A

aaa accounting dotlx == K 2-1
aaa authentication dotlx =~ > N 2-3
aaa authorization network =~ > N 2-5, 2-22, 2-29,

2-31, 2-34, 2-36, 2-38, 2-154, 2-330, 2-332, 2-333, 2-517,

B-7, B-38
AAA 5 2-3
ACE 2-141, 2-440

ACL
deny =~ K 2-139
IP 2-210
#Fal 2-438
s 2-351
FEIP 7 u b asfis  2-337
Fr 2-499

LA Y240 4—7xA4 A  2-210
action == K 2-6
archive download-sw =< > 2-10
archive tar =~ K 2-13
archive upload-sw =~ > K 2-16
arp access-list =~ > K 2-18
authentication command bounce-port ignore  2-20
authentication command disable-port ignore  2-21
authentication control-direction =< > K 2-22
authentication event linksec fail action =~ > F 2-28
authentication event =< > K 2-24
authentication fallback =< >~ 2-29
authentication host-mode =~ > K  2-31
authentication linksec policy =~ > K 2-33
authentication mac-move permit =~ > K 2-34
authentication open =< K 2-36
authentication order =~ K  2-38

authentication periodic =< > F  2-40

INDEX

authentication port-control =< >~ 2-42
authentication priority =~ > K 2-44
authentication timer =~ > K 2-46
authentication violation =< > K 2-48
auth-fail max-attempts =~ >

ldotlx auth-fail max-attempts =~ > K| %%

auth-fail vlan

ldotlx auth-fail vlan| % %R
auth open =< K 2-36
auth order =~> K 2-38
auth timer =~> K 2-46
auto qos classify =< K 2-50
auto qos trust =~ > K 2-53
auto qos video =~ K 2-56

auto gos voip =~v > K 2-59

B

BackboneFast, STP f§ 2-748

boot auto-download-sw =< > K 2-65
boot config-file =<~  2-68

boot enable-break =~ > F  2-69

boot helper-config file =~ ~ 2-71

boot helper =~ K 2-70

boot manual =~ >~ 2-72

boot private-config-file =< >~ 2-73
boot system =~ K 2-74

boot (Fy—he—%) a~v kK A-2

BPDU #/— K, Anx=v 27> Y—H 2-751, 2-782

BPDU 74 &V ANXR=27Y Y —H
2-782
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C clear spanning-tree detected-protocols =< > K 2-111
clear vmps statistics =~ F  2-112

cat (F—btr—%) a~v K A4 clear vtp counters =~ > 2-113

CDP., r han b v 7oA x—71  2-309 Client Information Signalling Protocol ~ 2-81, 2-154,

channel-group =~ > K 2-76 2-517, B-7, B-38

channel-protocol =~  2-80 cluster commander-address =~ > | 2-114

Cisco IP 71 A 5 cluster discovery hop-count =< K 2-116
Auto-QoS #iE  2-56 cluster enable =~ > K 2-117

Cisco SoftPhone cluster holdtime =~> K 2-118
auto-QoS MaEE  2-59 cluster member =~> K  2-119
EESIA Ty bzfEET 5 2-400 cluster outside-interface =~ K 2-121

Cisco Telepresence 27 A clusterrun =~ K 2-122

Auto-QoS #iE  2-56 cluster standby-group =~ > K 2-123
CISP cluster timer =~ > K 2-125

[Client Information Signalling Protocol | # % confidentiality-offset =~ 2-126

debug platform cisp =< > I B-38 config-vlan £— K

cispenable =< F 2-81 Bi4s  2-861

class-map =~ K 2-85 a<w K 2-862

class v K 2-82 copy (F¥—bmr—%) a~vrkF A5
clear dotlx =~ F 2-88 CoS

clear eap sessions =~ K 2-89 RO EEFE 2-370

clear errdisable interface  2-90 EZATry b~OT 7 40 MEOEID BT 2-370
clear ip arp inspection log =~> K 2-87 LAY 27 ban ry ba~0ElYE T 2-312
clear ip arp inspection statistics =~> K 2-91 CoS/DSCP ~ > 7 2-374

clearipc =~ K 2-94 CPU ASIC #tat, #/r  2-525

clear ip dhcp snooping database =~ > 2-92 crashinfo 7 7 A /L 2-199

clear ipv6 dhcp conflict == K 2-95

clear 12protocol-tunnel counters =< >~ 2-96 D

clearlacp =~ K 2-97

clear logging smartlog statistics interface =~ > K 2-98 debug authentication  B-2

clear mac address-table =~ > K 2-99, 2-101 debug auto qos =~ K B-4

clear macsec counters interface =< > K 2-102 debug backup =~> F B-6
clearmka =~> K 2-103 debugcisp =2~ K B-7

clear nmsp statistics =< > K 2-105 debug cluster =<~ K B-8

clear pagp = <> K  2-106 debug dotlx =~> K B-10

clear port-security =~ > K 2-107 debug dtp =~ K B-12

clear psp counter  2-109 debugeap =~ F B-13

clear psp counter =< > K 2-109 debug etherchannel =<~ B-14
clear spanning-tree counters =~ > K 2-110 debug ilpower =~k B-15
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debug interface =~ > F B-16

debug ip dhcp snooping =~ >~ B-17

debug ip igmp filter == > F B-19

debug ip igmp max-groups =~ K B-20
debug ip igmp snooping =~ > K B-21

debug ip verify source packet =~ B-18
debug lacp == K B-22

debug lldp packets =~ >~ B-23

debug mac-notification =~ >~ B-25

debug macsec =~ K B-26

debug matm move update =~ N B-28

debug matm =~ > F B-27

debug mka =<~ K B-29

debug monitor =< > B-31

debug mvrdbg =~v > K B-32

debug nmsp =~ F B-33

debug nvram =~ > N  B-34

debug pagp =~ K B-35

debug platformacl ==> K B-36

debug platform backup interface =~ K B-37
debug platform cisp =~ > F B-38

debug platform configuration =~ K B-46
debug platform cpu-queues =~ F  B-39
debug platform device-manager =~ >~ B-41
debug platform dotlx =< > B-42

debug platform etherchannel =~ K  B-43
debug platform fallback-bridging =~ > F B-44
debug platform forw-tcam =~ > K B-45
debug platform ip arp inspection =~ > N  B-47
debug platform ip dhcp =~ K B-48

debug platform ip igmp snooping =~ >~ B-49
debug platform ip multicast =~ >~ B-51
debug platform ip source-guard =~ > B-53
debug platform ip unicast =~ > K B-54

debug platform ip weep =< > K B-56

debug platform led =< > K B-57

debug platform matm =~ K B-58

debug platform messaging application =< > K

debug platform phy =< > K B-60

B-59

debug platform pm =~ > K

Index

B-62

debug platform port-asic =~ >~ B-64

debug platform port-security =< >~ B-65

debug platform qos-acl-tcam =~ > N B-66

debug platform remote-commands =~ > K B-67

debug platform resource-manager =~ >~ B-68

debug platform snmp =< > F

debug platform span =~

B-69
B-70

debug platform supervisor-asic =~ > K B-71

debug platform sw-bridge =~ >~ B-72

debug platform tcam =~ > K

debug platform udld =< >

debug platform vlan =< >

debugpm =~ B-78

debug port-security =~ > K

debug qos-manager =~ > N

B-73
B-76
B-77

B-80
B-81

debug spanning-tree backbonefast =~ K B-84

debug spanning-tree bpdu-opt =~ > K B-86

debug spanning-tree bpdu =~ F B-85

debug spanning-tree mstp =~ > K B-87

debug spanning-tree switch =~ > K B-89

debug spanning-tree uplinkfast =< > F B-91

debug spanning-tree =~ > K

debug sw-vlan ifs =~ >

B-82

B-94

debug sw-vlan notification =~ B-95

debug sw-vlan vtp =~ > R

debug sw-vlan =~ > R

B-92

debug udld =~ K B-99
debug vgpc =~ > B-101

define interface-range =~ > I

delete =~ K 2-129

B-97

2-127

delete (F—btmr—%) =2<v K A-6
deny (ARP 727 &R YA arv74F¥al—ay) 2

~ K 2132
deny (IPv6) =2~ K
deny =~ K 2-139
DHCP AX—v v 7

A 2 =74k

2-134

VLAN F  2-249
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A E—T7 x4 A LTIEE 2-247
F7a 82 2-241, 2-243

Ty AL v TFMNOLDEETE RV hOZT
AL 2-243

TT—[EEL A ~— 2-196
L— MR 2-246

DHCP AX—V U T NA T 4 T T =B R_—2R
T—Vxr MEEHERO 2 VT 2-92
BH 2-477
FeHN—Z ==V b BRE 2-239

NAVT 4T

Hikx  2-237
B 2-237

NA VT 4T Ty A, RE  2-239
dir (7—tn—%) avrF A7
dotlx auth-fail max-attempts =< K 2-149
dotlx auth-fail vlan  2-150
dotlx control-direction =< > K  2-152

dotlx credentials (/e — )L a7 4 X2l — g )
a<v 2 K 2-154

dotlx critical f > % —7 A X a7 4 Falb—a
o~ K 2-157

dotlx critical 7 v— )L a7 4 X2l —v gy avw
r  2-155

dotlx default =~ > K 2-159

dotlx fallback =~ F 2-160

dotlx guest-vlan =< 2-161

dotlx host-mode =~ K 2-164

dotlx initialize =< K 2-166

dotlx mac-auth-bypass =~ N 2-167

dotlx max-reauth-req =~ K  2-169

dotlx max-req =~> K 2-170

dotlx multiple-hosts =< > K 2-171

dotlx pae =~ K  2-172

dotlx port-control =~ K 2-173

dotlx re-authenticate =~ > K 2-175

dotlx re-authentication =~ >~ 2-176

dotlx reauthentication =~ > K  2-177

dotlx supplicant controlled transient =~ > K 2-178
dotlx supplicant force-multicast =~ > F  2-180

dotlx test eapol-capable =~ >~ 2-181
dotlx test timeout =< K 2-182
dotlx timeout =~ K  2-183
dotlx violation-mode =~ F  2-186
dotlx =~ K  2-147
DSCP/CoS v v 7 2-374
DSCP/DSCP £#i~ v 7 2-374
DTP 2-818
DTP x 3y x=—v a3 2-822
DTP 77 v~
=7 —HEL A ~— 2-196
=7 —kH  2-190
dual-purpose 7 v U 7 R— |
BREFRESR A T a v DFER 2-571
A TDER  2-356
duplex =< K 2-187
dynamic auto VLAN A > — v 7 E—F  2-817
dynamic desirable VLAN x> \—3v v 7 £— K 2-817
Dynamic Host Configuration Protocol (DHCP)
[DHCP 2xX—t'> 7| &5

E

EAP-Request/ldentity 7 L — A
HEET L ETCoORR  2-183
EET DR 2-170
epm access-control open  2-189
errdisable detect cause small-frame =~ > F  2-193
errdisable detect cause =~ >~ 2-190
errdisable recovery cause small-frame  2-195
errdisable recovery =~ > K 2-196
errdisable f > % —7 = A 2, #£m  2-568
errdisable fiHi  2-190
EtherChannel
EtherChannel/PAgP 53 7' #x  B-14
LACP
channel-group f&#» 27 V7 2-97
VAT AN TITAFYT 4 2-315
FRy T Avk—Y, FRx B-22
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#x 2-623
Zu haofR 2-80
By hAZUNRA K= DR—bF FTT7A44Y

74 2313
ET—F 276
PAgP

channel-group t&#» 2 V7  2-106

=7 —[FELXA~— 2-196

=7 —#Hl  2-190

TG 2-424

EHHR—F T—F—  2-424

RENT T4 I DA E—T 2 A ADTTAF

V7«4 2-426

TNy T Ayk—T, o B-35
#FoR 2-690

WER— K 7—F— 2-424

T— kK 2-76

A—=HFy N ALV E =T 2 ADF ¥ IV T N—TF
~OEY YT 2-76

A B =7 A AfEHR, KR 2-568
For  2-562
AT 2-448

TTY R T A= DREAN FDT RNy TR
R B-43

A=K Fr il o o Z—7 =4 ZADE
B 2-204

LA4v¥ 2 e han hoxl 7oA 3x—7 4k

LACP 2-310
PAgP 2-310
UDLD 2-310

exception crashinfo =~ >~ 2-199

=

fallback profile =~> &~ 2-200
flash_init (F7— ko —%) ==K A9
Flex Link
RIE  2-810
#F8 2-568
B4 VLAN @

uj

RE  2-813

Index W

flowcontrol =<2 K 2-202
format (7 —htue—%) =<K A-10
fsck (Z7—btmr—%) a<F A-11

H

help (7 —hFr—%) v R  A-12

HSRP
HSRP Jv—7" D7 T AZ~D/NA > K 2-123
ABNRA TN—T  2-123

IEEE 802.1Q N7 v 27 A— MBI AT 47
VLAN  2-869

IEEE 802.1Q k3 /L K—

HilpR  2-818
WE  2-817
IEEE 802.1x

EN =T —ORIE 2-196

AA v FHR—bFE—F 2-818

[R— F =R DFFE] b E M
IEEE 802.1x K — b ~— 2383

72N VLAN O% 7V v hdA 2—T
{t.  2-149, 2-160, 2-201

IGMP 7 v —7 mKEDORE 2-254
IGMP fg kK7 Vv—>7" F3v 7 B-20
IGMP A X —t v
querier 2-262
A =74k 2-258
AV H—=T oA A MR VERBMEIE 2-268
s —3RK 2-266

TN—TDAZT 47 AN —=L LTDOR—FD
B 2-272

AA v F O hRa UETRAEE  2-266
FRIEAEENR Y A ~—DA F—T M 2-260
BREBHERE D A R — T Ak 2-269

Fr 2-594

79T 47 72— 2-266
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LAR— M 2-264
IGMP 7 4 v %

WH  2-253

TRy T Ayk—y F£rx  B-19
IGMP 7'm 7 7 A v

fER  2-256

#Fs 2-593
interface port-channel =< > K  2-204
interface range =~ > K 2-206
interface vlan =~ > K 2-208

Internet Group Management Protocol (1 > % —%* v ~ 7
N—TEET T kal)

"IGMP #=ZR
ip access-group =~ > K 2-210
ip address =~ > K 2-213
ip admission name proxy http =~ > F  2-216
ip admission =~ > K 2-215
ip arp inspection filter vlan =< > K 2-218
ip arp inspection limit =< K 2-220
ip arp inspection log-buffer =~ > K 2-222
ip arp inspection trust =~ K 2-226
ip arp inspection validate =~ >~ 2-228
ip arp inspection vlan logging =~ > F  2-231
ip arp inspection vlan =< > K 2-230
ip device tracking probe =< > K 2-233
ip device tracking =~ K 2-235
ip dhcp snooping binding =~ > K 2-237
ip dhcp snooping database =~ > K 2-239

ip dhcp snooping information option allow-untrusted =~
K 2-243

ip dhcp snooping information option format remote-id =~
v K 2-245

ip dhcp snooping information option =~ >~ 2-241
ip dhcp snooping limitrate =< K 2-246

ip dhcp snooping trust =~ > K 2-247

ip dhcp snooping verify =< K 2-248

ip dhcp snooping vlan information option format-type
circuit-id string =~ K 2-251

ip dhcp snooping vlan =~ > K 2-249
ip dhep snooping =~ K 2-236

IPDHCP A X —t">
[DHCP A X —¥v' 7| &R
ip igmp filter =~ K  2-253
ip igmp max-groups =~ N 2-254, 2-277, 2-279
ip igmp profile =< K 2-256

ip igmp snooping last-member-query-interval =< >~
F 2-260

ip igmp snooping querier =~ K 2-262
ip igmp snooping report-suppression =< > K 2-264
ip igmp snooping tcn flood =~ > K 2-268
ip igmp snooping tcn =~ > K 2-266
ip igmp snooping vlan immediate-leave =~ N 2-269
ip igmp snooping vlan mrouter =< >~ 2-270
ip igmp snooping vlan static =~ > K 2-272
ip igmp snooping =~ K  2-258
IP Phone
auto-QoS M E  2-59
EEESNAT Yy FEEET S 2-400
IP Precedence/DSCP ~ > 7 2-374
ip source binding =~> K 2-274
ipssh a~> K 2-276
ipv6 access-list =~ >~ 2-284
ipv6 address dhcp =~ > K 2-287
ipv6 dhcp client request vendor =~ > K 2-288
ipv6 dhcp ping packets =~ > 2-289
ipv6 dhcp pool =~ 2-290
ipv6 dhcp server =< 2-293

ipvé mld snooping last-listener-query count =~ >~
F2-297

ipv6 mld snooping last-listener-query-interval =~ >~
r o 2-299

ipvé mld snooping listener-message-suppression =~ >~
F 2-301

ipv6 mld snooping robustness-variable =~ >~  2-302
ipv6 mld snooping tcn =~ > N 2-304

ipv6 mld snooping vlan =~ > F  2-305

ipv6é mld snooping =~ 2-295

IPv6 SDM 7> 7L — |k  2-483

ipv6 traffic-filter =~ >~  2-307

IPv6 727t A UK $EGSEME 2-134
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ip verify source smartlog =~ > K 2-283

ip verify source =< > K 2-281

IP7 FLA, §&E 2213

IP7 RL2pl4  2-351

IPXfEmA— R
A x =7 2-281
AET 4wV IPREEIAA T 47 2-274
T 4E—7 0k 2-281

IP~AFFxy AT FLX 2-408

L

I12protocol-tunnel cos =~ > K 2-312
I12protocol-tunnel =~ > K  2-309
LACP
EtherChannel] %%/
lacp port-priority =~ > F  2-313
lacp system-priority =~ K 2-315
Layer 2 £— R, 4 *—7/{k 2-804
Layer 3 E— K, A x—7 /1t 2-804
Link Aggregation Control Protocol
[EtherChannel| % %
link state group =~ > K  2-317
link state track =< >~ 2-319

location (f > #—7 xR a7 X2l —3) 2
~ K 2-322

location (/' ue— )L 27 4 Fal—gy) avy
rF  2-320

logging event power-inline-status =~ K 2-325
logging event =~ > K 2-324
logging file =~ >~ 2-326

M

mab request format attribute 1 =~ F  2-330
mab request format attribute 2 = <> 2-332
mab request format attribute 32 =< > K  2-333
mac access-group =~ K 2-335

mac access-list extended =< >~ 2-337

Index W

mac address-table aging-time  2-335, 2-351
mac address-table aging-time =~ K 2-339
mac address-table learning =< > K 2-340
mac address-table move update =~ 2-342
mac address-table notification =< > K 2-344
mac address-table static drop =~ K 2-347
mac address-table static =~ > N 2-346
MACsec

A4 x—7 1k 2-349

B 2-102, 2-534

TNy B-26

#Fx 2-652

L2 4  2-534
macsec =~ K 2-349
MAC 77t®Ax DXL 2-139

MACT77%RA VAFary74FXal—g F—
rF 2-337

MAC 7 KL &
MAC 7 FL 2@ b7 v 7 DA x—7 ik 2-344

MAC 7 RL AT —7 A BITEFRO A X —T7 )L
it 2-342

VLAN 2¢O MAC 7 RL R F—=2 7 DF 1 &—
7t 2-340

W& 2-351

ABT AT
A H—TxA A LT Rr Y7 2-347
Bk X OHIER  2-346

FR  2-648
Eufil)
T Z A5 2-339
HIBR  2-99
For 2-641
R

VLAN Hfz  2-650

VLAN 7 RV 2¥  2-640
A B —T A AHNL  2-643
AAT 4 w7 2-648

AET 47 T NI BLOAAF Iy T =
rU  2-635

WHTRE  2-646
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) 2-641
MAC 7 KL % ZL—7 Fr  2-634
MAC 7 KL x@a, 737 B-25

match (727t A~y a7 4¥Xal—yay) av
K 2-351

match (7 92 v~y a7 Xal—gy) avy
K 2-353

mdix auto =< K 2-355
Media Access Control Security
TMACsec] &&=

media-type rj4d5 (T4 a7 4 F2lb—g) a<
~ K 2-358

media-type (f > ¥ —T7 A XA a7 4 Fal—aV)
av» K 2-356

memory (7 —hw—4%) a~<v K A-13
MKA
K rE  2-126
Ty va v ERETEROZR  2-665
vy varoFR  2-659
Ty B-29
FT7 4Nk RV —DFRR  2-654
watiEHROFR  2-662
R —ar74F¥a2l—var F—FK  2-362
N v —DFRR  2-656
mka default policy =~ > F  2-360

mka policy 1 > % —7 A A a7 4 Fal— a2
~v K 2-364

mka policy 72—\ a7 4 Falb—v gy avy
K 2-362

MKA O A x—7 4t  2-364
mkdir (Z7—hr—%) a~vr kK A-14
MLD A X —E > 7
Ax—7 4 2-295
7Y —ORE 2-297, 2-299
E  2-301, 2-302
MR e UETEMORE  2-304
#F 2-611
mls gos aggregate-policer =~ >~ 2-368
mls gqos cos =~ K 2-370
mls qos dscp-mutation =< > K 2-372

mlsgosmap =~ K 2-374
mls qos queue-set output buffers =< K 2-378
mls qos queue-set output threshold =~ K 2-380
mls qos rewrite ip dscp =~ K 2-382
mls qos srr-queue input bandwidth =< > K 2-384
mls qos srr-queue input buffers =< > K 2-386
mls qos srr-queue input cos-map =~ > K  2-388
mls gos srr-queue input dscp-map =~ K 2-390
mls qos srr-queue input priority-queue =~ > K 2-392
mls gos srr-queue input threshold =~ > K 2-394
mls gos srr-queue output cos-map =~ K 2-396
mls gos srr-queue output dscp-map =~ K 2-398
mls qos trust =< K  2-400
mls qos vlan-based =~ > K 2-402
mlsqos =~ > K 2-366
Mode R % >, /X2 U — FEI{E  2-487
monitor session =< > K 2-403
more (F—hru—%) v K A-15
MSTP
MST UV —v =
MST 2> 7 4 Falb—T g EF—K 2-765
VLAN & AV RAZ LV AMO~ vy 7 2-765
BUEFE IR R O OFE TR 2-765

a7 4 Xal—rary e &k
& 2-765

FEL  2-765
Fk 2-706
EHEOFIE  2-765
EHEOMH  2-765
AT — MMEHROFR  2-705
AT — MNER
BPDU #'— KA x—7fk  2-751, 2-782

BPDU 7 4 v & U v 7 DA 3x—T 04k 2-749,
2-782

PortFast k)R — DT ¥ v FE 7 2-782
Port Fast 1 x—7 Lk  2-782, 2-785
RVSRERE 2-769

TrT—F 4T AT — b ~DEHER
1T 2-761
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Tavx T AT LT T =T 4T A
F—h~ 2-785

VA= TR T —=07 25— O
M 2-769

MAEEH  2-111
SNA aX b 2-767
Fox 2-706
Zu b a BT uk ADOHERK  2-111
Za khan E— K 2-764
Vo 247 2-761
—h AL vF
BPDU Ku v 7 ToORKRK Yy 7 2-772
BPDU * vtE—vO/RIFE 2-771
hello BPDU #* vt — ORlE  2-770, 2-778
hello # 14 & 2-770, 2-778
g A7 & ID OB 2-757
A FOFITAFY T4 2-777
BIPUZEHFT DR —F 75344 T 2-774
TIA<VERITEIXY 2-T78
ARHIR  2-771
Jb— K R—h
FEEAR— FOHIR  2-759
N— bk T—F 2-759
J— &7 DR —NOFIR  2-759
N—"T JT— R 2-759
MTU
Ta—/VEREOERR 2-713
YA XORE  2-845
Multicase Listener Discovery
'MLDJ =%
Multicast Listener Discovery
IMLD] #&/
Multicast VLAN, MVR  2-409
Multicast VLAN Registration
IMVR] %%
MVR
T RLADTZA YT A 2-409
A B =T oA AEROFR  2-682
AV B =T oA ADFE  2-411

Index W

#E 2-408
FRy S Ayt—Y, FF  B-32
#57 2681

A= TR 2-684
mvr vlan group =~ K 2-412
mvr (f{ % —T7 xR a7 Falb—gy) avy
Fo 2411
mvr (Fa—\)L ary7 4¥al—vgy) awy
K 2-408

N

Network Admission Control Software Configuration
Guide 2-215, 2-217

network-policy profile (x> hV—27RY v — a7 ¢
Fal—y3gay) avr K 2417

network-policy (/7 a— 2L 207 4 Falb—vgy) =2
v K 2415

network-policy =~ > K 2-414

nmsp attachment suppress =~ > K 2-420
nmsp =~ K 2-419

no authentication logging verbose  2-421
no dotlx logging verbose 2-422

no mab logging verbose  2-423
nonegotiate. &  2-793

novlan =<~> K 2-861

P

PAgP
[EtherChannel] %%

pagp learn-method =~ > K 2-424

pagp port-priority =~ > K 2-426

permit (ARP 727X YA N a7 4Fal—al)
Iy B 2-430

permit (IPv6) =~ K 2-432

permit (MAC 727 tEA VAR a7 4 Xzl —3a))
av > N 2-438

Per-VLAN Spanning-Tree Plus
[STP) =&MW
PIM-DVMRP, <~/ F % ¥ 2 kb —258)5A 2-270
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PoE
aryhre—9 LYRZEDFERT  2-536
RO x 7 2-325
BEREROL R 2-695
BHEHE— RORE 2-449
BIHEEORY o 2-454
wWIRE  2-452
BHOE=FY 7  2-454
police aggregate =~ > N 2-443
police =~  2-441
policy-map =~ K  2-445
Port Aggregation Protocol
[EtherChannel| % %
port-channel load-balance =~ > K 2-448
PortFast, A= 27> VU —H 2-785
power inline consumption =~ > K 2-452
power inline police =~ > K 2-454
power inline =< > K  2-449
Power over Ethernet
[POE| # &
power rps =~ K (—¥% EXEC) 2-457
priority-queue ==~ > K 2-459
private-vlan mapping =~ > K 2-464
private-vlan =< > F  2-461
psp 2-466
psp =~ K 2-466
PVST+
[STP) =%

Q

QoS
auto-QoS
RE  2-59
TR T Ayk—Y R B4
auto-QosS trust

E  2-53
Auto-QoS v 7 A
E  2-56

DSCP #ifa  2-382
DSCP OfEfHTX 54— b
DSCP/DSCP i~ v 7D EFH  2-374
DSCP/DSCP Z#i~ v 7O 2-372
IP Phone »E#E I 255 2-400
VLAN ~—2x  2-402
A4 X —7 1t 2-366
Fa—, BAX2—DOA F—7{t 2-459
IRy
—HHEEDFERK  2-353

fERk  2-85
#~ 2-518
H %2 —

COSEDF 2—B LN L EVWME~D~ v B
7 2-396

CoSHHIFa2a—DLEXVWME~Y Yy 7OEHE 2-396
CoOS ¥ a—D LX\WME~y 7DFE R 2-674

DSCPEDF 2 —B LT LEVWE~D~ v B
7 2-398

DSCP Hi/iF¥a— L& VWi~ >y 7DESRKR 2-398

DSCP i /ixa—D L X WM~y FDF
K 2-674

WTD LEWEDORE  2-380
Xoa—A T OREHOERT  2-671
F¥a—ty hOFRF 2-677
BRBIOTHRERATYEY Y CToOR

T 2-380

g L AV 2 — U U OFEYE 2-799
BIE S = — L S A a— U T DES)
it 2-797

Ny 77 OHD YT 2-378
Ny 7 7ED Y TORR  2-671
R— FTORKE ORI 2-795
AR—=FDFa—Fky hAD~v S 2-468
REHMOFR  2-668
EE7r v b CoSEDESFR 2-370

ACARIEE
Fa—lANONTZ, FREFHIBRENT Ay
r 2-671
EZE L7 CoSE  2-671
%55 L7- DSCP i 2-671
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QoS DA — ~ DIFHIREE
Quality of Service

queue-set =< K

a7y A NVNHND T v B
AN1F¥ 22—

CoSfEDF 2—BIURL X \WME~D~ v B
7 2-388

CoS ANNF=a—D LI VWi~ Yy 7OESHK 2-388
CoS ANiF¥Fa—DLEWME~Y Yy DR 2-674

DSCPEDF =2 —B LR L EVWE~D~ v B
7 2-390

DSCP AiFa—LEVWli~v vy 7DEFR

DSCP ASiF¥a—0D L X WM~y 7Dk
R 2-674

SRR A7V a—U v TOELDE Y
T 2-384

WTD L EVWMEORE 2-394
Fa—od 7O ORR  2-671
REDERT  2-670
Ny 77 OFN M T 2-386
Ny 7 7EID Y TORR  2-671
TIAFVT 4 Fa—DAF—T Uk
A— b OfEEIRE  2-400
RYVv— =7
DSCP fi & 721 IP precedence fE D&% &
A B —T A A~DiEH  2-489, 2-494
M 2-446
1B 2-445
KRR Y Y —oiE i
fEfIRHE  2-853
N7 4w DMGE 2-82
RNY P —0EFR 2-368, 2-441
RYP—DFRR  2-669
WY 7i%E DSCP v v
~ v
EF  2-374, 2-388, 2-390, 2-396, 2-398
2-400

2-671

2-390

2-392

2-492

2-443

2-374

QoS #Z&H
2-468

Index

R

radius-server dead-criteria =~ > N 2-469
radius-server host =~ > K 2-471
Rapid Per-VLAN Spanning-Tree Plus
[STP) =&MW
Rapid PVST+
[STP) &M
rcommand =~ K 2-473
Redundant Power Supply
IRPS| &4
remote-span =~ K 2-475
rename (F—hr—%) av K A-16
renew ip dhcp snooping database =~ > K 2-477
2-479
replay-protection window-size =~ > K
reset (F—ho—%) a~vr K A-17
rmdir (ZF—hr—%) a~vF A-18

2-482

replay protection, MACsec
2-479

rmon collection stats =~ >
RPS 2300

E¥ 2-457

WIE 2-457
RSPAN
2-475
RSPAN FZ 7 4w 7 D74V Y T
FE  2-403

remote-span =~ K
2-403

S

sdm prefer =< K 2-483
SDM 7> 7 L —k
RSN DY V—RA  2-484
T =2 7V IPv4 55 X OV IPV6
For 2-701
service password-recovery =t~ K
2-489

2-497

2-483

2-487
service-policy =~ I
setup express =~ > R
2-494
2-492

setup =~ K

set a~v o K
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set (F—bhmr—%) avF A-19

show access-lists =~ K 2-499

show archive status =~ > K 2-502

show arp access-list =~ K 2-503

show authentication =~ >~ 2-504

show auto qos =~ > K 2-508

show boot =~ > K 2-512

show cable-diagnostics tdr =< > F  2-514
show cisp =2~ K 2-517

show class-map =~ > K 2-518

show cluster candidates =~ > F  2-521

show cluster members =~ > K 2-523

show cluster =~ > K 2-519

show controllers cpu-interface =~ K 2-525
show controllers ethernet-controller =~ >~ 2-527
show controllers ethernet phy macsec =~ > K 2-534
show controllers power inline =< K 2-536
show controllers tcam =~ > 2-538

show controller utilization =~ > F  2-540
show dotlg-tunnel =~ > K  2-545

show dotlx =~ > K 2-546

show dtp  2-550

show eap =~ K 2-552

showenv =~ 2-555

show errdisable detect =~ > K  2-557

show errdisable flap-values =~ >~ 2-559
show errdisable recovery =~ > K  2-560

show etherchannel =< >~  2-562

show fallback profile =~ > K  2-565

show flowcontrol =~ >~  2-566

show interfaces counters =~ > K 2-578

show interfaces =~ K 2-568

show inventory =< > K  2-580

show ip arp inspection =~ K  2-581

show ipc =~ > K 2-605

show ip dhcp snooping binding =~ >~  2-586
show ip dhcp snooping database =~ > K 2-588, 2-590
show ip dhcp snooping =~ > K 2-585

show ip igmp profile =< K 2-593

show ip igmp snooping groups =~ > 2-597
show ip igmp snooping mrouter =~ K 2-599
show ip igmp snooping querier =~ > K  2-600
show ip igmp snooping =~ K 2-594, 2-611
show ip source binding =< > K 2-602

show ipv6 access-list =< K 2-608

show ipv6 dhcp conflict =< 2-610

show ipv6 route updated 2-619

show ip verify source =<2~  2-603

show I2protocol-tunnel =~ > K 2-621

show lacp =~ > K 2-623

show link state group =~ > K 2-627

show mac access-group =~ > K  2-634

show mac address-table address =~ > N 2-637
show mac address-table aging time =~ > K 2-638
show mac address-table count =< > K 2-640
show mac address-table dynamic =~ > K 2-641
show mac address-table interface =< > K  2-643
show mac address-table move update =~ > K 2-645

show mac address-table notification =~ > F 2-101,
2-646, B-28

show mac address-table static =~ >~  2-648
show mac address-table vlan =~ > F  2-650
show mac address-table =~ >~ 2-635
show macsec =~ > K 2-652

show mka default-policy =~ >~  2-654
show mka policy =~ K  2-656

show mka session =~ K 2-659

show mka statistics =~ K 2-662

show mka summary =< > K  2-665

show mls qos aggregate-policer =< > 2-669
show mls qos input-queue =~ > K 2-670
show mls qos interface =~ >~ 2-671

show mls gos maps =~ K 2-674

show mls qos queue-set =~ > K 2-677

show mls qosvlan =< > K 2-678

show mlsqos =~ K 2-668

show monitor =< > K 2-679

show mvr interface =~ K 2-682
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show mvr members =~ > K 2-684

show mvr =< K 2-681

show network-policy profile =< >~ 2-686
show nmsp =~ > K 2-687

show pagp =~ K 2-690

show platform acl == >~ C-2

show platform backup interface == >~ C-3
show platform configuration =~ K C-4
show platform etherchannel =<~ >~ C-5
show platform forward =~ > K C-6

show platform frontend-controller =~ > K C-8
show platform igmp snooping =~ > K C-9
show platform ip multicast =< >~ C-10
show platform ip unicast =~ > K C-11
show platform ipv6 unicast =~ > F C-16
show platform ipwcep =~ K C-15

show platform layerdop =~ > K C-18

show platform mac-address-table =< > F C-19
show platform messaging =~> F C-20
show platform monitor =< > K C-21

show platform mvr table =< >~ C-22
show platform pm =~ F C-23

show platform port-asic =~ >~ C-24

show platform port-security =~ > K C-28
show platformqos =~ > K C-29

show platform resource-manager =~ > K  C-30
show platform snmp counters =~ > F  C-32
show platform spanning-tree =< > K C-33
show platform stp-instance =~ >~  C-34
show platform tcam =~ >~ C-35

show platformvlan =< > K C-38

show policy-map =~ > K 2-692

show port security =~ K 2-693

show power inline =~ > K  2-695

show psp config 2-699

show psp config =~ > K 2-699

show psp statistics  2-700

show psp statistics =~ > K 2-700

show sdm prefer =~ K 2-701

Index W

show setup express =~ > K 2-704

show spanning-tree =< > K 2-705

show storm-control =< > K  2-711

show systemmtu =~ K  2-713

show trust =< > K 2-853

showudld =~ >~ 2-714

show version =< K 2-717

show vlan access-map =~ K 2-724

show vlan filter =~ > F 2-725

show vlan =~ > F 2-719

showvlan =~ F, 7 r—/L K 2-721

show vmps =~v > K 2-726

showvtp 2~ K 2-728

shutdown vlan =< > K 2-734

shutdown =~ > F  2-733

small violation-rate =< > N 2-735

snmp-server enable traps =~ > K 2-737

snmp-server host =~ K 2-742

snmp trap mac-notification change =~ K 2-746

SNMP &1, EBEOA Rx—7 N  2-737

SNMP +~J v
MAC 7 R L A @HgEED A 12— 7 L{t.  2-344
MAC 7 RLAEM N7 v S DA Fx—7 Wk 2-746
EEDOA =Tt 2-737

SNMP &2k, f87E 2-742

SoftPhone
[Cisco SoftPhone| %%

SPAN
SPAN "o 7 4 v o D7 4% 7 2-403
g »

AV HE—=T A A~DIEM  2-403
BEICBHAR  2-403
WE  2-403
TRy T Avtk—Y Fr B-31
spanning-tree backbonefast =~ > K 2-748
spanning-tree bpdufilter =< >~ 2-749
spanning-tree bpduguard =~ > K 2-751
spanning-tree cost =< > K 2-753

spanning-tree etherchannel =~ > K  2-755
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spanning-tree extend system-id =~ 2-757
spanning-tree guard =~ > K  2-759
spanning-tree link-type =~ > K 2-761
spanning-tree loopguard default =< > 2-763
spanning-tree mode =~ K 2-764
spanning-tree mst configuration =~ > N  2-765
spanning-tree mst cost =~ K 2-767
spanning-tree mst forward-time =~ > F  2-769
spanning-tree mst hello-time =< K 2-770
spanning-tree mst max-age =~ > K 2-771
spanning-tree mst max-hops =~ > K 2-772
spanning-tree mst port-priority =~ > K  2-774
spanning-tree mst pre-standard =~ > K  2-776
spanning-tree mst priority =~ >~ 2-777
spanning-tree mstroot =~ >~  2-778

spanning-tree portfast (f 4 —7 A4 A a7 4 %=
L—Y=ay) avr K 2785

spanning-tree portfast (/' o2— 3L a7 4 Falb— 3

V) awr R 2-782
spanning-tree port-priority =< > F  2-780
spanning-tree transmit hold-count =~ > 2-787
spanning-tree uplinkfast =< > K 2-788
spanning-tree vlan =~ > K 2-790
speed =~ K 2-793
srr-queue bandwidth limit =< > K 2-795
srr-queue bandwidth share =< >~ 2-799
SSH, N"—Y 3 VO E 2-276
storm-control =~ > K  2-801
STP

BackboneFast 2-748

EtherChannel & EF &  2-755

VLAN 47> a v 2-777, 2-790

vsg, 77 2-110

Jrse v A7 A ID 2-757

MR Y 7 EEOHRE 2-748

AT — ME#BOFR  2-705

AT — NEE

BPDU #'— FD A x—7 W fk  2-751, 2-782

BPDU 7 4 v # Vv 7 DA x—T7 )k 2-749,
2-782

PortFast /s — hD> ¥ v h¥F 7 2-782
Port Fast ®1 x—7L{k.  2-782, 2-785

TT—= AT = I bEETLIA =D X =7
bk 2-196

FRILEIERERH]  2-790

TR T AT ST 3T —=T 4T R
77—k~ 2-785

VA= TBROT—=07 27— s O#
M 2-790

TNy T Avtk—U FR
BackboneFast £~ B-84
MSTP B-87
UplinkFast B-91
ik =72 BPDU 43 B-86
AA vF A B-89
ANR= TV =T 7T 4T 4 B-82
®ZfEs /- BPDU B-85
SNA Ak 2-753
Fabhan hrxr) oL x—70F  2-309
b E— K 2-764
J— kK AA v F
BPDU # vt&—T DR 2-790
hello BPDU * v &—Y O/E 2-790
hello #1 2-790
L 27 A ID ofgEE 2-757, 2-791
2A v FDOTITAFVT 4 2-790
BIUCHT 2R — b 744071+ 2-780
TIA=VERITELXY 2-790
BEWHIR  2-790
Jb—k R—k
UplinkFast 2-788
FLvb— b R— NERO &k 2-788
HEAR— FOHIR  2-759
J— K FH—F  2-759
N— KLl B R — F ORI 2-759
N—"T F— K 2-759
STP Ok A7 A5 1D 2-757
SVI, fEp  2-208
SVI 25 —X% ZDEHE  2-808

switchport access =~ K 2-806
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switchport autostate exclude =< > K  2-808
switchport backup interface =< > K 2-810
switchport block =< >~ 2-814

switchport host =< 2-816

switchport mode private-vlan =< > K 2-820
switchport mode =~ 2-817

switchport nonegotiate =~ > K 2-822
switchport port-security aging =~ > K 2-829
switchport port-security =~ > N 2-824
switchport priority extend =< >~ 2-831
switchport private-vlan =~ > F  2-833
switchport protected =~ > K 2-835
switchport trunk =~ > K 2-837

switchport voice vlan =< >~ 2-840, 2-841
switchport =< > K 2-804

system env temperature threshold yellow =~ >~
o 2-843

systemmtu =< K 2-845

T

tar 7 7 A b, AER, —RFOR, BEOMhH 2-13
TDR., %17 2-847

Telnet, 7 7 A% AA v F~O@EITMHEN  2-473
test cable-diagnostics tdr =~ > K 2-847
traceroute macip =~v> N 2-851

traceroute mac =~ N  2-848

type (7—bm—%) a<vr R A-22

U

UubDLD
77 Vvyv7 E—F  2-855, 2-857
AV E—T A AT DA =TV 2-857
=5~ —  2-197
Ja—izA x—7 14k 2-855

VY NI AUE—T 2 AD ) Y
k 2-859

AT —=H A  2-T14

Index

TRy T Avk— Fx B-99
J—=/)vE—NF 2-855, 2-857
Ave—Y XA ~v— 2-855

udld port =~ > K 2-857

udld reset =~ > K 2-859

udld =~ 2-855

unset (F—hw—%) a~vrF  A-23

UplinkFast, STP /i 2-788

usb-inactivity-timeout (=2 Y — a7 4 ¥ 2 L —
vayr) avr K 2-860

\Y,

version (7 —hr—4) v K A-25
VLAN
MAC 7 R LA
¥ 2-640
#~  2-650
VTP @ SNMP 7 v~ 2-740, 2-743
LRI 2-861

72N VLAN O% 7V v hdA 2—T )
. 2-149, 2-160, 2-201

MmEE)  2-734
Yy v hFUY 2-734
RE  2-861
BEDER  2-719
WEDORF  2-861
il 2-734
B 2-861
TNy T Ave—T TR
ISL B-95
VLAN IOS File System =5 — 57X B-94
VLAN =% —Y ¥ D7 27T 4 T 4 B-92
VTP B-97
IEUEREDE  2-861
774 X—F  2-820
BE  2-461
K~ 2-719
754 ~X— K VLAN] L&

| oL-26671-02-J

Catalyst 3560 R4 wF AR F YI77L>R i



B Index

AT 4T BAT  2-864
vlan access-map =~ > K 2-867
vlan dotlq tag native =~ N  2-869
vlan filter =< > F 2-871
VLAN ID i 2-861
VLAN Query Protocol
'VQPJ =&
VLAN Trunking Protocol
VTP zZR
VLAN 77 &R <=7
T7vary 26
Fow 2-724

VLANT7 7 kA w7 a7 4 X2l — g £—
K 2-867

vian (ZF/a— )L a7 4 Xal—vgy) avy
r  2-861

VLAN =27 4 Fal—ary E— K
Wz 12
sl 14
VLAN & 7E
"1F  2-861
Jb—J)  2-865

VLAN T?» MLD 2 X—t"v 7, 4 %—7/{k 2-305

VLAN +Z %7 Ja han
'VTP)] &R

VLAN 7 4 v % Fox 2-725

VLAN X—2Z®» QoS 2-402

VLAN ~ v 7
ERk  2-867
£  2-351
WA 2-871
Fow 2-724

VMPS

7 —[EX A ~— 2-197

Y- NOBE  2-876

A3 37 VLAN ElD YCoFEMR 2-873
R 2-726

vmps reconfirm (ZF'a— L a7 4 X2 Lb—v g ))

a2 K 2-874
vmps reconfirm (### EXEC) =2~ K  2-873

vmps retry =~ > K 2-875

vmps server =< K 2-876
VQP

74T v MREHERO 2 VT 2-112
Y=L OFRITEE  2-875

i fbm  2-874

HWOER  2-726

HAF w27 VLAN 0 4 CTOFEMHER  2-873
AFI v s TrRBAR—F 2807

VTP

vtp

REDRF  2-861
featls @  2-728
RN— FHEALTOA 2 —7 1 fk 2-883

A F =71k
oV 2-309
N—T g2 2-879
TN—=27  2-879
By ERRT 4=V R 2-729
BHwoRR  2-728
AT —H A  2-728
AT =B ALRT 4 —/F 2731
RAA %  2-878
INAT— R 2-879
Ty ANE  2-878
t—F 2-878
BPEDZE  2-878
Th—=r7 2-879
TNh—=T oo rs )7 2-113
t— R 2-878

vtp primary =~ > K 2-884

vtp
i

vtp
.

Ao B —TxAfA XAy T 4 X2lb—gy) avwy
2-883

(o= ar7 4 Xal—ay) awy
2-878
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)

TIRR TN—T
IP 2-210
MAC. £/~ 2-634
Tr7®Aarbta— =Y
TACE] %%
T7®A arbha—)L JRXL
TACL) =%
TIEAKR—F 2-817
TI7EA~wy S ar74¥al—var E—F 2351
TI7E®A E®—F 2817
To7EA UAR, IPV6 2-284
Ty ST L—FK
VT NT 2T A A=Y
ATF—HADE=HLY T 2-502
Foyrm—R 210
T RVADxZA YT A 2-409

M|

T 7 =%k, Fr 2-559

Ly
A—H%Xxy harte—7 HNEFLIRAZDOER
R 2-527
A —H%xy MEEEHER, INE  2-482
A A=Y
(VT =T £ A=) B5R
A HE—T AR
MAC 7 RL A 7—7VDFR  2-643

A—H Xy N AV H—T 24 ZADF ¥ IV T)—T
~OENY BT 2-76

Mik®  2-733

BE 2-187

F =70k 2-733

FNRy T Aykw—y, FF B-16
B DOHTE  2-206

A— b Fy¥ 2 mEOMER  2-204

AR —Tz2ARXA AT 4Fal—ay ET—F 1-2,
1-4

AV B —T oA AOBWE, FHE 2-793
AUH—T oA A~ a  2-127

s
%™ VLAN
XIE  2-840, 2-841
N—=bF TIFAF VT 1 OFE 2-831
BEE®R, &~ 2-555
F T4 Bk
Jua—sYL ar7 4 F¥alb—vary E—F

TARR=ZADT AN AT a—I)LDOr Y
T 2-144

TARR—=ADT A NORE 2-144
ANIVA BT EBMT AN AV a— DY

7 291

NIVA BT BBMT AN AV 2 —LDE Y b
77 291

ANIVA B ZWT A NORE 2-91

Ay Pa—=Y T
A x—7 Nk 2-144
HIFR  2-144
AT a— )V ENTEAA v TFF— R —
{ FZ—7 it 2-144
T4 —T 0k 2-144
T A b, BA%R  2-146
T A MERR, ®&E 2-144
FOR
ARy 2-542
BIEAT Va2 — L ENTWHHX AT 2-542
PR—FENDT AN AL — 2-542

RESNTZT— T w7 IR yY LR
)b 2-542

7AMID 2-542
TAMER 2-542
T A MERE 2-542
NIVA =Y TR WT AR RE 2-142
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™ ASLTERE  2-119
R
BEARY >— vy 2-446 B A A v F  2-521
[F18 A T = X 2 ATF—H A 2-519
JRIR - 2-196 TNy Ayk—Y B-8
A ~—0fkgw  2-197 AL N— A vF  2-523
Fr 2-90, 2-514, 2-557, 2-560 PIARA </
ERE., EMAx v Fo 2-116 — D FERE  2-353
PLoR#M VLAN ERk 2-85
#Fr VLAN U 2+ 2-837 *7  2-518
IE  2-861 7 V7 471V VLAN  2-26
TN—= Tk Y A~ 2-837 Ju—) ar7 4 Fal—vary T—F 1-21-3

N 7'M 2-837
BREEAH, #ok 2-512

—

= BERAA v F
(724 %58

e B a<v R XA vF

Cisco 10S 1 A —  2-74 (7925 #5R
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