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H rmon collection stats

rmon collection stats

A=V Fy b ITN—T0iH (Te—FFr A MBI AT Xy R N 7y MBI AHERAEOHR
. KmETESRAE (CRC) BAMT I —BIOERICHET = I —FHitbEat) 2INETHITT,
rmon collection stats { > ¥ —7 A X a7 4 Fal—var avr ReEFHLET, 77441
BEICRETICIE., 20oa~vr Fono BREHFHLET,

rmon collection stats index [owner name]

no rmon collection stats index [owner name]

XA index Remote Network Monitoring (RMON) WWEH|MH A > 7 > 7 X, BETX
H#iIX 1 ~ 65535 T9,
owner name (%) RMON IEDOFTA A
T4 RMON i 3HE ST £ —T7 LT,
avY R E—F A H =T 2R AT fFalb— g

av Y FER y1yy—=x EENE
12.1(19)EAL Zoa<wry RRNBMERE L,

EHEDHA K1Y RMON #EHERINE a~ > FidN—Fo =7 By o ZIZESHWTWET,

] WOBITIL, FTAE root ® RMON fEHEM A INEST 2 HiEZ R LE T,

Switch (config)# interface gigabitethernet0/1
Switch(config-if)# rmon collection stats 2 owner root

RE & MR HI121E. show rmon statistics ¥4 EXEC =~ FZ AN L E7,

BEa<o K avwyFk H L]

show rmon statistics RMON #titE e #nr L E7,
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sdm prefer l

sdm prefer

Switch Database Management (SDM) VU YV —REID B CTHEAINI T T L— bEFRETHIC

sdm prefer 72— )L a7 4 ¥ al—vay avr REFEHALET, 7/7V~F%@%LT/X
TAYVY—=RAZFEOYBTHZ LWL, TFVr—va VAT IMELZRBEICTR— 1 T52 &
WTEET, 774NV bOT T L= MIETIZE, Zoa~vy RO ne BAZHHLET,

sdm prefer {access | default | dual-ipv4-and-ipv6 {default | routing | vlan} | routing | vlan}

no sdm prefer

EBX DR access 77 Aarbhe—/L AL (ACL) O3 AT MERARARKRBICLET,
ACL 328256, ZOT7 7 L— b el LET,
default TRCOBREICH L TANT A% L £, Zhld, Catalyst 3560-C ¥ 747

Ev b A =%y b AL v FTHH— FERBME—DT LT L— LT,
dual-ipvd4-and-ipv6 [Pv4 L IPv6 [lifDN—T 4 > 7 HHR— 1 T5T7 07— FEBIRLET,
{default [routing [ = 4 el IPVA L IPv6 DL A ¥ 2 & LA % 3 RS S B S

vlan} +.
e routing : IPv4 RV v —_X—2 V—F 4 > T % ETe IPvd B L IPv6 /L—
TAVTDOUVAT MERAEREZRKBIZLET,
e vlan : IPv4 & IPv6 ® VLAN O AT AMEARE R KRICLET,
routing =X Y AN N—T 4T DVAT AMEARERRKBIZLET, BE. 20T
VL= EXy NI OHRLIIHEIN—FEZRZT TV THEALE
‘d—o
vlan VLAN OV AT AMERARERKBIZLET, 20T 7 L— NI, b—%4
VITLIEWVWLA Y2 AL v TFOFERAICH LTV AT A Y Y —RERKIZ
7
T4 FIFN DT T L— MIT R COMEZH S ICEESE X7,
avv kK E—F sa—s\) arZ 4 Fal—ar
avy FEE yy—= EERNE
12.1(19)EA1 Zoavwy RBMEMEShE L,
12.2(25)SEA F 2 7V IPVA/IPV6 7 7 L— FARBIS L E LT,
12.2(25)SED TR TV T L —"RBMENRE L,
12.2(25)SEE FaTIVIPVAIPVO V—F 4 V7 T 7 L— FREMEN £ LT,
12.2(55)EX Catalyst 3560-C 7 > 7' L — h S BIN S AL E L/to
$EREDHS KSAY ;;’%Tf%ﬁxﬁ ITBICE, A v FEVe—FRTHXLERSHY £7, reload f# EXEC 2~ K%

7\7‘]@‘5 AT, show sdm prefer =~ > K% AJ)§ 2% &, show sdm prefer =~ > N2 XLV | B{EMA
LTWHT 7= rBLRNY n— RRIZT VT4 TR 5T7T v 7 b— b R3RRSNET,
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M sdm prefer

T — b EFEHATLILICEY, =% v R b L—F 4 7 F721F VLAN R E TV AT AF| =R
ERARIZLEY ., T a7 /L IPv4/IPv6 72 L — hERIRLTIPVG 74V —F 4 v 7% R— KL
- TcEFEJ,

Catalyst 3560-C ¥H > b £ —HV Xy h AL v FIET 74NV DT T L— 2TV FR—FLE
9, 77— DY Y —RAL, Catalyst 3560 7213 Catalyst 3560-C 77 A b £ —H% Ry kN AA >
FDOFT TN T TL— b EITRRY T,

AAYTFEHTTANE TAZ by T 7 — MIRET HI2IEL, no sdm prefer =~ > REMFAL
iﬁ‘o

TIRATUTL—MI, 2EOT7 78X 3 ha— U R (ACL) IZxeTE 5 XL 512 ACL @
VAT A YY) —RAERKRBIZLET,

FTIFN DT T —RE, VAT A YUY —RAEBEHEHLET,

sdm prefer vlan 7 o — )L a7 4 Xal—vay av U RE =T 427 LRV L A Y2 ALy
FU I HANE LIEAAL T LT THEHALEST, VLAN T L— FEHTA2HEE, VAT A Y
V=A@ N—T 4 = M VICTFRENETA, V=T 4713V 7 b 2T TEITENET, &
UZE Y, CPUIRBARRMERY, V=T 4 7 N7 4=~ ATKRBUET LET,

AA v F ETU—T 4 VI PA F—=T Mo TRV E, V=T 47 T 71— EHA LR
WTL 72 &, sdm prefer routing 72— 3L a7 4 F¥alb—v gy avr FEANTHI LT,
N—T 4T T T = D2=F Y AN V=T 4 2B BTl AT ZhOKEEICHE A IS4
WESITLET,

AA v FTIPVO V=T 4 7 A F—T M L7gWEEIL, IPV4/IPv6 7 7 L— P 2 L2 T
< 72& v\, sdm prefer ipv4-and-ipv6é {default | routing | vlan} 72— V)L 27 4 F 2L — g 2
~V REANTHE, VY —ARIPv4 & IPVv6 IRV 3 BT, IPv4 74U —TF 4 » 7IZHID BT
b Y —ANRFIRSNET,

# 22312, AA v TFDOIPVEARET > 7T L —FENENTHR—FINDEY VY —RAOWEEZRLF
T 7L — FNOEIX, 8 DDON—TF 4 U ITRRDA 2 Z—7 = A AL #1000 O VLAN [ZESW0
TBY, 70— IR BRENTEZHEONN— R = THEAE Yy FOBKEZRLTWET, N—FKU=x
TN =20BAEE NV SIENOEEIE, MEOF — =T a0 — 3T T CPU LB, A1 vF
DINT F—< VA CERRZEIHET,

& 2-23 IPv4d T FL—FIC& > THBSNBHEEY V—ROBH

N—F 4>
Jyy—2x TR TI2ANE T VLAN
2=%%¥ Xk MAC 7 FL 2 4K 6 K 3K 12K
IGMP /v —7 &L~ )L FF vy Ak JL— |k 1K 1K 1K 1K
=%y Ak JL— k 6K 8 K 11K 0
o JRA NHEEEE 4K 6K 3K 0
o [M¥EL— 2K 2K 8 K 0
RYS—_R—2A N—F 4T TR 2 |512 0 512 0
ro—n = kY (ACE)
Quality of Service (QoS) %3¥®» ACE 512 512 512 512
¥ =2UF ¢® ACE 2K 1K 1K 1K
Layer 2 VLANs 1K 1K 1K 1K
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]

sdm prefer l

£ 22412, ALy FDOT 2T )V IPV4A/IPv6 T 7L — M ENEFNTHR—FINDK Y YV —AOBHE
R LET,

= 2-24 FaTFIIPVAIPV6 T FL— Mok > THESh B MEEY V—RDEE
)y—2R T+ b L—F4>% | VLAN
Z=%v A K MAC 7 KL= 2K 1536 8K
IPv4 IGMP /' Vv —7F B L~ /LF X v 2 b 1— | |1 K 1K 1 K
IPv4 =% ¢ X k L— hDOEFE 3K 2816 0
o IPv4 R A MCHEBEER 2K 1536 0

o [HHE IPv4 L— | 1K 1280 0
IPv6 v~V FFx Z b T —F 1K 1152 1K
IPV6 =% ¥ X b /b— hDAF : 3K 2816 0

o EHEEEISNIZ IPV6 7 KL R 2K 1536 0
o [MBEIPV6 = =F ¥ A h /L—k 1K 1280 0
IPv4 EY v— R—2 L—F ¢ 7 ACE 0 256 0
IPv4 %7213 MAC QoS ACE (&) 512 512 512
IPv4 £721Z MAC ©¥% = U T 1 ® ACE (&3h) 1K 512 1K
IPv6 AV v — _X—2 L—F ¢ 2 ACE! 0 255 0
IPv6 QoS ACE 510 510 510
IPv6 £ = U T 4 ® ACE 510 510 510

1. 2OV Y —2TiE, IPV6 RY o — R—Z2 Lb—F 4 U 7 IFHR— P ENTWVER A,

WOFITIX, AAvTF ETT 782 T L — b ERETDHHIEERLET,

Switch (config)# sdm prefer access
Switch (config)# exit
Switch# reload

ROBTIE, AL v TF LTA—T 47 T 7 — b aRETDHIEERLET,

Switch (config)# sdm prefer routing
Switch (config)# exit
Switch# reload

WO TIE, TR by T ZAA v F ETCT 73V DT 2TV IPVAIPVG T 7L — 2R ET D
EERLET,

Switch(config)# sdm prefer dual-ipv4-and-ipv6é default
Switch (config)# exit
Switch# reload

WOFEITIX., AA Y FOF L T — " eTF 73N DT T — MNIEFET A HEEZRLET,

Switch(config)# no sdm prefer
Switch# (config) # exit
Switch# reload

FRE AR T 511X, show sdm prefer #i# EXEC 2~ FEZ AN LE T,
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M sdm prefer

EEavwY R avwyFk HL

show sdm prefer BEFERAEIN TN SDM 77 b— b, E73MiEZ L0 ) v —2E0D Y
TOMRIC L AHAFRERT v T L — haFRRLET,
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service password-recovery W

service password-recovery

NRRAT = REMEA D= A L%EA =TV (T 74V 8) IZT 5HITIX. service password-recovery 7
n—Vb arZ4Falb—vary avry FeHLET, ZOXAD=XLTE, A v FITWHEIC
T RATHT R a—PiE, AL v TFOBERBEAFRFZ Mode A ¥ &AL TEB) v 2ZHHr L,
FLWARAT = R2R ) B THILNRTEET, NAT— FREIEEED %27 4 =7 1T T DI
X, Zoavr Rone BREFEHALET, SATV—=REEAD=XLRT 4=V hbDL, 22—
YN AT LT 740 MRECRT ZECRAELEZHBEET., 7—h 722l cs £4,

service password-recovery

no service password-recovery

X DA Zoavy R, 5IBERITF—T—RIEIH Y FH A,
TI4IE RAY — REE A S = R BEA =T L TT,
avwv kK E—F Ja—) ary7 4 FXal—igy
avy FERE yy—2x EEANRE
12.1(19)EA1 Zoawy RBMEMEShE L,
HERALEDHA RS54 AT LE AT no service password-recovery =~ > K& H LT, /XA U — NEEHKEDO —%

FTAE—TNICTEET, ZNICEV D R a2—PE, VAT 2T 74/ MREIRET Z LICAE
LESETE T, R"ATV—FR&2U®y hTEET,

NRAT— REEFEZFEHAT 2T, A v FICHBICT 7B AT 52— %, HEOBFE AR,
BIXOR—F1X D EICHS LED BETLTHE 1 ~2 BOMIZC Mode RZ V2L ET, RE %
BT L. AT NI R £,

NAT— REEA = RALNT 4 E—TNVDEE, WORA v E—URNEREINET,

The password-recovery mechanism has been triggered, but
is currently disabled. Access to the boot loader prompt
through the password-recovery mechanism is disallowed at
this point. However, if you agree to let the system be
reset back to the default system configuration, access
to the boot loader prompt can still be allowed.

Would you like to reset the system back to the default configuration (y/n)?

| oL-26671-02-J
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M service password-recovery

~

GE)

A—PRYAT LET 74V ERECY By FLRWEA, Mode RF 2 MSanbE LFLELIIC
WHOEB e EAREATLET, 2— PR VAT LAEZT 74NV MREICT Y T2 LR
Bh., 77y va ARV Darv4X¥al—rvary 7y APHIREN, VLAN 7 —#X—2 77 A
WV flash-vlan.dat 73 & D235E 11X Z D7 7 A VB HIBREANE T, no service password-recovery =~
REMHALCT, =0 R 2= AT =R 77 2% 4#lT 256, =0 K 2—FR2 7 — FEIE
FIEZFEH LTI AT L2 T 740 MEICRERTRREZZBE L, XA v F LITXBOHHTIC config 7 7 A
NOaAE—ZRFELTEB LHMRELET, A vF LiCconfig 77 A NDNy 7T v T HARIF LR
NWTLIZE Y,

AA TN VTP 8T AT Lo b F— RTEIELTWAEHE, vlandat 7 7 A L H A4 v F L35
DOHBFICa b —ZRFEL TBL 2 &2 HE L E4,

INAT — ROEIENA =T NVINT 4B =T 052 HRT 521X, show version £t EXEC =~ K
AT LET,

i WROBITIE, AL vF ETRAV—REEEZT =7 MZT 5 HEERLET, 2—FIEFT 741k
REWCRT ZEICHBELIZSEET, "AUV—F2Uky FTEET,
Switch (config) # no service-password recovery
Switch (config)# exit
EEa<TU KR avw vk BL
show version N—=RU=2TBION T 7y =20 =2TONR—V g UNEREERLE
‘é—o
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service-policy W

service-policy

policy-map =~ > FCEHSINEZR) V— v 7% WER— NEHEZAAS v FRESN VX —T oA
A (SVD) OAIZHE AT 512i%. service-policy f > X —7 = A A a7 4 Fal—ary avr R
EHEALEST, RYv— vy 7 ER— bOIISTEZEIRT 5121, Z0a<w> Fo no BAEMEH L
3

service-policy input policy-map-name

no service-policy input policy-map-name

B DEE

(E)

TIHILE

avv K E—F

input policy-map-name WA — FE7IE SVIDOANIZ, FHEELRY v— vy 72l L £
B

history ¥— 7 — KX, a2~ FI7A4 0O~V T 2 MY U AIZEERSINETH, PR— STV E
HFh, TOF—T— FPNELZRFERITEHRLE T, output ¥—UV— R PR—hEhTWEHE
Ao

AR—=PMIARY ==y ATEHAESNTWEEA,

Ay B =T o f A AT Fal—a

avy FEE

HERHEDHA K51

yy—= EFERA

12.1(19)EA1 Toavy RpEMENE L,

12.2(25)SE KU o— ~y 7 aEA— FEx SVIICEATX £,
12.2(25)SED BEEY v — ~ v 7% SVI ICEA Tx £,

YPR—=FEINDZRY = vy I, AJR— M 1 D73 TY,

R v— vy FIIWER— FEIZ SVI TRETEE T, MWK — I no mls qos vlan-based 1 >~
B—Tx AR AT 4 Fal—Yary avy REfifH LT VLAN ~<—2 Quality of Service (QoS)
EF 4 =TT HE, B— MR —F R=2DOKRY) — <=y FE2HETEE7, nomls qos
vlan-based f > 4 —7 =2 A A 2T 4 X2l —ar avr Fa@H L THEHAR— KT VLAN ~—
A QoS A F—T T DHE, TTILHEFADHR— K X—2 KY v— <o 7NHIRENET, BE
RV — <y 7ERELTSVIICEATIE, AV ¥ =Tz A LV KR — vy TRAS U —
Tz A AR INET,

RV — <o, WA — FELIZXSVI EOERFE N 7 4 v 72 TEEJ, VLAN LLD7R
Vo — <y P TERINEE I TRATH LT, BRdA o2 —Tcf A LYV KR v— vy TERE
TEFET, BER) Y — <y IZo0nTiE, 2OV ) —RCHIGTAY 7727 a7 (Falb—
v a Y HA Ko [Configuring QoS DEESML T ZEN,
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W service-policy

3l

A— MEBURREZ MM L= (7= & 21X, mls qos trust [cos | dscp

ip-precedence]) &RV v —

~ w7 (=& z2IE, service-policy input policy-map-name) 1XFIFHIZIEE TE £ A, KEITITbN

TERREICL Y, HIOREN EHEE SNET,

WOFITIE, MBS R — MC plemapl ZEAT 5 FHiEEZRLET,

Switch (config) # interface gigabitethernet0/1
Switch (config-if)# service-policy input plcmapl

WOFITIL, WA — 26 plemap2 ZHIRT 5 HEERLET,

Switch (config) # interface gigabitethernet0/1
Switch (config-if)# no service-policy input plcmap2

WOHITIL, VLAN X—2 QoS B34 R—T7VDEIZ, A1 SVLIZ plemapl ##M ¥ 5 HkE R~ L%

j‘o

Switch (config)# interface vlan 10
Switch (config-if)# service-policy input plcmapl

WOFIL, BERY > — <~ v F&{ERE L. SVIICEHAT S HiEZ - L TWET,

Switch# enable

Switch# configure terminal

Enter configuration commands, one per line.End with CNTL/Z.
Switch (config)# access-list 101 permit ip any any

Switch (config)# class-map cm-1

Switch (config-cmap) # match access 101

Switch (config-cmap) # exit

Switch (config)# exit

Switch#

Switch#

Switch# configure terminal

Enter configuration commands, one per line.End with CNTL/Z.
Switch (config)# class-map cm-interface-1

Switch (config-cmap) # match input gigabitethernet0/1 - gigabitethernet0/2

(

Switch (config-cmap) # exit

Switch (config) # policy-map port-plcmap
Switch (config-pmap)# class-map cm-interface-1
Switch (config-pmap-c)# police 900000 9000 exc policed-dscp-transmit
Switch (config-pmap-c) # exit

Switch (config-pmap) #exit

Switch (config) # policy-map vlan-plcmap
Switch (config-pmap) # class-map cm-1
Switch (config-pmap-c) # set dscp 7
Switch (config-pmap-c) # service-policy port-plcmap-1
Switch (config-pmap-c) # exit

Switch (config-pmap) # class-map cm-2
Switch (config-pmap-c) # match ip dscp 2
Switch (config-pmap-c) # service-policy port-plcmap-1
Switch (config-pmap) # exit

Switch (config-pmap) # class-map cm-3

Switch (config-pmap-c) # match ip dscp 3

Switch (config-pmap-c)# service-policy port-plcmap-2
Switch (config-pmap) # exit

Switch (config-pmap) # class-map cm-4

Switch (config-pmap-c) # trust dscp

Switch (config-pmap) # exit

Switch (config)# interface vlan 10

Switch (config-if) #

Switch(config-if)# ser input vlan-plcmap

Jl Catalyst 3560 R4 vF Iv Y F YI7L2R
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service-policy W

Switch (config-if) # exit
Switch (config) # exit

RE# IR T 512X, show running-config £7# EXEC =2~ FZ AN L E T,

ROV F avwyv Rk H L
policy-map B OF— MR AR AR Y v— v v TEERELIFEE LT, —F
2R —EBELET,
show policy-map QoS WY v — <~ v FHFRLET,

show running-config 2L v FDFEITFaA Ly T4 Falb—arrbEALET,

Catalyst 3560 R4 v F a2 F YI7L VR
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W set

set

%% b @ DiffServ = — K A"+ > b (DSCP) F721% IP precedence fEZ#HELTIP N7 7 4 v 7 &
SET DI, set R v — vy T 77X ary s Falb—varyavrs FafiLEd, 7
T4 7 ONEEANBRTAICE, coa~vy Rono BERAEHLET,

set {dscp new-dscp | [ip] precedence new-precedence}

no set {dscp new-dscp | [ip] precedence new-precedence}

B DEE dscp new-dscp SEISNTE T 74y 7 ZHD M THERLSH LU DSCP fETY .,
FRETE DML 0 ~ 63 TI, —MBNHEH T HEICK L TIE
S—ES v I HEANTLHIELTEET,
[ip] precedence new-precedence 33 E I b7 7 ¢ > Z7IZHID 4 THALHH L IP precedence il
TY, FHECTEDHBIL0~7 TF, —MEIIHEHTIEICKL
TE=—F=v 742 ANTLHILEHTEET,
T7HIEb KT 74y 7 ODMFITERSHLTOEE A,
avvFk E—F RV Vv—~=v T 7R ar7 4 Falb—vav
av Y FER y1yy—=x EFENR
12.1(19)EA1 Coa~y RAEMESNE LT,
12.2(25)SE ip dsep new-dscp % — 7 — Fi. dscp new-dscp \IZZEHR ShE Lz,
set dscp new-dscp =~ > Rl set ip dscp new-dscp 2~ > NICAEE I E
L7z,
12.2(25)SEC ip*¥—V—NXMEETT,

HEREDHA K51

setipdsep RV v — v 7 7T R arvr7 Fal—vary avwr ReEALEHAE. A4 vFIiC
FoTZmavry FiFAAS v F avr7 4 Falb—a D setdsep ICEREINE T, setip dscp &KV
V=TS IVTR a7 4 Fal—ay avry REANTHE, A yTF ar7 4 F¥Fal—T3
T ZOREIT setdsep & LTHEREINET,

set ip precedence KV > — v VTR a7 4 Falb—ar av NEIL set precedence
Vo—~vy 7 7IAar7 4 F¥al—vay avy FERTEET, A/ vF ar 74 Fal—
T3 VT Z OFREIL set ip precedence & L TERINET,

RURY— <=y 7HNTIE, set a~v Fetrust RV v —~v 7 V77X ary74Falb—vgra
< RERIFIZHEETE EE A,

set dscp new-dscp 2~ > K¥ 721 set ip precedence new-precedence =2~ > RIZ 2\ TCIE, — A7
W=—F=w 782 ANNITEET, 728 21, setdsep afll =~ FE AN TEET, 2l set dsep
10 =2~ ROAS LR LTT, setip precedence critical =~ > R& AN TE £, i setip
precedence 5 =¥ FOAN LR LT, ¥y R—FEND=—F=y 7 DU X MIDONTIL, setdscp
? ¥7-13 setip precedence ? =~ > FZ AN LT, I~ FIA L D~LVT A R) o T E2FRLTLE
I\,
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set W

RVv—=v 7 ar7s¥al—ragr T— RNIREDITL, exit a~ > FEERAL 3, HHE EXEC
F— RIZEAHIZIZ. end 2> REEHALET,

5 WOFTIE, AV F—RNFEEINTWRNTXTOFTP N7 7 ¢ > 2712 DSCP i 10 %0 X4 T35 5k
TR LET,
Switch (config)# policy-map policy_ f£ftp
Switch (config-pmap) # class ftp_class
Switch (config-pmap-c)# set dscp 10
Switch (config-pmap) # exit
RE & R 2 121%. show policy-map ### EXEC =~ FZ AN LET,
(EEEA S avvFk B
class BESNTI TASYTHRONT 7 14 v 7 38— ME (police, set, 31
trust RV — vy 7 VIR arr74F¥al—vary avr RNIkd) &8
#BLET,
police SELIZ LT 74 v 7 ICR) P —2EHLET,
policy-map B OB — MR AR R ) o — ~ v TERERELIIEEL T, y—E A

ZR)U :‘/“—%*E‘H/:Eﬂbié_o

show policy-map QoS KRV v — ~wv 7T EERLET,

trust class R v —~v 7 ar7 4 X¥al—var avr KEEIE class-map 7
O—N)L ar7 4 F¥al—vay avry REEHLTYBEENE N 740
J OIEEREEZERZLET,
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W setup

setup

AA v T EPHEIHET DL, setup F#HE EXEC a2~ > REHHALET,

setup

B DR ZToawy RIZE, BIEELIZF—U—RiEH v XA,
avwY kK E—F ¥4 EXEC
avy FERE Jyy—=x EERNE

12.1(19)EA1 Zoavwy RPBEMEShE L,

BERLEDAA FF1 Y

i

setup 2~ FEMEMAT L2856, WOERPLBEITRY 7,

e [PT7T RLABIRRXY hU—F wR 7

o FHIREICKT H /AT — KOFE

o AA VTR TAY av L R AL v TEBIORIZ TAZLELTHERINSNHE D M

setup =~ K% AJJ9 % &, System Configuration Dialog &\ ) MFEERDO X 4 T o/ BFrshE
T, AT 4 Falb—valr FaERARMBIN, HRERDL T T IRRRENET, £
VT NOBIZEREND I vy a THENTMEIL, setup =~ > FHEHEE 7213 configure 57 EXEC =2~
Y ROWTNOEFHA L CREINZE®KEOT 7 4V METT,

KT RN TALT TR MPRMEINEST, AT TERANMIT I ERATAHITIE, SR T RT
SR (?) o —Z2 AN LET,

ZER A T L, System Configuration Dialog % 1% £ THEITETIZTHHE EXEC 7' r v 7 MIR B ITIF,
Ctrl+C 2L £ 7,

EENRETT DL, By b7y 7 7ar I8k, By NPy 7 By va rfitfkdhiz=a
T4 X2l —varyavry N A7 VT IRFREINET, REE NVRAM I[ZRIFT D0, H DV IT%
ERREETICEy " T v Fu s aEida~v sy R4y Zur 7 MIRD ZENTEET,

WOFITIL, setup =~ > FOH S ERLET,

Switch# setup
--- System Configuration Dialog ---

Continue with configuration dialog? [yes/nol: yes

At any point you may enter a question mark '?' for help.
Use ctrl-c to abort configuration dialog at any prompt.
Default settings are in square brackets '[]'.

Basic management setup configures only enough connectivity
for management of the system, extended setup will ask you
to configure each interface on the system.

Would you like to enter basic management setup? [yes/no]: yes
Configuring global parameters:
Enter host name [Switch]:host-name

Catalyst 3560 R4 v F AR F YI7L R
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setup Wl

The enable secret is a password used to protect access to
privileged EXEC and configuration modes. This password, after
entered, becomes encrypted in the configuration.

Enter enable secret: enable-secret-password

The enable password is used when you do not specify an

enable secret password, with some older software versions, and
some boot images.

Enter enable password: enable-password

The virtual terminal password is used to protect
access to the router over a network interface.
Enter virtual terminal password: terminal-password

Configure SNMP Network Management? [no]: yes
Community string [public]:

Current interface summary
Any interface listed with OK? value “NO” does not have a valid configuration

Interface IP-Address OK? Method Status Protocol
Vlanl 172.20.135.202 YES NVRAM up up

GigabitEthernet0/1 unassigned YES unset up up
GigabitEthernet0/2 unassigned YES unset up down

<output truncated>

Port-channell unassigned YES unset up down

Enter interface name used to connect to the
management network from the above interface summary: vlanl

Configuring interface vlanl:

Configure IP on this interface? [yes]: yes

IP address for this interface: ip address

Subnet mask for this interface [255.0.0.0]: subnet mask

Would you like to enable as a cluster command switch? [yes/no]: yes
Enter cluster name: cluster-name
The following configuration command script was created:

hostname host-name

enable secret 5 $1$LiBw$0XclwyT.PXPkuhFwqgyhVi0
enable password enable-password
line vty 0 15

password terminal-password
snmp-server community public

|

no ip routing

|

interface GigabitEthernet0/1

no ip address

|

interface GigabitEthernet0/2

no ip address
|

cluster enable cluster-name

| oL-26671-02-J
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W setup
!
end
Use this configuration? [yes/no]: yes
|
[0] Go to the IOS command prompt without saving this config.
[1] Return back to the setup without saving this config.
[2] Save this configuration to nvram and exit.
Enter your selection [2]:
BEa<TU R avUFk BREA
show running-config A v FDOEITIL T 4 X2 —Ta BRI LET,
show version N— R 2 T7TBIRT 7y — AT 2T ONR— g UIEREPERLE
‘?‘o

Catalyst 3560 R4 v F AR F YI7L R
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setup express W

setup express

Express Setup E— R%& A x—7 /W D12, setup express 72—/ L a7 4 Falb—i g 2
~ R L EF, Express Setup E— F%& 7 4 =TT HHE51E, 20~ RO no JEXEf#
MLET,

setup express

no setup express

X DEREA Zoavy R, 5IBERITF—T—RIEIH Y FH A,
T4k Express Setup 134 % —7 /L CT¥,
= sa—\ ) ar74F¥al—vay

ARy FEE )J—2 EERE
12.1(19)EA1 Ioavwy FBMERE L,

BRLEDHA FSMY FLWAA v T (CRiXE) ET Express Setup &4 12— 7 /MZT 584, Mode A4 % 2 B4 Z
L T Express Setup # Bt TE £, IP 7 L2 10.0.0.1 #FEHTHL A —Vxy b A— FMEHTRA
AYFIZT 7 BATEET, D%, AA vTF % Web ~— D Express Setup 7’177 A, FizlI=
<~V RIA A Z =Tz A (CLI) "—=ADEy T v7 70l T ATHRETEET,

HELTZAA v F T Mode h¥ % 2RI L, Mode R¥ D EIcdH 2 LED W RIE LD ET,
Mode A% 2G5 10 PR LT D&, A4 v T OREIFHIBRIN, A v TNV T—bhINET,
TOHE, AL v TFiX, Web <X—2®D Express Setup 7’1277 AEIFX CLIN—ADEy b T v 7
087 T LDNTANT, FILWAL v TFOLIICHRELET ZENTEET,

GE) REOEE (CLIR—ADEy " T v 7 70l 750D Tno #ANNTTHZLE2ET) 2175 E3<
IZ. Express Setup IZ L AREXFIHTE <2V EF, Mode R¥ % 10 HEMLET H L. BE
Express Setup 7Z1IF 2 RITCE 9, ZNICLY ., FHEFHIFRESN, AL v TFRHEEHLET,

A A wF T Express Setup 287 7 7« 772 BE 1T, write memory F 721X copy
running-configuration startup-configuration 5## EXEC =~ N% AJj9 % & | Express Setup (33
TIT a7 ERNET, ALy FDOIP T KL A 10.0.0.1 (ZF2TERL AR, ZOIP 7 KL A&
LTWDERmOH T LET,

no setup express =~ FOERBEMNIL, Mode R¥ > % 10 PRHT Z LTk o TAL vy FOBREMN
HIBRE N2 0% <2 & TT,

Catalyst 3560 R4 v F a2 F YI7L VR
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W setup express

i WOFITIL, Express Setup £— R& A X —T7 MZT 5 HEERLET,
Switch (config) # setup express
Express Setup E— RB3A X —T7 NVThd 2 &R T 2I121E, Mode R ¥ ML ET,
o REREDAA vF TiI. Mode RZ D FicdH 2 LED 1 3 B&BICZ ) — 2 97,
o HEINT-AA v F ETIE, Mode ® LED 28 2 B#ZICHIE L, 10 ZIZT D —12720 £,

& Mode R¥ U &2GF 10 WA Lir 5L, REIFHIBRSh, A vy FABESINET,

WOFTIL, Express Setup F— R&7 =T VT2 HEEZRLET,

Switch (config)# no setup express

Mode R % > &3 & | Express Setup E— KRBT 4 &—7 1L ThHDHZ &%ﬁ%ﬁ I T& %7, Express
Setup E— RN AA v FTA R—T N TRWEE, T— FLED (37 U —ICRIT LRV, EFX/E7
U— IR LA 7,

BEaTUF avvFk B
show setup express Express Setup €— K7 77 4 T EIMERLET,
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show access-lists W

show access-lists

AL v FTCEREEINTZ T7EA avhr—/1 UA L (ACL) 2#FRT 5IZ1%, show access-lists F5HE
EXEC =~ FaEMALET,

show access-lists [name | number | hardware counters | ipc]

B niRHA name (f£5E) ACL O4RITT,
number (EE) ACLOESTYT, HETEH%PIL 1 ~ 2699 TT,
hardware counters fEB) MDA O, L—F v TSNy kDT a—r L
N— KT =7 ACL ¥iattE# e FRr LE T,
ipc (f£E) Futxf@EE (IPC) B bar F7r7vA VAL a7y
Fal—varoFdyvra— REREERLET,
expression SHFA N LTHERT 2RO T TY,
avy kR E—F K54 EXEC
avy FERE yyy—x EERNE
12.1(19)EAL1 Zoawr RBBEMEhE LR,

HHEDHA K51V

~
()

ALy FIEIP EHES LGIET 7 £ 2 U A MEF&FE— b LET, LR, #7Sh5 %Kil
I, 1~ 199 X 1300 ~ 2699 721} T,

Zoawy RTIE, ®ESNTZ MACACL R LET,

rate-limit X — 7V — NI, I~ RIA4 D~V TF A RY U IR RENTHETR, BR—FEHh
TWEHA,

| oL-26671-02-J
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Bl show access-lists

3l

Extended IP

10 permit 1.1.1.1
20 permit 2.2.2.2
30 permit any

wOFITix. show access-lists =~ > KD 152~ L £,

Switch# show access-lists
Standard IP access list 1

40 permit 0.255.255.255, wildcard bits 12.0.0.0

10 permit 1.1.1.1

Standard IP access list videowizard 1-1-1-1

Standard IP access list videowizard 10-10-10-10
10 permit 10.10.10.10
Extended IP access list 121

10 permit ahp host 10.10.10.10 host 20.20.10.10 precedence routine

Dynamic Cluster-HSRP

access list CMP-NAT-ACL

deny ip any any

10 deny ip any host 19.19.11.11
20 deny ip any host 10.11.12.13
Dynamic Cluster-NAT permit ip any any

10 permit ip host 10.
20 permit ip host 10.
30 permit ip host 10.
40 permit ip host 10.
.213.43.128 any

50 permit ip host 10

60 permit ip host 10.
70 permit ip host 10.
80 permit ip host 10.

Switch# show access-lists
L2 ACL INPUT Statistics

Drop:
Drop:
Drop And Log:
Drop And Log:
Bridge Only:
Bridge Only:

Bridge Only And Log:
Bridge Only And Log:

Forwarding To CPU:
Forwarding To CPU:
Forwarded:
Forwarded:
Forwarded And Log:
Forwarded And Log:

L3 ACL INPUT Statistics

Drop:
Drop:
Drop And Log:
Drop And Log:
Bridge Only:
Bridge Only:

Bridge Only And Log:
Bridge Only And Log:

Forwarding To CPU:
Forwarding To CPU:
Forwarded:
Forwarded:
Forwarded And Log:
Forwarded And Log:

99.100.128 any
46.22.128 any
45.101.64 any
45.20.64 any

91.28.64 any
99.75.128 any
38.49.0 any

wOFHTrx, show access-lists hardware counters =~ > KOH 12K L FE T,

hardware counters

All frame count: 855
All bytes count: 94143
All frame count: 0

All bytes count:
All frame count:
All bytes count:
All frame count:
All bytes count:
All frame count:
All bytes count:
All frame count: 2121
All bytes count: 180762
All frame count: O

All bytes count: O

O O O O O O o

All frame count:
All bytes count:
All frame count:
All bytes count:
All frame count:
All bytes count:
All frame count:
All bytes count:
All frame count:
All bytes count:
All frame count: 13586
All bytes count: 1236182
All frame count: O

All bytes count: 0

O O O O O O o o o o

Jl Catalyst 3560 R4 vF Iv Y F YI7L2R
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L2 ACL OUTPUT Statistics

show access-lists W

Drop: All frame count: 0
Drop: All bytes count: O

Drop And Log: All frame count: 0

Drop And Log: All bytes count: 0
Bridge Only: All frame count: O
Bridge Only: All bytes count: 0
Bridge Only And Log: All frame count: 0
Bridge Only And Log: All bytes count: 0
Forwarding To CPU: All frame count: 0
Forwarding To CPU: All bytes count: 0
Forwarded: All frame count: 232983
Forwarded: All bytes count: 16825661
Forwarded And Log: All frame count: 0
Forwarded And Log: All bytes count: 0

L3 ACL OUTPUT Statistics

Drop: All frame count: O
Drop: All bytes count: 0

Drop And Log: All frame count: 0

Drop And Log: All bytes count: O
Bridge Only: All frame count: 0
Bridge Only: All bytes count: 0
Bridge Only And Log: All frame count: 0O
Bridge Only And Log: All bytes count: 0O
Forwarding To CPU: All frame count: O
Forwarding To CPU: All bytes count: O
Forwarded: All frame count: 514434
Forwarded: All bytes count: 39048748
Forwarded And Log: All frame count: O
Forwarded And Log: All bytes count: 0

EEEEAS avwy kR B

access-list

Ay FIHREETZBILRER ST 782 VA M ERELET,

ip access-list

AZA v FIHREESNTZIP T 782 VA MERELET,

mac access-list extended

AL v FIT, BESNTLELEFEFEZOMNVEMAC T 7R VA NE
HELET,

| oL-26671-02-J
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Bl show archive status

show archive status

HTTP £721X TFTP 7’2 ha VTR v FIZHF Vo2 — RINTEH LA A=V DARAT —F R &R KT
51Z21%. show archive status %54 EXEC a2~ F&2EH L £,

show archive status

& DA Toawy R, BIEELIIF—T—RiEIdH v XA,
avwyY kK E—F ¥4 EXEC
avy FERE yyy—=x EERNE

12.2(20)SE Ioawy RREMERE LR,

BERLEDAA FF1 Y

]

archive download-sw $## EXEC =~ > FZHH L TA A—T% TFTP —NIZF¥ v o — FT54;
4. archive download-sw =~ ROHNTIE, Fvrro—RKOAT—ZANERINET,

TFTP Y — 0372 W4, HTTP A L CTA A=Y & X v n— K9 521%., Network Assistant %
TR T N, A2 =~ 32—V % 2 L £, show archive status =~ R TlX, ¥Fuorua—FoD
PR N E TR I NE T,

WOHITIL, show archive status =~ FOHFTERLE T,

Switch# show archive status
IDLE: No upgrade in progress

Switch# show archive status
LOADING: Upgrade in progress

Switch# show archive status
EXTRACT: Extracting the image

Switch# show archive status
VERIFY: Verifying software

Switch# show archive status
RELOAD: Upgrade completed. Reload pending

EEa< R

avwv kR HL]

archive download-sw TFTP 4 — B AL v FIZH LA A=V X a— R LET,
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show arp access-list W

show arp access-list

7 RU AR e b2 (ARP) 77&® A avbr—/b (VR LN) OfFfzER”RT 521X, show arp
access-list EXEC =~ &AL E7,

show arp access-list [acl-name]

WX e acl-name ({£#) ACL O4RITY,
avwv kR E—F o —3 EXEC
¥ EXEC
avy FERE yy—=x EERNS
12.2(20)SE oawy RBEMEhE L,
15 WOFITIE, show arp access-list =~ > FOHEHERLET,

Switch# show arp access-list
ARP access list rose
permit ip 10.101.1.

1 .0.255 mac any
permit ip 20.3.1.0 O.

0.0
0.0.255 mac any

EEavUF avwUF B
arp access-list ARPACL #E&RL £,
deny (ARP 77X U Xk  Dynamic Host Configuration Protocol (DHCP) /NA 7 (7 & D—
274 F¥al—vay) BUZHESWT ARP A7y FEERLET,
ip arp inspection filter vlan 2 %5 ¢ v 7 [P 7 FL A TREINZHRA B0 ARP ERkis K
CISE =T LET,

permit (ARP 7272 URX DHCP A T 4 7L D—BIZHK ST ARP 7y FEFFAILE
Fharvrzga4Xzlr—vay) T,

Catalyst 3560 R4 v F a2 F YI7L VR
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W show authentication

show authentication

AA v T TR —T v A X2 MZBETDEREFRT HI21E. show authentication EXEC =~
REMEHLET,

show authentication {interface interface-id | registrations | sessions [session-id session-id|
[handle iandle] [interface interface-id] [mac mac] [method method] | statistics [summary]}

BX DA interface interface-id EE) HELLEA v ¥ —7 oA ACHET D85~ % — ¥ Ol 23T
FrLET,
method method (EE) #B7E LR35 (dotlx, mab. F7-1% webauth) (2 X - T
SN TAT v T _XTCERRLET,
registrations L) WAF~F—Vy LIPARL—va v aErLET,
sessions BB BEDRIE~R—I YDy vay (mexiE, 7747 MER)

DFMEFRRLET, A7 a v DEEFEANLRNWE, BIET 7T 47
ey varRNIRTEREINET, FEOEYVa Yy (Fixkyvay
DT N—T) BRRTDHIZIE, BETEZHMT, ERITHAEDETCANT

xFE9,
session-id session-id LE) Rif~x—YryDEyiar#EELET,
handle handle (FEE) 1 ~ 4294967295 O#iPHZFEE L £,
mac mac (EE) BELEMAC 7 RV RADRBFEY R — VY EHRER R LET,
statistics ('fi%) i uE'f/L u+ rF! %& ffui L/ < ?E‘T Li ﬁ—
summary (EE) BirEHEROY~ Y —2FERLET,
IIVE T4 B Zoavwry R, TANVIREND Y THA,
avy Kk E—F o —4 EXEC
K5 EXEC
avy FEE Jyy—=x EENE
12.2(50)SE ooy RARBEMENE L,

$EREDHS ES4Y # 2-25 T, show authentication =~ > FOHMIJIZERINDIEERT 4 — /L RIZOWTHALET,

4

~
xcr'
~

Ty alDAT—FAHHTEAMERIRLET, BTAT—FrDEyarTiE, BREHL
72RO E1E. Authz Success £ 7213 Authz Failed 7% No methods & & HIZERENET,

* 2-25 show authentication a<> FOH A

J4—ILF £

Idle Ty varPPfbanE Lz, FRIZELEFEITEINTHERA,
Running TR vyarOlRNETHTT,
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show authentication
# 2-25 show authentication A< > FOHEAN HEE)
J4—ILF §RBA
No methods 0By varOfiREHLEZFRITHY THEA,
Authc Success FRIck-oT, Zo®y T a OEIENKEH L E LI,
Authc Failed FRICE-T, 2oty a v OFTIFITRELE L.
Authz Success IOty varyTlE, TRTOBEENERICEAINE L,
Authz Failed IDEya T, WREOBEHICKKRLE L,
# 22610, FADOAT— MIfEHTE2EEZ ) A bLET, KRTAT—bhO® vy a T, Authe
Success. Authc Failed, ¥7-1% Failed over I3 3NVE T, Failed over 13, FBIEFRMNFEITEI N, K
DHFRIT7 == A ==L, fERIFRE SR TZEE2BWRLET, Notrun ik, AF AT
b Ly a v OESICERREINET,
= 2-26 AT—FAEXDE
RAT—F LR
HRXORT—F | ELi:
Not run T oty arOFRFEITESATHEREA,
Running o [ IOk v aryOHERNETPTT,
Failed over wT COFRIBEIEUE Lz, WOFRIHERAE T 2 L 8T S
NTHWET,
Authc Success  [#& T ZoRFXF, By va ol LR R AR L E LT,
Authc Failed WT CoHRIF By v a rORMUERIEM R R L E L,
show authentications sessions interface =~ > RO )i, Security Policy ¥ & O Security Status ®
TA4—NVRERRLET, ZhbHDT ¢ —/L Fid, Media Access Control Security (MACsec) 7254
A= ENAR—T NIRRTV DIHRIZOABEHEINET, TDAAL vFid, MACsec & ¥R — b
LTWEHA,
]| W DFITIX, show authentication registrations =~ > F&ZRL £,

Switch# show authentication registrations
Auth Methods registered with the Auth Manager:
Handle Priority Name

3 0 dotlx

2 1 mab

1 2 webauth

W OFITIiL, show authentication interface interface-id =2~ > R&Z R L ET,

Switch# show authentication interface gigabitethernet0/23

Client list:

MAC Address Domain Status Handle Interface

000e.84af.59pd DATA Authz Success 0xE0000000 GigabitEthernet0/23
Available methods list:

Handle Priority Name

3 0 dotlx

Runnable methods list:

Handle Priority Name

3 0 dotlx

| oL-26671-02-J
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W show authentication

WDOHTIiL, show authentication sessions =~ K& /R L F 7,

Switch# show authentication sessions

Interface MAC Address Method Domain Status Session ID
Gi3/45 (unknown) N/A DATA Authz Failed 0908140400000007003651EC
Gi3/46 (unknown) N/A DATA Authz Success 09081404000000080057C274

WOEITIX, HESHT-A % —7 = A 2D show authentication sessions =~ > F&Z R L £,

Switch# show authentication sessions int gigabitethernet 0/46
Interface: GigabitEthernet0/46
MAC Address: Unknown
IP Address: Unknown
Status: Authz Success
Domain: DATA
Oper host mode: multi-host
Oper control dir: Dboth
Authorized By: Guest Vlan
Vlan Policy: 4094
Session timeout: N/A
Idle timeout: N/A
Common Session ID: 09081404000000080057C274
Acct Session ID: 0x0000000A
Handle: (0xCC000008
Runnable methods list:
Method State
dotlx Failed over

WORITIL, FE SN MAC 7 F L A® show authentication sessions =~ K& /R L FE7,

Switch# show authentication sessions mac 000e.84af.59bd
Interface: GigabitEthernet0/46

MAC Address: 000e.84af.59%d

Status: Authz Success

Domain: DATA

Oper host mode: single-host
Authorized By: Authentication Server
Vlan Policy: 10

Handle: 0xE0000000

Runnable methods list:

Method State

dotlx Authc Success

OB TIX, f8E 75D show authentication session method =~ F&/R L £,

Switch# show authentication sessions method mab

No Auth Manager contexts match supplied criteria

Switch# show authentication sessions method dotlx

MAC Address Domain Status Handle Interface

000e.84af.59pd DATA Authz Success 0xE0000000 GigabitEthernetl/23

EEavwY R avwyFk Eﬂﬂﬂ

authentication — h T REHE-FMEEZENTMICEELET,
control-direction

authentication event BEDRIHFARX " OT 7 arwRELET,
authentication event  [EEE 802.1x RiFrZ2 VR — s LARWI FA T NRAD T +— "y 7 FK

linksec fail action ELT Web iBiEEHT L IOAR—bERELET,
authentication R— N CRIA~X—V % T— FERELET,
host-mode

authentication open R—= R TA—T > TIVREBEARZ—TNELEZT =TI LET,
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show authentication

avyk EL

authentication order  K— N CHEATIRESXOIEFZHELET,
authentication R— F CTHRBHEEZA X—TNVERITT 4 =T NI LET,
periodic

authentication R— FDORBFEAT — b OFEFIEE A X—7 VI LET,

port-control

authentication priority K—} 7744V 7 4 U2 MIRFEFREBEBML E T,

authentication timer  802.1x XJER—FDHX A AT T k RT A —Z L HRFE T A — X % E
LET,
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W show auto qos

show auto qos

Automatic QoS (auto-QoS) WA R —TNDA > ¥ —T = A A TAJ]S 47z Quality of Service (QoS)
avy R&EFRART HIZIE. show auto qos =~ K& EXEC £— RCEH L £,

show auto qos [interface [interface-id]]

WX D5 interface [interface-id] EE) fBEINEZR— MEIITRTOR— b ® auto-QoS 1Hi#
EFRRLET, AR =T 2 AT, IR — N BREE
NET,
avY kR E—F = —4 EXEC
FitE EXEC
avy FERE Jy—=x EHEAR
12.1(19)EA1 Zoavy RRMEMERE L,
12.2(20)SE A~y FHAOERMNEE S, 2=V OEBFHPEHFINE L,
12.2(40)SE avy M OFERPERESE LT,

HERALEDHA RS54 show auto qos =~ > RHAIZIEL, &ALV F—7 = A4 R ATJENT2 auto-QoS =~ > REITFNRRR S
%9, show auto qos interface interface-id =~ > NHIIZ, FFEDA X —T = AT ATTENTZ
auto-QoS 2~ F&EFERLET,

auto-QoS HER L N2 —VPEF 2 F /R T 554 1%, show running-config Fi#E EXEC =2~ > R&{E
LET,

show auto qos =~ FH{71i21%, Cisco IP Phone ®¥—t 2 KU I —FR L ERINFET,

auto-QoS DWBEEZ T B FREMED H HHAED QoS DR EHEME K RT BI2IL, kOWTFRHD <
FEHEHALET,

e show mls qos
¢ show mls qos maps cos-dscp
* show mls qos interface [interface-id] [buffers | queueing]

* show mls qos maps [cos-dscp | cos-input-q | cos-output-q | dscp-cos | dscp-input-q |
dscp-output-q]

e show mls qos input-queue

¢ show running-config

i W DOFITIL, auto qos voip cisco-phone 35 J U} auto qos voip cisco-softphone 1 % —7 = A X =2
T4 X2l —vary avy REATLIESA O show auto qos 2~ RO ZRLET,

Switch# show auto gos
GigabitEthernet0/4
auto gos voip cisco-softphone

GigabitEthernet0/5
auto gos voip cisco-phone
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GigabitEthernet0/6

auto gos voip cisco-phone

show auto qos WM

KOFITIL, auto qos voip cisco-phone > ¥ —7 2 A X a7 4 Fal—ary avr FE AL
7234 @ show auto qos interface interface-id 2~ > FOH 1R~ LET,

Switch# show auto gos interface gigabitethernet 0/5

GigabitEthernet0/5

auto gos voip cisco-phone

WOFITIL, auto qos voip cisco-phone ¥ L UF auto qos voip cisco-softphone 1 % —7 = A X @~
T74X¥al—vary avy FNE AN L725E O show running-config 574 EXEC =2 v > RO )1 &R
L/i j‘o

Switch# show running-config
Building configuration...

mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls

gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos

map policed-dscp
map cos-dscp 0 8 16 26 32 46 48 56

srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
queue-set
queue-set
queue-set
queue-set
queue-set
queue-set
queue-set
queue-set
queue-set
queue-set

input
input
input
input
input
input
input
input
input
input
input
input
input
input
input
input
input
input
output
output
output
output
output
output
output
output
output
output
output
output
output
output
output
output
output
output
output
output
output
output
output
output

24 26 4

bandwidth

6 to 0

90 10

threshold 1 8 16

WNWWWWWNDNDDNRE WWDN

3

w s N O

threshold 2 34 66
buffers 67 33
cos-map queue 1 threshold 2
cos-map queue 1 threshold 3
cos-map queue 2 threshold 1
cos-map queue 2 threshold 2
cos-map queue 2 threshold 3
dscp-map queue 1 threshold
dscp-map queue 1 threshold
dscp-map queue 1 threshold
dscp-map queue 2 threshold
dscp-map queue 2 threshold
dscp-map queue 2 threshold
dscp-map queue 2 threshold
dscp-map queue 2 threshold
dscp-map queue 2 threshold
cos-map queue 1 threshold
cos-map queue 2 threshold
cos-map queue 3 threshold
cos-map queue 4 threshold
cos-map queue 4 threshold
dscp-map queue 1 threshold
dscp-map queue 2 threshold
dscp-map queue 2 threshold
dscp-map queue 2 threshold
dscp-map queue 3 threshold
dscp-map queue 3 threshold
dscp-map queue 4 threshold
dscp-map queue 4 threshold
dscp-map queue 4 threshold
1 threshold 1 100 100 100 100
1 threshold 2 75 75 75 250
1 threshold 3 75 150 100 300
1 threshold 4 50 100 75 400
2 threshold 1 100 100 100 100
2 threshold 2 35 35 35 35
2 threshold 3 55 82 100 182
2 threshold 4 90 250 100 400
1 buffers 15 20 20 45
2 buffers 24 20 26 30

6
5

7

9 10 11 12 13 14 15

01
32
16
33
49
57
24
40
5

oL N W

40
24
48
56
16
32
8

2

17
34
50
58
25
41

41
25
49
57
17
33

3 4

18
35
51
59
26
42

42
26
50
58
18
34

5

19
36
52
60
27
43

43
27
51
59
19
35

6 7

20
37
53
61
28
44

44
28
52
60
20
36

21
38
54
62
29
45

45
29
53
61
21
37

22
39
55
63
30
46

46
30
54
62
22
38

9 10 11 12 13 14 15
012345¢67

23
48
56

31
47

47
31
55
63
23
39
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W show auto qos

class-map match-all AutoQoS-VoIP-RTP-Trust

match ip dscp ef

class-map match-all AutoQoS-VoIP-Control-Trust

match ip dscp cs3 af3l

policy-map AutoQoS-Police-SoftPhone

class AutoQoS-VoIP-RTP-Trust
set dscp ef

police 320000 8000 exceed-action policed-dscp-transmit

class AutoQoS-VoIP-Control-Trust
set dscp cs3

police 32000 8000 exceed-action policed-dscp-transmit

policy-map AutoQoS-Police-CiscoPhone

class AutoQoS-VoIP-RTP-Trust
set dscp ef

police 320000 8000 exceed-action policed-dscp-transmit

class AutoQoS-VoIP-Control-Trust
set dscp cs3

police 32000 8000 exceed-action policed-dscp-transmit

interface GigabitEthernet0/4
switchport mode access

switchport port-security maximum 400

service-policy input AutoQoS-Police-SoftPhone

speed 100
duplex half
srr-queue bandwidth share 10 10 60 20
priority-queue out
auto gos voip cisco-softphone
|
interface GigabitEthernet0/5
switchport mode access
switchport port-security maximum 1999
speed 100
duplex full
srr-queue bandwidth share 10 10 60 20
priority-queue out
mls gos trust device cisco-phone
mls gos trust cos
auto gos voip cisco-phone
|
interface GigabitEthernet0/6
switchport trunk encapsulation dotlg
switchport trunk native vlan 2
switchport mode access
speed 10
srr-queue bandwidth share 10 10 60 20
priority-queue out
mls gos trust device cisco-phone
mls gos trust cos
auto gos voip cisco-phone
|
interface GigabitEthernet0/1
srr-queue bandwidth share 10 10 60 20
priority-queue out
mls gos trust device cisco-phone
mls gos trust cos
mls gos trust device cisco-phone

service-policy input AutoQoS-Police-CiscoPhone

OL-26671-02-J |
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show auto qos WM

<output truncated>
KOFITIL, auto qos voip cisco-phone > ¥ —7 2 A X a7 4 Fal—ary avr FE AL
7234 @ show auto qos interface interface-id 2~ > FOMH 1R~ LET,

Switch# show auto gos interface Gigabitethernet0/2
auto gos voip cisco-softphone

WOFITIE, Auto-QoS BNAA v FTTF 4 & —7 /L DHA D show auto qos =~ > ROHHZRLE
T

Switch# show auto gos
AutoQoS not enabled on any interface

ROBITIEX, Auto-QoS 231 ' F —7 = A ATT 4 B—T7 /LD D show auto qos interface
interface-id 2~ > ROHNZERLET,

Switch# show auto gos interface gigabitethernet0/1
AutoQoS is disabled

RS = A
auto qos voip QoS KA A »ND Voice over IP (VoIP) 2 QoS & HERE L £,
debug auto qos auto-QoS RED T Ny V' H A X—T NI LET,

Catalyst 3560 R4 v F a2 F YI7L VR
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W show boot

show boot

BOOT BEEEBOREEF T H121L. show boot ¥4 EXEC =~ Fa2HEH L £9,

show boot
B DA Zoavy RIE, SIEEREF T REbH 0 HA,
avY kR E—F FrHE EXEC
av Yy FERE yy—=x EFENE
12.1(19)EA1 Zoavwy RPBEMEShE L,
£ WOFITIE, show boot 2~ RO ZRLET, £ 22712, RARENDHHT 4 —/V FOFP &R
LET,
Switch# show boot
BOOT path-1list :flash:/image
Config file :flash:/config.text
Private Config file :flash:/private-config.text
Enable Break :no
Manual Boot ryes
HELPER path-1list
Auto upgrade :yes
& 2-27 show boot ® 7 1 —JL KO
J4—ILF EiBEA
BOOT path-list HEVEBRC e — FBROETLED ET2ETARET 7 A vDEIan KD Y

A NERRLET,

BOOT BEBEEHMNEESINTWARWER, VAT AR, 79y v a 7740 VAT A
BRICHIRH 2 HERR R 1T > T, BYNTHRH ST EEA A —Y %2 a— KL T
FETERAET, T4 L7 M) OHRBRBETIE, RELEEY 7T oL MY BERE
IR LTOLTDT L7 MY TOMBREFEITET,

BOOT BBEABNHRESIN TV THLIECE SN A A=V 2 — RTERWVWEEIF. &
AT HEIT T vva T7AN AT ATRIICA DT T—F 77 AL %&EE L

oL LET,

Config file CiscoIOS WY AT L a7 4 Fab—a VORERE S ©— OB (T
L7 7 ANGBERRLET,

Private Config file CiscoIOS NV AT A a7 4 Xal—ya VOREREa L —0mAEEICHEHAT
L7 7 ANGERRTLET,

Enable Break EEIFOT L—0 BA X =T N, ETET 48— A0EFRRLET, yes, on, £

IR LICHREESNTWVAEAIE., 79 v a 77 A0 AT L0 b#%Icay Y —
)V T Break ¥ — %4 &, BBEFH Vo A2 cxE7,
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show boot W

® 2-27 show boot D7+ —JL FDOA HEE)

J4—ILF

B8

Manual Boot

2Ly FRHBTEET 52, ELEFFETEETI»ERRLET, no 7213012
RESNTVLHE, 7— e —Z 327 02 HENICEBILE S L LET, £
PAMIEE STV DERIT, 77— b —¥ E— b FEITALS v FEEEHT D4
WHRdH £,

Helper path-list

T — e =X tRiIcEficeE—- REhbn— Ra[E7 7 A LD I 2w XY
DIYRRNERRLET, ~N— T 7 AL, T— b —FOMEEEZJLELZD .
Ny FabTY LET,

NVRAM/Config file buffer size

CiscoIOS BWAEVHND AL 7 4 Falb—ay T4 VDAL —&RFHFT 57201
BHTDZ NNy 77 P4 XEELRLET, a7 4 Xalb—Taly TrAME, Ny
T7 YA XE S TEBADZ LITTEERA,

BEav R avwy kR B
boot config-file Cisco I0S BN AT AR ED AR 2 B — DA EXIEHT 27 7 4V
LERELET,
boot enable-break HEEEh 7 o2& hlic&x £,

boot manual

ROBEENY A 7 VRO FEAA v FlEE 2 A 2 —7 /M LET,

boot

Cisco [OS T T A X— FREDOFRERME I —DOHAEXIHEHT L7 7

private-config-file AN ERELET,

boot system

RO A 7Pz e—R$5 Cisco [0S 4 A—VHEELET,
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Bl show cable-diagnostics tdr

show cable-diagnostics tdr

Time Domain Reflector (TDR; # A A& KA A U KEHEEGF) fERE2FRT HITIE. show
cable-diagnostics tdr ¥iH EXEC =2~ > REZEH L £ 7,

show cable-diagnostics tdr interface interface-id

BX iR interface-id TDR BNET SN TWAAL v X —T =2 AEHEELET,
avy kK E—F ¥#E EXEC
avy FEE yyy—=x EERNE

12.2(20)SE3 Zoavwy RPBEMEShE L,

#ERLDAHS RSAY TDR 1%, ##ROA —H %>~ b 10/100/1000 R— 7217 THAR— b & E$, 10/100 K— k., SFP &
Pa— )l R— FTIEFYR—FENFEHA, TDR OFMIZONWTIE, 2DV YV —RZKHETEY 7 b
U7 a7 4 FXal—ary A REBRRLTLIEIN,

il WROFITiL, Catalyst 3560G-24PS F 7213 3560G-48PS A A v FLSND A A » F T show
cable-diagnostics tdr interface interface-id =~ > FOMHE R L ET,

Switch# show cable-diagnostics tdr interface gigabitethernet0/2
TDR test last run on: March 01 20:15:40

Interface Speed Local pair Pair length Remote pair Pair status
Gi0/2 auto Pair A 0 +/- 2 meters N/A Open

Pair B 0 +/- 2 meters N/A Open

Pair C 0 +/- 2 meters N/A Open

Pair D 0 +/- 2 meters N/A Open

WOF T, Catalyst 3560G-24PS ¥ 7213 3560G-48PS A A » FT® show cable-diagnostics tdr
interface interface-id 2~ > FOM I ERLET,

Switch# show cable-diagnostics tdr interface gigabitethernet0/2
TDR test last run on: March 01 20:15:40

Interface Speed Local pair Pair length Remote pair Pair status
Gi0/2 auto Pair A 0 +/- 4 meters N/A Open

Pair B 0 +/- 4 meters N/A Open

Pair C 0 +/- 4 meters N/A Open

Pair D 0 +/- 4 meters N/A Open

Catalyst 3560 R4 v F AR F YI7L R
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show cable-diagnostics tdr W

7% 2-28 12, show cable-diagnostics tdr =~ > R CHAEIND 7 4 — /L RO#EZR L ET,

* 2-28 show cable-diagnostics tdr A< > FTHHEh D 7 1« —IL FOHHA

Z4—ILF  BHA

Interface TDR BETINTA v F—T =4 R

Speed et ol JE

Local pair Oa— BN A2 HZ—T 24 ATTDR BT A MNEFEITTETAY T4

Pair length AT AL v FITHONT, RIENREAE Ly —7 VD8, ROWTNDEEIC

fRY . TDR I%LATEFFECE £ 9,

o F—TANRELLEREN, Vo IBT v ARET, A2 —7 = A ZAHEEN
1000 Mb/s Th 254

o TF—TNARWLTODEHEE
o F—TANTa—hrLTWEES

Remote pair

O—W ) RTRERENTZ VA Y T4, 7= ANRELLBERENY V7B T v
FRETHLIEET T, TDRIZY E— K XTICHOWTHER L ET,

Pair status

TDR RETENTNDLTA Y XTDAT—HF R

e Normal : VA ¥ XT7THNELLEHRINLTHET,

e Notcompleted : 7 & MIFEITHF T, BT LTWEHA,

e Notsupported : ¥ —7 = A AXTDR ¥ KR —FLEHFA,
e Open: TA Y XTBEHRL TCNET,

o Shorted: VA ¥ X7 N a—bFLTWET,

e ImpedanceMis : f V' E—X VAN —H L EH A,

e Short/Impedance Mismatched : / > B — & » ANR—FH LR\ Tr—T LR 5 —
FLTWET,

e InProgress : W7 2 b BHEEATH TT,

WORFITIL, TDR NFEITE TV 5B & & D show interfaces interface-id 2~ OB 1R LET,

Switch# show interfaces gigabitethernet0/2
gigabitethernet0/2 is up, line protocol is up (connected: TDR in Progress)

W ORFITIL, TDR BFELTS TR0 & X D show cable-diagnostics tdr interface interface-id =~ >
FOM %R LET,

Switch# show cable-diagnostics tdr interface gigabitethernet0/2

)

% TDR test was never issued on Gi0/2

AV H =72 AT TDR BV B —FEINR2WEHE, KORA ve—URNERINET,

)

% TDR test is not supported on switch 1

O R

avy kR

T

test cable-diagnostics tdr A2 =T 2 ATTDR 4 X —7 W2 L, FEITLET,
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M show cdp forward

show cdp forward

CDP 74V —7F 4 7 T—7N&FR KT HIZIL. show cdp forward =~ > F% EXEC & — N T
LET,

show cdp forward [entry | forward | interface interface-id | neighbor | traffic]

EX DA entry EE) BEDOXAN— = bV ICHETAEREERLET,
forward (ftE) CDP 74V —7 4 v I IEHMER R LET,
interface interface-id UEE) CDPA v EZ—T 2 A ADAT—F A LR EEFR T LET,
neighbor ({EE) CDP XA "— = MU A#FR L ET,
traffic ({LE) CDP OfEtHE#RERR L ET,

aXUFE—F =¥ EXEC
i+ EXEC

avy FERE yyy—x EENE
12.2(53)SE Zoavwry RpnENENELE,

BRLEDHA 51 show cdp forward =~ > N )X, ANJAR— M EHIAR—FOF <y 7 TirEEi b CDP
Ty O, BIXREXEESNTRe y &N T vy hOHE#REZR T LET,

i Switch# show cdp forward
Ingress Egress # packets # packets
Port Port forwarded dropped
Gi0/2 Gi0/13 0 0
EEa<TUF avUF S
cdp forward CDP 77 4 v 7 DANBLOHANAL vF F— 1+ %

i LET

Catalyst 3560 R4 v F AR F YI7L R
m. OL-26671-02-J |



| 552% Catalyst 3560 & & U 3560-C X4 v F CiscolOS a<wv K

show cisp

fRESNTA ¥ —7 =4 AD CISP A& £ T 5121, show cisp £i# EXEC =2~ > Rl L £

B

showcisp W

show cisp {[interface interface-id] | clients | summary}

BX D clients (L) CISP 7 74 7 > F DRtz FR LET,
interface interface-id ~ ({L3&) fREINT-A ¥ —7 A 2D CISP AR R LET. AR A
VE—T A R, WEIR— N EFR— N Ty X AREERET,
summary EE) BRLET,
expression ZWARA M LTERT 5 IINOFHITT,
avY R E—F Ja—srarZ 4 F¥alb—vay
avwy FERE Jyy—=x EEAR
12.2(50)SE oAy RAEMERE L,
15 WOFITIE, show cisp interface =~ > RO &R LET,
WS-C3750E-48TD#show cisp interface fast 0
CISP not enabled on specified interface
WOFITIL, show cisp summary =~ > FOH I Z/RLET,
CISP is not running on any interface
BEa< R avwUFk B

dotlx credentials profile PBFVH N AL v FTTuT 7 A NERELET,

cisp enable

Client Information Signalling Protocol (CISP) % A ®x—=
MZLET,
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M show class-map

show class-map

NZT 4w 7 ESET DO EKEHER EFKT D Quality of Service (QoS) 7 7 A ~ v T EERRT
%121X. show class-map EXEC =2~ FZEHA L 7,

show class-map [class-map-name]

XN class-map-name UER) HBESNT-7 A vy TORNREFR T LET,
avwy kK E—F 2 —H EXEC
i+ EXEC
avy FERE yy—=x EERNE
12.1(19)EA1 Coawy FRBMERE L,
i WDFITIE, show class-map =~ > RO &R LET,

Switch# show class-map
Class Map match-all videowizard 10-10-10-10 (id 2)
Match access-group name videowizard 10-10-10-10

Class Map match-any class-default (id 0)
Match any

Class Map match-all dscpb (id 3)
Match ip dscp 5

EEa<> F avwy kR Bl
class-map ZHIERE LT TRy NEORAIEREND 7 T A
~y TERERLET,
match (7 7 A~y av74F¥a NI T74 v 0087510085t 2ERLET,
L—vayv)
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show cluster

show cluster

AA Y TBRLTND Y TAZDAT—H ALY~ —%FK/R T 5HI21L, show cluster EXEC =2~
FEMEHLET, 2Oa~vw RE, V79AF av 2 R AL v TF LI TRAF AN A, v FTANTE
7,

show cluster

XX DA Zoa~y R, BIEELEIF—T—REH VY A,
avvk E—F = —4 EXEC

¥5HE EXEC
av Yy FERE yy—= EFERRE

12.1(19)EA1 Zoavwy RPMEMEShE L,

HHEDHA K51V

3l

JITAEDAUNTRVAAL vF L TIDavr FEANTDHE, 27— AvyE— Inot a
management cluster member] ﬁ’%ﬂ?éﬂiﬁ‘o

JIGAZ AN AL yF ETZDavwry FaeANToHE /757 RAF av R ALy FDID, £DA
AVvF A ROFEGT, BLRITFTAL a<vw R AL v F LOBRRENRTRINET,

JIAZ AR R AL v F ETCIDavr ReEANTDE, 77 AZHBIORA U ANOREBNRERRS
NET, £, AT —FRAEFHDI FAZDAT —ZAB IO bR R ENE T, TLEMEERS A
X=TNDEEIE, TIA7IBIOEIFY av 2 R AL vy FOEBRBPRRINET,

WOFTIX, 77 AX a<2 K AA vF LT show cluster =~ RE A L7IZHEDOH 15~ L%
7,

Switch# show cluster
Command switch for cluster “Ajang”

Total number of members: 7
Status: 1 members are unreachable
Time since last status change: 0 days, 0 hours, 2 minutes
Redundancy: Enabled
Standby command switch: Member 1
Standby Group: Ajang_standby
Standby Group Number: 110
Heartbeat interval: 8
Heartbeat hold-time: 80
Extended discovery hop count: 3

WOFITIE, 7T AX AN 24 vF LT showcluster =~ REANLIZHEDOH 12 R LET,

Switchl> show cluster
Member switch for cluster “hapuna”

Member number: 3

Management IP address: 192.192.192.192
Command switch mac address: 0000.0c07.acl4
Heartbeat interval: 8

Heartbeat hold-time: 80
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W show cluster

WOFITIE, AZNA JTAK A< R AL v FELTRESNTEZT TASX AN AL vF T
show cluster =~ FEZ AN LB EOH N E R LET,

Switch# show cluster
Member switch for cluster “hapuna”

Member number: 3 (Standby command switch)
Management IP address: 192.192.192.192

Command switch mac address: 0000.0c07.acl4

Heartbeat interval: 8

Heartbeat hold-time: 80

WOFITIE, AN 1 EOERNPOINI SN T A% a~< F AA vF T show cluster =~ F%
AN LTeBaEDH hE R LET,

Switch# show cluster
Command switch for cluster “Ajang”

Total number of members: 7

Status: 1 members are unreachable
Time since last status change: 0 days, 0 hours, 5 minutes
Redundancy: Disabled

Heartbeat interval: 8

Heartbeat hold-time: 80

Extended discovery hop count: 3

WOFITIE, 7T7AZ a~vy R AL vTF LOERNUIMsNT=s TAHX AN 24 »F T show
cluster =~ KZ AN L7eBAEDOH D Z R LT,

Switch# show cluster
Member switch for cluster “hapuna”

Member number: <UNKNOWN>
Management IP address: 192.192.192.192
Command switch mac address: 0000.0c07.acl4
Heartbeat interval: 8
Heartbeat hold-time: 80
BEa<U R avwyr HL:)]
cluster enable vy RRHEAAL v F BT TAK a<w R AL vF L LTA FR—T
ML, V7 TAFL, BEOF T ar b LTAVARETEZED YT
£7
show cluster candidates EfiAA v F DOV A MEERLET,
show cluster members 7 TAE AT AR ERRLET,
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show cluster candidates Wl

show cluster candidates

BREAA v F DY A N E2FRT HI2IE, show cluster candidates EXEC =2~ F&EH L ET,

show cluster candidates [detail | mac-address H.H.H.]

WX DA

™.

H
I

™.

avy

detail (ER) T COBMICBIT 2% #5 LET,
mac-address H.H.H. LE) 7 7 A2 MAC 7 KL ATT,

o—# EXEC
i EXEC

avy FEE

BERLEDAA FF1 Y

i

yy—= EFERRE
12.1(19)EA1 Zoavwy RPMEMEShE L,

ZOavwYy RRFHATELZDE, 77 A avw K A, vy FIZRLNET,
AA TN TASE a<xw K AL vy FTRWEAEIE, a7 MCEITRFERSINET,

HIIR®D SN L, X7 F A ANFFEEWRLET, SNIIOEIZ E RRRINTZEGAE. AL v FIIIE
EHREICL > THRIEHENRTWET, SNIIOHED E TRWEA., X7 v F X NFELEDAA v FIL, 5
WAL 9 FDT v TA ) —=LUFANR=TTF, "y F BT MI, 7TAF aw K AL vFnd
A AA v FETOFT A AT,

woOFITiL. show cluster candidates =~ > RO &R L E T,

Switch# show cluster candidates

| -—-Upstream---|
MAC Address Name Device Type PortIf FEC Hops SN PortIf FEC
00d0.7961.c4cO0 StLouis-2 WS-C3560-12T Gi0/1 2 1 Fa0/11
00d0.bbf5.e900 1df-dist-128 WS-C3524-XL Fa0/7 1 0 Fa0/24
00e0.le7e.be80 1900 Switch 1900 3 0 1 0 FaO/11
00e0.1e9f.7a00 Surfers-24  WS-C2924-XL Fa0/5 1 0 Fa0/3
00e0.1e9f.8c00 Surfers-12-2 WS-C2912-XL Fa0/4 1 0 Fa0/7
00e0.1e9f.8c40 Surfers-12-1 WS-C2912-XL Fa0/1 1 0 Fa0/9

ROFTIX, 7T AZ avr B AL vy FICEEER SN, 7 TAZ AN AL vyFOMACT KL
A& L7284 @ show cluster candidates =~ > FOH T EZRLET,

Switch# show cluster candidates mac-address 00d0.7961.c4c0
Device 'Tahiti-12' with mac address number 00d0.7961.c4cO

Device type: cisco WS-C3560-12T
Upstream MAC address: 00d0.796d.2f00 (Cluster Member 0)
Local port: Gi0/1 FEC number:
Upstream port: GI0/11 FEC Number:

Hops from cluster edge: 1
Hops from command device: 1

WOHITIE, VTAX T IMEDRy S BT MR 3 THDLH, VTAX AN AL vFDO MAC T
KU 2 & H L7854 @ show cluster candidates =~ FOH /1E2 R L £,

Switch# show cluster candidates mac-address 0010.7bbé6.1lccO
Device 'Ventura' with mac address number 0010.7bb6.1ccO

| oL-26671-02-J
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Bl show cluster candidates

Device type:

Upstream MAC address:
Local port:

Upstream port:

Hops from cluster edge:

cisco WS-C2912MF-XL
0010.7bb6.1cd4

Fa2/1 FEC number:
Fa0/24 FEC Number:
3

Hops from command device: -

W OB TIiL. show cluster candidates detail =~ > FOH Z R L £,

Switch# show cluster candidates detail

'Tahiti-12"
Device type:

Upstream MAC address:
Local port:

Upstream port:

Hops from cluster edge:

Device

with mac address number 00d0.7961.c4cO

cisco WS-C3512-XL
00d0.796d.2f00 (Cluster Member 1)

Fa0/3 FEC number:
Fa0/13 FEC Number:
1

Hops from command device: 2
Device '1900 Switch' with mac address number 00e0.le7e.be80

Device type:

Upstream MAC address:
Local port:

Upstream port:

Hops from cluster edge:

cisco 1900

00d0.796d.2f00 (Cluster Member 2)
3 FEC number: 0

Fa0/11 FEC Number:

1

Hops from command device: 2

Device 'Surfers-24' with mac address number 00e0.1e9f.7a00
Device type: cisco WS-C2924-XL
Upstream MAC address: 00d0.796d.2f00 (Cluster Member 3)
Local port: Fa0/5 FEC number:
Upstream port: Fa0/3 FEC Number:
Hops from cluster edge: 1
Hops from command device: 2
BIEa<T UK avw> kR 3R

show cluster

B

AA YT BB T DI TAZDAT—ZARBINY~ I —&FK/RrLFE

show cluster members

I T AE AT AR ER R LET,
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show cluster members W

show cluster members

7T AL AUNROEREFRTT HI121L. show cluster members £7# EXEC =~ R&fEH L £7,

show cluster members [# | detail]

WX DA

n ER) 77 AZ A" a@hld 2% 5, fEE TS 2#PHIZ 0~ 15 TY,

detail (FERE) T XTO7 TRZ AT L MaRRLET,

i EXEC

BEREDAL T4

]

EERNE
Zoavry RRBMEnE LR,

Yy—2
12.1(19)EA1

IOaARY RBPHATELDR, 7727 a<r R A vy FIZRbNET,
7T ALRNCA NPV RIX, a7 MCETRRRENET,

WOHFITIL, show cluster members =~ FOH N EZ R LET, HAOWND SN X, X7 > FELFEE
%Li‘d—o

Switch# show cluster members

| -—-Upstream---|
SN MAC Address Name PortIf FEC Hops SN PortIf FEC State
0 0002.4b29.2e00 StLouisl 0 Up (Cmdr)
1 0030.946¢.d740 tal-switch-1 Fa0/13 1 0 GioO/1 Up
2 0002.b922.7180 nms-2820 10 0 2 1 Fa0/18 Up
3 0002.4b29.4400 SanJuan2 Gi0/1 2 1 Fa0/11 Up
4 0002.4b28.c480 GenieTest Gi0/2 2 1 Fa0/9 Up

WOBTIL, 7T A% A3 (Z%F % show cluster members O H %~ L £,

Switch# show cluster members 3
Device 'Sanduan2' with member number 3
Device type: cisco WS-C3560
MAC address: 0002.4029.4400
Upstream MAC address: 0030.946c.d740 (Cluster member 1)
Local port: Gi0/1 FEC number:
Upstream port: GIO/11 FEC Number:
Hops from command device: 2

wOFITiL. show cluster members detail =~ > FOH E2 R L ET,

Switch# show cluster members detail
Device 'StLouisl' with member number 0 (Command Switch)
Device type: cisco WS-C3560
MAC address: 0002.4b29.2e00
Upstream MAC address:
Local port:
Upstream port:
Hops from command device: 0
Device 'tal-switch-14' with member number 1
Device type: cisco WS-C3548-XL

FEC number:
FEC Number:

| oL-26671-02-J
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M show cluster members

MAC address:

Upstream MAC address:

Local port:
Upstream port:

0030.946¢.d740

0002.4029.2e00 (Cluster member 0)
Fa0/13 FEC number:

Gi0/1 FEC Number:

Hops from command device: 1

Device 'nms-2820' with member number 2
Device type: cisco 2820
MAC address: 0002.0922.7180
Upstream MAC address: 0030.946¢c.d740 (Cluster member 1)
Local port: 10 FEC number: 0
Upstream port: Fa0/18 FEC Number:
Hops from command device: 2

Device 'SandJuan2' with member number 3
Device type: cisco WS-C3560
MAC address: 0002.4b29.4400
Upstream MAC address: 0030.946¢c.d740 (Cluster member 1)
Local port: Gi0/1 FEC number:
Upstream port: Fa0/11 FEC Number:
Hops from command device: 2

Device 'GenieTest' with member number 4
Device type: cisco SeaHorse
MAC address: 0002.4b28.c480
Upstream MAC address: 0030.946¢c.d740 (Cluster member 1)
Local port: Gi0/2 FEC number:
Upstream port: Fa0/9 FEC Number:
Hops from command device: 2

Device 'Palpatine' with member number 5
Device type: cisco WS-C2924M-XL
MAC address: 00pb0.6404.£8c0
Upstream MAC address: 0002.4b29.2e00 (Cluster member 0)
Local port: Gi2/1 FEC number:
Upstream port: Gi0/7 FEC Number:
Hops from command device: 1

BEavU K avwyr EReA

show cluster

AAFNBT DI TAIDAT—H AR IO~ —

B

ZFRRLE

show cluster candidates

AL v FDOY A NERRLET,
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show controllers cpu-interface W

show controllers cpu-interface

CPUXY hU—27 A F—T x4 A ASIC DAT— haRAF L, CPUIZET 537 v MIET 5
15 %4 %% 154 521X, show controllers cpu-interface ¥t EXEC =~ > R&MHEH L £,

show controllers cpu-interface

& DA Toavy R, BIEELIEIF—T—RiEIH v FHA,
avwyY kK E—F ¥4 EXEC
avy FERE yy—=x EERNE

BERLEDAA FF1 Y

]

12.1(19)EA1

Zoawry RpBIMEnE L,

ZDavwy REEHATLZIET, YAaDT 7 =hHN B R— MEYRZAASL v TF DO RN T TNV a—T 4

YT EAT O DI ERP T RS NET,

W DBFITIL, show controllers cpu-interface =~ > KO 1R LET,

Switch# show controllers cpu-interface

cpu-queue-frames

retrieved

dropped

invalid

hol-block

rpc
stp

ipc

routing protocol
L2 protocol
remote console
sw forwarding
host

broadcast
cbt-to-spt

igmp snooping
icmp

logging

rpf-fail

queueld

cpu heartbeat

Supervisor ASIC receive-queue parameters

S5EE pakhead 1419A20 paktail 13EAED4
S5EE pakhead 15828E0 paktail 157FBFC
S5EE pakhead 1470D40 paktail 1470FE4
S5EE pakhead 19CDDD0O paktail 19D02C8

queue 0 maxrecevsize
queue 1 maxrecevsize
queue 2 maxrecevsize
queue 3 maxrecevsize

<output truncated>

Supervisor ASIC Mic Registers

4523063
1545035
1903047
96145
79596

0

5756
225646
46472

0

68411

0

0

0

0
1710501

O O O O O O O OO O oo o o o o

MicDirectPollInfo

MicIndicationsReceived
MicInterruptsReceived

80000800
00000000
00000000

O O O O O O O OO O oo o o o o

O O O O O O O OO O oo o o o o
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Il show controllers cpu-interface

MicPcsInfo 0001001F
MicPlbMasterConfiguration 00000000
MicRxFifosAvailable 00000000
MicRxFifosReady O000BFFF
MicTimeOutPeriod: FrameTOPeriod: O000OEA6 DirectTOPeriod: 00004000

<output truncated>

MicTransmitFifoInfo:

FifoO: StartPtrs: 038C2800 ReadPtr: 038C2C38
WritePtrs: 038C2C38 Fifo Flag: 8A800800
Weights: 001EQOQO1E

Fifol: StartPtr: 03A9BCOO ReadPtr: 03A9BC60
WritePtrs: 03A9BC60 Fifo Flag: 89800400
writeHeaderPtr: 03A9BC60

Fifo2: StartPtr: 038C8800 ReadPtr: 038C88ED
WritePtrs: 038C88E0 Fifo Flag: 88800200
writeHeaderPtr: 038C88EQ

Fifo3: StartPtr: 03C30400 ReadPtr: 03C30638
WritePtrs: 03C30638 Fifo Flag: 89800400
writeHeaderPtr: 03C30638

Fifo4: StartPtr: 03AD5000 ReadPtr: 03AD50A0
WritePtrs: 03ADS50A0 Fifo Flag: 89800400
writeHeaderPtr: O03AD50A0

Fifo5: StartPtr: 03A7A600 ReadPtr: 03A7A600
WritePtrs: 03A7A600 Fifo Flag: 88800200
writeHeaderPtr: 03A7A600

Fifo6: StartPtr: 03BF8400 ReadPtr: 03BF87F0
WritePtrs: 03BF87F0 Fifo Flag: 89800400

<output truncated>

BEa<w R avwy kR B
show controllers N—RT 2T FEFA X —T 2 ADNEHL P AX NS BIIAEND .
ethernet-controller A LUH—T oA ADEZEORFHERER T LET,
show interfaces FTRTCOA LV H—T 2 AEFRITREINTZA VH—T oA ADFEH R

TR ABLUOIMEAT —H 2AEFRLET,

Catalyst 3560 R4 v F AR F YI7L R
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show controllers ethernet-controller W

show controllers ethernet-controller

N=RY =T POHBIANIEEZBICET 54 v 7 —7 = ARMLOFEHERE F— 7 — R L TR
9 2121X. show controllers ethernet-controller #5# EXEC =~ F&fi /L ¥, phy ¥—U—F
ERELTHEHATLE, A VX —T A ANML YA ZNERES N, port-asic ¥ — VU — FEIFET S
&L K=K ASIC (ICHT 2 EWARRSNETS,

show controllers ethernet-controller [interface-id] [phy [detail]] [port-asic {configuration |
statistics}] [fastethernet 0]

BT DOREA interface-id WA B —T A R (BT, ED2—/b, R— +E5EET)
phy (EE) THRA A, FRFA v E =T = ADAAL v FOWEE (PHY) 734
ZAONEBL AR AF—F A% ERLET, A% —7 A AD Automatic
Medium-Dependent Interface Crossover (Auto-MDIX) #HEDQEIEAT — b %
ERIZEDET,
detail (L&) PHY WL U A X OFtfitEHREF R LE T,
port-asic (FE) BR—FoD ASIC N L2 X DIFREFRTLET,
configuration R—FD ASIC NESL 2 2 DR EEZFRLET,
statistics A— F D ASIC #aHEHR Rx/Sup ¥ 2 —B L OZOMOFERE GT) 2%
~LET,
avU K E—F FiHe EXEC (=—¥ EXEC €& — R® interface-id ¥—7V — R&E4EE LH AT I AR —K)
avy FER Jy—=x EENE

HEREDHA K51

3l

12.1(19)EA1 Toawr REMSE L,

TRTCDA L E—T oA ZAFEIIBEENTA v Z—T = A ZAD AN RMON #HeHEH e &ie b5
T4 v BB RAE STV — FRLTERRLET,

phy £721% port-asic ¥— 7 — K& AT LI=HAE, EICvAa0T7 7 =k FAR— MIKIZE D A
AYFDETFT TNy a—T 4 TITRALOERNERENET,

WROFITIE, HHA ¥ —7 A AxF 2% show controllers ethernet-controller phy =~ > RO H
NaErRLET, £ 2-2912 Transmit 7 4 —/V K& —RR R L, & 2-30 IZ Receive 7 4 —/V K& —HEFHR
~LET,

Switch# show controllers ethernet-controller gigabitethernet0/1
Transmit GigabitEthernet0/1 Receive

0 Bytes 0 Bytes
Unicast frames Unicast frames
Multicast frames
Broadcast frames
Unicast bytes
Multicast bytes
Broadcast bytes
Alignment errors
FCS errors

Multicast frames
Broadcast frames
Too old frames
Deferred frames

MTU exceeded frames
1 collision frames
2 collision frames
3 collision frames
4 collision frames

Oversize frames
Undersize frames

O O O O O O O O o o
O O O O O O O O o O
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M show controllers ethernet-controller

collision frames
collision frames
collision frames
collision frames

0 J o U»

9 collision frames
10 collision frames
11 collision frames
12 collision frames
13 collision frames
14 collision frames
15 collision frames
Excessive collisions
Late collisions
VLAN discard frames
Excess defer frames
64 byte frames

127 byte frames

255 byte frames

511 byte frames
1023 byte frames

o

Collision fragments

Minimum size frames

65 to 127 byte frames
128 to 255 byte frames
256 to 511 byte frames
512 to 1023 byte frames
1024 to 1518 byte frames
Overrun frames

Pause frames

O O O O O O o o o

Symbol error frames
Invalid frames, too large
Valid frames, too large
Invalid frames, too small
Valid frames, too small

o O O O

Too old frames
Valid oversize frames
System FCS error frames

o O O O

1518 byte frames
Too large frames
Good (1 coll) frames

RxPortFifoFull drop frame

O O O O O O OO OO0 OO0 O0O0O0OOoOoOo oo o o

* 2-29 Transmit ® 7 1« —)L FOFRHA
Z4—ILF L
Bytes A B —T x4 A ETRHREFEEINT AL FORE,

Unicast Frames Z2=2F ¥ AR T RLRICEESNE 7 L— L0,

VAT HXX AR T RLRIZEFEBINTZ T L—ADOREL
Tr—R¥y AL T RLVRIZEFEINLET L—LDRE,

Ry MBRAEBBIRO OO IR — TRy 7 IRic 7 L—ADH,
REfEI S 2% e RNy MR A A T CRE SR o T 7 L— L DH,
BRHFAI T L —b YA REBRT27 L— L DH,

1 EDEZEE, A2 —T A XA ETEFICEEENTZ 7 L—2DH,

Multicast frames

Broadcast frames

Too old frames

Deferred frames
MTU exceeded frames

1 collision frames

2 collision frames 2 B DOEREH, A FZ—T A A LETIERICEEESNTZT7 L —200D%,
3 collision frames 3EIOMERE, 4 —T 2 A ETEFICEREENTZT L—2DH,
4 collision frames 4 BlOWEREBE, A v Z—T x4 A LETERICIEE SN 7 L—20H,
5 collision frames S EIOEZEE, A F—T x4 A ETIEFICEESNIZ T L— L0,
6 collision frames 6 EDOEEB, f v F—T x4 AL TEFICEEINT-ZT7 L—L00H,
7 collision frames 7 EIDEES, A —T A A LETEFBICEEENZT L—20%,
8 collision frames 8 D 2%, A v B —T A A FTIEFIZEEEINT-7 L —2DH,

9 collision frames 9 EDEZE%, A F—Tx2A A LETEFIZEREENTZT L—20%,
10 [OEZEH, A v F—T 24 A ETEFICEREESNLZT L—20%%,
11 BlOEZEE, 2 — 7:4xLTE%KL ShE7L—La0K,
12 [EOEREE, A 4 —T =24 A ETEFICERE SN T L—20DH,
13 [ DOEEH, A v F—T 24 A ETEFICEEENLZT L—20%,
14 [AOFEZER, A v H—T =24 AL TEFICEEENZT L—20%,

15 [E D254 | 77 L— A0k,

10 collision frames

11 collision frames

I

12 collision frames

T

( \
w~m

13 collision frames

i

14 collision frames

%

1
A B —T A A LTIEFIZEE

pa(ll

15 collision frames
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show controllers ethernet-controller W
# 2-29 Transmit D7 4 —)L FOSA (FEE)
F4—ILE S

Excessive collisions

16 Bl DEZEH, A F—T oA A LTEETERPoT-T7 L —2DH,

Late collisions

TV —LMERFINEHKRT, 7 —20XRERICREENZLVA R 2V YVa o)
-7 L— 2D,

IRy

VLAN discard frames

CFI!l vy FRBEINTZ LICEV A F—T 24 A LT Ray FENET7 L—LADH,

Excess defer frames

RFI DN RN MR 28 2 72 TEE SR o 127 L— LD,

64 byte frames

AL B =T 2 A A LETREEENT 64 314 DT L— LD,

127 byte frames

A B =T 2 A4 A ETEEEINTZ 65~ 127 X1 DT L—ADBE,

255 byte frames

AR —=T A ALETEREFEINT 128 ~ 255 34 DT L— LD,

511 byte frames

AL B =T A A ETHEEENT 256 ~ 511 XA F DT L— L D#E,

1023 byte frames

A B =T 2 A A LETHEEINT 512 ~ 1023 XA PO T L—LD#E,

1518 byte frames

A B =T 2 A A ETHEEENTZ 1024 ~ 1518 XA DT L— 2 DRI,

Too large frames

AL H =T 2 A A LTEEINTEHRRKFAT I L —A VA RXEB2T-7 L—20H,

Good (1 coll) frames

1 BO@EEE, A F—T oA ALETERICEEENTET7 L—20%K, ZOMEIZIE 1 B OEZEH% .,
AVE—T 2 A A ETEFICEEINRENoT7 L —L20KITEENTEEA,

1. CFI = Canonical Format Indicator (7 #—~ v FMERAER)

= 2-30 Receive M7 1 —JL FDFREA
Z4—ILF HL
Bytes AV B =T 2 A A LETZESNET7LV—AIlksTHEASNIZAEY (31 b) Of&E, FCS

ERELOEFFEATRN T L= b@BENET, ZOMEICIE, 7b—b ~yF—Ey FBREE
EHE A

Unicast frames

AV H—T 2 A ETEFICRFESNE2=F v Xk 7 FLAITHT bhi 7 L— ADRK,

Multicast frames

A B =T 2 A A ETIEFRIIZESNZYALTFXY AR 7 FLAZAIT BN T L— A0,

Broadcast frames

A B =T 2 A XL TERICZEINZ7T2—REY 2 7 RLAZAIT LN T L— LD
.

Unicast bytes

A E—=—T A A LTREENE2=F v AN T =Ll Lo THERHINTZAEY (31 )
D, FCSHEBIVEFEATRNWT L—AbFENET, ZOMHICIT, 7Lb—Lb Ny ¥ —
By bR EENEEA,

Multicast bytes

A B =T 2 A ALTRESNEYLFXRY AN L —AZLoTHEHAINZAEY (N1 1)
DO, FCSHEBIVEFEXTRWIZL—AbEGENnEd, ZOMHEIZIE, 7L—b ~y X —
Ey hBREENEEA,

Broadcast bytes

A B =T 2 A ALTZEENEZTa—RXXY AR ZJL—AIlXoTHEHEINEZAEY (31
L) O#E, FCSEBLINEFRERA TRV L—AbEENET, ZOFEICIT, 7L—24 ~y
X — By hREENETA,

Alignment errors

A B =T 2 A ALTZEINETIA AL N TT—%FO>7 L — LD,

FCS errors

AH—T 2 A ALTZEINTEADRES O M) 2RbH, E¥7Z FCSEER 7217
L — DI,

Oversize frames

A B =T 2 A AL TZEEINTERRFAT 7L —L A X B2 7 L— 508,

Undersize frames

A B =T 2 ALTZEFEINT 64 314 FRFED T L—LDE,

Collision fragments

A B =T 2 A A LTZIEINZaVVary 7772 O,
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M show controllers ethernet-controller

& 2-30

Receive W7 1+ —JL FOHBA (=)

J4—ILF

B8

Minimum size frames

NI L— YA XD T L —LADREL,

65 to 127 byte frames

65 ~ 127 81 hD T L — LD,

128 to 255 byte frames

128 ~ 255 N1 F D7 L — LADFREL

256 to 511 byte frames

256 ~ 511 "1 bD T L — LD,

512 to 1023 byte frames

512 ~ 1023 XA FDO T L — A DREL,

1024 to 1518 byte frames

1024 ~ 1518 /31 DT L — LD,

Overrun frames

A B =T 2 A LTZIEINTZA—NR—F 2 7L — LD,

Pause frames

B =T 2 A LTZEINER—X 7L —ADHK,

Symbol error frames

A B =T A A FLTZEENTEY VRV T —%FH>7 L— LD,

Invalid frames, too large

RKRFFAI MTU ¥4 X (FCS By hadh, 7b—Ah~y X —2@ER0) 2z, FCS =

T—FFETIA A N 2T DTN ERD, ZIEFEHAT L —L0HK,

Valid frames, too large

A B =T A A LTREBINTHEKRFFAITZT L —L A X227 L—ADH,

Invalid frames, too small

6414 F (FCSEy FMaEH, Jb—b N~y X—ZEGER) KiliT, FCS =7 —%72i37
FAA N ZT7 =TI ERD, ZEEHLT L—L20H,

Valid frames, too small

64 N1 b (£721X VLAN # /& 7 L—ATIL 68 XA ) Rl <, A%’ FCS lHEEHH>A
B =T oA ZATZEENETL—2D%, 7L—2Ah A4 X%, FCS By FREEN, 7L —

L~y H—Ey MIGEREEA,

Too old frames

Ny RBRAHMIREIN OO ANR— R T Rr Yy 7 I 7 L—hDH,

Valid oversize frames

AE—=T A A LTRESNIERERFAN 7 L—L0 A X2l 2, A7 FCSEAF>T7 L —

LD, 7 L—Ah YA XL, FCSENREEi., VLAN ¥ 7 i3EFnE A,

System FCS error frames

AV E—T oA A LTREEINTZEDIRES N1 M) 2D, EW7Z FCSEEZ -7\ 7

L — L DfH,

RxPortFifoFull drop
frames

AFF 2= TH D120
%

Fay &, £ ¥—

Tz A LETRZEINEZT L—L00%K

W OH|T

HO&ERLET,

Switch# show controllers ethernet-controller gigabitethernet0/2 phy

Control Register

Control STATUS

Phy ID 1

Phy ID 2

Auto-Negotiation Advertisement
Auto-Negotiation Link Partner
Auto-Negotiation Expansion Reg
Next Page Transmit Register
Link Partner Next page Registe
1000BASE-T Control Register
1000BASE-T Status Register
Extended Status Register

PHY Specific Control Register
PHY Specific Status Register
Interrupt Enable

Interrupt Status

Extended PHY Specific Control
Receive Error Counter

Reserved Register 1

0001
0111
0000
0000
0000
0000
0000
0010
0000
0000
0100
0011
0000
1000
0000
0000
0000
0000
0000

0001
1001
0001
1100
0011
0000
0000
0000
0000
1111
0000
0000
0000
0001
0000
0000
1100
0000
0000

0100
0100
0100
0010
1110
0000
0000
0000
0000
0000
0000
0000
0111
0100
0000
0100
0110
0000
0000

0000
1001
0001
0100
0001
0000
0100
0001
0000
0000
0000
0000
1000
0000
0000
0000
1000
0000
0000

N, FFEDA X — 7 = A AZKIT 5 show controllers ethernet-controller phy =~ KD
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show controllers ethernet-controller W

Global Status : 0000 0000 0000 0000
LED Control : 0100 0001 0000 0000
Manual LED Override : 0000 1000 0010 1010
Extended PHY Specific Control : 0000 0000 0001 1010
Disable Receiver 1 : 0000 0000 0000 1011
Disable Receiver 2 : 1000 0000 0000 0100
Extended PHY Specific Status : 1000 0100 1000 0000
Auto-MDIX : On [AdminState=1 Flags=0x00052248]

K DOHITIL, show controllers ethernet-controller port-asic configuration =~ > FOH 1 ZR L
j—O

Switch# show controllers ethernet-controller port-asic configuration

Switch 1, PortASIC 0 Registers

DeviceType : 000101BC

Reset : 00000000

PmadMicConfig : 00000001

PmadMicDiag : 00000003

SupervisorReceiveFifoSramInfo : 000007D0 000007D0O 40000000

SupervisorTransmitFifoSramInfo : 000001D0O 000001D0O 40000000

GlobalStatus : 00000800

IndicationStatus : 00000000

IndicationStatusMask : FFFFFFFF

InterruptStatus : 00000000

InterruptStatusMask : 01FFE800

SupervisorDiag : 00000000

SupervisorFrameSizeLimit : 000007C8

SupervisorBroadcast : 000AOFO1

GeneralIO : 000003F9 00000000 00000004

StackPcsInfo : FFFF1000 860329BD 5555FFFF FFFFFFFF
FFOFFFO0 86020000 5555FFFF 00000000

StackRacInfo : 73001630 00000003 7F001644 00000003
24140003 FD632B00 18E418EQ0 FFFFFFFF

StackControlStatus : 18E418E0

stackControlStatusMask : FFFFFFFF

TransmitBufferFreelListInfo : 00000854 00000800 OOOOOFF8 00000000
0000088A 0000085D 00000FF8 00000000

TransmitRingFifoInfo : 00000016 00000016 40000000 00000000
0000000C 0000000C 40000000 00000000

TransmitBufferInfo : 00012000 OO0OOOFFF 00000000 00000030

TransmitBufferCommonCount : 00000F7A

TransmitBufferCommonCountPeak : 0000001E

TransmitBufferCommonCommonEmpty : 000000FF

NetworkActivity : 00000000 00000000 00000000 02400000

DroppedStatistics : 00000000

FrameLengthDeltaSelect : 00000001

SneakPortFifoInfo : 00000000

MacInfo : 0OEC0801C 00000001 OEC0801B 00000001

00C0001D 00000001 00OCO001E 00000001

<output truncated>

K DOHITIiL, show controllers ethernet-controller port-asic statistics =~ > FOHj 2R LET,

Switch# show controllers ethernet-controller port-asic statistics

Switch 1, PortASIC 0 Statistics

0 RxQ-0, wt-0 enqueue frames 0 RxQ-0, wt-0 drop frames
4118966 RxQ-0, wt-1 enqueue frames 0 RxQ-0, wt-1 drop frames
0 RxQ-0, wt-2 enqueue frames 0 RxQ-0, wt-2 drop frames
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M show controllers ethernet-controller

0 RxQ-1, wt-0 enqueue frames 0 RxQ-1, wt-0 drop frames
296 RxQ-1, wt-1 enqueue frames 0 RxQ-1, wt-1 drop frames
2836036 RxQ-1, wt-2 enqueue frames 0 RxQ-1, wt-2 drop frames
0 RxQ-2, wt-0 enqueue frames 0 RxQ-2, wt-0 drop frames
0 RxQ-2, wt-1 enqueue frames 0 RxQ-2, wt-1 drop frames
158377 RxQ-2, wt-2 enqueue frames 0 RxQ-2, wt-2 drop frames
0 RxQ-3, wt-0 enqueue frames 0 RxQ-3, wt-0 drop frames
0 RxQ-3, wt-1 enqueue frames 0 RxQ-3, wt-1 drop frames
0 RxQ-3, wt-2 enqueue frames 0 RxQ-3, wt-2 drop frames
15 TxBufferFull Drop Count 0 Rx Fcs Error Frames
0 TxBufferFrameDesc BadCrcl6 0 Rx Invalid Oversize Frames
0 TxBuffer Bandwidth Drop Cou 0 Rx Invalid Too Large Frames
0 TxQueue Bandwidth Drop Coun 0 Rx Invalid Too Large Frames
0 TxQueue Missed Drop Statist 0 Rx Invalid Too Small Frames
74 RxBuffer Drop DestIndex Cou 0 Rx Too 0ld Frames
0 SneakQueue Drop Count 0 Tx Too Old Frames
0 Learning Queue Overflow Fra 0 System Fcs Error Frames
0 Learning Cam Skip Count
15 Sup Queue 0 Drop Frames 0 Sup Queue 8 Drop Frames
0 Sup Queue 1 Drop Frames 0 Sup Queue 9 Drop Frames
0 Sup Queue 2 Drop Frames 0 Sup Queue 10 Drop Frames
0 Sup Queue 3 Drop Frames 0 Sup Queue 11 Drop Frames
0 Sup Queue 4 Drop Frames 0 Sup Queue 12 Drop Frames
0 Sup Queue 5 Drop Frames 0 Sup Queue 13 Drop Frames
0 Sup Queue 6 Drop Frames 0 Sup Queue 14 Drop Frames
0 Sup Queue 7 Drop Frames 0 Sup Queue 15 Drop Frames
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Switch 1, PortASIC 1 Statistics

0 RxQ-0, wt-0 enqueue frames
52 RxQ-0, wt-1 enqueue frames
0 RxQ-0, wt-2 enqueue frames

<output truncated>

show controllers ethernet-controller W

0 RxQ-0, wt-0 drop frames
0 RxQ-0, wt-1 drop frames
0 RxQ-0, wt-2 drop frames

avro kR

B

show controllers
cpu-interface

CPU v FU—2 ASIC DR, B LV CPU IZ/m< "7 v FOIEZIFED
MatEmae R LET,

show controllers tcam

VAT KANOF T D Ternary Content Addressable Memory (TCAM)
ECAM a2 =5 ThHD TCAM A v F—T7 =4 ZASICDL VA H
AT —hERRLET,
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Il show controllers ethernet phy macsec

show controllers ethernet phy macsec

A B —T A ADONHE Media Access Control Security (MACsec) #V v F ETE LV RAZ B RKRT
%12i%. F#E EXEC £— R C showcontrollers ethernet phy macsec =~ > FZEH L E 7,

show controllers ethernet inferface-id phy macsec {counters | registers}

GE) o=z~ Rid, Catalyst 3560-C A1 v F 72 THR— SR THETd,

WX e interface-id WA o A —T = A A
counters FRA A, ETEA VB —T =2 ZADAAL v FOYEET A A (PHY) OP
WA BE AT —E AR LET,
registers FRA A, ETEA v A —T 2 A ADAA v FO PHY ONIBL VAL AT —4
ArERRLET,
AT R E—F FitE EXEC
avy FEEEE U U.__;( g{;ipng
12.2(55)EX Zoawy NEMEhE L,

#ERALDAHS RSAY VARADT I =N YR—MEYN AL v F DN T TN a—T 4 T EIT ) DI DERDNF R
SENhET,

£l K DOHITiL, show controllers ethernet phy macsec counters =~ > RO EZRLET,

Switch# show controllers ethernet gigibitethernet0/1 phy macsec counters
GigabitEthernet0/1 (gpn: 1, port-number: 1)

ILU Entry : 1

SCI : 0x1B2140EC4C0000

AN : 0x0000

NextPN : 0x0013

Decrypt Key : 0x1E902BE3AF08549BAC995474C5F55526

—————————— RX SA Stats --—--—-----

IGR HIT : OxE
IGR OK : OxE
IGR_UNCHK 1 0x0
IGR DELAY 1 0x0
IGR LATE : 0x0
IGR_INVLD 1 0x0
IGR NOTVLD 1 0x0

ELU Entry HE
SCI : 0x22BDCF9A010002
AN : 0x0000

Catalyst 3560 R4 v F AR F YI7L R
m‘ OL-26671-02-J |



| ¥2% Catalyst 3560 & & U 3560-C X4 v F Cisco I0S a7 F
show controllers ethernet phy macsec WM
NextPN 0x0022
Encrypt Key 0x1E902BE3AF08549BAC995474C5F55526
—————————— TX SA Stats ---—-------
EGR_HIT 0x682
EGR_PKT PROT 0x0
EGR_PKT_ENC 0x682
========== Port Stats ==========
IGR_UNTAG : 0x0
IGR NOTAG 0x57B
IGR_BADTAG 0x0
IGR_UNKSCI 0x0
IGR MISS 0x52B
00-10-18, 03-06, 01-02
WOBITIL, show controllers ethernet phy macsec registers =~ > KOHAZERLET,
Switch# show controllers ethernet gigabitethernet0/1 phy macsec registers
GigabitEthernet0/1 (gpn: 1, port-number: 1)
Macsec Registers
0000: 88E58100 Ethertypes Register
0001: 00400030 Sizes Register
0002: 00000010 Cfg Default Vlan
0003: 00000000 Reset Control Register
0007: 00000001 Port Number Register
0009: 0000100C EGR Gen Register
000B: 2FB40000 IGR Gen Register
000E: 00000000 Replay Window Register
0010: 00000047 1ISC Gen Register
001C: 00000000 LC Interrupt Register
001D: 0000003A LC Interrupt Mask Register
001E: 00000000 FIPS Control Register
001F: 00OOOFOF ET Match Control Register
0030: 888E8808 ET Match 0 Register
0031: 88CC8809 ET Match 1 Register
0032: 00000000 ET Match 2 Register
0033: 00000000 ET Match 3 Register
0040: 00019C49 Wire Mac Control 0 Register
0041: 000200C1 Wire Mac Control 1 Register
0042: 00000008 Wire Mac Control 2 Register
0043: 00000020 Wire Mac Autneg Control Regist
0047: 0007FE43 Wire Mac Hidden0O Register
0050: 00009FC9 Sys Mac Control 0 Register
0051: 000100B1 Sys Mac Control 1 Register
0052: 00000000 Sys Mac Control 2 Register
0053: 00000030 Sys Mac Autneg Control Registe
0057: 0007FE43 Sys Mac HiddenO Register
0070: 00000040 SLC Cfg Gen Register
0074: 00000004 Pause Control Register
0076: 00002006 SLC Ram Control Register
0060: 00000004 CiscoIP Enable Register
00-10-18, 03-06, 01-02
BEaw K avwyrk B L]

debug macsec

MACsec 7Ny 7 & A F—7 Wz LET,

show macsec

MACsec [E#EFz 7~ LET,
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Bl show controllers power inline

show controllers power inline

5 L7- Power over Ethernet (PoE) 22> b —J DL Y AKX DA FE/RT HIZ1%. show controllers
power inline =+ > N4 EXEC E— RTEH L 7,

show controllers power inline [instance]

X DA instance EE) B bo—FDA LV AX A, KA AKX AT 4 DOR— MTxt
e LET, Sz T, MEHEDH A KT74 2] OEZSBL T E &N,
A VAR UVABRE LRWGEEF, TXTOA VAX LV ARFERENET,

avwYkFE—FK 2 —+# EXEC
¥+ EXEC
av Y FERE Jyy—=x EENE
12.1(19)EAL1 Ioawy RRBEMERELE,

BRLDHA ES4Y  Catalyst 3560-48PS A1 v F TiL, HETE 5 instance #PHIZ 0 ~ 11 TY,
Catalyst 3560-24PS A2 A » FTlx, $5E TE % instance HiHIL 0 ~ 5 TY,

Catalyst 3560G-48PS A A v F Tl IE CTZ % instance FifIL 0 ~ 2 TF, 0 ~ 2 LIS @ instance T
T, Ay FIRHE N REELEEA,

Catalyst 3560G-24PS A A v FTiX, FETE % instance FHIX 0 ~ 1 T3, 0 ~ 1 L4 @ instance T
X, Ay FIIHAZREELEE A,

Zoawy RiE, TRTOAAL v F TERENETMN, PoE AA v F7ZIFTHRZITY, PoE ZVHR—
LW AA v FOBFRITIRIE SN EF A,

Zoavry REFEHATLIE, VRAaDT 7=V BR— MEYRAASL v FDO T TN a—T 47
AT D DITENLOERPE RIS NE T,

il OB TIL, Catalyst 3560G-48PS & 721 3560G-24PS A A v FLISD A A » F T show controllers
power inline =~ > KO &R LET,

Switch# show controllers power inline
Controller Instance 0, Address 0x40

Interrupt Reg 0x0 = 0x0
Intr Mask Reg 0x1 = 0xF6
Power Event Reg 0x2 = 0x0
Detect Event Reg 0x4 = 0x0
Fault Event Reg 0x6 = 0x0
T-Start Event Reg 0x8 = 0x0
Supply Event Reg O0xA = 0x0
Port 1 Status Reg 0xC = 0x64
Port 2 Status Reg 0xD = 0x3
Port 3 Status Reg OxE = 0x3
Port 4 Status Reg OxF = 0x3
Power Status Reg 0x10 = OxFF
Pin Status Reg 0x11 = 0x0
Operating Mode Reg 0x12 = 0OxAA
Disconnect Enable Reg 0x13 = O0xFO
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Detect/Class Enable Reg

Reserved Reg
Timing Config Reg
Misc Config Reg
ID Revision Reg

Controller Instance 1,
<output truncated>

0x14 = OxFF
0x15 = 0x0
0x1l6 = 0x0
0x17 = 0xAQ0
Ox1A = 0x64
Address 0x42

show controllers power inline Wl

W DT, Catalyst 3560G-24PS A A »» I T® show controllers power inline =~ > RO )&~ L

iﬁ—o

Switch# show controllers power inline
Alchemy instance 0, address 0

Pending event flag :INNNNNNNNNNNN
Current State :00 05 10 51 61 11
Current Event :00 01 00 10 40 0O
Timers :00 C5 57 03 12 20 04 B2 05 06 07 07
Error State :00 00 00 00 10 OO
Error Code :00 00 00 00 00 00 00 00O 00 00 00 0O
Power Status :NYNNYNNNNNNN
Auto Config NYYNYYYYYYYY
Disconnect t:NNNNDNNNNNNNN
Detection Status :00 00 00 30 00 OO
Current Class :00 00 00 30 00 OO
Tweetie debug :00 00 00 00
POE Commands pending at sub:
Command 0 on each port :00 00 00 00 00 00
Command 1 on each port :00 00 00 00 00 00
Command 2 on each port :00 00 00 00 00 00
Command 3 on each port :00 00 00 00 00 00
BEEa<T R avwy kR ELE]

logging event
power-inline-status

POE A R hDBF U 7 HA F—T M LET,

power inline FEE L7- POE R— R £7213F_XT?D PoE R— FOEEHE— FEREL
i‘j_o

show power inline F5iE L7= POE R— R £ 72139 X TD PoE R— @D PoE A7 —# A% F£ik L
i‘j_o
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Bl show controllers tcam

show controllers tcam

VAT LDF T O Ternary Content Addressable Memory (TCAM), BEZU'CAM = hre—7Th
5FT_XTDOTCAM A ' F—T x4 A ASIC DV RAFZDAT— b F7-T 521X, show controllers
tcam F5#E EXEC a2~ > FZEALE T,

show controllers tcam [asic [number]] [detail]

WX DA asic ({£%E) A— L ® ASIC TCAM 1H# %z FR LET,
number (EE) HESNZAR— 1 ASIC BEHOEREF T LET, HETE LML
~ 15T,
detail (LE) TCAM L YA ¥ OstfllEd# % £rn LE T,
av vk E—F FetE EXEC
avy FER Jy—=x EERARE
12.1(19)EA1 Zoavy RABMEShE LE,

BRLEDHS ES1Y IDavwy REMEHTAZLET, YRADTFI=HN R MIYRAAL v F DN T TNV a—F ¢
VT EAT ) DITRIMLOERNEFRINET,

il W DFEITix. show controllers tcam =~ ROH I ZE TR LET,

Switch# show controllers tcam

REV: 00B30103
SIZE: 00080040
ID: 00000000
CCR: 00000000_F0000020

RPIDO: 00000000 00000000
RPID1: 00000000_00000000
RPID2: 00000000 00000000
RPID3: 00000000 00000000

HRRO: 00000000 _EOOQOCAFC

HRR1: 00000000_00000000
HRR2: 00000000_00000000
HRR3: 00000000 _00000000
HRR4: 00000000_00000000
HRRS5: 00000000_00000000
HRR6: 00000000 _00000000
HRR7: 00000000_00000000

<output truncated>

GMR31: FF FFFFFFFF FFFFFFFE
GMR32: FF _FFFFFFFF_FFFFFFFE
GMR33: FF FFFFFFFF FFFFFFFF

Catalyst 3560 R4 v F AR F YI7L R
m‘ OL-26671-02-J |



| 552% Catalyst 3560 & & U 3560-C X4 v F CiscolOS a<wv K

show controllers tcam W

TCAM related PortASIC 1 registers

LookupType:
LastCamIndex:
LocalNoMatch:

89A1C67D 24E35F00
0000FFEO
000069E0

ForwardingRamBaseAddress:

00022A00 0002FE00 00040600 O002FEOO 0000D400
00000000 O0O3FBAOO 00009000 00009000 00040600
00000000 00012800 00012900

EEEESTY

avwyFk

‘E-EI:I

B

show controllers
cpu-interface

CPU * v h U —2 ASIC OWREE, BL N CPU (T < /T v h DEZIF DR
M EZ R R LET,

show controllers
ethernet-controller

N—RT 2T FEFA v X —T 2 ADONEHL P AX NS EBLIIATNS, &
AVE—T A ADEZIFEOFHEREERLET,
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M show controllers utilization

show controllers utilization

AA v FEIIRFEDR— b OFIFIH R %2 FKRT 5121%. show controllers utilization =~ F%
EXEC £=— R CEMA L £,

show controllers [interface-id] utilization

ExX DA interface-id EE) A v F A H—T A ADID TT,
avy kR E—F o—4 EXEC

e EXEC
SY FRE Jy—2 EERE

12.2(25)SE Zoawry RRBMEELE,
il K OB, show controllers utilization =~ > RO 2R L TWET,

Switch# show controllers utilization

Port Receive Utilization Transmit Utilization

Fa0/1 0 0

Fa0/2 0 0

Fa0/3 0

Fa0/4 0 0

Fa0/5 0 0

Fa0/6 0 0

Fa0/7 0 0

<output truncated>

<output truncated>

Switch Receive Bandwidth Percentage Utilization : O
Switch Transmit Bandwidth Percentage Utilization : 0
Switch Fabric Percentage Utilization : O

WOFITIX, BEDHR— - TD show controllers utilization =~ > FOH 2R L ET,

Switch# show controllers gigabitethernet(0/1 utilization

Receive Bandwidth Percentage Utilization : 0

Transmit Bandwidth Percentage Utilization : O

#* 2-31 show controllers utilization ® 7 1« —JL FD&5EA

TJ4—ILE BREA

Receive Bandwidth Percentage | %2 4 v FOZEFHEFIHALRL R R LET, 2T, TXTOR—F
Utilization DZEEFE T T4 v I DEHEAAL v FOZIERETE S HDTY,
Transmit Bandwidth AA v FOEEHEHBAAREE TR LET, ZEL, TTOR— |
Percentage Utilization DEBERT 742 DEFHEAALA YT ORERFETH STHDTT,
Fabric Percentage Utilization |z A v F DE(E L SZEOWM F OHIEFHBOEEH 2R L E T,
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show controllers utilization W

avy kR

T

show controllers
ethernet-controller

A H =T 2 A ZAONERL P AZ EFRRLET,
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Bl show diagnostic

show diagnostic

FTA VBT A NORERERFILT, YAR—FINDET AN AL —F &Y A MT 52X, show
diagnostic =~ F% EXEC E— FCTHEHL £,

show diagnostic content switch [num | all]

show diagnostic post

show diagnostic result switch [num | all] [detail | test {test-id | test-id-range | all} [detail]]
show diagnostic schedule switch [num | all]

show diagnostic status

show diagnostic switch [num | all] [detail]

BX DA content BETARBLIOTRTOEY 2a—MIZELT, A MID, 77X Mg
P, BIOVFR—PFEINDIZ I ANy Y TR LLEEDRT A ME#®R
ERRALET,
post BIRBARH KT 2 b (POST) OfREFERLET, a<v2 Ko
H 771 show post =~ > KE&R U T,
result TAMEREFRRLET,
detail EE) +_XCOT A MERIZETRLET,
test TANERELET,
test-id 7 A N OWHES, TOMOERICOWTIE, A EOT A KT 4
V] OHEESRLTLIEIN,
test-id-range 7 A L OBRIE SO, TOMOERICOVTIE, ER Lo A R
TA4 ] OHEEZRL TIEIN,
all TRTDOT A b
schedule BHEATVa— A ENTWEBHZ AT 2R R LET,
status TAN AT =X ABFRLET,
TIAILE Ioawy RIE, TIANIRERDHY FHA,
avY kK E—F 2 —4 EXEC
¥i#E EXEC
avy FERE yy—= EERE
12.2(35)SE ooy RRBENEhE L,

switch num Z AJ) L78WIGE TRTOAAL v FOFRBERINET,
a~r FHITE, BRENDT A MERBFKO LB TT,

e Passed (.)

e TFailed (F)

HEREDHA K51
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3l

show diagnostic W

e Unknown (U)

ROFTIE, A v FIIRESNTNDEA T A U BMiERRT 2 HEEZRLET,

Switch# show diagnostic content switch 3

Switch

3:

Diagnostics test suite attributes:

B/* - Basic ondemand test / NA
P/V/* - Per port test / Per device test / NA
D/N/* - Disruptive test / Non-disruptive test / NA
S/* - Only applicable to standby unit / NA
X/* - Not a health monitoring test / NA
F/* - Fixed monitoring interval test / NA
E/* - Always enabled monitoring test / NA
A/I - Monitoring is active / Monitoring is inactive
R/* - Switch will reload after test list completion / NA
P/* - will partition stack / NA
Test Interval Thre-
ID Test Name attributes day hh:mm:ss.ms shold
1) TestPortAsicStackPortLoopback BAN** A A Ax* 000 00:01:00.00 n/a
2) TestPortAsicLoopback B*D*X**IR* not configured n/a
3) TestPortAsicCam B*D*X**IR* not configured n/a
4) TestPortAsicRingLoopback B*D*X**IR* not configured n/a
5) TestMicRingLoopback B*D*X**IR* not configured n/a
6) TestPortAsicMem B*D*X**IR* not configured n/a

WOBITIE, A v TFOF T A BWiiEREF£RT D EEZRLET,

Switch# show diagnostic result switch 1

Switch 1: SerialNo

Overall diagnostic result: PASS

Test results: (. = Pass, F = Fail, U = Untested)
1) TestPortAsicStackPortLoopback --->

2) TestPortAsicLoopback ---------—-- >

3) TestPortAsicCam --—--————————————- >

4) TestPortAsicRingLoopback —-------- >

5) TestMicRingLoopback ----—-—-----——- >

6) TestPortAsicMem —---—---———-———————— >
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Bl show diagnostic

WOFITIE, T4 BT A NDAT =2 ZA%FRKRT D EERLET,

Switch# show diagnostic status
<BU> - Bootup Diagnostics, <HM> - Health Monitoring Diagnostics,
<OD> - OnDemand Diagnostics, <SCH> - Scheduled Diagnostics

Card Description Current Running Test Run by
1 N/A N/A
2 TestPortAsicStackPortLoopback <OD>
TestPortAsicLoopback <OD>
TestPortAsicCam <OD>
TestPortAsicRingLoopback <OD>
TestMicRingLoopback <OD>
TestPortAsicMem <OD>
3 N/A N/A
4 N/A N/A
Switch#

WROBITIE, A v TFOFTA BMDOT AN A7V a—NaRrnT 5hikERLET,

Switch# show diagnostic schedule switch 1
Current Time = 14:39:49 PST Tue Jul 5 2005
Diagnostic for Switch 1:

Schedule #1:

To be run daily 12:00

Test ID(s) to be executed: 1.

BEa< R avwUFk B
clear ip arp inspection NVAE=Z Y U TZWT A R ERELET,
statistics
diagnostic schedule FANR=ADF L TAVBWT A NDAF Y 2a—) v 7B ELE
7T
diagnostic start FoTA BT A N ERBLET,
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show dot1g-tunnel W

show dot1q-tunnel

IEEE 802.1Q kv R— MIHT 2R AR RT 5121, show dotlq-tunnel =~ > F% EXEC
T—FNTHEMALET,

show dotlq-tunnel [interface interface-id|

WX DA interface interface-id ~ ({1:3%) 1IEEE 802.1Q h> RV v VERERTT HA L X —7 = A A LT
LET, A, v F—T7 =1 AT, WHKR—FEFR— b Fyr2nEg
EFNFET,
avwv Rk E—F o —#% EXEC
5 EXEC
avy FERE J)y—=x EEHNAE
12.2(25)EA1 Toawy FABMShE L,
5l WROFITIL, show dotlg-tunnel =~ > RO ERLET,

Switch# show dotlg-tunnel
dotlg-tunnel mode LAN Port (s)
Gi0/1

Gi0/2

Gi0/3

Gi0/6

Po2

Switch# show dotlg-tunnel interface gigabitethernet0/1
dotlg-tunnel mode LAN Port (s)

Gi0/1
BIEOYV R avwvk B
show vlan dotlq tag native IEEE 802.1Q %A 7 4 7 VLAN ¥ ¥ 7 AT — 4 A% KR L%

switchport mode dotlq-tunnel A H#—7 x4 A% IEEE 802.1Q h> /L R— M E LTHEL
EJCAe
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W show dotix

show dot1x

AL FEITRE SN HK— b o IEEE 802.1x #FHE®R, BHAT —4 2 BLOEERT —4 2
*FRT 5121, show dotlx =~ F% EXEC E— RCHEALET,

show dotlx [{all [summary] | interface interface-id} [details | statistics]]

B DEREA all [summary] (£E) +_XToOFR— o IEEE 802.1x A7 —# 2 & F7 LET,
interface interface-id  (G¥) (BE) fEESNEZR—F (AT, EV 22—, R— E5x2E
#) @ IEEE 802.1x D AT — & A% FmR LET,

details (f£3) IEEE 802.1x A V' #—7 = A4 ADFfME £ R LET,
statistics (EE) HBESN7=HR— Fo IEEE 802.1x #EE#HRAEFERLET,
avv R E—F = —% EXEC
¥5HE EXEC
avy REE Jyy—=x EENE
12.1(19)EAL Zoa<wry RRNBMENE L,
12.2(25)SED BAAT—hDVY Yy ATF— FBLOHR—F AF—HX R 74— /L R|C
auth-fail-vlan & £ 25 L 9 ICRR-BIEESINVE L,
12.2(25)SEE av L FESHAEF SN, avy FIHARNEESRE LT,
12.2(35)SE TR, A K& IP Phone (Cisco IP Phone F721Z v A aIsfd A — 51—
DEFE) OWH L LTRESNEHF— NORTF—F 2% & L 5 LS
nE LA,

BRALDSHA F31Y A= E2EELRVWEEIE, 70— L RIX—FBLOY~ ) —R3ERranEd, A= bafEET
%6, R— FOFEMPRRRENET,
H—H M E NG ROHIEE UTHR— MHIERRE I, ZORENAAL v TFORE L XILT 55
4. show dotlx {all | interface interface-id} it EXEC 2~ RHAICZOERBFERINET,

ControlDirection = In (Inactive)
il wOFITIx, show dotlx =~ RO HZERLET,
Switch# show dotlx
Sysauthcontrol Enabled
Dotlx Protocol Version 2
Critical Recovery Delay 100
Critical EAPOL Disabled

woOFITIX, show dotlx all =~ > RO &R LET,

Switch# show dotlx all

Sysauthcontrol Enabled
Dotlx Protocol Version 2
Critical Recovery Delay 100
Critical EAPOL Disabled

Jl Catalyst 3560 R4 vF Iv Y F YI7L2R
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Dotlx Info for GigabitEthernetO/1

PAE AUTHENTICATOR
PortControl AUTO
ControlDirection Both

HostMode = SINGLE_HOST
Violation Mode PROTECT
ReAuthentication Disabled
QuietPeriod = 60
ServerTimeout 30
SuppTimeout 30
ReAuthPeriod = 3600 (Locally configured)
ReAuthMax 2

MaxReq 2

TxPeriod = 30
RateLimitPeriod =0

<output truncated>

WOBITIL, show dotlx all summary =~ ROHAERLET,

Interface

Gi0/1 AUTH
Gi0/2 AUTH
Gi0/3 AUTH

Client Status

UNAUTHORIZED

00a0.c908.0072 AUTHORIZED

UNAUTHORIZED

W OFHICIL, show dotlx interface interface-id 2~ > ROWM I ERLET,

Switch# show dotlx interface gigabitethernet0/2
Dotlx Info for GigabitEthernet0/2

PAE = AUTHENTICATOR
PortControl AUTO
ControlDirection In

HostMode = SINGLE_HOST
ReAuthentication Disabled
QuietPeriod 60
ServerTimeout = 30
SuppTimeout 30
ReAuthPeriod 3600 (Locally configured)
ReAuthMax =2

MaxReq 2

TxPeriod 30
RateLimitPeriod 0

WOBITIL, show dotlx interface interface-id details =~ > FOH AR LET,

Switch# show dotlx interface gigabitethernet0/2 details
Dotlx Info for GigabitEthernet0/2

PAE AUTHENTICATOR
PortControl AUTO
ControlDirection Both

HostMode SINGLE_HOST
ReAuthentication Disabled
QuietPeriod 60
ServerTimeout 30
SuppTimeout 30
ReAuthPeriod 3600 (Locally configured)
ReAuthMax 2

MaxReq 2

TxPeriod 30
RateLimitPeriod =0

show dotix M
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W show dotix

Dotlx Authenticator Client List Empty

WROBITIE, A—FBF A N VLAN IZEID Y Thi, AR L E— A multiple-hosts £ — RIZAEE =
N7=%4A @ show dotlx interface interface-id details =~ > NOH i Z R L £ 7,

Switch# show dotlx interface gigabitethernet0/1 details

Dotlx Info for GigabitEthernetO/1

PAE = AUTHENTICATOR
PortControl = AUTO
ControlDirection = Both

HostMode = SINGLE_HOST
ReAuthentication = Enabled
QuietPeriod = 60
ServerTimeout = 30
SuppTimeout = 30
ReAuthPeriod = 3600 (Locally configured)
ReAuthMax =2

MaxReq =2

TxPeriod = 30
RateLimitPeriod =0

Guest-Vlan = 182

Dotlx Authenticator Client List Empty

Port Status AUTHORIZED
Authorized By Guest-Vlan
Operational HostMode = MULTI_HOST
182

Vlan Policy

WOHITIE, A— 234 A k& IP Phone (Cisco IP Phone £ 72133 A a LSt d A —h —DEFEHE) O
Wi & LT E S NT25A @ show dotlx interface interface-id details =~ > FOH I Z R LET,
HostMode 7 ¢ —/V Ri& MUuLTI-DOMAIN %7~k L E7,

Switch# show dotlx interface gigabitEthernet 0/3 details

Dotlx Info for GigabitEthernet2/0/3

PAE = AUTHENTICATOR

PortControl = AUTO

ControlDirection = Both

HostMode = MULTI DOMAIN
ReAuthentication = Disabled

QuietPeriod = 60

ServerTimeout = 30

SuppTimeout = 30

ReAuthPeriod = 3600 (Locally configured)
ReAuthMax = 2

MaxReq = 2

TxPeriod = 1

RatelLimitPeriod = 0

Mac-Auth-Bypass = Enabled

Critical-Auth = Enabled

Critical Recovery Action = Reinitialize
Critical-Auth VLAN = 10

Guest-Vlan = 15

Dotlx Authenticator Client List

Domain = DATA

Supplicant = 0000.aaaa.bbbb
Auth SM State = AUTHENTICATED
Auth BEND SM Stat = IDLE

Jl Catalyst 3560 R4 vF Iv Y F YI7L2R
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Port Status =

show dotix M

AUTHORIZED

Authentication Method = MAB

Vlan Policy =

WOBITIL, show dotlx interface interface-id statistics =2~ > KOHHZRLET, £ 2-3212, 2
DHATEREND T 4=/ FOHMAEZRLET,

Switch# show dotlx interface gigabitethernet0/2 statistics
Dotlx Authenticator Port Statistics for GigabitEthernet0/2

RxLogoff
RxLenErr

RxStart = 0
RxInvalid = 0

TxReq = 2

RxVersion = 2

0 RxResp = 1 RxRespID = 1
0 RxTotal = 2

TxRegID = 132 TxTotal = 134

LastRxSrcMAC = 00a0.c908.0072

* 2-32 show dot1x statistics ® 7 1 —JL FD&HEA

Z4—ILF E LT

RxStart Z1E EN7-F %07 Extensible Authentication Protocol over LAN (EAPOL)
-Start 7 L' — AL DK

RxLogoff Z{5 &7= EAPOL-Logoff 7 L — A D¥K

RxResp =15 7= FH%h72 Extensible Authentication Protocol (EAP) -Response 7 L' —
2 (Response/ldentity 7 L — ALISN) D%k

RxRespID %Z{g & 7= EAP-Response/Identity 7 L — A D3

RxInvalid ZESNTZEAPOL 7L —2AD 5 b, 7L —A XA THRHFECTERVT L—2A
DI

RxLenError ZEINTZEAPOL 7L —2D 5 b, RNy NREKORIZRT T 4 —/L RQ
M7 L— D%

RxTotal ZIEEINTETRXTOEA T7OA%) EAPOL 7 L — A D3

TxReq %12 4172 EAP-Request 7 L'— 2 (Request/Identity 7 L — A LI4) D%

TxReqld %518 &7z Extensible Authentication Protocol (EAP) -Request/Identity 7 L —
UNOE§

TxTotal EEENT-TRTHOZ A 7D Extensible Authentication Protocol over LAN
(EAPOL) 7L —A D%

RxVersion IEEE 802.1x "—Y a > 1 B TRZIESh7r v ok

LastRxSrcMac B%IC%E LT EAPOL 7 L — A TEEINTRETL MAC 7 RL A

pPIEa< R avw> kR Bl

dotlx default

IEEE 802.1x /X7 A—% %7 7 4 /L MEIZRE L £7°,
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W showdtp

show dtp

AL v TFERLFRBESNIA LV E—T 2 A ADFAFIv T FF %07 7r han (DTP) fE#%E
FoRT 511X, show dtp $5# EXEC =~ F&HEHA L E T,

show dtp [interface interface-id]

BX DA interface EE) HESNIZA v A —T 2 ADKR—h X2V T A BELZERLET, A4
interface-id  IpA X —T7 = A AT, WEAR—F (XA F, TV a—, K= ESZEED) 2
EENET,

avvk E—F i EXEC

avy FERE Jyy—=x EERNE
12.1(19)EA1 Zoavwy RPBEMEShE L,
i WOFITIE, showdtp =~ FOH S ZRLET,

Switch# show dtp

Global DTP information
Sending DTP Hello packets every 30 seconds
Dynamic Trunk timeout is 300 seconds
21 interfaces using DTP

WOFITIE, show dtp interface =~ > KO ERLET,

Switch# show dtp interface gigabitethernet0/1
DTP information for GigabitEthernet0/1:

TOS/TAS/TNS: ACCESS/AUTO/ACCESS
TOT/TAT/TNT: NATIVE/NEGOTIATE/NATIVE
Neighbor address 1: 000943A7D081
Neighbor address 2: 000000000000

Hello timer expiration (sec/state): 1/RUNNING

Access timer expiration (sec/state): never/STOPPED
Negotiation timer expiration (sec/state): never/STOPPED
Multidrop timer expiration (sec/state): never/STOPPED

FSM state: S2:ACCESS

# times multi & trunk 0

Enabled: yes

In STP: no

Statistics

3160 packets received (3160 good)
0 packets dropped
0 nonegotiate, 0 bad version, 0 domain mismatches, 0 bad TLVs, 0 other
6320 packets output (6320 good)
3160 native, 3160 software encap isl, 0 isl hardware native
0 output errors
0 trunk timeouts
1 link ups, last link up on Mon Mar 01 1993, 01:02:29
0 link downs
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showdtp W

EEavwY R avy kR H L

show interfaces trunk A B =T A A NTUIIEREFRRLET,

Catalyst 3560 R4 v F a2 F YI7L VR
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W show eap

show eap

AA v FFITEE SR — b D Extensible Authentication Protocol (EAP) L& hL—3 3 U1
WB LU Yy v a EHREERRTDITIE, show eap 54 EXEC 2~ FEHEHA L ET,

show eap {{registrations [method [rname] | transport [name]]} | {sessions [credentials name
[interface interface-id] | interface interface-id | method name | transport name)} }
[credentials name | interface interface-id | transport name]

BX DA registrations EAP LY A hL—va U E#EFRLET,
method name (&) EAP FROL YA ML — g UIEHRERFLET,
transport name ({FE) EAP FI v AR—FDLIP AR L—3 g UEREFRRLET,
sessions EAP &y a UIFERERTLET,
credentials name (%) BAP DL P2 b —va UEREFERLET,

interface interface-id ~ (G¥) ({LE) fHEShizFh—h AT, FEVa— A— " EZEE
ir) O EAP @z LET,

ARV F E—F ¥t EXEC
a2 FEE Jy—2 EERE
12.2(25)SEE Zoavy FBMERE L,

ERALDHA 54> KDOF—T— K& & BT show eap registrations 574 EXEC =~ N2 #EHT 2545, 2~ Nl
IR OERP RS NET,

e None : EAP B L OB E N7 EAP FXCHHINDTXTO FHLL~Ub
e method name ¥—V — K : B IN7-EEDHFKX
e transport name ¥ —V — R : BEL SN FFED TAL L ~L

WD X —1U— K& 5T show eap sessions #iHe EXEC 2~ FEFEHTHA, o~ FHAKIZKO
BHRNFREINET,

e None: T_XTHOT V7T 47/ EAP Y= v

« credentials name ¥—7 — N fFE SN EHRER T2 7 7 AL

* interface interface-id ¥ — VU — R : FEESNTcA LV F—T =2 A AD/NTF A —X
e method name ¥—7 — K : g/ &7 EAP =X

e transport name ¥ —7 — N EEESNI LA ¥

Catalyst 3560 R4 v F AR F YI7L R
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show eap
1) WOFITIL, show eap registrations =~ > RO ERLE T,
Switch# show eap registrations
Registered EAP Methods:
Method Type Name
4 Peer MD5
Registered EAP Lower Layers:
Handle Type Name
2 Authenticator Dotlx-Authenticator
1 Authenticator MAB
K DOHITIL, show eap registrations transport =~ > FOHZ R LET,
Switch# show eap registrations transport all
Registered EAP Lower Layers:
Handle Type Name
2 Authenticator Dotlx-Authenticator
1 Authenticator MAB
WDFITIL, show eap sessions =~ > RO ERLET,
Switch# show eap sessions
Role: Authenticator Decision: Fail
Lower layer: Dotlx-AuthenticalInterface: Gi0/1
Current method: None Method state: Uninitialised
Retransmission count: 0 (max: 2) Timer: Authenticator
RegId Retransmit (timeout: 30s, remaining: 2s)
EAP handle: 0x5200000A Credentials profile: None
Lower layer context ID: 0x93000004 Eap profile name: None
Method context ID: 0x00000000 Peer Identity: None
Start timeout (s): 1 Retransmit timeout (s): 30 (30)
Current ID: 2 Available local methods: None
Role: Authenticator Decision: Fail
Lower layer: Dotlx-AuthenticalInterface: Gi0/2
Current method: None Method state: Uninitialised
Retransmission count: 0 (max: 2) Timer: Authenticator
RegId Retransmit (timeout: 30s, remaining: 2s)
EAP handle: 0xA800000B Credentials profile: None
Lower layer context ID: 0x0D000005 Eap profile name: None
Method context ID: 0x00000000 Peer Identity: None
Start timeout (s): 1 Retransmit timeout (s): 30 (30)
Current ID: 2 Available local methods: None

<Output truncated>

WOFITIiX, show eap sessions interface interface-id ¥t EXEC 2~ > FOH I ERLET,

Switch# show eap sessions gigabitethernet0/1

Role: Authenticator Decision: Fail

Lower layer: Dotlx-Authenticalnterface: Gi0/1

Current method: None Method state: Uninitialised
Retransmission count: 1 (max: 2) Timer: Authenticator
RegId Retransmit (timeout: 30s, remaining: 13s)

EAP handle: 0x5200000A Credentials profile: None

Lower layer context ID: 0x93000004 Eap profile name: None

Method context ID: 0x00000000 Peer Identity: None

Start timeout (s): 1 Retransmit timeout (s): 30 (30)
Current ID: 2 Available local methods: None

| oL-26671-02-J
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W show eap
P i=iedN S avyvFk B
clear eap sessions AA v FEIEEENTZR—FDEAP Dty v a U IE®RE 7 V7 LE
R
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showenv Wl

show env

AL o FDOT7 7, BE, TEBRY AT L (RPS) O AN, BLOEREREFRRT D120,
EXEC =— FTshowenv 2~ R&EH L £7,

show env {all | fan | power | rps [all | detail | | temperature [status]}

WX DA

all 77y EIEREOW T OREEFRRLET,

fan AL v F 77 OREERRLET,

power A4y FOBROREERRLET,

rps RPS 300 Redundant Power System (RPS 300) , Cisco RPS675 Redundant Power

System (RPS 675). 721 Cisco Redundant Power System 2300 (RPS 2300)
WAL FIZHR SN TNDINE I DRI LET,

rps all EE) AU RTRY AL v FERIFAL vF 2AZ v 7 I SN+ XTO
TEBRV AT LAERRLET,

INHOF—U— KX, Catalyst 3560v2 A1 v F ETORFEHATEET,

rps detail (EE) AA v FERIFIAAL v F RE v 7 I SN TUEBIRY 2T AOZEM
HHRaeRTLET,
INHDF—YU— Fid, Catalyst 3560v2 A1 v F L TOAREHATE ET,
temperature AL v FOREAT —H A TR LET,
status (EE) AA v TONHRE OMTRECIERL) BLXOLEWEEZRRLET,

ZDOF—U— K&, Catalyst 3560G-48TS. 3560G-48PS. 3560G-24TS. kB LT
3560G-24PS A A v F L TOHMEHTEET,

avvk E—F = — EXEC
Fite EXEC
avy FEE Jy—=x EEAE
12.1(19)EA1 Zoavry RRBEMEhE LK,
12.2(20)SE3 temperature status % — 7 — F2EM S v L7,
12.2(50)SE1 rps [all | detail] ¥ — U — FABMINE L7z,

BERLEDAL FF1Y

show env temperature status =2~ > NITXTDRAA v F ETRRINETN,

Catalyst 3560G-48TS., 3560G-48PS. 3560G-24TS, &LV 3560G-24PS A A v F 7 THZTT,
INBEDAAL yFILZDa~wr REANTLHE, ALy TFOIREAT - LEWVEL LR a< R
HHCRFREINEST, ZNED4ODAL v FLDAL v FIZa~vr FEANTLHE, W7 41—
NIZ Not Applicable WFERINET,

F 72, Catalyst 3560G-48PS F7-1% 3560G-24PS A A » F TlL, show env temperature =~ > K%
MLTAAL v FOREAT —FZALFRTEET, 2~ N TIE, GREEN B XU YELLOW *
T— % OK £F/RL, RED 27— h% FAULTY £ F/RLET, ZDAA v FIZ showenv all =~
K& AT 5846, =2 FHJ713 show env temperature status =~ > N/ &R L TT,

LEWVWE LT 23FMIZoNTiEE, 2OV V=R THY 7 T a7 X2 b—
vary A REZRLTIEEIN,
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H showenv

1 wOFTix, showenvall 2~ ROHHZEZRLET,

Switch# show env all

FAN is OK

TEMPERATURE is OK

Temperature Value: 33 Degree Celsius
Temperature State: GREEN

Yellow Threshold : 56 Degree Celsius

Red Threshold : 66 Degree Celsius

SW PID Serial# Status Sys Pwr PoE Pwr Watts
1 Built-in Good

SW Status RPS Name RPS Serial# RPS Port#

wOFTix., showenv fan =~ FOHE2RLET,

Switch# show env fan
FAN is OK

WROFITIE, BEM, 27— BEXOLEWEZRRT L HEZRLET, £ 2-3312, v M
TOBREAT — FOFHAZRLET,

Switch# show env temperature status
Temperature Value:28 Degree Celsius
Temperature State:GREEN

Yellow Threshold :70 Degree Celsius
Red Threshold :75 Degree Celsius

#* 2-33 show env temperature status A< > FHADXT—

ATF—F A
7= AA y F OWPEN IEHZEERHICH Y 7,

W BENEARHICH Y £T, A v FOSNOHDRE Z BT 2 0EBH Y £,
R BN 2 V7 I H Y £3, BENZORMEICHDHE. A4 v FHRIERIC

FITSNRWATREMEN H D £,

Catalyst 3560 R4 v F AR F YI7L R
m‘ OL-26671-02-J |



| 2%

Catalyst 3560 & & U 3560-C R4 v F CiscolOS a<w > F

show errdisable detect W

show errdisable detect

errdisable O HIRTEA FRT 51215, EXEC & — K T show errdisable detect =~ > F&#H L E£7,

show errdisable detect

B DR Zoavwy FIZiE, BIEELIIF—U—FIEH Y FHA,
avwY Rk E—F o —# EXEC

HkE EXEC
avy FEE yy—=x TENE

BERLEDAA I

12.1(19)EA1

Zoawry RpBIMEnE L,

FRIINTZ gbic-invalid =7 — O ML, 272 Small Form-Factor Pluggable (SFP) £ =2 — /L%

BEWLET.

1 W DBFITIL, show errdisable detect =~ > KOHE/RLET,
Switch# show errdisable detect
ErrDisable Reason Detection Mode
arp-inspection Enabled port
bpduguard Enabled vlan
channel-misconfig Enabled port
community-limit Enabled port
dhcp-rate-limit Enabled port
dtp-flap Enabled port
gbic-invalid Enabled port
inline-power Enabled port
invalid-policy Enabled port
12ptguard Enabled port
link-flap Enabled port
loopback Enabled port
lsgroup Enabled port
pagp-flap Enabled port
psecure-violation Enabled port/vlan
security-violatio Enabled port
sfp-config-mismat Enabled port
storm-control Enabled port
udld Enabled port
vmps Enabled port

BIEa< UK avwy kR SheR

errdisable detect cause

HEDERK, F7213 T X TOERIZx LT errdisable #H 2 1 x—7
Mz LET,

show errdisable flap-values

B EINTWHIREBOZ T —ERERTLET,
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Bl show errdisable detect

avyk B
show errdisable recovery errdisable [ % 4 ~— DM A E R L E7,
show interfaces status A HF =Tz A ADRAT—HF AFE T errdisable 27— MNMZH DA

B—Tx A ADY A NEFRLET,

Catalyst 3560 R4 v F AR F YI7L R
m‘ OL-26671-02-J |



| ¥2% Catalyst 3560 & & U 3560-C X4 v F Cisco I0S a7 F

show errdisable flap-values W

show errdisable flap-values

HOHRNE T —L LTRS84 2R T 5121%, show errdisable flap-values =~ > N %
EXEC E— R TR L E7,

show errdisable flap-values

XX DA Zoa~y R, BIEELEIF—T—REIH v A,
avy kK E—F o —# EXEC

K5 EXEC
av Yy FERE yy—= FERA

12.1(19)EA1 Zoavwy RPMEMEShE L,

BRLOAAFSAY  Flaps SICIE. 1872 S-S RIRRAIC 27— b ~OE T AT 5 & . =T —A I S CHE— b2
FAR—T MR DDOPBEFRENET, REXE 300X A F vy hFrX s Faban
(DTP) A7 —F (F—HFEF—R TR/ NF 7)., IR — MK 7w b= (PAgP) 77 v
TR0 BRI CEESHESA, £72E 550027 25—k (Vo s T v 7 /X)) 4510 B
BOEBSNEEAIR, T RASATHR= vy NF UL+ 5 2 LRSNET,

ErrDisable Reason Flaps Time (sec)
pagp-flap 3 30
dtp-flap 3 30
link-flap 5 10
il W DFITiL, show errdisable flap-values =~ > FOH 2R LE T,
Switch# show errdisable flap-values
ErrDisable Reason Flaps Time (sec)
pagp-flap 3 30
dtp-flap 3 30
link-flap 5 10
BlEav K avwyk Bl
errdisable detect cause FEDFIK, F213T_XCOFEKICH LT errdisable #itH % A x—7
M LET,
show errdisable detect errdisable At 2 7 — % 2 & F£ R L1,
show errdisable recovery errdisable [ % 4 ~—DFEHEF R LET,
show interfaces status AV B =T oA ADAT—H A FE 2L errdisable A7 — MZHDHA

B—T A ADY XA NEFRRLFET,

Catalyst 3560 R4 v F a2 F YI7L VR
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Bl show errdisable recovery

show errdisable recovery

errdisable [E118 # A <~ —1F# % £ /~xT 5 IZ1Z. show errdisable recovery =~ K% EXEC &— FCfff
MALET,

show errdisable recovery

XX DA Zoa~y R, BIEELEIF—TU—REH 0 A,
avv kK E—F o —# EXEC

K5 EXEC
av Yy FERE yy—=x EFERRE

12.1(19)EA1 Zoavwy RPMEMEShE L,

HHLDHL ES4Y  gbic-invalid error-disable D¥EH1X, #%)72 Small Form-Factor Pluggable (SFP) A v % —7 = A A%

BEWLET.

1 WK DBFITIL, show errdisable recovery 2~ KOH 2R L E T,
Switch# show errdisable recovery
ErrDisable Reason Timer Status
udld Disabled
bpduguard Disabled
security-violatio Disabled
channel-misconfig Disabled
vmps Disabled
pagp-flap Disabled
dtp-flap Disabled
link-flap Enabled
12ptguard Disabled
psecure-violation Disabled
gbic-invalid Disabled
dhcp-rate-limit Disabled
unicast-flood Disabled
storm-control Disabled
arp-inspection Disabled
loopback Disabled

Timer interval:300 seconds

Interfaces that will be enabled at the next timeout:

Interface Errdisable reason Time left (sec)

(3¥)  unicast-flood 7 4 —/V Kix, HAOKKERTSNETHNESTT,

Catalyst 3560 R4 v F AR F YI7L R
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show errdisable recovery W

BEa<w ok avwyk HTL:]
errdisable recovery B A =X LB EFELET,
show errdisable detect errdisable i 2 T — % 22 FR L E7,
show errdisable flap-values 2SN TWAIRREO S —FHE2 R R LET,
show interfaces status AVE =T 2 A ADAT —F AFE L errdisable A7 — MNMZbHbHA

B—Tx A ADY A N EFRLET,

Catalyst 3560 R4 v F a2 F YI7L VR
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B show etherchannel

show etherchannel

F ¥ %L ® EtherChannel ¥R % %<9 5121%. show etherchannel =~ K% EXEC £— KTfEH L
7,

show etherchannel [channel-group-number {detail | port | port-channel | protocol | summary} |
{detail | load-balance | port | port-channel | protocol | summary}

XX DA channel-group-number (fEE) TN IN—TOFZTT, FETE LML 1 ~ 48 TT,
detail EtherChannel ®FEHiZ R R L E T,
load-balance A=K FxXVHOR— FEHOARSBOFR, 2137 L— Al =X
ERALET,
port EtherChannel R — MEHREZFR R L LT,
port-channel RA—FrF ¥ iEHREFRTILET,
protocol EtherChannel TEH N5 7w harix R LET,
summary KT XY XN TN—TOY~1—% 1{7TCTERLET,
avwvy kK E—F o —4 EXEC
FitE EXEC
avy FERE yy—=x EERAE
12.1(19)EA1 Ioawy RBEMEE L,
12.2(25)SE channel-group-number N 1 ~ 12 6 1 ~48 IZEHE I NE LT,

BRALDSHA F31Y channel-group #FEE LR WHEIL, T XTOF ¥ RV FA—TBERRSINET,
HWATiZ, "— K U X M Passive 7 4 —/L RlIZL A ¥ 3 DOFR—F FYy AT TERIENET, 2
D7 44—V RiZ, FEEE L TOWARWYER— IR F ¥y 2L JL—THNTREINTNDLILE (B
ORIEMIIZT v 3V J—TNTHE—DR— Fr 3V THDHI L) ZBEHRLET,

i & DOHITIiL, show etherchannel 1 detail =~ > FOH AR LET,

Switch# show etherchannel 1 detail
Group state = L2
Ports: 2 Maxports = 16
Port-channels: 1 Max Port-channels = 16
Protocol: LACP

Ports in the group:

Port: Gi0/1

Port state Up Mstr In-Bndl

Channel group = 1 Mode = Active Gcchange = -
Port-channel = Pol GC = - Pseudo port-channel = Pol
Port index =0 Load = 0x00 Protocol = LACP

Flags: S - Device is sending Slow LACPDUs F - Device is sending fast LACPDU
A - Device is in active mode. P - Device is in passive mode.
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Local information:

LACP port Admin Oper Port
Port Flags State Priority Key Key Number
Gio/1 SA bndl 32768 0x0 0x1 0x0

Age of the port in the current state: 01d:20h:06m:04s

Port-channels in the group:

Port-channel: Pol (Primary Aggregator)

Age of the Port-channel = 01d:20h:20m:26s

Logical slot/port = 10/1 Number of ports = 2
HotStandBy port = null

Port state = Port-channel Ag-Inuse

Protocol = LACP

Ports in the Port-channel:

Index Load Port EC state No of bits
—————— o
0 00 Gi0/1 Active 0
0 00 Gi0/2 Active 0
Time since last port bundled: 01d:20h:20m:20s Gi0/2

W OFHICIL. show etherchannel 1 summary =~ > KO HZRLET,

Switch# show etherchannel 1 summary

Flags: D - down P - in port-channel
I - stand-alone s - suspended
H - Hot-standby (LACP only)
R - Layer3 S - Layer2
u - unsuitable for bundling
U - in use f - failed to allocate aggregator
d - default port

Number of channel-groups in use: 1

Number of aggregators: 1

Group Port-channel Protocol Ports

—————— et e Rt et
1 Pol (SU) LACP Gi0/1 (P) Gi0/2 (P)

show etherchannel

Port
State
0x3D

| oL-26671-02-J
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B show etherchannel

W& DFITiL, show etherchannel 1 port-channel =~ > RO 1 Z R LET,

Switch# show etherchannel 1 port-channel
Port-channels in the group:

Port-channel: Pol (Primary Aggregator)

Age of the Port-channel = 01d:20h:24m:50s

Logical slot/port = 10/1 Number of ports = 2
HotStandBy port = null

Port state = Port-channel Ag-Inuse

Protocol = LACP

Ports in the Port-channel:

Index Load Port EC state No of bits
—————— B e e et st P e
0 00 Gi0/1 Active 0
0 00 Gi0/2 Active 0
Time since last port bundled: 01d:20h:24m:44s Gi0/2

WK OFITIiL, show etherchannel protocol =~ > RO &R LET,

Switch# show etherchannel protocol
Channel-group listing:

Protocol: LACP

Protocol: PAgP

BEavUF avw> kR B
channel-group EtherChannel 7' /v — 7124 —H% % v k R— h&HE 0 24 TET,
channel-protocol Fx XV o TEERTDHIED, A—F ETHEHsL T2 Faradl
RLET,
interface port-channel A=K F¥RXN~DT 7 AL, K— b F¥ FVOERETVET,

Catalyst 3560 R4 v F AR F YI7L R
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show fallback profile H

show fallback profile

AL v FCREINTZT =Ny Ta7y A VERRFTHIZIEL, show fallback profile #74#
EXEC o~ REHEHALET,

show fallback profile

BXDHH Zoavy Rk, SIEEREF T REbH 0 HA,
avrk E—F ¥rHE EXEC
avy FEE -2 EEANRE
12.2(35)SE Zoawy RAEMShE LR,
BRALDAL R4y  AA v TFTCRESNZT T 7 A VEFRTHIZIE, show fallback profile £## EXEC =~ K& {f
AL ET,
5 wOFITIE, show fallback profile =~ > KO EZRLET,
switch# show fallback profile
Profile Name: dotlx-www
Description : NONE
IP Admission Rule : webauth-fallback
IP Access-Group IN: default-policy
Profile Name: dotlx-www-lpip
Description : NONE
IP Admission Rule : web-lpip
IP Access-Group IN: default-policy
Profile Name: profilel
Description : NONE
IP Admission Rule : NONE
IP Access—-Group IN: NONE
BEa< R avwUFk B2L
dotlx fallback profile IEEE 802 1Xx BRiFAZ VR —h LW IT T4 T RO T 3 —23 v 7
FRE LT Web SBREAFEHFT 2L OR—FE2RELET,
fallback profile profile Web S8iED 7 +— Vv 7 Fu7 A VEEKLET,
ip admission rule AA v F R— T Web RBiEx A R —7WMIZLET,

ip admission name proxy % { »F T Web % 70— ST A F—F LT LE T
http

show dotlx [interface ¥ &N =R — + o IEEE 802.1x DiREEEZF R L ET,
interface-id)

| oL-26671-02-J

Catalyst 3560 R/ vF avF Y272 1



¥ 2% Catalyst 3560 & & Uf 3560-C X1 v F Ciscol0OS av v F |

Hl show flowcontrol

show flowcontrol

7o —HlE AT — % 2B I OHFHE®REF T 512X, show floweontrol =~ K% EXEC £— R T
EALET,

show flowcontrol [interface interface-id | module number]

BXOHRA interface interface-id  ({Lj%) BEDA v 5 —7 2 A 2D 7 0 —Hlfll 2T — 4 23 L ORFHEH %
FRLET,
module number (F8) A v FOFTRTOA L X —T 2 A ADT O —HIiHRAT — X R Lk
HIEHEERLET, HIRETa—AEET 1 OLTT, 2O T3>
X, DA L X —T7 24 AID AN LI EITHHTEEHA,
avy kK E—F o —H EXEC
¥HE EXEC
avy FEE Jy—x EFERAR

BERLEDAA FF1 Y

3l

12.1(19)EA1 Zoavwy RPBEMEShE L,

A v FEIFFEDA L F—T 2 A ZADT7 v —flflIAT —Z 2B LOMHERE R R T DT, 20
av REFEALET,

A F A B —T = A AMEHRE T XTHERT HIT1L, show flowcontrol 2~ > FEEH L E T,
show flowcontrol =~ > FDOH #5511, show flowcontrol module number =~ > KO H JI#E R L [
Ciz7en 9,

BEDA L H—7 A4 ADNE W% KT 5121, show flowcontrol interface interface-id =~ > R % ff
FALET,

wOFTix. show flowcontrol =~ > FOH EZRLET,

Switch# show flowcontrol

Port Send FlowControl Receive FlowControl RxPause TxPause
admin oper admin oper

Gi0/1 Unsupp. Unsupp. off off 0 0

Gi0/2 desired off off off 0 0

Gi0/3 desired off off off 0 0

<output truncated>

W OFHICIL, show flowcontrol interface interface-id 2~ > FOM I ERLET,

Switch# show flowcontrol gigabitethernet0/2

Port Send FlowControl Receive FlowControl RxPause TxPause
admin oper admin oper
Gi0/2 desired off off off 0 0

Jl Catalyst 3560 R4 vF Iv Y F YI7L2R
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show flowcontrol W

avy kR

B

flowcontrol

A =T 2 A ADZE T o —HllAT — b ERELET,

| oL-26671-02-J
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Bl show interfaces

show interfaces

TRTCOA LV H =T 2 A AETFRESNTZA LV F—T 24 ADEHRAT =X ABLOEHERT —F A
%K™ T HIZi%. show interfaces %54 EXEC =~ > R L7,

show interfaces [interface-id | vlan vian-id] [accounting | capabilities [module number] | counters
| description | etherchannel | flowcontrol | private-vlan mapping | pruning | stats | status
[err-disabled] | switchport [backup | module number] | transceiver {tengigabitethernet
interface-id} | properties | detail [module number] | trunk]

WX DA

Jl Catalyst 3560 R4 vF Iv Y F YI7L2R

interface-id

UEE) A A v 2 —T = ZTIE, WER—F (XA 7, EVz2—1L, B
FOR—- I EBEEEGL) CHR—F FyxABEGENET, F—F F ¥ R /L&
X1~ 48 T,

vlan vian-id

(fEE) VLANID T, & TZ 2%PHIE 1 ~ 4094 T,

accounting (BB A2 —TxARADOT Ay MER (77747 Fabai, AHA
ORIy b ATy beEl) ERRLET,
GE) Y7ZbhovzTTUE IR Yy NEORERENET, N— KU
T TAAL v F U7 ENDry MIFRENEE A,
capabilities (EE) T X TCDOA U F—T oA AETRITRESINTA V2 —T = A ADPETE

(BERE, /1 v X —T =2 A AL TREMRRRA T a v egte) 2R LET,
ZOF T aNtavr RIA DALV TICFERENE T, VLAN ID (2ff
HAT&xE®A,

module number

GE) (R FHEAAvTFOTRTOAL U H—T o { ADOHEE, A vF
R—harrysFalb—vary FLFFT—208KME (L0
F—U—NIZHIR) R LET, AIRETY2—AEFEFIL 1L OAT
T, TOFTvaiF, BEDA L E—T =24 AID ZAJT B L X
FATEEEA,

counters ({£&) show interfaces counters =~ FZZML T Z &V,

description (ER) BEDA v X —T 2 AIHEINTEEBAT —X AL L OGHHE F*
RLUET,

etherchannel (&) A > % —7 = A A EtherChannel 158 %ZF =~ LE7,

flowcontrol (EE) A X —T x4 A0 T7a—§lfER»HERLET,

private-vlan

(f£E) VLAN 2 A v FAEA o Z—7 =4 % (SVI) OFF A ~<X— | VLAN

mapping Dy U TIERERTLET, Z2OF—T—RiZ, AL v FRIP F—E %
A A—¥ (#£3k Enhanced Multilayer Image (EMI)) ZE{TL CWAIHAT
FHRIATEET,

pruning (EE) A2 F—TxA A 53227 VIP FL—=2 JiEREFRLET,

stats UEE) A B —T 2 A ADAAL v F LT RACEHAM Iy FEFERL
7,

status EB) AV A —T 2 A ADAT—HX A%k HE R LET, Type 7 4 —/L KD

unsupported D A7 — % A%, ftt#o Small Form-Factor Pluggable (SFP)
FVa2—ANEYa—b Any MIEESN TS Z AR LTVET,

err-disabled

({E£E) errdisable A7 — FDA U HX—T =4 AFRLET,

switchport (EE) F—hF Tavxr 7, R— MEERERE., A4 vF 7 FELr—
T4V T) K= FOEBAT =X ABLOEEAT —F A2 F R LET,
backup TE) AL v F EOEELIEA L E—T oA AEHIEFTRTOL L F—T =

A AD FlexLink Ry 77 v Ao X —Txf A AT 4Fal—varyBL
RRATF—H A EFERLET,
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show interfaces W

tengigabitethernet

FEHRLTWD 10Xy N FEV2— VDA T—H AR RLET,

transceiver [detail |

({f£&) CWDM %721 DWDM Small Form-Factor (SFP) &Y= —/L A

properties] =T A ZAOMHETaNRT 4 ERRLET, F—V—FOERITKDLEBY
‘/Gj‘o
o detail : ((LE) ®IEKOFES, 77 —LHREZORIET BT 4 ZRKFL
EScpe
e properties : (f£EF) A VX —T oA ADOEE, TaT Ly I A BILOA
I N —REERRLET,
trunk A =T AR NTUIERERTLET, A V¥ —T = ALHELRD
Bald, T T4 TR NI R K= FOERETRERENLET,
avY kK E—F ¥¢iE EXEC
av Yy FERE Jyy—=x EEANR
12.1(19)EA1 Zoavwy RPMEMEShE L,
12.2(20)SE private-vlan mapping. backup. transceiver calibration. detail, 3 X T

HHEDHA FS51Y

GE)

]

properties ¥ — 7 — F2VBM S E LTz,

12.2(25)SEA

calibration & — 7V — RIS E L7,

12.2(25)SEE

backup. counters, detail, 33X trunk ¥ —7 — FARBMENFE L7,

12.2(44)SE

tengigabitethernet interface-id transceiver detail % — U — F2NBI SV E
L7,

show interfaces capabilities =~ > RIZRQ2 25X — T — RFZEETHZ LT, ROL I BRFERICRY F

j‘o

o AAYFLEDEA I =T = A ADBEEL KT HIT1E. show interfaces capabilities modulel
avy FEEHLEST, ZHSOFSOANITES)TT,

s BESNIAVH—T A ADKREE R AT HI21E. show interfaces interface-id capabilities %

EALET,

o AAYTFLEDTRTDA U Z—T = A ZADHREZEK T DI2I1L. show interfaces capabilities (£
Ta—NVESEIFA A —T oA A D ITEELRV) EHEHLET,

AA v F DA E—T 2 ADAA v F K— MEHEE R T 5121, show interfaces switchport
module 1 =~ > REHFHALET, ZhANOEFEZDO AT TS,

crb, fair-queue, irb, mac-accounting, precedence, random-detect, rate-limit, 3 J T\ shape
F—U—FNI, a2 FIADONT AR TICFRRSNETR, PAR— S THEREA,

WROFITIE, A& —

7 = A AZ%9 % show interfaces =~ FOH 2 R~ L £,

Switch# show interfaces gigabitethernet0/2
GigabitEthernet0/2 is down, line protocol is down
Hardware is Gigabit Ethernet, address is 0009.43a7.d085 (bia 0009.43a7.d085)

MTU 1500 bytes,

BW 10000 Kbit, DLY 1000 usec,

reliability 255/255, txload 1/255, rxload 1/255
Encapsulation ARPA, loopback not set

| oL-26671-02-J
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Bl show interfaces

Keepalive set (10 sec)
Auto-duplex, Auto-speed
input flow-control is o
ARP type: ARPA, ARP Tim
Last clearing of "show
Input queue: 0/75/0/0 (
Queueing strategy: fifo
Output queue :0/40 (siz
5 minute input rate 0 b
5 minute output rate 0
2 packets input, 104
Received 0 broadcast
input errors, 0 CR
watchdog, 0 multic
input packets with
packets output, 10
output errors, 0 c
babbles, 0 late co
lost carrier, 0 no

0
0
0
4
0
0
0
0 output buffer fail

ff, output flow-control is off
eout 04:00:00 Last input never,
interfaces" counters never

size/max/drops/flushes); Total output drops:

output never, output hang never

0

e/max)
its/sec, 0 packets/sec
bits/sec, 0 packets/sec
0 bytes, 0 no buffer
s, 0 runts, 0 giants,
C, 0 frame, 0 overrun,
ast, 0 pause input
dribble condition detected
40 bytes, 0 underruns
ollisions, 3 interface resets
llision, 0 deferred
carrier, 0 PAUSE output
0 output buffers swapped out

0 throttles
0 ignored

ures,

WK OFITiX, show interfaces accounting =~ > NOH ) Z R L E7,

Switch# show interfaces a
Vlanl
Protocol
Ip
Spanning Tree
ARP
Interface Vlan2 is disabl
Vlan7
Protocol
No traffic sent or receiv
Vlan31l
Protocol
No traffic sent or receiv
GigabitEthernet0/1
Protocol
No traffic sent or receiv
GigabitEthernet0/2
Protocol
No traffic sent or receiv

<output truncated>

WOFTX, A1 X—T A

Switch# show interfaces g
GigabitEthernet0/2
Model:
Type:
Speed:
Duplex:
Trunk encap.
Trunk mode:
Channel:
Broadcast suppression:
Flowcontrol:
Fast Start:
QoS scheduling:
CoS rewrite:

10

type:

ToS rewrite:
UDLD:

ccounting

Pkts In Chars In Pkts Out Chars Out

1094395 131900022 559555 84077157

283896 17033760 42 2520

63738 3825680 231 13860

ed

Pkts In Chars In Pkts Out Chars Out
ed on this interface.

Pkts In Chars In Pkts Out Chars Out
ed on this interface.

Pkts In Chars In Pkts Out Chars Out
ed on this interface.

Pkts In Chars In Pkts Out Chars Out
ed on this interface.

A @ show interfaces capabilities =~ > FOH 1 Z R LET,

igabitethernet0/2 capabilities

WS-C3560-24PS

/100/1000BaseTX
10,100,1000, auto

full, auto

802.1Q, ISL

on,off,desirable, nonegotiate
yes

percentage (0-100)
rx—-(off,on,desired)
yes

rx- (not configurable on per port basis)
yes

yes

yes

, tx- (none)

,tx- (4q2t)

Jl Catalyst 3560 R4 vF Iv Y F YI7L2R
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show interfaces W

Inline power: no
SPAN: source/destination
PortSecure: yes
Dotlx: yes

Multiple Media Types: 1r3j45, sfp, auto-select

WOHITIL, deseription f ' F—T A X a7 4 Falb—vary avry FEHLT, /A% —
7 = A A% Connects to Marketing & L CHaE L 72354 @ show interfaces interface-id description =
~V FOWNZERLET,

Switch# show interfaces gigabitethernet0/2 description

Interface Status Protocol Description
Gi0/2 up down Connects to Marketing

WOFITIE, AA v FITHR—F F ¥ RABREINTVDHHE D show interfaces etherchannel =~
RO ERLET,

Switch# show interfaces etherchannel

Port-channell:

Age of the Port-channel = 03d:20h:17m:29s

Logical slot/port = 10/1 Number of ports = 0

GC = 0x00000000 HotStandBy port = null
Port state = Port-channel Ag-Not-Inuse

Port-channel?2:

Age of the Port-channel = 03d:20h:17m:29s

Logical slot/port = 10/2 Number of ports = 0

GC = 0x00000000 HotStandBy port = null
Port state = Port-channel Ag-Not-Inuse

Port-channel3:

Age of the Port-channel = 03d:20h:17m:29s

Logical slot/port = 10/3 Number of ports = 0

GC = 0x00000000 HotStandBy port = null
Port state = Port-channel Ag-Not-Inuse

WOFITIE, 77 A4 ~— 1 VLAN D771~ 1J VLAN 78 VLAN 10 T, £ > % U VLAN 7 VLAN
501 & 502 O3%4A @ show interfaces private-vlan mapping =~ > FOH i Z R L ET,

Switch# show interfaces private-vlan mapping
Interface Secondary VLAN Type

vlanlO 501 isolated
vlanlO 502 community

ROBITIL, VIP RAAL VINTT V== T RA =T VDA D show interfaces interface-id
pruning =~ ROHAERLET,

Switch# show interfaces gigibitethernet0/2 pruning

Port Vlans pruned for lack of request by neighbor
Gi0/2 3,4

Port Vlans traffic requested of neighbor

Gi0/2 1-3

WoOFITIE, € L7z VLAN A > % —7 =1 2D show interfaces stats =~ FDOH 127~ LE T,

Switch# show interfaces vlan 1 stats

Switching path Pkts In Chars In Pkts Out Chars Out
Processor 1165354 136205310 570800 91731594
Route cache 0 0 0 0
Total 1165354 136205310 570800 91731594

| oL-26671-02-J
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Bl show interfaces

(E)

W OHITIL, show interfaces status =~ KON O—EE2 R LET, TXTOA L F—T A AD
AT —HANFREINET,

Switch# show interfaces status

Port Name Status Vlan Duplex Speed Type

Gi0/1 notconnect 1 auto auto 10/100/1000BaseTX
Gi0/2 notconnect 1 auto auto 10/100/1000BaseTX
Gi0/3 notconnect 1 auto auto 10/100/1000BaseTX
Gi0/4 notconnect 1 auto auto 10/100/1000BaseTX
Gi0/5 notconnect 1 auto auto 10/100/1000BaseTX
Gi0/6 notconnect 1 auto auto 10/100/1000BaseTX

<output truncated>

WOFTiX, 774 X—=F VLAN BRESINTWDLIHEDRED A > ¥ —7 = A AD show interfaces
status =2~ > KO 12 RLET, F—h2%2 774 _X—F VLANKA N K—hE LTHEELTNE
I, R—1r221%, T4~V VLAN20 & &H 41 VLAN 25 ([ZBERM TN E T,

Switch# show interfaces fastethernet0/2 status
Port Name Status Vlan Duplex Speed Type
Fa0/2 connected 20,25 a-full a-100 10/100BaseTX

WOFITIE, A— b3 NTT7A4~_X—hK VLAN HEER|F— & LTEHRESNTWET, ZoHE, 7
74 ~VY VLAN20 Zid =& R~ LET,
Switch# show interfaces fastethernet0/3 status

Port Name Status Vlan Duplex Speed Type
Fa0/3 connected 20 a-full a-100 10/100BaseTX

WO T, show interfaces status err-disabled =~ FOH /1%~ L £, errdisable A7 — F DA
VHE—T 2 ADAT—H AFRLET,
Switch# show interfaces status err-disabled

Port Name Status Reason
Gi0/2 err-disabled dtp-flap

WOFITIL, A— kO show interfaces switchport =~ FOH JZ R LET, & 2-3412, ZOHT
TRREND 74—V ROBFHAERLET,

754 _X— K VLAN F T 2713 R— SR TWARWNWEd, 2hbD7 4 — L NiZEH SN ET A,

Switch# show interfaces gigabitethernet0/1 switchport
Name: Gi0/1

Switchport: Enabled

Administrative Mode: dynamic auto

Operational Mode: static access

Administrative Trunking Encapsulation: negotiate
Operational Trunking Encapsulation: native
Negotiation of Trunking: On

Access Mode VLAN: 1 (default)

Trunking Native Mode VLAN: 1 (default)

Voice VLAN: none

Administrative private-vlan host-association:10 (VLANO010) 502 (VLANO502)
Administrative private-vlan mapping: none
Administrative private-vlan trunk native VLAN: none
Administrative private-vlan trunk encapsulation: dotlg
Administrative private-vlan trunk normal VLANs: none
Administrative private-vlan trunk private VLANs: none
Operational private-vlan: none

Trunking VLANs Enabled: ALL

Pruning VLANs Enabled: 2-1001

Capture Mode Disabled

Catalyst 3560 R4 v F AR F YI7L R
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Capture VLANs Allowed: ALL

Protected: false

Unknown unicast blocked: disabled
Unknown multicast blocked: disabled

Voice VLAN:
Appliance trust:

none (Inactive)

none

show interfaces W

* 2-34 show interfaces switchport ® 7 1+ —)L FDERHA

TJa4—ILF L]

Name A= aERRLET,

Switchport R—=FOEHRAT —HABIOENERAT —H A EEXRLET,

ZOWNOEE. R— MIAAL vy FR—F E—FTT,

Administrative Mode

Operational Mode

FHE—-FBIUOBEE—-FE2RRLET,

Administrative Trunking
Encapsulation

Operational Trunking Encapsulation

Negotiation of Trunking

EHEBIOER Fo b ER, BXOR N T oF
FAYVT—a VN X—TNANEINEFRILET,

Access Mode VLAN

R—hrERETH VLANID 2R - LET,

Trunking Native Mode VLAN
Trunking VLANSs Enabled
Trunking VLANSs Active

AT 4T E—RDOKI7 27D VLANID % —BHR R LET,
7> 27 LOFFA VLAN 2 —RFRLET, T2 Lo
7747 VLAN z—B#RK R LET,

Pruning VLANs Enabled

T—= k7 VLAN & —EFR R LET,

Protected

A B =T 2 A A LETIHRER— F2BA FX—T /L (True) TH
HWEIET 48— (False) THHINEFERLET,

Unknown unicast blocked

Unknown multicast blocked

ARV TF XY XA FBILUOAH a2 =% A~ N T T 1>
IMA LV EBE—T A A ETTuy 7 ERNTNWENE I DNER
R~LET,

Voice VLAN

FH VLAN AA 2—T7 1 To D VLANID #FERrLET,

Administrative private-vlan
host-association

774 _X— K VLAN ;R A b R— FDEH VLAN O 7T V&
T—YarERRLET,

Administrative private-vlan mapping

7Z A _X— k VLAN E=J|/R— F DE#H VLAN O~ v B
TrERRLET,

Operational private-vlan

77 A4 ~_X—k VLAN OBERT —F A& RRFLET,

Appliance trust

IP Phone DT —% /Xy hO¥—E R 7 F X (CoS) RE%
FRLET,

WOHITIE, 7T 4 X— b VLAN EEB]KR— k& LTRE IR — b D show interfaces
switchport =~ > FOM 1% R LET, 714~ Y VLAN20 X, V¥ VU VLAN 25, 30, 35(C

Ty BT EINET,

Switch# show interfaces gigabitethernet0/2 switchport

Name: Gi01/2
Switchport: Enabled
Administrative Mode:
Operational Mode:

Administrative Trunking Encapsulation:

private-vlan promiscuous
private-vlan promiscuous

negotiate

| oL-26671-02-J
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Bl show interfaces

Operational Trunking Encapsulation: native

Negotiation of Trunking: Off

Access Mode VLAN: 1 (default)

Trunking Native Mode VLAN: 1 (default)

Administrative Native VLAN tagging: enabled

Voice VLAN: none

Administrative private-vlan host-association: none
Administrative private-vlan mapping: 20 (VLAN0020) 25 (VLAN0025) 30 (VLANOO030) 35
(VLANOO35)

Administrative private-vlan trunk native VLAN: none
Administrative private-vlan trunk Native VLAN tagging: enabled
Administrative private-vlan trunk encapsulation: dotlg
Administrative private-vlan trunk normal VLANs: none
Administrative private-vlan trunk private VLANs: none
Operational private-vlan:

20 (VLAN0020) 25 (VLAN0O25)

30 (VLAN0O30)

35 (VLAN0O35)

<output truncated>

WOFHITIL, show interfaces switchport backup =~ > KO 1ZRLET,

Switch# show interfaces switchport backup
Switch Backup Interface Pairs:

Active Interface Backup Interface State

Fa0/1 Fa0/2 Active Up/Backup Standby

Fa0/3 Fa0/5 Active Down/Backup Up

Pol Po2 Active Standby/Backup Up

W OFITIE, show interfaces switchport backup =~ KO ZRLET, ZOFITIE, A1 vF
T VLAN 1 ~ 50, 60. 100 ~ 120 B3 E I N TWET,

Switch (config) #interface gigabitEthernet 0/6
Switch (config-if) #switchport backup interface gigabitEthernet 0/8 prefer vlan 60,100-120

MGFDA L Z—T A4 ZARNEB L TWDEE. Gi0/8 7 VLAN 60, 100 ~ 120 D N T 7 1 > 7 ik
L. Gi0/6 2 VLAN 1 ~50 D N T 7 v 7 ok LE T,

Switch#show interfaces switchport backup
Switch Backup Interface Pairs:

Active Interface Backup Interface State

GigabitEthernet0/6 GigabitEthernet0/8 Active Down/Backup Up

Vlans on Interface Gi 0/6: 1-50
Vlans on Interface Gi 0/8: 60, 100-120

Flex Link A >4 —7 = A ANRFZ 735 L (LINK DOWN), DA X —7 A ATELEEINS
VLAN %, Flex Link X7 D7 A v X —T =2 A ABHLET, ZOFITIE, A FX—T AR
Gi0/6 A& 7 LT, Gi0/8 7 Flex Link ~X7 @4 _T®» VLAN Z 5| XX £,

Switch#show interfaces switchport backup
Switch Backup Interface Pairs:

Active Interface Backup Interface State

GigabitEthernet0/6 GigabitEthernet0/8 Active Down/Backup Up

Vlans on Interface Gi 0/6:
Vlans on Interface Gi 0/8: 1-50, 60, 100-120

Catalyst 3560 R4 v F AR F YI7L R
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show interfaces W

Flex Link £ > X —T7 2 A ANRT v AN b e, ZDOA X —T A ATEREIND VLAN 1ZE7T A
VH =T 2 A ATT Ry I EN, Ty LA VI =T 2 A ATTF I —F 47 AT — IR0V E
T, TOHITIE, £ ¥ —T=xAAGiI0/6 NT v Wb E, ZTOL L H—T o ATELEIND
VLAN [ZE7 A Z—7 x4 2 Gi0/8 TTu v 7 &, Gi0/6 THEINET,

Switch#show interfaces switchport backup
Switch Backup Interface Pairs:

Active Interface Backup Interface State

GigabitEthernet0/6 GigabitEthernet0/8 Active Down/Backup Up

Vlans on Interface Gi 0/6: 1-50
Vlans on Interface Gi 0/8: 60, 100-120

W OFHICIL, show interfaces interface-id pruning =~ > ROM A ZE R L E T,

Switch# show interfaces gigibitethernet0/2 pruning
Port Vlans pruned for lack of request by neighbor

WOFITIL, show interfaces interface-id trunk =< FOH N ERLET, R—bD T U X 2 71F

WMOBERINET,

Switch# show interfaces gigabitethernet0/2 trunk

Port Mode Encapsulation Status Native vlan
Gi0/1 auto negotiate trunking 1

Port Vlans allowed on trunk

Gi0/1 1-4094

Port Vlans allowed and active in management domain

Gi0/1 1-4

Port Vlans in spanning tree forwarding state and not pruned
Gi0/1 1-4

W OB TIL, show interfaces interface-id transceiver properties =~ > KO HEZ /R L E T,

Switch# show interfaces gigabitethernet0/2 transceiver properties
Name : Gi0/2

Administrative Speed: auto

Operational Speed: auto

Administrative Duplex: auto

Administrative Power Inline: enable

Operational Duplex: auto

Administrative Auto-MDIX: off

Operational Auto-MDIX: off

WOFITiX, show interfaces interface-id transceiver detail =~ > FOH I Z R L ET,

Switch# show interfaces gigabitethernet0/3 transceiver detail
ITU Channel not available (Wavelength not available),
Transceiver is externally calibrated.

mA:milliamperes, dBm:decibels (milliwatts), N/A:not applicable.
++:high alarm, +:high warning, -:low warning, -- :low alarm.
A2D readouts (if they differ), are reported in parentheses.

The threshold values are uncalibrated.

High Alarm High Warn Low Warn Low Alarm

Temperature Threshold Threshold Threshold Threshold
Port (Celsius) (Celsius) (Celsius) (Celsius) (Celsius)
Gi0/3 41.5 110.0 103.0 -8.0 -12.0

Catalyst 3560 R4 v F a2 F YI7L VR
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Bl show interfaces

High Alarm High Warn Low Warn Low Alarm

Voltage Threshold Threshold Threshold Threshold
Port (Volts) (Volts) (Volts) (Volts) (Volts)
Gi0/3 3.20 4.00 3.70 3.00 2.95
High Alarm High Warn Low Warn Low Alarm
Current Threshold Threshold Threshold Threshold
Port (milliamperes) (mA) (mA) (mA) (mA)
Gi0/3 31.0 84.0 70.0 4.0 2.0
Optical High Alarm High Warn Low Warn Low Alarm

Transmit Power Threshold Threshold Threshold Threshold
Port (dBm) (dBm) (dBm) (dBm) (dBm)
Gi0/3 -0.0 ( -0.0) -0.0 -0.0 -0.0 -0.0

Optical High Alarm High Warn Low Warn Low Alarm

Receive Power Threshold Threshold Threshold Threshold
Port (dBm) (dBm) (dBm) (dBm) (dBm)
Gi0/3 N/A  ( -0.0) -- -0.0 -0.0 -0.0 -0.0

WOHFITiX. show interfaces tengigabitethernet interface-id transceiver detail =~ > NOH 1 ZR L

iﬁ—o

Switch# show interfaces tengigabitethernetl/0/1 transceiver detail
Transceiver monitoring is disabled for all interfaces.

ITU Channel not available (Wavelength not available),
Transceiver is internally calibrated.

mA: milliamperes, dBm: decibels (milliwatts), NA or N/A: not applicable.
++ : high alarm, + high warning, - low warning, -- low alarm.
A2D readouts (if they differ), are reported in parentheses.
The threshold values are calibrated.

High Alarm High Warn Low Warn Low Alarm

Temperature Threshold Threshold Threshold Threshold

Port (Celsius) (Celsius) (Celsius) (Celsius) (Celsius)
Tel/0/1 26.8 70.0 60.0 5.0 0.0

High Alarm High Warn Low Warn Low Alarm

Voltage Threshold Threshold Threshold Threshold

Port (Volts) (Volts) (Volts) (Volts) (Volts)

Tel/0/1 3.15 3.63 3.63 2.97 2.97

High Alarm High Warn Low Warn Low Alarm

Current Threshold Threshold Threshold Threshold

Port (milliamperes) (mA) (mA) (mA) (mA)

Tel/0/1 5.0 16.3 15.3 3.9 3.2

Optical High Alarm High Warn Low Warn Low Alarm

Transmit Power Threshold Threshold Threshold Threshold
Port (dBm) (dBm) (dBm) (dBm) (dBm)

Tel/0/1 -1.9 1.0 0.5 -8.2 -8.5

Optical High Alarm High Warn Low Warn Low Alarm

Receive Power Threshold Threshold Threshold Threshold

Port (dBm) (dBm) (dBm) (dBm) (dBm)

Tel/0/1 -1.4 1.0 0.5 -14.1 -15.0

Jl Catalyst 3560 R4 vF Iv Y F YI7L2R
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show interfaces W

W OFITIL, show interfaces tengigabitethernet interface-id transceiver properties =~ > NOH /1 %
RLET,

Switch# show interfaces tengigabitethernetl/0/1 transceiver properties
Transceiver monitoring is disabled for all interfaces.

ITU Channel not available (Wavelength not available),
Transceiver is internally calibrated.
Name : Tel/0/1

Administrative Speed: 10000
Administrative Duplex: full
Administrative Auto-MDIX: on
Administrative Power Inline: N/A
Operational Speed: 10000

Operational Duplex: full

Operational Auto-MDIX: off

Media Type: 10GBase-LR

avwyk HTL:]

switchport access RebEABT 47 TIVRAR—bERREAFTIvI T LR
A—RELTHRELET,

switchport block A H—T 2 A A ELTCARPARI=F ¥ A LTIV TFr A b7

T4 Ty LET,
switchport backup interface HE NNy 7 7 v 752 BUT AL A ¥ 2 A X —T 2 ZADXXT ThHH
Flex Link 28 E L £,

switchport mode A—=HrDVLAN A RX"—v v 7 = RERTELET,

switchport mode R—hr%7Z7A4_X—K VLAN OF A b R— N EFEERAR— b &

private-vlan LTHRELET,

switchport private-vlan BRARN R—=bIDTFA4 =K VLAN OF7 YV x—ray, ik
ERIR— DT T4 =K VLAN O~ v B T EEFZLET,

switchport protected FCAL » FOMDBEEINTAR—ENOBLA Y2 D2=F ¥ A I,
YNNFHFY AN BIOTR—RXY 2N NI T4 v 7 EGBELE
D

switchport trunk pruning NI o%r 7 B—RKOKR— D VLAN 7V —=V kg U X b %3%
ELET,

| oL-26671-02-J
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Bl show interfaces counters

show interfaces counters

AA T ETIIHEDA X —T =2 ADKEFEA U v X 2FKrxT HIZiE. show interfaces counters %F
Me EXEC o=y R&EEALET,

show interfaces [interface-id | vlan vian-id] counters [errors | etherchannel | protocol status |
trunk]

WX DA

interface-id EE) WA v X —T A4 AD 1D T9,

errors EE) =9— o 2R LET,
etherchannel UEE) ExEENA 7Ty b, 7r—FX¥x XA s XFry b, v FFxy
AR NRTFy b, BEXPa2=%% X T v L EtherChannel 7 7 > %
ERRALET,
protocol status (EE) AV H =T 2 A ATAF—T NI R5>TNDE T hIALDAT—H
AERRLET,
trunk UEE) bov 7 o BERRLET,
avwY kR E—F ¥#E EXEC
avwy FERE )y—=x TFEANE
12.1(19)EA1 oAy RABMENE L,
12.2(25)SE etherchannel % — 7 — Fi5 X OF protocol status ¥ — 7 — RGBS vE L

BEREDHA K51
~

(E)

il

7=, broadcast. multicast., 35 X U unicast ¥— UV — FQRHIRINE LT,

F—U—KREADLZWEEIE, TXTOAS X =T 2 ADTXTOI T ERFRRINET,

vlan vign-id ¥—7V— RFiZ, a2 K740 D~NLVT 2 MY U ITIEEREINETN, YR—FShT
WEH A,

WROFITIL, show interfaces counters =~ > RO IO —HERLET, A v T DOTXTOAIT v
ANRRRINET,

Switch# show interfaces counters

Port InOctets InUcastPkts InMcastPkts InBcastPkts

Gi0/1 0 0 0 0

Gi0/2 0 0 0 0

<output truncated>

WROFITIE, T_XRTDA » Z—7 = A AT 2 show interfaces counters protocol status =~ > KD
Hho—fzrL£7,

Switch# show interfaces counters protocol status
Protocols allocated:

Vlanl: Other, IP

V1an20: Other, IP, ARP

Vlan30: Other, IP, ARP

Jl Catalyst 3560 R4 vF Iv Y F YI7L2R

OL-26671-02-J |



| 552% Catalyst 3560 & & U 3560-C X4 v F CiscolOS a<wv K
show interfaces counters W

Vlan40: Other, IP, ARP

Vlan50: Other, IP, ARP

Vlan60: Other, IP, ARP

Vlan70: Other, IP, ARP

Vlan80: Other, IP, ARP

V1an90: Other, IP, ARP

V1an900: Other, IP, ARP

V1an3000: Other, IP

V1an3500: Other, IP

FastEthernet0/1: Other, IP, ARP, CDP
FastEthernet0/2: Other, IP

FastEthernet0/3: Other, IP

FastEthernet(0/4: Other, IP

FastEthernet0/5: Other, IP

FastEthernet0/6: Other, IP

FastEthernet(0/7: Other, IP

FastEthernet0/8: Other, IP

FastEthernet0/9: Other, IP

FastEthernet0/10: Other, IP, CDP
<output truncated>
OB TIiL, show interfaces counters trunk =~ > FOH I EZ R LET, T _XTHA L FX—T = A R
DRTvy HY LI RERENET,

Switch# show interfaces counters trunk

Port TrunkFramesTx TrunkFramesRx WrongEncap
Gi0/1 0 0 0
Gi0/2 0 0 0
Gi0/3 80678 4155 0
Gi0/4 82320 126 0
Gi0/5 0 0 0
<output truncated>

BEaI<TUF avwy kR H7LT

show interfaces

BIMOA v E—T 2 A4 ZADEMEEFR T LET,
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W show inventory

show inventory

/~— R =7 ® Product Identification (PID; 55l fHHAFK R+ 52X, show inventory =~ >
K% EXEC £— RCHEALET,

show inventory [entity-name | raw]

XX DA entity-name (ER) HBEEShl= T4 71 &R R LET, 72L& x1E. Small
Form-Factor Pluggable (SFP) €Y a— DA VA M=AbA v
4 —7 x A A (gigabitethernet0/1 72 &) AN LET,
raw UEE) AL ADTRTDOZ T 4T 4 2FRLET,
avY kK E—F o —4 EXEC
¥t EXEC
avy FERE yy—=x EERE

HHEDHA FS51Y

3l

12.2(25)SEC

Zoavwry RRBMESNELE,

O RCERILFENFEREINENET, 5IHEN WS, show inventory =~ > R38R
HREROT X COFBANFRRRT LT AT A DAL NRNT N F T EARLET, a7 b XU

I, =T 4T 4 DY
Device Indicator (UDI)

(Zmy FID), =T 47 4 OFHH BROZLDOT T 47 ¢ ® Unique
(PID, VID. £ XW'SN) BFERINET,

PID 272551, show inventory =~ > FZ AN L THH NIRRT INERE A,

WOFITIE, show inventory =~ > RO &R LET,

Switch# show inventory

NAME: "1", DESCR: "WS-C3560G-48PS"

PID: WS-C3560G-48PS-S

, VID: 01 , SN: FOC0916UOBT

Catalyst 3560 R4 v F AR F YI7L R
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show ip arp inspection W

show ip arp inspection

FAFIv 7 T RUVARIRZ v ha)b (ARP) A VAT v a VOBREBIOEEAT— K, HDHW
X9 _CD VLAN £ E SNz A v ¥ —7 = A AL VLAN IZKT 5 ZOBIED AT — & A% FKoR
95121, show ip arp inspection F## EXEC =~ R&fHEH L £,

show ip arp inspection [interfaces [interface-id] | log | statistics [vlan vian-range] | vlan

vlan-range]

B DEE

™.

H
I

™.

avy

interfaces [interface-id]

UEE) fBESNTA v F—T 2 A ZAETIFT_RTOAL v X —T = A
Z D ARP 7 v FOEEREL L L — MR ZFRRLET, A%
AV HE—=T oA AT, WHAR— MR =K FyrrAnEaEnE
7,

log

(EE) Y4TI9 7 ARPA VAT aryud Ny T77OHRTEE
NEERRLET,

statistics [vlan vian-range]

(EE) /€ &7z VLAN OBREFE /7 v by e v 7HEHRS

7 b, MAC BEFICER L7237 v b, TP MERICRR L= 37 v
M 77%A 2> be— UAK (ACL) IZE-> THABLIOES
SNy b, DHCP IZ L » THAB LY EG E N X7y bD
MEtEmAaF R LET, VLAN MR E STV ARWEA, £72134#
BHOMEE SN TWAEHEIR, #4FI v 7 ARPA VART v g R
AX—=TNCENT (7277 47) VLAN 25 ofE#R =R R L £,
VLAN ID &5 Tl &niz 1 oD VLAN, ThENE A 7T
X)-7- VLAN #iff. £7-13 0 v~ T -7-—#D VLAN &5
ETEET, IBETEAHFFAIL 1 ~ 4094 TT,

vlan vian-range

ER) HEINTZVLAN DX A FI v 7 ARPA VAT 3D
REBLOEERAT— F2F R LET, VLAN BEEESL TV AN
LA, FREHENMEEINTWDEEE, #4171y 7 ARP A~
ARG g N F—=T NV ENTz (7277 +47) VLAN 721 D1
WEFRLET,

VLAN ID &5 Tkl E7= 1 o ® VLAN, #hFnz A4 7T
X4H]-7 VLAN &, F7-13h >~ TR -7 —#HD VLAN %5
ETEXET, IBETXDHHMAIL 1 ~ 4094 T,

¥HE EXEC

avy FEE

U

Jyy—2

12.2(20)SE

Zoawy RPEBMENE L,

12.2(37)SE

WAL T =7 a X JERNGEND L O ICERSE LT,

WOBFITIL, show ip arp inspection =~ > RO &R L E T,

Switch# show ip arp inspection

Source Mac Validation
Destination Mac Validation :
IP Address Validation

: Disabled

Disabled

: Enabled

| oL-26671-02-J
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Il show ip arp inspection

Vlan Configuration Operation ACL Match Static ACL

1 Enabled Active  deny-all o

Vlan ACL Logging DHCP Logging Probe Logging

1 Aclmaten Al Permit

Vlan Forwarded Dropped DHCP Drops ACL Drops

T 0 T S

Vlan DHCP Permits ACL Permits Probe Permits Source MAC Failures

T o o o

Vlan Dest MAC Failures IP Validation Failures Invalid Protocol Data

T oo

W OFTix, show ip arp inspection interfaces =~ > KOH N Z /R L E7,

Switch# show ip arp inspection interfaces

Interface Trust State
Gi0/1 Untrusted
Gi0/2 Untrusted
Gi0/3 Untrusted

Rate (pps) Burst Interval
15 1
15 1
15 1

W OHFITiX, show ip arp inspection interfaces interface-id =2~ FOM N Z R LE T,

Switch# show ip arp inspection interfaces gigabitethernet0/1

Trust State

Untrusted

Interface

Rate (pps) Burst Interval

W OBFITIL, show ip arp inspection log =~ > RO NERLET, Ny T77B7 VT EINIHIOR

T Ry 77 ONEFEEERRLET,

Switch# show ip arp inspection log

Total Log Buffer Size 32
Syslog rate 10 entries per 300 s
Interface Vlan Sender MAC
Gi0/1 5 0003.0000.d673
Mon Mar 1 1993

Gi0/1 5 0001.0000.d774
Mon Mar 1 1993

Gi0/1 5 0001.c940.1111
Mon Mar 1 1993

Gi0/1 5 0001.c940.1112
Mon Mar 1 1993

Gi0/1 5 0001.c940.1114
Mon Mar 1 1993

Gi0/1 5 0001.c940.1115
Mon Mar 1 1993

Gi0/1 5 0001.c940.1116
Mon Mar 1 1993

econds.

Sender IP Num Pkts Reason Time
192.2.10.4 5 DHCP Deny  19:39:01 UTC
128.1.9.25 6 DHCP Deny 19:39:02 UTC
10.10.10.1 7 DHCP Deny 19:39:03 UTC
10.10.10.2 8 DHCP Deny 19:39:04 UTC
173.1.1.1 10 DHCP Deny 19:39:06 UTC
173.1.1.2 11 DHCP Deny 19:39:07 UTC
173.1.1.3 12 DHCP Deny 19:39:08 UTC

B Ny Ty TA=R=7u=p3ELERRE, 1 20us Ay EBEul Ny 77 NIIE SR

Mol Z & &EW L, show ip arp inspection log 57 EXEC =~ RIZ L A H M

E/
2

EZTET,

Ry MEEB KOO T XTOTF =2 OROVIZ - RERINET, 2oz FUITx LT,
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show ip arp inspection W

ZOMOFFFERIIFTRSINERA, HAOCZOZ U NUBRERRINDIGEIL, v F Ny 770z
kU & #2970, ip arp inspection log-buffer 70— N\l 207 4 F ol —vay avwr RTr¥
YT L= R LET,

WoHITIL, show ip arp inspection statistics =~ > RO E R LET, ¥4Iy 27 ARP A R
NIV a TR TR SN _RTOT 77 7 VLAN O3 7 v b OftiHEREF£r LET,

Switch# show ip arp inspection statistics

Vlan Forwarded Dropped DHCP Drops ACL Drops
5 3 4618 4605 4
2000 0 0 0 0

ACL Permits

Vlan DHCP Permits

5 0 12 0
2000 0 0 0

Vlan Dest MAC Failures IP Validation Failures

5 0 9
2000 0 0

show ip arp inspection statistics =~ > R Tl&, A4 v FIXMEBEINTZF AT I v 27 ARP 1 AXY
g v R— kLo ARP ZRB L WIRE AT v NORIEFH ATy MEENESEES, AA v F
X, BIEIC MAC, %654t MAC., £ IP KGETF = v Z Ik o THESNZE& 37 v b ACL £7-1%
DHCP #F Al &3 v N RIS W, @ R e iEins £ 4,

W& DFITiL, show ip arp inspection statistics vian 5 =~> KOH 2R L ET, #1457 ARP
WL > TABEE 72 VLAN S O X7y NOREHEHREERLET,

Switch# show ip arp inspection statistics vlan 5
Vlan Forwarded Dropped DHCP Drops

ACL Drops

ACL Permits Source MAC Failures

Vlan DHCP Permits

Vlan Dest MAC Failures IP Validation Failures Invalid Protocol Data

W DOBFITIL, show ip arp inspection vlan 5 =~ > KO JZ R LET, VLANS DX A+ 7 ARP
A VAR g VOREBIOCHERAT — b 2RI LET,

Switch# show ip arp inspection vlan 5

Source Mac Validation :Enabled

Destination Mac Validation :Enabled

IP Address Validation :Enabled

Vlan Configuration Operation ACL Match Static ACL
5 Enabled Active second No

Vlan ACL Logging DHCP Logging
5 Acl-Match All
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Il show ip arp inspection

EREaTU K avw vk B2

arp access-list ARP ACL Z#E&#LET,

clear ip arp inspection log AAFI v T ARPA VAT aral Ny 7727 U7 L
e

clear ip arp inspection statistics A FI v 27 ARP A VAU v a O EREZ 27V 7 LE
R

ip arp inspection log-buffer BAF I ARPA VAR gy uXo s RNy 77 eiiE
LET,

ip arp inspection vlan logging VLAN BALCEREET ATy NOX A FEHIBE L ET,

show arp access-list ARP 7 7R VA MIBETHFFEMERTLET,

Catalyst 3560 R4 v F AR F YI7L R
m‘ OL-26671-02-J |



| ¥2% Catalyst 3560 & & U 3560-C X4 v F Cisco I0S a7 F

show ip dhcp snooping

show ip dhcp snooping

DHCP A X — V> 7 EXF/rT %5 I21%. show ip dhep snooping =~ > K% EXEC £— KT L
7.

show ip dhcp snooping

X DEREA Zoavy R, 5IBERITF—T—RIEIH Y FH A,
avY kR E—F = —4 EXEC
e EXEC
avy FERE yy—= EENRE
12.1(19)EA1 Zoavwy RPMEMEShE L,
12.2(25)SEE Ira— BT E T a VRERRTRT DD, avy RN EH S
F L7z,

BRLDHS 31V ToavwyRE, Fa—n\ L ar 7 4 Xal—arDRERFTERTLET, LERST, 20O
TiE, ARV IR —Fy FID AICREEINTWEEEDL, =y N ID V747V 3 0T
vlan-mod-port ®7 7 4 )V MEX TR REINET,

il WOHITIE, show ip dhep snooping =2~ > RO ERLET,

Switch# show ip dhcp snooping
Switch DHCP snooping is enabled
DHCP snooping is configured on following VLANs:
40-42
Insertion of option 82 is enabled
circuit-id format: vlan-mod-port
remote-id format: string
Option 82 on untrusted port is allowed
Verification of hwaddr field is enabled

Interface Trusted Rate limit (pps)

GigabitEthernet0/1 yes unlimited

GigabitEthernet0/2 yes unlimited
BEEa<T R avwyk ELE

show ip dhcp snooping binding  DHCP AX—Vv L7 XA U F 4 v 7 EREE R LET,

Catalyst 3560 R4 v F a2 F YI7L VR
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M show ip dhcp snooping binding

show ip dhcp snooping binding

AL v F LIZHLHTRTOA v H =T 2 A ADDHCP AX—VE LT NA VT 47 FT—=H_XR—ALH
EHE#®%Z F T 5121%. show ip dhep snooping binding =~ > K% EXEC £— FCHEHALE T,

show ip dhep snooping binding [ip-address] [mac-address] [interface interface-id] [vlan vian-id|

BX DA ip-address EE) AT 47 = b IPT FLAZEELET,
mac-address LE) "M F 47 = b MACT RL2ZiELET,
interface interface-id ~ ({ti) A VT 4 VI ANA v E—T =4 AZfRELET,
vlan vian-id UEE) "M vF 47 = Y VLAN 2f&E L £7,

aAvUF E—F = —+# EXEC
¥k EXEC

avy FERE Jy1y—=x EERA
12.1(19)EA1 Zoawry RABMERELE,
12.2(20)SE dynamic 5 X O static ¥ — U — R2HIBR S E Lz,

HHEDHA K51y

3l

show ip dhcp snooping binding =~ > RO L, # A F I v 7 ICRESNIEAA T4 T ET %
KRLET, DHCP AX—VE U I NA T 4 T T—=FRXR=ANDHA T IV I BLORZT 4 v
ICRRESNIAAL U F 4 7 %F7RT 5I21%. show ip source binding 5 EXEC =~ P& L
F9,

DHCP AX— VYV 7R R—T N TA L H—T =2 ARL T AT — MIERSNIGE, BHIOICH
ESNTZANA T 4 T IRHIBREREE AL

ROBITIZ, AA vFDDHCP AR =T AT 47 2 M) 2RKR-T D HiEERLET,
Switch# show ip dhcp snooping binding

MacAddress IpAddress Lease (sec) Type VLAN Interface
01:02:03:04:05:06 10.1.2.150 9837 dhcp-snooping 20 GigabitEthernet0/1
00:D0:B7:1B:35:DE 10.1.2.151 237 dhcp-snooping 20 GigabitEthernet0/2

Total number of bindings: 2

WOFITIE, BHEDIP 7 FLAD DHCP AX—VE LT NAUF o7 2y M) 2FpET R HESTR
LE9,

Switch# show ip dhcp snooping binding 10.1.2.150

MacAddress IpAddress Lease (sec) Type VLAN Interface
01:02:03:04:05:06 10.1.2.150 9810 dhcp-snooping 20 GigabitEthernet0/1
Total number of bindings: 1

Catalyst 3560 R4 v F AR F YI7L R
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show ip dhcp snooping binding

WOFITIE, BED MAC 7 RLAD DHCP AX—VY oV XA vF 4o = N 2F T 5 HES

R~LET,

Switch# show ip dhcp snooping binding 0102.0304.0506

MacAddress IpAddress Lease (sec) Type VLAN Interface
01:02:03:04:05:06 10.1.2.150 9788 dhcp-snooping 20 GigabitEthernet0/2

Total number of bindings: 1

OB TIEX, K—rD DHCP AX—E 7 AT v T 2o b)) 2FRkT 5 5EE2RLET,

Switch# show ip dhcp snooping binding interface gigabitethernet0/2
MacAddress IpAddress Lease (sec) Type VLAN Interface

00:30:94:C2:EF:35 10.1.2.151 290 dhcp-snooping 20 GigabitEthernet0/2
Total number of bindings: 1

WOFHITIE, VLAN20 ® DHCP AX—V 7 XA T 407 2 b)) 2FRTDHHFEEZRLET,

Switch# show ip dhcp snooping binding vlan 20

MacAddress IpAddress Lease (sec) Type VLAN Interface
01:02:03:04:05:06 10.1.2.150 9747 dhcp-snooping 20 GigabitEthernet0/1
00:00:00:00:00:02 10.1.2.151 65 dhcp-snooping 20 GigabitEthernet0/2

Total number of bindings: 2

# 2-351Z, show ip dhep snooping binding =~ > N D7 4 —L FOBHERLET,

% 2-35 show ip dhcp snooping binding 3> FOH H#ER

Z4—ILF Bid

MacAddress JIAT Y N—RFRoxzT7DMACT FL A

IpAddress DHCP #— " bE 0 4 CTonies 74T NPT KL A
Lease(sec) IP 7 RLRICKT 550 DY — ARfH

Type NAT AT ZAT

VLAN II73A4T N A E—T x4 XD VLAN F 75

Interface DHCP 7 547 b BRA MR INDA L F—T =4 X

Total number of bindings ZA S FITREINAEA T 4 7

GE) < FHEATIE, AfEAA T o v TBERERESRRW D L
HLHVET, e zIE 200 314 T 4 VT INAA v FITHIE S
NTTRTONRAL T 4 VI PERSNDENCERREEILSE
EE. AHBEREFSRERA,

BEaI<TUF avwyk BiEA
ip dhcp snooping binding DHCP AX—V U T N T 4 v T T—=HR—A%RELE
R
show ip dhcp snooping DHCP AX—VY v V& EETR R LET,

Catalyst 3560 R4 v F a2 F YI7L VR
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Bl show ip dhcp snooping database

show ip dhcp snooping database

DHCP AX—bE L7 RA U F 4T F—=AR_R—=Z 2= 2 FDRAT — X XA & Fort 5I21E, show
ip dhcp snooping database =~ > K4 EXEC E— RCTEH L £,

show ip dhcp snooping database [detail]

WX DA detail (L) MR AT — 2 A LEREHERE R R L E T
avv K E—F o —#% EXEC
F5HE EXEC
avy FEE yy—= EEANE
12.2(20)SE Zoawry RRBMEhE L,
i K OFITIL, show ip dhep snooping database =~ > RO &R L £,

Switch# show ip dhcp snooping database

Agent URL
Write delay Timer

300 seconds

Abort Timer : 300 seconds

Agent Running : No

Delay Timer Expiry :
Abort Timer Expiry :

Last Succeded Time
Last Failed Time
Last Failed Reason

Total Attempts

Successful Transfers

Successful Reads
Successful Writes
Media Failures

W OFTiX, show ip dhep snooping database detail =~ > FOHE T ERLET,

Not Running
Not Running

: None

: None

No failure recorded.

Startup Failures
Failed Transfers
Failed Reads
Failed Writes

o O O O O

Switch# show ip dhcp snooping database detail
Agent URL : tftp://10.1.1.1/directory/file

Write delay Timer

300 seconds

Abort Timer : 300 seconds

Agent Running : No

Delay Timer Expiry :
Abort Timer Expiry :

Last Succeded Time
Last Failed Time
Last Failed Reason

Total Attempts

Successful Transfers

Successful Reads
Successful Writes

7 (00:00:07)
Not Running

None
17:14:25 UTC Sat Jul 7 2001
Unable to access URL.

Startup Failures
Failed Transfers
Failed Reads
Failed Writes

o O O

o O O O

21

21
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show ip dhcp snooping database WM

Media Failures : 0
First successful access: Read

Last ignored bindings counters

Binding Collisions : 0 Expired leases : 0
Invalid interfaces : 0 Unsupported vlans : 0
Parse failures : 0

Last Ignored Time : None

Total ignored bindings counters:

Binding Collisions : 0 Expired leases : 0
Invalid interfaces : 0 Unsupported vlans : 0
Parse failures : 0
BEaTUF avvFk B
ip dhcp snooping VLAN ETDHCP AX—VE > 7% A X—T M LET,
ip dhcp snooping database DHCP AX—VY L T XA T 4 T—=H X=X T—V
NERIEIANA T AT T7ANVERELET,
show ip dhcp snooping DHCP A X —v U /AR~ LET,

Catalyst 3560 R4 v F a2 F YI7L VR
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Il show ip dhcp snooping statistics

show ip dhcp snooping statistics

DHCP A X — v VfEdHE®R & b~ U — B E 72 I3FEME TR 2 121E, show ip dhep snooping
statistics =¥ N4 EXEC E— RCEH L £,

show ip dhcp snooping statistics [detail]

WX DA detail (EE) FEM7ZRmatE®aeF£r LET,
avv K E—F = — EXEC
F5HE EXEC
avy FEE )= EERE
12.2(37)SE Zoavr RRBEMEhE LK,
il WOBITIL, show ip dhep snooping statisties =~ > FOHAERLET,
Switch# show ip dhcp snooping statistics
Packets Forwarded =0
Packets Dropped =0
Packets Dropped From untrusted ports =0

K DOHITIL, show ip dhep snooping statistics detail =~ > FOH 1 ER L E T,

Switch# show ip dhcp snooping statistics detail

Packets Processed by DHCP Snooping =

Packets Dropped Because
IDB not known =
Queue full =
Interface is in errdisabled =
Rate limit exceeded =
Received on untrusted ports =
Nonzero giaddr =
Source mac not equal to chaddr =
Binding mismatch =
Insertion of opt82 fail =
Interface Down =
Unknown output interface =
Reply output port equal to input port =
Packet denied by platform =

o

O O O O O O OO o o o o o

% 2-36 12, DHCP AX—E V7V HFHERB L OZOFBER L ET,

%= 2-36 DHCP X X—F v/ #aH&#R

DHCP X X—E v/ #atEM B
Packets Processed by DHCP Snooping |#z S =7y hBLO ey 7&nkE 4 vy 45T, DHCP A X—t'
T Lo TREBI NIy b DOAEFHE

Packets Dropped Because IDB not N7y NOATA B2 —T 2 A4 ZAZHW TRV T —DHK,
known

Catalyst 3560 R4 v F AR F YI7L R
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& 2-36

show ip dhcp snooping statistics W

DHCP AX—E YV #@iH&R )

DHCP X X—E v 5 #kstiEH

B8

Queue full

2Ry BOWFRIZHEA S ANEF 2 =Nl Th i 7 —0%k, FEFITHE N
L—hFCTDHCP X7y hEZIEL, ANFR—FTL— FMRXA X—T W7o
TWRWIEE, 2O T —NRAETHIZ NG £,

Interface is in errdisabled

errdisable & L C~—72 SNER— N Ty NESELERR, —ARKETS
FHEMEDS & B DIX, A— F 23 errdisable 27— N TH BHEIT /37 » M ALER
Xa—lZAD, ZOY v MR TRESWBHATT,

Rate limit exceeded

R—=FCTREINTWVWDL— MIRZ#BE X T, 4 ¥ —7 = A A} errdisable A
7 — MZ 7o 72814,

Received on untrusted ports

i T& 72\WAR— T DHCP #—N X/ v | (OFFER. ACK. NAK.
LEASEQUERY ®oW 9 hay) %5 L C Ka v 7 L7z,

Nonzero giaddr

FETERVWA—FTZELZDHCP X7y DY b—x2—T = b 7T R X
74—/ K (giaddr) ¥ wlis72 57284, %721 no ip dhcp snooping
information option allow-untrusted 7 2 —/ 3L 27 4 ¥ a2l —Tay avy
FERELTHELT, BERTERVWAR—-FTRELEAT Y MZA T T3 82
T =2 BREEN TR

Source mac not equal to chaddr

DHCP %7 > s®D 27 547> h MAC 7 FL A 70—/ R (chaddr) 2337 > K
DEFETL MAC 7 R LA & —%+ 3", ip dhep snooping verify mac-address 2
O—N)L a7 4 Falb—ay avy RRRESIN TV S EEL

Binding mismatch

MAC 7 FL 2 & VLAN OXRT DA T 4 o Do T0DAR— M EITRAR D
A— FT. RELEASE %% v %7212 DECLINE /X% v N 2ZE LR, —h
. EPBAED I FA T b2 AT =T 47 LEIELTWAARESENDH D
CLEERLETR, 2747V EBAAL v T ORIOKR— MIEE) LT RELEASE
F7/IEZ DECLINE #5E/T L7225 RKTZEHHVET, MAC T RLRE, A —
Py b~ F—Dk{Ew MAC 7 KL A Tix7e <. DHCP ¥/ v k® chaddr
T4— R RRASNET,

Insertion of opt82 fail

Ry b~DE Ty ay QAN T —Zhhozndk, £7ar 825 —4%
GteRTry ML VA —Fy NOE—WYE Ay hOV A X B2 I-5E. A
T T =22 ENnHY FT,

Interface Down

Nry hIADHCP Y L— =—V 2V F~DIRETHLN, VL — =T FOD
SVIA v H =Tz A ANRF T LTWAER, DHCP ¥ —"~D7 J A7 3
ROEE EISBEDOZEDOMTSVINF U LIEGAICHAET AT — TR,
HoTIZRAELER A,

Unknown output interface

F7varv 8 T —HFLIIMACT KLA T—=TNONy 7T v 7 ONT )
T, DHCP &7y bDOHFIA v 2 —T = A Z&HWFCE o a4k, X
vy hMikny7rEhEd, A7var 2 MRS TELY., 7747 b
MAC 7 R ARHIRYIIIC e o T2 /IR AETHZERHVET, F—bEFxa
VFr 4 72 arTIPSG A X—TNLTHY, 73 820N AFR—T LT
WA, 24T PO MAC 7 FLRATFEHENT, &7y Ml y 7
InET,

Reply output port equal to input port

DHCP [S& ATy hOWMAR—=FBRANR—FEFELTHY, V—TFOREMED
JRR L 7potzm, Ry PU—27 OFREDFRD | E7IFR— FOEHREDRM
DAEEMEZ R LET,

Packet denied by platform

TSy h 7+ —LBEAEDOL YA RNVICL Ty FER S =BG

| oL-26671-02-J
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Il show ip dhcp snooping statistics

EREaTU K =l B

clear ip dhcp snooping DHCP AX—V U I NA VT f T FT—=ERXR=RA 7K
DHCP AX =V > 7 NA T 4 T =HN— A T =Tz
NERHEHR A 7 % DHCP A X — &' v Z#atEm o 7 v & %

7V 7 LET,
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show ip igmp profile W

show ip igmp profile

BRE S N7 T TP Internet Group Management Protocol (IGMP; 4 > % —% v b Z )V —7& 871 k
an) TaTZyr A, FRFREENT IGMP a7 7 A V& KRT HIZE, show ip igmp profile 45
Me EXEC a~> FEHEHLET,

show ip igmp profile [profile number]

BX D profile number (EE) 732 IGMP 7' 7 7 A V3 &, $5ETE 2T 1 ~ 4294967295
TY. TR7 7 ANNESPRANSINTORWESE, TXCTOIGMP 717 7 A )L
NERSNET,

avYU kK E—F K5 EXEC

avy FEE yy—=x EERE
12.1(19)EA1 Zoavr RRBEMEhE LK,

i WROFITIE, o7 7 ANEZEBE LTZSGAE L HEE LRWIEE D show ip igmp profile £+ EXEC
A FOWAZERLET, TR 7 7 A NVEEZHRANTIHTORVEGE, RICITIAAS v F ETRES
nNiEd_RCcora7r A AREENET,

Switch# show ip igmp profile 40
IGMP Profile 40

permit

range 233.1.1.1 233.255.255.255
Switch# show ip igmp profile
IGMP Profile 3

range 230.9.9.0 230.9.9.0
IGMP Profile 4

permit

range 229.9.9.0 229.255.255.255

BEa<Y R avwvFk B
ip igmp profile HEENIZIGMP 7r 7 7 A VEFEZHELET,

| oL-26671-02-J

Catalyst 3560 R/ vF avF Y272 1



¥ 2% Catalyst 3560 & & Uf 3560-C X1 v F Ciscol0OS av v F |

M show ip igmp snooping

show ip igmp snooping

A A v FE721% VLAN @ Internet Group Management Protocol (IGMP; o > % —x > § 7L —7 &8
7'a han) AX—V U IREEZERTT HIZIL. show ip igmp snooping =~ F% EXEC £— KT
BHLET,

show ip igmp snooping [groups | mrouter | querier] [vlan vian-id]

EX DA groups (f£7) show ip igmp snooping groups =~ > FE BB L T &,
mrouter (%) show ip igmp snooping mrouter =~ > FZ &ML T 7ZE 0,
querier (f) show ip igmp snooping querier =~ > REZSZML T &0,
vlan vian-id (L) VLAN ZigdE LE¥, #PHIE 1~ 1001 3 LT 1006 ~ 4094 T (4%
# EXEC £— FOLA T AHE),
avv kK E—F 2 —4 EXEC
FitE EXEC
avwy FERE Jyy—=x EEANR
12.1(19)EAL Zoa<wry RRNBMENRE L,
12.2(20)SE groups ¥ —7 — RGBS E L7z, show ip igmp snooping multicast =

HEREDHA K51

3l

<Y RH 5 show ip igmp snooping groups =~ RIZ&b D F L7,

AA v FFEFLIIHED VLAN DAX—E VT ORELERRTHOIZZ D~y RaEEHALET,

VLANID 1002 ~ 1005 1X, b—27 > U 7B LT FDDI VLAN IZ PR S/ TWT, IGMP A X —E
JTIREATEEEA,

WOFITIL, show ip igmp snooping vlan 1 =~ > FOH AR LET, 22 T, $ED VLAN ©
ARX =B TR RN L ET,

Switch# show ip igmp snooping vlan 1
Global IGMP Snooping configuration:

IGMP snooping :Enabled

IGMPv3 snooping (minimal) :Enabled

Report suppression :Enabled

TCN solicit query :Disabled

TCN flood query count 12

Last member query interval : 100

Vlan 1

IGMP snooping :Enabled
Immediate leave :Disabled
Multicast router learning mode :pim-dvmrp
Source only learning age timer :10

CGMP interoperability mode : IGMP_ONLY
Last member query interval : 100
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show ip igmp snooping M

WOFITIL, show ip igmp snooping =~ > FOMHZRLES, T TlE, AA vF LD VLAN

RTDAX =V IR ER R LET,
Switch# show ip igmp snooping

Global IGMP Snooping configuration:

IGMP snooping : Enabled
IGMPv3 snooping (minimal) : Enabled
Report suppression : Enabled
TCN solicit query : Disabled
TCN flood query count H
Last member query interval : 100
Vlan 1
IGMP snooping :Enabled
Immediate leave :Disabled
Multicast router learning mode :pim-dvmrp
Source only learning age timer :10
CGMP interoperability mode :IGMP_ ONLY
Last member query interval : 100
Vlan 2
IGMP snooping :Enabled
Immediate leave :Disabled
Multicast router learning mode :pim-dvmrp
Source only learning age timer :10
CGMP interoperability mode :IGMP ONLY
Last member query interval : 333
<output truncated>

BREaTU K = B

ip igmp snooping

AA v FE£721Z VLAN O IGMP AX—VY > V% A % —7
I LET,

ip igmp snooping
last-member-query-interval

IGMP A X — ¥ 7 OFXEFHE’: Leave ¥ A ¥~ —% A F—
T LET,

ip igmp snooping querier

LAY2%y FT—2DIGMP 7 = U 7HREA A X —T /L
I LET,

ip igmp snooping report-suppression

IGMP L AR— Ffll & A 2 —7 I LET,

ip igmp snooping tcn

IGMP bR m PER@MBEIEZRE LT,

ip igmp snooping tcn flood

IGMP bR w PEB@EMEEL LTYAFIY AN 7Ty
TA VT RIEELET,

ip igmp snooping vlan
immediate-leave

VLAN ® IGMP A X — v 7 I BiIR LB & A X — T 11T
LET,

ip igmp snooping vlan mrouter

<N T Xy A b —F F—FEBIN, FE~LTFv A
FOFEREFREZRELET,

ip igmp snooping vlan static

LAY 2AR—FELTFXYx AN T —TDRANELT
FRIIZEI L E9,

show ip igmp snooping groups

ALy FDIGMP AX—¥E 7 v LVFFXFx A T—7 )L
ERRLET,
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M show ip igmp snooping

avvk SiBA
show ip igmp snooping mrouter

AL v FERIFRESNTEZ~ALF F ¥ X F VLAN © IGMP
AX =BT v LFFr A b —F R—bE2RRLET,
show ip igmp snooping querier ZA v F FIZRESINTZ IGMP 7 =V 7 OFER L OEE
HHaeRTLET,

Jl Catalyst 3560 R4 vF Iv Y F YI7L2R
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show ip igmp snooping groups W

show ip igmp snooping groups

AL v FDA LB =Ky b ITA—FEFH T hanr IGMP) AX—E L7 wALFF¥ A b F—T )b,
FlE~v T X x A MEREFKRT HIZ1EL, show ip igmp snooping groups £+ EXEC =~ K& ff
ALET, HEESNT-~LFF¥ AN VLAN DS LF XY A~ TF—T )L, FITBEDILTF X v X
MEWMAERRT DIE, vlan ¥—T— RZHBELTHERALET,

show ip igmp snooping groups [count] [dynamic] [user] [vlan vian-id [ip_address]]

BXOHA count (B8 Ex U PV ofbYiz, BESNZa~vr FATvarox s Rk
FRLET,
dynamic (EE) IGMP AX—E U ZIC kD FE L= MY ERFLET,
user (EE) =2—VREO~NALTFXy 2 s = N REIFE2FERLET,
vlan vian-id ({E#) VLAN Z48& L £9. fiE T H%PHIZ 1 ~ 1001 3 LT 1006 ~ 4094 T
7
ip_address L) HBEIN—TIP T RLADVALFF ¥ A N FL—TORMERFERLET,
avv kK E—F ¥5#E EXEC
avy FERE Jy1y—=x EERA
12.2(20)SE Zoa<wy RBNEBMEE L7z, show ip igmp snooping multicast =~ >

BEREDHL FF1

3l

Fickbs b0 T,

“NLFFXY A IMERELZITIALF Y AN T—TANEERTHITE, Z0a<vr FeEEHLET,

VLAN ID 1002 ~ 1005 X, h—2 >V 7B L FDDI VLAN IZ TR ENTWT, IGMP A X—E
JTIHERTE A,

ORI TIX, F—U— KOEE% L2\ show ip igmp snooping groups =~ > FOHE 1 E2 R LET,
AA v TFOINVF XX AN T—TANRRFINET,

Switch# show ip igmp snooping groups

Vlan Group Type Version Port List
104 224.1.4.2 igmp v2 Gi0/1, Gio/2
104 224.1.4.3 igmp v2 Gi0/1, Gi0/2

K OFTIL, show ip igmp snooping groups count =~ KON EZRLET, A vF LOILF
Xy A b I —TORBNERSNET,

Switch# show ip igmp snooping groups count
Total number of multicast groups: 2

W DOFITIL, show ip igmp snooping groups dynamic =~ > FOH ) EZ R LET, IGMP AX—tE
X0 FE Lz NIV EFERRLET,

Switch# show ip igmp snooping groups vlan 1 dynamic
Vlan Group Type Version Port List

104 224.1.4.2 igmp v2 Gi0/1, 0/15

| oL-26671-02-J
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W show ip igmp snooping groups

104 224.1.4.3 igmp v2 Gi0/1, 0/15

W OFHICIL, show ip igmp snooping groups vlan vian-id ip-address =~ RO N ERLET, BE
ENTIPT RLADI V=T DT h) 2R RLET,

Switch# show ip igmp snooping groups vlan 104 224.1.4.2

Vlan Group Type Version Port List
104 224.1.4.2 igmp v2 Gi0/1, 0/15
EEa<TU KR avw vk B

ip igmp snooping ZA v FE£7213 VLAN O IGMP A X —E> 7 & A F—T LI
LET,

ip igmp snooping vlan mrouter “NVFXx Yy A NL—F R—FERTELET,

ip igmp snooping vlan static LAY 2R— 2w ATFHFY AL ZA—F DAL LT
B L ET,

show ip igmp snooping AA »FF721E VLAN O IGMP AX—¥E >V VR EEZFRLE
R

show ip igmp snooping mrouter 21 v F LR E SN~V T F v X F VLAN © IGMP =
X—Er T N FFxR v A A—F R—baFRRLET,
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show ip igmp snooping mrouter Il

show ip igmp snooping mrouter

AA v FERIBEESNIZ~/LFF ¥ A b VLAN O, BIICFEE SN, v X4 —F v b Z—7EH
7'm bz (IGMP) AX—v 7L, FEITRESNLYALT XY A M b—F K= b a2RRTHIC
i%. show ip igmp snooping mrouter £ EXEC =~ R&EfFEH L £9,

show ip igmp snooping mrouter [vlan vian-id]

EX DA vlan vian-id ({E#) VLAN 238 LET, FEETE 28T 1 ~ 1001 B L Tr 1006 ~
4094 T,

avvk E—F i EXEC

av Yy FERE yy—= EFERRE
12.1(19)EA1 Zoavwy RPMEMEShE L,

$EREDHS ES4Y AA v FFTITEED VLAN FOZLTF Xy A F b—&F R— 2R T AHAICIE, 20avwr REfEH
LET,

VLAN ID 1002 ~ 1005 /X, h—27 >V 7B LN FDDI VLAN (Z P SNTWT, IGMP A X—E
JTIHMEHTEER A,

</ F¥¥ A K VLAN LY A hL—2 3> (MVR) B4 %x—7/LOH4A . show ip igmp snooping
mrouter =~ > RiZIMVR v/ F ¥ X b L—F DIFHRBLPNIGMP 2 X — ' 7EREERLET,

15 WOHFITiX, show ip igmp snooping mrouter =~ > RO N EZRLET, A vF ETwALFFr X
b —% R—FERRLET,

Switch# show ip igmp snooping mrouter

Vlan ports
1 Gi0/1 (dynamic)
REaITUF av vk H7L)

ip igmp snooping AL FE£721F VLAN O IGMP A X — > 7% A F—T)LIC
LET,

ip igmp snooping vlan mrouter ~“NVFFy AL —F K—FEBNLET,

ip igmp snooping vlan static LAY 2R— 2~ ATFHFY AL ZA—F DAL LT
WML ET,

show ip igmp snooping ZA v FE£7213 VLAN © IGMP 2 X — V' > V&R iE4AFxR LE
R

show ip igmp snooping groups AA Yy FERITWES NIRRT A—=ZDIGMP AX—E v J <
NFH v X MEREFRLET,
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M show ip igmp snooping querier

show ip igmp snooping querier

A2y FTCHREINT IGMP 7 = V) 7 OfRE L BMEEFHRZ R " 5121%, show ip igmp snooping
querier detail =~ > N4 EXEC E— RCTEH L £,

show ip igmp snooping querier [detail | vlan vian-id [detail]]

WX DA

detail (f£7) IGMP 7 = U 7 OFMiE R EFoR LE T,

vlan vian-id [detail] (BB EEEN7- VLAN O IGMP 7 = U TIE#HaFRr LET, IEETE
HEMIE 1 ~ 1001 721 1006 ~ 4094 TF, FEMIEHE2ERT BT,
detail ¥—U — &AL F9,

avwvkFE—FK 2 —+#% EXEC
¥+ EXEC
av Y FERE Jyy—=x EENE
12.2(25)SEA Ioawr RRBEMERELE,

HHEDHA FS51Y

il

zx Y 7E BTN, IGMP 7 2 — A v — Va2 X ET2RPIEED IGMP N—Ya VBIUIP T
R L2 %&FKRT 221X, show ip igmp snooping querier =~ > FZEHA L9, 7 1% v MIEHKD
YNAFXX AN N—ZERFETEETH, IGMP 72 ) 7T 1 DLIMEAE TE EH A, IGMPV2 25
TLTWDH TRy hTlE, SAFF YA M A—ZD 1 ORI/ =Y T ELTHRESNET, 72U 7T
WZiE, LAY 3 AL v TFEfRETEET,

show ip igmp snooping querier =~ > FH A TH SN2 =V 7D VLAN BLX A v F—7 =
AABRTFLET, 7T U TRAL v FOEAE, LTI Port 7 4 —/v RIZ Router NRRFINET,
7 )T RN—2 DG, WTIE, Port 74—/ RIZZ 2 7 &2FE LicAh— MESPRERRSNE
R

show ip igmp snooping querier detail =~ > N/%, show ip igmp snooping querier =~ > F{ZJH{El
LTWET, 7272 L. show ip igmp snooping querier =~ > N TlL, XA vF 7= U 7LV EATIZ
M ENTZT A ZIP T RUAREITRRARINET,

show ip igmp snooping querier detail =~ NI, 24 vF 7=V TIZL o THRFZICHRH ST AN
AADIP T KLV ADIEDN, ROBIEHREZFRLET,

* VLAN TERSHTWS IGMP 7Y 7
* VLAN TRESNIZAL vF 72V 7 (H255E) ([CHEET 2ZEL L UHER®

WOFITIE, show ip igmp snooping querier =~ > RO Z /R LET,

Switch# show ip igmp snooping querier

Vlan IP Address IGMP Version Port
1 172.20.50.11 v3 Gi0/1
2 172.20.40.20 v2 Router

WOFITIL, show ip igmp snooping querier detail =~ > ROM I ERLE T,

Switch# show ip igmp snooping querier detail

Catalyst 3560 R4 v F AR F YI7L R
m‘ OL-26671-02-J |



| 552% Catalyst 3560 & & U 3560-C X4 v F CiscolOS a<wv K

show ip igmp snooping querier

Vlan IP Address IGMP Version Port
1 1.1.1.1 Fa0/1
Global IGMP switch querier status
admin state Enabled
admin version 2
source IP address 0.0.0.0
query-interval (sec) 60
max-response-time (sec) 10
querier-timeout (sec) 120
tcn query count 2
tcn query interval (sec) 10
Vlan 1: IGMP switch querier status
elected querier is 1.1.1.1 on port Fa0/1
admin state Enabled
admin version 2
source IP address 10.1.1.65
query-interval (sec) 60
max-response-time (sec) 10
querier-timeout (sec) 120
tcn query count 2
tcn query interval (sec) 10
operational state Non-Querier
operational version 2
tcn query pending count 0

BEa< R avwUFk BL

ip igmp snooping

AA v FE£7-1X VLAN ® IGMP A X —¥Y 7% A X —TZ

Li‘j_o

ip igmp snooping querier

LAY 2%y RU—27 D IGMP 7 =) THREZR A X — 7 /LT L

i‘j_o

show ip igmp snooping

AA v FFEFIFEESNT~LTFTF v 2 F VLAN © IGMP *

X—B T vNTFHRY A V—F R— b ERRTLET,
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M show ip source binding

show ip source binding

AL v F LD IP V=R A T ¢ v 7% FART HIZI1E, show ip source binding =~ > K% EXEC
T RFTHEMALET,

show ip source binding [ip-address]| [mac-address] [dhcp-snooping | static] [interface
interface-id] [vlan vian-id]

BT DA ip-address LR BEDIP 7 FLADIPEELAA T 4 v T R2ERFLET,
mac-address EE) BEDOMAC T FLADIP EHET/ M v T4 v T H2FERLET,
dhcp-snooping (f£&) DHCP AX—tE L FIC L > THEHEINZIP EEFELA T 47
ZFRLET,
static ER) AZT A4y 7 IPREEILNA T AT E2RRLET,
interface interface-id EE) BEDA L X —T 2 A A LD IPEETINRNS VT 4 T %2FRLE
R
vlan vian-id (fEE) $5ED VLAN LD IP EETEAA VT 4 v 7 FoR LET,
avwY kK E—F 2 —+4 EXEC
ke EXEC
avy FEE yy—= EEARE
12.2(20)SE Zoavwy RPBEMEShE L,

BRALDSHA F31Y show ip source binding =~ > FOH L, DHCP AX—E> T XA VT 407 T—HX—=ANDH
AFTIVIBRIORET 4 v VICRESNTINA T 4 T HRRLET,
LA T Iy ZITRESNTNA T 4 7T %K 5IC1E, show ip dhep snooping binding F51#
EXEC 2wy R&EMHLET,

£l WOHICIL, show ip source binding =~ > FOH A ER L ET,
Switch# show ip source binding
MacAddress IpAddress Lease (sec) Type VLAN Interface
00:00:00:0A:00:0B 11.0.0.1 infinite static 10 GigabitEthernet0/1
00:00:00:0A:00:0A 11.0.0.2 10000 dhcp-snooping 10 GigabitEthernet0/1
EEavTUF avwUFk EEA
ip dhep snooping binding DHCP AX—V o7 XA UF 4 v F—AR—2%2RELF
7
ip source binding 2L O FIWCART 4 v 7 IPEETAAA T4 v TE2RELE
R
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w. OL-26671-02-J |



| 2%

Catalyst 3560 & & U 3560-C R4 v F CiscolOS a<w > F

show ip verify source W

show ip verify source

AL v F EETITRFEDA V H—T 2 A A LD P YV —A H— KOFREEF T 5L, show ip
verify source =~ F% EXEC E— RCHEMALET,

show ip verify source [interface interface-id]

BXOBH interface interface-id  ([L5) FEDA > 4 —7 =1 A Lo P %G i — FOREEF T L&
‘d—o
avv K E—F o —#% EXEC
5 EXEC
avy FERE J)y—=x EEHNAE
12.2(20)SE Coavy FRBMSNE L,
i wOFITIL, show ip verify source =~ > ROH N ERL £,

Switch# show ip verify source

Interface Filter-type Filter-mode IP-address Mac-address Vlan
gi0/1 ip active 10.0.0.1 10
gi0/1 ip active deny-all 11-20
gio0/2 ip inactive-trust-port

gi0/3 ip inactive-no-snooping-vlan

gi0/4 ip-mac active 10.0.0.2 aaaa.bbbb.cccc 10
gi0/4 ip-mac active deny-all deny-all 12-20
gi0/4 ip-mac active 11.0.0.1 aaaa.bbbb.cccd 11
gi0/4 ip-mac active deny-all deny-all 12-20
gi0/5 ip-mac active 10.0.0.3 permit-all 10
gi0/5 ip-mac active deny-all permit-all 11-20

EROFITIE, IPFETAH— FOREIZKRD L HI1T20 £7°,

e Gigabit Ethernet 1 f > % —7 = ATiZ, DHCP A X—t > 71X VLAN 10 ~ 20 L TA x—7 /L
T9, VLAN10 CTiZ, IPT7T RV A 74 nNHZ YV TIZEBIP V—AH—KB¥A X —T =2 A AT
BESIIN, X UT A TPRA U E—T oA AFELET, VLAN 11 ~ 20 Tix, 2 BHOT
FRUMIP Y= H—FRREIN TV RN VLAN DA L HX—T 2 A AT, T 74/ R—FD
TIEAaryie—L JAL (ACL) BZEHENTWHZLERLET,

e Gigabit Ethernet 2 f ¥ —7 = A A%, FHEMEDOH D DHCP AX—E 7L LTHEINTWE
T

» Gigabit Ethernet3 1 % —7 = A A Ti&, DHCP AX—E U7X, A v F—T = A AVRFET 5
VLAN ETA RX—T NV THEH Y FHA,

* Gigabit Ethernet 4 > % —7 = A ZATi{E, FELIPBLIVMACT FLADT 4 2 ) 72X
HIP Y —AH—=KBNARX—TNT, AXT 4 v 772 IPEEIL AT 47 VLAN 10 & 11
THESNET, VLAN 12 ~20 Tid, IP V—R H— FRAHFREIN TRV VLAN O A > & —
T2 AT, T7F4/ bk R—=1+D ACL NEHA S TWET,

| oL-26671-02-J
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M show ip verify source

* Gigabit Ethernet5 1 v % —7 = A4 A TiX, ¥ETLIPBLOMACT FLADTZ 4V FZ Y 7T X
L2IP Y —AH—=RBARX—=TNTC, RAET 4w IRIP AT 4 VT TREINTWETA,
RA—=br X277 43T 48—T AV TT, AL v FIE, FHMELMACT RLRETZ 4V EZ Y 7T
TEHA,

WOHTIE, IPEETHT— R T =T &N, v 2 —T = A ADHEHE T LET,

Switch# show ip verify source gigabitethernet 0/6
IP source guard is not configured on the interface gi0/6.

EEa<UF avwy kR EEA
ip verify source AVE—=T 2 A A LD P FETLHT— REA =T NVIZLET,
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show ipc

showipc W

Interprocess Communications (IPC; 7’ =& A[i#(E) 'm ha L ORE, AT —F A, BRLOKEHE
WAEERRTDHITIL, showipe =~ K% EXEC E— FCHERALET,

show ipc {mcast {appclass | groups | status} | nodes | ports [open] | queue | rpc | session {all | rx
| tx} [verbose] | status [cumlulative] | zones}

BX DA mcast {appclass |
groups | status}

[PCvLVFX¥ AN N—TFT 4 0 7ERERTRLET, ¥—U— FOERKRITIKROD
LBy T,

e appclass : [PC vV FFv AN T TV r—ary 77 2%R 1R LET,
e groups : [PCv1VFF ¥ XA h V=T ZRRTLET,
e status : IPC ¥V FF X A K V—F 4 v F AT —H A% FRRLET,

nodes

M/ — RFaRRLET,

ports [open]

B—ANIPCHR—FE2FRLET, F—U—FOFRITKRD LBV T,
e open: (L&) A—7> K=+ aERRLET,

queue

IPC EEFa—DNEEZRTLET,

rpe

IPCUVE—bF o —YyOMiEREZERLET,

session {all | rx | tx}

IPC Bty v a  rOiEREE R LET (B EXEC T— ROBAEE T H A
"EE), F—TU—ROFEWRIRDO LBV TT,

e all: By a ORHERETITERLET,
o X AAVTFNZEFELIEN T T4 v 7Dy v a UFHEREER R LE

kR
o X AAYTVRELL N T T v 7Dk y v a VREHERER T L E
kR
verbose (ER) #EMZefitEme £ R LET (55 EXEC E— NOBHA T HEH AT
fE) o

status [cumlulative]

2=V IPCH—"DRAT—H AR RLET, F—V—RFOBKRIIKRD L E
v <,

e cumlulative : ((£E&) AA v FREEBFE/ZITHEEE L% D — /L IPC
Y= NOAT—ZRAEFRRLET,

zones ZMLTNDLIPC Y —raRRLET, AL vFiE 1 2D IPC VY —r %
Kk LET
avy kR E—F o—% EXEC
¥¢iE EXEC
avy REE J1y—2 EEAR
12.1(19)EA1 Zoavwy RPMEMEShE L,
12.2(25)SE mcast, rpc. 3L N session ¥—U— FRBIMENE L,
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W showipc

3l

Switch# show ipc mcast status
IPC Mcast Status

WOFITIX, IPCL—T 4 AT —F A% F T D HEZRLET,

Tx Rx

Total Frames 0 0
Total control Frames 0 0
Total Frames dropped 0 0
Total control Frames dropped 0 0
Total Reliable messages 0 0
Total Reliable messages acknowledged 0 0
Total Out of Band Messages 0 0
Total Out of Band messages acknowledged 0 0
Total No Mcast groups 0 0
Total Retries 0 Total Timeouts 0
Total OOB Retries 0 Total OOB Timeouts 0
Total flushes 0 Total No ports 0
WROFITIE, BN/ — FeFrd 272 LET,
Switch# show ipc nodes
There is 1 node in this IPC realm.

ID Type Name Last Last

Sent Heard

10000 Local IPC Master 0 0
WOBITIE, m—H 0V IPC R— k& FRT 5 k%R LET,
Switch# show ipc ports
There are 8 ports defined.
Port ID Type Name (current/peak/total)
There are 8 ports defined.

10000.1 unicast IPC Master:Zone

10000.2 unicast IPC Master:Echo

10000.3 unicast IPC Master:Control

10000.4 unicast IPC Master:Init

10000.5 unicast FIB Master:DFS.process level.msgs

10000.6 unicast FIB Master:DFS.interrupt.msgs

10000.7 unicast MDFS RP:Statistics

port index = 0 seat id = 0x10000 last sent = 0 last heard = 0
0/2/159
10000.8 unicast Slot 1 :MDFS.control.RIL
port index = 0 seat_id = 0x10000 last sent = 0 last heard = 0

0/0/0

RPC packets:current/peak/total
0/1/4

WOBITIE, IPC HIEEF 2 —DONFEFRT 272 R LET,

Switch# show ipc queue
There 0 IPC messages
There 0 IPC messages
There 0 IPC messages
There 0 IPC messages
Messages currently in use
Message cache size

are
are
are
are

Maximum message cache usa

waiting for acknowledgement in the transmit queue.

waiting for a response.

waiting for additional fragments.

currently on the IPC inboundQ.
: 3

1000

ge 1000

Jl Catalyst 3560 R4 vF Iv Y F YI7L2R
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showipc W
0 times message cache crossed 5000 [max]
Emergency messages currently in use : 0
There are 2 messages currently reserved for reply msg.
Inbound message queue depth 0
Zone inbound message queue depth 0
WOBITIE, TRCOIPC £y v a v OfaHERE ERT 5 HEERLET,
Switch# show ipc session all
Tx Sessions:
Port ID Type Name
10000.7 Unicast MDFS RP:Statistics
port index = 0 type = Unreliable last sent = 0 last heard = 0
Msgs requested = 180 Msgs returned = 180
10000.8 Unicast Slot 1 :MDFS.control.RIL
port index = 0 type = Reliable last sent = 0 last heard = 0
Msgs requested = 0 Msgs returned = 0
Rx Sessions:
Port ID Type Name
10000.7 Unicast MDFS RP:Statistics
port index = 0 seat id = 0x10000 last sent = 0 last heard = 0
No of msgs requested = 180 Msgs returned = 180
10000.8 Unicast Slot 1 :MDFS.control.RIL
port index = 0 seat_id = 0x10000 last sent = 0 last heard = 0
No of msgs requested = 0 Msgs returned = 0
WOHITIL, v—H )W IPC YV —"DAT—F 2% RKR7T D HEERLET,
Switch# show ipc status cumulative
IPC System Status
Time last IPC stat cleared :never
This processor is the IPC master server.
Do not drop output of IPC frames for test purposes.
1000 IPC Message Headers Cached.
Rx Side Tx Side
Total Frames 12916 608
0 0
Total from Local Ports 13080 574
Total Protocol Control Frames 116 17
Total Frames Dropped 0 0
Service Usage
Total via Unreliable Connection-Less Service 12783 171
Total via Unreliable Sequenced Connection-Less Svc 0 0
Total via Reliable Connection-Oriented Service 17 116
<output truncated>
BEa<T YR avUFk B
clear ipc IPC vV FF ¥ A h L—T 4 VI OfEEHERE 7 V7 LET
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Bl show ipv6 access-list

show ipv6 access-list

BAED IPV6 77 A U A RDOTRTONEERTRT LHITIE, show ipv6 access-list =~ > N4 EXEC
EF-RFTHEMALET,

show ipv6 access-list [access-list-name]

XD access-list-name T8 727E2 VR NOA
avwv kR E—F 2 —# EXEC

i+ EXEC

12.2(25)SED Coa~y RRBEMSNE LT,

BRLEDAA R34V IPv6 B T % S %R\ T, show ipv6 access-list =~ > KD H /1% show ip access-list =~ > N L %H
L CTnEd,

T 2TV IPVA/IPV6 7 7 L — b EFRET H121E. sdm prefer dual-ipv4-and-ipv6 7 v — 3L 2
T4 FXalb—varavryNe AL, AL vFEVr—FLET,

GE) Zoza~r KRk, AA v FTT a7V IPv4/IPv6 Switch Database Management (SDM) 7> 7 L — k
WRRE SN TV DHEIZIRY EHATRE T,

i ROBFITIL, show ipv6 access-list =~ > F T /) 7z inbound 35 & T outbound &\ 54 @ IPv6 7
7EA YA MERLET,
Switch# show ipv6é access-list
IPv6 access list inbound
permit tcp any any eq bgp (8 matches) sequence 10
permit tcp any any eqg telnet (15 matches) sequence 20
permit udp any any sequence 30

#2371, TOHNTERARINDIEERT 4 — NV FOFHRAZRLET,

& 2-37 show ipv6 access-list ® 7 1+ —JL FDOERA

Z4—ILF SitEA

IPv6 access list inbound |[IPv6 77 &2 U 2 +4 (i : inbound).

permit feEsShi7a bhay 44 7L 8T 57y hEFATLET,

tep BRI 7 v bz, N7y FR—ELRTHER SRV E N L
(LAY 4) OFrhar 247,

any 2/0 LR LT,

eq TCP E£7212 UDP /X7 v FOREE L E LI5S A — N &2 T 5 equal 4
R R,
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show ipv6 access-list W

& 2-37 show ipv6 access-list D7 1+ —JL FOSH (=)

Z4—ILF H% B8R

bgp (matches) Border Gateway Protocol (R—4— 7 —hrD =4 7o bhan), Rry
ro7a han XA TR I8k,

sequence 10 EBENT Y PR ENEZT 78R VA NDITOV—F R, TR
URARNDITIX, BAOTTAF VT 4 (KO, 72& 213X 10) bk
BOTITAFVT 4 (K|EDK, =& x1E 80) DIEICIEATHET,

BEaI<TUF avwyk L]
clear ipv6 access-list IPv6 7 7R VUANOD—E I 2%ty hLET,
ipv6 access-list IPv6 727 A UAREERL, AL v FEHIPv6 7 /7R VAL a7 ¢
Fal—varE—RILET,
sdm prefer A v FOFERFTEICHESE AT AL Y Y — A it +%5 X5 SDM 7

T — b ERELET,

Catalyst 3560 R4 v F a2 F YI7L VR
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M show ipv6 dhcp conflict

show ipv6 dhcp conflict

T RVAEY TA 7 MIART & &I, Dynamic Host Configuration Protocol for IPv6 (DHCPv6)
Y= NTRONPS7T FURBEEER AT 521X, show ipv6 dhep conflict £ EXEC =~ F&fifi
MLET,

show ipv6 dhcp conflict

& DA Toavy R, BIELIIF—T—RiEIdH v FHA,
avwy kK E—F ¥4 EXEC
avy FERE yyy—=x EERNE

12.2(46)SE Ioawy RREMERE LR,

BALOHA RS> T 27V IPVA/IPv6 7 > 7 L — R &R ET 521X, sdm prefer dual-ipv4-and-ipv6 7 v — 3L 2
T4 F¥ab—varavryFeANL, AMyFa2lu—-FLET,

Ba AT 5 & 512 DHCPv6 VM — %% iET 586, DHCPv6 y— Nid ping #EHLES, 77
ATV MERAN—BRREFERLTZ 747 F&BIE L, DECLINE A »vE— %4 L TH—IZ#
ELET, TRLABAMHREISND E, ZOT7 FLRAZT—AnbEIRENET, EFENRZOT F
VAFBAEY A RO OEIRTAETCIOT7T RLAIFEN Y TAZ ERTXEHA,

G¥) Zoa<wr Kk, A4 vFTF 27V IPv4/IPv6 Switch Database Management (SDM) 7> 7 L — k
MEESNTWDHEITR 0 HFTEETY,

i W DFITiE, show ipv6 dhep conflict =~ > RO ZRL £,

Switch# show ipv6é dhcp conflict
Pool 350, prefix 2001:1005::/48
2001:1005::10

BEa<T YR =1 B
ipv6 dhcep pool DHCPv6 7 — /L &3 E LT, DHCPv6 7 —/V 2> 7 4 Fa b —T 3
E—RNERRBELET,
clear ipv6 dhcp DHCPvV6 =" F—H _XR—=2ZNn 57 RV AEEEE7 VT LET,
conflict
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show ipv6 mid snooping W

show ipv6 mld snooping

AA v FF721% VLAN @ IP Version 6 (IPv6) Multicast Listener Discovery (MLD) A X—E > /3%
Ex AT 5L, show ipv6 mld snooping =~ F% EXEC E— RCHEMLET,

show ipv6 mld snooping [vlan vian-id]

X DA vlan vian-id (fE&) VLAN 8@ LE4, BETE2/MIT 1 ~ 1001 3 XL 1006 ~
4094 T,
avY K E—F o —# EXEC
¥+ EXEC
av Yy FERE yy—=x EEAR
12.2(25)SED Ioawy RRBEMERELE,

HHEDHA FS51Y

3l

AA v FFETITEED VLAN O MLD A X — b VT OREXFRTHDICZDa~vy FEFERLET,

1002 ~ 1005 @ VLAN & 751X, F—2 > U > 27 VLAN 3L O FDDI VLAN O7=®HIZ TR STV 5D
72, MLD AX—E > ZICIEHTE EH A,

T 2TV IPV4A/IPV6 7 7 L — b ERFET 5121E. sdm prefer dual-ipv4-and-ipv6 7 v —/ 3L 2
T4 FXalb—varavry Fe AL, A4 v FE2UVnrn—FLET,

WOFTIE, show ipvé mld snooping vlan =~ > FOHIEZ/RLET, 22 T, $ED VLAN ©
AR =B TR RN L ET,

Switch# show ipvé mld snooping vlan 100
Global MLD Snooping configuration:

MLD snooping : Enabled

MLDv2 snooping (minimal) : Enabled
Listener message suppression : Enabled

TCN solicit query : Disabled

TCN flood query count : 2

Robustness variable : 3

Last listener query count : 2

Last listener query interval : 1000

Vlan 100:

MLD snooping : Disabled
MLDvl immediate leave : Disabled
Explicit host tracking : Enabled
Multicast router learning mode : pim-dvmrp
Robustness variable : 3

Last listener query count : 2

Last listener query interval : 1000

ROFITIL, show ipv6 mld snooping =~ > FOH ) ZRLET, T2 TiE, XA »F LD VLAN §
RTDOAX =V TR ER R LET,

Switch# show ipvé mld snooping
Global MLD Snooping configuration:
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M show ipv6 mid snooping

MLD snooping : Enabled

MLDv2 snooping (minimal) : Enabled
Listener message suppression : Enabled

TCN solicit query : Disabled

TCN flood query count : 2

Robustness variable : 3

Last listener query count H

Last listener query interval : 1000

Vlan 1

MLD snooping : Disabled
MLDv1l immediate leave : Disabled
Explicit host tracking : Enabled
Multicast router learning mode : pim-dvmrp
Robustness variable 1

Last listener query count H

Last listener query interval : 1000

<output truncated>

Vlan 951:
MLD snooping : Disabled
MLDv1l immediate leave : Disabled
Explicit host tracking : Enabled
Multicast router learning mode : pim-dvmrp
Robustness variable : 3
Last listener query count 2
Last listener query interval : 1000
EEa<TU KR avwyFk B
ipv6 mld snooping AZA v F FFE71E VLAN O MLD AX—E v V& A 3—T )L
lCL, BERTVET,
sdm prefer AL v FOBAFECHESE AT AU Y — A& hElbT 5 &

9 SDM 7o FL—  aRELET,
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show ipv6 mld snooping address W

show ipv6 mld snooping address

Multicast Listener Discovery (MLD) A X — ¥ > 7V BREFT 53X TD, F713HBE ST IP version
6 (IPv6) v /L FF v A N 7 L AEHREZFRT HI21%, show ipv6 mld snooping address =~ > K%
EXEC £— R CEA L £,

show ipv6 mld snooping address [[vlan vian-id] [ipv6 address]] [vlan vlan-id] [count | dynamic |

user |
TR vlan vian-id (EFBE)MLD AX—¥Y 7 wLTFH ¥ A~ T FLAFREFRT D VLAN
BEFELET, FEETE 5 VLANID O#FHIZ 1 ~ 1001 35 XL 1006 ~
4094 <7,
ipv6-multicast-address ~ ({E5) HE SN2 IPv6 =L FF v 2 b 7 FLRIZHETAEREFRLE
T, TOXF—U— KL, VLANID 2 AN LA R TE £,
count (FEE) AA v F LERITHEEESNTZ VLAN O LF X ¥ A b 7 —T7%
AR RALET,
dynamic (fLE) MLD AX—E U 7 EEH I V=T HERERTRLET,
user ({£E) MLD AX—t v 7 a2—¥REITNV—TERE X R LET,
avwY kR E—F 2 —4% EXEC
¥5HE EXEC
avy REE Jyy—x TEHNE
12.2(25)SED Zoawy RRBEMEhELE,

BEREDAL T4

3l

IPv6 vV FF v A b 7 L AFHREZZRT L0, Zoavy FEfHLET,
VLANID % A7) L7#4ICFR Y | IPv6 ~ /v F F ¥ A b 7 KL AZ AN TE £,

1002 ~ 1005 ® VLAN F#=i%, b—27 >V 7 VLAN 8L FDDI VLAN O72DIZFREINTWVD
728, MLD AX—¥E v IR T 8 A,

FRINT I N—TICET A ERIET EERRT HITIE, dynamic ¥— UV — REFEHALET, RESN
72 N—F BT AIERIZ T 2R RTAHITIE, user ¥—U— R&EFEHALET,

T a7V IPVA/IPV6 7 v 7 L — N EFRET HI121E. sdm prefer dual-ipv4-and-ipv6 7 = — 3L 2

TA4F¥alb—varyavr FeEANL, A4y F &2 Uue—RFLET,

1|

WOFHITIL, show snooping address =~ > RO ERLET,
Switch# show ipvé mld snooping address

Vlan Group Type Version Port List

2 FF12::3 user Fa0/2, Gi0/2, Gi0/1,Gi0/3

WOFHITIL, show snooping address count =~ > KO ZR L ET,

Switch# show ipvé mld snooping address count
Total number of multicast groups: 2

| oL-26671-02-J
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W show ipv6 mid snooping address

K DOFITIL, show snooping address user 2~ ROH I ZRLET,

Switch# show ipv6é mld snooping address user
Vlan Group Type Version Port List

2 FF12::3 user v2 Fa0/2, Gi0/2, Gi0/1,Gi0/3
BRI F avw> kR BL
ipv6 mld snooping vlan VLAN T IPv6 MLD A X—tE 0 7 #RELET,
sdm prefer 2L v FOMBRAFIECHESE L AT L ) Y — 2% b+ 5 &

5SDM 7oL — 2B ELET,

Catalyst 3560 R4 v F AR F YI7L R
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show ipv6 mld snooping mrouter W

show ipv6 mld snooping mrouter

AA v FE721L VLAN 1Tk U CTEIEICFE S 4L, FEVTRE Iz IP Version 6 (IPv6) Multicast
Listener Discovery (MLD) /L —#% KR— F % FR7T 5121, show ipv6 mld snooping mrouter =< >
K% EXEC £— RTEHLE T,

show ipv6 mld snooping mrouter [vlan vian-id]

X DA vlan vian-id (fE&) VLAN 8@ LE4, BETE2/MIT 1 ~ 1001 3 XL 1006 ~
4094 T,
avY Rk E—F o —# EXEC
¥+ EXEC
av Yy FERE yy—=x EEAR
12.2(25)SED Ioawy RRBEMERELE,

HHEDHA FS51Y

3l

AL v FEIIHED VLAN O MLD A X —E v 7 b—& R— b2 FRTHIE, Z0avy Raff
)Eﬁbij‘o

1002 ~ 1005 @ VLAN F 5%, F—27 > U 2 VLAN BL O FDDI VLAN D7)l TR EN TV D
72, MLD ZAX—t o ZIZIIfEH T £ A,

T a7V IPVA/IPV6 7 v 7 L— N EFRET HI121E. sdm prefer dual-ipv4-and-ipv6 7 = — 3L 2
T4 FXalb—varavry Fe AL, AL vTFE2UVnrn—FLET,

W OFHICIE, show ipvé mld snooping mrouter =~ > KO HZ/RLET, MLD AX—E 7
42, AL vFOFXTHO VLAN DAX—E» 7R E RS £,

Switch# show ipvé mld snooping mrouter

Vlan ports
2 Gi0/11 (dynamic)
72 Gi0/11 (dynamic)
200 Gi0/11 (dynamic)

OB TiL, show ipvé mld snooping mrouter vlan =~ > KOHHZ /R L ET, FFED VLAN O~
LFXx AR = R— bRERINET,

Switch# show ipv6é mld snooping mrouter vlan 100
Vlan ports

2 Gi0/11 (dynamic)

| oL-26671-02-J
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M show ipv6 mid snooping mrouter

EREaTU K =l B
ipv6 mld snooping AA v F EFE/IZ VLAN EO MLD AX—¥V > 7% A 32— )L
L. REZITVWET,
ipv6 mld snooping vlan mrouter VLAN 2~/ FFv A L—& KR— FERELET,
interface interface-id | static
ipv6-multicast-address interface
interface-id)

sdm prefer AA v FOERFECESE AT A Y Y —RA Kb T 5 X
5SDM F 7L —hERELET,

Catalyst 3560 R4 v F AR F YI7L R
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show ipv6 mld snooping querier

show ipv6 mld snooping querier

AA v FE 721X VLAN H5245 L7z i&# D IP Version 6 (IPv6) Multicast Listener Discovery (MLD)
ARX—E 7 7 ) 7 HEMEEHREZERT HI21E, show ipvé mld snooping querier =~ K% EXEC
T RFTHEMLET,

show ipv6 mld snooping querier [vlan vian-id] [detail]

X DA vlan vian-id (fE&) VLAN 8@ LE4, BETE2/MIT 1 ~ 1001 3 XL 1006 ~
4094 T,
detail UEE) A4 vF F721Z VLAN O MLD 2 X —E L 7 O#EMAR 7 = ) 7R
EERAELET,
avwv kK E—FK o —H EXEC
HkE EXEC
avy FEE yy—=x TENE
12.2(25)SED ZIoavy RABEMENE LT,

ERLOHAF54Y MLD 7 =) — Aoy b—UakET2RIEShZER ()7L HEN5) O MLD A=Y a U
L VIPV6 7 R U A& EART HIZIL, show ipv6 mld snooping querier 2~ > FEFHALET, V7% v
MIBEDOVATF XY A D V—F 52RO LENTEETN, MLD 72V 7L 1 ST T, 72V 7
WZiE, VI Y3 A v TFEHETEET,

show ipv6 mld snooping querier =~ > N JiZ, 7=V 7 03 &/ VLAN B LS v 4 —7 =
AZABRRFLET, 72V T WAL v FOEE, HJ1TIX Port 7 4 —/V RIT Router DERRINET,
YT HRN—F DA, HWIITIE, Port 74—V I 2 U T &%E LR — b EERFRENE
R

show ipv6 mld snoop querier vlan =~ > ROH N TIESANBELIINH 7/ =V T hbD 72— Ay
VB E L TRE SN RER R LET, FED VLAN EOAX =7 mNR F R ALK
EDa—HFHED VLAN TR RENETA, 207 =Y TIERIZ, A1 v FREET 5 MASQ A v
=V LRI THERENET, 72U — A v E—JISE LW A U A EHIREINICT D O
HAa—PEEDENA DR ALELFUTIDIZT R0 A,

1002 ~ 1005 ® VLAN F+i%, F—27 > U > 7 VLAN 5 X O FDDI VLAN O 7= DIZ TREINTWVD
728, MLD AX—E > 7T TE EH A,

T 2TV IPVA/IPV6 7 7 L — b &R ET H121E. sdm prefer dual-ipv4-and-ipv6 7 = — 3L 2
T7A4F¥alb—vary avr R ANL, A4y FxIue—FLET,

£l W DBFITIL, show ipvé mld snooping querier =~ > KOH /R L E T,

Switch# show ipvé mld snooping querier
Vlan IP Address MLD Version Port

2 FE80::201:CO9FF:FE40:6000 vl Gio/1

W OFTix, show ipvé mld snooping querier detail =~ > FOH 2R L 7,

Switch# show ipvé mld snooping querier detail

Catalyst 3560 R4 v F a2 F YI7L VR
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M show ipv6 mid snooping querier

MLD Version Port

2 FE80::201:C9FF:FE40:6000 vl Gio/1

WOHITIL, show ipvé mld snooping querier vlan =~ > KO AHZRLET,

Switch# show ipvé mld snooping querier vlan 2
IP address : FE80::201:C9FF:FE40:6000

MLD version : vl
Port : Gi0/1
Max response time : 1000s

o< R avwyk

&8

ipv6 mld snooping

AA v F EFEIZ VLAN ED IPv6 MLD AX—E' V& A RX—T )b
L, REZITVET,

ipv6 mld snooping
last-listener-query-count

MLD 7 7 A 7 > FBHIREINIC AR DHIC AL v FREET L7 =
V=D REZRELET,

ipv6 mld snooping
last-listener-query-interval

ALy FRI7 ) —ZEFEFEL DL, IATFHXY AR T—T 00
AN— b ZHIERT 2 AN 2 BORISE R 2 BOE L £ 97,

ipv6 mld snooping
robustness-variable

BN IRNESE, v/ FF ¥ A b T FUARYIREINIZ /2 D EIIZA
AV TFREETEI ) —ORKREERELET,

sdm prefer

AL v FOERFEICHESX AT A Y Y — 25 5EE(LTA LD
SDM 7oL — " a2HELET,

ipv6 mld snooping

AA v F EEIZ VLAN EO IPv6 MLD AX—E L 7% A4 R —T )L
L, REZITVET,

Jl Catalyst 3560 R4 vF Iv Y F YI7L2R

OL-26671-02-J |



| 552% Catalyst 3560 & & U 3560-C X4 v F CiscolOS a<wv K

show ipv6 route updated W

show ipv6 route updated

IPv6 V—T 4 v 7 T—TNVOBIEONE &R AT 5121, show ipv6 route updated =~ > K%
EXEC E— FCTHEMALET,

show ipv6 route [protocol] updated [boot-up]{ih:mm | day {month [hh:mm]} [{hh:mm | day {month

[Ah:mm]}]
XX DA protocol TE) ROWTIhhOF—T— REFERLTHEELILLV—T 47 T b
aLdOL—rEFERLET,
* bgp
* isis
e ospf
* rip
F2X, ROVWTNDIOXF—T— REFHLTEELZL—F 2470
N—FERRLET,
e connected
e local
e static
* interface interface id
boot-up IPV6 V=T 4 v 7 T—=TVOHEONEEF R LET,
hh:mm 24 BRFERFEO 2 HTOEMECRZIZ AN LET, T avr () ZEHLT
LFEEW, EZIT, 1332 DL HICTATILET,
day BlIcba AN LET, EETEDHMIT 1~ 31 T,
month A% RILFFERITNLTFTANLET, January £7203 august 72 &, HD
LHIETXTCANTHZ &b jan £721F Aug D X D IZHOLARTORPID 3
XFEANNTHZELTEET,
avwy kR E—F o2—3 EXEC
¥+ EXEC
avy FERE yy—=x EERNE
12.2(37)SE Zoavwry RRBMSRELE,

HHEDHA FS51Y

3l

IPV6 N —T 4 7 T =T NVOBRIEONEZ R AT HIZ1E, show ipv6 route i EXEC 2~ & {f
MALET,

WOBITIL, show ipvé route updated rip =~ > FOH A ER L ET,

Switch# show ipv6 route rip updated

IPv6 Routing Table - 12 entries

Codes: C - Connected, L - Local, S - Static, U - Per-user Static route
B - BGP, R - RIP, I1 - ISIS L1, I2 - ISIS L2

| oL-26671-02-J
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W show ipv6 route updated

IA - ISIS interarea, IS - ISIS summary

O - OSPF Intra, OI - OSPF Inter,

ON1 - OSPF NSSA ext 1, ON2 - OSPF NSSA ext 2

R 2001::/64 [120/2]
via FE80::A8BB:CCFF:FE00:
Last updated 10:31:10 27
R 2004::/64 [120/2]
via FE80::A8BB:CCFF:FE00:
Last updated 17:23:05 22
R 4000::/64 [120/2]
via FE80::A8BB:CCFF:FE00:
Last updated 17:23:05 22
R 5000::/64 [120/2]
via FE80::A8BB:CCFF:FE00:
Last updated 17:23:05 22
R 5001::/64 [120/2]
via FE80::A8BB:CCFF:FE00:
Last updated 17:23:05 22

8D01, GigabitEthernet0/1
February 2007

9001, GigabitEthernet0/2
February 2007

9001, GigabitEthernet0/3
February 2007

9001, GigabitEthernet0/4
February 2007

9001, GigabitEthernet0/5
February 2007

OEl - OSPF ext 1,

OE2 - OSPF ext 2

O R

avwy kR 7L

show ipv6 route

IPV6 V—F 4 v 7 T—T LVOBIEORNE T Frx LET,

Jl Catalyst 3560 R4 vF Iv Y F YI7L2R

OL-26671-02-J |



| ¥2% Catalyst 3560 & & U 3560-C X4 v F Cisco I0S a7 F

show 12protocol-tunnel Il

show I2protocol-tunnel

LAY 27 m han FrxyR— MIET 5 E®REZR T 512X, show 12protocol-tunnel =2~ > K
ZEXECE—FNTHHALEY, Yrbar bRV UITRARX—TNZENTA F—T =4 2D
WMOBRRINET,

show 12protocol-tunnel [interface interface-id] [summary]

WX DA

interface interface-id  ({LE) 7w ha) Fr RV U TIHERERRT DA 04— T oA AEEEL
ET. BRA S H—T 2 A AL, A= kLK R F A TT, K
Ty RV OfEHFPEIZ 1 ~ 48 T,

summary EE) VMY 27abal =) —FRIETE2ERLET,
avy Kk E—F . —% EXEC

¥5HE EXEC
avy FEE Jyy—=x EEARAE

12.2(25)SE Coawy FRBMEHE L,

HHEDHA FS51Y

3l

I2protocol-tunnel f > % —7 =2 A4 A a7 4 Fal—var a<vr REFALTT7 78 A%0E
IEEE 802.1Q F> R R— DL A ¥ 2 Fu haj hopr U T Fx—7 L, RONRT
A—FD—FELITT R TERETEET,

e bRV ITFTHTHR b HAT

e V¥ Y MU ULEWE

e FmryFLEWHE

show I2protocol-tunnel [interface interface-id] =2~ REANTHE, TXTO/NRT A —FNRRES
NIeT 7T 47 A— MNIBETAERIETBRRINET,

show 12protocol-tunnel summary =2~ R&ZANT5 &, —fHEITTXITONT A= RBREI N
727 7T 47 A= MIETERIETBERSNET,

WOBITIL, show 12protocol-tunnel =~ > FOHAERLET,

Switch# show l2protocol-tunnel
COS for Encapsulated Packets: 5
Drop Threshold for Encapsulated Packets: 0

Port Protocol Shutdown Drop Encapsulation Decapsulation Drop
Threshold Threshold Counter Counter Counter
Fa0/3 -—= —-——— —-——— —-—— —-—— —-———
pagp - - 0 242500
lacp —-——— —-———= 24268 242640
udld —-———= ———= 0 897960
Fa0/4 -—= —-——— —-——— —-—— —-—— —-———
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W show I2protocol-tunnel

pagp 1000
lacp -———=
udld -———=
Gi0/3 cdp -

pagp 1000
lacp 500
udld 300
Gi0/4 cdp -
pagp - -
lacp -——=
udld 300

R 24249
_— 24256
—— 0
_— 134482

-—- 0
-——- 0
—_— 44899
— 134482

1000 0
-——- 0
-— 44899

242700
242660
897960
1344820

242500
485320
448980
1344820

242700
485220
448980

WOFHICIL, show 12protocol-tunnel summary =~ > RO ERLET,

Switch# show l2protocol-tunnel summary

COS for Encapsulated Packets: 5

Drop Threshold for Encapsulated Packets: 0

Port Protocol Shutdown
Threshold
(cdp/stp/vtp)

Drop
Threshold
(cdp/stp/vtp)

(pagp/lacp/udld) (pagp/lacp/udld)

Fa0/2 —=m === —mm e Y2y — S —
pagp lacp udld ----/---=/---=  —---- [====/====
Fa0/3 === —== == - 2y — -
pagp lacp udld 1000/----/---=  ---- [====/====
Fa0/4 —== —m= == - R — -
pagp lacp udld 1000/ 500/----  —===/-—-=/--—-
Fa0/5 cdp stp vtp ---=/---=/---=  —--= [====/===
e e —mm oo [====/==== === [====/====
Gi0/1 === === —mm oo Yy — -
pagp ---- ---- ---- /====/--== 1000/---=/----
Gi0/2 === === —mm —mme Yy — -
pagp ---- -—-- —--- /====/-=== 1000/---=/----

Status

up

down

down

down

avrv kR

Bl

clear 12protocol-tunnel counters

Zabany hoxrV T R—=b DR EI )T LET,

12protocol-tunnel

A —7 x4 A LD CDP, STP, £721X VIP X7 > bD L
A2 abhanr hoRY T EAL F—T NI LET,

12protocol-tunnel cos

FoRU 7 LAY 2T han Ny ML TH—EX
77 % (CoS) fEz#ELET,
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showlacp W

show lacp

Link Aggregation Control Protocol (LACP) 7+ 3/ 7 A —71EM%ZFRT HIZiL. show lacp =~
vV R% EXECE— FTHEHLET,

show lacp [channel-group-number] {counters | internal | neighbor | sys-id}

X DEREA channel-group-number — ({£7) F v XNV JN—TDFERSTYT, HETE H&MIT 1 ~ 48 T,
counters N7 4y 7 iERERTRLET,
internal Wkt E R R LET,
neighbor FAN—ERERFLET,
sys-id LACP CHHSND VAT AID 2R LET, ¥ A7 A ID L, LACP v~

AT TITAFIT A BEIOAAL v FMACT FLUATHEENTHET,

avwv kR E—F o —H EXEC
K¢ EXEC
avy FERE Jyy—=2 EERE
12.1(19)EA1 Soavy FISEMSIE LT,
12.2(25)SE channel-group-number N 1 ~ 12 275 1 ~48 ICEFE S nE LT,

BRALEDHA FS4Y  showlacp 2~ REANTDHE, 7727 4T RT ¥RV TA—TOERBERENET, FFEOT v
FIAERERRT HITIE. F¥ RN TNV —T7F 5% EL T showlacp 2~ FEANLET,

F ¥ X IN—THRELRZWVEAIE, T XTCOF v XV TV —TRERENET,

channel-group-number =73 5 & ANJ1T 52 LT, sys-id IS DT X TOF—T— R TF ¥ XL 7
N—TERETEET,

5 KOFITIE, show lacp counters =~ > RO Z/RmLET, £ 2-3812, ZOHAHTRREND
74—V ROFHERLET,

Switch# show lacp counters

LACPDUs Marker Marker Response LACPDUs
Port Sent Recv Sent Recv Sent Recv Pkts Err
Channel group:1
Gi0/1 19 10 0 0 0 0 0
Gi0/2 14 6 0 0 0 0 0
#* 2-38 show lacp counters ® 7 1+ —JL FDHEA
J4—=ILF H LT
LACPDUs Sent ¥ £ Tf Recv AR— M X > TEZE SNz LACP /37 v MK
Marker Sent ¥ X Tf Recv R— MMz &> TEZ{E & 7- LACP Marker /37 v MK
Marker Response Sent 3 £ Uf Recv | AR — NI Ko THEEAF 4172 LACP Marker J&& /37 v MK
LACPDUs Pkts ¥ & OY Err A—=FD LACP IZL o TEEINT, RIMTARIER VT ML

Catalyst 3560 R4 v F a2 F YI7L VR
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W show lacp

W DBFITIL, show lacp internal =~ > RO E/RLET,

Switch# show lacp 1 internal
Flags: S - Device is requesting Slow LACPDUs
F - Device is requesting Fast LACPDUs
A - Device is in Active mode P - Device is in Passive mode

Channel group 1

LACP port Admin Oper Port Port
Port Flags State Priority Key Key Number State
Gi0/1 SA bndl 32768 0x3 0x3 0x4 0x3D
Gi0/2 SA bndl 32768 0x3 0x3 0x5 0x3D

#2392, ZTOHNTEREIND T 4 — NV FOFHHAZRLET,

#* 2-39 show lacp internal ® 7 1+ —JL FOFHBA
J4—ILE B
State FEEDOR— b OIRE, WIZHEHAREREZ R LET,
e —: A— kX unknown A7 — K TT,
e bndl: X— "RT7 7V S —Z TR S, LoFR— kN
/Fwéhfwif
o susp: R— FRHFE IS TWBHIREET, 77U F—FIC
Tﬁ‘f‘)uéﬂfb‘i‘@fho

e hot-sby : R— ARy h A X 3 DIRFETT,

e indiv: R— FE2ZOMA— &L BTN FLTEEY
oo

e indep : A— MT independent 27— FTY, N RLER
'Clz\i“hf/wb‘ T—F I T7 4y EBVERDILENT
TFET, ZOHE, LACP IFHEFMA— F TETIA T

FH A,
e down: A—FRFX T LTWHET,
LACP Port Priority R—=P DT IFTAFT VT 4 RE, ABEOH DT XTOR— IR

HEHTHZ L RBET D70, N—FU =7 OHIRRH 55
AV LACPIIAR—F 7I7A4F VT 4ICEVR— b ERZX NS

T—RlZLET,
Admin Key A= MIE Y TONEEHRHADS—, LACP IZHEMICEH

Hox—lazAm LET (16 #E), FHEX—X, LoOR—h
EEMINDIFR—POBELZERLET, TOMDOE—F L
AT R — hORREIL, T~F®%@?ﬂ$ (=& 21X, 5—4
L— b7 a7 by AHER) &, RELERERRICEL-T

HWr < E T,
Oper Key R— b THEH SN EITRHOEBES—, LACP XA #NICHEE

A LET (16 #EE),
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showlacp W
% 2-39 show lacp internal D7 1 —JL FOEHKE =)
J4—ILF Bk
Port Number Port Number
Port State AN—bhDWRRELE S, 1 DDAV T v PNTHADE Y F& LT

Tra— KNI, ROXIRERICRY ET,
e bit0: LACP D7 V5 4 EF 4
e bitl : LACP D&% A LT 7 |k

o bit2 : £
o bit3 : [AH]
o bit4 : IEE
o bit5 : BfF

e bit6: T 7 4L b
e bit7 : RGN
GE) FE» VU R FTiE, bit7 23 MSB T bit0 X LSB T3,

WOBITIL, show lacp neighbor =~ > FOHAERLET,

Switch# show lacp neighbor

Flags: S - Device is sending Slow LACPDUs F - Device is sending Fast LACPDUs
A - Device is in Active mode P - Device is in Passive mode

Channel group 3 neighbors

Partner’s information:

Partner Partner Partner
Port System ID Port Number Age Flags
Gi0/1 32768,0007.eb49.5e80 0xC 19s SP

LACP Partner Partner Partner

Port Priority Oper Key Port State

32768 0x3 0x3C

Partner’s information:

Partner Partner Partner
Port System ID Port Number Age Flags
Gi0/2 32768,0007.eb49.5e80 0xD 15s SP

LACP Partner Partner Partner

Port Priority Oper Key Port State

32768 0x3 0x3C

W ORFITIL, show lacp sys-id =2~ > ROHTE/RLET,

Switch# show lacp sys-id
32765,0002.4b29.3a00

VAT AIDIE, VAT A TPIAFV T A BIOTY AT L MAC 7 FLATHRENTWET, BHID
2R NEVAT A TITA4F VT 4, HED 63 MIZT o — S LIZEHEINTWD AT LABEE O
%> MAC 7 KL AT,

| oL-26671-02-J
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W show lacp

BEav U kR avvFk B2L
clear lacp LACP % /v 7 —TE#REBEELET,
lacp port-priority LACP R— b FIA4F VT 4 R ELET,
lacp system-priority LACP AT A TI3AF VT 4 HHELET,
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show link state group W

show link state group

Voo 27—k 7 —71F#R%EFRRT 5I21E, show link state group Fi# EXEC 2~ REHEHA L &
T

show link state group [number] [detail]

XN number UEE) VoI AF— K I —FDO&KETT,
detail (EE) FMEmREET~TDE9RELET,
FI4I FT7 4V ERETH Y FH A,
avy kR E—F ¥+ EXEC
avy FERE yy—2= EENE
12.2(25)SEE Zoa=y RRBEMmEhELE,

BEREDAL T4

3l

Voo A7 — bk Z—T7F#REFRRT DHI2IE, show link state group =~ > REERLET, F—
UV—FafEEFIccoa~vry FeANhToL, T XTOY 7 27— ZV—7DIERPFRISN
FT, BEOIN—TOEFREFRTHITIE, TA—TESZEANLET,

TN—T OFMERE TR T 511X, detail ¥—7 — K% A1 L £ 7, show link state group detail =
Y ROHATIEH, VI AT —F NI uX U I RARX—TNICRoTNDD, EEFT v 7 AL
V=LFERBFF ORI —A (BOHIWVEIEDHE) A F—T oA AR ESINTZY 7 AT — |
TN—TREFRERENET, V=TV I AT — K TNA—=TEENRNEE, A F—TNVET
T 42— e LTERINET A,

W OFITIE, show link state group 1 =~ > KO ZRLET,
Switch# show link state group 1

Link State Group: 1 Status: Enabled, Down

W DBFITIL, show link state group detail =~ > FOH I ZRLET,
Switch# show link state group detail

(Up) : Interface up (Dwn) : Interface Down (Dis) :Interface disabled

Link State Group: 1 Status: Enabled, Down
Upstream Interfaces : Gi0/15(Dwn) Gi0/16 (Dwn)
Downstream Interfaces : Gi0/11(Dis) Gi0/12(Dis) Gi0/13(Dis) Gi0/14 (Dis)

Link State Group: 2 Status: Enabled, Down
Upstream Interfaces : Gi0/15(Dwn) Gi0/16 (Dwn) Gi0/17 (Dwn)
Downstream Interfaces : Gi0/11(Dis) Gi0/12(Dis) Gi0/13(Dis) Gi0/14 (Dis)

(Up) :Interface up (Dwn):Interface Down (Dis):Interface disabled
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W show link state group

BEa<w ok avwyk B
link state group VoI ATF—h IA—FDALNELTA L H—T oA ALHRELE
7
link state track VoI AT —hK IN—T% A F—=T M LET,
show running-config BB ERELZRRALET,
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show location H

show location

T RKRA L houalr—va UEREFRRT HITIE. show location =~ K% EXEC £— FTEH L
7,

show location admin-tag
show location civic-location {identifier id number | interface interface-id | static}

show location elin-location {identifier id number | interface interface-id | static}

WX DA

admin-tag Y 7 EIITY A MERERRLET,

civic-location Miinr—ra U tERERRLET,

elin-location BAanr— g U8R (ELIN) 2F R LET,

identifier id #itinr—yarEizidelin e r—v a0 ID ZHEELET, HE
TX % ID #PHIx 1 ~ 4095 CT¥,

interface interface-id ULE) BESNTFA v E—T oA AFITTRTOA L F—T = A

AT onr—va EREFRRLET, ARIRA LV F—T A R
ik, MR- R EERET,

static ABT 47 aryT 4 FXal—ya U FEREAFZRLET,
avy kR E—F = —% EXEC

¥+ EXEC
avy FERE Jy—=x EERNE

12.1(19)EA1 oo~y REMSHE LT,

HERHEDHA K51

il

T RRA v horr—va U AEREFRTT HITIE. show location =~ FaEEH L E 9,

WOFITIE, f v Z—T x4 ADulr— a NE#R%EFK T 2 show location civic-location =~ >
OHAERLET,

Switch# show location civic interface gigibitethernet0/1
Civic location information

Identifier : 1

County : Santa Clara
Street number : 3550
Building 19

Room : C6

Primary road name : Cisco Way
City : San Jose
State : CA

Country : US

WO THX, T XTOHH a7 —3 3 U 1E#E KT 5 show location civic-location =~ > KO HH
R LET,

Switch# show location civic-location static

| oL-26671-02-J
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M show location

Civic location information

Identifier 1

County : Santa Clara
Street number : 3550

Building 0 19

Room : C6

Primary road name : Cisco Way
City : San Jose
State : CA

Country : US

Ports : Gio/1
Identifier : 2

Street number : 24568

Street number suffix : West

Landmark : Golden Gate Bridge
Primary road name : 19th Ave

City : San Francisco
Country : US

WOFITIE, Baur— a U EW % R7T 5 show location elin-location =~ > FOH H%ERL E
\?AO

Switch# show location elin-location identifier 1
Elin location information

Identifier : 1

Elin : 14085553881

Ports : Gi0/2

WOFITIE, TXTCOREar— a UE#R%EFEKRT D show location elin static =~ > RO 1 &R
LET,

Switch# show location elin static
Elin location information
Identifier : 1

Elin : 14085553881

Ports : Gi0/2

Identifier : 2

Elin . 18002228999
P i=iedVN S avy kR B
location (ZFu— )L a7 4F¥a TURKRAL Mo —)b abr—3 g UERERELET,
L—av)

location (f V' #—T7 A R A =T xR r—va U NERE
T4 ¥zl —TgV)

/,_.E_‘l_/\i‘j‘()

2t
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show logging smartiog M

show logging smartlog

Aw— bk o X 7 EREERTSI2iE. EXEC ©— F T show logging smartlog ==~ > K% EXEC
F-FTHEMALET,

show logging smartlog [event-ids | events | statistics {interface interface-id | summary} ]

WX DA

AR FILLE

event-ids UEE) A~— b a7 AV MO ID E4RTEF T LET, NetFlow
a7 FiE, AR NID BEEHALTEA R ME#ELET,

events UER) A~v— b AV NOFHERRLET, HED 10 0
Av—b BX 7 AU MRRRSHET,

statistics LB A~v— bk m 7HEHERER T LET,

interface interface-id BELIEA LV E—T oA ADA~Y— b a FHEHERPFERLET,

summary A~v—h B A Xy MEFHTEROY~ ) —Z2RRLET,

T 7 AN EREFTDH Y EE A,

avwv kR E—F K¢ EXEC
avy FERE yy—=x EERNE
12.2(58)SE Zoawy REMESNE L,

HHEDHA FS51Y

il

DHCP AX—VE VN, #A4FIv 7 ARPA VAR v a V&R, IP VY —A H—FRIER FZ
747, ACLOFFRIETIIER SN N7 74 v I/ BNRETRa y SNz ry hORA~v— |k =7
XU T ERETEET, Xy PONKFIL, FHE L7 Cisco I0S NetFlow = L7 X 12k bnuE T,

Mt T 23, A= BXF I oTabv s ZIZELNLNT Y FOBE ML ET,

WOBITIL, show logging smartlog events =~ > KO AZRLET, HED 10 FOA~— g F
VI ARY RRERENET,

Switch #show logging smartlog events

Event: DAI Extended Event:DAI DENY INVALID PKT Interface: Gil/0/5

Input Vlan: 2 Timestamp: 05:05:51 UTC Mar 2 1993

pkt-section:
FFFFFFFFFFFF00000700010E0806000108000604000000000E000006000000000012DADA1ICCIFFFFFFFF000102
030405060708090A0BOCODOEOF101112131415

Event: DHCPSNP Extended Event:DHCPSNP DENY INVALID MSGTYPE Interface: Gil1/0/3 Input
Vlan: 2 Timestamp: 05:05:51 UTC Mar 2 1993pkt-section:
FFFFFFFFFFFF00000700010008004500016E000100008011BDB70A0571C2FFFFFFFF00440043015A06B3020106
000000007A0000800000000000000000000000

Event: ACL Extended Event:PACL PERMIT Interface: Gil/0/2 Input Vlan: 3
Timestamp: 05:05:56 UTC Mar 2 1993

pkt-section:
9CAFCAT7F3E4300000700011108004500002E0000000040060CBFAC140B70AC140A731875005000000000000000
005000000023050000000102030405

Event: IPSG Extended Event:IPSG DENY

Interface: Gil1/0/2 Input Vlan: 3 Timestamp: 05:06:37 UTC Mar 2 1993
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W show logging smartlog

pkt-section:
FFFFFFFFFFFF00000700011108004500002E0000000040FFC257AC140B66FFFFFFFF000102030405060708090A
OBOCODOEOF10111213141516171819

WOBITIL, show logging smartlog event-ids =~ > FOHAERLET,

Switch #show logging smartlog event-ids
EventID: 1 Description: DHCPSNP
Extended Events:

DHCPSNP_DENY INVALID MSGTYPE
DHCPSNP DENY INVALID PKTLEN
DHCPSNP_DENY INVALID BIND
DHCPSNP_DENY INVALID OPT
DHCPSNP_DENY OPT82 DISALLOW
DHCPSNP_DENY SRCMAC MSMTCH

EventID: 2 Description: DAI
Extended Events:

DAI DENY INVALID BIND
DAI DENY INVALID SRCMAC
DAI DENY INVALID IP

DAI DENY ACL

DAI DENY INVALID PKT
DAI DENY INVALID DSTMAC

EventID: 3 Description: IPSG
Extended Events:

ID | Description
1 | IPSG_DENY
EventID: 4 Description: ACL

Extended Events:

ID | Description
1 | PACL_ PERMIT
| PACL_DENY
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show logging smartiog

W& DBFITIL, show logging smartlog summary =2~ > KOH /R L ET,

Switch# show logging smartlog statistics summary

Total number of logged packets: 0
Total number of DHCP Snooping logged packets: 0
DHCPSNP PERMIT: 0
DHCPSNP DENY INVALID MSGTYPE: O
DHCPSNP_ DENY INVALID PKTLEN: O
DHCPSNP DENY INVALID BINDING: O

Total number of Dynamic ARP Inspection logged packets: 0
DAI PERMIT: 0
DAI DENY INVALID BIND: 0
DAI DENY INVALID SRCMAC: 0
DAI DENY INVALID IP: 0

Total number of IP Source Guard logged packets: 0
IPSG DENY: 0
Total number of ACL logged packets: 0
PACL_PERMIT: 0

PACL DENY: O

WOFITIL. show logging smartlog statistics interface =~ > ROM I ER L E T,

Switch# show logging smartlog statistics interface gigabitethernet 0/1
Total number of DHCP Snooping logged packets: 0
DHCPSNP DENY INVALID MSGTYPE: O
DHCPSNP DENY INVALID PKTLEN: 0
DHCPSNP_DENY INVALID BIND: O
DHCPSNP DENY INVALID OPT: O
DHCPSNP DENY OPT82 DISALLOW: 0
DHCPSNP DENY SRCMAC MSMTCH: 0
Total number of Dynamic ARP Inspection logged packets: 0
DAI DENY INVALID BIND: 0
DAI DENY INVALID SRCMAC: 0
DAI DENY INVALID IP: 0
DAI DENY ACL: 0
DAI DENY INVALID PKT: 0
DAI DENY INVALID DSTMAC: 0
Total number of IP Source Guard logged packets: 793
IPSG_DENY: 793
Total number of ACL logged packets: 10135
PACL PERMIT: 10135
PACL DENY: O

BlEa<w R avwyFk E L]

ip arp inspection smartlog FAF I ARP A v 2RI v arTRay TSRty
FDA=—F ¥ T E A X—T T LET,

ip dhcp snooping IPDHCP AX—E v/ ThRry7a& N7y hOAv— |
nX T EAR—TMILET,

ip verify source smartlog IPYV—AH—KRTRuayrEh/ry hOA~w—h a¥y
T A R —T NI LET,

logging smartlog Aw—h BX T BT a— A, F—T NI LET,

Catalyst 3560 R4 v F a2 F YI7L VR
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M show mac access-group

show mac access-group

bHALE =T oA AFFIAL v FICHRESNLTND MAC T 77X 2 hr—/L U2+ (ACL)
ZFaT 5121, show mac access-group =~ K% EXEC E— FCEH L £,

show mac access-group [interface interface-id]

X DEREA interface interface-id  ({LF) $EDA LV X —7 = A ATHREESNT MAC ACL 2#FERLET,
BHhig A B —T 2 A AIWER—FER—bh Fr LT, R—F Fv
FNVEHIE 1 ~48 TT (F#E EXEC £ — FOLGE AR,

2 —# EXEC
i EXEC

T
H
I
™.

avy

avy FERE yy—=x EERNE
12.1(19)EA1 Toawr REMSE L,

15 K OBFITIL, show mac-access group =~ FOWMNERLET, A— b 2121k, #@HIND MAC T
A VRN macl el 3HY EF, MACACL (Zhod A ¥ —7 = A 2 ZHH S ER A,

Switch# show mac access-group
Interface GigabitEthernet0/1:
Inbound access-list is not set
Interface GigabitEthernet0/2:
Inbound access-list is macl el
Interface GigabitEthernet0/3:
Inbound access-list is not set
Interface GigabitEthernet0/4:
Inbound access-1list is not set

<output truncated>

W OFHIClE. show mac access-group interface =~ > KO ZRLET,

Switch# show mac access-group interface gigabitethernet0/1
Interface GigabitEthernet0/1:
Inbound access-list is macl_el

EEavTUF avwv kR A
mac access-group ABE =Tz A AIZMAC T 7 A Z)V—T%EHLET,
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show mac address-table

show mac address-table

BEDMACT KL A T—=TNVDEALFI v I | AZT 47 =) £ EDA X —T oA
ARLVLAN EOMAC 7 RVA T—TNDEAFI v T | AZT 47 =2 b 2RRTDHITIE,
show mac address-table =~ K% EXEC =— FCEHL £9,

show mac address-table

X DEA Zoawy R, gl ERZITIF—TU— NI THA,
avy Rk E—F o —4 EXEC
i+ EXEC
avy FEE Jyy—=x EERNE
12.1(19)EA1 Zoavwy RPMEMEShE L,
i WDOHTiL, show mac address-table =~ KO &2~ LE£7,

Switch# show mac address-table
Mac Address Table

Vlan Mac Address Type Ports
All 0000.0000.0001 STATIC CPU
All 0000.0000.0002 STATIC CPU
All 0000.0000.0003 STATIC CPU
All 0000.0000.0009 STATIC CPU
All 0000.0000.0012 STATIC CPU
All 0180.c200.000b STATIC CPU
All 0180.c200.000c STATIC CPU
All 0180.c200.000d STATIC CPU
All 0180.c200.000e STATIC CPU
All 0180.c200.000f STATIC CPU
All 0180.c200.0010 STATIC CPU

1 0030.9441.6327 DYNAMIC Gi0/4

Total Mac Addresses for this criterion: 12

BEEa<T R avwy kR B
clear mac address-table dynamic MAC 7 RV A T—T7 b, BEOKXA T Iy 7T KL
A, BEDAVE =T 2 A A LEOTRTOLAFI 7 T K
VA, F73 8 ED VLAN EOT_XTOXAFIv 7 TR

VAZHIRL E7,

show mac address-table aging-time 4 <T» VLAN ¥~ i3fsE&n7= VLAN D=— 7 & 4
LRI LET,

show mac address-table count F_XTO VLAN F721345E &7z VLAN TFEELTWET

N 2FAERRLET,
show mac address-table dynamic HAFIv 7 MACT RLAT—7 L 2 M) ETEFRRL
£7
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W show mac address-table

avwy kR

A

show mac address-table interface

BESNKA LV H—T7 A4 ZAD MAC 7 KL A T—7 U {H#H
ERRFALET,

show mac address-table notification

TRTCOAS v Z—T x4 AFERIFRESINIZA X —T = A
ZZKT 5 MAC 7 RL A @B ELERLET,

show mac address-table static

22T 47 MACT RV A T—7 L M) EFEEFERL
ij—o

show mac address-table vlan

BESN7 VLAN O MAC 7 RL A F—7 Uil ER R L
£7,
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show mac address-table address W

show mac address-table address

BEINZMACT FLAD MAC 7 RL A T—7 LR %ZFKRT 5121, show mac address-table
address =~ K% EXEC t— RCTHEMHL F7,

show mac address-table address mac-address [interface interface-id] [vlan vian-id]

X DEREA mac-address 48y FOMAC T FLAERELET, A% KL HHH T7,
interface interface-id ~ (fLE) ¥EDA X —T oA ADEREFRLET, AIRA 4 —T =
A4 AZiF, AR —FER—F Fr xR EGENET,
vlan vian-id (EE) $5ED VLAN 2o M) 2F R LET, FEETE 240 1
~ 4094 T,

o—# EXEC
i EXEC

T
H
I
™.

avy

av Yy FERE yy—=x EFERRE
12.1(19)EA1 Zoavwy RPMEMEShE L,

1 woOFITiL. show mac address-table address =~ > FOH /12 R L £,

Switch# show mac address-table address 0002.4b28.c482
Mac Address Table

Vlan Mac Address Type Ports

All 0002.4pb28.c482 STATIC CPU
Total Mac Addresses for this criterion: 1

IV F avwy kR HTL:)]

show mac address-table aging-time 4 ~CT» VLAN £/ 3 EENn7= VLAN O=— 7 Z 4
LERRFLET,

show mac address-table count F_XTO VLAN F73EEE N7 VLAN THIELTWSH T
KL 2#grE£RRLET,

show mac address-table dynamic HAFIw 7 MACT RLA T—T7) 2 MR EFRL
9,

show mac address-table interface BEINEA v Z2—T7x2A4A2AD MAC 7 FL R F—7 L 1EH
ERALET,

show mac address-table notification 4+ X CTHOA L ¥ —T A XA FIFEEINTA L F—T = A
Z212xtT 5 MAC 7 RLUABAIREESETLET,

show mac address-table static 25T 47 MACT RLAFT—7 L 2 M T A2FRL
i‘j—o

show mac address-table vlan FBEIN7Z VLAN ® MAC 7 RL A T—7 UEREZF R L
e N
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Bl show mac address-table aging-time

show mac address-table aging-time

BEDT RLVAT—TN A VALV ADT—Y T X4 A EINT VLAN EEIIHBER 20
BHEITTRTO VLAN EOFTRTCOT LA T—T N A VAL ADT—=D T A4 ZNeRRT D
21X, show mac address-table aging-time =~ > % EXEC £ — R CEHL 7,

show mac address-table aging-time [vlan vian-id]

WX DA vlan vian-id (L) ¥ED VLAN O=— v 7 S 4 MEBREFR LET, BETES
HPHIL 1 ~ 4094 T,

a<>F E—F = —4 EXEC
FkE EXEC
avy FERE yy—=x EERNE
12.1(19)EA1 Toawr REMSE L,

FRAEDHS RS1Y VLAN HBERIEEEEINRVEES. TXTO VLANICHT AT —U 0 7 2L ARFBRINET,

i WoHITIL, show mac address-table aging-time =~ > RO EZRLET,

Switch# show mac address-table aging-time
Vlan Aging Time

1 300

K OHITIL, show mac address-table aging-time vlan 10 =~ > FOH 12 R LE T,

Switch# show mac address-table aging-time vlan 10
Vlan Aging Time

10 300

Catalyst 3560 R4 v F AR F YI7L R
m‘ OL-26671-02-J |



| 552% Catalyst 3560 & & U 3560-C X4 v F CiscolOS a<wv K

show mac address-table aging-time W

avy kR

B

mac address-table aging-time

HAFIv 7 =z VUBNMERAEZEFESHFSINEZ%R, MACT R
VA T—T7NVNICRFF SN DR EZRELET,

show mac address-table address

HBEESNTZMAC 7 FLZAD MAC 7 LR F—7 L IEREF«R
RLET,

show mac address-table count

4 _TO VLAN 7235 &7z VLAN TIHEELTWAT K
LA ERRLET,

show mac address-table dynamic

FAFTIv 7 MACT RLRA T—7 0V = MR ERRALE
j‘o

show mac address-table interface

BESNTcA L F—T oA AD MAC 7 LR F—T7 %
FRLET,

show mac address-table
notification

TRTCDA L Z =T oA RAELITHREINT A F—T = A X
WZk3 5 MAC 7 R RABHIGREEZ R T LET,

show mac address-table static

28T 47 MACT RLA T—7 1 2 M) FEida2FRLE
KR

show mac address-table vlan

HBEENTZ VLAN ® MAC 7 RL 2 T—7 LR EEFERLE
7,
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Bl show mac address-table count

show mac address-table count

F_TPHD VLAN F7213HEE SN VLAN IZHFEETHT KL A EFERT 5121, show mac
address-table count =~ K% EXEC £=— RCTfEH L £,

show mac address-table count [vlan vian-id]

XD vlan vian-id (EE) BED VLAN O7 FLAFaEF R LET, IBETE %ML 1 ~ 4094 T
‘j_l)
avwv kR E—F o —+4 EXEC
¥4 EXEC
av Yy FERE yy—=x EEAR
12.1(19)EA1 Zoawy RRBEMmERELE,

EREDHA KS1Y VLAN BESDHEESNRWES, TTO VLAN IZHT 57 FL A By hREFRENET,

i WDOHITIiL, show mac address-table count =~ > ROH 72 R L E 5,

Switch# show mac address-table count

Mac Entries for Vlan : 1

Dynamic Address Count : 2

Static Address Count : O

Total Mac Addresses : 2

BEEa<T R avwyFk B

show mac address-table address HBESNE-MACT7 RLZ20O MAC 7 RL A2 T—7 LR %
ERLET,

show mac address-table aging-time <+ <T» VLAN /-3 s &n7- VLAN D=—2 7 & 4
LERRLET,

show mac address-table dynamic EAFIv I MACT RLVA T—7 )= M) FEITEFERL
x93,

show mac address-table interface 5z A % —7 A4 AD MAC T RL A T—7/LIEH
ERIALET,

show mac address-table TRCOA LV F—T = AEIFBEINTA v F—T A

notification KT MAC 7 R RABHREZ R T LET,

show mac address-table static 28T 4w MACT RL 25— 1 oo N EIFAEFRL
E3r

show mac address-table vlan BESNTZ VLAN ODMAC 7 RL AR T—T VSR EERRLE
7T
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show mac address-table dynamic

show mac address-table dynamic

A FI v 77 MAC T RL A T—7)L = b EF&2FRT 5HIZiE. show mac address-table
dynamic =~ F% EXEC £— RCEH L 9,

show mac address-table dynamic [address mac-address] [interface interface-id] [vlan vian-id]

XX DA address mac-address ~ ({£EE) 48 £y FO MAC 7 FL 2&HELET, AR 7+r—~ v MI
HHH T% (4% EXEC £— FOBEE TR FEE),
interface interface-id ~ ({LE) WAEITHIA LV A —T = A ZAEHELET, A7 —7=7
NI, WER—F ER— b FYRAREGENET,
vlan vian-id (fEE) $5ED VLAN o> ) 2FRLET, fRETE 40T 1 ~
4094 T3,

o—# EXEC
i EXEC

T
H
I
™.

avy

av Yy FERE yy—=x EFERRE
12.1(19)EA1 Zoavwy RPMEMEShE L,

{1 WK OFITIL, show mac address-table dynamic =~ > FOH N ZR L ET,

Switch# show mac address-table dynamic
Mac Address Table

Vlan Mac Address Type Ports

1 0030.b635.7862 DYNAMIC Gi0/2
1 00b0.6496.2741 DYNAMIC Gi0/2
Total Mac Addresses for this criterion: 2

Eav R avwyk HL]

clear mac address-table dynamic MAC 7 RV A T—T b, BEOKXA T Iy 7T KL
A BEEDA L HE =T 2 A A LOTRCOFAF Iy TK
VA, F73 8 ED VLAN EOT_XTOXAFIv 7 TR
VAZHIBRL 7,

show mac address-table address BEENTEMACT7 FL2D MAC 7 RL X F—7 LIiEH %
FRLET,

show mac address-table aging-time 4 ~<TCT» VLAN £/ /3 ENn7= VLAN O=— 7 Z A
LEFRLET,

show mac address-table count FTRTO VLAN E7213#5E 37z VLAN THEL TS T
N 2A¥ERRLET,

show mac address-table interface BEENIZA L E—T 24 AD MAC 7 RLZ 5 —7 L5
FFRRLET,
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B show mac address-table dynamic

avwyFk B

show mac address-table static 28T 4w MACT RLA T—7 )L = M) EIFaERL
7,

show mac address-table vlan fRE S’z VLAN © MAC 7 RL A T—7 UIE#RE R R L
e
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show mac address-table interface Wl

show mac address-table interface

EEINT- VLAN OREINTA L Z—T 24 AD MAC 7 RL A T—7 )V EREZR AT DI,
show mac address-table interface = —% EXEC =2~ > K& L F 7,

show mac address-table interface interface-id [vlan vian-id|

BEX DA interface-id ER) AV F—TocAAZATER/ELET, ENRA L F—T A AT
i, WER—FER—F Fr xRN EENET,
vlan vian-id (&) #¥ED VLAN o> hY 2F R LET, fRETE 2T 1 ~
4094 T,
avy Kk E—F 2 —4 EXEC
K5 EXEC
avy FERE Jy—=x EENE
12.1(19)EA1 Coa~y RRBMENE L,
i WDOHTliL, show mac address-table interface =~ > FOH 12 /R L E 4,

Switch# show mac address-table interface gigabitethernet0/2
Mac Address Table

Vlan Mac Address Type Ports
1 0030.b635.7862 DYNAMIC Gi0/2
1 00b0.6496.2741 DYNAMIC Gi0/2

Total Mac Addresses for this criterion: 2

BEa<o R avwyk H LT

show mac address-table address eI/ MACT7 RL2D MAC 7 RL 2 5—7 LiEH
BRRILET,

show mac address-table aging-time FT_TO VLAN 3B EESN?~ VLAN O=—2 7 X
A LERRLET,

show mac address-table count T _TO VLAN F7213#8E Sh7z VLAN THEEL TWD
TR AEERRFLET,

show mac address-table dynamic A FIv 27 MACT RLAR FT—7 )L M) FiIFEFER
LET,

show mac address-table notification T _XCTHOA L X —T A AFRITEESINTA X —T =
A 2Zxt9 5 MAC 7 RL A BB EEFERLET,

show mac address-table static 28T 4w MACT RLx 5—7 10 =2 M) T E2FR
LET,

show mac address-table vlan FBESNT7Z VLANOMACT RL A T—7LEREFRRL
\i \j‘o
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M show mac address-table learning

show mac address-table learning

T_TO VLAN £721348E L7 VLAN O MAC 7 RV A T —=V T DORT— X AR RT HITIE,
show mac address-table learning =~ . K% EXEC £E— R CEH L E,

show mac address-table learning [vlan vian-id]

XD vlan vian-id (FEE) HED VLAN OERAF R LET, fEETX &ML 1 ~ 4094 T
‘a—c
avwv kR E—F o —+4 EXEC
¥4 EXEC
av Yy FERE yy—=x EEAR

HEREDHA K51

12.2(46)SE1 Toawr REMSE L,

BMESNT VLAN & .20 VLAN TMAC 7 KL A F—=L 208, 2—TNITF 4 B —T A FExR
T A2, F—V— F&IEE L7\ T show mac address-table learning =~ > F&ER L E 9, 7
TV ME,TNTHO VLAN TMAC 7 RV A == 708 A 32— TF, Hlx O VLAN DOZE %
T — A A FRTHIIL, BED VLANID 236 ELCona~r REHH L £,

il WOBITIE, MAC 7 KL A 7 —=0278 VLAN 200 T7 4 E—7 /Ll > T\ 5 Z & %7”7 show
mac address-table learning =~ > KOH I ZRLET,
Switch# show mac address-table learning
VLAN Learning Status
1 yes
100 yes
200 no
CEERPY aITUF B

mac address-table learning vlan VLAN ® MAC 7 RL R F—=u 0% A X —TNVEFITT «

=7z LET,

Jl Catalyst 3560 R4 vF Iv Y F YI7L2R
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show mac address-table move update W

show mac address-table move update

WX DA

avv K E—F

AL v FDOMAC T KL A T—T7 VBT HEHOEREFK T 5121, show mac address-table move
update =~ F% EXEC £— RTEHLET,

show mac address-table move update

Zoavwy R, IEELITF—U—FEH D A,

= —# EXEC
Fite EXEC

i

Jyy—2 EERAR

12.2(25)SED Zoavy RRBEMEShE Lk,

WOBITIL, show mac address-table move update =~ > KO HZRLET,

Switch# show mac address-table move update
Switch-ID : 010b.4630.1780

Dst mac-address : 0180.c200.0010
Vlans/Macs supported : 1023/8320
Default/Current settings: Rcv Off/On, Xmt Off/On
Max packets per min : Rcv 40, Xmt 60

Rcv packet count : 10

Rcv conforming packet count : 5

Rcv invalid packet count : O

Rcv packet count this min : O

Rcv threshold exceed count : 0

Rcv last sequence# this min : 0

Rcv last interface : Po2

Rcv last src-mac-address : 0003.fd6a.8701
Rcv last switch-ID : 0303.£d63.7600

Xmt packet count : 0

Xmt packet count this min : O

Xmt threshold exceed count : 0

Xmt pak buf unavail cnt : O

Xmt last interface : None

switch#

BEgEa<w K

avwyk EL

clear mac address-table move MAC 7 RVR T—TNVBITHEB A 2 %27 VT LET,
update

mac address-table move update
{receive | transmit}

ALy FEOMACT FLA T—TVBATERAREL F
j—o
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Bl show mac address-table notification

show mac address-table notification

TRCDOAS LV H =T 2 A AFEFIBESNTZA VX —T 24 AD MAC 7 KL ZBMFHRTEEFRT HI
IZ. show mac address-table notification =~ K% EXEC €— FCEH L £,

show mac address-table notification {change [interface [interface-id] | mac-move | threshold}

X DEREA change MAC BERBEHEIE T A — 2 BLOBBT—7 V2R R LET,
interface UEE) 3 _XTOA U F—T =2 A ADERERRLET, AR A ¥ —
Tz A A, WEFR— R —F FyRxABEENET,
interface-id (E8) EEENTA VX —T oA ADIEREFRLET, B A v 2 —
Tz A AZE, WEFR— R = FyRrABREENET,
mac-move MAC 7 RV ABBI@M O AT — X A2 £RLET,
threshold MAC 7 KL A F—T AL LXVWVMEE=FX Y VT ORATF—Z A% FE R LET,
avw kK E—F o —4 EXEC
FriE EXEC
avy FERE Jyy—=2 EERNE
12.1(19)EA1 Coavy FRBMSNE L,
12.2(40)SE change. mac-move, ¥ X threshold — 7 — KBNS E L7z,

BRLEDAA R34V ¥ —U— F%&4$EE L7\ T show mac address-table notification change =~ > FZ{EH T 5 &,
MAC 7 K L AZEF @A A K —T VT 4 £ —T 0 h MAC @A, JBIET —7 L Ok KET
Ko N BIOBET—7VONEERRLET,
TRTDOA v F—T oA ZADBMERTT HITIX. interface ¥ — 7 — F&H L ET, interface-id 7
GENDHE, TOA LV E—T 2 A ADT T T ETBERINET,
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show mac address-table notification M

1) WOBICTIL, show mac address-table notification change =~ > KO ZRLET,

Switch# show mac address-table notification change

MAC Notification Feature is Enabled on the switch

Interval between Notification Traps : 60 secs

Number of MAC Addresses Added : 4

Number of MAC Addresses Removed : 4

Number of Notifications sent to NMS : 3

Maximum Number of entries configured in History Table : 100

Current History Table Length : 3

MAC Notification Traps are Enabled

History Table contents

History Index 0, Entry Timestamp 1032254, Despatch Timestamp 1032254
MAC Changed Message

Operation: Added Vlan: 2 MAC Addr: 0000.0000.0001 Module: O Port: 1

History Index 1, Entry Timestamp 1038254, Despatch Timestamp 1038254
MAC Changed Message

Operation: Added Vlan: 2 MAC Addr: 0000.0000.0000 Module: 0 Port: 1
Operation: Added Vlan: 2 MAC Addr: 0000.0000.0002 Module: O Port: 1
Operation: Added Vlan: 2 MAC Addr: 0000.0000.0003 Module: O Port: 1

History Index 2, Entry Timestamp 1074254, Despatch Timestamp 1074254
MAC Changed Message

Operation: Deleted Vlan: 2 MAC Addr: 0000.0000.0000 Module: 0 Port: 1

Operation: Deleted Vlan: 2 MAC Addr: 0000.0000.0001 Module: O Port: 1

Operation: Deleted Vlan: 2 MAC Addr: 0000.0000.0002 Module: O Port: 1

Operation: Deleted Vlan: 2 MAC Addr: 0000.0000.0003 Module: 0 Port: 1

BREaTU K = BREA

clear mac address-table notification MAC 7 FL 2@ o — )L hoo 2527 U7 LET,

mac address-table notification MAC 7 RLAEFT, B, 77137 FL A 5—7 L L &N
flEd MAC 7 F L 2@ agREZ A R— 7 M LET,

show mac address-table address EE SN MAC 7 RLAD MAC 7 KL% 5— 7 Ui§H %
FRLET,

show mac address-table aging-time 4 <T» VLAN ¥~ i3fsE&n7= VLAN OD=— 7 & 4
LR LET,

show mac address-table count F_To» VLAN £ 721388 7= VLAN CHFEIEL TV 5T

L 2FAERRLET,

show mac address-table dynamic HAFIv 7 MACT RLAT—T )L MU EITEFERL
7,

show mac address-table interface BESNTIA LV Z—Tx2AA2AD MAC 7 RL A2 T—7 L&
ERRALET,

show mac address-table static 2827 47 MACT RLA FT—7 )L = NPT E2F AL
9,

show mac address-table vlan BESNT VLAN ® MAC 7 KL A T—7 VIR EFRRL
7,

Catalyst 3560 R4 v F a2 F YI7L VR
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Bl show mac address-table static

show mac address-table static

AET 47 MACT KL A T—7 )L = v 212 R3 51214, show mac address-table static
o~y R%& EXEC E— RCTHEHLFT,

show mac address-table static [address mac-address] [interface interface-id] [vlan vian-id]

WX DA address mac-address (L&) 8 EY PO MACT RLAZBELET, A7 +—~ v M
HHH T3 (¥4 EXEC ©— FOBAZTFIHATHE),
interface interface-id EE) BAEEITOA L E— T oA AEEELES, Ahlrr 44— 7=
4 RZIE, WA — R — N FrRxAnEGENET,
vlan vian-id (&) $ED VLAN 07 L A& FRr LET, HETE HHAIE 1 ~
4094 <9,
avwv kK E—F o.— EXEC
¥¢HE EXEC
avy FERE yy—=x EFERRE
12.1(19)EA1 ooy FRBMESRE LR,
i W OFITiL, show mac address-table static =~ > FOHE =R LET,
Switch# show mac address-table static
Mac Address Table
Vlan Mac Address Type Ports
All 0100.0ccc.cccc  STATIC CPU
All 0180.c200.0000 STATIC CPU
All 0100.0ccc.cccd STATIC CPU
All 0180.c200.0001 STATIC CPU
All 0180.c200.0004 STATIC CPU
All 0180.c200.0005 STATIC CPU
4 0001.0002.0004 STATIC Drop
6 0001.0002.0007 STATIC Drop
Total Mac Addresses for this criterion: 8
BEa<w R avwyk L

mac address-table static

MAC 7 FVA T—=TNWIAEZT 47 T RUVAZEBNL
ij‘o

mac address-table static drop

Z2=2F ¥ ANMACT RVARA T4 NE Y T A F—T )b
WL, BEDRETLEIFSLE MAC 7 L A& S N T
T4l Ry T TEH5EICAAL v TFERELET,

show mac address-table address

BEEN-MAC 7 L 2D MAC 7 RL & T—7 L5
ERRALET,

show mac address-table aging-time F_XTO VLAN /3B EESN7 VLAN o= —2 7 #

A LeRRLET,

Catalyst 3560 R4 v F AR F YI7L R
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show mac address-table static

avwy kR

SiBA

show mac address-table count

4 _TCO VLAN 2 f8E &7 VLAN THEL TV
TR AEEFRRLET,

show mac address-table dynamic

HAF3I9 7 MACT FLRA F—7 L o kU R e 2om
LET,

show mac address-table interface

BESNIA L H—T2AADMAC 7 FL A T—T NI
WERRLET,

show mac address-table notification

TRTCOAS v Z—T x4 AFERIF/ESNIA X —T =
A 22T 5 MAC 7 LA BB EELFRLET,

show mac address-table vlan

BESNT VLAN D MAC 7 RL A 7 —7 UE#RER R L
E
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W show mac address-table vian

show mac address-table vilan

BE Sz VLAN @ MAC 7 RV A T—7 WA F£/RT 5I121%. show mac address-table vlan =
~ N% EXEC E— RTHEHLET,

show mac address-table vlan vian-id

XX DA vlan-id (fEE) $ED VLAN O7 FL A& F R LE ¥, fRETE 24P 1 ~ 4094 T,
av kR E—F 2 —4 EXEC
i+ EXEC
avy FERE )y1)—x EHEAR
12.1(19)EA1 Coawy FRBMERE L,
] W DEITiL. show mac address-table vlan 1 =~ > FOH IZF L £ T,

Switch# show mac address-table vlan 1
Mac Address Table

Vlan Mac Address Type Ports
1 0100.0ccc.cccc  STATIC CPU
1 0180.c200.0000 STATIC CPU
1 0100.0ccc.cccd STATIC CPU
1 0180.c200.0001 STATIC CPU
1 0180.c200.0002 STATIC CPU
1 0180.c200.0003 STATIC CPU
1 0180.c200.0005 STATIC CPU
1 0180.c200.0006 STATIC CPU

1 0180.c200.0007 STATIC CPU
Total Mac Addresses for this criterion: 9

BEa<UF avwy kR L]

show mac address-table address BEEN MAC 7 L 2D MAC 7 RL & F—7 L5
ERIALET,

show mac address-table aging-time F_XTH VLAN F7i38E S VLAN O=—2 v 7 #
A LEBRRLET,

show mac address-table count T RTD VLAN E72I3FHEE S 4172 VLAN THIEL TV D
7T RV A ERRLET,

show mac address-table dynamic HALFIv 7 MACT RL A T—7)L = M) 2T E2ER
LET,

show mac address-table interface BESnitA v 2—7=24A2AD MAC 7 L2 5T—7LE
WmERRLET,

Catalyst 3560 R4 v F AR F YI7L R
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show mac address-table vian W

avwy kR

SitEA

show mac address-table notification

TRTOA v E—T 24 ZAFIFRESNTA X —T =
A 2T H MAC 7 RLURABHERERFR R LET,

show mac address-table static

28T 497 MACT LA F—7 L o kU 21 e 2om

bi‘d—o
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W show macsec

show macsec

802.1ae Media Access Control Security (MACsec) 1A R T 511X, 7 EXEC E— N T show
macsec 2~ > R&EHHLET,

show macsec {interface interface-id | summary}

GE) o=z~ Rid, Catalyst 3560-C A1 v F 72 THR— SR THETd,

L 3:40)

%II;

interface interface-id ~ MACsec A > % —7 = A ADFHMER R LET,
summary MACsec vV —ffazRRLET,

E—F kit EXEC

Jy—2 EERE
12.2(55)EX Zoavy RRBEMINE LT,

i

OB TIE A X —T = A AZHESL ST MACsec 7 > v 3 U720 545 @ show macsec interface
a<wr RO hERLET,

Switch# show macsec interface gigabitethernet 0/1
MACsec is enabled
Replay protect : enabled
Replay window : 0
Include SCI : yes
Cipher : GCM-AES-128
Confidentiality Offset : O
Capabilities
Max.Rx SA : 16
Max.Tx SA : 16
Validate Frames : strict
PN threshold notification support : Yes
Ciphers supported : GCM-AES-128
No Transmit Secure Channels
No Receive Secure Channels

OB TIX, © Y a UPHE SN2 D show macsec interface =~ > FOHHZRLET,

Switch# show macsec interface gigabitethernet 0/1
MACsec is enabled
Replay protect : enabled
Replay window : O
Include SCI : yes
Cipher : GCM-AES-128
Confidentiality Offset : 0
Capabilities
Max.Rx SA : 16
Max.Tx SA : 16
Validate Frames : strict
PN threshold notification support : Yes
Ciphers supported : GCM-AES-128
Transmit Secure Channels

Catalyst 3560 R4 v F AR F YI7L R
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show macsec W

SCI : 0022BDCF9A010002
Elapsed time : 00:00:00
Current AN: 0 Previous AN: -1
SC Statistics
Auth-only (0 / 0)
Encrypt (1910 / 0)
Receive Secure Channels
SCI : 001B2140EC4C0000
Elapsed time : 00:00:00
Current AN: 0 Previous AN: -1
SC Statistics

Notvalid pkts 0 Invalid pkts O
Valid pkts 1 Late pkts 0
Uncheck pkts 0 Delay pkts 0

Port Statistics

Ingress untag pkts 0 Ingress notag pkts 1583
Ingress badtag pkts 0 Ingress unknownSCI pkts 0
Ingress noSCI pkts 0 Unused pkts 0

Notusing pkts 0 Decrypt bytes 80914

Ingress miss pkts 1492

ORI TIX, T XTOML SN MACsec & v ¥ 2 % F/RkT 5 show macsec summary 2~ KD
HAZERLET,

Switch# show macsec summary

Interface Transmit SC Receive SC
GigabitEthernet 0/1 0 0
GigabitEthernet 0/2 1 1
GigabitEthernet 0/4 0 0
BRI F avwyFk B
macsec A H—TxAAET802.1ae MACsec &1 F*—7 /M LET,

Catalyst 3560 R4 v F a2 F YI7L VR
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W show mka default-policy

show mka default-policy

MACsec Key Agreement (MKA) 72 k2L 77 5Lk R Y O —DIERERRFT DI, Rt
EXEC £ — R T show mka default-policy =~ > R&ffiH L £,

show mka default-policy [sessions] [detail]

GE) o=z~ Rid, Catalyst 3560-C A1 v F 72 THR— SR THETd,
BEX DN sessions EE) 7408 RV —NEASN-, 777472 MKA By 3
DOY~<V—%FRLET,
detail UEE) 77408 KU —OFMARREERBLOT 740 F R o—
DEAEINTA v H—T oA AL ERRLET, EE, 774008 R
Ce=NEASNTZTRTOT 7T 4 77 MKA & v a AT 237
AT —FAHERERTRLET,
avY K E—F H#4E EXEC
avy FERE yyy—x EENE
12.2(55)EX Zoawr RBNBMENE L,
i WoHITIL, show mka default-policy =~ > KO AHIEZR L E T,

Switch# show mka default-policy

MKA Policy Summary...

Policy KS Delay Replay Window Conf Interfaces
Name Priority Protect Protect Size Offset Applied
*DEFAULT POLICY* O NO YES 0 0 Gi0/3 Gi0/4

/**********************‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k***********************************************/

woFITIE, show mka default-policy detail =~ > FOHFFl %2R LET,
Switch# show mka default-policy detail

MKA Policy Configuration ("*DEFAULT POLICY*")

MKA Policy Name........ *DEFAULT POLICY*
Key Server Priority....0

Delay Protection....... NO

Replay Protection...... YES

Replay Window Size..... 0

Confidentiality Offset.O0

Applied Interfaces...
GigabitEthernet0/5

Catalyst 3560 R4 v F AR F YI7L R
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show mka default-policy W

DI TIL, show mka default-policy sessions =~ > KOH B Z R L ET,

Switch# show mka default-policy sessions

Summary of All Active MKA Sessions with MKA Policy "*DEFAULT POLICY*"...

Interface Peer-RxSCI Policy-Name Audit-Session-ID

Port-ID  Local-TxSCI Key-Svr Status  CKN

% 40 show mka default-policy sessions O h7 1 —JL F

Z4—ILF BL

Interface MKA £y a BT 7747 THLWEA o Z—7 = A ZADEN4HT,

Port-ID Local-TxSCI TfEH L5 +A— b 1D,

Peer-RxSCI 7D 16y b AR—FID EEFELIZ ETDOAL L F—T 24 AD MAC 7 R
LA,

Local-TxSCI l6 By hAR—FID LHEfE L, MBS H—T7 =24 2D MAC T KL X,

Policy-Name Ty g URBRICHIMIR EEOREIHEH SN LR Y > — D4,

Key Svr Status F—H—NF, MKA By v arBx—H—nThbhid 1Y) %, Zhlso
AL IND OEEZRFLET,

Audit-Session-1D v a2 1D,

CKN Connectivity Association Key (CAK) D4 i,

EER=ICa avUFk BiEA
mka default-policy MKA 7w ha)v F7 40 b RY v—%Af o Z—7 = A ZTHA L
EJcpe

| oL-26671-02-J
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W show mka policy

show mka policy

FTRTOEH SN MACsec Key Agreement (MKA) 7a k=L KU v—D¥~<VU— (MKA 77 4
Wb R —aEGl) 2RKRT L, ERBRESNEARY —2FRT 5101, FiE EXEC £— FT
show mka policy =~ > FZ#HH L 7,

show mka policy [policy-name [sessions] [detail]]

GE) Zoa<r FiE, Catalyst 3560-C A4 v F 72T THR— SR T0ET,
BEX DA policy-name (EE) R v—4fiEz AN LET,
detail (EE) HBEESNT MKA R > —OEMARREFHR (FORY > —NHEM
SNTWIRA v F—T oA ADARIEET) ERARLET, TOHIIE,
BEREA T arDF 74V MEzERLET,
session ¥ — U — RORICATI SN E, HESNTERY U —£4 &R,
FT_RTOT 7T 477 MKA © v a VBT 23R 2T — 2 AR %
FKRLET,
sessions ULE) fBESh RV —L%5EH>, ¥ XTOT V77 1 77 MKA &~
Taroh<wl)—ERRLET,
avYy K E—F K¢ie EXEC
avy FEE Jyy—=x EENE
12.2(55)EX Zoavwry RpNENENE LR,
i WOHITIE, show mka policy =~ > RO A ZR L £,

Switch# show mka policy

MKA Policy Summary...

Policy KS Delay Replay Window Conf Interfaces
Name Priority Protect Protect Size Offset Applied
*DEFAULT POLICY* O NO YES 0 0 Gi0/1
MkaPolicy-1 0 NO YES 1000 0 Gi0/2 Gi0/3
MkaPolicy-2 0 NO YES 0 50

MkaPolicy-3 0 YES YES 64 30 Gi0/4
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show mka policy W

= 4 show mka policy 77 4 —JL F

Z4—ILF L]

Policy Name RY—DA MY TSR,

KS Priority F— Y= (KS) IZRD7HD, TTA4 A4V T 1 OFXEM, HRHIAIL 0

~ 255 C9, 0 ZmEDTITAF VT 4%, 255 13NN DOT T4 A4V T«
ZRLET, HOIZ, AL v TFNRFICF— P —NELTEELLY T2
ZEEBEWRL, fH 2551, AL v TFRP—RELTEELL Y E LRV D
CLEEWLET, ZOMEITHRETETT,

Delay Protect Fefi S T BIERE DR EE, ZOMEITREA R T,

Replay Protect TSNz T VA REOHKEFADIE (4L, replay-protection
window-size =~ > FZ A4 2% 2 & THRIEAEETT),

Window Size NRry RTEDT L= TRIND, VIVAIRETY 4 N U ORER

HYA X, VT VARENLT T THIUX, X0 TT, VT AIRENS
VT, EN 0 THIIE, MACsec 7 b — L DRERIBFREANTEAE LE
(Z#iX. replay-protection window-size =~ K& A 195 Z & TRE
ARETT),

Conf Offset At 7y FORTEHEHSDME (MACsec DF7 L— LIRH# £ 7 138
FlbEaA Ty b THL M), BREFHOMEIL, 0 (7Y ML),
30, F7213 50 X1 b,

Interfaces Applied RV —RNEHENTA o F—T = A ZADFNLET, DA F—T =LA
AZCbEA SN TWRWEE, A Y 7IFZETT,

WOFHICIE. show mka policy detail =~ > ROHAFHIZRLET,
Switch# show mka policy MkaPolicy detail

MKA Policy Configuration ("MkaPolicy-3")

MKA Policy Name........ MkaPolicy-3
Key Server Priority....0

Delay Protection....... NO

Replay Protection...... YES

Replay Window Size..... 64

Confidentiality Offset.30

Applied Interfaces...
GigabitEthernet0/4

W& DOFITIL, show mka policy sessions =~ > KOH B2 R L ET,
Switch# show mka policy replay-policy sessions

Summary of All Active MKA Sessions with MKA Policy "replay-policy"...

Interface Peer-RxSCI Policy-Name Audit-Session-ID
Port-ID Local-TxSCI Key-Svr Status CKN

Gi0/5 001b.2140.ec3c/0000 replay-policy 0A05783B0000001700448BAS8
2 00le.bdfe.6d9%99/0002 YES Secured 3808F996026DFBS8A2FCEC9A88BBD0680

Catalyst 3560 R4 v F a2 F YI7L VR
| oL-26671-02-J .W



¥ 2% Catalyst 3560 & & Uf 3560-C X1 v F Ciscol0OS av v F |

W show mka policy

EEaTUF = SV B2L
mKka policy (/m— L 2 MKARY —%EH LT, MKARY v — ar7 4 F¥alb—3
T4 F¥ a2l —a ) vE— REMIBLET,

mka policy ({1 v Z—7 x4 XA MKARIV—%A L F—T A AZHHALET,
a7 4 FXalb—3))

Catalyst 3560 R4 v F AR F YI7L R
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show mka session Wl

show mka session

7 7T 4 772 MACsec Key Agreement (MKA) 7' v haL By varoth~U —2RRTHI20E, §F
# EXEC *£— R C show mka session =~ > R&HEMH L ET,

show mka session [detail] [interface interface-id] [port-id port-id]] [local-sci sci]

GE) o=z~ Rid, Catalyst 3560-C A1 v F 72 THR— SR THET,

EBX DR interface interface-id (L&) A2 2 — T2 A A FLOT 75T 4772 MAK B> a v ODATF—H X
BHREFRRLET,
port-id port-id (EE) EENEZR—FID 285 v —T = A ATETFHFOT 7T 4

T MKA By varor~v—%2FKRFLET, A—FID Z2ER-THIZ
I%. show mka session interface interface-id 2~ > N& AJJLET, F—
N ID OfEiE, 2050 ED ., FUHERA V¥ —7 = A4 ADORBER— k&4l
AT LWy v g D EICHEBICHEML £,

local-sci sci (f£&) Local TX-SCI THRESND MKA £ v a v DAT — X AER%E
FHRLET, BELZE v g ?D Local TX-SCI 7R+ 5121%. show
mka session =~ K2 % —U— R RALTAHLET, SCl DE 1L, 8
OF 77> b (16 HD 16 #E) THHLENRH Y 7,

detail (EE) T _XTOT7 75T 4 7B MKA Yy ay, EESNWEA L F—T <
AR, FEl2F, BEESNTZAR—HNID 2RO EDA VX —T =4 ADTX
ToEy v a AT HHEMBRAT —F AEFRERRFLET,

avY kR E—F Rt EXEC
avy FERE yy—=x EFERRE
12.2(55)EX Zoawr RBEMSIE L,
il W OFITIL, show mka session =~ > FOHFFI %R LE T,
Switch# show mka session
Total MKA Sessions....... 1
Secured Sessions... 1
Pending Sessions... 0
Interface Peer-RxSCI Policy-Name Audit-Session-ID
Port-ID Local-TxSCI Key-Svr Status CKN

Gi 0/1 001b.213d.28ed/0000 *DEFAULT POLICY* 02020202000000000000EAAG6

2 00le.bdfe.8402/0002 YES Secured 3A06ECB1183E42BB4D7817EB2B949D0OE
Gil/0/2 001c.113f.2d3a/0000 MkaPolicy-1 02020533000000000000EC81
2 00le.bdfe.8402/0002 YES Secured F103EABB133F4AB3497312EF2A949A03

Catalyst 3560 R4 v F a2 F YI7L VR
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Jl Catalyst 3560 R4 vF Iv Y F YI7L2R

show mka session

& 42 show mka session DA77+ —IL F

Z4—ILF SieA

Interface MKA vy a VBT 7747 CTHLIMEA L H—T = ADE 4T,

Peer-RxSCI 7D 16y b AR—HFID E#ELZ ETOAL U F—T 24 2D MAC 7 K
LA,

Policy-name Ty g URBRICHIMIREEOREIMEH SN LR Y > — D4,

Audit session ID v a 1D,

Port-ID Local-TX-SCI T S5 R — b 1D,

Local-TxSCI 16 vy hAR—HFID LHEfE LI, WEA L X —T x4 2D MAC 7 RL A,

Key Server Status F— =N, MKA By v ari3¥— H—_Thbiil 1Y) &, 210
BEX IN) ofizRbET,

CKN Connectivity Association Key (CAK) D4 i,

W DEITiX, show mka session detail =~ > FOH Sz R L £,

Switch# show mka session detail
MKA Detailed Status for MKA Session

Status: SECURED - Secured MKA Session with MACsec

Local Tx-SCI......covuvn.. 0022 .bdcf.%9a01/0002

Interface MAC Address....0022.bdcf.9%a01

MKA Port Identifier...... 2

Interface Name........... GigabitEthernetl/0/1

Audit Session ID......... 0BOBOB3D0000034F050FA69B

CAK Name (CKN)........... 46EFE9FE85199FE404FB7AFA3FD0732E
Member Identifier (MI)... D7BOOEDA353242704CC6BODB

Message Number (MN)...... 7

Authenticator............ YES

Key Server.........cvvvuu. YES

Latest SAK Status........ Rx & Tx

Latest SAK AN............ 0

Latest SAK KI (KN)....... D7BO0OEDA353242704CC6BODB0O000000L (1)
Old SAK Status........... FIRST-SAK

Old SAK AN. i vviiiinneennn 0

0ld SAK KI (KN).......... FIRST-SAK (0)

SAK Transmit Wait Time... Os (Not waiting for any peers to respond)
SAK Retire Time.......... 0s (No 0Old SAK to retire)

MKA Policy Name.......... *DEFAULT POLICY*

Key Server Priority...... 0

Delay Protection......... NO

Replay Protection........ YES

Replay Window Size....... 0

Confidentiality Offset... O

Algorithm Agility........ 80C201

Cipher Suite............. 0080020001000001 (GCM-AES-128)
MACsec Capability........ 3 (MACsec Integrity, Confidentiality, & Offset)
MACsec Desired........... YES

# of MACsec Capable Live Peers............ 1

# of MACsec Capable Live Peers Responded..l

Live Peers List:

OL-26671-02-J |
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show mka session Wl

MI MN Rx-SCI (Peer)

DA296D3E62E0961234BF39A6 7 001b.2140.ec4c/0000

Potential Peers List:
MI MN Rx-SCI (Peer)

wOFTrx., show mka session interface =~ FOH B Z R L E T,

Switch# show mka session interface gigabitethernet0/5

Summary of All Currently Active MKA Sessions on Interface GigabitEthernet0/5.
Interface Peer-RxSCI Policy-Name Audit-Session-ID

Port-ID Local-TxSCI Key-Svr Status CKN

Gi0/5 001b.2140.ec3c/0000 replay-policy 0A05783B0000001700448BA8

2 00le.bdfe.6d99/0002 YES Secured 3808F996026DFBSA2FCECIA88BBD06S0
B#Ea< R avwy kR B
clear mka sessions FTXTOMKA Yy Yay (R—=FID. AV FZ—T A A, £721F
Local TX-SCI FO MKA v ayv) #27 U7 LET,
macsec A ¥ —7 x4 AT 802.1ae MACsec A *—7 MIZLET,

Catalyst 3560 R4 v F a2 F YI7L VR
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Bl show mka statistics

show mka statistics

7' —/s3L MACsec Key Agreement (MKA) 712 F 2 LiEEHERIB KO 77 4 772 MKA £ > v =
Y ELHIO MKA £y Y arDxT— By o X a2RRAT 5121, FiHE EXEC £©— KT show mka
statistics =~ > R&fEH L £,

show mka statistics [interface interface-id port-id port-id] | [local-sci sci]}

GE) Zoa<r FiE, Catalyst 3560-C A4 v F 72T THR— SR T0ET,
BX DA interface interface-id UEE) AV F—T7 x4 A LD MKA By g OFiHEREFERLET,
WAV H—T 2 A AT BREHTT,
port-id port-id HESNER—FID 2851 v —T =2 A ATEFHOT 75 4 T 72
MKAtyvar o<l —%2RRLET, F— KD 2FERT HITIE,
show mka session % 7213 show mKka session interface interface-id =~ > F
EANLEFT, A—NMID OEIZ, 200 ED, RUHHEA X —T A
ADHRR— R AT 2 Ly g U D EICHERFITEML £,
local-sci sci ({ER&) Local TX-SCI THE XD MKA v a v OFiHEHREERL
£, By a?D Local TX-SCI Z#s8 9 5121, show mka session
detail =~> FZAJLET, SCIOE XL, 8fEDOA 7T v b (16 @D
16 ##) THLIUERDHY £,
avv Kk E—F F5HE EXEC
avy FERE yy—= EERAE
12.2(55)EX Ioawy RBEMEE L,
i & DOHITIL, show mka statistics =~ FOHHERLET,

SWitch# show mka statistics

MKA Global Statistics

MKA Session Totals

Secured...........

Reauthentication Attempts..31

Deleted (Secured).......... 1
Keepalive Timeouts......... 0
CA Statistics
Pairwise CAKs Derived...... 32
Pairwise CAK Rekeys........ 31
Group CAKs Generated....... 0
Group CAKs Received........ 0
SA Statistics
SAKs Generated............. 32
SAKs Rekeyed............... 31
SAKs Received.............. 0
SAK Responses Received..... 32

Catalyst 3560 R4 v F AR F YI7L R
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MKPDU Statistics

show mka statistics W

MKPDUs Validated & Rx...... 580

"Distributed SAK"
"Distributed CAK"
MKPDUs Transmitted..
"Distributed SAK"
"Distributed CAK"

MKA Error Counter Totals

Bring-up Failures......

Reauthentication Failures.......... 0

SAK Failures
SAK Generation......
Hash Key Generation.
SAK Encryption/Wrap.

SAK Decryption/Unwrap........... 0

CA Failures
Group CAK Generation

Group CAK Encryption/Wrap....... 0
Group CAK Decryption/Unwrap..... 0
Pairwise CAK Derivation......... 0

CKN Derivation......
ICK Derivation......
KEK Derivation......

Invalid Peer MACsec Capability..2

MACsec Failures
Rx SC Creation......
Tx SC Creation......
Rx SA Installation..
Tx SA Installation..

MKPDU Failures
MKPDU TX.evvvewnnenn.
MKPDU Rx Validation.
MKPDU Rx Bad Peer MN

MKPDU Rx Non-recent Peerlist MN..O

% 43 show mka Global Statistics DHAhZ7 1 —IL F
Z4—ILF £HBH
Reauthentications 802.1x 5 D FERFE,

Pairwise CAKs Derived

EAP RFEIC L o THUS S 4172X7 @ Secure Connectivity Association Key
(CAK),

Pairwise CAK Rekeys

FHRRGEZICHAER I N7 O CAK,

Group CAKs Generated

TN—7"CA OF— H— L LTHEEFICAER SN V—7 CAK,

Group CAKs Received

TN—7" CA DIx— P —_ AL LTEETICZELEZIV—T
CAK,

SAK Rekeys

F— =L LTSN, FHEHEFT— F— N AU RELTEEL
7= Secure Association Key (SAK) ®F —F4EAL,

SAKs Generated

EED CA TH— #— "L LTEEL TWDRICAER S L7z SAK,

SAKs Received

B D CA TIHx— — 2L LTEIETICSZ{E L7z SAK,

| oL-26671-02-J
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Bl show mka statistics

% 43 show mka Global Statistics DHAT7 1 —IL F (HE)

Z4—ILF §RBA
MPDUs Validated & Rx |52{5 L. #iF & 4172 MACsec Key Agreement Protocol Data Units
(MPDU),

MPDUs Transmitted FEE &= MPDU,

BlEaTU K avwyk EL
clear mka statistics T_RTO MKA #eHESHR BEEenAf v Z—7 = X, A"— K ID, £
7213 Local TX-SCI £ MKA #aEHE®HR) 227 U7 LET,

Catalyst 3560 R4 v F AR F YI7L R
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show mka summary

GE)

show mka summary W

MACsec Key Agreement (MKA) v ¥ arOWh~< Y —BLO0S v — UUEaHER 2 £R73T 51213,

¥i# EXEC & — F T show mka summary =~ > F&{EH L7,

show mka summary

Z»=a~<y RiE, Catalyst 3560-C 24 v F 72 THR— SR THET,

XX DA Zoavy R, 5IBERIETF—T—RIEIH Y FH A,
avv kK E—F K5 EXEC
avy FER Jyy—= EFENRE
12.2(55)EX Ioawy RBEMEE L,
il WOFI T, show mka summary =2~ > FOHAZRLET,

Switch# show mka summary

Total MKA Sessions....... 0
Secured Sessions... 0O
Pending Sessions... O

Interface Peer-RxSCI
Port-ID Local-TxSCI

Policy-Name Audit-Session-ID
Key-Svr Status CKN

MKA Global Statistics

MKA Session Totals

CA

SA

Secured. ...t
Reauthentication Attempts..

Deleted (Secured).........
Keepalive Timeouts........

Statistics

Pairwise CAKs Derived.....
Pairwise CAK Rekeys.......
Group CAKs Generated......
Group CAKs Received.......

Statistics

SAKs Generated............
SAKs Rekeyed..............
SAKs Received.............
SAK Responses Received....

MKPDU Statistics

| oL-26671-02-J
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M show mka summary

MKPDUs Validated & Rx...... 0
"Distributed SAK"..... 0
"Distributed CAK"..... 0

MKPDUs Transmitted......... 0
"Distributed SAK"..... 0
"Distributed CAK"..... 0

MKA Error Counter Totals

Session Failures

Bring-up Failures................ 0
Reauthentication Failures........ 0
Duplicate Auth-Mgr Handle........ 0

SAK Failures

SAK Generation................... 0
Hash Key Generation.............. 0
SAK Encryption/Wrap.............. 0
SAK Decryption/Unwrap............ 0

CA Failures

Group CAK Generation............. 0
Group CAK Encryption/Wrap........ 0
Group CAK Decryption/Unwrap...... 0
Pairwise CAK Derivation.......... 0
CKN Derivation................... 0
ICK Derivation................... 0
KEK Derivation................... 0
Invalid Peer MACsec Capability... O

MACsec Failures

Rx SC Creation......cueeiieenenn. 0
Tx SC Creation.........cvuivvuvnn. 0
Rx SA Installation............... 0
Tx SA Installation............... 0

MKPDU Failures

MKPDU TRt ettt et eeeeeeeaeeennnnn 0
MKPDU Rx Validation.............. 0
MKPDU Rx Bad Peer MN............. 0

MKPDU Rx Non-recent Peerlist MN..O

% 44 show mka summary QA7 1 —JL F

Z4—ILF §RBA

Reauthentications 802.1x /> H O HRGIE,

Pairwise CAKs Derived |EAP 5BFEIC & » THS & 7227 @ Secure Connectivity Association Key
(CAK),

Pairwise CAK Rekeys | FERIAFZICEH AR SN =27 D CAK,

Group CAKs Generated |7 /L —7 CA OF— H— & L CEETIZER Sz 7 v —7 CAK,

Group CAKs Received |7 1—7 CA DFF— — R 2L LTCEEFICZELIZIV—T

CAK,
SAK Rekeys F— P NE LTS, FEFEF— =N AL LTEREL
7= Secure Association Key (SAK) @ % —FARL,
SAKs Generated EE®D CA TH— $— "L LTEMEL TWAMICARK S 72 SAK,
SAKs Received fEE® CA TIHF— F— AL LTHIERIZEE LTz SAK,

Catalyst 3560 R4 v F AR F YI7L R
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show mka summary W

% 44 show mka summary QA7 1 —)L K (#&ES)
J4—ILF B
MPDUs Validated & Rx |%{5 L, #iik 4172 MACsec Key Agreement Protocol Data Units

(MPDU),

MPDUs Transmitted

*#{E &7 MPDU,

BEgEa<w K

avwy kR

SiBA

show mka policy

MKA 7o bbb R o—DH <Y —2FERLET,

show mka session

MKA 7a halL vy g o<l —2FRrLET,

show mka statistics

MKA 71 ka2 ViEEHERB IO v o2 2 Rom LET,

| oL-26671-02-J
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W show mis qos

show mls gos

7 v —s3L 78 Quality of Service (QoS) REMHMA T AT HITiX, show mls qos =~ F% EXEC
EF-RFTHEMALET,

show mls qos

XX DA Zoawy RE, SIEELITF—V—RNIHY £H¥A,

avY kR E—F = —4 EXEC
e EXEC

avy FERE Jyy—= EERE
12.1(19)EA1 Zoavwy RPMEMEShE L,

i WDFITIL, QoS 734 F—7 /LT DSCP &ith b A X —7 /L D5 O show mls qos =~ > RO )&%
L/ij‘o

Switch# show mls gos
QoS is enabled
QoS ip packet dscp rewrite is enabled

BREaTUF avwyk Bl
mls qos AZA v FERITH LT QoS A4 F—T NI LET,

Catalyst 3560 R4 v F AR F YI7L R
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show mis qos aggregate-policer W

show mls qos aggregate-policer

Quality of Service (QoS) ANV H—REAL KT HITIL. show mls qos aggregate-policer =~ >~
K% BEXEC E— R CHEALET,

show mls qos aggregate-policer [aggregate-policer-name]

EXX D3N aggregate-policer-name — ({LJ&) fEESNTAMOR Y v —RELER T LET,
IXUFE—F  =—¥ EXEC

FEHE EXEC
aAv Y FEE Jy—= EERE

12.1(19)EA1 Chawy FABMENE LT,

HEREDHA K51 RV Y=k, RFBLERE, RRA—A Mk A X BLOWT O KEZBE L7256 0
HAEETERLET,

il WDFITiE, show mls qos aggregate-policer =~ > FOHE &R L ET,

Switch# show mls gos aggregate-policer policerl
aggregate-policer policerl 1000000 2000000 exceed-action drop
Not used by any policy map

BEgEa<w K avwy kR HL
mls qos aggregate-policer RV o= <o TNTEEO IV FARKET LRI — T A —%
EEELET,

Catalyst 3560 R4 v F a2 F YI7L VR
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W show mis qos input-queue

show mls gos input-queue

AJ1% =2 —® Quality of Service (QoS) %FE/=~T5I2iX, show mls qos input-queue =~ > F%
EXEC £— FTHM L £

show mls qos input-queue

X DEREA Zoavy R, 5IBERIETF—T—RIEIH Y FH A,
avv kK E—F o —# EXEC
K5 EXEC
av Yy FERE yy—=x EENE
12.1(19)EA1 Zoavwy RPMEMEShE L,
il WOBITIL, show mls qos input-quene =~ > KOHAZRLET,
Switch# show mls gos input-queue
Queue : 1 2
buffers : 90 10
bandwidth : 4 4
priority : 0 10
thresholdl: 100 100
threshold2: 100 100
BEEav K avwv kR EEA

mls qos srr-queue input bandwidth YA TR Ty Raey (SRR) OEALE ATF=2—|C
B HCET,

mls qos srr-queue input buffers ANF 22—y 77 5E Y CTET,

mls qos srr-queue input cos-map o YBTonet—rvR 772 (CoS) fHEATF 2 —IZ
vy B 7L, CoSMEAF=2—& LEVWEID IZHIV YT
e

mls qos srr-queue input dscp-map E Y BT HN7- Diffserv =— R "4 > (DSCP) iz A
HF¥Fa—il<vyvt 7L, DSCPEA2 ¥ =2—& LEVVEID
WZEIY Y TES,

mls qos srr-queue input ANTFGAFVT 4 F2—%REL, HHIRARIEL
priority-queue ¥
mls qos srr-queue input threshold Weighted Tail-Drop (WTD) L& WEDO S—k LT —T%

AN F 2 —IZHID Y TES,

Catalyst 3560 R4 v F AR F YI7L R
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show mis qos interface W

show mls gos interface

Quality of Service (QoS) F#HAZ AR — bk L~ULTRFET ST, show mls qos interface =~ N %
EXEC £— RCHM L £,

show mls qos interface [interface-id| [buffers | queueing | statistics]

WX DA interface-id (EE) fRESNTZAR— 1D QoS fFEHRAER R LE T, AA v F—T7 oA AT
X, WHEA— IR EENET,
buffers (TE) ¥a—MoRy77EDYTCERRLET,
queueing (EE) fa—A 70 IHEFFERiIv=—Y 7)) BLOF 2 —IZHIG L
v A hERRLET,
statistics (FE) %%{5 &h7- DiffServ =— F R+ >+ (DSCP) O#FHEHR, r—r %

77 A (CoS) fE. Fa—IZANONTZNFEITHI® 2 —BALTHIBR S 1u7=%
Ty M BRIV —0Ta T s A NVRNNONT y NIRRT LET,

avY K E—F o —#% EXEC
HHe EXEC
avy RERE yy—= FTENE
12.1(19)EAL1 Zoavy RRBEMENRE LR,

BRALDASL RSM4Y  policer ¥—V—Fix, I~ FIA L D~LT R Y U I3 ERENETH, R —PFShTHE
T A,

{51 W OFITiX, show mls qos interface interface-id buffers =~ > KOH N Z /R L E 7,

Switch# show mls gos interface gigabitethernet0/2 buffers
GigabitEthernet0/2

The port is mapped to gset : 1

The allocations between the queues are : 25 25 25 25

WOBFITIL, show mls qos interface interface-id queueing =~ > RO &R L ET, HIEE
Fa—ik, RESNTZy =47 K FZ7 Frby (SRR) OREALZEHIZILET,

Switch# show mls gos interface gigabitethernet0/2 queueing

GigabitEthernet0/2

Egress Priority Queue :enabled

Shaped queue weights (absolute) : 25 0 0 O
Shared queue weights : 25 25 25 25

The port bandwidth limit : 100 (Operational Bandwidth:100.0)
The port is mapped to gset : 1

WROEITIL, show mls qos interface interface-id statistics =2~ > FOHTE R LET, & 2-4512, &
DHATEREND 74—V FOFHMHEZRLET,

Switch# show mls gos interface gigabitethernet0/2 statistics
GigabitEthernet0/2

Catalyst 3560 R4 v F a2 F YI7L VR
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W show mis qos interface

0

5
10
15
20
25
30
35
40
45
50
55
60

4 : 4213

9 :
14 :
19 :
24
29
34 :
39 :
44
49 :
54 :
59 :
64

O O O O O O O oo o o o

dscp: outgoing

4 363949

14 :
19 :
24
29 :
34 :
39 :
44
49 :
54 :
59 :
64
incoming

O O O O O O o oo o oo

4 132067
9 : 0

: outgoing

4 739155
9 : 90

Policer: Inprofile:

0 0 0
0 0 0
0 0 0
0 0 0
0 0 0
0 0 0
0 0 0
0 0 0
0 0 0
0 0 6
0 0 0
0 0 0
0 0 0
0 0 0
0 0 0
0 0 0
0 0 0
0 0 0
0 0 0
0 0 0
0 0 0
0 0 0
0 0 0
0 0 0
0 0 0
0 0 0
0 0 0
0 0

0 0 0
0 0

0 OutofProfile: 0

O O O O O OO o o o o o

O O O O O O O o o o o o

#* 245 show mls qos interface statistics ® 7 « —JL FDEEA

Z4—ILF EEA

DSCP incoming DSCPEZ L= 5 LIz "7 > MK
outgoing DSCPEZ LITEE LTe T v MK

CoS incoming CoSTEZ LIZZEBE LIy MK
outgoing CoSEZ LIZEE LIz~ v MK

Policer Inprofile RIY—TboTa7 7y A NVNARTry MR
OutofProfile RV =TT a7y A NHNRry MK

Jl Catalyst 3560 R4 vF Iv Y F YI7L2R
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show mis qos interface W

EEav ok = N SitEA
mls qos queue-set output buffers Ny TZr7&EFa—ty MIEIDYTET,
mls qos queue-set output threshold Weighted Tail-Drop (WTD) L &VWMEZREL., N>

T7DT_NAZEVT 4 B RKIEL, Fa—ty MTHT D
RRAEVHIDETERELET,
mls qos srr-queue input bandwidth SRR ODEAZASF =2 —I1ZEIY ¥ TET,

mls qos srr-queue input buffers ADFa—MoONNy 77 52E0 Y TET,

mls qos srr-queue input cos-map CoSfEZ ANNIF a—lc~ o B 7450, F£7-1% CoS
AXa—L LEWMEIDIZYYy B LET,

mls qos srr-queue input dscp-map DSCP iz AS1F 2 —lZ~ v ¥ 7950, £7-1% DSCP

EErFa—s LEVWVMEIDICVY Y BT LET,
mls qos srr-queue input priority-quene A /1754 F VT ¢ Fa—HREL., HHIEZEIFEL £

R

mls qos srr-queue input threshold WTD LEVMED R—E 7 — % AJ)F 2 —I2H|) 4T
7,

mls qos srr-queue output cos-map CoSfEZHF2—IZ~ vy 7, F£7-1% CoS %

Fa—BLOLEWEIDIZvy B 7 LET,
mls qos srr-queue output dscp-map DSCPfEZH 1F¥ = —, FoidF¥=—L LEVWEID IZ
~ v BT LET,

policy-map R o— =y TafElR, ERIFEELET,

priority-queue A—F ETHIBEX 22— M X —T I LET,

queue-set A—rzFa—ky Nvy 7 LET,

srr-queue bandwidth limit N— N TOERHBIIZHIEL £,

srr-queue bandwidth shape Vx— VU EINTFELEEYVY T, R—NNIvwv LS
N4 ¥ 2 — ECTHIEY = —Y 7 a2 A X —
T LET,

srr-queue bandwidth share HATHEHEED LT, K— MMI~v v EL 7 ST 4 5

DOHSIF 2 — L THIBEBOREEZ A R —T VIZLET,

Catalyst 3560 R4 v F a2 F YI7L VR
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W show mis qos maps

show mls gos maps

Quality of Service (QoS) ~ v V' ZIEWARRT 51X, show mls qos maps =~ K% EXEC
EF-RFTHEMALET,

show mls qos maps [cos-dscp | cos-input-q | cos-output-q | dscp-cos | dscp-input-q |
dscp-mutation dscp-mutation-name | dscp-output-q | ip-prec-dscp | policed-dscp]

EX DR cos-dscp EE) —r 2 752 (CoS) /DSCP v v 7% ERLE
‘d—o
cos-input-q (£7E) CoS ANFa—DLE W~y 72 F R LET,
cos-output-q (L&) CoS i hiFa—D L EVWE~Y Yy 2R R LET,
dscp-cos (f£%&) DSCP/CoS =~ v 7% Fr LET,
dscp-input-q (f£%&) DSCP A/1F¥ a—LEWHE~ v 72 E£FZLET,
dscp-mutation dscp-mutation-name (LE) f5F &N 7- DSCP/DSCP-mutation ¥ v 7% F7< LE
‘d—o
dscp-output-q (f£7) DSCP i Fa— L&V~ y 72 FRLET,
ip-prec-dscp (f£7%) IP precedence/DSCP v~ 7&K/ L £,
policed-dscp (FEE) WYL 7R EDSCP vy F&2FRrLET,
avY kK E—F o—H EXEC
HHe EXEC
avy RERE yy—2z EEAR
12.1(19)EA1 Zoavwy RPBEMEShE L,

#ERALDAHS RSAY SHETIE, QoS I~y B T—TNEERALCN I 74 v I DT IAF VT o ER L, ZfELEZ
P—t R 7 A (CoS). Diffserv =— F &R > b (DSCP). F721% IP precedence 2> 5 %35
CoS F721% DSCP fE & Hufs L £ 9,

RNY v 7 E DSCP. DSCP/CoS. # XU DSCP/DSCP-mutation ¥ > 71X, = h VU 7 2 & LTHR
ShEd, dl FITiE, DSCP TR EEEDOEWHIZHELEJ, d217Tidk, DSCP THRbHEEED
BT 2 E LEd, dl ER X0 d2 o k@Ersy Tk, AU v 785E DSCP, CoS, F£72id
Mutated-DSCP fEZ #2flt L £ 9, 72 & 21X, DSCP/CoS ~ v 7" Tix. DSCP f 43 i CoS f# 5 12X
LET,

DSCP AJjF 2a—LEVELS IO DSCP HiFa—LEWE~Y Y 1T, v U7 R2E L THRRINE
o d1 FITIE, KO EZEEOEV DSCP F LSO ZHHE L £7, d2 17 TiE. &b EEE DK DSCP
BHEOHIZHELET, dl fEE 2 HOL@EH S TIL, F=2—ID & LEVMEID 2R LET, & 2
[T, DSCP A/jF 2 — L& VWE~ v 7 Tid, DSCPE 43 (TF =2— 2 B LTLEWME 1 (02-01) (ZxHE
LET

CoS ANjFa2a—LEWERB LU CoS HA1F 2 —LEWE~ v 7 TiE, CoSENR—F LDIT, IHT 2
Fa—IDBIOCLEVWEID 282 FODITICE RSN ET, & xiT, CoS ANFa—LEVHE~ Y
7 TiE, CoSESIEFa—2BLPLEWE 1 2-1) IZHET D2 &I £,
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3l

show mis qos maps W

WOBITIE, show mls qos maps =~ > RKOHAZRLET,

Switch# show mls qos maps

Policed-dscp map:
dl : d2 0 1

Dscp-cos map:
dl : d2 0 1

cos: 0 1

dscp: 0 8 16 24 32 40 48 56

IpPrecedence-dscp map:

ipprec: 0

1

2

dl :d2 0

1

2

Dscp-inputg-threshold

dl :d2 0

1

Cos-outputg-threshold map:

cos:

0

1

2-1 2-1 3-1 3-1 4-1 1-1 4-1 4-1

queue-threshold:

Cos-inputg-threshold map:

Ccos:

0

1

2

| oL-26671-02-J
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W show mis qos maps

queue-threshold: 1-1 1-1 1-1 1-1 1-1 2-1 1-1 1-1

Dscp-dscp mutation map:
Default DSCP Mutation Map:
dir: d20 1 2 3 4 5 6 7 8 9

BIEa<T UK avwU R B

mls qos map CoS/DSCP ~ »» 7, DSCP/CoS ~ v 7,
DSCP/DSCP-mutation ¥ »» 7°, IP precedence/DSCP ~ » 7',
BIXORY Vo 7#EDSCP vy 72 EHRLET,

mls qos srr-queue input cos-map  CoS iz A F = —lZ~ v B 7T 5h, £721% CoS fE%E
Fa— L LEWEIDIZvYyEL T LET,

mls qos srr-queue input dscp-map DSCPEZ AN Fa—Il~v v L 7T 50, F721% DSCP E%
Fa—ELLEWEIDIZvYyEL T LET,

mls qos srr-queue output cos-map CoS izt /1Fa—Il~v 7, /71X CoSfEEF 22—
FOLEWEID Icwy B LET,

mls qos srr-queue output dscp-map DSCPEZH ¥ =2—, FFHidF=a—¢ LEXVWMEID v v B
Y7 LET,

Catalyst 3560 R4 v F AR F YI7L R
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show mis qos queue-set W

show mls qos queue-set

1 713% = — @ Quality of Service (QoS) %/ R"7 51ZiX. show mls qos queue-set =~ > K% EXEC
T RFTHEMLET,

show mls qos queue-set [gset-id]

WX DA

gset-id (ER) ¥a2a—Fy D IDTT, EFR—rEF=—ty MIEL., F— FHAL
THAIF2— 4 SOOI _RCTEERLET, EETE 28T 1 ~2 TY,

avwv kR E—F o —#% EXEC
¥ EXEC
avy FERE yy—=x EERE
12.1(19)EA1 Zoa<wry RRNBMEE L,
3l KOBFITIL, show mls qos queue-set =~ > FOHjZ/R L £,
Switch# show mls gos queue-set
Queueset: 1
Queue : 1 2 3 4
buffers : 25 25 25 25
thresholdl: 100 200 100 100
threshold2: 100 200 100 100
reserved 50 50 50 50
maximum : 400 400 400 400
Queueset: 2
Queue : 1 2 3 4
buffers : 25 25 25 25
thresholdl: 100 200 100 100
threshold2: 100 200 100 100
reserved 50 50 50 50
maximum : 400 400 400 400
EEERPAY avw vk B

mls qos queue-set output buffers Ny T77%Fa—ty MZEY Y TET,

mls qos queue-set output threshold Weighted Tail-Drop (WTD) L& \WMEZHEL, Sy 77D
TRATZEVT 4 ZRFEL, F=2—ky MIHTHRKAE
VEDYTERELET,
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M show mis gos vlan

show mis qos vian

AA v TRBA L H—T A4 A (SVD) IZHEHAINTWEIRY v— v 7 EFKRT5I21E. show mls
qos vlan =~ F% EXEC £— RCfEH L E T,

show mls qos vlan vian-id

X DERBA vian-id RV — = FTE2RRTTHEDHIZSVI O VLANID 2EELET, IEETEX 3
FPIL 1 ~ 4094 T,
avv kR E—FK o —# EXEC
#:kE EXEC
av Yy FERE yyy—=x EENE
12.2(25)SE Zoawr RBNBMENELE,

HEREDHA K51

show mls qos vlan =~ > R 5O H 1L, VLAN ~—Z® Quality Of Service (QoS) 24 xr—7 /L
THRBRY O— vy TRREINTVDLLEAIETEERRS D £7,

il WDFITiE, show mls qos vlan =~ > FOH % RLET,
Switch# show mls qos vlan 10
VlanlO
Attached policy-map for Ingress:pm-test-pm-2
MEavw ok avryk EL:
policy-map BHOR— MIEATE 2R v— vy TEERELIIEE
L. ARV v—=v 7 ar7 s Fal—rary T—RaftBL
E
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show monitor H

show monitor

AA v TFDTRXTCDAAL v F KKR—k 7F7 4% (SPAN) I XL Remote SPAN (RSPAN) v
va VT AR EEFERT HI21E. show monitor =~ K% EXEC £— FTHEH L £,

show monitor [session {session _number | all | local | range /ist | remote}

B DA session (EE) fRESNT- SPAN By v a Ol ER R LET,
session_number SPAN £ 721X RSPAN Ot v v a VR EEZHELET, FETE D HPHIX
1 ~66 CT7,
all TNTOSPAN By v a v aFRRLET,
local 0—HN®DSPAN v a P EF R LET,
range list SPAN &> v a v O#IFH (list 1ZAD72tEy > a  OHfH) 2R - LET,

1oty yarEridty g rOfBEOWTNANERS L, FEHO
BE. 2 008FD D IERWAERERYNZZRD £ (A 7 TRUIGNE
T)o HUREID DONRTA—=FR, EliF3A 7 UBEOHRPIZ A —
ZFIADLEEA,

GE) ZoXx—vU— KL, B EXEC E— ROEEE TR TT,

remote VE—FDSPAN t v g PP iT2E R LET,
detail (LB BESnty v a VOEMBEREETRLET,
avYy K E—F o —4 EXEC
H##E EXEC
avy FEE Jyy—=x EENE
12.1(19)EAL1 o<y RNBEMEhE L,

EREDHA KS1Y X—U—RERELCa~vYy REFEHTH LT, FEDEYyYay, T XTOEYy v ay, TXTO
o—HhLtyiary, TRXTOIVE—L By arBDEREINET,

show monitor =~ F & show monitor session all =~ > FOH IL[FE T TT,

15 WO TIE, show monitor =~ > FOH A ZERLET,

Switch# show monitor
Session 1

Type : Local Session
Source Ports :

RX Only : Fa0O/1

Both : Fa0/2-3,Fa0/5-6
Destination Ports : Fa0/20
Encapsulation : Replicate
Ingress : Disabled

Session 2

Catalyst 3560 R4 v F a2 F YI7L VR
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Hl show monitor

Type : Remote Source Session
Source VLANs

TX Only : 10

Both : 1-9

Dest RSPAN VLAN : 105

WOHFITIE, m—H/ SPAN #5728 v a v 1 1Zx%$ 5 show monitor =~ > FOH 1 EZ R LET,

Switch# show monitor session 1
Session 1

Type : Local Session

Source Ports

RX Only : Fa0/1

Both : Fa0/2-3,Fa0/5-6
Destination Ports : Fa0/20
Encapsulation : Replicate
Ingress : Disabled

WOBEITIX, AT 7 4 v ZlnikE A X —7 NIZ L7234 @ show monitor session all =~ > KD H
J1E R LET,

Switch# show monitor session all
Session 1

Type : Local Session

Source Ports

Both : Fa0/2

Destination Ports : Fa0/3
Encapsulation : Native

Ingress : Enabled, default VLAN = 5
Ingress encap : DOT1Q

Session 2

Type : Local Session

Source Ports

Both : Fa0/8

Destination Ports : Fa0/2
Encapsulation : Replicate

Ingress : Enabled, default VLAN = 4
Ingress encap : Untagged

avyv Rk L]
monitor session SPAN %7213 RSPAN & v = &Mk, £-IXEELET,
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showmvr H

show mvr

HIEDO<LFF¥ A VLAN LY X hL— g (MVR) Za— )L X5 XA —R2EEFRT HIZIE,
F—TU— REFFE L2\ T show mvr ¥4 EXEC o~ > R&fEH L £,

show mvr

X DEREA Zoa<wy NiZiE, 5l ELITF—VY—FNEIHY THA,
avwv kK E—F FHE EXEC
avy FERE yy—=x FERRA

12.1(19)EA1 Zoavwy RPMEMEShE L,

BERLEDAA FF1 Y

avy FIEHRIZIE, MVR A X—=7 AV ThH 50 E 575 MVR v /L F %+ X VLAN, K7 TV —
ISR, v F XYy AN =T, BLXOMVR ®—F (dynamic %721 compatible) 2N& Eh
iﬁ—o

£l WOHITIEL, showmvr =2~ FOHNEZRLET, v FF ¥ A~ TV —TORREIL 256 TT,
MVR £— R, compatible (Catalyst 2900 XL 35 & O Catalyst 3500 XL A A v F L #HE T 554) £
721% dynamic (B{F23 IGMP A X — v ZEIWEL —EHERH Y | FEFELAR—F ETHAF I v 7 MVR
AUN=2y TR R—FENTVDLHE) OVThNTT,
Switch# show mvr
MVR Running: TRUE
MVR multicast VLAN: 1
MVR Max Multicast Groups: 256
MVR Current multicast groups: 0
MVR Global query response time: 5 (tenths of sec)
MVR Mode: compatible

EEa<UF avwv kR EREA
mvr (Fa—r)v ar7 4 2L v F ETw¥AFF ¥ AN VLAN LY R hb—3 g %A X—7
Fal—vav) MILT, RELET,

mvr (A% —7=xA2Z 3 MVRAR—F+2RELET,

T4 X2l —gV)

show mvr interface o< FiZ interface 35 & O members ¥ — VU — FZ2B01 L7Z5B4.
MESNTZMVR A v X —T 2 A, FBEESNT-A L F—T A X
DAT—H A FIEA VA =T 2 A ARBTHTXTDO~LT
Xy AN TIA—TNERENET,

show mvr members MVR ~LFFx AR TN —TDRA LU NTHAR— M T RTEER
LET, ZNA—TRNZA ARG E, JAV—T 13T 77+
TTHDHZ EERLET,
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B show mvr interface

show mvr interface

Multicast VLAN Registration (MVR) L ¥ —NEBIOEEFETLAR— MER AT DL, F—V— &
EH7°IZ show mvr interface i# EXEC 2~ > F&H L £,

show mvr interface [interface-id [members [vlan vian-id]]]

WX DA interface-id (fEE) A2 =724 AD MVR # A7 AT =2 A 5 JOHIRBLIRRR
EaeFRLET,
GE) HIBRA L E—T A R, PEIAR—F (XAT BV a2,
R—bhEGEEL) PEENET,

members ER) BEINIZA VT —T =24 ANBETH MVR 7 V—T% T _RCTER
LET,
vlan vian-id (EE) Z®D VLAN LD MVR v —F A RNE2+_RTERLET, BHE

T& H#iMIE 1 ~ 4094 T,

avvk E—F i EXEC

av Yy FERE yy—= EFERRE
12.1(19)EA1 Zoavwy RPBEMEShE L,

ERLDHA KS1Y AN LT =B IEMVR A= FFERITEETR— RO/, =7 — Avb—UREINET, A
DLTER—=IB L =N KR—=bsDFEIE, N—b A7, A= FMENMORT—F 2 8L OHIRRLE
WENFRREINET,
members ¥—UV — &2 AT 5L, A FZ—T 2 A4 A LD MVR ZV—7 AN FTRTCERENE
4, VLANID # AJj4 2L, VLAN ® MVR /v —7 AU A_ARTRTCERENET,

X—U—RERELTCIOa~r REFEHTLIE, FEDOL T —/NFK— D MVR /XT A —F NHEKR

SHET,

15 WOFITIE, show mvr interface =~ > FOH ) E R LET,
Switch# show mvr interface
Port Type Status Immediate Leave
Gi 0/1 SOURCE ACTIVE/UP DISABLED
Gi 0/2 RECEIVER ACTIVE/DOWN DISABLED

FRo Status DEFRIT. KO LB TT,

e ACTIVE . F— "R VLAN IZEENTWDH I L EEKRLET,

e UP/DOWN (%, A— FBREREFDIREF TRV ERLET,

e INACTIVE I&, A— F2 VLAN ICEENTWRNI E2FERLET,
WOFITIE, E SN7=HK— k@ show mvr interface =~ > FOH N EZRLET,

Switch# show mvr interface gigabitethernet0/2
Type: RECEIVER Status: ACTIVE Immediate Leave: DISABLED
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m‘ OL-26671-02-J |



| 552% Catalyst 3560 & & U 3560-C X4 v F CiscolOS a<wv K

show mvr interface Wl

W DFITIL, show mvr interface interface-id members =~ > KOH iz R L E T,

Switch# show mvr interface gigabitethernet0/2 members
239.255.0.0 DYNAMIC ACTIVE
239.255.0.1 DYNAMIC ACTIVE
239.255.0.2 DYNAMIC ACTIVE
239.255.0.3 DYNAMIC ACTIVE
239.255.0.4 DYNAMIC ACTIVE
239.255.0.5 DYNAMIC ACTIVE
239.255.0.6 DYNAMIC ACTIVE
239.255.0.7 DYNAMIC ACTIVE
239.255.0.8 DYNAMIC ACTIVE
239.255.0.9 DYNAMIC ACTIVE
EEav ok avwrFk B7L

mvr (Fa—_)ary7 0¥z
L—vayv)

AA v FETwLFHFy A VLAN LA b b—a Ao
F—=7 ML T, RELET,

mvr (fVF—T AR a7 4

Fal—av)

MVR FR— h 2R ELET,

show mvr

A2A v FDT7a—3)L MVR #BREEZFERLET,

show mvr members

MVR v /VFF ¥ Ak =T DA NRTHHTRTDHOL I —
NHR— b aeRRLET,
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Hl show mvr members

show mvr members

BITEIP VT XY AN TN —TDALUNTHILITRTOL Y —ANBLOEFEILR— MERRTHIC
iZ. show mvr members %## EXEC 2~ > R&fEH L £7,

show mvr members [ip-address]

WX DA

ip-address (EE) IP<ALFXY AR T RLATYE, TRVRAZANT L E, wLF
XXYARNTN—=TDRNTHLTRXTO L —"BLOEEFILR— F2
FBRENFET, 7T RLVAEZAN L72WEAIL, 33T Multicast VLAN
Registration (MVR) Z L —7DF _XRTDRANARY A NERET, 7
=TI A AR WNEAE, 7 v—7 1% Inactive & L TERENET,

avwv kR E—F K¢ EXEC
avy FERE yy—=x EERNE
12.1(19)EA1 Zoawr REMESRE L,

HHEDHA K51y

il

show mvr members =~ > Nif, L —A_"BIOXELAR— MIEHINLET, MVR A#iE— RO

EH. TRTOEEFLTER— NI, TRXTOIAFIFFX AN ZTL—TFDRA L NTY,

wOFITIL, show mvr members =~ > FOH AR L ET,

Switch# show mvr members

MVR Group IP Status

239.255.0.1 ACTIVE

239.255.0.2 INACTIVE
239.255.0.3 INACTIVE
239.255.0.4 INACTIVE
239.255.0.5 INACTIVE
239.255.0.6 INACTIVE
239.255.0.7 INACTIVE
239.255.0.8 INACTIVE
239.255.0.9 INACTIVE
239.255.0.10 INACTIVE

<output truncated>

Members
Gi0/1(d), Gi0/2(s)
None
None
None
None
None
None
None
None
None

WOFITIL, show mvr members ip-address 2~ FOM &R LET, ROT RLA&EF-7-IP <
NFXry AN TN—TDRA L NEFRLET,

Switch# show mvr members 239.255.0.2

239.255.003.--22 ACTIVE

Gi0/1(d), Gi0/2(d), Gi0/3(d),

Gi0/4(d), Gi0/5(s)
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show mvr members W

EEavwY R avwvFk HL
mvr (Za— ar7 ¥ A v F ETwLFH4 A VLAN LY R RL—3 g %A
Lr—ay) F—=T7 LT, BRELET,

mvr (fVF—T AR 374 MVRF—FEZHRELET,

Fal—Tay)

show mvr AAf v FDTa— )L MVR BEEZFHETLET,

show mvr interface o< FIZ members ¥— U — K& BINMLEZEE, REShE
MVR £ V¥ —T A A fEESNTZA LV H—T 2 ADAT —
HA, FFA LV E—T 2 A ANBTHTRTOSLFF v A
N TN —TNRERRINET,
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M show network-policy profile

show network-policy profile

Fy hU—27 RV v— 7T a7y A NVERRT HIZIE. show network policy profile 7+ EXEC =2~ >
FaHLES,

show network-policy profile [profile number] [detail]

XX DA profile EE) Ry b= RY— Fud 7 A NVEBEFRLET, 70774 LBAT
number ENTWARWES, TRXRTCOXRY hU—7 RUv— a7 7 A ARNERINET,
detail (ER) FHMRAT—Z A LHEHERER T LET,

avY kR E—F FrHE EXEC

avy FERE yy—=x EFERRE
12.2(50)SE Zoavwy RPBEMEShE L,

{1 WK DOBFITIL, show network-policy profile =~ > KOH 2R L £ 7,

Switch# show network-policy profile
Network Policy Profile 10
voice vlan 17 cos 4

Interface:
none

Network Policy Profile 30
voice vlan 30 cos 5
Interface:
none

Network Policy Profile 36
voice vlan 4 cos 3
Interface:
Interface id

EEa<TUF avwv kR B
network-policy AVH =T oA AZFy VT —I R o—%EALET,
network-policy profile (ZF/2—/X Xv hT—I RV — Tu7 7 A VEERLET,
NavZ 4 Fal—ay)
network-policy profile (*v b Xy hT—=I RV v— a7y A NLVOREEZHRELET,
UD—RY)—arv7 4 ¥al—
vay)
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shownmsp W

show nmsp

AA v FDOFy hT—2 FLY T 4 h—E A 71 ha/L (NMSP) #%uF T 521X, show nmsp
Rt EXEC 2~ v REHHLET, Zoa~vr KiE, AL v FTREBLY 7 bo =T A4 A — I NFEIT
ENTVWAHEICEFRATE T,

show nmsp {attachment suppress interface | capability | notification interval | statistics
{connection | summary} | status | subscription {detail | summary}}

EXXDERA attachment suppress THETFAMIA =T 2 A RRLET,
interface
capability PR=PFENDZYI—ERLYTH—EREZEGLAL v FHELZFRLE
j‘o
notification interval YR—bFEINAHV—bEROBEAMREREZFZERLET,

statistics {connection | NMSP #aHERaz R~ LET,

summary} e connection : ZEHEHETDOA Y E—Y WV ¥ EFRFRLET,
e summary : /' 0—/ L B U X EFRIFLET,
status NMSP ##el B4 oM AR R LET,
subscription {detail | % NMSP #2722 U 7o a U iEREERLET,
summary; o detail : FHHECH T A7 TA T LCNDTRCOY—E ALY
P2 ERRLET,
e summary : SR TH T A7 T4 T LTCNDLTRCOF—ERER
ALET,
AR R E—F FrtE EXEC
avwy FERE Jyy—=x EENE
12.2(50)SE Coawr RABMENE L,
15 W OFHICIE, show nmsp attachment suppress interface =~ > KOH A ZRLET,

Switch# show nmsp attachment suppress interface
NMSP Attachment Suppression Interfaces

GigabitEthernetl/1
GigabitEthernetl/2

WOFITIL, show nmsp capability =~ FOH N ERLET,

Switch# show nmsp capability
NMSP Switch Capability

Service Subservice
Attachment Wired Station
Location Subscription

W OFHICIE, show nmsp notification interval =~ > FOH A ER L ET,
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M show nmsp

Switch# show nmsp notification interval
NMSP Notification Intervals

Attachment notify interval: 30 sec (default)
Location notify interval: 30 sec (default)

WDFITIL, show nmsp statistics connection =~ > & show nmsp statistics summary =~ > RO

HERLET,

Switch# show nmsp statistics connection
NMSP Connection Counters
Connection 1:

Connection status: UP

Freed connection: 0

Tx message count Rx message count
Subscr Resp: 1 Subscr Reqg: 1

Capa Notif: 1 Capa Notif: 1
Atta Resp: 1 Atta Req: 1
Atta Notif: 0

Loc Resp: 1 Loc Reqg: 1

Loc Notif: 0
Unsupported msg: O

Switch# show nmsp statistics summary
NMSP Global Counters
Send too big msg: 0
Failed socket write: 0
Partial socket write: 0
Socket write would block: 0
Failed socket read: 0
Socket read would block: 0
Transmit Q full: O
Max Location Notify Msg: 0
Max Attachment Notify Msg: 0O
Max Tx Q Size: O

WOFITIE, show nmsp status 2~ > KOHAZERLET,

Switch# show nmsp status
NMSP Status

NMSP: enabled

MSE IP Address TxEchoResp RxEchoReq TxData RxData

172.19.35.109 55 4 4

W OFITIE, show nmsp show subscription detail =~ > & show nmsp show subscription

summary 2~ RO ERLET,

Switch# show nmsp subscription detail

Mobility Services Subscribed by 172.19.35.109:

Services Subservices
Attachment: Wired Station
Location: Subscription

Switch# show nmsp subscription summary
Mobility Services Subscribed:
MSE IP Address Services

172.19.35.109 Attachment, Location

Catalyst 3560 R4 v F AR F YI7L R
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shownmsp W

BEEa<UF =

‘E-EI:I

BA
NMSP #at v 222707 LET,

A v F ETRy NI—27 FEVT 4 =YX Fa hajn
(NMSP) #A x—7 I LFET,

clear nmsp statistics

nmsp

| oL-26671-02-J
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W show pagp

show pagp

A—MEMT 7 N2 (PAgP) F v /v Z—TERERRT HIC1E. show pagp =~ K% EXEC
EF-RFTHEMALET,

show pagp [channel-group-number] {counters | dual-active | internal | neighbor} ]

BX DA channel-group-number (L&) F v XV JV—TOFRFTT, HETE LML 1 ~ 48 T,
counters T4y I ERERRLET,
dual-active TaT VT ITAT AT — A AERRFLET,
internal WNESIE A RR L ET,
neighbor RAN—NERERTLET,
avy kR E—F o —4 EXEC
K¢ EXEC
av Y FERE J1y—= EFENR
12.1(19)EAL Zoa<wry RRNBMERE L,
12.2(25)SE channel-group-number FFEN 1 ~ 12 5 1 ~48 [TEHE IR FE LT,
12.2(46)SE dual-active ¥ — VU — FavEMES N E LT,

BERLEDAA FF1 Y

]

show pagp 2~ RZANTHE, T/ T 47 RF ¥ XN TA—TOERBPEREINET, T
TAT R— b FYRNVOERERRT DI, T ¥ RNV T —TFK 5% HEL T show pagp =~ F
EANNLET,

W OBFITIL, show pagp 1 counters =~ > ROHJERLET,

Switch# show pagp 1 counters
Information Flush
Port Sent Recv Sent Recv
Channel group: 1
Gi0/1 45 42 0 0
Gi0/2 45 41 0 0

Catalyst 3560 R4 v F AR F YI7L R
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WoOHICIL, show pagp 1 internal =~ FOH A ERLET,
Switch# show pagp 1 internal
Flags: S - Device is sending Slow hello. C - Device is in Consistent state.
A - Device is in Auto mode.
Timers: H - Hello timer is running. QO - Quit timer is running.
S - Switching timer is running. I - Interface timer is running.
Channel group 1
Hello Partner PAgP Learning Group
Port Flags State Timers Interval Count Priority Method Ifindex
Gi0/1 scC u6/57 H 30s 1 128 Any 16
Gi0/2 SC u6/s7 H 30s 1 128 Any 16
WK ORFITIL, show pagp 1 neighbor =~ > RO 1 ERLET,
Switch# show pagp 1 neighbor
Flags: S - Device is sending Slow hello. C - Device is in Consistent state.
A - Device is in Auto mode. P - Device learns on physical port.
Channel group 1 neighbors
Partner Partner Partner Partner Group
Port Name Device ID Port Age Flags Cap.
Gi0/1 switch-p2 0002.4b29.4600 Gio/1 9s sC 10001
Gi0/2 switch-p2 0002.4b29.4600 Gi0/2 24s sC 10001
WOFTiX, show pagp dual-active =~ > FOH 1 EZ R LET,
Switch# show pagp dual-active
PAgP dual-active detection enabled: Yes
PAgP dual-active version: 1.1
Channel group 1
Dual-Active Partner Partner Partner
Port Detect Capable Name Port Version
Gi0/1 No Switch Gi0/3 N/A
Gi0/2 No Switch Gi0/4 N/A
<output truncated>
BEgEa<w K avy kR HL

clear pagp

PAgP ¥ x NV ZN—T1EHE 7 VT LET,
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W show policy-map

show policy-map

BFRENT T 4 v 7 ONFEENEE E#%T 5 Quality of Service (QoS) RV ¥— v FEHERT HITIL,
show policy-map =~ > K% EXEC E— RCEH L £,

show policy-map [policy-map-name [class class-map-namel]]

& DA policy-map-name LB BEENERY v— = v TOL4RTEFE TR LET,

class class-map-name fEE) £77AD QoS KRV v—T 7 varzfRrLET,

avy kK E—F = —¥ EXEC
FitE EXEC
av Y FERE Jy—2 EERE
12.1(19)EA1 ZoaT s RRBMENE LT,

BRLEDHA FS1Y control-plane ¥ L O interface ¥— 7 — N, a2~ KT D~LT AN U Z 3R RENET
B, PR=—FEINTVERFA, ERINTOBRFERILMEL T EEW,
AU ¥—= o 7T, HIRIERIRE & OHIR 2 il L7256 ORHEEIRET AR Y h—2 K cE &
R

i WOHITIE, show policy-map =~ > FOHZRLET,

Switch# show policy-map
Policy Map videowizard policy2
class videowizard 10-10-10-10
set dscp 34
police 100000000 2000000 exceed-action drop

Policy Map mypolicy
class dscpb

set dscp 6
BEa<w K avwy kR H L]
policy-map BEOR— MR aRERRY v — <~y PERERERIFEFE LT, +—b

ZRY —wBELET,
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show port-security W

show port-security

AVH =T 2 A RAETNEAA v TFOR—b ¥F2 )7 4 FHELRRT HITI1E. show port-security Ff
#E EXEC 2~ REMEHALET,

show port-security [interface interface-id] [address | vlan]

WX DA

interface interface-id GE) (LEE) BEShIAvH—T oA ADR—F X2 T 1HEL
FRLET, B v F—T =4 22F, WEFR—F (X147,
EV2—, A= EBEEL) DEENLET,

address EE) T _RTOR—FERIMEESNTER—F EOTATOEF2 T
MAC 7 FL 2% FxR LE7,
vlan EE) BESNEA VA —T oA ADFT_TD VLAN OFE— K ¥

TAREEZRRLET, ZOF—U— KL, A v FR—F E— R
trunk [ICRESNTNDA UV F—T =2 A X LT TRRINET,

avwv kK E—F FHE EXEC
avy FERE yy—=x EFERRE
12.1(19)EA1 Zoavwy RPMEMEShE L,

BERLEDAA K1Y

3l

F—U—KREBEELRZNWTZIOa~vr REANTIE, AL v TFOTXTOEF2T R— FOEFHR
T—HABLOEERAT =X ARH DI ET,

interface-id # AN LI=HE, 2~V NiEA v A —T 2 A ADR—bF tx 2 ) T4 REEZHR T LET,
address ¥ — UV — FZHELCa~vr FEANTIE, TRTCOAM L F =T A ADEF 2T MAC T
L2, BEOEZEEFaT 7 RLADZ—V U FVERAFRINET,

interface-id ¥—7 — R LW address ¥— 7V — FEZHELTCa~v > FEANTHE, X7 7K
LADT =D TIEREE T A V=T 24 AD MAC 7 RLARTRTEREINET, 1 X —
T2 A LETHR—F BF 2V T ABAX—T LTRSS, Z0a~vr REFEHALT, 204 v
2 —T 2 A ZD MAC T RL 22+ _XRTHERTEET,

vlan ¥ —U— FEHRELTCa~r FEANTDE, A X —T 24 AD VLAN T X CIZHKT 5% =
7 MAC 7 RLADBRRKBFEELBIOREENEZREINET, ZOF TV aid, AL v FHR—F
FT— R trunk ITREINTNWAAS v F—T oA A EFPITTERENET,

WOFITIE, show port-security =~ > KOH1ERLET,

Switch# show port-security

Secure Port MaxSecureAddr CurrentAddr SecurityViolation Security Action
(Count) (Count) (Count)
Gio0/1 1 0 0 Shutdown
Total Addresses in System (excluding one mac per port) 1
Max Addresses limit in System (excluding one mac per port) : 6272
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W show port-security

WK DOBFITIL, show port-security interface interface-id =~ > FOH N Z R LET,

Switch# show port-security interface gigabitethernet0/1
Port Security : Enabled

Port status : SecureUp

Violation mode : Shutdown

Maximum MAC Addresses : 1

Total MAC Addresses : 0

Configured MAC Addresses : O

Aging time : O mins

Aging type : Absolute

SecureStatic address aging : Disabled
Security Violation count : O

K OHITIL, show port-security address =~ > RO EZRLET,
Switch# show port-security address

Secure Mac Address Table

Vlan Mac Address Type Ports Remaining Age
(mins)
1 0006.0700.0800 SecureConfigured Gi10/2 1
Total Addresses in System (excluding one mac per port) 1
Max Addresses limit in System (excluding one mac per port) : 6272

K DOFITIL, show port-security interface gigabitethernet0/2 address =~ > RO Z R LET,

Switch# show port-security interface gigabitethernet0/2 address
Secure Mac Address Table

Vlan Mac Address Type Ports Remaining Age
(mins)
1 0006.0700.0800 SecureConfigured Gi0/2 1

Total Addresses: 1

WOFITIiX, show port-security interface interface-id vlan =~ > NOH &R L E7,

Switch# show port-security interface gigabitethernet0/2 vlan
Default maximum:not set, using 5120

VLAN Maximum Current
5 default 1
10 default 54
11 default 101
12 default 101
13 default 201
14 default 501
BIEa< UK avwy Rk By
clear port-security MACT7 RVA T—TNA0BbAL vF LFEFA v F—T =4 A L
DREFEDEATDEX2T T RLAELITTRTOEF2T 7R
VAZHIBRLET,
switchport port-security R—=FECHR—F X2V T 24 Fx—T ML, FA— bR

GEA—PEZDOAT— gy ZL—FIZHIRL, %27 MAC
T RUVRAERELET,
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show power inline W

show power inline

B€ &7z Power over Ethernet (PoE) R— hE£72137XT? PoE &"— F® PoE AT —# A& FKnT
%1Z1X. show power inline =~ > K% EXEC t— RCTEH L £,

show power inline [interface-id | consumption | dynamic-priority]

X DA interface-id LR ESNh/cA v ¥ —7 x4 AD PoE BllE HEMFEREFR R LE
ﬁ—o
consumption ({ER&) PoE AR— Mzt LIz EFICEID Y Ton-ENER R LET,
dynamic-priority (fEE) % PoEA v 4 —7 =4 103574’7“: VI TIAFVT 4 BBRL
¥, ZTOF—U— L, Catalyst 3560-C A A v F LT THR—FEINT
WET,
avY kK E—F 2 —4 EXEC
i EXEC
av Yy FERE yy—=x EFEANRE
12.1(19)EA1 oo~y RABMENE LT,
12.2(25)SEC consumption ¥ — U — RGBS v E LT,
12.2(55)EX2 dynamic-priority ¥ —7 — F2NEMSLE L7,
15 ROBFITIL, show power inline =~ > FOENERLET, HATIE, R—F2BAFT 1 v 7T

ESNTEY, EBHNZOR— MIEMZHF YL TOEATWETR, TET A AFERILTWEY
ho W= 61, HKRT v M 10 W IZERE STV DH729HIT power-deny A7 — MI7g> T D A
ZT 4y R—bTT, #ERINTZET A AT, ClassO F721% Class 3 EEICHOWTHE S
T2l T ADRRKT vy MABREISNTWET, R 24610, WHT7 44—V FOBPAEZRLET,

Switch# show power inline
Available:370.0(w) Used:80.6(w) Remaining:289.4 (w)

Interface Admin Oper Power Device Class Max
(Watts)
Fa0/1 auto on 6.3 IP Phone 7910 n/a 15.4
Fa0/2 static off 15.4 n/a n/a 15.4
Fa0/3 auto on 6.3 IP Phone 7910 n/a 15.4
Fa0/4 auto on 6.3 IP Phone 7960 2 15.4
Fa0/5 static on 15.4 IP Phone 7960 2 15.4
Fa0/6 static power-deny 10.0 n/a n/a 10.0
Fa0/7 auto on 6.3 IP Phone 7910 n/a 15.4

<output truncated>
RIZ, Catalyst 3560CPD-8PT O /J#lZ7~ LEd, Ziik, ARERESN, BLOEHRINLTWD
BT ATUERBNEFLET,

Switch# show power inline
Available:15.4(w) Used:15.4(w) Remaining:0 (w)

Interface Admin Oper Power Device Class Max
(Watts)
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M show power inline

Gi0/1 auto off 0.0 n/a n/a 15.4
Gi0/2 auto off 0.0 n/a n/a 15.4
Gi0/3 auto off 0.0 n/a n/a 15.4
Gi0/4 auto off 0.0 n/a n/a 15.4
Gi0/5 auto on 15.4 IP Phone 8961 4 15.4
Gi0/6 auto off 0.0 n/a n/a 15.4
Gi0/7 auto off 0.0 n/a n/a 15.4
Gi0/8 auto off 0.0 n/a n/a 15.4

Catalyst 3560CG-8TC AA v F DX T U7 R—MITy K TS RZBAZHHBTEEHA, K
OHITIE, Catalyst 3560CG-8PT A A v F L T? show power inline =~ > FOHAERLET,

Switch# show power inline
Available:0.0 (w) Used:0.0 (w) Remaining:0.0 (w)

Interface Admin Oper Power Device Class Max
(Watts)

& 2-46 show power inline ® 7 1« — )L FOFRA

Z4—ILF e

Admin EHE— | : auto, off. static

Oper BiEE— N

o on: ZETNAANBHI, BANEH SN TWETS,
e off : POE M SN TWEHA,
o faulty : EEMRIEEIIZET A ABFEEDORIETT,

. power—deny ZETNA AP S TOETA, PoE REHTE vk
RED . IRY v MBI SN2 ET NA ZADRKREEZBZTHET,

Power PoE Ofiia D » MK

Device B SN E®ED X A 7 : n/a, unknown, Cisco powered-device, IEEE
powered-device, <CDP 75 D4 ij >

Class IEEE /7%f : n/a, Class <0 ~ 4>

Available AT LAND PoE DK

Used A= MIE VY THI TS PoE Ot

Remaining VAT LANTAR— MIEID B THA TRV PoE @3 (Available - Used =
Remaining)

WOFTIL, AN— hTO show power inline 2~ > RO ZRLET,

Switch# show power inline fastethernet0/1

Interface Admin Oper Power Device Class Max
(Watts)
Fa0/1 auto on 6.3 IP Phone 7910 n/a 15.4

WO TIX, XTD PoE AA v F HR— ~® show power inline consumption =~ > FOH &R L
e I

Switch# show power inline consumption
Default PD consumption : 15400 mW
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show power inline W

WDOHTIL, Catalyst 3560 A A > F T? show power inline police interface-id =~ > RO ) &R
LET, £ 24712, HOH7 4=V FOBBHEZRLET,

Switch> show power inline police gigabitethernet0/4

Interface Admin Oper Admin Oper Cutoff Oper
State State Police Police Power Power
Gi0/4 auto power-deny log n/a 4.0 0.0

K OHTiL, Catalyst 3560CPD-8PT T show power inline police £##£ EXEC =~ KO /1% R
LET,

Switch# show power inline police
Available:5.4(w) Used:15.4(w) Remaining: 0 (w)

Interface Admin Oper Admin Oper Cutoff Oper
State State Police Police Power Power
Gi0/1 auto off none n/a n/a 0.0
Gi0/2 auto off none n/a n/a 0.0
Gi0/3 auto off none n/a n/a 0.0
Gi0/4 auto off none n/a n/a 0.0
Gi0/5 auto on none n/a n/a 9.5
Gi0/6 auto off none n/a n/a 0.0
Gi0/7 auto off none n/a n/a 0.0
Gi0/8 auto off none n/a n/a 0.0
Totals: 9.5
& 2-47 show power inline police ® 7 « —JL FD&4BA
F4—ILE A
Interface PoE 731 RZEEf S NTe A V H—T = A A,
Admin State EHE— K : auto. off, static
Oper State #}EE— K

e errdisable : RV > T FA F—T N TT,

o faulty : ZET A A TOEBERENESEORETY,

e off : POE A I TV EHA,

. CRET AL AP S, BEAONEHSATOETS,

. power—deny ZETNA AP S TOETA, PoE BEHTE vk
BB, U T NS A DEIHBEPRRENE LG TE2EBLTOET,

GE) #fFET—RIZ, BHELZPoEAR— bMELITAAL v F DT XTD PoE
R—FOBLED PoE A7 — L TT,

Admin Police VT IVE A NBENNHEER) o THEED AT —H X

e errdisable : KU U WA F—T VT, UTNVEA LNBHHEENKKES
B YBTCEBRZDEAAL v FIIAR— b a2 vy NEDU U LET,

e log: RV TIBAR—TNT, VTNEALEIEENRKENED Y
THMBZDEAL v FN Syslog A v —T&AKLET,

e none: RNV U 7WET 4 =T NTT,
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M show power inline

& 2-47 show power inline police ® 7 ¢ —JL FOA (#EE)
Z4—ILF SRR
Oper Police RYUS T AT —H A

e errdisable : U 7 VXA LENHEENRKENEIV LB TEBLZTNET, A
A vFNPOER— 2y y N LET,

o log: VI NEZALENHEENRKKRENFO Y TEZBEBLTWET, XA vTF
23 Syslog A v —V&RAERKLET,

o n/a:HEEBRENT 4 B—T AT, BN PoE A— MIEA SN TR
N RV T T varyRNREESNTWEY A,

o ok: UTNNEALENHENRKENEV LTI DRVIRETT,

Cutoff Power

R—=FMZEHV Y TOENTWEIRREHNTT, VTAZA DBHEERZ D%
FEAE, 2L v FERESNTERI T T a2 F T LET,

Oper Power

ZEFNAZADY T AL A LNEHEE T,

ORI TiX, AA »F ETO show power inline dynamic-priority =~ > KOHHZ/R L 7,

Switch> show power

inline dynamic-priority

Dynamic Port Priority

Port OperState Priority
Gi0/1 off High
Gi0/2 off High
Gi0/3 off High
Gi0/4 off High
Gi0/5 off High
Gi0/6 off High
Gi0/7 off High
Gi0/8 off High
BZEav Uk = B7L

logging event
power-inline-status

PoE A X bouFXo A4 x—7 NI LET,

power inline

FBELIZ POE R — FEITTRTDO POE A— OB NEHE— REZREL
£

show controllers
power inline

HELIZP E 2y bu—9D VLY AFEEF R LET,
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show psp config W

show psp config

VLAN EOHRED 7' m ha VI L THRESNA TS B bal A h—L TaT s aDAT—4
Az FR T HI2iE, show psp config FitE EXEC =~ > FAH L X,

show psp config {arp | dhep | igmp}

BEX DA arp ARP B LW ARP AX—Vt' /O Fa haj A h—h FuFsi gy AFT—F A %F
A~LET,
dhcp DHCP 8L WU'DHCP AX—tbE /D7 u haj) A h—h Fasriay AF—HF R
EFRRLET,
igmp IGMP BXO'IGMP 2 X—tv' v /D7 haj) A h—h Fuassay AF—F R
BERIRLET,
avY K E—F H:4E EXEC
avy FEE y1y—=x EENE
12.2(58)SE Zoavwy RPBEMEShE L,
£l WOHITIL, show psp config dhep =~ > RO N AR LET, SZEHEEN 1 BRIC35 7y F&#

ATEHEICA Ty bRy 75857 balt A=A TaT7rr7va VRRESNLTVET,
Switch# show psp config dhcp

DHCP Rate Limit : 35 packets/sec
PSP Action : Packet Drop
BEEavUF avwUFk EEA

psp {arp | dhcp | igmp} pps value ARP., DHCP., 71X IGMP ®» 71 F=)L 2 h—Ah FuF s
varEHRELET,

show psp statistics Fa haNL A h—A FRTFI g URBFEEINTWVWBEAIC,
ey ZENTATy FPOBEFRLET,
clear psp counter Fay 7SN Xry "o 27 VT LET,

Catalyst 3560 R4 v F a2 F YI7L VR
| oL-26671-02-J .m



¥ 2% Catalyst 3560 & & Uf 3560-C X1 v F Ciscol0OS av v F |

W show psp statistics

show psp statistics

Zr bhaj Ah—L 7T I arPRESNTOHDIHEIC, T_THOTE FaizonTRkey
INT=RT y N0 ER T HITIE, show psp statistics it EXEC =~ FafEHL £,

show psp statistics [arp | dhep | igmp]

X DEREA arp ({E&) ARP BIWNARP AX—VE 7D uy 7 &Nt 7ry hOKEFRRLET,
dhcp (fE#) DHCP 8L U'DHCP ZAX—E > 7D Ruy XIS by hofEFRrLE
T
igmp (FE) IGMP 3L IGMP A X—E 7D Fa vy FSNi= Yy hofE#RrALE
R
avwY kR E—F ¥5HE EXEC
avy FERE Jyy—=x EEANA
12.2(58)SE Zoavwy RPMEMEShE L,
{1 WoOHITIE, DHCPIZH LT e hajb A h—Ah a7 7 ¥ a VIREREINTWSEA D show psp
statistics dhep =~ FOH N Z R LET, HAUTIE, 13O 7y bR R v 7SN LRSS
nNTHET,

Switch# show psp statistics dhcp

DHCP Drop Counter: 13

pgga<w R avwy kR B
psp {arp | dhcp | igmp} pps value ARP, DHCP, £7/2/% IGMP ®»~7' 12 f 2L A h—Ah F 77
ValrERELET,
show psp config Fabha)l A b—h FuTF s arORELFRLET,
clear psp counter Koo 7SRl ry kOB o282 )7 LET,

g&
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show sdm prefer W

show sdm prefer

Switch Database Management (SDM) 7 > 7 L — MMZBT 51§ % £/~ T 5121%. show sdm prefer
¥t EXEC 2~ REMEHALET,

show sdm prefer [access | default | dual-ipv4-and-ipv6 {default | routing | vlan} | routing | vlan]

WX DA

access (ER) ACLHADOY AT L UV Y —RERKIETHT T — 2R LET,

default EE) BEMDOI AT A VY —ADNRT LU RAE DT T L— b afRL
F9, T, Catalyst 3560-C ¥y b £ —H Ry b A v FTHFR—
rENDZME—DT T L— FTT,

dual-ipv4-and-ipv6  ({LE) IPv4 & IPv6 Ofi i 2V R — b 5727V 77— bR LE

{default | routing | 4,

vian} e default: F7 4L FOF 2T T T L— NEEE S LET

e routing : L—T AT DT 2T N TUTL— FREEERLET,
e vlan: VLAN 727V T 7L —  NEEEERLET,

routing BB V=T 4 v THOV AT AL VY —REHRILT LT T L— ek
RLET,
vlan (fE&) VA4 Y 2VLAN IO 2T AL VY —REHmKRIbLTHT o FL—1+ %
HRLET,
avy kR E—F H¥¢iE EXEC
avy FERE yy—= EFERRE
12.1(19)EAT Soawy FRBMSE L,
12.2(25)SE dual-ipv4-and-ipv6 {default | vlan} ¥— 7 — KBNS Lo,
12.2(25)SED access ¥ — 7 — M BEMENE L7,
12.2(25)SEE routing 7 = 7V IPv4 B X OVIPv6 7> 7 L— NHOF—TU — KBNS
¥ L7,
12.2(55)EX Catalyst 3560-C 7 > 7 L— B BMSVE Lz,

HHEDHA FS51Y

sdm prefer 70—/ )L 227 4 Xal—v gy avwry REHEMAL, SDM 7L — 2 KT LS
Bl REOEHEZANIT 2I2DAA v F &) n— T L508EBNHY £9, reload #7H EXEC =~
v F& AT 5HNZ. show sdm prefer =~ K& AJ)7 5 &, show sdm prefer =~ NIz kb | Bl
EFERL TV T T L= b BERNY B — RRICT 7T 4 TR DT 7L — PRERINET,
Catalyst 3560-C ¥ &> b 4 —H Ry b AL v FIL, THKY VY —REVFR— LT IHLDICT 7+ D
TUTL— M EFEHERLET,

Catalyst 3560-C 7 7 A N £ —¥% v b AA v FiL, o Catalyst 3560 A1 v F LR LT 7L — b
ZYR—FLTWETRH, VY —XEZRRVET, HOEETHR—- SN2 ) Y —2R2ZRT DI
X, 77 L— hZxf LT show sdm prefer =~> K& A LET,

BT VT L= P TRRINDFZIE, BEEDOY Y —ACBT 2B B L TORREICRY £F, MIcH
ESNTEEOEROKFICL L2720, BREOKRTLEIRRIBANHY 7,

| oL-26671-02-J
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M show sdm prefer

1) WOFHITIL, show sdm prefer =~ > KOHHZRLET,

Switch# show sdm prefer
The current template is "desktop default" template.
The selected template optimizes the resources in
the switch to support this level of features for
8 routed interfaces and 1024 VLANs.

number of unicast mac addresses: 6K
number of igmp groups + multicast routes: 1K
number of unicast routes: 8K
number of directly connected hosts: 6K
number of indirect routes: 2K
number of policy based routing aces: 0
number of gos aces: 512
number of security aces: 1K

WOFITIL, Catalyst 3560-C 7 7 A b £ —H Ry b A1 »F TAJJEN % show sdm prefer default
avy ROMERLET,

Switch# show sdm prefer default

"desktop default" template:

The selected template optimizes the resources in
the switch to support this level of features for
8 routed interfaces and 1024 VLANs.

number of unicast mac addresses: 6K
number of IPv4 IGMP groups + multicast routes: 1K
number of IPv4 unicast routes: 8K
number of directly-connected IPv4 hosts: 6K
number of indirect IPv4 routes: 2K
number of IPv4 policy based routing aces: 0
number of IPv4/MAC gos aces: 0.5K
number of IPv4/MAC security aces: 1K

WOFITIX, AA v F ETAJ)E 7z show sdm prefer routing =~ > NOHJERLET,

Switch# show sdm prefer routing

"desktop routing" template:

The selected template optimizes the resources in
the switch to support this level of features for
8 routed interfaces and 1024 VLANs.

number of unicast mac addresses: 3K
number of igmp groups + multicast routes: 1K
number of unicast routes: 11K

number of directly connected hosts: 3K

number of indirect routes: 8K
number of policy based routing aces: 512
number of gos aces: 512
number of security aces: 1K

OB TIE, AA v FIZAT] 7= show sdm prefer dual-ipv4-and-ipv6 default =~ > KO )1 %R
L%,

Switch# show sdm prefer dual-ipv4-and-ipv6é default
"desktop IPv4 and IPv6 default" template:

The selected template optimizes the resources in
the switch to support this level of features for
8 routed interfaces and 1024 VLANs.

number of unicast mac addresses: 2K
number of IPv4 IGMP groups + multicast routes: 1K
number of IPv4 unicast routes: 3K

Catalyst 3560 R4 v F AR F YI7L R
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number of directly-connected IPv4 hosts:

number of indirect IPv4 routes:

number
number
number
number
number
number
number
number
number

WOFITIX, FFLWTF T L — &

of
of
of
of
of
of
of
of
of

IPv6 multicast groups:

directly-connected IPv6 addresses:

indirect IPv6 unicast routes:
IPv4 policy based routing aces:
IPv4/MAC gos aces:

IPv4/MAC security aces:

IPv6 policy based routing aces:
IPv6 gos aces:

IPv6 security aces:

avy RO % r~rLET,

Switch# show sdm prefer
The current template is "desktop routing" template.
The selected template optimizes the resources in

show sdm prefer W

2K
1K
1K
2K
1K

512
1K
0
510
510

REL, 2V —RFRLTWRNWAA v F ETOD show sdm prefer

the switch to support this level of features for
8 routed interfaces and 1024 VLANs.

number of unicast mac addresses: 3K
number of igmp groups + multicast routes: 1K
number of unicast routes: 11K
number of directly connected hosts: 3K
number of indirect routes: 8K
number of gos aces: 512
number of security aces: 1K
On next reload, template will be "desktop vlan" template.
BEa< R avwy kR B
sdm prefer FEDBEREICKR L CY Y =R &R RIRIIEMNT 2L 912, SDM 77—

EBRELET,

| oL-26671-02-J
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M show setup express

show setup express

Express Setup E— RN AL v FTT 7T 4 TnE D h&FRT HITIE, show setup express £
EXEC =~ R&EfHHALET,

show setup express

XX DA Zoavy R, 5IBERIETF—T—RIEIH Y FH A,
TI+IE T7 AN MEERBENTOER A,
avY kK E—F ¥¢iE EXEC
avy FER Jyy—=2 EEANRE
12.1(19)EA1 Zoawy RBMEMEShE L,
15l WOHIL, show setup express =~ > FOHZRLTWET,

Switch# show setup express
express setup mode is active

BEaT YR avwyk ETLT
setup express Express Setup £— R& A X —7 /VIZLET,

Catalyst 3560 R4 v F AR F YI7L R
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show spanning-tree W

show spanning-tree

A= 7 ) —OIREEG & £ 7T 5 121%. show spanning-tree =~ > K% EXEC £— F T L
3

show spanning-tree [bridge-group | active [detail] | backbonefast | blockedports | bridge | detail
[active] | inconsistentports | interface interface-id | mst | pathcost method | root | summary
[totals] | uplinkfast | vlan vian-id]

show spanning-tree bridge-group [active [detail] | blockedports | bridge | detail [active] |
inconsistentports | interface interface-id | root | summary|

show spanning-tree vlan vian-id [active [detail] | blockedports | bridge | detail [active] |
inconsistentports | interface interface-id | root | summary]

show spanning-tree {vlan vian-id | bridge-group} bridge [address | detail | forward-time |
hello-time | id | max-age | priority [system-id] | protocol]

show spanning-tree {vlan vian-id | bridge-group} root [address | cost | detail | forward-time |
hello-time | id | max-age | port | priority [system-id]

show spanning-tree interface interface-id [active [detail] | cost | detail [active] | inconsistency |
portfast | priority | rootcost | state]

show spanning-tree mst [configuration [digest]] | [instance-id [detail | interface interface-id
[detail]]

WX DA

bridge-group EE) 7V oY IN—T7BEEBELET, METX LM ~
255 T,

active [detail] UEE) TIV/T 4T A H—T 2 A ZADAR_A= 7Y Y — R T 2%
R LUET (HiHE EXEC E— ROHEA T HERTTRR),

backbonefast (fE&) A/8=> 2" U — BackboneFast A7 —#% ZA&F R L E7,

blockedports (ER) 7uy 7 &iizh— holE#EF£R R LET (KRt EXEC £— K

DGETETHERTEE) .

bridge [address | detail | EEB) ZOAA 9 FDAT—HABLIOREEZERLEST (73
forward-time | hello-time | > % —7 — N34 EXEC ©— FOGAE 2T HHATEE) .

id | max-age | priority

[system-id] | protocol]

detail [active] fER) A F—7 oA ZEROFHEMY~ Y —2 KR LET (active
¥ — U — R34 EXEC ©— FOBA T IE A ),
inconsistentports (ER) FETHHR— FOERERRFLET FiE EXEC £ — FOFE
72T AE I FTRE) o
interface interface-id (=R fFESNIEA VI =T oA ADANR= 7Y ) —1EREFRRL
[active [detail] | cost | F7 (portfast 35 L U state LIS DT R TDHO A7 5 o [3H5H EXEC
detail [active] | = ROBFAELETHAARR), £ ¥ —7 = A AT, ARX—ATK

inconsistency | portfast | Yo TANLET, A v X —T = AOHPIIAT T EHAL, B2
priority | rootcost | state] (> % —7 A 2E L TiE, ®EKR— b, VLAN, A—h Fyx1ipd

WY ES, FEETE S VLAN #PHIE 1 ~ 4094 T4, R—F Fv /b
#HiPHIZ 1 ~ 48 T,

| oL-26671-02-J
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M show spanning-tree

mst [configuration (f£#&) Multiple Spanning-Tree (MST) DV — 2 VEEB L UVOAT —
[digest]] [instance-id # 2 %FoR LET (FikE EXEC & — ROBA721H# T 6e) ,

[detail | interface XU NOEWEIRO LB T,

interface-id [detail]]
o digest : (&) BIED MST &E ID (MSTCD IZ& £415 MD5 ¥
AVEARNERFLET, | DIIEEAAL T b9 1 DIXEATIE
2L FHDO2 OORIUEL AV = A SBRRINET (FitE
EXEC &— FOEE T ATRE) .

IEEE EHEDO LD 7= DIZHEMHZEN BB S, txholdcount 7 1 —
)V RBINENE Lz,

BRR—-MHICHLWAZ — o— U RERENET,

IEEE fF£¥#E7 Y » UMK — MIEITIEYRE BPDU 23515 L7256,
pre-standard F 7213 Pre-STD &\ HEER RIS NET,

AR— M BEATHERE BPDU 225592 K 9T E S 4L, A— N THAT
EHE BPDU 23215 e o7z & & | pre-standard (config) ¥ 7213
Pre-STD-Cf &\ 5 HEENERINET,

FeATHERE BPDU 2 24535 L D IR E SN TV WA — b CTHlfTiz
# BPDU 345 SN T=5E . pre-standard (revd) £7-13
Pre-STD-Rx &\ 95 HFENFERINET,

THREEFERBEBER— N TZEINHEE, BER— BT+
T—F 47 AT — MIEAZMRENTIEINS £ T, dispute 7
T I MERINET,

e instance-id : 1 DDA L AEZ LA ID, FNENZ AT TR -
721D O#ipH, /23 o~ TR >7-—HD ID 2R ETE £,
RECTEZ2HBIE 1 ~ 4094 TT, BIERESNTNDA LV AF Y
ABNERINET,

» interface interface-id : ({LE) HHhisA v X —7 = A A%, WL
A— bk, VLAN, BLOF—F F¥yxABEENET, FBETED
VLAN #iPHIZ 1 ~ 4094 T¥, R"— b Fyr x AT 1 ~ T7,

o detail : ((EE) AV AX U RAFENFA VF —T = A 2AOFEMIER %
FRLET,

pathcost method (EE) 774N DR aX bFRERRLET (F5#E EXEC £— K
DOHBETTHEAFTRE)

root [address | cost | detail ({£iZ) L —F AL v FDRTFT—FABLIOBRELERLET (TC
| forward-time | hello-time ¢ % — U — K345 EXEC €©— RDOGA 7 ATHE) .

| id | max-age | port |

priority [system-id]]

summary [totals] (EE) R— PO~ —, FHZA =0V — 25—k k2
g VOMITE R F R UET, IEEE Standard &\ 9 EElL. AA v F E
TEITENTWS MST N—T 3 V2B LET,

uplinkfast (EE) AR=r2">Y U — UplinkFast A7 —% 2 & F R L E T,

vlan vian-id [active (T3) HBEENT VLAN OAR= Y ) —ESEFERLET ($—
[detail] | backbonefast | U — R O—E1344 EXEC E— FOBA T HEHTHE), VLAN ID %

blockedports | bridge Tl &= 12 VLAN, #hFnz /{7 TRE-7= VLAN
[address | detail | H#iPH, E£7213H < TRYI -7 —#ED VLAN 2HETE £4, HET

forward-time | hello-time | X A& 1 ~ 4094 T4,
id | max-age | priority
[system-id] | protocol]
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show spanning-tree W

avwYkFE—FK 2 —+# EXEC
¥+ EXEC
avy FERE Jyy—=x EENE
12.1(19)EAL1 Ioawr RRBEMmERELE,
12.2(25)SEC digest ¥ — U — KBNS, FLA VA MBI WMEER—LVE B Y

HHEDHA K51V

]

Vb 74—V RERERENET,

vian-id B EEW LTZ5HE1E. T_XTHO VLAN DAR=U IV ) — L UV AZ VA Za<y RPEA S
nEJ,

W OBFITIL, show spanning-tree active =~ FOHZ R LET,

Switch# show spanning-tree active

VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 32768
Address 0001.42e2.cddO
Cost 3038
Port 24 (GigabitEthernet0/1)
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 49153 (priority 49152 sys-id-ext 1)
Address 0003.£d63.9580
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Aging Time 300
Uplinkfast enabled

Interface Role Sts Cost Prio.Nbr Type
Gi0/1 Root FWD 3019 128.24 P2p
<output truncated>

WK OFITIL, show spanning-tree detail =~ > FOH I Z R L ET,

Switch# show spanning-tree detail

VLANOOOl is executing the ieee compatible Spanning Tree protocol
Bridge Identifier has priority 49152, sysid 1, address 0003.£fd63.9580
Configured hello time 2, max age 20, forward delay 15
Current root has priority 32768, address 0001.42e2.cddO
Root port is 1 (GigabitEthernet0/1), cost of root path is 3038
Topology change flag not set, detected flag not set
Number of topology changes 0 last change occurred 1dléh ago
Times: hold 1, topology change 35, notification 2

hello 2, max age 20, forward delay 15

Timers: hello 0, topology change 0, notification 0, aging 300
Uplinkfast enabled

Port 1 (GigabitEthernet0/1) of VLAN00Ol is forwarding
Port path cost 3019, Port priority 128, Port Identifier 128.24.
Designated root has priority 32768, address 0001.42e2.cddo
Designated bridge has priority 32768, address 00d0.bbf5.c680
Designated port id is 128.25, designated path cost 19
Timers: message age 2, forward delay 0, hold O
Number of transitions to forwarding state: 1
Link type is point-to-point by default
BPDU: sent 0, received 72364

| oL-26671-02-J
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M show spanning-tree

<output truncated>

W OFHICIE, show spanning-tree interface interface-id =~> RO N ERLET,

Switch# show spanning-tree interface gigabitethernet0/1
Vlan Role Sts Cost Prio.Nbr Type

VLANOOO1 Root FWD 3019 128.24 P2p

Switch# show spanning-tree summary

Switch is in pvst mode

Root bridge for: none

EtherChannel misconfiguration guard is enabled
Extended system ID is enabled

Portfast is disabled by default
PortFast BPDU Guard 1is disabled by default
Portfast BPDU Filter is disabled by default

Loopguard is disabled by default
UplinkFast is enabled
BackboneFast is enabled

Pathcost method used is short

Name Blocking Listening Learning Forwarding STP Active
VLANO0O1 1
VLANO0002 3
VLANO0O4 3
VLANO0006 3
VLANOO31 3
VLANO0032 3
<output truncated>

37 vlans 109 0 0 47 156
Station update rate set to 150 packets/sec.

UplinkFast statistics
Number of transitions via uplinkFast (all VLANs) : 0
Number of proxy multicast addresses transmitted (all VLANs) : 0

BackboneFast statistics

Number of transition via backboneFast (all VLANs)
Number of inferior BPDUs received (all VLANs)
Number of RLQ request PDUs received (all VLANs)
Number of RLQ response PDUs received (all VLANs)
Number of RLQ request PDUs sent (all VLANs)
Number of RLQ response PDUs sent (all VLANs)

O O O O o O

W OFITIX, show spanning-tree mst configuration =~ > NOH N EZRLE T,

Switch# show spanning-tree mst configuration
Name [regionl]

Revision 1

Instance Vlans Mapped

0 1-9,21-4094

1 10-20

Catalyst 3560 R4 v F AR F YI7L R
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show spanning-tree W

WK DFITIL, show spanning-tree mst interface interface-id 2~ > ROH 12 R LET,

Switch# show spanning-tree mst interface gigabitethernet0/1
GigabitEthernet0/1 of MSTO00 is root forwarding

Edge port: no (default) port guard : none (default)
Link type: point-to-point (auto) bpdu filter: disable (default)
Boundary : boundary (STP) bpdu guard : disable (default)
Bpdus sent 5, received 74

Instance role state cost prio vlans mapped

0 root FWD 200000 128 1,12,14-4094

WROFITIL, show spanning-tree mst 0 =~ > RO ZRLET,

Switch# show spanning-tree mst 0

#####4# MSTOO vlans mapped: 1-9,21-4094

Bridge address 0002.4b29.7a00 priority 32768 (32768 sysid 0)

Root address 0001.4297.e000 priority 32768 (32768 sysid 0)
port Gi0/1 path cost 200038

IST master *this switch

Operational hello time 2, forward delay 15, max age 20, max hops 20
Configured hello time 2, forward delay 15, max age 20, max hops 20

Interface role state cost prio type

GigabitEthernet0/1 root FWD 200000 128 P2P bound(STP)

GigabitEthernet0/2 desg FWD 200000 128 P2P bound (STP)

Port-channell desg FWD 200000 128 P2P bound (STP)
BEa<wY R avwyk B

clear spanning-tree counters

AR= TV =D 27 VT LET,

clear spanning-tree detected-protocols

Zu harBgirre AEHELET,

spanning-tree backbonefast

BackboneFast #/E% 4 *—7 VIC L E T,

spanning-tree bpdufilter

AV F—T 2 ATCOT Y yY Fahan 7=y 2
=  (BPDU) Oz {Ea22EL 7,

spanning-tree bpduguard

BPDU #5{Z L= A v % —7 = A A%, errdisable &
F—hrIZLET,

spanning-tree cost

AR 7Y ) —OFEIEAT 532 aX FEREL
i‘é_o

spanning-tree extend system-id

PRV AT L ID #EEE A R — T W LET,

spanning-tree guard

BIRINTZA VX —T =2 A AZFIT 5T _XTD VLAN
Rt LT, b— N H— FEE 23V —7 ' — NERE %
A FZ—T Iz LET,

spanning-tree link-type

ARZ TN =N T 5 T—F 4 7 AT — MNIEEB
TTakoic, 77408 Voo 24 THEEE EEEL
£,

spanning-tree loopguard default

H—JimY) 7 OFRKE 2 LEEICL > TRER— M
Jid— b R—= BB ER—FELTHEHENLRVWE D
I LET,

spanning-tree mst configuration

Multiple Spanning-Tree (MST) U —Y =3 V&% ET D
HOMST a7 4 Fal—vary T—REMALE
R

spanning-tree mst cost

MST OFFEIHEHT 22 a2 MERELET,
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M show spanning-tree

avwy kR H )]

spanning-tree mst forward-time F_TDO MST A > A K 2 AN O TR % A IR %25
ELET,

spanning-tree mst hello-time N—hAAyTF arzsXFal—rvary Ayvg—IUMN
{59 % hello BPDU OfifRA &% E L £ 7,

spanning-tree mst max-age ANR=Z T —N)—F AL v TFNH A vEe—Vh
I oMEERELET,

spanning-tree mst max-hops BPDU #BEIHE L TA ¥ —7 = A AR LTV 21F

WEBRUNIZTAETH, MSTY =V a0 TORy
oy hERELET,

spanning-tree mst port-priority A H =T 2 A AT TAFT VT 4 ZHELET,

spanning-tree mst priority BELEANRZ U IV Y — AV RABVADARAL v F FF
AFVTAERELET,

spanning-tree mst root Fv kU= OERICHESNT, MST b— k A1 v F
DITAFTV T4 BEIONE A —2RELET,

spanning-tree port-priority AVE—T 2 A ATITAFT VT 4 ERELET,

spanning-tree portfast (72— N/l 2 PortFast ¥}ji5A > ¥ —7 = A X L TCBPDU 7 4 L& U

T4X¥alb—vay) JHREE 721X BPDU W — FREZ 7 0 — 2 A R —7

MZT D, FTFTRCOFENT T A0 —T = A
ZC PortFast #8E % 1 X — 7 LI LET,
spanning-tree portfast (f v ¥ —7 A FEDA X —T7 =24 ZABLTKRIET HTXTD VLAN
RAay7Z4Falb—vay) ET, PortFast f{fEZ 1 R —7 /LI LE T,
spanning-tree uplinkfast Vo732 v FIEENRHLHE. i3 A=
7YY =R HBICERE SN, Ln—
P A= M EERHTRRTE DL OICLET,
spanning-tree vlan VLAN B TCANR= 7Y ) —&RELET,
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show storm-control

show storm-control

AA T ERFRESNTEA L F—T 2 ALT, 7e—FR¥x¥ A b, v LFF¥ A+, Fhida=
Xy AN A M—ALHIHOREELFERLIEZD, A b—2HflEEZZRRLZY 35121, show
storm-control =~ K% EXEC £— FCEH L £,

show storm-control [interface-id] [broadcast | multicast | unicast]

WX DA interface-id GE) (EE) HER—F DA —T A AID (A7, FEVa—/b, F—
NEFEETe)

broadcast ({EE) 77— F*¥vy A M A b—ALESWVEREEERLET,
multicast (EE) A FF ¥ AR A =L LEVWVEREZRRLET,
unicast ({FEE) =2=F%x A M A=A LEWVMEREZRTLET,
| begin ({ER) expression & —HT 2T bR RERBLET,
| exclude (EE) expression & —BT 21T RTMLERILET,
| include (L) $8E Sz expression & —ET DT RRICEDET,
expression ZHAA v b ELTHERT 2 IINOFSNTT,

avwv kK E—F o.— EXEC
¥iHE EXEC

av Yy FERE Jy—= EEANR
12.1(19)EA1 Coavy FABMESE L,

BERLEDAA K1Y

il

interface-id # N1+ 5 &, fEESNTA L Z—T 24 ZADA F—LHIH LS WEIFTSNET,

interface-id Z NTI LI WHGE . AL v F EOR—"NTRXRTDRNT T 4 v 7 XA TORENFERINE
\?AO
NFG T4 ZBATEZANLBOVEEE, 78— F% v A b 2 b—LHHOFRENERINET,

OB TIE, F—TU— FEEFEEETICAT L= show storm-control =~ > FOH IO —#%2 R L £,
NFGT74 90 ZATOF—T—FKBANTEINTRWED, 77— RKExy A b A =L ORENFR
RENET,

Switch# show storm-control

Interface Filter State Upper Lower Current
Gi0/1 Forwarding 20 pps 10 pps 5 pps
Gi0/2 Forwarding 50.00% 40.00% 0.00%

<output truncated>
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Hl show storm-control

WOFITIX, FEEESNIZA VX —T =14 ZAD show storm-control =~ > FOH A RLET, T
T4 BATDOF—T—FKNRANEINTRW\WEZHD, 7a—FFxx¥ A b A M—AflHOBRENERS

ET,

Switch#Switch# show storm-control gigabitethernet 0/1
Interface Filter State Upper Lower Current
Gi0/1 Forwarding 20 pps 10 pps 5 pps

#F 2-48 |2, show storm-control DH /) TR RINDT 4 — /L NOFGHZRLET,

=& 2-48 show storm-control ® 7 1 —JL KDRA
Z4—ILF By
Interface A B =T A AZADID #FKRLET,
Filter State TANEDAT—HARFRRLET,
* blocking : A h—AHlEIEA X—T7 L THY | A F—LBHAEL TN
i‘j‘o
o forwarding : A h—AHIENEA X—T L THY, A F—AFFEAELT
WEH A,
e Inactive : A b — AL T 4 E—7 LT,
Upper R v BRI ATRE e AR O N—2 T — U L LT, B o
gy NEERIIEROY Y FMETERLET,
Lower TERBNE L EFIH AR kRO S—k T — U8 LT, o
o MERERIIEROY Yy FPEETERRLET,
Current Tuo—RFXxY Ak T 74 v FRFRESNTZ N T T 4T 24T (T
g—R¥y A b, wAFFX AL, 2=F % R L) OFIEOMEARIE
FIAATRE R R IE DN\ —F v T — VU THERLET, D7 4 —/L FIE,
Z = LHIAA =T NV DHEE T HE T,

P i=iedN S avy kR B
storm-control A vy FIZTB—=FXy A b, wALTFHFr AL, BLPZ=F¥ AN X b—
L L R~V EFRELET,
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show system mtu W

show system mtu

7 a— VR KRBIERAN (MTU), 70321 v FORKNT > b A4 AR EER AT DX, show
system mtu fi# EXEC 2~ > R&EHEH L ET,

show system mtu

XX DA Zoawy R, BlIEELEF—U—FEH A,
avY kR E—F e EXEC
avy FERE yy—=x FERA

12.1(19)EA1 Zoavwy RPMEMEShE L,

BERLEDAA FF1 Y

]

system mtu ¥ 72/ system mtu jumbo /' 2 — L 22T 4 Fa b — 3y avr REMHLTMTU
OEREEERB LGS, AAMyTE2 VY FLRWRD | T LWBREITAITRD 8 A,

A7 5 MTU 1% 10/100 Mbps TEMET DR —F &, Y AT L Py o AMIUIEFHEY b R—F %
ZHRLET, VAT A NAN—T 4T MTU INV—7T v R AK— 2R LET,

W ORFITIL, show system mtu =~ > FOHEZRLET,

Switch# show system mtu

System MTU size is 1500 bytes
System Jumbo MTU size is 1550 bytes
Routing MTU size is 1500 bytes.

avwyFk H L]
system mtu Ty AR A=V Xy hAFE—F, FHEY b A=y F F—F, £
JL—T v K iR—FDO MTU %A XZHELFET,
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W show udid

show udld

TRTCOR— FELITHREISNTZR— FOELNY 7KL (UDLD) EFHA T —X 2B L UEEA
T—HF A% FoRT HI21E, showudld =~ F4 EXEC £— FTHEH L £,

show udld [interface-id]

TR interface-id EE) A4 —T7x2A4ADID BLOKR— " FEZFTT, A&hieA o 2—
T A A, WEAR—FE VLAN REFEFNFET, FHETE S VLAN #
FHIX 1 ~ 4094 T3,
avy kR E—F 2 —4 EXEC
5+ EXEC
avy FERE Jy—=x EENE
12.1(19)EA1 COavr KRBMERE L,

HEREDHA K51

il

interface-id % AJJ LI WAL, TXTOAL X —T7 = A ZADE EB I OEH Lo UDLD 27— %
ANERINET,

WoHICiL, show udld interface-id 2~ > FOM A& LET, T2 Tk, UDLD LV v 7 O T
AF—TIVICERESNTWT, VI BRFMTHDZ &% UDLD B LET, £ 2-4912, ZOH
NTCRREINDT 4 — /L FOFBHERLET,

Switch# show udld gigabitethernet0/1
Interface gi0/1
Port enable administrative configuration setting: Follows device default
Port enable operational state: Enabled
Current bidirectional state: Bidirectional
Current operational state: Advertisement - Single Neighbor detected
Message interval: 60
Time out interval: 5
Entry 1
Expiration time: 146
Device ID: 1
Current neighbor state: Bidirectional
Device name: Switch-A
Port ID: GiO/1
Neighbor echo 1 device: Switch-B
Neighbor echo 1 port: Gi0/2
Message interval: 5
CDP Device name: Switch-A
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showudid W

* 2-49 show udld @ 7 1 —JL KDEREA
Z4—ILF BL
Interface UDLD IZRESINT-a—Dh )L TRAL ADA L Z—T A A,

Port enable administrative
configuration setting

A— K To UDLD D& EHE, UDLD 34 2 —T7 NVERIETT «
=T NS, R— DA F—TLAREITEHR LOA x—T L 2
T—hERUTT, ENDUHOEHE, A X —T NVENERTEIX, 7
0= U =TIV EIL L o TR E D 97,

Port enable operational state

Z®OR— T UDLD 28 EZERICHM L TV 270 E 9 an T #ifEA
7 — b

Current bidirectional state

Vo7 ORFBMAT— b, V77BN ZorLT0ah, £i2d
UDLD JEXfIT /31 AR SN TV 554 1%, unknown A7 —
rNFRENFET, U723 UDLD finT 23 A A2 &0 N
i STV B AT, bidirectional 27— FRFERENE T,
TOMDENRERINTWVEEAIEL, ELLBRINTHETA,

Current operational state

UDLD 27—k ¥V OBIED T = — X, @EOMHE Y > 7 O
BA, <03, AT —F Y UET RARE AR 72— AT,

Message interval

0=V TNAANLT RRNEA X Ay — V%G1 DHE,
BT T,

Time out interval

MY 0 Rz, UDLD 3R A /X — TA AN Bb DT a—%
T DI (B),

Entry 1

BHIOF¥ v v o 22 M) OF#R, ZOTY hUITE KA S0
bEESNTa—fFROav—EMSnET,

Expiration time

IOFx va 2 b OMIRMEIND ETOMFRFE (),

Device ID

FA = FA 2D 1D,

Current neighbor state

FAN—DBIED AT — k. B—H L F A 23 L ORA A—d
DT UDLD 2#EHE EBOVBEB L TWDHEE. R4 /N— AT —
FBEOE—HL AT — NERFFTE, U2 R/F 7 LTS
A, EFEFRA A= UDLD RHE TAVES, ¥ vz = b
VIR SRR A,

Device name

HELETIIRAN—=DYV AT A V) T ES, BELDRESN
TWARWh, £721E7T 740 b (Switch) IZRREINTWHHA.
VAT LDV T NETNERINET,

Port ID

UDLD 1Tk L TA R—= 7 /VICRRE SN A N—DR— | ID,

Neighbor echo 1 device

Ta—DFEFEILTHDHRAN—DRA = T, AL,

Neighbor echo 1 port

Ta—DEEFETTHDRANRN—DR— bES ID,

Message interval

RAN=INT NI X Xyt =V aRETHHE (B),

CDP device name

CDP TN AL FETITV AT A VY TR S, BEELNRTEIN
TWARWh, £721E7T 740 b (Switch) IZRREINTWSHHA.
VAT LDV T NETNERINET,
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W show udid
pEaTU R avwrk E LT
udld UDLD 7 7 vy 7 F—REHIL /) —~/V ET— K& A x—T )b
2T, EREFREFRERA vE—V XA~ —ORFHZHE L
£7,
udld port % DA B —T7xAATUDLD A F—7NMZT Hh, i

HTr AN A B =T e f A udld B — L T T 4 Ko L—
Vay avry RIZEoTARXR—TNMIRDDOEHEET,

udld reset UDLD 2L 24T _RTDOA v F—T =2 A ¥y hEU U EZ® Yy
L., N7 74 v 7N EIBTH5OEFHOFAILET,

Catalyst 3560 R4 v F AR F YI7L R
m. OL-26671-02-J |



| 552% Catalyst 3560 & & U 3560-C X4 v F CiscolOS a<wv K

show version W

show version

N=—RU 2T BILORT7 77— 02T ONN—a UEREFRRT DI121E. show version =2~ F%&
EXEC £— FCEALET,

show version

X DEA Zoawy R, gl ERZITIF—TU— NI THA,
avwy kK E—F o —4 EXEC

i+ EXEC
avy FERE yy—=x EERNE

12.1(19)EA1 Zoavwy RPMEMEShE L,
i WOFITIL, show version =2~ > RO AR LET,

(G¥)  show version W JICIIRARENETN, 2> 7 F2 b —2 a2 LIRAZERIIAAL v FTHHR— b
INTWERA,

Switch# show version

Cisco Internetwork Operating System Software

IOS (tm) C3560 Software (C3560-IPSERVICES-M), Version 12.2(25)SEB, RELEASE SOFTWARE (fcl)
Copyright (c) 1986-2005 by cisco Systems, Inc.

Compiled Tues 15-Feb-05 21:54 by yenanh

Image text-base: 0x00003000, data-base: 0x009197B8

ROM: Bootstrap program is C3560 boot loader
BOOTLDR: C3560 Boot Loader (C3560-HBOOT-M), Version 12.1 [rneal-vegas-0806 101]

tree uptime is 1 minute
System returned to ROM by power-on
System image file is "flash:c3560-i5-mz"

cisco WS-C3560-24PS (PowerPC405) processor (revision 01) with 118776K/12288K bytes of
memory.

Processor board ID CSJ0737U000J

Last reset from power-on

Bridging software.

1 Virtual Ethernet/IEEE 802.3 interface(s)

24 FastEthernet/IEEE 802.3 interface(s)

2 Gigabit Ethernet/IEEE 802.3 interface(s)

The password-recovery mechanism is enabled.

512K bytes of flash-simulated non-volatile configuration memory.

Base ethernet MAC Address : 00:0B:46:30:6B:80
Motherboard assembly number : 73-9299-01

Power supply part number : 341-0029-02
Motherboard serial number : CSJ0736990B

Power supply serial number : LITO0717000Y
Model revision number : 01

Motherboard revision number : 03

Catalyst 3560 R4 v F a2 F YI7L VR
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Hl show version

Model number : WS-C3560-24PS-S

System serial number : CSJ0737000J

Top Assembly Part Number : 800-24791-01

Top Assembly Revision Number : 02

Switch Ports Model SW Version SW Image

* 1 26 WS-C3560-24PS 12.2(25) SEB C3560-IPSERVICES-M

Configuration register is OxF
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showvian
AA v F EOTRTOFREWRH VLAN £7213dH 5 VLAN (VLAN ID 734 R4 EE LIZEE) O
NI A =B ERRTHIZIL, showvlan =~ % EXEC E— RCHEAHLET,
show vlan [brief | dotlq tag native | id vian-id | internal usage | mtu | name vian-name |
private-vlan [type] | remote-span | summary]
BX D brief (fE&) VLAN ZLIZ VLAN 4, AT —H A BLOFE— b & 117 TER

LET,

dotlq tag native

(f£7#) IEEE 802.1Q %A T 4 7 VLAN ¥ ¥ 7/ AT — 4 A% F /R~ LET,

id vian-id

(fE5) VLAN ID %5 CHIE S i 1 50 VLAN ICBIT S e £ L
o vian-id \THEET X HHEPAIL 1 ~ 4094 TT,

internal usage

(fEE) AA v FRNEHNCHEHAT S VLANDO U A R E2FRRLET, Zh
5@ VLAN X 2 EsE# (VLAN ID 23 1006 ~ 4094) Nt DT,
5O VLAN ZNEERSGHIBR LR VWS, vlan 72— a7 ¢
Fal—rvaryavryREHEHALT, 250 IDS € VLAN % {ERK T
FHA,

mtu

(L&) VLAN DU A & VLAN OFR— MIRESNTWAE/NIB IO
B RAREHA (MTU) YA X&E R LET,

name vian-name

({EE) VLAN 4 THREEE T2 1 5O VLAN IZB3 2 1E#HE R R LET,
VLAN 4%, 1 ~ 32 350 ASCI XF5 T,

private-vlan

ER) 774~V BIOCEIHXY VLANID, ¥4 7 (a3=2=7 1,
WAL, FETT74<Y), BLORT T4 _X— K VLAN IZETHHR— &
G, REEHDT T4 — | VLAN O #@aE2FRLET, Z0OF—TU—
RiZ, 2L v FBRIPF—E R A A=V EFTFLTWEBREL T R—FE
nE7,

type

(fFE) 774 X— K VLANID BRUOZ A T T 2R R LET,

remote-span

(f£#) Remote SPAN (RSPAN) VLAN IZB4 2 EHRE R T LET,

summary ({EE) VLAN ¥~ U —|f#zR R LET,
avy Kk E—F . —% EXEC
FiHE EXEC
avy FERE yyy—x EERNE
12.1(19)EA1 COawr RABMEILE L,
12.2(20)SE mtu 35 L O private-vlan ¥ — U — R EMI L E Lz,
12.2(25)SE dotlq tag native ¥ — U — F2NBM S % L7z,

BERLEDAL FF1Y

show vlan mtu =~ > N ) TlZ, MTU_Mismatch #iZ VLAN NO T X TOKR— MZ[F LU MTU 2 &
DINEIMERLET, TODFIZ yes WERINTWDHEAE. VLAN OFKKR— MIjlx O MTU 3 &
D, Ry b, REWVWMTU 28— 26/ SWMTU #FOR— MIAL v Frr7and e,
Fey7ZInsZEenHY E3, VLANIZ SVI B2 0WEHEE, A 72 (-) FLi572 SVI MTU FlIcEK R
S ET, MTU-Mismatch FZ yes BFRR STV DE, MiniMTU % £573R— b & MaxMTU % £
DOR— MABRRSINET,
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H showvian

v h &Y VLAN 2 EET DHHICT T4 X— K VLAN Ot % U VLAN #7714~ 1 VLAN (TP
AT LD &425E, EH %Y VLAN 28 show vlan private-vlan =~ > KO AIZE TN E A,

show vlan private-vlan type =~ FOH ) TIX, normal & L TRRINICEZA NI, TTA4AX— |
VLAN O7 Y=y a & o TnTh, 774 = VLAN O —#Tl372\ VLAN Th 5 Z &
EEWLET, E2E 25O VLAN 27714~ VU VLAN BL Ot U %Y VLAN &E&L, B
BT 28T, 774~ VLAN 2B 7 Y vo—v g YEHIBRETICE D 4 U VLAN Of%E % Hil bk
L7=%&. B %V VLAN 72572 VLAN BH I normal & L TFERENET, show vlan
private-vlan (171 Ci%, 774~ VU &EH XU VLAN OXT 2 non-operational &£ FRSIET,

GE) ifindex ¥F—UV—FiF, a2~ RIA4 DAV T AR IR REINTHVETE, BR— RSN T

WEHRA,
i WOBITIE, show vlan 2~ > RO ZRLET, £ 2-5010, ZOHNTRREINDT 4=/ RO
P ERLET,
Switch# show vlan
VLAN Name Status Ports
1 default active Fa0/1, FaO/2, Fa0/3

Fa0/4, Fa0/5, Fa0/6
Fa0/7, Fa0/8, Fa0/9
Fa0/10, Fa0/11, Fa0/12
Fa0/13, Fa0/14, Fa0/15
Fa0/16, Fa0/17, Fa0/18
Fa0/19, Fa0/20, Fa0/21
Fa0/24, Gi0/1, Gi0/2
<output truncated>

2 VLANQOOO2 active
3 VLAN0O0O3 active

<output truncated>

1000 VLAN1000 active

1002 fddi-default active

1003 token-ring-default active

1004 fddinet-default active

1005 trnet-default active

VLAN Type SAID MTU Parent RingNo BridgeNo Stp BrdgMode Transl Trans2
1 enet 100001 1500 - - - - - 1002 1003

2 enet 100002 1500 - - - - - 0 0

3 enet 100003 1500 - - - - - 0 0

<output truncated>
1005 trnet 101005 1500 - - - ibm - 0 0

Remote SPAN VLANs

20 25 isolated Fa0/13, Fa0/20, Fa0/22, Gi0/1,

Catalyst 3560 R4 v F AR F YI7L R
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showvian W

20 30 community Fa0/13, Fa0/20, Fa0/21, Gi0/1
20 35 community Fa0/13, Fa0/20, Fa0/23, Fa0/33, Gi0/1

<output truncated>

& 2-50 showvlan A< FOHEATZ 4 —IL K

Z4—ILF EL

VLAN VLAN %5,

Name VLAN D401 (BREINTVWDHEE),

Status VLAN O 27 —# A (active ¥ 721% suspend),

Ports VLAN IZJ89 54— b,

Type VLAN ODRAT 47 # A7,

SAID VLAN Ot % =VF5 4 7Yz — 31D fE,

MTU VLAN O KAREHAL Y A X,

Parent Bl VLAN (GFET 255,

RingNo VLAN © U v 7%E GZET2558).

BrdgNo VLAN ©7' VU v P& S (%47 258).

Stp VLAN TSN b2 =0 7Y ) — Fa han A7,

BrdgMode COVLAN D7 Y v 7 F— K /[fEREIZY —AL—F T VU v
7" (SRB) B Y—RL—F FF 27 L b (SRT) T, T 74V
Fi% SRB T,

Transl FFoAL—v gy 70 oP1,

Trans2 rovAL—2ar 7Y w2,

Remote SPAN VLANs |37 & T\ 5 RSPAN VLAN %751 L £,

Primary/Secondary/ 754~V VLANID, ¥4 > % VU VLANID, ¥4 > % VU VLAN ®% A 7

Type/Ports (2 2=FT 4 FHITIMST), BIOZENIIHRET 2R —aegt, RES

N7 74—k VLAN "G ENET,

| oL-26671-02-J
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H showvian

W DFITIL, show vlan dotlq tag native =~ > FOH N ZRLET,

Switch# show vlan dotlqg tag native
dotlg native vlan tagging is disabled

WOFITIE, show vlan private-vlan =2~ > FOMH N EZRLET,

Switch# show vlan private-vlan

Primary Secondary Type Ports

10 501 isolated Gi0/3

10 502 community Fa0/11

10 503 non-operational3 -

20 25 isolated Fa0/13, Fa0/20, Fa0/22, Gi0O/1

20 30 community Fa0/13, Fa0/20, FaO/21, Gi0O/1,

20 35 community Fa0/13, Fa0/20, Fa0/23, Fa0/33.Gi0/120
non-operational

2000 2500 isolated Fa0/5, Fa0/10, Fa0/15

WOBITIL, show vlan private-vlan type =~ > FOHAERLET,

Switch# show vlan private-vlan type
Vlan Type

10 primary

501 isolated

502 community

503 normal

W OBFITIL, show vlan summary =~ > ROHJERLET,

Switch# show vlan summary

Number of existing VLANs : 45
Number of existing VTP VLANs : 45
Number of existing extended VLANs : 0

WOHTIX, showvlanid =~ FOHTZRLET,

Switch# show vlan id 2

55

VLAN Name Status Ports

2 viawo2oo active  Fa0/7, FaO/s
2 VLAN0200 active Fal/3, Fa2/5, Fa2/6

VLAN Type SAID MTU Parent RingNo BridgeNo Stp BrdgMode Transl Trans?2

2 enet 100002 1500 - - - e

Remote SPAN VLAN

Disabled

Jl Catalyst 3560 R4 vF Iv Y F YI7L2R
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showvian W

WOBFITIL, show vlan internal usage =~ > FOH /2R LET, ZiiL, VLAN 1025 5 LY 1026
B, Z77AMNA =Ry b =7y FFR—F 23 BLV24 ORH VLAN & LTHEHERLTWHZ &
EZRLTWHWET, 260 VLANID OWTFNrE2FEHT 2551, V7T Yy R FA— 2T vy b ¥

TTHRERSY ET, ZICXK Y, AE VLAN Zf#ls L <, IR VLAN Z/Ek L4, L—
Ty R A= LSBT 5L, oW VLAN HEDXFD B THNET,

Switch# show vlan internal usage
VLAN Usage

1025 FastEthernet0/23
1026 FastEthernet0/24

BEa<U KR avwvk B L]
private-vlan VLAN #2Ia=7 ¢, M3, £72137 74~V VLAN IZRET HH, 7
74~V VLAN %t %> &Y VLAN (2B £ 7,
switchport mode R—=hrDVLAN Ao R—=2 v 7 T— RERELET,

usb-inactivity-timeout VLAN | ~ 4094 ##%E T 24, VLAN a7 4 Fal—T g £—
K& A F—T M LET,

Catalyst 3560 R4 v F a2 F YI7L VR
| oL-26671-02-J .m



$2E

Catalyst 3560 # & U 3560-C R4 v F Ciscol0OS a<w > F |

M show vian access-map

show vlan access-map

BED VLAN 7 78R v v 7 FIETXTO VLAN 7782 =~ v ST L HERERTT 51213

show vlan access-map F##Z EXEC =~ > FZHER L E T,

show vlan access-map [mapname]

B DA mapname (£ F¥ED VLAN 77 B A ~ v 74,
avwrykFE—F FEHE EXEC
av Yy FEE yy—=x EERE
12.1(19)EA1 Zoawy RRBMEhE L,
i WK OBFITIL, show vlan access-map =~ FOH N ZRLET,
Switch# show vlan access-map
Vlan access-map "SecWiz" 10
Match clauses:
ip address: SecWiz Gi0 3 in ip
ip address: SecWiz FalO_ 3 in ip
Action:
forward
EEa<UF avwyk B

show vlan filter

VLAN 7 4 VZ T _RTIZBET 5 1E®, 713485ED VLAN £7213% VLAN 7
A =2y FICEHTHEREEZ TR LET,

vlan access-map

VLAN %7y h 742V 7D VLAN v v 7 = M) 2B L E£9,

vlan filter

1 2Ll E® VLAN IZ, VLAN v v 7% LET,

Jl Catalyst 3560 R4 vF Iv Y F YI7L2R
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show vian filter W

show vlan filter

VLAN 7 4 VAT _TCICEHT AR, F23HED VLAN £721X VLAN 77 v 2 <= v BT 51
WA F£RT DHIZi1E. show vlan filter 57# EXEC 2~ > R&EEH L £7,

show vlan filter [access-map name | vlan vian-id]

XD access-map name UEE) BESNTEVLAN 77 ER vy 77 4 N2 ) v IEREFRZLE
TO
vlan vian-id UEE) BESINT VLANOZ7 4V Z ) U HEHRERRLET, BETE S
FAPHIZ 1 ~ 4094 T,
avY R E—F H¥¢iE EXEC
avy FERE yy—=x EFERRE
12.1(19)EA1 Zoavwy RPMEMEShE L,
{5 WwoOFITIL, show vlan filter =~ > KO ZR L E1,
Switch# show vlan filter
VLAN Map map 1 is filtering VLANs:
20-22
BEa<o R avyk H7L)
show vlan access-map BEDVLAN T 7 ®A v~y 7E7ET_XRTOVLANT 78R < v
FICET L ERAER R LET,
vlan access-map VLAN %7y b 74V Z V7D VLAN vy 7 =2 b 2B L £
‘é—o
vlan filter 1 oLl kD VLANIZ, VLAN ~ v 7 %#EH L9,
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W show vmps

show vmps

VLAN Query Protocol (VQP) N— 3 v BERA % — 0, BRITEEL. VLAN Membership
Policy Server (VMPS; VLAN X L X—3 w7 RKY v— H—) OIP 7 FL A, BLUOHED Y —
RTTA=Y B—RERRTHIE, F—U— REHEETTIZ show vmps =~ F% EXEC £E— R T
i LEJ, statistiecs ¥— TV — FEEHT2E. 7747 0 MIOHFHERNPE RSN ET,

show vmps [statistics]

XX DA statistics TE) VQP 07 T4 7 v MIKEHEHRIL L O v v ¥ 2 RR L ET,
avy kR E—F = —% EXEC
¥+ EXEC
avy FERE yy—=x ETERE
12.1(19)EAL Toawr REMSE L,
i wOFITIE, show vmps 2~ > RO ZERLET,

Switch# show vmps
VQP Client Status:

VMPS VQP Version: 1
Reconfirm Interval: 60 min
Server Retry Count: 3

VMPS domain server:

Reconfirmation status

VMPS Action: other

WROFITIL, show vmps statistics 2~ > FOWNERLET, £ 2-51 12, RRINDET 44—V F
DOHAERLET,

Switch# show vmps statistics
VMPS Client Statistics

VQP Queries: 0

VQP Responses: 0

VMPS Changes: 0

VQP Shutdowns: 0

VQP Denied: 0

VQP Wrong Domain: 0

VQP Wrong Version: 0

VQP Insufficient Resource: 0

£ 2-51 show vmps statistics ® 7 1+ —JL FOFHA

Z4—ILF e

VQP Queries 7 TAT Y R E VMPS ICEEEND 7 = U —¥L,
VQP Responses VMPS 267 T4 7 7 MTIRE SN DIEEH
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showvmps H

% 2-51 show vmps statistics D7 1« —JL FOHHA (#E)

J4—ILF

B

VMPS Changes

P — [T VMPS # & ®F L7-[04,

VQP Shutdowns

R—=Frz2vvy FETUTHEOIC VMPS BNnE kG LR, 7947
VMEIR— N ETF =TIl TOFR—FEOTRTOFXAFIv I TR
VAZT RVA T—=7LA0bHIBRLET, EzELT5100%, F— F2F0
BEHEOA F—TNVIREBIZTIMLERH Y 7,

VQP Denied

VMPS 23t F =2 U7 4 LOBEMBENL T F4 7 MEREERS L7ZEE, VMPS
DIENRT va%ﬁrbtﬁu\%QTFVZTU JATF—arenT
L—AREIIFITENTEFTA (FR— FB VLAN IZEID B THNTWAEGA.
To—RK¥¥Y A MELFYALT Y AN JL—2RNU -7 AT — 3 IZx L
TEREESNET), 2747 MNIESSNET RV A2 70y 7ERT R
ALLTT FLRAT—TNWIHRELET, 2L, ZOV—I AT — 3
UINBEAFE LIS FHANT y MEkT A7 =0 =03, ThELE VMPS IR
ENRRVEST, ==V T FAL LN, TOR—FTZDOI—7 AT —
YarnbLOERAr Yy FEZELRWEAS, 7747 MIT FLUAZHR
nizLEd,

VQP Wrong Domain

BERNOBEIH R AL BN VMPS OFFL R A A & —FLARWER, &~—F
HEkD VLAN 0 Y CIILEESNETHA, ZOEIL, —"BXOZ IF4
T2 MIFRIU VIPEH RAAL URRESN TN EE2EKRLET,

VQP Wrong Version

JxY— Ny hDONR—T g 74— )L RIZ, VMPS THR—FrEN TS
N=Ta LD HREVEREMINDEE, A— Fo VLAN #1043 C13%E
FHENFETA, AL vFILTVMPS X—V g 0 1 ERZPFE2EHELET,

VQP Insufficient

VY —=ADT AT YT 4 BN S B0, VMPS NERIGE T 72

Resource WS, FRITHIRICE L T\ eWnWEE, 7 747/ MIY— T & OFRIT
FEIEICE L0 E I NG LT, B U —NE 2RO — I8k %2 F
BELET,
pggEa<w R avw> kR B

clear vmps statistics

VQP 7 54 7 MelREs ST Bkt isde 7 U 7 LET,

vmps reconfirm ($# VQP 7 =V —%%E LT, VMPS TOT_XTDF A+ 3 v 27 VLAN Hv

EXEC)

LT R LET,

vmps retry

VQP 7 747 v bOY— T L OFRITEEEZZRELET,

vmps server

774 <U VMPS, BXOERKRKT3IEDOED L F) —RERELET,
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W show vtp

show vtp

VLAN rZ %7 7Fr bhan (VIP) OFBRNAAL Y AT —FRA, BLOI U ZIZHT D&
%R 5121, show vtp =2~ K% EXEC £— K CHEM L £,

show vtp {counters | devices [conflicts] | interface [interface-id] | password | status}

X DEREA counters AA T O VTP HatERERRLET,
password BEINT- VIP SR T — REFRLET,
devices RAALLHNOFTRTO VTP A=V 2> 3 FAL 2CET A #or LE
T, ZOXF—T—RiE, AL vFN VTP X—T 3 3 2ETL TN
ARETEAINET,
conflicts (FE) BAT57I74~Y V—REFHESVIP X—T 3 3 534/ R TH
THERER R LET, AL v FNVIP hT AT LU b — REEIE
VTP 47 — RiZhr5HH. Z0oa~vr RZERINLET,
interface [interface-id] T _XTCHOA L H—T =2 A AFRIFRESNTZA LV Z—T = A RT3
VTP DAT—Z AR I ORELEZFRRLET, interface-id \ZITWELA > X —
T oA AEIEIHR— N Fr X LERETEET,
status VIP EH R A A L DAT—H AT 5 RIERER R LET,
avwv kR E—F . —4 EXEC
¥5HE EXEC
avy REE 1y—2 EERA
12.1(19)EAL Zoa<wry RRNBMENE L,
12.2(52)SE devices B X W interface ¥ — 7 — K28 VTP X—T g > 3 IZBEMSEL

HHEDHA K51V

3l

7

24’ v FN VTP RN—2 3 0 3 2 ETHIC

IZREVWE T,

show vtp password =~ > RE AN 25 & KRITRDOL—

o password password 7 2 —/3)L 27 4 ¥ 2 L— g 2w KT hidden ¥—7 — R fREY

P AL v F ETHREBALRA K —
e password password 2~ KT hidden ¥ —V — FEZEEET, A A v F L TREZRA x—

TITIRWEGE, RAT—=REF 707 TF A MTRRIENET,

%

DEE . b SN2 AT — RBRRRENET,

e password password 2~ R|Z

SNET,

ORI T

ZOWRED T — )V —RLFHELTND
AR=2AK L TR T T4~ =" E/HbEEEA,

A4 yFix, T—

. show vtp devices =~ F@tﬂﬁé”ﬂ“ L%, conflict HD ves I,

hidden ¥ — 7 — FREENTWHE, 16 EHOME F —NER

JEET DY — N0

TEEEWRLET, 20, ALRFRAS D2 DDA

Switch# show vtp devices

Retrieving information from the VTP domain.
VTP Database Conf switch ID

lict

Waiting for 5 seconds.

Primary Server Revision System Name

Jl Catalyst 3560 R4 vF Iv Y F YI7L2R
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showvtp W

VLAN Yes 00b0.8e50.d000 000c.0412.6300 12354
MST No 00b0.8e50.d000 0004.AB45.6000 24
Yes 000c.0412.6300=000c.0412.6300 67

main.cisco.com
main.cisco.com
gwerty.cisco.com

WOHITIE, show vtp counters =~ > FOH AR LET, £ 2-5212, ZOHTRERSIND
74—V FOFHAEZRLET,

Switch# show vtp counters

VTP statistics:

Summary advertisements received
Subset advertisements received
Request advertisements received
Summary advertisements transmitted :
Subset advertisements transmitted
Request advertisements transmitted :
Number of config revision errors

O
~
o

Number of config digest errors

O O O O O oy © O o

Number of V1 summary errors
VTP pruning statistics:

Trunk Join Transmitted Join Received Summary advts received from

non-pruning-capable device
Fa0/47 0 0 0
Fa0/48 0 0 0
Gi0/1 0 0 0
Gi0/2 0 0 0

& 2-52 show vtp counters ® 7 1+ —)L FO§tH

Z14—ILF

&8

Summary advertisements
received

FF72v 27 R—=FETIDARAL v FNZETIZV~Y — T FRZ A XD, V<~ — T KX
ARTF, BHRNAAL VL, a7 4 Fal—ary Vg v &R BHAALAZ LS
L ID, BiETF =y 7Y A, BIXOBEETLIY T2y b 7 RRX A XOENREENF T,

Subset advertisements
received

N7 R=FETZDAL v TFRZETLIH Ty b 7 FRZ A XD, v 7y b T F
NEARZIE, 1 D8 ED VLAN ICET 2 EBRB TR TEENTWET,

Request advertisements
received

7207 R—=FETZDAL v TNZET DT RRXF A XHERDE, 7 K3X A ZHRIT,
B, TTHD VLAN EICEHTAERZERLET, £72. VLAN OV 7t v MCBETA1E
WHERTEET,

Summary advertisements
transmitted

o0 R—=FETZORAAL v TFREET LI~V — T KRZ A XD, v~VU—T KA \%¥
ARTF, BHRNAAL VL, 2374 Fal—ary VeV a v &R BHAALAR LS
LID, BiETF = v 7V A, BIXOBEETLIY T2y b 7 RRXX A XOENEGEENF T,

Subset advertisements
transmitted

NI R=FETZDAAL v TFREETLHITEY N T IREA XK, 72y N TR
NEARZIE, 128 ED VLAN T 2 EBRB TR TEENTWET,

Request advertisements
transmitted

7220 R—=FETZDOAL v TFNEETDT RRF A XHERDOE, 7 K3F A ZHRIT,
\E . TXTHD VLAN EICEHTAERZERLET, £72. VLAN OV 7t v MCBET A1
WHERTEET,

| oL-26671-02-J
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W show vtp
% 2-52 show vtp counters ® 7+ —J)L FOE (=)
J4—ILE H L)

Number of configuration
revision errors

Vevary =5 —DH,

#H LW VLAN OE%, BEfF VLAN OHIBR, W, E7213Hm. &2 WIEREF VLAN ORZ
A—BAEEPTHIE, AL v FDAL T4 Fal—ary VD a o FEENEMLUET,
VEeVa B ENAL vFOIEY a rFEL—HTIZHbLT, MDS 4 Y= A b
ENR—FL72WT RRZ A R AAL v TFRZETHE, VEVary = 7—RNHEMNMLET, =
DTT—E, 2ODAA vFD VIP RAU— RKNERD) £ AA v FORENERD
LEEERLET,

INLOTT=RRELEE, A v FIIERT ENIALADT 4N Z Y THTHD |
Fy bT—=I7NTVIP 7= I _N=ARRP LAY E5,

Number of configuration
digest errors

MD5 ¥4 VA N =5 —D¥K,

Y=V — 7y hNOMDS ATV xA e, HEINTEZERLT RA3Z AL XD MD5 XA
VAR EHLARWGEEE, FA VAN 2T -RNENMLEST, ZOZT—F, @BF. 22
DAL »FDOVTP NAT— KPR 2 ERLET, ZOMBEZRRT DI, T
DAA v FTVIP RRAT—RFRFELCICRD LI LET,
INHDOET—RNRAELIEEE, AL v TFIEERET RAZAL XDT 4 VZ Y THTHY
F v hT—27WNT VTP F—Z_X—2Z2RFRM L7 2 £,

Number of V1 summary
errors

N—=Ta v 1 =7 -0,

VIPV2 E—FDAAL v FRVIP A=V a3 1 ZJLb—L5ZETHE, X—=Var 1 H=
V= 7—NEMLET, oo T—F, bbb 1 20ORA/N— A A vF LT VTP
NR=a 1 BDBHL AN F2EV2E— KRBT 4 =T LDIREETVIP "=V a2
DBEHL D ZE2BERLET, ZOMBEEZMFRT DL, VIPV2 E— ROAAL v F D%
EET A B—TNVICERLET,

Join Transmitted

Ko7 ETREENZVIP P —=0 7 A vt —T 08

Join Received

KNS o7 FECEEENTE VIP PLv—=07 A vt —T 08,

Summary Advts Received
from non-pruning-capable
device

Koo ETRIESNE, TA—=0 7% R —=FLTOWARWNWT AL ZANE0 VTP < U —
A vE—U O,

WOBITIEL, VIP X—T 3 2 ZFTT DAL v FICkT % show vip status =~ > ROH &R L F
T K 2-5312, ZOHNTERARIND T 4=/ FOHMEZRLET,

Switch# show vtp status

VTP Version 2

Configuration Revision : 0

Maximum VLANs supported locally : 1005

Number of existing VLANs : 45

VTP Operating Mode : Transparent

VTP Domain Name : shared testbedl

VTP Pruning Mode : Disabled

VTP V2 Mode : Disabled

VTP Traps Generation : Enabled

MD5 digest : Ox3A 0x29 0x86 0x39 0xB4 0x5D 0x58 0xD7

Catalyst 3560 R4 v F AR F YI7L R
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showvtp W
% 2-53 show vtp status O 7 1+ —JL FDEREA
Z4—ILF SieA

VTP Version

A2 vF ETEIELTWD VIP A=Y g Va2 F R LET, T 740 hTIE, AA v Fid
NR=Ta v 1 ZFETLEITN, XR=Ya V2R ETHIELTEET,

Configuration Revision

DAL TFOBEOD T 4 X2l —ay YED g &S,

Maximum VLANs Supported
Locally

T—H YR — F EN TS VLAN O KE,

Number of Existing VLANs

BEfFD VLAN 34,

VTP Operating Mode

VTP @iffE—F (= 77347 M, EREF T AT LU 2RRLET,

Server : VTP — R F— KD A A v F I VIPIZH L TA RX—T L THY, 7T KX A X
EEELET, AA v T TVLAN aRETEET, ZORA v T E2HHT B L, LIk
I, BED VIP F—F _XR—ANDFTTD VLAN [H#H %, NVRAM "HETTE £9°,
F7 4N F T TRTOAL v F 3 VIP F =T,

GE) AAvTFPREEZ NVRAM ICEZ AL TWABICEEZHBE L. NVRAM 238
BETHDETYH—NE—RNIZRDLDZENTERWVEA., A1 v FIE VIP —N
EF—RK»56VIPZ 547> b = NICHBMIZEDY £9,

Client: VIP 7 747 F F—= ROAA v FIXVIP IZH L TA RX—T A ThHY, 7 KA
A RXuRFETEETH, VLAN REZHEMNT 272D Fo R REEEA FL—U0H
DVEFA, Ay FTIEVLAN ZRETEEHA, VIP 2 747 FEENT S &
VTP 7 747~ MIZ®D VLAN 7 —=F X—=2 a2 gL T 27 RANZ A X5+ 5 %
T, VIP 7 FRZ A XX E LT A,

Transparent : VTP F 7> AT L2 h F—=RFDAA »Fid, VIPIZHLTT 4 =T
THY ., T RRY A XDEFEO, MOT A ANGERFINZT XA XOFEE 2T
FHA, T2, XY BT NOMDT /SA 2D VLAN B EICHHBLETA, AA v

FIXVIP T RRE A RXEZIE L, T RANZAXEZFE LI N T 07 A= &R T T
DRINT 7 R—MIINEEELET,

VTP Domain Name

A FOEE R AL & RET D40,

VTP Pruning Mode

TN—= TN, F—=TNINETET 4 =T ez R LET, VIP B —1TFL—
=V T A F=TNCTDHE, BERAAL VEERTT V= TRFNNCRY ET, 7
N—= T aERATHE, VT 74 v I BEYRR Y NI =7 FTARAL AT VAT S
FEOIHERLRTNERSRNWN T T Voo ~DT7 Ty T 40 NT77 4 v 7 IR
ERET,

VTP V2 Mode

VIP N—=Va v 2 F— KRS R2—=TNpnE I naRRLET, TCTHO VIP A=V a v
2AL Y FUE, T AN PTA=Var 1 - FTHELET, & VIP 21 v F o
FT_TO VTP 731 202 BBIMICKRIELE T, VIP 74 2 xy P U= DT
NTDO VTP AA v FHRN—V a2 E— FCEETRREEIET. Xy PV —27 &2/ —
Va2 ITRELTIIEEN,

VTP Traps Generation

VIP NI v 7%y NU—VEBRAT —2a VIZERET 0 E I ERTFLET,

MDS5 Digest

VTP #&ED 16 /514 ~ F= v 724,

Configuration Last Modified

BRBIATTRELEORMEHAEERLET, T—FRXR—ROBRTEFEDORK L 2o
AL v TFDIP T RLAZFRRLET,

WOBITIE, VIP X—V 3 > 3 2F(TT 2 AA v FITkT % show vip status =~ > RO &R L F

j—O

Switch# show vtp status
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Catalyst 3560 R/ vF avF Y272 1



¥ 2% Catalyst 3560 & & Uf 3560-C X1 v F Ciscol0OS av v F |

W show vtp

VTP Version capable : 1 to 3

VTP version running : 3

VTP Domain Name : Cisco

VTP Pruning Mode : Disabled

VTP Traps Generation : Disabled

Device ID : 0021.1bcd.c700

Feature VLAN:

VTP Operating Mode : Server

Number of existing VLANs H

Number of existing extended VLANs : 0

Configuration Revision : 0

Primary ID : 0000.0000.0000

Primary Description :

MD5 digest : 0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00
0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00

Feature MST:

VTP Operating Mode : Client

Configuration Revision : 0

Primary ID : 0000.0000.0000

Primary Description :

MD5 digest : 0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00
0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00

Feature UNKNOWN:

VTP Operating Mode : Transparent

EEavUFR = SV B7L

clear vtp counters VIP IO N—= T Ay 2% 7 VT LET,

vtp (Fr—Vv arzg4 VTPOTZr7ANL, AV F—T oA R4, RAL U4, BEOE—TF

Fal—vav) ERELET,

Catalyst 3560 R4 v F AR F YI7L R
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