A

aaa accounting dotlx == K 2-1
aaa authentication dotlx =~ > F  2-3

aaa authorization network =~ > N  2-5, 2-22, 2-28,
2-30, 2-32, 2-34, 2-36, 2-152, 2-334, 2-506, B-7, B-35

AAA 5 0 2-3
ACE 2-139, 2-433

ACL
deny =~ F 2-137
IP 2-209
Al 2-431
& 2-350
FHIP 7u b =Lxtis 2-338
#x  2-488

LA Y2442 —7xA4 A 2-209
action =< K 2-6
archive download-sw =< > 2-10
archive tar =~ K 2-13
archive upload-sw =~ > K  2-16
arp access-list =~ > K 2-18
authentication command bounce-port ignore  2-20
authentication command disable-port ignore  2-21
authentication control-direction =< > K 2-22
authentication event =~ > K 2-24
authentication fallback =<> N 2-28
authentication host-mode =~ >~  2-30
authentication mac-move permit =< > K 2-32
authentication open =< > K 2-34
authentication order =~ >~  2-36
authentication periodic =~ > K  2-38
authentication port-control =< >~ 2-40
authentication priority =< >~ 2-42

INDEX

authentication timer =~ > K 2-44
authentication violation =~ > N 2-46
auth-fail max-attempts =~ >

ldotlx auth-fail max-attempts =~> K| # &M

auth-fail vlan

ldotlx auth-fail vlan) %%
authopen =< K 2-34
auth order =~ F  2-36
auth timer =<2 K 2-44
auto qos classify =~ K 2-48
auto gos trust =~ K 2-52
auto qos video =~ > N 2-55
auto qos voip =~v > K 2-58

B

BackboneFast. STP i 2-718

boot auto-download-sw =~ > K 2-64
boot config-file =~ > K 2-67

boot enable-break =~ >~ 2-68

boot helper-config file =~ >~ 2-70

boot helper =< K 2-69

boot manual =~> K 2-71

boot private-config-file =~ >~ 2-72
boot system =~ >~ 2-73

boot (7—hr—%) a2~k A-2

BPDU #— K, A= 27 Y U—H 2-722,2-757

BPDU 7 4 v 2 ) 7 A= 7 > ) —H]
2-757

2-720,

C

cat (Z7—bhue—#) a<>F A-4
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CDP, Yu hay hr V7 DAx—7 0k 2-313
channel-group =~ > ~ 2-75
channel-protocol =~ > K 2-79
Cisco IP 7 A Z
Auto-QoS & 2-55
Cisco SoftPhone
auto-QoS O E  2-58
BESNTARTy FEEET D
Cisco Telepresence ¥ 27 A
Auto-QoS &iE  2-55
CISP

2-391

[Client Information Signalling Protocol ] % %
debug platform cisp =~ F B-35
cisp enable == >~  2-80
class-map =~> K 2-84
class =~ F 2-81
clear dotlx =~ K 2-87
clear eap sessions =~ > K 2-88
clear errdisable interface  2-89
clear ip arp inspection log =~ > K 2-86
clear ip arp inspection statistics =~ > N  2-90
clearipc =~v~ F 2-93
clear ip dhcp snooping database =~ > F  2-91
clear ipv6 dhcp conflict =~ 2-94
clear I2protocol-tunnel counters =< N 2-95
clear lacp =~ K 2-96
clear logging smartlog statistics interface =~ >~ 2-97
2-98, 2-100
2-101

clear mac address-table =~ |
clear nmsp statistics =~ K
2-102
clear port-security =~ > K
2-105

clear pagp =~ > K
2-103
clear psp counter
2-105

clear spanning-tree counters =~ >

clear psp counter =< > N

2-106

clear spanning-tree detected-protocols =~ > K
2-109

2-110

Client Information Signalling Protocol
2-506, B-7, B-35

2-107
clear vmps statistics =~ K

clear vtp counters =~ > K
2-80, 2-152,

cluster commander-address =~ > K
cluster discovery hop-count =~
2-114
2-115
2-116
cluster outside-interface =~ K
2-119
cluster standby-group =~ > K
2-122

cluster enable =~ >
cluster holdtime =~ > F

cluster member =<2 K

clusterrun =~ > K

cluster timer =~ > K
config-vlan £— I
BAls  2-836
2-837
copy (F—hua—%) a<wr R A5
CoS
EEEO EEX

av R

2-361

EENT  h~DTF 7 5L MEDE|Y 24T
LAY 27a han sy h~0E 4T

CoS/DSCP v v~ 2-365
CPU ASIC #i#t., £~ 2-514
crashinfo 7 » 1/ /v 2-198

2-111
2-113

2-118

2-120

2-361
2-316

D

debug authentication B-2
debug auto qos =~ K B-4
debug backup =<~ > K B-6
debug cisp =¥ K B-7
debug cluster =< >~ B-8
debug dotlx =~ > K B-10
debug dtp =~ > F B-12
debugeap =~ B-13
debug etherchannel =< > K B-14
debug ilpower =~> F B-15
debug interface =~ > B-16

debug ip dhcp snooping =~ >~  B-17

debug ip igmp filter =~> K B-19

debug ip igmp max-groups =< >

B-20

debug ip igmp shooping =~ K B-21

debug ip verify source packet =< > K

B-18
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debug lacp =~ > K B-22

debug lldp packets =~ >~ B-23

debug mac-notification =~ > N B-25

debug matm move update =~ N B-27

debug matm =~ > F B-26

debug monitor =~ > K B-28

debug mvrdbg =~ K B-29

debug nmsp =~ > K B-30

debug nvram =~ > K B-31

debug pagp =~ K B-32

debug platform acl == >~ B-33

debug platform backup interface =~ > F B-34
debug platform cisp =~ F B-35

debug platform configuration =~ > K B-43
debug platform cpu-queues =~ F B-36
debug platform device-manager =~ >~ B-38
debug platform dotlx =~ > K B-39

debug platform etherchannel =~ K B-40
debug platform fallback-bridging =~ F B-41
debug platform forw-tcam =~ K B-42

debug platform ip arp inspection =~ > K B-44
debug platform ip dhcp =~v > F  B-45

debug platform ip igmp snooping =~ > B-46
debug platform ip multicast =~ > K B-48
debug platform ip source-guard =< > K B-50
debug platform ip unicast =~ > F B-51

debug platform ip weep =< > K B-53

debug platform led =~ >~ B-54

debug platform matm =< > K B-55

debug platform messaging application =~ K B-56
debug platform phy =~ > F B-57

debug platform pm =< > F B-59

debug platform port-asic =~ > N B-61

debug platform port-security =< > K B-62
debug platform gos-acl-tcam =~ > F B-63
debug platform remote-commands =~ > K B-64
debug platform resource-manager =~ > K B-65
debug platform snmp =< > K B-66

debug platform span =< >~ B-67

Index

debug platform supervisor-asic =~ > K B-68
debug platform sw-bridge =~ > 8 B-69
debug platform tcam =< >~ B-70

debug platform udld =< F B-73

debug platform vlan =~ >~ B-74

debug pm =~ B-75

debug port-security =~ > K  B-77

debug qos-manager =~ > K B-78

debug spanning-tree backbonefast =~ B-81
debug spanning-tree bpdu-opt =~ > K B-83
debug spanning-tree bpdu =~ > K B-82
debug spanning-tree mstp =~ > K B-84
debug spanning-tree switch =~ >~ B-86
debug spanning-tree uplinkfast =< > B-88
debug spanning-tree =~ > K  B-79

debug sw-vlan ifs =~ > F B-91

debug sw-vlan notification =~ > K B-92
debug sw-vlan vtp =~ >~ B-93

debug sw-vlan =~ > F B-89

debugudld =~ > F B-95

debug vgpc =~ K B-97

define interface-range =~ > K 2-123

delete =~ 2-125

delete (7—hr—%) a<v K A-6

deny (ARP 77 &R VA ar74¥alb—vayv)
~ K 2-128

deny (IPv6) =~ F 2-130
deny =~ K 2-137
DHCP A xX—t > 7
A R =74k
VLAN £ 2-250
A H—T oA ALTEHE 2-248
F7a 82 2-240, 2-242

Ty Y AL v TFNLDEFTEX RV Yy hOZIT
AL 2-242

7 —EEH A ~v— 2-195
L— MflR  2-246

DHCP AX—V v T NA VT 4 v T—HX— R
T—Vxr MEiHE#ROZ VT 2-91
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®H 2-468
T—HN—R T—Tx b, BE 2-238

NA VT 4T

HiER  2-236
B 2-236

NA T 4T TyrAN, RE 2-238
dir (7—hu—%) a~voF A7
dotlx auth-fail max-attempts =< >~ 2-147
dotlx auth-fail vlan  2-148
dotlx control-direction =< > K  2-150

dotlx credentials (/' e— )L a7 4 X2l — g )
a~<v2 K 2-152

dotlx critical f > % —7 A X a7 4 Falb—a
a~wy K 2-155

dotlx critical 7 m@— )L a7 4 X2l —T gy avw
r  2-153

dotlx default =~> K 2-157

dotlx fallback =~ F 2-158

dotlx guest-vlan =< 2-159

dotlx host-mode =~ > K  2-162

dotlx initialize =< >~  2-164

dotlx mac-auth-bypass =~> N  2-165
dotlx max-reauth-req =~ > K  2-167
dotlx max-req =~ > F 2-169

dotlx multiple-hosts =< > K 2-170
dotlx pae =~ K 2-171

dotlx port-control =< > 2-172
dotlx re-authenticate =~ F 2-174
dotlx re-authentication =~ >~  2-175
dotlx reauthentication =< > K  2-176
dotlx supplicant controlled transient = <> K 2-177
dotlx supplicant force-multicast =< > K 2-179
dotlx test eapol-capable =~ > K 2-180
dotlx test timeout =~ K  2-181
dotlx timeout =~ > K 2-182

dotlx violation-mode =~ > K 2-185
dotlx =~ K 2-145

DSCP/CoS v v 7 2-365

DSCP/DSCP Z#i~ » 7 2-365

DTP 2-793

DTP x 3y x=—v 3  2-797
DTP 77 >~
7 —EfEX A ~— 2-195
=7 —k  2-189
dual-purpose 7 > 7V 7 R— |
BREFRESR AT a v DFEIR 2-558
2 A7 DR 2-355
duplex =<~ 2-186
dynamic auto VLAN A > — w7 E£— R 2-792
dynamic desirable VLAN A > N—v v 7 £— K 2-792
Dynamic Host Configuration Protocol (DHCP)
[DHCP 2AxX—t 7| Z&H

E

EAP-Request/Identity 7 L — A
HEETLIETORM  2-182
EETLREEE 2-169

epm access-control open  2-188

errdisable detect cause small-frame =~ > K 2-192

errdisable detect cause =~ N 2-189

errdisable recovery cause small-frame  2-194

errdisable recovery =< > K 2-195

errdisable f % —7 = A 2 #£  2-555

errdisable f&lti  2-189

EtherChannel
EtherChannel/PAgP o5 v 7' i<  B-14
LACP

channel-group 1&#» 7 V7 2-96
VAT TITAFVT 4 2-319

FRy T Avk—Y, FRx B-22

#~  2-610

7w kL OfIR 2-79

By NAZ N, R=bDR—=F FF34FY

74 2317
£—F 275
PAgP

channel-group f&#» 27 V7 2-102
=7 —mE&¥ A ~— 2-195
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=7 —fH 2-189

EEGA 2-416

LR —F 7—F— 2-416

EENT T4 I DA B =T 2 A ADT TAF

V74 2-418

TRy Ave—V, #x B-32
For 2-662

WHAR— K 7—F— 2-416
T—F 275

A=V Ry h A F =T =2 ADF ¥ XV T N—F
~OEIDYHT  2-75
A B —T7 A AER, FR 2-555
F~ 2-548
Al 2-441
TT v NI —LRFEAR FOT Ry T F
S~ B-40
A=k F¥ X NViHHEA L Z—T = ADIE
EJ‘Z 2-203
LAY 27abar hoxl) 7oA x—7 4k

LACP 2-314
PAgP 2-314
UDLD 2-314

exception crashinfo =~ >~ 2-198

Index W

HSRP /v —T7" D 5 AL ~D/3A > K 2-120
AHB N T—TF 2120

=

fallback profile =~> K 2-199
flash_init (F7— ko —%) ==K A9

Flex Link
E  2-785
#F~x 2-556

B4 VLAN OF%E 2-788
flowcontrol =< >~  2-201
format (F—hr—%) =<K  A-10
fsck (77— hru—%) 2~ K A-11

H

help (7 —btmr—%) < F A-12
HSRP

IEEE 802.1Q F 5> % H— FBLORA T 17
VLAN 2-844

IEEE 802.1Q > /L H— k

HilpR  2-793
WE  2-792
IEEE 802.1x

ERTI—oEE  2-195

AA vy FHR—FEF—F 2-794

[R— F_N—2DFRIE] LEW
IEEE 802.1x 7" — b ~— X FE

AN VLAN O 7V B DA R—T )L
it 2-147, 2-158, 2-200

IGMP 7' Vv—7" ®mKRIEOFKE 2-255
IGMP &z K7 Vv—"7", 37 B-20
IGMP A X —t >

querier 2-263

A Fx—7 0k 2-259

A B =T oA AD MRu PEF@MEE  2-269

7 —gR  2-267

TN—TDAFT 4 v AN—=L LTOR—FD
B 2-273

AA v FO MR UERBBMBE  2-267
REARIIEY A ~v—D A x—T 1k  2-261

BN iR gERE O 4 r— 7 14k 2-270
#a~ 2-581
7T 4 72— 2-267
LaR— il 2-265

IGMP 7 ¢ v %
WH 2-254
FNRy T Avt—T FR B-19

IGMP 71 7 7 A v
YERL  2-257
#a~  2-580

interface port-channel =~ > K  2-203

interface range =~ >~ 2-205

| oL-26671-01-J

Catalyst 3560 R4 v F A< F YI7L>vX 1



B Index

interface vlan =< > K 2-207

Internet Group Management Protocol (1 > % —% v k 7
N—TER T a han)

[IGMP] # &
ip access-group =~ K 2-209
ip address =~ > K 2-212
ip admission name proxy http =< K 2-215
ip admission =~ > K 2-214
ip arp inspection filter vlan =~ > 2-217
ip arp inspection limit =< > K 2-219
ip arp inspection log-buffer =< > F  2-221
ip arp inspection trust =~ > K 2-225
ip arp inspection validate =~ > K 2-227
ip arp inspection vlan logging =~ > K  2-230
ip arp inspection vlan =~ > K 2-229
ip device tracking probe =< >~ 2-232
ip device tracking =~ > K 2-234
ip dhcp snooping binding =< >~ 2-236
ip dhcp snooping database =~ K  2-238

ip dhcp snooping information option allow-untrusted =~
K 2-242

ip dhcp snooping information option format remote-id =~
R 2-244

ip dhcp snooping information option =~ > K 2-240
ip dhcp snooping limit rate =< > 2-246

ip dhcp snooping trust =< > K 2-248

ip dhcp snooping verify =~ K 2-249

ip dhcp snooping vlan information option format-type
circuit-id string =~ K 2-252

ip dhcp snooping vlan =< > 2-250
ip dhcp snooping =~ > N 2-235
IPDHCP A X —t' 7/
[DHCP AX—t' 7| %W
ip igmp filter =~ F 2-254
ip igmp max-groups =~ > K 2-255, 2-278, 2-280
ip igmp profile =<2~  2-257

ip igmp snooping last-member-query-interval ==~ >~
F 2-261

ip igmp snooping querier =< K 2-263
ip igmp snooping report-suppression =~ K 2-265

ip igmp snooping tcn flood =< > K 2-269
ip igmp snooping tcn =< K 2-267
ip igmp snooping vlan immediate-leave =~ > K 2-270
ip igmp snooping vlan mrouter =< >~ 2-271
ip igmp snooping vlan static =~ > K 2-273
ip igmp snooping =~ > K 2-259
IP Phone
auto-QoS O E  2-58
EEINEATy NEEETD 2-391
IP Precedence/DSCP ~ > 7 2-365
ip source binding =~ > K 2-275
ipssh 2~ ~F 2-277
ipv6 access-list =~ > K 2-285
ipv6 address dhcp =~ > 2-288
ipv6 dhcp client request vendor =~ > K 2-290
ipvé dhcp ping packets =~ > K 2-291
ipv6 dhcp pool =~ > 2-293
ipv6 dhcp server =< K 2-296

ipvé mld snooping last-listener-query count =~ >~
F 2-300

ipv6 mld snooping last-listener-query-interval =~ >~
F o 2-302

ipv6 mld snooping listener-message-suppression =~ >~
K 2-304

ipvé mld snooping robustness-variable =< > K 2-305
ipv6 mld snooping tcn =< > N 2-307
ipv6 mld snooping vlan =< > K 2-309
ipv6 mld snooping =~ 2-298
IPv6 SDM 7> 7L — k  2-472
ipv6 traffic-filter =~ >~ 2-311
IPv6 7272 UK, HELAEME 2-130
ip verify source smartlog =~ K  2-284
ip verify source =< > K 2-282
IP7 LA, &RE  2-212
IP7 FLADMA  2-350
IPRXEXAT—F
A x—7 ik 2-282
AZT 4 w7 IPERETLAA T 47 2-275
T4 =7k 2-282
IP~AFFy AT RFLX 2-399
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12protocol-tunnel cos =~ K 2-316
I12protocol-tunnel =~ > K 2-313
LACP
[EtherChannel] =%
lacp port-priority =~ > K 2-317
lacp system-priority =~> K  2-319
Layer2 £— N, A x—7{k 2-779
Layer 3 E— R, 41 x—7 1 2-779
Link Aggregation Control Protocol
[EtherChannel | %%
link state group =~ K 2-321
link state track =<~ 2-323

location (f > Z—T A A a7 4 FXal—gr)
<~ K 2-326

location (/e — )L a7 4 Fal—gy) avy
K 2-324

logging event power-inline-status =~ >~ 2-329
logging event =~ > K 2-328
logging file =~ > F 2-330

M

mab request format attribute 32 =~ > F 2-334
mac access-group =~ > K 2-336

mac access-list extended =~ > K 2-338

mac address-table aging-time  2-336, 2-350
mac address-table aging-time =~ >~ 2-340
mac address-table learning =< > K 2-341
mac address-table move update =~ > N 2-343
mac address-table notification =< K 2-345
mac address-table static drop =~ > K 2-348
mac address-table static =< N 2-347

MAC 77t UXx Lk 2137

MACT/7t®A VAo 7 4FXal— 3 F—
K 2-338

MAC 7 FL =%
MAC 7 KL 2@ kT v 7O A 2—T7 4k 2-345

Index W

MAC 7 RL AT —T7 VBATEHOA X —T )V
b 2-343

VLAN 2¢O MAC 7 RL R F—=2 7 DF 1 &—
Tt 2-341

& 2-350

AAT A4 w7
A E—=T7 A4 AT Rry7  2-348
BNk L OHIER  2-347

#FR 2-635
Eufil)
T ZA 5 2-340
HIFR  2-98
For 2-628
For

VLAN Hf7  2-637

VLAN o7 RV 2¥  2-627

A B —T A AHEAN 2-630

AET 4 w7 2-635

2ET 4y T M)V BROSA ST Iy s =

MU 2-622
WHRRE  2-633
) 2-628

MAC 7 RL & Z)L—7 Fx  2-621
MAC 7 KL zx@sm, 53v 27  B-25

match (77 A~y a7 4Fal—gy) av
K 2-350

match (/7 9 A~y 7 a7 4Xalb—ay) avy
F 2-352

mdix auto =~ > K 2-354

media-type (f > ¥ —T7 A A2 a7 4 FXal—aV)
a<» kK 2-355

memory (77— he—4%) a<v> K A-13
mkdir (7—he—%) a~vF A-14
MLD AX—t"> 7

A X =7k 2-298

7Y —DRFE  2-300, 2-302

XE  2-304, 2-305

MR v CEFRAORRE  2-307

#~  2-598
mls qos aggregate-policer =< > K 2-359
mls qoscos =~ K 2-361
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mls gos dscp-mutation =~ > N 2-363
mls gos map =~ > K 2-365
mls qos queue-set output buffers =~ > K 2-369
mls gos queue-set output threshold =< > F  2-371
mls qos rewrite ip dscp =~ K 2-373
mls gos srr-queue input bandwidth =< > K 2-375
mls gos srr-queue input buffers =< >~ 2-377
mls gos srr-queue input cos-map =~ K 2-379
mls qos srr-queue input dscp-map =~ > K 2-381
mls qos srr-queue input priority-queue =< > K 2-383
mls qos srr-queue input threshold =~ > 2-385
mls qos srr-queue output cos-map =~ K 2-387
mls qos srr-queue output dscp-map =~ > K  2-389
mls gos trust =< > K 2-391
mls gos vlan-based =~ >~  2-393
mlsqgos =~ K 2-357
Mode R ¥ >, RZATU— KEHE  2-476
monitor session =< K 2-394
more (7 —hr—4%) v F A-15
MSTP
MST V—v =~
MST 2> 7 4 F¥=alb— a3y E—K 2-738
VLAN & A v RZ A O~ v 7 2-738
BITEE IR T Ok F R 2-738

a7 4 FXal—ary VeV UFk
7 2-738

ES4  2-738
*~  2-676
EEoOFI 2-738
EEOWM  2-738
AT — RMEHRDFRT  2-675
AT — NEHE
BPDU ' — KA x—T Ak 2-722, 2-757

BPDU 7 4 V& U v 7 DA x—T Ut 2-720,
2-757

PortFast XfisR— ~hD> v v N¥F 7 2-757
Port Fast ® A *x—7' /L {k,  2-757, 2-760
RIS BAEREf]  2-742

T T —F 4 T AT — b D EERS
17 2-732

TR T AT =ML T 3T —=T 4T R
7 —hk~ 2-760

VA= TBLIOT—=v7 27— D
] 2-742

HHAEEMH  2-107
INA X 2-740
*  2-676
T harBiT7ot AOHRKR  2-107
7m han Ee—FK  2-736
Voo 247 2-732
Jb— K~ AA v F
BPDU Ku v 7 ToORRAK Y 7 2-747
BPDU * vt— DRI 2-745
hello BPDU #* vt —Y ORIl 2-743, 2-753
hello # 1 & 2-743, 2-753
YL A7 A ID O 2-728
2A Y FDTIAF VT 2-752
BT 2R — b 7344V 71 2-749
TIA~VEIEeI XY 2-753
AR 2-745
JL— bk "— b
fEER— FOHIR  2-730
N—h H—F 2-730
J— kLl B AR — FOFIR 2-730
N—7J— R  2-730
MTU
Ja—VREDRR 2-683
A XD E  2-821
Multicase Listener Discovery
MLD, =%
Multicast Listener Discovery
MLDJ =M
Multicast VLAN, MVR  2-400
Multicast VLAN Registration
IMVR] %%
MVR
7T RLADOZA YT A 2-400
A F—=T7 A AEFROFIR 2-654
AV B =T 2 A ADFEE  2-402
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E  2-399
TRy T Ayk—T, ok B-29
R 2-652

A= FIR 2-656
mvr vlan group =~ > K 2-403
mvr ({ > H =Tz A a7 4Fal—agry) avy
F 2-402
mvr (Zo—L a7 4 ¥al—gy) avy
o 2-399

N

Network Admission Control Software Configuration
Guide 2-214, 2-216

network-policy profile (*y FV—=2/RY v — a7 4
X¥al—vary) avr K 2-408

network-policy (Z/m— L 27 4 Fal—gy) =
~ K 2-406

network-policy =~ > K  2-405

nmsp attachment suppress =~ K 2-412
nmsp =~ K 2-410

no authentication logging verbose 2-413
no dotlx logging verbose 2-414

no mab logging verbose  2-415
nonegotiate, #&E  2-768

novlan =<~ > K 2-836

P

PAgP
[EtherChannel] %%

pagp learn-method =~ >~ 2-416

pagp port-priority =~ K 2-418

permit (ARP 727X UX Kk a7 4F¥alb—ay)
av 2 RN 2-422

permit (IPv6) =~ K 2-424

permit (MAC 727 tA VA av 7 4 Fal— 7))
av K 2431

Per-VLAN Spanning-Tree Plus
[STP) =%
PIM-DVMRP, ~/LFFx A b v—2F8H A 2-271

Index W

PoE
ayvhe—7 LURAEOER  2-522
WO xX 27 2-329
BEIEREROF R  2-667
EIEHE— NORE 2-443
WHRE 2-446
police aggregate =~ >~  2-436
police =~ K 2-434
policy-map =~ > K  2-438
Port Aggregation Protocol
[EtherChannel] % %
port-channel load-balance =~ >~ 2-441
PortFast, A ~x=>27 Y U—H 2-760
power inline consumption =< > K 2-446
power inline =~ > K 2-443
Power over Ethernet
[POE) =&MW
power rps =~ K (=—¥% EXEC) 2-448
priority-queue =~ > K 2-450
private-vlan mapping =~ > K  2-455
private-vlan =< > K 2-452
psp 2-457
psp =~ K 2-457
PVST+
[STP) =&MW

Q

QoS
auto-QoS
RE  2-58
TNy T Avtk—Y FR B4
auto-QosS trust

RE 2-52
Auto-QoS 5 4
BE  2-55

DSCP % 2-373
DSCP OfEfHT& 24K — |
DSCP/DSCP Z#a~ v 7 DiE#  2-365
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DSCP/DSCP £#i~ » 7 Dii i 2-363
IP Phone I 2 HER  2-391
VLAN ~—2x  2-393
A x—7 0k 2-357
Fao— BA¥a—0Ax—7 1 2-450
IIA ST

—HREDOER  2-352

fERk  2-84
#*r  2-507
H % = —

CoSfEDF 2—BIURL X \WME~D~ v B
7 2-387

CoSHNFa—DLEWl~y 7DEFR 2-387
CoOSHi1Fa—DLXWE~y FDOFER  2-645

DSCPEDF 2 —B LT L EVWE~D~ v B
7 2-389

DSCP i iF¥a—LEWHE~ Y 7DER 2-389

DSCP HiFa—D L E Wi~ v T DFK
7~ 2-645

WTD L& WEDZRE 2-371

Foa—A T DFEHOERR  2-642
Fa—ty hOFR 2-648
BRBLOTHIFASAAEYED Y TOR

E o 2-371

WIELE L 27—V v 7 OAE 2-774
WIS = — o T e A7V a— Y U T DAL
i 2-772

Ny 77 OFN YT 2-369
Ny 77BN Y TOERR  2-642
N— FToORKESOHR  2-770
R=FrDFa—ky h~Dvvy BT 2-459
HENMOEKR  2-639
Gy o CoSEDOEE  2-361

A 17
Fa—lZ ANz, EFHIBRSNT ATy
b 2-642

®EZ{F L7z CoS i 2-642
=55 L7 DSCP i 2-642
Fu 7 A LVNNDSr b 2-642

COSEDF 2 —RB IO LEWE~D~ v '
7 2-379

CoS ANFa—DLEWE~ Yy 7OESKR 2-379
CoS AiFa—DLEVEY v 7DFRR  2-645

DSCPEDOF 2 —B LV LEVWE~D~ v B
7 2-381

DSCP AJJFa—LE Wi~y 7OEFR 2-381

DSCP A/1Fa—D L E VWi~ vy FDFE
R 2-645

SRRATZ YV a—U v TOEHZDE Y
< 2-375

WTD L E\WEOFRE 2-385
Xoa—A T DOFEHEOERT  2-642
WEDORR  2-641
Ny 77 DEY YT 2-377
Ny 7 7EDYTOERR  2-642
TIAFTVT 4 Fa2—DAF—T N 2-383
N— FOEIRE  2-391
RNDIN SR
DSCP f£ % 7= 1% IP precedence fEDF%E  2-481
AV H—T oA A~DMA  2-478, 2-483
Mg 2-439
TERC  2-438
LRV —0WH  2-436
fEikE 2-829
N7 4w D%E 2-81
NIV —DEFK 2-359, 2-434
AU P —DFRR  2-640
AU 7#%E DSCP v >~ 2-365
~ 7

FE#  2-365, 2-379, 2-381, 2-387, 2-389

QoS AR — F DIFHIREE  2-391
Quality of Service

QoS =&

queue-set =~ K 2-459

radius-server dead-criteria =~ K  2-460

radius-server host =2~ > K  2-462
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Rapid Per-VLAN Spanning-Tree Plus
[STP) =%
Rapid PVST+
[STP) #& M
rcommand =< K 2-464
Redundant Power Supply
IRPS]) #Z&
remote-span =~ K 2-466

rename (F—htue—%) a~< K A-16

renew ip dhcp snooping database =~ > K

reset (F7—btue—4%) a<F A-17

rmdir (7—bFtr—4%) a< K A-18

rmon collection stats =~ K 2-471
RPS 2300

B 2-448
BOE  2-448
RSPAN

remote-span =~ > K  2-466

RSPAN o7 4 v o7 D7 4 NE VT

W 2-394

S

sdm prefer =~ K 2-472
SDM 7> 7L — h
FREINDHY Y—A  2-473

T a7V IPvA BIVIPY6  2-472

FoR  2-671

service password-recovery =< > K 2-476

service-policy =~ | 2-478
setup express =~ K 2-486

setup =~ K 2-483

set a~v> N 2-481

set (F—hmr—%) v K A-19
show access-lists =~ K 2-488
show archive status =~ > K  2-491
show arp access-list =< > N 2-492
show authentication =~ >~ 2-493
show auto qos =~ K 2-497

show boot =<~ > F 2-501

Index

show cable-diagnostics tdr =< > K 2-503

show cisp =~ > N 2-506
show class-map =~ > K 2-507

show cluster candidates =~ K 2-510

show cluster members =~ K 2-512

show cluster =< > K  2-508
show controllers cpu-interface =~

2-514

show controllers ethernet-controller =~ > K  2-516

show controllers power inline =< >

show controllers tcam =~ F 2-524

2-522

show controller utilization =~ > K 2-526

show dotlg-tunnel =<> K 2-531
show dotlx =~ K 2-532

show dtp  2-536

showeap =~ > K 2-538

showenv =< F 2-541

show errdisable detect =~ > K  2-543
2-545

show errdisable flap-values =< > I

show errdisable recovery =~ > K 2-546

show etherchannel =~ > K 2-548
show fallback profile =< K 2-551

show flowcontrol =~ > K 2-553

show interfaces counters =~ > K  2-565

show interfaces =~ > N 2-555
show inventory =~ > K  2-567

show ip arp inspection =< > K  2-568

show ipc =~v > K 2-592

show ip dhcp snooping binding =~ >
show ip dhcp snooping database =~ > K
show ip dhcp snooping =~ > K 2-572

show ip igmp profile =~ K  2-580
show ip igmp snooping groups =~ > K

show ip igmp snooping mrouter =~

show ip igmp snooping querier =~ >

2-573

2-575, 2-577

2-584
2-586
2-587

show ip igmp snooping =~ > K  2-581, 2-598

show ip source binding =~ > F  2-589

show ipv6 access-list =~ > K 2-595

show ipv6 dhcp conflict =~ I 2-597
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show ipv6 route updated 2-606

show ip verify source =~ > K  2-590

show I2protocol-tunnel =<~ 2-608

show lacp =< K 2-610

show link state group =< > K 2-614

show mac access-group =~ K 2-621

show mac address-table address =~ > K 2-624

show mac address-table aging time =~ > K 2-625

show mac address-table count =~ > K 2-627
show mac address-table dynamic =~ > K  2-628
show mac address-table interface =~ > K 2-630

show mac address-table move update =< > K 2-632

show mac address-table notification =~ > F  2-100,

2-633, B-27

show mac address-table static =~ > K 2-635
show mac address-table vlan =~ > 2-637
show mac address-table =~ > N 2-622

show mls qos aggregate-policer =~ K 2-640
show mls qos input-queue =~ > K 2-641
show mls qos interface =~ > K 2-642

show mls gqos maps =~ > K 2-645

show mls qos queue-set =~ > K 2-648

show mls qos vlan =~ > F  2-649

show mls qos =~ > K 2-639

show monitor =< K 2-650

show mvr interface =~ > K  2-654

show mvr members =~ > K 2-656

show mvr =~ > K 2-652

show network-policy profile == > K  2-658
show nmsp =< > K 2-659

show pagp =¥+ K 2-662

show platformacl =~ K C-2

show platform backup interface =< > K C-3
show platform configuration =~ F C-4
show platform etherchannel =< > K C-5
show platform forward =<~ C-6

show platform frontend-controller =< > K C-8
show platform igmp snooping =~ > K C-9

show platform ip multicast == > K C-10

show platform ip unicast =< > K C-11
show platform ipv6 unicast =~ > K C-16
show platform ipwcep =~ > F  C-15
show platform layerdop =~ C-18
show platform mac-address-table =~ >~ C-19
show platform messaging =~ > K  C-20
show platform monitor =~ > F C-21
show platform mvr table =< > F C-22
show platformpm =~> K C-23

show platform port-asic =~ > N C-24
show platform port-security =~ > K C-28
show platform gos =~> K C-29

show platform resource-manager =~ >~  C-30
show platform snmp counters =~ > C-32
show platform spanning-tree =< > K C-33
show platform stp-instance =< > K C-34
show platform tcam =~ > F C-35

show platform vlan =~ K C-38

show policy-map =~ > F  2-664

show port security =~ K 2-665

show power inline =~ >~  2-667

show psp config 2-669

show psp config =~ > K 2-669

show psp statistics  2-670

show psp statistics =~ > N 2-670

show sdm prefer =~ > F  2-671

show setup express =~ > K 2-674

show spanning-tree =~ > K  2-675

show storm-control =<~ > K  2-681

show system mtu =~ K  2-683

show trust =< > K 2-829

showudld =~ >~ 2-684

show version =~ > K  2-687

show vlan access-map =~ K 2-694
show vlan filter =< K 2-695

show vlan == K 2-689

showvlan =2~ K, 7 r—/L K 2-691
show vmps =¥ K 2-696

showvtp 2~ K 2-698
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shutdown vlan =< > K 2-704

shutdown =~ > 2-703

small violation-rate =~ >~  2-705

snmp-server enable traps =~ > K 2-707

snmp-server host =< > K 2-712

snmp trap mac-notification change =~ > K 2-716

SNMP @&, EFEDOA r—7 /v 2-707

SNMP 7 v 7
MAC 7 R L Z@AERED A x—7 L{k  2-345
MAC 7 RL A R T v 7S DA x—T7 1k 2-716
EEOA Rx—7 4 2-707

SNMP =2 k| $8&E 2-712

SoftPhone
[Cisco SoftPhone| %%

SPAN
SPAN N7 4 v o7 4B s 2-394
tyar

AVH—=T A A~DIEBM  2-394
HBLUCBRLE  2-394

BiE 2-394

TRy T Ayk—Y, ok B-28
spanning-tree backbonefast =< > K  2-718
spanning-tree bpdufilter = <>~ 2-720
spanning-tree bpduguard =< K 2-722
spanning-tree cost =~ > N 2-724
spanning-tree etherchannel =~ > F  2-726
spanning-tree extend system-id =~ >~  2-728
spanning-tree guard =~ > K 2-730
spanning-tree link-type =~ > K 2-732
spanning-tree loopguard default =~ > K 2-734
spanning-tree mode =~ > K 2-736
spanning-tree mst configuration =~ >~  2-738
spanning-tree mst cost =~ > K 2-740
spanning-tree mst forward-time =~ > F  2-742
spanning-tree mst hello-time =~ > K 2-743
spanning-tree mst max-age =~ > K 2-745
spanning-tree mst max-hops =~ > 2-747
spanning-tree mst port-priority =~ > K 2-749

spanning-tree mst pre-standard =~ > K  2-751

Index W

spanning-tree mst priority =~ > K 2-752
spanning-tree mst root = <> N 2-753

spanning-tree portfast (f > % —7 = 2 a7 ¥ =
L—3y) aw>r kR 2-760

spanning-tree portfast (7 ev—/ )L a7 1 ¥alb— 3
V) aw R 2-757

spanning-tree port-priority =~ K 2-755
spanning-tree transmit hold-count =~ > K 2-762
spanning-tree uplinkfast =< K 2-763
spanning-tree vlan =< > K 2-765
speed =~v > K 2-768
srr-queue bandwidth limit =~ > K 2-770
srr-queue bandwidth share =~ K 2-774
SSH, "= a VO E 2-277
storm-control =< K  2-776
STP

BackboneFast 2-718

EtherChannel »FREF /&  2-726

VLAN #7'v 3> 2-752, 2-765

s, 707 2-106

JEiE v A7 5 ID 2-728

ey v 7 EEOKRE  2-718

27— MEBROERR  2-675

AT — MEH

BPDU i — KA x—7 Ak 2-722, 2-757

BPDU 7 4 & U v 7 DA 3x—T7 04k 2-720,
2-757

PortFast xfjsi— hD¥ ¥ v FE T 2-757
Port Fast 1 x—7L{k. 2-757, 2-760

TT— AT — "N LEETLIZA~v—DA F—T
Uk 2-195

HRILEIEREE]  2-765

Ty X T AT IINE T AT =T 4T A
F— k-~ 2-760

VA=V TRBIVOPT—=0 7 27— MOH
f 2-765
TNy T Av—U FR
BackboneFast 1 <> B-81
MSTP B-84
UplinkFast B-88
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b S 72 BPDU 4L#E B-83
AL vF A B-86
AN= T =T VT4 BT 4 B-79
¥z s/ BPDU B-82
SNA aX b 2-724
7o hay hrRVUITOAL 32—T 04k 2-313
v ha)n E—FK  2-736
=k AL vF
BPDU % vE—Y Ol  2-765
hello BPDU * vt —Y O/E  2-765
hello # 1 & 2-765
LR AT 2 1D D5 2-728, 2-766
2 v FDTIAF VT 1 2-765
BPIZET R — T4 F VT ¢ 2-755
TIA=VERITE XY 2-765
HZHIR  2-765
J— K R—k
UplinkFast 2-763
FLvL— b A— MRRO&EEE  2-763
fRER— FOHIR  2-730
J— K J—F  2-730
N— bl R— FOFIR  2-730
N—7"Jj—F  2-730
STP OriEv A7 L ID  2-728
SVI. fEpk  2-207
SVI 27 —% ZADFHH  2-783
switchport access =~ K 2-781
switchport autostate exclude =< K 2-783
switchport backup interface =~ > K 2-785
switchport block == >~  2-789
switchport host =~ >~ 2-791
switchport mode private-vlan =< > K 2-795
switchport mode =~ > K 2-792
switchport nonegotiate =~ > K 2-797
switchport port-security aging =~ >~ 2-804
switchport port-security =< >~ 2-799
switchport priority extend =~ > K  2-806
switchport private-vlan =< >~ 2-808

switchport protected =~ > K 2-810

switchport trunk =< > K 2-812
switchport voice vlan =~ F  2-816, 2-817
switchport == > K 2-779

system env temperature threshold yellow =< >~
F 2-819

systemmtu =~> F 2-821

T

tar 7 7 A L. fERR. —HEFER, BL O 2-13
TDR. %17 2-823

Telnet, 7 7 A% A4 v F~DOBEITMEH  2-464
test cable-diagnostics tdr =~ > K 2-823
traceroute macip =~ K 2-827

traceroute mac =~ N 2-824

type (F7—hr—%) a~v K A-22

U

uDLD
T Vvyv7 E—FK 2-831, 2-833
AV BE—T oA AT DA R—T M  2-833
7 —mEX A ~— 2-196
Jua— A x—7 ik 2-831

Yy MU A UE—T 2 AD ) Y
r 2835

AT —H A 2-684
FRy T Ayw—Y Fx B-95
J—=/E—F 2-831, 2-833
Ave—v XA ~v— 2-831
udld port =~ > F 2-833
udld reset =~ > K 2-835
udld =~ > F 2-831
unset (F—hw—%) a~vF  A-23
UplinkFast, STP i 2-763

Vv

version (77— htwe—%) a~v K A-25
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VLAN
MAC 7 FL- &
¥ 2-627
For  2-637
VTP ® SNMP 7 v~ 2-710, 2-713
JRoR#EiIDH  2-836

A KNVLAN OV 7 U B hDA =T )L
it 2-147, 2-158, 2-200

HE® 2-704
Yy v hE DY 2-704
RE 2-836
EDORT  2-689
REDRIF  2-836
iy 2-704
Bin 2-836
TRy T Ayk—U KR
ISL  B-92
VLAN IOS File System =5 — 7  B-91
VLAN v~ %X —Y ¥ D7 77 47 4 B-89
VTP B-93
FEHEREDH  2-836
TI7A4_X—hK 2-795
E  2-452
FoR 2-689
77 A4 ~<—F VLAN] &
AT 4T AT 2-839
vlan access-map =~ K 2-842
vlan dotlq tag native =~ > K 2-844
vlan filter =~ K  2-846
VLAN ID il 2-836
VLAN Query Protocol
'VQPJ #& MW
VLAN Trunking Protocol
VTP %4
VLAN 77t A ~ v
Trvay 2-6
Fox 2-694

VLANT7 7 A vy ary7 ¥zl — gy F—
K 2-842

Index W

vlan (Ze—L ar 7 4 X2l —ay) avy
K 2-836

VLAN 2> 7 4 X2 b— g2 F— N
W 1-2
w14
VLAN & 7E
fR17  2-836
JL—)  2-840
VLAN TO MLD 2 —t> 7 A4 *—7{t  2-309
VLAN FZ %> 7 Ja khan
VTP &/
VLAN 7 4 v % #x 2-695
VLAN ~<—2® QoS  2-393

VLAN < v 7
TER  2-842
EF 2-350
W 2-846
FoR 2-694

VMPS

7 —EfEH A ~— 2-196

P—OFkE  2-851

XA F v 7 VLAN #10 4 CTOHHER  2-848
FR  2-696

vmps reconfirm (/e — )L a7 4 Fal—va )
a<w K 2-849

vmps reconfirm (45 EXEC) =a~> K 2-848
vmps retry =~ > K 2-850
vmps server =~ K 2-851
VQP
7747 MiEHE®RO 2 VT 2-109
P—= T L OFRAITEIE  2-850
PR MM 2-849
MoK 2-696
XA 3 v”7 VLAN 10 4 CTORHER  2-848
FAFTIvy T78A K- 2-782
VTP
WEDRLF  2-836
watiE®R  2-698
A— MHEALTOA 2 —T 1 {k 2-858
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vip
A F—7 4k
rrxVUrs  2-313
N— g2 2-854
TN—=r7 2-854
N BFRT 44—/ F 2-699
HRoOFR  2-698
AT —H A 2-698
AT —HARRT 4 — K 2-701
RIE
RAA % 2-853
NAT—F  2-854
77 A N4 2-853
£— K 2-853
FePEOZEE  2-853
TN—=r7 2-854
TN—= T g Eos7 V7T 2-110
£®— K 2-853
vtp primary =< > K  2-859
vtp (M v 4 —T xR arv7 4 Fal—ay) avy
F 2-858
vip (Ja—rL a7 4 Fal—ray) avy
K 2-853

AT —RZADET=HX YT 2-491
o —K 2-10
T RLAOZAUT A 2-400

)

TIREA TN—T
IP 2-209
MAC. £~ 2-621
TR arbr—n xR
TACE] #ZR
TrR®A arsbr—)L YRR
TACL) =&
TIRAR—bF  2-792
TIEA~wy T ar74X¥al—yarE—FK 2-350
TI7EAE—FK  2-792
T7EAUAM, IPv6 2-285
Ty ST L—FK
V7RI 2T A A=Y

Ly
A=Yy harie—7 WNHELIYRAZOEK
7~ 2-516
A —HFxy MEFHER, INE  2-471
A A=Y
(VT o7 A A=V #5]
A HF—=T A A
MAC 7 KL A T—7LDFER  2-630

A—P XYy N AV HE—T 2 A ADF v XV T )—"
~OFEY KT 2-75

FELE)  2-703

XE  2-186

T4 =70k  2-703

TRy T Ayk—v KR B-16
W OFRE  2-205

He b Fo FREOER 2203

Ao H =Tz A AT 4Fal—vzgy ET—FK 1-2,
1-4

A H—T A ADHE, RE 2-768
A B —T A AFH~s 1 2-123

Z

T 7=, Fx 2-545

o]
7 VLAN
PiE 2-816, 2-817
K=K FT7A44VT 4 OFRE  2-806

REH®R, o 2-541
ER e
Ja—N) ary7 4 FX¥al—ygy F—R

FTARNR—ZADT AN AHFVa—LDr Y
7 2-142
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FARR—ZADT A NOHE 2-142
NIVAFB=ZHBWMT AN AT a— DT Y
7 2-90

ANILVA B BBWT AN AV a—LDE Y b
77 2-90
VA E=ZAZWT A FOFKE 2-90
A a—Y T
A X =7k 2-142
HibR  2-142
AV a— )V ENTAAL v F A —sN—
A X =T Ak 2-142
T4 =70 2-142
TA N, B 2-144
7 A MHRR, RE  2-142
FR
A Xk 1y 2-528
BIERATVa—LINTWHHX A7 2-528
PAR—hENDTARN AAf—}F 2-528

REINZT— T v 7 IR yY LR
)b 2-528

7 A MID 2-528
7 X s 2-528
7 A heEb 2-528

NVABT=Z Y TBET A N, E 2-140

K
&

Index

H
BEAY v— ~v 7 2-439
B8 A B =X A

JRA - 2-195

2 A ~—0R 2-196

Fr  2-89, 2-503, 2-543, 2-546
JEERMRM, AL v T 2-113
JLAEHIPH VLAN

#F VLAN U X 2-812

E  2-836

TN—= Y X~ 2-812
1 7eAb A 2-812
BREEAH, #x 2-501

3

ELH)
Cisco 10S 1 A —2  2-73
BEAHOFR  2-501
F# 271
i 2-64, 2-68
#FAl VLAN  2-812
FFAIAT— b, HIHA—bD  2-172

<

7Y —kf#, MVR 2-399
J 7 AL
HSRP JN—TF DU T AZ~D/NA 2 K 2-120
HSRP 2 & >34 7 —7  2-120
SNMP +Z v 7 2-707
Jragmiior v 7 o o MHIR 2-113
oM 2-116
TLEM  2-120
wiE
Telnet Z i L7z A > /3\—  2-464
7T AZDOINRIZ D HEEE 2-118
TNy T Avtk—Y £ B-8
ASLTEHRE 2-116
R
AL vF  2-510
AT —H A 2-508
TRy T Ayk— B-8
AUN— A »F  2-512
IIGA ST
—HEHEDFER 2-352
TER  2-84
#x 2-507
27 V7 471V VLAN  2-26

Ja—nN) ary74FX¥alb—varyE—F 1-2,1-3
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-
BEAA v F
(VT34 %58
AVY R AL T
(722 B
Ay 74 X¥alb—vary 7yl
AHIOE  2-67, 2-72

NAY—REEDT 4 =7 VIREOZEHEE  A-1

&

-2 7T
[CoS| #& M
KRfGEL = b
IMTU] &2
FRF
A1THMR  2-182
EWR) 2-176
FF8FE, |EEE 802.1x xfiiAR— ho>  2-174

L

VAT A AykE—VoOars 2-329

VAT A Aytk—vons, 7I7va~DAyE—T

DERAFE  2-330
VAT A VY—RATUTL—F 2472

A xavz— gy, T2 Lyl R E—R
@ 2-187

Yy MU LEWE, LAV 27m b bR

7 2-313
Py R T L—4

IMTUJ %#Z&/
LR —F 7—F— 2-416
ZE., 7e—#l#E sy ho 2-201
TR, 7725 24 vF0  2-120
EEIN25M, QoS  2-391

-g—
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