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B rmon collection stats

rmon collection stats

A=V Fy b ITN—T0iH (Te—FFr A MBI AT Xy R N 7y MBI AHERAEOHR
. KmETESRAE (CRC) BAMT I —BIOERICHET = I —FHitbEat) 2INETHITT,
rmon collection stats { > ¥ —7 A X a7 4 Fal—var avr ReEFHLET, 77441
BEICRETICIE., 20oa~vr Fono BREHFHLET,

rmon collection stats index [owner name]

no rmon collection stats index [owner name]

BX DA index Remote Network Monitoring (RMON) IX£ERIfHA > T v 7 A, fEETE
HEFIX 1 ~ 65535 T,
owner name (f£#) RMON NEDFFAE
T2+ RMON #EatHEHINE LT 4 B —T7 LT,
avY kK E—F A H—T AR AL T Fal—gy
avy FEE yyy—=x EERNE
12.1(19)EA1 Zoa~y RRBMENE L,

BEREDAA FS54>

i

RMON #EHERINE T~ FidNn— R =7 B ZZESHTnET,

OB TiX., FTAE root ® RMON #eHE#R A2 INET 2 HiEE TR LET,

Switch (config)# interface gigabitethernet0/1
Switch(config-if)# rmon collection stats 2 owner root

HRIE X MEFRT 5121, show rmon statistics 574 EXEC =~ > FZ AN LET,

BBEav R

avwv kR HL]

show rmon statistics RMON #iHE#®E R R LET,
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sdm prefer W

sdm prefer

Switch Database Management (SDM) U Y —2EIV Y CIHAT L7 7L — M EERET DI

sdm prefer 72— VL a7 4 Fal—vary av s REEALET, VAT L U Y — X%*M é'C
L5707 L—bEERTEZET, TV =Y a vy FOBEEZRRBIZYR—- T xd, 77

V= REBHTHZLICRY, 2=F Y AP A—TFT 4 7 ERIEIVLAN a7 4 Fa2b— g IlB
WTY AT LR Z BRARRIZLEED iti717wnmmm67/7u~k%@ﬂbfﬂW67¢
T—=T 4 TRYR—P LIV TDHIENTEET, 774NV DT LU —MIRETIZIE, Zoav
Y Ro no BEHEHLET,

sdm prefer {access | default | dual-ipv4-and-ipv6 {default | routing | vlan} | routing | vlan}

no sdm prefer

XA access Access Control List (ACL; 77 &2 2> bua—/L URA L) OYAT LMEFR
ERARBRIZLET, ACL X ZEHL56. 207 7L — A LET,
default TNTOWRELYEIZEEEEET,
dual-ipv4-and-ipv6  [Pv4 & IPV6 WSOV —T ( V7 &Y R—bF 5707 L — b 2BRLET,
{default | routing | e 1
vian! o default : [Pv4 & IPV6 DL A ¥ 2 & LAY 3 OEZHEICEIMESEET,
e routing : [Pv4 RV 2 —_X—X )L—F 4 > T %&Te IPv4 B L IPv6 /L—
TA T DYAT MERMRERKRRIZLET,
e vlan : IPv4 & IPv6 ® VLAN O AT AMEHAREZRZRKBEIZLET,
routing I=F XA N—T 4 T DVAT MERFEERRBICLET, B, 207
FL—bheRry NT—7OFRNCHDIN—FEIT 7V =2 CHERALET,
vlan VLAN O 27 AMERAZREZRKBIZLET, 20T 07— ME, A—TFT (v
TLIBNWL AT 2 AL v FOMMITKH LTI AT LA VY =A% RKRICLET,
T7HIE FIAN DT T = NETRTOMBEL YR CBESE X T,
a2V F E—F Fa—s L ar 74 Xal—3a
oy FERE yy—=x EERAE
12.1(19)EA1 Coawy REMENE L,
12.2(25)SEA T 2TV IPv4/IPv6 T 7 L — b SBIMENVE LTz,
12.2(25)SED TUOER T LT L— RBBNERE LT,
12.2(25)SEE dual-ipv4-and-ipv6 routing 7> 7 L — F N BIIE N E LT,
EREDHS FS4> PREEHDT DT, AA v T &) u— KT HLERDHY ET. reload fﬁ*@ EXEC =2~ K%

7\7]@"%’) BT, show sdm prefer =~ K& AJ19 % &, show sdm prefer (2L V., BIEFHAL TS
T —hBIR®) e = RERICT 7T 4 TR DT L= P RRRENET,

ALy FETTHN DT AZ by T 7L — MIRET HICIE. no sdm prefer =~ > REHHL
ij‘o
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M sdm prefer

TIER T LT — I, SO ACLICHIETEAEIICACLDY AT A Y Y —REHKBIZ LET,
FIFIN DT — M, VATA Y Y —REHEIHERLET,

sdm prefervlan 7o — )L a7 4 X alb—vay av s R A—T 47 LBV LAT 2 ALy
FUITDAL »FTEFHEALET, VLAN T 7L — b E2EATIHE, VAT L VY —AIL—
T4 RN VICTPRENRE A, V=T 4 IRV T b =T CEITESNET, ZoHA,. CPU
IR  V—F 4 T DT F—<  ARKIBITIE T LET,

AA v F ETN—T 4 VT MWA =T NI TWWGEE, V=T 47 T 7 L— R eER LA
WTL 7Z& W, sdm prefer routing 72— )L 27 4 Falb—v g avr FEANTHZ LT,
ORIV —T 4 7 T T L= Da=F Y XA N =T 4 U ZIZEID YT AT Z2EHIER
WEolZLET,

AA v FTIPVO =T 4 T A X—=T /I LW AL, IPVv4A/IPV6 7 7 L— & LT
< 72 &\, sdm prefer ipv4-and-ipv6é {default | routing | vlan} 72— VL 27 4 Fa L — 3y 2
v REANTHE, VY —R%IPv4 L IPV6 IZIRV 30T, IPv4 74+ T —TF 4V 7IZEID ¥ THR
72V —2%HRLET,

# 220 TlE, A v FDOIPVAIRET > FL— FTCHR—FENLHEY Y —20OWEERLES, 7
VI L— FNDIEIL, 8 DD —F 4 U TRHEBDA L H—T A ALK 1000 D VLAN ([ZHSNTH
D, 77— RBBRENTEZHEONN— Ry =2 TERAEY FOIlEEZRLTWET, "—Fv=7T
VY —20% 7 ¥ a UBNEHOSEE, W TEX 20V DIET T CPUIZEEEND =D, AL vTFD
NI F—<w L RTE LB LET,

%= 2-20 HETVTL—HMIEIYEToOh-HBED ) V—ROBE

N—F 1>
)y—2 TORRX |TI4HLE T VLAN
=%y Xk MAC 7 FL 2 4K 6 K 3K 12K
IGMP /' V—7EB LU~ AFFx Ak r— |IK 1K 1K 1K
K
=%y A K JL—k 6 K 8§ K 11 K 0
o JRA NIEEERER 4K 6 K 3K 0
o MEEL— 2K 2K 8 K 0
R —=R—=ZA V=T 4T T A a |512 0 512 0
fr—s x> U (ACE)
QoS (Quality of Service) 77%E? ACE 512 512 512 512
x0T 1D ACE 2K 1K 1K 1K
LA - 2 VLAN 1K 1K 1K 1K

# 221 TiE. AL v FDOIPVA/IPv6 7o 7L — b THR— b INDK ) Y —2OMHEERLET,

% 2-21 TaFILIPVAIPvE T FL— Mk o THEShIHEEY V—ROEE

yy—2x T4k L—F41>% | VLAN
a2=%% A2k MAC 7 RL 2% 2K 1536 8K
IPv4 IGMP /L — 7B LU0~ L1FF v 2 k L—k 1K 1K 1K
IPv4 =%+ A h b— b DG : 3K 2816 0

o IPv4 AR A MCHEBEREE 2K 1536 0

o M4 IPv4 L— b 1K 1280 0
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sdm prefer W

& 2-21 TaZIIPVAIIPV6 T FTL— Mk > THBSh DAY V—RAOBE (BE)
)y—2R TI+NLE L—F4>4 | VLAN
IPv6 ~ LV FF v Z b F—F 1K 1152 1K
IPv6 =% v X b L— b DEFEF: 3K 2816 0
o HEPEPEHGE SN2 IPV6 7 KL A 2K 1536 0
o MBEIPV6 = =F ¥ A h /L—k 1K 1280 0
IPv4 RV 3— _R—2 )L—F 1 7 ACE 0 256 0
IPv4 %£7-1% MAC QoS ACE (&3) 512 512 512
IPv4 £721ZMAC %=V 7 ¢ ® ACE (&#) 1K 512 1K
IPv6 K v — _X—2 )L—F 1 7 ACE! 0 255 0
IPv6 QoS ACE 510 510 510
IPv6 % = U7 1 » ACE 510 510 510

1. 2oV Y—2TiL. IPv6 Policy-Based Routing (PBR; R VU ¥ — RX—R L—F 4 7)) [FHHR—hENTWER AL

1l WOBITIE, A v FLTTI7HR FUrTL— NeRETDHEERLET,
Switch(config)# sdm prefer access
Switch (config)# exit
Switch# reload
WOBTIE, AL F ETA—FT 4T T T V— R NERETDHHIEERLET,
Switch(config)# sdm prefer routing
Switch (config)# exit
Switch# reload
ROBTIE, TAZ by T AL v F LETCT 74NV NDOT 27 )V IPVA/IPv6 7 7L — NERET H 5
kERLET,
Switch (config)# sdm prefer dual-ipv4-and-ipvé default
Switch (config)# exit
Switch# reload
WROBITIZ, A v FOT TV — b eT 74NV DT T L— MNIERET L HEELERLET,
Switch(config)# no sdm prefer
Switch# (config) # exit
Switch# reload
BREZ MR T 5121, show sdm prefer 74 EXEC 2~ RE A LET,
EEa<TUF avUk L]
show sdm prefer BEFEHENTWS SDM T 7 L— b, FRIIEET D) YV —2%E DY
TOMRIC I DHEHAEERT VT L — b EFRLET,
Catalyst 3560 R4 v F a2 F YI7L VR
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M service password-recovery

service password-recovery

NRAT—=REEA N = A LT A =T (T 74V 1) 1T DITIE, service password-recovery 7
B—sN)b a7 4 Xalb—varyavry REEHLET, ZOAD=XLTIE, AL v FIZHEMIZ
TI7RATHZU R 2—WF, A4 v FOEBPFRHLARFIZ Mode R¥ 2L CREI a2 &2 HHE L,
HLWARAT—REF) B THZENTEET, NATV— NEE#RELT =7 LTI, 20
av RO no BREHEHLET, NATV—REEAD=ZLRNT 4 2—T MDD E, 2—FRI X
TAET7ANVIMREICRTZEICFAEBELESAICOART — N T a2 2Pl cE £7,

service password-recovery

no service password-recovery

X DA Toawy P, BIERRF—T— FEHY AL
TI#4IE PRAT— REE A =R BIFA F—T A TT,
oYYk E—F roa—r g ar 74 Xalb—a
oy FERE yy—= EFERRE
12.1(19)EA1 Toavwy RABMERE L,

BEREDAA FS54>

VAT LE AT no service password-recovery =~ > K& H LT, /XA U — FEEHEO—H%
TAE=TMCTEET, ZNICRV U R a—HE VATL2E2T 74/ PREICET Z LICHAE
LIEGEDH, WAU—RE2Uty D52 ENAHETT,

RAY— REEFIEE FEITTHIE. A vy FITPBOICT 7B AT 52—FE AL v FOEREA
B, BEIOKR— M 1IXDEIZH2S LED BHAT LTH 5 1 ~2 %I Mode R 2 LET, F¥ %
BT E, VAT NI E T £,

NAY = REEA = ZALNT 4 8 =T NVDBFE, ROA v —VRERRINET,

The password-recovery mechanism has been triggered, but
is currently disabled.Access to the boot loader prompt
through the password-recovery mechanism is disallowed at
this point.However, if you agree to let the system be
reset back to the default system configuration, access
to the boot loader prompt can still be allowed.

Would you like to reset the system back to the default configuration (y/n)?
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service password-recovery W

GE) PRV AT LET 7 ANV IREIZY Y b LARWVWEE, Mode R¥ v EHIRWGA LR L L DI
WEOEB 7o AT LET, 2—FRV AT LET 74V MREIC Y bT5HA, 7T
Va AFVDaArI7 4 FXal—vary 7y A ABRHIREN, VLAN 5—F _X—R 7 7 A )L,
Sfash:vilan.dat 738 552X 2O 7 7 AV HHIBRSALE T, no service password-recovery =< > K
EFEHLT, =0 R a—HFoRT—=R 772 2A%2§#HT 556, = F 2—FR 20— NElEF
BZFEHL T AT A%T 740 MEICRTRWAEBE L, AA v F &I3HOEHTIZ config 7 7 A /v
Dabt—ZRFLTRB IHI#RELES, AA vF EiTconfig 77 A NVDNRy 7T v T EEFE LR
TSN,

A A F N VIP BT — FTEMEL CTWAHA. vlandat 7 7 AL b A1 v F L XBIOEATICa B —
PRELTEL 2R L £,

PRAT — ROEENA =T E D 0 ZiHERT 5121, show version 54 EXEC =~ F&Z AL
ij‘o

1l KOBFITIE, A v F ETHRRAT—REBEET 4 £—7MCT 2 HEERLET, 2—FET 741 b
BEICRT ZEICHBREONTEHZEDOHRNRAT—RE )y hTEET,
Switch (config) # no service-password recovery
Switch(config)# exit

BIEaTUF avy kR BL
show version N=KRU2TBIRT 77— 2T ONR—T 3 NEREFRLET,
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W service-policy

service-policy
policy-map =~ FTEZREINIZRY v— vy F&, WER— kDA E 1L Switch Virtual
Interface (SVD) (23 5121, service-policy 1 > ¥ —7 x A A a7 4 Fal—vay av K
EHEALET., R v— vy 7 ER— boxbcF 2HIRT 2121E, 20~y Ko no BREHA L
E3cIe

service-policy input policy-map-name

no service-policy input policy-map-name

BX DA input policy-map-name WHEFR—FEZIXSVIOARNIC, BELERY) v—~v 7 %2@EALE
7,

(GE)  history ¥—U—FiZ, I~ FIA DAL T X ) U ZICEERENETR, FR—FShT0Ed
loo ZOF—T— RPUE L7 HEBRIE R L £ 7, output ¥— 7 — Rb AR — FInTWERA,

FIFIE A—MAY— vy FIFHHAINTOEE A,

T
H
I
™.

avy A H =Tz A AT 4 FXalb—vay

oy FERE y1yy—=x EENE
12.1(19)EAL Zoa<wry RRNBMENRE L,
12.2(25)SE KUY v— ~ oy TEYEAR— b E T SVIICHEATE £,
12.2(25)SED R v— <y 7% SVIICHEHTE £,

FEREDHAESAY HR—FENEEY — v 7iE, ANFE— M1 DOHTT,

R v— vy FIIWEAR— FEIT SVIICHEATEET, MK — I no mls qos vlan-based 1 >~
=T xR AT 4 Fal—rary avy REfiH LT VLAN <—2 QoS (Quality of Service)
ET4E—TNCTHE, A—PMIFR—F R=2ADKY v— vy FEZHRETEXET, mls qos
vlan-based f > F —7 =2 A a7 4 FXal—var avry REEHLTHEAR— FTVLAN <X—
A QoS A F—TNMZTHEL, TTICHEARASDR— b X—=2 R v— vy TRHIRESNET, BE
RV =~y 7ERELTSVICHEATLE, AV F—Tx2A A LV KR V— vy TR H—
T a2 A AT INET,

RV =<y L, MR- FELIISVIOERE N 7 4 v 7 ICHEATEE T, VLAN LXLDRY
Ve Ry T TERINIZI TATELIL, B4 0 =T 24 A LV R v— vy TERETEE
T BEERY V= <o FZonTiE, 2OV —RZHIETHY 7 hy=T ar7 4 Fal—vay
774 KT [Configuring QoS| OFEEZZIL T LX),

A— MEHIREZ A L7=208 (7=& 21X, mls qos trust [cos | dscp | ip-precedence]) &R U 2 —
~ w7 (o & 21X, service-policy input policy-map-name) 1ZFRIRICIEE TE EH A, HEITITDOI
TEREICLY . HIOREN LEXINET,
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service-policy W

1l KOFITIE, WEEAS A — N plemapl Z#H L ET,

Switch (config)# interface gigabitethernet0/1
Switch (config-if)# service-policy input plcmapl

WOFITIE, WER— 25 plemap2 ZHIRY 5 ika R~ LET,

Switch (config) # interface gigabitethernet0/1
Switch (config-if)# no service-policy input plcmap2

KOFITIE, VLAN ~_—2 QoS A F—T7 L OHEIT. AN SVIIC plemapl %M LE 5,

Switch(config)# interface vlan 10
Switch (config-if)# service-policy input plcmapl

WOBNL, WEERY > — <~y 72/ER L, SVIIZHEMT 5 H5EERLTHET,

Switch> enable

Switch# configure terminal

Enter configuration commands, one per line.End with CNTL/Z.
Switch (config)# access-list 101 permit ip any any
Switch (config)# class-map cm-1

Switch (config-cmap) # match access 101

Switch (config-cmap) # exit

Switch (config) # exit

Switch#

Switch#

Switch# configure terminal

Enter configuration commands, one per line.End with CNTL/Z.
Switch(config)# class-map cm-interface-1

Switch (config-cmap) # match input gigabitethernet0/1 - gigabitethernet0/2
Switch (config-cmap) # exit

Switch (config)# policy-map port-plcmap

Switch (config-pmap)# class-map cm-interface-1
Switch (config-pmap-c)# police 900000 9000 exc policed-dscp-transmit
Switch (config-pmap-c) # exit

Switch (config-pmap) #fexit

Switch (config)# policy-map vlan-plcmap

Switch (config-pmap) # class-map cm-1

Switch (config-pmap-c) # set dscp 7

Switch (config-pmap-c)# service-policy port-plcmap-1
Switch (config-pmap-c) # exit

Switch (config-pmap) # class-map cm-2

Switch (config-pmap-c) # match ip dscp 2

Switch (config-pmap-c) # service-policy port-plcmap-1
Switch (config-pmap) # exit

Switch (config-pmap) # class-map cm-3

Switch (config-pmap-c) # match ip dscp 3

Switch (config-pmap-c) # service-policy port-plcmap-2
Switch (config-pmap) # exit

Switch (config-pmap) # class-map cm-4

Switch (config-pmap-c)# trust dscp

Switch (config-pmap) # exit

Switch(config)# interface vlan 10

Switch (config-if) #

Switch (config-if)# ser input vlan-plcmap

Switch (config-if) # exit

Switch (config) # exit

R & MR 5121, show running-config ## EXEC 2~ RZ AH L £7,
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W service-policy

BEav VR avwy kR H L)
policy-map HEOR— MIEATAZ LWL TH—EX R —ZBETEXLHRY
Ve vy T ERERELIIEELET,
show policy-map QoS RV v—~=v 7 uEERLET,

show running-config AA vFDEFaAL T 4 X2 b—arEFERLET,
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set

set W

INT sy RO Differentiated Services Code Point (DSCP) #7213 IP precedence fEZ#%E L T IP ~ T
T4 7 BT DI setﬂ“’) ‘/~<7°/7° IR arIZ4Fal—varavry ReEfHALET,
T w7 DS \fﬁ%ﬁlj[ﬁﬂfﬁ‘é I, Zoawr Fono BREFEHRLET,

set {dscp new-dscp | [ip] precedence new-precedence}

no set {dscp new-dscp | [ip] precedence new-precedence}

BX DA dscp new-dscp SHEENTE N7 4 w7 u@éf%héﬁLwDﬂPfff
PBETXEMIT0~ 63 T, o, K<HEHINDIHEIC
Eow I EANTEET,
[ip] precedence new-precedence /3¥EE iz v 7 7 4w 7 1ZHID 4 THMHH LU IP precedence i
TF, BETXAMEIZ0~T T, T, LI<EHINAMEIC
Eo—F= v IV EANTEET,
TI2HIE Ko7 4y 7 ONFEITERESNTOERA,

avYkE—F

RV —=v P IVFA a7 4¥al—ayv

avy FEE

EREDHA R34

yy—= EERAE

12.1(19)EA1 oawy RBEMEhE L,

12.2(25)SE ip dscp new- dscp ¥ —U— Ni&, dscp new-dscp IZERINE LT,
set dscp new-dscp =~ > Rl setip dscp new-dscp 2~ > NIZAEFE I E
L7z

12.2(25)SEC ip ¥—7U— NI3LETT,

setipdsep RV v —~v 7 772 ar7 4 Fal—vary avr REffTrE, 2/ v FICkoT

ZOavwU REAS T a7 4F¥ a2l —radsetdsep ICEEINET, setip dsep RNV v —

-7/7" VIR AT A4 Falb—vay av s FeEANTLIE AA v F ar74¥ab—a Tl
DOFRTEIL setdsep & LTHEREINET,

set ip precedence RV > —~v v 7 7 T2 a7 4 Fal— g av s NEIL set precedence 78
V=<l VTR ar7 s ¥al—varyavr ReEATEEY, A(vF ar74Fab—
v a VT Z OFREIL set ip precedence & L TERINET,

FLRY =<y 7ANTIE set av > R trust R o—~vv 7 /772 ar74¥alb—vayav
Y RERRFICEEETE £ A,

set dscp new-dscp 2~ > K¥ 7213 set ip precedence new-precedence 2~ > RIZ 2\ TCiE, — A7

W=—F=w 782 ANNITEET, 728 213, setdsep afll =~ FEANTEET, T set dsep
10 =2~ > ROAS LR LTT, setip precedence critical =~ > R& AN TE £, s setip

| OL-8554-08-J
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W set
precedence 5 2 v ROAJJ LR LUTY, ¥A— PSRN TVWHA=—F=v 27 DU X MIONTIX, set
dscp ? £721% setip precedence ? 2~ FEZ AL T, 2w FIA4 ~V T AN T 2B T
<TEEW,
RV o=~y a7 Falb—ralr T—NIREDITIE exit 2w FEHEHLET, $E EXEC
T— RIZEDIZIE, end 2~ REHEHLET,
il WOFITIE, R F—RNEESHLTOARNTRTOFTP F7 7 4 v 7|2 DSCP i 10 %0 4 TE,
Switch (config) # policy-map policy_ ftp
Switch (config-pmap) # class ftp_class
Switch (config-pmap-c)# set dscp 10
Switch (config-pmap) # exit
FEZ MR T DI2iE, show policy-map £t EXEC =2~ > FEAHNLET,
EEa<TUF avwyk HL
class HESNTI TFAS Y THD T T 14 v 7 3FA—H5M (police, set, BLW
trust KV —~<v 7 7R a7 Fal—vary avr Nokd) 28X
LET,
police SDHELIEN T 74 v 7 IRV —2ERZLET,
policy-map BEOR—MCEAT Lo TH—EAR) V=2 HETEDHRY v —

~y TEERETIIERELET,

show policy-map QoS RV v— v 7FaRRLET,

trust class RV v—~v 7 ar7 4 Fal— 3 av NEIE class-map 7
B—sNb arZ 4 F¥alb—vary avr REFERALTOEENTZ NI 7 4y
7 DIEFHIREZEELET,
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setup

setup Wl

AA v TR EIHET HITIE, setup F#HE EXEC 2~ > RE#HALET,

setup

BxXniHA Zoawy R, BIEEREF—T— RiEh Y A,
avykE—F #HE EXEC
avy FBE yyy—= EFENR

12.1(19)EA1 oo~y RREMENE L,

EREDAHA R34y

setup 2~ FEEMAT L2856, WOERPLBEITRY 7,

e IP7 FLABIUYRY NU—T w7

o EHBRBICKIT D /82T — RO Jigt

o AAVTFNITAL av U R ALy FBIPRI TAZAL L LTHEHINDNE O

setup =~ > K% A )95 &, System Configuration Dialog &\ 5 XM EEEDO X A T a rRERENE
T, AT 4 Falb—Tary TueARRMGISN, HRERDL T o RIS ET, {70
V7 NOBED T v 2 CRR SN DHIEIL, setup =~ 2 FEEREE 7213 configure fi#E EXEC 2~ K& fiff
MLUTRESNTREDT 7 4V METT,

HTa T RTAVT TRAMBRESNET, ST TRARMNIT 7 EATHICIE, Frr T T
BRI () oXF—E2AHLFET,

ZER Al L, System Configuration Dialog % 1% £ THEITETIZHHE EXEC 7'r v 7 MIR B ITIF,
Ctrl+C ZH# L £,

EENET LizGh, By Ty 7l I A8k, ey b7y By varpliaElanizar
T4F¥alb—vay avy R A7 VT IRERARSINET, BEEZ NVRAM ICRIFT 200, & DV E&
EERAETICEy N T v 7a I aEida~vy R4y a7 NMIRD ZENTEET,

Bl WOFITIE, setup <> RO &R LET,
Switch# setup
--- System Configuration Dialog ---
Continue with configuration dialog? [yes/nol: yes
At any point you may enter a question mark '?' for help.
Use ctrl-c to abort configuration dialog at any prompt.
Default settings are in square brackets '[]'.
Basic management setup configures only enough connectivity
for management of the system, extended setup will ask you
to configure each interface on the system.
Catalyst 3560 R4 v F a2 F YI7L VR
| oL-8554-08-J



2% Catalyst 3560 X1 v F Ciscol0S a2 F |

Would you like to enter basic management setup? [yes/no]: yes
Configuring global parameters:
Enter host name [Switch]:host-name

The enable secret is a password used to protect access to
privileged EXEC and configuration modes. This password, after
entered, becomes encrypted in the configuration.

Enter enable secret: enable-secret-password

The enable password is used when you do not specify an

enable secret password, with some older software versions, and
some boot images.

Enter enable password: enable-password

The virtual terminal password is used to protect
access to the router over a network interface.
Enter virtual terminal password: terminal-password

Configure SNMP Network Management? [no]: yes
Community string [public]:

Current interface summary
Any interface listed with OK? value “NO” does not have a valid configuration

Interface IP-Address OK? Method Status Protocol
Vlanl 172.20.135.202 YES NVRAM up up
GigabitEthernet0/1 unassigned YES unset up up
GigabitEthernet0/2 unassigned YES unset up down

<output truncated>
Port-channell unassigned YES unset up down

Enter interface name used to connect to the
management network from the above interface summary: vlanl

Configuring interface vlanl:

Configure IP on this interface? [yes]: yes

IP address for this interface: ip address

Subnet mask for this interface [255.0.0.0]: subnet mask

Would you like to enable as a cluster command switch? [yes/no]: yes
Enter cluster name: cluster-name
The following configuration command script was created:

hostname host-name

enable secret 5 $1$LiBw$0XclwyT.PXPkuhFwqgyhVi0
enable password enable-password
line vty 0 15

password terminal-password
snmp-server community public

|

no ip routing

|

interface GigabitEthernet0/1

no ip address

|

interface GigabitEthernet0/2

no ip address
|

Catalyst 3560 R4 v F AR F YI7L R
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setup Wl
cluster enable cluster-name
!
end
Use this configuration? [yes/no]: yes
|
[0] Go to the IOS command prompt without saving this config.
[1] Return back to the setup without saving this config.
[2] Save this configuration to nvram and exit.
Enter your selection [2]:
BEaTUF avwyk L]
show running-config AA v FOFEFAL T4 Fal—varErERLET,
show version N=FRUzTBINT7 7 =AU =T ONR—Ta VIERERRLE
R

Catalyst 3560 R4 v F a2 F YI7L VR
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W setup express

setup express

Express Setup E— R%& A x—7 /W D12, setup express 72—/ L 27 4 Fa2lb—ig 2
< R&fH L E7, Express Setup E— K& 5 4 B—7 Mz T HHAE,. Zoa~r RO no B EH
MLET,

setup express

no setup express

BXDEHHA Toawr RICE, BIBRERIRF—T—FIEHY A,
T2+ Express Setup (A X —7 /LT,
oYYk E—F roa—r g ar 74 Xalb—a

oy FERE yy—=x EFERRE
12.1(19)EA1 Zoavwy RPBEMEShE L,

EREDHARSL4Y  #HLWAA vF CR&E) LT Express Setup &1 12— 7 /MZd 584, Mode R % v % 2 B4 2
L C Express Setup A CEE 9, IP 7 K12 10.0.0.1 2#HT 24—V %> b R— MERATA
AYFIZT I RBATEET, £DOdHE. A1 vF % Web ~—AD Express Setup 71 7 7 AL, F£720%
Command-Line Interface (CLI; a2~ RI7A4 f VX —T x4 R) X—ADEy NT v 7Fars I A
TRETEET,

RIELIZAA v F T Mode RZ % 2 BT L. Mode "% D EIZ&H % LED 2RI LA EF,
Mode A ¥ > % 10 BT & A v FOREFTHIBREIL, A v TFRHEBLET, Z20HE, A
Ay FIFHHOKEIZ /D | Web ~<— R D Express Setup £721L CLIXR—ADt > vT v7 Fu s
AT, BRELBBTZENTEETS,

GE) BREOEHE (CLIR—RADty N7 v 7 70l 7 LDHDTno E NNTHZEE2EL) 21754
IZ. Express Setup IZ X DR ELXFIHTE R 2D £, Mode R % 10 BEM LT D &, B
Express Setup DA ZBEITXE T, ZHICLY ., FEFHIFREN, A4 v TFRFEHBHLET,

A A v F T Express Setup 7 7 T 4 7 7285512, write memory F 721% copy
running-configuration startup-configuration ### EXEC =~ N%& AJJ9 % & | Express Setup 1355
LR RV ET, A4 v FOIP T R A 10.0.0.1 ZHEHTIER< ARV, ZOIP 7 RLAEZHHLT
WHESRf B AT LET,

no setup express =~ > FOERHEKIL, Mode RF > % 10 HREFT Z LIk > TAA v FORBREMN
HIBR SN D 0% & TT,
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setup express W

i WOHITIiX, Express Setup T— K& A X —T NWMIT B HEEZRLET,
Switch (config) # setup express
Mode R % > % #34 &, Express Setup T — KB A 2 —T LV ThHD I LE2HERTEET,
o RBEDAA v F T, Mode R¥ D Lic®H D LED I3 BRICT U —12kb £9,
o REINTAA T ETiE, Mode ® LED 28 2 BHEIZAI L, 10 BRIZT Y — 127 £9,

FE Mode AZ U &F 10 BRI LA 56, BEFHIERSW, 24 v FAHEELET,

WOFITIL, Express Setup E— F&7 4 B—7WCT 5 HiEERLET,
Switch (config)# no setup express
Mode R % > &3 & | Express Setup E— KB T 48 —7 L ThbH I & 4B TX £7, Express

Setup E— RN AL v FTA X —T N TRWEA, E— RKNLED X7V — I8 L\, FL/itT
V=T HEUIRD £7,

BEEavUF = B
show setup express Express Setup €— K7 77 4 T EIMERLET,

Catalyst 3560 R4 v F a2 F YI7L VR
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WM  show access-lists

show access-lists

AA » FITFRTE & 72 Access Control List (ACL; 727 A o> ru—v U AN 2FRT 51203,
show access-lists ## EXEC =~ > F&#HA L £,

show access-lists [name | number | hardware counters | ipc] [ | {begin | exclude | include}

expression|

XM name

(f£E) ACL O4HITT,

number

(EFE) ACL OF 5T, FHETE H%MIE 1 ~ 2699 TH,

hardware counters

ER) UlvEZON. V=T 4TSNy b T a—3 )1
N— R =7 ACL #FHEHREFR R LET,

ipc (f£%&) Interprocess Communication (IPC; 7 v ¥ A1) 7 v k
Al 7rEA VAN ary74Xalb—varoFdvro— RiERE
FRLET,

| begin (EE) expression & —BT 1T bR REHBLET,

| exclude (fEE) expression & —HT 21T RRM LRI L £,

| include () 487 Sz expression & —ET DT 2 RRICEDET,

expression ZWARA N LTHEATHHARNOATT,

~
GE)  rate-limit ¥—U— KX, a3~V IO~V T AR U TIZEERENTWETR, PFR—FEh
TWEHA,
avY kR E—F ¥t EXEC
av Yy FERE Jyy—=x EEANA
12.1(19)EA1 Zoavwy RPMEMEShE L,

FREDHLARSAY AA v FIZIPEEBLOWBET 7R VR MOZEYR—FLET, LzRoT, 1~ 199 & 1300

~ 2699 DA ENET,

Zoawy RTIE, ®ESNT MACACL ERLET,

LFHNTIE, RXFL/NCERRIENET, 72& 212, | exclude output & AJ) L7256, output %
ETITIIR R SNETAD, Output ZETITIIRREINET,

Jl Catalyst 3560 R4 vF Iv Y F YI7L2R
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show access-lists W

1 WDOFTiL, show access-lists =~ FOH %R L F9,

Switch# show access-lists
Standard IP access list 1
10 permit 1.1.1.1
20 permit 2.2.2.2
30 permit any
40 permit 0.255.255.255, wildcard bits 12.0.0.0
Standard IP access list videowizard 1-1-1-1
10 permit 1.1.1.1
Standard IP access list videowizard 10-10-10-10
10 permit 10.10.10.10
Extended IP access list 121
10 permit ahp host 10.10.10.10 host 20.20.10.10 precedence routine
Extended IP access list CMP-NAT-ACL
Dynamic Cluster-HSRP deny ip any any
10 deny ip any host 19.19.11.11
20 deny ip any host 10.11.12.13
Dynamic Cluster-NAT permit ip any any
10 permit ip host 10.99.100.128 any
20 permit ip host 10.46.22.128 any
30 permit ip host 10.45.101.64 any
40 permit ip host 10.45.20.64 any
50 permit ip host 10.213.43.128 any
60 permit ip host 10.91.28.64 any
70 permit ip host 10.99.75.128 any
80 permit ip host 10.38.49.0 any

wOFITiL. show access-lists hardware counters =~ > RO Z R L ET,

Switch# show access-lists hardware counters
L2 ACL INPUT Statistics

Drop: All frame count: 855
Drop: All bytes count: 94143
Drop And Log: All frame count: 0
Drop And Log: All bytes count: 0
Bridge Only: All frame count: 0
Bridge Only: All bytes count: 0
Bridge Only And Log: All frame count: 0
Bridge Only And Log: All bytes count: 0
Forwarding To CPU: All frame count: O
Forwarding To CPU: All bytes count: 0
Forwarded: All frame count: 2121
Forwarded: All bytes count: 180762
Forwarded And Log: All frame count: 0
Forwarded And Log: All bytes count: 0

L3 ACL INPUT Statistics

Drop: All frame count: 0
Drop: All bytes count: O
Drop And Log: All frame count: 0
Drop And Log: All bytes count: 0
Bridge Only: All frame count: O
Bridge Only: All bytes count: 0
Bridge Only And Log: All frame count: 0
Bridge Only And Log: All bytes count: 0
Forwarding To CPU: All frame count: 0
Forwarding To CPU: All bytes count: 0
Forwarded: All frame count: 13586
Forwarded: All bytes count: 1236182
Forwarded And Log: All frame count: 0
Forwarded And Log: All bytes count: 0

Catalyst 3560 R4 v F a2 F YI7L VR
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Bl show access-lists
L2 ACL OUTPUT Statistics

Drop: All frame count: 0
Drop: All bytes count: O

Drop And Log: All frame count: 0

Drop And Log: All bytes count: 0
Bridge Only: All frame count: O
Bridge Only: All bytes count: 0
Bridge Only And Log: All frame count: 0
Bridge Only And Log: All bytes count: 0
Forwarding To CPU: All frame count: 0
Forwarding To CPU: All bytes count: 0
Forwarded: All frame count: 232983
Forwarded: All bytes count: 16825661
Forwarded And Log: All frame count: 0
Forwarded And Log: All bytes count: 0

L3 ACL OUTPUT Statistics

Drop: All frame count: O
Drop: All bytes count: 0

Drop And Log: All frame count: 0

Drop And Log: All bytes count: O
Bridge Only: All frame count: 0
Bridge Only: All bytes count: 0
Bridge Only And Log: All frame count: 0O
Bridge Only And Log: All bytes count: 0O
Forwarding To CPU: All frame count: 0
Forwarding To CPU: All bytes count: O
Forwarded: All frame count: 514434
Forwarded: All bytes count: 39048748
Forwarded And Log: All frame count: O
Forwarded And Log: All bytes count: 0

BEZEa<2F avv kR St

Jl Catalyst 3560 R4 vF Iv Y F YI7L2R

access-list

AA Y FIHEREFETNIVEREE T 7 BRA VA MERELET,

ip access-list

AL FIHEENTZIP T 78X VA MNERELET,

mac access-list extended

2Ly FIT, FWESNLEELITFESDOOVWEMACT 7 X UR b x
RELET,
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show archive status W

show archive status

HTTP £72IX TFTP 2 ha /L TAAL v FIE a0 — RENTZH LWA A=V DAT — X A TR
512X, show archive status 55# EXEC 2~ F&EHL £9,

show archive status [ | {begin | exclude | include} expression]

XD EHEA | begin (fEE) expression & =BT 21T LR RERIELET,
| exclude (EE) expression & —EHT DT ERP LRI L E T,
| include (EE) 45 &Nz expression & —ET DT FRICEDET,
expression SHRARA R ELTHERATZ2HINOXTT,
a2k E—F e EXEC
avy FERE Jyy—=x EENE
12.2(20)SE Zoa<wry RRNEBMENRE L,

EREDAA FS54>

7

archive download-sw 7/ EXEC =2~ FZfH L CA A—T% TFTP 4 —NiZF¥ v u— K158
4. archive download-sw =2~ > FOHNTIE, Fv v —RORAT—FXANERINET,

TFTP Y — 0372 W54, HTTP 2L TA A —Y & X v n— K9 25121%, Network Assistant =
TATH AR T NA 2 w5 — V% Zil LE7, show archive status =~ K Ti%, F7 o a— KD
PR N LR INET,

LFEHTIE, KXFENXFERREIESNET, =& 21, | exclude output & AJ L7=HE. output %
ETITIXFRRSNETAD, Output ZETITIIRRINET,

wOFITiL, show archive status =~ > RO /12~ L £,

Switch# show archive status
IDLE: No upgrade in progress

Switch# show archive status
LOADING: Upgrade in progress

Switch# show archive status
EXTRACT: Extracting the image

Switch# show archive status
VERIFY: Verifying software

Switch# show archive status
RELOAD: Upgrade completed. Reload pending

avwy kR Bl
archive download-sw TFTP 4 — M AL v FIZH LWA A=V B XA a—RLET,
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B show arp access-list

show arp access-list

Address Resolution Protocol (ARP; 7 RV Af#k7a han) 77+ A 2 br—/b (VR F) (2B
T 55 A R RT 5121, show arp access-list =— EXEC 2~ REFHEHA L £,

show arp access-list [acl-name] [ | {begin | exclude | include} expression]

X DA acl-name (f£&) ACL O4HITY,

| begin (EE) expression & —EHT DT bRAEZHB L ET,

| exclude (LE) expression & —T DT 2R R HRINL £,

| include (EE) $87E Ihiz expression & —ET DT FRIZEDET,

expression ZRAA P ELTHEAT 2 HINOXTT,

av>Y kK E—F o —# EXEC
avy FEE yy—=x EEAR
12.2(20)SE ZToavy RABMENE LT,

BREDHA FSM4Y  CFEHITIE. KXFENALEREIENET, 72& 21E, | exclude output & AJ) L7284, output %
ETITIXR R SNETAD, Output ZETITIIR R EINET,

£l WOFHITIX, show arp access-list =~ > RO ERLET,

Switch> show arp access-list

ARP access list rose

permit ip 10.101.1.1 0.0.0.255 mac any
permit ip 20.3.1.0 0.0.0.255 mac any

BEEav> R avwyk

B

arp access-list

ARP ACL #E# L9,

deny (ARP 77 &R J R}
2y 4 F¥al—ay)

Dynamic Host Configuration Protocol (DHCP) A > F 4 v 7 L D—
BUTHESWT ARP N7y S LET,

ip arp inspection filter vlan

AZT 47 IPT FUATRESNIEARA RSO ARP 23K &
BIREEFFATLET,

permit (ARP 727X U Z
havz4a4Falb—vay)

DHCP A T 4 7 L D—FITHASWT ARP N7y FEFFATLETS,

Jl Catalyst 3560 R4 vF Iv Y F YI7L2R
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show authentication

show authentication

AA v T TR F—T ¥ A X2 MIBETD1EREFLRT HI21E. show authentication =~ F %
(—¥% EXEC F— FE 72135 EXEC E— FT) HHLE T,

show authentication {interface interface-id | registrations | sessions [session-id
session-id] [handle handle] [interface interface-id] [mac mac] [method method]}

340

.'E-EI;

BA

ATVRTIANLE

avU Rk E—F

interface interface-id (ER) HELIEA Vv F—T =2 A ADFIE~YF— TV ¥ OFEME T X TR L

7,

method method (EE) fB8E LR (dotlx., mab., £7-1% webauth) THIFSh iz
TIAT VIR TRTRRIINET,

registrations (EE) it~ — VX Bz R R LET,

sessions (EE) BUEORE~F—V vy By a VOl (e ziE, 79470k

FNRAR) ZFERLET, A7 a v OREFEZATI LARWESIE, BED
TIT 4Ty ya NI _RCERINET, FBEFIL, BMEZE0
SOPMEBEDETANLT, BiEgntvyvay (Fidkyyar s
N—7) BFRTEET,

session-id session-id LE) Rif~x—V¥ Byiar#EELET,
handle handle (fEE) 1~ 4294967295 O THREL 7,
mac mac (EE) HELZMAC 7 FLADRFE~v R — Y ¥ FHREF R L ET,

Zoawy RIZE, T4V RERETHY FHEA,

¥t EXEC % LU= — % EXEC

avy FERE y1y—=x EENE
12.2(50)SE Zoavwy RPMEMEShE L,
FEEDHSL FSL4Y £ 2-2212. show authentication =~ R AHICRHFINAELE L7 4 — NV FOFAEZELET,
N
GE) By varvORT—FRFIKROLIRMEICRVET, By a UREKREOYSS . Authz Success 73
FREND D, FRITEORHFRN bR EZ RS R2ho 7z & & I2I1E No methods & & 12 Authz Failed
NEREINET,
= 2-22 show authentication a<> FHA
Z4—ILF HL]
Idle vy varigitanztoo, FoFXLFELEFEITENRTHEEA,
Running IRy g KT D ERNETRTT,
No methods IOty vaiZHLTEOFAN LR EELEFATLE,
Catalyst 3560 R4 v F a2 F YI7L VR
| oL-8554-08-J .m



2% Catalyst 3560 X1 v F Ciscol0S a2 F |

]

show authentication

* 2-22 show authentication 27> FiEH #&E)

Z4—ILF BieA

Authc Success IOy a KT D AN L E Lz,

Authc Failed oty va i T A FRNRGECRR L E Lz,

Authz Success oty g AT LTI RN TOMRENERICEA SNE L,
Authz Failed Iy va A L TCHATE R TREERH Y 97,

% 22302, FROREOHENEEZRLET, By a N RIREDEE . Authe Success. Authc
Failed, Falledover DWTNMHRERENFE T, Failed over 1%, » HRBAESF NN ET SN, TDHIK
DFHFRICT = — N F— R — Lt%@@\ FERMNREND- T2 E2RLET, By arBAZ N

ARETHEIULENTZH DO THDHEITIE Not run WERSINET,

& 2-23 FROREETRTE

FRDIRRE KELR) HiL

Not run YR FHRIFZDOE® v a UV TERETENRNTVER A

Running R R, 2oy g o TEITHTT,

Failed over B A FRIFRBLE LT, WIED FRICL > THREEBEEINLD HO
LRIAEFNRTWET,

Authc Success |k FRIZ, 2Oy a T IRIEDRI L= & 2T i
BERLE LT,

Authc Failed AR FRIZ, Tty a AT HRIED KM LT Z & BRI
RAERLE LR,

Z #UiZ, show authentication registrations =~ > R DT,

Switch# show authentication registrations
Auth Methods registered with the Auth Manager:
Handle Priority Name

3 0 dotlx

2 1 mab

1 2 webauth

Z X, show authentication interface interface-id =~ > KO TY,

Switch# show authentication interface gigabitethernet0/23

Client list:

MAC Address Domain Status Handle Interface

000e.84af.59bd DATA Authz Success 0xE0000000 GigabitEthernet0/23
Available methods list:

Handle Priority Name

3 0 dotlx

Runnable methods list:

Handle Priority Name

3 0 dotlx
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show authentication

ZiZ. show authentication sessions =~ > FDH|TI,

Switch# show authentication sessions

Interface MAC Address

Gi3/45
Gi3/46

(unknown)
(unknown)

Method Domain Status Session ID
N/A DATA Authz Failed 0908140400000007003651EC
N/A DATA Authz Success 09081404000000080057C274

DB TIE, BEDA o F—7 = A A%k % show authentication sessions =~ > KO 1 E R L £,

Switch# show authentication sessions int gigabitethernet 0/46

Interface:

MAC Address:

IP Address:
Status:

Domain:

Oper host mode:
Oper control dir:
Authorized By:
Vlan Policy:
Session timeout:
Idle timeout:
Common Session ID:
Acct Session ID:
Handle:

Runnable methods list:

Method
dotlx

State

GigabitEthernet0/46
Unknown

Unknown

Authz Success

DATA

multi-host

both

Guest Vlan

4094

N/A

N/A
09081404000000080057C274
0x0000000A
0xCC000008

Failed over

Zhi. FBELE MAC 7 RL 2 Z54 & L7- show authentication sessions =~ > ROf|T1,

Switch# show authentication sessions mac 000e.84af.59bd
Interface: GigabitEthernet0/46
MAC Address: 000e.84af.59%0d

Status: Authz Success
Domain: DATA

Oper host mode: single-host

Authorized By: Authentication Server

Vlan Policy: 10
Handle: 0xE0000000

Runnable methods list:

Method State
dotlx Authc Success

ZhiE, fBE L7 FX & %5 L L7= show authentication session method =~ > KD H#| T3,

Switch# show authentication sessions method mab

No Auth Manager contexts match supplied criteria

Switch# show authentication sessions method dotlx

MAC Address Domain Status Handle Interface

000e.84af.59pd DATA Authz Success 0xE0000000 GigabitEthernetl/23

BIEa<T R =AY BL]
authentication RN—F T—RFEHE—JFmEIIMFmE L THRELET,
control-direction
authentication event EEDOHIANR " OT 7 arERELET,
authentication IEEE 802 1x FRiFZ VR — K LAWI TA TV NHDODTZ 53— 7 X
fallback = ALE LT Web BEFAHEHTHELOR—FERELET,
authentication A= FORIFE~F—T v E— REHRELET,
host-mode
authentication open R—=b DA —TF > T I VREARZ—TNELEZT =T MIZLET,
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W show authentication

avyk EL

authentication order KR — N CEHT 2RI RONEFZRE L ET,
authentication R— FOHBITEEA X —TNVERITT =TI LET,
periodic

authentication N—FOFAIAT — FOFEFEE A X —T VI LET,

port-control
authentication priority RIS XAEKR— b FZ7A4 4V 7 1+ VA MIEBIMLET,
authentication timer  802.1x XI/EAR—hDF A AT U M EFHBFEDONRT A —FERELET,
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show auto qgos M

show auto qos

Automatic QoS (auto-QoS) N A R —TNDA L F—T7 x4 A TAIIS72 QoS (Quality of Service)
avy R&EFRAT HIZIE. show auto qos =— ¥ EXEC 2~ FZEH L ET,

show auto qos [interface [interface-id]]

BX DA interface [interface-id] EE) BEanizr— bEEFTXTOR— O auto-QoS 1E#H
FERFLET, HETEAAM VX —T 2 AL LT, WHFR—
bEENnET,

oYYk E—F 2 —4 EXEC

avy FER yy—= EERNE

12.1(19)EA1 Zoavwy RPMEMEShE L,
12.2(20)SE avy RHAOERPEL I, =2 —FOREBRFEPITH INE L,
12.2(40)SE awy FHAOOHERNMER SN E LT,

EREDAHA R34y

show auto qos =~ > FHAITIE, KA v X —7 =4 AT AT ENT auto-QoS =~ > RETNHFRE
N E 9, show auto qos interface interface-id 2~ > NHIJIZ, FFEDA ¥ —7 = AT ATTENT-
auto-QoS 2~ F&EFERLET,

auto-QoS HER L N2 —VFEH A KR 55 1L, show running-config F7# EXEC =~ K&/
LET,

show auto qos =~ > K /1i% Cisco IP Phone D¥—t A RV v —IFRERERLET,

auto-QoS DWBEEZ T B FHREMED H HHAED QoS DR EHEME K RT BI2IL, KOWTFRHD <
REERLET,

e show mls qos
* show mls qos maps cos-dscp
* show mls qos interface [interface-id] [buffers | queueing]

¢ show mls qos maps [cos-dscp | cos-input-q | cos-output-q | dscp-cos | dscp-input-q |
dscp-output-q]

* show mls qos input-queue

¢ show running-config

| OL-8554-08-J
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show auto qos

]

R DOFITIL, auto qos voip cisco-phone 35 L T auto qos voip cisco-softphone 1 % —7 = A X 2
T4 F¥2lb—vary avy RE A LIEEE D show auto qos =~ > RO E R LET,

Switch> show auto gos
GigabitEthernet0/4
auto gos voip cisco-softphone

GigabitEthernet0/5
auto gos voip cisco-phone

GigabitEthernet0/6
auto gos voip cisco-phone

WK DOFITIL, auto qos voip cisco-phone /1 > ¥ —T7 A A ar 7 4 Fal—vary avr ReEANL
72354 @ show auto qos interface interface-id =2~ > RO Z R LET,

Switch> show auto gos interface gigabitethernet 0/5
GigabitEthernet0/5
auto gos voip cisco-phone

ROFITiX, auto qos voip cisco-phone 35 . Uf auto qos voip cisco-softphone > ¥ —7 = X @
T74F¥al—vary avy FE AN L7HA O show running-config 574 EXEC =2~ > RO )1 &R
L%,

Switch# show running-config
Building configuration...

mls gos map policed-dscp 24 26 46 to O
mls gos map cos-dscp 0 8 16 26 32 46 48 56
mls gos srr-queue input bandwidth 90 10
mls gos srr-queue input threshold 1 8 16
mls gos srr-queue input threshold 2 34 66
mls gos srr-queue input buffers 67 33

mls gos srr-queue input cos-map queue 1 threshold 2 1

mls gos srr-queue input cos-map queue 1 threshold 3 0

mls gos srr-queue input cos-map queue 2 threshold 1 2

mls gos srr-queue input cos-map queue 2 threshold 2 4 6 7
mls gos srr-queue input cos-map queue 2 threshold 3 3 5

mls gos srr-queue input dscp-map queue 1 threshold 2 9 10 11 12 13 14 15

mls gos srr-queue input dscp-map queue 1 threshold 3 01 2 3 4 5 6 7

mls gos srr-queue input dscp-map queue 1 threshold 3 32

mls gos srr-queue input dscp-map queue 2 threshold 1 16 17 18 19 20 21 22 23
mls gos srr-queue input dscp-map queue 2 threshold 2 33 34 35 36 37 38 39 48
mls gos srr-queue input dscp-map queue 2 threshold 2 49 50 51 52 53 54 55 56
mls gos srr—queue input dscp-map queue 2 threshold 2 57 58 59 60 61 62 63
mls gos srr-queue input dscp-map queue 2 threshold 3 24 25 26 27 28 29 30 31
mls gos srr-queue input dscp-map queue 2 threshold 3 40 41 42 43 44 45 46 47
mls gos srr-queue output cos-map queue 1 threshold 3 5

mls gos srr—-queue output cos-map queue 2 threshold 3 3 6 7

mls gos srr-queue output cos-map queue 3 threshold 3 2

mls gos srr-queue output cos-map queue 4 threshold 2 1

mls gos srr-queue output cos-map queue 4 threshold 3 0

40 41 42 43 44 45 46 47
24 25 26 27 28 29 30 31

mls gos srr-queue output dscp-map queue 1 threshold 3
mls gos srr-queue output dscp-map queue 2 threshold 3
mls gos srr-queue output dscp-map queue 2 threshold 3 48 49 50 51 52 53 54 55
mls gos srr-queue output dscp-map queue 2 threshold 3 56 57 58 59 60 61 62 63
mls gos srr-queue output dscp-map queue 3 threshold 3 16 17 18 19 20 21 22 23
mls gos srr-queue output dscp-map queue 3 threshold 3 32 33 34 35 36 37 38 39
mls gos srr-queue output dscp-map queue 4 threshold 1 8
mls gos srr-queue output dscp-map queue 4 threshold 2 9 10 11 12 13 14 15
mls gos srr-queue output dscp-map queue 4 threshold 3 0 1 2 3 4 5 6 7

0

mls gos queue-set output 1 threshold 1 100 100 100 100
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show auto qgos M

threshold 75 75 75 250
threshold 75 150 100 300
threshold 50 100 75 400

mls gos queue-set output 2
3
4
threshold 1 100 100 100 100
2
3
4

1
mls gos queue-set output 1
mls gos queue-set output 1
mls gos queue-set output 2
mls gos queue-set output 2 threshold 35 35 35 35
mls gos queue-set output 2 threshold 55 82 100 182
mls gos queue-set output 2 threshold 90 250 100 400
mls gos queue-set output 1 buffers 15 20 20 45
mls gos queue-set output 2 buffers 24 20 26 30
mls gos

class—-map match-all AutoQoS-VoIP-RTP-Trust
match ip dscp ef
class—-map match-all AutoQoS-VoIP-Control-Trust
match ip dscp cs3 af3l
|
policy-map AutoQoS-Police-SoftPhone
class AutoQoS-VoIP-RTP-Trust
set dscp ef
police 320000 8000 exceed-action policed-dscp-transmit
class AutoQoS-VoIP-Control-Trust
set dscp cs3
police 32000 8000 exceed-action policed-dscp-transmit
|
policy-map AutoQoS-Police-CiscoPhone
class AutoQoS-VoIP-RTP-Trust
set dscp ef
police 320000 8000 exceed-action policed-dscp-transmit
class AutoQoS-VoIP-Control-Trust
set dscp cs3
police 32000 8000 exceed-action policed-dscp-transmit

interface GigabitEthernet0/4
interface GigabitEthernet0/4
switchport mode access

switchport port-security maximum 400
service-policy input AutoQoS-Police-SoftPhone
speed 100

duplex half

srr-queue bandwidth share 10 10 60 20
priority-queue out

auto gos voip cisco-softphone

|

interface GigabitEthernet0/5
switchport mode access

switchport port-security maximum 1999
speed 100

duplex full

srr-queue bandwidth share 10 10 60 20
priority-queue out

mls gos trust device cisco-phone

mls gos trust cos

auto gos voip cisco-phone

|

interface GigabitEthernet0/6
switchport trunk encapsulation dotlg
switchport trunk native vlan 2
switchport mode access

speed 10

srr-queue bandwidth share 10 10 60 20
priority-queue out

mls gos trust device cisco-phone
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W  show auto qos

mls gos trust cos

auto gos voip cisco-phone

|

interface GigabitEthernet0/1

srr-queue bandwidth share 10 10 60 20
priority-queue out

mls gos trust device cisco-phone

mls gos trust cos

mls gos trust device cisco-phone
service-policy input AutoQoS-Police-CiscoPhone

<output truncated>

K OFITIL, auto qos voip cisco-phone /1 > ¥ —T7 A A a7 4 Fal—vary avr ReEAlL
72354 @ show auto qos interface interface-id =2~ > FOH I Z R LET,

Switch> show auto gos interface fastethernet0/2

FastEthernet0/2
auto gos voip cisco-softphone

WOBITIE, AA v F LT, auto-QoS BT 1 E—T LT/ > TV 5 HHE O show auto qos =~ > RO
&R L ET,

Switch> show auto gos
AutoQoS not enabled on any interface

WROFITIL, Auto-QoS XA ' Z—7 = A4 A TT 4 E—T VDA D show auto qos interface
interface-id 2~ > ROHNZERLET,

Switch> show auto gos interface gigabitethernet0/1
AutoQoS is disabled

avvFk B7L
auto qos voip QoS FAA »IND VoIP IZ QoS # HEF%E L £7,
debug auto qos auto-QoS HHED T Ny VA X —T NI LET,
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show boot

show boot

BOOT BREAKOREEF/RT 5121%, show boot 51 EXEC =2~ RZEMAL 7.,

show boot [ | {begin | exclude | include} expression]

XD EHEA | begin (fEE) expression & =BT 2T LR REZRABLET,

| exclude ({EE) expression & —ET DT RR-N LRI L T,

| include (EE) fRE SN expression & —HT HTERRIZEDET,

expression ZWARA R ELTHERT A2 IIANOATT,
ATV K E—F  FE EXEC
oYy FERE yy—= EERE

12.1(19)EA1 Coavy FRBMSNE L,

BREDHA RS54y UPHITIE. KUFEADAERESI S ET, 72& 21E. | exclude output & A L7254 output %
BUITIEIRAFINETADR, Ouiput ZE5TATIEIRSINE T,

] WROFITIE, show boot =~ > FOM N Z/RLES, £ 22412, ZOHNTERENDHT 4=/ F
DOHAERLET,
Switch# show boot
BOOT path-1list :flash:/image
Config file :flash:/config.text
Private Config file :flash:/private-config.text
Enable Break :no
Manual Boot ryes
HELPER path-list
Auto upgrade tyes
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W show boot

& 2-24

show boot 7 1 —JL KD&RA

Z4—ILF

SieA

BOOT path-list

HEIEEIRF I — FB X OFEITLED LT DFATARR T 7 A hOEI an XG0 Y
ANERRLET,

BOOT BRELEHMNHESNTWVRNGE, VAT A, 7T7vva 7740 VAT A
BRI IR 2R B 1T - T, AN SN FEITREEA A —Y & r— KL T
FEITERALET, T4 V7 M) OHARIRRCTIE, RHEL7=EY 7T b7 b)) 25%s
WHRBELTHLIEDT 4 L7 N ToOMmZBEETET,

BOOT BEAB VR EIN TV THIHEINTZA A—TV 2 — R TERWVEAIF, ¥
AT NI T Tvva T7A4 N VAT ATRMICADD-TT— b 77 A Vv EH L
L£oELET,

Config file

CiscoIOS BNV AT A av 7 4 X al—va VORERME Y —OFAES ITHAHT
D77 ANBERRLET,

Private Config file

CiscoIOS Ry AT L ar 74X alb— g VOREREa Y —OFHLEX ICHFHT
D77 ANGKERRLET,

Enable Break

EEBFTOT L —INARX—T N, ElFT o 8—T0ERKRILET, yes, on, F
IR TIERESNTWAEAIL, 77y va 7740 VAT A0k kica Y —
)V ETC Break ¥— %4 &, BEEH v A2 cEET,

Manual Boot

ALy FRHBTEET 52, FLEFFETEEBTLI1E2RRLET, no 721301
RESNTVDLHE, 7— e =X 327 A2 HENICEBILES L LET, £
PR ESNTWDHAIT, 77—t —% TE— R FhOFEHTAS v F 2 EEHT L4
THRHY ET,

Helper path-list

T— =X OB r— RFEnbsre— RARE7 7 A VOt 2w U XY)
DIVRARNERRLET, ~X— T7 AT, 7— b —XOMELILELED .
NoFeBTi=y LET,

NVRAM/Config 7 7 A /LD /N>

CiscoIOS WAFVRNDary 7 4 Xal—ray 774D abt’—%RFT57-0I1C

77 A X AT 2Ny 77 v A XE2RRLET, 2074 Fab—Tar TrAME, Ny
Ty A XFOETCERELDZEITTEERA,
BEa<T K avwyFk Bl
boot config-file Cisco [0S BV AT AR EDOAFERME 2 ¥ —DHRAZEXIEHT L7 7141
LERELET,
boot enable-break HEE#E# o X2 cxE9,

boot manual

WOELENY A 7 VEEOFENA A v FEE 2 A4 XF—T7 I LET,

boot

private-config-file

Cisco IOS N7 T A R— FREDAHEM A E—DOFRAEZIMENT 57 7
ANAERELET,

boot system

WOREY A 7 Lz — K945 Cisco I0S 4 A —T A EELET,
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show cable-diagnostics tdr W

show cable-diagnostics tdr

Time Domain Reflector (TDR) #5479 521X, show cable-diagnostics tdr #i# EXEC =2~
RE[EHLET,

show cable-diagnostics tdr interface interface-id [ | {begin | exclude | include} expression]

X DEREA

interface-id TDR BFETINTNIA v X —T = A AEHELET,

| begin ({EE) expression & —ET TR EZHBELET,
| exclude (EE) expression & —BT 2172 R RN LERI L ET,
| include (EE) $8E STz expression & —ET DT RRICEDET,

expression ZHARA N ELTHERTAHIANDOATT,

a2 kK E—F #kE EXEC
avy FEE yy—=x EEAR
12.2(20)SE3 ZToavy RABMENE LT,

BEREDAA FS54>

TDR 1%, $AfrDO A —H 3%~ b 10/100/1000 R— F THHR— & FE$, 10/100 R — b, F£721% SFP £
Va—/ R —FTEYR—FENFEFA, TDR OFFEMIZOWNWTIEH, 2DV U —R{ZXHET 5V 7 b
V7 arJ 4 Xal—ary A FESRBLTLIEEN,

LFHITIE, KLFEE/NCFERERSNET, 72& 21E, | exclude output & AJ) LA output %
BUITIER RSN EE AR, Output % ETATIIRRINE T,

fl OB TIL, Catalyst 3560G-24PS F 7213 3560G-48PS A A » FLIAD A A » F T show
cable-diagnostics tdr interface interface-id =~ > FOWMHE R L ET,
Switch# show cable-diagnostics tdr interface gigabitethernet0/2
TDR test last run on: March 01 20:15:40
Interface Speed Local pair Pair length Remote pair Pair status
Gi0/2 auto Pair A 0 +/- 2 meters N/A Open
Pair B 0 +/- 2 meters N/A Open
Pair C 0 +/- 2 meters N/A Open
Pair D 0 +/- 2 meters N/A Open
Catalyst 3560 R4 v F a2 F YI7L VR
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W show cable-diagnostics tdr

WOFITIiE, Catalyst 3560G-24PS F 7213 3560G-48PS A A »» FT? show cable-diagnostics tdr
interface interface-id 2~ > KOH R L E 7,

Switch# show cable-diagnostics tdr interface gigabitethernet0/2
TDR test last run on: March 01 20:15:40

Interface Speed Local pair Pair length Remote pair Pair status
Gi0/2 auto Pair A 0 +/- 4 meters N/A Open

Pair B 0 +/- 4 meters N/A Open

Pair C 0 +/- 4 meters N/A Open

Pair D 0 +/- 4 meters N/A Open

# 2-25 12, show cable-diagnostics tdr =~ R THAEND 7 4 — /L ROFRAEZR L ET,

#* 2-25 show cable-diagnostics tdr A< > FTOHHhEhd 7 4 —IL FOHRHA

Z4—ILF £

Interface TDR NIATINTcA V F—T = A X,

Speed P

Local pair B—WN A H—T A AT TDRINT X N&FEITTHUA ¥ _T74,

Pair length ERHT DAL v TFIZHOWT, MENRE L7y —7 VO, ROEEIZ, TDR X

G fE LET,

o F—TANELLEEREIN, VIR T v RIET, A F—T oA AFEN
1000Mb/s Th 554

o T —TNNKBRL TWDHIGEA
o F—TANLa—krLTWAES

Remote pair

0= RTNER SN VA Y T4, 77— ANELLBREINY VIR T v
FIRETHIEAICOH, TDRIFZV ET—F RTIZCHOWTHERL £,

Pair status

TDR "BEEIL TV D U A Y RXTDAT —HF X,

e Normal : VA ¥ X7 NELLERINTWVET,

* Notcompleted : 7 &2 FRFEITEN, FLEETLTHERA,

* Not supported : 1 % —7 = A Z{Z TDR ZHHR— FLEHEA,
e Open: VA ¥ XTHREHHMLTET,

e Shorted: VA ¥ X7 N a— kL TWET,

e ImpedanceMis : £ VY E—F L ANI A~ v T TT,

* Short/Impedance Mismatched : f V' E— X U ZAD I A~y F | ElFTr—7 LN
BT,

e InProgress : i2lr7 A M BNFELTHTT,

WOFTIEL, TDR BEMEL TV 5 & % D show interfaces interface-id =2~ > RO &R LET,

Switch# show interfaces gigabitethernet0/2
gigabitethernet0/2 is up, line protocol is up (connected: TDR in Progress)

W OFITIL, TDR 2 EE L TV 722054 @ show cable-diagnostics tdr interface interface-id =~ > K
O ERLET,

Switch# show cable-diagnostics tdr interface gigabitethernet0/2
% TDR test was never issued on Gi0/2
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show cable-diagnostics tdr W

A —T 2 A AN TDR ZHR—F LTWVWARWES, IROA v E—UNEREINET,

)

% TDR test is not supported on switch 1

BEaTUF avw vk B
test cable-diagnostics tdr A B =72 A4 ATTDR A X —T ML, FATLET,
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M  show cdp forward

show cdp forward

CDP #5367 — 7 V&R AT 5I2i%. show cdp forward = —# EXEC =~ REMH L £,

show cdp forward [entry | forward | interface interface-id | neighbor | traffic] [ | {begin
| exclude | include} expression]

EX DA entry (EE) BEDORAN— = b VICBT aERERFLET,
forward (f£%) CDP #sEfEma £ R LET,
interface interface-id (FE) CDPA v E—T 2 A ADAT—F ALBERFRLET,
neighbor (L) CDP %A "— x> hU 2FR LET,
traffic (.E) CDP #EHEHmERSLET,
begin (fE&) expression & —HE T 21T bR REHRMLET,
exclude (fEE) expression & —ET 2ITERRNOERILET,
include () FBE &7z expression & —H T 2172 R RICEDET,
expression (fEE) AL FE LTERT 2HIINOATT,
ATk E—F  =—%EXEC
vy FERE yy—= EERAE
12.2(53)SE Ioawy RBEMEE L,

ERHLDHM ES54>  show cdp forward =~ > FOHIJICIE, ingress-port- to-egress-port ~ v £ 7 2 L (CHAk S iz
CDP "7y MEEEEELII Ry T ENT ATy MIBET IMEHERBE RSN ET,
LFHNTIE, KXFEDXFREENET, 72& 21E, | exclude output & AJ) L7234 output %
EUITIERREINERFAD, Output ZE L TIEFFR RS NET,

ﬁ“ Switch# show cdp forward
Ingress Egress # packets # packets
Port Port forwarded dropped
Gi0/2 Gi0/13 0 0
BREaTV R avwyk SR
cdp forward CDP N7 7 4 v 7 HDOAN N AA »F R— FEFH
ﬁbi‘j‘o
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showcisp W

show cisp

HE LA v ¥ —7 x4 A0 CISP {F#HAZFK T 5I21E, show cisp £5# EXEC =~ REMHEH L E T,

show cisp {[interface interface-id] | clients | summary} | {[begin | exclude | include}
expression]}

BX DA clients (L) CISP 7 54 7 v hO#MzEFRLET,
interface interface-id ~ ({T3%) 8E LA v ¥ —7 =4 AD CISP {H#AER T LET, HA v
H—T A AlE, WEE—FBLOKR—F Fr 2L TT,

summary LR #MELE2ERRLET,

| begin ULE) expression & —BT 21T LR REZMBLET,

| exclude UEE) expression & —BT 2ITH RNV OLERILET,

| include UEE) BE ST expression & —ET 21T FRICEDE T,
expression SWARA N ELTHERT2HINOATT,

avy kE—F ra—nNar7 4 ¥al—vay

oy FERE yy—= EEANR
12.2(50)SE Zoawy RBMEMEShE L,
0] W DBFITIL, show cisp interface =~ > FOH T E/RLET,

WS-C3750E-48TD#show cisp interface fast 0
CISP not enabled on specified interface

WOBITIL, show cisp summary =~ > FOHAERLET,

CISP is not running on any interface

RREOY YR =Y L]
dotlx credentials profile BT I N AL TFOTR T 7 A NVERELET,
cisp enable CISP # A4 x—7 Iz LT,
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WM  show class-map

show class-map

show class-map = —¥ EXEC 2~ NiZ, V77 4 v 7 20T 5000 —HEEZEEHT S QoS
(Quality of Service) 7 7 A v v 7 &R FLET,

show class-map [class-map-name] [ | {begin | exclude | include} expression]

BXOHH class-map-name — ({£%) HEE SN/ T A ~ v TONEEEFLET,
| begin UEE) expression & —EBT 21T LR REZMABLET,
| exclude (EE) expression & —HT DITEERMLERILET,
| include (EE) $87E I iz expression & —ET DT FRIZEDET,
expression BREA 2 FELTEATZHINOR T,

a2 FE—F  =—# EXEC

avy FEE yy—= TERE
12.1(19)EA1 Coawr FABMSIE L,

BREDHA FSM4Y  CFHITIE, KXFEALTEREERET, 72 & 21F, | exclude output & A L7284, output %
ETITIIR R SNETAD, Output ZETITIIRREINET,

£l WOFHITIL, show class-map =2~ KOH N ZRLET,

Switch> show class-map
Class Map match-all videowizard 10-10-10-10 (id 2)
Match access-group name videowizard 10-10-10-10

Class Map match-any class-default (id 0)
Match any

Class Map match-all dscp5 (id 3)
Match ip dscp 5

BEav U F avwy R BeeA
class-map LHIERE L T ALy hEDORBICHERAESND 7 7 A
~ v TEERLET,
match (7 5 RA~vo 7 av 7 4Xa b I T74 v 020835100 —-B5Mt2EELET,
L—av)
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show cluster

show cluster

AATNET DI TAFDAT —HAB LY~ —%2F£RT 5HIZiE. show cluster = —¥ EXEC
a<w REFHLET, 20a~vr RE, 77 AX av U R AL v F LT TAL A N— XA vTFT
DHANITTEET,

show cluster [ | {begin | exclude | include} expression]

XD EHEA | begin (=) expression & —BT 21T bR TEZMBLET,
| exclude (EE) expression & —ET DT RR-N LRI L E T,
| include (EE) fRE SN expression & —HT HTERRIZEDET,
expression ZWRARA P ELTHERT 2HIANORTT,
ATV kK E—F  a=—% EXEC
oYy FERE yy—= EERE
12.1(19)EAL Zoa<wry RRNEBMENRE L,

EREDAA FS54>

JTAEDAUN=TRNAAL v F ETCIDa~vry FEANTHE, 25— A vE— Mot a
management cluster member ﬁ‘ﬁ%éﬂi'@qo

TITABE A= A v F ECZDa~ry REANTHE, 77X av o R AL yFOID, £0
AA T AUN—=DFF, BLIOI TAY avw K AL vTF & OERIREREREINE T,

JITAR av R ALy F ETZOa~vy FEANTHE, 7 TAZAEBLIOVA N —ORENER
ENET, Flo, AT —FAELHRDI TAZDAT—F AB IO b ERINET, TLERERNSA
F—TNOEEF, TTAIBIOEI XY avr K AL v FOERBERINET,
LFEHTIE, KXFTENXTFREIESNET, 72& 2L, | exclude output & AJ L7=3HA . output %
ETITIIR R SNETAD, Output ZETITIIRREINET,

i WOBTIX, 72T 4777 FAK a<w K AL »F LT show cluster =~ FE AT L7EHAEOH
NerLET,
Switch> show cluster
Command switch for cluster “Ajang”
Total number of members: 7
Status: 1 members are unreachable
Time since last status change: 0 days, 0 hours, 2 minutes
Redundancy: Enabled
Standby command switch: Member 1
Standby Group: Ajang_standby
Standby Group Number: 110
Heartbeat interval: 8
Heartbeat hold-time: 80
Extended discovery hop count: 3
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W  show cluster

WO TIL, 7T AKX AL 3— Z2A »F T show cluster =2~ FE AN LIEHEOHERLET,

Switchl> show cluster
Member switch for cluster “hapuna”

Member number: 3
Management IP address: 192.192.192.192
Command switch mac address: 0000.0c07.acl4
Heartbeat interval: 8
Heartbeat hold-time: 80

WOFITIH, AZ N, JTAF a<w R AL v TFELELTRESINTZTI TAZ AU N"— A4 vF |k
T show cluster =~ > REZ AN LE=HEOH 12~ LET,

Switch> show cluster
Member switch for cluster “hapuna”

Member number: 3 (Standby command switch)
Management IP address: 192.192.192.192

Command switch mac address: 0000.0c07.acl4

Heartbeat interval: 8

Heartbeat hold-time: 80

WO TIE, A "— 1 EOERNOIMSINZ7 T A% a~< K A v F LT show cluster =~ K
EANTTLIESEEOH 1B R LET,

Switch> show cluster
Command switch for cluster “Ajang”

Total number of members: 7

Status: 1 members are unreachable
Time since last status change: 0 days, 0 hours, 5 minutes
Redundancy: Disabled

Heartbeat interval: 8

Heartbeat hold-time: 80

Extended discovery hop count: 3

WOFITIE, 7 T7AK a<xwr R AL v FEOERNPOIMI SN T AX A — 2 A v F ET show
cluster =~ KZ AN L7eBAEDOHNDZ R LT,

Switch> show cluster
Member switch for cluster “hapuna”

Member number: <UNKNOWN>
Management IP address: 192.192.192.192
Command switch mac address: 0000.0c07.acl4
Heartbeat interval: 8
Heartbeat hold-time: 80
BEav U F avwy R L]
cluster enable vy RRHEAAL v F BT TAK a<w R AL vF L LTA FR—T
ML, ZTAEL, BEOA TV ar b LTAUN—FZE2E DY
TFET,
show cluster candidates AL v FDOY A NEZERLET,
show cluster members T TGRS AN TAEREFRLET,
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show cluster candidates

show cluster candidates

AL v F DY A F&FRTSHI2IL. show cluster candidates %54 EXEC ot~ > R&EH L £,

show cluster candidates [detail | mac-address H.H.H.] [ | {begin | exclude | include}

expression|
XD EHEA detail (FEE) T XTOBEMICBET 25 M a2 RTLET,
mac-address /{.H.H. L&) 7 7 AZ MO MAC 7 RL AT,
| begin (EE) expression & —BT 5170 LR REHBLET,
| exclude (fER) expression & —B T 21T RTFNPORINLE T,
| include (B $8E &7z expression & —HT HIT2 R RIZEDET,
expression ZRARA N LTHEAT S HANOAXTT,
avYkE—F  =2—%EXEC
av Yy FERE Jy—= EFERRE
12.1(19)EA1 Zoavwy RPMEMEShE L,

EREDHA R4

Zoaw U RiE VT AZ avwy B AL v F ETORFIHTE £,
AA v FNTTAE a<w R AL v F TRV, a7 MIEITRFRRENE T,

HAWNOD SN IF, X7 v F A N—FLFEER LET, SNIIOMEIZ E NFRENTZHE, A1 vFiT
ERBIC X > TREESNTHET, SNHIOEN E ThRWFE, X7 v F X N—FEDAA v T
W, AL v TFOT v T AR —AlIRA =TT, Ay 7HI, 7IF7RAZ a~<v R AL vTFrbH
AL v FETOT A ZAETT,

XFHNTIE, KXFENLFNRBIESNET, =& 21E, | exclude output & A L7246, output %
BUITIERRINEFAD, Output % ZLITIERRINET,

] OB TIL, show cluster candidates =~ > NOH 2R L ET,
Switch> show cluster candidates
| -—-Upstream-—-|
MAC Address Name Device Type PortIf FEC Hops SN PortIf FEC
00d0.7961.c4c0 StLouis-2 WS-C3560-12T Gi0/1 2 1 Fa0/11
00d0.bbf5.e900 1df-dist-128 WS-C3524-XL Fa0/7 1 0 Fa0/24
00e0.le7e.be80 1900 _Switch 1900 3 0 1 0 Fa0/11
00e0.1e9f.7a00 Surfers-24 WS-C2924-XL Fa0/5 1 0 Fa0/3
00e0.1e9£.8c00 Surfers-12-2 WS-C2912-XL Fa0/4 1 0 Fa0/7
00e0.1e9f£.8c40 Surfers-12-1 WS-C2912-XL Fa0/1 1 0 Fa0/9
Catalyst 3560 R4 v F a2 F YI7L VR
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Bl show cluster candidates

WORITIE, 7T7AK a~vr KA, vy FICEEER SN, 772X A= XL vFO MACT K
L 2 2 L7234 @ show cluster candidates =~ > KO &R L £,

Switch> show cluster candidates mac-address 00d0.7961.c4c0
Device 'Tahiti-12' with mac address number 00d0.7961.c4cO

Device type: cisco WS-C3560-12T
Upstream MAC address: 00d0.796d.2f00 (Cluster Member 0)
Local port: Gi0/1 FEC number:
Upstream port: GI0/11 FEC Number:

Hops from cluster edge: 1
Hops from command device: 1

WOHITIE, VITAX Ty UMD Ry TENI THDH, VITAKX AN — AL vFDO MACT R
A &M L7284 @ show cluster candidates =~ > ROH N ZR L E9,

Switch> show cluster candidates mac-address 0010.7bbé6.1lccO
Device 'Ventura' with mac address number 0010.7bb6.1ccO

Device type: cisco WS-C2912MF-XL
Upstream MAC address: 0010.7bb6.1cd4

Local port: Fa2/1 FEC number:
Upstream port: Fa0/24 FEC Number:

Hops from cluster edge: 3
Hops from command device: -

woOFITiL. show cluster candidates detail =~ > FOH A2~ L £,

Switch> show cluster candidates detail
Device 'Tahiti-12' with mac address number 00d0.7961.c4cO

Device type: cisco WS-C3512-XL

Upstream MAC address: 00d0.796d.2£f00 (Cluster Member 1)
Local port: Fa0/3 FEC number:

Upstream port: Fa0/13 FEC Number:

Hops from cluster edge: 1
Hops from command device: 2
Device '1900 Switch' with mac address number 00e0.le7e.be80

Device type: cisco 1900

Upstream MAC address: 00d0.796d.2f00 (Cluster Member 2)
Local port: 3 FEC number: 0

Upstream port: Fa0/11 FEC Number:

Hops from cluster edge: 1
Hops from command device: 2
Device 'Surfers-24' with mac address number 00e0.1e9f.7a00

Device type: cisco WS-C2924-XL

Upstream MAC address: 00d0.796d.2f00 (Cluster Member 3)
Local port: Fa0/5 FEC number:

Upstream port: Fa0/3 FEC Number:

Hops from cluster edge: 1
Hops from command device: 2

BEav> R avw vk EL
show cluster AA v TFBBTDHITAZDODAT—HZABIOY <~ —%2FRrLE
show cluster members JIGAE AUN—IZHETAERER R LET,

Catalyst 3560 R4 v F AR F YI7L R
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show cluster members W

show cluster members

T T AL A UN—DEREFRTT HI121L. show cluster members £7# EXEC =~ R&EH L £7,

show cluster members [n | detail] [ | {begin | exclude | include} expression]

X DEREA

n ULE) 7T AZ AU N—%ilkjl+2%&ES, fHETEHHMAIZ0 ~ 15 T,
detail (E8) TR_TDIFAL AU A—CHlTHEMERR LET,

| begin (fE&) expression & —B T DT OLETREZRBLE T,

| exclude (EE) expression & —BT 51T RTMLERILET,

| include (B $8E &Iz expression & —ET HIT2 R RIZEDET,

expression  BERA v b & LTHIT B HARORTT,

avy kR E—F ##E EXEC
avy FERE y1y—2 EERAE
12.1(19)EA1 Zoavwy RPMEMEShE L,

EREDHA R4

Zoaw R, VT RAZ avw R AL v F ETOARFATE £,
I TABNIZA U NR=PN2WEEIE, e MCZEITRERENET,

LFHITIE, RLFENLFREISNET, =& 21, | exclude output & A L7256 output %
BUITIEIR RS INETADR, Ouiput ZE5TATIEIRSINET,

ECN

i ROFITIL, show cluster members =~ > RO Z - LET, HOND SN X, X7 > FEEZR
bR LET
Switch# show cluster members
| -——Upstream---|

SN MAC Address Name PortIf FEC Hops SN PortIf FEC State
0 0002.4b29.2e00 StLouisl 0 Up (Cmdr)
1 0030.946¢.d740 tal-switch-1 Fa0/13 1 0 Gi0/1 Up
2 0002.b922.7180 nms-2820 10 0 2 1 Fa0/18 Up
3 0002.4b29.4400 SanJduan2 Gi0/1 2 1 Fa0/11 Up
4 0002.4b28.c480 GenieTest Gi0/2 2 1 Fa0/9 Up
WORITIL, 7T AL A2 3—31Z%47 % show cluster members O ) ZR L E T,
Switch# show cluster members 3
Device 'Sanduan2' with member number 3

Device type: cisco WS-C3560

MAC address: 0002.4029.4400

Upstream MAC address: 0030.946¢c.d740 (Cluster member 1)

Local port: Gi0/1 FEC number:

Upstream port: GI0/11 FEC Number:

Hops from command device: 2

Catalyst 3560 R4 v F a2 F YI7L VR
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H  show cluster members

woOFITiL. show cluster members detail =~ > FOHHERLET,

Switch# show cluster members detail

Device 'StLouisl' with member number 0 (Command Switch)
cisco WS-C3560
0002.4b29.2e00

Device type:
MAC address:
Upstream MAC address:
Local port:
Upstream port:
Hops from command device: 0
Device 'tal-switch-14' with member number 1
Device type: cisco WS-C3548-XL
MAC address: 0030.946¢c.d740
Upstream MAC address: 0002.4b29.2e00 (Cluster member 0)
Local port: Fa0/13 FEC number:
Upstream port: Gi0/1 FEC Number:
Hops from command device: 1
Device 'nms-2820' with member number 2
Device type: cisco 2820
MAC address: 0002.0922.7180
Upstream MAC address: 0030.946¢c.d740 (Cluster member 1)
Local port: 10 FEC number: 0
Upstream port: Fa0/18 FEC Number:
Hops from command device: 2
Device 'Sanduan2' with member number 3
cisco WS-C3560
MAC address: 0002.4b29.4400
Upstream MAC address: 0030.946¢c.d740 (Cluster member 1)
Local port: Gi0/1 FEC number:
Upstream port: Fa0/11 FEC Number:
Hops from command device: 2
Device 'GenieTest' with member number 4
Device type: cisco SeaHorse
MAC address: 0002.4b28.c480
Upstream MAC address: 0030.946¢c.d740 (Cluster member 1)
Local port: Gi0/2 FEC number:
Upstream port: Fa0/9 FEC Number:
Hops from command device: 2
Device 'Palpatine' with member number 5
Device type: cisco WS-C2924M-XL
MAC address: 00b0.6404.£8c0
Upstream MAC address: 0002.4b29.2e00 (Cluster member 0)
Local port: Gi2/1 FEC number:
Upstream port: Gi0/7 FEC Number:
Hops from command device: 1

FEC number:
FEC Number:

Device type:

Jl Catalyst 3560 R4 vF Iv Y F YI7L2R

avwyk EL

show cluster AA T NBT DI TAZDAT—FZARBIOY~ U —%2FK R LET,

show cluster candidates

BAAA Yy TFDOY R M ERRLET,
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show controllers cpu-interface W

show controllers cpu-interface

CPU Xy hU—2 A F—T x4 A ASIC (FrE @I iTEMEE) OAT— 2R AL, CPU IZE
T 58y MZBET B HEHE#H A2 5% T 521X, show controllers cpu-interface 4 EXEC =2~
RE[EHLET,

show controllers cpu-interface [ | {begin | exclude | include} expression]

BT | begin (FER) expression & —HT 21T OFREIBLET,
| exclude (EE) expression & —ET AT FRN LRI L £,
| include ERE) fEE SN expression & —HT DITHRRICEDET,
expression ZRARA L N ELTHERTH2H IO T,
ATk E—F i EXEC
av Y FERE yy—=x EEAE
12.1(19)EA1 Coavy FRBMSNE L,

EREDAA FS54>

Zoavry REMEHTL2ZET, v RAaOT 7 =N BAR— MIYRASL v FO RTINSy 2—T ¢
VT EAT O DICENOERDFERSINET,

XFHNTIE, KIXFENLFNREJESET, =& 2L, | exclude output & AJJ L7=54E . output %
BUITIEFERINERAD, Output ZETITIFFERINET,

0] W DBFITiL, show controllers cpu-interface =~ > RO 1 &R LET,

Switch# show controllers cpu-interface

cpu-queue-frames retrieved dropped invalid hol-block

rpc 4523063 0 0 0

stp 1545035 0 0 0

ipc 1903047 0 0 0

routing protocol 96145 0 0 0

L2 protocol 79596 0 0 0

remote console 0 0 0 0

sw forwarding 5756 0 0 0

host 225646 0 0 0

broadcast 46472 0 0 0

cbt-to-spt 0 0 0 0

igmp snooping 68411 0 0 0

icmp 0 0 0 0

logging 0 0 0 0

rpf-fail 0 0 0 0

queueld 0 0 0 0

cpu heartbeat 1710501 0 0 0

Catalyst 3560 R4 v F a2 F YI7L VR
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W show controllers cpu-interface

Supervisor ASIC receive-queue parameters

queue 0 maxrecevsize S5EE pakhead 1419A20 paktail 13EAED4
queue 1 maxrecevsize S5EE pakhead 15828E0 paktail 157FBFC
queue 2 maxrecevsize 5EE pakhead 1470D40 paktail 1470FE4
queue 3 maxrecevsize S5EE pakhead 19CDDD0O paktail 19D02C8

<output truncated>

Supervisor ASIC Mic Registers

MicDirectPollInfo 80000800
MicIndicationsReceived 00000000
MicInterruptsReceived 00000000
MicPcsInfo 0001001F
MicPlbMasterConfiguration 00000000
MicRxFifosAvailable 00000000
MicRxFifosReady O0O0OBFFF
MicTimeOutPeriod: FrameTOPeriod: O0000OEA6 DirectTOPeriod: 00004000

<output truncated>

MicTransmitFifoInfo:

Fifo0: StartPtrs: 038C2800 ReadPtr: 038C2C38
WritePtrs: 038C2C38 Fifo Flag: 8A800800
Weights: 001EOO1E

Fifol: StartPtr: 03A9BCO0 ReadPtr: 03A9BC60
WritePtrs: 03A9BC60 Fifo Flag: 89800400
writeHeaderPtr: 03A9BC60

Fifo2: StartPtr: 038C8800 ReadPtr: 038C88EQ
WritePtrs: 038C88E0 Fifo Flag: 88800200
writeHeaderPtr: 038C88E0

Fifo3: StartPtr: 03C30400 ReadPtr: 03C30638
WritePtrs: 03C30638 Fifo Flag: 89800400
writeHeaderPtr: 03C30638

Fifo4: StartPtr: 03AD5000 ReadPtr: 03AD50A0
WritePtrs: 03AD50A0 Fifo Flag: 89800400
writeHeaderPtr: 03AD50A0

Fifo5: StartPtr: 03A7A600 ReadPtr: 03A7A600
WritePtrs: 03A7A600 Fifo Flag: 88800200
writeHeaderPtr: 03A7A600

Fifo6: StartPtr: 03BF8400 ReadPtr: 03BF87F0
WritePtrs: 03BF87F0 Fifo Flag: 89800400

<output truncated>

BIEa<T VR avwo R B
show controllers N—RT 2T FEFA X —T 2 ADNEHL P AX NS BILIAEND .
ethernet-controller A —T 2 A ADEZEOFHIEREEZRLET,
show interfaces TRTDA L E =T 2 A RAETIFRESNT AV F—T =4 ADOEFR

T ABIOCIMERAT =X R R LET,

Catalyst 3560 R4 v F AR F YI7L R
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show controllers ethernet-controller W

show controllers ethernet-controller

N=RY =T POHBIANIEEZBICET 54 v 7 —7 = ARMLOFEHERE F— 7 — R L TR
9 2121X. show controllers ethernet-controller #5# EXEC =~ F&fi /L ¥, phy ¥—U—F
A A =T = ANERL T A 2 FER L, port-asic ¥ — U — NiZFR— ~ ASIC (K@ kw45
[E#%) (SR D MAER R LET,

show controllers ethernet-controller [interface-id] [phy [detail]] [port-asic
{configuration | statistics} | [fastethernet 0] [ | {begin | exclude | include} expression]

X DA interface-id WA v H—T 2 A (AL T, BV a—L, K- NEBEED)
phy (EE) THRA A, T3 A v E =T =2 AD AL v FOWHEE (PHY) 734
AZADWEL VAL AT —F AZFRLET, £ F—7 A AD Auto-MDIX
BEEOBEAT — N 2R RICEDET,
detail ({EE) PHY WNEBL YA X OFEMIER AR R L ET,
port-asic () A— D ASIC WL 2 2 DIERAEF R LET,
configuration A—hrD ASIC NESL A X OB EERFLET,
statistics A— kD ASIC #EHE# (Rx/Sup F = —F L OZOMOMGHERZ &Te) 2#
RLET,
| begin UEE) expression & —EBT 21T LR REZMABLET,
| exclude ULE) expression & —BT 2175 RTMLERINLET,
| include UEE) FBEESNT- expression & —HT 217 2FRIZEDET,
expression SRR A N LTEMATAHIIANOX T,
a2 F E—F 5 EXEC (=—¥% EXEC &— KO interface-id % — 7 — R TOHFR— )
av > FERE )1)y—= EERNE
12.1(19)EA1 o< RRBMERE LR,

BEREDAA FS54>

FTRCDOA U H =T 2 f AETTHBESINIA V¥ — T = 4 ADFEARN) 72 RMON #atlEda & k7
T4y I ERE -V — R L TCERLET,

phy F£721% port-asic ¥— 7 — K& A L72AE, R RAaDT 7 =00 bR — 1 MAEDA A v F
DETFTITNY 2a—T 4V TICRLOERBERENET,

XFHNTIE, KRIXFENLFNREJESET, =& 2L, | exclude output & AJJ L7=354E . output %
BUITIEFRRINERAD, Ouiput #E0ITIFFRINET,

| OL-8554-08-J
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M show controllers ethernet-controller

Excessive collisions
Late collisions
VLAN discard frames
Excess defer frames
64 byte frames

127 byte frames

255 byte frames

511 byte frames
1023 byte frames
1518 byte frames
Too large frames

Invalid frames, too large
Valid frames, too large

Invalid frames,
Valid frames,

too small
too small

o O O O

Too old frames

Valid oversize frames
System FCS error frames
RxPortFifoFull drop frame

O O O O

i WOBITIE, HDA X —7 x4 AZx9 % show controllers ethernet-controller =~ > FDH )%
RLET, R 2-26 T Transmit D7 4 —/V R, & 2-27 IZ Receive D7 4 —/)v KOFHAZZNEIRL
ES N
Switch# show controllers ethernet-controller gigabitethernet0/1
Transmit GigabitEthernet0/1 Receive

0 Bytes 0 Bytes

0 Unicast frames 0 Unicast frames

0 Multicast frames 0 Multicast frames

0 Broadcast frames 0 Broadcast frames

0 Too old frames 0 Unicast bytes

0 Deferred frames 0 Multicast bytes

0 MTU exceeded frames 0 Broadcast bytes

0 1 collision frames 0 Alignment errors

0 2 collision frames 0 FCS errors

0 3 collision frames 0 Oversize frames

0 4 collision frames 0 Undersize frames

0 5 collision frames 0 Collision fragments

0 6 collision frames

0 7 collision frames 0 Minimum size frames

0 8 collision frames 0 65 to 127 byte frames
0 9 collision frames 0 128 to 255 byte frames
0 10 collision frames 0 256 to 511 byte frames
0 11 collision frames 0 512 to 1023 byte frames
0 12 collision frames 0 1024 to 1518 byte frames
0 13 collision frames 0 Overrun frames

0 14 collision frames 0 Pause frames

0 15 collision frames 0 Symbol error frames

0

0

0

0

0

0

0

0

0

0

0

0

Good (1 coll) frames

* 2-26 Transmit ® 7 1« —)L FOFERHA
Z4—ILF L
Bytes A B —T oA A ETRIFEENT AL bORE

Unicast Frames

ZI=F ¥ AN T FLRIZEEEINTZ T L— 2O/

Multicast frames

TN FXY AR T RLRAICEESINTZ 7 L— LD

Broadcast frames

Ta—RE¥ A F 7T RLRAZEEENTZ T L— 2D

Too old frames

2y SOEBHIRIIN OO HEIIR— s TRey PSRN T7 L— A0

Deferred frames

KPR 23 2% fe KX MR 2B R T2 & THEE SN R T L— LD

MTU exceeded frames

BRFFAI 7 L— b A Rl 217 L— 2 D¥K

1 collision frames

1 Ho#EEE, {2 —T x4 A LETIERICEESNTZT7L—200%

2 collision frames

2 BlOE R, f v F—T A A LTIERIIEESNETZ L—A0H

3 collision frames

3EOEREE, A F—T oA A LTEFRICEEENTZTZL—20

4 collision frames

4 B DOEEE, A1 FX—T oA A LTEFRICEEINEZT7L—20%

Jl Catalyst 3560 R4 vF Iv Y F YI7L2R
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& 2-26

show controllers ethernet-controller

Transmit ® 7 4 —J)L FOHBA EHE)

J4—ILF

B8

5 collision frames

SEIOEZE%. A F—T 2 A A ETEFICEEEINTZTL—L00K

6 collision frames

6 BDEZE%, AV F—Tx2A A LETEFICEREENTZT L —20%K

7 collision frames

pafll

8 collision frames

8 MIDE L%, A v F—T = A A LTIER EEaniz71r—u0%

i

9 collision frames

23k
2%
7 B OERE, o F—T =2 A ETEREICEEENTZT7L—20%
2%
2%

O MDOfEZEH, f v F—Tx2A AL TEFICEEEINTZT7 L—L20K

10 collision frames

10 ElOEZE#%, £ v Z—T 2 A L TIEFICHEINTZ 7 L—20HK

11 collision frames

11 B oEE%, A —T x4 A LTIER EENr-71r—20%%

12 collision frames

13 collision frames

13 BloOEZESE, A v F—7 A A ETIER FEanNE=71—20

14 collision frames

T3k
3%
12 [BlOMEZEH, A X —T A AL TIEFIZEE SN T L—L0%
T3k
ik

14 [FDOEREE, A Z—T A A LTEBICKEENTZT7 L —2DH

15 collision frames

15 B DOfizE#, A2 —T oA A ETCEFICEEINTET7 L —20%

Excessive collisions

16 BOfHEE, A2 —T =2 A LTHEETERNSTZT7 L—LDHK

Late collisions

TL—ANEEEINTEHLE T, 7V—L20EERICREINT-LA P a2 PaitloTRey
TENET7 L —LAD¥

VLAN discard frames

CFl' vty BB EINEZ LICL VA v F—T A A LT Ruy FENET7 L—LADHK

Excess defer frames

RN RNy PR Z B R T2d & TRIEINRN-2T2T7 L— LD

64 byte frames

AU E =T 2 A ETHRIEEINT 64 31 FDT7 L— LD

127 byte frames

A B =T oA A LTEEFEENT 65~ 127 "4 FOT L— LD

255 byte frames

A B =T 2 A A ETHEEENTZ 128 ~ 255 X4 F DT L— 2D

511 byte frames

A HE—T oA A LTHERFENT 256 ~ 511 XA FDOT L— LD

1023 byte frames

A B =T oA A LTHEEENT 512 ~ 1023 A DT L— D%

1518 byte frames

B =T A ALETEREFEINT 1024 ~ 1518 XA RO T L — LD

Too large frames

A B =T oA A LETEFEINTZRERKFA 7L —L VA X227 L —L0H

Good (1 coll) frames

1 BlOE%EE, £ v F—T7 x4 AETIERICEE SN 7 L—208, ZOMHEIZIE 1 BOHEEE,
A B =T 2 A LETIEFICEEENR Do T7 L—20HITEENTEA,

1. CFI = Canonical Format Indicator (7 #—~ v MEXFER)

= 2-27 Receive O 7 14 —JL FDREA
J4—ILF HTL:)]
Bytes Ao B =T A ALTZEENET7L—AICEo THERENTEAEY (1 ) D&, FCS!

ERELOCEFEATRN T L—Ab@ENET, ZOEICIE, 7b—h~yF— By MR EE
NEHE A

Unicast frames

A F =T 2AALTERIIREFEINZLZ=FY A 7 FLACHITONZT L— 20K

Multicast frames

A B =T 2 A LTEBIZZEINTZLFXY AN 7T RLRIZAT BN T L— DR

Broadcast frames

A B =T 2 A A LETIEFHIIZEESNZTo— KXY A h 7 RLAIZHAITLNEZT L—LDH
%

Unicast bytes

A F =T 24 A LTREEINa=F v A JL—A ko THERINZAEY (31 )
D, FCSHEBIVEERATRNTZ L—AbEFENEd, ZOMEICT, 7b—Lh ~y ¥ —
By FREEREEA,

| OL-8554-08-J
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M show controllers ethernet-controller

® 2-27 Receive M7 4 —JL FOHRHA (=)
Z4—ILF EL
Multicast bytes A B =T 2 A ZALETREESNTEZIAFFR Y AL ZL—AICE s THERENTZAETY (A )

V=]

D, FCSHEBLIVEEFATRNWTZ L—AbEBENEd, ZOMHEICITE. 7b—Lh ~y ¥ —
By FRGENEEA,

Broadcast bytes

AV E—T A A FPTEZEESNTETE—FRXy AN ZJL—AIZ Lo THERAINZATEY (N4
) O¥E, FCSHEBLVEFHERX TRV I L—AbEENET, TOMEIZIE, 7L—45 ~y
X — By MREENETA,

Alignment errors

AVE =T 2 A A LETZEENEZT I AV N 2T =557 L— L0k

FCS errors

AVE =T 2 A A ETRIEINTZHAHRES (N4 b)) 2L, EW7 FCSEZ R\ 7
L — A DR

Oversize frames

A B =T 2 A A LETZEINTERRKFAZ7L—A T X227 L— 20

Undersize frames

A E =T 2 A XA LTRIEENT 64 XA FRTEDO 7 L— L DH

Collision fragments

A B =T 2 A A LETRESNTEZaVTary 77720 o

Minimum size frames

BINT L—b A DT L — DD

65 to 127 byte frames

65 ~ 127 "4 RO T L — L DRI

128 to 255 byte frames

128 ~ 255 XA RO T L — LD

256 to 511 byte frames

256 ~ 511 XA FOT L— LD

512 to 1023 byte frames

512 ~ 1023 XA bDOT L— L D%

1024 to 1518 byte frames

1024 ~ 1518 /XA F D7 L — LA DFRER

Overrun frames

A B =T 2 A A LETREISNTEA—NR—=T L 7L —2DE

Pause frames

A B =T 2 A LTZEEINEZR—X 7L —LD%

Symbol error frames

A B =T 2 A A FTZEENEY VAL T —%2 o7 L — A0

Invalid frames, too large

ZF A Maximum Transmission Unit (MTU; 7 2 — LR KE¥ET=y M2H 4 X (FCS B k
igh, TLb—b N~y —"EGERW) &1, FCSTT—F(737 94 A =27 —DEDL
LINEROZESNIZT L— LD

Valid frames, too large

A B =T 2 A A ETZEINTZRRKFAIZ7LV—0 P A X227 L— 50K

Invalid frames, too small

6434 F FCStEY hEEH, 7b—b ~yvX—EEER\V) KT, FCS—F—F%7/137
TAAL D 2T =DELLNERORESNTLT L—LDH

Valid frames, too small

64 XA b (£721Z VLAN # & 7 L— A TIL 68 /A 1) Rl T, A%h72 FCS EZ oA
B—T 2 f ATLEINTZTL—20H, 7L—A A X2F. FCSEY FAREFEN, 71—
L~y — By MIGERLEEA,

Too old frames

Ny SRAIREIA DD AT)R—F TRy 7ENT27 L— LD

Valid oversize frames

A B =T 2 A A LTZEENTRREFTN I L—0 YA &2, A7 FCS ExH->7 11—
LD, 7L—b HA X1k, FCSHEMNEEN, VLAN ¥ 713 EFnEHA,

System FCS error frames

AE=T A A LTRESNIAMBRES (A1) 2Rb, EER FCS a7
L— AL DE

RxPortFifoFull drop
frames

ANFa2a—NMHRTHLZD Ry S, A V¥ —Tx2A A LETREINEZT L— L0

1. FCS = frame check sequence (7 L — A F = v 7 v —/4 L R)
2. MTU = Maximum Transmission Unit (fx Kfzik=>=> k)

Catalyst 3560 R4 v F AR F YI7L R
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R OFIC

T, FEDOA L H—T = A A

R ERLET,

Switch# show controllers ethernet-controller gigabitethernet0/2 phy
0001 0100 0000
1001 0100 1001

Control
Control

Register
STATUS

Phy ID 1
Phy ID 2
Auto-Negotiation Advertisement
Auto-Negotiation Link Partner
Auto-Negotiation Expansion Reg

Next Page Transmit Register

Link Partner Next page Registe

1000BASE-T Control Register
1000BASE-T Status Register

Extended Status Register

PHY Specific Control Register
PHY Specific Status Register
Interrupt Enable

Interrupt Status

Extended PHY Specific Control

Receive

Error Counter

Reserved Register 1

Global Status

LED Control

Manual LED Override

Extended PHY Specific Control

Disable
Disable

Receiver 1
Receiver 2

Extended PHY Specific Status
Auto-MDIX

WOFI T

B

show controllers ethernet-controller

Zxf9 % show controllers ethernet-controller phy =~ > F®

0001
0111
0000
0000
0000
0000
0000
0010
0000
0000
0100
0011
0000
1000
0000
0000
0000
0000
0000
0000
0100
0000
0000
0000
1000
1000
On

0001 0100 0001
1100 0010 0100
0011 1110 0001
0000 0000 0000
0000 0000 0100
0000 0000 0001
0000 0000 0000
1111 0000 0000
0000 0000 0000
0000 0000 0000
0000 0111 1000
0001 0100 0000
0000 0000 0000
0000 0100 0000
1100 0110 1000
0000 0000 0000
0000 0000 0000
0000 0000 0000
0001 0000 0000
1000 0010 1010
0000 0001 1010
0000 0000 1011
0000 0000 0100
0100 1000 0000
[AdminState=1

Flags=0x00052248]

Switch# show controllers ethernet-controller port-asic configuration

Switch 1,

PortASIC 0 Registers

DeviceType

Reset

PmadMicConfig

PmadMicDiag
SupervisorReceiveFifoSramInfo
SupervisorTransmitFifoSramInfo
GlobalStatus

IndicationStatus
IndicationStatusMask

InterruptStatus
InterruptStatusMask
SupervisorDiag
SupervisorFrameSizeLimit

SupervisorBroadcast
GeneralIO
StackPcsInfo

StackRacInfo

StackControlStatus
stackControlStatusMask
TransmitBufferFreeListInfo

TransmitRingFifoInfo

000101BC
00000000
00000001
00000003
000007D0
000001DO0O
00000800
00000000
FFFFFFFF
00000000
01FFES800
00000000
000007C8
000A0F01
000003F9
FFFF1000
FFOFFEFOO
73001630
24140003
18E418E0
FFFFFFFF
00000854
0000088A
00000016
0000000C

000007D0
000001DO0O

00000000
860329BD
86020000
00000003
FD632B00

00000800
0000085D
00000016
0000000C

40000000
40000000

00000004
5555FFFF
5555FFFF
7F001644
18E418E0

00000FF8
00000FF8
40000000
40000000

FFFFFFFF
00000000
00000003
FFFFFFFF

00000000
00000000
00000000
00000000

| OL-8554-08-J
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M show controllers ethernet-controller

TransmitBufferInfo

TransmitBufferCommonCount
TransmitBufferCommonCountPeak
TransmitBufferCommonCommonEmpty

NetworkActivity

DroppedStatistics
FrameLengthDeltaSelect
SneakPortFifolInfo

MacInfo

<output truncated>

00012000
00000F7A
0000001E
000000FF
00000000
00000000
00000001
00000000
0EC0801C
00C0001D

00000FFF

00000000

00000001
00000001

000000

000000

0EC080
00C000

00

00

1B
1E

0000

0240

0000
0000

0030

0000

0001
0001

K DOFITIL, show controllers ethernet-controller port-asic statistics =~ > FOH 1 Z R LET,

Switch# show controllers ethernet-controller port-asic statistics

Switch 1, PortASIC 0 Statistics
0 RxQ-0, wt-0 enqueue frames 0 RxQ-0, wt-0 drop frames
4118966 RxQ-0, wt-1 enqueue frames 0 RxQ-0, wt-1 drop frames
0 RxQ-0, wt-2 enqueue frames 0 RxQ-0, wt-2 drop frames
0 RxQ-1, wt-0 enqueue frames 0 RxQ-1, wt-0 drop frames
296 RxQ-1, wt-1 enqueue frames 0 RxQ-1, wt-1 drop frames
2836036 RxQ-1, wt-2 enqueue frames 0 RxQ-1, wt-2 drop frames
0 RxQ-2, wt-0 enqueue frames 0 RxQ0-2, wt-0 drop frames
0 RxQ-2, wt-1 enqueue frames 0 RxQ-2, wt-1 drop frames
158377 RxQ-2, wt-2 enqueue frames 0 RxQ-2, wt-2 drop frames
0 RxQ-3, wt-0 enqueue frames 0 RxQ-3, wt-0 drop frames
0 RxQ-3, wt-1 enqueue frames 0 RxQ-3, wt-1 drop frames
0 RxQ-3, wt-2 enqueue frames 0 RxQ-3, wt-2 drop frames
15 TxBufferFull Drop Count 0 Rx Fcs Error Frames
0 TxBufferFrameDesc BadCrclé6 0 Rx Invalid Oversize Frames
0 TxBuffer Bandwidth Drop Cou 0 Rx Invalid Too Large Frames
0 TxQueue Bandwidth Drop Coun 0 Rx Invalid Too Large Frames
0 TxQueue Missed Drop Statist 0 Rx Invalid Too Small Frames
74 RxBuffer Drop DestIndex Cou 0 Rx Too Old Frames
0 SneakQueue Drop Count 0 Tx Too Old Frames
0 Learning Queue Overflow Fra 0 System Fcs Error Frames
0 Learning Cam Skip Count
15 Sup Queue 0 Drop Frames 0 Sup Queue 8 Drop Frames
0 Sup Queue 1 Drop Frames 0 Sup Queue 9 Drop Frames
0 Sup Queue 2 Drop Frames 0 Sup Queue 10 Drop Frames
0 Sup Queue 3 Drop Frames 0 Sup Queue 11 Drop Frames
0 Sup Queue 4 Drop Frames 0 Sup Queue 12 Drop Frames
0 Sup Queue 5 Drop Frames 0 Sup Queue 13 Drop Frames
0 Sup Queue 6 Drop Frames 0 Sup Queue 14 Drop Frames
0 Sup Queue 7 Drop Frames 0 Sup Queue 15 Drop Frames
Switch 1, PortASIC 1 Statistics
0 RxQ-0, wt-0 enqueue frames 0 RxQ-0, wt-0 drop frames
52 RxQ-0, wt-1 enqueue frames 0 RxQ-0, wt-1 drop frames
0 RxQ-0, wt-2 enqueue frames 0 RxQ-0, wt-2 drop frames

<output truncated>
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show controllers ethernet-controller W

BEav VR avwy kR H L)
show controllers CPU *» b7 —72 ASIC OB, BI O CPU IZfm< " v hDEZED
cpu-interface MEtEHRER R LET,
show controllers tcam VAT LANDTRTO TCAM & CAM =2 b —FCTHDH TCAM A1~
=T A ZAASIC DL AZ 2AF— 2R FLET,
Catalyst 3560 R4 v F a2 F YI7L VR
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Bl show controllers power inline

show controllers power inline

$87& L 7= Power over Ethernet (PoE) =2 b —F DL Y A% D% FKxd 5121, show controllers
power inline = —% EXEC =2~ FZ#H L 7,

show controllers power inline [instance] [module [ | {begin | exclude | include} expression]

X DA instance (FE) BEa Fa—FOA VAL A, Kl VAL AT 4 SODOFE— ~xt
S LET, o WL, R FOTA RS540 2BRBLTLEFE N, A
VAL VABRELROVEAIE, TRTOAL VAF UARERENET,

| begin UEE) expression & —EBT 21T LR REZMABLET,
| exclude (ER) expression & —H T DITEERMLERILET,
| include UEE) FBEESNT- expression & —¥T 217 2FRICEDET,
expression SRARA L N ELTHERT2HIRNORXTT,
a2 FE—F  =—# EXEC
avy FEE yy—= EERE
12.1(19)EA1 Coawr FABMSIE L,

ERLEDHAL K54  Catalyst 3560-48PS A1 v F Tl, FEETE % instance FFAIZ 0 ~ 11 T,
Catalyst 3560-24PS A A » F Tl $HE TE % instance #iPHIL 0 ~ 5 TT,

Catalyst 3560G-48PS A A » T TiX, 8E TE % instance &PHIZ 0 ~2 T, 0 ~2 LA DA AL v
ADEAE, AA v FIIHD LEFA,

Catalyst 3560-24PS A A v FTiL, HHETE 5 instance FHIL 0~ 1 TF, 0 ~ 1 LSHDOA A HZ
ADHE. Ay FIFHAILEEA,

ZDavy RiE, T_XTORAAL vy FTERRINETH, PoE A1 v FOLTHEHFEETT, PoE &4
R—=hLABRWVWAL v FOBFRITIRES L EE A,

Zoavwry REFEHATLIE, VAT 7=V B R— M MYRAASL v FDO N T TN a—T 47
AT O DITENSLOERP TR INET,

FHITIE, RLFENLFREI S ET, =& 21E, | exclude output & AJ) L7285, output %
EEATIXFRRENEEAD, Output 2 EITIIRRENET,
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show controllers power inline Wl

i R DB T, Catalyst 3560G-48PS F 721% 3560G-24PS A A F LIS D A A v F TD show controllers
power inline =~ > ROM I ERLET,
Switch> show controllers power inline
Controller Instance 0, Address 0x40
Interrupt Reg 0x0 = 0x0
Intr Mask Reg 0Ox1 = O0xF6
Power Event Reg 0x2 = 0x0
Detect Event Reg 0x4 = 0x0
Fault Event Reg 0x6 = 0x0
T-Start Event Reg 0x8 = 0x0
Supply Event Reg O0xA = 0x0
Port 1 Status Reg 0xC = 0xo64
Port 2 Status Reg 0xD = 0x3
Port 3 Status Reg OxE = 0x3
Port 4 Status Reg OxF = 0x3
Power Status Reg 0x10 = OxFF
Pin Status Reg 0x11 = 0x0
Operating Mode Reg 0x12 = OxAA
Disconnect Enable Reg 0x13 = 0xFO
Detect/Class Enable Reg 0x14 = OxFF
Reserved Reg 0x15 = 0x0
Timing Config Reg 0x16 = 0x0
Misc Config Reg 0x17 = 0xA0
ID Revision Reg Ox1A = 0x64
Controller Instance 1, Address 0x42
<output truncated>
WOFITiE, Catalyst 3560G-24PS A I~ T show controllers power inline =~ > KOHJ R L
\i \?AO
Switch> show controllers power inline
Alchemy instance 0, address O
Pending event flag t:NNNNNNNNNNNN
Current State :00 05 10 51 61 11
Current Event :00 01 00 10 40 0O
Timers :00 C5 57 03 12 20 04 B2 05 06 07 07
Error State :00 00 00 00 10 00
Error Code :00 00 00 00 00 00 00 0O 00 00 00 0O
Power Status tNYNNYDNNNNNNN
Auto Config NYYNYYYYYYYY
Disconnect t:NNNNNNNNNNN N
Detection Status :00 00 00 30 00 00
Current Class :00 00 00 30 00 00
Tweetie debug :00 00 00 0O
POE Commands pending at sub:
Command 0 on each port :00 00 00 00 00 00
Command 1 on each port :00 00 00 00 00 00
Command 2 on each port :00 00 00 00 00 00
Command 3 on each port :00 00 00 00 00 00
BEEaTU KR avwo Rk St
logging event PoE A R bouX v T F—T M LT,
power-inline-status
power inline /I L7z PoE R— b £721ZF X CD PoE H— hOBENEHE— REREL
E3e
show power inline fRE L7z PoE A — b E 72133 TP PoE R— h D PoE A7 — % A& £ L
e
Catalyst 3560 R4 v F a2 F YI7L VR
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Hl  show controllers tcam

show controllers tcam

VAT LDF T O Ternary Content Addressable Memory (TCAM), BEZU'CAM = hre—7Th
HTCAM A v % —7 x4 XA ASIC DL T AXDAT — & FKART 5121%, show controllers tcam F5iE
EXEC a2~ FZHLET,

show controllers tcam [asic [number]] [detail] [ | {begin | exclude | include} expression]

BX DA asic (L&) R— o ASIC TCAM # %4 #r LET,
number () HHEOHR— F ASIC B OERER R LET, HETE HHHIZ 0 ~ 15
T‘a‘o
detail (fEE) TCAM L 22 Z OFEMEHEZ #R LET,
| begin (ER) expression & —HT 2T bRREHBE L ET,
| exclude UEE) expression & —BT TR AN OLERILET,
| include (L&) $85E€ SN iz expression & — T 2T FRICEDET,
expression ZHARA L NELTHERAT A H IO TT,
a2 F ®—F  f5H EXEC
av Yy FERE y1y—=x EENE
12.1(19)EA1 Zoawry RpNEBIMEnE L,

EREDHA R4

]

Zoavry REHEHTL2IET, YAaOT 7 =N FPAR— MIYRAL v FO RTINS a—T ¢
VT EAT ) DICESOERBEREINET,

LFEHTIE, KXFENXFEREIESNET, 72& 2L, | exclude output & A L7254, output %
ETITIIFRRSNETAD, Output ZETITIIRREINET,

W DEITIL. show controllers tcam =~ FOHHZFLET,

Switch# show controllers tcam

REV: 00B30103
SIZE: 00080040
ID: 00000000
CCR: 00000000_F0000020

RPIDO: 00000000 00000000
RPID1: 00000000_00000000
RPID2: 00000000 00000000
RPID3: 00000000 00000000

HRRO: 00000000 _EOOOCAFC
HRR1: 00000000_00000000
HRR2: 00000000_00000000
HRR3: 00000000 _00000000
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HRR4:
HRR5:
HRR6:
HRR7:

00000000_00000000
00000000_00000000
00000000_00000000
00000000_00000000

show controllers tcam W

<output truncated>

GMR31: FF FFFFFFFF FFFFFFFE
GMR32: FF FFFFFFFF FFFFFFFF

GMR33: FF_FFFFFFFF FFFFFFFE

TCAM related PortASIC 1 registers

LookupType:
LastCamIndex:
LocalNoMatch:

89A1C67D_24E35F00
0000FFEO
000069E0

ForwardingRamBaseAddress:

00022A00 O002FEOO0 00040600 0002FE0O0 0000D400
00000000 OO3FBAOO 00009000 00009000 00040600
00000000 00012800 00012900

BEa<TF avwyk BL
show controllers CPU x v hU—7 ASIC OfRiE, BIL O CPU IZ/EL X7 v b OEZAFOH
cpu-interface FHEHmAEERRLET,
show controllers N—RT 2T FEFEFA L E—T oA ADONH L P AZNEHAIAENS, £
ethernet-controller A UH =T 2 ADEZIEORHFTREFRLET,
Catalyst 3560 R4 v F a2 F YI7L VR
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Bl show controllers utilization

show controllers utilization

AA v T FETIIRFE DR — b OFIFIH R % K~ T 5 (21%. show controllers utilization = —¥ EXEC
a<wr REHFEALET,

show controllers [interface-id] utilization [ | {begin | exclude | include} expression]

BXOHH interface-id (L) AA vF A4 —7 =4 ADID TF,
| begin UEE) € LTz expression & —BT 2170 bFREMBLET,
| exclude (L&) $87E LT expression & —HT 2172 RANHHRIALET,
| include (EE) $8E Sz expression & —ET DT RRICEHEDET,

expression ZRAA P ELTHERT 2HAINOATT,

av>Y kK E—F o —# EXEC

avy FER yy—=x EERSE
12.2(25)SE Toavr RREMShE L,

BREDHA FSM4Y  CFHITIE, KXFEALTEREERET, 72 & 21F, | exclude output & A L7284, output %
ETITIIR R SNETAD, Output ZETITIIRREINET,

i W DOFIIL. show controllers utilization =~ > FOH 1 Z R L TWET,
Switch> show controllers utilization
Port Receive Utilization Transmit Utilization
Fa0/1 0 0
Fa0/2 0 0
Fa0/3 0
Fa0/4 0 0
Fa0/5 0 0
Fa0/6 0 0
Fa0/7 0 0

<output truncated>
<output truncated>

Switch Receive Bandwidth Percentage Utilization : 0
Switch Transmit Bandwidth Percentage Utilization : 0

Switch Fabric Percentage Utilization : 0O
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show controllers utilization W

WOBIL, FEDHR— b TD show controllers utilization =~ FOH &R~ L F7,

Switch> show controllers gigabitethernet(0/1 utilization

Receive Bandwidth Percentage Utilization : 0

Transmit Bandwidth Percentage Utilization : 0

= 2-28 show controllers utilization ® 7 1+ —)L FD&RH

J4—ILF BieA

Receive Bandwidth Percentage |z ( v FOZEFHEIHALRLFRLET, X, TXTOR—
Utilization DEAZE P T T 4 v I DEFEAL v FORBHERTHSZHOTT,
Transmit Bandwidth AL v FOERBEWHEAMALRER T LET, T, TXTOFR— b
Percentage Utilization DERFERNT T4 v DEHEAL v FOREERETEH > LDOTT,
Fabric Percentage Utilization |2 A v FD&E(E & ZE DM ST OHIWAAROYH) #FR L £,

BEa<TFR avw vk EL

show controllers A B =T 2 ADNEL TV AZ ZRKRLET,
ethernet-controller

Catalyst 3560 R4 v F a2 F YI7L VR
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Bl show diagnostic

show diagnostic

FTA KT A FNORERBEIOYR—FENDET AN AL — b EFRT DHITIL,

a—HF EXEC 2~ FEMEHLET,

show diagnostic content [ | {begin | exclude | include} expression]

show diagnostic post [ {begin | exclude | include} expression]

show diagnostic result [detail | test {test-id | test-id-range | all} [detail]] [ | {begin |
exclude | include} expression]

show diagnostic schedule [ | {begin | exclude | include} expression]

show diagnostic status [ | {begin | exclude | include} expression]

show diagnostic [detail] [ | {begin | exclude | include} expression]

show diagnostic

XX DA content AT APMBLOTRCOEY 2—/LICELT, 74 MID, 72 Mg
P, BEROYR—bFINDIANL Y TA N LNLEGDLT A MER
ERRLET,
post Power-on Self-Test (POST; B ARH C2MT X ) OfERE R
LET, a~v>r FOHIIIZ show post =2~ FERIL T,
result TAMERERRFLET,
detail UEE) X TOTF R MEdER R LET,
test TFARNERELET,
test-id 7 A N OWHES, TOMOERICOWTIE, EHAEOT A KT 4
VI EBRLTIES Y,
test-id-range T A N OBHEFE O, EToMmoERICoONTIE, (EH EoT A R
TAV] BEERLTLIEIN,
all FT_RTCHOHT A K
schedule HEAF P 2a—LENTWEIZHZ 27 2F - LET,
status TAR AT —=H 2ABFRFLET,
[begin ({£%) expression & —FHT 2T LR REZBIALE T,
|exclude (fEE) expression & —EHT TRV L ET,
linclude (LE) $8E &z expression & —HT 2T FRICEDET,
expression SZHAA N ELTHERTAHIIANOAXTT,
TI4IE Zoavy R, T74V FREFH Y EFHA,
a2 FE—F  =—#% EXEC
vy FERE Jyy—= FERA
12.2(35)SE COavy FABIMEIE L,

Jl Catalyst 3560 R4 vF Iv Y F YI7L2R
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show diagnostic W

EREDAL FS4Y  switch num Z AT LRWEGEIE, TRTOAL v FOREWRPERENET,
avy AT, RRESNDT A MERIZKRDO LBY T,
e Passed (.)
e TFailed (F)
e Unknown (U)

1 WOHI TR, ZAA v FITRESNTWEFT L TA v BeFERT 5 s Rk LET,

Switch# show diagnostic content switch 3

Switch 3:
Diagnostics test suite attributes:
B/* - Basic ondemand test / NA
P/V/* - Per port test / Per device test / NA
D/N/* - Disruptive test / Non-disruptive test / NA
S/* - Only applicable to standby unit / NA
X/* - Not a health monitoring test / NA
F/* - Fixed monitoring interval test / NA
E/* - Always enabled monitoring test / NA
A/I - Monitoring is active / Monitoring is inactive
R/* - Switch will reload after test list completion / NA
P/* - will partition stack / NA

Test Interval Thre-
ID Test Name attributes day hh:mm:ss.ms shold
1) TestPortAsicStackPortLoopback BRN* & **p** 000 00:01:00.00 n/a
2) TestPortAsicLoopback B*D*X**IR* not configured n/a
3) TestPortAsicCam B*D*X**IR* not configured n/a
4) TestPortAsicRingLoopback B*D*X**IR* not configured n/a
5) TestMicRingLoopback B*D*X**IR* not configured n/a
6) TestPortAsicMem B*D*X**IR* not configured n/a

ROBFITIE, A v TFDOF T U BWHIRERRT 2 B2 RLET,

Switch# show diagnostic result switch 1
Switch 1: SerialNo
Overall diagnostic result: PASS

Test results: (.= Pass, F = Fail, U = Untested)
1) TestPortAsicStackPortLoopback --->
2) TestPortAsiclLoopback --—-—--—----—- >
3) TestPortAsicCam -—--—-——————-———-—~- >
4) TestPortAsicRingLoopback -------- >
5) TestMicRingLoopback ------------- >
6) TestPortAsicMem —---—---—-—-——-———-——- >
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Bl show diagnostic

WOFITIE, T IFAvZWT AN AT —FARERRT A EZRLET,

Switch# show diagnostic status
<BU> - Bootup Diagnostics, <HM> - Health Monitoring Diagnostics,
<OD> - OnDemand Diagnostics, <SCH> - Scheduled Diagnostics

Card Description Current Running Test Run by
1 N/A N/A
2 TestPortAsicStackPortLoopback <OD>
TestPortAsicLoopback <OD>
TestPortAsicCam <OD>
TestPortAsicRingLoopback <OD>
TestMicRingLoopback <OD>
TestPortAsicMem <OD>
3 N/A N/A
4 N/A N/A
Switch#

WOBPITIE, A v TFOFTA BT AN ATV a—NVaRnRT 5ikERLET,

Switch# show diagnostic schedule switch 1
Current Time = 14:39:49 PST Tue Jul 5 2005
Diagnostic for Switch 1:

Schedule #1:

To be run daily 12:00

Test ID(s) to be executed: 1.

BEaITUF av ok St
clear arp inspection log NVAE=Z Y U TZWT A R ERELET,
diagnostic schedule TANR—ADF U TA VBT A NEAFVa—) T LET,
diagnostic start FrIA4 BT AN ERBLET,
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show dot1g-tunnel W

show dot1q-tunnel

IEEE 802.1Q k> /b R— M 21EHR AR RT 51X, show dotlq-tunnel = —+% EXEC =2+
Rz L £,

show dotlq-tunnel [interface interface-id] [ | {begin | exclude | include} expression]

X DA interface interface-id  ({£:7%) IEEE 802.1Q h > %V v JfE#iz FmRd 54 v 4 —7 = A ZA&FEE L
ET. A A VA —T oA AE WEAR— FBIOAR—F Fy 2 ATT,
| begin UEE) expression & —ET 21T LR RZMAIGLET,
| exclude ULE) expression & —BT 275 RTNLERINLET,
| include UEE) FBEESNT: expression & —¥T 217 2FRICEDET,
expression ZRAA Y N ELTHEATHHIINORTT,

avyv Kk E—F o —# EXEC

avy FER yy—=x EERNE
12.2(25)EA1 Zoawy REMESNE L,

BREDHA FSM4Y  CFEHITIE, KXFEALEREERET, 72 & 21F, | exclude output & A L7284 output %
ETITIIRRSNETAD, Output ZETITIIRREINET,

£l WOFHITIE, show dotlg-tunnel =~ > ROM T ERLET,

Switch> show dotlqg-tunnel
dotlg-tunnel mode LAN Port (s)
Gi0/1

Gi0/2

Gi0/3

Gi0/6

Po2

Switch> show dotlg-tunnel interface gigabitethernet0/1
dotlg-tunnel mode LAN Port (s)

Gi0/1
BEavUF avwoFk B
show vlan dotlq tag native IEEE 802.1Q XA 7 4 7 VLAN ¥ ¥/ A7 —H A%k F/R L F
‘é‘o
switchport mode dotlq-tunnel A2 —7 x4 A% IEEE 802.1Q h> /L A—h & LTHEL
i‘a‘o
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M show dotix

show dot1x

AL v FFEFIFBEESNTZA— D IEEE 802.1x HatHH, BHAT—X A, BIXOEERAT —H A
F7 T HI21%, show dotlx =—¥ EXEC =~ R&MH L E7,

show dotlx [{all [summary] | interface interface-id} [details | statistics]] [ | {begin |
exclude | include} expression]

X DA all [summary] (FE) T_RCTOF— FDIEEE 802.1x A7 —# A& FE 7 LET,
interface interface-id  (3x) (&) HEDHR— FD IEEE 802.1x A7 —&% A (A7, BV a—
N, BEOFR— EERE) 2R RLET,

details ({L3) IEEE 802.1x A v ¥ — 7 = A A DM A FE R L ET,
statistics e SN 7=R— o IEEE 802.1x #atE@HAa &= LT,

| begin EE) expression & —BT 51T bR REHFBLET,

| exclude (ER) expression & —ET D172 RN ORIV £,

| include () $8E Sh/z expression & —E T DITEFRICEHEDET,
expression BWHRA L NE LTHERT D DADORTT,

avy kFE—F o —# EXEC

avy FER Jy1y—=x EERA

12.1(19)EAL Zoa<wry RRNBMEE L,

12.2(25)SED BEAT —FD~Yy AT—FBIWR—F AT —H A 7 4 —)L K|Z
auth-fail-vlan & £ 5 L 5 IR RZPIEINE LT,

12.2(25)SEE gy REXREE SR, a~v> REABNMEESRE L,

12.2(35)SE TR, ™A K& IP Phone (Cisco IP Phone F7-1Z v A aIAdD A — 51—
DEFE) OWH L LTRESNEHF— NORTF—F 2 & L 5 LS
nE L,

FREDHALIRSAY KR FZ2EELRVEAE. 70— RIFTA— B L0~ —REREINET, B— FEEET
%6, R— bOFEMPRTRINET,
B EER G E LTR— MlEPERE S, ZOREDAA v FORE LRI T H5E.
show dotlx {all | interface interface-id} ¥t EXEC 2~ RHAZROERNE RSN ET,

ControlDirection = In (Inactive)

LFEHTIE, KT ENXFEREIENET, =& 21E, | exclude output & A L7=H4A . output %
ETITIIRRSNETAD, Output ZETITIIRREINET,

Catalyst 3560 R4 v F AR F YI7L R
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show dotix

1 KOFTIE, show dotlx = —F EXEC =~ RO %R LET,

Switch> show dotlx
Sysauthcontrol
Dotlx Protocol Version

Critical Recovery Delay

Critical EAPOL

Enabled
2
100

Disabled

WOFITIL, show dotlx all = —# EXEC =~ FOHOERLET,

Switch> show dotlx all
Sysauthcontrol
Dotlx Protocol Version

Critical Recovery Delay

Critical EAPOL

Enabled
2
100

Disabled

Dotlx Info for GigabitEthernetO/1

PAE

PortControl
ControlDirection
HostMode
Violation Mode
ReAuthentication
QuietPeriod
ServerTimeout
SuppTimeout
ReAuthPeriod
ReAuthMax

MaxReq

TxPeriod
RateLimitPeriod

<output truncated>

AUTHENTICATOR
AUTO

Both

SINGLE HOST
PROTECT
Disabled

60

30

30

3600 (Locally configured)
2

2

30

=0

W OBFITIL, show dotlx all summary = — EXEC 2~ > ROH /R L ET,

Interface PAE Client Status
Gi0/1 AUTH none UNAUTHORIZED
Gi0/2 AUTH 00a0.c9%908.0072 AUTHORIZED
Gi0/3 AUTH none UNAUTHORIZED

WOBITIL, show dotlx interface interface-id =—% EXEC 2~ FOHAZRLET,

Switch> show dotlx interface gigabitethernet0/2
Dotlx Info for GigabitEthernet0/2

PAE

PortControl
ControlDirection
HostMode
ReAuthentication
QuietPeriod
ServerTimeout
SuppTimeout
ReAuthPeriod
ReAuthMax

MaxReqg

TxPeriod
RateLimitPeriod

AUTHENTICATOR
AUTO

In

SINGLE HOST
Disabled

60

30

30

3600 (Locally configured)
2

2

30

=0

| OL-8554-08-J
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show dot1x

WK DBFITIL, show dotlx interface interface-id details == —% EXEC =2~ RO IZ R LET,

Switch# show dotlx interface gigabitethernet0/2 details
Dotlx Info for GigabitEthernet0/2

PAE = AUTHENTICATOR
PortControl = AUTO
ControlDirection = Both

HostMode = SINGLE_HOST
ReAuthentication = Disabled
QuietPeriod = 60
ServerTimeout = 30
SuppTimeout = 30
ReAuthPeriod = 3600 (Locally configured)
ReAuthMax =2

MaxReq =2

TxPeriod = 30
RateLimitPeriod =0

Dotlx Authenticator Client List Empty

WOBITIE, A—FBF A N VLAN IZEID Y ThHi, AR L E— A multiple-hosts £ — RIZZEE =
N4 @ show dotlx interface interface-id details =~ > KO HZERLET,

Switch# show dotlx interface gigabitethernet0/1 details
Dotlx Info for GigabitEthernetO/1

PAE = AUTHENTICATOR
PortControl = AUTO
ControlDirection = Both

HostMode = SINGLE_HOST
ReAuthentication = Enabled
QuietPeriod = 60
ServerTimeout = 30
SuppTimeout = 30
ReAuthPeriod = 3600 (Locally configured)
ReAuthMax =2

MaxReq =2

TxPeriod = 30
RateLimitPeriod =0

Guest-Vlan = 182

Dotlx Authenticator Client List Empty

Port Status = AUTHORIZED
Authorized By = Guest-Vlan
Operational HostMode = MULTI HOST
Vlan Policy = 182

Jl Catalyst 3560 R4 vF Iv Y F YI7L2R

WOFITIE, A— FNHE A k& IP Phone (Cisco IP Phone £7213 v A LIS D A —H —DEEHE) O
5 & L CRE SN 7254A @ show dotlx interface interface-id details =~ > RO 2R LET,
HostMode 7 ¢ —/V Ri& MuLTI-DOMAIN %/~ L E7,

LOTR# show dotlx interface gigabitEthernet 0/3 details

Dotlx Info for GigabitEthernet2/0/3
PAE = AUTHENTICATOR

PortControl = AUTO

ControlDirection = Both

HostMode = MULTI DOMAIN
ReAuthentication = Disabled
QuietPeriod = 60

ServerTimeout = 30

OL-8554-08-J |
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SuppTimeout = 30

ReAuthPeriod = 3600 (Locally configured)
ReAuthMax = 2

MaxReq = 2

TxPeriod = 1

RateLimitPeriod = 0

Pruning Mac-Auth-Bypass Enabled
Critical-Auth = Enabled
Critical Recovery Action =
Critical-Auth VLAN = 10
Guest-Vlan = 15

Reinitialize

Dotlx Authenticator Client List

DATA
Supplicant = 0000.aaaa.bbbb

Auth SM State = AUTHENTICATED
Auth BEND SM Stat = IDLE
Port Status = AUTHORIZED
Authentication Method =

Domain =

MAB

show dotix

Vlan Policy = 20

WOBITIL, show dotlx interface interface-id statistics =2~ > KOHHZRLET, £ 22912, 2
DHATEREND 74—V FOFHMHEZRLET,

Switch> show dotlx interface gigabitethernet0/2 statistics

Dotlx Authenticator Port

RxStart = 0
RxInvalid = 0

TxReq = 2

RxVersion = 2

RxLogoff =
RxLenErr

TxReqID = 132

LastRxSrcMAC =

Statistics for GigabitEthernet0/2

I
o

RxResp =1
0 RxTotal = 2

RxRespID = 1

TxTotal = 134

00a0.c908.0072

& 2-29 show dot1x statistics ® 7 1+ —JL FOFHA

F4—ILE B

RxStart ZA{5 S A %72 EAPOL-Start 7 L — A D%

RxLogoff /2 &#17- EAPOL-Logoff 7 L — A D%k

RxResp Zi5 &= H%h72 EAP-Response 7 L' — 4 (Response/Identity 7 L — A LLSL)
DI

RxRespID A5 7= EAP-Response/Identity 7 L — A D%

RxInvalid ZEENTZEAPOL 7L —2D 5 b, 7b—Ah XA FTEDBHETEX VT L—14
DI

RxLenError ZEENTZ EAPOL 7L —20D 5 b, X7y NARKDODEIZRT 7 4 —/L KR
W77 L— LD

RxTotal ZREINTZTXTOXYA TOHEH EAPOL 7 L —ALD¥

TxReq {8 &7z EAP-Request 7 L'— 24 (Request/Identity 7 L — A LIS D%k

TxReqld {5 &S 7z EAP-Request/Identity 7 L — A O %KL

TxTotal EE SN2 T TDO X A 7D Extensible Authentication Protocol over LAN
(EAPOL) 7 L —20¥%

RxVersion IEEE 802.1x X—Y a3 > 1 B TZE SN 7 v Fo#k

LastRxSrcMac B%I2%Z(5 L2 EAPOL 7 L— A T{Ek SN2 %(F 58 MAC 7 R L%

| OL-8554-08-J
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M show dotix

BEav VR avwy kR HL)
dot1x default IEEE 802.1x /3T A —% %7 7 )b MEIZRE L £ 7,

OL-8554-08-J |
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showdtp W

show dtp

AL o FEFLITBESINTZA VI —T 2 A ADEAF Iy bToF 7 Fu hanr (DTP) &FER
F5121%. show dtp ¥i# EXEC =2~ > FEHEH L7,

show dtp [interface interface-id] [ | {begin | exclude | include} expression]

X DA interface GE) (B fBEShA v =724 ADF—F ¥xa VT4 #ELERLE
interface-id T, B A v F—T =2 A ZAFPWEAE— (XA S, EVa2—N, B—  ES
EED) AERET,
| begin (EE) expression & —EHT DT bRAEZHG L ET,
| exclude (EE) expression & —HT DITEERMLERILET,
| include UEE) FBEESNT: expression & —HT 2172 FRICEDET,
expression  HBRRA L ELTHEATIHINORXTT,
ATk E—F  =—% EXEC
av > FERE yy—= EERAE
12.1(19)EA1 Ioawy RBEMEhE L,

BEREDAA FS54>

LFFNTIE, RXFLNLEREIENET, 72& 212, | exclude output & AJ) L7284 output %
ETITIIR R SNETAD, Output ZETITIIRREINET,

! KOFITIE, show dtp =1~ ROHAZRLET,
Switch# show dtp
Global DTP information
Sending DTP Hello packets every 30 seconds
Dynamic Trunk timeout is 300 seconds
21 interfaces using DTP
W OBFITIL, show dtp interface =~ > KON Z/RL E7,
Switch# show dtp interface gigabitethernet0/1
DTP information for GigabitEthernet0/1:
TOS/TAS/TINS: ACCESS/AUTO/ACCESS
TOT/TAT/TNT: NATIVE/NEGOTIATE/NATIVE
Neighbor address 1: 000943A7D081
Neighbor address 2: 000000000000
Hello timer expiration (sec/state): 1/RUNNING
Access timer expiration (sec/state): never/STOPPED
Negotiation timer expiration (sec/state): never/STOPPED
Multidrop timer expiration (sec/state): never/STOPPED
FSM state: S2:ACCESS
# times multi & trunk 0
Enabled: yes
In STP: no
Catalyst 3560 R4 v F a2 F YI7L VR
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W showdtp
Statistics
3160 packets received (3160 good)
0 packets dropped
0 nonegotiate, 0 bad version, 0 domain mismatches, 0 bad TLVs, 0 other
6320 packets output (6320 good)
3160 native, 3160 software encap isl, 0 isl hardware native
0 output errors
0 trunk timeouts
1 link ups, last link up on Mon Mar 01 1993, 01:02:29
0 link downs
EEaTUF avUFk L)
show interfaces trunk A B =Tz A N T U IIEREZFZRLET,

Catalyst 3560 R4 v F AR F YI7L R
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show eap

AA v FF 135 E DR — D Extensible Authentication Protocol (EAP)

showeap H

LA ML—3 g SERB

Ity v a VIERERRT HITIE, show eap FitE EXEC =~ REHEALET,

show eap {{registrations [method [name] | transport [name]]} | {sessions [credentials
name [interface interface-id] | interface interface-id | method name | transport
name]}} [credentials name | interface interface-id | transport name] [ | {begin |
exclude | include} expression]

X DEREA

registrations

EAP L A RL—3a U EREFRALET,

method name

(%) EAP kO LA L —va U EREERLET,

transport name

(f£8) EAP GO L YA b — g UIEREZFERLET,

sessions

EAP & v v a UFREFRRLET,

credentials name

(FZ) EAP FROL YA ML —3 3 UERERTLET,

interface interface-id  (¥) (LE) fEEOFR—F (XA T, EVa—, K— EZEETL) O
EAP f§Haz &K RLET,
| begin (EE) expression & —BT 21T ORREZFBLET,
| exclude (EE) expression & —HBT 5172 KTV OLERINLET,
| include (LE) $8E Sz expression & —ET DT FRIZEHEDET,
expression SRS FELTHEATA2HINOXTT,
ATk E®—F ¥ EXEC
av > FERE J1yy—=x EFERRE

BEREDAA FS54>

12.2(25)SEE

Zoavwry RRBMSRELE,

RDOF—TU— R & & BHIT show eap registrations F##E EXEC =~ > FE2FEHT 56, 2~ N
IR OIERNF RS NET,

e None : EAP B LU g S 7= EAP AR THAIN DT XTO FALL~L

e method name ¥ —7 — N : BEINTZFEDOF X

e transport name ¥ — 7 — R : BEFINIEFED FAL L ~UL
WD ¥ —T— K& &L show eap sessions £5# EXEC 2~ > FEHEHTLHA, 2~ FHAKIZERO

HWRAFRRENET,

e None: T XTCDOT V7 4772 EAP vy 3~

e credentials name ¥—V — F : FFEOEHAET 0 7 7 A v

 interface interface-id ¥ — "V — K : FFEDA LV X —T = ADINT A —H
e method name ¥ —7 — K : £ E D EAP J7:{

e transport name ¥— 7 — K : FFED FAL L ~L

| OL-8554-08-J
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W showeap
LFHTIE, KXFENXTERRBIESNET, =& 2iE, | exclude output & AT L7Z85A . output %
AUATHRFRSUEEAD, OQuiput % GLITERRSHET,
0] WK OBFITIL, show eap registrations 5 EXEC =~ FOH I Z R LET,
Switch> show eap registrations
Registered EAP Methods:
Method Type Name
4 Peer MD5
Registered EAP Lower Layers:
Handle Type Name
2 Authenticator Dotlx-Authenticator
1 Authenticator MAB
ORI TIiX, show eap registrations transport 54 EXEC =2~ ROH 1 E R LET,
Switch> show eap registrations transport all
Registered EAP Lower Layers:
Handle Type Name
2 Authenticator Dotlx-Authenticator
1 Authenticator MAB
WOFITIL, show eap sessions §7# EXEC =2~ RO ZRLET,
Switch> show eap sessions
Role: Authenticator Decision: Fail
Lower layer: Dotlx-Authenticalnterface: Gi0/1
Current method: None Method state: Uninitialised
Retransmission count: 0 (max: 2) Timer: Authenticator
RegId Retransmit (timeout: 30s, remaining: 2s)
EAP handle: 0x5200000A Credentials profile: None
Lower layer context ID: 0x93000004 Eap profile name: None
Method context ID: 0x00000000 Peer Identity: None
Start timeout (s): 1 Retransmit timeout (s): 30 (30)
Current ID: 2 Available local methods: None
Role: Authenticator Decision: Fail
Lower layer: Dotlx-AuthenticalInterface: Gi0/2
Current method: None Method state: Uninitialised
Retransmission count: 0 (max: 2) Timer: Authenticator
RegId Retransmit (timeout: 30s, remaining: 2s)
EAP handle: 0xA800000B Credentials profile: None
Lower layer context ID: 0x0D000005 Eap profile name: None
Method context ID: 0x00000000 Peer Identity: None
Start timeout (s): 1 Retransmit timeout (s): 30 (30)
Current ID: 2 Available local methods: None
<Output truncated>
Catalyst 3560 R4 v F AR F YI7L R
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showeap H

W DFITIL, show eap sessions interface interface-id ¥4 EXEC =2~ RO N EZR L ET,

Switch# show eap sessions gigabitethernet0/1

Role: Authenticator Decision: Fail

Lower layer: Dotlx-AuthenticalInterface: Gi0/1

Current method: None Method state: Uninitialised

Retransmission count: 1  (max: 2) Timer: Authenticator

RegId Retransmit (timeout: 30s, remaining: 13s)

EAP handle: 0x5200000A Credentials profile: None

Lower layer context ID: 0x93000004 Eap profile name: None

Method context ID: 0x00000000 Peer Identity: None

Start timeout (s): 1 Retransmit timeout (s): 30 (30)

Current ID: 2 Available local methods: None
EEa<TUF avwUFk B

clear eap sessions AA o FE I IAFEDOR— RO EAP Ot v 3 AEEE R LET,

Catalyst 3560 R4 v F a2 F YI7L VR
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Bl showenv

show env

AA vy FO7 7, iWE, Redundant Power System (RPS; JURERI A7 &) O MM, BLOER
1% T 5121X, show env =—¥ EXEC 2~ > R&EHLET,

show env {all | fan | power | rps [all | detail | | temperature [status]} [ | {begin | exclude
| include} expression]

X DA all 77 v LIRERBOW G OREEF T LET,
fan AL v F Ty OREEFRRLET,
power AL v FOBRDOKEERRTLET,
rps RPS 300 Redundant Power System (RPS 300) . Cisco RPS675 Redundant Power
System (RPS 675). F7-1% Cisco Redundant Power System 2300 (RPS 2300)
WAL v FILHEHI N TVDEINE I PERRLET,
rps all (L) AX U RTRY AL v T EREFAL v F AZ v 7 ICHRSNZTXTO
TEBRV AT 2R RLET,
INHOXF—U— KX, Catalyst 3560v2 AA v F L CORFEHTHZ LN TE
ESSaR
rps detail UEE) AA v FERFIAL v TF ALY v 7 ICHR SN LR ER Y A7 ST
LEFMAERFLET,
INHOXF—U— KX, Catalyst 3560v2 AA v F L COARFEHTHZ LN TE
ESSaR
temperature ZA v FDIRERT —FZ AT R LET,
status (EE) Ay FONFIRE OMTRETIER) BLXOLEWEEZRFLET,
ZDOF—U— N, Catalyst 3560G-48TS. 3560G-48PS. 3560G-24TS, B LT
3560G-24PS A A v F ETCORMEA T2 2 LN TEET,
| begin (EE) expression & —HT 21T ORREZFHBLET,
| exclude (ER) expression & —HT AT 2R bERINL £,
| include (L) $8E Sz expression & —ET DT RRICEDET,
expression ZWARA R ELTHERT A HIINOATT,
A kFE—F 2% EXEC
av Y FERE yy—2x EERE

EREDHA R34

12.1(19)EA1

Zoavwry RRBMEnELE,

12.2(20)SE3

temperature status ¥ — 7 — N2NEM I E L7z,

12.2(50)SEl1

rps [all | detail] ¥ — U — K28 E L7,

show env temperature status =~ > N, TXTDORA v F L TERRINET A,

Catalyst 3560G-48TS., 3560G-48PS. 3560G-24TS, LV 3560G-24PS A A » FIZxt L CEITHER
T, INHDAL v FILZIDavy ReEANTLHE A4 v TFOREAT—FE LEWHEL LA =
~ U RHNICERRINE T, TP 4 ODAL v FUHNDAL vy FIZavr ReA1$25 L, B
7 4 —J)U R|Z Not Applicable MERIINET,

Jl Catalyst 3560 R4 vF Iv Y F YI7L2R
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]

showenv Wl

F 72, Catalyst 3560G-48PS * 721% 3560G-24PS A+ v F ETiX, show env temperature =~ > N %
HEHLTAAL v FOREAT —F AHLFRTEEY, 2~ FHITIE, GREEN B3 XU YELLOW %
T— % OK £ ERL, RED A7 — & FAULTY L &R LET, ZDOAA »FIZ show env all =<
N&2 AT 586, 2~ )i show env temperature status =~ > N ) &R U T,

LEVME L~V 23>\ TiE, 2oV ) —RCHET2H5 Y7 ho=27 a7 4Falb—

vary A REZRLTIEIN,

LFEHTIE, KT ENXTFREIESNET, 72& 2L, | exclude output & A L7254, output %

BUITIERRENEEALDR. Output ZETATIIR RS NET,

wOF X, showenvall 2~ RO ZERLET,

Switch> show env all

FAN is OK

TEMPERATURE is OK

Temperature Value: 33 Degree Celsius

Temperature State: GREEN

Yellow Threshold : 56 Degree Celsius

Red Threshold : 66 Degree Celsius

SW PID Serial# Status Sys Pwr PoOE Pwr

1 Built-in Good

SW Status RPS Name RPS Serial# RPS Port#
WDFITIL, showenv fan =~ RO HZERLET,

Switch> show env fan
FAN is OK

ROFITIE, BEME, A7 —F BIOLEWEZRRT L HEEZRLET, £ 2-30 12,

TORERAT — hOFAZRFLET,

Switch> show env temperature status
Temperature Value:28 Degree Celsius
Temperature State:GREEN

Yellow Threshold :70 Degree Celsius
Red Threshold :75 Degree Celsius

% 2-30 show env temperature status <> FH DX T7—

o< N

27—F  |tH

GREEN A A F OIREN I ZERBEICH Y £,

YELLOW RN ZEFHIHICH Y £, A v FONOREDREZHR T 20LERH D £,

RED RN 2 V7 7 AEHIZH Y 97, IREN Z ORBEIZH D55,

BRE) LI WA B Y £77,

ALy FREFIC

| OL-8554-08-J
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Bl show errdisable detect

show errdisable detect

errdisable O HRIEA £ RT 5 121%. show errdisable detect == —¥% EXEC =i~ R&fEH L £7,

show errdisable detect [ | {begin | exclude | include} expression]

XD EHEA | begin (fEE) expression & =BT DTN ORRERIELET,
| exclude (fEE) expression & =BT 21T RRMNOERINLET,
| include (EE) $5E &Niz expression & —ET DITE2FRICEDET,
expression  HIRARA b LTHEATLHIINOXTT,
ATV K E—F  =—% EXEC
oYy FERE yy—= EERE

EREDAA FS54>

]

12.1(19)EA1 Toawr REMSE L,

RS gbic-invalid =7 —OEHX, M%7 Small Form-Factor Pluggable (SFP) £ =2 —/L%
BWLET,

LFEHTIE, KXFENXERRJISNET, =& x1E, | exclude output & A L7284, output %
BUITIIRRENEEAD, Output % ETATIER R SNET,

WwOBTIL, show errdisable detect =~ > FOHTER L E T,

Switch> show errdisable detect

ErrDisable Reason Detection Mode
arp-inspection Enabled port
bpduguard Enabled vlan
channel-misconfig Enabled port
community-limit Enabled port
dhcp-rate-limit Enabled port
dtp-flap Enabled port
gbic-invalid Enabled port
inline-power Enabled port
invalid-policy Enabled port
12ptguard Enabled port
link-flap Enabled port
loopback Enabled port
lsgroup Enabled port
pagp-flap Enabled port
psecure-violation Enabled port/vlan
security-violatio Enabled port
sfp-config-mismat Enabled port
storm-control Enabled port
udld Enabled port
vmps Enabled port

Jl Catalyst 3560 R4 vF Iv Y F YI7L2R
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show errdisable detect W

BIEa<T VR avwy kR HL]

errdisable detect cause FrEoRIA, £33+ _XTORRKIZH LT errdisable #iHi & 1 % —7
M LET,

show errdisable flap-values s TV AREOT T —EREFRELET,

show errdisable recovery errdisable A1 % 4 ~—DEHEF R LET,

show interfaces status A B =T 2 A ADAT—HF AFT-L errdisable A7 — MNMZH DA
B —T A ZADY A MEeFRLET,

Catalyst 3560 R4 v F a2 F YI7L VR
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W  show errdisable flap-values

show errdisable flap-values

HLHREREZTT—L LTS L5442 KRT 51T, show errdisable flap-values == — ¥ EXEC
avy REfHLET,

show errdisable flap-values [ | {begin | exclude | include} expression]

XD EHEA | begin (fEE) expression & =BT DTN ORRERIELET,
| exclude (EE) expression & —ET DT ERP LRI L E T,
| include (EE) $5E &Niz expression & —ET DITE2FRICEDET,
expression SHARA R ELTHERATZ2HINOXTT,
AR kFE—F 2% EXEC
avy FERE yyy—x EENE
12.1(19)EAL Zoa<wry RRNBMENE L,

EREDAA FS54>

7

Flaps 5| TlX, $8EDA » Z— NV EHNIZAT — bA~OEBEZMETTO &, =7 —PHREENTHR— b
DT A =T NIRDIONERTRLET, LexE, 350X A FIvs NFZoF 07 Frbhal
(DTP) 27—k (R—F F—FT727®R/ T 7)., EREFR—MEHNT T ha (PagP) 75 v
TR0 BHBCTERE S NESGE., RIS 20V vy 27—k (Vv Ty 7/ Zvy) 5310 B
RCEREINTZGAIE, =7 — AR ENTHR- IRy y MU LET,

ErrDisable Reason Flaps Time (sec)
pagp-flap 3 30
dtp-flap 3 30
link-flap 5 10

XFHNTIE, KRIXFENLFNRRJESET, =& 2L, | exclude output & AJJ L7=354E . output %
BUITIER R INEFAD, Output % ZLITIER RS NET,

WOBITIL, show errdisable flap-values =~ > KO A ZRLET,

Switch> show errdisable flap-values

ErrDisable Reason Flaps Time (sec)
pagp-flap 3 30
dtp-flap 3 30
link-flap 5 10

Catalyst 3560 R4 v F AR F YI7L R
m. OL-8554-08-J |



| £2% cCatalyst 3560 41 ¥ F Cisco I0S a<w > F

show errdisable flap-values W

EEEavT UK avyv kR BoL
errdisable detect cause FEDFIK, £33 _XCOFEKICH LT errdisable #iH % A 12— 7
M LUET,
show errdisable detect errdisable iH AT — X% A& F R L E T,
show errdisable recovery  errdisable [ % A ~—OIEH & %5 LE T,
show interfaces status B =Tz A ADAT—HF AFET21 errdisable 27— MNZH DA
B =Tz A ADY A NERRLET,
Catalyst 3560 R4 v F a2 F YI7L VR
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Bl show errdisable recovery

show errdisable recovery

errdisable [F118 % A ~ — 1 &% &~ 3 5 121%. show errdisable recovery == —# EXEC =2~ F&ffiff
LET,

show errdisable recovery [ | {begin | exclude | include} expression]

XD EHEA | begin (fEE) expression & =BT DTN ORRERIELET,
| exclude (fEE) expression & =BT DT RRMNOERINLET,
| include (EE) $5E &Niz expression & —ET DITE2FRICEDET,
expression  HIRARA b LTHEATLHIINOXTT,
ATV K E—F  =—# EXEC
oYy FERE yy—= EERE

EREDAA FS54>

]

12.1(19)EA1 Toawr REMSE L,

gbic-invalid error-disable D¥EHX, %572 Small Form-factor Pluggable (SFP) A > % —7 =1 2%
BW®LET,

Jl Catalyst 3560 R4 vF Iv Y F YI7L2R

XFHNTIE, KRIXFENLFNRRJIESET, =& 2L, | exclude output & A L7254A . output %
BUATIEIR AR INVET AL, Ouiput ZETATIIRFRINET,
DB TIL, show errdisable recovery =~ > KOH 12 /R L E T,
Switch> show errdisable recovery
ErrDisable Reason Timer Status
udld Disabled
bpduguard Disabled
security-violatio Disabled
channel-misconfig Disabled
vmps Disabled
pagp-flap Disabled
dtp-flap Disabled
link-flap Enabled
12ptguard Disabled
psecure-violation Disabled
gbic-invalid Disabled
dhcp-rate-limit Disabled
unicast-flood Disabled
storm-control Disabled
arp-inspection Disabled
loopback Disabled
Timer interval:300 seconds
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show errdisable recovery W

Interfaces that will be enabled at the next timeout:

Interface Errdisable reason Time left (sec)

(GX)  unicast-flood 7 « —/V KiZ, HAOICEREINETNERTT,

BBEav> R awvk HoL:

errdisable recovery BIEA =X LEREZRELET,

show errdisable detect errdisable i AT —Z 22 FK R LE T,

show errdisable flap-values SN TWAWRED TS —|[F#HERTLET,

show interfaces status A B =T ADAT —H AFE T3 errdisable 27— MMZHBA

B—=T A ZADY A NE2FERLET,
Catalyst 3560 R4 v F a2 F YI7L VR
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B show etherchannel

show etherchannel

F ¥ /L ® EtherChannel {E# & -~ 7 5121%. show etherchannel ——%4 EXEC =i~ F&fHEH L £,

show etherchannel [channel-group-number {detail | port | port-channel | protocol |
summary}] {detail | load-balance | port | port-channel | protocol | summary} | |
{begin | exclude | include} expression]

X DA channel-group-number (EE) Tv 3V JV—T7OFS5TT, HETE DHMHIT 1 ~ 48 TT,
detail EtherChannel OFEfiZ R R L £,
load-balance K= F X XNVNOR— FHOAR ST, 72137 L— AR5
EERRLET,
port EtherChannel A — MEHREZRRLET,
port-channel = F ¥ rUERERRLET,
protocol EtherChannel Tifi S5 7 n Fa vz L ET,
summary EF v x) TN —TOV~<U —% | {TCERLET,
| begin (ERE) expression & —HT DT LEREZRFIALET,
| exclude (EE) expression & —HT 2T RTNPORINLE T,
| include (L&) $8E Iz expression & —HT 2T FRICEDE T,
expression ZHARA v NELTHERT A HIIADOATT,
aAvY K E—F  =—#% EXEC
av Yy FERE J1yy—=x EFERRE

12.1(19)EA1 Zoavwy RBEMEShE L,

12.2(25)SE channel-group-number N 1 ~ 12 56 1 ~ 48 IZEFT I E LT,

EREDHA RS54 channel-group Z¥5E LRWHAIE, TRTOF v R F—FRERENET,

HATIE, A—F UX D Passive 74— /L RIZLA¥3IDR—F F¥ RZNVOIRIIH L TERINE
T, TDOT 4=V RiF, BEILTOWARWYHEIR— R F v 320 Z—7N (BXOEEMICT v 3L
TN—TNTHE—DR—F Fy /) IZRDLIIICHEINTND I EEERLET,

LFEHTIE, KXFENXFEREIESNET, 72& 21, | exclude output & A1 L7254 output %
ETITIIR R SNETAD, Output ZETITIIRREINET,

51 wOF X, show etherchannel 1 detail =~ > FOH N EZ R L F T,

Switch> show etherchannel 1 detail
Group state = L2
Ports: 2 Maxports = 16
Port-channels: 1 Max Port-channels = 16
Protocol: LACP

Ports in the group:

OL-8554-08-J |
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show etherchannel

Port: Gi0/1

Port state

Up Mstr In-Bndl

Channel group = 1 Mode = Active Gcchange = -
Port-channel = Pol GC = - Pseudo port-channel = Pol
Port index =0 Load = 0x00 Protocol = LACP

Flags: S - Device is sending Slow LACPDUs F - Device is sending fast LACPDU

A - Device is in active mode. P - Device is in passive mode.
Local information:
LACP port Admin Oper Port Port
Port Flags State Priority Key Key Number State
Gi0/1 SA bndl 32768 0x0 0x1 0x0 0x3D

Age of the port in the current state: 01d:20h:06m:04s

Port-channels in the group:

Port-channel: Pol (Primary Aggregator)

Age of the Port-channel = 01d:20h:20m:26s

Logical slot/port = 10/1 Number of ports = 2
HotStandBy port = null

Port state = Port-channel Ag-Inuse

Protocol = LACP

Ports in the Port-channel:

Index Load Port EC state No of bits
—————— R ettt
0 00 Gi0/1 Active 0
0 00 Gi0/2 Active 0

Time since last port bundled: 01d:20h:20m:20s Gio0/2

WOFEITiE, show etherchannel 1 summary 2~ KO ZRLET,

Switch> show etherchannel 1 summary
Flags: D - down P - in port-channel

I - stand-alone s - suspended

H - Hot-standby (LACP only)

R - Layer3 S - Layer2

u - unsuitable for bundling

U - in use f - failed to allocate aggregator
d - default port

Number of channel-groups in use: 1

Number of aggregators: 1

Group Port-channel Protocol Ports

—————— Bt e e e e LT e e e
1 Pol (SU) LACP Gi0/1(P) Gi0/2(P)

| OL-8554-08-J
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B show etherchannel

W& DFITiL, show etherchannel 1 port-channel =~ > RO 1 Z R LET,

Switch> show etherchannel 1 port-channel
Port-channels in the group:

Port-channel: Pol (Primary Aggregator)

Age of the Port-channel = 01d:20h:24m:50s

Logical slot/port = 10/1 Number of ports = 2
HotStandBy port = null

Port state = Port-channel Ag-Inuse

Protocol = LACP

Ports in the Port-channel:

Index Load Port EC state No of bits
—————— B e e et st P e
0 00 Gi0/1 Active 0
0 00 Gi0/2 Active 0
Time since last port bundled: 01d:20h:24m:44s Gi0/2

WK OFITIiL, show etherchannel protocol =~ > RO &R LET,

Switch# show etherchannel protocol
Channel-group listing:

Protocol: LACP

Protocol: PAgP

BREOY YR avwyk Bl
channel-group EtherChannel 7'V — 7124 —H% %> b R— b ZE B TET,
channel-protocol Fyx VU TEEHT LD, A—METHEHAENS 7o barziH
fRLEF,
interface port-channel A=K F¥RZN~DT 7 EAL, F— b F¥ FVOERETVET,
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show fallback profile H

show fallback profile

A v FTRESNTZT =Ny 7 Fa7 7 A VERRFT HITIE, show fallback profile £ *—7
v EXEC 2~ > R&EHHALET,

show fallback profile [append | begin | exclude | include | { [redirect | tee] url} expression]

X DA | append ({EF) f8E URLICU & A v MHAZEMINL £,
| begin (EE) expression & —HT 21T ORREZRBLET,
| exclude (LE) expression & —EHT HITERRNGRIALET,
| include (EE) $87E Iz expression & —HT 2T RRICEDET,
| redirect ({EE) i€ URL icH A2 a e —LET,
| tee (LE) #E URL ICHHZ ae—LET,
expression BRARA N LTHEATLIHIINOAXTT,
url W &F%ET 5 URL

AT R E—F ¥k EXEC

vy FERE Jy—=x EFENR
12.2(35)SE Zoa<wry RRNEBMENRE LT,

EREDAHA R34y

AL v FTCHRESNTZT 07 74V EFRT 512X, show fallback profile £7#% EXEC =~ > K% fili
ALET,

XFHNTIE, KRIXFENLFNREJESET, =& 2L, | exclude output & AJJ L7=354E . output %
BUITIERRINERFADN, Output % ZLITIERRINET,

15l W DFITIL, show fallback profile =~ FOH )& R LET,

switch# show fallback profile

Profile Name: dotlx-www

Description : NONE

IP Admission Rule : webauth-fallback

IP Access-Group IN: default-policy

Profile Name: dotlx-www-lpip

Description : NONE

IP Admission Rule : web-lpip

IP Access-Group IN: default-policy

Profile Name: profilel

Description : NONE

IP Admission Rule : NONE

IP Access-Group IN: NONE
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M show fallback profile

EEEavT UK avyv kR EieA
dotlx fallback profile IEEE 802.1x FBiLZVR— M LRV FA T NHDO T 3 —nN3v 7
AH=ZANE LT Web BrEZEHT LR — hEHELET,
fallback profile profile Web BFED 7 +—N\w 7 T 77 A VEAEHRLET,
ip admission rule ZA v F R— T Web Bitx A X—7 VI LET,
ip admission name proxy  Z.{ v 5T Web Biltx 7/ 0 — LA X—TMIZ LET,
http
show dotlx [interface FEE L2 — F®D IEEE 802.1x A5 — % A% Frx LET,

interface-id)
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show flowcontrol W

show flowcontrol

7o —HlE AT — 2 AR I OHFHEREF T 512X, show floweontrol = — EXEC =2~ N&f#
FALET,

show flowcontrol [interface interface-id | module number] [ | {begin | exclude | include}
expression|

340

.'E-EI;

3

interface interface-id  ({L3) HEDA X —T = A AD 7 a0 —HIHI 2T —% 235 L ONKEHE#H %
FRLET,

module number UEE) FodTR_RTHOA v EZ—T oA ACET R T7a—§IflAT—& 2 L
HEREFERLET, APRED2—AEFESILL OARTT, ZOF T3
VI FFEDA A —T A RXAID # AN LIz XFRATEERA,

| begin (EE) expression & —BT 2170 LR REZHBLET,
| exclude ({ER) expression & —HT 21T RARNLERI L ET,
| include (fLE) fRE SN expression & —HT D2ITERRIZEDET,
expression ZRAA M ELTHEAT L HAINOATT,
avYkFE—F  =2—#EXEC
av > FERE J1yy—=x EFERA
12.1(19)EA1 Zoavwy RPMEMEShE L,

BEREDAA FS54>

7

2L FFEFITEEDA X —T oA ZADO T 0 —HHI AT — & 2B L OKEHMERERRT BT, 20
a~wr FEFEALET,

A v F A B =T 2 A AERE T XTERTHIZL, show floweontrol =~ REFEH L £9,
show flowcontrol =~ > RO Jif#ERIZ. show flowcontrol module number =2~ > KO H J1fEE & [6
iz v E4,

BEDA ¥ —7 = A ADIEHEFR /KT 5I121L, show flowcontrol interface interface-id 2~ > N % {f
MLET,

XFHNTIE, KRIXFENLFNREJESET, =& 2L, | exclude output & AJJ L7=354E . output %
BUITIERRINERFAD, Output % ZLITIERRINET,

woFITiL. show flowecontrol =~ > RO ZERLET,

Switch> show flowcontrol

Port Send FlowControl Receive FlowControl RxPause TxPause
admin oper admin oper

Gi0/1 Unsupp. Unsupp. off off 0 0

Gi0/2 desired off off off 0 0

Gi0/3 desired off off off 0 0

<output truncated>
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Hl  show flowcontrol

WK DBFITiL, show flowcontrol interface interface-id 2~ > KOH R L E T,

Switch> show flowcontrol gigabitethernet0/2

Port Send FlowControl Receive FlowControl RxPause TxPause
admin oper admin oper
Gi0/2 desired off off off 0 0
BEav> R avw vk Bk
flowcontrol AV B —T oA ADZETa— AT — 2R ELET,
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show interfaces

show interfaces W

TRCOA L FZ—Tx2A AFRIFRESINTA L H—T 24 ADEHRAT — X ZAB I OEWERT —H A

ZFRT DI,

show interfaces %4 EXEC =~ > FZ&MHH L £7,

show interfaces [interface-id | vlan vian-id] [accounting | capabilities [module number] |
counters | description | etherchannel | flowcontrol | private-vlan mapping | pruning
| stats | status [err-disabled] | switchport [backup | module number] | transceiver
{tengigabitethernet interface-id} | properties | detail [module number] | trunk] [ |
{begin | exclude | include} expression]

XD EHEA interface-id (EE) ANRA v E—T oA ZiF, WER—F (X7, TVa—L, BL
OH— b EBEETD) RHF— bk Fr xARETT, B— b F v RAHEAIT |~
48 T,
vlan vian-id ({£#) VLANID T, {8E T 28T 1 ~ 4094 T¥,
accounting EE) A F—T=2AAZADTHU Y MEHR (727747 Fr banr, AHD
DNy N, I Ty Nedgte) ZRRLET,
(G¥) V7 Ry 2T TCUBINTERT Yy NOARBRERINET, N— KU =
TCARA v F U TENDLNN Ty MNIERINER A,
capabilities (EE) TR_RTCOA v H—T 2 A AETIIBEDA VX —T =4 ADMERE (H
BB, AV H—T 2 A AL TREARERAL TV a v 280) 287 LET, 20
FFaNtavry R DALV FICFERENE T, VLANID I HT
TEHAL
module number GE) (EB) FREAA v FLORA L Z—T oA ZADOKE, A v FR—
fhavrsXalb—var, FREMTVI—1OE (EFEOX—
U—RIZxte) 2R - LET, AOIRET2—NAFEBFX 1 OHTYT, =
DX Tvait, FEDA X —T7 A AID ZASLEE EFRAT
TEHAL
counters (f£#) show interfaces counters =~ RZZSH L T 72 &0,
description ER) BEDA v F—T oA AIRESNTEHEAT —Z AR LA E £
~LFET,
etherchannel (EE) A > #—7 = A A EtherChannel t§##F L £,
flowcontrol EE) A v F—T A A7 u—HEERERRLET,
private-vlan ({E£&) VLAN Switch Virtual Interface (SVI) ®» 7 Z A ~X— Kk VLAN O~ v
mapping Vo OEREFERLET, Z2OF—U—FRiI, AL vTNIP Y —ER £ A —
¥ ($€3k ™ Enhanced Multilayer Image [EMI]) %% &) L T\ 2845120 AF]H
T&EET,
pruning EE) A F—T AR T 7 VTP F—=v I EREFRLET,
stats EE) AV B —T 2 A ADAAL vF 7 RRCEABANIIry MEFERL
E3x
status ER) AV H—T 2 A ADAT—H A% KR LET, Type 7 4 —/V KD
unsupported O A7 — % A%, {8 Small Form-Factor Pluggable (SFP)
EVa— R ETa—)L Ay MNIEFEINTNWDLZEEZRLTHET,
err-disabled ({EE) errdisable 27— DA v X —T = A A% FKRLET,
switchport ER) A—h TroXr 7 F— MEERERE, AL vTF T GEr—
T4V T) K= OEBAT X ABLOEERT —F A2 RRLET,
Catalyst 3560 R4 v F a2 F YI7L VR
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H  show interfaces

backup (EE) AA v F EOIBELIEA v F—T =2 AT RTOL LV F—T =
A AD, Flex Link Xv /7 v 7T f v H—TxAf A a7 4 FXalb—arB
FORF—H 252 FK R LET,

tengigabitethernet [0 Xty | V2 —LDORTFT—F XA FERLET,

transceiver [detail | ({£:%) CWDM!' £7-1Z3 DWDM 2SFP £V a2 —/L £ L X —7 = A ZDOYE T 1

properties] NRF 4 EFERLET, F—U—FOEKRIIKDO LB T,
e detail : ((£R) HIEOFE., 77 —2EREEGLWET 0 T 0 2R L
ij‘o

e properties : ((LF) A V¥ —T A ZADEE, Ta7 LI A BLOA
YIAY NI —REEFRLET,

trunk AVB—T A A NTUIEREFRLET, A VX —T oA AFHE LR
BRI, T/ T4 TR NIRRT B b OBEROBBERENET,

| begin UEE) expression & —ET 51T bR REZMIGLET,

| exclude UEE) expression & —BT 2175 RT-NLERINLET,

| include (EE) $87E Sz expression & —HT DT FRICEDET,

expression ZHAA L FELTHERATAHINOATT,

1. Coarse Wavelength Division Multiplexing (CWDM; {7 FE % £ 4551 % &)
2. Dense Wavelength Division Multiplexing (DWDM; &% & % 5 7y #12% &)

(E) crb. fair-queue, irb, mac-accounting. precedence. random-detect, rate-limit, 3 J Uf shape
F—U—FE, a~ FIADVT AR U ZIFRSNETH, ¥R—FShThEtA,

vk ®—F ¥ EXEC
av > FERE yy—= EERAE
12.1(19)EA1 Ioawy RBEMEE L,
12.2(20)SE private-vlan mapping. backup. transceiver calibration, detail, 3 X
properties X — 7 — 23 BMEE Lz,
12.2(25)SEA calibration ¥ — U — F2HIBS N E LT,
12.2(25)SEE backup. counters. detail, 3 XU trunk ¥— 7 — F2SGEMENE L7,
12.2(44)SE tengigabitethernet interface-id transceiver detail & — 7 — F25E IS L E
L7,

ERLEDHA K54  show interfaces capabilities ==~ > RICH/AR 5 ¥ —U— REFRETSH 2 LT, KO KD RFERIC20 4,
o AA v TF EDORA U E—T A ADKREEZ KT HIZIE. show interfaces capabilities module 1
avy REMALET, ZRLSOFESOATNTE TS,
o FEDA L H—T A ADKREE £ T 521X, show interfaces interface-id capabilities % i [
LET,

o AA VT LEDOTRTDA L F—T x4 ZADORER KT 2 IZ1L. show interfaces capabilities %
MLET (BEV2—ABTELEBAZ—7 =4 21D OFERL),
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show interfaces W

AA v F DA E—T 2 ADAA v F K— MEHEEE TR T 5121, show interfaces switchport
module 1 =~ > REHFHALET, ZhANOEFEZDO AT TS,

LFHTIE, KXFENXERRJISNET, =& 21E, | exclude output & A7) L7284, output %
ETITIXFRRSNETEAD, Output ZETITIIRREINET,

output hang never

1 WOBITIE, A ¥ —7 A AZXT 5 show interface 2~ RO N ZERLET,
Switch# show interfaces gigabitethernet0/2
GigabitEthernet0/2is down, line protocol is down
Hardware is Gigabit Ethernet, address is 0009.43a7.d085 (bia 0009.43a7.d085)
MTU 1500 bytes, BW 10000 Kbit, DLY 1000 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation ARPA, loopback not set
Keepalive set (10 sec)
Auto-duplex, Auto-speed
input flow-control is off, output flow-control is off
ARP type: ARPA, ARP Timeout 04:00:00 Last input never, output never,
Last clearing of "show interfaces" counters never
Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops: 0
Queueing strategy: fifo
Output queue :0/40 (size/max)
5 minute input rate 0 bits/sec, 0 packets/sec
5 minute output rate 0 bits/sec, 0 packets/sec
2 packets input, 1040 bytes, 0 no buffer
Received 0 broadcasts, 0 runts, 0 giants, 0 throttles
0 input errors, 0 CRC, 0 frame, 0 overrun, 0O ignored
0 watchdog, 0 multicast, 0 pause input
0 input packets with dribble condition detected
4 packets output, 1040 bytes, 0 underruns
0 output errors, 0 collisions, 3 interface resets
0 babbles, 0 late collision, 0 deferred
0 lost carrier, 0 no carrier, 0 PAUSE output
0 output buffer failures, 0 output buffers swapped out
WK OFITIL, show interfaces accounting =~ > RO 1 &R LET,
Switch# show interfaces accounting
Vlanl
Protocol Pkts In Chars In Pkts Out Chars Out
Ip 1094395 131900022 559555 84077157
Spanning Tree 283896 17033760 42 2520
ARP 63738 3825680 231 13860
Interface Vlan2 is disabled
Vlan7
Protocol Pkts In Chars In Pkts Out Chars Out
No traffic sent or received on this interface.
Vlan31l
Protocol Pkts In Chars In Pkts Out Chars Out
No traffic sent or received on this interface.
GigabitEthernet0/1
Protocol Pkts In Chars In Pkts Out Chars Out
No traffic sent or received on this interface.
GigabitEthernet0/2
Protocol Pkts In Chars In Pkts Out Chars Out
No traffic sent or received on this interface.
<output truncated>
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show interfaces

OB TIL, A ¥ —7 A AD show interfaces capabilities =~ > FOH 1 ERLE T,

Switch# show interfaces gigabitethernet0/2 capabilities

GigabitEthernet0/2
Model: WS-C3560-24PS
Type: 10/100/1000BaseTX
Speed: 10,100,1000, auto
Duplex: full, auto
Trunk encap.type: 802.1Q,ISL
Trunk mode: on,off,desirable, nonegotiate
Channel: yes
Broadcast suppression: percentage (0-100)
Flowcontrol: rx—-(off,on,desired), tx- (none)
Fast Start: yes
QoS scheduling: rx- (not configurable on per port basis),tx-(4g2t)
CoS rewrite: yes
ToS rewrite: yes
UDLD: yes
Inline power: no
SPAN: source/destination
PortSecure: yes
Dotlx: yes

Multiple Media Types: r3j45, sfp, auto-select

WORITIX, deseription f v ¥ —7 A A a7 4 Fal—vary avr REFERLT, 404 —
7 = A A% Connects to Marketing & L CH&7E L 72355 @ show interfaces interface description =~ >~
ROHAIZRLET,

Switch# show interfaces gigabitethernet0/2 description

Interface Status Protocol Description
Gi0/2 up down Connects to Marketing

WOBITIE, AA v FIZHR— b F ¥ FANREIN TV BHEA D show interfaces etherchannel =~
YV ROH N ERLES,

Switch# show interfaces etherchannel

Port-channell:

Age of the Port-channel = 03d:20h:17m:29s
Logical slot/port = 10/1 Number of ports = 0
GC = 0x00000000 HotStandBy port = null

Port state Port-channel Ag-Not-Inuse

Port-channel?2:

Age of the Port-channel = 03d:20h:17m:29s

Logical slot/port = 10/2 Number of ports = 0

GC = 0x00000000 HotStandBy port = null
Port state = Port-channel Ag-Not-Inuse

Port-channel3:

Age of the Port-channel = 03d:20h:17m:29s

Logical slot/port = 10/3 Number of ports = 0

GC = 0x00000000 HotStandBy port = null
Port state = Port-channel Ag-Not-Inuse

WOFTiX, 77 A4 X—hk VLAN ®7Z A~V VLAN 7 VLAN 10 T, > % U VLAN 7 VLAN
501 & 502 %A @ show interfaces private-vlan mapping =~ > KOH 2R L 7,

Switch# show interfaces private-vlan mapping
Interface Secondary VLAN Type

vlanlO 501 isolated

vlanlO 502 community
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show interfaces W

WOFITIL, VIP KA A HNTT N—=2 T NRA 2 —T NVOEE O show interfaces interface-id
pruning =~ ROH I ERLET,

Switch# show interfaces gigibitethernet0/2 pruning

Port Vlans pruned for lack of request by neighbor
Gi0/2 3,4

Port Vlans traffic requested of neighbor

Gi0/2 1-3

’OFETIX., $5E LT VLAN A > & —7 = A A® show interfaces stats =~ > RO Z R LET,

Switch# show interfaces vlan 1 stats

Switching path Pkts In Chars In Pkts Out Chars Out
Processor 1165354 136205310 570800 91731594
Route cache 0 0 0 0
Total 1165354 136205310 570800 91731594

WDFITIX, show interfaces status =~ ROHHO—HEZ R~ LET, T XTOAL 2 F—T A AD
AT —HANEREINET,

Switch# show interfaces status

Port Name Status Vlan Duplex Speed Type

Fa0/1 connected routed a-half a-100 10/100BaseTX
Fa0/2 notconnect 121,40 auto auto 10/100BaseTX
Fa0/3 notconnect 1 auto auto 10/100BaseTX
Fa0/4 notconnect 18 auto auto Not Present
Fa0/5 connected 121 a-full a-1000 10/100BaseTX
Fal/6 connected 122,11 a-full a-1000 10/100BaseTX

<output truncated>
Gi0/1 notconnect 1 auto auto 10/100/1000BaseTX
Gi0/2 notconnect 1 auto auto unsupported

WOHTIEZ,. T4 _X— K VLAN BDEREINTWAEEDOEED A % —7 = A AD show interfaces
status =2~ RO T2 RLET, F—h2 %774 X—F VLANFA M F—FELTHELTNE
T, R— K221, I4~1V VLAN20 & t&H &Y VLAN 25 ([BEfT B ET,

Switch# show interfaces fastethernet0/2 status
Port Name Status Vlan Duplex Speed Type
Fa0/2 connected 20,25 a-full a-100 10/100BaseTX

ROBTIE, K—=F3NTTA = VLANIBER— L LTRESNTWET, ZOENIX, 77
A4~ U VLAN20 720 2R L E7,

Switch# show interfaces fastethernet0/3 status
Port Name Status Vlan Duplex Speed Type
Fa0/3 connected 20 a-full a-100 10/100BaseTX

W OHITIL., show interfaces status err-disabled =~ > FOH /1%~ L ¥ 9, errdisable A7 — DA
VH =T 2 A ADAT —H A TR LET,
Switch# show interfaces status err-disabled

Port Name Status Reason
Gi0/2 err-disabled dtp-flap
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show interfaces

WORFITIL, A— kD show interfaces switchport =~ FOHIZ R LET, £ 2-3112, ZOHN
TRRSINDT 4 —/VFOFHHERLET,

G¥) 7IA4—=FVLAN b7 271320V Y —RATIEHAR— hSNRLNOT, 74—V RTEH S EE A
Switch# show interfaces gigabitethernet0/1 switchport
Name: Gi0/1
Switchport: Enabled

Administrative Mode: dynamic auto
Operational Mode: static access
Administrative Trunking Encapsulati
Operational Trunking Encapsulation:
Negotiation of Trunking: On

Access Mode VLAN: 1 (default)
Trunking Native Mode VLAN: 1
Voice VLAN: none
Administrative private-vlan
private-vlan

(defau

host-as
mapping
trunk n
trunk e

Administrative
Administrative
Administrative

private-vlan
private-vlan
Administrative private-vlan trunk n
Administrative private-vlan trunk p
Operational private-vlan: none
Trunking VLANs Enabled: ALL

Pruning VLANs Enabled: 2-1001
Capture Mode Disabled

Capture VLANs Allowed: ALL

Protected: false
Unknown unicast blocked: disabled
Unknown multicast blocked: disabled

(Inactive)
none

Voice VLAN: none
Appliance trust:

on: negotiate

native

1t)

sociation:10 (VLANOO10) 502 (VLANO502)
: none

ative VLAN: none

ncapsulation: dotlg

ormal VLANs: none

rivate VLANs: none

#* 2-31 show interfaces switchport ® 7 1+ —JL FDERHA

J4—ILE e

Name R—bhO&4RTIEERRLET,

Switchport R—FDERAT —Z ZABLOENERAT —FZ 2R RRLET,

ZOHITOBEE. R—NMIAAL vFR— K ET— T,

Administrative Mode

Operational Mode

EHET—-FBIOEET—FERRLET,

Administrative Trunking
Encapsulation

Operational Trunking Encapsulation

Negotiation of Trunking

B LB IOER LoD TR, BEOFT X T
XAV T— gV BA X =T NANEIDEFRLET,

Access Mode VLAN

AR—r2EETS VLANID 2F R LET,

Trunking Native Mode VLAN
Trunking VLANs Enabled
Trunking VLANSs Active

FAT AT EFE—FDORFT 7D VLANID #—EHERLET,
N7 7 EOFR VLAN #—ER R LET, bT7 27 EoT
77 47 VLAN % —EHFRLET,

Pruning VLANs Enabled

FI—= 2 ZITHEK 7 VLAN & —EHRR L £,
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show interfaces W

& 2-31 show interfaces switchport @7 4 —JL FOHBE #&E)

Z4—ILF SRR

Protected AV H—T oA ALETHRER— FBA x—7 L (True) Th
5 FEiET 4 E—7 v (False) THDOZDEFRRLET,

Unknown unicast blocked RV TFXF XY A MBLOFRARZ=F Y AN F T 7 1 v

Unknown multicast blocked Z WAL HE—=T 2 A AETT R Y7 ENTNENE I NER
R~LET,

Voice VLAN 7 VLAN A r—7 /L Th? VLANID ZFE R LET,

Administrative private-vlan 75 A4 _X— K VLAN R A s In— FDOEH VLAN O 7T V&

host-association T—YarERRLET,

Administrative private-vlan mapping |75 1 X— k VLAN iE& R — FDEH VLAN O~ v 7
ERFLET,

Operational private-vlan 77 A4 ~_X— K VLAN O#fEA T — 2 2R R LET,

Appliance trust IP Phone ®7 —% /37 v h® Class of Service (CoS; #—FE

AT TR) REERRLET,

WOBITIE, A= "N T T A=k VLAN IREGHR— b & L THE SN HA O show interfaces
switchport =~ > ROM N %ERLET, 7714~ Y VLAN20 L, EF ¥ U VLAN 25, 30, 351Z
vy BT ShET,

Switch# show interfaces gigabitethernet0/2 switchport

Name: Gi01/2

Switchport: Enabled

Administrative Mode: private-vlan promiscuous

Operational Mode: private-vlan promiscuous

Administrative Trunking Encapsulation: negotiate

Operational Trunking Encapsulation: native

Negotiation of Trunking: Off

Access Mode VLAN: 1 (default)

Trunking Native Mode VLAN: 1 (default)

Administrative Native VLAN tagging: enabled

Voice VLAN: none

Administrative private-vlan host-association: none

Administrative private-vlan mapping: 20 (VLAN0020) 25 (VLAN0O025) 30 (VLANOO30) 35
(VLANOO35)

Administrative private-vlan trunk native VLAN: none

Administrative private-vlan trunk Native VLAN tagging: enabled

Administrative private-vlan trunk encapsulation: dotlg

Administrative private-vlan trunk normal VLANs: none

Administrative private-vlan trunk private VLANs: none

Operational private-vlan:

20 (VLAN0020) 25 (VLAN0O025)

30 (VLANO0O30)

35 (VLANOO035)

<output truncated>

WK OBFTIL, show interfaces switchport backup =~ > KON E R LET,

Switch# show interfaces switchport backup
Switch Backup Interface Pairs:

Active Interface Backup Interface State

Fa0/1 Fa0/2 Active Up/Backup Standby

Fa0/3 Fa0/5 Active Down/Backup Up

Pol Po2 Active Standby/Backup Up

Catalyst 3560 R4 v F a2 F YI7L VR
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show interfaces

W OHITIL, show interfaces switchport backup =~ RO N ZRLET, ZOHFITIE, XA vF
T VLAN 1 ~ 50, 60, 100 ~ 120 B’FEINTWET,

Switch (config) #interface gigabitEthernet 0/6
Switch (config-if) #switchport backup interface gigabitEthernet 0/8 prefer vlan 60,100-120

WHFDA B —T A ANT v 7T ORA, Gi0/8 7 VLAN 60, 100 ~ 120 D N7 7 ¢ v 7 ZHRE L |
Gi0/6 X VLAN 1 ~50 D N7 7 4 v 7 ZEiE LET,

Switch#show interfaces switchport backup

Switch Backup Interface Pairs:

Active Interface Backup Interface State

GigabitEthernet0/6 GigabitEthernet0/8 Active Down/Backup Up

Vlans on Interface Gi 0/6: 1-50
Vlans on Interface Gi 0/8: 60, 100-120

Flex Link f v % —7 = A4 AR X35 L (LINK DOWN), ZOA v Z—T =2 ATELIND
VLAN /I Flex Link X7 D7 A VX —T A ZAZBENLET, ZOHITIE, A F—7 = A % Gi0/6
NE 45 & Gi0/8 78 Flex Link <7 D¢ _T?D VLAN #{zk L £,

Switch#show interfaces switchport backup
Switch Backup Interface Pairs:

Active Interface Backup Interface State

GigabitEthernet0/6 GigabitEthernet0/8 Active Down/Backup Up

Vlans on Interface Gi 0/6:
Vlans on Interface Gi 0/8: 1-50, 60, 100-120

Flex Link f v Z—7 = A ANT v L b e, 2O Z—T oA ATEEENS VLAN IZET A
VHE—T 2 ATT I EIN, Ty T LAV =T A RATTIFI—FT 47 AT — MRV F
To ZOFITIE, A Z—T x4 A Gi0/6 PHOBEE LIGDDLE, ZOA ¥ —T oA ATEFRIND
VLAN 3BT A v Z—T A A Gi0/8 T7u v 7 &, Gi0/6 [ZHEE SN ET,

Switch#show interfaces switchport backup
Switch Backup Interface Pairs:

Active Interface Backup Interface State

GigabitEthernet0/6 GigabitEthernet0/8 Active Down/Backup Up

Vlans on Interface Gi 0/6: 1-50
Vlans on Interface Gi 0/8: 60, 100-120
W OFEITIL, show interfaces interface-id pruning =~ > ROM %R L E T,

Switch# show interfaces gigibitethernet0/2 pruning
Port Vlans pruned for lack of request by neighbor
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show interfaces W

W OB TIL, show interfaces interface-id trunk 2~ > RO A ERLET, R—+rD M T o F 71
WRERRINET,

Switch# show interfaces gigabitethernet0/2 trunk

Port Mode Encapsulation Status Native vlan
Gi0/1 auto negotiate trunking 1

Port Vlans allowed on trunk

Gi0/1 1-4094

Port Vlans allowed and active in management domain

Gi0/1 1-4

Port Vlans in spanning tree forwarding state and not pruned
Gi0/1 1-4

W ORI TiX, show interfaces interface-id transceiver properties =~ > FOH R L £ 7,

Switch# show interfaces gigabitethernet0/2 transceiver properties
Name : Gi0/2

Administrative Speed: auto

Operational Speed: auto

Administrative Duplex: auto

Administrative Power Inline: enable

Operational Duplex: auto

Administrative Auto-MDIX: off

Operational Auto-MDIX: off

W OBFITIL, show interfaces interface-id transceiver detail =~ > FOH 2R L E T,

Switch# show interfaces gigabitethernet0/3 transceiver detail
ITU Channel not available (Wavelength not available),
Transceiver is externally calibrated.

mA:milliamperes, dBm:decibels (milliwatts), N/A:not applicable.
++:high alarm, +:high warning, -:low warning, -- :low alarm.
A2D readouts (if they differ), are reported in parentheses.

The threshold values are uncalibrated.

High Alarm High Warn Low Warn Low Alarm

Temperature Threshold Threshold Threshold Threshold
Port (Celsius) (Celsius) (Celsius) (Celsius) (Celsius)
Gi0/3 41.5 110.0 103.0 -8.0 -12.0
High Alarm High Warn Low Warn Low Alarm
Voltage Threshold Threshold Threshold Threshold
Port (Volts) (Volts) (Volts) (Volts) (Volts)
Gi0/3 3.20 4.00 3.70 3.00 2.95
High Alarm High Warn Low Warn Low Alarm
Current Threshold Threshold Threshold Threshold
Port (milliamperes) (mA) (mA) (mA) (mA)
Gi0/3 31.0 84.0 70.0 4.0 2.0
Optical High Alarm High Warn Low Warn Low Alarm
Transmit Power Threshold Threshold Threshold Threshold
Port (dBm) (dBm) (dBm) (dBm) (dBm)
Gi0/3 -0.0 ( -0.0) -0.0 -0.0 -0.0 -0.0
Optical High Alarm High Warn Low Warn Low Alarm

Receive Power Threshold Threshold Threshold Threshold

| OL-8554-08-J
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show interfaces

Port (dBm) (dBm) (dBm) (dBm)

K OFITIL, show interfaces tengigabitethernet interface-id transceiver detail =~ > FOH 1 %R~ L

ij‘o

Switch# show interfaces tengigabitethernetl/0/1 transceiver detail

Transceiver monitoring is disabled for all interfaces.

ITU Channel not available (Wavelength not available),
Transceiver is internally calibrated.

mA: milliamperes, dBm: decibels (milliwatts), NA or N/A: not applicable.
++ : high alarm, + : high warning, - : low warning, -- : low alarm.
A2D readouts (if they differ), are reported in parentheses.

The threshold values are calibrated.

High Alarm High Warn Low Warn Low Alarm

Temperature Threshold Threshold Threshold Threshold
Port (Celsius) (Celsius) (Celsius) (Celsius) (Celsius)

Tel/0/1 26.8 70.0 60.0 5.0 0.0

High Alarm High Warn Low Warn Low Alarm

Voltage Threshold Threshold Threshold Threshold
Port (Volts) (Volts) (Volts) (Volts) (Volts)

Tel/0/1 3.15 3.63 3.63 2.97 2.97

High Alarm High Warn Low Warn Low Alarm

Current Threshold Threshold Threshold Threshold
Port (milliamperes) (mA) (mA) (mA) (mA)

Tel/0/1 5.0 16.3 15.3 3.9 3.2

Optical High Alarm High Warn Low Warn Low Alarm
Transmit Power Threshold Threshold Threshold Threshold
Port (dBm) (dBm) (dBm) (dBm) (dBm)

Tel/0/1 -1.9 1.0 0.5 -8.2 -8.5

Optical High Alarm High Warn Low Warn Low Alarm
Receive Power Threshold Threshold Threshold Threshold
Port (dBm) (dBm) (dBm) (dBm) (dBm)

Tel/0/1 -1.4 1.0 0.5 -14.1 -15.0

OB TIL, show interfaces tengigabitethernet interface-id transceiver properties =~ > KD H /)

R LET,

Switch# show interfaces tengigabitethernetl/0/1 transceiver properties

Transceiver monitoring is disabled for all interfaces.

ITU Channel not available (Wavelength not available),
Transceiver is internally calibrated.
Name : Tel/0/1

Administrative Speed: 10000
Administrative Duplex: full
Administrative Auto-MDIX: on
Administrative Power Inline: N/A
Operational Speed: 10000

Operational Duplex: full

Operational Auto-MDIX: off

Media Type: 10GBase-LR

Jl Catalyst 3560 R4 vF Iv Y F YI7L2R
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show interfaces W

EEEavT UK avyv kR L]
switchport access R—=hERAREZT 497 TIEAR—NELIFEAT IV TIEA
A—RELTHRELET,
switchport block AV B —T A AP TARPARZ=% v A NETIZvALTFFY AN T

T4 E Ty LET,

switchport backup interface HE NNy 7 7 v 75 BT AL A VY2 A X —T 2 ZADXT ThHH
Flex Link =& & L 7,

switchport mode A—FD VLAN ARy o7 F—FERELET,

switchport mode A= &7 Z7A4_X—hK VLAN OFA N R— b ELFRER— &L

private-vlan TxELET,

switchport private-vlan RARNKR=brDTTAX=F VLANOT7 VY xz— 3, E703R
BER—=FDF T4 _—K VLAN O~ v B> 7 ZEHRLET,

switchport protected FAUCAL v TFOMDBEFESINTZAR—ENDL A Y2 D2=Fr A, ~

NFXx 2 BIOTr—=FRXx AN N7 07 20BELET,

switchport trunk pruning rFv%o 7 F—ROKR— D VLAN Fb—= 7Y A b &#&
ELET,

Catalyst 3560 R4 v F a2 F YI7L VR
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W show interfaces counters

show interfaces counters

AA T ERBRESNTA =T 2 ADEKE A X 2F£KRT HIZiE. show interfaces counters
ke EXEC o=y REEHA L E1,

show interfaces [interface-id | vlan vian-id] counters [errors | etherchannel | protocol
status | trunk] [ | {begin | exclude | include} expression]

X DEREA

GE)

interface-id (EE) WA v 2 —T = ADID TT,

errors EE) =7— v ¥ERRLET,

etherchannel (BB EZEEShEA7T v b, 7e—FFv A b X7y b, L FFv
AR ANy b BEOPa=%x X XFy el EtherChannel 7 7 %
EERRLET,

protocol status (BB AV 2 —T 2 A ATA X—T NI hoTWnWbHFa haLDAT—X
AEFRARLET,

trunk UEE) bFv 7 v aFRRLET,

| begin (EE) expression & —BT 51T bR REHMBLET,

| exclude (EE) expression & —HT 21T KRRV ORI LET,

| include (EE) 485 Siz expression & —ET DT 2R RITEDET,

expression ZWARA N LTHERT2HIANORXTT,

vlan vian-id ¥ —V — RlZ, 2~ K74 O~V T AN O ZZIERRSINETH, ¥AR—FENT
WEH A,

avUF E®—F  f5H EXEC
avy FER Jy1y—=x EFENR
12.1(19)EA1 Zoavry RRBMEnE LR,
12.2(25)SE etherchannel % — 7 — Fi5 X O protocol status ¥ — 7 — RGBS vE L

ERLEDAA K54

7=, broadcast. multicast., 3 X U unicast ¥— U — FRHIRINE LT,

F—U—REBRELRWVWEASIE, TXTOAS L Z—T 2 ZADTRTDOH T ERERENET,

LFEHTIE, KXFENXERRJISNET, =& 21E, | exclude output & A L7284, output %
BUITIIRRENEEAD, Output % ETITIER RS NET,
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]

show interfaces counters

OB Trx. show interfaces counters =~ > RO ITO—¥E R LET, A vFDOTXTOIT
ERFRENET,

Switch# show interfaces counters

Port InOctets InUcastPkts InMcastPkts InBcastPkts
Gi0/1 0 0 0 0
Gi0/2 0 0 0 0

<output truncated>

WOFITIX, TXTDOA & —7 = A RTK$ 5 show interfaces counters protocol status =~ > KD
HAD—EERrLET,

Switch# show interfaces counters protocol status
Protocols allocated:

Vlanl: Other, IP

V1an20: Other, IP, ARP

Vlan30: Other, IP, ARP

Vlan40: Other, IP, ARP

V1an50: Other, IP, ARP

Vlan60: Other, IP, ARP

Vlan70: Other, IP, ARP

V1an80: Other, IP, ARP

V1an90: Other, IP, ARP

V1an900: Other, IP, ARP
V1an3000: Other, IP

V1an3500: Other, IP
FastEthernet0/1: Other, IP, ARP, CDP
FastEthernet0/2: Other, IP
FastEthernet0/3: Other, IP
FastEthernet(0/4: Other, IP
FastEthernet0/5: Other, IP
FastEthernet0/6: Other, IP
FastEthernet(0/7: Other, IP
FastEthernet0/8: Other, IP
FastEthernet0/9: Other, IP
FastEthernet0/10: Other, IP, CDP

<output truncated>

WO HITIL show interfaces counters trunk =~ > FOH 12 RLET, T XTHOA o HX—T A AD
N7 o EREREINET,

Switch# show interfaces counters trunk
Port TrunkFramesTx TrunkFramesRx WrongEncap
Gi0/1 0 0
Gi0/2 0 0
Gi0/3 80678 4155
Gi0/4 82320 126
Gi0/5 0 0

o O O O O

<output truncated>

avwy kR Bl
show interfaces BIMOA v H—T 2 A4 ADEMEEF TR LET,
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W show inventory

show inventory

N— R T QR (PID) fF#% £ 1~7 5121%, show inventory = —¥ EXEC =2~ K&
LET,

show inventory [entity-name | raw] [ | {begin | exclude | include} expression]

BX DA entity-name EE) fBEDZ T 4T 42K R LET, & Z21E, Small Form-factor
Pluggable (SFP) EZa2— AWMV FIFoNTNEA L F—T A X
(gigabitethernet0/1 72 &) Z AN L ET,
raw (FE) A ADTRTOTT 4T 4 52FRLET,
| begin (fE7E) expression & —HT HITHOLERERBLET,
| exclude (EE) expression & —BT 51T RN OLERILET,
| include (L&) #8E Sz expression & —ET DT RRICEDET,
expression ZHARA v NELTHERAT A HIANOATT,
avYkFE®E—F  =—#EXEC
av Yy FERE yy—=x EZENS
12.2(25)SEC Zoavry RRBMRMENE LR,

EREDHA R4

~

(E)

]

vy FCERILFENLFNEBIE I E T, 5IER3 205G, show inventory =~ & FIZHL R
HREFOT X COMNFTRERZ T 4T 4D N BT RERLET, 2037 b F T
. =T 4 T oD (Zry FID), =T 47 4 Ol BLXOEDOZ T ¢ 7 ¢ D Unique
Device Identifier (UDI) (PID, VID, BX W SN) BFERENET,

PID 2725451, show inventory =~ > KZ AN L CHHNIIERENE A,

LFHNTIE, KXFENXFEREENET, 72& 21E, | exclude output & AJ) L7234 output %
EUITIXRRSNETAD, Output 8 TITIIR R ENET,

W OBFITIL, show inventory =~ > RO 1 E R LET,

Switch> show inventory
NAME: "1", DESCR: "WS-C3560G-48P3"
PID: WS-C3560G-48PS-S , VID: 01 , SN: FOC0916UOBT
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show ip arp inspection W

show ip arp inspection

XA} w7 Address Resolution Protocol (ARP; 7 FL Rfgik7' v b L) U AXRT v a VORE
BILOIEAT— b, £33 _XTO VLAN 3B ESNTZA v ¥ —7 = A AL VLAN 2455 2
DOWBED AT — X A% FRT HIZIX. show ip arp inspection £ EXEC 22~ > &AL E T,

show ip arp inspection [interfaces [interface-id] | log | statistics [vlan vian-range] | vlan
vian-range] [ | {begin | exclude | include} expression]

340

.'E-EI;

BA interfaces [interface-id] (EE) BESNTEA v E—T oA ZAE T T_RTDOA 2 —T = A

2P ARP N7y FOBIRES L O L — MIREZR R LET, B
A VHE—T oA AF, WEHA—FBLXOKR—F F¥ L TT,

log (EE) Y4TI9 7 ARPA VAT aryual Ny T77OHRTEE
NEERTLET,

statistics [vlan vian-range] (L) #BE SN VLAN OEEEE L7 v h, K v T EHS
v by MAC BREEICRB L7237 » b, TP MGERICKRB L= 37
M 77®AX a2 ba— JURAKN (ACL) 2L THABIGES
N7y b, DHCPIZ L » THFAIB LR SN 37 > D
MM AR R LE T, VLAN MEE SN TWaWEA, £720134
FHREE SN TWBAEEIX, ¥4 F I v 7 ARP A VAT v a VR
A F—=TNMZENT (7277 47) VLAN I OE#REERLET,
VLAN ID &5 il &= 1 2D VLAN, TnENhE A 7T
XH)-7- VLAN &, 72134~ TR -»7~—#HD VLAN %5
ETEET, HETEHHFAIT 1 ~ 4094 T,

vlan vian-range (EE) ¥8ESNZ VLAN DX A F I v 7 ARP A VAT T 3D
REBLIOIMEAT— F2F R LET, VLAN BREESHLTH 2N
LA, FREHENMEEINTWDEEEF. #4171y 7 ARP A~
ARG va P F—TNMIENT (7277 47) VLAN 721 01
WERTLET,

VLAN ID &5 Tkl E7= 1 o® VLAN, #hFnz A4 7T
XE]-7 VLAN &, 7130~ TR ->7~—#HD VLAN %5
ETEXET, IBETXHEMAIL 1 ~ 4094 TT,

| begin (EE) expression & —HT 21T ORREZHBLET,

| exclude (EE) expression & —EHT HITERRNGRIALET,
| include (EE) /€ &Nz expression & —BT DT RRICEDET,

expression ZRARA P ELTHERT2HIIADOATT,

T
rH
|
™.

avy i EXEC

av Y FEE yy—2 EERNE
12.2(20)SE Zoavy RREMShE L,
12.2(37)SE WA 7 e —7 aX o JERPEEND L OICEESNE L,
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BEREDAA FS4>

]

show ip arp inspection

SCEFEFITIE, RXFEADLFRREIENE T, 72& 21, | exclude output & AJ L7=HE

BUITIIFRRENEEALD, Output ZETATIIR RS NLET,

WOFTIL, show ip arp inspection =~ > RO &R L ET,

Switch# show ip arp inspection

Source Mac Validation
Destination Mac Validation
IP Address Validation

Vlan Configuration
1 Enablea
Vlan ACL Logging

1 hclmaren

Vlan Forwarded
I 0

Vlan DHCP Permits

___1 ___________ 6 N
Vlan Dest MAC Failures
I 0

ACL Permits

Disabled

Disabled

Enabled
Operation ACL Match
Active  deny-all
DHCP Logging Probe
Al Perms

Dropped DHCP Drops

e

Probe Permits

IP Validation Failures

Static ACL

t
ACL Drops

Source MAC Failures

Invalid Protocol Data

WOBITIL, show ip arp inspection interfaces =~ > KOHAERLET,

Switch# show ip arp inspection interfaces

Interface Trust State Rate (pps) Bur
Gi0/1 Untrusted 15
Gi0/2 Untrusted 15
Gi0/3 Untrusted 15

st Interval

output %

& OFITIL, show ip arp inspection interfaces interface-id =2~ ROH 1 E R LET,

Switch# show ip arp inspection interfaces gigabitethernet0/1

Interface

Untrusted

Trust State

Rate (pps) Bur

st Interval

WOFHITIL, show ip arp inspection log =~ > KON ZRLET, Ny 7y BEEINsEi0R 7

Ny 77 ONREFRRLET,

Switch# show ip arp inspection log

Total Log Buffer Size 32

Syslog rate

Interface Vlan Sender MAC
Gi0/1 5 0003.0000.
Mon Mar 1 1993
Gi0/1 5 0001.0000.
Mon Mar 1 1993
Gi0/1 5 0001.c940.

Mon Mar 1 1993

10 entries per 300 seconds.

Sender IP
4673 192.2.10.4
d774 128.1.9.25
1111 10.10.10.1

Reason

5 DHCP Deny

6 DHCP Deny

7 DHCP Deny

Time
19:39:01 UTC
19:39:02 UTC

19:39:03 UTC
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show ip arp inspection W

Gi0/1 5 0001.¢940.1112 10.10.10.2 8 DHCP Deny 19:39:04 UTC
Mon Mar 1 1993
Gi0/1 5 0001.c940.1114 173.1.1.1 10 DHCP Deny 19:39:06 UTC
Mon Mar 1 1993
Gi0/1 5 0001.c940.1115 173.1.1.2 11 DHCP Deny 19:39:07 UTC
Mon Mar 1 1993
Gi0/1 5 0001.¢c940.1116 173.1.1.3 12 DHCP Deny 19:39:08 UTC

Mon Mar 1 1993

0y RNy 7y WA —RN=Ta =355, vl AN IR Ry 77 ITRELRNWI EEERL
TE Y. show ip arp inspection log f# EXEC 22~ > ROHIBREEEZZ T ET, vy B LV
RSO T RTOT—Z ORI -] BERINET, 20> bV ITiE, 2B OkHERD
RSN FETAL, B0 RYBRRINDIGEIL. v Ny 77D b UEAEESLT 0,

ip arp inspection log-buffer 72— N\)L 2> 7 1 ¥al—T a3y avr FTua¥Xr 7 L— M &L
£7

WoHITIL, show ip arp inspection statistics =~ > RO E R LET, ¥4Iy 27 ARP A R
NIV a TR TR SN _RTOT 77 7 VLAN O3 7 v b OftiHERaE £ LET,

Switch# show ip arp inspection statistics

Vlan Forwarded Dropped DHCP Drops ACL Drops

5 3 4618 4605 4

2000 0 0 0 0
Vlan DHCP Permits ACL Permits Source MAC Failures
5 0 12 0
2000 0 0 0

Vlan Dest MAC Failures IP Validation Failures

5 0 9
2000 0 0

show ip arp inspection statistics =~ > R Tl&, AA v FIXMEEINTZF AT I v 27 ARP 1 AXY
a v R—F D& ARP ERB L WIGE T v b OEREF AT v MREBEINSEE T, A4 v T
X, BE78 MAC, %6t MAC, £7213IP RETF = v 7 Ik o TGS v FO ACL F721%
DHCP #F [ /30 v MG A IS, #7232 R A NS &£,

& DOFITiX, show ip arp inspection statistics vian 5 =~> KOH 2R L ET, #1457 ARP
ALART va il o THRE S VLAN S Oy FOREEREZFR S LET,

Switch# show ip arp inspection statistics vlan 5

Vlan Forwarded Dropped DHCP Drops ACL Drops
s 5 uee ae0s 4
Vlan DHCP Permits ACL Permits Source MAC Failures
s o 2
Vlan Dest MAC Failures IP Validation Failures Invalid Protocol Data
s o s 3
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W show ip arp inspection

K DOHTIL, show ip arp inspection vlan 5 =~ > KO %R LET, VLANS5 DX 1+ I v 7 ARP
AVANRT v a v OREBIVCEERT — FaRRLET,

Switch# show ip arp inspection vlan 5

Source Mac Validation

:Enabled

Destination Mac Validation :Enabled

IP Address Validation :Enabled
Vlan Configuration Operation ACL Match Static ACL
5 Enabled hctive  second o
Vlan ACL Logging DHCP Logging
5 aclMaten A
BZEav2k avwUk i

arp access-list

ARP ACL ZE#H L E7,

clear ip arp inspection log

HEALFI VT ARPA AR g al Ny 772 EELET,

clear ip arp inspection statistics

BALFI T ARP A v AT L a VIREHMER A E L E T,

ip arp inspection log-buffer

HAF IV I ARPA v AT gy ad Ny 77 2R ELET,

ip arp inspection vlan logging

VLAN BN CREkT /7y b A4 TEHIEL £,

show arp access-list

ARP 772 UZ MIBETLafllZzRRLET,

Jl Catalyst 3560 R4 vF Iv Y F YI7L2R
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show ip dhcp snooping Wl

show ip dhcp snooping
DHCP A X—Vt > V& E#FRT 521X, show ip dhep snooping =—— EXEC =2~ R&EHH L E T,

show ip dhcp snooping [ | {begin | exclude | include} expression]

BXXn5iA | begin (ER) expression & —HT AT bFR MG L £,
| exclude ({EE) expression & —ET DT RR-N LRI L T,
| include (EE) fRE SN expression & —HT HTERRIZEDET,
expression ZWRARA P ELTHERT 2HIANORTT,
Ay bk E—F  =2—%EXEC
av Y FERE yy—=x EEAE
12.1(19)EA1 Coavy FRBMSNE L,
12.2(25)SEE Ta— SN YT AT VREEEAT HIh. Ay RS RS S
F L7,

BREDHA FSM4Y  CFEHITIE, KXFEALTEREERET, 72 & 21F, | exclude output & A L7284 output %
ETITIIRRSNETAD, Output ZETITIIRREINET,

ZoawryRNE, Se—NL ar g4 X al—2 g VOMROLEFERLET, LEN-T, ZOH
T, ARV 7Y —%y FID HIZRESNLTWESEAD, —Fy FID V747 v a T
vlan-mod-port »5 7 4V MEX TR REINET,

fl WK DOHITIL, show ip dhep snooping =~ > KO I1E# R LET,

Switch> show ip dhcp snooping
Switch DHCP snooping is enabled
DHCP snooping is configured on following VLANs:
40-42
Insertion of option 82 is enabled
circuit-id format: vlan-mod-port
remote-id format: string
Option 82 on untrusted port is allowed
Verification of hwaddr field is enabled

Interface Trusted Rate limit (pps)

GigabitEthernet0/1 yes unlimited

GigabitEthernet0/2 yes unlimited
EEavF = B

show ip dhcp snooping binding DHCP AX—VE o7 NA v F 4 v/ fEHREERLET,

Catalyst 3560 R4 v F a2 F YI7L VR
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Bl show ip dhcp snooping binding

show ip dhcp snooping binding

A v F EIZ %5#NT@4V&~7I4X@DMExa—eyﬁﬂ4y%4y7%~&N—xﬁi
VR EF#HRE R RT 5121, show ip dhep snooping binding =——% EXEC =2~ > REHEM L E T,

show ip dhcp snooping binding [ip-address] [mac-address] [interface interface-id] [vlan
vian-id] [ | {begin | exclude | include} expression]

BT ip-address ULE) "M T4vy 7 = b IPT RLAEZRELET,
mac-address (FEE) "MrvT47 2 b MACT FLAERELET,
interface interface-id UEB) "M T4 T ANINA =T oA ZAERELET,
vlan vian-id EE) "M T 47 =) VLAN i EE L £1,
| begin expression & —BT DT ORI ERIBELET,
| exclude expression & —HT HAT 2 LR LERINL £,
| include fEE STz expression & —EHT 21T RRITEDET,
expression ZHRARA M ELTHERT 2HINOATT,

ATV K E—F  =—% EXEC

oy FERE Jyy—=x EENE
12.1(19)EAL Zoa<wry RRNBMEE L,
12.2(20)SE dynamic 5 X O static ¥ — U — R2HIBR S E Lz,

ERLEDAA K54

7l

show ip dhep snooping binding =~ > ROH L, ¥ AT I vV ICRESNTAAL T4 T ET%
FRLET, DHCP AX—VE 7 A /74 VT T AR ZANDEA T I I BLORET v
WCRE INTNA T 4 v 7 %R T HIZIE. show ip source binding £7# EXEC =2~ FZfEH L
ESSR®

DHCP AX—VE U I NA R —TNTA U E =T = ANRKX T AT — MIERINIZGEG, K
ESNIAA T 4 o ZIEHIRESNEE A

XFHNTIE, KRIXFENLFNRRJESET, =& 1L, | exclude output & AJJ L7=354A . output %
EUITIIFR R ENE AN, Output % &Te4T1 i%réﬂiﬁ“

WOFITIE, AL v»FODHCP AX—VE 7 NA T 407 = N 2FRTDHIHEEZRLET,

Switch> show ip dhcp snooping binding

MacAddress IpAddress Lease (sec) Type VLAN Interface
01:02:03:04:05:06 10.1.2.150 9837 dhcp-snooping 20 GigabitEthernet0/1
00:D0:B7:1B:35:DE 10.1.2.151 237 dhcp-snooping 20 GigabitEthernet0/2

Total number of bindings: 2
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show ip dhcp snooping binding W

WOFITIE, BHEDIP 7 FLAD DHCP AX—E LT NAVF o7 =y M) 2FpT 3 HESTR
LEJ,

Switch> show ip dhcp snooping binding 10.1.2.150
MacAddress IpAddress Lease (sec) Type VLAN Interface

01:02:03:04:05:06 10.1.2.150 9810 dhcp-snooping 20 GigabitEthernet0/1
Total number of bindings: 1

WOFITIE, BED MAC 7 RLAD DHCP AX—VY o XA vF 4o = N 2F T A5 HES
RLET,

Switch> show ip dhcp snooping binding 0102.0304.0506
MacAddress IpAddress Lease (sec) Type VLAN Interface

01:02:03:04:05:06 10.1.2.150 9788 dhcp-snooping 20 GigabitEthernet0/2
Total number of bindings: 1

WOFITIE, F—hrEDODHCP AX—VE 7 ST 407 = N) 2FRTDHIHFEEZRLET,

Switch> show ip dhcp snooping binding interface gigabitethernet0/2
MacAddress IpAddress Lease (sec) Type VLAN Interface

00:30:94:C2:EF:35 10.1.2.151 290 dhcp-snooping 20 GigabitEthernet0/2
Total number of bindings: 1

WOFHI T, VLAN20 E® DHCP AX—E 7 XA T 407 v b ) #FR_d 5527/ LET,

Switch> show ip dhcp snooping binding vlan 20

MacAddress IpAddress Lease(sec) Type VLAN Interface
01:02:03:04:05:06 10.1.2.150 9747 dhcp-snooping 20 GigabitEthernet0/1
00:00:00:00:00:02 10.1.2.151 65 dhcp-snooping 20 GigabitEthernet0/2

Total number of bindings: 2

7% 2-32 T show ip dhep snooping binding =~ > N IO 7 ¢ — /L NIZOWTHH L £,

= 2-32 show ip dhcp snooping binding 27> FHi7

F4—ILE S

MacAddress IIGAT b N—FKu=27®MAC 7 KL A

IpAddress DHCP h— 2B ¥ THbN=7 T4 T RN IP T KL A
Lease(sec) IP 7 FLRICKT 2580 O U — R

Type RAT 47 BT

VLAN 24T v b A H—7 A AD VLAN &5
Interface DHCP 7 747 v b RA MIERT A4 v X —T = A R

Total number of bindings AA O FICBREINAIEHAA T 4 v 7T

GE) <~ FHEATIE, AFEAA T o v TERERESRRW I L
LHVFET, mEZIE 200 34 T 4 VT NAAL v FITHRE S
NTTRTONS T 4 VT INFERINDANIFREAFEILE S
A, AR EF SR EEA,

BEaTUF avwyk BL
ip dhcp snooping binding DHCP AX—Y 27 RA T 4 v 7 T—E =R 5B ELET,
show ip dhcp snooping DHCP AX—bE v /R EEFRRLET,
Catalyst 3560 R4 v F a2 F YI7L VR
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W show ip dhcp snooping database

show ip dhcp snooping database

DHCP AX—bE L7 RA U F 4T F—=AR_R—=Z 2= 2 FDRAT — X XA & Fort 5I21E, show
ip dhcp snooping database =——% EXEC =~ FZfEH L £,

show ip dhcp snooping database [detail] [ | {begin | exclude | include} expression]

BX DA detail (L8) FMARAT —4 X LFHERER R L E T,
| begin (EE) expression & —EHT DT bRAEZHB L ET,

| exclude (LE) expression & —T DT 2R R HRINL £,
| include (EE) $87E Ihiz expression & —ET DT FRIZEDET,
expression  BWRA L & LTHERTHIHANOATT,

av>Y kK E—F o —# EXEC

av Yy FEE )—2 EERR
12.2(20)SE Zoavr RRBEMEhE LK,
1 W OFHICIL, show ip dhep snooping database =~ > FOH A ZERLE T,
Switch> show ip dhcp snooping database
Agent URL :
Write delay Timer : 300 seconds

Abort Timer : 300 seconds

Agent Running : No
Delay Timer Expiry : Not Running
Abort Timer Expiry : Not Running

Last Succeded Time : None
Last Failed Time : None
Last Failed Reason : No failure recorded.

Total Attempts :
Successful Transfers :
Successful Reads
Successful Writes

Startup Failures :
Failed Transfers :
Failed Reads
Failed Writes

o O O O O
o O o o

Media Failures

Catalyst 3560 R4 v F AR F YI7L R
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show ip dhcp snooping database W

DB TiL, show ip dhep snooping database detail =~ > KOH 2R L E T,
Switch# show ip dhcp snooping database detail

Agent URL
Write delay Timer
Abort Timer

Agent Running : No
Delay Timer Expiry
Abort Timer Expiry

Last Succeded Time
Last Failed Time

Last Failed Reason

Total Attempts

Successful Transfers

Successful Reads
Successful Writes
Media Failures

300 seconds

300 seconds

7 (00:00:07)
Not Running

None

tftp://10.1.1.1/directory/file

17:14:25 UTC Sat Jul 7 2001
Unable to access URL.

O O O O+

First successful access: Read

Last ignored bindings counters

Startup Failures
Failed Transfers
Failed Reads
Failed Writes

21

21

Binding Collisions Expired leases 0
Invalid interfaces 0 Unsupported vlans 0
Parse failures : 0
Last Ignored Time None
Total ignored bindings counters:
Binding Collisions 0 Expired leases 0
Invalid interfaces 0 Unsupported vlans 0
Parse failures 0
BEaIUF avwUk B
ip dhcp snooping VLAN T DHCP AX—¥E v 7% A F—T7 M LET,
ip dhcp snooping database DHCP AX—VE T XA VF 4 v T F—AR—Z2 =2 — 1
NERFIAA T AT T7ANERELET,
show ip dhcp snooping DHCP A X —v U Jifa R~ LET,
Catalyst 3560 R4 v F a2 F YI7L VR
| oL-8554-08-J



2% Catalyst 3560 R4 ¥ F Ciscol0S av v F |

W show ip dhcp snooping statistics

show ip dhcp snooping statistics

DHCP A X — v VfEdHE®R & b~ U — B E 72 I3FEME TR 2 121E, show ip dhep snooping
statistics =—% EXEC =2~ F&EHA L £,

show ip dhcp snooping statistics [detail] [ | {begin | exclude | include} expression]

BX DA detail R M EmERRLET,
| begin (EE) expression & —EHT DT bRAEZHB L ET,

| exclude (LE) expression & —T DT 2R R HRINL £,
| include (EE) $87E Ihiz expression & —ET DT FRIZEDET,
expression  BWRA L & LTHERTHIHANOATT,

av>Y kK E—F o —# EXEC
avy FEE yy—=x EEAR
12.2(37)SE ZToavy RABMENE LT,

BREDHA FSM4Y  CFHITIE, KXFEALTEREERET, 72 & 21F, | exclude output & A L7284, output %
ETITIIR R SNETAD, Output ZETITIIRREINET,

B W OFITiX, show ip dhep snooping statistics =~ > FOH I Z R L ET,

Switch> show ip dhcp snooping statistics

Packets Forwarded =0
Packets Dropped =0
Packets Dropped From untrusted ports =0

W OFHICIL, show ip dhep snooping statistics detail =~ > FOH A ZERLE T,

Switch> show ip dhcp snooping statistics detail
Packets Processed by DHCP Snooping
Packets Dropped Because
IDB not known
Queue full =
Interface is in errdisabled
Rate limit exceeded
Received on untrusted ports
Nonzero giaddr
Source mac not equal to chaddr
Binding mismatch
Insertion of opt82 fail
Interface Down
Unknown output interface =
Reply output port equal to input port
Packet denied by platform

Il
o

([
[eNeNeNeNeNeoNeoNeoNoNoReNeNe}

% 2-33 12, DHCP AX— vt 7FHFHERB L OZFOFBAE R L ET,
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show ip dhcp snooping statistics W

& 2-33 DHCP R X—E v 7 #ikHEsR

DHCP X X—E > J#iEtEH B2L
Packets Processed by DHCP Snooping |#z% S =7y hBLO ey 7&EnE 4 vy 49T, DHCP A X—t'
TR TR INT= T FOHFHK

Packets Dropped Because IDB not Ny NOANNA B —T7 A ZAEHBTEX RN T — D%
known
Queue full N7y b ORBIHEH SN DN 2 =B Th 2 =7 — D8, FEFITEHN

L'— FCTDHCP X7y bEZIEL, ANNFR—FTL— MRBA X —T W7 -
TWRWEE, 2O T —NRAETHIZ NG £,

Interface is in errdisabled errdisable & L C~—27 SN=R— Ty "2ZELEEE, ZABEETD
AREMEDY B B DX, A— k28 errdisable A7 — N THDHHAIT /N v RS
Fo2—IZ AV, ZTONRTy RS ETUHBINEHETT,

Rate limit exceeded AR—FTRESNTHAEL—MHlIREZBX T, 4% —7 A A errdisable A
T — MZ7Z o728l

Received on untrusted ports B CTE 72\ — T DHCP #— X7 v | (OFFER, ACK. NAK,
LEASEQUERY ®W 9 hny) #%{5L T RKme v 7 LizEK

Nonzero giaddr FBETERVWKR—FTZELEZDHCP X v bDY L —x2—Y x> b 7 FL X

74—/ K (giaddr) ¥ v lis72 57284, %71 no ip dhcp snooping
information option allow-untrusted 7 2 —/ 3L 237 4 ¥ a2l —Tay avy
REBRELTELT, BETEXRNVA—RFNTRTry MZAT v ary 82 T —20RE
F TV AL

Source mac not equal to chaddr DHCP X% v k@D 27 547> K MAC 7 RL A 7 4 —/L K (chaddr) 23,34 > b
DEFTL MAC 7 R LA & —%+ 3", ip dhep snooping verify mac-address 2
0= L ar 7 4 Fal—vay avy RRRESLTWAEEK

Binding mismatch MAC 7 KL A & VLAN OXT ONA VT 4 I oTnDHR— M 3R 5
A— h T, RELEASE /X7 v M E£721X DECLINE /37 v F &5 LB, Zi
X, HEDPRERD I FA TV bEAT =T 4 7 LIS ELTWD AR B 5
ZEERLETN, 77347 FBAAL v FORIOR— MIBE LT RELEASE
F7IEDECLINE #F T L2 ¢ 2R T 28 HVET, MACT FLRIE, 41—
Xy b~y X —O%EFETL MAC 7 KL ATiE72 <, DHCP /Y7 v b ® chaddr
T4 = RIS ET,

Insertion of opt82 fail PRIy hsDF T ay QANRT T —IChoml¥, 7 ar 82 F—4%
Gy NIV E—Fy NOBE—YHE Yy NOY A X EBZT5E. A
e R A A TN /Y SN /I S IS

Interface Down N7y A DHCP UV b— 2=V 2 b~DIGETHEN, VL — 2=V bD
SVIA v H =Tz A ANRFE T LTWAER, DHCP y—"~D27 J A7 3
KROBE LIEEOZEFEOMTSVI BTy LEBEIRAET DT —CTT R,
HoTITRAELERA,

Unknown output interface F T ar 8T —FEIRIIMACT RLVAT—TNLDONy 7T v 7 OEL LN
T, DHCP IG&E N7y O IIA v B —T =4 ZAZHWTE o - |Ek, /<
Fy MIRFey7aE3nFET, A7 ar 2 B™EHINTELT, 794472 b
MAC 7 RV ARHIREINIC R > T2 GBI ET D EnBV ET, A—Frkxa
V74 73 aTIPSG WA RX—T A THV, 7 ar 82 B4 RK—T LTk
WA, 24T PO MAC 7 FLRAIFEHENT, &7y Ml y 7
ENnET.
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W show ip dhcp snooping statistics

® 2-33 DHCP R X—E v J#iatigk )

DHCP X X—E v J #iktE#R S

Reply output port equal to input port DHCP J&&E ATy PO IR =R ANR—F LR LT THY . V—T DORREMHED
— :IL_:"‘)EH

JRAR & 2otz [mH, Fy FU—7 OREDFRY . TR — F OEEHRE DR
DA Z R LET,
77y b7 —LEAEDOL VA RVIZE o TRy FBEAS S LR

Packet denied by platform

BBEa<vwY R avwy Rk 55EH
clear ip dhcp snooping DHCP AX—VE T RNA VT 4 T —=ER—=A T H

DHCP AX—V VI NA T4V T T—HRXR—RA =Tz

NERHE®R A 7 %, DHCP A X — v Z#aHE®R A v v 4 %

HELET,
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show ip igmp profile W

show ip igmp profile

BRE SN 7§ TD Internet Group Management Protocol (IGMP; £ > ¥ —%* v ks 7 —7EH 7 1
han) Farr AN, FRITHEESNT IGMP v 7 7 A VEFRRT 5I121E, show ip igmp profile
¥t EXEC a~ > REMALET,

show ip igmp profile [profile number] [ | {begin | exclude | include} expression]

X DA profile number (LE) #R"T 5 IGMP 717 7 A V&S, $HETE 2T 1 ~ 4294967295
T, 777 ANNBEENRATTINTORWES, TXTD IGMP v 7 7 1 v
BDERRINET,
| begin (EE) expression & —BT 21T bR REZFBLET,
| exclude (EE) expression & —BT 51T RNV LERILET,
| include (EE) BE ST expression & T 2172 FRICEDET,
expression ZHAA b ELTHEAT A HINOXTT,
ATV kR E—F ¥ EXEC
av Yy FEE Jyy—= TENE
12.1(19)EA1 oawr RRBEMERE L,

BEREDAA FS54>

LFFNTIE, RXFLNLEREIENET, 72& 212, | exclude output & AJ) L7284 output %
ETITIIRRSNETAD, Output ZETITIIRREINET,

i ROFITIX, Tr 7 7 ANEEEZRE LSRG LHEELRWEE O show ip igmp profile £ EXEC
v ROWAERLET, 707 7 AABEBANSRTORVED, FRICEAL v F ETRES
NIET_RTOT R 7 7 A MBEENET,

Switch# show ip igmp profile 40
IGMP Profile 40

permit

range 233.1.1.1 233.255.255.255
Switch# show ip igmp profile
IGMP Profile 3

range 230.9.9.0 230.9.9.0
IGMP Profile 4

permit

range 229.9.9.0 229.255.255.255

BEaTVF avwy R B
ip igmp profile FED IGMP 70 7 7 A V&G ERELET,
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Bl  show ip igmp snooping

show ip igmp snooping

A A v FE721% VLAN @ Internet Group Management Protocol (IGMP; o > % —x > § 7L —7 &8
7'a han) AX—V U IREEZERTT HIZIL. show ip igmp snooping = — EXEC =2+ R4 ffi
AL ET,

show ip igmp snooping [groups | mrouter | querier] [vlan vian-id] [ | {begin | exclude |
include} expression]

XD EHEA groups (&) show ip igmp snooping groups =~ > FZZR L T Z &,
mrouter (f:7#) show ip igmp snooping mrouter =~ > FE#SMH L T Z X,
querier (&) show ip igmp snooping querier =~ REZZWL T E &0,
vlan vian-id (fEE) VLAN Z45E L £ 3, #PAiL 1 ~ 1001 & LT 1006 ~ 4094 TF (4§
# EXEC &— R TOAMEAAHEE),
| begin (=) expression & —BT 21T bR IEZMBLET,
| exclude (fEE) expression & =BT 21T RR"MNOGIRINL LT,
| include (fLE) fRE S N7 expression & —HT HITERRIZEDET,
expression ZWARA b ELTHERT 2 HIIADOATT,
ATV K E—F  =—# EXEC
oy FERE Jyy—=x EENE
12.1(19)EA1 Zoawry RRBENEShE L,
12.2(20)SE groups ¥ —7 — RGBS E L7z, show ip igmp snooping multicast =

ERLEDAA FS54>

7l

<Y RH 5 show ip igmp snooping groups =~ > RIZ&Hb D F L7,

AA v FEIIHED VLAN DRAX =V UV TOREEZERTIHOICZ0a~wr ReEHLET,

VLAN ID 1002 ~ 1005 i, h—27 >V > 7B X FDDI VLAN IZ TR ENTWT, IGMP A X—E
JTIHERTE EEA,

LFEHTIE, KXFENXFEREIESNET, =& 2L, | exclude output & A L7255, output %
ETITIXFRRSNETAD, Output ZETITIIRREINET,

W OB TIL, show ip igmp snooping vlan 1 =2~ > KOHAZRLET, 2 T, FED VLAN ©
AR—E U TREE TR LET,

Switch# show ip igmp snooping vlan 1
Global IGMP Snooping configuration:

IGMP snooping :Enabled
IGMPv3 snooping (minimal) :Enabled
Report suppression :Enabled
TCN solicit query :Disabled
TCN flood query count 12

Last member query interval : 100
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show ip igmp snooping M
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Bl  show ip igmp snooping

Vlan 1
IGMP snooping :Enabled
Immediate leave :Disabled

Multicast router learning mode :pim-dvmrp
Source only learning age timer :10

CGMP interoperability mode :IGMP_ONLY
Last member query interval : 100

WOFITIL, show ip igmp snooping =~ > FOMHZRLES, T TlE, AA vF LD VLAN
RTCDAX—E U TRMEERRLET,

Switch> show ip igmp snooping
Global IGMP Snooping configuration:

IGMP snooping : Enabled
IGMPv3 snooping (minimal) : Enabled
Report suppression : Enabled
TCN solicit query : Disabled
TCN flood query count : 2
Last member query interval : 100
Vlan 1
IGMP snooping :Enabled
Immediate leave :Disabled
Multicast router learning mode :pim-dvmrp
Source only learning age timer :10
CGMP interoperability mode :IGMP_ ONLY
Last member query interval 100
Vlan 2
IGMP snooping :Enabled
Immediate leave :Disabled
Multicast router learning mode :pim-dvmrp
Source only learning age timer :10
CGMP interoperability mode :IGMP_ ONLY
Last member query interval 333
<output truncated>

EEa< 2R EEST B

ip igmp snooping

AA v FE£721Z VLAN O IGMP AX—VY' v V% A4 % —T
M LET,

ip igmp snooping
last-member-query-interval

IGMP A X — ¥ 7 OFRE ] RE7: Leave ¥ A ~—% A X —
T LET,

ip igmp snooping querier

LAY 2%y FhT—=2DIGMP 7 = U 7HRER A 1 —T /L
I LET,

ip igmp snooping report-suppression

IGMP L AR— 2 A 2 —T7 M2 LET,

ip igmp snooping tcn

IGMP h AR v AT EMEMELZRE L £,

ip igmp snooping tcn flood

IGMP F AR VEFBEMEaMEL LTIALTHFYy AN 7Ty
T4 TERELET,

ip igmp snooping vlan
immediate-leave

VLAN @ IGMP & X —t° > 7 Bl IR 2 A % — T 11T
LET,

ip igmp snooping vlan mrouter

v NF Xy AN L—F K— hEBEN, FlE LT Fr R
rOFEEGFREFZRELET,

Jl Catalyst 3560 R4 vF Iv Y F YI7L2R
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show ip igmp snooping M

avwy kR

SiBA

ip igmp snooping vlan static

LAVY2AR—=F2~LFXXY AR TN—TDRA L N—=L L
TEHIZEML £,

show ip igmp snooping groups

ALy FDIGMP AX—¥E 7 v LVFFXFx A T—7 L
ERRLET,

show ip igmp snooping mrouter

AA v FEITHBED~/LF F ¥ Ak VLAN © IGMP %
X—¥Br 7 N TFHFr A V—H R—F+E2ERLET,

show ip igmp snooping querier

ZA w F LICRRE S 72 IGMP 27 =V 7 ORIER L OEHE

iz F£rLET,

| OL-8554-08-J
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W show ip igmp snooping groups

show ip igmp snooping groups

A A v F @ Internet Group Management Protocol (IGMP; £ > % —>% v k Z)L—7F# 71 ha)L)
ARX—E VT v VT XYy AN T—T N FEAT X v A MERERRT SIZ1E. show ip igmp
snooping groups #7# EXEC 2~ FEMEH L ET, fiESN/~ALTFF+v A F VLAN O L FF v
AN TF=T), EITFHFEOTNLTF Xy A MERERRTHIZIE, vlan ¥ —U— NEFEHLET,

show ip igmp snooping groups [count | dynamic [count] | user [count]] [ | {begin |
exclude | include} expression]

show ip igmp snooping groups vlan vian-id [ip_address | count | dynamic [count] | user
[count]] [ | {begin | exclude | include} expression]

B DA

count (2 Ex= o NV ofRbVic, BEhavwy RA7varoxy ) BBxEEr
LET,

dynamic (E&) IGMP AX—E IR0 P e P 2R R LET,

user (EE) =—VPREOLT ¥ A s = N DOALFKRLET,

ip_address L) HEIN—FIP T RLADYALFXF ¥ A b L —T O EERFLET,

vlan vian-id (fEE) VLAN #45E LE7, HEETE 28T 1 ~ 1001 35 LTV 1006 ~ 4094 T,

| begin ULE) expression & —BT 2170 bR REZMBLET,
| exclude UEE) expression & —BT TR AN OLERILET,
| include (L&) $857E€ SN iz expression & — T 2T FRICEDET,
expression BRARA L N E LTHERAT IHIINOAXTT,
aAv2kFE—F ¥ EXEC
vy FERE Jy—= EEANR
12.2(20)SE Zoawy RAMEMEiE L7z, show ip igmp snooping multicast =~ >

EREDAHA R34y

Fickbs b0 T,

<NV F XY AMERELIIIATF XY AL T—TNEFRTIHINE, Z0avwr Re@HALET,

VLAN ID 1002 ~ 1005 1Z, h—27 >V > 7B LU FDDI VLAN IZ PR EN TN T, IGMP A X —E
JTIHMEMTE £ A,

LFEHTIE, KXFENLFEREIESNET, 72& 21, | exclude output & A L7255 output %
ETITIIR R SNETAD, Output ZETITIIRREINET,

Catalyst 3560 R4 v F AR F YI7L R
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show ip igmp snooping groups W

1l WROFITIE, F—7— FOIEE% L7\ show ip igmp snooping groups =~ > ROM T ERLE T,
AL v FOINVF XX AN T—TARERENET,
Switch# show ip igmp snooping groups
Vlan Group Type Version Port List
104 224.1.4.2 igmp v2 Gi0/1, Gi0/2
104 224.1.4.3 igmp v2 Gi0/1, Gi0/2
WOFITiL, show ip igmp snooping groups count =~ > KON EZRLET, A vF EOVILTF
YA ITN=TORBNERENET,
Switch# show ip igmp snooping groups count
Total number of multicast groups: 2
W OFTiX, show ip igmp snooping groups dynamic =~ > ROHH%ZRLE9, IGMP A X—t
TIZEVEE LI NV DR ERRLET,
Switch# show ip igmp snooping groups vlan 1 dynamic
Vlan Group Type Version Port List
104 224.1.4.2 igmp v2 Gi0/1, Fa0/15
104 224.1.4.3 igmp v2 Gi0/1, Fa0/15
W OHICIL, show ip igmp snooping groups vlan vian-id ip-address =2~ > KON ERLET, 18E
DIPT RLADIZN—TDxr ) 2R RLET,
Switch# show ip igmp snooping groups vlan 104 224.1.4.2
Vlan Group Type Version Port List
104 224.1.4.2 igmp v2 Gi0/1, Fa0/15
BEavUF avvF e
ip igmp snooping ZA v FE721% VLAN @ IGMP A X —E > 7 % A F—T LT
LET,
ip igmp snooping vlan mrouter IV FXF¥ A L—HF R—FERELET,
ip igmp snooping vlan static LAY 2R— b E2SLFFY AN TIL—F DAL NR—L LTE
BB L £7,
show ip igmp snooping AA v FE£I21% VLAN O IGMP 2 X — > V@ E & &R L E
‘é—o
show ip igmp snooping mrouter AA v FFEFIFEED~NLTFF+v A s VLAN @ IGMP A X —
BT v FXxx A V=X R— b ERRLET,
Catalyst 3560 R4 v F a2 F YI7L VR
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W show ip igmp snooping mrouter

show ip igmp snooping mrouter

AA vy FELIFBES NI~ /LF F ¥ A F VLAN O, @92 5# S 72 Internet Group Management
Protocol IGMP; f > % —% v b Z)V—7EH T o ha)L) AX— 7L, FEITHESINZLT
Xy R b —F K— FERRT A2, show ip igmp snooping mrouter £### EXEC =~ R & ff H
LET,

show ip igmp snooping mrouter [vlan vian-id] [ | {begin | exclude | include} expression]

X DA vlan vian-id (L) VLAN ZfRE L9, #ETE 2#HIE 1 ~ 1001 5L 1006 ~
4094 T,
| begin (EE) expression & —HT 21T ORREZRBLET,
| exclude (EE) expression & —BT 21T RN OLERILET,
| include (EE) BE ST expression & —T 2172 FRICEDET,
expression ZHAA b ELTHEATAHINOXTT,
a2 F E®—F  f5# EXEC
av > FERE J1y—=x EERNE
12.1(19)EA1 Soawr RABMESIE L,

BEREDAA FS54>

]

AA o FEIIIHFED VLAN LOYALFF vy A b b—% K— bERART DL, Z0avr REHEH
LET,

VLAN ID 1002 ~ 1005 iX. h—2 >V 7B X FDDI VLAN IZ TR ENTWT, IGMP A X—E
JTIREATEEEA,

v NAVFHF¥ AN VLAN LYV R bLb—v 3y (MVR) A 32 —7 VD4, show ip igmp snooping
mrouter =~ RITMVR v /L FF ¥ 2 h L—Z DERBLOIGMP A X — Vv 7 @A FR R LET,

LFEHTIE, KXFENXFEREIESNET, 72& 2L, | exclude output & A L7254, output %
ETITIXFRRSNETAD, Output ZETITIIRREINET,

WROFITIL, show ip igmp snooping mrouter =~ > RO NZRLET, A vF LT LFH¥ X
=% K= ERFLET,

Switch# show ip igmp snooping mrouter
Vlan ports

1 Gi0/1 (dynamic)

Catalyst 3560 R4 v F AR F YI7L R
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show ip igmp snooping mrouter Il

BEEa<TUF avwyk L]
ip igmp snooping AA v FE£7213 VLAN @ IGMP A X —E' > 7 & A 11— T /iC
LET,
ip igmp snooping vlan mrouter v/ F Xy AN L—F F—bEBMLET,
ip igmp snooping vlan static LAY2R— 2L FXFY AN T —F DAL NR—L LTH
ESTRBI=Y) | NS N
show ip igmp snooping AA v FE£1213 VLAN O IGMP 2 X —t' > V@2 &R LET,
show ip igmp snooping groups ALy FEITREDST A =L D IGMP AX—E 7 < LT
¥y A MERERRLET,
Catalyst 3560 R4 v F a2 F YI7L VR
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M  show ip igmp snooping querier

show ip igmp snooping querier

A A v FTEEE S 72 Internet Group Management Protocol (IGMP; A > % —% v b L — 7 EES
0 ha) ) T ORER LOEEEHRE KT 5121L, show ip igmp snooping querier detail = —
# EXEC =2~ FEHERLET,

show ip igmp snooping querier [detail | vlan vian-id [detail]] [ | {begin | exclude |
include} expression]

EX DA detail (L&) IGMP 7 =V 7 OFEMIfE 2 £ L £,
vlan vian-id [detail] ({£#) fEESh7z VLAN @ IGMP 7 =V 71§z £ R LEd, fHETE
DHEIHIE 1 ~ 1001 £721% 1006 ~ 4094 T9, EMEREZERRT DHICE
detail ¥—7U — & HLET,
| begin ULE) expression & —BT 21T LR REZMIGLET,
| exclude (R expression & —ET DT RTZN ORI L ET,
| include (BB & &N expression & — T DITH#RKRICEDET,
expression SZRAA L NELTHERTAHIANOAXTT,
avYkFE®E—F  =—#EXEC
vy FERE Jy—= EFERRE
12.2(25)SEA Zoawry RpBIMEnE L,

BEREDAA FS4>

Zx Y7 BTN, IGMP 7 =) — A v — V2R E T HMILEED IGMP N— a Y BLOIP 7
KL 2 %&FRT 25I2IL. show ip igmp snooping querier =~ > FZEH L7, 7 1% v MIEHKD
VAT XX AN AL ERATEETH, IGMP 72U 73 1 D LA TE £ A, IGMPV2 2%
TLTWDY TRy FTIHEE, SAFFY AR A—ZD 1 ORIV T7ELTREESNET, 72U 7T
Wi, VAP 3RS v TFEB/ETETET,

show ip igmp snooping querier =~ > FHNTH MHE SN/ 27D VLAN BL A ¥ —7 =
ARAERFLET, AA v TR TOHE, 2~ RHIITHE Port 7 + —/v FIZ Router D3RR
SNET, FZVTHRNAL—FDOHE, a2~ RHITE, Port 74—V RIZZ =Y T %58 LR —
FESNRFERINET,

show ip igmp snooping querier detail = —" EXEC =~ > KX, show ip igmp snooping querier =
<~ RIZEEL LT ET, 7272 L, show ip igmp snooping querier =~ RN TiX, AAf v F /U7
WX VERNCRHESNZT NA AP T RLADORRERINET,

show ip igmp snooping querier detail =~ > Fif, 2A vF 7T U TIZ k> TREZEICHRE ST A
AADIP 7 FLADIEM, ROBIMERERRLET,

e VLAN TEIRENTWHIGMP 7= U 7
e VLAN CRESNZAAL vF 72U 7T (HH%HE) ICEET L5 ERS L OEEREHR

EFHITIR, RXFE/NXERRBISNET, =& 21T, | exclude output & AJ) L7256 . output %
EUITIER R EINERFAD, Output % & L4171 ii‘%ﬂ“éﬂiﬁ‘

Catalyst 3560 R4 v F AR F YI7L R
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show ip igmp snooping querier W

1l WROFITIL, show ip igmp snooping querier =~ KO ZRLET,
Switch> show ip igmp snooping querier
Vlan IP Address IGMP Version Port
1 172.20.50.11 v3 Gi0/1
2 172.20.40.20 v2 Router

W OFHICIL, show ip igmp snooping querier detail =~> FOH N ERLE T,

Switch> show ip igmp snooping querier detail

admin state : Enabled

admin version HE

source IP address : 0.0.0.0

query-interval (sec) : 60

max-response-time (sec) : 10

querier-timeout (sec) : 120

tcn query count H

tcn query interval (sec) : 10

Vlan 1: IGMP switch querier status

elected querier is 1.1.1.1 on port Fa0/1

admin state : Enabled

admin version : 2

source IP address : 10.1.1.65

query-interval (sec) : 60

max-response-time (sec) : 10

querier-timeout (sec) : 120

tcn query count HE

tcn query interval (sec) : 10

operational state : Non-Querier

operational version H

tcn query pending count : 0

BEa< K avwvFk HieA

ip igmp snooping AA v FE£721F VLAN @ IGMP A X —E' > 7% A F—T /T
LET,

ip igmp snooping querier LAY 2%y NU—27 D IGMP 7 =V THRER A X — 7 L2 L
EJcpe

show ip igmp snooping ALy FEITREDO~ /L FF ¥ A2 b VLAN © IGMP A X —

EL S v A FERY AR L—H R— N EFERLET,

Catalyst 3560 R4 v F a2 F YI7L VR
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Bl show ip source binding

show ip source binding

AA v F LD IP EREITLAA T 4 T H2FRT DI

R L £,

. show ip source binding = —¥% EXEC @2~

show ip source binding [ip-address] [mac-address] [dhcp-snooping | static] [interface
interface-id] [vlan vian-id] [ | {begin | exclude | include} expression]

¥ESTEHEA ip-address EE) BFEDIP T RLVADIP EEEANA T A v T HRRLET,
mac-address EE) BFEDOMACT FLVADIP ERBEANA T A v T HRRFLET,
dhcp-snooping (&) DHCP AX—tE v 7k o THEHENL P EETTAA T 47
ERRALET,
static ER) AEZT A4y 7 IPREELNA T AT E2RRLET,
interface interface-id TR BFEDA v 2 —TxA A LD IPEFEIONA T 4 v THFRLET,
vlan vian-id (ER) ¥ ED VLAN EO P EEE A VT 4 v T R2FRLET,
| begin UEE) expression & —ET 21T LR RZMAIGLET,
| exclude (fERE) expression & —HT 21T RKRNOERINLE T,
| include (BB R &N expression & —T HDI1TaRRFICEDET,
expression SZRAA N ELTHERTAHIANOATT,
avYkFE®E—F  =—#EXEC
oy FERE yy—=x EERAE
12.2(20)SE Zoavwry RRBMEnELE,

BEREDAA FS54>

show ip source binding =~ > KO J)iZ, DHCP AX—V L F RNA VT 4 v 7 T—HRX—ANDF A

TIvIBIORIT 47 J&Eéﬂt/\/f/74/7%%ﬂ“bi‘§” EAT Iy 7T
AT A TRETERTRTDIC

X S AT
. show ip dhcp snooping binding ### EXEC =~ R L £,

XFHITIE, KLFEENCFERERSNET, 72& 21E, | exclude output & AJ) L72A . output %
BUITIER A INETAD, Output % ETATI ii‘%ﬂ“éﬂi‘f
fl K OHITIL, show ip source binding =~ > FOHEZRLET,
Switch> show ip source binding
MacAddress IpAddress Lease (sec) Type VLAN Interface
00:00:00:0A:00:0B 0.0.1 infinite static 10 GigabitEthernet0/1
00:00:00:0A:00:0A 0.0.2 10000 dhcp-snooping 10 GigabitEthernet0/1
EEavY R av YR B

ip dhep snooping binding

DHCP AX—VE T NA T 4 FT—HARXR—R R ELET,

ip source binding

AL FIZAZT 4 v 7 IPEETNA T AV TERELET,

Jl Catalyst 3560 R4 vF Iv Y F YI7L2R
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show ip verify source W

show ip verify source

AL v F EETITRFEDA V H—T 2 A A LD P YV —A H— KOFREEF T 5L, show ip
verify source = —4 EXEC 2~ REZEH L 7,

show ip verify source [interface interface-id] [ | {begin | exclude | include} expression]

ST EHBA interface interface-id (EE) BEDA L Z—T A A LDIP V—Z H— FOREEXFRLET,
| begin UEE) expression & —HT AT HFRREMBLET,
| exclude (LE) expression & —ET DT ERPLERINLE T,
| include (EE) $87E Iz expression & —ET DT FRIZEDET,
expression SZRAA N ELTHERT A HIANORXTT,

a2 F ®—F  =—# EXEC

av > FERE J1y—=x EERNE
12.2(20)SE Zoavwry RpNENENELE,

BEREDAA FS54>

SCFEFITIE, RXFENLFREIENE T, 72& 2. | exclude output & AT L7255 outpur %
BUITIER A INETAD, Output % E 1T i%réﬂi*ﬁ

£l WOFITIL, show ip verify source =~ RO ZRLET,
Switch> show ip verify source
Interface Filter-type Filter-mode IP-address Mac-address Vlan
gi0/1 ip active 10.0.0.1 10
gi0/1 ip active deny-all 11-20
gi0/2 ip inactive-trust-port
gi0/3 ip inactive-no-snooping-vlan
gi0/4 ip-mac active 10.0.0.2 aaaa.bbbb.cccc 10
gi0/4 ip-mac active 11.0.0.1 aaaa.bbbb.cccd 11
gi0/4 ip-mac active deny-all deny-all 12-20
gi0/5 ip-mac active 10.0.0.3 permit-all 10
gi0/5 ip-mac active deny-all permit-all 11-20
EROBITE, IP Y =R H— ROREFZROL S22 T,
e ¥HEYhA—PFy b1 A ¥ —TxAA LT, VLAN 10 ~ 20 (2% L C DHCP AX—t 7
75‘34* Tl o> TWET, VLAN 10 DBE, A 2 F—T=A A LTIPT FLA 7405
CRDIPY—AH—FBRREEN., A v F =T oA RN T 4 VI PFIEL TOE
ﬂ” VLANll ~20 T, 2FHOZ U NUWZ, TNV A= 778X a3 ba— JUX |
(ACL) 23 1IP Y —A H—KFBPRESNTVROVLAN OA ¥ —7 =4 ATHEHE L TNDHZ &
DRENTVET,
o FHEY M A—H Ry b2 A F—T=ARAE, DHCP AX—VE > V2 FITT 572 bDEHTE
BAVE—T oA AL LTRESATOET,
Catalyst 3560 R4 v F a2 F YI7L VR
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M show ip verify source

o XHEY M A=YV XYy 3 AV H—T 2 ALT, AV F—T x4 ANREL TS VLAN ITxFL
TDHCP AX—Y U T NA R—T |75 TWERA,

o FHE Y P A—YV Xy bAALE—T2AALET, FETIPT FLRA T4 LE ) T LEEET
MAC 7 RVA Z4NZ Y TIZEDIP Y —A H—FKNA F—TNIZ/->TEBY, VLAN10 &
VLAN 11 IZ® LCAEZT 4 w7 IP VY —ANRL T 4 U IRREESNTWET, VLAN 12 ~ 20
TliX,. 774V E R—FDACL DB, A X —T 2 A AETIP V—A H— FNRFESH TN
VLAN ([Z#H SN E T,

o FHEY M A=V XV bS5 A LV H—T =2 ALT, BELIPT RLRA 742U 7 E%ET
MACT FLVAR 74 NEY U TICEDIP Y —RA T—RRA R —T NI Ro>TEY, AEZT 47
IP AL T AU IMBRESNTVETN, R—b BF 2V T 4 BT 4 =7 Mo TWET,
AA v FiE, FHMETLXTMACT FLRE T4 NZ ) 7 TEERA,

WOFEITIX, IP Y —A T—= KRBT 4= nic&NizA v I —T7 =24 ZAOH T ERLET,

Switch> show ip verify source gigabitethernet 0/6
IP source guard is not configured on the interface gi0/6.

GEREESAS =AY SiEA
ip verify source AVHE =T A ALDIP VY —A H—REALAF—TNMIZLET,

Catalyst 3560 R4 v F AR F YI7L R
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show ipc

Interprocess Communication (IPC) 7B ha/LOgkE, A7 —F A, BLO, MEHEREERTDHIC
i%. showipec =—% EXEC 2~ F&EHLET,

showipc W

show ipc {mcast {appclass | groups | status} | nodes | ports [open] | queue | rpc | session {all |
rx | tx} [verbose] | status [cumlulative] | zones} [ | {begin | exclude | include} expression]

X DEREA

mcast {appclass |
groups | status}

[PC~vLVTFX¥ AN N—TFT 4 0 7EREFTRLET, ¥—U— FOERKRITIKROD
LBy T,

e appclass : [PC vV FFv AN T TV r—ary 77 2%R 1R LET,
e groups : [PCv1LVFF ¥ A h V=T ZRRLET,
e status : IPC ¥V FF X A K V—F 4 v J AT —H A% FRRLET,

nodes

B2/ — RFaRRLET,

ports [open]

B—ANIPCHR—FE2FRLET, F—U—FOFRITKRD LBV T,
e open: (L&) A—7> K=+ aHERRLET,

queue IPC £ EXa—DHNFERRTLET,
rpe IPCUVE—bF o —Yy O EREERLET,

session {all | rx | tx}

IPC vy v a rOitE#RE2E R LET (B EXEC E— R TORMFHA]
B, F—U— ROBEWIIKD LEBY T,

e all: By va L OMEERETXTERLET,
o IX: AAVYTINZELEN T 74 v IOy a UREHEREFR T LET,
e X AAVTFNEMELIE T 74 v IOy a UiREHEREFR R LET,

verbose

(ER) FMRsetE e £r LET (K EXEC £ — FOBE O[T

P
HE) o

status [cumlulative]

2=V IPCH—"DRAT—H AR RLET, F—V—RFOEBKRIIKRD L E
D CT,

¢ cumlulative : £E) AA vIFNEHFE-IXFEEL-HLEDOR—T )L
IPC 4 —R"DRAT—HZ AR RLET,

zones ZMLTWL IPC Y —r 2R R LET, A vFiT 15D IPC Y —r %
He FLET,
| begin (EE) expression & —BT 21T ORREZFBLET,
| exclude (EE) expression & —HBT 2175 R TN LERINLET,
| include (EE) BE ST expression & —T 2172 FRICEDE T,
expression ZRARA L N LTHEATAHIINORXTT,
a2 F ®—F  =—# EXEC
av > FERE yy—= EERNE
12.1(19)EA1 SOy FABMSIE L,
12.2(25)SE mcast, rpe. 3L N session ¥—U— RN EBMEE L,
Catalyst 3560 R4 v F a2 F YI7L VR
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W showipc

FRLOAMRSMY  XFHITIE, RXTFLEDALFREBSNET, =& 2I1E, | exclude output & AS L7=5A . output %
ETITIIRRSNETAD, Output ZETITIIRREINET,

1 WOFITHE, IPCL—F 4 v F AT —F AEFERTEHEERLET,

Switch> show ipc mcast status
IPC Mcast Status

Tx Rx

Total Frames 0 0
Total control Frames 0 0
Total Frames dropped 0 0
Total control Frames dropped 0 0
Total Reliable messages 0 0
Total Reliable messages acknowledged 0 0
Total Out of Band Messages 0 0
Total Out of Band messages acknowledged 0 0
Total No Mcast groups 0 0
Total Retries 0 Total Timeouts 0
Total OOB Retries 0 Total OOB Timeouts 0
Total flushes 0 Total No ports 0
WOBITIE, BN/ — RaRRT2HEZRLET,
Switch> show ipc nodes
There is 1 node in this IPC realm.

ID Type Name Last Last

Sent Heard

10000 Local IPC Master 0 0
WoOBITIE, v—H N IPCAHR— haRRTDHHEEZRLET,
Switch> show ipc ports
There are 8 ports defined.
Port ID Type Name (current/peak/total)
There are 8 ports defined.

10000.1 unicast IPC Master:Zone

10000.2 unicast IPC Master:Echo

10000.3 unicast IPC Master:Control

10000.4 unicast IPC Master:Init

10000.5 unicast FIB Master:DFS.process level.msgs

10000.6 unicast FIB Master:DFS.interrupt.msgs

10000.7 unicast MDFS RP:Statistics

port index = 0 seat id = 0x10000 last sent = 0 last heard = 0
0/2/159
10000.8 unicast Slot 1 :MDFS.control.RIL
port index = 0 seat_id = 0x10000 last sent = 0 last heard = 0

0/0/0

RPC packets:current/peak/total
0/1/4

WOBITIE, IPC HIEEF 2 —DONFEFRT 2R LET,

Switch> show ipc queue
There are 0 IPC messages waiting for acknowledgement in the transmit queue.
There are 0 IPC messages waiting for a response.

Catalyst 3560 R4 v F AR F YI7L R
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There are 0 IPC messages waiting for additional fragments.
There are 0 IPC messages currently on the IPC inboundQ.

Messages currently in use : 3
Message cache size 1000
Maximum message cache usage 1000
0 times message cache crossed 5000 [max]

Emergency messages currently in use : 0

There are 2 messages currently reserved for reply msg.

Inbound message queue depth 0
Zone inbound message queue depth 0

WOFITIE, T_XTHOIPC By v a vy OfEERE*FR T A HEEZRLET,

Switch# show ipc session all
Tx Sessions:

Port ID Type Name
10000.7 Unicast MDFS RP:Statistics
port index = 0 type = Unreliable last sent = 0

Msgs requested = 180 Msgs returned = 180

10000.8 Unicast Slot 1 :MDFS.control.RIL
port index = 0 type = Reliable last sent = 0
Msgs requested = 0 Msgs returned = 0

Rx Sessions:

Port ID Type Name
10000.7 Unicast MDFS RP:Statistics
port index = 0 seat id = 0x10000 last sent = 0

No of msgs requested = 180 Msgs returned = 180

10000.8 Slot 1 :MDFS.control.RIL
port index = 0 seat_id = 0x10000 last sent = 0 la
No of msgs requested = 0 Msgs returned = 0

Unicast

last heard

last heard

last heard

st heard

OB T, a—HhHVIPC YV —R"DOAT—Z AR T BHTiEEZRLET,

Switch> show ipc status cumulative
IPC System Status

Time last IPC stat cleared :never

This processor is the IPC master server.
Do not drop output of IPC frames for test purposes.

1000 IPC Message Headers Cached.

Rx Side
Total Frames 12916
0 0
Total from Local Ports 13080
Total Protocol Control Frames 116
Total Frames Dropped 0
Service Usage
Total via Unreliable Connection-Less Service 12783
Total via Unreliable Sequenced Connection-Less Svc 0
Total via Reliable Connection-Oriented Service 17

<output truncated>

Tx Side

Il
o

574
17

171

116

showipc W

| OL-8554-08-J
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show ipc

BEav VR avwy kR HL)]

IPC ¥~V FFx A V—T 4 VT OMHEREZHEELET,

clear ipc

OL-8554-08-J |
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show ipv6 access-list W

show ipv6 access-list

BAED IPV6 7 7 EA VA RDOTRTONEERTT HICIEL, show ipvé access-list —— EXEC =
vV REMHLET,

show ipv6 access-list [access-list-name]

GE) Zoavwr R AA vF ETF 270 IPVA/IPY6 SDM 7 o 7 L — E EE STV B AT DO A48
T ET,
BXDEA access-list-name (LB 77E2 VR D&
AV K E—F  =—¥% EXEC
avy FERE Jyy—x FERE
12.2(25)SED Soav U FBEMENE LE,

BEREDAA FS54>

IPv6 B T % S %R\ C. show ipv6 access-list =~ > NDH /1% show ip access-list =~ > N L %5
LPlLTnET,

T 2TV IPVA/IPV6 7 7 L — M &R ET HI21EL, sdm prefer dual-ipv4-and-ipvé 7 = — 3L =
T4 FXalb—varyavry Fe AL, A4 vFE2UVnrn—FLET,

fl WOHITIL, show ipv6 access-list =~ FTHJ) &7z inbound 3 £ O outbound & V™5 4 @ IPv6
TIEA VA RNERLET,
Router# show ipv6é access-list
IPv6 access list inbound
permit tcp any any eq bgp (8 matches) sequence 10
permit tcp any any eqg telnet (15 matches) sequence 20
permit udp any any sequence 30
# 2-3412, ZOHMNTRARINDEBERT 4 —/L FOHMEZRLET,
* 2-34 show ipv6 access-list ® 7 1+ — )L FOERA
J4—ILF SR
IPv6 access list inbound  |IPv6 77 =2 U A +4 (f : inbound)
permit fBESINTe banr FALT7L—HT o7y FEFFAILET,
tep Transmission Control Protocol (TCP), /X% v FB—F L7giFiid7e
ROEWLL (LAY 4) oFa bhar 2A47
any /0 LRIC T,
eq TCP £721Z UDP /37 v R OFEEILE IS8R — b & kT % equal #
TR
Catalyst 3560 R4 v F a2 F YI7L VR
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W  show ipv6 access-list

& 2-34 show ipv6 access-list D7 1+ —)L FOSH (=)

Z4—ILF L]

bgp (matches) Border Gateway Protocol (BGP; R —4— 7 — v =A 71 haji),
roho7a han 24 7TBLO—HK

sequence 10 HENT Y MR ENDT 78 A VR NDITOY—F A, TR
VA MDITIX, O TFAF YT 1 (KO, 72& 21X 10) 6
BOTIAFV T 4 (R\mOEK, =& 21X 80) DIEICIEA TWET,

BIEavUF ==V BL
clear ipv6 access-list [Pv6 77X VR I &%y b LET,
ipv6 access-list IPv6 77 &A URAMEEGRL, AL v TEZIPv6 77 EARAURAN a7 4
Fal—varE—RNILET,
sdm prefer AL v FOMBRFIECESE AT L VY —2 % 5Ki#E(LT25 59 SDM 7

VLU= EBRELET,

Catalyst 3560 R4 v F AR F YI7L R
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show ipv6 dhcp conflict Il

show ipv6 dhcp conflict

B/xn

"E-IDII':

3

T RUVART Z 47 Mok S 7z & %2 DHCP for IPv6 (DHCPv6) #— N2k > ThRbsn=T
KL 2 D22 % %59 5121%. show ipv6 dhep conflict #7# EXEC =~ > F&EMHH L £,

show ipv6 dhcp conflict

Zoawy RN, AL v F ETTF 27V IPv4/IPv6 SDM 70 7 L — F IR E SN TV D E AT D i
ATxET,

Zoawy RiZiE, slEELITF—UV—FEH 0 £HA,

avY kK E®E—F HkE EXEC
avy FERE yy—=x TENE
12.2(46)SE ZIoavy RABEMENE LT,

EREDHA R4

T 2TV IPVA/IPv6 7 v 7 L — b &R ET H121E. sdm prefer dual-ipv4-and-ipv6 7 7 — 3L 2
T4F¥alb—varavryFe AL, Ay Fu2Yrn—FLET,

H22 % HIBR9 5 L 9 DHCPv6 V' — N\%&&ET HHE, ping #FEMALET, 7747 MIxrA N—H%R
PHEALTIIA4 7 FEHBEHEL, DECLINE A v —YZBUTH—RNICHELET, 7 FL 2D
ZERmHEND L, T RLRAET— A0 0HIREINET, FHENEREY A LT FLAZHIRT S
FTT RLAFHOVYETOHONEEA,

£l WOFHITIE, show ipvé dhep conflict =~ > FOH I ERLET,

Switch# show ipvé dhcp conflict

Pool 350, prefix 2001:1005::/48

2001:1005::10

BEav VR avwy kR HL)

ipv6 dhcp pool DHCPv6 7— V%% E L, DHCPv6 /' —/L 27 4 ¥al— 3y £—

N&BBLET,
clear ipv6 dhcp DHCPv6 =N F = RXR—=2ZANbHT R ADEEEZEELE T,
conflict
Catalyst 3560 R4 v F a2 F YI7L VR
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M  show ipvé mid shooping

show ipv6 mld snooping

AA v FE721% VLAN @ IP Version 6 (IPv6) Multicast Listener Discovery (MLD) A X—E > /3%
Ex AT HITIE, show ipv6 mld snooping = —¥ EXEC =~ FZHERLET,

show ipv6 mld snooping [vlan vian-id] [ | {begin | exclude | include} expression]

(i) Zoawry R, AL v FTT 27V IPv4/IPv6 SDM 7o 7 L — P BRRE SN TV D EAEIZ O B
ARE T,
B DA vlan vian-id (fE7%) VLAN #4658 LET, & TX 2401 1 ~ 1001 5 L0 1006 ~
4094 T4,
| begin (EE) expression & —BT 21T bR RERMBLET,
| exclude (EE) expression & —HT 21T RN ORI LET,
| include (EE) 485 Siz expression & — 8T DITERRITEDET,
expression BWEA L FELTHERTZHIANORTT,
a2 FE—F  =—% EXEC
vy FERE Jyy—=x EERA

ERLEDAA K54

]

12.2(25)SED Toawr REMSE L,

AL Y FFETITEFED VLAN O MLD A X — VL P OHBREEZRRTHDICZOa~vy REFERLET,

1002 ~ 1005 ® VLAN F=i%, Fh—27 U > 7 VLAN 53 XU FDDI VLAN O 7= DIZ PRI TWD
728, MLD AX—E > ZICIIHTE EH A,

T 2TV IPV4/IPv6 7 7 L — b &R ET H121E. sdm prefer dual-ipv4-and-ipv6 7 7 — 3L 2
T4F¥alb—varavryFe AL, A v FEYrn—FLET,

LFEHTIE, KT ENALTFRRESNET, =& 2, | exclude output & AF L7354
ETITIIFRRSNETAD, Output ZETITIIRREINET,

output %

W OFICIL, show ipvé mld snooping vlan =~ > KO AHZRLET, & 2 TiE, FFED VLAN O A
X—vr IRt RoR LET,

Switch> show ipv6é mld snooping vlan 100
Global MLD Snooping configuration:

MLD snooping : Enabled
MLDv2 snooping (minimal) : Enabled
Listener message suppression : Enabled
TCN solicit query : Disabled
TCN flood query count HE
Robustness variable : 3
Last listener query count HE

Jl Catalyst 3560 R4 vF Iv Y F YI7L2R
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Last listener query interval
Vlan 100:

MLD snooping

MLDvl immediate leave

Explicit host tracking
Multicast router learning mode
Robustness variable

Last listener query count

Last listener query interval

show ipv6 mid snooping W

1000

Disabled
Disabled
Enabled
pim-dvmrp
3

2

1000

WOFITIE, show ipv6 mld snooping =~ > FOWNEZRLET, T TiE, AA vF LD VLAN T

NCOAX—E U TR LET,

Switch> show ipv6é mld snooping
Global MLD Snooping configuration:

MLD snooping Enabled
MLDv2 snooping (minimal) Enabled
Listener message suppression Enabled
TCN solicit query Disabled
TCN flood query count 2
Robustness variable 3
Last listener query count 2
Last listener query interval 1000
Vlan 1
MLD snooping Disabled
MLDv1l immediate leave Disabled
Explicit host tracking Enabled
Multicast router learning mode pim-dvmrp
Robustness variable 1
Last listener query count 2
Last listener query interval 1000
<output truncated>
Vlan 951:
MLD snooping Disabled
MLDv1l immediate leave Disabled
Explicit host tracking Enabled
Multicast router learning mode pim-dvmrp
Robustness variable 3
Last listener query count 2
Last listener query interval 1000
BEaIvUF avwo kR Bie
ipv6 mld snooping AA v F EE721L VLAN DO MLD AX—E v 7% A X —7 )L
L. BEZITWET,
sdm prefer ALy FOERFECIESE AT L V)Y — A& &bt 5 &
29 SDM 7 v 7 L— hEHELET,
Catalyst 3560 R4 v F a2 F YI7L VR
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W  show ipv6 mid snooping address

show ipv6 mld snooping address

Multicast Listener Discovery (MLD) A X —E 2 V7 BREFT 23 XTD, E7FFEED IP version 6
(IPv6) v /L FF ¥ 2 b 7 KL AE#HEFK T 5121L, show ipv6 mld snooping address =——% EXEC
avry FEERLES,

show ipv6 mld snooping address [[vlan vian-id] [ipv6 address]] [vlan vian-id] [count |
dynamic | user] [ | {begin | exclude | include} expression]

A
GE) Zoavr Rid, AA v FTF 2T IPvA/IPv6 SDM 7o 7 L — MR E STV D412 D Zaffi
T
BEXnRA vlan vian-id (EE) MLD AX—t 7 <L FF v A b 7 KL AFEREFTTS VLAN &

fRELET, fHETE % VLANID #iHiZ 1 ~ 1001 3 LT 1006 ~ 4094 T,

ipv6-multicast-address — (f£5) f8E SN IPv6 ~ L F ¥ ¥ A b 7 FLAICET 5 EMAR R L E
T, ZOF—T— KX, VLANID 248 E L7=HAICoAFEHTE £,

count L) AA v F LEIFRED VLAN O~ LFF ¥ 2 b 7 —THE R
RLET,

dynamic (fE7E) MLD A X—E v /3B 7 — T e Frn LET,

user ({£&) MLD AX—Vt 7 a—FREIN—TFEREERLET,

| begin (EE) expression & —BT 51T LRRERBLET,

| exclude (=) expression & —B T 21T RN ORINLE T,

| include (fE3E) 487 Sz expression & —8T DITERRICEDET,

expression AL P ELTHERT 2RO TT,

avY kR E—F o —¥# EXEC

av Y FEE -2 EERE
12.2(25)SED oy RGBS E L,

BREDAARSL4Y IPv6 v~ L FFr X b 7 FLAEREFRTLHDIC, Zoa~vy REEHLET,
VLANID # A LEbETOH, IPv6 v LF X AN 7T RUAZASNTEXET,

1002 ~ 1005 ® VLAN %F=1%. h—2 >V 7 VLAN B LX O FDDI VLAN 72902 PRI T\ 5
7o, MLD AX—Er ZIZIFEEMTE A,

FERENTE I N—TICET A IERO B EFERT DL, dynamic ¥~V — REMHEHALET, RESH
eI N—TICET DEROAER AT HITIL, user F—U— REHEHLET,

T a7V IPVA/IPV6 7 > 7 L — M EFRET S I121E. sdm prefer dual-ipv4-and-ipv6 7 = — 3L 2
T4 F¥alb—varavryFNeANL, AMyFaIun—-FLET,

XFHNTIE, KRIXFENLFNRRJESET, =& 2L, | exclude output & AJJ L7=54A . output %
BUITIEFRRINERAD, Ouiput ZE0ITIFFRINET,

Catalyst 3560 R4 v F AR F YI7L R
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show ipv6 mld snooping address W

i WROFITIL, show snooping address = — EXEC =~ > RO %E R LET,
Switch> show ipv6é mld snooping address

Vlan Group Type Version Port List

2 FF12::3 user Fa0/2, Gi0/2, Gi0/1,Gi0/3

W OB TIL, show snooping address count == — EXEC 2~ > RO AERLET,

Switch> show ipv6é mld snooping address count
Total number of multicast groups: 2

W OFITiX, show snooping address user =—% EXEC =~ FOH N ZERLE T,

Switch> show ipv6é mld snooping address user
Vlan Group Type Version Port List

2 FF12::3 user v2 Fa0/2, Gi0/2, Gi0/1,Gi0/3
BEaTUF avyk e
ipv6 mld snooping vlan VLAN TIPv6 MLD AX—tE > 7 2% ELET,
sdm prefer AA v FOERFECESE VAT LY Y =22kl T 5 &

5SDM 7o L — "2 ELET,

Catalyst 3560 R4 v F a2 F YI7L VR
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M show ipv6 mid snooping mrouter

show ipv6 mld snooping mrouter

AA v FE721X VLAN O, B2 FE IS4, FETRE L7 IP Version 6 (IPv6) Multicast Listener
Discovery (MLD) /L —% R— b & &7 7 5121, show ipv6 mld snooping mrouter = —# EXEC =
~U FEERLES,

show ipv6 mld snooping mrouter [vlan vian-id] [ | {begin | exclude | include} expression]

N
(E) ZDa<wy R, AL vTFTT a7 /VIPv4/IPv6 SDM 7 v 7 L — FRERE I N TV D EHEIZ D HfE
AHETT,
B DA vlan vian-id (f£E) VLAN ZfsE L%, HETE HHPHIE 1 ~ 1001 38 LT 1006 ~
4094 <9,
| begin (EE) expression & —BT 51T bR RERMBLET,
| exclude (EE) expression & —HT 21T RN ORI LET,
| include (EE) 485 Sz expression & —ET DT 2R RITEDET,
expression ZRHRA L ME L THERTHHDAORTT,
ATk E—F  =—%EXEC
vy FERE Jy—=x EFENR

ERLEDAA K54

]

12.2(25)SED Toawr REMSE L,

AA v FFEIIHED VLAN O MLD A X —E° 0 7 L—& R— M aFrdT AT, Z0avwy R&ff
ALET,

1002 ~ 1005 ® VLAN & =i%. b—27 > U 7 VLAN 83X O FDDI VLAN O729Ic PR EN TV S
72, MLD ZX—tE I T EH A,

T 2TV IPV4/IPv6 7 7 L — b &R ET H121E. sdm prefer dual-ipv4-and-ipv6 7 7 — 3L 2
TJ4F¥alb—varavryFe AL, A v Fu2Yrn—FLET,

LFEHTIE, KXFENLFEREIESNET, 72& 21, | exclude output & A L7255 output %
ETITIIR R SNETAD, Output ZETITIIR R EINET,

W OFHICIE, show ipvé mld snooping mrouter =~ > KO HZ/RLET, MLD AX—E 7
42, AL vFOFTXTHO VLAN DAX—E» 7R E RS £,

Switch> show ipv6é mld snooping mrouter

Vlan ports
2 Gi0/11 (dynamic)
72 Gi0/11 (dynamic)
200 Gi0/11 (dynamic)

Jl Catalyst 3560 R4 vF Iv Y F YI7L2R
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show ipv6 mld snooping mrouter W

OB TIL, show ipvé mld snooping mrouter vlan =~ > KOHNHZE /R L ET, FFED VLAN O~
NFF v AN L—HF K— FBRERREINET,

Switch> show ipv6é mld snooping mrouter vlan 100

Vlan ports
2 Gi0/11 (dynamic)
EEavUF =AY #e

ipv6 mld snooping A A v F LEEFIZVLAN LD MLD AX—E 2 F A 2 —T )b
2L, REZITWET,

ipv6 mld snooping vlan mrouter ~ VLAN (¥ FF ¥ A f b—& K— AR ELET,

interface interface-id | static

ipv6-multicast-address interface

interface-id)

sdm prefer ALy FOERAFECESE AT A VY =R & Rk 15 &
9 SDM 7 v 7L — b aRELET,

Catalyst 3560 R4 v F a2 F YI7L VR
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Bl  show ipv6é mid snhooping querier

show ipv6 mld snooping querier

AA v FE 721X VLAN H5245 L7z &# D IP Version 6 (IPv6) Multicast Listener Discovery (MLD)
ARX—V 7 7 ) 7 HEEEFEHREZFRT HI21E, show ipve mld snooping querier ——% EXEC =+
Y REERLET,

show ipv6 mld snooping querier [vlan vian-id] [detail] [ | {begin | exclude | include} expression]

~
(i¥) Zoa<wy R, AA v FTTF 2TV IPv4/IPv6 SDM 7 > 7 L — F R E I N TV B EE IO I di
"HE T,
X DA vlan vian-id (fE7) VLAN #46E L £, #ETE HMIHIE 1 ~ 1001 3 L0 1006 ~
4094 T,
detail (f£E) AA v F£721L VLAN ® MLD 2 X — > 7O =V 7 15H
FRIILET,
| begin (EE) expression & —HT 21T ORREZFBLET,
| exclude ({ER) expression & —HT 21T KRN OERINL E T,
| include (EE) BE ST expression & —ET 2172 FRICEDET,
expression BWARA N ELTHERTIHIAORTT,
OV K E—F = —4 EXEC
avy FEE Jyy—=x EENE
12.2(25)SED Soawy RABMSIE L,

BEREDAA FS54>

MLD 7 =V — XAy b=V 2R ETIMEINTEE (2 7L EEIND) O MLD XN—2a U8B
LIPV6 7 RL A% EK AT 5HI2i%. show ipvé mld snooping querier =~ FZfEH L ET, 7
Xy MIEEOYLTFF Y AN V—FZ O RN TEETH, MLD 72 7T 1 272 T, 7=
YT, VAV 3 AL v TFEBECTEET,

show ipv6 mld snooping querier =~ > N NiZ, 7=V 7o &z VLAN B L OA v 4 —7 =
AALERLET, AA v FN7 ) TOERE, a~ FHTIE Port 7 4 —/v FIZ Router MRFER
SNET, 7V THRNAL—FDOHE, a<v > FHIITIE, Port 74—V R = T & FH LIcAR—
FNEENERINET,

show ipv6 mld snoop querier vlan =~ > RO TIE A ELIINET 7 2V T hE07 2 — A v
VIR E L TRESNTERER R LET, FED VLAN LOAX—E 7 BN bR 2B
EOa—VERED VLAN lHIZFR TR ENETA, 207U TIHERIZ, A v FREET D MASQ # v
=V ETOREHLET, 72U — A vB—VITEE L0 A U ox—2 HREIIIZT B DI
L —PEED I /NA N R AEFITHNIL 20 FHA,

1002 ~ 1005 ® VLAN % 51X, h—2 >V 7 VLAN B XU FDDI VLAN O FRENTW 5D
72, MLD ZX—t I3 TEx £ A,
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show ipv6 mld snooping querier W

T 27V IPVA/IPv6 7 > 7 L — R R ET 511X, sdm prefer dual-ipv4-and-ipv6 7 v — 3L 2
T4 F¥alb—varavryFeANL, AMyFa2lu—-FLET,

LFHTIE, KXFENXFERRJISNET, =& 21E, | exclude output & A L7284, output %
ETITIXFRRSNETEAD, Output ZETITIIRREINET,

5l WOHITIL, show ipv6 mld snooping querier =~ > ROH &R L E T,
Switch> show ipvé mld snooping querier
Vlan IP Address MLD Version Port
2 FE80::201:C9FF:FE40:6000 vl Gio/1
WOBITIL, show ipvé mld snooping querier detail =~ > FOHHZRLET,
Switch> show ipv6é mld snooping querier detail
Vlan IP Address MLD Version Port
2 FE80::201:C9FF:FE40:6000 v1 Gi0/1
W& DFITiL, show ipvé mld snooping querier vlan =~ > FOH N Z R L E T,
Switch> show ipv6é mld snooping querier vlan 2
IP address : FE80::201:C9FF:FE40:6000
MLD version : vl
Port : Gi0/1
Max response time : 1000s
BIEa<T VR avwo R BIL]
ipv6 mld snooping AA v F EFE721Z VLAN EO IPv6 MLD A X —t > Ja A F—T LI L,
BEEITOET
ipv6 mld snooping MLD 7 74 7 v s BSHIBREINIC R DRNCAA v FRET D27 =0 7O
last-listener-query-cou & k¥ A/ EL F9,
nt
ipv6 mld snooping 2L v FRIZ T —RLELTHLL, v VTFHF¥ AN T A—TMER— |
last-listener-query-int % HI5R 9" 2 AR 2 BOIG BRI 2 5E L £
erval
ipv6 mld snooping ISERIRNRE, v A F X v 2 b T RUARHIREIIUC R RN A A v F
robustness-variable MEEFETEI7 =) —ORREERELET,
sdm prefer AL v FOEHFIECHESE AT A Y Y =R e FiHELT 5 L5 SDM 7
VU= RERELET,
ipv6 mld snooping ZA »F EE721Z VLAN O IPv6 MLD A X —E > 7 %A F—T M2 L,
BEEITOET
Catalyst 3560 R4 v F a2 F YI7L VR
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W  show ipv6 route updated

show ipv6 route updated

IPV6 N —T 4 7 T—T NDOBIEONELRRT 511X, =—H EXEC =¥ D show ipv6 route
updated =~ > R&EfHHLET,

show ipv6 route [protocol] updated [boot-up]{ih:mm | day{month [hh:mm]} [{hh:mm |
day{month [hh:mm]}] [ | {begin | exclude | include} expression]

BX DA protocol (LB RoOWTFh»rOXF—V— R L THRELLL—T 17 Ta b
anrdL—hERFLET,
* bgp
e isis
e ospf
* rip
F2iE, KOWTNPOF—TU—FEEHLTRELZL—F 247D
N— b EERRLET,
e connected
* local
e static
e interface interface id
boot-up IPv6 V—F 4 v 7 T—TIVOBEIEORNEZF < LET,
hh:mm 24 FFHIRFLO 2 OB TRER Z A LET, S amy () 2HHLT
KIEEW, 72& 2, 1332 DL ST A LET,
day HIZba AN LET, HRETE 28I 1 ~31 T,
month A% RILFFELIDLFTAILET, January £720% august 72 &, AD
LT _RTCANTLHZE L jan £7213 Aug D X D IZH OARTIOEAD 3
XFEEANNTH b TEET,
| begin (EE) expression & —HT 21T ORREZRBLET,
| exclude (fEE) expression & —BT DT RA-NOBIRINL E T,
| include (EE) 485 Sz expression & —ET DITE R RICEDET,
expression ZHARA P ELTHERT 2HIANORXTT,
AT R E—F ¥ EXEC
av Yy FEE Jy—=x EERNE
12.2(37)SE ooy RREMSHE L,

EREDHA K4y IPv6 v—T (v 7 T—TVOBRIEDONELZF T 5HICIE. show ipv6 route FitE EXEC =~ > R &1

MLET,

LFHNTIE, KXFENXFREENET, 72& 21E, | exclude output & AJ) L7234, output %
BUITIXR R INETAD, Output ZETATIIR R EINET,
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]

WOFHICIL, show ipv6 route updated rip =~ > FOH A ER L E T,

Switch> show ipv6 route rip updated
IPv6 Routing Table - 12 entries
Codes: C - Connected, L - Local, S - Static, U - Per-user Static route
B - BGP, R - RIP, I1 - ISIS L1, I2 - ISIS L2
IA - ISIS interarea, IS - ISIS summary

O - OSPF Intra, OI - OSPF Inter,

ON1 - OSPF NSSA ext 1, ON2 - OSPF NSSA ext 2

R 2001::/64 [120/2]

via FE80::A8BB:CCFF:FE00:

Last updated 10:31:10 27
R 2004::/64 [120/2]

via FE80::A8BB:CCFF:FE00:

Last updated 17:23:05 22
R 4000::/64 [120/2]

via FE80::A8BB:CCFF:FE00:

Last updated 17:23:05 22
R 5000::/64 [120/2]

via FE80::A8BB:CCFF:FE00:

Last updated 17:23:05 22
R 5001::/64 [120/2]

via FE80::A8BB:CCFF:FE00:

Last updated 17:23:05 22

8D01, GigabitEthernet0/1
February 2007

9001, GigabitEthernet0/2
February 2007

9001, GigabitEthernet0/3
February 2007

9001, GigabitEthernet0/4
February 2007

9001, GigabitEthernet0/5
February 2007

OEl - OSPF ext 1,

show ipv6 route updated W

OE2 - OSPF ext 2

BBEav> R

avwyFk

e

show ipv6 route

Ipv6 V—F 4 > 7 F—T LOBIEONE A2 Fm LET,

| OL-8554-08-J
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W show I2protocol-tunnel

show I2protocol-tunnel

LAY 27 m han Frx R— MIET 5 EREZFRTRT 2I2iE, show 12protocol-tunnel = —
EXEC 2= > FEZHEHALET, rbhal bR IR, RX—=T VSN A F =T = A ZAD
WMOBERRINET,

show 12protocol-tunnel [interface interface-id] [summary] [ | {begin | exclude | include}
expression|

XD EREA interface interface-id ~ ({t:7&) 7w han bR ) U IERERRT I VA —T = A AGEL
£T, ANRA Vv E—T oA ATYHER—- FBLOR— K F¥ XL TT,
A— K F 3 VOFERFAIL 1 ~ 48 TT,
summary ({FEE) vM¥27abhal P~ —FRETFTE2RRILET,
| begin (EE) expression & —BT 21T LR REZRBLET,
| exclude (EE) expression & —BT 51T RN LERILET,
| include (L&) $8E Sz expression & —ET DT RRICEDET,
expression ZWRRA P E LTHEMAT 2HARNOA T,
a2 FE—F  =—# EXEC
vy FERE J1yy—=x EFERA
12.2(25)SE Soawy FABMSE LT,

BEREDAA FS4>

I2protocol-tunnel f > X —7 = A X a7 Fal—ay avrs AL TT 78 AET
IEEE 802.1Q b R/ R—bDLA ¥ 2 T bz b RU TR F—=T ML L, RDONT
A—=ZDFELITT R TERETETET,

e bRV ITFTHTHm b HXAT

e V¥ Y MU ULEWE

e Ny LEVE
show 12protocol-tunnel [interface interface-id] 2~ KEANTHE, TXTO/NRT A —FNRES
N7 77 47 K= MIETLERETVHERSINET,
show I2protocol-tunnel summary 2~ > FEZ AT 5L, —FELITTXTONRTA—FRREI N
7777 47 A= MCET ERIZTNRERRSNET,

XFHNTIE, KRXFL/NCERRBENET, =& 2L, | exclude output & AJ) L7284 output %
ETITIIR R SNETAD, Output ZETITIIRREINET,

Jl Catalyst 3560 R4 vF Iv Y F YI7L2R
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show I2protocol-tunnel

! KOFITIE, show 12protocol-tunnel =1~ > KO &R L ET,
Switch> show l2protocol-tunnel
COS for Encapsulated Packets: 5
Drop Threshold for Encapsulated Packets: 0
Port Protocol Shutdown Drop Encapsulation Decapsulation Drop
Threshold Threshold Counter Counter Counter
Fa0/3 -—= === === -———= —-———- ===
pagp —-——= —-———= 0 242500
lacp === === 24268 242640
udld === —-——- 0 897960
Fa0/4 -—= === === -———= —-———- ===
pagp 1000 === 24249 242700
lacp === === 24256 242660
udld -——= ———- 0 897960
Gi0/3 cdp === === 134482 1344820
pagp 1000 === 0 242500
lacp 500 ———= 0 485320
udld 300 ———- 44899 448980
Gi0/4 cdp === === 134482 1344820
pagp -———= 1000 0 242700
lacp === === 0 485220
udld 300 ———- 44899 448980
WOBITIL, show 12protocol-tunnel summary =~ > RO A ERLET,
Switch> show l2protocol-tunnel summary
COS for Encapsulated Packets: 5
Drop Threshold for Encapsulated Packets: 0
Port Protocol Shutdown Drop Status
Threshold Threshold
(cdp/stp/vtp) (cdp/stp/vtp)
(pagp/lacp/udld) (pagp/lacp/udld)
Fa0/2 === === —-= —--—- Jmmmmfmmmm e /====/-=-=  up
pagp lacp udld ----/----/---=  ---- ===/
Fa0/3 =--- === —-= ---—- fmm==/mmmm = /====/-===  up
pagp lacp udld 1000/----/----  ---- [====/====
Fa0/4 --- -—= —-== —-——- [====/==== —=== [====/==== up
pagp lacp udld 1000/ 500/----  —===/-===/-——-
Fa0/5 cdp stp vtp ----/----/--=-=  ——-- /-==-=/---- down
Smmm mmem e e Jmmmmfmmmm e fmmmmf ===
Gi0/1 -== —== == === e A [====/==== down
pagp ---- ---= ---- /====/==== 1000/---=/----
Gi0/2 - -== == ———- [====/==—= === [====/==== down
pagp —--= —=-= —--- /====/==== 1000/-===/==-=
Catalyst 3560 R4 v F a2 F YI7L VR
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W show I2protocol-tunnel

BEEavF avwyFk St
clear 12protocol-tunnel counters Jabhan bRV T R OB EEHEELET,
12protocol-tunnel A H—=T7xAAEDCDP, STP, £71X VIP 7> hD L
A¥27mahanr bRV TEALR—T VI LET,
12protocol-tunnel cos roxUr 7 LAY 2 Fa hani A7y M2k LT Class of

Service (CoS; H—vE R 75 R) {ixHELET,

Catalyst 3560 R4 v F AR F YI7L R
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show lacp

Link Aggregation Control Protocol (LACP) 7 3/V 7'V —71EH %R RT 5I2iL. show lacp = —
P EXEC <> REfHLET,

showlacp W

show lacp [channel-group-number] {counters | internal | neighbor | sys-id} [ | {begin |
exclude | include} expression]

X DA channel-group-number — (fEF) F ¥ %/ ZV—7OF 5T, HETE HHMHIT 1 ~ 48 TT,
counters N7 4w I iERERTILET,
internal WEEHAE R R LET,
neighbor XA N—IERERFLET,
sys-id LACP CHEHENDI AT AID K- LET, VA7 A ID I, LACP &~
AT TITAFVT A BRLOAAL v FMACT FLATHERSNLTWET,
| begin (EE) expression & —HT 21T bR FREZHBLET,
| exclude (fEE) expression & —BT DT RA-NOERIL ET,
| include (EE) $8E Sz expression & — 8T DT 2R RICEDET,
expression ZRFRA L MELTERTHIAOXTT,
ATk E—F  =—% EXEC
vy FERE yy—= EERAE
12.1(19)EA1 Zoa<wy RRNEBMERE L,
12.2(25)SE channel-group-number #HS 1 ~ 12 56 1 ~48 IZEH IR E LTz,

BEREDAA FS54>

show lacp =~ > REANTLH L, T/ T 472 F ¥ N I V=T DOREBRBERINET, HBEDOTF v
FEREZFRT 21T, Fr 130 ZV—TF5E24EE L Tshowlacp =~ FEZ AN LET,

F X ) TNV—TEBELROVGEEE, TXTOF v 3V ZJA—TRERREINET,

channel-group-number 7> a V2 AT 52 & T, sys-id A DT RXTOHF—T — RTF xR 7
N—TEREETEET,

LFHTIE, KXFENXERRJISNET, =& 21E, | exclude output & A L7284, output %
BUITIERRINERFADN, Output % ZLITIERRINET,

| OL-8554-08-J
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show lacp

]

WROEITIL, show lacp counters = —H EXEC 2~ > FOHEZ R LET, £ 2-3512, ZOHNTE
RENDT 4 — N RO zZRLET,

Switch> show lacp counters

LACPDUs Marker Marker Response LACPDUs
Port Sent Recv Sent Recv Sent Recv Pkts Err
Channel group:1
Gi0/1 19 10 0 0 0 0 0
Gi0/2 14 6 0 0 0 0 0
# 2-35 show lacp counters ® 7 1+ —)L FDHEA
J4—ILF B2
LACPDUs Sent 3 & Uf Recv R— M &> TEZIE Iz LACP /37 v MK
Marker Sent 3 £ O Recv R— MZ &> TEZ{E & N7= LACP Marker /37 v MK
Marker Response Sent 35 & OF Recv | AR — M X - TE5%(5 S 7z LACP Marker %737 » b
LACPDUs Pkts 3 £ O Err A= D LACP IZL > TREENTZ, RETRER N7 v MK

W OFEITIE, show lacp internal =~ > FOHHE/RLET,

Switch> show lacp 1 internal
Flags: S - Device is requesting Slow LACPDUs
F - Device 1is requesting Fast LACPDUs
A - Device is in Active mode P - Device is in Passive mode

Channel group 1

LACP port Admin Oper Port Port
Port Flags State Priority Key Key Number State
Gi0/1 SA bndl 32768 0x3 0x3 0x4 0x3D
Gi0/2 SA bndl 32768 0x3 0x3 0x5 0x3D

#* 2-36 12, ZOHNTEREND T 4 — /L FOBMHEZRLET,

#* 2-36 show lacp internal ® 7 1+ —JL FOFHBA
Z4—ILF SHEA
State FREDOR— hOIRHE, WIS ATRE2 EZ R L ET,

e - :7R— kiZ unknown A7 — kT,

e bndl: K— BT 7 U X=X TEH S, LOR— K &N
YRrEnTnET,

o susp: A— FBFWINTWBIRET, 77U F—F|ZiX
B ShTOER A,

e hot-sby : R— Ry h A X 3 A DIRFETT,

e indiv: R— FZZOMAR—F& L BTN L TEEYE
oo

e indep : &"— M independent A7 — KT, N FLEN
FEANT—F N7 74 v 7 HOVREZET, ZO%HA.
LACP [ ZHEFMA— M THEEIL TWEE A,

e down: A—FRFX T LTWNET,

Catalyst 3560 R4 v F AR F YI7L R
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& 2-36

showlacp W

show lacp internal ® 7 « —JU FOHA (HZ)

J4—ILF

BifA

LACP Port Priority

R—=b DT T4 XV T AHE, ABREOH DT X TOR— IR
ERTDHERERT H720, N— 7 =T OHIRNH 55
A.LACP IR —F 7794 FV T 4ICk D R— b E2AZ A
E—NZLET,

Admin Key A= MZEIV Y THNEEHAOX—, LACP XA BMICE R
Hox—EEEKR LET (16 ), EHHOX—1T, A—F
PDOR— RN EENTEXLRNZERLET, TOMA—F &
METHER— FOMEEIL, A— hoyHEEt (& 20X, T—
AR ERCT = 7 Ly 7 AMRE) L RRERIIRIZ & o THIMr S
nEJ,

Oper Key FR—FNCHEAIND T Z A LOEEX—, LACP IZABIMIC
BEAEKRLET (16 EH),

Port Number e N ER,

Port State R—FDREESE, 1| DDA 7T v FNTEADE Yy FE LT

Tra— RS, AvyE—YEROLICRY ET,

e > b O0:LACP Activity

e By k1:LACP Timeout

e E'w b 2: Aggregation

"> b 3 : Synchronization

"> I 4 : Collecting

"> b 5 : Distributing

" b 6 : Defaulted

"v b 7 : Expired

GF) LEOVRAFTIE . EYy F7HAMSB T, > k025 LSB
<95,

L]
B Y O R N A Y Y

WOBITIL, show lacp neighbor =~ > FOHAERLET,

Switch> show lacp neighbor

Flags: S - Device is sending Slow LACPDUs F - Device is sending Fast LACPDUs

A - Device is in Active mode

Channel group 3 neighbors

Partner’s information:

Partner
Port System ID
Gi0/1 32768,0007.eb49.5e80

LACP Partner
Port Priority
32768

Partner’s information:

Partner
Port System ID

P - Device is in Passive mode
Partner Partner
Port Number Age Flags
0xC 19s SP
Partner Partner
Oper Key Port State
0x3 0x3C
Partner Partner
Port Number Age Flags

| OL-8554-08-J
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W showlacp

Gi0/2 32768,0007.eb49.5e80 0xD 15s SP
LACP Partner Partner Partner
Port Priority Oper Key Port State
32768 0x3 0x3C

W ORFITIL, show lacp sys-id =2~ > ROHTE/RLET,

Switch> show lacp sys-id
32765,0002.4b29.3a00

SATFALAIDIF, VATA FIAFVT A BLRVATFTLAMAC 7 FLATHRENTWET, RO
2N NMIVAT A TTAF VT 4, TED 631 NI o — " VIZEFBINTWDE VAT LAREED
il x> MAC 7 KL A T9,

BEa<YF avwoFk A
clear lacp LACP F v )V NV —TEREMHEELET,
lacp port-priority LACP K— K T4 F VT 4 #RELET,
lacp system-priority LACP v AT L TI73AF VT4 #HELET,

Catalyst 3560 R4 v F AR F YI7L R
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showlldp W

show lldp

show lldp =~ > FiZ2W\W T,
http://www.cisco.com/en/US/docs/ios/cether/command/reference/ce_04.html#wp1095571 1ZF0#k S 41
TWET,

Catalyst 3560 R4 v F a2 F YI7L VR
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Hl  show location

show location

TV RRA YV horbr—va UERERFT HIZIE,. show location = —% EXEC =2+ FEfEH L £9°,
show location admin-tag | [ | {begin | exclude | include} expression]

show location civic-location {identifier id number | interface interface-id | static} | {begin
| exclude | include} expression]

show location elin-location {identifier id number | interface interface-id | static} | {begin
| exclude | include} expression]

BX DA admin-tag GELY 7 E T A MEBRERTELET,
civic-location whinr—va UERERRLET,
elin-location BAans— g U E# (ELIN) 225 LET,
identifier id #Hiinsr—yarFEFzidelnnsr—rar0ID 2ELET, HE
T& 2% ID #EPHIE 1 ~ 4095 T,
interface interface-id (LR fEShIA v —T oA AF R TRTOA v 4 —T = A

2T ousr—varEREFERLET, BETEDLAS v X —T =
A AL LT, WHAR—FbEENET,

static AET 4wy a7 4 Falb—varERERRLET,

| begin UEE) expression & —ET 21T LR RZMIGLET,

| exclude ULE) expression & —BT 2T RTNLERINLET,

| include (EE) $87E Iiz expression & —ET DT FRIZEDET,
expression ZRAA L N ELTHEATHEHIINORTT,

avy kFE—F o —¥# EXEC

av Yy FERE yy—2 EEANR
12.1(19)EA1 Zoavwy RPMEMEShE L,

FREDAIRSAY U RRA v rousr— g U E#REFTT 5I121E, show location =~ > FEEH L £,

LFHITIE, RLFENLFREI S ET, =& 21E, | exclude output & AJ) L7285, output %
BUITIEIR RS INETADR, Ouiput ZE5TATIEIRSINET,

1 OB TIE, £ F—T oA A0y — a3 riFRER T D show location civic-location =~
O AERLET,

Switch> show location civic interface gigibitethernet0/1
Civic location information

Identifier : 1

County : Santa Clara
Street number : 3550
Building : 19

Catalyst 3560 R4 v F AR F YI7L R
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show location H

Room : C6
Primary road name : Cisco Way
City : San Jose
State : CA
Country : US

WOFITIE, TXTCOEHar— a UF#R%EFKRT 25 show location civic-location =~ > KO H T
PR LET,

Switch> show location civic-location static
Civic location information

Identifier HE

County : Santa Clara
Street number : 3550

Building : 19

Room : C6

Primary road name : Cisco Way
City : San Jose
State : CA

Country : US

Ports : Gi0/1
Identifier H

Street number : 24568

Street number suffix : West

Landmark : Golden Gate Bridge
Primary road name : 19th Ave

City : San Francisco
Country : US

OB TIX, BAn sy — g NE#REFK T2 show location elin-location =~ > RO /1% R~ L %
7,

Switch> show location elin-location identifier 1
Elin location information

Identifier : 1

Elin : 14085553881

Ports : Gi0/2

OB THE, T _XTHOREnr— 3 U1E#RE KT 5 show location elin static =~ FOH /1%~
LET,

Switch> show location elin static
Elin location information
Identifier : 1

Elin : 14085553881

Ports : Gi0/2

Identifier : 2

Elin : 18002228999

| OL-8554-08-J
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Hl  show location

avwy kR B

location (ZFu— )L a7 4Fa U RKRAL Mo —)L abr—2 g UERERELET,
L—gvV)

location (f v F—T AR 2 A B =T Al —a U EREBRTELET,

TJ4X 21— g3))
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show link state group Wl

show link state group

Vo7 A7 — bk I V—TFE#R%EFK AT 51T, show link state group F74 EXEC =2~ RZHEH L E7,

show link state group [number] [detail] [ | {begin | exclude | include} expression]

340

.'E-EI;

BA

T24+IEK

number (7)) Vo 2T —k ZA—7DFEETT,

detail (LE) FEMEREERRTHLIBELET,

| begin (EE) expression & —HT 21T bR RERBLET,

| exclude (L) expression & —BT D172 RTNPORILET,

| include (L&) $87E I iz expression & —HT 2T FRIZEDET,
expression ZHARA P ELTHEAT 2 HNORXTT,

T7ANMEHY EHA,

avykE—F #HE EXEC
av Y FEE Jyy—x EEAR
12.2(25)SEE Ioa~wy RREMENE L,

EREDHA R4

Vo AT —h ZNA—7E#ELRT DL, show link state group =~ > FEFHLET, F—
V—RERELRWCTIDavy FEFRTLE, TXTDOY I AT — b JA—TDHERNFERS
NET, BEDITN—TDIFRERRT DT, INV—TELTE AN LET,

TIN—T OFEMIEH A RRT HI21E, detail ¥—7V— K& LE 7, show link state group detail =
< ROPATEH, VY7 AT —K NI F U INA =T N5 TWEN, E£12ET v 7 A b
V=L FRBFF A=A (BDIWEEOWS) A 2 —T oA ABRREENTZ) V7 AT — |
TN—TEFRERENET, INV—TICV I AT~ TA—TEERRNHE, A F—TNVET
ETF =T ELTERENETA,

TFHITIE, KLFEE/NCFERKBISNET, 72& 21E, | exclude output & AJ) L7255 output %
BUITIER RSN EEAD, Output % ETATIIRRINET,

| OL-8554-08-J
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Bl show link state group

1l KOBFTIL, show link state group 1 =~ > KO ERLET,
Switch> show link state group 1
Link State Group: 1 Status: Enabled, Down

WOFITIE, show link state group detail =~ > FOH I EZ/R LT,

Switch> show link state group detail
(Up) : Interface up (Dwn) : Interface Down (Dis) :Interface disabled

Link State Group: 1 Status: Enabled, Down
Upstream Interfaces : Gi0/15(Dwn) Gi0/16 (Dwn)
Downstream Interfaces : Gi0/11(Dis) Gi0/12(Dis) Gi0/13(Dis) Gi0/14 (Dis)

Link State Group: 2 Status: Enabled, Down
Upstream Interfaces : Gi0/15(Dwn) Gi0/16(Dwn) Gi0/17 (Dwn)
Downstream Interfaces : GiO/11(Dis) Gi0/12(Dis) Gi0/13(Dis) Gi0/14 (Dis)

(Up) :Interface up (Dwn):Interface Down (Dis):Interface disabled

BEaTUF avwUFk BL
link state group Vo AT —h FA—TF DA N_R—, LTA B —T oA ABREL
£7
link state track VoI AT —KN I N—"T% A FX—=T VI LET,
show running-config BREOWEREEAR R LET,
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show mac access-group W

show mac access-group

BKEDA v H—T 2 A AETNIAA v FIZERE I N TS MAC Access Control List (ACL; 77 & &
2y hr—)L JR K 2R AT 5I2IE, show mac access-group = —% EXEC =2~ REfH LET,

show mac access-group [interface interface-id] [ | {begin | exclude | include} expression]

X DA interface interface-id ~ ({Lj&) FEDA v 4 —7 = 4 ATHRE SN MAC ACL 2 FRLET,
Hhie A v 2 —T7 =4 AIPWEA— b EFR—F Fr 2L TF, A—h F¥
FOVEIFIL 1 ~48 TF (B EXEC £ — R TOAMHATRE) .
| begin (EE) expression & —BT 21T LR REZFBLET,
| exclude (EE) expression & —BT 51752 RTNLERINLET,
| include (EE) BE ST expression & —T 2172 FRICEDET,
expression ZHRARA b ELTHEATAHINOXTT,
ATk E—F  =—% EXEC
av > FERE J1y—=x EERAE
12.1(19)EA1 Ioawy RBEMEhE L,

BEREDAA FS54>

]

LFFNTIE, RXFLANCEREBIENET, 72& 21E, | exclude output & AJ) L7284 output %
ETITIIR R SNETAD, Output ZETITIIRREINET,

W ORFITIL, show mac-access group ——% EXEC =2~ > KO NERLET, A— b 21ZF, #H XN
HDMACT 7 A URARDNmacl el 36V £7, MACACL I A > ¥ —7 = A4 AT SN EH A,

Switch> show mac access-group
Interface GigabitEthernet0/1:
Inbound access-list is not set
Interface GigabitEthernet0/2:
Inbound access-list is macl el
Interface GigabitEthernet0/3:
Inbound access-1list is not set
Interface GigabitEthernet0/4:
Inbound access-list is not set
<output truncated>

W OFHICiE. show mac access-group interface =~ > KO ZRLET,

Switch# show mac access-group interface gigabitethernet0/1
Interface GigabitEthernet0/1:
Inbound access-list is macl_el

BBEav> R

avwv kR 7L

mac access-group AHBE =Tz A RAIZMAC T 7 A Z)V—T%EHLET,

| OL-8554-08-J
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W  show mac address-table

show mac address-table

EEDOMACT RLA T—=TNDEALFI v I | AZT 47 =) £ EDA X —T oA
ARLVLAN EOMAC 7 RVA T—TNDEAFI v T | AZT 47 =2 b 2RRTDHITIE,
show mac address-table = —% EXEC =~ F&MEH L 7,

show mac address-table [ | {begin | exclude | include} expression]

XD EHEA | begin () expression & —B T 21T bR TEZMBLET,
| exclude (FEE) expression & —BT DT ERRNLRINLET,
| include (EE) fRE SN expression & —HT HTERRIZEDET,
expression ZWRARA L FELTHERT 2HIRNORXTT,
AR kFE—F 2% EXEC
av Y FERE yy—=x EERE
12.1(19)EAL Zoa<wry RRNBMENE L,

EREDAA FS54>

]

FHITIE, RLFENLFREI SN ET, =& 21E, | exclude output & AJ) L7285, output %
BUITIER A INETADR, Ouiput ZE5TATIEIRFSINET,

woOFITiL, show mac address-table =~ > FOH/1E2 R L £,

Switch> show mac address-table
Mac Address Table

Vlan Mac Address Type Ports
All 0000.0000.0001 STATIC CPU
All 0000.0000.0002 STATIC CPU
All 0000.0000.0003 STATIC CPU
All 0000.0000.0009 STATIC CPU
All 0000.0000.0012 STATIC CPU
All 0180.c200.000b STATIC CPU
All 0180.c200.000c STATIC CPU
All 0180.c200.000d STATIC CPU
All 0180.c200.000e STATIC CPU
All 0180.c200.000f STATIC CPU
All 0180.c200.0010 STATIC CPU

1 0030.9441.6327 DYNAMIC Gi0/4

Total Mac Addresses for this criterion: 12
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show mac address-table

BlEaT YK avwyFk B

clear mac address-table dynamic MAC 7 RL A F—Tinh, BEDOXAFIv T 7T R
A BEEDA L HE =T 2 A ALOTRCOFAF Iy TR
VA, F73 8 ED VLAN EOT_XTOXAFI v TR
VAEHIBRLET,

show mac address-table aging-time <+ <XT» VLAN F/~-i3f5E&Nn7- VLAN D=— 7 & 4
LERRLET,

show mac address-table count 9 _TO VLAN 72138 E &7 VLAN THEEL TWBHT
ML 2BAERRLET,

show mac address-table dynamic EAFIv I MACT RL AT —T7)L 2 M) OB mFRRL
*9,

show mac address-table interface BEDA v HZ—T oA AD MAC 7 RL 2 T—7 LIEHMER
RLET,

show mac address-table notification 4+ _XToH (L 2 —T 2/ RAFHITHEEEINTA X —T oA
212595 MAC 7 L R @M EE R T LET,

show mac address-table static AETF 47 MACT RLAT—7 L = M) DBhzEFRRL
7,

show mac address-table vlan HED VLAN O MAC 7 KL A F— 7 UIEREFERFLET,
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W  show mac address-table address

show mac address-table address

FBED MAC 7 KL A2D MAC 7 RL A T—7 )LIE# %K~ 5121%. show mac address-table
address =—% EXEC 2~ N&EHALET,

show mac address-table address mac-address [interface interface-id] [vlan vian-id] [ |
{begin | exclude | include} expression]

X DA mac-address 48 >y PO MAC 7 RLZZFEELET, 4K HHH T,

interface interface-id UTE) BEDA v H—T oA ADEREERLET, GO A v F—T =
A 2%, WEFA—-FBEIOR—F F¥ RV TT,

vlan vian-id (L&) F5ED VLAN O A, =r M 2R LET, HETE HHPHIT 1
~ 4094 T,
| begin (EE) expression & —BT 51T LRRERMBLET,
| exclude (EE) expression & —BT H5IT5 KRN OLERILET,
| include (B $8E &Nz expression & —HT HIT2 R RIZEDET,
expression SHRA N ELTHERAT A HINOXTY,
a2V FE—F  =—% EXEC
avy FERE y1y—=x EENE
12.1(19)EA1 Zoawry RRBMENE L,

BRLOAMA RS54y FoITid, RXFEDAIFREBISAET, 2L 21E. | exclude output & NS L7I=84 . output %
ETITIIFRRSNETAD, Output ZETITIIRRINET,

1 WOHITIL, show mac address-table address =~ FOH N E R L £,

Switch# show mac address-table address 0002.4b28.c482
Mac Address Table

Vlan Mac Address Type Ports

All 0002.4b28.c482 STATIC CPU
Total Mac Addresses for this criterion: 1
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show mac address-table address W

BlEaT YK avwyFk B
show mac address-table aging-time <+ <T» VLAN F/~-i3fsE&n7- VLAN D=— 7 4
LERRLET,
show mac address-table count $_T® VLAN F£7213FEE€ S/ VLAN THEELTWD T
N2 ERRTLET,
show mac address-table dynamic HAFIv I MACT RLAT—T L 2 N DOHREFRIRL
£7,
show mac address-table interface BEDA v HZ—T oA AD MAC 7 RL 2 T—7 LIEHMAER
RLET,
show mac address-table notification X CoO A ¥ —T =24 AFEHITHEINTEA X —T = A
Z212%t9 5 MAC 7 RL R EMBEEZFRAELET,
show mac address-table static 22T 47 MACT RLAT—T7 )L N DOIHLERRL
9,
show mac address-table vlan HED VLAN ® MAC 7 RL A F— T NWIER AR R LET,
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B  show mac address-table aging-time

show mac address-table aging-time

FEDT RVA T =TV A VAR ADE—V T XA L FED VLAN EEIXEEN 2 WGE
T3 _TD VLAN EOTRTOT RV A T—=TI A LV AF LV ADT =07 A A DERRTDHITIE,
show mac address-table aging-time = —% EXEC 2~ > F&fEH L £,

show mac address-table aging-time [vlan vian-id] [ | {begin | exclude | include} expression]

XD EREA vlan vian-id (EF) #ED VLAN Ox=—2 7 44 MERERRLET, fBETE5
FPHIX 1 ~ 4094 T,
| begin (EE) expression & —HT 21T ORREZRBLET,
| exclude ({ER) expression & —HT 21T KRN ORI L E T,
| include (EE) BE ST expression & —T 2172 FRICEDET,
expression ZHRAA b ELTHEATAHINOXTT,
a2 FE—F  =—# EXEC
av > FERE J1y—=x EERNE
12.1(19)EA1 Coawr FABMSIE L,

BEREDAA FS54>

]

VLAN BEPHEEINRWIGEE, TXCO VLAN KT 52—V 0 7 XA ARKRFINET,

LFHITIE, RLFENLFREI SN ET, =& 21E, | exclude output & AJ) L7285, output %
BUITIER A INETADR, Ouiput ZE5TATIEIRFSINET,

K DOFITIL, show mac address-table aging-time =~ > NOHJ &R LET,

Switch> show mac address-table aging-time
Vlan Aging Time

1 300

W OB TiX, show mac address-table aging-time vlan 10 =~ > FOHZ /R L E T,

Switch> show mac address-table aging-time vlan 10
Vlan Aging Time

10 300
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show mac address-table aging-time W

BREaTY R avy kR e
mac address-table aging-time FAFIvr o FUNERERZFESFSNEZE, MACT R
VA T—T7 NI SN AMEZRELET,
show mac address-table address $5E®» MAC 7 KL 2D MAC 7 RL A F—7 LR EFRL
£7,
show mac address-table count FRTD VLAN F721345E Sz VLAN THEELTWST K
VAAERRLET,
show mac address-table dynamic %()>3v 27 MACT7 L 25— L N DALZEFRLET,
show mac address-table interface 4yED (% —7 24 2D MAC 7 FL 2 5T —7 LR E R
LET,
show mac address-table TRTDA B —T oA ZAFTIFBESNTIA X —T =4 R
notification %35 MAC 7 RL R EHREEF T LET,
show mac address-table static 2B T 47 MACT RLAT—7 L2 ) DORZEFRRLET,
show mac address-table vlan ¥ED VLAN ® MAC 7 RL A T—T7 R EEZRLET,
Catalyst 3560 R4 v F a2 F YI7L VR
[ oL-8554-08-J .m



2% Catalyst 3560 R4 ¥ F Ciscol0S av v F |

B  show mac address-table count

show mac address-table count

F_XTCO VLAN 7213 ED VLAN IZFET DT R L A& KT 51213, show mac address-table
count =—% EXEC =< REFHLE T,

show mac address-table count [vlan vian-id] [ | {begin | exclude | include} expression]

X DA vlan vian-id (T:5&) ¥¥ED VLAN OF R L A& FoR LET, fE T DAL 1 ~ 4094 T,
| begin (EE) expression & —BT 21T ORREZFBLET,
| exclude (ER) expression & —HT AT Fmn bR L £,
| include (LE) $8E iz expression & —ET DT RRICEHEDE T,
expression ZHRAA L FELTHEATA2HINOXTT,
avY kR E—F 2 —# EXEC
av > FERE yy—= EERA
12.1(19)EA1 Zoavwry RRBMESRELE,

BEREDAA FS54>

]

VLAN BEPHEEINRWIGEE, TXCO VLAN KK T57 LR BTy MRRFINET,

LEFHITIR, RXFE/NXERRBISNET, =& 21X, | exclude output & AJ) L7256, output %
BUITIER A INETAD, Output % ET1TI ii‘%réniﬁ“

wOFITiL, show mac address-table count =~ > FOH AR L E4,

Switch# show mac address-table count

Mac Entries for Vlan : 1
Dynamic Address Count : 2
Static Address Count : O
Total Mac Addresses H
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show mac address-table count W

BREaTY R avy kR e

show mac address-table address FHEDMAC T RLAD MAC 7 KL A T—7 /UERZ FoR
LET,

show mac address-table aging-time <+ <T®» VLAN £/~ i3f8E &7~ VLAN D=— 7 & 4
LERTRLET,

show mac address-table dynamic HALFIv 7 MACT RVAT—7)L = N OB EFERFL
7,

show mac address-table interface 4FED A ¥ —7 24 2D MAC 7 RL R F—T7IER % F
~LET,

show mac address-table TRCOA v F—T 2 AFFBESINTZA L FX—T =4

notification Z2Zxt4 5 MAC 7 RLABHBREEZ RN LET,

show mac address-table static 2857 47 MACT RL A T—7 1 2 M) DOBLEHFRRL
9,

show mac address-table vlan HED VLAN ® MAC 7 RL R F—7 WIER AR ZTLET,
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B  show mac address-table dynamic

show mac address-table dynamic

HAFIvIIMACT RLVA T—7) 2 b)) OH%EFRT HIZ1E. show mac address-table
dynamic = —% EXEC 2~ > FEHEH LT,

show mac address-table dynamic [address mac-address]| [interface interface-id] [vlan vian-id]
[ | {begin | exclude | include} expression]

XD EHEA address mac-address ~ (f£75) 48 ¥y FDO MAC 7 RV AZHELET, AR 7+—~ v ME
HHH T% (¥4 EXEC &— R TOLF|HATEE),
interface interface-id ~ ({13&) ~vF L T 54T HIA L H =T oA AZBELET, AR r>5—
Tz ZE LTI, WEER-FBIOR—b Frxinb £,

vlan vian-id (LE) $¥ED VLAN O b &R LET, HETE 2HHIT 1 ~ 4094
‘z:“é—c
| begin (UER) expression & —HT 2T bRRERBELET,
| exclude ULE) expression & —BT 2T RN LERILET,
| include (L&) $87E I iz expression & — T 2T FRIZEDET,
expression ZHARA N ELTHERT A H IO TT,
avY kR E—F  =—#EXEC
av Yy FERE Jyy—=x EEANA
12.1(19)EA1 Zoavwy RPMEMEShE L,

BRLOAMA RS54y FoITid, RXFEDAIFREBISAET, 2L 21E. | exclude output & NS L7I=84 . output %
ETITIIFRRSNETAD, Output ZETITIIRREINET,

i K OB TIL, show mac address-table dynamic =~ > KO ERLET,

Switch> show mac address-table dynamic
Mac Address Table

Vlan Mac Address Type Ports
1 0030.b635.7862 DYNAMIC Gi0/2
1 00b0.6496.2741 DYNAMIC Gi0/2

Total Mac Addresses for this criterion: 2
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show mac address-table dynamic

BlEaT YK avwyFk B
clear mac address-table dynamic MAC 7 RL A F—Tinh, BEDOXAFIv T 7T R
A BEEDA L HE =T 2 A ALOTRCOFAF Iy TR
VA, F2038ED VLAN LOT_XTOLXAFI v 7 TR
VAEHIBRLET,
show mac address-table address FBED MAC 7 KL A2D MAC 7 RL &2 F—7 LI A Fow
LET,
show mac address-table aging-time 4 <T» VLAN ¥~ i3fsE&n7= VLAN OD=— 7 & 4
LEFRRLET,
show mac address-table count T RTD VLAN F7213#5E Sz VLAN THEL TS T
U 2A¥ERRLET,
show mac address-table interface BEDA v HZ—T oA AD MAC 7 RL 2 T—7 LIEHMER
RLET,
show mac address-table static 2827 47 MACT RLA T—T7 )L = N DOZhmFrL
e
show mac address-table vlan HED VLAN ® MAC 7 RL A F— T NWIER AR R LET,
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W  show mac address-table interface

show mac address-table interface

FBED VLAN OIEEDA v X —T =24 AD MAC 7 RV A T—7 NWEWR%ZFK AT 5121E,. show mac
address-table interface =—% =~ K& L F 7,

show mac address-table interface interface-id [vlan vian-id] [ | {begin | exclude | include}

expression|
XD EREA interface-id (BB AVH—T2 A RS THBELET, ABRA L F—T =2 R &
LT, DHEFA— I BEIOR—F FrxAB3H0 F7,
vlan vian-id (FE) BED VLAN O b #FRr LET, HETE 6T 1 ~ 4094
‘/C‘\‘é‘O
| begin (EE) expression & —BT 21T LR RERBLET,
| exclude ({ER) expression & —ET 21T KRN OERI L ET,
| include (L&) #8E Sz expression & —ET DT 2 RRICEDET,
expression ZRARA P ELTHEMRTIHEIARNORTT,
oYYk E—F = — EXEC
avy FER Jyy—=x EERNE
12.1(19)EA1 Zoavwy RPBEMEShE L,

FRLOAMA RESMY  FHITiE, RXTFEDACFREBSNET, 72L& 2I1E, | exclude output & A L7I=84 . output %
ETITIIR R SNETAD, Output ZETITIIRREINET,

151 wDOHFITix. show mac address-table interface =~ > FOH HZR L E£7,

Switch> show mac address-table interface gigabitethernet0/2
Mac Address Table

Vlan Mac Address Type Ports
1 0030.b635.7862 DYNAMIC Gi0/2
1 00b0.6496.2741 DYNAMIC Gi0/2

Total Mac Addresses for this criterion: 2
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show mac address-table interface Wl

BlEaT YK avwyFk B

show mac address-table address FBEDMACT7 RLAD MAC 7 RL A T—7 LA %
~LET,

show mac address-table aging-time T _TO VLAN £ 13 ESNn= VLAN o= —> 7 &
A LERRLET,

show mac address-table count T _XTO VLAN F7213#8E Sh7z VLAN THEEL TWD
7 RV AEERRTLET,

show mac address-table dynamic A FIv 7 MACT RLAR FT—7)L 2 b ORhEFER
LET,

show mac address-table notification FT_XTCHOA L ¥ —T oA RFFIFEEINEAA X —T =
A AZHKTD MAC 7 FLABMBRTEEERRLET,

show mac address-table static 225 47 MACT7T RLA T—7)L 2 M OIrEFRR
LET,
show mac address-table vlan BED VLAN O MAC 7 RL A T — 7 UERAZFR R LET,
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Bl  show mac address-table learning

show mac address-table learning

F_XTOD VLAN 7213 45E L7z VLAN @ MAC 7 KL AHED AT —F A &% RRT HITIL, show
mac address-table learning = —# EXEC =2~ RZ{HH L £,

show mac address-table learning [vlan vian-id] [ | {begin | exclude | include} expression]

BXOHH vlan vian-id (L) H5EO VLAN Of§#aFor LET, HETE 2#FF 1 ~ 4094 T,
| begin (EE) expression & —HT 21T LR REZRBLET,
| exclude (EE) expression & —BT 51T R TN LERILET,
| include (L) $8E Sz expression & —ET HITERRICEHEDET,
expression ZHRAA M ELTHEATAHINOXTT,
a2 FE—F  =—# EXEC
av > FERE J1y—=x EERNE
12.2(46)SE1 Zoavwry RRBMESRELE,

FREDAL KSM4Y FEESH VLAN & 20 VLAN TMAC 7 RLREBNA X —TNIInT 4 v —T vk FoRkd 512
X, ¥—Y— KZ¥$EE L7\ T show mac address-table learning =~ > R&ZHEHLET, T 741 b
1L, 9XT® VLAN TMAC 7 RLRAZEENA X —T )T, ffix D VLAN OFE R T — X 2 & KR
THITE FED VLANID Z45ELCZDa~vy FEEHLET,

LFHITIE, RLFENLFAEI S ET, =& 21E, | exclude output & AJ) L7285, output %
BUITIER A INETADR, Ouiput ZE5TATIEIRFSINET,

i WORFITIL, MAC 7 KL 258723 VLAN 200 TF 4 E—7iZ72 > TW5 Z & %757 show mac
address-table learning =——¥ EXEC =2~ > RO ERLET,

Switch> show mac address-table learning

VLAN Learning Status
1 yes
100 yes
200 no
BEaTUF avwyk HL]
mac address-table learning vlan VLAN ® MAC 7 RV RAZEEEP A 2 —TNVEIZT 0 &—7

Mz LET,
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show mac address-table move update W

show mac address-table move update

AL v FDOMAC T KL A T—T7 VBT HEHOEREFK T 5121, show mac address-table move
update =—% EXEC a2~ > FEHEHALE T,

show mac address-table move update [ | {begin | exclude | include} expression]

X DEREA | begin

(fEE) expression & —HET DTN ORREHIELET,

| exclude

(fEE) expression & —HET D72 XK RNORILET,

| include

(fE&) +85E S /- expression & —HT 2T RRICEDET,

expression

ZWARA 2 e LTHEMRT2HIROXTTY,

o —# EXEC

Jy—2

EERE

12.2(25)SED

Zoavwry RRBMENE LR,

EREDHA RS54y SUPHITIE. KUF LTRSS ET, 2L 21E, | exclude output & A7) L7284, output %
BUITIEIR S INETADR, Ouiput #E5TATIEIRFSINE T,

fl K DOHITIL, show mac address-table move update =~ > FOH I EZRLET,

Switch> show mac address-table move update

Switch-ID : 010b.4630.1780

Dst

mac-address : 0180.c200.0010

Vlans/Macs supported : 1023/8320
Default/Current settings: Rcv Off/On, Xmt Off/On

Max
Rcv
Rcv
Rcv
Rcv
Rcv
Rcv
Rcv
Rcv
Rcv
Xmt
Xmt
Xmt
Xmt
Xmt

packets per min : Rcv 40, Xmt 60
packet count : 10

conforming packet count : 5
invalid packet count : 0

packet count this min : 0
threshold exceed count : 0

last sequence# this min : O

last interface : Po2

last src-mac-address : 0003.fd6a.8701
last switch-ID : 0303.£d63.7600
packet count : 0

packet count this min : 0
threshold exceed count : 0

pak buf unavail cnt : O

last interface : None

switch#
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Bl  show mac address-table move update

BIEa<T VR avok HL:
clear mac address-table move MAC 7 RV A F—TARBITEG I 22 HELET,
update

mac address-table move update AA v F EOMAC T RL A T—T7 VEBITHFI R ELET,

{receive | transmit}
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show mac address-table notification

show mac address-table notification

TRCDA L F—=T 2 A ZAETITBEDA » F—T7 =4 AD MAC 7 R L A BT &2 ForT D21,
show mac address-table notification ——% EXEC a2~ FZ&ZEH L £9,

show mac address-table notification {change [interface [interface-id] | mac-move |
threshold} [ | {begin | exclude | include} expression]

X DA change MAC ZEHRABERED /T A — 4 BLOBET — 7 V2 FR LET,
interface (EE) T _XCOA v H—T oA ADERERRLET, Aol A v 5 —
Tz A AL, WEA - FBLOFR—F F¥ LTI,
interface-id LE) HESNEA L Z—T oA ADEREF TR LET, ERA 2 Z—
Tz A AL, WHA - FBILOFR—F F¥RLTT,
mac-move MAC 7 RLZABEN@HMD AT —H AR LET,
threshold MAC7 RLA T—=7 LV LEVMEE=H U VI DAT—H A% TR LET,
| begin (=) expression & —BT 21T bR TEZRBLET,
| exclude (&) expression & =BT DT RR"MOINLE T,
| include (EE) 485 Siz expression & —ET DT 2R RICEDET,
expression ZRAA L FE LTHEAT2HIINOXTT,
ATk E—F  =2—% EXEC
oYy FERE J1y—= EFENR
12.1(19)EA1 Zoa~wy RRBEMEhE L,
12.2(40)SE change. mac-move. ¥ XU\ threshold ¥ — U — KBNS E L7z,

FREDHMA RS54y *—U— F&4$5E L722\ T show mac address-table notification change =~ > F& 45 &,
MAC 7 R L 2AZFBHERED A R —T VT 4 B —7 V5 MAC ARG, JBIET —7 DR KFF

BErr MU BEXOBET =7 VONERERINET,

FTRCOA VH—T 244 ADEMER AT HITIX, interface ¥ — 7 — K&MH L E T, interface-id
EENDIGE. BELTA VX —T oA ADT T TDHENEREINET,

XFHNTIE, KRIXFENLFNREJESET, =& 2L, | exclude output & AJJ L7=54E . output %
BUITIERRINERFAD, Output % ZLITIERRINET,
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B show mac address-table notification

i WOHITiX, show mac address-table notification change =~ > RO 1 Z R LE T,

Switch> show mac address-table notification change

MAC Notification Feature is Enabled on the switch

Interval between Notification Traps : 60 secs

Number of MAC Addresses Added : 4

Number of MAC Addresses Removed : 4

Number of Notifications sent to NMS : 3

Maximum Number of entries configured in History Table : 100

Current History Table Length : 3

MAC Notification Traps are Enabled

History Table contents

History Index 0, Entry Timestamp 1032254, Despatch Timestamp 1032254
MAC Changed Message

Operation: Added Vlan: 2 MAC Addr: 0000.0000.0001 Module: O Port: 1

History Index 1, Entry Timestamp 1038254, Despatch Timestamp 1038254
MAC Changed Message

Operation: Added Vlan: 2 MAC Addr: 0000.0000.0000 Module: 0 Port: 1
Operation: Added Vlan: 2 MAC Addr: 0000.0000.0002 Module: O Port: 1
Operation: Added Vlan: 2 MAC Addr: 0000.0000.0003 Module: O Port: 1

History Index 2, Entry Timestamp 1074254, Despatch Timestamp 1074254
MAC Changed Message

Operation: Deleted Vlan: 2 MAC Addr: 0000.0000.0000 Module: 0 Port: 1

Operation: Deleted Vlan: 2 MAC Addr: 0000.0000.0001 Module: O Port: 1

Operation: Deleted Vlan: 2 MAC Addr: 0000.0000.0002 Module: O Port: 1

Operation: Deleted Vlan: 2 MAC Addr: 0000.0000.0003 Module: O Port: 1

BEaTVF avwyk EILE

clear mac address-table notification MAC 7 FL 2@/ 0 — L ho o 252 HELET,

mac address-table notification MAC 7 RLADOEFT, B, /7137 FL XA FT—7 )L L&
VMED MAC 7 R L A EEIREEZ A X — 7 VICLET,

show mac address-table address HBED MAC 7 RLAD MAC 7 RL & 5—7 LI A FoRw
LET,

show mac address-table aging-time 4 <T®» VLAN F7-3HEEINZ VLAN O=—P 7 & A
LEFRRLET,

show mac address-table count F_TO VLAN 72 1345E Sz VLAN THEL TS T

FL2EaERRLET,
show mac address-table dynamic A FIv 7 MACT RLRATFT—T )L = N DOIHEFRRL

S

show mac address-table interface BEDA L Z—T x4 XD MAC 7 RL 2 T—7 58 A %
~LET,

show mac address-table static ABT 497 MACT RLVA T—=7 )V = b DOBEFRRL
7,

show mac address-table vlan BeED VLAN O MAC 7 RL A2 5 —7 UIE#RERT LET,
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show mac address-table static

show mac address-table static

AET 47 MACT RLVA T—7)0 > b OH%EFRRT HIZIEL,. show mac address-table static
2 —H EXEC o~ > F&EH L ET,

show mac address-table static [address mac-address] [interface interface-id] [vlan vian-id]
[ | {begin | exclude | include} expression]

X DEREA

address mac-address

(EE) 48ty FOMAC 7 FLAZRELET, A7+ —~ v M
HHH T3 (e EXEC &— R TOLFIHFATHE),

interface interface-id

UEE) ~vTF v 75940 F—T oA AR ELET, B>
S =Tz XL LT, MER—FBLIOE—F F¥xAnHH 9,

vlan vian-id

UEE) FFEDO VLANOT FL A% FRLET, HETX 28T 1 ~ 4094

‘(“j—o
| begin (EE) expression & —BT 51T LRRERMBLET,
| exclude (fERE) expression & —BT 2T RN OIRINLE T,
| include (L&) $8E SNz expression & —8HT DT BRICEDET,
expression ZRARA 2 N E LTHERAT ZHAINOATT,
avrkE—F  =2—%EXEC
av Yy FERE Jy—= EEANR

EREDHA R4

12.1(19)EA1

Zoawry RpBIMEnE L,

LFEHTIE, KT ENTFREIESNET, 72& 2L, | exclude output & A L7254, output %
ETITIIFRRSNETAD, Output ZETITIIRRINET,

i W DFHITix, show mac address-table static =~ > RO ZRLET,
Switch> show mac address-table static
Mac Address Table
Vlan Mac Address Type Ports
All 0100.0ccc.cccc  STATIC CPU
All 0180.c200.0000 STATIC CPU
All 0100.0ccc.cccd STATIC CPU
All 0180.c200.0001 STATIC CPU
All 0180.c200.0004 STATIC CPU
All 0180.c200.0005 STATIC CPU
4 0001.0002.0004 STATIC Drop
6 0001.0002.0007 STATIC Drop
Total Mac Addresses for this criterion: 8
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W show mac address-table static

BEaITUF avwok B
mac address-table static MACT7 RV AR T—TNWIZAZT 47 7T RLUAZBML

F7,
mac address-table static drop =% Y A NMACT RLR T4 NHE Y ThAAFx—T )L

WU, BFEDBETLEIFSE MAC 7 KL AE RO R T
T4l Ryl THECAAL v TFERELET,

show mac address-table address HBEDMACT FLAD MAC 7 KL A T—7 N AEREF
~LET,

show mac address-table aging-time F_RTO VLAN F723 58S/ VLAN O —V v 7 4
A LERRLET,

show mac address-table count T RTD VLAN E72I13HEE S 4172 VLAN THIEL TW1D
T RVAEERRLET,

show mac address-table dynamic A FIv 7 MACT RLA T—7L 2 MY OIEFRR
LET,

show mac address-table interface BEDA L EZ—T 2 AD MAC 7 LA F—7 )LiE#H %
ERLET,

show mac address-table notification <+ _XCTHOA L X —T oA AFHITBEINEAS L X —T =
A AT D MAC 7 R RABHREEZR R LET,
show mac address-table vlan EE®D VLAN O MAC 7 RL X F— 7 UEREF R LET,

Catalyst 3560 R4 v F AR F YI7L R
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show mac address-table vilan

show mac address-table vian W

EE®D VLAN ® MAC 7 KL A2 T —7 VIERZ£RT 5I121%. show mac address-table vlan == —°
EXEC =~ FaEMALET,

show mac address-table vlan vian-id [ | {begin | exclude | include} expression]

XM vian-id

(fEE) FED VLAN O7 FL R &FRLET, FHETE2%MIT 1 ~ 4094 T,

| begin

UEE) expression & —EBT 21T LR REZMABLET,

| exclude

(fEE) expression & —BT 21T RTNPOIRILET,

| include

(EE) $87E I iz expression & —ET DT FRIZEDET,

expression

ZRARA P ELTHERT 2 HIIANOXTT,

avy Kk E—F o —# EXEC

avy FEE yy—=x

EERE

12.1(19)EA1

Zoavwry RRBMENELE,

BREDHA FSM4Y  CFEHITIE, KXFEALTEREERET, 72 & 21F, | exclude output & A L7284 output %
ETITIIRRSNETAD, Output ZETITIIRREINET,

i wOFH X, show mac address-table vlan 1 =~ > KOH 12 /R L E T,

Switch> show mac address-table vlan 1
Mac Address Table

R N el e

1

.cccc
.0000
.cccd
.0001
.0002
.0003
.0005
.0006
.0007
Total Mac Addresses for this criterion:

Type

STATIC
STATIC
STATIC
STATIC
STATIC
STATIC
STATIC
STATIC
STATIC

CPU

| OL-8554-08-J
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W  show mac address-table vian

BlEaT YK avwyFk B

show mac address-table address FBEDMAC T RLAD MAC 7 RL & T—7 LA %
~LET,

show mac address-table aging-time T _T® VLAN £ 13 ESNn= VLAN Oo=—> 7 #
A LERRLET,

show mac address-table count T _XTO VLAN F7213#8E Sh7z VLAN THEEL TWD
7 R AEERRTLET,

show mac address-table dynamic BAFIv 7 MACT RLAR FT—7 )L b ORhEFER
L%,

show mac address-table interface BEDA 2 —T x4 AD MAC 7 FL 2 T—7VIERE
ERLET,

show mac address-table notification T _XCHOA L X —T A AFHITEESINTA X —T =
A RZxtT D MAC 7 RLRABMBREEZR R LET,

show mac address-table static 28T 4 v MACT RLVA FT—7) = M) OBhZFRR
LET,

Catalyst 3560 R4 v F AR F YI7L R
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showmis gos W

show mls gos

7' m—s3072 QoS (Quality of Service) sXE1E#4a £ T %121%, show mls qos == —¥ EXEC =1~
REfEHLET,

show mls qos [ | {begin | exclude | include} expression]

XD EHEA | begin (fEE) expression & —BT 21T bR RZBBLET,
| exclude (FEE) expression & —ET 21T RBEMLIFRILET,
| include (EE) &S NT expression & —HT HTERRIZEDET,
expression ZHARA L FELTHERT2HIANDOATT,
Ak E—F 2% EXEC
av Y FERE yy—=x EERE
12.1(19)EA1 Coavy FRBMSNE L,

BREDHA RS54y UPHITIE. KUFEDAERESI S ET, 72& 21E, | exclude output & A L7=H4 output %
BUITIEIRAFINETADR, Ouiput ZE5TATIEIRSINE T,

i WOFTIE, QoS 34 F—7 /LT DSCP &ilh b A % — 7 /L DA D show mls qos =~ > RO /%R
LET,
Switch> show mls qgos

QoS 1is enabled
QoS ip packet dscp rewrite is enabled

BIEa<T VR avwUFk B
mls qos AZA v FERITH LT QoS A4 F—T NI LET,

Catalyst 3560 R4 v F a2 F YI7L VR
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W show mis qos aggregate-policer

show mls qos aggregate-policer

QoS (Quality of Service) 727 U 57— b R U P —RELFK T HIZIEL, show mls qos aggregate-policer
A—HPEXEC 2~ Rl LES, RV —id, HRFRBEEE, HRA—A MakP A X BL
DN T IO KEZ G L7258 ORMAEEZ ER L ET,

show mls qos aggregate-policer [aggregate-policer-name] [ | {begin | exclude | include}

expression|
BXOHH aggregate-policer-name — ({L3) $6E SN-AHIORY o —RE & &R LET,
| begin (EE) expression & —HT 21T bR FREZHBLET,
| exclude (EE) expression & —BT 21T RRM LRI L ET,
| include (EE) $8E STz expression & —ET DT RRICEDET,
expression SZHRA P LTHERT D IRNORTT,
a2 FE—F  =—# EXEC
av > FERE yy—=x EERAE
12.1(19)EA1 oa~wr FMEMSHE LT,

BREDHA FSM4Y  CFEHITIE, KXFEALEREERET, 72 & 213F, | exclude output & A L7284, output %
ETITIIRRSNETAD, Output ZETITIIRREINET,

£l WOFHITIL, show mls qos aggregate-policer =~ > FOH &R LET,

Switch> show mls gos aggregate-policer policerl
aggregate-policer policerl 1000000 2000000 exceed-action drop
Not used by any policy map

BREaTU K avwo R B
mls qos aggregate-policer R — <= THNTEED I ZANEETLHZR) P — T A —X
EEHFLET,
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m. OL-8554-08-J |



| £2% cCatalyst 3560 41 ¥ F Cisco I0S a<w > F

show mls gos input-queue

show mis qos input-queue W

AJ1% 2—® QoS (Quality of Service) &K ~x7 5IZi%. show mls qos input-queue = —# EXEC =

~Y FEEHLET,

show mls qos input-queue [ | {begin | exclude | include} expression]

BT | begin (FEE) expression & —ET 21T bFREMB L ET,
| exclude ({E&) expression & —ET HAT 2R LRI L £7,
| include (EE) $8E STz expression & —ET DT 2B TRICEDET,
expression ZHARA L N LTHERTA2HIIANOATT,
ATV kK E—F  a=—% EXEC
oYy FERE yy—= EERE
12.1(19)EAL Zoa<wry RRNEBMENRE L,

BREDHA RS54y UPHITIE. KUFEDAERESI S ET, 72& 21E, | exclude output & A L7=H4 output %

BUITIIFRSNEEAD, Output ZETATIIR RS NET,

fl K OHITIL, show mls qos input-queue =~ KON EZRLET,

Switch> show mls gos input-queue

Queue : 1 2

buffers : 90 10

bandwidth : 4 4

priority : 0 10

thresholdl: 100 100

threshold2: 100 100

Catalyst 3560 R4 v F a2 F YI7L VR
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W show mis gos input-queue

BEEavF avwyFk LA

mls qos srr-queue input bandwidth Shaped Round Robin (SRR; > =A 7' K FJ 7 K mt )
DEHLE AT 2—28 Y B TET,

mls qos srr-queue input buffers ANF2—fDONNy 77 52E Y TET,

mls qos srr-queue input cos-map # Y Y THIL7 Class of Service (CoS; Hh—E R 7 F )
EEANFa—ltvyEr 7L, CoSflixFa—bLEn
B ID IZHIY ¥ TET,

mls qos srr-queue input dscp-map ) v 24 T 5 17~ Differentiated Service Code Point (DSCP)
EEANF2—ltvy 7L, DSCPEiZFa—& L X
VME ID IZHI Y B TET,

mls qos srr-queue input ANTFZAFVT 4 Fa—hRE L, WHEZRIEL £,
priority-queue
mls qos srr-queue input threshold Weighted Tail-Drop (WTD) L &VWEDNN—k T —T%

ANF 2 —ITHID B TET,
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show mis qos interface Wl

show mls gos interface

QoS (Quality of Service) 1F# % A — b L~ TE/RT HIZ1E, show mls qos interface =—— EXEC
av s REFHLET,

show mls qos interface [interface-id] [buffers | queueing | statistics]
[ | {begin | exclude | include} expression]

BX DA interface-id (FEE) FEEShEAR =D QoS HHAEFRRLET, HHETE DA VX —T A
AL LT, WHA—-FLEENET,
buffers (EE) ¥a—MoRNy 7 7E DY TEERLET,
queueing EE) Fa—A 708 GtEERR Y 2—E 2 Y) BIUOFa—THIEL
Ty xA FEFRRLET,
statistics ({£E) %215 &N 7= Differentiated Service Code Point (DSCP) D#EHEH#.

Class of Service (CoS; —ERX 7 7 RX) i, ¥F=—IlZ AN EITHN
F¥a—HATHIRESATZ ATy M, SRV —D 7 a7 7 A VPO

MiERTLET,
| begin (EE) expression & —H T 51T bRRERMBLET,
| exclude (EE) expression & —H T 51T R RO LET,
| include (EE) $87E STz expression & —8T D172 BRICEDET,
expression ZRARA 2 N LTHEATLIHAINOAXTT,
N
GE)  policer ¥—TU—FiX, I~ FIA L D~LF AR U ICEFERENETH, FR— PSR THE
REVR
avYkE—F 2% EXEC
av Yy FERE Jy—= EFERRE
12.1(19)EA1 Zoavwy RPMEMEShE L,

FRLOAMA RS54y FoITid, RXF LTRSS ET, 72L& 21E, | exclude output & NS L7=84 . output %
ETITIIFRRSNETAD, Output ZETITIIRREINET,

Catalyst 3560 R4 v F a2 F YI7L VR
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W show mis qos interface

i W OFITiX, show mls qos interface interface-id buffers =~ > KO Z R L E T,

Switch> show mls gos interface gigabitethernet0/2 buffers

Gigabi

tEthernet0/2

The port is mapped to gset : 1
The allocations between the queues are : 25 25 25 25

WOHITIL, show mls qos interface interface-id queueing =2~ > KO AZRLET, HAKE
%, BE &N 7z Shaped Round Robin (SRR; v =A 7K I R uoby) OBELEZEHCLE

Fa—
\?‘O

Switch> show mls gos interface gigabitethernet0/2 queueing

Gigabi

Egress Priority Queue

Shaped
Shared

tEthernet0/2

queue weights
queue weights

renabled
(absolute) 25 0 00
25 25 25 25

The port bandwidth limit : 100
The port is mapped to gset : 1

(Operational Bandwidth:100.0)

K OHITIL, show mls qos interface interface-id statistics =~ > FOM 2R LET, £ 2-3712, =
DHATEREND T 4=V FOBAEZRLET,

Switch> show mls qos interface gigabitethernet0/2 statistics

Gigabi

tEthernet0/2

10 -
15 -
20 -
25 -
30 -
35 -
40 -
45 -
50 -
55 -
60 -
dscp

4 4213

59
64 :
: outgoing

O O O O OO o oo o o o

O O O O O OO oo o o o o

COs:

4 363949

14
19
24
29
34
39
44
49
54
59
64
incoming

O O O O O O O O o o o o

O O O O O O O O O o o o o

COs:

4 132067
9 : 0
outgoing

O O O O O O OO o o o o o

O O O O O O O O O o o o o

O O O 0O OO OO o o o o

O O O O O O O O O o o o o

O O O O O O O o o o o o

O O O O O O O o o o o o
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show mis qos interface W

0- 4: 739155 0 0 0 0
5- 9 90 0 0
Policer: Inprofile: 0 OutofProfile: 0
& 2-37 show mis gos interface statistics ® 7 1+ —JL FDEREA
J4—ILF B7L
DSCP incoming DSCPEZ L= {E LT "7 v M
outgoing DSCP i = & ITiE(E Lz 37 v MK
CoS incoming CoSTEZ LITZE LT v MK
outgoing CoOSTEZTLIZEE LNy v MK
Policer Inprofile RIYP—T,DTa 77 A NVHNANT Y MK
Outofprofile RYVP—T,DTaT7 7 A NVHRT Y MK

BEa<YU R avwUF &8
mls qos queue-set output buffers Ny T77hFa—ty MIEYYTET,
mls qos queue-set output threshold Weighted Tail-Drop (WTD) L X WMEZHEHEL, v
T7DOT_NATEVT 4 2RkiEL, ¥Fa—ty MTHT D
BARAEVRID Y TERELET,
mls qos srr-queue input bandwidth SRR ODHEHZ ASTF 2 —I|ZE Y B TEF,

mls qos srr-queue input buffers ANF 2 —fDNy 7 7 2E Y YCTES,

mls qos srr-queue input cos-map CoSEx ASIF2—IlZ~v v B 7450, £7-1% CoS fE
ZXaoa—LLEVWVMEID Iy BT LET,

mls qos srr-queue input dscp-map DSCP Ex AJ1¥ 2 —IlZ~ v ¥ 7450, £7-1% DSCP

fEZ¥Fa—LLEIVWEIDICw Y 7 LET,
mls qos srr-queue input priority-queue A/ 7T A4V T 4 Fa—HFREL. HWHIELZHFIEL £9,

mls qos srr-queue input threshold WTD LEVMED S—E T — %2 AN F o —I28 0 Y TF
ER
mls qos srr-queue output cos-map CoSfEEZH IF¥a—lcv v . 713 CoS HE

Fao—BLOLEWEIDIZvyE 7 LET,
mls qos srr-queue output dscp-map DSCP &z 1% = —, FmidFa—L LEWEID IZ
~vbBEITLET,

policy-map RY) = =y TERAERETLTEELET,

priority-queue AR—FECTHIBRES2—% A 32— MIZLET,

queue-set Xoa—Fy NIHTHIFR— 2wy B 7 LET,

srr-queue bandwidth limit N—FTORRKEHZHIRLET,

srr-queue bandwidth shape Vr—bE U ENEEB R T, R—hMIvyer s
SNTEHIIF 22— 4 O CTHEIEZ Y =— 7 LET,

srr-queue bandwidth share HEETIELEZEO YT, R—hovv o rEnr-HhH

Fa— 4 OTHIEZ LA LET,

Catalyst 3560 R4 v F a2 F YI7L VR
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W show mis qos maps

show mls qos maps

QoS (Quality of Service) ~ v V' Z1FEWMAER T 511X, show mls qos maps = —# EXEC @2~
FEFEHLET, DT, QS IE~vv BT T—TNEFH LTI NI 74 v 7 DOTI7A4F VT 14 %
#F~ L. 312 L7= Class of Service (CoS; #—t % 7 5 z), Differentiated Service Code Point
(DSCP), F 721 IP precedence fEin B %G 3 5 CoS 721k DSCP fEA Hif5F L £,

show mls qos maps [cos-dscp | cos-input-q | cos-output-q | dscp-cos | dscp-input-q |
dscp-mutation dscp-mutation-name | dscp-output-q | ip-prec-dscp | policed-dscp] [ |
{begin | exclude | include} expression]

X DA cos-dscp (f£#) CoS/DSCP ~ v 7% # R LET,
cos-input-q () CoS ANFa—DLEWE~ vy 72 &R LET,
cos-output-q (EE) CoS tHhiFxa—DLEWE~ Yy TERRLET,
dscp-cos ({EE) DSCP/CoS ~v v 7 uHF R L ET,
dscp-input-q ({£&) DSCP ASjFa— L& Wi~y 72 R RLET,
dscp-mutation dscp-mutation-name (F£E) {5 &N 7= DSCP/DSCP-mutation ¥ v 7' &#F R L £17,
dscp-output-q ({EE) DSCP i hFa— L& WM~y 72 R R LET,
ip-prec-dscp ({&) 1P precedence/DSCP v v 7% F /R LET,
policed-dscp (EE) RV v 7 EDSCP vy 75 R R LET,
| begin (fEE) expression & —B T DTN LR RZRBLET,
| exclude (fEE) expression & —BT 21T R R"MORINLET,
| include (EE) fBE SNz expression & —E T HIT2RRICEDET,
expression BRARA L N E LTHERATIHINORTT,
AvY kK E—F  =—%#EXEC
vy FERE Jy—=x EFENRE
12.1(19)EAL Zoa<wy RRNEBMERE L,

ERLEDAA FS54>

LFHNTIE, KXFEDXFREENET, 72& 21E, | exclude output & AJ) L7234 output %
BUTIXRRINETAD, Output ZETATIIR R EINET,

RNY 7% E DSCP. DSCP/CoS. # £ U DSCP/DSCP-mutation v > 71X, v VU v 7 A& L TH
RENET, dl FITIE, DSCP TR b BEEOEVMHZHEE LET, d247TiL, DSCP ThHi b BEEE
DRV Z4EE L £, dl ik LU d2 o db@ilsy Tk, AU &> 7#0E DSCP, CoS, H721%
Mutated-DSCP iz #2f: L £ 7, 72 & 21X, DSCP/CoS ¥ » 7" Tix. DSCP {8 43 i CoS & 5 12k
LET,

DSCP A/1F¥F2a—LEWVMEBLIODSCP ¥ a—LXWMl~vy FlE, v NV w7 R e LTHEREIN
F9, d1 FITHE, ROLEEEOSH VO DSCP FE5OMEHEELET, d217 T, HHLEZEOKWN
DSCP HHOHiZEELET, dl ERB IO d2 fEOIEH5iE, $=2—1ID L LEVWEID 2R LET,
72& 21X, DSCP AfiFxa— L& WA~ v 7 Tid, DSCPE 43 iZF¥=—2 BLOLEWE 1 (02-01)
RS T D2 8872 £9,
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]

show mis qos maps W

CoS AJFa—LEWEBLPCoS H1Fa—L&EVWE~ v 7%, CoS EE —&F LT, 5Ed 5
Foa—IDBLOLEVWEIDIZ2 ZBEHEDOITIZERLTWET, =& 21, CoS ANFa2—L &Vl
~y 7T, CoOSTE S IEFa—2BIOLEWE 1 Q-1) kST 2Z &1ck0 £,

W OFITIL, show mls qos maps =~ > ROH 1 ERLET,

Switch> show mls gos maps
Policed-dscp map:

dl : d2 0

Dscp-cos map:
dli : d2 0

cos: 0

8 16 24 32 40 48 56

IpPrecedence-dscp map:

ipprec:

0

1

2

8 16 24 32 40 48 56

0

Dscp-outputg-threshold map:

dl :d2 0

1

2

| OL-8554-08-J
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W show mis qos maps

Dscp-inputg-threshold map:
dl :d2 0 1 2 3 4 5 6 7 8 9

Cos-outputg-threshold map:
cos: O 1 2 3 4 5 6 7

queue-threshold: 2-1 2-1 3-1 3-1 4-1 1-1 4-1 4-1

Cos-inputg-threshold map:
cos: O 1 2 3 4 5 6 7

queue-threshold: 1-1 1-1 1-1 1-1 1-1 2-1 1-1 1-1

Dscp-dscp mutation map:
Default DSCP Mutation Map:
dir: d20 1 2 3 4 5 6 7 8 9

BEaTVF avwUFk B

mls qos map CoS/DSCP ~ v 7, DSCP/CoS ~ v 7,
DSCP/DSCP-mutation ¥ »» 7', IP precedence/DSCP ~ > 7',
BIXORY Vo 7#EDSCP vy 72 ERLET,

mls qos srr-queue input cos-map CoSEEZATIF 2 —IZ~vy B 7T 560, £71E CoS EZE
Fa—ClLEWEIDICv Yy LET,

mls qos srr-queue input dscp-map DSCP iz AS1Fx 2 —IZ~ v ¥ 73250, £7212 DSCP E%
Fa— L LEWEIDIZvYyEL T LET,

mls qos srr-queue output cos-map CoS izt /1Fa—Il~v 7, /1L CoS iz F 22—
TORLEWEID ITw v B 7 LET,

mls qos srr-queue output dscp-map DSCP A2 H ¥ =2—, FHidFa—¢ LEXVWMEID ICw v
YT LET,
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show mis qos queue-set W

show mls qos queue-set

H71% = —® QoS (Quality of Service) #F/ 77 51Zi%. show mls qos queue-set = — ¥ EXEC =2+

YREMEALET,

show mls qos queue-set [gset-id] [ | {begin | exclude | include} expression]

BX DA gset-id

(EE) ¥a2—ky b ID T, HEAR—MI¥xa—ky MIBEL., RN— MHEAL
THAF2—4 >0 R CE2EELET, HBETEAHMAILT1 ~2 T,

| begin

(fEE) expression & —BT 2T bR RZHMBLET,

| exclude

(fEE) expression & —ET DT RRNPORILET,

| include

EE) FBESINT expression & —KT D17 2RRICEDET,

expression

ZRAA P ELTHERAT2HINOAXTT,

avyv Kk E—F o —# EXEC

avy FEE yy—=x

EERE

12.1(19)EA1

Zoavwry RRBMENELE,

BREDHA FSM4Y  CFEHITIE, KXFEALEREERET, 72 & 21F, | exclude output & A L7284 output %
ETITIIRRSNETAD, Output ZETITIIRREINET,

£l WOFHITIL, show mls qos queue-set =~ > KO ERLET,

Switch> show mls gos queue-set

Queueset: 1
Queue

buffers
thresholdl:
threshold?2:
reserved
maximum
Queueset: 2
Queue

buffers
thresholdl:
threshold2:
reserved
maximum

1 2 3 4
25 25 25 25
100 200 100 100
100 200 100 100
50 50 50 50
400 400 400 400
1 2 3 4
25 25 25 25
100 200 100 100
100 200 100 100
50 50 50 50
400 400 400 400
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W show mis qos queue-set

EEa< Uk avyFk ET:
mls qos queue-set output buffers Ny T77EFa—Tky MIEIY Y TET,
mls qos queue-set output threshold Weighted Tail-Drop (WTD) L & \WMEZHEL, Sy 77D
TRAZEY T 4 ZRFEL, Fa—ky MIHTIHRKRATE
VEIDYTCERELET,
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show mis qgos vian W

show mis qos vian

Switch Virtual Interface (SVD IZEH SN TWERY ¥ — = v 7% K7 T 521X, show mls qos vlan
a2—W EXEC a~> FEHEHLET,

show mls qos vlan vian-id [ | {begin | exclude | include} expression]

RO vian-id FUo— ~ v 7 EErT Bz SVI O VLAN ID ZFRiE L. JHECE %
FPHIZ 1 ~ 4094 T,
| begin (EE) expression & —HT 21T bR-EZHBLET,
| exclude (EE) expression & —BT 1T FRN BRI L £,
| include EE) FBESINT expression & —KT D17 2RRICEDET,
expression ZRAA Y N E LTHEATHZHIINORXTT,
avYkFE—F  =2—#EXEC
avr FEE )y—= EENE
12.2(25)SE Ioawy RBEMEhE L,

BEREDAA FS54>

show mls qos vlan =~ > R 5O H 1L, VLAN X—2® QoS (Quality of Service) 24 x—7 /LT
BERY — vy 7RREINTWDIEAOHREERERDH D £7,

LFHITIE, RLFENLFREI S ET, =& 21E, | exclude output & AJ) L7845, output %
BUITIEIR RS INETADR, Ouiput #E5TATIEIRSINE T,

fl KOHITIL, show mls qos vlan =~ > RO EZRLET,
Switch> show mls qos vlan 10
V1anlO
Attached policy-map for Ingress:pm-test-pm-2
BEa<>F avwyk A
policy-map BHOFR— MIEATELRY v— v o TEEREITEE
L. RV v —~=v 7 ar74X¥alb—var T—REHIEL
i‘j‘o
Catalyst 3560 R4 v F a2 F YI7L VR
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Hl  show monitor

show monitor

AA v TFDTRTDAAL vF KR—F 7TFZ 4% (SPAN) LU Remote SPAN (RSPAN) v
g UERAEFRT S I121E, show monitor = —¥ EXEC 2~ > FAMBHLET, a~vr FloF—U—
REHETDHZ LT, FFEDEYYay, 7Ty vay, ¥Cou—hrtyrar, ¥
THOVE—h By a B ERTEET,

show monitor [session {session_number | all |local | range /ist | remote} [detail]] [ | {begin
| exclude | include} expression]

BX D% session (EE) FEED SPAN By v a v OfERE£RLET,
session_number SPAN ¥£721Z RSPAN Ot v v a U FSAFE L ET, fE TE 2HiPHIx
1 ~66 TY,
all FTRTCHOSPAN By arvaFprLET,
local 0—H/N®OSPAN By aDOhEERLET,
range /ist SPAN & v v 3 v O (st \IZES Yy a OB »ERLET,

1>ty ay, Ry ya @2 D OFSFTERIN, FF
DIBENE) ZRMHEELET N/ 72 TRYIY E9), Bor~<REDY
DINT A—FM, FlF3NA 7 U BEOHFAIZAR—ZAFIATI LERA,

GE) ZoF—U—Fid, % EXEC E— FOBEOHEH AIRE T,

remote VE—FDSPAN Bty a v DhzFRrLET,
detail (BB fBEDEy Y a v OFMEREZE TS LET,
| begin expression & —HT AT LR RERBLET,
| exclude expression & —ET AT 2 FRINBERINL £,
| include fRE STz expression & —HT DT RRICEDET,
expression SZRAA L NELTHERTAHIIANORXTT,
AT kFE—F  =—% EXEC
av Yy FERE yy—= EERAE
12.1(19)EA1 Coawy FRBMERE L,

BREDHA FSM4Y  CFHITIE, KXFEALTEREERET, =& 21F, | exclude output & A L7284 output %
ETITIIR R SNETAD, Output ZETITIIRREINET,

show monitor =~ F & show monitor session all =~ > FOHIL[FE T TT,

Catalyst 3560 R4 v F AR F YI7L R
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show monitor H

i &Iz, show monitor == —% EXEC =~ > FOHAHIZRLET,
Switch# show monitor
Session 1
Type : Local Session
Source Ports
RX Only : Fa0O/1
Both : Fa0/2-3,Fa0/5-6
Destination Ports : Fa0/20
Encapsulation : Replicate
Ingress : Disabled
Session 2
Type : Remote Source Session
Source VLANs
TX Only : 10
Both : 1-9
Dest RSPAN VLAN : 105
WORTIX, v—H/ SPAN %{Ett v 3 > 1 I2%9 % show monitor == — EXEC =2~ RDOH
NERLET,
Switch# show monitor session 1
Session 1
Type : Local Session
Source Ports
RX Only : Fa0/1
Both : Fa0/2-3,Fa0/5-6
Destination Ports : Fa0/20
Encapsulation : Replicate
Ingress : Disabled
OB TIXANT 7 4 v VEREE A R — T2 L7234 @ show monitor session all = —¥ EXEC =
~v RO hERLET,
Switch# show monitor session all
Session 1
Type : Local Session
Source Ports
Both : Fa0/2
Destination Ports : Fa0/3
Encapsulation : Native
Ingress : Enabled, default VLAN = 5
Ingress encap : DOT1Q
Session 2
Type : Local Session
Source Ports
Both : Fa0/8
Destination Ports : Fa0/2
Encapsulation : Replicate
Ingress : Enabled, default VLAN = 4
Ingress encap : Untagged
EEaTUF avyk L]
monitor session SPAN %721% RSPAN & v v a » &2Bth, F723EIELET,
Catalyst 3560 R4 v F a2 F YI7L VR
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B  showmvr

show mvr

BIEO~ AL FF ¥ A b VLAN LY A RL—3v 3 (MVR) 7 r— 0 NT A=l ERKRT DI,
F—U— REZEE L2V T show mvr 55 EXEC 2~ FZ AN LET, BoREND DL, MVR 234
F—=TNTHLIZNE I, MVR w/LFF ¥ X h VLAN, IgK7 =V —5& R, v FFx X~ 7

N—7%,. BL O MVR £— K (dynamic % 7-/% compatible) T,

show mvr [ | {begin | exclude | include} expression]

XD EHEA | begin (=) expression & —B T 21T bR TEZMBLET,
| exclude (FEE) expression & —BT DT ERRNLRINLET,
| include (EE) fRE SN expression & —HT HTERRIZEDET,
expression ZWRARA L FELTHERT 2HIRNORXTT,
aAI2FE—F ¥ EXEC
av Y FERE Jyy—=x EENE
12.1(19)EA1 Ioawy RMBEMEE L,

EREDAA FS54>

]

LFHITIE, KXFENDXFREIENET, 72& 21E, | exclude output & AJ) L7234, output %
EUITIXIR R SNETAD, Output 8 TITIIR R ENET,

WOFTIX, showmvr 2~ FOHFEZRLET,

Switch# show mvr

MVR Running: TRUE

MVR multicast VLAN: 1

MVR Max Multicast Groups: 256

MVR Current multicast groups: 0

MVR Global query response time: 5 (tenths of sec)
MVR Mode: compatible

FROFITIE, AT Fx A I —T OREKEIE 256 TT, MVR E— KL, compatible (Catalyst
2900 XL & L O Catalyst 3500 XL A A > F L #B) T 58554) F721% dynamic (B1{F2S IGMP A X —E°
YIEEE —EMERDH Y REILHR— N ETH AT Iy MVR ARy IR R — R ERTW5E
/) OWTANTT,

Catalyst 3560 R4 v F AR F YI7L R
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showmvr W

BEav VR avvk HL)
mvr (ZFa—x_)L arz gy AL v FETLFHF+¥ AN VLAN LYV A ML —va v Af 32—
Xal—gy) M LT, RELET,
mvr (fF—TxzA X ar MVRFE—FE2HRELET,
T4 ¥l —gV)
show mvr interface 2~ RiZ interface 38 X O members & — 7 — K& B L7=5E.
HESNIEMVR AV H—T oA A FFEINTA L F—T oA R
DAT—HA, FlFIA X —T 2 A ANFETLHNLTF XY A 7
N—TNERENET,
show mvr members MVR vV F X ¥ A~ TN —TIRT AR — hT_RTERRLET,
TN—THIZA L N=DBWNRWGE, TV—T13ET 7747 Th
LT EERLET,
Catalyst 3560 R4 v F a2 F YI7L VR
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B show mvr interface

show mvr interface

~/LFX¥y A M VLAN LY A L —3 3> (MVR) Ly —R_—BIORETR— F&2FRT D201,
X —U— R&ZFEE L2V T show mvr interface 74 EXEC =2~ FE# AJLE T, ¥F—U— T
LComa<wy REANTAE, BEDOL Y —_"— F— D MVR T A —ZRFRINET,

show mvr interface [interface-id [members [vlan vian-id]]] [ | {begin | exclude | include}

expression|
BXOHH interface-id (E&) A4 —T7=AADMVR ¥4 7, A7 —H4 A 3 L OHIRE LR %
EEFRRLET,
GE) BB A v E—T A AFYEAR— K (XA T, TV a—/L, K—
NEBEETD) EEHRET,
members ER) HESINIZA Vv Z—T oA ANET DH MVR 7V —T % F XTHER
LET,
vlan vian-id ({L#) VLAN ({R4H LAN) D MVR Zb—7 A= X TERL
£, FEETE LML 1 ~ 4094 T,
| begin (EE) expression & —BT 21T LR RERBLET,
| exclude (EE) expression & —BT 51T RN OLERILET,
| include (EE) $8E Sz expression & —ET HITERRICEHEDET,
expression ZRARA Y N LTHEATHHIINORXTT,
vk ®—F ¥ EXEC
av > FERE yy—= EFERRE
12.1(19)EA1 Ioawy RBEMEhE L,

BEREDAA FS54>

AN UTZAR—= BRI EMVR R— b ELITEE TR —FOBAIE, =9 — A v —YREINET, A

HLIZAR—= IRy — "= R— bOEFAIE, A— b XA 7, R—FENORAT—F X 1L OEIH
ERENERINET,

members ¥ —7U— RK&EZANTBHELE, A X —Tx2AALEDMVR ZV—7 AU NRN—=R1FT_RCEREIN
9, VLANID #A/175 L, VLAN ® MVR 7L —7 AU R—RNF_RTCERINET,

LFHNTIE, KXFEDXFREIENET, 72& 21E, | exclude output & AJ) L7234 output %
BUITIXRRINETAD, Output ZETATIIR R EINET,

Catalyst 3560 R4 v F AR F YI7L R
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show mvr interface Wl

1 WOEITIL, show mvr interface =~ > FOH %R LE T,
Switch# show mvr interface
Port Type Status Immediate Leave
Gi0/1 SOURCE ACTIVE/UP DISABLED
Gi0/2 RECEIVER ACTIVE/DOWN DISABLED

EEROFIZH B Status DEFEIZ. kD LB T,

e ACTIVE (. F— MR VLAN IZEENTWVDH I L EEKRLE T,

e UP/DOWN i%, A— FBREREFDEEEF TRV E R LET,

e INACTIVE I%, &A— F2 VLAN CEENTWRNI EZ2EKRLET,
WOBITIE, FBESNIA ¥ —7 = A A show mvr interface =2~ > KOHHZRLET,

Switch# show mvr interface gigabitethernet0/2
Type: RECEIVER Status: ACTIVE Immediate Leave: DISABLED

WOHFITIiX, show mvr interface interface-id members =2~ > RO ERLET,

Switch# show mvr interface gigabitethernet0/2 members

239.255.0.0 DYNAMIC ACTIVE

239.255.0.1 DYNAMIC ACTIVE

239.255.0.2 DYNAMIC ACTIVE

239.255.0.3 DYNAMIC ACTIVE

239.255.0.4 DYNAMIC ACTIVE

239.255.0.5 DYNAMIC ACTIVE

239.255.0.6 DYNAMIC ACTIVE

239.255.0.7 DYNAMIC ACTIVE

239.255.0.8 DYNAMIC ACTIVE

239.255.0.9 DYNAMIC ACTIVE

BBEav> K avwyvk HL)]

mvr (Fu—/3 L ar7 X 24 v F ETwALFHFY AN VLAN LA b —3 g0 %A
Lr—ay) F—=T LT, RELET,

mvr (fVF—T AR ar74 MVRA—FERELET,

Fal—Tay)

show mvr AL v FDOZr—rUL MVR BEEFRLET,

show mvr members MVR =LV FF ¥ 2k Z L —FIBT BT _RTHOL L —3—
R—FERRLET,

Catalyst 3560 R4 v F a2 F YI7L VR
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Hl  show mvr members

show mvr members

BEIP v LFXv AN ZA—FIBTEH5TRTOL I —R_"—=BLOEETR— FE2FERTDHITE.
show mvr members 54 EXEC =~ > R&H L F 7,

show mvr members [ip-address] [ | {begin | exclude | include} expression]

BX DA ip-address (EE) IP=LFXY AR T RLATY, IPwLFF¥ AL 7 FLAEA
Nd2L, v NFXFHr AR TN—=FIZBTEHTRTOL—="—=BLO%
FEaAR— IR FRRENET, IPvLTFHFXY AN T RLRAEZATLBRWEGES
X, ~VvFF¥+¥ A M VLAN LY A RL—v 3y (MVR) Zv—70DF X
TOAUNR=RFERENET, IA—THNICA L R=BRNGRIE, 7
JL—71% Inactive & L THERENE T,

| begin (EE) expression & —HT 21T ORREZRBLET,
| exclude ({ER) expression & —HT 21T KRN OERINL E T,
| include (EE) $8E Sz expression & —ET DT RRICEHEDET,
expression BRARA P ELTHERT 2HIANORXTT,
AT FE®—F ¥ EXEC
vy FERE J1y—=x EERAE
12.1(19)EA1 Zoavwry RRBMESnELE,

FEREDHSL K542  show mvr members 2~ > FiZ, L3 — =B I OEETLR— MIEMAENET, MVR B#E— RO
BE, TRTORETR— ML, T_TOFALFXF¥ X FA—FIZBLET,
LFHITIE, KXFENDXFREENET, 72& 21E, | exclude output & AJ) L7234 output %
EUITIIFRRENEREADN, Output ZETITIIFRRENET,

i WoHI T, show mvr members =~ FOHHEZRLET,
Switch# show mvr members
MVR Group IP Status Members
239.255.0.1 ACTIVE Gi0/1(d), Gi0/2(s)
239.255.0.2 INACTIVE None
239.255.0.3 INACTIVE None
239.255.0.4 INACTIVE None
239.255.0.5 INACTIVE None
239.255.0.6 INACTIVE None
239.255.0.7 INACTIVE None
239.255.0.8 INACTIVE None
239.255.0.9 INACTIVE None
239.255.0.10 INACTIVE None

<output truncated>
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show mvr members W

ORI TIL, show mvr members ip-address 2~ > RKOH N ERLET, ROT RLAZFF-7Z 1P~
NFXX AR TN—T DA NR—%FRLET,

Switch# show mvr members 239.255.0.2

239.255.003.--22 ACTIVE Gi0/1(d), Gi0/2(d), Gi0/3(d),
Gi0/4 (d), Gi0/5(s)
BEa<v R avw> kR B
mvr (ZFa—)L a7 4¥a A v FETwNTFHFY ANVLAN LY A ML —2a & A
Lr—3g ) F—=T LT, HELET,
mvr ({VF—T7xAfRA a7 4 MVRAKE—FEHRELET,
Falb—Tay)
show mvr ZA v FD T a—)L MVR BREZFHLET,
show mvr interface o< FiZ members ¥—V— R&BNMLEHE. RESNE
MVR A v Z—T =4 A, BESNTZA LV F—T 2 ADAT —
BA FIIA L E—T A ANFTHILFF ¥ A~ ZL—
TNERENET,
Catalyst 3560 R4 v F a2 F YI7L VR
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Bl show network-policy profile

show network-policy profile

Fy hU—27 RV v— 7T a7y A NVERRT HIZIE. show network policy profile 7+ EXEC =2~ >

FaHLES,
show network-policy profile [profile number] [detail] [ | {begin | exclude | include}
expression|
X DEREA profile (B *v hU—2 RV — TuTdr A VEBEL2FRLET, 7077 A VEAT
number LAnE, TRTOFXy hT—27 RV v— Tu7y A ABRFRRENET,
detail (FER) FMRAT—Z X LREFHERER T LET,
| begin (LE) expression & —EHT 2T bRREZHGE L T,

| exclude ULE) expression & —BT 2T RTMLERILET,
| include (L&) $87E Iz expression & —HT 2T FRIZEDET,
expression SRR A R ELTHERATZHIINOX T,

avY K E—F  FE EXEC
IR FBE JU—2 TENE
12.2(50)SE Zoavr RAEMSIE L,
i K OFITIL, show network-policy profile =~ RO Z R LET,
Switch# show network-policy profile
Network Policy Profile 10
voice vlan 17 cos 4
Interface:
none
Network Policy Profile 30
voice vlan 30 cos 5
Interface:
none
Network Policy Profile 36
voice vlan 4 cos 3
Interface:
Interface id
BEaIU kR avwvk St

network-policy AVHE—T 2 AZFy hT—27 R —%WHLET,
network-policy profile (ZFr—/% Xv T —7 KV — T 77 A VEERLET,
Narzo4Fal—vay)

network-policy profile (X b Xy b= R — a7 7 A VOREERELET,
U—7 R®Y)y—ar74Falb—

val)
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show nmsp

shownmsp W

A A »F @ Network Mobility Services Protocol (NMSP; *v hUV—27 £ YT 4 h—E R Fm b=
V) EHAFRT 5121, show nmsp $5# EXEC 2~ > REHEALET, Zoa<wr Rk, AAf vF
BREFALY 7 h T 2T A A—VEETLTWDIBREICETHEHNTEET,

show nmsp {attachment suppress interface | capability | notification interval | statistics
{connection | summary} | status | subscription {detail | summary}} [ | {begin |
exclude | include} expression]

¥ESTEHEA attachment suppress THEYFAL A 2 —T oA AFR LET,
interface
capability PR—FENTVAEY—ERRLY T —E R EDRAL v FHREE £R

L/i‘j‘o

notification interval

PR—FENTVWE—E2OEMEFEE R R L ET,

statistics {connection |

NMSP #iEHEHZ 2w L £

summary} e connection : FHEHDA v E—V WY U FERRFLET,
e summary : /' 0— L B U X EFRIFLET,
status NMSP #65icBET o EMER R LET,
subscription {detail | % NMSP #zft OB gk A Kx LET,
summary} o detail : AHEFICBIES AT DY —EABLOY T H— LR EF 2
THERLET,
e summary : FHEFICBEHEIN TN —EAEZTRTRRLET,
| begin (f£E) expression & —H T 1T O ERERBLET,
| exclude (fERE) expression & —BT 2T RENOIRIL ET,
| include (L&) $8E SNz expression & —ET DT RRICEDET,
expression AL NE L THEAT 2 HIINORTT,

a2 kK E®E—F HkE EXEC

avr FEE Jy—=

EENRE

12.2(50)SE

Zoawry RpBIMEnE L,

| OL-8554-08-J
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show nmsp

]

WROF|ITIL, show nmsp attachment suppress interface =~ FOH N ZR L ET,

Switch# show nmsp attachment suppress interface

NMSP Attachment Suppression Interfaces
GigabitEthernetl/1
GigabitEthernetl/2

WOFTIE, show nmsp capability =~ > RO &R LET,

Switch# show nmsp capability
NMSP Switch Capability

Service Subservice
Attachment Wired Station
Location Subscription

WROFITIL, show nmsp notification interval =~ > ROH T E R L ET,

Switch# show nmsp notification interval
NMSP Notification Intervals

Attachment notify interval: 30 sec (default)
Location notify interval: 30 sec (default)

W DFITIX, show nmsp statistics connection =~ > N & show nmsp statistics summary =~ > KD

HO&ERLET,

Switch# show nmsp statistics connection
NMSP Connection Counters
Connection 1:

Connection status: UP

Freed connection: 0

Tx message count Rx message count

Subscr Req: 1
Capa Notif: 1
Atta Req: 1

Subscr Resp: 1

Capa Notif: 1

Atta Resp: 1

Atta Notif: 0

Loc Resp: 1

Loc Notif: O
Unsupported msg: O

Loc Reqg: 1

Switch# show nmsp statistics summary
NMSP Global Counters
Send too big msg: 0
Failed socket write: O
Partial socket write: 0
Socket write would block: 0
Failed socket read: 0
Socket read would block: 0
Transmit Q full: O
Max Location Notify Msg: O
Max Attachment Notify Msg: 0
Max Tx Q Size: 0

Jl Catalyst 3560 R4 vF Iv Y F YI7L2R
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shownmsp W
ORI TIL, show nmsp status 2~ > KOHZ/RLET,
Switch# show nmsp status
NMSP Status
NMSP: enabled
MSE IP Address TxEchoResp RxEchoReq TxData RxData
172.19.35.109 55 4 4
WDFITIX, show nmsp show subscription detail =~ > K & show nmsp show subscription
summary =~ RO ZRLET,
Switch# show nmsp subscription detail
Mobility Services Subscribed by 172.19.35.109:
Services Subservices
Attachment: Wired Station
Location: Subscription
Switch# show nmsp subscription summary
Mobility Services Subscribed:
MSE IP Address Services
172.19.35.109 Attachment, Location
BEIYUR = N Bie
clear nmsp statistics NMSP #tatHfEH o v 2 2HELET,
nmsp A A v JF @ Network Mobility Services Protocol (NMSP; * »
NU—27 ®FE VT4 —ERX Fuban) 4 x—7ML
£
Catalyst 3560 R4 v F a2 F YI7L VR
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W  show pagp

show pagp

Port Aggregation Protocol (PAgP; R— MMEFK T v kL) Fx xv 7 —71ERE£RT DT,
show pagp = —¥ EXEC a2~ > REHEHA L E T,

show pagp [channel-group-number] {counters | dual-active | internal | neighbor} [ |
{begin | exclude | include} expression]]

X DA channel-group-number  (fEE) F ¥ %/ Z NV —T OF ST, HETE HHMHIE 1 ~ 48 TT,
counters N7 74w 7 ERERTLET,
dual-active FaTNTITFAT AT —F A%FRLET,
internal WNEEHZ R R LET,
neighbor FAN—IERERRSLET,
| begin (EE) expression & —HT 21T bR R-EZHBLET,
| exclude (EE) expression & —BT 21T RRP LRI L ET,
| include (EE) $8E &7z expression & —ET DT 2R RICEDET,
expression ZRHRA L FE L TERTHIAORTT,
ATk E—F  =—%EXEC
vy FERE J1y—=x EERAE
12.1(19)EA1 oawry RRBEMERE L,
12.2(25)SE channel-group-number FFEMN 1 ~ 12 5 1 ~48 [TEHE IR FE LT,
12.2(46)SE dual-active ¥— 7V — RN BII&hE Lz,

EREDHA R34

]

show pagp =2~ REZANTHE, T/ T 47 RF ¥ RN TA—TOERBPEREINET, T2
T AT R— b FXYRNVOERERRT DI, F ¥ RV I —TFK 5% HEL T show pagp =~ F

ZANILET,

LFEHTIE, KXFENLFEREIENET, 72L& 21, | exclude output & A L7254, output %
ETITIIR R SNETAD, Output ZETITIIRREINET,

WOFITIL, show pagp 1 counters =~ > ROH & RLET,

Switch> show pagp 1 counters

Channel group:

Gio/1
Gio/2

Information Flush
Recv Sent Recv

Jl Catalyst 3560 R4 vF Iv Y F YI7L2R
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showpagp M
W OBFITIL, show pagp 1 internal =~ KOH I Z/RLET,
Switch> show pagp 1 internal
Flags: S - Device is sending Slow hello. C - Device is in Consistent state.
A - Device is in Auto mode.
Timers: H - Hello timer is running. QO - Quit timer is running.
S - Switching timer is running. I - Interface timer is running.
Channel group 1
Hello Partner PAgP Learning Group
Port Flags State Timers Interval Count Priority Method Ifindex
Gio/1 scC u6/57 H 30s 1 128 Any 16
Gi0/2 SC U6/S7 H 30s 1 128 Any 16
WK ORFITIL, show pagp 1 neighbor =~ > RO 1 ERLET,
Switch> show pagp 1 neighbor
Flags: S - Device is sending Slow hello. C - Device is in Consistent state.
A - Device is in Auto mode. P - Device learns on physical port.
Channel group 1 neighbors
Partner Partner Partner Partner Group
Port Name Device ID Port Age Flags Cap.
Gi0/1 switch-p2 0002.4b29.4600 Gio/1 9s sC 10001
Gi0/2 switch-p2 0002.4b29.4600 Gi0/2 24s sC 10001
WOFTiX, show pagp dual-active =~ > FOH 1 EZ R LET,
Switch> show pagp dual-active
PAgP dual-active detection enabled: Yes
PAgP dual-active version: 1.1
Channel group 1
Dual-Active Partner Partner Partner
Port Detect Capable Name Port Version
Gi0/1 No Switch Gi0/3 N/A
Gi0/2 No Switch Gi0/4 N/A
<output truncated>
Ea<TUF avwUFk B2L
clear pagp PAgP Fx ¥ J— FEW A HE LET,
Catalyst 3560 R4 v F a2 F YI7L VR
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W show policy-map

show policy-map
EFENT 7 4 v OSFERMEEZEFT S QoS (Quality of Service) KU ¥ — v v FEFRT DI,
show policy-map = —#% EXEC a2~ REFERALET, KNV — v v 7IiF, kg R X O R
i L7235 E OXMLEEEET 2R — &M TE £9,

show policy-map [policy-map-name [class class-map-name]] [ | {begin | exclude | include}

expression]
XD EHEA policy-map-name L) fsEshiRY v—~ v F04RTEF R LET,
class class-map-name ULE) %7 F7AD QoS KV v — T/ varvkERrLET,
| begin (E7E) expression & —H T BITHOLEREHBLET,
| exclude (EE) expression & —BT 5175 RTNLERINLET,
| include (L&) #8E Sz expression & —ET DT RRICEDET,
expression ZHRARA P ELTHERT 2HINORTT,

()  control-plane 5 L O interface ¥— U — RiE, 2~ FIA D~V F 2 M) U ZIC3FRENET
N, PR—FENTHEFAL, BRENTODHEHERITER L T EE0,

avy kK E—F o —# EXEC
avy FEE yy—=x EEAR
12.1(19)EA1 ooy RABMENE LT,

BREDHA FSM4Y  CFEHITIE, KXFEALFEREERET, 72 & 21F, | exclude output & A L7284, output %
ETITIIRRSNETAD, Output ZETITIIR R EINET,

i WOHFITiX, show policy-map =~ RO &R LET,

Switch> show policy-map
Policy Map videowizard policy2
class videowizard 10-10-10-10
set dscp 34
police 100000000 2000000 exceed-action drop

Policy Map mypolicy
class dscpb
set dscp 6
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m. OL-8554-08-J |



| £2% cCatalyst 3560 41 ¥ F Cisco I0S a<w > F
show policy-map W

BEa<vo R avwy kR H L
policy-map  HEHHOR—FMIEMATEZLICLoTH—ERX RY O —%IEFETELRY
V= =y T ERERELIIETR L E T,
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| OL-8554-08-J



2% Catalyst 3560 X1 v F Ciscol0S a2 F |

W show port-security

show port-security

AVH =T 2 A RAETNEIAA v TFOR—b ¥F2 )7 4 FHELRRT HITIE. show port-security Ff
#E EXEC 2~ REMHEHALET,

show port-security [interface interface-id] [address | vlan] [ | {begin | exclude | include}
expression|

BX DA interface interface-id () (&) HEShIEA LV F—T 2 ADKR—b X2 VT 4 HEE
KRLET, AR A 2 —T7 oA RAIYWEBAR—F (XA 7, £
Va—), A EEEEL) EEHET
address (EE) §XTOR—FERIFRESNTEAR— M EOTRTOEF2T
MAC 7 RL A& FRLET,
vlan (EEB) HESNTEA L F—7 A4 ZADFTRTO VLAN OF—F %=V
TAREERTRLET, ZOF—T—RiE, A v FF—F T—FNQ
trunk [ZHREINTNDEA v HX—T =2 A LTORFRINET,
| begin UEE) expression & —BT 21T LR REZMIGLET,
| exclude (EE) expression & —ET DT RN OBRILET,
| include (L&) $8E Iz expression & —HT 2T FRICEDET,
expression SR A U N E L THERATIHIINOKXTT,
vk E®—F ¥ EXEC
av Yy FERE yyy—=x EFERA
12.1(19)EA1 Coavy FABMSIE L,

EREDHA R4

F—U—REBELRWVWTZOa~vr REANTDHE, A4 v TFOTRXTOEFXF2T R— FOEFHX
T—HABLOEERAT =% ARHD I ET,

interface-id * NI L1546, a~V REA VX —T 2 ADKR—KN EX2 VT A REEZRRLET,

address ¥— 7V — RZHEELTCa~vr REANTIE, TRXTOAL X —T A ADEF=2T MACT
FLA, BIOEEFa2T7 7 RLAOZ— U TIERBFERENE T,

interface-id ¥ —7 — R LW address ¥ —V— FEZHEELTCa~v L FEANTHE, X7 TR
LADZ— o PR E oA v B2 —T 24 ZD MAC 7 RL AR TRTHERENET, X —
T2 A ALETR=F ¥X2 VT4 BA X—T LTRSS, Zoavr REERALT 201 v
=Tz ZADMAC T FL AETRTFRTEET,

vlan ¥ —U—RZEELCa~r FE2ANTIE, A X —T 24 AD VLAN T R_RTCUIIHT DX

7 MAC 7 L 2D KREHB L OHEENEREINET, 20X 7T g id, AL v TFKR—Fh
F— FR trunk IZREESNTNEAL v F—T =2 A A L TORFEREINET,

SCFFNTIE, RCFENFERXBENET, 72L& 2L, | exclude output & AJJ L7286, output %
EUITIIFR R ENERAD, Output % &T4T1 i%réﬂiﬁ“
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show port-security W

1l WROFITIL, show port-security =~ FOHITE R LET,
Switch# show port-security
Secure Port MaxSecureAddr CurrentAddr SecurityViolation Security Action
(Count) (Count) (Count)
Gi0/1 1 0 0 Shutdown
Total Addresses in System (excluding one mac per port) HE
Max Addresses limit in System (excluding one mac per port) : 6272

W OFHITIE. show port-security interface interface-id =~ > RO A ERLET,

Switch# show port-security interface gigabitethernet0/1
Port Security : Enabled

Port status : SecureUp

Violation mode : Shutdown

Maximum MAC Addresses : 1

Total MAC Addresses : 0

Configured MAC Addresses : 0

Aging time : 0 mins

Aging type : Absolute

SecureStatic address aging : Disabled
Security Violation count : O

WOFHITIL, show port-security address =~ > ROH T ERLET,
Switch# show port-security address

Secure Mac Address Table

Vlan Mac Address Type Ports Remaining Age
(mins)
1 0006.0700.0800 SecureConfigured Gi0/2 1
Total Addresses in System (excluding one mac per port) HE
Max Addresses limit in System (excluding one mac per port) : 6272

WDFITIX, show port-security interface gigabitethernet0/2 address =~ > RO 1 Z R~ LET,

Switch# show port-security interface gigabitethernet0/2 address
Secure Mac Address Table

Vlan Mac Address Type Ports Remaining Age
(mins)
1 0006.0700.0800 SecureConfigured Gi0/2 1

Total Addresses: 1

K OHITIL, show port-security interface interface-id vlan =2~ KO &R L ET,

Switch# show port-security interface gigabitethernet0/2 vlan
Default maximum:not set, using 5120

VLAN Maximum Current
5 default 1
10 default 54
11 default 101
12 default 101
13 default 201
14 default 501

Catalyst 3560 R4 v F a2 F YI7L VR
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W show port-security

BEaITUF av vk B
clear port-security MAC 7 RVA T—=TNVInb AL v F LFliFA v H—T x4 A L
DRFEDZA TDEF 2T T RVALFTRITOEX2T TR
LV AZHIBRL £,
switchport port-security A—=FETHR—F X2V T 4524 Fx—T ML, A— bOFEHN

Gra—VPEROAT = ay ZL—7ITHIRL, £%27 MAC
T RVRAEBRIELET,
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show power inline W

show power inline

¥87€ L 7= Power over Ethernet (PoE) "— F£72139_XTD PoE i"— F D PoE AT — % A& K77 2D
(21X, show power inline = —% EXEC =2~ RZEHA L 7,

show power inline [interface-id | consumption ] [ | {begin | exclude | include} expression]

ST EHBA interface-id (EE) f8ESNT-A v ¥ —7 = A A0 PoE M#E A/ EHEEREFRLUET,
consumption (fF&) PoE &R— MC#&H L-EEICE Y Y ToHNBENEERLET,
| begin (EE) expression & —BT 21T LR RERBLET,
| exclude (fEE) expression & —BT 21T 2R RN LRI LE T,
| include (EE) fRE SN expression & —BT BT ERICEDET,
expression ZRARA 2 N E LTHERAT ZHAINOATT,
aAvY K E—F  =—#% EXEC
av Yy FERE Jy—= EFERRE
12.1(19)EA1 Zoavry RRBMENE LR,
12.2(25)SEC consumption ¥— 7 — F2NBINE N E LT,

EREDAHA R34y

XFHNTIE, KRIXFENLFNREBIEET, =& 2L, | exclude output & A L7254, output %
ETITIXFRRENEEAD, Output % &7 ii‘%ﬁéﬂiﬂ_

i WK OBFITIL, show power inline =~ > F‘@Hj)‘] ERLET, HOTIE, A= 2BRAZT 4 v I
EINTREY, BEONRIOR— MIERHZED éf%ﬂfk\i?‘i)) ZEEBEBITER SN TOWER A,
A=k 6%, KV >y MEH 10 W | _Eﬁﬁénfwét power-deny AT — Mo TWVWDHAH
TA T R—FTY, %ﬁéﬂhi%%% i%. Class 0 if_ I% Class 3 3@ (6 LTGS2 T &
OBRKT v MEEFFLET, # 2-3812, HAOT7 4 — L RIZOWTHBALET,

Switch> show power inline
Available:370.0 (w) Used:80.6 (w) Remaining:289.4 (w)
Interface Admin Oper Power Device Class Max
(Watts)
Fa0/1 auto on 6.3 IP Phone 7910 n/a 15.4
Fa0/2 static off 15.4 n/a n/a 15.4
Fa0/3 auto on 6.3 IP Phone 7910 n/a 15.4
Fa0/4 auto on 6.3 IP Phone 7960 2 15.4
Fa0/5 static on 15.4 IP Phone 7960 2 15.4
Fa0/6 static power-deny 10.0 n/a n/a 10.0
Fa0/7 auto on 6.3 IP Phone 7910 n/a 15.4
<output truncated>
WOFITIE, R— ~ D show power inline =~> FOH N ERLET,
Switch> show power inline fastethernet0/1
Catalyst 3560 R4 v F a2 F YI7L VR
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Bl show power inline

Interface Admin Op

WOFI T, T _To
9,

Switch> show power
Default PD consumpt

er Power Device Class Max
(Watts)
6.3 IP Phone 7910 n/a 15.4

PoE ZA v F A — K ® show power inline consumption =~ > FOH &R L

inline consumption
ion : 15400 mwW

#* 2-38 show power inline interface ® 7 1 —)L FDO#zHA
J4—ILE e

Admin EHE— | : auto, off. static

Oper BiEE— N

e on: ZEHEESBRHIN, BAMNEHINATHET,
o off : POE N EINTWVERA,
o faulty : EERHE IR EEBEREFEORETT,

e power-deny : ZEHEEN R S TWET A, PoE 23MEH TE RV VIREED,
RRY » MEPRH SN IcBEREORRBEEZBEBZTHET,

Power PoE Offa T v &
Device B SN E®ED X A 7 : n/a, unknown, Cisco powered-device, IEEE
powered-device, <CDP 7»5 D4 i >

Class IEEE 738 : n/a, Class <0 ~ 4>

Available VAT LND PoE O

Used A— MZE Y B THRTUWD PoE 0¥

Remaining VAT HANTHR— MIEIY BT H TV 20 PoE %% (Available Used = Remaining)
BEaYUF avwUFk B

logging event
power-inline-status

PoE A/ X bpuXr ra A4 x—7 /I LET,

power inline

FEE L7 POE R— M E721XT_XTD PoE R— FOE/HEHRE— REREL
£,

show controllers
power inline

HELEPE a2 bu—FDL Y RAZDEEFERLET,
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show sdm prefer W

show sdm prefer

R EDWREICH T2 AT A U Y — A& g KL T & % Switch Database Management (SDM) 7 >~
L— hOFE#REF T H121E, show sdm prefer F7# EXEC 2~ REFEMALET, ¥—V— FN&2E
ELRWEAIIERATOT 7 L— R R LET,

show sdm prefer [access | default | dual-ipv4-and-ipv6 {default | routing | vlan} | routing
| vlan] [ | {begin | exclude | include} expression]

340

.'E-EI;

3

access (EEB) ACLHDOY AT A VY —REHKILTHT T —haRRrLET,
default () MEER DOV AT L Y Y —ADNRT U AL BT T L— R RLET,
dual-ipv4-and-ipv6  ({£3%) IPv4 & IPV6 Ol &V R— 45727 T 7 L—haFRrLET,
{default | routing | o default : 7 74/ " DT 2TV T 7L — bREEZFTFLET,

vlan
} e routing : V—T AT DT aT N T T U— MEEERRLET,
e vilan: VLAN T 27V 707 L — b REEZFRLET,
routing EE) V=T 4 Y THDVAT A )Y =R RKRILTHT T L— &k
RLET,
vlan (EE) VA ¥ 2VLAN HOV AT A VY —REERILTHT 7T L— %
ERLET,
| begin (LR expression & —HT 24T b ERERIBLET,
| exclude UEE) expression & —BT 21T RTNOLERILET,
| include (L&) $87E Iz expression & —HT 2T FRIZEDE T,
expression SZHRA L M LTHERT2H RO T,
ATk E®—F ¥ EXEC
av Yy FERE yy—= EFERRE
12.1(19)EAT Soawy FSBEMESE L,
12.2(25)SE dual-ipv4-and-ipv6 {default | vlan} ¥—U — KRN BIISh £ L1z,

EREDAA FS54>

12.2(25)SED

access ¥—U— KR BMENE L,

12.2(25)SEE

routing 7 = 7L IPv4 B LW IPv6 7> 7 L— MHOF—U— RABEMNS
F L7

sdm prefer 70— L 27 4 Falb—v gy avr REEHL, SDM 7> 7 L— 2 EH LI

HliE, REOERZEINIT2720AA v TF a2 m— RT20ERH D £9, reload FitE EXEC =+
v R&E AT HHENZ, show sdm prefer =~ K& AJj3 % L show sdm prefer (2 LV, BAEEH L
TWET Y7L —bhBIRNY = RRICT VT 4 7 DT v 7 b— h3FERSET,

KT T L= R TEREINDIEFTIEL, SWEDO D VY —ACBIT D RKEORKET2 0 £, MICHES
IICHERED EBEOBTFIC b L D720, BEEORTFLITRBRIBENDH Y 7,

LFEHTIE, KXFENXFEREIESNET, 72& 2L, | exclude output & A L7255, output %
ETITIIFRRSNETAD, Output ZETITIIRRINET,

| OL-8554-08-J

Catalyst 3560 R/ vF avF Y272 1



B2F

Catalyst 3560 21 v F Cisco 10S a2~ F |

WM  show sdm prefer

i KOFITIE, show sdm prefer =~ > FOH N Z5R LET,

Switch# show sdm prefer

The current template is

"desktop default" template.

The selected template optimizes the resources in
the switch to support this level of features for
8 routed interfaces and 1024 VLANs.

number of unicast mac addresses:
number of igmp groups + multicast routes:
number of unicast routes:
number of directly connected hosts:
number of indirect routes:

number of policy based routing aces:
number of gos aces:
number of security aces:

6K
1K
8K
6K
2K
0
512
1K

WOFTIX, AA v F ETAJ)Zi7z show sdm prefer routing =~ > O )2 R LET,

Switch# show sdm prefer routing
"desktop routing" template:

The selected template optimizes the resources in
the switch to support this level of features for
8 routed interfaces and 1024 VLANs.

number of unicast mac addresses:
number of igmp groups + multicast routes:
number of unicast routes:
number of directly connected hosts:
number of indirect routes:

number of policy based routing aces:
number of gos aces:
number of security aces:

3K
1K
11K
3K
8K
512
512
1K

WROFITIL, AA »F ETASI S 4172 show sdm prefer dual-ipv4-and-ipvé default =~ > FOH 1%

RLET,

Switch# show sdm prefer dual-ipv4-and-ipv6é default
"desktop IPv4 and IPv6 default" template:

The selected template optimizes the resources in
the switch to support this level of features for
8 routed interfaces and 1024 VLANs.

number of unicast mac addresses:

number of IPv4 IGMP groups + multicast routes:
number of IPv4 unicast routes:
number of directly-connected IPv4 hosts:

number of indirect IPv4 routes:

number
number
number
number
number
number
number
number
number

of
of
of
of
of
of
of
of
of

IPv6 multicast groups:

directly-connected IPv6 addresses:

indirect IPv6 unicast routes:
IPv4 policy based routing aces:
IPv4/MAC gos aces:

IPv4/MAC security aces:

IPv6 policy based routing aces:
IPv6 gos aces:

IPv6 security aces:

2K
1K
3K
2K
1K
1K
2K
1K

512
1K
0
510
510

WOFITIE, HLWTF T L— b EFREL, £V 2 —RRLTWRWAA vF ETOD show sdm prefer
avwr RO NERLET,
Switch# show sdm prefer

The current template is "desktop routing"
The selected template optimizes the resources in

template.

Jl Catalyst 3560 R4 vF Iv Y F YI7L2R
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show sdm prefer W

the switch to support this level of features for
8 routed interfaces and 1024 VLANs.

number of unicast mac addresses: 3K
number of igmp groups + multicast routes: 1K
number of unicast routes: 11K
number of directly connected hosts: 3K
number of indirect routes: 8K
number of gos aces: 512
number of security aces: 1K

On next reload, template will be "desktop vlan" template.

BEaOv R avwy kR )

g&

sdm prefer SDM 7> 7 b— %, V=T 4 7 EiE VLAN OV Y — R ZHRKBIC
ERTODEOECRE, 774NV N T Lv— b 2ATHEIOICHRE. &
73T 2TV IPVA/IPVGE T S L— R A BIRT 5 L5 IR ELET,

Catalyst 3560 R4 v F a2 F YI7L VR
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Bl show setup express

show setup express

Express Setup E— RN AL v FTT 7T 4 TnE D h&FRT HITIE, show setup express £
EXEC =~ R&EfHHALET,

show setup express [ | {begin | exclude | include} expression]

XD EHEA | begin (fEE) expression & —HT 21T OERFRZBABLET,
| exclude ({EE) expression & —ET DT RN OERINL E T,
| include (EE) 485 Sz expression & —ET DT 2R RICEDET,
expression SR M LTHERT 2RO TT,
T7HIE F7 4N MIERESRTOERA,
ATV K E—F  FE EXEC
oYy FERE yy—= EERAE
12.1(19)EA1 Soawr RABMSIE L,
£l WOFX, show setup express 2~ > KON ZRLTNET,

Switch# show setup express
express setup mode is active

BEEa<vrk = A
setup express Express Setup &— R& A R—7 /LT L £,
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show spanning-tree W

show spanning-tree

A= 7 ) —DIRIETE# A R T 5 121%, show spanning-tree = — % EXEC =~ > REEH L £,

show spanning-tree [bridge-group | active [detail] | backbonefast | blockedports | bridge |
detail [active] | inconsistentports | interface interface-id | mst | pathcost method | root |
summary [totals] | uplinkfast | vlan vian-id] [ | {begin | exclude | include} expression]

show spanning-tree bridge-group [active [detail] | blockedports | bridge | detail [active]
| inconsistentports | interface inferface-id | root | summary] [ | {begin | exclude |
include} expression]

show spanning-tree vlan vian-id [active [detail] | blockedports | bridge | detail [active] |
inconsistentports | interface interface-id | root | summary] [ | {begin | exclude |
include} expression]

show spanning-tree {vlan vian-id | bridge-group} bridge [address | detail | forward-time
| hello-time | id | max-age | priority [system-id] | protocol] [ | {begin | exclude |
include} expression]

show spanning-tree {vlan vian-id | bridge-group} root [address | cost | detail |
forward-time | hello-time | id | max-age | port | priority [system-id] [ | {begin |
exclude | include} expression]

show spanning-tree interface interface-id [active [detail] | cost | detail [active] | inconsistency |
portfast | priority | rootcost | state] [ | {begin | exclude | include} expression]

show spanning-tree mst [configuration [digest]] | [instance-id [detail | interface
interface-id [detail]] [ | {begin | exclude | include} expression]

X DA bridge-group (B 7V v¥ IN—FHoiiaE LET, HETE AHIHIT 1 ~ 255 T,

active [detail] B 77T 4T A HE—T oA ADAN=L T V) —ERO %
RLUET (B EXEC &— FOBA O HTTRE) ,

backbonefast (f£&) A/3=> 7 v U — BackboneFast A7 —X A& F/rLF7,

blockedports (fER) 7ay &R — FotEREaR-LET FiH EXEC £— K
DEE D HLEHFRE)

bridge [address | detail | ({£) ZDAA v FDAT—XABLORELFERLET (7=

forward-time | hello-time| % — U — R34 EXEC &— FOBE O LE A TTHE),

id | max-age | priority

[system-id] | protocol]

detail [active] (EE) A2 —7 oA ZEFROFHEMY~ Y —2 LR LET (active
F—U— N34 #E EXEC & — FOHGE DO FHEE),

inconsistentports UEE) FETL2R—FoFRERRFLUET (B EXEC T— ROS5EE
D HAEHFTRE) o

interface interface-id EE) BEESNTA v EZ—T oA ZADANR= T V) —EREFRLE

[active [detail] | cost | 3 (portfast 33 L U\ state LIS DT X TDOA 7L = V3 EXEC £— R T

detail [active] | DHERTIRE) s KA L F—T = A AL, AN—ZATREI>TANLET,

inconsistency | portfast | A H—=T 2 ZADFPFAIIASNTEETA, AN A L EZ—T A AL L

priority | rootcost | state] CTix, #FAR— b, VLAN, BLOFR—F F¥rxLBl3H0 7, HETE
% VLAN #iPHi% 1 ~ 4094 T§, A— bk F v R/V#HHIL 1 ~ 48 T7,
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M show spanning-tree

mst [configuration
[digest]] [instance-id
[detail | interface
interface-id [detail]]

({-&) Multiple Spanning-Tree (MST) DU —Y 3 VREB L UNA T —
A A%FARLET (B EXEC T— FOBHA O ATHE),

F—U—FOEKRITKD LIV TT,

o digest : (f£&) HIAED MST Configuration Identifier (MSTCI;
MST #/E ID) IZ&ENDMDS ¥ A V= A 2R RFLET, | DI
WAL T b 1 DIXEATREA AL v FHD 2 >OHIEH A
VA MPFRENET (FiHE EXEC £ — ROBE O AEE),

IEEE fEH#O T D 7= DICHM HFEN T H S, txholdcount 7 1 —
JRBNBIMEE L,

BRA—FRHICH LY AY— B — A RFRSNET,

IEEE B¥T Y » UMK — MIFEATIEET ) vy Ta bar 7—4
=k (BPDU) #%3i%fE L7c%i®&r. pre-standard % 7-1% Pre-STD
W) HENRERINET,

AR— NN EATERE BPDU # X595 L ICEE I 4L, A— N THAT
EHE BPDU 2325 ENleno Tz & & | pre-standard (config) 7213
Pre-STD-Cf &\ 5 HEENERINET,

JEATIZEYE BPDU % %575 L O ICRE SN TV R WA — b TRITIE
# BPDU 345 SN T=5E . pre-standard (revd) £7-13
Pre-STD-Rx &\ 95 HFENFERINET,

THAREERRIEER— P TZEINLHE, BER— BT+
T—F 47 AT — MIEBZMRENTIEIND E T, dispute 7
FINRRINET,

e instance-id : 1 DDA L AZ LA ID, FNEFNENA T TR -
72 ID O, FEIh v TRY-72—#HOD ID Z$FETE F T,
RECTE2HBIE 1 ~ 4094 TF, BIERESNTNDA LV AFX Y
AFMFERINET,

* interface interface-id . ({LE) AR A L H—T =4 AL LTL, ¥
BAR— b, VLAN, BLXOF—h F¥rxABHY ET, IHETED
VLAN #iFi% 1 ~ 4094 T3, FA—F F¥ L #fHIE 1 ~48 TT,

o detail : (TE) AV AX VAL TFA V F—T = A ADOFEMERE
FRLET,

pathcost method

(EE) 774NV EFORR ax bR EFRRLET F#H EXEC £— K
DG D I FHE) .

root [address | cost | detail
| forward-time | hello-time
| id | max-age | port |
priority [system-id]]

EE) V—h AA v TFDAT—FABLVOHRELZFRLET (T
DF—T — RAHEHE EXEC E— ROEE O I HATEE) .

summary [totals]

(&) A—bMREOY <) —, FHEFA= T V) — 2TF—F &Y
g VOMITE R F R UET, IEEE Standard &\ 9 EElL. AA v F E
THEITENTWNWS MST XN— g 2B LET,

uplinkfast

(f£&) A= 7 vVU— UplinkFast A7 — % A% &R RLET,

vlan vian-id [active [detail] |
backbonefast | blockedports
| bridge [address | detail |
forward-time | hello-time | id
| max-age | priority
[system-id] | protocol]

(T5) fEESh?E VLAN DR =27 V) —EREFALET (F—
U — RO—#I384E EXEC £ — ROBA O REHTTHE), VLAN ID %
HCHBI &7 1 20 VLAN, ZiEihE A 7 CTCRE -7~ VLAN
FH, FE A~ TR 5= —#O VLAN 2fiE CT& £¥, HET
E DHHEPHIT 1 ~ 4094 T,

Jl Catalyst 3560 R4 vF Iv Y F YI7L2R
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show spanning-tree W

| begin EE) expression & —BT 1T bR REHBLET,
| exclude (EE) expression & —HBT 21T RT-NOERINLET,
| include (EE) HBE ST expression & —ET 21T 2 FRICEDET,
expression ZWARA N LTHERT2HINOXTT,
ATk E—F  =2—# EXEC
vy FERE Jy—=x EFENR
12.1(19)EA1 Coavy FRBMSNE L,
12.2(25)SEC digest ¥ — 7 — F2NEMI L, FHFAA V=2 A MBI WMEER—LV K D

EREDAA FS54>

Vb 74—V RRERENET,

vian-id BB LEBEIZ. TXTO VLAN DANR= 7 V) — 4 VA R Cawr R
SNET,

LFHITIE, KXFENXFRRENET, 72& 21E, | exclude output & A S L7234 output %
EUITIXRRSNETAD, Output 8 TITIIR R ENET,

B WOHICiL, show spanning-tree active =~ KON ZRLET,
Switch# show spanning-tree active
VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 32768
Address 0001.42e2.cddO
Cost 3038
Port 24 (GigabitEthernet0/1)
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 49153 (priority 49152 sys-id-ext 1)
Address 0003.£d63.9580
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 300
Uplinkfast enabled
Interface Role Sts Cost Prio.Nbr Type
Gi0/1 Root FWD 3019 128.24 P2p
<output truncated>
W OB TiX, show spanning-tree detail =~ > FOH 2R L E7,
Switch# show spanning-tree detail
VLANOOOl is executing the ieee compatible Spanning Tree protocol
Bridge Identifier has priority 49152, sysid 1, address 0003.£fd63.9580
Configured hello time 2, max age 20, forward delay 15
Current root has priority 32768, address 0001.42e2.cddO
Root port is 1 (GigabitEthernetO/1), cost of root path is 3038
Topology change flag not set, detected flag not set
Number of topology changes 0 last change occurred 1dléh ago
Times: hold 1, topology change 35, notification 2
hello 2, max age 20, forward delay 15
Catalyst 3560 R4 v F a2 F YI7L VR
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M show spanning-tree

Timers: hello 0, topology change 0, notification 0, aging 300
Uplinkfast enabled

Port 1 (GigabitEthernet0/1) of VLAN00Ol is forwarding

Port path cost 3019, Port priority 128, Port Identifier 128.24.
Designated root has priority 32768, address 0001.42e2.cdd0
Designated bridge has priority 32768, address 00d0.bbf5.c680
Designated port id is 128.25, designated path cost 19
Timers: message age 2, forward delay 0, hold 0
Number of transitions to forwarding state: 1
Link type is point-to-point by default
BPDU: sent 0, received 72364

<output truncated>

WOBITIL, show spanning-tree interface interface-id 2~ > KO ZERLET,

Switch# show spanning-tree interface gigabitethernet0/1
Vlan Role Sts Cost Prio.Nbr Type

VLANOOO1 Root FWD 3019 128.24 P2p

Switch# show spanning-tree summary

Switch is in pvst mode

Root bridge for: none

EtherChannel misconfiguration guard is enabled
Extended system ID is enabled

Portfast is disabled by default
PortFast BPDU Guard 1is disabled by default
Portfast BPDU Filter is disabled by default

Loopguard is disabled by default
UplinkFast is enabled
BackboneFast is enabled

Pathcost method used is short

Name Blocking Listening Learning Forwarding STP Active
VLANO0OO1 1 0
VLANO0002 3 0
VLANO0O4 3 0
VLAN0OOG6 3 0
VLANO0O031 3 0
VLANO0032 3 0
<output truncated>

37 vlans 109 0 0 47 156
Station update rate set to 150 packets/sec.

UplinkFast statistics
Number of transitions via uplinkFast (all VLANs) : 0
Number of proxy multicast addresses transmitted (all VLANs) : 0

BackboneFast statistics

Number of transition via backboneFast (all VLANs)
Number of inferior BPDUs received (all VLANs)
Number of RLQ request PDUs received (all VLANs)
Number of RLQ response PDUs received (all VLANs)
Number of RLQ request PDUs sent (all VLANs)
Number of RLQ response PDUs sent (all VLANs)

O O O O O O
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show spanning-tree W

DB TIL, show spanning-tree mst configuration =~ > FOH I Z R L E T,

Switch# show spanning-tree mst configuration
Name [regionl]

Revision 1

Instance Vlans Mapped

0 1-9,21-4094

1 10-20

K OFITIL, show spanning-tree mst interface interface-id =~ > KO ERLET,

Switch# show spanning-tree mst interface gigabitethernet0/1
GigabitEthernet0/1 of MSTO00 is root forwarding

Edge port: no (default) port guard : none (default)
Link type: point-to-point (auto) bpdu filter: disable (default)
Boundary : boundary (STP) bpdu guard : disable (default)

Bpdus sent 5, received 74

Instance role state cost prio vlans mapped
0 root FWD 200000 128 1,12,14-4094

WROFITIL, show spanning-tree mst 0 =~ > RO Z R LET,

Switch# show spanning-tree mst 0
###4##4# MSTOO vlans mapped: 1-9,21-4094

Bridge address 0002.4b29.7a00 priority 32768 (32768 sysid 0)
Root address 0001.4297.e000 priority 32768 (32768 sysid 0)
port Gi0/1 path cost 200038

IST master *this switch
Operational hello time 2, forward delay 15, max age 20, max hops 20
Configured hello time 2, forward delay 15, max age 20, max hops 20

Interface role state cost prio type

GigabitEthernet0/1 root FWD 200000 128 P2P bound(STP)
GigabitEthernet0/2 desg FWD 200000 128 P2P bound (STP)
Port-channell desg FWD 200000 128 P2P bound (STP)

BEaITUF avwUk L
clear spanning-tree counters ZR= YV —Dh A2 EHELET,
clear spanning-tree detected-protocols o Fa A B{TF o X A2FHELET,
spanning-tree backbonefast BackboneFast #6E% A x—7 I LET,
spanning-tree bpdufilter fH =T 2 A ATOT VY Fabaly s—4
=v I (BPDU) O&EZEEZEELLET,
spanning-tree bpduguard BPDU %55 LizA v % —7 =1 A% errdisable %
T—RMZLET,
spanning-tree cost ANR= TV —OHEIFEHTHR a X "ERELET,
spanning-tree extend system-id LY AT M ID BERE A A R— T VT LET,
spanning-tree guard BRSNS V=T oA RTHHET DT _TD VLAN
WXt LT, — h T— MR E I3V —7 7 — NigRE
AL 2 =TV LET,
spanning-tree link-type AR= T IV =N T 3T —F 4 7 AT — MIEER
TTDEI0 77V Voo 24 TREER EEEZL
£9
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M show spanning-tree

avwy kR

Bl

spanning-tree loopguard default

H—FmY s ORKERBEEIZL > TRER— ME
I — bk R— B EER—FE LTHEA SRV E D
W LET,

spanning-tree mst configuration

MST VU—yarvaRETHEHOOMST 27 4 X2
L— gy ®— Rt LET,

spanning-tree mst cost

MST OFHFEIHEHAT /A a2 MERELET,

spanning-tree mst forward-time

FRTD MST A ¥ A K 2 AW TERERIERG I & 3%
ELET,

spanning-tree mst hello-time

N—h AL v F ar7 4 Fal—var Ayg—IN
%153 % hello BPDU Oz % #%E L £ 7,

spanning-tree mst max-age

ANR=Z T VY =Pv—b AL v F N AvE—T 2%
EdoMEaiEE LET,

spanning-tree mst max-hops

BPDU # Fa vy 7L TA v Z—7 A AHITHEFFL T
AR A RN THETHO, MST U — 3 TO
Ry THEHRELET,

spanning-tree mst port-priority

ABE=T AR TITAF VT 4 ZRELET,

spanning-tree mst priority

BELIEAR=Z T Y= AV AFVADAAL, v F T
FAFVT 4 ZHELET,

spanning-tree mst root

Xy FU—27 OERICESNT, MST b—h ZA v F
DTIAFVTF A BLOFA~—%BRELET,

spanning-tree port-priority

AVHE—=T 2 A A TITAFT VT 4 &R TELET,

spanning-tree portfast (/' m2—/VL a2

T4 X2l —T g V)

PortFast xfjitn{ > % —7 = A A ETBPDU 7 4 V& U >
JHSBEE 7213 BPDU ' — RiGEZ 7 o — LA 2 —7
T D0, FREFTRTOIERNT T A F—T = A
AT PortFast #E% A x—7 iz LET,

spanning-tree portfast (f > ¥ —7 = A

R arv7Z4Fal—ay)

BEDA VI —T 24 ABIORIET 5T TH VLAN
G, PortFast ##E% A r—7 WM LET,

spanning-tree uplinkfast

Vo7 ERFAAL v FIEERD LGS, £0ITA /=
YTV —NHENICHERE SIS, FILvr—
h W= FZ2ERFETER T D Lo LET,

spanning-tree vlan

VLAN B TANR= 7 VY — 2R ELET,

Jl Catalyst 3560 R4 vF Iv Y F YI7L2R
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show storm-control

show storm-control

AL o FFEFIIBEDA VX —T 24 A LT, 70— FKX¥¥ A, wLFX¥ A, Tz =Fr 2
M A N—2HHOBEERRLIZY, A bM—AHlEHEELAERR LY T 25121%, show storm-control
o—H EXEC 2w REHEHA LET,

show storm-control [interface-id] [broadcast | multicast | unicast] [ | {begin | exclude |
include} expression]

BX DB interface-id GE) (B WHR—FOA X —Tx2AAID (A4 7, TV a—, H—
FEEEED)
broadcast (FE) 77— RFR¥¥ A M AR—ALXVMEREEZHERTLET,
multicast ULE) v VFX ¥ AN AP —ALXVWMEREEZERLET,
unicast (L) 2=F%F ¥ AP A P—LALEXWVERELERLET,
| begin (£ expression &L —HT DT bFrzlth L £T,
| exclude (fEE) expression & —ET DT & RO LET,
| include (EE) H8E &4z expression & —ET 21T 2R RICEHEDET,
expression ZHARA b ELTHERT 2RO TT,

avy kE—F o —# EXEC

ATy FEE Jy—= EENE

12.1(19)EA1 Toavy REMERE L,

BREDHA R34y interface-id Z ANJ1T 5L, FeESNIA L F—T =4 ZADA h— Ll L 2 WERFRSHET,
interface-id # NJJ L7 WGE . AL v F EOR— T _XRTO T T 4 v 7 XA TOREPERINET,
NI4T A TERELRVEARIE, Te—RFX¥ vy 2 F 2 F—LAHIHORENFETTENET,

LFEHTIE, KXFENXFEREIENET, 72& 21, | exclude output & A L7254 output %
ETITIIRRSNETAD, Output ZETITIIRREINET,

£l WOFITIX, F—V— FEHEEETICAT LT show storm-control =~ > KO ITO—#Z R L ET,
T 7427 BATOX—U—RBANENTHRWESH, 7a— ¥y A M X b—AHIEIORENFE
IRENET,
Switch> show storm-control
Interface Filter State Upper Lower Current
Gi0/1 Forwarding 20 pps 10 pps 5 pps
Gi0/2 Forwarding 50.00% 40.00% 0.00%

<output truncated>
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M show storm-control

WOBITIE, FBEDA ¥ —7 =4 AD show storm-control =~ > KOHNZRLET, vTF7 1 v
7 BATOXR—U—RBANEINTRWD, 7r—RFEy 2 b XA h—LAFIHORENRRINET,
Switch> show storm-control gigabitethernet 0/1

Interface Filter State Upper Lower Current

#F 2-39 (2, show storm-control DH /) TR RINDT 4 — /L FOFBHZRLET,

* 2-39 show storm-control ® 7 1 —JL KDRA
Z4—ILF By
Interface LB —TxAADID #F R LET,
Filter State TANEDAT—HARFRRLET,
* Blocking : A b— Al A X—T A THY, A b—2BFELTWH
i‘j‘o
* Forwarding : A h—AHIEIEZA X —T L THY, A F—LIFFELT
WEH A,
e Inactive : A b — AL T 4 E—7 LT,
Upper R v BRI ATRE e AR O N—2 T — U L LT, B o
gy NEERIIEROY Y FMETERLET,
Lower TR Vv 2 R AT RE e g O R —k 7 — U L LT, o
o MERERIIEROY Yy PEETERRLET,
Current Tua—RXY AN NI T4 v 7 ERFRBEDONT 747 ZAT (Tr—
RE¥xy A b, vV FF¥ R b, 2=%y 2 L) O#EEOFRRREZ, £
K CHERARERFIRIED R—t T =V TR R LET, 207 40— FiE,
Z = LHI A R —T N DBEEDIHENTY,

BEEav> R avyvk £

storm-control ALy FITR—RFr AP, wLFFX AR, BEOZ=F ¥ Ak A h—
L LRV 2 BE L ET,
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show system mtu W

show system mtu

7 v —/3L Maximum Transmission Unit (MTU; fix KMk = F), FZIEAAL v F O v b
A RBREEFRT DI, show system mtu §57# EXEC =2~ RZHEH L E T,

show system mtu [ | {begin | exclude | include} expression]

XD EHEA | begin (&) expression & =BT 2T ORREZRIELET,
| exclude (ER) expression & —ET DT BRP LRI L E T,
| include (EE) 48 &z expression & — T DITH2 R RICEDET,
expression ZRARA M E L THERT 2H IO TT,
OV K E—F e EXEC
avy FERE yyy—x EENE
12.1(19)EA1 Zoawy RMBEMEE L,

EREDAA FS54>

system mtu ¥ 7213 system mtu jumbo 7 71— 3L 3T 4 Fa L— gy awy REMHHLTMTU
DREEERELIEGG. A4y TE2 Ty bLARWVIERY, FLOBEEITADIIRD XA,

A7 5 MTU (Z 10/100 Mbps TEMET 2K — &, AT A V¥ AMTU ZFHE Y b A—h &
ZHRLET, VAT L NA—T 4 MTUBINAV—T v R R—Fr2ZHRLET,

LFEHTIE, KXFENXFEREIESNET, 72& 2L, | exclude output & A L7254, output %
ETITIIFRRSNETAD, Output ZETITIIRRINET,

i WOHITIL, show system mtu =~ > RO 2R LET,
Switch# show system mtu
System MTU size is 1500 bytes
System Jumbo MTU size is 1550 bytes
Routing MTU size is 1500 bytes.
BREOY VR avwy kR BIL]
system mtu T AN A=Ky ke k. FHEY b A —FFv b Kk, Ei203
N—7 v K AR—=1rDMTU A REHELET,
Catalyst 3560 R4 v F a2 F YI7L VR
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W show udid

show udld

TRCOFR—bFEREFHBESINEZR—FOBR—FmMY > 7Kk (UDLD) EEAT—4% 28 X OEEA
T—H A%FERTHIZ1E, show udld =—% EXEC =2~ F&MHEHLET,

show udld [interface-id] [ | {begin | exclude | include} expression]

BB interface-id EE) A2 —T7=z2AADID BILWFR—+EBTT, IBETELA
H—T A AL LT, WEFA—FBLAPVLAN b EENET, FHEETED
VLAN #iPHIZ 1 ~ 4094 T3,
| begin (EE) expression & —BT 21T bR REHMBLET,
| exclude (fEE) expression & =BT 2T RR"MOBIRINL LT,
| include () $87E Shiz expression & —8T DT 2 RRICEDET,
expression ZWRARA N LTHEATHHARNOATT,
avYkFE—F  =2—%EXEC
oy FERE yy—= EERAE
12.1(19)EA1 Zoavwry RRBMESNELE,

EREDAHA R34y

]

interface-id # NJJ L7 WVEEIL, TXTOA X —T 24 ZAOEB LB I OEM Lo UDLD A7 —#
AMERINET,

XFHNTIE, KRIXFENLFNRRBESET, =& x1E, | exclude output & AJJ L7=354E . output %
EUITIIFR R ENERAD, Output % &Te471 i%réﬂiﬁ“

WOFITIL, show udld interface-id =~ > FOH %R L%3, ZZTik. UDLD iV > 7 @ﬁﬁ#‘ﬁ’(‘
AR—TNVICHEEINLTWT, V2B GMTHASZ &% UDLD B LET, £ 2-4012, ZOH
NTRREND T 4=V FOBAZRLET,

Switch> show udld gigabitethernet0/1
Interface giO/1
Port enable administrative configuration setting: Follows device default
Port enable operational state: Enabled
Current bidirectional state: Bidirectional
Current operational state: Advertisement - Single Neighbor detected
Message interval: 60
Time out interval: 5
Entry 1
Expiration time: 146
Device ID: 1
Current neighbor state: Bidirectional
Device name: Switch-A
Port ID: GiO/1
Neighbor echo 1 device: Switch-B
Neighbor echo 1 port: Gi0/2
Message interval: 5
CDP Device name: Switch-A
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showudid W

= 2-40 show udld @ 7 1+ —JL FD3EA
Z4—ILF BL
Interface UDLD IZRESNT-a—H)L FARAL ZADA o Z—T = A A,

Port enable administrative
configuration setting

—FT%UMD@ X EHE, UDLD 281 2—7 /VE 21T «
'13 TAOEE. B—FOA F—TNABEITEHL EDOA F—T L 2
?~Fkﬁbf¢o%ﬂu%®%%‘4$ TBERGEE,
T— IR R—TNVREIC L > TRED £97,

Port enable operational state

Z DR — T UDLD REEICHEE L TWE0E 5 hErTEIEA
F—h,

Current bidirectional state

Vo7 ORFBEAT— b, VoI RZ T LT0Dn, £
UDLD FEXfIGT 734 A ZEfE SN TV 541X, unknown AT —
IRERREINET, U > 7 33 UDLD %7 /34 AZi@H E 0 M
FaEEm STV D EA L, bidirectional A7 — FRFRENET,
%®{1ﬁ®ﬁ75§2%ﬂ“éﬂfl/\éfa/\ I, ELL<EHRINTWVERA,

Current operational state

UDLD 25— K =V OBIED 7 = — X, BHEONFGMY 7 O
&, 2<0E. AT —F v UET RRE A X 72— X TT,

Message interval

H— ) TNA ZAMBT RNZA X Ay —VERET DHE,
HALIIR T,

Time out interval

BT 4> RoHiZ, UDLD W% A RN— FRAL ANEDTa—%
R4 2R (D),

Entry 1

Hﬁ*ﬂ®ﬂ€ﬂ7 vva v M) DR, o NI
ZEINcza—FHOa =0’ BMInET,

X, A R

Expiration time

:@%%yvliVFU®%@ﬁ@néif@ﬁﬁ%%(@%

Device ID

XA = F /54 20 ID,

Current neighbor state

FANR=DBED AT — b, a—Hh/L T AL OUTHELEE O
J5CUDLD R#lE EBVEHL TWDHEA. ’AN— AT —F B
Y= 27— MNIRFHTT, Vo IZnDZ 7 LTWDM,
F IR A N2 UDLD G TRWEA, v via = Uik
BREINFEHFA,

Device name

WEALETIIRANRN—DI AT L ) TARS, EBLRRESH
TV, 13T 740 b (Switch) IZERE SN TV DHHE,
SATLADYV Y T AESNERINET,

Port ID

UDLD iZ%f L TA X2 — T NVITRRE I NI R A =D 7R — |k 1D,

Neighbor echo 1 device

TA—DKFELTH D RA N—DIEEL,

Neighbor echo 1 port

Ta—DEETLTHAIRANN—DR— &= 1D,

Message interval

FANR—NT RREA X XAy B—IRFEETLIHEE (B),

CDP device name

CDP A AL ETZIT AT A V)T NLVEE, BEELANKRESN
TRV, £7/721EF 740 b (Switch) IZHREENTWEHHEA,
VAT LDV Y T ARENRRINET,
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W show udid
EEEavT UK avyv kR B L
udld UDLD o7 7Ly v 7 T— RERIZ /) —~/L T— K& A F—T /b
T B0, ETLEREFTRRA v E—Y FA4 v — DR ZRE L
F7,
udld port flHx DA H—T7x2AATUDLD %A X —7NMZT DHh, i

K77 AN E—T oA AP udld 72— )L 2T 4 F 2 b—
vary avwry Rl oTAR—TNICRDDEHEET,

udld reset UDLD IC kAT _RTDODA v F—T A Ay hEU UV EZ B Y
L, NI 74 v 73BT 50%BUHFLET,
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show version W

show version

N—=RUzTBIORT 77— U =T ON—T 3 MNEREFRRT HIZ1E, show version ——H EXEC =
~ U REFALET,

show version [ | {begin | exclude | include} expression]

XD EHEA | begin (fEE) expression & =BT DTN LR FREZRABLET,
| exclude ({EE) expression & —ET DT RR-N LRI L T,
| include (EE) fRE SN expression & —HT HTERRIZEDET,
expression ZWRARA P ELTHERT 2HIANORTT,
ATV kK E—F  a=—% EXEC
oYy FERE yy—= EERE
12.1(19)EA1 Coavy FRBMSNE L,

EREDAA FS54>

]

(E)

LFHITIE, RLFENLFREI S ET, =& 21E, | exclude output & AJ) L7845, output %
BUITIEIRAFINETADR, Ouiput ZE5TATIEIRSINE T,

WOHTIL, show version =~ RO 1Z R LE7,

show version H /JIZIZR R EINFE TR, 227 F2l—2 9 LIPXXERITAA v FTHR—F
INTWEHRA,

Switch> show version

Cisco Internetwork Operating System Software

IOS (tm) C3560 Software (C3560-IPSERVICES-M), Version 12.2(25)SEB, RELEASE SOFTWARE (fcl)
Copyright (c) 1986-2005 by cisco Systems, Inc.

Compiled Tues 15-Feb-05 21:54 by yenanh

Image text-base: 0x00003000, data-base: 0x009197B8

ROM: Bootstrap program is C3560 boot loader
BOOTLDR: C3560 Boot Loader (C3560-HBOOT-M), Version 12.1 [rneal-vegas-0806 101]

tree uptime is 1 minute
System returned to ROM by power-on
System image file is "flash:c3560-i5-mz"

cisco WS-C3560-24PS (PowerPC405) processor (revision 01) with 118776K/12288K bytes of
memory.

Processor board ID CSJ0737U00J

Last reset from power-on

Bridging software.

1 Virtual Ethernet/IEEE 802.3 interface(s)

24 FastEthernet/IEEE 802.3 interface(s)

| OL-8554-08-J
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B show version

2 Gigabit Ethernet/IEEE 802.3 interface(s)
The password-recovery mechanism is enabled.

512K bytes of flash-simulated non-volatile configuration memory.

Base ethernet MAC Address : 00:0B:46:30:6B:80

Motherboard assembly number : 73-9299-01

Power supply part number : 341-0029-02

Motherboard serial number : CSJ0736990B

Power supply serial number : LIT0717000Y

Model revision number : 01

Motherboard revision number : 03

Model number : WS-C3560-24PS-S

System serial number : CSJ0737U000J

Top Assembly Part Number : 800-24791-01

Top Assembly Revision Number : 02

Switch Ports Model SW Version SW Image
* 1 26 WS-C3560-24PS 12.2(25) SEB C3560-IPSERVICES-M

Configuration register is OxF
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show vilan

AA v F LOFTXTD

showvian W

RIEWH VLAN E7213%7E D VLAN (VLAN ID 72134 A& 46E LI2HE)

DINT XA —H ZFRwTHI121%, show vlan = —H EXEC =2~ R&E#EHLE T,

show vlan [brief | dotlq tag native | id v/an-id | internal usage | mtu | name vian-name |
private-vlan [type] | remote-span | summary] [ | {begin | exclude | include}

expression|

340

.'E-EI;

3

GE)

avU kK E—F

brief

(f£E) VLAN ZLIZ VLAN 4, AT —F A, BIOKR— &2 1 {TTHFEF
LET,

dotlq tag native

(f£3%) IEEE 802.1Q XA 7 4 7 VLAN # X/ AT — X A F R LET,

id vian-id

(fE%) VLAN ID % THESILE 1 50 VLAN (BT SHflE R R L ¥
F. vian-id TiE, HETE BEPAE 1 ~ 4094 T,

internal usage

EE) AA v FRRECERTS VLAN OV A EFRRLET, Zh

5@ VLAN X 2 EsE# (VLAN ID 23 1006 ~ 4094) Nt DT,

I BH® VLAN ZRNEEHNGHIBR LR VWE, vlan 72— N0 a7 ¢

Fal—rgryavr RE#EHALT, 1006 ~ 4094 ® VLAN ID T VLAN
EERTHZ LixCcEERA,

mtu

(fEE)VLAN ® U &2 k& VLAN O R — MIRE I N TWD Minimum and
Maximum Transmission Unit (MTU; /B L O KmiEa2=v ) VA
ADY A REFRRLET,

name vian-name

(EE) VLAN 4 THREE T2 1 5O VLAN IZB3 2@ E R R LET,
VLAN 4%, 1 ~ 32 350 ASCI XF5 T,

private-vlan

EE) 794~V BLO®EHFY VLANID, A7 (a3za=7 1, M
M, FRETIA<Y) BEOT T4 _X— K VLANIZJET AR — R L.
HEEHDT T4 ~X— K VLAN OFEREFRLET, ZOF—T—KiF, R
AYFTIPH—EA AL A—VRBHL TWAHRICOLYR—FEhET,

type

(f£E) 774 X— K VLANID BRUOZ A T T 2R R LET,

remote-span

(f£#) Remote SPAN (RSPAN) VLAN IZBF 2 EHMEFR T LET,

summary ({EE) VLAN =V —fEHmasR L ET,

| begin (EE) expression & —BT 1T bR REHBLET,

| exclude (EE) expression & —HBT 5T R TRMOLERILET,

| include (fE3) $87E Sh/z expression & —8T DT RRICEDET,
expression SHARA v NELTHERAT2H IR TT,

ifindex ¥—V—KNit, a~V 7 O~V T A RN) U AEFERENTHETR, R—FENTHEEA,

o—# EXEC

| OL-8554-08-J
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Hl  showvlan

avy FEE

EREDAHA R34y

]

yy—= EERE

12.1(19)EA1 COawr RABMELE L,

12.2(20)SE mtu ¥ L O private-vlan ¥ — 7 — F2BEMINE Lz,
12.2(25)SE dotlq tag native ¥ — 7 — RK2NEME N E L7,

show vlan mtu =~ > FH ) TlZ, MTU_Mismatch #iZ VLAN NO T XTOKR— MIZIF LU MTU &
LZMEIPERLET, ZOFNT yes BEREINTWDHAE, VLAN O R — MIhlx O MTU 3%
D, X7y R, KEWMTU 22K — b2 B/ &0 MTU ZFF2R— MIAL v F 7 End L,
Fay73nsZ BB ET, VLANIZ SVI BRWEE, ~aA 7 () 52 SVIMTU FcFE R
S E T, MTU-Mismatch F1iZ yes BER SN TWVHEE, MiniMTU %SR- — b & MaxMTU % £f
DR — MABRRINET,

v h &Y VLAN ZEHETDHHINC T T A4 X— K VLAN Dt h % VLAN #7514 < U VLAN [T
BT LD T DL, A4 U VLAN 7 show vlan private-vlan =~ > FOHAIZE TN E A,

show vlan private-vlan type =~ > RO ) TIE, normal & LTERINIZEAT1E TT7A4A =]
VLAN o7 Vi x—La &> TNThS, 774 ~X— |k VLAN O—#Tid7eW VLAN ThoH Z &
EEWLET, & xiE 2950 VLAN 2774 <Y VLAN BL Ut ¥ Y VLAN LEHL, M
BT ElC, 774~V VLAN 2B 7 Y vx—v 3 U EHIBRESTICE S 4 Y VLAN Ok E % Hl
BrL7=%H. B %Y VLAN 72572 VLAN 23712 normal & L THEARENE T, show vlan
private-vlan (1) Ti%, 774~ VU &EH ¥ U VLAN OXT 1 non-operational & TR SIET,

LFHITIE, RLFENLFREI S ET, 72& 21, | exclude output & AJ) L7845 output %
BUITIEIR A INETADR, Ouiput ZE5TATIIRFSINE T,

WOHITIL, show vlan 2~ > RO EZRLET, £ 24112, ZOHIITERIND T 4 — L KD
PR EZ R LET,

Switch> show wvlan

VLAN Name Status Ports

1 default active Fa0/1, Fa0O/2, Fa0/3
Fa0/4, Fa0O/5, Fa0/6
Fa0/7, Fa0/8, Fa0/9
Fa0/10, Fa0/11, Fa0/12
Fa0/13, Fa0/14, Fa0/15
Fa0/16, Fa0/17, Fa0/18
Fa0/19, Fa0/20, Fa0/21
Fa0/24, Gi0/1, Gi0/2

<output truncated>

2 VLAN0OO2 active
3 VLANOOO3 active

<output truncated>

1000 VLAN1000 active

1002 fddi-default active

1003 token-ring-default active

1004 fddinet-default active

1005 trnet-default active

VLAN Type SAID MTU Parent RingNo BridgeNo Stp BrdgMode Transl Trans?2
1 enet 100001 1500 - - - - - 1002 1003

2 enet 100002 1500 - - - - - 0 0

Catalyst 3560 R4 v F AR F YI7L R
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3 enet 100003
<output truncated>

1005 trnet 101005

Remote SPAN VLANs

isolated Fa0/13, Fa0/20, Fa0/22, Gi0/1,
community Fa0/13, Fa0/20, Fa0/21, Gi0/1
community Fa0/13, Fa0/20, Fa0/23, Fa0/33, Gi0/1

20 25
20 30
20 35

<output truncated>

showvian W

1500 - - - - - 0 0

1500 - - - ibm - 0 0

* 2-41 showvlan a< Y FOHAZ7 4 —ILF

J4—ILF EiBEA

VLAN VLAN %%

Name VLAN 0451 (BREINTWDLEH

Status VLAN O A7 —# A (active % 721% suspend)

Ports VLAN [ZJ& 7 %A — b

Type VLAN AT 47 # A4

SAID VLAN OtFx=2U7 4 7V=—T 31D

MTU VLAN @ Maximum Transmission Unit (MTU; g Kfgik=>2=v k) # A X

Parent Bl VLAN (fFET 556

RingNo VLAN © U v 7 %5 (4T 555)

BrdgNo VLAN ©7' YV v V&S (x4 T258)

Stp VLAN CfEfisiid A= 7 > ) — Fa hai (STP) ¥4~

BrdgMode O VLAN ©7'Y v r 7 £— K : A[REZ X Source-Route Bridging
(SRB; Y —2ANL—hk 7 U v 7)) 8L Source-Route Transparent
(SRT; Y—A/NL—F hTF AT L k) T, 74/ MESRB TF,

Trans1 rZovAL—var 7yl

Trans2 o2 L—vary 7w P2

Remote SPAN VLANs |3 &7 T % RSPAN VLAN Z kA L £,

Primary/Secondary/ 754~V VLANID, ¥4 > % VU VLANID, ¥4 > % VU VLAN ®% A 7

Type/Ports (B z2=T 4 TR, BXOENICHTET 2R — b aaEt, RES
Ni=77A4~_X—K VLAN BEENE T,

WoOBITIL, show vlan dotlq tag native =~ > KO HZRLET,

Switch> show vlan dotlqg tag native
dotlg native vlan tagging is disabled

OB TIL,

show vlan private-vlan =~ > KO H %R L E7,

Switch> show vlan private-vlan

| OL-8554-08-J
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Hl  showvlan

Primary Secondary Type Ports

10 501 isolated Gi0/3

10 502 community Fa0/11

10 503 non-operational3 -

20 25 isolated Fa0/13, Fa0/20, Fa0/22, Gi0O/1

20 30 community Fa0/13, Fa0/20, Fa0/21, Gi0/1,

20 35 community Fa0/13, Fa0/20, Fa0/23, Fa0/33.Gi0/120 55
non-operational

2000 2500 isolated Fa0/5, Fa0/10, Fa0/15

ROFITIE, show vlan private-vlan type =~ > FOH & RLET,

Switch> show vlan private-vlan type
Vlan Type

10 primary

501 isolated

502 community

503 normal

WROFTiX, show vlan summary =~ O JZRLET,

Switch> show vlan summary

Number of existing VLANs : 45
Number of existing VTP VLANs : 45
Number of existing extended VLANs : 0

woFITiX, showvlanid =~ > FOH A2 R LET,

Switch# show vlan id 2

VLAN Name Status Ports

> viawozo active  Fa0/7, FaO/8
2 VLAN0200 active Fal/3, Fa2/5, Fa2/6

VLAN Type SAID MTU Parent RingNo BridgeNo Stp BrdgMode Transl Trans2

> emet 100002 1500 - - - - - e o

Remote SPAN VLAN

Disabled

WDFITIL, show vlan internal usage =~ > FOH /%2R LET, VLAN 1025 B8 L1026 28, 7 7
AR A—=PFy b =T v RA—F23BILO24 ONE VLAN E L CHERASNATWET, Zhbo
VLAN ID OWFnna AT 2120F, TN —TFT 47 K= v vy MU CTHULERSH Y F
T, TAUT KD, WNE VLAN DS v, SRR VLAN 2MEcShEd, v—7 v F R— %&b
BT H &, MONE VLAN HERE 0 Y TonET,

Switch> show vlan internal usage
VLAN Usage

1025 FastEthernet0/23
1026 FastEthernet0/24

BEavUF = N Bie

private-vlan VLAN #23Ia2=5 ¢, [BHt. £7-1375 4~ U VLAN ICRET S0, 7
7 A~V VLAN Z%t %1 VLAN (ZB#EAF i £9,

Catalyst 3560 R4 v F AR F YI7L R
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showvian W

avvk SiBA
switchport mode R—=FDVLAN A RNy 7 £—REHRELET,

usb-inactivity-timeout VLAN | ~ 4094 #%E T 524, VLAN a7 4 Fal—T g £—
K& A =T M LET,

Catalyst 3560 R/ vF avF Y272 1
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M show vian access-map

show vlan access-map

FED VLAN 778X = v 7 723 TXTO VLAN 77 R < v 72T 2 1EHE R RT DI,
show vlan access-map F##Z EXEC =~ > FZHER L E T,

show vlan access-map [mapname] [ | {begin | exclude | include} expression]

ST ENBA mapname (£&) BED VLAN 77 & 2 ~ v 74,
| begin (EE) expression & —HT 21T bR AREHBLET,
| exclude ({LE) expression & —ET DT R TR-NBRRINLET,
| include (EE) $8E Iz expression & —ET DT FRIZEDET,
expression ZRARA L FELTHERTA2HIIANDOATT,
oI FE—F ¥t EXEC
avy FEE yyy—x EENE
12.1(19)EA1 Zoavwry RpNENENE LR,

BREDHA FSM4Y  CFHITIE, KXFEALTEREERET, 72 & 21F, | exclude output & A L7284, output %
ETITIIR R SNETAD, Output ZETITIIRREINET,

£l WOFITIX, show vlan access-map =~ > RO ZRLET,

Switch# show vlan access-map
Vlan access-map "SecWiz" 10
Match clauses:
ip address: SecWiz Gi0_3 in ip
ip address: SecWiz FalO 3 in ip

Action:
forward
BEav U F avok B
show vlan filter VLAN 7 4 VW Z T _RTIZET A 1EH. E£72I135ED VLAN £721% VLAN 7
7R vy FICHETHERERTLET,
vlan access-map VLAN X7 v b 74V Z U 7O VLAN <y =0 MU BERLET,
vlan filter 1 DFE /13D VLAN IZ, VLAN v v 7 ZiH L E 7,

Catalyst 3560 R4 v F AR F YI7L R
m. OL-8554-08-J |



| £2% cCatalyst 3560 41 ¥ F Cisco I0S a<w > F

show vian filter W

show vlan filter

VLAN 7 4 VAT _TCICEHT AR, F23HED VLAN £721X VLAN 77 v 2 <= v BT 51
WA F£RT DHIZi1E. show vlan filter 57# EXEC 2~ > R&EEH L £7,

show vlan filter [access-map name | vlan vian-id] [ | {begin | exclude | include} expression]

X DEREA

access-map name EE) 5 EESNTEVLAN 7 78 A vy P D7 4 NE2 Y o TIEREFRLUET,
vlan vian-id UEE) FRESNEVLAN O 7 4 L& ) v 7 EREFRLET, HETES

| begin UER) expression & —EHT 2T bRREZHBE L T,
| exclude ULE) expression & —BT 21T RN OLERINLET,
| include (L&) $8E Sz expression & —ET DT 2 FRICED ET,
expression SRS FELTERATZHINOXTT,
ATk E®—F ¥ EXEC
av Yy FERE J1yy—=x EFERA
12.1(19)EA1 Zoavwy RPMEMEShE L,

EREDHA R4

LFEHTIE, KT ENXTFREIESNET, =& 2L, | exclude output & A L7254, output %
ETITIIFRRSNETAD, Output ZETITIIRREINET,

U] KOFITIE, show vlan filter =~ > ROH I Z5R LET,
Switch# show vlan filter
VLAN Map map_1 is filtering VLANs:
20-22
EEa<TUF =Y B7LL]
show vlan access-map BEDVLAN 7 78R v 7EHEFTXTOVLAN 7 7R < v
T R ZoR LET,
vlan access-map VLAN X7y k 74 V2 Y T OVLAN v > 7 = U 2E L £,
vlan filter 1 DFEIFEHD VLAN 12, VLAN v v 7% LE 9,

| OL-8554-08-J
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WM showvmps

show vmps

VLAN Query Protocol (VQP) N\— =3 > BBA v F— Vb, FBaATEEL. VLAN ARy
RV —H =" (VMPS) OIP 7 RL A, BEOBEOY —ALT T A < U = R"ERKRFT DHITIE,
F—U— RZ4EE L2 T show vmps #i# EXEC 2~ R&H L £ 9, statistics ¥ —U — K& i5
ETHE, 7747 MIOKFHERNPRFINET,

show vmps [statistics] [ | {begin | exclude | include} expression]

ST EHBA statistics (BB VQP 07 747 v MUl ERB IO v v 2 2R R LET,
| begin (EE) expression & —HT 21T ORREZRBLET,
| exclude ({ER) expression & —HT 21T KRN ORI L E T,
| include (L) $8E Sz expression & —ET DT RRICEDET,
expression ZHRAA b ELTHEATAHINOXTT,

a2 FE—F  =—# EXEC

av > FERE J1y—=x EERAE
12.1(19)EA1 Zoavwry RRBMESNELE,

BREDHA FSM4Y  CFEHITIE, KXFEALEREERET, 72 & 213F, | exclude output & A L7284, output %
ETITIIRRSNETAD, Output ZETITIIRREINET,

B WOFITIE, show vimps =2~ > RO IZRLET,

Switch> show vmps

VQP Client Status:

VMPS VQP Version: 1
Reconfirm Interval: 60 min
Server Retry Count: 3

VMPS domain server:

Reconfirmation status

VMPS Action: other

WOHITIL, show vmps statistics 2~ FOH N EZRLET, £ 24212, ZOHTRREIND K
74—V ROBBHERLET,

Switch> show vmps statistics
VMPS Client Statistics

VQP Queries:

VQP Responses:

VMPS Changes:

VQP Shutdowns:

o O O O
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showvmps H

VQP Denied: 0
VQP Wrong Domain: 0
VQP Wrong Version: 0
VQP Insufficient Resource: 0
& 2-42 show vmps statistics ® 7 1+ —JL FOFRHA

TJ4—ILK

SiBA

VQP Queries

IIAT B VMPS ICEEEans 7 =) —#

VQP Responses

VMPS inb 7 747 & MG SN DINEEK

VMPS Changes

B — 3T VMPS 22 H L 7Bl

VQP Shutdowns

K= &Y vy NETUTH720C VMPS BB ERE LR, 7947
VRMIR—FETF =TIl ZTOR—FEOTRTOEALFI VT TR
VRA%ET RUVA T—7ANLHIBRLET, #EREELT AT, A— FE2HY
FBHEDOA X —T VREBIZTHILERDH D £7,

VQP Denied

VMPS 28t %= U7 4 FEOBEEMNL 7 747 2 FEREZHEALS L7114, VMPS
DISENRT FLRARZERLESE, FOT RFLATU—I AT — a0 8D7
L — MBI EFZITEINFEA (F—FBN VLAN IZEID B CToHNTWDHHA.

Ta—REFEY A MEREIATFXFY AN JL—ANT =7 AT —3 9 I L
TEREENET), 27747 MIERESNET RV A2 T ay 7EHT KL
AELTT RVA T—=TNMRELET, ZHUTLY, 2OV =7 2T —va
UDBEAG LAy MaxtT b7 =) =2, ZhElE VMPS IZE
SNV ET, 2=V T XA LR, TOTV—T AT —2arnbIld
A= MIEHAT Y "REEFE LRWEE, 77472 MI7T FLXE2HRYIN
ZLET,

VQP Wrong Domain

FERINOBFEH KA A N VMPS OB R A A v E—FLWEE, R—t0D
WD VLAN 10 4 THER INFRH A, TOREIL, Y—1"BLOV T4
7Y MZREIL VIP BEE R A A UBRRESN T RN EE2BERLET,

VQP Wrong Version

XY= Xry bONR=V gy T4 —/LFIZ, VMPS THR—FEhTND
N=V g E) b REQEIEM SN TNDELEL, R— D VLAN F19 4T
BEREINEEAL, A v FIXVMPS X—=V 3 0 1 EROBEZEEFELET,

VQP Insufficient

VI)—=2DT7 XA T YT AIZRMBERH D712, VMPS NELRICISE TE R

Resource WES, FRAITHIRIZZE L CWRWEA, 77472 NI — 1T OFRIT
FIEZE L7z E D MG U T, B U — " E 2 RoRBR; — NICE R &2 H
ERELET,
BEaTUF avwyk EL
clear vmps statistics ~ VQP 7 74 7 > MIRFF SN TV D HAHEREHE L E 7,
vmps reconfirm (4# VQP 7=V —%%EL T, VMPS TOT_TDH ()3 v VLAN %Y
EXCE) BThHHERLET,
vmps retry VQP 7/ 747 > hOY—R_RT L OFRITHIEZZRE LET,
vmps server 7F7 4~ VMPS, BLOERKTIEDED XY —NEHRELET,
Catalyst 3560 R4 v F a2 F YI7L VR
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W showvtp

show vtp

VLAN Trunking Protocol (VTP; VLAN 7 &7 Fua hajl) OFHRAL L AT =4 A B
O Y o ZIZBT 5 —IEHRE R AT HI2IE. show vip = — ¥ EXEC 2~ FZEHLET,

show vtp {counters | devices [conflicts] | interface [interface-id] | password | status} [ |
{begin | exclude | include} expression]

XD EHEA counters AL v F O VTP atERE #R L ET,
password NI VIP AT — FEERLET
devices RAALUHNOFTRTOVIP A—T 2> 3 70 2T 2l #or L E
T ZOF—U—RiZ, A v FR VTP X—T 3 v 3 ZFETL TRV
AROHBERINETS,
conflicts UEE) 794~ U —R_"BEELTWE VIP N—T g 0 3 551 RTH
THEEWRERERLET, A v TF N VIP EBRE— FEZIZVIP 47 £—
Rz HEE. —oa~vy FIZEHI L ET,
interface [interface-id] T _XTHOA L F—T 2 A AFERITHRESNTA v Z—T =4 AD VTP %
THAARBI R T 4 X2l —varERRLET, interface-id 3. W
AL HE—T A ATHHR—F Fr R THENENERA,
status VTP R A A L DAT =X RZHT 5 —KIERERTLET,
| begin (EE) expression & —HT 21T ORREZFHBLET,
| exclude (fEE) expression & —BT AT RA-NOBIRINLE T,
| include (EE) BE ST expression & T 2172 FRICEDET,
expression ZWARA N LTHERT2HIANOXTT,
a2 FE—F  =—# EXEC
av Yy FER J1y—=x EERNE
12.1(19)EA1 Zoavwry RRBMESNELE,
12.2(52)SE VTP X—3 3 > 3 @ devices 3 L 1" interface ¥ — 7 — RSB EE LT,

BEREDAA FS54>

AA yFNVIP N—T 3 3 ZFT LTV H5EIC show vtp password =2~ RE AT 5 &, £

WZIR DL — A EVVE T,

o password password 7 2 —sN)L 27 4 Fa b— a3 2 KT hidden ¥—7V— R&fEL
ottt AA v FTHSIRA R—T NI oTWnRnE | NAT—=RRZ7 V7 7F A L

TERSNET,

o password password 2~ > R C hidden ¥—VU — REHRE LRV ST2GE. A v T CHEB(LIA
R—=T NI oTND E | BTSN AT — RBRFRENET,

o password password 2~ K|Z hidden ¥ —7 — FREENTWDLIHE, 16 S OMBEREN LR S

ni‘d—o

LFEHTIE, KXFENLFEREIESNET, 7Z& 2L, | exclude output & AS L7545

output %

BUITIERRENEEALD., Output ZETATIIR RS NET,
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showvtp W

I KOFITIL, show boot =~ FOWIE R LET, conflict FID Yes 1%, JEEY — DB ZDOHERED
2—H) = NEFHELTNEZE, DFEVEULRAALHAD 2 ODAAL v FIZT —H_X—Zf DI
LT I7A4=) P—"RREINTWR2WVWGEERLET,
Switch# show vtp devices

Retrieving information from the VTP domain. Waiting for 5 seconds.
VTP Database Conf switch ID Primary Server Revision System Name

lict
VLAN Yes 00b0.8e50.d000 000c.0412.6300 12354 main.cisco.com
MST No 00b0.8e50.d000 0004.AB45.6000 24 main.cisco.com
VLAN Yes 000c.0412.6300=000c.0412.6300 67 gwerty.cisco.com

WOHITIE, show vtp counters =~ > FOH AR LET, £ 2-4312, ZOHTRERSIND
74—V FOFHAEZRLET,

Switch> show vtp counters

VTP statistics:

Summary advertisements received
Subset advertisements received
Request advertisements received
Summary advertisements transmitted :
Subset advertisements transmitted
Request advertisements transmitted :
Number of config revision errors
Number of config digest errors
Number of V1 summary errors

O O O O O oy © o o
O
~
o

VTP pruning statistics:

Trunk Join Transmitted Join Received Summary advts received from
non-pruning-capable device

Fa0/47 0 0 0

Fa0/48 0 0 0

Gio0/1 0 0 0

Gi0/2 0 0 0

& 2-43 show vtp counters ® 7 1+ —)L FO§tH

Z4—ILF B2

Summary advertisements KFv 7 B ETCIDAL v FNZET I~ — T RAZAL XD, ~VU— T K%
received ARZIE, BHIRAA L, a0 T 4 Fal—ary JeVa v Es, BHEAAALAZ S

LID, BEEF =y 7V o BIOREET LV Ty b 7 IAZ A XOHEBEENET,
N7 R=FETZDAL v TFRZETLIH Ty b 7 FRZ AL XD, v 7y b T F

Subset advertisements

received

NE A RNGE 1 DFEITEED VLAN IZBET D ERP TR TEHEENLTHET,

Request advertisements
received

7220 R—=FMETZDODAL v TNZET DT RRXF A ZHERDE, 7 KX A ZHRIT,
\H . T_TD VLAN EICEHTAERZERLET, £72. VLAN OV 7t v MCBET A1
WMHBERTEFET,

Summary advertisements
transmitted

700 R—=FETZORAAL v TFREET LI~V — T KRZ A XD, V~VU—T KA\%
ARTF, BHRNAAL VL, 274 Fal—ary Vg &R BHFALAZ LT
LID, BiETF =y 7V A, BIXOBEETLIY T2y b 7 RRX A XOENREENFT T,

Subset advertisements
transmitted

NI R=FETZDAAL v TFREETLHITEY N T IREA XK, 7y N TR
NEARNE, 1 DFEITEED VLAN [T RPN TR TEENLTHET,
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W showvtp
& 2-43 show vtp counters ® 7+ —J)L FOE (=)
J4—ILE L]

Request advertisements
transmitted

FFv 7 R—=FETZDAAL v FNEETDIT XA REROK, 7 FAF A4 ZERIL,
WE . TXTo VLAN LIcBT 2 1FmMaAaERLET, £/, VLAN oS 7Ty MZBET51HE
WLERTEET,

Number of configuration
revision errors

Vevary =i —0HK,

#H LW VLAN OEF, BEfF VLAN OB, Flr, £33, H 5 WIEBEF VLAN 087
A—=BERERITHIE, AL v TFDaLr 74 FXalb—ary JEDa U BERNEMLET,
Ve alBEBENAAL v FOIVEYa rEBEE—BTDHICELNDLT, MD5 ¥4 Y= A b
ER—FH L72WT RNNX A R AL v TFNZETDHE, VEVary oz —REMLET, 2
DT =T, 2ODAA vFD VTP RAT—RKNERD), £1FAA v FORENERD
ZEEERLET,

INLOZT—PRAELESGE, AL v TIEEFEET XA ZXDT 4 NVEZ ) THTHY
Py hU—=JHNT VTP T —F_—2ZANRE L3R 20 £9,

Number of configuration
digest errors

MDS #A4 P = A~ =T —0DH,

Y~V — 7y FNOMDS AV xA e, FHEINEZERRT XX A XD MD5 XA
VA MR—EHLARVWEAIE, FA VAN DT =NHEMLET, 2oz T %, #@E, 2
DAL FDOVTP NAT— KPR 2ERLET, ZORMBEZBRTHIZE,. T
DAA »FTVIP RRAT— RRFECIZARD LT LET,

INLDZT—=NRRAELESREG, AL v FITEET ERNZAZXDTA4NZY) o THTHY |
Fy RU—IWNTVTP T —F_X—2ARRM L7 20 £,

Number of V1 summary
errors

N—=Tar1xzI7—0

VIPV2 E—FDZA v F N VIP X—V a0 1 7L —052ZET5HE, X"—=Ya 1 =
V=T —NEMLET, No0x=T—iF, b tdb 1 20FRAN— A4 v F LT VTP
N=Da I BBHLTWE EZEV2E— BT 4 =T LDIRETVIP X—V g 02
DEHLTNWDLIZEEERLET, ZOMEEZMRTHIZE, VIPV2 E— RFROAA v F D%
ExT 4 =T NIEFHLET,

Join Transmitted

Ko7 ETCEEENZVIP I —=0 7 A vt —T 0%,

Join Received

Ko7 ETCZEENTZVIP P —=0 7 A vv—2 0%,

Summary Advts Received
from non-pruning-capable
device

N7 ETCRESNE, TA—= 7 %R —=FLTWRWNWT A AP0 VTP < U —
A =0,

WOFITIE, VIP N—=2 3 0 2 BBEIL TWD A A v FIZx7 5 show vtp status =~ > RO &R
LET, £ 2-4412, ZOMHTEREND T 4 — /L ROFBHEZRLET,

Switch> show vtp status

VTP Version HE

Configuration Revision : 0

Maximum VLANs supported locally : 1005

Number of existing VLANs : 45

VTP Operating Mode : Transparent
VTP Domain Name : shared testbedl
VTP Pruning Mode : Disabled

VTP V2 Mode : Disabled

VTP Traps Generation : Enabled

MD5 digest

: Ox3A 0x29 0x86 0x39 0xB4 0x5D 0x58 0xD7
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= 2-44 show vtp status O 7 1+ —JL FDEREA

Z4—ILF

SieA

VTP Version

A2 v F ETHEHLTWHWD VIP A=Y g v aF R LET, T 740 hTIE, AA v Fid
N=Ta v 1 ZFTLETH, A=V a 2 ICRETHILLTEET,

Configuration Revision

DAL TFOBEOD T 4 X2l —ay YED g &S,

Maximum VLANs Supported
Locally

T—H YR — F EN TS VLAN O KE,

Number of Existing VLANs

BEfFD VLAN 34,

VTP Operating Mode

VIP #EE— K (=, 7 T4 T~ F3EE) 2RRLET,

H— R VIP =R E— FDZXA v FILZVIP K LTA R—T L THY, 7 FRRZ A X
ZEFELET, AAM Y FTVLAN 2R ETEXET, ZOAAL v FEEATH L, KLEg
I, BED VIP F—F _XR—ANDFTTD VLAN [H#H %, NVRAM "HETTE £9°,
F7 4N F T TRTOAL v F 3 VIP F =T,

GE) AAvyTFRarT74Xal—3 3% NVRAM ICEZIAA TWARICEE 2
L. NVRAM DHERETAHETYH — R E—RICEDZENTERVEES, A v F
X VIP =R T— KK VIP 7 94 7 F — RIZHBIICBITLET,

7547 N NTP 25472k B—ROAAL v FIZVIPIZK LTA F—T L THY .
T RAEAREEETEETHN, VLAN 2> 7 4 X2 b —3 3 U EKRNT A7 DI H

RARERBMEA P L—URH D FHA, AL vTFTVLAN ZHETDHZ EIETEEHA,

VTP 7 547 v "REEITSE, VIP 7 54 7 > MEIFD VLAN F— & ~— 2 & ¥t
THT KASA XEZAETHET, VIP 7 FAS A Ru%fE L EEA,

il VIP B E— FOAA vFiE, VIPIZHLTCT 4=V THY, 7T RAAZA X
DFEER, MOF A ZANBEEENTT RRE A DB 2T NER A, /2, X v b
T— 7 NOMDT SA A0 VLAN FHEICHHBLEFA, A v FTIXVIP 7 KX A X
BEZEL, TRREARXEZE LRI R—= b 2B<<TR_RTO T 7 R—FCZ
NEEmELET,

VTP Domain Name

A FOEE R AL & RET D40,

VTP Pruning Mode

TN—= TN, F—=TNINETET 4 =T ez R LET, VIP B —1TFL—
=V T A F=TNCTDHE, BERAAL VEERTT V= TRFNNCRY ET, 7
N—= T aERATHE, VT 74 v I BEYRR Y NI =7 FTARAL AT VAT S
FEOIHERLRTNERSRNWN T T Voo ~DT7 Ty T 40 NT77 4 v 7 IR
ERET,

VTP V2 Mode

VIP "=V a v 28— FPA X =T ANEINEFRLET, TTO VIP A=V a >
2AL Y FUE, T AN PTA=Var 1 - FTHELET, & VIP 21 v F o
TRTO VIP 734 2OHHEE ABMICRILL E T, VIP 754 2 Xy b7 =7 NOT
RTO VTP AL v FRA—=P a2 28— FTHEAERBEDOH, Xy bT—2 & —
Va2 IREL T A,

VTP Traps Generation

VIP NI v 7%y NU—VEBRAT —2a VIZERET 0 E I ERTFLET,

MDS5 Digest

VIP 2o 7 4 Fa2lb—2a3 D16 3 b F=v W4,

Configuration Last Modified

BRBIATTRELEORMEHAEERLET, T—FRXR—ROBRTEFEDORK L 2o
AL v TFDIP T RLAZFRRLET,

WOHITIE, VIP X—=T a3 > 3 B3B8 L TV D AA v FITHT 5 show vip status 2~ > RO &R

Li‘d—o

Switch> show vtp status
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VTP Version capable : 1 to 3

VTP version running : 3

VTP Domain Name : Cisco

VTP Pruning Mode : Disabled

VTP Traps Generation : Disabled

Device ID : 0021.1bcd.c700

Feature VLAN:

VTP Operating Mode : Server

Number of existing VLANs H

Number of existing extended VLANs : 0

Configuration Revision : 0

Primary ID : 0000.0000.0000

Primary Description :

MD5 digest : 0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00
0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00

Feature MST:

VTP Operating Mode : Client

Configuration Revision : 0

Primary ID : 0000.0000.0000

Primary Description :

MD5 digest : 0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00
0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00

Feature UNKNOWN:

VTP Operating Mode : Transparent

BEa< kR avwUFk SiEA

clear vtp counters VIP BL QYT N—= T o B EHEELET,

vtp (Fe—_Lar7g NTPOTr7A NG, A F—=T =24, RAf 4, BLOE—F

Fal—vay) ERELET,
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