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9ÔQuality of Service9Õ�”�,�2�9���6�"  �^�o�9���f�#�” Routing Information Protocol9ÔRIP9Õ�å�ä�é�_���W  
2+ �Ï(»�
�»�Ã�á�¿�ù�Ô�• IP �(�o�F�,  ���T�o�+�ê�”�Ð���æ7��2�å���f�2�o�J�\���-  �"�\�,�é�Ï(»�
�»�Ã
�á�¿�ù�Ô�•�Î���æ�ê�”�_���W  2+ �Ï(»�Å���î�H�^  �_���W  3 �^�o�9���f�#9Ô IP �Y�>� �V�,�;  �^�o�9���f
�#�” IP �Q�^�4� �V�,�;  �^�o�9���f�#�”�Å���î�H���o�^�C�6�"  �I�]�6�+�f�#9Õ�Ç�=�ù���á�¿�ù�Ô�•�ù
�Ú�”�Ø���
�_���W  2+ �,�2�9���6�"  �^�o�9���f�#�ÿ  RIP �ã
™�Î�Ô���Ú�ü�æ�” IP �(�o�F�,  ���T�o�+�â�ê�”
Enhanced IGRP9ÔEIGRP9Õ�ÿ Open Shortest Path First9ÔOSPF9Õ�ã�¿�Þ�Ú�J�`�;�&�^�
�Þ0¿�Ò�á�¿�ù
�Ô�•

�Î�é�Q�>�X���^�â�ê�” Catalyst 3560 �,���6�4�â�é
ö!ª�é�Ú�ü�æ
Þ�‘�ù�Ú�ê���•�Ð���á�¿���_���W  2 �Å
���î�_���W  3 �é�&�Q�f�<�æ4P�Ô���±�Ž�
�•0¿�Ò�á�¿�ù�Ô�•�¡�0"›�å  Cisco IOS Release 12.2 �&�Q�f�<�é
.f&¦�æ�ß�¿�á�ê  Cisco.com �é�N�o�S  �M�o�+�â  [Technical Support & Documentation] > [Cisco IOS 
Software] �
1¬�ï�Ò�á  Cisco IOS �é�Q�>�X���^  �.�6�;�

ó�–�Ò�á�Ê�Û�Ð�¿�•

�Î�é�Q�>�X���^�â�ê�”�Å�t�}�é�,���6�4�
.3�o�Ô���»5Å�æ�ß�¿�á�ê.‘�ÿ�Ò�á�¿�ù�Ö���•.3�o�»5Å�æ�ß�¿
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ó�–�Ò�á�Ê�Û�Ð�¿�•
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�Î�é�]�]�o�,�æ�»���Ô���*�,�9�S  �T�6�.�o�+  �����<�

ó�–�Ò�á�Ê�Û�Ð�¿�•
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1¬�ï�Ò�å�Ì���ë�å���å�¿-Ð&›�ê�”-ú���6�&�ã�D���6
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9Ô�H9Õ�”�H�ç�”�Å���î/
�T�æ�ê�”�4�é-+.%�:�Å���î.%� �

ö!ª�Ò�á�¿�ù�Ô�•

9Ô�H9Õ�Ÿ�H2| � �â�Ô�•�Î%��ß�±�Ž�ÿ�”�Î�é�Q�>�X���^
•���é
ó�–/—�±�å�ä�
&«
z�Ò�á�¿�ù�Ô�•
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C H A P T E R 1

�&�Q�f�<�\���f  ���f�2�o�H�����,�é
ö!ª�Ç�:

Catalyst 3560 �,���6�4�ê  Cisco IOS �0�H�;�������æ���Þ�á�(�P�o�;�Ð���á�¿�ù�Ô�•�Î�Î�â�ê�”�0�H�;
�������Ï(»�
.3�o�Ô���Ú�ü�é�,���6�4  Command-Line Interface9ÔCLI; �&�Q�f�<�\���f  ���f�2�o�H����
�,9Õ�é
ö!ª�Ç�:�æ�ß�¿�á.‘�ÿ�Ò�ù�Ô�•

• �Î�����é�Ï(»�
�(�P�o�;�Ô���&�Q�f�<�é.f&¦�å.‘�ÿ�æ�ß�¿�á�ê�” %Y2 %(�ŸCatalyst 3560 �,���6�4  
Cisco IOS �&�Q�f�<�   �

ó�–�Ò�á�Ê�Û�Ð�¿�•

• �I�o�;�`�o�3  �&�Q�f�<�é.f&¦�æ�ß�¿�á�ê�” 
ƒ3s A�ŸCatalyst 3560 �,���6�4  �I�o�;�`�o�3  �&�Q�f
�<�   �

ó�–�Ò�á�Ê�Û�Ð�¿�•

• debug �&�Q�f�<�é.f&¦�æ�ß�¿�á�ê�” 
ƒ3s B�ŸCatalyst 3560 �,���6�4  �:�C�6�# �&�Q�f�<�   �

ó�–�Ò
�á�Ê�Û�Ð�¿�•

• show platform �&�Q�f�<�é.f&¦�æ�ß�¿�á�ê�” 
ƒ3s  C�ŸCatalyst 3560 �,���6�4  show platform �&�Q�f
�<�   �

ó�–�Ò�á�Ê�Û�Ð�¿�•

• Cisco IOS Release 12.2 �é�Ð���æ.f�Ò�¿�±�Ž�æ�ß�¿�á�ê�” �¡ Cisco IOS Release 12.2 Command 
Summary�¢�

ó�–�Ò�á�Ê�Û�Ð�¿�•

• �2�,�"�0�0�é.3�o�»5Å�æ�ß�¿�á�ê�”�Î�é�]�]�o�,�é�0�H�;������  �&�f�H���!�X�_�o�*�Z�f  �����<
�

ó�–�Ò�á�Ê�Û�Ð�¿�•

�Î�é�Q�>�X���^�â�ê�”�ÿ$�"›�æ  IP �C�o�+�Z�f  69ÔIPv69Õ�
�0�Ô�•�'�
4°�È�” IP �ã�ê  IP �C�o�+�Z�f  4
9ÔIPv49Õ�é�Î�ã�
�0�Ò�ù�Ô�•

CLI �&�Q�f�<  �U�o�<
�Î�Î�â�ê�” CLI �&�Q�f�<  �U�o�<�t1g�æ�ß�¿�á.‘�ÿ�Ò�ù�Ô�•�&�Q�f�<  �U�o�<�ê�” $�o�é  CiscoIOS �&�Q
�f�<�
�(�P�o�;�Ò�ù�Ô�•�Ú�ã�Ã�ë�” interface interface-id �&�Q�f�<�ê�”�#�`�o�C�^  �&�f�H���!�X�_�o
�*�Z�f  �U�o�<�â�I
��Ð���Ú�ã�È�æ�Û�Ì�Ï(»�Ò�ù�Ô�•


•
��ê�”�,���6�4�é
%�å�&�Q�f�<  �U�o�<�â�Ô�•

• �Y�o�)  EXEC 

•  $�­  EXEC 

• �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  

• ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f  

• VLAN �&�f�H���!�X�_�o�*�Z�f  

• �\���f  �&�f�H���!�X�_�o�*�Z�f  
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%Y 1 %(      �&�Q�f�<�\���f  ���f�2�o�H�����,�é
ö!ª�Ç�:
CLI �&�Q�f�<  �U�o�<
-+ 1-1 �æ�”
%�å�&�Q�f�<  �U�o�<�”�&�U�o�<�ó�é���"�.�,�Ç�:�”�&�U�o�<�â-+$��Ð�����J�`�f�J�;�”�Å
���î�U�o�<�é&³
L�Ç�:�
$��Ò�ù�Ô�•-+$��Ð���á�¿���J�`�f�J�;�ê�”�:�H���^�;�,  Switch �

ö!ª�Ò�á�¿
�ù�Ô�•

 
-+ 1-1 �&�Q�f�<  �U�o�<�é�N-Ð

�&�Q�f�<  �U�o�< ���"�.�,�Ç�: �J�`�f�J�;  &³
L�ù�Ú�ê�4�é�U�o�<�é���"�.�,

�Y�o�)  EXEC �Î���Ç�¨�Ë�é���"�.�,  �_�L�^�â�Ô�•

9Ô�,���6�4�æ�ß�¿�á�ê9Õ�2�o�R�=
�^.3�o�
���•�Ò�”�n�Ä�2�,�"�

�s-��Ò�”�*�,�9�S�±�Ž�
	û-é-+
$��Ò�ù�Ô�•

Switch> logout �&�Q�f�<�
�I
��Ò�ù�Ô�•

 $�­  EXEC �U�o�<�
4?�Ž�Ô���æ�ê�”
enable �&�Q�f�<�
�I
��Ò�ù�Ô�•

 $�­  EXEC �Y�o�)  EXEC �U�o�<�Æ���”
enable �&�Q�f�<�
�I
��Ò�ù�Ô�•

Switch# �Y�o�)  EXEC �U�o�<�æ�¯���•�'�ê�”
disable �&�Q�f�<�
�I
��Ò�ù�Ô�•

�#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  
�U�o�<�
4?�Ž�Ô���æ�ê�” configure �&
�Q�f�<�
�I
��Ò�ù�Ô�•

�#�`�o�C�^  �&�f
�H���!�X�_�o�*�Z�f

 $�­  EXEC �U�o�<�Æ���”
configure �&�Q�f�<�
�I
��Ò�ù�Ô�•

Switch(config)#  $�­  EXEC �U�o�<�æ�¯���•�'�ê�” exit 
�ù�Ú�ê  end �&�Q�f�<�
�I
��Ô���Æ�”
Ctrl+  �
�ü�Ò�ù�Ô�•

���f�2�o�H�����,  �&�f�H���!�X�_�o
�*�Z�f  �U�o�<�
4?�Ž�Ô���æ�ê�”
interface �&�f�H���!�X�_�o�*�Z�f  �&
�Q�f�<�
�I
��Ò�ù�Ô�•

���f�2�o�H�����,  
�&�f�H���!�X�_�o
�*�Z�f

�#�`�o�C�^  �&�f�H���!�X�_�o
�*�Z�f  �U�o�<�Æ���” interface 
�&�Q�f�<�
�I
��Ò�”�4�æ���f
�2�o�H�����,  ID �
�I
��Ô���Î�ã
�æ�����”���f�2�o�H�����,�
�0
�o�Ò�ù�Ô�•

Switch(config-if)#  $�­  EXEC �U�o�<�æ�¯���•�'�ê�” end 
�&�Q�f�<�
�I
��Ô���Æ�” Ctrl+Z  �
�ü
�Ò�ù�Ô�•

�#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  
�U�o�<�æ�¯���•�'�ê�” exit �&�Q�f�<�

�I
��Ò�ù�Ô�•

VLAN �&�f�H��
�!�X�_�o�*�Z�f

�#�`�o�C�^  �&�f�H���!�X�_�o
�*�Z�f  �U�o�<�â  vlan vlan-id �&
�Q�f�<�
�I
��Ò�ù�Ô�•

Switch(config-vlan)# �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  
�U�o�<�æ�¯���•�'�ê�” exit �&�Q�f�<�

�I
��Ò�ù�Ô�•

 $�­  EXEC �U�o�<�æ�¯���•�'�ê�” end 
�&�Q�f�<�
�I
��Ô���Æ�” Ctrl+Z  �
�ü
�Ò�ù�Ô�•

�\���f  �&�f�H��
�!�X�_�o�*�Z�f

�#�`�o�C�^  �&�f�H���!�X�_�o
�*�Z�f  �U�o�<�Æ���” line �&�Q�f
�<�
�I
��Ô���Î�ã�æ�����”�\��
�f�
�0�o�Ò�ù�Ô�•

Switch(config-line)# �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  
�U�o�<�æ�¯���•�'�ê�” exit �&�Q�f�<�

�I
��Ò�ù�Ô�•

 $�­  EXEC �U�o�<�æ�¯���•�'�ê�” end 
�&�Q�f�<�
�I
��Ô���Æ�” Ctrl+Z  �
�ü
�Ò�ù�Ô�•
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%Y 1 %(      �&�Q�f�<�\���f  ���f�2�o�H�����,�é
ö!ª�Ç�:
CLI �&�Q�f�<  �U�o�<
�Y�o�)  EXEC �U�o�<  
-]'Î�æ���"�.�,�Ô���ã�”)D
G"›�æ�Y�o�)  EXEC �&�Q�f�<  �U�o�<�æ�I���ù�Ô�•�Y�o�)  �_�L�^�â
ö!ª��(»
�å  EXEC �&�Q�f�<�ê�” $�­�_�L�^�â
ö!ª��(»�å  EXEC �&�Q�f�<�é�(�I�.�6�;�â�Ô�•	û)x�æ�”�Y�o�)  
EXEC �&�Q�f�<�ê�”%5�Ã.3�o�é	û�("›���•�”�n�Ä�9�,�;�é�s-��”�*�,�9�S�±�Ž�é	û-é-+$��å�ä�æ
ö!ª
�Ò�ù�Ô�•

�(�P�o�;�Ð���á�¿���&�Q�f�<�ê�”�Ï
ö!ª�é�0�H�;�������é�C�o�+�Z�f�æ���Þ�á!ã�å���ù�Ô�•�&�Q�f�<�é

n��"›�å�]�,�;�
-+$��Ô���æ�ê�”�J�`�f�J�;�â!ü�ç%S9Ô ?9Õ�
�I
��Ò�ù�Ô�•

Switch> ? 

 $�­  EXEC �U�o�<

 $�­�&�Q�f�<�é���Ê�ê
G
Þ�D�\�T�o�2�é.3�o�æ4P�%�Ò�á�¿�ù�Ô�•�u.5���é
ö!ª�
4•�[�Ô���æ�ê�” $�­�&
�Q�f�<�ó�é���"�.�,�
�D�,�b�o�<�â�;/��Ô����-Ð�Ç�½���ù�Ô�• $�­�&�Q�f�<  �.�6�;�æ�ê�”�Y�o�)  
EXEC �U�o�<�é�&�Q�f�<�ã�”�Ø��
•���é�&�Q�f�<  �U�o�<�æ���"�.�,�Ô���Ú�ü�é  configure  $�­  EXEC 
�&�Q�f�<�Ç�=�ù���ù�Ô�•

�*�,�9�S%¤!�(*�Ç�D�,�b�o�<�
.3�o�Ò�Ú�•�'�” $�­  EXEC �U�o�<�ó�é���"�.�,�Ç.5���Ð�����è�æ�”�D
�,�b�o�<�é�I
��
-Ð�Þ�Ô���J�`�f�J�;�Ç-+$��Ð���ù�Ô�•�D�,�b�o�<�ê!¹5Y�æ�ê-+$��Ð���ù�Ö���•�ù�Ú�”
�"�¥�<�ã�Ê�¥�<�Ç
™�Î�Ð���ù�Ô�•

 $�­  EXEC �U�o�<�é�J�`�f�J�;�ê�”-]'Î�,�é�½�ã�æ�P�f�<.%� 9Ô #9Õ�Ç
ƒ�È�ù�Ô�•

Switch# 

 $�­  EXEC �U�o�<�æ���"�.�,�Ô���æ�ê�” enable �&�Q�f�<�
�I
��Ò�ù�Ô�•

Switch> enable 
Switch# 

�(�P�o�;�Ð���á�¿���&�Q�f�<�ê�”�Ï
ö!ª�é�0�H�;�������é�C�o�+�Z�f�æ���Þ�á!ã�å���ù�Ô�•�&�Q�f�<�é

n��"›�å�]�,�;�
-+$��Ô���æ�ê�”�J�`�f�J�;�â!ü�ç%S9Ô ?9Õ�
�I
��Ò�ù�Ô�•

Switch# ? 

�Y�o�)  EXEC �U�o�<�æ�¯���•�'�ê�” disable  $�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

�#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �U�o�<

�#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�ê�”-]'Î�K
Õ�æ�Ç5À�

��Ã���Ï(»�æ1¡!ª�Ð���ù�Ô�•�#
�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�
4?�Ž�Ô���æ�ê�” configure  $�­  EXEC �&�Q�f�<�

ö!ª�Ò�ù
�Ô�•�:�H���^�;�â�ê�”%¤!��&�f�0�o�^�Æ���&�Q�f�<�
�I
��Ò�ù�Ô�•

configure �&�Q�f�<�
�I
��Ô���ã�”�&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�é1M�>�0�é�I
��
-Ð�Þ�Ô���T�6
�.�o�+�Ç-+$��Ð���ù�Ô�•

Switch# configure 
Configuring from terminal, memory, or network [terminal]?

�&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�é1M�>�0�ã�Ò�á�”%5�Ã�ù�Ú�ê  NVRAM9Ô
��¾"’�H  RAM9Õ�é�¿�Õ��
�Æ�
�0�o�â�È�ù�Ô�•

�4�é���â�ê�”�#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�æ���"�.�,�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch# configure terminal 
Enter configuration commands, one per line. End with CNTL/Z. 
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%Y 1 %(      �&�Q�f�<�\���f  ���f�2�o�H�����,�é
ö!ª�Ç�:
CLI �&�Q�f�<  �U�o�<
�(�P�o�;�Ð���á�¿���&�Q�f�<�ê�”�Ï
ö!ª�é�0�H�;�������é�C�o�+�Z�f�æ���Þ�á!ã�å���ù�Ô�•�&�Q�f�<�é

n��"›�å�]�,�;�
-+$��Ô���æ�ê�”�J�`�f�J�;�â!ü�ç%S9Ô ?9Õ�
�I
��Ò�ù�Ô�•

Switch(config)# ? 

�#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<  �U�o�<�
&³
L�Ò�á $�­  EXEC �U�o�<�æ�¯���•�'�ê�” end 
�&�Q�f�<�ù�Ú�ê  exit �&�Q�f�<�
�I
��Ô���Æ�” Ctrl+Z  �
�ü�Ò�ù�Ô�•

���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f  �U�o�<

���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�ê�”���f�2�o�H�����,�é
G
Þ�
���•�Ò�ù�Ô�•���f
�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�ê�ñ�æ�”���f�2�o�H�����,  �2���J�
�o'õ�Ô���#�`�o�C
�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�é�½�ã�æ&ï�È�ù�Ô�•

���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�æ���"�.�,�Ô���æ�ê�” interface interface-id �&�Q�f
�<�

ö!ª�Ò�ù�Ô�•�4�é�Â�Ò�¿�J�`�f�J�;�ê���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�
$��Ò�á
�¿�ù�Ô�•

Switch(config-if)#

�(�P�o�;�Ð���á�¿���&�Q�f�<�ê�”�Ï
ö!ª�é�0�H�;�������é�C�o�+�Z�f�æ���Þ�á!ã�å���ù�Ô�•�&�Q�f�<�é

n��"›�å�]�,�;�
-+$��Ô���æ�ê�”�J�`�f�J�;�â!ü�ç%S9Ô ?9Õ�
�I
��Ò�ù�Ô�•

Switch(config-if)# ?

���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�
&³
L�Ò�á�#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �U�o
�<�æ�¯���•�'�ê�” exit �&�Q�f�<�
�I
��Ò�ù�Ô�•���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�
&³

L�Ò�á $�­  EXEC �U�o�<�æ�¯���•�'�ê�” end �&�Q�f�<�
�I
��Ô���Æ�” Ctrl+Z  �
�ü�Ò�ù�Ô�•

VLAN �&�f�H���!�X�_�o�*�Z�f  �U�o�<

�¡�0%¸�Ð  VLAN 9Ô
’�Ð  LAN9Õ9ÔVLAN ID 1 :*  10059Õ�
.3�o�Ò�Ú���” VTP �U�o�<�Ç1X1Š�â�½���ã�È�æ
���›%¸�Ð  VLAN9ÔVLAN ID 1006 :*  40949Õ�
.3�o�Ò�Ú���Ô���•�'�ê�”�Î�é�U�o�<�

ö!ª�Ò�ù�Ô�• VTP 
�U�o�<�Ç1X1Š�3�â�½���•�'�ê�” VLAN �Å���î  VTP .3�o�ê�s-��&�f�H���!�X�_�o�*�Z�f  �H�����^�æ�;�=
�Ð�����é�â�” copy running-config startup-config  $�­  EXEC �&�Q�f�<�
�s-��Ò�á�”�Î�é.3�o�
�,���6
�4�é�,�2�o�;���6�J  �&�f�H���!�X�_�o�*�Z�f  �H�����^�æ�;�=�â�È�ù�Ô�• VTP �Ç1X1Š�U�o�<�ù�Ú�ê�(�o
�C �U�o�<�é�•�'�” VLAN ID �Ç 1 :*  1005 �é  VLAN .3�o�ê�” VLAN �:�o�2�L�o�,�æ�;�=�Ð���ù�Ô�•��
�›%¸�Ð  VLAN .3�o�ê�” VLAN �:�o�2�L�o�,�æ�ê�;�=�Ð���ù�Ö���•

config-vlan �U�o�<�
4?�Ž�Ô���æ�ê�” vlan vlan-id �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�
�I
�
�Ò�ù�Ô�•

Switch(config)#  vlan 2000
Switch(config-vlan)# 

�(�P�o�;�Ð����� �o�b�o�<�ê�Ð�ù�Ñ�ù�â�Ô�Ç�” VLAN �&�f�H���!�X�_�o�*�Z�f  �U�o�<�â�Ñ!ª�â�È���&
�Q�f�<�ã
Ã�á�¿�ù�Ô�•�&�Q�f�<�é
n��"›�å�]�,�;�
-+$��Ô���æ�ê�”�J�`�f�J�;�â!ü�ç%S9Ô ?9Õ�
�I
��Ò
�ù�Ô�•

Switch(config-vlan)# ? 

���›%¸�Ð  VLAN �æ�ß�¿�á�ê�” MTU �(���-
•���é�Ô�ô�á�é $�H�ê�:�H���^�;.3�o�é�ù�ù�æ�Ò�á�Å�¿�á
�Ê�Û�Ð�¿�•

�#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�æ�¯���•�'�ê�” exit �
�I
��Ò�ù�Ô�• $�­  EXEC �U�o�<�æ�¯
���•�'�ê�” end �
�I
��Ò�ù�Ô�• shutdown 
•���é�Ô�ô�á�é�&�Q�f�<�ê�” config-vlan �U�o�<�
&³
L�Ò�Ú
�ã�È�æ�­
2�æ�å���ù�Ô�•
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%Y 1 %(      �&�Q�f�<�\���f  ���f�2�o�H�����,�é
ö!ª�Ç�:
CLI �&�Q�f�<  �U�o�<
�\���f  �&�f�H���!�X�_�o�*�Z�f  �U�o�<

�\���f  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�ê�”%5�Ã�\���f�é
G
Þ�
���•�Ò�ù�Ô�•�\���f  �&�f�H���!�X
�_�o�*�Z�f  �&�Q�f�<�ê�ñ�æ�”�\���f!ß� �
�o'õ�Ô���\���f  �&�Q�f�<�é�½�ã�æ&ï�È�ù�Ô�•%5�Ã�D�\�T�o
�2.3�o�
�\���f�Ï�ã�”�½���¿�ê�½��%¸�Ð�é�\���f�K
Õ�â���•�Ô���æ�ê�”�Î�é�&�Q�f�<�

ö!ª�Ò�ù�Ô�•

�\���f  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�
4?�Ž�Ô���æ�ê�” line vty line_number [ending_line_number] �&
�Q�f�<�

ö!ª�Ò�ù�Ô�•�4�é�Â�Ò�¿�J�`�f�J�;�ê�\���f  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�
$��Ò�á�¿�ù�Ô�•
�4�é���â�ê�”
’�Ð%5�Ã�\���f  7 �â�\���f  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�
4?�Ž�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config)# line vty 0 7 

�(�P�o�;�Ð���á�¿���&�Q�f�<�ê�”�Ï
ö!ª�é�0�H�;�������é�C�o�+�Z�f�æ���Þ�á!ã�å���ù�Ô�•�&�Q�f�<�é

n��"›�å�]�,�;�
-+$��Ô���æ�ê�”�J�`�f�J�;�â!ü�ç%S9Ô ?9Õ�
�I
��Ò�ù�Ô�•

Switch(config-line)# ? 

�\���f  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�
&³
L�Ò�á�#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�æ�¯���•
�'�ê�” exit �&�Q�f�<�

ö!ª�Ò�ù�Ô�•�\���f  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�
&³
L�Ò�á $�­  EXEC �U�o
�<�æ�¯���•�'�ê�” end �&�Q�f�<�
�I
��Ô���Æ�” Ctrl+Z  �
�ü�Ò�ù�Ô�•
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%Y 1 %(      �&�Q�f�<�\���f  ���f�2�o�H�����,�é
ö!ª�Ç�:
CLI �&�Q�f�<  �U�o�<
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OL-8554-08-J
C H A P T E R 2

Catalyst 3560 �,���6�4  Cisco IOS �&�Q�f�<

aaa accounting dot1x
Authentication, Authorization, and Accounting9ÔAAA; .z.=�”.5���”�������f�9���f�#9Õ�������f�9��
�f�#�
���@�o�I�^�æ�Ò�á�”�Á'"
±
Ï�ù�Ú�ê���f�2�o�H�����,
±
Ï�â  IEEE 802.1x �.�6�*�Z�f�é $�o�é��
�����f�9���f�#�Ç�|�
�o'õ�Ô���Ç�|�]�,�;�

Þ�‘�Ô���æ�ê�” aaa accounting dot1x �#�`�o�C�^  �&�f�H��
�!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�• IEEE 802.1x �������f�9���f�#�
�:���.�o�I�^�æ�Ô���æ�ê�”
�Î�é�&�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

aaa accounting dot1x { name | default}  start-stop { broadcast group {name | radius | 
tacacs+}  [group {name | radius | tacacs+}...] | group {name | radius | tacacs+} [ group 
{ name | radius | tacacs+}...]}

no aaa accounting dot1x { name | default}

�t�¥�é.‘�ÿ name �(�o�C  �#�^�o�J�,�•�Î���ê�” broadcast group �Å���î  group � �o�b�o�<�é
�½�ã�æ�I
��Ô���•�'�æ
ö!ª�Ô�����J�*�Z�f�â�Ô�•

default �:�H���^�;  �]�,�;�æ�½���������f�9���f�#�Ç�|�
�”�������f�9���f�#  �(�o
�F�,!ª�æ
ö!ª�Ò�ù�Ô�•

start-stop �J�`�.�,�é�¨�Ë�æ�������f�9���f�#4?�Ž1b#n�
1M�>�Ò�”�J�`�.�,�é&³
L�(
�æ�������f�9���f�#&³
L1b#n�
1M�>�Ò�ù�Ô�•�������f�9���f�#4?�Ž�_�&�o
�<�ê�”�C�6�"�#�\���f�<�â1M�>�Ð���ù�Ô�•�������f�9���f�#4?�Ž1b#n�Ç��
�����f�9���f�#  �(�o�C�â���>�Ð���Ú�Æ�ä�Á�Æ�æ�Æ�Æ�
���Õ�”-Ð�Þ�Ð���Ú
�Y�o�)  �J�`�.�,�Ç4?�Ž�Ð���ù�Ô�•

broadcast -„�™�é  AAA �(�o�C�æ1M�>�Ð�����������f�9���f�#  �_�&�o�<�
���@�o�I�^
�æ�Ò�á�”�������f�9���f�#  �_�&�o�<�
�&�#�^�o�J�é�¨�Ë�é�(�o�C�æ1M�>�Ò
�ù�Ô�•�¨�Ë�é�(�o�C�Ç�Ñ!ª�â�È�å�¿�•�'�”�,���6�4�ê�C�6�"���6�J  �(�o�C
�é�]�,�;�

ö!ª�Ò�á�¨�Ë�é�(�o�C�
/��Î�Ò�ù�Ô�•

group �������f�9���f�#  �(�o�F�,�æ
ö!ª�Ô���(�o�C  �#�^�o�J�
�0�o�Ò�ù�Ô�•�­
2
�å�(�o�C  �#�^�o�J�,�ê�4�é�ã�Å���â�Ô�•

• name9æ�(�o�C  �#�^�o�J�,  

• radius9æ�Ô�ô�á�é RADIUS �N�,�;�é�]�,�;  

• tacacs+9æ�Ô�ô�á�é TACACS+ �N�,�;�é�]�,�;  

group � �o�b�o�<�ê�” broadcast group �Å���î  group � �o�b�o�<�é�½�ã�æ
�I
��Ô���•�'�é���J�*�Z�f�â�Ô�•-„�™�é���J�*�Z�f  group � �o�b�o�<�
�I

��â�È�ù�Ô�•

radius 9Ô
›�ç9ÕRADIUS .z.=�
���@�o�I�^�æ�Ò�ù�Ô�•

tacacs+ 9Ô
›�ç9ÕTACACS+ �������f�9���f�#�
���@�o�I�^�æ�Ò�ù�Ô�•
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%Y 2 %(      Catalyst 3560 �,���6�4  Cisco IOS �&�Q�f�<
aaa accounting dot1x
�:�H���^�; AAA �������f�9���f�#�ê�:���.�o�I�^�â�Ô�•

�&�Q�f�<  �U�o�< �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g


ö!ª
��é�����<�\���f �Î�é�&�Q�f�<�ê�” RADIUS �(�o�C�ó�é���"�.�,�Ç��-Ð�â�Ô�•

���f�2�o�H�����,�æ  IEEE 802.1x RADIUS �������f�9���f�#�
.3�o�Ô���è�æ�” dot1x reauthentication 
���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�
�I
��Ô���Î�ã�
�•�Q�Ò�ù�Ô�•

�� �4�é���â�ê�” IEEE 802.1x �������f�9���f�#�
.3�o�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config)# aaa new-model
Switch(config)# aaa accounting dot1x default start-stop group radius

9Ô�H9Õ RADIUS .z.=�(�o�C�ê�” AAA �"�\�����f�;�Æ���•�Â�D�$�6�;�ÿ�����6�4�<�6�#  �D�$�6�;�
���Ì�I��
�á.%3s�Ô�����Á�”1¡�¾�æ.3�o�Ô����-Ð�Ç�½���ù�Ô�•

4P1j�&�Q�f�<

�]�]�o�, ���•�]�ˆ

12.2(20)SE �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•

�&�Q�f�< .‘�ÿ

aaa authentication 
dot1x

IEEE 802.1x �Ç
G
Þ�Ò�á�¿�����f�2�o�H�����,�â
ö!ª�Ô��  1 �ß�ù�Ú�ê-„�™
�é  AAA �
�0�o�Ò�ù�Ô�•

aaa new-model AAA ���"�.�,  �&�f�;�`�o�^  �U�:�^�
���@�o�I�^�æ�Ò�ù�Ô�•

dot1x reauthentication �o�¼"›�å�c.z.=�
���@�o�I�^�ù�Ú�ê�:���.�o�I�^�æ�Ò�ù�Ô�•

dot1x timeout 
reauth-period

�c.z.=�é4F4Ò9Ô$}9Õ�
�0�o�Ò�ù�Ô�•
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aaa authentication dot1x
aaa authentication dot1x
IEEE 802.1x .z.=�æ�0���Ô���P�o�;�â
ö!ª�Ô��.z.=�”.z���”�������f�9���f�#9Ô AAA 9Õ�Ç�|�
�0�o�Ô
���æ�ê�” aaa authentication dot1x �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•.z.=
�
�:���.�o�I�^�æ�Ô���æ�ê�”�Î�é�&�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

aaa authentication dot1x { default} method1

no aaa authentication dot1x { default}

�t�¥�é.‘�ÿ

9Ô�H9Õ 
•�é� �o�b�o�<�Ç�&�Q�f�<�\���f�é�K�^�J  �,�;�]�f�#�æ-+$��Ð���ù�Ô�Ç�”�(�P�o�;�Ð���á�¿���é�ê  
default �Å���î  group radius � �o�b�o�<�Û�Ì�â�Ô�•

�:�H���^�; .z.=�ê�s-��Ð���ù�Ö���•

�&�Q�f�<  �U�o�< �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g


ö!ª
��é�����<�\���f method �•�™�æ�ê�”.z.=���^�'�]�-�S�Ç�"�\�����f�;�Æ���é�D�,�b�o�<�
#Õ.z�Ô���Ú�ü�æ	û�o�é5Å�(�â
.\�ú���Ç�|�
�0�o�Ò�ù�Ô�•�s4Ù�æ  IEEE 802.1x �æ�0���Ò�á�¿���Ñ	û�é�Ç�|�ê�”�"�\�����f�;  �:�o�2�Ç  
RADIUS .z.=�(�o�C�æ�»�Ò�á#Õ.z�Ð����  group radius �Ç�|�â�Ô�•

group radius �
�0�o�Ò�Ú�•�'�” radius-server host �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö
!ª�Ò�á  RADIUS �(�o�C�
.3�o�Ô����-Ð�Ç�½���ù�Ô�•

.3�o�Ð���Ú.z.=�Ç�|�é�]�,�;�
-+$��Ô���æ�ê�” show running-config  $�­  EXEC �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

�� �4�é���â�ê�” AAA �
���@�o�I�^�æ�Ò�á  IEEE 802.1x �0���é.z.=�]�,�;�

Þ�‘�Ô���Ç�:�
$��Ò�ù�Ô�•�Î
�é.z.=�ê�”�¨�Ë�æ  RADIUS �(�o�C�ã�é
d�>�
.\-��Ò�ù�Ô�•�Î�é
G
Þ�â���\�o�Ç10�>�Ð���Ú�•�'�”�Y�o
�)�ê�@�6�;�b�o�"�ó�é���"�.�,�Ç.5���Ð���ù�Ö���•

Switch(config)# aaa new-model
Switch(config)# aaa authentication dot1x default group radius

.3�o�
#Õ.z�Ô���æ�ê�” show running-config  $�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

default �Î�é�•�™�æ&ï�Ì��.z.=�Ç�|�
�`�#���f�(�é�:�H���^�;�é�Ç�|�ã�Ò�á
ö!ª�Ò�ù�Ô�•

method1 .z.=!ª�æ�Ô�ô�á�é  RADIUS �(�o�C�é�]�,�;�

ö!ª�Ô���æ�ê�” group radius 
� �o�b�o�<�
�I
��Ò�ù�Ô�•

�]�]�o�, ���•�]�ˆ

12.1(19)EA1 �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•
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aaa authentication dot1x
4P1j�&�Q�f�< �&�Q�f�< .‘�ÿ

aaa new-model AAA ���"�.�,  �&�f�;�`�o�^  �U�:�^�
���@�o�I�^�æ�Ò�ù�Ô�•

show running-config  û�÷�é
G
Þ.3�o�
-+$��Ò�ù�Ô�•
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aaa authorization network
aaa authorization network 
IEEE 802.1x aaa-user Access Control List9ÔACL; ���"�.�,  �&�f�;�`�o�^  �]�,�;9Õ�ÿ  VLAN 
����°�á
�å�ä�é�Ô�ô�á�é�@�6�;�b�o�"4P1j�(�o�F�,-Ð�Þ�æ�»�Ò�á�Y�o�)  RADIUS .z.=�

ö!ª�Ô�����Á�æ�,���6
�4�
.3�o�Ô���æ�ê�” aaa authorization network �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò
�ù�Ô�• RADIUS �Y�o�).z.=�
�:���.�o�I�^�æ�Ô���æ�ê�”�Î�é�&�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

aaa authorization network default group radius 

no aaa authorization network default

�t�¥�é.‘�ÿ

�:�H���^�; .z.=�ê�:���.�o�I�^�â�Ô�•

�&�Q�f�<  �U�o�< �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g


ö!ª
��é�����<�\���f �,���6�4�Ç�”�:�H���^�;�é.z.=�]�,�;�]�æ�½��  RADIUS �(�o�C�Æ��  IEEE 802.1x .z.=�D�\�T�o�2�
�3
���f�`�o�<�â�È�����Á�æ�Ô���æ�ê�” aaa authorization network default group radius �#�`�o�C�^  �&�f
�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•.z.=�D�\�T�o�2�ê�”�Y�o�)�Ï�ã�é  ACL �ù�Ú�ê  VLAN 
�
���°�á�å�ä�” RADIUS �(�o�C�Æ���D�\�T�o�2�
���ç�Ô���Ï(»�â
ö!ª�Ð���ù�Ô�•

.3�o�Ð���Ú.z.=�Ç�|�]�,�;�
-+$��Ô���æ�ê�” show running-config  $�­  EXEC �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

�� �Î�é���â�ê�”�Ô�ô�á�é�@�6�;�b�o�"4P1j�(�o�F�,-Ð�Þ�æ�»�Ò�á�Y�o�)  RADIUS .z.=�
-��Á���Á�,���6
�4�
.3�o�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config)# aaa authorization network default group radius

.3�o�
#Õ.z�Ô���æ�ê�” show running-config  $�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

4P1j�&�Q�f�<

default group 
radius

�:�H���^�;�é.z.=�]�,�;�ã�Ò�á�”�(�o�C  �#�^�o�J�]�é�Ô�ô�á�é  RADIUS �N�,
�;�é�]�,�;�

ö!ª�Ò�ù�Ô�•

�]�]�o�, ���•�]�ˆ

12.1(19)EA1 �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•

�&�Q�f�< .‘�ÿ

show running-config  û�÷�é
G
Þ.3�o�
-+$��Ò�ù�Ô�•
2-5
Catalyst 3560 �,���6�4  �&�Q�f�<  �]�H���_�f�,

OL-8554-08-J



 

%Y 2 %(      Catalyst 3560 �,���6�4  Cisco IOS �&�Q�f�<
action
action
VLAN ���"�.�,  �Q�6�J  ���f�;�]�é���"�*�Z�f�
.3�o�Ô���æ�ê�” action ���"�.�,�Q�6�J  �&�f�H���!�X�_�o
�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•�:�H���^�;.3�o�æ�¯�Ô�æ�ê�”�Î�é�&�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

action {drop | forward }

no action

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�é���"�*�Z�f�ê�”�D�$�6�;�é0©1M�â�Ô�•

�&�Q�f�<  �U�o�< ���"�.�,�Q�6�J  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g


ö!ª
��é�����<�\���f vlan access-map�#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�á�”���"�.�,�Q�6�J  �&�f�H��
�!�X�_�o�*�Z�f  �U�o�<�
4?�Ž�Ò�ù�Ô�•

���"�*�Z�f�Ç  drop �é�•�'�ê�”	û)L�æ
™�æ���"�.�,  �&�f�;�`�o�^  �]�,�;9Ô ACL9Õ�,�
.3�o�ß�”�Ø�é
�Q�6�J�
  VLAN �æ1¡!ª�Ò�á���"�.�,  �Q�6�J�
�o'õ�Ô����-Ð�Ç�½���ù�Ô�•�o'õ�Ò�å�¿�•�'�”�Ô�ô�á�é�D
�$�6�;�Ç�<�`�6�J�Ð�����Î�ã�Ç�½���ù�Ô�•

���"�.�,  �Q�6�J  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�â�ê�” match ���"�.�,  �Q�6�J  �&�f�H���!�X�_�o�*�Z
�f  �&�Q�f�<�

ö!ª�Ò�á�” VLAN �Q�6�J�é	û)L�æ
™�
�o'õ�â�È�ù�Ô�• action �&�Q�f�<�

ö!ª�Ô���ã�”�D
�$�6�;�Ç�æ
™�æ	û)L�Ò�Ú�ã�È�æ�s-��Ô�����"�*�Z�f�
.3�o�â�È�ù�Ô�•

drop �Å���î  forward �D�\�T�o�2�ê�”�Î�é�&�Q�f�<�é  no �»�|�â�ê
ö!ª�Ð���ù�Ö���•

�� �4�é���â�ê�” VLAN ���"�.�,  �Q�6�J  vmap4 �
�0�o�Ò  VLAN 5 �ã  VLAN 6 �æ1¡!ª�Ô���Ç�:�
$��Ò�ù�Ô�•
�Î�é���"�.�,  �Q�6�J�ê�”�D�$�6�;�Ç���"�.�,  �]�,�;  al2 �æ�o'õ�Ð���Ú�æ
™�æ	û)L�Ô���•�'�æ�” VLAN 
�Ç�Ø�é  IP �D�$�6�;�
0©1M�Ô�����Á�æ�0�o�Ò�ù�Ô�•

Switch(config)# vlan access-map vmap4
Switch(config-access-map)# match ip address al2
Switch(config-access-map)# action forward
Switch(config-access-map)# exit
Switch(config)# vlan filter vmap4 vlan-list 5-6

.3�o�
#Õ.z�Ô���æ�ê�” show vlan access-map  $�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

drop �0�o�Ð���Ú�æ
™�æ	û)L�Ô���•�'�æ�”�D�$�6�;�
�<�`�6�J�Ò�ù�Ô�•

forward �0�o�Ð���Ú�æ
™�æ	û)L�Ô���•�'�æ�”�D�$�6�;�
0©1M�Ò�ù�Ô�•

�]�]�o�, ���•�]�ˆ

12.1(19)EA1 �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•
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action
4P1j�&�Q�f�< �&�Q�f�< .‘�ÿ

access-list { deny | permit } !ß� 
ƒ�È�¡�0  ACL �
.3�o�Ò�ù�Ô�•

ip access-list �,�è
ƒ�È���"�.�,  �]�,�;�

Þ�‘�Ò�ù�Ô�•

mac access-list extended �,�è
ƒ�È  MAC ���<�_�,  ���"�.�,  �]�,�;�

Þ�‘�Ò�ù�Ô�•

match9Ô�"�\�,�Q�6�J  �&�f�H��
�!�X�_�o�*�Z�f9Õ

VLAN �Q�6�J�é	û)L�æ
™�
�o'õ�Ò�ù�Ô�•

show vlan access-map �,���6�4�â
Þ�‘�Ð���Ú  VLAN ���"�.�,  �Q�6�J�
-+$��Ò�ù�Ô�•

vlan access-map VLAN ���"�.�,  �Q�6�J�

Þ�‘�Ò�ù�Ô�•
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archive download-sw
archive download-sw
�Â�Ò�¿���T�o�+�
  TFTP �(�o�C�Æ���,���6�4�æ�3���f�`�o�<�Ò�”�â�=�é���T�o�+�

�� �È�ù�Ú�ê�;�,�Ô
���æ�ê�” archive download-sw  $�­  EXEC �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

archive download-sw {/ allow-feature-upgrade | /directory | /force-reload | /imageonly | 
/leave-old-sw | /no-set-boot | /no-version-check | /overwrite | /reload | /safe} 
source-url

�t�¥�é.‘�ÿ /allow-feature-upgrade !ã�å���H���o�4�V  �.�6�;�
�,�ß���T�o�+�
���f�,�;�o�^�â�È�ù�Ô9Ô�Ú�ã�Ã
�ë�” IP �L�o�,  ���T�o�+�Æ��  IP �(�o�F�,  ���T�o�+�ó�é���6�J�#�_�o�<9Õ �•

/directory ���T�o�+�é�:���_�"�;�]�
�0�o�Ò�ù�Ô�•

/force-reload �0�H�;������  ���T�o�+�é�3���f�`�o�<�Ç�‘
��Ò�Ú�½�ã�â�u�æ
™�æ�*�,�9
�S�é�]�`�o�<�
�•�Ù�Ò�ù�Ô�•

/imageonly �0�H�;������  ���T�o�+�Û�Ì�
�3���f�`�o�<�Ò�”&µ�ú1��ú�:�C���,  �Q�@�o
�+�V�æ4P1j�Ô��  HTML �H�����^�ê�3���f�`�o�<�Ò�ù�Ö���•�â�=�é�C�o
�+�Z�f�é  HTML �H�����^�ê�”�â�=�é�C�o�+�Z�f�Ç
�� �È�ù�Ú�ê�å4°�Ð��
�á�¿���•�'�æ�Û�Ì�å4°�Ð���ù�Ô�•

/leave-old-sw �3���f�`�o�<�æ�‘
��Ò�Ú�½�ã�â���¿�0�H�;������  �C�o�+�Z�f�
�;�=�Ò�ù�Ô�•

/no-set-boot �Â�Ò�¿�0�H�;������  ���T�o�+�é�3���f�`�o�<�æ�‘
��Ò�Ú�½�ã�æ�” BOOT 
!c�º���™�é.3�o�Ç�Â�Ò�¿�0�H�;������  ���T�o�+�
�0�o�Ô�����Á�æ���•�Ð
���ù�Ö���•

/no-version-check �,���6�4�â$¿
G�Ô�����T�o�+�é�C�o�+�Z�f�é
U�µ�H�
#Õ.z�Ö�Õ�æ�”�0�H
�;������  ���T�o�+�
�3���f�`�o�<�Ò�ù�Ô�•

/overwrite �3���f�`�o�<�Ð���Ú�0�H�;������  ���T�o�+�â�”�H�\�6�*�X  �T�U�]�é�0�H
�;������  ���T�o�+�

�� �È�Ò�ù�Ô�•

/reload ���•�Ð���Ú.3�o�Ç�;�=�Ð���á�¿�å�¿�•�'�
4°�È�”���T�o�+�é�3���f�`�o
�<�æ�‘
��Ò�Ú�½�ã�â�*�,�9�S�
�]�`�o�<�Ò�ù�Ô�•

/safe  û�÷�é�0�H�;������  ���T�o�+�
�;�=�Ò�ù�Ô�•�Â�Ò�¿���T�o�+�
�3���f
�`�o�<�Ô���è�æ�”�Â�Ò�¿�0�H�;������  ���T�o�+!ª�é5Ô�^�

Þ���Ú�ü�” û
�÷�é�0�H�;������  ���T�o�+�
�å4°�Ò�å�¿�â�Ê�Û�Ð�¿�•�3���f�`�o�<&³
L
�ß�æ û�÷�é���T�o�+�Ç�å4°�Ð���ù�Ô�•
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archive download-sw
�:�H���^�;  û�÷�é�0�H�;������  ���T�o�+�ê�”�3���f�`�o�<�Ð���Ú���T�o�+�â�ê
�� �È�Ð���ù�Ö���•

�0�H�;������  ���T�o�+�ã  HTML �H�����^�é
��Ç�Ç�3���f�`�o�<�Ð���ù�Ô�•

�Â�Ò�¿���T�o�+�ê  flash: �H�����^  �*�,�9�S�æ�3���f�`�o�<�Ð���ù�Ô�•

BOOT !c�º���™�ê�” flash: �H�����^  �*�,�9�S�é�Â�Ò�¿�0�H�;������  ���T�o�+�
�0�o�Ô�����Á���•�Ð��
�ù�Ô�•

���T�o�+�,�â�ê�"�¥�<�ã�Ê�¥�<�Ç
™�Î�Ð���ù�Ô�•���T�o�+  �H�����^�ê  tar �»�|�â�­���Ð���ù�Ô�•

�&�Q�f�<  �U�o�<  $�­  EXEC

�&�Q�f�<���g


ö!ª
��é�����<�\���f /allow-feature-upgrade ���J�*�Z�f�

ö!ª�Ô���ã�”!ã�å���H���o�4�V  �.�6�;�
�,�ß���T�o�+�
���f�,
�;�o�^�â�È�ù�Ô9Ô�Ú�ã�Ã�ë�” IP �L�o�,  ���T�o�+�Æ��  IP �(�o�F�,  ���T�o�+�ó�é���6�J�#�_�o�<9Õ �•

	û�2�æ  1 �ß�Õ�ß�é�:���_�"�;�]�
�0�o�Ô���æ�ê�” archive download-sw /directory �&�Q�f�<�

ö!ª�Ò�ù�Ô �•

source-url �`�o���^�ù�Ú�ê�@�6�;�b�o�"  �H�����^  �*�,�9�S!ª�é1M�>�0  URL �����]
���,�•�4�é���J�*�Z�f�Ç�(�P�o�;�Ð���á�¿�ù�Ô�•

• 2 !ß�ü�é�I�o�;�`�o�39Ô BS19Õ�é�t�¥ bs19æ
bs1:

• �`�o���^  �H�\�6�*�X  �H�����^  �*�,�9�S�é�t�¥9æ
flash:

• FTP �é�t�¥9æ
ftp: [[ //username[:password]@location]/directory]/image-name.tar

• HTTP �(�o�C�é�t�¥9æ
http:// [[ username:password]@]{ hostname | 
host-ip}[/ directory]/image-name.tar

• �.� �X��  HTTP �(�o�C�é�t�¥9æ
https://[[ username:password]@]{ hostname | 
host-ip}[/ directory]/image-name.tar

• Remote Copy Protocol9ÔRCP; �]�U�o�;  �&�G�o  �J�`�;�&�^9Õ�é�t�¥9æ
rcp: [[ //username@location]/directory]/image-name.tar

• TFTP �é�t�¥9æ
tftp: [[ //location]/directory]/image-name.tar

image-name.tar  �ê�”�,���6�4�æ�3���f�`�o�<�Ò�”���f�,�;�o�^�Ô���0�H
�;������  ���T�o�+�â�Ô�•

�]�]�o�, ���•�]�ˆ

12.1(19)EA1 �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•

12.2(20)SE http  �Å���î  https � �o�b�o�<�Ç1J
��Ð���ù�Ò�Ú�•

12.2(35)SE allow-feature-upgrade �Å���î  directory  � �o�b�o�<�Ç1J
��Ð���ù�Ò�Ú�•
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archive download-sw
/imageonly ���J�*�Z�f�ê�”�â�=�é���T�o�+�Ç�å4°�ù�Ú�ê'Î�È�µ�Ã�����á�¿���•�'�æ�”�â�=�é���T�o�+
�é  HTML �H�����^�
�å4°�Ò�ù�Ô�• 9ÔHTML �H�����^�é�å�¿9Õ Cisco IOS ���T�o�+�Û�Ì�Ç�3���f�`�o�<�Ð
���ù�Ô�•

/safe �ù�Ú�ê  /leave-old-sw ���J�*�Z�f�
�0�o�Ô���ã�”
 �½�å�H�\�6�*�X  �T�U�]�Ç�å�¿�•�'�æ�ê�Â�Ò�¿��
�T�o�+�é�3���f�`�o�<�Ç-��
���å�¿���Á�æ�Ô���Î�ã�Ç�â�È�ù�Ô�•�0�H�;�������
�w�Ô�Î�ã�æ���Þ�á�H
�\�6�*�X  �T�U�]�é$è�È�ˆ2‚�Ç
�/÷�Ò�”�Â�Ò�¿���T�o�+�Ç�I���È���å�Æ�Þ�Ú�•�'�æ�”���\�o�Ç"’!¢�Ò�ù�Ô�•

/leave-old-sw ���J�*�Z�f�

ö!ª�Ò�”�Â�Ò�¿���T�o�+�
�3���f�`�o�<�Ò�Ú�ã�È�æ���¿���T�o�+�Ç
�� �È
�Ð���å�Æ�Þ�Ú�•�'�” delete  $�­  EXEC �&�Q�f�<�

ö!ª�Ò�á���¿���T�o�+�
�å4°�â�È�ù�Ô�•.f&¦�æ�ß�¿
�á�ê�” �Ÿdelete� 9ÔP.2-1169Õ�

ó�–�Ò�á�Ê�Û�Ð�¿�•

�H�\�6�*�X  �:�C���,�é���T�o�+�
�”�3���f�`�o�<�Ð���Ú���T�o�+�â
�� �È�Ô���æ�ê�” /overwrite ���J
�*�Z�f�

ö!ª�Ò�ù�Ô�•

/overwrite ���J�*�Z�f �å�Ò �â�Î�é�&�Q�f�<�
�0�o�Ô���•�'�”�3���f�`�o�<  ���^�'�]�-�S�ê�”�Â�Ò�¿��
�T�o�+�Ç�”�,���6�4  �H�\�6�*�X  �:�C���,�é���T�o�+�ã�+�Ó�â�ê�å�¿�Î�ã�
#Õ.z�Ò�ù�Ô�•���T�o�+�Ç�+
�Ó�â�½���•�'�ê�”�3���f�`�o�<�ê-��
���ù�Ö���•���T�o�+�Ç!ã�å�Þ�á�¿���•�'�”���¿���T�o�+�ê�å4°�Ð
���”�Â�Ò�¿���T�o�+�Ç�3���f�`�o�<�Ð���ù�Ô�•

�Â�Ò�¿���T�o�+�
�3���f�`�o�<�Ò�Ú�½�ã�â�” reload  $�­  EXEC �&�Q�f�<�
�I
��Ò�á�Â�Ò�¿���T�o�+�é

ö!ª�
4?�Ž�Ô���Æ�”�ù�Ú�ê  archive download-sw �&�Q�f�<�é  /reload ���J�*�Z�f�Æ  /force-reload ���J
�*�Z�f�
�0�o�Ò�á�Ê�Û�Ð�¿�•

/directory  ���J�*�Z�f�

ö!ª�Ô���ã�”���T�o�+�é�:���_�"�;�]�
�0�o�â�È�ù�Ô�•

�� �4�é���â�ê�” 172.20.129.10 �é  TFTP �(�o�C�Æ���Â�Ò�¿���T�o�+�
�3���f�`�o�<�Ò�”�,���6�4�â���T�o
�+�

�� �È�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch# archive download-sw /overwrite tftp://172.20.129.10/test-image.tar  

�4�é���â�ê�” 172.20.129.10 �é  TFTP �(�o�C�Æ���0�H�;������  ���T�o�+�Û�Ì�
�,���6�4�æ�3���f�`�o�<
�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch# archive download-sw /imageonly tftp://172.20.129.10/test-image.tar  

�4�é���â�ê�”�3���f�`�o�<�æ�‘
��Ò�Ú�½�ã�â���¿�0�H�;������  �C�o�+�Z�f�
�;�=�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch# archive download-sw /leave-old-sw tftp://172.20.129.10/test-image.tar  

4P1j�&�Q�f�< �&�Q�f�< .‘�ÿ

archive tar tar �H�����^�

Þ�‘�Ò�” tar �H�����^�é�H�����^�
	û-é-+$��Ò�” tar �H�����^
�Æ���H�����^�
�ý�´�Ò�ù�Ô�•

archive upload-sw �,���6�4�é�â�=�é���T�o�+�
�(�o�C�æ���6�J�`�o�<�Ò�ù�Ô�•

delete �H�\�6�*�X  �T�U�]  �:�C���,�é�H�����^�ù�Ú�ê�:���_�"�;�]�
�å4°�Ò�ù�Ô�•
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archive tar
archive tar
tar �H�����^�é
Þ�‘�” tar �H�����^�]�é�H�����^	û-é-+$��” tar �H�����^�Æ���é�H�����^�ý�´�
�s-��Ô��
�æ�ê�” archive tar  $�­  EXEC �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

archive tar { /create destination-url flash:/file-url} | { /table source-url} | { /xtract 
source-url flash:/file-url [dir/file...]}

�t�¥�é.‘�ÿ /create destination-url 
flash:/file-url

�`�o���^�ù�Ú�ê�@�6�;�b�o�"  �H�����^  �*�,�9�S�æ�Â�Ò�¿  tar �H�����^�


Þ�‘�Ò�ù�Ô�•

destination-url �æ�ê�”�`�o���^�ù�Ú�ê�@�6�;�b�o�"  �H�����^  �*�,�9�S�é
�p�5  URL �����]���,�Å���î
Þ�‘�Ô��  tar �H�����^�é�,�è�
�0�o�Ò�ù�Ô�•
�4�é���J�*�Z�f�Ç�(�P�o�;�Ð���á�¿�ù�Ô�•

• �`�o���^  �H�\�6�*�X  �H�����^  �*�,�9�S�é�t�¥9æ
flash:

• FTP �é�t�¥9æ
ftp: [[ //username[:password]@location]/directory]/tar-filename.tar

• HTTP �(�o�C�é�t�¥9æ
http:// [[ username:password]@]{ hostname | 
host-ip}[/ directory]/image-name.tar

• �.� �X��  HTTP �(�o�C�é�t�¥9æ
https://[[ username:password]@]{ hostname | 
host-ip}[/ directory]/image-name.tar

• RCP �é�t�¥9æ
rcp: [[ //username@location]/directory]/tar-filename.tar

• TFTP �é�t�¥9æ
tftp: [[ //location]/directory]/tar-filename.tar

tar-filename.tar  �ê�”
Þ�‘�Ô��  tar �H�����^�â�Ô�•

flash:/file-url �æ�ê�”�Â�Ò�¿  tar �H�����^�Ç
Þ�‘�Ð�����`�o���^  �H�\�6
�*�X  �H�����^  �*�,�9�S�é�•�²�
�0�o�Ò�ù�Ô�•

1M�>�0�:���_�"�;�]�]�é�H�����^�ù�Ú�ê�:���_�"�;�]�é���J�*�Z�f�é�]
�,�;�
�0�o�Ò�á�”�Â�Ò�¿  tar �H�����^�æ� �È1��û�Î�ã�Ç�â�È�ù�Ô�•
×�ý
�0�o�Ò�å�¿�ã�”�Î�é�_�L�^�é�Ô�ô�á�é�H�����^�Å���î�:���_�"�;�]�Ç�”
�Â�Ò�Ê
Þ�‘�Ð���Ú  tar �H�����^�æ� �È1��ù���ù�Ô�•
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archive tar
�:�H���^�; �:�H���^�;.3�o�ê�½���ù�Ö���•

/table source-url �â�=�é  tar �H�����^�é�]�ˆ�
!¹5Y�æ-+$��Ò�ù�Ô�•

source-url �æ�ê�”�`�o���^�ù�Ú�ê�@�6�;�b�o�"  �H�����^  �*�,�9�S�é1M�>
�0  URL �����]���,�
�0�o�Ò�ù�Ô�•�4�é���J�*�Z�f�Ç�(�P�o�;�Ð���á�¿
�ù�Ô�•

• �`�o���^  �H�\�6�*�X  �H�����^  �*�,�9�S�é�t�¥9æ
flash: 

• FTP �é�t�¥9æ
ftp: [[ //username[:password]@location]/directory]/tar-filename.tar

• HTTP �(�o�C�é�t�¥9æ
http:// [[ username:password]@]{ hostname | 
host-ip}[/ directory]/image-name.tar

• �.� �X��  HTTP �(�o�C�é�t�¥9æ
https://[[ username:password]@]{ hostname | 
host-ip}[/ directory]/image-name.tar

• RCP �é�t�¥9æ
rcp: [[ //username@location]/directory]/tar-filename.tar

• TFTP �é�t�¥9æ
tftp: [[ //location]/directory]/tar-filename.tar

tar-filename.tar  �ê�”-+$��Ô��  tar �H�����^�â�Ô�•

/xtract source-url 
flash:/file-url [dir/file...]

tar �H�����^�Æ���`�o���^  �H�����^  �*�,�9�S�æ�H�����^�
�ý�´�Ò�ù�Ô�•

source-url �æ�ê�”�`�o���^  �H�����^  �*�,�9�S�é 1M�>�0 URL �����]���,
�
�0�o�Ò�ù�Ô�•�4�é���J�*�Z�f�Ç�(�P�o�;�Ð���á�¿�ù�Ô�•

• �`�o���^  �H�\�6�*�X  �H�����^  �*�,�9�S�é�t�¥9æ
flash: 

• FTP �é�t�¥9æ
ftp: [[ //username[:password]@location]/directory]/tar-filename.tar

• HTTP �(�o�C�é�t�¥9æ
http:// [[ username:password]@]{ hostname | 
host-ip}[/ directory]/image-name.tar

• �.� �X��  HTTP �(�o�C�é�t�¥9æ
https://[[ username:password]@]{ hostname | 
host-ip}[/ directory]/image-name.tar

• RCP �é�t�¥9æ
rcp: [[ //username@location]/directory]/tar-filename.tar

• TFTP �é�t�¥9æ
tftp: [[ //location]/directory]/tar-filename.tar

tar-filename.tar  �ê�”�ý�´�Ç-��
����  tar �H�����^�â�Ô�•

flash:/file-url [dir/file...] �æ�ê�” tar �H�����^�Ç�ý�´�Ð�����`�o���^  �H
�\�6�*�X  �H�����^  �*�,�9�S�é�•�²�
�0�o�Ò�ù�Ô�• dir/file... ���J�*�Z�f
�

ö!ª�Ò�á�” tar �H�����^�]�Æ���ý�´�Ô���H�����^�ù�Ú�ê�:���_�"�;�]
�é���J�*�Z�f  �]�,�;�
�0�o�Ò�ù�Ô�•
×�ý�0�o�Ð���å�¿�ã�”�Ô�ô�á�é�H��
���^�ã�:���_�"�;�]�Ç�ý�´�Ð���ù�Ô�•
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archive tar
�&�Q�f�<  �U�o�<  $�­  EXEC

�&�Q�f�<���g


ö!ª
��é�����<�\���f �H�����^�,�Å���î�:���_�"�;�]�,�ê�”�"�¥�<�ã�Ê�¥�<�

™�Î�Ò�ù�Ô�•

���T�o�+�,�â�ê�”�"�¥�<�ã�Ê�¥�<�Ç
™�Î�Ð���ù�Ô�•

�� �4�é���â�ê�” tar �H�����^�

Þ�‘�Ô���Ç�:�
$��Ò�ù�Ô�•�Î�é�&�Q�f�<�ê�`�o���^  �H�\�6�*�X  �:�C���,�é  
new-configs �:���_�"�;�]�é�]�ˆ�
�” 172.20.10.30 �é  TFTP �(�o�C�é  saved.tar �ã�¿�Á�,�è�é�H�����^
�æ� �È1��ú�ù�Ô�•

Switch# archive tar /create tftp:172.20.10.30/saved.tar flash:/new_configs

�4�é���â�ê�”�H�\�6�*�X  �T�U�]�]�æ�½���H�����^�é�]�ˆ�
-+$��Ô���Ç�:�
$��Ò�ù�Ô�• tar �H�����^�é�]
�ˆ�Ç!¹5Y�æ-+$��Ð���ù�Ô�•

Switch# archive tar /table flash:c3560 -ipservices-12-25.SEB.tar
info (219 bytes)

c3560 -ipservices-mz.12-25.SEB / (directory)
c3560 -ipservices-mz.12-25.SEB  (610856 bytes)
c3560 -ipservices-mz.12-25.SEB /info (219 bytes)
info.ver (219 bytes)

�4�æ�” /html �:���_�"�;�]�Å���î�Ø�é�]�ˆ�é�ú�
-+$��Ô�����
$��Ò�ù�Ô�•

flash:c3560 -ipservices-12-25.SEB.tar c3560ipservices-12-25/html
c3560 -ipservices-mz.12-25.SEB /html/ (directory)
c3560 -ipservices-mz.12-25.SEB /html/const.htm (556 bytes)
c3560 -ipservices-mz.12-25.SEB /html/xhome.htm (9373 bytes)
c3560 -ipservices-mz.12-25.SEB /html/menu.css (1654 bytes)
<output truncated>

�4�æ�” 172.20.10.30 �æ�½��  TFTP �(�o�C
��é  tar �H�����^�é�]�ˆ�
�ý�´�Ô�����
$��Ò�ù�Ô�•�Î�é�&�Q�f
�<�ê�” new-configs �:���_�"�;�]�Û�Ì�
�”�`�o���^  �H�\�6�*�X  �H�����^  �*�,�9�S�é�^�o�;9Ô root9Õ�:��
�_�"�;�]�æ�ý�´�Ò�ù�Ô�• saved.tar �H�����^�é�w���é�H�����^�ê�u-Þ�Ð���ù�Ô�•

Switch# archive tar /xtract tftp://172.20.10.30/saved.tar flash:/new-configs

4P1j�&�Q�f�<

�]�]�o�, ���•�]�ˆ

12.1(19)EA1 �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•

�&�Q�f�< .‘�ÿ
archive download-sw TFTP �(�o�C�Æ���,���6�4�æ�Â�Ò�¿���T�o�+�
�3���f�`�o�<�Ò�ù�Ô�•

archive upload-sw �,���6�4�é�â�=�é���T�o�+�
�(�o�C�æ���6�J�`�o�<�Ò�ù�Ô�•
2-13
Catalyst 3560 �,���6�4  �&�Q�f�<  �]�H���_�f�,

OL-8554-08-J



 

%Y 2 %(      Catalyst 3560 �,���6�4  Cisco IOS �&�Q�f�<
archive upload-sw
archive upload-sw
�,���6�4�é�â�=�é���T�o�+�
�(�o�C�æ���6�J�`�o�<�Ô���æ�ê�” archive upload-sw  $�­  EXEC �&�Q�f�<
�

ö!ª�Ò�ù�Ô�•

archive upload-sw [/version version_string] destination-url

�t�¥�é.‘�ÿ

�:�H���^�; flash: �H�����^  �*�,�9�S�Æ�� û�÷$¿
G
��é���T�o�+�
���6�J�`�o�<�Ò�ù�Ô�•

�&�Q�f�<  �U�o�<  $�­  EXEC

�&�Q�f�<���g


ö!ª
��é�����<�\���f &µ�ú1��ú�:�C���,  �Q�@�o�+�V�æ4P1j
ƒ�Ì�����á�¿��  HTML �H�����^�Ç�â�=�é���T�o�+�ã�ã�ý�æ���f�,
�;�o�^�Ð���á�¿���•�'�æ�Û�Ì�”���6�J�`�o�<�Ï(»�

ö!ª�Ò�ù�Ô�•

�H�����^�ê�” Cisco IOS ���T�o�+�” HTML �H�����^�” info �é5Å�æ���6�J�`�o�<�Ð���ù�Ô�•�Î�����é�H��
���^�Ç���6�J�`�o�<�Ð�����ã�”�0�H�;�������ê  tar �H�����^�

Þ�‘�Ò�ù�Ô�•

���T�o�+�,�â�ê�”�"�¥�<�ã�Ê�¥�<�Ç
™�Î�Ð���ù�Ô�•

/version version_string 9Ô
›�ç9Õ���6�J�`�o�<�Ô�����T�o�+�é $�o�C�o�+�Z�f�¥�<�É�
�0�o�Ò�ù�Ô�•

destination-url �`�o���^�ù�Ú�ê�@�6�;�b�o�"  �H�����^  �*�,�9�S�é�p�5  URL �����]���,�â
�Ô�•�4�é���J�*�Z�f�Ç�(�P�o�;�Ð���á�¿�ù�Ô�•

• �`�o���^  �H�\�6�*�X  �H�����^  �*�,�9�S�é�t�¥9æ
flash:

• FTP �é�t�¥9æ 
ftp: [[ //username[:password]@location]/directory]/image-name.tar

• HTTP �(�o�C�é�t�¥9æ
http:// [[ username:password]@]{ hostname | 
host-ip}[/ directory]/image-name.tar

• �.� �X��  HTTP �(�o�C�é�t�¥9æ
https://[[ username:password]@]{ hostname | 
host-ip}[/ directory]/image-name.tar

• Secure Copy Protocol (SCP) �é�t�¥9æ
scp:[[ //username@location]/directory]/image-name.tar

• �]�U�o�;  �&�G�o  �J�`�;�&�^9Ô RCP9Õ�é�t�¥9æ 
rcp: [[ //username@location]/directory]/image-name.tar

• TFTP �é�t�¥  9æ
tftp: [[ //location]/directory]/image-name.tar

image-name.tar  �ê�”�(�o�C�æ�;�=�Ô���0�H�;������  ���T�o�+�é�,�è�â�Ô�•

�]�]�o�, ���•�]�ˆ

12.1(19)EA1 �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•
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archive upload-sw
�� �4�é���â�ê�” û�÷�s-�
��é���T�o�+�
�” 172.20.140.2 �é  TFTP �(�o�C�ó���6�J�`�o�<�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch# archive upload-sw tftp://172.20.140.2/test-image.tar  

4P1j�&�Q�f�< �&�Q�f�< .‘�ÿ

archive download-sw �Â�Ò�¿���T�o�+�
�,���6�4�æ�3���f�`�o�<�Ò�ù�Ô�•

archive tar tar �H�����^�

Þ�‘�Ò�” tar �H�����^�é�H�����^�
	û-é-+$��Ò�” tar �H�����^
�Æ���H�����^�
�ý�´�Ò�ù�Ô�•
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%Y 2 %(      Catalyst 3560 �,���6�4  Cisco IOS �&�Q�f�<
arp access-list
arp access-list
Address Resolution Protocol9ÔARP; ���<�_�,.��ÿ�J�`�;�&�^9Õ���"�.�,  �&�f�;�`�o�^  �]�,�;9Ô ACL9Õ
�
�o'õ�Ô���•�'�”�ù�Ú�ê
•�è�æ�o'õ�Ò�Ú�]�,�;�é�Ã�è�æ�&�Q�f�<�
1J
��Ô���•�'�ê�” arp access-list �#
�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•�0�o�Ð���Ú  ARP ���"�.�,  �]�,�;�
�å4°�Ô
���æ�ê�”�Î�é�&�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

arp access-list acl-name

no arp access-list acl-name

�t�¥�é.‘�ÿ

�:�H���^�; ARP ���"�.�,  �]�,�;�ê�o'õ�Ð���á�¿�ù�Ö���•

�&�Q�f�<  �U�o�< �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g


ö!ª
��é�����<�\���f arp access-list �&�Q�f�<�
�I
��Ô���ã�” ARP ���"�.�,  �]�,�;  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�æ�I���”
�4�é�&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�Ç
ö!ª��(»�æ�å���ù�Ô�•

• default9æ�&�Q�f�<�
�:�H���^�;.3�o�æ�¯�Ò�ù�Ô�•

• deny9æ�D�$�6�;�
���8�Ô�����Á�æ�0�o�Ò�ù�Ô�•.f&¦�æ�ß�¿�á�ê�” �Ÿdeny9ÔARP ���"�.�,  �]�,�;  �&
�f�H���!�X�_�o�*�Z�f9Õ � 9ÔP.2-1179Õ�

ó�–�Ò�á�Ê�Û�Ð�¿�•

• exit9æARP ���"�.�,  �]�,�;  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�
&³
L�Ò�ù�Ô�•

• no9æ�&�Q�f�<�
�u
2�æ�Ô���Æ�”�ù�Ú�ê�:�H���^�;.3�o�æ�¯�Ò�ù�Ô�•

• permit 9æ�D�$�6�;�
0©1M�Ô�����Á�æ�0�o�Ò�ù�Ô�•.f&¦�æ�ß�¿�á�ê�” �Ÿpermit9ÔARP ���"�.�,  �]�,
�;  �&�f�H���!�X�_�o�*�Z�f9Õ � 9ÔP.2-3939Õ�

ó�–�Ò�á�Ê�Û�Ð�¿�•

�0�o�Ð���Ú	û)L�æ
™�æ�n�à�¿�á  ARP �D�$�6�;�
0©1M�ù�Ú�ê�<�`�6�J�Ô���æ�ê�” permit  �ù�Ú�ê  deny ��
�"�.�,  �]�,�;  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

ARP ACL �Ç�o'õ�Ð�����ã�” ip arp inspection filter vlan  �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f
�<�

ö!ª�Ò�á  VLAN �æ ARP ACL �
1¡!ª�â�È�ù�Ô�• IP/MAC ���<�_�,  �C���f�:���f�#�Û�Ì�
�=�û  ARP 
�D�$�6�;�Ç  ACL �ã�§0»�Ð���ù�Ô�•�Ø��
•���é�Ô�ô�á�é�D�$�6�;  �2���J�ê�”��.=�Ð���Õ�æ�”�I
�  
VLAN �]�â�I�]�6�+�f�#�Ð���ù�Ô�• ACL �Ç�D�$�6�;�
.5���Ô���ã�”�,���6�4�Ç�D�$�6�;�
0©1M�Ò�ù
�Ô�•�ÿ$�"›���8�,�9�o�;�T�f�;�æ���Þ�á  ACL �Ç�D�$�6�;�
���8�Ô���ã�”�,���6�4�Ç�D�$�6�;�
�<�`�6
�J�Ò�ù�Ô�•�g9)���8�,�9�o�;�T�f�;�æ���Þ�á  ACL �Ç�D�$�6�;�
���8�Ô���ã�”�,���6�4�ê�D�$�6�;�
  
DHCP �C���f�:���f�#�é�]�,�;�ã�§0»�Ò�ù�Ô�•�Ú�Û�Ò�” ACL �Ç�,�2�9���6�" 9Ô�D�$�6�;�Ç�C���f�:��
�f�#�ã�§0»�Ð���å�¿9Õ�â�½���•�'�
4°�È�ù�Ô�•

acl-name ACL �é�,�è

�]�]�o�, ���•�]�ˆ

12.2(20)SE �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•
2-16
Catalyst 3560 �,���6�4  �&�Q�f�<  �]�H���_�f�,

OL-8554-08-J
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arp access-list
�� �4�é���â�ê�” ARP ���"�.�,  �]�,�;�
�o'õ�Ò�” IP ���<�_�,�Ç  1.1.1.1 �â  MAC ���<�_�,�Ç  
0000.0000.abcd �é�N�,�;�Æ���é  ARP -Ð�Þ�ã  ARP ��%u�é
��Ç�
.5���Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config)# arp access-list static-hosts
Switch(config-arp-nacl)# permit ip host 1.1.1.1 mac host 00001.0000.abcd
Switch(config-arp-nacl)# end

.3�o�
#Õ.z�Ô���æ�ê�” show arp access-list  $�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

4P1j�&�Q�f�< �&�Q�f�< .‘�ÿ

deny9ÔARP ���"�.�,  
�]�,�;  �&�f�H���!�X
�_�o�*�Z�f9Õ

DHCP �C���f�:���f�#�ã�é�§0»�æ����	û)L�æ�n�à�¿�á  ARP �D�$�6�;�
���8
�Ò�ù�Ô�•

ip arp inspection filter 
vlan

�,�2�9���6�"  IP ���<�_�,�â.3�o�Ð���Ú�N�,�;�Æ���é  ARP -Ð�Þ�Å���î��%u
�
.5���Ò�ù�Ô�•

permit9ÔARP ���"�.�,  
�]�,�;  �&�f�H���!�X
�_�o�*�Z�f9Õ

DHCP �C���f�:���f�#�ã�é�§0»�æ����	û)L�æ�n�à�¿�á  ARP �D�$�6�;�
.5��
�Ò�ù�Ô�•

show arp access-list ARP ���"�.�,  �]�,�;�æ4P�Ô��.f&¦�
-+$��Ò�ù�Ô�•
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authentication command bounce-port ignore
authentication command bounce-port ignore
�,���6�4  �,�2�6�"
��ù�Ú�ê�,�2�f�<���`�f  �,���6�4
��â  authentication command bounce-port 
ignore �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ô���ã�”�,���6�4�Ç	û�("›�æ�P�o�;�
�:��
�.�o�I�^�æ�Ô���&�Q�f�<�
�u-Þ�Ô�����Á�æ�â�È�ù�Ô�•�:�H���^�;  �,�9�o�2�,�æ�¯�Ô�æ�ê�”�Î�é�&�Q�f
�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

authentication command bounce-port ignore

no authentication command bounce-port ignore

�t�¥�é.‘�ÿ �Î�é�&�Q�f�<�æ�ê�”�•�™�ù�Ú�ê� �o�b�o�<�ê�½���ù�Ö���•

�:�H���^�; �Î�é�,���6�4�ê�” RADIUS Change of Authorization9ÔCoA9Õ�é bounce port �&�Q�f�<�
���Ì
ƒ�Ì�ù�Ô�•

�&�Q�f�<  �U�o�< �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g


ö!ª
��é�����<�\���f CoA �é  bounce port �&�Q�f�<�ê�”�]�f�"  �H�\�6�G�f�#�
"’!¢�Ð�Ö�ù�Ô�Ç�”�Î���æ�����N�,�;�Æ���é  
DHCP �é�c�@�'�*���o�*�Z�f�Ç�;�]���o�Ð���ù�Ô�•�Î���ê�”���f�<�P���f�;�Ç���•�
���´�Ô���(�J�]
���f�;�
�,�Ú�å�¿�:�C���,9Ô�J�]�f�2�å�ä9Õ�â�½�Þ�á�” VLAN ���•�Ò�Ú�•�'�æ�"�Ñ�â�Ô�• bounce port 
�&�Q�f�<�
�u-Þ�Ô�����Á�æ�,���6�4�
.3�o�Ô���é�æ�”�Î�é�&�Q�f�<�

ö!ª�Ò�ù�Ô�•

�� �4�é���â�ê�”�,���6�4�æ  CoA �é  bounce port �&�Q�f�<�
�u-Þ�Ô�����Á�æ�0$��Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config)# authentication command bounce-port ignore

4P1j�&�Q�f�<

�]�]�o�, ���•�]�ˆ

12.2(52)SE �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•

�&�Q�f�<  .‘�ÿ

authentication command 
disable-port ignore

CoA �é  disable port �&�Q�f�<�
�u-Þ�Ô�����Á�æ�,���6�4�
.3�o�Ò�ù
�Ô�•
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%Y 2 %(      Catalyst 3560 �,���6�4  Cisco IOS �&�Q�f�<
authentication command disable-port ignore
authentication command disable-port ignore
�,���6�4  �,�2�6�"
��ù�Ú�ê�,�2�f�<���`�f  �,���6�4
��â  authentication command disable-port 
ignore �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ô���ã�”�,���6�4�Ç�P�o�;�
�:���.�o�I�^
�æ�Ô���&�Q�f�<�
�u-Þ�Ô�����Á�æ�â�È�ù�Ô�•�:�H���^�;  �,�9�o�2�,�æ�¯�Ô�æ�ê�”�Î�é�&�Q�f�<�é  no �»
�|�

ö!ª�Ò�ù�Ô�•

authentication command disable-port ignore

no authentication command disable-port ignore

�t�¥�é.‘�ÿ �Î�é�&�Q�f�<�æ�ê�”�•�™�ù�Ú�ê� �o�b�o�<�ê�½���ù�Ö���•

�:�H���^�; �Î�é�,���6�4�ê�” RADIUS Change of Authorization9ÔCoA9Õ�é disable port �&�Q�f�<�
���Ì
ƒ�Ì�ù�Ô�•

�&�Q�f�<  �U�o�< �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g


ö!ª
��é�����<�\���f CoA �é  disable port �&�Q�f�<�ê�”�.�6�*�Z�f�
�N�,�;�Ò�á�¿���P�o�;�
%¤!��é�Ú�ü�æ�*�V�6�;�3���f
�Ò�ù�Ô�•�Î���æ�����”�.�6�*�Z�f�ê&³
L�Ò�ù�Ô�•�Î�é�&�Q�f�<�
�u-Þ�Ô�����Á�æ�,���6�4�
.3�o�Ô���é
�æ�”�Î�é�&�Q�f�<�

ö!ª�Ò�ù�Ô�•

�� �4�é���â�ê�”�,���6�4�æ  CoA �é  disable port �&�Q�f�<�
�u-Þ�Ô�����Á�æ�0$��Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config)# authentication command disable-port ignore

4P1j�&�Q�f�<

�]�]�o�, ���•�]�ˆ

12.2(52)SE �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•

�&�Q�f�<  .‘�ÿ

authentication command 
bounce-port ignore

CoA �é  bounce port �&�Q�f�<�
�u-Þ�Ô�����Á�æ�,���6�4�
.3�o�Ò�ù
�Ô�•
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authentication control-direction
authentication control-direction
�P�o�;  �U�o�<�

±	û�Ç�0�ù�Ú�ê
ú�Ç�0�ã�Ò�á.3�o�Ô���æ�ê�” authentication control-direction ���f
�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•�:�H���^�;.3�o�æ�¯�Ô�æ�ê�”�Î�é�&�Q
�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

authentication control-direction {both | in}

no authentication control-direction

�t�¥�é.‘�ÿ

�:�H���^�; �P�o�;�ê
ú�Ç�0�U�o�<�æ.3�o�Ð���á�¿�ù�Ô�•

�&�Q�f�<  �U�o�< ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g


ö!ª
��é�����<�\���f �:�H���^�;.3�o9Ô
ú�Ç�0�U�o�<9Õ�æ�¯�Ô�æ�ê�”�Î�é�&�Q�f�<�é  both � �o�b�o�<�ù�Ú�ê  no �»�|�

ö!ª
�Ò�ù�Ô�•

�� �4�é���â�ê�”
ú�Ç�0�U�o�<�
���@�o�I�^�æ�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config-if)# authentication control-direction both

�4�é���â�ê�”
±	û�Ç�0�U�o�<�
���@�o�I�^�æ�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config-if)# authentication control-direction in

.3�o�
#Õ.z�Ô���æ�ê�” show authentication  $�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

4P1j�&�Q�f�<

both �P�o�;�é
ú�Ç�0�Ù�î�
���@�o�I�^�æ�Ò�ù�Ô�•�P�o�;�ê�”�N�,�;�æ�D�$�6�;�
1M
���>�â�È�ù�Ö���•

in �P�o�;�é
±	û�Ç�0�Ù�î�
���@�o�I�^�æ�Ò�ù�Ô�•�P�o�;�ê�”�N�,�;�æ�D�$�6�;�

1M�>�â�È�ù�Ô�Ç�”���>�ê�â�È�ù�Ö���•

�]�]�o�, ���•�]�ˆ

12.2(50)SE �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•

�&�Q�f�< .‘�ÿ

authentication event  $�o�é.z.=���L�f�;�é���"�*�Z�f�
.3�o�Ò�ù�Ô�•

authentication 
fallback

IEEE 802.1x .z.=�
�(�P�o�;�Ò�å�¿�"�\�����f�;!ª�é�H���o�^�C�6�"  �T��
�>�-�S�ã�Ò�á  Web .z.=�

ö!ª�Ô�����Á�P�o�;�
.3�o�Ò�ù�Ô�•

authentication 
host-mode

�P�o�;�é.z.=�Q�@�o�+�V  �U�o�<�
.3�o�Ò�ù�Ô�•

authentication open �P�o�;�é���o�J�f  ���"�.�,�
���@�o�I�^�ù�Ú�ê�:���.�o�I�^�æ�Ò�ù�Ô�•
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authentication control-direction
authentication order �P�o�;�â
ö!ª�Ô��.z.=�Ç�|�é5Å�(�
.3�o�Ò�ù�Ô�•

authentication 
periodic

�P�o�;�é�c.z.=�
���@�o�I�^�ù�Ú�ê�:���.�o�I�^�æ�Ò�ù�Ô�•

authentication 
port-control

�P�o�;�é.5���,�9�o�;�é�»
G�Ù�î�
���@�o�I�^�æ�Ò�ù�Ô�•

authentication priority .z.=�Ç�|�
�P�o�;  �J�\�����]�9��  �]�,�;�æ1J
��Ò�ù�Ô�•

authentication timer 802.1x �»���P�o�;�é�2���S�����;�ã�c.z.=�é�D�\�T�o�2�
.3�o�Ò�ù�Ô�•

authentication 
violation

�Â�Ò�¿�:�C���,�Ç�P�o�;�æ�’&ï�Ð���Ú�•�'�”�ù�Ú�ê�Ô�â�æ�¨�"�™�é�:�C��
�,�Ç�’&ï�Ð���á�¿���P�o�;�æ�Â�Ò�¿�:�C���,�Ç�’&ï�Ð���Ú�•�'�æ"’!¢�Ô��
1‘
û�U�o�<�
.3�o�Ò�ù�Ô�•

show authentication �,���6�4�é.5���Q�@�o�+�V  ���L�f�;�æ4P�Ô���±�Ž�
-+$��Ò�ù�Ô�•

�&�Q�f�< .‘�ÿ
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authentication event
authentication event
�P�o�;�é $�o�é.z.=���L�f�;�æ�»�Ô�����"�*�Z�f�
.3�o�Ô���æ�ê�” authentication event ���f�2�o�H��
���,  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

authentication event { fail [action [authorize vlan vlan-id | next-method] {| retry { retry 
count}]}  { no-response action authorize vlan vlan-id} { server {alive action 
reinitialize } | { dead action [authorize | reinitialize  vlan vlan-id]}}  

no authentication event { fail [action [authorize vlan vlan-id | next-method] {|  retry  
{ retry count}]} { no-response action authorize vlan vlan-id} { server { alive action 
reinitialize } | { dead action [authorize | reinitialize  vlan vlan-id]}}  

�t�¥�é.‘�ÿ

�:�H���^�; �P�o�;�æ�ê���L�f�;��%u�Ç.3�o�Ð���ù�Ö���•

�&�Q�f�<  �U�o�< ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g

action .z.=���L�f�;�æ��-Ð�å���"�*�Z�f�
.3�o�Ò�ù�Ô�•

alive .z.=�”.5���”�������f�9���f�#9Ô AAA 9Õ�(�o�C  ���\���I  ���"�*�Z�f�
.3
�o�Ò�ù�Ô�•

authorize �P�o�;�
.5���Ò�ù�Ô�•

dead AAA �(�o�C  �:�6�<  ���"�*�Z�f�
.3�o�Ò�ù�Ô�•

fail .z.=�,�Œ�D�\�T�o�2�
.3�o�Ò�ù�Ô�•

next-method �4�é.z.=�Ç�|�æ$–
G�Ò�ù�Ô�•

no-response ��%u�é�å�¿�N�,�;  ���"�*�Z�f�
.3�o�Ò�ù�Ô�•

reinitialize �Ô�ô�á�é.5���"�\�����f�;�
�c�Ë�¼
{�Ò�ù�Ô�•

retry .z.=�,�Œ�ß�é�c.\-��
���@�o�I�^�æ�Ò�ù�Ô�•

retry count 0 :*  5 �é�c.\-��Á�™�•

server AAA �(�o�C  ���L�f�;�é���"�*�Z�f�
.3�o�Ò�ù�Ô�•

vlan 1 :*  4094 �é%¸�Ð�â.z.=�,�Œ  VLAN �
�0�o�Ò�ù�Ô�•

vlan-id 1 :*  4094 �é  VLAN ID !ß� �•

�]�]�o�, ���•�]�ˆ

12.2(50)SE �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•

12.2(52)SE reinitialize  � �o�b�o�<�Ç1J
��Ð���ù�Ò�Ú�•
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ö!ª
��é�����<�\���f  $�o�é���"�*�Z�f�é�,���6�4��%u�
.3�o�Ô���æ�ê�”�Î�é�&�Q�f�<�æ  fail �” no-response�” event �é�¿�Õ
���Æ�é� �o�b�o�<�
�0�o�Ò�ù�Ô�•

�(�o�C  �:�6�<  ���L�f�;�é�•�'�ê�”�4�é���Á�æ�å���ù�Ô�•

• �,���6�4�Ç  critical-authentication �,�9�o�;�æ$–-��Ô���ã�”.z.=�
�s�É�Ò���Á�ã�Ò�á�¿���Â�Ò�¿�N
�,�;�Ç  critical-authentication VLAN9Ô�"�]�9�����^  VLAN9Õ�æ$–-��Ò�ù�Ô�•�Î���ê�”�P�o�;�Ç�*�f
�#�^  �N�,�;�”�Q�^�4  �N�,�;�”-„�™.z.=�” MDA �é�¿�Õ���é�U�o�<�é�•�'�æ�ý1¡!ª�Ð���ù�Ô�•.z.=
�Ð���Ú�N�,�;�ê.z.=�Ð���Ú  VLAN �æ�w���”�c.z.=�2���Q�o�ê�:���.�o�I�^�æ�å���ù�Ô�•

• �"�\�����f�;�â  Windows XP �Ç$¿
G�Ò�”�"�\�����f�;�é�’&ï�5�é�"�]�9�����^  �P�o�;�Ç  
critical-authentication �,�9�o�;�â�½���•�'�” Windows XP �ê���f�2�o�H�����,�Ç.z.=�Ð���á�¿�å�¿
�Î�ã�
�Ž�T�Ò�ù�Ô�•

Windows XP �"�\�����f�;�Ç  DHCP �æ�»���Ò�” DHCP �(�o�C�Æ���é  IP ���<�_�,�
�;�,�Ò�á�¿���•
�'�”�"�]�9�����^  �P�o�;�â  EAP .z.=�‘
��T�6�.�o�+�
���>�Ò�á�ý�” DHCP .3�o�J�`�.�,�ê�c�Ë�¼

{�Ð���ù�Ö���•

��%u�é�å�¿ ���L�f�;�é�•�'�ê�”�4�é���Á�æ�å���ù�Ô�•

• IEEE 802.1x �P�o�;�â�%�,�;  VLAN �
���@�o�I�^�æ�Ò�Ú�•�'�”.z.=�(�o�C�Ç  Extensible 
Authentication Protocol over LAN9ÔEAPOL9ÕRequest/Identity �H�_�o�S�æ�»�Ô����%u�
���>�Ò�å
�¿�Æ�”�ù�Ú�ê  EAPOL �D�$�6�;�Ç�"�\�����f�;�Æ��1M�>�Ð���å�¿�ã�”�,���6�4�ê�"�\�����f�;�
�%
�,�;  VLAN �æ
����°�á�ù�Ô�•

• �,���6�4�â�ê�” EAPOL �D�$�6�;���g�Ç&ý�,�Ð���ù�Ô�•�]�f�"�é�=&ï
��æ�P�o�;�â�Î�é  EAPOL �D
�$�6�;�Ç���´�Ð�����ã�”�%�,�;  VLAN �é�Ï(»�Ç�:���.�o�I�^�æ�å���ù�Ô�•�P�o�;�Ç�Ô�â�æ�%�,�;  
VLAN �,�9�o�;�æ�½���•�'�”�P�o�;�ê�u.5���,�9�o�;�æ�¯���”.z.=�Ç�c4?�Ð���ù�Ô�• EAPOL ���g
�ê�–
ð�Ð���ù�Ô�•

• �,���6�4  �P�o�;�Ç�%�,�;  VLAN 9Ô�Q�^�4�N�,�;  �U�o�<9Õ�æ$–-��Ô���ã�”-„�™�é  IEEE 802.1x 5V�»
���"�\�����f�;�Ç���"�.�,�
.5���Ð���ù�Ô�• IEEE 802.1x �»���"�\�����f�;�Ç�”�%�,�;  VLAN �

.3�o�Ò�á�¿���P�o�;�ã�+�Ó�P�o�;�æ
��I�Ô���ã�”�P�o�;�ê  RADIUS .3�o  VLAN �ù�Ú�ê�Y�o�).3�o
���"�.�,  VLAN �â�ê�u.5���,�9�o�;�æ$–-��Ò�”.z.=�Ç�c4?�Ð���ù�Ô�•

Remote Switched Port Analyzer9ÔRSPAN; �]�U�o�;  �,���6�4�<  �P�o�;  ���=�\���)9Õ VLAN �”�J�\
���Q�]  �J�\���L�o�;  VLAN �”�ù�Ú�ê5¸�ÿ  VLAN 
•���é���"�9���I�å�Ô�ô�á�é  VLAN �ê�” IEEE 
802.1x �é�%�,�;  VLAN �ã�Ò�á.3�o�â�È�ù�Ô�•�%�,�;  VLAN �Ï(»�ê�”���"�.�,  �P�o�;�â�Û�Ì�(
�P�o�;�Ð���ù�Ô�•�]1ñ  VLAN 9Ô�^�o�9�6�<  �P�o�;9Õ�ã�;�\�f�"  �P�o�;�â�ê�(�P�o�;�Ð���ù�Ö���•

• MAC .z.=�C���D�,�ê  IEEE 802.1x �P�o�;�â���@�o�I�^�é�•�'�”�,���6�4�ê�” EAPOL �T�6�.�o�+

d�µ�
�Ù�Ï�Ò�á�¿��4F�æ  IEEE 802.1x .z.=�Ç�¼4¢�¾���æ�å���ã�”�"�\�����f�;�é  MAC ���<�_�,�æ
�n�à�¿�á�"�\�����f�;�
.5���â�È�ù�Ô�•�,���6�4�ê�” IEEE 802.1x �P�o�;
��é�"�\�����f�;�
���´
�Ò�Ú�½�ã�â�”�"�\�����f�;�Æ���é���o�(�@�6�;  �D�$�6�;�
�Ù�Ï�Ò�ù�Ô�•�,���6�4�ê�” MAC ���<�_
�,�æ�n�à�¿�Ú�Y�o�)�,�Å���î�D�,�b�o�<�
�,�ß  RADIUS-access/request �H�_�o�S�
.z.=�(�o�C�æ
1M�>�Ò�ù�Ô�•

– .z.=�æ�‘
��Ô���ã�”�,���6�4�ê�"�\�����f�;�æ�@�6�;�b�o�"�ó�é���"�.�,�
.5���Ò�ù�Ô�•

– .z.=�æ�,�Œ�Ô���ã�”�,���6�4�ê�P�o�;�æ�%�,�;  VLAN �

����°�á�ù�Ô9Ô�0�o�Ð���á�¿�å�¿�•�'9Õ �•

.f&¦�æ�ß�¿�á�ê�”�0�H�;������  �&�f�H���!�X�_�o�*�Z�f  �����<�é�Ÿ Configuring IEEE 802.1x 
Port-Based Authentication� �é%(�é�Ÿ Using IEEE 802.1x Authentication with MAC Authentication
Bypass� �

ó�–�Ò�á�Ê�Û�Ð�¿�•
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.z.=�,�Œ ���L�f�;�é�•�'�ê�”�4�é���Á�æ�å���ù�Ô�•

• �(�J�]���f�;�Ç.z.=�æ�,�Œ�Ô���ã�”�P�o�;�ê�Ù4¢  VLAN �æ$–-��Ò�” EAP .z.=�‘
��T�6�.�o�+�Ç�(
�J�]���f�;�æ1M�>�Ð���ù�Ô�•�Î���ê�”�(�J�]���f�;�æ�ê�”�s4Ù�é.z.=�,�Œ�Ç1b#n�Ð���å�¿�Ú�ü�â
�Ô�•

– EAP �é�‘
��T�6�.�o�+�Ç1M�>�Ð���å�¿�•�'�”�(�J�]���f�;�ê  60 $}�Ï�ã9Ô�:�H���^�;9Õ�æ  EAP 
4?�Ž�T�6�.�o�+�
1M�>�Ò�á.z.=�
-��Å�Á�ã�Ò�ù�Ô�•

– 	û1ñ�é�N�,�;9Ô�Ú�ã�Ã�ë�” Windows XP �
�s-�
��é�:�C���,9Õ�ê�” EAP �é�‘
��T�6�.�o�+�

���Ì�����ù�â  DHCP �
�s-��â�È�ù�Ö���•

�Ù4¢ VLAN �ê�”�*�f�#�^�N�,�;  �U�o�<9Ô�:�H���^�;�é�P�o�;  �U�o�<9Õ�â�é�ú�(�P�o�;�Ð���ù�Ô�•
�P�o�;�
�Ù4¢  VLAN �æ2)'Î�Ô���ã�”�(�J�]���f�;�é  MAC ���<�_�,�Ç  MAC ���<�_�,  �9�o�I�^�æ
1J
��Ð���ù�Ô�•�P�o�;�é�Ø��
•���é  MAC ���<�_�,�ê�”�.� �X�]�9��1‘
û�ã�Ò�á�Ò�
���ù�Ô�•

• �_���W  3 �P�o�;�é�]1ñ  VLAN �ê�Ù4¢ VLAN �ã�Ò�á.3�o�â�È�ù�Ö���• �Ù4¢ VLAN �ã5¸�ÿ  VLAN �æ
�+�Ó VLAN �
�0�o�â�È�ù�Ö���•

�Ù4¢ VLAN �â�é�c.z.=�
���@�o�I�^�æ�Ò�ù�Ô�•�c.z.=�Ç�:���.�o�I�^�æ�å�Þ�á�¿���•�'�”�Ù4¢  
VLAN �é�P�o�;�ê�c.z.=-Ð�Þ�
���Ì�����ù�Ö���•

�c.z.=�J�`�.�,�
4?�Ž�Ô���æ�ê�”�Ù4¢  VLAN �Ç�P�o�;�Æ���]�f�"�3���f  ���L�f�;�ù�Ú�ê  
Extensible Authentication Protocol9ÔEAP9Õ�`�#���H  ���L�f�;�
���Ì������-Ð�Ç�½���ù�Ô�•�N�,�;
�Ç�B�I&»!±�â�’&ï�Ð���á�¿���•�'�ê�”�4�é���Á�æ�å���ù�Ô�•

– �P�o�;�ê�”�Ø�é�N�,�;�Ç�¾�¿�Ð�����ã�”�]�f�"�3���f  ���L�f�;�
���Ì�����å�Ê�å���ù�Ô�•

– �4�æ�c.z.=�Ç.\-��Ð�����ù�â�”�P�o�;�ê�Â�Ò�¿�N�,�;�
���´�Ò�å�Ê�å���ù�Ô�•

�Ù4¢ VLAN �
!ã�å���2���J�é  VLAN �ã�Ò�á�c.3�o�Ô���ã�”�Ù4¢  VLAN �é�P�o�;�ý�” û�÷.z.=�Ð
���Ú�,�9�o�;�æ$–-��Ò�”�Ø�é�,�9�o�;�é�ù�ù�æ�å���ù�Ô�•

�� �4�é���â�ê�” authentication event fail �&�Q�f�<�
.3�o�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config-if)# authentication event fail action authorize vlan 20

�4�é���â�ê�”��%u�é�å�¿���"�*�Z�f�
.3�o�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config-if)# authentication event no-response action authorize vlan 10

�4�é���â�ê�”�(�o�C��%u���"�*�Z�f�
.3�o�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config-if)# authentication event server alive action reinitialize

�4�é���â�ê�” RADIUS �(�o�C�Ç
ö!ª
����å�•�'�æ�Â-Ù�”�â�=
ú�Ç�é�N�,�;�
�"�]�9�����^�å  VLAN �æ
1M�>�Ô�����Á�”�P�o�;�
.3�o�Ô���Ç�:�
$��Ò�ù�Ô�•�Î�é�&�Q�f�<�ê�”�Q�^�4.z.=9Ô multiauth9Õ�U�o�<�é
�P�o�;�æ
ö!ª�Ô���Æ�”�ù�Ú�ê�P�o�;�é5¸�ÿ�<�T���f�Ç  MDA �U�o�<�æ�å�Þ�á�¿���•�'�æ�”�4�é���Á�æ
ö!ª
�Ò�ù�Ô�•

Switch(config-if)# authentication event server dead action authorize  vlan  10

�4�é���â�ê�” RADIUS �(�o�C�Ç
ö!ª
����å�•�'�æ�Â-Ù�”�â�=
ú�Ç�é�N�,�;�
�"�]�9�����^�å  VLAN �æ
1M�>�Ô�����Á�”�P�o�;�
.3�o�Ô���Ç�:�
$��Ò�ù�Ô�•�Î�é�&�Q�f�<�ê�”�Q�^�4  �N�,�;�ù�Ú�ê�Q�^�4.z.=
�U�o�<�é�P�o�;�æ
ö!ª�Ò�ù�Ô�•

Switch(config-if)# authentication event server dead action reinitialize  vlan  10

.3�o�
#Õ.z�Ô���æ�ê�” show authentication  $�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•
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4P1j�&�Q�f�< �&�Q�f�< .‘�ÿ

authentication 
control-direction

�P�o�;  �U�o�<�

±	û�Ç�0�ù�Ú�ê
ú�Ç�0�ã�Ò�á.3�o�Ò�ù�Ô�•

authentication 
fallback

IEEE 802.1x .z.=�
�(�P�o�;�Ò�å�¿�"�\�����f�;!ª�é�H���o�^�C�6�"  �T��
�>�-�S�ã�Ò�á  Web .z.=�

ö!ª�Ô�����Á�P�o�;�
.3�o�Ò�ù�Ô�•

authentication 
host-mode

�P�o�;�é.z.=�Q�@�o�+�V  �U�o�<�
.3�o�Ò�ù�Ô�•

authentication open �P�o�;�é���o�J�f  ���"�.�,�
���@�o�I�^�ù�Ú�ê�:���.�o�I�^�æ�Ò�ù�Ô�•

authentication order �P�o�;�â
ö!ª�Ô��.z.=�Ç�|�é5Å�(�
.3�o�Ò�ù�Ô�•

authentication 
periodic

�P�o�;�é�c.z.=�
���@�o�I�^�ù�Ú�ê�:���.�o�I�^�æ�Ò�ù�Ô�•

authentication 
port-control

�P�o�;�é.5���,�9�o�;�é�»
G�Ù�î�
���@�o�I�^�æ�Ò�ù�Ô�•

authentication priority .z.=�Ç�|�
�P�o�;  �J�\�����]�9��  �]�,�;�æ1J
��Ò�ù�Ô�•

authentication timer 802.1x �»���P�o�;�é�2���S�����;�ã�c.z.=�é�D�\�T�o�2�
.3�o�Ò�ù�Ô�•

authentication 
violation

�Â�Ò�¿�:�C���,�Ç�P�o�;�æ�’&ï�Ð���Ú�•�'�”�ù�Ú�ê�¨�"�™�é�:�C���,�Ç
�P�o�;�æ�’&ï�Ð���Ú�½�ã�æ�Â�Ò�¿�:�C���,�Ç�Ø�é�P�o�;�æ�’&ï�Ð���Ú�•�'
�æ"’!¢�Ô��1‘
û�U�o�<�
.3�o�Ò�ù�Ô�•

show authentication �,���6�4�é.5���Q�@�o�+�V  ���L�f�;�æ4P�Ô���±�Ž�
-+$��Ò�ù�Ô�•
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authentication fallback 
IEEE 802.1x .z.=�
�(�P�o�;�Ò�å�¿�"�\�����f�;�æ�»�Ò�” Web .z.=�
�H���o�^�C�6�"�Ç�|�ã�Ò�á
ö!ª�Ô
�����Á�æ�P�o�;�
.3�o�Ô���æ�ê�” authentication fallback ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f  
�&�Q�f�<�

ö!ª�Ò�ù�Ô�•�:�H���^�;.3�o�æ�¯�Ô�æ�ê�”�Î�é�&�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

authentication fallback name 

no authentication fallback name

�t�¥�é.‘�ÿ

�:�H���^�; �H���o�^�C�6�"�ê���@�o�I�^�â�ê�½���ù�Ö���•

�&�Q�f�<  �U�o�< ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g


ö!ª
��é�����<�\���f �H���o�^�C�6�"�Ç�|�
.3�o�Ô���è�æ�” authentication port-control auto ���f�2�o�H�����,  �&�f�H��
�!�X�_�o�*�Z�f  �&�Q�f�<�
�I
��Ô����-Ð�Ç�½���ù�Ô�•

Web .z.=�
�H���o�^�C�6�"�Ç�|�ã�Ò�á.3�o�â�È���é�ê  802.1x �ù�Ú�ê  MAB �æ4¢�������Ú�ü�”�H���o�^
�C�6�"�
���@�o�I�^�æ�Ô���æ�ê�”�Î�����é.z.=�Ç�|�é�¿�Õ���Æ�ù�Ú�ê
��Ç�
.3�o�Ô����-Ð�Ç�½���ù�Ô�•

�� �4�é���â�ê�”�P�o�;�é�H���o�^�C�6�"  �J�`�H�����^�
�0�o�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config-if)# authentication fallback  profile1

.3�o�
#Õ.z�Ô���æ�ê�” show authentication  $�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

4P1j�&�Q�f�<

name Web .z.=�é�H���o�^�C�6�"  �J�`�H�����^�
�0�o�Ò�ù�Ô�•

�]�]�o�, ���•�]�ˆ

12.2(50)SE �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•

�&�Q�f�< .‘�ÿ

authentication 
control-direction

�P�o�;  �U�o�<�

±	û�Ç�0�ù�Ú�ê
ú�Ç�0�ã�Ò�á.3�o�Ò�ù�Ô�•

authentication event  $�o�é.z.=���L�f�;�é���"�*�Z�f�
.3�o�Ò�ù�Ô�•

authentication 
host-mode

�P�o�;�é.z.=�Q�@�o�+�V  �U�o�<�
.3�o�Ò�ù�Ô�•

authentication open �P�o�;�é���o�J�f  ���"�.�,�
���@�o�I�^�ù�Ú�ê�:���.�o�I�^�æ�Ò�ù�Ô�•

authentication order �P�o�;�â
ö!ª�Ô��.z.=�Ç�|�é5Å�(�
.3�o�Ò�ù�Ô�•

authentication 
periodic

�P�o�;�é�c.z.=�
���@�o�I�^�ù�Ú�ê�:���.�o�I�^�æ�Ò�ù�Ô�•
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authentication 
port-control

�P�o�;�é.5���,�9�o�;�é�»
G�Ù�î�
���@�o�I�^�æ�Ò�ù�Ô�•

authentication priority .z.=�Ç�|�
�P�o�;  �J�\�����]�9��  �]�,�;�æ1J
��Ò�ù�Ô�•

authentication timer 802.1x �»���P�o�;�é�2���S�����;�ã�c.z.=�é�D�\�T�o�2�
.3�o�Ò�ù�Ô�•

authentication 
violation

�Â�Ò�¿�:�C���,�Ç�P�o�;�æ�’&ï�Ð���Ú�•�'�”�ù�Ú�ê�¨�"�™�é�:�C���,�Ç
�P�o�;�æ�’&ï�Ð���Ú�½�ã�æ�Â�Ò�¿�:�C���,�Ç�Ø�é�P�o�;�æ�’&ï�Ð���Ú�•�'
�æ"’!¢�Ô��1‘
û�U�o�<�
.3�o�Ò�ù�Ô�•

show authentication �,���6�4�é.5���Q�@�o�+�V  ���L�f�;�æ4P�Ô���±�Ž�
-+$��Ò�ù�Ô�•

�&�Q�f�< .‘�ÿ
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authentication host-mode
authentication host-mode
�P�o�;�æ.z.=�Q�@�o�+�V  �U�o�<�
.3�o�Ô���æ�ê�” authentication host-mode ���f�2�o�H�����,  �&�f
�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

authentication host-mode [multi-auth  | multi-domain  | multi-host | single-host]

no authentication host-mode [multi-auth  | multi-domain  | multi-host | single-host]

�t�¥�é.‘�ÿ

�:�H���^�; �*�f�#�^�N�,�;  �U�o�<�Ç���@�o�I�^�æ�å�Þ�á�¿�ù�Ô�•

�&�Q�f�<  �U�o�< ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g


ö!ª
��é�����<�\���f �’&ï�Ð���á�¿���:�o�2  �N�,�;�Ç  1 �ß�Û�Ì�â�½���•�'�ê�”�*�f�#�^�N�,�;  �U�o�<�
.3�o�Ô����-Ð�Ç�½��
�ù�Ô�•.z.=�Ô��5¸�ÿ�:�C���,�
�*�f�#�^�N�,�;  �P�o�;�æ�’&ï�Ò�å�¿�â�Ê�Û�Ð�¿�•�Ø�é�P�o�;�æ5¸�ÿ  
VLAN �Ç.3�o�Ð���á�¿�å�¿�ã�”5¸�ÿ�:�C���,.z.=�ê�,�Œ�Ò�ù�Ô�•

�:�o�2  �N�,�;�Ç  IP Phone &»!±�â�P�o�;�æ�’&ï�Ð���á�¿���•�'�ê�”�Q�^�4�<�T���f  �U�o�<�
.3�o�Ô����
-Ð�Ç�½���ù�Ô�•5¸�ÿ�:�C���,�
.z.=�Ô����-Ð�Ç�½���•�'�ê�”�Q�^�4�<�T���f  �U�o�<�
.3�o�Ô����-Ð�Ç
�½���ù�Ô�•

�B�I�é(›�ß�æ�¨�"  8 ���é�:�C���,�
2)'Î�Ò�á�X�˜�é.z.=�â�P�o�;  ���"�.�,�é�.� �X�]�9���
#Õ�;�Ô��
�æ�ê�”�Q�^�4.z.=�U�o�<�
.3�o�Ô����-Ð�Ç�½���ù�Ô�•5¸�ÿ  VLAN �Ç.3�o�Ð���á�¿���•�'�”�Î�é�U�o�<
�â�ê  1 ���é5¸�ÿ�:�C���,�Û�Ì�
.z.=�â�È�ù�Ô�•

�ù�Ú�”�Q�^�4�N�,�;  �U�o�<�â�ê�”�B�I�é(›�ß�æ�½��-„�™�é�N�,�;�Æ���P�o�;�æ���"�.�,�â�È�����Á�æ�å��
�ù�Ô�Ç�”�¨�Ë�é�Y�o�)�Ç.z.=�Ð���Ú�½�ã�”�Ø�����é�N�,�;�Æ���P�o�;�ó�é���"�.�,�Ç�u�Ù4¢�æ�å���ù�Ô�•

�� �4�é���â�ê�”�P�o�;�é �Q�^�4.z.= �U�o�<�
���@�o�I�^�æ�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config-if)# authentication host-mode multi-auth

�4�é���â�ê�”�P�o�;�é �Q�^�4�<�T���f  �U�o�<�
���@�o�I�^�æ�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config-if)# authentication host-mode multi-domain

�4�é���â�ê�”�P�o�;�é �Q�^�4�N�,�;  �U�o�<�
���@�o�I�^�æ�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config)# authentication host-mode multi-host

multi-auth �P�o�;�â�Q�^�4.5���U�o�<9Ô multiauth �U�o�<9Õ�
���@�o�I�^�æ�Ò�ù�Ô�•

multi-domain �P�o�;�é�Q�^�4�<�T���f  �U�o�<�
���@�o�I�^�æ�Ò�ù�Ô�•

multi-host �P�o�;�é�Q�^�4�N�,�;  �U�o�<�
���@�o�I�^�æ�Ò�ù�Ô�•

single-host �P�o�;�é�*�f�#�^�N�,�;  �U�o�<�
���@�o�I�^�æ�Ò�ù�Ô�•

�]�]�o�, ���•�]�ˆ

12.2(50)SE �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•
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authentication host-mode
�4�é���â�ê�”�P�o�;�é �*�f�#�^�N�,�;  �U�o�<�
���@�o�I�^�æ�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config-if)# authentication host-mode single-host

.3�o�
#Õ.z�Ô���æ�ê�” show authentication  $�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

4P1j�&�Q�f�< �&�Q�f�< .‘�ÿ

authentication 
control-direction

�P�o�;  �U�o�<�

±	û�Ç�0�ù�Ú�ê
ú�Ç�0�ã�Ò�á.3�o�Ò�ù�Ô�•

authentication event  $�o�é.z.=���L�f�;�é���"�*�Z�f�
.3�o�Ò�ù�Ô�•

authentication 
fallback

IEEE 802.1x .z.=�
�(�P�o�;�Ò�å�¿�"�\�����f�;!ª�é�H���o�^�C�6�"  �T��
�>�-�S�ã�Ò�á  Web .z.=�

ö!ª�Ô�����Á�P�o�;�
.3�o�Ò�ù�Ô�•

authentication open �P�o�;�é���o�J�f  ���"�.�,�
���@�o�I�^�ù�Ú�ê�:���.�o�I�^�æ�Ò�ù�Ô�•

authentication order �P�o�;�â
ö!ª�Ô��.z.=�Ç�|�é5Å�(�
.3�o�Ò�ù�Ô�•

authentication 
periodic

�P�o�;�é�c.z.=�
���@�o�I�^�ù�Ú�ê�:���.�o�I�^�æ�Ò�ù�Ô�•

authentication 
port-control

�P�o�;�é.5���,�9�o�;�é�»
G�Ù�î�
���@�o�I�^�æ�Ò�ù�Ô�•

authentication priority .z.=�Ç�|�
�P�o�;  �J�\�����]�9��  �]�,�;�æ1J
��Ò�ù�Ô�•

authentication timer 802.1x �»���P�o�;�é�2���S�����;�ã�c.z.=�é�D�\�T�o�2�
.3�o�Ò�ù�Ô�•

authentication 
violation

�Â�Ò�¿�:�C���,�Ç�P�o�;�æ�’&ï�Ð���Ú�•�'�”�ù�Ú�ê�¨�"�™�é�:�C���,�Ç
�P�o�;�æ�’&ï�Ð���Ú�½�ã�æ�Â�Ò�¿�:�C���,�Ç�Ø�é�P�o�;�æ�’&ï�Ð���Ú�•�'
�æ"’!¢�Ô��1‘
û�U�o�<�
.3�o�Ò�ù�Ô�•

show authentication �,���6�4�é.5���Q�@�o�+�V  ���L�f�;�æ4P�Ô���±�Ž�
-+$��Ò�ù�Ô�•
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authentication mac-move permit
authentication mac-move permit 
�,���6�4�â�é  MAC $–
G�
���@�o�I�^�æ�Ô���æ�ê�” authentication mac-move permit �#�`�o�C�^  �&�f
�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•�:�H���^�;.3�o�æ�¯�Ô�æ�ê�”�Î�é�&�Q�f�<�é  no �»�|�

ö
!ª�Ò�ù�Ô�•

authentication mac-move permit

no authentication mac-move permit

�t�¥�é.‘�ÿ �Î�é�&�Q�f�<�æ�ê�”�•�™�ù�Ú�ê� �o�b�o�<�ê�½���ù�Ö���•

�:�H���^�; MAC $–
G�ê���@�o�I�^�â�Ô�•

�&�Q�f�<  �U�o�< �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g


ö!ª
��é�����<�\���f �Î�é�&�Q�f�<�ê�”.z.=�Ð���Ú�N�,�;�Ç�,���6�4
��é  802.1x �»���P�o�;4F�
$–
G�â�È�����Á�æ�Ò�ù�Ô�•
�Ú�ã�Ã�ë�”.z.=�Ð���Ú�N�,�;�ã�P�o�;�é4F�æ�:�C���,�Ç�½���”�Ø�é�N�,�;�Ç
•�é�P�o�;�æ$–
G�Ô���•
�'�”.z.=�.�6�*�Z�f�Ç�¨�Ë�é�P�o�;�Æ���å4°�Ð���”�N�,�;�ê�Â�Ò�¿�P�o�;
��â�c.z.=�Ð���ù�Ô�•

MAC $–
G�Ç�:���.�o�I�^�æ�å�Þ�á�Å���”.z.=�Ð���Ú�N�,�;�Ç
•�é�P�o�;�æ$–
G�Ò�Ú�•�'�ê�”�c.z.=�ê
-��
���Õ�”1‘
û���\�o�Ç"’!¢�Ò�ù�Ô�•

MAC $–
G�ê�P�o�;  �.� �X�]�9���»��  802.1x �P�o�;�â�ê�(�P�o�;�Ð���ù�Ö���• MAC $–
G�Ç�,���6�4
�â�#�`�o�C�^�æ.3�o�Ð���á�¿�á�”�P�o�;  �.� �X�]�9���»���N�,�;�Ç  802.1x �»���é�P�o�;�æ$–
G�Ð����
�ã�”1‘
û���\�o�Ç"’!¢�Ò�ù�Ô�•

�� �4�é���â�ê�”�,���6�4�â  MAC $–
G�
���@�o�I�^�æ�Ô���Ç�:�
$��Ò�á�¿�ù�Ô�•

Switch(config)# authentication mac-move permit

4P1j�&�Q�f�<

�]�]�o�, ���•�]�ˆ

12.2(52)SE �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•

�&�Q�f�< .‘�ÿ

authentication event  $�o�é.z.=���L�f�;�é���"�*�Z�f�
.3�o�Ò�ù�Ô�•

authentication 
fallback

IEEE 802.1x .z.=�
�(�P�o�;�Ò�å�¿�"�\�����f�;!ª�é�H���o�^�C�6�"  �T��
�>�-�S�ã�Ò�á  Web .z.=�

ö!ª�Ô�����Á�P�o�;�
.3�o�Ò�ù�Ô�•

authentication 
host-mode

�P�o�;�é.z.=�Q�@�o�+�V  �U�o�<�
.3�o�Ò�ù�Ô�•

authentication open �P�o�;�é���o�J�f  ���"�.�,�
���@�o�I�^�ù�Ú�ê�:���.�o�I�^�æ�Ò�ù�Ô�•

authentication order �P�o�;�â
ö!ª�Ô��.z.=�Ç�|�é5Å�(�
.3�o�Ò�ù�Ô�•
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authentication mac-move permit
authentication 
periodic

�P�o�;�é�c.z.=�
���@�o�I�^�ù�Ú�ê�:���.�o�I�^�æ�Ò�ù�Ô�•

authentication 
port-control

�P�o�;�é.5���,�9�o�;�é�»
G�Ù�î�
���@�o�I�^�æ�Ò�ù�Ô�•

authentication priority .z.=�Ç�|�
�P�o�;  �J�\�����]�9��  �]�,�;�æ1J
��Ò�ù�Ô�•

authentication timer 802.1x �»���P�o�;�é�2���S�����;�ã�c.z.=�é�D�\�T�o�2�
.3�o�Ò�ù�Ô�•

authentication 
violation

�Â�Ò�¿�:�C���,�Ç�P�o�;�æ�’&ï�Ð���Ú�•�'�”�ù�Ú�ê�Ô�â�æ�¨�"�™�é�:�C��
�,�Ç�’&ï�Ð���á�¿���P�o�;�æ�Â�Ò�¿�:�C���,�Ç�’&ï�Ð���Ú�•�'�æ"’!¢�Ô��
1‘
û�U�o�<�
.3�o�Ò�ù�Ô�•

show authentication �,���6�4�é.5���Q�@�o�+�V  ���L�f�;�æ4P�Ô���±�Ž�
-+$��Ò�ù�Ô�•

�&�Q�f�< .‘�ÿ
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authentication open
authentication open
�P�o�;�é���o�J�f  ���"�.�,�
���@�o�I�^�ù�Ú�ê�:���.�o�I�^�æ�Ô���æ�ê�” authentication open ���f
�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•���o�J�f  ���"�.�,�
�:���.�o�I�^�æ�Ô
���æ�ê�”�Î�é�&�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

authentication open 

no authentication open

�:�H���^�; ���o�J�f  ���"�.�,�ê�:���.�o�I�^�æ�å�Þ�á�¿�ù�Ô�•

�&�Q�f�<  �U�o�< ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g


ö!ª
��é�����<�\���f �:�C���,�
.z.=�Ô���é�æ�Ø�é�:�C���,�Æ���@�6�;�b�o�"�ó�é���"�.�,�Ç��-Ð�æ�å���•�'�ê�”���o�J�f.z
.=�
���@�o�I�^�æ�Ô����-Ð�Ç�½���ù�Ô�•

���o�J�f.z.=�
���@�o�I�^�æ�Ô���ã�È�ê�”�P�o�;  ACL �

ö!ª�Ò�á�N�,�;�ó�é���"�.�,�
�Ù4¢�Ò�á�Ê�Û
�Ð�¿�•

�� �4�é���â�ê�”�P�o�;�é���o�J�f  ���"�.�,�
���@�o�I�^�æ�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config-if)# authentication open

�4�é���â�ê�”���o�J�f  ���"�.�,�
�:���.�o�I�^�æ�Ô�����Á�æ�P�o�;�
.3�o�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config-if)# no authentication open

4P1j�&�Q�f�<

�]�]�o�, ���•�]�ˆ

12.2(50)SE �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•

�&�Q�f�< .‘�ÿ

authentication 
control-direction

�P�o�;  �U�o�<�

±	û�Ç�0�ù�Ú�ê
ú�Ç�0�ã�Ò�á.3�o�Ò�ù�Ô�•

authentication event  $�o�é.z.=���L�f�;�é���"�*�Z�f�
.3�o�Ò�ù�Ô�•

authentication 
fallback

IEEE 802.1x .z.=�
�(�P�o�;�Ò�å�¿�"�\�����f�;!ª�é�H���o�^�C�6�"  �T��
�>�-�S�ã�Ò�á  Web .z.=�

ö!ª�Ô�����Á�P�o�;�
.3�o�Ò�ù�Ô�•

authentication 
host-mode

�P�o�;�é.z.=�Q�@�o�+�V  �U�o�<�
.3�o�Ò�ù�Ô�•

authentication order �P�o�;�â
ö!ª�Ô��.z.=�Ç�|�é5Å�(�
.3�o�Ò�ù�Ô�•

authentication 
periodic

�P�o�;�é�c.z.=�
���@�o�I�^�ù�Ú�ê�:���.�o�I�^�æ�Ò�ù�Ô�•

authentication 
port-control

�P�o�;�é.5���,�9�o�;�é�»
G�Ù�î�
���@�o�I�^�æ�Ò�ù�Ô�•
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authentication open
authentication priority .z.=�Ç�|�
�P�o�;  �J�\�����]�9��  �]�,�;�æ1J
��Ò�ù�Ô�•

authentication timer 802.1x �»���P�o�;�é�2���S�����;�ã�c.z.=�é�D�\�T�o�2�
.3�o�Ò�ù�Ô�•

authentication 
violation

�Â�Ò�¿�:�C���,�Ç�P�o�;�æ�’&ï�Ð���Ú�•�'�”�ù�Ú�ê�¨�"�™�é�:�C���,�Ç
�P�o�;�æ�’&ï�Ð���Ú�½�ã�æ�Â�Ò�¿�:�C���,�Ç�Ø�é�P�o�;�æ�’&ï�Ð���Ú�•�'
�æ"’!¢�Ô��1‘
û�U�o�<�
.3�o�Ò�ù�Ô�•

show authentication �,���6�4�é.5���Q�@�o�+�V  ���L�f�;�æ4P�Ô���±�Ž�
-+$��Ò�ù�Ô�•

�&�Q�f�< .‘�ÿ
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authentication order
authentication order
�P�o�;�â
ö!ª�Ô��.z.=�Ç�|�é5Å�(�
.3�o�Ô���æ�ê�” authentication order ���f�2�o�H�����,  �&�f�H��
�!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

authentication order [dot1x | mab] { webauth}

no authentication order 

�t�¥�é.‘�ÿ

�&�Q�f�<  �:�H���^�; �:�H���^�;�é.z.=5Å�(�ê�” dot1x�” mab�” webauth �ã�å�Þ�á�¿�ù�Ô�•

�&�Q�f�<  �U�o�< ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g


ö!ª
��é�����<�\���f 5Å�(
ƒ�Ì�æ���Þ�á�”�,���6�4�é�P�o�;�æ�Â�Ò�¿�:�C���,�
�’&ï�Ò�Ú�•�'�æ.\-��Ð����.z.=�Ç�|�é5Å�(�Ç
�ÿ�ù���ù�Ô�•.z.=�Ç�|�]�,�;�é�½���Ç�|�Ç�,�Œ�Ò�Ú�•�'�ê�”�Ø�é�4�æ�½���Ç�|�Ç.\-��Ð���ù�Ô�•

�ä�é�Ç�|�ý�” 1 �Á�Û�Ì�I
��â�È�ù�Ô�•5Å�(�
�50¨�æ.3�o�â�È���é�ê�” 802.1x �ã  MAB �ã�é4F�æ4¢�����ù
�Ô�•

Web .z.=�ê�”�,�2�f�<���`�f�Ç�|�Æ�”�ù�Ú�ê  802.1x �ÿ  MAB �����ý�ß�é�¨�ß�é�Ç�|�ã�Ò�á.3�o�â�È�ù
�Ô�• Web .z.=�ê�” dot1x �ù�Ú�ê  mab �æ�»�Ô���H���o�^�C�6�"�ã�Ò�á�Û�Ì.3�o�Ò�á�Ê�Û�Ð�¿�•

�� �4�é���â�ê�” 802.1x �
�¨�Ë�é.z.=�Ç�|�ã�Ò�á�” MAB �
  2 !ß"á�é.z.=�Ç�|�ã�Ò�á�” Web .z.=�
  3 !ß"á
�é.z.=�Ç�|�ã�Ò�á1J
��Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config-if)# authentication order dotx mab webauth

�4�é���â�ê�” MAB �
�¨�Ë�é.z.=�Ç�|�ã�Ò�á�” Web .z.=�
  2 !ß"á�é.z.=�Ç�|�ã�Ò�á1J
��Ô���Ç�:�
$��Ò
�ù�Ô�•

Switch(config-if)# authentication order mab webauth

.3�o�
#Õ.z�Ô���æ�ê�” show authentication  $�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

dot1x .z.=�Ç�|�é
��î5Å�æ  802.1x �
1J
��Ò�ù�Ô�•

mab .z.=�Ç�|�é
��î5Å�æ  MAC Authentication Bypass9ÔMAB; MAC .z.=�C��
�D�,9Õ�
1J
��Ò�ù�Ô�•

webauth .z.=�Ç�|�é
��î5Å�æ  Web .z.=�
1J
��Ò�ù�Ô�•

�]�]�o�, ���•�]�ˆ
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��Ð���ù�Ò�Ú�•
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authentication order
4P1j�&�Q�f�< �&�Q�f�< .‘�ÿ

authentication 
control-direction

�P�o�;  �U�o�<�

±	û�Ç�0�ù�Ú�ê
ú�Ç�0�ã�Ò�á.3�o�Ò�ù�Ô�•

authentication event  $�o�é.z.=���L�f�;�é���"�*�Z�f�
.3�o�Ò�ù�Ô�•

authentication 
fallback

IEEE 802.1x .z.=�
�(�P�o�;�Ò�å�¿�"�\�����f�;!ª�é�H���o�^�C�6�"  �T��
�>�-�S�ã�Ò�á  Web .z.=�

ö!ª�Ô�����Á�P�o�;�
.3�o�Ò�ù�Ô�•

authentication 
host-mode

�P�o�;�é.z.=�Q�@�o�+�V  �U�o�<�
.3�o�Ò�ù�Ô�•

authentication open �P�o�;�é���o�J�f  ���"�.�,�
���@�o�I�^�ù�Ú�ê�:���.�o�I�^�æ�Ò�ù�Ô�•

authentication 
periodic

�P�o�;�é�c.z.=�
���@�o�I�^�ù�Ú�ê�:���.�o�I�^�æ�Ò�ù�Ô�•

authentication 
port-control

�P�o�;�é.5���,�9�o�;�é�»
G�Ù�î�
���@�o�I�^�æ�Ò�ù�Ô�•

authentication priority .z.=�Ç�|�
�P�o�;  �J�\�����]�9��  �]�,�;�æ1J
��Ò�ù�Ô�•

authentication timer 802.1x �»���P�o�;�é�2���S�����;�ã�c.z.=�é�D�\�T�o�2�
.3�o�Ò�ù�Ô�•

authentication 
violation

�Â�Ò�¿�:�C���,�Ç�P�o�;�æ�’&ï�Ð���Ú�•�'�”�ù�Ú�ê�¨�"�™�é�:�C���,�Ç
�P�o�;�æ�’&ï�Ð���Ú�½�ã�æ�Â�Ò�¿�:�C���,�Ç�Ø�é�P�o�;�æ�’&ï�Ð���Ú�•�'
�æ"’!¢�Ô��1‘
û�U�o�<�
.3�o�Ò�ù�Ô�•

mab �P�o�;�é  MAC .z.=�C���D�,�
���@�o�I�^�æ�Ò�ù�Ô�•

mab eap Extensible Authentication Protocol9ÔEAP9Õ�

ö!ª�Ô�����Á�æ�P�o�;�
.3�o
�Ò�ù�Ô�•

show authentication �,���6�4�é.5���Q�@�o�+�V  ���L�f�;�æ4P�Ô���±�Ž�
-+$��Ò�ù�Ô�•
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authentication periodic
authentication periodic
�P�o�;�é�c.z.=�
���@�o�I�^�ù�Ú�ê�:���.�o�I�^�æ�Ô���æ�ê�” authentication periodic ���f�2�o�H��
���,  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•�c.z.=�
�:���.�o�I�^�æ�Ô���•�'�ê�”�Î�é�&�Q
�f�<�é  no �»�|�
�I
��Ò�ù�Ô�•

authentication periodic

no authentication periodic 

�&�Q�f�<  �:�H���^�; �c.z.=�ê�:���.�o�I�^�æ�å�Þ�á�¿�ù�Ô�•

�&�Q�f�<  �U�o�< ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g


ö!ª
��é�����<�\���f �o�¼"›�æ�c.z.=�
.\-��Ô��4F4Ò�
.3�o�Ô���æ�ê�” authentication timer reauthentication ���f�2�o�H����
�,  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

�� �4�é���â�ê�”�P�o�;�é�o�¼"›�å�c.z.=�
���@�o�I�^�æ�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config-if)# authentication periodic

�4�é���â�ê�”�P�o�;�é�o�¼"›�å�c.z.=�
�:���.�o�I�^�æ�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config-if)# no authentication periodic

.3�o�
#Õ.z�Ô���æ�ê�” show authentication  $�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

4P1j�&�Q�f�<

�]�]�o�, ���•�]�ˆ

12.2(50)SE �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•

�&�Q�f�< .‘�ÿ

authentication 
control-direction

�P�o�;  �U�o�<�

±	û�Ç�0�ù�Ú�ê
ú�Ç�0�ã�Ò�á.3�o�Ò�ù�Ô�•

authentication event  $�o�é.z.=���L�f�;�é���"�*�Z�f�
.3�o�Ò�ù�Ô�•

authentication 
fallback

IEEE 802.1x .z.=�
�(�P�o�;�Ò�å�¿�"�\�����f�;!ª�é�H���o�^�C�6�"  �T��
�>�-�S�ã�Ò�á  Web .z.=�

ö!ª�Ô�����Á�P�o�;�
.3�o�Ò�ù�Ô�•

authentication 
host-mode

�P�o�;�é.z.=�Q�@�o�+�V  �U�o�<�
.3�o�Ò�ù�Ô�•

authentication open �P�o�;�é���o�J�f  ���"�.�,�
���@�o�I�^�ù�Ú�ê�:���.�o�I�^�æ�Ò�ù�Ô�•

authentication order �P�o�;�â
ö!ª�Ô��.z.=�Ç�|�é5Å�(�
.3�o�Ò�ù�Ô�•

authentication 
port-control

�P�o�;�é.5���,�9�o�;�é�»
G�Ù�î�
���@�o�I�^�æ�Ò�ù�Ô�•

authentication priority .z.=�Ç�|�
�P�o�;  �J�\�����]�9��  �]�,�;�æ1J
��Ò�ù�Ô�•
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authentication periodic
authentication timer 802.1x �»���P�o�;�é�2���S�����;�ã�c.z.=�é�D�\�T�o�2�
.3�o�Ò�ù�Ô�•

authentication 
violation

�Â�Ò�¿�:�C���,�Ç�P�o�;�æ�’&ï�Ð���Ú�•�'�”�ù�Ú�ê�¨�"�™�é�:�C���,�Ç
�P�o�;�æ�’&ï�Ð���Ú�½�ã�æ�Â�Ò�¿�:�C���,�Ç�Ø�é�P�o�;�æ�’&ï�Ð���Ú�•�'
�æ"’!¢�Ô��1‘
û�U�o�<�
.3�o�Ò�ù�Ô�•

show authentication �,���6�4�é.5���Q�@�o�+�V  ���L�f�;�æ4P�Ô���±�Ž�
-+$��Ò�ù�Ô�•

�&�Q�f�< .‘�ÿ
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authentication port-control
authentication port-control
�P�o�;�é.5���,�9�o�;�
�»
G�â�Ù�î�Ô���æ�ê�” authentication port-control  ���f�2�o�H�����,  �&�f
�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•�:�H���^�;.3�o�æ�¯�Ô�æ�ê�”�Î�é�&�Q�f�<�é  no �»�|�

ö
!ª�Ò�ù�Ô�•

authentication port-control { auto | force-authorized | force-un authorized}

no authentication port-control { auto | force-authorized | force-un authorized}

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�é.3�o�ê  force-authorized �â�Ô�•

�&�Q�f�<  �U�o�< ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g


ö!ª
��é�����<�\���f �4�é�P�o�;  �2���J�é�¿�Õ���Æ  1 �ß�æ�»�Ò�á�Û�Ì  auto � �o�b�o�<�

ö!ª�Ò�ù�Ô�•

• �;�\�f�"  �P�o�;9æ�;�\�f�"  �P�o�;�â  IEEE 802.1x .z.=�
���@�o�I�^�æ�Ò���Á�ã�Ô���ã�”���\�o  
�T�6�.�o�+�Ç-+$��Ð���” IEEE 802.1x �ê���@�o�I�^�æ�å���ù�Ö���• IEEE 802.1x �»���P�o�;�é�U�o
�<�
�;�\�f�"�æ���•�Ò���Á�ã�Ò�á�ý�”���\�o  �T�6�.�o�+�Ç-+$��Ð���”�P�o�;  �U�o�<�ê���•�Ð���ù
�Ö���•

• �3���=�R�6�"  �P�o�;9æ�3���=�R�6�"  �P�o�;�ê�”�;�\�f�"  �P�o�;�ó�é���•�
�@���C�o�ã�@�'�*���o
�;�Ô���•�'�Ç�½���ù�Ô�•�3���=�R�6�"  �P�o�;�â  IEEE 802.1x .z.=�
���@�o�I�^�æ�Ò���Á�ã�Ô���ã�”
���\�o  �T�6�.�o�+�Ç-+$��Ð���” IEEE 802.1x .z.=�ê���@�o�I�^�æ�å���ù�Ö���• IEEE 802.1x �»��
�P�o�;�é�U�o�<�
�3���=�R�6�"�æ���•�Ò���Á�ã�Ò�á�ý�”���\�o  �T�6�.�o�+�Ç-+$��Ð���”�P�o�;  
�U�o�<�ê���•�Ð���ù�Ö���•

• �3���=�R�6�"  ���"�.�,  �P�o�;9æ�3���=�R�6�"  ���"�.�,9Ô VLAN Query Protocol9ÔVQP9Õ9Õ�P�o�;
�â  IEEE 802.1x .z.=�
���@�o�I�^�æ�Ò���Á�ã�Ô���ã�”���\�o  �T�6�.�o�+�Ç-+$��Ð���” IEEE 802.1x 
.z.=�ê���@�o�I�^�æ�å���ù�Ö���• IEEE 802.1x �»���P�o�;�
�3���=�R�6�"  VLAN �æ���•�Ò���Á�ã
�Ò�á�ý�”���\�o  �T�6�.�o�+�Ç-+$��Ð���” VLAN .3�o�ê���•�Ð���ù�Ö���•

auto �P�o�;�é  IEEE 802.1x .z.=�
���@�o�I�^�æ�Ò�ù�Ô�•�P�o�;�ê�”�,���6�4�ã
�"�\�����f�;4F�é  IEEE 802.1x .z.=
d�µ�æ�n�à�¿�á�”.5���,�9�o�;�ù�Ú�ê
�u.5���,�9�o�;�æ���
���ù�Ô�•

force-authorized �P�o�;�é  IEEE 802.1x .z.=�
�:���.�o�I�^�æ�Ò�ù�Ô�•�P�o�;�ê�”.z.=
d�µ
�å�Ò�â.5���,�9�o�;�æ���
���ù�Ô�•�P�o�;�ê�"�\�����f�;�ã�é  IEEE 
802.1x �L�o�,.z.=�
-��
�Õ�æ�”1b�ñ�é�;�\�H���6�"�
1M���>�Ò�ù�Ô�•

force-un authorized �P�o�;�é�Ô�ô�á�é���"�.�,�
���8�Ò�ù�Ô�•�P�o�;�ê�u.5���,�9�o�;�æ���

���”�"�\�����f�;�Æ���é.z.=�é.\�ú�
�Ô�ô�á�u-Þ�Ò�ù�Ô�•�,���6�4�ê�P�o
�;�

z�Ò�á�"�\�����f�;�æ.z.=�(�o�F�,�
�­���â�È�ù�Ö���•

�]�]�o�, ���•�]�ˆ

12.2(50)SE �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•
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authentication port-control
• EtherChannel �P�o�;9æ���"�9���I�ù�Ú�ê���"�9���I�â�å�¿  EtherChannel �T�f�C�o�
  IEEE 802.1x 
�P�o�;�ã�Ò�á.3�o�Ò�å�¿�â�Ê�Û�Ð�¿�• EtherChannel �P�o�;�â  IEEE 802.1x .z.=�
���@�o�I�^�æ�Ò
���Á�ã�Ô���ã�”���\�o  �T�6�.�o�+�Ç-+$��Ð���” IEEE 802.1x .z.=�ê���@�o�I�^�æ�å���ù�Ö���•

• Switched Port Analyzer9ÔSPAN; �,���6�4�<  �P�o�;  ���=�\���)9Õ�Å���î  Remote SPAN9ÔRSPAN9Õ
�p�5�P�o�;9æ SPAN �ù�Ú�ê  RSPAN �p�5�P�o�;�â�½���P�o�;�é  IEEE 802.1x .z.=�
���@�o�I�^�æ�â
�È�ù�Ô�•�Ú�Û�Ò�”�Ø�é�P�o�;�Ç  SPAN �ù�Ú�ê  RSPAN �p�5�ã�Ò�á�å4°�Ð�����ù�â�” IEEE 802.1x .z
.=�ê�:���.�o�I�^�é�ù�ù�â�Ô�• SPAN �ù�Ú�ê  RSPAN 1M�>�0�P�o�;�â�ê  IEEE 802.1x .z.=�
���@�o
�I�^�æ�â�È�ù�Ô�•

�,���6�4�é  IEEE 802.1x .z.=�
�#�`�o�C�^�æ�:���.�o�I�^�æ�Ô���æ�ê�” no dot1x system-auth-control 
�#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�• $�o�é�P�o�;�é  IEEE 802.1x .z.=�
�:��
�.�o�I�^�æ�Ô���æ�ê�” no authentication port-control  ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f  �&�Q
�f�<�

ö!ª�Ò�ù�Ô�•

�� �4�é���â�ê�”�P�o�;  �,�9�o�;�
)D
G�æ.3�o�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config-if)# authentication port-control auto

�4�é���â�ê�”�P�o�;  �,�9�o�;�
  force-authorized �,�9�o�;�æ.3�o�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config-if)# authentication port-control force-authorized

�4�é���â�ê�”�P�o�;  �,�9�o�;�
  force-unauthorized �,�9�o�;�æ.3�o�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config-if)# authentication port-control force-unauthorized

.3�o�
#Õ.z�Ô���æ�ê�” show authentication  $�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

4P1j�&�Q�f�< �&�Q�f�< .‘�ÿ

authentication 
control-direction

�P�o�;  �U�o�<�

±	û�Ç�0�ù�Ú�ê
ú�Ç�0�ã�Ò�á.3�o�Ò�ù�Ô�•

authentication event  $�o�é.z.=���L�f�;�é���"�*�Z�f�
.3�o�Ò�ù�Ô�•

authentication 
fallback

IEEE 802.1x .z.=�
�(�P�o�;�Ò�å�¿�"�\�����f�;!ª�é�H���o�^�C�6�"  �T��
�>�-�S�ã�Ò�á  Web .z.=�

ö!ª�Ô�����Á�P�o�;�
.3�o�Ò�ù�Ô�•

authentication 
host-mode

�P�o�;�é.z.=�Q�@�o�+�V  �U�o�<�
.3�o�Ò�ù�Ô�•

authentication open �P�o�;�é���o�J�f  ���"�.�,�
���@�o�I�^�ù�Ú�ê�:���.�o�I�^�æ�Ò�ù�Ô�•

authentication order �P�o�;�â
ö!ª�Ô��.z.=�Ç�|�é5Å�(�
.3�o�Ò�ù�Ô�•

authentication 
periodic

�P�o�;�é�c.z.=�
���@�o�I�^�ù�Ú�ê�:���.�o�I�^�æ�Ò�ù�Ô�•

authentication priority .z.=�Ç�|�
�P�o�;  �J�\�����]�9��  �]�,�;�æ1J
��Ò�ù�Ô�•

authentication timer 802.1x �»���P�o�;�é�2���S�����;�ã�c.z.=�é�D�\�T�o�2�
.3�o�Ò�ù�Ô�•

authentication 
violation

�Â�Ò�¿�:�C���,�Ç�P�o�;�æ�’&ï�Ð���Ú�•�'�”�ù�Ú�ê�¨�"�™�é�:�C���,�Ç
�P�o�;�æ�’&ï�Ð���Ú�½�ã�æ�Â�Ò�¿�:�C���,�Ç�Ø�é�P�o�;�æ�’&ï�Ð���Ú�•�'
�æ"’!¢�Ô��1‘
û�U�o�<�
.3�o�Ò�ù�Ô�•

show authentication �,���6�4�é.5���Q�@�o�+�V  ���L�f�;�æ4P�Ô���±�Ž�
-+$��Ò�ù�Ô�•
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authentication priority
authentication priority
.z.=�Ç�|�
�P�o�;  �J�\�����]�9��  �]�,�;�æ1J
��Ô���æ�ê�” authentication priority  ���f�2�o�H�����,  
�&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

auth priority [dot1x | mab] { webauth}

no auth priority [dot1x | mab] { webauth}  

�t�¥�é.‘�ÿ

�&�Q�f�<  �:�H���^�; �:�H���^�;�é�J�\�����]�9���ê  802.1x .z.=�” MAC .z.=�C���D�,�” Web .z.=�é5Å�ã�å�Þ�á�¿�ù�Ô�•

�&�Q�f�<  �U�o�< ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g


ö!ª
��é�����<�\���f 5Å�(
ƒ�Ì�æ���Þ�á�”�,���6�4�é�P�o�;�æ�Â�Ò�¿�:�C���,�
�’&ï�Ò�Ú�•�'�æ.\-��Ð����.z.=�Ç�|�é5Å�(�Ç
�ÿ�ù���ù�Ô�•

�P�o�;�æ-„�™�é�H���o�^�C�6�"�Ç�|�
.3�o�Ô���ã�È�ê�” Web .z.=9Ôwebauth9Õ�
�¨�ß�æ�Ò�ù�Ô�•

�Ø���Ù���é.z.=�Ç�|�æ�J�\�����]�9���

����°�á���ã�”�J�\�����]�9���é
Ð�¿.z.=�Ç�|�é�s-�
��æ�J�\
�����]�9���é7��¿.z.=�Ç�|�

���1��ù�Ö���Î�ã�Ç�â�È�ù�Ô�•

9Ô�H9Õ �"�\�����f�;�Ç�Ô�â�æ.z.=�Ð���á�¿���•�'�â�ý�”�J�\�����]�9���é7��¿�Ç�|�æ����
���1��ú�Ç"’!¢�Ò�Ú
�ã�È�æ�c.z.=�Ô���Î�ã�Ç��(»�â�Ô�•

.z.=�Ç�|�é�:�H���^�;�é�J�\�����]�9���ê�”�s-�5Å�(�æ
·�ü��.z.=�Ç�|�é
Ï'Î�æ%l�Ò�Ê�” 802.1x .z.=�”
MAC .z.=�C���D�,�” Web .z.=�é5Å�ã�å���ù�Ô�•�Î�é�:�H���^�;�é5Å�(�
���•�Ô���æ�ê�” dot1x�”
mab�” webauth �é�&� �o�b�o�<�

ö!ª�Ò�ù�Ô�•

dot1x .z.=�Ç�|�é
��î5Å�æ  802.1x �
1J
��Ò�ù�Ô�•

mab .z.=�Ç�|�é
��î5Å�æ  MAC .z.=�C���D�,9Ô MAB9Õ�
1J
��Ò�ù�Ô�•

webauth .z.=�Ç�|�é
��î5Å�æ  Web .z.=�
1J
��Ò�ù�Ô�•

�]�]�o�, ���•�]�ˆ
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%Y 2 %(      Catalyst 3560 �,���6�4  Cisco IOS �&�Q�f�<
authentication priority
�� �4�é���â�ê�” 802.1x �
�¨�Ë�é.z.=�Ç�|�ã�Ò�á�” Web .z.=�
  2 !ß"á�é.z.=�Ç�|�ã�Ò�á.3�o�Ô���Ç�:�
$�
�Ò�ù�Ô�•

Switch(config-if)# authentication priority dotx webauth

�4�é���â�ê�” MAB �
�¨�Ë�é.z.=�Ç�|�ã�Ò�á�” Web .z.=�
  2 !ß"á�é.z.=�Ç�|�ã�Ò�á.3�o�Ô���Ç�:�
$��Ò
�ù�Ô�•

Switch(config-if)# authentication priority mab webauth

.3�o�
#Õ.z�Ô���æ�ê�” show authentication  $�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

4P1j�&�Q�f�< �&�Q�f�< .‘�ÿ

authentication 
control-direction

�P�o�;  �U�o�<�

±	û�Ç�0�ù�Ú�ê
ú�Ç�0�ã�Ò�á.3�o�Ò�ù�Ô�•

authentication event  $�o�é.z.=���L�f�;�é���"�*�Z�f�
.3�o�Ò�ù�Ô�•

authentication 
fallback

IEEE 802.1x .z.=�
�(�P�o�;�Ò�å�¿�"�\�����f�;!ª�é�H���o�^�C�6�"  �T��
�>�-�S�ã�Ò�á  Web .z.=�

ö!ª�Ô�����Á�P�o�;�
.3�o�Ò�ù�Ô�•

authentication 
host-mode

�P�o�;�é.z.=�Q�@�o�+�V  �U�o�<�
.3�o�Ò�ù�Ô�•

authentication open �P�o�;�é���o�J�f  ���"�.�,�
���@�o�I�^�ù�Ú�ê�:���.�o�I�^�æ�Ò�ù�Ô�•

authentication order �P�o�;�â
ö!ª�Ô��.z.=�Ç�|�é5Å�(�
.3�o�Ò�ù�Ô�•

authentication 
periodic

�P�o�;�é�c.z.=�
���@�o�I�^�ù�Ú�ê�:���.�o�I�^�æ�Ò�ù�Ô�•

authentication 
port-control

�P�o�;�é.5���,�9�o�;�é�»
G�Ù�î�
���@�o�I�^�æ�Ò�ù�Ô�•

authentication timer 802.1x �»���P�o�;�é�2���S�����;�ã�c.z.=�é�D�\�T�o�2�
.3�o�Ò�ù�Ô�•

authentication 
violation

�Â�Ò�¿�:�C���,�Ç�P�o�;�æ�’&ï�Ð���Ú�•�'�”�ù�Ú�ê�¨�"�™�é�:�C���,�Ç
�P�o�;�æ�’&ï�Ð���Ú�½�ã�æ�Â�Ò�¿�:�C���,�Ç�Ø�é�P�o�;�æ�’&ï�Ð���Ú�•�'
�æ"’!¢�Ô��1‘
û�U�o�<�
.3�o�Ò�ù�Ô�•

mab �P�o�;�é  MAC .z.=�C���D�,�
���@�o�I�^�æ�Ò�ù�Ô�•

mab eap Extensible Authentication Protocol9ÔEAP9Õ�

ö!ª�Ô�����Á�æ�P�o�;�
.3�o
�Ò�ù�Ô�•

show authentication �,���6�4�é.5���Q�@�o�+�V  ���L�f�;�æ4P�Ô���±�Ž�
-+$��Ò�ù�Ô�•
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%Y 2 %(      Catalyst 3560 �,���6�4  Cisco IOS �&�Q�f�<
authentication timer
authentication timer
802.1x �»���P�o�;�é�2���S�����;�ã�c.z.=�é�D�\�T�o�2�
.3�o�Ô���æ�ê�” authentication timer ���f
�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

authentication timer {{[ inactivity  | reauthenticate] [server | am]} { restart value}}

no authentication timer {{[ inactivity  | reauthenticate] [server | am]} { restart value}}  

�t�¥�é.‘�ÿ

�:�H���^�; inactivity �” server�” restart �é�&� �o�b�o�<�ê���H�æ.3�o�Ð���á�¿�ù�Ô�• reauthenticate � �o�b�o�<�ê  
1 �(4F�æ.3�o�Ð���á�¿�ù�Ô�•

�&�Q�f�<  �U�o�< ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g


ö!ª
��é�����<�\���f �2���S�����;�o�
.3�o�Ò�å�¿�ã�” 802.1x �.�6�*�Z�f�
.5���Ò�Ú A���Ç&ï�Ê�Î�ã�æ�å���ù�Ô�•
•�é�ä�é
�N�,�;�ý�Ø�é�P�o�;�

ö!ª�â�È�å�Ê�å���”�Ø�é�P�o�;�æ�’&ï�Ð���Ú�N�,�;�ê�+�Ó�,���6�4�é�Î�é�P�o�;
�æ$–
G�Ð�Ö���Î�ã�Ç�â�È�ù�Ö���•

�� �4�é���â�ê�”.z.=5V���"�9���F�9��  �2���Q�o�
  60 $}�æ.3�o�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config-if)# authentication timer inactivity 60

�4�é���â�ê�”�c.z.=�2���Q�o�
  120 $}�æ.3�o�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config-if)# authentication timer restart 120

.3�o�
#Õ.z�Ô���æ�ê�” show authentication  $�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

inactivity ���"�9���F�9���Ç�å�¿�•�'�æ�"�\�����f�;�
�u.5���ã�Ô���ù�â�é4F4Ò9Ô$}

±
Ï9Õ�•

reauthenticate )D
G�c.z.=�
4?�Ž�Ô���ù�â�é�(4F9Ô$}
±
Ï9Õ �•

server �u.5���P�o�;�é.z.=�
.\-��Ô���ù�â�é4F4Ò9Ô$}
±
Ï9Õ �•

restart �u.5���P�o�;�é.z.=�
.\-��Ô���ù�â�é4F4Ò9Ô$}
±
Ï9Õ �•

value 1 :*  65535 �é�o�
�I
��Ò�ù�Ô9Ô$}
±
Ï9Õ �•

�]�]�o�, ���•�]�ˆ

12.2(50)SE �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•
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%Y 2 %(      Catalyst 3560 �,���6�4  Cisco IOS �&�Q�f�<
authentication timer
4P1j�&�Q�f�< �&�Q�f�< .‘�ÿ

authentication 
control-direction

�P�o�;  �U�o�<�

±	û�Ç�0�ù�Ú�ê
ú�Ç�0�ã�Ò�á.3�o�Ò�ù�Ô�•

authentication event  $�o�é.z.=���L�f�;�é���"�*�Z�f�
.3�o�Ò�ù�Ô�•

authentication 
fallback

IEEE 802.1x .z.=�
�(�P�o�;�Ò�å�¿�"�\�����f�;!ª�é�H���o�^�C�6�"  �T��
�>�-�S�ã�Ò�á  Web .z.=�

ö!ª�Ô�����Á�P�o�;�
.3�o�Ò�ù�Ô�•

authentication 
host-mode

�P�o�;�é.z.=�Q�@�o�+�V  �U�o�<�
.3�o�Ò�ù�Ô�•

authentication open �P�o�;�é���o�J�f  ���"�.�,�
���@�o�I�^�ù�Ú�ê�:���.�o�I�^�æ�Ò�ù�Ô�•

authentication order �P�o�;�â
ö!ª�Ô��.z.=�Ç�|�é5Å�(�
.3�o�Ò�ù�Ô�•

authentication 
periodic

�P�o�;�é�c.z.=�
���@�o�I�^�ù�Ú�ê�:���.�o�I�^�æ�Ò�ù�Ô�•

authentication 
port-control

�P�o�;�é.5���,�9�o�;�é�»
G�Ù�î�
���@�o�I�^�æ�Ò�ù�Ô�•

authentication priority .z.=�Ç�|�
�P�o�;  �J�\�����]�9��  �]�,�;�æ1J
��Ò�ù�Ô�•

authentication 
violation

�Â�Ò�¿�:�C���,�Ç�P�o�;�æ�’&ï�Ð���Ú�•�'�”�ù�Ú�ê�¨�"�™�é�:�C���,�Ç
�P�o�;�æ�’&ï�Ð���Ú�½�ã�æ�Â�Ò�¿�:�C���,�Ç�Ø�é�P�o�;�æ�’&ï�Ð���Ú�•�'
�æ"’!¢�Ô��1‘
û�U�o�<�
.3�o�Ò�ù�Ô�•

show authentication �,���6�4�é.5���Q�@�o�+�V  ���L�f�;�æ4P�Ô���±�Ž�
-+$��Ò�ù�Ô�•
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authentication violation
authentication violation
�Â�Ò�¿�:�C���,�Ç�P�o�;�æ�’&ï�Ð���Ú�•�'�”�ù�Ú�ê�¨�"�™�é�:�C���,�Ç�P�o�;�æ�’&ï�Ð���Ú�½�ã�æ�Â�Ò
�¿�:�C���,�Ç�Ø�é�P�o�;�æ�’&ï�Ð���Ú�•�'�æ"’!¢�Ô��1‘
û�U�o�<�
.3�o�Ô���æ�ê�” authentication 
violation ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

authentication violation { protect | replace | restrict  | shutdown}

no authentication violation { protect | replace | restrict  | shutdown}  

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�â�ê .z.=1‘
û�*�V�6�;�3���f  �U�o�<�Ç���@�o�I�^�æ�å�Þ�á�¿�ù�Ô�•

�&�Q�f�<  �U�o�< ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g

�� �4�é���â�ê�” IEEE 802.1x �»���P�o�;�
  errordisable �ã�Ò�á.3�o�Ò�”�Â�Ò�¿�:�C���,�Ç�Ø�é�P�o�;�æ�’
&ï�Ð���Ú�ã�È�æ�*�V�6�;�3���f�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config-if)# authentication violation shutdown

�4�é���â�ê�”�Â�Ò�¿�:�C���,�Ç�’&ï�Ð���Ú���”�*�,�9�S  ���\�o  �T�6�.�o�+�
!¢�‘�Ò�”�Ù4¢�U�o�<�æ1«
$–�Ô�����Á�æ�” 802.1x �»���P�o�;�
.3�o�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config-if)# authentication violation restrict

�4�é���â�ê�”�Â�Ò�¿�:�C���,�Ç�’&ï�Ð���Ú���”�Ø�é�:�C���,�
�u-Þ�Ô�����Á�æ�” 802.1x �»���P�o�;�

.3�o�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config-if)# authentication violation protect

�4�é���â�ê�”�Â�Ò�¿�:�C���,�Ç�’&ï�Ð���Ú���” û�÷�é�.�6�*�Z�f�
&³
L�Ò�á�”�Ø�é�:�C���,�æ����.z.=
�
4?�Ž�Ô�����Á�æ  802.1x �»���P�o�;�
.3�o�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config-if)# authentication violation replace

.3�o�
#Õ.z�Ô���æ�ê�” show authentication  $�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

protect 
M�¼�Ò�å�¿#��>  MAC ���<�_�,�
�<�`�6�J�Ò�ù�Ô�• Syslog ���\�o�ê!¢�‘�Ò
�ù�Ö���•

replace  û�÷�é�.�6�*�Z�f�
&³
L�Ò�á�”�Â�Ò�¿�N�,�;�æ����.z.=�
4?�Ž�Ò�ù�Ô�•

restrict 1‘
û���\�o�Ç"’!¢�Ò�Ú�•�'�æ  Syslog ���\�o�
!¢�‘�Ò�ù�Ô�•

shutdown 
M�¼�Ò�å�¿ MAC ���<�_�,�Ç"’!¢�Ò�Ú�P�o�;�ù�Ú�ê
’�Ð�P�o�;�
  
errordisable �æ�Ò�ù�Ô�•

�]�]�o�, ���•�]�ˆ

12.2(50)SE �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•

12.2(55)SE replace � �o�b�o�<�Ç1J
��Ð���ù�Ò�Ú�•
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authentication violation
4P1j�&�Q�f�< �&�Q�f�< .‘�ÿ

authentication 
control-direction

�P�o�;  �U�o�<�

±	û�Ç�0�ù�Ú�ê
ú�Ç�0�ã�Ò�á.3�o�Ò�ù�Ô�•

authentication event  $�o�é.z.=���L�f�;�é���"�*�Z�f�
.3�o�Ò�ù�Ô�•

authentication 
fallback

802.1x .z.=�
�(�P�o�;�Ò�á�¿�å�¿�"�\�����f�;!ª�é�H���o�^�C�6�"�Ç�|�ã
�Ò�á  Web .z.=�

ö!ª�Ô�����Á�æ�P�o�;�
.3�o�Ò�ù�Ô�•

authentication 
host-mode

�P�o�;�é.z.=�Q�@�o�+�V  �U�o�<�
.3�o�Ò�ù�Ô�•

authentication open �P�o�;�é���o�J�f  ���"�.�,�
���@�o�I�^�ù�Ú�ê�:���.�o�I�^�æ�Ò�ù�Ô�•

authentication order �P�o�;�â
ö!ª�Ô��.z.=�Ç�|�é5Å�(�
.3�o�Ò�ù�Ô�•

authentication 
periodic

�P�o�;�é�c.z.=�
���@�o�I�^�ù�Ú�ê�:���.�o�I�^�æ�Ò�ù�Ô�•

authentication 
port-control

�P�o�;�é.5���,�9�o�;�é�»
G�Ù�î�
���@�o�I�^�æ�Ò�ù�Ô�•

authentication priority .z.=�Ç�|�
�P�o�;  �J�\�����]�9��  �]�,�;�æ1J
��Ò�ù�Ô�•

authentication timer 802.1x �»���P�o�;�é�2���S�����;�ã�c.z.=�é�D�\�T�o�2�
.3�o�Ò�ù�Ô�•

show authentication �,���6�4�é.5���Q�@�o�+�V  ���L�f�;�æ4P�Ô���±�Ž�
-+$��Ò�ù�Ô�•
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auto qos classify
auto qos classify
Quality of Service9ÔQoS9Õ�<�T���f�]�é�>5ì�â�È�å�¿�:�C���,�æ4P�Ô��  QoS �½6��
)D
G"›�æ.3�o�Ô��
�æ�ê�” auto qos classify ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•�:�H���^
�;.3�o�æ�¯�Ô�æ�ê�”�Î�é�&�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

auto qos classify [police]

no auto qos classify [police]

�t�¥�é.‘�ÿ

�:�H���^�; auto-QoS �½6��ê�”�P�o�;
��â
ö!ª�â�È�ù�Ö���•

auto-QoS �Ç���@�o�I�^�é�•�'�ê�”�I
��D�$�6�;  �\�L�^�

ö!ª�Ò�á�”�;�\�H���6�"�é�½6��”�D
�$�6�;  �\�L�^�é
����°�á�”�Å���î�I
� / �´
�� �X�o�é.3�o�
-��¿�ù�Ô�•

-+ 2-2�æ�”�´
�� �X�o�æ�»�Ò�á!¢�‘�Ð����  auto-QoS �é.3�o�
$��Ò�ù�Ô�•

�&�Q�f�<  �U�o�< ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g

police 9Ô
›�ç9Õ�>5ì�â�È�å�¿�:�C���,�æ4P�Ô��  QoS �P�]�*�f�#�
.3�o�Ò�ù�Ô�•

-+ 2-1 �I
�� �X�o�æ�»�Ô��  auto-QoS �é.3�o

�I
�� �X�o � �X�o!ß� 
CoS �Æ��� �X�o�ó
�é�Q�6�G�f�#

� �X�o�é2€�ú9Ô�ê�^
�÷9Õ

� �X�o9Ô�C�6
�H��9Õ�(���-  

SRR1 �R�­

1. SRR = Shaped Round Robin9Ô�*�����J�<  �\���f�<  �`�F�f9Õ�•�I
�� �X�o�ê�R�­�U�o�<�é�ú�(�P�o�;�Ò�ù�Ô�•

1 0�” 1�” 2�” 3�” 6�” 7 70% 90%

�J�\�����]�9�� 2 4�” 5 30% 10%

-+ 2-2 �´
�� �X�o�æ�»�Ô��  auto-QoS �é.3�o

�´
�� �X�o � �X�o!ß� 
CoS �Æ��� �X�o�ó�é
�Q�6�G�f�#

� �X�o�é2€�ú9Ô�ê
�^�÷9Õ

�!���F�6�;�»���P�o
�;�é� �X�o9Ô�C�6
�H��9Õ�(���-

10/100 ���o�(
�@�6�;  �P�o�;�é
� �X�o9Ô�C�6
�H��9Õ�(���-

�J�\�����]�9��
9Ô�*�����J�<9Õ

1 4�” 5 �¨�"  100% 25% 15%

SRR �R�­ 2 2�” 3�” 6�” 7 10% 25% 25%

SRR �R�­ 3 0 60 % 25% 40%

SRR �R�­ 4 1 20 % 25% 20 %

�]�]�o�, ���•�]�ˆ

12.2(55)SE �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•
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%Y 2 %(      Catalyst 3560 �,���6�4  Cisco IOS �&�Q�f�<
auto qos classify

ö!ª
��é�����<�\���f QoS �<�T���f�]�é�>5ì�â�È�����f�2�o�H�����,�æ4P�Ô��  QoS �
.3�o�Ô���æ�ê�”�Î�é�&�Q�f�<�

ö!ª�Ò
�ù�Ô�• QoS �<�T���f�æ�ê�”�,���6�4�”�@�6�;�b�o�"�]1ñ�”�Å���î  QoS �æ4P�Ô��#��>�;�\�H���6�"�
�½
6���(»�å���6�+  �:�C���,�Ç�=�ù���á�¿�ù�Ô�•

Auto-QoS �ê�”�,���6�4�é�>5ì�â�È�����f�2�o�H�����,�ã�é�’&ï�
.3�o�Ò�ù�Ô�•#��>�D�$�6�;�é  QoS 
�\�L�^�ê�>5ì�Ð���ù�Ô�•5V�^�o�9�6�<  �P�o�;�é�•�'�ê�”#��>�D�$�6�;�é  CoS �o�Ç�>5ì�Ð���ù�Ô�•�^�o
�9�6�<  �P�o�;�â�ê�”#��>�D�$�6�;�é  DSCP �o�Ç�>5ì�Ð���ù�Ô�•

auto-QoS �é�:�H���^�;�
�Ñ!ª�Ô���æ�ê�” auto-QoS �
���@�o�I�^�æ�Ò�á�Æ���”�Ø�é
•�é  QoS �&�Q�f�<
�
.3�o�Ô����-Ð�Ç�½���ù�Ô�• auto-QoS �
���@�o�I�^�æ�Ò�Ú �½�ã�æ�” auto-QoS �
.ž�›�â�È�ù�Ô�•

auto qos classify �&�Q�f�<�Ç.3�o�Ð���á�¿���•�'�é�P�]�*�o  �Q�6�J�
�4�æ$��Ò�ù�Ô�•

policy-map AUTOQOS-SRND4-CLASSIFY-POLICY 
class AUTOQOS_MULTIENHANCED_CONF_CLASS 
set dscp af41 
class AUTOQOS_BULK_DATA_CLASS 
set dscp af11 
class AUTOQOS_TRANSACTION_CLASS 
set dscp af21 
class AUTOQOS_SCAVANGER_CLASS 
set dscp cs1 
class AUTOQOS_SIGNALING_CLASS 
set dscp cs3 
class AUTOQOS_DEFAULT_CLASS 
set dscp default

auto qos classify police �&�Q�f�<�Ç.3�o�Ð���á�¿���•�'�é�P�]�*�o  �Q�6�J�
�4�æ$��Ò�ù�Ô�•

policy-map AUTOQOS-SRND4-CLASSIFY-POLICE-POLICY 
class AUTOQOS_MULTIENHANCED_CONF_CLASS 
set dscp af41 
police 5000000 8000 exceed-action drop 
class AUTOQOS_BULK_DATA_CLASS 
set dscp af11 
police 10000000 8000 exceed-action policed-dscp-transmit 
class AUTOQOS_TRANSACTION_CLASS 
set dscp af21 
police 10000000 8000 exceed-action policed-dscp-transmit 
class AUTOQOS_SCAVANGER_CLASS 
set dscp cs1 
police 10000000 8000 exceed-action drop 
class AUTOQOS_SIGNALING_CLASS 
set dscp cs3 
police 32000 8000 exceed-action drop 
class AUTOQOS_DEFAULT_CLASS 
set dscp default 
police 10000000 8000 exceed-action policed-dscp-transmit 
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9Ô�H9Õ �,���6�4�ê�” Command-Line Interface9ÔCLI; �&�Q�f�<�\���f  ���f�2�o�H�����,9Õ�Æ���&�Q�f�<�Ç�I
��Ð
���Ú�•�'�ã�+�Ó���Á�æ�” auto-QoS �æ���Þ�á!¢�‘�Ð���Ú�&�Q�f�<�
1¡!ª�Ò�ù�Ô�•�â�=�é�Y�o�).3�o�â�ê�”
!¢�‘�Ð���Ú�&�Q�f�<�é1¡!ª�æ�,�Œ�Ô���Î�ã�Ç�½���ù�Ô�•�ù�Ú�”!¢�‘�Ð���Ú�&�Q�f�<�â�â�=�é.3�o�Ç
�� 
�È�Ð�����Î�ã�ý�½���ù�Ô�•�Î�����é���"�*�Z�f�ê�”/
�T�
-+$��Ö�Õ�æ�s-��Ð���ù�Ô�•!¢�‘�Ð���Ú�&�Q�f
�<�Ç�Ô�ô�á�\�ñ�æ1¡!ª�Ð���Ú�•�'�”
�� �È�Ð���å�Æ�Þ�Ú�Y�o�)�I
��é.3�o�ê�s-��&�f�H���!�X�_�o�*�Z
�f�]�æ�w���ù�Ô�•
�� �È�Ð���Ú�Y�o�)�I
��é.3�o�ê�” û�÷�é.3�o�
�T�U�]�æ�;�=�Ö�Õ�æ�”�,���6�4�
�]
�`�o�<�Ô���ã�ó�0�â�È�ù�Ô�•!¢�‘�Ð���Ú�&�Q�f�<�é1¡!ª�æ�,�Œ�Ò�Ú�•�'�ê�”�è�é�s-��&�f�H���!�X�_�o
�*�Z�f�Ç�ó�0�Ð���ù�Ô�•

auto-QoS �
���@�o�I�^�æ�Ò�Ú�½�ã�”�,�è�æ  AutoQoS �
�=�û�P�]�*�o  �Q�6�J�ÿ4ø&‚�P�]�(�o�
���•�Ò
�å�¿�â�Ê�Û�Ð�¿�•�P�]�*�o  �Q�6�J�ÿ4ø&‚�P�]�(�o�
���•�Ô����-Ð�Ç�½���•�'�”�Ø�é�&�G�o�

Þ�‘�Ò�”
�&�G�o�Ò�Ú�P�]�*�o  �Q�6�J�ÿ�P�]�(�o�
���•�Ò�ù�Ô�•!¢�‘�Ð���Ú�P�]�*�o  �Q�6�J�é
•�
���æ�Â�Ò�¿�P
�]�*�o  �Q�6�J�

ö!ª�Ô���æ�ê�”!¢�‘�Ò�Ú�P�]�*�o  �Q�6�J�
���f�2�o�H�����,�Æ���å4°�Ò�á�”�Â�Ò�¿�P
�]�*�o  �Q�6�J�
1¡!ª�Ò�ù�Ô�•

auto-QoS �Ç���@�o�I�^�é�ã�È�æ)D
G"›�æ!¢�‘�Ð����  QoS �é.3�o�
-+$��Ô���æ�ê�” auto-QoS �
���@�o
�I�^�æ�Ô���è�æ�:�C�6�#�
���@�o�I�^�æ�Ò�ù�Ô�• debug auto qos  $�­  EXEC �&�Q�f�<�

ö!ª�Ô���ã�”
auto-QoS �é�:�C�6�!�f�#�Ç���@�o�I�^�æ�å���ù�Ô�•.f&¦�æ�ß�¿�á�ê�” debug auto qos �&�Q�f�<�

ó�–
�Ò�á�Ê�Û�Ð�¿�•

�P�o�;
��é  auto-QoS �
�:���.�o�I�^�æ�Ô���æ�ê�” no auto qos voip ���f�2�o�H�����,  �&�f�H���!�X
�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•�Î�é�P�o�;�æ�»�Ò�á�” auto-QoS �æ���Þ�á!¢�‘�Ð���Ú���f�2�o�H��
���,  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�Û�Ì�Ç�å4°�Ð���ù�Ô�• auto-QoS �
���@�o�I�^�æ�Ò�Ú�¨�ß�é�P�o
�;�â�” no auto qos trust �&�Q�f�<�
�I
��Ô���ã�” auto-QoS �æ���Þ�á!¢�‘�Ð���Ú�#�`�o�C�^  �&�f�H��
�!�X�_�o�*�Z�f  �&�Q�f�<�Ç�w�Þ�á�¿���•�'�â�ý�” auto-QoS �ê�:���.�o�I�^�ã�ú�å�Ð���ù�Ô9Ô�#�`�o�C
�^  �&�f�H���!�X�_�o�*�Z�f�æ���Þ�á�Ç5À�
���Ì��
•�é�P�o�;�â�é�;�\�H���6�"�é
��¿�
1±�Ì���Ú�ü9Õ �•
no mls qos �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�á�” auto-QoS �æ���Þ�á!¢�‘�Ð���Ú�#
�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�
�:���.�o�I�^�æ�â�È�ù�Ô�• QoS �Ç�:���.�o�I�^�é�•�'
�ê�”�D�$�6�;�Ç���•�Ð���å�¿�Ú�ü�”�>5ì�â�È���P�o�;�ÿ�>5ì�â�È�å�¿�P�o�;�ã�¿�Á�N�(�ê�å�Ê�å���ù
�Ô�•�D�$�6�;�]�é  CoS�” DSCP�”�Å���î  IP precedence �é�o�ê���•�Ð���ù�Ö���•�;�\�H���6�"�ê  
Pass-Through �U�o�<�â�,���6�4�f�#�Ð���ù�Ô�•�D�$�6�;�ê� �È�µ�Ã�������Î�ã�å�Ê�,���6�4�f�#�Ð���”
�P�]�*�f�#�å�Ò�é�L�,�;  ���H���o�;�æ�½6��Ð���ù�Ô�•

�� �4�é���â�ê�”�>5ì�â�È�å�¿�:�C���,�é  auto-QoS �½6��
���@�o�I�^�æ�Ò�”�;�\�H���6�"�
�P�]�*�f�#�Ô
���Ç�:�
$��Ò�ù�Ô�•

Switch(config)# interface gigabitethernet2/0/1
Switch(config)# interface gigabitethernet1/1
Switch(config-if)# auto qos classify police

.3�o�
#Õ.z�Ô���æ�ê�” show auto qos interface interface-id  $�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

4P1j�&�Q�f�< �&�Q�f�< .‘�ÿ

debug auto qos auto-QoS �Ï(»�é�:�C�6�#�
���@�o�I�^�æ�Ò�ù�Ô�•

mls qos trust �P�o�;�é�>5ì A���
.3�o�Ò�ù�Ô�•

srr-queue bandwidth share �R�­�Ô��2€�ú�

����°�á�”�P�o�;�æ�Q�6�G�f�#�Ð���Ú�´
�
� �X�o  4 �ß�â�ê�^�÷�
�R�­�Ò�ù�Ô�•

queue-set � �X�o�.�6�;�æ�»�Ô���P�o�;�
�Q�6�G�f�#�Ò�ù�Ô�•
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show auto qos auto-QoS �±�Ž�
-+$��Ò�ù�Ô�•

show mls qos interface �P�o�;  �_�L�^�â  QoS �±�Ž�
-+$��Ò�ù�Ô�•

�&�Q�f�< .‘�ÿ
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auto qos trust
QoS �<�T���f�]�é�>5ì�â�È�å�¿���f�2�o�H�����,�æ4P�Ô��  QoS �
)D
G"›�æ.3�o�Ô���æ�ê�”�,���6�4  �,
�2�6�"�ù�Ú�ê�,�2�f�<���`�f  �,���6�4
��â  auto qos trust ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f  
�&�Q�f�<�

ö!ª�Ò�ù�Ô�•�:�H���^�;.3�o�æ�¯�Ô�æ�ê�”�Î�é�&�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

auto qos trust { cos | dscp}

no auto qos trust { cos | dscp}

�t�¥�é.‘�ÿ

�:�H���^�; auto-QoS �>5ì�ê�”�P�o�;
��â
ö!ª�â�È�ù�Ö���•

auto-QoS �Ç���@�o�I�^�é�•�'�ê�”�I
��D�$�6�;  �\�L�^�

ö!ª�Ò�á�”�;�\�H���6�"�é�½6��”�D�$�6�;  �\
�L�^�é
����°�á�”�Å���î�I
� / �´
�� �X�o�é.3�o�
-��¿�ù�Ô�•

cos CoS �D�$�6�;�½6��
�>5ì�Ò�ù�Ô�•

dscp DSCP �D�$�6�;�½6��
�>5ì�Ò�ù�Ô�•

-+ 2-3 �;�\�H���6�"  �2���J�”�D�$�6�;  �\�L�^�”�Å���î� �X�o

VoIP �:�o�2  
�;�\�H���6�"

VoIP �Ù�î  
�;�\�H���6�"

�^�o�9���f�#  �J
�`�;�&�^  �;�\
�H���6�"

STP1 
BPDU2 �;�\
�H���6�"

1. STP = Spanning-Tree Protocol9Ô�,�D�>�f�#  �7�]�o  �J�`�;�&�^9Õ

2. BPDU = Bridge Protocol Data Unit9Ô�I�]�6�+  �J�`�;�&�^  �:�o�2  �Y�>�6�;9Õ

�]���^�2���S  
�F�:��  �;�\
�H���6�"

�Ø�é
•�Ô�ô�á�é�;�\
�H���6�"

DSCP3

3. DSCP = Differentiated Service Code Point9ÔDiffserv �&�o�<  �P���f�;9Õ

46 24�” 26 48 56 34 –

CoS4

4. CoS = Class of Service9Ô�(�o�F�,  �"�\�,9Õ

5 3 6 7 3 –

CoS �Æ���I
�
� �X�o�ó�é�Q�6
�G�f�#

4�” 59Ô� �X�o  29Õ 0�” 1�” 2�” 3�” 6�” 7
9Ô� �X�o  19Õ

CoS �Æ���´
�
� �X�o�ó�é�Q�6
�G�f�#

4�” 5 
9Ô� �X�o  19Õ

2�” 3�” 6�” 79Ô� �X�o  29Õ 09Ô� �X�o  39Õ 2 
9Ô� �X�o  
39Õ

0�” 1
9Ô� �X�o  
49Õ

-+ 2-4 �I
�� �X�o�æ�»�Ô��  auto-QoS �é.3�o

�I
�� �X�o � �X�o!ß� 
CoS �Æ��� �X�o�ó
�é�Q�6�G�f�#

� �X�o�é2€�ú9Ô�ê�^
�÷9Õ

� �X�o9Ô�C�6
�H��9Õ�(���-  

SRR1 �R�­

1. SRR = Shaped Round Robin9Ô�*�����J�<  �\���f�<  �`�F�f9Õ�•�I
�� �X�o�ê�R�­�U�o�<�é�ú�(�P�o�;�Ò�ù�Ô�•

1 0�” 1�” 2�” 3�” 6�” 7 70% 90%

�J�\�����]�9�� 2 4�” 5 30% 10%
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%Y 2 %(      Catalyst 3560 �,���6�4  Cisco IOS �&�Q�f�<
auto qos trust
�&�Q�f�<  �U�o�< ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g


ö!ª
��é�����<�\���f QoS �<�T���f�]�é�>5ì�â�È�����f�2�o�H�����,�æ4P�Ô��  QoS �
.3�o�Ô���æ�ê�”�Î�é�&�Q�f�<�

ö!ª�Ò
�ù�Ô�• QoS �<�T���f�æ�ê�”�,���6�4�”�@�6�;�b�o�"�]1ñ�”�Å���î  QoS �æ4P�Ô��#��>�;�\�H���6�"�
�½
6���(»�å���6�+  �:�C���,�Ç�=�ù���á�¿�ù�Ô�•

Auto-QoS �ê�”�,���6�4�é�>5ì�â�È�����f�2�o�H�����,�ã�é�’&ï�
.3�o�Ò�ù�Ô�•#��>�D�$�6�;�é  QoS 
�\�L�^�ê�>5ì�Ð���ù�Ô�•5V�^�o�9�6�<  �P�o�;�é�•�'�ê�”#��>�D�$�6�;�é  CoS �o�Ç�>5ì�Ð���ù�Ô�•�^�o
�9�6�<  �P�o�;�â�ê�”#��>�D�$�6�;�é  DSCP �o�Ç�>5ì�Ð���ù�Ô�•

auto-QoS �é�:�H���^�;�
�Ñ!ª�Ô���æ�ê�” auto-QoS �
���@�o�I�^�æ�Ò�á�Æ���”�Ø�é
•�é  QoS �&�Q�f�<
�
.3�o�Ô����-Ð�Ç�½���ù�Ô�• auto-QoS �
���@�o�I�^�æ�Ò�Ú �½�ã�æ�” auto-QoS �
.ž�›�â�È�ù�Ô�•

�P�o�;�Ç  auto-QoS �>5ì�

ö!ª�Ò�á.3�o�Ð���á�¿���•�'�ê�”�P�o�;
��é�Ô�ô�á�é�D�$�6�;�Ç�>5ì�Ð���ù
�Ô�•�D�$�6�;�Ç  DSCP �ù�Ú�ê  CoS �o�â�Q�o�"�Ð���á�¿�å�¿�•�'�ê�”�:�H���^�;  �Q�o� �f�#�Ç
ö!ª�Ð��
�ù�Ô�•

9Ô�H9Õ �,���6�4�ê�” Command-Line Interface9ÔCLI; �&�Q�f�<�\���f  ���f�2�o�H�����,9Õ�Æ���&�Q�f�<�Ç�I
�
�Ð���Ú�•�'�ã�+�Ó���Á�æ�” auto-QoS �æ���Þ�á!¢�‘�Ð���Ú�&�Q�f�<�
1¡!ª�Ò�ù�Ô�•�â�=�é�Y�o�).3�o�â
�ê�”!¢�‘�Ð���Ú�&�Q�f�<�é1¡!ª�æ�,�Œ�Ô���Î�ã�Ç�½���ù�Ô�•�ù�Ú�”!¢�‘�Ð���Ú�&�Q�f�<�â�â�=�é.3�o�Ç

�� �È�Ð�����Î�ã�ý�½���ù�Ô�•�Î�����é���"�*�Z�f�ê�”/
�T�
-+$��Ö�Õ�æ�s-��Ð���ù�Ô�•!¢�‘�Ð���Ú�&
�Q�f�<�Ç�Ô�ô�á�\�ñ�æ1¡!ª�Ð���Ú�•�'�”
�� �È�Ð���å�Æ�Þ�Ú�Y�o�)�I
��é.3�o�ê�s-��&�f�H���!�X�_�o
�*�Z�f�]�æ�w���ù�Ô�•
�� �È�Ð���Ú�Y�o�)�I
��é.3�o�ê�” û�÷�é.3�o�
�T�U�]�æ�;�=�Ö�Õ�æ�”�,���6�4
�
�]�`�o�<�Ô���ã�ó�0�â�È�ù�Ô�•!¢�‘�Ð���Ú�&�Q�f�<�é1¡!ª�æ�,�Œ�Ò�Ú�•�'�ê�”�è�é�s-��&�f�H���!�X
�_�o�*�Z�f�Ç�ó�0�Ð���ù�Ô�•

auto-QoS �
���@�o�I�^�æ�Ò�Ú�½�ã�”�,�è�æ  AutoQoS �
�=�û�P�]�*�o  �Q�6�J�ÿ4ø&‚�P�]�(�o�
���•�Ò
�å�¿�â�Ê�Û�Ð�¿�•�P�]�*�o  �Q�6�J�ÿ4ø&‚�P�]�(�o�
���•�Ô����-Ð�Ç�½���•�'�”�Ø�é�&�G�o�

Þ�‘�Ò�”
�&�G�o�Ò�Ú�P�]�*�o  �Q�6�J�ÿ�P�]�(�o�
���•�Ò�ù�Ô�•!¢�‘�Ð���Ú�P�]�*�o  �Q�6�J�é
•�
���æ�Â�Ò�¿�P
�]�*�o  �Q�6�J�

ö!ª�Ô���æ�ê�”!¢�‘�Ò�Ú�P�]�*�o  �Q�6�J�
���f�2�o�H�����,�Æ���å4°�Ò�á�”�Â�Ò�¿�P
�]�*�o  �Q�6�J�
1¡!ª�Ò�ù�Ô�•

-+ 2-5 �´
�� �X�o�æ�»�Ô��  auto-QoS �é.3�o

�´
�� �X�o � �X�o!ß� 
CoS �Æ��� �X�o�ó�é
�Q�6�G�f�#

� �X�o�é2€�ú9Ô�ê
�^�÷9Õ

�!���F�6�;�»���P�o
�;�é� �X�o9Ô�C�6
�H��9Õ�(���-

10/100 ���o�(
�@�6�;  �P�o�;�é
� �X�o9Ô�C�6
�H��9Õ�(���-

�J�\�����]�9��
9Ô�*�����J�<9Õ

1 4�” 5 �¨�"  100% 25% 15%

SRR �R�­ 2 2�” 3�” 6�” 7 10% 25% 25%

SRR �R�­ 3 0 60 % 25% 40%

SRR �R�­ 4 1 20 % 25% 20 %

�]�]�o�, ���•�]�ˆ

12.2(55)SE �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•
2-51
Catalyst 3560 �,���6�4  �&�Q�f�<  �]�H���_�f�,

OL-8554-08-J



 

%Y 2 %(      Catalyst 3560 �,���6�4  Cisco IOS �&�Q�f�<
auto qos trust
auto-QoS �Ç���@�o�I�^�é�ã�È�æ)D
G"›�æ!¢�‘�Ð����  QoS �é.3�o�
-+$��Ô���æ�ê�” auto-QoS �
���@�o
�I�^�æ�Ô���è�æ�:�C�6�#�
���@�o�I�^�æ�Ò�ù�Ô�• debug auto qos  $�­  EXEC �&�Q�f�<�

ö!ª�Ô���ã�”
auto-QoS �é�:�C�6�!�f�#�Ç���@�o�I�^�æ�å���ù�Ô�•.f&¦�æ�ß�¿�á�ê�” debug auto qos �&�Q�f�<�

ó�–
�Ò�á�Ê�Û�Ð�¿�•

�P�o�;
��é  auto-QoS �
�:���.�o�I�^�æ�Ô���æ�ê�” no auto qos voip ���f�2�o�H�����,  �&�f�H���!�X
�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•�Î�é�P�o�;�æ�»�Ò�á�” auto-QoS �æ���Þ�á!¢�‘�Ð���Ú���f�2�o�H��
���,  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�Û�Ì�Ç�å4°�Ð���ù�Ô�• auto-QoS �
���@�o�I�^�æ�Ò�Ú�¨�ß�é�P�o
�;�â�” no auto qos trust �&�Q�f�<�
�I
��Ô���ã�” auto-QoS �æ���Þ�á!¢�‘�Ð���Ú�#�`�o�C�^  �&�f�H��
�!�X�_�o�*�Z�f  �&�Q�f�<�Ç�w�Þ�á�¿���•�'�â�ý�” auto-QoS �ê�:���.�o�I�^�ã-×�å�Ð���ù�Ô9Ô�#�`�o�C
�^  �&�f�H���!�X�_�o�*�Z�f�é�Ç5À�
���Ì��
•�é�P�o�;
��é�;�\�H���6�"�

��¿�Ð�Ö�å�¿�Ú�ü9Õ �• no mls 
qos �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�á�” auto-QoS �æ���Þ�á!¢�‘�Ð���Ú�#�`�o�C
�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�
�:���.�o�I�^�æ�â�È�ù�Ô�• QoS �Ç�:���.�o�I�^�é�•�'�ê�”�D
�$�6�;�Ç���•�Ð���å�¿9Ô�D�$�6�;�]�é  CoS�” DSCP�”�Å���î  IP precedence �o�ê���•�Ð���å�¿9Õ�Ú�ü�”
�>5ì�â�È���P�o�;�ù�Ú�ê�>5ì�â�È�å�¿�P�o�;�ã�¿�Þ�Ú�N�(�ê�½���ù�Ö���•�;�\�H���6�"�ê  
Pass-Through �U�o�<�â�,���6�4�f�#�Ð���ù�Ô9Ô�D�$�6�;�ê� �È�µ�Ã�������Î�ã�å�Ê�,���6�4�f�#�Ð���”
�P�]�*�f�#�å�Ò�é�L�,�;  ���H���o�;�æ�½6��Ð���ù�Ô9Õ �•

�� �4�é���â�ê�” $�o�é  cos �½6��

ö!ª�Ò�á�>5ì�â�È�����f�2�o�H�����,�æ4P�Ô��  auto-QoS �
���@�o�I�^
�æ�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config)# interface gigabitethernet2/0/1
Switch(config-if)# auto qos trust cos

.3�o�
#Õ.z�Ô���æ�ê�” show auto qos interface interface-id  $�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

4P1j�&�Q�f�< �&�Q�f�< .‘�ÿ

debug auto qos auto-QoS �Ï(»�é�:�C�6�#�
���@�o�I�^�æ�Ò�ù�Ô�•

mls qos trust �P�o�;�é�>5ì A���
.3�o�Ò�ù�Ô�•

srr-queue bandwidth share �R�­�Ô��2€�ú�

����°�á�”�P�o�;�æ�Q�6�G�f�#�Ð���Ú�´
�
� �X�o  4 �ß�â�ê�^�÷�
�R�­�Ò�ù�Ô�•

queue-set � �X�o�.�6�;�æ�»�Ô���P�o�;�
�Q�6�G�f�#�Ò�ù�Ô�•

show auto qos auto-QoS �±�Ž�
-+$��Ò�ù�Ô�•

show mls qos interface �P�o�;  �_�L�^�â  QoS �±�Ž�
-+$��Ò�ù�Ô�•
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%Y 2 %(      Catalyst 3560 �,���6�4  Cisco IOS �&�Q�f�<
auto qos voip
auto qos voip 
QoS9ÔQuality of Service9Õ�<�T���f�]�é  Voice over IP9ÔVoIP9Õ�æ�»�Ò�” QoS �
)D
G"›�æ.3�o�Ô���æ�ê�”
auto qos voip ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•�:�H���^�;.3�o�æ�¯
�Ô�æ�ê�”�Î�é�&�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

auto qos voip { cisco-phone | cisco-softphone | trust }

no auto qos voip [cisco-phone | cisco-softphone | trust ]

�t�¥�é.‘�ÿ

�:�H���^�; auto-QoS �Ç���@�o�I�^�é�•�'�ê�”�I
��D�$�6�;  �\�L�^�

ö!ª�Ò�á�”�;�\�H���6�"�é�½6��”�D�$�6�;  �\
�L�^�é
����°�á�”�Å���î�I
� / �´
�� �X�o�é.3�o�
-��¿�ù�Ô�•

cisco-phone �Î�é�P�o�;�Ç  Cisco IP Phone �æ�’&ï�Ð���á�¿���ã�Í�¿�Ò�” )D
G"›�æ VoIP �é  QoS �

.3�o�Ò�ù�Ô�•#��>�D�$�6�;�é  QoS �\�L�^�Ç�>5ì�Ð�����é�ê�” IP Phone �Ç��#n�Ð��
���•�'�æ4¢���ù�Ô�•

cisco-softphone �Î�é�P�o�;�Ç  Cisco SoftPhone �Ç
G
Þ�Ò�á�¿��-]'Î�æ�’&ï�Ð���á�¿���ã�Í�¿�Ò�”)D

G"›�æ VoIP �é  QoS �
.3�o�Ò�ù�Ô�•

trust �Î�é�P�o�;�Ç�>5ì�â�È���,���6�4�ù�Ú�ê�^�o�2�æ�’&ï�Ð���á�¿���ã�Í�¿�Ò�”)D
G"›
�æ VoIP �é  QoS �
.3�o�Ò�ù�Ô�•#��>�D�$�6�;�é  QoS �\�L�^�ê�>5ì�Ð���ù�Ô�•5V
�^�o�9�6�<  �P�o�;�é�•�'�ê�”#��>�D�$�6�;�é  CoS �o�Ç�>5ì�Ð���ù�Ô�•�^�o�9�6�<  
�P�o�;�â�ê�”#��>�D�$�6�;�é  DSCP �o�Ç�>5ì�Ð���ù�Ô�•

-+ 2-6 �;�\�H���6�"  �2���J�”�D�$�6�;  �\�L�^�”�Å���î� �X�o

VoIP �:�o�2  
�;�\�H���6�"

VoIP �Ù�î  
�;�\�H���6�"

�^�o�9���f�#  �J
�`�;�&�^  �;�\
�H���6�"

STP1 
BPDU2 �;�\
�H���6�"

1. STP = Spanning-Tree Protocol9Ô�,�D�>�f�#  �7�]�o  �J�`�;�&�^9Õ

2. BPDU = Bridge Protocol Data Unit9Ô�I�]�6�+  �J�`�;�&�^  �:�o�2  �Y�>�6�;9Õ

�]���^�2���S  
�F�:��  �;�\
�H���6�"

�Ø�é
•�Ô�ô�á�é�;�\
�H���6�"

DSCP[DSCP]3

3. DSCP = Differentiated Service Code Point9ÔDiffserv �&�o�<  �P���f�;9Õ

46 24�” 26 48 56 34 –

CoS4

4. CoS = Class of Service9Ô�(�o�F�,  �"�\�,9Õ

5 3 6 7 3 –

CoS �Æ���I
�
� �X�o�ó�é�Q�6
�G�f�#

4�” 59Ô� �X�o  29Õ 0�” 1�” 2�” 3�” 6�” 7
9Ô� �X�o  19Õ

CoS �Æ���´
�
� �X�o�ó�é�Q�6
�G�f�#

4�” 5 
9Ô� �X�o  19Õ

2�” 3�” 6�” 79Ô� �X�o  29Õ 09Ô� �X�o  39Õ 2 
9Ô� �X�o  39Õ

0�” 1
9Ô� �X�o  49Õ
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%Y 2 %(      Catalyst 3560 �,���6�4  Cisco IOS �&�Q�f�<
auto qos voip
�&�Q�f�<  �U�o�< ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g


ö!ª
��é�����<�\���f QoS �<�T���f�]�é  VoIP �;�\�H���6�"�æ1¡�¾�å  QoS �
.3�o�Ô���•�'�ê�”�Î�é�&�Q�f�<�

ö!ª�Ò�ù�Ô�•
QoS �<�T���f�æ�ê�”�,���6�4�”�@�6�;�b�o�"�]1ñ�” QoS �é#��>�;�\�H���6�"�
�½6��Ô���Î�ã�é�â�È��
���6�+-]'Î�å�ä�Ç�=�ù���ù�Ô�•

auto-QoS �ê�,���6�4�ã�^�o�9�6�<  �P�o�;
��é  Cisco IP Phone �

ö!ª�Ò�Ú  VoIP �ã�”Cisco SoftPhone ��
�J�]�$�o�*�Z�f�Ç
G
Þ�Ô��-]'Î�

ö!ª�Ò�Ú  VoIP �æ�»�Ò�á�,���6�4�
.3�o�Ò�ù�Ô�•�Î�����é�]�]�o�,�ê  
Cisco IP SoftPhone �C�o�+�Z�f  1.3(3)
•4 �é�ú�
�(�P�o�;�Ò�ù�Ô�•�’&ï�Ð����-]'Î�ê  Cisco 
CallManager �C�o�+�Z�f  4 
•4 �

ö!ª�Ô����-Ð�Ç�½���ù�Ô�•

show auto qos �&�Q�f�<�é�´
��æ�ê�” Cisco IP Phone �é�(�o�F�,  �P�]�*�o�±�Ž�Ç-+$��Ð���ù�Ô�•

auto-QoS �é�:�H���^�;�
�Ñ!ª�Ô���æ�ê�” auto-QoS �
���@�o�I�^�æ�Ò�á�Æ���”�Ø�é
•�é  QoS �&�Q�f�<
�
.3�o�Ô����-Ð�Ç�½���ù�Ô�• auto-QoS �
���@�o�I�^�æ�Ò�Ú �½�ã�æ�” auto-QoS �
.ž�›�â�È�ù�Ô�•

-+ 2-7 �I
�� �X�o�æ�»�Ô��  auto-QoS �é.3�o

�I
�� �X�o � �X�o!ß� 
CoS �Æ��� �X�o�ó
�é�Q�6�G�f�#

� �X�o�é2€�ú9Ô�ê�^
�÷9Õ

� �X�o9Ô�C�6
�H��9Õ�(���-  

SRR1 �R�­

1. SRR = Shaped Round Robin9Ô�*�����J�<  �\���f�<  �`�F�f9Õ�•�I
�� �X�o�ê�R�­�U�o�<�é�ú�(�P�o�;�Ò�ù�Ô�•

1 0�” 1�” 2�” 3�” 6�” 7 70% 90%

�J�\�����]�9�� 2 4�” 5 30% 10%

-+ 2-8 �´
�� �X�o�æ�»�Ô��  auto-QoS �é.3�o

�´
�� �X�o � �X�o!ß� 
CoS �Æ��� �X�o�ó�é
�Q�6�G�f�#

� �X�o�é2€�ú9Ô�ê
�^�÷9Õ

�!���F�6�;�»���P�o
�;�é� �X�o9Ô�C�6
�H��9Õ�(���-

10/100 ���o�(
�@�6�;  �P�o�;�é
� �X�o9Ô�C�6
�H��9Õ�(���-

�J�\�����]�9��
9Ô�*�����J�<9Õ

1 4�” 5 �¨�"  100% 25% 15%

SRR �R�­ 2 2�” 3�” 6�” 7 10 % 25% 25%

SRR �R�­ 3 0 60 % 25% 40%

SRR �R�­ 4 1 20 % 25% 20 %

�]�]�o�, ���•�]�ˆ

12.1(19)EA1 �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•

12.2(20)SE cisco-softphone � �o�b�o�<�Ç1J
��Ð���”!¢�‘�Ð����  auto-QoS �é.3�o�Ç��
�•�Ð���ù�Ò�Ú�•

12.2(40)SE �&�Q�f�<�´
��é�±�Ž�Ç���•�Ð���ù�Ò�Ú�•

12.2(55)SE ���›  auto-QoS �æ�»�Ô���(�P�o�;�Ç1J
��Ð���ù�Ò�Ú�•
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%Y 2 %(      Catalyst 3560 �,���6�4  Cisco IOS �&�Q�f�<
auto qos voip
9Ô�H9Õ �,���6�4�ê�” Command-Line Interface9ÔCLI; �&�Q�f�<�\���f  ���f�2�o�H�����,9Õ�Æ���&�Q�f�<�Ç�I
��Ð
���Ú�•�'�ã�+�Ó���Á�æ�” auto-QoS �æ���Þ�á!¢�‘�Ð���Ú�&�Q�f�<�
1¡!ª�Ò�ù�Ô�•�â�=�é�Y�o�).3�o�â�ê�”
!¢�‘�Ð���Ú�&�Q�f�<�é1¡!ª�æ�,�Œ�Ô���Î�ã�Ç�½���ù�Ô�•�ù�Ú�”!¢�‘�Ð���Ú�&�Q�f�<�â�â�=�é.3�o�Ç
�� 
�È�Ð�����Î�ã�ý�½���ù�Ô�•�Î�����é���"�*�Z�f�ê�”/
�T�
-+$��Ö�Õ�æ�s-��Ð���ù�Ô�•!¢�‘�Ð���Ú�&�Q�f
�<�Ç�Ô�ô�á�\�ñ�æ1¡!ª�Ð���Ú�•�'�”
�� �È�Ð���å�Æ�Þ�Ú�Y�o�)�I
��é.3�o�ê�s-��&�f�H���!�X�_�o�*�Z
�f�]�æ�w���ù�Ô�•
�� �È�Ð���Ú�Y�o�)�I
��é.3�o�ê�” û�÷�é.3�o�
�T�U�]�æ�;�=�Ö�Õ�æ�”�,���6�4�
�]
�`�o�<�Ô���ã�ó�0�â�È�ù�Ô�•!¢�‘�Ð���Ú�&�Q�f�<�é1¡!ª�æ�,�Œ�Ò�Ú�•�'�ê�”�è�é�s-��&�f�H���!�X�_�o
�*�Z�f�Ç�ó�0�Ð���ù�Ô�•

�Î���Ç  auto-QoS �
���@�o�I�^�æ�Ô���¨�Ë�é�P�o�;�é�•�'�ê�” auto-QoS �æ���Þ�á!¢�‘�Ð���Ú�#�`�o�C
�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�æ&ï�¿�á���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�Ç�s
-��Ð���ù�Ô�•�Î�é�P�o�;�â  auto-QoS �
���@�o�I�^�æ�Ô���ã�”�Ø�é�P�o�;�æ�»�Ò�á  auto-QoS �æ���Þ�á
!¢�‘�Ð���Ú���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�Û�Ì�Ç�s-��Ð���ù�Ô�•

�¨�Ë�é�P�o�;�â  auto-QoS �Ï(»�
���@�o�I�^�æ�Ô���ã�”�4�é)D
G���"�*�Z�f�Ç�s-��Ð���ù�Ô�•

• QoS �ê�#�`�o�C�^�æ���@�o�I�^
{�Ð��9Ô mls qos �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<9Õ�”
�Ø�é
•�é�#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�Ç1J
��Ð���ù�Ô�•

�,���6�4  �P�o�;�Ç  Cisco IOS Release 12.2(37)SE �Æ�Ø�������ý�è�é�]�]�o�,�â  auto qos voip 
cisco-phone ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�á.3�o�Ð���Ú�•�'�”
auto-QoS �æ���Þ�á  Cisco IOS Release 12.2(40)SE �æ�Â�Ò�Ê!¢�‘�Ð���Ú�&�Q�f�<�ê�”�P�o�;�æ1¡!ª
�Ð���ù�Ö���•�Î�é���Á�å�&�Q�f�<�
)D
G"›�æ1¡!ª�Ô���æ�ê�”.3�o�
�å4°�Ò�á�Æ���P�o�;�æ�c�21¡!ª
�Ô����-Ð�Ç�½���ù�Ô�•

• Cisco SoftPhone �Ç
G
Þ�Ô��-]'Î�æ�’&ï�Ð���Ú�@�6�;�b�o�"  ���6�+�æ�½���P�o�;�æ  auto qos voip 
cisco-softphone ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�
�I
��Ò�Ú�•�'�”�,���6�4�ê
�P�]�*�f�#�

ö!ª�Ò�á�D�$�6�;�Ç�J�`�H�����^�]�Æ�J�`�H�����^���Æ�
�Í�¿�Ò�”�D�$�6�;�æ�»�Ô��
���"�*�Z�f�
�0�o�Ò�ù�Ô�•�D�$�6�;�æ  24�” 26�”�ù�Ú�ê  46 �ã�¿�Á  DSCP �o�Ç�å�¿�•�'�”�ù�Ú�ê�D
�$�6�;�Ç�J�`�H�����^���æ�½���•�'�”�,���6�4�ê  DSCP �o�
  0 �æ���•�Ò�ù�Ô�•�,���6�4�ê�”�P�o
�;�é�I
�� �X�o�ã�´
�� �X�o�
�” -+ 2-7 �Å���î -+ 2-8 �é.3�o�o�æ�å�Þ�á.3�o�Ò�ù�Ô�•

• �@�6�;�b�o�"�]1ñ�æ�’&ï�Ð���Ú�P�o�;
��â�” auto qos voip trust ���f�2�o�H�����,  �&�f�H���!�X
�_�o�*�Z�f  �&�Q�f�<�
�I
��Ò�Ú�•�'�”�,���6�4�ê�”�I
��D�$�6�;�â�^�o�9���f�#�Ð���å�¿�P�o�;
�é  CoS �o�”�ù�Ú�ê�^�o�9�6�<  �P�o�;�é  DSCP �o�
�>5ì�Ò�ù�Ô9Ô�;�\�H���6�"�Ç
•�é���6�+-]'Î�â
�Ô�â�æ�½6��Ð���á�¿���Î�ã�Ç�è�­�æ
™�æ�å���ù�Ô9Õ �•�,���6�4�ê�”�P�o�;�é�I
�� �X�o�ã�´
�
� �X�o�
�” -+ 2-7 �Å���î -+ 2-8 �é.3�o�o�æ�å�Þ�á.3�o�Ò�ù�Ô�•

�,�2�9���6�"  �P�o�;�”�3���=�R�6�"  ���"�.�,  �P�o�;�”5¸�ÿ  VLAN ���"�.�,  �P�o�;�”�Å���î�;�\�f�"  
�P�o�;�â  auto-QoS �
���@�o�I�^�æ�â�È�ù�Ô�•�^�o�9�6�<  �P�o�;�æ�½��  Cisco IP Phone �â  auto-QoS �

���@�o�I�^�æ�Ô���•�'�”�,�2�9���6�"  IP ���<�_�,�
  IP Phone �æ
����°�á����-Ð�Ç�½���ù�Ô�•

9Ô�H9Õ Cisco SoftPhone �Ç
G
Þ�Ô��-]'Î�Ç�,���6�4�ù�Ú�ê�^�o�9�6�<  �P�o�;�æ�’&ï�Ð���á�¿���•�'�”�,���6�4
�ê�P�o�;�Ï�ã�æ  1 �ß�é  Cisco SoftPhone ���J�]�$�o�*�Z�f�é�ú�
�(�P�o�;�Ò�ù�Ô�•

auto-QoS �
���@�o�I�^�æ�Ò�Ú�½�ã�”�,�è�æ  AutoQoS �
�=�û�P�]�*�o  �Q�6�J�ÿ4ø&‚�P�]�(�o�
���•�Ò
�å�¿�â�Ê�Û�Ð�¿�•�P�]�*�o  �Q�6�J�ÿ4ø&‚�P�]�(�o�
���•�Ô����-Ð�Ç�½���•�'�”�Ø�é�&�G�o�

Þ�‘�Ò�”
�&�G�o�Ò�Ú�P�]�*�o  �Q�6�J�ÿ�P�]�(�o�
���•�Ò�ù�Ô�•!¢�‘�Ð���Ú�P�]�*�o  �Q�6�J�é
•�
���æ�Â�Ò�¿�P
�]�*�o  �Q�6�J�

ö!ª�Ô���æ�ê�”!¢�‘�Ò�Ú�P�]�*�o  �Q�6�J�
���f�2�o�H�����,�Æ���å4°�Ò�á�”�Â�Ò�¿�P
�]�*�o  �Q�6�J�
1¡!ª�Ò�ù�Ô�•

auto-QoS �Ç���@�o�I�^�é�ã�È�æ)D
G"›�æ!¢�‘�Ð����  QoS9ÔQuality of Service9Õ�é.3�o�
-+$��Ô���æ
�ê�” auto-QoS �
���@�o�I�^�æ�Ô���è�æ�:�C�6�#�
���@�o�I�^�æ�Ò�ù�Ô�• debug auto qos  $�­  EXEC �&
�Q�f�<�

ö!ª�Ô���ã�” auto-QoS �é�:�C�6�!�f�#�Ç���@�o�I�^�æ�å���ù�Ô�•
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%Y 2 %(      Catalyst 3560 �,���6�4  Cisco IOS �&�Q�f�<
auto qos voip
�P�o�;�é  auto-QoS �
�:���.�o�I�^�æ�Ô���æ�ê�” no auto qos voip ���f�2�o�H�����,  �&�f�H���!�X�_�o
�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•�Î�é�P�o�;�æ�»�Ò�á�” auto-QoS �æ���Þ�á!¢�‘�Ð���Ú���f�2�o�H�����,  
�&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�Û�Ì�Ç�å4°�Ð���ù�Ô�• auto-QoS �
���@�o�I�^�æ�Ò�Ú�¨�ß�é�P�o�;
�â�” no auto qos voip �&�Q�f�<�
�I
��Ô���ã�” auto-QoS �æ���Þ�á!¢�‘�Ð���Ú�#�`�o�C�^  �&�f�H���!�X
�_�o�*�Z�f  �&�Q�f�<�Ç�w�Þ�á�¿���•�'�â�ý�” auto-QoS �ê�:���.�o�I�^�ã�ú�å�Ð���ù�Ô9Ô�#�`�o�C�^  �&
�f�H���!�X�_�o�*�Z�f�æ���Þ�á�Ç5À�
���Ì��
•�é�P�o�;�â�é�;�\�H���6�"�é
��¿�
1±�Ì���Ú�ü9Õ �• no 
mls qos �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�á�” auto-QoS �æ���Þ�á!¢�‘�Ð���Ú�#
�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�
�:���.�o�I�^�æ�â�È�ù�Ô�• QoS �Ç�:���.�o�I�^�é�•�'
�ê�”�D�$�6�;�Ç���•�Ð���å�¿9Ô�D�$�6�;�]�é  CoS�” DSCP�”�Å���î  IP precedence �o�ê���•�Ð���å�¿9Õ
�Ú�ü�”�>5ì�â�È���P�o�;�ù�Ú�ê�>5ì�â�È�å�¿�P�o�;�ã�¿�Þ�Ú�N�(�ê�½���ù�Ö���•�;�\�H���6�"�ê  
Pass-Through �U�o�<�â�,���6�4�f�#�Ð���ù�Ô9Ô�D�$�6�;�ê� �È�µ�Ã�������Î�ã�å�Ê�,���6�4�f�#�Ð���”
�P�]�*�f�#�å�Ò�é�L�,�;  ���H���o�;�æ�½6��Ð���ù�Ô9Õ �•

auto qos voip �&�Q�f�<�Ç���@�o�I�^�æ�å�Þ�á�¿���P�o�;
��â�ê�”!¢�‘�Ð����  queue-set ID �Ç���f�2�o
�H�����,�æ���Þ�á!ã�å���ù�Ô�•

• �H���,�;  ���o�(�@�6�;  ���f�2�o�H�����,�é�•�'�ê�” auto-QoS �æ���Þ�á  queue-set 19Ô�:�H���^�;9Õ
�Ç!¢�‘�Ð���ù�Ô�•

• �!���F�6�;  ���o�(�@�6�;  ���f�2�o�H�����,�é�•�'�ê�” auto-QoS �æ���Þ�á  queue-set 2 �Ç!¢�‘�Ð��
�ù�Ô�•

auto qos voip cisco-phone �&�Q�f�<�é���›.3�o�
�4�æ$��Ò�ù�Ô�•

Switch(config)# mls qos map policed-dscp  0 10 18 to 8
Switch(config)# mls qos map cos-dscp 0 8 16 24 32 46 48 56
Switch(config)# class-map match-all AUTOQOS_VOIP_DATA_CLASS
Switch(config-cmap)# match ip dscp ef 
Switch(config)# class-map match-all AUTOQOS_DEFAULT_CLASS
Switch(config-cmap)# match access-group name AUTOQOS-ACL-DEFAULT
Switch(config)# class-map match-all AUTOQOS_VOIP_SIGNAL_CLASS
Switch(config-cmap)# match ip dscp cs3 
Switch(config)# policy-map AUTOQOS-SRND4-CISCOPHONE-POLICY
Switch(config-pmap)# class AUTOQOS_VOIP_DATA_CLASS
Switch(config-pmap-c)# set dscp ef
Switch(config-pmap-c)# police 128000 8000 exceed-action policed-dscp-transmit
Switch(config-pmap)# class AUTOQOS_VOIP_SIGNAL_CLASS
Switch(config-pmap-c)# set dscp cs3
Switch(config-pmap-c)# police 32000 8000 exceed-action policed-dscp-transmit
Switch(config-pmap)# class AUTOQOS_DEFAULT_CLASS
Switch(config-pmap-c)# set dscp default
Switch(config-pmap-c)# police 10000000 8000 exceed-action policed-dscp-transmit
Switch(config-if)# service-policy input AUTOQOS-SRND4-CISCOPHONE-POLICY

auto qos voip cisco-softphone �&�Q�f�<�é���›.3�o�
�4�æ$��Ò�ù�Ô�•

Switch(config)# mls qos map policed-dscp  0 10 18 to 8
Switch(config)# mls qos map cos-dscp 0 8 16 24 32 46 48 56
Switch(config)# class-map match-all AUTOQOS_MULTIENHANCED_CONF_CLASS
Switch(config-cmap)# match access-group name AUTOQOS-ACL-MULTIENHANCED-CONF
Switch(config)# class-map match-all AUTOQOS_VOIP_DATA_CLASS
Switch(config-cmap)# match ip dscp ef 
Switch(config)# class-map match-all AUTOQOS_DEFAULT_CLASS
Switch(config-cmap)# match access-group name AUTOQOS-ACL-DEFAULT
Switch(config)# class-map match-all AUTOQOS_TRANSACTION_CLASS
Switch(config-cmap)# match access-group name AUTOQOS-ACL-TRANSACTIONAL-DATA
Switch(config)# class-map match-all AUTOQOS_VOIP_SIGNAL_CLASS
Switch(config-cmap)# match ip dscp cs3 
Switch(config)# class-map match-all AUTOQOS_SIGNALING_CLASS
Switch(config-cmap)# match access-group name AUTOQOS-ACL-SIGNALING
Switch(config)# class-map match-all AUTOQOS_BULK_DATA_CLASS
Switch(config-cmap)# match access-group name AUTOQOS-ACL-BULK-DATA
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Switch(config)# class-map match-all AUTOQOS_SCAVANGER_CLASS
Switch(config-cmap)# match access-group name AUTOQOS-ACL-SCAVANGER

Switch(config)# policy-map AUTOQOS-SRND4-SOFTPHONE-POLICY
Switch(config-pmap)# class AUTOQOS_VOIP_DATA_CLASS
Switch(config-pmap-c)# set dscp ef
Switch(config-pmap-c)# police 128000 8000 exceed-action policed-dscp-transmit
Switch(config-pmap)# class AUTOQOS_VOIP_SIGNAL_CLASS
Switch(config-pmap-c)# set dscp cs3
Switch(config-pmap-c)# police 32000 8000 exceed-action policed-dscp-transmit
Switch(config-pmap)#  class AUTOQOS_MULTIENHANCED_CONF_CLASS
Switch(config-pmap-c)#  set dscp af41
Switch(config-pmap-c)# police 5000000 8000 exceed-action drop
Switch(config-pmap)# class AUTOQOS_BULK_DATA_CLASS
Switch(config-pmap-c)# set dscp af11
Switch(config-pmap-c)# police 10000000 8000 exceed-action policed-dscp-transmit
Switch(config-pmap)# class AUTOQOS_TRANSACTION_CLASS
Switch(config-pmap-c)# set dscp af21
Switch(config-pmap-c)# police 10000000 8000 exceed-action policed-dscp-transmit
Switch(config-pmap)# class AUTOQOS_SCAVANGER_CLASS
Switch(config-pmap-c)# set dscp cs1
Switch(config-pmap-c)# police 10000000 8000 exceed-action drop
Switch(config-pmap)# class AUTOQOS_SIGNALING_CLASS
Switch(config-pmap-c)# set dscp cs3
Switch(config-pmap-c)# police 32000 8000 exceed-action drop
Switch(config-pmap)# class AUTOQOS_DEFAULT_CLASS
Switch(config-pmap-c)# set dscp default
Switch(config-if)# service-policy input AUTOQOS-SRND4-SOFTPHONE-POLICY

�� �4�é���â�ê�”�P�o�;�æ�’&ï�Ð���á�¿���,���6�4�ù�Ú�ê�^�o�2�Ç�>5ì�â�È��-]'Î�â�½���•�'�æ�”
auto-QoS �
���@�o�I�^�æ�Ò�”#��>�D�$�6�;�â���>�Ò�Ú  QoS �\�L�^�
�>5ì�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config)# interface gigabitethernet0/1
Switch(config-if)# auto qos voip trust

.3�o�
#Õ.z�Ô���æ�ê�” show auto qos interface interface-id  $�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

4P1j�&�Q�f�< �&�Q�f�< .‘�ÿ

debug auto qos auto-QoS �Ï(»�é�:�C�6�#�
���@�o�I�^�æ�Ò�ù�Ô�•

mls qos cos �:�H���^�;�é�P�o�;  CoS �o�
�o'õ�Ô���Æ�”�½���¿�ê�P�o�;
�é�Ô�ô�á�é#��>�D�$�6�;�æ�:�H���^�;�é  CoS �o�

����°�á
�ù�Ô�•

mls qos map CoS/DSCP �Q�6�J�ù�Ú�ê  DSCP/CoS �Q�6�J�
�o'õ�Ò�ù�Ô�•

mls qos queue-set output buffers �C�6�H���
� �X�o�.�6�;�æ
����°�á�ù�Ô�•

mls qos srr-queue input bandwidth Shaped Round Robin9ÔSRR; �*�����J�<  �\���f�<  �`�F�f9Õ
�é2€�ú�
�I
�� �X�o�æ
����°�á�ù�Ô�•

mls qos srr-queue input buffers �I
�� �X�o4F�é�C�6�H���

����°�á�ù�Ô�•

mls qos srr-queue input cos-map CoS �o�
�I
�� �X�o�æ�Q�6�G�f�#�Ô���Æ�”�ù�Ú�ê  CoS �o�

� �X�o�ã�Ò�È�¿�o  ID �æ�Q�6�G�f�#�Ò�ù�Ô�•

mls qos srr-queue input dscp-map DSCP �o�
�I
�� �X�o�æ�Q�6�G�f�#�Ô���Æ�”�ù�Ú�ê  DSCP 
�o�
� �X�o�ã�Ò�È�¿�o  ID �æ�Q�6�G�f�#�Ò�ù�Ô�•

mls qos srr-queue input 
priority-queue

�I
��J�\�����]�9��  � �X�o�
.3�o�Ò�”�ê�^�÷�
�;.=�Ò�ù�Ô�•
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mls qos srr-queue output cos-map CoS �o�
�´
�� �X�o�æ�Q�6�G�f�#�”�ù�Ú�ê  CoS �o�
� �X�o
�Å���î�Ò�È�¿�o  ID �æ�Q�6�G�f�#�Ò�ù�Ô�•

mls qos srr-queue output dscp-map DSCP �o�
�´
�� �X�o�”�ù�Ú�ê� �X�o�ã�Ò�È�¿�o  ID �æ�Q�6
�G�f�#�Ò�ù�Ô�•

mls qos trust �P�o�;�é�>5ì A���
.3�o�Ò�ù�Ô�•

queue-set � �X�o�.�6�;�æ�»�Ô���P�o�;�
�Q�6�G�f�#�Ò�ù�Ô�•

show auto qos auto-QoS �±�Ž�
-+$��Ò�ù�Ô�•

show mls qos interface �P�o�;  �_�L�^�â  QoS �±�Ž�
-+$��Ò�ù�Ô�•

srr-queue bandwidth shape �*���o�G�f�#�Ð���Ú2€�ú�

����°�á�”�P�o�;�æ�Q�6�G�f�#
�Ð���Ú�´
�� �X�o  4 �ß�â�ê�^�÷�
�*���o�G�f�#�Ò�ù�Ô�•

srr-queue bandwidth share �R�­�Ô��2€�ú�

����°�á�”�P�o�;�æ�Q�6�G�f�#�Ð���Ú�´
�
� �X�o  4 �ß�â�ê�^�÷�
�R�­�Ò�ù�Ô�•

�&�Q�f�< .‘�ÿ
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boot auto-download-sw
boot auto-download-sw
�0�H�;�������é)D
G���6�J�#�_�o�<�â
ö!ª�Ô��  URL �D�,�,�
�0�o�Ô���æ�ê�” boot auto-download-sw 
�#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•�:�H���^�;.3�o�æ�¯�Ô�æ�ê�”�Î�é�&�Q�f
�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

boot auto-download-sw source-url

no boot auto-download-sw

�t�¥�é.‘�ÿ

�:�H���^�; �:���.�o�I�^�•

�&�Q�f�<  �U�o�< �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g


ö!ª
��é�����<�\���f �Î�é�&�Q�f�<�

ö!ª�Ô���ã�”�0�H�;�������é)D
G���6�J�#�_�o�<�é�Ú�ü�æ
ö!ª�Ô��  URL �D�,�
�0�o�Ò
�ù�Ô�•

�Î�é�&�Q�f�<�

ö!ª�Ò�á�”�C�o�+�Z�f�é�R�,�Q�6�4�é�•�'�æ���"�.�,�Ô���Q�,�2�o�,���6�4�é  URL �

.3�o�â�È�ù�Ô�•

source-url )D
G���6�J�#�_�o�<�é�Ú�ü�é�0�o�,  URL �����]���,�•�4�é���J�*�Z�f�Ç
�(�P�o�;�Ð���á�¿�ù�Ô�•

• �`�o���^  �H�\�6�*�X  �H�����^  �*�,�9�S�é�t�¥9æ
flash:

• FTP �é�t�¥9æ
ftp: [[ //username[:password]@location]/directory]/image-name.tar

• HTTP �(�o�C�é�t�¥9æ
http:// [[ username:password]@]{ hostname | 
host-ip}[/ directory]/image-name.tar

• �.� �X��  HTTP �(�o�C�é�t�¥9æ
https://[[ username:password]@]{ hostname | 
host-ip}[/ directory]/image-name.tar

• �]�U�o�;  �&�G�o  �J�`�;�&�^9Ô RCP9Õ�é�t�¥9æ
rcp: [[ //username@location]/directory]/image-name.tar

• TFTP �é�t�¥9æ
tftp: [[ //location]/directory]/image-name.tar

image-name.tar  �ê�”�,���6�4�æ�3���f�`�o�<�Ò�”���f�,�;�o�^�Ô���0�H
�;������  ���T�o�+�â�Ô�•

�]�]�o�, ���•�]�ˆ

12.2(35)SE �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•
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boot auto-download-sw
4P1j�&�Q�f�< �&�Q�f�< .‘�ÿ

show boot BOOT !c�º���™�é.3�o�
-+$��Ò�ù�Ô�•
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boot buffersize
boot buffersize
NVRAM �(���-�
.3�o�Ô���æ�ê�”�,���6�4  �,�2�6�"�ù�Ú�ê�,�2�f�<���`�f  �,���6�4
��â  boot 
buffersize �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•�Î�é�&�Q�f�<�
�:�H���^�;.3
�o�æ�¯�Ô�æ�ê�”�Î�é�&�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

boot buffersize size

no boot buffersize

�t�¥�é.‘�ÿ

�:�H���^�; NVRAM �C�6�H��  �(���-�é�:�H���^�;�ê  512 KB �â�Ô�•

�&�Q�f�<  �U�o�< �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g


ö!ª
��é�����<�\���f NVRAM �C�6�H��  �(���-�é�:�H���^�;�ê  512 KB �â�Ô�•�&�f�H���!�X�_�o�*�Z�f  �H�����^�Ç�"�È�Ê�å
���Ô�É�á  NVRAM �æ�;�=�â�È�å�¿�•�'�Ç�½���ù�Ô�•1b�ñ�”�Î�é û/N�ê�,���6�4  �,�2�6�"�]�é�,���6�4
�Ç���¿�•�'�æ"’!¢�Ò�ù�Ô�•�����"�È�å�&�f�H���!�X�_�o�*�Z�f  �H�����^�
�(�P�o�;�Ô�����Á�æ  
NVRAM �C�6�H���é�(���-�
.3�o�Ô���Î�ã�Ç�â�È�ù�Ô�•�Â�Ò�¿  NVRAM �C�6�H��  �(���-�ê�â�=�é�T�f
�C�o  �,���6�4�ã�Â�Ò�¿�T�f�C�o  �,���6�4�é�Ô�ô�á�æ�+�¼�Ð���ù�Ô�•

NVRAM �C�6�H��  �(���-�
.3�o�Ò�Ú���”�,���6�4�ù�Ú�ê�,���6�4  �,�2�6�"�
�]�`�o�<�Ò�ù�Ô�•

�,���6�4�
�,�2�6�"�æ1J
��Ò�á�” NVRAM �(���-�ã	û)L�Ò�å�Æ�Þ�Ú�•�'�ê�”�Â�Ò�¿�,���6�4�Ç�,�2�6
�"�æ�+�¼�Ð���”)D
G"›�æ�]�`�o�<�Ð���ù�Ô�•

�� �4�é���â�ê�” NVRAM �C�6�H��  �(���-�
.3�o�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config)# boot buffersize 524288
Switch(config)# end

4P1j�&�Q�f�<

size KB 
±
Ï�é  NVRAM �C�6�H��  �(���-�•

�­
2�å%¸�Ð�ê  4096 :*  1048576 �â�Ô�•

�]�]�o�, ���•�]�ˆ

12.2(55)SE �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•

�&�Q�f�< .‘�ÿ

show boot BOOT !c�º���™�é.3�o�
-+$��Ò�ù�Ô�•
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boot config-file
boot config-file
Cisco IOS �Ç�*�,�9�S.3�o�é
��¾"’�H�&�G�o�é.’�ú� �È�æ
ö!ª�Ô���H�����^�,�
�0�o�Ô���æ�ê�” boot 
config-file �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•�:�H���^�;.3�o�æ�¯�Ô�æ�ê�”
�Î�é�&�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

boot config-file flash:/file-url

no boot config-file

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�é�&�f�H���!�X�_�o�*�Z�f  �H�����^�ê�” flash:config.text �â�Ô�•

�&�Q�f�<  �U�o�< �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g


ö!ª
��é�����<�\���f �H�����^�,�Å���î�:���_�"�;�]�,�ê�”�"�¥�<�ã�Ê�¥�<�

™�Î�Ò�ù�Ô�•

�Î�é�&�Q�f�<�ê�” CONFIG_FILE !c�º���™�é.3�o�
���•�Ò�ù�Ô�•.f&¦�ê�” 
ƒ3s  A�ŸCatalyst 3560 �,
���6�4  �I�o�;�`�o�3  �&�Q�f�<�  �

ó�–�Ò�á�Ê�Û�Ð�¿�•

4P1j�&�Q�f�<

flash:/file-url �&�f�H���!�X�_�o�*�Z�f  �H�����^�é�D�,9Ô�:���_�"�;�]9Õ�Å���î�,�è�â�Ô�•

�]�]�o�, ���•�]�ˆ

12.1(19)EA1 �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•

�&�Q�f�< .‘�ÿ

show boot BOOT !c�º���™�é.3�o�
-+$��Ò�ù�Ô�•
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boot enable-break
boot enable-break
)D
G�I�o�;  �J�`�.�,�é
��¿�
���@�o�I�^�æ�Ô���æ�ê�” boot enable-break �#�`�o�C�^  �&�f�H���!�X�_�o
�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•�:�H���^�;.3�o�æ�¯�Ô�æ�ê�”�Î�é�&�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

boot enable-break

no boot enable-break

�t�¥�é.‘�ÿ �Î�é�&�Q�f�<�æ�ê�”�•�™�ù�Ú�ê� �o�b�o�<�ê�½���ù�Ö���•

�:�H���^�; �:���.�o�I�^�•�&�f�0�o�^
��â  Break � �o�
�ü�Ò�á�ý)D
G�I�o�;  �J�`�.�,�

��¿�Ô���Î�ã�ê�â�È�ù�Ö���•

�&�Q�f�<  �U�o�< �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g


ö!ª
��é�����<�\���f �Î�é�&�Q�f�<�
�I
��Ô���ã�”�H�\�6�*�X  �H�����^  �*�,�9�S�Ç�Ë�¼
{�Ð���Ú�½�ã�â  Break � �o�
�ü�Ò�á�”
)D
G�I�o�;  �J�`�.�,�

��¿�â�È�ù�Ô�•

9Ô�H9Õ �Î�é�&�Q�f�<�é.3�o�æ4P�%�å�Ê�”�,���6�4�è5Y�D�@�^�é  MODE �O�2�f�
�ü�Ô�ã�”�¿�ß�â�ý)D
G�I�o�;  
�J�`�.�,�

��¿�â�È�ù�Ô�•

�Î�é�&�Q�f�<�ê�” ENABLE_BREAK !c�º���™�é.3�o�
���•�Ò�ù�Ô�•.f&¦�ê�” 
ƒ3s  A�ŸCatalyst 3560 �,
���6�4  �I�o�;�`�o�3  �&�Q�f�<�  �

ó�–�Ò�á�Ê�Û�Ð�¿�•

4P1j�&�Q�f�<

�]�]�o�, ���•�]�ˆ

12.1(19)EA1 �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•

�&�Q�f�< .‘�ÿ

show boot BOOT !c�º���™�é.3�o�
-+$��Ò�ù�Ô�•
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boot helper
boot helper
�I�o�;  �`�o�3�Ë�¼
{
��æ�3���=�R�6�"�æ�H�����^�
�`�o�<�Ò�á�”�I�o�;  �`�o�3�é�Ï(»�
���›�Ô���Æ�ù
�Ú�ê�Ï(»�æ�D�6�4�
�°�á���æ�ê�” boot helper �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù
�Ô�•�Î�é�&�Q�f�<�
�:�H���^�;.3�o�æ�¯�Ô�æ�ê�”�Î�é�&�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

boot helper filesystem:/file-url ...

no boot helper 

�t�¥�é.‘�ÿ

�:�H���^�; �K�^�D�o  �H�����^�ê�`�o�<�Ð���ù�Ö���•

�&�Q�f�<  �U�o�< �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g


ö!ª
��é�����<�\���f �Î�é���™�ê�”�]1ñ4?"’�Å���î�9�,�;�¾!ª�â�Ô�•

�H�����^�,�Å���î�:���_�"�;�]�,�ê�”�"�¥�<�ã�Ê�¥�<�

™�Î�Ò�ù�Ô�•

�Î�é�&�Q�f�<�ê�” HELPER !c�º���™�é.3�o�
���•�Ò�ù�Ô�•.f&¦�ê�” 
ƒ3s A�ŸCatalyst 3560 �,���6�4  
�I�o�;�`�o�3  �&�Q�f�<�  �

ó�–�Ò�á�Ê�Û�Ð�¿�•

4P1j�&�Q�f�<

filesystem: �H�\�6�*�X  �H�����^  �*�,�9�S�é�����]���,�â�Ô�•�*�,�9�S  �O�o�<  �H�\�6
�*�X  �:�C���,�æ�ê  flash: �

ö!ª�Ò�ù�Ô�•

/file-url �`�o�3�Ë�¼
{
��æ
G"›�æ�`�o�<�Ô���Ú�ü�é�D�,9Ô�:���_�"�;�]9Õ�Å���î�`�o
�<��(»�å�H�����^�é�]�,�;�â�Ô�•���T�o�+�,�ê�.�R�&�`�f�â
™�¾���ù�Ô�•

�]�]�o�, ���•�]�ˆ

12.1(19)EA1 �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•

�&�Q�f�< .‘�ÿ

show boot BOOT !c�º���™�é.3�o�
-+$��Ò�ù�Ô�•
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boot helper-config-file
Cisco IOS �K�^�D�o  ���T�o�+�Ç
ö!ª�Ô���&�f�H���!�X�_�o�*�Z�f  �H�����^�é�,�è�
�0�o�Ô���æ�ê�”
boot helper-config-file �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•�Î�é�&�Q�f�<�Ç
.3�o�Ð���á�¿�å�¿�•�'�ê�” CONFIG_FILE !c�º���™�æ���Þ�á�0�o�Ð���Ú�H�����^�Ç�”�`�o�<�Ð���Ú�Ô
�ô�á�é�C�o�+�Z�f�é  Cisco IOS �æ
ö!ª�Ð���ù�Ô�•�:�H���^�;.3�o�æ�¯�Ô�æ�ê�”�Î�é�&�Q�f�<�é  no �»�|�


ö!ª�Ò�ù�Ô�•

boot helper-config-file filesystem:/file-url

no boot helper-config file

�t�¥�é.‘�ÿ

�:�H���^�; �K�^�D�o  �&�f�H���!�X�_�o�*�Z�f  �H�����^�ê�0�o�Ð���ù�Ö���•

�&�Q�f�<  �U�o�< �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g


ö!ª
��é�����<�\���f �Î�é���™�ê�”�]1ñ4?"’�Å���î�9�,�;�¾!ª�â�Ô�•

�H�����^�,�Å���î�:���_�"�;�]�,�ê�”�"�¥�<�ã�Ê�¥�<�

™�Î�Ò�ù�Ô�•

�Î�é�&�Q�f�<�ê�” HELPER_CONFIG_FILE !c�º���™�é.3�o�
���•�Ò�ù�Ô�•.f&¦�ê�” 
ƒ3s A�ŸCatalyst 
3560 �,���6�4  �I�o�;�`�o�3  �&�Q�f�<�  �

ó�–�Ò�á�Ê�Û�Ð�¿�•

4P1j�&�Q�f�<

filesystem: �H�\�6�*�X  �H�����^  �*�,�9�S�é�����]���,�â�Ô�•�*�,�9�S  �O�o
�<  �H�\�6�*�X  �:�C���,�æ�ê  flash: �

ö!ª�Ò�ù�Ô�•

/file-url �`�o�<�Ô���D�,9Ô�:���_�"�;�]9Õ�Å���î�K�^�D�o  �&�f�H���!�X
�_�o�*�Z�f  �H�����^

�]�]�o�, ���•�]�ˆ

12.1(19)EA1 �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•

�&�Q�f�< .‘�ÿ

show boot BOOT !c�º���™�é.3�o�
-+$��Ò�ù�Ô�•
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boot manual
boot manual
�4�Á�I�o�;  �(���"�^
��æ�,���6�4�é�»
G/à
G�
���@�o�I�^�æ�Ô���æ�ê�” boot manual �#�`�o�C�^  �&�f
�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•�:�H���^�;.3�o�æ�¯�Ô�æ�ê�”�Î�é�&�Q�f�<�é  no �»�|�

ö
!ª�Ò�ù�Ô�•

boot manual

no boot manual

�t�¥�é.‘�ÿ �Î�é�&�Q�f�<�æ�ê�”�•�™�ù�Ú�ê� �o�b�o�<�ê�½���ù�Ö���•

�:�H���^�; �»
G�æ����/à
G�ê�:���.�o�I�^�â�Ô�•

�&�Q�f�<  �U�o�< �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g


ö!ª
��é�����<�\���f �4�Á�*�,�9�S�
�c/à
G�Ô���ã�”�,���6�4�ê�I�o�;  �`�o�3  �U�o�<�â/à
G�Ò�ù�Ô�•�Î���ê  switch: �J�`�f
�J�;�æ���Þ�á�
�Æ���ù�Ô�•�*�,�9�S�
/à
G�Ô���æ�ê�” boot �I�o�;  �`�o�3  �&�Q�f�<�

ö!ª�Ò�á/à
G��(»
�å���T�o�+�é�,�è�
�0�o�Ò�ù�Ô�•

�Î�é�&�Q�f�<�ê�” MANUAL_BOOT !c�º���™�é.3�o�
���•�Ò�ù�Ô�•.f&¦�ê�” 
ƒ3s  A�ŸCatalyst 3560 �,
���6�4  �I�o�;�`�o�3  �&�Q�f�<�  �

ó�–�Ò�á�Ê�Û�Ð�¿�•

4P1j�&�Q�f�<

�]�]�o�, ���•�]�ˆ

12.1(19)EA1 �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•

�&�Q�f�< .‘�ÿ

show boot BOOT !c�º���™�é.3�o�
-+$��Ò�ù�Ô�•
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boot private-config-file
boot private-config-file
Cisco IOS �Ç�J�\���L�o�;.3�o�é
��¾"’�H�&�G�o�é.’�ú� �È�æ
ö!ª�Ô���H�����^�,�
�0�o�Ô���æ�ê�”
boot private-config-file �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•�:�H���^�;.3�o
�æ�¯�Ô�æ�ê�”�Î�é�&�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

boot private-config-file filename

no boot private-config-file

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�é�&�f�H���!�X�_�o�*�Z�f  �H�����^�ê�” private-config �â�Ô�•

�&�Q�f�<  �U�o�< �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g


ö!ª
��é�����<�\���f �H�����^�,�ê�”�"�¥�<�ã�Ê�¥�<�

™�Î�Ò�ù�Ô�•

�� �4�é���â�ê�”�J�\���L�o�;  �&�f�H���!�X�_�o�*�Z�f  �H�����^�é�,�è�
  pconfig �ã�0�o�Ô���Ç�:�
$��Ò
�ù�Ô�•

Switch(config)# boot private-config-file pconfig

4P1j�&�Q�f�<

filename �J�\���L�o�;  �&�f�H���!�X�_�o�*�Z�f  �H�����^�é�,�è

�]�]�o�, ���•�]�ˆ

12.1(19)EA1 �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•

�&�Q�f�< .‘�ÿ

show boot BOOT !c�º���™�é.3�o�
-+$��Ò�ù�Ô�•
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boot system
boot system
�4�Á�é�I�o�;  �(���"�^
��æ�`�o�<�Ô��  Cisco IOS ���T�o�+�
�0�o�Ô���æ�ê�” boot system �#�`�o�C�^  
�&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•�:�H���^�;.3�o�æ�¯�Ô�æ�ê�”�Î�é�&�Q�f�<�é  no �»�|
�

ö!ª�Ò�ù�Ô�•

boot system filesystem:/file-url ...

no boot system

�t�¥�é.‘�ÿ

�:�H���^�; �,���6�4�ê�” BOOT !c�º���™�]�é�±�Ž�

ö!ª�Ò�á�”)D
G"›�æ�*�,�9�S�
/à
G�Ò���Á�ã�Ò�ù�Ô�•�Î�é��
�™�Ç.3�o�Ð���á�¿�å�¿�•�'�”�,���6�4�ê�”�H�\�6�*�X  �H�����^  �*�,�9�S�K
Õ�æ�c�ë"›�å'Q�3��&•�

-��Þ�á�”�¨�Ë�é�s-���(»���T�o�+�
�`�o�<�Ò�á�s-��Ò���Á�ã�Ò�ù�Ô�•�:���_�"�;�]�é'Q�3��&•�â�ê�”��
�´�Ò�Ú�&�(�I�:���_�"�;�]�
�b�K�æ��&•�Ò�á�Æ���0�é�:���_�"�;�]�â�é��&•�
&ï�Ì�ù�Ô�•

�&�Q�f�<  �U�o�< �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g


ö!ª
��é�����<�\���f �H�����^�,�Å���î�:���_�"�;�]�,�ê�”�"�¥�<�ã�Ê�¥�<�

™�Î�Ò�ù�Ô�•

archive download-sw  $�­  EXEC �&�Q�f�<�

ö!ª�Ò�á�*�,�9�S  ���T�o�+�
�;�=�Ò�á�¿���•�'�” boot 
system �&�Q�f�<�

ö!ª�Ô����-Ð�ê�½���ù�Ö���• boot system �&�Q�f�<�ê)D
G"›�æ�£!��Ð���”�3���f
�`�o�<�Ð���Ú���T�o�+�Ç�`�o�<�Ð���ù�Ô�•

�Î�é�&�Q�f�<�ê�” BOOT !c�º���™�é.3�o�
���•�Ò�ù�Ô�•.f&¦�ê�” 
ƒ3s  A�ŸCatalyst 3560 �,���6�4  �I�o
�;�`�o�3  �&�Q�f�<�  �

ó�–�Ò�á�Ê�Û�Ð�¿�•

4P1j�&�Q�f�<

filesystem: �H�\�6�*�X  �H�����^  �*�,�9�S�é�����]���,�â�Ô�•�*�,�9�S  �O�o�<  �H�\�6
�*�X  �:�C���,�æ�ê  flash: �

ö!ª�Ò�ù�Ô�•

/file-url �I�o�;��(»�å���T�o�+�é�D�,9Ô�:���_�"�;�]9Õ�Å���î�,�è�•�&���T�o�+�,
�ê�.�R�&�`�f�â
™�¾���ù�Ô�•

�]�]�o�, ���•�]�ˆ

12.1(19)EA1 �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•

�&�Q�f�< .‘�ÿ

show boot BOOT !c�º���™�é.3�o�
-+$��Ò�ù�Ô�•
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cdp forward
cdp forward
CDP �;�\�H���6�"!ª�é�I
� / �´
��,���6�4  �P�o�;�
�0�o�Ô���æ�ê�” cdp forward �#�`�o�C�^  �&�f�H��
�!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•�:�H���^�;.3�o�æ�¯�Ô�æ�ê�”�Î�é�&�Q�f�<�é  no �»�|�

ö!ª�Ò
�ù�Ô�•

cdp forward ingress port-id egress port-id 

no cdp forward ingress port-id

�t�¥�é.‘�ÿ

�:�H���^�; �,���6�4�
1b1Š�Ô��  CDP �D�$�6�;�é�:�H���^�;  �D�,�ê�”
›�ç�é�I
��P�o�;�Æ��  Cisco TelePresence 
System �æ�’&ï�Ð���Ú�´
��P�o�;�é�Ç�0�â�Ô�•

�&�Q�f�<  �U�o�< �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g


ö!ª
��é�����<�\���f TelePresence E911 IP Phone �é�(�P�o�;�â�ê  CDP �»���é5�.d�Ï�Û�Ì�

ö!ª�Ô����-Ð�Ç�½���ù�Ô�•

�,���6�4  �,�2�6�"�é  2 �ß�é�P�o�;�

z�Ò�á  IP 5�.d�ã  Cisco TelePresence System �é�&�o�:�6�"�
�’&ï
�â�È�ù�Ô�•

�� Switch# configure terminal
Enter configuration commands, one per line.End with CNTL/Z.
Switch(config)# cdp forward ingress gigabitethernet0/1 egress gigabitethernet0/12
Switch(config)# cdp forward ingress gigabitethernet0/2 egress gigabitethernet0/13
Switch(config)# end
Switch# show running-config | include cdp
cdp forward ingress GigabitEthernet0/1 egress GigabitEthernet0/12
cdp forward ingress GigabitEthernet0/2 egress GigabitEthernet0/13
Switch# show cdp forward
Ingress         Egress         # packets         # packets
Port            Port           forwarded         dropped
-------------------------------------------------------------
 Gi0/1          Gi0/12              0                0
 Gi0/2          Gi0/13              0                0

4P1j�&�Q�f�<

ingress port-id IP 5�.d�Ï�Æ��  CDP �D�$�6�;�
���>�Ô���,���6�4  �P�o�;�
�0�o�Ò�ù�Ô�•

egress port-id CDP �D�$�6�;�
  Cisco TelePresence System �æ0©1M�Ô���,���6�4  �P�o�;�

�0�o�Ò�ù�Ô�•

�]�]�o�, ���•�]�ˆ

12.2(53)SE �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•

�&�Q�f�< .‘�ÿ

show cdp forward CDP 0©1M�9�o�I�^�
-+$��Ò�ù�Ô�•
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channel-group
channel-group
EhterChannel �#�^�o�J�æ���o�(�@�6�;  �P�o�;�

����°�á�Ú���” EtherChannel �U�o�<�
���@�o�I�^�æ�Ò�Ú
���Ô���æ�ê�” channel-group ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•���o�(
�@�6�;  �P�o�;�
  EtherChannel �#�^�o�J�Æ���å4°�Ô���•�'�ê�”�Î�é�&�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

channel-group channel-group-number mode {active | {auto [non-silent]} | { desirable 
[non-silent]} | on | passive}

no channel-group

PAgP �U�o�< : 
channel-group channel-group-number mode {{ auto [non-silent]} | { desirable 
[non-silent}}

LACP �U�o�< : 
channel-group channel-group-number mode { active | passive}

On �U�o�< : 
channel-group channel-group-number mode on

�t�¥�é.‘�ÿ channel-group-number �4�V�@�^  �#�^�o�J!ß� �
�0�o�Ò�ù�Ô�•�0�o�â�È��%¸�Ð�ê  1 :*  48 �â�Ô�•
mode EtherChannel �U�o�<�
�0�o�Ò�ù�Ô�•
active �u�æ
™�æ Link Aggregation Control Protocol9ÔLACP9Õ�
���@�o�I�^�æ�Ò�ù�Ô�•

active �U�o�<�ê�”�P�o�;�
�@�'�*���o�*�Z�f  �,�9�o�;�æ�Ò�ù�Ô�•�Î�é�•
�'�”�P�o�;�ê  LACP �D�$�6�;�
1M�>�Ô���Î�ã�æ���Þ�á�”
•�é�P�o�;�ã�é�@
�'�*���o�*�Z�f�
4?�Ž�Ò�ù�Ô�•�4�V�@�^�ê�” active �U�o�<�ù�Ú�ê  passive 
�U�o�<�é�Î�é�P�o�;  �#�^�o�J�â�»�‘�Ð���ù�Ô�•

auto Port Aggregation Protocol9ÔPAgP; �P�o�;4ø&‚�J�`�;�&�^9Õ-]'Î�Ç���´�Ð
���Ú�•�'�æ4¢���” PAgP �
���@�o�I�^�æ�Ò�ù�Ô�•

auto �U�o�<�ê�”�P�o�;�
�D�6�*�I  �@�'�*���o�*�Z�f  �,�9�o�;�æ�Ò�ù�Ô�•
�Î�é�•�'�”�P�o�;�ê���>�Ô��  PAgP �D�$�6�;�æ��%u�Ò�ù�Ô�Ç�” PAgP �D
�$�6�;  �@�'�*���o�*�Z�f�
4?�Ž�Ô���Î�ã�ê�½���ù�Ö���•�4�V�@�^�ê�”
desirable �U�o�<�é�Î�é�P�o�;  �#�^�o�J�â�Û�Ì�»�‘�Ð���ù�Ô�• auto �Ç��
�@�o�I�^�é�•�'�ê�”�:�H���^�;�â�(���_�f�;
G
Þ�ã�å���ù�Ô�•

desirable �u�æ
™�æ PAgP �
���@�o�I�^�æ�Ò�ù�Ô�•

desirable �U�o�<�ê�”�P�o�;�
���"�9���I  �@�'�*���o�*�Z�f  �,�9�o�;�æ�Ò�ù
�Ô�•�Î�é�•�'�”�P�o�;�ê  PAgP �D�$�6�;�
1M�>�Ô���Î�ã�æ���Þ�á�”
•�é�P�o
�;�ã�é�@�'�*���o�*�Z�f�
4?�Ž�Ò�ù�Ô�• EtherChannel �ê�” desirable �U�o�<
�ù�Ú�ê  auto �U�o�<�é�Î�é�P�o�;  �#�^�o�J�â�»�‘�Ð���ù�Ô�• desirable �Ç��
�@�o�I�^�é�•�'�ê�”�:�H���^�;�â�(���_�f�;
G
Þ�ã�å���ù�Ô�•

non-silent 9Ô
›�ç9Õ
•�é-]'Î�Æ���é�;�\�H���6�"�Ç
M�Ð�Ð���á�¿���•�'�æ  PAgP �U�o
�<�â  auto �ù�Ú�ê  desirable � �o�b�o�<�ã�ã�ý�æ
ö!ª�Ð���ù�Ô�•

on on �U�o�<�
���@�o�I�^�æ�Ò�ù�Ô�•

on �U�o�<�â�ê�”
ö!ª��(»�å  EtherChannel �Ç�=�÷�Ô���é�ê
��Ç�é�’&ï�P�o
�;  �#�^�o�J�Ç  on �U�o�<�é�•�'�é�ú�â�Ô�•

passive LACP -]'Î�Ç���´�Ð���Ú�•�'�æ4¢���” LACP �
���@�o�I�^�æ�Ò�ù�Ô�•

passive �U�o�<�ê�”�P�o�;�
�@�'�*���o�*�Z�f  �,�9�o�;�æ�Ò�ù�Ô�•�Î�é�•
�'�”�P�o�;�ê���>�Ò�Ú  LACP �D�$�6�;�æ��%u�Ò�ù�Ô�Ç�” LACP �D�$�6�;  
�@�'�*���o�*�Z�f�
4?�Ž�Ô���Î�ã�ê�½���ù�Ö���•�4�V�@�^�ê�” active �U�o
�<�é�Î�é�P�o�;  �#�^�o�J�â�Û�Ì�»�‘�Ð���ù�Ô�•
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channel-group
�:�H���^�; �4�V�@�^�#�^�o�J�ê
����°�á�����ù�Ö���•

�U�o�<�ê.3�o�Ð���á�¿�ù�Ö���•

�&�Q�f�<  �U�o�< ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g


ö!ª
��é�����<�\���f �_���W  2 EtherChannel �é�•�'�” �!��P�o�;�
�4�V�@�^  �#�^�o�J�æ
����°�á���è�æ�”�5�æ  interface 
port-channel �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�á�P�o�;�4�V�@�^  ���f�2�o�H����
�,�

Þ�‘�Ò�á�Å�Ê��-Ð�ê�½���ù�Ö���•
•�
���æ�” channel-group ���f�2�o�H�����,  �&�f�H���!�X�_�o
�*�Z�f  �&�Q�f�<�

ö!ª�â�È�ù�Ô�•.°!����f�2�o�H�����,�Ç�ù�Û
Þ�‘�Ð���á�¿�å�¿�•�'�ê�”�4�V�@�^  �#
�^�o�J�Ç�¨�Ë�é �!��P�o�;�
���ç�Ò�Ú�(�P�â�”)D
G"›�æ�P�o�;�4�V�@�^  ���f�2�o�H�����,�Ç
Þ�‘�Ð��
�ù�Ô�•�¨�Ë�æ�P�o�;�4�V�@�^  ���f�2�o�H�����,�

Þ�‘�Ô���•�'�ê�” channel-group-number �
  
port-channel-number �ã�+�Ó!ß� �æ�Ò�á�ý�”�Â�Ò�¿!ß� �æ�Ò�á�ý�Æ�ù�¿�ù�Ö���•�Â�Ò�¿!ß� �

ö!ª�Ò�Ú
�•�'�” channel-group �&�Q�f�<�ê
G"›�æ�Â�Ò�¿�P�o�;  �4�V�@�^�

Þ�‘�Ò�ù�Ô�•

�4�V�@�^  �#�^�o�J�é	û1ñ�â�½�� �!��P�o�;�æ
����°�á�����Ú  IP ���<�_�,�
�:���.�o�I�^�æ�Ô����-Ð�ê
�½���ù�Ö���Ç�”�Î���
�:���.�o�I�^�æ�Ô���Î�ã�
�•�Ê�•�Q�Ò�ù�Ô�•

interface port-channel �&�Q�f�<�é�4�æ  no switchport ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f  �&�Q
�f�<�

ö!ª�Ò�á�”�_���W  3 �é�P�o�;  �4�V�@�^�

Þ�‘�â�È�ù�Ô�•���f�2�o�H�����,�
�4�V�@�^  �#�^�o�J
�æ1¡!ª�Ô���è�æ�”�P�o�;�4�V�@�^�é.°!����f�2�o�H�����,�
�»
G�â.3�o�Ò�á�Ê�Û�Ð�¿�•

EtherChannel �
.3�o�Ò�Ú�½�ã�”�P�o�;�4�V�@�^  ���f�2�o�H�����,�æ
��Ã�����Ú.3�o�é���•�ê�”�Ø�é
�P�o�;�4�V�@�^  ���f�2�o�H�����,�æ
����°�á�����Ú�Ô�ô�á�é �!��P�o�;�æ1¡!ª�Ð���ù�Ô�• �!��P�o�;
�æ1¡!ª�Ð���Ú.3�o�é���•�ê�”�Ø�é.3�o�
1¡!ª�Ò�á�¿���P�o�;�Û�Ì�æ�Ç5À�Ò�ù�Ô�• EtherChannel �]�é�Ô
�ô�á�é�P�o�;�é�D�\�T�o�2�
���•�Ô���æ�ê�”�P�o�;�4�V�@�^  ���f�2�o�H�����,�æ�»�Ò�á�&�f�H���!�X
�_�o�*�Z�f  �&�Q�f�<�
1¡!ª�Ò�ù�Ô�•�Ú�ã�Ã�ë�” spanning-tree �&�Q�f�<�

ö!ª�Ò�á�”�_���W  2 
EtherChannel �
�;�\�f�"�ã�Ò�á.3�o�Ò�ù�Ô�•

auto �U�o�<�ù�Ú�ê  desirable �U�o�<�ã�ã�ý�æ  non-silent �
�0�o�Ò�å�Æ�Þ�Ú�•�'�ê�”�(���_�f�;�Ç�0�o
�Ð���á�¿���ý�é�ã�ú�å�Ð���ù�Ô�•�(���_�f�;  �U�o�<�
.3�o�Ô���é�ê�” PAgP 5V�»���â�”�Æ�ß�ö�ã���ä�D
�$�6�;�
1M�>�Ò�å�¿-]'Î�æ�,���6�4�
�’&ï�Ô���•�'�â�Ô�•�(���_�f�;  �D�o�;�=�o�é���ê�”�;�\�H���6
�"�
!¢�‘�Ò�å�¿�H�����^  �(�o�C�”�ù�Ú�ê�D�$�6�;  ���=�\���)�å�ä�â�Ô�•�Î�é�•�'�ê�” �!��P�o�;�â  
PAgP �
$¿
G�Ò�á�”�P�o�;�Ç
G
Þ��(»�æ�å���å�¿���Á�æ�Ò�ù�Ô�•�Ú�Û�Ò�” PAgP �æ���Þ�á�”�P�o�;�ê
G

Þ��(»�ã�å���”�Ø�é�P�o�;�
�4�V�@�^  �#�^�o�J�ó�’&ï�Ò�Ú���”
µ1M!ª�ã�Ò�á
ö!ª�Ò�Ú���Ô���Î�ã�Ç�â
�È�ù�Ô�•�]�f�"�é
�%5�ê�(���_�f�;�æ.3�o�Ô���Î�ã�ê�â�È�ù�Ö���•

on �U�o�<�â�ê�”
ö!ª��(»�å  EtherChannel �Ç�=�÷�Ô���é�ê�” on �U�o�<�é�P�o�;  �#�^�o�J�Ç�” on �U�o�<
�é�Î�é�P�o�;  �#�^�o�J�æ�’&ï�Ô���•�'�Û�Ì�â�Ô�•

�H�ç on �U�o�<�

ö!ª�Ô���•�'�”�H�ç�Ç��-Ð�â�Ô�•�Î���ê�»
G�é.3�o�â�½���” EtherChannel �é
�%5�æ�½
���P�o�;�â�+�Ó.3�o�æ�å�Þ�á�¿����-Ð�Ç�½���ù�Ô�•�#�^�o�J�é.3�o�
.‹���ã�”�D�$�6�;�Ê�,�ù�Ú�ê
�,�D�>�f�#  �7�]�o  �^�o�J�Ç"’!¢�Ô���Î�ã�Ç�½���ù�Ô�•

�]�]�o�, ���•�]�ˆ

12.1(19)EA1 �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•

12.2(25)SE channel-group-number %¸�Ð�Ç 1 :*  12 �Æ��  1 :*  48 �æ���•�Ð���ù�Ò�Ú�•
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channel-group
EtherChannel �ê�” PAgP �ã  LACP �é
��Ç�é�U�o�<�æ�ê.3�o�Ò�å�¿�â�Ê�Û�Ð�¿�• PAgP �ã  LACP �Ç$¿
G
�Ò�á�¿��  EtherChannel �#�^�o�J�ê�+�Ó�,���6�4
��æ�R�=�â�È�ù�Ô�•�X�˜�é  EtherChannel �#�^�o�J�ê  
PAgP �ù�Ú�ê  LACP �é�ä�Ü���Æ�
$¿
G�â�È�ù�Ô�Ç�”�Ø�����
"ç
U�æ$¿
G�Ô���Î�ã�ê�â�È�ù�Ö���•

channel-protocol ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�á�J�`�;�&�^�
.3�o�Ò
�Ú�•�'�”.3�o�o�ê�” channel-group ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�æ���Þ�á�ê
�
� �È�Ð���ù�Ö���•

���"�9���I�ù�Ú�ê���"�9���I�â�å�¿  EtherChannel �T�f�C�o�
  IEEE 802.1x �P�o�;�ã�Ò�á.3�o�Ò�å�¿�â
�Ê�Û�Ð�¿�• EtherChannel �P�o�;�â  IEEE 802.1x .z.=�
���@�o�I�^�æ�Ò���Á�ã�Ô���ã�”���\�o  �T�6�.�o
�+�Ç-+$��Ð���” IEEE 802.1x .z.=�ê���@�o�I�^�æ�å���ù�Ö���•

�.� �X��  �P�o�;�
  EtherChannel �é	û1ñ�ã�Ò�á�”�ù�Ú�ê  EtherChannel �P�o�;�
�.� �X��  �P�o�;�ã�Ò�á
�ê.3�o�Ò�å�¿�â�Ê�Û�Ð�¿�•

.3�o�é�H�ç
P5Ä�é	û-é�æ�ß�¿�á�ê�”�Î�é�]�]�o�,�æ�»���Ô���0�H�;������  �&�f�H���!�X�_�o�*�Z�f  ��
���<�é�Ÿ Configuring EtherChannels� �

ó�–�Ò�á�Ê�Û�Ð�¿�•

�H�ç  �!�  EtherChannel �P�o�;
��â�”�_���W  3 �é���<�_�,�
���@�o�I�^�æ�Ò�å�¿�â�Ê�Û�Ð�¿�• �!�  
EtherChannel �P�o�;
��â�I�]�6�+  �#�^�o�J�

����°�á���Î�ã�ê�”�^�o�J�Ç"’!¢�Ô��
Ú�Ã�æ�å���Ú
�ü�”-��
�å�¿�â�Ê�Û�Ð�¿�•

�� �4�é���â�ê�”
±	û�é�,���6�4
��â�” EtherChannel �
.3�o�Ô���Ç�:�
$��Ò�ù�Ô�• VLAN 10 �é�,�2�9���6
�"���"�.�,  �P�o�;  2 �ß�
  PAgP �U�o�<  desirable �â�½���4�V�@�^  5 �æ
����°�á�ù�Ô�•

Switch# configure terminal 
Switch(config)# interface range gigabitethernet 0/1 -2 
Switch(config-if-range)# switchport mode access
Switch(config-if-range)# switchport access vlan 10
Switch(config-if-range)# channel-group 5 mode desirable 
Switch(config-if-range)# end 

�4�é���â�ê�”
±	û�é�,���6�4
��â�” EtherChannel �
.3�o�Ô���Ç�:�
$��Ò�ù�Ô�• VLAN 10 �é�,�2�9���6
�"���"�.�,  �P�o�;  2 �ß�
  LACP �U�o�<  active �â�½���4�V�@�^  5 �æ
����°�á�ù�Ô�•

Switch# configure terminal 
Switch(config)# interface range gigabitethernet 0/1 -2 
Switch(config-if-range)# switchport mode access
Switch(config-if-range)# switchport access vlan 10
Switch(config-if-range)# channel-group 5 mode active 
Switch(config-if-range)# end 

.3�o�
#Õ.z�Ô���æ�ê�” show running-config  $�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

4P1j�&�Q�f�< �&�Q�f�< .‘�ÿ

channel-protocol �4�V�@�]�f�#�
%¤!��Ô���Ú�ü�”�P�o�;
��â
ö!ª�Ð�����J�`�;�&�^
�
�Ù4¢�Ò�ù�Ô�•

interface port-channel �P�o�;  �4�V�@�^�ó�é���"�.�,�ÿ�”�P�o�;  �4�V�@�^�é
Þ�‘�
-��¿�ù�Ô�•

show etherchannel �4�V�@�^�é  EtherChannel �±�Ž�
-+$��Ò�ù�Ô�•

show lacp LACP �4�V�@�^  �#�^�o�J�±�Ž�
-+$��Ò�ù�Ô�•

show pagp PAgP �4�V�@�^  �#�^�o�J�±�Ž�
-+$��Ò�ù�Ô�•

show running-config  û�÷�é
G
Þ.3�o�
-+$��Ò�ù�Ô�•
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channel-protocol
channel-protocol 
�4�V�@�]�f�#�
%¤!��Ô���P�o�;
��â
ö!ª�Ð�����J�`�;�&�^�
�Ù4¢�Ô���æ�ê�” channel-protocol ���f
�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•�:�H���^�;.3�o�æ�¯�Ô�æ�ê�”�Î�é�&�Q
�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

channel-protocol { lacp | pagp} 

no channel-protocol

�t�¥�é.‘�ÿ

�:�H���^�; �J�`�;�&�^�ê  EtherChannel �æ
����°�á�����á�¿�ù�Ö���•

�&�Q�f�<  �U�o�< ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g


ö!ª
��é�����<�\���f LACP �ù�Ú�ê  PAgP �æ�Ù4¢�Ô���•�'�æ�Û�Ì�” channel-protocol �&�Q�f�<�

ö!ª�Ò�á�Ê�Û�Ð�¿�•
channel-protocol �&�Q�f�<�

ö!ª�Ò�á�J�`�;�&�^�
.3�o�Ò�Ú�•�'�”.3�o�o�ê�” channel-group ���f
�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�æ���Þ�á�ê
�� �È�Ð���ù�Ö���•

EtherChannel �D�\�T�o�2�
.3�o�Ô���æ�ê�” channel-group ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f  
�&�Q�f�<�

ö!ª�Ô����-Ð�Ç�½���ù�Ô�• channel-group �&�Q�f�<�

ö!ª�Ò�á�” EtherChannel �é�U�o�<�

.3�o�Ô���Î�ã�ý�â�È�ù�Ô�•

EtherChannel �#�^�o�J
��â�” PAgP �Å���î  LACP �U�o�<�é
��Ç�
���@�o�I�^�æ�Ô���Î�ã�ê�â�È�ù�Ö���•

PAgP �ã  LACP �æ�ê
U�µ�H�Ç�½���ù�Ö���•�4�V�@�^�é
��¥�â�+�Ó�J�`�;�&�^�

ö!ª�Ô����-Ð�Ç�½���ù�Ô�•

�� �4�é���â�ê�” EtherChannel �
%¤!��Ô���J�`�;�&�^�ã�Ò�á  LACP �
�0�o�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config-if)# channel-protocol lacp

.3�o�
#Õ.z�Ô���æ�ê�” show etherchannel [channel-group-number] protocol  $�­  EXEC �&�Q�f�<�
�I

��Ò�ù�Ô�•

4P1j�&�Q�f�<

lacp Link Aggregation Control Protocol9ÔLACP9Õ�â EtherChannel �
.3�o�Ò�ù�Ô�•

pagp Port Aggregation Protocol9ÔPAgP; �P�o�;4ø&‚�J�`�;�&�^9Õ EtherChannel �
.3�o�Ò
�ù�Ô�•

�]�]�o�, ���•�]�ˆ

12.1(19)EA1 �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•

�&�Q�f�< .‘�ÿ

channel-group EtherChannel �#�^�o�J�æ���o�(�@�6�;  �P�o�;�

����°�á�ù�Ô�•

show etherchannel protocol EtherChannel �é�J�`�;�&�^�±�Ž�
-+$��Ò�ù�Ô�•
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cisp enable
cisp enable
�(�J�]���f�;  �,���6�4�æ�»�Ô�����o�.�f�9���$�o�2�ã�Ò�á�Ï(»�Ô�����Á�æ�,���6�4�â  Client 
Information Signaling Protocol9ÔCISP9Õ�
���@�o�I�^�æ�Ô���æ�ê�” cisp enable �#�`�o�C�^  �&�f�H��
�!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

 cisp enable

no cisp enable

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<  �U�o�< �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g


ö!ª
��é�����<�\���f ���o�.�f�9���$�o�2�ã�(�J�]���f�;  �,���6�44F�é�]�f�"�ê�;�\�f�"�â�Ô�•�ä�Ü���é�,���6�4�â�ý  VTP �

���@�o�I�^�æ�Ô���ã�È�ê�” VTP �<�T���f�,�Ç�+�Ó�â�½���” VTP �U�o�<�Ç �(�o�C �â�½����-Ð�Ç�½���ù�Ô�•

VTP �U�o�<�
.3�o�Ô���ã�È�ê�” MD5 �4���6�"�(�S�é�R�,�Q�6�4  ���\�o�
1±�Ì���Ú�ü�”�4�é�P�
#Õ.z�Ò
�á�Ê�Û�Ð�¿�•

• VLAN �Ç 2 ���é!ã�å���,���6�4�æ.3�o�Ð���á�¿�å�¿�Î�ã�•.3�o�Ô���ã�”�+�Ó�<�T���f�æ  VTP �(�o
�C�Ç 2 ���=�÷�Ô���Î�ã�æ�å���ù�Ô�•

• �ä�Ü���é�,���6�4�æ�ý�Ø���Ù��!ã�å���&�f�H���!�X�_�o�*�Z�f  �]�F�+�Z�f!ß� �Ç.3�o�Ð���á�¿���Î�ã�•

�� �4�é���â�ê�” CISP �
���@�o�I�^�æ�Ô���Ç�:�
$��Ò�ù�Ô�•

switch(config)# cisp enable 

4P1j�&�Q�f�<

cisp enable CISP �
���@�o�I�^�æ�Ò�ù�Ô�•

�]�]�o�, ���•�]�ˆ

12.2(50)SE �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•

�&�Q�f�< .‘�ÿ

dot1x credentials9Ô�#�`�o
�C�^  �&�f�H���!�X�_�o�*�Z
�f9Õ profile

�(�J�]���f�;  �,���6�4�æ�J�`�H�����^�
.3�o�Ò�ù�Ô�•

show cisp  $�o�é���f�2�o�H�����,�é  CISP �±�Ž�
-+$��Ò�ù�Ô�•
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class
class
�0�o�é�"�\�,  �Q�6�J�,�é�;�\�H���6�"�
�½6��Ô��	û)L�æ
™�
9Ô police�” set�”�Å���î  trust  �P�]�*�o�Q�6
�J  �"�\�,  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�á9Õ�o'õ�Ô���æ�ê�” class �P�]�*�o�Q�6�J  �&�f
�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•�â�=�é�"�\�,  �Q�6�J�
�å4°�Ô���•�'�ê�”�Î�é�&�Q�f�<�é  
no �»�|�

ö!ª�Ò�ù�Ô�•

class { class-map-name | class-default}

no class { class-map-name | class-default}

�t�¥�é.‘�ÿ

�:�H���^�; �P�]�*�o  �Q�6�J  �"�\�,  �Q�6�J�ê�o'õ�Ð���á�¿�ù�Ö���•

�&�Q�f�<  �U�o�< �P�]�*�o�Q�6�J  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g


ö!ª
��é�����<�\���f class �&�Q�f�<�

ö!ª�Ô���è�æ�” policy-map �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�á
�P�]�*�o  �Q�6�J�
/��Î�Ò�”�P�]�*�o�Q�6�J  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�
4?�Ž�Ô����-Ð�Ç�½���ù
�Ô�•�P�]�*�o  �Q�6�J�
�0�o�Ô���ã�”�P�]�*�o  �Q�6�J�]�â�Â-Ù�"�\�,�é�P�]�*�o�
.3�o�Ò�Ú���”�â�=�"
�\�,�é�P�]�*�o�
���•�Ò�Ú���Ô���Î�ã�Ç�â�È�ù�Ô�• service-policy ���f�2�o�H�����,  �&�f�H���!�X�_�o
�*�Z�f  �&�Q�f�<�

ö!ª�Ò�á�”�P�]�*�o  �Q�6�J�
�P�o�;�ó�Ý
ƒ�â�È�ù�Ô�•

class �&�Q�f�<�
�I
��Ô���ã�”�P�]�*�o  �Q�6�J  �"�\�,  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�æ�I���”�4�é�&
�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�Ç
ö!ª��(»�æ�å���ù�Ô�•

• exit9æ�P�]�*�o�Q�6�J  �"�\�,  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�
&³
L�Ò�”�P�]�*�o�Q�6�J  �&�f�H��
�!�X�_�o�*�Z�f  �U�o�<�æ�¯���ù�Ô�•

• no9æ�&�Q�f�<�
�:�H���^�;.3�o�æ�¯�Ò�ù�Ô�•

• police9æ�½6��Ò�Ú�;�\�H���6�"�æ�P�]�(�o�ù�Ú�ê4ø&‚�P�]�(�o�
�o'õ�Ò�ù�Ô�•�P�]�(�o�ê�”�ê�^�÷
�é4¢�2�Å���î�Ø�é4¢�2�
/å1Š�Ò�Ú�•�'�æ�s-��Ô�����"�*�Z�f�
�0�o�Ò�ù�Ô�•.f&¦�æ�ß�¿�á�ê�”
police �Å���î  police aggregate �P�]�*�o�Q�6�J  �"�\�,  �&�Q�f�<�

ó�–�Ò�á�Ê�Û�Ð�¿�•

• set9æ�½6��Ò�Ú�;�\�H���6�"�æ
����°�á���o�
�0�o�Ò�ù�Ô�•.f&¦�æ�ß�¿�á�ê�” set �&�Q�f�<�

ó�–�Ò
�á�Ê�Û�Ð�¿�•

• trust 9æclass �&�Q�f�<�ù�Ú�ê  class-map �&�Q�f�<�â�½6��Ò�Ú�;�\�H���6�"�é�>5ì A���
�o'õ�Ò�ù
�Ô�•.f&¦�æ�ß�¿�á�ê�” trust  �&�Q�f�<�

ó�–�Ò�á�Ê�Û�Ð�¿�•

�P�]�*�o�Q�6�J  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�æ�¯���æ�ê�” exit �&�Q�f�<�

ö!ª�Ò�ù�Ô�• $�­  EXEC 
�U�o�<�æ�¯���æ�ê�” end �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

class-map-name �"�\�,  �Q�6�J�,�â�Ô�•

class-default �Â�½6��D�$�6�;�ã	û)L�Ô���*�,�9�S  �:�H���^�;  �"�\�,�â�Ô�•

�]�]�o�, ���•�]�ˆ

12.1(19)EA1 �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•

12.2(55)SE class-default � �o�b�o�<�Ç1J
��Ð���ù�Ò�Ú�•
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class
class �&�Q�f�<�ê�” class-map �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�ã�+�Ó�Ï(»�
�s-��Ò�ù�Ô�•

•�é�P�o�;�ã�R�­�Ò�á�¿�å�¿�Â�Ò�¿�½6��Ç��-Ð�å�•�'�ê�” class �&�Q�f�<�

ö!ª�Ò�ù�Ô�•���™�é�P�o�;
4F�â�Q�6�J�
�R�­�Ô���•�'�æ�ê�” class-map �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

�:�H���^�;  �"�\�,�ê�” class class-default �P�]�*�o  �Q�6�J  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò
�á.3�o�Ô���Î�ã�Ç�â�È�ù�Ô�•�Â�½6��;�\�H���6�"9Ô�;�\�H���6�"  �"�\�,�â�0�o�Ð���Ú	û)L�n�0�
�)�Ú
�Ð�å�¿�;�\�H���6�"9Õ�ê�:�H���^�;  �;�\�H���6�"�ã�Ò�á�£!��Ð���ù�Ô�•

�� �4�é���â�ê�” policy1 �ã�¿�Á�,�è�é�P�]�*�o  �Q�6�J�

Þ�‘�Ô���Ç�:�
$��Ò�ù�Ô�•�Î�é�&�Q�f�<�Ç�I
��Ç
�0�æ�Ý
ƒ�Ð���Ú�•�'�” class1 �â�o'õ�Ð���Ú�Ô�ô�á�é#��>�;�\�H���6�"�é�Q�6�4�f�#�
-��¿�” IP 
Differentiated Service Code Point9ÔDSCP; DiffServ �&�o�<  �P���f�;9Õ�
  10 �æ.3�o�Ò�”�����_�o�;  1 
Mb/s�”�C�o�,�;  20 KB �é�;�\�H���6�"�
�P�]�*�f�#�Ò�ù�Ô�•�J�`�H�����^�
/å�Ã���;�\�H���6�"�ê�”
�P�]�*�f�#.3�o  DSCP �Q�6�J�Æ�����ç�Ò�Ú  DSCP �o�Ç�Q�o�"�Ð���á�Æ��1M�>�Ð���ù�Ô�•

Switch(config)# policy-map policy1
Switch(config-pmap)# class class1
Switch(config-pmap-c)# set dscp 10
Switch(config-pmap-c)# police 1000000 20000 exceed-action policed-dscp-transmit
Switch(config-pmap-c)# exit

�4�é���â�ê�”�:�H���^�;  �;�\�H���6�"  �"�\�,�
�P�]�*�o  �Q�6�J�æ.3�o�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch# configure terminal  
Switch(config)# class-map cm-3
Switch(config-cmap)# match ip dscp 30
Switch(config-cmap)# match protocol ipv6
Switch(config-cmap)# exit
Switch(config)# class-map cm-4
Switch(config-cmap)# match ip dscp 40
Switch(config-cmap)# match protocol ip
Switch(config-cmap)# exit
Switch(config)# policy-map pm3
Switch(config-pmap)# class class-default
Switch(config-pmap-c)# set dscp 10
Switch(config-pmap-c)# exit
Switch(config-pmap)# class cm-3
Switch(config-pmap-c) set dscp 4
Switch(config-pmap-c)# exit
Switch(config-pmap)# class cm-4
Switch(config-pmap-c)# trust cos
Switch(config-pmap-c)# exit
Switch(config-pmap)# exit

.3�o�
#Õ.z�Ô���æ�ê�” show policy-map  $�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

�4�é���â�ê�” class-default �Ç�5�æ.3�o�Ð���á�¿�Ú�•�'�â�ý�”�:�H���^�;  �;�\�H���6�"  �"�\�,�Ç)D
G"›
�æ�P�]�*�o  �Q�6�J  pm3 �é�¨�ß�æ2)'Î�Ð�����Ç�:�
$��Ò�ù�Ô�•

Switch# show policy-map pm3
  Policy Map pm3
    Class cm-3
      set dscp 4
    Class cm-4
      trust cos
    Class class-default

set dscp 10
Switch#
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class
4P1j�&�Q�f�< �&�Q�f�< .‘�ÿ

class-map �,�è�
�0�o�Ò�Ú�"�\�,�ã�D�$�6�;�ã�é�§0»�æ
ö!ª�Ð�����"�\�,  �Q�6�J�

Þ�‘
�Ò�ù�Ô�•

police �½6��Ò�Ú�;�\�H���6�"�æ�P�]�(�o�
�o'õ�Ò�ù�Ô�•

policy-map -„�™�é�P�o�;�æ1¡!ª�Ô���Î�ã�æ���Þ�á�(�o�F�,  �P�]�*�o�
�0�o�â�È���P�]
�*�o  �Q�6�J�

Þ�‘�ù�Ú�ê���•�Ò�ù�Ô�•

set �D�$�6�;�æ  DSCP �o�ù�Ú�ê  IP precedence �o�
.3�o�Ô���Î�ã�æ���Þ�á�” IP �;
�\�H���6�"�
�½6��Ò�ù�Ô�•

show policy-map QoS9ÔQuality of Service9Õ�P�]�*�o  �Q�6�J�
-+$��Ò�ù�Ô�•

trust class �P�]�*�o�Q�6�J  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�ù�Ú�ê  class-map �#
�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�á�½6��Ð���Ú�;�\
�H���6�"�é�>5ì A���
�o'õ�Ò�ù�Ô�•
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class-map
class-map
�D�$�6�;�ã�,�è�
�0�o�Ò�Ú�"�\�,�ã�é�–�'�æ
ö!ª�Ô���"�\�,  �Q�6�J�

Þ�‘�Ò�”�"�\�,�Q�6�J  �&�f�H��
�!�X�_�o�*�Z�f  �U�o�<�
4?�Ž�Ô���æ�ê�” class-map �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö
!ª�Ò�ù�Ô�•�â�=�é�"�\�,  �Q�6�J�
�å4°�Ò�”�#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�æ�¯���æ�ê�”�Î
�é�&�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

class-map [match-all | match-any] class-map-name

no class-map [match-all | match-any] class-map-name

�t�¥�é.‘�ÿ

�:�H���^�; �"�\�,  �Q�6�J�ê�o'õ�Ð���á�¿�ù�Ö���•

match-all �ù�Ú�ê  match-any �é�ä�Ü���é� �o�b�o�<�ý�0�o�Ð���á�¿�å�¿�•�'�” �:�H���^�;�ê  match-all 
�â�Ô�•

�&�Q�f�<  �U�o�< �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g


ö!ª
��é�����<�\���f �"�\�,  �Q�6�J	û)L�n�0�

Þ�‘�ù�Ú�ê���•�Ò�Ú�¿�"�\�,�é�,�è�
�0�o�Ò�”�"�\�,  �Q�6�J  �&�f�H���!�X
�_�o�*�Z�f  �U�o�<�
4?�Ž�Ô���æ�ê�”�Î�é�&�Q�f�<�

ö!ª�Ò�ù�Ô�•

�#�`�o�C�^�æ�,�è�Ç
ƒ�Ì�����Ú�P�o�;�Ï�ã�æ1¡!ª�Ð�����(�o�F�,  �P�]�*�o�é	û1ñ�ã�Ò�á�D�$�6�;�é�½
6��”�Q�o� �f�#�”�Å���î4ø&‚�P�]�*�f�#�
�o'õ�Ô���æ�ê�” class-map �&�Q�f�<�Å���î�Ø�é�(�I�&�Q�f�<
�

ö!ª�Ò�ù�Ô�•

QoS9ÔQuality of Service9Õ�"�\�,�Q�6�J  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�â�ê�”�4�é�&�f�H���!�X�_�o
�*�Z�f  �&�Q�f�<�

ö!ª�â�È�ù�Ô�•

• description9æ�"�\�,  �Q�6�J�
.‘�ÿ�Ò�ù�Ô9Ô�¨�"  200 �¥�<9Õ�• show class-map  $�­  EXEC �&�Q�f�<
�ê�”�"�\�,�Q�6�J�é.‘�ÿ�ã�,�è�
-+$��Ò�ù�Ô�•

• exit9æQoS �"�\�,�Q�6�J  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�
&³
L�Ò�ù�Ô�•

• match9æ�½6��n�0�
.3�o�Ò�ù�Ô�•.f&¦�æ�ß�¿�á�ê�” match9Ô�"�\�,�Q�6�J  �&�f�H���!�X�_�o�*�Z
�f9Õ �&�Q�f�<�

ó�–�Ò�á�Ê�Û�Ð�¿�•

• no9æ�"�\�,  �Q�6�J�Æ��	û)L�,�9�o�;�T�f�;�
�å4°�Ò�ù�Ô�•

• rename9æ û�÷�é�"�\�,  �Q�6�J�é�,�è�
���•�Ò�ù�Ô�•�"�\�,  �Q�6�J�,�
�Ô�â�æ
ö!ª�Ð���á�¿���,�è�æ
���•�Ô���ã�” �ŸA class-map with this name already exists � �ã�¿�Á�T�6�.�o�+�Ç-+$��Ð���ù�Ô�•

match-all 9Ô
›�ç9Õ�Î�é�"�\�,  �Q�6�J�]�é�Ô�ô�á�é	û)L�,�9�o�;�T�f�;�é.°!�$Í�
�ã���ù
�Ô�•�"�\�,  �Q�6�J�]�é�Ô�ô�á�é�n�0�Ç	û)L�Ô����-Ð�Ç�½���ù�Ô�•

match-any 9Ô
›�ç9Õ�Î�é�"�\�,  �Q�6�J�]�é	û)L�,�9�o�;�T�f�;�é.°!��z�
�ã���ù�Ô�• 1 �ß
�ù�Ú�ê-„�™�é�æ
™�Ç	û)L�Ò�á�¿�å�Ì���ë�å���ù�Ö���•

class-map-name �"�\�,  �Q�6�J�,�â�Ô�•

�]�]�o�, ���•�]�ˆ

12.1(19)EA1 �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•
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class-map
 �!��P�o�;
±
Ï�â�D�$�6�;�½6��
�o'õ�Ô���Ú�ü�”�"�\�,  �Q�6�J�Ï�ã�æ  1 �ß�Õ�ß�é�ú  match �&�Q�f�<�Ç
�(�P�o�;�Ð���á�¿�ù�Ô�•�Î�é A�+�â�ê�” match-all � �o�b�o�<�ã  match-any � �o�b�o�<�ê�+�Ó�â�Ô�•

1 �ß�é�"�\�,  �Q�6�J�â.3�o�â�È�����"�.�,  �&�f�;�`�o�^  �]�,�;9Ô ACL9Õ�ê  1 �ß�Û�Ì�â�Ô�• ACL �æ�ê-„
�™�é Access Control Entry9ÔACE; ���"�.�,  �&�f�;�`�o�^  ���f�;�]9Õ�
�=�ü���Î�ã�Ç�â�È�ù�Ô�•

�� �4�é���â�ê�”�"�\�,  �Q�6�J  class1 �æ 1 �ß�é	û)L�n�09Ô���"�.�,  �]�,�;  1039Õ�
.3�o�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config)# access-list 103 permit ip any any dscp 10
Switch(config)# class-map class1
Switch(config-cmap)# match access-group 103
Switch(config-cmap)# exit

�4�é���â�ê�”�"�\�,  �Q�6�J  class1 �
�å4°�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config)#  no class-map class1

.3�o�
#Õ.z�Ô���æ�ê�” show class-map  $�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

4P1j�&�Q�f�< �&�Q�f�< .‘�ÿ

class �0�o�Ð���Ú�"�\�,�Q�6�J�,�é�;�\�H���6�"�½6�	û)L�æ
™9Ô police�”
set�”�Å���î  trust  �P�]�*�o�Q�6�J  �"�\�,  �&�f�H���!�X�_�o�*�Z�f  
�&�Q�f�<�æ����9Õ�
�o'õ�Ò�ù�Ô�•

match9Ô�"�\�,�Q�6�J  �&�f�H��
�!�X�_�o�*�Z�f9Õ

�;�\�H���6�"�
�½6��Ô���Ú�ü�é	û)L�æ
™�
�o'õ�Ò�ù�Ô�•

policy-map -„�™�é�P�o�;�æ1¡!ª�Ô���Î�ã�æ���Þ�á�(�o�F�,  �P�]�*�o�
�0�o�â
�È���P�]�*�o  �Q�6�J�

Þ�‘�ù�Ú�ê���•�Ò�ù�Ô�•

show class-map QoS �"�\�,  �Q�6�J�
-+$��Ò�ù�Ô�•
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clear dot1x
clear dot1x
�,���6�4�ù�Ú�ê�0�o�Ð���Ú�P�o�;�é  IEEE 802.1x �±�Ž�
�–
ð�Ô���æ�ê�” clear dot1x  $�­  EXEC �&�Q�f
�<�

ö!ª�Ò�ù�Ô�•

clear dot1x { all | interface interface-id}

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�ê�o'õ�Ð���á�¿�ù�Ö���•

�&�Q�f�<  �U�o�<  $�­  EXEC

�&�Q�f�<���g


ö!ª
��é�����<�\���f clear dot1x all �&�Q�f�<�

ö!ª�Ò�á�”�Ô�ô�á�é�±�Ž�
�–
ð�â�È�ù�Ô�•�ù�Ú�” clear dot1x interface 
interface-id  �&�Q�f�<�

ö!ª�Ò�á�”�0�o�Ð���Ú���f�2�o�H�����,�é�±�Ž�é�ú�
�–
ð�Ô���Î�ã�ý�â�È�ù�Ô�•

�� �4�é���â�ê�”�Ô�ô�á�é  IEEE 802.1x �±�Ž�
�–
ð�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch# clear dot1x all

�4�é���â�ê�”�0�o�Ð���Ú���f�2�o�H�����,�é  IEEE 802.1x �±�Ž�
�–
ð�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch# clear dot1x interface gigabithethernet0/1
Switch# clear dot1x interface gigabithethernet1/1

�±�Ž�Ç�å4°�Ð���Ú�Æ�ä�Á�Æ�
#Õ.z�Ô���æ�ê�” show dot1x  $�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

4P1j�&�Q�f�<

all �,���6�4�é�Ô�ô�á�é  IEEE 802.1x �±�Ž�
�–
ð�Ò�ù�Ô�•

interface interface-id �0�o�Ð���Ú���f�2�o�H�����,�é  IEEE 802.1x �±�Ž�
�–
ð�Ò�ù�Ô�•

�]�]�o�, ���•�]�ˆ

12.2(25)SEE �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•

�&�Q�f�< .‘�ÿ

show dot1x �,���6�4�ù�Ú�ê�0�o�Ð���Ú�P�o�;�é  IEEE 802.1x &Ô.��±�Ž�”%¤!��,
�9�o�2�,�”�Å���î
G
Þ�,�9�o�2�,�
-+$��Ò�ù�Ô�•
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clear eap sessions
clear eap sessions
�,���6�4�ù�Ú�ê�0�o�Ð���Ú�P�o�;�é  Extensible Authentication Protocol9ÔEAP9Õ�.�6�*�Z�f�±�Ž�
�–
ð
�Ô���æ�ê�” clear eap sessions  $�­  EXEC �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

clear eap sessions [credentials name [interface interface-id] | interface interface-id | method 
name | transport  name] [credentials name | interface interface-id | transport  name] ...

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�ê�o'õ�Ð���á�¿�ù�Ö���•

�&�Q�f�<  �U�o�<  $�­  EXEC

�&�Q�f�<���g


ö!ª
��é�����<�\���f clear eap sessions �&�Q�f�<�

ö!ª�Ô���ã�”�Ô�ô�á�é�����f�2�
�–
ð�â�È�ù�Ô�•� �o�b�o�<�
�0�o�Ô��
�ã�” $�o�é�±�Ž�Û�Ì�
�–
ð�â�È�ù�Ô�•

�� �4�é���â�ê�”�Ô�ô�á�é  EAP �±�Ž�
�–
ð�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch# clear eap

�4�é���â�ê�”�0�o�Ð���Ú�J�`�H�����^�é  EAP �.�6�*�Z�f  �"�_�:�f�*�V�^�±�Ž�
�–
ð�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch# clear eap sessions credential type1

�±�Ž�Ç�å4°�Ð���Ú�Æ�ä�Á�Æ�
#Õ.z�Ô���æ�ê�” show dot1x  $�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

4P1j�&�Q�f�<

credentials name �0�o�Ð���Ú�J�`�H�����^�é  EAP �"�_�:�f�*�V�^�±�Ž�
�–
ð�Ò�ù�Ô�•

interface interface-id �0�o�Ð���Ú���f�2�o�H�����,�é  EAP �±�Ž�
�–
ð�Ò�ù�Ô�•

method name �0�o�Ð���Ú�Ç�|�é  EAP �±�Ž�
�–
ð�Ò�ù�Ô�•

transport name �0�o�Ð���Ú
�
Ï�_�L�^�é  EAP �;�\�f�,�P�o�;�±�Ž�
�–
ð�Ò�ù�Ô�•

�]�]�o�, ���•�]�ˆ

12.2(25)SEE �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•

�&�Q�f�< .‘�ÿ

show eap �,���6�4�ù�Ú�ê $�o�é�P�o�;�é  EAP �é�_�+�,�;�_�o�*�Z�f�±�Ž�Å��
�î�.�6�*�Z�f�±�Ž�
-+$��Ò�ù�Ô�•
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clear errdisable interface
clear errdisable interface
errdisable �æ�å�Þ�Ú VLAN �
�c�î���@�o�I�^�æ�Ô���æ�ê  clear errdisable interface  $�­  EXEC �&�Q�f
�<�

ö!ª�Ò�ù�Ô�•

clear errdisable interface interface-id vlan [vlan-list] 

�t�¥�é.‘�ÿ

�&�Q�f�<  �:�H���^�; �:�H���^�;�ê�o'õ�Ð���á�¿�ù�Ö���•

�&�Q�f�<  �U�o�<  $�­  EXEC

�&�Q�f�<���g


ö!ª
��é�����<�\���f shutdown �Å���î  no shutdown �é���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�á�P�o
�;�
�c�î���@�o�I�^�æ�Ô���Æ�” clear errdisable interface �&�Q�f�<�

ö!ª�Ò�á  VLAN �é  errdisable �

�–
ð�Ò�ù�Ô�•

�� �4�é���â�ê�” errdisable �,�9�o�;�æ�å�Þ�á�¿���P�o�;  2 
��é�Ô�ô�á�é  VLAN �
�c�2���@�o�I�^�æ�Ô���Ç
�:�
$��Ò�ù�Ô�•

Switch# clear errdisable interface GigabitEthernet 0/2 vlan 

4P1j�&�Q�f�<

vlan list 9Ô
›�ç9Õ�c�î���@�o�I�^�æ�Ô��  VLAN �é�]�,�;�
�0�o�Ò�ù�Ô�• vlan-list 
�
�0�o�Ò�å�¿�•�'�ê�”�Ô�ô�á�é  VLAN �Ç�c�î���@�o�I�^�æ�å���ù�Ô�•

�]�]�o�, ���•�]�ˆ

12.2(37)SE �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•

�&�Q�f�< .‘�ÿ

errdisable detect cause  $�o�é
Ú�Ã�”�ù�Ú�ê�Ô�ô�á�é
Ú�Ã�æ�»�Ò�á  errdisable ���´�

���@�o�I�^�æ�Ò�ù�Ô�•

errdisable recovery �Á�ó�T���>�-�S���™�
.3�o�Ò�ù�Ô�•

show errdisable detect errdisable ���´�,�9�o�2�,�
-+$��Ò�ù�Ô�•

show errdisable recovery errdisable �Á�ó�2���Q�o�±�Ž�
-+$��Ò�ù�Ô�•

show interfaces status err-disabled errdisable �,�9�o�;�æ�å�Þ�á�¿�����f�2�o�H�����,�é�]�,�;
�é���f�2�o�H�����,  �,�9�o�2�,�
-+$��Ò�ù�Ô�•
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clear arp inspection log
clear arp inspection log
�3���=�R�6�"  ���<�_�,.��ÿ�J�`�;�&�^9Ô ARP9Õ���f�,�M�"�*�Z�f  �`�#  �C�6�H���
�–
ð�Ô���æ�ê�”
clear ip arp inspection log  $�­  EXEC �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

clear ip arp inspection log 

�t�¥�é.‘�ÿ �Î�é�&�Q�f�<�æ�ê�”�•�™�ù�Ú�ê� �o�b�o�<�ê�½���ù�Ö���•

�:�H���^�; �:�H���^�;�ê�o'õ�Ð���á�¿�ù�Ö���•

�&�Q�f�<  �U�o�<  $�­  EXEC 

�&�Q�f�<���g

�� �4�é���â�ê�”�`�#  �C�6�H���é�]�ˆ�
�–
ð�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch# clear ip arp inspection log

�`�#�Ç�–
ð�Ð���Ú�Æ�ä�Á�Æ�
#Õ.z�Ô���æ�ê�” show ip arp inspection log  $�­  EXEC �&�Q�f�<�
�I
��Ò
�ù�Ô�•

4P1j�&�Q�f�<

�]�]�o�, ���•�]�ˆ

12.2(20)SE �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•

�&�Q�f�< .‘�ÿ

arp access-list ARP ACL �
�o'õ�Ò�ù�Ô�•

ip arp inspection log-buffer �3���=�R�6�"  ARP ���f�,�M�"�*�Z�f  �`�#  �C�6�H���
.3�o�Ò�ù�Ô�•

ip arp inspection vlan 
logging

VLAN 
±
Ï�â.%3s�Ô���D�$�6�;�é�2���J�
�Ù�î�Ò�ù�Ô�•

show inventory log �3���=�R�6�"  ARP ���f�,�M�"�*�Z�f  �`�#  �C�6�H���é.3�o�ã�]�ˆ�
-+
$��Ò�ù�Ô�•
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clear ip arp inspection statistics
clear ip arp inspection statistics
�3���=�R�6�"  ���<�_�,.��ÿ�J�`�;�&�^9Ô ARP9Õ���f�,�M�"�*�Z�f  �`�#  �C�6�H���
�–
ð�Ô���æ�ê�”
clear ip arp inspection log  $�­  EXEC �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

clear ip arp inspection statistics [vlan vlan-range]

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�ê�o'õ�Ð���á�¿�ù�Ö���•

�&�Q�f�<  �U�o�<  $�­  EXEC

�&�Q�f�<���g

�� �4�é���â�ê�” VLAN 1 �é&Ô.��±�Ž�
�–
ð�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch# clear ip arp inspection statistics vlan 1

&Ô.��±�Ž�Ç�å4°�Ð���Ú�Æ�ä�Á�Æ�
#Õ.z�Ô���æ�ê�” show ip arp inspection statistics vlan 1  $�­  EXEC 
�&�Q�f�<�
�I
��Ò�ù�Ô�•

4P1j�&�Q�f�<

vlan vlan-range 9Ô
›�ç9Õ�0�o�Ð���Ú  1 �ß�ù�Ú�ê-„�™�é  VLAN �é&Ô.��±�Ž�
�–
ð�Ò�ù�Ô�•

VLAN ID !ß� �â/��Î�Ð���Ú  1 �ß�é  VLAN �”�Ø���Ù���
�B���H�f�â
™�¾�Þ
�Ú VLAN %¸�Ð�”�ù�Ú�ê���f�Q�â
™�¾�Þ�Ú	û1j�é  VLAN �
�0�o�â�È�ù�Ô�•
�0�o�â�È��%¸�Ð�ê  1 :*  4094 �â�Ô�•

�]�]�o�, ���•�]�ˆ

12.2(20)SE �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•

�&�Q�f�< .‘�ÿ

show inventory statistics �Ô�ô�á�é  VLAN �ù�Ú�ê�0�o�Ð���Ú  VLAN �é0©1M�ã�ú�D�$�6�;�”�<
�`�6�J�ã�ú�D�$�6�;�” MAC ��.=�æ�,�Œ�Ò�Ú�D�$�6�;�”�Å���î  IP ��.=
�æ�,�Œ�Ò�Ú�D�$�6�;�é&Ô.��±�Ž�
-+$��Ò�ù�Ô�•
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clear ip dhcp snooping
clear ip dhcp snooping 
DHCP �,�?�o�G�f�#  �C���f�:���f�#  �:�o�2�L�o�,�” DHCP �,�?�o�G�f�#  �C���f�:���f�#  �:�o�2�L�o
�,  ���o�+���f�;�é&Ô.��±�Ž�”�ù�Ú�ê  DHCP �,�?�o�G�f�#&Ô.������f�2�
�–
ð�Ô���æ�ê�” clear ip dhcp 
snooping  $�­  EXEC �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

clear ip dhcp snooping { binding { * | ip-address | interface interface-id | vlan vlan-id} | database 
statistics | statistics}

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�ê�o'õ�Ð���á�¿�ù�Ö���•

�&�Q�f�<  �U�o�<  $�­  EXEC 

�&�Q�f�<���g


ö!ª
��é�����<�\���f clear ip dhcp snooping database statistics �&�Q�f�<�
�I
��Ô���ã�”�,���6�4�ê&Ô.��±�Ž�
�–
ð�Ô���è
�æ�C���f�:���f�#  �:�o�2�L�o�,�Å���î�C���f�:���f�#  �H�����^�]�é���f�;�]�
�•�Â�Ò�ù�Ö���•

�� �4�é���â�ê�” DHCP �,�?�o�G�f�#  �C���f�:���f�#  �:�o�2�L�o�,  ���o�+���f�;�é&Ô.��±�Ž�
�–
ð�Ô���Ç
�:�
$��Ò�ù�Ô�•

Switch# clear ip dhcp snooping database statistics 

&Ô.��±�Ž�Ç�–
ð�Ð���Ú�Æ�ä�Á�Æ�
#Õ.z�Ô���æ�ê�” show ip dhcp snooping database  $�­  EXEC �&�Q�f
�<�
�I
��Ò�ù�Ô�•

�4�é���â�ê�” DHCP �,�?�o�G�f�#&Ô.������f�2�
�–
ð�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch# clear ip dhcp snooping statistics 

&Ô.��±�Ž�Ç�–
ð�Ð���Ú�Æ�ä�Á�Æ�
#Õ.z�Ô���æ�ê�” show ip dhcp snooping statistics �Y�o�)  EXEC �&�Q
�f�<�
�I
��Ò�ù�Ô�•

binding DHCP �,�?�o�G�f�#  �C���f�:���f�#  �:�o�2�L�o�,�
�–
ð�Ò�ù�Ô�•

* �Ô�ô�á�é)D
G�C���f�:���f�#�
�–
ð�Ò�ù�Ô�•

ip-address �C���f�:���f�#  ���f�;�]  IP ���<�_�,�
�–
ð�Ò�ù�Ô�•

interface interface-id �C���f�:���f�#�I
����f�2�o�H�����,�
�–
ð�Ò�ù�Ô�•

vlan vlan-id �C���f�:���f�#  ���f�;�]  VLAN �
�–
ð�Ò�ù�Ô�•

database statistics DHCP �,�?�o�G�f�#  �C���f�:���f�#  �:�o�2�L�o�,  ���o�+���f�;�é&Ô.��±�Ž
�
�–
ð�Ò�ù�Ô�•

statistics DHCP �,�?�o�G�f�#&Ô.������f�2�
�–
ð�Ò�ù�Ô�•

�]�]�o�, ���•�]�ˆ

12.2(20)SE �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•

12.2(37)SE statistics � �o�b�o�<�Ç1J
��Ð���ù�Ò�Ú�•

12.2(44)SE * �” ip-address�” interface interface-id�”�Å���î  vlan vlan-id � �o�b�o�<�Ç1J
��Ð
���ù�Ò�Ú�•
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%Y 2 %(      Catalyst 3560 �,���6�4  Cisco IOS �&�Q�f�<
clear ip dhcp snooping
4P1j�&�Q�f�< �&�Q�f�< .‘�ÿ

ip dhcp snooping VLAN 
��â  DHCP �,�?�o�G�f�#�
���@�o�I�^�æ�Ò�ù�Ô�•

ip dhcp snooping database DHCP �,�?�o�G�f�#  �C���f�:���f�#  �:�o�2�L�o�,  ���o
�+���f�;�ù�Ú�ê�C���f�:���f�#  �H�����^�
.3�o�Ò�ù�Ô�•

show ip dhcp snooping binding DHCP �,�?�o�G�f�#  �:�o�2�L�o�,  ���o�+���f�;�é�,�9�o
�2�,�
-+$��Ò�ù�Ô�•

show ip dhcp snooping database DHCP �,�?�o�G�f�#  �C���f�:���f�#  �:�o�2�L�o�,  ���o
�+���f�;�é&Ô.��±�Ž�
-+$��Ò�ù�Ô�•

show ip dhcp snooping statistics DHCP �,�?�o�G�f�#�é&Ô.��±�Ž�
-+$��Ò�ù�Ô�•
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%Y 2 %(      Catalyst 3560 �,���6�4  Cisco IOS �&�Q�f�<
clear ipc
clear ipc
Interprocess Communications Protocol9ÔIPC9Õ&Ô.��±�Ž�
�–
ð�Ô���æ�ê�” clear ipc  $�­  EXEC �&�Q�f
�<�

ö!ª�Ò�ù�Ô�•

clear ipc { queue-statistics | statistics}

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�ê�o'õ�Ð���á�¿�ù�Ö���•

�&�Q�f�<  �U�o�<  $�­  EXEC

�&�Q�f�<���g


ö!ª
��é�����<�\���f clear ipc statistics �&�Q�f�<�

ö!ª�Ò�á�Ô�ô�á�é&Ô.��±�Ž�
�–
ð�â�È�ù�Ô�Ç�” clear ipc queue-statistics 
�&�Q�f�<�

ö!ª�Ò�á� �X�o�é&Ô.��±�Ž�Û�Ì�
�–
ð�Ô���Î�ã�ý�â�È�ù�Ô�•

�� �4�é���â�ê�”�Ô�ô�á�é&Ô.��±�Ž�
�–
ð�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch# clear ipc statistics

�4�é���â�ê�”� �X�o�é&Ô.��±�Ž�Û�Ì�
�–
ð�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch# clear ipc queue-statistics

&Ô.��±�Ž�Ç�å4°�Ð���Ú�Æ�ä�Á�Æ�
#Õ.z�Ô���æ�ê�” show ipc rpc �ù�Ú�ê  show ipc session  $�­  EXEC �&
�Q�f�<�
�I
��Ò�ù�Ô�•

4P1j�&�Q�f�<

queue-statistics IPC � �X�o�é&Ô.��±�Ž�
�–
ð�Ò�ù�Ô�•

statistics IPC �é&Ô.��±�Ž�
�–
ð�Ò�ù�Ô�•

�]�]�o�, ���•�]�ˆ

12.2(20)SE �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•

�&�Q�f�< .‘�ÿ

show ipc { rpc | session} IPC �Q�^�4� �V�,�;  �^�o�9���f�#�é&Ô.��±�Ž�
-+$��Ò�ù�Ô�•
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%Y 2 %(      Catalyst 3560 �,���6�4  Cisco IOS �&�Q�f�<
clear ipv6 dhcp conflict
clear ipv6 dhcp conflict
DHCP for IPv69ÔDHCPv69Õ�(�o�C  �:�o�2�L�o�,�Æ���é���<�_�,�é-#$í�
�–
ð�Ô���æ�ê�” clear ipv6 
dhcp conflict  $�­  EXEC �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

clear ipv6 dhcp conflict {* | IPv6-address}

9Ô�H9Õ �Î�é�&�Q�f�<�ê�”�,���6�4�â�:�X���^  IPv4/IPv6 SDM �9�f�J�_�o�;�Ç.3�o�Ð���á�¿���•�'�æ�Û�Ì
ö!ª
��(»�â�Ô�•

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�ê�o'õ�Ð���á�¿�ù�Ö���•

�&�Q�f�<  �U�o�<  $�­  EXEC

�&�Q�f�<���g


ö!ª
��é�����<�\���f �:�X���^  IPv4/IPv6 �9�f�J�_�o�;�
.3�o�Ô���æ�ê�” sdm prefer dual-ipv4-and-ipv6 { default | vlan} �#
�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�
�I
��Ò�”�,���6�4�
�]�`�o�<�Ò�ù�Ô�•

-#$í�
�å4°�Ô�����Á  DHCPv6 �(�o�C�
.3�o�Ô��4Ù�” ping �

ö!ª�Ò�ù�Ô�•�"�\�����f�;�ê�@���C�o�•&•
�

ö!ª�Ò�á�"�\�����f�;�
���´�Ò�” DECLINE �T�6�.�o�+�
1b�Ó�á�(�o�C�æ�Ž�T�Ò�ù�Ô�•���<�_�,�é-#
$í�Ç���´�Ð�����ã�”���<�_�,�ê�J�o�^�Æ���å4°�Ð���ù�Ô�•%¤!�(*�Ç-#$í�]�,�;�Æ�����<�_�,�
�å4°�Ô��
�ù�â���<�_�,�ê
����°�á�����ù�Ö���•

���,�2�]�,�"9Ô *9Õ�¥�<�
���<�_�,  �D�\�T�o�2�ã�Ò�á
ö!ª�Ô���ã�” DHCP �ê�Ô�ô�á�é-#$í�
�–
ð�Ò�ù�Ô�•

�� �4�é���â�ê�” DHCPv6 �(�o�C  �:�o�2�L�o�,�Æ���Ô�ô�á�é���<�_�,�é-#$í�
�–
ð�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch# clear  ipv6 dhcp conflict *

4P1j�&�Q�f�<

* �Ô�ô�á�é���<�_�,�é-#$í�
�–
ð�Ò�ù�Ô�•

IPv6-address -#$í�Ô�����<�_�,�
�=���Û�N�,�;�é  IPv6 ���<�_�,�
�–
ð�Ò�ù�Ô�•

�]�]�o�, ���•�]�ˆ

12.2(46)SE �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•

�&�Q�f�< .‘�ÿ

show ipv6 dhcp 
conflict

DHCPv6 �(�o�C�Ç���´�Ò�Ú���<�_�,�é-#$í�”�ù�Ú�ê�"�\�����f�;�Æ���é  
DECLINE �T�6�.�o�+�
1b�Ó�á�Ž�T�Ð���Ú���<�_�,�é-#$í�
-+$��Ò�ù�Ô�•
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%Y 2 %(      Catalyst 3560 �,���6�4  Cisco IOS �&�Q�f�<
clear l2protocol-tunnel counters
clear l2protocol-tunnel counters
�J�`�;�&�^  �;�f�@�^  �P�o�;�é�J�`�;�&�^  �����f�2�
�–
ð�Ô���æ�ê�” clear l2protocol-tunnel counters 
 $�­  EXEC �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

clear l2protocol-tunnel counters [interface-id]

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�ê�o'õ�Ð���á�¿�ù�Ö���•

�&�Q�f�<  �U�o�<  $�­  EXEC

�&�Q�f�<���g


ö!ª
��é�����<�\���f �,���6�4�ù�Ú�ê�0�o�Ð���Ú���f�2�o�H�����,�é�J�`�;�&�^  �;�f�@�^  �����f�2�
�–
ð�Ô���æ�ê�”�Î�é�&
�Q�f�<�

ö!ª�Ò�ù�Ô�•

�� �4�é���â�ê�”���f�2�o�H�����,�é�_���W  2 �J�`�;�&�^  �;�f�@�^  �����f�2�
�–
ð�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch# clear l2protocol-tunnel counters gigabitethernet0/3

4P1j�&�Q�f�<

interface-id 9Ô
›�ç9Õ�J�`�;�&�^  �����f�2�
�–
ð�Ô�����f�2�o�H�����,9Ô �!����f�2�o
�H�����,�ù�Ú�ê�P�o�;  �4�V�@�^9Õ�
�0�o�Ò�ù�Ô�•

�]�]�o�, ���•�]�ˆ

12.2(25)SE �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•

�&�Q�f�< .‘�ÿ

show l2protocol-tunnel �_���W  2 �J�`�;�&�^  �;�f�@�]�f�#�Ç.3�o�Ð���Ú�P�o�;�æ4P�Ô���±
�Ž�
-+$��Ò�ù�Ô�•
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%Y 2 %(      Catalyst 3560 �,���6�4  Cisco IOS �&�Q�f�<
clear lacp
clear lacp 
Link Aggregation Control Protocol9ÔLACP9Õ�4�V�@�  ̂�#�^�o�J  �����f�2�
�–
ð�Ô���æ�ê�” clear lacp 
 $�­  EXEC �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

clear lacp { channel-group-number counters | counters}

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�ê�o'õ�Ð���á�¿�ù�Ö���•

�&�Q�f�<  �U�o�<  $�­  EXEC

�&�Q�f�<���g


ö!ª
��é�����<�\���f clear lacp counters �&�Q�f�<�

ö!ª�Ô���ã�”�Ô�ô�á�é�����f�2�
�–
ð�â�È�ù�Ô�•�ù�Ú�” clear lacp 
channel-group-number counters �&�Q�f�<�

ö!ª�Ô���ã�”�0�o�é�4�V�@�^  �#�^�o�J�é�����f�2�Û�Ì�
�–

ð�â�È�ù�Ô�•

�� �4�é���â�ê�”�Ô�ô�á�é�4�V�@�^  �#�^�o�J�±�Ž�
�–
ð�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch# clear lacp counters

�4�é���â�ê�”�#�^�o�J  4 �é  LACP �;�\�H���6�"�é�����f�2�
�–
ð�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch# clear lacp 4 counters

�±�Ž�Ç�–
ð�Ð���Ú�Æ�ä�Á�Æ�
#Õ.z�Ô���æ�ê�” show lacp counters �ù�Ú�ê  show lacp 4 counters  $�­  
EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

4P1j�&�Q�f�<

channel-group-number 9Ô
›�ç9Õ�4�V�@�^  �#�^�o�J!ß� �•�0�o�â�È��%¸�Ð�ê  1 :*  48 �â�Ô�•

counters �;�\�H���6�"�é�����f�2�
�–
ð�Ò�ù�Ô�•

�]�]�o�, ���•�]�ˆ

12.1(19)EA1 �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•

12.2(25)SE channel-group-number %¸�Ð�Ç 1 :*  12 �Æ��  1 :*  48 �æ���•�Ð���ù�Ò�Ú�•

�&�Q�f�< .‘�ÿ

show lacp LACP �4�V�@�^  �#�^�o�J�±�Ž�
-+$��Ò�ù�Ô�•
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%Y 2 %(      Catalyst 3560 �,���6�4  Cisco IOS �&�Q�f�<
clear mac address-table
clear mac address-table
MAC ���<�_�,  �9�o�I�^�Æ�� $�o�é�3���=�R�6�"  ���<�_�,�” $�o�é���f�2�o�H�����,
��é�Ô�ô�á�é�3
���=�R�6�"  ���<�_�,�”�ù�Ú�ê $�o�é  VLAN 
��é�Ô�ô�á�é�3���=�R�6�"  ���<�_�,�
�å4°�Ô���æ�ê�”
clear mac address-table  $�­  EXEC �&�Q�f�<�

ö!ª�Ò�ù�Ô�•�Î�é�&�Q�f�<�ê�ù�Ú  MAC ���<�_�,1b#n
�#�`�o�C�^  �����f�2�ý�–
ð�Ò�ù�Ô�•

clear mac address-table { dynamic [address mac-addr | interface interface-id | vlan 
vlan-id] | notification }

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�ê�o'õ�Ð���á�¿�ù�Ö���•

�&�Q�f�<  �U�o�<  $�­  EXEC

�&�Q�f�<���g

�� �4�é���â�ê�”�3���=�R�6�"  ���<�_�,  �9�o�I�^�Æ���0�o�é  MAC ���<�_�,�
�å4°�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch# clear mac address-table dynamic address 0008.0070.0007

�±�Ž�Ç�å4°�Ð���Ú�Æ�ä�Á�Æ�
#Õ.z�Ô���æ�ê�” show mac address-table  $�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

dynamic �Ô�ô�á�é�3���=�R�6�"  MAC ���<�_�,�
�å4°�Ò�ù�Ô�•

dynamic address 
mac-addr

9Ô
›�ç9Õ�0�o�Ð���Ú�3���=�R�6�"  MAC ���<�_�,�
�å4°�Ò�ù�Ô�•

dynamic interface 
interface-id

9Ô
›�ç9Õ�0�o�Ð���Ú �!��P�o�;�ù�Ú�ê�P�o�;  �4�V�@�^
��é�Ô�ô�á�é�3���=
�R�6�"  MAC ���<�_�,�
�å4°�Ò�ù�Ô�•

dynamic vlan vlan-id 9Ô
›�ç9Õ�0�o�Ð���Ú  VLAN �é�Ô�ô�á�é�3���=�R�6�"  MAC ���<�_�,�
�å4°�Ò
�ù�Ô�•�0�o�â�È��%¸�Ð�ê  1 :*  4094 �â�Ô�•

notification ���g�9�o�I�^�é1b#n�
�–
ð�Ò�”�����f�2�
�]�.�6�;�Ò�ù�Ô�•

�]�]�o�, ���•�]�ˆ

12.1(19)EA1 �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•
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%Y 2 %(      Catalyst 3560 �,���6�4  Cisco IOS �&�Q�f�<
clear mac address-table
4P1j�&�Q�f�< �&�Q�f�< .‘�ÿ

mac address-table notification MAC ���<�_�,1b#n�Ï(»�
���@�o�I�^�æ�Ò�ù�Ô�•

show mac access-group MAC ���<�_�,  �9�o�I�^�é�,�2�9���6�"  ���f�;�]�Å���î�3
���=�R�6�"  ���f�;�]�
-+$��Ò�ù�Ô�•

show mac address-table notification �Ô�ô�á�é���f�2�o�H�����,�ù�Ú�ê�0�o�Ð���Ú���f�2�o�H����
�,�æ�»�Ô��  MAC ���<�_�,1b#n.3�o�
-+$��Ò�ù�Ô�•

snmp trap mac-notification change  $�o�é���f�2�o�H�����,
��é  SNMP9Ô%ò���@�6�;�b�o�"%¤
!��J�`�;�&�^9Õ MAC ���<�_�,1b#n�;�\�6�J�
���@�o�I�^�æ
�Ò�ù�Ô�•
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%Y 2 %(      Catalyst 3560 �,���6�4  Cisco IOS �&�Q�f�<
clear mac address-table move update
clear mac address-table move update
MAC ���<�_�,  �9�o�I�^�é$–-��•�Â4P1j�����f�2�
�–
ð�Ô���æ�ê�” clear mac address-tablemove 
update  $�­  EXEC �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

clear mac address-table move update 

�t�¥�é.‘�ÿ �Î�é�&�Q�f�<�æ�ê�”�•�™�ù�Ú�ê� �o�b�o�<�ê�½���ù�Ö���•

�:�H���^�; �:�H���^�;�ê�o'õ�Ð���á�¿�ù�Ö���•

�&�Q�f�<  �U�o�<  $�­  EXEC

�&�Q�f�<���g

�� �4�é���â�ê�” MAC ���<�_�,  �9�o�I�^$–-��•�Â4P1j�����f�2�
�–
ð�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch# clear mac address-table move update

�±�Ž�Ç�–
ð�Ð���Ú�Æ�ä�Á�Æ�
#Õ.z�Ô���æ�ê�” show mac address-table move update  $�­  EXEC �&�Q�f
�<�
�I
��Ò�ù�Ô�•

4P1j�&�Q�f�<

�]�]�o�, ���•�]�ˆ

12.2(25)SED �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú �•

�&�Q�f�< .‘�ÿ

mac address-table move update 
{ receive | transmit }

�,���6�4
��é  MAC ���<�_�,  �9�o�I�^$–-��•�Â�
.3�o�Ò�ù�Ô�•

show mac address-table move update�,���6�4�æ  MAC ���<�_�,  �9�o�I�^$–-��•�Â�±�Ž�
-+$��Ò
�ù�Ô�•
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clear nmsp statistics
clear nmsp statistics
Network Mobility Services Protocol9ÔNMSP; �@�6�;�b�o�"  �U�F�]�9��  �(�o�F�,  �J�`�;�&�^9Õ&Ô.��±�Ž
�
�–
ð�Ô���æ�ê�” clear nmsp statistics  $�­  EXEC �&�Q�f�<�

ö!ª�Ò�ù�Ô�•�Î�é�&�Q�f�<�ê�”�,���6�4
�Ç�g� 
{�0�H�;������  ���T�o�+�
�s-��Ò�á�¿���•�'�æ�Û�Ì
ö!ª�â�È�ù�Ô�•

clear nmsp statistics

�t�¥�é.‘�ÿ �Î�é�&�Q�f�<�æ�ê�”�•�™�ù�Ú�ê� �o�b�o�<�ê�½���ù�Ö���•

�:�H���^�; �:�H���^�;�ê�o'õ�Ð���á�¿�ù�Ö���•

�&�Q�f�<  �U�o�<  $�­  EXEC

�&�Q�f�<���g

�� �4�é���â�ê�” NMSP &Ô.��±�Ž�
�–
ð�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch# clear nmsp statistics

�±�Ž�Ç�å4°�Ð���Ú�Æ�ä�Á�Æ�
#Õ.z�Ô���æ�ê�” show nmsp statistics  $�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

4P1j�&�Q�f�<

�]�]�o�, ���•�]�ˆ

12.2(50)SE �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•

�&�Q�f�< .‘�ÿ

show nmsp NMSP �±�Ž�
-+$��Ò�ù�Ô�•
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clear pagp
clear pagp
Port Aggregation Protocol9ÔPAgP; �P�o�;4ø&‚�J�`�;�&�^9Õ�4�V�@�^  �#�^�o�J�±�Ž�
�–
ð�Ô���æ�ê�”
clear pagp  $�­  EXEC �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

clear pagp { channel-group-number counters | counters}

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�ê�o'õ�Ð���á�¿�ù�Ö���•

�&�Q�f�<  �U�o�<  $�­  EXEC

�&�Q�f�<���g


ö!ª
��é�����<�\���f �Ô�ô�á�é�����f�2�
�–
ð�Ô���æ�ê�” clear pagp counters �&�Q�f�<�

ö!ª�Ò�ù�Ô�•�ù�Ú�” clear pagp 
channel-group-number counters �&�Q�f�<�

ö!ª�Ô���ã�”�0�o�é�4�V�@�^  �#�^�o�J�é�����f�2�Û�Ì�
�–

ð�â�È�ù�Ô�•

�� �4�é���â�ê�”�Ô�ô�á�é�4�V�@�^  �#�^�o�J�±�Ž�
�–
ð�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch# clear pagp counters

�4�é���â�ê�”�#�^�o�J  10 �é  PAgP �;�\�H���6�"�é�����f�2�
�–
ð�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch# clear pagp 10 counters

�±�Ž�Ç�å4°�Ð���Ú�Æ�ä�Á�Æ�
#Õ.z�Ô���æ�ê�” show pagp  $�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

4P1j�&�Q�f�<

channel-group-number 9Ô
›�ç9Õ�4�V�@�^  �#�^�o�J!ß� �•�0�o�â�È��%¸�Ð�ê  1 :*  48 �â�Ô�•

counters �;�\�H���6�"�é�����f�2�
�–
ð�Ò�ù�Ô�•

�]�]�o�, ���•�]�ˆ

12.1(19)EA1 �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•

12.2(25)SE channel-group-number %¸�Ð�Ç 1 :*  12 �Æ��  1 :*  48 �æ���•�Ð���ù�Ò�Ú�•

�&�Q�f�< .‘�ÿ

show pagp PAgP �4�V�@�^  �#�^�o�J�±�Ž�
-+$��Ò�ù�Ô�•
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clear port-security
clear port-security
MAC ���<�_�,  �9�o�I�^�Æ���Ô�ô�á�é�.� �X��  ���<�_�,�
�å4°�Ô���Æ�”�ù�Ú�ê�,���6�4�Æ���f�2�o
�H�����,
��é $�o�é�2���J9Ô.3�o�ã�ú�”�3���=�R�6�"�”�,�9���6� 9Õ�é�Ô�ô�á�é�.� �X��  ���<�_�,�

�å4°�Ô���æ�ê�” clear port-security  $�­  EXEC �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

clear port-security { all | configured | dynamic | sticky} [[ address mac-addr | interface 
interface-id] [vlan { vlan-id | {access | voice}}]]

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�ê�o'õ�Ð���á�¿�ù�Ö���•

�&�Q�f�<  �U�o�<  $�­  EXEC

�&�Q�f�<���g

�� �4�é���â�ê�” MAC ���<�_�,  �9�o�I�^�Æ���Ô�ô�á�é�.� �X��  ���<�_�,�
�å4°�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch# clear port-security all

�4�é���â�ê�” MAC ���<�_�,  �9�o�I�^�Æ�� $�o�é.3�o�ã�ú�.� �X��  ���<�_�,�
�å4°�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch# clear port-security configured address 0008.0070.0007

all �Ô�ô�á�é�.� �X��  MAC ���<�_�,�
�å4°�Ò�ù�Ô�•

configured .3�o�ã�ú�.� �X��  MAC ���<�_�,�
�å4°�Ò�ù�Ô�•

dynamic �B�o�<�������æ���Þ�á)D
G�G(��Ð���Ú�.� �X��  MAC ���<�_�,�
�å4°�Ò�ù�Ô�•

sticky )D
G�G(��ù�Ú�ê.3�o�ã�ú�.� �X��  MAC ���<�_�,�
�å4°�Ò�ù�Ô�•

address mac-addr 9Ô
›�ç9Õ�0�o�Ð���Ú�3���=�R�6�"  �.� �X��  MAC ���<�_�,�
�å4°�Ò�ù�Ô�•

interface interface-id 9Ô
›�ç9Õ�0�o�Ð���Ú �!��P�o�;�ù�Ú�ê  VLAN 
��é�Ô�ô�á�é�3���=�R�6�"  �.
� �X��  MAC ���<�_�,�
�å4°�Ò�ù�Ô�•

vlan 9Ô
›�ç9Õ�0�o�Ð���Ú  VLAN �Æ���0�o�Ð���Ú�.� �X��  MAC ���<�_�,�
�å4°�Ò
�ù�Ô�• vlan � �o�b�o�<�
�I
��ß�”�4�é�¿�Õ���Æ�é���J�*�Z�f�
�I
��Ò�ù�Ô�•

• vlan-id9æ�;�\�f�"  �P�o�;
��â�”�–
ð�Ô����-Ð�é�½�����<�_�,�é  VLAN 
�é  VLAN ID �
�0�o�Ò�ù�Ô�•

• access9æ���"�.�,  �P�o�;�â�”���"�.�,  VLAN 
��é�0�o�Ð���Ú�.� �X��  
MAC ���<�_�,�
�–
ð�Ò�ù�Ô�•

• voice9æ���"�.�,  �P�o�;�â�”5¸�ÿ  VLAN 
��é�0�o�Ð���Ú�.� �X��  MAC 
���<�_�,�
�–
ð�Ò�ù�Ô�•

9Ô�H9Õ voice � �o�b�o�<�ê�”5¸�ÿ  VLAN �Ç�P�o�;�æ.3�o�Ð���á�Ø�é�P�o�;
�Ç���"�.�,  VLAN �â�å�¿�•�'�é�ú�Ñ!ª��(»�â�Ô�•

�]�]�o�, ���•�]�ˆ

12.2(25)SEA �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•

12.2(25)SEB access �Å���î  voice � �o�b�o�<�Ç1J
��Ð���ù�Ò�Ú�•
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clear port-security
�4�é���â�ê�” $�o�é���f�2�o�H�����,�â�G(��Ð���Ú�Ô�ô�á�é�3���=�R�6�"  �.� �X��  ���<�_�,�
�å4°�Ô
���Ç�:�
$��Ò�ù�Ô�•

Switch# clear port-security dynamic interface gigabitethernet 0/1

�4�é���â�ê�”���<�_�,  �9�o�I�^�Æ���Ô�ô�á�é�3���=�R�6�"  �.� �X��  ���<�_�,�
�å4°�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch# clear port-security dynamic

�±�Ž�Ç�å4°�Ð���Ú�Æ�ä�Á�Æ�
#Õ.z�Ô���æ�ê�” show port-security  $�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

4P1j�&�Q�f�< �&�Q�f�< .‘�ÿ

switchport port-security ���f�2�o�H�����,
��â�P�o�;  �.� �X�]�9���
���@�o�I�^�æ�Ò
�ù�Ô�•

switchport port-security 
mac-address mac-address

�.� �X��  MAC ���<�_�,�
.3�o�Ò�ù�Ô�•

switchport port-security maximum 
value 

�.� �X��  ���f�2�o�H�����,�æ�.� �X��  MAC ���<�_�,�é�¨�"
�™�
.3�o�Ò�ù�Ô�•

show port-security ���f�2�o�H�����,�ù�Ú�ê�,���6�4�æ�o'õ�Ð���Ú�P�o�;  �.� �X
�]�9��.3�o�
-+$��Ò�ù�Ô�•
2-97
Catalyst 3560 �,���6�4  �&�Q�f�<  �]�H���_�f�,

OL-8554-08-J



 

%Y 2 %(      Catalyst 3560 �,���6�4  Cisco IOS �&�Q�f�<
clear spanning-tree counters
clear spanning-tree counters
�,�D�>�f�#�7�]�o  �����f�2�
�–
ð�Ô���æ�ê�” clear spanning-tree counters  $�­  EXEC �&�Q�f�<�

ö!ª
�Ò�ù�Ô�•

clear spanning-tree counters [interface interface-id]

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�ê�o'õ�Ð���á�¿�ù�Ö���•

�&�Q�f�<  �U�o�<  $�­  EXEC

�&�Q�f�<���g


ö!ª
��é�����<�\���f interface-id �Ç�0�o�Ð���á�¿�å�¿�•�'�ê�”�Ô�ô�á�é���f�2�o�H�����,�é�,�D�>�f�#  �7�]�o  �����f�2�Ç�–

ð�Ð���ù�Ô�•

�� �4�é���â�ê�”�Ô�ô�á�é���f�2�o�H�����,�é�,�D�>�f�#  �7�]�o  �����f�2�
�–
ð�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch#  clear spanning-tree counters

4P1j�&�Q�f�<

interface interface-id 9Ô
›�ç9Õ�0�o�é���f�2�o�H�����,�é�,�D�>�f�#  �7�]�o  �����f�2�
�Ô�ô�á�–

ð�Ò�ù�Ô�•�­
2�å���f�2�o�H�����,�ã�Ò�á�ê�” �!��P�o�;�” VLAN �”�Å��
�î�P�o�;  �4�V�@�^�Ç�½���ù�Ô�•�0�o�â�È��  VLAN %¸�Ð�ê 1 :*  4094 �â�Ô�•
�P�o�;  �4�V�@�^%¸�Ð�ê  1 :*  48 �â�Ô�•

�]�]�o�, ���•�]�ˆ
12.1(19)EA1 �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•

�&�Q�f�< .‘�ÿ

show spanning-tree �,�D�>�f�#  �7�]�o  �,�9�o�;�±�Ž�
-+$��Ò�ù�Ô�•
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clear spanning-tree detected-protocols
clear spanning-tree detected-protocols 
�Ô�ô�á�é���f�2�o�H�����,�”�ù�Ú�ê�0�o�Ð���Ú���f�2�o�H�����,�â�J�`�;�&�^$–-��J�`�.�,�
�c4?�Ô��

9Ô�•�Ù"›�æ�@���C�o  �,���6�4�ã�c�2�@�'�*���o�;�Ð�Ö��9Õ�æ�ê�” clear spanning-tree 
detected-protocols  $�­  EXEC �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

clear spanning-tree detected-protocols [interface interface-id]

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�ê�o'õ�Ð���á�¿�ù�Ö���•

�&�Q�f�<  �U�o�<  $�­  EXEC

�&�Q�f�<���g


ö!ª
��é�����<�\���f Rapid Per-VLAN Spanning-Tree Plus9Ôrapid PVST+9Õ�J�`�;�&�^�ù�Ú�ê  Multiple Spanning-Tree 
Protocol9ÔMSTP9Õ�Ç$¿
G�Ô���,���6�4�ê�”&µ�ú1��ú�ã�ú�é�J�`�;�&�^$–-��T���>�-�S�
�(�P�o�;�Ò�á
�¿�ù�Ô�•�Ø���æ���Þ�á�”�,���6�4�ê�_���*�o  IEEE 802.1D �,���6�4�ã"ç
U�æ
G
Þ�â�È�����Á�æ�å���ù
�Ô�• rapid PVST+ �,���6�4�ù�Ú�ê  MSTP �,���6�4�Ç�”�J�`�;�&�^�é�C�o�+�Z�f�Ç  0 �æ.3�o�Ð���á�¿��
�_���*�o  IEEE 802.1D �&�f�H���!�X�_�o�*�Z�f  Bridge Protocol Data Unit9ÔBPDU; �I�]�6�+  �J�`�;�&
�^  �:�o�2  �Y�>�6�;9Õ�
���>�Ò�Ú�•�'�ê�”�Ø�é�P�o�;�â  IEEE 802.1D BPDU �Û�Ì�
1M�>�Ò�ù�Ô�•
Multiple Spanning-Tree9ÔMST9Õ�,���6�4�Ç�”�_���*�o  BPDU�”�Î�é�]�o�+�Z�f�æ4P1j
ƒ�Ì�����Ú  
MST BPDU9Ô�C�o�+�Z�f  39Õ�”�ù�Ú�ê  Rapid Spanning-Tree9ÔRST; 7�1f�,�D�>�f�#  �7�]�o9Õ BPDU

9Ô�C�o�+�Z�f  29Õ�
���>�Ò�Ú�ã�È�ê�”�Ø�é�P�o�;�Ç�]�o�+�Z�f�é�º!Ç�æ�½���Î�ã�
��#n�Ò�ù�Ô�•

�Ú�Û�Ò�”�,���6�4�ê�” IEEE 802.1D BPDU �
���>�Ò�å�Ê�å�Þ�Ú�•�'�â�½�Þ�á�ý�”)D
G"›�æ�ê  rapid 
PVST+ �U�o�<�ù�Ú�ê  MSTP �U�o�<�æ�ê�¯���ù�Ö���•�Î���ê�”�_���*�o  �,���6�4�Ç�0�o�,���6�4�â�å�Ì
���ë�”�]�f�"�Æ���å4°�Ð���Ú�Æ�ä�Á�Æ�
�G(��â�È�å�¿�Ú�ü�â�Ô�•�Î�é A�+�â�ê�” clear spanning-tree 
detected-protocols �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

�� �4�é���â�ê�”�P�o�;�â�J�`�;�&�^$–-��J�`�.�,�
�c4?�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch# clear spanning-tree detected-protocols interface gigabitethernet0/1

4P1j�&�Q�f�<

interface interface-id 9Ô
›�ç9Õ�0�o�Ð���Ú���f�2�o�H�����,�â�J�`�;�&�^$–-��J�`�.�,�
�c4?�Ò
�ù�Ô�•�­
2�å���f�2�o�H�����,�ã�Ò�á�ê�” �!��P�o�;�” VLAN �”�Å���î
�P�o�;  �4�V�@�^�Ç�½���ù�Ô�•�0�o�â�È��  VLAN %¸�Ð�ê 1 :*  4094 �â�Ô�•
�P�o�;  �4�V�@�^%¸�Ð�ê  1 :*  48 �â�Ô�•

�]�]�o�, ���•�]�ˆ

12.1(19)EA1 �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•

�&�Q�f�< .‘�ÿ

show spanning-tree �,�D�>�f�#  �7�]�o  �,�9�o�;�±�Ž�
-+$��Ò�ù�Ô�•

spanning-tree link-type �:�H���^�;  �]�f�"�2���J.3�o�

�� �È�Ò�”�,�D�>�f�#  �7�]�o�Ç�H��
�b�o�:���f�#  �,�9�o�;�æ7�1f$–-��â�È�����Á�æ�Ò�ù�Ô�•
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clear vmps statistics
clear vmps statistics
VLAN Query Protocol9ÔVQP9Õ�"�\�����f�;�Ç�;�,�Ô��&Ô.��±�Ž�
�–
ð�Ô���æ�ê�” clear vmps 
statistics  $�­  EXEC �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

clear vmps statistics

�t�¥�é.‘�ÿ �Î�é�&�Q�f�<�æ�ê�”�•�™�ù�Ú�ê� �o�b�o�<�ê�½���ù�Ö���•

�:�H���^�; �:�H���^�;�ê�o'õ�Ð���á�¿�ù�Ö���•

�&�Q�f�<  �U�o�<  $�­  EXEC

�&�Q�f�<���g

�� �4�é���â�ê�” VLAN Membership Policy Server9ÔVMPS; VLAN �T�f�C�*�6�J  �P�]�*�o  �(�o�C9Õ&Ô.�
�±�Ž�
�–
ð�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch#  clear vmps statistics

�±�Ž�Ç�å4°�Ð���Ú�Æ�ä�Á�Æ�
#Õ.z�Ô���æ�ê�” show vmps statistics  $�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

4P1j�&�Q�f�<

�]�]�o�, ���•�]�ˆ

12.1(19)EA1 �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•

�&�Q�f�< .‘�ÿ

show vmps VQP �C�o�+�Z�f�”�c#Õ.z4F4Ò�”�c.\-��Á�™�” VMPS IP ���<�_�,�”�Å���î û
�÷�é�(�o�C�ã�J�\���Q�]  �(�o�C�
-+$��Ò�ù�Ô�•
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clear vtp counters
clear vtp counters
VLAN Trunking Protocol9ÔVTP; VLAN �;�\�f� �f�#  �J�`�;�&�^9Õ�Å���î�J�^�o�>�f�#  �����f�2�
�–

ð�Ô���æ�ê�” clear vtp counters  $�­  EXEC �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

clear vtp counters

�t�¥�é.‘�ÿ �Î�é�&�Q�f�<�æ�ê�”�•�™�ù�Ú�ê� �o�b�o�<�ê�½���ù�Ö���•

�:�H���^�; �:�H���^�;�ê�o'õ�Ð���á�¿�ù�Ö���•

�&�Q�f�<  �U�o�<  $�­  EXEC

�&�Q�f�<���g

�� �4�é���â�ê�” VTP �����f�2�
�–
ð�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch#  clear vtp counters

�±�Ž�Ç�å4°�Ð���Ú�Æ�ä�Á�Æ�
#Õ.z�Ô���æ�ê�” show vtp counters  $�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

4P1j�&�Q�f�<

�]�]�o�, ���•�]�ˆ

12.1(19)EA1 �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•

�&�Q�f�< .‘�ÿ

show vtp VTP %¤!��<�T���f�”�,�9�o�2�,�”�����f�2�é	û)x�±�Ž�
-+$��Ò�ù�Ô�•
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%Y 2 %(      Catalyst 3560 �,���6�4  Cisco IOS �&�Q�f�<
cluster commander-address
cluster commander-address 
�Î�é�&�Q�f�<�ê�”�,�2�f�<���`�f  �"�\�,�2  �T�f�C�o  �,���6�4�Æ��  �I
��Ô����-Ð�ê�½���ù�Ö���•�"�\�,
�2  �&�Q�f�<  �,���6�4�ê�”�T�f�C�o  �,���6�4�Ç�"�\�,�2�æ
��I�Ò�Ú�•�'�æ�” MAC ���<�_�,�
�Ø�é�T�f
�C�o  �,���6�4�æ)D
G"›�æ�­���Ò�ù�Ô�•�"�\�,�2  �T�f�C�o  �,���6�4�ê�”�Î�é�±�Ž�Å���î
•�é�"�\�,�2�±
�Ž�
�Ø�é�s-��&�f�H���!�X�_�o�*�Z�f  �H�����^�æ1J
��Ò�ù�Ô�•�:�C�6�#�ù�Ú�ê�]���C�]�»5Å�é4F�Û�Ì
�,���6�4�
�"�\�,�2�Æ���å4°�Ô���•�'�ê�”�"�\�,�2  �T�f�C�o  �,���6�4  �&�f�0�o�^  �P�o�;�Æ���”�Î�é�#
�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

cluster commander-address mac-address [member number name name]

no cluster commander-address

�t�¥�é.‘�ÿ

�:�H���^�; �Î�é�,���6�4�ê�ä�é�"�\�,�2�é�T�f�C�o�â�ý�½���ù�Ö���•

�&�Q�f�<  �U�o�< �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g


ö!ª
��é�����<�\���f �Î�é�&�Q�f�<�ê�”�"�\�,�2  �&�Q�f�<  �,���6�4
��â�é�ú�Ñ!ª�â�È�ù�Ô�•

�&�"�\�,�2  �T�f�C�o�ê�”�"�\�,�2  �&�Q�f�<  �,���6�4�
  1 �ß�Ò�Æ�,�á�ù�Ö���•

�"�\�,�2  �T�f�C�o  �,���6�4�ê�” mac-address �D�\�T�o�2�æ�����*�,�9�S  �]�`�o�<
��æ�"�\�,�2  �&�Q�f
�<  �,���6�4�é  ID �
�;�,�Ò�ù�Ô�•

 $�o�é�"�\�,�2  �T�f�C�o  �,���6�4�â  no �»�|�
�I
��Ô���ã�”�:�C�6�#�ù�Ú�ê�]���C�]�»5Å�é4F�”�Ø�é�"
�\�,�2  �T�f�C�o  �,���6�4�
�"�\�,�2�Æ���å4°�â�È�ù�Ô�•1b�ñ�”�T�f�C�o�Ç�"�\�,�2  �&�Q�f�<  �,���6�4
�ã1b�>�Ç�â�È�å�Ê�å�Þ�Ú�•�'�æ�Û�Ì�”�"�\�,�2  �T�f�C�o  �,���6�4  �&�f�0�o�^  �P�o�;�Æ���Î�é�&�Q�f�<
�
�I
��Ò�ù�Ô�•1b�ñ�é�,���6�4�t�‘�â�ê�”�"�\�,�2  �&�Q�f�<  �,���6�4�â  no cluster member n �#�`�o
�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�
�I
��Ô���Î�ã�æ���Þ�á�é�ú�”�"�\�,�2  �T�f�C�o  �,���6�4�
�å
4°�Ô���Î�ã�
�•�Q�Ò�ù�Ô�•

�,�2�f�C��  �"�\�,�2  �&�Q�f�<  �,���6�4�Ç���"�9���I�æ�å�Þ�Ú�•�'9Ô�"�\�,�2  �&�Q�f�<  �,���6�4�æ
�å�Þ�Ú�•�'9Õ �”�Î�é�,���6�4�ê  cluster commander-address -��
�Ø�é.3�o�Æ���å4°�Ò�ù�Ô�•

mac-address �"�\�,�2  �&�Q�f�<  �,���6�4�é  MAC ���<�_�,

member number 9Ô
›�ç9Õ.3�o�Ð���Ú�"�\�,�2  �T�f�C�o  �,���6�4�é!ß� �•�0�o�â�È��%¸�Ð�ê  0 :*  
15 �â�Ô�•

name name 9Ô
›�ç9Õ.3�o�Ð���Ú�"�\�,�2�é�,�è9Ô�¨�"  31 �¥�<9Õ

�]�]�o�, ���•�]�ˆ

12.1(19)EA1 �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•
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%Y 2 %(      Catalyst 3560 �,���6�4  Cisco IOS �&�Q�f�<
cluster commander-address
�� �4�é���ê�”�"�\�,�2  �T�f�C�o�é�s-��&�f�H���!�X�_�o�*�Z�f�é�´
��é	û1ñ�â�Ô�•

Switch(config)# show running-configuration

<output truncated>

cluster commander-address 00e0.9bc0.a500 member 4 name my_cluster

<output truncated>

�4�é���â�ê�”�"�\�,�2  �T�f�C�o  �&�f�0�o�^�â�"�\�,�2�Æ���T�f�C�o�
�å4°�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch # configure terminal
Enter configuration commands, one per line.  End with CNTL/Z.
Switch(config)# no cluster commander-address

.3�o�
#Õ.z�Ô���æ�ê�” show cluster  $�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

4P1j�&�Q�f�< �&�Q�f�< .‘�ÿ

debug cluster �,���6�4�Ç�û�Ô���"�\�,�2�é�,�9�o�2�,�Å���î�(�Q�]�o�
-+$��Ò�ù�Ô�•
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cluster discovery hop-count
cluster discovery hop-count
�e-l�,���6�4�é���›���´!ª�æ�N�6�J�����f�;�é�Ù4¢�
.3�o�Ô���æ�ê�”�"�\�,�2  �&�Q�f�<  �,���6�4
��â  
cluster discovery hop-count �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•�:�H���^�;
.3�o�æ�¯�Ô�æ�ê�”�Î�é�&�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

cluster discovery hop-count number

no cluster discovery hop-count

�t�¥�é.‘�ÿ

�:�H���^�; �N�6�J  �����f�;�ê  3 �æ.3�o�Ð���á�¿�ù�Ô�•

�&�Q�f�<  �U�o�< �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g


ö!ª
��é�����<�\���f �Î�é�&�Q�f�<�ê�”�"�\�,�2  �&�Q�f�<  �,���6�4
��â�é�ú�Ñ!ª�â�È�ù�Ô�•�Î�é�&�Q�f�<�ê�”�"�\�,�2  �T�f
�C�o  �,���6�4�â�ê�Ï(»�Ò�ù�Ö���•

�N�6�J  �����f�;�Ç  1 �æ.3�o�Ð���Ú�•�'�”���›���´�ê�:���.�o�I�^�æ�å���ù�Ô�•�"�\�,�2  �&�Q�f�<  �,
���6�4�ê�”�"�\�,�2�é���6�+�Æ��  1 �N�6�J�é�e-l�Û�Ì�
���´�Ò�ù�Ô�•�"�\�,�2�é���6�+�ã�ê�”�¨�ß�æ��
�´�Ð���Ú�"�\�,�2  �T�f�C�o  �,���6�4�ã�¨�Ë�æ���´�Ð���Ú�e-l�,���6�4�é4F�é�P���f�;�â�Ô�•

�� �4�é���â�ê�”�N�6�J  �����f�;�Ù4¢�
  4 �æ.3�o�Ô���Ç�:�
$��Ò�ù�Ô�•�Î�é�&�Q�f�<�ê�”�"�\�,�2  �&�Q�f
�<  �,���6�4�â�s-��Ò�ù�Ô�•

Switch(config)# cluster discovery hop-count 4

.3�o�
#Õ.z�Ô���æ�ê�” show cluster  $�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

4P1j�&�Q�f�<

number �"�\�,�2  �&�Q�f�<  �,���6�4�Ç�e-l�é���´�
�Ù4¢�Ô���"�\�,�2  ���6�+�Æ���é
�N�6�J�é�™�•�0�o�â�È��%¸�Ð�ê  1 :*  7 �â�Ô�•

�]�]�o�, ���•�]�ˆ

12.1(19)EA1 �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•

�&�Q�f�< .‘�ÿ
show cluster �,���6�4�Ç�û�Ô���"�\�,�2�é�,�9�o�2�,�Å���î�(�Q�]�o�
-+$��Ò�ù�Ô�•

show cluster candidates �e-l�,���6�4�é�]�,�;�
-+$��Ò�ù�Ô�•
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cluster enable
cluster enable
�&�Q�f�<�»���,���6�4�
�"�\�,�2  �&�Q�f�<  �,���6�4�ã�Ò�á���@�o�I�^�æ�Ò�”�"�\�,�2�,�

����°�á�”

›�ç�â�T�f�C�o!ß� �

����°�á���æ�ê�”�Ø�é�&�Q�f�<�»���,���6�4
��â  cluster enable �#�`�o�C�^  �&
�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•�Ô�ô�á�é�T�f�C�o�
�å4°�Ò�á�”�Î�é�"�\�,�2  �&�Q�f�<  
�,���6�4�
�e-l�,���6�4�æ�Ô���æ�ê�”�Î�é�&�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

cluster enable name [command-switch-member-number]

no cluster enable

�t�¥�é.‘�ÿ

�:�H���^�; �Î�é�,���6�4�ê�"�\�,�2  �&�Q�f�<  �,���6�4�â�ê�½���ù�Ö���•

�"�\�,�2�,�ê�o'õ�Ð���ù�Ö���•

�,���6�4�Ç�"�\�,�2  �&�Q�f�<  �,���6�4�â�½���•�'�”�T�f�C�o!ß� �ê  0 �â�Ô�•

�&�Q�f�<  �U�o�< �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g


ö!ª
��é�����<�\���f �Î�é�&�Q�f�<�ê�”�ä�é�"�\�,�2�æ�ý�û�Ò�á�¿�å�¿
›�ç�é�&�Q�f�<�»���,���6�4�â�I
��Ò�ù�Ô�•-]'Î�Ç�Ô
�â�æ�"�\�,�2�é�T�f�C�o�ã�Ò�á.3�o�Ð���á�¿���•�'�”�&�Q�f�<�ê���\�o�ã�å���ù�Ô�•

�"�\�,�2  �&�Q�f�<  �,���6�4�
���@�o�I�^�æ�Ô���ã�È�æ�ê�”�"�\�,�2�æ�,�è�

ƒ�Ì�á�Ê�Û�Ð�¿�•�,���6
�4�Ç�Ô�â�æ�"�\�,�2  �&�Q�f�<  �,���6�4�ã�Ò�á.3�o�Ð���á�Å���”�"�\�,�2�,�Ç
•�è�é�,�è�ã!ã�å�Þ�á�¿
���•�'�”�&�Q�f�<�ê�"�\�,�2�,�
���•�Ò�ù�Ô�•

�� �4�é���â�ê�”�"�\�,�2  �&�Q�f�<  �,���6�4�
���@�o�I�^�æ�Ò�”�"�\�,�2�æ�,�è�

ƒ�Ì�”�"�\�,�2  �&�Q�f
�<  �,���6�4  �T�f�C�o!ß� �
  4 �æ.3�o�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config)# cluster enable Engineering-IDF4 4

.3�o�
#Õ.z�Ô���æ�ê�”�"�\�,�2  �&�Q�f�<  �,���6�4�â  show cluster  $�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

4P1j�&�Q�f�<

name �"�\�,�2�,9Ô�¨�"  31 �¥�<9Õ�•�0�o�â�È���¥�<�ê�”)÷�™�<�”�3�6
�*�X�”�Å���î
�'"�é�ú�â�Ô�•

command-switch-member-number9Ô
›�ç9Õ�"�\�,�2�é�"�\�,�2  �&�Q�f�<  �,���6�4�æ�T�f�C�o!ß� 
�

����°�á�ù�Ô�•�0�o�â�È��%¸�Ð�ê  0 :*  15 �â�Ô�•

�]�]�o�, ���•�]�ˆ

12.1(19)EA1 �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•

�&�Q�f�< .‘�ÿ

show cluster �,���6�4�Ç�û�Ô���"�\�,�2�é�,�9�o�2�,�Å���î�(�Q�]�o�
-+$��Ò�ù�Ô�•
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%Y 2 %(      Catalyst 3560 �,���6�4  Cisco IOS �&�Q�f�<
cluster holdtime
cluster holdtime
�,���6�49Ô�&�Q�f�<�ù�Ú�ê�"�\�,�2  �T�f�C�o  �,���6�49Õ�Ç�”
•�é�,���6�4�é�B�o�;�F�o�;  �T�6�.�o�+
�
���>�Ò�å�Ê�å�Þ�á�Æ���Ø�é�,���6�4�é�3���f�
�u.��Ô���ù�â�é�¼4F�
$}
±
Ï�â.3�o�Ô���æ�ê�”�"�\�,
�2  �&�Q�f�<  �,���6�4
��â  cluster holdtime �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù
�Ô�•�:�H���^�;.3�o�(4F�æ�¯�Ô�æ�ê�”�Î�é�&�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

cluster holdtime holdtime-in-secs

no cluster holdtime

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�é�N�o�^�<�2���S�ê  80 $}�â�Ô�•

�&�Q�f�<  �U�o�< �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g


ö!ª
��é�����<�\���f �Î�é�&�Q�f�<�ê�” cluster timer �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�ã�ã�ý�æ�"�\�,�2  �&�Q�f
�<  �,���6�4�â�é�ú
ö!ª�Ò�ù�Ô�•�"�\�,�2�]�é�Ô�ô�á�é�,���6�44F�â.3�o�é	û/~�H�Ç�;�Ú�������Á�æ�”
�"�\�,�2  �&�Q�f�<  �,���6�4�ê�Î�é�o�
�Ø�é�Ô�ô�á�é�"�\�,�2  �T�f�C�o�æ
µ���Ò�ù�Ô�•

�N�o�^�<�2���S�ê1b�ñ���f�2�o�C�^  �2���Q�o9Ô cluster timer9Õ�é�Z�™�ã�Ò�á.3�o�Ð���ù�Ô�•�Ú�ã�Ã�ë�”
�,���6�4�é�3���f�
�u.��Ô���ù�â�” �Ÿ�N�o�^�<  �2���S�
���f�2�o�C�^  �2���S�â
��Þ�Ú$}�™� �Á�é	û1j�é
�B�o�;�F�o�;  �T�6�.�o�+�Ç���>�Ð���å�¿��-Ð�Ç�½���ù�Ô�•

�� �4�é���â�ê�”�"�\�,�2  �&�Q�f�<  �,���6�4�â���f�2�o�C�^  �2���Q�o�Å���î�N�o�^�<  �2���S�(4F�
���•�Ô
���Ç�:�
$��Ò�ù�Ô�•

Switch(config)# cluster timer 3
Switch(config)# cluster holdtime 30

.3�o�
#Õ.z�Ô���æ�ê�” show cluster  $�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

4P1j�&�Q�f�<

holdtime-in-secs �,���6�49Ô�&�Q�f�<�ù�Ú�ê�"�\�,�2  �T�f�C�o  �,���6�49Õ�Ç�”
•�é�,���6
�4�é�3���f�
�u.��Ô���ù�â�é�¼4F9Ô$}9Õ �•�0�o�â�È��%¸�Ð�ê  1 :*  300 $}�â
�Ô�•

�]�]�o�, ���•�]�ˆ

12.1(19)EA1 �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•

�&�Q�f�< .‘�ÿ

show cluster �,���6�4�Ç�û�Ô���"�\�,�2�é�,�9�o�2�,�Å���î�(�Q�]�o�
-+$��Ò�ù�Ô�•
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cluster member
cluster member
�"�\�,�2�æ�e-l�
1J
��Ô���æ�ê�”�"�\�,�2  �&�Q�f�<  �,���6�4
��â  cluster member �#�`�o�C�^  �&�f
�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•�T�f�C�o�
�"�\�,�2�Æ���å4°�Ô���æ�ê�”�Î�é�&�Q�f�<�é  
no �»�|�

ö!ª�Ò�ù�Ô�•

cluster member [n] mac-address H.H.H [password enable-password] [vlan vlan-id]

no cluster member n

�t�¥�é.‘�ÿ

�:�H���^�; �Â�Ò�Ê���@�o�I�^�æ�å�Þ�Ú�"�\�,�2  �&�Q�f�<  �,���6�4�æ�ê�”4P1j�Ô���"�\�,�2  �T�f�C�o�ê�½���ù�Ö���•

�&�Q�f�<  �U�o�< �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g


ö!ª
��é�����<�\���f �Î�é�&�Q�f�<�ê�”�e-l�
�"�\�,�2�æ1J
��Ò�Ú���”�T�f�C�o�
�"�\�,�2�Æ���å4°�Ò�Ú���Ô���•�'�æ�"�\�,
�2  �&�Q�f�<  �,���6�4�â�é�ú�I
��â�È�ù�Ô�•�Î�é�&�Q�f�<�
�"�\�,�2  �&�Q�f�<  �,���6�4
•���é�,���6�4
�â�I
��Ô���ã�”�,���6�4�ê�&�Q�f�<�
���8�Ò�”���\�o  �T�6�.�o�+�
-+$��Ò�ù�Ô�•

�,���6�4�
�"�\�,�2�Æ���å4°�Ô���•�'�ê�T�f�C�o!ß� �
�I
��Ò�á�Ê�Û�Ð�¿�•�Ú�Û�Ò�”�,���6�4�
�"�\�,
�2�æ1J
��Ô���•�'�æ�ê�”�T�f�C�o!ß� �
�I
��Ô����-Ð�ê�½���ù�Ö���•�"�\�,�2  �&�Q�f�<  �,���6�4�ê�”
�4�æ�Ñ!ª��(»�å�T�f�C�o!ß� �
1¬�ï�Ò�”�Î���
�"�\�,�2�æ
��I�Ò�á�¿���,���6�4�æ
����°�á�ù�Ô�•

�e-l�,���6�4�Ç�"�\�,�2�æ
��I�Ò�Ú�•�'�æ�ê�”.z.=�
-��Á�Ú�ü�æ�Ø�é�,���6�4�é���@�o�I�^  �D�,�b�o
�<�
�I
��Ò�á�Ê�Û�Ð�¿�•�D�,�b�o�<�ê�”�s-��&�f�H���!�X�_�o�*�Z�f�ù�Ú�ê�,�2�o�;���6�J  �&�f�H��
�!�X�_�o�*�Z�f�æ�ê�;�=�Ð���ù�Ö���•�e-l�,���6�4�Ç�"�\�,�2�é�T�f�C�o�æ�å�Þ�Ú�½�ã�”�Ø�é�D�,�b�o
�<�ê�"�\�,�2  �&�Q�f�<  �,���6�4  �D�,�b�o�<�ã�+�Ó�æ�å���ù�Ô�•

�,���6�4�æ�N�,�;�,�Ç.3�o�Ð���á�¿�å�¿�•�'�”�"�\�,�2  �&�Q�f�<  �,���6�4�ê�”�T�f�C�o!ß� �
�"�\�,
�2  �&�Q�f�<  �,���6�4  �N�,�;�,�æ1J
��Ò�”�Î���
�"�\�,�2  �T�f�C�o  �,���6�4�æ
����°�á�ù�Ô�•

VLAN ID �
�0�o�Ò�á�¿�å�¿�•�'�”�"�\�,�2  �&�Q�f�<  �,���6�4�ê)D
G"›�æ  VLAN �
1¬�ï�Ò�”�e-l�
�"
�\�,�2�æ1J
��Ò�ù�Ô�•

n �"�\�,�2  �T�f�C�o�
/��Î�Ô��!ß� �•�0�o�â�È��%¸�Ð�ê  0 :*  15 �â�Ô�•

mac-address H.H.H �"�\�,�2  �T�f�C�o  �,���6�4�é  MAC ���<�_�,9Ô 16 1t�™9Õ�•

password enable-password �e-l�,���6�4�é�D�,�b�o�<�
���@�o�I�^�æ�Ò�ù�Ô�•�e-l�,���6�4�æ
�D�,�b�o�<�Ç�å�¿�•�'�”�D�,�b�o�<�ê��-Ð�½���ù�Ö���•

vlan vlan-id 9Ô
›�ç9Õ�"�\�,�2  �&�Q�f�<  �,���6�4�Ç�e-l�
�"�\�,�2�æ1J
��Ô���ã
�È�æ
ö!ª�Ð����  VLAN ID �•�0�o�â�È��%¸�Ð�ê  1 :*  4094 �â�Ô�•

�]�]�o�, ���•�]�ˆ

12.1(19)EA1 �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•
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%Y 2 %(      Catalyst 3560 �,���6�4  Cisco IOS �&�Q�f�<
cluster member
�� �4�é���â�ê�”�,���6�4�
�T�f�C�o  2�” MAC ���<�_�,  00E0.1E00.2222�”�D�,�b�o�<  key �ã�Ò�á�"�\�,�2
�æ1J
��Ô���Ç�:�
$��Ò�ù�Ô�•�"�\�,�2  �&�Q�f�<  �,���6�4�ê�” VLAN 3 �
&»!±�Ò�á�e-l�
�"�\�,�2�æ1J

��Ò�ù�Ô�•

Switch(config)# cluster member 2 mac-address 00E0.1E00.2222 password key vlan 3

�4�é���â�ê�” MAC ���<�_�,  00E0.1E00.3333 �é�,���6�4�
�"�\�,�2�æ1J
��Ô���Ç�:�
$��Ò�ù�Ô�•�Î�é
�,���6�4�æ�ê�D�,�b�o�<�ê�½���ù�Ö���•�"�\�,�2  �&�Q�f�<  �,���6�4�ê�”�4�æ�Ñ!ª��(»�å�T�f�C�o!ß� 
�
1¬�ï�Ò�”�Î���
�"�\�,�2�æ
��I�Ò�á�¿���,���6�4�æ
����°�á�ù�Ô�•

Switch(config)# cluster member mac-address 00E0.1E00.3333

.3�o�
#Õ.z�Ô���æ�ê�”�"�\�,�2  �&�Q�f�<  �,���6�4�â  show cluster members  $�­  EXEC �&�Q�f�<�
�I

��Ò�ù�Ô�•

4P1j�&�Q�f�< �&�Q�f�< .‘�ÿ

show cluster �,���6�4�Ç�û�Ô���"�\�,�2�é�,�9�o�2�,�Å���î�(�Q�]�o�
-+$��Ò�ù
�Ô�•

show cluster candidates �e-l�,���6�4�é�]�,�;�
-+$��Ò�ù�Ô�•

show cluster members �"�\�,�2  �T�f�C�o�æ4P�Ô���±�Ž�
-+$��Ò�ù�Ô�•
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cluster outside-interface
cluster outside-interface
�"�\�,�2�é  Network Address Translation9ÔNAT; �@�6�;�b�o�"  ���<�_�,���µ9Õ�é��1ñ���f�2�o�H�����,
�
.3�o�Ò�” IP ���<�_�,�é�å�¿�T�f�C�o�Ç�"�\�,�2�é��1ñ�æ�½��-]'Î�ã1b�>�â�È�����Á�æ�Ô���æ�ê�”�"
�\�,�2  �&�Q�f�<  �,���6�4
��â  cluster outside-interface �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<
�

ö!ª�Ò�ù�Ô�•�:�H���^�;.3�o�æ�¯�Ô�æ�ê�”�Î�é�&�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

cluster outside-interface interface-id

no cluster outside-interface

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�é��1ñ���f�2�o�H�����,�ê�”�"�\�,�2  �&�Q�f�<  �,���6�4�æ���Þ�á)D
G"›�æ1¬�ï�Ð���ù�Ô�•

�&�Q�f�<  �U�o�< �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g


ö!ª
��é�����<�\���f �Î�é�&�Q�f�<�
�I
��â�È���é�ê�”�"�\�,�2  �&�Q�f�<  �,���6�4�Û�Ì�â�Ô�•�"�\�,�2  �T�f�C�o  �,���6�4�â
�&�Q�f�<�
�I
��Ô���ã�”���\�o  �T�6�.�o�+�Ç-+$��Ð���ù�Ô�•

�� �4�é���â�ê�” VLAN 1 �æ��1ñ���f�2�o�H�����,�
.3�o�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config)# cluster outside-interface vlan 1

.3�o�
#Õ.z�Ô���æ�ê�” show running-config  $�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

4P1j�&�Q�f�<

interface-id ��1ñ���f�2�o�H�����,�ã�Ò�á�Ï(»�Ô�����f�2�o�H�����,�•�­
2�å��
�f�2�o�H�����,�ã�Ò�á�ê�” �!����f�2�o�H�����,�”�P�o�;  �4�V�@
�^�”�ù�Ú�ê  VLAN �Ç�½���ù�Ô�•�P�o�;  �4�V�@�^%¸�Ð�ê  1 :*  48  �â
�Ô�•�0�o�â�È��  VLAN %¸�Ð�ê 1 :*  4094 �â�Ô�•

�]�]�o�, ���•�]�ˆ

12.1(19)EA1 �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•

�&�Q�f�< .‘�ÿ

show running-config  û�÷�é
G
Þ.3�o�
-+$��Ò�ù�Ô�•
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cluster run
cluster run
�,���6�4�â�"�\�,�2�£!��
���@�o�I�^�æ�Ô���æ�ê�” cluster run �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&
�Q�f�<�

ö!ª�Ò�ù�Ô�•�,���6�4�â�"�\�,�2�£!��
�:���.�o�I�^�æ�Ô���æ�ê�”�Î�é�&�Q�f�<�é  no �»�|�


ö!ª�Ò�ù�Ô�•

cluster run

no cluster run

�t�¥�é.‘�ÿ �Î�é�&�Q�f�<�æ�ê�”�•�™�ù�Ú�ê� �o�b�o�<�ê�½���ù�Ö���•

�:�H���^�; �Ô�ô�á�é�,���6�4�â�"�\�,�2�£!��Ç���@�o�I�^�â�Ô�•

�&�Q�f�<  �U�o�< �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g


ö!ª
��é�����<�\���f �"�\�,�2  �&�Q�f�<  �,���6�4
��â  no cluster run �&�Q�f�<�
�I
��Ô���ã�” �"�\�,�2  �&�Q�f�<  �,���6�4�ê
�:���.�o�I�^�æ�å���ù�Ô�•�"�\�,�2�]�f�#�ê�:���.�o�I�^�æ�å���”�,���6�4�ê�e-l�,���6�4�æ�ê�å���ù
�Ö���•

�"�\�,�2  �T�f�C�o  �,���6�4�â  no cluster run �&�Q�f�<�
�I
��Ô���ã�”�Î�é�T�f�C�o  �,���6�4�ê�"�\�,�2
�Æ���å4°�Ð���ù�Ô�•�"�\�,�2�]�f�#�ê�:���.�o�I�^�æ�å���”�,���6�4�ê�e-l�,���6�4�æ�ê�å���ù�Ö���•

�"�\�,�2�æ�û�Ò�á�¿�å�¿�,���6�4�â  no cluster run �&�Q�f�<�
�I
��Ô���ã�”�"�\�,�2�£!��ê�Ø�é�,���6
�4�â�:���.�o�I�^�æ�å���ù�Ô�•�Î�é�,���6�4�ê�e-l�,���6�4�æ�ê�å���ù�Ö���•

�� �4�é���â�ê�”�"�\�,�2  �&�Q�f�<  �,���6�4�â�"�\�,�2�£!��
�:���.�o�I�^�æ�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config)# no cluster run

.3�o�
#Õ.z�Ô���æ�ê�” show cluster  $�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

4P1j�&�Q�f�<

�]�]�o�, ���•�]�ˆ

12.1(19)EA1 �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•

�&�Q�f�< .‘�ÿ

show cluster �,���6�4�Ç�û�Ô���"�\�,�2�é�,�9�o�2�,�Å���î�(�Q�]�o�
-+$��Ò�ù�Ô�•
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cluster standby-group
cluster standby-group
�â�=�é  Hot Standby Router Protocol9ÔHSRP; �N�6�;�,�2�f�C��  �^�o�2  �J�`�;�&�^9Õ�æ�"�\�,�2�
�C��
�f�<�Ò�á�”�"�\�,�2  �&�Q�f�<  �,���6�4�l43�
���@�o�I�^�æ�Ô���æ�ê�” cluster standby-group �#�`�o�C
�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�• routing-redundancy � �o�b�o�<�
�I
��Ô���ã�”�+
�Ó HSRP �#�^�o�J�

ö!ª�Ò�á�”�"�\�,�2  �&�Q�f�<  �,���6�4�l43�ã�^�o�9���f�#�l43�
#Õ%��â�È�ù�Ô�•
�:�H���^�;.3�o�æ�¯�Ô�æ�ê�”�Î�é�&�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

cluster standby-group HSRP-group-name [routing-redundancy]

no cluster standby-group

�t�¥�é.‘�ÿ

�:�H���^�; �"�\�,�2�ê�”�ä�é  HSRP �#�^�o�J�æ�ý�C���f�<�Ð���á�¿�ù�Ö���•

�&�Q�f�<  �U�o�< �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g


ö!ª
��é�����<�\���f �Î�é�&�Q�f�<�Ç�I
��â�È���é�ê�”�"�\�,�2  �&�Q�f�<  �,���6�4�Û�Ì�â�Ô�•�"�\�,�2  �T�f�C�o  �,���6�4�â
�Î���
�I
��Ô���ã�”���\�o  �T�6�.�o�+�Ç-+$��Ð���ù�Ô�•

�"�\�,�2  �&�Q�f�<  �,���6�4�ê�”�"�\�,�2  HSRP �C���f�:���f�#�±�Ž�
�Ô�ô�á�é�"�\�,�2  HSRP �»���T
�f�C�o�æ
µ���Ò�ù�Ô�•�&�"�\�,�2  �T�f�C�o  �,���6�4�ê�C���f�:���f�#�±�Ž�
  NVRAM9Ô
��¾"’�H  
RAM9Õ�æ�;�=�Ò�ù�Ô�• HSRP �#�^�o�J�,�ê�”�­
2�å�,�2�f�C��  �#�^�o�J�â�½����-Ð�Ç�½���ù�Ô�•�Ø�Á
�â�å�¿�•�'�”���\�o�Ç"’!¢�Ò�á�&�Q�f�<�Ç&³
L�Ò�ù�Ô�•

�"�\�,�2�æ�C���f�<�Ô��  HSRP �,�2�f�C��  �#�^�o�J�é�Ô�ô�á�é�T�f�C�o�æ�+�Ó�#�^�o�J�,�

ö!ª�Ò�á
�Ê�Û�Ð�¿�•�C���f�<�Ð����  HSRP �#�^�o�J�é�Ô�ô�á�é�"�\�,�2  HSRP �»���T�f�C�o�æ�+�Ó  HSRP �#
�^�o�J�,�

ö!ª�Ò�á�Ê�Û�Ð�¿9Ô�"�\�,�2�
  HSRP �#�^�o�J�æ�C���f�<�Ò�å�¿�•�'�æ�ê�”�"�\�,�2  �&�Q
�f�3�Å���î�T�f�C�o�æ!ã�å���,�è�

ö!ª�â�È�ù�Ô9Õ �•

�� �4�é���â�ê�” my_hsrp �ã�¿�Á�,�è�é  HSRP �#�^�o�J�
�"�\�,�2�æ�C���f�<�Ô���Ç�:�
$��Ò�ù�Ô�•�Î�é
�&�Q�f�<�ê�”�"�\�,�2  �&�Q�f�<  �,���6�4�â�s-��Ò�ù�Ô�•

Switch(config)# cluster standby-group my_hsrp 

�4�é���â�ê�”�+�Ó  HSRP �#�^�o�J�,  my_hsrp �

ö!ª�Ò�á�”�^�o�9���f�#�l43�ã�"�\�,�2�l43�
#Õ%��Ô
���Ç�:�
$��Ò�ù�Ô�•

Switch(config)# cluster standby-group my_hsrp routing-redundancy

HSRP-group-name �"�\�,�2�æ�C���f�<�Ð����  HSRP �#�^�o�J�é�,�è�•.3�o�â�È���#�^�o�J�,
�ê  32 �¥�<�ù�â�â�Ô�•

routing-redundancy 9Ô
›�ç9Õ�+�Ó HSRP �,�2�f�C��  �#�^�o�J�

ö!ª�Ò�á�”�"�\�,�2  �&�Q�f�<  �,
���6�4�l43�ã�^�o�9���f�#�l43�
#Õ%��â�È�ù�Ô�•

�]�]�o�, ���•�]�ˆ

12.1(19)EA1 �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•
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%Y 2 %(      Catalyst 3560 �,���6�4  Cisco IOS �&�Q�f�<
cluster standby-group
�4�é���â�ê�”�Î�é�&�Q�f�<�Ç�"�\�,�2  �&�Q�f�<  �,���6�4�Æ���s-��Ð���”�0�o�Ð���Ú  HSRP �,�2�f�C��  
�#�^�o�J�Ç�=�÷�Ò�å�¿�•�'�é���\�o  �T�6�.�o�+�
$��Ò�ù�Ô�•

Switch(config)# cluster standby-group my_hsrp 
%ERROR: Standby (my_hsrp) group does not exist

�4�é���â�ê�”�Î�é�&�Q�f�<�Ç�"�\�,�2  �T�f�C�o  �,���6�4�â�s-��Ð���Ú�•�'�é���\�o  �T�6�.�o�+�
$��Ò
�ù�Ô�•

Switch(config)# cluster standby-group my_hsrp routing-redundancy
%ERROR: This command runs on a cluster command switch

.3�o�
#Õ.z�Ô���æ�ê�” show cluster  $�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•�´
��ê�”�"�\�,�2�]�é�l43�H
�Ç���@�o�I�^�æ�å�Þ�Ú�Æ�ä�Á�Æ�
$��Ò�ù�Ô�•

4P1j�&�Q�f�< �&�Q�f�< .‘�ÿ

standby ip ���f�2�o�H�����,�â  HSRP �
���@�o�I�^�æ�Ò�ù�Ô�•

show cluster �,���6�4�Ç�û�Ô���"�\�,�2�é�,�9�o�2�,�Å���î�(�Q�]�o�
-+$��Ò�ù�Ô�•

show standby �,�2�f�C��  �#�^�o�J�±�Ž�
-+$��Ò�ù�Ô�•
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cluster timer
cluster timer
�B�o�;�F�o�;  �T�6�.�o�+4F�é$}
±
Ï�â�é4F4Ò�
�0�o�Ô���æ�ê�”�"�\�,�2  �&�Q�f�<  �,���6�4
��â  cluster 
timer  �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•�:�H���^�;.3�o�é4F4Ò�æ�¯�Ô�æ�ê�”
�Î�é�&�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

cluster timer interval-in-secs

no cluster timer

�t�¥�é.‘�ÿ

�:�H���^�; 4F4Ò�ê 8 $}�â�Ô�•

�&�Q�f�<  �U�o�< �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g


ö!ª
��é�����<�\���f �Î�é�&�Q�f�<�ê�” cluster holdtime �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�ã�ã�ý�æ�"�\�,�2  �&
�Q�f�<  �,���6�4�â�é�ú
ö!ª�Ò�ù�Ô�•�"�\�,�2�]�é�Ô�ô�á�é�,���6�44F�â.3�o�é	û/~�H�Ç�;�Ú�������Á
�æ�”�"�\�,�2  �&�Q�f�<  �,���6�4�ê�Î�é�o�
�Ø�é�Ô�ô�á�é�"�\�,�2  �T�f�C�o�æ
µ���Ò�ù�Ô�•

�N�o�^�<�2���S�ê1b�ñ�B�o�;�F�o�;  ���f�2�o�C�^  �2���Q�o9Ô cluster timer9Õ�é�Z�™�ã�Ò�á.3�o�Ð���ù
�Ô�•�Ú�ã�Ã�ë�”�,���6�4�é�3���f�
�u.��Ô���ù�â�” �Ÿ�N�o�^�<  �2���S�
���f�2�o�C�^  �2���S�â
��Þ�Ú$}
�™� �Á�é	û1j�é�B�o�;�F�o�;  �T�6�.�o�+�Ç���>�Ð���å�¿��-Ð�Ç�½���ù�Ô�•

�� �4�é���â�ê�”�"�\�,�2  �&�Q�f�<  �,���6�4�â�B�o�;�F�o�;4F4Ò�é�2���Q�o�Å���î�¼4F�
���•�Ô���Ç�:�

$��Ò�ù�Ô�•

Switch(config)# cluster timer 3
Switch(config)# cluster holdtime 30

.3�o�
#Õ.z�Ô���æ�ê�” show cluster  $�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

4P1j�&�Q�f�<

interval-in-secs �B�o�;�F�o�;  �T�6�.�o�+4F�é4F4Ò9Ô$}9Õ�•�0�o�â�È��%¸�Ð�ê  1 :*  300 $}�â
�Ô�•

�]�]�o�, ���•�]�ˆ

12.1(19)EA1 �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•

�&�Q�f�< .‘�ÿ

show cluster �,���6�4�Ç�û�Ô���"�\�,�2�é�,�9�o�2�,�Å���î�(�Q�]�o�
-+$��Ò�ù�Ô�•
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%Y 2 %(      Catalyst 3560 �,���6�4  Cisco IOS �&�Q�f�<
define interface-range
define interface-range
���f�2�o�H�����,%¸�Ð�Q�"�`�

Þ�‘�Ô���æ�ê�” define interface-range �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z
�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•�o'õ�Ð���Ú�Q�"�`�
�å4°�Ô���æ�ê�”�Î�é�&�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

define interface-range macro-name interface-range

no define interface-range macro-name interface-range

�t�¥�é.‘�ÿ

�:�H���^�; �Î�é�&�Q�f�<�æ�ê�:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<  �U�o�< �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g


ö!ª
��é�����<�\���f �Q�"�`�,�ê�”�¨�"  32 �¥�<�é�¥�<�É�â�Ô�•

�Q�"�`�æ�ê�”�¨�"  5 �ß�é%¸�Ð�
�=�ü���Î�ã�Ç�â�È�ù�Ô�•

1 �ß�é%¸�Ð�]�â�ê�Ô�ô�á�é���f�2�o�H�����,�Ç�+�Ó�2���J�”�ß�ù���”�Ô�ô�á�Ç�H���,�;  ���o�(�@�6�;  
�P�o�;�”�Ô�ô�á�Ç�!���F�6�;  ���o�(�@�6�;  �P�o�;�”�Ô�ô�á�Ç  EtherChannel �P�o�;�”�ù�Ú�ê�Ô�ô�á�Ç  
VLAN �é�¿�Õ���Æ�â�å�Ì���ë�å���ù�Ö���•�Ú�Û�Ò�”�Q�"�`�]�â�ê-„�™�é���f�2�o�H�����,  �2���J�
&µ
�ú�'�
�Ö���Î�ã�Ç�â�È�ù�Ô�•

interface-range �
�I
��Ô���•�'�ê�”�4�é�H���o�Q�6�;�

ö!ª�Ò�ù�Ô�•

• type { first-interface} - { last-interface}

• interface-range �
�I
��Ô���ã�È�ê�”�¨�Ë�é���f�2�o�H�����,!ß� �ã�B���H�f�é4F�æ�,�M�o�,�
�I��
�ù�Ô�•�Ú�ã�Ã�ë�” gigabitethernet 0/1 - 2 �â�½���ë%¸�Ð�ê�0�o�Ð���ù�Ô�Ç�” gigabitethernet 0/1-2 
�â�ê�0�o�Ð���ù�Ö���•

type �Å���î  interface  �é�­
2�o�ê�4�é�ã�Å���â�Ô�•

• vlan vlan-id - vlan-id9Ôvlan-id �é%¸�Ð�ê  1 :*  40949Õ

VLAN ���f�2�o�H�����,�ê�” interface vlan �&�Q�f�<�â.3�o�Ò�á�Ê�Û�Ð�¿9Ô show running-config 
 $�­  EXEC �&�Q�f�<�ê�”.3�o�Ð���Ú  VLAN ���f�2�o�H�����,�
-+$��Ò�ù�Ô9Õ �• show 
running-config �&�Q�f�<�â-+$��Ð���å�¿  VLAN ���f�2�o�H�����,�ê�” interface-range �â�ê
ö!ª�â
�È�ù�Ö���•

• port-channel port-channel-number�”�Î�Î�â�” port-channel-number �ê  1 :*  48 �â�Ô�•

• fastethernet stack member/module/{first port} - { last port}

• gigabitethernet module/{first port} - { last port}

macro-name ���f�2�o�H�����,%¸�Ð�Q�"�`�é�,�è9Ô�¨�"  32 �¥�<9Õ

interface-range ���f�2�o�H�����,%¸�Ð�â�Ô�•���f�2�o�H�����,%¸�Ð�é�­
2�o�æ�ß�¿�á�ê�” �Ÿ
ö!ª

��é�����<�\���f� �

ó�–�Ò�á�Ê�Û�Ð�¿�•

�]�]�o�, ���•�]�ˆ

12.1(19)EA1 �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•
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%Y 2 %(      Catalyst 3560 �,���6�4  Cisco IOS �&�Q�f�<
define interface-range
 �!����f�2�o�H�����,

• �U�+�X�o�^�ê�ñ�æ  0 �â�Ô�•

• %¸�Ð�ê type 0/number - number9Ô��9ægigabitethernet 0/1/1 - 29Õ�â�Ô�•

%¸�Ð�
�o'õ�Ô���ã�È�ê�”�B���H�f9Ô -9Õ�é�è�æ�,�M�o�,�Ç��-Ð�â�Ô�•�4�æ���
$��Ò�ù�Ô�•

• gigabitethernet0/1/1 - 2

-„�™�é%¸�Ð�
�I
��Ô���Î�ã�ý�â�È�ù�Ô�•-„�™�é%¸�Ð�
�o'õ�Ô���ã�È�ê�”�¨�Ë�é���f�;�]�ã���f�Q9Ô ,9Õ
�é4F�æ�,�M�o�,�Ç��-Ð�â�Ô�•���f�Q�é�ß���é�,�M�o�,�ê
›�ç�â�Ô�•�4�æ���
$��Ò�ù�Ô�•

• fastethernet0/1/3, gigabitethernet0/1/1 - 2

• fastethernet0/1/3 -4, gigabitethernet0/1/1 - 2

�� �4�é���â�ê�”-„�™�é���f�2�o�H�����,  �Q�"�`�

Þ�‘�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config)# define interface-range macro1 fastethernet0/1 - 2, gigabitethernet0/1 - 2

4P1j�&�Q�f�< �&�Q�f�< .‘�ÿ

interface range -„�™�é�P�o�;�â�+�(�æ�&�Q�f�<�
�s-��Ò�ù�Ô�•

show running-config �o'õ�Ð���Ú�Q�"�`�
�=�û û�÷�é
G
Þ.3�o�
-+$��Ò�ù�Ô�•�t�¥�±�Ž�æ�ß
�¿�á�ê�” [Cisco IOS Configuration Fundamentals Command 
Reference, Release 12.2] > [File Management Commands] > 
[Configuration File Management Commands] �
1¬�ï�Ò�á�Ê�Û�Ð�¿�•
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%Y 2 %(      Catalyst 3560 �,���6�4  Cisco IOS �&�Q�f�<
delete
delete
�H�\�6�*�X  �T�U�]  �:�C���,�é�H�����^�ù�Ú�ê�:���_�"�;�]�
�å4°�Ô���æ�ê�” delete  $�­  EXEC �&�Q�f
�<�

ö!ª�Ò�ù�Ô�•

delete [/force] [/ recursive] filesystem:/file-url

�t�¥�é.‘�ÿ

�&�Q�f�<  �U�o�<  $�­  EXEC

�&�Q�f�<���g


ö!ª
��é�����<�\���f /force � �o�b�o�<�

ö!ª�Ô���ã�”�å4°�J�`�.�,�é�¨�Ë�æ  1 �Á�Û�Ì�å4°�é#Õ.z�
-Ð�Þ�Ô���J�`�f�J�;�Ç-+
$��Ð���ù�Ô�•

/force � �o�b�o�<�
�0�o�Ö�Õ�æ  /recursive � �o�b�o�<�

ö!ª�Ô���ã�”�H�����^�Ï�ã�æ�å4°�é#Õ.z�
-Ð�Þ
�Ô���J�`�f�J�;�Ç-+$��Ð���ù�Ô�•

�J�`�f�J�;
G
Þ�ê�” file prompt  �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�é.3�o�æ���Þ�á!ã�å���ù
�Ô�•�:�H���^�;�â�ê�”�,���6�4�ê�”#•�ã"›�å�H�����^�2
Þ�æ4P�Ô��#Õ.z�
�J�`�f�J�;�â-Ð�Þ�Ò�ù�Ô�•�Î
�é�&�Q�f�<�é.f&¦�æ�ß�¿�á�ê�” �¡ Cisco IOS Command Reference for Release 12.1�¢�

ó�–�Ò�á�Ê�Û�Ð
�¿�•

�� �4�é���â�ê�”�Â�Ò�¿���T�o�+�Ç�\�ñ�æ�3���f�`�o�<�Ð���Ú�½�ã�æ�”���¿�0�H�;������  ���T�o�+�
�=�û
�:���_�"�;�]�
�å4°�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch# delete /force /recursive flash:/old-image

�:���_�"�;�]�Ç�å4°�Ð���Ú�Æ�ä�Á�Æ�
#Õ.z�Ô���æ�ê�” dir filesystem:  $�­  EXEC �&�Q�f�<�
�I
��Ò�ù
�Ô�•

4P1j�&�Q�f�<

/force 9Ô
›�ç9Õ�å4°�
#Õ.z�Ô���J�`�f�J�;�
�å�Ù�Ò�ù�Ô�•

/recursive 9Ô
›�ç9Õ�0�o�Ð���Ú�:���_�"�;�]�”�Ø�é�:���_�"�;�]�æ�=�ù�����Ô�ô�á�é�(�I�:���_
�"�;�]�”�Å���î�H�����^�
�å4°�Ò�ù�Ô�•

filesystem: �H�\�6�*�X  �H�����^  �*�,�9�S�é�����]���,�â�Ô�•

9Ô�H9Õ �`�o���^  �H�\�6�*�X  �H�����^  �*�,�9�S�é�t�¥ flash:
flash

/file-url �å4°�Ô���D�,9Ô�:���_�"�;�]9Õ�Å���î�H�����^�,

�]�]�o�, ���•�]�ˆ

12.1(19)EA1 �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•

�&�Q�f�< .‘�ÿ

archive download-sw �Â�Ò�¿���T�o�+�
�,���6�4�æ�3���f�`�o�<�Ò�”�â�=�é���T�o�+�

�� �È�ù�Ú
�ê�;�=�Ò�ù�Ô�•
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%Y 2 %(      Catalyst 3560 �,���6�4  Cisco IOS �&�Q�f�<
deny 9ÔARP ���"�.�,  �]�,�;  �&�f�H���!�X�_�o�*�Z�f9Õ
deny 9ÔARP ���"�.�,  �]�,�;  �&�f�H���!�X�_�o�*�Z�f9Õ
DHCP �C���f�:���f�#�ã�é�–�'�æ�n�à�¿�á  Address Resolution Protocol9ÔARP; ���<�_�,.��ÿ�J�`�;�&�^9Õ
�D�$�6�;�
���8�Ô���æ�ê�” deny ARP ���"�.�,  �]�,�;  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•
���"�.�,  �]�,�;�Æ���0�o�Ð���Ú  Access Control Entry9ÔACE; ���"�.�,  �&�f�;�`�o�^  ���f�;�]9Õ�
�å4°�Ô
���æ�ê�”�Î�é�&�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

deny {[ request] ip { any | host sender-ip | sender-ip sender-ip-mask} mac {any | host 
sender-mac | sender-mac sender-mac-mask} | response ip { any | host sender-ip | 
sender-ip sender-ip-mask} [{ any | host target-ip | target-ip target-ip-mask}] mac {any 
| host sender-mac | sender-mac sender-mac-mask} [{ any | host target-mac | target-mac 
target-mac-mask}]} [ log]

no deny {[ request] ip { any | host sender-ip | sender-ip sender-ip-mask} mac {any | host 
sender-mac | sender-mac sender-mac-mask} | response ip { any | host sender-ip | 
sender-ip sender-ip-mask} [{ any | host target-ip | target-ip target-ip-mask}] mac {any 
| host sender-mac | sender-mac sender-mac-mask} [{ any | host target-mac | target-mac 
target-mac-mask}]} [ log]

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;.3�o�ê�½���ù�Ö���•�Ú�Û�Ò�” ARP ���"�.�,  �]�,�;�é�Ã�è�æ�g9)�é  deny ip any mac any �&
�Q�f�<�Ç�½���ù�Ô�•

�&�Q�f�<  �U�o�< ARP ���"�.�,  �]�,�;  �&�f�H���!�X�_�o�*�Z�f

request 9Ô
›�ç9ÕARP -Ð�Þ�ã�é	û)L�
�o'õ�Ò�ù�Ô�• request �
�0�o�Ò�å�¿�•�'�ê�”
�Ô�ô�á�é  ARP �D�$�6�;�æ�»�Ò�á�–�'�Ç-��
���ù�Ô�•

ip 1M�>�¥ IP ���<�_�,�
�0�o�Ò�ù�Ô�•

any �Ô�ô�á�é  IP ���<�_�,�ù�Ú�ê  MAC ���<�_�,�
���8�Ò�ù�Ô�•

host sender-ip �0�o�Ð���Ú1M�>�¥  IP ���<�_�,�
���8�Ò�ù�Ô�•

sender-ip sender-ip-mask �0�o�Ð���Ú%¸�Ð�é1M�>�¥  IP ���<�_�,�
���8�Ò�ù�Ô�•

mac 1M�>�¥ MAC ���<�_�,�
���8�Ò�ù�Ô�•

host sender-mac  $�o�é1M�>�¥  MAC ���<�_�,�
���8�Ò�ù�Ô�•

sender-mac sender-mac-mask�0�o�Ð���Ú%¸�Ð�é1M�>�¥  MAC ���<�_�,�
���8�Ò�ù�Ô�•

response ip ARP ��%u�é  IP ���<�_�,�o�
�o'õ�Ò�ù�Ô�•

host target-ip �0�o�Ð���Ú�2�o�%�6�;  IP ���<�_�,�
���8�Ò�ù�Ô�•

target-ip target-ip-mask �0�o�Ð���Ú%¸�Ð�é�2�o�%�6�;  IP ���<�_�,�
���8�Ò�ù�Ô�•

mac ARP ��%u�é  MAC ���<�_�,�o�
���8�Ò�ù�Ô�•

host target-mac �0�o�Ð���Ú�2�o�%�6�;  MAC ���<�_�,�
���8�Ò�ù�Ô�•

target-mac 
target-mac-mask

�0�o�Ð���Ú%¸�Ð�é�2�o�%�6�;  MAC ���<�_�,�
���8�Ò�ù�Ô�•

log 9Ô
›�ç9ÕACE �ã	û)L�Ô���D�$�6�;�
.%3s�Ò�ù�Ô�•
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%Y 2 %(      Catalyst 3560 �,���6�4  Cisco IOS �&�Q�f�<
deny 9ÔARP ���"�.�,  �]�,�;  �&�f�H���!�X�_�o�*�Z�f9Õ
�&�Q�f�<���g


ö!ª
��é�����<�\���f deny ���
1J
��Ô���ã�”	û)L�æ
™�æ�n�à�¿�á  ARP �D�$�6�;�
�<�`�6�J�â�È�ù�Ô�•

�� �4�é���â�ê�” ARP ���"�.�,  �]�,�;�
�o'õ�Ò�” IP ���<�_�,�Ç  1.1.1.1 �â  MAC ���<�_�,�Ç  
0000.0000.abcd �é�N�,�;�Æ���é  ARP -Ð�Þ�ã  ARP ��%u�é
��Ç�
���8�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config)# arp access-list static-hosts
Switch(config-arp-nacl)# deny ip host 1.1.1.1 mac host 0000.0000.abcd
Switch(config-arp-nacl)# end

.3�o�
#Õ.z�Ô���æ�ê�” show arp access-list  $�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

4P1j�&�Q�f�<

�]�]�o�, ���•�]�ˆ

12.2(20)SE �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•

�&�Q�f�< .‘�ÿ

arp access-list ARP ACL �
�o'õ�Ò�ù�Ô�•

ip arp inspection filter vlan �,�2�9���6�"  IP ���<�_�,�â.3�o�Ð���Ú�N�,�;�Æ���é  ARP -Ð�Þ�Å���î
��%u�
.5���Ò�ù�Ô�•

permit9ÔARP ���"�.�,  �]�,
�;  �&�f�H���!�X�_�o�*�Z�f9Õ

DHCP �C���f�:���f�#�ã�é	û)L�æ�n�à�¿�á  ARP �D�$�6�;�
.5���Ò�ù�Ô�•

show arp access-list ARP ���"�.�,  �]�,�;�æ4P�Ô��.f&¦�
-+$��Ò�ù�Ô�•
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%Y 2 %(      Catalyst 3560 �,���6�4  Cisco IOS �&�Q�f�<
deny 9ÔIPv6 ���"�.�,  �]�,�;  �&�f�H���!�X�_�o�*�Z�f9Õ
deny 9ÔIPv6 ���"�.�,  �]�,�;  �&�f�H���!�X�_�o�*�Z�f9Õ
Ipv6 ���"�.�,  �]�,�;�æ���8�æ
™�
.3�o�Ô���æ�ê�” Ipv6 ���"�.�,  �]�,�;  �&�f�H���!�X�_�o�*�Z�f  �U�o
�<�â  deny �&�Q�f�<�

ö!ª�Ò�ù�Ô�•���8�æ
™�
�å4°�Ô���æ�ê�”�Î�é�&�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

deny { protocol}  { source-ipv6-prefix/prefix-length | any | host source-ipv6-address} 
[operator [port-number]]  { destination-ipv6-prefix/prefix-length | any | host 
destination-ipv6-address}  [operator [port-number]]  [dscp value] [fragments] [log] 
[log-input] [sequence value] [ time-range name]

no deny { protocol}  { source-ipv6-prefix/prefix-length | any | host source-ipv6-address} 
[operator [port-number]]  { destination-ipv6-prefix/prefix-length | any | host 
destination-ipv6-address}  [operator [port-number]]  [dscp value] [fragments] [log] 
[log-input] [sequence value] [ time-range name]

Internet Control Message Protocol 9ÔICMP; ���f�2�o�@�6�;�Ù�î�T�6�.�o�+  �J�`�;�&�^9Õ

deny icmp { source-ipv6-prefix/prefix-length | any | host source-ipv6-address}  [operator 
[port-number]]  { destination-ipv6-prefix/prefix-length | any | host 
destination-ipv6-address}  [operator [port-number]]  [icmp-type [icmp-code] | 
icmp-message] [dscp value] [log] [log-input] [sequence value] [ time-range name]

Transmission Control Protocol 9ÔTCP; 
µ1M�Ù�î�J�`�;�&�^9Õ

deny tcp { source-ipv6-prefix/prefix-length | any | host source-ipv6-address}  [operator 
[port-number]]  { destination-ipv6-prefix/prefix-length | any | host 
destination-ipv6-address}  [operator [port-number]]  [ack] [dscp value] [established] 
[fin ] [ log] [log-input] [neq { port | protocol}] [ psh] [ range { port | protocol}] [ rst] 
[sequence value] [syn] [ time-range name] [urg] 

User Datagram Protocol 9ÔUDP; �Y�o�)  �:�o�2�#�\�S  �J�`�;�&�^9Õ

deny udp { source-ipv6-prefix/prefix-length | any | host source-ipv6-address}  [operator 
[port-number]]  { destination-ipv6-prefix/prefix-length | any | host 
destination-ipv6-address}  [operator [port-number]]  [dscp value] [log] [log-input] [neq 
{ port | protocol}] [ range { port | protocol}] [ sequence value] [ time-range name]

9Ô�H9Õ �Î�é�&�Q�f�<�ê�”�,���6�4�â�:�X���^  IPv4/IPv6 SDM �9�f�J�_�o�;�Ç.3�o�Ð���á�¿���•�'�æ�Û�Ì
ö!ª
��(»�â�Ô�•
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%Y 2 %(      Catalyst 3560 �,���6�4  Cisco IOS �&�Q�f�<
deny 9ÔIPv6 ���"�.�,  �]�,�;  �&�f�H���!�X�_�o�*�Z�f9Õ
�t�¥�é.‘�ÿ protocol ���f�2�o�@�6�;  �J�`�;�&�^�é�,�è�ù�Ú�ê!ß� �• ahp�” esp�” icmp�” ipv6�”
pcp�” sctp�” tcp�”�ù�Ú�ê  udp � �o�b�o�<�é  1 �ß�”�½���¿�ê  IPv6 �J�`�;�&
�^!ß� �
$��Ô  0 :*  255 �é%¸�Ð�é�›�™�æ�Ô���Î�ã�Ç�â�È�ù�Ô�•

source-ipv6-prefix/prefix-
length

���8�æ
™�
.3�o�Ô��1M�>�0  IPv6 �@�6�;�b�o�"�ù�Ú�ê�@�6�;�b�o�"�é�"�\�,�•

�Î�é�•�™�æ�ê  RFC2373 �æ.%0¿�é���Á�æ�”�&�`�f�â
™�¾�����Ú  16 �F�6�;
�o�

ö!ª�Ò�Ú  16 1t�™�»�|�â���<�_�,�
�0�o�Ô����-Ð�Ç�½���ù�Ô�•

9Ô�H9Õ CLI �K�^�J�â�ê  /0 :*  /128 �é�J�_�H���"�,43�Ç-+$��Ð���ù�Ô�Ç�”
�,���6�4�ê4ø&‚��(»�å�#�`�o�C�^  �Y�>� �V�,�;�Å���î�]�f�"  �`�o
���^  �N�,�;  ���<�_�,�é  /0 :*  /64 �é�J�_�H���"�,�”�Å���î  
Extended Universal Identifier9ÔEUI9Õ�L�o�,�é  /128 �J�_�H���"�,
�æ�»�Ò�á�é�ú  IPv6 ���<�_�,�–�'�
�(�P�o�;�Ò�ù�Ô�•

any IPv6 �J�_�H���"�,  ::/0 �é"í!Û�»

host source-ipv6-address ���8�æ
™�
.3�o�Ô��1M�>�0  IPv6 �N�,�;  ���<�_�,�•

�Î�é  source-ipv6-address  �•�™�æ�ê  RFC 2373 �æ.%0¿�é���Á�æ�”�&�`�f�â

™�¾�����Ú  16 �F�6�;�o�

ö!ª�Ò�Ú  16 1t�™�»�|�â���<�_�,�
�0�o�Ô����
-Ð�Ç�½���ù�Ô�•

operator [port-number] 9Ô
›�ç9Õ�0�o�é�J�`�;�&�^�é1M�>�0�ù�Ú�ê�p�5�P�o�;�
�§0»�Ô���v%š�6�

�0�o�Ò�ù�Ô�•�v%š�6�ê�” lt 9Ôless than9æ�Â�)9Õ�” gt9Ôgreater than9æ�����"
�È�¿9Õ�” eq9Ôequal9æ	û)L9Õ�” neq9Ônot equal9æ
�	û)L9Õ�” range9Ôinclusive 
range9æ
n�=%¸�Ð9Õ�â�Ô�•

source-ipv6-prefix/prefix-length �•�™�é�ß���æ�v%š�6�Ç'Î�Æ���Ú�•�'�”1M
�>�0�P�o�;�ã	û)L�Ô����-Ð�Ç�½���ù�Ô�•

destination-ipv6-prefix/prefix-length �•�™�é�ß���æ�v%š�6�Ç'Î�Æ���Ú�•�'�”
�p�5�P�o�;�ã	û)L�Ô����-Ð�Ç�½���ù�Ô�•

range �v%š�6�æ�ê 2 �ß�é�P�o�;!ß� �Ç��-Ð�â�Ô�•
•�é�v%š�6�ê  1 �ß�é�P�o
�;!ß� �Ç��-Ð�â�Ô�•


›�ç�é  port-number �•�™�ê  10 1t�™�”�ù�Ú�ê  TCP �½���¿�ê  UDP �P�o�;�é
�,�è�â�Ô�•�P�o�;!ß� �é%¸�Ð�ê  0 :*  65535 �â�Ô�• TCP �P�o�;�,�ê  TCP �

�H���^�2�]�f�#�Ô���•�'�æ�Û�Ì
ö!ª�â�È�ù�Ô�• UDP �P�o�;�,�ê  UDP �

�H���^�2�]�f�#�Ô���•�'�æ�é�ú
ö!ª�â�È�ù�Ô�•

destination-ipv6-prefix/
prefix-length

���8�æ
™�
.3�o�Ô���p�5  IPv6 �@�6�;�b�o�"�ù�Ú�ê�@�6�;�b�o�"�é�"�\�,�•

�Î�é�•�™�æ�ê  RFC2373 �æ.%0¿�é���Á�æ�”�&�`�f�â
™�¾�����Ú  16 �F�6�;
�o�

ö!ª�Ò�Ú  16 1t�™�»�|�â���<�_�,�
�0�o�Ô����-Ð�Ç�½���ù�Ô�•

9Ô�H9Õ CLI �K�^�J�â�ê  /0 :*  /128 �é�J�_�H���"�,43�Ç-+$��Ð���ù�Ô�Ç�”
�,���6�4�ê4ø&‚��(»�å�#�`�o�C�^  �Y�>� �V�,�;�Å���î�]�f�"  �`�o
���^  �N�,�;  ���<�_�,�é  /0 :*  /64 �é�J�_�H���"�,�”�Å���î  EUI 
�L�o�,�é  /128 �J�_�H���"�,�æ�»�Ò�á�é�ú  IPv6 ���<�_�,�–�'�
�(
�P�o�;�Ò�ù�Ô�•

host 
destination-ipv6-address

���8�æ
™�
.3�o�Ô���p�5  IPv6 �N�,�;  ���<�_�,�•

�Î�é  destination-ipv6-address  �•�™�æ�ê  RFC 2373 �æ.%0¿�é���Á�æ�”�&�`
�f�â
™�¾�����Ú  16 �F�6�;�o�

ö!ª�Ò�Ú  16 1t�™�»�|�â���<�_�,�
�0�o�Ô
����-Ð�Ç�½���ù�Ô�•

dscp value 9Ô
›�ç9Õ�& IPv6 �D�$�6�;  �K�6�3�o�é�;�\�H���6�"  �"�\�,  �H���o�^�<�é�;
�\�H���6�"  �"�\�,�o�ã  DiffServ �&�o�<  �P���f�;9Ô DSCP9Õ�o�
�–�'�Ò�ù
�Ô�•�0�o�â�È��%¸�Ð�ê  0 :*  63 �â�Ô�•
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%Y 2 %(      Catalyst 3560 �,���6�4  Cisco IOS �&�Q�f�<
deny 9ÔIPv6 ���"�.�,  �]�,�;  �&�f�H���!�X�_�o�*�Z�f9Õ
fragments 9Ô
›�ç9Õ�H�\�#�T�f�;���›�K�6�3�o�æ  0 
•���é�H�\�#�T�f�;  ���H�.�6�;�Ç
�=�ù�����•�'�”5V�Ë�¼�H�\�#�T�f�;  �D�$�6�;�
�–�'�Ò�ù�Ô�•�J�`�;�&�^
�Ç ipv6 �â�” operator [port-number] �•�™�Ç�0�o�Ð���á�¿�å�¿�•�'�æ�é�ú�”
fragments  � �o�b�o�<�ê
›�ç�â�0�o�â�È�ù�Ô�•

log 9Ô
›�ç9Õ���f�;�]�ã	û)L�Ô���D�$�6�;�æ4P�Ô���±�Ž�`�!�f�#  �T�6�.�o�+�

�&�f�0�o�^�æ1M�>�Ò�ù�Ô9Ô�&�f�0�o�^�æ1M�>�Ô���T�6�.�o�+  �_�L�^�ê  
logging console �&�Q�f�<�â�Ù�î�Ò�ù�Ô9Õ �•

�T�6�.�o�+�æ�ê�”���"�.�,  �]�,�;�,�”�*�o�$�f�,!ß� �”�D�$�6�;�Ç���8
�Ð���Ú�Æ�ä�Á�Æ�”�J�`�;�&�^9Ô TCP�” UDP�” ICMP �ù�Ú�ê!ß� �é�¿�Õ��
�Æ9Õ�”1¡�\�å�•�'�æ�ê1M�>�0 / �p�5���<�_�,�”1M�>�0 / �p�5�P�o�;!ß� �Ç�=
�ù���ù�Ô�•�T�6�.�o�+�ê�”	û)L�Ò�Ú�¨�Ë�é�D�$�6�;�æ�»�Ò�á!¢�‘�Ð���”
�Ø�é�ß�” 5 �½4F4Ò�â���8�Ð���Ú�D�$�6�;�™�
�=�ü�á!¢�‘�Ð���ù�Ô�•

9Ô�H9Õ �`�!�f�#�ê�P�o�;  ACL �â�ê�(�P�o�;�Ð���ù�Ö���•

log-input 9Ô
›�ç9Õlog � �o�b�o�<�ã�+�Ó�Ï(»�
�­���Ò�ù�Ô9Ô�Ú�Û�Ò�”�`�!�f�#  �T�6
�.�o�+�æ�ê���>���f�2�o�H�����,�ý-+$��Ð���ù�Ô9Õ �•

sequence value 9Ô
›�ç9Õ���"�.�,  �]�,�;  �,�9�o�;�T�f�;�é�*�o�$�f�,!ß� �
�0�o�Ò�ù�Ô�•
�0�o�â�È��%¸�Ð�ê  1 :*  4294967295 �â�Ô�•

time-range name 9Ô
›�ç9Õ���8�,�9�o�;�T�f�;�æ1¡!ª�Ô���(4F%¸�Ð�
�0�o�Ò�ù�Ô�•�(4F%¸�Ð
�é�,�è�ã�Ù4¢
P5Ä�ê�” time-range �&�Q�f�<�ã�” absolute �ù�Ú�ê  periodic 
�&�Q�f�<�æ���Þ�á�Ø���Ù���0�o�Ò�ù�Ô�•

icmp-type 9Ô
›�ç9ÕICMP �D�$�6�;�é�H���^�2�]�f�#�æ  ICMP �T�6�.�o�+  �2���J�
�0
�o�Ò�ù�Ô�• ICMP �D�$�6�;�ê  ICMP �T�6�.�o�+  �2���J�æ���Þ�á�H���^�2
�]�f�#�â�È�ù�Ô�•�T�6�.�o�+  �2���J�é!ß� �ê  0 :*  255 �â�Ô�•

icmp-code 9Ô
›�ç9ÕICMP �D�$�6�;�é�H���^�2�]�f�#�æ  ICMP �T�6�.�o�+  �&�o�<�
�0
�o�Ò�ù�Ô�• ICMP �T�6�.�o�+  �2���J�æ���Þ�á�H���^�2�]�f�#�Ð����  
ICMP �D�$�6�;�ê�” ICMP �T�6�.�o�+  �&�o�<�æ���Þ�á�ý�H���^�2�]�f�#
�â�È�ù�Ô�•�T�6�.�o�+  �&�o�<�é!ß� �ê  0 :*  255 �â�Ô�•

icmp-message 9Ô
›�ç9ÕICMP �D�$�6�;�é�H���^�2�]�f�#�æ  ICMP �T�6�.�o�+�,�
�0�o�Ò
�ù�Ô�• ICMP �D�$�6�;�ê�” ICMP �T�6�.�o�+�,�”�ù�Ú�ê  ICMP �T�6�.�o�+  
�2���J�Å���î�&�o�<�æ���Þ�á�H���^�2�]�f�#�â�È�ù�Ô�•
ö!ª��(»�å�,�è
�æ�ß�¿�á�ê�” �Ÿ
ö!ª
��é�����<�\���f� �

ó�–�Ò�á�Ê�Û�Ð�¿�•

ack 9Ô
›�ç9ÕTCP �J�`�;�&�^�¾!ª9æ ACK �F�6�;.3�o�•

established 9Ô
›�ç9ÕTCP �J�`�;�&�^�¾!ª9æ�Î���ê�’&ï�Ç#Õ%��Ð���á�¿���Î�ã�
�ç�g�Ò
�ù�Ô�• TCP �:�o�2�#�\�S�æ  ACK �ù�Ú�ê  RST �F�6�;�Ç.3�o�Ð���á�¿���•
�'�”�–�'�Ç-��
���ù�Ô�•�’&ï�Ô���Ú�ü�é�Ë�¼  TCP �:�o�2�#�\�S�é�•�'�ê
�–�'�Ò�ù�Ö���•

fin 9Ô
›�ç9ÕTCP �J�`�;�&�^�¾!ª9æ FIN �F�6�;.3�o�•1M�>�0�Æ���é�:�o�2�ê�Î
��
•
��½���ù�Ö���•

neq { port | protocol} 9Ô
›�ç9Õ�0�o�é�P�o�;!ß� 
��æ�å�¿�D�$�6�;�é�ú�
�–�'�Ò�ù�Ô�•

psh 9Ô
›�ç9ÕTCP �J�`�;�&�^�¾!ª9æ PSH �F�6�;.3�o�•

range { port | protocol} 9Ô
›�ç9Õ�P�o�;!ß� %¸�Ð�é�D�$�6�;�é�ú�
�–�'�Ò�ù�Ô�•

rst 9Ô
›�ç9ÕTCP �J�`�;�&�^�¾!ª9æ RST �F�6�;.3�o�•

syn 9Ô
›�ç9ÕTCP �J�`�;�&�^�¾!ª9æ SYN �F�6�;.3�o�•

urg 9Ô
›�ç9ÕTCP �J�`�;�&�^�¾!ª9æ URG �F�6�;.3�o�•
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%Y 2 %(      Catalyst 3560 �,���6�4  Cisco IOS �&�Q�f�<
deny 9ÔIPv6 ���"�.�,  �]�,�;  �&�f�H���!�X�_�o�*�Z�f9Õ
9Ô�H9Õ flow-label, routing  �Å���î  undetermined-transport � �o�b�o�<�ê�&�Q�f�<�\���f�é�K�^�J  �,�;�]�f�#
�æ-+$��Ð���ù�Ô�Ç�”�(�P�o�;�Ð���á�¿�ù�Ö���•

�:�H���^�; IPv6 ���"�.�,  �]�,�;�ê�o'õ�Ð���á�¿�ù�Ö���•

�&�Q�f�<  �U�o�< IPv6 ���"�.�,  �]�,�;  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g


ö!ª
��é�����<�\���f deny9ÔIPv6 ���"�.�,  �]�,�;  �&�f�H���!�X�_�o�*�Z�f  �U�o�<9Õ�&�Q�f�<�ê�” IPv6 �Õ�­�â�½���P�
4°�È�”
deny9ÔIPv4 ���"�.�,  �]�,�;  �&�f�H���!�X�_�o�*�Z�f  �U�o�<9Õ�&�Q�f�<�ã6�
Ã�Ò�á�¿�ù�Ô�•

IPv6 ���"�.�,  �]�,�;  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�
4?�Ž�Ò�”�D�$�6�;�Ç���"�.�,  �]�,�;�
1b1Š�Ô
���æ
™�
�o'õ�Ô���æ�ê�” ipv6 access-list �&�Q�f�<�é�ß���æ  deny9ÔIPv69Õ�&�Q�f�<�

ö!ª�Ò�ù�Ô�•

protocol �•�™�æ IPv6 �
�0�o�Ô���ã�”�D�$�6�;�é  IPv6 �K�6�3�o�æ�»�Ò�á�–�'�
-��¿�ù�Ô�•

�:�H���^�;�â�ê�”���"�.�,  �]�,�;�é�¨�Ë�é�,�9�o�;�T�f�;�ê  10 �â�”�Ø�é�4�é�,�9�o�;�T�f�;�Æ���ê  
10 �Õ�ß�Ç
��Ò�ù�Ô�•

�]�,�;�K
Õ�
�c�I
��Ò�å�¿�â�” permit �” deny�”�ù�Ú�ê  remark  �,�9�o�;�T�f�;�
�â�=�é���"�.�,  �]�,
�;�æ1J
��â�È�ù�Ô�•�]�,�;�é�¨�ß
•���é�•�²�æ�Â�Ò�¿�,�9�o�;�T�f�;�
1J
��Ô���æ�ê�”�L�I�Ô���•�²�

$��Ô�”�â�=�é  2 �ß�é���f�;�]!ß� �é4F�æ�½��1¡�¾�å���f�;�]!ß� �
�,�Þ�Ú�Â�Ò�¿�,�9�o�;�T�f�;�

Þ�‘
�Ò�ù�Ô�•

9Ô�H9Õ �& IPv6 ACL �æ�ê�¨�ß�é	û)L�æ
™�ã�Ò�á�”�g9)�é  permit icmp any any nd-na�” permit icmp any any 
nd-ns�”�Å���î  deny ipv6 any any �,�9�o�;�T�f�;�Ç�½���ù�Ô�•�Î�é�Á�Ü  2 �ß�é  permit  �æ
™�ê�”
ICMPv6 �@���C�o�•&•�
.5���Ò�ù�Ô�• ICMPv6 �@���C�o�•&•�
.5���Ò�å�¿�â  icmp any any nd-na  �ù�Ú
�ê  icmp any any nd-ns �
���8�Ô���æ�ê�”�ÿ$�"›�å ���8 ���f�;�]�Ç  ACL �]�æ�½����-Ð�Ç�½���ù�Ô�•�g
9)"›�å  deny ipv6 any any �,�9�o�;�T�f�;�
�­
2�æ�Ô���æ�ê�” IPv6 ACL �æ 1 �ß�ù�Ú�ê-„�™�é���f�;�]
�
�=�ü����-Ð�Ç�½���ù�Ô�•

IPv6 �@���C�o�•&•�J�`�.�,�â�ê�” IPv6 �@�6�;�b�o�"  �_���W  �(�o�F�,�

ö!ª�Ò�ù�Ô�•�Ò�Ú�Ç�Þ�á�”�:
�H���^�;�â�ê  IPv6 ACL �æ�����” IPv6 �@���C�o�•&•�D�$�6�;�é���f�2�o�H�����,
��â�é1M���>�Ç�g9)
�æ.5���Ð���ù�Ô�• IPv4 �â�ê�” IPv6 �@���C�o�•�O�J�`�.�,�ã�+%l�é���<�_�,.��ÿ�J�`�;�&�^9Ô ARP9Õ
�ê�”�Î�é�:�o�2�]�f�"  �_���W  �J�`�;�&�^�

ö!ª�Ò�ù�Ô�•�Ò�Ú�Ç�Þ�á�:�H���^�;�â�ê�” IPv4 ACL �æ��
���” ARP �D�$�6�;�é���f�2�o�H�����,
��â�é1M���>�Ç�g9)�æ.5���Ð���ù�Ô�•

source-ipv6-prefix/prefix-length �ã  destination-ipv6-prefix/prefix-length  �é
��Ç�é�•�™�
�;�\�H���6�"  
�H���^�2�]�f�#�æ
ö!ª�Ò�ù�Ô9Ô1M�>�0�J�_�H���"�,�ê�;�\�H���6�"�é1M�>�0�æ�n�à�¿�á�”�p�5�J�_�H��
�"�,�ê�;�\�H���6�"�é�p�5�æ�n�à�¿�á�;�\�H���6�"�
�H���^�2�]�f�#�Ò�ù�Ô9Õ �•

�,���6�4�ê4ø&‚��(»�å�#�`�o�C�^  �Y�>� �V�,�;�Å���î�]�f�"  �`�o���^  �N�,�;  ���<�_�,�é  /0 :*  /64 �é
�J�_�H���"�,�ã  EUI �L�o�,�é  /128 �J�_�H���"�,�é�ú�
�(�P�o�;�Ò�ù�Ô�•

�J�`�;�&�^�Ç  ipv6 �â  operator [port-number] �•�™�Ç�0�o�Ð���á�¿�å�¿�•�'�æ�é�ú�” fragments  � �o
�b�o�<�ê
›�ç�â�0�o�â�È�ù�Ô�•

�]�]�o�, ���•�]�ˆ

12.2(25)SED �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•
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%Y 2 %(      Catalyst 3560 �,���6�4  Cisco IOS �&�Q�f�<
deny 9ÔIPv6 ���"�.�,  �]�,�;  �&�f�H���!�X�_�o�*�Z�f9Õ
�4�æ�” ICMP �T�6�.�o�+�,�
-+$��Ò�ù�Ô�•

�� �4�é���â�ê�” CISCO �ã�¿�Á�,�é  IPv6 ���"�.�,  �]�,�;�
.3�o�Ò�”�Ø�é���"�.�,  �]�,�;�
�_���W  3 ���f
�2�o�H�����,
��é"’�>�;�\�H���6�"�æ1¡!ª�Ô���Ç�:�
$��Ò�ù�Ô�•�]�,�;�é�¨�Ë�é���8���f�;�]�ê�”
5000 �����"�È�¿�p�5  TCP �P�o�;!ß� �
�,�Þ�Ú�D�$�6�;�Ô�ô�á�Ç���f�2�o�H�����,�â1M�>�Ð�����é�
4•
�É�ù�Ô�•�]�,�;�é  2 !ß"á�é���8���f�;�]�ê�” 5000 �Â�)�é1M�>�0  UDP �P�o�;!ß� �
�,�Þ�Ú�D�$�6�;�Ô�ô
�á�Ç���f�2�o�H�����,�â1M�>�Ð�����é�
4•�É�ù�Ô�•�ù�Ú�”�Î�é  2 !ß"á�é���8���f�;�]�ê�”�Ô�ô�á�é	û)L
�
�&�f�0�o�^�æ-+$��Ò�ù�Ô�•�]�,�;�é�¨�Ë�é.5�����f�;�]�ê�”�Ô�ô�á�é  ICMP �D�$�6�;�é���f�2�o
�H�����,�â�é1M�>�
.5���Ò�ù�Ô�•�]�,�;�é  2 !ß"á�é.5�����f�;�]�ê�”�Ø�é
•�Ô�ô�á�é�;�\�H���6�"�é��
�f�2�o�H�����,�â�é1M�>�
.5���Ò�ù�Ô�•�Ô�ô�á�é�D�$�6�;�
���8�Ô���g9)�é�æ
™�Ç�&  IPv6 ���"�.�,  �]
�,�;�é�Ã�è�æ�½���é�â�”�Î�é  2 !ß"á�é.5�����f�;�]�Ç��-Ð�ã�å���ù�Ô�•

Switch(config)# ipv6 access-list CISCO
Switch(config-ipv6-acl)# deny tcp any any gt 5000
Switch config-ipv6-acl)# deny ::/0 lt 5000 ::/0 log
Switch(config-ipv6-acl)# permit icmp any any
Switch(config-ipv6-acl)# permit any any
Switch(config-ipv6-acl)# exit
Switch(config)# interface gigabitethernet0/3
Switch(config-if)# no switchport
Switch(config-if)# ipv6 address 2001::/64 eui-64
Switch(config-if)# ipv6 traffic-filter CISCO out

4P1j�&�Q�f�<

beyond-scope destination-unreachable

echo-reply echo-request

header hop-limit

mld-query mld-reduction

mld-report nd-na

nd-ns next-header

no-admin no-route

packet-too-big parameter-option

parameter-problem port-unreachable

reassembly-timeout renum-command

renum-result renum-seq-number

router-advertisement router-renumbering

router-solicitation time-exceeded

unreachable

�&�Q�f�< .‘�ÿ

ipv6 access-list IPv6 ���"�.�,  �]�,�;�
���8�Ò�” IPv6 ���"�.�,  �]�,�;  �&�f�H���!�X�_�o
�*�Z�f  �U�o�<�
4?�Ž�Ò�ù�Ô�•

ipv6 traffic-filter ���f�2�o�H�����,
��é#��>�ù�Ú�ê"’�>  IPv6 �;�\�H���6�"�
�H���^�2�]�f
�#�Ò�ù�Ô�•

permit9ÔIPv6 ���"�.�,  
�]�,�;  �&�f�H���!�X
�_�o�*�Z�f9Õ

IPv6 ���"�.�,  �]�,�;�æ.5���æ
™�
.3�o�Ò�ù�Ô�•

show ipv6 access-list  û�÷�é  IPv6 ���"�.�,  �]�,�;�Ô�ô�á�é�]�ˆ�
-+$��Ò�ù�Ô�•
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%Y 2 %(      Catalyst 3560 �,���6�4  Cisco IOS �&�Q�f�<
deny 9ÔMAC ���"�.�,  �]�,�;  �&�f�H���!�X�_�o�*�Z�f9Õ
deny9ÔMAC ���"�.�,  �]�,�;  �&�f�H���!�X�_�o�*�Z�f9Õ
�æ
™�Ç	û)L�Ò�Ú�•�'�æ�”5V  IP �;�\�H���6�"�é0©1M�
�Á1±�Ô���æ�ê�” deny MAC ���"�.�,  �]�,�;  �&�f
�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•���8�æ
™�
�,�è
ƒ�È  MAC ���"�.�,  �]�,�;�Æ���å4°�Ô��
�æ�ê�”�Î�é�&�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

{ deny | permit } { any | host src-MAC-addr | src-MAC-addr mask} { any | host 
dst-MAC-addr | dst-MAC-addr mask}  [type mask | aarp | amber | cos cos | dec-spanning 
| decnet-iv | diagnostic | dsm | etype-6000 | etype-8042 | lat | lavc-sca | lsap lsap mask 
|mop-console | mop-dump | msdos | mumps | netbios | vines-echo | vines-ip | xns-idp]

no { deny | permit } { any | host src-MAC-addr | src-MAC-addr mask} { any | host 
dst-MAC-addr | dst-MAC-addr mask}  [type mask | aarp | amber | cos cos | dec-spanning 
| decnet-iv | diagnostic | dsm | etype-6000 | etype-8042 | lat | lavc-sca | lsap lsap mask 
| mop-console | mop-dump | msdos | mumps | netbios | vines-echo | vines-ip | xns-idp]

�t�¥�é.‘�ÿ any �½������1M�>�0�ù�Ú�ê�p�5  MAC ���<�_�,�
���8�Ô���Ú�ü�æ�0�o�Ô��
� �o�b�o�<�â�Ô�•

host src MAC-addr |
src-MAC-addr mask

�N�,�;  MAC ���<�_�,�ã
›�ç�é�(�I�@�6�;  �Q�,�"�
�o'õ�Ò�ù�Ô�•�D�$�6
�;�é1M�>�0���<�_�,�Ç�o'õ�Ð���Ú���<�_�,�æ	û)L�Ô���•�'�”�Ø�é���<�_
�,�Æ���é5V  IP �;�\�H���6�"�ê���8�Ð���ù�Ô�•

host dst-MAC-addr | 
dst-MAC-addr mask

�p�5  MAC ���<�_�,�ã
›�ç�é�(�I�@�6�;  �Q�,�"�
�o'õ�Ò�ù�Ô�•�D�$�6�;
�é�p�5���<�_�,�Ç�o'õ�Ð���Ú���<�_�,�æ	û)L�Ô���•�'�”�Ø�é���<�_�,�ó
�é5V IP �;�\�H���6�"�ê���8�Ð���ù�Ô�•

type mask 9Ô
›�ç9Õ�D�$�6�;�é  Ethertype !ß� �ã�” Ethernet II �ù�Ú�ê  Subnetwork 
Access Protocol9ÔSNAP9Õ���J�.�^
{�

ö!ª�Ò�á�”�D�$�6�;�é�J�`�;�&
�^�
/��Î�Ò�ù�Ô�•

type �æ�ê�” 0 :*  65535 �é  16 1t�™�
�0�o�â�È�ù�Ô�•

mask �ê�”�Q�6�4�f�#�
-��Á�è�æ  Ethertype �æ1¡!ª�Ð����  don’t care �F�6
�;�é�Q�,�"�â�Ô�•

aarp 9Ô
›�ç9Õ�:�o�2�]�f�"  ���<�_�,�
�@�6�;�b�o�"  ���<�_�,�æ�Q�6�G�f�#�Ô
��  Ethertype AppleTalk Address Resolution Protocol �
1¬�ï�Ò�ù�Ô�•

amber 9Ô
›�ç9ÕEtherType DEC-Amber �
1¬�ï�Ò�ù�Ô�•

cos cos 9Ô
›�ç9Õ�J�\�����]�9���
.3�o�Ô���Ú�ü�” 0 :*  7 �ù�â�é  Class of Service
9ÔCoS; �(�o�F�,  �"�\�,9Õ�o�
1¬�ï�Ò�ù�Ô�• CoS �æ�n�à�Ê�H���^�2�]�f�#
�ê�”�B�o�<�������â�é�ú�s-���(»�â�Ô�• cos ���J�*�Z�f�Ç.3�o�Ð���á�¿
���Æ�ä�Á�Æ�
#Õ.z�Ô��/
�T�T�6�.�o�+�Ç-+$��Ð���ù�Ô�•

dec-spanning 9Ô
›�ç9ÕEtherType Digital Equipment Corporation9ÔDEC9Õ�,�D�>�f�#  
�7�]�o�
1¬�ï�Ò�ù�Ô�•

decnet-iv 9Ô
›�ç9ÕEtherType DECnet Phase IV �J�`�;�&�^�
1¬�ï�Ò�ù�Ô�•

diagnostic 9Ô
›�ç9ÕEtherType DEC-Diagnostic �
1¬�ï�Ò�ù�Ô�•

dsm 9Ô
›�ç9ÕEtherType DEC-DSM �
1¬�ï�Ò�ù�Ô�•

etype-6000 9Ô
›�ç9ÕEtherType 0x6000 �
1¬�ï�Ò�ù�Ô�•

etype-8042 9Ô
›�ç9ÕEtherType 0x8042 �
1¬�ï�Ò�ù�Ô�•

lat 9Ô
›�ç9ÕEtherType DEC-LAT �
1¬�ï�Ò�ù�Ô�•

lavc-sca 9Ô
›�ç9ÕEtherType DEC-LAVC-SCA �
1¬�ï�Ò�ù�Ô�•
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%Y 2 %(      Catalyst 3560 �,���6�4  Cisco IOS �&�Q�f�<
deny 9ÔMAC ���"�.�,  �]�,�;  �&�f�H���!�X�_�o�*�Z�f9Õ
9Ô�H9Õ appletalk �ê�”�&�Q�f�<�\���f�é�K�^�J  �,�;�]�f�#�æ�ê-+$��Ð���ù�Ô�Ç�”	û)L�æ
™�ã�Ò�á�ê�(�P�o�;�Ð
���á�¿�ù�Ö���•

IPX �;�\�H���6�"�
�H���^�2�]�f�#�Ô���æ�ê�”
ö!ª�Ð���á�¿��  IPX ���J�.�^
{�é�2���J�æ���Ó�á�” type 
mask �ù�Ú�ê  lsap lsap mask � �o�b�o�<�

ö!ª�Ò�ù�Ô�• -+ 2-9 �æ�” Novell !ª.†�ã  Cisco IOS !ª.†�â�é  
IPX ���J�.�^
{�2���J�æ�»���Ô���H���^�2�æ
™�
	û-é-+$��Ò�ù�Ô�•

�:�H���^�; �Î�é�&�Q�f�<�æ�ê�”�:�H���^�;�ê�½���ù�Ö���•�Ú�Û�Ò�”�,�è
ƒ�È  MAC ACL �é�:�H���^�;  ���"�*�Z�f
�ê���8�â�Ô�•

�&�Q�f�<  �U�o�< MAC ���"�.�,  �]�,�;  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g

lsap lsap-number mask 9Ô
›�ç9Õ�D�$�6�;�é  LSAP !ß� 9Ô 0 :*  655359Õ�ã 802.2 ���J�.�^
{�

ö!ª
�Ò�á�”�D�$�6�;�é�J�`�;�&�^�
/��Î�Ò�ù�Ô�•

mask �ê�”�Q�6�4�f�#�
-��Á�è�æ  LSAP !ß� �æ1¡!ª�Ð����  don’t care 
�F�6�;�é�Q�,�"�â�Ô�•

mop-console 9Ô
›�ç9ÕEtherType DEC-MOP Remote Console �
1¬�ï�Ò�ù�Ô�•

mop-dump 9Ô
›�ç9ÕEtherType DEC-MOP Dump �
1¬�ï�Ò�ù�Ô�•

msdos 9Ô
›�ç9ÕEtherType DEC-MSDOS �
1¬�ï�Ò�ù�Ô�•

mumps 9Ô
›�ç9ÕEtherType DEC-MUMPS �
1¬�ï�Ò�ù�Ô�•

netbios 9Ô
›�ç9ÕEtherType DEC-Network Basic Input/Output System
9ÔNETBIOS9Õ�
1¬�ï�Ò�ù�Ô�•

vines-echo 9Ô
›�ç9ÕBanyan Systems �æ����  EtherType Virtual Integrated Network 
Service9ÔVINES9Õ�
1¬�ï�Ò�ù�Ô�•

vines-ip 9Ô
›�ç9ÕEtherType VINES IP �
1¬�ï�Ò�ù�Ô�•

xns-idp 9Ô
›�ç9Õ10 1t�™�” 16 1t�™�”�ù�Ú�ê  8 1t�™�é
›�ç�é  Ethertype �â�½��  
EtherType XNS �J�`�;�&�^  �,���o�;9Ô 0 :*  655359Õ�
1¬�ï�Ò�ù�Ô�•

-+ 2-9 IPX �H���^�2�n�0

IPX ���J�.�^
{�2���J

�H���^�2�n�0Cisco IOS �, Novel �,

arpa Ethernet II Ethertype 0x8137

snap Ethernet-snap Ethertype 0x8137

sap Ethernet 802.2 LSAP 0xE0E0

novell-ether Ethernet 802.3 LSAP 0xFFFF

�]�]�o�, ���•�]�ˆ

12.1(19)EA1 �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•
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%Y 2 %(      Catalyst 3560 �,���6�4  Cisco IOS �&�Q�f�<
deny 9ÔMAC ���"�.�,  �]�,�;  �&�f�H���!�X�_�o�*�Z�f9Õ

ö!ª
��é�����<�\���f mac access-list extended �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�á�” MAC ���"�.�,  �]
�,�;  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�
4?�Ž�Ò�ù�Ô�•

host � �o�b�o�<�

ö!ª�Ò�Ú�•�'�”���<�_�,  �Q�,�"�ê�I
��â�È�ù�Ö���• host � �o�b�o�<�

ö!ª�Ò�å�¿�•
�'�ê�”���<�_�,  �Q�,�"�
�I
��Ô����-Ð�Ç�½���ù�Ô�•

���"�.�,  �&�f�;�`�o�^  ���f�;�]9Ô ACE9Õ�Ç ACL �æ1J
��Ð���Ú�•�'�”�]�,�;�é�¨�ß�æ�ê�g9)�é  
deny-any-any �æ
™�Ç�=�÷�Ò�ù�Ô�•�ß�ù���”	û)L�Ç�å�¿�•�'�æ�ê�D�$�6�;�ê���8�Ð���ù�Ô�•�Ú�Û�Ò�”�¨
�Ë�é  ACE �Ç1J
��Ð�����è�æ�”�]�,�;�ê�Ô�ô�á�é�D�$�6�;�
.5���Ò�ù�Ô�•

�,�è
ƒ�È  MAC ���›���"�.�,  �]�,�;�é.f&¦�æ�ß�¿�á�ê�”�Î�é�]�]�o�,�æ�»���Ô���0�H�;������  �&�f
�H���!�X�_�o�*�Z�f  �����<�

ó�–�Ò�á�Ê�Û�Ð�¿�•

�� �4�é���â�ê�”�Ô�ô�á�é1M�>�0�Æ��  MAC ���<�_�,  00c0.00a0.03fa �ó�é  NETBIOS �;�\�H���6�"�
���8
�Ô���,�è
ƒ�È  MAC ���›���"�.�,  �]�,�;�
�o'õ�Ô���Ç�:�
$��Ò�ù�Ô�•�Î�é�]�,�;�æ	û)L�Ô���;�\
�H���6�"�ê���8�Ð���ù�Ô�•

Switch(config-ext-macl)# deny any host 00c0.00a0.03fa netbios.

�4�é���â�ê�”�,�è
ƒ�È  MAC ���›���"�.�,  �]�,�;�Æ�����8�æ
™�
�å4°�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config-ext-macl)# no deny any 00c0.00a0.03fa 0000.0000.0000 netbios.

�4�é���â�ê�” Ethertype 0x4321 �é�Ô�ô�á�é�D�$�6�;�
���8�Ò�ù�Ô�•

Switch(config-ext-macl)# deny any any 0x4321 0

.3�o�
#Õ.z�Ô���æ�ê�” show access-lists  $�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

4P1j�&�Q�f�< �&�Q�f�< .‘�ÿ

mac access-list extended 5V IP �;�\�H���6�"!ª�æ  MAC ���<�_�,  �L�o�,�é���"�.�,  �]�,�;�


Þ�‘�Ò�ù�Ô�•

permit9ÔMAC ���"�.�,  �]�,�;  
�&�f�H���!�X�_�o�*�Z�f9Õ

�æ
™�Ç	û)L�Ò�Ú�•�'�æ5V  IP �;�\�H���6�"�Ç0©1M�Ð�����é�
.5���Ò
�ù�Ô�•

show access-lists �,���6�4�æ.3�o�Ð���Ú  ACL �
-+$��Ò�ù�Ô�•
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diagnostic monitor
diagnostic monitor
�K�^�,  �U�>�2�]�f�#.;�¿�9�,�;�
.3�o�Ô���æ�ê�” diagnostic monitor �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z
�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•�9�,�;�
�:���.�o�I�^�æ�Ò�”�:�H���^�;.3�o�æ�¯�Ô�æ�ê�”�Î�é�&�Q�f�<�é  
no �»�|�

ö!ª�Ò�ù�Ô�•

diagnostic monitor test { test-id | test-id-range | all}

diagnostic monitor interval test { test-id | test-id-range | all} hh:mm:ss milliseconds day 

diagnostic monitor syslog

diagnostic monitor threshold test { test-id | test-id-range | all} count failure count

no diagnostic monitor test { test-id | test-id-range | all}

no diagnostic monitor interval test { test-id | test-id-range | all} 

no diagnostic monitor syslog

no diagnostic monitor threshold test { test-id | test-id-range | all} failure  count 

�t�¥�é.‘�ÿ

�:�H���^�; • �U�>�2�]�f�#�ê�:���.�o�I�^�â�Ô�•

• syslog �Ç���@�o�I�^�â�Ô�•

�&�Q�f�<  �U�o�< �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f

test �s-��Ô���9�,�;�
�0�o�Ò�ù�Ô�•

test-id �s-��Ô���9�,�;�é/��Î!ß� �•�Ø�é
•�é�±�Ž�æ�ß�¿�á�ê�” �Ÿ
ö!ª
��é�����<
�\���f� �

ó�–�Ò�á�Ê�Û�Ð�¿�•

test-id-range �s-��Ô���9�,�;�é/��Î!ß� �é%¸�Ð�•�Ø�é
•�é�±�Ž�æ�ß�¿�á�ê�” �Ÿ
ö!ª
��é
�����<�\���f� �

ó�–�Ò�á�Ê�Û�Ð�¿�•

all �Ô�ô�á�é.;�¿�9�,�;�
�s-��Ò�ù�Ô�•

interval �9�,�;�
�s-��Ô��4F4Ò�
�0�o�Ò�ù�Ô�•

hh:mm:ss �9�,�;�é4F4Ò�
�0�o�Ò�ù�Ô�•�»�|�æ�ß�¿�á�ê�” �Ÿ
ö!ª
��é�����<�\���f� 
�

ó�–�Ò�á�Ê�Û�Ð�¿�•

milliseconds �(4F9Ô�R�]$}9Õ�
�0�o�Ò�ù�Ô�•�0�o�â�È��%¸�Ð�ê  0 :*  999 �â�Ô�•

day  �9�,�;�é4F4Ò9Ô�ã�™9Õ�
�0�o�Ò�ù�Ô�•�»�|�æ�ß�¿�á�ê�” �Ÿ
ö!ª
��é�����<
�\���f� �

ó�–�Ò�á�Ê�Û�Ð�¿�•

syslog �K�^�,  �U�>�2�]�f�#.;�¿�9�,�;�Ç�,�Œ�Ò�Ú�•�'�æ  Syslog �T�6�.�o�+�
!¢
�‘�Ò�ù�Ô�•

threshold 4Ú�‚�Ò�È�¿�o�
�0�o�Ò�ù�Ô�•

failure count 
count

4Ú�‚�Ò�È�¿�o�é�����f�;�
�0�o�Ò�ù�Ô�•
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diagnostic monitor
�&�Q�f�<���g


ö!ª
��é�����<�\���f �9�,�;�
�,�$�+�X�o�]�f�#�Ô���•�'�”�4�é�H�ç
P5Ä�Ç�½���ù�Ô�•

• test-id9æ�9�,�;  ID �]�,�;�
-+$��Ô���æ�ê�” show diagnostic content  $�­  EXEC �&�Q�f�<�

ö!ª�Ò
�ù�Ô�•

• test-id-range9æ�9�,�;  ID �]�,�;�
-+$��Ô���æ�ê�” show diagnostic content �&�Q�f�<�

ö!ª�Ò�ù
�Ô�•���f�Q�Å���î�B���H�f�â
™�¾�����Ú�›�™�â%¸�Ð�
�I
��Ò�ù�Ô9Ô��9æ 1,3-6 �ê�9�,�;  ID 1�” 3�”
4�” 5 �Å���î  69Õ�•

• hh9æ�(4F9Ô0 :*  239Õ�
�I
��Ò�ù�Ô�•

• mm9æ�½9Ô0 :*  609Õ�
�I
��Ò�ù�Ô�•

• ss9æ$}9Ô0 :*  609Õ�
�I
��Ò�ù�Ô�•

• milliseconds9æ�R�]$}9Ô0 :*  9999Õ�
�I
��Ò�ù�Ô�•

• day9æ0 :*  20 �é�™�<�ã�Ò�á�ã�
�I
��Ò�ù�Ô�•

diagnostic monitor test { test-id | test-id-range | all} �&�Q�f�<�
�I
��Ô���•�'�ê�”�4�é�H�ç
P5Ä�æ�å�Þ
�á�Ê�Û�Ð�¿�•

• �Ô�ô�á�é�’&ï�P�o�;�
�:���.�o�I�^�æ�Ò�”�@�6�;�b�o�"  �;�\�H���6�"�
4Ò5��Ò�ù�Ô�•�9�,�;
��ê
�9�,�;  �D�$�6�;�
1M�´�â�È�ù�Ö���•

• �*�,�9�S�ù�Ú�ê�9�,�;�ã�ú�U�+�X�o�^�
�]�.�6�;�Ò�Ú�½�ã�â�”�*�,�9�S�
1b�ñ�é
G
Þ�U�o�<�æ�¯�Ò
�ù�Ô�•

�� �4�é���â�ê�” 2 �½�Ï�ã�æ�0�o�Ò�Ú�9�,�;�
-��Á���Á�æ.3�o�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config)# diagnostic monitor interval test 1 00:02:00 0 1

�4�é���â�ê�”�K�^�,  �U�>�2�]�f�#  �9�,�;�Ç�,�Œ�Ò�Ú�•�'�æ  Syslog �T�6�.�o�+�é!¢�‘�
���@�o�I�^�æ�Ô
���Ç�:�
$��Ò�ù�Ô�•

Switch(config)# diagnostic monitor syslog

4P1j�&�Q�f�<

�]�]�o�, ���•�]�ˆ

12.2(35)SE �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•

�&�Q�f�< .‘�ÿ
show diagnostic ���f�\���f.;�¿�9�,�;�é&¿���
-+$��Ò�ù�Ô�•
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diagnostic schedule
diagnostic schedule 
.;�¿�9�,�;�
�,�$�+�X�o�]�f�#�Ô���æ�ê�” diagnostic schedule  $�­  EXEC �&�Q�f�<�

ö!ª�Ò�ù�Ô�•�,�$
�+�X�o�]�f�#�
�å4°�Ò�”�:�H���^�;.3�o�æ�¯�Ô�•�'�ê�”�Î�é�&�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

diagnostic schedule test { test-id | test-id-range | all | basic | non-disruptive} { daily hh:mm 
| on mm dd yyyy hh:mm | weekly day-of-week hh:mm}

no diagnostic schedule test { test-id | test-id-range | all | basic | non-disruptive} { daily 
hh:mm | on mm dd yyyy hh:mm | weekly day-of-week hh:mm}

�t�¥�é.‘�ÿ

�:�H���^�; �Î�é�&�Q�f�<�æ�ê�”�:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<  �U�o�< �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g

test �,�$�+�X�o�]�f�#�Ô���9�,�;�
�0�o�Ò�ù�Ô�•

test-id �s-��Ô���9�,�;�é/��Î!ß� �•�Ø�é
•�é�±�Ž�æ�ß�¿�á�ê�” �Ÿ
ö!ª
��é�����<
�\���f� �

ó�–�Ò�á�Ê�Û�Ð�¿�•

test-id-range �s-��Ô���9�,�;�é/��Î!ß� �é%¸�Ð�•�Ø�é
•�é�±�Ž�æ�ß�¿�á�ê�” �Ÿ
ö!ª
��é
�����<�\���f� �

ó�–�Ò�á�Ê�Û�Ð�¿�•

all �Ô�ô�á�é.;�¿�9�,�;�
�s-��Ò�ù�Ô�•

basic �n�Ä"›�å���f�:�Q�f�<�é.;�¿�9�,�;�
�s-��Ò�ù�Ô�•

non-disruptive �A�f�:���,�\�J�9���I  �K�^�,�U�>�2  �9�,�;�
�s-��Ò�ù�Ô�•

daily hh:mm �9�,�;�L�o�,�é.;�¿�2�,�"�é�,�$�+�X�o�^9Ô�ã
±
Ï9Õ�
�0�o�Ò�ù�Ô�•�»
�|�æ�ß�¿�á�ê�” �Ÿ
ö!ª
��é�����<�\���f� �

ó�–�Ò�á�Ê�Û�Ð�¿�•

on mm dd yyyy 
hh:mm

�9�,�;�L�o�,�é.;�¿�2�,�"�é�,�$�+�X�o�^�
�0�o�Ò�ù�Ô�•�»�|�æ�ß�¿�á
�ê�”�Ÿ
ö!ª
��é�����<�\���f� �

ó�–�Ò�á�Ê�Û�Ð�¿�•

weekly day-of-week 
hh:mm

�9�,�;�L�o�,�é.;�¿�2�,�"�é�,�$�+�X�o�^9Ô1s
±
Ï9Õ�
�0�o�Ò�ù�Ô�•�»
�|�æ�ß�¿�á�ê�” �Ÿ
ö!ª
��é�����<�\���f� �

ó�–�Ò�á�Ê�Û�Ð�¿�•

�]�]�o�, ���•�]�ˆ

12.2(35)SE �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•
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diagnostic schedule

ö!ª
��é�����<�\���f �9�,�;�
�,�$�+�X�o�]�f�#�Ô���•�'�”�4�é�H�ç
P5Ä�Ç�½���ù�Ô�•

• test-id9æ�9�,�;  ID �]�,�;�
-+$��Ô���æ�ê�” show diagnostic content �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

• test-id-range9æ�9�,�;  ID �]�,�;�
-+$��Ô���æ�ê�” show diagnostic content �&�Q�f�<�

ö!ª�Ò�ù
�Ô�•���f�Q�Å���î�B���H�f�â
™�¾�����Ú�›�™�â%¸�Ð�
�I
��Ò�ù�Ô9Ô��9æ 1,3-6 �ê�9�,�;  ID 1�” 3�”
4�” 5 �Å���î  69Õ�•

• hh:mm9æ2 �t�é�™�<9Ô24 �(4F-+.%9Õ�â�(4F�Å���î�½�
�I
��Ò�ù�Ô�•�&�`�f9Ô :9Õ�Ç��-Ð�â�Ô�•

• mm9æJanuary�” February :*  December �é���Á�æ�”�¬�
�I
��Ò�ù�Ô9Ô�"�¥�<�â�ý�Ê�¥�<�â�ý��9Õ �•

• dd9æ2 �t�é�™�<�â�ã�
�I
��Ò�ù�Ô�•

• yyyy9æ4 �t�é�™�<�â���
�I
��Ò�ù�Ô�•

• day-of-week9æMonday�” Tuesday :*  Sunday �é���Á�æ�”�•�ã�
�I
��Ò�ù�Ô9Ô�"�¥�<�â�ý�Ê�¥�<�â�ý
��9Õ�•

�� �4�æ�” $�o�é�,���6�4�æ�»�Ò�á�” $�o�é�ã�(�æ���f�:�Q�f�<.;�¿�9�,�;�
�s-��Ô�����Á�æ�,�$�+�X�o�]
�f�#�Ô�����
$��Ò�ù�Ô�•

Switch(config)# diagnostic schedule test 1,2,4-6 on january 3 2006 23:32

�4�é���â�ê�”�¤1s $�o�é�(4F�æ.;�¿�9�,�;�
-��Á���Á�,�$�+�X�o�]�f�#�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config)# diagnostic schedule test 1,2,4-6 weekly friday 09:23

4P1j�&�Q�f�< �&�Q�f�< .‘�ÿ

show diagnostic ���f�\���f.;�¿�9�,�;�é&¿���
-+$��Ò�ù�Ô�•
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diagnostic start
diagnostic start
 $�o�é.;�¿�9�,�;�
�s-��Ô���æ�ê�” diagnostic start �Y�o�)  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

diagnostic start test { test-id | test-id-range | all | basic | non-disruptive}

�t�¥�é.‘�ÿ

�:�H���^�; �Î�é�&�Q�f�<�æ�ê�”�:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<  �U�o�< �Y�o�)  EXEC

�&�Q�f�<���g


ö!ª
��é�����<�\���f �9�,�;  ID �]�,�;�
-+$��Ô���æ�ê�” show diagnostic content �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

test-id-range  �
���f�Q�Å���î�B���H�f�â
™�¾�����Ú�›�™�â�I
��Ò�ù�Ô9Ô��9æ 1,3-6 �ê�9�,�;  ID 1�” 3�”
4�” 5�”�Å���î  69Õ�•

�� �4�é���â�ê�”�,���6�4�â�Ô�ô�á�é.;�¿�9�,�;�
�s-��Ô���Ç�:�
$��Ò�ù�Ô�•

Switch#diagn start test all
Diagnostic[]: Running test(s) 2-6 will cause the switch under test to reload after 
completion of the test list.
Diagnostic[]: Running test(s) 2-6 may disrupt normal system operation
Do you want to continue?[no]:
Switch#

4P1j�&�Q�f�<

test �s-��Ô���9�,�;�
�0�o�Ò�ù�Ô�•

test-id �s-��Ô���9�,�;�é/��Î!ß� �•�Ø�é
•�é�±�Ž�æ�ß�¿�á�ê�” �Ÿ
ö!ª
��é�����<
�\���f� �

ó�–�Ò�á�Ê�Û�Ð�¿�•

test-id-range �s-��Ô���9�,�;�é/��Î!ß� �é%¸�Ð�•�Ø�é
•�é�±�Ž�æ�ß�¿�á�ê�” �Ÿ
ö!ª
��é
�����<�\���f� �

ó�–�Ò�á�Ê�Û�Ð�¿�•

all �Ô�ô�á�é.;�¿�9�,�;�
�s-��Ò�ù�Ô�•

basic �n�Ä"›�å���f�:�Q�f�<�é.;�¿�9�,�;�
�s-��Ò�ù�Ô�•

non-disruptive �A�f�:���,�\�J�9���I  �K�^�,�U�>�2  �9�,�;�
�s-��Ò�ù�Ô�•

�]�]�o�, ���•�]�ˆ

12.2(35)SE �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•

�&�Q�f�< .‘�ÿ

show diagnostic ���f�\���f.;�¿�9�,�;�é&¿���
-+$��Ò�ù�Ô�•
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dot1x
IEEE 802.1x .z.=�
�#�`�o�C�^�æ���@�o�I�^�æ�Ô���æ�ê�” dot1x �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  
�&�Q�f�<�

ö!ª�Ò�ù�Ô�•�:�H���^�;.3�o�æ�¯�Ô�æ�ê�”�Î�é�&�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

dot1x { critical { eapol | recovery delay milliseconds} | { guest-vlan supplicant} | 
system-auth-control}

no dot1x { critical  { eapol | recovery delay} | { guest-vlan supplicant} | 
system-auth-control}

9Ô�H9Õ credentials name � �o�b�o�<�ê�”�&�Q�f�<�\���f�é�K�^�J  �,�;�]�f�#�æ�ê-+$��Ð���ù�Ô�Ç�”�(�P�o�;
�Ð���á�¿�ù�Ö���•

�t�¥�é.‘�ÿ

�:�H���^�; IEEE 802.1x .z.=�ê�:���.�o�I�^�â�Ô�•
›�ç�é�%�,�;  VLAN 
G
Þ�ê�:���.�o�I�^�â�Ô�•

�&�Q�f�<  �U�o�< �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g


ö!ª
��é�����<�\���f IEEE 802.1x .z.=�
�#�`�o�C�^�æ���@�o�I�^�æ�Ô���è�æ�” Authentication, Authorization and 
Accounting9ÔAAA; .z.=�”.5���”�������f�9���f�#9Õ�
���@�o�I�^�æ�Ò�”.z.=�Ç�|�]�,�;�
�0�o�Ô��
��-Ð�Ç�½���ù�Ô�•�Ç�|�]�,�;�æ�ê�”�Y�o�)�é.z.=�æ
ö!ª�Ô��5Å�(�ã.z.=�Ç�|�Ç.%1@�Ð���á�¿�ù�Ô�•

�,���6�4�é  IEEE 802.1x .z.=�
�#�`�o�C�^�æ���@�o�I�^�æ�Ô���è�æ�” IEEE 802.1x .z.=�Å���î  
EtherChannel �Ç.3�o�Ð���á�¿�����f�2�o�H�����,�Æ��  EtherChannel �é.3�o�
�å4°�Ò�ù�Ô�•

EAP-Transparent LAN Service9ÔTLS; 1X1Š�3 LAN �(�o�F�,9Õ�Å���î  EAP-MD5 �â  IEEE 802.1x �
.z
.=�Ô��  Cisco Access Control Server9ÔACS9Õ���J�]�$�o�*�Z�f�Ç$¿
G�Ô��-]'Î�

ö!ª�Ò�á�¿���•�'�”-]
'Î�Ç  ACS �C�o�+�Z�f  3.2.1 
•4 �â$¿
G�Ò�á�¿���Î�ã�
#Õ.z�Ò�ù�Ô�•

�,���6�4�â
›�ç�é  IEEE 802.1x �%�,�;  VLAN 
G
Þ�
�#�`�o�C�^�æ���@�o�I�^�æ�Ô���æ�ê�” guest-vlan 
supplicant � �o�b�o�<�

ö!ª�â�È�ù�Ô�•.f&¦�æ�ß�¿�á�ê�” dot1x guest-vlan �&�Q�f�<�

ó�–�Ò�á�Ê�Û
�Ð�¿�•

critical { eapol | 
recovery delay 
milliseconds}

���"�.�,
�(»�å.z.=�C���D�,  �D�\�T�o�2�
.3�o�Ò�ù�Ô�•.f&¦�æ�ß�¿�á�ê�”
dot1x critical9Ô�#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f9Õ  �&�Q�f�<�

ó�–�Ò�á
�Ê�Û�Ð�¿�•

guest-vlan supplicant �,���6�4�â
›�ç�é�%�,�;  VLAN 
G
Þ�
�#�`�o�C�^�æ���@�o�I�^�æ�Ò�ù�Ô�•

system-auth-control �,���6�4�â  IEEE 802.1x .z.=�
�#�`�o�C�^�æ���@�o�I�^�æ�Ò�ù�Ô�•

�]�]�o�, ���•�]�ˆ

12.1(19)EA1 �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•

12.2(25)SE guest-vlan supplicant � �o�b�o�<�Ç1J
��Ð���ù�Ò�Ú�•

12.2(25)SEE critical  { eapol | recovery delay milliseconds} � �o�b�o�<�Ç1J
��Ð���ù�Ò
�Ú�•
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dot1x
�� �4�é���â�ê�”�,���6�4�â  IEEE 802.1x .z.=�
�#�`�o�C�^�æ���@�o�I�^�æ�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config)# dot1x system-auth-control

�4�é���â�ê�”�,���6�4�â
›�ç�é�%�,�;  VLAN 
G
Þ�
�#�`�o�C�^�æ���@�o�I�^�æ�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config)# dot1x guest-vlan supplicant

.3�o�
#Õ.z�Ô���æ�ê�” show dot1x [interface interface-id]  $�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

4P1j�&�Q�f�< �&�Q�f�< .‘�ÿ

dot1x critical9Ô�#�`�o�C�^  
�&�f�H���!�X�_�o�*�Z�f9Õ

�,���6�4
��â�”���"�.�,
�(»�å.z.=�C���D�,�Ï(»�é�D�\�T�o�2�
.3�o
�Ò�ù�Ô�•

dot1x guest-vlan ���"�9���I  VLAN �
���@�o�I�^�æ�Ò�” IEEE 802.1x �%�,�;  VLAN �ã
�Ò�á�0�o�Ò�ù�Ô�•

dot1x port-control �P�o�;�é.5���,�9�o�;�é�»
G�Ù�î�
���@�o�I�^�æ�Ò�ù�Ô�•

show dot1x [interface 
interface-id]

�0�o�Ò�Ú�P�o�;�é  IEEE 802.1x �,�9�o�2�,�
-+$��Ò�ù�Ô�•
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dot1x auth-fail max-attempts
dot1x auth-fail max-attempts
�P�o�;�Ç�Ù4¢  VLAN �æ$–-��Ô���ù�â�æ.5�ˆ��(»�å�¨�".z.=.\-��Á�™�
.3�o�Ô���æ�ê�” dot1x auth-fail 
max-attempts ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•�:�H���^�;.3�o�æ�¯
�Ô�æ�ê�”�Î�é�&�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

dot1x auth-fail max-attempts max-attempts

no dot1x auth-fail  max-attempts 

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�o�ê  3 �Á�â�Ô�•

�&�Q�f�<  �U�o�< ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g


ö!ª
��é�����<�\���f VLAN �â.5�ˆ�Ð�����¨�"�é.z.=.\-��Á�™�
�c.3�o�Ô���•�'�”���•�]�ˆ�ê�c.z.=�2���Q�o�Ç�¼4¢�¾���æ
�å�Þ�Ú�½�ã�â
û���Ð���ù�Ô�•

�� �4�é���â�ê�”�P�o�;  3 �é�Ù4¢ VLAN �æ�P�o�;�Ç$–-��Ô���è�æ.5�ˆ�Ð�����¨�"�é.z.=.\-��Á�™�
  2 �æ.3
�o�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch# configure terminal  
Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)# interface gigabitethernet0/3
Switch(config-if)# dot1x auth-fail max-attempts 2
Switch(config-if)# end
Switch(config)# end
Switch#

.3�o�
#Õ.z�Ô���æ�ê�” show dot1x [interface interface-id]  $�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

max-attempts �P�o�;�Ç�Ù4¢  VLAN �æ$–-��Ô���ù�â�æ.5�ˆ�Ð�����¨�"�é.z.=.\-��Á�™�
�0
�o�Ò�ù�Ô�•�0�o�â�È��%¸�Ð�ê  1 :*  3 �â�Ô�•�:�H���^�;�o�ê  3 �â�Ô�•

�]�]�o�, ���•�]�ˆ
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��Ð���ù�Ò�Ú�•
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4P1j�&�Q�f�< �&�Q�f�< .‘�ÿ

dot1x auth-fail vlan [vlan id] ���J�*�Z�f�é�Ù4¢  VLAN �é�Ï(»�
���@�o�I�^�æ�Ò�ù�Ô�•

dot1x max-reauth-req [count] �P�o�;�Ç�u.5���,�9�o�;�æ$–-��Ô���è�æ�”�,���6�4�Ç.z.=�J�`
�.�,�
�c/à
G�Ô���¨�"�Á�™�
.3�o�Ò�ù�Ô�•

show dot1x [interface interface-id] �0�o�Ò�Ú�P�o�;�é  IEEE 802.1x �,�9�o�2�,�
-+$��Ò�ù�Ô�•
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dot1x auth-fail vlan
�P�o�;�â�Ù4¢  VLAN �
���@�o�I�^�æ�Ô���æ�ê�” dot1x auth-fail vlan ���f�2�o�H�����,  �&�f�H���!�X�_�o
�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•�:�H���^�;.3�o�æ�¯�Ô�æ�ê�”�Î�é�&�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

dot1x auth-fail vlan vlan-id

no dot1x auth-fail vlan 

�t�¥�é.‘�ÿ

�:�H���^�; �Ù4¢ VLAN �ê.3�o�Ð���á�¿�ù�Ö���•

�&�Q�f�<  �U�o�< ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g


ö!ª
��é�����<�\���f �4�é���Á�æ.3�o�Ð���Ú�P�o�;�â�Ù4¢  VLAN �
.3�o�â�È�ù�Ô�•

• �*�f�#�^�N�,�;9Ô�:�H���^�;9Õ�U�o�<  

•  .z.=!ª  auto �U�o�<

�c.z.=�
���@�o�I�^�æ�Ô����-Ð�Ç�½���ù�Ô�•�:���.�o�I�^�æ�å�Þ�á�¿���ã�”�Ù4¢  VLAN �é�P�o�;�ê�c
.z.=-Ð�Þ�
���Ì�����ù�Ö���•�c.z.=�J�`�.�,�
4?�Ž�Ô���æ�ê�”�Ù4¢  VLAN �Ç�P�o�;�Æ���]�f�"�3���f  
���L�f�;�ù�Ú�ê  Extensible Authentication Protocol9ÔEAP9Õ�̀ �#���H  ���L�f�;�
���Ì������-Ð�Ç�½���ù
�Ô�•�N�,�;�Ç�B�I�

z�Ò�á�’&ï�Ð���á�¿���•�'�”�N�,�;�Ç�¾�¿�Ð���á�¿���ã�P�o�;�Ç�]�f�"�3���f  ��
�L�f�;�
���Ì�����Î�ã�Ç�â�È�Õ�”�4�é�c.z.=.\-��Ç-��
�����ù�â�Â�Ò�¿�N�,�;�Ç���´�Ð���å�¿�Î�ã�Ç�½
���ù�Ô�•

�(�J�]���f�;�Ç.z.=�æ�,�Œ�Ô���ã�”�P�o�;�ê�Ù4¢  VLAN �æ$–-��Ò�” EAP .z.=�‘
� �T�6�.�o�+�Ç�(�J�]
���f�;�æ1M�>�Ð���ù�Ô�•�(�J�]���f�;�æ�ê�s4Ù�é.z.=�,�Œ�Ç1b#n�Ð���å�¿�Ú�ü�”�Î�é�Ù4¢�@�6�;�b�o�"  
���"�.�,�æ�Ù
B�Ç!¢�Ó���Î�ã�Ç�½���ù�Ô�• EAP �é�‘
��T�6�.�o�+�ê�”�4�é!�!±�â1M�>�Ð���ù�Ô�•

• EAP �é�‘
��T�6�.�o�+�Ç1M�>�Ð���å�¿�•�'�”�(�J�]���f�;�ê  60 $}�Ï�ã9Ô�:�H���^�;9Õ�æ  EAP 4?
�Ž�T�6�.�o�+�
1M�>�Ò�á.z.=�
-��Å�Á�ã�Ò�ù�Ô�•

• 	û1ñ�é�N�,�;9Ô�Ú�ã�Ã�ë�” Windows XP �
�s-�
��é�:�C���,9Õ�ê�” EAP �é�‘
��T�6�.�o�+�
���Ì
�����ù�â  DHCP �
�s-��â�È�ù�Ö���•

�(�J�]���f�;�ê�”.z.=�Æ��  EAP �‘
��T�6�.�o�+�
���Ì���Þ�Ú�½�ã�æ
��\�å�Y�o�)�,�ã�D�,�b�o�<�é&µ
�ú�'�
�Ö�
� �V�6�*�X�Ò�”�c.z.=�é�Ú�î�æ�Ø�é�±�Ž�

ö!ª�Ô����(»�H�Ç�½���ù�Ô�•�(�J�]���f�;�Ç�\�Ò
�¿�Y�o�)�,�ã�D�,�b�o�<�é&µ�ú�'�
�Ö�
1M�>�Ô���ù�â�”�P�o�;�ê�Ù4¢  VLAN �é�ù�ù�æ�å���ù�Ô�•

�_���W  3 �P�o�;�æ
ö!ª�Ô���]1ñ  VLAN �ê�”�Ù4¢  VLAN �ã�Ò�á.3�o�Ô���Î�ã�ê�â�È�ù�Ö���•

VLAN �
�Ù4¢  VLAN �ã5¸�ÿ  VLAN �é
��Ç�æ.3�o�Ô���Î�ã�ê�â�È�ù�Ö���•�Ø�é���Á�æ.3�o�Ô���ã�”
Syslog �T�6�.�o�+�Ç!¢�‘�Ð���ù�Ô�•

vlan-id VLAN �
  1 :*  4094 �é%¸�Ð�â�0�o�Ò�ù�Ô�•

�]�]�o�, ���•�]�ˆ
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�Ù4¢ VLAN �P�o�;�Ç�u.5���,�9�o�;�æ$–-��Ô���ã�”.z.=�J�`�.�,�Ç�c/à
G�Ð���ù�Ô�•�(�J�]���f�;�Ç
�c�2.z.=�J�`�.�,�æ�,�Œ�Ô���ã�”.z.=�ê�;�,�,�9�o�;�â�Ù�Ï�Ò�ù�Ô�•�(�J�]���f�;�Ç�\�ñ�æ�c.z.=�Ð��
�Ú�½�ã�”�Ô�ô�á�é  IEEE 802.1x �P�o�;�Ç�c�Ë�¼
{�Ð���”1b�ñ�é  IEEE 802.1x �P�o�;�ã�Ò�á�Ò�
���ù�Ô�•

�Ù4¢ VLAN �
!ã�å��  VLAN �ã�Ò�á�c.3�o�Ô���ã�”�Ù4¢  VLAN �é�P�o�;�ý$–-��Ò�”�Ø�é�P�o�;�ê û�÷
.z.=�Ð���Ú�,�9�o�;�é�ù�ù�æ�å���ù�Ô�•

�Ù4¢ VLAN �
�*�V�6�;�3���f�Ô���Æ  VLAN �:�o�2�L�o�,�Æ���å4°�Ô���ã�”�Ù4¢  VLAN �é�P�o�;�ê�Ú
�Û�Ü�æ�u.5���,�9�o�;�æ$–-��Ò�”.z.=�J�`�.�,�Ç�c/à
G�Ò�ù�Ô�•�Ù4¢  VLAN .3�o�Ç�ù�Û�=�÷�Ô���Ú�ü�”
.z.=�ê�;�,�,�9�o�;�â�Ù�Ï�Ò�ù�Ö���•�Ù4¢  VLAN �Ç5V���"�9���I�â�½��4F�ý�”�Ù4¢  VLAN �Ç���"�9��
�I�æ�å�Þ�Ú�ã�È�æ�P�o�;�Ç�Ú�Û�Ü�æ�Ù4¢  VLAN �æ�å�����Á�æ�”�Ô�ô�á�é.z.=.\-��Ç�����f�;�Ð���ù�Ô�•

�Ù4¢ VLAN �ê�”�*�f�#�^�N�,�;  �U�o�<9Ô�:�H���^�;�é�P�o�;  �U�o�<9Õ�â�é�ú�(�P�o�;�Ð���ù�Ô�•�Ø�é
�Ú�ü�”�P�o�;�Ç�Ù4¢  VLAN �æ�å���ã�”�(�J�]���f�;�é  MAC ���<�_�,�Ç  MAC ���<�_�,  �9�o�I�^�æ1J

��Ð���”�P�o�;�æ-+$��Ð����
•�é  MAC ���<�_�,�ê�”�.� �X�]�9��1‘
û�ã�Ò�á�Ò�
���ù�Ô�•

�� �4�é���â�ê�”�P�o�;  1 �â�Ù4¢ VLAN �
.3�o�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch# configure terminal  
Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)# interface gigabitethernet0/3
Switch(config-if)# dot1x auth-fail vlan 40
Switch(config-if)# end
Switch#

.3�o�
#Õ.z�Ô���æ�ê�” show dot1x [interface interface-id]  $�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

4P1j�&�Q�f�< �&�Q�f�< .‘�ÿ

dot1x auth-fail max-attempts 
[max-attempts]

�(�J�]���f�;�
�Ù4¢  VLAN �æ
����°�á���è�æ�”.\-���(»�å
.z.=�Á�™�
.3�o�Ò�ù�Ô�•

show dot1x [interface interface-id] �0�o�Ò�Ú�P�o�;�é  IEEE 802.1x �,�9�o�2�,�
-+$��Ò�ù�Ô�•
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dot1x control-direction
WoL �Ï(»�
�Þ0¿�Ò�Ú  IEEE 802.1x .z.=�
���@�o�I�^�æ�Ò�”�P�o�;�Ù�î�

±	û�Ç�0�ù�Ú�ê
ú�Ç�0�æ.3�o
�Ô���æ�ê�” dot1x control-direction ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•
�:�H���^�;.3�o�æ�¯�Ô�æ�ê�”�Î�é�&�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

dot1x control-direction { both | in}

no dot1x control-direction 

�t�¥�é.‘�ÿ

�:�H���^�; �P�o�;�ê
ú�Ç�0�U�o�<�æ.3�o�Ð���á�¿�ù�Ô�•

�&�Q�f�<  �U�o�< ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g


ö!ª
��é�����<�\���f �:�H���^�;.3�o�é
ú�Ç�0�U�o�<�æ�¯�Ô�æ�ê�”�Î�é�&�Q�f�<�é  both � �o�b�o�<�ù�Ú�ê  no �»�|�

ö!ª�Ò
�ù�Ô�•

WoL �é.f&¦�æ�ß�¿�á�ê�”�0�H�;������  �&�f�H���!�X�_�o�*�Z�f  �����<�é�Ÿ Configuring IEEE 802.1x 
Port-Based Authentication� �é%(�é�Ÿ Using IEEE 802.1x Authentication with Wake-on-LAN� �

ó�–�Ò
�á�Ê�Û�Ð�¿�•

�� �4�é���â�ê�”
±	û�Ç�0�Ù�î�
���@�o�I�^�æ�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config-if)# dot1x control-direction in

�4�é���â�ê�”
ú�Ç�0�Ù�î�
���@�o�I�^�æ�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config-if)# dot1x control-direction both

.3�o�
#Õ.z�Ô���æ�ê�” show dot1x all  $�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

show dot1x all  $�­  EXEC �&�Q�f�<�´
��ê�”�P�o�;�,�ã�P�o�;�é�,�9�o�;�
4°�È�”�Ô�ô�á�é�,���6�4
�â�+	û�â�Ô�•�N�,�;�Ç�P�o�;�æ�’&ï�Ð���á�¿�á�ù�Û.z.=�Ð���á�¿�å�¿�•�'�”�4�é���Á�æ-+$��Ð���ù�Ô�•

Supplicant MAC 0002.b39a.9275
AuthSM State = CONNECTING
BendSM State = IDLE
PortStatus = UNAUTHORIZED

both �P�o�;�é
ú�Ç�0�Ù�î�
���@�o�I�^�æ�Ò�ù�Ô�•�P�o�;�ê�”�N�,�;�æ
�D�$�6�;�
1M���>�â�È�ù�Ö���•

in �P�o�;�é
±	û�Ç�0�Ù�î�
���@�o�I�^�æ�Ò�ù�Ô�•�P�o�;�ê�”�N�,�;
�æ�D�$�6�;�
1M�>�â�È�ù�Ô�Ç�”���>�ê�â�È�ù�Ö���•

�]�]�o�, ���•�]�ˆ
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��Ð���ù�Ò�Ú�•
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dot1x control-direction in ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�
�I
��Ò�á
±	û�Ç�0�Ù
�î�
���@�o�I�^�æ�Ô���•�'�”�Î���Ç  show dot1x all �&�Q�f�<�´
��â�4�é���Á�æ-+$��Ð���ù�Ô�•

ControlDirection  = In

dot1x control-direction in ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�
�I
��Ò�á�ý�”.3�o�é
%9�'�æ�����P�o�;�â�Î�é�U�o�<�
�(�P�o�;�â�È�å�¿�•�'�” show dot1x all �&�Q�f�<�´
��â�4�é���Á�æ-+
$��Ð���ù�Ô�•

ControlDirection  = In (Disabled due to port settings)

4P1j�&�Q�f�< �&�Q�f�< .‘�ÿ

show dot1x [all | interface 
interface-id]

�0�o�Ò�Ú���f�2�o�H�����,�æ�»�Ô���Ù�î�Ç�0�é�P�o�;.3�o�,�9�o
�2�,�
-+$��Ò�ù�Ô�•
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dot1x credentials 9Ô�#�`�o�C�^  �&�f�H���!�X�_�o
�*�Z�f9Õ

�(�J�]���f�;  �,���6�4�æ�J�`�H�����^�
.3�o�Ô���æ�ê�” dot1x credentials �#�`�o�C�^  �&�f�H���!�X
�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

 dot1x credentials profile

no dot1x credentials profile

�t�¥�é.‘�ÿ

�:�H���^�; �,���6�4�é�J�`�H�����^�ê.3�o�Ð���ù�Ö���•

�&�Q�f�<  �U�o�< �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g


ö!ª
��é�����<�\���f �Î�é�,���6�4�
�(�J�]���f�;�æ�Ô���æ�ê�”�Î�é�,���6�4�
���o�.�f�9���$�o�2�ã�Ò�á.3�o�Ô����-Ð�Ç�½
���ù�Ô�•

�� �4�é���â�ê�”�,���6�4�
�(�J�]���f�;�ã�Ò�á.3�o�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config)# dot1x credentials profile

.3�o�
#Õ.z�Ô���æ�ê�” show running-config  $�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

4P1j�&�Q�f�<

profile �(�J�]���f�;  �,���6�4�é�J�`�H�����^�
�0�o�Ò�ù�Ô�•

�]�]�o�, ���•�]�ˆ

12.2(50)SE �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•

�&�Q�f�< .‘�ÿ

cisp enable CISP �
���@�o�I�^�æ�Ò�ù�Ô�•

show cisp  $�o�é���f�2�o�H�����,�é  CISP �±�Ž�
-+$��Ò�ù�Ô�•
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dot1x critical 9Ô�#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f9Õ
dot1x critical 9Ô�#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f9Õ
���"�.�,
�(»�å.z.=�C���D�,�Ï(»9Ô�"�]�9�����^.z.=�ù�Ú�ê  Authentication, Authorization and 
Accounting9ÔAAA; .z.=�”.5���”�������f�9���f�#9Õ�,�Œ�P�]�*�o�ã�ý.��Á9Õ�é�D�\�T�o�2�
.3�o�Ô��
�æ�ê�” dot1x critical �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•�:�H���^�;.3�o�æ�¯
�Ô�æ�ê�”�Î�é�&�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

dot1x critical  { eapol | recovery delay milliseconds} 

no dot1x critical { eapol | recovery delay}

�t�¥�é.‘�ÿ

�:�H���^�; �"�]�9�����^�å�P�o�;�
  critical-authentication �,�9�o�;�æ'Î�Ê�Î�ã�æ���Þ�á.z.=�æ�‘
��Ò�Ú�•�'�æ�”
�,���6�4�ê  EAPOL-Success �T�6�.�o�+�
�N�,�;�æ1M�>�Ò�ù�Ö���•

�]���C�]1ƒ�g�¼4F�ê�” 1000 �R�]$}9Ô 1 $}9Õ�â�Ô�•

�&�Q�f�<  �U�o�< �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g


ö!ª
��é�����<�\���f �"�]�9�����^�å�P�o�;�Ç  critical-authentication �,�9�o�;�æ'Î�Æ���Ú�•�'�” �,���6�4�Ç  EAPOL-Success 
�T�6�.�o�+�
1M�>�Ô�����Á�0�o�Ô���æ�ê�” eapol � �o�b�o�<�

ö!ª�Ò�ù�Ô�•


ö!ª
�(»�å  RADIUS �(�o�C�Ç
ö!ª��(»�æ�å�Þ�Ú�•�'�æ�”�,���6�4�Ç�"�]�9�����^�å�P�o�;�
�c�Ë�¼
{
�Ô���Ú�ü�æ�Ù�Ï�Ô���]���C�]1ƒ�g�¼4F�
.3�o�Ô���æ�ê�” recovery delay milliseconds � �o�b�o�<�

ö!ª
�Ò�ù�Ô�•�:�H���^�;�é�]���C�]1ƒ�g�¼4F�ê  1000 �R�]$}�â�Ô�•�P�o�;�ê�”$}
±
Ï�â�c�Ë�¼
{�â�È�ù�Ô�•

���"�.�,
�(»�å.z.=�C���D�,�
�P�o�;
��â���@�o�I�^�æ�Ô���æ�ê�” dot1x critical  ���f�2�o�H�����,  �&
�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•�,���6�4�Ç�"�]�9�����^�å�P�o�;�æ
����°�á�����"�.
�,  VLAN �
.3�o�Ô���æ�ê�” dot1x critical vlan vlan-id ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f  �&�Q
�f�<�

ö!ª�Ò�ù�Ô�•

�� �4�é���â�ê�”�]���C�]1ƒ�g�¼4F�ã�Ò�á  200 �
�,���6�4�æ.3�o�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch# dot1x critical recovery delay 200

.3�o�
#Õ.z�Ô���æ�ê�” show dot1x  $�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

eapol �,���6�4�æ�����"�]�9�����^�å�P�o�;�Ç  critical-authentication �,
�9�o�;�æ'Î�Æ���Ú�•�'�” EAPOL-Success �T�6�.�o�+�
1M�>�Ô����
�Á�,���6�4�
�0�o�Ò�ù�Ô�•

recovery delay milliseconds �]���C�]1ƒ�g�¼4F9Ô�R�]$}9Õ�
�0�o�Ò�ù�Ô�•�0�o�â�È��%¸�Ð�ê  1 
:*  10000 �R�]$}�â�Ô�•

�]�]�o�, ���•�]�ˆ

12.2(25)SEE �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•
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%Y 2 %(      Catalyst 3560 �,���6�4  Cisco IOS �&�Q�f�<
dot1x critical 9Ô�#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f9Õ
4P1j�&�Q�f�< �&�Q�f�< .‘�ÿ

dot1x critical9Ô���f�2�o�H�����,  �&�f
�H���!�X�_�o�*�Z�f9Õ

���"�.�,
�(»�å.z.=�C���D�,�Ï(»�
���@�o�I�^�æ�Ò�”�Î�é�Ï
(»�æ���"�.�,  VLAN �
.3�o�Ò�ù�Ô�•

show dot1x �0�o�Ò�Ú�P�o�;�é  IEEE 802.1x �,�9�o�2�,�
-+$��Ò�ù�Ô�•
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dot1x critical 9Ô���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f9Õ
dot1x critical 9Ô���f�2�o�H�����,  �&�f�H���!�X�_�o
�*�Z�f9Õ

���"�.�,
�(»�å.z.=�C���D�,�Ï(»9Ô�"�]�9�����^.z.=�ù�Ú�ê  Authentication, Authorization and 
Accounting9ÔAAA; .z.=�”.5���”�������f�9���f�#9Õ�,�Œ�P�]�*�o�ã�ý.��Á9Õ�
���@�o�I�^�æ�Ô���æ
�ê�” dot1x critical ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•�P�o�;�Ç  
critical-authentication �,�9�o�;�æ'Î�Æ���Ú�•�'�æ�”�,���6�4�Ç�"�]�9�����^�å�P�o�;�æ
����°�á�����"
�.�,  VLAN �
.3�o�Ô���Î�ã�ý�â�È�ù�Ô�•�Î�é�Ï(»�
�:���.�o�I�^�æ�Ô���Æ�”�ù�Ú�ê�:�H���^�;�æ�¯�Ô
�æ�ê�”�Î�é�&�Q�f�<�é   no  �»�|�

ö!ª�Ò�ù�Ô�•

dot1x critical  [recovery action reinitialize | vlan vlan-id] 

no dot1x critical [recovery | vlan]

�t�¥�é.‘�ÿ

�:�H���^�; ���"�.�,
�(».z.=�C���D�,�Ï(»�ê�:���.�o�I�^�â�Ô�•

�]���C�]  ���"�*�Z�f�ê.3�o�Ð���á�¿�ù�Ö���•

���"�.�,  VLAN �ê.3�o�Ð���á�¿�ù�Ö���•

�&�Q�f�<  �U�o�< ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g


ö!ª
��é�����<�\���f �P�o�;�Ç  critical-authentication �,�9�o�;�æ'Î�Æ���Ú�•�'�æ�,���6�4�Ç�"�]�9�����^�å�P�o�;�æ
����°
�á�����"�.�,  VLAN �
�0�o�Ô���æ�ê�” vlan vlan-id � �o�b�o�<�

ö!ª�Ò�ù�Ô�•�0�o�Ð���Ú  VLAN �2��
�J�ê�”�4�é�P�o�;  �2���J�æ1¡�'�Ò�á�¿����-Ð�Ç�½���ù�Ô�•

• �"�]�9�����^�å�P�o�;�Ç���"�.�,  �P�o�;�é�•�'�” VLAN �ê���"�.�,  VLAN �â�å�Ì���ë�å���ù�Ö���•

• �"�]�9�����^�å�P�o�;�Ç�J�\���L�o�;  VLAN �é�N�,�;  �P�o�;�â�½���•�'�” VLAN �ê�.���f�3�]  
�J�\���L�o�;  VLAN �â�å�Ì���ë�å���ù�Ö���•

• �"�]�9�����^�å�P�o�;�Ç�^�o�9�6�<  �P�o�;�é�•�'�” VLAN �
�0�o�â�È�ù�Ô9Ô�0�o�ê
›�ç9Õ �•

�"�\�����f�;�â  Windows XP �
$¿
G�Ò�”�"�\�����f�;�Ç�’&ï�Ð���á�¿���"�]�9�����^  �P�o�;�Ç  
critical-authentication �,�9�o�;�â�½���•�'�” Windows XP �ê���f�2�o�H�����,�Ç.z.=�Ð���á�¿�å�¿�Î�ã
�
�Ž�T�Ò�ù�Ô�•

recovery action reinitialize ���"�.�,
�(»�å.z.=�C���D�,�é�]���C�]�Ï(»�
���@�o�I�^�æ�Ò�”
.z.=�(�o�C�Ç
ö!ª��(»�æ�å�Þ�Ú�•�'�æ�]���C�]  ���"�*�Z�f�æ����
�P�o�;�
.z.=�Ô�����Á�0�o�Ò�ù�Ô�•

vlan vlan-id �,���6�4�Ç�"�]�9�����^�å�P�o�;�æ
����°�á���Î�ã�é�â�È�����"
�.�,  VLAN �
�0�o�Ò�ù�Ô�•�0�o�â�È��%¸�Ð�ê  1 :*  4094 �â�Ô�•

�]�]�o�, ���•�]�ˆ

12.2(25)SED �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•

12.2(25)SEE vlan vlan-id � �o�b�o�<�Ç1J
��Ð���ù�Ò�Ú�•
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%Y 2 %(      Catalyst 3560 �,���6�4  Cisco IOS �&�Q�f�<
dot1x critical 9Ô���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f9Õ
Windows XP �"�\�����f�;�â  DHCP �Ç.3�o�Ð���” DHCP �(�o�C�Æ���é  IP ���<�_�,�Ç�½���•�'�”�"�]
�9�����^  �P�o�;�â  EAP .z.=�‘
��T�6�.�o�+�
���>�Ò�á�ý  DHCP .3�o�J�`�.�,�
�c�Ë�¼
{�Ò�ù�Ö���•

���"�.�,
�(».z.=�C���D�,�Ï(»�Å���î�Ù4¢  VLAN �
  IEEE 802.1x �P�o�;
��æ.3�o�â�È�ù�Ô�•�,���6�4
�Ç�Ù4¢
ƒ�È  VLAN �â�"�]�9�����^  �P�o�;�é�c.z.=�
.\-��Ò�” RADIUS �(�o�C�Ç�Ô�ô�á
ö!ª�â�È�å�¿�•
�'�”�P�o�;�é A���ê�"�]�9�����^.z.=�,�9�o�;�æ$–-��Ò�”�P�o�;�ê�Ù4¢
ƒ�È  VLAN �é�ù�ù�ã�å���ù�Ô�•

���"�.�,
�(».z.=�C���D�,�Ï(»�ã�P�o�;  �.� �X�]�9���ê�”�+�Ó�,���6�4  �P�o�;�æ.3�o�â�È�ù�Ô�•

�� �4�é���â�ê�”�P�o�;�é���"�.�,
�(».z.=�C���D�,�Ï(»�
���@�o�I�^�æ�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch# configure terminal  
Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)# interface gigabitethernet0/3
Switch(config-if)# dot1x critical
Switch(config-if)# end
Switch(config)# end
Switch#

.3�o�
#Õ.z�Ô���æ�ê�” show dot1x [interface interface-id]  $�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

4P1j�&�Q�f�< �&�Q�f�< .‘�ÿ

dot1x critical9Ô�#�`�o�C�^  �&�f�H��
�!�X�_�o�*�Z�f9Õ

�,���6�4
��â�”���"�.�,
�(»�å.z.=�C���D�,�Ï(»�é�D�\�T�o
�2�
.3�o�Ò�ù�Ô�•

show dot1x [interface interface-id] �0�o�Ò�Ú�P�o�;�é  IEEE 802.1x �,�9�o�2�,�
-+$��Ò�ù�Ô�•
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%Y 2 %(      Catalyst 3560 �,���6�4  Cisco IOS �&�Q�f�<
dot1x default
dot1x default
IEEE 802.1x �D�\�T�o�2�
�:�H���^�;�o�æ�]�.�6�;�Ô���æ�ê�” dot1x default ���f�2�o�H�����,  �&�f
�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

dot1x default

�t�¥�é.‘�ÿ �Î�é�&�Q�f�<�æ�ê�”�•�™�ù�Ú�ê� �o�b�o�<�ê�½���ù�Ö���•

�:�H���^�; �:�H���^�;�o�ê�4�é�ã�Å���â�Ô�•

• �P�o�;
±
Ï�é  IEEE 802.1x �J�`�;�&�^�é���@�o�I�^  �,�9�o�;�ê�:���.�o�I�^�â�Ô
9Ôforce-authorized9Õ�•

• �c.z.=�é.\-�4F4Ò�é$}�™�ê  3600 $}�â�Ô�•

• �o�¼"›�å�c.z.=�ê�:���.�o�I�^�â�Ô�•

• �Ù�Ï�(4F�ê  60 $}�â�Ô�•

• �c1M�>�(4F�ê  30 $}�â�Ô�•

• �¨�"�c1M�>�Á�™�ê�” 2 �Á�â�Ô�•

• �N�,�;  �U�o�<�ê�*�f�#�^  �N�,�;�â�Ô�•

• �"�\�����f�;�é�2���S�����;�(4F�ê  30 $}�â�Ô�•

• .z.=�(�o�C�é�2���S�����;�(4F�ê  30 $}�â�Ô�•

�&�Q�f�<  �U�o�< ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g

�� �4�é���â�ê�”�P�o�;
��é  IEEE 802.1x �D�\�T�o�2�
�]�.�6�;�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config-if)# dot1x default

.3�o�
#Õ.z�Ô���æ�ê�” show dot1x [interface interface-id]  $�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

4P1j�&�Q�f�<

�]�]�o�, ���•�]�ˆ

12.1(19)EA1 �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•

�&�Q�f�< .‘�ÿ

show dot1x [interface interface-id] �0�o�Ò�Ú�P�o�;�é  IEEE 802.1x �,�9�o�2�,�
-+$��Ò�ù�Ô�•
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dot1x fallback
dot1x fallback
IEEE 802.1x .z.=�
�(�P�o�;�Ò�å�¿�"�\�����f�;�æ�»�Ò�” Web .z.=�
�H���o�^�C�6�"�Ç�|�ã�Ò�á
ö!ª�Ô
�����Á�æ�P�o�;�
.3�o�Ô���æ�ê�” dot1xfallback ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<
�

ö!ª�Ò�ù�Ô�•�:�H���^�;.3�o�æ�¯�Ô�æ�ê�”�Î�é�&�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

dot1x fallback profile

no dot1x fallback

�t�¥�é.‘�ÿ

�:�H���^�; �H���o�^�C�6�"�ê���@�o�I�^�â�ê�½���ù�Ö���•

�&�Q�f�<  �U�o�< ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g


ö!ª
��é�����<�\���f �Î�é�&�Q�f�<�
�I
��Ô���è�æ�”�,���6�4�â  dot1x port-control auto ���f�2�o�H�����,  �&�f�H���!�X
�_�o�*�Z�f  �&�Q�f�<�
�I
��Ô����-Ð�Ç�½���ù�Ô�•

�� �4�é���â�ê�” IEEE 802.1x .z.=!ª�æ.3�o�Ð���á�¿���,���6�4  �P�o�;�æ�H���o�^�C�6�"  �J�`�H�����^�

�0�o�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch# configure terminal  
Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)# interface gigabitethernet0/3
Switch(config-if)# dot1x fallback profile1
Switch(config-fallback-profile)# exit
Switch(config)# end

.3�o�
#Õ.z�Ô���æ�ê�” show dot1x [interface interface-id]  $�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

4P1j�&�Q�f�<

profile IEEE 802.1x .z.=�
�(�P�o�;�Ò�á�¿�å�¿�"�\�����f�;�é�H���o�^�C�6�"  �J�`
�H�����^�
�0�o�Ò�ù�Ô�•

�]�]�o�, ���•�]�ˆ

12.2(35)SE �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•

�&�Q�f�< .‘�ÿ

show dot1x [interface interface-id] �0�o�Ò�Ú�P�o�;�é  IEEE 802.1x �,�9�o�2�,�
-+$��Ò�ù�Ô�•

fallback profile Web .z.=�é�H���o�^�C�6�"  �J�`�H�����^�

Þ�‘�Ò�ù�Ô�•

ip admission �P�o�;�â  Web .z.=�
���@�o�I�^�æ�Ò�ù�Ô�•

ip admission name proxy http �,���6�4�â  Web .z.=�
�#�`�o�C�^�æ���@�o�I�^�æ�Ò�ù�Ô�•
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dot1x guest-vlan
dot1x guest-vlan
���"�9���I�å  VLAN �
  IEEE 802.1x �é�%�,�;  VLAN �ã�Ò�á�0�o�Ô���æ�ê�” dot1x guest-vlan ���f�2�o
�H�����,  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•�:�H���^�;.3�o�æ�¯�Ô�æ�ê�”�Î�é�&�Q�f�<
�é  no �»�|�

ö!ª�Ò�ù�Ô�•

dot1x guest-vlan vlan-id

no dot1x guest-vlan

�t�¥�é.‘�ÿ

�:�H���^�; �%�,�;  VLAN �ê.3�o�Ð���á�¿�ù�Ö���•

�&�Q�f�<  �U�o�< ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g


ö!ª
��é�����<�\���f �4�é�¿�Õ���Æ�é�,���6�4�P�o�;�æ�%�,�;  VLAN �
.3�o�â�È�ù�Ô�•

• 5V�J�\���L�o�;  VLAN �æ�û�Ô���,�2�9���6�"���"�.�,  �P�o�;�•

• �.���f�3�]  �J�\���L�o�;  VLAN �æ�û�Ô���J�\���L�o�;  VLAN �P�o�;�•�,���6�4  �P�o�;�æ�’&ï�Ð
�����Ô�ô�á�é�N�,�;�ê�”%5�Ã A���é�w�°�H�é.O���æ�‘
��Ò�Ú�Æ�ä�Á�Æ�æ�Æ�Æ�
���Õ�”�J�\���L�o�;  
VLAN �æ
����°�á�����ù�Ô�•�,���6�4�Ç�”�,���6�4�é�J�\���Q�]�Å���î�.���f�3�]  �J�\���L�o�;  
VLAN �é�»��
ƒ�Ì�

ö!ª�Ò�á�J�\���Q�]  �J�\���L�o�;  VLAN �
�Í�Î�Ò�ù�Ô�•

�,���6�4�é  IEEE 802.1x �P�o�;�Ï�ã�æ�%�,�;  VLAN �
.3�o�Ò�á�” û�÷  IEEE 802.1x .z.=�
�s-��Ò�á�¿
�å�¿�"�\�����f�;9Ô�,���6�4�æ�’&ï�Ð���á�¿���:�C���,�ù�Ú�ê�b�o�"�,�9�o�*�Z�f9Õ�ó�é�(�o�F�,�
�Ù
4¢�â�È�ù�Ô�•�Î�Á�Ò�Ú�Y�o�)�ê  IEEE 802.1x .z.=�é�Ú�ü�æ�*�,�9�S�
���6�J�#�_�o�<�â�È�ù�Ô�Ç�”
Windows 98 �*�,�9�S�å�ä�é�N�,�;�â�ê  IEEE 802.1x �æ�»���â�È�ù�Ö���•

IEEE 802.1x �P�o�;�â�%�,�;  VLAN �
���@�o�I�^�æ�Ò�Ú�•�'�” .z.=�(�o�C�Ç  Extensible Authentication 
Protocol over LAN9ÔEAPOL9ÕRequest/Identity �H�_�o�S�æ�»�Ô����%u�
���>�Ò�å�¿�ã�”�½���¿�ê  
EAPOL �D�$�6�;�Ç�"�\�����f�;�Æ��1M�>�Ð���å�¿�ã�”�,���6�4�â�ê�"�\�����f�;�
�%�,�;  VLAN �æ

����°�á�ù�Ô�•

�,���6�4�â�ê�” EAPOL �D�$�6�;���g�Ç&ý�,�Ð���ù�Ô�•�]�f�"�é�=&ï
��æ���f�2�o�H�����,�â�Î�é  
EAPOL �D�$�6�;�Ç���´�Ð�����ã�”�%�,�;  VLAN �é�Ï(»�Ç�:���.�o�I�^�æ�å���ù�Ô�•�P�o�;�Ç�Ô�â�æ
�%�,�;  VLAN �,�9�o�;�æ�½���•�'�”�P�o�;�ê�u.5���,�9�o�;�æ�¯���”.z.=�Ç�c4?�Ð���ù�Ô�• EAPOL 
���g�ê�]�f�"�é�Ê�,�â�]�.�6�;�Ð���ù�Ô�•

 vlan-id ���"�9���I  VLAN �
  IEEE 802.1x �%�,�;  VLAN �ã�Ò�á�0�o�Ò�ù�Ô�• �0�o�â�È
��%¸�Ð�ê  1 :*  4094 �â�Ô�•

�]�]�o�, ���•�]�ˆ

12.1(19)EA1 �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•

12.2(25)SE �Î�é�&�Q�f�<�ê�”�:�H���^�;�é�%�,�;  VLAN �é
G
Þ�
���Ã�����Á�æ���•�Ð
���ù�Ò�Ú�•
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%Y 2 %(      Catalyst 3560 �,���6�4  Cisco IOS �&�Q�f�<
dot1x guest-vlan
Cisco IOS Release 12.2(25)SE �����è�é�,���6�4�â�ê�” EAPOL �D�$�6�;���g�
�;�,�Ò�á�¿�å�Æ�Þ�Ú�Ú
�ü�”���f�2�o�H�����,�â  EAPOL �D�$�6�;�Ç���´�Ð���Ú�Æ�ä�Á�Æ�æ4P�%�å�Ê�”�%�,�;  VLAN �ó�é.z.=
���"�.�,�æ�,�Œ�Ò�Ú�"�\�����f�;�
.5���Ò�ù�Ò�Ú�• Cisco IOS Release 12.2(25)SE �â�”�Î�é���J�*�Z�f
�é
G
Þ�
���@�o�I�^�æ�Ô���æ�ê�” dot1x guest-vlan supplicant �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&
�Q�f�<�

ö!ª�Ò�ù�Ô�•

�Ú�Û�Ò�” Cisco IOS Release 12.2(25)SEE �â�ê�” dot1x guest-vlan supplicant �#�`�o�C�^  �&�f�H���!�X
�_�o�*�Z�f  �&�Q�f�<�ê�Ô�â�æ�(�P�o�;�Ð���á�¿�ù�Ö���• dot1x auth-fail vlan vlan-id ���f�2�o�H�����,  
�&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�
�I
��Ô���ã�”�Ù4¢  VLAN �

ö!ª�Ò�á�”.z.=�æ�,�Œ�Ò�Ú�"�\�����f
�;�æ�@�6�;�b�o�"  ���"�.�,�

��Ã���Î�ã�Ç�â�È�ù�Ô�•

�,���6�4  �P�o�;�Ç�%�,�;  VLAN �æ$–-��Ô���ã�” IEEE 802.1x 5V�»���"�\�����f�;�ê�¿�Ê�ß�â�ý���"�.
�,�Ç.5���Ð���ù�Ô�• IEEE 802.1x �»���"�\�����f�;�Ç�”�%�,�;  VLAN �
.3�o�Ò�á�¿���P�o�;�ã�+�Ó
�P�o�;�æ
��I�Ô���ã�”�P�o�;�ê  RADIUS .3�o  VLAN �ù�Ú�ê�Y�o�).3�o���"�.�,  VLAN �â�ê�u.5���,
�9�o�;�æ$–-��Ò�”.z.=�Ç�c4?�Ð���ù�Ô�•

�%�,�;  VLAN �ê�” �*�f�#�^�N�,�;  �U�o�<�ã�Q�^�4�N�,�;  �U�o�<�é  IEEE 802.1x �P�o�;�â�(�P�o�;�Ð��
�ù�Ô�•

Remote Switched Port Analyzer9ÔRSPAN9ÕVLAN �”�J�\���Q�]  �J�\���L�o�;  VLAN �”�ù�Ú�ê5¸�ÿ  
VLAN 
•���é���"�9���I�å�Ô�ô�á�é  VLAN �ê�” IEEE 802.1x �é�%�,�;  VLAN �ã�Ò�á.3�o�â�È�ù�Ô�•�%
�,�;  VLAN �é�Ï(»�ê�”�]1ñ  VLAN 9Ô�^�o�9�6�<  �P�o�;9Õ�ù�Ú�ê�;�\�f�"  �P�o�;
��â�ê�(�P�o�;�Ð��
�ù�Ö���•�(�P�o�;�Ð�����é�ê���"�.�,  �P�o�;�é�ú�â�Ô�•

DHCP �"�\�����f�;�Ç�’&ï�Ð���á�¿��  IEEE 802.1x �P�o�;�é�%�,�;  VLAN �
.3�o�Ò�Ú�½�ã�” DHCP 
�(�o�C�Æ���N�,�;  IP ���<�_�,�
���ç�Ô����-Ð�Ç�½���ù�Ô�•�"�\�����f�;
��é  DHCP �J�`�.�,�Ç�(4F�¾
���ã�å��  DHCP �(�o�C�Æ���N�,�;  IP ���<�_�,�
���ç�Ò���Á�ã�Ô���è�æ�” �,���6�4
��é  IEEE 802.1x .z
.=�J�`�.�,�
�c/à
G�Ô��.3�o�
���•�â�È�ù�Ô�• IEEE 802.1x .z.=�J�`�.�,�é.3�o�
�ë���Ò�ù�Ô9Ô dot1x 
timeout quiet-period �Å���î  dot1x timeout tx-period ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f  �&�Q
�f�<9Õ�•.3�o�é�ë�Ë2‚�ê�”�’&ï�Ð���Ú  IEEE 802.1x �"�\�����f�;�é�2���J�æ���Þ�á!ã�å���ù�Ô�•

�,���6�4�ê  MAC .z.=�C���D�, �
�(�P�o�;�Ò�ù�Ô�• MAC .z.=�C���D�,�ê  IEEE 802.1x �P�o�;�â���@�o
�I�^�é�•�'�”�,���6�4�ê�” EAPOL �T�6�.�o�+
d�µ�
�Ù�Ï�Ò�á�¿��4F�æ  IEEE 802.1x .z.=�Ç�¼4¢�¾���æ
�å���ã�”�"�\�����f�;�é  MAC ���<�_�,�æ�n�à�¿�á�"�\�����f�;�
.5���â�È�ù�Ô�•�,���6�4�ê�” IEEE 
802.1x �P�o�;
��é�"�\�����f�;�
���´�Ò�Ú�½�ã�â�”�"�\�����f�;�Æ���é���o�(�@�6�;  �D�$�6�;�
�Ù�Ï
�Ò�ù�Ô�•�,���6�4�ê�” MAC ���<�_�,�æ�n�à�¿�Ú�Y�o�)�,�Å���î�D�,�b�o�<�
�,�ß  
RADIUS-access/request �H�_�o�S�
.z.=�(�o�C�æ1M�>�Ò�ù�Ô�•.z.=�æ�‘
��Ô���ã�”�,���6�4�ê�"�\����
�f�;�æ�@�6�;�b�o�"�ó�é���"�.�,�
.5���Ò�ù�Ô�•.z.=�æ�,�Œ�Ô���ã�”�,���6�4�ê�P�o�;�æ�%�,�;  
VLAN �

����°�á�ù�Ô9Ô�0�o�Ð���á�¿�å�¿�•�'9Õ �•.f&¦�æ�ß�¿�á�ê�”�0�H�;������  �&�f�H���!�X�_�o
�*�Z�f  �����<�é�Ÿ Configuring IEEE 802.1x Port-Based Authentication� �é%(�é�Ÿ Using IEEE 802.1x 
Authentication with MAC Authentication Bypass� �

ó�–�Ò�á�Ê�Û�Ð�¿�•

�� �4�é���â�ê�” VLAN 5 �
  IEEE 802.1x �%�,�;  VLAN �ã�Ò�á�0�o�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config-if)# dot1x guest-vlan 5

�4�é���â�ê�”�,���6�4�é�Ù�Ï�(4F�
  3 $}�æ.3�o�Ò�”�,���6�4�Ç  EAP-Request/Identity �H�_�o�S�æ�»�Ô
���"�\�����f�;�Æ���é��%u�
�Ù�Ü�”-Ð�Þ�
�c1M�>�Ô���ù�â�é$}�™�
  15 �æ.3�o�Ô���Ç�:�”�Å���î  IEEE 
802.1x �P�o�;�Ç  DHCP �"�\�����f�;�æ�’&ï�Ð���á�¿���ã�È�æ  VLAN 2 �
  IEEE 802.1x �%�,�;  VLAN 
�ã�Ò�á���@�o�I�^�æ�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config-if)#  dot1x timeout quiet-period 3
Switch(config-if)#  dot1x timeout tx-period 15
Switch(config-if)#  dot1x guest-vlan 2
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%Y 2 %(      Catalyst 3560 �,���6�4  Cisco IOS �&�Q�f�<
dot1x guest-vlan
�4�é���â�ê�”���J�*�Z�f�é�%�,�;  VLAN �é
G
Þ�
���@�o�I�^�æ�Ò�” VLAN 5 �
  IEEE 802.1x �%�,�;  
VLAN �ã�Ò�á�0�o�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config)# dot1x guest-vlan supplicant
Switch(config)# interface gigabitethernet0/3
Switch(config-if)# dot1x guest-vlan 5

.3�o�
#Õ.z�Ô���æ�ê�” show dot1x [interface interface-id]  $�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

4P1j�&�Q�f�< �&�Q�f�< .‘�ÿ

dot1x ���J�*�Z�f�é�%�,�;  VLAN �é�(�J�]���f�;�Ï(»�
���@�o�I
�^�æ�Ò�ù�Ô�•

show dot1x [interface interface-id] �0�o�Ò�Ú�P�o�;�é  IEEE 802.1x �,�9�o�2�,�
-+$��Ò�ù�Ô�•
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%Y 2 %(      Catalyst 3560 �,���6�4  Cisco IOS �&�Q�f�<
dot1x host-mode
dot1x host-mode
IEEE 802.1x .5���P�o�;
��â�”
±	û�N�,�;9Ô�"�\�����f�;9Õ�ù�Ú�ê-„�™�é�N�,�;�
.5���Ô���æ�ê�”
dot1x host-mode ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�• IEEE 802.1x .5
���P�o�;
��â�”�Q�^�4�<�T���f.z.=9Ô MDA 9Õ�
���@�o�I�^�æ�Ô���æ�ê�” multi-domain  � �o�b�o�<�


ö!ª�Ò�ù�Ô�•�:�H���^�;.3�o�æ�¯�Ô�æ�ê�”�Î�é�&�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

dot1x host-mode {multi-host | single-host | multi-domain}

no dot1x host-mode [multi-host | single-host | multi-domain}

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�ê�”�*�f�#�^�N�,�;  �U�o�<�â�Ô�•

�&�Q�f�<  �U�o�< ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g


ö!ª
��é�����<�\���f �Î�é�&�Q�f�<�

ö!ª�Ô���ã�” IEEE 802.1x �»���P�o�;�

±	û�é�"�\�����f�;�æ4¢�o�Ò�Ú���”-„�™�é�"�\
�����f�;�
  IEEE 802.1x �»���P�o�;�æ�’&ï�Ò�Ú���Ô���Î�ã�Ç�â�È�ù�Ô�•�Q�^�4�N�,�;  �U�o�<�â�ê�”�’
&ï�Ð���Ú�N�,�;�é  1 �ß�Ç.5���Ð�����Û�Ì�â�”�Ô�ô�á�é�N�,�;�é�@�6�;�b�o�"  ���"�.�,�Ç.5���Ð���ù�Ô�•
�P�o�;�Ç�u.5���,�9�o�;�æ�å�Þ�Ú�•�'9Ô�c.z.=�Ç�,�Œ�Ò�Ú�•�'�”�ù�Ú�ê  Extensible Authentication 
Protocol over LAN [EAPOL]-logoff �T�6�.�o�+�
���>�Ò�Ú�•�'9Õ�æ�ê�”�’&ï�Ð���Ú�Ô�ô�á�é�"�\����
�f�;�Ç�@�6�;�b�o�"  ���"�.�,�
���8�Ð���ù�Ô�•

�P�o�;�â  MDA �
���@�o�I�^�æ�Ô���æ�ê�” multi-domain  � �o�b�o�<�

ö!ª�Ò�ù�Ô�• MDA �ê�P�o�;�

�:�o�2  �<�T���f�ã5¸�ÿ�<�T���f�é
��Ç�æ�½
��Ò�ù�Ô�• MDA �æ�����”�:�o�2-]'Î�ã  IP Phone �å�ä�é5¸
�ÿ-]'Î9Ô�*�,�&-~� �ù�Ú�ê�*�,�&
•���é-~� 9Õ�é
��Ç�Ç�+�Ó  IEEE 802.1x �»���P�o�;
��â.5���Ð���ù
�Ô�•

�Î�é�&�Q�f�<�
�I
��Ô���è�æ�”�0�o�é�P�o�;�â  dot1x port-control  ���f�2�o�H�����,  �&�f�H���!�X
�_�o�*�Z�f  �&�Q�f�<�Ç  auto �æ.3�o�Ð���á�¿���Î�ã�
#Õ.z�Ò�ù�Ô�•

�� �4�é���â�ê�” IEEE 802.1x .z.=�
�#�`�o�C�^�æ���@�o�I�^�æ�Ò�á�”�P�o�;�é  IEEE 802.1x .z.=�
���@�o
�I�^�æ�Ò�”�Q�^�4�N�,�;  �U�o�<�
���@�o�I�^�æ�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config)# dot1x system-auth-control
Switch(config)# interface gigabitethernet0/3
Switch(config-if)# dot1x port-control auto
Switch(config-if)# dot1x host-mode multi-host

multi-host �,���6�4�é�Q�^�4�N�,�;  �U�o�<�
���@�o�I�^�æ�Ò�ù�Ô�•

single-host �,���6�4�é�*�f�#�^�N�,�;  �U�o�<�
���@�o�I�^�æ�Ò�ù�Ô�•

multi-domain �,���6�4  �P�o�;�â  MDA �
���@�o�I�^�æ�Ò�ù�Ô�•

�]�]�o�, ���•�]�ˆ

12.1(19)EA1 �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•

12.2(35)SE multi-domain  � �o�b�o�<�Ç1J
��Ð���ù�Ò�Ú�•
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%Y 2 %(      Catalyst 3560 �,���6�4  Cisco IOS �&�Q�f�<
dot1x host-mode
�4�é���â�ê�” IEEE 802.1x .z.=�
�#�`�o�C�^�æ���@�o�I�^�æ�Ò�” IEEE 802.1x .z.=�
���@�o�I�^�æ�Ò�”
�0�o�Ò�Ú�P�o�;�â  MDA �
���@�o�I�^�æ�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config)# dot1x system-auth-control
Switch(config)# interface gigabitethernet0/3
Switch(config-if)# dot1x port-control auto
Switch(config-if)# dot1x host-mode multi-domain

.3�o�
#Õ.z�Ô���æ�ê�” show dot1x [interface interface-id]  $�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

4P1j�&�Q�f�< �&�Q�f�< .‘�ÿ

show dot1x [interface interface-id] �0�o�Ò�Ú�P�o�;�é  IEEE 802.1x �,�9�o�2�,�
-+$��Ò�ù�Ô�•
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%Y 2 %(      Catalyst 3560 �,���6�4  Cisco IOS �&�Q�f�<
dot1x initialize
dot1x initialize
�P�o�;
��â�Â�Ò�Ê.z.=�.�6�*�Z�f�
4?�Ž�Ô���è�æ�”�0�o�é  IEEE 802.1x �»���P�o�;�
�»
G�â�u.5���,
�9�o�;�æ�¯�Ô�æ�ê�” dot1x initialize  $�­  EXEC �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

dot1x initialize [interface interface-id]

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<  �U�o�<  $�­  EXEC 

�&�Q�f�<���g


ö!ª
��é�����<�\���f �Î�é�&�Q�f�<�ê�” IEEE 802.1x �,�9�o�;  �Q�*�f�
�Ë�¼
{�Ò�”�Â�Ú�å.z.=!c�º�
.3�o�Ò�ù�Ô�•�Î�é�&�Q
�f�<�
�I
��Ò�Ú�½�ã�”�P�o�;�é A���ê�u.5���æ�å���ù�Ô�•

�Î�é�&�Q�f�<�æ�ê�” no �»�|�ê�½���ù�Ö���•

�� �4�é���â�ê�”�P�o�;�
�»
G�â�Ë�¼
{�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch# dot1x initialize interface gigabitethernet01/2

�P�o�;  �,�9�o�2�,�Ç�u.5���æ�å�Þ�á�¿���Î�ã�
#Õ.z�Ô���æ�ê�” show dot1x [interface interface-id]  $
�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

4P1j�&�Q�f�<

interface interface-id 9Ô
›�ç9Õ�P�o�;�
�Ë�¼
{�Ò�ù�Ô�•

�]�]�o�, ���•�]�ˆ

12.1(19)EA1 �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•

�&�Q�f�< .‘�ÿ

show dot1x [interface interface-id] �0�o�Ò�Ú�P�o�;�é  IEEE 802.1x �,�9�o�2�,�
-+$��Ò�ù�Ô�•
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%Y 2 %(      Catalyst 3560 �,���6�4  Cisco IOS �&�Q�f�<
dot1x mac-auth-bypass
dot1x mac-auth-bypass
MAC .z.=�C���D�,�Ï(»�
���@�o�I�^�æ�Ô���æ�ê�” dot1x mac-auth-bypass ���f�2�o�H�����,  �&�f�H��
�!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�• MAC .z.=�C���D�,�Ï(»�
�:���.�o�I�^�æ�Ô���æ�ê�”�Î�é�&�Q
�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

dot1x mac-auth-bypass [eap | timeout inactivity  value] 

no dot1x mac-auth-bypass

�t�¥�é.‘�ÿ

�:�H���^�; MAC .z.=�C���D�,�ê�:���.�o�I�^�â�Ô�•

�&�Q�f�<  �U�o�< ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g


ö!ª
��é�����<�\���f  $�æ.%0¿�Ç�å�¿4¢���” MAC .z.=�C���D�,�Ï(»�é
ö!ª
��é�����<�\���f�ê  IEEE 802.1x .z.=�é
ö!ª
��é
�����<�\���f�ã�+�Ó�â�Ô�•

�P�o�;�Ç  MAC ���<�_�,�â.z.=�Ð���Ú�½�ã�â�”�P�o�;�Æ��  MAC .z.=�C���D�,�Ï(»�
�:���.�o�I�^�æ�Ò
�Ú�•�'�”�P�o�;  �,�9�o�;�æ�ê�Ç5À�½���ù�Ö���•

�P�o�;�Ç�Â.5���,�9�o�;�â�½���”�"�\�����f�;  MAC ���<�_�,�Ç.z.=�(�o�C  �:�o�2�L�o�,�æ�å�¿�•�'�”
�P�o�;�ê�Â.5���,�9�o�;�é�ù�ù�â�Ô�•�Ú�Û�Ò�”�"�\�����f�;  MAC ���<�_�,�Ç�:�o�2�L�o�,�æ1J
��Ð��
���ã�”�,���6�4�ê  MAC .z.=�C���D�,�Ï(»�

ö!ª�Ò�á�P�o�;�
�c.z.=�â�È�ù�Ô�•

�P�o�;�Ç.z.=�,�9�o�;�æ�å�¿�•�'�”�c.z.=�Ç-��
�����ù�â�P�o�;�ê�Î�é�,�9�o�;�
&ý�,�Ò�ù�Ô�•

�]�f�"�é�\���H�2���S
��æ  EAPOL �D�$�6�;�Ç���f�2�o�H�����,
��â���´�Ð���Ú�•�'�”�,���6�4�ê�”�Ø
�é���f�2�o�H�����,�æ�’&ï�Ð���á�¿���:�C���,�Ç  IEEE 802.1x �»���(�J�]���f�;�â�½���Î�ã�
#Õ.z�Ò�”

9ÔMAC .z.=�C���D�,�Ï(»�â�ê�å�Ê9Õ IEEE 802.1x .z.=�

ö!ª�Ò�á���f�2�o�H�����,�
.z.=�Ò�ù�Ô�•

MAC .z.=�C���D�,�â.z.=�Ð���Ú�"�\�����f�;�ê�c.z.=�â�È�ù�Ô�•

MAC .z.=�C���D�,�Å���î  IEEE 802.lx .z.=�é"ç
U
Þ!ª�é.f&¦�æ�ß�¿�á�ê�”�0�H�;������  �&�f�H���!�X
�_�o�*�Z�f  �����<�é�Ÿ Configuring IEEE 802.1x Port-Based Authentication� �é%(�é�Ÿ Understanding 
IEEE 802.1x Authentication with MAC Authentication Bypass� �Å���î�Ÿ IEEE 802.1x Authentication 
Configuration Guidelines� �

ó�–�Ò�á�Ê�Û�Ð�¿�•

eap 9Ô
›�ç9Õ.z.=�æ Extensible Authentication Protocol9ÔEAP9Õ�

ö!ª�Ô�����Á�,
���6�4�
.3�o�Ò�ù�Ô�•

timeout inactivity 
value

9Ô
›�ç9Õ�’&ï�Ð���Ú�N�,�;�Ç�u.5���,�9�o�;�æ�å���è�æ5V���"�9���I�â�½��$}
�™�
.3�o�Ò�ù�Ô�•�0�o�â�È��%¸�Ð�ê  1 :*  65535 �â�Ô�•

�]�]�o�, ���•�]�ˆ

12.2(25)SEE �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•

12.2(35)SE timeout activity value � �o�b�o�<�Ç1J
��Ð���ù�Ò�Ú�•
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%Y 2 %(      Catalyst 3560 �,���6�4  Cisco IOS �&�Q�f�<
dot1x mac-auth-bypass
�� �4�é���â�ê�” MAC .z.=�C���D�,�
���@�o�I�^�æ�Ò�”.z.=�æ  EAP �

ö!ª�Ô�����Á�,���6�4�
.3�o�Ô��
�Ç�:�
$��Ò�ù�Ô�•

Switch(config-if)# dot1x mac-auth-bypass eap

�4�é���â�ê�” MAC .z.=�C���D�,�
���@�o�I�^�æ�Ò�”�’&ï�Ð���Ú�N�,�;�Ç  30 $}4F5V���"�9���I�â�½��
�•�'�æ�2���S�����;�
.3�o�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config-if)# dot1x mac-auth-bypass timeout inactivity 30

.3�o�
#Õ.z�Ô���æ�ê�” show dot1x [interface interface-id]  $�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

4P1j�&�Q�f�< �&�Q�f�< .‘�ÿ

show dot1x [interface 
interface-id]

�0�o�Ò�Ú�P�o�;�é  IEEE 802.1x �,�9�o�2�,�
-+$��Ò�ù�Ô�•
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%Y 2 %(      Catalyst 3560 �,���6�4  Cisco IOS �&�Q�f�<
dot1x max-reauth-req
dot1x max-reauth-req
�P�o�;�Ç�u.5���,�9�o�;�æ���
���ù�â�æ�”�,���6�4�Ç.z.=�J�`�.�,�
�c/à
G�Ô��
�4¢�Á�™�
.3�o�Ô���æ
�ê�” dot1x max-reauth-req ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•�:�H��
�^�;.3�o�æ�¯�Ô�æ�ê�”�Î�é�&�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

dot1x max-reauth-req count

no dot1x max-reauth-req

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�ê  2 �Á�â�Ô�•

�&�Q�f�<  �U�o�< ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g


ö!ª
��é�����<�\���f �Î�é�&�Q�f�<�é�:�H���^�;�o�ê�”�]�f�"�é�>5ì�H�Ç
Ð
��Ò�Ú�•�'�ÿ�” $�o�é�"�\�����f�;�Å���î.z.=
�(�o�C�é
G
Þ�æ�ç5ô�Ç�½���•�'�å�ä�”!ã�ñ�å A�+�æ�»�Ô��.ž�›�
-��Á��-Ð�Ç�½���ã�È�æ4¢�Þ�á���•�Ò�á
�Ê�Û�Ð�¿�•

�� �4�é���â�ê�”�P�o�;�Ç�u.5���,�9�o�;�æ$–-��Ô���è�æ�”�,���6�4�Ç.z.=�J�`�.�,�
�c/à
G�Ô���Á�™�
  4 
�æ.3�o�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config-if)# dot1x max-reauth-req 4

.3�o�
#Õ.z�Ô���æ�ê�” show dot1x [interface interface-id]  $�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

count �,���6�4�Ç.z.=�J�`�.�,�
4?�Ž�Ô���Ú�ü�æ  EAPOL-Identity-Request �H�_�o�S
�
�c1M�>�Ô���Á�™�
.3�o�Ò�ù�Ô�•�Î�é�Á�™�
/å�Ã���ã�”�P�o�;�Ç�u.5���,�9�o
�;�æ$–-��Ò�ù�Ô�• 802.1x 5V�»���:�C���,�Ç�P�o�;�æ�’&ï�Ð���á�¿���•�'�”�,
���6�4�ê�”�:�H���^�;�â  2 �Á.z.=.\-��
�c.\-��Ò�ù�Ô�•�P�o�;�æ�%�,�;  
VLAN �Ç.3�o�Ð���á�¿���•�'�ê�” 2 �Á�é�c.z.=.\-��é�ß�”�:�H���^�;�â�”�P�o
�;�ê�%�,�;  VLAN �æ�»�Ò�á.5���Ð���ù�Ô�•�0�o�â�È��%¸�Ð�ê  1 :*  10 �â�Ô�•�:
�H���^�;�o�ê  2 �â�Ô�•

�]�]�o�, ���•�]�ˆ

12.2(18)SE �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•

12.2(25)SEC count %¸�Ð�Ç���•�Ð���ù�Ò�Ú�•
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%Y 2 %(      Catalyst 3560 �,���6�4  Cisco IOS �&�Q�f�<
dot1x max-reauth-req
4P1j�&�Q�f�< �&�Q�f�< .‘�ÿ

dot1x max-req �,���6�4�Ç.z.=�J�`�.�,�
�c/à
G�Ô���è�æ�” EAP �H�_�o�S�
.z.=�(�o�C�æ
1M�>�Ô���¨7��Á�™�
.3�o�Ò�ù�Ô9Ô��%u�
���>�Ò�å�¿�ã
’�o9Õ �•

dot1x timeouttx-period �,���6�4�Ç  EAP-Request/Identity �H�_�o�S�æ�»�Ô���"�\�����f�;�Æ���é��
%u�
�Ù�Ü�”-Ð�Þ�
�c1M�>�Ô���ù�â�é$}�™�
.3�o�Ò�ù�Ô�•

show dot1x [interface 
interface-id]

�0�o�Ò�Ú�P�o�;�é  IEEE 802.1x �,�9�o�2�,�
-+$��Ò�ù�Ô�•
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%Y 2 %(      Catalyst 3560 �,���6�4  Cisco IOS �&�Q�f�<
dot1x max-req
dot1x max-req
�,���6�4�Ç.z.=�J�`�.�,�
�c�Ž
G�Ô���è�æ�” Extensible Authentication Protocol9ÔEAP9Õ�H�_�o�S�
.z
.=�(�o�C�Æ���"�\�����f�;�æ1M�>�Ô���¨�"�Á�™�
.3�o�Ô���æ�ê9Ô��%u�
���>�Ò�å�¿�Î�ã�Ç�è�­9Õ dot1x 
max-req ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•�:�H���^�;.3�o�æ�¯�Ô�æ
�ê�”�Î�é�&�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

dot1x max-req count

no dot1x max-req

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�ê  2 �Á�â�Ô�•

�&�Q�f�<  �U�o�< ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g


ö!ª
��é�����<�\���f �Î�é�&�Q�f�<�é�:�H���^�;�o�ê�”�]�f�"�é�>5ì�H�Ç
Ð
��Ò�Ú�•�'�ÿ�” $�o�é�"�\�����f�;�Å���î.z.=
�(�o�C�é
G
Þ�æ�ç5ô�Ç�½���•�'�å�ä�”!ã�ñ�å A�+�æ�»�Ô��.ž�›�
-��Á��-Ð�Ç�½���ã�È�æ4¢�Þ�á���•�Ò�á
�Ê�Û�Ð�¿�•

�� �4�é���â�ê�”.z.=�J�`�.�,�
�c/à
G�Ô���è�æ�”�,���6�4�Ç  EAP �H�_�o�S�
.z.=�(�o�C�Æ���"�\�����f
�;�æ1M�>�Ô���Á�™�
  5 �Á�æ.3�o�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config-if)# dot1x max-req 5

.3�o�
#Õ.z�Ô���æ�ê�” show dot1x [interface interface-id]  $�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

4P1j�&�Q�f�<

count �,���6�4�Ç  EAPOL DATA �D�$�6�;�é�c1M�>�
.\�ú���Á�™�•�Î�é�Á�™�æ1•�Ô��
�ã�”.z.=�J�`�.�,�Ç�c/à
G�Ð���ù�Ô�•�Ú�ã�Ã�ë�”.z.=�J�`�.�,�é1\
��æ�(�J�]
���f�;�Ç�½�Þ�á�ç5ô�Ç"’!¢�Ò�Ú�•�'�”���o�.�f�9���$�o�2�Ç�:�o�2-Ð�Þ�
  2 �Á
�c1M�>�Ò�”��%u�Ç�å�Ì���ë�J�`�.�,�

��[�Ò�ù�Ô�•�0�o�â�È��%¸�Ð�ê  1 :*  10 
�â�½���”�:�H���^�;�o�ê  2 �â�Ô�•

�]�]�o�, ���•�]�ˆ

12.1(19)EA1 �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•

�&�Q�f�< .‘�ÿ

dot1x timeouttx-period �,���6�4�Ç  EAP-Request/Identity �H�_�o�S�æ�»�Ô���"�\�����f�;�Æ���é
��%u�
�Ù�Ü�”-Ð�Þ�
�c1M�>�Ô���ù�â�é$}�™�
.3�o�Ò�ù�Ô�•

show dot1x [interface 
interface-id]

�0�o�Ò�Ú�P�o�;�é  IEEE 802.1x �,�9�o�2�,�
-+$��Ò�ù�Ô�•
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%Y 2 %(      Catalyst 3560 �,���6�4  Cisco IOS �&�Q�f�<
dot1x multiple-hosts
dot1x multiple-hosts
�Î�é�&�Q�f�<�ê�” û�÷�ê
ö!ª�Ð���á�¿�ù�Ö���•

1Š
ð�é�]�]�o�,�â�” dot1x multiple-hosts ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�ê�”
IEEE 802.1x �é.5���P�o�;�â-„�™�é�N�,�;9Ô�"�\�����f�;9Õ�
.3�o�Ô���Ú�ü�æ
ö!ª�Ð���á�¿�ù�Ò�Ú�•

�&�Q�f�<���g

4P1j�&�Q�f�<

�]�]�o�, ���•�]�ˆ

12.1(19)EA1 �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•

�&�Q�f�< .‘�ÿ

dot1x host-mode �P�o�;�é  IEEE 802.1x �N�,�;  �U�o�<�
.3�o�Ò�ù�Ô�•

show dot1x �,���6�4�ù�Ú�ê�0�o�Ð���Ú�P�o�;�é  IEEE 802.1x &Ô.��±�Ž�”%¤!��,�9�o�2
�,�”�Å���î
G
Þ�,�9�o�2�,�
-+$��Ò�ù�Ô�•
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%Y 2 %(      Catalyst 3560 �,���6�4  Cisco IOS �&�Q�f�<
dot1x pae
dot1x pae
IEEE 802.1x Port Access Entity9ÔPAE9Õ���o�.�f�9���$�o�2�ã�Ò�á�P�o�;�
.3�o�Ô���æ�ê�” dot1x pae 
���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�• IEEE 802.1x .z.=�
�P�o�;
��â
�:���.�o�I�^�æ�Ô���æ�ê�”�Î�é�&�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

dot1x pae authenticator

no dot1x pae

�t�¥�é.‘�ÿ �Î�é�&�Q�f�<�æ�ê�”�•�™�ù�Ú�ê� �o�b�o�<�ê�½���ù�Ö���•

�:�H���^�; �P�o�;�ê  IEEE 802.1x PAE ���o�.�f�9���$�o�2�â�ê�½���ù�Ö���• IEEE 802.1x .z.=�ê�P�o�;
��â�:��
�.�o�I�^�â�Ô�•

�&�Q�f�<  �U�o�< ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f  

�&�Q�f�<���g


ö!ª
��é�����<�\���f IEEE 802.1x .z.=�
�P�o�;
��â�:���.�o�I�^�æ�Ô���•�'�ê�”�Î�é�&�Q�f�<�é  no dot1x pae �»�|�

ö!ª
�Ò�ù�Ô�•

dot1x port-control  ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�
�I
��Ô���å�ä�Ò�á�P�o�;
�
�â  IEEE 802.1x .z.=�
.3�o�Ò�Ú�•�'�”�,���6�4�ê)D
G"›�æ�P�o�;�
  IEEE 802.1x ���o�.�f�9���$�o�2
�ã�Ò�á.3�o�Ò�ù�Ô�•���o�.�f�9���$�o�2�é  PAE 
G
Þ�ê�” no dot1x pae ���f�2�o�H�����,  �&�f�H���!�X
�_�o�*�Z�f  �&�Q�f�<�
�I
��Ò�Ú�½�ã�â�:���.�o�I�^�æ�å���ù�Ô�•

�� �4�é���â�ê�”�P�o�;�é  IEEE 802.1x .z.=�
�:���.�o�I�^�æ�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config-if)# no dot1x pae

.3�o�
#Õ.z�Ô���æ�ê�” show dot1x �ù�Ú�ê  show eap  $�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

4P1j�&�Q�f�<

�]�]�o�, ���•�]�ˆ

12.2(25)SEE �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•

�&�Q�f�< .‘�ÿ

show dot1x �,���6�4�ù�Ú�ê�0�o�Ð���Ú�P�o�;�é  IEEE 802.1x &Ô.��±�Ž�”
%¤!��,�9�o�2�,�”�Å���î
G
Þ�,�9�o�2�,�
-+$��Ò�ù�Ô�•

show eap �,���6�4�ù�Ú�ê $�o�é�P�o�;�é  EAP �é�_�+�,�;�_�o�*�Z
�f�±�Ž�Å���î�.�6�*�Z�f�±�Ž�
-+$��Ò�ù�Ô�•
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%Y 2 %(      Catalyst 3560 �,���6�4  Cisco IOS �&�Q�f�<
dot1x port-control
dot1x port-control
�P�o�;�é.5���,�9�o�;�
�»
G�â�Ù�î�Ô���æ�ê�” dot1x port-control ���f�2�o�H�����,  �&�f�H���!�X�_�o
�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•�:�H���^�;.3�o�æ�¯�Ô�æ�ê�”�Î�é�&�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

dot1x port-control  { auto | force-authorized | force-unauthorized}

no dot1x port-control

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�é.3�o�ê  force-authorized �â�Ô�•

�&�Q�f�<  �U�o�< ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g


ö!ª
��é�����<�\���f  $�o�é�P�o�;�é  IEEE 802.1x .z.=�
���@�o�I�^�æ�Ô���è�æ�” dot1x system-auth-control �#�`�o�C�^  �&
�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�á�”�,���6�4�é  IEEE 802.1x .z.=�
�#�`�o�C�^�æ���@�o�I�^
�æ�Ô����-Ð�Ç�½���ù�Ô�•

IEEE 802.1x �¡�0�ê�”�_���W  2 �é�,�2�9���6�"  ���"�.�,  �P�o�;�”5¸�ÿ  VLAN �é�P�o�;�”�Å���î�_���W  
3 �é�^�o�9�6�<  �P�o�;
��â�(�P�o�;�Ð���ù�Ô�•

�P�o�;�Ç�”�4�é5Ä"á�é  1 �ß�ã�Ò�á.3�o�Ð���á�¿�å�¿�•�'�æ  auto � �o�b�o�<�

ö!ª�â�È�ù�Ô�•

• �;�\�f�"  �P�o�;9æ�;�\�f�"  �P�o�;�â  IEEE 802.1x .z.=�
���@�o�I�^�æ�Ò���Á�ã�Ô���ã�”���\�o  
�T�6�.�o�+�Ç-+$��Ð���” IEEE 802.1x �ê���@�o�I�^�æ�å���ù�Ö���• IEEE 802.1x �»���P�o�;�é�U�o
�<�
�;�\�f�"�æ���•�Ò���Á�ã�Ò�á�ý�”���\�o  �T�6�.�o�+�Ç-+$��Ð���”�P�o�;  �U�o�<�ê���•�Ð���ù
�Ö���•

• �3���=�R�6�"  �P�o�;9æ�3���=�R�6�"  �U�o�<�é�P�o�;�ê�”�@���C�o�ã�;�\�f�"  �P�o�;�ó�é���•�
�@
�'�*���o�;�Ô���•�'�Ç�½���ù�Ô�•�3���=�R�6�"  �P�o�;�â  IEEE 802.1x .z.=�
���@�o�I�^�æ�Ò���Á
�ã�Ô���ã�”���\�o  �T�6�.�o�+�Ç-+$��Ð���” IEEE 802.1x .z.=�ê���@�o�I�^�æ�å���ù�Ö���• IEEE 
802.1x �»���P�o�;�é�U�o�<�
�3���=�R�6�"�æ���•�Ò���Á�ã�Ò�á�ý�”���\�o  �T�6�.�o�+�Ç-+$��Ð���”
�P�o�;  �U�o�<�ê���•�Ð���ù�Ö���•

auto �P�o�;�â  IEEE 802.1x .z.=�
���@�o�I�^�æ�Ò�”�,���6�4�Å���î�"�\�����f�;4F
�é  IEEE 802.1x .z.=
d�µ�æ�n�à�È�P�o�;�
.5���ù�Ú�ê�u.5���,�9�o�;�æ���•�Ò
�ù�Ô�•

force-authorized �P�o�;�â  IEEE 802.1x .z.=�
�:���.�o�I�^�æ�Ô���ë�”.z.=�±�Ž�é
d�µ�
�Ö�Õ
�æ�”�P�o�;�
.5���,�9�o�;�æ$–-��Ò�ù�Ô�•�P�o�;�ê�"�\�����f�;�ã�é  IEEE 
802.1x �L�o�,.z.=�
-��
�Õ�æ�”1b�ñ�é�;�\�H���6�"�
1M���>�Ò�ù�Ô�•

force-unauthorized �"�\�����f�;�Æ���é.z.=�é.\�ú�
�Ô�ô�á�u-Þ�Ò�”�P�o�;�
�•�Ù"›�æ�u.5���,
�9�o�;�æ���•�Ô���Î�ã�æ�����”�Î�é�P�o�;&»!±�é�Ô�ô�á�é���"�.�,�
���8�Ò�ù
�Ô�•�,���6�4�ê�P�o�;�

z�Ò�á�"�\�����f�;�æ.z.=�(�o�F�,�
�­���â�È�ù�Ö���•

�]�]�o�, ���•�]�ˆ

12.1(19)EA1 �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•
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dot1x port-control
• �3���=�R�6�"  ���"�.�,  �P�o�;9æ�3���=�R�6�"  ���"�.�,9Ô VLAN Query Protocol9ÔVQP9Õ9Õ�P�o�;
�â  IEEE 802.1x .z.=�
���@�o�I�^�æ�Ò���Á�ã�Ô���ã�”���\�o  �T�6�.�o�+�Ç-+$��Ð���” IEEE 802.1x 
.z.=�ê���@�o�I�^�æ�å���ù�Ö���• IEEE 802.1x �»���P�o�;�
���•�Ò�á�3���=�R�6�"  VLAN �

���
�°�á���Á�ã�Ò�á�ý�”���\�o  �T�6�.�o�+�Ç-+$��Ð���” VLAN .3�o�ê���•�Ð���ù�Ö���•

• EtherChannel �P�o�;9æ���"�9���I�ù�Ú�ê���"�9���I�â�å�¿  EtherChannel �T�f�C�o�
  IEEE 802.1x 
�P�o�;�ã�Ò�á.3�o�Ò�å�¿�â�Ê�Û�Ð�¿�• EtherChannel �P�o�;�â  IEEE 802.1x .z.=�
���@�o�I�^�æ�Ò
���Á�ã�Ô���ã�”���\�o  �T�6�.�o�+�Ç-+$��Ð���” IEEE 802.1x .z.=�ê���@�o�I�^�æ�å���ù�Ö���•

• �,���6�4�<  �P�o�;  ���=�\���)9Ô SPAN9Õ�Å���î  Remote SPAN9ÔRSPAN9Õ�p�5�P�o�;9æ SPAN �ù�Ú
�ê  RSPAN �p�5�P�o�;�â�½���P�o�;�é  IEEE 802.1x .z.=�
���@�o�I�^�æ�â�È�ù�Ô�•�Ú�Û�Ò�”�Ø�é
�P�o�;�Ç  SPAN �ù�Ú�ê  RSPAN �p�5�ã�Ò�á�å4°�Ð�����ù�â�” IEEE 802.1x .z.=�ê�:���.�o�I�^�é�ù
�ù�â�Ô�• SPAN �ù�Ú�ê  RSPAN 1M�>�0�P�o�;�â�ê  IEEE 802.1x .z.=�
���@�o�I�^�æ�â�È�ù�Ô�•

�,���6�4�é  IEEE 802.1x .z.=�
�#�`�o�C�^�æ�:���.�o�I�^�æ�Ô���æ�ê�” no dot1x system-auth-control 
�#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�• $�o�é�P�o�;�é  IEEE 802.1x .z.=�
�:��
�.�o�I�^�æ�Ô���æ�ê�” no dot1x port-control ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö
!ª�Ò�ù�Ô�•

�� �4�é���â�ê�”�P�o�;�é  IEEE 802.1x .z.=�
���@�o�I�^�æ�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config)# interface gigabitethernet0/2
Switch(config-if)# dot1x port-control auto

.3�o�
#Õ.z�Ô���æ�ê�” show dot1x [interface interface-id]  $�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

4P1j�&�Q�f�< �&�Q�f�< .‘�ÿ

show dot1x [interface interface-id] �0�o�Ò�Ú�P�o�;�é  IEEE 802.1x �,�9�o�2�,�
-+$��Ò�ù�Ô�•
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dot1x re-authenticate
dot1x re-authenticate 
�0�o�é  IEEE 802.1x �»���P�o�;�é�c.z.=�
�»
G�â4?�Ž�Ô���æ�ê�” dot1x re-authenticate  $�­  EXEC �&
�Q�f�<�

ö!ª�Ò�ù�Ô�•

dot1x re-authenticate [interface interface-id]

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<  �U�o�<  $�­  EXEC

�&�Q�f�<���g


ö!ª
��é�����<�\���f �Î�é�&�Q�f�<�

ö!ª�Ô���ã�”�c.z.=.\-�4F4Ò9Ô re-authperiod9Õ�Å���î)D
G�c.z.=�é.3�o$}�™�
�Ù�Ú�Õ�æ
�"�\�����f�;�
�c.z.=�â�È�ù�Ô�•

�� �4�é���â�ê�”�P�o�;�æ�’&ï�Ð���Ú�:�C���,�
�»
G�â�c.z.=�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch# dot1x re-authenticate interface gigabitethernet0/2

4P1j�&�Q�f�<

interface interface-id 9Ô
›�ç9Õ�c.z.=�Ô�����f�2�o�H�����,�é�U�+�X�o�^�Å���î�P�o�;!ß� 

�]�]�o�, ���•�]�ˆ

12.1(19)EA1 �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•

�&�Q�f�< .‘�ÿ

dot1x reauthentication �"�\�����f�;�é�o�¼"›�c.z.=�
���@�o�I�^�æ�Ò�ù�Ô�•

dot1x timeout reauth-period �c.z.=�é4F4Ò9Ô$}9Õ�
�0�o�Ò�ù�Ô�•
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dot1x re-authentication
dot1x re-authentication 
�Î�é�&�Q�f�<�ê�” û�÷�ê
ö!ª�Ð���á�¿�ù�Ö���•

1Š
ð�é�]�]�o�,�â�” dot1x re-authentication �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�ê�”�o�¼"›
�å�c.z.=�é.\-�4F4Ò�
.3�o�Ô���Ú�ü�æ
ö!ª�Ð���á�¿�ù�Ò�Ú�•

�&�Q�f�<���g

4P1j�&�Q�f�<

�]�]�o�, ���•�]�ˆ

12.1(19)EA1 �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•

�&�Q�f�< .‘�ÿ

dot1x reauthentication �c.z.=�é4F4Ò9Ô$}9Õ�
�0�o�Ò�ù�Ô�•

show dot1x �,���6�4�ù�Ú�ê�0�o�Ð���Ú�P�o�;�é  IEEE 802.1x &Ô.��±�Ž�”%¤!�
�,�9�o�2�,�”�Å���î
G
Þ�,�9�o�2�,�
-+$��Ò�ù�Ô�•
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dot1x reauthentication
dot1x reauthentication 
�"�\�����f�;�é�o�¼"›�å�c.z.=�
���@�o�I�^�æ�Ô���æ�ê�” dot1x reauthentication ���f�2�o�H�����,  
�&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•�:�H���^�;.3�o�æ�¯�Ô�æ�ê�”�Î�é�&�Q�f�<�é  no �»�|
�

ö!ª�Ò�ù�Ô�•

dot1x reauthentication

no dot1x reauthentication

�t�¥�é.‘�ÿ �Î�é�&�Q�f�<�æ�ê�”�•�™�ù�Ú�ê� �o�b�o�<�ê�½���ù�Ö���•

�:�H���^�; �o�¼"›�å�c.z.=�ê�:���.�o�I�^�â�Ô�•

�&�Q�f�<  �U�o�< ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f  

�&�Q�f�<���g


ö!ª
��é�����<�\���f dot1x timeout reauth-period ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�á�”�o�¼"›
�c.z.=�é.\-�4F4Ò�é�(4F�
.3�o�Ò�ù�Ô�•

�� �4�é���â�ê�”�"�\�����f�;�é�o�¼"›�å�c.z.=�
�:���.�o�I�^�æ�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config-if)# no dot1x reauthentication

�4�é���â�ê�”�o�¼"›�å�c.z.=�
���@�o�I�^�æ�Ò�”�c.z.=�é4F4Ò�
  4000 $}�æ.3�o�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config-if)# dot1x reauthentication
Switch(config-if)# dot1x timeout reauth-period 4000

.3�o�
#Õ.z�Ô���æ�ê�” show dot1x [interface interface-id]  $�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

4P1j�&�Q�f�<

�]�]�o�, ���•�]�ˆ

12.1(19)EA1 �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•

�&�Q�f�< .‘�ÿ

dot1x re-authenticate �Ô�ô�á�é  IEEE 802.1x �»���P�o�;�é�c.z.=�
�»
G�â�Ë�¼
{�Ò�ù�Ô�•

dot1x timeout reauth-period �c.z.=�é4F4Ò9Ô$}9Õ�
�0�o�Ò�ù�Ô�•

show dot1x [interface 
interface-id]

�0�o�Ò�Ú�P�o�;�é  IEEE 802.1x �,�9�o�2�,�
-+$��Ò�ù�Ô�•
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dot1x supplicant force-multicast
dot1x supplicant force-multicast 
�(�J�]���f�;  �,���6�4�Ç�”�Q�^�4� �V�,�;�ù�Ú�ê�Y�>� �V�,�;  EAPOL �D�$�6�;�
���>�Ò�Ú�ã�È�æ�ê
���Õ�•�Ù"›�æ�Q�^�4� �V�,�;  Extensible Authentication Protocol over LAN9ÔEAPOL9Õ�D�$�6�; �Û�Ì �

1M�>�Ô�����Á�æ�Ô���æ�ê�” dot1x supplicant force-multicast �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q
�f�<�

ö!ª�Ò�ù�Ô�•�:�H���^�;.3�o�æ�¯�Ô�æ�ê�”�Î�é�&�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

dot1x supplicant force-multicast

no dot1x supplicant force-multicast

�t�¥�é.‘�ÿ �Î�é�&�Q�f�<�æ�ê�”�•�™�ù�Ú�ê� �o�b�o�<�ê�½���ù�Ö���•

�:�H���^�; �(�J�]���f�;  �,���6�4�ê�”�Y�>� �V�,�;  EAPOL �D�$�6�;�
���>�Ò�Ú�•�'�æ�ê�”�Y�>� �V�,�;  EAPOL 
�D�$�6�;�
1M�>�Ò�ù�Ô�•�+�}�æ�”�Q�^�4� �V�,�;  EAPOL �D�$�6�;�
���>�Ò�Ú�•�'�æ�ê�”�Q�^�4� �V�,
�;  EAPOL �D�$�6�;�
1M�>�Ò�ù�Ô�•

�&�Q�f�<  �U�o�< �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  

�&�Q�f�<���g


ö!ª
��é�����<�\���f Network Edge Access Topology9ÔNEAT9Õ�Ç�Ô�ô�á�é�N�,�;  �U�o�<�â�Ï(»�Ô�����Á�æ�Ô���æ�ê�”�(�J
�]���f�;  �,���6�4
��â�Î�é�&�Q�f�<�
���@�o�I�^�æ�Ò�ù�Ô�•

�� �4�é���â�ê�”�(�J�]���f�;  �,���6�4�Æ�����o�.�f�9���$�o�2  �,���6�4�æ�•�Ù"›�æ�Q�^�4� �V�,�;  
EAPOL �D�$�6�;�
1M�>�Ð�Ö���Ç�:�
$��Ò�ù�Ô�•

Switch(config)# dot1x supplicant force-multicast

4P1j�&�Q�f�<

�]�]�o�, ���•�]�ˆ

12.2(52)SE �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•

12.1(19)EA1 �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•

�&�Q�f�< .‘�ÿ

cisp enable �,���6�4
��â�é  Client Information Signalling Protocol9ÔCISP9Õ�
���@�o
�I�^�æ�Ò�á�”�,���6�4�Ç�(�J�]���f�;  �,���6�4�æ�»�Ò�á���o�.�f�9��
�$�o�2�ã�Ò�á�Ï(»�Ô�����Á�æ�Ò�ù�Ô�•

dot1x credentials �P�o�;�é  802.1x �(�J�]���f�;  �"�_�:�f�*�V�^�
.3�o�Ò�ù�Ô�•

dot1x pae supplicant ���f�2�o�H�����,�
�(�J�]���f�;�ã�Ò�á�Û�Ì�Ï(»�Ô�����Á�æ.3�o�Ò�ù�Ô�•
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dot1x test eapol-capable
dot1x test eapol-capable
�Ô�ô�á�é�,���6�4  �P�o�;
��é  IEEE 802.1x ���"�9���F�9���
�U�>�2�Ò�” IEEE 802.1x �
�(�P�o�;�Ô��
�P�o�;�æ�’&ï�Ð���Ú�:�C���,�æ4P�Ô���±�Ž�
-+$��Ô���æ�ê�” dot1x test eapol-capable  $�­  EXEC �&�Q
�f�<�

ö!ª�Ò�ù�Ô�•

dot1x test eapol-capable [interface interface-id]

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<  �U�o�<  $�­  EXEC 

�&�Q�f�<���g


ö!ª
��é�����<�\���f �,���6�4
��é�Ô�ô�á�é�P�o�;�ù�Ú�ê $�o�é�P�o�;�æ�’&ï�Ð���Ú�:�C���,�é  IEEE 802.1x �Ï(»�
�9�,�;
�Ô���æ�ê�”�Î�é�&�Q�f�<�

ö!ª�Ò�ù�Ô�•

�Î�é�&�Q�f�<�æ�ê�” no �»�|�ê�½���ù�Ö���•

�� �4�é���â�ê�”�,���6�4
��é  IEEE 802.1x  A���4���6�"�
���@�o�I�^�æ�Ò�á�P�o�;�
�–
³�Ô���Ç�:�
$�
�Ò�ù�Ô�•�ù�Ú�”�–
³�ã�ú�P�o�;�Æ�����>�Ò�Ú��%u�ý$��Ò�”�’&ï�Ò�á�¿���:�C���,�Ç  IEEE 802.1x �»��
�â�½���Î�ã�
#Õ.z�Ò�ù�Ô�•

Switch# dot1x test eapol-capable interface gigabitethernet0/13

DOT1X_PORT_EAPOL_CAPABLE:DOT1X: MAC 00-01-02-4b-f1-a3 on gigabitethernet0/13 is EAPOL 
capable

4P1j�&�Q�f�<

interface interface-id 9Ô
›�ç9Õ�P�o�;�
�–
³�Ò�ù�Ô�•

�]�]�o�, ���•�]�ˆ

12.2(44)SE �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•

�&�Q�f�< .‘�ÿ

dot1x test timeout timeout  IEEE 802.1x  A���"���]�o�æ�»�Ô��  EAPOL ��%u�
�Ù�ß�é
�æ
ö!ª�Ô���2���S�����;�
.3�o�Ò�ù�Ô�•
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dot1x test timeout
dot1x test timeout
IEEE 802.1x  A���æ�ß�¿�á�–
³�Ð�����P�o�;�Æ���é  EAPOL ��%u�
�Ù�ß�é�æ
ö!ª�Ô���2���S�����;�
.3
�o�Ô���æ�ê�” dot1x test timeout �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

dot1x test timeout timeout

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;.3�o�ê  10 $}�â�Ô�•

�&�Q�f�<  �U�o�< �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g


ö!ª
��é�����<�\���f EAPOL ��%u�
�Ù�ß�é�æ
ö!ª�Ô���2���S�����;�
.3�o�Ô���æ�ê�”�Î�é�&�Q�f�<�

ö!ª�Ò�ù�Ô�•

�Î�é�&�Q�f�<�æ�ê�” no �»�|�ê�½���ù�Ö���•

�� �4�é���â�ê�”�,���6�4�Ç  EAPOL ��%u�
�Ù�ß�(4F�
  27 $}�æ.3�o�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch# dot1x test timeout 27

�2���S�����;.3�o�,�9�o�2�,�
#Õ.z�Ô���æ�ê�” show run  $�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

4P1j�&�Q�f�<

timeout EAPOL ��%u�
�Ù�ß�(4F9Ô$}
±
Ï9Õ �•�0�o�â�È��%¸�Ð�ê  1 :*  65535 $}�â
�Ô�•

�]�]�o�, ���•�]�ˆ

12.2(44)SE �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•

�&�Q�f�< .‘�ÿ

dot1x test eapol-capable [interface 
interface-id]

�Ô�ô�á�é�ù�Ú�ê�0�o�Ð���Ú  IEEE 802.1x �»���P�o�;�æ�’&ï
�Ð���Ú�:�C���,
��é  IEEE 802.1x  A���
�4���6�"�Ò�ù�Ô�•
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dot1x timeout
dot1x timeout 
IEEE 802.1x �2���Q�o�
.3�o�Ô���æ�ê�” dot1x timeout ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f  �&�Q
�f�<�

ö!ª�Ò�ù�Ô�•�:�H���^�;.3�o�æ�¯�Ô�æ�ê�”�Î�é�&�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

dot1x timeout { quiet-period seconds | ratelimit-period  seconds | reauth-period { seconds 
| server}  | server-timeout seconds | supp-timeout seconds | tx-period seconds}

no dot1x timeout { quiet-period | reauth-period | server-timeout | supp-timeout | 
tx-period}

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�é.3�o�ê�4�é�ã�Å���â�Ô�•

reauth-period �ê  3600 $}�â�Ô�•

quiet-period �ê  60 $}�â�Ô�•

tx-period �ê  5 $}�â�Ô�•

supp-timeout �ê  30 $}�â�Ô�•

server-timeout �ê  30 $}�â�Ô�•

rate-limit  �ê�” 1 $}�â�Ô�•

�&�Q�f�<  �U�o�< ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f

quiet-period seconds �,���6�4�Ç�"�\�����f�;�ã�é.z.=�±�Ž�é
d�µ�æ�,�Œ�Ò�Ú�½�ã�”�Ù�Ï A��
�
&ï�Ì��$}�™�•�0�o�â�È��%¸�Ð�ê  1 :*  65535 �â�Ô�•

ratelimit-period  seconds �Î�é�¼4F
��æ.z.=�æ�‘
��Ò�Ú�"�\�����f�;�Æ���é  Extensible 
Authentication Protocol over LAN9ÔEAPOL9Õ�D�$�6�;�
�,���6�4�Ç�u-Þ
�Ò�Ú$}�™�•�0�o�â�È��%¸�Ð�ê  1 :*  65535 �â�Ô�•

reauth-period { seconds | 
server}

�c.z.=�é4F4Ò9Ô$}9Õ�
�0�o�Ò�ù�Ô�•

� �o�b�o�<�é�ç�g�ê�4�é�ã�Å���â�Ô�•

• seconds9æ1 :*  65535 �é%¸�Ð�â$}�™�
�0�o�Ò�ù�Ô�•�:�H���^�;�ê  3600 
$}�â�Ô�•

• server9æ�.�6�*�Z�f�2���S�����;  RADIUS �û�H9Ô�û�H [27]9Õ�é�o�ã
�Ò�á$}�™�
.3�o�Ò�ù�Ô�•

server-timeout seconds .z.=�(�o�C�æ�»�Ò�á�”�,���6�4�é�D�$�6�;�c1M�>�
�Ù�Ï�Ô��$}�™�•

�0�o�â�È��%¸�Ð�ê  1 :*  65535 �â�Ô�•�Ú�Û�Ò�” 30 
•
��é�o�
.3�o�Ô���Î�ã
�
�•�Q�Ò�ù�Ô�•

supp-timeout seconds �,���6�4�Ç  IEEE 802.1x �"�\�����f�;�ó�D�$�6�;�
�c1M�>�Ô���è�æ�Ù�Ï
�Ô��$}�™�•�0�o�â�È��%¸�Ð�ê  30 :*  65535 �â�Ô�•

tx-period seconds �,���6�4�Ç  EAP-Request/Identity �H�_�o�S�æ�»�Ô���"�\�����f�;�Æ���é
��%u�
�Ù�Ü�”-Ð�Þ�
�c1M�>�Ô���ù�â�é$}�™�
.3�o�Ò�ù�Ô�•�0�o�â�È��%¸
�Ð�ê  1 :*  65535 �â�Ô�•
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dot1x timeout
�&�Q�f�<���g


ö!ª
��é�����<�\���f �Î�é�&�Q�f�<�é�:�H���^�;�o�ê�”�]�f�"�é�>5ì�H�Ç
Ð
��Ò�Ú�•�'�ÿ�” $�o�é�"�\�����f�;�Å���î.z.=
�(�o�C�é
G
Þ�æ�ç5ô�Ç�½���•�'�å�ä�”!ã�ñ�å A�+�æ�»�Ô��.ž�›�
-��Á��-Ð�Ç�½���ã�È�æ4¢�Þ�á���•�Ò�á
�Ê�Û�Ð�¿�•

dot1x reauthentication ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�á�o�¼"›�å�c.z
.=�
���@�o�I�^�æ�Ò�Ú�•�'�é�ú�” dot1x timeout reauth-period ���f�2�o�H�����,  �&�f�H���!�X�_�o
�*�Z�f  �&�Q�f�<�ê�”�,���6�4�é
G
Þ�æ�Ç5À�Ò�ù�Ô�•

�Ù�Ï�(4F�é4F�”�,���6�4�ê�ä�é���Á�å.z.=-Ð�Þ�ý���Ì
ƒ�Ì�Õ�”4?�Ž�ý�Ò�ù�Ö���•�:�H���^�;�����ý�Ê�Ð
�¿�o�
�I
��Ô���Î�ã�æ���Þ�á�”�Y�o�)�ó�é��%u�(4F�
#t'W�â�È�ù�Ô�•

ratelimit-period  �Ç 09Ô�:�H���^�;9Õ�æ.3�o�Ð���Ú�•�'�”�,���6�4�ê.z.=�æ�‘
��Ò�Ú�"�\�����f�;�Æ��
�é  EAPOL �D�$�6�;�
�u-Þ�Ò�”�Ø�����
  RADIUS �(�o�C�æ0©1M�Ò�ù�Ô�•

�� �4�é���â�ê�”�o�¼"›�å�c.z.=�
���@�o�I�^�æ�Ò�”�c.z.=�é4F4Ò�
  4000 $}�æ.3�o�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config-if)# dot1x reauthentication
Switch(config-if)# dot1x timeout reauth-period 4000

�4�é���â�ê�”�o�¼"›�å�c.z.=�
���@�o�I�^�æ�Ò�”�c.z.=�é4F4Ò�ã�Ò�á�.�6�*�Z�f�2���S�����;  
RADIUS �û�H�é�o�
�0�o�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config-if)# dot1x reauthentication
Switch(config-if)# dot1x timeout reauth-period server

�4�é���â�ê�”�,���6�4�é�Ù�Ï�(4F�
  30 $}�æ.3�o�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config-if)# dot1x timeout quiet-period 30

�4�é���â�ê�”�,���6�4�Æ��.z.=�(�o�C�ó�é�c1M�>�(4F�
  45 $}�æ.3�o�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config)# dot1x timeout server-timeout 45

�4�é���â�ê�” EAP request �H�_�o�S�æ�»�Ô���,���6�4�Æ���"�\�����f�;�ó�é�c1M�>�(4F�
  45 $}�æ.3�o
�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config-if)# dot1x timeout supp-timeout 45

�4�é���â�ê�” EAP-Request/Identity �H�_�o�S�æ�»�Ô���"�\�����f�;�Æ���é��%u�
�Ù�Ü�”-Ð�Þ�
�c1M�>�Ô
���ù�â�é�(4F�
  60 $}�æ.3�o�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config-if)# dot1x timeout tx-period 60

�4�é���â�ê�”.z.=�æ�‘
��Ò�Ú�"�\�����f�;�Æ���é  EAPOL �D�$�6�;�
�,���6�4�Ç�u-Þ�Ô��$}�™�
  30 �ã
.3�o�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config-if)# dot1x timeout ratelimit-period 30

�]�]�o�, ���•�]�ˆ

12.1(19)EA1 �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•

12.2(20)SE server-timeout�” supp-timeout�”�Å���î  tx-period � �o�b�o�<�é%¸�Ð�Ç��
�•�Ð���ù�Ò�Ú�•

12.2(25)SEC tx-period � �o�b�o�<�é%¸�Ð�Ç���•�Ð���” reauth-period server � �o�b�o�<
�Ç1J
��Ð���ù�Ò�Ú�•

12.2(25)SEE  ratelimit-period  � �o�b�o�<�Ç1J
��Ð���ù�Ò�Ú�•

12.2(40)SE tx-period seconds �é%¸�Ð�Ç4F1‘�Þ�á�¿�ù�Ô�•�\�Ò�¿%¸�Ð�ê  1 :*  65535 �â�Ô�•
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dot1x timeout
.3�o�
#Õ.z�Ô���æ�ê�” show dot1x  $�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

4P1j�&�Q�f�< �&�Q�f�< .‘�ÿ

dot1x max-req �,���6�4�Ç�”.z.=�J�`�.�,�
�c�Ž
G�Ô���è�æ�” EAP-Request/Identity �H
�_�o�S�
1M�>�Ô���¨7��Á�™�
.3�o�Ò�ù�Ô�•

dot1x reauthentication �"�\�����f�;�é�o�¼"›�c.z.=�
���@�o�I�^�æ�Ò�ù�Ô�•

show dot1x �Ô�ô�á�é�P�o�;�é  IEEE 802.1x �,�9�o�2�,�
-+$��Ò�ù�Ô�•
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dot1x violation-mode
dot1x violation-mode
�Â�Ò�¿�:�C���,�Ç�P�o�;�æ�’&ï�Ð���Ú�•�'�”�ù�Ú�ê�¨�"�™�é�:�C���,�Ç�P�o�;�æ�’&ï�Ð���Ú�½�ã�æ�Â�Ò
�¿�:�C���,�Ç�Ø�é�P�o�;�æ�’&ï�Ð���Ú�•�'�æ"’!¢�Ô��1‘
û�U�o�<�
.3�o�Ô���æ�ê�” dot1x 
violation-mode ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

dot1x violation-mode { shutdown | restrict | protect}

no dot1x violation-mode

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�â�ê�” dot1x violation-mode protect �ê���@�o�I�^�â�Ô�•

�&�Q�f�<  �U�o�< ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g

�� �4�é���â�ê�” IEEE 802.1x �»���P�o�;�
  errordisable �ã�Ò�á.3�o�Ò�”�Â�Ò�¿�:�C���,�Ç�P�o�;�æ�’&ï�Ð
���Ú�ã�È�æ�*�V�6�;�3���f�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config-if)# dot1x violation-mode shutdown

�4�é���â�ê�”�Â�Ò�¿�:�C���,�Ç�P�o�;�æ�’&ï�Ð���Ú�ã�È�æ�*�,�9�S  ���\�o  �T�6�.�o�+�
!¢�‘�Ò�”�P�o
�;�
�Ù4¢�U�o�<�æ���•�Ô�����Á  IEEE 802.1x �»���P�o�;�
.3�o�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config-if)# dot1x violation-mode restrict

�4�é���â�ê�”�Â�Ò�¿�:�C���,�Ç�P�o�;�æ�’&ï�Ð���Ú�ã�È�æ�:�C���,�
�u-Þ�Ô�����Á  IEEE 802.1x �»��
�P�o�;�
.3�o�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config-if)# dot1x violation-mode protect

.3�o�
#Õ.z�Ô���æ�ê�” show dot1x [interface interface-id]  $�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

4P1j�&�Q�f�<

shutdown �Â�Ò�¿
M�¼�Ò�å�¿  MAC ���<�_�,�Ç"’!¢�Ò�Ú�P�o�;�ù�Ú�ê
’�Ð�P�o�;�
  
errordisable �æ�Ò�ù�Ô�•

restrict 1‘
û���\�o�Ç"’!¢�Ò�Ú�•�'�æ  Syslog ���\�o�
!¢�‘�Ò�ù�Ô�•

protect �Â�Ò�¿  MAC ���<�_�,�Æ���é�D�$�6�;�
�Ø�é�ù�ù�Ô�ô�á�D�È�Ò�ù�Ô�•�Î��
�ê�”�:�H���^�;.3�o�â�Ô�•

�]�]�o�, ���•�]�ˆ

12.2(46)SE1 �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•

�&�Q�f�< .‘�ÿ

show dot1x [interface interface-id] �0�o�Ò�Ú�P�o�;�é  IEEE 802.1x �,�9�o�2�,�
-+$��Ò�ù�Ô�•
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duplex
duplex
�P�o�;�Ç�:�X�J�_�6�"�,  �U�o�<�â
G
Þ�Ô�����Á�0�o�Ô���æ�ê�” duplex ���f�2�o�H�����,  �&�f�H���!�X
�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•�P�o�;�
�:�H���^�;�o�æ�¯�Ô�æ�ê�”�Î�é�&�Q�f�<�é  no �»�|�

ö!ª
�Ò�ù�Ô�•

duplex { auto | full  | half}

no duplex

�t�¥�é.‘�ÿ

�:�H���^�; �H���,�;  ���o�(�@�6�;  �P�o�;�Å���î�!���F�6�;  ���o�(�@�6�;  �P�o�;�æ�»�Ô���:�H���^�;�ê  auto �â�Ô�•

�:�H���^�;�ê�” 100BASE-x9Ô-x �ê  -BX�” -FX�” -FX-FE�”�ù�Ú�ê  -LX9ÕSmall Form-factor Pluggable
9ÔSFP9Õ�U�+�X�o�^!ª�é  half �â�Ô�•


Q2€���J�*�Z�f�ê�” 1000BASE-x9Ô-x �ê  -BX�” -CWDM�” -LX �” -SX�”�ù�Ú�ê  -ZX9ÕSFP �U�+�X�o�^�â
�ê�(�P�o�;�Ð���á�¿�ù�Ö���•

�Ï
ö!ª�é�,���6�4�â�(�P�o�;�Ð���á�¿��  SFP �U�+�X�o�^�æ�ß�¿�á�ê�”-~� �é�]�]�o�,  �A�o�;�

ó�–�Ò
�á�Ê�Û�Ð�¿�•

�&�Q�f�<  �U�o�< ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g


ö!ª
��é�����<�\���f �H���,�;  ���o�(�@�6�;  �P�o�;�â�ê�”�’&ï�Ð���Ú-]'Î�Ç�:�X�J�_�6�"�,  �D�\�T�o�2�é)D
G�@�'�*���o
�*�Z�f�
-��
�å�¿�•�'�æ�P�o�;�
  auto �æ.3�o�Ô���ã�” half �
�0�o�Ô���é�ã�+�Ó
2���Ç�½���ù�Ô�•

�!���F�6�;  ���o�(�@�6�;  �P�o�;�â�ê�”�’&ï-]'Î�Ç�:�X�J�_�6�"�,  �D�\�T�o�2�
)D
G�@�'�*���o�;�Ò�å
�¿�•�'�æ�P�o�;�
  auto �æ.3�o�Ô���ã�” full  �
�0�o�Ô���é�ã�+�Ó
2���Ç�½���ù�Ô�•

9Ô�H9Õ �:�X�J�_�6�"�,  �U�o�<�Ç  auto �â�’&ï�Ð���á�¿��-]'Î�Ç
¨
Q2€�â
G
Þ�Ò�á�¿���•�'�”
¨
Q2€
�U�o�<�ê�!���F�6�;  ���o�(�@�6�;  ���f�2�o�H�����,�â�(�P�o�;�Ð���ù�Ô�•�Ú�Û�Ò�”�Î�����é��
�f�2�o�H�����,�

¨
Q2€�U�o�<�â
G
Þ�Ô�����Á�æ.3�o�Ô���Î�ã�ê�â�È�ù�Ö���•

auto )D
G�:�X�J�_�6�"�,.3�o�
���@�o�I�^�æ�Ò�ù�Ô�•�P�o�;�ê�”�’&ï�Ô��-]'Î�é�U�o
�<�æ���Ó�á�”�K
Q2€�ù�Ú�ê
¨
Q2€�é�ä�Ü���é�U�o�<�â$¿
G�Ô����-Ð�Ç�½���Æ�
)D

G"›�æ���´�Ò�ù�Ô�•

full �K
Q2€�U�o�<�
���@�o�I�^�æ�Ò�ù�Ô�•

half 
¨
Q2€�U�o�<�
���@�o�I�^�æ�Ò�ù�Ô9Ô 10 �ù�Ú�ê  100 Mb/s �â
G
Þ�Ô�����f�2�o
�H�����,!ª�é�ú9Õ �• 1000 �ù�Ú�ê  10000 Mb/s �â
G
Þ�Ô�����f�2�o�H�����,�æ�»�Ò
�á
¨
Q2€�U�o�<�
.3�o�â�È�ù�Ö���•

�]�]�o�, ���•�]�ˆ

12.1(19)EA1 �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•

12.1(20)SE 100 BASE-FX SFP �U�+�X�o�^!ª�æ  half � �o�b�o�<�é�(�P�o�;�Ç1J
��Ð��
�ù�Ò�Ú�•
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duplex
 $�o�é�P�o�;�
�K
Q2€�ù�Ú�ê
¨
Q2€�é�ä�Ü���Æ�æ.3�o�â�È�ù�Ô�•�Î�é�&�Q�f�<�é1¡!ª��(»�H�ê�”�,���6
�4�Ç�’&ï�Ð���á�¿���:�C���,�æ���Þ�á!ã�å���ù�Ô�•

�Á'"�é
��Ç�é���f�<�Ç)D
G�@�'�*���o�*�Z�f�
�(�P�o�;�Ò�á�¿���•�'�ê�”�:�H���^�;�é)D
G�@�'�*���o
�*�Z�f.3�o�

ö!ª�Ô���Î�ã�
�•�Ê�•�Q�Ò�ù�Ô�• ��Ç�é���f�2�o�H�����,�Ç)D
G�@�'�*���o�*�Z�f�
�(
�P�o�;�Ò�”�ý�Á ��Ç�Ç�(�P�o�;�Ò�á�¿�å�¿�•�'�”
��Ç�é���f�2�o�H�����,
��â�:�X�J�_�6�"�,�ã1f�2�

.3�o�Ò�”�(�P�o�;�Ð���á�¿���¥�â  auto �é.3�o�

ö!ª�Ò�á�Ê�Û�Ð�¿�•

1f�2�Ç  auto �æ.3�o�Ð���á�¿���•�'�”�,���6�4�ê�]�f�"�é
û�»�¥�é�:�C���,�ã1f�2.3�o�æ�ß�¿�á�@�'�*
���o�;�Ò�”1f�2�
�@�'�*���o�;�Ð���Ú�o�æ�•�Ù"›�æ.3�o�Ò�ù�Ô�•�:�X�J�_�6�"�,.3�o�ê�]�f�"�é
�%5�â
�é.3�o�Ç�•�È&î�Ç���ù�Ô�Ç�”�Î���æ�����”�:�X�J�_�6�"�,.3�o�æ#f"ë�Ç!¢�Ó���Î�ã�Ç�½���ù�Ô�•

1f�2�Ç  auto �æ.3�o�Ð���á�¿���•�'�”�:�X�J�_�6�"�,.3�o�
-��Á�Î�ã�Ç�â�È�ù�Ô�•

�H�ç ���f�2�o�H�����,1f�2�ã�:�X�J�_�6�"�,  �U�o�<�é.3�o�
���•�Ô���ã�”�c.3�o
��æ���f�2�o�H�����,
�Ç�*�V�6�;�3���f�Ò�”�c�2���@�o�I�^�æ�å���•�'�Ç�½���ù�Ô�•

�,���6�4�é1f�2�Å���î�:�X�J�_�6�"�,�é�D�\�T�o�2�é.3�o�æ4P�Ô���H�ç
P5Ä�ê�”�Î�é�]�]�o�,�æ�»���Ô
���0�H�;������  �&�f�H���!�X�_�o�*�Z�f  �����<�é�Ÿ Configuring Interface Characteristics� �é%(�

ó�–
�Ò�á�Ê�Û�Ð�¿�•

�� �4�é���â�ê�”���f�2�o�H�����,�
�K
Q2€
G
Þ�æ.3�o�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config)# interface gigabitethernet0/1
Switch(config-if)# duplex full

.3�o�
#Õ.z�Ô���æ�ê�” show interfaces  $�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

4P1j�&�Q�f�< �&�Q�f�< .‘�ÿ

show interfaces �,���6�4�é���f�2�o�H�����,�é.3�o�
-+$��Ò�ù�Ô�•

speed 10/100 �ù�Ú�ê  10/100/1000 Mb/s ���f�2�o�H�����,�é1f�2�
.3�o�Ò�ù�Ô�•
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epm access-control open
epm access-control open
ACL �Ç.3�o�Ð���á�¿�å�¿�P�o�;�æ4P�Ô�����o�J�f  �:���_�"�9���I�
.3�o�Ô���æ�ê�”�,���6�4  �,�2�6�"
�ù�Ú�ê�,�2�f�<���`�f  �,���6�4
��â  epm access-control open �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&
�Q�f�<�

ö!ª�Ò�ù�Ô�•���o�J�f  �:���_�"�9���I�
�:���.�o�I�^�æ�Ô���æ�ê�”�Î�é�&�Q�f�<�é  no �»�|�


ö!ª�Ò�ù�Ô�•

epm access-control open 

no epm access-control open

�t�¥�é.‘�ÿ �Î�é�&�Q�f�<�æ�ê�”� �o�b�o�<�ã�•�™�ê�½���ù�Ö���•

�:�H���^�; �:�H���^�;  �:���_�"�9���I�Ç1¡!ª�Ð���ù�Ô�•

�&�Q�f�<  �U�o�< �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g


ö!ª
��é�����<�\���f .z.=�P�]�*�o�

ö!ª�Ö�Õ�æ�N�,�;�Æ��5R"›  ACL �â.3�o�Ð���Ú�P�o�;�æ���"�.�,�â�È�����Á�æ�Ô���æ
�ê�”�Î�é�&�Q�f�<�

ö!ª�Ò�ù�Ô�•�Î�é�&�Q�f�<�
.3�o�Ò�á�¿�å�¿�•�'�ê�”�P�o�;�æ���Þ�á�”.3�o�Ð���Ú  
ACL �é�P�]�*�o�Ç�;�\�H���6�"�æ1¡!ª�Ð���ù�Ô�•�P�o�;
��æ5R"›  ACL �Ç.3�o�Ð���á�¿�å�¿�•�'�ê�”�:
�H���^�;  �:���_�"�9���I�ã���o�J�f  �:���_�"�9���I�é
��Ç�â�P�o�;�æ���"�.�,�â�È�ù�Ô�•

�� �4�é���â�ê�”���o�J�f  �:���_�"�9���I�
.3�o�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config)# epm access-control open

.3�o�
#Õ.z�Ô���æ�ê�” show running-config  $�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

4P1j�&�Q�f�<

�]�]�o�, ���•�]�ˆ

�&�Q�f�< .‘�ÿ

show running-config 
G
Þ.3�o�
-+$��Ò�ù�Ô�•�t�¥�±�Ž�æ�ß�¿�á�ê�”�4�é  Cisco IOS Release 12.2 
Command Reference �]�,�9���f�#  �M�o�+�ó�é�]�f�"�

ö!ª�Ò�ù�Ô�•
http://www.cisco.com/en/US/products/sw/iosswrel/ps1835/prod_command_
reference_list.html 
�&�Q�f�<�ó$–
G�Ô���æ�ê�” �¡ Cisco IOS Commands Master List, Release 
12.2�¢�
1¬�ï�Ò�ù�Ô�•
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errdisable detect cause
errdisable detect cause
 $�o�é
Ú�Ã�”�ù�Ú�ê�Ô�ô�á�é
Ú�Ã�æ�»�Ò�á�” errdisable ���´�
���@�o�I�^�æ�Ô���æ�ê�” errdisable 
detect cause �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�• errdisable ���´�Ï(»�
�:��
�.�o�I�^�æ�Ô���•�'�ê�”�Î�é�&�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

errdisable detect cause {all | arp-inspection | bpduguard | dhcp-rate-limit  | dtp-flap  | 
gbic-invalid | inline-power | l2ptguard | link-flap | loopback | pagp-flap | 
security-violation shutdown vlan | sfp-config-mismatch}

no errdisable detect cause {all | arp-inspection | bpduguard | dhcp-rate-limit  | dtp-flap  
| gbic-invalid | inline-power |l2ptguard | link-flap  | loopback | pagp-flap | 
security-violation shutdown vlan | sfp-config-mismatch}

BPDU ���o�<�Ï(»�Å���î�P�o�;�.� �X�]�9���Ï(»�é�•�'�ê�Î�é�&�Q�f�<�

ö!ª�Ò�”1‘
û�é"’!¢�(�æ
�P�o�;�K
Õ�
�*�V�6�;�3���f�Ô��
•�
���æ�”�P�o�;�â�ç5ô�ã�å�Þ�á�¿��  VLAN �Û�Ì�
�*�V�6�;�3���f
�Ô�����Á�æ�,���6�4�
�#�`�o�C�^�æ.3�o�â�È�ù�Ô�•

VLAN �Ï�ã�æ  errdisable �Ï(»�
���H�æ�Ò�á�¿�á  BPDU ���o�<1‘
û�Ç"’!¢�Ò�Ú�•�'�ê�”�P�o�;�K
Õ�Ç
�:���.�o�I�^�æ�å���ù�Ô�• VLAN �Ï�ã�æ  errdisable �Ï(»�
�:���.�o�I�^�æ�Ô���æ�ê�”�Î�é�&�Q�f�<�é  
no �»�|�

ö!ª�Ò�ù�Ô�•

errdisable detect cause bpduguard shutdown vlan

no errdisable detect cause bpduguard shutdown vlan

�t�¥�é.‘�ÿ all �Ô�ô�á�é  errdisable �é
Ú�Ã�æ�»�Ò�á�”���\�o���´�
���@�o�I�^�æ�Ò�ù�Ô�•

arp-inspection �3���=�R�6�"  ���<�_�,.��ÿ�J�`�;�&�^9Ô ARP9Õ���f�,�M�"�*�Z�f�é��
�\�o���´�
���@�o�I�^�æ�Ò�ù�Ô�•

bpduguard shutdown vlan BPDU ���o�<�â  VLAN �Ï�ã�æ  errdisable �
���@�o�I�^�æ�Ò�ù�Ô�•

dhcp-rate-limit DHCP �,�?�o�G�f�#!ª�é���\�o���´�
���@�o�I�^�æ�Ò�ù�Ô�•

dtp-flap Dynamic Trunking Protocol9ÔDTP; �3���=�R�6�"  �;�\�f� �f�#  �J�`�;
�&�^9Õ�H�\�6�G�f�#�é���\�o���´�
���@�o�I�^�æ�Ò�ù�Ô�•

gbic-invalid �u
2�å  Gigabit Interface Converter9ÔGBIC; �!���F�6�;  ���f�2�o�H����
�,  �&�f�C�o�29Õ�U�+�X�o�^!ª�é���\�o���´�
���@�o�I�^�æ�Ò�ù�Ô�•

9Ô�H9Õ �Î�é���\�o�ê�”�,���6�4�é  Small Form-Factor Pluggable
9ÔSFP9Õ�U�+�X�o�^�Ç�u
2�â�½���Î�ã�
$��Ò�á�¿�ù�Ô�•

inline-power ���f�\���f  �D�b�o�æ�»�Ò�”���\�o���´�
���@�o�I�^�æ�Ò�ù�Ô�•

l2ptguard �_���W  2 �J�`�;�&�^  �;�f�@�^�é  errdisable 
Ú�Ã�æ�»�Ò�”���\�o���´�

���@�o�I�^�æ�Ò�ù�Ô�•

link-flap �]�f�"  �,�9�o�;  �H�\�6�G�f�#�é���\�o���´�
���@�o�I�^�æ�Ò�ù�Ô�•

loopback ���´�Ð���Ú�^�o�J�C�6�"�é���\�o���´�
���@�o�I�^�æ�Ò�ù�Ô�•

pagp-flap Port Aggregation Protocol9ÔPAgP; �P�o�;4ø&‚�J�`�;�&�^9Õ�H�\�6�J�é  
errdisable 
Ú�Ã�é���\�o���´�
���@�o�I�^�æ�Ò�ù�Ô�•

security-violation 
shutdown vlan

5¸�ÿ�»��  802.1x �.� �X�]�9���
���@�o�I�^�æ�Ò�ù�Ô�•

sfp-config-mismatch SFP .3�o�é
�	û)L�â���\�o���´�
���@�o�I�^�æ�Ò�ù�Ô�•
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errdisable detect cause
�&�Q�f�<  �:�H���^�; ���´�ê�Ô�ô�á�é
Ú�Ã�æ�»�Ò�á���@�o�I�^�â�Ô�•�Ô�ô�á�é
Ú�Ã9Ô VLAN 
±
Ï�é  errordisable �
4°�Ê9Õ�æ��
���”�P�o�;�K
Õ�
�*�V�6�;�3���f�Ô�����Á.3�o�Ð���á�¿�ù�Ô�•

�&�Q�f�<  �U�o�< �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g


ö!ª
��é�����<�\���f 
Ú�Ã9Ôlink-flap �” dhcp-rate-limit  �å�ä9Õ�ê�” errdisable �,�9�o�;�Ç"’!¢�Ò�Ú!�!±�â�Ô�•
Ú�Ã�Ç�P�o�;
�â���´�Ð���Ú�•�'�”�P�o�;�ê  errdisable �,�9�o�;9Ô�]�f�"�3���f  �,�9�o�;�æ6�
Ã�Ò�Ú
G
Þ�,�9�o�;9Õ�ã
�å���ù�Ô�•

�P�o�;�Ç  errdisable �æ�å�Þ�á�¿���ã�È�ê
P�s
��*�V�6�;�3���f�Ò�”�;�\�H���6�"�ê�P�o�;�â1M���>�Ð���ù
�Ö���• BPDU �Ï(»�”5¸�ÿ�»��  802.1x �.� �X�]�9���Ï(»�”���o�<�Ï(»�”�Å���î�P�o�;�.� �X�]�9���Ï(»
�é�•�'�ê�”1‘
û�é"’!¢�(�æ�P�o�;�K
Õ�
�*�V�6�;�3���f�Ô��
•�
���æ�”�P�o�;�â�ç5ô�ã�å�Þ�á�¿��  
VLAN �é�ú�
�*�V�6�;�3���f�Ô�����Á�æ�,���6�4�
.3�o�â�È�ù�Ô�•


Ú�Ã�æ�»�Ò�á  errdisable recovery �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�
�I
��Ò�” 
Ú�Ã�é�Á�ó
�T���>�-�S�Ç.3�o�Ð���á�¿���•�'�ê�”�Ô�ô�á�é
Ú�Ã�Ç�2���S�����;�æ�å�Þ�Ú�(�P�â�”�P�o�;�ê  
errdisable �,�9�o�;�Æ���î�Ì�´�Ò�”
G
Þ�
�c.\-��â�È�ù�Ô�•�Á�ó�T���>�-�S�Ç.3�o�Ð���á�¿�å�¿�•�'
�ê�”�»
G�â�P�o�;�
  errdisable �,�9�o�;�Æ���Á�ó�Ô���Ú�ü�æ�”�ù�Õ  shutdown �&�Q�f�<�
�I
��Ò�”�4�æ  
no shutdown �&�Q�f�<�
�I
��Ô����-Ð�Ç�½���ù�Ô�•

�� �4�é���â�ê�”�]�f�"�H�\�6�J  errdisable 
Ú�Ã�é  errdisable ���´�
���@�o�I�^�æ�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config)# errdisable detect cause link-flap

�4�é�&�Q�f�<�â�ê�” VLAN �Ï�ã�é  errdisable �â  BPDU ���o�<�
�#�`�o�C�^�æ.3�o�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config)# errdisable detect cause bpduguard shutdown vlan

�4�é�&�Q�f�<�â�ê�”5¸�ÿ�»��  802.1x �.� �X�]�9���
  VLAN �Ï�ã�æ�#�`�o�C�^�æ  errordisable �æ.3�o�Ô
���Ç�:�
$��Ò�ù�Ô�•

Switch(config)# errdisable detect cause security-violation shutdown vlan 

.3�o�
#Õ.z�Ô���æ�ê�” show errdisable detect  $�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

�]�]�o�, ���•�]�ˆ

12.1(19)EA1 �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•

12.2(20)SE arp-inspection � �o�b�o�<�Ç1J
��Ð���ù�Ò�Ú�•

12.2(25)SE l2ptguard � �o�b�o�<�Ç1J
��Ð���ù�Ò�Ú�•

12.2(37)SE VLAN �Ï�ã�é���\�o���´�Ï(»�Ç1J
��Ð���ù�Ò�Ú�• inline-power � �o�b�o�<
�Å���î  sfp-config-mismatch � �o�b�o�<�Ç1J
��Ð���ù�Ò�Ú�•

12.2(46)SE  security-violation shutdown vlan � �o�b�o�<�Ç1J
��Ð���ù�Ò�Ú�•
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errdisable detect cause
4P1j�&�Q�f�< �&�Q�f�< .‘�ÿ

show errdisable detect errdisable ���´�±�Ž�
-+$��Ò�ù�Ô�•

show interfaces status err-disabled ���f�2�o�H�����,�é�,�9�o�2�,�ù�Ú�ê  errdisable �,�9�o�;
�æ�½�����f�2�o�H�����,�é�]�,�;�
-+$��Ò�ù�Ô�•

clear errdisable interface VLAN �Ï�ã�é  errdisable �Ï(»�æ���Þ�á  errdisable �æ�å�Þ�Ú
�P�o�;�ù�Ú�ê  VLAN �Æ��  errdisable �,�9�o�;�
�–
ð�Ò�ù�Ô�•
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errdisable detect cause small-frame
errdisable detect cause small-frame
#��>  VLAN �2�#
ƒ�È�D�$�6�;�Ç�Ê�Ð�å�H�_�o�S9Ô 67 �C���;
•
�9Õ�Æ�ß�¨�Ê.3�o�_�o�;9Ô�Ò�È�¿�o9Õ�â
#��>�Ô���•�'�æ�,���6�4  �P�o�;�
  errordisable �æ�Ô���æ�ê�” errdisable detect cause small-frame �#
�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•�:�H���^�;.3�o�æ�¯�Ô�æ�ê�”�Î�é�&�Q�f�<
�é  no �»�|�

ö!ª�Ò�ù�Ô�•

errdisable detect cause small-frame 

no errdisable detect cause small-frame

�t�¥�é.‘�ÿ �Î�é�&�Q�f�<�æ�ê�”�•�™�ù�Ú�ê� �o�b�o�<�ê�½���ù�Ö���•

�:�H���^�; �Î�é�Ï(»�ê�:���.�o�I�^�â�Ô�•

�&�Q�f�<  �U�o�< �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g


ö!ª
��é�����<�\���f �Î�é�&�Q�f�<�ê�”�Ê�Ð�å�H�_�o�S�é#��>�Ï(»�
�#�`�o�C�^�æ���@�o�I�^�æ�Ò�ù�Ô�•�P�o�;�Ï�ã�æ�Ò�È�¿
�o�
.3�o�Ô���æ�ê�” small violation-rate ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò
�ù�Ô�•

errdisable recovery cause small-frame �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�á�”
�P�o�;�
)D
G"›�æ�c���@�o�I�^�æ�Ô�����Á.3�o�â�È�ù�Ô�• errdisable recovery interval �#�`�o�C�^  �&
�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�á�”�]���C�]�(4F�
.3�o�Ò�ù�Ô�•

�� �4�é���â�ê�”�Ê�Ð�å#��>�H�_�o�S�Ç.3�o�Ð���Ú�Ò�È�¿�o�â#��>�Ò�Ú�•�'�æ�,���6�4  �P�o�;�
  
errordisable �æ�â�È���Ç�:�
$��Ò�ù�Ô�•

Switch(config)# errdisable detect cause small-frame

.3�o�
#Õ.z�Ô���æ�ê�” show interfaces  $�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

�]�]�o�, ���•�]�ˆ

12.2(44)SE �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•
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%Y 2 %(      Catalyst 3560 �,���6�4  Cisco IOS �&�Q�f�<
errdisable detect cause small-frame
4P1j�&�Q�f�< �&�Q�f�< .‘�ÿ

errdisable recovery cause 
small-frame

�]���C�]  �2���Q�o�
���@�o�I�^�æ�Ò�ù�Ô�•

errdisable recovery interval 
interval

�0�o�Ð���Ú  errdisable �,�9�o�;�Æ���Á�ó�Ô���(4F�
�0�o�Ò�ù�Ô�•

show interfaces �I�´
��H�`�o�Ù�î�
�=�û�”�,���6�4�é���f�2�o�H�����,.3�o�
-+$�
�Ò�ù�Ô�•

small violation-rate �P�o�;�
  errordisable �,�9�o�;�æ�Ô���Ê�Ð�å#��>�D�$�6�;�é�_�o�;
9Ô�Ò�È�¿�o9Õ�
.3�o�Ò�ù�Ô�•
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%Y 2 %(      Catalyst 3560 �,���6�4  Cisco IOS �&�Q�f�<
errdisable recovery cause small-frame
errdisable recovery cause small-frame
�Ê�Ð�å�H�_�o�S�é#��>�æ�����P�o�;�Ç  errordisable �æ�å�Þ�Ú�½�ã�”�P�o�;�
)D
G"›�æ�c���@�o�I�^�æ�Ô
���]���C�]  �2���Q�o�
���@�o�I�^�æ�Ô���æ�ê�”�,���6�4�â  errdisable recovery cause small-frame �#
�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•�:�H���^�;.3�o�æ�¯�Ô�æ�ê�”�Î�é�&�Q�f�<
�é  no �»�|�

ö!ª�Ò�ù�Ô�•

errdisable recovery cause small-frame 

no errdisable recovery cause small-frame

�t�¥�é.‘�ÿ �Î�é�&�Q�f�<�æ�ê�”�•�™�ù�Ú�ê� �o�b�o�<�ê�½���ù�Ö���•

�:�H���^�; �Î�é�Ï(»�ê�:���.�o�I�^�â�Ô�•

�&�Q�f�<  �U�o�< �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g


ö!ª
��é�����<�\���f �Î�é�&�Q�f�<�ê�” errordisable �â�½���P�o�;�é�]���C�]  �2���Q�o�
���@�o�I�^�æ�Ò�ù�Ô�• errdisable 
recovery interval interval ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<  �

ö!ª�Ò�á�”�]���C�]
�(4F�
.3�o�Ò�ù�Ô�•

�� �4�é���â�ê�”�]���C�]  �2���Q�o�
.3�o�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config)# errdisable recovery cause small-frame

.3�o�
#Õ.z�Ô���æ�ê�” show interfaces �Y�o�)  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

4P1j�&�Q�f�<

�]�]�o�, ���•�]�ˆ

12.2(44)SE �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•

�&�Q�f�< .‘�ÿ
errdisable detect cause small-frame #��>�H�_�o�S�Ç.3�o�Ð���Ú�¨�Ê�(���-�����ý�Ê�Ð�Ê�”�0�o

�é�_�o�;9Ô�Ò�È�¿�o9Õ�â#��>�Ô���•�'�”�,���6�4  �P�o�;
�
  errordisable �,�9�o�;�æ�â�È�ù�Ô�•

show interfaces �I�´
��H�`�o�Ù�î�
�=�û�”�,���6�4�é���f�2�o�H�����,.3
�o�
-+$��Ò�ù�Ô�•

small violation-rate �P�o�;�
  errordisable �,�9�o�;�æ�Ô��9Ô�Ê�Ð�å9Õ#��>�H
�_�o�S�é�(���-�
.3�o�Ò�ù�Ô�•
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errdisable recovery
errdisable recovery
�Á�ó�T���>�-�S���™�
.3�o�Ô���æ�ê�” errdisable recovery �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f
�<�
.3�o�Ò�ù�Ô�•�:�H���^�;.3�o�æ�¯�Ô�æ�ê�”�Î�é�&�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

errdisable recovery { cause {all | arp-inspection | bpduguard | channel-misconfig | 
dhcp-rate-limit  | dtp-flap  | gbic-invalid | inline-power |l2ptguard | link-flap  | loopback 
| pagp-flap | psecure-violation | security-violation | sfp-mismatch | udld | vmps} | 
{ interval  interval}

no errdisable recovery { cause {all | arp-inspection | bpduguard | channel-misconfig | 
dhcp-rate-limit  | dtp-flap  | gbic-invalid | inline-power | l2ptguard | link-flap  | loopback 
| pagp-flap | psecure-violation | security-violation | sfp-mismatch | udld | vmps} | 
{ interval  interval}

�t�¥�é.‘�ÿ cause  $�o�é
Ú�Ã�Æ���Á�ó�Ô�����Á�æ  errdisable �T���>�-�S�
���@�o�I�^�æ�Ò�ù�Ô�•

all �Ô�ô�á�é  errdisable �é
Ú�Ã�Æ���Á�ó�Ô���2���Q�o�
���@�o�I�^�æ�Ò�ù�Ô�•

bpduguard �I�]�6�+  �J�`�;�&�^  �:�o�2  �Y�>�6�;9Ô BPDU9Õ���o�<  errdisable �,�9�o�;
�Æ���Á�ó�Ô���2���Q�o�
���@�o�I�^�æ�Ò�ù�Ô�•

arp-inspection ���<�_�,.��ÿ�J�`�;�&�^9Ô ARP9Õ���O�æ����  errdisable �,�9�o�;�Æ���Á�ó�Ô
���Ú�ü�é�2���Q�o�
���@�o�I�^�æ�Ò�ù�Ô�•

channel-misconfig EtherChannel �é.3�o#f"ë�æ����  errdisable �,�9�o�;�Æ���Á�ó�Ô���2���Q�o�

���@�o�I�^�æ�Ò�ù�Ô�•

dhcp-rate-limit DHCP �,�?�o�G�f�#  errdisable �,�9�o�;�Æ���Á�ó�Ô���2���Q�o�
���@�o�I�^
�æ�Ò�ù�Ô�•

dtp-flap �3���=�R�6�"  �;�\�f� �f�#  �J�`�;�&�^9Ô DTP9Õ�H�\�6�J  errdisable �,�9�o
�;�Æ���Á�ó�Ô���2���Q�o�
���@�o�I�^�æ�Ò�ù�Ô�•

gbic-invalid �u
2�å�!���F�6�;  ���f�2�o�H�����,  �&�f�C�o�29Ô GBIC9Õ�U�+�X�o�^�é  
errdisable �,�9�o�;�Æ���Á�ó�Ô���2���Q�o�
���@�o�I�^�æ�Ò�ù�Ô�•

9Ô�H9Õ �Î�é���\�o�ê�u
2�å  Small Form-Factor Pluggable9ÔSFP9Õ�é 
errdisable �,�9�o�;�
�ç�g�Ò�ù�Ô�•

inline-power ���f�\���f  �D�b�o�æ�»�Ò�”���\�o���´�
���@�o�I�^�æ�Ò�ù�Ô�•

l2ptguard �_���W  2 �J�`�;�&�^  �;�f�@�^�æ����  errdisable �,�9�o�;�Æ���Á�ó�Ô���Ú�ü�é
�2���Q�o�
���@�o�I�^�æ�Ò�ù�Ô�•

link-flap �]�f�"�H�\�6�J  errdisable �,�9�o�;�Æ���Á�ó�Ô���2���Q�o�
���@�o�I�^�æ�Ò
�ù�Ô�•

loopback �^�o�J�C�6�"  errdisable �,�9�o�;�Æ���Á�ó�Ô���2���Q�o�
���@�o�I�^�æ�Ò�ù�Ô�•

pagp-flap �P�o�;4ø&‚�J�`�;�&�^9Ô PAgP9Õ�H�\�6�J  errdisable �,�9�o�;�Æ���Á�ó�Ô��
�2���Q�o�
���@�o�I�^�æ�Ò�ù�Ô�•

psecure-violation �P�o�;  �.� �X�]�9��1‘
û�:���.�o�I�^  �,�9�o�;�Æ���Á�ó�Ô���2���Q�o�
��
�@�o�I�^�æ�Ò�ù�Ô�•

security-violation IEEE 802.1x 1‘
û�:���.�o�I�^  �,�9�o�;�Æ���Á�ó�Ô���2���Q�o�
���@�o�I�^
�æ�Ò�ù�Ô�•

sfp-mismatch SFP .3�o�é
�	û)L�â���\�o���´�
���@�o�I�^�æ�Ò�ù�Ô�•

udld UniDirectional Link Detection9ÔUDLD; 
±�Ç�0�]�f�"���´9Õ errdisable �,
�9�o�;�Æ���Á�ó�Ô���2���Q�o�
���@�o�I�^�æ�Ò�ù�Ô�•
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%Y 2 %(      Catalyst 3560 �,���6�4  Cisco IOS �&�Q�f�<
errdisable recovery
�:�H���^�; �Ô�ô�á�é
Ú�Ã�æ�»�Ò�á�Á�ó�ê�:���.�o�I�^�â�Ô�•

�:�H���^�;�é�Á�ó4F4Ò�ê  300 $}�â�Ô�•

�&�Q�f�<  �U�o�< �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g


ö!ª
��é�����<�\���f 
Ú�Ã9Ôlink-flap �” bpduguard �å�ä9Õ�ê�” errdisable �,�9�o�;�Ç"’!¢�Ò�Ú!�!±�ã�Ò�á�o'õ�Ð���ù�Ô�•
Ú
�Ã�Ç�P�o�;�â���´�Ð���Ú�•�'�”�P�o�;�ê  errdisable �,�9�o�;9Ô�]�f�"�3���f  �,�9�o�;�æ6�
Ã�Ò�Ú
G
Þ�,
�9�o�;9Õ�ã�å���ù�Ô�•

�P�o�;�Ç  errdisable �æ�å�Þ�á�¿���ã�È�ê
P�s
��*�V�6�;�3���f�Ò�”�;�\�H���6�"�ê�P�o�;�â1M���>�Ð���ù
�Ö���• BPDU ���o�<�Ï(»�Å���î�P�o�;�.� �X�]�9���Ï(»�é�•�'�ê�”1‘
û�é"’!¢�(�æ�P�o�;�K
Õ�

�*�V�6�;�3���f�Ô��
•�
���æ�”�P�o�;�â�ç5ô�ã�å�Þ�á�¿��  VLAN �é�ú�
�*�V�6�;�3���f�Ô�����Á�æ�,
���6�4�
.3�o�â�È�ù�Ô�•

�Ø�é
Ú�Ã�æ�»�Ò�á  errdisable �é�Á�ó�
���@�o�I�^�æ�Ò�å�¿�•�'�”�P�o�;�ê�” shutdown �Å���î  no 
shutdown ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�Ç�I
��Ð�����ù�â  errdisable �,�9�o�;
�é�ù�ù�â�Ô�•
Ú�Ã�é�Á�ó�
���@�o�I�^�æ�Ò�Ú�•�'�”�P�o�;�ê  errdisable �,�9�o�;�Æ���Á�ó�Ò�”�Ô�ô�á�é

Ú�Ã�Ç�2���S�����;�æ�å�Þ�Ú�ã�È�æ�£!��
�c4?�â�È�����Á�æ�å���ù�Ô�•


Ú�Ã�é�Á�ó�
���@�o�I�^�æ�Ò�å�¿�•�'�”�ù�Õ  shutdown �&�Q�f�<�
�I
��Ò�”�4�æ  no shutdown �&�Q�f
�<�
�I
��Ò�á�”�»
G�â�P�o�;�
  errdisable �,�9�o�;�Æ���Á�ó�Ð�Ö����-Ð�Ç�½���ù�Ô�•

�� �4�é���â�ê�” BPDU ���o�<  errdisable 
Ú�Ã�æ�»�Ò�á�Á�ó�2���Q�o�
���@�o�I�^�æ�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config)# errdisable recovery cause bpduguard

�4�é���â�ê�”�2���Q�o�
  500 $}�æ.3�o�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config)# errdisable recovery interval 500

vmps VLAN �T�f�C�*�6�J  �P�]�*�o  �(�o�C9Ô VMPS9Õerrdisable �,�9�o�;�Æ���Á�ó
�Ô���2���Q�o�
���@�o�I�^�æ�Ò�ù�Ô�•

interval  interval �0�o�Ð���Ú  errdisable �,�9�o�;�Æ���Á�ó�Ô���(4F�
�0�o�Ò�ù�Ô�•�0�o�â�È��
%¸�Ð�ê 30 :*  86400 $}�â�Ô�•�Ô�ô�á�é
Ú�Ã�æ�+�Ó4F4Ò�Ç1¡!ª�Ð���ù�Ô�•�:
�H���^�;4F4Ò�ê  300 $}�â�Ô�•

9Ô�H9Õ errdisable �Á�ó�2���Q�o�é4?�Ž�(�æ�ê�”.3�o�Ð���Ú4F4Ò�o�Æ���\�f�3
�S�å.‹�Å�Ç�½���ù�Ô�•�s4Ù�é�2���S�����;�o�ã.3�o�Ð���Ú�o�é�Å�ê�”
.3�o�Ð���Ú4F4Ò�é  15 % �ù�â.z�ü�����ù�Ô�•

�]�]�o�, ���•�]�ˆ

12.1(19)EA1 �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•

12.2(18)SE channel-misconfig � �o�b�o�<�Ç1J
��Ð���ù�Ò�Ú�•

12.2(20)SE arp-inspection � �o�b�o�<�Ç1J
��Ð���ù�Ò�Ú�•

12.2(25)SE l2ptguard � �o�b�o�<�Ç1J
��Ð���ù�Ò�Ú�•

12.2(37)SE VLAN �Ï�ã�é���\�o���´�Ï(»�Ç1J
��Ð���ù�Ò�Ú�• inline-power � �o�b�o�<
�Å���î  sfp-mismatch � �o�b�o�<�Ç1J
��Ð���ù�Ò�Ú�•
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%Y 2 %(      Catalyst 3560 �,���6�4  Cisco IOS �&�Q�f�<
errdisable recovery
.3�o�
#Õ.z�Ô���æ�ê�” show errdisable recovery  $�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

4P1j�&�Q�f�< �&�Q�f�< .‘�ÿ

show errdisable recovery errdisable �Á�ó�2���Q�o�é�±�Ž�
-+$��Ò�ù�Ô�•

show interfaces status 
err-disabled

���f�2�o�H�����,�é�,�9�o�2�,�ù�Ú�ê  errdisable �,�9�o�;�æ�½��
���f�2�o�H�����,�é�]�,�;�
-+$��Ò�ù�Ô�•

clear errdisable interface VLAN �Ï�ã�é  errdisable �Ï(»�æ���Þ�á  errdisable �æ�å�Þ�Ú�P�o�;
�ù�Ú�ê  VLAN �Æ��  errdisable �,�9�o�;�
�–
ð�Ò�ù�Ô�•
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exception crashinfo
exception crashinfo 
Cisco IOS ���T�o�+�é���\�o�(�æ�,���6�4�â���›�"�\�6�*�X�±�Ž�H�����^�Ç
Þ�‘�Ð�������Á.3�o�Ô���æ
�ê�” exception crashinfo �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•�Î�é�Ï(»�
�:��
�.�o�I�^�æ�Ô���æ�ê�”�Î�é�&�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

exception crashinfo 

no exception crashinfo

�t�¥�é.‘�ÿ �Î�é�&�Q�f�<�æ�ê�”�•�™�ù�Ú�ê� �o�b�o�<�ê�½���ù�Ö���•

�:�H���^�; �,���6�4�Ç���›  crashinfo �H�����^�

Þ�‘�Ò�ù�Ô�•

�&�Q�f�<  �U�o�< �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g


ö!ª
��é�����<�\���f �n�Ä  crashinfo �H�����^�æ�ê�”�,�Œ�Ò�Ú  Cisco IOS �é���T�o�+�,�ã�C�o�+�Z�f�”�Å���î�J�`�.�6�(  �_�+
�,�2�é�]�,�;�Ç�=�ù���ù�Ô�•���›  crashinfo �H�����^�æ�ê�”�,���6�4�é4Ú�‚�é
Ú�Ã�
�Í�Î�Ô���é�æ�Î%�
�ß�Ø�é
•�é1J
��±�Ž�Ç�=�ù���ù�Ô�•

�,���6�4�Ç���›  crashinfo �H�����^�

Þ�‘�Ò�å�¿���Á�æ.3�o�Ô���æ�ê�” no exception crashinfo �#�`�o
�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

�� �4�é���â�ê�”�,���6�4�Ç���›  crashinfo �H�����^�

Þ�‘�Ò�å�¿���Á�æ.3�o�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config)# no exception crashinfo

.3�o�
#Õ.z�Ô���æ�ê�” show running-config  $�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

4P1j�&�Q�f�<

�]�]�o�, ���•�]�ˆ

12.2(25)SEC �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•

�&�Q�f�< .‘�ÿ

show running-config �o'õ�Ð���Ú�Q�"�`�
�=�û û�÷�é
G
Þ.3�o�
-+$��Ò�ù�Ô�•
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%Y 2 %(      Catalyst 3560 �,���6�4  Cisco IOS �&�Q�f�<
fallback profile
fallback profile
Web .z.=!ª�æ�H���o�^�C�6�"  �J�`�H�����^�

Þ�‘�Ô���æ�ê�” fallback profile �#�`�o�C�^  �&�f�H���!�X
�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•�:�H���^�;.3�o�æ�¯�Ô�æ�ê�”�Î�é�&�Q�f�<�é  no �»�|�

ö!ª�Ò�ù
�Ô�•

fallback profile profile

no fallback profile

�t�¥�é.‘�ÿ

�:�H���^�; �H���o�^�C�6�"  �J�`�H�����^�ê.3�o�Ð���á�¿�ù�Ö���•

�&�Q�f�<  �U�o�< �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g


ö!ª
��é�����<�\���f �H���o�^�C�6�"  �J�`�H�����^�ê�”�(�J�]���f�;�
�,�Ú�å�¿  IEEE 802.1x �P�o�;�é  IEEE 802.1x �H���o
�^�C�6�"
G
Þ�
�o'õ�Ô���Ú�ü�æ
ö!ª�Ð���ù�Ô�•�(�P�o�;�Ð����
G
Þ�ê�” Web .z.=�ó�é�H���o�^�C�6�"
�é�ú�â�Ô�•

fallback profile  �&�Q�f�<�
�I
��Ô���ã�”�J�`�H�����^  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�Ç4?�Ž�Ð���”�4
�é�&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�Ç
ö!ª��(»�æ�å���ù�Ô�•

• ip9æIP �&�f�H���!�X�_�o�*�Z�f�

Þ�‘�Ò�ù�Ô�•

• access-group9æ�ù�Û.z.=�Ð���á�¿�å�¿�N�,�;�æ���Þ�á1M�>�Ð���Ú�D�$�6�;�é���"�.�,  �&�f�;�`�o
�^�
�0�o�Ò�ù�Ô�•

• admission9æIP ���<�R�6�*�Z�f  �^�o�^�
1¡!ª�Ò�ù�Ô�•

�� �4�é���â�ê�” Web .z.=�â
ö!ª�Ð�����H���o�^�C�6�"  �J�`�H�����^�é
Þ�‘�Ç�:�
$��Ò�ù�Ô�•

Switch# configure terminal
Switch(config)# ip admission name rule1 proxy http
Switch(config)# fallback profile  profile1
Switch(config-fallback-profile)# ip access-group default-policy in  
Switch(config-fallback-profile)# ip admission rule1
Switch(config-fallback-profile)# exit
Switch(config)# interface gigabitethernet 0/1
Switch(config-if)# dot1x fallback profile1
Switch(config-if)# end

.3�o�
#Õ.z�Ô���æ�ê�” show running-configuration [interface interface-id]  $�­  EXEC �&�Q�f�<�
�I

��Ò�ù�Ô�•

profile IEEE 802.1x .z.=�
�(�P�o�;�Ò�á�¿�å�¿�"�\�����f�;�é�H���o�^�C�6�"  �J�`
�H�����^�
�0�o�Ò�ù�Ô�•

�]�]�o�, ���•�]�ˆ

12.2(35)SE �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•
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fallback profile
4P1j�&�Q�f�< �&�Q�f�< .‘�ÿ

dot1x fallback IEEE 802.1x .z.=�
�(�P�o�;�Ò�å�¿�"�\�����f�;!ª�é�H���o
�^�C�6�"  �T���>�-�S�ã�Ò�á  Web .z.=�

ö!ª�Ô�����Á�P�o�;
�
.3�o�Ò�ù�Ô�•

ip admission �,���6�4  �P�o�;�â  Web .z.=�
���@�o�I�^�æ�Ò�ù�Ô�•

ip admission name proxy http �,���6�4�â  Web .z.=�
�#�`�o�C�^�æ���@�o�I�^�æ�Ò�ù�Ô�•

show dot1x [interface interface-id] �0�o�Ò�Ú�P�o�;�é  IEEE 802.1x �,�9�o�2�,�
-+$��Ò�ù�Ô�•

show fallback profile �,���6�4�é.3�o�ã�ú�J�`�H�����^�
-+$��Ò�ù�Ô�•
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flowcontrol
flowcontrol
���f�2�o�H�����,�é���>�H�`�o�Ù�î�,�9�o�;  �
.3�o�Ô���æ�ê�” flowcontrol  ���f�2�o�H�����,  �&�f�H��
�!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•�½��-]'Î�æ�»�Ò�á  send �Ç
G
Þ��(»�â���f�æ�å�Þ�á�¿�á�”�’&ï
�é�ý�Á	û�Ç�é�¥�â0æ0Þ�Ç���´�Ð���Ú�•�'�”
­�[�H�_�o�S�
1M�>�Ô���Î�ã�æ���Þ�á�”�]�f�"�é"ç�»�¥�ù�Ú
�ê�]�U�o�;-]'Î�æ0æ0Þ�
1b#n�Ò�ù�Ô�•�½��-]'Î�æ�»�Ò�á�H�`�o�Ù�î  receive �Ç���f�â�”
­�[�H�_�o�S�

���>�Ò�Ú�•�'�”�:�o�2  �D�$�6�;�é1M�>�ê�—�[�Ò�ù�Ô�•�Î�Á�Ô���Î�ã�æ�����”0æ0Þ�¼4F
��æ�:�o�2  �D
�$�6�;�é�Ê�,�
4•�É�ù�Ô�•

�H�`�o�Ù�î�
�:���.�o�I�^�æ�Ô���æ�ê�” receive  off � �o�b�o�<�

ö!ª�Ò�ù�Ô�•

flowcontrol receive { desired | off | on} 

9Ô�H9Õ �,���6�4�ê�”�P�o�-  �H�_�o�S�
���>�â�È�ù�Ô�Ç�”1M�>�ê�â�È�ù�Ö���•

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�ê�” flowcontrol receive off �æ.3�o�Ð���á�¿�ù�Ô�•

�&�Q�f�<  �U�o�< ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g


ö!ª
��é�����<�\���f �Î�é�,���6�4�â�ê�”1M�>�H�`�o�Ù�î�é
­�[�H�_�o�S�ê�(�P�o�;�Ð���ù�Ö���•

on �Å���î  desired � �o�b�o�<�ê�+	û�é&¿���æ�å���Î�ã�æ�H�ç�Ò�á�Ê�Û�Ð�¿�•

flowcontrol  �&�Q�f�<�

ö!ª�Ò�á�P�o�;�Ç0æ0Þ
��æ�;�\�H���6�"  �_�o�;�
�Ù�î�Ô�����Á.3�o�Ô���•�'�”
�H�`�o�Ù�î�ê�P�o�;
��â�4�é�æ
™�é�Á�Ü�é  1 �ß�æ.3�o�Ð���ù�Ô�•

• receive on �ù�Ú�ê  desired9æ�P�o�;�ê�P�o�-  �H�_�o�S�
1M�>�â�È�ù�Ö���Ç�”�P�o�-  �H�_�o�S�
1M�>
�Ô����-Ð�Ç�½��-]'Î�”�ù�Ú�ê1M�>��(»�å�’&ï-]'Î�ã1j
G�â�È�ù�Ô�•�P�o�;�ê�P�o�-  �H�_�o�S�
��
�>�â�È�ù�Ô�•

• receive off9æ�H�`�o�Ù�î�ê�ä�Ü���é�Ç�0�æ�ý
G
Þ�Ò�ù�Ö���•0æ0Þ�Ç!¢�Ó�á�ý�”�]�f�"�é"ç�»�¥�æ1b
#n�ê�å�Ê�”�ä�Ü���¥�é-]'Î�ý
­�[�H�_�o�S�é1M���>�
-��¿�ù�Ö���•

receive ���f�2�o�H�����,�Ç�]�U�o�;-]'Î�Æ���H�`�o�Ù�î�D�$�6�;�
���>�â�È���Æ�ä�Á�Æ�
.3
�o�Ò�ù�Ô�•

desired ���f�2�o�H�����,�
�”�H�`�o�Ù�î�D�$�6�;�
1M�>�Ô����-Ð�Ç�½���’&ï-]'Î�ù�Ú�ê�H
�`�o�Ù�î�D�$�6�;�
1M�>�Ô����-Ð�ê�å�¿�Ç1M�>�Ô���Î�ã�é�â�È���’&ï-]'Î�ã�ã�ý�æ$¿

G�Ð�Ö���Î�ã�Ç�â�È�ù�Ô�•

off �’&ï-]'Î�Ç�H�`�o�Ù�î�D�$�6�;�
���f�2�o�H�����,�ó1M�>�Ô���Ï(»�
���H�æ�Ò�ù�Ô�•
on ���f�2�o�H�����,�
�”�H�`�o�Ù�î�D�$�6�;�
1M�>�Ô����-Ð�Ç�½���’&ï-]'Î�ù�Ú�ê�H

�`�o�Ù�î�D�$�6�;�
1M�>�Ô����-Ð�ê�å�¿�Ç1M�>�Ô���Î�ã�é�â�È���’&ï-]'Î�ã�ã�ý�æ$¿

G�Ð�Ö���Î�ã�Ç�â�È�ù�Ô�•

�]�]�o�, ���•�]�ˆ

12.1(19)EA1 �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•
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flowcontrol
-+ 2-10 �ê�” �&.3�o�é&µ�ú�'�
�Ö�æ�����`�o���^  �P�o�;�Å���î�]�U�o�;  �P�o�;
��é�H�`�o�Ù�î�é&¿���

$��Ò�Ú�ý�é�â�Ô�•-+�ê  receive desired � �o�b�o�<�é
ö!ª�(�ã  receive on � �o�b�o�<�é
ö!ª�(�é&¿���Ç
�+	û�æ�å���Î�ã�
�è�­�ã�Ò�á�¿�ù�Ô�•

�� �4�é���â�ê�”�]�U�o�;  �P�o�;�æ���Þ�á�H�`�o�Ù�î�Ç�(�P�o�;�Ð���å�¿���Á�æ�`�o���^  �P�o�;�
.3�o�Ô
���Ç�:�
$��Ò�ù�Ô�•

Switch(config)# interface gigabitethernet 0/1
Switch(config-if)# flowcontrol receive off

.3�o�
#Õ.z�Ô���æ�ê�” show interfaces  $�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

4P1j�&�Q�f�<

-+ 2-10 �H�`�o�Ù�î.3�o�Å���î�`�o���^ / �]�U�o�;  �P�o�;  �H�`�o�Ù�î.��ÿ

�H�`�o�Ù�î.3�o �H�`�o�Ù�î.��ÿ

�`�o���^  �:�C���, �]�U�o�;  �:�C���, �`�o���^  �:�C���, �]�U�o�;  �:�C���,

send off/receive on send on/receive on

send on/receive off

send desired/receive on

send desired/receive off

send off/receive on

send off/receive off

���>�é�ú-��¿�ù�Ô�•

���>�é�ú-��¿�ù�Ô�•

���>�é�ú-��¿�ù�Ô�•

���>�é�ú-��¿�ù�Ô�•

���>�é�ú-��¿�ù�Ô�•

1M���>�
-��¿�ù�Ö���•

1M���>�
-��¿�ù�Ô�•

1M�>�é�ú-��¿�ù�Ô�•

1M���>�
-��¿�ù�Ô�•

1M�>�é�ú-��¿�ù�Ô�•

���>�é�ú-��¿�ù�Ô�•

1M���>�
-��¿�ù�Ö���•

send off/receive off send on/receive on

send on/receive off

send desired/receive on

send desired/receive off

send off/receive on

send off/receive off

1M���>�
-��¿�ù�Ö���•

1M���>�
-��¿�ù�Ö���•

1M���>�
-��¿�ù�Ö���•

1M���>�
-��¿�ù�Ö���•

1M���>�
-��¿�ù�Ö���•

1M���>�
-��¿�ù�Ö���•

1M���>�
-��¿�ù�Ö���•

1M���>�
-��¿�ù�Ö���•

1M���>�
-��¿�ù�Ö���•

1M���>�
-��¿�ù�Ö���•

1M���>�
-��¿�ù�Ö���•

1M���>�
-��¿�ù�Ö���•

�&�Q�f�< .‘�ÿ

show interfaces �I�´
��H�`�o�Ù�î�
�=�û�”�,���6�4�é���f�2�o�H�����,.3�o�
-+$��Ò�ù�Ô�•
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interface port-channel
interface port-channel
�P�o�;  �4�V�@�^�é.°!����f�2�o�H�����,�ó�é���"�.�,�”�ù�Ú�ê
Þ�‘�
-��Á�æ�ê  �” interface 
port-channel �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•�P�o�;  �4�V�@�^�
�å4°�Ô��
�•�'�ê�”�Î�é�&�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

interface port-channel port-channel-number

no interface port-channel port-channel-number

�t�¥�é.‘�ÿ

�:�H���^�; �P�o�;  �4�V�@�^.°!����f�2�o�H�����,�ê�o'õ�Ð���ù�Ö���•

�&�Q�f�<  �U�o�< �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g


ö!ª
��é�����<�\���f �_���W  2 EtherChannel �â�ê�” �!��P�o�;�
�4�V�@�^  �#�^�o�J�æ
����°�á���è�æ�P�o�;�4�V�@�^  ���f
�2�o�H�����,�

Þ�‘�Ô����-Ð�ê�½���ù�Ö���•
•�
���æ�” channel-group ���f�2�o�H�����,  �&�f�H��
�!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�â�È�ù�Ô�•�4�V�@�^  �#�^�o�J�Ç�¨�Ë�é �!��P�o�;�
 ª�ç�Ô���ã�”�P�o
�;�4�V�@�^  ���f�2�o�H�����,�ê)D
G"›�æ
Þ�‘�Ð���ù�Ô�•�¨�Ë�æ�P�o�;�4�V�@�^  ���f�2�o�H�����,�

Þ
�‘�Ô���•�'�ê�” channel-group-number �
  port-channel-number �ã�+�Ó!ß� �æ�Ò�á�ý�”�Â�Ò�¿!ß� �æ�Ò
�á�ý�Æ�ù�¿�ù�Ö���•�Â�Ò�¿!ß� �

ö!ª�Ò�Ú�•�'�” channel-group �&�Q�f�<�ê
G"›�æ�Â�Ò�¿�P�o�;  �4�V
�@�^�

Þ�‘�Ò�ù�Ô�•

interface port-channel �&�Q�f�<�é�4�æ  no switchport ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f  �&�Q
�f�<�

ö!ª�Ò�á�”�_���W  3 �é�P�o�;  �4�V�@�^�

Þ�‘�â�È�ù�Ô�•���f�2�o�H�����,�
�4�V�@�^  �#�^�o�J
�æ1¡!ª�Ô���è�æ�”�P�o�;�4�V�@�^�é.°!����f�2�o�H�����,�
�»
G�â.3�o�Ò�á�Ê�Û�Ð�¿�•

�4�V�@�^  �#�^�o�J�]�é  1 �ß�é�P�o�;  �4�V�@�^�Û�Ì�Ç.5���Ð���ù�Ô�•

�H�ç �P�o�;  �4�V�@�^  ���f�2�o�H�����,�
�^�o�9�6�<  �P�o�;�ã�Ò�á
ö!ª�Ô���•�'�”�4�V�@�^  �#�^�o�J�æ

����°�á�����Ú �!��P�o�;
��é�_���W  3 �æ�”���<�_�,�

����°�á�å�¿���Á�æ�Ò�á�Ê�Û�Ð�¿�•

�H�ç �_���W  3 �é�P�o�;  �4�V�@�^  ���f�2�o�H�����,�ã�Ò�á
ö!ª�Ð���á�¿���4�V�@�^  �#�^�o�J�é �!��P�o
�;
��â�”�I�]�6�+  �#�^�o�J�

����°�á���Î�ã�ê�”�^�o�J"’!¢�é
Ú�Ã�æ�å���Ú�ü-��
�å�¿���Á�æ�Ò�á
�Ê�Û�Ð�¿�•�,�D�>�f�#  �7�]�o�ý�:���.�o�I�^�æ�Ô����-Ð�Ç�½���ù�Ô�•

port-channel-number �P�o�;  �4�V�@�^!ß� �•�0�o�â�È��%¸�Ð�ê  1 :*  48�â�Ô�•

�]�]�o�, ���•�]�ˆ

12.1(19)EA1 �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•

12.2(25)SE port-channel-number %¸�Ð�Ç 1 :*  12 �Æ��  1 :*  48 �æ���•�Ð���ù�Ò�Ú�•
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interface port-channel
interface port-channel �&�Q�f�<�

ö!ª�Ô���•�'�ê�”�4�é�H�ç
P5Ä�æ�å�Þ�á�Ê�Û�Ð�¿�•

• Cisco Discovery Protocol9ÔCDP; �*�,�&���´�J�`�;�&�^9Õ�

ö!ª�Ô���•�'�æ�ê�” �!��P�o�;�é�ú�â
�Î���
.3�o�Ò�á�Ê�Û�Ð�¿�•�P�o�;  �4�V�@�^  ���f�2�o�H�����,�â�ê.3�o�â�È�ù�Ö���•

• EtherChannel �é���"�9���I  �T�f�C�o�â�½���P�o�;�
  IEEE 802.1x �P�o�;�ã�Ò�á.3�o�Ò�å�¿�â�Ê�Û
�Ð�¿�•�ù�Û���"�9���I�æ�å�Þ�á�¿�å�¿  EtherChannel �é�P�o�;�â  IEEE 802.1x �
���@�o�I�^�æ�Ò�á
�ý�”�Ø�é�P�o�;�ê  EtherChannel �æ
��I�Ò�ù�Ö���•

.3�o�é�H�ç
P5Ä�é	û-é�æ�ß�¿�á�ê�”�Î�é�]�]�o�,�æ�»���Ô���0�H�;������  �&�f�H���!�X�_�o�*�Z�f  ��
���<�é�Ÿ Configuring EtherChannels� �

ó�–�Ò�á�Ê�Û�Ð�¿�•

�� �4�é���â�ê�”�P�o�;  �4�V�@�^!ß�  5 �â�P�o�;�4�V�@�^  ���f�2�o�H�����,�

Þ�‘�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config)# interface port-channel 5

.3�o�
#Õ.z�Ô���æ�ê�” show running-config  $�­  EXEC �&�Q�f�<�ù�Ú�ê  show etherchannel 
channel-group-number detail  $�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

4P1j�&�Q�f�< �&�Q�f�< .‘�ÿ

channel-group EtherChannel �#�^�o�J�æ���o�(�@�6�;  �P�o�;�

����°�á�ù�Ô�•

show etherchannel �4�V�@�^�é  EtherChannel �±�Ž�
-+$��Ò�ù�Ô�•

show running-config  û�÷�é
G
Þ.3�o�
-+$��Ò�ù�Ô�•
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interface range
interface range
���f�2�o�H�����,  �_�f�+  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�é4?�Ž�”�Å���î-„�™�é�P�o�;�â�&�Q�f�<�
�+
�(�æ�s-��Ô���æ�ê�” interface range �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•���f
�2�o�H�����,%¸�Ð�
�å4°�Ô���•�'�ê�”�Î�é�&�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

interface range {port-range | macro name}

no interface range {port-range | macro name}

�t�¥�é.‘�ÿ

�:�H���^�; �Î�é�&�Q�f�<�æ�ê�:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<  �U�o�< �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g


ö!ª
��é�����<�\���f ���f�2�o�H�����,%¸�Ð�&�f�H���!�X�_�o�*�Z�f  �U�o�<�
4?�Ž�Ò�á�I
��Ò�Ú�”�Ô�ô�á�é���f�2�o�H����
�,�é�D�\�T�o�2�ê�”�Ø�é%¸�Ð�]�é�Ô�ô�á�é���f�2�o�H�����,�æ�»�Ô���û�H�æ�å���ù�Ô�•

VLAN �æ�ß�¿�á�ê�”�â�=�é  VLAN Switch Virtual Interface9ÔSVI; �,���6�4
’�Ð���f�2�o�H�����,9Õ�â
�Û�Ì  interface range �&�Q�f�<�

ö!ª�â�È�ù�Ô�• VLAN �é  SVI �
-+$��Ô���•�'�ê�” show 
running-config  $�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•-+$��Ð���å�¿  VLAN �ê�” interface range �&�Q�f
�<�â
ö!ª�Ô���Î�ã�ê�â�È�ù�Ö���• interface range �&�Q�f�<�é�ý�ã�â�I
��Ò�Ú�&�Q�f�<�ê�”�Î�é%¸�Ð�é
�Ô�ô�á�é�â�=�é  VLAN SVI �æ1¡!ª�Ð���ù�Ô�•

�½�����f�2�o�H�����,%¸�Ð�æ�»�Ò�á-��
���Ú.3�o���•�ê�”�Ô�ô�á  NVRAM9Ô
��¾"’�H  RAM9Õ�æ�;�=�Ð
���ù�Ô�Ç�”���f�2�o�H�����,%¸�Ð)D
Õ�ê  NVRAM �æ�;�=�Ð���ù�Ö���•

���f�2�o�H�����,%¸�Ð�ê  2 �ß�é�Ç�:�â�I
��â�È�ù�Ô�•

• �¨�"  5 �ß�ù�â�é���f�2�o�H�����,%¸�Ð�
�0�o�•

• �o'õ�ã�ú�é���f�2�o�H�����,%¸�Ð�Q�"�`.3�o�
�0�o�•

%¸�Ð�]�é�Ô�ô�á�é���f�2�o�H�����,�ê�+�Ó�2���J�”�ß�ù���”�Ô�ô�á�Ç�H���,�;  ���o�(�@�6�;  �P�o�;�”
�Ô�ô�á�Ç�!���F�6�;  ���o�(�@�6�;  �P�o�;�”�Ô�ô�á�Ç  EtherChannel �P�o�;�”�ù�Ú�ê�Ô�ô�á�Ç  VLAN �é
�¿�Õ���Æ�â�å�Ì���ë�å���ù�Ö���•�Ú�Û�Ò�”�&%¸�Ð�
���f�Q9Ô ,9Õ�â
™�¾���Î�ã�æ�����” 1 �ß�é�&�Q�f�<
�â�¨�"  5 �ß�é���f�2�o�H�����,%¸�Ð�
�o'õ�â�È�ù�Ô�•

port-range �P�o�;%¸�Ð�• port-range �é�­
2�o�é�]�,�;�æ�ß�¿�á�ê�” �Ÿ
ö!ª
��é�����<�\���f� 
�

ó�–�Ò�á�Ê�Û�Ð�¿�•

macro name �Q�"�`�,�
�0�o�Ò�ù�Ô�•

�]�]�o�, ���•�]�ˆ
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%Y 2 %(      Catalyst 3560 �,���6�4  Cisco IOS �&�Q�f�<
interface range
port-range  �2���J�Å���î���f�2�o�H�����,�é�­
2�o�ê�4�é�ã�Å���â�Ô�•

• vlan vlan-ID - vlan-ID9Ôvlan ID �é%¸�Ð�ê  1 :*  40949Õ

• fastethernet module/{first port} - { last port} 9Ômodule �ê�ñ�æ  09Õ

• gigabitethernet module/{first port} - { last port} 9Ômodule �ê�ñ�æ  09Õ

 �!����f�2�o�H�����,

– �U�+�X�o�^�ê�ñ�æ  0 �â�Ô�•

– �0�o�â�È��%¸�Ð�ê�” type 0/number - number �â�Ô9Ô��9ægigabitethernet0/1 - 29Õ�•

• port-channel port-channel-number - port-channel-number�” port-channel-number �ê  1 :*  48 �â�Ô�•

9Ô�H9Õ �P�o�;  �4�V�@�^�é  interface range �&�Q�f�<�

ö!ª�Ò�Ú�•�'�”%¸�Ð�]�é�¨�Ë�ã�¨�ß�é�P�o
�;  �4�V�@�^!ß� �ê���"�9���I�å�P�o�;  �4�V�@�^�â�½����-Ð�Ç�½���ù�Ô�•

%¸�Ð�
�o'õ�Ô���ã�È�ê�”�¨�Ë�é�I
��ã�B���H�f9Ô -9Õ�é4F�æ�,�M�o�,�Ç��-Ð�â�Ô�•

interface range gigabitethernet0/1 -2

-„�™�é%¸�Ð�
�o'õ�Ô���ã�È�ê�”�¨�Ë�é���f�;�]�ã���f�Q9Ô ,9Õ�é4F�æ�,�M�o�,�Ç��-Ð�â�Ô�•

interface range fastethernet0/1 - 2, gigabitethernet0/1 - 2

�+�Ó�&�Q�f�<�â�Q�"�`�ã���f�2�o�H�����,%¸�Ð�é
��Ç�
�0�o�Ô���Î�ã�ê�â�È�ù�Ö���•

�ù�Ú�” port-range �â
±	û���f�2�o�H�����,�
�0�o�Ô���Î�ã�ý�â�È�ù�Ô�•�ß�ù���Î�é�&�Q�f�<�ê�”
interface interface-id �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�æ6�
Ã�Ò�á�¿�ù�Ô�•

���f�2�o�H�����,�é%¸�Ð�é.3�o�æ4P�Ô��.f&¦�ê�”�Î�é�]�]�o�,�æ�»���Ô���0�H�;������  �&�f�H���!�X
�_�o�*�Z�f  �����<�

ó�–�Ò�á�Ê�Û�Ð�¿�•

�� �4�é���â�ê�” interface range �&�Q�f�<�

ö!ª�Ò�á�”���f�2�o�H�����,%¸�Ð�&�f�H���!�X�_�o�*�Z�f  
�U�o�<�
4?�Ž�Ò�” 2 �ß�é�P�o�;�æ�&�Q�f�<�
�I
��Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config)# interface range gigabitethernet0/1 - 2

�4�é���â�ê�”�+�Ó�Ï(»�æ�»�Ò�á  1 �ß�é�P�o�;%¸�Ð�Q�"�`  macro1 �

ö!ª�Ô���Ç�:�
$��Ò�ù�Ô�•�Î�é�Ñ�P
�ê�” macro1 �
�å4°�Ô���ù�â�c�Ñ!ª�â�È���Î�ã�â�Ô�•

Switch(config)# define interface-range macro1 gigabitethernet0/1 - 2
Switch(config)# interface range macro macro1
Switch(config-if-range)#

4P1j�&�Q�f�< �&�Q�f�< .‘�ÿ

define interface-range ���f�2�o�H�����,%¸�Ð�é�Q�"�`�

Þ�‘�Ò�ù�Ô�•

show running-config �,���6�4�â û�÷�é
G
Þ.3�o�±�Ž�
-+$��Ò�ù�Ô�•
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%Y 2 %(      Catalyst 3560 �,���6�4  Cisco IOS �&�Q�f�<
interface vlan
interface vlan

G"›�å  Switch Virtual Interface9ÔSVI; �,���6�4
’�Ð���f�2�o�H�����,9Õ�

Þ�‘�”�ù�Ú�ê�Î���æ���"�.
�,�Ò�”���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�
4?�Ž�Ô���æ�ê�” interface vlan �#�`�o�C�^  
�&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�• SVI �
�å4°�Ô���æ�ê�”�Î�é�&�Q�f�<�é  no �»�|�

ö!ª
�Ò�ù�Ô�•

interface vlan vlan-id

no interface vlan vlan-id

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�é  VLAN ���f�2�o�H�����,�ê  VLAN 1 �â�Ô�•

�&�Q�f�<  �U�o�< �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g


ö!ª
��é�����<�\���f SVI �ê�” $�o�é  VLAN �æ�»�Ò�á�”�Ë�ü�á  interface vlan vlan-id �&�Q�f�<�
�I
��Ò�Ú�ã�È�æ
Þ�‘�Ð���ù
�Ô�• vlan-id �ê�” Inter Switch Link9ÔISL; �,���6�44F�]�f�"9Õ�ù�Ú�ê  IEEE 802.1Q ���J�.�^
{�;�\�f�"
�é�:�o�2  �H�_�o�S�æ4P1j
ƒ�Ì�����Ú  VLAN �2�#�”�ù�Ú�ê���"�.�,  �P�o�;�æ.3�o�Ð���Ú  VLAN ID �æ"ç
�°�Ò�ù�Ô�•

9Ô�H9Õ  �!��P�o�;�ã4P1j
ƒ�Ì�����á�¿�å�¿�•�'�” SVI �

Þ�‘�Ò�á�ý���"�9���I�æ�ê�å���ù�Ö���•

no interface vlan vlan-id �&�Q�f�<�â  SVI �
�å4°�Ô���ã�”�å4°�Ð���Ú���f�2�o�H�����,�ê�”�Ø��
•4 �”
show interfaces  $�­  EXEC �&�Q�f�<�é�´
��æ�ê-+$��Ð���ù�Ö���•

9Ô�H9Õ VLAN 1 ���f�2�o�H�����,�
�å4°�Ô���Î�ã�ê�â�È�ù�Ö���•

�å4°�Ò�Ú  SVI �ê�”�å4°�Ò�Ú���f�2�o�H�����,�æ�»�Ò�á  interface vlan vlan-id �&�Q�f�<�
�I
��Ô���Î�ã
�â�”�0�æ�¯�Ô�Î�ã�Ç�â�È�ù�Ô�•���f�2�o�H�����,�ê�C�6�"���6�J�ã�å���ù�Ô�Ç�”�Ø���ù�â�é.3�o�ê�å4°
�Ð���ù�Ô�•

�,���6�4
��â.3�o�Ð���Ú  SVI �é�™�ã�”.3�o�Ð���Ú
•�é�Ï(»�é�™�é"ç
U4P�%�æ���Þ�á�ê�”�B�o�<�������Ù
4¢�æ�����” CPU 
ö!ª ¸�æ�Ç5À�Ç�â����(»�H�ý�½���ù�Ô�• sdm prefer �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  
�&�Q�f�<�

ö!ª�Ò�”�*�,�9�S�é�B�o�<������  �]�0�o�,�
�”�9�f�J�_�o�;�Å���î�Ï(»�9�o�I�^�æ�n�à�¿�á
�c�2
����°�á���Î�ã�Ç�â�È�ù�Ô�•.f&¦�æ�ß�¿�á�ê�” sdm prefer �&�Q�f�<�

ó�–�Ò�á�Ê�Û�Ð�¿�•

vlan-id VLAN !ß�  �0�o�â�È��%¸�Ð�ê  1 :*  4094 �â�Ô�•

�]�]�o�, ���•�]�ˆ
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%Y 2 %(      Catalyst 3560 �,���6�4  Cisco IOS �&�Q�f�<
interface vlan
�� �4�é���â�ê�” VLAN ID 23 �é�Â�Ò�¿  SVI �

Þ�‘�Ò�”���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f  �U�o�<
�
4?�Ž�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config)#  interface vlan 23
Switch(config-if)#

.3�o�
#Õ.z�Ô���æ�ê�” show interfaces �Å���î  show interfaces vlan vlan-id  $�­  EXEC �&�Q�f�<�
�I

��Ò�ù�Ô�•

4P1j�&�Q�f�< �&�Q�f�< .‘�ÿ

show interfaces vlan vlan-id �Ô�ô�á�é���f�2�o�H�����,�ù�Ú�ê�0�o�é  VLAN �é%¤!��,�9�o�2
�,�Å���î
G
Þ�,�9�o�2�,�
-+$��Ò�ù�Ô�•
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%Y 2 %(      Catalyst 3560 �,���6�4  Cisco IOS �&�Q�f�<
ip access-group
ip access-group
�_���W  2 �ù�Ú�ê�_���W  3 ���f�2�o�H�����,�ó�é���"�.�,�
�Ù�î�Ô���æ�ê�” ip access-group ���f�2�o
�H�����,  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•���f�2�o�H�����,�Æ���Ô�ô�á�ù�Ú�ê�0�o�é
���"�.�,  �#�^�o�J�
�å4°�Ô���æ�ê�”�Î�é�&�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

ip access-group { access-list-number | name} { in | out}

no ip access-group [access-list-number | name] { in | out}

�t�¥�é.‘�ÿ

�:�H���^�; ���"�.�,  �]�,�;�ê�”���f�2�o�H�����,�æ�ê1¡!ª�Ð���ù�Ö���•

�&�Q�f�<  �U�o�< ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g


ö!ª
��é�����<�\���f �,�è
ƒ�È�ù�Ú�ê!ß� 
ƒ�È�é�¡�0 / ���›  IP ���"�.�,  �]�,�;�
���f�2�o�H�����,�æ1¡!ª�â�È�ù�Ô�•�,�è�


ƒ�Ì�á���"�.�,  �]�,�;�
�o'õ�Ô���æ�ê�” ip access-list �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�


ö!ª�Ò�ù�Ô�•!ß� 
ƒ�È���"�.�,  �]�,�;�
�o'õ�Ô���æ�ê�” access list �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z
�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�• 1 :*  99 �Å���î  1300 :*  1999 �é%¸�Ð�é!ß� 
ƒ�È�¡�0���"�.�,  �]�,�;�”�ù�Ú
�ê  100 :*  199 �Å���î  2000 :*  2699 �é%¸�Ð�é!ß� 
ƒ�È���›���"�.�,  �]�,�;�

ö!ª�â�È�ù�Ô�•

�Î�é�&�Q�f�<�

ö!ª�Ò�”���"�.�,  �]�,�;�
�_���W  2 �ù�Ú�ê�_���W  3 �é���f�2�o�H�����,�æ1¡!ª�â�È�ù
�Ô�•�Ú�Û�Ò�”�_���W  2 ���f�2�o�H�����,9Ô�P�o�;  ACL9Õ�æ�ê�”�4�é���Á�å�Ù4¢�Ç�½���Î�ã�æ�H�ç�Ò�á
�Ê�Û�Ð�¿�•

• �_���W  2 �P�o�;�ó�é  ACL �ê�”���>�Ç�0�æ�»�Ò�á�é�ú1¡!ª�â�È�ù�Ô�•

• ���f�2�o�H�����,�Ï�ã�æ  1 �ß�é  IP ACL �ã  1 �ß�é  MAC9Ô�T�:����  ���"�.�,�Ù�î9Õ ACL �é�ú�
1¡
!ª�â�È�ù�Ô�•

• �_���W  2 �é���f�2�o�H�����,�ê�`�!�f�#�
�(�P�o�;�Ò�á�¿�ù�Ö���• log � �o�b�o�<�Ç  IP ACL �â�0
�o�Ð���Ú�•�'�”�u-Þ�Ð���ù�Ô�•

•  �_���W  2 �é���f�2�o�H�����,�æ1¡!ª�Ð���Ú  IP ACL �ê�” IP �D�$�6�;�é�ú�
�H���^�2�æ�Æ�Ì�ù�Ô�•
5V IP �D�$�6�;�
�H���^�2�]�f�#�Ô���æ�ê�” MAC ���›  ACL �ã�ã�ý�æ  mac access-group ���f�2�o
�H�����,  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

access-list-number IP ���"�.�,  �&�f�;�`�o�^  �]�,�;9Ô ACL9Õ�é!ß� �â�Ô�•�0�o�â�È��%¸�Ð�ê�”
1 :*  199 �ù�Ú�ê  1300 :*  2699 �â�Ô�•

name ip access-list �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�â�0�o�Ð���Ú  
IP ACL �,�â�Ô�•

in �I
��D�$�6�;�æ�»�Ô���H���^�2�]�f�#�
�0�o�Ò�ù�Ô�•

out "’�>�D�$�6�;�æ�»�Ô���H���^�2�]�f�#�
�0�o�Ò�ù�Ô�•�Î�é� �o�b�o�<�ê�”
�_���W 3 ���f�2�o�H�����,
��â�é�ú�­
2�â�Ô�•

�]�]�o�, ���•�]�ˆ
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%Y 2 %(      Catalyst 3560 �,���6�4  Cisco IOS �&�Q�f�<
ip access-group
�Y�o�)�ê�+	û�é�,���6�4
��â�”�^�o�2  ACL�”�I
��P�o�;  ACL�” VLAN �Q�6�J�

ö!ª�â�È�ù�Ô�•�Ú�Û
�Ò�”�P�o�;�é  ACL �ê�”�^�o�2�é  ACL �ù�Ú�ê  VLAN �Q�6�J�������5�Ð���ù�Ô�•

• �I
��P�o�;�é  ACL �Ç���f�2�o�H�����,�æ1¡!ª�Ð���”�Ð���æ���f�2�o�H�����,�Ç�T�f�C�o�ã�å�Þ�á
�¿��  VLAN �æ VLAN �Q�6�J�Ç1¡!ª�Ð���Ú�•�'�” ACL �é�P�o�;
��â���>�Ò�Ú#��>�D�$�6�;�ê�”�Ø
�é�P�o�;  ACL �â�H���^�2�]�f�#�Ð���ù�Ô�•�Ø�é
•�é�D�$�6�;�ê�” VLAN �Q�6�J�æ���Þ�á�H���^�2
�]�f�#�Ð���ù�Ô�•

• �I
��^�o�2�é  ACL �Å���î�I
��P�o�;�é  ACL �Ç SVI �æ�=�÷�Ò�á�¿���•�'�” �P�o�;�é  ACL �Ç1¡!ª�Ð
���Ú�P�o�;
��â���>�Ð���Ú#��>�D�$�6�;�æ�ê�”�P�o�;  ACL �é�H���^�2�Ç1¡!ª�Ð���ù�Ô�•
•�é�P�o
�;�â���>�Ò�Ú#��>�é�^�o�9���f�#  IP �D�$�6�;�æ�ê�”�^�o�2  ACL �é�H���^�2�Ç1¡!ª�Ð���ù�Ô�•
•�é
�D�$�6�;�ê�H���^�2�]�f�#�Ð���ù�Ö���•

• �´
��^�o�2�é  ACL �Å���î�I
��P�o�;�é  ACL �Ç SVI �æ�=�÷�Ò�á�¿���•�'�” �P�o�;�é  ACL �Ç1¡!ª�Ð
���Ú�P�o�;
��â���>�Ð���Ú#��>�D�$�6�;�æ�ê�”�P�o�;  ACL �é�H���^�2�Ç1¡!ª�Ð���ù�Ô�•"’�>�Ô��
�^�o�9���f�#  IP �D�$�6�;�æ�ê�”�^�o�2  ACL �é�H���^�2�Ç1¡!ª�Ð���ù�Ô�•
•�é�D�$�6�;�ê�H���^�2
�]�f�#�Ð���ù�Ö���•

• VLAN �Q�6�J�”�I
��^�o�2�é  ACL�”�Å���î�I
��P�o�;�é  ACL �Ç SVI �æ�=�÷�Ò�á�¿���•�'�”�P�o�;
�é  ACL �Ç1¡!ª�Ð���Ú�P�o�;
��â���>�Ð���Ú#��>�D�$�6�;�æ�ê�”�P�o�;  ACL �é�H���^�2�é�ú�Ç1¡!ª
�Ð���ù�Ô�•
•�é�P�o�;�â���>�Ò�Ú#��>�é�^�o�9���f�#  IP �D�$�6�;�æ�ê�” VLAN �Q�6�J�Å���î�^�o�2  
ACL �é�H���^�2�Ç1¡!ª�Ð���ù�Ô�•
•�é�D�$�6�;�æ�ê�” VLAN �Q�6�J�é�H���^�2�é�ú1¡!ª�Ð���ù�Ô�•

• VLAN �Q�6�J�”�´
��^�o�2�é  ACL�”�Å���î�I
��P�o�;�é  ACL �Ç SVI �æ�=�÷�Ò�á�¿���•�'�”�P�o
�;�é  ACL �Ç1¡!ª�Ð���Ú�P�o�;
��â���>�Ð���Ú#��>�D�$�6�;�æ�ê�”�P�o�;  ACL �é�H���^�2�é�ú�Ç
1¡!ª�Ð���ù�Ô�•"’�>�Ô���^�o�9���f�#  IP �D�$�6�;�æ�ê�” VLAN �Q�6�J�Å���î�^�o�2  ACL �é�H��
�^�2�Ç1¡!ª�Ð���ù�Ô�•
•�é�D�$�6�;�æ�ê�” VLAN �Q�6�J�é�H���^�2�é�ú1¡!ª�Ð���ù�Ô�•

IP ACL �ê�”1M�>�¥�ã���>�¥�é�_���W  3 ���f�2�o�H�����,�é
��Ç�æ1¡!ª�â�È�ù�Ô�•

�_���W  3 �é���f�2�o�H�����,�â�ê�” IP �é  ACL �
�&�Ç�0�æ  1 �ß1¡!ª�â�È�ù�Ô�•

VLAN ���f�2�o�H�����,
��é�&�Ç�09Ô�I
��Å���î�´
�9Õ�æ  VLAN �Q�6�J�Å���î�^�o�2�é  ACL �
  1 �ß
�Õ�ß�é�ú.3�o�â�È�ù�Ô�•

�¡�0�I
����"�.�,  �]�,�;�â�ê�”�,���6�4�ê�”�D�$�6�;�
���>�Ô���ã�”�D�$�6�;�é1M�>�0���<�_�,�
���"
�.�,  �]�,�;�æ�§0»�Ò�á���O�Ò�ù�Ô�• IP ���›���"�.�,  �]�,�;�â�ê�”
›�ç�â�”�p�5  IP ���<�_�,�”�J�`�;�&�^  
�2���J�”�P�o�;!ß� �å�ä�é�D�$�6�;�]�é
•�é�H���o�^�<�
���O�â�È�ù�Ô�•���"�.�,  �]�,�;�Ç�D�$�6�;�

.5���Ô���•�'�æ�”�,���6�4�ê�D�$�6�;�é�£!��
&ï-��Ò�ù�Ô�•���"�.�,  �]�,�;�Ç�D�$�6�;�
���8�Ô���•�'
�ê�”�,���6�4�ê�Ø�é�D�$�6�;�
�<�`�6�J�Ò�ù�Ô�•���"�.�,  �]�,�;�Ç�_���W  3 �é���f�2�o�H�����,�æ1¡!ª
�Ð���Ú�•�'�”�D�$�6�;�é�<�`�6�J�æ�ã�ý�å�¿9Ô�:�H���^�;.3�o9Õ �”���f�2�o�@�6�;�Ù�î�T�6�.�o�+  �J�`�;
�&�^9ÔICMP9Õ�é Host Unreachable �é�T�6�.�o�+�Ç!¢�‘�Ð���ù�Ô�• ICMP Host Unreachable �T�6�.�o�+
�ê�”�_���W  2 ���f�2�o�H�����,�â�<�`�6�J�Ð���Ú�D�$�6�;�æ�»�Ò�á�ê!¢�‘�Ð���ù�Ö���•

1b�ñ�é"’�>���"�.�,  �]�,�;�â�ê�”�D�$�6�;�
���>�Ò�á�”�Ø���
�Ù�î�Ð���Ú���f�2�o�H�����,�ó1M�>�Ò
�Ú�½�ã�”�,���6�4�Ç���"�.�,  �]�,�;�ã�–�'�Ô���Î�ã�â�D�$�6�;�
#Õ.z�Ò�ù�Ô�•���"�.�,  �]�,�;�Ç�D
�$�6�;�
.5���Ò�Ú�•�'�”�,���6�4�ê�D�$�6�;�
1M�>�Ò�ù�Ô�•���"�.�,  �]�,�;�Ç�D�$�6�;�
���8�Ò�Ú�•
�'�”�,���6�4�ê�D�$�6�;�
�<�`�6�J�Ò�”�:�H���^�;�é.3�o�â�ê�” ICMP Host Unreachable �T�6�.�o�+�Ç
!¢�‘�Ð���ù�Ô�•

�0�o�Ò�Ú���"�.�,  �]�,�;�Ç�=�÷�Ò�å�¿�•�'�ê�”�Ô�ô�á�é�D�$�6�;�Ç1b1Š�Ò�ù�Ô�•

�� �4�é���â�ê�”�P�o�;�é�I
��D�$�6�;�æ  IP ���"�.�,  �]�,�;  101 �
1¡!ª�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config)# interface gigabitethernet 0/1
Switch(config-if)# ip access-group 101 in

.3�o�
#Õ.z�Ô���æ�ê�” show ip interface, show access-lists, �ù�Ú�ê  show ip access-lists  $�­  EXEC �&
�Q�f�<�
�I
��Ò�ù�Ô�•
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ip access-group
4P1j�&�Q�f�< �&�Q�f�< .‘�ÿ

access list !ß� 
ƒ�È  ACL �
.3�o�Ò�ù�Ô�•

ip access-list �,�è
ƒ�È  ACL �
.3�o�Ò�ù�Ô�•

show access-lists �,���6�4�â.3�o�Ð���Ú  ACL �
-+$��Ò�ù�Ô�•

show ip access-lists �,���6�4�â.3�o�Ð���Ú  IP ACL �
-+$��Ò�ù�Ô�•

show ip interface ���f�2�o�H�����,�é�,�9�o�2�,�ã.3�o�æ4P�Ô���±�Ž�
-+$��Ò�ù�Ô�•
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ip address
ip address
�_���W  2 �,���6�4�é  IP ���<�_�,�”�ù�Ú�ê�_���W  3 �,���6�4�é�&�,���6�4
’�Ð���f�2�o�H�����,9Ô SVI9Õ
�ù�Ú�ê�^�o�9�6�<  �P�o�;�é  IP ���<�_�,�
.3�o�Ô���æ�ê�” ip address ���f�2�o�H�����,  �&�f�H���!�X
�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�• IP ���<�_�,�
�å4°�Ò�Ú���” IP �£!��
�:���.�o�I�^�æ�Ò�Ú���Ô���æ
�ê�”�Î�é�&�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

ip address ip-address subnet-mask [secondary]

no ip address [ip-address subnet-mask] [secondary]

�t�¥�é.‘�ÿ

�:�H���^�; IP ���<�_�,�ê�o'õ�Ð���á�¿�ù�Ö���•

�&�Q�f�<  �U�o�< ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g


ö!ª
��é�����<�\���f Telnet �é�.�6�*�Z�f�â�”�,���6�4�é  IP ���<�_�,�
�å4°�Ò�Ú�•�'�”�,���6�4�é�’&ï�Ç�¾�¿�Ð���ù�Ô�•

�N�,�;�ê�”���f�2�o�@�6�;�Ù�î�T�6�.�o�+  �J�`�;�&�^9Ô ICMP9ÕMask Request �T�6�.�o�+�

ö!ª�Ò�á�”
�(�I�@�6�;  �Q�,�"�
�Í�Î�â�È�ù�Ô�•�^�o�2�ê�”�Î�é-Ð�Þ�æ�»�Ò�á  ICMP Mask Reply �T�6�.�o�+�â��%u
�Ò�ù�Ô�•

no ip address �&�Q�f�<�

ö�Þ�á  IP ���<�_�,�
�å4°�Ô���Î�ã�â�” $�o�é���f�2�o�H�����,
��é  IP �J�`
�.�,�
�:���.�o�I�^�æ�â�È�ù�Ô�•�,���6�4�Ç�”�Ø�é  IP ���<�_�,�é�Á�Ü�é  1 �ß�

ö!ª�Ò�á�¿��
•�é�N�,
�;�
���´�Ò�Ú�•�'�”�&�f�0�o�^�æ���\�o  �T�6�.�o�+�
1M�>�Ò�ù�Ô�•

���J�*�Z�f�â  secondary � �o�b�o�<�

ö!ª�Ô���Î�ã�â�”�.���f�3�]  ���<�_�,�é!ß� �
�u�Ù4¢�æ�0�o�â
�È�ù�Ô�•�*�,�9�S�Ç�.���f�3�]�é1M�>�0���<�_�,�é�^�o�9���f�#�é�•�Â
•���æ�:�o�2�#�\�S�
!¢�‘�Ò�å
�¿�ã�¿�Á�Î�ã�
4°�Ì�ë�”�.���f�3�]  ���<�_�,�ê�J�\���Q�]  ���<�_�,�é���Á�æ�£!��Ð���ù�Ô�• IP �I�`�o
�<� �V�,�;�ã���<�_�,.��ÿ�J�`�;�&�^9Ô ARP9Õ-Ð�Þ�ê�” IP �^�o�9���f�#  �9�o�I�^�]�é���f�2�o�H����
�,  �^�o�;�ã�+�}�æ�”1¡�¾�æ�£!��Ð���ù�Ô�•

9Ô�H9Õ �@�6�;�b�o�"  �.�#�T�f�;
��é�Ô�ô�á�é�^�o�2�Ç�.���f�3�]�é���<�_�,�

ö!ª�Ò�Ú�•�'�”�+	û�é�.�#�T
�f�;
��æ�½��
•�é�:�C���,�ý�”�+	û�é�@�6�;�b�o�"�ù�Ú�ê�(�I�@�6�;�Æ���.���f�3�]  ���<�_�,�

ö!ª
�Ò�å�Ì���ë�å���ù�Ö���•�@�6�;�b�o�"  �.�#�T�f�;
��é�.���f�3�]  ���<�_�,�é
ö!ª�æ#f"ë�Ç�½���ã�”�Ú
�Û�Ü�æ�^�o�9���f�#  �^�o�J�Ç�•�È/à�Î�Ð������(»�H�Ç�½���ù�Ô�•

ip-address IP ���<�_�,

subnet-mask 4P1j�Ô��  IP �(�I�@�6�;�é�Q�,�"

secondary 9Ô
›�ç9Õ.3�o�Ð���Ú���<�_�,�
�.���f�3�]  IP ���<�_�,�æ�0�o�Ò�ù�Ô�•�Î�é
� �o�b�o�<�Ç"í!Û�Ð���Ú�•�'�”.3�o�Ð���Ú���<�_�,�ê�J�\���Q�]  IP ���<�_
�,�æ�å���ù�Ô�•

�]�]�o�, ���•�]�ˆ

12.1(19)EA1 �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•
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ip address
OSPF �é�^�o�9���f�#�é�•�'�”���f�2�o�H�����,�é�Ô�ô�á�é�.���f�3�]  ���<�_�,�Ç�”�J�\���Q�]  ���<
�_�,�ã�+	û�é  OSPF 5Ô�^�æ�½���Î�ã�
#Õ.z�Ò�á�Ê�Û�Ð�¿�•

�,���6�4�Ç�” Bootstrap Protocol9ÔBOOTP9Õ�ù�Ú�ê DHCP �(�o�C�Æ��  IP ���<�_�,�
���>�Ò�”�Ø�é�,
���6�4  IP ���<�_�,�
  no ip address �&�Q�f�<�â�å4°�Ò�Ú�•�'�” IP �£!��ê�:���.�o�I�^�ã�å���” BOOTP 
�(�o�C�ù�Ú�ê  DHCP �(�o�C�Ç�c�î���<�_�,�

����°�á���Î�ã�ê�â�È�ù�Ö���•

�_���W  3 �,���6�4�ê�” �&�^�o�9�6�<  �P�o�;�Å���î  SVI �æ
����°�á�����Ú  IP ���<�_�,�
�,�ß�Î�ã�Ç�â�È
�ù�Ô�•.3�o�Ô���^�o�9�6�<  �P�o�;�Å���î  SVI �é�™�ê�0�H�;�������â�ê�Ù4¢�Ð���á�¿�ù�Ö���•�Ú�Û�Ò�”
�Î�é!ß� �ã.3�o�Ð���Ú
•�é�Ï(»�ã�é"ç
U4P�%�æ���Þ�á�ê�”�B�o�<�������Ù4¢�æ�����” CPU 
ö!ª ¸�æ�Ç
5À�Ç�â����(»�H�Ç�½���ù�Ô�• sdm prefer �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�”�*�,
�9�S�é�B�o�<������  �]�0�o�,�
�”�9�f�J�_�o�;�Å���î�Ï(»�9�o�I�^�æ�n�à�¿�á�c�2
����°�á���Î�ã�Ç
�â�È�ù�Ô�•.f&¦�æ�ß�¿�á�ê�” sdm prefer �&�Q�f�<�

ó�–�Ò�á�Ê�Û�Ð�¿�•

�� �4�é���â�ê�”�(�I�@�6�;  �@�6�;�b�o�"�â�_���W  2 �,���6�4�é  IP ���<�_�,�
.3�o�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config)# interface vlan 1
Switch(config-if)# ip address 172.20.128.2 255.255.255.0

�4�é���â�ê�”�_���W  3 �,���6�4
��é�P�o�;�æ  IP ���<�_�,�
.3�o�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config)# ip multicast-routing
Switch(config)# interface gigabitethernet0/1
Switch(config-if)# no switchport
Switch(config-if)# ip address 172.20.128.2 255.255.255.0

.3�o�
#Õ.z�Ô���æ�ê�” show running-config  $�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

4P1j�&�Q�f�< �&�Q�f�< .‘�ÿ

show running-config �,���6�4�é�s-��&�f�H���!�X�_�o�*�Z�f�
-+$��Ò�ù�Ô�•
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ip admission
ip admission
Web .z.=�
���@�o�I�^�æ�Ô���æ�ê�” ip admission ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<
�

ö!ª�Ò�ù�Ô�•�Î�é�&�Q�f�<�ê�” fallback-profile �U�o�<�â�ý
ö!ª�â�È�ù�Ô�• Web .z.=�
�:���.�o�I�^
�æ�Ô���æ�ê�”�Î�é�&�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

ip admission rule

no ip admission

�t�¥�é.‘�ÿ

�&�Q�f�<  �U�o�< �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g


ö!ª
��é�����<�\���f ip admission �&�Q�f�<�æ�����”�,���6�4  �P�o�;�æ  Web .z.=�^�o�^�Ç1¡!ª�Ð���ù�Ô�•

�� �4�é���â�ê�”�,���6�4  �P�o�;�æ  Web .z.=�^�o�^�
1¡!ª�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch#  configure terminal
Switch(config)#  interface gigabitethernet0/1
Switch(config-if)# ip admission rule1

�4�é���â�ê�” IEEE 802.1x �»���é�,���6�4  �P�o�;�â
ö!ª�Ô���H���o�^�C�6�"  �J�`�H�����^�æ  Web .z.=
�^�o�^�
1¡!ª�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch#  configure terminal
Switch(config)# fallback profile profile1
Switch(config)# ip admission name rule1
Switch(config)# end

4P1j�&�Q�f�<

rule IP ���<�R�6�*�Z�f  �^�o�^�
���f�2�o�H�����,�æ1¡!ª�Ò�ù�Ô�•

�]�]�o�, ���•�]�ˆ

12.2(35)SE �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•

�&�Q�f�< .‘�ÿ

dot1x fallback IEEE 802.1x .z.=�
�(�P�o�;�Ò�å�¿�"�\�����f�;!ª�é�H���o�^�C�6�"  �T��
�>�-�S�ã�Ò�á  Web .z.=�

ö!ª�Ô�����Á�P�o�;�
.3�o�Ò�ù�Ô�•

fallback profile �P�o�;�â  Web .z.=�
���@�o�I�^�æ�Ò�ù�Ô�•

ip admission name 
proxy http

�,���6�4�â  Web .z.=�
�#�`�o�C�^�æ���@�o�I�^�æ�Ò�ù�Ô�•

show ip admission NAC �é� �V�6�*�X�Ð���Ú���f�;�]�ù�Ú�ê  NAC .3�o�æ�ß�¿�á�é�±�Ž�
-+$�
�Ò�ù�Ô�•

.f&¦�æ�ß�¿�á�ê�” Cisco.com �â�¡ Network Admission Control Software 
Configuration Guide�¢�

ó�–�Ò�á�Ê�Û�Ð�¿�•
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ip admission name proxy http
ip admission name proxy http 
Web .z.=�
���@�o�I�^�æ�Ô���æ�ê�” ip admission name proxy http �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  
�&�Q�f�<�

ö!ª�Ò�ù�Ô�• Web .z.=�
�:���.�o�I�^�æ�Ô���æ�ê�”�Î�é�&�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

ip admission name proxy http

no ip admission name proxy http

�t�¥�é.‘�ÿ �Î�é�&�Q�f�<�æ�ê�”�•�™�ù�Ú�ê� �o�b�o�<�ê�½���ù�Ö���•

�:�H���^�; Web .z.=�ê�:���.�o�I�^�â�Ô�•

�&�Q�f�<  �U�o�< �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g


ö!ª
��é�����<�\���f ip admission name proxy http �&�Q�f�<�æ�����” Web .z.=�Ç�,���6�4
��â�#�`�o�C�^�æ���@�o�I�^�æ
�å���ù�Ô�•

�,���6�4�â  Web .z.=�
�#�`�o�C�^�æ���@�o�I�^�æ�Ò�á�Æ���” ip access-group in �Å���î  ip admission 
web-rule ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�á�” $�o�é���f�2�o�H�����,�â  
Web .z.=�
���@�o�I�^�æ�Ò�ù�Ô�•

�� �4�é���â�ê�”�,���6�4�P�o�;�â  Web .z.=�é�ú�
.3�o�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch#  configure terminal
Switch(config) ip admission name http-rule  proxy http 
Switch(config)#  interface gigabitethernet0/1
Switch(config-if)# ip access-group  101  in
Switch(config-if)# ip admission rule
Switch(config-if)# end

�4�é���â�ê�”�,���6�4�P�o�;�â�é�H���o�^�C�6�"  �T���>�-�S�ã�Ò�á�” Web .z.=�ã�ã�ý�æ  IEEE 802.1x 
.z.=�
.3�o�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch#  configure terminal
Switch(config)# ip admission name rule2 proxy http 
Switch(config)# fallback profile profile1
Switch(config)# ip access group 101 in
Switch(config)# ip admission name rule2
Switch(config)#  interface gigabitethernet0/1
Switch(config-if)# dot1x port-control auto
Switch(config-if)#  dot1x fallback profile1
Switch(config-if)# end

�]�]�o�, ���•�]�ˆ
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ip admission name proxy http
4P1j�&�Q�f�< �&�Q�f�< .‘�ÿ

dot1x fallback IEEE 802.1x .z.=�
�(�P�o�;�Ò�å�¿�"�\�����f�;!ª�é�H���o�^�C�6�"  �T��
�>�-�S�ã�Ò�á  Web .z.=�

ö!ª�Ô�����Á�P�o�;�
.3�o�Ò�ù�Ô�•

fallback profile Web .z.=�é�H���o�^�C�6�"  �J�`�H�����^�

Þ�‘�Ò�ù�Ô�•

ip admission �P�o�;�â  Web .z.=�
���@�o�I�^�æ�Ò�ù�Ô�•

show ip admission NAC �é� �V�6�*�X�Ð���Ú���f�;�]�ù�Ú�ê  NAC .3�o�æ�ß�¿�á�é�±�Ž�
-+$�
�Ò�ù�Ô�•.f&¦�æ�ß�¿�á�ê�” Cisco.com �â�¡ Network Admission Control 
Software Configuration Guide�¢�

ó�–�Ò�á�Ê�Û�Ð�¿�•
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ip arp inspection filter vlan
ip arp inspection filter vlan
�3���=�R�6�"  ���<�_�,.��ÿ�J�`�;�&�^9Ô ARP9Õ���f�,�M�"�*�Z�f�Ç���@�o�I�^�é�•�'�”�,�2�9���6�"  
IP ���<�_�,�Ç.3�o�Ð���Ú�N�,�;�Æ���é  ARP -Ð�Þ�Å���î��%u�
.5���ù�Ú�ê���8�Ô���æ�ê�” ip arp 
inspection filter vlan �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•�:�H���^�;.3�o�æ
�¯�Ô�æ�ê�”�Î�é�&�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

ip arp inspection filter  arp-acl-name vlan vlan-range [static]

no ip arp inspection filter arp-acl-name vlan vlan-range [static]

�t�¥�é.‘�ÿ

�:�H���^�; VLAN �æ�ê�”�o'õ�Ð���Ú  ARP ACL �Ç1¡!ª�Ð���á�¿�ù�Ö���•

�&�Q�f�<  �U�o�< �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g


ö!ª
��é�����<�\���f ARP ACL �
  VLAN �æ1¡!ª�Ò�á�3���=�R�6�"  ARP ���f�,�M�"�*�Z�f�
-��Á�•�'�ê�” IP/MAC �C���f
�:���f�#�
�=�û  ARP �D�$�6�;�é�ú�Ç  ACL �ã�§0»�Ð���ù�Ô�• ACL �Ç�D�$�6�;�
.5���Ô���ã�”�,���6�4
�Ç�D�$�6�;�
0©1M�Ò�ù�Ô�•�Ø��
•���é�Ô�ô�á�é�D�$�6�;  �2���J�ê�”��.=�Ð���Õ�æ�”�I
�  VLAN �]�â�I
�]�6�+�f�#�Ð���ù�Ô�•

�,���6�4�Ç  ACL �]�é�ÿ$�"›�å���8�,�9�o�;�T�f�;�æ���Þ�á�D�$�6�;�
���8�Ô���ã�”�D�$�6�;�Ç�<�`�6
�J�Ð���ù�Ô�•�,���6�4�Ç�g9)�é���8�,�9�o�;�T�f�;�æ���Þ�á�D�$�6�;�
���8�Ô���ã�”�D�$�6�;�ê  
DHCP �C���f�:���f�#�é�]�,�;�ã�–�'�Ð���ù�Ô�•�Ú�Û�Ò�” ACL �Ç�,�2�9���6�" 9Ô�D�$�6�;�Ç�C���f
�:���f�#�ã�§0»�Ð���å�¿9Õ�â�½���•�'�
4°�È�ù�Ô�•

ARP ACL �
�o'õ�”�ù�Ú�ê�o'õ�ã�ú�é�]�,�;�é�Ã�è�æ���
1J
��Ô���æ�ê�” arp access-list acl-name �#
�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

arp-acl-name ARP ���"�.�,  �&�f�;�`�o�^  �]�,�;9Ô ACL9Õ�é�,�è�•

vlan-range VLAN �é!ß� �ù�Ú�ê%¸�Ð�•

VLAN ID !ß� �â/��Î�Ð���Ú  1 �ß�é  VLAN �”�Ø���Ù���
�B���H�f�â
™�¾�Þ
�Ú VLAN %¸�Ð�”�ù�Ú�ê���f�Q�â
™�¾�Þ�Ú	û1j�é  VLAN �
�0�o�â�È�ù�Ô�•
�0�o�â�È��%¸�Ð�ê  1 :*  4094 �â�Ô�•

static 9Ô
›�ç9ÕARP ACL �]�é�g9)�é���8�
�ÿ$�"›�å���8�ã�Ò�á�����Ò�¿�” ACL �]
�é�è�é���æ	û)L�Ò�å�¿�D�$�6�;�
�<�`�6�J�Ô���Ú�ü�æ�” static �
�0�o�Ò�ù
�Ô�• DHCP �C���f�:���f�#�ê
ö!ª�Ð���ù�Ö���•

�Î�é� �o�b�o�<�
�0�o�Ò�å�¿�•�'�ê�”�D�$�6�;�
���8�Ô���ÿ$�"›�å���8�Ç  
ACL �]�æ�å�¿�Î�ã�
�ç�g�Ò�”�D�$�6�;�Ç  ACL �]�é���æ	û)L�Ò�å�¿�ã  
DHCP �C���f�:���f�#�Ç�D�$�6�;�é.5���ù�Ú�ê���8�
�ÿ�o�Ò�ù�Ô�•

�]�]�o�, ���•�]�ˆ
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ip arp inspection filter vlan
�� �4�é���â�ê�”�3���=�R�6�"  ARP ���f�,�M�"�*�Z�f!ª�æ  ARP ACL static-hosts �
  VLAN 1 �æ1¡!ª�Ô��
�Ç�:�
$��Ò�ù�Ô�•

Switch(config)# ip arp inspection filter static-hosts vlan 1

.3�o�
#Õ.z�Ô���æ�ê�” show ip arp inspection vlan 1  $�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

4P1j�&�Q�f�< �&�Q�f�< .‘�ÿ

arp access-list ARP ACL �
�o'õ�Ò�ù�Ô�•

deny9ÔARP ���"�.�,  
�]�,�;  �&�f�H���!�X
�_�o�*�Z�f9Õ

DHCP �C���f�:���f�#�ã�é�–�'�æ�n�à�¿�á  ARP �D�$�6�;�
���8�Ò�ù�Ô�•

permit9ÔARP ���"�.�,  
�]�,�;  �&�f�H���!�X
�_�o�*�Z�f9Õ

DHCP �C���f�:���f�#�ã�é	û)L�æ�n�à�¿�á  ARP �D�$�6�;�
.5���Ò�ù�Ô�•

show arp access-list ARP ���"�.�,  �]�,�;�æ4P�Ô��.f&¦�
-+$��Ò�ù�Ô�•

show inventoryvlan 
vlan-range

�0�o�Ð���Ú  VLAN �é�3���=�R�6�"  ARP ���f�,�M�"�*�Z�f�é.3�o�Å���î
G

Þ�,�9�o�;�
-+$��Ò�ù�Ô�•
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ip arp inspection limit
ip arp inspection limit
���f�2�o�H�����,
��é#��>���<�_�,.��ÿ�J�`�;�&�^9Ô ARP9Õ-Ð�Þ�Å���î��%u�é�_�o�;�
�Ù4¢�Ô���æ�ê�”
ip arp inspection limit ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�• DoS �y��

9Ô�(�o�F�,��&Ø�y��9Õ�Ç"’!¢�Ò�Ú�•�'�æ�3���=�R�6�"  ARP ���f�,�M�"�*�Z�f�æ���Þ�á�,���6�4  �]�0�o
�,�é�Ô�ô�á�Ç�–/Œ�Ð���å�¿���Á�æ�Ò�ù�Ô�•�:�H���^�;.3�o�æ�¯�Ô�æ�ê�”�Î�é�&�Q�f�<�é  no �»�|�

ö!ª
�Ò�ù�Ô�•

ip arp inspection limit  { rate pps [burst interval  seconds] | none}

no ip arp inspection limit 

�t�¥�é.‘�ÿ

�:�H���^�; 1 $}4F�æ 15 ���é�Â-Ù�N�,�;�æ�’&ï�Ô���N�,�;�Ç2)'Î�Ð���Ú�,���6�4�<  �@�6�;�b�o�"�é�•�'�”�>5ì�â�È
�å�¿���f�2�o�H�����,�é�_�o�;�ê  15 pps �æ.3�o�Ð���ù�Ô�•

�>5ì�â�È���Ô�ô�á�é���f�2�o�H�����,�â�ê�”�_�o�;�ê�u�Ù4¢�â�Ô�•

�C�o�,�;  ���f�2�o�C�^�ê  1 $}�æ.3�o�Ð���á�¿�ù�Ô�•

�&�Q�f�<  �U�o�< ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g


ö!ª
��é�����<�\���f �_�o�;�ê�”�>5ì�â�È�����f�2�o�H�����,�Å���î�>5ì�â�È�å�¿���f�2�o�H�����,�é
��Ç�æ1¡!ª�Ð���ù�Ô�•
-„�™�é�3���=�R�6�"  ARP ���f�,�M�"�*�Z�f�»��  VLAN �â�D�$�6�;�
�£!��Ô�����Á�æ�;�\�f�"�æ1¡�¾�å
�_�o�;�
.3�o�Ô���Æ�” none � �o�b�o�<�

ö!ª�Ò�á�_�o�;�
�u�Ù4¢�æ�Ò�ù�Ô�•

�,���6�4�Ç�C�o�,�;�¼4F
��æ.3�o�Ð���Ú�_�o�;�
/å�Ã���_�o�;�â�D�$�6�;�
&î&ï�Ò�á���>�Ô���ã�”���f
�2�o�H�����,�Ç  errdisable �,�9�o�;�æ�å���ù�Ô�•

���f�2�o�H�����,
��é�_�o�;�Ù4¢�
�ÿ$�"›�æ.3�o�Ò�å�¿4¢���”���f�2�o�H�����,�é�>5ì A���
���•�Ô��
�Î�ã�ê�”�_�o�;�Ù4¢�
�>5ì A���é�:�H���^�;�o�æ���•�Ô���Î�ã�æ�å���ù�Ô�•�_�o�;�Ù4¢�
.3�o�Ô���ã�”
�>5ì A���Ç���•�Ð���Ú�•�'�â�ý���f�2�o�H�����,�ê�_�o�;�Ù4¢�
�;�Ü�ù�Ô�• no ip arp inspection limit 
���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�
�I
��Ô���ã�”���f�2�o�H�����,�ê�:�H���^�;�é
�_�o�;�Ù4¢�æ�¯���ù�Ô�•

�;�\�f�"  �P�o�;�ê�”4ø&‚�Ç
û���Ð�������Á�æ�”�����"�È�å�_�o�;�æ.3�o�Ô����-Ð�Ç�½���ù�Ô�•#��>�D
�$�6�;�é�_�o�;�Ç�Y�o�)�é�o'õ�Ò�Ú�_�o�;�
/å�Ã���ã�”�,���6�4�ê���f�2�o�H�����,�
  errdisable �,
�9�o�;�æ�Ò�ù�Ô�• errdisable �Á�ó�Ï(»�ê�”�Á�ó�é.3�o�æ�å�Þ�á�P�o�;�
  errdisable �,�9�o�;�Æ��)D
G"›
�æ$–-��Ð�Ö�ù�Ô�•

rate pps 1 $}4F�æ�£!��Ð����#��>�D�$�6�;�™�é
�4¢�
�0�o�Ò�ù�Ô�•%¸�Ð�ê�” 0 :*  
2048 pps �â�Ô�•

burst interval seconds 9Ô
›�ç9Õ���f�2�o�H�����,�â7�1f  ARP �D�$�6�;�
�U�>�2�Ô�����f�2�o�C
�^�
$}
±
Ï�â�0�o�Ò�ù�Ô�•%¸�Ð�ê  1 :*  15 $}�â�Ô�•

none �£!���(»�å#��>  ARP �D�$�6�;�é�_�o�;�æ
�4¢�
�0�o�Ò�ù�Ö���•

�]�]�o�, ���•�]�ˆ
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ip arp inspection limit
EtherChannel �P�o�;�é#��>  ARP �D�$�6�;�é�_�o�;�ê�”�Ô�ô�á�é�4�V�@�^  �T�f�C�o�é#��>  ARP �D�$�6
�;  �_�o�;�é�'.��ã�+�Ó�â�Ô�• EtherChannel �P�o�;�é�_�o�;�Ù4¢�ê�”���Õ�Ô�ô�á�é�4�V�@�^  �T�f�C�o�é
#��>  ARP �D�$�6�;�é�_�o�;�
.ž�ô�á�Æ��.3�o�Ò�á�Ê�Û�Ð�¿�•

�� �4�é���â�ê�”�P�o�;
��é#��>  ARP -Ð�Þ�é�_�o�;�
  25 pps �æ�Ù4¢�Ò�”���f�2�o�H�����,�é�U�>�2�]�f�#  
���f�2�o�C�^�
  5 $}4F�æ.3�o�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config)#  interface gigabitethernet0/1
Switch(config-if)# ip arp inspection limit rate 25 burst interval 5

.3�o�
#Õ.z�Ô���æ�ê�” show ip arp inspection interfaces interface-id  $�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

4P1j�&�Q�f�< �&�Q�f�< .‘�ÿ

show inventory 
interfaces 

�0�o�Ð���Ú���f�2�o�H�����,�ù�Ú�ê�Ô�ô�á�é���f�2�o�H�����,�é  ARP �D
�$�6�;�é�>5ì A���Å���î�_�o�;�Ù4¢�
-+$��Ò�ù�Ô�•
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ip arp inspection log-buffer
ip arp inspection log-buffer
�3���=�R�6�"  ���<�_�,.��ÿ�J�`�;�&�^9Ô ARP9Õ���f�,�M�"�*�Z�f  �`�!�f�#  �C�6�H���
.3�o�Ô���æ�ê�”
ip arp inspection log-buffer �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•�:�H���^�;
.3�o�æ�¯�Ô�æ�ê�”�Î�é�&�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

ip arp inspection log-buffer { entries number | logs number interval seconds}

no ip arp inspection log-buffer { entries | logs}

�t�¥�é.‘�ÿ

�:�H���^�; �3���=�R�6�"  ARP �Ç���@�o�I�^
{�Ð�����ã�”���8�ù�Ú�ê�<�`�6�J�Ð���Ú  ARP �D�$�6�;�Ç.%3s�Ð���ù�Ô�•

�`�#  ���f�;�]�™�ê�” 32 �â�Ô�•

�*�,�9�S  �T�6�.�o�+�™�ê�” 1 $}�½�Ú��  5 �æ�Ù4¢�Ð���á�¿�ù�Ô�•

�`�!�f�#�_�o�;  ���f�2�o�C�^�ê�” 1 $}�â�Ô�•

�&�Q�f�<  �U�o�< �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g


ö!ª
��é�����<�\���f 0 �é�o�ê�” logs �Å���î  interval  � �o�b�o�<�é
��Ç�â.5���Ð���á�¿�ù�Ö���•

logs �Å���î  interval  �é.3�o�ê�”"ç
U�æ
Þ!ª�Ò�ù�Ô�• logs number X �Ç interval  seconds Y �����"�È�¿�•
�'�” X �¸  Y9ÔX/Y9Õ�é�*�,�9�S  �T�6�.�o�+�Ç�¤$}1M�>�Ð���ù�Ô�•�Ø�Á�â�å�¿�•�'�” 1 �ß�é�*�,�9�S  
�T�6�.�o�+�Ç  Y �¸  X9ÔY/X9Õ$}�Ï�ã�æ1M�>�Ð���ù�Ô�•�Ú�ã�Ã�ë�” logs number �Ç 20 �â�” interval  
seconds �Ç 4 �é�•�'�”�,���6�4�ê�`�#  �C�6�H���æ���f�;�]�Ç�½��4F�” 5 ���f�;�]�é�*�,�9�S  �T�6�.�o�+
�
�¤$}!¢�‘�Ò�ù�Ô�•

�`�#  �C�6�H��  ���f�;�]�ê�” 2 �ß
•
��é�D�$�6�;�
-+�Ô�Î�ã�Ç�â�È�ù�Ô�•�Ú�ã�Ã�ë�”���f�2�o�H�����,
�Ç�+	û�é  VLAN 
��é�D�$�6�;�
�+	û�é  ARP �D�\�T�o�2�â���™���>�Ô���ã�”�,���6�4�ê�”�`�#  �C�6
�H���]�é  1 �ß�é���f�;�]�ã�Ò�á�D�$�6�;�
&¿�'�Ò�” 1 �ß�é���f�;�]�ã�Ò�á�*�,�9�S  �T�6�.�o�+�
!¢�‘�Ò
�ù�Ô�•

entries number �C�6�H���æ.%3s�Ð�������f�;�]�™�•�0�o�â�È��%¸�Ð�ê  0 :*  1024 �â�Ô�•

logs number 
interval  seconds

�*�,�9�S  �T�6�.�o�+�
!¢�‘�Ô���Ú�ü�æ�”�0�o�Ð���Ú���f�2�o�C�^�â��-Ð�å���f
�;�]�™�•

logs number �æ�0�o�â�È��%¸�Ð�ê  0 :*  1024 �â�Ô�•�o�Ç  0 �é�•�'�”���f�;�]�Ç�`
�#  �C�6�H���æ'Î�Æ���ù�Ô�Ç�”�*�,�9�S  �T�6�.�o�+�Ç!¢�‘�Ð���ù�Ö���•

�0�o�â�È��  interval  seconds �é%¸�Ð�ê  0 :*  86400 $}9Ô1 �ã9Õ�â�Ô�•�o�Ç  0 �é�•�'�”
�*�,�9�S  �T�6�.�o�+�Ç�Ú�Û�Ü�æ!¢�‘�Ð���”�`�#  �C�6�H���ê�ñ�æ$è�é A���â�Ô�•

�]�]�o�, ���•�]�ˆ
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ip arp inspection log-buffer
�`�#  �C�6�H���Ç���o�C�o�H�`�o�Ô���•�'�ê�”�`�#  ���L�f�;�Ç�`�#  �C�6�H���æ
ü�ù���å�¿�Î�ã�
�ç�g�Ò
�á�Å���” show ip arp inspection log  $�­  EXEC �&�Q�f�<�é�´
��Ç�Ç5À�
���Ì�ù�Ô�•�D�$�6�;�™�Å���î
�(4F
•���é�Ô�ô�á�é�:�o�2�é
•�
���æ  [--] �Ç-+$��Ð���ù�Ô�•�Î�é���f�;�]�æ�ê�”�Î��
•���é&Ô.��±�Ž�Ç
�­���Ð���ù�Ö���•�´
��æ�Î�é���Á�å���f�;�]�Ç-+$��Ð�����•�'�”�`�#  �C�6�H���]�é���f�;�]�™�
�Ç�ÿ
�Ô�Æ�”�`�!�f�#  �_�o�;�
�Ç�ÿ�Ò�ù�Ô�•

�� �4�é���â�ê�”�¨�"  45 �é���f�;�]�
�;�,�â�È�����Á�æ�`�!�f�#  �C�6�H���
.3�o�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config)# ip arp inspection log-buffer entries 45

�4�é���â�ê�”�`�!�f�#  �_�o�;�
  4 $}�½�Ú��  20 �é�`�#  ���f�;�]�æ.3�o�Ô���Ç�:�
$��Ò�ù�Ô�•�Î�é.3�o�â
�ê�”�,���6�4�ê�`�#  �C�6�H���æ���f�;�]�Ç�½��4F�” 5 ���f�;�]�é�*�,�9�S  �T�6�.�o�+�
�¤$}!¢�‘�Ò�ù�Ô�•

Switch(config)# ip arp inspection log-buffer logs 20 interval 4

.3�o�
#Õ.z�Ô���æ�ê�” show ip arp inspection log  $�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

4P1j�&�Q�f�< �&�Q�f�< .‘�ÿ

arp access-list ARP ACL �
�o'õ�Ò�ù�Ô�•

clear ip arp inspection log �3���=�R�6�"  ARP ���f�,�M�"�*�Z�f  �`�#  �C�6�H���
�–
ð�Ò�ù�Ô�•

ip arp inspection vlan logging VLAN 
±
Ï�â.%3s�Ô���D�$�6�;�é�2���J�
�Ù�î�Ò�ù�Ô�•

show inventory log �3���=�R�6�"  ARP ���f�,�M�"�*�Z�f  �`�#  �C�6�H���é.3�o�ã�]�ˆ
�
-+$��Ò�ù�Ô�•
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ip arp inspection trust
ip arp inspection trust
���O�Ð����#��>���<�_�,.��ÿ�J�`�;�&�^9Ô ARP9Õ�D�$�6�;�
�ÿ�o�Ô���>5ì A���
���f�2�o�H�����,�æ
.3�o�Ô���æ�ê�” ip arp inspection trust ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù
�Ô�•�:�H���^�;.3�o�æ�¯�Ô�æ�ê�”�Î�é�&�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

ip arp inspection trust 

no ip arp inspection trust

�t�¥�é.‘�ÿ �Î�é�&�Q�f�<�æ�ê�”�•�™�ù�Ú�ê� �o�b�o�<�ê�½���ù�Ö���•

�:�H���^�; ���f�2�o�H�����,�ê�”�>5ì�â�È�å�¿ A���â�Ô�•

�&�Q�f�<  �U�o�< ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g


ö!ª
��é�����<�\���f �,���6�4�ê�”�>5ì�â�È�����f�2�o�H�����,
��â���>�Ò�Ú  ARP �D�$�6�;�
#Õ.z�Ö�Õ�”
±&•�æ�D�$�6�;�

0©1M�Ò�ù�Ô�•

�>5ì�â�È�å�¿���f�2�o�H�����,�â�ê�”�,���6�4�ê�Ô�ô�á�é  ARP -Ð�Þ�ã��%u�

•-����>�Ò�ù�Ô�•�`�o��
�^  � �V�6�*�X�
�•�Â�Ò�”.e�°�Ô���p�5�æ�D�$�6�;�
0©1M�Ô���è�æ�”
•-����>�Ò�Ú�D�$�6�;�Ç�­
2�å  
IP/MAC ���<�_�,  �C���f�:���f�#�
�,�ß�Æ�ä�Á�Æ�
��.=�Ò�ù�Ô�•�,���6�4�ê�”�u
2�å�D�$�6�;�
�<
�`�6�J�Ò�” ip arp inspection vlan logging �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�â�0�o�Ð���Ú
�`�!�f�#.3�o�æ�å�Þ�á�`�#  �C�6�H���æ.%3s�Ò�ù�Ô�•

�� �4�é���â�ê�”�P�o�;�
�>5ì�â�È�� A���æ.3�o�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config)#  interface gigabitethernet0/1
Switch(config-if)# ip arp inspection trust  

.3�o�
#Õ.z�Ô���æ�ê�” show ip arp inspection interfaces interface-id  $�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

�]�]�o�, ���•�]�ˆ
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��Ð���ù�Ò�Ú�•
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ip arp inspection trust
4P1j�&�Q�f�< �&�Q�f�< .‘�ÿ

ip arp inspection 
log-buffer

�3���=�R�6�"  ARP ���f�,�M�"�*�Z�f  �`�#  �C�6�H���
.3�o�Ò�ù�Ô�•

show inventory 
interfaces

�0�o�Ð���Ú���f�2�o�H�����,�ù�Ú�ê�Ô�ô�á�é���f�2�o�H�����,�é  ARP �D
�$�6�;�é�>5ì A���Å���î�_�o�;�Ù4¢�
-+$��Ò�ù�Ô�•

show inventory log �3���=�R�6�"  ARP ���f�,�M�"�*�Z�f  �`�#  �C�6�H���é.3�o�ã�]�ˆ�
-+$��Ò
�ù�Ô�•
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ip arp inspection validate
ip arp inspection validate
�3���=�R�6�"  ���<�_�,.��ÿ�J�`�;�&�^9Ô ARP9Õ���f�,�M�"�*�Z�f�é $�o�é#Õ.z�
-��Á�æ�ê�” ip arp 
inspection validate �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•�:�H���^�;.3�o�æ�¯
�Ô�æ�ê�”�Î�é�&�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

ip arp inspection validate {[ src-mac] [dst-mac] [ ip [allow zeros]]}

no ip arp inspection validate [src-mac] [dst-mac] [ ip [allow zeros]]

�t�¥�é.‘�ÿ

�:�H���^�; �4���6�"�ê-��
���ù�Ö���•

�&�Q�f�<  �U�o�< �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g

src-mac ���o�(�@�6�;  �K�6�3�o�]�é1M�>�0  MAC ���<�_�,�ã�” ARP �Ä
Õ�]�é1M�>�¥  MAC ��
�<�_�,�
�§0»�Ò�ù�Ô�•�Î�é�4���6�"�ê�” ARP -Ð�Þ�ã��%u�é
��Ç�æ�»�Ò�á-��
���ù�Ô�•

�Î�é�4���6�"�Ç���@�o�I�^�é�•�'�”!ã�å��  MAC ���<�_�,�
�,�ß�D�$�6�;�ê�u
2�ã�Ò
�á�½6��Ð���”�<�`�6�J�Ð���ù�Ô�•

dst-mac ���o�(�@�6�;  �K�6�3�o�]�é�p�5  MAC ���<�_�,�ã�” ARP �Ä
Õ�]�é�2�o�%�6�;  MAC 
���<�_�,�
�§0»�Ò�ù�Ô�•�Î�é�4���6�"�ê�” ARP ��%u�æ�»�Ò�á-��
���ù�Ô�•

�Î�é�4���6�"�Ç���@�o�I�^�é�•�'�”!ã�å��  MAC ���<�_�,�
�,�ß�D�$�6�;�ê�u
2�ã�Ò
�á�½6��Ð���”�<�`�6�J�Ð���ù�Ô�•

ip ARP �Ä
Õ�]�â�”�u
2�å
M�¼�Ò�å�¿  IP ���<�_�,�
�§0»�Ò�ù�Ô�•�Î�é���Á�å���<�_�,�æ
�ê�” 0.0.0.0�” 255.255.255.255�”�Å���î�Ô�ô�á�é  IP �Q�^�4� �V�,�;  ���<�_�,�Ç�=�ù
���ù�Ô�•

1M�>�¥ IP ���<�_�,�ê�”�Ô�ô�á�é  ARP -Ð�Þ�Å���î��%u�ã�§0»�Ð���ù�Ô�•�2�o�%�6�;  
IP ���<�_�,�ê  ARP ��%u�â�é�ú�4���6�"�Ð���ù�Ô�•

allow-zeros 1M�>�¥���<�_�,�Ç  0.0.0.09ÔARP �J�`�o�I9Õ�â�½��  ARP �Ç���8�Ð���å�¿���Á�æ�” IP 
��.=�9�,�;�
���•�Ò�ù�Ô�•

�]�]�o�, ���•�]�ˆ
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ip arp inspection validate

ö!ª
��é�����<�\���f �Ë�å�Ê�ã�ý  1 �ß�é� �o�b�o�<�
�0�o�Ô����-Ð�Ç�½���ù�Ô�•�&�Q�f�<�
�s-��Ô���Ú�î�æ�”�Ø�é�è�é�&�Q�f
�<�é.3�o�ê
�� �È�Ð���ù�Ô�•�ß�ù���”�&�Q�f�<�Ç  src-mac �Å���î  dst-mac �é��.=�
���@�o�I�^�æ�Ò�” 2 
!ß"á�é�&�Q�f�<�Ç  IP ��.=�é�ú�
���@�o�I�^�æ�Ô���ã�” 2 !ß"á�é�&�Q�f�<�æ���Þ�á  src-mac �Å���î  
dst-mac �é��.=�Ç�:���.�o�I�^�æ�å���ù�Ô�•

allow-zeros � �o�b�o�<�ê�”�4�é�Ç�:�â  ARP ���"�.�,  �&�f�;�`�o�^  �]�,�;9Ô ACL9Õ�ã1j
G�Ò�ù�Ô�•

• ARP ACL �Ç ARP �J�`�o�I�
���8�Ô�����Á�æ.3�o�Ð���á�¿���•�'�ê�” allow-zero � �o�b�o�<�Ç�0
�o�Ð���á�¿�á�ý�” ARP �J�`�o�I�ê�<�`�6�J�Ð���ù�Ô�•

• ARP �J�`�o�I�
�ÿ#Õ�æ.5���Ô��  ARP ACL �
.3�o�Ò�” ip arp inspection validate ip �&�Q�f�<�
.3
�o�Ô���•�'�” allow-zeros � �o�b�o�<�
�I
��Ò�å�¿4¢���” ARP �J�`�o�I�ê�<�`�6�J�Ð���ù�Ô�•

�Î�é�&�Q�f�<�é  no �»�|�

ö!ª�Ô���ã�”�0�o�Ð���Ú�4���6�"�é�ú�Ç�:���.�o�I�^�æ�å���ù�Ô�•�ä�é���J
�*�Z�f�ý���@�o�I�^�æ�Ò�å�¿�•�'�ê�”�Ô�ô�á�é�4���6�"�Ç�:���.�o�I�^�æ�å���ù�Ô�•

�� �4�é���â�ê�”1M�>�0  MAC �é��.=�
���@�o�I�^�æ�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config)# ip arp inspection validate src-mac  

.3�o�
#Õ.z�Ô���æ�ê�” show ip arp inspection vlan vlan-range  $�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

4P1j�&�Q�f�< �&�Q�f�< .‘�ÿ

show inventory vlan 
vlan-range

�0�o�Ð���Ú  VLAN �é�3���=�R�6�"  ARP ���f�,�M�"�*�Z�f�é.3�o�Å���î
G

Þ�,�9�o�;�
-+$��Ò�ù�Ô�•
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ip arp inspection vlan
ip arp inspection vlan
VLAN 
±
Ï�â�3���=�R�6�"  ���<�_�,.��ÿ�J�`�;�&�^9Ô ARP9Õ���f�,�M�"�*�Z�f�
���@�o�I�^�æ�Ô���æ
�ê�” ip arp inspection vlan �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•�:�H���^�;.3
�o�æ�¯�Ô�æ�ê�”�Î�é�&�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

ip arp inspection vlan vlan-range

no ip arp inspection vlan vlan-range

�t�¥�é.‘�ÿ

�:�H���^�; ARP ���f�,�M�"�*�Z�f�ê�”�Ô�ô�á�é  VLAN �â�:���.�o�I�^�â�Ô�•

�&�Q�f�<  �U�o�< �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g


ö!ª
��é�����<�\���f �3���=�R�6�"  ARP ���f�,�M�"�*�Z�f�
���@�o�I�^�æ�Ô��  VLAN �
�0�o�Ô����-Ð�Ç�½���ù�Ô�•

�3���=�R�6�"  ARP ���f�,�M�"�*�Z�f�ê�”���"�.�,  �P�o�;�”�;�\�f�"  �P�o�;�” EtherChannel �P�o�;�Å
���î�J�\���L�o�;  VLAN �P�o�;�â�(�P�o�;�Ð���ù�Ô�•

�� �4�é���â�ê�”�3���=�R�6�"  ARP ���f�,�M�"�*�Z�f�
  VLAN 1 �â���@�o�I�^�æ�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config)# ip arp inspection vlan 1

.3�o�
#Õ.z�Ô���æ�ê�” show ip arp inspection vlan vlan-range  $�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

4P1j�&�Q�f�<

vlan-range VLAN �é!ß� �ù�Ú�ê%¸�Ð�•

VLAN ID !ß� �â/��Î�Ð���Ú  1 �ß�é  VLAN �”�Ø���Ù���
�B���H�f�â
™�¾�Þ
�Ú VLAN %¸�Ð�”�ù�Ú�ê���f�Q�â
™�¾�Þ�Ú	û1j�é  VLAN �
�0�o�â�È�ù�Ô�•
�0�o�â�È��%¸�Ð�ê  1 :*  4094 �â�Ô�•

�]�]�o�, ���•�]�ˆ

12.2(20)SE �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•

�&�Q�f�< .‘�ÿ

arp access-list ARP ACL �
�o'õ�Ò�ù�Ô�•

show inventoryvlan 
vlan-range

�0�o�Ð���Ú  VLAN �é�3���=�R�6�"  ARP ���f�,�M�"�*�Z�f�é.3�o�Å���î
G

Þ�,�9�o�;�
-+$��Ò�ù�Ô�•
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ip arp inspection vlan logging
ip arp inspection vlan logging
VLAN 
±
Ï�â�`�!�f�#�Ð�����D�$�6�;  �2���J�
�Ù�î�Ô���æ�ê�” ip arp inspection vlan logging �#�`�o
�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•�Î�é�`�!�f�#�Ù�î�
�:���.�o�I�^�æ�Ô���æ�ê�”
�Î�é�&�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

ip arp inspection vlan vlan-range logging {acl-match {matchlog | none} | dhcp-bindings 
{ all | none | permit } | arp-probe} 

no ip arp inspection vlan vlan-range logging { acl-match | dhcp-bindings | arp-probe}

�t�¥�é.‘�ÿ

�:�H���^�; ���8�ù�Ú�ê�<�`�6�J�Ð���Ú�D�$�6�;�ê�”�Ô�ô�á.%3s�Ð���ù�Ô�• ARP �J�`�o�I  �D�$�6�;�ê.%3s�Ð���ù�Ö���•

�&�Q�f�<  �U�o�< �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g

vlan-range �`�!�f�#�æ�»�Ò�á.3�o�Ð���Ú  VLAN �
�0�o�Ò�ù�Ô�•

VLAN ID !ß� �â/��Î�Ð���Ú  1 �ß�é  VLAN �”�Ø���Ù���
�B���H�f�â
™�¾�Þ�Ú  
VLAN %¸�Ð�”�ù�Ú�ê���f�Q�â
™�¾�Þ�Ú	û1j�é  VLAN �
�0�o�â�È�ù�Ô�•�0�o
�â�È��%¸�Ð�ê  1 :*  4094 �â�Ô�•

acl-match { matchlog | 
none}

Access Control List9ÔACL; ���"�.�,  �&�f�;�`�o�^  �]�,�;9Õ�ã�é	û)L�æ�n�à
�¿�Ú�D�$�6�;�é�`�!�f�#�
�0�o�Ò�ù�Ô�•

� �o�b�o�<�é�ç�g�ê�4�é�ã�Å���â�Ô�•

• matchlog9æAccess Control Entries9ÔACE9Õ�æ�0�o�Ð���Ú�`�!�f�#.3�o
�æ�n�à�¿�á�D�$�6�;�
.%3s�Ò�ù�Ô�•�Î�é�&�Q�f�<�æ  matchlog � �o�b�o
�<�” permit  �ù�Ú�ê  deny ARP ���"�.�,  �]�,�;  �&�f�H���!�X�_�o�*�Z�f  
�&�Q�f�<�æ  log � �o�b�o�<�
�0�o�Ô���ã�” ACL �æ���Þ�á.5���ù�Ú�ê���8
�Ð���Ú  Address Resolution Protocol9ÔARP; ���<�_�,.��ÿ�J�`�;�&�^9Õ�D
�$�6�;�Ç.%3s�Ð���ù�Ô�•

• none9æACL �æ	û)L�Ô���D�$�6�;�
.%3s�Ò�ù�Ö���•

dhcp-bindings 
{ permit  | all | none}

DHCP �C���f�:���f�#�ã�é	û)L�æ�n�à�¿�Ú�D�$�6�;�é�`�!�f�#�
�0�o�Ò�ù
�Ô�•

� �o�b�o�<�é�ç�g�ê�4�é�ã�Å���â�Ô�•

• all9æDHCP �C���f�:���f�#�æ	û)L�Ô���Ô�ô�á�é�D�$�6�;�
.%3s�Ò�ù�Ô�•

• none9æDHCP �C���f�:���f�#�æ	û)L�Ô���D�$�6�;�
.%3s�Ò�ù�Ö���•

• permit9æDHCP �C���f�:���f�#�æ.5���Ð���Ú�D�$�6�;�
.%3s�Ò�ù�Ô�•
arp-probe �U
Õ"›�æ.5���Ð���Ú�D�$�6�;�Ç  ARP �J�`�o�I�â�½���•�'�æ�”�D�$�6�;�é�`

�!�f�#�
�0�o�Ò�ù�Ô�•

�]�]�o�, ���•�]�ˆ

12.2(20)SE �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•

12.2(37)SE arp-probe � �o�b�o�<�Ç1J
��Ð���ù�Ò�Ú�•
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ip arp inspection vlan logging

ö!ª
��é�����<�\���f logged �é!ª.†�ê�”���f�;�]�Ç�`�#  �C�6�H���æ'Î�Æ���”�*�,�9�S  �T�6�.�o�+�Ç!¢�‘�Ð�����Î�ã�
�ç�g�Ò
�ù�Ô�•

acl-match � �o�b�o�<�ã  dhcp-bindings � �o�b�o�<�ê1j�ä�Ò�á�¿�ù�Ô�• ACL �é	û)L�
.3�o�Ô���ã�”
DHCP �C���f�:���f�#�é.3�o�ê�:���.�o�I�^�æ�å���ù�Ö���•�`�!�f�#�n�0�
�:�H���^�;�æ�]�.�6�;�Ô
���æ�ê�”�Î�é�&�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•�¿�Õ���é���J�*�Z�f�ý�0�o�Ò�å�¿�•�'�ê�” ARP �D�$�6
�;�Ç���8�Ð���Ú�ã�È�æ�”�Ô�ô�á�é�`�!�f�#  �2���J�Ç.%3s�Ð�������Á�æ�]�.�6�;�Ð���ù�Ô�•
ö!ª�â�È��
���J�*�Z�f�ê�”�4�é  2 �ß�â�Ô�•

• acl-match9æ���8�Ð���Ú�D�$�6�;�Ç.%3s�Ð�������Á�æ�” ACL �ã�é	û)L�æ4P�Ô���`�!�f�#�Ç�]�.�6�;
�Ð���ù�Ô�•

• dhcp-bindings9æ���8�Ð���Ú�D�$�6�;�Ç.%3s�Ð�������Á�æ�” DHCP �C���f�:���f�#�ã�é	û)L�æ4P�Ô
���`�!�f�#�Ç�]�.�6�;�Ð���ù�Ô�•

acl-match � �o�b�o�<�ã  dhcp-bindings � �o�b�o�<�é�ä�Ü���ý�0�o�Ð���å�¿�ã�”���8�Ð���Ú�Ô�ô�á�é
�D�$�6�;�Ç.%3s�Ð���ù�Ô�•

ACL �é�Ã�è�æ�½���g9)�é���8�æ�ê�” log � �o�b�o�<�Ç�=�ù���ù�Ö���•�ß�ù���” ip arp inspection filter 
vlan �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�â  static � �o�b�o�<�

ö!ª�Ò�Ú�•�'�” ACL �ê  
DHCP �C���f�:���f�#�

�� �È�Ò�ù�Ô�• ARP ACL �é�Ã�è�â�ÿ$�"›�æ  deny ip any mac any log ACE �

�0�o�Ò�å�¿4¢���”���8�Ð���Ú	û1ñ�é�D�$�6�;�Ç.%3s�Ð���å�¿�•�'�Ç�½���ù�Ô�•

�� �4�é���â�ê�” ACL �]�é  permit  �&�Q�f�<�ã	û)L�Ô���D�$�6�;�
.%3s�Ô�����Á�æ�” VLAN 1 �é  ARP ���f
�,�M�"�*�Z�f�
.3�o�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config)# arp access-list test1
Switch(config-arp-nacl)# permit request ip any mac any log
Switch(config-arp-nacl)# permit response ip any any mac any any log
Switch(config-arp-nacl)# exit
Switch(config)# ip arp inspection vlan 1 logging acl-match matchlog  

.3�o�
#Õ.z�Ô���æ�ê�” show ip arp inspection vlan vlan-range  $�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

4P1j�&�Q�f�< �&�Q�f�< .‘�ÿ

arp access-list ARP ACL �
�o'õ�Ò�ù�Ô�•

clear ip arp inspection log �3���=�R�6�"  ARP ���f�,�M�"�*�Z�f  �`�#  �C�6�H���
�–
ð�Ò�ù�Ô�•

ip arp inspection log-buffer �3���=�R�6�"  ARP ���f�,�M�"�*�Z�f  �`�#  �C�6�H���
.3�o�Ò�ù�Ô�•

show inventory log �3���=�R�6�"  ARP ���f�,�M�"�*�Z�f  �`�#  �C�6�H���é.3�o�ã�]�ˆ�

-+$��Ò�ù�Ô�•

show inventory vlan 
vlan-range

�0�o�Ð���Ú  VLAN �é�3���=�R�6�"  ARP ���f�,�M�"�*�Z�f�é.3�o�Å
���î
G
Þ�,�9�o�;�
-+$��Ò�ù�Ô�•
2-215
Catalyst 3560 �,���6�4  �&�Q�f�<  �]�H���_�f�,

OL-8554-08-J



 

%Y 2 %(      Catalyst 3560 �,���6�4  Cisco IOS �&�Q�f�<
ip device tracking probe
ip device tracking probe
ARP �J�`�o�I�æ4P�Ô��  IP �:�C���,  �;�\�6� �f�#  �9�o�I�^�
.3�o�Ô���æ�ê�” ip device tracking probe 
�#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�• ARP �J�`�o�I�
�:���.�o�I�^�æ�Ô���æ
�ê�”�Î�é�&�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

ip device tracking probe { count | interval  | use-svi}

no ip device tracking probe { count | interval  | use-svi}

�t�¥�é.‘�ÿ

�&�Q�f�<  �:�H���^�; �����f�;�™�ê  3 �â�Ô�•

4F4Ò�ê 30 $}�â�Ô�•

ARP �J�`�o�I  �:�H���^�;  �0�o�,  IP ���<�_�,�ê�”�,���6�4  �P�o�;!ª�é�_���W  3 ���f�2�o�H�����,�ã  
0.0.0.0 �â�Ô�•

�&�Q�f�<  �U�o�< �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g


ö!ª
��é�����<�\���f �,���6�4�Ç  ARP �J�`�o�I�
1M�>�Ô���Á�™�
.3�o�Ô���æ�ê�” count � �o�b�o�<  ���J�*�Z�f�

ö!ª�Ò�ù
�Ô�•�0�o�â�È��%¸�Ð�ê  1 :*  255 �â�Ô�•

�,���6�4�Ç  ARP �J�`�o�I�
�c1M�Ô���è�æ��%u�
�Ù�ß$}�™�
.3�o�Ô���æ�ê�” interval  � �o�b�o�<  ���J
�*�Z�f�

ö!ª�Ò�ù�Ô�•�0�o�â�È��%¸�Ð�ê  30 :*  1814400 $}�â�Ô�•

�,���6�4  �P�o�;!ª�é�:�H���^�;  �0�o�,  IP ���<�_�,  0.0.0.0 �Ç
ö!ª�Ð���á�Å���” ARP �J�`�o�I�Ç�<�`�6
�J�Ò�Ú�•�'�æ  ARP �J�`�o�I!ª�é  SVI IP ���<�_�,�

ö!ª�Ô�����Á�æ  IP �:�C���,  �;�\�6� �f�#  �9�o�I�^
�
.3�o�Ô���æ�ê�” use-svi � �o�b�o�<  ���J�*�Z�f�

ö!ª�Ò�ù�Ô�•

IP �:�C���,  �;�\�6� �f�#  �9�o�I�^�]�é���f�;�]�æ4P�Ô���±�Ž�
-+$��Ô���æ�ê�” show ip device 
tracking all  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•�Î�é�&�Q�f�<�é.f&¦�æ�ß�¿�á�ê�” �¡ Cisco IOS Command 
Reference, Release 12.4T�¢�

ó�–�Ò�á�Ê�Û�Ð�¿�•

�� �4�é���â�ê�” SVI �
  ARP �J�`�o�I�é�0�o�,�ã�Ò�á.3�o�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config)# ip device tracking probe use-svi
Switch(config)#

count number �,���6�4�Ç  ARP �J�`�o�I�
1M�>�Ô���Á�™�
.3�o�Ò�ù�Ô�•�0�o�â�È��%¸�Ð
�ê  1 :*  255 �â�Ô�•

interval seconds �,���6�4�Ç  ARP �J�`�o�I�
�c1M�>�Ô���ù�â�æ��%u�
�Ù�Ï�Ô���(4F9Ô$}
±

Ï9Õ�
.3�o�Ò�ù�Ô�•�0�o�â�È��%¸�Ð�ê  30 :*  1814400 $}�â�Ô�•

use-svi SVI IP ���<�_�,�
  ARP �J�`�o�I�é�0�o�,�ã�Ò�á
ö!ª�Ò�ù�Ô�•

�]�]�o�, ���•�]�ˆ

12.2(20)SE �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•

12.2(55)SE use-svi � �o�b�o�<�Ç1J
��Ð���ù�Ò�Ú�•
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ip device tracking probe
4P1j�&�Q�f�< �&�Q�f�< .‘�ÿ

show ip device 
tracking all

IP �:�C���,  �;�\�6� �f�#  �9�o�I�^�æ�½�����f�;�]�é�±�Ž�
-+$��Ò�ù�Ô�•
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ip device tracking
ip device tracking
IP �:�C���,  �;�\�6� �f�#�
���@�o�I�^�æ�Ô���æ�ê�” ip device tracking �#�`�o�C�^  �&�f�H���!�X�_�o
�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•�Î�é�Ï(»�
�:���.�o�I�^�æ�Ô���æ�ê�”�Î�é�&�Q�f�<�é  no �»�|�

ö!ª�Ò
�ù�Ô�•

ip device tracking

no ip device tracking

�t�¥�é.‘�ÿ �Î�é�&�Q�f�<�æ�ê�”�•�™�ù�Ú�ê� �o�b�o�<�ê�½���ù�Ö���•

�&�Q�f�<  �:�H���^�; IP �:�C���,  �;�\�6� �f�#�Ç�:���.�o�I�^�æ�å�Þ�á�¿�ù�Ô�•

�&�Q�f�<  �U�o�< �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g


ö!ª
��é�����<�\���f IP �:�C���,  �;�\�6� �f�#�Ç���@�o�I�^�æ�å�Þ�á�¿���•�'�ê�” ip device tracking probe �&�Q�f�<�

ö!ª
�Ò�á�” IP �:�C���,  �;�\�6� �f�#  �J�`�o�I4F4Ò�”�����f�;�”�Å���î  ARP �J�`�o�I  ���<�_�,�
.3�o�Ô��
�Î�ã�Ç�â�È�ù�Ô�•

IP �:�C���,  �;�\�6� �f�#  �9�o�I�^�]�é���f�;�]�æ4P�Ô���±�Ž�
-+$��Ô���æ�ê�” show ip device 
tracking all  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•�Î�é�&�Q�f�<�é.f&¦�æ�ß�¿�á�ê�” �¡ Cisco IOS Command 
Reference, Release 12.4T�¢�

ó�–�Ò�á�Ê�Û�Ð�¿�•

�� �4�é���â�ê�”�:�C���,  �;�\�6� �f�#�
���@�o�I�^�æ�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config)# ip device tracking
Switch(config)#

4P1j�&�Q�f�<

12.2(20)SE �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•

�&�Q�f�< .‘�ÿ

ip device tracking probe IP �:�C���,  �;�\�6� �f�#  �9�o�I�^�
  ARP �J�`�o�I!ª�æ.3�o�Ò
�ù�Ô�•

show ip device tracking all IP �:�C���,  �;�\�6� �f�#  �9�o�I�^�æ�½�����f�;�]�é�±�Ž�
-+$�
�Ò�ù�Ô�•
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ip dhcp snooping
ip dhcp snooping
DHCP �,�?�o�G�f�#�
�#�`�o�C�^�æ���@�o�I�^�æ�Ô���æ�ê�” ip dhcp snooping �#�`�o�C�^  �&�f�H��
�!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•�:�H���^�;.3�o�æ�¯�Ô�æ�ê�”�Î�é�&�Q�f�<�é  no �»�|�

ö!ª�Ò
�ù�Ô�•

ip dhcp snooping

no ip dhcp snooping

�t�¥�é.‘�ÿ �Î�é�&�Q�f�<�æ�ê�”�•�™�ù�Ú�ê� �o�b�o�<�ê�½���ù�Ö���•

�:�H���^�; DHCP �,�?�o�G�f�#�ê�”�:���.�o�I�^�â�Ô�•

�&�Q�f�<  �U�o�< �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  

�&�Q�f�<���g


ö!ª
��é�����<�\���f DHCP �,�?�o�G�f�#.3�o�
�­
2�æ�Ô���æ�ê�” DHCP �,�?�o�G�f�#�
�#�`�o�C�^�æ���@�o�I�^�æ�Ô����
-Ð�Ç�½���ù�Ô�•

ip dhcp snooping vlan vlan-id �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�á  VLAN 
��â�,
�?�o�G�f�#�
���@�o�I�^�æ�Ô���ù�â  DHCP �,�?�o�G�f�#�ê���"�9���I�æ�å���ù�Ö���•

�� �4�é���â�ê�” DHCP �,�?�o�G�f�#�
���@�o�I�^�æ�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config)# ip dhcp snooping

.3�o�
#Õ.z�Ô���æ�ê�” show ip dhcp snooping �Y�o�)  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

4P1j�&�Q�f�<

�]�]�o�, ���•�]�ˆ

12.1(19)EA1 �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•

�&�Q�f�< .‘�ÿ

ip dhcp snooping vlan VLAN 
��â  DHCP �,�?�o�G�f�#�
���@�o�I�^�æ�Ò�ù�Ô�•

show ip igmp snooping DHCP �,�?�o�G�f�#.3�o�
-+$��Ò�ù�Ô�•

show ip dhcp snooping binding DHCP �,�?�o�G�f�#  �C���f�:���f�#�±�Ž�
-+$��Ò�ù�Ô�•
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ip dhcp snooping binding
ip dhcp snooping binding
DHCP �,�?�o�G�f�#  �C���f�:���f�#  �:�o�2�L�o�,�
.3�o�Ò�á�”�C���f�:���f�#  ���f�;�]�
�:�o�2�L�o
�,�æ1J
��Ô���æ�ê�” ip dhcp snooping binding  $�­  EXEC �&�Q�f�<�

ö!ª�Ò�ù�Ô�•�C���f�:���f�#  
�:�o�2�L�o�,�Æ�����f�;�]�
�å4°�Ô���æ�ê�”�Î�é�&�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

ip dhcp snooping binding mac-address vlan vlan-id ip-address interface interface-id 
expiry seconds 

no ip dhcp snooping binding mac-address vlan vlan-id ip-address interface interface-id

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�é�:�o�2�L�o�,�ê�o'õ�Ð���á�¿�ù�Ö���•

�&�Q�f�<  �U�o�<  $�­  EXEC

�&�Q�f�<���g


ö!ª
��é�����<�\���f �Î�é�&�Q�f�<�ê�”�,���6�4�
�9�,�;�ù�Ú�ê�:�C�6�#�Ô���ã�È�æ
ö!ª�Ò�ù�Ô�•

DHCP �,�?�o�G�f�#  �C���f�:���f�#  �:�o�2�L�o�,�â�ê�”�&�:�o�2�L�o�,  ���f�;�]9Ô�Î�,�”�C���f�:��
�f�#9Õ�æ�ê�” IP ���<�_�,�”4P1j
ƒ�Ì�����Ú  MAC ���<�_�,�”�]�o�,�(4F9Ô 16 1t�™9Õ�”�C���f�:���f�#�Ç
1¡!ª�Ð�������f�2�o�H�����,�”�Å���î���f�2�o�H�����,�Ç�²�û�Ô��  VLAN �Ç�=�ù���ù�Ô�•�:�o�2�L�o
�,�æ�ê�” 8192 �é�C���f�:���f�#�
�=�ü���Î�ã�Ç�â�È�ù�Ô�•

.3�o�Ð���Ú�C���f�:���f�#�Û�Ì�
-+$��Ô���æ�ê�” show ip dhcp snooping binding  $�­  EXEC �&�Q�f�<
�

ö!ª�Ò�ù�Ô�•
G"›�Å���î5R"›�æ.3�o�Ð���Ú�C���f�:���f�#�
-+$��Ô���æ�ê�” show ip source binding 
 $�­  EXEC �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

�� �4�é���â�ê�” VLAN 1 �é�P�o�;�æ�”�­
2�¼4¢�Ç  1000 $}�é  DHCP �C���f�:���f�#.3�o�
!¢�‘�Ô���Ç�:�

$��Ò�ù�Ô�•

Switch# ip dhcp snooping binding 0001.1234.1234 vlan 1 172.20.50.5 interface 
gigabitethernet0/1 expiry 1000

.3�o�
#Õ.z�Ô���æ�ê�” show ip dhcp snooping binding �ù�Ú�ê  show ip dhcp source binding  $�­  
EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

mac-address MAC ���<�_�,�
�0�o�Ò�ù�Ô�•

vlan vlan-id VLAN !ß� �
�0�o�Ò�ù�Ô�•�0�o�â�È��%¸�Ð�ê  1 :*  4094 �â�Ô�•

ip-address IP ���<�_�,�
�0�o�Ò�ù�Ô�•

interface interface-id �C���f�:���f�#  ���f�;�]�
1J
��ù�Ú�ê�å4°�Ô�����f�2�o�H�����,�
�0�o�Ò
�ù�Ô�•

expiry seconds �C���f�:���f�#  ���f�;�]�Ç�u
2�æ�å���ù�â�é���f�2�o�C�^9Ô$}9Õ�
�0�o�Ò
�ù�Ô�•�0�o�â�È��%¸�Ð�ê  1 :*  4294967295 �â�Ô�•

�]�]�o�, ���•�]�ˆ
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ip dhcp snooping binding
4P1j�&�Q�f�< �&�Q�f�< .‘�ÿ

ip dhcp snooping VLAN 
��â  DHCP �,�?�o�G�f�#�
���@�o�I�^�æ�Ò�ù�Ô�•

show ip dhcp snooping binding DHCP �,�?�o�G�f�#  �C���f�:���f�#  �:�o�2�L�o�,�]�é
G"›�æ.3
�o�Ð���Ú�C���f�:���f�#�Å���î.3�o�±�Ž�
-+$��Ò�ù�Ô�•

show ip source binding DHCP �,�?�o�G�f�#  �C���f�:���f�#  �:�o�2�L�o�,�]�é
G"›�Å��
�î5R"›�æ.3�o�Ð���Ú�C���f�:���f�#�
-+$��Ò�ù�Ô�•
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ip dhcp snooping database
ip dhcp snooping database
DHCP �,�?�o�G�f�#  �C���f�:���f�#  �:�o�2�L�o�,  ���o�+���f�;�
.3�o�Ô���æ�ê�” ip dhcp snooping 
database �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•���o�+���f�;�é�:���.�o�I�^

{�”�2���S�����;�o�é�]�.�6�;�”�ù�Ú�ê� �È1��ú1ƒ�g�o�é�]�.�6�;�
-��Á�æ�ê�”�Î�é�&�Q�f�<�é  no �»
�|�

ö!ª�Ò�ù�Ô�•

ip dhcp snooping database {{ flash:/filename | ftp://user:password@host/filename | 
http: //[[username:password]@]{hostname | host-ip}[/directory]/image-name.tar | 
rcp:// user@host/filename | tftp:// host/filename} | timeout seconds | write-delay 
seconds}

no ip dhcp snooping database [timeout | write-delay]

�t�¥�é.‘�ÿ

�:�H���^�; �:�o�2�L�o�,  ���o�+���f�;�ù�Ú�ê�C���f�:���f�#  �H�����^�é  URL �ê�”�o'õ�Ð���á�¿�ù�Ö���•

�2���S�����;�o�ê�” 300 $}9Ô5 �½9Õ�â�Ô�•

� �È1��ú1ƒ�g�o�ê�” 300 $}9Ô5 �½9Õ�â�Ô�•

�&�Q�f�<  �U�o�< �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  

�&�Q�f�<���g

flash:/filename 9Ô�H9Õ �:�o�2�L�o�,  ���o�+���f�;�ù�Ú�ê�C���f�:���f�#  �H��
���^�Ç�H�\�6�*�X  �T�U�]�æ�½���Î�ã�
�0�o�Ò�ù�Ô�•

ftp:// user:password@host/filename �:�o�2�L�o�,  ���o�+���f�;�ù�Ú�ê�C���f�:���f�#  �H�����^�Ç  
FTP �(�o�C�æ�½���Î�ã�
�0�o�Ò�ù�Ô�•

http: //[[username:password]@]
{hostname | host-ip}[/directory]
/image-name.tar

�:�o�2�L�o�,  ���o�+���f�;�ù�Ú�ê�C���f�:���f�#  �H�����^�Ç  
FTP �(�o�C�æ�½���Î�ã�
�0�o�Ò�ù�Ô�•

rcp://user@host/filename �:�o�2�L�o�,  ���o�+���f�;�ù�Ú�ê�C���f�:���f�#  �H�����^�Ç
�]�U�o�;  �&�G�o  �J�`�;�&�^9Ô RCP9Õ�(�o�C�æ�½���Î�ã�
�0�o
�Ò�ù�Ô�•

tftp:// host/filename �:�o�2�L�o�,  ���o�+���f�;�ù�Ú�ê�C���f�:���f�#  �H�����^�Ç  
Trivial File Transfer Protocol9ÔTFTP; %ò���H�����^0©1M�J�`�;
�&�^9Õ�(�o�C�æ�½���Î�ã�
�0�o�Ò�ù�Ô�•

timeout seconds �:�o�2�L�o�,0©1M�J�`�.�,�
�Â�Ü�¾���ù�â�é�(4F9Ô$}9Õ�
�0�o
�Ò�ù�Ô�•

�:�H���^�;�o�ê  300 $}�â�Ô�•�0�o�â�È��%¸�Ð�ê  0 :*  86400 �â
�Ô�•�u�¼4¢�é�¼4F�
�o'õ�Ô���æ�ê�” 0 �

ö!ª�Ò�ù�Ô�•�Î���ê0©
1M�
�u�¼4¢�æ&ï�Ì���Î�ã�
�ç�g�Ò�ù�Ô�•

write-delay seconds �C���f�:���f�#  �:�o�2�L�o�,�Ç���•�Ð���Ú�½�ã�æ�”0©1M�
1ƒ
���Ö���¼4F9Ô$}9Õ�
�0�o�Ò�ù�Ô�•�:�H���^�;�o�ê  300 $}�â�Ô�•
�0�o�â�È��%¸�Ð�ê  15 :*  86400 �â�Ô�•

�]�]�o�, ���•�]�ˆ
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ip dhcp snooping database

ö!ª
��é�����<�\���f DHCP �,�?�o�G�f�#  �C���f�:���f�#  �:�o�2�L�o�,�æ�ê�” 8192 �é�C���f�:���f�#�
�=�ü���Î�ã�Ç�â�È�ù�Ô�•

�:�o�2�L�o�,�]�é�]�o�,�(4F�
�\#Õ�å�(4F�æ�Ô���æ�ê�” Network Time Protocol9ÔNTP; �@�6�;�b�o�"  
�2���S  �J�`�;�&�^9Õ�
���@�o�I�^�æ�Ò�”�4�é�Ï(»�
.3�o�Ô���Î�ã�
�•�Ê�•�Q�Ò�ù�Ô�•

• NTP .z.=

• NTP �G���Å���î�(�o�C  ���0�*���o�*�Z�f

• NTP �I�`�o�<� �V�,�;  �(�o�F�,

• NTP ���"�.�,�Ù4¢

• NTP �D�$�6�;1M�>�0  IP ���<�_�,

NTP �Ç.3�o�Ð���á�¿���•�'�”�,���6�4�é�*�,�9�S  �"�`�6�"�Ç  NTP �ã�+�¼
{�Ð���Ú�ã�È�æ�Û�Ì�”�,���6
�4�Ç�C���f�:���f�#�é���•�]�ˆ�
� �È1��ú�ù�Ô�•

NVRAM9Ô
��¾"’�H  RAM9Õ�ã�H�\�6�*�X  �T�U�]�é
��Ç�é�,�;�_�o�+�ˆ2‚�æ�ê4¢���Ç�½���Ú�ü�”�C���f
�:���f�#  �H�����^�
  TFTP �(�o�C
��æ�;�=�Ô���Î�ã�
�•�Q�Ò�ù�Ô�•�,���6�4�Ç�@�6�;�b�o�"�L�o�,�é  
URL9ÔTFTP �ÿ  FTP �å�ä9Õ�é.3�o�ã�ú  URL �]�é�C���f�:���f�#  �H�����^�æ�C���f�:���f�#�
� �È1�
�û�è�æ�”�Î�é  URL �æ$è�é�H�����^�

Þ�‘�Ò�á�Å�Ê��-Ð�Ç�½���ù�Ô�•

DHCP �,�?�o�G�f�#  �C���f�:���f�#  �:�o�2�L�o�,�
  NVRAM �æ�;�=�Ô���æ�ê�” ip dhcp snooping 
database flash:/filename �&�Q�f�<�

ö!ª�Ò�ù�Ô�• ip dhcp snooping database timeout �&�Q�f�<�æ  0 $}
�
�0�o�Ò�”�:�o�2�L�o�,�
  TFTP �H�����^�æ� �È1����â�¿���ã�È�æ�” TFTP �(�o�C�Ç�3���f�Ò�Ú�•�'�”
�:�o�2�L�o�,  ���o�+���f�;�ê0©1M�
�u�¼4¢�æ&ï�Ì���Á�ã�Ò�ù�Ô�•�Î�é0©1M�Ç1t-�
��é4F�”
•�é0©1M�ê
4?�Ž�Ð���ù�Ö���•�(�o�C�Ç�3���f�Ò�á�¿���•�'�”�H�����^�
� �È1��û�Î�ã�Ç�â�È�å�¿�é�â�”�Î���ê�½�ù
��2€-Ð�â�ê�½���ù�Ö���•

���o�+���f�;�
�:���.�o�I�^�æ�Ô���æ�ê�” no ip dhcp snooping database �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

�2���S�����;�o�
�]�.�6�;�Ô���æ�ê�” no ip dhcp snooping database timeout �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

� �È1��ú1ƒ�g�o�
�]�.�6�;�Ô���æ�ê�” no ip dhcp snooping database write-delay �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

�� �4�é���â�ê�” IP ���<�_�,  10.1.1.1 �é directory �ã�¿�Á�,�è�é�:���_�"�;�]�]�æ�C���f�:���f�#  �H�����^
�
�;�=�Ô���Ç�:�
$��Ò�ù�Ô�• TFTP �(�o�C�æ  file �ã�¿�Á�,�è�é�H�����^�Ç�=�÷�Ò�å�Ì���ë�å���ù�Ö���•

Switch(config)# ip dhcp snooping database tftp://10.1.1.1/directory/file

�4�é���â�ê�” NVRAM �æ file01.txt �ã�¿�Á�C���f�:���f�#  �H�����^�
�;�=�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config)# ip dhcp snooping database flash:file01.txt

.3�o�
#Õ.z�Ô���æ�ê�” show ip dhcp snooping database  $�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

4P1j�&�Q�f�< �&�Q�f�< .‘�ÿ

ip dhcp snooping VLAN 
��â  DHCP �,�?�o�G�f�#�
���@�o�I�^�æ�Ò�ù�Ô�•

ip dhcp snooping binding DHCP �,�?�o�G�f�#  �C���f�:���f�#  �:�o�2�L�o�,�
.3�o�Ò�ù�Ô�•

show ip dhcp snooping database DHCP �,�?�o�G�f�#  �:�o�2�L�o�,  ���o�+���f�;�é�,�9�o�2�,�

-+$��Ò�ù�Ô�•
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ip dhcp snooping information option
ip dhcp snooping information option
DHCP ���J�*�Z�f  82 �:�o�2�L�I�
���@�o�I�^�æ�Ô���æ�ê�” ip dhcp snooping information option �#
�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�• DHCP ���J�*�Z�f  82 �:�o�2�L�I�
�:��
�.�o�I�^�æ�Ô���æ�ê�”�Î�é�&�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

ip dhcp snooping information option

no ip dhcp snooping information option

�t�¥�é.‘�ÿ �Î�é�&�Q�f�<�æ�ê�”�•�™�ù�Ú�ê� �o�b�o�<�ê�½���ù�Ö���•

�:�H���^�; DHCP ���J�*�Z�f  82 �:�o�2�ê�L�I�Ð���ù�Ô�•

�&�Q�f�<  �U�o�< �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  

�&�Q�f�<���g


ö!ª
��é�����<�\���f DHCP �,�?�o�G�f�#.3�o�
�­
2�æ�Ô���æ�ê�” ip dhcp snooping �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&
�Q�f�<�

ö!ª�Ò�á  DHCP �,�?�o�G�f�#�
�#�`�o�C�^�æ���@�o�I�^�æ�Ô����-Ð�Ç�½���ù�Ô�•

���J�*�Z�f  82 �Ï(»�Ç���@�o�I�^�é�•�'�”�,���6�4�Ç�N�,�;�Æ���é  DHCP -Ð�Þ�
���>�Ô���ã�”���J�*�Z
�f  82 �±�Ž�Ç�D�$�6�;�æ1J
��Ð���ù�Ô�•���J�*�Z�f  82 �±�Ž�æ�ê�”�,���6�4  MAC ���<�_�,9Ô�]�U�o�;  
ID �(�I���J�*�Z�f9Õ �”�Å���î�D�$�6�;�Ç���>�Ð���Ú  vlan-mod-port9Ô�Á'"  ID �(�I���J�*�Z�f9Õ�é�P�o
�;  ID �Ç�=�ù���ù�Ô�•�,���6�4�ê�”���J�*�Z�f  82 �H���o�^�<�
�=�û  DHCP -Ð�Þ�
  DHCP �(�o�C�æ0©1M
�Ò�ù�Ô�•

DHCP �(�o�C�Ç�D�$�6�;�
���>�Ô���•�'�”�]�U�o�;  ID�”�Á'"  ID�”�ù�Ú�ê
��Ç�

ö!ª�Ò�á  IP ���<�_�,
�

����°�á���ã�ã�ý�æ�”
±	û�]�U�o�;  ID �ù�Ú�ê�Á'"  ID �æ
����°�á���Î�ã�Ç�â�È��  IP ���<�_�,�o�Ù4¢
�å�ä�é�P�]�*�o�
1¡!ª�â�È�ù�Ô�•�Ð���æ  DHCP �(�o�C�ê�” DHCP ��%u�]�æ���J�*�Z�f  82 �H���o�^�<�

���&�o�Ò�ù�Ô�•

�,���6�4�æ���Þ�á-Ð�Þ�Ç�(�o�C�æ�]�_�o�Ð���Ú�•�'�” DHCP �(�o�C�ê��%u�
�,���6�4�æ�Y�>� �V�,�;
�Ò�ù�Ô�•�"�\�����f�;�ã�(�o�C�Ç�+	û�(�I�@�6�;�æ�½���•�'�”�(�o�C�ê��%u�
�I�`�o�<� �V�,�;�Ò�ù
�Ô�•�,���6�4�ê�”�]�U�o�;  ID �ù�Ú�ê�Á'"  ID �H���o�^�<�
���O�Ò�”���J�*�Z�f  82 �:�o�2�Ç�¨�Ë�Æ���L
�I�Ð���á�¿�Ú�Æ�
#Õ.z�Ò�ù�Ô�•�,���6�4�ê�”���J�*�Z�f  82 �H���o�^�<�
�å4°�Ò�” DHCP -Ð�Þ�
1M�>�Ò
�Ú DHCP �N�,�;�æ�’&ï�Ô���,���6�4  �P�o�;�æ�D�$�6�;�
0©1M�Ò�ù�Ô�•

�� �4�é���â�ê�” DHCP ���J�*�Z�f  82 �:�o�2�L�I�
���@�o�I�^�æ�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config)# ip dhcp snooping information option

.3�o�
#Õ.z�Ô���æ�ê�” show ip dhcp snooping �Y�o�)  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

�]�]�o�, ���•�]�ˆ
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ip dhcp snooping information option
4P1j�&�Q�f�< �&�Q�f�< .‘�ÿ

show ip dhcp snooping DHCP �,�?�o�G�f�#.3�o�
-+$��Ò�ù�Ô�•

show ip dhcp snooping binding DHCP �,�?�o�G�f�#  �C���f�:���f�#�±�Ž�
-+$��Ò�ù�Ô�•
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ip dhcp snooping information option allow-untrusted
ip dhcp snooping information option 
allow-untrusted

���6�+  �,���6�4�æ�’&ï�Ð���á�¿���>5ì�â�È�å�¿�P�o�;�â���>�Ô���Æ�” ���J�*�Z�f  82 �±�Ž�
�,�ß  DHCP 
�D�$�6�;�
���Ì�I�������Á�æ���#�]�%�o�*�Z�f  �,���6�4�
.3�o�Ô���æ�ê�”���#�]�%�o�*�Z�f  �,���6�4
�â  ip dhcp snooping information option allow-untrusted �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f
�<�

ö!ª�Ò�ù�Ô�•�:�H���^�;.3�o�æ�¯�Ô�æ�ê�”�Î�é�&�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

ip dhcp snooping information option allow-untrusted 

no ip dhcp snooping information option allow-untrusted

�t�¥�é.‘�ÿ �Î�é�&�Q�f�<�æ�ê�”�•�™�ù�Ú�ê� �o�b�o�<�ê�½���ù�Ö���•

�:�H���^�; �,���6�4�ê�”���6�+  �,���6�4�æ�’&ï�Ð���á�¿���>5ì�â�È�å�¿�P�o�;�â���>�Ô���”���J�*�Z�f  82 �±�Ž�

�,�ß  DHCP �D�$�6�;�
�<�`�6�J�Ò�ù�Ô�•

�&�Q�f�<  �U�o�< �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  

�&�Q�f�<���g


ö!ª
��é�����<�\���f �N�,�;�æ�’&ï�Ð���Ú���6�+  �,���6�4�Ç�”�@�6�;�b�o�"�é���6�+�â  DHCP ���J�*�Z�f  82 �±�Ž�
�L�I�Ô
�����Á�æ.3�o�Ò�Ú�¿�•�'�Ç�½���ù�Ô�•�ù�Ú4ø&‚�,���6�4�â�ê�” DHCP �,�?�o�G�f�#�” IP �0�o�,  ���o�<�”
�ù�Ú�ê�3���=�R�6�"  Address Resolution Protocol9ÔARP; ���<�_�,.��ÿ�J�`�;�&�^9Õ���f�,�M�"�*�Z�f
�å�ä�é  DHCP �.� �X�]�9���Ï(»�
���@�o�I�^�æ�Ô���Î�ã�ý�â�È�ù�Ô�•�Ú�Û�Ò�”���#�]�%�o�*�Z�f  �,
���6�4�â  DHCP �,�?�o�G�f�#�
���@�o�I�^�æ�Ô���ã�”�,���6�4�ê�>5ì�â�È�å�¿�P�o�;�â���>�Ð���Ú��
�J�*�Z�f  82 �±�Ž�
�,�ß�D�$�6�;�
�<�`�6�J�Ò�”�>5ì�â�È�����f�2�o�H�����,�æ�’&ï�Ð���Ú�:�C���,�é  
DHCP �,�?�o�G�f�#  �C���f�:���f�#�
�G(��Ò�ù�Ö���•

�N�,�;�æ�’&ï�Ð���Ú���6�+  �,���6�4�Ç���J�*�Z�f  82 �±�Ž�
�L�I�Ô���•�'�æ�”���#�]�%�o�*�Z�f  �,���6
�4�â  DHCP �,�?�o�G�f�#�

ö!ª�Ô���æ�ê�”���#�]�%�o�*�Z�f  �,���6�4�â  ip dhcp snooping 
information option  allow-untrusted �&�Q�f�<�
�I
��Ò�ù�Ô�•���#�]�%�o�*�Z�f  �,���6�4�ê�>5ì�â�È�å
�¿�P�o�;�â  DHCP �,�?�o�G�f�#  �D�$�6�;�
���>�Ò�ù�Ô�Ç�”�N�,�;�é�C���f�:���f�#�
�G(��â�È�ù�Ô�•
���#�]�%�o�*�Z�f  �,���6�4�â  DHCP �.� �X�]�9���Ï(»�
���@�o�I�^�æ�Ô���Î�ã�ý��(»�â�Ô�•���#�]
�%�o�*�Z�f  �,���6�4�Ç�’&ï�Ð���á�¿�����6�+  �,���6�4
��é�P�o�;�ê�”�>5ì�â�È���P�o�;�ã�Ò�á.3�o�Ô
����-Ð�Ç�½���ù�Ô�•

9Ô�H9Õ �>5ì�â�È�å�¿�:�C���,�Ç�’&ï�Ð���Ú���#�]�%�o�*�Z�f  �,���6�4�æ  ip dhcp snooping information 
option allow-untrusted �&�Q�f�<�
�I
��Ò�å�¿�â�Ê�Û�Ð�¿�•�Î�é�&�Q�f�<�
�I
��Ô���ã�”�>5ì�â�È�å�¿
�:�C���,�Ç���J�*�Z�f  82 �±�Ž�
�,�J�o�H���f�#�Ô����(»�H�Ç�½���ù�Ô�•

�]�]�o�, ���•�]�ˆ

12.2(25)SEA �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•
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%Y 2 %(      Catalyst 3560 �,���6�4  Cisco IOS �&�Q�f�<
ip dhcp snooping information option allow-untrusted
�� �4�é���â�ê�”���"�.�,  �,���6�4�Ç�”���6�+  �,���6�4�Æ���é�>5ì�â�È�å�¿�D�$�6�;�é���J�*�Z�f  82 �±�Ž
�
#Õ.z�Ö�Õ�æ�”�D�$�6�;�
���Ì�I�������Á�æ.3�o�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config)# ip dhcp snooping information option allow-untrusted

.3�o�
#Õ.z�Ô���æ�ê�” show ip dhcp snooping �Y�o�)  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

4P1j�&�Q�f�< �&�Q�f�< .‘�ÿ

show ip dhcp snooping DHCP �,�?�o�G�f�#.3�o�
-+$��Ò�ù�Ô�•

show ip dhcp snooping binding DHCP �,�?�o�G�f�#  �C���f�:���f�#�±�Ž�
-+$��Ò�ù�Ô�•
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ip dhcp snooping information option format remote-id
ip dhcp snooping informati on option format remote-id
���J�*�Z�f  82 �]�U�o�;  ID �(�I���J�*�Z�f�
.3�o�Ô���æ�ê�” ip dhcp snooping information option 
format remote-id �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•�:�H���^�;�é�]�U�o�;  
ID �(�I���J�*�Z�f�
.3�o�Ô���æ�ê�”�Î�é�&�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

ip dhcp snooping information option format remote-id [string ASCII-string | hostname]

no ip dhcp snooping information option format remote-id

�t�¥�é.‘�ÿ

�:�H���^�; �,���6�4�é  MAC ���<�_�,�ê�”�]�U�o�;  ID �â�Ô�•

�&�Q�f�<  �U�o�< �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  

�&�Q�f�<���g


ö!ª
��é�����<�\���f DHCP �,�?�o�G�f�#.3�o�
�­
2�æ�Ô���æ�ê�” ip dhcp snooping �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&
�Q�f�<�

ö!ª�Ò�á  DHCP �,�?�o�G�f�#�
�#�`�o�C�^�æ���@�o�I�^�æ�Ô����-Ð�Ç�½���ù�Ô�•

���J�*�Z�f  82 �Ï(»�Ç���@�o�I�^�é�•�'�” �:�H���^�;�é�]�U�o�;  ID �(�I���J�*�Z�f�ê�,���6�4�é  MAC 
���<�_�,�â�Ô�•�Î�é�&�Q�f�<�æ�����”�,���6�4�é�N�,�;�,�ù�Ú�ê  63 �¥�<�ù�â�é  ASCII �¥�<�É9Ô�,�M�o
�,�ê
���9Õ�é�¿�Õ���Æ�
�]�U�o�;  ID �æ.3�o�â�È�ù�Ô�•

9Ô�H9Õ �N�,�;�,�Ç  63 �¥�<�
/å�Ã���•�'�”�]�U�o�;  ID .3�o�â�ê  63 �¥�<
•4 �ê"í!Û�Ð���ù�Ô�•

�� �4�é���â�ê�”���J�*�Z�f  82 �]�U�o�;  ID �(�I���J�*�Z�f�
.3�o�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config)# ip dhcp snooping information option format remote-id hostname

.3�o�
#Õ.z�Ô���æ�ê�” show ip dhcp snooping �Y�o�)  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

4P1j�&�Q�f�<

stringASCII-string 1 :*  63 �é  ASCII �¥�<9Ô�,�M�o�,�å�Ò9Õ�

ö!ª�Ò�á�”�]�U�o�;  
ID �
�0�o�Ò�ù�Ô�•

hostname �,���6�4�é�N�,�;�,�
�]�U�o�;  ID �ã�Ò�á�0�o�Ò�ù�Ô�•

�]�]�o�, ���•�]�ˆ

12.2(25)SEE �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•

�&�Q�f�< .‘�ÿ

ip dhcp snooping vlan information 
option format-type circuit-id string

���J�*�Z�f  82 �(�o� �6�;  ID �(�I���J�*�Z�f�
.3�o�Ò�ù�Ô�•

show ip dhcp snooping DHCP �,�?�o�G�f�#.3�o�
-+$��Ò�ù�Ô�•
2-228
Catalyst 3560 �,���6�4  �&�Q�f�<  �]�H���_�f�,

OL-8554-08-J
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ip dhcp snooping limit rate
ip dhcp snooping limit rate
���f�2�o�H�����,�Ç  1 $}�½�Ú���æ���>��(»�å  DHCP �T�6�.�o�+�é�™�
.3�o�Ô���æ�ê�” ip dhcp 
snooping limit rate ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•�:�H���^�;.3
�o�æ�¯�Ô�æ�ê�”�Î�é�&�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

ip dhcp snooping limit rate rate

no ip dhcp snooping limit rate

�t�¥�é.‘�ÿ

�:�H���^�; DHCP �,�?�o�G�f�#  �_�o�;�Ù4¢�ê�”�:���.�o�I�^�â�Ô�•

�&�Q�f�<  �U�o�< ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f  

�&�Q�f�<���g


ö!ª
��é�����<�\���f 1b�ñ�”�_�o�;�Ù4¢�ê�>5ì�â�È�å�¿���f�2�o�H�����,�æ1¡!ª�Ð���ù�Ô�•�>5ì�â�È�����f�2�o�H�����,�é
�_�o�;�Ù4¢�
.3�o�Ô���•�'�”�>5ì�â�È�����f�2�o�H�����,�ê�,���6�4�]�é-„�™�é  VLAN 
�9Ô	û1ñ�ê�,
�?�o�G�f�#�Ð���å�¿�•�'�Ç�½���ù�Ô9Õ�é  DHCP �;�\�H���6�"�
4ø&‚�Ô���é�â�”���f�2�o�H�����,  �_�o
�;�Ù4¢�
7��¿�o�æ.ž�›�Ô����-Ð�Ç�½���Î�ã�æ�H�ç�Ò�á�Ê�Û�Ð�¿�•

�_�o�;�Ù4¢�
/å�Ã�Ú�•�'�”���f�2�o�H�����,�Ç  errdisable �æ�å���ù�Ô�• errdisable recovery 
dhcp-rate-limit  �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�
�I
��Ò�á���\�o�Á�ó�
���@�o�I�^�æ�Ò
�Ú�•�'�”���f�2�o�H�����,�ê�Ô�ô�á�é
Ú�Ã�Ç�(4F�¾���æ�å�Þ�Ú4Ù�æ
G
Þ�
�c.\-��Ò�ù�Ô�•���\�o�Á�ó�T
���>�-�S�Ç���@�o�I�^�â�å�¿�•�'�” shutdown �Å���î  no shutdown ���f�2�o�H�����,  �&�f�H���!�X
�_�o�*�Z�f  �&�Q�f�<�
�I
��Ô���ù�â���f�2�o�H�����,�ê  errdisable �,�9�o�;�é�ù�ù�â�Ô�•

�� �4�é���ê�”���f�2�o�H�����,
��â�T�6�.�o�+  �_�o�;�Ù4¢�
  1 $}�½�Ú��  150 �T�6�.�o�+�æ.3�o�Ô���Ç�:
�
$��Ò�ù�Ô�•

Switch(config-if)# ip dhcp snooping limit rate 150

.3�o�
#Õ.z�Ô���æ�ê�” show ip dhcp snooping �Y�o�)  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

4P1j�&�Q�f�<

rate ���f�2�o�H�����,�â  1 $}�½�Ú���æ���>�â�È��  DHCP �T�6�.�o�+�é�™�•�0�o�â�È��
%¸�Ð�ê 1 :*  2048 �â�Ô�•

�]�]�o�, ���•�]�ˆ

12.1(19)EA1 �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•

12.2(18)SE ���•�Ð���Ú�0�o%¸�Ð�ê  1 :*  2048 �â�Ô�•

�&�Q�f�< .‘�ÿ

errdisable recovery �Á�ó�T���>�-�S�
.3�o�Ò�ù�Ô�•
show ip dhcp snooping DHCP �,�?�o�G�f�#.3�o�
-+$��Ò�ù�Ô�•

show ip dhcp snooping binding DHCP �,�?�o�G�f�#  �C���f�:���f�#�±�Ž�
-+$��Ò�ù�Ô�•
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ip dhcp snooping trust
ip dhcp snooping trust
DHCP �,�?�o�G�f�#�
�s-��Ô���Ú�ü�æ�P�o�;�
�>5ì�â�È���P�o�;�ã�Ò�á.3�o�Ô���æ�ê�” ip dhcp 
snooping trust ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•�:�H���^�;.3�o�æ
�¯�Ô�æ�ê�”�Î�é�&�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

ip dhcp snooping trust

no ip dhcp snooping trust

�t�¥�é.‘�ÿ �Î�é�&�Q�f�<�æ�ê�”�•�™�ù�Ú�ê� �o�b�o�<�ê�½���ù�Ö���•

�:�H���^�; DHCP �,�?�o�G�f�#�>5ì�ê�”�:���.�o�I�^�â�Ô�•

�&�Q�f�<  �U�o�< ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g


ö!ª
��é�����<�\���f DHCP �(�o�C�”�Ø�é
•�é�,���6�4�”�ù�Ú�ê�^�o�2�æ�’&ï�Ð���Ú�P�o�;�
�>5ì�â�È���P�o�;�ã�Ò�á.3�o
�Ò�ù�Ô�• DHCP �"�\�����f�;�æ�’&ï�Ð���Ú�P�o�;�
�>5ì�â�È�å�¿�P�o�;�ã�Ò�á.3�o�Ò�ù�Ô�•

�� �4�é���â�ê�”�P�o�;
��æ  DHCP �,�?�o�G�f�#�>5ì�
���@�o�I�^�æ�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config-if)# ip dhcp snooping trust

.3�o�
#Õ.z�Ô���æ�ê�” show ip dhcp snooping �Y�o�)  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

4P1j�&�Q�f�<

�]�]�o�, ���•�]�ˆ

12.1(19)EA1 �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•

�&�Q�f�< .‘�ÿ

show ip dhcp snooping DHCP �,�?�o�G�f�#.3�o�
-+$��Ò�ù�Ô�•

show ip dhcp snooping binding DHCP �,�?�o�G�f�#  �C���f�:���f�#�±�Ž�
-+$��Ò�ù�Ô�•
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ip dhcp snooping verify
ip dhcp snooping verify
�,���6�4�Ç�”�>5ì�H�é�å�¿�P�o�;
��â  DHCP �D�$�6�;�é1M�>�0  MAC ���<�_�,�Ç�"�\�����f�;�é�B�o
�<������  ���<�_�,�ã	û)L�Ô���Î�ã�
#Õ.z�Ô�����Á.3�o�Ô���æ�ê�” ip dhcp snooping verify �#�`�o�C�^  
�&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•�,���6�4�Ç  MAC ���<�_�,�
#Õ.z�Ò�å�¿���Á�æ.3�o
�Ô���æ�ê�”�Î�é�&�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

ip dhcp snooping verify mac-address

no ip dhcp snooping verify mac-address

�t�¥�é.‘�ÿ �Î�é�&�Q�f�<�æ�ê�”�•�™�ù�Ú�ê� �o�b�o�<�ê�½���ù�Ö���•

�:�H���^�; �,���6�4�ê�”�D�$�6�;�é�"�\�����f�;  �B�o�<������  ���<�_�,�ã	û)L�Ô���>5ì�Ð���å�¿�P�o�;�â���>�Ò
�Ú DHCP �D�$�6�;�é1M�>�0  MAC ���<�_�,�
#Õ.z�Ò�ù�Ô�•

�&�Q�f�<  �U�o�< �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g


ö!ª
��é�����<�\���f �(�o�F�,�J�`�C���3�o  �@�6�;�b�o�"�â�”�,���6�4�Ç�>5ì�â�È�å�¿�P�o�;�é  DHCP �"�\�����f�;�Æ���D
�$�6�;�
���>�Ò�Ú�•�'�”�,���6�4�ê)D
G"›�æ1M�>�0  MAC ���<�_�,�ã  DHCP �"�\�����f�;  �B�o�<����
��  ���<�_�,�Ç	û)L�Ô���Æ�
#Õ.z�Ò�ù�Ô�•���<�_�,�Ç	û)L�Ô���•�'�”�,���6�4�ê�D�$�6�;�
0©1M�Ò�ù�Ô�•
���<�_�,�Ç	û)L�Ò�å�¿�•�'�”�,���6�4�ê�D�$�6�;�
�<�`�6�J�Ò�ù�Ô�•

�� �4�é���â�ê�” MAC ���<�_�,#Õ.z�
�:���.�o�I�^�æ�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config)# no ip dhcp snooping verify mac-address

.3�o�
#Õ.z�Ô���æ�ê�” show ip dhcp snooping �Y�o�)  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

4P1j�&�Q�f�<

�]�]�o�, ���•�]�ˆ

12.2(20)SE �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•

�&�Q�f�< .‘�ÿ

show ip dhcp snooping DHCP �,�?�o�G�f�#.3�o�
-+$��Ò�ù�Ô�•
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ip dhcp snooping vlan
ip dhcp snooping vlan
DHCP �,�?�o�G�f�#�
  VLAN �â���@�o�I�^�æ�Ô���æ�ê�” ip dhcp snooping vlan �#�`�o�C�^  �&�f�H��
�!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•�:�H���^�;.3�o�æ�¯�Ô�æ�ê�”�Î�é�&�Q�f�<�é  no �»�|�

ö!ª�Ò
�ù�Ô�•

ip dhcp snooping vlan vlan-range

no ip dhcp snooping vlan vlan-range

�t�¥�é.‘�ÿ

�:�H���^�; �Ô�ô�á�é  VLAN 
��â  DHCP �,�?�o�G�f�#�Ç�:���.�o�I�^�â�Ô�•

�&�Q�f�<  �U�o�< �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  

�&�Q�f�<���g


ö!ª
��é�����<�\���f VLAN 
��â  DHCP �,�?�o�G�f�#�
���@�o�I�^�æ�Ô���è�æ�”�ù�Õ  DHCP �,�?�o�G�f�#�
�#�`�o�C�^�æ��
�@�o�I�^�æ�Ô����-Ð�Ç�½���ù�Ô�•

�� �4�é���â�ê�” DHCP �,�?�o�G�f�#�
  VLAN 10 �â���@�o�I�^�æ�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config)# ip dhcp snooping vlan 10

.3�o�
#Õ.z�Ô���æ�ê�” show ip dhcp snooping �Y�o�)  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

4P1j�&�Q�f�<

vlan-range DHCP �,�?�o�G�f�#�
���@�o�I�^�æ�Ô��  VLAN ID �ù�Ú�ê  VLAN %¸�Ð�
�0�o�Ò�ù
�Ô�•�0�o�â�È��%¸�Ð�ê  1 :*  4094 �â�Ô�•

VLAN ID !ß� �æ���Þ�á $�o�Ð����
±	û�é  VLAN ID �”�Ø���Ù���
���f�Q�â
™�¾�Þ
�Ú	û1j�é  VLAN ID �”�B���H�f�
4F�æ�L�I�Ò�Ú  VLAN ID �é%¸�Ð�”�ù�Ú�ê�55á�Å��
�î�Ã�è�é  VLAN ID �â
™�¾�����Ú  VLAN ID �é%¸�Ð�
�I
��â�È�ù�Ô�•�Î�����ê�,
�M�o�,�â
™�¾���ù�Ô�•

�]�]�o�, ���•�]�ˆ

12.1(19)EA1 �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•

�&�Q�f�< .‘�ÿ
show ip dhcp snooping DHCP �,�?�o�G�f�#.3�o�
-+$��Ò�ù�Ô�•

show ip dhcp snooping binding DHCP �,�?�o�G�f�#  �C���f�:���f�#�±�Ž�
-+$��Ò�ù�Ô�•
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%Y 2 %(      Catalyst 3560 �,���6�4  Cisco IOS �&�Q�f�<
ip dhcp snooping vlan information option format-type circuit-id string
ip dhcp snooping vlan information option 
format-type circuit-id string

���J�*�Z�f  82 �Á'"  ID �(�I���J�*�Z�f�
.3�o�Ô���æ�ê�” ip dhcp snooping vlan information option 
format-type circuit-id string  ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•�:
�H���^�;�é�(�o� �6�;  ID �(�I���J�*�Z�f�
.3�o�Ô���æ�ê�”�Î�é�&�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

ip dhcp snooping vlan vlan-id information option format-type circuit-id  [override] 
string ASCII-string 

no ip dhcp snooping vlan vlan-id information option format-type circuit-id [override] 
string

�t�¥�é.‘�ÿ

�:�H���^�; vlan-mod-port �»�|�é�,���6�4  VLAN �Å���î�P�o�;  ID �ê�”�:�H���^�;�é�(�o� �6�;  ID �â�Ô�•

�&�Q�f�<  �U�o�< ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f  

�&�Q�f�<���g


ö!ª
��é�����<�\���f DHCP �,�?�o�G�f�#.3�o�
�­
2�æ�Ô���æ�ê�” ip dhcp snooping �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&
�Q�f�<�

ö!ª�Ò�á  DHCP �,�?�o�G�f�#�
�#�`�o�C�^�æ���@�o�I�^�æ�Ô����-Ð�Ç�½���ù�Ô�•

���J�*�Z�f  82 �Ï(»�Ç���@�o�I�^�é�•�'�”�:�H���^�;�é�(�o� �6�;  ID �(�I���J�*�Z�f�ê�”
vlan-mod-port �»�|�é�,���6�4  VLAN �Å���î�P�o�;  ID �â�Ô�•�Î�é�&�Q�f�<�

ö!ª�Ô���ã�”�(�o� �6
�;  ID �ã�å��  ASCII �¥�<�É�
.3�o�â�È�ù�Ô�• vlan-mod-port �»�|�2���J�

�� �È�Ò�á�”�Á'"  ID �

ö!ª
�Ò�á
��I(*�±�Ž�
�o'õ�Ô���•�'�ê�” override � �o�b�o�<�

ö!ª�Ò�ù�Ô�•

9Ô�H9Õ �,���6�4
��â�¥�<�™�é���¿�(�o� �6�;  ID �
.3�o�Ô���•�'�” NVRAM9Ô
��¾"’�H  RAM9Õ�ù�Ú�ê�H�\�6
�*�X  �T�U�]�æ43�¿�¥�<�É�Ç
��Ã���Ç5À�
((�&�Ò�á�Ê�Û�Ð�¿�•�(�o� �6�;  ID .3�o�Ç�Ø�é
•�é�:�o�2�ã&µ
�ú�'�
�Ð���Ú�•�'�” NVRAM �ù�Ú�ê�H�\�6�*�X  �T�U�]�é�ˆ2‚�
/å�Ã�á�Ò�ù�¿�”���\�o  �T�6�.�o�+�Ç-+
$��Ð���ù�Ô�•

vlan vlan-id VLAN ID �
�0�o�Ò�ù�Ô�•�0�o�â�È��%¸�Ð�ê  1 :*  4094 �â�Ô�•

override 9Ô
›�ç9Õ3 :*  63 �é  ASCII �¥�<�

ö!ª�Ò�á�”
�� �È�¥�<�É9Ô�,
�M�o�,�å�Ò9Õ�
�0�o�Ò�ù�Ô�•

stringASCII-string 3 :*  63 �¥�<�é  ASCII �¥�<9Ô�,�M�o�,�å�Ò9Õ�

ö!ª�Ò�á�”�(�o
� �6�;  ID �
�0�o�Ò�ù�Ô�•

�]�]�o�, ���•�]�ˆ

12.2(25)SEE �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•

12.2(52)SE override � �o�b�o�<�Ç1J
��Ð���ù�Ò�Ú�•
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%Y 2 %(      Catalyst 3560 �,���6�4  Cisco IOS �&�Q�f�<
ip dhcp snooping vlan information option format-type circuit-id string
�� �4�é���â�ê�”���J�*�Z�f  82 �(�o� �6�;  ID �(�I���J�*�Z�f�
.3�o�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config-if)# ip dhcp snooping vlan 250 information option format-type circuit-id 
string customerABC-250-0-0

�4�é���â�ê�”���J�*�Z�f  82 �(�o� �6�;  ID 
�� �È�(�I���J�*�Z�f�
.3�o�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config-if)# ip dhcp snooping vlan 250 information option format-type circuit-id 
override string testcustomer

.3�o�
#Õ.z�Ô���æ�ê�” show ip dhcp snooping �Y�o�)  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

9Ô�H9Õ �]�U�o�;  ID .3�o�
�=�û�#�`�o�C�^  �&�Q�f�<�´
��Û�Ì�
-+$��Ô���æ�ê�” show ip dhcp snooping �Y�o�)  
EXEC �&�Q�f�<�

ö!ª�Ò�ù�Ô�•�(�o� �6�;  ID �ã�Ò�á.3�o�Ò�Ú���f�2�o�H�����,
±
Ï�ù�Ú�ê  VLAN 
±

Ï�é�¥�<�É�ê-+$��Ð���ù�Ö���•

4P1j�&�Q�f�< �&�Q�f�< .‘�ÿ

ip dhcp snooping information 
option format remote-id

���J�*�Z�f  82 �]�U�o�;  ID �(�I���J�*�Z�f�
.3�o�Ò�ù�Ô�•

show ip dhcp snooping DHCP �,�?�o�G�f�#.3�o�
-+$��Ò�ù�Ô�•
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%Y 2 %(      Catalyst 3560 �,���6�4  Cisco IOS �&�Q�f�<
ip igmp filter
ip igmp filter
���f�2�o�H�����,�æ  Internet Group Management Protocol9ÔIGMP; ���f�2�o�@�6�;  �#�^�o�J%¤!��J�`
�;�&�^9Õ�
1¡!ª�Ô���Î�ã�â�”�_���W  2 ���f�2�o�H�����,
��é�Ô�ô�á�é�N�,�;�Ç  1 �ß�ù�Ú�ê-„�™�é  IP �Q
�^�4� �V�,�;  �#�^�o�J�æ
��I�â�È���Æ�ä�Á�Æ�
�Ù�î�Ô���æ�ê�” ip igmp filter  ���f�2�o�H�����,  �&�f
�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•���f�2�o�H�����,�Æ���0�o�Ð���Ú�J�`�H�����^�
�å4°�Ô
���æ�ê�”�Î�é�&�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

ip igmp filter profile number

no ip igmp filter 

�t�¥�é.‘�ÿ

�:�H���^�; IGMP �é�H���^�2�ê1¡!ª�Ð���á�¿�ù�Ö���•

�&�Q�f�<  �U�o�< ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g


ö!ª
��é�����<�\���f IGMP �H���^�2�ê�_���W  2 �é �!����f�2�o�H�����,�é�ú�æ1¡!ª�â�È�ù�Ô�•�^�o�9�6�<  �P�o�;�”�,���6
�4
’�Ð���f�2�o�H�����,9Ô SVI9Õ�”�ù�Ú�ê  EtherChannel �#�^�o�J�æ�û�Ô���P�o�;�æ�»�Ò�á  IGMP �H���^
�2�
1¡!ª�Ô���Î�ã�ê�â�È�ù�Ö���•

IGMP �é�J�`�H�����^�ê  1 �ß�ù�Ú�ê-„�™�é�P�o�;  ���f�2�o�H�����,�æ1¡!ª�â�È�ù�Ô�Ç�” 1 �ß�é�P�o�;�æ
�»�Ò�á  1 �ß�é�J�`�H�����^�é�ú1¡!ª�â�È�ù�Ô�•

�� �4�é���â�ê�” IGMP �J�`�H�����^  22 �
�P�o�;�æ1¡!ª�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config)# interface gigabitethernet 0/2
Switch(config-if)# ip igmp filter 22

.3�o�
#Õ.z�Ô���æ�ê�” show running-config  $�­  EXEC �&�Q�f�<�

ö!ª�Ò�á���f�2�o�H�����,�
�0�o
�Ò�ù�Ô�•

4P1j�&�Q�f�<

profile number 1¡!ª�Ô��  IGMP �J�`�H�����^!ß� �•�0�o�â�È��%¸�Ð�ê  1 :*  4294967295 �â�Ô�•

�]�]�o�, ���•�]�ˆ

12.1(19)EA1 �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•

�&�Q�f�< .‘�ÿ

ip igmp profile  $�o�é  IGMP �J�`�H�����^!ß� �
.3�o�Ò�ù�Ô�•

show ip dhcp snooping 
statistics

�0�o�é  IGMP �J�`�H�����^�é $�H�
-+$��Ò�ù�Ô�•

show running-config interface 
interface-id

�,���6�4�é���f�2�o�H�����,
��é�s-��&�f�H���!�X�_�o�*�Z�f�

9Ô���f�2�o�H�����,�æ1¡!ª�Ò�á�¿��  IGMP �J�`�H�����^�Ç�½���•�'
�ê�Ø���
�=�ü9Õ-+$��Ò�ù�Ô�•
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%Y 2 %(      Catalyst 3560 �,���6�4  Cisco IOS �&�Q�f�<
ip igmp max-groups
ip igmp max-groups
�_���W  2 ���f�2�o�H�����,�Ç
��I��(»�å���f�2�o�@�6�;  �#�^�o�J%¤!��J�`�;�&�^9Ô IGMP9Õ�#�^�o�J�é
�¨�"�™�
.3�o�Ò�Ú���”0©1M�9�o�I�^�]�â���f�;�]�Ç�¨�"�™�æ1•�Ô���•�'�é  IGMP �,�`�6�;�]�f�#
G
Þ
�
.3�o�Ò�Ú���Ô���æ�ê�” ip igmp max-groups ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö
!ª�Ò�ù�Ô�•�¨�"�™�
�:�H���^�;�o9Ô�u�Ù4¢9Õ�æ�¯�Ô�Æ�”�:�H���^�;�é�,�`�6�;�]�f�#  ���"�*�Z�f9Ô�_
�P�o�;�
�<�`�6�J9Õ�æ�¯�Ô�æ�ê�”�Î�é�&�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

ip igmp max-groups { number | action { deny | replace}}

no ip igmp max-groups { number | action}

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�é�¨�"�#�^�o�J�™�æ�Ù4¢�ê�½���ù�Ö���•

���f�2�o�H�����,
��æ  IGMP �#�^�o�J  ���f�;�]�é�¨�"�™�Ç�½���Î�ã�
�,���6�4�Ç�G(��Ò�Ú�½�ã�é�”�:
�H���^�;�é�,�`�6�;�]�f�#  ���"�*�Z�f�â�ê�”���f�2�o�H�����,�Ç���>�Ô���4�é  IGMP �_�P�o�;�
�<
�`�6�J�Ò�”���f�2�o�H�����,�æ  IGMP �#�^�o�J�é���f�;�]�
1J
��Ò�ù�Ö���•

�&�Q�f�<  �U�o�< ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g


ö!ª
��é�����<�\���f �Î�é�&�Q�f�<�ê�”�_���W  2  �!����f�2�o�H�����,�Å���î.°!�  EtherChannel ���f�2�o�H�����,�â�é�ú
ö
!ª�â�È�ù�Ô�•�^�o�9�6�<  �P�o�;�”�,���6�4
’�Ð���f�2�o�H�����,9Ô SVI9Õ�”�ù�Ú�ê  EtherChannel �#�^�o
�J�æ�û�Ô���P�o�;�æ�»�Ò�á  IGMP �¨�"�#�^�o�J�™�
.3�o�Ô���Î�ã�ê�â�È�ù�Ö���•

IGMP �,�`�6�;�]�f�#  ���"�*�Z�f�
.3�o�Ô���•�'�æ�ê�”�4�é�H�ç
P5Ä�æ�å�Þ�á�Ê�Û�Ð�¿�•

• �,�`�6�;�]�f�#  ���"�*�Z�f�
  deny �ã�Ò�á.3�o�Ò�á�¨�"�#�^�o�J�Ù4¢�
.3�o�Ô���•�'�”
•�è0©1M
�9�o�I�^�æ�½�Þ�Ú���f�;�]�ê�”�å4°�Ð���ù�Ö���Ç�¼4¢�¾���æ�å���ù�Ô�•�Î�����é���f�;�]�é�¼4¢�Ç
�¾���Ú�½�ã�â�”���f�;�]�é�¨�"�™�Ç0©1M�9�o�I�^�æ�½���•�'�ê�”���f�2�o�H�����,
��â���>�Ð���Ú
�4�é  IGMP �_�P�o�;�
�,���6�4�Ç�<�`�6�J�Ò�ù�Ô�•

• �,�`�6�;�]�f�#  ���"�*�Z�f�
  replace �ã�Ò�á.3�o�Ò�á�¨�"�#�^�o�J�Ù4¢�
.3�o�Ô���•�'�”
•�è0©1M
�9�o�I�^�æ�½�Þ�Ú���f�;�]�ê�å4°�Ð���ù�Ô�•�¨�"�™�é���f�;�]�Ç0©1M�9�o�I�^�æ�½���•�'�”�,���6
�4�ê�\�f�3�S�æ1¬�ï�Ò�Ú�Q�^�4� �V�,�;  ���f�;�]�
���>�Ò�Ú  IGMP �_�P�o�;�ã'Î�È�µ�Ã�ù�Ô�•

• �¨�"�#�^�o�J�Ù4¢�Ç�:�H���^�;9Ô�Ù4¢�å�Ò9Õ�æ.3�o�Ð���á�¿���•�'�” ip igmp max-groups { deny | 
replace} �&�Q�f�<�
�I
��Ò�á�ý�u
2�â�Ô�•

number ���f�2�o�H�����,�Ç
ó
��â�È��  IGMP �#�^�o�J�é�¨�"�™�•�0�o�â�È��%¸�Ð�ê  0 :*  
4294967294 �â�Ô�•�:�H���^�;�é.3�o�æ�Ù4¢�ê�½���ù�Ö���•

action deny ���f�;�]�é�¨�"�™�Ç  IGMP �,�?�o�G�f�#0©1M�9�o�I�^�æ�½���•�'�ê�”�4�é  IGMP 
��I
�_�P�o�;�
�<�`�6�J�Ò�ù�Ô�•�Î���Ç�:�H���^�;�é���"�*�Z�f�æ�å���ù�Ô�•

action 
replace

�¨�"�™�é���f�;�]�Ç  IGMP �,�?�o�G�f�#0©1M�9�o�I�^�æ�½���•�'�” IGMP �_�P�o�;�

���>�Ò�Ú�â�=�é�#�^�o�J�
�Â�Ò�¿�#�^�o�J�æ'Î�È�µ�Ã�ù�Ô�•

�]�]�o�, ���•�]�ˆ

12.1(19)EA1 �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•
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%Y 2 %(      Catalyst 3560 �,���6�4  Cisco IOS �&�Q�f�<
ip igmp max-groups
�� �4�é���â�ê�”�P�o�;�Ç
��I�â�È��  IGMP �#�^�o�J�™�
  25 �æ�Ù4¢�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config)# interface gigabitethernet 0/2
Switch(config-if)# ip igmp max-groups 25

�4�é���â�ê�”0©1M�9�o�I�^�]�â���f�;�]�Ç�¨�"�™�æ1•�Ò�Ú�•�'�æ  IGMP �_�P�o�;�Ç���>�Ð���Ú�â�=�é
�#�^�o�J�
�Â-Ù�é�#�^�o�J�æ'Î�µ�Ô�����Á�æ�,���6�4�
.3�o�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config)# interface gigabitethernet 0/2
Switch(config-if)# ip igmp max-groups action replace

.3�o�
#Õ.z�Ô���æ�ê�” show running-config  $�­  EXEC �&�Q�f�<�

ö!ª�Ò�á���f�2�o�H�����,�
�0�o
�Ò�ù�Ô�•

4P1j�&�Q�f�< �&�Q�f�< .‘�ÿ

show running-config interface 
interface-id

���f�2�o�H�����,�Ç
ó
��â�È��  IGMP �#�^�o�J�é�¨�"�™�ÿ�,�`�6�;
�]�f�#  ���"�*�Z�f�å�ä�”�,���6�4�é���f�2�o�H�����,
��â�s-��&�f
�H���!�X�_�o�*�Z�f�
-+$��Ò�ù�Ô�•
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%Y 2 %(      Catalyst 3560 �,���6�4  Cisco IOS �&�Q�f�<
ip igmp profile
ip igmp profile
���f�2�o�@�6�;  �#�^�o�J%¤!��J�`�;�&�^9Ô IGMP9Õ�J�`�H�����^�

Þ�‘�Ò�” IGMP �J�`�H�����^  �&�f
�H���!�X�_�o�*�Z�f  �U�o�<�
4?�Ž�Ô���æ�ê�” ip igmp profile  �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q
�f�<�

ö!ª�Ò�ù�Ô�•�Î�é�U�o�<�â�”�,���6�4�P�o�;�Æ���é  IGMP �T�f�C�*�6�J  �_�P�o�;�
�H���^�2�]
�f�#�Ô���Ú�ü�é  IGMP �J�`�H�����^�é.3�o�
�0�o�â�È�ù�Ô�• IGMP �J�`�H�����^�
�å4°�Ô���æ�ê�”�Î
�é�&�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

ip igmp profile profile number

no ip igmp profile profile number

�t�¥�é.‘�ÿ

�:�H���^�; IGMP �J�`�H�����^�ê�o'õ�Ð���á�¿�ù�Ö���•.3�o�Ð���Ú�•�'�”�:�H���^�;�é  IGMP �J�`�H�����^�ã�é
	û)L�Ï(»�ê�”	û)L�Ô�����<�_�,�
���8�Ô��.3�o�æ�å���ù�Ô�•

�&�Q�f�<  �U�o�< �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g


ö!ª
��é�����<�\���f IGMP �J�`�H�����^  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�â�ê�”�4�é�&�Q�f�<�

ö!ª�Ô���Î�ã�â�J�`�H����
�^�

Þ�‘�â�È�ù�Ô�•

• deny9æ	û)L�Ô�����<�_�,�
���8�Ò�ù�Ô9Ô�:�H���^�;.3�o�é A��9Õ �•

• exit9æIGMP �J�`�H�����^  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�
&³
L�Ò�ù�Ô�•

• no9æ�&�Q�f�<�
�u
2�æ�Ô���”�ù�Ú�ê�:�H���^�;�æ�]�.�6�;�Ò�ù�Ô�•

• permit 9æ	û)L�Ô�����<�_�,�
.5���Ò�ù�Ô�•

• range9æ�J�`�H�����^�æ�»�Ô��  IP ���<�_�,�é%¸�Ð�
�0�o�Ò�ù�Ô�• 1 �ß�é  IP ���<�_�,�”�ù�Ú�ê���<
�_�,�é�¨�Ë�ã�¨�ß�â%¸�Ð�
�0�o�Ô���Î�ã�ý�â�È�ù�Ô�•

%¸�Ð�
�I
��Ô���•�'�”
Ð�¿�Ç�é  IP �Q�^�4� �V�,�;  ���<�_�,�
�I
��Ò�á�Æ���,�M�o�,�
�I
��Ò�”�4
�æ7��¿�Ç�é  IP �Q�^�4� �V�,�;  ���<�_�,�
�I
��Ò�ù�Ô�•

IGMP �é�J�`�H�����^�
�” 1 �ß�ù�Ú�ê-„�™�é�_���W  2 ���f�2�o�H�����,�æ1¡!ª�â�È�ù�Ô�Ç�”�&���f�2�o
�H�����,�æ1¡!ª�â�È���J�`�H�����^�ê  1 �ß�é�ú�â�Ô�•

�� �4�é���â�ê�” IP �Q�^�4� �V�,�;  ���<�_�,�é%¸�Ð�
�0�o�Ò�Ú  IGMP �J�`�H�����^  40 �é.3�o�Ç�:�
$��Ò
�ù�Ô�•

Switch(config)# ip igmp profile 40
Switch(config-igmp-profile)# permit
Switch(config-igmp-profile)# range 233.1.1.1 233.255.255.255

.3�o�
#Õ.z�Ô���æ�ê�” show ip igmp profile  $�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

profile number .3�o�Ô��  IGMP �J�`�H�����^!ß� �•�0�o�â�È��%¸�Ð�ê  1 :*  4294967295 �â�Ô�•

�]�]�o�, ���•�]�ˆ
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��Ð���ù�Ò�Ú�•
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ip igmp profile
4P1j�&�Q�f�< �&�Q�f�< .‘�ÿ

ip igmp filter �0�o�é���f�2�o�H�����,�æ�»�Ò�” IGMP �
1¡!ª�Ò�ù�Ô�•

show ip dhcp snooping 
statistics

�Ô�ô�á�é  IGMP �J�`�H�����^�ù�Ú�ê�0�o�é  IGMP �J�`�H�����^!ß� 
�é $�H�
-+$��Ò�ù�Ô�•
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ip igmp snooping
ip igmp snooping
���f�2�o�@�6�;  �#�^�o�J%¤!��J�`�;�&�^9Ô IGMP9Õ�,�?�o�G�f�#�
�,���6�4
��â�#�`�o�C�^�æ���@�o�I�^
�æ�Ô���Æ�”�ù�Ú�ê  VLAN 
±
Ï�â���@�o�I�^�æ�Ô���æ�ê�” ip igmp snooping �#�`�o�C�^  �&�f�H���!�X�_�o
�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•�:�H���^�;.3�o�æ�¯�Ô�æ�ê�”�Î�é�&�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

ip igmp snooping [vlan vlan-id]

no ip igmp snooping [vlan vlan-id]

�t�¥�é.‘�ÿ

�:�H���^�; �,���6�4
��â�” IGMP �,�?�o�G�f�#�ê�#�`�o�C�^�æ���@�o�I�^�â�Ô�•

VLAN ���f�2�o�H�����,
��â�” IGMP �,�?�o�G�f�#�ê���@�o�I�^�â�Ô�•

�&�Q�f�<  �U�o�< �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g


ö!ª
��é�����<�\���f IGMP �,�?�o�G�f�#�Ç�#�`�o�C�^�æ���@�o�I�^�â�½���•�'�ê�”�Ô�ô�á�é�â�=  VLAN ���f�2�o�H�����,
�â���@�o�I�^�æ�å���ù�Ô�• IGMP �,�?�o�G�f�#�Ç�#�`�o�C�^�æ�:���.�o�I�^�â�½���•�'�”�Ô�ô�á�é�â�=  
VLAN ���f�2�o�H�����,�â  IGMP �,�?�o�G�f�#�Ç�:���.�o�I�^�æ�å���ù�Ô�•

VLAN ID 1002 :*  1005 �ê�”�;�o�"�f�]�f�#�Å���î  FDDI VLAN �æ
M&‚�Ð���á�¿�á�” IGMP �,�?�o�G�f
�#�â�ê
ö!ª�â�È�ù�Ö���•

�� �4�é���â�ê�” IGMP �,�?�o�G�f�#�
�#�`�o�C�^�æ���@�o�I�^�æ�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config)# ip igmp snooping

�4�é���â�ê�” IGMP �,�?�o�G�f�#�
  VLAN 1 �â���@�o�I�^�æ�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config)# ip igmp snooping vlan 1

.3�o�
#Õ.z�Ô���æ�ê�” show ip igmp snooping  $�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

vlan vlan-id 9Ô
›�ç9Õ�0�o�Ð���Ú  VLAN �â  IGMP �,�?�o�G�f�#�
���@�o�I�^�æ�Ò�ù�Ô�•
�0�o�â�È��%¸�Ð�ê  1 :*  1001 �ù�Ú�ê  1006 :*  4094 �â�Ô�•

�]�]�o�, ���•�]�ˆ
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ip igmp snooping
4P1j�&�Q�f�< �&�Q�f�< .‘�ÿ

ip igmp snooping report-suppression IGMP �_�P�o�;�å�Ù�
���@�o�I�^�æ�Ò�ù�Ô�•

show ip dhcp snooping statistics �,�?�o�G�f�#.3�o�
-+$��Ò�ù�Ô�•

show ip igmp snooping groups IGMP �,�?�o�G�f�#  �Q�^�4� �V�,�;�±�Ž�
-+$��Ò�ù�Ô�•

show ip igmp snooping mrouter IGMP �,�?�o�G�f�#  �^�o�2  �P�o�;�
-+$��Ò�ù�Ô�•

show ip igmp snooping querier �,���6�4
��æ.3�o�Ð���Ú  IGMP �"���]���é.3�o�Å���î
G

Þ�±�Ž�
-+$��Ò�ù�Ô�•
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ip igmp snooping last-member-query-interval
ip igmp snooping last-member-query-interval
���f�2�o�@�6�;  �#�^�o�J%¤!��J�`�;�&�^9Ô IGMP9Õ�é.3�o��(»(Õ1L�2���Q�o�
�#�`�o�C�^�æ�ù�Ú�ê  
VLAN 
±
Ï�â���@�o�I�^�æ�Ô���æ�ê�” ip igmp snooping last-member-query-interval �#�`�o�C�^  �&�f
�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•�:�H���^�;.3�o�æ�¯�Ô�æ�ê�”�Î�é�&�Q�f�<�é  no �»�|�

ö
!ª�Ò�ù�Ô�•

ip igmp snooping [vlan vlan-id] last-member-query-interval time

no ip igmp snooping [vlan vlan-id] last-member-query-interval 

�t�¥�é.‘�ÿ t

�:�H���^�; �:�H���^�;�é�2���S�����;.3�o�ê  1000 �R�]$}�â�Ô�•

�&�Q�f�<  �U�o�< �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g


ö!ª
��é�����<�\���f IGMP �,�?�o�G�f�#�Ç�#�`�o�C�^�æ���@�o�I�^�â�½���•�'�ê�” IGMP �,�?�o�G�f�#�ê�Ô�ô�á�é�â�=  
VLAN ���f�2�o�H�����,�â���@�o�I�^�æ�å���ù�Ô�• IGMP �,�?�o�G�f�#�Ç�#�`�o�C�^�æ�:���.�o�I�^�â
�½���•�'�ê�” IGMP �,�?�o�G�f�#�ê�Ô�ô�á�é�â�=  VLAN ���f�2�o�H�����,�â�:���.�o�I�^�æ�å���ù�Ô�•

VLAN ID 1002 :*  1005 �ê�”�;�o�"�f�]�f�#�Å���î  FDDI VLAN �æ
M&‚�Ð���á�¿�á�” IGMP �,�?�o�G�f
�#�â�ê
ö!ª�â�È�ù�Ö���•

VLAN 
��æ  Leave �2���Q�o�
.3�o�Ô���ã�”�#�`�o�C�^.3�o�

�� �È�Ò�ù�Ô�•

IGMP .3�o��(»�å  Leave �2���S�ê�” IGMP �C�o�+�Z�f  2 �
�s-��Ô���:�C���,�â�é�ú�(�P�o�;�Ð���ù�Ô�•

.3�o�ê�” NVRAM9Ô
��¾"’�H  RAM9Õ�æ�;�=�Ð���ù�Ô�•

�� �4�é���â�ê�” IGMP Leave �2���Q�o�
  2000 �R�]$}�â�#�`�o�C�^�æ���@�o�I�^�æ�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config)# ip igmp snooping last-member-query-interval 2000

�4�é���â�ê�” VLAN 1 
��â  IGMP Leave �2���Q�o�
  3000 �R�]$}�æ.3�o�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config)# ip igmp snooping vlan 1 last-member-query-interval 3000

.3�o�
#Õ.z�Ô���æ�ê�” show ip igmp snooping  $�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

vlan vlan-id 9Ô
›�ç9Õ�0�o�Ð���Ú  VLAN �â  IGMP �,�?�o�G�f�#�Å���î  Leave �2���Q�o�
��
�@�o�I�^�æ�Ò�ù�Ô�•�0�o�â�È��%¸�Ð�ê  1 :*  1001 �ù�Ú�ê  1006 :*  4094 �â�Ô�•

time $}
±
Ï�é�2���S�����;4F4Ò�•�0�o�â�È��%¸�Ð�ê  100 :*  32768 �R�]$}�â�Ô�•

�]�]�o�, ���•�]�ˆ

12.2(25)SEB �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•
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ip igmp snooping last-member-query-interval
4P1j�&�Q�f�< �&�Q�f�< .‘�ÿ

ip igmp snooping �,���6�4�ù�Ú�ê  VLAN �é  IGMP �,�?�o�G�f�#�
���@�o
�I�^�æ�Ò�ù�Ô�•

ip igmp snooping vlan immediate-leave IGMP 
Ä�((Õ1L�£!��
���@�o�I�^�æ�Ò�ù�Ô�•

ip igmp snooping vlan mrouter �_���W  2 �P�o�;�
�Q�^�4� �V�,�;  �^�o�2  �P�o�;�ã�Ò�á
.3�o�Ò�ù�Ô�•

ip igmp snooping vlan static �_���W  2 �P�o�;�
�#�^�o�J�é�T�f�C�o�ã�Ò�á.3�o�Ò�ù�Ô�•

show ip igmp snooping IGMP �,�?�o�G�f�#.3�o�
-+$��Ò�ù�Ô�•
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ip igmp snooping querier
ip igmp snooping querier
�_���W  2 �@�6�;�b�o�"�é  Internet Group Management Protocol9ÔIGMP; ���f�2�o�@�6�;  �#�^�o�J%¤!�
�J�`�;�&�^9Õ�"���]���Ï(»�
�#�`�o�C�^�æ���@�o�I�^�æ�Ô���æ�ê�” ip igmp snooping querier �#�`�o�C
�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•� �o�b�o�<�ã�ã�ý�æ�&�Q�f�<�
�I
��Ô���ã�”
VLAN ���f�2�o�H�����,�é  IGMP �"���]���Ï(»�
���@�o�I�^�æ�Ò�”.3�o�â�È�ù�Ô�•�:�H���^�;.3�o�æ
�¯�Ô�æ�ê�”�Î�é�&�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

ip igmp snooping querier [vlan vlan-id] [address ip-address | max-response-time 
response-time | query-interval  interval-count | tcn query [count count | interval 
interval] | timer expiry  | version version] 

no ip igmp snooping querier [vlan vlan-id] [address | max-response-time | 
query-interval  | tcn query { count count | interval interval} | timer expiry | version] 

�t�¥�é.‘�ÿ

�:�H���^�; IGMP �,�?�o�G�f�#  �"���]���Ï(»�ê�”�,���6�4�â�#�`�o�C�^�æ���@�o�I�^�â�Ô�•

���@�o�I�^�æ�å�Þ�á�¿���•�'�”�Q�^�4� �V�,�;�»���:�C���,�Æ��  IGMP �;�\�H���6�"�
���´�Ô���ã�”
IGMP �,�?�o�G�f�#  �"���]���ê�:���.�o�I�^�æ�å���ù�Ô�•

�&�Q�f�<  �U�o�< �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g

vlan vlan-id 9Ô
›�ç9Õ�0�o�Ð���Ú  VLAN �â  IGMP �,�?�o�G�f�#�Å���î  IGMP �"���]���Ï
(»�
���@�o�I�^�æ�Ò�ù�Ô�• �0�o�â�È��%¸�Ð�ê  1 :*  1001 �ù�Ú�ê  1006 :*  4094 
�â�Ô�•

address ip-address 9Ô
›�ç9Õ1M�>�0 IP ���<�_�,�
�0�o�Ò�ù�Ô�• IP ���<�_�,�
�0�o�Ò�å�¿�•�'�”�"
���]���ê  IGMP �"���]���æ.3�o�Ð���Ú�#�`�o�C�^  IP ���<�_�,�

ö!ª�Ò�ù�Ô�•

max-response-time 
response-time

9Ô
›�ç9ÕIGMP �"���]��  �_�P�o�;�
�Ù�Ï�Ô���¨43�(4F�
.3�o�Ò�ù�Ô�•�0�o�â
�È��%¸�Ð�ê  1 :*  25 $}�â�Ô�•

query-interval 
interval-count

9Ô
›�ç9ÕIGMP �"���]���é4F4Ò�
.3�o�Ò�ù�Ô�•�0�o�â�È��%¸�Ð�ê  1 :*  18000 
$}�â�Ô�•

tcn query[count count 
| interval interval]

9Ô
›�ç9ÕTopology Change Notification9ÔTCN; �;�P�`�+���•1b#n9Õ�æ4P1j�Ô
���D�\�T�o�2�
.3�o�Ò�ù�Ô�•� �o�b�o�<�é�ç�g�ê�4�é�ã�Å���â�Ô�•

• count count9æTCN �(4F4F4Ò�æ�s-��Ð����  TCN �"���]�o�é�™�
.3�o�Ò
�ù�Ô�•�0�o�â�È��%¸�Ð�ê  1 :*  10 �â�Ô�•

• interval interval9æTCN �"���]�o�é�(4F4F4Ò�
.3�o�Ò�ù�Ô�•�0�o�â�È��
%¸�Ð�ê 1 :*  255 �â�Ô�•

timer expiry 9Ô
›�ç9ÕIGMP �"���]���Ç�¼4¢�¾���æ�å���(4F�
.3�o�Ò�ù�Ô�•�0�o�â�È��%¸
�Ð�ê  60 :*  300 $}�â�Ô�•

version version 9Ô
›�ç9Õ�"���]���Ï(»�Ç
ö!ª�Ô��  IGMP �C�o�+�Z�f!ß� �
1¬�ï�Ò�ù�Ô�•1¬�ï
�â�È��!ß� �ê  1 �ù�Ú�ê  2 �â�Ô�•

�]�]�o�, ���•�]�ˆ
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ip igmp snooping querier

ö!ª
��é�����<�\���f �"���]�� �ã�ý�m�ë����  IGMP �"���]�o  �T�6�.�o�+�
1M�>�Ô���:�C���,�é  IGMP �C�o�+�Z�f�Å���î  IP ��
�<�_�,�
���´�Ô���Ú�ü�æ  IGMP �,�?�o�G�f�#�
���@�o�I�^�æ�Ô���æ�ê�”�Î�é�&�Q�f�<�

ö!ª�Ò�ù�Ô�•

�:�H���^�;�â�ê�” IGMP �,�?�o�G�f�#  �"���]���ê�” IGMP �C�o�+�Z�f  29ÔIGMPv29Õ�

ö!ª�Ô���:�C��
�,�
���´�Ô�����Á.3�o�Ð���á�¿�ù�Ô�Ç�” IGMP �C�o�+�Z�f  19ÔIGMPv19Õ�

ö!ª�Ò�á�¿���"�\�����f�;
�ê���´�Ò�ù�Ö���•�:�C���,�Ç  IGMPv2 �

ö!ª�Ò�á�¿���•�'�” max-response-time �o�
�»
G�â.3�o�â�È
�ù�Ô�•�:�C���,�Ç  IGMPv1 �

ö!ª�Ò�á�¿���•�'�ê�” max-response-time �
.3�o�â�È�ù�Ö��9Ô�o�
.3�o
�â�È�Õ�” 0 �æ.3�o�Ð���á�¿�ù�Ô9Õ �•

IGMPv1 �
�s-��Ò�á�¿��  RFC �æ�0���Ò�á�¿�å�¿�:�C���,�ê�” max-response-time �o�ã�Ò�á�/�`
•���é�o
�
�,�ß  IGMP 	û)x�"���]�o  �T�6�.�o�+�
���8�Ô���Î�ã�Ç�½���ù�Ô�•�:�C���,�â  IGMP 	û)x�"���]�o  �T�6
�.�o�+�
���Ì�I�����•�'�” IGMP �,�?�o�G�f�#  �"���]���Ç  IGMPv1 �
�s-��Ô�����Á�æ.3�o�Ò�ù�Ô�•

VLAN ID 1002 :*  1005 �ê�”�;�o�"�f�]�f�#�Å���î  FDDI VLAN �æ
M&‚�Ð���á�¿�á�” IGMP �,�?�o�G�f
�#�â�ê
ö!ª�â�È�ù�Ö���•

�� �4�é���â�ê�” IGMP �,�?�o�G�f�#  �"���]���Ï(»�
�#�`�o�C�^�æ���@�o�I�^�æ�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config)# ip igmp snooping querier

�4�é���â�ê�” IGMP �,�?�o�G�f�#  �"���]���é�¨�"��%u�(4F�
  25 $}�æ.3�o�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config)#  ip igmp snooping querier max-response-time 25

�4�é���â�ê�” IGMP �,�?�o�G�f�#  �"���]���é�(4F4F4Ò�
  60 $}�æ.3�o�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config)# ip igmp snooping querier query-interval 60

�4�é���â�ê�” IGMP �,�?�o�G�f�#  �"���]���é  TCN �"���]�o  �����f�;�
  25 �æ.3�o�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config)# ip igmp snooping querier tcn count 25

�4�é���â�ê�” IGMP �,�?�o�G�f�#  �"���]���é�2���S�����;�
  60 $}�æ.3�o�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config)# ip igmp snooping querier timeout expiry 60

�4�é���â�ê�” IGMP �,�?�o�G�f�#  �"���]���Ï(»�
�C�o�+�Z�f  2 �æ.3�o�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config)# ip igmp snooping querier version 2

.3�o�
#Õ.z�Ô���æ�ê�” show ip igmp snooping  $�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

4P1j�&�Q�f�< �&�Q�f�< .‘�ÿ

ip igmp snooping report-suppression IGMP �_�P�o�;�å�Ù�
���@�o�I�^�æ�Ò�ù�Ô�•

show ip igmp snooping IGMP �,�?�o�G�f�#.3�o�
-+$��Ò�ù�Ô�•

show ip igmp snooping groups IGMP �,�?�o�G�f�#  �Q�^�4� �V�,�;�±�Ž�
-+$��Ò
�ù�Ô�•

show ip igmp snooping mrouter IGMP �,�?�o�G�f�#  �^�o�2  �P�o�;�
-+$��Ò�ù�Ô�•
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ip igmp snooping report-suppression
ip igmp snooping report-suppression
Internet Group Management Protocol9ÔIGMP; ���f�2�o�@�6�;  �#�^�o�J%¤!��J�`�;�&�^9Õ�_�P�o�;�å�Ù
�
���@�o�I�^�æ�Ô���æ�ê�” ip igmp snooping report-suppression �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  
�&�Q�f�<�

ö!ª�Ò�ù�Ô�• IGMP �_�P�o�;�å�Ù�
�:���.�o�I�^�æ�Ò�á�”�Ô�ô�á�é  IGMP �_�P�o�;�
�Q�^
�4� �V�,�;  �^�o�2�ó0©1M�Ô���æ�ê�”�Î�é�&�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

ip igmp snooping report-suppression

no ip igmp snooping report-suppression

�t�¥�é.‘�ÿ �Î�é�&�Q�f�<�æ�ê�”�•�™�ù�Ú�ê� �o�b�o�<�ê�½���ù�Ö���•

�:�H���^�; IGMP �_�P�o�;�å�Ù�ê���@�o�I�^�â�Ô�•

�&�Q�f�<  �U�o�< �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  

�&�Q�f�<���g


ö!ª
��é�����<�\���f IGMP �_�P�o�;�å�Ù�ê�”�Q�^�4� �V�,�;  �"���]�o�æ  IGMPv1 �_�P�o�;�ã  IGMPv2 �_�P�o�;�Ç�½���•�'
�æ�Û�Ì�(�P�o�;�Ð���ù�Ô�•�Î�é�Ï(»�ê�”�"���]�o�æ  IGMPv3 �_�P�o�;�Ç�=�ù���á�¿���•�'�ê�(�P�o�;
�Ð���ù�Ö���•

�,���6�4�ê  IGMP �_�P�o�;�å�Ù�

ö!ª�Ò�á�”�Q�^�4� �V�,�;  �^�o�2  �"���]�o�Ï�ã�æ  IGMP �_�P�o�;�
  1 
�ß�Û�Ì�Q�^�4� �V�,�;  �:�C���,�æ0©1M�Ò�ù�Ô�• IGMP �^�o�2�å�Ù�Ç���@�o�I�^9Ô�:�H���^�;9Õ�â�½���•
�'�”�,���6�4�ê�¨�Ë�é  IGMP �_�P�o�;�
�#�^�o�J�é�Ô�ô�á�é�P�o�;�Æ���Ô�ô�á�é�Q�^�4� �V�,�;  �^�o�2
�æ1M�>�Ò�ù�Ô�•�,���6�4�ê�”�#�^�o�J�é�w���é  IGMP �_�P�o�;�
�Q�^�4� �V�,�;  �^�o�2�æ1M�>�Ò�ù�Ö���•
�Î�é�Ï(»�æ�����”�Q�^�4� �V�,�;  �:�C���,�æ�_�P�o�;�Ç2€-„�Ò�á1M�>�Ð�����Î�ã�
4•�É�ù�Ô�•

�Q�^�4� �V�,�;  �^�o�2  �"���]�o�æ  IGMPv1 �Å���î  IGMPv2 �_�P�o�;�æ�»�Ô��-Ð�Þ�é�ú�Ç�=�ù���á�¿��
�•�'�”�,���6�4�ê�¨�Ë�é  IGMPv1 �_�P�o�;�ù�Ú�ê  IGMPv2 �_�P�o�;�é�ú�
�”�#�^�o�J�é�Ô�ô�á�é�N�,
�;�Æ���Ô�ô�á�é�Q�^�4� �V�,�;  �^�o�2�æ1M�>�Ò�ù�Ô�•�Q�^�4� �V�,�;  �^�o�2  �"���]�o�æ  IGMPv3 �_
�P�o�;�é-Ð�Þ�ý�=�ù�����•�'�ê�”�,���6�4�ê�#�^�o�J�é�Ô�ô�á�é  IGMPv1�” IGMPv2�”�Å���î  IGMPv3 
�_�P�o�;�
�Q�^�4� �V�,�;  �:�C���,�æ0©1M�Ò�ù�Ô�•

no ip igmp snooping report-suppression �&�Q�f�<�
�I
��Ò�á  IGMP �_�P�o�;�å�Ù�
�:���.�o�I�^�æ�Ò
�Ú�•�'�”�Ô�ô�á�é  IGMP �_�P�o�;�Ç�Ô�ô�á�é�Q�^�4� �V�,�;  �^�o�2�æ1M�>�Ð���ù�Ô�•

�� �4�é���â�ê�”�_�P�o�;�å�Ù�
�:���.�o�I�^�æ�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config)# no ip igmp snooping report-suppression

.3�o�
#Õ.z�Ô���æ�ê�” show ip igmp snooping  $�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

�]�]�o�, ���•�]�ˆ

12.1(19)EA1 �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•
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ip igmp snooping report-suppression
4P1j�&�Q�f�< �&�Q�f�< .‘�ÿ

ip igmp snooping �,���6�4�ù�Ú�ê  VLAN �é  IGMP �,�?�o�G�f�#�
���@�o�I�^�æ�Ò�ù�Ô�•

show ip igmp snooping �,���6�4�ù�Ú�ê  VLAN �é  IGMP �,�?�o�G�f�#.3�o�
-+$��Ò�ù�Ô�•
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ip igmp snooping tcn
ip igmp snooping tcn 
Internet Group Management Protocol9ÔIGMP; ���f�2�o�@�6�;  �#�^�o�J%¤!��J�`�;�&�^9Õ Topology 
Change Notification9ÔTCN; �;�P�`�+���•1b#n9Õ�é
G
Þ�
.3�o�Ô���æ�ê�” ip igmp snooping tcn �#�`�o
�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•�:�H���^�;.3�o�æ�¯�Ô�æ�ê�”�Î�é�&�Q�f�<�é  no 
�»�|�

ö!ª�Ò�ù�Ô�•

ip igmp snooping tcn { flood query count count | query solicit}

no ip igmp snooping tcn { flood query count | query solicit}

�t�¥�é.‘�ÿ

�:�H���^�; TCN �H�\�6�<  �"���]�o  �����f�;�ê  2 �â�Ô�•

TCN �"���]�o-Ð�Þ�ê�:���.�o�I�^�â�Ô�•

�&�Q�f�<  �U�o�< �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  

�&�Q�f�<���g


ö!ª
��é�����<�\���f TCN ���L�f�;�ß�æ�Q�^�4� �V�,�;  �;�\�H���6�"�Ç�H�\�6�:���f�#�Ô���(4F�
�Ù�î�Ô���æ�ê�” ip igmp 
snooping tcn flood query count �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�• ip igmp 
snooping tcn flood query count �&�Q�f�<�

ö!ª�Ò�á  TCN �H�\�6�<  �"���]�o  �����f�;�
  1 �æ.3�o�Ò�Ú�•
�'�” 1 �ß�é	û)x"›�"���]�o�é���>�ß�æ�H�\�6�:���f�#�Ç�—�[�Ò�ù�Ô�•�����f�;�
  7 �æ.3�o�Ô���ã�” TCN 
���L�f�;�æ�����Q�^�4� �V�,�;  �;�\�H���6�"�é�H�\�6�:���f�#�ê�” 7 �ß�é	û)x"›�"���]�o�
���>�Ô���ù�â
&î&ï�Ò�ù�Ô�•�#�^�o�J�ê�” TCN ���L�f�;
��æ���>�Ò�Ú	û)x"›�"���]�o�æ�n�à�¿�á�G(��Ð���ù�Ô�•

�,�D�>�f�#  �7�]�o  �^�o�;�Æ�ä�Á�Æ�æ�Æ�Æ�
���Õ�”�#�`�o�C�^  Leave �T�6�.�o�+�
1M�>�Ô�����Á�æ�,
���6�4�
���@�o�I�^�æ�Ô���æ�ê�” ip igmp snooping tcn query solicit �#�`�o�C�^  �&�f�H���!�X�_�o
�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•�ù�Ú�”�Î�é�&�Q�f�<�ê�” TCN ���L�f�;
��æ"’!¢�Ò�Ú�H�\�6�<  �U�o�<�Æ
���Á�ó�Ô���J�`�.�,�é1f�2�

��Í�ù�Ô�•

�� �4�é���â�ê�”�Q�^�4� �V�,�;  �;�\�H���6�"�Ç�H�\�6�:���f�#�Ô��  IGMP �é	û)x"›�"���]�o�™�
  7 �æ�0
�o�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config)# no ip igmp snooping tcn flood query count 7

.3�o�
#Õ.z�Ô���æ�ê�” show ip igmp snooping  $�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

flood query count count �Q�^�4� �V�,�;  �;�\�H���6�"�Ç�H�\�6�:���f�#�Ô��  IGMP �é	û)x"›�"��
�]�o�™�
�0�o�Ò�ù�Ô�•�0�o�â�È��%¸�Ð�ê  1 :*  10 �â�Ô�•

query solicit TCN ���L�f�;
��æ"’!¢�Ò�Ú�H�\�6�<  �U�o�<�Æ���Á�ó�Ô���J�`�.�,�é1f�2�


��Í���Ú�ü�æ�” IGMP Leave �T�6�.�o�+9Ô�#�`�o�C�^(Õ1L9Õ�
1M�>�Ò�ù�Ô�•

�]�]�o�, ���•�]�ˆ

12.2(25)SEB �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•
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ip igmp snooping tcn
4P1j�&�Q�f�< �&�Q�f�< .‘�ÿ

ip igmp snooping �,���6�4�ù�Ú�ê  VLAN �é  IGMP �,�?�o�G�f�#�
���@�o�I�^�æ�Ò�ù�Ô�•

ip igmp snooping tcn flood ���f�2�o�H�����,�é�H�\�6�:���f�#�
  IGMP �,�?�o�G�f�#  �,�D�>�f
�#  �7�]�o  TCN 
G
Þ�ã�Ò�á�0�o�Ò�ù�Ô�•

show ip igmp snooping �,���6�4�ù�Ú�ê  VLAN �é  IGMP �,�?�o�G�f�#.3�o�
-+$��Ò�ù�Ô�•
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ip igmp snooping tcn flood
ip igmp snooping tcn flood 
�Q�^�4� �V�,�;  �H�\�6�:���f�#�
  Internet Group Management Protocol9ÔIGMP; ���f�2�o�@�6�;  �#
�^�o�J%¤!��J�`�;�&�^9Õ�,�?�o�G�f�#  �,�D�>�f�#�7�]�o  Topology Change Notification9ÔTCN; �;�P�`
�+���•1b#n9Õ�é
G
Þ�ã�Ò�á.3�o�Ô���æ�ê�” ip igmp snooping tcn flood ���f�2�o�H�����,  �&�f�H���!�X
�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•�Q�^�4� �V�,�;  �H�\�6�:���f�#�
�:���.�o�I�^�æ�Ô���æ�ê�”�Î�é
�&�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

ip igmp snooping tcn flood

no ip igmp snooping tcn flood 

�t�¥�é.‘�ÿ �Î�é�&�Q�f�<�æ�ê�”�•�™�ù�Ú�ê� �o�b�o�<�ê�½���ù�Ö���•

�:�H���^�; �Q�^�4� �V�,�;  �H�\�6�:���f�#�ê�”�,�D�>�f�#  �7�]�o  TCN �é���L�f�;
��”���f�2�o�H�����,
��â��
�@�o�I�^�â�Ô�•

�&�Q�f�<  �U�o�< ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f  

�&�Q�f�<���g


ö!ª
��é�����<�\���f �,���6�4�Ç  TCN �
���>�Ô���ã�” 2 �ß�é	û)x"›�å�"���]�o�Ç���>�Ð�����ù�â�”�Q�^�4� �V�,�;  �;�\
�H���6�"�ê�Ô�ô�á�é�P�o�;�æ�»�Ò�á�H�\�6�:���f�#�Ò�ù�Ô�•!ã�å���Q�^�4� �V�,�;  �#�^�o�J�æ
��I�Ò
�á�¿���’&ï�N�,�;�
�,�ß�P�o�;�Ç�,���6�4�æ���™�½���•�'�”�H�\�6�:���f�#�Ç�]�f�"�é�ˆ2‚�
/å1Š�Ò�”
�D�$�6�;�Ê�,�
���Ê�Î�ã�Ç�½���ù�Ô�•

ip igmp snooping tcn flood query count count  �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò
�á�”�H�\�6�:���f�#  �"���]�o  �����f�;�
���•�â�È�ù�Ô�•

�� �4�é���â�ê�”���f�2�o�H�����,
��â�Q�^�4� �V�,�;  �H�\�6�:���f�#�
�:���.�o�I�^�æ�Ô���Ç�:�
$��Ò
�ù�Ô�•

Switch(config)# interface gigabitethernet 0/2
Switch(config-if)# no ip igmp snooping tcn flood

.3�o�
#Õ.z�Ô���æ�ê�” show ip igmp snooping  $�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

4P1j�&�Q�f�<

�]�]�o�, ���•�]�ˆ

12.2(25)SEB �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•

�&�Q�f�< .‘�ÿ

ip igmp snooping �,���6�4�ù�Ú�ê  VLAN �é  IGMP �,�?�o�G�f�#�
���@�o�I�^�æ�Ò�ù�Ô�•

ip igmp snooping tcn �,���6�4�â  IGMP TCM 
G
Þ�
.3�o�Ò�ù�Ô�•

show ip igmp snooping �,���6�4�ù�Ú�ê  VLAN �é  IGMP �,�?�o�G�f�#.3�o�
-+$��Ò�ù�Ô�•
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ip igmp snooping vlan immediate-leave
ip igmp snooping vlan immediate-leave
VLAN 
±
Ï�â  Internet Group Management Protocol9ÔIGMP; ���f�2�o�@�6�;  �#�^�o�J%¤!��J�`�;�&�^9Õ
�,�?�o�G�f�#
Ä�((Õ1L�£!��
���@�o�I�^�æ�Ô���æ�ê�” ip igmp snooping immediate-leave �#�`�o�C�^  
�&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•�:�H���^�;.3�o�æ�¯�Ô�æ�ê�”�Î�é�&�Q�f�<�é  no �»�|
�

ö!ª�Ò�ù�Ô�•

ip igmp snooping vlan vlan-id immediate-leave 

no ip igmp snooping vlan vlan-id immediate-leave

�t�¥�é.‘�ÿ

�:�H���^�; IGMP �é
Ä�((Õ1L�£!��ê�:���.�o�I�^�â�Ô�•

�&�Q�f�<  �U�o�< �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g


ö!ª
��é�����<�\���f VLAN ID 1002 :*  1005 �ê�”�;�o�"�f�]�f�#�Å���î  FDDI VLAN �æ
M&‚�Ð���á�¿�á�” IGMP �,�?�o�G�f
�#�â�ê
ö!ª�â�È�ù�Ö���•

VLAN �é�&�P�o�;
��â  1 �ß�é�_�*�o�C�o�é�¨�"�o�Ç.3�o�Ð���á�¿���•�'�é�ú�”
Ä�((Õ1L�£!��é�Ï(»�

.3�o�Ò�á�Ê�Û�Ð�¿�•.3�o�ê�” NVRAM 9Ô
��¾"’�H  RAM9Õ�æ�;�=�Ð���ù�Ô�•


Ä�((Õ1L�Ï(»�
�(�P�o�;�Ô���é�ê�” IGMP �C�o�+�Z�f  2 �Ç$¿
G�Ò�á�¿���N�,�;�Û�Ì�â�Ô�•

�� �4�é���â�ê�” VLAN 1 �â
Ä�((Õ1L�£!��
���@�o�I�^�æ�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config)# ip igmp snooping vlan 1 immediate-leave

.3�o�
#Õ.z�Ô���æ�ê�” show ip igmp snooping  $�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

4P1j�&�Q�f�<

vlan-id 9Ô
›�ç9Õ�0�o�Ð���Ú  VLAN �â  IGMP �,�?�o�G�f�#�Å���î
Ä�((Õ1L�Ï(»�
��
�@�o�I�^�æ�Ò�ù�Ô�•�0�o�â�È��%¸�Ð�ê  1 :*  1001 �ù�Ú�ê  1006 :*  4094 �â�Ô�•

�]�]�o�, ���•�]�ˆ

12.1(19)EA1 �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•

�&�Q�f�< .‘�ÿ

ip igmp snooping report-suppression IGMP �_�P�o�;�å�Ù�
���@�o�I�^�æ�Ò�ù�Ô�•

show ip igmp snooping �,�?�o�G�f�#.3�o�
-+$��Ò�ù�Ô�•

show ip igmp snooping groups IGMP �,�?�o�G�f�#  �Q�^�4� �V�,�;�±�Ž�
-+$��Ò�ù�Ô�•

show ip igmp snooping mrouter IGMP �,�?�o�G�f�#  �^�o�2  �P�o�;�
-+$��Ò�ù�Ô�•

show ip igmp snooping querier �,���6�4
��æ.3�o�Ð���Ú  IGMP �"���]���é.3�o�Å���î
G

Þ�±�Ž�
-+$��Ò�ù�Ô�•
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ip igmp snooping vlan mrouter
ip igmp snooping vlan mrouter
�Q�^�4� �V�,�;  �^�o�2  �P�o�;�
1J
��Ô���Æ�”�ù�Ú�ê�Q�^�4� �V�,�;�G(��Ç�|�
.3�o�Ô���æ�ê�” ip igmp 
snooping mrouter �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•�:�H���^�;.3�o�æ�¯�Ô
�æ�ê�”�Î�é�&�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

ip igmp snooping vlan vlan-id mrouter  { interface interface-id | learn { cgmp | 
pim-dvmrp }}

no ip igmp snooping vlan vlan-id mrouter  { interface interface-id | learn { cgmp | 
pim-dvmrp }} 

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�â�ê�”�Q�^�4� �V�,�;  �^�o�2  �P�o�;�ê�½���ù�Ö���•

�:�H���^�;�é�G(��Ç�|�ê  pim-dvmrp  �â�Ô�• IGMP �"���]�o�Å���î  PIM-DVMRP �D�$�6�;�
�,�?�o�G
�f�#�Ò�ù�Ô�•

�&�Q�f�<  �U�o�< �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g

vlan-id IGMP �,�?�o�G�f�#�
���@�o�I�^�æ�Ò�á�”�0�o�Ò�Ú  VLAN �é�P�o�;�
�Q�^
�4� �V�,�;  �^�o�2  �P�o�;�ã�Ò�á1J
��Ò�ù�Ô�•�0�o�â�È��%¸�Ð�ê  1 :*  1001 
�ù�Ú�ê  1006 :*  4094 �â�Ô�•

interface interface-id �@�"�,�;�N�6�J  ���f�2�o�H�����,�
�Q�^�4� �V�,�;  �^�o�2�æ�0�o�Ò�ù�Ô�•
� �o�b�o�<�é�ç�g�ê�4�é�ã�Å���â�Ô�•

• fastethernet interface number9æ�H���,�;  ���o�(�@�6�;  IEEE 802.3 ��
�f�2�o�H�����,

• gigabitethernet interface number9æ�!���F�6�;  ���o�(�@�6�;  IEEE 
802.3z ���f�2�o�H�����,

• port-channel interface number9æ�4�V�@�  ̂���f�2�o�H�����,�•�0�o�â
�È��%¸�Ð�ê  0 :*  48 �â�Ô�•

learn { cgmp | 
pim-dvmrp }

�Q�^�4� �V�,�;  �^�o�2�é�G(��Ç�|�
�0�o�Ò�ù�Ô�•� �o�b�o�<�é�ç�g�ê�4�é
�ã�Å���â�Ô�•

• cgmp9æCGMP �D�$�6�;�â�é�,�?�o�G�f�#�æ�����,���6�4�Ç�Q�^�4� �V
�,�;  �^�o�2  �P�o�;�
�G(��Ô�����Á�æ.3�o�Ò�ù�Ô�•

• pim-dvmrp 9æIGMP �"���]�o�Å���î  Protocol-Independent 
Multicast-Distance Vector Multicast Routing Protocol9ÔPIM-DVMRP9Õ
�D�$�6�;�â�é�,�?�o�G�f�#�æ�����,���6�4�Ç�Q�^�4� �V�,�;  �^�o�2  
�P�o�;�
�G(��Ô�����Á�æ.3�o�Ò�ù�Ô�•

�]�]�o�, ���•�]�ˆ
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��Ð���ù�Ò�Ú�•
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ip igmp snooping vlan mrouter

ö!ª
��é�����<�\���f VLAN ID 1002 :*  1005 �ê�”�;�o�"�f�]�f�#�Å���î  FDDI VLAN �æ
M&‚�Ð���á�¿�á�” IGMP �,�?�o�G�f
�#�â�ê
ö!ª�â�È�ù�Ö���•

CGMP �é�G(��Ç�|�ê�Ù�î�;�\�H���6�"�é�å�ë�æ�Î%��Ü�ù�Ô�•

.3�o�ê�” NVRAM9Ô
��¾"’�H  RAM9Õ�æ�;�=�Ð���ù�Ô�•

�� �4�é���â�ê�”�P�o�;�
�Q�^�4� �V�,�;  �^�o�2  �P�o�;�ã�Ò�á.3�o�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config)# ip igmp snooping vlan 1 mrouter interface gigabitethernet0/22

�4�é���â�ê�”�Q�^�4� �V�,�;  �^�o�2�é�G(��Ç�|�
  CGMP �ã�Ò�á�0�o�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config)# ip igmp snooping vlan 1 mrouter learn cgmp

.3�o�
#Õ.z�Ô���æ�ê�” show ip igmp snooping  $�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

4P1j�&�Q�f�< �&�Q�f�< .‘�ÿ

ip igmp snooping report-suppression IGMP �_�P�o�;�å�Ù�
���@�o�I�^�æ�Ò�ù�Ô�•

show ip igmp snooping �,�?�o�G�f�#.3�o�
-+$��Ò�ù�Ô�•

show ip igmp snooping groups IGMP �,�?�o�G�f�#  �Q�^�4� �V�,�;�±�Ž�
-+$��Ò�ù�Ô�•

show ip igmp snooping mrouter IGMP �,�?�o�G�f�#  �^�o�2  �P�o�;�
-+$��Ò�ù�Ô�•

show ip igmp snooping querier �,���6�4
��æ.3�o�Ð���Ú  IGMP �"���]���é.3�o�Å���î
G

Þ�±�Ž�
-+$��Ò�ù�Ô�•
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ip igmp snooping vlan static
ip igmp snooping vlan static
Internet Group Management Protocol9ÔIGMP; ���f�2�o�@�6�;  �#�^�o�J%¤!��J�`�;�&�^9Õ�,�?�o�G�f�#
�
���@�o�I�^�æ�Ò�”�_���W  2 �P�o�;�
�Q�^�4� �V�,�;  �#�^�o�J�é�T�f�C�o�ã�Ò�á�,�2�9���6�"�æ1J
�
�Ô���æ�ê�” ip igmp snooping static �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•�,�2
�9���6�"�å�Q�^�4� �V�,�;  �#�^�o�J�é�T�f�C�o�ã�Ò�á�0�o�Ð���Ú�P�o�;�
�å4°�Ô���æ�ê�”�Î�é�&�Q�f
�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

ip igmp snooping vlan vlan-id static ip-address interface interface-id

no ip igmp snooping vlan vlan-id static ip-address interface interface-id

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�â�ê�”�Q�^�4� �V�,�;  �#�^�o�J�é�T�f�C�o�ã�Ò�á�,�2�9���6�"�æ.3�o�Ð���Ú�P�o�;�ê�½��
�ù�Ö���•

�&�Q�f�<  �U�o�< �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g


ö!ª
��é�����<�\���f VLAN ID 1002 :*  1005 �ê�”�;�o�"�f�]�f�#�Å���î  FDDI VLAN �æ
M&‚�Ð���á�¿�á�” IGMP �,�?�o�G�f
�#�â�ê
ö!ª�â�È�ù�Ö���•

.3�o�ê�” NVRAM9Ô
��¾"’�H  RAM9Õ�æ�;�=�Ð���ù�Ô�•

�� �4�é���â�ê�”���f�2�o�H�����,
��é�N�,�;�
�,�2�9���6�"�æ.3�o�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config)# ip igmp snooping vlan 1 static 0100.5e02.0203 interface gigabitethernet0/1
Configuring port gigabitethernet0/1 on group 0100.5e02.0203

vlan-id �0�o�Ò�Ú  VLAN �â  IGMP �,�?�o�G�f�#�
���@�o�I�^�æ�Ò�ù�Ô�•�0�o�â�È��
%¸�Ð�ê 1 :*  1001 �ù�Ú�ê  1006 :*  4094 �â�Ô�•

ip-address �0�o�é�#�^�o�J  IP ���<�_�,�
�,�Þ�Ú�Q�^�4� �V�,�;  �#�^�o�J�é�T�f�C�o�ã
�Ò�á�”�_���W  2 �P�o�;�
1J
��Ò�ù�Ô�•

interface interface-id �T�f�C�o  �P�o�;�é���f�2�o�H�����,�
�0�o�Ò�ù�Ô�•� �o�b�o�<�é�ç�g�ê�4
�é�ã�Å���â�Ô�•

• fastethernet interface number9æ�H���,�;  ���o�(�@�6�;  IEEE 802.3 ��
�f�2�o�H�����,

• gigabitethernet interface number9æ�!���F�6�;  ���o�(�@�6�;  IEEE 
802.3z ���f�2�o�H�����,

• port-channel interface number9æ�4�V�@�  ̂���f�2�o�H�����,�•�0�o�â
�È��%¸�Ð�ê  0 :*  48 �â�Ô�•

�]�]�o�, ���•�]�ˆ

12.1(19)EA1 �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•
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ip igmp snooping vlan static
.3�o�
#Õ.z�Ô���æ�ê�” show ip igmp snooping  $�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

4P1j�&�Q�f�< �&�Q�f�< .‘�ÿ

ip igmp snooping report-suppression IGMP �_�P�o�;�å�Ù�
���@�o�I�^�æ�Ò�ù�Ô�•

show ip igmp snooping �,�?�o�G�f�#.3�o�
-+$��Ò�ù�Ô�•

show ip igmp snooping groups IGMP �,�?�o�G�f�#  �Q�^�4� �V�,�;�±�Ž�
-+$��Ò�ù�Ô�•

show ip igmp snooping mrouter IGMP �,�?�o�G�f�#  �^�o�2  �P�o�;�
-+$��Ò�ù�Ô�•

show ip igmp snooping querier �,���6�4
��æ.3�o�Ð���Ú  IGMP �"���]���é.3�o�Å���î
G

Þ�±�Ž�
-+$��Ò�ù�Ô�•
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ip source binding
ip source binding
�,���6�4
��é�,�2�9���6�"  IP 1M�>�0�C���f�:���f�#�
.3�o�Ô���æ�ê�” ip source binding �#�`�o�C�^  �&
�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•�,�2�9���6�"  �C���f�:���f�#�
�å4°�Ô���æ�ê�”�Î�é�&
�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

ip source binding mac-address vlan vlan-id ip-address interface interface-id 

no source binding mac-address vlan vlan-id ip-address interface interface-id

�t�¥�é.‘�ÿ

�:�H���^�; IP 1M�>�0�C���f�:���f�#�ê.3�o�Ð���á�¿�ù�Ö���•

�&�Q�f�<  �U�o�< �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g


ö!ª
��é�����<�\���f �,�2�9���6�"  IP 1M�>�0�C���f�:���f�#  ���f�;�]�æ�ê�” IP ���<�_�,�”4P1j
ƒ�Ì�����Ú  MAC ���<�_�,�”
�Å���î4P1j
ƒ�Ì�����Ú  VLAN !ß� �Ç�=�ù���ù�Ô�•���f�;�]�ê�” MAC ���<�_�,�Å���î  VLAN !ß� �æ�n
�à�¿�á�¿�ù�Ô�• IP ���<�_�,�é�ú�é���•�â���f�;�]�
���•�Ô���•�'�ê�”�,���6�4�ê�Â�Ò�¿���f�;�]�

Þ
�‘�Ö�Õ�æ�”���f�;�]�
�•�Â�Ò�ù�Ô�•

�� �4�é���â�ê�”�,�2�9���6�"  IP 1M�>�0�C���f�:���f�#�
1J
��Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config)# ip source binding 0001.1234.1234 vlan 1 172.20.50.5 interface 
gigabitethernet0/1 

�4�é���â�ê�”�,�2�9���6�"  �C���f�:���f�#�
1J
��Ò�á�Æ���”�Ø�é  IP ���<�_�,�
���•�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config)# ip source binding 0001.1357.0007 vlan 1 172.20.50.25 interface 
gigabitethernet0/1 
Switch(config)# ip source binding 0001.1357.0007 vlan 1 172.20.50.30 interface 
gigabitethernet0/1 

�&�Q�f�<.3�o�
#Õ.z�Ô���æ�ê�” show ip source binding  $�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

mac-address MAC ���<�_�,�
�0�o�Ò�ù�Ô�•

vlan vlan-id VLAN !ß� �
�0�o�Ò�ù�Ô�•�0�o�â�È��%¸�Ð�ê  1 :*  4094 �â�Ô�•

ip-address IP ���<�_�,�
�0�o�Ò�ù�Ô�•

interface interface-id IP 1M�>�0�C���f�:���f�#�
1J
��ù�Ú�ê�å4°�Ô�����f�2�o�H�����,�
�0�o�Ò
�ù�Ô�•

�]�]�o�, ���•�]�ˆ
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ip source binding
4P1j�&�Q�f�< �&�Q�f�< .‘�ÿ

ip verify source ���f�2�o�H�����,
��é  IP �0�o�,  ���o�<�
���@�o�I�^�æ�Ò�ù�Ô�•

show ip source binding �,���6�4
��é  IP 1M�>�0�C���f�:���f�#�
-+$��Ò�ù�Ô�•

show ip verify source �,���6�4
��ù�Ú�ê $�o�é���f�2�o�H�����,
��é  IP �0�o�,  ���o�<�é.3�o�

-+$��Ò�ù�Ô�•
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ip ssh
ip ssh
Secure Shell9ÔSSH; �.� �X��  �*���^9Õ version 19ÔSSHv19Õ�ù�Ú�ê  SSH version 29ÔSSHv29Õ�
�s-��Ô��
���Á�æ�,���6�4�
.3�o�Ô���æ�ê�” ip ssh �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•
�Î�é�&�Q�f�<�ê�”�,���6�4�Ç�g� 
{�0�H�;������  ���T�o�+�
�s-��Ò�á�¿���•�'�æ�Û�Ì
ö!ª�â�È�ù�Ô�•
�:�H���^�;.3�o�æ�¯�Ô�æ�ê�”�Î�é�&�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

ip ssh version [1 | 2] 

no ip ssh version [1 | 2] 

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�é�C�o�+�Z�f�ê�” SSH �"�\�����f�;�â�(�P�o�;�Ð�����¨�Â�é  SSH �C�o�+�Z�f�â�Ô�•

�&�Q�f�<  �U�o�< �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g


ö!ª
��é�����<�\���f �Î�é�&�Q�f�<�
�I
��Ò�å�¿�•�'�”�ù�Ú�ê� �o�b�o�<�
�0�o�Ò�å�¿�ã�È�ê�” SSH �(�o�C�ê  SSH �"�\����
�f�;�Ç�(�P�o�;�Ô���¨�Â�é  SSH �C�o�+�Z�f�
1¬�ï�Ò�ù�Ô�•�Ú�ã�Ã�ë�” SSH �"�\�����f�;�Ç  SSHv1 �Å
���î  SSHv2 �
�(�P�o�;�Ô���•�'�” SSH �(�o�C�ê  SSHv2 �
1¬�ï�Ò�ù�Ô�•

�,���6�4�ê�” SSHv1 �ù�Ú�ê  SSHv2 �(�o�C�
�(�P�o�;�Ò�ù�Ô�•�ù�Ú�” SSHv1 �"�\�����f�;�ý�(�P�o�;
�Ò�ù�Ô�• SSH �(�o�C�Å���î  SSH �"�\�����f�;�é.f&¦�æ�ß�¿�á�ê�”�Î�é�]�]�o�,�æ�»���Ô���0�H�;����
��  �&�f�H���!�X�_�o�*�Z�f  �����<�

ó�–�Ò�á�Ê�Û�Ð�¿�•

SSHv1 �(�o�C�æ���Þ�á!¢�‘�Ð���Ú  RSA � �o  �M���ê�” SSHv2 �(�o�C�â
ö!ª�â�È�ù�Ô�•�Ø�é1R�é�•�'�ý
�+�}�â�Ô�•

�� �4�é���â�ê�”�,���6�4�Ç  SSH �C�o�+�Z�f  2 �
�s-��Ô�����Á�æ.3�o�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config)# ip ssh version 2

.3�o�
#Õ.z�Ô���æ�ê�” show ip ssh �ù�Ú�ê  show ssh  $�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

4P1j�&�Q�f�<

1 9Ô
›�ç9Õ�,���6�4�Ç  SSHv1 �
�s-��Ô�����Á�æ.3�o�Ò�ù�Ô�•

2 9Ô
›�ç9Õ�,���6�4�Ç  SSHv2 �
�s-��Ô�����Á�æ.3�o�Ò�ù�Ô�•

�]�]�o�, ���•�]�ˆ

12.1(19)EA1 �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•

�&�Q�f�< .‘�ÿ

show ip ssh SSH �(�o�C�Ç���@�o�I�^�â�½���Æ�ä�Á�Æ�
-+$��Ô���ã�+�(�æ�” SSH �(�o�C�é
�C�o�+�Z�f�Å���î.3�o�±�Ž�
-+$��Ò�ù�Ô�•

show ssh SSH �(�o�C�é�,�9�o�2�,�
-+$��Ò�ù�Ô�•
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ip sticky-arp 9Ô�#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f9Õ
ip sticky-arp 9Ô�#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f9Õ
�J�\���L�o�;  VLAN �æ�û�Ò�á�¿���,���6�4
’�Ð���f�2�o�H�����,9Ô SVI9Õ�â�,�9���6�  ARP �
���@�o
�I�^�æ�Ô���æ�ê�” ip sticky-arp �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•�,�9���6
�  ARP �
�:���.�o�I�^�æ�Ô���æ�ê�”�Î�é�&�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

ip sticky-arp 

no ip sticky-arp 

�t�¥�é.‘�ÿ �Î�é�&�Q�f�<�æ�ê�”�•�™�ù�Ú�ê� �o�b�o�<�ê�½���ù�Ö���•

�:�H���^�; �,�9���6�  ARP �ê���@�o�I�^�æ�å�Þ�á�¿�ù�Ô�•

�&�Q�f�<  �U�o�< �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g


ö!ª
��é�����<�\���f �,�9���6�  ARP ���f�;�]�ê�”�J�\���L�o�;  VLAN SVI �â�G(��Ð�������f�;�]�â�Ô�•�Î�����é���f�;�]
�ê�”�¼4¢�¾���æ�å���ù�Ö���•

ip sticky-arp �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�ê�” �J�\���L�o�;  VLAN �æ�û�Ò�á�¿��  SVI 
�â�Û�Ì�(�P�o�;�Ð���ù�Ô�•

• �J�\���L�o�;  VLAN �
.3�o�Ô���ã�”�,���6�4�â�,�9���6�  ARP �Ç���@�o�I�^�æ�å���ù�Ô9Ô�:�H��
�^�;9Õ�•

ip sticky-arp ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�
�I
��Ò�á�ý�” �,�9���6�  ARP 
�ê�­
2�æ�å���ù�Ö���•

no ip sticky-arp ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�
�I
��Ò�á�ý�”���f�2�o�H��
���,�â�,�9���6�  ARP �ê�:���.�o�I�^�æ�å���ù�Ö���•

9Ô�H9Õ show arp  $�­  EXEC �&�Q�f�<�

ö!ª�Ò�á�”�J�\���L�o�;  VLAN ���f�2�o�H�����,  ARP ���f
�;�]�
-+$��Ò�”#Õ.z�Ô���Î�ã�
�•�Q�Ò�ù�Ô�•

• �½���:�C���,�Æ���,���6�4�
�¾�¿�Ò�Ú�½�ã�” MAC ���<�_�,�ê!ã�å���ý�é�é  IP ���<�_�,�Ç�+�Ó�Î�é
�:�C���,�æ�Ø�é�,���6�4�
�’&ï�Ò�Ú�•�'�” ARP ���f�;�]�ê
Þ�‘�Ð���Õ�”�4�é�T�6�.�o�+�Ç-+$��Ð
���ù�Ô�•

*Mar 2 00:26:06.967: %IP-3-STCKYARPOVR: Attempt to overwrite Sticky ARP entry:
20.6.2.1, hw: 0000.0602.0001 by hw: 0000.0503.0001

�]�]�o�, ���•�]�ˆ

12.2(20)SE �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•
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ip sticky-arp 9Ô�#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f9Õ
• �:�C���,�é  MAC ���<�_�,�Ç���
�Þ�Ú�•�'�ê�” no arp ip-address �#�`�o�C�^  �&�f�H���!�X�_�o
�*�Z�f  �&�Q�f�<�

ö!ª�Ò�á�”�J�\���L�o�;  VLAN ���f�2�o�H�����,  ARP ���f�;�]�
�»
G�â�å4°
�Ô����-Ð�Ç�½���ù�Ô�•

• �J�\���L�o�;  VLAN ARP ���f�;�]�
1J
��Ô���æ�ê�” arp ip-address hardware-address type �#�`�o
�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

• �,���6�4�é�,�9���6�  ARP �
�:���.�o�I�^�æ�Ô���æ�ê�” no sticky-arp �#�`�o�C�^  �&�f�H���!�X
�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

• �,���6�4�é�,�9���6�  ARP �
�:���.�o�I�^�æ�Ô���ã�È�æ�” ���f�2�o�H�����,�é�,�9���6�  ARP �

�:���.�o�I�^�æ�Ô���æ�ê�” no sticky-arp ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö
!ª�Ò�ù�Ô�•

�� �,�9���6�  ARP �
�:���.�o�I�^�æ�Ô���æ�ê�”�4�é�&�Q�f�<�
�I
��Ò�ù�Ô�•

Switch(config)# no ip sticky-arp

.3�o�
#Õ.z�Ô���æ�ê�” show arp  $�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

4P1j�&�Q�f�< �&�Q�f�< .‘�ÿ

arp ARP �9�o�I�^�æ"ç�»�5�Õ�o���f�;�]�
1J
��Ò�ù�Ô�•

show arp ARP �9�o�I�^�é���f�;�]�
-+$��Ò�ù�Ô�•
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ip sticky-arp 9Ô���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f9Õ
ip sticky-arp 9Ô���f�2�o�H�����,  �&�f�H���!�X�_�o
�*�Z�f9Õ

SVI �ù�Ú�ê�_���W  3 ���f�2�o�H�����,�â�,�9���6�  ARP �
���@�o�I�^�æ�Ô���æ�ê�” ip sticky-arp ���f
�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•�,�9���6�  ARP �
�:���.�o�I�^�æ�Ô��
�æ�ê�”�Î�é�&�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

ip sticky-arp 

no ip sticky-arp 

�t�¥�é.‘�ÿ �Î�é�&�Q�f�<�æ�ê�”�•�™�ù�Ú�ê� �o�b�o�<�ê�½���ù�Ö���•

�:�H���^�; �,�9���6�  ARP �ê�”�J�\���L�o�;  VLAN SVI �â���@�o�I�^�æ�å���ù�Ô�•

�,�9���6�  ARP �ê�”�_���W  3 ���f�2�o�H�����,�Å���î1b�ñ�é  SVI �â�ê�:���.�o�I�^�æ�å���ù�Ô�•

�&�Q�f�<  �U�o�< ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g


ö!ª
��é�����<�\���f �,�9���6�  ARP ���f�;�]�ê�” SVI �Å���î�_���W  3 ���f�2�o�H�����,�â�G(��Ð�������f�;�]�â�Ô�•�Î��
���é���f�;�]�ê�”�¼4¢�¾���æ�å���ù�Ö���•

ip sticky-arp ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�ê�”�4�é�ý�é�â�Û�Ì�(�P�o�;�Ð���ù�Ô�•

• �_���W  3 ���f�2�o�H�����,

• 1b�ñ�é  VLAN �æ�û�Ò�á�¿��  SVI 

• �J�\���L�o�;  VLAN �æ�û�Ò�á�¿��  SVI

�_���W  3 ���f�2�o�H�����,�ù�Ú�ê1b�ñ�é  VLAN �æ�û�Ò�á�¿��  SVI �â�ê�”�4�é���Á�æ�Ò�ù�Ô�•

• �,�9���6�  ARP �
���@�o�I�^�æ�Ô���æ�ê�” sticky-arp ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f  
�&�Q�f�<�

ö!ª�Ò�ù�Ô�•

• �,�9���6�  ARP �
�:���.�o�I�^�æ�Ô���æ�ê�” no sticky-arp ���f�2�o�H�����,  �&�f�H���!�X�_�o
�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

�J�\���L�o�;  VLAN SVI �â�ê�”�4�é���Á�æ�Ò�ù�Ô�•

• �J�\���L�o�;  VLAN �
.3�o�Ô���ã�”�,���6�4�â�,�9���6�  ARP �Ç���@�o�I�^�æ�å���ù�Ô9Ô�:�H��
�^�;9Õ�•

ip sticky-arp ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�
�I
��Ò�á�ý�” �,�9���6�  ARP 
�ê�­
2�æ�å���ù�Ö���•

no ip sticky-arp ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�
�I
��Ò�á�ý�”���f�2�o�H��
���,�â�,�9���6�  ARP �ê�:���.�o�I�^�æ�å���ù�Ö���•

�]�]�o�, ���•�]�ˆ

12.2(20)SE �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•
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ip sticky-arp 9Ô���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f9Õ
9Ô�H9Õ show arp  $�­  EXEC �&�Q�f�<�

ö!ª�Ò�á�”�J�\���L�o�;  VLAN ���f�2�o�H�����,  ARP ���f
�;�]�
-+$��Ò�”#Õ.z�Ô���Î�ã�
�•�Q�Ò�ù�Ô�•

• �½���:�C���,�Æ���,���6�4�
�¾�¿�Ò�Ú�½�ã�” MAC ���<�_�,�ê!ã�å���ý�é�é  IP ���<�_�,�Ç�+�Ó�Î�é
�:�C���,�æ�Ø�é�,���6�4�
�’&ï�Ò�Ú�•�'�” ARP ���f�;�]�ê
Þ�‘�Ð���Õ�”�4�é�T�6�.�o�+�Ç-+$��Ð
���ù�Ô�•

*Mar 2 00:26:06.967: %IP-3-STCKYARPOVR: Attempt to overwrite Sticky ARP entry:
20.6.2.1, hw: 0000.0602.0001 by hw: 0000.0503.0001

• �:�C���,�é  MAC ���<�_�,�Ç���
�Þ�Ú�•�'�ê�” no arp ip-address �#�`�o�C�^  �&�f�H���!�X�_�o
�*�Z�f  �&�Q�f�<�

ö!ª�Ò�á�”�J�\���L�o�;  VLAN ���f�2�o�H�����,  ARP ���f�;�]�
�»
G�â�å4°
�Ô����-Ð�Ç�½���ù�Ô�•

• �J�\���L�o�;  VLAN ARP ���f�;�]�
1J
��Ô���æ�ê�” arp ip-address hardware-address type �#�`�o
�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

• �,���6�4�é�,�9���6�  ARP �
�:���.�o�I�^�æ�Ô���æ�ê�” no sticky-arp �#�`�o�C�^  �&�f�H���!�X
�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

• ���f�2�o�H�����,�é�,�9���6�  ARP �
�:���.�o�I�^�æ�Ô���æ�ê�” no sticky-arp ���f�2�o�H�����,  
�&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

�� 1b�ñ�é  SVI �â�,�9���6�  ARP �
���@�o�I�^�æ�Ô���æ�ê�”�4�é���Á�æ�Ò�ù�Ô�•

Switch(config-if)# ip sticky-arp

�_���W  3 ���f�2�o�H�����,�ù�Ú�ê  SVI �â�,�9���6�  ARP �
�:���.�o�I�^�æ�Ô���æ�ê�”�4�é���Á�æ�Ò�ù�Ô�•

Switch(config-if)# no ip sticky-arp

.3�o�
#Õ.z�Ô���æ�ê�” show arp  $�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

4P1j�&�Q�f�< �&�Q�f�< .‘�ÿ

arp ARP �9�o�I�^�æ"ç�»�5�Õ�o���f�;�]�
1J
��Ò�ù�Ô�•

show arp ARP �9�o�I�^�é���f�;�]�
-+$��Ò�ù�Ô�•
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%Y 2 %(      Catalyst 3560 �,���6�4  Cisco IOS �&�Q�f�<
ip verify source
ip verify source
���f�2�o�H�����,�â  IP �0�o�,  ���o�<�
���@�o�I�^�æ�Ô���æ�ê�” ip verify source ���f�2�o�H�����,  �&
�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�• IP �0�o�,  ���o�<�
�:���.�o�I�^�æ�Ô���æ�ê�”�Î�é�&�Q
�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

ip verify source [port-security] 

no ip verify source

�t�¥�é.‘�ÿ

�:�H���^�; IP �0�o�,  ���o�<�ê�:���.�o�I�^�â�Ô�•

�&�Q�f�<  �U�o�< ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g


ö!ª
��é�����<�\���f 1M�>�0 IP ���<�_�,  �H���^�2�]�f�#�æ����  IP �0�o�,  ���o�<�
���@�o�I�^�æ�Ô���æ�ê�” ip verify source 
���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

1M�>�0 IP �Å���î  MAC ���<�_�,  �H���^�2�]�f�#�æ����  IP �0�o�,  ���o�<�
���@�o�I�^�æ�Ô���æ�ê�” ip 
verify source port-security ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

1M�>�0 IP �Å���î  MAC ���<�_�,  �H���^�2�]�f�#�æ����  IP �0�o�,  ���o�<�
���@�o�I�^�æ�Ô���æ�ê�”��
�f�2�o�H�����,�é�P�o�;  �.� �X�]�9���
���@�o�I�^�æ�Ô����-Ð�Ç�½���ù�Ô�•

�� �4�é���â�ê�”1M�>�0  IP ���<�_�,  �H���^�2�]�f�#�æ����  IP �0�o�,  ���o�<�
���@�o�I�^�æ�Ô���Ç�:�
$�
�Ò�ù�Ô�•

Switch(config-if)# ip verify source 

�4�é���â�ê�”1M�>�0  IP �Å���î  MAC ���<�_�,  �H���^�2�]�f�#�æ����  IP �0�o�,  ���o�<�
���@�o�I�^�æ
�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config-if)# ip verify source port-security 

�&�Q�f�<.3�o�
#Õ.z�Ô���æ�ê�” show ip source binding  $�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

4P1j�&�Q�f�<

port-security 9Ô
›�ç9ÕIP �Å���î  MAC ���<�_�,  �H���^�2�]�f�#�æ����  IP �0�o�,  ���o�<�

���@�o�I�^�æ�Ò�ù�Ô�•

port-security � �o�b�o�<�
�I
��Ò�å�¿�•�'�” IP ���<�_�,  �H���^�2�]�f�#�æ
����  IP �0�o�,  ���o�<�Ç���@�o�I�^�æ�å���ù�Ô�•

�]�]�o�, ���•�]�ˆ

12.2(20)SE �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•

�&�Q�f�< .‘�ÿ

ip source binding �,���6�4�æ�,�2�9���6�"  �C���f�:���f�#�
.3�o�Ò�ù�Ô�•

show ip verify source �,���6�4
��ù�Ú�ê $�o�é���f�2�o�H�����,
��é  IP �0�o�,  ���o�<
�é.3�o�
-+$��Ò�ù�Ô�•
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ipv6 access-list
ipv6 access-list 
IPv6 ���"�.�,  �]�,�;�
�o'õ�Ò�”�,���6�4�
  IPv6 ���"�.�,  �]�,�;  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�æ�Ô
���æ�ê�” ipv6 access-list �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•���"�.�,  �]�,�;
�
�å4°�Ô���æ�ê�”�Î�é�&�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

ipv6 access-list access-list-name

no ipv6 access-list access-list-name

9Ô�H9Õ �Î�é�&�Q�f�<�ê�”�,���6�4�â�:�X���^  IPv4/IPv6 SDM �9�f�J�_�o�;�Ç.3�o�Ð���á�¿���•�'�æ�Û�Ì
ö!ª
��(»�â�Ô�•

�t�¥�é.‘�ÿ

�:�H���^�; IPv6 ���"�.�,  �]�,�;�ê�o'õ�Ð���á�¿�ù�Ö���•

�&�Q�f�<  �U�o�< �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  

�&�Q�f�<���g


ö!ª
��é�����<�\���f �:�X���^  IPv4/IPv6 �9�f�J�_�o�;�
.3�o�Ô���æ�ê�” sdm prefer dual-ipv4-and-ipv6 �#�`�o�C�^  �&�f
�H���!�X�_�o�*�Z�f  �&�Q�f�<�
�I
��Ò�”�,���6�4�
�]�`�o�<�Ò�ù�Ô�•

IPv6 �Õ�­�â�½���P�
4°�Ê�ã�” ipv6 access-list  �&�Q�f�<�ê  ip access-list  �&�Q�f�<�ã6�
Ã�Ò�á�¿�ù�Ô�•

9Ô�H9Õ IPv6 ACL �ê	û�ç�å�,�è�æ���Þ�á�o'õ�Ð���ù�Ô9Ô IPv6 �ê!ß� 
ƒ�Ì�Ð���Ú  ACL �
�(�P�o�;�Ò�ù�Ö��9Õ �•
IPv4 ACL �ã  IPv6 ACL �ê�+�Ó�,�è�
�R�­�â�È�ù�Ö���•

IPv6 ���J�*�Z�f  �K�6�3�o�æ�n�à�¿�Ú  IPv6 �;�\�H���6�"�é�H���^�2�]�f�#�æ4P�Ô���±�Ž�ã
›�ç�é
�
Ï��
�J�`�;�&�^  �2���J�±�Ž�é.f&¦�æ�ß�¿�á�ê�” ipv6 access-list �Å���î  permit9ÔIPv6 ���"�.�,  �]�,�;  �&�f
�H���!�X�_�o�*�Z�f9Õ  �&�Q�f�<�

ó�–�Ò�á�Ê�Û�Ð�¿�•���µ�Ð���Ú  IPv6 ACL �é.3�o���æ�ß�¿�á�ê�” �Ÿ��� 
�

ó�–�Ò�á�Ê�Û�Ð�¿�•

access-list-name IPv6 ���"�.�,  �]�,�;�,�•�,�è�æ�ê�,�M�o�,�ù�Ú�ê�•!ª%S�
�=�ü���Î�ã�ê
�â�È�ù�Ö���•�ù�Ú�”�™�<�â4?�Ž�Ô���Î�ã�ý�â�È�ù�Ö���•

�]�]�o�, ���•�]�ˆ

12.2(25)SED �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•
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ipv6 access-list
9Ô�H9Õ �& IPv6 ACL �æ�ê�¨�ß�é	û)L�æ
™�ã�Ò�á�”�g9)�é  permit icmp any any nd-na�” permit icmp any any 
nd-ns�”�Å���î  deny ipv6 any any �,�9�o�;�T�f�;�Ç�½���ù�Ô�•�Î�é�Á�Ü  2 �ß�é  permit  �æ
™�ê�”
ICMPv6 �@���C�o�•&•�
.5���Ò�ù�Ô�• ICMPv6 �@���C�o�•&•�
.5���Ò�å�¿�â  icmp any any nd-na  �ù�Ú
�ê  icmp any any nd-ns �
���8�Ô���æ�ê�”�ÿ$�"›�å ���8 ���f�;�]�Ç  ACL �]�æ�½����-Ð�Ç�½���ù�Ô�•�g
9)"›�å  deny ipv6 any any �,�9�o�;�T�f�;�
�­
2�æ�Ô���æ�ê�” IPv6 ACL �æ 1 �ß�ù�Ú�ê-„�™�é���f�;�]
�
�=�ü����-Ð�Ç�½���ù�Ô�•

IPv6 �@���C�o�•&•�J�`�.�,�â�ê�” IPv6 �@�6�;�b�o�"  �_���W  �(�o�F�,�

ö!ª�Ò�ù�Ô�•�Ò�Ú�Ç�Þ�á�”�:
�H���^�;�â�ê  IPv6 ACL �æ�����” IPv6 �@���C�o�•&•�D�$�6�;�é���f�2�o�H�����,
��â�é1M���>�Ç�g9)
�æ.5���Ð���ù�Ô�• IPv4 �â�ê�” IPv6 �@���C�o�•&•�J�`�.�,�ã�+%l�é���<�_�,.��ÿ�J�`�;�&�^9Ô ARP9Õ
�ê�”�Î�é�:�o�2�]�f�"  �_���W  �J�`�;�&�^�

ö!ª�Ò�ù�Ô�•�Ò�Ú�Ç�Þ�á�:�H���^�;�â�ê�” IPv4 ACL �æ��
���” ARP �D�$�6�;�é���f�2�o�H�����,
��â�é1M���>�Ç�g9)�æ.5���Ð���ù�Ô�•

IPv6 ACL �
  IPv6 ���f�2�o�H�����,�æ1¡!ª�Ô���æ�ê�” access-list-name �•�™�
�0�o�Ò�á  ipv6 traffic-filter 
���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•#��>�Å���î"’�>  IPv6 ACL �
�_���W  
3  �!����f�2�o�H�����,�”�ù�Ú�ê�^�o�9�6�<  ACL �é�,���6�4
’�Ð���f�2�o�H�����,�æ1¡!ª�Ô���Î�ã�ê�â
�È�ù�Ô�Ç�”�P�o�;  ACL �é�_���W  2 ���f�2�o�H�����,�æ1¡!ª�â�È���é�ê#��>  IPv6 ACL �é�ú�â�Ô�•

9Ô�H9Õ ipv6 traffic-filter  �&�Q�f�<�â���f�2�o�H�����,�æ1¡!ª�Ð���Ú  IPv6 ACL �ê�”�,���6�4�æ���Þ�á0©1M�Ð
�����;�\�H���6�"�ê�H���^�2�]�f�#�Ò�ù�Ô�Ç�”�,���6�4�æ���Þ�á!¢�‘�Ð���Ú�;�\�H���6�"�ê�H���^�2�]
�f�#�Ò�ù�Ö���•

�� �4�é���â�ê�”�,���6�4�
  IPv6 ���"�.�,  �]�,�;  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�æ�Ò�” list2 �ã�¿�Á�,�é  
IPv6 ACL �
.3�o�Ò�”�Ø�é  ACL �
���f�2�o�H�����,
��é"’�>�;�\�H���6�"�æ1¡!ª�Ò�ù�Ô�•�¨�Ë�é  ACL 
���f�;�]�ê�”�@�6�;�b�o�"  FE80:0:0:2::/64 �Æ���é�Ô�ô�á�é�D�$�6�;9Ô1M�>�0  IPv6 ���<�_�,�é�¨�Ë�é  
64 �F�6�;�ã�Ò�á�”�]�f�"�`�o���^  �J�_�H���"�,  FE80:0:0:2 �é�½���D�$�6�;9Õ�Ç���f�2�o�H�����,�Æ��
1M�>�Ð�����é�
4•�É�ù�Ô�• ACL �é  2 !ß"á�é���f�;�]�ê�”�Ø�é
•�Ô�ô�á�é�;�\�H���6�"�Ç���f�2�o�H��
���,�Æ��1M�>�Ð�����é�
.5���Ò�ù�Ô�•�Ô�ô�á�é�D�$�6�;�
���8�Ô���g9)�é�æ
™�Ç�&  IPv6 ACL �é�Ã�è�æ
�½���é�â�”�Î�é  2 !ß"á�é���f�;�]�Ç��-Ð�ã�å���ù�Ô�•

Switch(config)# ipv6 access-list list2
Switch(config-ipv6-acl)# deny FE80:0:0:2::/64 any
Switch(config-ipv6-acl)# permit any any
Switch(config-ipv6-acl)# exit
Switch(config)# interface gigabitethernet0/3
Switch(config-if)# no switchport
Switch(config-if)# ipv6 address 2001::/64 eui-64
Switch(config-if)# ipv6 traffic-filter list2 out

9Ô�H9Õ �g9)�é���8�æ
™�æ���=�Ô���Æ�”�ù�Ú�ê  deny any any �,�9�o�;�T�f�;�
�0�o�Ò�á�;�\�H���6�"�
�H���^
�2�]�f�#�Ô��  IPv6 ACL �æ�ê�”�J�`�;�&�^  �D�$�6�;�é�H���^�2�]�f�#�
1±�Ì���Ú�ü�”�]�f�"�`�o���^  
���<�_�,�æ�»�Ô��   permit  �,�9�o�;�T�f�;�
�=�ü����-Ð�Ç�½���ù�Ô�•�ù�Ú�” deny �,�9�o�;�T�f�;�

ö
!ª�Ò�á�;�\�H���6�"�
�H���^�2�]�f�#�Ô��  IPv6 ACL �â�ê�” permit any any �,�9�o�;�T�f�;�
�]�,�;
�é�¨�ß�é�,�9�o�;�T�f�;�ã�Ò�á
ö!ª�Ô����-Ð�Ç�½���ù�Ô�•
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ipv6 access-list
4P1j�&�Q�f�< �&�Q�f�< .‘�ÿ

deny9ÔIPv6 ���"�.�,  �]�,�;  �&�f�H��
�!�X�_�o�*�Z�f9Õ

IPv6 ���"�.�,  �]�,�;�æ���8�æ
™�
.3�o�Ò�ù�Ô�•

ipv6 traffic-filter ���f�2�o�H�����,
��é#��>�ù�Ú�ê"’�>  IPv6 �;�\�H���6�"�

�H���^�2�]�f�#�Ò�ù�Ô�•

permit9ÔIPv6 ���"�.�,  �]�,�;  �&�f
�H���!�X�_�o�*�Z�f9Õ

IPv6 ���"�.�,  �]�,�;�æ.5���æ
™�
.3�o�Ò�ù�Ô�•

show ipv6 access-list  û�÷�é  IPv6 ���"�.�,  �]�,�;�Ô�ô�á�é�]�ˆ�
-+$��Ò�ù�Ô�•
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ipv6 address dhcp
ipv6 address dhcp
Dynamic Host Configuration Protocol for IPv69ÔDHCPv69Õ�(�o�C�Æ�����f�2�o�H�����,�é  IPv6 ���<
�_�,�
���ç�Ô���æ�ê�” ipv6 address dhcp ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò
�ù�Ô�•���f�2�o�H�����,�Æ�����<�_�,�
�å4°�Ô���æ�ê�”�Î�é�&�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

ipv6 address dhcp [rapid-commit]

no ipv6 address dhcp [rapid-commit]

9Ô�H9Õ �Î�é�&�Q�f�<�ê�”�,���6�4�â�:�X���^  IPv4/IPv6 SDM �9�f�J�_�o�;�Ç.3�o�Ð���á�¿���•�'�æ�Û�Ì
ö!ª
��(»�â�Ô�•

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�ê�o'õ�Ð���á�¿�ù�Ö���•

�&�Q�f�<  �U�o�< ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f  

�&�Q�f�<���g


ö!ª
��é�����<�\���f �:�X���^  IPv4/IPv6 �9�f�J�_�o�;�
.3�o�Ô���æ�ê�” sdm prefer dual-ipv4-and-ipv6 �#�`�o�C�^  �&�f
�H���!�X�_�o�*�Z�f  �&�Q�f�<�
�I
��Ò�”�,���6�4�
�]�`�o�<�Ò�ù�Ô�•

 ipv6 address dhcp ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ô���ã�”�Ô�ô�á�é���f
�2�o�H�����,�ê  DHCP �J�`�;�&�^�

ö!ª�Ò�á  IPv6 ���<�_�,�

G"›�æ�G(��â�È�ù�Ô�•

rapid-commit  � �o�b�o�<�

ö!ª�Ô���ã�”���<�_�,
����°�á�ÿ
•�é.3�o!ª�æ  2 �ß�é�T�6�.�o�+
d�µ�Ç�|
�

ö!ª�â�È�ù�Ô�•� �o�b�o�<�Ç���@�o�I�^�é�•�'�”�"�\�����f�;�â�ê1M�>.§�Þ�T�6�.�o�+�æ  
rapid-commit ���J�*�Z�f�Ç�=�ù���ù�Ô�•

�� �4�é���â�ê�” IPv6 ���<�_�,�
���ç�Ò�” rapid-commit ���J�*�Z�f�
���@�o�I�^�æ�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config)# interface gigabitethernet0/3
Switch(config-if)# ipv6 address dhcp rapid-commit

.3�o�
#Õ.z�Ô���æ�ê�” show ipv6 dhcp interface  $�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

4P1j�&�Q�f�<

rapid-commit 9Ô
›�ç9Õ���<�_�,
����°�á�é  2 �ß�é�T�6�.�o�+
d�µ�Ç�|�
��(»�æ�Ò�ù�Ô�•

�]�]�o�, ���•�]�ˆ
12.2(46)SE �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•

�&�Q�f�< .‘�ÿ

show ipv6 dhcp 
interface

DHCPv6 ���f�2�o�H�����,�±�Ž�
-+$��Ò�ù�Ô�•
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ipv6 dhcp client request vendor
ipv6 dhcp client request vendor
DHCP for IPv69ÔDHCPv69Õ�(�o�C�Æ�����J�*�Z�f�
-Ð�Þ�Ô�����Á  IPv6 �"�\�����f�;�
.3�o�Ô���æ�ê�”
ipv6 dhcp client request ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•-Ð�Þ�
�å
4°�Ô���æ�ê�”�Î�é�&�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

ipv6 dhcp client request vendor

no ipv6 dhcp client request vendor

9Ô�H9Õ �Î�é�&�Q�f�<�ê�”�,���6�4�â�:�X���^  IPv4/IPv6 SDM �9�f�J�_�o�;�Ç.3�o�Ð���á�¿���•�'�æ�Û�Ì
ö!ª
��(»�â�Ô�•

�t�¥�é.‘�ÿ �Î�é�&�Q�f�<�æ�ê�”�•�™�ù�Ú�ê� �o�b�o�<�ê�½���ù�Ö���•

�:�H���^�; �:�H���^�;�ê�o'õ�Ð���á�¿�ù�Ö���•

�&�Q�f�<  �U�o�< ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f  

�&�Q�f�<���g


ö!ª
��é�����<�\���f �:�X���^  IPv4/IPv6 �9�f�J�_�o�;�
.3�o�Ô���æ�ê�” sdm prefer dual-ipv4-and-ipv6 �#�`�o�C�^  �&�f
�H���!�X�_�o�*�Z�f  �&�Q�f�<�
�I
��Ò�”�,���6�4�
�]�`�o�<�Ò�ù�Ô�•

�L�f�3�o�Õ�­�é���J�*�Z�f�
-Ð�Þ�Ô���æ�ê�” ipv6 dhcp client request vendor ���f�2�o�H�����,  �&�f
�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•�Î�é�&�Q�f�<�Ç���@�o�I�^�é�•�'�”�&�Q�f�<�ê  IPv6 ���<
�_�,�Ç  DHCP �Æ�����ç�Ð���Ú�ã�È�é�ú�4���6�"�Ð���ù�Ô�•���f�2�o�H�����,�Ç  IPv6 ���<�_�,�
���ç�Ò
�Ú�½�ã�â�&�Q�f�<�
�I
��Ò�Ú�•�'�”�4�æ�"�\�����f�;�Ç  DHCP �Æ��  IPv6 ���<�_�,�
���ç�Ô���ù�â�Î�é
�&�Q�f�<�ê�­
2�æ�å���ù�Ö���•

�� �4�é���â�ê�”-Ð�Þ�L�f�3�o�Õ�­�é���J�*�Z�f�
���@�o�I�^�æ�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config)# interface gigabitethernet0/3
Switch(config-if)# ipv6 dhcp client request vendor-specific

4P1j�&�Q�f�<

�]�]�o�, ���•�]�ˆ
12.2(46)SE �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•

�&�Q�f�< .‘�ÿ

ipv6 address dhcp ���f�2�o�H�����,
��â  DHCP �Æ��  IPv6 ���<�_�,�
���ç�Ò�ù�Ô�•
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ipv6 dhcp ping packets
DHCP for IPv69ÔDHCPv69Õ�(�o�C�Ç�” ping 
G
Þ�é	û1ñ�ã�Ò�á�J�o�^  ���<�_�,�æ1M�>�Ô���D�$�6�;�é�™�

�0�o�Ô���æ�ê�” ipv6 dhcp ping packets �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•
�(�o�C�Ç�J�o�^  ���<�_�,�æ  ping �
�s-��Ô���é�
�Á1±�Ô���æ�ê�”�Î�é�&�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

ipv6 dhcp ping packets number

no ipv6 dhcp ping packets

9Ô�H9Õ �Î�é�&�Q�f�<�ê�”�,���6�4�â�:�X���^  IPv4/IPv6 SDM �9�f�J�_�o�;�Ç.3�o�Ð���á�¿���•�'�æ�Û�Ì
ö!ª
��(»�â�Ô�•

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�o�ê  0 �â�Ô�•

�&�Q�f�<  �U�o�< �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  

�&�Q�f�<���g


ö!ª
��é�����<�\���f �:�X���^  IPv4/IPv6 �9�f�J�_�o�;�
.3�o�Ô���æ�ê�” sdm prefer dual-ipv4-and-ipv6 �#�`�o�C�^  �&�f
�H���!�X�_�o�*�Z�f  �&�Q�f�<�
�I
��Ò�”�,���6�4�
�]�`�o�<�Ò�ù�Ô�•

DHCPv6 �(�o�C�ê�”���<�_�,�
-Ð�Þ�"�\�����f�;�æ
����°�á���è�æ�J�o�^  ���<�_�,�é  ping �
�s-��Ò�ù
�Ô�• ping �æ��%u�Ç�å�¿�•�'�”�(�o�C�ê����7��¿#Õ ¸�â���<�_�,�Ç
ö!ª�Ð���á�¿�å�¿�ý�é�ã
’�o�Ò�”��
�<�_�,�
-Ð�Þ�"�\�����f�;�æ
����°�á�ù�Ô�•

number �•�™�
  0 �æ.3�o�Ô���ã�” DHCPv6 �(�o�C�é  ping 
G
Þ�Ç���H�æ�å���ù�Ô�•

�� �4�é���â�ê�” ping .\-��
�—�[�Ô���ù�â  DHCPv6 �(�o�C�Ç�s-��Ô��  2 �ß�é  ping .\-��
�0�o�Ò�ù�Ô�•

Switch(config)# ipv6 dhcp ping packets 2

4P1j�&�Q�f�<

number ���<�_�,�
-Ð�Þ�"�\�����f�;�æ
����°�á���è�æ1M�>�Ð����  ping �D�$�6�;�é
�™�•�0�o�â�È��%¸�Ð�ê  0 :*  10 �â�Ô�•

�]�]�o�, ���•�]�ˆ

12.2(46)SE �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•

�&�Q�f�< .‘�ÿ

clear ipv6 dhcp 
conflict

DHCPv6 �(�o�C  �:�o�2�L�o�,�Æ�����<�_�,�é-#$í�
�–
ð�Ò�ù�Ô�•

show ipv6 dhcp 
conflict

DHCPv6 �(�o�C�Ç���´�Ò�Ú���<�_�,�é-#$í�”�ù�Ú�ê�"�\�����f�;�Æ���é  
DECLINE �T�6�.�o�+�
1b�Ó�á�Ž�T�Ð���Ú���<�_�,�é-#$í�
-+$��Ò�ù�Ô�•
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ipv6 dhcp pool
DHCP for IPv69ÔDHCPv69Õ�J�o�^  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�
4?�Ž�Ô���æ�ê�” ipv6 dhcp pool 
�#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•�:�H���^�;.3�o�æ�¯�Ô�æ�ê�”�Î�é�&�Q�f
�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

ipv6 dhcp pool poolname

no ipv6 dhcp pool poolname

9Ô�H9Õ �Î�é�&�Q�f�<�ê�”�,���6�4�â�:�X���^  IPv4/IPv6 SDM �9�f�J�_�o�;�Ç.3�o�Ð���á�¿���•�'�æ�Û�Ì
ö!ª
��(»�â�Ô�•

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�ê�o'õ�Ð���á�¿�ù�Ö���•

�&�Q�f�<  �U�o�< �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  

�&�Q�f�<���g


ö!ª
��é�����<�\���f �:�X���^  IPv4/IPv6 �9�f�J�_�o�;�
.3�o�Ô���æ�ê�” sdm prefer dual-ipv4-and-ipv6 �#�`�o�C�^  �&�f
�H���!�X�_�o�*�Z�f  �&�Q�f�<�
�I
��Ò�”�,���6�4�
�]�`�o�<�Ò�ù�Ô�•

ipv6 dhcp pool �&�Q�f�<�

ö!ª�Ô���ã�” DHCPv6 �J�o�^  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�
���@�o�I�^
�æ�Ò�ù�Ô�•
ö!ª�â�È���&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�ê�”�4�é�ã�Å���â�Ô�•

• address prefix IPv6-prefix9æ ���<�_�,�é
����°�á�æ���<�_�,  �J�_�H���"�,�
.3�o�Ò�ù�Ô�•�Î�é���<
�_�,�ê�” 16 �F�6�;�o�
�&�`�f�â
™�¾�Þ�Ú  16 1t�™�æ�Ô����-Ð�Ç�½���ù�Ô�•

• lifetime t1 t29æIPv6 ���<�_�,�é  valid �Å���î  preferred �é�(4F4F4Ò9Ô$}
±
Ï9Õ�
.3�o�Ò�ù�Ô�•�0�o
�â�È��%¸�Ð�ê  5 :*  4294967295 $}�â�Ô�• valid �é�:�H���^�;�ê  2 �ã�â�Ô�• preferred �é�:�H���^�;�ê  
1 �ã�â�Ô�•�­
2�¼4F�ê�” preferred �\���H�2���S
•
��æ�Ô����-Ð�Ç�½���ù�Ô�•�(4F4F4Ò�
�0�o�Ò�å�¿
�•�'�ê �u�Ù4¢�æ�å���ù�Ô�•

• link-address IPv6-prefix9æ�]�f�"���<�_�,  IPv6 �J�_�H���"�,�
.3�o�Ò�ù�Ô�•#��>���f�2�o�H����
�,�é���<�_�,�ù�Ú�ê�D�$�6�;�]�é�]�f�"���<�_�,�Ç�0�o�é  IPv6 �J�_�H���"�,�ã	û)L�Ò�Ú�•�'�”
�(�o�C�ê�t�‘�±�Ž�J�o�^�

ö!ª�Ò�ù�Ô�•�Î�é���<�_�,�ê�” 16 �F�6�;�o�
�&�`�f�â
™�¾�Þ�Ú  16 1t�™
�æ�Ô����-Ð�Ç�½���ù�Ô�•

poolname DHCPv6 �J�o�^!ª�æ�Y�o�)�o'õ�Ð���Ú�,�è�•�J�o�^�,�ê�”.%� �¥�<�É
9ÔEngineering �å�ä9Õ�ù�Ú�ê�›�™9Ô 0 �å�ä9Õ�â�Ô�•

�]�]�o�, ���•�]�ˆ

12.2(46)SE �&�Q�f�<�Ç�É�I�Ð���” address prefix�” lifetime�” link-address�”�Å���î   
vendor-specific � �o�b�o�<�Ç�&�Q�f�<  �(�I�U�o�<�æ1J
��Ð���ù�Ò�Ú�•
2-270
Catalyst 3560 �,���6�4  �&�Q�f�<  �]�H���_�f�,

OL-8554-08-J



 

%Y 2 %(      Catalyst 3560 �,���6�4  Cisco IOS �&�Q�f�<
ipv6 dhcp pool
• vendor-specific9æDHCPv6 �L�f�3�o�Õ�­�é�&�f�H���!�X�_�o�*�Z�f  �U�o�<�
���@�o�I�^�æ�Ò�ù�Ô�•

ö!ª�â�È���&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�ê�”�4�é�ã�Å���â�Ô�•

– vendor-id9æ�L�f�3�o�Õ�­�é  ID !ß� �
�I
��Ò�ù�Ô�•�Î�é!ß� �ê�L�f�3�o�é  IANA �Ã4F
¡�:!ß� 
�â�Ô�•�0�o�â�È��%¸�Ð�ê  1 :*  4294967295 �â�Ô�•

– suboption number9æ�L�f�3�o�Õ�­�é�(�I���J�*�Z�f!ß� �
.3�o�Ò�ù�Ô�•�0�o�â�È��%¸�Ð�ê  1 
:*  65535 �â�Ô�• IPv6 ���<�_�,�” ASCII �9� �,�;�”�ù�Ú�ê  16 1t�™�é�¥�<�É�
�(�I���J�*�Z�f  
�D�\�T�o�2�æ���Þ�á�o'õ�Ð���Ú�ý�é�ã�Ò�á�I
��Ò�ù�Ô�•

DHCPv6 �t�‘�±�Ž�J�o�^�

Þ�‘�Ò�Ú�½�ã�”�J�o�^�ã���f�2�o�H�����,
��é�(�o�C�
4P1j
ƒ�Ì���æ�ê�”
ipv6 dhcp server ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•�Ú�Û�Ò�”�±�Ž
�J�o�^�
.3�o�Ò�á�¿�å�¿�•�'�” ipv6 dhcp server ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<
�

ö!ª�Ò�á�”���f�2�o�H�����,�â  DHCPv6 �(�o�C�Ï(»�
�ù�Û���@�o�I�^�æ�Ô����-Ð�Ç�½���ù�Ô�•

DHCPv6 �J�o�^�
���f�2�o�H�����,�æ4P1j
ƒ�Ì���ã�”�Ø�é�J�o�^�é�ú�Ç4P1j
ƒ�Ì�����Ú���f�2�o�H��
���,�é-Ð�Þ�
�£!��Ò�ù�Ô�•�J�o�^�ê
•�é���f�2�o�H�����,�ý�£!��Ò�ù�Ô�• DHCPv6 �J�o�^�
���f�2�o
�H�����,�æ4P1j
ƒ�Ì�á�¿�å�¿�•�'�”�J�o�^�ê
›�ç�é���f�2�o�H�����,�é-Ð�Þ�
�£!��â�È�ù�Ô�•

IPv6 ���<�_�,  �J�_�H���"�,�

ö!ª�Ò�å�¿�ã�”�J�o�^�ê.3�o�Ð���Ú���J�*�Z�f�
�¯�Ô�Î�ã�Û�Ì�
-��¿�ù�Ô�•

link-address � �o�b�o�<�

ö!ª�Ô���ã�”���Õ�Ò�ý���<�_�,�

����°�á���Î�ã�å�Ê�]�f�"���<�_�,�
�–
�'�Ò�ù�Ô�•�J�o�^�]�â-„�™�é�]�f�"���<�_�,  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�á�”-„�™�é�]
�_�o�Æ���J�o�^�
�–�'�â�È�ù�Ô�•

���<�_�,  �J�o�^�±�Ž�ù�Ú�ê�]�f�"�±�Ž�æ4P�Ò�á�¨43	û)L�Ç�s-��Ð�����é�â�”���<�_�,�

����°�á�����Á
�J�o�^�
.3�o�Ò�”.3�o�Ð���Ú���J�*�Z�f�é�ú�
�¯�Ô�(�I�J�_�H���"�,
��æ�Î�é�J�o�^�
.3�o�â�È�ù�Ô�•

�� �4�é���â�ê�” engineering with an IPv6 address prefix �ã�¿�Á�J�o�^�
.3�o�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch# configure terminal
Switch(config)# ipv6 dhcp pool engineering
Switch(config-dhcpv6)# address prefix 2001:1000::0/64
Switch(config-dhcpv6)# end

�4�é���â�ê�” 3 �ß�é�]�f�"���<�_�,  �J�_�H���"�,�ã  1 �ß�é  IPv6 ���<�_�,  �J�_�H���"�,�
�,�Þ�Ú  
testgroup �ã�¿�Á�J�o�^�
.3�o�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch# configure terminal
Switch(config)# ipv6 dhcp pool testgroup
Switch(config-dhcpv6)# link-address 2001:1001::0/64
Switch(config-dhcpv6)# link-address 2001:1002::0/64
Switch(config-dhcpv6)# link-address 2001:2000::0/48
Switch(config-dhcpv6)# address prefix 2001:1003::0/64
Switch(config-dhcpv6)# end

�4�é���â�ê�”�L�f�3�o�Õ�­�é���J�*�Z�f�é�½��  350 �ã�¿�Á�J�o�^�
.3�o�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch# configure terminal
Switch(config)# ipv6 dhcp pool 350
Switch(config-dhcpv6)# vendor-specific 9
Switch(config-dhcpv6-vs)# suboption 1 address 1000:235D::1
Switch(config-dhcpv6-vs)# suboption 2 ascii "IP-Phone"
Switch(config-dhcpv6-vs)# end

4P1j�&�Q�f�< �&�Q�f�< .‘�ÿ
ipv6 dhcp server ���f�2�o�H�����,�â  DHCPv6 �(�o�F�,�
���@�o�I�^�æ�Ò�ù�Ô�•

show ipv6 dhcp pool DHCPv6 .3�o�J�o�^�±�Ž�
$��Ò�ù�Ô�•
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ipv6 dhcp server
ipv6 dhcp server
���f�2�o�H�����,�â  DHCP for IPv69ÔDHCPv69Õ�(�o�F�,�
���@�o�I�^�æ�Ô���æ�ê�” ipv6 dhcp server 
���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•���f�2�o�H�����,�â  DHCPv6 �(�o
�F�,�
�:���.�o�I�^�æ�Ô���æ�ê�”�Î�é�&�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

ipv6 dhcp server [poolname | automatic] [ rapid-commit ] [preference value] [allow-hint ]

no ipv6 dhcp server [poolname | automatic] [rapid-commit ] [preference value] [allow-hint ]

9Ô�H9Õ �Î�é�&�Q�f�<�ê�”�,���6�4�â�:�X���^  IPv4/IPv6 SDM �9�f�J�_�o�;�Ç.3�o�Ð���á�¿���•�'�æ�Û�Ì
ö!ª
��(»�â�Ô�•

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�â�ê�” DHCPv6 �D�$�6�;�ê���f�2�o�H�����,�â�£!��Ð���ù�Ö���•

�&�Q�f�<  �U�o�< ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g


ö!ª
��é�����<�\���f ipv6 dhcp server ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ô���ã�”�0�o�é���f�2�o
�H�����,�â  DHCPv6 �(�o�F�,�
���@�o�I�^�æ�Ò�ù�Ô�•

automatic � �o�b�o�<�

ö!ª�Ô���ã�”�*�,�9�S�ê�"�\�����f�;�æ���<�_�,�

����°�á��4Ù�æ
ö!ª�Ô��
�J�o�^�
)D
G"›�æ�ÿ�o�â�È�ù�Ô�•�(�o�C�Ç  IPv6 DHCP �D�$�6�;�
���>�Ô���ã�”�(�o�C�ê�D�$�6�;�
  
DHCP �]�_�o�Æ�����>�Ò�Ú�Æ�”�"�\�����f�;�Æ��"å�’���>�Ò�Ú�Æ�
�Í�¿�Ò�ù�Ô�•�D�$�6�;�
�]�_�o�Æ
�����>�Ò�Ú�•�'�”�(�o�C�ê�"�\�����f�;�æ�¨�ý1-�¿�¨�Ë�é�]�_�o�æ4P1j�Ò�Ú�D�$�6�;�é�]1ñ�é�]�f�"��
�<�_�,  �H���o�^�<�
��.=�Ò�ù�Ô�•�(�o�C�ê�”�¨43�J�_�H���"�,	û)L�
���´�Ô���Ú�ü�” IPv6 DHCP �J�o
�^�]�é�Ô�ô�á�é���<�_�,  �J�_�H���"�,.3�o�ã�]�f�"���<�_�,.3�o�æ�ß�¿�á�”�Î�é�]�f�"���<�_�,�
�–
�'�Ò�ù�Ô�•�(�o�C�ê�¨43	û)L�æ4P1j�Ò�Ú�J�o�^�
1¬�ï�Ò�ù�Ô�•

poolname 9Ô
›�ç9ÕIPv6 DHCP �J�o�^!ª�æ�Y�o�)�o'õ�Ð���Ú�,�è�•�J�o�^�,�ê�”.%� 
�¥�<�É9ÔEngineering �å�ä9Õ�ù�Ú�ê�›�™9Ô 0 �å�ä9Õ�â�Ô�•

automatic 9Ô
›�ç9Õ�(�o�C�ê�"�\�����f�;�æ���<�_�,�

����°�á��4Ù�æ
ö!ª�Ô���J�o
�^�
)D
G"›�æ�ÿ�o�â�È�ù�Ô�•

rapid-commit 9Ô
›�ç9Õ2 �ß�é�T�6�.�o�+
d�µ�Ç�|�
��(»�æ�Ò�ù�Ô�•

preference value 9Ô
›�ç9Õ�(�o�C�Ç1M�>�Ô�����<�C�2���-  �T�6�.�o�+�é  preference ���J�*�Z
�f�â
µ1M�Ð����  preference �o�•�0�o�â�È��%¸�Ð�ê  0 :*  255 �â�Ô�•�:�H���^
�;�é  preference �o�ê  0 �â�Ô�•

allow-hint 9Ô
›�ç9Õ�(�o�C�Ç1M�>.§�Þ�T�6�.�o�+�â�"�\�����f�;�é�­�z�
((�&�Ô���Æ
�ä�Á�Æ�0�o�Ò�ù�Ô�•�:�H���^�;�â�ê�”�(�o�C�ê�"�\�����f�;�é�E�f�;�
�u
-Þ�Ò�ù�Ô�•

�]�]�o�, ���•�]�ˆ

12.2(46)SE �&�Q�f�<�Ç�É�I�Ð���” automatic � �o�b�o�<�Ç1J
��Ð���ù�Ò�Ú�•
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ipv6 dhcp server
�D�$�6�;�
�"�\�����f�;�Æ��"å�’���>�Ò�Ú�•�'�”�(�o�C�ê�+�Ó�–�'�
-��¿�ù�Ô�Ç�”�–�'�
-��Á4Ù�”#��>
���f�2�o�H�����,
��æ.3�o�Ð���Ú�Ô�ô�á�é  IPv6 ���<�_�,�

ö!ª�Ò�ù�Ô�•�ý�Á	û�2�”�(�o�C�ê�¨43�J�_
�H���"�,	û)L�
1¬�ï�Ò�ù�Ô�•

rapid-commit  � �o�b�o�<�

ö!ª�Ô���ã�” 2 �ß�é�T�6�.�o�+
d�µ�
���@�o�I�^�æ�Ò�ù�Ô�•

preference � �o�b�o�<�æ  0 
•���é�o�Ç.3�o�Ð���á�¿���•�'�”�(�o�C�ê  preference ���J�*�Z�f�
1J
��Ò
�á���<�C�2���-  �T�6�.�o�+!ª�æ  preference �o�

µ1M�Ò�ù�Ô�•�Î�é���"�*�Z�f�ê�”�"�\�����f�;�æ����
�(�o�C�é1¬�ï�æ�Ç5À�Ò�ù�Ô�• preference ���J�*�Z�f�
�=�ù�å�¿���<�C�2���-  �T�6�.�o�+�â�ê�”
preference �o�ê  0 �â�½���ã�ú�å�Ð���ù�Ô�•�"�\�����f�;�Ç  preference �o  255 �é�½�����<�C�2���-  �T�6
�.�o�+�
���>�Ò�Ú�•�'�”�"�\�����f�;�ê�T�6�.�o�+�é���>�0�â�½���(�o�C�æ-Ð�Þ�T�6�.�o�+�
�Ú�Û�Ü�æ
1M�>�Ò�ù�Ô�•

allow-hint  � �o�b�o�<�Ç�0�o�Ð���á�¿���•�'�”�(�o�C�ê�­
2�å�"�\�����f�;�­�z���<�_�,�
1M�>.§�Þ
�T�6�.�o�+�ã-Ð�Þ�T�6�.�o�+�æ
����°�á�ù�Ô�•�J�_�H���"�,  ���<�_�,�Ç4P1j�Ô���`�o���^  �J�_�H���"
�,  ���<�_�,  �J�o�^�æ�½���”�:�C���,�æ
����°�á�����á�¿�å�¿�•�'�”�Î�é�J�_�H���"�,  ���<�_�,�ê�­
2
�â�Ô�• allow-hint  � �o�b�o�<�Ç�0�o�Ð���á�¿�å�¿�•�'�”�(�o�C�ê�"�\�����f�;�é�E�f�;�
�u-Þ�Ò�”���<
�_�,�ê�J�o�^�]�é�H�]�o  �]�,�;�Æ��
����°�á�����ù�Ô�•

DHCPv6 �"�\�����f�;�”�(�o�C�”�Å���î�]�_�o�Ï(»�ê�” 1 �ß�é���f�2�o�H�����,�â�ê�+�(�æ�0�o�â�È�ù
�Ö���•�Î�����é�Ï(»�é�¿�Õ���Æ�Ç�Ô�â�æ���@�o�I�^�â�½���”�+�Ó���f�2�o�H�����,�æ�Î�é�Ï(»�
.3�o�Ò
���Á�ã�Ô���ã�”�,���6�4�ê�4�é�¿�Õ���Æ�é�T�6�.�o�+�
�¯�Ò�ù�Ô�•

Interface is in DHCP client mode
Interface is in DHCP server mode
Interface is in DHCP relay mode

�� �4�é���â�ê�” testgroup �ã�¿�Á�J�o�^!ª�æ  DHCPv6 �
���@�o�I�^�æ�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config-if)# ipv6 dhcp server testgroup

4P1j�&�Q�f�< �&�Q�f�< .‘�ÿ

ipv6 dhcp pool DHCPv6 �J�o�^�
.3�o�Ò�” DHCPv6 �J�o�^  �&�f�H���!�X�_�o�*�Z�f  �U�o
�<�
4?�Ž�Ò�ù�Ô�•

show ipv6 dhcp 
interface

DHCPv6 ���f�2�o�H�����,�±�Ž�
-+$��Ò�ù�Ô�•
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%Y 2 %(      Catalyst 3560 �,���6�4  Cisco IOS �&�Q�f�<
ipv6 mld snooping
ipv6 mld snooping
IP version 69ÔIPv69ÕMulticast Listener Discovery9ÔMLD 9Õ�,�?�o�G�f�#�
�#�`�o�C�^�ù�Ú�ê  VLAN 
±

Ï�â���@�o�I�^�æ�Ô���æ�ê�”� �o�b�o�<�
�0�o�Ö�Õ�æ  ipv6 mld snooping �#�`�o�C�^  �&�f�H���!�X
�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�• MLD �,�?�o�G�f�#�
�”�,���6�4�”�,���6�4�,�2�6�"�”�ù�Ú�ê  
VLAN 
��â�:���.�o�I�^�æ�Ô���•�'�ê�”�Î�é�&�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

ipv6 mld snooping [vlan vlan-id] 

no ipv6 mld snooping [vlan vlan-id] 

9Ô�H9Õ �Î�é�&�Q�f�<�ê�”�,���6�4�â�:�X���^  IPv4/IPv6 SDM �9�f�J�_�o�;�Ç.3�o�Ð���á�¿���•�'�æ�é�ú
ö!ª
��(»�â�Ô�•

�t�¥�é.‘�ÿ

�:�H���^�; �,���6�4
��â�” MLD �,�?�o�G�f�#�ê�#�`�o�C�^�æ�:���.�o�I�^�â�Ô�•

�Ô�ô�á�é  VLAN �â  MLD �,�?�o�G�f�#�ê���@�o�I�^�â�Ô�•�Ú�Û�Ò�” VLAN �,�?�o�G�f�#�Ç�s-��Ð����
�è�æ�” MLD �,�?�o�G�f�#�
�#�`�o�C�^�æ���@�o�I�^�æ�Ô����-Ð�Ç�½���ù�Ô�•

�&�Q�f�<  �U�o�< �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g


ö!ª
��é�����<�\���f �:�X���^  IPv4/IPv6 �9�f�J�_�o�;�
.3�o�Ô���æ�ê�” sdm prefer dual-ipv4-and-ipv6 �#�`�o�C�^  �&�f
�H���!�X�_�o�*�Z�f  �&�Q�f�<�
�I
��Ò�”�,���6�4�
�]�`�o�<�Ò�ù�Ô�•

MLD �,�?�o�G�f�#�Ç�#�`�o�C�^�æ�:���.�o�I�^�â�½���•�'�”�Ô�ô�á�é�â�=�é  VLAN ���f�2�o�H����
�,�â  MLD �,�?�o�G�f�#�Ç�:���.�o�I�^�æ�å���ù�Ô�• MLD �,�?�o�G�f�#�
�#�`�o�C�^�æ���@�o�I�^�æ
�Ô���ã�”�:�H���^�;�é A��9Ô���@�o�I�^9Õ�â�½���Ô�ô�á�é  VLAN ���f�2�o�H�����,
��â  MLD �,�?�o
�G�f�#�Ç���@�o�I�^�æ�å���ù�Ô�• VLAN .3�o�ê�” MLD �,�?�o�G�f�#�Ç�:���.�o�I�^�é���f�2�o�H����
�,
��é�#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f�

�� �È�Ò�ù�Ô�•

MLD �,�?�o�G�f�#�Ç�#�`�o�C�^�æ�:���.�o�I�^�â�½���•�'�” VLAN 
��â  MLD �,�?�o�G�f�#�
���@�o
�I�^�æ�â�È�ù�Ö���• MLD �,�?�o�G�f�#�Ç�#�`�o�C�^�æ���@�o�I�^�â�½���•�'�”�X�˜�é  VLAN 
��â  
MLD �,�?�o�G�f�#�
�:���.�o�I�^�æ�â�È�ù�Ô�•

IPv6 �Q�^�4� �V�,�;  �^�o�2�Ç  Catalyst 6500 �,���6�4�â�½���”���›  VLAN 9Ô%¸�Ð 1006 :*  40949Õ�

ö
!ª�Ô���•�'�”�,���6�4�Ç  VLAN 
��â�"���]�o�
���>�â�È�����Á�æ�Ô���Ú�ü�” IPv6 MLD �,�?�o�G�f�#
�
  Catalyst 6500 �,���6�4�é���›  VLAN �â���@�o�I�^�æ�Ô����-Ð�Ç�½���ù�Ô�•�¡�0%¸�Ð  VLAN 9Ô1 :*  
10059Õ�é�•�'�” IPv6 MLD �,�?�o�G�f�#�
  Catalyst 6500 �,���6�4�é  VLAN �â���@�o�I�^�æ�Ô����-Ð
�ê�½���ù�Ö���•

vlan vlan-id 9Ô
›�ç9Õ�0�o�é  VLAN �â  IPv6 MLD �,�?�o�G�f�#�
���@�o�I�^�ù�Ú�ê�:��
�.�o�I�^�æ�Ò�ù�Ô�•�0�o�â�È��  VLAN ID %¸�Ð�ê 1 :*  1001 �Å���î  1006 :*  
4094 �â�Ô�•

�]�]�o�, ���•�]�ˆ
12.2(25)SED �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•
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%Y 2 %(      Catalyst 3560 �,���6�4  Cisco IOS �&�Q�f�<
ipv6 mld snooping
1002 :*  1005 �é  VLAN !ß� �ê�”�;�o�"�f�]�f�#  VLAN �Å���î  FDDI VLAN �é�Ú�ü�æ
M&‚�Ð���á�¿��
�Ú�ü�” MLD �,�?�o�G�f�#�æ�ê
ö!ª�â�È�ù�Ö���•

�� �4�é���â�ê�” MLD �,�?�o�G�f�#�
�#�`�o�C�^�æ���@�o�I�^�æ�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config)# ipv6 mld snooping

�4�é���â�ê�” MLD �,�?�o�G�f�#�
  VLAN �â�:���.�o�I�^�æ�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config)# no ipv6 mld snooping vlan 11 

.3�o�
#Õ.z�Ô���æ�ê�” show ipv6 mld snooping �Y�o�)  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

4P1j�&�Q�f�< �&�Q�f�< .‘�ÿ

sdm prefer �,���6�4�é
ö!ª�Ç�:�æ�n�à�È�*�,�9�S  �]�0�o�,�

�¨1¡
{�Ô�����Á  SDM �9�f�J�_�o�;�
.3�o�Ò�ù�Ô�•

show ipv6 mld snooping MLD �,�?�o�G�f�#.3�o�
-+$��Ò�ù�Ô�•
2-275
Catalyst 3560 �,���6�4  �&�Q�f�<  �]�H���_�f�,

OL-8554-08-J
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ipv6 mld snooping last-listener-query-count
ipv6 mld snooping last-listener-query-count
�"�\�����f�;�Ç���o�+�f�#  �����;�æ�å���è�æ1M�>�Ð����  IP version 69ÔIPv69ÕMulticast Listener 
Discovery9ÔMLD9ÕMulticast Address Specific Queries9ÔMASQ9Õ�
.3�o�Ô���æ�ê�” ipv6 mld 
snooping last-listener-query-count �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù
�Ô�•�"���]�o  �����f�;�
�:�H���^�;.3�o�æ�]�.�6�;�Ô���æ�ê�”�Î�é�&�Q�f�<�é  no �»�|�

ö!ª�Ò
�ù�Ô�•

ipv6 mld snooping [vlan vlan-id] last-listener-query-count integer_value 

no ipv6 mld snooping [vlan vlan-id] last-listener-query-count

9Ô�H9Õ �Î�é�&�Q�f�<�ê�”�,���6�4�â�:�X���^  IPv4/IPv6 SDM �9�f�J�_�o�;�Ç.3�o�Ð���á�¿���•�'�æ�é�ú
ö!ª
��(»�â�Ô�•

�t�¥�é.‘�ÿ

�&�Q�f�<  �:�H���^�; �:�H���^�;�é�#�`�o�C�^  �����f�;�ê  2 �â�Ô�•

�:�H���^�;�é  VLAN �����f�;�ê  0 �â�Ô9Ô�#�`�o�C�^  �����f�;�

ö!ª�Ò�ù�Ô9Õ �•

�&�Q�f�<  �U�o�< �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g


ö!ª
��é�����<�\���f �:�X���^  IPv4/IPv6 �9�f�J�_�o�;�
.3�o�Ô���æ�ê�” sdm prefer dual-ipv4-and-ipv6 �#�`�o�C�^  �&�f
�H���!�X�_�o�*�Z�f  �&�Q�f�<�
�I
��Ò�”�,���6�4�
�]�`�o�<�Ò�ù�Ô�•

MLD �,�?�o�G�f�#�â�ê�” IPv6 �Q�^�4� �V�,�;  �^�o�2�ê�Q�^�4� �V�,�;  �#�^�o�J�æ�²�û�Ô���N�,�;�æ
�"���]�o�
�o�¼"›�æ1M�>�Ò�ù�Ô�•�N�,�;�Ç�Q�^�4� �V�,�;  �#�^�o�J�
(Õ1L�Ô���•�'�”�N�,�;�ê5R�Æ�æ
(Õ1L�Ô���”�ù�Ú�ê  Multicast Listener Done �T�6�.�o�+�â�"���]�o�æ��%u�â�È�ù�Ô9Ô IGMP Leave �T�6
�.�o�+�æ"ç�°9Õ �•
Ä�((Õ1L�Ç.3�o�Ð���á�¿�å�¿�•�'9Ô 1 �ß�é�#�^�o�J�æ�»�Ò-„�™�é�"�\�����f�;�Ç�+�Ó
�P�o�;
��æ�=�÷�Ô���•�'�ê.3�o�Ò�å�¿9Õ �”.3�o�Ð���Ú  last-listener �"���]�o  �����f�;�æ�����” MLD �"�\
�����f�;�Ç�¼4¢�¾���æ�å���è�æ1M�>�Ô��  MASQ �é�™�Ç�ÿ�o�Ò�ù�Ô�•

last-listener �"���]�o  �����f�;�Ç  VLAN !ª�æ.3�o�Ð���á�¿���•�'�”�Î�é�����f�;�ê�#�`�o�C�^�æ.3�o
�Ð���Ú�o�������5�Ð���ù�Ô�• VLAN �����f�;�Ç.3�o�Ð���á�¿�å�¿9Ô�:�H���^�;�é  0 �æ.3�o�Ð���á�¿��9Õ
�•�'�ê�”�#�`�o�C�^  �����f�;�Ç
ö!ª�Ð���ù�Ô�•

1002 :*  1005 �é  VLAN !ß� �ê�”�;�o�"�f�]�f�#  VLAN �Å���î  FDDI VLAN �é�Ú�ü�æ
M&‚�Ð���á�¿��
�Ú�ü�” MLD �,�?�o�G�f�#�æ�ê
ö!ª�â�È�ù�Ö���•

vlan vlan-id 9Ô
›�ç9Õ�0�o�é  VLAN �â  last-listener �"���]�o  �����f�;�
.3�o�Ò�ù�Ô�•�0�o
�â�È��  VLAN ID %¸�Ð�ê 1 :*  1001 �Å���î  1006 :*  4094 �â�Ô�•

integer_value �0�o�â�È��%¸�Ð�ê  1 :*  7 �â�Ô�•

�]�]�o�, ���•�]�ˆ

12.2(25)SED �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•
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%Y 2 %(      Catalyst 3560 �,���6�4  Cisco IOS �&�Q�f�<
ipv6 mld snooping last-listener-query-count
�� �4�é���â�ê�” last-listener �"���]�o  �����f�;�
�#�`�o�C�^�æ.3�o�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config)# ipv6 mld snooping last-listener-query-count 1

�4�é���â�ê�” last-listener �"���]�o  �����f�;�
  VLAN 10 �æ.3�o�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config)#  ipv6 mld snooping vlan 10 last-listener-query-count 3

.3�o�
#Õ.z�Ô���æ�ê�” show ipv6 mld snooping [vlan vlan-id]  �Y�o�)  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

4P1j�&�Q�f�< �&�Q�f�< .‘�ÿ

ipv6 mld snooping last-listener-query-interval IPv6 MLD �,�?�o�G�f�#  last-listener �"���]�o4F
4Ò�
.3�o�Ò�ù�Ô�•

sdm prefer �,���6�4�é
ö!ª�Ç�:�æ�n�à�È�*�,�9�S  �]�0�o�,�

�¨1¡
{�Ô�����Á  SDM �9�f�J�_�o�;�
.3�o�Ò�ù�Ô�•

show ipv6 mld snooping querier MLD �,�?�o�G�f�#.3�o�
-+$��Ò�ù�Ô�•
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ipv6 mld snooping last-listener-query-interval
ipv6 mld snooping last-listener-query-interval
�,���6�4�ù�Ú�ê  VLAN �â  IP version 69ÔIPv69ÕMulticast Listener Discovery9ÔMLD 9Õ�,�?�o�G�f�#�é  
last-listener �"���]�o4F4Ò�
.3�o�Ô���æ�ê�” ipv6 mld snooping last-listener-query-interval �#�`�o�C
�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•�Î�é�(4F4F4Ò�ê�” Mulitcast Address Specific 
Query9ÔMASQ9Õ�Q�^�4� �V�,�;  �#�^�o�J�Æ���P�o�;�
�å4°�Ô���è�æ�Q�^�4� �V�,�;  �^�o�2�Ç�Ù�Ï�Ô
���¨�"�(4F�â�Ô�•�"���]�o�(4F�
�:�H���^�;.3�o�æ�]�.�6�;�Ô���æ�ê�”�Î�é�&�Q�f�<�é  no �»�|�

ö!ª
�Ò�ù�Ô�•

ipv6 mld snooping [vlan vlan-id] last-listener-query-interval integer_value 

no ipv6 mld snooping [vlan vlan-id] last-listener-query-interval

9Ô�H9Õ �Î�é�&�Q�f�<�ê�”�,���6�4�â�:�X���^  IPv4/IPv6 SDM �9�f�J�_�o�;�Ç.3�o�Ð���á�¿���•�'�æ�é�ú
ö!ª
��(»�â�Ô�•

�t�¥�é.‘�ÿ

�&�Q�f�<  �:�H���^�; �:�H���^�;�é�#�`�o�C�^  �"���]�o4F4Ò9Ô�¨�"��%u�(4F9Õ�ê  10009Ô1 $}9Õ�â�Ô�•

�:�H���^�;�é  VLAN �"���]�o4F4Ò9Ô�¨�"��%u�(4F9Õ�ê  0 �â�Ô9Ô�#�`�o�C�^  �����f�;�Ç
ö!ª�Ð���ù�Ô9Õ �•

�&�Q�f�<  �U�o�< �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g


ö!ª
��é�����<�\���f �:�X���^  IPv4/IPv6 �9�f�J�_�o�;�
.3�o�Ô���æ�ê�” sdm prefer dual-ipv4-and-ipv6 �#�`�o�C�^  �&�f
�H���!�X�_�o�*�Z�f  �&�Q�f�<�
�I
��Ò�”�,���6�4�
�]�`�o�<�Ò�ù�Ô�•

MLD �,�?�o�G�f�#�â�ê�” IPv6 �Q�^�4� �V�,�;  �^�o�2�Ç  MLD Leave �T�6�.�o�+�
���>�Ô���ã�”�Q�^�4
� �V�,�;  �#�^�o�J�æ�²�û�Ô���N�,�;�æ�"���]�o�
1M�>�Ò�ù�Ô�•	û�o�é�(4F�”�P�o�;�Æ��  MASQ �ó�é��
%u�Ç�å�¿�•�'�”�^�o�2�ê�Q�^�4� �V�,�;  ���<�_�,�é�T�f�C�*�6�J  �:�o�2�L�o�,�Æ���Ø�é�P�o�;�
�å4°
�Ò�ù�Ô�• last listener �"���]�o4F4Ò�ê�”��%u�é�å�¿�P�o�;�
�Q�^�4� �V�,�;  �#�^�o�J�Æ���å4°�Ô���è�æ
�^�o�2�Ç�Ù�Ï�Ô���¨�"�(4F�â�Ô�•

VLAN �"���]�o4F4Ò�Ç.3�o�Ð���á�¿���ã�”�#�`�o�C�^  �"���]�o4F4Ò�������5�Ð���ù�Ô�• VLAN 4F4Ò�Ç 
0 �æ.3�o�Ð���á�¿���ã�”�#�`�o�C�^�o�Ç
ö!ª�Ð���ù�Ô�•

1002 :*  1005 �é  VLAN !ß� �ê�”�;�o�"�f�]�f�#  VLAN �Å���î  FDDI VLAN �é�Ú�ü�æ
M&‚�Ð���á�¿��
�Ú�ü�” MLD �,�?�o�G�f�#�æ�ê
ö!ª�â�È�ù�Ö���•

vlan vlan-id 9Ô
›�ç9Õ�0�o�é  VLAN �â  last-listener �"���]�o�(4F�
.3�o�Ò�ù�Ô�•�0�o�â�È
��  VLAN ID %¸�Ð�ê 1 :*  1001 �Å���î  1006 :*  4094 �â�Ô�•

integer_value MASQ �
1M�>�Ò�Ú�½�ã�Q�^�4� �V�,�;  �#�^�o�J�Æ���P�o�;�
�å4°�Ô���è�æ
�Q�^�4� �V�,�;  �^�o�2�Ç�Ù�Ï�Ô���(4F9Ô 1000 $}
±
Ï9Õ�
.3�o�Ò�ù�Ô�•�0�o
�â�È��%¸�Ð�ê  100 :*  32,768 �â�Ô�•�:�H���^�;�o�ê  10009Ô1 $}9Õ�â�Ô�•

�]�]�o�, ���•�]�ˆ
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%Y 2 %(      Catalyst 3560 �,���6�4  Cisco IOS �&�Q�f�<
ipv6 mld snooping last-listener-query-interval
�� �4�é���â�ê�” last-listener �"���]�o4F4Ò�
  2 $}�æ�#�`�o�C�^�æ.3�o�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config)# ipv6 mld snooping last-listener-query-interval 2000

�4�é���â�ê�” VLAN 1 !ª�é  last-listener �"���]�o4F4Ò�
  5.5 $}�æ.3�o�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config)#  ipv6 mld snooping vlan 1 last-listener-query-interval 5500

.3�o�
#Õ.z�Ô���æ�ê�” show ipv6 MLD snooping [vlan vlan-id] �Y�o�)  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

4P1j�&�Q�f�< �&�Q�f�< .‘�ÿ

ipv6 mld snooping last-listener-query-count IPv6 MLD �,�?�o�G�f�#  last-listener �"���]�o  ��
���f�;�
.3�o�Ò�ù�Ô�•

sdm prefer �,���6�4�é
ö!ª�Ç�:�æ�n�à�È�*�,�9�S  �]�0�o�,�

�¨1¡
{�Ô�����Á  SDM �9�f�J�_�o�;�
.3�o�Ò�ù�Ô�•

show ipv6 mld snooping querier IPv6 MLD �,�?�o�G�f�#  last-listener �"���]�o4F
4Ò�
.3�o�Ò�ù�Ô�•
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ipv6 mld snooping listener-message-suppression
ipv6 mld snooping listener-message-suppression
IP version 69ÔIPv69ÕMulticast Listener Discovery9ÔMLD 9Õ�,�?�o�G�f�#  �]�,�=�o  �T�6�.�o�+�å�Ù�
��
�@�o�I�^�æ�Ô���æ�ê�” ipv6 mld snooping listener-message-suppression �#�`�o�C�^  �&�f�H���!�X�_�o
�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�• MLD �,�?�o�G�f�#  �]�,�=�o  �T�6�.�o�+�å�Ù�
�:���.�o�I�^�æ�Ô���æ
�ê�”�Î�é�&�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

ipv6 mld snooping listener-message-suppression

no ipv6 mld snooping listener-message-suppression

9Ô�H9Õ �Î�é�&�Q�f�<�ê�”�,���6�4�â�:�X���^  IPv4/IPv6 SDM �9�f�J�_�o�;�Ç.3�o�Ð���á�¿���•�'�æ�é�ú
ö!ª
��(»�â�Ô�•

�&�Q�f�<  �:�H���^�; �:�H���^�;�â�ê�” MLD �,�?�o�G�f�#  �]�,�=�o  �T�6�.�o�+�å�Ù�ê�:���.�o�I�^�â�Ô�•

�&�Q�f�<  �U�o�< �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g


ö!ª
��é�����<�\���f �:�X���^  IPv4/IPv6 �9�f�J�_�o�;�
.3�o�Ô���æ�ê�” sdm prefer dual-ipv4-and-ipv6 �#�`�o�C�^  �&�f
�H���!�X�_�o�*�Z�f  �&�Q�f�<�
�I
��Ò�”�,���6�4�
�]�`�o�<�Ò�ù�Ô�•

MLD �,�?�o�G�f�#  �]�,�=�o  �T�6�.�o�+�å�Ù�ê�” IGMP �_�P�o�;�å�Ù�æ"ç�°�Ò�ù�Ô�•���@�o�I�^�é�•
�'�”�#�^�o�J�æ�»�Ô�����>  MLDv1 �_�P�o�;�ê�_�P�o�;0©1M�(4F�Ï�ã�æ  1 �Á�Û�Ì  IPv6 �Q�^�4� �V�,�;  
�^�o�2�æ0©1M�Ð���ù�Ô�•�Î���æ�����”2€-„�_�P�o�;�é0©1M�
1±�Ì�����ù�Ô�•

�� �4�é���â�ê�” MLD �,�?�o�G�f�#  �]�,�=�o  �T�6�.�o�+�å�Ù�
���@�o�I�^�æ�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config)# ipv6 mld snooping listener-message-suppression

�4�é���â�ê�” MLD �,�?�o�G�f�#  �]�,�=�o  �T�6�.�o�+�å�Ù�
�:���.�o�I�^�æ�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config)# no ipv6 mld snooping listener-message-suppression

.3�o�
#Õ.z�Ô���æ�ê�” show ipv6 mld snooping [vlan vlan-id]  �Y�o�)  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

4P1j�&�Q�f�<

�]�]�o�, ���•�]�ˆ

12.2(25)SED �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•

�&�Q�f�< .‘�ÿ

ipv6 mld snooping IPv6 MLD �,�?�o�G�f�#�
���@�o�I�^�æ�Ò�ù�Ô�•

sdm prefer �,���6�4�é
ö!ª�Ç�:�æ�n�à�È�*�,�9�S  �]�0�o�,�

�¨1¡
{�Ô�����Á  SDM �9�f�J�_�o�;�
.3�o�Ò�ù�Ô�•

show ipv6 mld snooping MLD �,�?�o�G�f�#.3�o�
-+$��Ò�ù�Ô�•
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ipv6 mld snooping robustness-variable
ipv6 mld snooping robustness-variable
��%u�é�å�¿�]�,�=�o�
�å4°�Ô���ù�â�æ�,���6�4�Ç1M�>�Ô��  IP version 69ÔIPv69ÕMulticast Listener 
Discovery9ÔMLD 9Õ�"���]�o�é�™�
.3�o�Ô���æ�ê�” ipv6 mld snooping robustness-variable �#�`�o�C
�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�• VLAN �Ï�ã�æ.3�o�Ô���æ�ê�” VLAN ID �
�I
��Ò
�ù�Ô�•���™�
�:�H���^�;.3�o�æ�]�.�6�;�Ô���æ�ê�”�Î�é�&�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

ipv6 mld snooping [vlan vlan-id] robustness-variable integer_value 

no ipv6 mld snooping [vlan vlan-id] robustness-variable 

9Ô�H9Õ �Î�é�&�Q�f�<�ê�”�,���6�4�â�:�X���^  IPv4/IPv6 SDM �9�f�J�_�o�;�Ç.3�o�Ð���á�¿���•�'�æ�é�ú
ö!ª
��(»�â�Ô�•

�t�¥�é.‘�ÿ

�&�Q�f�<  �:�H���^�; �:�H���^�;�é�#�`�o�C�^  �`�C�,�;�@�,���™9Ô�]�,�=�o�
�å4°�Ô���è�é�"���]�o�™9Õ�ê�” 2 �â�Ô�•

�:�H���^�;�é  VLAN �`�C�,�;�@�,���™9Ô�Q�^�4� �V�,�;  ���<�_�,�Ç�¼4¢�¾���æ�å���è�é�"���]�o�™9Õ
�ê  0 �â�Ô�•�]�,�=�o�é�¼4¢�é�Í�¿�æ�ê�”�#�`�o�C�^  �`�C�,�;�@�,���™�Ç
ö!ª�Ð���ù�Ô�•

�&�Q�f�<  �U�o�< �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g


ö!ª
��é�����<�\���f �:�X���^  IPv4/IPv6 �9�f�J�_�o�;�
.3�o�Ô���æ�ê�” sdm prefer dual-ipv4-and-ipv6 �#�`�o�C�^  �&�f
�H���!�X�_�o�*�Z�f  �&�Q�f�<�
�I
��Ò�”�,���6�4�
�]�`�o�<�Ò�ù�Ô�•

�`�C�,�;�@�,�ê�”�P�o�;�
�Q�^�4� �V�,�;  �#�^�o�J�Æ���å4°�Ô���è�æ1M�>�Ð���Ú��%u�Ç�å�Æ�Þ�Ú  
MLDv1 �"���]�o�™�é�P�Æ���ù�o�Ð���ù�Ô�•.3�o�Ð���Ú�Á�™1M�>�Ð���Ú  MLDv1 �"���]�o�æ�»�Ò�á���>
�Ò�Ú MLDv1 �_�P�o�;�Ç�å�¿�•�'�”�P�o�;�Ç�å4°�Ð���ù�Ô�•�#�`�o�C�^�o�æ�����”�,���6�4�Ç��%u�Ò�å
�¿�]�,�=�o�
�å4°�Ô���è�æ�Ù�Ï�Ô���"���]�o�™�Ç�ÿ�o�Ò�” VLAN �o�Ç.3�o�Ð���á�¿�å�¿  VLAN �Ô�ô�á
�æ1¡!ª�Ò�ù�Ô�•

VLAN �æ.3�o�Ð���Ú�`�C�,�;�@�,�o�ê�#�`�o�C�^�o�������5�Ð���ù�Ô�• VLAN �`�C�,�;�@�,�o�Ç  0
9Ô�:�H���^�;9Õ�é�•�'�”�#�`�o�C�^�o�Ç
ö!ª�Ð���ù�Ô�•

1002 :*  1005 �é  VLAN !ß� �ê�”�;�o�"�f�]�f�#  VLAN �Å���î  FDDI VLAN �é�Ú�ü�æ
M&‚�Ð���á�¿��
�Ú�ü�” MLD �,�?�o�G�f�#�æ�ê
ö!ª�â�È�ù�Ö���•

vlan vlan-id 9Ô
›�ç9Õ�0�o�é  VLAN �æ�`�C�,�;�@�,���™�
.3�o�Ò�ù�Ô�•�0�o�â�È��  
VLAN ID %¸�Ð�ê 1 :*  1001 �Å���î  1006 :*  4094 �â�Ô�•

integer_value �0�o�â�È��%¸�Ð�ê  1 :*  3 �â�Ô�•

�]�]�o�, ���•�]�ˆ

12.2(25)SED �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•
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%Y 2 %(      Catalyst 3560 �,���6�4  Cisco IOS �&�Q�f�<
ipv6 mld snooping robustness-variable
�� �4�é���â�ê�”�,���6�4�Ç��%u�Ò�å�¿�]�,�=�o  �P�o�;�
�å4°�Ô���è�æ  3 �ß�é�"���]�o�
1M�>�Ô�����Á�#
�`�o�C�^  �`�C�,�;�@�,���™�
.3�o�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config)# ipv6 mld snooping robustness-variable 3

�4�é���â�ê�” VLAN 1 �æ�`�C�,�;�@�,���™�
.3�o�Ô���Ç�:�
$��Ò�ù�Ô�•�Î�é�o�ê  VLAN �é�#�`�o�C�^  
�&�f�H���!�X�_�o�*�Z�f�������5�Ð���ù�Ô�•

Switch(config)#  ipv6 mld snooping vlan 1 robustness-variable 1

.3�o�
#Õ.z�Ô���æ�ê�” show ipv6 MLD snooping [vlan vlan-id] �Y�o�)  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

4P1j�&�Q�f�< �&�Q�f�< .‘�ÿ

ipv6 mld snooping last-listener-query-count IPv6 MLD �,�?�o�G�f�#  last-listener �"���]�o  ��
���f�;�
.3�o�Ò�ù�Ô�•

sdm prefer �,���6�4�é
ö!ª�Ç�:�æ�n�à�È�*�,�9�S  �]�0�o�,�

�¨1¡
{�Ô�����Á  SDM �9�f�J�_�o�;�
.3�o�Ò�ù�Ô�•

show ipv6 mld snooping MLD �,�?�o�G�f�#.3�o�
-+$��Ò�ù�Ô�•
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ipv6 mld snooping tcn
ipv6 mld snooping tcn
IP version 69ÔIPv69ÕMulticast Listener Discovery9ÔMLD 9ÕTopology Change Notifications9ÔTNC; �;
�P�`�+���•1b#n9Õ�
.3�o�Ô���æ�ê�” ipv6 mld snooping tcn �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f
�<�

ö!ª�Ò�ù�Ô�•�:�H���^�;.3�o�æ�]�.�6�;�Ô���æ�ê�”�Î�é�&�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

ipv6 mld snooping tcn { flood query count integer_value | query solicit}

no ipv6 mld snooping tcn { flood query count integer_value | query solicit}

9Ô�H9Õ �Î�é�&�Q�f�<�ê�”�,���6�4�â�:�X���^  IPv4/IPv6 SDM �9�f�J�_�o�;�Ç.3�o�Ð���á�¿���•�'�æ�é�ú
ö!ª
��(»�â�Ô�•

�t�¥�é.‘�ÿ

�&�Q�f�<  �:�H���^�; TCN �"���]�o1M�>.§�Þ�ê�:���.�o�I�^�â�Ô�•

���@�o�I�^�é�•�'�”�:�H���^�;�é�H�\�6�:���f�#  �"���]�o  �����f�;�ê  2 �â�Ô�•

�&�Q�f�<  �U�o�< �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g


ö!ª
��é�����<�\���f �:�X���^  IPv4/IPv6 �9�f�J�_�o�;�
.3�o�Ô���æ�ê�” sdm prefer dual-ipv4-and-ipv6 �#�`�o�C�^  �&�f
�H���!�X�_�o�*�Z�f  �&�Q�f�<�
�I
��Ò�”�,���6�4�
�]�`�o�<�Ò�ù�Ô�•

�� �4�é���â�ê�” TCN �"���]�o1M�>.§�Þ�
���@�o�I�^�æ�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config)#  ipv6 mld snooping tcn query solicit.

�4�é���â�ê�”�H�\�6�:���f�#  �"���]�o  �����f�;�
  5 �æ.3�o�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config)# ipv6 mld snooping tcn flood query count 5.

.3�o�
#Õ.z�Ô���æ�ê�” show ipv6 MLD snooping [vlan vlan-id] �Y�o�)  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

flood query count 
integer_value 

�H�\�6�:���f�#  �"���]�o  �����f�;�
.3�o�Ò�ù�Ô�•�Î���ê�”�"���]�o�é���>
�
-Ð�Þ�Ò�Ú�P�o�;�æ�»�Ò�Q�^�4� �V�,�;  �:�o�2�
0©1M�Ô���è�æ1M�>�Ð����
�"���]�o�™�â�Ô�•�0�o�â�È��%¸�Ð�ê  1 :*  10 �â�Ô�•

query solicit TCN �"���]�o�é1M�>.§�Þ�
���@�o�I�^�æ�Ò�ù�Ô�•

�]�]�o�, ���•�]�ˆ
12.2(25)SED �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•
2-283
Catalyst 3560 �,���6�4  �&�Q�f�<  �]�H���_�f�,

OL-8554-08-J



 

%Y 2 %(      Catalyst 3560 �,���6�4  Cisco IOS �&�Q�f�<
ipv6 mld snooping tcn
4P1j�&�Q�f�< �&�Q�f�< .‘�ÿ

sdm prefer �,���6�4�é
ö!ª�Ç�:�æ�n�à�È�*�,�9�S  �]�0�o�,�

�¨1¡
{�Ô�����Á  SDM �9�f�J�_�o�;�
.3�o�Ò�ù�Ô�•

show ipv6 mld snooping MLD �,�?�o�G�f�#.3�o�
-+$��Ò�ù�Ô�•
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ipv6 mld snooping vlan
ipv6 mld snooping vlan
VLAN ���f�2�o�H�����,�â  IP version 69ÔIPv69ÕMulticast Listener Discovery9ÔMLD9Õ�,�?�o�G�f�#  �D�\
�T�o�2�
.3�o�Ô���æ�ê�” ipv6 mld snooping vlan �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò
�ù�Ô�•�D�\�T�o�2�
�:�H���^�;.3�o�æ�]�.�6�;�Ô���æ�ê�”�Î�é�&�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

ipv6 mld snooping vlan vlan-id [immediate-leave | mrouter  interface interface-id | static 
ipv6-multicast-address interface interface-id]

no ipv6 mld snooping vlan vlan-id [immediate-leave | mrouter  interface interface-id | 
static ip-address interface interface-id]

9Ô�H9Õ �Î�é�&�Q�f�<�ê�”�,���6�4�â�:�X���^  IPv4/IPv6 SDM �9�f�J�_�o�;�Ç.3�o�Ð���á�¿���•�'�æ�é�ú
ö!ª
��(»�â�Ô�•

�t�¥�é.‘�ÿ

�&�Q�f�<  �:�H���^�; MLD �,�?�o�G�f�#
Ä�((Õ1L�£!��ê�:���.�o�I�^�â�Ô�•

�:�H���^�;�â�ê�”�,�2�9���6�"  IPv6 �Q�^�4� �V�,�;  �#�^�o�J�ê.3�o�Ð���á�¿�ù�Ö���•

�:�H���^�;�â�ê�”�Q�^�4� �V�,�;  �^�o�2  �P�o�;�ê�½���ù�Ö���•

�&�Q�f�<  �U�o�< �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g

vlan vlan-id VLAN !ß� �
�0�o�Ò�ù�Ô�•�0�o�â�È��%¸�Ð�ê  1 :*  1001 �ù�Ú�ê  1006 
:*  4094 �â�Ô�•

immediate-leave 9Ô
›�ç9ÕVLAN ���f�2�o�H�����,
��â�” MLD �é
Ä�((Õ1L�£!��
��
�@�o�I�^�æ�Ò�ù�Ô�•�Î�é�Ï(»�
���f�2�o�H�����,
��â�:���.�o�I�^�æ
�Ô���æ�ê�”�Î�é�&�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

mrouter interface 9Ô
›�ç9Õ�Q�^�4� �V�,�;  �^�o�2  �P�o�;�
.3�o�Ò�ù�Ô�•.3�o�
�å4°�Ô��
�æ�ê�”�Î�é�&�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

static ipv6-multicast-address 9Ô
›�ç9Õ�0�o�é  IPv6 �Q�^�4� �V�,�;  ���<�_�,�â�Q�^�4� �V�,�;  �#
�^�o�J�
.3�o�Ò�ù�Ô�•

interface interface-id �_���W  2 �P�o�;�
�#�^�o�J�æ1J
��Ò�ù�Ô�•�Q�^�4� �V�,�;  �^�o�2�ù
�Ú�ê�,�2�9���6�"  ���f�2�o�H�����,�ê�” �!��P�o�;�ù�Ú�ê���f�2�o
�H�����,%¸�Ð  1 :*  48 �é �P�o�;�4�V�@�^  ���f�2�o�H�����,�æ�Ô���Î�ã
�Ç�â�È�ù�Ô�•

�]�]�o�, ���•�]�ˆ
12.2(25)SED �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•
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%Y 2 %(      Catalyst 3560 �,���6�4  Cisco IOS �&�Q�f�<
ipv6 mld snooping vlan

ö!ª
��é�����<�\���f �:�X���^  IPv4/IPv6 �9�f�J�_�o�;�
.3�o�Ô���æ�ê�” sdm prefer dual-ipv4-and-ipv6 �#�`�o�C�^  �&�f
�H���!�X�_�o�*�Z�f  �&�Q�f�<�
�I
��Ò�”�,���6�4�
�]�`�o�<�Ò�ù�Ô�•

VLAN �é�&�P�o�;
��æ  1 �ß�é�_�*�o�C�o�Û�Ì�Ç�=�÷�Ô���•�'�”
Ä�((Õ1L�£!��é�Ï(»�Û�Ì�
.3�o�Ò�á�Ê
�Û�Ð�¿�•.3�o�ê�” NVRAM 9Ô
��¾"’�H  RAM9Õ�æ�;�=�Ð���ù�Ô�•

static � �o�b�o�<�ê  MLD �T�f�C�o  �P�o�;�
5R"›�æ.3�o�Ô���Ú�ü�æ
ö!ª�Ð���ù�Ô�•

.3�o�Å���î�,�2�9���6�"  �P�o�;�ã�#�^�o�J�ê�” NVRAM �æ�;�=�Ð���ù�Ô�•

IPv6 �Q�^�4� �V�,�;  �^�o�2�Ç  Catalyst 6500 �,���6�4�â�½���”���›  VLAN 9Ô%¸�Ð 1006 :*  40949Õ�

ö
!ª�Ô���•�'�” Catalyst 3750 �ù�Ú�ê  Catalyst 3560 �,���6�4�Ç  VLAN 
��â�"���]�o�
���>�â�È�����Á�æ
�Ô���Ú�ü�” IPv6 MLD �,�?�o�G�f�#�
  Catalyst 6500 �,���6�4�é���›  VLAN �â���@�o�I�^�æ�Ô����-Ð�Ç
�½���ù�Ô�•�¡�0%¸�Ð  VLAN9Ô1 :*  10059Õ�é�•�'�” IPv6 MLD �,�?�o�G�f�#�
  Catalyst 6500 �,���6�4�é  
VLAN �â���@�o�I�^�æ�Ô����-Ð�ê�½���ù�Ö���•

1002 :*  1005 �é  VLAN !ß� �ê�”�;�o�"�f�]�f�#  VLAN �Å���î  FDDI VLAN �é�Ú�ü�æ
M&‚�Ð���á�¿��
�Ú�ü�” MLD �,�?�o�G�f�#�æ�ê
ö!ª�â�È�ù�Ö���•

�� �4�é���â�ê�” VLAN 1 �â  MLD 
Ä�((Õ1L�£!��
���@�o�I�^�æ�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config)# ipv6 mld snooping vlan 1 immediate-leave

�4�é���â�ê�” VLAN 1 �â  MLD 
Ä�((Õ1L�£!��
�:���.�o�I�^�æ�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config)# no ipv6 mld snooping vlan 1 immediate-leave

�4�é���â�ê�”�P�o�;�
�Q�^�4� �V�,�;  �^�o�2  �P�o�;�ã�Ò�á.3�o�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config)# ipv6 mld snooping vlan 1 mrouter interface gigabitethernet1/01/2

�4�é���â�ê�”�,�2�9���6�"  �Q�^�4� �V�,�;  �#�^�o�J�
.3�o�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config)# ipv6 mld snooping vlan 2 static FF12::34 interface gigabitethernet1/01/2

.3�o�
#Õ.z�Ô���æ�ê�” show ipv6 mld snooping vlan vlan-id �Y�o�)  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

4P1j�&�Q�f�< �&�Q�f�< .‘�ÿ

ipv6 mld snooping IPv6 MLD �,�?�o�G�f�#�
���@�o�I�^�æ�Ò�ù�Ô�•

ipv6 mld snooping vlan VLAN �â  IPv6 MLD �,�?�o�G�f�#�
.3�o�Ò�ù�Ô�•

sdm prefer �,���6�4�é
ö!ª�Ç�:�æ�n�à�È�*�,�9�S  �]�0�o�,�

�¨1¡
{�Ô�����Á  SDM �9�f�J�_�o�;�
.3�o�Ò�ù�Ô�•

show ipv6 mld snooping IPv6 MLD �,�?�o�G�f�#.3�o�
-+$��Ò�ù�Ô�•
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%Y 2 %(      Catalyst 3560 �,���6�4  Cisco IOS �&�Q�f�<
ipv6 traffic-filter
ipv6 traffic-filter
���f�2�o�H�����,�â  IPv6 �;�\�H���6�"�
�H���^�2�]�f�#�Ô���æ�ê�” ipv6 traffic-filter  ���f�2�o�H����
�,  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•�H���^�2�]�f�#�â�È���;�\�H���6�"�é�2���J�ã�Ç
�0�ê�”�,���6�4�â$¿
G�Ô�����T�o�+�æ���Þ�á!ã�å���ù�Ô�•���f�2�o�H�����,�â�é  IPv6 �;�\�H���6�"�é
�H���^�2�]�f�#�
�:���.�o�I�^�æ�Ô���æ�ê�”�Î�é�&�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

ipv6 traffic-filter access-list-name { in | out}

no ipv6 traffic-filter access-list-name { in | out}

9Ô�H9Õ �Î�é�&�Q�f�<�ê�”�,���6�4�â�:�X���^  IPv4/IPv6 SDM �9�f�J�_�o�;�Ç.3�o�Ð���á�¿���•�'�æ�Û�Ì
ö!ª
��(»�â�Ô�•

�t�¥�é.‘�ÿ

�:�H���^�; ���f�2�o�H�����,
��â�é  IPv6 �;�\�H���6�"�é�H���^�2�]�f�#�ê.3�o�Ð���ù�Ö���•

�&�Q�f�<  �U�o�< ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g


ö!ª
��é�����<�\���f �:�X���^  IPv4/IPv6 �9�f�J�_�o�;�
.3�o�Ô���æ�ê�” sdm prefer dual-ipv4-and-ipv6 �#�`�o�C�^  �&�f
�H���!�X�_�o�*�Z�f  �&�Q�f�<�
�I
��Ò�”�,���6�4�
�]�`�o�<�Ò�ù�Ô�•

 �!����f�2�o�H�����,9Ô�_���W  2 �ù�Ú�ê�_���W  3 �P�o�;9Õ�”�_���W  3 �P�o�;  �4�V�@�^�”�ù�Ú�ê�,���6�4

’�Ð���f�2�o�H�����,9Ô SVI9Õ�â ipv6 traffic-filter  �&�Q�f�<�

ö!ª�â�È�ù�Ô�•

ACL �ê�”�_���W  3 ���f�2�o�H�����,9Ô�P�o�;  ACL9Õ�é"’�>�ù�Ú�ê#��>�;�\�H���6�"�æ�”�½���¿�ê�_��
�W 2 ���f�2�o�H�����,9Ô�^�o�2  ACL9Õ�é#��>�;�\�H���6�"�æ1¡!ª�â�È�ù�Ô�•

�¿�Õ���Æ �é�P�o�;  ACL9ÔIPv4�” IPv6�”�ù�Ú�ê  MAC9Õ�Ç���f�2�o�H�����,�æ1¡!ª�Ð���Ú�•�'�”�Ø�é
�P�o�;  ACL �

ö!ª�Ò�á�D�$�6�;�
�H���^�2�]�f�#�Ò�” �P�o�;  VLAN �é  SVI �æ1¡!ª�Ð���Ú�^�o�2  ACL 
�ê�u-Þ�Ð���ù�Ô�•

access-list-name IPv6 ���"�.�,�,�
�0�o�Ò�ù�Ô�•

in #��>  IPv6 �;�\�H���6�"�
�0�o�Ò�ù�Ô�•

out "’�>  IPv6 �;�\�H���6�"�
�0�o�Ò�ù�Ô�•

9Ô�H9Õ out � �o�b�o�<�ê�_���W  2 ���f�2�o�H�����,9Ô�P�o�;  ACL9Õ�â�ê
�(�P�o�;�Ð���ù�Ö���•

�]�]�o�, ���•�]�ˆ

12.2(25)SED �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•

12.2(35)SE IP �(�o�F�,�Å���î  IP �L�o�,  ���T�o�+�é#��>�_���W  3 %¤!��;�\�H���6�"
9Ô�^�o�2  ACL9Õ�é�(�P�o�;�Ç1J
��Ð���ù�Ò�Ú�•
2-287
Catalyst 3560 �,���6�4  �&�Q�f�<  �]�H���_�f�,

OL-8554-08-J



 

%Y 2 %(      Catalyst 3560 �,���6�4  Cisco IOS �&�Q�f�<
ipv6 traffic-filter
�� �4�é���â�ê�” cisco �ã�¿�Á�,�é���"�.�,  �]�,�;�é�o'õ�æ�å�Þ�á�” IPv6 .3�o�é���f�2�o�H�����,�â#��>  
IPv6 �;�\�H���6�"�
�H���^�2�]�f�#�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch (config)# interface gigabitethernet0/1
Switch(config-if)# no switchport
Switch(config-if)# ipv6 address 2001::/64 eui-64
Switch(config-if)# ipv6 traffic-filter cisco in

4P1j�&�Q�f�< �&�Q�f�< .‘�ÿ

ipv6 access-list IPv6 ���"�.�,  �]�,�;�
�o'õ�Ò�”�o'õ�Ð���Ú���"�.�,  �]�,�;�æ���8�ù�Ú�ê
.5���æ
™�
.3�o�Ò�ù�Ô�•

show ipv6 access-list  û�÷�é  IPv6 ���"�.�,  �]�,�;�Ô�ô�á�é�]�ˆ�
-+$��Ò�ù�Ô�•

show ipv6 interface ipv6 !ª�æ.3�o�Ð���Ú���f�2�o�H�����,�é�Y�o�)�F�]�9��  �,�9�o�2�,�
-+$�
�Ò�ù�Ô�•
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%Y 2 %(      Catalyst 3560 �,���6�4  Cisco IOS �&�Q�f�<
l2protocol-tunnel
l2protocol-tunnel
���"�.�,  �P�o�;�” IEEE 802.1Q �;�f�@�^  �P�o�;�”�ù�Ú�ê�P�o�;  �4�V�@�^�â�_���W  2 �J�`�;�&�^�é�;�f
�@�]�f�#�
���@�o�I�^�æ�Ô���æ�ê�” l2protocol-tunnel ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f  �&�Q
�f�<�

ö!ª�Ò�ù�Ô�•�*�,�&���´�J�`�;�&�^9Ô CDP9Õ�” Spanning Tree Protocol9ÔSTP; �,�D�>�f�#  �7�]�o  
�J�`�;�&�^9Õ �”�ù�Ú�ê  VLAN �;�\�f� �f�#  �J�`�;�&�^9Ô VTP9Õ�D�$�6�;�é�;�f�@�]�f�#�
���@�o�I�^
�æ�â�È�ù�Ô�•�ù�Ú�” Port Aggregation Protocol9ÔPAgP; �P�o�;4ø&‚�J�`�;�&�^9Õ �” Link Aggregation 
Control Protocol9ÔLACP9Õ�”�ù�Ú�ê  UniDirectional Link Detection9ÔUDLD; 
±�Ç�0�]�f�"���´9Õ�D�$�6
�;�é�P���f�;�7�o�P���f�;  �;�f�@�]�f�#�
���@�o�I�^�æ�â�È�ù�Ô�•���f�2�o�H�����,�â�;�f�@�]�f�#
�
�:���.�o�I�^�æ�Ô���•�'�ê�”�Î�é�&�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

l2protocol-tunnel [cdp | stp | vtp] [point-to-point  [pagp | lacp | udld]] | 
[shutdown-threshold
[cdp | stp | vtp] [point-to-point  [pagp | lacp | udld]]] value] | [drop-threshold [cdp | 
stp | vtp] [point-to-point  [pagp | lacp | udld]] value]

no l2protocol-tunnel [cdp | stp | vtp] [point-to-point  [pagp | lacp | udld]] | 
[shutdown-threshold
[cdp | stp | vtp] [point-to-point  [pagp | lacp | udld]]] | [ drop-threshold [cdp | stp | vtp] 
[point-to-point  [pagp | lacp | udld]]]

�t�¥�é.‘�ÿ l2protocol-tunnel CDP�” STP�”�Å���î  VTP �D�$�6�;�é�P���f�;�7�o�Q�^�4�P���f�;  �;�f�@�]�f
�#�
���@�o�I�^�æ�Ò�ù�Ô�•

cdp 9Ô
›�ç9ÕCDP �é�;�f�@�]�f�#�
���@�o�I�^�æ�Ò�ù�Ô�•�ù�Ú�ê�” CDP �é�*�V�6
�;�3���f�Ò�È�¿�o�ù�Ú�ê�<�`�6�J�Ò�È�¿�o�
�0�o�Ò�ù�Ô�•

stp 9Ô
›�ç9ÕSTP �é�;�f�@�]�f�#�
���@�o�I�^�æ�Ò�ù�Ô�•�ù�Ú�ê�” STP �é�*�V�6�;
�3���f�Ò�È�¿�o�ù�Ú�ê�<�`�6�J�Ò�È�¿�o�
�0�o�Ò�ù�Ô�•

vtp 9Ô
›�ç9ÕVTP �é�;�f�@�]�f�#�
���@�o�I�^�æ�Ò�ù�Ô�•�ù�Ú�ê�” VTP �é�*�V�6
�;�3���f�Ò�È�¿�o�ù�Ú�ê�<�`�6�J�Ò�È�¿�o�
�0�o�Ò�ù�Ô�•

point-to-point 9Ô
›�ç9ÕPAgP�” LACP�”�Å���î  UDLD �D�$�6�;�é�P���f�;�7�o�P���f�;  �;�f
�@�]�f�#�
���@�o�I�^�æ�Ò�ù�Ô�•

pagp 9Ô
›�ç9ÕPAgP �é�P���f�;�7�o�P���f�;  �;�f�@�]�f�#�
���@�o�I�^�æ�Ò�ù�Ô�•�ù
�Ú�ê�” PAgP �é�*�V�6�;�3���f�Ò�È�¿�o�ù�Ú�ê�<�`�6�J�Ò�È�¿�o�
�0�o�Ò�ù�Ô�•

lacp 9Ô
›�ç9ÕLACP �é�P���f�;�7�o�P���f�;  �;�f�@�]�f�#�
���@�o�I�^�æ�Ò�ù�Ô�•�ù
�Ú�ê�” LACP �é�*�V�6�;�3���f�Ò�È�¿�o�ù�Ú�ê�<�`�6�J�Ò�È�¿�o�
�0�o�Ò�ù�Ô�•

udld 9Ô
›�ç9ÕUDLD �é�P���f�;�7�o�P���f�;  �;�f�@�]�f�#�
���@�o�I�^�æ�Ò�ù�Ô�•�ù
�Ú�ê�” UDLD �é�*�V�6�;�3���f�Ò�È�¿�o�ù�Ú�ê�<�`�6�J�Ò�È�¿�o�
�0�o�Ò�ù�Ô�•

shutdown-threshold 9Ô
›�ç9Õ���f�2�o�H�����,�Ç�*�V�6�;�3���f�Ô���ù�â�æ���>�Ð�����*�V�6�;�3
���f�Ò�È�¿�o�
�_���W  2 �J�`�;�&�^  pps9Ô�D�$�6�; / $}9Õ�é�¨�"�_�o�;�â.3�o
�Ò�ù�Ô�•

drop-threshold 9Ô
›�ç9Õ���f�2�o�H�����,�Ç�D�$�6�;�
�<�`�6�J�Ô���ù�â�æ���>�Ð�����<�`�6
�J�Ò�È�¿�o�
�_���W  2 �J�`�;�&�^  pps9Ô�D�$�6�; / $}9Õ�é�¨�"�_�o�;�â.3�o�Ò
�ù�Ô�•

value ���f�2�o�H�����,�Ç�*�V�6�;�3���f�Ô���ù�â�æ���J�.�^
{�æ�»�Ò�á���>�Ð��
���Ò�È�¿�o�
  pps9Ô�D�$�6�; / $}9Õ�â�0�o�Ò�ù�Ô�•�ù�Ú�ê�”���f�2�o�H�����,
�Ç�D�$�6�;�
�<�`�6�J�Ô���ù�â�é�Ò�È�¿�o�
�0�o�Ò�ù�Ô�•�0�o�â�È��%¸�Ð�ê  
1 :*  4096 �â�Ô�•�:�H���^�;�â�ê�”�Ò�È�¿�o�ê.3�o�Ð���á�¿�ù�Ö���•
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%Y 2 %(      Catalyst 3560 �,���6�4  Cisco IOS �&�Q�f�<
l2protocol-tunnel
�:�H���^�; �:�H���^�;�â�ê�”�_���W  2 �J�`�;�&�^�é�;�f�@�]�f�#�ê.3�o�Ð���á�¿�ù�Ö���•

�:�H���^�;�â�ê�”�_���W  2 �J�`�;�&�^  �D�$�6�;�™�é�*�V�6�;�3���f�Ò�È�¿�o�ê.3�o�Ð���á�¿�ù�Ö���•

�:�H���^�;�â�ê�”�_���W  2 �J�`�;�&�^  �D�$�6�;�™�é�<�`�6�J�Ò�È�¿�o�ê.3�o�Ð���á�¿�ù�Ö���•

�&�Q�f�<  �U�o�< ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g


ö!ª
��é�����<�\���f �_���W  2 �D�$�6�;�
�;�f�@�]�f�#�Ô���æ�ê�”�Î�é�&�Q�f�<�
�I
��Ô����-Ð�Ç�½���ù�Ô9Ô��-Ð�å�•�'�ê�”
�J�`�;�&�^  �2���J�
�0�o9Õ �•

�Î�é�&�Q�f�<�
�P�o�;  �4�V�@�^�â�I
��Ô���•�'�”�4�V�@�^�]�é�Ô�ô�á�é�P�o�;�Ç�+�Ó.3�o�æ�å����-Ð
�Ç�½���ù�Ô�•

�(�o�F�,  �J�`�C���3�o  �@�6�;�b�o�"�]�é�_���W  2 �J�`�;�&�^  �;�f�@�]�f�#�ê�”�_���W  2 �é�±�Ž�Ç#Õ�s
�æ�@�6�;�b�o�"�]�é�Ô�ô�á�é6��t�æ
µ���Ô�����Á�æ�Ò�ù�Ô�•�J�`�;�&�^  �;�f�@�]�f�#�Ç���@�o�I�^�æ
�å���ã�”�@�6�;�b�o�"�]�é
µ1M!ª�æ�”�J�`�;�&�^  �D�$�6�;�Ç�*�,�&�é�â#n�é�Q�^�4� �V�,�;  ���<�_�,
�â���J�.�^
{�Ð���ù�Ô�•�D�$�6�;�Ç�p�5�æ�Ô#��Ô���ã�”�â#n�é  MAC ���<�_�,�Ç�_���W  2 �J�`�;�&�^  
MAC ���<�_�,�æ'Î�È�µ�Ã�����ù�Ô�•

CDP�” STP�”�Å���î  VTP �é�_���W  2 �J�`�;�&�^  �;�f�@�]�f�#�ê�”�X�Î�æ�ù�Ú�ê  3 �ß�Ô�ô�á�é�J�`�;�&
�^�æ�»�Ò�á���@�o�I�^�æ�â�È�ù�Ô�•

�(�o�F�,  �J�`�C���3�o  �@�6�;�b�o�"�â�ê�”�P���f�;�7�o�P���f�;  �@�6�;�b�o�"  �;�P�`�+�
���R�X�_�o
�;�Ò�á  EtherChannel �é
Þ�‘�
�•
{�Ô���é�æ�”�_���W  2 �J�`�;�&�^  �;�f�@�^�

ö!ª�â�È�ù�Ô�• PAgP �ù
�Ú�ê  LACP �é�J�`�;�&�^  �;�f�@�]�f�#�Ç�(�o�F�,  �J�`�C���3�o�é�,���6�4�â���@�o�I�^�æ�Ð���á�¿��
�•�'�”�]�U�o�;  ���,�2�Q�o  �,���6�4�ê�” Protocol Data Unit9ÔPDU; �J�`�;�&�^  �:�o�2  �Y�>�6�;9Õ�
��
�>�Ò�” EtherChannel �é)D
G
Þ�‘�
�@�'�*���o�;�â�È�ù�Ô�•

PAgP�” LACP�”�Å���î  UDLD �D�$�6�;�é�;�f�@�]�f�#�
���@�o�I�^�æ�Ô���æ�ê�”�P���f�;�7�o�P���f
�;  �@�6�;�b�o�"  �;�P�`�+�Ç��-Ð�æ�å���ù�Ô�•�]�f�"�3���f���´�(4F�
�ë���Ô�æ�ê�” PAgP �ù�Ú�ê  
LACP �D�$�6�;�é�;�f�@�]�f�#�
���@�o�I�^�æ�Ô���ã�È�æ���f�2�o�H�����,�â  UDLD �ý���@�o�I�^�æ
�Ô����-Ð�Ç�½���ù�Ô�•

PAgP�” LACP�”�Å���î  UDLD �é�P���f�;�7�o�P���f�;  �J�`�;�&�^  �;�f�@�]�f�#�ê�”�X�Î�æ�ù�Ú�ê  3 
�ß�Ô�ô�á�é�J�`�;�&�^�æ�»�Ò�á���@�o�I�^�æ�â�È�ù�Ô�•

�H�ç PAgP�” LACP�”�Å���î  UDLD �;�f�@�]�f�#�ê�”�P���f�;�7�o�P���f�;  �;�P�`�+�
���R�X�_�o�;�Ô
���Î�ã�Û�Ì�
"á"›�ã�Ò�á�¿�ù�Ô�•.3�o�
4F1‘�Ã�Ú�Î�ã�æ�����;�f�@�]�f�#  �D�$�6�;�Ç���Ê�é�P�o�;
�æ1M�>�Ð�����ã�”�@�6�;�b�o�"4Ú�‚�Ç"’!¢�Ô����(»�H�Ç�½���ù�Ô�•

shutdown-threshold � �o�b�o�<�
�I
��Ò�á�”�*�V�6�;�3���f�Ô���ù�â�æ���f�2�o�H�����,�â���>�Ð��
���J�`�;�&�^�é  pps9Ô�D�$�6�; / $}9Õ�™�
�Ù�î�Ò�ù�Ô�•�Î�é� �o�b�o�<�æ�J�`�;�&�^  ���J�*�Z�f�Ç�0�o
�Ð���á�¿�å�¿�•�'�ê�”�Ò�È�¿�o�Ç�&�;�f�@�]�f�#  �_���W  2 �J�`�;�&�^  �2���J�æ1¡!ª�Ð���ù�Ô�•���f
�2�o�H�����,�æ�<�`�6�J�Ò�È�¿�o�ý.3�o�Ô���•�'�ê�”�*�V�6�;�3���f�Ò�È�¿�o�Ç�<�`�6�J�Ò�È�¿�o
•
�
�â�å�Ì���ë�å���ù�Ö���•

�]�]�o�, ���•�]�ˆ
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��Ð���ù�Ò�Ú�•
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%Y 2 %(      Catalyst 3560 �,���6�4  Cisco IOS �&�Q�f�<
l2protocol-tunnel
�*�V�6�;�3���f�Ò�È�¿�o�æ�Ô1•�Ô���ã�”���f�2�o�H�����,�Ç  errdisable �æ�å���ù�Ô�• errdisable 
recovery cause l2ptguard �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�
�I
��Ò�”���\�o�Á�ó�
��
�@�o�I�^�æ�Ò�Ú�•�'�”���f�2�o�H�����,�ê  errdisable �,�9�o�;�Æ���î�Ì�´�Ò�”�Ô�ô�á�é
Ú�Ã�Ç�2���S��
���;�æ�å�Þ�Ú�ã�È�æ
G
Þ�
�c4?�Ò�ù�Ô�• l2ptguard �â���\�o�Á�ó�T���>�-�S�
���@�o�I�^�æ�Ò�å�¿�•
�'�”���f�2�o�H�����,�ê�” shutdown �Å���î  no shutdown ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f  
�&�Q�f�<�Ç�I
��Ð�����ù�â  errdisable �,�9�o�;�é�ù�ù�æ�å���ù�Ô�•

drop-threshold � �o�b�o�<�
�I
��Ò�á�”���f�2�o�H�����,�Ç�D�$�6�;�
�<�`�6�J�Ô���ù�â�æ���f�2�o
�H�����,�â���>�Ð�����J�`�;�&�^�é  pps9Ô�D�$�6�; / $}9Õ�™�
�Ù�î�Ò�ù�Ô�•�Î�é� �o�b�o�<�æ�J�`�;�&
�^  ���J�*�Z�f�Ç�0�o�Ð���á�¿�å�¿�•�'�ê�”�Ò�È�¿�o�Ç�&�;�f�@�]�f�#  �_���W  2 �J�`�;�&�^  �2���J�æ1¡
!ª�Ð���ù�Ô�•���f�2�o�H�����,�æ�*�V�6�;�3���f�Ò�È�¿�o�ý.3�o�Ô���•�'�ê�”�<�`�6�J�Ò�È�¿�o�Ç
�*�V�6�;�3���f�Ò�È�¿�o
•
��â�å�Ì���ë�å���ù�Ö���•

�<�`�6�J�Ò�È�¿�o�æ�Ô1•�Ô���ã�”���>�Ð�����_�o�;�Ç�<�`�6�J�Ò�È�¿�o�

��Á���ù�â���f�2�o�H�����,
�Ç�_���W  2 �J�`�;�&�^  �D�$�6�;�
�<�`�6�J�Ò�ù�Ô�•

.3�o�ê�” NVRAM9Ô
��¾"’�H  RAM9Õ�æ�;�=�Ð���ù�Ô�•

�_���W  2 �J�`�;�&�^  �;�f�@�]�f�#�æ4P�Ô��.f&¦�æ�ß�¿�á�ê�”�Î�é�]�]�o�,�æ�»���Ô���0�H�;������  �&
�f�H���!�X�_�o�*�Z�f  �����<�

ó�–�Ò�á�Ê�Û�Ð�¿�•

�� �4�é���â�ê�” CDP �D�$�6�;�é�J�`�;�&�^  �;�f�@�]�f�#�
���@�o�I�^�æ�Ò�”�*�V�6�;�3���f�Ò�È�¿�o�
  
50 pps �æ.3�o�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config-if)# l2protocol-tunnel cdp
Switch(config-if)# l2protocol-tunnel shutdown-threshold cdp 50

�4�é���â�ê�” STP �D�$�6�;�é�J�`�;�&�^  �;�f�@�]�f�#�
���@�o�I�^�æ�Ò�”�<�`�6�J�Ò�È�¿�o�
  400 pps 
�æ.3�o�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config-if)# l2protocol-tunnel stp
Switch(config-if)# l2protocol-tunnel drop-threshold stp 400

�4�é���â�ê�” PAgP �Å���î  UDLD �D�$�6�;�é�P���f�;�7�o�P���f�;  �J�`�;�&�^  �;�f�@�]�f�#�
���@�o
�I�^�æ�Ò�” PAgP �<�`�6�J�Ò�È�¿�o�
  1000 pps �æ.3�o�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config-if)# l2protocol-tunnel point-to-point pagp
Switch(config-if)# l2protocol-tunnel point-to-point udld
Switch(config-if)# l2protocol-tunnel drop-threshold point-to-point pagp 1000

4P1j�&�Q�f�< �&�Q�f�< .‘�ÿ

l2protocol-tunnel cos �Ô�ô�á�é�;�f�@�]�f�#  �_���W  2 �J�`�;�&�^  �D�$�6�;�æ�»�Ò�á  
Class of Service9ÔCoS; �(�o�F�,  �"�\�,9Õ�o�
.3�o�Ò�ù�Ô�•

show errdisable recovery errdisable �Á�ó�2���Q�o�é�±�Ž�
-+$��Ò�ù�Ô�•

show l2protocol-tunnel �_���W  2 �J�`�;�&�^  �;�f�@�]�f�#�Ç.3�o�Ð���Ú�P�o�;�æ4P�Ô���±
�Ž9Ô�P�o�;�”�J�`�;�&�^�” CoS�”�Å���î�Ò�È�¿�o�
�=�û9Õ�
-+$�
�Ò�ù�Ô�•
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%Y 2 %(      Catalyst 3560 �,���6�4  Cisco IOS �&�Q�f�<
l2protocol-tunnel cos
l2protocol-tunnel cos
�;�f�@�]�f�#�Ð���Ú�_���W  2 �J�`�;�&�^  �D�$�6�;�Ô�ô�á�æ�” Class of Service9ÔCoS; �(�o�F�,  �"�\�,9Õ
�o�
.3�o�Ô���æ�ê�” l2protocol-tunnel cos �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•
�:�H���^�;.3�o�æ�¯�Ô�æ�ê�”�Î�é�&�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

l2protocol-tunnel cos value

no l2protocol-tunnel cos

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�â�ê�”���f�2�o�H�����,
��é�:�o�2�æ�»�Ò�á.3�o�Ð���Ú  CoS �o�Ç
ö!ª�Ð���ù�Ô�• CoS �o�Ç
.3�o�Ð���á�¿�å�¿�•�'�ê�” �Ô�ô�á�é�;�f�@�]�f�#  �_���W  2 �J�`�;�&�^  �D�$�6�;�é�:�H���^�;�ê  5 �â�Ô�•

�&�Q�f�<  �U�o�< �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g


ö!ª
��é�����<�\���f ���@�o�I�^�é�•�'�”�;�f�@�]�f�#  �_���W  2 �J�`�;�&�^  �D�$�6�;�Ç�Î�é  CoS �o�

ö!ª�Ò�ù�Ô�•

NVRAM 9Ô
��¾"’�H  RAM9Õ�æ�o�Ç�;�=�Ð���ù�Ô�•

�� �4�é���â�ê�”�_���W  2 �J�`�;�&�^  �;�f�@�^�é  CoS �o�
  7 �æ.3�o�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config)# l2protocol-tunnel cos 7

4P1j�&�Q�f�<

value �;�f�@�]�f�#  �_���W  2 �J�`�;�&�^  �D�$�6�;�é  CoS �J�\�����]�9���o�
�0
�o�Ò�ù�Ô�• CoS �o�Ç���f�2�o�H�����,�é�:�o�2  �D�$�6�;�æ�»�Ò�á.3�o�Ð��
�á�¿���•�'�”�:�H���^�;�â�Î�é  CoS �o�Ç
ö!ª�Ð���ù�Ô�•���f�2�o�H�����,
�æ CoS �o�Ç.3�o�Ð���á�¿�å�¿�•�'�”�:�H���^�;�ê  5 �â�Ô�•�0�o�â�È��%¸�Ð
�ê  0 :*  7 �â�Ô�• 7 �Ç�¨�ý7��¿�J�\�����]�9���â�Ô�•

�]�]�o�, ���•�]�ˆ

12.2(25)SE �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•

�&�Q�f�< .‘�ÿ

show l2protocol-tunnel �_���W  2 �J�`�;�&�^  �;�f�@�]�f�#�Ç.3�o�Ð���Ú�P�o�;�æ4P�Ô���±
�Ž9ÔCoS �
�=�û9Õ�
-+$��Ò�ù�Ô�•
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%Y 2 %(      Catalyst 3560 �,���6�4  Cisco IOS �&�Q�f�<
lacp port-priority
lacp port-priority 
Link Aggregation Control Protocol9ÔLACP9Õ�é�P�o�;  �J�\�����]�9���
.3�o�Ô���æ�ê�” lacp 
port-priority  ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•�:�H���^�;.3�o�æ�¯
�Ô�æ�ê�”�Î�é�&�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

lacp port-priority priority

no lacp port-priority 

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�o�ê  32768 �â�Ô�•

�&�Q�f�<  �U�o�< ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g


ö!ª
��é�����<�\���f lacp port-priority  ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�ê�” LACP �4�V�@�^  �#�^�o�J
�æ 9 �ß
•
��é�P�o�;�Ç�½���•�'�”�C�f�<�^�Ð�����P�o�;�ã�”�N�6�;  �,�2�f�C��  �U�o�<�æ'Î�Æ�����P�o
�;�
�Í�Î�Ò�ù�Ô�•

LACP �4�V�@�^  �#�^�o�J�ê�”�+�Ó�2���J�é���o�(�@�6�;  �P�o�;�
  16 �ù�â�;�­�â�È�ù�Ô�•�¨�"  8 �ß�
��
�"�9���I�æ�”�¨�"  8 �ß�
�,�2�f�C��  �U�o�<�æ�â�È�ù�Ô�•

�P�o�;  �J�\�����]�9���é�§0»�â�ê�”�™�o�Ç �Ê�Ð�¿ �ö�ä�J�\�����]�9���Ç 7��Ê �å���ù�Ô�• LACP �4�V�@
�^  �#�^�o�J�æ  9 �ß
•
��é�P�o�;�Ç�½���•�'�” LACP �P�o�;  �J�\�����]�9���é�™�o�Ç�Ê�Ð�¿9Ô�ß�ù���”
7��¿�J�\�����]�9���o�é9Õ 9 �ß�é�P�o�;�Ç�4�V�@�^  �#�^�o�J�æ�C�f�<�^�Ð���”�Ø������
Ð�¿�J�\�����]
�9���é�P�o�;�ê�N�6�;�,�2�f�C��  �U�o�<�æ'Î�Æ���ù�Ô�• LACP �P�o�;  �J�\�����]�9���Ç�+�Ó�P�o�;�Ç  
2 �ß
•
��½���•�'9Ô�Ú�ã�Ã�ë�”�Ø�é�¿�Õ���ý�:�H���^�;.3�o�é  65535 �æ.3�o�Ð���á�¿���•�'9Õ �”�P�o�;
!ß� �é�]1ñ�o�æ�����J�\�����]�9���Ç�ÿ�o�Ò�ù�Ô�•

9Ô�H9Õ LACP �]�f�"�
�Ù�î�Ô���,���6�4
��æ�P�o�;�Ç�½���•�'�é�ú�” LACP �P�o�;  �J�\�����]�9���ê�­
2�â
�Ô�•�]�f�"�
�Ù�î�Ô���,���6�4�é�Í�Î�æ�ß�¿�á�ê�” lacp system-priority �#�`�o�C�^  �&�f�H���!�X�_�o
�*�Z�f  �&�Q�f�<�

ó�–�Ò�á�Ê�Û�Ð�¿�•

LACP �P�o�;  �J�\�����]�9���Å���î�]1ñ�P�o�;!ß� �o�
-+$��Ô���æ�ê�” show lacp internal  $�­  EXEC 
�&�Q�f�<�

ö!ª�Ò�ù�Ô�•

 �!��P�o�;
��é  LACP �é.3�o�æ4P�Ô���±�Ž�æ�ß�¿�á�ê�”�Î�é�]�]�o�,�æ�»���Ô���0�H�;������  �&�f
�H���!�X�_�o�*�Z�f  �����<�é�Ÿ Configuring EtherChannels� �é%(�

ó�–�Ò�á�Ê�Û�Ð�¿�•

priority LACP �é�P�o�;  �J�\�����]�9���•�0�o�â�È��%¸�Ð�ê  1 :*  65535 �â�Ô�•

�]�]�o�, ���•�]�ˆ
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%Y 2 %(      Catalyst 3560 �,���6�4  Cisco IOS �&�Q�f�<
lacp port-priority
�� �4�é���â�ê�”�P�o�;�â  LACP �P�o�;  �J�\�����]�9���
.3�o�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config)# interface gigabitethernet0/1
Switch(config-if)# lacp port-priority 1000

.3�o�
#Õ.z�Ô���æ�ê�” show lacp [channel-group-number] internal   $�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

4P1j�&�Q�f�< �&�Q�f�< .‘�ÿ

channel-group EtherChannel �#� �̂o�J�æ���o�(�@�6�;  �P�o�;�

����°�á�ù�Ô�•

lacp system-priority LACP �*�,�9�S  �J�\�����]�9���
.3�o�Ò�ù�Ô�•

show lacp [channel-group-number] 
internal  

�Ô�ô�á�é�4�V�@�^  �#�^�o�J�ù�Ú�ê�0�o�é�4�V�@�^  �#�^�o�J
�é�]1ñ�±�Ž�
-+$��Ò�ù�Ô�•
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lacp system-priority
lacp system-priority 
Link Aggregation Control Protocol9ÔLACP9Õ�é�*�,�9�S  �J�\�����]�9���
.3�o�Ô���æ�ê�” lacp 
system-priority �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•�:�H���^�;.3�o�æ�¯�Ô�æ
�ê�”�Î�é�&�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

lacp system-priority priority

no lacp system-priority

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�o�ê  32768 �â�Ô�•

�&�Q�f�<  �U�o�< �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g


ö!ª
��é�����<�\���f lacp system-priority �&�Q�f�<�â�ê�”�P�o�;  �J�\�����]�9���
�Ù�î�Ô��  LACP �]�f�"�é�,���6�4�Ç�Í�Î
�Ð���ù�Ô�•

LACP �4�V�@�^  �#�^�o�J�ê�”�+�Ó�2���J�é���o�(�@�6�;  �P�o�;�
  16 �ù�â�;�­�â�È�ù�Ô�•�¨�"  8 �ß�
��
�"�9���I�æ�”�¨�"  8 �ß�
�,�2�f�C��  �U�o�<�æ�â�È�ù�Ô�• LACP �4�V�@�^�#�^�o�J�æ  9 �ß
•
��é�P�o�;�Ç
�½���•�'�”�]�f�"�é�Ù�î�¥&³%5�æ�½���,���6�4�ê�”�P�o�;  �J�\�����]�9���

ö!ª�Ò�á�”�4�V�@�^�æ�C
�f�<�^�Ô���P�o�;�Å���î�N�6�;�,�2�f�C��  �U�o�<�æ'Î�Ê�P�o�;�
�Í�Î�Ò�ù�Ô�•
•�é�,���6�4
��é�P�o
�;  �J�\�����]�9��9Ô�]�f�"�é5V�Ù�î�¥&³%59Õ�ê�u-Þ�Ð���ù�Ô�•

�J�\�����]�9���é�§0»�æ�Å�¿�á�ê�”�™�o�Ç�Ê�Ð�¿�ö�ä�J�\�����]�9���Ç7��Ê�å���ù�Ô�•�Ò�Ú�Ç�Þ�á�”
LACP �*�,�9�S  �J�\�����]�9���é�™�o�Ç�Ê�Ð�¿9Ô�J�\�����]�9���o�é7��¿9Õ�*�,�9�S�Ç�Ù�î�*�,�9�S�ã
�å���ù�Ô�•�ä�Ü���é�,���6�4�ý�+�Ó  LACP �*�,�9�S  �J�\�����]�9���â�½���•�'9Ô�Ú�ã�Ã�ë�”�ä�Ü���ý
�:�H���^�;.3�o�é  32768 �Ç.3�o�Ð���á�¿���•�'9Õ �” LACP �*�,�9�S  ID9Ô�,���6�4�é  MAC ���<�_�,9Õ�æ
�����Ù�î�Ô���,���6�4�Ç�Í�Î�Ð���ù�Ô�•

lacp system-priority �&�Q�f�<�ê�”�,���6�4
��é�Ô�ô�á�é  LACP EtherChannel �æ1¡!ª�Ð���ù�Ô�•

�N�6�;�,�2�f�C��  �U�o�<9Ô�P�o�;  �,�9�o�;  �H�\�#�é  H �â�´
��æ-+$�9Õ�æ�½���P�o�;�
�Í�¿�Ô���æ�ê  �”
show etherchannel summary  $�­  EXEC �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

 �!��P�o�;
��é  LACP �é.3�o�é.f&¦�æ�ß�¿�á�ê�”�Î�é�]�]�o�,�æ�»���Ô���0�H�;������  �&�f�H���!�X
�_�o�*�Z�f  �����<�é�Ÿ Configuring EtherChannels� �é%(�

ó�–�Ò�á�Ê�Û�Ð�¿�•

�� �4�é���â�ê�” LACP �é�*�,�9�S  �J�\�����]�9���
.3�o�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config)# lacp system-priority 20000

.3�o�
#Õ.z�Ô���æ�ê�” show lacp sys-id  $�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

priority LACP �é�*�,�9�S  �J�\�����]�9���•�0�o�â�È��%¸�Ð�ê  1 :*  65535 �â�Ô�•

�]�]�o�, ���•�]�ˆ

12.1(19)EA1 �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•
2-295
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%Y 2 %(      Catalyst 3560 �,���6�4  Cisco IOS �&�Q�f�<
lacp system-priority
4P1j�&�Q�f�< �&�Q�f�< .‘�ÿ

channel-group EtherChannel �#�^�o�J�æ���o�(�@�6�;  �P�o�;�

����°�á�ù�Ô�•

lacp port-priority LACP �P�o�;  �J�\�����]�9���
.3�o�Ò�ù�Ô�•

show lacp sys-id LACP �æ���Þ�á
ö!ª�Ð�����*�,�9�S/��Î�6�
-+$��Ò�ù�Ô�•
2-296
Catalyst 3560 �,���6�4  �&�Q�f�<  �]�H���_�f�,

OL-8554-08-J



 

%Y 2 %(      Catalyst 3560 �,���6�4  Cisco IOS �&�Q�f�<
link state group
link state group
�]�f�"�,�9�o�;  �#�^�o�J�é�T�f�C�o�ã�Ò�á�P�o�;�
.3�o�Ô���æ�ê�” link state group ���f�2�o�H�����,  
�&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•�]�f�"�,�9�o�;  �#�^�o�J�Æ���P�o�;�
�å4°�Ô���æ�ê�”
�Î�é�&�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

link state group [number] { upstream | downstream}

no link state group [number] { upstream | downstream}

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�é�#�^�o�J�ê  group 1 �â�Ô�•

�&�Q�f�<  �U�o�< ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g


ö!ª
��é�����<�\���f �0�o�Ð���Ú�]�f�"  �,�9�o�;  �#�^�o�J�é���6�J�,�;�]�o�S�ù�Ú�ê�3���f�,�;�]�o�S  ���f�2�o�H�����,�ã
�Ò�á�P�o�;�
.3�o�Ô���æ�ê�” link state group ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö
!ª�Ò�ù�Ô�•�#�^�o�J!ß� �Ç"í!Û�Ð���á�¿���•�'�”�:�H���^�;�é�#�^�o�J!ß� �ê  1 �â�Ô�•

�]�f�"�,�9�o�;  �;�\�6� �f�#�
���@�o�I�^�æ�Ô���æ�ê�” link-state group �

Þ�‘�Ò�”�]�f�"�,�9�o�;  �#
�^�o�J�æ
����°�á�����f�2�o�H�����,�
�0�o�Ò�ù�Ô�•�P�o�;�é4ø�'9Ô EtherChannel9Õ�”���"�.�,  �U�o�<
�ù�Ú�ê�;�\�f�"  �U�o�<�é
±	û�é �!��P�o�;�”�ù�Ú�ê�^�o�9�6�<  �P�o�;�
���f�2�o�H�����,�æ�0�o�â�È
�ù�Ô�•�]�f�"�,�9�o�;  �#�^�o�J�â�ê�”�Î�����é���f�2�o�H�����,�ê�ù�ã�ü�á�C�f�<�^�Ð���ù�Ô�• �3��
�f�,�;�]�o�S  ���f�2�o�H�����, �ê�” ���6�J�,�;�]�o�S  ���f�2�o�H�����, �æ�C���f�<�Ð���ù�Ô�•�(�o�C
�æ�’&ï�Ð���Ú���f�2�o�H�����,�ê�3���f�,�;�]�o�S  ���f�2�o�H�����,�ã�m�ë���”�:���,�;�]�F�X�o
�*�Z�f  �,���6�4�Å���î�@�6�;�b�o�"-]'Î�æ�’&ï�Ð���Ú���f�2�o�H�����,�ê���6�J�,�;�]�o�S  ���f�2�o
�H�����,�ã�m�ë���ù�Ô�•

�3���f�,�;�]�o�S  ���f�2�o�H�����,�ã���6�J�,�;�]�o�S  ���f�2�o�H�����,�é"ç
U1‡!ª�é.f&¦�æ�ß�¿�á
�ê�”�Î�é�]�]�o�,�æ�»���Ô���0�H�;������  �&�f�H���!�X�_�o�*�Z�f  �����<�é�Ÿ Configuring 
EtherChannels and Link-State Tracking� �é%(�

ó�–�Ò�á�Ê�Û�Ð�¿�•

.3�o
��é�ç5ô�
�Á1±�Ô���Ú�ü�æ�”�4�é�H�ç
P5Ä�æ�å�Þ�á�Ê�Û�Ð�¿�•

• ���6�J�,�;�]�o�S  ���f�2�o�H�����,�ã�Ò�á�o'õ�Ð���á�¿�����f�2�o�H�����,�
�”�+�Ó�ù�Ú�ê!ã�å
���]�f�"�,�9�o�;  �#�^�o�J�]�â�3���f�,�;�]�o�S  ���f�2�o�H�����,�ã�Ò�á�o'õ�Ô���Î�ã�ê�â�È�ù
�Ö���•�Ø�é1R�ý�+�}�â�Ô�•

number 9Ô
›�ç9Õ�]�f�"�,�9�o�;  �#�^�o�J!ß� �
�0�o�Ò�ù�Ô�•�#�^�o�J!ß� �ê�”
1 :*  2 �â�Ô�•�:�H���^�;�ê  1 �â�Ô�•

upstream �P�o�;�
 $�o�é�]�f�"�,�9�o�;  �#�^�o�J�é���6�J�,�;�]�o�S  �P�o�;
�ã�Ò�á.3�o�Ò�ù�Ô�•

downstream �P�o�;�
 $�o�é�]�f�"�,�9�o�;  �#�^�o�J�é�3���f�,�;�]�o�S  �P�o�;
�ã�Ò�á.3�o�Ò�ù�Ô�•

�]�]�o�, ���•�]�ˆ

12.2(25)SEE �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•
2-297
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link state group
• ���f�2�o�H�����,�ê�”-„�™�é�]�f�"�,�9�o�;  �#�^�o�J�é�T�f�C�o�æ�ê�å���ù�Ö���•

• �,���6�4�Ï�ã�æ.3�o�â�È���é�ê�” 2 �ß�é�]�f�"�,�9�o�;  �#�^�o�J�é�ú�â�Ô�•

�� �4�é���â�ê�” group 2 �â���f�2�o�H�����,�
  upstream �ã�Ò�á.3�o�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch# configure terminal  
Switch(config)# interface range gigabitethernet0/11 - 14  
Switch(config-if-range)# link state group 2 downstream
Switch(config-if-range)# end
Switch(config-if)# end

.3�o�
#Õ.z�Ô���æ�ê�” show running-config  $�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

4P1j�&�Q�f�< �&�Q�f�< .‘�ÿ

link state track �]�f�"�,�9�o�;  �#�^�o�J�
���@�o�I�^�æ�Ò�ù�Ô�•

show link state group �]�f�"�,�9�o�;  �#�^�o�J�±�Ž�
-+$��Ò�ù�Ô�•

show running-config  û�÷�é
G
Þ.3�o�
-+$��Ò�ù�Ô�•
2-298
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%Y 2 %(      Catalyst 3560 �,���6�4  Cisco IOS �&�Q�f�<
link state track
link state track
�]�f�"�,�9�o�;  �#�^�o�J�
���@�o�I�^�æ�Ô���æ�ê�” link state track �Y�o�)  EXEC �&�Q�f�<�

ö!ª�Ò�ù
�Ô�•�]�f�"�,�9�o�;  �#�^�o�J�
�:���.�o�I�^�æ�Ô���æ�ê�”�Î�é�&�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

link state track [number]

no link state track [number]

�t�¥�é.‘�ÿ

�:�H���^�; �]�f�"�,�9�o�;  �;�\�6� �f�#�ê�”�Ô�ô�á�é�#�^�o�J�â�:���.�o�I�^�â�Ô�•

�&�Q�f�<  �U�o�< �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g


ö!ª
��é�����<�\���f �]�f�"�,�9�o�;  �#�^�o�J�
���@�o�I�^�æ�Ô���æ�ê�” link state track �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z
�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

�� �4�é���â�ê�”�]�f�"�,�9�o�;  �#�^�o�J�é  group 2 �
���@�o�I�^�æ�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config)# link state track 2

.3�o�
#Õ.z�Ô���æ�ê�” show running-config  $�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

4P1j�&�Q�f�<

number 9Ô
›�ç9Õ�]�f�"�,�9�o�;  �#�^�o�J!ß� �
�0�o�Ò�ù�Ô�•�#�^�o�J!ß� �ê�”
1 :*  2 �â�Ô�•�:�H���^�;�o�ê  1 �â�Ô�•

�]�]�o�, ���•�]�ˆ

12.2(25)SEE �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•

�&�Q�f�< .‘�ÿ

link state track �]�f�"�,�9�o�;  �#�^�o�J�é�T�f�C�o�ã�Ò�á���f�2�o�H�����,�
.3�o�Ò
�ù�Ô�•

show link state group �]�f�"�,�9�o�;  �#�^�o�J�±�Ž�
-+$��Ò�ù�Ô�•

show running-config  û�÷�é
G
Þ.3�o�
-+$��Ò�ù�Ô�•
2-299
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location 9Ô�#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f9Õ
location 9Ô�#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f9Õ
���f�<�P���f�;�é�`�$�o�*�Z�f�±�Ž�
.3�o�Ô���æ�ê�” location �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&
�Q�f�<�

ö!ª�Ò�ù�Ô�•�`�$�o�*�Z�f�±�Ž�
�å4°�Ô���•�'�ê�”�Î�é�&�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

location { admin-tag string | civic-location identifier id | elin-location string identifier id}

no location {admin-tag string | civic-location identifier id | elin-location string identifier id}

�t�¥�é.‘�ÿ

�:�H���^�; �Î�é�&�Q�f�<�æ�ê�:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<  �U�o�< �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  

�&�Q�f�<���g


ö!ª
��é�����<�\���f location civic-location identifier  id �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�
�I
��ß�”1ú�Ò�`
�$�o�*�Z�f  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�Ç4?�Ž�Ð���ù�Ô�•�Î�é�U�o�<�â�ê�”1ú�Ò�`�$�o�*�Z�f�Å��
�î1÷�"�`�$�o�*�Z�f�±�Ž�
�I
��â�È�ù�Ô�•

1ú�Ò�`�$�o�*�Z�f  ID �ê�” 250 �C���;�
/å�Ã�á�ê�å���ù�Ö���•

�`�$�o�*�Z�f  TLV �
�:���.�o�I�^�æ�Ô���æ�ê�” no lldp med-tlv-select location �±�Ž���f�2�o�H�����,  
�&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•�:�H���^�;�â�ê�”�`�$�o�*�Z�f  TLV �ê���@�o�I�^�æ
.3�o�Ð���á�¿�ù�Ô�•.f&¦�±�Ž�æ�ß�¿�á�ê�”�Î�é�]�]�o�,�æ�»���Ô���0�H�;������  �&�f�H���!�X�_�o
�*�Z�f  �����<�é�Ÿ Configuring LLDP and LLDP-MED� �é%(�

ó�–�Ò�á�Ê�Û�Ð�¿�•

admin-tag %¤!��2�#�ù�Ú�ê�(���;�±�Ž�
.3�o�Ò�ù�Ô�•

civic-location 1ú�Ò�`�$�o�*�Z�f�±�Ž�
.3�o�Ò�ù�Ô�•

elin-location '��F�`�$�o�*�Z�f�±�Ž9Ô ELIN9Õ�
.3�o�Ò�ù�Ô�•

identifier  id 1ú�Ò�`�$�o�*�Z�f�ù�Ú�ê  elin �`�$�o�*�Z�f�é  ID �
�0�o�Ò�ù�Ô�•�0�o
�â�È��  ID %¸�Ð�ê 1 :*  4095 �â�Ô�•

9Ô�H9Õ LLDP-MED TLV �â�é1ú�Ò�`�$�o�*�Z�f�é  ID �ê�” 250 �C���;

•
��ã�Ù4¢�Ð���á�¿�ù�Ô�•�,���6�4�é.3�o
��æ
ö!ª��(»�å
�C�6�H��  �,�M�o�,�æ4P�Ô�����\�o  �T�6�.�o�+�â�´�å�¿���Á�æ
�Ô���Ú�ü�æ�”�&1ú�Ò�`�$�o�*�Z�f  ID �æ�0�o�Ò�Ú1ú�Ò�`�$�o
�*�Z�f�±�Ž�Ô�ô�á�é�'.��Ç  250 �C���;�
/å�Ã�å�¿���Á�æ�Ò�á
�Ê�Û�Ð�¿�•

string �(���;�±�Ž�ù�Ú�ê�`�$�o�*�Z�f�±�Ž�
)÷�™�<�»�|�â�0�o�Ò�ù�Ô�•

�]�]�o�, ���•�]�ˆ

12.2(40)SE �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•
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%Y 2 %(      Catalyst 3560 �,���6�4  Cisco IOS �&�Q�f�<
location 9Ô�#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f9Õ
�� �4�é���â�ê�”�,���6�4�æ1ú�Ò�`�$�o�*�Z�f�±�Ž�
.3�o�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config)# location civic-location identifier 1
Switch(config-civic)# number 3550
Switch(config-civic)# primary-road-name  "Cisco Way"
Switch(config-civic)# city  "San Jose"
Switch(config-civic)# state  CA
Switch(config-civic)# building 19
Switch(config-civic)# room C6
Switch(config-civic)# county "Santa Clara"
Switch(config-civic)# country US
Switch(config-civic)# end

.3�o�
#Õ.z�Ô���æ�ê�” show location civic-location  $�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

�4�é���â�ê�”�,���6�4
��â'��F�`�$�o�*�Z�f�±�Ž�
.3�o�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch (config)# location elin-location 14085553881 identifier 1

.3�o�
#Õ.z�Ô���æ�ê�” show location elin  $�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

4P1j�&�Q�f�< �&�Q�f�< .‘�ÿ

location9Ô���f�2�o�H�����,  �&�f
�H���!�X�_�o�*�Z�f9Õ

���f�2�o�H�����,�æ�`�$�o�*�Z�f�±�Ž�
.3�o�Ò�ù�Ô�•

show location ���f�<�P���f�;�é�`�$�o�*�Z�f�±�Ž�
-+$��Ò�ù�Ô�•
2-301
Catalyst 3560 �,���6�4  �&�Q�f�<  �]�H���_�f�,

OL-8554-08-J



 

%Y 2 %(      Catalyst 3560 �,���6�4  Cisco IOS �&�Q�f�<
location 9Ô���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f9Õ
location 9Ô���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f9Õ
���f�2�o�H�����,�é�`�$�o�*�Z�f�±�Ž�
.3�o�Ô���æ�ê�” location ���f�2�o�H�����,  �&�Q�f�<�

ö!ª�Ò
�ù�Ô�•���f�2�o�H�����,�é�`�$�o�*�Z�f�±�Ž�
�å4°�Ô���æ�ê�”�Î�é�&�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

location {additional-location-information word | civic-location-id id | elin-location-id id}

no location {additional-location-information word | civic-location-id id | elin-location-id id}

�t�¥�é.‘�ÿ

�:�H���^�; �Î�é�&�Q�f�<�æ�ê�:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<  �U�o�< ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f  

�&�Q�f�<���g


ö!ª
��é�����<�\���f location civic-location-id id ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�
�I
��Ô���ã�”1ú�Ò
�`�$�o�*�Z�f  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�æ�I���ù�Ô�•�Î�é�U�o�<�â�ê�”1J
��é�`�$�o�*�Z�f�±�Ž
�
�I
��â�È�ù�Ô�•

1ú�Ò�`�$�o�*�Z�f  ID �ê�” 250 �C���;�
/å�Ã�á�ê�å���ù�Ö���•

�� �4�é���â�ê�”���f�2�o�H�����,�æ1ú�Ò�`�$�o�*�Z�f�±�Ž�
�I
��Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config-if)# interface gigabitethernet0/1  
Switch(config-if)# location civic-location-id 1  
Switch(config-if) # end

.3�o�
#Õ.z�Ô���æ�ê�” show location civic interface  $�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

additional-location-information �`�$�o�*�Z�f�ù�Ú�ê�•�²�æ4P�Ô��1J
��±�Ž�
.3�o�Ò�ù�Ô�•

word 1J
��é�`�$�o�*�Z�f�±�Ž�
�0�o�Ô��.†�ù�Ú�ê�H�_�o�-�
�0�o�Ò
�ù�Ô�•

civic-location-id ���f�2�o�H�����,�æ�#�`�o�C�^1ú�Ò�`�$�o�*�Z�f�±�Ž�
.3�o�Ò
�ù�Ô�•

elin-location-id ���f�2�o�H�����,�æ'��F�`�$�o�*�Z�f�±�Ž�
.3�o�Ò�ù�Ô�•

id 1ú�Ò�`�$�o�*�Z�f�ù�Ú�ê  elin �`�$�o�*�Z�f�é  ID �
�0�o�Ò�ù
�Ô�•�0�o�â�È��  ID %¸�Ð�ê 1 :*  4095 �â�Ô�•

9Ô�H9Õ LLDP-MED TLV �â�é1ú�Ò�`�$�o�*�Z�f�é  ID �ê�” 250 
�C���;
•
��ã�Ù4¢�Ð���á�¿�ù�Ô�•�,���6�4�é.3�o
��æ

ö!ª��(»�å�C�6�H��  �,�M�o�,�æ4P�Ô�����\�o  �T�6�.�o
�+�â�´�å�¿���Á�æ�Ô���Ú�ü�æ�”�&1ú�Ò�`�$�o�*�Z�f  ID 
�æ�0�o�Ò�Ú1ú�Ò�`�$�o�*�Z�f�±�Ž�Ô�ô�á�é�'.��Ç  250 
�C���;�
/å�Ã�å�¿���Á�æ�Ò�á�Ê�Û�Ð�¿�•

�]�]�o�, ���•�]�ˆ

12.2(40)SE �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•
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location 9Ô���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f9Õ
�4�é���â�ê�”���f�2�o�H�����,�æ'��F�`�$�o�*�Z�f�±�Ž�
�I
��Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config-if)# interface gigabitethernet0/1  
Switch(config-if)# location elin-location-id 1
Switch(config-if)# end

.3�o�
#Õ.z�Ô���æ�ê�” show location elin interface  $�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

4P1j�&�Q�f�< �&�Q�f�< .‘�ÿ

location9Ô�#�`�o�C�^  �&�f�H��
�!�X�_�o�*�Z�f9Õ

���f�<�P���f�;�æ�`�$�o�*�Z�f�±�Ž�
.3�o�Ò�ù�Ô�•

show location ���f�<�P���f�;�é�`�$�o�*�Z�f�±�Ž�
-+$��Ò�ù�Ô�•
2-303
Catalyst 3560 �,���6�4  �&�Q�f�<  �]�H���_�f�,

OL-8554-08-J



 

%Y 2 %(      Catalyst 3560 �,���6�4  Cisco IOS �&�Q�f�<
logging event
logging event
���f�2�o�H�����,  �]�f�"  �,�9�o�2�,���•�é1b#n�
���@�o�I�^�æ�Ô���æ�ê�” logging event ���f�2�o�H��
���,  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•1b#n�
�:���.�o�I�^�æ�Ô���æ�ê�”�Î�é�&�Q�f�<
�é  no �»�|�

ö!ª�Ò�ù�Ô�•

logging event { bundle-status | link-status | spanning-tree | status | trunk  status} 

no logging event { bundle-status | link-status | spanning-tree | status | trunk  status} 

�t�¥�é.‘�ÿ

�:�H���^�; ���L�f�;  �`�!�f�#�ê�:���.�o�I�^�â�Ô�•

�&�Q�f�<  �U�o�< ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g

�� �4�é���â�ê�”�,�D�>�f�#�7�]�o  �`�!�f�#�
���@�o�I�^�æ�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config-if)# logging event spanning-tree

bundle-status BUNDLE �Å���î  UNBUNDLE �T�6�.�o�+�é1b#n�
���@�o�I�^�æ�Ò�ù�Ô�•

link-status ���f�2�o�H�����,  �:�o�2  �]�f�"  �,�9�o�2�,���•�é1b#n�
���@�o�I�^�æ�Ò�ù�Ô�•

spanning-tree �,�D�>�f�#�7�]�o  ���L�f�;�é1b#n�
���@�o�I�^�æ�Ò�ù�Ô�•

status �,�D�>�f�#�7�]�o  �,�9�o�;���•�T�6�.�o�+�é1b#n�
���@�o�I�^�æ�Ò�ù�Ô�•

trunk-status �;�\�f�"�,�9�o�2�,  �T�6�.�o�+�é1b#n�
���@�o�I�^�æ�Ò�ù�Ô�•

�]�]�o�, ���•�]�ˆ

12.2(20)SE �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•
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logging event power-inline-status
logging event power-inline-status
Power over Ethernet9ÔPoE9Õ���L�f�;�é�`�!�f�#�
���@�o�I�^�æ�Ô���æ�ê�” logging event 
power-inline-status ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�• PoE  A�����L
�f�;�é�`�!�f�#�
�:���.�o�I�^�æ�Ô���•�'�ê�”�Î�é�&�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�Ç�”�Î�é�&�Q�f�<
�é  no �»�|�

ö!ª�Ò�á�ý�” PoE ���\�o  ���L�f�;�ê�:���.�o�I�^�æ�å���ù�Ö���•

logging event power-inline-status 

no logging event power-inline-status 

�t�¥�é.‘�ÿ �Î�é�&�Q�f�<�æ�ê�”�•�™�ù�Ú�ê� �o�b�o�<�ê�½���ù�Ö���•

�:�H���^�; PoE ���L�f�;�é�`�!�f�#�ê���@�o�I�^�â�Ô�•

�&�Q�f�<  �U�o�< ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g


ö!ª
��é�����<�\���f logging event power-inline-status �&�Q�f�<�ê�” PoE ���f�2�o�H�����,�â�é�ú
ö!ª�â�È�ù�Ô�•

�� �4�é���â�ê�”�P�o�;
��â  PoE ���L�f�;�é�`�!�f�#�
���@�o�I�^�æ�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config-if)# interface gigabitethernet1/0/1
Switch(config-if)# logging event power-inline-status  
Switch(config-if)#

4P1j�&�Q�f�<

�]�]�o�, ���•�]�ˆ

12.1(19)EA1 �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•

�&�Q�f�< .‘�ÿ

power inline �0�o�Ò�Ú  PoE �P�o�;�ù�Ú�ê�Ô�ô�á�é  PoE �P�o�;�é5�
�%¤!��U�o�<�
.3�o�Ò
�ù�Ô�•

show controllers 
power inline

�0�o�Ò�Ú  PoE �&�f�;�`�o�\�é�_�+�,�2�é�o�
-+$��Ò�ù�Ô�•
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logging file
logging file
�`�!�f�#  �H�����^  �D�\�T�o�2�
.3�o�Ô���æ�ê�” logging file �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q
�f�<�

ö!ª�Ò�ù�Ô�•�:�H���^�;.3�o�æ�¯�Ô�æ�ê�”�Î�é�&�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

logging file filesystem:filename [max-file-size | nomax [min-file-size]] 
[severity-level-number | type]

no logging file filesystem:filename [severity-level-number | type]

�t�¥�é.‘�ÿ

�:�H���^�; �H�����^  �(���-�ê�¨�Ê�â  2048 �C���;�”�¨�"�â  4096 �C���;�æ�å���ù�Ô�•

�:�H���^�;�é2€�"�2�é�_�L�^�ê  79Ôdebugging �T�6�.�o�+9æ�™�<"›�æ
Ð�¿�_�L�^9Õ�â�Ô�•

�&�Q�f�<  �U�o�< �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g

filesystem:filename �H�\�6�*�X  �H�����^  �*�,�9�S�é�����]���,�â�Ô�•�`�#  �T�6�.�o�+�
�,�ß
�H�����^�é�D�,�Å���î�,�è�
�=�ú�ù�Ô�•

9Ô�H9Õ �`�o���^  �H�\�6�*�X  �H�����^  �*�,�9�S�é�t�¥9æ
flash:

max-file-size 9Ô
›�ç9Õ�`�#  �H�����^�é�¨�"�(���-�
�0�o�Ò�ù�Ô�•�0�o�â�È��%¸�Ð�ê  4096 
:*  2147483647 �â�Ô�•

nomax 9Ô
›�ç9Õ�¨�"�H�����^  �(���-9Ô 21474836479Õ�
�0�o�Ò�ù�Ô�•

min-file-size 9Ô
›�ç9Õ�`�#  �H�����^�é�¨�Ê�(���-�
�0�o�Ò�ù�Ô�•�0�o�â�È��%¸�Ð�ê  1024 
:*  2147483647 �â�Ô�•

severity-level-number 9Ô
›�ç9Õ�`�#  �H�����^�é2€�"�2�é�_�L�^�
�0�o�Ò�ù�Ô�•�0�o�â�È��%¸�Ð�ê  0 
:*  7 �â�Ô�•�&�_�L�^�é�ç�g�æ�ß�¿�á�ê�” type ���J�*�Z�f�

ó�–�Ò�á�Ê�Û�Ð�¿�•

type 9Ô
›�ç9Õ�`�#  �2���J�
�0�o�Ò�ù�Ô�•�4�é� �o�b�o�<�Ç�­
2�â�Ô�•

• emergencies9æ�*�,�9�S�ê
ö!ª
���9Ô2€�"�2  09Õ

• alerts9æ�ç�F�å�»���Ç��-Ð9Ô2€�"�2  19Õ

• critical 9æ
Â4¾�å A��9Ô2€�"�2 29Õ

• errors9æ���\�o�Ç"’!¢�Ò�á�¿�� A��9Ô2€�"�2  39Õ

• warnings9æ/
�T A��9Ô2€�"�2  49Õ

• notifications9æ1b�ñ�â�ê�½���Ç�”2€-Ð�å�T�6�.�o�+9Ô2€�"�2  59Õ

• information 9æ1b#n�T�6�.�o�+9Ô2€�"�2  69Õ

• debugging9æ�:�C�6�#  �T�6�.�o�+9Ô2€�"�2  79Õ

�]�]�o�, ���•�]�ˆ

12.1(19)EA1 �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•
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logging file

ö!ª
��é�����<�\���f �`�#  �H�����^�ê�,���6�4�é�]1ñ�C�6�H���æ  ASCII �9� �,�;�»�|�â�;�=�Ð���ù�Ô�•�`�!�f�#�Ð���Ú�*�,
�9�S  �T�6�.�o�+�æ���"�.�,�Ô���æ�ê�”�,���6�4�é  Command-Line Interface9ÔCLI; �&�Q�f�<�\���f  ���f
�2�o�H�����,9Õ�

ö!ª�Ô���Æ�”�ù�Ú�ê1¡�¾�æ.3�o�Ð���Ú  Syslog �(�o�C�æ�Î�����é�*�,�9�S  �T�6�.�o�+
�
�;�=�Ò�ù�Ô�•�,���6�4�æ4Ú�‚�Ç!¢�Ó�Ú�•�'�ê�”�Ø��
•�è�æ  logging file flash:filename �#�`�o�C�^  �&
�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�á�H�\�6�*�X  �T�U�]�æ�`�#�
�;�=�Ò�á�¿�å�¿4¢���”�`�#�ê�,
�
���ù�Ô�•

logging file flash:filename �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�â�”�`�#�
�H�\�6�*�X  �T�U�]
�æ�;�=�Ò�Ú�½�ã�ê�” more flash:filename  $�­  EXEC �&�Q�f�<�

ö!ª�Ò�á�Ø�é�]�ˆ�
-+$��â�È�ù�Ô�•

�¨�Ê�H�����^  �(���-�Ç�”�¨�"�H�����^  �(���-�Æ��  1024 �•�¿�Ú�™�����"�È�¿�•�'�”�&�Q�f�<�ê�Ø�é�¨
�Ê�H�����^�
���8�Ò�”�¨�"�H�����^  �(���-�Æ��  1024 �•�¿�Ú�(���-�â.3�o�Ð���ù�Ô�•

level �
�0�o�Ô���ã�”�Ø�é�_�L�^�é�T�6�.�o�+�Å���î�™�<"›�æ
Ð�¿�_�L�^�é�T�6�.�o�+�Ç-+$��Ð���ù�Ô�•

�� �4�é���â�ê�”�H�\�6�*�X  �T�U�]�æ�±�Ž�_�L�^�é�`�#�
�;�=�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config)# logging file flash:logfile informational

.3�o�
#Õ.z�Ô���æ�ê�” show running-config  $�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

4P1j�&�Q�f�< �&�Q�f�< .‘�ÿ

show running-config �,���6�4�é�s-��&�f�H���!�X�_�o�*�Z�f�
-+$��Ò�ù�Ô�•
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mab request format attribute 32
mab request format attribute 32
�,���6�4
��â�é  VLAN ID �L�o�,�é  MAC .z.=�
���@�o�I�^�æ�Ô���æ�ê�” mab request format 
attribute 32 vlan access-vlan �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�• �:�H���^�;
.3�o�æ�¯�Ô�æ�ê�”�Î�é�&�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

mab request format attribute 32 vlan access-vlan

no mab request format attribute 32 vlan access-vlan

�t�¥�é.‘�ÿ �Î�é�&�Q�f�<�æ�ê�”�•�™�ù�Ú�ê� �o�b�o�<�ê�½���ù�Ö���•

�:�H���^�; VLAN ID �L�o�,�é  MAC .z.=�ê�:���.�o�I�^�â�Ô�•

�&�Q�f�<  �U�o�< �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g


ö!ª
��é�����<�\���f �Î�é�&�Q�f�<�ê�” RADIUS �(�o�C�Ç�N�,�;�é  MAC ���<�_�,�ã  VLAN �æ�n�à�¿�á�Â�Ò�¿�Y�o�)�
.z.=
�â�È�����Á�æ�Ô���Ú�ü�æ
ö!ª�Ò�ù�Ô�•

�Î�é�Ï(»�ê�” Microsoft IAS RADIUS �(�o�C�
�,�ß�@�6�;�b�o�"�â
ö!ª�Ò�á�Ê�Û�Ð�¿�• Cisco ACS �ê�”
�Î�é�&�Q�f�<�
�u-Þ�Ò�ù�Ô�•

�� �4�é���â�ê�”�,���6�4�â  VLAN ID �L�o�,�é  MAC .z.=�
���@�o�I�^�æ�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config)# mab request format attribute 32 vlan access-vlan

4P1j�&�Q�f�<

�]�]�o�, ���•�]�ˆ

12.2(52)SE �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•

�&�Q�f�< .‘�ÿ

authentication event  $�o�é.z.=���L�f�;�é���"�*�Z�f�
.3�o�Ò�ù�Ô�•

authentication 
fallback

IEEE 802.1x .z.=�
�(�P�o�;�Ò�å�¿�"�\�����f�;!ª�é�H���o�^�C�6�"  �T��
�>�-�S�ã�Ò�á  Web .z.=�

ö!ª�Ô�����Á�P�o�;�
.3�o�Ò�ù�Ô�•

authentication 
host-mode

�P�o�;�é.z.=�Q�@�o�+�V  �U�o�<�
.3�o�Ò�ù�Ô�•

authentication open �P�o�;�é���o�J�f  ���"�.�,�
���@�o�I�^�ù�Ú�ê�:���.�o�I�^�æ�Ò�ù�Ô�•

authentication order �P�o�;�â
ö!ª�Ô��.z.=�Ç�|�é5Å�(�
.3�o�Ò�ù�Ô�•

authentication 
periodic

�P�o�;�é�c.z.=�
���@�o�I�^�ù�Ú�ê�:���.�o�I�^�æ�Ò�ù�Ô�•

authentication 
port-control

�P�o�;�é.5���,�9�o�;�é�»
G�Ù�î�
���@�o�I�^�æ�Ò�ù�Ô�•
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mab request format attribute 32
authentication priority .z.=�Ç�|�
�P�o�;  �J�\�����]�9��  �]�,�;�æ1J
��Ò�ù�Ô�•

authentication timer 802.1x �»���P�o�;�é�2���S�����;�ã�c.z.=�é�D�\�T�o�2�
.3�o�Ò�ù�Ô�•

authentication 
violation

�Â�Ò�¿�:�C���,�Ç�P�o�;�æ�’&ï�Ð���Ú�•�'�”�ù�Ú�ê�Ô�â�æ�¨�"�™�é�:�C��
�,�Ç�’&ï�Ð���á�¿���P�o�;�æ�Â�Ò�¿�:�C���,�Ç�’&ï�Ð���Ú�•�'�æ"’!¢�Ô��
1‘
û�U�o�<�
.3�o�Ò�ù�Ô�•

mab �P�o�;�é  MAC �L�o�,�é.z.=�
���@�o�I�^�æ�Ò�ù�Ô�•

mab eap Extensible Authentication Protocol9ÔEAP9Õ�

ö!ª�Ô�����Á�æ�P�o�;�
.3�o
�Ò�ù�Ô�•

show authentication �,���6�4�é.5���Q�@�o�+�V  ���L�f�;�æ4P�Ô���±�Ž�
-+$��Ò�ù�Ô�•

�&�Q�f�< .‘�ÿ
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%Y 2 %(      Catalyst 3560 �,���6�4  Cisco IOS �&�Q�f�<
mac access-group
mac access-group
MAC ���"�.�,  �&�f�;�`�o�^  �]�,�;9Ô ACL9Õ�
�_���W  2 ���f�2�o�H�����,�æ1¡!ª�Ô���æ�ê�” mac 
access-group ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•���f�2�o�H�����,�Æ��
�Ô�ô�á�ù�Ú�ê�0�o�é  MAC ACL �
�å4°�Ô���æ�ê�”�Î�é�&�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�• MAC ACL �

Þ
�‘�Ô���æ�ê�” mac access-list extended �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

mac access-group { name} in 

no mac access-group { name}

�t�¥�é.‘�ÿ

�:�H���^�; MAC ACL �ê�”���f�2�o�H�����,�æ�ê1¡!ª�Ð���ù�Ö���•

�&�Q�f�<  �U�o�< ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f9Ô�_���W  2 ���f�2�o�H�����,�é�ú9Õ

�&�Q�f�<���g


ö!ª
��é�����<�\���f MAC ACL �ê�I
��_���W  2 ���f�2�o�H�����,�æ�Û�Ì1¡!ª�â�È�ù�Ô�•�_���W  3 ���f�2�o�H�����,�æ�ê1¡
!ª�â�È�ù�Ö���•

�_���W  2 ���f�2�o�H�����,�â�ê�” IP ���"�.�,  �]�,�;�

ö!ª�Ò�á  IP �;�\�H���6�"�
�H���^�2�]�f�#�Ò�”
MAC ���"�.�,  �]�,�;�

ö!ª�Ò�á5V  IP �;�\�H���6�"�
�H���^�2�]�f�#�â�È�ù�Ô�•���f�2�o�H�����,�æ  
IP ACL �ã  MAC ACL �é
��Ç�
1¡!ª�Ô���ã�” �+�Ó�_���W  2 ���f�2�o�H�����,�â  IP �;�\�H���6�"�ã5V  IP 
�;�\�H���6�"�é
��Ç�
�H���^�2�]�f�#�â�È�ù�Ô�•�+�Ó�_���W  2 ���f�2�o�H�����,�æ�ê�” IP ���"�.�,  �]
�,�;�ã  MAC ���"�.�,  �]�,�;�
  1 �ß�Õ�ß�Ò�Æ1¡!ª�â�È�ù�Ö���•

MAC ACL �Ç�Ô�â�æ�_���W  2 ���f�2�o�H�����,�æ.3�o�Ð���á�Å���”�Â�Ò�¿  MAC ACL �
���f�2�o�H��
���,�æ1¡!ª�Ò�Ú�•�'�”
•�è�æ.3�o�Ð���á�¿�Ú  ACL �ê�Â�Ò�¿  ACL �â'Î�µ�Ð���ù�Ô�•

�,���6�4
��â�_���W  2 ���f�2�o�H�����,�æ  ACL �
1¡!ª�Ô���•�'�æ�”�Ø�é�,���6�4�æ�»�Ò�á�_���W  3 
ACL �Ç1¡!ª�Ð���á�¿���Æ�”�ù�Ú�ê���f�2�o�H�����,�Ç�T�f�C�o�â�½��  VLAN �æ VLAN �Q�6�J�Ç1¡!ª
�Ð���á�¿���ë�”�_���W  2 ���f�2�o�H�����,�æ1¡!ª�Ð���Ú  ACL �Ç�­
2�æ�å���ù�Ô�•

�,���6�4�ê�” MAC ACL �Ç1¡!ª�Ð���Ú���f�2�o�H�����,
��â�I
��D�$�6�;�
���>�Ô���ã�”�Ø�é  ACL �]
�é	û)L�æ
™�
.ž�ô�ù�Ô�•�æ
™�Ç	û)L�Ô���ã�”�,���6�4�ê  ACL �æ�å�Þ�á�D�$�6�;�
0©1M�ù�Ú�ê�<�`�6�J
�Ò�ù�Ô�•

�0�o�Ð���Ú  ACL �Ç�=�÷�Ò�å�¿�•�'�”�,���6�4�ê�Ô�ô�á�é�D�$�6�;�
0©1M�Ò�ù�Ô�•

MAC ���›  ACL �
.3�o�Ô���Ç�:�é.f&¦�æ�ß�¿�á�ê�”�Î�é�]�]�o�,�é�0�H�;������  �&�f�H���!�X�_�o
�*�Z�f  �����<�é�Ÿ Configuring Network Security with ACLs� �é%(�

ó�–�Ò�á�Ê�Û�Ð�¿�•

name �,�è
ƒ�È  MAC ���"�.�,  �]�,�;�
�0�o�Ò�ù�Ô�•

in ACL �Ç�I
��Ç�0�æ1¡!ª�Ð�������Á�æ�0�o�Ò�ù�Ô�•�´
�  ACL �ê�_���W  2 ���f�2�o
�H�����,�â�ê�(�P�o�;�Ð���á�¿�ù�Ö���•

�]�]�o�, ���•�]�ˆ

12.1(19)EA1 �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•
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mac access-group
�� �4�é���â�ê�” macacl2 �ã�,
ƒ�Ì�����Ú  MAC ���›  ACL �
���f�2�o�H�����,�æ1¡!ª�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config)# interface gigabitethernet0/1
Switch(config-if)# mac access-group macacl2 in

.3�o�
#Õ.z�Ô���æ�ê�” show mac access-group  $�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•�,���6�4�æ.3�o�Ð
���Ú  ACL �
-+$��Ô���æ�ê�” show access-lists  $�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

4P1j�&�Q�f�< �&�Q�f�< .‘�ÿ

show access-lists �,���6�4�â.3�o�Ð����  ACL �
-+$��Ò�ù�Ô�•

show link state group �,���6�4�â.3�o�Ð����  MAC ACL �
-+$��Ò�ù�Ô�•

show running-config �,���6�4�é�s-��&�f�H���!�X�_�o�*�Z�f�
-+$��Ò�ù�Ô�•
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mac access-list extended
mac access-list extended
5V IP �;�\�H���6�"�é  MAC ���<�_�,�æ�n�à�¿�Ú���"�.�,  �]�,�;�

Þ�‘�Ô���æ�ê�” mac access-list 
extended �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•�Î�é�&�Q�f�<�

ö!ª�Ô���ã�”��
�›  MAC ���"�.�,  �]�,�;  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�æ�I���ù�Ô�•�:�H���^�;.3�o�æ�¯�Ô�æ�ê�”�Î
�é�&�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

mac access-list extended name

no mac access-list extended name

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�â�ê�” MAC ���"�.�,  �]�,�;�ê
Þ�‘�Ð���ù�Ö���•

�&�Q�f�<  �U�o�< �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g


ö!ª
��é�����<�\���f MAC �,�è
ƒ�È���›�]�,�;�ê�” VLAN �Q�6�J�Å���î�"�\�,  �Q�6�J�ã�ã�ý�æ
ö!ª�Ð���ù�Ô�•

�,�è
ƒ�È  MAC ���›  ACL �ê�” VLAN �Q�6�J�ù�Ú�ê�_���W  2 ���f�2�o�H�����,�æ1¡!ª�â�È�ù�Ô�•�_���W  
3 ���f�2�o�H�����,�æ�ê1¡!ª�â�È�ù�Ö���•

mac access-list extended �&�Q�f�<�
�I
��Ô���ã�” MAC ���"�.�,  �]�,�;  �&�f�H���!�X�_�o�*�Z�f  �U�o
�<�Ç���@�o�I�^�æ�å���ù�Ô�•
ö!ª�â�È���&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�ê�”�4�é�ã�Å���â�Ô�•

• default9æ�&�Q�f�<�
�Ø�é�:�H���^�;�æ.3�o�Ò�ù�Ô�•

• deny9æ�D�$�6�;�
���8�Ô�����Á�æ�0�o�Ò�ù�Ô�•.f&¦�æ�ß�¿�á�ê�” deny9ÔMAC ���"�.�,  �]�,�;  �&
�f�H���!�X�_�o�*�Z�f9Õ  MAC ���"�.�,  �]�,�;  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ó�–�Ò�á�Ê�Û�Ð
�¿�•

• exit9æMAC ���"�.�,  �]�,�;  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�
&³
L�Ò�ù�Ô�•

• no9æ�&�Q�f�<�
�u
2�æ�Ô���Æ�”�:�H���^�;�o�
.3�o�Ò�ù�Ô�•

• permit9æ�D�$�6�;�
0©1M�Ô�����Á�æ�0�o�Ò�ù�Ô�•.f&¦�æ�ß�¿�á�ê�” permit9ÔMAC ���"�.�,  �]�,�;  
�&�f�H���!�X�_�o�*�Z�f9Õ  �&�Q�f�<�

ó�–�Ò�á�Ê�Û�Ð�¿�•

MAC ���›���"�.�,  �]�,�;�é.f&¦�æ�ß�¿�á�ê�”�Î�é�]�]�o�,�æ�»���Ô���0�H�;������  �&�f�H���!�X
�_�o�*�Z�f  �����<�

ó�–�Ò�á�Ê�Û�Ð�¿�•

name MAC ���›���"�.�,  �]�,�;�æ�,�è�

����°�á�ù�Ô�•

�]�]�o�, ���•�]�ˆ

12.1(19)EA1 �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•
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mac access-list extended
�� �4�é���â�ê�”�,�è
ƒ�È  MAC ���›���"�.�,  �]�,�;  mac1 �

Þ�‘�Ò�”���›  MAC ���"�.�,  �]�,�;  �&�f
�H���!�X�_�o�*�Z�f  �U�o�<�
4?�Ž�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config)# mac access-list extended mac1
Switch(config-ext-macl)#

�4�é���â�ê�”�,�è
ƒ�È  MAC ���›���"�.�,  �]�,�;  mac1 �
�å4°�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config)# no mac access-list extended mac1

.3�o�
#Õ.z�Ô���æ�ê�” show access-lists  $�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

4P1j�&�Q�f�< �&�Q�f�< .‘�ÿ

deny9ÔMAC ���"�.�,  
�]�,�;  �&�f�H���!�X
�_�o�*�Z�f9Õ

permit9ÔMAC ���"�.
�,  �]�,�;  �&�f�H���!�X
�_�o�*�Z�f9Õ

MAC ACL �
.3�o�Ò�ù�Ô9Ô���›  MAC ���"�.�,  �]�,�;  �&�f�H���!�X�_�o
�*�Z�f  �U�o�<9Õ�•

show access-lists �,���6�4�â.3�o�Ð�������"�.�,  �]�,�;�
-+$��Ò�ù�Ô�•

vlan access-map VLAN �Q�6�J�
�o'õ�Ò�”���"�.�,�Q�6�J  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�æ
�I���ù�Ô�•�Î�é�U�o�<�â�ê�”�Q�6�4�f�#�Ô��  MAC ACL �ã�s-��Ô�����"
�*�Z�f�
�0�o�â�È�ù�Ô�•
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mac address-table aging-time
mac address-table aging-time
�3���=�R�6�"  ���f�;�]�Ç
ö!ª�ù�Ú�ê�•�Â�Ð���Ú�½�ã�” MAC ���<�_�,  �9�o�I�^�]�æ&ý�,�Ð�����(4F�

.3�o�Ô���æ�ê�” mac address-table aging-time �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò
�ù�Ô�•�:�H���^�;.3�o�æ�¯�Ô�æ�ê�”�Î�é�&�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•���o�+�f�#  �2���S�ê�Ô�ô�á
�é  VLAN �”�ù�Ú�ê�0�o�é  VLAN �æ�»�Ò�á1¡!ª�Ð���ù�Ô�•

mac address-table aging-time { 0 | 10-1000000} [ vlan vlan-id]

no mac address-table aging-time { 0 | 10-1000000} [ vlan vlan-id]

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�o�ê  300 $}�â�Ô�•

�&�Q�f�<  �U�o�< �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g


ö!ª
��é�����<�\���f �N�,�;�Ç&î&ï�Ò�á1M�>�Ò�å�¿�•�'�”���o�+�f�#  �2���S�
43�Ê�Ò�á�”����43�¿�(4F�3���=�R�6�"  ���f�;
�]�
.%3s�Ò�á�Ê�Û�Ð�¿�•�(4F�
43�Ê�Ô���Î�ã�â�”�N�,�;�Ç�c1M�>�Ò�Ú�•�'�æ�H�\�6�:���f�#�Ç/à�Î���æ
�Ê�Ê�å���ù�Ô�•

 $�o�é  VLAN �
�0�o�Ò�å�¿�•�'�”�Î�é�&�Q�f�<�ê�Ô�ô�á�é  VLAN �æ�»�Ò�á���o�+�f�#  �2���S�
.3�o
�Ò�ù�Ô�•

�� �4�é���â�ê�”�Ô�ô�á�é  VLAN �æ���o�+�f�#  �2���S�
  200 $}�æ.3�o�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config)# mac address-table aging-time 200

.3�o�
#Õ.z�Ô���æ�ê�” show mac address-table aging-time  $�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

4P1j�&�Q�f�<

0 �Î�é�o�ê���o�+�f�#�
�:���.�o�I�^�æ�Ò�ù�Ô�•�,�2�9���6�"  ���<�_�,�ê�”�¼4¢
�¾���æ�å���Î�ã�ý�9�o�I�^�Æ���å4°�Ð�����Î�ã�ý�½���ù�Ö���•

10-1000000 ���o�+�f�#  �2���S9Ô$}9Õ�•�0�o�â�È��%¸�Ð�ê  10 :*  1000000 $}�â�Ô�•

vlan vlan-id 9Ô
›�ç9Õ���o�+�f�#  �2���S�
1¡!ª�Ô��  VLAN ID �
�0�o�Ò�ù�Ô�•�0�o�â�È��%¸�Ð
�ê  1 :*  4094 �â�Ô�•

�]�]�o�, ���•�]�ˆ

12.1(19)EA1 �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•

�&�Q�f�< .‘�ÿ

show mac address-table aging-time �Ô�ô�á�é  VLAN �ù�Ú�ê�0�o�Ð���Ú  VLAN �é�” MAC ���<
�_�,  �9�o�I�^�é���o�+�f�#  �2���S�
-+$��Ò�ù�Ô�•
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mac address-table learning vlan
mac address-table learning vlan
VLAN �â  MAC ���<�_�,�G(��
���@�o�I�^�æ�Ô���æ�ê�” mac address-table learning �#�`�o�C�^  �&�f
�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•�Î���Ç�:�H���^�;�é A���æ�å���ù�Ô�• VLAN �â  MAC ��
�<�_�,�G(��
�:���.�o�I�^�æ�Ò�á�” MAC ���<�_�,�
�G(��â�È��  VLAN �
�Ù�î�Ô���æ�ê�”�Î�é�&�Q�f
�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

mac address-table learning vlan vlan-id 

no mac address-table learning vlan vlan-id

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�â�ê�” MAC ���<�_�,�G(��ê�Ô�ô�á�é  VLAN �â���@�o�I�^�â�Ô�•

�&�Q�f�<  �U�o�< �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g


ö!ª
��é�����<�\���f VLAN �â  MAC ���<�_�,�G(��
�Ù�î�Ô���•�'�” MAC ���<�_�,�
�G(��â�È��  VLAN �”�Ð���æ�P�o�;�

�Ù�î�Ô���Î�ã�â�”�Ñ!ª��(»�å  MAC ���<�_�,  �9�o�I�^  �,�M�o�,�
%¤!��â�È�ù�Ô�•

1 �ß�é  VLAN ID �â�G(��Ð����  MAC ���<�_�,�
�:���.�o�I�^�æ�Ò�Ú��9Ô�Ú�ã�Ã�ë�” no mac 
address-table learning vlan 2239Õ�”�¿�Ê�ß�Æ�é  VLAN ID �â�G(��Ð����  MAC ���<�_�,�
�:���.�o�I�^
�æ�Ò�Ú��9Ô�Ú�ã�Ã�ë�” no mac address-table learning vlan 1-20, 159Õ�â�È�ù�Ô�•

�@�6�;�b�o�"  �;�P�`�+�ã�,���6�4  �*�,�9�S.3�o�æ�ß�¿�á!�.��Ò�á�Æ���” MAC ���<�_�,�G(��
�:��
�.�o�I�^�æ�Ò�á�Ê�Û�Ð�¿�• VLAN �â  MAC ���<�_�,�G(��
�:���.�o�I�^�æ�Ô���ã�”�@�6�;�b�o�"�â�H
�\�6�:���f�#�
�•�È/à�Î�Ô��(»�H�Ç�½���ù�Ô�•�Ú�ã�Ã�ë�”�,���6�4
’�Ð���f�2�o�H�����,9Ô SVI9Õ�
.3
�o�ã�ú�é  VLAN �â  MAC ���<�_�,�G(��
�:���.�o�I�^�æ�Ò�Ú�•�'�”�,���6�4�ê�_���W  2 �<�T���f�æ�Ô
�ô�á�é  IP �D�$�6�;�
�H�\�6�:���f�#�Ò�ù�Ô�• 3 �ß
•
��é�P�o�;�
�=�û  VLAN �â  MAC ���<�_�,�G(��

�:���.�o�I�^�æ�Ò�Ú�•�'�”�,���6�4�æ#��>�Ô���Ô�ô�á�é�D�$�6�;�ê�”�Ø�é  VLAN �<�T���f�â�H�\�6
�:���f�#�Ò�ù�Ô�• MAC ���<�_�,�G(��é�:���.�o�I�^
{�ê�P�o�;�
  2 �ß�=�û  VLAN �é�ú�â-��¿�” SVI 
�é�½��  VLAN �â  MAC ���<�_�,�G(��
�:���.�o�I�^�æ�Ô���•�'�ê
 �½�H�ç�Ò�á�Ê�Û�Ð�¿�•

�,���6�4�Ç�]1ñ"›�æ
ö!ª�Ô��  VLAN �â  MAC ���<�_�,�G(��ê�:���.�o�I�^�æ�â�È�ù�Ö���• no mac 
address-table learning vlan vlan-id �&�Q�f�<�æ�I
��Ô��  VLAN ID �Ç�]1ñ  VLAN �â�½���•�'�”�,���6
�4�ê���\�o�T�6�.�o�+�
!¢�‘�Ò�á�&�Q�f�<�
���8�Ò�ù�Ô�•
ö!ª�Ò�á�¿���]1ñ  VLAN �
-+$��Ô���æ�ê�”
show vlan internal usage  $�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

�J�\���L�o�;  VLAN �é�J�\���Q�]�ù�Ú�ê�.���f�3�]  VLAN �ã�Ò�á.3�o�Ð���Ú  VLAN �â  MAC ���<�_
�,�G(��
�:���.�o�I�^�æ�Ô���•�'�” MAC ���<�_�,�ê�”�Ø�é�J�\���L�o�;  VLAN �æ�û�Ô���Î�é  VLAN

9Ô�J�\���Q�]�ù�Ú�ê�.���f�3�]9Õ
��â�•�È&ï�È�G(��Ð���ù�Ô�•

RSPAN VLAN �â  MAC ���<�_�,�G(��ê�:���.�o�I�^�æ�â�È�ù�Ö���•.3�o�Ô���Î�ã)D
Õ�â�È�ù�Ö���•

vlan-id 1 �ß�é  VLAN ID �”�ù�Ú�ê�B���H�f�Æ���f�Q�â
™�¾�Þ�Ú�¿�Ê�ß�Æ�é  VLAN 
ID �
�0�o�Ò�ù�Ô�•�­
2�å  VLAN ID �ê  1 :*  4094 �â�Ô�• VLAN �
�]1ñ  
VLAN �æ�Ô���Î�ã�ê�â�È�ù�Ö���•

�]�]�o�, ���•�]�ˆ

12.2(46)SE1 �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•
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mac address-table learning vlan
�.� �X��  �P�o�;�
�=�û  VLAN �â  MAC ���<�_�,�G(��
�:���.�o�I�^�æ�Ô���•�'�”�.� �X��  �P�o�;�â  
MAC ���<�_�,�G(��ê�:���.�o�I�^�æ�å���ù�Ö���•�½�ã�â���f�2�o�H�����,�é�P�o�;  �.� �X�]�9���

�:���.�o�I�^�æ�Ô���ã�”�:���.�o�I�^�æ�å�Þ�Ú  MAC ���<�_�,�G(��é A���Ç���@�o�I�^�æ�å���ù�Ô�•

�Ô�ô�á�é  VLAN �”�ù�Ú�ê�0�o�Ò�Ú  VLAN �é  MAC ���<�_�,�G(��é�,�9�o�2�,�
-+$��Ô���æ�ê�” show 
mac-address-table learning [vlan vlan-id] �&�Q�f�<�
�I
��Ò�ù�Ô�•

�� �4�é���â�ê�” VLAN 2003 �â  MAC ���<�_�,�G(��
�:���.�o�I�^�æ�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config)# no mac address-table learning vlan 2003

�Ô�ô�á�é  VLAN �”�ù�Ú�ê�0�o�Ò�Ú  VLAN �é  MAC ���<�_�,�G(��é�,�9�o�2�,�
-+$��Ô���æ�ê�” show 
mac-address-table learning [vlan vlan-id] �&�Q�f�<�
�I
��Ò�ù�Ô�•

4P1j�&�Q�f�< �&�Q�f�< .‘�ÿ

show mac address-table learning �Ô�ô�á�é  VLAN �ù�Ú�ê�0�o�Ò�Ú  VLAN �é  MAC ���<�_�,
�G(��é�,�9�o�2�,�
-+$��Ò�ù�Ô�•
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mac address-table move update
mac address-table move update
MAC ���<�_�,  �9�o�I�^$–-��•�Â�Ï(»�
���@�o�I�^�æ�Ô���æ�ê�” mac address-table move update �#
�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•�:�H���^�;.3�o�æ�¯�Ô�æ�ê�”�Î�é�&�Q�f�<
�é  no �»�|�

ö!ª�Ò�ù�Ô�•

mac address-table move update { receive | transmit }

no mac address-table move update { receive | transmit }

�t�¥�é.‘�ÿ

�&�Q�f�<  �U�o�< �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f

�:�H���^�; �:�H���^�;�â�ê�” MAC ���<�_�,�9�o�I�^$–-��•�Â�Ï(»�ê�:���.�o�I�^�â�Ô�•

�&�Q�f�<���g


ö!ª
��é�����<�\���f MAC ���<�_�,�9�o�I�^$–-��•�Â�Ï(»�æ�����”�J�\���Q�]9Ô�H���b�o�:���f�#9Õ�]�f�"�Ç�3���f�Ò�”�,
�2�f�C��  �]�f�"�Ç�;�\�H���6�"�é�H���b�o�:���f�#�
4?�Ž�Ò�Ú�•�'�”�,���6�4�ê7�1f
ú�Ç�0�&�f�C�o
�+���f�,�
�­���â�È�ù�Ô�•

�J�\���Q�]  �]�f�"�Ç�3���f�Ò�”�,�2�f�C��  �]�f�"�Ç/à
G�Ò�Ú�•�'�”���"�.�,  �,���6�4�Ç  MAC ���<�_
�,�9�o�I�^$–-��•�Â�T�6�.�o�+�
1M�>�Ô�����Á�æ.3�o�â�È�ù�Ô�•���6�J�]�f�"  �,���6�4�Ç�” MAC ���<
�_�,�9�o�I�^$–-��•�Â�T�6�.�o�+�
���>�Å���î�£!��Ô�����Á�æ.3�o�â�È�ù�Ô�•

�� �4�é���â�ê�”���"�.�,  �,���6�4�Ç  MAC ���<�_�,  �9�o�I�^$–-��•�Â�T�6�.�o�+�
1M�>�Ô�����Á�æ.3�o
�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch# configure terminal  
Switch(conf)# mac address-table move update transmit
Switch(conf)# end

�4�é���â�ê�”���6�J�]�f�"  �,���6�4�Ç  MAC ���<�_�,  �9�o�I�^$–-��•�Â�T�6�.�o�+�
���ç�Å���î�£!�
�Ô�����Á�æ.3�o�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch# configure terminal  
Switch(conf)# mac address-table move update receive
Switch(conf)# end

.3�o�
#Õ.z�Ô���æ�ê�” show mac address-table move update  $�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

receive �,���6�4�Ç  MAC ���<�_�,�9�o�I�^$–-��•�Â�T�6�.�o�+�
�£!��Ô�����Á�0
�o�Ò�ù�Ô�•

transmit �J�\���Q�]  �]�f�"�Ç�3���f�Ò�”�,�2�f�C��  �]�f�"�Ç/à
G�Ò�Ú�•�'�”�,���6
�4�Ç  MAC ���<�_�,�9�o�I�^$–-��•�Â�T�6�.�o�+�
�@�6�;�b�o�"�é
•�é�,
���6�4�æ1M�>�Ô�����Á�0�o�Ò�ù�Ô�•

�]�]�o�, ���•�]�ˆ

12.2(25)SED �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•
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mac address-table move update
4P1j�&�Q�f�< �&�Q�f�< .‘�ÿ

clear mac address-table move 
update

MAC ���<�_�,�9�o�I�^$–-��•�Â�#�`�o�C�^  �����f�2�
�–
ð
�Ò�ù�Ô�•

debug matm move update MAC ���<�_�,�9�o�I�^$–-��•�Â�T�6�.�o�+�£!��
�:�C�6�#
�Ò�ù�Ô�•

show mac address-table move 
update

�,���6�4�æ  MAC ���<�_�,  �9�o�I�^$–-��•�Â�±�Ž�
-+$��Ò�ù�Ô�•
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mac address-table notification
mac address-table notification
�,���6�4�â  MAC ���<�_�,1b#n�Ï(»�
���@�o�I�^�æ�Ô���æ�ê�” mac address-table notification �#�`�o
�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•�:�H���^�;.3�o�æ�¯�Ô�æ�ê�”�Î�é�&�Q�f�<�é  no 
�»�|�

ö!ª�Ò�ù�Ô�•

mac address-table notification { change [history-size value | interval  value] | mac-move | 
threshold [[ limit  percentage] interval  time]}

no mac address-table notification { change [history-size value | interval  value] | 
mac-move | threshold [[ limit  percentage] interval  time]}

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�â�ê�” MAC ���<�_�,1b#n�” MAC $–
G�”�Å���î  MAC �Ò�È�¿�o�U�>�2�]�f�#�ê�:���.�o�I
�^�â�Ô�•

�:�H���^�;�é  MAC ���•�;�\�6�J4F4Ò�ê�” 1 $}�â�Ô�•

���g�9�o�I�^�é���f�;�]�™�ê  1 �â�Ô�•

�:�H���^�;�é  MAC 
ö!ª ¸�Ò�È�¿�o�ê�” 50% �â�Ô�•

�:�H���^�;�é  MAC �Ò�È�¿�o1b#n4F4Ò�ê�”120 $}�â�Ô�•

�&�Q�f�<  �U�o�< �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g

change �,���6�4�â�é  MAC 1b#n�
���@�o�I�^�ù�Ú�ê�:���.�o�I�^�æ�Ò�ù�Ô�•

history-size value 9Ô
›�ç9ÕMAC 1b#n���g�9�o�I�^�é���f�;�]�é�¨�"�™�
.3�o�Ò�ù�Ô�•�0�o�â
�È��%¸�Ð�ê  0 :*  500 ���f�;�]�â�Ô�•�:�H���^�;�o�ê  1 �â�Ô�•

interval value 9Ô
›�ç9Õ1b#n�;�\�6�J4F4Ò�
.3�o�Ò�ù�Ô�•�Î�é�(4F2‚�Ç1Š�É���ã�”�,���6�4
�ê1b#n�;�\�6�J�
1M�>�Ò�ù�Ô�•�0�o�â�È��%¸�Ð�ê  0 :*  2147483647 $}�â�Ô�•
�:�H���^�;�o�ê  1 $}�â�Ô�•

mac-move MAC $–
G1b#n�
���@�o�I�^�æ�Ò�ù�Ô�•

threshold MAC �Ò�È�¿�o1b#n�
���@�o�I�^�æ�Ò�ù�Ô�•

limit  percentage 9Ô
›�ç9ÕMAC 
ö!ª ¸�é�Ò�È�¿�o�
�D�o�.�f�9�o�+�â�I
��Ò�ù�Ô�•�0�o�â�È
��%¸�Ð�ê  1 :*  100 % �â�Ô�•�:�H���^�;�o�ê  50% �â�Ô�•

interval  time 9Ô
›�ç9ÕMAC �Ò�È�¿�o1b#n�é4F4Ò�
�I
��Ò�ù�Ô�•�0�o�â�È��%¸�Ð�ê  120 :*  
1000000 $}�â�Ô�•�:�H���^�;�o�ê  120 $}�â�Ô�•

�]�]�o�, ���•�]�ˆ

12.1(19)EA1 �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•

12.2(40)SE change � �o�b�o�<�” mac-move � �o�b�o�<�”�Å���î  threshold [[ limit  
percentage] interval  time] � �o�b�o�<�Ç1J
��Ð���ù�Ò�Ú�•
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ö!ª
��é�����<�\���f MAC ���<�_�,1b#n���•�Ï(»�ê�”�Â�Ò�¿  MAC ���<�_�,�Ç0©1M�9�o�I�^�æ1J
��Ð���Ú���”���¿���<�_�,
�Ç�Ø�Î�Æ���å4°�Ð���Ú���Ô���Ú�î�æ�” SNMP9Ô%ò���@�6�;�b�o�"%¤!��J�`�;�&�^9Õ�;�\�6�J�
  Network 
Management System9ÔNMS; �@�6�;�b�o�"%¤!��*�,�9�S9Õ�æ1M�>�Ò�ù�Ô�• MAC ���•1b#n�ê�”�3���=
�R�6�"�å�.� �X��  MAC ���<�_�,�æ�ß�¿�á�é�ú!¢�‘�Ð���”)D�Æ���<�_�,�”�Q�^�4� �V�,�;  ���<�_�,�”
�Å���î�Ø�é
•�é�,�2�9���6�"  ���<�_�,�æ�ê!¢�‘�Ð���ù�Ö���•

history-size ���J�*�Z�f�
.3�o�Ò�á�¿���•�'�”�â�=�é  MAC ���<�_�,���g�9�o�I�^�Ç�å4°�Ð���”�Â�Ò�¿
�9�o�I�^�Ç
Þ�‘�Ð���ù�Ô�•

mac address-table notification change �&�Q�f�<�

ö!ª�Ô���ã�” MAC ���<�_�,1b#n���•�Ï(»�Ç���@�o
�I�^�æ�å���ù�Ô�•�ù�Ú�” snmp trap mac-notification change ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z
�f  �&�Q�f�<�â���f�2�o�H�����,�é  MAC ���<�_�,1b#n�;�\�6�J�
���@�o�I�^�æ�Ò�” snmp-server 
enable traps mac-notification change �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�â�,���6�4�Ç  
MAC ���<�_�,  �;�\�6�J�
  NMS �æ1M�>�Ô�����Á.3�o�Ô����-Ð�Ç�½���ù�Ô�•

mac address-table notification mac-move �&�Q�f�<�Å���î  snmp-server enable traps 
mac-notification move �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�
�I
��Ô���Î�ã�æ�����” MAC ��
�<�_�,�Ç�+	û  VLAN �]�é�P�o�;4F�
$–
G�Ô���ã���Õ�;�\�6�J�Ç���@�o�I�^�æ�å�����Á�æ�Ô���Î�ã�ý�â
�È�ù�Ô�•

MAC ���<�_�,  �9�o�I�^�Ò�È�¿�o�Ù4¢�æ1•�Ô���Æ�Ø�é�o�
/å�Ã���Ú�î�æ�;�\�6�J�Ç!¢�‘�Ð�������Á�æ�Ô
���æ�ê�” mac address-table notification threshold [limit  percentage] | [interval  time] �&�Q�f�<�Å���î  
snmp-server enable traps mac-notification threshold �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<
�
�I
��Ò�ù�Ô�•

�� �4�é���â�ê�” MAC ���<�_�,  �9�o�I�^���•1b#n�Ï(»�
���@�o�I�^�æ�Ò�”4F4Ò�
  60 $}�”���g�9�o�I�^�é
�(���-�
  100 ���f�;�]�æ.3�o�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config)# mac address-table notification change 
Switch(config)# mac address-table notification change interval 60 
Switch(config)# mac address-table notification change history-size 100

.3�o�
#Õ.z�Ô���æ�ê�” show mac address-table notification   $�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

4P1j�&�Q�f�< �&�Q�f�< .‘�ÿ

clear mac address-table notification MAC ���<�_�,1b#n�#�`�o�C�^  �����f�2�
�–
ð�Ò�ù�Ô�•

show mac address-table notification �Ô�ô�á�é���f�2�o�H�����,�ù�Ú�ê�0�o�Ð���Ú���f�2�o�H��
���,�æ�»�Ô��  MAC ���<�_�,1b#n.3�o�
-+$��Ò�ù�Ô�•

snmp-server enable traps mac-notification � �o�b�o�<�Ç1J
��Ð���Ú�•�'�æ  SNMP 
MAC 1b#n�;�\�6�J�
1M�>�Ò�ù�Ô�•

snmp trap mac-notification change  $�o�é���f�2�o�H�����,�é  SNMP MAC 1b#n���•�;�\�6�J
�
���@�o�I�^�æ�Ò�ù�Ô�•
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mac address-table static
MAC ���<�_�,  �9�o�I�^�æ�,�2�9���6�"  ���<�_�,�
1J
��Ô���æ�ê�” mac address-table static �#�`�o�C
�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•�,�2�9���6�"  ���f�;�]�
�9�o�I�^�Æ���å4°�Ô���æ
�ê�”�Î�é�&�Q�f�<�é no �»�|�

ö!ª�Ò�ù�Ô�•

mac address-table static mac-addr vlan vlan-id interface interface-id

no mac address-table static mac-addr vlan vlan-id [interface interface-id]

�t�¥�é.‘�ÿ

�:�H���^�; �,�2�9���6�"  ���<�_�,�ê.3�o�Ð���á�¿�ù�Ö���•

�&�Q�f�<  �U�o�< �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g

�� �4�é���â�ê�” MAC ���<�_�,  �9�o�I�^�æ�,�2�9���6�"  ���<�_�,  c2f3.220a.12f4 �
1J
��Ô���Ç�:�
$��Ò
�ù�Ô�• VLAN 4 �â�Î�é  MAC ���<�_�,�
�p�5�ã�Ò�á�D�$�6�;�
���>�Ô���ã�”�D�$�6�;�ê�0�o�Ð���Ú���f
�2�o�H�����,�æ0©1M�Ð���ù�Ô�•

Switch(config)# mac address-table static c2f3.220a.12f4 vlan 4 interface gigabitethernet 
0/1 

.3�o�
#Õ.z�Ô���æ�ê�” show mac address-table  $�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

4P1j�&�Q�f�<

mac-addr ���<�_�,  �9�o�I�^�æ1J
��Ô���p�5  MAC ���<�_�,9Ô�Y�>� �V�,�;�ù�Ú
�ê�Q�^�4� �V�,�;9Õ �•�Î�é�p�5���<�_�,�
�,�ß�D�$�6�;�Ç�0�o�Ò�Ú  
VLAN �æ#��>�Ô���ã�”�0�o�Ò�Ú���f�2�o�H�����,�æ0©1M�Ð���ù�Ô�•

vlan vlan-id �0�o�Ò�Ú  MAC ���<�_�,�
�,�ß�D�$�6�;�
���>�Ô��  VLAN �
�0�o�Ò�ù
�Ô�•�0�o�â�È��%¸�Ð�ê  1 :*  4094 �â�Ô�•

interface interface-id ���>�Ð���Ú�D�$�6�;�
0©1M�Ô�����f�2�o�H�����,�•�­
2�å���f�2�o�H��
���,�ê�” �!��P�o�;�Å���î�P�o�;  �4�V�@�^�â�Ô�•

�]�]�o�, ���•�]�ˆ
12.1(19)EA1 �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•

�&�Q�f�< .‘�ÿ

show mac address-table static �,�2�9���6�"  MAC ���<�_�,  �9�o�I�^  ���f�;�]�é�ú�
-+$��Ò�ù
�Ô�•
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%Y 2 %(      Catalyst 3560 �,���6�4  Cisco IOS �&�Q�f�<
mac address-table static drop
mac address-table static drop
�Y�>� �V�,�;  MAC ���<�_�,  �H���^�2�]�f�#�
���@�o�I�^�æ�Ò�á�”  $�o�é1M�>�0�ù�Ú�ê�p�5  MAC ���<
�_�,�é�;�\�H���6�"�
�<�`�6�J�Ô�����Á�æ�,���6�4�
.3�o�Ô���æ�ê�” mac address-table static drop �#
�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•�:�H���^�;.3�o�æ�¯�Ô�æ�ê�”�Î�é�&�Q�f�<
�é  no �»�|�

ö!ª�Ò�ù�Ô�•

mac address-table static mac-addr vlan vlan-id drop

no mac address-table static mac-addr vlan vlan-id 

�t�¥�é.‘�ÿ

�:�H���^�; �Y�>� �V�,�;  MAC ���<�_�,  �H���^�2�]�f�#�ê�:���.�o�I�^�â�Ô�•�,���6�4�ê�” $�o�é1M�>�0�ù�Ú�ê
�p�5  MAC ���<�_�,�é�;�\�H���6�"�
�<�`�6�J�Ò�ù�Ö���•

�&�Q�f�<  �U�o�< �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g


ö!ª
��é�����<�\���f �Î�é�Ï(»�

ö!ª�Ô���•�'�”�4�é�H�ç
P5Ä�æ�å�Þ�á�Ê�Û�Ð�¿�•

• �Q�^�4� �V�,�;  MAC ���<�_�,�”�I�`�o�<� �V�,�;  MAC ���<�_�,�”�Å���î�^�o�2  MAC ���<�_�,
�ê�(�P�o�;�Ð���ù�Ö���• CPU �æ0©1M�Ð�����D�$�6�;�ý�(�P�o�;�Ð���ù�Ö���•

• �Y�>� �V�,�;  MAC ���<�_�,�
�,�2�9���6�"  ���<�_�,�ã�Ò�á1J
��Ò�” �Y�>� �V�,�;  MAC ���<�_�,  
�H���^�2�]�f�#�
.3�o�Ô���•�'�ê�”�¨�ß�æ�I
��Ð���Ú�&�Q�f�<�æ���Ó�á�”�,���6�4�ê  MAC ���<�_
�,�
�,�2�9���6�"  ���<�_�,�ã�Ò�á1J
��Ô���Æ�”�ù�Ú�ê�Ø�é  MAC ���<�_�,�
�,�ß�D�$�6�;�
�<�`�6
�J�Ò�ù�Ô�• 2 !ß"á�æ�I
��Ò�Ú�&�Q�f�<�ê�”�¨�Ë�é�&�Q�f�<�

�� �È�Ò�ù�Ô�•

�Ú�ã�Ã�ë�” mac address-table static mac-addr vlan vlan-id interface interface-id �#�`�o�C�^  �&�f
�H���!�X�_�o�*�Z�f  �&�Q�f�<�é�½�ã�æ  mac address-table static mac-addr vlan vlan-id drop �&�Q
�f�<�
�I
��Ò�Ú�•�'�ê�”�,���6�4�ê1M�>�0�ù�Ú�ê�p�5�ã�Ò�á�0�o�Ð���Ú  MAC ���<�_�,�
�,�ß�D
�$�6�;�
�<�`�6�J�Ò�ù�Ô�•

mac address-table static mac-addr vlan vlan-id drop �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f
�<�é�½�ã�æ  mac address-table static mac-addr vlan vlan-id interface interface-id �&�Q�f�<�
�I
�
�Ò�Ú�•�'�ê�”�,���6�4�Ç�Ø�é  MAC ���<�_�,�
�,�2�9���6�"  ���<�_�,�ã�Ò�á1J
��Ò�ù�Ô�•

mac-addr �Y�>� �V�,�;1M�>�0�ù�Ú�ê�p�5  MAC ���<�_�,�•�Î�é  MAC ���<�_�,�
�,�ß�D
�$�6�;�ê�<�`�6�J�Ð���ù�Ô�•

vlan vlan-id �0�o�Ò�Ú  MAC ���<�_�,�
�,�ß�D�$�6�;�
���>�Ô��  VLAN �
�0�o�Ò�ù�Ô�•�0�o
�â�È��  VLAN ID �ê�” 1 :*  4094 �â�Ô�•

�]�]�o�, ���•�]�ˆ

12.1(19)EA1 �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•
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%Y 2 %(      Catalyst 3560 �,���6�4  Cisco IOS �&�Q�f�<
mac address-table static drop
�� �4�é���â�ê�”�Y�>� �V�,�;  MAC ���<�_�,  �H���^�2�]�f�#�
���@�o�I�^�æ�Ò�” c2f3.220a.12f4 �é1M�>
�0�ù�Ú�ê�p�5���<�_�,�
�,�ß�D�$�6�;�
�<�`�6�J�Ô�����Á�æ�,���6�4�
.3�o�Ô���Ç�:�
$��Ò�ù�Ô�•1M�>
�0�ù�Ú�ê�p�5�ã�Ò�á�Î�é  MAC ���<�_�,�
�,�ß�D�$�6�;�Ç  VLAN4 
��â���>�Ð���Ú�•�'�”�D�$�6�;�Ç�<
�`�6�J�Ð���ù�Ô�•

Switch(config)# mac address-table static c2f3.220a.12f4 vlan 4 drop

�4�é���â�ê�”�Y�>� �V�,�;  MAC ���<�_�,  �H���^�2�]�f�#�
�:���.�o�I�^�æ�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config)# no mac address-table static c2f3.220a.12f4 vlan 4 

.3�o�
#Õ.z�Ô���æ�ê�” show mac address-table static  $�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

4P1j�&�Q�f�< �&�Q�f�< .‘�ÿ

show mac address-table static �,�2�9���6�"  MAC ���<�_�,  �9�o�I�^  ���f�;�]�é�ú�
-+$��Ò�ù�Ô�•
2-323
Catalyst 3560 �,���6�4  �&�Q�f�<  �]�H���_�f�,

OL-8554-08-J



 

%Y 2 %(      Catalyst 3560 �,���6�4  Cisco IOS �&�Q�f�<
match 9Ô���"�.�,�Q�6�J  �&�f�H���!�X�_�o�*�Z�f9Õ
match 9Ô���"�.�,�Q�6�J  �&�f�H���!�X�_�o�*�Z�f9Õ
VLAN �Q�6�J�
.3�o�Ò�á�”�D�$�6�;�
  1 �ß�ù�Ú�ê-„�™�é���"�.�,  �]�,�;�ã�–�'�Ô���æ�ê�” match ���"
�.�,�Q�6�J  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•	û)L�D�\�T�o�2�
�å4°�Ô���æ�ê�”�Î�é�&
�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

match { ip address { name | number} [ name | number] [name | number]...} | { mac address 
{ name} [ name] [name]...} 

no match { ip address { name | number} [ name | number] [name | number]...} | { mac address 
{ name} [ name] [name]...}

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�é���"�*�Z�f�â�ê�”	û)L�D�\�T�o�2�ê  VLAN �Q�6�J�æ1¡!ª�Ð���ù�Ö���•

�&�Q�f�<  �U�o�< ���"�.�,�Q�6�J  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g


ö!ª
��é�����<�\���f vlan access-map �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�á�”���"�.�,�Q�6�J  �&�f�H��
�!�X�_�o�*�Z�f  �U�o�<�
4?�Ž�Ò�ù�Ô�•

1 �ß�é���"�.�,  �]�,�;�é�,�è�ù�Ú�ê!ß� �
�I
��Ô����-Ð�Ç�½���ù�Ô�•�Ø�é
•�ê
›�ç�â�Ô�•�D�$�6�;�ê�”
1 �ß�ù�Ú�ê-„�™�é���"�.�,  �]�,�;�æ�»�Ò�á�Q�6�4�f�#�â�È�ù�Ô�•�¿�Õ���Æ�é�]�,�;�æ	û)L�Ô���ã�”���f
�;�]�é	û)L�ã�Ò�á�����f�;�Ð���ù�Ô�•

���"�.�,�Q�6�J  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�â�ê�” match �&�Q�f�<�

ö!ª�Ò�á�” VLAN �æ1¡!ª�Ð��
��  VLAN �Q�6�J�é	û)L�æ
™�
�o'õ�â�È�ù�Ô�• action �&�Q�f�<�

ö!ª�Ô���ã�”�D�$�6�;�Ç�æ
™�æ	û)L�Ò
�Ú�ã�È�æ�s-��Ô�����"�*�Z�f�
.3�o�â�È�ù�Ô�•

�D�$�6�;�ê�”�+�Ó�J�`�;�&�^  �2���J�é���"�.�,  �]�,�;�æ�»�Ò�á�é�ú�Q�6�4�f�#�Ð���ù�Ô�• IP �D�$�6�;
�ê�” IP ���"�.�,  �]�,�;�æ�»�Ò�á�Q�6�4�f�#�Ð���”�Ø�é
•�é�D�$�6�;�ê�Ô�ô�á  MAC ���"�.�,  �]�,�;�æ
�»�Ò�á�Q�6�4�f�#�Ð���ù�Ô�•

�+�Ó�Q�6�J  ���f�;�]�æ�” IP ���<�_�,�ã  MAC ���<�_�,�é
��Ç�
�0�o�â�È�ù�Ô�•

ip address �D�$�6�;�
  IP ���<�_�,  ���"�.�,  �]�,�;�ã�Q�6�4�f�#�Ô�����Á�æ���"�.�,  �Q�6�J�

.3�o�Ò�ù�Ô�•

mac address �D�$�6�;�
  MAC ���<�_�,  ���"�.�,  �]�,�;�ã�Q�6�4�f�#�Ô�����Á�æ���"�.�,  �Q�6�J
�
.3�o�Ò�ù�Ô�•

name �D�$�6�;�
�Q�6�4�f�#�Ô�����"�.�,  �]�,�;�é�,�è�â�Ô�•

number �D�$�6�;�
�Q�6�4�f�#�Ô�����"�.�,  �]�,�;�é!ß� �â�Ô�•�Î�é���J�*�Z�f�ê�” MAC 
���"�.�,  �]�,�;�æ�»�Ò�á�ê�u
2�â�Ô�•

�]�]�o�, ���•�]�ˆ

12.1(19)EA1 �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•
2-324
Catalyst 3560 �,���6�4  �&�Q�f�<  �]�H���_�f�,

OL-8554-08-J



 

%Y 2 %(      Catalyst 3560 �,���6�4  Cisco IOS �&�Q�f�<
match 9Ô���"�.�,�Q�6�J  �&�f�H���!�X�_�o�*�Z�f9Õ
�� �4�é���â�ê�” VLAN ���"�.�,  �Q�6�J  vmap4 �
�o'õ�Ò  VLAN 5 �ã  VLAN 6 �æ1¡!ª�Ô���Ç�:�
$��Ò�ù�Ô�•
�Î�é���"�.�,  �Q�6�J�â�ê�”�D�$�6�;�Ç���"�.�,  �]�,�;  al2 �æ�o'õ�Ð���Ú�æ
™�æ	û)L�Ô���ã�”���f�2�o
�H�����,�ê�Ø�é�D�$�6�;�
�<�`�6�J�Ò�ù�Ô�•

Switch(config)# vlan access-map vmap4
Switch(config-access-map)# match ip address al2
Switch(config-access-map)# action drop
Switch(config-access-map)# exit
Switch(config)# vlan filter vmap4 vlan-list 5-6

.3�o�
#Õ.z�Ô���æ�ê�” show vlan access-map  $�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

4P1j�&�Q�f�< �&�Q�f�< .‘�ÿ

access-list !ß� 
ƒ�È�¡�0  ACL �
.3�o�Ò�ù�Ô�•

action �D�$�6�;�Ç  ACL �é���f�;�]�æ	û)L�Ò�Ú�•�'�æ�”�s-��Ð�������"�*�Z�f
�
�0�o�Ò�ù�Ô�•

ip access-list �,�è
ƒ�È���"�.�,  �]�,�;�

Þ�‘�Ò�ù�Ô�•

mac access-list extended �,�è
ƒ�È  MAC ���<�_�,  ���"�.�,  �]�,�;�

Þ�‘�Ò�ù�Ô�•

show vlan access-map �,���6�4�â
Þ�‘�Ð���Ú  VLAN ���"�.�,  �Q�6�J�
-+$��Ò�ù�Ô�•

vlan access-map VLAN ���"�.�,  �Q�6�J�

Þ�‘�Ò�ù�Ô�•
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%Y 2 %(      Catalyst 3560 �,���6�4  Cisco IOS �&�Q�f�<
match 9Ô�"�\�,�Q�6�J  �&�f�H���!�X�_�o�*�Z�f9Õ
match 9Ô�"�\�,�Q�6�J  �&�f�H���!�X�_�o�*�Z�f9Õ
�;�\�H���6�"�
�½6��Ô���Ú�ü�é	û)L�æ
™�
�o'õ�Ô���æ�ê�” match �"�\�,�Q�6�J  �&�f�H���!�X�_�o�*�Z
�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•	û)L�n�0�
�å4°�Ô���æ�ê�”�Î�é�&�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

match { access-group acl-index-or-name | input-interface interface-id-list | ip dscp 
dscp-list | ip precedence ip-precedence-list}

no match {access-group acl-index-or-name | input-interface interface-id-list | ip dscp 
dscp-list | ip precedence ip-precedence-list}

�t�¥�é.‘�ÿ

�:�H���^�; 	û)L�n�0�ê�o'õ�Ð���ù�Ö���•

�&�Q�f�<  �U�o�< �"�\�,�Q�6�J  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g


ö!ª
��é�����<�\���f �D�$�6�;�
�½6��Ô���Ú�ü�æ#��>�D�$�6�;�é�ä�é�H���o�^�<�
.ž�ô���é�Æ�
�0�o�Ô���•�'�ê�” match �&
�Q�f�<�

ö!ª�Ò�ù�Ô�• IP ���"�.�,  �#�^�o�J�ù�Ú�ê  MAC ���"�.�,  �#�^�o�J�é  Ether Type/Len �é�Q�6�4
�f�#�é�ú�Ç�(�P�o�;�Ð���á�¿�ù�Ô�•

 �!��P�o�;
±
Ï�â�D�$�6�;�½6��
�o'õ�Ô���Ú�ü�”�"�\�,  �Q�6�J�Ï�ã�æ  1 �ß�Õ�ß�é�ú  match �&�Q�f�<�Ç
�(�P�o�;�Ð���á�¿�ù�Ô�•�Î�é A�+�â�ê�” match-all � �o�b�o�<�ã  match-any � �o�b�o�<�ê�+�Ó�â�Ô�•

access-group 
acl-index-or-name

IP �¡�0�ù�Ú�ê���›���"�.�,  �&�f�;�`�o�^  �]�,�;9Ô ACL9Õ�ù�Ú�ê MAC 
ACL �é!ß� �ù�Ú�ê�,�è�â�Ô�• IP �¡�0  ACL �é�•�'�”�0�o�â�È��%¸�Ð�ê  1 :*  
99 �ù�Ú�ê  1300 :*  1999 �â�Ô�• IP ���›  ACL �é�•�'�”�0�o�â�È��%¸�Ð�ê  100 
:*  199 �ù�Ú�ê  2000 :*  2699 �â�Ô�•

input-interface 
interface-id-list

4Ï���P�]�*�o  �Q�6�J�â���f�2�o�H�����,  �_�L�^�é�"�\�,  �Q�6�J�
1¡!ª�Ô��
 �!��P�o�;�
�0�o�Ò�ù�Ô�•�Î�é�&�Q�f�<�ê�”�6�_�L�^�é�P�]�*�o  �Q�6�J�â
�é�ú
ö!ª�â�È�”�6�_�L�^�é�P�]�*�o  �Q�6�J�]�â�é�Ñ	û�é	û)L�æ
™�â�½����
-Ð�Ç�½���ù�Ô�•�P�o�;9Ô 1 ���f�;�]�ã�Ò�á�����f�;9Õ �”�,�M�o�,�â
™�¾�Þ�Ú
�P�o�;9Ô�&�P�o�;�
  1 ���f�;�]�ã�Ò�á�����f�;9Õ �”�ù�Ú�ê�B���H�f�â
™�¾�Þ
�Ú�P�o�;%¸�Ð9Ô2 ���f�;�]�ã�Ò�á�����f�;9Õ�
�0�o�Ô���Î�ã�æ���Þ�á�”�¨�"  
6 �ß�é���f�;�]�
�0�o�â�È�ù�Ô�•

ip dscp dscp-list #��>�D�$�6�;�ã�é�Q�6�4�f�#�
-��Á�Ú�ü�é�”�¨�"  8 �ß�ù�â�é  IP DiffServ 
�&�o�<  �P���f�;9Ô DSCP9Õ�o�é�]�,�;�â�Ô�•�&�o�ê�,�M�o�,�â
™�¾���ù�Ô�•
�0�o�â�È��%¸�Ð�ê  0 :*  63 �â�Ô�•�ù�Ú�”	û)x"›�å�o�æ�>�o�U�>�6�"�,�
�I
�
�â�È�ù�Ô�•

ip precedence 
ip-precedence-list

#��>�D�$�6�;�ã�é�Q�6�4�f�#�
-��Á�Ú�ü�é�”�¨�"  8 �ß�é  IP precedence �o�é
�]�,�;�â�Ô�•�&�o�ê�,�M�o�,�â
™�¾���ù�Ô�•�0�o�â�È��%¸�Ð�ê  0 :*  7 �â�Ô�•
�ù�Ú�”	û)x"›�å�o�æ�>�o�U�>�6�"�,�
�I
��â�È�ù�Ô�•

�]�]�o�, ���•�]�ˆ

12.1(19)EA1 �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•

12.2(25)SE input-interface interface-id-list � �o�b�o�<�Ç1J
��Ð���ù�Ò�Ú�•
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%Y 2 %(      Catalyst 3560 �,���6�4  Cisco IOS �&�Q�f�<
match 9Ô�"�\�,�Q�6�J  �&�f�H���!�X�_�o�*�Z�f9Õ
match ip dscp dscp-list �&�Q�f�<�ù�Ú�ê  match ip precedence ip-precedence-list �&�Q�f�<�é�•�'�ê�” ��
�Ê
ö!ª�Ð�����o�é�>�o�U�>�6�"�,�
�I
��â�È�ù�Ô�•�Ú�ã�Ã�ë�” match ip dscp af11 �&�Q�f�<�
�I
��â�È
�ù�Ô�•�Î�é�&�Q�f�<�ê�” match ip dscp 10 �&�Q�f�<�
�I
��Ò�Ú�•�'�ã�+�Ó&¿���æ�å���ù�Ô�•�ù�Ú�”
match ip precedence critical �&�Q�f�<�
�I
��â�È�ù�Ô�•�Î�é�&�Q�f�<�ê�” match ip precedence 5 �&�Q
�f�<�
�I
��Ò�Ú�•�'�ã�+�Ó&¿���æ�å���ù�Ô�•�(�P�o�;�Ð���á�¿���>�o�U�>�6�"�,�é�]�,�;�æ�ß�¿�á�ê�”
match ip dscp ? �ù�Ú�ê  match ip precedence ?

4Ï���P�]�*�o  �Q�6�J�]�æ���f�2�o�H�����,  �_�L�^�é�"�\�,  �Q�6�J�
.3�o�Ô���ã�È�æ�ê�”
input-interface interface-id-list � �o�b�o�<�

ö!ª�Ò�ù�Ô�• interface-id-list �æ�ê�”�¨�"  6 �ß�é���f�;�]
�
�0�o�â�È�ù�Ô�•

�� �4�é���â�ê�”�"�\�,  �Q�6�J  class2 �

Þ�‘�Ô���Ç�:�
$��Ò�ù�Ô�•�Î�é�Q�6�J�ê�” DSCP �o  10�” 11�”�Å��
�î  12 �
�,�ß�Ô�ô�á�é#��>�;�\�H���6�"�æ	û)L�Ò�ù�Ô�•

Switch(config)# class-map class2
Switch(config-cmap)# match ip dscp 10 11 12
Switch(config-cmap)# exit

�4�é���â�ê�”�"�\�,  �Q�6�J  class3 �

Þ�‘�Ô���Ç�:�
$��Ò�ù�Ô�•�Î�é�Q�6�J�ê�” IP precedence �o  5�” 6�”
�Å���î  7 �
�,�ß�Ô�ô�á�é#��>�;�\�H���6�"�æ	û)L�Ò�ù�Ô�•

Switch(config)# class-map class3
Switch(config-cmap)# match ip precedence 5 6 7 
Switch(config-cmap)# exit

�4�é���â�ê�” IP precedence 	û)L�n�0�
�å4°�Ò�” acl1 �

ö!ª�Ò�á�;�\�H���6�"�
�½6��Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config)# class-map class2
Switch(config-cmap)# match ip precedence 5 6 7 
Switch(config-cmap)# no match ip precedence
Switch(config-cmap)# match access-group acl1
Switch(config-cmap)# exit

�4�é���â�ê�”4Ï���P�]�*�o  �Q�6�J�â���f�2�o�H�����,  �_�L�^�é�"�\�,  �Q�6�J�Ç1¡!ª�Ô�� �!��P�o�;�é
�]�,�;�é�0�o�Ç�:�
$��Ò�á�¿�ù�Ô�•

Switch(config)# class-map match-all class4
Switch(config-cmap)# match input-interface gigabitethernet0/1 gigabitethernet0/2
Switch(config-cmap)# exit

�4�é���â�ê�”4Ï���P�]�*�o  �Q�6�J�â���f�2�o�H�����,  �_�L�^�é�"�\�,  �Q�6�J�Ç1¡!ª�Ô�� �!��P�o�;�é
%¸�Ð�é�0�o�Ç�:�
$��Ò�á�¿�ù�Ô�•

Switch(config)# class-map match-all class4
Switch(config-cmap)# match input-interface gigabitethernet0/1 - gigabitethernet0/5
Switch(config-cmap)# exit

.3�o�
#Õ.z�Ô���æ�ê�” show class-map  $�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

4P1j�&�Q�f�< �&�Q�f�< .‘�ÿ

class-map �,�è�
�0�o�Ò�Ú�"�\�,�ã�D�$�6�;�ã�é�§0»�æ
ö!ª�Ð�����"�\�,  �Q�6�J�

Þ
�‘�Ò�ù�Ô�•

show class-map QoS9ÔQuality of Service9Õ�"�\�,  �Q�6�J�
-+$��Ò�ù�Ô�•
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mdix auto
mdix auto
���f�2�o�H�����,
��â  Auto-MDIX �Ï(»�
���@�o�I�^�æ�Ô���æ�ê�” mdix auto ���f�2�o�H�����,  �&�f
�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�• Auto MDIX �Ç���@�o�I�^�å�•�'�”���f�2�o�H�����,�ê)D

G"›�æ��-Ð�å�$�o�I�^�’&ï�2���J9Ô�,�;�_�o�;�ù�Ú�ê�"�`�,9Õ�
���´�Ò�”�’&ï�
1¡�¾�æ.3�o�Ò�ù�Ô�•
Auto MDIX �
�:���.�o�I�^�æ�Ô���æ�ê�”�Î�é�&�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

mdix auto

no mdix auto

�t�¥�é.‘�ÿ �Î�é�&�Q�f�<�æ�ê�”�•�™�ù�Ú�ê� �o�b�o�<�ê�½���ù�Ö���•

�:�H���^�; Auto MDIX �ê�”���@�o�I�^�â�Ô�•

�&�Q�f�<  �U�o�< ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g


ö!ª
��é�����<�\���f ���f�2�o�H�����,�é  Auto MDIX �
���@�o�I�^�æ�Ô���•�'�ê�”�Ï(»�Ç�\�ñ�æ
G
Þ�Ô�����Á�æ�”���f�2�o
�H�����,1f�2�ã�:�X�J�_�6�"�,�ý  auto �æ.3�o�Ô����-Ð�Ç�½���ù�Ô�•

Auto MDIX �Ç9Ô1f�2�ã�:�X�J�_�6�"�,�é)D
G�@�'�*���o�*�Z�f�ã�ã�ý�æ9Õ�’&ï�Ô�����f�2�o�H�����,
�é	û�Ç�ù�Ú�ê
��Ç�â���@�o�I�^�é�•�'�ê�”�$�o�I�^  �2���J9Ô�,�;�_�o�;�ù�Ú�ê�"�`�,9Õ�Ç
��\�â�ý�]
�f�"�Ç���6�J�Ò�ù�Ô�•

Auto-MDIX �ê�”�Ô�ô�á�é  10/100 �Å���î  10/100/1000 Mbps ���f�2�o�H�����,
��Å���î  
10/100/1000BASE-T/TX Small Form-factor Pluggable9ÔSFP9Õ�U�+�X�o�^  ���f�2�o�H�����,
��â�(
�P�o�;�Ð���ù�Ô�• 1000BASE-SX �ù�Ú�ê  1000BASE-LX SFP �U�+�X�o�^  ���f�2�o�H�����,�â�ê�(�P�o
�;�Ð���ù�Ö���•

�� �4�é���â�ê�”�P�o�;�é  Auto MDIX �
���@�o�I�^�æ�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch# configure terminal
Switch(config)# interface gigabitethernet0/1 
Switch(config-if)# speed auto
Switch(config-if)# duplex auto
Switch(config-if)# mdix auto
Switch(config-if)# end

���f�2�o�H�����,
��é  auto-MDIX �é
G
Þ��(» A���
#Õ.z�Ô���æ�ê�” show controllers 
ethernet-controller interface-id phy  $�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

�]�]�o�, ���•�]�ˆ

12.1(19)EA1 �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•

12.2(20)SE �:�H���^�;.3�o�Ç �:���.�o�I�^ �Æ�� ���@�o�I�^ �æ���•�Ð���ù�Ò�Ú�•
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media-type 9Ô���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f9Õ
media-type 9Ô���f�2�o�H�����,  �&�f�H���!�X�_�o
�*�Z�f9Õ

�:�X���^�D�o�D�,  ���6�J�]�f�"  �P�o�;�é���f�2�o�H�����,  �2���J�
�»
G�â1¬�ï�Ò�Ú���”�¨�Ë�æ�]�f�"
�Ç#Õ%��Ð���Ú�2���J�
�,���6�4�â
G"›�æ1¬�ï�Ô�����Á�æ.3�o�Ò�Ú���Ô���æ�ê�” media-type ���f�2�o
�H�����,  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•�:�H���^�;.3�o�æ�¯�Ô�æ�ê�”�Î�é�&�Q�f�<
�é  no �»�|�

ö!ª�Ò�ù�Ô�•

media-type {auto-select | rj45  | sfp}

no media-type

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�ê  auto-select �æ����
G"›1¬�ï�â�Ô�•

�&�Q�f�<  �U�o�< ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g


ö!ª
��é�����<�\���f �:�X���^�D�o�D�,  ���6�J�]�f�"�
�l43�]�f�"�ã�Ò�á
ö!ª�Ô���Î�ã�ê�â�È�ù�Ö���•

�:�X���^�D�o�D�,  ���6�J�]�f�"�é1f�2�ã�:�X�J�_�6�"�,�
.3�o�Ô���æ�ê�”���f�2�o�H�����,  �2���J�

1¬�ï�Ô����-Ð�Ç�½���ù�Ô�•�2���J�
���•�Ô���ã�”1f�2�ã�:�X�J�_�6�"�,�é.3�o�ê�å4°�Ð���ù�Ô�•�,���6
�4�ê�¿�Õ���é�2���J�ý�”1f�2�ã�:�X�J�_�6�"�,�é
��Ç�é)D
G�@�'�*���o�*�Z�f�æ�n�à�¿�á.3�o�Ò�ù�Ô

9Ô�:�H���^�;9Õ �•

auto-select �
1¬�ï�Ò�Ú�•�'�”�,���6�4�ê�¨�Ë�æ�]�f�"�Ç#Õ%��Ð���Ú�2���J�

G"›�æ1¬�ï�Ò�ù�Ô�•�]�f
�"�é#Õ%��Ç�b
L�Ô���ã�”�,���6�4�ê���"�9���I  �]�f�"�Ç&³
L�Ô���ù�â�é4F�”�ý�Á	û�Ç�é�2���J�
�:��
�.�o�I�^�æ�Ò�ù�Ô�•���"�9���I  �]�f�"�Ç&³
L�Ô���ã�”�,���6�4�ê�¿�Õ���Æ�é�]�f�"�Ç#Õ%��Ð�����ù�â
�é4F�”
��Ç�é�2���J�
���@�o�I�^�æ�Ò�ù�Ô�• auto-select �U�o�<�â�ê�”�,���6�4�ê
��Ç�é�2���J�é�”1f�2
�ã�:�X�J�_�6�"�,�é
��Ç�
)D
G�@�'�*���o�*�Z�f9Ô�:�H���^�;9Õ�æ.3�o�Ò�ù�Ô�•

rj45  �
1¬�ï�Ò�Ú�•�'�”�,���6�4�ê  SFP �U�+�X�o�^  ���f�2�o�H�����,�
�:���.�o�I�^�æ�Ò�ù�Ô�•�Î�é
�P�o�;�æ�$�o�I�^�
�’&ï�Ò�Ú�•�'�” RJ-45 �¥�Ç�3���f�”�ù�Ú�ê�’&ï�Ð���á�¿�å�Ê�á�ý�”�]�f�"���6�J�Ô
���Î�ã�ê�â�È�ù�Ö���•�Î�é�U�o�<�â�ê�” dual-purpose �P�o�;�ê  10/100/1000BASE-TX ���f�2�o�H����
�,�é���Á�æ
G
Þ�Ò�ù�Ô�•�Î�é���f�2�o�H�����,  �2���J�æ�'�Þ�Ú1f�2�ã�:�X�J�_�6�"�,�Ç.3�o�â�È�ù�Ô�•

sfp �
1¬�ï�Ò�Ú�•�'�”�,���6�4�ê  RJ-45 ���f�2�o�H�����,�
�:���.�o�I�^�æ�Ò�ù�Ô�•�Î�é�P�o�;�æ�$�o
�I�^�
�’&ï�Ò�Ú�•�'�” SFP �U�+�X�o�^�¥�Ç�3���f�”�ù�Ú�ê  SFP �U�+�X�o�^�Ç�=�÷�Ò�å�Ê�á�ý�”�]�f�"
���6�J�Ô���Î�ã�ê�â�È�ù�Ö���•�Þ0¿�Ð���Ú  SFP �U�+�X�o�^  �2���J�æ���Ó�á�”�Î�é���f�2�o�H�����,  �2
���J�æ�'�Þ�Ú1f�2�ã�:�X�J�_�6�"�,�Ç.3�o�â�È�ù�Ô�•

auto-select �¨�Ë�æ�]�f�"�Ç#Õ%��Ð���Ú�2���J�
�,���6�4�â
G"›�æ1¬�ï�Ò�ù�Ô�•

rj45 RJ-45 ���f�2�o�H�����,�
1¬�ï�Ò�ù�Ô�•

sfp Small Form-Factor Pluggable9ÔSFP9Õ�U�+�X�o�^  ���f�2�o�H�����,�
1¬�ï�Ò�ù�Ô�•

�]�]�o�, ���•�]�ˆ

12.2(35)SE �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•
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media-type 9Ô���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f9Õ
�,���6�4�é5��.�é�I�(�”�ù�Ú�ê  shutdown �Å���î  no shutdown ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z
�f  �&�Q�f�<�â�:�X���^�D�o�D�,  ���6�J�]�f�"  �P�o�;�
���@�o�I�^�æ�Ò�Ú�•�'�ê�” SFP �U�+�X�o�^  ���f
�2�o�H�����,�
���5�Ò�ù�Ô�•�Ø�é
•�é�•�'�ê�”�¨�Ë�æ�]�f�"�Ç#Õ%��Ð���Ú�2���J�

G"›�æ1¬�ï�Ò�ù�Ô�•

auto-select �
.3�o�Ò�Ú�•�'�” speed �Å���î  duplex ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f
�<�ê.3�o�â�È�ù�Ö���•

�� �4�é���â�ê�” SFP ���f�2�o�H�����,�
1¬�ï�Ô�����Á.3�o�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config)# interface gigabitethernet0/1 
Switch(config-if)# media-type sfp

.3�o�
#Õ.z�Ô���æ�ê�” show interfaces interface-id capabilities �ù�Ú�ê  show interfaces interface-id 
transceiver properties  $�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

4P1j�&�Q�f�< �&�Q�f�< .‘�ÿ

show interfaces 
capabilities

�Ô�ô�á�é���f�2�o�H�����,�ù�Ú�ê $�o�é���f�2�o�H�����,�é�Ï(»�
-+$��Ò
�ù�Ô�•

show interfaces 
transceiver properties

���f�2�o�H�����,�é1f�2�ã�:�X�J�_�6�"�,�é.3�o�Å���î�T�:�����2���J�

-+$��Ò�ù�Ô�•
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mls qos
mls qos
�,���6�4�K
Õ�â  QoS9ÔQuality of Service9Õ�
���@�o�I�^�æ�Ô���æ�ê�” mls qos �#�`�o�C�^  �&�f�H��
�!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�• mls qos �&�Q�f�<�
�I
��Ô���ã�”�*�,�9�S�]�é�Ô�ô�á�é�P�o�;
�â�:�H���^�;  �D�\�T�o�2�Ç
ö!ª�Ð���á  QoS �Ç���@�o�I�^�æ�å���ù�Ô�• �,���6�4�K
Õ�é�Ô�ô�á�é  QoS 4P
1j�é&Ô.��
�]�.�6�;�Ò�” QoS �Ï(»�
�:���.�o�I�^�æ�Ô���æ�ê�”�Î�é�&�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

mls qos 

no mls qos

�t�¥�é.‘�ÿ �Î�é�&�Q�f�<�æ�ê�”�•�™�ù�Ú�ê� �o�b�o�<�ê�½���ù�Ö���•

�:�H���^�; QoS �ê�:���.�o�I�^�â�Ô�•�D�$�6�;�Ç���•�Ð���å�¿9Ô�D�$�6�;�]�é  CoS�” DSCP�”�Å���î  IP 
precedence �o�ê���•�Ð���å�¿9Õ�Ú�ü�”�>5ì�â�È���P�o�;�ù�Ú�ê�>5ì�â�È�å�¿�P�o�;�ã�¿�Þ�Ú�N�(�ê�=
�÷�Ò�ù�Ö���•�;�\�H���6�"�ê  Pass-Through �U�o�<�â�,���6�4�f�#�Ð���ù�Ô9Ô�D�$�6�;�ê� �È�µ�Ã����
���Î�ã�å�Ê�,���6�4�f�#�Ð���”�P�]�*�f�#�å�Ò�é�L�,�;  ���H���o�;�æ�½6��Ð���ù�Ô9Õ �•

mls qos �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�æ���Þ�á  QoS �Ç���@�o�I�^
{�Ð���”�Ø�é
•�é�Ô
�ô�á�é  QoS .3�o�o�Ç�:�H���^�;�o�æ.3�o�Ð���á�¿���•�'�”�;�\�H���6�"�ê�P�]�*�f�#�Ð���Õ�”�L�,�;
���H���o�;9Ô DSCP �o�ã  CoS �o�ê  0 �æ.3�o�Ð����9Õ�ã�Ò�á�½6��Ð���ù�Ô�•�P�]�*�o  �Q�6�J�ê.3�o�Ð��
�ù�Ö���•�Ô�ô�á�é�P�o�;
��é�:�H���^�;  �P�o�;�é�>5ì�H�ê�”�>5ì�H�å�Ò9Ô untrusted9Õ�é A���â�Ô�•�:
�H���^�;�é�I
�� �X�o�Å���î�´
�� �X�o�é.3�o�o�Ç�­
2�ã�å���ù�Ô�•

�&�Q�f�<  �U�o�< �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g


ö!ª
��é�����<�\���f QoS �½6��”�P�]�*�f�#�”�Q�o�"�3���f�ù�Ú�ê�<�`�6�J�”� �X�o���f�#�”�;�\�H���6�"  �*���o�G�f�#�Ï
(»�

ö!ª�Ô���æ�ê�” QoS �
�#�`�o�C�^�æ���@�o�I�^�æ�Ô����-Ð�Ç�½���ù�Ô�• mls qos �&�Q�f�<�
�I
��Ô
���è�æ�”�P�]�*�o�Q�6�J�

Þ�‘�Ò�Ø���
�P�o�;�æ1¡!ª�â�È�ù�Ô�•�Ú�Û�Ò�” mls qos �&�Q�f�<�
�I
��Ò�á
�¿�å�¿�•�'�” QoS �£!��ê�:���.�o�I�^�æ�å���ù�Ô�•

no mls qos �&�Q�f�<�
�I
��Ò�á�ý�” QoS �
.3�o�Ô���Ú�ü�æ
ö!ª�Ò�Ú�P�]�*�o�Q�6�J�ã�"�\�,�Q�6�J�ê
.3�o�Æ���å4°�Ð���ù�Ö���•�Ú�Û�Ò�”�*�,�9�S  �]�0�o�,�
%µ&‚�Ô���Ú�ü�”�P�]�*�o�Q�6�J�æ�»���Ô����
�f�;�]�ê�,���6�4  �B�o�<�������Æ���å4°�Ð���ù�Ô�•
•�è�é.3�o�â  QoS �
�c�2���@�o�I�^�æ�Ô���•�'�”
mls qos �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

�Î�é�&�Q�f�<�â�,���6�4�é  QoS  A���
�¾���§�Ã���Î�ã�â�”� �X�o�é�(���-�Ç�C�\9Ô�c
����°�á9Õ�Ð��
�ù�Ô�•� �X�o  �(���-�é���•�(�æ�ê�”�B�o�<�������
�c.3�o�Ô���¼4F
�� �X�o�ê	û�("›�æ�*�V�6�;�3��
�f�Ð���”�,���6�4�ê�Î�é� �X�o�æ�Â�Ú�æ�Ô#��Ò�Ú�D�$�6�;�
�<�`�6�J�Ò�ù�Ô�•

�� �4�é���â�ê�”�,���6�4
��â  QoS �
���@�o�I�^�æ�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config)# mls qos

�]�]�o�, ���•�]�ˆ

12.1(19)EA1 �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•
2-331
Catalyst 3560 �,���6�4  �&�Q�f�<  �]�H���_�f�,

OL-8554-08-J



 

%Y 2 %(      Catalyst 3560 �,���6�4  Cisco IOS �&�Q�f�<
mls qos
.3�o�
#Õ.z�Ô���æ�ê�” show mls qos  $�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

4P1j�&�Q�f�< �&�Q�f�< .‘�ÿ

show mls qos QoS �±�Ž�
-+$��Ò�ù�Ô�•
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%Y 2 %(      Catalyst 3560 �,���6�4  Cisco IOS �&�Q�f�<
mls qos aggregate-policer
mls qos aggregate-policer
�P�]�(�o  �D�\�T�o�2�
�o'õ�Ô���æ�ê�” mls qos aggregate-policer �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  
�&�Q�f�<�

ö!ª�Ò�ù�Ô�•�Î���ê�”�+	û�é�P�]�*�o  �Q�6�J�]�é-„�™�é�"�\�,�â�R�­�â�È�ù�Ô�•�P�]�(�o
�ê�”�¨�".5�ˆ
µ1M1f�2�”�¨�"�C�o�,�;
µ1M�(���-�”�Å���î�¿�Õ���Æ�é�¨�"�o�
/å1Š�Ò�Ú�•�'�é�»�£�:�

�o'õ�Ò�ù�Ô�•4ø&‚�P�]�(�o�
�å4°�Ô���æ�ê�”�Î�é�&�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

mls qos aggregate-policer aggregate-policer-name rate-bps burst-byte exceed-action 
{ drop | policed-dscp-transmit}

no mls qos aggregate-policer aggregate-policer-name

�t�¥�é.‘�ÿ

�:�H���^�; 4ø&‚�P�]�(�o�ê�o'õ�Ð���ù�Ö���•

�&�Q�f�<  �U�o�< �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g


ö!ª
��é�����<�\���f �P�]�(�o�Ç-„�™�é�"�\�,�æ���Þ�á�R�­�Ð���á�¿���•�'�ê�”4ø&‚�P�]�(�o�
�o'õ�Ò�ù�Ô�•

�½���P�o�;�é�P�]�(�o�
�Î�é�P�o�;�é
•�é�P�]�(�o�ã�R�­�Ô���Î�ã�ê�â�È�ù�Ö���• 2 �ß�é!ã�å���P�o�;
�Æ���é�;�\�H���6�"�ê�”�P�]�*�f�#"á"›�â�ê4ø&‚�â�È�ù�Ö���•

2 �ß
•
��é �!��P�o�;�
�Ù�î�Ô���P�o�;  ASIC �:�C���,�ê�” 256 �é�P�]�(�o9Ô 255 �é�Y�o�).3�o��(»�å
�P�]�(�o�ã  1 �ß�é�]1ñ
ö!ª�0�Ì�æ
M&‚�Ð���Ú�P�]�(�o9Õ�
�(�P�o�;�Ò�ù�Ô�•�P�o�;�Ï�ã�æ�(�P�o�;�Ð��
���Y�o�).3�o��(»�å�P�]�(�o�é�¨�"�™�ê  63 �â�Ô�•�P�]�(�o�ê�0�H�;�������æ���Þ�á���f�:�Q�f�<�â
�
���D�����”�B�o�<�������Å���î  ASIC �é4¢!Ç�æ���Þ�á�Ù&‚�Ð���ù�Ô�•�P�o�;�Ï�ã�æ�P�]�(�o�

M&‚�Ô��
�Î�ã�ê�â�È�ù�Ö��9Ô�P�o�;�Ç�¿�Õ���Æ�é�P�]�(�o�æ
����°�á�������ã�ê�;.=�Ð���á�¿�ù�Ö��9Õ �•

4ø&‚�P�]�(�o�ê�+�Ó�P�]�*�o  �Q�6�J�]�é-„�™�é�"�\�,�æ1¡!ª�Ð���ù�Ô�•!ã�å���P�]�*�o  �Q�6�J�æ�ù�Ú
�Ç�Þ�á4ø&‚�P�]�(�o�

ö!ª�Ô���Î�ã�ê�â�È�ù�Ö���•

aggregate-policer-name police aggregate �P�]�*�o�Q�6�J  �"�\�,  �&�f�H���!�X�_�o�*�Z�f  �&�Q
�f�<�Ç
ó�–�Ô��4ø&‚�P�]�(�o�é�,�è�â�Ô�•

rate-bps �����;�\�H���6�"
µ1M1f�2�
�F�6�; / $}9Ôb/s9Õ�â�0�o�Ò�ù�Ô�•�0�o�â�È
��%¸�Ð�ê  8000 :*  1000000000 �â�Ô�•

burst-byte 1b�ñ�é�C�o�,�;�(���-9Ô�C���;9Õ�
�0�o�Ò�ù�Ô�•�0�o�â�È��%¸�Ð�ê  
8000 :*  1000000 �â�Ô�•

exceed-action drop �0�o�Ð���Ú
µ1M1f�2�
/å�Ã���ã�”�,���6�4�Ç�D�$�6�;�
�<�`�6�J�Ô��
���Á�0�o�Ò�ù�Ô�•

exceed-action 
policed-dscp-transmit

�0�o�Ð���Ú
µ1M1f�2�
/å�Ã���ã�”�,���6�4�Ç�D�$�6�;�é  DiffServ �&�o
�<  �P���f�;9Ô DSCP9Õ�
�”�P�]�*�f�#.3�o  DSCP �Q�6�J�æ�0�o�Ð���Ú
�o�æ���•�Ò�á�”�D�$�6�;�
1M�>�Ô�����Á�0�o�Ò�ù�Ô�•
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%Y 2 %(      Catalyst 3560 �,���6�4  Cisco IOS �&�Q�f�<
mls qos aggregate-policer
�P�]�*�o  �Q�6�J�]�â
ö!ª
��é�•�'�”4ø&‚�P�]�(�o�ê�å4°�â�È�ù�Ö���•�¨�Ë�æ�” no police aggregate 
aggregate-policer-name �P�]�*�o�Q�6�J  �"�\�,  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�á�Ô�ô�á�é
�P�]�*�o  �Q�6�J�Æ��4ø&‚�P�]�(�o�
�å4°�Ò�á�Æ���” no mls qos aggregate-policer 
aggregate-policer-name �&�Q�f�<�

ö!ª�Ô����-Ð�Ç�½���ù�Ô�•

�P�]�*�f�#�ê�;�o�"�f�C�$�6�;  ���^�'�]�-�S�

ö!ª�Ò�ù�Ô�•�C�$�6�;�é�Ó�Ð9Ô�C�$�6�;�Ç���o�C�o�H
�`�o�Ô���ù�â�é.5�ˆ�¨�"�C�o�,�;9Õ�
.3�o�Ô���æ�ê�” police �P�]�*�o�Q�6�J  �"�\�,  �&�f�H���!�X�_�o
�*�Z�f  �&�Q�f�<�é  burst-byte ���J�*�Z�f�ù�Ú�ê  mls qos aggregate-policer �#�`�o�C�^  �&�f�H���!�X
�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•�;�o�"�f�Ç�C�$�6�;�Æ���å4°�Ð����1f�29Ô����1f�29Õ�
.3�o�Ô��
�æ�ê�” police �P�]�*�o�Q�6�J  �"�\�,  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�é  rate-bps ���J�*�Z�f�ù�Ú�ê  
mls qos aggregate-policer �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•.f&¦�æ�ß�¿�á
�ê�”�Î�é�]�]�o�,�æ�»���Ô���0�H�;������  �&�f�H���!�X�_�o�*�Z�f  �����<�

ó�–�Ò�á�Ê�Û�Ð�¿�•

�� �4�é���â�ê�”4ø&‚�P�]�(�o  �D�\�T�o�2�
�o'õ�Ô���Ç�:�ã�”�P�]�*�o  �Q�6�J�]�é-„�™�é�"�\�,�æ�Ø�é�P
�]�(�o�
1¡!ª�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config)# mls qos aggregate-policer agg_policer1 1000000 1000000 exceed-action drop
Switch(config)# policy-map policy2
Switch(config-pmap)# class class1
Switch(config-pmap-c)# police aggregate agg_policer1
Switch(config-pmap-c)# exit
Switch(config-pmap)# class class2 
Switch(config-pmap-c)# set dscp 10
Switch(config-pmap-c)# police aggregate agg_policer1
Switch(config-pmap-c)# exit
Switch(config-pmap)# class class3
Switch(config-pmap-c)# trust dscp
Switch(config-pmap-c)# police aggregate agg_policer2
Switch(config-pmap-c)# exit

.3�o�
#Õ.z�Ô���æ�ê�” show mls qos aggregate-policer  $�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

4P1j�&�Q�f�< �&�Q�f�< .‘�ÿ

police aggregate !ã�å���"�\�,�æ���Þ�á�R�­�Ð�����P�]�(�o�

Þ�‘�Ò�ù�Ô�•

show mls qos aggregate-policer QoS9ÔQuality of Service9Õ4ø&‚�P�]�(�o.3�o�
-+$��Ò�ù�Ô�•
2-334
Catalyst 3560 �,���6�4  �&�Q�f�<  �]�H���_�f�,

OL-8554-08-J



 

%Y 2 %(      Catalyst 3560 �,���6�4  Cisco IOS �&�Q�f�<
mls qos cos
mls qos cos
�:�H���^�;�é�P�o�;  Class of Service9ÔCoS; �(�o�F�,  �"�\�,9Õ�o�
�o'õ�Ò�Ú���”�P�o�;
��é�Ô�ô�á�é#�
�>�D�$�6�;�æ�:�H���^�;�é  CoS �o�

����°�á�Ú���Ô���æ�ê�” mls qos cos ���f�2�o�H�����,  �&�f�H��
�!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•�:�H���^�;.3�o�æ�¯�Ô�æ�ê�”�Î�é�&�Q�f�<�é  no �»�|�

ö!ª�Ò
�ù�Ô�•

mls qos cos { default-cos | override}

no mls qos cos { default-cos | override}

�t�¥�é.‘�ÿ

�:�H���^�; �P�o�;  CoS �o�ê  0 �â�Ô�•

CoS �u
2
{�ê�:���.�o�I�^�æ.3�o�Ð���á�¿�ù�Ô�•

�&�Q�f�<  �U�o�< ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g


ö!ª
��é�����<�\���f �:�H���^�;�o�

ö!ª�Ò�á�”�2�#�å�Ò9Ô#��>�D�$�6�;�Ç  CoS �o�
�,�Ú�å�¿�•�'9Õ�â#��>�Ò�Ú�Ô�ô�á�é�D
�$�6�;�æ  CoS �o�ã  DiffServ �&�o�<  �P���f�;9Ô DSCP9Õ�o�

����°�á���Î�ã�Ç�â�È�ù�Ô�•�ù�Ú�”
override � �o�b�o�<�

ö!ª�Ô���ã�”�:�H���^�;�é  CoS �o�ã  DSCP �o�
�Ô�ô�á�é#��>�D�$�6�;�æ
����°
�á���Î�ã�Ç�â�È�ù�Ô�•

 $�o�é�P�o�;�æ�ï�Ê�Ô�ô�á�é#��>�D�$�6�;�æ�”
•�é�P�o�;�Æ���é�D�$�6�;����7��¿�J�\�����]�9���

�
�Ã���•�'�æ�ê�” override � �o�b�o�<�

ö!ª�Ò�ù�Ô�•�Ú�ã�Ã�P�o�;�Ç�Ô�â�æ  DSCP�” CoS�”�ù�Ú�ê  IP 
precedence �
�>5ì�Ô�����Á�æ.3�o�Ð���á�¿�á�ý�”�Î�é�&�Q�f�<�ê
•�è�æ.3�o�ã�ú�é�>5ì A���
�u
2�æ
�Ò�”�Ô�ô�á�é#��>  CoS �o�æ mls qos cos �&�Q�f�<�â.3�o�Ð���Ú�:�H���^�;�é  CoS �o�Ç
����°�á�����ù
�Ô�•#��>�D�$�6�;�Ç�2�#
ƒ�È�é�•�'�”�D�$�6�;�é  CoS �o�ê�”�´
��P�o�;�â�”�P�o�;�é�:�H���^�;  CoS 
�

ö!ª�Ò�á���•�Ð���ù�Ô�•

�� �4�é���â�ê�”�P�o�;�â�:�H���^�;  �P�o�;  CoS �
  4 �æ.3�o�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config)# interface  gigabitethernet0/1 
Switch(config-if)# mls qos trust cos
Switch(config-if)# mls qos cos 4

default-cos �:�H���^�;  CoS �o�
�P�o�;�æ
����°�á�ù�Ô�•�D�$�6�;�Ç�2�#
ƒ�Ì�Ð���á�¿�å�¿�•
�'�”�:�H���^�;�é  CoS �o�Ç�D�$�6�;�é  CoS �o�æ�å���ù�Ô�•�0�o�â�È��  CoS %¸�Ð�ê 
0 :*  7 �â�Ô�•

override #��>�D�$�6�;�é  CoS �
�u
2�æ�Ò�”�Ô�ô�á�é#��>�D�$�6�;�æ�:�H���^�;�é�P�o�;  
CoS �o�
1¡!ª�Ò�ù�Ô�•
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%Y 2 %(      Catalyst 3560 �,���6�4  Cisco IOS �&�Q�f�<
mls qos cos
�4�é���â�ê�”�P�o�;
��â�”�Ô�ô�á�é#��>�D�$�6�;�
�:�H���^�;  �P�o�;  CoS �o�é  4 �æ
����°�á���Ç�:�

$��Ò�ù�Ô�•

Switch(config)# interface  gigabitethernet0/1 
Switch(config-if)# mls qos cos 4
Switch(config-if)# mls qos cos override

.3�o�
#Õ.z�Ô���æ�ê�” show mls qos interface  $�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

4P1j�&�Q�f�< �&�Q�f�< .‘�ÿ

show mls qos interface QoS �±�Ž�
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mls qos dscp-mutation
mls qos dscp-mutation
DiffServ �&�o�<  �P���f�;9Ô DSCP9Õ�é�>5ì�H�é�½���P�o�;�æ�»�Ò�á�” DSCP/DSCP ���µ�Q�6�J�
1¡!ª�Ô
���æ�ê�” mls qos dscp-mutation ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•
�Q�6�J�
�:�H���^�;.3�o9Ô DSCP ���µ�å�Ò9Õ�æ�¯�Ô�æ�ê�”�Î�é�&�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

mls qos dscp-mutation dscp-mutation-name

no mls qos dscp-mutation dscp-mutation-name

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�é  DSCP/DSCP ���µ�Q�6�J�ê�”#��>  DSCP �o�
�+�Ó  DSCP �o�æ�Q�6�G�f�#�Ô���?�^  �Q�6�J
�â�Ô�•

�&�Q�f�<  �U�o�< ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g


ö!ª
��é�����<�\���f 2 �ß�é  QoS9ÔQuality of Service9Õ�<�T���f�Ç!ã�å��  DSCP �o'õ�
�,�ß�•�'�ê�” DSCP/DSCP ���µ�Q�6
�J�

ö!ª�Ò�á�”	û�Ç�é  DSCP �o�é�.�6�;�
�ý�Á	û�Ç�é�<�T���f�é�o'õ�æ1¡�'�Ô�����Á�æ���µ�Ò�ù�Ô�•
DSCP/DSCP ���µ�Q�6�J�ê�” QoS %¤!��<�T���f�é�º!Ç�æ�½�����>�P�o�;�æ1¡!ª�Ò�ù�Ô9Ô�I
����µ9Õ �•

�I
����µ�â�ê�”�Â�Ò�¿  DSCP �o�Ç�D�$�6�;�]�é�o�

�� �È�Ò�” QoS �ê�Î�é�Â�Ò�¿�o�
�,�ß�D�$�6�;�

�£!��Ò�ù�Ô�•�,���6�4�ê�”�Â�Ò�¿  DSCP �o�ã�ã�ý�æ�Ø�é�D�$�6�;�
�P�o�;�ó1M�´�Ò�ù�Ô�•

�I
��P�o�;�æ�ê-„�™�é  DSCP/DSCP ���µ�Q�6�J�
.3�o�â�È�ù�Ô�•

�Q�6�J�ê�” DSCP �é�>5ì�H�é�½���P�o�;�æ�é�ú1¡!ª�Ò�ù�Ô�• DSCP ���µ�Q�6�J�
�>5ì�â�È�å�¿�P�o�;�”
Class of Service9ÔCoS; �(�o�F�,  �"�\�,9Õ�ù�Ú�ê  IP precedence �é�>5ì�â�È���P�o�;�æ1¡!ª�Ô���ã�”�&
�Q�f�<�ê�Ô�Ë�æ�ê�Ç5À�Ö�Õ�”�Ø�é�P�o�;�Ç  DSCP �é�>5ì�â�È���P�o�;�æ�å�Þ�á�Æ���­
2�æ�å���ù�Ô�•

�� �4�é���â�ê�” DSCP/DSCP ���µ�Q�6�J  dscpmutation1 �
�o'õ�Ò�”�Ø�é�Q�6�J�
�P�o�;�æ1¡!ª�Ô���Ç�:�

$��Ò�ù�Ô�•

Switch(config)# mls qos map dscp-mutation dscpmutation1 10 11 12 13 to 30
Switch(config)# interface  gigabitethernet0/1 
Switch(config-if)# mls qos trust dscp
Switch(config-if)# mls qos dscp-mutation dscpmutation1

dscp-mutation-name DSCP/DSCP ���µ�Q�6�J�é�,�è�•�Î�é�Q�6�J�ê�”
•�è�ê  mls qos 
map dscp-mutation �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�â
�o'õ�Ð���á�¿�ù�Ò�Ú�•

�]�]�o�, ���•�]�ˆ

12.1(19)EA1 �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•
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%Y 2 %(      Catalyst 3560 �,���6�4  Cisco IOS �&�Q�f�<
mls qos dscp-mutation
�4�é���â�ê�” DSCP/DSCP ���µ�Q�6�J�,�é  dscpmutation1 �
�P�o�;�Æ���å4°�Ò�”�Ø�é�Q�6�J�
�:�H���^
�;�æ�]�.�6�;�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config-if)# no mls qos dscp-mutation dscpmutation1

.3�o�
#Õ.z�Ô���æ�ê�” show mls qos maps  $�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

4P1j�&�Q�f�< �&�Q�f�< .‘�ÿ

mls qos map dscp-mutation DSCP/DSCP ���µ�Q�6�J�
�o'õ�Ò�ù�Ô�•

mls qos trust �P�o�;�é�>5ì A���
.3�o�Ò�ù�Ô�•

show mls qos maps QoS �é�Q�6�G�f�#�±�Ž�
-+$��Ò�ù�Ô�•
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mls qos map
mls qos map
Class of Service9ÔCoS; �(�o�F�,  �"�\�,9Õ 9ÔDSCP9Õ�Q�6�J�” DSCP/CoS �Q�6�J�” DSCP/DSCP ���µ
�Q�6�J�” IP precedence/DSCP �Q�6�J�”�Å���î�P�]�*�f�#�Ð���Ú  DSCP �é�Q�6�J�
�o'õ�Ô���æ�ê�” mls 
qos map �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•�:�H���^�;�é�Q�6�J�æ�¯�Ô�æ�ê�”
�Î�é�&�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

mls qos map { cos-dscp dscp1...dscp8 | dscp-cos dscp-list to cos | dscp-mutation 
dscp-mutation-name in-dscp to out-dscp | ip-prec-dscp dscp1...dscp8 | policed-dscp 
dscp-list to mark-down-dscp}

no mls qos map { cos-dscp | dscp-cos | dscp-mutation dscp-mutation-name | ip-prec-dscp 
| policed-dscp}

�t�¥�é.‘�ÿ cos-dscp dscp1...dscp8 CoS/DSCP �Q�6�J�
�o'õ�Ò�ù�Ô�•

dscp1...dscp8 �æ�ê�” CoS �o  0 :*  7 �æ�»���Ô��  8 �ß�é  DSCP �o�
�I
��Ò�ù
�Ô�•�&  DSCP �o�ê�,�M�o�,�â
™�¾���ù�Ô�•�0�o�â�È��%¸�Ð�ê  0 :*  63 �â�Ô�•

dscp-cos dscp-list to cos DSCP/CoS �Q�6�J�
�o'õ�Ò�ù�Ô�•

dscp-list �æ�ê�”�&�o�
�,�M�o�,�â
™�¾�Þ�á�¨�"  8 �ß�é  DSCP �o�
�I
��Ò�ù
�Ô�•�0�o�â�È��%¸�Ð�ê  0 :*  63 �â�Ô�•�Ð���æ�” to � �o�b�o�<�
�I
��Ò�ù�Ô�•

cos �æ�ê�” DSCP �o�ã�»���Ô��  1 �ß�é  CoS �o�
�I
��Ò�ù�Ô�•�0�o�â�È��%¸
�Ð�ê  0 :*  7 �â�Ô�•

dscp-mutation 
dscp-mutation-name 
in-dscp to out-dscp

DSCP/DSCP ���µ�Q�6�J�
�o'õ�Ò�ù�Ô�•

dscp-mutation-name �æ�ê�”���µ�Q�6�J�,�
�I
��Ò�ù�Ô�•

in-dscp �æ�ê�”�&�o�
�,�M�o�,�â
™�¾�Þ�á�¨�"  8 �ß�é  DSCP �o�
�I
��Ò�ù
�Ô�•�Ð���æ�” to � �o�b�o�<�
�I
��Ò�ù�Ô�•

out-dscp �æ�ê�” 1 �ß�é  DSCP �o�
�I
��Ò�ù�Ô�•

�0�o�â�È��%¸�Ð�ê  0 :*  63 �â�Ô�•

ip-prec-dscp 
dscp1...dscp8

IP precedence/DSCP �Q�6�J�
�o'õ�Ò�ù�Ô�•

dscp1...dscp8 �æ�ê�” IP precedence �o  0 :*  7 �æ�»���Ô��  8 �ß�é  DSCP �o�

�I
��Ò�ù�Ô�•�&  DSCP �o�ê�,�M�o�,�â
™�¾���ù�Ô�•�0�o�â�È��%¸�Ð�ê  0 :*  
63 �â�Ô�•

policed-dscp dscp-list 
to mark-down-dscp

�P�]�*�f�#.3�o  DSCP �Q�6�J�
�o'õ�Ò�ù�Ô�•

dscp-list �æ�ê�”�&�o�
�,�M�o�,�â
™�¾�Þ�á�¨�"  8 �ß�é  DSCP �o�
�I
��Ò�ù
�Ô�•�Ð���æ�” to � �o�b�o�<�
�I
��Ò�ù�Ô�•

mark-down-dscp �æ�ê�”�»���Ô���P�]�*�f�#.3�o9Ô�Q�o�"�3���f�Ð���Ú9Õ
DSCP �o�
�I
��Ò�ù�Ô�•

�0�o�â�È��%¸�Ð�ê  0 :*  63 �â�Ô�•
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mls qos map
�:�H���^�; -+ 2-11 �æ�”�:�H���^�;�é  CoS/DSCP �Q�6�J�
$��Ò�ù�Ô�•

-+ 2-12 �æ�”�:�H���^�;�é  DSCP/CoS �Q�6�J�
$��Ò�ù�Ô�•

-+ 2-13 �æ�”�:�H���^�;�é  IP precedence/DSCP �Q�6�J�
$��Ò�ù�Ô�•

�:�H���^�;�é  DSCP/DSCP ���µ�Q�6�J�ê�”#��>  DSCP �o�
�+�Ó  DSCP �o�æ�Q�6�G�f�#�Ô���?�^  �Q�6�J
�â�Ô�•

-+ 2-11 �:�H���^�;�é  CoS/DSCP �Q�6�J

CoS �o DSCP �o

0 0

1 8

2 16

3 24

4 32

5 40

6 48

7 56

-+ 2-12 �:�H���^�;�é  DSCP/CoS �Q�6�J

DSCP �o CoS �o

0 :*  7 0

8 :*  15 1

16 :*  23 2

24 :*  31 3

32 :*  39 4

40 :*  47 5

48 :*  55 6

56 :*  63 7

-+ 2-13 �:�H���^�;�é  IP Precedence/DSCP �Q�6�J

IP precedence �o DSCP �o

0 0

1 8

2 16

3 24

4 32

5 40

6 48

7 56
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mls qos map
�:�H���^�;�é�P�]�*�f�#.3�o  DSCP �Q�6�J�ê�”#��>  DSCP �o�
�+�Ó  DSCP �o�æ�Q�6�G�f�#�Ô���?�^  
�Q�6�J�â�Ô�•

�&�Q�f�<  �U�o�< �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  

�&�Q�f�<���g


ö!ª
��é�����<�\���f �Q�6�J�ê�Ô�ô�á�#�`�o�C�^�æ�o'õ�Ð���á�¿�ù�Ô�• DSCP/DSCP ���µ�Q�6�J�
4°�Ê�Ô�ô�á�é�Q�6�J�ê�”�Ô
�ô�á�é�P�o�;�æ1¡!ª�Ð���ù�Ô�• DSCP/DSCP ���µ�Q�6�J�ê�” $�o�é�P�o�;�æ1¡!ª�Ð���ù�Ô�•

�� �4�é���â�ê�” IP precedence/DSCP �Q�6�J�
�o'õ�Ò�” IP precedence �o  0 :*  7 �
  DSCP �o  0�” 10�” 20�”
30�” 40�” 50�” 55�”�Å���î  60 �æ�Q�6�G�f�#�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch# configure terminal
Switch(config)# mls qos map ip-prec-dscp 0 10 20 30 40 50 55 60

�4�é���â�ê�”�P�]�*�f�#.3�o  DSCP �Q�6�J�
�o'õ�Ô���Ç�:�
$��Ò�ù�Ô�• DSCP �o  1�” 2�” 3�” 4�” 5�”�Å
���î  6 �ê  DSCP �o  0 �æ�Q�o�"�3���f�Ð���ù�Ô�•�ÿ$�"›�æ.3�o�Ð���á�¿�å�¿�Q�o�"�Ð���Ú  DSCP �o�ê��
�•�Ð���ù�Ö���•

Switch# configure terminal
Switch(config)# mls qos map policed-dscp 1 2 3 4 5 6 to 0

�4�é���â�ê�” DSCP/CoS �Q�6�J�
�o'õ�Ô���Ç�:�
$��Ò�ù�Ô�• DSCP �o  20�” 21�” 22�” 23�”�Å���î  24 �ê�”
CoS 1 �æ�Q�6�G�f�#�Ð���ù�Ô�• DSCP �o  10�” 11�” 12�” 13�” 14�” 15�” 16�”�Å���î  17 �ê  CoS 0 �æ�Q�6�G
�f�#�Ð���ù�Ô�•

Switch# configure terminal
Switch(config)# mls qos map dscp-cos 20 21 22 23 24 to 1
Switch(config)# mls qos map dscp-cos 10 11 12 13 14 15 16 17 to 0

�4�é���â�ê�” CoS/DSCP �Q�6�J�
�o'õ�Ô���Ç�:�
$��Ò�ù�Ô�• CoS �o  0 :*  7 �ê�” DSCP �o  0�” 5�” 10�”
15�” 20�” 25�” 30�”�Å���î  35 �æ�Q�6�G�f�#�Ð���ù�Ô�•

Switch# configure terminal
Switch(config)# mls qos map cos-dscp 0 5 10 15 20 25 30 35

�4�é���â�ê�” DSCP/DSCP ���µ�Q�6�J�
�o'õ�Ô���Ç�:�
$��Ò�ù�Ô�•�ÿ$�"›�æ.3�o�Ð���á�¿�å�¿���f�;�]
�ê�Ô�ô�á���•�Ð���ù�Ö��9Ô�?�^  �Q�6�J�]�é�0�o�é�ù�ù�â�Ô9Õ �•

Switch# configure terminal
Switch(config)# mls qos map dscp-mutation mutation1 1 2 3 4 5 6 7 to 10
Switch(config)# mls qos map dscp-mutation mutation1 8 9 10 11 12 13 to 10
Switch(config)# mls qos map dscp-mutation mutation1 20 21 22 to 20
Switch(config)# mls qos map dscp-mutation mutation1 0 31 32 33 34 to 30

.3�o�
#Õ.z�Ô���æ�ê�” show mls qos maps  $�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

�]�]�o�, ���•�]�ˆ

12.1(19)EA1 �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•
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%Y 2 %(      Catalyst 3560 �,���6�4  Cisco IOS �&�Q�f�<
mls qos map
4P1j�&�Q�f�< �&�Q�f�< .‘�ÿ

mls qos dscp-mutation DSCP/DSCP ���µ�Q�6�J�
  DSCP �é�>5ì�H�é�½���P�o�;�æ1¡!ª�Ò�ù
�Ô�•

show mls qos maps QoS9ÔQuality of Service9Õ�Q�6�G�f�#�±�Ž�
-+$��Ò�ù�Ô�•
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mls qos queue-set output buffers
mls qos queue-set output buffers
� �X�o�.�6�;9Ô�&�P�o�;�é  4 �ß�é�´
�� �X�o9Õ�æ�C�6�H���

����°�á���æ�ê�” mls qos queue-set 
output buffers �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•�:�H���^�;.3�o�æ�¯�Ô�æ
�ê�”�Î�é�&�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

mls qos queue-set output qset-id buffers allocation1 ... allocation4

no mls qos queue-set output qset-id buffers

�t�¥�é.‘�ÿ

�:�H���^�; �Ô�ô�á�é
����°�á�o�ê�” 4 �ß�é� �X�o�æ��%l�æ�Q�6�G�f�#�Ð���ù�Ô9Ô 25�” 25�” 25�” 259Õ�•�&� �X�o�Ç
�C�6�H��  �,�M�o�,�é  1/4 �
�,�Ü�ù�Ô�•

�&�Q�f�<  �U�o�< �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g


ö!ª
��é�����<�\���f 4 �ß�é
����°�á�o�
�0�o�Ò�ù�Ô�•�&�o�ê�,�M�o�,�â
™�¾���ù�Ô�•

�;�\�H���6�"�é2€-Ð�2�æ���Ó�á�C�6�H���

����°�á�ù�Ô�•�Ú�ã�Ã�ë�”�¨7��J�\�����]�9���é�;�\�H���6
�"�
�,�ß� �X�o�æ�ê���Ê�é
��'�é�C�6�H���

��Ã�ù�Ô�•

!ã�å�� $�H�
�,�ß!ã�å���"�\�,�é�;�\�H���6�"�
.3�o�Ô���æ�ê�” mls qos queue-set output qset-id 
threshold �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�ã�ã�ý�æ�”�Î�é�&�Q�f�<�

ö!ª�Ò�ù�Ô�•

9Ô�H9Õ �´
�� �X�o�é�:�H���^�;.3�o�ê�”�ö�ã���ä�é A�+�æ1¡�Ò�á�¿�ù�Ô�•�´
�� �X�o�æ�ß�¿�á
 �½!�.��Ò�Ú�•
�'�é�ú�”.3�o�
���•�Ò�á�Ê�Û�Ð�¿�• QoS �é.f&¦�æ�ß�¿�á�ê�”�0�H�;������  �&�f�H���!�X�_�o�*�Z�f  ��
���<�é�Ÿ Configuring QoS� �é%(�

ó�–�Ò�á�Ê�Û�Ð�¿�•

qset-id � �X�o�.�6�;�é  ID �â�Ô�•�&�P�o�;�ê� �X�o�.�6�;�æ�û�Ò�”�P�o�;
±
Ï�â�´
�
� �X�o  4 �ß�é $�H�Ô�ô�á�
�o'õ�Ò�ù�Ô�•�0�o�â�È��%¸�Ð�ê  1 :*  2 �â�Ô�•

allocation1 ... 
allocation4

�&� �X�o9Ô� �X�o  1 :*  4 �é  4 �ß�é� �X�o9Õ�é�C�6�H��  �,�M�o�,
����°�á9Ô %9Õ�â
�Ô�• allocation1�” allocation3�” allocation4 �é�•�'�”%¸�Ð�ê  0 :*  99 �â�Ô�•
allocation2 �é�•�'�”%¸�Ð�ê  1 :*  100 �â�Ô9ÔCPU �C�6�H���
�=�ü��9Õ �•�&�o�ê�,
�M�o�,�â
™�¾���ù�Ô�•

�]�]�o�, ���•�]�ˆ

12.1(19)EA1 �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•

12.2(20)SE allocation1�” allocation3�” allocation4 �é%¸�Ð�Ç 0 :*  100 �Æ��  0 :*  99 �æ��
�•�Ð���ù�Ò�Ú�• allocation2 �é%¸�Ð�Ç 20 :*  100 �Æ��  1 :*  100 �æ���•�Ð���ù
�Ò�Ú�•
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mls qos queue-set output buffers
�� �4�é���â�ê�”�P�o�;�
� �X�o�.�6�;  2 �æ�Q�6�G�f�#�Ô���Ç�:�
$��Ò�ù�Ô�•�´
�� �X�o  1 �æ�C�6�H��  �,
�M�o�,�é  40 % �
�”�´
�� �X�o  2�” 3�”�Å���î  4 �æ�ê�Ø���Ù��  20 % �Õ�ß
����°�á�ù�Ô�•

Switch(config)# mls qos queue-set output 2 buffers 40 20 20 20
Switch(config)# interface  gigabitethernet0/1 
Switch(config-if)# queue-set 2

.3�o�
#Õ.z�Ô���æ�ê�” show mls qos interface [interface-id] buffers �ù�Ú�ê  show mls qos queue-set  $
�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

4P1j�&�Q�f�< �&�Q�f�< .‘�ÿ

mls qos queue-set output threshold Weighted Tail-Drop9ÔWTD9Õ�Ò�È�¿�o�
.3�o�Ò�”�C�6�H���é
���L���\�F�]�9���
�;.=�Ò�”� �X�o�.�6�;�æ�»�Ô���¨�"�T�U
�]
����°�á�
.3�o�Ò�ù�Ô�•

queue-set � �X�o�.�6�;�æ�»�Ô���P�o�;�
�Q�6�G�f�#�Ò�ù�Ô�•

show mls qos interface buffers QoS �±�Ž�
-+$��Ò�ù�Ô�•

show mls qos queue-set � �X�o�.�6�;�é�´
�� �X�o�.�6�;�o�
-+$��Ò�ù�Ô�•
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mls qos queue-set output threshold
mls qos queue-set output threshold
Weighted Tail-drop9ÔWTD9Õ�Ò�È�¿�o�
.3�o�Ô���Î�ã�â�”�C�6�H���é��!ª�H�
�;.=�Ò�”� �X�o�.�6�;

9Ô�&�P�o�;�é  4 �ß�é�´
�� �X�o9Õ�æ�»�Ò�á�¨�"�é�T�U�]
����°�á�
.3�o�Ô���æ�ê�” mls qos queue-set 
output threshold �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•�:�H���^�;.3�o�æ�¯�Ô
�æ�ê�”�Î�é�&�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

mls qos queue-set output qset-id threshold queue-id drop-threshold1 drop-threshold2 
reserved-threshold maximum-threshold

no mls qos queue-set output qset-id threshold [queue-id]

�t�¥�é.‘�ÿ

�:�H���^�; QoS9ÔQuality of Service9Õ�Ç���@�o�I�^�å�ã�È�ê�” WTD �ý���@�o�I�^�â�Ô�•

-+ 2-14 �ê�”�:�H���^�;�é  WTD �Ò�È�¿�o�é.3�o�o�
$��Ò�á�¿�ù�Ô�•

�&�Q�f�<  �U�o�< �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g

qset-id � �X�o�.�6�;�é  ID �â�Ô�•�&�P�o�;�ê� �X�o�.�6�;�æ�û�Ò�”�P�o�;
±
Ï�â�´

�� �X�o  4 �ß�é $�H�Ô�ô�á�
�o'õ�Ò�ù�Ô�•�0�o�â�È��%¸�Ð�ê  1 :*  2 �â�Ô�•

queue-id �&�Q�f�<�Ç�s-��Ð����� �X�o�.�6�;�]�é $�o�é� �X�o�â�Ô�•�0�o�â�È��%¸
�Ð�ê  1 :*  4 �â�Ô�•

drop-threshold1 
drop-threshold2

� �X�o�æ
����°�á�����Ú�T�U�]�é
��'9Ô %9Õ�â-+�Ð����  2 �ß�é  WTD �Ò�È
�¿�o�â�Ô�•�0�o�â�È��%¸�Ð�ê  1 :*  3200 % �â�Ô�•

reserved-threshold � �X�o�æ�»�Ò�á�;.=9Ô
M&‚9Õ�Ð�����T�U�]2‚�â�Ô�•
����°�á�����Ú�T�U�]
�é
��'9Ô %9Õ�â-+�Ð���ù�Ô�•�0�o�â�È��%¸�Ð�ê  1 :*  100 % �â�Ô�•

maximum-threshold �H�^ A���é� �X�o�Ç�”
M&‚2‚�
/å�Ã���C�6�H���
���ç�â�È�����Á�æ�Ò�ù�Ô�•
�Î���ê�”� �X�o�Ç�D�$�6�;�
�<�`�6�J�Ö�Õ�æ�;�,�â�È���¨�"�T�U�]�â�Ô�•
�0�o�â�È��%¸�Ð�ê  1 :*  3200 % �â�Ô�•

-+ 2-14 �:�H���^�;�é�´
�� �X�o  WTD �Ò�È�¿�o.3�o�o

�Ï(» � �X�o  1 � �X�o  2 � �X�o  3 � �X�o  4

WTD �<�`�6�J�Ò�È�¿�o  1 100 % 200 % 100 % 100 %

WTD �<�`�6�J�Ò�È�¿�o  2 100 % 200 % 100 % 100 %


M&‚�ã�ú�Ò�È�¿�o 50 % 100 % 50 % 50 %

�¨�"�Ò�È�¿�o 400 % 400 % 400 % 400 %

�]�]�o�, ���•�]�ˆ
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��Ð���ù�Ò�Ú�•
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%Y 2 %(      Catalyst 3560 �,���6�4  Cisco IOS �&�Q�f�<
mls qos queue-set output threshold

ö!ª
��é�����<�\���f mls qos queue-set output qset-id buffers �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�ê�” � �X�o�.�6
�;�]�é  4 �ß�é� �X�o�æ�Õ�o2‚�é�C�6�H���

����°�á�ù�Ô�•

�<�`�6�J�Ò�È�¿�o9Ô %9Õ�ê 100 % �
/å1Š�â�È�”�¨�"�o�ù�â�0�o�â�È�ù�Ô9Ô�¨�"�Ò�È�¿�o�Ç  100 % �
/å
�Ã���•�'9Õ �•

�C�6�H��%¸�Ð�æ�����”� �X�o�.�6�;�]�é�X�˜�é� �X�o�Ç�R1b�é�J�o�^�
�Ð���æ�Ñ!ª�â�È���•�'�â�ý�”�&
� �X�o�é�¨�"�D�$�6�;�™�ê�]1ñ�â  400 %�”�ß�ù���C�6�H���æ
����°�á�����Ú�™�é  4 �Z�æ�Ù4¢�Ð���ù�Ô�•
1 �ß�é�D�$�6�;�ê  1 �ß�ù�Ú�ê-„�™�é�C�6�H���

ö!ª�â�È�ù�Ô�•

Cisco IOS Release 12.2(25)SEE1 
•4 �â�” drop-threshold�” drop-threshold2�” maximum-threshold �D�\
�T�o�2�é%¸�Ð�Ç�Ç
��Ò�ù�Ò�Ú�•

9Ô�H9Õ �´
�� �X�o�é�:�H���^�;.3�o�ê�”�ö�ã���ä�é A�+�æ1¡�Ò�á�¿�ù�Ô�•�´
�� �X�o�æ�ß�¿�á
 �½!�.��Ò�Ú�Á
�Ã�â�”�Î�é.3�o�Ç�Y�o�)�é  QoS �0�]�X�o�*�Z�f�
�)�Ú�Ð�å�¿�ã�Í�¿�Ò�Ú�•�'�é�ú�”.3�o�
���•�Ò�á�Ê
�Û�Ð�¿�•

�,���6�4�ê�”�C�6�H��
����°�á�Ç�|�

ö!ª�Ò�á�”�´
�� �X�o�Ï�ã�æ�¨�Ê�C�6�H��2‚�

M&‚�Ò�”�¿�Õ���Æ
�é� �X�o�ù�Ú�ê�P�o�;�Ç�Ô�ô�á�é�C�6�H���
�–/Œ�Ò�Ø�é
•�é� �X�o�Ç�C�6�H���

ö!ª�â�È�å�Ê�å���é�

4•�É�”�C�6�H��  �,�M�o�,�
-Ð�Þ�0�é� �X�o�æ.5���Ô���Æ�ä�Á�Æ�
�ÿ�o�Ò�ù�Ô�•�,���6�4�ê�”�2�o�%�6
�;  � �X�o�Ç
M&‚2‚�
/å�Ã���C�6�H���
�–/Œ�Ò�á�¿�å�¿�Æ�ä�Á�Æ9Ô���f�3�o�]�R�6�;9Õ �”�Ø�é�¨�"�C�6
�H���
�Ô�ô�á�–/Œ�Ò�Ú�Æ�ä�Á�Æ9Ô���o�C�o�]�R�6�;9Õ �”�R1b�é�J�o�^�Ç$è9Ô$è�È�C�6�H���Ç�å�¿9Õ�Æ$è
�â�å�¿9Ô$è�È�C�6�H��9Õ�Æ�
�Í�¿�Ò�ù�Ô�•� �X�o�Ç���o�C�o�]�R�6�;�â�å�¿�•�'�ê�”�,���6�4�ê
M&‚�ã
�ú�J�o�^�ù�Ú�ê�R1b�é�J�o�^9Ô$è�â�å�¿�•�'9Õ�Æ���C�6�H��  �,�M�o�,�

����°�á���Î�ã�Ç�â�È�ù�Ô�•
�R1b�é�J�o�^�æ$è�È�C�6�H���Ç�å�¿�•�'�ÿ�”� �X�o�Ç���o�C�o�]�R�6�;�é�•�'�”�,���6�4�ê�H�_�o�S�

�<�`�6�J�Ò�ù�Ô�•

�� �4�é���â�ê�”�P�o�;�
� �X�o�.�6�;  2 �æ�Q�6�G�f�#�Ô���Ç�:�
$��Ò�ù�Ô�•� �X�o  2 �é�<�`�6�J�Ò�È�¿�o
�

����°�á�����Ú�T�U�]�é  40 % �ã  60 % �æ.3�o�Ò�”
����°�á�����Ú�T�U�]�é  100 % �
�;.=9Ô
M&‚9Õ�Ò
�á�”�Î�é� �X�o�Ç�D�$�6�;�
�<�`�6�J�Ö�Õ�æ�;�,��(»�å�¨�"�T�U�]�
  200 % �æ.3�o�Ò�ù�Ô�•

Switch(config)# mls qos queue-set output 2 threshold 2 40 60 100 200
Switch(config)# interface  gigabitethernet0/1 
Switch(config-if)# queue-set 2

.3�o�
#Õ.z�Ô���æ�ê�” show mls qos interface [interface-id] buffers �ù�Ú�ê  show mls qos queue-set  $
�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

4P1j�&�Q�f�< �&�Q�f�< .‘�ÿ

mls qos queue-set output buffers �C�6�H���
� �X�o�.�6�;�æ
����°�á�ù�Ô�•

queue-set � �X�o�.�6�;�æ�»�Ô���P�o�;�
�Q�6�G�f�#�Ò�ù�Ô�•

show mls qos interface buffers QoS �±�Ž�
-+$��Ò�ù�Ô�•

show mls qos queue-set � �X�o�.�6�;�é�´
�� �X�o�.�6�;�o�
-+$��Ò�ù�Ô�•
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%Y 2 %(      Catalyst 3560 �,���6�4  Cisco IOS �&�Q�f�<
mls qos rewrite ip dscp
mls qos rewrite ip dscp
#��>  IP �D�$�6�;�é  DiffServ �&�o�<  �P���f�;9Ô DSCP9Õ�H���o�^�<�
���•�Ô��9Ô� �È�µ�Ã��9Õ���Á�,
���6�4�
.3�o�Ô���æ�ê�” mls qos rewrite ip dscp �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª
�Ò�ù�Ô�•�,���6�4�Ç�D�$�6�;�é  DSCP �H���o�^�<�
���•9Ô� �È�µ�Ã9Õ�Ò�å�¿���Á�æ.3�o�Ò�” DSCP 1X
1Š�
���@�o�I�^�æ�Ô���æ�ê�”�Î�é�&�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

mls qos rewrite ip dscp

no mls qos rewrite ip dscp

�t�¥�é.‘�ÿ �Î�é�&�Q�f�<�æ�ê�”�•�™�ù�Ú�ê� �o�b�o�<�ê�½���ù�Ö���•

�:�H���^�; DSCP 1X1Š�ê�:���.�o�I�^�æ�å�Þ�á�¿�ù�Ô�•�,���6�4�ê#��>  IP �D�$�6�;�é  DSCP �H���o�^�<�
���•�Ò
�ù�Ô�•

�&�Q�f�<  �U�o�< �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g


ö!ª
��é�����<�\���f DSCP 1X1Š�ê�”�´
��â�é�D�$�6�;�é  DSCP �H���o�^�<�æ�é�ú�Ç5À�

��Ã�ù�Ô�• no mls qos rewrite ip 
dscp �&�Q�f�<�

ö!ª�Ò�á  DSCP 1X1Š�Ç���@�o�I�^�æ�å�Þ�á�¿���•�'�”�,���6�4�ê#��>�D�$�6�;�é  
DSCP �H���o�^�<�ê���•�Ö�Õ�”1M�>�D�$�6�;�é  DSCP �H���o�^�<�ý#��>�D�$�6�;�é�ý�é�ã�+�Ó�æ�å��
�ù�Ô�•

9Ô�H9Õ DSCP 1X1Š�H�
���@�o�I�^�æ�Ò�á�ý�” IEEE 802.1Q �;�f�@�]�f�#  �P�o�;
��é�P�o�;�>5ì�H�é.3�o�æ�ê
�Ç5À�Ò�ù�Ö���•

�:�H���^�;�â�ê�” DSCP 1X1Š�H�ê�:���.�o�I�^�â�Ô�•�,���6�4�â�ê#��>�D�$�6�;�é  DSCP �H���o�^�<
�Ç���•�Ð���”"’�>�D�$�6�;�é  DSCP �H���o�^�<�ê�”�P�o�;�é�>5ì.3�o�”�P�]�*�f�#�ã�Q�o� �f�#�”
DSCP/DSCP ���µ�Q�6�J�
�=�ü�á  QoS9ÔQuality of Service9Õ�æ�n�à�È�ù�Ô�•

DSCP 1X1Š�é.3�o�æ4P�%�å�Ê�”�,���6�4�ê�”�;�\�H���6�"�é�J�\�����]�9���
-+�Ô  Class of Service
9ÔCoS; �(�o�F�,  �"�\�,9Õ�o�é!¢�‘�æ
ö!ª�Ô���D�$�6�;�é�]1ñ  DSCP �o�
���•�Ò�ù�Ô�•�ù�Ú�”�,���6�4
�ê�]1ñ  DSCP �o�

ö!ª�Ò�á�”�´
�� �X�o�Å���î�Ò�È�¿�o�
1¬�ï�Ò�ù�Ô�•

�Ú�ã�Ã�ë�” QoS �Ç���@�o�I�^�æ�å�Þ�á�¿�á�”#��>�D�$�6�;�é  DSCP �o�Ç  32 �â�½���•�'�”�,���6�4�ê�”
�P�]�*�o�Q�6�J.3�o�æ�n�à�¿�á�]1ñ  DSCP �o�
  16 �æ���•�Ò�ù�Ô�• DSCP 1X1Š�Ç���@�o�I�^�æ�å�Þ�á�¿
���•�'�”1M�>  DSCP �o�ê  329Ô#��>�é�o�ã�+�Ó9Õ�â�Ô�• DSCP 1X1Š�Ç�:���.�o�I�^�æ�å�Þ�á�¿���•�'�”
�]1ñ  DSCP �o�æ�n�à�¿�á�”1M�>  DSCP �o�ê  16 �æ�å���ù�Ô�•

�]�]�o�, ���•�]�ˆ
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��Ð���ù�Ò�Ú�•
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%Y 2 %(      Catalyst 3560 �,���6�4  Cisco IOS �&�Q�f�<
mls qos rewrite ip dscp
�� �4�é���â�ê�” DSCP 1X1Š�H�
���@�o�I�^�æ�Ò�á�”�,���6�4�â#��>  IP �D�$�6�;�é  DSCP �o�
���•�Ò�å�¿
���Á�æ.3�o�Ô���Ç�:�
$��Ò�á�¿�ù�Ô�•

Switch(config)# mls qos
Switch(config)# no mls qos rewrite ip dscp

�4�é���â�ê�” DSCP 1X1Š�H�
�:���.�o�I�^�æ�Ò�á�”�,���6�4�â#��>  IP �D�$�6�;�é  DSCP �o�
���•�Ô��
���Á�æ.3�o�Ô���Ç�:�
$��Ò�á�¿�ù�Ô�•

Switch(config)# mls qos
Switch(config)# mls qos rewrite ip dscp

.3�o�
#Õ.z�Ô���æ�ê�” show running config | include rewrite  $�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

4P1j�&�Q�f�< �&�Q�f�< .‘�ÿ

mls qos QoS �
�#�`�o�C�^�æ���@�o�I�^�æ�Ò�ù�Ô�•

show mls qos QoS �±�Ž�
-+$��Ò�ù�Ô�•

show running-config | 
include rewrite

DSCP 1X1Š�H.3�o�
-+$��Ò�ù�Ô�•
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%Y 2 %(      Catalyst 3560 �,���6�4  Cisco IOS �&�Q�f�<
mls qos srr-queue input bandwidth
mls qos srr-queue input bandwidth
�I
�� �X�o�æ�*�����J�<  �\���f�<  �`�F�f9Ô SRR9Õ�������;�

����°�á���æ�ê�” mls qos srr-queue 
input bandwidth  �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•2€�ú�é�§ ¸�ê�” SRR �,
�$�+�X�o�\�Ç�D�$�6�;�
�&� �X�o�Æ��1M���´�Ô5ë�2�é�§ ¸�â�Ô�•�:�H���^�;.3�o�æ�¯�Ô�æ�ê�”�Î�é�&�Q
�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

mls qos srr-queue input bandwidth weight1 weight2

no mls qos srr-queue input bandwidth

�t�¥�é.‘�ÿ

�:�H���^�; weight1 �ã  weight2 �ê  4 �â�Ô9Ô�ê�^�÷�é  1/2 �Õ�ß 2 �ß�é� �X�o�æ��%l�æ�½2)�Ð���ù�Ô9Õ �•

�&�Q�f�<  �U�o�< �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g


ö!ª
��é�����<�\���f SRR �ê�” mls qos srr-queue input priority-queue queue-id bandwidth weight  �#�`�o�C�^  �&�f�H��
�!�X�_�o�*�Z�f  �&�Q�f�<�é  bandwidth � �o�b�o�<�â�0�o�Ð���Ú�ã�Å���”.3�o�ã�ú�é2€�ú�æ�å�¿�J�\��
���]�9��  � �X�o�æ�(�o�F�,�
�­���Ò�ù�Ô�• SRR �ê�”
��Ç�é�I
�� �X�o�â�w���é�ê�^�÷�
�R�­�Ò�” mls 
qos srr-queue input bandwidth weight1 weight2 �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�â.3�o
�Ð���Ú�������;�â�0�o�Ò�Ú�(�o�F�,�
�s-��Ò�ù�Ô�•

�ä�é�I
�� �X�o�Ç�J�\�����]�9��  � �X�o�â�½���Æ�
�0�o�Ô���æ�ê�” mls qos srr-queue input 
priority-queue �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

�� �4�é���â�ê�”� �X�o�é�I
��ê�^�÷�

����°�á���Ç�:�
$��Ò�ù�Ô�•�J�\�����]�9��  � �X�o���f�#�ê�:��
�.�o�I�^�â�Ô�•
����°�á�������R�­�ê�^�÷�é�§ ¸�ê�”� �X�o  1 �Ç 25/9Ô25+759Õ�”� �X�o  2 �Ç 75/

9Ô25+759Õ�â�Ô�•

Switch(config)# mls qos srr-queue input priority-queue 2 bandwidth 0
Switch(config)# mls qos srr-queue input bandwidth 25 75

�4�é���â�ê�”� �X�o  2 �ê� �X�o  1 �é  3 �Z�é�ê�^�÷�
�,�Þ�á�¿�ù�Ô�•� �X�o  2 �æ�ê�”� �X�o  1 �é  3 �Z�é
5ë�2�â�(�o�F�,�Ç�­���Ð���ù�Ô�•

weight1 weight2 weight1 �Å���î  weight2 �é�§ ¸�æ�����” SRR �,�$�+�X�o�\�Ç�D�$�6�;�
�I
�
� �X�o  1 �Å���î� �X�o  2 �Æ��1M���´�Ô5ë�2�é�§ ¸�Ç�ÿ�ù���ù�Ô�•�0�o�â�È��%¸
�Ð�ê  1 :*  100 �â�Ô�•�&�o�ê�,�M�o�,�â
™�¾���ù�Ô�•

�]�]�o�, ���•�]�ˆ

12.1(19)EA1 �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•
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%Y 2 %(      Catalyst 3560 �,���6�4  Cisco IOS �&�Q�f�<
mls qos srr-queue input bandwidth
�4�é���â�ê�”� �X�o�é�I
��ê�^�÷�

����°�á���Ç�:�
$��Ò�ù�Ô�•� �X�o  1 �ê
����°�á�����Ú�ê�^�÷�é  
10 % �
�,�ß�J�\�����]�9��  � �X�o�â�Ô�•� �X�o  1 �ã� �X�o  2 �æ
����°�á�����Ú�ê�^�÷�é�§ ¸�ê�” 4/

9Ô4+49Õ�â�Ô�• SRR �ê�¨�Ë�”.3�o�Ð���Ú  10 % �é�ê�^�÷�
� �X�o  19Ô�J�\�����]�9��  � �X�o9Õ�æ�(�o�F
�,�Ò�ù�Ô�•�Ø�é�½�ã�” SRR �ê�w���é  90 % �é�ê�^�÷�
� �X�o  1 �ã� �X�o  2 �æ�Ø���Ù��  45 % �Õ�ß��%l�æ
�½2)�Ò�ù�Ô�•

Switch(config)# mls qos srr-queue input priority-queue 1 bandwidth 10
Switch(config)# mls qos srr-queue input bandwidth 4 4

.3�o�
#Õ.z�Ô���æ�ê�” show mls qos interface [interface-id] queueing �ù�Ú�ê  show mls qos 
input-queue  $�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

4P1j�&�Q�f�< �&�Q�f�< .‘�ÿ

mls qos srr-queue input buffers �I
�� �X�o4F�é�C�6�H���

����°�á�ù�Ô�•

mls qos srr-queue input cos-map Class of Service9ÔCoS; �(�o�F�,  �"�\�,9Õ�o�
�I
�
� �X�o�æ�Q�6�G�f�#�”�ù�Ú�ê  CoS �o�
� �X�o�Å���î�Ò
�È�¿�o  ID �æ�Q�6�G�f�#�Ò�ù�Ô�•

mls qos srr-queue input dscp-map DSCP �o�
�I
�� �X�o�æ�Q�6�G�f�#�Ô���Æ�” DSCP �o�

� �X�o�Å���î�Ò�È�¿�o  ID �æ�Q�6�G�f�#�Ò�ù�Ô�•

mls qos srr-queue input priority-queue �I
��J�\�����]�9��  � �X�o�
.3�o�Ò�”�ê�^�÷�
�;.=�Ò�ù�Ô�•

mls qos srr-queue input threshold Weighted Tail-Drop9ÔWTD9Õ�Ò�È�¿�o�é�D�o�.�f�9�o
�+�
�I
�� �X�o�æ
����°�á�ù�Ô�•

show mls qos input-queue �I
�� �X�o�é.3�o�
-+$��Ò�ù�Ô�•

show mls qos interface queueing QoS �±�Ž�
-+$��Ò�ù�Ô�•
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%Y 2 %(      Catalyst 3560 �,���6�4  Cisco IOS �&�Q�f�<
mls qos srr-queue input buffers
mls qos srr-queue input buffers
�I
�� �X�o4F�æ�C�6�H���

����°�á���æ�ê�” mls qos srr-queue input buffers �#�`�o�C�^  �&�f�H���!�X
�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•�:�H���^�;.3�o�æ�¯�Ô�æ�ê�”�Î�é�&�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

mls qos srr-queue input buffers percentage1 percentage2

no mls qos srr-queue input buffers

�t�¥�é.‘�ÿ

�:�H���^�; �C�6�H���é  90 % �Ç� �X�o  1 �æ�”�C�6�H���é  10 % �Ç� �X�o  2 �æ
����°�á�����ù�Ô�•

�&�Q�f�<  �U�o�< �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g


ö!ª
��é�����<�\���f � �X�o�Ç�C�o�,�;�H�é�½��#��>�;�\�H���6�"�
�£!��â�È�����Á�æ�C�6�H���

����°�á����-Ð�Ç�½���ù�Ô�•

�� �4�é���â�ê�”�I
�� �X�o  1 �æ�C�6�H��  �,�M�o�,�é  60 % �
�”�I
�� �X�o  2 �æ�C�6�H��  �,�M�o�,�é  40 % 
�

����°�á���Ç�:�
$��Ò�ù�Ô�•

Switch(config)# mls qos srr-queue input buffers 60 40

.3�o�
#Õ.z�Ô���æ�ê�” show mls qos interface [interface-id] buffers �ù�Ú�ê  show mls qos input-queue 
 $�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

percentage1 
percentage2

�I
�� �X�o  1 �Å���î� �X�o  2 �æ
����°�á�������C�6�H���é
��'9Ô %9Õ�â�Ô�•
�0�o�â�È��%¸�Ð�ê  0 :*  100 �â�Ô�•�&�o�ê�,�M�o�,�â
™�¾���ù�Ô�•

�]�]�o�, ���•�]�ˆ
12.1(19)EA1 �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•
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%Y 2 %(      Catalyst 3560 �,���6�4  Cisco IOS �&�Q�f�<
mls qos srr-queue input buffers
4P1j�&�Q�f�< �&�Q�f�< .‘�ÿ

mls qos srr-queue input bandwidth Shaped Round Robin9ÔSRR; �*�����J�<  �\���f�<  �`�F
�f9Õ�é2€�ú�
�I
��é2€�ú�
�I
�� �X�o�æ
����°�á�ù�Ô�•

mls qos srr-queue input cos-map Class of Service9ÔCoS; �(�o�F�,  �"�\�,9Õ�o�
�I
�
� �X�o�æ�Q�6�G�f�#�”�ù�Ú�ê  CoS �o�
� �X�o�Å���î�Ò
�È�¿�o  ID �æ�Q�6�G�f�#�Ò�ù�Ô�•

mls qos srr-queue input dscp-map DSCP �o�
�I
�� �X�o�æ�Q�6�G�f�#�Ô���Æ�” DSCP �o�

� �X�o�Å���î�Ò�È�¿�o  ID �æ�Q�6�G�f�#�Ò�ù�Ô�•

mls qos srr-queue input priority-queue �I
��J�\�����]�9��  � �X�o�
.3�o�Ò�”�ê�^�÷�
�;.=�Ò
�ù�Ô�•

mls qos srr-queue input threshold Weighted Tail-Drop9ÔWTD9Õ�Ò�È�¿�o�é�D�o�.�f�9�o
�+�
�I
�� �X�o�æ
����°�á�ù�Ô�•

show mls qos input-queue �I
�� �X�o�é.3�o�
-+$��Ò�ù�Ô�•

show mls qos interface buffers QoS �±�Ž�
-+$��Ò�ù�Ô�•
2-352
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%Y 2 %(      Catalyst 3560 �,���6�4  Cisco IOS �&�Q�f�<
mls qos srr-queue input cos-map
mls qos srr-queue input cos-map
Class of Service9ÔCoS; �(�o�F�,  �"�\�,9Õ�o�
�I
�� �X�o�æ�Q�6�G�f�#�”�ù�Ú�ê  CoS �o�
� �X�o�Å���î
�Ò�È�¿�o  ID �æ�Q�6�G�f�#�Ô���æ�ê�” mls qos srr-queue input cos-map �#�`�o�C�^  �&�f�H���!�X�_�o
�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•�:�H���^�;.3�o�æ�¯�Ô�æ�ê�”�Î�é�&�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

mls qos srr-queue input cos-map queue queue-id { cos1...cos8 | threshold threshold-id 
cos1...cos8}

no mls qos srr-queue input cos-map 

�t�¥�é.‘�ÿ

�:�H���^�; -+ 2-15 �â�ê�”�:�H���^�;�é  CoS �I
�� �X�o�é�Ò�È�¿�o�é�Q�6�G�f�#�
$��Ò�ù�Ô�•

�&�Q�f�<  �U�o�< �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g


ö!ª
��é�����<�\���f �I
��P�o�;�æ
����°�á�����Ú  CoS �æ���Þ�á�”�I
��ù�Ú�ê�´
��é� �X�o�Å���î�Ò�È�¿�o�Ç1¬�ï�Ð���ù�Ô�•

�Ò�È�¿�o  3 �é�<�`�6�J�Ò�È�¿�o9Ô %9Õ�ê
P�è�æ�o'õ�Ð���á�¿�ù�Ô�•�D�o�.�f�9�o�+�ê� �X�o�Ç�)�ð�é A
���æ�»�Ò�á.3�o�Ð���ù�Ô�• mls qos srr-queue input threshold �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&
�Q�f�<�

ö!ª�Ô���ã�”�I
�� �X�o�æ  2 �ß�é  Weighted Tail-Drop9ÔWTD9Õ�Ò�È�¿�o9Ô%9Õ�

����°�á��
�Î�ã�Ç�â�È�ù�Ô�•

queue queue-id � �X�o!ß� �
�0�o�Ò�ù�Ô�•

queue-id �â�0�o�â�È��%¸�Ð�ê  1 :*  2 �â�Ô�•

cos1...cos8 CoS �o�
�I
�� �X�o�ó�Q�6�G�f�#�Ò�ù�Ô�•

cos1...cos8 �æ�ê�”�¨�"  8 �ß�é�o�
�,�M�o�,�â
™�¾�Þ�á�I
��Ò�ù�Ô�•�0�o�â
�È��%¸�Ð�ê  0 :*  7 �â�Ô�•

threshold threshold-id 
cos1...cos8

CoS �o�
� �X�o�é�Ò�È�¿�o  ID �æ�Q�6�G�f�#�Ò�ù�Ô�•

threshold-id �â�0�o�â�È��%¸�Ð�ê  1 :*  3 �â�Ô�•

cos1...cos8 �æ�ê�”�¨�"  8 �ß�é�o�
�,�M�o�,�â
™�¾�Þ�á�I
��Ò�ù�Ô�•�0�o�â
�È��%¸�Ð�ê  0 :*  7 �â�Ô�•

-+ 2-15 �:�H���^�;�é  CoS �I
�� �X�o�é�Ò�È�¿�o

CoS �o � �X�o  ID - �Ò�È�¿�o  ID

0 :*  4 1 - 1

5 2 - 1

6�” 7 1 - 1

�]�]�o�, ���•�]�ˆ

12.1(19)EA1 �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•
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%Y 2 %(      Catalyst 3560 �,���6�4  Cisco IOS �&�Q�f�<
mls qos srr-queue input cos-map
�& CoS �o�
�”!ã�å��� �X�o�Å���î�Ò�È�¿�o�é&µ�ú�'�
�Ö�æ�»�Ò�á�Q�6�G�f�#�â�È�ù�Ô�•�Î���æ�����H
�_�o�S�
!ã�å��
G
Þ�æ�å�
�Ö���Î�ã�Ç�â�È�ù�Ô�•

�� �4�é���â�ê�” CoS �o  0 :*  3 �
�”�I
�� �X�o  1 �ã�<�`�6�J�Ò�È�¿�o  50 % �é�Ò�È�¿�o  ID 1 �æ�Q�6�G�f�#
�Ô���Ç�:�
$��Ò�ù�Ô�• CoS �o  4 �ã  5 �ê�”�I
�� �X�o  1 �ã�<�`�6�J�Ò�È�¿�o  70 % �é�Ò�È�¿�o  ID 2 �æ
�
���°�á�ù�Ô�•

Switch(config)# mls qos srr-queue input cos-map queue 1 threshold 1 0 1 2 3
Switch(config)# mls qos srr-queue input cos-map queue 1 threshold 2 4 5
Switch(config)# mls qos srr-queue input threshold 1 50 70

.3�o�
#Õ.z�Ô���æ�ê�” show mls qos maps  $�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

4P1j�&�Q�f�< �&�Q�f�< .‘�ÿ

mls qos srr-queue input bandwidth Shaped Round Robin9ÔSRR; �*�����J�<  �\���f�<  �`�F
�f9Õ�é2€�ú�
�I
�� �X�o�æ
����°�á�ù�Ô�•

mls qos srr-queue input buffers �I
�� �X�o4F�é�C�6�H���

����°�á�ù�Ô�•

mls qos srr-queue input dscp-map DSCP �o�
�I
�� �X�o�æ�Q�6�G�f�#�Ô���Æ�” DSCP �o�

� �X�o�Å���î�Ò�È�¿�o  ID �æ�Q�6�G�f�#�Ò�ù�Ô�•

mls qos srr-queue input priority-queue �I
��J�\�����]�9��  � �X�o�
.3�o�Ò�”�ê�^�÷�
�;.=�Ò
�ù�Ô�•

mls qos srr-queue input threshold WTD �Ò�È�¿�o�é�D�o�.�f�9�o�+�
�I
�� �X�o�æ
����°�á
�ù�Ô�•

show mls qos maps QoS �é�Q�6�G�f�#�±�Ž�
-+$��Ò�ù�Ô�•
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%Y 2 %(      Catalyst 3560 �,���6�4  Cisco IOS �&�Q�f�<
mls qos srr-queue input dscp-map
mls qos srr-queue input dscp-map
DiffServ �&�o�<  �P���f�;9Ô DSCP9Õ�o�
�I
�� �X�o�æ�Q�6�G�f�#�”�ù�Ú�ê  DSCP �o�
� �X�o�Å���î�Ò
�È�¿�o  ID �æ�Q�6�G�f�#�Ô���æ�ê�” mls qos srr-queue input dscp-map �#�`�o�C�^  �&�f�H���!�X�_�o
�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•�:�H���^�;.3�o�æ�¯�Ô�æ�ê�”�Î�é�&�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

mls qos srr-queue input dscp-map queue queue-id { dscp1...dscp8 | threshold threshold-id 
dscp1...dscp8}

no mls qos srr-queue input dscp-map

�t�¥�é.‘�ÿ

�:�H���^�; -+ 2-16 �ê�”�:�H���^�;�é  DSCP �I
�� �X�o�Ò�È�¿�o�Q�6�J�
$��Ò�á�¿�ù�Ô�•

�&�Q�f�<  �U�o�< �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g


ö!ª
��é�����<�\���f �I
��P�o�;�æ
����°�á�����Ú  DSCP �æ���Þ�á�”�I
��ù�Ú�ê�´
��é� �X�o�Å���î�Ò�È�¿�o�Ç1¬�ï�Ð���ù�Ô�•

�Ò�È�¿�o  3 �é�<�`�6�J�Ò�È�¿�o9Ô %9Õ�ê
P�è�æ�o'õ�Ð���á�¿�ù�Ô�•�D�o�.�f�9�o�+�ê� �X�o�Ç�)�ð�é A
���æ�»�Ò�á.3�o�Ð���ù�Ô�• mls qos srr-queue input threshold �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&
�Q�f�<�

ö!ª�Ô���ã�”�I
�� �X�o�æ  2 �ß�é  Weighted Tail-Drop9ÔWTD9Õ�Ò�È�¿�o9Ô%9Õ�

����°�á��
�Î�ã�Ç�â�È�ù�Ô�•

queue queue-id � �X�o!ß� �
�0�o�Ò�ù�Ô�•

queue-id �â�0�o�â�È��%¸�Ð�ê  1 :*  2 �â�Ô�•

dscp1...dscp8 DSCP �o�
�I
�� �X�o�æ�Q�6�G�f�#�Ò�ù�Ô�•

dscp1...dscp8 �æ�ê�”�¨�"  8 �ß�é�o�
�,�M�o�,�â
™�¾�Þ�á�I
��Ò�ù�Ô�•�0�o
�â�È��%¸�Ð�ê  0 :*  63 �â�Ô�•

threshold threshold-id 
dscp1...dscp8

DSCP �o�
� �X�o�Ò�È�¿�o  ID �æ�Q�6�G�f�#�Ò�ù�Ô�•

threshold-id �â�0�o�â�È��%¸�Ð�ê  1 :*  3 �â�Ô�•

dscp1...dscp8 �æ�ê�”�¨�"  8 �ß�é�o�
�,�M�o�,�â
™�¾�Þ�á�I
��Ò�ù�Ô�•�0�o
�â�È��%¸�Ð�ê  0 :*  63 �â�Ô�•

-+ 2-16 �:�H���^�;�é  DSCP �I
�� �X�o�Ò�È�¿�o�Q�6�J

DSCP �o � �X�o  ID - �Ò�È�¿�o  ID

0 :*  39 1 - 1

40 :*  47 2 - 1

48 :*  63 1 - 1

�]�]�o�, ���•�]�ˆ
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%Y 2 %(      Catalyst 3560 �,���6�4  Cisco IOS �&�Q�f�<
mls qos srr-queue input dscp-map
�& DSCP �o�
!ã�å��� �X�o�Å���î�Ò�È�¿�o�é&µ�ú�'�
�Ö�æ�Q�6�G�f�#�Ò�á�”�H�_�o�S�Ç�Î�é�Ç�:�â�£
!��Ð�������Á�æ�Ô���Î�ã�Ç�â�È�ù�Ô�•

�&�Q�f�<�½�Ú���¨�"  8 �ß�é  DSCP �o�
�Q�6�G�f�#�â�È�ù�Ô�•

�� �4�é���â�ê�” DSCP �o  0 :*  6 �
�”�I
�� �X�o  1 �ã�<�`�6�J�Ò�È�¿�o  50 % �é�Ò�È�¿�o  1 �æ�Q�6�G�f�#�Ô
���Ç�:�
$��Ò�ù�Ô�• DSCP �o  20 �ã  26 �ê�”�I
�� �X�o  1 �ã�<�`�6�J�Ò�È�¿�o  70 % �é�Ò�È�¿�o  2 �æ�Q�6
�G�f�#�Ò�ù�Ô�•

Switch(config)# mls qos srr-queue input dscp-map queue 1 threshold 1 0 1 2 3 4 5 6
Switch(config)# mls qos srr-queue input dscp-map queue 1 threshold 2 20 21 22 23 24 25 26
Switch(config)# mls qos srr-queue input threshold 1 50 70

.3�o�
#Õ.z�Ô���æ�ê�” show mls qos maps  $�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

4P1j�&�Q�f�< �&�Q�f�< .‘�ÿ

mls qos srr-queue input bandwidth Shaped Round Robin9ÔSRR; �*�����J�<  �\���f�<  �`�F
�f9Õ�é2€�ú�
�I
�� �X�o�æ
����°�á�ù�Ô�•

mls qos srr-queue input buffers �I
�� �X�o4F�é�C�6�H���

����°�á�ù�Ô�•

mls qos srr-queue input cos-map Class of Service9ÔCoS; �(�o�F�,  �"�\�,9Õ�o�
�I
�
� �X�o�æ�Q�6�G�f�#�Ô���Æ�” CoS �o�
� �X�o�Å���î�Ò
�È�¿�o  ID �æ�Q�6�G�f�#�Ò�ù�Ô�•

mls qos srr-queue input priority-queue �I
��J�\�����]�9��  � �X�o�
.3�o�Ò�”�ê�^�÷�
�;.=�Ò
�ù�Ô�•

mls qos srr-queue input threshold WTD �Ò�È�¿�o�é�D�o�.�f�9�o�+�
�I
�� �X�o�æ
����°�á
�ù�Ô�•

show mls qos maps QoS �é�Q�6�G�f�#�±�Ž�
-+$��Ò�ù�Ô�•
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%Y 2 %(      Catalyst 3560 �,���6�4  Cisco IOS �&�Q�f�<
mls qos srr-queue input priority-queue
mls qos srr-queue input priority-queue
�]�f�#�Ç0æ0Þ�Ò�á�¿���•�'�”�I
��J�\�����]�9��  � �X�o�
.3�o�Ò�á�”�]1ñ�]�f�#
��â�ê�^�÷�
�;.=�Ô
���æ�ê�” mls qos srr-queue input priority-queue �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª
�Ò�ù�Ô�•�:�H���^�;.3�o�æ�¯�Ô�æ�ê�”�Î�é�&�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

mls qos srr-queue input priority-queue queue-id bandwidth weight

no mls qos srr-queue input priority-queue queue-id

�t�¥�é.‘�ÿ

�:�H���^�; �J�\�����]�9��  � �X�o�ê� �X�o  2 �â�”�ê�^�÷�é  10 % �Ç
����°�á�����á�¿�ù�Ô�•

�&�Q�f�<  �U�o�< �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g


ö!ª
��é�����<�\���f �J�\�����]�9��  � �X�o�ê�”���5�Ò�á1t�ü����-Ð�Ç�½���;�\�H���6�"�æ�é�ú
ö!ª�Ò�á�Ê�Û�Ð�¿9Ô1ƒ�g�ã
�+�6�2�
�¨�Ê4¢�æ�ã�ä�ü����-Ð�é�½��5¸�ÿ�;�\�H���6�"�å�ä9Õ �•

�J�\�����]�9��  � �X�o�ê�]1ñ�]�f�#
��â�ê�^�÷�é	û1ñ�Ç�;.=�Ð���á�Å���”���o�C�o�(�I�,�"�\���I�3
�é�]�f�#
��â�@�6�;�b�o�"  �;�\�H���6�"�Ç���¿�•�'9Ô�C�6�"�J�_�o�f�Ç1M1•�â�È��2‚�����ý�;�\
�H���6�"�Ç���¿�•�'�”�Å���î� �X�o�Ç�)�ð�â�H�_�o�S�
�<�`�6�J�Ò�á�¿���•�'9Õ�æ�”1ƒ�g�ã�+�6�2�
0·
�ë�Ò�ù�Ô�•

�*�����J�<  �\���f�<  �`�F�f9Ô SRR9Õ�ê�” mls qos srr-queue input priority-queue queue-id bandwidth 
weight  �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�é  bandwidth � �o�b�o�<�â�0�o�Ð���Ú�ã�Å���æ�”
.3�o�ã�ú�é2€�ú�æ�å�¿�J�\�����]�9��  � �X�o�æ�(�o�F�,�
�­���Ò�ù�Ô�• SRR �ê�”
��Ç�é�I
�� �X�o�â
�w���é�ê�^�÷�
�R�­�Ò�” mls qos srr-queue input bandwidth weight1 weight2 �#�`�o�C�^  �&�f�H��
�!�X�_�o�*�Z�f  �&�Q�f�<�â.3�o�Ð���Ú�������;�â�0�o�Ò�Ú�(�o�F�,�
�s-��Ò�ù�Ô�•

�J�\�����]�9��  � �X�o���f�#�
�:���.�o�I�^�æ�Ô���æ�ê�”�ê�^�÷�é2€�ú�
  0 �æ.3�o�Ò�ù�Ô�•�Ú�ã�Ã�ë�”
mls qos srr-queue input priority-queue queue-id bandwidth 0 �ã�I
��Ò�ù�Ô�•

queue-id �I
��é� �X�o  ID�•�0�o�â�È��%¸�Ð�ê  1 :*  2 �â�Ô�•

bandwidth weight �]1ñ�]�f�#�é�ê�^�÷�é�D�o�.�f�9�o�+�•�0�o�â�È��%¸�Ð�ê  0 :*  40 �â�Ô�•
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%Y 2 %(      Catalyst 3560 �,���6�4  Cisco IOS �&�Q�f�<
mls qos srr-queue input priority-queue
�� �4�é���â�ê�”� �X�o�é�I
��ê�^�÷�

����°�á���Ç�:�
$��Ò�ù�Ô�•� �X�o  1 �ê
����°�á�����Ú�ê�^�÷�é  
10 % �
�,�ß�J�\�����]�9��  � �X�o�â�Ô�•� �X�o  1 �ã� �X�o  2 �æ
����°�á�����Ú�ê�^�÷�é�§ ¸�ê�” 4/

9Ô4+49Õ�â�Ô�• SRR �ê�¨�Ë�”.3�o�Ð���Ú  10 % �é�ê�^�÷�
� �X�o  19Ô�J�\�����]�9��  � �X�o9Õ�æ�(�o�F
�,�Ò�ù�Ô�•�Ø�é�½�ã�” SRR �ê�w���é  90 % �é�ê�^�÷�
� �X�o  1 �ã� �X�o  2 �æ�Ø���Ù��  45 % �Õ�ß��%l�æ
�½2)�Ò�ù�Ô�•

Switch(config)# mls qos srr-queue input priority-queue 1 bandwidth 10
Switch(config)# mls qos srr-queue input bandwidth 4 4

.3�o�
#Õ.z�Ô���æ�ê�” show mls qos interface [interface-id] queueing �ù�Ú�ê  show mls qos 
input-queue  $�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

4P1j�&�Q�f�< �&�Q�f�< .‘�ÿ

mls qos srr-queue input bandwidth Shaped Round Robin9ÔSRR; �*�����J�<  �\���f�<  �`�F�f9Õ�é
2€�ú�
�I
�� �X�o�æ
����°�á�ù�Ô�•

mls qos srr-queue input buffers �I
�� �X�o4F�é�C�6�H���

����°�á�ù�Ô�•

mls qos srr-queue input cos-map Class of Service9ÔCoS; �(�o�F�,  �"�\�,9Õ�o�
�I
�� �X�o�æ
�Q�6�G�f�#�”�ù�Ú�ê  CoS �o�
� �X�o�Å���î�Ò�È�¿�o  ID �æ
�Q�6�G�f�#�Ò�ù�Ô�•

mls qos srr-queue input dscp-map DSCP �o�
�I
�� �X�o�æ�Q�6�G�f�#�Ô���Æ�” DSCP �o�

� �X�o�Å���î�Ò�È�¿�o  ID �æ�Q�6�G�f�#�Ò�ù�Ô�•

mls qos srr-queue input threshold Weighted Tail-Drop9ÔWTD9Õ�Ò�È�¿�o�é�D�o�.�f�9�o�+�
�I

�� �X�o�æ
����°�á�ù�Ô�•

show mls qos input-queue �I
�� �X�o�é.3�o�
-+$��Ò�ù�Ô�•

show mls qos interface queueing QoS �±�Ž�
-+$��Ò�ù�Ô�•
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%Y 2 %(      Catalyst 3560 �,���6�4  Cisco IOS �&�Q�f�<
mls qos srr-queue input threshold

e2
mls qos srr-queue input threshold
�I
�� �X�o�æ  Weighted Tail-Drop9ÔWTD9Õ�Ò�È�¿�o9Ô%9Õ�

����°�á���æ�ê�” mls qos srr-queue 
input threshold �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•�:�H���^�;.3�o�æ�¯�Ô�æ
�ê�”�Î�é�&�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

mls qos srr-queue input threshold queue-id threshold-percentage1 threshold-percentag

no mls qos srr-queue input threshold queue-id

�t�¥�é.‘�ÿ

�:�H���^�; QoS9ÔQuality of Service9Õ�Ç���@�o�I�^�å�ã�È�ê�” WTD �ý���@�o�I�^�â�Ô�•

2 �ß�é  WTD �Ò�È�¿�o�ê�” 100 % �æ.3�o�Ð���ù�Ô�•

�&�Q�f�<  �U�o�< �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g


ö!ª
��é�����<�\���f QoS �ê�” CoS/�Ò�È�¿�o�Q�6�J�ù�Ú�ê  DSCP/�Ò�È�¿�o�Q�6�J�

ö!ª�Ò�á�”�ä�é  Class of Service9ÔCoS; 
�(�o�F�,  �"�\�,9Õ�o�ù�Ú�ê  DiffServ �&�o�<  �P���f�;9Ô DSCP9Õ�o�
�Ò�È�¿�o  1 �ã�Ò�È�¿�o  2 �æ�Q�6�G
�f�#�Ô���Æ�
�Í�Î�Ò�ù�Ô�•�Ò�È�¿�o  1 �
/å�Ã�Ú�•�'�ê�”�Ò�È�¿�o�
/å�Ã�å�Ê�å���ù�â�”�Î�é�Ò�È�¿�o�æ

����°�á�����Ú  CoS �ù�Ú�ê  DSCP �
�,�ß�D�$�6�;�Ç�<�`�6�J�Ð���ù�Ô�•�Ú�Û�Ò�”�Ò�È�¿�o  2 �æ
����°
�á�����Ú�D�$�6�;�ê�” 2 !ß"á�é�Ò�È�¿�o�
/å�Ã���Î�ã�Ç�å�¿4¢���”�•�È&ï�È� �X�o�æ�I������1M�>�Ð��
�ù�Ô�•

�&� �X�o�æ�ê�” 2 �ß�é.3�o��(»�å9Ô�ÿ$�9Õ�<�`�6�J�Ò�È�¿�o�ã  1 �ß�é
P�è.3�o�Ð���Ú9Ô�g9)9Õ�<�`�6�J
�Ò�È�¿�o9Ô�H�^9Õ�Ç�½���ù�Ô�•

CoS/�Ò�È�¿�o�Q�6�J�
.3�o�Ô���æ�ê�” mls qos srr-queue input cos-map �#�`�o�C�^  �&�f�H���!�X�_�o
�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�• DSCP/�Ò�È�¿�o�Q�6�J�
.3�o�Ô���æ�ê�” mls qos srr-queue input 
dscp-map �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

�� �4�é���â�ê�” 2 �ß�é� �X�o�æ�9�o�^�<�`�6�J�Ò�È�¿�o�
.3�o�Ô���Ç�:�
$��Ò�ù�Ô�•� �X�o  1 �é�Ò�È�¿�o
�ê  50 % �ã  100 %�”� �X�o  2 �é�Ò�È�¿�o�ê  70 % �ã  100 % �â�Ô�•

Switch(config)# mls qos srr-queue input threshold 1 50 100
Switch(config)# mls qos srr-queue input threshold 2 70 100

.3�o�
#Õ.z�Ô���æ�ê�” show mls qos interface [interface-id] buffers �ù�Ú�ê  show mls qos input-queue 
 $�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

queue-id �I
�� �X�o�é  ID �â�Ô�•�0�o�â�È��%¸�Ð�ê  1 :*  2 �â�Ô�•

threshold-percentage1 
threshold-percentage2

2 �ß�é  WTD �Ò�È�¿�o9Ô%9Õ�â�Ô�•�&�Ò�È�¿�o�ê�”� �X�o�æ
����°�á��
���Ú� �X�o.%1@�6�é'��™�æ�»�Ô��
��'�â�Ô�•�&�o�ê�,�M�o�,�â
™�¾���ù
�Ô�•�0�o�â�È��%¸�Ð�ê  1 :*  100 �â�Ô�•
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%Y 2 %(      Catalyst 3560 �,���6�4  Cisco IOS �&�Q�f�<
mls qos srr-queue input threshold
4P1j�&�Q�f�< �&�Q�f�< .‘�ÿ

mls qos srr-queue input bandwidth Shaped Round Robin9ÔSRR; �*�����J�<  �\���f�<  �`�F
�f9Õ�é2€�ú�
�I
�� �X�o�æ
����°�á�ù�Ô�•

mls qos srr-queue input buffers �I
�� �X�o4F�é�C�6�H���

����°�á�ù�Ô�•

mls qos srr-queue input cos-map Class of Service9ÔCoS; �(�o�F�,  �"�\�,9Õ�o�
�I
�
� �X�o�æ�Q�6�G�f�#�”�ù�Ú�ê  CoS �o�
� �X�o�Å���î�Ò
�È�¿�o  ID �æ�Q�6�G�f�#�Ò�ù�Ô�•

mls qos srr-queue input dscp-map DSCP �o�
�I
�� �X�o�æ�Q�6�G�f�#�Ô���Æ�” DSCP �o�

� �X�o�Å���î�Ò�È�¿�o  ID �æ�Q�6�G�f�#�Ò�ù�Ô�•

mls qos srr-queue input priority-queue �I
��J�\�����]�9��  � �X�o�
.3�o�Ò�”�ê�^�÷�
�;.=�Ò
�ù�Ô�•

show mls qos input-queue �I
�� �X�o�é.3�o�
-+$��Ò�ù�Ô�•

show mls qos interface buffers QoS �±�Ž�
-+$��Ò�ù�Ô�•
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mls qos srr-queue output cos-map
mls qos srr-queue output cos-map
Class of Service9ÔCoS; �(�o�F�,  �"�\�,9Õ�o�
�´
�� �X�o�æ�Q�6�G�f�#�”�ù�Ú�ê  CoS �o�
� �X�o�Å���î
�Ò�È�¿�o  ID �æ�Q�6�G�f�#�Ô���æ�ê�” mls qos srr-queue output cos-map �#�`�o�C�^  �&�f�H���!�X�_�o
�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•�:�H���^�;.3�o�æ�¯�Ô�æ�ê�”�Î�é�&�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

mls qos srr-queue output cos-map queue queue-id { cos1...cos8 | threshold threshold-id 
cos1...cos8}

no mls qos srr-queue output cos-map 

�t�¥�é.‘�ÿ

�:�H���^�; -+ 2-17 �â�ê�”�:�H���^�;�é  CoS �´
�� �X�o�é�Ò�È�¿�o�é�Q�6�G�f�#�
$��Ò�ù�Ô�•

�&�Q�f�<  �U�o�< �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g

queue queue-id � �X�o!ß� �
�0�o�Ò�ù�Ô�•

queue-id �â�0�o�â�È��%¸�Ð�ê  1 :*  4 �â�Ô�•

cos1...cos8 CoS �o�
�´
�� �X�o�ó�Q�6�G�f�#�Ò�ù�Ô�•

cos1...cos8 �æ�ê�”�¨�"  8 �ß�é�o�
�,�M�o�,�â
™�¾�Þ�á�I
��Ò�ù�Ô�•�0�o�â
�È��%¸�Ð�ê  0 :*  7 �â�Ô�•

threshold threshold-id 
cos1...cos8

CoS �o�
� �X�o�é�Ò�È�¿�o  ID �æ�Q�6�G�f�#�Ò�ù�Ô�•

threshold-id �â�0�o�â�È��%¸�Ð�ê  1 :*  3 �â�Ô�•

cos1...cos8 �æ�ê�”�¨�"  8 �ß�é�o�
�,�M�o�,�â
™�¾�Þ�á�I
��Ò�ù�Ô�•�0�o�â
�È��%¸�Ð�ê  0 :*  7 �â�Ô�•

-+ 2-17 �:�H���^�;�é  CoS �´
�� �X�o�Ò�È�¿�o�Q�6�J

CoS �o � �X�o  ID - �Ò�È�¿�o  ID

0�” 1 2 - 1

2�” 3 3 - 1

4 4 - 1

5 1 - 1

6�” 7 4 - 1
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%Y 2 %(      Catalyst 3560 �,���6�4  Cisco IOS �&�Q�f�<
mls qos srr-queue output cos-map

ö!ª
��é�����<�\���f �Ò�È�¿�o  3 �é�<�`�6�J�Ò�È�¿�o9Ô %9Õ�ê
P�è�æ�o'õ�Ð���á�¿�ù�Ô�•�D�o�.�f�9�o�+�ê� �X�o�Ç�)�ð�é A
���æ�»�Ò�á.3�o�Ð���ù�Ô�•

9Ô�H9Õ �´
�� �X�o�é�:�H���^�;.3�o�ê�”�ö�ã���ä�é A�+�æ1¡�Ò�á�¿�ù�Ô�•�´
�� �X�o�æ�ß�¿�á
 �½!�.��Ò�Ú�Á
�Ã�â�”�Î�����é.3�o�Ç�Y�o�)�é  QoS9ÔQuality of Service9Õ�0�]�X�o�*�Z�f�
�)�Ú�Ð�å�¿�ã�Í�¿�Ò�Ú�•
�'�é�ú�”.3�o�
���•�â�È�ù�Ô�•

mls qos queue-set output qset-id threshold �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ô��
�ã�”�´
�� �X�o�æ  2 �ß�é  Weighted Tail-Drop9ÔWTD9Õ�Ò�È�¿�o9Ô%9Õ�

����°�á���Î�ã�Ç�â�È�ù�Ô�•

�& CoS �o�
�”!ã�å��� �X�o�Å���î�Ò�È�¿�o�é&µ�ú�'�
�Ö�æ�»�Ò�á�Q�6�G�f�#�â�È�ù�Ô�•�Î���æ�����H
�_�o�S�
!ã�å��
G
Þ�æ�å�
�Ö���Î�ã�Ç�â�È�ù�Ô�•

�� �4�é���â�ê�” �P�o�;�
� �X�o�.�6�;  1 �æ�Q�6�G�f�#�Ô���Ç�:�
$��Ò�ù�Ô�• CoS �o  0 :*  3 �
�´
�� �X�o  1 
�ã�Ò�È�¿�o  ID 1 �æ�Q�6�G�f�#�Ò�ù�Ô�• � �X�o  1 �é�<�`�6�J�Ò�È�¿�o�

����°�á�����Ú�T�U�]�é  50 % �ã  
70 % �æ.3�o�Ò�”
����°�á�����Ú�T�U�]�é  100 % �
�;.=9Ô
M&‚9Õ�Ò�á�”�Î�é� �X�o�Ç�D�$�6�;�
�<�`�6
�J�Ö�Õ�æ�;�,��(»�å�¨�"�T�U�]�
  200% �æ.3�o�Ò�ù�Ô�•

Switch(config)# mls qos srr-queue output cos-map queue 1 threshold 1 0 1 2 3
Switch(config)# mls qos queue-set output 1 threshold 1 50 70 100 200
Switch(config)# interface  gigabitethernet0/1 
Switch(config-if)# queue-set 1

.3�o�
#Õ.z�Ô���æ�ê�” show mls qos maps�” show mls qos interface [interface-id] buffers�”�ù�Ú�ê  
show mls qos queue-set  $�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

4P1j�&�Q�f�< �&�Q�f�< .‘�ÿ

mls qos srr-queue output dscp-map DiffServ �&�o�<  �P���f�;9Ô DSCP9Õ�o�
�´
�� �X�o�”�ù�Ú�ê
� �X�o�ã�Ò�È�¿�o  ID �æ�Q�6�G�f�#�Ò�ù�Ô�•

mls qos queue-set output threshold WTD �Ò�È�¿�o�
.3�o�Ò�á�”�C�6�H���é���L���\�F�]�9���

�;.=�Ò�”� �X�o�.�6�;�ó�é�¨�"�T�U�]
����°�á�
.3�o�Ò�ù�Ô�•

queue-set � �X�o�.�6�;�æ�»�Ô���P�o�;�
�Q�6�G�f�#�Ò�ù�Ô�•

show mls qos interface buffers QoS �±�Ž�
-+$��Ò�ù�Ô�•

show mls qos maps QoS �é�Q�6�G�f�#�±�Ž�
-+$��Ò�ù�Ô�•

show mls qos queue-set � �X�o�.�6�;�é�´
�� �X�o�.�6�;�o�
-+$��Ò�ù�Ô�•
2-362
Catalyst 3560 �,���6�4  �&�Q�f�<  �]�H���_�f�,

OL-8554-08-J



 

%Y 2 %(      Catalyst 3560 �,���6�4  Cisco IOS �&�Q�f�<
mls qos srr-queue output dscp-map
mls qos srr-queue output dscp-map
DiffServ �&�o�<  �P���f�;9Ô DSCP9Õ�o�
�´
�� �X�o�æ�Q�6�G�f�#�”�ù�Ú�ê  DSCP �o�
� �X�o�Å���î�Ò
�È�¿�o  ID �æ�Q�6�G�f�#�Ô���æ�ê�” mls qos srr-queue output dscp-map �#�`�o�C�^  �&�f�H���!�X�_�o
�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•�:�H���^�;.3�o�æ�¯�Ô�æ�ê�”�Î�é�&�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

mls qos srr-queue output dscp-map queue queue-id { dscp1...dscp8 | threshold 
threshold-id dscp1...dscp8}

no mls qos srr-queue output dscp-map 

�t�¥�é.‘�ÿ

�:�H���^�; -+ 2-18 �ê�”�:�H���^�;�é  DSCP �´
�� �X�o�Ò�È�¿�o�Q�6�J�
$��Ò�á�¿�ù�Ô�•

�&�Q�f�<  �U�o�< �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g

queue queue-id � �X�o!ß� �
�0�o�Ò�ù�Ô�•

queue-id �â�0�o�â�È��%¸�Ð�ê  1 :*  4 �â�Ô�•

dscp1...dscp8 DSCP �o�
�´
�� �X�o�æ�Q�6�G�f�#�Ò�ù�Ô�•

dscp1...dscp8 �æ�ê�”�¨�"  8 �ß�é�o�
�,�M�o�,�â
™�¾�Þ�á�I
��Ò�ù�Ô�•�0�o
�â�È��%¸�Ð�ê  0 :*  63 �â�Ô�•

threshold threshold-id 
dscp1...dscp8

DSCP �o�
� �X�o�Ò�È�¿�o  ID �æ�Q�6�G�f�#�Ò�ù�Ô�•

threshold-id �â�0�o�â�È��%¸�Ð�ê  1 :*  3 �â�Ô�•

dscp1...dscp8 �æ�ê�”�¨�"  8 �ß�é�o�
�,�M�o�,�â
™�¾�Þ�á�I
��Ò�ù�Ô�•�0�o
�â�È��%¸�Ð�ê  0 :*  63 �â�Ô�•

-+ 2-18 �:�H���^�;�é  DSCP �´
�� �X�o�Ò�È�¿�o�Q�6�J

DSCP �o � �X�o  ID - �Ò�È�¿�o  ID

0 :*  15 2 - 1

16 :*  31 3 - 1

32 :*  39 4 - 1

40 :*  47 1 - 1

48 :*  63 4 - 1

�]�]�o�, ���•�]�ˆ

12.1(19)EA1 �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•
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mls qos srr-queue output dscp-map

ö!ª
��é�����<�\���f �Ò�È�¿�o  3 �é�<�`�6�J�Ò�È�¿�o9Ô %9Õ�ê
P�è�æ�o'õ�Ð���á�¿�ù�Ô�•�D�o�.�f�9�o�+�ê� �X�o�Ç�)�ð�é A
���æ�»�Ò�á.3�o�Ð���ù�Ô�•

9Ô�H9Õ �´
�� �X�o�é�:�H���^�;.3�o�ê�”�ö�ã���ä�é A�+�æ1¡�Ò�á�¿�ù�Ô�•�´
�� �X�o�æ�ß�¿�á
 �½!�.��Ò�Ú�Á
�Ã�â�”�Î�é.3�o�Ç�Y�o�)�é  QoS �0�]�X�o�*�Z�f�
�)�Ú�Ð�å�¿�ã�Í�¿�Ò�Ú�•�'�é�ú�”.3�o�
���•�Ò�á�Ê
�Û�Ð�¿�•

mls qos queue-set output qset-id threshold �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ô��
�ã�”�´
�� �X�o�æ  2 �ß�é  Weighted Tail-Drop9ÔWTD9Õ�Ò�È�¿�o9Ô%9Õ�

����°�á���Î�ã�Ç�â�È�ù�Ô�•

�& DSCP �o�
!ã�å��� �X�o�Å���î�Ò�È�¿�o�é&µ�ú�'�
�Ö�æ�Q�6�G�f�#�Ò�á�”�H�_�o�S�Ç�Î�é�Ç�:�â�£
!��Ð�������Á�æ�Ô���Î�ã�Ç�â�È�ù�Ô�•

�&�Q�f�<�½�Ú���¨�"  8 �ß�é  DSCP �o�
�Q�6�G�f�#�â�È�ù�Ô�•

�� �4�é���â�ê�” �P�o�;�
� �X�o�.�6�;  1 �æ�Q�6�G�f�#�Ô���Ç�:�
$��Ò�ù�Ô�• DSCP �o  0 :*  3 �
�´
�� �X�o  
1 �ã�Ò�È�¿�o  ID 1 �æ�Q�6�G�f�#�Ò�ù�Ô�• � �X�o  1 �é�<�`�6�J�Ò�È�¿�o�

����°�á�����Ú�T�U�]�é  50 % 
�ã  70 % �æ.3�o�Ò�”
����°�á�����Ú�T�U�]�é  100 % �
�;.=9Ô
M&‚9Õ�Ò�á�”�Î�é� �X�o�Ç�D�$�6�;�
�<
�`�6�J�Ö�Õ�æ�;�,��(»�å�¨�"�T�U�]�
  200 % �æ.3�o�Ò�ù�Ô�•

Switch(config)# mls qos srr-queue output dscp-map queue 1 threshold 1 0 1 2 3
Switch(config)# mls qos queue-set output 1 threshold 1 50 70 100 200
Switch(config)# interface  gigabitethernet0/1 
Switch(config-if)# queue-set 1

.3�o�
#Õ.z�Ô���æ�ê�” show mls qos maps�” show mls qos interface [interface-id] buffers�”�ù�Ú�ê  
show mls qos queue-set  $�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

4P1j�&�Q�f�< �&�Q�f�< .‘�ÿ

mls qos srr-queue output cos-map Class of Service9ÔCoS; �(�o�F�,  �"�\�,9Õ�o�
�´
�� �X�o�”
�ù�Ú�ê� �X�o�ã�Ò�È�¿�o  ID �æ�Q�6�G�f�#�Ò�ù�Ô�•

mls qos queue-set output threshold WTD �Ò�È�¿�o�
.3�o�Ò�á�”�C�6�H���é���L���\�F�]�9���

�;.=�Ò�”� �X�o�.�6�;�ó�é�¨�"�T�U�]
����°�á�
.3�o�Ò�ù�Ô�•

queue-set � �X�o�.�6�;�æ�»�Ô���P�o�;�
�Q�6�G�f�#�Ò�ù�Ô�•

show mls qos interface buffers QoS �±�Ž�
-+$��Ò�ù�Ô�•

show mls qos maps QoS �é�Q�6�G�f�#�±�Ž�
-+$��Ò�ù�Ô�•

show mls qos queue-set � �X�o�.�6�;�é�´
�� �X�o�.�6�;�o�
-+$��Ò�ù�Ô�•
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mls qos trust
mls qos trust
�P�o�;�>5ì A���
.3�o�Ô���æ�ê�” mls qos trust  ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�


ö!ª�Ò�ù�Ô�•�I�;�\�H���6�"�
�>5ì�â�È�����Á�æ�å���”�D�$�6�;�é  DiffServ �&�o�<  �P���f�;

9ÔDSCP9Õ�” Class of Service9ÔCoS; �(�o�F�,  �"�\�,9Õ �”�ù�Ú�ê  IP precedence �é�H���o�^�<�
.ž�ô���Î�ã
�æ�����½6��Ç�s-��Ð���ù�Ô�•�P�o�;�
�>5ì�â�È�å�¿ A���æ�¯�Ô�æ�ê�”�Î�é�&�Q�f�<�é  no �»�|�

ö!ª�Ò
�ù�Ô�•

mls qos trust [cos | device cisco-phone | dscp | ip-precedence]

no mls qos trust [cos | device | dscp | ip-precedence]

�t�¥�é.‘�ÿ

�:�H���^�; �P�o�;�ê�>5ì�Ð���á�¿�ù�Ö���•� �o�b�o�<�Ç�0�o�Ð���Õ�”�&�Q�f�<�Ç�I
��Ð���á�¿���•�'�”�:�H���^�;
�ê  dscp �â�Ô�•

�&�Q�f�<  �U�o�< ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g


ö!ª
��é�����<�\���f QoS9ÔQuality of Service9Õ�<�T���f�æ#��>�Ô���D�$�6�;�ê�”�<�T���f�é���6�+�â�½6��Ð���ù�Ô�•�D�$�6
�;�Ç���6�+�â�½6��Ð�����ã�” QoS �<�T���f�]�é�&�,���6�4�â�D�$�6�;�
�½6��Ô����-Ð�Ç�å�¿�é�â�”
QoS �<�T���f�]�é�,���6�4  �P�o�;�ê�¿�Õ���Æ  1 �ß�é�>5ì A���æ.3�o�â�È�ù�Ô�•�P�o�;�Ç�>5ì�Ð���á�¿
���Æ�ä�Á�Æ�”�ù�Ú�ä�é�D�$�6�;�é�H���o�^�<�Ç�;�\�H���6�"�é�½6��æ
ö!ª�Ð�����é�Æ�
�0�o�Ô���•�'
�æ�”�Î�é�&�Q�f�<�

ö!ª�Ò�ù�Ô�•

�P�o�;�æ�>5ì  DSCP �ù�Ú�ê�>5ì  IP precedence �Ç.3�o�Ð���”#��>�D�$�6�;�Ç5V  IP �D�$�6�;�é�•�'�ê�”
CoS/DSCP �Q�6�J�

ö!ª�Ò�á�” CoS �o�Æ���»���Ô��  DSCP �o�Ç�É�È�´�Ð���ù�Ô�• CoS �ê�”�;�\�f�"  
�P�o�;�é�•�'�ê�D�$�6�;  CoS�”5V�;�\�f�"  �P�o�;�é�•�'�ê�:�H���^�;�é�P�o�;  CoS �ã�å���ù�Ô�•

cos 9Ô
›�ç9Õ�D�$�6�;�é  CoS �o�

ö!ª�Ò�á�”�I
��D�$�6�;�
�½6��Ò�ù�Ô�•�2�#�é
�å�¿�D�$�6�;�æ�ß�¿�á�ê�”�P�o�;�é�:�H���^�;  CoS �o�

ö!ª�Ò�ù�Ô�•

device cisco-phone 9Ô
›�ç9Õ�>5ì.3�o�æ���Ó�á�” Cisco IP Phone9Ô�>5ì�Ð�����º!Ç9Õ�Æ��1M�>�Ð��
�Ú CoS �ù�Ú�ê  DSCP �o�
�>5ì�Ô���Î�ã�æ�����I
��D�$�6�;�
�½6��Ò�ù�Ô�•

dscp 9Ô
›�ç9Õ�D�$�6�;  DSCP �o9Ô8 �F�6�;  �(�o�F�,�2���J  �H���o�^�<�é
�
Ï  6 
�F�6�;9Õ�

ö!ª�Ò�á�”�I
��D�$�6�;�
�½6��Ò�ù�Ô�•5V  IP �D�$�6�;�â�D�$�6�;
�Ç�2�#
ƒ�È�é�•�'�ê�”�D�$�6�;  CoS �Ç
ö!ª�Ð���ù�Ô�•�2�#�å�Ò�D�$�6�;�é�•
�'�ê�”�:�H���^�;�é�P�o�;  CoS �o�Ç
ö!ª�Ð���ù�Ô�•

ip-precedence 9Ô
›�ç9Õ�D�$�6�;�é  IP precedence �o9Ô8 �F�6�;  �(�o�F�,�2���J  �H���o�^�<�é

�
Ï  3 �F�6�;9Õ�

ö!ª�Ò�á�”�I
��D�$�6�;�
�½6��Ò�ù�Ô�•5V  IP �D�$�6�;�â�D
�$�6�;�Ç�2�#
ƒ�È�é�•�'�ê�”�D�$�6�;  CoS �Ç
ö!ª�Ð���ù�Ô�•�2�#�é�å�¿5V  IP 
�D�$�6�;�é�•�'�”�:�H���^�;  �P�o�;�é  CoS �o�Ç
ö!ª�Ð���ù�Ô�•

�]�]�o�, ���•�]�ˆ

12.1(19)EA1 �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•

12.2(20)SE 
ö!ª
��é�����<�\���f�Ç�w.��Ð���á�” Cisco IP Phone �Ç�,���6�4�ù�Ú�ê
�^�o�9�6�<  �P�o�;�æ�’&ï�Ð���Ú�•�'�é�,���6�4�é�>5ì A���é.3�o�Ç�:�Ç.‘
�ÿ�Ð���á�¿�ù�Ô�•
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mls qos trust
DSCP �Ç�>5ì�Ð���á�¿���•�'�” IP �D�$�6�;�é  DSCP �H���o�^�<�ê���•�Ð���ù�Ö���•�Ú�Û�Ò�”�D�$�6�;
�é  CoS �o�
9Ô DSCP/CoS �Q�6�J�æ�n�à�¿�á9Õ���•�Ô���Î�ã�ê��(»�â�Ô�•

CoS �Ç�>5ì�Ð���á�¿���•�'�”�D�$�6�;�é  CoS �H���o�^�<�ê���•�Ð���ù�Ö���Ç�” IP �D�$�6�;�â�½���•�'
�æ�ê9ÔCoS/DSCP �Q�6�J�æ�n�à�¿�á9Õ DSCP �
���•�Ô���Î�ã�ê�â�È�ù�Ô�•

�>5ì�º!Ç�Ï(»�ê�”�Y�o�)�Ç�@�6�;�b�o�"
{�Ð���Ú  Cisco IP Phone �Æ��  PC �
�¾�¿�Ò�”�Î���
�,���6�4  
�P�o�;�æ�’&ï�Ò�á�>5ì�Ð���Ú  CoS �ù�Ú�ê  DSCP .3�o�
�Ñ!ª�Ô���•�'�é�.� �X�]�9���ç5ô�é"’!¢�
4•�[
�Ò�ù�Ô�•�,���6�4�Å���î  IP Phone �æ�’&ï�Ð���Ú�P�o�;�â�*�,�&���´�J�`�;�&�^9Ô CDP9Õ�
�#�`�o�C�^
�æ���@�o�I�^�æ�Ô����-Ð�Ç�½���ù�Ô�• IP Phone �Ç���´�Ð���å�Æ�Þ�Ú�•�'�”�>5ì�º!Ç�Ï(»�ê�,���6�4�ù
�Ú�ê�^�o�9�6�<  �P�o�;�é�>5ì.3�o�
�:���.�o�I�^�æ�Ò�”7��J�\�����]�9��  � �X�o�Ç.‹�Þ�á
ö!ª�Ð���å
�¿���Á�æ�Ò�ù�Ô�•

DSCP �ù�Ú�ê  IP precedence �é�>5ì.3�o�
-��Á�ã�”#��>�D�$�6�;�é  DSCP �o�ù�Ú�ê  IP precedence �o�Ç
�>5ì�Ð���ù�Ô�• IP Phone �æ�’&ï�Ô���,���6�4  �P�o�;�â  mls qos cos override ���f�2�o�H�����,  �&�f
�H���!�X�_�o�*�Z�f  �&�Q�f�<�
.3�o�Ô���ã�”�,���6�4�ê#��>5¸�ÿ�Å���î�:�o�2�D�$�6�;�é  CoS �
�u
2
�æ�Ò�”�:�H���^�;�é  CoS �o�
�Ø�����æ
����°�á�ù�Ô�•

QoS �<�T���f4F�º!Ç�é�•�'�ê�”�P�o�;�
  DSCP �>5ì A���æ.3�o�Ò�” DSCP �o�Ç  QoS �<�T���f4F�â!ã�å
���•�'�ê  DSCP/DSCP ���µ�Q�6�J�
1¡!ª�â�È�ù�Ô�•

�P�o�;�>5ì A���

ö!ª�Ò�Ú�½6�9Ô�Ú�ã�Ã�ë�” mls qos trust [cos | dscp | ip-precedence]9Õ�ã�P�]�*�o  
�Q�6�J9Ô�Ú�ã�Ã�ë�” service-policy input policy-map-name9Õ�ê�+�(�æ�0�o�â�È�ù�Ö���•�¨�ß�æ-��
��
�Ú.3�o�æ�����”�è�é.3�o�Ç
�� �È�Ð���ù�Ô�•

9Ô�H9Õ Cisco IOS �]�]�o�,  12.2(52)SE 
•4 �â�ê�”�:�X���^  IPv4/IPv6 Switch Database Management9ÔSDM9Õ
�9�f�J�_�o�;�

ö!ª�Ô��  IPv6 �P�o�;�L�o�,�é�>5ì�H�
�(�P�o�;�Ò�ù�Ô�• IPv6 �
�s-��Ô���,���6�4�â
�ê�”�:�X���^  IPv4/IPv6 �9�f�J�_�o�;�

ö!ª�Ò�á�,���6�4�
�]�`�o�<�Ô����-Ð�Ç�½���ù�Ô�•

�� �4�é���â�ê�”#��>�D�$�6�;�é  IP precedence �H���o�^�<�
�>5ì�Ô�����Á�æ�P�o�;�
.3�o�Ô���Ç�:�
$��Ò
�ù�Ô�•

Switch(config)# interface  gigabitethernet0/1 
Switch(config-if)# mls qos trust ip-precedence

�4�é���â�ê�”�P�o�;
��â�’&ï�Ð���á�¿��  Cisco IP Phone �Ç�>5ì�â�È���:�C���,�â�½���Î�ã�
�0�o�Ô��
�Ç�:�
$��Ò�ù�Ô�•

Switch(config)# interface  gigabitethernet0/1 
Switch(config-if)# mls qos trust device cisco-phone

.3�o�
#Õ.z�Ô���æ�ê�” show mls qos interface  $�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

4P1j�&�Q�f�< �&�Q�f�< .‘�ÿ
mls qos cos �:�H���^�;�é�P�o�;  CoS �o�
�o'õ�Ô���Æ�”�½���¿�ê�P�o�;�é�Ô�ô�á�é#�

�>�D�$�6�;�æ�:�H���^�;�é  CoS �o�

����°�á�ù�Ô�•

mls qos dscp-mutation DSCP/DSCP ���µ�Q�6�J�
  DSCP �é�>5ì�â�È���P�o�;�æ1¡!ª�Ò�ù�Ô�•

mls qos map CoS/DSCP �Q�6�J�” DSCP/CoS �Q�6�J�” DSCP/DSCP ���µ�Q�6�J�” IP 
precedence/DSCP �Q�6�J�”�Å���î�P�]�*�f�#.3�o  DSCP �Q�6�J�
�o'õ�Ò
�ù�Ô�•

show mls qos interface QoS �±�Ž�
-+$��Ò�ù�Ô�•
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mls qos vlan-based

y 
mls qos vlan-based
 �!��P�o�;
��â  VLAN �L�o�,�é  QoS9ÔQuality of Service9Õ�
���@�o�I�^�æ�Ô���æ�ê�” mls qos 
vlan-based ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•�Î�é�Ï(»�
�:���.�o�I
�^�æ�Ô���æ�ê�”�Î�é�&�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

mls qos vlan-based

no mls qos vlan-based

�t�¥�é.‘�ÿ �Î�é�&�Q�f�<�æ�ê�”�•�™�ù�Ú�ê� �o�b�o�<�ê�½���ù�Ö���•

�:�H���^�; VLAN �L�o�,�é  QoS �ê�:���.�o�I�^�â�Ô�•

�&�Q�f�<  �U�o�< ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g


ö!ª
��é�����<�\���f 4Ï���P�]�*�o  �Q�6�J�
�,���6�4
’�Ð���f�2�o�H�����,9Ô SVI9Õ�æ1¡!ª�Ô���æ�ê�”4Ï���P�]�*�o  �Q�6�J
�é�.���f�3�]  ���f�2�o�H�����,  �_�L�^�â�P�o�;�
�0�o�Ô���ã�È�æ�” �!��P�o�;�â  mls qos vlan-based 
���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

4Ï���P�]�*�f�#�
.3�o�Ô���ã�”4Ï���P�]�*�o  �Q�6�J�ê  SVI �æ1¡!ª�Ð���” VLAN �æ�û�Ô���Ô�ô�á�é�;�\
�H���6�"�æ
û���Ð���ù�Ô�•���f�2�o�H�����,  �_�L�^�é�;�\�H���6�"�½6��æ�Å�Ì���X�˜�é�P�]�(�o�ê�”
�½6��æ�å�Þ�á�0�o�Ð���Ú �!��P�o�;�Û�Ì�æ
û���Ð���ù�Ô�•

4Ï���3�P�]�*�o  �Q�6�J�
.3�o�Ô��.f&¦�å�»5Å�æ�ß�¿�á�ê�”�Î�é�]�]�o�,�æ�»���Ô���0�H�;������  �&�f
�H���!�X�_�o�*�Z�f  �����<�é �ŸClassifying, Policing, and Marking Traffic by Using Hierarchical Polic
Maps� �

ó�–�Ò�á�Ê�Û�Ð�¿�•

�� �4�é���â�ê�” �!��P�o�;
��â  VLAN �L�o�,�é�P�]�*�f�#�
���@�o�I�^�æ�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config)# interface gigabitethernet0/1 
Switch(config-if)# mls qos vlan-based

.3�o�
#Õ.z�Ô���æ�ê�” show mls qos interface  $�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

4P1j�&�Q�f�<

�]�]�o�, ���•�]�ˆ

12.2(25)SE �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•

�&�Q�f�< .‘�ÿ

show mls qos interface QoS �±�Ž�
-+$��Ò�ù�Ô�•
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�Â-Ù�æ Switched Port Analyzer9ÔSPAN; �,���6�4�<  �P�o�;  ���=�\���)9Õ�.�6�*�Z�f�ù�Ú�ê  Remote SPAN

9ÔRSPAN9Õ�é1M�>�0�ù�Ú�ê�p�5�.�6�*�Z�f�
4?�Ž�Ô���æ�ê�” monitor session �#�`�o�C�^  �&�f�H���!�X
�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•�Î���æ�����”�@�6�;�b�o�"  �.� �X�]�9��  �:�C���,9Ô Cisco Intrusion 
Detection System9ÔIDS; ���I��#n�*�,�9�S9Õ�.�f�(�o  ���J�\�����f�,�å�ä9Õ�é�p�5�P�o�;
��æ�½���I�;
�\�H���6�"�
���@�o�I�^�æ�Ò�á�”�â�=�é  SPAN �ù�Ú�ê  RSPAN �.�6�*�Z�f�â�é���f�2�o�H�����,�ù�Ú�ê  
VLAN �é1J
��ù�Ú�ê�å4°�
�s-��Ò�” SPAN 1M�>�0�;�\�H���6�"�
 $�o�é  VLAN �æ�Ù4¢9Ô�H���^�2�]�f
�#9Õ�Ò�ù�Ô�• SPAN �ù�Ú�ê  RSPAN �.�6�*�Z�f�
�å4°�Ò�Ú���” SPAN �ù�Ú�ê  RSPAN �.�6�*�Z�f�Æ��1M�>
�0 / �p�5���f�2�o�H�����,�ù�Ú�ê�H���^�2�
�å4°�Ò�Ú���Ô���æ�ê�”�Î�é�&�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•
�p�5���f�2�o�H�����,�æ�»�Ò�á�Î�é�&�Q�f�<�é  no �»�|�

ö!ª�Ô���ã�”���J�.�^
{���J�*�Z�f�ê�u-Þ�Ð��
�ù�Ô�•

monitor session session_number destination { interface interface-id [, | -] [encapsulation 
replicate] [ ingress { dot1q vlan vlan-id | isl | untagged vlan vlan-id | vlan vlan-id}]} | 
{ remote vlan vlan-id}

monitor session session_number filter vlan  vlan-id [, | -]

monitor session session_number source { interface interface-id [, | -] [both | rx  | tx]} | 
{ vlan vlan-id [, | -] [both | rx | tx]}| { remote vlan vlan-id}

no monitor session { session_number | all | local | remote}

no monitor session session_number destination { interface interface-id [, | -] 
[encapsulation replicate] [ingress { dot1q vlan vlan-id | isl | untagged vlan vlan-id | 
vlan vlan-id}]} | { remote vlan vlan-id}

no monitor session session_number filter vlan  vlan-id [, | -]

no monitor session session_number source { interface interface-id [, | -] [both | rx | tx]}  | 
{ vlan vlan-id [, | -] [both | rx | tx]} | { remote vlan vlan-id}

�t�¥�é.‘�ÿ session_number SPAN �ù�Ú�ê  RSPAN �.�6�*�Z�f�â/��Î�Ð�����.�6�*�Z�f!ß� �
�0�o�Ò�ù
�Ô�•�0�o�â�È��%¸�Ð�ê  1 :*  66 �â�Ô�•

destination SPAN �ù�Ú�ê  RSPAN �é�p�5�
�0�o�Ò�ù�Ô�•�p�5�ê �!��P�o�;�â�½����-Ð
�Ç�½���ù�Ô�•

interface interface-id SPAN �ù�Ú�ê  RSPAN �.�6�*�Z�f�é�p�5�ù�Ú�ê1M�>�0���f�2�o�H�����,�

�0�o�Ò�ù�Ô�•�­
2�å���f�2�o�H�����,�ê �!��P�o�;9Ô�2���J�Å���î�P�o�;
!ß� �
�=�û9Õ�â�Ô�• 1M�>�0���f�2�o�H�����, �é�•�'�ê�” �P�o�;  �4�V�@�^ �ý
�­
2�å���f�2�o�H�����,  �2���J�â�½���”�0�o�â�È��%¸�Ð�ê  1 :*  48 �â�Ô�•

encapsulation replicate 9Ô
›�ç9Õ�p�5���f�2�o�H�����,�Ç1M�>�0���f�2�o�H�����,�é���J�.�^
{�Ç
�|�
-„-~�Ô���Î�ã�
�0�o�Ò�ù�Ô�•1¬�ï�Ò�å�¿�•�'�é�:�H���^�;�ê�”�@��
�9���I�»�|9Ô�2�#�å�Ò9Õ�â�é�D�$�6�;�é1M�>�â�Ô�•

�4�é� �o�b�o�<�ê�”�`�o���^  SPAN �æ�é�ú�­
2�â�Ô�• RSPAN�” RSPAN 
VLAN ID �ê�0�é  VLAN ID �

�� �È�Ô���Ú�ü�”�D�$�6�;�ê�ñ�æ�2�#�å�Ò
�â1M�>�Ð���ù�Ô�•

ingress 9Ô
›�ç9Õ�I�;�\�H���6�"0©1M�
���@�o�I�^�æ�Ò�ù�Ô�•

dot1q vlan vlan-id �:�H���^�;  VLAN �ã�Ò�á�0�o�Ð���Ú  VLAN �â  IEEE 802.1Q ���J�.�^
{�

�,�ß#��>�D�$�6�;�
���Ì�I���ù�Ô�•
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�:�H���^�; �U�>�2  �.�6�*�Z�f�ê.3�o�Ð���á�¿�ù�Ö���•

1M�>�0���f�2�o�H�����,�é�:�H���^�;�â�ê�”���>�;�\�H���6�"�ã1M�>�;�\�H���6�"�é
��Ç�
�U�>�2�Ò�ù�Ô�•

1M�>�0�P�o�;�ã�Ò�á
ö!ª�Ð�����;�\�f�"  ���f�2�o�H�����,
��â�ê�”�Ô�ô�á�é  VLAN �Ç�U�>�2�Ð���ù�Ô�•

�`�o���^  SPAN �é�p�5�P�o�;�â  encapsulation replicate �Ç�0�o�Ð���å�Æ�Þ�Ú�•�'�”�D�$�6�;�ê���J�.
�^
{�é�2�#�å�Ò�é�@���9���I�»�|�â1M�>�Ð���ù�Ô�•

�I
�0©1M�ê�p�5�P�o�;�â�ê�:���.�o�I�^�æ�å�Þ�á�¿�ù�Ô�•

�&�Q�f�<  �U�o�< �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g

isl ISL9Ô�,���6�44F�]�f�"9Õ���J�.�^
{�

ö!ª�Ò�á�I�;�\�H���6�"�
0©1M�Ô
�����Á�æ�0�o�Ò�ù�Ô�•

untagged vlan vlan-id �:�H���^�;  VLAN �ã�Ò�á�0�o�Ð���Ú  VLAN �â�2�#�å�Ò���J�.�^
{�
�,�ß
#��>�D�$�6�;�
���Ì�I���ù�Ô�•

vlan vlan-id ingress � �o�b�o�<�é�ú�â
ö!ª�Ð���Ú�•�'�”�I�;�\�H���6�"�æ�:�H���^�;
�é  VLAN �
.3�o�Ò�ù�Ô�•

remote vlan vlan-id RSPAN 1M�>�0�ù�Ú�ê�p�5�.�6�*�Z�f�é�]�U�o�;  VLAN �
�0�o�Ò�ù�Ô�•�0
�o�â�È��%¸�Ð�ê  2 :*  1001 �ù�Ú�ê  1006 :*  4094 �â�Ô�•

RSPAN VLAN �ê  VLAN 19Ô�:�H���^�;�é  VLAN 9Õ�”�ù�Ú�ê  VLAN ID 
1002 :*  10059Ô�;�o�"�f  �]�f�#�Å���î  FDDI VLAN �æ
M&‚�ã�ú9Õ�æ�å���Î
�ã�ê�â�È�ù�Ö���•

, 9Ô
›�ç9Õ	û1j�é���f�2�o�H�����,�ù�Ú�ê  VLAN �
�0�o�Ò�ù�Ô�•�ù�Ú�ê�”
•
�è�é%¸�Ð�Æ�����f�2�o�H�����,�ù�Ú�ê  VLAN �é%¸�Ð�
�½5��Ò�ù�Ô�•���f
�Q�é�è�ß�æ�,�M�o�,�
�I���ù�Ô�•

- 9Ô
›�ç9Õ���f�2�o�H�����,�ù�Ú�ê  VLAN �é%¸�Ð�
�0�o�Ò�ù�Ô�•�B���H�f�é
�è�ß�æ�,�M�o�,�
�I���ù�Ô�•

filter vlan  vlan-id SPAN 1M�>�0�;�\�H���6�"�
 $�o�é  VLAN �æ�Ù4¢�Ô���Ú�ü�”�;�\�f�"�é
1M�>�0�P�o�;
��é�H���^�2�ã�Ò�á  VLAN �é�]�,�;�
�0�o�Ò�ù�Ô�• vlan-id 
�â�0�o�â�È��%¸�Ð�ê  1 :*  4094 �â�Ô�•

source SPAN �ù�Ú�ê  RSPAN �é1M�>�0�
�0�o�Ò�ù�Ô�• �!��P�o�;�”�P�o�;  �4�V�@
�^�” VLAN �Ç1M�>�0�æ�å���Î�ã�Ç�â�È�ù�Ô�•

both�” rx �” tx 9Ô
›�ç9Õ�U�>�2�Ô���;�\�H���6�"�é�Ç�0�
�0�o�Ò�ù�Ô�•�;�\�H���6�"�é�Ç
�0�
�0�o�Ò�å�¿�•�'�”1M�>�0���f�2�o�H�����,�ê1M���>�é�;�\�H���6�"�

1M�>�Ò�ù�Ô�•

source vlan vlan-id  VLAN ID �ã�Ò�á  SPAN �é1M�>�0���f�2�o�H�����,�
�0�o�Ò�ù�Ô�•�0�o�â
�È��%¸�Ð�ê  1 :*  4094 �â�Ô�•

all�” local�” remote �Ô�ô�á�é  SPAN �Å���î  RSPAN�”�Ô�ô�á�é�`�o���^  SPAN�”�Ô�ô�á�é  
RSPAN �.�6�*�Z�f�
�–
ð�Ô���Ú�ü�” no monitor session �&�Q�f�<�æ  all�”
local�” remote �
�0�o�Ò�ù�Ô�•

�]�]�o�, ���•�]�ˆ

12.1(19)EA1 �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•
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ö!ª
��é�����<�\���f 1M�>�0�P�o�;�ù�Ú�ê1M�>�0  VLAN �
�´�I���Ô���;�\�H���6�"�ê�” SPAN �ù�Ú�ê  RSPAN �

ö!ª�Ò�á�U�>
�2�â�È�ù�Ô�•1M�>�0�P�o�;�ù�Ú�ê1M�>�0  VLAN �æ�^�o�9���f�#�Ð�����;�\�H���6�"�ê�U�>�2�â�È�ù�Ö���•

2 �ß�é�`�o���^  SPAN �.�6�*�Z�f�Å���î  RSPAN 1M�>�0�.�6�*�Z�f�
&µ�ú�'�
�Ö�Ú�¨�"�o�
.3�o�â�È�ù
�Ô�•�,���6�4
��â�”�'.�  66 �é  SPAN �Å���î  RSPAN �.�6�*�Z�f�
�;�­�â�È�ù�Ô�•

�,���6�4
��â�”�¨�"  64 �é�p�5�P�o�;�
�;�­�â�È�ù�Ô�•

�&�.�6�*�Z�f�æ�ê-„�™�é�I
��ù�Ú�ê�´
��é1M�>�0�P�o�;�ù�Ú�ê  VLAN �
�=�ü���Î�ã�Ç�â�È�ù�Ô�Ç�” 1 
�ß�é�.�6�*�Z�f�]�â1M�>�0�P�o�;�ã1M�>�0  VLAN �
&µ�ú�'�
�Ö���Î�ã�ê�â�È�ù�Ö���•�&�.�6�*�Z�f�ê
-„�™�é�p�5�P�o�;�
�;�­�â�È�ù�Ô�•

VLAN-based SPAN9ÔVSPAN9Õ�

ö!ª�Ò�á�” VLAN �ù�Ú�ê	û1j�é  VLAN �]�é�@�6�;�b�o�"  �;�\
�H���6�"�
.����Ô���•�'�”1M�>�0  VLAN �é�Ô�ô�á�é���"�9���I  �P�o�;�Ç  SPAN �ù�Ú�ê  RSPAN �.�6
�*�Z�f�é1M�>�0�P�o�;�æ�å���ù�Ô�•�;�\�f�"  �P�o�;�ê  VSPAN �é1M�>�0�P�o�;�ã�Ò�á�=�ù���”�U�>�2
�Ð���Ú  VLAN ID �é�D�$�6�;�é�ú�Ç�p�5�P�o�;�æ1M�>�Ð���ù�Ô�•

1 �ß�é�P�o�;�” 1 �ß�é  VLAN �”	û1j�é�P�o�;�”	û1j�é  VLAN �”�P�o�;%¸�Ð�” VLAN %¸�Ð�â�;�\�H���6
�"�
�U�>�2�â�È�ù�Ô�• [, | -] ���J�*�Z�f�

ö!ª�Ô���Î�ã�æ�����”	û1j�é���f�2�o�H�����,�ù�Ú�ê���f
�2�o�H�����,%¸�Ð�”	û1j�é  VLAN �ù�Ú�ê  VLAN %¸�Ð�
�0�o�Ò�ù�Ô�•

	û1j�é  VLAN �ù�Ú�ê���f�2�o�H�����,�
�0�o�Ô���ã�È�ê�”���f�Q9Ô ,9Õ�é�è�ß�æ�,�M�o�,�Ç��-Ð�â�Ô�•
VLAN �ù�Ú�ê���f�2�o�H�����,�é%¸�Ð�
�0�o�Ô���ã�È�ê�”�B���H�f9Ô -9Õ�é�è�ß�æ�,�M�o�,�Ç��-Ð�â�Ô�•

EtherChannel �P�o�;�ê�” SPAN �ù�Ú�ê  RSPAN �p�5�P�o�;�ã�Ò�á.3�o�Ô���Î�ã�ê�â�È�ù�Ö���•
EtherChannel �#�^�o�J�é�T�f�C�o�â�½�� �!��P�o�;�ê�”�p�5�P�o�;�ã�Ò�á
ö!ª�â�È�ù�Ô�•�Ú�Û�Ò�”
SPAN �é�p�5�ã�Ò�á�Ï(»�Ô��4F�ê�” EtherChannel �#�^�o�J�æ
ó
��â�È�ù�Ö���•

�J�\���L�o�;  VLAN �P�o�;�ê�” SPAN �p�5�P�o�;�æ�ê.3�o�â�È�ù�Ö���•

�X�˜�é�P�o�;�ê�Ø�����Ç  EtherChannel �æ
ó
��Ò�á�¿��4F�ý�U�>�2�â�È�ù�Ô�•�ù�Ú�” RSPAN 1M�>�0���f
�2�o�H�����,�ã�Ò�á  port-channel !ß� �
�0�o�Ô���Î�ã�â  EtherChannel �C�f�<�^�K
Õ�
�U�>�2�â�È�ù�Ô�•

�p�5�P�o�;�ã�Ò�á
ö!ª�Ò�á�¿���P�o�;�ê�” SPAN �ù�Ú�ê  RSPAN 1M�>�0�P�o�;�æ�Ô���Î�ã�ê�â�È�ù�Ö
���•�ù�Ú�”�+�(�æ-„�™�é�.�6�*�Z�f�é�p�5�P�o�;�æ�Ô���Î�ã�ê�â�È�ù�Ö���•

SPAN �ù�Ú�ê  RSPAN �p�5�P�o�;�â�½���P�o�;
��â  IEEE 802.1x .z.=�
���@�o�I�^�æ�Ô���Î�ã�ê�â�È�ù
�Ô�Ç�”�P�o�;�Ç  SPAN �p�5�ã�Ò�á�å4°�Ð�����ù�â  IEEE 802.1x .z.=�ê�:���.�o�I�^�â�Ô�• IEEE 802.1x 
.z.=�Ç�P�o�;
��â
ö!ª�â�È�å�¿�•�'�”�,���6�4�ê���\�o  �T�6�.�o�+�
10�Ò�ù�Ô�• SPAN �ù�Ú�ê  RSPAN 
1M�>�0�P�o�;�â�ê  IEEE 802.1x .z.=�
���@�o�I�^�æ�â�È�ù�Ô�•

VLAN �é�H���^�2�]�f�#�ê�”�;�\�f�"�é1M�>�0�P�o�;
��â1¬�ï�Ð���Ú	û1j�é  VLAN �é�@�6�;�b�o�"  �;
�\�H���6�".����

ó�–�Ò�ù�Ô�•�:�H���^�;�â�ê�”�Ô�ô�á�é  VLAN �Ç�;�\�f�"�é1M�>�0�P�o�;�â�U�>�2
�Ð���ù�Ô�• monitor session session_number filter vlan  vlan-id �&�Q�f�<�

ö!ª�Ô���ã�”�;�\�f�"1M�>�0
�P�o�;�é  SPAN �;�\�H���6�"�
�0�o�Ð���Ú  VLAN �Û�Ì�æ4¢�o�â�È�ù�Ô�•

VLAN �é�U�>�2�]�f�#�Å���î  VLAN �é�H���^�2�]�f�#�ê"ç
U�æ�ƒ
•"›�å4P�%�â�Ô�• VLAN �Ç1M�>�0�é
�•�'�” VLAN �é�H���^�2�]�f�#�ê���@�o�I�^�æ�â�È�ù�Ö���• VLAN �é�H���^�2�]�f�#�Ç.3�o�Ð���á�¿
���•�'�” VLAN �ê1M�>�0�æ�å���Î�ã�Ç�â�È�ù�Ö���•

�I�;�\�H���6�"0©1M�Ç�@�6�;�b�o�"  �.� �X�]�9��  �:�C���,�â���@�o�I�^�é�•�'�”�p�5�P�o�;�ê�_���W  
2 �â�;�\�H���6�"�
0©1M�Ò�ù�Ô�•

�p�5�P�o�;�ê�4�é���Á�å
G
Þ�
.3�o�â�È�ù�Ô�•

• 
•�é� �o�b�o�<�å�Ò�â�” monitor session session_number destination interface interface-id �
�I
�
�Ò�Ú�•�'�”�´
��é���J�.�^
{�ê�2�#�å�Ò�ã�å���”�I
�0©1M�ê���@�o�I�^�æ�å���ù�Ö���•

• monitor session session_number destination interface interface-id ingress �
�I
��Ò�Ú�•�'�ê�”�´

����J�.�^
{�ê�2�#�å�Ò�â�”�I
����J�.�^
{�ê�Ø�é�½�ã�æ&ï�Ê� �o�b�o�<�Ç  dot1q�” isl�”�ù�Ú�ê  
untagged �é�¿�Õ���â�½���Æ�æ���Þ�á�ÿ�ù���ù�Ô�•
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monitor session
• �Ø�é
•�é� �o�b�o�<�
�0�o�Ö�Õ�æ�” monitor session session_number destination interface 
interface-id encapsulation replicate �
�I
��Ò�Ú�•�'�ê�”�´
����J�.�^
{�ê1M�>�0���f�2�o�H����
�,  ���J�.�^
{�
-„-~�Ò�”�I�;�\�H���6�"0©1M�ê���@�o�I�^�æ�ê�å���ù�Ö��9Ô�Î���ê�`�o���^  
SPAN �é�ú�æ1¡!ª�Ð���ù�Ô�• RSPAN �â�ê�”���J�.�^
{�é-„-~�ê�(�P�o�;�Ð���ù�Ö��9Õ �•

• monitor session session_number destination interface interface-id encapsulation replicate 
ingress �
�I
��Ò�Ú�•�'�ê�”�´
����J�.�^
{�ê1M�>�0���f�2�o�H�����,�é���J�.�^
{�
-„-~�Ò�”�I

����J�.�^
{�ê�Ø�é�½�ã�æ&ï�Ê� �o�b�o�<�Ç�” dot1q�” isl�”�ù�Ú�ê  untagged �é�¿�Õ���â�½���Æ�æ
���Þ�á�ÿ�ù���ù�Ô9Ô�Î���ê�`�o���^  SPAN �é�ú�æ1¡!ª�Ð���ù�Ô�• RSPAN �â�ê�”���J�.�^
{�é-„-~
�ê�(�P�o�;�Ð���ù�Ö��9Õ �•

�� �4�é���â�ê�”�`�o���^  SPAN �.�6�*�Z�f  1 �

Þ�‘�Ò�”1M�>�0�P�o�;  1 �Æ���p�5�P�o�;  2 �æ1M���>�Ô��
�;�\�H���6�"�
�U�>�2�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config)# monitor session 1 source interface  gigabitethernet0/1 both
Switch(config)# monitor session 1 destination interface  gigabitethernet0/2 

�4�é���â�ê�”�p�5�P�o�;�
�â�=�é�`�o���^  SPAN �.�6�*�Z�f�Æ���å4°�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config)# no monitor session 2 destination  gigabitethernet0/2 

�4�é���â�ê�”�â�=�é�.�6�*�Z�f�]�é  SPAN �;�\�H���6�"�
 $�o�é  VLAN �æ4¢�o�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config)# monitor session 1 filter vlan 100 - 110

�4�é���â�ê�”-„�™�é1M�>�0���f�2�o�H�����,�
�U�>�2�Ô��  RSPAN 1M�>�0�.�6�*�Z�f  1 �
.3�o�Ò�”�Ð��
�æ�p�5  RSPAN VLAN 900 �
.3�o�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config)# monitor session 1 source interface  gigabitethernet0/1 
Switch(config)# monitor session 1 source interface port-channel 2 tx
Switch(config)# monitor session 1 destination remote vlan 900
Switch(config)# end

�4�é���â�ê�”�U�>�2�»/N�;�\�H���6�"�Ç���>�Ð�����,���6�4�â  RSPAN �p�5�.�6�*�Z�f  10 �
.3�o�Ô��
�Ç�:�
$��Ò�ù�Ô�•

Switch(config)# monitor session 10 source remote vlan 900
Switch(config)# monitor session 10 destination interface  gigabitethernet0/2 

�4�é���â�ê�” IEEE 802.1Q ���J�.�^
{�
�(�P�o�;�Ô���.� �X�]�9��-]'Î�

ö!ª�Ò�á�” VLAN 5 �é�I
�
�;�\�H���6�"�æ�»���Ô���p�5�P�o�;�
.3�o�Ô���Ç�:�
$��Ò�ù�Ô�•�´�;�\�H���6�"�ê1M�>�0�é���J�.�^
{
�
-„-~�Ò�ù�Ô�•�I�;�\�H���6�"�ê  IEEE 802.1Q ���J�.�^
{�

ö!ª�Ò�ù�Ô�•

Switch(config)#  monitor session 2 destination interface  gigabitethernet0/2 encapsulation 
replicate ingress dot1q vlan 5 

�4�é���â�ê�”���J�.�^
{�
�(�P�o�;�Ò�å�¿�.� �X�]�9��  �:�C���,�

ö!ª�Ò�á�” VLAN 5 
��é�I�;�\
�H���6�"�é�p�5�P�o�;�
.3�o�Ô���Ç�:�
$��Ò�ù�Ô�•�´�;�\�H���6�"�Å���î�I�;�\�H���6�"�ê�2�#
ƒ�Ì�Ð
���ù�Ö���•

Switch(config)#  monitor session 2 destination interface  gigabitethernet0/2 ingress 
untagged vlan 5 

.3�o�
#Õ.z�Ô���æ�ê�” show monitor  $�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�• show running-config  $�­  
EXEC �&�Q�f�<�
�I
��Ô���ã�”�,���6�4�é  SPAN �Å���î  RSPAN .3�o�
-+$��â�È�ù�Ô�• SPAN �±�Ž�ê�´

��é�¨�ß
ƒ1-�æ-+$��Ð���ù�Ô�•
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monitor session
4P1j�&�Q�f�< �&�Q�f�< .‘�ÿ

remote-span vlan �&�f�H���!�X�_�o�*�Z�f  �U�o�<�â  RSPAN VLAN �
.3�o�Ò�ù�Ô�•

show monitor SPAN �Å���î  RSPAN �.�6�*�Z�f�±�Ž�
-+$��Ò�ù�Ô�•

show running-config  û�÷�é
G
Þ.3�o�
-+$��Ò�ù�Ô�•
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mvr 9Ô�#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f9Õ
mvr 9Ô�#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f9Õ
�,���6�4�â  Multicast VLAN Registration9ÔMVR; �Q�^�4� �V�,�;  VLAN �_�+�,�;�_�o�*�Z�f9Õ�Ï(»�

���@�o�I�^�æ�Ô���æ�ê�”� �o�b�o�<�
�0�o�Ö�Õ�æ  mvr  �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�


ö!ª�Ò�ù�Ô�•�Î�é�&�Q�f�<�
� �o�b�o�<�ã�ã�ý�æ
ö!ª�Ô���ã�”�,���6�4�é  MVR �U�o�<�é.3�o�” MVR 
IP �Q�^�4� �V�,�;  ���<�_�,�é.3�o�”�ù�Ú�ê�#�^�o�J  �T�f�C�*�6�J�Æ���é�P�o�;�é�å4°�
-��Á�è�æ�”�"
���]�o�é10%u�
�Ù�ß�¨�"�(4F�é.3�o�”�ù�Ú�ê  MVR �Q�^�4� �V�,�;  VLAN �é�0�o�Ç-��
���ù�Ô�•�:
�H���^�;.3�o�æ�¯�Ô�æ�ê�”�Î�é�&�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

mvr [group ip-address [count] | mode [compatible | dynamic] | querytime value | vlan vlan-id] 

no mvr [group ip-address | mode [compatible | dynamic] | querytime value | vlan vlan-id]

�t�¥�é.‘�ÿ

�:�H���^�; MVR �ê�:�H���^�;�â�:���.�o�I�^�â�Ô�•

�:�H���^�;�é  MVR �U�o�<�ê�” compatible �U�o�<�â�Ô�•

IP �Q�^�4� �V�,�;  ���<�_�,�ê�”�:�H���^�;�â�ê�,���6�4�â.3�o�Ð���ù�Ô�•

�:�H���^�;�é�#�^�o�J  IP ���<�_�,  �����f�;�ê  0 �â�Ô�•

�:�H���^�;�é�"���]�o��%u�(4F�ê  5/10 $}�Ô�å�
�Ü  1/2 $}�â�Ô�•

�:�H���^�;�é  MVR !ª�Q�^�4� �V�,�;  VLAN �ê  VLAN 1 �â�Ô�•

group ip-address �,���6�4�é  MVR �#�^�o�J  IP �Q�^�4� �V�,�;  ���<�_�,�
�,�2�9���6�"�æ.3
�o�Ò�ù�Ô�•

�,�2�9���6�"�æ.3�o�Ò�Ú  IP �Q�^�4� �V�,�;  ���<�_�,�ù�Ú�ê1j&ï���<�_�,�

�å4°�Ò�Ú���” IP ���<�_�,�Ç�I
��Ð���å�¿�•�'�æ�Ô�ô�á�é�,�2�9���6�"�æ.3
�o�Ð���Ú  MVR IP �Q�^�4� �V�,�;  ���<�_�,�
�å4°�Ò�Ú���Ô���•�'�ê�”�Î�é
�&�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

count 9Ô
›�ç9Õ-„�™�é1j&ï  MVR �#�^�o�J  ���<�_�,�
.3�o�Ò�ù�Ô�•�0�o�â�È��%¸�Ð
�ê  1 :*  256 �â�Ô�•�:�H���^�;�o�ê  1 �â�Ô�•

mode 9Ô
›�ç9ÕMVR �é
G
Þ�U�o�<�
�0�o�Ò�ù�Ô�•

�:�H���^�;�ê  compatible �U�o�<�â�Ô�•

compatible MVR �U�o�<�
.3�o�Ò�á�” Catalyst 2900 XL �Å���î  Catalyst3500XL �,���6
�4�ã
U�µ�H�
�,�ß���Á�æ�Ò�ù�Ô�•�Î�é�U�o�<�â�ê�”1M�>�0�P�o�;�â�é�3��
�=�R�6�"  �T�f�C�*�6�J
��I�ê
ö!ª�â�È�ù�Ö���•

dynamic MVR �U�o�<�
.3�o�Ò�á�”1M�>�0�P�o�;�â�3���=�R�6�"  MVR �T�f�C�*�6�J
�

ö!ª�â�È�����Á�æ�Ò�ù�Ô�•

querytime value 9Ô
›�ç9Õ�_�*�o�C�o  �P�o�;�â  IGMP �_�P�o�;  �T�f�C�*�6�J�
�Ù�Ï�Ô���¨�"
�(4F�
.3�o�Ò�ù�Ô�•�Î�é�(4F�ê�”�_�*�o�C�o  �P�o�;(Õ1L�£!��æ�Û�Ì1¡!ª�Ð
���ù�Ô�• IGMP �"���]�o�Ç�_�*�o�C�o  �P�o�;�Æ��1M�>�Ð���Ú�•�'�”�,���6
�4�ê�”�:�H���^�;�ù�Ú�ê.3�o�Ð���Ú  MVR �"���]�o�(4F�Ç&»1Š�Ô���ù�â  
IGMP �#�^�o�J  �T�f�C�*�6�J  �_�P�o�;�
�Ù�Þ�á�Æ���”�P�o�;�
�Q�^�4� �V
�,�;  �#�^�o�J  �T�f�C�*�6�J�Æ���å4°�Ò�ù�Ô�•

�Î�é�o�ê  10 �½�é 1 $}
±
Ï�é��%u�(4F�â�Ô�•�0�o�â�È��%¸�Ð�ê  1 :*  100 �â
�Ô�•�:�H���^�;�ê  5/10 $}�ß�ù��  1/2 $}�â�Ô�•

�:�H���^�;.3�o�æ�¯�Ô�•�'�ê�”�Î�é�&�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

vlan vlan-id 9Ô
›�ç9ÕMVR �Q�^�4� �V�,�;  �:�o�2�é���>�Ç
M�Ð�Ð����  VLAN �
�0�o�Ò
�ù�Ô�•�Î���ê�”�Ô�ô�á�é1M�>�0�P�o�;�Ç�û�Ô��  VLAN �â�ý�½���ù�Ô�•�0�o
�â�È��%¸�Ð�ê  1 :*  4094 �â�Ô�•�:�H���^�;�o�ê  VLAN 1 �â�Ô�•
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mvr 9Ô�#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f9Õ
�&�Q�f�<  �U�o�< �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  

�&�Q�f�<���g


ö!ª
��é�����<�\���f 1 �ß�é�,���6�4�æ�¨�"  256 �X�é  MVR �Q�^�4� �V�,�;  �#�^�o�J�
.3�o�â�È�ù�Ô�•

MVR �æ�û�Ô���Ô�ô�á�é  IP �Q�^�4� �V�,�;  ���<�_�,�
�,�2�9���6�"�æ.3�o�Ô���•�'�ê�” mvr group �&
�Q�f�<�

ö!ª�Ò�ù�Ô�•.3�o�Ò�Ú�Q�^�4� �V�,�;  ���<�_�,�æ1M�>�Ð���Ú�Q�^�4� �V�,�;  �:�o�2�ê�”�,
���6�4�é�Ô�ô�á�é1M�>�0�P�o�;�Å���î�Ø�é  IP �Q�^�4� �V�,�;  ���<�_�,�â�:�o�2�
���>�Ô�����Á"“3s�Ð
���Ú�Ô�ô�á�é�_�*�o�C�o  �P�o�;�æ1M�>�Ð���ù�Ô�•

MVR �ê�,���6�4�é�����]���,  IP �Q�^�4� �V�,�;  ���<�_�,�
�(�P�o�;�Ò�ù�Ô�•�Ú�Û�Ò�”�,���6�4�Ç  
Catalyst 3550 �ù�Ú�ê  Catalyst 3500 XL �,���6�4�ã1j�ä
G
Þ�Ò�á�¿���•�'�ê�”�Ø�����é4F�â�����]���,
�ã�Ò�á
ö!ª�Ð����  IP ���<�_�,�ÿ
M&‚�ã�ú�é  IP �Q�^�4� �V�,�;  ���<�_�,9Ô 224.0.0.xxx %¸�Ð�]9Õ�
.3�o
�Ô����-Ð�ê�½���ù�Ö���•

mvr querytime �&�Q�f�<�ê�_�*�o�C�o  �P�o�;�Û�Ì�æ1¡!ª�Ð���ù�Ô�•

�,���6�4  MVR �Ç�”Catalyst 2900 XL �ù�Ú�ê  Catalyst 3500 XL �,���6�4�ã"ç
U
G
Þ�Ò�á�¿���•�'�ê�” �Q
�^�4� �V�,�;  �U�o�<�
  compatible �æ.3�o�Ò�á�Ê�Û�Ð�¿�•

compatible �U�o�<�â
G
Þ�Ò�á�¿���•�'�ê�” MVR �ê  MVR 1M�>�0�P�o�;�â�é  IGMP �3���=�R�6�"
��I�

�(�P�o�;�Ò�ù�Ö���•

MVR �ê�,���6�4�â  IGMP �,�?�o�G�f�#�ã�R�=�â�È�ù�Ô�•

�Q�^�4� �V�,�;  �^�o�9���f�#�Å���î  MVR �ê�,���6�4
��â�R�=�â�È�ù�Ö���• MVR �Ç���@�o�I�^�æ�å�Þ�á
�¿�� A���â�”�Q�^�4� �V�,�;  �^�o�9���f�#�Å���î�Q�^�4� �V�,�;  �^�o�9���f�#  �J�`�;�&�^�
���@�o�I�^
�æ�Ò�Ú�•�'�” MVR �ê�:���.�o�I�^�æ�å���”/
�T�T�6�.�o�+�Ç-+$��Ð���ù�Ô�•�Q�^�4� �V�,�;  �^�o�9���f
�#�Å���î�Q�^�4� �V�,�;  �^�o�9���f�#  �J�`�;�&�^�Ç���@�o�I�^�é A���â�” MVR �
���@�o�I�^�æ�Ò���Á
�ã�Ô���ã�” MVR �
���@�o�I�^�æ�Ô���2
Þ�ê� �V�f�.�^�Ð���”���\�o  �T�6�.�o�+�Ç-+$��Ð���ù�Ô�•

�� �4�é���â�ê�” MVR �
���@�o�I�^�æ�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config)# mvr

show mvr  $�­  EXEC �&�Q�f�<�

ö!ª�Ô���ã�”�¨�"�é�Q�^�4� �V�,�;  �#�^�o�J�é û�÷�é.3�o�
-+$��â
�È�ù�Ô�•

�4�é���â�ê�” 228.1.23.4 �
  IP �Q�^�4� �V�,�;  ���<�_�,�ã�Ò�á.3�o�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config)#  mvr group 228.1.23.4

�4�é���â�ê�” 228.1.23.1 :*  228.1.23.10 �é�Q�^�4� �V�,�;  ���<�_�,�ã�ã�ý�æ  10 �é1j&ï  IP �Q�^�4� �V�,
�;  �#�^�o�J�
.3�o�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config)#  mvr group 228.1.23.1 10

�,���6�4�â.3�o�Ð���Ú  IP �Q�^�4� �V�,�;  �#�^�o�J  ���<�_�,�
-+$��Ô���•�'�ê�” show mvr members 
 $�­  EXEC �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

�4�é���â�ê�”�¨�"�"���]�o��%u�(4F�
  1 $}9Ô10/109Õ�æ.3�o�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config)#  mvr querytime 10

�]�]�o�, ���•�]�ˆ

12.1(19)EA1 �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•
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mvr 9Ô�#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f9Õ
�4�é���â�ê�” VLAN 2 �
�Q�^�4� �V�,�;  VLAN �ã�Ò�á.3�o�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config)#  mvr vlan 2 

.3�o�
#Õ.z�Ô���æ�ê�” show mvr  $�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

4P1j�&�Q�f�< �&�Q�f�< .‘�ÿ

mvr9Ô���f�2�o�H�����,  �&�f�H��
�!�X�_�o�*�Z�f9Õ

MVR �P�o�;�
.3�o�Ò�ù�Ô�•

show mvr MVR �#�`�o�C�^  �D�\�T�o�2�ù�Ú�ê�P�o�;  �D�\�T�o�2�
-+$��Ò�ù�Ô�•

show mvr interface .3�o�Ð���Ú  MVR ���f�2�o�H�����,�
�Ø�é�2���J�”�,�9�o�2�,�”
�Å���î
Ä�((Õ1L.3�o�ã�ã�ý�æ-+$��Ò�ù�Ô�•���f�2�o�H�����,�Ç�T
�f�C�o�â�½���Ô�ô�á�é  MVR �#�^�o�J�
-+$��Ò�ù�Ô�•

show mvr members MVR �Q�^�4� �V�,�;  �#�^�o�J�é�T�f�C�o�â�½���Ô�ô�á�é�P�o�;
�
-+$��Ò�ù�Ô�•�#�^�o�J�æ�T�f�C�o�Ç�å�¿�•�'�”�Ø�é�,�9�o�2�,
�ê  Inactive �ã�Ò�á-+$��Ð���ù�Ô�•
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%Y 2 %(      Catalyst 3560 �,���6�4  Cisco IOS �&�Q�f�<
mvr 9Ô���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f9Õ
mvr 9Ô���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f9Õ
�_���W  2 �é�P�o�;�
�Q�^�4� �V�,�;  VLAN �_�+�,�;�_�o�*�Z�f9Ô MVR9Õ�é�_�*�o�C�o�ù�Ú�ê1M�>�0
�P�o�;�ã�Ò�á.3�o�Ò�”
Ä�((Õ1L�Ï(»�
.3�o�Ò�” IP �Q�^�4� �V�,�;  VLAN �ã  IP ���<�_�,�æ�P�o�;�
�,
�2�9���6�"�æ
����°�á���æ�ê�” mvr  ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù
�Ô�•�:�H���^�;.3�o�æ�¯�Ô�æ�ê�”�Î�é�&�Q�f�<�é  no �»�|�

ö!ª�Ò�ù�Ô�•

mvr  [immediate | type { receiver | source} | vlan vlan-id group [ip-address]]

no mvr [immediate | type { source | receiver}| vlan vlan-id group [ip-address]]

�t�¥�é.‘�ÿ

�:�H���^�; �P�o�;�ê�_�*�o�C�o�ã�Ò�á�ý1M�>�0�ã�Ò�á�ý.3�o�Ð���ù�Ö���•


Ä�((Õ1L�Ï(»�ê�Ô�ô�á�é�P�o�;�â�:���.�o�I�^�â�Ô�•

�_�*�o�C�o  �P�o�;�ê�ä�é.3�o�ã�ú�Q�^�4� �V�,�;  �#�^�o�J�æ�ý�û�Ò�á�¿�ù�Ö���•

�&�Q�f�<  �U�o�< ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f

�&�Q�f�<���g

immediate 9Ô
›�ç9Õ�P�o�;�é  MVR �é
Ä�((Õ1L�Ï(»�
���@�o�I�^�æ�Ò�ù�Ô�•�Î�é�Ï(»
�
�:���.�o�I�^�æ�Ô���æ�ê�” no mvr immediate �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

type 9Ô
›�ç9Õ�P�o�;�
  MVR �_�*�o�C�o  �P�o�;�ù�Ú�ê1M�>�0�P�o�;�ã�Ò�á.3
�o�Ò�ù�Ô�•

�:�H���^�;  �P�o�;  �2���J�ê�” MVR 1M�>�0�P�o�;�Å���î�_�*�o�C�o  
�P�o�;�é�ä�Ü���â�ý�½���ù�Ö���• no mvr type �&�Q�f�<�ê�”1M�>�0�P�o
�;�Å���î�_�*�o�C�o  �P�o�;�é�ä�Ü���â�ý�å�¿�P�o�;�ã�Ò�á�P�o�;�
�]
�.�6�;�Ò�ù�Ô�•

receiver �P�o�;�
�”�Q�^�4� �V�,�;  �:�o�2�é���>�é�ú�Ç��(»�å
��I(*�P�o�;�ã�Ò
�á.3�o�Ò�ù�Ô�•�_�*�o�C�o  �P�o�;�ê�Q�^�4� �V�,�;  VLAN �æ�û�Ô���Î
�ã�ê�â�È�ù�Ö���•

source �P�o�;�
�”.3�o�ã�ú�é�Q�^�4� �V�,�;  �#�^�o�J�ã�é�Q�^�4� �V�,�;  
�:�o�2�é1M���>�Ç��(»�å���6�J�]�f�"  �P�o�;�ã�Ò�á.3�o�Ò�ù�Ô�•�,���6
�4�é�P�o�;�ê�Ô�ô�á
±	û�é�Q�^�4� �V�,�;  VLAN �æ�û�Ò�ù�Ô�•

vlan vlan-id group 9Ô
›�ç9Õ�P�o�;�
�”�0�o�Ð���Ú  VLAN ID �
�,�ß�Q�^�4� �V�,�;�#�^�o
�J�é�,�2�9���6�"  �T�f�C�o�ã�Ò�á1J
��Ò�ù�Ô�•

no mvr vlan vlan-id group �&�Q�f�<�ê�” IP �Q�^�4� �V�,�;  ���<�_�,  �#
�^�o�J�é�T�f�C�*�6�J�Æ��  VLAN 
��é�P�o�;�
�å4°�Ò�ù�Ô�•

ip-address 9Ô
›�ç9Õ�0�o�Ð���Ú�Q�^�4� �V�,�;  VLAN ID �é�0�o�Ð���Ú  MVR IP �Q
�^�4� �V�,�;  �#�^�o�J  ���<�_�,�
�,�2�9���6�"�æ.3�o�Ò�ù�Ô�•�Î���ê�”
�P�o�;�Ç
��I�Ò�á�¿���Q�^�4� �V�,�;  �#�^�o�J�é  IP ���<�_�,�â�Ô�•

�]�]�o�, ���•�]�ˆ

12.1(19)EA1 �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•
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%Y 2 %(      Catalyst 3560 �,���6�4  Cisco IOS �&�Q�f�<
mvr 9Ô���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f9Õ

ö!ª
��é�����<�\���f �P�o�;�Ç.3�o�Ð���Ú�Q�^�4� �V�,�;  �#�^�o�J�0�Ì�Q�^�4� �V�,�;  �:�o�2�
1M���>�â�È�����Á�æ�Ô���•
�'�ê�”�P�o�;�
1M�>�0�P�o�;�ã�Ò�á.3�o�Ò�ù�Ô�•�Q�^�4� �V�,�;  �:�o�2�ê1M�>�0�P�o�;�ã�Ò�á.3�o�Ð
���á�¿���Ô�ô�á�é�P�o�;�â���>�Ð���ù�Ô�•

�_�*�o�C�o  �P�o�;�ê�;�\�f�"  �P�o�;�æ�å���Î�ã�ê�â�È�ù�Ö���•�,���6�4�é�_�*�o�C�o  �P�o�;�ê!ã�å��  
VLAN �æ�û�Ò�á�¿�á�ý�Æ�ù�¿�ù�Ö���Ç�”�Q�^�4� �V�,�;  VLAN �æ�û�Ô���Î�ã�ê�â�È�ù�Ö���•

MVR �æ
ó
��Ò�á�¿�å�¿�P�o�;�ê�” MVR �_�*�o�C�o  �P�o�;�ù�Ú�ê1M�>�0�P�o�;�ã�Ò�á.3�o�Ò�å�¿�â�Ê
�Û�Ð�¿�•5V  MVR �P�o�;�ê1b�ñ�é�,���6�4  �P�o�;�â�½���”1b�ñ�é�,���6�4
G
Þ�â�Q�^�4� �V�,�;  �:�o
�2�
1M���>�â�È�ù�Ô�•


Ä�((Õ1L�Ï(»�Ç���@�o�I�^�é�•�'�”�_�*�o�C�o  �P�o�;�ê����#t�(4F�â�Q�^�4� �V�,�;  �#�^�o�J�Æ��(Õ
1L�Ò�ù�Ô�•
Ä�((Õ1L�Ï(»�Ç�å�Ê�”�,���6�4�Ç�_�*�o�C�o  �P�o�;�é�#�^�o�J�Æ��  IGMP Leave �T�6�.�o
�+�
���>�Ò�Ú�•�'�”�,���6�4�ê�”�Ø�é�P�o�;�æ  IGMP MAC �L�o�,�é�"���]�o�
1M�>�Ò�” IGMP �#�^�o
�J  �T�f�C�*�6�J  �_�P�o�;�
�Ù�Ü�ù�Ô�•.3�o�Ð���Ú�(4F�]�æ�_�P�o�;�Ç�ï�Æ�å�¿�ã�”�_�*�o�C�o  �P�o�;
�Ç�Q�^�4� �V�,�;  �#�^�o�J  �T�f�C�*�6�J�Æ���å4°�Ð���ù�Ô�•
Ä�((Õ1L�Ï(»�â�ê�” IGMP Leave �
���>
�Ò�Ú�_�*�o�C�o  �P�o�;�Æ��  IGMP MAC �L�o�,�é�"���]�o�ê1M�>�Ð���ù�Ö���• Leave �T�6�.�o�+�é���>
�ß�Ú�Û�Ü�æ�”�Q�^�4� �V�,�;  �#�^�o�J  �T�f�C�*�6�J�Æ���_�*�o�C�o  �P�o�;�Ç�å4°�Ð�����é�â�”(Õ1L�é
�Ú�ü�é�Ù�Ü�(4F�Ç#t'W�Ð���ù�Ô�•


Ä�((Õ1L�Ï(»�
���@�o�I�^�æ�Ô���é�ê�”�_�*�o�C�o-]'Î�Ç  1 �ß�Û�Ì�’&ï�Ð���á�¿���_�*�o�C�o  �P�o�;
�æ4¢�o�Ò�á�Ê�Û�Ð�¿�•

mvr  vlan group �&�Q�f�<�ê�” IP �Q�^�4� �V�,�;  ���<�_�,�æ1M�>�Ð���Ú�Q�^�4� �V�,�;  �;�\�H���6�"�

���>�Ô�����Á�æ�P�o�;�
�,�2�9���6�"�æ.3�o�Ò�ù�Ô�•�#�^�o�J�é�T�f�C�o�ã�Ò�á�,�2�9���6�"�æ.3�o�Ð
���Ú�P�o�;�ê�”�,�2�9���6�"�æ�å4°�Ð�����ù�â�ê�Ø�é�#�^�o�J�é�T�f�C�o�é�ù�ù�â�Ô�• compatible 
�U�o�<�â�ê�”�Î�é�&�Q�f�<�ê�_�*�o�C�o  �P�o�;�Û�Ì�æ1¡!ª�Ð���ù�Ô�• dynamic �U�o�<�â�ê1M�>�0�P�o
�;�æ�ý1¡!ª�Ð���ù�Ô�•�_�*�o�C�o  �P�o�;�ê�” IGMP Join �T�6�.�o�+�

ö!ª�Ò�á�3���=�R�6�"�æ�Q�^�4
� �V�,�;  �#�^�o�J�æ
��I�Ô���Î�ã�ý�â�È�ù�Ô�•

compatible �U�o�<�â
G
Þ�Ò�á�¿���•�'�ê�” MVR �ê  MVR 1M�>�0�P�o�;�â�é  IGMP �3���=�R�6�"
��I�

�(�P�o�;�Ò�ù�Ö���•

MVR �P�o�;�ê�J�\���L�o�;  VLAN �P�o�;�æ�ê�å���ù�Ö���•

�� �4�é���â�ê�” MVR �_�*�o�C�o  �P�o�;�ã�Ò�á�P�o�;�
.3�o�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config)#  interface  gigabitethernet0/2 
Switch(config-if)#  mvr type receiver

.3�o�ã�ú�é�_�*�o�C�o  �P�o�;�ã1M�>�0�P�o�;�
-+$��Ô���æ�ê�” show mvr interface  $�­  EXEC �&�Q�f
�<�

ö!ª�Ò�ù�Ô�•

�4�é���â�ê�”�P�o�;�é
Ä�((Õ1L�Ï(»�
���@�o�I�^�æ�Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config)#  interface  gigabitethernet0/2 
Switch(config-if)#  mvr immediate

�4�é���â�ê�” VLAN 1 
��é�P�o�;�
  IP �Q�^�4� �V�,�;  �#�^�o�J  228.1.23.4 �é�,�2�9���6�"  �T�f�C�o
�ã�Ò�á1J
��Ô���Ç�:�
$��Ò�ù�Ô�•

Switch(config)#  interface  gigabitethernet0/2 
Switch(config-if)#  mvr vlan1 group 230.1.23.4

.3�o�
#Õ.z�Ô���æ�ê�” show mvr members  $�­  EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•
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%Y 2 %(      Catalyst 3560 �,���6�4  Cisco IOS �&�Q�f�<
mvr 9Ô���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f9Õ
4P1j�&�Q�f�< �&�Q�f�< .‘�ÿ

mvr9Ô�#�`�o�C�^  �&�f�H��
�!�X�_�o�*�Z�f9Õ

�,���6�4
��â�Q�^�4� �V�,�;  VLAN �_�+�,�;�_�o�*�Z�f�
���@�o�I
�^�æ�Ò�á�”.3�o�Ò�ù�Ô�•

show mvr MVR �#�`�o�C�^  �D�\�T�o�2�ù�Ú�ê�P�o�;  �D�\�T�o�2�
-+$��Ò�ù�Ô�•

show mvr interface .3�o�ã�ú�é  MVR ���f�2�o�H�����,�
-+$��Ô���Æ�”�ù�Ú�ê�_�*�o�C�o  
�P�o�;�Ç�²�û�Ô���Q�^�4� �V�,�;  �#�^�o�J�
-+$��Ò�ù�Ô�•���f�2�o
�H�����,�Ç�T�f�C�o�â�½���Ô�ô�á�é  MVR �#�^�o�J�
-+$��Ò�ù�Ô�•

show mvr members MVR �Q�^�4� �V�,�;  �#�^�o�J�æ�û�Ô���Ô�ô�á�é�_�*�o�C�o  �P�o�;
�
-+$��Ò�ù�Ô�•
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ƒ3s C      Catalyst 3560 �,���6�4  show platform �&�Q�f�<
show platform layer4op
show platform layer4op
�J�\�6�;�H���o�S�æ���=�Ô���_���W  4 �v%š�6�±�Ž�
-+$��Ô���æ�ê�” show platform layer4op  $�­  
EXEC �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

show platform layer4op { acl | pacl [port-asic] | qos [port-asic]} { and-or | map | or-and | 
vcu} [ |{ begin | exclude | include} expression]

�t�¥�é.‘�ÿ

�&�Q�f�<  �U�o�<  $�­  EXEC

�&�Q�f�<���g


ö!ª
��é�����<�\���f �Î�é�&�Q�f�<�

ö!ª�Ô���é�ê�”�*�,�&�é�9�"�>���^  �(�P�o�;���°(*�ã�ã�ý�æ�ç5ô�é�;�\�I�^�*�X�o
�9���f�#�
-��Á�•�'�æ4¢�o�Ò�á�Ê�Û�Ð�¿�•�Î�é�&�Q�f�<�ê�”�9�"�>���^  �(�P�o�;���°(*�Ç�Î�é�&�Q�f
�<�é
ö!ª�
�•�Q�Ò�Ú�•�'
•���æ�ê
ö!ª�Ò�å�¿�â�Ê�Û�Ð�¿�•

�¥�<�É�â�ê�”�"�¥�<�ã�Ê�¥�<�Ç
™�Î�Ð���ù�Ô�•�Ú�ã�Ã�ë�” | exclude output �ã�I
��Ò�Ú�•�'�” output �

�=�û-��ê-+$��Ð���ù�Ö���Ç�” Output �
�=�û-��ê-+$��Ð���ù�Ô�•

acl Access Control List9ÔACL; ���"�.�,  �&�f�;�`�o�^  �]�,�;9Õ�_���W  4 ���M�_�o�2
�±�Ž�
-+$��Ò�ù�Ô�•

pacl [port-asic] �P�o�;  ACL �_���W  4 ���M�_�o�2�±�Ž�
-+$��Ò�ù�Ô�•� �o�b�o�<�é�ç�g�ê�4�é�ã
�Å���â�Ô�•

• port-asic9æ9Ô
›�ç9Õ�P�o�;  ASIC9Ô $�o!ª1\�0�Ì4ø$Í�Á0�9Õ!ß� �
-+$��Ò�ù�Ô�•

qos [port-asic] QoS9ÔQuality of Service9Õ�_���W 4 ���M�_�o�2�±�Ž�
-+$��Ò�ù�Ô�•� �o�b�o�<�é
�ç�g�ê�4�é�ã�Å���â�Ô�•

• port-asic9æ9Ô
›�ç9ÕQoS �P�o�;  ASIC !ß� �
-+$��Ò�ù�Ô�•

and-or AND-OR �_�+�,�2�±�Ž�
-+$��Ò�ù�Ô�•

map 1¬�ï�Q�6�J�±�Ž�
-+$��Ò�ù�Ô�•

or-and OR-AND �_�+�,�2�±�Ž�
-+$��Ò�ù�Ô�•

vcu Value Compare Unit9ÔVCU9Õ�_�+�,�2�±�Ž�
-+$��Ò�ù�Ô�•

| begin 9Ô
›�ç9Õexpression �ã	û)L�Ô��-��Æ��-+$��
4?�Ž�Ò�ù�Ô�•

| exclude 9Ô
›�ç9Õexpression �ã	û)L�Ô��-��
-+$��Æ��4°���Ò�ù�Ô�•

| include 9Ô
›�ç9Õ�0�o�Ð���Ú  expression �ã	û)L�Ô��-��
-+$��æ�=�ü�ù�Ô�•

expression 
ó�–�P���f�;�ã�Ò�á
ö!ª�Ô���´
��]�é�|�â�Ô�•

�]�]�o�, ���•�]�ˆ

12.1(19)EA1 �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•
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ƒ3s C      Catalyst 3560 �,���6�4  show platform �&�Q�f�<
show platform mac-address-table
show platform mac-address-table
�J�\�6�;�H���o�S�æ���=�Ô��  MAC ���<�_�,  �9�o�I�^�±�Ž�
-+$��Ô���æ�ê�” show platform 
mac-address-table  $�­  EXEC �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

show platform mac-address-table [aging-array | hash-table | mac-address mac-address] 
[vlan vlan-id]] [ | { begin | exclude | include} expression]

�t�¥�é.‘�ÿ

�&�Q�f�<  �U�o�<  $�­  EXEC

�&�Q�f�<���g


ö!ª
��é�����<�\���f �Î�é�&�Q�f�<�

ö!ª�Ô���é�ê�”�*�,�&�é�9�"�>���^  �(�P�o�;���°(*�ã�ã�ý�æ�ç5ô�é�;�\�I�^�*�X�o
�9���f�#�
-��Á�•�'�æ4¢�o�Ò�á�Ê�Û�Ð�¿�•�Î�é�&�Q�f�<�ê�”�9�"�>���^  �(�P�o�;���°(*�Ç�Î�é�&�Q�f
�<�é
ö!ª�
�•�Q�Ò�Ú�•�'
•���æ�ê
ö!ª�Ò�å�¿�â�Ê�Û�Ð�¿�•

�¥�<�É�â�ê�”�"�¥�<�ã�Ê�¥�<�Ç
™�Î�Ð���ù�Ô�•�Ú�ã�Ã�ë�” | exclude output �ã�I
��Ò�Ú�•�'�” output �

�=�û-��ê-+$��Ð���ù�Ö���Ç�” Output �
�=�û-��ê-+$��Ð���ù�Ô�•

aging-array 9Ô
›�ç9ÕMAC ���<�_�,  �9�o�I�^  ���o�+�f�#  ���_���
-+$��Ò�ù�Ô�•

hash-table 9Ô
›�ç9ÕMAC ���<�_�,  �9�o�I�^  �B�6�*�X  �9�o�I�^�
-+$��Ò�ù�Ô�•

mac-address mac-address 9Ô
›�ç9ÕMAC ���<�_�,  �9�o�I�^  MAC ���<�_�,�±�Ž�
-+$��Ò�ù�Ô�•�Î
�Î�â�” mac-address �ê  48 �F�6�;  �B�o�<������  ���<�_�,�â�Ô�•

vlan vlan-id 9Ô
›�ç9Õ�0�o�Ð���Ú  VLAN �é�±�Ž�
-+$��Ò�ù�Ô�•�0�o�â�È��%¸�Ð�ê  1 :*  
4094 �â�Ô�•

| begin 9Ô
›�ç9Õexpression �ã	û)L�Ô��-��Æ��-+$��
4?�Ž�Ò�ù�Ô�•

| exclude 9Ô
›�ç9Õexpression �ã	û)L�Ô��-��
-+$��Æ��4°���Ò�ù�Ô�•

| include 9Ô
›�ç9Õ�0�o�Ð���Ú  expression �ã	û)L�Ô��-��
-+$��æ�=�ü�ù�Ô�•

expression 
ó�–�P���f�;�ã�Ò�á
ö!ª�Ô���´
��]�é�|�â�Ô�•

�]�]�o�, ���•�]�ˆ
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ƒ3s C      Catalyst 3560 �,���6�4  show platform �&�Q�f�<
show platform messaging
show platform messaging
�J�\�6�;�H���o�S�æ���=�Ô�����J�]�$�o�*�Z�f�Å���î�D�H���o�Q�f�,  �T�6�.�o�+�±�Ž�
-+$��Ô���æ�ê�”
show platform messaging  $�­  EXEC �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

show platform messaging { application [incoming | outgoing | summary] | hiperf  
[class-number]} [ | { begin | exclude | include} expression]

�t�¥�é.‘�ÿ

�&�Q�f�<  �U�o�<  $�­  EXEC

�&�Q�f�<���g


ö!ª
��é�����<�\���f �Î�é�&�Q�f�<�

ö!ª�Ô���é�ê�”�*�,�&�é�9�"�>���^  �(�P�o�;���°(*�ã�ã�ý�æ�ç5ô�é�;�\�I�^�*�X�o
�9���f�#�
-��Á�•�'�æ4¢�o�Ò�á�Ê�Û�Ð�¿�•�Î�é�&�Q�f�<�ê�”�9�"�>���^  �(�P�o�;���°(*�Ç�Î�é�&�Q�f
�<�é
ö!ª�
�•�Q�Ò�Ú�•�'
•���æ�ê
ö!ª�Ò�å�¿�â�Ê�Û�Ð�¿�•

�¥�<�É�â�ê�”�"�¥�<�ã�Ê�¥�<�Ç
™�Î�Ð���ù�Ô�•�Ú�ã�Ã�ë�” | exclude output �ã�I
��Ò�Ú�•�'�” output �

�=�û-��ê-+$��Ð���ù�Ö���Ç�” Output �
�=�û-��ê-+$��Ð���ù�Ô�•

application [incoming | 
outgoing | summary]

���J�]�$�o�*�Z�f  �T�6�.�o�+�±�Ž�
-+$��Ò�ù�Ô�•� �o�b�o�<�é�ç�g�ê�4�é
�ã�Å���â�Ô�•

• incoming9æ9Ô
›�ç9Õ#��>���J�]�$�o�*�Z�f  �T�6�.�o�+�f�#-Ð�Þ�æ4P�Ô
���±�Ž�Û�Ì�
-+$��Ò�ù�Ô�•

• outgoing9æ9Ô
›�ç9Õ"’�>���J�]�$�o�*�Z�f  �T�6�.�o�+�f�#-Ð�Þ�æ4P�Ô
���±�Ž�Û�Ì�
-+$��Ò�ù�Ô�•

• summary9æ9Ô
›�ç9Õ���J�]�$�o�*�Z�f  �T�6�.�o�+�f�#-Ð�Þ�Ô�ô�á�æ4P
�Ô���(�Q�]�o�±�Ž�
-+$��Ò�ù�Ô�•

hiperf  [class-number] "’�>�Ô���B���D�H���o�Q�f�,  �T�6�.�o�+�±�Ž�
-+$��Ò�ù�Ô�• $�o�é�"�\�,
!ß� �é�B���D�H���o�Q�f�,  �T�6�.�o�+�æ�ß�¿�á�é�±�Ž�
-+$��Ô���æ�ê�”
class-number ���J�*�Z�f�
�0�o�Ò�ù�Ô�•�0�o�â�È��%¸�Ð�ê  0 :*  36 �â�Ô�•

| begin 9Ô
›�ç9Õexpression �ã	û)L�Ô��-��Æ��-+$��
4?�Ž�Ò�ù�Ô�•

| exclude 9Ô
›�ç9Õexpression �ã	û)L�Ô��-��
-+$��Æ��4°���Ò�ù�Ô�•

| include 9Ô
›�ç9Õ�0�o�Ð���Ú  expression �ã	û)L�Ô��-��
-+$��æ�=�ü�ù�Ô�•

expression 
ó�–�P���f�;�ã�Ò�á
ö!ª�Ô���´
��]�é�|�â�Ô�•

�]�]�o�, ���•�]�ˆ
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ƒ3s C      Catalyst 3560 �,���6�4  show platform �&�Q�f�<
show platform monitor
show platform monitor
�J�\�6�;�H���o�S�æ���=�Ô��  Switched Port Analyzer9ÔSPAN; �,���6�4�<  �P�o�;  ���=�\���)9Õ�±�Ž�

-+$��Ô���æ�ê�” show platform monitor  $�­  EXEC �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

show platform monitor [session session-number] [ | { begin | exclude | include} expression]

�t�¥�é.‘�ÿ

�&�Q�f�<  �U�o�<  $�­  EXEC

�&�Q�f�<���g


ö!ª
��é�����<�\���f �Î�é�&�Q�f�<�

ö!ª�Ô���é�ê�”�*�,�&�é�9�"�>���^  �(�P�o�;���°(*�ã�ã�ý�æ�ç5ô�é�;�\�I�^�*�X�o
�9���f�#�
-��Á�•�'�æ4¢�o�Ò�á�Ê�Û�Ð�¿�•�Î�é�&�Q�f�<�ê�”�9�"�>���^  �(�P�o�;���°(*�Ç�Î�é�&�Q�f
�<�é
ö!ª�
�•�Q�Ò�Ú�•�'
•���æ�ê
ö!ª�Ò�å�¿�â�Ê�Û�Ð�¿�•

�¥�<�É�â�ê�”�"�¥�<�ã�Ê�¥�<�Ç
™�Î�Ð���ù�Ô�•�Ú�ã�Ã�ë�” | exclude output �ã�I
��Ò�Ú�•�'�” output �

�=�û-��ê-+$��Ð���ù�Ö���Ç�” Output �
�=�û-��ê-+$��Ð���ù�Ô�•

session 
session-number

9Ô
›�ç9Õ�0�o�Ð���Ú  SPAN �.�6�*�Z�f�é  SPAN �±�Ž�
-+$��Ò�ù�Ô�•�0�o�â�È
��%¸�Ð�ê  1 :*  66 �â�Ô�•

| begin 9Ô
›�ç9Õexpression �ã	û)L�Ô��-��Æ��-+$��
4?�Ž�Ò�ù�Ô�•

| exclude 9Ô
›�ç9Õexpression �ã	û)L�Ô��-��
-+$��Æ��4°���Ò�ù�Ô�•

| include 9Ô
›�ç9Õ�0�o�Ð���Ú  expression �ã	û)L�Ô��-��
-+$��æ�=�ü�ù�Ô�•

expression 
ó�–�P���f�;�ã�Ò�á
ö!ª�Ô���´
��]�é�|�â�Ô�•

�]�]�o�, ���•�]�ˆ
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ƒ3s C      Catalyst 3560 �,���6�4  show platform �&�Q�f�<
show platform mvr table
show platform mvr table
�J�\�6�;�H���o�S�æ���=�Ô��  Multicast VLAN Registration9ÔMVR; �Q�^�4� �V�,�;  VLAN �_�+�,�;
�_�o�*�Z�f9Õ Multi-Expansion Descriptor9ÔMED9Õ�#�^�o�J  �Q�6�G�f�#  �9�o�I�^�
-+$��Ô���æ�ê�”
show platform mvr table  $�­  EXEC �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

show platform mvr table [ | { begin | exclude | include} expression]

�t�¥�é.‘�ÿ

�&�Q�f�<  �U�o�<  $�­  EXEC

�&�Q�f�<���g


ö!ª
��é�����<�\���f �Î�é�&�Q�f�<�

ö!ª�Ô���é�ê�”�*�,�&�é�9�"�>���^  �(�P�o�;���°(*�ã�ã�ý�æ�ç5ô�é�;�\�I�^�*�X�o
�9���f�#�
-��Á�•�'�æ4¢�o�Ò�á�Ê�Û�Ð�¿�•�Î�é�&�Q�f�<�ê�”�9�"�>���^  �(�P�o�;���°(*�Ç�Î�é�&�Q�f
�<�é
ö!ª�
�•�Q�Ò�Ú�•�'
•���æ�ê
ö!ª�Ò�å�¿�â�Ê�Û�Ð�¿�•

�¥�<�É�â�ê�”�"�¥�<�ã�Ê�¥�<�Ç
™�Î�Ð���ù�Ô�•�Ú�ã�Ã�ë�” | exclude output �ã�I
��Ò�Ú�•�'�” output �

�=�û-��ê-+$��Ð���ù�Ö���Ç�” Output �
�=�û-��ê-+$��Ð���ù�Ô�•

| begin 9Ô
›�ç9Õexpression �ã	û)L�Ô��-��Æ��-+$��
4?�Ž�Ò�ù�Ô�•

| exclude 9Ô
›�ç9Õexpression �ã	û)L�Ô��-��
-+$��Æ��4°���Ò�ù�Ô�•

| include 9Ô
›�ç9Õ�0�o�Ð���Ú  expression �ã	û)L�Ô��-��
-+$��æ�=�ü�ù�Ô�•

expression 
ó�–�P���f�;�ã�Ò�á
ö!ª�Ô���´
��]�é�|�â�Ô�•

�]�]�o�, ���•�]�ˆ
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ƒ3s C      Catalyst 3560 �,���6�4  show platform �&�Q�f�<
show platform pm
show platform pm
�J�\�6�;�H���o�S�æ���=�Ô���P�o�;  �Q�@�o�+�V�±�Ž�
-+$��Ô���æ�ê�” show platform pm  $�­  EXEC 
�&�Q�f�<�

ö!ª�Ò�ù�Ô�•

show platform pm { counters | group-masks | idbs { active-idbs | deleted-idbs} | if-numbers 
| link-status | platform-block | port-info interface-id | vlan { info | line-state} 
[ | { begin | exclude | include} expression]

�t�¥�é.‘�ÿ

9Ô�H9Õ stack-view � �o�b�o�<�ê�”�&�Q�f�<�\���f�é�K�^�J  �,�;�]�f�#�æ�ê-+$��Ð���á�¿�ù�Ô�Ç�”�(�P�o�;�Ð
���á�¿�ù�Ö���•

�&�Q�f�<  �U�o�<  $�­  EXEC

�&�Q�f�<���g


ö!ª
��é�����<�\���f �Î�é�&�Q�f�<�ê�”�ç5ô.��ÿ�é�Ú�ü�æ�9�"�>���^  �(�P�o�;���°(*�ã"å�’
Þ�:�Ò�á�¿���•�'�æ�Û�Ì
ö!ª�Ò
�á�Ê�Û�Ð�¿�•�Î�é�&�Q�f�<�ê�”�9�"�>���^  �(�P�o�;���°(*�Ç�Î�é�&�Q�f�<�é
ö!ª�
�•�Q�Ò�Ú�•�'
•��
�æ�ê
ö!ª�Ò�å�¿�â�Ê�Û�Ð�¿�•

�¥�<�É�â�ê�”�"�¥�<�ã�Ê�¥�<�Ç
™�Î�Ð���ù�Ô�•�Ú�ã�Ã�ë�” | exclude output �ã�I
��Ò�Ú�•�'�” output �

�=�û-��ê-+$��Ð���ù�Ö���Ç�” Output �
�=�û-��ê-+$��Ð���ù�Ô�•

counters �U�+�X�o�^  �����f�2�±�Ž�
-+$��Ò�ù�Ô�•

group-masks EtherChannel �#�^�o�J  �Q�,�"�±�Ž�
-+$��Ò�ù�Ô�•

idbs {active-idbs | 
deleted-idbs}

Interface Data Block9ÔIDB9Õ�±�Ž�
-+$��Ò�ù�Ô�•� �o�b�o�<�é�ç�g�ê�4
�é�ã�Å���â�Ô�•

• active-idbs9æ���"�9���I  IDB �±�Ž�
-+$��Ò�ù�Ô�•

• deleted-idbs9æ�å4°�ù�Ú�ê�s�h�Ð���Ú  IDB �±�Ž�
-+$��Ò�ù�Ô�•

if-numbers ���f�2�o�H�����,!ß� �±�Ž�
-+$��Ò�ù�Ô�•

link-status �`�o���^  �P�o�;  �]�f�"  �,�9�o�2�,�±�Ž�
-+$��Ò�ù�Ô�•

platform-block �J�\�6�;�H���o�S  �P�o�;  �I�`�6�"�±�Ž�
-+$��Ò�ù�Ô�•

port-info  interface-id �0�o�Ð���Ú���f�2�o�H�����,�é�P�o�;%¤!��Å���î
G
Þ�H���o�^�<�
-+$��Ò�ù�Ô�•

vlan { info | line-state} �J�\�6�;�H���o�S  VLAN �±�Ž�
-+$��Ò�ù�Ô�•� �o�b�o�<�é�ç�g�ê�4�é�ã�Å
���â�Ô�•

• info9æ���"�9���I  VLAN �é�±�Ž�
-+$��Ò�ù�Ô�•

• line-state9æ�\���f�,�9�o�;�±�Ž�
-+$��Ò�ù�Ô�•

| begin 9Ô
›�ç9Õexpression �ã	û)L�Ô��-��Æ��-+$��
4?�Ž�Ò�ù�Ô�•
| exclude 9Ô
›�ç9Õexpression �ã	û)L�Ô��-��
-+$��Æ��4°���Ò�ù�Ô�•

| include 9Ô
›�ç9Õ�0�o�Ð���Ú  expression �ã	û)L�Ô��-��
-+$��æ�=�ü�ù�Ô�•

expression 
ó�–�P���f�;�ã�Ò�á
ö!ª�Ô���´
��]�é�|�â�Ô�•

�]�]�o�, ���•�]�ˆ
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ƒ3s C      Catalyst 3560 �,���6�4  show platform �&�Q�f�<
show platform port-asic
show platform port-asic
�J�\�6�;�H���o�S�æ���=�Ô���P�o�;  ASIC9Ô $�o!ª1\�0�Ì4ø$Í�Á0�9Õ�é�_�+�,�2�±�Ž�
-+$��Ô���æ�ê�”
show platform port-asic  $�­  EXEC �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

show platform port-asic {cpu-queue-map-table [asic number | port number [asic number]] | 
dest-map index number | 
etherchannel-info [asic number | port number [asic number]] | 
exception [asic number | port number [asic number]] | 
global-status [asic number | port number [asic number]] | 
learning [asic number | port number [asic number]] | 
mac-info [asic number | port number [asic number]] | 
mvid [asic number] | 
packet-info-ram [asic number | index number [asic number]] | 
port-info  [asic number | port number [asic number]] | 
prog-parser [asic number | port number [asic number]] | 
receive {buffer-queue | port-fifo  | supervisor-sram} [ asic number | port number [asic number]] | 
span [vlan-id [asic number] | [asic number]
stats {drop | enqueue | miscellaneous | supervisor} [ asic number | port number [asic number]] |
transmit {port-fifo  | queue | supervisor-sram} [ asic number | port number [asic number]] 
vct [asic number | port number [asic number]] 
version}
[ | {begin | exclude | include} expression]

�t�¥�é.‘�ÿ cpu-queue-map-table
[asic number | port  number 
[asic number]]

CPU � �X�o  �Q�6�J  �9�o�I�^  ���f�;�]�
-+$��Ò�ù�Ô�•� �o�b�o�<
�é�ç�g�ê�4�é�ã�Å���â�Ô�•

• asic number9æ9Ô
›�ç9Õ�0�o�Ð���Ú  ASIC �é�±�Ž�
-+$��Ò�ù�Ô�•
�0�o�â�È��%¸�Ð�ê  0 :*  1 �â�Ô�•

• port  number9æ9Ô
›�ç9Õ�0�o�Ð���Ú�P�o�;�Å���î  ASIC !ß� �é
�±�Ž�
-+$��Ò�ù�Ô�•�0�o�â�È��%¸�Ð�ê  0 :*  27 �â�Ô�•

dest-map index number �0�o�Ð���Ú&•�•�é�p�5�Q�6�J�±�Ž�
-+$��Ò�ù�Ô�•�0�o�â�È��%¸�Ð
�ê  0 :*  65535 �â�Ô�•

etherchannel-info [asic number | 
port  number [asic number]]

EtherChannel �±�Ž�_�+�,�2�é�]�ˆ�
-+$��Ò�ù�Ô�•� �o�b�o�<�é�ç
�g�ê�4�é�ã�Å���â�Ô�•

• asic number9æ9Ô
›�ç9Õ�0�o�Ð���Ú  ASIC �é�±�Ž�
-+$��Ò�ù�Ô�•
�0�o�â�È��%¸�Ð�ê  0 :*  1 �â�Ô�•

• port  number9æ9Ô
›�ç9Õ�0�o�Ð���Ú�P�o�;�Å���î  ASIC !ß� �é
�±�Ž�
-+$��Ò�ù�Ô�• �0�o�â�È��%¸�Ð�ê  0 :*  27 �â�Ô�• �Î�Î�â  0 
�ê�,�o�D�o�C���)�â�½���” 1 :*  25 �ê�P�o�;�â�Ô�•

exception [asic number | port  
number [asic number]]

����&•�•�_�+�,�2�±�Ž�
-+$��Ò�ù�Ô�•� �o�b�o�<�é�ç�g�ê�4�é�ã
�Å���â�Ô�•

• asic number9æ9Ô
›�ç9Õ�0�o�Ð���Ú  ASIC �é�±�Ž�
-+$��Ò�ù�Ô�•
�0�o�â�È��%¸�Ð�ê  0 :*  1 �â�Ô�•

• port  number9æ9Ô
›�ç9Õ�0�o�Ð���Ú�P�o�;�Å���î  ASIC !ß� �é
�±�Ž�
-+$��Ò�ù�Ô�• �0�o�â�È��%¸�Ð�ê  0 :*  27 �â�Ô�• �Î�Î�â  0 
�ê�,�o�D�o�C���)�â�½���” 1 :*  25 �ê�P�o�;�â�Ô�•
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ƒ3s C      Catalyst 3560 �,���6�4  show platform �&�Q�f�<
show platform port-asic
global-status [asic number | port  
number [asic number]]

�#�`�o�C�^�Å���î
��¿�,�9�o�2�,�
-+$��Ò�ù�Ô�•� �o�b�o�<�é�ç
�g�ê�4�é�ã�Å���â�Ô�•

• asic number9æ9Ô
›�ç9Õ�0�o�Ð���Ú  ASIC �é�±�Ž�
-+$��Ò�ù�Ô�•
�0�o�â�È��%¸�Ð�ê  0 :*  1 �â�Ô�•

• port  number9æ9Ô
›�ç9Õ�0�o�Ð���Ú�P�o�;�Å���î  ASIC !ß� �é
�±�Ž�
-+$��Ò�ù�Ô�• �0�o�â�È��%¸�Ð�ê  0 :*  27 �â�Ô�• �Î�Î�â  0 
�ê�,�o�D�o�C���)�â�½���” 1 :*  25 �ê�P�o�;�â�Ô�•

learning [asic number | port  
number [asic number]]

�G(�� �V�6�*�X�]�é���f�;�]�
-+$��Ò�ù�Ô�•� �o�b�o�<�é�ç�g�ê
�4�é�ã�Å���â�Ô�•

• asic number9æ9Ô
›�ç9Õ�0�o�Ð���Ú  ASIC �é�±�Ž�
-+$��Ò�ù�Ô�•
�0�o�â�È��%¸�Ð�ê  0 :*  1 �â�Ô�•

• port  number9æ9Ô
›�ç9Õ�0�o�Ð���Ú�P�o�;�Å���î  ASIC !ß� �é
�±�Ž�
-+$��Ò�ù�Ô�• �0�o�â�È��%¸�Ð�ê  0 :*  27 �â�Ô�• �Î�Î�â  0 
�ê�,�o�D�o�C���)�â�½���” 1 :*  25 �ê�P�o�;�â�Ô�•

mac-info [asic number | port  
number [asic number]]

MAC �±�Ž�_�+�,�2�é�]�ˆ�
-+$��Ò�ù�Ô�•� �o�b�o�<�é�ç�g�ê�4
�é�ã�Å���â�Ô�•

• asic number9æ9Ô
›�ç9Õ�0�o�Ð���Ú  ASIC �é�±�Ž�
-+$��Ò�ù�Ô�•
�0�o�â�È��%¸�Ð�ê  0 :*  1 �â�Ô�•

• port  number9æ9Ô
›�ç9Õ�0�o�Ð���Ú�P�o�;�Å���î  ASIC !ß� �é
�±�Ž�
-+$��Ò�ù�Ô�• �0�o�â�È��%¸�Ð�ê  0 :*  27 �â�Ô�• �Î�Î�â  0 
�ê�,�o�D�o�C���)�â�½���” 1 :*  25 �ê�P�o�;�â�Ô�•

mvid [asic number] �Q�6�G�f�#�Ð���Ú  VLAN ID �9�o�I�^�
-+$��Ò�ù�Ô�•� �o�b�o�<
�é�ç�g�ê�4�é�ã�Å���â�Ô�•

• asic number9æ9Ô
›�ç9Õ�0�o�Ð���Ú  ASIC �é�±�Ž�
-+$��Ò�ù�Ô�•
�0�o�â�È��%¸�Ð�ê  0 :*  1 �â�Ô�•

packet-info-ram [asic number | 
index number [asic number]]

�D�$�6�;�±�Ž  RAM �
-+$��Ò�ù�Ô�•� �o�b�o�<�é�ç�g�ê�4�é�ã�Å
���â�Ô�•

• asic number9æ9Ô
›�ç9Õ�0�o�Ð���Ú  ASIC �é�±�Ž�
-+$��Ò�ù�Ô�•
�0�o�â�È��%¸�Ð�ê  0 :*  1 �â�Ô�•

• index number9æ9Ô
›�ç9Õ�0�o�Ð���Ú�D�$�6�;  Random-Access 
Memory9ÔRAM; �\�f�3�S���"�.�,  �T�U�]9Õ&•�•!ß� �Å���î  
ASIC !ß� �é�±�Ž�
-+$��Ò�ù�Ô�•�0�o�â�È��%¸�Ð�ê  0 :*  63 �â�Ô�•

port-info [asic number | port  
number [asic number]]

�P�o�;�±�Ž�_�+�,�2�o�
-+$��Ò�ù�Ô�•� �o�b�o�<�é�ç�g�ê�4�é�ã
�Å���â�Ô�•

• asic number9æ9Ô
›�ç9Õ�0�o�Ð���Ú  ASIC �é�±�Ž�
-+$��Ò�ù�Ô�•
�0�o�â�È��%¸�Ð�ê  0 :*  1 �â�Ô�•

• port  number9æ9Ô
›�ç9Õ�0�o�Ð���Ú�P�o�;�Å���î  ASIC !ß� �é
�±�Ž�
-+$��Ò�ù�Ô�• �0�o�â�È��%¸�Ð�ê  0 :*  27 �â�Ô�• �Î�Î�â  0 
�ê�,�o�D�o�C���)�â�½���” 1 :*  25 �ê�P�o�;�â�Ô�•

prog-parser [asic number | port  
number [asic number]]

�J�`�#�\�Q�I�^  �D�o�(  �9�o�I�^�
-+$��Ò�ù�Ô�•� �o�b�o�<�é�ç
�g�ê�4�é�ã�Å���â�Ô�•

• asic number9æ9Ô
›�ç9Õ�0�o�Ð���Ú  ASIC �é�±�Ž�
-+$��Ò�ù�Ô�•
�0�o�â�È��%¸�Ð�ê  0 :*  1 �â�Ô�•

• port  number9æ9Ô
›�ç9Õ�0�o�Ð���Ú�P�o�;�Å���î  ASIC !ß� �é
�±�Ž�
-+$��Ò�ù�Ô�• �0�o�â�È��%¸�Ð�ê  0 :*  27 �â�Ô�• �Î�Î�â  0 
�ê�,�o�D�o�C���)�â�½���” 1 :*  25 �ê�P�o�;�â�Ô�•
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ƒ3s C      Catalyst 3560 �,���6�4  show platform �&�Q�f�<
show platform port-asic
receive {buffer-queue | port-fifo  | 
supervisor-sram} [ asic number | 
port  number [asic number]]

���>�±�Ž�
-+$��Ò�ù�Ô�•� �o�b�o�<�é�ç�g�ê�4�é�ã�Å���â�Ô�•

• buffer-queue9æ�C�6�H��  � �X�o�±�Ž�
-+$��Ò�ù�Ô�•

• port-fifo 9æ�P�o�;  First-In, First-Out9ÔFIFO; �H���o�,�;���f  
�H���o�,�;�����;9Õ�±�Ž�
-+$��Ò�ù�Ô�•

• supervisor-sram9æ�,�o�D�o�C���)  SRAM �±�Ž�
-+$��Ò�ù�Ô�•

• asic number9æ9Ô
›�ç9Õ�0�o�Ð���Ú  ASIC �é�±�Ž�
-+$��Ò�ù�Ô�•
�0�o�â�È��%¸�Ð�ê  0 :*  1 �â�Ô�•

• port  number9æ9Ô
›�ç9Õ�0�o�Ð���Ú�P�o�;�Å���î  ASIC !ß� �é
�±�Ž�
-+$��Ò�ù�Ô�• �0�o�â�È��%¸�Ð�ê  0 :*  27 �â�Ô�• �Î�Î�â  0 
�ê�,�o�D�o�C���)�â�½���” 1 :*  25 �ê�P�o�;�â�Ô�•

span [vlan-id | asic number] Switched Port Analyzer9ÔSPAN; �,���6�4�<  �P�o�;  ���=�\���)9Õ
4P1j�±�Ž�
-+$��Ò�ù�Ô�•� �o�b�o�<�é�ç�g�ê�4�é�ã�Å���â�Ô�•

• vlan-id9æ9Ô
›�ç9Õ�0�o�Ð���Ú  VLAN �é�±�Ž�
-+$��Ò�ù�Ô�•�0
�o�â�È��%¸�Ð�ê  0 :*  1023 �â�Ô�•

• asic number9æ9Ô
›�ç9Õ�0�o�Ð���Ú  ASIC �é�±�Ž�
-+$��Ò�ù�Ô�•
�0�o�â�È��%¸�Ð�ê  0 :*  1 �â�Ô�•

stats { drop | enqueue | 
miscellaneous | supervisor} [ asic 
number | port  number [asic 
number]]

�P�o�;  ASIC �é�Â�£!��é&Ô.��
-+$��Ò�ù�Ô�•� �o�b�o�<�é�ç�g�ê
�4�é�ã�Å���â�Ô�•

• drop9æ�D�È&Ô.��±�Ž�
-+$��Ò�ù�Ô�•

• enqueue9æ���f� �X�o&Ô.��±�Ž�
-+$��Ò�ù�Ô�•

• miscellaneous9æ�&$³�±�Ž�
-+$��Ò�ù�Ô�•

• supervisor9æ�,�o�D�o�C���)&Ô.��±�Ž�
-+$��Ò�ù�Ô�•

• asic number9æ9Ô
›�ç9Õ�0�o�Ð���Ú  ASIC �é�±�Ž�
-+$��Ò�ù�Ô�•
�0�o�â�È��%¸�Ð�ê  0 :*  1 �â�Ô�•

• port  number9æ9Ô
›�ç9Õ�0�o�Ð���Ú�P�o�;�Å���î  ASIC !ß� �é
�±�Ž�
-+$��Ò�ù�Ô�• �0�o�â�È��%¸�Ð�ê  0 :*  27 �â�Ô�• �Î�Î�â  0 
�ê�,�o�D�o�C���)�â�½���” 1 :*  25 �ê�P�o�;�â�Ô�•

transmit  { port-fifo  | queue | 
supervisor-sram} [ asic number | 
port  number [asic number]]

1M�>�±�Ž�
-+$��Ò�ù�Ô�•� �o�b�o�<�é�ç�g�ê�4�é�ã�Å���â�Ô�•

• port-fifo 9æ�P�o�;  FIFO �±�Ž�_�+�,�2�é�]�ˆ�
-+$��Ò�ù�Ô�•

• queue9æ� �X�o�±�Ž�_�+�,�2�é�]�ˆ�
-+$��Ò�ù�Ô�•

• supervisor-sram9æ�,�o�D�o�C���)  SRAM �±�Ž�
-+$��Ò�ù�Ô�•

• asic number9æ9Ô
›�ç9Õ�0�o�Ð���Ú  ASIC �é�±�Ž�
-+$��Ò�ù�Ô�•
�0�o�â�È��%¸�Ð�ê  0 :*  1 �â�Ô�•

• port  number9æ9Ô
›�ç9Õ�0�o�Ð���Ú�P�o�;�Å���î  ASIC !ß� �é
�±�Ž�
-+$��Ò�ù�Ô�•�0�o�â�È��%¸�Ð�ê  0 :*  27 �â�Ô�• 0 �ê�,�o
�D�o�C���)�â�” 1 :*  25 �ê�P�o�;�
$��Ò�ù�Ô�•
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ƒ3s C      Catalyst 3560 �,���6�4  show platform �&�Q�f�<
show platform port-asic
9Ô�H9Õ stack { control | dest-map | learning | messages | mvid | prog-parser | span | stats [asic number | port  
number [asic number]} � �o�b�o�<�ê�”�&�Q�f�<�\���f�é�K�^�J  �,�;�]�f�#�æ�ê-+$��Ð���ù�Ô�Ç�”�(
�P�o�;�Ð���á�¿�ù�Ö���•

�&�Q�f�<  �U�o�<  $�­  EXEC

�&�Q�f�<���g


ö!ª
��é�����<�\���f �Î�é�&�Q�f�<�ê�”�ç5ô.��ÿ�é�Ú�ü�æ�9�"�>���^  �(�P�o�;���°(*�ã"å�’
Þ�:�Ò�á�¿���•�'�æ�Û�Ì
ö!ª�Ò
�á�Ê�Û�Ð�¿�•�Î�é�&�Q�f�<�ê�”�9�"�>���^  �(�P�o�;���°(*�Ç�Î�é�&�Q�f�<�é
ö!ª�
�•�Q�Ò�Ú�•�'
•��
�æ�ê
ö!ª�Ò�å�¿�â�Ê�Û�Ð�¿�•

�¥�<�É�â�ê�”�"�¥�<�ã�Ê�¥�<�Ç
™�Î�Ð���ù�Ô�•�Ú�ã�Ã�ë�” | exclude output �ã�I
��Ò�Ú�•�'�” output �

�=�û-��ê-+$��Ð���ù�Ö���Ç�” Output �
�=�û-��ê-+$��Ð���ù�Ô�•

vct [asic number | port  number 
[asic number]]

�0�o�Ð���Ú  ASIC �ù�Ú�ê�0�o�Ð���Ú�P�o�;�Å���î  ASIC �é  VLAN 
�ö'W�9�o�I�^  ���f�;�]�
-+$��Ò�ù�Ô�•� �o�b�o�<�é�ç�g�ê�4�é�ã
�Å���â�Ô�•

• asic number9æ9Ô
›�ç9Õ�0�o�Ð���Ú  ASIC �é�±�Ž�
-+$��Ò�ù�Ô�•
�0�o�â�È��%¸�Ð�ê  0 :*  1 �â�Ô�•

• port  number9æ9Ô
›�ç9Õ�0�o�Ð���Ú�P�o�;�Å���î  ASIC !ß� �é
�±�Ž�
-+$��Ò�ù�Ô�• �0�o�â�È��%¸�Ð�ê  0 :*  27 �â�Ô�• �Î�Î�â  0 
�ê�,�o�D�o�C���)�â�½���” 1 :*  25 �ê�P�o�;�â�Ô�•

version �P�o�;  ASIC �é�C�o�+�Z�f�Å���î�:�C���,  �2���J�±�Ž�
-+$��Ò�ù�Ô�•

| begin 9Ô
›�ç9Õexpression �ã	û)L�Ô��-��Æ��-+$��
4?�Ž�Ò�ù�Ô�•

| exclude 9Ô
›�ç9Õexpression �ã	û)L�Ô��-��
-+$��Æ��4°���Ò�ù�Ô�•

| include 9Ô
›�ç9Õ�0�o�Ð���Ú  expression �ã	û)L�Ô��-��
-+$��æ�=�ü�ù�Ô�•

expression 
ó�–�P���f�;�ã�Ò�á
ö!ª�Ô���´
��]�é�|�â�Ô�•

�]�]�o�, ���•�]�ˆ
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��Ð���ù�Ò�Ú�•
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ƒ3s C      Catalyst 3560 �,���6�4  show platform �&�Q�f�<
show platform port-security
show platform port-security
�J�\�6�;�H���o�S�æ���=�Ô���P�o�;  �.� �X�]�9���±�Ž�
-+$��Ô���æ�ê�” show platform port-security 
 $�­  EXEC �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

show platform port-security [ | { begin | exclude | include} expression]

�t�¥�é.‘�ÿ

�&�Q�f�<  �U�o�<  $�­  EXEC

�&�Q�f�<���g


ö!ª
��é�����<�\���f �Î�é�&�Q�f�<�ê�”�ç5ô.��ÿ�é�Ú�ü�æ�9�"�>���^  �(�P�o�;���°(*�ã"å�’
Þ�:�Ò�á�¿���•�'�æ�Û�Ì
ö!ª�Ò
�á�Ê�Û�Ð�¿�•�Î�é�&�Q�f�<�ê�”�9�"�>���^  �(�P�o�;���°(*�Ç�Î�é�&�Q�f�<�é
ö!ª�
�•�Q�Ò�Ú�•�'
•��
�æ�ê
ö!ª�Ò�å�¿�â�Ê�Û�Ð�¿�•

�¥�<�É�â�ê�”�"�¥�<�ã�Ê�¥�<�Ç
™�Î�Ð���ù�Ô�•�Ú�ã�Ã�ë�” | exclude output �ã�I
��Ò�Ú�•�'�” output �

�=�û-��ê-+$��Ð���ù�Ö���Ç�” Output �
�=�û-��ê-+$��Ð���ù�Ô�•

| begin 9Ô
›�ç9Õexpression �ã	û)L�Ô��-��Æ��-+$��
4?�Ž�Ò�ù�Ô�•

| exclude 9Ô
›�ç9Õexpression �ã	û)L�Ô��-��
-+$��Æ��4°���Ò�ù�Ô�•

| include 9Ô
›�ç9Õ�0�o�Ð���Ú  expression �ã	û)L�Ô��-��
-+$��æ�=�ü�ù�Ô�•

expression 
ó�–�P���f�;�ã�Ò�á
ö!ª�Ô���´
��]�é�|�â�Ô�•

�]�]�o�, ���•�]�ˆ

12.1(19)EA1 �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•
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ƒ3s C      Catalyst 3560 �,���6�4  show platform �&�Q�f�<
show platform qos
show platform qos
�J�\�6�;�H���o�S�æ���=�Ô��  QoS9ÔQuality of Service9Õ�±�Ž�
-+$��Ô���æ�ê�” show platform qos  $�­  
EXEC �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

show platform qos { label asic number | policer { parameters asic number | 
port alloc number asic number}} [ | { begin | exclude | include} expression]

�t�¥�é.‘�ÿ

�&�Q�f�<  �U�o�<  $�­  EXEC

�&�Q�f�<���g


ö!ª
��é�����<�\���f �Î�é�&�Q�f�<�ê�”�ç5ô.��ÿ�é�Ú�ü�æ�9�"�>���^  �(�P�o�;���°(*�ã"å�’
Þ�:�Ò�á�¿���•�'�æ�Û�Ì
ö!ª�Ò
�á�Ê�Û�Ð�¿�•�Î�é�&�Q�f�<�ê�”�9�"�>���^  �(�P�o�;���°(*�Ç�Î�é�&�Q�f�<�é
ö!ª�
�•�Q�Ò�Ú�•�'
•��
�æ�ê
ö!ª�Ò�å�¿�â�Ê�Û�Ð�¿�•

�¥�<�É�â�ê�”�"�¥�<�ã�Ê�¥�<�Ç
™�Î�Ð���ù�Ô�•�Ú�ã�Ã�ë�” | exclude output �ã�I
��Ò�Ú�•�'�” output �

�=�û-��ê-+$��Ð���ù�Ö���Ç�” Output �
�=�û-��ê-+$��Ð���ù�Ô�•

label asic number �0�o�Ð���Ú  ASIC9Ô $�o!ª1\�0�Ì4ø$Í�Á0�9Õ�é  QoS �\�L�^  
�Q�6�J�
-+$��Ò�ù�Ô�•

9Ô
›�ç9Õasic number �æ�0�o�â�È��%¸�Ð�ê  0 :*  1 �â�Ô�•

policer { parameters asic number | 
port alloc number asic number}

�P�]�(�o�±�Ž�
-+$��Ò�ù�Ô�•� �o�b�o�<�é�ç�g�ê�4�é�ã�Å��
�â�Ô�•

• parameters asic number9æ�0�o�Ð���Ú  ASIC �é�D�\�T�o
�2�±�Ž�
-+$��Ò�ù�Ô�•�0�o�â�È��%¸�Ð�ê  0 :*  1 �â�Ô�•

• port alloc number asic number9æ�0�o�Ð���Ú�P�o�;�Å���î  
ASIC �é�P�o�;
����°�á�±�Ž�
-+$��Ò�ù�Ô�•�P�o�;
���
�°�á%¸�Ð�ê  0 :*  25 �â�Ô�•�0�o�â�È��  ASIC %¸�Ð�ê 0 :*  1 
�â�Ô�•

| begin 9Ô
›�ç9Õexpression �ã	û)L�Ô��-��Æ��-+$��
4?�Ž�Ò�ù�Ô�•

| exclude 9Ô
›�ç9Õexpression �ã	û)L�Ô��-��
-+$��Æ��4°���Ò�ù�Ô�•

| include 9Ô
›�ç9Õ�0�o�Ð���Ú  expression �ã	û)L�Ô��-��
-+$��æ�=�ü�ù
�Ô�•

expression 
ó�–�P���f�;�ã�Ò�á
ö!ª�Ô���´
��]�é�|�â�Ô�•

�]�]�o�, ���•�]�ˆ
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ƒ3s C      Catalyst 3560 �,���6�4  show platform �&�Q�f�<
show platform resource-manager
show platform resource-manager
�J�\�6�;�H���o�S�æ���=�Ô���]�0�o�,  �Q�@�o�+�V�±�Ž�
-+$��Ô���æ�ê�” show platform 
resource-manager  $�­  EXEC �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

show platform resource-manager {dm [index number] | erd [index number] | 
mad [index number] | med [index number] | mod | msm {hash-table [vlan vlan-id] | 
mac-address mac-address [vlan vlan-id]} | sd [index number] | 
vld [index number]} [ | { begin | exclude | include} expression]

�t�¥�é.‘�ÿ dm [index number] �p�5�Q�6�J�
-+$��Ò�ù�Ô�•� �o�b�o�<�é�ç�g�ê�4�é�ã�Å���â�Ô�•

• index number9æ9Ô
›�ç9Õ�0�o�Ð���Ú&•�•�
-+$��Ò�ù�Ô�•�0�o�â�È��%¸�Ð
�ê  0 :*  65535 �â�Ô�•

erd [index number] �0�o�Ð���Ú&•�•�é%l���&�,�;  �^�o�;.%1@�6�9�o�I�^�
-+$��Ò�ù�Ô�•� �o
�b�o�<�é�ç�g�ê�4�é�ã�Å���â�Ô�•

• index number9æ9Ô
›�ç9Õ�0�o�Ð���Ú&•�•�
-+$��Ò�ù�Ô�•�0�o�â�È��%¸�Ð
�ê  0 :*  65535 �â�Ô�•

mad [index number] �0�o�Ð���Ú���f�:�6�"�,�é  MAC ���<�_�,.%1@�6�9�o�I�^�
-+$��Ò�ù�Ô�•
� �o�b�o�<�é�ç�g�ê�4�é�ã�Å���â�Ô�•

• index number9æ9Ô
›�ç9Õ�0�o�Ð���Ú&•�•�
-+$��Ò�ù�Ô�•�0�o�â�È��%¸�Ð
�ê  0 :*  65535 �â�Ô�•

med [index number] �0�o�Ð���Ú&•�•�é�Q�^�4���"�,�D�f�*�Z�f.%1@�6�9�o�I�^�
-+$��Ò�ù�Ô�•
� �o�b�o�<�é�ç�g�ê�4�é�ã�Å���â�Ô�•

• index number9æ9Ô
›�ç9Õ�0�o�Ð���Ú&•�•�
-+$��Ò�ù�Ô�•�0�o�â�È��%¸�Ð
�ê  0 :*  65535 �â�Ô�•

mod �]�0�o�,�Q�@�o�+�V  �U�+�X�o�^�±�Ž�
-+$��Ò�ù�Ô�•

msm { hash-table 
[vlan vlan-id] | 
mac-address 
mac-address [vlan 
vlan-id]}

MAC ���<�_�,.%1@�6�9�o�I�^�Å���î�,�9�o�*�Z�f.%1@�6�9�o�I�^�±�Ž�
-+
$��Ò�ù�Ô�•� �o�b�o�<�é�ç�g�ê�4�é�ã�Å���â�Ô�•

• hash-table [vlan vlan-id]9æ�Ô�ô�á�é  VLAN �ù�Ú�ê�0�o�Ð���Ú  VLAN �é
�B�6�*�X  �9�o�I�^�
-+$��Ò�ù�Ô�•�0�o�â�È��%¸�Ð�ê  1 :*  4094 �â�Ô�•

• mac-address mac-address [vlan vlan-id]9æ�Ô�ô�á�é VLAN �ù�Ú�ê�0�o
�Ð���Ú  VLAN �æ�»�Ô��  48 �F�6�;  �B�o�<������  ���<�_�,�â-+�Ð�����0
�o�Ð���Ú  MAC ���<�_�,�é  MAC ���<�_�,.%1@�6�9�o�I�^�
-+$��Ò�ù
�Ô�•�0�o�â�È��%¸�Ð�ê  1 :*  4094 �â�Ô�•

sd [index number] �0�o�Ð���Ú&•�•�é�,�9�o�*�Z�f.%1@�6�9�o�I�^�
-+$��Ò�ù�Ô�•� �o�b�o�<�é
�ç�g�ê�4�é�ã�Å���â�Ô�•

• index number9æ9Ô
›�ç9Õ�0�o�Ð���Ú&•�•�
-+$��Ò�ù�Ô�•�0�o�â�È��%¸�Ð
�ê  0 :*  65535 �â�Ô�•

vld [index number] �0�o�Ð���Ú���f�:�6�"�,�é  VLAN �]�,�;.%1@�6�9�o�I�^�
-+$��Ò�ù�Ô�•
� �o�b�o�<�é�ç�g�ê�4�é�ã�Å���â�Ô�•

• index number9æ9Ô
›�ç9Õ�0�o�Ð���Ú&•�•�
-+$��Ò�ù�Ô�•�0�o�â�È��%¸�Ð
�ê  0 :*  65535 �â�Ô�•

| begin 9Ô
›�ç9Õexpression �ã	û)L�Ô��-��Æ��-+$��
4?�Ž�Ò�ù�Ô�•

| exclude 9Ô
›�ç9Õexpression �ã	û)L�Ô��-��
-+$��Æ��4°���Ò�ù�Ô�•

| include 9Ô
›�ç9Õ�0�o�Ð���Ú  expression �ã	û)L�Ô��-��
-+$��æ�=�ü�ù�Ô�•

expression 
ó�–�P���f�;�ã�Ò�á
ö!ª�Ô���´
��]�é�|�â�Ô�•
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ƒ3s C      Catalyst 3560 �,���6�4  show platform �&�Q�f�<
show platform resource-manager
�&�Q�f�<  �U�o�<  $�­  EXEC

�&�Q�f�<���g


ö!ª
��é�����<�\���f �Î�é�&�Q�f�<�ê�”�ç5ô.��ÿ�é�Ú�ü�æ�9�"�>���^  �(�P�o�;���°(*�ã"å�’
Þ�:�Ò�á�¿���•�'�æ�Û�Ì
ö!ª�Ò
�á�Ê�Û�Ð�¿�•�Î�é�&�Q�f�<�ê�”�9�"�>���^  �(�P�o�;���°(*�Ç�Î�é�&�Q�f�<�é
ö!ª�
�•�Q�Ò�Ú�•�'
•��
�æ�ê
ö!ª�Ò�å�¿�â�Ê�Û�Ð�¿�•

�¥�<�É�â�ê�”�"�¥�<�ã�Ê�¥�<�Ç
™�Î�Ð���ù�Ô�•�Ú�ã�Ã�ë�” | exclude output �ã�I
��Ò�Ú�•�'�” output �

�=�û-��ê-+$��Ð���ù�Ö���Ç�” Output �
�=�û-��ê-+$��Ð���ù�Ô�•

�]�]�o�, ���•�]�ˆ

12.1(19)EA1 �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•
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ƒ3s C      Catalyst 3560 �,���6�4  show platform �&�Q�f�<
show platform snmp counters
show platform snmp counters
�J�\�6�;�H���o�S�æ���=�Ô��  SNMP9Ô%ò���@�6�;�b�o�"%¤!��J�`�;�&�^9Õ�����f�2�±�Ž�
-+$��Ô���æ
�ê�” show platform snmp counters  $�­  EXEC �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

show platform snmp counters [ | { begin | exclude | include} expression]

�t�¥�é.‘�ÿ

�&�Q�f�<  �U�o�<  $�­  EXEC

�&�Q�f�<���g


ö!ª
��é�����<�\���f �Î�é�&�Q�f�<�ê�”�ç5ô.��ÿ�é�Ú�ü�æ�9�"�>���^  �(�P�o�;���°(*�ã"å�’
Þ�:�Ò�á�¿���•�'�æ�Û�Ì
ö!ª�Ò
�á�Ê�Û�Ð�¿�•�Î�é�&�Q�f�<�ê�”�9�"�>���^  �(�P�o�;���°(*�Ç�Î�é�&�Q�f�<�é
ö!ª�
�•�Q�Ò�Ú�•�'
•��
�æ�ê
ö!ª�Ò�å�¿�â�Ê�Û�Ð�¿�•

�¥�<�É�â�ê�”�"�¥�<�ã�Ê�¥�<�Ç
™�Î�Ð���ù�Ô�•�Ú�ã�Ã�ë�” | exclude output �ã�I
��Ò�Ú�•�'�” output �

�=�û-��ê-+$��Ð���ù�Ö���Ç�” Output �
�=�û-��ê-+$��Ð���ù�Ô�•

| begin 9Ô
›�ç9Õexpression �ã	û)L�Ô��-��Æ��-+$��
4?�Ž�Ò�ù�Ô�•

| exclude 9Ô
›�ç9Õexpression �ã	û)L�Ô��-��
-+$��Æ��4°���Ò�ù�Ô�•

| include 9Ô
›�ç9Õ�0�o�Ð���Ú  expression �ã	û)L�Ô��-��
-+$��æ�=�ü�ù�Ô�•

expression 
ó�–�P���f�;�ã�Ò�á
ö!ª�Ô���´
��]�é�|�â�Ô�•

�]�]�o�, ���•�]�ˆ

12.1(19)EA1 �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•
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ƒ3s C      Catalyst 3560 �,���6�4  show platform �&�Q�f�<
show platform spanning-tree
show platform spanning-tree
�J�\�6�;�H���o�S�æ���=�Ô���,�D�>�f�#  �7�]�o�±�Ž�
-+$��Ô���æ�ê�” show platform spanning-tree  $
�­  EXEC �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

show platform spanning-tree synchronization [detail | vlan vlan-id] [ | { begin | exclude | 
include} expression]

�t�¥�é.‘�ÿ

�&�Q�f�<  �U�o�<  $�­  EXEC

�&�Q�f�<���g


ö!ª
��é�����<�\���f �Î�é�&�Q�f�<�ê�”�ç5ô.��ÿ�é�Ú�ü�æ�9�"�>���^  �(�P�o�;���°(*�ã"å�’
Þ�:�Ò�á�¿���•�'�æ�Û�Ì
ö!ª�Ò
�á�Ê�Û�Ð�¿�•�Î�é�&�Q�f�<�ê�”�9�"�>���^  �(�P�o�;���°(*�Ç�Î�é�&�Q�f�<�é
ö!ª�
�•�Q�Ò�Ú�•�'
•��
�æ�ê
ö!ª�Ò�å�¿�â�Ê�Û�Ð�¿�•

�¥�<�É�â�ê�”�"�¥�<�ã�Ê�¥�<�Ç
™�Î�Ð���ù�Ô�•�Ú�ã�Ã�ë�” | exclude output �ã�I
��Ò�Ú�•�'�” output �

�=�û-��ê-+$��Ð���ù�Ö���Ç�” Output �
�=�û-��ê-+$��Ð���ù�Ô�•

synchronization 
[detail | vlan 
vlan-id]

�,�D�>�f�#  �7�]�o  �,�9�o�;�+�¼�±�Ž�
-+$��Ò�ù�Ô�•� �o�b�o�<�é�ç�g�ê�4�é
�ã�Å���â�Ô�•

• detail9æ9Ô
›�ç9Õ�,�D�>�f�#  �7�]�o�±�Ž�é.f&¦�
-+$��Ò�ù�Ô�•

• vlan vlan-id9æ9Ô
›�ç9Õ�0�o�Ð���Ú  VLAN �é  VLAN �,���6�4  �,�D�>�f�#  �7
�]�o�±�Ž�
-+$��Ò�ù�Ô�•�0�o�â�È��%¸�Ð�ê  1 :*  4094 �â�Ô�•

| begin 9Ô
›�ç9Õexpression �ã	û)L�Ô��-��Æ��-+$��
4?�Ž�Ò�ù�Ô�•

| exclude 9Ô
›�ç9Õexpression �ã	û)L�Ô��-��
-+$��Æ��4°���Ò�ù�Ô�•

| include 9Ô
›�ç9Õ�0�o�Ð���Ú  expression �ã	û)L�Ô��-��
-+$��æ�=�ü�ù�Ô�•

expression 
ó�–�P���f�;�ã�Ò�á
ö!ª�Ô���´
��]�é�|�â�Ô�•

�]�]�o�, ���•�]�ˆ

12.1(19)EA1 �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•
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ƒ3s C      Catalyst 3560 �,���6�4  show platform �&�Q�f�<
show platform stp-instance
show platform stp-instance
�J�\�6�;�H���o�S�æ���=�Ô���,�D�>�f�#  �7�]�o  ���f�,�2�f�,�±�Ž�
-+$��Ô���æ�ê�” show platform 
stp-instance  $�­  EXEC �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

show platform stp-instance vlan-id [ | { begin | exclude | include} expression]

�t�¥�é.‘�ÿ

�&�Q�f�<  �U�o�<  $�­  EXEC

�&�Q�f�<���g


ö!ª
��é�����<�\���f �Î�é�&�Q�f�<�ê�”�ç5ô.��ÿ�é�Ú�ü�æ�9�"�>���^  �(�P�o�;���°(*�ã"å�’
Þ�:�Ò�á�¿���•�'�æ�Û�Ì
ö!ª�Ò
�á�Ê�Û�Ð�¿�•�Î�é�&�Q�f�<�ê�”�9�"�>���^  �(�P�o�;���°(*�Ç�Î�é�&�Q�f�<�é
ö!ª�
�•�Q�Ò�Ú�•�'
•��
�æ�ê
ö!ª�Ò�å�¿�â�Ê�Û�Ð�¿�•

�¥�<�É�â�ê�”�"�¥�<�ã�Ê�¥�<�Ç
™�Î�Ð���ù�Ô�•�Ú�ã�Ã�ë�” | exclude output �ã�I
��Ò�Ú�•�'�” output �

�=�û-��ê-+$��Ð���ù�Ö���Ç�” Output �
�=�û-��ê-+$��Ð���ù�Ô�•

vlan-id �0�o�Ð���Ú  VLAN �é�,�D�>�f�#  �7�]�o  ���f�,�2�f�,�±�Ž�
-+$��Ò�ù�Ô�•�0�o
�â�È��%¸�Ð�ê  1 :*  4094 �â�Ô�•

| begin 9Ô
›�ç9Õexpression �ã	û)L�Ô��-��Æ��-+$��
4?�Ž�Ò�ù�Ô�•

| exclude 9Ô
›�ç9Õexpression �ã	û)L�Ô��-��
-+$��Æ��4°���Ò�ù�Ô�•

| include 9Ô
›�ç9Õ�0�o�Ð���Ú  expression �ã	û)L�Ô��-��
-+$��æ�=�ü�ù�Ô�•

expression 
ó�–�P���f�;�ã�Ò�á
ö!ª�Ô���´
��]�é�|�â�Ô�•

�]�]�o�, ���•�]�ˆ

12.1(19)EA1 �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•
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ƒ3s C      Catalyst 3560 �,���6�4  show platform �&�Q�f�<
show platform tcam
show platform tcam
�J�\�6�;�H���o�S���=�3  Ternary CAM9ÔTCAM9Õ�<�\���C�±�Ž�
-+$��Ô���æ�ê�” show platform tcam 
 $�­  EXEC �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

show platform tcam {errors | handle number | log-results | table {acl | all | equal-cost-route 
| ipv6 {acl | qos | secondary} local | mac-address | multicast-expansion | qos | secondary 
| show platform tcam table equal-cost-route [asic number [detail [invalid ]] | [index 
number [detail [invalid ]] | invalid  | num number [detail [invalid ]] | invalid ] | [invalid ] | 
[num number [detail [invalid ]] | invalid ]] [ | { begin | exclude | include} expression]station 
| vlan-list} | usage} [ asic number [detail [invalid ]] | [index number [detail [invalid ]] | 
invalid  | num number [detail [invalid ]] | invalid ] | [invalid ] | [num number [detail 
[invalid ]] | invalid ]] [ | { begin | exclude | include} expression]

show platform tcam table acl [asic number [detail [invalid ]] | [index number [detail [invalid ]] 
| invalid  | num number [detail [invalid ]] | invalid ] | [invalid ] | [num number [detail 
[invalid ]] | invalid ]] [ | { begin | exclude | include} expression]

show platform tcam table all [asic number [detail [invalid ]] | [index number [detail [invalid ]] 
| invalid  | num number [detail [invalid ]] | invalid ] | [invalid ] | [num number [detail 
[invalid ]] | invalid ]] [ | { begin | exclude | include} expression]

show platform tcam table ipv6 {acl | qos | secondary} [ asic number [detail [invalid ]] | [index 
number [detail [invalid ]] | invalid  | num number [detail [invalid ]] | invalid ] | [invalid ] | 
[num number [detail [invalid ]] | invalid ]] [ | { begin | exclude | include} expression]

show platform tcam table local [asic number [detail [invalid ]] | [index number [detail 
[invalid ]] | invalid  | num number [detail [invalid ]] | invalid ] | [invalid ] | [num number 
[detail [invalid ]] | invalid ]] [ | { begin | exclude | include} expression]

show platform tcam table mac-address [asic number [detail [invalid ]] | [index number [detail 
[invalid ]] | invalid  | num number [detail [invalid ]] | invalid ] | [invalid ] | [num number 
[detail [invalid ]] | invalid ]] [ | { begin | exclude | include} expression]

show platform tcam table multicast-expansion [asic number [detail [invalid ]] | [index 
number [detail [invalid ]] | invalid  | num number [detail [invalid ]] | invalid ] | [invalid ] | 
[num number [detail [invalid ]] | invalid ]] [ | { begin | exclude | include} expression]

show platform tcam table qos [asic number [detail [invalid ]] | [index number [detail 
[invalid ]] | invalid  | num number [detail [invalid ]] | invalid ] | [invalid ] | [num number 
[detail [invalid ]] | invalid ]] [ | { begin | exclude | include} expression]

show platform tcam table secondary [asic number [detail [invalid ]] | [index number [detail 
[invalid ]] | invalid  | num number [detail [invalid ]] | invalid ] | [invalid ] | [num number 
[detail [invalid ]] | invalid ]] [ | { begin | exclude | include} expression]

show platform tcam table station [asic number [detail [invalid ]] | [index number [detail 
[invalid ]] | invalid  | num number [detail [invalid ]] | invalid ] | [invalid ] | [num number 
[detail [invalid ]] | invalid ]] [ | { begin | exclude | include} expression]
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ƒ3s C      Catalyst 3560 �,���6�4  show platform �&�Q�f�<
show platform tcam
show platform tcam table vlan-list [ [asic number [detail [invalid ]] | [index number [detail 
[invalid ]] | invalid  | num number [detail [invalid ]] | invalid ] | [invalid ] | [num number 
[detail [invalid ]] | invalid ]] [ | { begin | exclude | include} expression]

�t�¥�é.‘�ÿ errors Hulc Quality of Service9ÔQoS9Õ/ACL TCAM Manager
9ÔHQATM9Õ�” Hulc Forwarding TCAM Manager9ÔHFTM9Õ�”�Å���î  
TCAM 
��é�Â
����°�á$è4F�â"’!¢�Ò�Ú  TCAM �T�U�]�›�'�H���O
���\�o�
-+$��Ò�ù�Ô�•

handle number TCAM �B�f�<�^�
-+$��Ò�ù�Ô�•�0�o�â�È��%¸�Ð�ê  0 :*  
4294967295 �â�Ô�•

log-results TCAM �`�#&¿���
-+$��Ò�ù�Ô�•

table { acl | all | equal-cost-route 
| ipv6 { acl | qos | secondary} 
local | mac-address | 
multicast-expansion | qos | 
secondary | station | vlan-list}

�^�6�"���6�J�Å���î0©1M�9�o�I�^�±�Ž�
-+$��Ò�ù�Ô�•� �o�b�o�<
�é�ç�g�ê�4�é�ã�Å���â�Ô�•

• acl9æAccess Control List9ÔACL; ���"�.�,  �&�f�;�`�o�^  �]�,�;9Õ�9�o
�I�^�
-+$��Ò�ù�Ô�•

• all9æ�Ô�ô�á�é TCAM �9�o�I�^�
-+$��Ò�ù�Ô�•

• equal-cost-route9æ%l���&�,�;  �^�o�;  �9�o�I�^�
-+$��Ò�ù�Ô�•

• ipv69æIPv6 �±�Ž�
-+$��Ò�ù�Ô�•

– acl9æIPv6 ACL �9�o�I�^�±�Ž�
-+$��Ò�ù�Ô�•

– qos9æIPv6 QoS9ÔQuality of Service9Õ�9�o�I�^�±�Ž�
-+
$��Ò�ù�Ô�•

– secondary9æIPv6 �.���f�3�]  �9�o�I�^�±�Ž�
-+$��Ò�ù�Ô�•

• local9æ�`�o���^  �9�o�I�^�
-+$��Ò�ù�Ô�•

• mac-address9æMAC ���<�_�,  �9�o�I�^�
-+$��Ò�ù�Ô�•

• multicast-expansion9æIPv6 �Q�^�4� �V�,�;���›�9�o�I�^�

-+$��Ò�ù�Ô�•

• qos9æQoS �9�o�I�^�
-+$��Ò�ù�Ô�•

• secondary9æ�.���f�3�]  �9�o�I�^�
-+$��Ò�ù�Ô�•

• station9æ�,�9�o�*�Z�f  �9�o�I�^�
-+$��Ò�ù�Ô�•

• vlan-list9æVLAN �]�,�;  �9�o�I�^�
-+$��Ò�ù�Ô�•

usage CAM9Ô1j�Ð�T�U�]9Õ�Å���î0©1M�9�o�I�^
ö!ª A�+�
-+$��Ò�ù�Ô�•

[[ asic number [detail [invalid ]] | 
[index number [detail [invalid ]] | 
invalid  | num number [detail 
[ invalid ]] | invalid ] | [invalid ] | 
[num number [detail [invalid ]] | 
invalid ]]

�±�Ž�
-+$��Ò�ù�Ô�•� �o�b�o�<�é�ç�g�ê�4�é�ã�Å���â�Ô�•

• asic number9æ�0�o�Ò�Ú ASIC �:�C���,  ID �é�±�Ž�
-+$��Ò�ù
�Ô�•�0�o�â�È��%¸�Ð�ê  0 :*  15 �â�Ô�•

• detail [invalid ]9æ9Ô
›�ç9Õ�­
2�ù�Ú�ê�u
2.f&¦�
-+$��Ò�ù�Ô�•

• index number9æ9Ô
›�ç9Õ�0�o�Ð���Ú  TCAM �9�o�I�^&•�•�é�±
�Ž�
-+$��Ò�ù�Ô�•�0�o�â�È��%¸�Ð�ê  0 :*  32768 �â�Ô�•

• num number9æ9Ô
›�ç9Õ�0�o�Ð���Ú  TCAM �9�o�I�^!ß� �é�±
�Ž�
-+$��Ò�ù�Ô�•�0�o�â�È��%¸�Ð�ê  0 :*  32768 �â�Ô�•

| begin 9Ô
›�ç9Õexpression �ã	û)L�Ô��-��Æ��-+$��
4?�Ž�Ò�ù�Ô�•

| exclude 9Ô
›�ç9Õexpression �ã	û)L�Ô��-��
-+$��Æ��4°���Ò�ù�Ô�•
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ƒ3s C      Catalyst 3560 �,���6�4  show platform �&�Q�f�<
show platform tcam
9Ô�H9Õ usage � �o�b�o�<�ê�”�&�Q�f�<�\���f�é�K�^�J  �,�;�]�f�#�æ�ê-+$��Ð���ù�Ô�Ç�”�(�P�o�;�Ð���á�¿�ù
�Ö���•

�&�Q�f�<  �U�o�<  $�­  EXEC

�&�Q�f�<���g


ö!ª
��é�����<�\���f �Î�é�&�Q�f�<�ê�”�ç5ô.��ÿ�é�Ú�ü�æ�9�"�>���^  �(�P�o�;���°(*�ã"å�’
Þ�:�Ò�á�¿���•�'�æ�Û�Ì
ö!ª�Ò
�á�Ê�Û�Ð�¿�•�Î�é�&�Q�f�<�ê�”�9�"�>���^  �(�P�o�;���°(*�Ç�Î�é�&�Q�f�<�é
ö!ª�
�•�Q�Ò�Ú�•�'
•��
�æ�ê
ö!ª�Ò�å�¿�â�Ê�Û�Ð�¿�•

�¥�<�É�â�ê�”�"�¥�<�ã�Ê�¥�<�Ç
™�Î�Ð���ù�Ô�•�Ú�ã�Ã�ë�” | exclude output �ã�I
��Ò�Ú�•�'�” output �

�=�û-��ê-+$��Ð���ù�Ö���Ç�” Output �
�=�û-��ê-+$��Ð���ù�Ô�•

| include 9Ô
›�ç9Õ�0�o�Ð���Ú  expression �ã	û)L�Ô��-��
-+$��æ�=�ü�ù�Ô�•

expression 
ó�–�P���f�;�ã�Ò�á
ö!ª�Ô���´
��]�é�|�â�Ô�•

�]�]�o�, ���•�]�ˆ

12.1(19)EA1 �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•

12.2(55)SE errors � �o�b�o�<�é�(�P�o�;�Ç1J
��Ð���ù�Ò�Ú�•
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ƒ3s C      Catalyst 3560 �,���6�4  show platform �&�Q�f�<
show platform vlan
show platform vlan
�J�\�6�;�H���o�S�æ���=�Ô��  VLAN �±�Ž�
-+$��Ô���æ�ê�” show platform vlan  $�­  EXEC �&�Q�f�<�


ö!ª�Ò�ù�Ô�•

show platform vlan {misc | mvid | prune | refcount | rpc { receive | transmit }} [ | { begin 
| exclude | include} expression]

�t�¥�é.‘�ÿ

�&�Q�f�<  �U�o�<  $�­  EXEC

�&�Q�f�<���g


ö!ª
��é�����<�\���f �Î�é�&�Q�f�<�ê�”�ç5ô.��ÿ�é�Ú�ü�æ�9�"�>���^  �(�P�o�;���°(*�ã"å�’
Þ�:�Ò�á�¿���•�'�æ�Û�Ì
ö!ª�Ò
�á�Ê�Û�Ð�¿�•�Î�é�&�Q�f�<�ê�”�9�"�>���^  �(�P�o�;���°(*�Ç�Î�é�&�Q�f�<�é
ö!ª�
�•�Q�Ò�Ú�•�'
•��
�æ�ê
ö!ª�Ò�å�¿�â�Ê�Û�Ð�¿�•

�¥�<�É�â�ê�”�"�¥�<�ã�Ê�¥�<�Ç
™�Î�Ð���ù�Ô�•�Ú�ã�Ã�ë�” | exclude output �ã�I
��Ò�Ú�•�'�” output �

�=�û-��ê-+$��Ð���ù�Ö���Ç�” Output �
�=�û-��ê-+$��Ð���ù�Ô�•

misc �&$³  VLAN �U�+�X�o�^�±�Ž�
-+$��Ò�ù�Ô�•

mvid Mapped VLAN ID9ÔMVID 9Õ
����°�á�±�Ž�
-+$��Ò�ù�Ô�•

prune �J�\�6�;�H���o�S�â&ý�,�Ð�����J�^�o�>�f�#  �:�o�2�L�o�,�
-+$��Ò�ù�Ô�•

refcount VLAN �`�6�"  �U�+�X�o�^�æ�ß�¿�á�é�]�H���_�f�,  �����f�;�
-+$��Ò�ù�Ô�•

rpc { receive | 
transmit }

Remote Procedure Call9ÔRPC; �]�U�o�;  �J�`�*�o�+�V  �&�o�^9Õ�T�6�.�o�+�
-+
$��Ò�ù�Ô�•� �o�b�o�<�é�ç�g�ê�4�é�ã�Å���â�Ô�•

• receive9æ���>�Ò�Ú�±�Ž�
-+$��Ò�ù�Ô�•

• transmit9æ1M�>�Ò�Ú�±�Ž�
-+$��Ò�ù�Ô�•

| begin 9Ô
›�ç9Õexpression �ã	û)L�Ô��-��Æ��-+$��
4?�Ž�Ò�ù�Ô�•

| exclude 9Ô
›�ç9Õexpression �ã	û)L�Ô��-��
-+$��Æ��4°���Ò�ù�Ô�•

| include 9Ô
›�ç9Õ�0�o�Ð���Ú  expression �ã	û)L�Ô��-��
-+$��æ�=�ü�ù�Ô�•

expression 
ó�–�P���f�;�ã�Ò�á
ö!ª�Ô���´
��]�é�|�â�Ô�•

�]�]�o�, ���•�]�ˆ

12.1(19)EA1 �Î�é�&�Q�f�<�Ç1J
��Ð���ù�Ò�Ú�•
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show platform vlan
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Open-Source �0�H�;�������é  ACK

Cisco IOS �0�H�;������  �D���J  �&�Q�f�<�â�ê�” Henry Spencer �é�\-Ù-+ û�\���I�\�]9Ô regex9Õ�

ö!ª
�Ò�ù�Ô�•
•�è�é�\���I�\�]�é�C�o�+�Z�f�ã�é
U�µ�H�
&ý�,�Ô���Ú�ü�”�\���I�\�]�é�¨�Â�C�o�+�Z�f�ê�”
Catalyst ���M�_�o�9���f�#  �*�,�9�S  �0�H�;�������æ�Å�¿�á�”)ï�����•�Ð���á�¿�ù�Ô

Henry Spencer’s regular expression library (regex). Copyright 1992, 1993, 1994, 1997 Henry Spenc
All rights reserved. This software is not subject to any license of the American Telephone and Telegraph
Company or of the Regents of the University of California.

Permission is granted to anyone to use this software for any purpose on any computer system, and to al
it and redistribute it, subject to the following restrictions:

1. The author is not responsible for the consequences of use of this software, no matter how awful, even 
if they arise from flaws in it.

2. The origin of this software must not be misrepresented, either by explicit claim or by omission. Since 
few users ever read sources, credits must appear in the documentation.

3. Altered versions must be plainly marked as such, and must not be misrepresented as being the 
original software. Since few users ever read sources, credits must appear in the documentation

4. This notice may not be removed or altered.
D-1
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I N D E X
A

aaa accounting dot1x �&�Q�f�< 2-1

aaa authentication dot1x �&�Q�f�< 2-3, 2-808

aaa authorization network �&�Q�f�< 2-5, 2-20, 2-26, 
2-28, 2-30, 2-32, 2-34, 2-140, 2-308, 2-471, B-7, B-33

AAA �Ç�| 2-3, 2-808

access ports 2-766

ACE 2-126, 2-403

ACL

deny 2-124

IP 2-195

.5�� 2-401

5V IP �;�\�H���6�" 2-312

-+$� 2-452

�Q�6�4�f�# 2-324

�_���W  2 ���f�2�o�H�����, 2-195

action �&�Q�f�< 2-6

archive download-sw �&�Q�f�< 2-8

archive tar �&�Q�f�< 2-11

archive upload-sw �&�Q�f�< 2-14

arp access-list �&�Q�f�< 2-16

authentication command bounce-port ignore2-18

authentication command disable-port ignore2-19

authentication control-direction �&�Q�f�< 2-20

authentication event �&�Q�f�< 2-22

authentication fallback �&�Q�f�< 2-26

authentication host-mode �&�Q�f�< 2-28

authentication mac-move permit �&�Q�f�< 2-30

authentication open �&�Q�f�< 2-32

authentication order �&�Q�f�< 2-34

authentication periodic �&�Q�f�< 2-36

authentication port-control �&�Q�f�< 2-38
authentication priority �&�Q�f�< 2-40

authentication timer �&�Q�f�< 2-42

authentication violation �&�Q�f�< 2-44

auth-fail max-attempts

�Ÿdot1x auth-fail max-attempts� �

ó�–

auth-fail vlan

�Ÿdot1x auth-fail vlan� �

ó�–

auth open �&�Q�f�< 2-32

auth order �&�Q�f�< 2-34

auth timer �&�Q�f�< 2-42

auto qos classify �&�Q�f�< 2-46

auto qos trust �&�Q�f�< 2-50

auto qos voip �&�Q�f�< 2-53

B

BackboneFast�” STP !ª 2-697

boot auto-download-sw �&�Q�f�< 2-59

boot config-file �&�Q�f�< 2-62

boot enable-break �&�Q�f�< 2-63

boot helper-config file �&�Q�f�< 2-65

boot helper �&�Q�f�< 2-64

boot manual �&�Q�f�< 2-66

boot private-config-file �&�Q�f�< 2-67

boot system �&�Q�f�< 2-68

boot9Ô�I�o�;  �`�o�39Õ�&�Q�f�< A-2

BPDU ���o�<�”�,�D�>�f�#  �7�]�o!ª 2-700, 2-730

BPDU �H���^�2�]�f�#�”�,�D�>�f�#  �7�]�o!ª 2-698, 
2-730

Bridge 2-698
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Index
C

cat9Ô�I�o�;  �`�o�39Õ�&�Q�f�< A-4

CDP�”�J�`�;�&�^  �;�f�@�]�f�#�é���@�o�I�^
{ 2-289

channel-group �&�Q�f�< 2-70

channel-protocol �&�Q�f�< 2-73

Cisco SoftPhone

auto-QoS .3�o 2-53

1M�>�Ð���Ú�D�$�6�;�
�>5ì�Ô�� 2-365

CISP

�ŸClient Information Signalling Protocol� �

ó�–

cisp

debug platform cisp �&�Q�f�< B-33

cisp enable �&�Q�f�< 2-74

class-map �&�Q�f�< 2-78

Class of Service

�ŸCoS� �

ó�–

class �&�Q�f�< 2-75

clear dot1x �&�Q�f�< 2-80

clear eap sessions �&�Q�f�< 2-81

clear errdisable interface 2-82

clear ip arp inspection log �&�Q�f�< 2-83

clear ip arp inspection statistics �&�Q�f�< 2-84

clear ipc �&�Q�f�< 2-87

clear ip dhcp snooping database �&�Q�f�< 2-85

clear ipv6 dhcp conflict �&�Q�f�< 2-88

clear l2protocol-tunnel counters �&�Q�f�< 2-89

clear lacp �&�Q�f�< 2-90

clear mac address-table �&�Q�f�< 2-91, 2-93

clear nmsp statistics �&�Q�f�< 2-94

clear pagp �&�Q�f�< 2-95

clear port-security �&�Q�f�< 2-96

clear spanning-tree counters �&�Q�f�< 2-98

clear spanning-tree detected-protocols �&�Q�f�< 2-99

clear vmps statistics �&�Q�f�< 2-100

clear vtp counters �&�Q�f�< 2-101

Client Information Signalling Protocol 2-74, 2-140, 
2-471, B-7, B-33

cluster discovery hop-count �&�Q�f�< 2-104
IN-2
Catalyst 3560 �,���6�4  �&�Q�f�<  �]�H���_�f�,
cluster enable �&�Q�f�< 2-105

cluster holdtime �&�Q�f�< 2-106

cluster member �&�Q�f�< 2-107

cluster outside-interface �&�Q�f�< 2-109

cluster run �&�Q�f�< 2-110

cluster standby-group �&�Q�f�< 2-111

cluster timer �&�Q�f�< 2-113

cluster �&�Q�f�< er-address �&�Q�f�< 2-102

copy9Ô�I�o�;  �`�o�39Õ�&�Q�f�< A-5

CoS

#��>�o�

�� �È 2-335

#��>�D�$�6�;�ó�é�:�H���^�;�o�é
����°�á 2-335

�_���W  2 �J�`�;�&�^  �D�$�6�;�ó�é
����°�á 2-292

CoS/DSCP �Q�6�J 2-339

CPU ASIC &Ô.��”-+$� 2-479

crashinfo �H�����^ 2-184

D

debug auto qos �&�Q�f�< B-4

debug backup �&�Q�f�< B-6

debug cisp �&�Q�f�< B-7

debug cluster �&�Q�f�< B-8

debug dot1x �&�Q�f�< B-10

debug dtp �&�Q�f�< B-11

debug eap �&�Q�f�< B-12

debug etherchannel �&�Q�f�< B-13

debug ilpower �&�Q�f�< B-14

debug interface �&�Q�f�< B-15

debug ip dhcp snooping �&�Q�f�< B-16

debug ip igmp filter �&�Q�f�< B-18

debug ip igmp max-groups �&�Q�f�< B-19

debug ip igmp snooping �&�Q�f�< B-20

debug ip verify source packet �&�Q�f�< B-17

debug lacp �&�Q�f�< B-21

debug lldp packets �&�Q�f�< B-22

debug mac-notification �&�Q�f�< B-23

debug matm move update �&�Q�f�< B-25

debug matm �&�Q�f�< B-24
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debug monitor �&�Q�f�< B-26

debug mvrdbg �&�Q�f�< B-27

debug nmsp �&�Q�f�< B-28

debug nvram �&�Q�f�< B-29

debug pagp �&�Q�f�< B-30

debug platform acl �&�Q�f�< B-31

debug platform backup interface �&�Q�f�< B-32

debug platform cisp �&�Q�f�< B-33

debug platform configuration �&�Q�f�< B-41

debug platform cpu-queues �&�Q�f�< B-34

debug platform device-manager �&�Q�f�< B-36

debug platform dot1x �&�Q�f�< B-37

debug platform etherchannel �&�Q�f�< B-38

debug platform fallback-bridging �&�Q�f�< B-39

debug platform forw-tcam �&�Q�f�< B-40

debug platform ip arp inspection �&�Q�f�< B-42

debug platform ip dhcp �&�Q�f�< B-43

debug platform ip igmp snooping �&�Q�f�< B-44

debug platform ip multicast �&�Q�f�< B-46

debug platform ip source-guard �&�Q�f�< B-48

debug platform ip unicast �&�Q�f�< B-49

debug platform ip wccp �&�Q�f�< B-51

debug platform led �&�Q�f�< B-52

debug platform matm �&�Q�f�< B-53

debug platform messaging application �&�Q�f�< B-54

debug platform phy �&�Q�f�< B-55

debug platform pm �&�Q�f�< B-57

debug platform port-asic �&�Q�f�< B-59

debug platform port-security �&�Q�f�< B-60

debug platform qos-acl-tcam �&�Q�f�< B-61

debug platform remote-commands �&�Q�f�< B-62

debug platform resource-manager �&�Q�f�< B-63

debug platform snmp �&�Q�f�< B-64

debug platform span �&�Q�f�< B-65

debug platform supervisor-asic �&�Q�f�< B-66

debug platform sw-bridge �&�Q�f�< B-67

debug platform tcam �&�Q�f�< B-68

debug platform udld �&�Q�f�< B-70

debug platform vlan �&�Q�f�< B-71
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debug pm �&�Q�f�< B-72

debug port-security �&�Q�f�< B-74

debug qos-manager �&�Q�f�< B-75

debug spanning-tree backbonefast �&�Q�f�< B-78

debug spanning-tree bpdu-opt �&�Q�f�< B-80

debug spanning-tree bpdu �&�Q�f�< B-79

debug spanning-tree mstp �&�Q�f�< B-81

debug spanning-tree switch �&�Q�f�< B-83

debug spanning-tree uplinkfast �&�Q�f�< B-85

debug spanning-tree �&�Q�f�< B-76

debug sw-vlan ifs �&�Q�f�< B-88

debug sw-vlan notification �&�Q�f�< B-89

debug sw-vlan vtp �&�Q�f�< B-90

debug sw-vlan �&�Q�f�< B-86

debug udld �&�Q�f�< B-92

debug vqpc �&�Q�f�< B-94

define interface-range �&�Q�f�< 2-114

delete �&�Q�f�< 2-116

delete9Ô�I�o�;  �`�o�39Õ�&�Q�f�< A-6

deny9ÔARP ���"�.�,  �]�,�;  �&�f�H���!�X�_�o�*�Z�f9Õ�&
�Q�f�< 2-117

deny9ÔIPv69Õ�&�Q�f�< 2-119

deny �&�Q�f�< 2-124

DHCP �,�?�o�G�f�#

���@�o�I�^
{

VLAN 
� 2-232

���f�2�o�H�����,
��â�>5ì 2-230

���J�*�Z�f  82 2-224, 2-226

���6�+  �,���6�4�Æ���é�>5ì�â�È�å�¿�D�$�6�;�é���Ì
�I�� 2-226

���\�o�Á�ó�2���Q�o 2-181

�_�o�;�Ù4¢ 2-229

DHCP �,�?�o�G�f�#  �C���f�:���f�#  �:�o�2�L�o�,

�•�Â 2-435

�:�o�2�L�o�,  ���o�+���f�;�”.3�o 2-222

�:�o�2�L�o�,  ���o�+���f�;&Ô.��±�Ž�é�–
ð 2-85

�C���f�:���f�#

�å4° 2-220

1J
� 2-220
IN-3
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-+$� 2-542

�C���f�:���f�#  �H�����^�”.3�o 2-222

-+$�

�:�o�2�L�o�,  ���o�+���f�;  �,�9�o�2�, 2-544, 
2-546

�C���f�:���f�#  ���f�;�] 2-542

dir9Ô�I�o�;  �`�o�39Õ�&�Q�f�< A-7

dot1x auth-fail max-attempts 2-134

dot1x auth-fail vlan 2-136

dot1x control-direction �&�Q�f�< 2-138

dot1x credentials9Ô�#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f9Õ
�&�Q�f�< 2-140

dot1x critical ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f  
�&�Q�f�< 2-143

dot1x critical �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f
�< 2-141

dot1x default �&�Q�f�< 2-145

dot1x fallback �&�Q�f�< 2-146

dot1x guest-vlan �&�Q�f�< 2-147

dot1x host-mode �&�Q�f�< 2-150

dot1x initialize �&�Q�f�< 2-152

dot1x mac-auth-bypass �&�Q�f�< 2-153

dot1x max-reauth-req �&�Q�f�< 2-155

dot1x max-req �&�Q�f�< 2-157

dot1x multiple-hosts �&�Q�f�< 2-158

dot1x pae �&�Q�f�< 2-159

dot1x port-control �&�Q�f�< 2-160

dot1x re-authenticate �&�Q�f�< 2-162

dot1x re-authentication �&�Q�f�< 2-163

dot1x reauthentication �&�Q�f�< 2-164

dot1x supplicant force-multicast �&�Q�f�< 2-165

dot1x test eapol-capable �&�Q�f�< 2-166

dot1x test timeout �&�Q�f�< 2-167

dot1x timeout �&�Q�f�< 2-168

dot1x violation-mode �&�Q�f�< 2-171

dot1x �&�Q�f�< 2-132

DSCP/CoS �Q�6�J 2-339

DSCP/DSCP ���µ�Q�6�J 2-339

DTP 2-767

DTP �@�'�*���o�*�Z�f 2-771
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DTP �H�\�6�J

���\�o�Á�ó�2���Q�o 2-181

���\�o���´ 2-175

duplex �&�Q�f�< 2-172

dynamic auto VLAN �T�f�C�*�6�J  �U�o�< 2-766

dynamic desirable VLAN �T�f�C�*�6�J  �U�o�< 2-766

Dynamic Host Configuration Protocol9ÔDHCP9Õ

�ŸDHCP �,�?�o�G�f�#� �

ó�–

Dynamic Trunking Protocol

�ŸDTP� �

ó�–

E

EAP-Request/Identity �H�_�o�S

�c1M�>�Ô���ù�â�é��%u�(4F 2-168

1M�>�Ô���¨�"�Á�™ 2-157

encapsulation methods 2-785

epm access-control open2-174

errdisable detect cause small-frame �&�Q�f�< 2-178

errdisable detect cause �&�Q�f�< 2-175

errdisable recovery cause small-frame2-180

errdisable recovery �&�Q�f�< 2-181

errdisable ���f�2�o�H�����,�”-+$� 2-523

errdisable ���´ 2-175

EtherChannel

EtherChannel/PAgP �é�:�C�6�#�”-+$� B-13

LACP

channel-group �±�Ž�é�–
ð 2-90

�*�,�9�S  �J�\�����]�9�� 2-295

�:�C�6�#  �T�6�.�o�+�”-+$� B-21

-+$� 2-583

�J�`�;�&�^�é�Ù4¢ 2-73

�N�6�;�,�2�f�C��  �P�o�;�é�P�o�;  �J�\�����]
�9�� 2-293

�U�o�< 2-70

PAgP

channel-group �±�Ž�é�–
ð 2-95

���\�o�Á�ó�2���Q�o 2-181

���\�o���´ 2-175
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�]�9�� 2-391

�:�C�6�#  �T�6�.�o�+�”-+$� B-30

-+$� 2-640
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�U�o�< 2-70
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�ó�é
����°�á 2-70

���f�2�o�H�����,�±�Ž�”-+$� 2-523

-+$� 2-516

/v*D�½�”�Ç�| 2-411

�J�\�6�;�H���o�S $�o���L�f�;�é�:�C�6�#�”-+
$� B-38

�P�o�;  �4�V�@�^.°!����f�2�o�H�����,�é
Þ
�‘ 2-189

�_���W  2 �J�`�;�&�^  �;�f�@�]�f�#�é���@�o�I�^
{

LACP 2-290
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