GE)

cunvren 2

R— FEMGD FF T 1 v I HIHOERE

ZOWETIL, Catalyst 3560 AA v FIZHR— b _X—2AD hT 7 ¢ v 7 Hl{HEERE R B ET D HIEICDOWT
AL ET,

COBETHEHTDa~y FOBIBLOMEHFEOFEMIZONTIE, 20V V=R T a~vr R
V77 LU AESRLTITEEN,

COEONEFIX, RO LBV TT,

o R b—2HlEORE] (P.24-1)

o [ME#ER—FoORE] (P24-5)

o K=K TuvXr7oREl (P24-7)

o [FR—=FtXaVT 0T (P.24-8)

o [R—=1HMNDNT 7 4w 7l EDER] (P.24-19)

A F—LHEHDEE

T ITIE. ROBEEREBRICOVWTHHALET,

o R b—AflfHOME] (P.24-1)

o A M—2lflDOT 7 4V e E] (P.24-3)

o A b—2HEBLRLEVEL~LORIE] (P.24-3)

A b—LGHIHOBRE

A R — AN, BB L F—T 2 AD 1 ODTHRELEZTe—RXy A b, wLFHx X b, T2
Z=F %Y AN AM—AIZESTLAN EONTF 7 40 v 7 BRRELTHZ L EZBEET, LAN A b— A%,
LANIZAXT Yy BT T T 4 T LEBARICAELET, ZOME. bT 7 4 v 7 BRI 2 C
Py NU—7 RITp—< U APEKFLET, Y0 baVAZ vy 7 ORETZT— Xy NU—T7 KO
MEW, FR32—FICE-oTH&ER I END DoS WL A M —2DFNIZZ2Y 3,

AR —AHH (ET2E T 740 v ZHHD) 12, A F—T 2 A AN AL v F T RRA LRSS
oy hEE=FZL, Ny "B a=F%x A b, vAFX¥Z L, FFREFTe—RFRXF¥ 2 FOWVWTNTH
DEHRILET, A vFiE, 1 BRICZTRSTHEEDX A TRy " OKED T LT, F
ACERZINZIH L~ LD LEWMEE ZORERREELR L E T,
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N = r—LE@ORE

A b —=Afl#EE, ROIBLONTNNENT T4 v 7 TI7T 48T 4 DREGIETHEM L ET,

o MR (Zr— KXY A b, wAFXF¥ AL FHF2=FXYAN N T 74 v I BEHATED
A— b~ ORRTHARIE DEIE)

o Ny NBEMD, Ny b (Fr=FREXy R vAFEFY AL, 2=F ¥ AL BZETD
FZ 7 4 w2 L—b (Cisco I0S Release 12.2(25)SE L)

o By MBHEMO, Ny b (Tr—FFy A b wAFHFY AL 2=FF AN 2%ETDHE
27 4 w7 L— L (Cisco IOS Release 12.2(25)SE LL[%)

EFROFEOWTREHEALTH, LEWEREETZE, A= NINTF 7 v %70y LET,
F7 74227 L—=FRFRLEWVE BESNTWDHEHE) 2 FTRISARWVWRY , R—RMNive vy s &

N TRV, Zo%, BFOBENFHHINET, FRIMHILASABBEINTWRWES, N7
T4y L= B ERMEI LRV E FELRVEY AL v FIETRTON T 74y 7% Try 7 L

F9, —KIZ. TOL_ARETIEEWVIEE, 72— FX vy A b 2 b—AZxT A IE#EDRIT# <

ANL/I= S

) ~“AFX¥ AL FTT4 I DA M—LAHLEVEISGELZSE, 7Yy Y Fubhar F—4 a
= k (BPDU) I XUt Cisco Discovery Protocol (CDP) 7 L — A7 EDHKIE ~T 7 4 v 7 U D~
NFXY AN T 7497 FT_XTTry 7 InET, 7272L, AA »F Tk Open Shortest Path
First (OSPF) R EDN—TFT 4> 7 7 v 7T —=he, EROYAF XX AL T=H FT77 4 v 73K
MENIRNIZD, WD T T 47 ZATRT vy 7 SRET,

X 24-1 77 7, —ERMICBT 24 v —T=2A A LOTa— KXy AN T T 47 RE—
ERLTWET, Zo0flik, sV FF Y A MBIV =F Y AN FT7T7 4 v 728 TUTED £,
ZOFTIEH, TIND T2, TA S TS DX A L A H— LT, Ikt H7e—RE¥y A b7
TAYIVPRESINTIZLEWVEZLZ LRl TWEST, HEEDO N7 7 4 v 7 &N LEWEEZ EFRS &, RO
AE—=NVT, ZEDEATDRT 74 v I BT XT Ry YInNET, LEn-T, T2 &£ T5 Ok
DAL E—=NNVOM, 7a—RXxxy AN NT7T7 40y R 70y ENET, TORDA > Z—r3)L
(7 xiE, T3) T, LEVWEZ ERILARWVWERY, 72— FKX¥¥ A~ b7 7 4 v 7 BFREEINE

ER
24-1 JA—F¥X¥ R b X b—LFEHOH
y
N EEENE RS T4 uY
\ ---JOvsENE LI T Ay
JA—FFv R b
Ny hEFERIE

NA DA

46651

A b= LIS VL & 1 BREOA v Z =SV A G DR T, A M= AR LT Y X LOEEE
FELES, LEWVEREWIEE, B TE 57y MEAE <R E9, LEWED 100% Thit
. R 7 4y 2T OMIRIZH Y EEA, HE00ICTDHE, ZOR—FETETXTOT =R
FYARM vAFHRY XL, FRFA=FY AN FT T4 BT Ry SNET,
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Z2 b—Laimoz: W

~

G Ay ME—EORIBTR b TRABENDT, NT 7497 7274 EF 4 2WETSH | BREOA
VBRI A b — MBI OB A A B AT )

LT T4 BATOLEWVMEEZHRET HI2IE, storm-control > ¥ —7 = A A a7 (X
L—y gy avwr ReHLET,

A F—LFHEDOT I+ I FERE

TN ETHEH, 2=2F ¥ A b, 7a—FF¥ A b, BIOBALTFHx AR 2 b—ARNIAA v F
AHE =T 2 A ALETT 4 2—T MRV ET, LT, @l L-uid 100% T,

AF—LFHAHAEEUTLETIMELRILDOETE

A—MIA N —LHlHlEZHEL, MEDONTF T4 v ZATTHEHTHILEVELLEZATNLET,

2L, "—RouzTOHIELEBIZ, SEIFERTA ROy "2 EDX Iz bhE WD E
BHDLHOT, LEVMEOEIAITHL ETHLHEMMETT, BEENTF 74 v 7 EEKT Dy O A X
IZE-oT, EBICHEAEND LEVWEITHRESINZL-LICR LT, 8 % OZERNAE U D AN &
D E9,

(G¥) A N— AL, WA X —T oA ATHAR—FENTWET, F£7-. EtherChannel TH A b — A
MZ2RETEET, A b—2Ailf#%Z EtherChannel THRET 2HE. A b — Afil#HER &% EtherChannel %)
BIA LV H—T oA A BHELET,

AR =LA E LEVEL L ERET DI, F7# EXEC £— R CTROFIREZEITLET,

avwyFk B&
27971  configure terminal sa—n)arz 4 Xal—vary w— FElBLET,
A7972 interface interface-id RETHA L EZ—T oA AFBBEL, f 2V HF—T A A AT 4
Fal—rar E—REHBLET,
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N = r—LE@ORE

avwyFk

B&

A7973  storm-control {broadcast | multicast |
unicast} level {/evel [level-low] | bps bps

[bps-low] | pps pps [pps-low]}

Tr—R¥r AR, vAFXLA R, FEEAZX AR A b
LEFAEZZRTELET, T 740 FTIE, A M—AHENTT 4 B—
TMCERESNTVET,

F—T— RKOEWKRIIKRDO LI TI,

o level IZI1X, 7R —FRX¥ A b, wALTFFxRAb, Fhidz=
¥ AN FT7T7 407 OERLEVELALEZHIRIED/ N—
BTV THELEYT UMUEFE2MET), RELEVWE
WRIETDE, R—b I b7 74 v 27 %70y 7 LET, 8
ECTE AHFIZ 0.00 ~ 100.00 T,

o (EE) level-low 1Zi&, TIRUL ZVWMHE L ~/LZ kg o3 —
BTV THRELET UMIEHE 2MET), ZOMEF LR
MHEME L D Ay, FRITFE LS RITIERY FHEA, b
FZI7A4 I NIDOLvE FESTHUE, A— NI RF
T4y 7 EEEELET, FRIH LAV ERE LR WIGA
IR L OEICER E S NVE T, BETE AHFHIE 0.00
~ 100.00 T,

L& VWMEICHRKE (100%) #EBELE%EG. b7 4970
HIBRIZ 72 < 0 9, LEVEIZ 0.0 ZRETDHE, £D
R—=hrEDTRTOTa—KRFr A, vLFF¥ AL, F
o= Y AN NTF 74w BT Ry INET,

e bpshpsZiE, 7o —RX¥x AL, v LFF¥r R, Fhid=
=FXY AL T T4y I DOLERLEWVELNLVEE Y N
THEELET UMILEE I MET), ERLEVEIZEET S
L AR—=MNINT T4 v BTy LET, RETE 54
PHIZ 0.0 ~ 10000000000.0 T3,

o (fEE) bps-low \ZiE., FRLEVMEL~LEZE Y b/ TH
ELET UMEE IMET), ZOMITERLEIWEL~L
UTOETHLINERDYET, NT T4 v I NRZDL)L
ZFREloTWIIE, R—MIFNTF 70 v 7 EiRELET, 15
ECTE A 0.0 ~ 10000000000.0 T,

o ppspps IZiF, TH—FF¥Y A b wATFHY AL FliFa
=FY AN FTT 4y DERLEVELASVEST Y
BeELET UMUSE 1LET), ERLEWEICEES
L. R=PMIIT T4y BTy LET, FHETED
&I 0.0 ~ 10000000000.0 T9,

o (EE) pps-low 121X, FERLEWEL~)LE/7» N FT
BELET UMLEEINMNET), ZOMITERLEWHELA
NUTOETHLZMLERHVET, G740y 7B
NETEIS>TWIIE, R—RMNIMT 740 v 7 ZERELET,
FRETX DHPHIX 0.0 ~ 10000000000.0 T3,

BPS £ LU PPS OFEICIT, LEVEOEKMEZ KELEETED
L2112, 74 v 7 RCWERE (k. m, gy) ZfEHATEE
‘d—o
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FERID ST 1 v O HEDEE

AT97 4

A7y75
ATv7 6

ATyFT

RER—

gEr—rozz W

avwv kR B
storm-control action {shutdown | trap} AN —ABRBRHENTGEICETTLET 7 a v EHELET,
T7ﬁWFTiF774/7£74»?)/7%%ﬁb\F?y
TIFEE LR WVWERETT,
e R h—AH  &K— k% errdisable DIREEIZT B ITI1E
shutdown ¥— U — RZRIRL F7,
o Ab—aBfHEINTSA. SNMP (fi5 1y U — 2 FH
Jahkan) b7 /7%%5}2’9"5 L, trap ¥—7U— R %
WLET,
end ¥¢iE EXEC E— FIZRD £77,
show storm-control [interface-id] [broadcast| {8 E L7 T 7 4 v 7 XA FIZHONWT, £ F—T = ATHE
multicast | unicast] L7z Ak —Afﬁlﬁﬁuﬁn?ﬁu LV EHRLET, N T T4 v AAT
EANSI LI TG 80 ., 7 r—R¥y A b A b —AHEORE
MERINET,
copy running-config startup-config EE) a7 4FXalb—vay 77 A NVICEREERITELET,

A M=l a2 T 4 & —7 2T 51X, no storm-control {broadcast | multicast | unicast} level
VH =Tz A arT 4 Fal—vary avry NEERLET,

Wiz, F— K~ ET, B[RS VAL E 87%, FERENHI L% 65% ICREL, ==F%F ¥ A M XA h—A
ﬂﬁ%%z TV T D HEERLET,

Switch# configure terminal
Switch (config)# interface gigabitethernet0/1
Switch(config-if)# storm-control unicast level 87 65

KIZ, R—=FET, 78—=FF¥ 2 7 FLADX h—A4Hl#1Z 20% O L~ TA F—T T fém
ERLET, 7a—FXx AL b7 740978, bTFT7 4y 7 A =LA Z—SLNIZAR— |
THATEZRFIHEDO S H, REINTZ20% DLV EBITEEE, VG747 A F— Aﬁ%’JﬁIM’
VE=INAPEDDLET, AL v FIETRTOTrR— KXY AN NI 74w 7%k Fuy 7 LET,
Switch# configure terminal

Switch (config) # interface gigabitethernet0/1
Switch (config-if)# storm-control broadcast level 20

k DERTE

77°U r—33 ‘/L:ctof&:,t\ HDIXAN=DPERLIZNT 7 4 v I BBIORAN=ITO0ERNED

Fl—AA v F LDOR— %Tv4%2%774/7ﬁ%%éh&wibmﬁﬁﬁé%%ﬁ%wi
fo_®ioﬁkﬁfi BR#ER— 2EATEE. A v FLEOFR—-FHTa=Frv A, To—F
XY AL, FHEECATFIY AN NTT 4 v ORBEPFERICRL 20 9,

RHEH— NI, KOBREDS S Y £,

o RHER— NI, FRICHEHEFR— NZRo TV DHMMOR— MIFF LT, 2=F v A, LT FHFr X
M, Fi37ae—K¥¥ AN N T 740 v 7 %R LERAL, T—F NT 70027130472 DR
HER— PETEEINEEA, PIM X7y 78X CPU CTAUBEINTY 7 by =7 CTHREIND
72O, ZTOXHIRHENT 7 4o v 7 EIREEEEINET, R#ER— MHZBETITXTOT—X
FT7 74971, VAV¥IT AL AENLTImESNRTNIERD A,

o PRiEAR— b LIHELRER — MHOIXEIEIL, @ EBVICERET,

| OL-8553-04-J
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E2UE K FEED ST 4 v HEORE |

N 2%t rozE

I T, ROFBEIZHOWTCHIBH L E7,

o [HH#ER—FNDFT 7 4L NRE]
R 0D 13 E A
o [RHER—FNOFRE (P.24-6)

o [PREER— T

RER—FDTIAI FERE

T 7 4V kT, R#ER— N

RER— FRERDIEFEER

(P.24-6)
(P.24-6)

EFRSINEH A,

R#ER— MX, WEA > % —7 =4 A (GigabitEthernet X — k 1 72 &) F72i% EtherChannel 7 /L — 7
(port-channel 5 72 &) ITRETE £T, R—bF F¥ XNV THRER— b2 A X =T M LTZHEIE. £
DAR=F F¥ XNV FNA—=THOFTXTOR— FTA X =T MY T,

77 A4 _X—h VLAN K— F ZRi#R— F L LTHELRNTZSWY, RER— 27T — |
VLAN K= F &L LTRELRWTLEIV, I A X— | VLAN OMILAR— ME, O R— b=

oI

RER— FOERTE

—raR#ER—FE LTE

Ra2=T 4 A= NI NTF T4y P EBEELEE AL, 7T A —  VLAN OFEMIC >V T, & 15

# [ 74— K VLAN OFFE] 2R LT ZE0,

T DL, HBHE EXEC E— FCTKROFIEZ EITL E7,

avwy R

iy

27971  configure terminal

Ju—N) ar7 4 FXFal—yary ®— e LET,

A7972 interface interface-id

HETDHA A —T A ABEEL, A VX —T AR A
74?1V%V§7%*F%%#Li¢

A7973  switchport protected

A B =T = ALARHER IR ELET,

AT974  end

%%EXH}%~P:ED$¢O

A7975 show interfaces interface-id switchport

AJTNEEHERLET,

A7976 copy running-config startup-config

EE) a7 4F¥alb—vay 77 A VICKRE
7

ERFLE

RER— 2T 1 E—TMITT DITIT

vagrv awy REFERALET,

. no switchport protected 1 > % —7 A A 27 fF a2l —

WRIZ, RER—FE L TR—FERET D 2R LET,

Switch# configure terminal

Switch (config) # interface gigabitethernet0/1
Switch (config-if)# switchport protected
Switch (config-if)# end

[l Catalyst3560 R4 v F Y7 b7 A4 F¥al—av A4 F
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| 248  #—FEHO 574 v HEORE

—F Javxoione B

Q 3 . > M S
R—bF TJOYyX T DERTE

F7H N NTIE. AL v FIIRAMDIEHE MAC 7 RUAREEEEINT X7y FETRTOR— b7
FoF 4T LET, RHOA=F Yy A FBLIORLTFXRY A FT 7 4 v 7 DNMEHER— MIRES
NnNd&, Bx=2V 70 b, MEICRLAREERH D 7, ﬂ%%W):L*ﬂM?Z FBIOwLTFFr X I
FT T4 I RHDER—EDEYOR— FIEESNANE YT H720D (1F3 £ 72 12 IF1R)
ﬁ—%%fuy7b\%ﬂ@;:%#intiVW%%?xkA#/F#m®T—F 7T T4
VT ENBRWEYITLET,
ZIZ T ROBEICHOWTHBALET,
. — KN TeyXTOT T H v NERE] (P.24-7)
o [NV H—T 2 A ATDTT VT4V T T T4 7DTayXx 7] (P24-7)

R—b TOYXTDTIHIL MEERE

T H/NTE, =P ORADVALFFXY A MBI Z=FY AN T T4 v I DT T T 4V
IRTay s ENT, TRTOR—RMNIZDOEIR Ny "IR 7T F 4 7 ENET,

AVB—DTITARTDISYTAVT FST74voDTAavx2Y
~

GE) A EF—TxARTIWHEA L Z—T = A AF721% EtherChannel 7 /L — 7O Wb AIEETY, A— b
FX¥RNLVOVNLTFXFXY A RERIT2=F Y AN VT 74wl 2T uv 30, A—hK Fx R o
N—T DT RTCOR—FTT v 7 INET,

VNN TFXXAIBIR2=2F XY AN RPN T T T 4 T oA H—T 2 A ATT 4 B—TIZ
T 5120%. $# EXEC =— R CTROFIEZ EITLET,

avw Uk B
27971  configure terminal Fra—sL ar 7 4 ¥al—ay B— REEBLES,
A7972 interface interface-id RETHA VA —T A REREL, AV F—T = A a

74¥;v—yay%—F%%#Liﬁ

A7973  switchport block multicast = R LORMOZALT XY A bOEEEE TR Y7 LET,
A7974  switchport block unicast R— PO RMOD=F% % A NDEXE T oy 7 LET,
27975 end FekE EXEC £— RIZREY £7°,
27976 show interfaces interface-id switchport AN EEFERLET,
A7977 copy running-config startup-config (FE) a7 4FX¥alb—ay 774 NMVCRERRELET,

R—FETrI 74y BT7ry 7 S0TIT, BHEOLENTONDLT 74/ FOREIZA 2 —T =
A4 A% R7IZIE, no switchport block {multicast | unicast} f > % —7 = X a7 4 Fal—T 3
vavwr FEHERLET,

KIZ, =P LD2=F ¥y A MBI~V TFT XY A 7T v T 47270y 3502 RLET,

Switch# configure terminal

Switch (config) # interface gigabitethernet0/1
Switch (config-if)# switchport block multicast
Switch (config-if)# switchport block unicast
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Switch (config-if)# end

m"—bk X2 T2 DETE

R—b X2V T HEEZHRTDIE, R— b ~DT 7 2E2HFATHAT— 3D MACT KL
AEHIRBEIPHE LT, A F—T 2 A~DANEHIRTEET, EXF=2T7 F—hkFaT
MAC 7 RV AZEIDYETHE, A= MIERINTT RVRA T NA—TLUNDRETLT FLAEFO/
oy MRt LFERHA, X277 MAC 7 RLUAEE 1 DIZHIRL, B—DE%=27 MAC 7 RL A%
Y YTEE, FOR—MNIEREEINTZT—2 AT —3 g 2, B— FOBBIESAERNEEESNET,

T2 R—FELTR—FZREL, %27 MAC 7 FLARRKREBIZELESRES, R— M7
I EARAERBDAT—a D MACT RLARHEBIENzEF27 MAC 7 RLADOWTILE S —E
LARVWDT, ¥F 2T ERNEAELET, £/7, 58X 27 R—bFETEF27 MACT7 R
ANBREELIIFEEINTNADARAT—a RN, MOeEFaT R—RMIT77EALES LI
b, BROTTIINILITONET,

I T ROMEEREFRICOVWTHIILET,

o [R—F kX270 (P.24-8)

o [FT7F3NFDOR—F X2V T 4#&E] (P.24-10)

o [R—h X2l T OREROEEFH] (P.24-11)

o [F=bEF2VT 4D X—TMbBLOHRE] (P.24-12)

o [R—=F X2V F 4 ==L T DA X—T B LOHRE] (P24-17)
e [R—htXa2VUT L7741 VLAN| (P.24-19)

R—bk X271 DBE

22T, ROBEIZOWTHBH L £,
o X7 MAC 7 KL A (P.24-8)
e X VUT &K (P24-9)

t¥+a217 MAC 7 FL X

R—FTHASINDIEF2T T L ADREKEZHRET HI21%. switchport port-security maximum
value A V2 —7 x4 A a7 4 X¥al—vary avy REfERLET,

~

GE) BKEEZALH—T2A A LTI TICRESINTWVDEX2T7 7T RLVAOHE LV /NI WEIZERTE L &
H5LTBHE, avy RBELRZENET,
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FERID ST 1 v O HEDEE

f—F XU 0Eze B

AL v FiF, WOEF2T7 MACT RLAR ZA TP R—FLET,

o RAZT (v 7 X277 MAC 7 R L X : switchport port-security mac-address mac-address 1
=Tz R aAryT74F¥alb—vary avy FEEALTFHTRESN, T RLRA TF—T7
REENTEZDOE, 2 vy FOETFar 7 FaL—a v icBmEnsd,

e HAFIvI BX2T MACT RL A BIIICHRESNTT FL AR T—T ZORRFEI N, A
A4 v FOFEERIZHIFRSNET,

o XFroF—EFXFaT MACT FL A BIICFEET AL, FEITRETAZELTEET,
T RLA F—TNREESN., FETar 74 Xal—a BNMEnEd, 207 FLxpa
V74X 2l —vay TrANIREENTWVWD E, AL v T OFEBRECA V¥ —7 =4 A
INGLEHPUICHBRETHILERH Y THA,

ATy F— Fmm 2 oA R—T N TDHE, AT Iy MACT RLREAT 4 vF— EF=
7 MAC 7 R L %] w@pf%ﬁ:/74#;u—ya/_em¢éio WAV E—T oA AERET
TET, AT 4 vxX— F—=2 T hAF—TICT HITIL, switchport port-security mac-address
mmy4y&—714z:y74ﬁzv—yay:va%Aﬁbi#o_®37/F%Aﬁ¢ék
AVE=T A RFTAT 4 v F— T—= U I PRA X =T NVZRDANFE LT b DaED, T3TD
FAFIv 7 %27 MACT RLAZ AT 4 v¥— X227 MACT FLRICEBRLES, +C
DAT 4 vF¥F—%FaT7 MACT FLAFETar 74 Xal—vailBlianxd,

x?4/% %27 MACT RLRIE, a7 4Falb—vary 7740 (AL v FRHFRESH
AN ENAREZ — Ty ar74X¥al—ay) I, BEIICIIKBENET A, R
FAVF—EF2aT MACT RLRF AL 74 Xal—vay 77A NIRRT D E. AL v FOF
EENFZCA V2 =T 2 AFINGEZHRFEETILERHDVEHA, AT 4 vF X227 T RLXA
PR LZWGEA, 7 R R ZERbiET,

AT L oHX TV TN T 4 2—TNDEE, AT 4% BX27 MACT RLRZEZAFT IV &
X7 TRLVRIZEBRIN, ETar 74 Fal—arhollRanEd,

AA vy FIHRETEDEF 2T MACT FLRADREREIL, VAT ATHFAEN TS MAC 7 RL-&
DIRKBIZE > THREY F9, ZOFILT 7 7 1 7 7¢ Switch Database Management (SDM) 7 >/
L—hMMZLkoTROONET, B 7% [SDM 77 L— FORE] BB LTI EEN, ZOfEIX
ﬁ%ﬂ%ﬁMACTva(%@@mv%%Z%%@%y&—7:4x_mﬁéﬂt%®m®ﬂ%;7
MAC 7 RLATHEH IS MAC 7 RL A& ETe) ORETT,

tXal)T4ER

WONTNNORIRFEAET B L, BX=2 U T 0 ERKITRY 9,

o FRHODOEX2T MACT RLABRT RLA F—7 I EMENTWAIREET, T RL X F—7
VICRBEEED MAC 7 RLAZEDAT —Ya UNA L Z—T oA AT 7B ALLED & L2

AN
E o

e HDEXaT A HX T2 A ATEEEILEIRESNTEZT FLAR, [Al— VLAN HOBIDOE ¥ =
T AH =T A ATHEHAINZHA,

BB ELERAEDOT 723 I HESNT, RO 4 DOEKE— ROWT NIV H—T =2 A A%
BETEET,

o protect (fRi) : EF¥ =27 MAC 7 RLRADEMNAR— F THAI SN TWDRKIREICET L L, &
KE%E THEZETHFOREDOEF27 MAC 7 RLUAZHIRT 20, #FAI7 L AKEESS 20
RV, REDEELT FLRAZESyy MIFoy 7ENET, ¥Fa2 VT EBERNEI-T
b, —Wiix@EmEhEREA,
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W f—reF1iUFr0BE

~

GE)

NZ 7 R— M protect T — FERET S Z LITHELE L T A, R#EE— N TIL,
K= PR REITEL TV < TYH VLAN NME#EE— FORKEICET D E, TF—=7
BT 4 B—T N0 £9,

o restict (HlfR) : €¥ =27 MAC 7 RLADHEBKR— K CTHAI SN T DRKBEICET S &, K
KEZ FELETHFSREDOEF 27 MAC 7 FLAZHIRT S, a7 FLAREHERLS 20
RO, REOBEETT L AZES 7y MIFey7ahEd, 2OT—FTIE, %27+«
ERNFEE LI ERBAINET, SNMP b7 v 7REEINET, Syslog A v E—URr¥
VTEI, ENA T UABEMLET,

o shutdown (v v ¥ TY) : R—b EX2 VT4 ERIZEY, 4% —7 = A A errdisable &
By, EEbIZYyy MU ERET, £O%, A— FD LED 2AHTLET, SNMP 7 v
DEFENFET, Syslog A vE—UBuaXr 7, EXATUCIAREMLET, %27 R—
k23 errdisable 27— kDA 1. errdisable recovery cause psecure-violation 7’1 —/3)L 2
TA4Xalb—vary avr REAALTIDOAT— b &fERT %75, shutdown 35 X0 no
shutdown > ¥ —7 A A a7 4 Fal—Tay avr REANLTFHTHRAS 21—V
TEET, ZhE, TIANMFDOE-FRTY,

e shutdown vlan (VLAN % v & 72) : VLAN By T F 2V T 4 ERE— FEZRET L7129
WHEHLET, 2OF— RFTENPEAT DL E. F— 2K TIHZ2 <. VLAN 28 errdisable (272D

7,

#2412, R—bF X2 VT 4 2A 0 F—T o4 ATRE LEBEOERE— FB L USRI OWT

A~LET,
* 241 X1 UT4ERE—FOLE

k52499 ® |[SNMP k5 |Syslog * v IS— Ayvt— |BERAIVED R—FDPvvy

ERE—F it TDEE E—-CHRE | COERT? )i N LB
protect No No No No No No
restrict No Yes Yes No Yes No
shutdown No Yes Yes No Yes Yes
shutdown vlan |No Yes Yes No Yes No?

. +057%B0EeXx27 MAC 7 RLUAZHIBRT 2L TRIOEELT RLAZES Yy bR Ray7anEd,
2. X2 VT4 ERKESEREITT RLAZFETHRELESES., A v FRTT— A=V 2R LET,
3. ERBEAELEZ VLAN OARY vy hEU L LET,

FIAILEDR—F X2 FA4BE

F 24210, AV E—T 2 A RAIKHTER—F X2 VT A DF 7NV P REEZRLET,

% 24-2 K=k £F2UFAOT T4 FEE

Bk T4 FEERE

=k EFalYT g A—bETT -7
T4 —TN

AT A4vF—=T KVAR T—=v
”

R—rbH7-vot*Fx27 MAC |1
7 R L ADRKRE
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% 24-2 Rk £X1UTADFIHIL FEE (EE)
HEHE T4 FERE
EBRE— R shutdown £ =7 MAC 7 RV AR KREE ERS &, A— b2

Vyw MU LET,

R—=br X274 2=V 7 | Toa—TN 2=V T XA AF0

ABT 4 v 2=V T =T
4 A4 71X absolute

A—bk X271 DRERFOIEEHR

R—

FEXF2U T ZRETDE ST, ROTEEFHIIES TIES W,

R—bEF 2T 4 2RETELDIE, AT 47 TI7HAR—MELIFI T 27 A— MR
BNET, EXaT7 R—b&2F¥ A FIv 7 TI7EAR-MNITLHILIETEEEA,

X aT A= 2AA v TF RAKR—F TFFA4H% (SPAN) O%EEFR— MITHILIXTEERA,
% =7 A— bix. Fast EtherChannel % # v v~ K EtherChannel "— bk 7L —7FIZ@ T2 &N
T&EEHA,

~

() FHAVLANBT 77X K= FTORYR—-FSNTEY, REAETH-TH M T 7
A= F T R—PFEINTVEEA,

T VLAN BDRESNTA LV HX—T 24 A LETHR—bF X2V T 4024 3 —T VT DBEEIT.
A= DORREX 2T 7 RUVAFHFREE 2 IZHELET, A— h% Cisco IP Phone ([ZHific T 5%
£1%. IP Phone IZ MAC 7 KL AH 1 D4ZE T, Cisco IP Phone @7 KL A 3#% R VLAN ET
FEEINETN, TV EAVLAN ECIIFEESNERE A, 1 5D PC % Cisco IP Phone 128t 9
584A. MACT7 RLADBIMILESH Y £8 A, HED PC % Cisco IP Phone (ZH:#5 4 554,
% PC & IPPhone |12 1 DT 2FEHATEA L5, +0REOEX2T 7 RLAEZRET HLEN
HYET,

A —=T A ADHREF 2T T RVAEEZANLIZLEI, HILWEREAETOMELY K
TN ENFEFTHRESNTWIERHT LWMEIZL > TEEXEINET, HLWENFIEIOME LY
IWNELL AV EF—T A ATRESNTWNDEEXF 2T 7 FLAEBRHLWVEL Y REWHE, =
~r FFES ST,

ZA Y FIFAT 4 v X BTXF2T MACT FLADOR—F X2 VT 4 =2— 0 T 2R —FLT
WEH A,

# 24312, MOR— FR_R—2HEL BEMEOHLHLR—F EXF a2 U T 4ICO0TEEHET,

%= 24-3 HR— b £F2 T 1 LiDOR— FR—RBEE L DEHM

H— b 44 TERIER— OBk R—b £Fa) T+ LOERYE
DTP ! — |2 No

Ko R—Fk Yes

EALFI v s TUEAR—3 No

JL—TF > K iR— b No

SPAN E{E LA — b Yes

SPAN 5646 — K No
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& 24-3

R—br EF1UT 1 EHOR— FR—RBREL DEHNE HEE)

R—~ 24 TEFR— FOHEE

R—F EFa YT+ LDOEHY

EtherChannel No
frxU 7 R—h Yes
PRAER— K Yes
IEEE 802.1x " — k Yes
#7 VLAN K— h* Yes
77 A4 ~X— K VLAN K— K Yes
IP V—A H—F Yes
HAFIv s T RUAFER T2 =2 (ARP) A > A~ |Yes
Jva v

Flex Link Yes

1. DTP = Dynamic Trunking Protocol

2. switchport mode dynamic f >4 —7 x A A a7 4 ¥al—vay avwy RCREINZFR— b,

3. switchport access vlan dynamic f > ¥ —7 = 2 a7 4 ¥ a L— gy avy RTHREI N VLAN Query

Protocol (VQP) A~— K,

4. B— MIEKBAREREX 2727 FLAEZRELET (778X VLAN THEEREX 27227 FLADREKHK

22 &2z 7280,

R—b X1V T4 DA R—TNVILELVERE

K= ~DT 7B 2ZEZHTTHAT— 3D MAC 7 FLAZHIRBLIOERT 2 LI2k-T, A
VH—=T 2 A ASD AT EHIRT H121%, 5 EXEC E— R CIRO FIAZFEITLET,

YSEVA
AFy72

A7973

AT974

ATv75

[l Catalyst3560 R4 v F Y7 b7 A4 F¥al—av A4 F

avwyFk

]3]

configure terminal

Ja—)L ar7 4 F¥al—ary T—REEBLET,

interface interface-id

HETDHA L —T2AAEREL, A vV F—T A A AT 4 Fal—
\:/5 B ]\\\%Eﬁﬁébi‘j‘o

switchport mode {access | trunk}

AV HF =Tz A AL v FKR—F E— F% access F721% trunk [T E L F
T, 7 74/ E—F (dynamic auto) OA ¥ —7 = A A, X7
A—RELTRETETERA,

switchport voice vlan vian-id

AN— ks ETER VLAN 24 X —7 Vi LET,
vian-id : 5 N7 7 4 v 71T 25 VLAN Z#4E L E 7,

switchport port-security

AVE—T 24 A FETR—F X2V TF 024 X—T VT LET,

OL-8553-04-J |
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A7976 switchport port-security
[maximum value [vlan {vian-list |
{access | voice}}]]

EE) AV F—T A AXKTDHEF=27 MAC 7 FL 2D R KRE &% E
LET, AA v FICHRETELEF 27 MAC 7 FLADRREIL, VAT
ATHIN TS MAC 7 RLADEREICE>TREY T, ZOfE

. 7277477 SDM T 7L —hMZEoTRFVES, B 78 (A A v
FSDM 7> 7 L— FDORE] ML T &N, ZOfEX, EHRE
MAC 7 RV A (ZOMD LAV 2 HESCA V¥ — T = ATHEINTZE
DD EF =27 MAC 7 RLATHEA SIS MAC 7 KL 2 &ETe) Ok
ZRLET,

({EE) vlan : VLAN BALORKREEZHE L £,
vlan ¥ — 7 — RZ ANE, ROWTNNLOF T a 2 AT LET,

o vign-list: 877 R— LT, A47VTE@otﬁlmvuw1i

tiﬁ/va@ot~$DWAN BIF 5, VLAN BN O KIE%E

BRETEET, VLAN Z4EE L2 WEHE, VLAN 2 & O KEIFEH
éni%

e access: 77 EAR—KET, 77X VLAN & LT VLAN Z$EEL
9,

e voice: 727X R—KMLET, HF VLAN & LT VLAN Zf8E L £,

GE)  voice ¥F—U— Fix, HF VLAN "R — MR ESNTWT, &5
%@T~M:77Jz7\VLANTiM\ BDOHRFHTT, £ F—
714’% 2% VLAN B EINTWEHA, EF%¥=27 MAC T R
VADRKEE 2ICRELET,
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switchport port-security [violation
{protect | restrict | shutdown |
shutdown vlan} ]

(EE) EXE—F, 2E0 X2 )7 s EXARE SN E EO3IEZ,
RONTNNICRELET,

o protect ({fi#) : H— bk £F =27 MAC 7 L ZDOEMNR— F TH &
NTWORKBEICET L&, RREEZ TRILZETHIREOEF 2T
MAC 7 R LA ZHIBRT 20, 7203577 B L AEBL IR VIRY |
RHDEFEITLT RUVAZFFO/ Ny MIkry7anEd, E%a )
TABXPEZ>ThH, 2—F @S hEE A,

GE) F7r7 F—bhICprotect T— FEBRETHZ LITHER L EH A,
T — FTIE, A— PR REITEL TV < Th VLAN 23
FT— FORRBICETDIE, T—=U BT 4= TR Y £7,

e restrict: X 27 MAC 7 RL ZADOENHR— N THA SN TWVWARK
REEICET DL, +akiotx=27 MAC T RLUAZHIBRT 5H, £
TEFFRI T R AFAEEO IRV RY . RANOEFILT KR &R
Fy MIrkay7ENET, SNMP +7 v 7RkfE & £9, Syslog
AyE—UnaX o7 i, EXAITCAREMLET,

e shutdown : EXNEAETHE, A F—T7 = A AN errdisable (2720 |
AR— kD LED 8T LE9, SNMP 7 v 7R EE S ET, Syslog
Ave—=URaX I En, EXITCEANREMLET,

e shutdown vlan : VLAN i TEF 2 UV F 4 ERKE— FERETH-0

WHEHLET, Z0OF— RTERNEET S L, R— FaETIER<,
VLAN 2° errdisable (2720 £97,

GE) E®F=7 H— b2 errdisable A7 — MMZ72-> 7284 1%. errdisable
recovery cause psecure-violation 7 u— 3L 27 ¥ 2 L— g
vavwl  REAALT, TORT—EERLET, FETHOA
F—7 M T B1Z1%, shutdown 35 & 8 no shutdown o > % —7 =
A AR Ay T 4 Fal—ary avwry REANT 57, clear
errdisable interface vlan f## EXEC =~ FZ AN L ET,

Catalyst 3560 R4/ v F YI b7 av74Fal—Sav HA K
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A7978 switchport port-security
[mac-address mac-address [vlan
{vlan-id | {access | voice}}]

HEEB) AV F—Tx2AADEXFaT7 MACT RLAZANLET, 20z

<~ REFEHATDHE, RREDOEXR=2T7 MAC 7 RLAZANTEET, 3%

ELlZEXx 27 MAC 7 RUAREREE DV DWgGE, 0O MAC 7 R

LA EN IS S E T,

(F) ZOavryROANRIZAT 4 vF— T —=2 T %A X —TMITT
HL,  BICEEINTEER 2T T RLARZAT (v F— X7
MAC 7 RLAZEBINTEITar 74 Fab— g VZBMENR
7,

(fEE) vlan : VLAN HAZO i KB Z #%0E L £
vlan ¥ —U— FZAN#%, WOWTNLOF T a2 A LET,

e vian-id: V77 R—FT, VLANID BLUOMAC 7 RLAZHET
%9, VLANID Z45E L2 Wha. XA 7 47 VLAN MEf S E
‘é—o

e access: 77/ EAR—F LT, 7Z/EAVLAN & LT VLAN Zf5&E L
i‘j_o

e voice: 77 AR—1FET, HF VLAN £ LTVLAN Z2HELET,

GX) voice ¥—V— FiX, ¥F VLAN AR — MIHRESNTWT, &5
WCFDR— N7 7 A VLAN TRWEAEDOBREFH T, A X —
7 xA AZEF VLAN RRREESNTWAHAE. X =27 MAC T K
VADERREE 2ICRELET,

A7979  switchport port-security
mac-address sticky

EE) AV —T 2 A ATAT A v ¥ — T—=V T EAX—TMITLE
j‘o

A79710 switchport port-security
mac-address sticky [mac-address |
vlan {vian-id | {access | voice}}]

EE) AT 4 vF— X227 MAC 7 RLRAZ AN L, LERERET =

U RERVIRLET, RELEEF =27 MAC T RLRAOEBPERE LY

DIRNGE L Y O MAC 7 KL RITEINIZEE SN TAT 4 v ¥ — ¥

7 MAC 7 RV RIZEBEN, EfTar 74Xl —ariaBhnah:

KR

GF) ZoOavrROANENIAT 4 vF— F—=2 T A F—TZL
Wk TT— Ay URFRINTAT A v F—EFaT
MAC 7 RL2Z AN TEEH A,

({EE) vlan : VLAN BALORKEEZHE L £,
vlan ¥—7U— F&Z A1k, ROWTNULOF T a2 AT LET,

o vian-id: V727 R"—1FT, VLANID BEXUMAC 7 KL A EET
ZF7, VLANID 258 E L72WGA,. #4147 1«7 VLAN BfEH I E
7,

e access: 77 EAR—KET, 77&AVLAN & LT VLAN i EEL
i‘j_o

e voice: 77X R—KLET, HF VLAN & LT VLAN Zf8EL £,

GE)  voice ¥F—U— Fix, HF VLAN "R — MIHRESNTWT, &5
WIZZEDR—INT 7 A VLAN TRWFEEDOHRERTY,

A7971 end

¥k EXEC £— RICREY £,
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A79712 show port-security ANANE B LET,

79713 copy running-config (EE) ar74Fab—vary 77 A VICREZHRFLET,
startup-config

TF a7 K= FTRERNT 7 4/L hOREBIZA > F—7 =1 2AZFETITiE. no switchport
port-security f > X —7 2 A4 A 2T 4 Fal—varyav s ReEHLET, AT v F— F—=
VIMAR—TNVORETCZDa~v L REANTLHE, AT 4vF—EXaT 7 NLARFETa
T4 X2 b= arO—IE) ETH, T RVA T=TAnBIEFHIRENES, 22 TTXTOT
R LA FEE SnET,

AV E =Tz AADEF 2T MAC 7 RV A %ET 7 4V MZETIZIL. no switchport port-security
maximum value { V% —7 A A a7 4 Falb—vary avry FEERALET, EXE—FE2T
7 4 /v MIRRE (shutdown E— F) 2R JIZ1E. no switchport port-security violation {protocol |
restrict} { VX —TxAf A a7 4 FXal—rar avr REEHALET,

AV E—=T 2 ARATRAT 4 vF— TFT—=Vv T &T 4 =77 5HIZIE, no switchport port-security
mac-address sticky { > #—7 =2 X a7 4 FXal—var avr REFEALET, (4T =
AANMAT 4 vF—EF2T MACT RLRAZXAF Iy BFaT7 7T RLVRAICEBLET, 7272
L. A7 4 ¥ — MAC 7 FL A2 L AR EZHRT L7=%A . no switchport port-security
mac-address sticky =~ ROANRZRICHKEZE S 9 —ERIFE LIV E . AL v FOFEBIFIZ A

T4 vF—T RLANETLENET,

MAC7 RLVA T—=TANBAAL vy FEIFA v F =T =AM A LDEX2T 7 RV AT XTELITH
E (RE, A4 FTIvI, AT 4vF—) OXaT7 7 RLATRTEHIBRT 512X, clear
port-security {all | configured | dynamic | sticky} ###% EXEC =2~ N&fEH L £,

T RUVR T =T EOEX 27 MAC 7 RLRA%HIRT 212X, no switchport port-security
mac-address mac-address A ' Z—7 = A A a7 4 Xalb—ary avry ReHLES,
F=T 2 A A LOFTXTOFAFTIv 7 ¥XaT 7 RLVRAEZT FLRX 77— 7»»6%@#5 IX. no
switchport port-security /> % —7 = X a7 (Falb—Tal avr FORIZ, ([ F—T=
AARATHR=F EX2U T 4 Z2HPAS R—TMITT 5725HIZ) switchport port- securlty a<w F&EAT)
L %9, no switchport port-security =~ >~ ]\“%ﬁﬂ%ﬂ‘éﬁml\ no switchport port-security
mac-address sticky 1 > ¥ —7 A X a7 4 F¥al—vary avry FEFEHLTAT v¥xF— &
Fa27 MACT RLVRAEZZATIv I EXaT MAC 7 RLRIZEHR LIZGE, FEICTHEINZLO
ERE, A —T 2 A A LEOTRTOEX2T 7T RUARHIBRENET,

BREFHOEF 2T MACT RLAET KL A T—7 005 HIECHIERT 5354 . no switchport
port-security mac-address mac-address A V2 —7 x4 A a7 4 F¥alb—ary avr RefHT
LMENRH Y ET,

KIZ, R P ECR— b %2 V7 2 XTIl EFaT T FL2A0RKEE S0 ICRET 2
BIARLE T, BT — KEFT 4 N, 257 4 97 €27 MAC 7 KL X RELEET,
FUvF¥— TV T EA =T NLTT,

Switch (config) # interface gigabitethernet0/1

Switch (config-if)# switchport mode access

Switch (config-if)# switchport port-security

Switch (config-if)# switchport port-security maximum 50

Switch (config-if)# switchport port-security mac-address sticky

WIZ, R—FD VLAN3 RIZAZT 47 X227 MAC T RLRERET 26 %2R~ LET,

Switch (config) # interface gigabitethernet0/2

Switch (config-if)# switchport mode trunk

Switch (config-if)# switchport port-security

Switch (config-if)# switchport port-security mac-address 0000.02000.0004 vlan 3

Catalyst 3560 R4/ v F YI b7 av74Fal—Sav HA K
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FERID ST 1 v O HEDEE

R—b X274 I—S20DA(FR—

f—F XU 0Eze B

WIZ, R—FDAT 4 vF¥—FR—b X2V T 424 F—TNITDHERLET, T—% VLAN B
J:U\ ?-?VLAN DOMAC 7 RLAZFETHREL, X7 7 L ADKREE 20| ;é“aﬁébi“l)‘
(¥—# VLAN 2 10, &7 VLAN IZ 10 %9 4 CTE4),

Switch (config)# interface FastEthernet0/1

Switch (config-if)# switchport access vlan 21

Switch (config-if switchport mode access

Switch (config-if)# switchport voice vlan 22

Switch (config-if)# switchport port-security

Switch (config-if)# switchport port-security maximum 20

Switch (config-if)# switchport port-security violation restrict

Switch (config-if)# switchport port-security mac-address sticky

Switch (config-if)# switchport port-security mac-address sticky 0000.0000.0002

Switch (config-if)# switchport port-security mac-address 0000.0000.0003
( # switchport port-security mac-address sticky 0000.0000.0001 vlan voice
( # switchport port-security mac-address 0000.0000.0004 vlan voice
( # switchport port-security maximum 10 vlan access
( # switchport port-security maximum 10 vlan voice

Switch (config-if
Switch (config-if
Switch (config-if

) #
)
)
)
)
)
)
)
)
)
)
Switch (config-if)

N E I_l_I
TIEH L UVERTE
R—=FEOTRTOEF2T 7 RLRIZZ—V 0 T AL LERETHICIE, A=~ XU TFT 4 =—
U EERALET, R—FZEIZ200F A 7O =0 TRV HR— XN TWET,

e absolute : fRESINT=—T 7 ¥ A LORKAKIZ, F—FEDOEXF2T7 7 RLARHIRINE
T

e inactivity : lEESNT=—T T XA LADM, ¥X 2T T RUVARIET 77 4 7 ThHoTHEIC
BH, R—FEovXaT 7 RLUARHIBREINET,

COMEEZFEHATAE, BMEOEX2T MAC 7 FLAZFHTHIRLARLS TH, X227 K—hE

DF N ZAEHIBRBLICEML, RBPOR—FEOEXFaT7 7 FLAEEZHBTEEST, EX27

T RLVADZ =V 7, A= ML CAR—TNVERETT 4 =T M TEET,

R—=b ¥F2 )74 2—PU T ERET DL, ik EXEC E— FTROFIRZFTLET,

avwrv kR

E]:5)

A7971  configure terminal

Ja—\)L a7 4 FXal—yary E—RRE2BBLET,

A7972 interface interface-id

BETDHDA LV H—T =2 AEREL, f VX —T A A 2
V74X al—ary E— REBBLET,
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AT975

ATy7 6
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switchport port-security aging {static | time time | |EX 27 K— " OREF 1 vV =— L T h AR —T N F

type {absolute | inactivity}} 7T 4 8—T NI LET, FEz—T 0T F A L0H
AT EHRELET,

GE) AAvFIE AT 4 vyF—kEFaT T FLAD
A—bh X2V 7T == T %R —FL T
EFHEA,

ZDOR—=HMI, AT 4 v IITREEINT=EX2T 7T R
ADT— v T F—T NI T DAL, static Z AL
F9,

time \Z1X, ZTOR— OZ— 0T F A LEEELET,
FEE T DHFHIZ, 0~ 1440 53T,

type (Zi%, KOF—TU—RFOWFh 1 D& RIRLET,

e absolute : =— 2 F XA T EHxtr—T 7L LT
TLET, ZTOR—bDOEF2T 7 FLRTTT,
B L7olef] (0 HAD) 23R4 2 & BIREINIZ2 0 |
X7 T RLA URIMDLAIBRENET,

o inactivity: =— VT XA TERIET VT4 T ==V
JELTRELET, BEINE time HIFEFICEF
TEEILT RLVRAINSDT =X NT7 4 v 7 BNIpWEA
WZIRY, ZOR—FrDOEF2T7 7 FLZARNHBRTINITA
nE7,

end ¥ebE EXEC E— RIZREV £,

show port-security [interface interface-id] ANIINEEHRLET,

[address]

copy running-config startup-config BB 274 Falb—Vvary 77 A VICREEZRTFLE

‘j‘O

AR—=FMEOFTRTOEFXF27 7 RLRZHLTA—F X2V T4 == T %7 4 B—T7MICT 5
{Z1%. no switchport port-security aging time f > ¥ —7 = A X a7 4 Fal—Yary avr Nz
FEHLET, BRUCEREINTZEX=2T 7T RLVRAZKH L CET=—V 7 %T 42— T 5113,
no switchport port-security aging static 1 > ¥ —7 A A a7 4 FXal—var avr REHL
ESsR®

WIZ, R= R EDOEF 2T T RLVAOTZ—V 07 XA Lk 2 BRICRET 202 7L ET,

Switch (config) # interface gigabitethernet0/1

Switch (config-if)# switchport port-security aging time 120

WIZ, ZOAVHE =T o f AR ESNIZEF 2T T RLACH LT, ==Y 7% x—7 ML,
T I T 4T 2=V T FAT D=V T B Lk 2GICRET DB ERLET,

Switch (config-if)# switchport port-security aging time 2

Switch (config-if)# switchport port-security aging type inactivity

Switch (config-if)# switchport port-security aging static

FRiD a < RE#ERT %121, show port-security interface interface-id it EXEC =~ R& A
HLET,

Catalyst 3560 R4/ v F YI b7 av74Fal—Sav HA K
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R— FEEO FS 7« voHEZEORT M

R—bk X2 )74&ET54—F VLAN

A— b X2 )T AICkY, BEFRF— D TEET S MACT FLAKEHIRLED | K= h 0¥
T 5 MAC T FLAZE#HLEY TEET,

PVLAN A B I OEZEMNR—FTR—F X2V T 0 2R ET DL, it EXEC E— FTHRD
FIEZFITLET,

avwok B
27971 configure terminal Jua—\) ary 74 ¥al—ay ®— REBEBELET,
A7972 interface interface-id METAIA L E—T oA AEEEL, A F—T AR 2

V74 F¥al—ary ET—RERBLET,

A7973  switchport mode private-vlan {host| promiscuous} | .{ > % —7 = f{ A TCF 54—k VLAN Z A 2—71IZ L

£7,
AFy7F4 switchport port-security N B =T oA A FTE—F BF 2T 452 R—T T
LET,
A7975  end b EXEC E— FICRE D £,
A7976 show port-security [interface interface-id] ASTNE L ET,
[address]
A7977 copy running-config startup-config FFEE) av74Fa2l—ay 774 INVICERTEXHREFELE
TO
Switch (config)# interface GigabitEthernet 0/8
Switch (config-if)# switchport private-vlan mapping 2061 2201-2206,3101
Switch(config-if)# switchport mode private-vlan promiscuous
Switch (config-if)# switchport port-security maximum 288
Switch (config-if)# switchport port-security
Switch (config-if)# switchport port-security violation restrict
~
GE) AHA—bEX2V74L7 74— F VLAN Ol GPRE SN TSR — ML, E* =27 PVLAN

R DOFT_AFHTIRARETT, BX 27 7 RLAREF 27 PVLAN B— N CEEXNRD L=, [H
CExaTZ 7 RLAE, RU774~U VLAN IZBET 580X =27 PVLAN R— h TIEHE & F
Yh, 7L, X227 PVLAN R— FCTEEEINEZT FLVAF, U774 ~U VLANIZET S
t % =27 PVLAN R— F THEETE £,

ARARN FR— b TEHINA EX2T 7 RLRE, B#ET7 74~V VLAN THEIWICEB S, F72[H
BRlo, MERR—FTHEEENIEX2T 7T LR, T _TOMEE L4 Y VLAN THEICHE
#MIxnFET, #HT KL A (mac-address-table static =2~ > K& ) X, =2—¥FBEF% =27 KR—F
TRETDHIEEFITETETA,

R— FEGID 5T 4 v I HIHEEDRT

show interfaces interface-id switchport #i# EXEC 2~ F&MifHT 5 L. (iOFEOFMNE) 1 v
H—=TxAA NTT7 47 OB ICHIBORENE R SILET, show storm-control 35 L
show port-security #7# EXEC a2~ RZEHT 2L, A F—LaHlHllB LR —F EX =2V T 0 DR
ERFRRENET,

| OL-8553-04-J
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E2UE K FEED ST 4 v HEORE |

N A FEED ST« v RBREDORR

N7 7 4y OFIEIERERFT DI, K 24-4 OFHE EXEC 2~ R& | DEITEREHL F

ﬁ—o

& 24-4 F3 749 ORBERT—E2RABLVREERTT HHOIATUE

avwoFk

E:y

show interfaces [interface-id] switchport

TRTCOAAL v F 7 GEr—T 4 7) A= rERIIfEESNT
R— FOEFEAT —H AL FIEAT — 5 2%, K=k Toy¥
VIRBIOR - MREORTEEEGED TERRLET,

show storm-control [interface-id] [broadcast |
multicast | unicast]

FTRTCDA LV F—T 2 A AFETFRESNTA VF—T =4 AT
EIINTWVD R M—AHIEH L~ vgd, EESN T 747
B AFITHONT, Foid7ae—FEFx¥ A M v 74027 (b
T U T BATHRAITENTORVER) IOV TERLET,

show port-security [interface interface-id]

24 v FFERIFEEENIEA VA —T 2 A ADFR—F X2 T4
BEE, HA VI —T 2 A ATHREINDEF 2T MAC T KL AD
BRE, AV A —Tx2A4ADEXF2T7 MAC 7 KL 2D, 4EL7-
X2 )T B0, EXE—RFEEDTHERLET,

show port-security [interface interface-id] address

TRTCDAA v F A FZ—T oA AETIFRESNT AV F—T =
A ANTRESINTEZTRTOEXR2T MACT FLZ2, BXOET R
ADT—T U TIEREFRLET,

show port-security interface interface-id vlan

feEESNI-A 2 —7 A A2 VLAN B TREShTWAHEF 2
7 MAC 7 FLADOEEERLET,

Catalyst 3560 R4/ v F YI b7 av74Fal—Sav HA K
m. 0L-8553-04-J |
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