GE)

ACLIZEBARYFT—Y X)) T14DEE

OETIH, TZ7EA arbtue— UL (ACL) ##iH L C, Catalyst 3560 AA vF ETxv b
T—27 X% 2T 4 &HETDHHELLOWTHHLET, avr FRBIURROFTIX, ACL DEBKT
TIEAVAREW) FELZFEHLTNET,

COFEICFEHEN TS IP ACL OfE#IL. IP Version 4 (IPv4) O DT, IPv6 ACL DFEAIIZ DV
TIE, % 38 & [IPv6 ACL O#&E] R LTI FEFEW,

COETHEMALTWD a3~y FOMXB LOHEAGEOHMICONTEL, 20D ) —20a<wr R Y
7 7 L A [Cisco I0S IP Configuration Guide, Release 12.2] |23 % T1P Addressing and Services]
@ [Configuring IP Services], 3L [Cisco I0S IP Command Reference, Volume I of 3: Addressing
and Services, Release 12.2 ] #ZMH L T 723y, Cisco I0S O~ == 7 /i, Cisco.com ~<X—D
[Documentation] > [Cisco IOS Software] > [12.2 Mainline] > [Configuration Guides] ¥ 72 1% [Command
References] 2> AFTEX E T,

ZOREONEZ, kO LEBY T,

o [TACL %) (P.32-1)

o [IPv4 ACL %] (P.32-6)

o [47iff& MAC #E3E ACL O1ERL) (P.32-27)

e [VLAN ~ v 7 Oi%E| (P.32-29)

e [W—% ACL % VLAN ~ v 7 L fila ot CTHERAT 5 51k (P.32-38)
o [IPv4 ACL O EDFR] (P.32-42)

ACL O#Z

Ny b T4 BV TR, Ry MU= NI T 4w EREL, BEOZ—FEET A ATk
5%y b= OFHEHIRT S 92 TERILET, ACLIINV—F E7213AL v F2W#ETDH T
T4 T HT4NE) T L, BEDA v H—T =4 AF721F VLAN (A8 LAN) T34 v &
A, FLIFESRLET, ACL X, X7y M SN2 A& R L OYER LM oER T b n 4%
FVTT, XYy IBA U E—T oA RAZERBTDHE, AL T IFI Xy MNOT7 4 — AV REEA SN
5 ACL EHEEL, 778 A U R MIUEEINZREREESNT, R~y MOIREICHLERHERZ FF -
TN EIVLEHRLET, 778A VR NADOEEEZ 1 DT O, Ny hETANLET,
BN =B LR Lo T, AL v TR RTry EZTFANDINERT 0B RESNET, AA v
FIIRINZ B LA TT A 2T 250T, VA MIEBEZEBETHIHFRERTYT, —HT 2
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W AcL oEE

FUENTRNGAE, AA /7‘ W7y PR LET, A v FiT. HIRSEMENZ2WEEIZ 7 v b &R

L, fIRSEERBIE/RIT Ny e Ry LET, AL vFiL. VLANNTT D w7 &R
LNy NEEDT, %ﬂééﬂ%’)ﬂ"\f@/\#/ MZ ACL AL F7,
Fy NI = ZHEARN X2 ) T 4 ZEBATIHEEF, V—FFERFLAYI ALy TIT 7L

UAMERELET, ACL 23 E LTiud, A4 /?%Llﬂ?‘éﬁ‘f\“(@/\ﬁ/ RR F’7 7
DHHPLETHAINDLAREMER DY £7, ACLZEMAT 2L, Xy NUV—2 DI LIT
TAFRERAA MEHIBEI L2, V—F S F—T 2 ATEHEE LI Ty 7 EIND NT 7+ Vﬁ
DFEFEZRETEET, LT BEFA—IV FT7 74y 7 OEWELZFFA L, Telnet 77 4 v 27 D
WA EAET 22 TCEFET, ACLEERN I 74y 7, BENTIT 74 v, EREFOMGET
By THEIICHRETLHILELTEET,

ACL (1%, Access Control Entry (ACE; 772 ar bu—)L x> L) OEFMT LREZY X R
BENTWET, & ACE 121X, permit F1=iL deny &, /X7 > I ACE & KT 5720107 T4 E
OHDH—HOLMERELE T, permit £721% deny DEMHIZ, ACL MEHIND 2 TF A MIE-
TEDbY 9,

ZA v FiE, IPACL &4 —¥ x> F (MAC) ACL #HHK—FLTWET,

« IPACLE. TCP, =—% F—4#27F 5 7 k=i (UDP). A ¥4 —Fy b JA—TERT 1 |
2 (IGMP), BEVA ¥ —F v Ml A v&—Y Fu b=t (ICMP) 2ED IPV4 k5
TA v BT 4NEY T LET,

o f—% Ry MACLIIFHIP T 74 v 0 %7 4NZ YT LET,

ZDAA »FiE, Quality of Service (QoS) 3% ACL ¥ AR — kL TWET, FEMIZ OV TIE, TQoS
ACL IZHES< ¥ (P33-8) &ML T &,

2T, ROEIZOWTIEBALE T,
o [HAR—hr&hbd ACL) (P.32-2)

o [ TTTAXAVMELENTZ N T T 4w I T T T A MESILTWRWRNT 7 w7 OALE
(P.32-5)

1l

HR—rEh 5 ACL

FIT AT AN ) TS RITRT 3HEED ACL XY R—FENTHET,

e F"—HKMACLIZ, VA¥2AH—T2ARIAB NI T4 I %T 7R arba—LLET,
AA v F T, BEHFHOR—F ACL ZV AR —FLEHA, 1 DDAV 2 A X —T A AT
WHTEADIE.IPT77A UARLDEMACT 78R UALN1 27T, SOV TIE,
[FR— K ACL) (P32-3) #5HL T E&E,

o V=% ACL X, VLANITA =T 4 V&N T T7 4 v 7 DT 72 AZFHEL, LAV 3 A
=Tz A ZATREOT A CGEEELITRRE) CEAShET, FMico>VTiE, b—% ACLJ
(P32-4) ZZML TS 7SV,

e VLANACL £/ VLAN = v 71X, 9Ty b (FUV PR X7y hBIOAL—T v F
Ny R) OF 7EAEHIEILET, VLAN v v 7235 &, FT VLAN NOT 3A AT
HREESND T 740087 4N H ) 7 T&EET, VLAN= Y 7%, IPVADOL A ¥ 3 T RL R
WZESNWTT 72 ary b — LT85 ICREINTWET, A —¥xy b ACE 2T 5 &
MAC 7 FLAIZEkVY, $PR—FrEnTWWnWTa halilN7 7w avy ha—LEnET,
VLAN < v 7% VLAN ([Z# 345 &, VLANICABZTRTORry b b—F v K%y bE
X7V v R "7y b)) MVLAN vy 7 EBRASNET, X7y M, AL v F F—r2NL
T, F00Z. V=T 47807y FOBE, V—FT v RAR—F2MH LT, VLANICASZ
LR TEET, M oOVWTIE, ['VLAN v v 7] (P32-5) 2B LT &N,

B AL vF ETANKR—K ACL, +—4% ACL, VLAN ~ v 7 Z & E4, =7L. &—F
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R—k ACL

AcLogz W

ACL I3V —4% ACL £72iX VLAN v v 7 L s E T,

. 7\7]?“% M ACL & VLAN ~ v 7NiliF e bi#EH I N TWAEAEIZ, A— N ACL BAEH I
— Ry FRERETBHE, 20y FEAR— K ACL J:of7411/§7 Vo rEanEd,
%@ﬁﬁ@/\”ﬁ“‘y MZ., VLAN v~y FIZLoTT7 4 VvV T ENET,

o AA TR A L H—T A A (SVD) IZATIN—4% ACL BEXOATIAR— b ACL 3% E TV
LI, R—F ACL BEA SN TWAER— MIATy FRHEET D E, 207y MIR— |
ACL | otof7wl/5( Vor7anEgd, oR— N TCZELEEREOLV—T 4 7 1P N7y MZ
IZ, V=% ACLOZ7 4 VvEPREHINET, thoXry MIT7 &) v 7EnEdi,

o SVIICH AN —% ACL BEIOASR—F ACL RRESNTNELEAIC, A— b ACL BNEHA Sh
TWAR— My MRBEETH & _031\17/ MIR—FACLICE > TT7 4R ) 7 EN
T, BETHIL—TFT 47 IP 7y FMZliZ, V—% ACLDO 7 4 VA REMAEShET, o
Ty MITZaNE Y T ENERE A,

e SVIIZVLAN v 7, AJin—% ACL, BXOATIAR— K ACL BZRESINTWAHAID, A—
FACL EH SN TWDER— M ATy MRERETDLE. 208y MMEdA— b ACL 721 T
KoTT7 4B rTInET, MOFR— FTZE Lt%1nﬂ>/lx—74 V7P Ny BT
VLAN = v 7B LU0 —% ACL O 7 4 V2 BREH S ET, oy M, VLAN"?/70)
TANE TN EAINET,

e SVIIZVLAN v v 7, HJin—% ACL, BELUANFR—F ACL BFEEEINTWBEAIL, F—
FMACL BEAINTWVWDIR— MNMIATy MRERFETHE, 203y MIFA— M ACL 7271
otz ranNEd, RETDIAN—T 47 IP X7 v MZiE, VLAN v v 7B LWV
J—% ACL O7 4 VENEH SN ET, o7 v MZid, VLAN ~ v 7O 7 V& 720 733 A
EhEv,

A H =724 ACTIEEE 802.1Q h> RV 7 H#BRELTCVDHEA, bR R—FTZEFLE
IEEE 802.1Q 7 7 &AL IP X4 v biE, MACACLIZE»TT7 4 &) 7 &£, IPACL T
X7 4B rERERA, THIE. AA v F N IEEE 802.1Q ~v ' —RNERO 7 1 b 3L A7 L
RNz TY, —4% ACL, A"— h ACL, 8L VLAN ~ v 72, ZOHIBR @A X E T, IEEE
802.1Q > U vV ZDFFMIZ W TIX, % 16 ¥ [IEEE 802.1Q h> XU v 7B LUV A ¥ 2 7 b
I hRV T ORE] ESRLTIEIN,

R—=FACLFZ. AL v TFDULA Y2 A F—T oA AZEHEND ACL TF, &A—  ACL 3% K —
MENBZDOIIMEA > H—T = A A721F T, EtherChannel f v % —7 = A ATV HR—FENT, &
FHEMOA v E—T oA AFICHEAENET, ROT 7R URA MR FR— SN THET,

o ERETT FLVAZFEHATHIP 7 7R U A
o FEETBLOWELEOT RLALESZT T har ¥4 FEREFEHCXAIEERIP 7722 U R B

o EFEILBIUHEOMACT FLARETE T bal 4 TEREFEHTE S MACIEERT 7 &
A U Ak

AL v FiF, AV F—T oA RATHEESNTZT X TOEEEICEBMT T SNz ACL ZiE~, 7
R ACLANOTY R EEDL T HNITHESNT T ]\@%%%%ﬁ‘ﬁif:bi?ﬁ?bi?‘o
IDOXHIZ, ACLB Ry NI—T 33y hT— 70)% TDT e RAEHELET, X 32-11
*’“/\T@U I AT —va YA L VLAN IZh A5AICAR— N ACL Z AL Txry hT— 7/\0)7’
I AERIETAHERLET, LAY 2 AJNCHEA éﬂé ACL }Z. 7" A ; A IZ Human Resources
XY NT—=7~DOT 72 AZFALETH, FALNBIZERLRY NV =7 ~DT 72 AZIELE
T, A"—bF ACL IZ, FEFRDOLA T2 A X —T oA AL TFICHEATEET,
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W AcL oEE
B 321 ACLIZEBRY FID—9AD ST 4 v DEIM
| e |
y—— 3 : ——
! El AR KA
I XI
] —
y——— ————
RXFB
AE CEAES
oy kO—4 *y bT—7
X = RABOLD T T4 v EEEL. ©
RARADLD T T4 v EHTTHACL &
>= N7y tb 2
R—MACL%2 FZ7 7 R—bM#EHATAHLE.ACLIZZDO T 7 R—FEDTRTO VLAN ThT
T4 T 4nNZ )7 LET, A—F ACL 2% VLAN "— MZ#EHT 5 &, ACLIZT—#
VLAN ¢ EF VLANDOE ST T 74w 77 4 0H2 ) T LET,
AR—FACLTIZ. IP7 7R VA FEERHLTIP "I 742274 NE )7 TE&, MACT R
VAZMERHLTIEIP T 74 v 2574 NF ) 7 TEET, ALLAY2A 0 —T A ALETIP
FF7 74P IEIP VT 74w DM BET ANE) U TTDHIZE, T X —T = AZIP TV
X VA NEMACTZ A VX NOWFZEALET,
~
(G¥) LAY 2A L2 —T oA ZCHEHATELDIL IPT 7R VARLIDEMACT 27X UX K127
JCd, §TICIPT77®8AVARNELIIMACT 78R VA MRRESNTNABLATV2 A4 —
TxAAZHLWIP T 7R VA RMEFRIIMAC 72782 U X M2lfT 5 &, &REFLD ACL 23#HT
LWACLIZEEZ#Z b ET,
JL—% ACL

VLAN ~DL A ¥ 3 A2 F—T A ATH5DHSVIL, LA VYIS FX—T oA X, BILRLAT3
EtherChannel f > % —7 = A A2, V—% ACL Z#HCT&FEd, »—% ACLIZA > F—T = AD
BEDHIN CEEERLITRE) THLTHEAINET, | 2OA ¥ =T = ADHHIT LI, V—F
ACL % 1 D cx £7,

1 5D ACL ZH D8 EA » F—7 = A AOHEHOKBEIHEAN TS £, £72, 1 SOEKREICHEED
ACL 214252 &b TEET, 1 20— ACL 8B OEETHEMRT 5456, £DLr—% ACL
IR, BEShET,

AL FIFE. IPVA N5 7 4 v T DORDT VA VR NEHR—KLTWET,
o FHEIP 7 7R URBMTIE, BMABIEIZEGELTY FLAZBEHLET,

o PERIP 77 2R UANMI, BEXT FLA 5T FLA, BLUA T aryoFa bal 44
TEHRE N L BB ATV E T,
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VLAN v v 7

AcLogz W

AR—F ACL B4 LFAEE, A v TFIIA v F—T =24 ZTRESN TV HHEEICEEMTT TN D
ACL ’BAESNEY, 72720, —% ACLIZRAHTHR—FENTWET, "7y EBRAAL v FO
AU B =T 2 ACHEETH L ZDOA U F—T = A ACRE SN TN D TR TOHEHIEICHIET 5
ACL BNREESNET, Ty FRA—T 4 V7 ENTHHRIZ AR Ry FITEEESIND ETOMIZ,
HAA v #—7 = A AR E SN REHEICHET 53T XTo ACL MREShET,

ACL IZACLNO=> hU EXTy hO—FHERIZIE LT, 7y MEEEFFA T, HETH0%
wHFES, ACLEZHATZE, Xy PV 2EREFIEIXY NI =7 O —HIZKHT5T7 7R a2 b
0—/PTZET, K 32-1 T, A—F~DANCHEHEN TS ACLICL Y, FA M AIXAELR
Xy NT—=T~DT 7 HANFASNET, A& FBIIESIRET,

VLAN ACL £72iZ VLAN v v 72 L T, 9NTONT T4 v V%77 BRX ar hr—LT&E
+, VLAN DI TL—FT 47 &EN5b, FFHEAAL v FDO VLANHTT Y v P 7 EN5TNTH
Ny M, VLAN ~ >y 72 L E7,

VLAN =y Fidtx=20T5 40 X7y b 740020 2R LTLZEY, VLAN v v 7 THa (&
BEFIIRE) TEHZENEEA,

VLAN = v 7%ZRELT, IPv4d 877 47 DLA ¥ 37 RLAERETEET,

FTRTCHIEIP 7 baiid, MAC VLAN ~ v 7 Z2EH LT, MAC 7 KL 23 X O Ethertype 12 & -
Tr77%Aarvia—nangExd (AP 771 v 712, MACVLAN ~ v I2X b7 7182 3 b
a—/N TEFHA), VLAN v v T3 AAL v F2@iwmdT 5y M FEATEEST, "7 EE-
LZDAAL v FIEREINTZBDOAAL v F EOKRA MO T 7 4 v 7iZiF. VLAN ~ v 7 &3 &
BHZLENTEERA,

VLAN =~ v 7%+ 5 &, ~v I ESNET 7 a T ESNW Ty FOERENHFAE21T
HEESNET, K 32212, VLAN v 7Z2EA LT FED T 74 v 27 #A4 7% VLAN 10 DK A
FADPBEETERVWEIICHETHHERLET, 4 VLAN (21X, VLAN v > 7% 1 272 #HA T
xE7,

32-2 VLAN Ry F(2& B +5 7 1 v OFIH
[leé=74[j
p—— X p—— /]
= > - =

KRR A KRR+ B
(VLAN 10) (VLAN 10)

X=HRAFADLOHED ST vI814T%
EETBHVLAN T v F
>=/1\7vt

92919

T30 *AMEENTF2 bS5 T4 9D ETSTTAMEESATWWENWERS
7499 DE

IP XYy MI,. XYy NV — 72 BBRTAEZICTTTAMEENRAZENHY T4, ZOHEE.
TCP £721Z UDP R— b B ERLICMP # A4 7B LV a— KR ED LA ¥ 4 FHIL. 37 > ORI DOES
BINDDH T T T AL NEFICEENET, DT T 7 AL MTiE, ZOERITH Y A,
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IPv4 ACL DER3E

ACE lZiE, VA Y41 ET =y 7 LRWIZD, TXTONRTy b 7772 MIEHERD b OR
HVET, LAY A4EREFADL ACE X, 77 7 A MEENTZIP Xy hDIEEALEDT T T A
MR 2 FIETITEA CEERA, 777 A MTLA VY AREENEENTE LT, ACE 23—
DLAY AfFERET =y 73256, —BUL—VEROX S ICEFESNET,

o TITAVINDOLA Y IEFR (TCPLUDP 7 hal AT 2Et) 2F v 7 +258
A ACE I, EFEN TN A ¥ 4 FROBEIZO DL T, 777 A e —HTDHLERRS
nEJ,

s LAYAERET =y 7 THHAACE X, 7T 7 AL MIUA TV AERPEENTORVIRDY |
TITA M EBLERE A

RDOa~<y FTHEIN, 7772 MeShi3 2oy MZEHENS7 278X VA K102 %
BHZHL > TR L £ 97

Switch (config)# access-list 102 permit tcp any host 10.1.1.1 eq smtp
Switch (config)# access-list 102 deny tcp any host 10.1.1.2 eq telnet
Switch (config)# access-list 102 permit tcp any host 10.1.1.2

Switch (config)# access-list 102 deny tcp any any

BAID 2 250 ACE (XI5 T FLADKIZ eq ¥—U— FBAH Y 928, ZHUTEEMD TCP %65t R —
hF 5 R ZE 4L Simple Mail Transfer Protocol (SMTP; >> 7L A —Ldgik 7w hajl) BIO
Telnet & —EHTHNEINEF =2 v 7 TDHILEERLET,

o Ny MAIKEADR 10222 OFR— bk 65000 /54 A K 10.1.1.1 ® SMTP R— MIEEEND
TCP X7 v b TY, ZOXRTy "R T T T A MEENTEHE., VA Y 4 BRI TATHI» T
5720, BNy NTHAGAELFRLLIITEYIOT 7 Ay R EWIO ACE (permit) &
—FHLET, BOVDOT7IT T AL ML &\YDO ACE & —FHLET, L, ThHD 7T 7 A0 M
SMTP A — MEBRBEEN TR TYH, MO ACE Nl sz & XL AV 3 FERIZT%E
Fxv 7 THN5TT, ZOBOEFERIZ, X7y M TCP THHZ L &, 5852 10.1.1.1 TH D
NP G

o Xy hBIE, AAN10.2.2.2 A=k 65001 725 A K 10.1.1.2 & Telnet AR — MZHEE S E
T, ZONRT Y ERT T T Ay Meaheha, LAY 3ERELVA VT AERBTXTHi-> TV 5D
D, DT T T AL RBR 220D ACE (deny) &—HLET, VDT T 7 A ML, LA
Y AFEBNEGEEN TN D, 229DD ACE & —HLFHA, VDT TFT T AL MI3HHD
ACE (permit) & —FLET,

BIDTZ 7 A SPEG S22, ARA S 10112 13573887037 v FEBERTE T, 20k
Re ATy FBIESENET, 2L, UROFNSNZT T 7 AL FRR Yy b U —27 O
Mz L, AA RN 10112 283837y FEFBRLE S L2 LSRR MDY Y =2ARNHESH
ij‘o

o 7TV AV MEENT Ny R CIE, BFA N 10.2.2.2 DF— bk 65001 2358 A K 10.1.1.3 DR —
M p ICEESINET, ZOXRTy MRT7 T 7 A 2 MeShihh, BPIOT7 77 A Rid 42
@ ACE (deny) &—8LET, ACEZVAY4HRET v 78T, T XTOTIFTAL DLV
A 3HEWICHELNF A S 10.1.1.3 TH D Z EARS I, #iOD permit ACE [$E /2 DA A h &
FryZ LTWEEZD, M7 T 7 A b T_XT425HD ACE & —F L%,

IPv4 ACL DERE

ZDAA »FTIPVv4ACL & ET 2 FIEIZ, D Cisco AA v FRN—F TIP v4ACL R ETH T
JIHE R C T, 22T, TOREFEZMHICHIL £, ACL OFEICHET DM OV T,
[Cisco 10S IP Configuration Guide, Release 12.2)] @ TIP Addressing and Services] OEIZH 5
[Configuring IP Services] # 2 L T E &\, a2~ FOFEMIZOWTIL, [Cisco 10S IP Command
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AFyvFT 1
2AFyvFT 2

IPva ACL oz N

Reference, Volume 1 of 3: Addressing and Services, Release 12.2 ]| %2 L T 72 &\, Cisco IOS @
~ == 7 VX, Cisco.com ~*—® [Documentation] > [Cisco IOS Software] > [12.2 Mainline] >
[Configuration Guides] ¥ 72 % [Command References] 72 H AFTE £7,

ZDAA v FiE. CiscolOS L —% D ACL I[CEET IR DOMREL R —F LTV EH A,
e JEIP 7m h =L ACL (% 32-1 (P32-8) #%&/) /137U v S r—7 ACL

s IPT7AVST 4T

o EHEEBIUFEMEL— MR (QoS ACLIZL D L — hlIRZ <)

e V7V VT ACL £72i3¥# A4 F v 7 ACL (A v F 77 A2 ) JHRETHEM SN L2HMO
A3y 7 ACL %Br<)

e R"—HFACL BEIWUVLAN v 7IZBT5 ACL rx 7
ZDAA v FTIPACL Z2EHT 2 FIHITIKRDO LY TT,

T EAVRANDOERSFELIZLETET 7 BASME2IEE LT, ACL Z2/ER L E T,

ZDACL A B2 —7 = A AF 2 IFTImARRIRUTE M L £ ¥, it L OYEH IP ACL % VLAN v~ v 7
WEHAT 22 b TEET,

T ROBEIZOVTHALET,

o [fZH#E IPv4 ACL 33 L OELAE IPv4 ACL O1ERL) (P.32-7)

o iR [REIR~D IPv4 ACL O] (P.32-19)

o (AU H—T A ZA~DIPv4 ACL O (P.32-20)

o IN=Ry=7BLOY 7 U=TI2L5 IP ACL O/ (P.32-22)
o [IPv4 ACL o%EHl (P.32-22)

24 IPv4 ACL & & UHLER IPv4 ACL D1ERL

ZZ T, IPACL IZ2WTHEB LET, ACL i, FFAS&M E EESRMOIERTT bNn-HEE ) T,

AA v FiF, TI7EA VA NNOEHEZ 1 DT O, Xry bE2T7ARMLET, B LS

HIZEoT, AL TRy bEZFANDIDERTE20BRESNET, A1 v FIE—KT 55K
DEMERRON SRR TNy hOT A NEEIET 5720, FHOIEFPEERBEREFRLET, —
BT HEMENRVGEE, AL v F Iy EEELET,

ZOYTZ Ry =T, IPVAIZOWTKRO ACL (T278A YA L) 2% R—FLET,
o FRHEIP 772 VA RTH, MEBREISEETT FUAZHEHALET,

o WRIP 77X VX MTIE, BMEBMEIZHETT FLALSET FLAZMEHL, EETT e b
A ZA TIEREEN L THEOEOMMAS2mO 52 HTEET,

ZITHE, T7E8R VR MNEZOERFIECONTHILET,
o 772 URXIESZ] (P32-8)

e TACLux>7) (P32-8)

o [FHESHIFE®E ACL OfFERK) (P.32-9)

o [FEAH&iisE ACL OfFrk) (P.32-10)

o TACL N® ACE O ~#2% | (P.32-15)
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W 1Pv4 ACL DEEE

o [AHIfT&FENE ACL B X ORI 2 JiiE ACL OfERk] (P.32-15)
o TACL TOREHEPHOMEH ] (P.32-17)
e TACL ~m= Xy ~offiA] (P.32-19)

TOERA VA ES

ACL 3T 212D 2F 513 T 27 278X VA MDZATHRLET, £ 32-1 12,

TI7EAVAEGEMETDLT 78R VAR AT EZT,

ZDAA v FTHR—FZINTWNEDN

EIYMERLET, ZOAAL v FIL, IPVAEET 782 VA MBIWEET 7 X VXN (1~ 199
BELU1300 ~2699) ¥ R—FLET,

=& 3241 FOER YR MES
FOERA VR +EE |447F YR—rHY
1~ 99 IPIE#T 72 2 J A |k Yes
100 ~ 199 IPJEEET 72 U A K Yes
200 ~ 299 Fu kAl AL Fa— K T IERX Y X b No
300 ~ 399 DECnet 7 722 U Z |k No
400 ~ 499 XNS fE#7 7% % J A b No
500 ~ 599 XNS $EET7 7 &2 U A b No
600 ~ 699 AppleTalk 727 A U A |k No
700 ~ 799 48ty FMACT RLA 727k Z UK No
800 ~ 899 IPX fEHT 72 VR B No
900 ~ 999 IPX fE8ET 72 A2 U A K No
1000 ~ 1099 IPX SAP 7 7 &2 U Z No
1100 ~ 1199 JriE48 €y P MACH~U—7 KL% 727+% |No
2SI N
1200 ~ 1299 IPX $~U—TF7 KLAT7Z7EA U=k No
1300 ~ 1999 IPHEHET 72 A U A b (PLoR#FH) Yes
2000 ~ 2699 IPIEET 722 U A b (JEIEHIPR) Yes

GE) FEEMNEFEEACL BLIUOFESMNEHE ACLIIMA, ¥R—FENL5F52HH L TAAIMT & FLE
ACL 3B L UOA AT 483k ACL bAEK T 9, FE% IP ACL o441 1 ~ 99 T, #L3k IP ACL O4
A% 100 ~ 199 T4, FSFE U A bORD Y IC4HTMTE ACL 242 Z Li2id, = U Z2E5]
WCHIBRTE 2 & WO REDRH Y £,

ACLBXx>/

BEHREIP 772 A VA ML THAELIHEST SNy MZBET e Ave—UR, AL vTF
D7 P TICE-oTEREINET, 2FV., ACL &£ —ET B X7y bR3HoT=5HEIE. O
o MIBET IR @MA vE—URar Y= ZEFESNET, I Y MIIERREND A vE—Y
DL ~YLiE, Syslog A v E—VaHETLIrX 7 aryy—)b a~v s RTHIEIENE T,

[l Catalyst3560 R4 v F Y7 b7 A4 F¥al—av A4 F
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IPva ACL oz N

N
(G¥) w—?4V7@A—P7I7T\D%Vﬁmy7kvl7?£ﬁéﬂiﬁ L7=h-> T, mg%—v—
REETLFF (permit) ET2I13HES (deny) ACE & —ET 257 v "REREETLHHE., V7 K
T TIEIN— R = 7 OMHEEIBNSL ZENTERNWZD, —EHO7r Yy MIa Xy 7 Iinn
ERHY ET,
ACL #EEB L7z T y MZOWTiE, B Ave—URTCIZRRENETR, THUBED R
Ty MZOWTIE, 5 EOIERFBARE L TorbRRERIZIeXF U TEINET, v AvE—UIC
X7 78R VR NERS, Ny hOFREIITERICET RN, Xy hOEETIP 7T KL A, B
FOEFIO S IR E 73BT INTZEE TN LD MRS ET,
HEHIIEHE ACL DER
FE A EHENE ACL Z21ERT 2 121E, 7 EXEC E— R CKROFIEEZFITLE T,
avyv Rk B
A7971  configure terminal ya—r L ar 7 4 Xa2lb—ay B— NEEBLET,
A7972  access-list access-list-number {deny | permit} |3%(ET7 RL AL T AL KA — K& L CELE [Pvd 7 27 & A
source [source-wildcard] [log] VA NEEZLET,
access-list-number \Z1%. 1 ~ 99 F721% 1300 ~ 1999 & 10 #E%
ERELET,
FHER—FLIESHGAILT 7 B ARERT 25461 deny, AT
LA permlt 75:? ELET,
source (21X, /N7y FOREEITLE 2D FR Yy MU —2 F7213F A b
D7 R vx%&@ﬁﬁ?%ibifo
e KNy MIE 10#ERTIZED 32 By FEOHE,
e source 3 LW source-wildcard @ 0.0.0.0 255.255.255.255 @
B E BN T D ¥ —U— K any, source-wildcard # A /19
HMETHD FH A,
e source 33 X U source-wildcard D1 source 0.0.0.0 DE MG &
BWd 5% —17U— K host,
(ER) source-wildcard 1%, VA )V I — K By hEEETT N
AICHEALET,
UEE) log #fgET 5L, = N &—HKT 537y MZBET 5
OZEMA =N = MICEEENE T,
A7973  end ke EXEC £ — RIZED £,
A7974  show access-lists [number | name) FTIrEvRA URARNDORELFRLET,
A7975 copy running-config startup-config () av74Fal—vary 77 A NVICREEZRELET,
ACL 2K % HIkx3 5121%. no access-list access-list-number 7 2 —/3)b 227 4 Fa b —/ g 2~
UREMEHLET, ﬁéﬁﬁ%T?ﬁZZ YA RBE4x o ACE IZHIBRCE £/ A,
Catalyst 3560 R v F YI r 97 av74Fal—>ay HAF
[ oL-8553-04-J .m
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W 1Pv4 ACL DEEE

~

GE)  ACL Z{EKT 5 & &12i%. ACL ®KREICT 7 4 /v F THEAYZ: deny A7 — b A > RaMiBAI S h,
ACL DbV ICEZET D ET—HTD2HRMEB RO RN T2T _RToNry Ml IS Z LI
HEELTLEEY, EH#ET 782 VX MTIE, BEMfTONZIPARAR 7 FLA ACL OEENL~
A7 BT HE, 0.0.00B~vART ERARINET,

WIZ, TP R Ak 171.69.198.102 ~DT 7 ZAZHEE L, OTXTDHRRA MA~DT 7 EAZFFA L,
FER A FoR T DA UE ACL OERBIZ R LE T,
Switch (config)# access-list 2 deny host 171.69.198.102
Switch (config)# access-list 2 permit any
Switch(config)# end
Switch# show access-lists
Standard IP access list 2
10 deny 171.69.198.102
20 permit any

AA v FiE, host BN H B U L don't care ~ A7 0.0.0.0 2 ET—EHE&MRHDHZ Y
DY A FOFEICBEI L, 0 LD don't care ~ A7 ZHgtem MY L0 BENCMET D L Hic, HEYE
TI7RA VR MDIEFEZEZHRZET, TOED, show a2~ FOH a7 4 Falb—v g
T77ANVTiE, ACEXRLT LHEANSINZEBYDIAFCRESINEYA,

YERL U 7= B HIE%E IPv4 ACL 1%, SmaRERR (TR E#~o IPv4d ACL O | (P.32-19) #5M).
Ao B =T xR (L HZ—T A A~D IPv4 ACL O] (P.32-20) #&H). £7-1% VLAN
(TVLAN = v 7o#%iE] (P.32-29) #&M) I[CEH T £,

TS (T &R ACL DER

1 ACL TIIBEICHEILT FUV AT 2 LE 425, 0k ACL Tid, BEBRFEICEELT FL
AEHIET LR TE, AFETT v ha A4 7EREMEH L THEOZDMMEE2md 5 2

ENTEET, BEMNEHERT 782 UA D ACE 21T 5 & &i2id, R L72 ACE Y X hd
REICEMEND ZEICEELTSEZSY, FoME U XA MTIE, ACEDIEFEZLE LY, UR b

WNOFEDHFTIZ R LT ACE ZBIMEITHIBRLZY TEEE A,

—EOT v b ailiE, BEDONRT AR —U— RFhEH I E T,
WOIP Fa halihyR—bENET (Fe bal F—U—FEHyaNICKETGRLTHY £9),

FRAE~> % — 71 2/ (ahp). Enhanced IGRP (eigrp). Encapsulating Security Payload (esp) .
Generic Routing Encapsulation (gre), > % —%» Ml A »E— 7m b2 (iemp)., A % —
Xy b =TT e ha (igmp), EEONEH 7w k=2 (ip), IP-in-IP oY 7
(ipinip) . KA9Q NOS A 2 IP over IP b > U > 7 (nos). Open Shortest Path First L —7 ¢ > 7
(ospf) . Payload Compression Protocol (pep). Protocol Independent Multicast (pim) ., f=i%6#l{#H~ &
rav (tep), =—¥ F—% 7 F 5 7o bai (udp)

S

GE) ICMP = — &7 4 Vv ) o7& FEHA, D ICMP 22— REITX A 71E, T
TA4NE ) T TEFET,

FHT7HFINOF U= FOFEMIIONTIE, RO~ F V77 L 225 RLTIZEN,
» [Cisco 10S IP Command Reference, Volume 1 of 3: Addressing and Services, Release 12.2 ]
* [Cisco I0S IP Command Reference, Volume 2 of 3: Routing Protocols, Release 12.2.]

e [Cisco 10S IP Command Reference, Volume 3 of 3: Multicast, Release 12.2.]

Catalyst 3560 R4/ v F YI b7 av74Fal—Sav HA K
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IhbdO~v==27/F, Cisco.com ~*—® [Documentation] > [Cisco IOS Software] > [12.2
Mainline] > [Command References] 7>H5 AFT&E £ 7,

GE) ZOAA v TE, FAFTIvIFRBFV 7L T TR VA REZYPR—-FLTWERA, E2,
2 AT A7 $—EZ (ToS) ® minimize-monetary-cost £ MIES 7 4 &Y 7B HR— kL
TWEHEA,

PR—=FINTNDENRNFTA—=FDAT VX, TCP, UDP, ICMP, IGMP, Z®ftd IP T,
JLE ACL #1ERLT 211X, ##E EXEC E— R CTIROFIEEZFEITLE T,

Catalyst 3560 R v F YI r 97 av74Fal—>ay HAF
[ oL-8553-04-J .m



¥£32F ACLISESRYFT—9Y £FaVT1OHRE |

W 1Pv4 ACL DEEE

avwyFk

B8

A7971  configure terminal

Ja—) ar7 4 Xal—yary T—RRelBLET,

A797 2 access-list access-list-number
{deny | permit} protocol
source source-wildcard
destination destination-wildcard
[precedence precedence] [tos tos]
[fragments] [log] [log-input]
[time-range time-range-name)
[dscp dscp]

GX)  dsep lEE AT LIZHGA,
tos £ 723 precedence /X
ANNTEERFA, dsep %
ATTL72 0 E, tos &
precedence fED i 5 % A
HTEET,

JWEIPVA 7 7 BRA UAMBIOT 7B AE&ME2EHELET,

access-list-number (21X, 100 ~ 199 F 7213 2000 ~ 2699 ® 10 EHEFEE L

7

FHER =B LIEEEII Ty FEEST 25 E1E deny, FA[ T 55 61%

permit % {5 L £ 7,

protocol IZi%, IP 72 N a VAR EIIFEFEZASILET, HHATE HMHE

(L. ahp eigrp. esp. gre. icmp. igmp. igrp. ip. ipinip. nos. ospf.

pep. pim, tep, udp, BLWIP Fu ha & EE2KT 0 ~ 255 0K TT,

—HEHE LA —%v b 7 ha (ICMP, TCP, UDP 7 &) %5

ET DI, ¥—U—Fip Z2#HEHLET,

GE) ZOFEZE, FEAEDIP 7r harot Ty a ryBNEENTHE
3, TCP, UDP, ICMP, BILWIGMP DENMD/XT A —H|ZTDNT
L, A7 v 7 2b ~2e ZZH LTI,

source \Z1x. NI A—HDEEFELTHDL R Y NI =T FTITE A NOFE T EIE
ELET,
source-wildcard 1%, VANV KO—F ¥y FEXELT FLAIZEHLET,

destination \Zi%, T A—FDHTHDHF Y NI —7 I EA FOEFESE
BELET,

destination-wildcard 1%, TA NV RA— R By hasELE7 RUAICHEMA L ET,
source, source-wildcard. destination, 3 JTF destination-wildcard DI,
OB THRELET,

e KNy MIZ 10 #EXRFLICES 32 ¥y FEOIHE,

e 0.0.0.0255.255.255.255 (JEEDOAKA ) #FTHF—7— K any,

o H—DOFA]L0.0.0.0%FFT*¥—7U— K host,
FOMDF—U—RIA 7T arThY, ROBEWERLET,

o precedence: N7y NE 0~ 7 OFSZFEITAAITRHRET HELE L —H

SELHEBICANLET, FRETE HMEIX. routine (0). priority (1),

immediate (2). flash (3). flash-override (4). critical (5). internet
(6). network (7) T,

o fragments : 2 DOLUBEDT T I AL NaTF =y 7T HBEICATLET,

o tos: Ny hE O~ 15 OFFELIFARMTEET 2 —ER X147 L
NE—HISELIBBICANLET, FEETE 2MEIE. normal (0),
max-reliability (2). max-throughput (4). min-delay (8) T,

e log: = bV E—FT 5y MBT L e l@MA vy E— Y %ER L,
Y —)VICEFE LET, log-input Zf5ET 2L, v/ = hUICAS
A B =T A ANBIMSNET,

e time-range : Z DK% — U — FOFEMIZHOWTIL, TACL TORrHHiPH O
M1 (P32-17) 22 LTS,

e dscp: X7 hE 0~ 63 DEFTIHEET 2 DSCP li: —HXE2LEI
ANLET, £, HETEZEOY A MEFRT HI2iE, 8BS (2)

ZfEHLET,

Catalyst 3560 R4/ v F YI b7 av74Fal—Sav HA K
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Epel s

Epels

AT9F

ATv7 %

IPva ACL oz N

avwyFk

B

access-list access-list-number
{deny | permit} protocol any any
[precedence precedence] [tos fos]
[fragments] [log] [log-input]
[time-range time-range-name]
[dscp dscp]

TIHEA VAN 274X =2b— 3y F— KT, source 3L W source
wildcard O1E 0.0.0.0 255.255.255.255 OE W & destination 35 LY
destination wildcard ™1E 0.0.0.0 255.255.255.255 OAME M H L T, ILE
P72 UAMNEERLET,

BEILLEHEDT FLABIVBIA L FI—FORDYIT any F—U— Fafl
HTEET,

access-list access-list-number
{deny | permit} protocol

host source host destination
[precedence precedence] [tos fos]
[fragments] [log] [log-input]
[time-range time-range-name]
[dsep dscp]

source 3 X O source wildcard DfE source 0.0.0.0 DEWEIE & destination 3 X
" destination wildcard O destination 0.0.0.0 DA 24 H LT, $L5E IP
TR VR NEEHRLET,

EETESED T AN R — REIE~2 27 DDV IC host F— U — R&A{f
Ac&EET,

access-list access-list-number
{deny | permit} tcp source
source-wildcard [operator port]
destination destination-wildcard
[operator port] [established]
[precedence precedence] [tos tos]
[fragments] [log] [log-input]
[time-range time-range-name)
[dscp dscp] [flag]

(EE) ETCP 77 A VA MBIOT /AL 2 EHELET,
TCP DA iT tep # AT LET,

WROBINEIRE, AT v 7 2a OB H DT A —F LRILNRT A —H %Al
MLET,

UEE) operator BE W port ® AJ13 5 &, XEILXAR— b (source
source-wildcard DHI\Z AN LicHra) 7213568 — ~ (destination
destination-wildcard D#%IZAT) LTc6) NS vE 3, AR A
FiE, eq (FELW), gt (KOREW), It (KD/hEW), neq (FELL W),
range (A&#H) 72T, HEFICEIRA—-IES2EETILENDHD £
7 (range DHFEITL 2 DOR— "MEBEEARXR—ATRY) > THET D LELDH
DEF),

port 1Z1%, 10 % (0 ~ 65535) OKR— FEEEILTCP F— " EATIL
7. TCP A— b &R HI121E, 2 AT 52, [Cisco I0S IP
Configuration Guide, Release 12.2] @ TIP Addressing and Services| DEIZH
% TConfiguring IP Services| #Z2M L T ZX\W, TCP 27 4 V& U v 7§
HEEITE, TCP A= hOFFELBIAMET2HEN L £,

MOFT L arDF—U—=FROERIIKDO LB T,

 established : fE. SNz L METL2HAICANILET, ZOF—TU—
FiZ, ack £721drst 75 7 TORE LR UMEEZ B7- L=,

o flag : fEE SN TCP ~v ¥ — vy hEEBIILTHRELEST, ANT
X577 70%, ack (FERRIGE), fin (8 T). psh (F> =), rst (U
v M), syn (R, FiTaurg (BE) <F,

access-list access-list-number
{deny | permit} udp

source source-wildcard [operator
port] destination
destination-wildcard [operator
port] [precedence precedence]
[tos tos] [fragments] [log]
[log-input] [time-range
time-range-name] [dscp dscp]

(L) JLEEUDP 77t A UA RBLOT 7 v AL R ERLET.
2= F—2 TN Ta harOREE, udp EASLET,

UDP /XF A —# X TCP OfiicdHh 5 /37 A—& LA L TT, =71,
[operator [port]] A— F&EFETIEHR— h4iE, UDP FA— b OF G E 21340
TRITNIEZ Y FHA, £, UDP TiL, flag 33 L O established /X7 A — %
IXHEL)TT,

| OL-8553-04-J
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W 1Pv4 ACL DEEE
avwyFk B#
AT97A access-list access-list-number (EE) LB ICMP 727 A VR MNBIOT 7 v A& EHELET,
tdeny | permit} icmp source |, o e g b v Fn ks AoBAR. fomp 2 A LET,
source-wildcard destination
destination-wildcard [icmp-type | |ICMP /XT7 A —=Z(ZA7T v 7 2a D IP 71 f aLO@ICh 2 /37 A—2 L1F
[[icmp-type icmp-code] | LAERUTTN, ICMP A vE—Y A4 7LV a— K T 2 —Z 3800
[icmp-message]] [precedence SNTVET, A7 var0Xx—U—RFOERIIRO LB TT,
precedence] [tos tos] [fragments] | , ;.. e ICMP A vt —3 XA FTTAAE Y L IFBEAICASL
tog] logeimput][time-range | * 5O B T 0T s
time-range-name] [dscp dscp] ‘
o icmp-code : ICMP /X7 % ICMP A vt&—Y a— R XA T TT7 4 V%
Vo7 55B8ICANLET, fETELHEOHMMAIL, 0~ 255 TT,
e icmp-message:ICMP /37w % ICMP X v&— ¥ A 74 F 7213 ICMP
A=V FATLa—RETTANEZ) A TTDHHEICATLET,
ICMP A vy kt— ZA4 74 a— 4D Y R MeRRT D561, R
(?) A3 252>, [Cisco I0S IP Configuration Guide, Release 12.2)] ®
Configuring IP Services| #ZH L T Z &,
AFy72% access-list access-list-number (EE) LR IGMP 778X VA MBI OT 7 EALGEZERLET,
{deny | permit) igmp source | 1o,y | yu—sEETE bAoA, igmp #AS LET.
source-wildcard destination
destination-wildcard [igmp-type] |IGMP /X7 X —Z 327 v 7 2a D IP 7’0t b AV OBHIZH 537 A =5 L1Z
[precedence precedence] [tos tos] | £ A LR L TT N, WITRT AT v a DRI A=2RBIMSHTHET,
[ff‘agments] [!og] [log-input] igmp-type : IGMP A v & — A4 7 LWET HITIEL, 0~ 15 OFFEIX
[time-range time-range-name] A vt —U4% (dvmrp. host-query, host-report, pim, F7-i% trace) % A
[dSCp dSCp] j] bij—o
27973 end KiE EXEC ©— RICEY 7,
A7974  show access-lists [number | name] |7 7% 2 U A OB EE R L £,
A7975  copy running-config (fEE) 2y 74 Falb—var 77 A VERELRFLET,

[l Catalyst3560 R4 v F Y7 b7 A4 F¥al—av A4 F

startup-config

T A UARNEKREHIFRT SIZ1E, no access-list access-list-number 70— 3L 227 4 X2 L —
varvavwry REFEHLET, FEMET 78R VX ML~ O ACE [FHIFRTE £HA,

wIZ, £ hU—27 171.69.198.0 DT _XTDOHEAMMNHFRy hT—7 172.20.52.0 DT XTDHRA b~
D Telnet 7 7 B AZER L, DT XTOT 7 BAE2HFATLHIET 782 U MEER L, FRT
2Bl RLET (eq F—V— R&ILIILET RLADKRIZIEET D &, Telnet (Zxfind % TCP 384K — b
BENT o7 SNET),

Switch(config)# access-list 102 deny tcp 171.69.198.0 0.0.0.255 172.20.52.0 0.0.0.255 eq

telnet

Switch(config)# access-1list 102 permit tcp any any

Switch(config)# end

Switch# show access-lists
Extended IP access list 102

10 deny tcp 171.

69.198.0 0.0.0.255 172.20.52.0 0.0.0.255 eqg telnet

20 permit tcp any any

ACL OIERZIC URRNED AN R EICL-TC) BMLEZ MU, VA MOKRBIGEBNENET,
HofMET /A VA NOEEDRIZIZIT Z7ERX VAN = M) ZBMEFIZHIBRTE EE A,

OL-8553-04-J |
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~

GE)

IPva ACL oz N

ACL 2B 2 & &2iE, 778X VX FORRBIZT 7 4 /L b THBAYZL deny 27— b A2 BB
M&i, ACL OfEDVIZENET D ETHEHT2RJMRAONO RN 7o ~TONRT v MIEH &R
5T EICHERE LTSN,

YRR L7- & BHilPhiE ACL 1, dmREHE (DmRERE~0 IPv4 ACL O fl ) (P.32-19) #&/), 1 v
=Tz A ([ FZ—=T A A~D IPv4d ACL O] (P.32-20) #&M). £721% VLAN
(T'VLAN ~ v 7 0% &) (P.32-29) #&M) @i cs £,

ACL A ACE D RE Z

Cisco IOS Release 12.2(18) SE LA TIX, LW ACL 2{Fk+2 &, 7272 VRO RY D
= U AFZEN BB SILE T, ip access-list resequence 72—/ VL AL T 4 X2 b—T 3
yavwry FeEALT, ACLOY—r A% oamBE Ly, ACE DBEMIAFZZH L) TE £
T el ZE ACLIZH LW ACE 232 &, £0 ACE 12V 2 FORRBICEESNES, 05
B VT AR GEERTHZ LT, ACE & ACL NOBIOMEIZBE) TE £7,

ip access-list resequence =~ > ROFEHMUZ DWW TIE, KD URL IZT 7 A LTS,

http://preview.cisco.com/en/US/products/sw/iosswrel/ps1838/products_feature guide09186a0080134a
60.html

BRI E1RE ACL & XU AHIT EH3k ACL DYERL

(E)

IPv4 ACL ##B14 5 FEE LT, BEETERSEHTFORA N 7 (41 ZEHATEET, ARt
X ACL Z2fHAT DL, V% L TEBMET 7R VA NDOHELIVEZLDIPVAT 7R VA A
BRETEET, 778A URAMOBEINFEL LTARIEZHEATIHAOE— N a~r FESUX, &
FEEATIHRE LIV RLVES, FELIPT 278X VR MNEHEHTLAT_RTOa~vy Fe4
A&7 782 VA NCTHEHTE 2D TIEH Y HA,

B ACL ¥ 72134558 ACL ITHRET 2400E. 72782 YR MBSOV R— SN DFHENOEF ST
THZEHTEET, MU IP ACL O4AHNT 1 ~ 99 T, L9 IP ACL O Hi1IE 100 ~ 199 T, &5
P&V 2 FORDY AT E ACL 2 H3 2 Z &1, = P Y 2 5ICHIBRTE 5 & v ) FLEAR
&)U ij‘o

AHMTE ACL ZRRET 2 & 12T, ROEEFHB LOHIRFHICEEL T ZEV,

o FTEAIE ACL THHTELT_RTOa~vy RBNLEITE ACL THOIEHTEX 213 Tiddh o £8
hg AVH—T A AP N T4 NFBLIONAL—k 74X HD ACL TiL, 4RizfEfH T
9, ¥7-. VLAN~ v 7 CTHL4AIERETE 7,

o IEYE ACL L#K3E ACL IZ[F CARTIEN TE £t A,

o ¥ IPv4 ACL I L OMEIE [Pv4 ACL OfERk (P.32-7) Tl Lize kY, FHfTE ACL b
MTEET,

e VLAN v v 72, 5% ACL 3 L UOWEIE ACL (AT & £ 7213%F 5H)) 2Tt £7,

| OL-8553-04-J
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W 1Pv4 ACL DEEE

iz i LR ACL 2 B9 21213, %7 EXEC £— FTROFIHZ ET L £,

avvFk B
A7971  configure terminal Ja—sYb ar 7 4 X¥ab—vary ET—RElELET,
27972 ip access-list standard name F AT LI IPvA 7 7 €2 U A N EEHL. 77 ER

ARhary7 4 FXal—ary B—RFEEBLEST,

ZENZIE, 1 ~99 OFEEEHTEEIT,

A7973  deny {source [source-wildcard] | host source| |7/ %A YA K arv 7 4¥al—ay T—RT, v %
any} [log] AT D00 Ka vy 7T 5005 RET S 1 DLL EOHEG &M £

SRS ERE LET,

EJAAES
permit {source [source-wildcard] | host source | * gtz)st)s(;)urce : source ¥ & U source wildcard DfE source
| any} [log] o
e any : source 3 £ U\ source wildcard ™1 0.0.0.0
255.255.255.255

27974  end Rt EXEC £— RIZR D 77,

27975 show access-lists [number | name) TIOERA URANORELFTRLET,

A7976 copy running-config startup-config EE) v 74 Xal—vay 77 ANICEREFRTELET,
£l & HE%E ACL ZHIBRT 5121, no ip access-list standard name 7’0 — )b 227 ¢ ¥ o L —
vavavwry REFERLET,

AR U CHRREHIPE ACL 2 1ER 7 2 121%, F##E EXEC £— R TROFIAE ET L £,
avwyk B
A7971  configure terminal Jua—s\) ary 74 ¥al—ary ®— REBEBELET,
AT972 ip access-list extended name AEiE R L CHBEIPVA T 7R URANEEHRL, 778X Y
Aharv74Xal—vary E—RRElBLET,
ABNZIX. 100 ~ 199 OFFEMHEHTEET,
27973 {deny | permit} protocol {source TIEA VAN ary74Xal—3 gy B— RNT, FAEKMEE
[source-wildcard] | host source | any} TIRESEEEEELE T, log ¥—V—FNE2EHTH L, EXE
{destination [destination-wildcard] | host G T 7R VA NDORT A=V ERETEET,

destination | any} [precedence precedence] [tos
tos] [established] [log] [time-range
time-range-name|

7u haBLOMOF—U — ROEFRICOWNTIL, [FEA T
L9k ACL ofERk ] (P32-10) B LT &V,

e host source : source 33 X O source wildcard D1E source
0.0.0.0

e host destination : destination 3 JL O destination wildcard @
& destination 0.0.0.0

e any : source 3 £ U\ source wildcard O ¥ 72 1% destination
¥ L O destination wildcard DfET#H % 0.0.0.0
255.255.255.255

A7974  end et EXEC £— FIZRY £,
27975 show access-lists [number | name) TI7HAVAMOREEFRLET,
A7976 copy running-config startup-config (EE) v 74 X2l —ay 77 A NVIRESZRELET,
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At ZAERE ACL % HIBR T 2 121%. no ip access-list extended name 7’2 —/3)L 227 4 Fa L —
varvavwry REMFALET,

FERE ACL F721340E ACL 1B % & &2k, ACL OKRREIZT 7 4/ b THERM 7 deny 27— b
AV IPEMES, ACL DOV IZEET A2 ET—BETORKMENAR oML R o7 T XTONRT v |
WHEHEN D Z LICEE LT EE N, % ACL T, BEfFon/ZIPAARN T FLA T 7 &R
VA RNDREND YA B8BTS E, 0.0.0.0 3v2A7 ERRENET,

ACL offitziciBmiiz= p VI, VX FoRRBIZEMENET, ACL= MY Z8ED ACL IZ
BIIBMCEERHA, 770, nopermit LU nodeny 772 URA bk av7 4 Fal—g
v E—R aw s REHEATSE L, AR E ACL o= M) 2HIBCTE £, RIiZ, LHiftE 72
v 2 U A b border-list 7> ACE Z{HBNCHIRT 202 R L £,

Switch (config)# ip access-list extended border-list
Switch (config-ext-nacl)# no permit ip host 10.1.1.3 any

F P& ACL TiZZe< A4nif& ACL 27 28D 1 & LT AR E ACL TIH TZ@IRL T
HIFRCEDZ MDY £,

YER L7 4 mift& ACLIZ, A1 v X —Tx2A A (A X —T A A~D IPv4 ACL O3 (P.32-20)
%) F7213 VLAN (IVLAN < v 70O% €] (P.32-29) #&M) C#HcE £,

ACL ToORREERDER

GE)

time-range /' 20— )L a7 4 X2l —v gy awr FEEMRTHIZLICE - T, BB LIOMHIC
EOWTHLIE ACL #@IRWICEM T& £4, £7, KHEMEOAMZER L, £ ORHHFAN O K
BIOBMELIIREEZRELET, KIZ, ACLZEALTT 78R VX NMIHIREZRET D & X1
RERIEEIH A A L E3, FMEHAEMHT 5L ACL OF AT — AV M ERIFIESEAT— A Y
F OB FREHRNCHEER A 72 L) Z#EHRTEE T, time-range ¥ — 7 — FEB L OBH#IC>
WL, TEEHE TPv4 ACL 35 KX OMEHE IPv4 ACL o fFik) (P.32-7) BELOY T4RI SR ACL B LW
A HIfS L9 ACL OFERL) (P32-15) IT&H 2400 & B L OF S &L ACL OERICET 2% %
ZHRLTIEEN,

e 2 DR RO —H 2RISR LE T,

o T — a0 Y—ZX (IPT7T RLRAEZRATDONT . BIOER— FEES TR ~o
22— T RAE LB ERIIET TEET,

e nJ Avk—UHEHHTEET, ACLZV N AL THTCOBIICELTORNT T 4 v 7
AuX TEL0, E—IBMICAEREINDZHOu 7 E o Le Th, HICT7T 78R %
HETEET,

B R_R—2D7 72 VA M2HEHATHE, CPUICARMPNAELET, 2L, 778 A UAX FDOHL
WERE Z L OBKRES TCAM 122 — RSN AHEHADORE L~ — VT HULERHLHT-OTT, T07
O, HEOT 7R YA MPEMBEICER LT (AWICESURNID) ARhéhd i oRBREstebi
WEDICHEBETOILERND Y £7,

BFRIEDHIT, AA v FDOI AT L 7uy 7ICESEET, LER->T, BETE 70y 7 V=20
VBT, Xy hU—=7 XA L Fubhal (NTP) 2L TAAS v F suy s zRAlsEs2 L%
L ET, FEMCONTIE, [P AT7 AREOERH] (P6-1) 2ZRLTIEEN,
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W 1Pv4 ACL DEEE

ACL ORI T A — X 23 ET H121E, 5 EXEC £ — R CROFIEEZFITLE T,

avwy kR B
A7971  configure terminal Ja—\)L a7 4 Xalb—rary T—RR2fBLET,
AF972 time-range time-range-name VERE T A RS HEICIIE RO B D401 (workhours 72 E) ZE|0 4T,

£,

B#iEz 7 X2 lb— gy T— FREBBLET, LEHIZAN—Z
RLEMBAEZEDDLZ EITTEERA, 2. XFENLHRDILERNDH Y

A7y73  absolute [start time date] B S OBREN WV OBIERTREIC R 2 & fE L ET,

[end time date]

o IRFM#IPAIZIL. absolute A7 — KX h%& 1 “Df: FEHTE £,

EJ/ B B D absolute A7 — h AV b ERE LILGEIE, KEBICRE L
periodic day-of-the-week hh:mm to AT — AU NETREITEINET,

[day-of-the-week] hh:mm

o H¥® periodic A7 — AV FEANTEET, &2, FHE

EJ B BRICER DB ZRETE £,

periodic {weekdays | weekend | daily}
hh:mm to hh:mm

REFEBRL T TEEN,

27974 end FeHE EXEC £— RIZRY £7,
A7975 show time-range B OREEWRLET,
7976 copy running-config startup-config EE) 274 Falb—valy I ANVIIREERTFLET,

HEOHBE % ZNZE N R DRI HENICT D

Bix. FEROFIEAEVIRL T EE W,

B E L 7 IR S PH O i SR 2 HIBR 9~ 2 121X, no time-range time-range-name 70— 3L 2327 ¥ a

L—yay avwy REERALET,

WIZ. workhours (CEZEHER]) OBFREIHEMEB L OSSR HE Q00641 1 H) &% EL. RTEH

T ol ERLET,

Switch (config)# time-range workhours

Switch (config-time-range) # periodic weekdays
Switch (config-time-range) # periodic weekdays
Switch (config-time-range) # exit

Switch (config)# time-range new_year day 2006
(

Switch (config-time-range) # absolute start 00:

Switch (config-time-range) # end
Switch# show time-range

8:00 to 12:00
13:00 to 17:00

00 1 Jan 2006 end 23:59 1 Jan 2006

time-range entry: new year day 2003 (inactive)
absolute start 00:00 01 January 2006 end 23:59 01 January 2006

time-range entry: workhours (inactive)
periodic weekdays 8:00 to 12:00
periodic weekdays 13:00 to 17:00

FERDRIPE 2 3 21203, R 2 RE T & 2 5E ACL WICHRIRIEA 2 A D LET, &Iz, 5k
7&tx,b<kMS%¢mLf%a¢ém FLET, 20T ER UZXNTIR, EFINTIRER
BT T R TORETLHTRTOZ5HE~D TCP b T 7 4 v 7 Z4EE L, EEFERTIZTTD TCP

T T4y BFFRILET,

Switch (config)# access-list 188 deny tcp any any time-range new_year day 2006
Switch (config)# access-list 188 permit tcp any any time-range workhours

Switch (config) # end
Switch# show access-lists
Extended IP access list 188

10 deny tcp any any time-range new_year day 2006 (inactive)
20 permit tcp any any time-range workhours (inactive)

[l Catalyst3560 R4 v F Y7 b7 A4 F¥al—av A4 F
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WIZ, 4HiftE ACLAMHLTRIC N7 7 4 v 7 &I B L OHESET 2614 R LET,

Switch (config)# ip access-list extended deny_access
Switch (config-ext-nacl)# deny tcp any any time-range new_year day 2006
Switch (config-ext-nacl) # exit
Switch (config)# ip access-list extended may_access
Switch (config-ext-nacl) # permit tcp any any time-range workhours
Switch (config-ext-nacl)# end
Switch# show ip access-lists
Extended IP access list lpip default
10 permit ip any any
Extended IP access list deny access
10 deny tcp any any time-range new year day 2006 (inactive)
Extended IP access list may access
10 permit tcp any any time-range workhours (inactive)

ACL~ADO AV FDEA

remark X — 7 — RE2FHT B L. (EEO IPEEE 7 ITIEE ACL I NI A (F
W) ZBNTExET, 2 A M2ffHTHE., ACLDHfiEE Ay UREZHITRVET, 1 DDa R
v MTORKER 100 XFTT,

a Ay ME, permit A7 — bk AV hEiddeny AT — M AV MORIZELLICTHLEECEEY, =
AV RN ED permit A7 — h AV hE/ziX deny AT — AL FOBHTH 5 OB D L9
(2. FAY POMEICEL T HEEZROBERH Y £, LL2E HDHI AL MIMIET D
permit £721X deny A7 — M AV hDRIIZH Y, O X2 MIFHIETHAT— M AL bO®%AIIH D
L RELEHEET,

FH & IPAEAEE 72 13HEE ACL 122 A > M &FEAT 5HI21E, access-list access-list number remark
remark 7 a—s)L a7 4 Falb—gry avy R LET, a X0 bE2EIRT IR, 2oz
~ RO no IBXEHEHLET,

OB TIL, Jones DYV —7 AT —3a AAJET 7B AZFFA L, Smith DU —27 A7 —3 9 /3T
7B AZFALEE A,

Switch (config)# access-list 1 remark Permit only Jones workstation through
Switch (config) # access-list 1 permit 171.69.2.88

Switch (config)# access-list 1 remark Do not allow Smith through

Switch (config)# access-list 1 deny 171.69.3.13

AEIfTEIPACLO= > FUIZIE, remark 778X U AN a2y 74 Xalb— gy avwy REfH
LET, 2 A M2HIBRT DT, Zoa~<> Ko ne BN EMHALET,

WwOBITIL, Jones DY 7% v MIIEZIE Telnet DFEANH T SN EH A,

Switch (config)# ip access-list extended telnetting
Switch (config-ext-nacl)# remark Do not allow Jones subnet to telnet out
Switch (config-ext-nacl)# deny tcp host 171.69.2.88 any eq telnet

iR E#E~D IPv4 ACL DEH

FTmft& ACLZHEH LT, | DELIFEHOMKRERRA~DOT 78 22 HTE £3, WARERIZITA
A& ACL 2 T A, TN TOREMKRERRIC—F R T BN S D720, 73T
R CHIRZHET DL ERH D £,

ACL %A v ¥ —7 =4 ACHWAT B FIEIZOWTIE, (22 —7 =14 ZA~D [Pv4 ACL O i |
(P.32-20) &ML TL7Z&EVv, VLAN ~® ACL O#EHFIZ >\ ik, TVLAN = v 7O T
(P.32-29) ZZHL T a0,
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W 1Pv4 ACL DEEE

ATy71
AT972

A7973

ATv7 4
A7y7 5
AT97 6

AR REIRR & ACL IZHE ST R L A OFE R L OB EER 2RI 212, $H EXEC
E— R TKROFIEEZETLET,

avy kR

E[:3)

configure terminal

Ja—)L ar7 4 Fal—gr B—REEEBLET,

line [console | vty] line-number

BETARBEIEEL, A F Ay a7 4 X¥al— gy B— NellG
L¥E7,

e console : =Y — Ui RFEMAERBELE T, 3>V —/L K— NI
DCE <9,

e vty: VE—F 2= T 7 2HAORBIKERTE LET,

line-number 13, BIfEY A THIBET HHEIC, RET HHER I NL—TNT
BYIORBREFESTT, FHETEIHEIXZ0~ 16 TY,

access-class access-list-number
{in | out}

(T A Z~0) FrEOEEREIRRE T 782 VR MIEESNET R
AW OFEE R L OREEm IR L £,

end

FiHE EXEC £— RIZRE Y £75

show running-config

TIEAUVRANOBREERRLET,

copy running-config startup-config

UEE) av 74 F¥al—ay 77 ANCHREFRGTLET,

SEA AR & ACL ZHIBR$ % 121% . no access-class access-list-number {in |out} 7 A > 27 4 ¥ a2
L—vay avwry ReEALET,

A 28— x4 A~AD IPv4 ACL DEH

ZZTIE IPVAACL 2Ry FI—7 A F—T oA AT HHECHOWTHHALEST, ROTE
FHICEELTLLIEE,

e ACLIIERBLAV2AL X —Tx2ARAIFETHEHLTLIEIY, LAY 3 A F—TxARADY;
A%, ACL ZBEERIIRED ORI OFMICEM L £,

s AU =T 2 A ANDT 7 AZFET L85G, A& ACL £72133F 5 & ACL 2T
ij‘o

e VLANICBLTWALAFY2 A X —T7xAAZACL %A LEHEAE,. LL¥ 2 (F— k) ACL
X VLAN A > ¥ —7 = AZHWMA SN AN F O LA ¥ 3 ACL, £71T VLAN IZEAH Sz
VLIAN vy 7L 0 bR LET, LAY 2R FTRZETIEHEE 7Y ME, ®IZKR—F ACL T
T4NEY) U TENET,

e LAXYIAUE—Tx2A R ACLBPEHEIN, AL v F ETU—T 4 VT NA X—T NI/ >T
W72 WEA 1L, SNMP, Telnet, Web 7 7 ¢ v 7728, CPU TUEE IS/ 7w RNZTNR T ¢
NEVTENET, LA V2A X —T xR ACL 2AT 28546, V=T 4> V%A %—
TNV THHEETH Y FH A,

o 774 _— K VLAN RESNTWDHE, 774~ VU VLAN SVIIZ7ZFv—% ACL <
EFET, ACLIZTIA4~VBEOENI ¥ Y VLANOL AV 3 774y 7 ICEBENET,

~

GE) Ty MRTI7RA ITN—TICEoTHERENEZHE. 774/ b T, v—% 13 ICMP BEAFE
AvE—VEEFEELET, TI78AITN—TICLoTHETINZZINGDA Yy y MIN—FRU7 27 TR
2y 7INT. AL v FOCPUILT IV vy 73T, ICMP BIEREA v —V2ERLET,
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ATy71
AT972

ATv73

ATy7 4
A7y75
ATv7 6
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AV B =T A A~DT 7 AT H121E, F#E EXEC E— R TROFIEZFEITLET,

avy kR

=]y

configure terminal Jua—) ar7Z 4 FXal—vary T— REEBLET,

interface interface-id BETAA L HF—T oA RAEEEL, A X —Txf A AT 4 X2l —

vary E—FEHBLET,

AE=T A AZF, VIV 240 2—T7=A4Z (R—F ACL) %7
FELA¥Y3IA v F =T Ob—4 ACL) ZfRETEEJ,

ip access-group {access-list-number | |}REINT-A v B —T = A ZA~DT 782 ZHE L F7,

name} {in | out}

out ¥—UV—RNILA¥2 (A 4—T7xAA (F— K ACL) TIEHR—F
SNEEA,

end

HebE EXEC E— RIZED £,

show running-config TIERAVANOREERRLET,

copy running-config startup-config | ({£i5) a7 4 F¥al—var T A VICREFRELET,

BESNTET 78R ZL—7%HIET 512X, no ip access-group {access-list-number | name} {in |
outl { v H—T A X Ay T 4 F¥al—ary avwry REHLET,

WIZ, R=PMT7 7R VRA2ZBHLT, A= NMIEETLINTy a7 o2 ) 0 73 50%
RLET,

Switch (config)# interface gigabitethernet0/1
Router (config-if) # ip access-group 2 in

ip access-group f V' #—7 A A AT 4 FXal—ay av s RELA VI H—T oA
(SVI. v A ¥ 3 EtherChannel, F7213/V—7 v K HA—}) [Z@EHAT DI, ZOA 2 F—T =4 AT
IP7 RLVANREESNTWIRLERHLDET, LA V3T 78X 70— 1F, CPUDOL AT 3 Tutk
A ko TN—=T 4 U TEEFZEINDI Ty N7 4V E Y T LET, 2O NV—71%, VLAN
NTT Y w7 IhbdRry MIEEE 52 EE A,

& ACL 06, A v FIE"Ty FOZERICACL &7y FaRELET, ACLBNNT vy b &
HFAT DA, A vy TFIEART Yy PO EE L ET, ACL 37y FEESRT 56 A v T
FITy bEREELET,

%12 ACL OBA. "7y b2ZE LHIENSRA v X —T =2 AN —T 4 7 LIz &, AL v FiZ
Ny haE ACL EBRELET, ACL 3Ny bEFALESAIE. A v T3y hekfELE
T, ACL 37 v hEHEETLHE. AM v Fidry hEEELET,

FI7 N NTIE, 7y RREEINEEAIE. FOFERNBANA &2 —7 A 2D ACL £7-2135%(E
A B =T 24 AZAD ACL DTN TH-TH, HICANA v Z—T = A A0 5 ICMP BlEFRFE A v
T—UREEINET, ICMP BERGEA vE—FlE, AV F—T x4 A 1D22%, 0.5
LI oRTERSNET, 2L, ZORE ip iemp rate-limit unreachable 7 = — /3L 2
T4 F¥alb—varyavwr REFERALTEFETCEET,

KREZED ACLEZA LV F—T =4 ATHHAT DL, A4 Y FILACL 31 v F—T = A AZHHINT
WIRWEHII L, T XTONRT Yy FEFFAILET, Xy bV =27 X2 U7 4 DIHIZRKREEZD ACL
EEATL2HAZ. COXIRMERELD Z LICHERLTIEIN,
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W 1Pv4 ACL DEEE

N—F9xz7EEXUY IO x7IZ&5 IP ACL DLE

~
()

ACL ORBUIEICN—FY =T TEITSNETH, bT7 74 v 27 7u—0HZiE CPU (ZHELTY
TN TRHETOBENR SO LODOLH Y £9, N— TV =7 T ACL ORRE & R7FT 5 ik R 2
THE ATy MEBEDZDIZ CPUICELNET, Y7 MY =TEHENT 7 4 v 7 OfEL— |
I N—= RO =TSR T 7 0 v 7 LY RIEITIERS 20 9,

AL v FDY Y —=ZARENREKTHN—F 7 =712 ACL #RETEXRWVWEE., 82 %Z 5 (V7

T 7 THREIND) OiF, AL v FIHEFELEZY VLAN NO v T 7 4 v 77200 TY, 27y b
V7 MU TERENEAET DL, WEIND CPU A 7 AEITIGE T T, AL v TFDO/RT p—< 2 AN
BFT22E¢03H0 E7,

N—% ACL OEE1L, ROBEIC A7y M CPUICEEENDIZENHY £7,

e log ¥—V— NEFEHT 5,

e ICMP BZEARREA v E—VEAEKT B,

N7 T 4w Ta—0uXr S EEEOMEEITOHA, BEEFNN— Ry o7 TSN ETR, v
XTI 7 MU 2T TTUBTAMERDY ET, N— R =T YT hNT =T TN v FALEERE
NERLDE-D, aX L 7R THDLTRTOT7u— FFa7a—LiEGR 7 a—) O&FHHIENIER K
XVWGAIL, BEINTE ATy FO—HfE X S TEERA,

N—% ACL OFEEN— Ry =T IZHEH TERWEHEE, VLAN IZEE LIV —T 0 V73R v b
XY 7 =T ThA—T 4 7 ENETHR, 7V o= =7Tfrbh¥d, ACLIZLY
ZHDONNry PN CPUILEEIND E. AL v T ORI 53— ABKTITDAREERH D 77,

show ip access-lists i/ EXEC =~ FZ AN LI-GE, Erahd—HI U M, ~"—Fvu=x
TTTI7RARGEEIND X7y y MIGENEHEA, AAS v TF RBLOL—T v K X7y MIET S
N—RT =T O ACL OERWFEFERZ ST 585413, show access-lists hardware counters ¥
Me EXEC 2~ R&EHFEHLET,

N—2%2 ACL OffEIL, kD EBY TT,

o ITEHE ACL B X OMLIE ACL (ANBLOH)) OFA 77 va AT 7 v avan—RKu=T
THIEL, 77®8RA arte—A0tFx=2 )T ¢ ik LET,

e ip unreachables 2’7 « E—7 NV DOHE, log #IELRNE, EX =2V T 4 ACL OEZAT— K
AUVNE—EHT L7 =P =Ry =T IZLoT Ry SInET, FAAT— AV Ne—%T
L278—F, N"—KRU=T CAL v F U TEnNET,

e LW—X ACL®D ACE (Zlog ¥—V—RFzBEMT25L, Ny boab—in CPUICEESHh, =¥
YITREGMTbRET, ACEBRFAAT—RFA Y FOBFEL, X7y MIN—FU 2T TAA v
FrIBLIOLV—T 4 T ENET,

IPv4 ACL D% E Bl

T I T, IPVAACL 2B EB L MM T 26128 LET, ACL O = 2 /S VBT DI D0 T
&, [ Cisco I0S Security Configuration Guide, Release 12.2)] 1 XU [Cisco 10S IP Configuration
Guide, Release 12.2] @ TIP Addressing and Services| D #EIZ&% % [Configuring IP Services] % %M
LTL7EEw,

32-3 10, NABER y N — 7 BRI AT 4 ARKEARLET, —T v K R— b 2 TR S
Nl —NAZE, TRTOUEENT 7 BATE AR EOBFRIEMINTHET, L—T v
R A= LICERESNEY— B2k, BERVWORBEIWT =2 BEMILTnET, — A
TR TOZ—FRNT 7 ZATEETH, =BT 7 BATEZ2—FIHIBEILTWET,
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N—4 ACL 2 L CERRDO LI IZTRET DI, KOWTNULOFEEZFHLET,
o JEMACL ZEKL, K—b 1 DOV —NZHEETH T 74 v 7T 4 NVZ VT LET,
o PEIE ACL ZERR L. =B R—FM1LICHEETANT T4 v 252740 NE2 ) T LET,

32-3 IW—3 ACLIZCED bS5 T4 vy DI
H—/VA H+—/\B
IR 28 5L

Ny

ﬁ—h2g77ﬁ—l~1

Qﬁ \ﬁ';!

AEHF = = ¢ REHM

172.20.128.0 ~ 31 I:ll I:ll 172.20.128.64 ~ 95

7 4

101354

WIZ, EEACL ZFEALTR— IO —NBIZERTEIN T 74227 002 7L, BRI
DEFTT R 172.20.128.64 ~ 172.20.128.95 B EEEND N T 7 4 v 7 2T 24 56 %R~
LET, ZOACL X, ESNTEEELT FLRERSL—FT v R AR—KM1 o EESIND FT
T4y ZIEASNET,

Switch (config) # access-list 6 permit 172.20.128.64 0.0.0.31
Switch (config) # end

Switch# show access-lists

Standard IP access list 6

permit 172.20.128.64, wildcard bits 0.0.0.31

Switch (config)# interface gigabitethernet0/1

Switch (config-if)# ip access-group 6 out

WIZ, JERACL Z#FEALTYH— "B oA —MIEBEBETEIN T 7402274 NE )T L, EED
REEILT RV A (ZOHEIE—B) ORI OIHLET KA 172.20.128.64 ~ 172.20.128.95 i
EEEIND T 747 T EFATHERLET, 2O ACLIE, V=T v R A—h1IZERETD
F7 74y 7 ICBHAIN, BEDSLET RLRIZEEIND VT 74 v 7 T EFFAILES, JEE

ACL AT 25A1%., B ETBIOSEEROFNIC, 7a han (IP) ZANTHHERHY 77,

Switch (config)# access-list 106 permit ip any 172.20.128.64 0.0.0.31
Switch (config) # end

Switch# show access-lists

Extended IP access list 106

permit ip any 172.20.128.64 0.0.0.31

Switch (config)# interface gigabitethernet0/1

Switch (config-if)# ip access-group 106 in
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W Pv4ACL DEEE

ES{t= ACL DHE
WOFDF Y hT—2 36.0.0.0 1 X2 BDOF 7T "3V T Xy MEBETDHI7 T AA Ry NU—7
T9, 2FV, FT Ry b vAFX255.255.0.0 TT, *y hU—27 7 KL 36.0.0.0 D3 FHIBL
N4 FOOF 7T ME FFEDOFRANERELET, 778A VA2 Z2FEHLT, 7 x> b 48
OT FL A% 125 L, ALY 7 Fy hOMOT RLAFITRCTHESLET, 207 7EA J AL
DIFFEATIE, x>y T —7 36.0.0.0 DMOTXTOYV TRy N EOT FUARHFRIEND I EERL
£, ZOACLE, A= MIAEETL7 Y MTEASHET,
Switch (config)# access-list 2 permit 36.48.0.3
Switch (config)# access-list 2 deny 36.48.0.0 0.0.255.255
Switch (config)# access-list 2 permit 36.0.0.0 0.255.255.255
Switch (config) # interface gigabitethernet0/1
Switch (config-if)# ip access-group 2 in

Y5k ACL DB
WOFOFEEEITIZ, 1023 LV b RKEWSEEAR— h~DFE(E TCP #fi 2 LE T, 2 BDHOITIX, K
Z |k 128.88.1.2 @ SMTP &R— h~D¥E(E TCP #fi 4 FFv LET, 3 FDOITIL, =F— 74— KNy
7 HDEE ICMP X vt —T &2 LET,
Switch (config)# access-list 102 permit tcp any 128.88.0.0 0.0.255.255 gt 1023
Switch (config) # access-list 102 permit tcp any host 128.88.1.2 eq 25
Switch (config) # access-list 102 permit icmp any any
Switch (config) # interface gigabitethernet0/1
Switch (config-if)# ip access-group 102 in
LR ACL T 200l e LT, £ & —Xy MR EINTZXy NT—IBHY, Xy NU—7
FOEBEDORARNN, A F—Fy N EOEEORA L TCP B2 M CTE D LI T DA %%
ZET, 2L, IP AR IO IE, EHA =V AFAZXA RO A—/L (SMTP) FA— bERE, Xy U —
7 LDORANE TCP HEf A L TERWVWE DI LET,
SMTP i, #iD—ui CTiL TCP A— 1 25, &9~ CTIXT7 v F LR — "NEFEEALET, Bl
TWVWHHIE, RER—=FFEEBEHASINET, A F—Fy FROERETLA— Ty O3k
RN— ML 25 T, BEAT Y POR—FEZRITPHINTOET, BEQ/FX Y FT—7 VAT LTI
WIZAR— K 25 TOA—NERBERAIN TN D720, FEVT—E R ERES — R Z RN ST X
F9, ACLIFREA v H—T7 A ADAI) ACL BIOERFA 4 —7 x4 2D ACL & L TRE
SNDAMENRDLY ET,
ROBITHE, Ry FT—213T7 FL A7 128.88.00 D7 FAB Xy hU—2 T, A—/L KA RDT }
L A% 128.88.1.2 T, established ¥ —7U — Ni%, fEx. SNz R T 5 TCP EHOF—TU — R
T¥, TCP 7 —%# 277 A2 ACK £721E RST By FAREIN, N7 v MRBEFOHERICE L TWD
TERHEATLE, HERRENET, FTEY P A VXY P AV F—T AR 1F, V—F%
A B —=Fy MIERT 214 v 4 —7 =1 AT,
Switch (config) # access-list 102 permit tcp any 128.88.0.0 0.0.255.255 established
Switch (config)# access-list 102 permit tcp any host 128.88.1.2 eq 25
Switch (config)# interface gigabitethernet0/1
Switch (config-if)# ip access-group 102 in

ZAlfTE ACL DFE

WIZ, internet_filter &\ 5 £ HiOIENE ACL 35 & O marketing_group &\ 5 £ ui OJL8E ACL % 1ERk T
L% R UET, Internet filter ACL VL, EEILT FL A 1234 »OEEINDZTRTORNT 7 1 v
7 EFAILET,

Switch (config)# ip access-list standard Internet filter
Switch (config-ext-nacl) # permit 1.2.3.4
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IPva ACL oz N

Switch (config-ext-nacl) # exit

marketing_group ACL 1%, %867 KL AL T AV RA— FOE 171.69.0.0 0.0.255.255 ~DLE D
TCP Telnet N7 7 ¢t v 7 ZFFAl L, ZDfod TCP F 77 4 v 7 #EHFLET, ICMP N7 7 14 v 27 %
FAIL, AEEDORETND, sifeR— 2 1024 LV /HhSW 171.69.0.0 ~ 179.69.255.255 D57 R
VANEESNDUDP b7 74 v 7 2R LET, ZRUADTRTOIP M7 7 4 v 27 2ERL T,
MRE TR TR I RRRSNET,

Switch (config)# ip access-list extended marketing group

Switch (config-ext-nacl)# permit tcp any 171.69.0.0 0.0.255.255 eq telnet

(

(
Switch (config-ext-nacl)# deny tcp any any
Switch (config-ext-nacl
(
(
(

)

)# permit icmp any any
Switch (config-ext-nacl)# deny udp any 171.69.0.0 0.0.255.255 1t 1024
Switch (config-ext-nacl)# deny ip any any log
Switch (config-ext-nacl) # exit

internet_filter ACL {3515 N7 7 « v 7 \C# H v, marketing_group ACL IX LA ¥ 3 R— FDE[E b
T4y ZICHEAENET,

Switch (config)# interface gigabitethernet0/2

Switch(config-if)# no switchport

Switch(config-if)# ip address 2.0.5.1 255.255.255.0

Switch (config-if)# ip access-group Internet_filter out
( ) #

Switch (config-if ip access-group marketing group in

IP ACL (SR & h 5 R #E

Wiz, HIEEB B A H ORI 8 i~ 6 BF (18 FF) DOMIZIP @ HTTP v 77 4 v 7 G+ 54
RLET, UDP FT7 7 4 w2 id, LIEEBIXOHBEHDOEF~F% 8K (20 BF) OZTFFr &
ij‘o

Switch (config)# time-range no-http

Switch (config)# periodic weekdays 8:00 to 18:00

|

Switch (config)# time-range udp-yes

Switch (config)# periodic weekend 12:00 to 20:00

|

Switch (config)# ip access-list extended strict

Switch (config-ext-nacl)# deny tcp any any eq www time-range no-http
Switch (config-ext-nacl)# permit udp any any time-range udp-yes
|

Switch (config-ext-nacl) # exit

Switch (config) # interface gigabitethernet0/1

Switch (config-if)# ip access-group strict in

AV MIEDIPACLTIV Y

W RTFE SR X ACL OFITIL, Jones WA T2V —7 AT —3 9 L7 7 B A% FFA L. Smith
I 5T —7 AF—3 3 VIIET 7 AT L EH A,

Switch(config)# access-list 1 remark Permit only Jones workstation through

( )
Switch (config)# access-list 1 permit 171.69.2.88
Switch (config)# access-list 1 remark Do not allow Smith workstation through
Switch (config)# access-list 1 deny 171.69.3.13

WIRTH B & ACL ©fFITix, Winter 3 X O Smith DV —27 27— 3 1 Web Bl 277 L £
REVR
Switch(config)# access-list 100 remark Do not allow Winter to browse the web

Switch (config)# access-list 100 deny host 171.69.3.85 any eq www
Switch (config) # access-list 100 remark Do not allow Smith to browse the web
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W 1Pv4 ACL DEEE

ACLBXx>/

Switch (config)# access-list 100 deny host 171.69.3.13 any eq www

W RT LM & ACL O TIiZ, Jones DY 7 xRy MIT 7B AZFFRILEH A,

Switch(config)# ip access-list standard prevention
Switch (config-std-nacl)# remark Do not allow Jones subnet through
Switch (config-std-nacl)# deny 171.69.0.0 0.0.255.255

IR 4T & ACL OfTiZ, Jones DY 7 % v FMIFHEIE Telnet DA A2 L EH A,

Switch (config)# ip access-list extended telnetting
Switch (config-ext-nacl)# remark Do not allow Jones subnet to telnet out
Switch (config-ext-nacl)# deny tcp 171.69.0.0 0.0.255.255 any eq telnet

N—% ACL T, 2O X IR R — SN TWET, log¥F—V— RFEEETLE, =Y
E—HKT By MCBT A u smmA v e—URa s =V FE IR E T, log-input ¥—7U— K
ERETLE, v 2 NVCANA v F—T oA ABBINESNET,

WOBITIE, 4Rt &EEET 722 U A b stanl 13 10.1.1.0 0.0.0.255 25D b7 7 ¢ v 7 H4EH L,
FOMDTRTOREBILNPOD N T 7 4 v 7 EF A LET, log¥—T — FbiEESNTWET,

Switch (config)# ip access-list standard stanl
Switch (config-std-nacl)# deny 10.1.1.0 0.0.0.255 log
Switch (config-std-nacl)# permit any log
Switch (config-std-nacl)# exit
Switch (config) # interface gigabitethernet0/1
Switch(config-if)# ip access-group stanl in
Switch (config-if)# end
Switch# show logging
Syslog logging: enabled (0 messages dropped, 0 flushes, 0 overruns)
Console logging: level debugging, 37 messages logged
Monitor logging: level debugging, 0 messages logged
Buffer logging: level debugging, 37 messages logged
File logging: disabled
Trap logging: level debugging, 39 message lines logged

Log Buffer (4096 bytes):
00:00:48: NTP: authentication delay calculation problems
<output truncated>

00:09:34:%SEC-6-IPACCESSLOGS:1ist stanl permitted 0.0.0.0 1 packet
00:09:59:%SEC-6-IPACCESSLOGS:1ist stanl denied 10.1.1.15 1 packet
00:10:11:%SEC-6-IPACCESSLOGS:1ist stanl permitted 0.0.0.0 1 packet

WIZ, AT SHERT 72 A U A b ext] IZ& > T AEEOXEFEILAS 10.1.1.0 0.0.0.255 ~D ICMP /<
Ty MEFFRIL, $XTO UDP X7y ST 264" LET,

Switch
Switch
Switch
Switch
Switch
Switch

config)# ip access-list extended extl

config-ext-nacl)# permit icmp any 10.1.1.0 0.0.0.255 log
config-ext-nacl) # deny udp any any log

config-std-nacl) # exit

config) # interface gigabitethernet0/2

config-if)# ip access-group extl in
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Z{tE MAC 3 ACL oferx M

Wiz, TEE ACL ou 7o~ LET,

01:24:23:%SEC-6-IPACCESSLOGDP:1ist extl permitted icmp 10.1.1.15 -> 10.1.1.61 (0/0), 1
packet
01:25:14:%SEC-6-IPACCESSLOGDP:1list extl permitted icmp 10.1.1.15 -> 10.1.1.61 (0/0), 7
packets
01:26:12:%SEC-6-IPACCESSLOGP:1list extl denied udp 0.0.0.0(0) -> 255.255.255.255(0), 1
packet
01:31:33:%SEC-6-IPACCESSLOGP:1ist extl denied udp 0.0.0.0(0) -> 255.255.255.255(0), 8
packets

IPACL ®F_XThr¥ 7 = b UL $SEC-6-IPACCESSLOG CTHIBE L £9, =2 FY oL, —&
L7ZACLRT7 7R = MY ORSEICIG U CTHE TR £,

WIZ, log-input ¥ — U — REHEE LLEHBEOHIA v —VOFERLET,
00:04:21:%SEC-6-IPACCESSLOGDP:1ist inputlog permitted icmp 10.1.1.10 (Vlanl
0001.42ef.a400) -> 10.1.1.61 (0/0), 1 packet

log ¥— UV — FEZHEE LGS, ROy MNCET L R Ay E—VIZBATA ¥ —7 =4 A
WREENEEA,

00:05:47:%SEC-6-IPACCESSLOGDP:1ist inputlog permitted icmp 10.1.1.10 -> 10.1.1.61 (0/0), 1
packet

A+ E MAC #iisk ACL D1ER

GE)

VLAN £723 b A ¥ 2 A2 =T A ATHIPVA 8T 74 v 7 &7 4 VE ) 7T 5121k, MACT
R 2B LOAHIM & MAC $L5 ACL 2 L3, TOFIEL, moAailhE ik ACL Z/0E7
L6 LIRERTT,

LAY 3 A2 =7 =1 A2, A4HifTE MAC $K5R ACL Zi#H T ¥ A,

mac access-list extended =~ > R THHR—FEINTWAIEIP 7u b 2/LOFEMIIHONTIE, 20V
J—20a<w> RV T77 L0222 LTIEEN,

(GE)  appletalk (X, 2~ FI A OA~LT A RY U ZIZFRINETH, deny 3 L O permit MAC 7 7
A VA a7 Fal—vary T—F avr FO—EFEMFL LTHR— SR THEEA,
4T & MAC fii5k ACL Z B4 %121, ##HE EXEC £ — N TROFIHZFAT L £
avwyk B
27971  configure terminal Fa—r ary 7 4 F¥al—vay B— REBEBLET,
27972 mac access-list extended name LZEiEFEH L CHEEMAC 72712 U R REEHRLET,
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W Z#74f= MAC 3k ACL DR

A7973

AT974
ATy75
AT976

avw> kR B
{deny | permit} {any | host source MAC WVEMACT 27X VAR ary74Xal—ary T—RFTIE
address | source MAC address mask} {any | TR_TO (any) E#EITLMAC 7 KL A v A7 7% 2%(5 58 MAC

host destination MAC address | destination 7T RLVAR, FHIERHEDKRA L (host) XfE7t MAC 7 R LA,
MAC address mask} [type mask | 1sap Isap mask |3 X O _To (any) 565t MAC 7 FL A, <~ A7 & 565

| aarp | amber | dec-spanning | decnet-iv | MAC 7 RV A, F3FEDsEE MAC 7 R L RIZ, permit £
diagnostic | dsm | etype-6000 | etype-8042 | lat |7=|% deny %?E”E LETJ,

| lave-sca | mop-console | mop-dump | msdos |
mumps | netbios | vines-echo |vines-ip |

(EE) oA Fvarw ANTHIELTEET,

xns-idp | 0-65535] [cos cos] e type mask : Ethernet II £721% SNAP TH 7L L7

7y b OEE O EtherType & 5. 10 #%, 16 #%5k, 72158
EHCTERLTEET, —BHREDOHNIC, EETHETE 2
don’t care £ D= 2 7 3 EtherType WHINET,

 lsap Isap mask : IEEE 802.2 TH /LI iz "7 v Fd
LSAP &=, 10 ##. 16 #E#, 7T 8 EHTHRLTEE
T, (LB Cdontcare By NO< A7 #IRETEET,

e aarp | amber | dec-spanning | decnet-iv | diagnostic | dsm |
etype-6000 | etype-8042 | lat | lavc-sca | mop-console |
mop-dump | msdos | mumps | netbios | vines-echo |vines-ip
| xns-idp : FE IP 7'=m k=)L,

e coscos: TITAA VT 4 EHET D0~ 7D IEEE 802.1Q
CoS F 7=,

end ¥iHE EXEC =— FIZEY £,
show access-lists [number | name] TI7EA VA MDOEREERSFLET,
copy running-config startup-config (EE) a7 4FXalb—vay 77 A NVICREXZRIEFELET,

ACL 2% Hlbx9 521X, no mac access-list extended name 70—/ )L 27 4 ¥ 2L — g
< REFEHALET, L& MAC 329 ACL 7»5 ACE ZEBICHIRT 52 b T 7,

RIZ. EtherType DECnet Phase IV N7 7 4 v 7 12 #ER L, thOFTXTOXATDNT T4 v I %
FFAT 272782 UA D macl ZEE LORRT 502~ LET,

Switch (config) # mac access-list extended macl
Switch (config-ext-macl) # deny any any decnet-iv
Switch (config-ext-macl)# permit any any
Switch (config-ext-macl)# end
Switch # show access-lists
Extended MAC access list macl

10 deny any any decnet-iv

20 permit any any

LAY 24203 —0 x4 X~D MAC ACL DiEH

MAC ACL #1Ef L, TNZ LAY 2 A v F—T 24 RZHEATHE, TDOA 0 F—T = RZHEE
TDHIIP R T 74w 774 VF V7 TEET, MACACL ZiEH T2 & X013, ROFEBEFIHIZ
BELTIEEN,

e VLANIZBELTWALA Y24 X—T x4 AZACL Z#HALEA, LAY 2 (K—F) ACL
1L VLAN A V' Z — 7 = A AZHWH S e AJiFmo VA ¥ 3 ACL, itiWAN_L%éﬂt
VLAN = v 7 X0 B LET, LAV 2HR— bTRETHIERE 7Y ML, HIZA— K ACL T
TuNEY) U TENET,
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ATyF1
ATy7 2

AT973

AT974
ATy75

AT976

VLAN vv 7oz N

e FCLAY2A L =T AT IPTZ7EAVARNEMACTZEA UARNE 1 DTN
WHTEERA, IPT7 7R VRANIIP Ny bETFEZ74AMZ V7L, MACT 78X U X
MIFEIP Xy b7 4V Z ) T LET,

e 1OoDLAF¥2AVF—T A AZHHATED MACT7 KL A VA MNI 1 27EFTY, 9 CI2
MACACL R ESNTWVWALAFY2A L EZ—T A ACMACTZ7E®RA UANEEHATA L.
REEHD ACL BH LW ACL ICEE#HZ b ET,

VAY2A L Z =T 2 A A~DT 7B ZAZHI#lT L0 MAC T 78X UAMZBEMAT 5121, %
# EXEC £— FTROFIEELFATLET,

avvFk B

configure terminal sa—s Vv arZ 4 Xal—var T— et LET,

interface interface-id BEDA LA —T oA AZEEL, f VX —T xR AT 4
Fal—vary E—REHBLET, BET LA F—T=A A
LAY 242 —7 x4 A (K— K ACL) TRIF1IERY
FH A,

mac access-group {namej {in} MAC 727 t2 URARMEBALT, EESNIA v F—T = A A
~DOT 7R AEHIEILET,
A— bk ACL 1%, FEFAIRY YR—FINET,

end Fi#E EXEC E— RICRE Y £,

show mac access-group [interface interface-id] |z (2 % — 7 = f 27 1FFT_RTOLAV2 AL E—T = A R
WHEHHSN TS MAC T 782 UAMERRLET,

copy running-config startup-config ) av74F¥alb—vay 77 A NMCHREXRELE T,

(E)

HELET 78R 7 A—7%HIBRT 512X, no mac access-group {name} {4 —7 A A a7 4
Fal—varavwrReEHALET,

WIZ, T 7R VAL macl #A— MI#EHALTAR— MIEET LIy NeT7 4 V2 ) 7356 %
ALET,

Switch (config) # interface gigabitethernet0/2
Router (config-if) # mac access-group macl in

mac access-group > ¥ —7 A A a7 4 Fal—ary avry NI PEILAY2 A 4—T =
A ANZEHASNTHGAICR A E 720 £9, 2O~ Rix, EtherChannel A — kb F v /U213
AT EEA,

2L vFiE, Ny FEZETHE, HEACL L7y FERAELET, ACL ANy v FEHFAT5
BE. AL v Fi3 7y bORBEEREGE LET, ACL 837 v FE2HEETIHEE. A v Fidry

FMEBEELET, REFEDOACLEA L XA —T oA RAZHHATAE, 24 v FIZTACLBA v ¥ —T =

ARZHEH SN TOWRWEHE L, T XTOXRXTy hEFRILET, Ry hU—27 X207 2D

WDICRERZD ACL ZHHATHHEAIT. ZOXIRMEENELDZ LICEELTIEE N,

VLAN 7 v JDERTE

ZIZTiE, VLAN = v 752 ET D HIEIZOWTHBALET, ZoFHEZ, VLANRNTTZ 4 v v
7T HME— D F1ETT, VLAN = v I3 Mo ENRH Y 8 A, VLAN = 72 L T,
BEDOHBEDNT T 4w 0% T 4 NZ ) 7T 5120 BEDEETCELITSET FLAREE SN
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W VLAN =y F0EE

ACL BN+ 205N H Y 9, VLAN ~ v 7RIS v b X4 7 (IP £7212 MAC) (%425
match AN HHHE. T 74V FTlE, ~ v 7HRHOEDT FUICHE—E LAWYy MRy 7 &
NET, U7y b ZATFITHkT D match 2~ 2 KRR WEE. T 740 F Tk, &7y Fodfinik
EnET,

CITHEHT vy ROMBXBIOHEHFEOFEMIC OV T, 2oV ) —R T ba~vwr K
V77 LU AESRL TN,

VLAN ~ v ZZER LT, 1 2F 7213850 VLAN AT 21203, ROAT v P2 ETFLET,

AFvF 1  VLAN (AT Y IPv4d ACL F 72139558 IP ACL, £ 72134 i1t & MAC 4538 ACL 21Emk L £9,
MEYE [Pv4d ACL 38 L OWEIE IPv4 ACL D1ERL) (P.32-7) BL W [VLAN ~ v 7O ER) (P.32-32) %
ZH LT &N,

AT9F 2 VLANACL vv 7 = MU Z{ERT 2I21%, vlan access-map 7/ 2 —/N)L 27 4 Falb— g
avwr Rz AN LET,

AFYT 3 TI/RASY T a7 4F¥al— a3y ®T— FTIL, action & LT, forward (57 #/L ) £720%
drop #ANTHZ b TCEET, 72, match =~ FE AN LT, BEEDO MAC 7 R L AT M
WMENTZIP Ny FERIZIEIP X7y hEZRELZD, 1 DE 3O ACL (EHEE 23L&
Ry hERGLEV T ELTEET,

G¥) v b ZA47 (AP £721X MAC) 1Z%% % match )28 VLAN = v ZICREENTWAHA T, €D
v~ T T arBNRuayTORRIE. TOXATIC—HTHTXTONRNTry bR Ry 7ENnNET,
match A28 VLAN <= v 7272 BESNTWAT 7 yaryB ke vy 7OHAIE. $XTOIP BXLW
LAY2XRXTy ke y a3 nET,

AFv7T 4 VLAN ~v 7% 1 DF13#EHO VLAN ([Z#EH$ 51203, vlan filter f % —7 =4 A a7 4 ¥z
L—y gy avwy REERLET,

2T ROBEICOOVTHALET,

e [VLAN ~ v 7 OREROEZEFHE] (P.32-31)

e [VLAN = v 7OfER] (P.32-32)

e [VLAN ~® VLAN ~ v 7 OiH] (P.32-35)

o Xy hU—2T®D VLAN ~ v 7O %] (P.32-35)
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VLAN vv 7oz N

VLAN 7 v JORERDIEEIER

VLAN = v 7% RET 5 & 2T, ROTFEFHILES> TLEE W,

o AUH—TxAATKITI T4 v HERTHLICEESNT ACL B72< . VLAN = v 7 BEE
SATHRIVEES, TRXTDO T 74 v 7 BRFRENET,

e ZVLAN v v 7 id—#HoOx M) THEINET, VLAN vy 7o N DOIEFITEE T,
AA v FIZERE LNy MiE, VLAN ~ v 7ORIIO= VIR LTT A MEhET, —
L7288 1%, VLAN = v 7OZOEGICHRESNTT 7 v a URFETEINET, — B Lo 7
BA. Ny NIy THRHOKRO= Y FIIZHLTT A NS ET,

o M b AT (IP £721X MAC) (Z%9 5 match AJA VLAN ~ > 7|2 1 D F 721385 H 5
LETH, Xy hRZENSLO match AJI—F L2 WEAE, T 74V TEAXry bR R v
SNFET, Z4 v b XA 7T D match 4] VLAN < v I WA, 7 7 4V Tl
Ny IRERIEESNE T,

o 2D ACL BB EINTWVAEAIE, VAT LAOBRMICEERINANDEZ ERH Y 7,

e VLAN~=v7oux 7R —FSNnTWHEREA,

. V4?24V5~7:42Kﬁ%éﬂtm7&kx)XFEKMACT&?X)XFﬁX%/%
[Zd-> T, A= F23ET %5 VLAN IZ VLAN ~ v 72+ 2546, A— b ACL 28 VLAN < v 7
CEELET,

e N—KRU=TIZVLAN v~ v 7OREZEH TR WEAIE. £ VLAN NOTXTORTr v &
27 TV oD I BIONN—TFT 4 7T HMERLY 3,

o 774U VLANBLOENZ Y VLAN TVLAN v v 7ZRETEET 2L, T4 X—
FVLAN OIS A4~V BLOEHDHY VLANIZFRI U VLAN v v V2R ETH 2 L 2 HERE L £
B

o TL—2NTTA_X—F VLAN NTHEIND LAY 2 DA, AL VLAN < v 72 A Ml & H
JMomFIC#EHSNET, 7L—A0 7714 X— K VLAN ORI BT AR — MMav—F 1~
TENDEE., T4 X—F VLAN ~ v 7R ASINCER S E T,

— TVUV—2WEA N R—= DO EERR—NNIT v T AN —ATEEINDIHRIE. B
# Y VLAN THREIN= VLAN ~ v 7R shE7,

— VU —2NEERR—FNEFRA N R—=FIF T AR —ATEEINDIEEIL. 774
<~ U VLAN THRE S VLAN ~ v 7R fA s x4,

TT7ARXR—K VLAN DT IP VT 7 4 v 0 %74 0H ) 79520k, 774~V VLAN B X

WeHZY VLAN DWIHIZ VLAN v v 72T 2 0ERH Y £3, T4 X— K VLAN O
FEMCOWTIR, B 15 74—k VLAN OFRE) 2L T EE0,

BEFZHONTIE, [y NU—27 TO VLAN <~ v 7OFERE] (P32-35) 25 LT X,

N—% ACL BEL O VLAN v v 752 flAEHLE THEHAT 2 HIEIC D>V TiE, [VLAN v v 7 & r—%
ACL O ERFOEREFEIH] (P.32-38) 2B LT,
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W VLAN =y F0EE

VLAN < v T DR

% VLAN ~ v ZIRIEF ISR b —#ox=y MY TS ET, VLAN v v 7 =2 b U ZERk,
BN, E 7MY B IS I, #9H EXEC £— K TROFIREFT LET,

ATy71
A797 2

A7973

ATv7 4

ATy75
27976
ATvFT1

avy kR

=]y

configure terminal

sa—N\) ar74X¥al—yar E— ReBBLET,

vlan access-map name [number]

VLAN v v 7% E L, 4R L OES (LR #HEELET, F51%
~yTRADOTY P DOY— U AFETT,

[ L4 #1D VLAN ~ > F2ERT 2 & 10 T84 2% 52 IEICE D
BTHONET, vy 7EERELTHIRT 2L &3, 4T~y =
N DFZEANTEET,

oawry REANTEE, T/8A Ry T ar7 4 Xal—vay
E— NIZEDY £,

action {drop | forward}

UEE) ~v X = MV T57 27 ava2RELET, 740 ME
#iit (forward) T,

match {ip | mac} address {name |
number} [name | number]

Il DE T EROBEREEZITIET 72 VA MIH LTy FEREe
LET (IP £7E MAC 7 FLRZEHEH), X7y hOREIX, find 5
fmb:wﬁ%fmTﬁtzbe’ﬁbfﬁiﬁbﬂiﬁ IP /8

NI, EAEEZIIIEEIP 727EZX VX MIFLTREESNET, FEIP /S
7y M. LEITE MACHERIET 72 A U A MIXLTETRESNE
7

end

Ja—n) ar7Z 4 X¥al—vary BE—RIEDET,

show running-config

TI7RAVRANOHRELTFRRLET,

copy running-config startup-config

(fEE) a7 Xab—vay 77 AMCRELRELET,

~ v FEHIRT 512X, no vlan access-map name 72 —/N)L 2T 4 Fal—al avw REfl
HALET, v~ v 7RO —Fr 2 = b % 1 DHIBRT 5121, no vlan access-map name number 7
og— )L a7 4 Xal—gryavy REFERALET,

FTI7FN DT I arThHEEEEITHIICIE, noaction 77 A vy a7 4 Falb—v g

a<wr REHFEALET,

VLAN = v 7" Cii, %ﬁé@ permit £72iX deny ¥ —V — F&EH L ¥ A, VLAN vy 72 L T

Ry MEEGTHIC
7. ACL N® permit i

X, X7y FERETDHACLZERL T, 77 vara2 Ray7ICRELE
T HTDEVHIERTT, ACLAD deny X, —H LW E WS EKRTT,
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VLAN vv 7oz N

ACL XU VLAN < v ZO 4l

#11

#l 2

Wiz, BEDOHMD=HD ACL 8L VLAN ~ v 7 Z21Ek T 562~ L E£7,

T, Ny FEEGST S ACL BE O VLAN v v 72 ET 2502 R LET, OO~ 7T
iX. ip] ACL (TCP <% v k) Io—EF 5T _RTOA7ry M Re vy FESRET, B, 3T
TCP X7 v hEFFRIL, ENLAND T N 2T XTHELET S iplACL #{Efk L ¥ 3, VLAN v v 7
WX IP 237y MIZKY 2 match MBFEET D720, T 74V DT 73 a »Tid, YO match Aj & b
—HELABRWIP Ty ERT_RT Ry 7ENET,

Switch (config)# ip access-list extended ipl
Switch (config-ext-nacl)# permit tcp any any
Switch (config-ext-nacl) # exit

Switch (config)# vlan access-map map_1 10

Switch (config-access-map) # match ip address ipl
Switch (config-access-map) # action drop

WIZ, Ty FEFAT S VLAN v v P2l 264~ LE 9, ACL ip2 iZ UDP "7 v M &FFA]
L. ip2 ACL & —HETHT_XTONRTy bRREINET, 2O~y 7 TIE, THEFTDOED ACL &
H—FH LW TRTDIP X7 v b (TCP TH UDP THRW ST v b)) BRRuy 7INET,

Switch (config)# ip access-list extended ip2
Switch (config-ext-nacl)# permit udp any any
Switch (config-ext-nacl) # exit

Switch (config)# vlan access-map map_1l 20

Switch (config-access-map) # match ip address ip2
Switch (config-access-map) # action forward

WDFEIDO VLAN = > 7T, 774/ FTIP X7y B R v 7S, MAC N7 v DB HEE S UE
+, ¥ ACL 101 B L OLAREIT & HE3ET 7 2 U X b igmp-match 3 X O tep-match 2 20O~ v
TEMBEDETHEMT L. ROE DT £,

e TXTOUDP N7y FPREREINET,

o TRTOIGMP X7y b3 Fuy FIET,

e FTRTDTCP 7y FRHEINET,

o FTOMODTRXTDOIP /N7y MRy FInET,
o TRTOIEIP N7y hRHEEINET,

Switch (config)# access-list 101 permit udp any any
Switch (config)# ip access-list extended igmp-match
Switch (config-ext-nacl) # permit igmp any any

Switch (config)# ip access-list extended tcp-match
Switch (config-ext-nacl)# permit tcp any any

Switch (config-ext-nacl)# exit

Switch (config)# wvlan access-map drop-ip-default 10
Switch (config-access-map) # match ip address 101
Switch (config-access-map)# action forward

Switch (config-access-map) # exit

Switch (config)# vlan access-map drop-ip-default 20
Switch (config-access-map)# match ip address igmp-match
Switch (config-access-map)# action drop

Switch (config-access-map) # exit

Switch (config)# vlan access-map drop-ip-default 30
Switch (config-access-map)# match ip address tcp-match
Switch (config-access-map) # action forward
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W VLAN =y F0EE

73

7l 4

WoHIO VLAN v v 7 Tik, 774V FTMAC Ty FR RFay &, [P A7y hBERESINLE
9, MAC JEBET 7 A2 U 2 |k good-hosts 35 L U good-protocols % = D~ v 7 L flAAHETHEHT
e ROEICRY FET,

e A b 0000.0c00.0111 3 X T 0000.0c00.0211 725D MAC 7347 v DR E I UE T,
e decnet-iv £721% vines-ip 7’1 F AL EEHT D MAC N7 v MR RESILET,

o ZTOMDOTRTOI IP Xry R RFeyFXINnET,

o TARTOIP ATy MPEHESNET,

Switch (config)# mac access-list extended good-hosts
Switch (config-ext-macl) # permit host 000.0c00.0111 any
Switch (config-ext-macl)# permit host 000.0c00.0211 any
Switch (config-ext-nacl) # exit

Switch (config) # mac access-list extended good-protocols
Switch (config-ext-macl)# permit any any decnet-ip
Switch (config-ext-macl) # permit any any vines-ip

Switch (config-ext-nacl)# exit

Switch(config)# wvlan access-map drop-mac-default 10
Switch (config-access-map) # match mac address good-hosts
Switch (config-access-map)# action forward

Switch (config-access-map) # exit

Switch (config)# vlan access-map drop-mac-default 20
Switch (config-access-map) # match mac address good-protocols
Switch (config-access-map)# action forward

ROBFIO VLAN ¥ v 7 TiE, 774N ETTFERTONRT y b (IPBLUIIP) B RFeyTEnET,
B2HBLOB3DOT 7 A U R tep-match 3 LU good-hosts & Z D~ v 7 LilAGOETEMAT S
L RODESITRY ET,

o T XTOHTCP 7y bRHEEINET,

e A K 0000.0c00.0111 3 LT 0000.0c00.0211 725D MAC 737 > hRERESINLET,

o ZTOMDOTRTOIP NTy " Rr Yy FINET,

o ZTOMDOTRTOMAC Nry bR Ry 7rInEd,

Switch (config)# vlan access-map drop-all-default 10

Switch (config-access-map) # match ip address tcp-match
Switch (config-access-map) # action forward

Switch (config)# vlan access-map drop-all-default 20
Switch (config-access-map) # match mac address good-hosts

(
(
(
Switch (config-access-map) # exit
(
(
Switch (config-access-map) # action forward
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VLAN vv 7oz N

VLAN ~® VLAN < v 7 D&M

1 20 VLAN ~ v 7% 1 DFE 7213850 VLAN ([Z@#E 3 51203, F# EXEC ©— R CTROFEE 5

TLET,
avw vk B

A7971  configure terminal Fu—sL arT 4 ¥al— gy B— REBEBLET,

27972  vlan filter mapname vlan-list list VLAN = v 7% | DF 721385 VLANID IZi#H LE 9,
list IZIZHE—® VLAN ID (22) . e L7=&ipH (10 ~ 22), £72i1% VLAN
IDDARY 7 (12, 22, 30) 2FETEET, B0, 7 OH]
BICAR—REHATHZI L HTEET,

A7973  show running-config FTIOEAVANOBREELFZRLET,

27974 copy running-config startup-config |({£FE) =L 7 4 Xal—ay T ANMIREEARELET,

VLAN = v 7 % H|kx3 521X, no vlan filter mapname vlan-list list 72— 3L 23> 7 4 Fa b — 3
voawy REH Liﬁ“

WIZ, VLAN ¥ v 7 1 % VLAN 20 ~ 22 \[Z@EMH T 2047~ L £7,

Switch(config)# wvlan filter map 1 vlan-list 20-22

2y FJ—9TOVLAN 7 v TOERX

Tk, — A7 VLAN ~ v ZOERIEICOWT—HEH L £,
o DAYV T Zu—Ey bORE] (P.32-35)
e [HID VLAN IZH DY —R_"~DT 78 Z2DHES] (P.32-36)

DAL4x) g sa—Ey FOERE

e I 7m~Jz“/ MERTIZ, V=T 4 VI BAAL v F ETA =TI énﬂ\m\t;g—/\m
HVEF, L, ZOFETH VLAN v v 7E LW QoS 758 ACL [TV A — S TWET,
32-4 TlX, A A b X:Iboto\n“x MY 138725 VLANNIZHY, A4 YV 7 /ue—FEy b A v
FABIOAS v F CITEHRINTWVDLEBRELTVWET, FA RN XNOEEANY ~D T T 4 w7
i, =T 4 VIR F—=T VIR ESNTZ LAY I3 AL v T THDAAL vF BIZ Lo THREMIZ
N—T 4T ENET, FARNXDPLERARNY ~DRNTFT T 49 71F, "7 749 7D Y KA
FCHDHAAL v F ATT 78R ary e — L TEET,
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W VLAN =y F0EE

32-4 oA4x)od ya—Ey FOBRE

VLAN Ty 7T : X D5 Y ~AD 1 \
HTTP £465¢ 5, ——> — ‘

HTTPIEZT Y kY RS ¥ T —i>
REIN, |[::]‘ [:::“
‘======b ‘======'r,“\“b
KA kX AR RY
77777777 VLAN 1 10.1.1.32 10.1.1.34
— — — VLAN2

101355

—> Nry b

HTTP FS5 7 4 v 75 FR AR XIMBERANY ~AA v F L 7 LARWEASIZ, A RX (IP7 FLx
10.1.1.32) »HF A FY (IP 7 FLZ 10.1.1.34) ([ZA9 T _XTO HTTP "7 7 4 v I NAAL vF A
TRy 7ENh, A4y F BTV v 7EnNnk iz, A4 vF ADVLAN v v 72 RETE
9,

BN, HTTP R— b ETTRXTOTCP F 77 4 v 7 &#a (—8) $21P 72782 URAN hitp %
EFRLET,

Switch (config)# ip access-list extended http
Switch (config-ext-nacl)# permit tcp host 10.1.1.32 host 10.1.1.34 eq www
Switch (config-ext-nacl) # exit

W, http 77 ®8AVANE =BT DI TF 740y I7m Ry a3, TOMOTXTOIP FT77 1 v
I BEREEINA LI, VLAN 7278 A ~ v 7 map2 #{ERLET,

Switch(config)# wvlan access-map map2 10

Switch (config-access-map) # match ip address http
Switch (config-access-map) # action drop

Switch (config-access-map) # exit

Switch (config)# ip access-list extended match_all
Switch (config-ext-nacl)# permit ip any any

Switch (config-ext-nacl) # exit

Switch (config)# wvlan access-map map2 20

Switch (config-access-map) # match ip address match_all
Switch (config-access-map) # action forward

WIZ, VLAN 77t A ~v 7 map2 % VLAN 1 I L ET,

Switch (config)# wlan filter map2 vlan 1

A®D VLAN [2HEH—/\~DT7 IV 2 ADIER

B VLAN IZH DT —R_~DT7 7 A%&HIBRTEEd, =& xiE. VLAN 10 NOH—,310.1.1.100
TliE, WDKRA DT 7 BRZERTLHLERS D £9 (X 32-5 25M1),

e VLAN20 NOH¥ 7 x> k 10.1.2.08 IZHDHFA DT 72 RAEEILLET,
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AFvFT A1

ATFvFT 3

VLAN vv 7oz N

e VLANIONDOAHARZA K 10.1.1.4 BELWU10.1.1.8 DT 7 A &ZEIELET,

K 32-5 o VLAN LOH—/I~DT7 VI L RER

VLAN ¥ v 7

=
10.1.1.100 l
|

=l 1#':i;?~3/ ~
#—s% (VLAN 10) &\ 10.1.2.0/8
y
— < L |
o114y [T —
____ﬂ“

ARZX + (VLAN 20)

&Rk (VLAN 10) LAV3RAYTF

A—
7

1o.1.1.8|:|
=y

AR+ (VLAN 10)

101356

—> Tyt

Wiz, 7% > b 10.1.2.08 NOFRA b, AA b 10.1.1.4, BEOHEA K 10.1.1.8 D7 7 A Z4ERH
L. ZOMDIP N7 7 4 w2 %F " 3% VLAN ~ > 7 SERVERI-ACL Z#{Ep L C, 5l®> VLAN ND
Y= RA~DT I AEEETHHE2RLET, HEDAT v 7T, ¥ v 7 SERVER] % VLAN 10 i
WHLET,

ELWATry heE—HTHIPACLZEELET,

Switch (config)# ip access-list extended SERVER1_ACL
Switch (config-ext-nacl))# permit ip 10.1.2.0 0.0.0.255 host 10.1.1.100
Switch (config-ext-nacl))# permit ip host 10.1.1.4 host 10.1.1.100
Switch (config-ext-nacl))# permit ip host 10.1.1.8 host 10.1.1.100
Switch (config-ext-nacl))# exit

SERVERI ACL & —#3 2P X7y hE Kry 7 LT, 20 ACL & —E L2ARWIP /7 v b FHRET
5ACLZHEMHLT, VLAN~~ vy 72 EZLET,

Switch (config) # vlan access-map SERVER1_MAP

Switch (config-access-map) # match ip address SERVER1_ACL
Switch (config-access-map) # action drop

Switch (config)# vlan access-map SERVER1_MAP 20

Switch (config-access-map)# action forward

Switch (config-access-map) # exit

VLAN 10 {2 VLAN v > 7% H L £7,

Switch (config)# vlan filter SERVER1 MAP vlan-list 10.
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W )L—2 ACL # VLAN vy LA hETHERAT A

JL—% ACL Z VLAN v v JLlAEHETHEAT 55

GE)

TV oD T ENE N T T4 9P BIONN—T 4 T ENE N T T4 Z7OWFIZH LTT 7R o
Y=V EZITHITIE, VLAN v v 72 HMCHEMHT 50, E£72i3b—% ACL & VLAN v > 7%
HEDLETCHALET, ANMEHAHIFDOL—T v F VLAN £ > X —7 = AT/L—HF ACL % €%
Lz, VP T ENERN T T4 DOT7 78 A%ary ba—9%5 VLAN v v 72 ERLED
TEET,

/\/7/]\712 25 ACL N VLAN v~ > 7D deny A7 — h A2 b &—HLTIEHE, V—4F ACL OFRE
WZBIfRZR L, Ny b Tu— 3RS SR ET,

N—2% ACL % VLAN v v 7 LA G DR THEA L, V—% ACL TORX U V7 ENELET 537y b
N VLAN = v 7 THEGENSHE, Zhoory MEnXrr7ansta,

My b XA T (IP £721% MAC) 2% % match A28 VLAN ~ v FIZHHBAETH, A7 v |
NEDHEATIZ—FLARWEES, T 74/ FTII Ny b2 RFe vy 7E&NnET, VLAN = v 7HIC
match F]3 72K, 727 v a BNEESNTWRWES, FOVLAN vy 7 = b b —FKLgnS
MIfmkEhEd,
T T, —% ACL % VLAN < v LA THEMAT 5 HFEICONTHRBA L £,
e [VLAN vy 7Pl —% ACL OFEROEEEE] (P.32-38)

e [VLAN IZHEHAENSH/L—Z ACL & VLAN ~ v 7Dl (P.32-39)

VLAN 7v & I)L—% ACL DEFEEDIEEIR

ISR SN ERFEEIY, v —4% ACL ZLIFVLAN v v 7% C VLAN ETHEATLILEND
LZRECEHMAENET, +—% ACL BL T VLAN v v & 87220 VLAN I[ZHI Y B THREICIT, Z
NOOEEFHITEN S L EE A,

2y F N—Fu=7x, i (ANBIOHA) Zickx27 40 ACLE 1 BIRLES, Lz
BoT, —4% ACL BLTU VLAN v v 7% R U VLAN IZRRET25E1E. 206G T 5 0ENR
Y ET, =% ACL & VLAN v v 7 Zia+ 5 & ACE BB RIZRL2BE1H Y £,

N—4 ACL 8L VLAN v v 7 %[F U VLAN IR ETL2LENH H5E61F, +—F ACL & VLAN
<y TOMGTOREICEL, 2 T T2EBEEHEIIE> TS EEN,

e VLAN A v X —T =2 A A LEOZTFH (ANBLIOH ) IZ VLAN ~ v 7B L0 —% D ACL % 1
DT OIRYRETETET,

o ARERMY ., TRTOZL NIDOT 7 v ayRE—T, KROT 7N b 727 a 2003t
DEAT LD L DI ACL itk LET, IROWT DB ZMEH L T, ACL #ftif L £,

permit...
permit...
permit...
deny ip any any

700X

deny...
deny...
deny...
permit ip any any
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L—% ACL £ VLAN ¥ v Fe#aabechEAT 5% B

o ACLINTHEEOT 7 ay (., ER) 2ERTIHEIE. TNENOT 7 ary 24 7% F
LT, = U EEAHIBLET,

e ACLNICVA YV AFEREHEELRNTLEESY, VAV A4FEREZEBMTIE, AT v RABH
MEZR 0 Ed, ACLDO 7 42U 7, full-flow GHMETIP 7 KLV A, 55 IP 7 FL A, 7
ghan, BLOFa harR—F) TR, IPT7T LA (BETBIO%E) ICESWTiITh
NDOBEIC, KBERHEREENEONET, ARERBY ., IP 7 L R X don'tcare v & H
LTSN,

IP ACE & L1 ¥ 4 A&7 TCP/UDP/ICMP ACE 2355 & % ACL WNIZ/ETE L. full-flow &—
REIRETHIVNENHDLE XX, LI VY4ACEA2 VA MOKRRBICEEBELE T, ZoOfE. IPT K
VAWRHSS N T T4 v T DT 4 NEZY U TNMBRENET,

VLAN IZEREhB/L—4% ACL & VLAN <7 T4

TITiEH =% ACL LU VLAN v > 7% VLAN ICHEH L, A4 v F Ky b 7Y v PR
Ty =Ty R ATy b BEOATFr A Ty bR RET 561K L ET, ROKTIE

ENENDOGERITEERESND Ty PERLET, X7y FO/SZAHN VLAN v v 7% ACL %737 #t

ERFETDRA LT, A7y bEBEETIC RNy 7T 5L H Y £7,

ACLBEURAYF K /My bk
32-61Z, VLANINTAAS v F 7 E3nN53y MZ ACL 2T 5 Hika~rLET, 74—

Ny TV P I Lo T—T 4 V7 EFEEINT, VLANNTAAS v F 7 Enb /7y
MZiX, AJJ VLAN @ VLAN ~ v 772 AEH S E T,

H 32-6 RAYF K 1’47y k~D ACL DA
| AR Hh ‘
VLAN10 | JL—% JL—% | VLAN20
ES A ACL ACL L Xy T
Vv Vv vV Vv
-
F—
RR KA
(VLAN 10) ‘ ‘
L= T U BREE T
P =Ny TYwT
KRk C _/
(VLAN 10) l |
VLAN 10 | VLAN20 &
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W )L—2 ACL # VLAN vy LA hETHERAT A

ACLELUIYY DK 7y bk

32708, 74—y 7 TUy PR ANy MCACL #EMAT 5 HEEZRLET, 7V vV R R
7y bOBEIE. A VLAN IV A ¥ 2 ACL 2 s ShvEd, £72. FEIP BLUIE ARP X7 v
NETBRT =Ny 7 TV R Ry MelehET,

B 32-7 TY9S Ky kAD ACL DiER
VLAN10 | | VLAN 20
v =4

/- - - -

——

—
KRR LA KA B
(VLAN 10) ‘ ‘ (VLAN 20)
L IA—INY Y TYwD
VLANTO | ——> K7y L. VLANZ20 5

ACLBLUIL—TY K 7y b
32-812, =7y R Xy M ACL 2T HIEERLET, V=7 v F X7y bOSA,
ACL IZRDIEFRCTHH INET,
1. AJJ VLAN @ VLAN < v~
2. ANJin—% ACL
3. Hhnr—% ACL
4, 1)) VLAN ® VLAN <~ v~
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L—% ACL £ VLAN ¥ v Fe#aabechEAT 5% B

H 32-8 L—F v E 184y h~® ACL DEMA
. AR HA
VLAN10 | JL—% JL—B | VLAN20
<v7 ACL ACL EAPA
b
R R |
==y | | ——
HZ kA &2 kB
(VLAN 10) | ‘ (VLAN 20)
L =T a U R
VLAN1O | — > 5wk L. VLAN20 &

ACLEBELUTILFEXNY R 15y k

32-912, IP v/ FFx A NHICER SNy M ACL Z#HT 2 5EE2RLET, v —T+«
VITENDIATF XY AN RXT Y MOE, 2 00RRAET 4 ENEAINET, 1 DIE, 5N AT
VLAN HOMOR— R THAGAICER S, 95 1 2%, 5B Ty NOL—T 4 7 HhThD

B> VLAN NIZH 2 5AICEH SET, 23y MIEEOH ) VLAN IZV—TF 1 V7 SNH5E D
HYETN, ZOBEEIFSEE VLAN ZEICR A5 —2 7 ACL BLX N VLAN ~ v 7AiM s
7

AR, Xy MEI—Eo ) VLAN A THFRl S, Zbi4ho VLAN THES SR ET, X7 v b
DAL=, FAENTSEICETmESINET, 27 L. AJIVLAN = v 7 (¥ 32-9 » VLAN 10 ¥ v
T Ko T Ty MR Fay7ENsL6, N7y hOoa v — 35l FGEINERTA,
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W pPv4 ACL OBEDER

329 INFErR b 1%y bAD ACL DA
AR wh |
VLAN10 | JL—% JL—% | VLAN20
<v7 | ACL ACL | 397
Vv Vv vV v
= ]
F— F—
R kA "R B
(VLAN 10) (VLAN 20)
) W—T 4 VTR
KRk C _’/
(VLAN 10) | |
=y | S
VLAN 10 | VLAN20 &

IPv4 ACL DEEEDRT

& 32-2

AA v F RICRESNTND ACL, BEOWA ¥ —7 = A A& VLAN IZHEH S 417z ACL 2 RR-TE
£,

ip access-group f v ¥ — 7z A/ A a7 4 Fal—var avr RREFERHLT, LAV 2EITLA
Y3AH—T A A ACL A LR/, TDOA L H—T 2 A ADT VA I N—T %FRT
TET, F, LAY 2 A F—T oA R A SN MAC ACL KRR TEET, ZOERERR
TOITIE, R 322 IR SN2 FrE EXEC 2w REEHLET,

TR YR MBEUVTIER FIL—TERFTTHaAvUFR

avy kR

Sy

show access-lists [number | name] BEDO1DFEFRIFITRTOIPBIPIMACT KLA 77X R MDH

B, FRIFHEDOT 7 A VAN FEMAEEIALFNTE) ONEE
FRLET,

show ip access-lists [number | name] BEOTRTOIPT77®A VAN, FHEEEDIP 778X VAN

(FE A& B3R E) ONEEFRRLET,

show ip interface interface-id AV B =T oA ADFMFEBLOAT =X 22 HE R LET, IP 1A

X —T NI TWAHA L F—T = A AT, ip access-group 1 > % —
TxA A AT 4 Xalb—ay avwy 2 LTACL 2@ L7z
BARIF, TR IA—THbERRENET,
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IPv4 ACL 0®EDRT M

& 32-2 TR VRABEKUT7IER YV—F2%FTTIIATVF @S

avwy kR B#
show running-config [interface interface-id] ZA4 v FERIFBESNTAA A —T oA ADAL T Fal— g
T AIVONE (BRESNTEZTXTOMACEBIRIP 771X UA L

R, EDT I BATN—=TNA o F—T = ATHBAINTZNRE) %

FRLET,
TRTCDLAY2A L H =T 2 AFTITRESNIZLA VY2 A4 0 X —

T AZHWHAENTHDE MACT 7 A X K
EFRRLET,

show mac access-group [interface interface-id]

VLAN 77 A v v 7 E7id VLAN 7 4 V& (2T EREFXRTEET, VLAN v v 7 ERE
RTHITIE, F 323 ISR ENT- M EXEC o~ FEFEHALET,

& 32-3 VLAN 7 v MEH£ERTTHaAI UK

B
FTRTOVLAN T 7 A v TEHIFEEINEZT 7 A
<~y T AIERER T LET,

F_XTD VLAN 7 4 L ZIZET A 1E#. E3EEShiz
VLAN R VLAN 77t 2 = v I+ 5 FHRE2FRLET,

==V
show vlan access-map [mapname]

show vlan filter [access-map name | vlan vian-id]
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