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7 A A~D IPv4 ACL 7213 IPv6 ACL O ficiE, ®Aeba~>r FaHLEY, ACL &1f
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MAC ACL #fEH LT, IPV6 7L —2% 7 4 X Y 7 TxFEH A, MACACL IZFEIP 7 L — A
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TCAM MR O%E, REKR D ACL 28T 5 &, /37y ME CPU [k S, ACL XY 7
Fy =27 CHEAINET,

IPv6 ACL DYERE
IPv6 ACL % {ER%9 2 121%. ¥ EXEC E— R CRDO FIAZFIT L ET,
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27971  configure terminal Sa—rL 2y T 4 X al— gy B REBBLET,

A7972  ipv6 access-list access-list-name |4 fiEEHA L TCIPV6 7272 U R h&EXHEL. IPV6 727 A URA K 22
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Catalyst 3560 R4/ v F YI b7 av74Fal—Sav HA K
m. 78-16404-05-J |



| £37% IPv6 ACL OEE

IPv6 ACL oz M

avwy kR B

2797 3% deny | permit protocol FUEN—H LIS AIC Ay y NEEGT 25451 deny, FF i3 285451%
{source-ipv6-prefixiprefix-length | |permit #45E L £7, KT, FIEICHOWTHBLET,

?:yeL:t(;itéii’::;;‘;i;ﬁfdress} o protocol 121X, A ¥ —Fv k7 haVOL4RTELITEFEZANLE
P 9, ahp, esp, icmp. ipv6. pcp. step. tep. udp., F 72X IPv6 7' bk

{destination-ipv6-prefix/ SV BEET 0 ~ 255 ORK AT X £
prefix-length | any |

host destination-ipv6-address’ G¥) ICMP., TCP., BLOUDP @ BRI /NNT A—ZIZONTIE, AT v

[operator [port-number]] 73b~3d AL T IZIN,

[dscp value] [fragments] [log]

[log-input] [sequence value] e source-ipv6-prefix/prefix-length %7213 destination-ipv6-prefix/
[time-range name] prefix-length 1X. ARG ETITFTAIRMEEZRET DEE L E 21T

IPv6 X N —2 HDHWNIRyY NU—2 25 ZXT, 16 By MEZRMHEHL
Fan XYY o 16 #EANTRESNET (RFC 2373 2&H),

GE) CLI (a~r FIA 2 A2 F—=TxAfR) ~VTTiE, /0~ /128 OH#t
PHO T LT 4 v 7 ARVDEREINETH, AL v TFIE, ENARERS
2=/ 2=F Y AR T RLRET 7L TER—=HIVRRA N T
RLAD /0~ /64 DEFD T VT 17 A BIOWEULI X—2D /128
TVT7 4w I AT DHIPv6 7 RLVAREE T2V HR—FLET,

o IPV6 7V T7 4 v T A /0 OFEMERE LT, any Z AT LET,

* host source-ipv6-address ¥ 7213 destination-ipv6-address \Z1%, &S
FITE A SR E R ET A RE L ETITSESE IPV6 RA R 7 KL A& AT)
LET, 7T RLRAFZare s XKEVo 16 By MEZMEH L7 16 #EXTH
ELET,

o (EE) operator \Zi%, FBEDOT 1 haVOEEFEILAR— M EITFE LR —
FEWET DA RT U RERELET, X7 I It (K /hE&
W), ogt (KW REW), eq (LW, neq (L), range (A5
#HiE) 2dHY ET,

source-ipv6-prefix/prefix-length 515D & & @ operator I%, EFILA— b
T A MENRH Y £I, destination-ipv6- prefix/prefix-length 515D
& & @ operator 1%, FEEAR— MI—HKTHHLERH Y 7,

o ({EE) port-number I%, 0 ~ 65535 @ 10 #¥F 7=1% TCP » 5\ ik UDP
R—bhDARITYT, TCP A— M ZFEATEZL2D1E, TCP D7 4 V2
VUWEIZIF T, UDP ARA— MAEMHTE5D1L, UDP D7 4 v& Y v
TWETZ T T,

e ({EE) dscp value # AJJL T, % IPv6 /37 v b ~v ¥ — Traffic Class
TZA4—IVKND KT T 42 7T AEL DiffServ =— R KA > MEZR
ALET, METXHHMAIL0~ 63 TT,

e ({LE) fragments # AL C, LHHTIIRVWT T 7 A MR L £7,
ZOF—T— RBRFRINDOIE, 71 b3 ipve OATTTT,

o (fEE) log 2HEETHE, = Y E—FKTH 7y MeBET e
AybE—URar Y —IEEFEENET, log-input ZfEETLHE, =~
T RVICATNA L E—T =4 ARBMENET, v X 7Ir—%
ACL CEUYFR—brENET,

* ({LE) sequence value # AJJL T, 7T7EA VAN AFT—hA LD
VAT FERE LET, IBETE HHEMHIL 1 ~ 4294967295 T,

e ({£E) time-range name # AS1 L C, R EEFHFATAT— M AV MC
W SN2 R O ZHEE L ET,
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avwy kR

B

deny | permit tcp
{source-ipv6-prefix/prefix-length |
any | host source-ipv6-address}
[operator [port-number]]
{destination-ipv6-
prefix/prefix-length | any | host
destination-ipv6-address}
[operator [port-number]] [ack]
[dscp value] [established] [fin]
[log] [log-input] [neq {port |
protocol}] [psh] [range {port |
protocol}] [rst] [sequence value]
[syn] [time-range name] [urg]

(fER) TCP 7 7R VA MBIORT 7 EALBHEERLET.

TCP OE&E T tep AT LET, RNTA—HIFAT v 7 3a T I T2
RIA=F LR CTTR, RIRTAHT a7 2= R BMSTHE
TO

e ack : acknowledgment (ACK; fEiIGE) v b & b

o established : #N. SN 7= 85#t, TCP 5 —4# 77 412 ACK £721% RST
By PBRREINTWDIHA, BEMTbET,

e fin: Ty Mty RELXNLOT—ZITZNLULEDHY FHEA,

* neq {port | protocol} : FTEDR— "FEE LTy NZTERE L
£7.

e psh: 7y oty b vy b
* range {port| protocol} : N— FFEZOHPAND T > MZITFTERELE

e rst: Uy hEYMEYL
o syn: [ty by b
e urg | BMERAX EY N Y

deny | permit udp
{source-ipv6-prefix/prefix-length |
any | host source-ipv6-address}
[operator [port-number]]
{destination-ipv6-prefix/prefix-len
gth | any | host
destination-ipv6-address}
[operator [port-number]] [dscp
value] [log] [log-input] [neq {port
| protocol}] [range {port |
protocol}] [sequence value]
[time-range name]

(&) UDP 77k A VAMBIONT 7 A2 E#RLET,

a—F F—=2 7T 5 Ta harOREEIE, udp #ANLET, UDP /R A —
ZIETCPIZAL TIHHA SN TWENT A—=Z LRILTY, 7272 L. [operator
[port]] DF— hEBE I AE— M %, UDP H— b OF 5 E 72 134 01T/
W72 0 £8 A, UDP OF4, established /X7 A — & 35T,

deny | permit icmp
{source-ipv6-prefix/prefix-length |
any | host source-ipv6-address}
[operator [port-number]]
{destination-ipv6-prefix/prefix-len
gth | any | host
destination-ipv6-address}
[operator [port-number]]
[icmp-type [icmp-code] |
icmp-message] [dscp value] [log]
[log-input] [sequence value]
[time-range name]

(fEE) ICMP 772X VA RBIOT 7 B A& EERLET,

A E—=F v MlEA vE—Y 7o ha VoA, iomp Z AN LET,

ICMP RTAXA—=ZFIAT v 7 3aDIP7r haLOHRIZH DT A—F LIZ

EANERLTTR, ICMP A vt—Y A TFEBEINa— F T A —%5801

ENTHET, A7V arOF—T—ROBERIIKRO LB TT,

e icmp-type : ICMP 2 v & —3 XA T TT4NE Y T TIHHEICATL
FT, HETE HMEOFMAIL, 0~ 255 TF,

* icmp-code : ICMP /X7 > % ICMP A v&—Y a— R XA 7 T7 4 L4
Vo755 AN LET, HETE 2EOFMIL. 0~ 255 TT,

* icmp-message : ICMP /X7 % ICMP 2 vt —Y XA T4 £
ICMP A vt —Y ¥ A4S L a—RKAL&TT 4 AZ VI THGE5ICATILE
To ICMP X v b=V DI A THEBEITA—=FLDY A MIHOWTIE, ?
X—ZMMHT D0, FRIEZDOYV ) —20avwr R Y7y L A5
LTL7ZEN,

end

HHE EXEC B— NIZEDY $£7°,
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A7975 show ipv6 access-list TI7®AVANOEREEHRLET,
A7976  copy running-config (fER) av74F¥al—vary 77 A VICREEZRTLET,
startup-config

BEDT 7 A VA MDPOEREITFAIRMELHIRT 51213, ¥—7Y— FZ#EE L T no deny |
permitIPv6 7 7 EAXA YAk arv 7 4 Xal—var avwry REEHRLET,

WIZ, CISCO ARV T HNIZIPv6 778 A VA MEFRETDHEZRLET, VA NADOERYD
R MU, 5858 TCP A — FEFH 5000 L0 KE W ATy AT RTHESLET, 2 BOOES
T b UL, FE5E UDP A— F&E 5 5000 RO 7 v bE2EG LET, £, 202 FDOHEL
TRVE IRTO eIV —MCFERLET, VR MADORYOFFAT= > F Ui, To
ICMP "7y FafFRILE T, VA RMND 2 BOOFAIZ Y ML, ZOMOTXTONT T 4 v 7 %
HALET, BEROBSEEDOHFMENRFIPV6 T 78R URA FOKRRBICH D2, 2 FBHOFATL R
LT,

Switch (config)# ipvé access-list CISCO

Switch (config-ipvé-acl) # deny tcp any any gt 5000

Switch config-ipvé6-acl)# deny ::/0 1t 5000 ::/0 log

Switch (config-ipvé-acl) # permit icmp any any

Switch (config-ipvé-acl)# permit any any

A23— x4 X~D IPv6 ACL D&

ATy71
AT972

ATy73

AT97 4

AT975

AT976
ATy 1
AT978

T XYy MUY= A —T A AIZIPv6 ACL AT 2 FEIZOWTHHALEST, L1 ¥ 3
AV E—T oA ADOEHIE, ACLEZREN I 74 v 7 ERIIER NI 7o v 7 ICEATEET, LA
Y24 Z—T 2 ADEAIF. ACLEERE T 74 v 27 A TE £,

AV H =T 2 A~DT 72 AZHIET5I121E, HHE EXEC — FTROFIEZ FITLE T,

avwvFk B&

configure terminal Jua—n) ar7 4 FXal—vary T— REfBELET,

interface interface-id TIHAVANEEATHLAY2 A0 H—T x4 A (K=K ACL H) ¥7=
LA Y3 H =74 A L—% ACLH) #fELT, A4 —7=xA
R arvIZ4Xal—ay BT— REPEBELET,

no switchport N—4 ACL 2T 2H81F, A V4 —T 2L A% LAY 2E—F (F74
JVR) LAY 3E—NIZEFLET,

ipv6 address ipv6-address LAY 3A v H—Tx A b—4 ACLH) TIPv6 7 KL AZEZREL 7,

(GF) ZoavwrRiE, VAY¥2 A0 F—TxAATIE, 031405 —
T oA RTHFRHR IPVE 7 RL ANRZE SN TV AEA L., S5

b EHA,
ipv6 traffic-filter access-list-name |4 > 4 —7 x A ADFERFE VT 7 4 v 7V ETFHIENT T4 w71 T 7R Y
{in | out} A MEBEHALET,
GE) out¥—U—RiILA¥2A44—T7xA4 A (KA—F ACL) TiZ¥
A—hENFEEA,
end ¥HE EXEC £— RIZRED £,
show running-config TR URNOREEMRLET,
copy running-config UEE) 27 4FXalb—3ary Zr A NVCHREXRFELET,

startup-config
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AVE—=T A ANLT 7 ERX URRNEHIBRT A2, no ipvé traffic-filter access-list-name A >
B—TxAAar T 4 Falb—varyavr NEERLET,

WIZ, VAVYIALE—T oA ADRENT 74 v 7IZX LT, 727EAX URA b Cisco M5 54l
R LUET,

Switch (config)# interface gigabitethernet 0/3
Switch (config-if)# no switchport

Switch (config-if)# ipvé address 2001::/64 eui-64
Switch (config-if)# ipvé traffic-filter CISCO out

IPv6 ACL DR

# 37-1WRENT 1 DFE BB O EXEC 2~ FEFEH LT REFLDTITOT 72 Y
AR, TRXTOIPV6 TR VRN, ERIEFFHEDT 7EA URNMIETHEREFRRTEET,

* 371 IPv6 79 £R )R MEHERTI STV F

avwy kR

E[:3)

show access-lists

A v FICRESNTZTRTOT 78R VA ME2FRLET,

show ipv6 access-list [access-list-name] REBFBHDTXRTOIPv6 77 A R NELIZLARIMNTENTZT 7 &

A YA MEFRRLET,

&Iz, show access-lists #7# EXEC =2~ > RO OFIEZ R LET, HOIZIE, A4 v FITHEFHD
TRTOT 782 URIREREINET,

Switch #show access-lists
Extended IP access list hello
10 permit ip any any
IPv6 access list ipveé
permit ipv6 any any sequence 10

WKIZ, show ipv6 access-lists 574 EXEC 2~ RO MBI ZR L ET, HIITIF, A1 v FITERE
BDOIPV6 77 A U A MNZTNFRENET,

Switch# show ipv6é access-list

IPv6 access list inbound
permit tcp any any eq bgp (8 matches) sequence 10
permit tcp any any eq telnet (15 matches) sequence 20
permit udp any any sequence 30

IPv6 access list outbound
deny udp any any sequence 10
deny tcp any any eqg telnet sequence 20
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