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WIZ, A MU 7 comaccess % SNMP [ZE| D B CCHAWMVEHT 7B AEZHFAT L IP T 78X U R
MARZDaIa=F4 ANV IZHEALTCAAL YFOSNMP =—V = MNMIT7®8ATEALD

WHRET D HE R L ET,

Switch(config)# snmp-server community comaccess ro 4

SNMP J)L—T 8 & UV1—FDEE

AA v FDOR—FNEIFZYE—F SNMP — R = P a2RTHNEL (=P ID) 2fEETEXE
4o SNMP = —%% SNMP B2 —IiZ~ vy 745, SNMP — R J L —7%2FRE L., Fillz—V%

SNMP 7 /L—F 2B c& £4,

AA »F T SNMP 2 ET HITIL, F7# EXEC E— FCROFIEEZ FITLE T,

avU R

E]:5)

A7971  configure terminal

Ja—) ary 7 4 X¥alb—ay E— REBBLET,

A7972  snmp-server enginelD {local engineid-string
| remote ip-address [udp-port port-number]
engineid-string}

SNMP o —H/b at®™—%7- XV E— b a—OLA4HIZRTE L
i‘j_o

o engineid-string ¥, SNMP O a2 &' —4 & 45E 95 24 XFD
ID 2 V7T, P ongEnsBai, 24 XFE0
TV ID ITRTEEET SDLEIIHY FEA, FHETD
DX, =Y ID O 5 HEr DL < EFTE RV E S
7209, =&z, 123400000000000000000000 & vy H -
YU ID R ET H%A . snmp-server enginelD local
1234 DL S I AN TEET,

e remote Z{5E L7=#H4E., SNMP OV £— | aB—2RENNL
TWAHT /N, AD ip-address IHEL, fFETUE—F TN
AAD2—Y F—=47F A 7ua hai (UDP) &K— k%45
ELET, 7740 MEX 162 T,
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avwyFk B
A7973  snmp-server group groupname {v1 |v2c|v3 | U T — | S84 ZICHH SNMP Z L — 72 ZELET,

{auth | noauth | priv}} [read readview] N o i

. z 1 —
[write writeview] [notify notifyview] [access groupname \2i%, 7/ =7 EIE L T
access-list] s X2 VT4 ETAERELET,

— vl iZ, BbLeoiknwtexa T 4 EFALTT,

— V2¢ i, 2FDICRENEDOBRVWEX 2T ¢ ET AT,
EHED 2 fEDOIE CIEHRB L OB ARk TE £,

— HOLEER V3 OEE, BIEL L ERIRT 50N H Y
9,
auth : MD5 3 X SHA (2 & 534 v FERGAENTIRET
TO

noauth : noAuthNoPriv tWH ¥ =2V F 4 L&A
F—T M LET, F—U— REHRELZN->T8HE.
BT T F I FTT,

priv : 7 —#EEHi& (DES) IZ X530y NSk %
AF—=T W LET (privacy & bIFFIXILET),

GE) privdF—U—NiI, LY 7 =T A A=V
A R—= SN TN EELEDOIHEREETT,

e ({EE) read readview & & bz, =— V= FONEEFIR
TEXDHEa2—DAFIERTA NI 7 (64 LFLLTF) AT
LET,

o (f£E) write writeview &£ & b2, T—HEASHL, =—
CxV FONKEFRRTELE 2—DARTZET AN T
(64 XFLLF) #ANLET,

e ({EE) notify notifyview & & b1z, @A, HH. F2iE b
Ty TERETHE2—DLAHIEZERT AN 7 (64 XTFLL
) #AALET,

e (f£7) access access-list £ L HiZ, 778 A VA RLDRA
MU 7 (64 XFLLTF) #AHLET,
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A7974  snmp-server user username groupname SNMP Z v— izt L CHiE = — % &EMmMLE T,

{remote /ost [udp-port port]} {vl [access
access-list] | v2¢ [access access-list] | v3

e username ¥, T—V =V MIEEHTLHRA N O -4 T

[encrypted] [access access-list] [auth {md5 | EE
sha} auth-password]} o groupname \%, = —YRXIEfHTHND 7N —T DERFIT
‘j‘o

e remote Z AT LT, =2—¥RFET 22U E—F SNMP =
TATABILREOZ T 4T 4 DFRARNERITIP T R
2L LB, EFETUDP R— b EEEEELET, T 74
b ME 162 T,

e SNMP "—T g %S (vl. v2e. £7213v3) ZANLE
T, V3 Z AN THHEE, ROFT v a &= BNLET,

— encrypted |3, /XA T — REKS(IFERXTERRTDH LD
WHEELET, Z2OF—T— KL, v3 F—U— KRBT
SN TWABEADORERRETT,

— auth X o uIE 1/’\/1/ Et v g /T HMAC-MD5-96
(md5) 721X HMAC-SHA-96 (sha) ZBiFL ~L%1{#
HTxEd, "RATY—=RF RN 7T (64 XFLUT) Bk
E:‘/G‘é_()

e (f£E) access access-list £ & HIZ, T7®A VR ML DR
YT (64 XTFLLTF) #ANILET,

A7975  end FiHE EXEC £— RIZR D £9,
A7976  show running-config ATTNBEZ MR L ET,
A7977  copy running-config startup-config EE) av74FXalb—vary 774 VICREERTFLET,

SNMP B DERE

GE)

FI7 o7 =X —=UxiE, Ty T EZELTURTZERAT— a2 TY, My 7, FEDA
R MBRELEEEIZAL v TFPERTDIVAT LT T— T, T74VETIE, bIv T <
F=V Y IXEHREINT., FTvFEIREESNEEA, D Cisco IOS Release 3l L T35 A A v F
TiE, b7 v 3=V ¥ ZEHIRICHEETE 7,

a<w MEXTraps EWH UV — REFEHT L a~vr NEIZEHVET, N TvTeA v T4—2DLE
HOoNERIRT DA T a RN avy FIZRWNED | traps ¥—U— R, b o707 1r— 4
DELLN—HFEIIW G ZEKRLET, snmp-server host 72— N 207 4 Fal—vay av
YREHEHALT, Ny T EIINE#RE LT SNMP @A EET 08I D EEELET,
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£ 30-512, ¥R—FENTWDAAS vF T v 7 (BMEAT) ZRLET, ThoD M7 v T O—
HMELFIEHZAX—TNMICLT, ZREXETLILICI I v T v 2=V vy 2R ETEET,

& 30-5 AL YFOEMS AT

S

BHEA TDF—7—

B8

bgp R—=F— Y=+ UxA 7u bz (BGP) RELIL T v T E2AEKLET,
IOFX T asiFt, EESALAFLAY A A=UBA VA M=V ENTWSHE
BEFHEHTEET,

bridge STP 7V v ¥ MIB 7 v 7 &AM LET,

cluster JITABBENEEINTZHEIL, Ty T wERLET,

config SNMP ZENEH S NIZHEAIC, b Ty 7TH2ERLET,

config-copy

SNMP o ' —REDLEREEINT- AT, NI v T2 AERLET,

entity SNMP => 7 4 7 4 WERINIZHEIC, b Ty 7 ERARLET,

envmon BT oS EERLET, 77y (fan). V¥ v RE T
(shutdown), A7 —% 2 (status). B (supply). iR (temperature) @
REN7 v 7TONWTRNERIZTRTEAS R—TNVICTEET,

flash SNMP FLASH %0z £k L £,

hsrp By NAZ AL —% Fra kha) (HSRP) BDERINHAIC, by
TERAERLET,

ipmulticast IP~ATFHFXY AL N—T 4 IPERINIZHEC, P Ty T2ERLE

‘é—o

mac-notification

MAC 7 RLABED ~F v FEHERKRLET,

msdp Multicast Source Discovery Protocol (MSDP) WAR XhizfF&ic, FT >
TR LET,

ospf Open Shortest Path First (OSPF) BNEE IN/HAIC, M T7 v T EARL
T, YRa@A, =T7—, VI RAT— K T RRZAL X, L— MR, #
HEE AT MEEIZET DL NI vy T ELRICA XTI TEET,

pim Protocol-Independent Multicast (PIM) RNEE INHZHEIC, N T v T 524

LES, B2 PIM A vE—Y FAN—EH, BIOT 77— FA
¥F RP) v~y BT OEEICHETD bT v FEEREIIA XA —TVITTE
£,

port-security

SNMP R—k X2 VT4 T v 7L LET, 1 BBV OEKE
Ty THELRETEET, BETEHHBIXZ 0~ 1000 KT, T 74/
FMI 0T, L— FHIBRBZRWVE WS BERTT,

rtr

SNMP Response Time Reporter (RTR) ® h 7 v 7 &AL ET,

snmp

PREE, 2=V R AF¥—F, Ugp—h REZ—F VI TS FiTV
7 B AW T, SNMP A 7@mo b7 v FEAR LT,

storm-control

SNMP A b —AfHO T v 7 E2ERLEST, 1 BHYORRKNT v 7#H
ELRECTXET, IBETEHHPMITO0~ 1000 T, F7 4/ M0 IZFH
TFEINTWET FIRZALORETIE, BEZLICN Ty BB EENE
EDE

stpx

SNMP STP #LiEMIB +J v 7 &AL ET,

syslog

SNMP @ Syslog b7 v 7 %A L ET,
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% 30-5 AL YFOENIAT $HE)

BHEAL TDF—7—

F Bl

tty TCP ##iD 7 v 72 ERLET, ZOMT v TE, 7740 FTAR—
MIRESNTOWET,

vlan-membership SNMP VLAN R > /\—3 o IRETFINTIGEIC, V7 vy 7T HERLET,

vlancreate SNMP VLAN 1Efk b 7 v 72 AR L £ 7,

vlandelete SNMP VLAN HIfk b T v 7% ER L ET,

vtp VLAN rZ o %7 7o bz (VIP) REBSNHEAIC, Ty 7F %
AR LET,

(3¥)  cpu [threshold]. fru-ctrl, insertion, X (fremoval ¥—7U— KNI, a~> K74 DO~V R |
Yo ZIZFRRENETH, ¥YR— SN THEEAL, SNMP HFHRIBHIOREEZ A X —7 /M2 T 5I12iT
snmp-server enable traps 7 27—/ 3L 27 4 ¥ 2 L— 3 2= K& snmp-server host
host-addr informs 70—/ )L a7 4 Falb—v gy avy FellAEbe THERLET,

# 30-5 IR TEME A T EZET HITIE, FFEDOFR A MIxH LT snmp-server host 7' 2 — 3L =/
T4 F¥al—ary avr REETLET,

BRAMIE T v TELIEREFETDEIICAL v TFE2RET 121, ¥ EXEC £— R TROF

g% AT L E T,
avwr kR B#
27971 configure terminal Fra—r ar 7 4 ¥al—ay B— REEBLET,
A7972  snmp-server enginelD remote VE— K FAMFOZL P ID 2EELET,
ip-address engineid-string
A7973  snmp-server user username AT w2 THRELEYE— K AR B EIISTT D SNMP oo — W% % 2%

groupname {remote host [udp-port ELET,
port]} {vl [access access-list] | v2¢ GI) 7, LR ITk ST 5 ) B b o PR E 5101, Jeir

[nccess aceass-Her)[auth {ma$ | ska} D A boms o 1D LR L ts< B DD B Ts T
auth-password]} @J:Q L7gnwe, =7 — Ayt —UNERIN, =~ R
i FEITESNFEF A,

A7974  snmp-server group groupname {v1 | SNMP 7/ L —7F %/ ELET,
v2c¢ | v3 {auth | noauth | priv}} [read
readview] [write writeview] [notify
notifyview] [access access-list]
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ATyFT

ATy7 8
ATv79
ATy710

ATy 1
ATy 12
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B

snmp-server host host-addr
[informs | traps] [version {1 | 2¢ |3
{auth | noauth | priv}}]
community-string [notification-type]

SNMP 7 v 7EfEOZEMEREE LT,

e host-addr \Zi%, FA L I ERDIZEMN) OAFIEZIZA
Z—Fy b T FURAZREELET,

e ({EE) SNMP ff#ia A A MIEEFET 2121E, informs 2 F5E L
\j‘o

o (fEE) SNMP b7 v 7&K A MIEET DL, traps (77 4 /b
N EZREELET,

e ({EE) SNMP version (1, 2¢, F721%3) ZHELET,
SNMPv1 % informs % HR— kL TWEHA,

o (EE) N—Tar 3084, #BAEL UL E LT auth, noauth, =+

7o priv 2 &N L £77,
priv ¥—U—RiZ, W5k Y 7 b =T A A—UNA A h—
NENTWDHE ORI TT,

(&)

* community-string \Z1%. version 1 7213 version 2¢ 23 57E & T
WHEE, BHEETEESND, NATV—RICHEB L=
T4 ARV T EASILET, version 3 BIRE SN TV DA,
SNMPv3 = —H#4 & A LET,

o ({EE) notification-type (21X, & 30-5 (P.30-13) [Ziidish T
DX —U—REFALET, ¥4 TBREINTORWVGEES, T
TOBHPEEENET,

snmp-server enable traps
notification-types

AA Y FBRRT y TELIIEREEFETEDLOITL, FET HHEMD
BATEBELET, BMZATO—EIZONTIE, £ 30-5 (P.30-13)
%27 57>, snmp-server enable traps ? L AJJ LT 7Z S0y,

BHONTG T 2L T X —TNCTHITE, b T T ZATFTE
IZ snmp-server enable traps =~ > RZEGNZ AT T HMERH Y F
7

snmp-server trap-source interface-id

EE) #ETA =T 2A AZRELET, T2 T v T Ay
T—VIZHETHIP 7 RUABRRGESNET, FHROEETLIP 7 ML
At Zoavwy RTCHELET,

snmp-server queue-length /ength

EE) H#hIT v T RAIDAvE—Y Fa—RE2RELET, HET
& LHPHIT 1 ~ 1000 T, 77 4/L ME 10 TT,

snmp-server trap-timeout seconds

(EE) FPIy 7 Avt—VEaRRETLIHRERELET, HETE
HEHIL 1~ 1000 TY. 77 A0 ME 30 B TT,

end

Kb EXEC E— RIZEV £,

show running-config

ANNE Z B L E T,

copy running-config startup-config

UEE) 2v 74 FXalb—ary Z7ANMVIHREFRTELET,

snmp-server host =~ > R CiX, BAEZET2F A MEfEELE I, snmp-server enable trap =~
VRIZEoT, BEESNTCEMA I =L (FT7 v TBIUER) N/ — L TA, X—T /IR F
T RAMPEREZETEDLLOICT2ITIE, £2DOF A MIxfIET % snmp-server host informs =
~ 3 K% E L. snmp-server enable traps =~ > & L CIEHRE 70— LA F— 7T

LMBERH Y ET,
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BELERANR N v 7 %%F LRV E HICT 5HI2iE. no snmp-server host host 7' —/ 3L 2
T4 F¥alb—varyavr RefHALET, ¥—Y— RZEE L7V T no snmp-server host =~ >
FEMATHE RA RSO NT v T IET 4 =T M0 TR, HRITT =7 iR £
oo TEBRET 42— 2T 5IZ1Z, no snmp-server host informs 27’2 — 3L 27 ¥ 2 L— g
vawry REFRALTSESY, BED N T v A4 T%F 4 —T7 /2T 5I21E. no snmp-server
enable traps notification-types 72— )b 27 4 Falb—v gy avy KRR LET,

I—xobharvi3y bs&osr—2avnEE

SNMP:E—V:L/]\O)/ZTA ayHZ 7 MBI r—varERELT, 274Xl —va v
Tr7ANDPLINGDFRBIZT 7 EATE DL HICT 51k, M EXEC £— FTROFIEE FEITL

30
=1c S N ]3]
27971  configure terminal Su—r L AT 4 Fal— gy T REMELET,
A7972 snmp-server contact text VAT LT AMWEDEEERT AN VT ERELET,

RIH 2R LET,

snmp-server contact Dial System Operator at beeper 21555.
A7973  snmp-server location text VAT LORy—va ERTAMN) T ERELET,
WIZEIZ R L ET,

snmp-server location Building 3/Room 222

ATy74  end Rt EXEC £— IRV £,
A7975 show running-config ANTTNE B LET,
27976 copy running-config startup-config EE) 274 F¥alb—valy 77 A NVICREERTFLET,

SNMP Z&E L TERAY 5 TFTP 4—/\DOHIR

SNMP #i@LCarv 74Xzl —rary 774NV ERGFEEBL R — RT57-DI#HT2 TFTP (f§
G777y ANEET T haL) =& TR VRAMUBESNTWE S — NZRET DI, 4
¥ EXEC E— R CROFIAZFATLET,

avU kR =]: 5]
A7971  configure terminal =)L ary 7 4 ¥al—ay T— FEBEBLET,
A7972  snmp-server tftp-server-list SNMP #@LCav 7 4Xal—Yay 77405 ab—F 57
access-list-number DITHAT S TETP F— 3% 7272 U A MAOF— S ITRE
LET,
access-list-number (213, 1 ~ 99 I8 LT 1300 ~ 1999 DOIFEHAE TP 7
78R VA MESEZANNLET,
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A7973  access-list access-list-number {deny | BT 72 VA NEZER L, LEREIEZ T~ 2R IR
permit} source [source-wildcard] L £,
o qccess-list-number \21%, AT v 72 THRELETZ7®A U X
NEBEANLET,
e deny ¥—7U— NiE, &N —FKLEY ’77’6%’2?ETL
£9, permit ¥ —U — FL, 7k'ﬁ:ﬁ5*ﬁ LIz EeT 7 A
EHRILET,
e source \ZIX, AA v FIZT 7 EBATE S TFTP — O IP 7
L Z2ZANTTLET,
e (ER) source-wildcard (21X, source [ZHEHAINDTU ALK
H—KEy hae Ry Mix 10 #ERETAHLET, BHI S
By MI#BIZIZ 1 Z2RELET,
TI7EAUAPMDORRBIZIE, TRTICHTHREEROES AT —
AV IR FEIAFET D2 Z EITERE L TLEEN,
A7974  end H:HE EXEC E— NIZRE Y £9°,
A7975  show running-config AINE R LET,
27976  copy running-config startup-config (EE) v 74Fal—ay 77 A NVICERERRTELET,

SNMP T4l

WIZ, SNMP O&nR—Ta b F—T7 VT 50 ERLET, ZOFRETIE, LED SNMP < x—
Ux¥NaIa=7 4 AN T public ZEMA LT, AR ERAMERCTTXTOFT s NZT Y
TATEET, ZTORETIH, AAvFIEF T v FE2EHELEEA,

Switch (config)# snmp-server community public

WIT, fEED SNMP ~ 3% —Y vy N2 a2=7 4 ANV 7 public A LT, feAiin HHAKERTT
RCOF TV =27 MZT 7 8ATDHHERFRLET, AA v Fid, FAA B 192.180.1.111 BL T
192.180.1.33 (SNMPvl ZfEH) =2, A b 192.180.1.27 (SNMPv2C %#ffi[fl) ~ VTP 7 v 7 &%
BLET, 23a=FT 4 ZANU T publictd, P77y 7L EBITEEENET,

Switch (config)# snmp-server community public

Switch(config)# snmp-server enable traps vtp

Switch(config)# snmp-server host 192.180.1.27 version 2c public

Switch (config)# snmp-server host 192.180.1.111 version 1 public

Switch (config) # snmp-server host 192.180.1.33 public

#
#
#
#
WIZ, comaccess A 2=T 4 ANV VI HFERTEZT7ERAVRARNADA LN, §XTOLT
= lw\@am?%EiU35'?)%77sz%#7¢5@%87 LET, TOMD SNMP v~ 32— ¥, Eot
TV NMIbT 7 A TEERFA, SNMP GBREREE F 7 » 71X, SNMPV2C B3aIa=7 1 ALY
N4 publzc AL THA D cisco.com \IZEFE L ET,

Switch (config) # snmp-server community comaccess ro 4

Switch(config)# snmp-server enable traps snmp authentication
Switch (config) # snmp-server host cisco.com version 2c public

WIiZ, =7 47 4 MIB b7 v 7 %KX b cisco. com WCEET R ERLET, 232=27 4 A K
BB ENFE T, EHEITIE. TTCIA R —TNCERESNTWE R Ty AITMAT, =5 4T 4
MIB FZ v 7 HFETDHEOICAL v F oA F— 7» LET, 2TEIZINDLD bT v T D5k %
FBE L., A b cisco.com \Z%9 % LLET®D snmp-server host =~ > &M LE T,

Switch (config) # snmp-server enable traps entity
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Switch (config)# snmp-server host cisco.com restricted entity

WIZ, a32=74 AU 7 public ZfEM LT, 3XTD FTJ v 7&K myhost.cisco.com [ 2%
BIo2LCAA v TF oA X =T VT D61 RLET,

Switch (config) # snmp-server enable traps
Switch (config)# snmp-server host myhost.cisco.com public

Wiz, 2—HEVE—F KRR FEHEEMT T, 2—FRN T e—L a7 4 X2l —vary EF—FD
L %2 auth (authNoPriv) #FiEL -~V TIERZEETHH 27 LET,

Switch(config)# snmp-server engineID remote 192.180.1.27 00000063000100alc0b401l1lb
Switch (config) # snmp-server group authgroup v3 auth

Switch (config) # snmp-server user authuser authgroup remote 192.180.1.27 v3 auth md5
mypassword
Switch (config)
Switch (config)
Switch (config)
Switch (config)

# snmp-server user authuser authgroup v3 auth md5 mypassword

# snmp-server host 192.180.1.27 informs version 3 auth authuser config
# snmp-server enable traps

# snmp-server inform retries 0

SNMP X 7—32 ADFRR

AERala=74 A7 = b 2T — ZOREROKL & SNMP O AW ) at i # & 2%
AT HIZIEL, show snmp F5#E EXEC 2~ REMEHLET, £70. £ 30-6 IR SNz D DF
W EXEC 2~ FZEM LT, SNMP FHRAEFRRTDHILHTEET, BRINDT 4 —/b FOFEH
W22\ TIE, [Cisco 10S Configuration Fundamentals Command Reference, Release 12.2) %2 L T

<TZ&EW,

% 30-6 SNMP R % &R 7T 5=HNDaT UK

HERE T4 MERE

show snmp SNMP #FHEHREERRLET,

show snmp enginelD [local | remote] |F X1 2R ESNTVWDHE—H/LSNMP =P BIW
TRTOYE—F = VT HERERTLET,

show snmp group Fv hU—27 LD SNMP 7 Vv —7ICBT D1 E R R L
i‘j‘o

show snmp pending R D SNMP EROEHEF R L ET,

show snmp sessions HIED SNMP v a v DiERERRFLET,

show snmp user SNMP =—¥4 7 —7 /L D% SNMP = —HF 4|27 5 1F#
EFRRALET,
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