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RAMNBLAY2ALH—T A A LD ARP 7 —7 08 E Lo 28548, IR A MR L
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Password:[snsesses | Authentication
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_ 12
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BETDHIR— IR EDLo>T LESTHA, VT 70 v 7 BMMEIETARRERHY 3, Zihid, v
A% 2 (STP) FARuTOEEHKIC, ARP B LU DHCP O FEHNEE SN TWARWEAITRAEL
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o Web N—ZFRFEIL, F U m— RARERAA N RY T —& LT, VLANFIDV Y TEZYR—-FLT

WEE A,

e IPV6 FT 7 4 v 71T 20 TIE, Web N—ZFFEL Y AR — F I TWER A,

o Web ~N—2ZFHFEH & U Network Edge Access Topology (NEAT) 1%, FHEIZHHMAITE, 1 >
#—7 = A AT NEAT 284 F— 7»037,]—:.\ Web N—AFEREZEH TEF, A =T =4 R
T Web R—AFRFENEITSINTWDHHEIX. NEAT 2 T /A,

Web R—XZEFEDHRFEFRY URX b
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o TAAA RBFEDZE] (P12-11)
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BEL—ILEAVE—T T4 ADRE

avy kR

B&

A7971 ip admission name name proxy http

Web N— A F Aty uJ‘_E/C'fﬁﬂ% é ?(Lé [ uJ‘.E/I/*_‘ﬂ/%&h/ﬁ:E Lij_o

7972 interface type slot/port

A B —T A A AT 4 Fal—ary FT— RNE2EKEL. Web X—2
DBFEDT=DOIZA F—T M EINDANVA Y2 FHIETLA Y3 A Z—
7 A A%t H/Eﬂbiffo

type \Z1X, fastethernet. gigabit ethernet, ¥ 7213 tengigabitethernet % #5
ETEET,

A7973 ip access-group name

774V~ ACL AL ET,

A7974  ip admission name

?Elﬁéihzf:/l) \/57“_‘733/1)1 Web/\“_‘Xu‘uuiE% /'_.:F__‘Liﬁ—

ATy75  exit ary74F¥al—var E—RIRYET,
7976 ip device tracking [PTARARNT R T T—=TNEA =T M LET,
279717 end Rt EXEC £— RIZRE D £7°,

A7978 show ip admission configuration

a7 4 FXal—TarEERLET,

27979 copy running-config startup-config

UEE) 274 F¥alb—vary 7y ANVICEREERTLET,
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Web A—z@BitnE N

¥z, Fast Ethernet A" — b 5/1 T Web XR—RBiFE2 A 21— 7 M T 20 %2R LET,

Switch(config)# ip admission name webauthl proxy http
Switch (config)# interface fastethernet 5/1

Switch (config-if)# ip admission webauthl

Switch (config-if) # exit

Switch (config)# ip device tracking

WIZ, BREEMBT 202 RLET,

Switch# show ip admission configuration
Authentication Proxy Banner not configured
Authentication global cache time is 60 minutes
Authentication global absolute time is 0 minutes
Authentication global init state time is 2 minutes
Authentication Proxy Watch-list is disabled

Authentication Proxy Rule Configuration
Auth-proxy name webauthl

http list not specified inactivity-time 60 minutes

Authentication Proxy Auditing is disabled
Max Login attempts per user is 5

AAA ZFREDHE

=1 BEY

A7971 aaa new-model AAA BEEZ A R — T MIZ LET,

27972 aaa authentication login default group {tacacs+ | 0 s A CEEOEGESFEDOY A MEEHRLET,
radius}

Z7973 aaa authorization auth-proxy default group {facacs+ |Web ~— 2 DI CTHEH SN BRI SHFEDOY A k% ERk
| radius} LET,

7974 tacacs-server host {hostname | ip_address} AAA F—\EHELET. RADIUS H— 220 Tk,

24 »F LV RADIUS H— ] O#{E D IE
(P.12-11) 2ZRLTIZE W),

A7975 tacacs-server key {key-data} Z A v F L TACACS H— ORI SN ARIER &
V¥ —%2&ELET,

A7976 copy running-config startup-config (EE) =2 74Falb—vay 774 NVICEEERT
LET,

WOHITIX, AAA A X —T T B HEEZ R LET,

Switch(config)# aaa new-model
Switch(config)# aaa authentication login default group tacacs+
Switch (config)# aaa authorization auth-proxy default group tacacs+

AA v FE LU RADIUS Y—/\HDREEDETE

RADIUS % = U T 4 $—"OikBIEHRITKD LB T,
e KA
o RARMDIPT KL X
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W Web R—RBIEDHEE

ATy71

AFy72

o KA N EFED UDP R— &5
o IP7 RLRLEED UDP K— b7

IP7 FL 2t UDP R— FESDOMAGDLEICL->T, —ED ID MEF SN, —"DFE—IP 7 FL
A FIZH 585 UDP A — MZ RADIUS ZERZFEFTE 5 L5170 £9, [F L RADIUS #—/3 |
DERB2ODFA L = FJIZFELY—ER (F2& 2IF3R5E) 2R ELEEE. 2 BOICREShE
RAR T M, VIR EESNTEZARA N o NI DT 2—d == Ry 7 v 7L LTEMEL
F9, RADIUS AR b = b UL, BE LLIEFICHE > TERIRSNE T,

RADIUS #—/ RT A =X 23T 2 FIHIZ, kD LB TT,

avwv R

Sy

ip radius source-interface interface name RADIUS X7 > I3, RSN A V H—T =4 AD

IP7 RLREFRSZEEEELET,

radius-server host {hostname | ip-address} test JYE£— k RADIUS =R KA FDKRA ML FEIZIP T
username username RLUAZBELET,

test username username %. RADIUS Y — 8D H
;T A RNEARX—TNMZTBHAT T a T, BEIN
7= username (I —VF L THLIMEITH Y THA,

key # 7L a E, AA v F & RADIUS #— "D Tl
MENDRFEL M SF—2fE LET,

#% > RADIUS #— 24251213, £hTho
P—=NTZDavr FE AN LTIZEN,

27973 radius-server key string RADIUS #— /% | CEi{E+ % A1 v F & RADIUS & —

TORTHEMA SN DBIEB LOR FF—2RE L £
R

AT97 4 radius-server vsa send authentication RADIUS +— 50 ACL DX 7> u— R&E A4 x—7

T LET, Z OEREI,
Cisco I0S Release 12.2(50)SG THHA— hEhTWET,

27975 radius-server dead-criteria tries num-tries RADIUS #— NZEE SN A v B— T ~DIEER 720

BRI, 2OV —R"NRHET 7T 4 T THHERRTET
DOREEEEFE L ET, IBETE D num-tries DA
X1~ 100 T9,

RADIUS #— 3 85 2 — 2 2 ET DAL, IROFICHERE L TIIZE N,
o Moa~vwr RTA 2%, Key string 48 E L E T,

e key string \Zi%. AA »F & RADIUS #— 3 L CTHEI{EJ % RADIUS ¥ —% > & O THEHT 558
FEXF—B LU S —Z2 B ELE T, key (ZXFFITHY . RADIUS — "THEH I ATV DL
BlbF— =BT M ERH Y T,

o Kkey string ZHEETH5HE. ¥—0FH, BLXOKRBICAXN—REMHALET, F—ICAX—2%
FERTL2HGIE. SIAFRF—0—HMoThHIEEERE, SIAKFTF—2HERNTIIZE N,
¥ —(X RADIUS ¥ —F  CHHAT IR KL TWIHERD Y 7,

o F_T® RADIUS = NZ2OWNWT, A LT U b, HBEERE, BLIOWTF—EE 2/ m—rUr
\ZRET HI21E. radius-server host 70—/ )L a7 4 Falb—igy a<wr FEEHLET,
INSOHA T a vk — REATERET SICIE, radius-server timeout, radius-server
retransmit, 35 X (' radius-server key 7 u—/ L a7 4 Fal—T gy avr NEfHLE
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9, FEAIZ DWW TIX, %@ URL T [Cisco 10S Security Configuration Guidel ¥ X O [Cisco 10S
Security Command Referencel] %2 1L T 723\,
http://www.cisco.com/en/US/docs/ios/12_2/security/command/reference/fsecur_r.html

(GE) RADIUS H—/TlE, AA v F IPT RV A =X A v F THHEIND key string, LD
Downloadable ACL (DACL; ¥ 7> u— Ra[fE72 ACL) 72 EOREEITHIXLERNH Y £9, FEMICo
WTiX., RADIUS ' — O~ =a2T7 VL ZSH L T 7Z &,

WOHITIL, AA »F TRADIUS = RITA—ZERETDHHEEZRLET,

Switch(config)# ip radius source-interface V1an80

( )
Switch(config)# radius-server host 172.120.39.46 test username userl
Switch (config)# radius-server key radl23
Switch (config)# radius-server dead-criteria tries 2

HTTP 4 —/\D&E

Web XR—2RFEEFHE AT DI, AA v F THTTP —RZ2 A X—TNCTHXERHY £, 2D
H— L HTTP £721% HTTPS DWW NN HOWNWTA X — T NI TE £,

avwv R B
A7971 ip http server HTTP #—Z A 2 —7 M2 L ¥ T, Web _— ZFFFEREIL. HTTP ¥-— "%
LTAHA ]\&%{gb g "j‘nthJE%f’le/\i—aﬂ
A7972 ip http secure-server HTTPS # A4 Xx—7 VI LET,

HAZLRFET B X Web X—VERET D0, ka7 DV FA4 1272 2> URL 2HELE
7,

S,

()  ip http secure-secure =~ N&Z AJ) L7 & &2, EF 2 TRIEVPHEEITONDL L) I 51X
=R HTTP ERAXEFE L72HAETH, 2/ A v A—=3d HTTPS (3% =7 HTTP) U7
HEOITLET,

o FIITHEXL Web N—YDHARF<A R
o WIIm A KT DY XA LY g URL OFEFE
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F12F  Web X—BEORE |

W Web R—RBIEDHEE

BEETO¥S Web R—DDHRETA X

ATy71

ATy72

ATv73

ATy7 4

Web X—ZXDFRFEF, AL v FDF 7 4/ N HTML X—YTliE72 <, Y O HTML ~X—Y 32—
‘H_uﬁﬂ#éhéij Web uAL‘uJ‘.Eid‘.) Z’E“C%iﬁ'

jJX&-L\u‘qu7D?Y‘/W€b’\ﬁl/@{ﬁﬂ%%ﬂ{ Té i i"‘)— jJX&AHTML77/])/I/€’X/])/?:
DT Tyva AEVIHEEL, RIZZa—)L a7 4 FXal— gy F—RTCIDXATEZFEITL
iﬁ—o

=1 N B

ip admission proxy http login page file AZAFDAEY T7AI)V VAT LT, T4V D

device:login-filename arA4y X=YORbVIFEHINDE A A HTML
77 A IOFEMERE L ET, device: 37T v =
ATV TY,

ip admission proxy http success page file TN IO TA R R=T O VIEREND

device:success-filename I AZ LD HIML 7 7 A VOFEMAIEE L ET,

ip admission proxy http failure page file TI7HN ORI A RN —=T DR ICER IS

device:fail-filename AL LD HIML 7 7 A VOFHEMZRRE L ET,

ip admission proxy http login expired page file FI7xhoa A CHBRENSA—oRb 0 IER S

device:expired-filename NWBH AR LD HIML 7 7 A VOFFEMAEIEE L E T,

HARA RINTZFRIET 2% Web X—TV 2R ET HBICIE, ROFEBEFHIZES T ZE0,

o WAZ L Web N—UHREZ A R — T NICT DT, WAL L HTIML 7 7 A V% 4 i35~ THEL
T, ARELIZT 7 AV OED 4 RGOS, W7 7 40 b HTML ~— VA S k4.

o INBHAHDOHIML 77 AME, AA v TFDTTvia AFYRIHEMELRITIERY ¥ A,
% HTML 7 7 A VD RYA XL 8§ KB T,

o HAFZLR—TEDAA—TIETRC, 727 BAFEEILHTTP — N EICHFEELRT TR F
T, A% —87 M ACL 1T, BHL—LNTRELET,

o HAFL R=UNLONEY 7 IETRT, FHEHA—ILNTOAL X —7 N ACL DR EZHLE
L LET,

o {72 DNS H— NI T7 7B 2T 5I120E, Y 7 F03 A A =DM BERARIFR T, B
= IVNIZA 2 —% 7 F ACL R TETHLENH Y £97,

o AH L Web X—UBKREN A R — T VICERE STV A YA, BXE S 1L72 auth-proxy-banner (X ff
HaInEti,

o WAZ L Web N—UHHREN A R—TNVICRESNTWDHE, u A VORI THY 24
7 v ay URLIIMEHATE EH A,

o HABLN 77 ANDIEEERMRGETHICIE. Z0a~vr Rono BXEFHLET,

HAZ LT Ay RXR=FNT Vv Web 74 —ALThHDHEH, ZORXR=IIZONTIL, ROTEEF

BIZHE> TL7ZE0,

e TUJA Y Tx—IhiE, 2—WILLB2—VLLRXRU—-FOANZZTHIF. 215 % uname 5
L0 pwd & LTRTRERD Y 7,

o NAZL mTA L N=VF R=V FALT U BELINTNRAT =R TURIEEOR L2
EL Web 74— AT HNA N TT 7T 4 AT BERH Y £7,

WOBITIL, BAZLRBFET B X Web X—VE2RET D HEEZRLET,

Switch(config)# ip admission proxy http login page file flash:login.htm
Switch (config)# ip admission proxy http success page file flash:success.htm
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52y 1= R/ < i R I B (27 4
ntu\uJ‘.E?(ﬁ — W%K%ﬁHTML /\O“‘y%;ﬁ%%ﬁ:%

Web A—z@BitnE N

Switch(config)# ip admission proxy http fail page file flash:fail.htm
Switch (config)# ip admission proxy http login expired page flash flash:expired.htm

R OFIC

TlX, BAHZ A

Switch# show ip admission configuration
Authentication proxy webpage

Login page
Success page
Fail Page
Login expired

Authentication
Authentication
Authentication
Authentication
Authentication
Authentication

flash:
flash:
flash:
flash:

login.htm
success.htm
fail.htm
Page expired.htm

global cache time is 60 minutes
global absolute time is 0 minutes
global init state time is 2 minutes
Proxy Session ratelimit is 100
Proxy Watch-list is disabled

Proxy Auditing is disabled

Max Login attempts per user is 5

URL DIE5E
XHLZ

THIENTEET,

RIET B XL Web N—VORELERT D HELZRLET,

=Y FE A VT Nk b URL #i8E

avy kR

E[:3)

ip admission proxy http success redirect ur/-string

FIEN OO LA R —T DR b YT, 2—FD
VEA LY Nekled URL 2ELET,

M 74 AT XA Vg URL R ET 255G, IROIEEFIHEL

o MAXLFIET XL Web R—UHEEEN A X —T IR EESN TN D
URL #EE1Z7 4 E—7 iz &, CLI Tl TE /A, VEA LI v aid, WAX L 0T
A VIR — P TEITTEET,

o UX AL 23 a URL BERENA X —

TINCRE SN TV DA

EH S EE A,

o VXA L7 g URL OREZMRERT HITIL,

WZHE- TLEE W,
VEAL LT g v

éﬁD\

% E &7z auth-proxy-banner

Zoawr RO no BXEHFEHLET,

WOBITIE, P Licu 7 A N4 T 25 # A v 27 a URL 2RET 2 Hika R LET,

Switch(config)# ip admission proxy http success redirect www.cisco.com

WOFITI

Switch# show ip admission configuration

Authentication

Proxy Banner not configured

Customizable Authentication Proxy webpage not configured
HTTP Authentication success redirect to URL: http://www.cisco.com

Authentication
Authentication
Authentication
Authentication
Authentication
Authentication

global cache time is 60 minutes
global absolute time is 0 minutes
global init state time is 2 minutes
Proxy Watch-list is disabled

Proxy Max HTTP process is 7

Proxy Auditing is disabled

Max Login attempts per user is 5

Il S e T AU XA L7 g URL 2MERT 5 HiEE T LET,

| oL-26641-02-J
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W Web R—RBIEDHEE

Web R—RFBEE/NT A —52 D

ATy71

27972
7973
A7974
27975

Web

R TE

K CTEpal A B ITRIBORREEZZELET, KERLERITREENZDEZ2B2D &, 7747
¥ MIFEHIER, v v F U R RNICHEHELNE T,

avyk

=]y

ip admission max-login-attempts number

KTEon 7 A dfTOR@MEEEZREL £, /E
TE DML 1 ~ 2147483647 [BITF, T 74/ ME S
‘(‘\\?AO

end

¥t EXEC £— FIZED £,

show ip admission configuration

PAET R X UREER R LET,

show ip admission cache

WRET > Y DU A M EFRLET,

copy running-config startup-config

(EE) av 74 Falb—rary 77 A VICRELRRTE
LETS

WROFITIE, Kiwr 7oA AT ORKEEEZ 10 ISRET D HEEZRLET,

Switch(config)# ip admission max-login-attempts 10

BSIO—AHIL INF—DERTE

Web FBRENRE SN TWVWD AL vy FlZua—I/ NF—%FET HITIE, FiE EXEC £ — KN TRDOFIAE

ZRITLET,

ATyF1
A797 2

A7y73
ATv7 4

avwro kR

=]: 5]

configure terminal

Ja—) ar7 4 F¥al—yary T— REEBLET,

ip admission auth-proxy-banner http
[banner-text | file-path)

O—hN RF—F A F—T N LET,

(f£&) Cbanner-text C E ASJL T, I AH L NP —ZER L ET,
2T, CliEREIY g, £ —ICERENE T A0 (B
od, FRFTXANTrAN) BERTT 7 AN NATT,

end

¥eHe EXEC E— RIZRD £,

copy running-config startup-config

UEE) 2v 74 FXalb—ary Z7ANMVIHREFRTELET,

WORFITIX, TMy Switch] £ WIHAZA AvE—IUNERRINTWNDER =N NF—2RETHH

EERLET,

Switch (config)
Switch (config)
Switch (config)

( )

Switch(config) end

configure terminal
# aaa new-model
# aaa ip auth-proxy auth-proxy-banner C My Switch C

ip auth-proxy auth-proxy-banner =~ > FOFEMIZDOWTiX, Cisco.com @ [Cisco IOS Security
Command Referencel] @ TAuthentication Proxy Commands] #Z&M LT 7ZE0,
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Web RA—ZXBERT—42 20%x N

Web R—RBZBEExX vy a T2 M) DHIRR

=1 N E[:3)

clear ip auth-proxy cache {* | host ip address} Delete i 7YmXxy = MU REIBRLET,. v v i =
Ty M) FTRTEEIRT DX, TAX VA7 2R L
FT, VUV FRA MO MY ZEIBRT HI12iE, BE
72 P 7 RLAZ AN LET,

clear ip admission cache {* | host ip address} Delete #WREF 2 ¥ = F VEHIBRLET . Fr v =
T MY FTRTEHIRT 1T, 72&)%7%1%%1/
i#o//7WTXF@I/F)%%%¢ X, BAIR
B2 IP 7 FL A2 AN LET,

Wiz, IP 7 RLZ 209.165.201.1 @27 54 72 MIkT 25 Web X— R v ¥ 3 2R+ 501 %
~LET,

Switch# clear ip auth-proxy cache 209.165.201.1

Web X—RFRER T— 2 ADRT

FTRCOA VH—T =2 A A, FEITHFEDKR— MIKT 5D Web X— 2 DFRGERE L F T 5 FIEIT
WDEEBY TT,

avwv R B#
A7971 show authentication sessions Web X — RZBIFHRELEZFRLET,
[interface type slot/port]

type (Zi1d, fastethernet, gigabitethernet, %7213
tengigabitethernet Z 5§ E CX £,

EE) BEDA v 2 —T = A A5 5 Web ~— 238
FAERRE A F R T HITIE. ¥ —7U— F interface ZfifH L
iﬁ—o

Wiz, 7 a—s 7 Web R— RO AT — X AT 2 EKRTH0 2R LET,

Switch# show authentication sessions

WIZ, FHTEY b A Z =T A X 32712532 Web X—ZADFEIEREEZRKRT DB 2R LET,

Switch# show authentication sessions interface gigabitethernet 3/27
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