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avw>Fk B
A7973% deny | permit protocol FHER—BLIEGEIC Ty PEHEGT 55613 deny, FFF T 55613
{source-ipv6-prefixiprefix-length |permit Z#5E L £9, KT, FIFIZOWTHHALET,

|[:nzr‘al;(;):t[;:jfiiijfg:}:ﬁddress} e protocol IZIiX, AV H—F v b 7a bAoA ELIFIETEATILET,
{aistination—i v6-prefix/ ahp. esp. icmp. ipv6. pcp. step. tep. udp, 7L IPv6 7’1 F =L
prop FREET 0~ 255 OBEEMWATX EF, ICMP, TCP, 4 L0 UDP ®

prefix-length | any | BI85 A — 5 1ZoWTiE, A5 v 7 3b~3d #BRLTL 2 &L,
host destination-ipv6-address}

[operator [port-number]] e source-ipv6-prefix/prefix-length £ 7-1% destination-ipv6-prefix/

[dscp value] [fragments] [log] prefix-length 13, MG E T2 ITFF I &2 ET D EE L E 2IF5E5E
[log-input] [sequence value] IPv6 x> T =0 HDWNExry hU—27 7T AT, 16 By MEZBHAL
[time-range name] Tean s XE0 o 16 R THEESNLET (RFC2373 22H),

GE) CLI (a~>FRIAf v AV HF—TxAR) ~IVT T, /0~ /128 O
O VLT 4 v I ARBRERINETN, AL v T, EHEER S
2— L 2=F XY AR T RLREY 7L Tr—ANAVREBFANT
KL AD /0~ /64 OFPHDO T LT 4 v 7 A, BIOEULI X—2D /128
FL T 47 AZKTDHIPv6 7 RLABAEE T2y R—FLET,

o IPV6 L7 4 v A /0 OFEMERE LT, any AT LET,

* host source-ipv6-address ¥ 7=1% destination-ipv6-address \Z1%, 55t
FEH ARG ERET A RGBT ELITSELIPVO R A N 7 KL AE AT L
FT., T RLVAFaersKEY o 16 vy MaEMFH Lz 16 X CTHRE
LET,

o (&) operator 121X, HEEDOT B F IVOREETR— FELIFLILR— b
BT 2ART U RERELET, A7 P It (Ev/hsn),
gt (L KEW), eq (L), neq (5L, range (Gl&#iPH)
HHYET,

source-ipv6-prefix/prefix-length 515D & & @ operator I%, FEFILA— MZ
—ETDMENH Y £, destination-ipv6- prefix/prefix-length 5130 & &
@ operator X, ZEMEAR— MI—HTILERDH D ET,

o (EE) port-number 1Z, TCP £72iZ UDP O 7 4 VX U v I T, ThEH
0~ 65535 @ 10 #%xF 7212 TCP & 5\ & UDP R— R DLRITY,

o ({EE) dscp value # A7 LT, % IPv6 /37 v kb ~ v X — Traffic Class
T4 —=IVFND T T 4w 7T AEE DiffServ 2 — K BRA > MEE A
LET, fEETE 54X~ 63 TT,

e ({EE) fragments # AJ LT, HHETEHRWT TFZ 7 AV M EHRLET,
ZOXF—TU— RPRERINDDIE, 71 badipve OFETEITTT,

o (EE) log f5ET 5L, = N E—HKFT By MITHE Xy
E—URar Yy —VZHEEENET, log-input ZHEETLHE, vs b
VIZANA v E—T o4 ZABBMENET, vXr 73 —4 ACL T2
FAR—bINET,

* ({£E) sequence value x AJJL T, 77EA VAN AF—FAXA D
VT U ABGERELET, BETE AL 1 ~ 4294967295 T,

* ({£E) time-range name # AJJL T, A7 — F A2 FORHE OB EE
LET,

Catalyst 3560 R4/ v F YI b7 av74Fal—Sav HA K
m. 0L-26641-02-J |



| £41% IPv6 ACL DR
IPvé ACL i W
avyFk B#
A7 v deny | permit tcp ({tB) TCP 77 tRA VA MBEOT 7 B AEHEEHRL T
73 lsource i preflpreilengih |1y s ep AN LR, 7 A5 11A7 57 S T ST D
y P FA—HLFLTTR, KISRTAT V3 v 087 A— 2 REMEhTOET,
[operator [port-number]]
{destination-ipv6- e ack : acknowledgment (ACK; fiBIG%) v b v b
prefix/prefix-length | any [ host |, oaplished . fiE 3z & L7 B, TCP 5—% 75 A2 ACK £7-13 RST E' v
destination-ipv6-address} AR ESNTVEES. BAN TP ET,
[operator [port-number]] [ack] ) o )
[dscp Value] [established] [ﬁn] ° fin : ff‘gT = > ]\ +* P4 I\o j\é'fgjcﬁ) 6@5‘:‘—& Vi%ﬂui% @ ivﬁ.—/\/o
[log] [log-input] [neq {port | e neq {port | protocol} : FTEDHR— FEE LIy MEZTERAELE
protocol}] [psh] [range {port | 9+,
protocol}] [rst] [sequence value] e P ‘
[syn] [time-range name] [urg] * psh: 7o vafiEry by b
* range {port| protocol} : K — NEZFOFEAND v FETERAELET,
e rst: Uy EY BN EYDL
e syn: Ay &Y R
o urg - EREFRAUEZ EYNEY R

A7 v deny | permit udp ({EE) UDP 727 ERXR VA MBI T 78 ASEHEZELZLET,

7 3¢ lsourceipSpreflpreilengih | g iy 50 7 3 AR, wdp EASLET. UDP T A
o eymtor ortom nfber]] ZIETCP T L CHBI SN T VWA AT A—% LR LTE, =721, [operator
{dimnation_i Soprefiprefiv-le |Pord] OF= BB EI LR AT, UDP K— M OB S ELITAHITRIT R

PYO-PreJip [Z72 0 £ 4. UDP O34, established /X7 A —# [TE4) T,
ngth | any | host
destination-ipv6-address}
[operator [port-number]] [dscp
value] [log] [log-input] [neq
{port | protocol}] [range {port |
protocol}] [sequence value]
[time-range name]

A7 deny | permit icmp (fE) ICMP 7722 YA MBLOT 7 AL EERLET,

7 3d |{;fl“r‘cﬁ;’ftvfo";:iff‘i/pvrg{zxc;‘f;’e’fs’? U B =%y MR v E—2 70 h 2L OEAIE. iemp AS LET,

o Y o [port_nmfber]] ICMP X5 A —ZZAF v 7 3a D IP 71 FILORBICH BT A—4 L1F

{aistination—i Somrefisprefis-le | £ EALTTHLICMP A ytr—2 5 4 T L Ra— K /85 4 — 4 5 S

pyO-prejiip NTVET, A7var0F—U— ROBERITKO LBV T,

ngth | any | host

destination-ipv6-address’ e icmp-type : ICMP A v & —3 XA T TT4NE Y I TDHHEICANLE

[operator [port-number]] T, FRETE HEOHPIL, 0~ 255 T,

licmp-type [icmp-code] | e icmp-code : ICMP /3% v F % ICMP A vb—3 a— K %4 FT7 4 X

icmp-message] [dscp value] [log] VT FBEAI AN LET, EETE 2O, 0~ 255 T,

[log-input] [sequence value] \

[time-range name] . icmp—messgge :ICMP 237 > kZ ICMP # ‘yt:—‘\/‘ 2 A T4 FE 1% ICMP
A=V FATLa—RETTANEZY U TTHHEICATTLET,
ICMP A v tE—YDXATHBLVPa—RADY X MIONWTIE, ? F—
EHEHATZN, R0V —20a<wr R U 77 L 2B LTL
TZEWY,

27974  end FetE EXEC — RICR Y £7°,

27975 show ipv6 access-list TR VANOBRELHRLET,

27976 copy running-config EE) av 74X a2lb—vary 77 A MCREEZREFELET,

startup-config
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BEDOT 7 A VA SDPOEREITHFAIRMELHIRT 51213, ¥—7Y— FZ#EE L T no deny |
permitIPv6 7 7 EAXA YAk arv 7 4 Xal—var avry REERLET,

WIZ, CISCO LAFIBFTOENTZIPV6 7 7B A VA MERETDHZRLET, VA MNORIO
?ET:E/ N UL, 5058 TCP AR — FEF2 5000 LV KEWASTy METRTESLET, 2 BOOESR
T b UL, FE7E UDP A— F&E 52 5000 RGO 7y bEEG LET, £, 202 FDOHEL
TRVE IRTO-FEI Y= MCFERLET, VR MADORYOFFAI= > f Ui, To
ICMP "7y FafFRILE T, VA RMND 2 BOOFAIZ Y ML, ZOMDOTXTONT T 4 v 7 %
FALET, BEROBEEDOHFMENEIPV6 T 78R VA FOKRRBICH DD, 2 /BHOFATL R
TR TT,

Switch (config)# ipv6é access-list CISCO

Switch (config-ipvé-acl) # deny tcp any any gt 5000

Switch config-ipvé6-acl)# deny ::/0 1t 5000 ::/0 log

Switch (config-ipvé-acl) # permit icmp any any

Switch (config-ipvé-acl)# permit any any

A23—T x4 X~D IPv6 ACL D&

TR R Y NI A F—T A A2 IPv6 ACL 2T 5 FIEICOWTHHALEST, L1 ¥ 3
ALE =T 2 A ATREETFIEE NI 7490712, HDODVVEILAY 24X —T x4 ATHEREINT
742712 ACL 2 TE £,

AU B =T 2 A A~DT 7 A %HINT 51213, K4 EXEC £— N CROFIEZ EAF L ET,

avwyFr B&
27971  configure terminal Ja—rL ar T 4 X¥al—ay e REEBLET,
27972 interface interface-id FIEA YR NPEATALAVY2 A2 —T =A% (F—F ACL ) £7-

TZLA Y342 —T A% (JL—% ACLH) #BELT,. A& —T=A
AayI 4 F¥al—ary B—FEEBLET,

A7y73  no switchport N—% ACL %M T5HAE, A V=T =24 A2 LAT¥2E—F (F7 4
NVR) b LAY 3E—RIERELET,
7974 ipv6 address ipv6-address VA Y3 A B—T A A (=% ACL ) TIPv6 7 FLAEZRFEL ET,
RSV NN e O Ve A 7:4’?<Ti FlFA v E—T AR
BRI IPv6 7 RLARRESINTWD ik, MEH Y FH A
A7975  ipv6 traffic-filter access-list-name | A4 2 2 —7 2 A4 ADEE T 7 4 v 7 £ i%ﬁfé N4 22T 78R
{in | out} ARNEEALET,

out ¥— U — RNiZL A ¥2 A% —T7xA4 A (R—hF ACL) TlEHHR—Fr &
NEH A, switch

27976  end Rt EXEC £— RIZRE D £,
A7977 show running-config TIEAVANOREEHRLET,
27978 copy running-config UEE) 274 Falb—vary 77 A NVICEREERTFLET,

startup-config

AVE—=T A ANLT 7 ERX URRNEHIBRT AIZ1X, no ipvé traffic-filter access-list-name A >
B—TxAfAar74Xal—varyavry Nl LET,

WIZ, VAFXYIA LU E—T2AADHEBE T 74 w7k LT, 727X U AR Cisco i3 54
ZRLET,

Switch (config)# interface gigabitethernet0/3

Catalyst 3560 R4/ v F YI b7 av74Fal—Sav HA K
m. 0L-26641-02-J |



| £41 % IPv6 ACL OBE

IPv6 ACL &x M

Switch (config-if)# no switchport
Switch (config-if)# ipvé address 2001::/64 eui-64
Switch (config-if)# ipv6é traffic-filter CISCO out

IPv6 ACL DR

F A1-1 IR ENT 1 DFERIFER O EXEC 2~ FEFEH LT REFLADTITOT 72 Y
AR, TRTOIPV6 T 7R VAN, FTIIHFEDT 78R URNMIBETIHEREEZRTEET,

® 411 IPv6 7Y tR YR MERZERRTZ a3 K

avwyFk B

show access-lists AZA v FITRESNTZTRTOT 7R VR MEERLET,

show ipv6 access-list [access-list-name] REFRLDTXTOIPV6 77 A U A MEIFARMTShE=T 7 &
A YANERRLET,

RIZ, show access-lists #5# EXEC =2~ > RO B ERLET, HAIKIE, A1 v FITREFHD
TRTOT 7 ERA YR RNBERINET,

Switch #show access-lists
Extended IP access list hello
10 permit ip any any
IPv6 access list ipveé
permit ipv6 any any sequence 10

Iz, show ipv6 access-lists 57 EXEC =~ > RO Il Z R LET, HIICIE, A4 v FICRER
BOIPV6 77 A U A MR ERENET,

Switch# show ipv6 access-list

IPv6 access list inbound
permit tcp any any eq bgp (8 matches) sequence 10
permit tcp any any eqg telnet (15 matches) sequence 20
permit udp any any sequence 30

IPv6 access list outbound
deny udp any any sequence 10
deny tcp any any eq telnet sequence 20
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