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A b — NHlEH L & 1RO A v F =L EEAGDE T, A M—ARIET LT Y X AOEEE
HELET, LEWVERSEWVIZE, BTy MRS 20 EF, LEVWED 100% THILZL,
FT T4y 7T AHIRIZH Y FEA, EE 00I1CTHE, ZOR—PFETETIRTOTE—FX ¥
AN, wNTFXY AN, FRFI=FY AN VT T4y BT a7 INET,

Ny MEI—EOMBCTHRS DT TRV DT, "I 7497 7774087 0% ETD 1 HEOA
UH =V A N — L OEEER LA T D RREENRH Y T,

KT T 407 XATDLEWVHEEZRET DITIE, storm-control f > X —7 A A a7 41X
L—yay avwry ReEERALET,

A b—LF#EOT I+ I FERE

FTI7H/NNTHE, 2=F ¥ A b, 7E—FF¥ A b, BIOAT X A b 2 b—AKIEIIZAA v F
A H =T 2 A ALETT 4 B—T M0 E£4, LERN-T, #{ifl L1 100% T9,

AF—LFAFAEEIVLEMELARNILDERTE

AR—MIZIAM—LHHEHREL, MEDODNTFT T 4 v XA TTHEHTLILEVELLVEADNLET,

2120, "—RouTORELEBIZ, SEIFERVA ROy "2 EDX Iz D EW D BE
NHHDOT, LEVWEOEIEILH < if%i&fﬂfﬁf“ﬁ‘o ERENTI 74 v I BT DNy OV A X
WCEoT, ERICEAEISNA LEXVWVEIZBRESNTZ LI LT, 3% OERNAEL B RN H
D F9,

~
GE) A b—2#lEE, MEA X —T 2 ATHR—FENTWET, F7=, EtherChannel TH A k— LA
Iz E CTE £d, A b—24il#lZ EtherChannel TFRET 254, A F—AHlHERE I
EtherChannel ¥ A > % —7 = A4 ZAIBZHELET,
avwvF B
A7971  configure terminal Ja—r\)L ar7J 4 Xal—ary T— REBEBLET,
A7972 interface interface-id RETAAL L HE—T oA RAFEEL, A2 F—T A A AT fFa2l—
vay E— RERBLET,
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A7973  storm-control {broadcast| multicast
| unicast} level {level [level-low] | bps

bps [bps-low] | pps pps [pps-low]}

Ta—=RXx AL wAFXy R, FlFa=F v 2 b X b= Afl#Z
RELET, 7740 FTIE A F—2H#NET 4 B—T MR ESNT
WET,

XF—U— ROEWRIIRDOLEEBY TY,

o Jevel IZIX, 7 —FRFR¥xy¥ AL, =VFFv A b, TiFa=Fv A b
N7 427D ERLEVEL L EZRFIIRO NN—E T — O THRE
LET UMIEE2AMET), ERBRLULEVWEICEET S E, A— MI b
T4y 7% 7Tay s LET, BETE %M 0.00 ~ 100.00 T,

o (EE) level-low 121X, FRRL ZWME L)L EFIRIED —E 7 —
UTHELET UMNEAEFE 2MET), ZOMEE ERIHEHEL Y /S0
N FLEFE L RTNERYERA, NF T4 IRIOLLE
FESTWIUE, F—MIFNT 7 4 v 7 ZEEELET, FRMH L~
NVEBRELRWIEAS, ERIME L~V OEICRESNET, IBETE
H#iFAIE 0.00 ~ 100.00 T,

LEVWEIZRKIE (100%) ZEELESE. N7 7 0 v 7 OfIFRIEA
K7V EF, LEWEIZ0.0ZFHETDHE, TOFR— b EOTRTO
Tua—RXx A, vATFHFx R, Fhda=Frv AN FTT 4 v
IR T Ry ERET,

o bpsbpsiZiE, 7r—RFY AL, vATFHFY AL, FlFa=Fr A
N RFS 749 ZDOFERBLEVELLEE Y NBTEELET (b
RSB IAET), ERLEVEICEIZESTDE, A—bFE T 74> 7
F7uayv s LET, HEETE DI 0.0 ~ 10000000000.0 T7,

o ({EE) bps-low 12X, FIRLEWEL~LVE2E Y MNBTHRELET
UNBEB I ET), ZOMEIZERLEVELNALLLTOMETH D0
BERAHVES, NI 74 v I NZDL~L% FlaloThiiE, R—k
EhI7 74y 7 Bk LET, BETE HHMIL 0.0 ~
10000000000.0 T3,

o ppspps i, 7ER— KX XY A F, wAFFX A b, FliFa=Fr R
M2 4P DOERLEVELNALEZ ATy N/ THRELET
UNEEBEINMET), ERBLULIVEICEETLE, A—NMIFT
T4y Z %7y LET, FEETE 5 0.0 ~ 10000000000.0
T,

o (EE) pps-low IZiE., FTRLEWELLVERT Y M THRELE
T UMNEEEIMET), ZOBEEERLEVEL VU TOETH S
VERSHDVET, NT 74 v I BRIOL~L%E FE-> TR, R—
MINT 74w 7 %5 LET, fEETE 26T 0.0 ~
10000000000.0 T3,

BPS B L UPPS OFEICIE, LEWVEOKEAZ KEHEETEDH LI,
Y747 RATHETRL S (ke m, g/ y) EEHTEET,

Z7y74  storm-control action {shutdown |
trap}

AN —APRHEENTZBEICFATT LT 7 a v E2RBELET, T 740

FCIEENT T4 7T 4 NEZ ) THEREITL, b7y TITEE LR VR

ETT,

e X h—LuH, R— k% errdisable DWRAEIZ T 5 1Z1%. shutdown F—
U—FE®ERLET,

o A b—LPHHENELEE, SNMP (G %y bV —2EH T b o
W) RNT T EART DL, trap ¥— T — RZBBRLET,
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end

¥ee EXEC E— RIZRD £9°,

show storm-control [interface-id| BELENT 74w XA TIZONWC, Ao X —T oA ATHRELE R
[broadcast | multicast | unicast] b —AHEIHI L SV EERLET, T T vy BATEATI Lo

e alE. 7r—RF¥xy A F 2 b —AHBEORERERINET,

copy running-config startup-config | ({£&) = 7 s Fal—val Ty A NVIIREERFELET,

A~ =Ll % T 4 B —T M2 F 5121, no storm-control {broadcast | multicast | unicast} level 1
VHE—T AR arT 4 Fal—varyavr REFERALET,

Wiz, R— b ET, BRI L~ 2 87%, FRINEIL~L 2 65% ICREL, 2=F v A b XA b—24
Hili a2 A 2 —T T D HEERLET,
Switch# configure terminal

Switch (config)# interface gigabitethernet0/1
Switch (config-if)# storm-control unicast level 87 65

WIZ, K=K ET, 7B—=FF¥x A 7 KL ADRA F =A% 20% O L~ TA F2—T 2T 5B
ZRLET, 7E—FXY AN NI T4 97N T T4y 7 A=A U F = SVRIZR— b
THATE 2RFHIEDO S B, REINTZ 20% ODV_AVEBITLHZE., VT 7 4 v 7 A M—LHl#HA
VE—INAPEDDLET, AL v FIETRTOTR— KXY AN NI 74w 7%k Fuy 7 LET,
Switch# configure terminal

Switch (config) # interface gigabitethernet0/1
Switch (config-if)# storm-control broadcast level 20

INEWT L—LDEFEEL— FDRE

YSEVA
AT972

ATy73

AT97 4

67 ™A MR OHEE VLAN Z 7 {F& 7y MI, HhE0 7L —AL R0 7xshET, ZO7y MEA
AVFIZEVEEINETN, A vF A=Al LD o Z 2SS EHRH A, CiscoI0S
Release 12.2(44)SE LIFETiX, /MW T L—ARRESNTZL—F (LEWH) TEIFE LZHET,
A= "B T 4 8—T MR IITHETEET,

ZA v F EO/NSWT L—LOFEEREL 70— LA 3 —T LT, HA L E—T A ZADN
Ty ROIEINWTL—ADLEVWVEEHRELET, R/hthA XX b/ HEShZL—F (L&
VME) TEET Ay ME, A= IR T =T &% ey 7 ENnET,

errdisable recovery cause small-frame 72—/ 3L 2> 7 4 ¥ a2l —v a3y av REANTDH L,
BE SN FEMZICA — FBRFOAS 2 —7 1720 £7 (errdisable recovery 7 m— 3L 227 ¢
Fal—raravwrREERLT, VIANURMERELET),

BAE—T oA AD LEVELVEFRET HICIE, 5 EXEC E— RTROFIEZFEITLET,

avwvFk B

configure terminal Jua—sL ar7 4 Xal—vary T—RefBLET,

errdisable detect cause small-frame 2L v F FEO/INENT L —LDEEFEL— MEfERZ A X—TMITL
£7

errdisable recovery interval interval (EE) 457 Shiz errdisable 27— b5 [EIE T 2 REM 2 H7E L
£7

errdisable recovery cause small-frame (&) /NEWTZ L —2LDFEEIZXL Y R— M errdisable (272 72
%, TOR— P2 BEBICHA X =TT DY BN Y Rpf 2
ELET,

| oL-26641-01-J

Catalyst 3560 R4/ v F Y27 +bHx7 avI74¥al—vav 4 F



E23E K FEED 5T 4 v HEORE |

N 2%t rozE

avwv kR B

27975 interface interface-id S H—T e A AT Xal— gy T REBMBL. &E
THRAE—T A ABRELET,

27976 small violation-rate pps AV B —T o f APEES Ay F e Ray P LTHE— %
errdisable (2T 2 L HICLEVEL— FERE L £ T, HPHIE
~ 10,000 Packets Per Second (pps; /3% v + /) T,

27977 end i EXEC £— RICEY £,

A7978 show interfaces interface-id BEAERLET,

A7979 copy running-config startup-config (FEE) avy74FXal—Yay 77 A NVICETEXIRTELET,

R

AR —

WIZ, INENWT L—LADERFL— MERBEARX—T ML, R—F DU ANV RFREZREL, A — M &
errdisable 1292 LEWMEZFRET HHl2 R~ LET,

Switch# configure terminal

Switch# errdisable detect cause small-frame

Switch# errdisable recovery cause small-frame

Switch (config) # interface gigabitethernet0/1

Switch (config-if)# small-frame violation rate 10000

Switch (config-if)# end

DERTE

TTV = alioTE, HDERANRN—DERLIEZNT 7 40 v T RBIORA N—ZhNPER0NE D
W2, A=A v F EOR—=FEATLA Y2 T 74 v I NBEINZVEIICHETINENRLD £
T, ZOLIRERE T, R#ER—F2EHATIE, AL v T EOR— i Taz=%y 2, Ta—F
vy A b, FHEEFTATFXFY AN T T 4 v I OKBEPHERICTRL 0 £97,

AR — M, ROKELH D £,

o REEAR— NI, FRRICHRER— MR THDIMOR— NI LT, 2=F ¥ A b, wLFF ¥ X
b, 7370 —RKX¥¥ AN VT 74 v 7 5BELEYAL, T—F N T 7407130 AF 2 D%
FER— M THEXINETA, PIM /Y7y 2813 CPU TUEEINTY 7 by =7 THEEIND
72, ZOXHIRHEE N T 7 4 vy 7 ETREBEESNET, KRR MNEAERT AT ITOT —X
N7 40 71F, VAV 3T NAA RAEN L TEEINRTIUERD A,

o RN — b LI — M OIEBIEIL, B BV ITERET,
ZITHEH. ROBRECHDWTHIALET,

o [MRHEER— DT 74V MEE] (P23-6)

o (AR — FRERFOEESHE] (P23-7)

o [R#ER— Lo E) (P23-7)

%L‘!I

DT IHI FEETE

TN T, RER—-MIERSNEEA,
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HK—r JovEoome B

RER— FERERDIEEH

PR — Mix, WBLA > % —7 =1 A (GigabitEthernet I"— k 1 72 ¥) F 721 EtherChannel 7 /L — 7
(port-channel 5 72 &) ICHRETEET, A— K F¥ RV TRER— b A A X—T VI LTEHEIT. £
DHR—=F Fx¥ RNV TNN—=THOFTRTOR—= FTA RX—=T MR ET,

TFA_X—F VLAN R— F2REFR— P LTRELBZNVTLLIES, RER—FE2 ST A X—]
VLAN R—F E LTERELZWVWTLEIV, 774 X— K VLAN OISR — Mk, MOMIIHR— F=°
AIa2=T 4 AN INTFT T4 v T EHRELETA, T4 X— K VLAN OFEHIZOWTIE, & 15
#w [T 44—} VLAN OFFE] 22BL T &,

REER— FDERTE

R— b ZR#ER— & LTERT DL, ¥ EXEC — FTROFIEZFEITLET,

avwyFk B&

A7971  configure terminal sa—N\) ar74¥alb—var E— ReBBLET,

A7972 interface interface-id BETAAN L H—T oA AFEEL, A X —T xR 3
T 4Xal—Tary ET—RERBLES,

A7973  switchport protected AV B—=T oA AR — MIERELET,

27974  end it EXEC £— FIZED £,

A7975 show interfaces interface-id switchport WEAHERLET,

27976 copy running-config startup-config LE) 2v74F¥al—vary 77 A VICREXZRTFLE
R

AR — N &2 T 4 E—7 2T DIZIE. no switchport protected f >4 —7 = A A a7 4 Fa b —
aravry REFEHLET,

W, RER—FELTHR-FERET D02 RLET,

Switch# configure terminal

Switch (config)# interface gigabitethernet0/1
Switch (config-if)# switchport protected
Switch (config-if)# end

R—k JOYXTDETE

FT N R TIE, A v FIIRAD5E MAC T RLAREESINT ATy N2 T _XTOR—Inb 7
TFoT AT LET, REOZ=2F vy A FBIOYAT XY AN T 7 4 v 7 PRER— Mm% S
nNoé, tx=2V7 40k MECRIATREERDYET, RAOZ=% ¥ A FBIUV LT FHx X |
N7 4w BB BR— MPLRIOFR— MIEEEINRNE I ICT B0z, (R#EEZITIEMRE)
R—+r%27 vy 7L, RADZ=F ¥ A PELZEFI~ALTFFY AN Xy bBMUOR—FCT7 T vT 4
vrENWE I LET,

(B ~AFXY AR FTT Ay s T, K b T8y R SRR LA Y 2 5y NEGET B Y
JLET. ~y S —IC TPV E713 IPV6 OB BT AF XY A b 7y NAT R v 7 SuEtA,
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B +—r JovxoJomsE

o [R—hFTuavwvxr 70774V EE] (P23-8)
e NV H—T A ATDTT T 4T "N T 74w 7DTayxr 7] (P23-8)

R—bk TOYyX DT IHIL FERE

TI7HNETE, K= FPORAMDONFXX¥ A IBIPA2=F Y XN N T T4 v I DT T VT 4
rmTay 7 ENT, TRTOR—MIZDORI R Try "R T7 T 9T 47 3NET,

A2B—DTTARATDISYTAVT FS74voDTOYXIYT

~

GE) A F—T=xA RIS X —7 = A AF721% EtherChannel 7 /v —7 DO WF b A[RETT, HA— k
FXFNOTNLNTFX Yy A NELF2=F Y AN NT Ty vl &7 uy s3T50 A=k F¥rxiL s
N—=T DT RCOFR—FTTay 7 INET,

A=FY AR ATy PBROLAY2IAVTHXY AN Ny bOA B =T A ANODT T T 4
YT ET =TT IR, FiE EXEC E— FTIROFIEEZEITLET,

=1 LY
A7971  configure terminal Ju—sbarZ4Falb—vary T FERmLET,
27972 interface interface-id REST DA =T 2 AEHEL, AV F =T =R A
T4 F¥al—vary T FREREMBLET,
27973  switchport block multicast R=EPOLDORMONVF X v X FOfEEZ 7wy 7 LET,

GE) MEARLAY2~ATFIFXYRN P T T4 v I ETNT
2y ENFET, ~vH—IT IPv4d E£721% IPv6 OIEHR%E
Gle~e N T XY AN Xy MIiT ey SRFEHA,

A7y74  switchport block unicast A= EDPLORMOL=F % XA NOEEELT Ty 7 LET,
A7y75  end ¥ EXEC £— RIZE Y £,

27976 show interfaces interface-id switchport WEEERLET,

AZ79y77  copy running-config startup-config (EE) av 74 Xalb—vary 77 A VCREEZREFELET,

R—FETrI 74y o7 ry 7 S0TIT, BEOLENTONDLT 74/ FOREIZA v F—T =
A4 A% R7I2IE, no switchport block {multicast | unicast} f > % —7 = X a7 4 Fal—T 3
vavwr FEHERLET,

WIZ, F—=F EOa2=% ¥y A MBIRLAY2VALTFRY RN T T T 40T % 70y 7T HHER
LT,

Switch# configure terminal

Switch (config)# interface gigabitethernet0/1
Switch (config-if)# switchport block multicast
Switch (config-if)# switchport block unicast
Switch (config-if)# end
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FERID ST 1 v O HEDEE

R— b

f—F XU 0Eze B

tXa )T 1 DEE

R—h X2 VT A EREEHT L, K= ~DT7 78X T H5AT—3 3D MACT R
2z fRBLOHHIL T, A F—T =2 A~DANZHIRTEET, EF 2T A—FictFaT

MAC 7 RLRAZEID Y THE, R—MIERSNTZT LR ZNA—TPUSNDOEEILT R AEFON
Ty NEEELETA, EX 27 MAC 7 FL2HE 1 DICHIRRL, H—DtF=27 MACT NL 2%
Y ETDHE, ZOR— MNIHERENTZ T — 7 AT —v 3 2, R— FOWHBIRSENRIESNET,

X7 R—FLELTR—FEZREL., X227 MAC 7 FLARRREBIZELESS, R—MN2T
I AERBDLAT—a O MAC 7 RUVABER St dx27 MACT FLADWT L E S —E
L22WDT, X2 U7 @R RELEYT, F2, H2EF2T7 A=+ ETEXF27 MAC 7 N L
ARBEELIZFEENTVERAT = a0, MobxFa7? KR—hMT727E8AL LS ELEEXIC
by EXOT7 T ITNILTHNET,

ZIZTIE RO EREFRICOVWTHIILET,

o [FR—F X227 O] (P.23-9)

o [R—F X2V T4DOF 74V k&) (P.23-11)

o [R—F X270 OFEFOEEFHE] (P.23-12)

[R=hF X2 U7 DA =7 b LOFKE] (P.23-13)

o [R—=FEX2VT 4 2=V TDAF—T MBI OFE] (P.23-18)
o [F—=FEF2VT4BLOTT 14—k VLAN| (P.23-20)

R—k X2 T4 DBE

o %27 MACT FL A (P23-9)
o TE¥=2 V7 K] (P23-10)

X217 MAC7FKLR

R—bhTHAISNDEX=2T 7 R ADRKEEZRET 5I121E, switchport port-security maximum
value f V2 —T = A A A7 4 Xal—3ay avry RefRALET,

GF) EREZA =Tz A LTI TERESNTNDEF2T 7 FLADEIV/NSUVMEICREL &
2&THL, av s FREEINET,

2L FIE, WOEF 27 MACT RV ZATEHYR—FLET,

o RET 4 v 7 EF=27 MAC T KL X :switchport port-security mac-address mac-address { >
=T xzAAAr74F¥alb—vary avy FEEHLTFEITREIN, 7T RLA T—T70Z
RESNEDL, AL vFOFEITaLr 74 Fab— g TBMERET,

o AATFTIvI BXFa2T MACT FLA  BICRESNTT FLA T—=7VIZOBRREFS L, A
A v FOREBHRFICHIFRS L ET,

o XF/wF—EXaT MACT RL A B)MICFE T2, FEITHETHILELTEET,
T RLVA F—TNVRESN, EfTa 74 Falb— g AlBNMENET, 207 RLAna
V74X a2l —valy TrANMUREINTWD L, AL v FOFREIFICA X —7 = A A
INOLEEPICHBRET ILEND D EHA,
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W f—reF1iUFr0BE

ATy F— T A F =TT HE, FAFT I 7 MACT RLAZAT 4 vF— EFa
7 MACT7 RLVAIZEBR L TCETA L 74X al—va BT v F—T oA ZAEFRET
XET, AT 4 vF— T =0T EA X —TITT BHITIL, switchport port-security mac-address

sticky 1 V' #—7 x4 A a7 4FXal—varyavr REANLET, Z20avr REANTD L,
AVE—=T A RAFTAT 4 v F— T—= U I PRAX—TNVZRDANZFE LT b DaED, T3TD

AT IvI EX2T MACT RLREAT 4 v X% — X277 MAC 7 FLRIZEBRLET, T
DAT 4 vHF—EF2T MACT FLRAFIFETary 74 F¥alb—rvalBMEnET,

AT 4 vF— X227 MACT RLARIX, a7 4Fal—rary 7740 (AL v FRFHEEI I
KN ENDZ AL — T v F ar74F¥al—ar) 12, BEMIQIRBRENEEAL, A
TAYF—FFXF2T MACT RLRZa L 74 Xal—ay 774 )VICRGETDIE, A4 v FOF
EERHZA V=T 2 A AL INGEFRPEETHIMERO D ET AL, AT 4 vFXF EF2T 7KL R
FRIFL2WEA. 7 L RiZkbiEd,

AT A4 9F T2V IBT A =T AORE, AT 4 vF ¥FXaT7 MACT NLAFXAFIv s &
X227 7 RLRICEHRER, EfTar 74 Fal—va v hbllREhET,

2 v FICRETEDEF 27 MACT FLADREREIT, VAT LATHATENTND MACT LA
DERKREBIZE > TREY £F, ZOFIET 7 7 1 7 72 Switch Database Management (SDM) 7> 7
L—hMZLoTkwbNET, 5 7% [SDM 7o 7 L— hORE] #BRLTIEEN, T,
EHAIEEZR MAC 7 RL A (Z DD LA ¥ 2 HERES A ¥ — 7 = A RAICRESNTZZOMDOEX 2T
MAC 7 RLATHEH D MAC 7 RL A& ETe) ORETT,

txal)T4ER
WONTIDORMNFEETSHE, B2V T &R 5,

o HEREDODEXF2T MACT RLANT KL A T—TINIZEBMENTWAIREET, 7TRLRA T—7
JVIZRBEED MAC 7 RL AR FEHSDAT—2 g DA v B —T 2 AT 78ALED & LIS
AN
Mo

o BIEXFaAT AU H—T oA ATFEELITRESINTZT FLAN, [Fl— VLAN NOBIDEF =
T AVE—T A ATHEHEINEEE,

BB ELESAEDOT 7 a AZESNWT, RO 4 DOENET— ROWTIANIA v F—T = A%

BRETXET,

o protect (fri#) : ¥ =27 MAC 7 FLADEAR— F THA SN TWDIRKREIZET 2 &, &
KEZ TEDLDETHSREDOEX27 MAC 7 RLAZHIBRT 50, FFa7 FLAEEAERCI N
[BY ., REIDEETT RLRAEZFS Xy MIRay 7&NnEd, X2V T 0 @BXKNEZ->T
b, —FIEBEM SN E R A,

~

GE) 727 A— M protect IEXE— RERETDHZ IR L EFH A, R#EET— R TIL
A= MR REIZTEL TR TH VLAN BMEEES— FORRBIZET D L, 7—=7
NF 4 =T NI FT,

o restict (fHIfR) : EX 27 MACT RLRAOENFR— M THAINTWDIRRBREICET D&, &
KiE%E TEIZETHREDOEF =27 MAC 7 FURZHIRT 20, FFR 7 FUAEEBESCI 20
RO REMOKRELT FLAERFONRTy MIFny7EhEd, ZOE—-FTIE, E%=2V7 4
ERREA L EBEMSILET, SNMP 7 v 7B ESNET, Syslog A vE—viimx
CTER, ERA T BN ET,

e shutdown (V¥ v hE DY) A—bh X2 UT 4 ERIZED, £ 2% —7 = A 2} errdisable (2
RO, REBIIYYy Yy MU CERET, £OH%, A— MO LED BNEITLET, £F a7 K—F
23 errdisable 27 — k D3541L, errdisable recovery cause psecure-violation 7 70—/ 27 4
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Fal—rvary avwry REANLTIORAT— M &fERT 22>, shutdown 35 X O no shutdown
A =Tzf A 3T Falb—vay avy FEALTFHTHOA X =TT ET,
X, 74 FOE—RKTY,

e shutdownvlan (VLAN % v F&# ) : VLAN B Tt F 2 VT 4 ERE— RERET L9
WEHALEST, 20— RTEMNEATSE, A— b2 TiE722 <. VLAN 2 errdisable (2721

ij‘o

# 23-112, A—F X2V T 42 F—T oA ATHE LEZHADOENKE— FB L UOLIZONT

A~LFET,
£ 2341 Xal) T4 ERE— FOLE

FS524992®D |SNMP k35 v Syslog * v IS— Ayt— |BERAIVED R—IbDIvywy

BRE—F dnt! TnEE =P DEE TNk R? ¥n X Ly B2
protect No No No No No No
restrict No Yes Yes No Yes No
shutdown No No No No Yes Yes
shutdown vlan |No No Yes No Yes No?

. +97%¥0Ex=27 MAC T RLAZHIBRT 2 E TRAMDIEETLT RVAZEEON Ty R Ry 7ShvET,
2. X2 VT A EXESIESEITT RLAZFETHRELLEGA, A vy TFRTT— Ay b—VERLET,
3. EBREALEZ VLAN OARY vy hE U LET,

R—b X2 )T1DTIHILMRRE

#2321, A v F =Tz A AHTDER—F X2V T 4 DT 74V FREEZTLET,

® 23-2 R—b X2 UTADF T4 MRE

Ldic FI+I FRE

Ak X2l T H— b ETTF 4 =T
AT A4 vF—T RLARA FT—=V | T4ok—TN

P

B—F H7m0OEXF=27 MAC |1
7 KL 2D KR

ENE— R Ty RET L, BF 2T MAC 7 RUAREREREA EElS L.
K= BT vy FFT L LET,
B—FEXalF s ==V | Fae—TN =7 XL LF0

ABT 4o 2=V TIET 4 =T
X A4 71X absolute
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R—bk X)) T+ DEREFOIEFIA

R—=F X2V T4 E2RETDE ST, ROTFEFHIZE-> T ZEVY,

o Kb X2 VT4 ERETEDIDIE, AET 47 TIHAR-FELIZIT 7 F— MR
BNET, EFX a7 A= a4 AT I v 7 TI78AR=-MITHZEIITEEEA,

e ¥ a7 R— % Switched Port Analyzer (SPAN; AA v F K K—h TF+F 4 H) DR — bk
T2 LIETEEEA,

o ¥ aT R— X, ¥y b EtherChannel R— F 7L —7 BT Z ENRTEXFEHA,
~

GE) FFVLANIIT Z7EBA R—FTORYR—FINTEBY, REARETH-THL T 7
A= FTIEYR—FINTWEREA,

o HHE VLAN BRESINIEA L E—T A ALTR—FN X2 T 45214 R2—TNITTLHEAIE
R—=FDORKEX=2T 7 RUVRAHFEE 2 ICHELET, R— b % Cisco IP Phone ! Em#é%
ém\mPMmmhmc7vaﬂlo%£f¢oGmmpﬁme@Tva%$¥WANLf
FEEINETN, 77 EAVLAN ECIIEE s EE A, 1 5D PC % Cisco IP Phone 128t 9
534, MAC 7 RLADBEMINEDH Y A, 25D PC % Cisco IP Phone (Z8Hi T 2854
% PC & IPPhone |12 1 T HOEHTEDZ LI, +0REOEHF2T 7 RLAZRET ZHLEN
HYET,

o TV F—bFRF— lf%;)%4fﬁﬁém~? B NT7T7 47 DT 7 EAVLAN BLO
ER NI 74w 7OT7 7 A VLANIZEID B THNTWAEETE, switchport voice 38 LT
sw1tchp0rtpr10rlty extend - ¥ — 7i47< a7 4 F¥alb—raravry REANLTHLHRE
EH Y EE A

BB E U MAC 7 RLAZEHLTT7 Z7E®AVLAN D IP 7 FL A, H7= VLANDO IP 7 R
VADNRIZERT D&, 727EAVLAN ZHN IP 7 RLAICED B THAET,

o AVHE—T A ADKRKEXF2T T RLVAEEZAIILIZEXIZ, HLWERZENETOMELEL Y K
XWNE FNECHESN TOAERT LWMEICL T EEXINET, FHLWVENAIEOMELY
INEL A VB =T 2 A ATRESNTWNDEEF 2T 7 RLAEDHT LWVEL Y REWHE, =
<~  RFfESENET,

¢ AAVFIIAT 4 vF EXF 2T MACT RLADKR—F X2V TF 4 =2—V0 7% YR —1F1LT
WEH A,

# 23312, MOR—FR_R—2 L BEMEOHLHLR—F EX 2 U T 4ICO0WTEEHET,

#* 23-3 R— bk X2 Tq EDOR— FR—RBREL D E MM
R— b 44 FELER— FO#EE R—bF €Fa2 )71 LOE#HY
DTP ! K— h? No
K72 F—1+ Yes
HAFIvr TrEAFK—K No
N—T v K R— | No

Switched Port Analyzer (SPAN; A1 vF K K— k 75 |Yes
A ) EELR—b

SPAN %55 — b No
EtherChannel No
rxV 7 R—F Yes
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f—F XU 0Eze B

# 23-3 R—bF X2 )T1 UDKR— FR—RBREL DEHY (FS)

R— b 24 FERER— FOBEE R—b EFa T LOERE
PR#ER— K Yes

IEEE 802.1x A~— K Yes

%7 VLAN R— k4 Yes

77 A4 ~— K VLAN &A— | Yes

IP Y —A H—FK Yes

# A F 2 w7 Address Resolution Protocol (ARP; 7 KL |Yes

AfERT T N aN) AT g

Flex Link

Yes

1. DTP = Dynamic Trunking Protocol

2. switchport mode dynamic > % —7 = A a7 4 Xal—var avy FTEESNEZAR— |,
3. switchport access vlan dynamic f ¥ —7 = A a7 4 ¥ ab— gy a~vy FTHREI N VLAN Query

Protocol (VQP) &~—

ko

4. F— MIEKBAREREX 2727 FLAEZRELET (727X VLAN THEEREX 277227 FLADREKH

W22 M50,

R—bk X2 ) T1DAR—TIILELUVERE

K=" ~DT 7B AEHATHAT— 3D MAC 7 RLRAZHIBBLIUOEMNT 2212k -T, A
VE—=T 2 A ASDATEHIRT H121E, 5 EXEC £ — R CTIROFIEZFEITLET,

ATyF1
ATy7 2

AT973

ATv7 4

ATy75

avwy R

=]: )

configure terminal

Ja—r)L ar7 4 F¥al—rary T— REEBLET,

interface interface-id

HETDHA L F—T2AAEREEL, A V¥ —T A A AT 4 Fal—
vary '— REBRHBLET,

switchport mode {access | trunk}

AV HF—=Tx2AfA AL vFKR—F T— F% access F 7213 trunk IZFRE L F
T, 774/ b EF—F (dynamic auto) DA ¥ —7 A XX, EX a7
R—FELTRETETERA,

switchport voice vlan vian-id

R—F ETEHS VLAN 24 2—7 ML ET,
vian-id : T T 7 4 v 7T 5 VLAN #48E L E 7,

switchport port-security

A B =T 2 A AFLTHR—bF X2 )T 424 FX—T NI LET,

| oL-26641-01-J
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]3]

switchport port-security
[maximum value [vlan {vian-list |
{access | voice}}]]

(EE) AV F—T A AKTEHEF=27 MAC 7 FL 2D R KRE &% E
LET, AA v FICHRETEDEF 27 MAC 7 FLADRREIL, VAT
ATHAIN TS MAC 7 RLADEREICE>THREY 9, Z0OfE

. 7277477 SDM T 7L —hMIZEoTRFVES, B 78 A A v
FSDM 7> 7 L— FDRE] 2L T &N, ZOfEX. EHRE
MAC 7 RV A (ZOMD LAV 2 HESCA > ¥ — T = ATHEINIZE
DODEF =27 MAC 7 RLATHEA SIS MAC 7 KL 2 EETe) Ok
<7,

({EE) vlan : VLAN BALORKRELHE L £,
vlan ¥ — 7 — RZ ANHE, ROWTNHOF T > a 2 AT LET,

o vign-list: 877 R— LT, A47VTE@otﬁlmvuw1i
tiﬁ/va@ot~$DWAN BIF 5, VLAN BN O KIE%E
BETEET, VLAN Z4EE L2 WEHEE, VLAN T & O KENFEH
éni%

e access: 77 EAR—KET, 77X VLAN & LT VLAN Z$EEL
9,

e voice: 727X R—KMLET, HF VLAN & LT VLAN Zf8E L £,

GE)  voice ¥F—TU— Fix, HF VLAN "R — MR ESNTWT, &5
%@T~M:7&Jz7\VLANTiM\ BOHRFEHTT, £ F—
714’% 2% VLAN BN EINTWEHA, EF%=27 MAC T R
VADRKEE 2ICRELET,
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]3]

A797 1 switchport port-security [violation
{protect | restrict | shutdown |
shutdown vlan} ]

(ER) EXE—F, 2E0 X2 )7 s EXARE SN E EO3IEZ,
RONTNNICRELET,

o protect ({fi#) : K— bk £F =27 MAC 7 L ZDEMNR— F TH &
NTWORKBEICET L&, RREEZ TRILZETHIREOEX 2T
MAC 7 R LA ZHIBRT 20, 7203537 B L AEBEL IR WIRY |
REDOEFEITLT RUVAZFFO/ Ny MIkry7anEd, E%a )
TABXPEZ>ThH, 2—FITFdEMmShEE A,

GE) F7v 7 F—HhICprotect T— FEBRETHZ LITHER L EHA,
RFHEE— FTIE, A= PR REITEL TV < Th VLAN 23
FT— FORRBICETDIE, T—=U BT 4= TR Y £,

e restrict: EX 27 MAC 7 RL ZADOENHR— N THA SN TWVWARK
REEICET DL, +aRkiotx=27 MAC T RLUAZHIBRT 5H, £
TEFFRI T R AAEEO IRV RY . RANOEFILT R LR &R
Fy MIrkay7ENET, SNMP +7 v 7RkfE & £9, Syslog
AvE—UnaX o i, EXATCARENMLET,

o shutdown : EXNEAETDHE, A2 —7 = A A errdisable (2720 |
A—FD LED I LET, SNMP + 7 » 70k E S ET, Syslog
AvE—=URaXr I, EXIUCEZREMLET,

o shutdown vlan : VLAN By Tk ¥ =2 U F 4 EXE— FERET H1-0
WCHEALET, 20— N TEXBEET DL L, B— b2 TIERL,
VLAN 73 errdisable (2729 £,

GE) E®F=7 H— b2 errdisable A7 — FMZ72-> 7284 1%. errdisable
recovery cause psecure-violation 7 u— 3L 27 ¥ 2 L—I 3
vavw  REAALT, ZTORAT— MR LET, FETHOA
F—7 M2 5121, shutdown 35 & % no shutdown A > % —7 =
AR AT 4 Fal—ary avwry REANT 57, clear
errdisable interface vlan f###£ EXEC =~ FZ AN L ET,

| oL-26641-01-J
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A7978 switchport port-security (EE) A v ¥ =724 ADEF2T7 MACT RLAZAJLET, o=
[mac-address mac-address [Vlan — |< > FEMEHT2 L, BABEOEF27 MACT RLAZANTEET, &
{vlan-id | {access | voice}}] ELEF 27 MAC 7 FUARRKRE LD D204, %0 0 MAC 7 R

VAR SV E T,

i‘j_o

‘é—o

i‘j_o

({E£E) vlan : VLAN HANL O KME % 7% E
vlan ¥ — U — F&Z A%, ROWTHULOF S a2 AN LET,

e vian-id: N7 7 R—FT, VLANID LU MAC 7 RLAZHET
%9, VLANID Z45E L2Wha. XA 7 47 VLAN BMEf S

GE) ZoavrFOANBICAT 4 vF— T—=0 T4 X —T7 LT
Hé, BMICEEENTEEFRF 2T T RLABRRAT A vF— X T
MAC 7 RL RIZEBR SN THEITa Ly 74X a2 b — 3 VITEMNMEN

LETS

e access: 7/ EAR—F T, 77/EAVLAN & LT VLAN Zf5&E L

e voice: 77 AR—1FET, HF VLAN £ LT VLAN Z2HRELET,

GE)  voice ¥—U— KiZ., HF VLAN "R — MIHFREESRLTWVWT, &5
WICFDR— BT 7 A VLAN TRWEADOBEFHN T, A X —
T xA AZEF VLAN BRESNTVWIHAE, ¥ =27 MAC T K
VADERKEE 2 ICHRELET,

A7y79  switchport port-security (ER) AV H =T 2 A ATAT A vF— T—= T A X =TI LE
mac-address sticky 7
279710 switchport port-security (EE) A7 4 vyF— kX227 MAC T RLRAE AL, REREHRTET =

mac-address sticky [mac-address | |~ REEVIELET, RELILEF 2T MAC 7 RL2ADOEBRERIE LY
vlan {vian-id | {access | voice}}] | Lip A %D O MAC 7 R L AIZEIMICEE SN TAT 4 v F— ¥ a

¥

¥

i‘j_o

7 MAC 7 RLRIZEB I, EfTfar 74 Xalb—T g icE8mans

GE) Zoa<wrFOANEICAT 4 vF— F—=2Th A F—T ML
NE, T A E—UNERINTAT A vF— X7
MAC 7 FL A&H AN TE LA,

(f£E) vlan : VLAN BALORKRELHE L £,

vlan ¥ —7U— R&Z A%, ROWTNILOE T araw AT LET,

e vian-id: N7 7 R—FT, VLANID BLUOMAC 7 RLAZHET
%9, VLANID Z48E L2 Wha. XA 7 47 VLAN BMEf S

e access: 77 EAR—KMET, 77 AVLAN & LT VLAN ¥ EEL
e voice: 77 A KR—FET, 7 VLAN & LT VLAN #4E LTI,

GE)  voice ¥F—TU— Fix, HF VLAN WA — MR ESNTWT, &5
WIZZEDR—INT 7 A VLAN TRWFEAEDOHRERTY,

A7971 end ¥i#E EXEC £— FNIZERED £7°,

[l Catalyst3560 R4 v F Y7 b7 A4 F¥al—av A4 F
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279712 show port-security REEHRLET,

79713 copy running-config (fER) av 74 Fal—vary 77 A VCREEZRFLET,
startup-config

X 2T A= R TIHRNT 74V hOREIZA V¥ —T = AZFETIZIE. no switchport
port-security { X —7 =2 A A 2T 4 Fal—varyavr ReEHLET, AT v F— F—=
YIWAR=TNVDRETZDa~v L FEANTLHE AT 4 vF—kF=aT7 7T FLARETa
T4 X2l —varO—fIEYETN, T RLA T AnbIEHRIREShET, 22 TTRTOT
R LA FEE S nET,

AV E =Tz AADEF 2T MAC 7 RV A %ET 7 4V MZETIZIL. no switchport port-security
maximum value { V% —7 A A a7 4 Falb—vary av s NEERALET, EXE—RFE2T
7 4 /v MIREE (shutdown E— F) 2R JIZ1E. no switchport port-security violation {protocol |
restrict} { VX —T 2 A a7 4 FXal—vary avr REEHALET,

AV E—=T 2 ARATAT 4 vF— TF—=V T &T 4 =77 5HIZIE, no switchport port-security
mac-address sticky { > #—7 =2 X a7 4 FXal—var avr REFEALET, (4T =
AANMAT 4 vF—EF2T7 MACT RLAZXAF Iy BXaT7 7T RLVRAICEBLET, 7272
L. A7 4 ¥ —MAC 7 FL A2 L AR EZHRT L7=%A . no switchport port-security
mac-address sticky =~ > ROANRZRICHELE S 9 —ERIFE LIV E | AL v FOFEBIREIZ A
TA4vFR—T FLANETLENET,

MAC 7 RLVRA T—=TNANBAAL vy FERIFA v F =T =AM A LDEX2T 7 RV AT XTELITH
E (GRE, A4 TIvI, AT 4vF—) OBXaT 7 RLATRXTEHIBRT 512X, clear
port-security {all | configured | dynamic | sticky} ### EXEC =2~ N&fEH L £,

T RVR T =T EOEX 27 MAC 7 RLRA%HIFRT 212X, no switchport port-security
mac-address mac-address A 2 —7 = A A a7 4 Xalb—ary avry ReHLES,
F=T 2 A A LOFT_XTOFAFT Iy 7 ¥XaT 7 RLVREZT FLVR 77— 7»75%%%@“&5 IX. no
switchport port-security /> % —7 = X a7 (Falb—Tal avr FORIZ, ([ F—T=
AARATHR=F EFX2U T4 2HPA R—TMIZT 5725HIZ) switchport port- securlty a<w 2 F&EAT)
L %9, no switchport port-security =~ >~ ]\“%ﬁﬂ%ﬂ‘éﬁml\ no switchport port-security
mac-address sticky 1 > ¥ —7 A X a7 4 F¥al—vary avry FEFEHLTAT v¥xF— &
¥a27 MACT RLVRAEFATIv I EXaT MAC 7 RLRIZEHR LIZGE, FEICTHEINZLO
ERE, A A =T 2 A A LEOTRTOEXF 2T 7T RUADBHIBRENET,

BREFHOEF 2T MACT RLAET KL A T—7 005 HEECHIERT 5354 . no switchport
port-security mac-address mac-address { v 2 —7 x4 A a7 4 F¥alb—vary avr RefRT
LMENRH Y ET,

IS, H— b ETH—b ¥RV 7 (A F=T ML, ExaT 7 FLXORIEE 50 1LRET 5
BIARUE T, BT — KEFT 4 N, 257 4 97 £%a7 MAC 7 KL X RELEET,
FUvF¥— TV T EA X—TNLTT,

Switch (config) # interface gigabitethernet0/1

Switch (config-if)# switchport mode access

Switch (config-if)# switchport port-security

Switch (config-if)# switchport port-security maximum 50
( )

Switch (config-if)# switchport port-security mac-address sticky

Wiz, R—FD VLAN3 FIi22ZTFT 4 v 27 X% 27 MACT RLAZRETAHZRLET,

Switch (config) # interface gigabitethernet0/2

Switch (config-if)# switchport mode trunk

Switch (config-if)# switchport port-security

Switch (config-if)# switchport port-security mac-address 0000.02000.0004 vlan 3

| oL-26641-01-J
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WIZ, R—FDAT 4 vF¥—FR—b X2V T 424 F—TNCTDHHERLET, T—% VLAN B
iU %VMQUDMAC7FVX%$@TﬂEL t%17Tbvx@@ﬁ%20_&ibi¢
(F¥—# VLAN 2 10. &7 VLAN IZ 10 %9 3 CTE4),

Switch (config) # interface gigabitethernet0/1

Switch (config-if)# switchport access vlan 21

Switch (config-if switchport mode access

Switch (config-if)# switchport voice vlan 22

Switch (config-if)# switchport port-security

Switch (config-if)# switchport port-security maximum 20

Switch (config-if)# switchport port-security violation restrict

Switch (config-if)# switchport port-security mac-address sticky

Switch (config-if)# switchport port-security mac-address sticky 0000.0000.0002

Switch (config-if)# switchport port-security mac-address 0000.0000.0003
( # switchport port-security mac-address sticky 0000.0000.0001 vlan voice
( # switchport port-security mac-address 0000.0000.0004 vlan voice
( # switchport port-security maximum 10 vlan access
( # switchport port-security maximum 10 vlan voice

Switch (config-if
Switch (config-if
Switch (config-if

) #
)
)
)
)
)
)
)
)
)
)
Switch (config-if)

R—bFxal) T4 T—20T7D4R—TIEE L UVRE

ATyF1
A797 2

A= EOFTXRTOEF2T T RVRAZZ—V 0T ZA LEFRETDHITIE, R—F EF=2UT 4 =—
VUTEEHALET, AT LIZ20DFATO =V IR R—FINTVET,

e absolute : fRESINT=—T 7 F A LORKAKIZ, F—FLEDOEXF2T7 7 RLARHIRINE
T

e inactivity : lEESNT-=—T T XA LADM, ¥X 2T T RUVARIET 77 4 7 ThHoTHEIC
B, R—FEOovXaT 7 RLARHIBREINET,

COMEEZFEHTAE, BMEOEX2T MAC 7 RLAZFHTHIRLARLS TH, X227 K—hE

DF N ZAEHIBRBLICEML, RBPOR—FEOEXFaT7 7 FLAEEZHBETEEST, EX27

T RVADTZ =V 7 E, A= ML TA R—T NVEREZT =TI TEET,

Kb X274 2=V T ERET DL, ik EXEC E— FTROFIRZFTLET,

avw vk B

configure terminal Ja—N) ar7 4 X¥al—ay B— ReBBLET,

interface interface-id WETAA L HF—T oA RAEFEEL, AL X —T A 2
Y74 FXalb—vary T—FERBLET,
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avw> kR B
A7973  switchport port-security aging {static | time time| &% =27 B— " DRAXTFT 4 v J =—I L T F—T L FE
type {absolute | inactivity} } 7T 4 8—T NI LET, FiEz—T 07 F A LH
ATERELET,

GE) AAvFiE AT 4vyF—tEFaT T FLAD
A—bhr X2V T == T %FR—FL T
EFHEA,

ZDOR—=HMI, AT 4 v IITREEINT=EX2T 7T R
ADT— 0 T F—T NI T DAL, static Z AL
9,

time \Z1X, ZTOR—F OZ— 0T F A LEEELET,
FEE T DHIFHIZ, 0~ 1440 53T,

type (Zi%, KOF—TU—RFOWFh 1 D& RIRLET,

e absolute : =— T XA T EHfxtr— 7L LT
TLET, ZTOR—bDOEXF2T 7 FLRTTT,
B L7olef] (0 HGD) 2R3 2 & BIREINIC2 0 |
X7 T RLA URIMDLLAIBRENET,

o inactivity : =— U FATERIET /T 4T =D
JELTRELET, BEINE time Y FICEF 2
TEEILT RLRANSDT =% NT7 4 v 7 BRI WEA
WZIRY, ZOR—FrDEF2T7 7 RLARNHBETINITA
nET,

A7974  end Ki#E EXEC T— FIZRY £,
A7975 show port-security [interface interface-id] WEAMERLET,
[address]
A7976 copy running-config startup-config ER) a2v74Falb—vary 77 A VICREERTFLE

‘j‘O

AR—FEOTRTOEXF2T 7 RLVRAZHLTCAR— M X2 T 4 2=V T 52T =T NICTD
{Z1%. no switchport port-security aging time { > ¥ —7 = Af X a7 4 Fal—Yary avr Nz
FEHLET, IR ESINTZEXF2T T RLRAZH L TCHETZ—V 0 72T 4 =TT 5201,
no switchport port-security aging static {1 > ¥ —7 A A a7 4 Xal—var avr REHL
ESsR®

WIZ, F=F EDOEXaT 7T RLVAODTZ =V T 4 L% 2ERICHET 20 E2RLET,
Switch (config) # interface gigabitethernet0/1
Switch (config-if)# switchport port-security aging time 120

W, ZOAVHE =T o f ATRESNIZEF 2T T RLRAZH LT, ==Y 7 %A 2—7 T L,
T I T 4T 2=V T FAT D=V T B Dk 2GICRET DI ERLET,

Switch (config-if)# switchport port-security aging time 2

Switch (config-if)# switchport port-security aging type inactivity

Switch (config-if)# switchport port-security aging static

FRRD a < RE RT3 %121, show port-security interface interface-id it EXEC =~ R& A
HLET,
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R—b X2 )T+ ELUETF4~— VLAN

A= b X2 )T IChY, BEFRF— D TEET S MACT FLAKEHIRLE D, K= h 0¥
T 5 MAC T FLAZE#HLEY TEET,

PVLAN R A B LI OEZEMNR—FTR—F X2V T 0 2R ET DL, it EXEC E— FTHRD

ATyF1
ATy7 2

AT973

ATv7 4

A7y7 5
ATv7 6

ATy7 T

FMEZFAITLET,

avrv kR

=]:5)

configure terminal

Ja—N) ar7 4 X¥al—vay t— BB LET,

interface interface-id

HETDHA L H—T A AREBEL, f V¥ —T=A A 2
V74 F¥al—ary ET—RERBLET,

switchport mode private-vlan {host | promiscuous}

A2 B =T 2 A ATTT7A4X—=1 VLAN A x—7 /LT L
9,

switchport port-security

A B =T 2 A ALTR—=F X2V T 42 F2—TIC
LET,

end

¥ite EXEC £ — FIZED £7°,

show port-security [interface interface-id|
[address]

RIE LR L% T

copy running-config startup-config

ER) av 74 X¥al—vay 77 A NVCHEEERELE
‘j_o

WL, R—=F X2V T4 BLPTTF A= VLAN 2 RETHH 2R LET,

Switch (config) # interface gigabitethernet0/1
Switch (config-if)# switchport private-vlan mapping 2061 2201-2206,3101

(

(
Switch (
Switch (config-if
Switch (config-if
(

)
)
)
Switch (config-if)

config-if)# switchport mode private-vlan promiscuous

# switchport port-security maximum 288

# switchport port-security

# switchport port-security violation restrict

GE) FR—PFEF2UT4L7F74 =1 VLAN Ol FRRESHTWSHR— ML, ¥ =27 PVLAN
B—FDT AT RAEEETT, B 2T 7 RLAREF 27 PVLAN F— FC¥EIhBE X, [H
CtXx=7 7 RLRIE, WL77A4~Y VLANIZET 250t *% =7 PVLAN "— F ClidFE T %
A, 72720, FEEXF=2T PVLAN R— hTHEEHINZT FLAE, AIL7Z74~Y VLAN IZET 5

¥ =7 PVLAN " — h THEE T £9,

HRARNFR— b TEHEIND EX2T 7 RLRE, B#E 77 (4~ Y VLAN THEIWICEB S, F72[H
Bz, ImERFR— N CEEINDIEXF2T 7 RLAE, TXRCOBEE D > # Y VLAN THEIICHE
XN ET, FHEIT FL R (mac-address-table static =~ > R&ZfEH) X, =2—F»REF =27 K—k

TRETAZ LI TE LA,

JOFINN R =L TAFHLIUDEE

e [Fulbanr A rh—»Ah Farr T arOfE] (P23-21)

e [FupAIDTabhanL A h—h FaTFraroiRiEl (P23-21)
e [Fubhap Ab—h Fusrrvarnfx—714 (P.23-21)
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JOoran R —4L FoFovavone A

JOraI R =L FTAOTFHL 3V DBE

(E)

A A T ) Address Resolution Protocol (ARP; 7 N LU Afigik 7" 1 b 22)v) Fiidfili# 7y v hT7
Ty Fahsd e, CPUDOEVWEHRIZLY CPUDOA— N—a— RRRETHAEENS Y £, 2
SOMBEE, WOXIITHELET,
o Tu bVl STy BRZESHT XA NRN—OBRER Ry TSN, V=T 4T T
B RALNBT Ty TTLERNPHY T,
e Spanning Tree Protocol (STP; A/X=>7 > U — Zu | 2,L) Bridge Protocol Data Unit (BPDU;
TV FubanF—4a=y ) BEZEINRWZO, STP BSHEIR L £7,

o CLIDEL RN E LRy £,

T harv Ah—bTurrsvar T E, Ny hOT7r— L— DO ERLEWVEEZEEEL
T, #lEHATy PREFEINDL V- bEHIITEXET, YAR—FEN5 72 b=/, ARP, ARP X
X —t 7 Dynamic Host Configuration Protocol (DHCP) v4, DHCP AX—E > 7 A H—FRv
b TN —7EBT e ha) (IGMP), BELXWIGMP A X—E 7 TT,

N7y hOL—EBRERBINTC LEIVWVEEEZD L, AL v TFIFRESNTEZARA— MIERFLETRTO
NI T7 4w 7% 30 Kay X LET, X7y b L— EAFEFIS, BERGAIIT e haL X
=& Fuasr s arpP’HEEAINET,

K VRN MEENLE RS AE., AR — & FE T errdisable 12 L, ZOMAR— F DT RTDOERE
o T4y TRy TEET, o, FEITHBER— M2 X—T NI LY, (KEEFR—FOHE)
A X =T MEORERREZRET Db TEET,

B L7y MiE, 2 2L FORER— MZBW T Ry 7EnEd,
AR — b @ errdisable 1%, EtherChannel 3 X Flexlink f v % —7 = A ATV AR —hFEINEH A,

FIOAXALEFOTOrIAN R —L TAOFHS 3 VDEBTE

Ja ha) Ah—hFaT I a NI T AN NTT =TT, TN AR—T NI D &,
BHER—= b OBEY BARYRT T4V RN TT =T M0 FT,

JOrFaL R =L TAOTFH3 DA 2—TILE

Tu A A=A TuTrva rERET DT, FiE EXEC E— FTROFIEZETLET,

=1c S N B#
27971  configure terminal S Ay T 4 X al— gy B REB L ET,
A7972 psp {arp | dhcp | igmp} pps value ARP., IGMP, 721X DHCP IcxLTFm baL A bh—Ah 71

TIvarERELET,

value (213, 1 BHEV Oy MO LEWEEZRRELE T, b
T4 I MNIOEEBZDE, T ha A —ATaTr
varnwmiInEd, fwEixEg s ~ 503 TY,
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ATy75
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avwv KR B

errdisable detect cause psp (LE) e ran A h—Ah a5 273 3 0 errdisable HH %
AF—=TNMZLET, TOWENA F—T N5 L, KER—
k2% errdisable 12720 £9°, ZOBRENT B —T TR B L,
ZOAR— ME, A— b%& errdisable (¥ T L2 > M &
Fevy7LET,

errdisable recovery interval time (£E) errdisable D{RIEFR— RO HE Y B U B 2 HAT TR
FELET, RIAR— 2 errdisable DA, ZORHZBE S &
AA v FITEBIICY ANV LET, FRETE DHAIL 30 ~
86400 T3,

end HebE EXEC E— RIZED £,

show psp config {arp | dhcp | igmp} REEMERLET,

wOBITIE, DHCP O#{8 DHCP b7 7 w7 g 35 37 v hEBATZSEIC, F 774 v 7 &R
Ry 7FHE9T7unhas A =L TuT v a rERET D HEERLET,

Switch# configure terminal

Switch (config) # psp dhcp pps 35

BEOTa haL<T, Fabhal A=A TuT s alEkT =TT 5ITIE. no psp {arp |
dhep | igmp} ###E EXEC o~ > RE#HLET,

7a haj) A h—L T T a0 errdisable A T 4 E—7 /M2 521X, no errdisable
detect cause psp 72— L 27 4 XFal—ay avr REFEHALET,

FH) T errdisable KAEHR — b ZFHE A R — T NI T 5 IZ1X, errdisable recovery cause psp 7 2 —/3/L
arv 7 4F¥al—iay avwry REHLET,

errdisable " — F DO HEY Y WY 2T 4 = —T7/LIZF 5 IZIL, no errdisable recovery cause psp 7 2 —
SN arvT 4 Xalb—varyavr REERLET,

Trhal A=A TaT s a PREINTWDLIES, Key T Shiery NoBnRay o
ICREERSNE T, ZOh Y X EFKTRT HIZIL, show psp statistics [arp | igmp | dhep] 54 EXEC =
~ U REFEHLES, 570 haroh v Z% 7 U T3 5I21E, clear psp counter [arp | igmp |
dhep] =~ > R&MHLET,

R— FEGID b5 T 1 v I HIHEEDRT

show interfaces interface-id switchport 1 EXEC =2~ > K& HT 5 &, (Loftkodhns) (v
B —TxA A NT7 4 v 7 OWEE L OCHIBEORENERINET, show storm-control 33 L
show port-security 574 EXEC =~ FEEHT 5L, A b—2fllllB LOR—F X2V 7 4 OF
ENFREINET,
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show interfaces [interface-id] switchport

TRTCOAAL v F o7 GEr—T 4 7) A= rERIIfEESNT
R— FOEFEAT =5 AL/ FIEAT — 5 2%, K=k ToyF
VBN MEEDOREEEO TERLET,

show storm-control [interface-id] [broadcast |
multicast | unicast]

TRTCOA L E =T oA AERITHREINT A X —T = A RTFK
ESNTWD A b— Al mE L~z fsESNE T 71 v 7
HATIWZHONWT, £37 e —RE¥xy AT 7407 (bT
T U T BATHRAITENTORVER) IOV TERLET,

show port-security [interface interface-id]

24 v FFRIFEEENIEA VA —T 2 A ADFR—bF X2 T4
REE, HA VI —T oA ATHREINDEF 2T MAC T KL AD
BRE, AV A =T ADEX2T7 MAC 7 KL 2D, S4ELT-
X2 VT A ERXOBM, ERXE—REEDTERRILET,

show port-security [interface interface-id] address

TRTCDAA v F A FZ—T A AETIFRESNT AV F—T =
A ANTREINTEZTRTOEXRF2T MACT RLZ2, BXOET R
ADT—T U TIEREF R LET,

show port-security interface interface-id vlan

feEESNI-A 2 —7 24 A2 VLAN B TRESHhTWAHEF 2
7 MAC 7 FLADOEEERLET,
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