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CDP : SPAN kv 3 N7 275 ¢ 772R. SPAN 565K — % CDP &M L ¥+® A, SPAN

tyialrNT k=TI b L, R—MIFRCDP IZ&ML £7,

VTP : VTP i+ % &, AA v F [T RSPAN VLAN O 7L —=2 FRAHETT,

VLAN BX O s Z o0 7 X EXAR— b, £33 FR— D VLAN A o N—V v 7PFEZE b
S UDHBREME, WOTHLEETEXES, 72750, 5B — FD VLAN X 13— v FE7-1T
kT2 OBREMICKTT DEENENC/2 5 DIE, SPAN s Gk ELZHIBR L THETT, HET
AR—FD VLAN A R—2 y FEFIT T o7 OREMWICTHTHEFIL, 2EHICHEDICRY,
®d % SPAN £ v ¥ a UAAEF IS U CHEBMICTE S ET,

EtherChannel : EtherChannel 7V — 7 %% ETCAR— & LTRETH Z L1 TEx £92°. SPAN
SEHEAR— R E LTRETAZILIITEEYA, FL—7NSPAN #HETL L LTHRESNLTWAES
B IN—T2ENE=Z ENET,
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| £28% SPAN &&U RSPAN D

SPAN & U RSPAN o N

£ = # %14 EtherChannel 7/ — 712 R — s Z1BIN4 5 &, SPAN #ELAR— b U R MIH
LWAR— bR BINENET, F=ZH2L0 EtherChannel 7 /v — 76 R — L2845 &, %15
TAR—F URAINLZEOR— FAHEBICHIBRENET,

EtherChannel 7V —7IZFTR T 2 WEEAR — % SPAN G mAR— F E L TRHREL, Sl&fiisx
EtherChannel D—{i & 452 LN TEET, ZDEAE. 2 OWEAR — M EtherChannel (251 L
TWb7H, TOR—IPLDOT—XTET=F IhET, 7272 L. EtherChannel 7 LV —7IZ& %
NWAMHEAR— M%& SPAN 51t & L TRE LA, TOMEFR— NI A —7hoHllRESNET,
SPAN v v a VinbZOHR— FBHIFRS 5 &, EtherChannel 7 /v — 7 IZHMA L £,
EtherChannel 7V —7 Mo HIR SN2 AR— ME, 70— A XOFEETTHR, inactive 7213
suspended A7 — MI72 0 £,

EtherChannel 7 /v —7IZ& N 2R — F 256K — K TH Y . £ D EtherChannel 7 /v — 7"
EETDOHEA. A— Fid EtherChannel 7V — 7B X OE=Z B R —F VR M bilRENE
ER

VYNTFXXY AR N T T4 v = TEET, HOR—FBLOANETF—bOE=%TliL, K
TRED /N R8N 1 D721 SPAN Zie R — MR EESNE T, /L F ¥ A b X7y hO%(EqR
I EnEzTA,

75 A4 _— k VLAN &R— FiZ. SPAN 5a5eR— MIIZRETE EH A,

X a7 A— 1% SPAN SR — MI+ D2 LT TEERA,

SPAN & v ¥ 3 > Clik, ABBENSELER— F TS, X—TNVOEFE, HAEzE=X L TWHHR—h
THR—PF X2 T 4024 X =T NI L72NTLZEWY, RSPAN #fExk vy va v Cid. %
FmH L TWVWAR—=FTCHR—F X2V T 424 FX—T M LARNTL EEN,

IEEE 802.1x "— kX SPAN % tAR— MMZT& £9, SPAN %55cAR— + ECIEEE 802.1x % A
X —T M TEETHA, SPANSEEE LTZOR— & HIRT 5 FE . IEEE 802.1x X5 4 & —7
JVICRESINE T,

SPAN v ¥ a »TlE, ANBENRSEER— B TA RX—7V0EE, HhEzE=Z L TWbHHR—|
T IEEE 802.1x A4 3 —7 M L72WTL &V, RSPAN %5ty a Tk, HhzE=#
LCWAAR—FTIEEE 802.1x Z A4 F—7/MIZ LRV TL &,

SPAN & & U RSPAN DEEE

SPAN 8& U RSPAN OF 274U k

[SPAN £ L' RSPAN OF 7 /v higiE] (P.28-9)

e Im—7%/L SPAN OF%7E] (P.28-10)
o [RSPAN O#&jE| (P.28-17)

7 28-112, SPAN 53X W' RSPAN OF 7 4 /)L b EE T LET,

& 2841 SPAN & U RSPAN OF 7 4L MEEE

Hihe

FI4I FRE

SPAN ® A7 — k (SPAN ¥ £ O RSPAN)

T4 —T7

F=HTHEELAR—F P T T v

ZENTIT T4 ERIENT 7 4 v 7 OWS (both)

BTN E AT FESEAR— )

FAT A TR (XTI Ly B)

ARk (BESEAR— 1)

F4—T7

| oL-26641-01-J
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228 % SPAN 5&U RSPAN OBE |

Bl SPAN #& U RSPAN D&%

& 281 SPAN 3 & U RSPAN DT 74U FBE (IHE)

HeE FI+IRTE

VLAN 7 4 V% U 7 EETLTR—MELTHERASND NG A 0¥ —T =
A A2 LT, §_THO VLAN BRE=F U 7 ENnET,

RSPAN VLAN KpE

A—7#JL SPAN DEEE

o [SPAN RRERFOEREFH) (P.28-10)

o [—%/L SPAN & v+ 2 > DfERL) (P.28-11)

o m—W/NVSPAN By v a VOERBLOER N7 7 1 v 7 OfkE] (P.28-14)
o [Z7 4%V 7 3% VLAN OFFE] (P.28-16)

SPAN

g{!ll
i
F
S
bt

BEFH

e SPAN REETOHAIE,. By va TR, B—0OFR— ME721X VLAN, —#HOKR— M E72i1L
VLAN., —ZE#iHDOR—FEIEIVLAND VT 7 4 v 7 %2F=2T&FET, 1 20 SPAN & v
Ta iz, BETFR— FRBLIOEETT VLAN 2BESE R Z LIXTE EHA,

o SEAR—FEEELAR—MITLI LI TEEEA, FKIC, RELR— P25 ER—MZT52
Ly TEEtA,

e RU%HAR—FT2ODOSPAN Yy v amZRETHILIITEERA,

o AA vF R—IF%&SPANSER—FELTRETDE, BHEDOAL v F K= FTERIRYET,
SPAN %8R — b2 T 5 F 7 7 4 v IV BRE=Z INDHTETTT,

e SPAN=Z 7 4Fal—vary avr Fa AL ThH, BIIRE LT SPAN /37 A —Z [ THIER S
NEEAL, REINTVD SPAN /NF A — % ZHIFR7 521X, no monitor session
{session_number | all | local | remote} 72—/ )L 27 4 Fal—a Ly avwy ReANT LY
ERdH0ET,

e 11—V SPAN Tii, encapsulation replicate ¥ — 7V — KAEE I TV 54, SPAN 8658 —
M ERBT LHE ATy NI Tk~ ¥ — (# 77 L, ISL, £7-1X IEEE 802.1Q) %
BELET, 2OF—U—RFRHEEINTHRWES, Ty MIXA T4 7N CEREINE
7. RSPAN 565 R— h DG, BE Ty MIF 772 LT,

o TAE—TNDR—FEFEEIXAR— FELITFER—FE L TRET DI LITTEETN, SPAN

PEREDBIG SN D DIE, AR — h &R L b 1 DOREITLAR— FEIFXETE VLAN 234
X =TI > THhHTT,

e SPAN +7 7 ¢ v 7 Z¥ED® VLAN IZHIFRT 2 121X, filter vlan ¥—V— KRz LET, 7
VI R—=FEE=ZHXLTWVWDAEA, ZTOF—U— RKRTHEEZNTZ VLAN EONTF 7 4 v 7 OHMN
T ENFET, T74NVETIEH, FT 7 R—bFEDOTRTO VLAN BNE=Z ENFET,

o H—®OSPAN v g IT, ®(EC VLAN & 7 4L % VLAN #IRESE D Z LILTEERA,

. &mwu%m4@83£0%am&8x4y%t@\Q%NK%LféA—P7:7®ﬁ®ﬁ
DNEFT, =T v Ra2=F%x¥AF 774 v Z7DOHJISPAN 2t —ZiX, a—H L& UE—FD
i 5 SPAN & v ¥ 3 iZ %#éTE&m%MACTvaﬁaiﬂé ERHY T, ZOHIR
FIHIZTY oV R Ay MATEH SN EE A, 2—HF/L SPAN TOXEIL, VU r—a v
ﬁfvay%ﬁﬁﬁé_kfﬁo
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| £28% SPAN &&U RSPAN D

SPAN & U RSPAN o N

e Catalyst 3560-24PS 1 L U 3560-48PS A A v F Tl Hjjj SPAN N—T v Ky b (2=%x
AR ATy FBROSATFHFY AL Ry FOW) 12, fBo72i#EIL MAC 7 FLARERRS
NWET, HER— N TXAT 47 AT EEH LIze—5 L SPAN N7 > RDBFE, Ty
MZIZ VLAN1 O MAC 7 RLAMKRRINET, W7 ML T Y r—3ayr 70 a UMl
HENTWBHE, ZOMEITe—P /L SPAN TidHihEtA, ZORHIREEIZTY v K X
oy MO SN E ¥ A, BEESTEE LT, monitor session 72— 3L 27 4 X o L— g
' @< F® encapsulate replicate *— 7V — & H L £7,

O—AJL SPAN v 3 > DERK

SPAN v v a v &E L, #IEE (F=4%1%) H—kEkid VLAN, BL0%% (F=4{)
R— FEARET 51013, FiHE EXEC £— FCROFIE FATLET,

=1 N B
27971  configure terminal Jua—sL ar7 4 F¥ab—vary T—REBLET,

A7972  no monitor session {session_number | all | |¥ v 3 KT BEETED SPAN ZEZ NI L £,
local | remote}

session_number OHiPHIL, 1 ~ 66 TT,

T _TOD SPAN v v a VEHIRT 258X all, §XTor—7
Iy g UEEIRT A5EA T local, T _XTD Y E— I SPAN
tyLa EHIRT AEE1T remote TN FNIEELET,

Catalyst 3560 R v F YI r 97 av74Fal—>ay HAF
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228 % SPAN 5&U RSPAN OBE |

Bl SPAN #& U RSPAN D&%

avwy kR

B

A7973  monitor session session_number source
{interface interface-id | vlan vian-id} [, | -]
[both | rx | tx]

SPAN £ v v a VEBRUOREELR—F (E=FHRKR— N ZHEE
LET,

session_number OFIFHIL, 1 ~ 66 TT,

interface-id \Z1%, =% HFEXA— M E7ILXE T VLAN %
BELET,

o E(EIC interface-id \Z1X, E=F T HEFELAR— M EEBELE
T BRRA LV HE—T oA ATIF, WA VA —T o4 AP L
UWAR— b Fx 2 iHEA v % —7 =4 X (port-channel
port-channel-number) &0 £3, AR — b F ¥ 2 LES
i1 ~48 ¢T7,

o vign-id 121X, ®=X325%FEX VLAN 2 8ELE3, EET
& H#PHIL 1 ~ 4094 T3 (RSPAN VLAN 1Zkk<),

GE) 1-o0tvyvavic, —HOavy RCERINTEEZDO%
57 (F— M FEZIXLVLAN) 2805208 TEEd, &2
7L, 1 20ty a YN TERFILA— b &#EFL VLAN
AT A LlrTEERA,

EE) [|-]: —HDOA v H—T oA AFEA L F—T = A A

BHARTELET, Vo ~OHIEBLONA 7V DORIEZICAR—2 %

1 >FT>AHLET,

UEE) TE=HXTEDN T T4 v I7DFAEBELET, bT 74w

I OFMERE LR T2846. SPAN ZXE N T 74 v 7 & %18

N7 4y OWFEE=F LET,

e both: BEFN T 74 v/ EZENT 74 v 7 OMFEE=F L
9, ZHIETFT 7+ F T,

BrI774vrkE=2HXLFET,

G740 v =X LET,

(3X) monitor session session_number source =~ > N & #H%k[H]
HT 5L, BEHEORETAR— FERETEET,

WA
paflil

® Ix:

e

pafils

* tx:
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| £28% SPAN &&U RSPAN D

SPAN & U RSPAN o N

avwyFk

=]

A7974  monitor session session_number destination |SPAN ¥ v 3 v B L USSR —F (F=ZMFE— ) 2i5E
{interface interface-id [, | -] [encapsulation |3,

replicate]}

session_number (215, AT v 73 CAN LIk y v a BT EIEE

LET,

G¥) ©—7v SPAN OEIF, EETEIUMLEA v ¥ —7 =
AAZRCEy v a v BEEMATLILERDHY £7,

interface-id \Z1%, 50N — FEIEELET, sikA 4 —T7=A R
WZITWHEAR — N fRET D24 BN H Y £ 97, EtherChannel X°
VLAN [FfRETE £H A,

(L8 [,|-]: MDA ¥ 5 =7 2 AZTA 25— 7 2 f A

A % $8 E Liﬁ“o K= DHiIEE L ONA 7 U ORIRICAN— A%
1 >THOANLET,

EE) RETA v Z—T =A ZADH TR IMME TR0 A v % —
7oA ATHEBIND L HITHEET 51T, encapsulation
replicate Z A J L E 9, BRLARWEAEDOT 74V MMI, XA T 4
TR (Z77RL) TONRT y hOKETT,

(3¥) monitor session session_number destination =~ > K%

B2 & RO ER - FERETTET,

A7975 end

¥k EXEC £— RIZREY ¥4,

A7976 show monitor [session session_number] REXFERLET,

show running-config

A7977 copy running-config startup-config (ER) vy 74FXalb—ray Ty A VIIEEEZRGTFLET,

SPAN & v v 3 U ZHIBRT %121, no monitor session session number 70— /3L 227 ( F o L —
vary avwry REERALET, SPAN By v a b EERAR— b, S8R — b, £721% VLAN %4l
k%9 %354 1L, no monitor session session_number source {interface interface-id | vlan vian-id} 7
n—/L 37 4 F 2 b—3 g 2v 2 REZIT no monitor session session_number destination
interface interface-id Juo—) ary7Z 4 Fal—vay avy RefALET, kA 4—7 =
A ADEE, Zoa~y RO noe BT, encapsulation 47 v 3 I HE I E T,

WIZ, SPAN By a1 ZREL, SLER— FAATTEERELR—FD T T4 v 7 2E=2F 514
RLET, OIS, By a1 OBEGFEDO SPAN REZHIBR L, I 7 b TN #R L b,
WG ST 7 4 v 7 EEEILAR—  GigabitEthernet 1 7> 5 %6578 — I GigabitEthernet 2 (23 7 — U >
7L/ij‘o

Switch (config)# no monitor session 1

Switch (config) # monitor session 1 source interface gigabitethernet0/1
Switch (config) # monitor session 1 destination interface gigabitethernet0/2
encapsulation replicate

Switch (config)# end

WIZ, SPAN v a1 ®SPAN =Gtk LTOKR— b1 ZHIERT 26827 LET,

Switch (config) # no monitor session 1 source interface gigabitethernet0/1
Switch (config) # end

WIZ, WEME=ABHRESNTWEAR—M1 T, ZENT T4 v I DE=F%T 4 B—TMZT D54
%/Tbiﬁ”o

Switch (config) # no monitor session 1 source interface gigabitethernet0/1 rx

| oL-26641-01-J
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228 % SPAN 5&U RSPAN OBE |

Bl SPAN #& U RSPAN D&%

R—F 1 TZETHIN I T4 v IV DE=ZIFIT 4B —TNICRDETH, ZOR—FNLEEEND -
T4 v 73Sl EREE=LAINET,
WIZ, SPAN £y v a v 2 NOBEFOREZHIFRL, VLAN1 ~3 IZBT2 T X TCOR—FCZET
TA I EFE=HTHEIICSPAN By a UV 2 5BEL, T=F IR NT T 4 v 7 &B5E5EHR— b
GigabitEthernet 2 IZEFE T 202 R LET, & HIC, ZOREIL VLAN 10 ICET 2T XTHOR— KT
ﬁ&f@h§74y7%%:9#éibﬁﬁéni¢o
Switch (config)# no monitor session 2
Switch(config)# monitor session 2 source vlan 1 - 3 rx
Switch (config) # monitor session 2 destination interface gigabitethernet0/2

( )

( )

#
#
Switch (config) # monitor session 2 source vlan 10
Switch (config)# end

O—AJL SPAN YL a3 VDERBIUVBEE NI 714 v I DERE
SPAN bty g v ZER L. EBITEETLR— FEFIZ VLAN BLUOSE%ER— FE2EE L%, 5%
R—=FTHxy FT—27 X2V T4 T34 & (Cisco IDS o —3@EE) HIZERE N 740 v 7 %
A X —TNICT BHITIE, FHE EXEC £E— R CROFIELEITLET,
EBEFI 74 v 7B LAVWE—T — FOFEMIZoOWTIL, Tm—H1 SPAN & v 3 > DOfER
(P.28-11) =&ML TSV,

avwvF B
A7971  configure terminal Jua— ) ar7Z s Xal—rvary T—REKBLET,
A7972 no monitor session {session_number | all | |¥ v 3 T BEETED SPAN ZE & NI L £,

local | remote}
A7973 monitor session session_number source SPAN v a vBIORETLR—F (E=FdSR—1) ZHEE

{interface interface-id | vlan vian-id} [, |-] |LU¥7.

[both | rx | tx]

Catalyst 3560 R4/ v F YI b7 av74Fal—Sav HA K
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| £28% SPAN &&U RSPAN D

SPAN & U RSPAN o N

avwyFk

=]

Z7y74 monitor session session_number destination |SPAN = v = > sifeR— k. <7 v h A FEME. BLOAS
{interface interface-id [, | -] [encapsulation |[VLAN & 7 7/ bxEELET,

replicate] [ingress {dotlq vlan vian-id | isl |
untagged vlan vian-id | vlan vian-id}]}

session_number (215, AT v 73 CAN LIk y v a BT EIEE
LET,

znterface id \ZiE, AR —MERELET, sikA v ¥ —T A1 R
TIIHR — PR fRET 202X H Y £9°, EtherChannel X°
VLAN ITHEETE EHA,

UEE) [|-]: —HDOA U H—T oA AFEA L F—T = A A
HEHECLET, Ho~FiE A 7V DRIBIZAN—=2% 1 >
SAHLET,

UEE) EHETA I —T A ZAD I TR TRB 56808 A v 7 —
T xA ATHEHBEND XS ITHEET HI21E. encapsulation
replicate # A LET, BIRLA2WHEOT 740 ME, X4 7«
THK (Z77 L) TONRT Y RORETT,
%%ﬁwa@%hb774/&®%p%4z TMILT, AT
LS A T EBRET HITIE, ingress ¥ — U — N & —{EITAT)
LET,

e dotlq vlan vian-id : 77 /v h® VLAN & L CHE L
VLAN T, IEEE 802.1Q Th 7k EaNEHRFGNrv b &%
FLET,

o isl: ISL W 7Bk A L TERE/NT >y FEiEELET,

e untagged vlan vian-id ¥721% vlan vian-id : 77 + /v kD
VLAN & LTHE L7 VLAN T, #7722 L Th7e{bEhn
&Ry M ELET,

A7y75 end

HHE EXEC £— FIZREY £17,

A7976 show monitor [session session_number] REXHERLET,

show running-config

A7977  copy running-config startup-config (EE) av74Xal—vay 774 NMIRESEGFELET,

SPAN & v ¥ a > ZHIER9 521X, no monitor session session_number 70— N 227 4 ¥ o L —
vary avwry REFMALET, SPAN By v a vy bEExRAR— b, 5EER— b, £721% VLAN % H|
b9 584 1L. no monitor session session_number source {interface interface-id | vlan vian-id} 7
o—/L a7 4 F¥alb— a3y 2w FEZIX no monitor session session_number destination
interface interface-id 7 v —/ v a7 4 Falb—v gy avr REHLET, sl ¥ —7=
A ADE, Z0axy FOone BREMENT L L. W7 BB IOANA T v a VITER S LE
ER

WIZ, SPAN v vz v 2 OBEFORELHIFR L., #5648 — b GigabitEthernet 1 ET2{E&N 5 b
TI4 I EE=ATHEICSPAN By v a2 2#%EL, RETR— b ERUHEID 7ML
K& L TENE5E 5K — b GigabitEthernet 2 (%5 L. VLAN 6 25 7 4 /L b O AJ] VLAN & L
T IEEE 802.1Q W 72/ b & EHT 5 ANinEE A X—7 M T 20 &2 R LET,

Switch (config)# no monitor session 2

Switch (config) # monitor session 2 source gigabitethernet0/1 rx

Switch (config) # monitor session 2 destination interface gigabitethernet0/2 encapsulation
replicate ingress dotlq vlan 6

Switch (config) # end

| oL-26641-01-J
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228 % SPAN 5&U RSPAN OBE |

Bl SPAN #& U RSPAN D&%

24051299 % VLAN OEE

SPAN XE7C b7 7 4 v 7 ZRE D VLAN (ZHIIR$ 21213, #7# EXEC £— F TROFIAZFET L F
R

avwy R B

27971  configure terminal Jua—sr L a7 4Xal—vary T—RERBLET,

A7972  no monitor session {session_number | all | |+¥ v 3 26T BEEAED SPAN R E & NI L =14,
local | remote} session_number OHEiPHIL, 1 ~ 66 TI,

T _TO SPAN & v v a3 U EHIBRT 286 1F all, X Toa—H /L

vy va rEHIRT 28 A 1  local, X TPD VU E— k SPAN & v

va v EHIBRT 53541 remote TN ENIEELE T,

A7973  monitor session session_number source FEETAR— b (F=2%% AR —1) & SPAN v a ORtEEiR
interface interface-id ELET,
session_number OHPHIL, 1 ~ 66 TI,

interface-id \Z1%, E=F T 52X EXR—FEEELET, fAELL
AVE—=T AR, HONLDOIT T R—FELLTRELTE
SRENRHY T,

A7974  monitor session session_number filter vlan |SPAN %255 h 5 7 4 v 7 2 ¥E D VLAN IZHIR L £,

vian-id [, | -] session_number 215, AT v 73 CTHRELLZEy Y a &5 E AN
LET,
vian-id \Zf5E T & H#iPHIL 1 ~ 4094 T,
EE) o~ () ZFEHALT#HD VLAN Zf8ET 50, N1 7
> () ZM LT VLAN @i z45E LET, Vo~ Dkl LU
47V®%%’X&~X%IOfOAﬁLi¢

A7975 monitor session session_number SPAN v a rBILO%ER—F (E=FllFR— 1) 2EE
destination {interface interface-id [, | -] 4+,

[encapsulation replicate]} session_number 21X, A7 v 73 TCAN LYy a v EEERE

Li‘d_o

znterface id \[2iE, SR —NERELET, Sk v —T MR
IR — N ERET 20BN H Y 9, EtherChannel ®° VLAN
&i?‘éﬁ’(“% FH A,

(B [|-]: EOA v F—T oA AETFA VF—T = A AHiH
EHRELET, DO LUNA 7V ORIZICAN—2 % ]
DFTOANLET,

L) BETA v E—T oA ADH T ERRGE A v ¥ —
Tz A ATHEBMIND X HITHET H121E. encapsulation replicate
EANLET, BIRLARWEEOT 740 M, 347 4 7N
(Z 772 L) TORT Y hOEETT,

A7976 end He#E EXEC B— NIZEDY £7°,

A7977 show monitor [session session_number] WREXHERLET,

show running-config

27978 copy running-config startup-config (EE) 2o 74 Fal—ay 77 A NVICERERRTELET,
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| £28% SPAN &&U RSPAN D

SPAN & U RSPAN o N

cZ7> 27 R—F EOFTXTO VLAN %ZE=492%IZ1Z, no monitor session session _number filter 7
og— )L a7 4 Xal—gryavy REFERALET,

/%

IZ, SPAN tv v av 2 OBGFEOREZHIFRL, 722 &A— b GigabitEthernet 2 T35 S 17z b

T4 HBE=HTHIIITSPAN Yy a2 2R EL, VLANTI ~5BXOR9 Iz LTHOA K
77 4 v 7 &5 —  GigabitEthernet 1 IZEE T 20 2R LET,

Switch (config)# no monitor session 2

( )
Switch (config)
Switch (config)
Switch (config)
Switch (config)

RSPAN D&% E

RSPAN & ER®D

%

# monitor session 2 source interface gigabitethernet0/2 rx

# monitor session 2 filter vlan 1 - 5, 9

# monitor session 2 destination interface gigabitethernet0/1
# end

'RSPAN &% ERFOTER ] (P.28-17)

RSPAN VLAN & LT® VLAN O#7E | (P.28-18)

TRSPAN (5t v o a » OERL] (P.28-19)

IRSPAN %56%:t v 3 a > OfER ] (P.28-20)

RSPAN %6%ct v v a Y OERBLOER T 7 4 v 7 OFE] (P.28-22)
(7 4%V 742% VLAN OfE] (P.28-23)

BEFH

[SPAN R EROEEFIE| (P.28-10) OFT X TOHEHBEIX RSPAN IZH Y TidE v 97,

RSPAN VLAN (ZIE#ED 8 5 DT, RSPAN VLAN & L TR 5720l y hT—27 LoD
VLAN Z W< O0figfr L, £ 60O VLAN IZIET 7 B2 R— F&2E 0 B TRV TEIMLERH D
£,

RSPAN ~ 77 ¢ v ZIZHJ) ACL ZHM LT, FBED/T v P &BRIICT7 4 V2 ) 7 T2
F=ZTEET, RSPAN BH#EILAA » FND RSPAN VLAN LT, Zh 6D ACL #fELET,

RSPAN # % ET 5HE1F., B#ELFR— P BILOHER— 2Ry NT =T NOEBDO A A v FIT
DEHEREDH LN TEET,

RSPAN i, BPDU X7 v b F=X U T FEIIMDOVA Y2 AL vF Y barizdR—FL
E

RSPAN VLAN IZ F 5 v 7 R— MIDHBBREINTEY, 77X R— H ERE SN THEY
o RENT 7 4w 77 RSPAN VLAN [ZRA L2WE Y2 572012, ,ﬂDLTb\EﬁT/\’COD
A A »F T VLAN RSPAN HEREN R — F &N TWA Z L &R L T téb\o

RSPAN VLAN D7 72 R— Ik (FH VLAN R— & 5&ie) (X, 77747 A7 — Rk
nEJ,

REETNT 7 K= MZT 277 4 772 RSPAN VLAN 233% & ST\ 5 H4A . RSPAN VLAN (%
A—h_X—ZRSPAN v v arOiEne LTHEENRET, £72. RSPAN VLAN % SPAN & v
VarOEERICHETHIILLTEET, HEL, Ay TFidky i arfichbiEd N T T 4y
JHEE=L LI, AA v F O RSPAN k50t v & a v osidk & LTk S hv7z RSPAN
VLAN Tit, X7y bOHAAR= U IR R — S EtE A,
WOEMET-FRY . L&D VLAN % RSPAN VLAN & L TRETE £,

— TR_RTOAA v F T, RSPAN & v ¥ 3 2 U RSPAN VLAN AMEH STV 5

- ZMT DT _XTDAA »F TRSPAN Y R— ST 5,

| oL-26641-01-J
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228 % SPAN 5&U RSPAN OBE |

Bl SPAN #& U RSPAN D&%

e RSPAN VLAN %#3ELT25, RSPAN X FEI3siet vy v a VERETDHI LA HREL E
ﬁ—o

e VIPBIXOVTP N—=2 T 524 X—TNWIT5HE, DT 7WNTRSPAN T 7 4 v 7B
N—=r 7 &, 1005 L F® VLANID iIZBL T, v hU—2 TRMLE/R RSPAN T 7 4 v 7
DT7T T4 ITRHIESNET,

e Catalyst 3560-24PS ¥ &L O 3560-48PS A1 v FiZiE, RSPAN (BT 5/ — R T = 7 Ol BRA H
nET,
— =Ty Ra2=F%¥y AP NTFT 74 v7DOHJ) SPAN a2 —|ZiF, v—A1 LtV E— DMK

@D SPAN & v 3 v ’E?J*J“E)Tfttimf‘ﬁ MAC 7 RLVAREENDZZ ENHY 9, ZOHIR

FHIZTY oV R Ay MATEH SN EY A, 2—H/L SPAN TOXEIZ, V7 r—
/5/2“7/5/%:{%)%?"5 LT, UE—FSPAN By v a v OB4. fHSEIXHY 8

»
= WA SPAN L= 5 [ /37y b (22% 4 A b /Sy RBEUV AT R X 2 b o3y Lol
) 2, BolEEIL MAC 7 RLAREKRRINET, UE—F SPAN "7 v hOHE, %G

7t MAC 7 R LR IEH T VLAN @ MAC 7 FL A THHIMENRH D £I08, ROV ITATy
MZ RSPAN VLAN @ MAC 7 RLARERRENET, FEHERKITIH Y EH A,

— FT T4 I RIEEITIRATHDHEIZ2 DO RSPAN &E Tty avrnNREeshs &, 5
®» RSPAN ¥ v+ 3> ®D 3% v @ VLANID 238 RSPAN & v 3 2 > D37 » @ VLAN
ID#%#EEXLET, EEXIND L, 0) RSPAN VLAN 5D /347 > k23iik - THID
RSPAN VLAN 2% & Ed, ZoOMEICL Y RSPAN 56t v a iz B L2Z T8
o [EIEESEIL RSPAN (kv i a v % 1 DIETRETDHILTT,

RSPAN VLAN & L T® VLAN D%E

A, RSPAN & v 3 =2 > RSPAN VLAN & 725 VLAN % #HHIC{ERR L £3, RSPAN (22145
T _RTDAA v FIZ RSPAN VLAN ZAERKT 24 A H Y £9°, RSPAN VLAN ID 23MEHEEFH (1005
K THY., VIP ARy NU—IHNTA X—T L ThHEE1E. 1 2D XA v FIZ RSPAN VLAN
ZERE L, VTP 222 ® RSPAN VLAN % VTP % AALLRNOMDAAL v FIEHETDHLOICHKETEE
9, JE3EFPH VLAN (1005 282 % ID) DL, BETEBAEOH DAL vF |, BLOHFHAAL v
F1Z RSPAN VLAN %R ET D 0%ENH Y ia‘

VIP 7NV—=27%FEH LT, RSPAN K7 7 1 v 7 BTN D L 92T B0, F721% RSPAN
N7 4w 7 DIRENRERTRTDO T 276, RSPAN VLAN #FETHIRL £9°,

RSPAN VLAN #/Epcd 511X, 4 EXEC E— FTROFIAEEZ ETLET,

=1 ]3]
27971  configure terminal Sa—L Ay T 4 X al— gy B REREL £,
27972 vlan vian-id VLANID ZAJ) LT VLAN Z BT 57>, £ 7213BEF D VLAN

DO VLANID #A/J LT, VLAN 27 4 Fal—v a3y £— K%
BAME L ET  mE T A%MIL 2 ~ 1001 F7-1% 1006 ~ 4094 T3,

RSPAN VLAN % VLAN 1 (7 #/v ~ VLAN) F7-1% VLAN ID
1002 ~ 1005 (h—27 >V 7B X FDDI VLAN BH) (245 Z

LITTEEREA,
27973 remote-span VLAN % RSPAN VLAN & L C&ELET,
27974 end Kt EXEC £— FIZEY £,
A7975 copy running-config startup-config (ER) vy 74FXalb—ray Ty A VIIEEEZRGTFLET,

Catalyst 3560 R4/ v F YI b7 av74Fal—Sav HA K
28-18 OL-26641-01-J



| £28% SPAN &&U RSPAN D

SPAN & U RSPAN o N

VLAN 225 U E— b SPAN HeMEZHIBR L T, % VLAN IZET X 5 ICZE#7 5121%, no
remote-span VLAN = 7 4 ¥ a2l —Y gy a<w» REfALET,
IZ. RSPAN VLAN 901 #1Emkd 2614~ L E T,

Switch (config)# wvlan 901
Switch (config-vlan)# remote span
Switch (config-vlan)# end

RSPAN #{Ext v L 3 VDR

RSPAN #E Ty a VBB L, E=F i ROEETE L U%5E RSPAN VLAN ZF8E9 51213,
¥ EXEC £— FTROFIEE EITLET,

= S B
A7971  configure terminal Ja—n)ar7 4 Xal—var ®—FEBEBLET,
A7972 no monitor session {session _number | all | | v 3 2%+ B EEFED RSPAN ZEAHIMB L £,
local | remote; session_number OFIFHIL, 1 ~ 66 TT,

J_XTD RSPAN ¥ v v a U ZHIRT 256 all, 3 XTor—7

vy va rEHIRT 55 A  local, X To U E— k SPAN

Ty ia VERHIRT 528451 remote ZENEIEELE T,

A7973 monitor session session_number source RSPAN vy a U BLIOEETR—F (F=454LR—F) %246
{interface interface-id | vlan vian-id} [, | -] |& L ¥,

[both | rx | tx] session_number OFIFHIL, 1 ~ 66 TT,

RSPAN t v ¥ = v OEfETLAR— b E72idEfEm VLAN 2 A L%

\j‘o

o interface-id \Z1%, TE=X T HEETAR— FEEELET, A%

A F—T A AZIE, MBS I =T = ABLOR— b
F ¥ FIVawHiA v ¥ —7 =4 A (port-channel
port-channel-number) BV E£T, BRRAR— N F v 2VES
i1 ~48 CT7,

e vian-id \Z1X. T=XT5%EL VLAN 2HEELE T, fBET
& HHPAIX 1 ~ 4094 T3 (RSPAN VLAN (X< ),
1 >0ty vaviz, —#Hoavwy NTERINT-EHEDKEE
gt (R—FEIXVLAN) 25052 ENTEES, 27210,
1 >0ty a NTEEILKR— N EEET VLAN 20T 2
ZLiITEERA,
EE) [L|-]: —#HDOA v H—T oA AFEA LV F—T = A A
BHARTELET, Vo ~OHIEBLONA 7V DORIEZICAR—R %
1 >FT>AHLET,
UEE) =X TDN T T4 v 7D FAEBELET, bT 71w
T DOFHMERE Lo Tea, BIEILA vV F—7 =4 AFEE b
FTIAv I ERENT T4 I OWFEEEFELET,
e both: BEFN T 74 v/ EZENT T4 v 7 OMEE=F L
7,
e X XENT T4 I EE=HXLET,

s tx:EFNT T4 v I EE=HFLET,
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228 % SPAN 5&U RSPAN OBE |

Bl SPAN #& U RSPAN D&%

avwv kR B
A7974 monitor session session_number destination |RSPAN & v 3 = >3 L U%i4E RSPAN VLAN #457& L £,
remote vlan vian-id session_number |21, AT v 3 THRELEEEFEANLET,
vian-id \21%, &=% 9 %5&{57C RSPAN VLAN Z45&E L £ 7
A7975  end FiiE EXEC £— RIZRY £,
A7976 show monitor [session session_number] BEEMERLET,

show running-config

A7977 copy running-config startup-config EE) av74Xalb—vay 77 A NMIRESRELET,

SPAN & v v a > & HIBR9 5 IZ1X. no monitor session session_number 70— )L 227 4 Fa L —
vayv avwr REHFEHALET,

SPAN & v ¥ a rmbikEmA— b E72iX VLAN ZHIBR 3 512iX. no monitor session
session_number source {interface interface-id | vlan vian-id} 7 v —/\) 27 4 Xal—v a3y 2
~V REHFEALET, By a 25 RSPAN VLAN #HIBR7 5121X. no monitor session
session_number destination remote vlan vian-id =2~ > R&HH L £,

Wiz, By va vy 1IZHinT 28470 RSPAN S E 2 HIBR L., BEOEE LA v F—T =2 A A2 E=H
THEO5ICRSPAN By g 1 #REL., & 5IZ5%% RSPAN VLAN 901 [T ET A0l 2R L %
j‘o

Switch (config)# no monitor session 1
Switch (config) # monitor session 1 source interface gigabitethernet0/1 tx
Switch (config) # monitor session 1 source interface gigabitethernet0/2 rx

Switch (config)# monitor session 1 source interface port-channel 2
Switch(config)# monitor session 1 destination remote vlan 901
Switch (config) # end

RSPAN %Ekt v 3 > DER
RSPAN 55%ct v a NIRIDAAL v F GEETEY Y a v RBEINTWVWARWVWRAAL vF) ICEELE
ERS

ZDAA vF TRSPAN VLAN % 7E# L, RSPAN 3i%ct v 2 a3 & fEm L. #{55C RSPAN VLAN
BLOSER— b 2fEET H11E, ¥ EXEC £— FTROFIEZFEITLET,

avwy kR Bra
27971  configure terminal Fra—L ar 7 4 ¥al—ay B— REEBLES,
A7y72  vlan vian-id EEITLAA v F THERL 4172 RSPAN VLAN @ VLANID # A /7 L.

VLAN 2> 7 4 X2l —3 gy — REBBLET,

WFDAA >~ F 90 VIP IZZ 1 L . RSPAN VLAN ID #% 2 ~ 1005 T
H58%61E, VIP %y U —27 %4 LT RSPAN VLAN ID 2M&#
SNHD, AT v T2 ~4FARETT,

A7973 remote-span VLAN % RSPAN VLAN & LGBl L £,
Z7yF 4 exit Jua—s)L ar7 4 ¥alb—vary T—RIEY T,
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| £28% SPAN &&U RSPAN D

SPAN & U RSPAN o N

avwo R B

A7975 no monitor session {session_number | all | |¥ v g 1%+ SBETED RSPAN & E 2 HIR L £,
local | remote}

session_number OFPHIL, 1 ~ 66 TT,

9_TP RSPAN & v v a VEHIBRT 2851 all, X CToa—%
NV a rEHIERT A8E T local, X TD VY E— k SPAN
v ig UEHIRT 5541 remote TN ENIRE L £,

A7976 monitor session session_number source RSPAN t v 3 8 X O%E5C RSPAN VLAN ZHE L £1,
remote vlan vian-id session_number OHFPHIL, 1 ~ 66 TH,

vian-id \Z1%, €=4% 3 5%{37C RSPAN VLAN #fiE L £ 7,

A7977 monitor session session_number destination |RSPAN ¥ v 3 B LU A v ¥ — 7 = AZEELET,
interface interface-id session_number |21, AT v/ 6 TIRELEZEBFEZANLET,

RSPAN #i%et v 2 = »Tlid, #1570 RSPAN VLAN ¥ L 0% %%

—hCRCEy v a v EGEENTOILENDY 7,
interface-id \Z1%, $i5eA VX —T7 = A AERELET, s0%kA
B —T x4 AFHYEA V Z—T = A4 ATRITIER Y EHA,

encapsulation replicate (T2~ NJ7 A4 D~V T X Y 7T FkR
RENETH, RSPAN Tl FAR—FENTWEFTA, 5D VLAN
ID /% RSPAN VLANID (Z ko T EEX I, sER—F LT
TONT Y MEIZ 7R LIZR 0 £9,

A7978 end H:#E EXEC £— RIZEREY £,

A7979 show monitor [session session _number] MTEATRLET,

show running-config

279710 copy running-config startup-config EE) av 74 ¥al—ay 77 A NVICREEZRELET,

SPAN & v ¥ 3 > ZHIER9 521X, no monitor session session_number 70— N 327 4 F o L —
Yar avwry REEHLET, SPAN & v g vnbsideR— k2R3 %I21%. no monitor session
session_number destination interface interface-id 7 2 —/\)v a7 4 ¥ al—vary avy NEfH
LEJ, &y a5 RSPAN VLAN ZHIrT % IZ1X. no monitor session session_number source
remote vlan vian-id =~ > RZ#H L £9,

Wiz, #fELY E— F VLAN & LTTVLANO9OL, %81 ¥ —T7 A AL LTHR—F1 EZHET DA
R LET,

Switch (config)# monitor session 1 source remote vlan 901
Switch (config) # monitor session 1 destination interface gigabitethernet0/1
Switch (config) # end

Catalyst 3560 R v F YI r 97 av74Fal—>ay HAF
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228 % SPAN 5&U RSPAN OBE |

Bl SPAN #& U RSPAN D&%

RSPAN SEE vy L a VDERE L VBERE 571 v I DFRE

RSPAN %i%ct v v a v Z/ERK L. #{E5C RSPAN VLAN B L U5 e R — FE2EE L., 5idkEAR— F T
Xy b= X2V TFT 4 T34 & (Cisco IDS oV —EEELE) HICERE N 74 v VB4 % —T
ST BT, ¥4 EXEC T — FCTROFIEAZFEIT L ET,

EENT 740 v Z7IZBBR LAV —TU — ROFEMIZ OV TIL, TRSPAN 58%cE v > 3 > OERK
(P.28-20) ML T &, ZDOFEIX. RSPAN VLAN BT TICREINTWVWA I L ARHRICL

ATy71
A797 2

ATv73

ATv7 4

AT975

[l Catalyst3560 R4 v F Y7 b7 A4 F¥al—av A4 F

Tb\i‘d—o

avy kR

E]:3)

configure terminal

Fa—r) ar7Z 4 Xal—ay B— REHEEBELET,

no monitor session
{session_number | all | local |
remote}

Yy T AEEFD SPAN R EAHIBR L £,

monitor session session_number
source remote vlan vian-id

RSPAN t v ¥ = B L OE{E 78 RSPAN VLAN Zf5E L £77
session_number OFIFHIL, 1 ~ 66 T,
vian-id \21%, =% 3 %5155 RSPAN VLAN #fE L £7,

monitor session session_number
destination {interface interface-id
[, | -] [ingress {dotlq vlan vian-id |
isl | untagged vlan vian-id | vlan

vian-id}]}

SPAN & v v a v, siedh— b, oy M7 eufb, BLUHEEFE VLAN
ENTEMLERELET,

session_number \Z1%, AT v 7 4 THRELILEZEALET,

RSPAN %645t v 2 a2 > Cid, #5758 RSPAN VLAN B X O AN — MClA
CtyrarFezllTo0ERHY £,

interface-id \21%, 5o A v X —T = A AEfRELET, sifiA v F—T =
A RIYIRA B —T oA ATRITFNLRD EHA,

encapsulation replicate (3=~ R A O~V 2 RY U ZIZRRE
F 9728, RSPAN TiI¥# AR — S TWEHA, £ VLAN ID i< RSPAN
VLANID {2k » TEFEZ S, R —F EOTRTONRT Y MIZ 77
LicZe v £7,
EE) [ -]: DA v F—T oA ZAFETNEIA VF—7 = A AFHZIEE
LET, DU~DORIBEBLUNA 7 U DRIRICAN—2% 1| DTOANLFE
R
SR — P TOERF NI 7 4 v 7 Dligka A X—T /WL T, W7 BMEH
A T HBET HITIE, ingress ZIBMOF—T — K& —RICATTLET,
* dotlq vlan vian-id : VLAN %7 7 /L s ® VLAN & L CHEL.
IEEE 802.1Q # 72 /WL EEH L TEREF 7 > &k LET,
o isl: ISL W 7Bk AL TEE T >y FEEELET,
o untagged vlan vian-id ¥ 7213 vlan vian-id: 7 7 # /v s ® VLAN & LT
BE L7 VLAN T, # 77 LThHTBMMLENTERB 7 v b Eimk
LE7,

end

¥eE EXEC E— RIZRD £9°,
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| £28% SPAN && U RSPAN O#E
SPAN & U'RSPAN oz M
avwv kR B#
A7976 show monitor [session MTEATRLET,

AT971

session_number]

show running-config

copy running-config (B8 av 74 X¥al—vary 77 A VIEREZRTFLET,

startup-config

RSPAN kv g v ZHIBT 51

%, no monitor session session_number 7 0 —/N)L AT f K 2

L—Yay avy FEMALET, RSPAN & v ¥ a b5l — b &HIERT 5121%. no monitor
session session_number destination interface interface-id 72—/ NV 27 4 Falb—ar avy
FEFEHLET, AN T Va3, no BATEHEBEHEHINAET,

WIZ, RSPAN v v 2> 2 T#fEL Y £ — b VLAN & LT VLAN 901 #% & L, #fFoA— k
GigabitEthernet 2 50561 # —7 = A& L TREL, VLAN 6 7 7 4+ /L F D% VLAN & LT
ERNT 74y OBEEA X —TNMIT DR LET,

Switch (config)# monitor session 2 source remote vlan 901
Switch (config) # monitor session 2 destination interface gigabitethernet0/2 ingress vlan 6

Switch (config) # end

Z40W%1Y) 2593 VLAN DIEE

RSPAN E{ETE b7 7 4 v 7 45 ED VLAN ([ZHIET 5 L 9IC RSPAN EE ottt v v a VAERETHIC
1%, ¥4 EXEC £— R CRDFIEEZFEITLET,

AT971
AFy72

ATv73

ATv7 4

avwy Rk

E:0)

configure terminal

Ja—nN) ar7 4 ¥al—ay T— REEBLET,

no monitor session {session _number | all |
local | remote}

T Ta Tkt T ABEAFO SPAN BEZHIBR L £7,
session_number OFIFIL, 1 ~ 66 TT,

T _TOD SPAN & v v a VEHIFRT 2581 all, $XCTor—0/L
Yy g UEHIBT58E 1 local, T_XTD U E— T SPAN & v
va v EHIBRT 5541 remote  FNERIET L9,

monitor session session_number source
interface interface-id

BETLAR— (F=FdRAR—1) L SPAN t v a v Oftkx
H/:E_‘L\i‘é—o

session_number OFIFIL, 1 ~ 66 T,

interface-id \21%, E=F T 2OXELR—FEEELET, fBELE
AVE—=T A RL, HOENLDIT T A—FELTRELTE
SHERHY E7,

monitor session session_number filter vlan
vian-id [, | -]

SPAN X170 b7 7 1 v 7 &R iED VLAN IZHIFR L £,
session_number 21X, AT v 73 CHRELEEy Y a v FEEEAN
LET,

vian-id \ZH8E T & H#iPHIL 1 ~ 4094 T,

(EE) o~ () AL T—#D VLAN 2fETH0. A7
v (=) ZEHALTVLAN @i ZEELET, I~k LU
A T VDHBICAR—=A%E 1 DTHO AN LFET,

| oL-26641-01-J
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228 % SPAN 5&U RSPAN OBE |

Bl SPAN & U RSPAN DX T—4 R& R

AT975

27976
ATvF1

ATy7 8

avwv Rk

B

monitor session session_number
destination remote vlan vian-id

RSPAN v a3 B LUO%%LY E— s VLAN (RSPAN VLAN) %
BELET,

session_number 21X, A7 v 73 THELIEEYya v FEEEZAT
LET,

vian-id \21%, SRR — NMIE=ARBNT T 4 v 7 BRETD
RSPAN VLAN Zf5iE L £7,

end

¥ike EXEC E— FIZR D £9°,

show monitor [session session_number]

show running-config

REEZMRR L ET,

copy running-config startup-config

UEE) v 74 Fal—Yay ZJ7y A NVCREXHRITELET,

N7 R—b LEOFTTO VLAN #E=%7 512X, no monitor session session_number filter
vlan 72— L av 7 4 Fal—var avr REHALET,

WIZ, RSPAN Ev v a > 2 OBEFOREZHIRL, hF72 7 F— R 2 CREINDNT 74 v 7 %&E
=43 BHEIICRSPAN >y a2 % EL.VLAN1 ~5 BIRIIIHLTOARNT 7 4 v &5
4 RSPAN VLAN 902 (254 52 R~ LET,

Switch (config)# no monitor session 2

( )
Switch (config) #
Switch (config) #
Switch (config) #
Switch (config) #

end

monitor session 2 source interface gigabitethernet0/2 rx
monitor session 2 filter vlan 1 - 5, 9
monitor session 2 destination remote vlan 902

SPAN £ & U RSPAN DR 7—4% AKX

BAED SPAN F 721X RSPAN RE % K77 2I12IE, show monitor = —H EXEC =~ &AL F
¥, Fio, BESHZ SPAN B LU RSPAN & v ¥ 3 &2 KR d 5I121E, show running-config 57

EXEC 2~ F&afHTE 7,
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