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WEAAFET D Z LICEBE LT &N,

A7974  end

H#E EXEC £— FIZREY £1°,

27975  show running-config MEEMERLET,

A7976  copy running-config startup-config |(£&) a7 4 F¥al—T a3y 77 A NMCERELETELET,

>
B

SNMP 22 2= D77 8AEZT 4 &—TNMZT DI, TOa3Ia=T4DaIa=7T4 AR
VI EINV AN UTICERELET (AIa2=T 40 ANV UTIEEATILBRNTLLEEWN),

BEDaIa=7 44 AN U7 %HIRT 5IZIE,. no snmp-server community string 7 2 —/3)L 2
T4 X2l —vay avy REFERLET,

| oL-26641-01-J
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WIZ, A MU 7 comaccess % SNMP [ZE| D B CCHAWMVEHT 7B AEZHFAT L IP T 78X U R
MARZDaIa=F4 ANV IZHEALTCAAL YFOSNMP =—V = MNMIT7®8ATEALD
WCHRETHEZRLET,

Switch(config)# snmp-server community comaccess ro 4

SNMP J)L—T 8 & UV1—FDEE

ZA yFOR—HNEIF)FE—F SNMP — R =0 DU 2E£ T4 (oY ID) 2ETE %
4, SNMP == —H%#% SNMP ' 2 —{Z~v v B 745 SNMP %— 1 L —7%REL, Ffla—¥%
SNMP 7 /L —FITBMTE 9,

AA »F T SNMP 2 ET HITIL, F7# EXEC E— FCROFIEEZ FITLE T,

avU R

E]:5)

27971 configure terminal Fa—s) ar 7 4 F¥al—ay B— REEBLES,

27972  snmp-server enginelD {local engineid-string |[SNMP O —H)L a b —F7- 13U E— k a— D045 i%E L
| remote ip-address [udp-port port-number]| |F 4,

engineid-string}

o engineid-string ¥, SNMP O a2 &' —4 & 45E 95 24 XFD
ID 2 V7T, P ongEnsBai, 24 XFE0
TV ID TRTCERETOLEIDH Y £, HETH
DiE, =Y ID O HEr DR A RISy
7209, =&z, 123400000000000000000000 & vy H -
YU ID R ET H%A . snmp-server enginelD local
1234 DL S I AN TEET,

* remote T L7HA. SNMP 0 U E— b a B—RNENh
TWAHT /N, AD ip-address IHEL, fFETUE—F TN
AAOUDP A— h&EELET, 774/ MEIX 162 T,
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sNvP o H

avwy kR

B

A7973  snmp-server group groupname {v1 | v2c|v3
{auth | noauth | priv}} [read readview]
[write writeview] [notify notifyview] [access
access-list]

UE—Tb T AZHBSNMP 7L —7%BRELET,
o groupname \Zix, /N —7ERELET,
o ¥X2VUT 4 EFAERELET,
- v1iE, BRLEEEOEVEXF 2T 4 FTATT,
— V2, 2EBEDICEEMEDOENEXF 2V T 4 ET AT,
BEHED 2 fEOETIHEBRB L OEREZEETEET,
— ROLER VI OHE, BIELNVEBRIRT H20ERH D
£9,
auth : MD5 8L O'SHA (2K 537 v FRIENA[RET
TO
noauth : noAuthNoPriv tWH ¥ =2V F 4 L&A
R—T M LET, F—U— REHELRNPTZHE,
INNT 7 F IV hTY,
priv : DES IZ K50y MEHbEZ A =T M LES
(privacy & HHTNET),
GE) privX¥F—U—NE Bty 7 b0 =T LA A=URA
A= SN TS EED M ARE T,

e ({EE) read readview & & bz, =— V= FONEEFIR
TEXDHEa2—DAFIERTA NI 7 (64 LFLLTF) AT
LET,

o (f£E) write writeview &£ & b2, T—HEASHL, =—
CxV FONKEFRRTELE 2—DARTZET AN T
(64 XFLLF) #ANLET,

e ({EE) notify notifyview & & b1z, @A, HH. F2iE b
Ty TERETHE2—DLAHIEZERT AN 7 (64 XTFLL
) #AALET,

e (f£7) access access-list £ L HiZ, 778 A VA RLDRA
MU 7 (64 XFLLTF) #AHLET,

Catalyst 3560 R v F YI r 97 av74Fal—>ay HAF
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avwy Rk

B

A7974  snmp-server user username groupname
{remote /ost [udp-port port]} {vl [access
access-list] | v2¢ [access access-list] | v3
[encrypted] [access access-list] [auth {md5 |
sha} auth-password]} [priv {des | 3des | aes
{128 | 192 | 256} } priv-password]

SNMP 7 /L —F 1%t L CHH 2 —F ZEBMLET,

e username ¥, T—V =V MIEEHTLHRA N O -4 T
‘j_o

o groupname \%, = —YRXIEfHTHND 7N —T DERFIT
‘j‘o

e remote Z AT LT, =2—¥RFET 22U E—F SNMP =
TATABILREOZ T 4T 4 DFRARNERITIP T R
2L LB, EFETUDP R— b EEEEELET, T 74
b ME 162 T,

e SNMP RX— g &S (vl, v2¢, £7213v3) ZANLE
T V3 AT HHEIEL. kOA T arwzBEMLET,

— encrypted (X, SAT— REHFELIEXNTERTDHED
CHELET, 2OF—U—RiE, v3 F—U— FRHEE
STV DG OB ATRE T,

— auth ITFFEL VR EE v ¥ 3 » T, HMAC-MD5-96
(md5) %721 HMAC-SHA-96 (sha) F&iF L~ & {f
HTxEd, "RU—R R NY 7 aquth-password (64
LFLAF) BBETT,

e V3ZANLTAAL v TFREFAY T F T =T A A=V EFAT
FOLEIE, 7T A4 X— (priv) B bB IO I2A T —F
A MU 7 priv-password (64 SUTLLT) OFEEHL TEET,

— priv (%, User-based Security Model (USM) ##EL F

R

— desix. 56 £ F DES 7 VA Y AADEHEZREL F
o

— 3des %, 168 By N DES 7Y X LADHEHEFEL
i‘j_o

— aes|¥. DES 7 AT XA HAEREELET, 128
vy hESAL, 192 By MEESAL, F£7212 256 £ M
FAEOWNT NN ERBRTLHIMLENH D 7,

e (fEE) access access-list £ & HIZ, T7®A VA RNLEDA
YT (64 XTFLLF) #ASILET,

A7y75  end

¥4 EXEC £— RIZREY £,

27976  show running-config

REEZMRR L ET,

((¥) auth | noauth | priv €— K% EICBIT 5 SNMPv3 1 %
#9521, show snmp user 54 EXEC =~ > K& A
NTDHRERDY ET,

A7977  copy running-config startup-config

T8 a7 4 F¥al—vay 77 A NVICBREFRTELET,
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EXE:

SNMP D&&E

sNvP o H

SNMP B DE&E

& 31-5

NIy 7 =X —=UxiE, FTyTEZELTURTZERAT— a2 TY, My 71X, FEDA
R MBRELEEEIZAL v TFPRERTDIVAT LT T— T, 74V TR, bIvT <

F—=TUXIEEBRESINT., T v TIEEEFEENEEA, Z D Cisco I0S Release BEEH L TWDH AL v F
TIE, b T v T ey B ERIRICRETE £,

a<w Y REX Ttraps E\WH UV —FEHEHAT2a~r FESEHY 3, bT v 7 E3ERE2RIRT
LA TvarRawy RIZRWRY, ¥—TU—Ftraps i 7 v 7, EROVWT N, 72IXT O
% LET, snmp-server host 7 u—/ )L a7 4 Falb—v gy avry NEfHLT, M T y7F
7oixtE#H E LC SNMP il A & 5T 2089 hafaEL 7,

#3151, YR=FENTWDHARAS vF +F7 v 7 (BHMEAT) ZRLET, ZTROD T v TO—
WELTEHEAX—TMIILT, ZNEXETLOIEICI T v v X =V ZRETEET,

SNMP {E#HIBEF D BEZ A 3 — 7 M2 T 5, snmp-server enable traps 7 = —/ /L 27 ¢ Fa
L—v a3y a< K& snmp-server host host-addr informs 70— )L a7 4 Fal—vay avw
VREMAEDETHEMALET,

ALY FOEHS AT

BHEA TDF—7—

[ H L

bgp AR—F— = v=a 7r bha)s (BGP) RELEIL N T v T E2AKLET, ZOF T a id,
JERE~ILF LAY A A—DPRA VA R L ENTWLHATIHHEATE £,

bridge Spanning-Tree Protocol (STP; A/ 8=> 7 Y U — Fu tajn) 7Y v MIB b7 v 7EAERLE
‘é—o

cluster I TALBEENEREINTZHAIC, VT v EEKRLET,

config SNMP BENER INIZHEIT, My T EHERLET,

copy-config

SNMP a2 V' —RENERE INTHEIL, b Ty T E2ERLET,

entity

SNMP =>4 T 4 DNERSNEEAIC, Iy PRERLET,

cpu threshold

CPUICEE L T v T2 A 2 —T NI LET,

envmon BET=4% b7y T E2AERLET, 77 (fan), ¥ v hZ D2 (shutdown), A7 —% A
(status). EJH (supply). IRFE (temperature) OEREE N7 v 7 OWNTNDEZILT R TEA F—
THITTEET,

errdisable AN—F VLAN 77 errdisable 27 — MIZRo728A10, FT v PE2AEMRLES, 1 5H72Y DK b
Ty THELRECTEET, HETEHHEMIT 0~ 10000 T, T 74/ hI 0T, L— MR
BRI LW ) ERTT,

flash SNMP FLASH i@ %1% Ak L £ 7,

hsrp Hot Standby Router Protocol (HSRP; &k R A X L /31 L—& T7a hajl) RERINTHEIC,
Ty T ERAERLET,

ipmulticast IP~ATFHFXY A N—T A IPERINIZHEIC, P Ty TPEERLET,

mac-notification

MAC 7 RV RERID T v T &AL ET,

msdp

Multicast Source Discovery Protocol (MSDP) MZEE S NZHAEIC, M7 v T EAEMLET,

ospf

Open Shortest Path First (OSPF) AAE I n-HHIC, NIy TE2ERLET, Y AalEf, =
FT—=. VI AT =K 7T RAZA X L— MR, FEE. A7 — MEICHATL T v 7% T
BICA RX—=T VT TEET,
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& 31-5 AL YFDEHEAT @EE)
BHAATOXF—7—
F B
pim Protocol-Independent Multicast (PIM) RAEE INHEIC, T v 7E2ERLET, Bk

PIM A vt—Y, FANRN—ZLHE, BLORIF T T — KA+ (RP) v~ v VU 7OEFEICETS b
T T EAERBIIA R —T NI TEET,

port-security

SNMP R—h %2074 b o7 2EMLET, 1 BHZVORRKIN T v THELRETEE
T, FBETEAHEIZ 0~ 1000 HTH, T 7+ MIOMT, L— MEHEBERZRWE WS BEHRTT,

GE)  @EZ A 7 port-security ZfFEHLCFT v 7EZHRETHEIC, FTHR—F EX=2UT~4
Moo T HRELT, WU TFTOR—F EX2V7 4 F7v 7 L—FERELET,
e snmp-server enable traps port-security

e snmp-server enable traps port-security trap-rate rate

rtr

SNMP Response Time Reporter (RTR) @ b7 v 7% AER L ET,

snmp

FRRE, I— VR RE—h, U —ARE—F VT Ty FFVT XTI ONT,
SNMP % A 7@MD b7 v T EAERLET,

storm-control

SNMP 2 k— Al T v 7B LET, | \&thﬂ)ﬁﬁjﬁ]\7/7pf% RETEET, R
ETE DHPAIE 0~ 1000 TF, 774/ MIOICHESNTOET (IR LoKRETIE, 4L
TEICF Ty TN EESET),

stpx SNMP STP #LiE MIB b7 v 7% AEK L ET,
syslog SNMP @ Syslog ~ 7 > 7 &4k L E7,
tty TCP ##iD b7 v TR AR LET, ZO LT v TNE T 74NV FTA X =T VIR ESNLTNE

7

vlan-membership

SNMP VLAN A > = o TRERINTHAIC, VT vy T EEKRLET,

vlancreate SNMP VLAN {Epk b7 v 7 & L E T,
vlandelete SNMP VLAN Hilfg b 7 v 724 L £,
vtp VLAN Trunking Protocol (VIP; VLAN T > %> 7 7u haj) NEEINEZHAIC, b Ty
THERERLET,
S,
(3¥)  fru-ctrl, insertion, 33X O removal ¥— 7V — KX, a~v 2 RIA D~V T XA MY U TIZRRER
FTHN, PR—FSRTHERA,
# 315 AR TEME A T ERZET HITIE, FFEDOHR A MMIx LT snmp-server host 7' 2 — /3L =2
TA4Xalb—vary avr REEITLET,
BRAMIEP T v TELIEREFETDEIICAL v TFE2RET 121, ¥ EXEC £— R TROF
g% AT L E T,
avwvFk B#
27971 configure terminal Fra—r ar 7 4 ¥al—ay B— REEBLET,
A7972  snmp-server enginelD remote VE—KFANHOZ P ID 2EELET,
ip-address engineid-string
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A7973

AT974

ATv75

sNvP o H

avwy kR

B

Snmp-server user username
groupname {remote host [udp-port
port]} {vl [access access-list] | v2¢
[access access-list] | v3 [encrypted]
[access access-list] [auth {mdS5 | sha}
auth-password]}

AT w2 THRELTZYE— b KRR N EXIATITD SNMP = — W % 53%

ELET,

GE) T FRLRAZHHETZVE— b 2—FEZRET DT, i
E—PFFRAROZLTVUID ZHELTEISLERILY ET, &
DEITLRNE, TT— AU REREN, TN
FITENFEH A,

snmp-server group groupname {vl |
v2c¢ | v3 {auth | noauth | priv}} [read
readview] [write writeview] [notify
notifyview] [access access-list]

SNMP 7' Vv —7F %2R ELET,

snmp-server host host-addr
[informs | traps] [version {1 | 2c |3
{auth | noauth | priv}}]
community-string [notification-type]

SNMP 7 v 7EI{EOZEMERELET,
e host-addr (21, FA N GG b ZEM) OAFTEIFA
H—Fv F T RLAEZEELET,
o ({LE) SNMP ff#i % F A MIEEFET 2L, informs ZF5E L ¥
7,
e (fEE) SNMP R 7 v 7% AR MIFEET HITIL, traps (77 41
K ERELET,
e ({£&) SNMP version (1. 2¢. £721%3) 2EELET,
SNMPv1 % informs %A — K L TWEHA,
o (EE) N—Var3ofs, #FIFL-~ULE LT auth, noauth, =
7o id priv Z3EIR L E T,
priv ¥—U—RiE, BHELY 7 b7 A A=V RA A h—
NENTNWDIGEDOHREHFTRETT,

GE)

* community-string \Z1%, version 1 F 7213 version 2¢ 23 f5E & T
WAHGE, BHEIECEEIND, NATV— R LEZaI2=
T4 ARV T EATILET, version 3 BIRE SN TV DA,
SNMPv3 = —H£4 % A LET,
AT A MERERYDICIT @ B EFHALEY, Zoaw
U ROFERHIZSNMP 2 2=7 4 AN U TO—HLLT@
REEMA LRV T EEN,

(&)

o (fEE) notification-type \Z1%, % 31-5 (P.31-13) ([Zid#ish T
DX —U—REFEHLET, A4 T7BREEINTORVEGS, T
TOBHMDERSNET,

| oL-26641-01-J
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AT97 6

ATvF1

ATy7 8

A7979

ATyF10
AFy7 1

AFy7 12

B
snmp-server enable traps AA TN RT  TELFEREFETELLOICL, FETHEHOD
notification-types AATHEREELET, BMZ A TO—EIZOWNTIE, # 31-5 (P.31-13)

%24 57>, snmp-server enable traps 2 & A/J L T &0,

BEDONT T A TEAF—TNMITHIZE, VT T 2A4T7T L
|Z snmp-server enable traps =~ > RGN AT HMERH Y F
‘a—o

(GF) EMFA 7 port-security ZfEH LTI v 7 EHET HEIC
FITAR—PF X274 FITvTEREL T, KRIZ Ll1<0>ﬁ~—
X274 T 7 L—bFERELET,

* snmp-server enable traps port-security

e snmp-server enable traps port-security trap-rate rate

snmp-server trap-source interface-id |({LE) EELA L EZ—T oA RAZEELET, FIN6 L Ty Ay

TS THIP 7 FLUAREG SN ET, HEROXETIP 7 KL
2%, DA RTHRELET,

snmp-server queue-length length ER) BF I v P RA DA E—Y Fa—REHRELET, 8ET

& HHiPHIE 1~ 1000 TF, 774/ ME 10 TY,

snmp-server trap-timeout seconds (EE) FIv T Avb—VEaBEEETIHBEERELET, IHBETE

DEEFHIZ 1 ~ 1000 T9, 7 7 4/ ML 30 #TT,

ke EXEC £— FIZREY £17,

show running-config RETERBLET,

() auth | noauth | priv £— FEREIZEIT 5 SNMPV3 [ & K ~T
51Z1%, show snmp user ## EXEC 2~ > K& A /T 5 %EN
HoET,

copy running-config startup-config | ({£&) a7 ¥ 2L —Tar Ty A NICHREFZREFELET,

snmp-server host =2~ > FCiX, @AZ%({EFT25H A M ELE T, snmp-server enable trap =~
YRR T, ESNIZEAMA D=L (FT7 v TBIOHER) N7 0— L TA X =T VTR E
T RAMPEBREZETELL9ICT 221, £2OF A MIXfIET % snmp-server host informs =
~ 3 K% E L. snmp-server enable traps =~ > N&MH L CEHRE 70— A RF—T7 T
DUENH Y ET,

HELEARA MR N v T E2ZELRVEDICT DL, no snmp-server host host 7' a— N 2
T4 F¥al—varyavwry RefHLET, ¥—U— REZ$EE L2V T no snmp-server host =~ >
REFHATLE, FA SO NI v TIET 4= MR ETH, ERITT =T IR FH
hoo TEWET 4 &£—7 W2 T 5HI21E, no snmp-server host informs 7' 17—/ 3L 27 4 Fal—v g
vavry REFERALTKEESY, BEDNT v XA T E%T 4 =T MITT HITIE, no snmp-server
enable traps notification-types 72—/ )b a7 ( Fal—v gy avwry REEHLET,
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sNvP o H

CPU LZEMEBHMDEZ A T LIEDRTE

CPU L &EVMEBHMOD X A 7 LEZHRET HI2i%, $# EXEC T— R CTROFIEZEITLET,

avy kR

E[:3)

A7971  configure terminal

ya—r ary 74 Xal—ay B— REHEEBELET,

A7972 process cpu threshold type {total | process
| interrupt} rising percentage interval
seconds [falling fall-percentage interval
seconds|

CPU L& VMEBED X A 7 LHEARE L £,

o total : WEHIZ A 7% CPU EHEOEFHIREL £,

e process : iBAIZ A 7% CPU 7w AMEARICHRELET,

e interrupt : WHI ¥ A 7% CPU H| VAL HRICHRE L E T,

. risingpercentage CPU VU Y —ADR—krT— (1 ~ 100),
REINMFEEZMES & CPU LEVWEBMAZEEFLET,

e interval seconds : CPU L &\ MEMIE OF HAL O] (5 ~
86400), ZDOFEENM-EN5D L CPU LEVWMERMAZEELE
7,

 falling fall-percentage : CPU V ¥V —ZAD/x—kE T — (1 ~
100), &ESNIZRHEOF, HBARN O~V I VIETT D
&L, CPU LEWHEBEMEZERELET,

Z OfiX, rising percentage DIELLF CH DL LERH W £77,
COMEEFEE L\ & falling fall-percentage OAEIL rising
percentage DE LRI CIZ/ Y £9°,

A7973 end

FiHE EXEC E— RIZR D £75

A7974  show running-config

REEMRR L ET,

A7975 copy running-config startup-config

(EE) av74Falb—vary 77 A VICEREEREFELET,

I—vxzobarviayrsLvosr—2 3 nEE

SNMPI—VI/km/XTA:/&7kkiUD#~Va/% RELT, a7 4Xalb—3g v
T7ANDLINLOFERIZT 7 EATED X 52T 51T1%, ¥4 EXEC E— FTRDOFIEZ FEITL

£7,

avwy kR

]3]

A7971  configure terminal

Jua— ) ar7 4 F¥al—ary B— REBLET,

A7972 snmp-server contact fext

VAT AHET OBV EDEEERT AN L ERELET,
RiHlzZRLET,

snmp-server contact Dial System Operator at beeper 21555.

A7973  snmp-server location text

VAT ADUr— g v ERTAN) U ERELET,
wIZHl R L ET,

snmp-server location Building 3/Room 222

A7974  end

FrHe EXEC E— FIZRY £,

A7975 show running-config

RE RS L ET

27976 copy running-config startup-config

(L) av 74 Fal—vay 77 A VICREZRTFLET,
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SNMP Z&E L TERAY 5 TFTP 4—/\DOHIR

SNMP #i@LCarv 74Xzl —vary 774N ERGFEEBL R — RT57-OI#HT2 TFTP (§
G777 ANEET T haL) =& TR VRAMUBEESN TS — NZRET DI, 4F
¥ EXEC E— R CROFIAZFATLET,

avU kR =]: 5]
A7971  configure terminal Fa—r) ar 7 4 X¥al—ar B— REEBLES,
A7972  snmp-server tftp-server-list SNMP #@L T2y 7 4Xal—ay 7740k abt—F 57
access-list-number OIS 5 TETP H— "%, 7272 U X FHNOF— ICHRE
LET,

access-list-number (213, 1 ~ 99 B X OV 1300 ~ 1999 OFEHE TP 7
A VA NEGZEASTLET,

AT973  access-list access-list-number {deny | BT 722 YA NEIEHR L, LEARRKE T o~y FEERY R
permit} source [source-wildcard] LET,

e access-list-number \21E, A7 v 72 THRELET 7R U A

FNEFEANLET,

o deny ¥—U— Nk, &N~ L= 77%27\72?571/
F4, permit ¥—7U— KN, *14‘7?*@(1/71 g/ S
BRI LET,

o source \ZlX, AA v FIZT VR ATESD TFTP 4 — D IP 7
N Z2Z2ATTLET,

s (EE) source—wildcard (21X, source IZ@EMH IND VALK
H— R Ey & Ry MIZ 10 ERIZ AN LET, BEHT 2
By MIBIZIZ 1 2RELET,

TI7BAURMORRBIZIEH., TRTUCKHTHEROESAT— b
AV IR EIZGFEET DI EICEELTLEE N,

A7v74  end ¥t EXEC £— FICREY £7°,
A7975  show running-config REXERLET,
A7976  copy running-config startup-config UEE) av 74Xzl —ay 774 NMIREZRGFELET,

SNMP 041

WIZ, SNMP O&NR"—2 g VA F—T T 502 R LET, ZORE TR, Eg@SNMpvz
P¥NAaIa=T 4 ALY Y public ZEM LT, BARY EHERTTXTOF 722 MIT
TATEET, ZORETIE, AAMAvFIE T v 72EELERA,

Switch (config)# snmp-server community public

W, fEED SNMP ~ 3% —Y vy N2 a2=7 4 AN V7 public A LT, fA0 HHAKERTT
RCOF TV =7 MZT 7 8ATDHHERLET, AA vFid, A 192.180.1.111 BL W
192.180.1.33 (SNMPvl ZfEH) =, &AZ k 192.180.1.27 (SNMPv2C Z{EH) ~ VTP 7 v 7%k
fFELET, 23a=7 4 ANV U F publicid, hT7 v 7L EHITERFBINET,
Switch (config)# snmp-server community public
Switch(config)# snmp-server enable traps vtp
Switch (config)# snmp-server host 192.180.1.27 version 2c public

( )

( )

#
#
Switch (config)# snmp-server host 192.180.1.111 version 1 public
Switch (config)# snmp-server host 192.180.1.33 public
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SNMP x7—42z20xx N

WRIZ, comaccess A 2= 4 ANV I EFEHTET 7R VRARNADA R, TXTOLT
Vxl b~OHLMYERT 7B RAEHATLH6EZ R LET, FOMD SNMP v % —T ¥ id, EOF

TV MCHT 7B ATEER A, SNMP JBGEEE 7 v 713, SNMPV2C 23323 =2=7 1 AV
> 7 public Z{EH L TH A K cisco.com \[ZEFLET,

Switch (config)# snmp-server community comaccess ro 4
Switch (config)# snmp-server enable traps snmp authentication
Switch (config)# snmp-server host cisco.com version 2c public

W2, =T 47 4 MIB b7 v 7 %FB A ciscocom \ZEETHHZRLET, a3a2=F7 1 ALY
IR S ET, EHEITIE, TTOIRA XTI VICHRESNTWDS My WMA T, =T 47 4
MIB b7 v 72 EETDHEIICAAL v TF A F—T NI LFET, 21TAIFIZINED N T v T D%
BEL., &R b cisco.com (2% 5 LARTD snmp-server host 2~ > &I LET,

Switch (config)# snmp-server enable traps entity
Switch (config)# snmp-server host cisco.com restricted entity

WIZ, a3a2=7 44 ARMY T public “EH LT, T XCTDLF v 7&K AN myhost.cisco.com (2%
BI2ECAS v TF A X =T NTT DR LET,

Switch (config) # snmp-server enable traps
Switch (config)# snmp-server host myhost.cisco.com public

Wiz, 2—¥LVE—h AR FEEEMT T, 2= In— a7 Xal—Tary T— KD
L %2 auth (authNoPriv) F&FEL -~V TIEWMAE X ET A0 2L ET,

Switch (config)# snmp-server engineID remote 192.180.1.27 00000063000100alc0b4011b
Switch (config)# snmp-server group authgroup v3 auth

Switch(config)# snmp-server user authuser authgroup remote 192.180.1.27 v3 auth md5
mypassword
Switch (config)
Switch (config)
Switch (config)
Switch (config)

# snmp-server user authuser authgroup v3 auth md5 mypassword

# snmp-server host 192.180.1.27 informs version 3 auth authuser config
# snmp-server enable traps

# snmp-server inform retries 0

SNMP X 7—% ADRR

REBRAI=2=T 4 ANV 7 2 b)), =T — BREBOHE L E, SNMP O A #EEHER A R
AT 5I21E, show snmp F## EXEC 2~ REMEHLET, E£/2, £ 31-6 TSN DM DFr
e EXEC 2~ R LT, SNMPHE#RARRTHI LB TEET, ZOBABICERTIENDL T 4 —
IV ROFEIZ DWW T, [Cisco I0S Configuration Fundamentals Command Referencell % 2/ L T<

ZEW,

#* 31-6 SNMP {8 Z&RTRT 57D F
BERE T4 MERE
show snmp SNMP #dtiEHa R L ET,

show snmp enginelD [local | remote] |51 X |ZHFESNTWVWEE—H/L SNMP =P rBINI_RTHIE—F =

VU T AERER T LET,

show snmp group

Fv hU—2 D4 SNMP 7V —FICBT 28 a2Fz R LET,

show snmp pending

PREEH D SNMP ERDOIEFHRZFR 7 LET,

| oL-26641-01-J

Catalyst 3560 R4/ v F Y27 +bHx7 avI74¥al—vav 4 F



%£31% SNMP O®E |

B SNMP XF—4 RDEFR

& 31-6 SNMP &8 ZE&RTY 5=HNIATF

HEE

FIHIFEE

show snmp sessions

BIED SNMP v a v OEHREERLET,

show snmp user

SNMP = —# 5 —7 /L D% SNMP 2 —HF LT A EHRAFr LET,

(¥) Z®»z=~> KX, auth|noauth | priv £— F® SNMPv3 3% EF # & £or
THEXMHEHATOIMLERHY £, ZOMEHIL. show running-config
DOHNTITERRENEE A,

[l Catalyst3560 R4 v F Y7 b7 A4 F¥al—av A4 F

OL-26641-01-J |
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