CHAPTER

YRTL Ay =D OFVITHELIVRT—L
A>T 0%E

ZDOFE T, Catalyst 3560 £7213 3560-C A A v FIZV AT L A vE— / 0¥ T ERET DHHIEIT
DWTHLH LE 9, Cisco IOS Release 12.2(58)SE LIFED A A » FTiL, KEI N/ MY T—I2HES0
TRy b 7r—%2RYAeAv— bk BX U 7 Y R— S ET,

ZOETHEMT S a3~ RO XOMEHFEOFEMIZOW T, [Cisco I0S Configuration
Fundamentals Command Reference, Release 12.4] 35 SO0V ) —RZxtSTHa~wr KU 77 L
AR LTI,

o [V AT A Avv—Y uXr7ofE] (P.30-1)
o [VZAF A AvtE—y aXrZoRE] (P.30-2)
o [A~—F X roE] (P30-14)

o X rEDER] (P30-17)

(E)

FML—FTary Y= ~DRA =V %ETDE,. CPUDHEHRNELS 2D, AL v FOEEIC
TEBE B 2 DAREMADH D 9,

Ayt—L OF T OBE

AA Y FIFT 74NV R T, VAT A Ay =TI debug Fi#E EXEC 2~ > Folihzax v 7
D AZEELEST, vX 7 TR Ee s Ave—UEKmlt REITSLT, vl Ny 77,

SR MEER, UNIX Syslog $— 372 &) [CEETIUHEZHELET, vXr 7 TR E, 2 y—
LZHb A vt =V RELET,

Syslog 7 #—=~ > hi% 4.3 Berkeley Standard Distribution (BSD) UNIX & AHaPERH Y £5,

QX FuvARNT 40— NLOEE, AvE—JiFar ) —VICOREEEINET, AvE—
TAERFICEEIND D, AvE—VBLOT ANy THAIZE T v 7 Fofo 2~ RO J1H3E|
NIABFET, Avb—URNar Y —)VIFRENDIZDIE, Avbe—VEARLEZTaARKT LT
5T9,
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ATFL AyvE—L AXVTDERE

AvE—VOBERELZRELT, a0 —VBLOFHEICERINDI A vE—VDF A FEHIHTE
FT, B AvbE—VIH AL AF T EHRELZD, Syslog BEILT FLAZBEELEZDV LT, V
TINEALOT Ny TR JOERBREL ML TEET, RSN AvyE—VIZO0VTE, 2DV
U—RIZHIETHV AT A A= A REZBLTLIEE N,

BX L TINICVAT A Ay E=VICT 7 EAT DI, AA v FOav s R A0 F—T A
A (CLD) ZEAT 20, FIZ@UICERE SN Syslog H— NI BD VAT A A vE—V %R
FLET, AAvF V7 b7 L Syslog A vE—TE2REAY 7 7 ITREFLET,

VAT A AytE—UERVE—NTE=FTHITIE, Syslog =N ETu I E2ERRT LD, E£IT
Telnet H25 VN2> YV — L R— MEETAAL v FIZT /A LET,

SATL A ytE—D OX U TDERE
e [V AT BT AvE—VDT7 44—~ | (P.30-2)
e (VAT A AvE—Y aXrr/OF 740 bigiEl (P30-3)
s Ayt —vuXrr07t—70k) (P30-4) ((EE)
o XAy —YFRHET NA ADHE] (P30-5) (EE)
o 7 XvtE—UoRE (P.30-6) (L&)
e BT Ryvt—VDHAL AL T DA F—T VLB LT 4 £—7 4k (P30-8) (1)
e BV XAt —VDV =T AFZDOA X =T MMEBLOT =74k (P30-8) ((FE)
o Ryt —vEREDEX (P30-9) (LE)
o [EET—7 8L SNMP IZ1%E & D Syslog A »E—YOHIR] (P.30-10) ((RE)
o [BEEE N —DAF—T 0] (P30-11) (TE)
o [UNIX Syslog —30z%& | (P.30-12) ({£&)

DRATL AT AyE—TDIT7F—T v b

VAT A BT Ay—UERK 80 XFL Ak FEE (%), BLOZORICERBIND ATV =
YOl U AFGRIA DAL TR RESLTWDLER) THRKEhTHWES, Avt—v
. MOT7 4+ —~ v P TERRINET,

seq no:timestamp: %facility-severity-MNEMONIC:description

N—F v MNFLBDORIO A v —E451%, service sequence-numbers, service timestamps log
datetime, service timestamps log datetime [localtime] [msec] [show-timezone], F 723 service

=

timestamps log uptime 72—/ N)L 27 4 XFal—Tal avy RORKEIZLSTEDLY £7°,
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YRFL Ayb— nxvdone B

7 30-1 12, Syslog A v E—VOHEEZRLET,

& 30-1 SRTFL O Ayt—CDER
EXR HL
seq no: service sequence-numbers 70— Nl 22T 4 X al—T a3y avy RRFESNTHDHHA

2, vl A== U AFEEAX LT LET,

FEHNZHOWTIE, 87 Avbt—VDY— v ARZOA X —T B I OT 4 E—7 11k
(P.30-8) =&ML T E&EV,

timestamp D7 +—~ > | A v E—TFETAIA N MO HFETT, service timestamps log [datetime | log] 7' v —/ 3L =2

ko TA4F 2l =gy avwry RRARESNTWVBREATET, ZoBERBRERENET,

mm/dd hh:mm:ss FHIZOWTIE, (B2 AvE—YDFA L AZ LT DAL F—T LB LOT 1 £—7 11k

S (P30-8) ZZML T ZE,

hh:mm:ss (FLRFRE)

E

dh (EFERE)

Jacility Ay E—UNRBRTOMEE (SNMP, SYS 2 Y) TF, #AR— b ENDIHEO—FIZOVTIE,
# 30-4 (P30-14) 2L T EE,

severity AvE—VOEKEEZRTO0~TO1HOa— T, BREOFEMOVTIE, # 30-3
(P.30-10) &L TLESW,

MNEMONIC Ave—VEBIORTTIAN AN I TT,

description LAR—FINTNEAXRY NOFEMERTTHFA N A MY 7 TT,

WIZ, AL v F VAT A Avb—VD—¥ErLET,

00:00:46: SLINK-3-UPDOWN: Interface Port-channell, changed state to up

00:00:47: S$SLINK-3-UPDOWN: Interface GigabitEthernet(0/1, changed state to up

00:00:47: $LINK-3-UPDOWN: Interface GigabitEthernet0/2, changed state to up

00:00:48: SLINEPROTO-5-UPDOWN: Line protocol on Interface Vlanl, changed state to down
00:00:48: $LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/1, changed
state to down 2

*Mar 1 18:46:11: %SYS-5-CONFIG I: Configured from console by vty2 (10.34.195.36)
18:47:02: %$SYS-5-CONFIG I: Configured from console by vty2 (10.34.195.36)

*Mar 1 18:48:50.483 UTC: %SYS-5-CONFIG I: Configured from console by vty2 (10.34.195.36)

VRATL AytE—0 OXITDTIHIL FEEE

# 30-2 SRTL AyE—S AXVITDT I AL MRE

HERE T4 LERE

I ANDYVAT A A= axX s A X =T,

a v — VDOEKE debugging (& X OEAEAIZ L VKW L~L,
# 30-3 (P.30-10) =&H8)

07 7y A VETE T 7 AN DIRERL

B Ny Ty AR 4096 /3 A b

o 7 @R A X 1 AvE—2

BA D ABZLT F4E—=T
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Ayt —

A7y71
ATy72
7973
27974

ATv75

T oXyJUnME

£ 30-2 VRTL AyE—2 OXTOTIHILMEE #EF)

HEE T4 MEE

EEER=E TA4E—=T N

o X7 P Fak—TN

Syslog " —/XD IP 7 KL & KRR E

RELETE R T — Fae—T N

H— B RE Local7 (& 30-4 (P.30-14) %)

P — RO EKE informational (3 X OHUEMIZ X 0 KV L~UL,
# 30-3 (P.30-10) &)

oaxoinorT«t—IILiE

A= aX o NEIT 7N N TA R —TNVICRESNTWET, o Y — LU WNFNID5E
TN A =V B EETIHAIE, AveE—2 aX o 02 A X—TNVITEHEIVERHY T, Ay
=2 uX NS F—TNDOEE, vl Ayt —JFuX S Fu R R EENET, uX oS
Fov Az, Avb—UFERITE TR 2 LR LA W CEEEITICIR LT,

Avt—y aX T ET =T NITDHI2IE, FiHE EXEC E— R TROFIEEZFEITLEST, ZOF
EIFAEE T,

avroFk =)

configure terminal sa—sarZ 4 Xal—var T—NERBLET,

no logging console AvE—=U X rET 4 E—T NI LET,

end ¥i#E EXEC T— FIZRY £,

show running-config REZMRLET,

Eelle

show logging

copy running-config startup-config UEE) v 74 FXal—2ay ZJ7 A NMVICREXZRTFELET,

nX 7 T RAET 4 —TNITDE, AvE—URar Y= IEEAENDETT o AT
BT 2 FAE T DM ERH D720, A A v T OULBRE R 1&??5 &Z))Z%V)iﬂ‘ n¥r 7 7n
CART 4B —TNOEE, A vE—VIFAEREKT I EEITa~y FHCEVIATLIET) 2
V= VZRRENET,

logging synchronous 70— VL a7 4 Xalb—vary av s Ry, aryy—r~DrytE—UK
RICEELET, Zoavwr REARX—TNMIT5 L, Return 2SR UEA vE—URERIN
FHA, FEICONWTIE, T2 XAy —YoRBE] (P30-6) #BZBL TSN,

AvE—Y BXL T ET 4 ¥ =T M LERICETOA 2 —7 AT 512, logging on 7 0 —/3L =
V74X alb—vary avr REFERALET,
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YRFL Ayb— nxvdone B

A E—URREBET /N ADEKTE

AvtE— B X TN RZ—TNVOEE, 2 — AT TRIUGEEOEFTICH A vE— V5 EET
EFET, Avb—VOZELFHERET S, B EXEC E— N TRkOa~v> Fad 1 > 721365
FERLEY, ZoOFIEIEETT,

avwyv R

E[:y

A7971  configure terminal

Ja—n) ar7 4 X¥al—ay B— REBBELET,

A7972 logging buffered [size]

AL F ORIy T 7 ~DA vy =V LES, HETE HHMH
13 4096 ~ 2147483647 /N4 FTT, T 74/ bDNAY T 7 A XL
4096 /A KT,

Ay FIEERFELET DL, 77 v va AR VIRFSATHRNE
JTIERbNET, AT v 74 2SR TIES 0,

GE) No 77 PARXERZITEDLMICHRELRNTLLEI VN, o
ERIHEHTOIAETYDRRETHIERHVET, A v T EOD
ex7utyt AEY ZERKRT HITIE. show memory Fri#
EXEC a~> R LET, 2L, RINAEIIMEHTE
DEKMETHHIZO, Ny 77 A X% ZOEIZHEE L2 T
<TE&EW,

27973  logging host

UNIX Syslog #H—/ N RRA MZA v E—V ALK LET,

host \Z1%, Syslog ¥ —NE L THMAT 2R A FOATTEZIZIP T R
AEFRELET,

s Avt—VE%ZET D Syslog F—"D Y A NEERT DL, Z
Davy REEHEIADLET,

Syslog ¥ — DO E FNEIZ DWW TIE, TUNIX Syslog —/ SO E |
(P.30-12) &ML TLIEIW,

A7974  logging file flash:filename
[max-file-size [min-file-size]]
[severity-level-number | type]

7T va AEIVNDT s ANMIRT AyE—VERRIELET,
o filename \ZiX, v A=V DT A NGBEATILET,

o (EE) max-file-size \Z1X, 07 77 A NVDOERY A XEH{ELE
T, FRETZ 2#iAIE 4096 ~ 2147483647 T4 7 7 4+ /L i 4096
NA FTT,

o (TE) minfile-size \Z1%, v 7 77 A NDE/NY A XEHELE
T, FEE TX HHFHIT 1024 ~ 2147483647 T3 7 7 4 /L b i 2048
R

o (fEE) severity-level-number | type \Z1%, R¥X v 7 OBEKEE I
aX s AT EBELET, BEREICEETEZ26MIZ0~T7T
T B¥ T ZAT F—U— FO—FIZHO>NTIE, £ 30-3
(P.30-10) 2L CTLKEIV, TT7ANVITIE, TV T Ry
=V, BEOHEMIZEVBENL VDR vy =0l 774
JNZEESINET,

A7975 end

¥itE EXEC £E— RIZE D £9°,

A7976 terminal monitor

BAEOE Yy g vrHiz, av Y —VUANDWERIZA v E—% L
‘é_o

WRNRTA—HF a7 4 Xal—ay avwy NFe—bLIcHES
N, By a O TRIZEDNCRDVET, T3y 7 Avb—U%FR
TAHEESIT, By arlllitioAT v PEETTAHALERHY F1,
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o>k B
A7977 show running-config BEEHIRLET,

A7978 copy running-config startup-config EE) v 74 FXalb—vay 774 VICREEZHREFELET,

logging buffered 70—/ 3L 2> 7 4 Fal—v gy avr FEETTLHE, B A vE—URHHE
Ny Z7ilabt—ashET, BRAY 77RO T, Ny T77B0noEWIRD &, WAy — UM
LWAyE—UTEEBZONET, Ny 7 7ICEEHmMI NI A vy E—VEEKRT 5T, show logging
B EXEC a~r FEMEHALET, Ny 77NORBHTWA Yy E—UREIICRTTEINET, Ny
77 ONEE27 VT T 5I21E, clear logging ###% EXEC =~ > F&HHA L £,

FEE D PoE 1Tk L7z A — b T Power over Ethernet (PoE) 4 x> houa¥r /%A x—7 LIl
DT 4 E—7MIC L7V T 5I2IL, logging event power-inline-status 1 > % —7 = A 27 4 ¥ =a
L—Yyay avwry ReERALET, 26O FR—bh~0uXo 7, 5740 T, X—T7 LT,

ALY = ~OUX T BT =T T HIZIE, no logging console 7 v — 3L 2T ¢ ¥ o b —
varvavwry REFRLES, 77 A ~ORF U T ET 4 B—T7ICT HITIE. no logging file
[severity-level-number | type] 77—/ 3L a7 4 Falb—vay avy FEERLET,

Oy Avyte—o0NRAEE

REED 2y Y —)b AR — MEFEE 72X REIRR ISR LT, FEREEFER A v & — % LU debug $5#E
EXEC o~ FOH N EEEFERT A AOHNBL T o T N EeRIFASELZENTEET, &
KREZSCTHRIUCHNEND A v —PDE A TEEETEET, /2, WROHERBPRA v —
DHIBRSNDETRIFLTRBI Ay 7 7 ORKEERETHZEHTEET,

FEEEHRA vE—TVBLWdebug a2~ > FRHOORa X RS 2—T VOHE, EIEHERT A
A AR T Y — VZFRE LA S %I, FEEEFERT ASA A0 D OH TN KR E 72 EHI
SINnFET, FEEEFHRA v E—VBIOdebug 2~ > KON, =—VFADATa 7 FREIR
TR, 3y —CEREINET, LER-o T, EEFEHERA -8B LU debug 2~ KO
INE, EEFERT AL AHIBLOT v T MZEIVIAEND Z L i3H Y FHA, FFEEEFEHRA v E—
UIRERENTZRIC, aryY—NiFa—Y Fur S EEERLET,
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Fle % 7 2RET 2121, F## EXEC £E— FTROFIEEZFATLET, ZOFIHIIMEETT,

avwy kR B
A7971  configure terminal Ja—R) a7 4 Xal—yay ET— NEBBLET,
A7972 line [console | vty] line-number Ave—VORMARX L T E2ITO LI, BERELET,

[ending-line-number] o XA vFDary—) R R— bz LTHTONDREICIE,

console ¥ — VU — N&EZfEHALET,

e [Ain X7 %A F—TNCTT D vty ERERTET 5121
line vty line-number =~ > RafH L ET, Telnet &> a3
ENL TN AR EICIE, vty B E2HEH L E T, BRES

WCHETE 2#iHIX 0~ 15 T,

16 A0 viy BEROBE 2T =T —EIEET 510013, KO L HICA
jjl_/ij‘o

line vty 0 15

Fio, BUEOERICHER IR TWD 1 D0 vty [EIFROFE E%Wﬁf
HoLbTEET, AR vy 2 OREEEFETSIC
KDOEIICATLET,

line vty 2

ZDawr REANTHE, 4 a7 Falb—Tay E—
iz v £147,

27973  logging synchronous [level [severity-level | | 2 v — Y DRMa XL 7 E A4 F—T M LET,

all] | limit number-of-buffers] o ({EE) level severity-level IZ1Z, A v —YDEREZET L
F9, ARKERZOMELETHD A vE—1F, FERBICHS
SNFET, ERNIWVFERRETIREL, BERAREWIZLEE
REZNSLKRVES, 7740 8T 2TT,

o (LE) levelall ZIFET 2 &, EREICEFERL, 7XTO
Ay —URERMICE N INET,

o ({EE) limit number-of-buffers (2%, F=2—A 7 INDHER
DRy 77 HERELET, ZNEHEZZH LA -V
BEFEINE T, FBETE HHPHIL 0 ~ 2147483647 T, T
7 4V hiE 20 TT,

ATy74  end HHE EXEC — FICE Y £,
7975 show running-config REETERLET,
A7976 copy running-config startup-config (EE) 2o 74 FXal—vay 77 A NVICERERRTELET,

FEREEFERA v =V BLOT Ny ZFHNORMET £ —7 1127 51214, no logging synchronous
[level severity-level | all] [limit number-of-buffers] 74 v 27 4 ¥ alb—ay avwy FaffiHL
7.
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AT Avt—PDRALREZTDAR—TEEEKUT 1 E—TILE

FIFNLIRITIE, B AvB—JIZFE AL AFUCTFRERENEY A,

0y A= DEA L AL T A F—TNMIT DT, ¥t EXEC T— FTROFIEEZEITLE
T, ZOFRFEETT,

= S B
A79y71  configure terminal sa—sy a7 4 F¥alb—va s E— RelBLET,
27972 service timestamps log uptime 0T DEALNARE T A F—T VI LET,
EJ/ B RHIDA~Y REFE[TTLERn T Ayt —VDF AN A
service timestamps log datetime [msec] [localtime] - 70753: A /:r\ —TMALTRY | VAT N RS LT e Ot
RFfI RN SILE T,

[show-timezone]
2F/DDOav FEEITTLE, B AvE—VDX A A
AP TNA X =T N ET, BIRLIZAT Va3 1
JEUT, B—H)L AL — UL U B, R

RV, BA L= BELAA L RAZ LT L LTERT

TET,

27973 end Rt EXEC £— FIZRY £,

A7974  show running-config REAERLET,

27975 copy running-config startup-config UEE) 274 Falb—rvaly 77 A NVICREEZHRFLE
iR

TRy T Ay—=2bual Avg—VOMFOEA L AZ L TET 4 2—TWIZT HIZIE. no
service timestamps 70—/ 3L 27 4 X2 L —T gy avr NEFERHLET,

KIZ, service timestamps log datetime 7' 72—/ )L 2> 7 4 Xa b —vay avwy Ref x—T7LC
L7eaon VRO —fErLET,

*Mar 1 18:46:11: %SYS-5-CONFIG I: Configured from console by vty2 (10.34.195.36)
KIZ, service timestamps log uptime 72— 3L 27 4 Falb—v g avy REAf RX—7/LICL
reHaon VR RO—HERLET,

00:00:46: SLINK-3-UPDOWN: Interface Port-channell, changed state to up

AT Avt—PDI—7 Vo RBEDAR—TIEELUVT s 2—TILiE

BHOO T AvE—OFA L AR TRRICICRAZZENHATD, 1 DDA v — % FREICE
BITEHEIIC, Ave—VICy— Y ABHERRCTEES, 7740 T, B A yE—Yi
V=l VAR FIIRREINET A,

0y Av—VD— U AFTEA X =TT BT, 5 EXEC T— RCTROFIEEZFEITLE
9, ZOFEIIEETT,

=1 B
27971  configure terminal sa—n)ar 4 Xal—vary E—FEBBLET,
A7972 service sequence-numbers V= U AF T EAR—TNVIZLET,
27973  end FrHe EXEC £— RICREY £7,
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27974
A7y75

YRFL Ayb— nxvdone B

avw> kR B#

show running-config WEEMWRLET,

copy running-config startup-config (EE) arv74Xal—ay 774 NMVMIEREXIRIFEL
9,

V=l VAR T ET 4 —7 T HIZIE, no service sequence-numbers 72— /3L 2T F o
L—vay avwr REEALET,

WIZ, V=TV AFGEA X =T NI LEEGEORF v JR RO —HERLET,
000019: %SYS-5-CONFIG I: Configured from console by vty2 (10.34.195.36)

Ayt —CEREDES

BINLTET NS RAZEREIND A v =V %GIRTHI2E, AveE—VOEREZRELET

(3 30-32M),

A=V OEREZERT DL, HE EXEC E— FTROFIEAZFEITLEST, ZOFIEIIEET
7,

avwvFr B
A7971  configure terminal Jua—nNL ar7 4 ¥al—ay T— REBEBELET,
A7972 logging console level Y= VTR END A v =V EHIR L ET,
TIANET, ary—=V@3T Ay 7 Ayt—v BLOHEMNIC L
DIRNL LD R =T %%ZELET (F 30-3 (P30-10) &),
27973 logging monitor level SARRFRICFEESE SN A v E—VEHIR L £,
T 74N RNT, WRIET ANy 7 A v—T BLOEMEMIZ LD KN
LARLVDAyE—UEZELET (F 30-3 (P30-10) 25,
27974 logging trap level Syslog r— NIZFEEREND A v E—VEHIR L ET,
77 4V h T, Syslog »— NHEMA v E—Y, BLOEMEMIZLY
BN~ D Ry =T %ZFELET (F 30-3 (P30-10) &),
Syslog % — D% E FMAIZ SV TiL, [UNIX Syslog ¥ —/ D% E |
(P.30-12) Z#ZBL T EEW,
27975 end ¥ EXEC E— RIZREY £,
A7976 show running-config AR LET,
EelEe
show logging
A7977 copy running-config startup-config (FE) avr74F¥al—vary 77 A NVICEREEZRELET,
>
GE)  level ZIFETDHE, ZOL VDR v —Y BRUOBIEMICE VRN LNALD X v — W55k

KRENET,

| oL-26641-01-J
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A= A~NDRF T ET 42— T HITIE, no logging console 7 72— N)L 22T 4 ¥ o L —
vary avy REEALETS, ar Y —AUAOESER~ORX U 7 E2T 4 8—T /2T 521X, no
logging monitor 70—/ )L 27 4 Fab— g avr FE@HALET, Syslog —~Du ¥
VT 4 =TT BHITIE, nologging trap o — )L 2T 4 X ab— gy awr RElH
LET,

# 30-3 1T level ¥— VU —FRZRLET, £/, 57T 5 UNIX Syslog £ a4, EREOKR S WD D
MBJEICR LET,

# 30-3 Avt—T AXUY level ¥—7—

level ¥—7—F LARL B Syslog &%
emergencies 0 AT AIRLEETE LOG_EMERG
alerts 1 B BER LB 23 4 B8 LOG_ALERT
critical 2 VAR Y %ISIN - LOG CRIT
errors 3 = —JfRHE LOG_ERR
warnings 4 L e N E LOG_WARNING
notifications 5 EFEENEREE TS HR0E LOG NOTICE
informational 6 [ERA v =720 LOG_INFO
debugging 7 TR T Ay—y LOG_DEBUG

V7 U =TIE, TSN O 40D T A DA =V EERLET,

. P =T EEAN— FY =7 OBREEICET 527 — A v k— : warnings ~ emergencies
ODEjU“'Ci'%/Téﬂiﬂ”o IDHAT DAy =V, A v TFOERBICEERNHLDLZ L ERLE
T, ZOMIMELSLOEEFIEIZOWTIE, 2OV Y —RICKHIETIVAT A Av®—2 A KR
EHERL TSN,

e debug =~ ROH ) : debugging DERE TR IREINET, BFE. 73y a~v NiE
Technical Assistance Center (TAC) TOIFEHA I E T,

o AUH =T 2 A ADT v FERIFIE T FToVvar AvE—VBIVVAT AFEEIA v
+— / notifications DENRE TR RENET, ZORXA v E—VFHRIBERTHD ., 2L vFD
REBICIT BN DH Y TR A,

BET—JILELY SNMP [2EE SN S Syslog A v tE— U DOHIRE

snmp-server enable trap 7 2 —/ 3L 2> 7 4 ¥ a2 b —v 3 avr REHH LT, SNMP Network

Management Station (NMS Fv NT—=JEBRAT—va) ICKEESND K HIZ Syslog A v E—Y
NI Y TPA X =T MTRESN TN DLHEIR. A v TFORET =T VITEEB IO SN A Y
t—VOBEBKEZERERTEET, £ BET—TLICENENDIA v E—VOREEFETLHZELT
SR

SNMP b 7 v ZI356 I ~DBEIMEIES LTV RN 2D, A v —VIIRBRIET — 7 VIS E T,
T 7 4V hTIiL, Syslog b7 v 7 WA X—=T N ThRWEES, BERED warnings DX v —Y BX
OHEEIC E VIRV A v E—2 (3R 30-3 (P30-10) #ZM) 2, BET—7 I 1 SIS ET,
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YRFL Ayb— nxvdone B

EREBLOBRET —7 1V A XOFT 7 4V MEEERET 521X, F7#E EXEC E— R TROFIEE 5=
TLET, ZOFIRIFEETT,

avwyFk B&

A7971  configure terminal sa—n)arz 4 Xal—vay w— FElBLET,

27972 logging history level' JBIEZ 7 A T E ., SNMP #— Z3%(E S5 Syslog 4 v —
DT T AN FOERELZERELET,
level ¥—U— KDY A MZOWTIE, F 30-3 (P30-10) #BWLTL 7
S,
7 7 4/ h TiL, warnings, errors, critical, alerts, IO
emergencies O A vt —UNEEEINET,

A7973  logging history size number JBRET — 7 NAHEHNITE D Syslog A vE—VUHERELET,
T7HNVETIEL DDA v E—URRMHENE T IBETE 28X 0 ~
500 T3,

27974 end FrtE EXEC £— FIZR D 7,

A7975 show running-config LEAERLET,

A7976 copy running-config startup-config | ({L%) =L 74X al—Sar T A NMCRERREFELET,

1. # 30-31iZ

. level ¥ —U— %kJ:U\E)\VZET LEd, SNMP 2 L TV o HAIE. EREDMEDN 1 ETHAET, 2L 23,

emergenczev £ 0 TiEAe< 11T, critical 1X2 TiX73< 312220 £7,

BRET —7 A0 X 0054 (logging history size 70—/ 27 4 Fal—y 3y avw KT
BELERKA v E—Y = VBB ENTVEEE) I, FiLnAyE—Y 2 MY 2T
D&, by YR T =T AnbHIBRISET,

Syslog A v =Y Ou*¥ o 7 %T 740 FOEKREICETIZIE, no logging history 7 m— 3L 2

Ta4F¥alb—varyavwryFeHLES, BET—7AHNOA v —V8%ET 7 40 MEIZRETIC

i%. no logging history size 7 o —/ )L 27 4 Fal—v a3y a<wr REHRALET,

BREZEEOH—DA r—TILIE

avw RIA v A F—TxA4 A (CLD) TIToiRELEE N T v XV VT AR ER T —% A
X =TT H T N TEET, logging enable FFELAEr /— a7 4 Falb—rvay avy Kz
ANTHE, BELABHIZANESN-Ey gy, a—FBLOavy R JIciigan:d, ®E
a7 0% A XF1~1000 = hOMTHETDHZENTEET (F 74/ ML 100), no logging
enable =~ > KD#IZ logging enable =~ > K2 AL TrX¥ o 7427 4 E—T7 ML THUA 13—
TMNZTHIET, WOTHLRITEIT VT THIENTEET,

show archive log config {all | number [end-number] | user username [session number| number
[end-number] | statistics} [provisioning] ###% EXEC =2~ > F&#H L C, & En /&R EidfEe L
TR TGA—Fou s 2R RLET,

FT7HIN N TREDX L NEIT 4 =TIl > TWET,

av ROFEMZDOWTIE, RO URL I2H 5 [Cisco I0S Configuration Fundamentals and Network

Management Command Reference, Release 12.3 T] LML TL7ZE 0,
http://www.cisco.com/en/US/docs/ios/12_3/configfun/command/reference/cfr 1g04.html
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FIE SRATLAytE—Y AXUIBLUVRT—F AFXVTORE |

W 274 2v&—3 OXTORE
REDX T A X —TNVICT DX, ¥ EXEC E— R TROFIEEFEITLE T,
avyk B

A7971  configure terminal sa—n)ar7 4 Xal—var E— FERBLET,

27972 archive T—HAT a7 4 X¥al—ay T— REEBLET,

A7973  log config BELEFH— a7 4 Fal—var ET— REBKBLET,

A7y74  logging enable BRELT XL V%A F—T M LET,

A7y75 logging size entries () #En 7 CRET = MY KERELET, FHETE 5
i1~ 1000 T¥, 774/ X100 TT,
GE) BEvI/DB0oldWichsd, Hiflor NI BALENET-W

WEbivwe Z = MU REHIBRERET,
A7976 end ¥ EXEC £— FIZRY £7°,
A7977 show archive log config REQ T FRTHILET MU ZHERLET,

UNIX Syslog H#—/\®

WIC, REEF T —%A X =7 M LT, rnZ70Ox bV EE 500 ICRETHH 2R LET,

Switch (config)# archive
Switch (config-archive)# log config

Switch (config-archive-

(
(
Switch (config-archive-
(
Switch (config-archive-

log-cfg) # logging enable
log-cfg)# logging size 500
log-cfg) # end

RER 7 OHNBNTIRO LY TT,

Switch# show archive log config all

idx sess
38 11 unknown
39 12 unknown
40 12 unknown
radius
41 13 unknown
42 14
43 14
44 14
45 16
46 16
47 16

AR IE

user@line Logged command

user@vty3 Ino aaa authorization config-commands

user@vty3 |Ino aaa authorization network default group radius
user@vty3 Ino aaa accounting dotlx default start-stop group
user@vty3 |no aaa accounting system default

temi@vty4 |interface GigabitEthernet4/0/1

temi@vty4 | switchport mode trunk

temi@vty4 | exit

temi@vty5 |interface FastEthernet5/0/1

temi@vty5 | switchport mode trunk

temi@vty5 | exit

WIZ, UNIX =30 Syslog 7—F v ##HE L. UNIX A7 L a0 X 7¥iEx EXRT 25 FIEICOW

THMALET,
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yt—L OFITBEIVRAT— F OX VT DBRE

YRFL Ayb— nxvdone B

UNIX Syslog T—E > A~ADRY A vt&—

GE)

2AFvF 1

A7y 2

AT h m A y¥—U% UNIX Syslog ¥ — M2k ET 2812, UNIX #— 31T Syslog 7 —F &
ERETLLENRHY £4, ZOFIRTMEETT,

root LTI AL, WDAT v T HEITLET,

&Hi/N— 3 D UNIX Syslog 7—E L OHIZIZ, T 74/ TRy hT =2 MbH D Syslog 737 > K
EZTANZNLORHY ET, ZOXIRVAT LAOHFEIZ, Syslog A vE—YDUE—F aXr
ThAX—TMZT BHIZIL, Syslog 2~ R T4 NZBMEZITHIRTA2LERS LA TV a vk,
UNIX @ man syslogd =~ > RZ#H L CTHBIL T,

fetc/syslog.conf 7 7 A /WIZIRD X 9 7247 % 1 4TIBM L £,
local7.debug /usr/adm/logs/CiSCCllOg

local7 ¥— 7 — Ri%, AT 7L E L ET, HEOHEMICI OV TIE, £ 30-4
(P.30-14) 2L T 7Z &, debug ¥—7— RiL, Syslog DEKRKEZEE L ET, EREDOTEM
IZOWTIE, 3 30-3 (P.30-10) 2B LT 7ZEW, Syslog 7 —F > id, 2B LOEKREDLE
2. RO7 4=V RTHESNTZ 7 7 ANVIIA vy E—VEFELET, TO7 7 A 0%, Syslog 7—
FUICEZRBMERD D DEEFT 7 A M TRITITRY £HA,

UNIX v =/ a7 MIROa~y REAH LT, vd 77 A4 VEEMRLET,

$ touch /var/log/cisco.log
$ chmod 666 /var/log/cisco.log

Syslog 7 —FICH LR EE R ST £,

$ kill -HUP ‘cat /etc/syslog.pid’

POV TR, DA ® UNIX v A7 A0 man syslog.conf 35 10" man syslogd =~ > REZSH L
TLIEEW,

UNIX X T4 XD T HEEDRSE

VAT A BT R y— DEIT AL RICEET D HAIL. A v — % UNIX Syslog HEfEN & 415
ENEAvE—VLLTHEETDSLIC /XTA%ﬁET%if

UNIX VAT LEHEA v — v X0 7 2R ET DL, 5 EXEC E— R TROFIEEZFEITLET,
ZOFIEIXEE T,

avwy R

E]:5)

A79y71  configure terminal Fra—s ar 7 4 ¥al—ar B— REEBLES,

A7972  logging host

IP 7 RL 2% AJJL T, UNIX Syslog #—/3 8 2 MZ A v E— U & 508k
LET,

07 AytE—T%%(ET D Syslog h— "D VU A RN EAEKT HIZIE, 20
a~ s FEBEBEEANLET,
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WM zxv—roXosonE

A7973

AT974

ATv75
ATy7 6
AT971

AY—hk OXI5D

avwyFk

B

logging trap level

Syslog r— NIZFEEREND A v E—VEHIR L ET,

T 7 4V hTiX, Syslog — NIl A v E—VBXOZENRLY FTOL
NNAVDA =T EZELET, level ¥— T — RIZOWTIE, # 30-3
(P.30-10) ZZMLTLEEV,

logging facility facility-type

Syslog #REZ# R E L £ 3, facility-type ¥—7 — RIZ 2\ CiL, £ 30-4
(P.30-14) zZML TS 7ESVY,

7 7 # v M local7 T,

end

¥ EXEC £— RIZRED £,

show running-config

ROE A TR L% T

copy running-config startup-config

B8 av 74 X¥al—ay 77 A NVIIREEZRIELET,

Syslog — "% HIERT 51Z1%, no logging host 7 m—/ )L a7 4 F¥Falb—vary avy REFRAL
T, Syslog =D IP 7 FLAZIEELE T, Syslog h—~OaX o 7%7 4 —7NICTHIC
I%. nologging trap 70—/ L a7 4 Fal—var avr REALLET,

# 30-412, Y7 by =T THFE— IR TS UNIX & 27 LHERE

RLUET, ZhbOBEREDTEM

IZOWTIE, ZHEHADO UNIX AR —T7 4 7 VAT LADBE~=a2 7 VEBRRL T EI,

& 30-4 AX >4 facility-type ¥—7—F
facility-type ¥—7—F B

auth TR AT A
cron cron T AE

daemon VAT A T —F
kern T —x v

local0 ~ local7

n—HWVICERZRINT-A v =T

Ipr FAY TV H AT A

mail R—)L VAT N

news USENET == — A

sys9 ~ sys14 AT LT

syslog SAFLH B

user 2—H FukR

uucp UNIX 705 UNIX ~Oa v — X7 A

AR TE

Aw—hBXU7E, HONPLDERESNTWDL NIV —F i —FIcLoTHRESNZ NI H—
WZHEDSWTATry h 7 —%RViAHR, T AR—bTDHAD=ALZ8MLET, Cisco I0S
Release 12.2(58)SE LIED A A v FTiL, IROA XY MIKLTAY—h BX U IR R—FINT

WET,

e DHCP AX—Vt 7&K
o XA FIv T ARP A VAT ¥ g ViEK
e IPY—AN—KFRTHEEINTZ T T 47
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ze—t ox¥vyome W
o ACL THWELIFEGINTZ T T4 v 7
Av—haX o7 EHERT LI, Av— b aX T X =TT HBRTHEET 5 NetFlow =7
AR—F EHIZRE L TBL LENH Y £9°, Cisco Flexible NetFlow D% E HIEIZ >\ T, [Cisco
10S Flexible NetFlow Configuration Guide, Release 12.4T) #ZH L T £\,
http://www.cisco.com.do/en/US/docs/ios/fnetflow/configuration/guide/12_4t/fnf 12 4t book.html
A~v—h BF UL RES LA XY MIK LT NetFlow /37w b 2MERL S Hu, SMEBO
NetFlow [WAESREICZ DT v FBARFESNES, Av—bF vX¥ 7 Av 23, f@ksnic sy
FOBERLET, AA v F L NetFlow NWEIEEDOH Ty b3 1 o FryZankidnid,
OFIE, WEEBIZEGFEI Ny O ERTIZRY £7,
Av—baXoTE AL v F LTI a ="M A RXR=T NV LET, D%, Av—h B¥ 73
LIEBIDOA Ry M EFETEET,

AR—bk OFTDAR—TIE

A= BX T & 0= R=T VT HITIE, K EXEC £E— FTIROFIHZETLET,
avwyF B
27971  configure terminal Jra—r)L ary7 4 F¥alb—ygy EB— ReBEBLET,

A797 2
A7973

ATy7 4

ATy75
AT976
ATyF T

DHCP R X—EVJERDAIT—F AFX T DA *—

ATy71
AT972

ATv73

logging smartlog

Aw— |k BEL IR A AT LET,

logging smartlog exporter
exporter_name

Aw—h vl =7 AR—%%FHELE7, Flexible NetFlow CLI % {# f
L <. &)E#L?f)lﬁx‘l‘ AHERELTBILERHVEST, =7 &
RS ENTFELREVGE, =7 — A v —URERINET, T 74
JU b TlX, AA v FMN 603F/J" T — 2 B IEEEICEE LET,

logging packet capture size
packet _size

(EE) Z7 AR—FICEEINEZ Ty POV A XEFRELET, BE
TX Z2#iPHIX 64 ~ 1024 XA (4 834 NEAL) T, T 741 bOY
£ K% 64 /51 FTT

GE) Ny b X TF v YA REHEOT L,
u— L a— FERED LET,

1”7y bl oz

end

b EXEC — NIZEDY $£7°,

show logging smartlog

REZMRLET,

copy running-config startup-config

EE) v 74FXal—ay 77 A NMVICERERRELET,

JILiE

DHCP AX—E 7%, FEHTERWAR— FT%fE L7 DHCP "7 v F&RITZELTHRAEL,

Ty bEEEEERIIRNr Yy LET, Fry 7 Enz37 v hOWAE % NetFlow [ 3 #E
DHCP AX—VE vV A~v— bk BX U T h A RX—T7NWIZT&ET, DHCP AX—E 7 A~v—
TN T BT, ¥ EXEC E— FTROFIEEZ FITFLET,

7201,
heXo T E A R—

WZIEET 5

avy kR

E[:5)

configure terminal

Ja— ) ar 7 4X¥alb—y gy ET— NEBEBLET,

ip dhcp snooping vlan vian-range
smartlog

DHCP AX—¥ v 7 A~v—hk u¥o 7% A4 %x—7/Z4 2 VLANID £
721X VLAN &l ZfE L £7,

end

He#E EXEC B— NIZEDY £7°,
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FIE SRTLAYE—Y AXVITBLUVRT—F AXLJTORE |

WM zxv—roXosonE

avw Uk B
A7974  show ip dhcp snooping BREZEMR L LT,
A7975 copy running-config startup-config UEE) 274 Falb—vary J7ANVICEREERGTLET,

4+ ARPA VARG I UEBRDAT— AXTDA —T
JULE

HAF w7 ARP A VAT v a v id, BETE VWA — b ED ARP X7y hERITZEL, 1
HEBETOIANIRIEL £7, ZOWEEIX, ARP X7 v FB3XRTH D Z & LISMT DHCP A X—E v
JERUTY, 4+ I v 7 ARP A VAT v a v aX 7%, ip arp inspection log-buffer 7' 1 —
SNV arZ4Falb—rvary av U REFEALTRETEET, 774/ Tk, Fayrahi7
RTONRT Yy MR INET, SHIZ, BX TGRS TVWARU ATy MIAY—h ¥
THMATLIEIICAAL v FEZHREL T, TNHDOR7 v hONE%E NetFlow [UEMEEIZEET D 2
LB TEET,

HAFIvZ ARPA VARV ay A<w—h X T E A4 F—T NI T AI121%. i EXEC £— F
TIROFNEEFITLET,

avwvF B

A79y71  configure terminal Ja—s ) ar7 4 Xalb—vary T—FEBLET,

A7972 ip arp inspection smartlog HERXE L I HEBERATNETRTONY Y b (5740 M+ T
DRuy T Ny ) BAV—F B ZTOMETHEHDLZEEREL
jz ‘j_o

27973 end e EXEC E— NIZED £7,

A7974 show ip arp inspection WEXMRLET,

A7975 copy running-config startup-config LB av74FXalb—ay Z77ANVICHREEZHRIFELET,

IPY—X H—FKERDAT—F OX5 DA 2—TILE

IP V—A H—KiZx. DHCP AX—bE 7 \CB#E L7zt x 2V T 1 HFETY, IP V—RA H— &AL
T, b7 74 v 7% IPEETLT FLAEZIIMAC 7 FLAIZESWC T4 Z ) 7 TExFET, §5
EINZT RUARL DHCP AX—E VLo THEEEINTZT RVAUANDEEILT KL RAEFFD IP
Ny MITRTHESRSNET, IPV—RA F—FRRAv—haX o 7% 3x—7 LT, EEENT-
2y DN % NetFlow ISR IZRE T £1,

IPY—AH—=F ZAv—F X 7% 3—7 2T 5HI121%, $5# EXEC T— R TR OFIEEZ E

F7
avwyk B
A7971  configure terminal sra—N) ar7 4 Xal—vary ®— FEBHBLET,
27972 interface interface-id UV AT 2 A ABEEL. AV A —T 2 A A AT 4 Fal— g
— FZBALET,
Z7y73 ip verify source smartlog IPY—=ZAH=FRIZEoTHEGEINDTRXTONRT Y MIHLTIP Y —A
H—RKRA~v—haXo T X—TNMILET,
A7974  end b EXEC T— FICRD £,
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nxv/gEnks M

avwy kR

B

A7975  show ip verify source RELMBLET, HNE, Av—b rX RO F—T = A

A ETAR—=T NI TNBENE I DPIRENET,

A7976 copy running-config startup-config (FE) av 74 Xal—Yay 77 A NVICEREXIRGFELET,

R— b~ ACL DEEBFEHRAITI L avDRAT—F OXTDA r—T

Uik

AA v FTiEX, A—F ACL, »—% ACL, BLW VLAN ACL ¥ F—h I ET,

o R—FACLIE, LAV 2HR—MIBEHENS IP £/-1% MAC ACL T, A—h ACL Tidex
VFEY R R ENRFEEAN, LAY 2R MIEA SIS IPACL CTliA~—h aX o 7234
R—hrEHET,

e JL—% ACLIZ., VA ¥ 3R—hricwHEh?sd ACL T¢, L—#% ACL Tl X 7034 rR—h &
NETH, Av—hF g X3 R—FEREF A,

e VLAN ACL %£721% VLAN =~ v 7i%, VLAN IC@#EH &5 ACL T%, VLAN v v FTldue ¥
THRETEETN, A~v—F e X U JIRETEEEA,

HAETITHESR ACL R ETH L&, nX o/ ERi3A~— b X /277X JRAMO—HL

LCRETEET, ThICEY, O ACL THAEFRIFESE SN T_XTO T 7 4 v 7R LTl

HENET, e 70X 4 71F, ACLZMT 2R — DX AT IL->TREDVET, Av—LF 1

TNFJEENT ACL Z—% £721% VLAN (IZfHn45 &, ACL IS mEhE248, A~v—F a¥xo

TIIEDCR 0 T A, LAY 2HR—MAIIMENZ ACLICu XU 7 2RETHE, Foax o/

F—U— NITERINET,

ACL OFF A R0l R A2 BT 282, A~— b v /R EA T a vy #BNMLET, Kiz, &5

W7 782 YA NTAS—F BX 0 T2 2=V T 50 % R LET,

Switch (config)# access-list 199 permit ip any any smartlog

WIZ, ARt ET 782 VA RTAS— b aX o T X =TT 202" LET,

Switch (config)# ip access-list extended testl
Switch (config-ext-nacl)# deny ip host 10.1.1.3 any smartlog

OX > JEREDRT

aX U IHREBIOR YT Ny Ty ODNFEFRFT HI21E. show logging FitE EXEC =~ > REEHA L
FT, ZORBICRFIIND T 4 —/L FOFEMIZOWTIL, Cisco.com 125 2 [Cisco I0S
Configuration Fundamentals Command Reference, Release 12.4] #ZR L T &0,

Av—h BX U UERER AT HITIE, show logging smartlog =~ FEZHLET, Zoavr R
DFFANCHONTIE, 2OV IV —=RZHIETHa~vr F V77 L A2 RLTIESN,
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