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Switch (config)# access-list 102 permit tcp any host 10.1.1.1 eq smtp

Switch (config access-list 102 deny tcp any host 10.1.1.2 eq telnet

( )
( ) #
Switch (config)# access-list 102 permit tcp any host 10.1.1.2
Switch (config)# access-list 102 deny tcp any any
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B, RNy N THIFE LR L L ICRINOT T 7 A s3I ACE (permit) &
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FxzvZ L TWEED, D T7F7 7 A b T_RT45HD ACE & —F L £,
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ZA4F v 7 ACL %Br<)
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o 1% [Pv4 ACL 3 X UL IPv4 ACL OfERk) (P.33-7)

o iR [REIR~D IPv4 ACL O] (P.33-21)

o (AU H—T A ZA~DIPv4 ACL | (P.33-21)

e IN—FRU=T7BIWY 7 hv=TI2XK5 P ACL O] (P.33-23)
e TACLO NI 7NNy a—F 17 (P33-23)

o [IPv4 ACL O%EHI) (P.33-25)

=% IPv4 ACL & & ULk IPv4 ACL DERX

ZZTHE, IPACLICOWTHEHHILET, ACL 1E, A&l L EREGOIRF T bNEE D TT,

AL T, TR VA MNNOEMLEZ 1 DTOMX, Nry hETAMLET, RN —H L7725

IZE>T, AL v FBRT Y FEZTANDIERT20BRESNET, A v FIF—KT 2R
DEMEN RN STZREE TRy hOT A NEELT L7720, FMEOHFNEELRE®REZHRLET, —
BT DEED20GE, AL v FIIry M EESELET,

ZOVT7 Fu=TlE, IPV4IZOWTIRD ACL (727®A URAR) 2R —FLET,
o fEUEIP 7 /&R URBNTIE, BMABIEIZEELT FLAZFEHLET,
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e TACL®OuX>7) (P33-9)

o [Av—1F u¥r7 (P33-9)

o [FHSHIERE ACL OfFEk) (P.33-10)

o [ SAF&hisE ACL Ok (P.33-11)
o TACL N® ACE O ~#x% | (P.33-16)

o [AHIT R ACL I K U4 AT & $E3E ACL OfER] (P.33-16)

o TACL TOREHEPHOMHEH ] (P.33-18)
o TACL ~®=z x> FoffiN] (P.33-20)

TOEA VA ES

ACL #i#B T A7-DIZHERHT2F 513 fERTAT7 7R VA NDXA THERLET, £ 33-112, 7
TR IVANEFERIETETI7E8A VAN XA THZETF, ZOAAL v TFTHR—FINTWNENE
IMEFRLET, ZTORAL vFiL, IPVAEET 78R YA NBIOIEET 72X YA (1~ 199 %
F V1300 ~ 2699) #HHR—bFLET,

& 33-1 7R YR MES
HiR—krSh

TOERA YR +EBS (447 )
1~99 IP (YT 72 U R K Yes
100 ~ 199 IPHEBET 72 U 2 K Yes
200 ~ 299 Juabhay A4 Fa—RK 7R AL No
300 ~ 399 DECnet 7 72 U 2 |k No
400 ~ 499 XNS (#8777 & 2 U & b No
500 ~ 599 XNS $EET 7 &2 U & b No
600 ~ 699 AppleTalk 7 7R U A |k No
700 ~ 799 48ty P MACT RLA T7Z7&A U R b No
800 ~ 899 IPX HEHET 7 A U A b No
900 ~ 999 IPX §E3ET 72 U 2 k No
1000 ~ 1099 IPXSAP 77 & & U Z b No
1100 ~ 1199 JrE48 Y F MACH~U—7 FL 2 727+t |No

2 U AR
1200 ~ 1299 IPX#~U—F RKLATZEA VR No
1300 ~ 1999 IPHE#eT 72 A U A b (PLAEHIPH) Yes
2000 ~ 2699 IP LT 72 A U A~ (PLAEHLDH) Yes

GE) HEMNETEACL BLUOFESMNEEE ACLICMA, ¥YR—FENDLHFFEEH L CARIT & ELE
ACL 3B L UOA AT 4Rk ACL bAEKTE 9, FE% IP ACL o4 1% 1 ~ 99 T, #L3k IP ACL O4
A% 100 ~ 199 TH, F & U A bORD Y IC4HTMTE ACL 232 Z L12id, = H U Z2E5]
WCHIBRTZ 2 & WO REDRH Y £,

[l Catalyst3560 R4 v F Y7 b7 A4 F¥al—av A4 F
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ACLpAOxy

GE)

IPva ACL oz N

5

BHEIP 77 E8A VA MILo THAERITESR SN Ty MIBET RS 2 y“k—\‘/‘%?\ AA T
DY TR zTIES>THEREINET, 2FV. ACL L —%T 27y bBH-THGET, T8
Ty Mt e lEBMA v E—URar Y — LIk EERET, 2 Y=L %Téhé%/t v
DL~YLiE, Syslog A v E—VEflITLI2rX 7 avy—L a<w FTHEIESNET,

N—=T 4 FEN=F =7 T, X203V 7 by =7 TEITENET, LA ->T, log ¥F—VU—

R&ETeer vl (permit) F713HEE (deny) ACE & —ET 2537 v bIREBFIET D56, Y7 B
VTN R =T ORBEEIBNS ZENRTERWED, —HO Ny MInFrranzn
Bandv £¥,

ACL #EB) LI2RAID /T v MZHOWTIE, B XAy b—URTCICRRSINETN, TRLUED R
Ty MZOWTIE, 5 o MONERHA RS L ThoRTEIrFr ranEkd, ns Ayt—UC
X772 URARES, N7y POFFREIFIEGICET R, X7y FOREFEILIP 7 FLA, B
FOERTD 5 3 BICFFAT £ ITEG SNIR BN DT v MV RIS E T,

AT—h OxXyy

AA v FTAZ— | m«*v“/ﬁ?ﬁ/r;‘r\ TALTHY, X7~F 2X I TRESNTZACL VA ¥ 2 A
VHE—=T A A (AR—bF ACL) | Déf%ﬂfb\é . ACL IZft» THRE E 2T FFr Sz )
7w F DN NetFlow W%*ﬂﬁ bEEINET, Xv—l\ a X7 OFEMZ OV, [A~— |
nX 7 ORE] (P30-14) 2B LTI EEW,
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W 1Pv4 ACL DEEE

BSHRLE ACL DERK
3 A4 X EYE ACL % 1ERT 51C1E, #5## EXEC £— FCROFIAE FATL £ T,

avyFk B
27971  configure terminal Fa—s ary 7 4 F¥al—vay B— REEBLEST,
AT972  access-list access-list-number {deny | permit} |3%£(ZT7 FL R &L T AL R — R&#H L CELE [Pvd 7 27 & %
source [source-wildcard] [log | smartlog] VA NEEZRLET,
access-list-number 1Z1%, 1 ~ 99 F 721 1300 ~ 1999 @ 10 #%k
ERELET,
SN LIESAICT 78 22 ERT 554513 deny, #FA[9

53541 permit %?H;E LET,

source (21X, /N7y FOREETLL 2D Ry NU—27 723K A b
DT RLAZEROEXTHELET,

o Fyw MIx 10#EXRTICLS 32 £y NEOHE,

e source 3 LW source-wildcard @ 0.0.0.0 255.255.255.255 @
B EEWT 5% —Y— K any, source-wildcard % AJ19
HYEXHY FH A,

e source B L O source-wildcard D1l source 0.0.0.0 DE MK &
T %% —7Y— K host,

(EE) source-wildcard 1%, VANV KA —F By hEFETLT R
ZIZHEHLET,

ER) log #¥8ETH &, = MY &E—ETH Ty MTBT 5
O ZEMmA = Na = CEEENE T,

(fEE) smartlog ZHET 2 &, G E/ITFFrI SN T v b
® 2 B —H NetFlow INEHEEICEFEINET,

GE) mXo 3. LAV3IA U EZ—T oA ZAZHYYTHN
72 ACL TRV FA—hranFETd, A~v—F aX 7
LAY 2A4 04 —T A R|T IJDé’CEﬂtACLTtT
PR—FENET,

27973 end ke EXEC T— NIZEY £,
27974  show access-lists [number | name) TI7HAVAMOREEFRLET,
A7975 copy running-config startup-config (EE) v 74 X2l —ay 77 A NMIRETZRELET,

ACL &K Z K4 5121Z. no access-list access-list-number 7 0 —/3)L a7 4 Fal—v gy a<
VREMHERALET, BEMET IR VA ML LD ACE ITHIBRTE T8 A,

~

GE)  ACL Z{EkT 5 & &12i%. ACL ®KREICT 7 4 /v F THERYZ: deny A7 — b A > haviBAI S,
ACL O# bV ICBIET DI ET—ETEIRENRAONL R T_RTCONry MIERAEND Z &1
HELTLEEY, ZE#T7 782 YR MTIE, BEffFOoNZIPAARN 7 FLX ACL OEENL~
A7 BT DHE, 0.0.0.0 3~vAR7 LR INET,

IZ, IPARA B 171.69.198.102 ~D7 7 L 2 ZEH L, iOTXTORZX F~OT 7 ¥ X ZFFA L,
i R A TR+ D8EUE ACL OFERBI 2R L £,

Switch (config)# access-list 2 deny host 171.69.198.102

Catalyst 3560 R4/ v F YI b7 av74Fal—Sav HA K
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Switch (config)# access-list 2 permit any
Switch(config)# end
Switch# show access-lists
Standard IP access list 2
10 deny 171.69.198.102
20 permit any

AA v FiE, host BN HBHT L U L don't care ~ A7 0.0.0.0 & —HE&MRHL R
DY A OEFHICBEI L, 0 LSO don't care ~ A7 2 germ > MY L0 HENCMET D L Hic, EHE
TR VR RNOIEFEZEEHRZET, TOED, show a2~ RO IRar 74 FaL—vayv
T77ANTiE, ACEXLT LHUANSINEEBYDIRFCERESNETA,

YERR L 7- % B HIEEYE IPv4 ACL 1%, SREER (THREl#~o IPvd ACL O | (P.33-21) 2&MR),
A2 —=T AR (LB —T A A~D IPv4 ACL D] (P33-21) Z&M). £721% VLAN
(IT'VLAN ~ v 7 0% &) (P.33-32) #&M]) [c@#fcaE £,

BE &R ACL DERK

GE)

Y ACL TIZRAICEE LT FLAFE T2 LET 28, ¥E9E ACL TlE. RAEBIEICEETT L
A LFHET FLAREHATE, EETT e hal Z 4 FIEREZFEH L CHEOZOMNh S 25D 5 2
LN TEFET, BEMNEIET /A UA D ACE 1B T2 & &12ix, 1B L7Z ACE XY X+
KEIZBMENAZ EICEBELTLLEIY, FEf& U X RTEH, ACEDIEFA AR L7, VA
WNORFEDBATICH LT ACE ZBIE2IFHIBR LIZY TE 8 A,

—ERDT T h I ZiE, HEDONRT A =X —TU— FhiEA s ET,
WOIP 7a ha LRl R—bFENET (Febhbal F—U—REDyaNIZKETTRLTHY £9),

F8FRE~v % — 7' h =/l (ahp). Enhanced IGRP (eigrp). Encapsulating Security Payload (esp).
Generic Routing Encapsulation (gre), £ > % —>x v Milffi A v&— 71 b2/ (iemp), 1 4% —
Xy b ZN—7EHRTa fan (igmp)., EEONETw an (ip). IP-in-IP hoxr ) 7
(ipinip) . KA9Q NOS 7 {2 IP over IP k> U > (nos). Open Shortest Path First L —7 ¢ > 7
(ospf) . Payload Compression Protocol (pep). Protocol Independent Multicast (pim) . fm25i|1H 7" =
Fa (tep), =—% F—%27F 5 7a bai (udp)
F7H AN OF—T— FOFEMICONTE, ROV F V77 L RZBZRL TS,

» [Cisco 10S IP Command Reference, Volume 1 of 3: Addressing and Services, Release 12.4]

* [Cisco 10S IP Command Reference, Volume 2 of 3: Routing Protocols, Release 12.4.]

e [Cisco I10S IP Command Reference, Volume 3 of 3: Multicast, Release 12.4.]

DAL T, FAFTI v EFHFV IV 2T TI7ERA VR EYR—FLTEHA, £,
XA 7 AT $—r A (ToS) ¢ minimize-monetary-cost £ MIFESL 7 4 L& V7 HHR— 1L
TWEHEA,

PR—=FINTNDENRNTFA—=FDAT VX, TCP, UDP, ICMP, IGMP, Z®ftd IP T,
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W 1Pv4 ACL DEEE

JEBRE ACL Z1FRT 2121, % EXEC E— R TROFIEAETLET,

avy kR B
A7971  configure terminal Jua—) ar7 4 ¥al—yay B— REREBELET,

Catalyst 3560 R4/ v F YI b7 av74Fal—Sav HA K
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avwyFk

B

X797 2 access-list access-list-number
{deny | permit} protocol
source source-wildcard
destination destination-wildcard
[precedence precedence] [tos fos]
[fragments] [log [log-input] |
smartlog] [time-range
time-range-name] [dscp dscp]

GE)  dscp lEE AN LIZHA.
tos ¥ 7213 precedence i
ANITEERHA, dsep &
AN LW FEIL, tos &
precedence fED 7 & A
NTEET,

R IPVA 7 78X YA RBEORT 7B AEMHEERZL ET,

access-list-number 121X, 100 ~ 199 F 7213 2000 ~ 2699 » 10 X & FHE L

iﬁ—o

GHER—HLIEGAIC Ty FEEST 25613 deny, FFR[ T 2561%

permit ZfiE L E7,

protocol IZ1%, IP 7’1 N a VOARIEIIEFEFEZANLET, HHTE HHE

/X, ahp eigrp. esp. gre. icmp. igmp. igrp. ip. ipinip. nos. ospf.

pep. pim. tep. udp. BLUIP 7u hankBEE2HKT 0 ~ 255 0K TT,

—FHEEE LA X —Fy b 7a b=z (ICMP, TCP, UDP 72 &) %5

ET BT, F—UV—Nip aFEALET,

GE) ZOFEIZ, EEAEDIP VR harod Ty a rBEERTHE
3, TCP. UDP. ICMP. BILOIGMP DEMD/NT A —H |22\ T
X, A7 v 720 ~2e ZBZRLTIEE NN,

source |Z1X, NI A—FDEETLTHDLRY NI —T EFIIHRA NOEFEIE
Ebi‘é—o
source-wildcard X, VAV KA — K By hEXETLT RLRICEHLET,
destination \Z1%, XTI A—=ZDEHTHIF Y NT—7 £TITEA FDOF S
BELET,
destination-wildcard 1%, VAV K —F By F&5%E7 FLACEH L £,
source, source-wildcard, destination, ¥ J N destination-wildcard DfE X,
KO THELET,

e RNy MIx 10#ERTICLD 32 Y FEOE,

e 0.0.0.0255.255.255.255 (fEEDOARA L) #FTF—7— K any,

o H—MKERAF 0.0.0.0%F3TF—7—K host,
FOMDOF—U— NI4T arThHhY., ROBE®REZFELET,

e precedence: N7 NE 0~ 7 OFSEIIARITIEET 2BEE & —
SELGLEICANILET, FRETE HMEIE. routine (0), priority (1),
immediate (2). flash (3). flash-override (4). critical (5). internet
(6). network (7) T,

e fragments : 2 DOUBD T T /AL v EF = v 7 TEEAICANLET,

e tos: X7 v b E O~ 1S OFRSELIFLBTHET D2V —ERX X147 L
NE—BIELLGAICANLET, FEETE 5MEIE. normal (0),
max-reliability (2). max-throughput (4), min-delay (8) T,

e log: = MV L—BF 57y MCHET L u Z@mA vyt —T a2 ER L.
Y —)VIZEFE LET, log-input ZfFET 5L, v/ = M UICAT
A B =T oA ANBMENET,

o smartlog : fi& E7IFFFA S8 > F O 2 —% NetFlow [N
WCEETDEOICA~— N B X IR0 — L TA F—T VR AICHE
ELET,

e time-range : Z DO F¥ — U — KOFEMIZ OV TiX, [ACL TORFMHIH Ol
M1 (P33-18) ML TS,

e dscp: Ny &0~ 63 DEFTHHET S DSCP L —HIHLLEEIT
ANLET, /2, BETEAEDOY R MERRTHITIE, BEF (D)
EHEALET,
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W 1Pv4 ACL DEEE

Epel s

F20X

AT v
7 2b

AT v
7 2¢

[l Catalyst3560 R4 v F Y7 b7 A4 F¥al—av A4 F

avwyFk

B&

access-list access-list-number
{deny | permit} protocol any any
[precedence precedence] [tos fos]
[fragments] [log [log-input] |
smartlog] [time-range
time-range-name] [dscp dscp]

TIHEA VAN 27 4X=2b— 3y F— KT, source 3L W source
wildcard O1E 0.0.0.0 255.255.255.255 OE W & destination 35 LY
destination wildcard ™1E 0.0.0.0 255.255.255.255 OAME & H L T, ILE
P72 UAMNEERLET,

FEILLWHEDOT FLABIOTA NV FAI— FORDYIZ any ¥ — 7 — R&ff
HTEET,

access-list access-list-number
{deny | permit} protocol

host source host destination
[precedence precedence] [tos fos]
[fragments] [log [log-input] |
smartlog] [time-range
time-range-name] [dscp dscp]

source 3 X O source wildcard DfE source 0.0.0.0 DEWEIE & destination 3 X
" destination wildcard O destination 0.0.0.0 DA 2 H LT, §L9E IP
TR VR NEEHRLET,

PEITE LSO T ANV — RERIE~ 227 OV IC host F— 7 — K&l
ATEET,

access-list access-list-number
{deny | permit} tcp source
source-wildcard [operator port]
destination destination-wildcard
[operator port] [established]
[precedence precedence] [tos tos]
[fragments] [log [log-input] |
smartlog] [time-range
time-range-name] [dscp dscp]

[flag]

(EE) ETCP 77 A VA MNBIOT /AL 2 EHELET,
TCP OA1T tep ZANLET,

WROBINERE, AT v 7 2a OB H DT A= LRILRT A —H %Al
MLET,

UEE) operator BE W port ® AJ1T 5 &, XMEILAR— b (source
source-wildcard DHI\Z AN LicHra) 721358 K— ~ (destination
destination-wildcard D#%IZ AT LTc6) NS vE 3, AR REE
FiE, eq (FELW), gt (KOREW), It (KV/hEW), neq (FELL W),
range (A &#H) 72 & TT, HEFICIR—FES2EETILENDHD £
7 (range DHFEITL 2 DOR— "EBEEARXR—ATRY) > THET D LELH
DEF),

port 1Z1%, 10 % (0 ~ 65535) OKR— FEEEILTCP A— " EAJIL
F9, TCP K— M AR T HI121E, ? 2T 20, HDWE. [Cisco I0S
IP Configuration Guide, Release 12.4] @ [1P Addressing and Services| D&
\Zd % TConfiguring IP Services] #ZML T Z3 W, TCP 27 4 V&2 U
735 & &ITE, TCP R— FDFEZEIIALAIE T LHEHLET,

MDOFT v arDF—U—=FROERIIKDO LB T,

 established : fEZ SNz L METL2HAICANILET, ZOF—U—
FiZ, ack £721drst 75 7 CTORE LR UMEEZ - LET,

o flag : fEEESNIZTCP ~v ¥ — vy hEEBIILTHRELEST, ANT
X577 70%, ack (FERRIGE), fin (8 T). psh (F> =), rst (U
v M), syn (R, FiZarg (BE) <TF,

access-list access-list-number
{deny | permit} udp

source source-wildcard [operator
port] destination
destination-wildcard [operator
port] [precedence precedence]
[tos tos] [fragments] [log
[log-input] | smartlog]
[time-range time-range-name)
[dscp dscp]

(EE) JLEEUDP 77 A UA RBLOT 7 v AL R ERLET.
2= F—=E T TN Ta haLOREIE, udp E AN LET,

UDP /XF A —# X TCP OfiicdH 5 /37 A—& LA L TT, =7 L,
[operator [port]] A— F&EFETIZFR— h4iL, UDP FA— b OF G E 21340
TRITNIEZ Y /A, 72, UDP Tid, flag 35 X O established /X7 A — %
IXEEL)TT,
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avwyFk

B

access-list access-list-number
{deny | permit} icmp source
source-wildcard destination
destination-wildcard [icmp-type |
[[icmp-type icmp-code] |
[icmp-message]] [precedence
precedence] [tos tos] [fragments]
[log [log-input] | smartlog]
[time-range time-range-name]
[dscp dscp]

(EE) MEICMP 72782 VA MBLOT 7 B ALMEEERZ LT,
A —Fy Ml A vE— 7a ha/ oA, iemp Z A LET,

ICMP R A—=RZAT 7 2aDIP 7 ha VORAIZH 537 A —4 LT
ENANERUEUTTN, ICMP A vt — XA 7BLNa— K XTF XA —H)NEM
ENTVWET, 7Y arOF—U—FROBKIIKRD LB TT,

o icmp-type : ICMP * v —2 ZATTT4NZ ) TTHEEICATL
F7, fETE 2MEOHMIE, 0~ 255 TT,

e icmp-code : ICMP /X% > % ICMP A vt —Y a— K XA 7 T7 4 L%
Vo 7T 55 AN LET, HHETE 2MEOHHMIE. 0~ 255 TT,

e icmp-message:ICMP /X7 % ICMP A v&— ¥ A 74 F 7213 ICMP
A=V FATLa—=RETTANEZY) A TTDHHEICATLET,
ICMP A vtE—Y ZA 74 BL0a— A0 ) X NEBRT58551F, ?
M3 %5, [Cisco 10S IP Configuration Guide, Release 12.4] @
Configuring IP Services| #ZH L T Z&W,

access-list access-list-number
{deny | permit} igmp source
source-wildcard destination
destination-wildcard [igmp-type]
[precedence precedence] [tos tos]
[fragments] [log [log-input] |
smartlog] [time-range
time-range-name] [dscp dscp]

EE) IEIGMP 778X UA MBLOT 7RG E2ERLET,

AV HE—=Fy N TA—TEFHRT 0 harvoBFEE, igmp AN LET,
IGMP /T A =X IAT v 7 2a D 1P 7a harO@IichH b3 A—2 LiZ
EAERUTTN, RICTRTA T a v ORTA—=ARBIMENTVET,
igmp-type : IGMP A v & —2 A4 7 LWET HITIEL, 0~ 15 OFFEIX
A v¥E—T4% (dvmrp, host-query, host-report, pim, F7-iX trace) % A
JILET,

end

¥t EXEC £— FIZED £,

show access-lists [number | name]

TI7EA VR NOBREEMHRLET,

copy running-config
startup-config

(EH) a7 4Fab—vary 77 A VICREZHRFLET,

T A UARNEKREHIRT SI21E, no access-list access-list-number 70— )b 227 4 X2 L —
varvavwry REFEHLET, FEMET 78R VR ML~ O ACE [FHIFRTE £HA,

wIZ, £ hU—27 171.69.198.0 DT _XTDOFEAMMNHFRy hT—7 172.20.52.0 DT XTDHRA k-~
®D Telnet 7 7 B AZRER L, DT XTOT7 7 B2 E2HFATHIET 782 U ME{ER L, FxT
2Bl RLET (eq F—V— F&FLIILET RLADKRIZIEET D &, Telnet (Zxfind % TCP 384K — b
BENT 7 SNET),

Switch(config)# access-1list 102 deny tcp 171.69.198.0 0.0.0.255 172.20.52.0 0.0.0.255 eq

telnet

Switch(config)# access-1list 102 permit tcp any any

Switch(config)# end

Switch# show access-lists

Extended IP access list 102
10 deny tcp 171.69.198.0 0.0.0.255 172.20.52.0 0.0.0.255 eg telnet
20 permit tcp any any
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W 1Pv4 ACL DEEE

ACL OIERZIC URRNED AN R EICL-TC) BMLEZ MU, VA MOKRBIGEBNENET,
HoMET /A VA NOEEDRIZIZIT Z7ERX VAN = M) ZBMEFIZHIBRTE EE A,

GE)  ACL Z{ET 5L E2iE, 772 RA VA MDRRBIZT 7 4/ h THEIZ2 deny A7 — kA2 hdig
mEiv, ACL Of DV IZEIZET 2 E T T DRUDRONS NPT T XTONRT y MZEH S
LT EICERELTLEEN,

YRR L7- & Bl Pk ACL 1, SmRERE (DmRERE~D IPv4 ACL O] (P.33-21) #&M), 1
=Tz A (L HZ—=T = A~D IPv4d ACL O] (P.33-21) #&M). £721% VLAN
(T'VLAN ~ v 7 0% &) (P.33-32) #&M) [c#fcs £,

ACL A ACE DiiRE =

TI7EAIVAMNOTZ L M) DY —br v AFFIE, B LW ACL OFERIFIZ B BIICAR S VE T, ip
access-list resequence 72— \)L 27 4 ¥ a2 b —vary avr REHEHALT, ACLOY—4F A
FoamBE LY, ACE DBMIEFZZHE L) T&E £, 72& 21X, ACLIZH# L\ ACE Zigins
&, DO ACEIRY A MOKRRICRBISNET, ZOHAG, V=V AR SEETTLHZ LT, ACE
% ACL NORIDOALEICEE T £,

ip access-list resequence =~ > ROFEHIZ DWW TIL, D URL 22 L TL72&E 0,
http://www.cisco.com/en/US/docs/ios/12_2s/feature/guide/fsaclseq.html#wp1027188

BRI E1RE ACL & XU AHIT EH3k ACL DYERL

IPv4 ACL Z#hl 4 2 FB L LT, FHTEHARIELETOR M) 7 (40 T3, Al
EACL 2T 2L, V—F ETEBMNET 7R VALOHRAELIVESDOIPVAT 78R VA b &
RETEET, 7278ZX VA MO FERE LTAREZEHT2560F— L a~vr ML, &

FEEHT LG LIIZVERVES, ZEL P T727E8X VA MNFERTLITXTDa~vy Na4

A&7 2782 UARTHEATE 2T TIEH Y TR A,

GE)  fFME ACL £ 7213953k ACL ICHEET 24 00E. 728X VX MEZOVR— SN DHHMNDOE FIT
THZEHTEET, RUEIP ACL OAHENT 1 ~ 99 T, L9 IP ACL O Hi{IE 100 ~ 199 T, &5
2V X oY IZATTE ACL 232 2 Lk, = MY ZERNCHIBRTE D &0 ) FILE A
HYET,

AHMTE ACL ZR%ET 2 & 1213, ROEEFHEL LOHIRFHICEEL T ZEV,

o FTEAIE ACL THHTELT_RTOa~wy RBNLEITE ACL THOIEHTEX2bi3Tiddh o £8
o A VE—T A ADNTry N T4 VEZBLOIL— 74002 HD ACL Tl, 4RixfEH T
9, £7/2. VLAN ~ v 7 CH AR ZIRETE £,

o 1EUE ACL & 9E3E ACL ICR CARNIEA TE 8 A,

o [#RYE IPv4 ACL F XL UMLK IPv4 ACL OfERL) (P.33-7) TaHiHL7z&k D, FSfF& ACL bl
MTEET,

e VLAN v v 72, 5% ACL 3 JUOWLE ACL (A4 #ifh & £7213%F 5H) 2T £7,

Catalyst 3560 R4/ v F YI b7 av74Fal—Sav HA K
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AETEHEH L CEME ACL 21ERKT 2121, ¢ EXEC E— R CTROFIEEZFEITLET,

avvFk B
A7971  configure terminal Jua—sYL ar 7 4 FX¥alb—vary ET—RelELET,
27372 ip access-list standard name FAIA B LI IPvA 7 7 €2 U A FEEHL. 77 EA

Al arr74Xal—vary T—RNERBLET,

LENZIE, 1 ~99 OFFEFEHTEET,

A7973  deny {source [source-wildcard] | host source| |77 %A YA R arv 7 4¥al—ay T—RT, v %
any} [log | smartlog] BT 200 Ry 7T 500ERET D 1 DU EOEGEMEZ
E 0 CIXFFRI SR EELET,
permit {source [source-wildcard] | host source | * host source : source 3 L U8 source wildcard DB source

| any} [log | smartlog] 0.0.0.0

e any : source 3 £ U\ source wildcard 1 0.0.0.0
255.255.255.255

A7974  end ¥iHE EXEC T— RIZEY £,
27975 show access-lists [number | name) TIHAVANOREEFERLET,
A7976 copy running-config startup-config EE) v 74 Xal—vay 77 ANVICEREFRTELET,

£ it & FE%E ACL ZHIBRT 5121, no ip access-list standard name 7’0 — )b 227 4 ¥ o L —
vavavwr REFERLET,

KA A U CHRaRHEIPE ACL ZAERLT 2 121E, ##HE EXEC £— R TROFIEEZ FEITL £,

avwyk B
A7971  configure terminal Jua—\)ary 74 ¥al—ary T— REEBELET,
AT972 ip access-list extended name AEiE R L CHBEIPVA T 7R URANEERL, 778X Y

Ahar7 4 ¥al— gy B—FE2BEBLET,
ZENZIE, 100 ~ 199 OFFEMHFEHTE E9,

27973 {deny | permit} protocol {source TIEA VAN avr7 4 F¥al—var T— T, FrEMx
[source-wildcard] | host source | any} FIREG R E2BELE T, log ¥—V— FEMHAT L, B E
{destination [destination-wildcard] | host G T 7EA VA NDORT A=V ERETEET,

destination | any} [precedence precedence] [tos
tos] [established] [log | smartlog] [time-range
time-range-name)|

7u halBLOMOF—U — ROEFRICOWNTIL, [HFEATX
L3k ACL O1ERL ] (P33-11) &ML T 72& W,

e host source : source 33 X O source wildcard D1 source
0.0.0.0

e host destination : destination ¥ J. O destination wildcard @
& destination 0.0.0.0

e any : source 3 £ U\ source wildcard O ¥ 72 1% destination
¥ L O destination wildcard DfET#H % 0.0.0.0
255.255.255.255

27974  end F##E EXEC £ — RIZREY £,
27975 show access-lists [number | name] TI7HAVAMOREEFRLET,
7976 copy running-config startup-config (EE) av 74 Fal—vary 774 NVICREERELET,
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W 1Pv4 ACL DEEE

At ZAEAE ACL % HIBR T 2 121%. no ip access-list extended name 7’2 —/3)L 227 4 Fa L —
varvavwry REMFALET,

FERE ACL F721340E ACL 1B % & &2k, ACL ORREIZT 7 4/ b THERM L deny 27— b
AV IPEME, ACL DOV IZEET 2 ET—BTORKMENARONE R o7 T XTONRT v |
WHEHEIN D Z LICEE LT ZE N, £E%# ACL T, BEfFon/ZIPAARN T RLA T 7 &R
VA RNDREND YA BT 5E, 0.0.0.0 3~ 27 ERRENET,

ACL offifziciBmiiz= F VI, VX FoRRBIZEMENET, ACL= MY Z8ED ACL IZ
BIRICBMCTEEH A, 72720, nopermit 5L W nodeny 77 EAY Ak av7 4 Fal—3
=R aw s REHEATSEE, AR E ACL o= M) 2EIBCTE £, RIiZ, LHifftE 72
v 2 U A b border-list 7> ACE Z{HANCHIBRT A0 %257 L9,

Switch (config)# ip access-list extended border-list
Switch (config-ext-nacl)# no permit ip host 10.1.1.3 any

F P& ACL Tl < A4niff & ACL 267 28D 1 & LT 4RI E ACL TIF Ta@IRL T
HIlRCED 2 endHY £,

YER L7 4 mift& ACLIZ, A1 v X —Tx2A A (A X —T A A~D IPv4d ACL O3 (P.33-21)
#5M) F721% VLAN (IVLAN < v 70O% &) (P33-32) #&M) @ TcE £,

ACL ToORREERDER

time-range /' 20— )L a7 4 X2l —v gy awr FEEMRTLIZLICE - T, BB LIOMHIC
EOWTHLE ACL # @IRWICEA T& £4, £7, KHEMEOAMZER L, £ ORHHFHN O K
BIOBMELITREEZHRELE T, KIZ, ACLZEALTT 782 VX MNMIHIREZRET D & X
REMIFPH A A LE 9, R E2EAT 5L, ACL OF AT — M AV MERIFHESTAT— AV
F OB FREHRINCHEER A 72 L) #ERTEE T, time-range ¥ —7 — FEB L OBHICD
WL, TEEHE TPv4 ACL 35 X OMEHE IPv4 ACL o fFik) (P.33-7) BLT T4 EERE ACL B IO
A HIfS L3 ACL OFERL) (P33-16) 1I2&H 2400 & B L OFE ST &L ACL OFERICET 2% %
ZHLTIEEN,

e 2 DR RO —HE2RIRLE T,

o T — gl —ZX (IPT7T RLRAEZRATDONT . BIOR— FEES TR ~o
22— TV RAE LY BRI ERIET TEET,

e B Ayb—VEHTEET, ACLZY N ZFAL CHEDHICELTOR N T T 47
EaX U TE LD, B BRICER IS5 Or S E ST LR T, BT 7R %
HECTEET,

BRI N—2 D7 782 VA F2ERT5E, CPUICEARMELET, Zhid. 778X VR ROHL

WERE X DOWEERS TCAM IZ e — RENTZHABEHLORE L~ — VT HUERHDHT-DHDTT, £

O, HEOT 7R YR MPEMBEICER LT (AWICESURNID) ARiéhd i oRRkEstebi

WEIICHEBTAIVERHY 7,

GE)  EEEEIE. Ay TFOVATLA 7uy 2 IS FET, LEB-T, FETELZ 70y J—AR
MECTJ, Network Time Protocol (NTP; %y hU—2 ¥ A AL 7nu bhajil) ZEHLTAL vF 7
vy ERMPESELZEAHERLET, SO WTE, V2T A RBOERE] (P.6-1) 2B LT
<TE&EW,
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ATy71
AT972

ATv73

ATy7 4
A7y75
ATv7 6

ACL ORFR#FIPH T A — X &5

IPva ACL oz N

RET DL, HiHE EXEC B— F RO FIEZFEITLET,

avy kR

E[:3)

configure terminal

Jua—) a7 4 F¥al—ary B— REBLET,

time-range time-range-name

VERR T 2 FREREHEE I IXE RO & 2481 (workhours 72 X)) %EH| 0D YT,
o 7 s X¥alb—vary T—RFEBLET, 4R
RLEMBAEZEDDLZ EITTEEEA, 2. XFENLHRDILENDH Y
9,

AR A

absolute [start time date]
[end time date]

EJ S
periodic day-of-the-week hh:mm to
[day-of-the-week] hh:mm

EJ S
periodic {weekdays | weekend | daily}
hh:mm to hh:mm

8 %5 DR HE

DWOEERTREIC R D0 EfE L E T,

o IFMI#iIFAIZIL. absolute A7 — KX F%& 1 “Df: FEHTE £,
B D absolute AT — AV FERE LTS . BBICRE LR
AT — KAV RNETNFEITINET,

o H¥® periodic A7 — AV FEANTEET, L&, FHE
BRICRR DM EZRTETEET,

REFZZRLTIEI N,

end

ke EXEC £— FIZREY £1°,

show time-range

I RGO E 2 RS L 97

copy running-config startup-config (FEE) arv74Fal—Yay 774 NVICERTEXRFELET,
BEOHEB 22N ZENE R 2FFMICENCT 25613, EROFIEELHEVIEL T ES W,

FE L 7 R[S PH O i R 2 HIBR 9~ 2 121%. no time-range time-range-name 70— 3L 327 ¥ a
L—yay avwy RERLET,

Wz, workhours (' 3EHERE)
BEAPERLET,

Switch (config)# time-range
Switch (config-time-range) #
Switch (config-time-range) #
Switch (config-time-range) #
Switch (config)# time-range
Switch (config-time-range) #
Switch (config-time-range) #
Switch# show time-range
time-range entry:
absolute start 00:00 01
time-range entry: workhours
periodic weekdays 8:00 t
periodic weekdays 13:00

IRp I REDH 2 8 972 12

77 A VAN 188 %1’Eﬁkbfﬁﬁa 395 Bl %

periodic weekdays
periodic weekdays

new_year_

X, WpMHIDE 2 2L T E H 4R ACL

DORFFFIM B L O thoikE (2006 421 A 1 H) ZiE L, &XE &b

workhours

8:00 to 12:00
13:00 to 17:00
exit
new_year day 2006
absolute start 00:
end

00 1 Jan 2006 end 23:59 1 Jan 2006

day 2003 (inactive)

January 2006 end 23:59 01 January 2006
(inactive)

o 12:00

to 17:00

IR SIHA 2 AT L ET, RIS, SRR

RLET, 2OT7 78R VR NTIE, ©FINIKRER

BT _RTORETLHITRTOZ5HE~D TCP b T 7 4 v 7 Z4EE L, EEFERTIZTTD TCP

T T4y BFFRILET,

Switch (config)# access-list 188 deny tcp any any time-range new_year day 2006
Switch (config)# access-list 188 permit tcp any any time-range workhours

Switch (config) # end
Switch# show access-lists
Extended IP access list 188

10 deny tcp any any time-

20 permit tcp any any ti

range new_year day 2006 (inactive)
me-range workhours (inactive)

| oL-26641-01-J
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IPv4 ACL DER3E

WIZ, 4Rt E ACLAMHLTRIC N7 7 4 v 7 2B L OESE T 2614 R LET,

Switch (config)# ip access-list extended deny_access
Switch (config-ext-nacl)# deny tcp any any time-range new_year day 2006
Switch (config-ext-nacl) # exit
Switch (config)# ip access-list extended may_access
Switch (config-ext-nacl) # permit tcp any any time-range workhours
Switch (config-ext-nacl)# end
Switch# show ip access-lists
Extended IP access list lpip default
10 permit ip any any
Extended IP access list deny access
10 deny tcp any any time-range new year day 2006 (inactive)
Extended IP access list may access
10 permit tcp any any time-range workhours (inactive)

ACL~ADO AV FDEA

remark X — U — REFHT B L. (EEO P EEE IZIEE ACL I NUIWCBET A (F
W) ZBNTEXET, aA M2ffHTHE, ACLDBfiEE Ay UREZHITRVET, 1 oDa R
v MTORKER 100 XFTT,

a Ay ME, permit A7 — bk AV hEiddeny AT — M AV MORIZELLICTHLERECEEY, =
AV RN ED permit A7 — h AV hE/ziZ deny AT — AL FOBBTH 5 OB D XD
W2, 2 A MONMNBIZBELT—EBMEEZROVERD Y £, L xIX HDa Ay MIIET 5
permit £721F deny A7 — M AV hDRIIZH Y, O X2 MNIFIETHAT— M AL bO®%AIIH D
L. Rz TR D Y £,

FH & IPAEAEE 72 13HE5E ACL 122 A > h&FEAT 5IT1E, access-list access-list number remark
remark 7 a—s)L a7 4 Falb—gry avwy R LET, a X0 bE2HIKRT I, 2oz
~ RO no IBRXEHEHLET,

OB TIL, Jones DYV —7 AT —3 g AAJET 7B AZFFA L, Smith DU —27 A7 —3 3 /3T
7B AZFALEE A,

Switch (config)# access-list 1 remark Permit only Jones workstation through
Switch (config) # access-list 1 permit 171.69.2.88

Switch (config)# access-list 1 remark Do not allow Smith through
Switch(config)# access-list 1 deny 171.69.3.13

AEIfTEIPACLO= > FVIZIE, remark 778X U AN a7 4 Xalb— gy avwy NEfEH
LET, 2 A M2HIBRTHICE, Zoa~<> Ko ne BN E@HALET,

WwOBITIL, Jones DY 7% v MIIEZ(E Telnet DFEANH AT SN EH A,

Switch (config)# ip access-list extended telnetting
Switch (config-ext-nacl)# remark Do not allow Jones subnet to telnet out
Switch (config-ext-nacl)# deny tcp host 171.69.2.88 any eq telnet
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IPva ACL oz N

i K BlIF#R~D IPv4 ACL DiER

FHft& ACL ZEA LT, 1 2 TBHOMKERRA~OT 7 B A% HH X £, WARBRIZITIA
Aift & ACL ZEA CE WA, TXTOEBEKBIFUC 2 —FRERT D AR S D720, 33T
IR CHIIRZ R ET 2 MERH Y 37,

ACL A v Z—7 = A RG#EAT A FIEICHOWTIL, (A F—T = A ZA~D IPv4d ACL O f )
(P.33-21) #&MLTLZ&W, VLAN ~® ACL OEAFIZ >\ Tix, TVLAN < v 7O
(P.33-32) ML TLEEW,

AESAR IR & ACL ITHE SN2 7 B L AR OEFE KR L OFR(E ki & fIfR4 2 1213, FiHE EXEC
T— FNTROFIEELFATLET,

ATy71
AFy72

ATv73

ATy7 4
AT975
ATy7 6

avU KR

E]:)

configure terminal

ra—N) ar7 4 X¥al—ay B— REBEBLET,

line [console | vty] line-number

BETAHEBEIEEL, A I a7 4 Fal—ay T— REHk
LET,

e console : =Y — /LM REMEIEELET, 2 Y=/ KR— X
DCE T,

o vty: UE—F V= 77 ZAHORBEmAKERE L £,

line-number 1%, [BIRZ A TEBET HHEIC, FRET HEH I V—THNT
BYIORFEES T, HETE 28MIT 0~ 16 TY,

access-class access-list-number
{in | out}

(T 2~0) FEEDFAGREHE T 782 U A MIEES LT R
AR D E R L OFREEm IR L £,

end

Kb EXEC E— RIZREV £,

show running-config

TIEAVRANOREEERLET,

copy running-config startup-config

UEE) 2v 74 FXalb—ary Z7ANMVCHREFRTELET,

AR EIFED> 6 ACL ZHIBRT 5 IZ1%. no access-class access-list-number {in |out} 71 a7 4 ¥ =
L—vay avy ReALET,

A23— x4 A~D IPv4 ACL D:EF

ROTEBFHICHE L T E I,

e ACLIZEBLAY2HR—=FETICH#EHAL T ZEN,

s LAVIAUE—T A ADEFAEIT. ACL ZEEELEFIREONTNIOLIMIZHEHE L ET,

o AU =T A ANDT 7R AEGIET D HE. A& ACL £7213%F 51& ACL 2l T

iﬁ—o

e VLANDOA U NTHDLHA— MIACL ##HT 2L, ZOR—FD ACL I VLAN A > ¥ —7 = A
AWCHEA SN ACL kv b LS ET,

e VLANIZELTWAHALAY2A4 4 —T7 x4 AZACLEZ#EHLIZSA, L1472 ((F— 1) ACL
IX VLAN A > ¥ — 7 = A ZZHHA SN AT F DO LA ¥ 3 ACL, £721% VLAN (2 iz
VLAN = v 77XV 6 EBELET, R—FD ACLIZEICLA Y2 R—=FTCZELLEZEE Yy b &
TUNEY T LUET,
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W 1Pv4 ACL DEEE

YSEVA
AFy72

ATv73

ATy7 4
AT975
ATv7 6

o LAYIALUE—T AR ACL BBEH I, Vv —T 4 VT HBA =T NI 5 TOWRWIGEIL,
SNMP, Telnet, Web N7 7 1 v 772, CPU TRELIND 7y FEFMW 7o vZ Y o7&
FT, LAY2A X —T=2ARAZACLZ#EHTHHAG. VT4V T E2ARX—TNITT HHE
TH Y EHA,

o 574 R_R—KVLAN BZRESNTWEEE, I 14~V VLANSVIIZ/ZJ/L—% ACL @M T
XFET, ACLIZTZ 94~V BLIOEI XU VLANDLA Y3 b T 74 w7 IZEAESNET,

~
GE) Ty MRTI7RRA ITN—TI2E>THERENEZSHE. T 7 4/0 hTliX, —4% 13 ICMP BEARFE
AvE—VEERELET, T78AITN—TIL o THESNZINGLD 7y MEIN—RT =7 TR
oy 7E3NT. AL vFOCPUILTY vV 7 ENnT, ICMP Bl#EREA v E—U%ARLET,
AN— N~ ACL 1Z#4CT9, "— b ACL IZ ICMP ZI:ZARREA v =TV B ERLETA,
ICMP ZiZEARRE A v & — 1%L, /b—% ACL T no ip unreachables { > ¥ —7 = A A a~<> K& L
TTF A4 =7 NI TEET,
AVBE—=T 2 A A~DT 7 AZHIET D121, FiiE EXEC E— FTROFIEZFATLE T,
avwy R B
configure terminal Jya—\) ar7 4 Xalb—ary T— REREBELET,
interface interface-id BRETHA L E—T oA AEZEEL, {2 F—Tx2Af A AT (X2l —

vary E— F‘%Eﬁﬁébiﬁ‘o

Ao H =T AL, VA VY24 —T A (RK— K ACL) F7=
FELA Y342 =T A (Jb—HF ACL) 2fEET& £,

ip access-group {access-list-number | |}SESINTEA v H—T =2 A~DT VA EHHE L ET,

name} {in | out}

out ¥—U—RNILA¥2 A4 =T A (F— K ACL) TIEHR—F|
SNEEA,

end

¥4 EXEC £— FIZRE Y £9°,

show running-config TI7ERAVANOREERRLET,

copy running-config startup-config | ({£i5) a7 4 F¥al—var T A VICREFRELET,

GE)

BELET 78R Z7V—T7%HI79 512X, . no ip access-group {access-list-number | name} {in | out}
A B =Tz A AT (Fal—aryawy FefEHLET,

WIZ, R—=RMZT778A VAR2ZBALT, R—MNIERBTLIT Y bET7 402 ) T T 560%
RLET,

Switch (config) # interface gigabitethernet0/1
Switch (config-if)# ip access-group 2 in

ip access-group { >4 —7 = A A AT 4 Fal—aly avs b A Y3 F—T AR
(SVI, LA % 3 EtherChannel, £72i3Z/V—7 v K HA— 1) [Z@EHTDITE, TOA v F—T =4 R
IP7 RUARRESNTWDIMERDHYET, LA YITI7EA ZTL—71F, CPUDLA Y3 Tk
ALK o TN—T 4 T ERIFZEINDI Ty NeT 4NV B T LET, 207 V—71E, VLAN
WTT Vw7 E8hbd R ry MIEREE 52 8,
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IPva ACL oz N

G ACL OBE . AL v FIE 7y bOZEHRICACL &3y FEBAELET, ACL BNy b
AT 556, A4 T3y hOREB LG LE T, ACL 337y NEERT 285G, A vF
FRTy NERFELET,

515 ACL O%6, A v FIid, flHl SNz A v X —T =4 AL DORETNT v R &EZ{E L721%I1Z ACL
Ry bERELET, ACL BTy FEFFALIESEIE. A vy FIETry F2EELET,
ACL By NEHEGT 56, A4 vy T3\ ry NEBEELET,

T 74N NTIE, STy MBEEINEHGEIE. TORRPANA ¥ —T7 = A A0 ACL £7-135%1E
AV B =T x4 AD ACL DTN TH>TH, WICANA X —7 = A 205 ICMP BERGEA v
T—UREEENET, ICMP EERERA vE—DI3EHE., ANNA v F—T A4 X1 DIC0%, 058
TEZ IO AEKRINET, L. ZOFKEIL ip icmp rate-limit unreachable 7w — 3L 2
TA4Xal—Yay av s R L TERTE £7,

KEFRD ACL ZA v F—T A ACHEMT DL, A4 Yy FITACL A v F—T7 = A RSN T
WIRWEHETL, X TONT y FEFAILET, Xy hU—27 X2 U7 4 DLDIIRERD ACL
EEHAT L2561, COXRIBRFBERBELL Z LITERLTIEI N,

N—F9xz7EEXUPY IO x7IZ&5 IP ACL OALE

ACL OMBITFEIIN— R =7 CEITINETN, N7 74y 7a—0OFIZIX CPU IZHEELTY
TNz THUHEETOMLERSD DO T, ~— KU =7 T ACL O E L RFT 2 RN E
T5E, N7y MIEEEOEZDIZCPUIZELNET, Y7 RNV =THRERNT 7 4 v 7 OfiREL— |k
E. N—RU=THRENF 7 4 v 7 LD RBITIKRLS 20 £7,

AL v FDON) Y —=ARENFEKTHN— 72T ACL R ETEXRWEE, BBE2%175 (V7 b

7 TEHREIND) OIFX, A vy FIERFBLEEY VLANADO VT 7 4 v 7 FTT, 7y bD
V7 N TERENEAET DL, WEIND CPU A 7 AEITIGE L T, AL v TFO/RT p—< 2 AN
BFT22E¢03H0 £7,

N—% ACL OFEIE, ROBAEIWC 7y bR CPUICEEENDZ ERHY £7,

e log ¥—VU— NEHEHT 5,

o ICMP BERHEA vE—VEAKT S,

N7 T 4w Ta—0uXr S EEEOMEEITOHA, BEEFNN— Ry o7 TSN ETR, v
XTI 7 MU 2T TTUBT AMERDD ET, N R =T YT MU =T TNy NLEERE S
NERLDE-D, aX L 7R THLITRTOT7u— Fava—LiEGR 7 a—) O&FHHIENIER IR
WA, BREINE ATy hO—EEu XU S TEERA,

N—% ACL OFEEN— Ry =T IZHEHTERWEHEE, VLAN IZEE LIV —T 0 V73R v b
XY 7 =T ThA—T 4 7 ENETHR, 7V P =R =7Tfrbh¥d, ACLIZLY
ZHONNry PN CPUICEEIND E. AL v T ORI 53— ABMET I DAREERH D 77,

show ip access-lists 74 EXEC =2~ FEZ AN L7eHE, Rrsnd —Hhr vy MaE, "—FKu=
TTTI7RARGEEIND X7y y MIGENEHEAL, AA v TF RBLOL—T v K Xy MIET S
N—RT =T O ACL OERWFHEFERZ ST 285413, show access-lists hardware counters ¥
e EXEC 2~v FEFEHLET,

ACLO TN a—TFTa 2y

WD ACL v 32—V % X vE—URFERINT [chars] BT 72 U R MM THLIESIT. WOLHIC
0 ET,
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IPv4 ACL DER3E

ACLMGR-2-NOVMR: Cannot generate hardware representation of access list [chars]

AA v FIiE, ACL ON— R Y =7 REZAERT 2O gL ) Y —ABARRLTWES, 20
UY—=22F, "= R =7 ATVBIRTUL A=28EGFhE T2, CPU ATV TG EhEE
loo ZOREOREEE, EATRRMEEAE L=y FEREIFHON—Fy =7 J Y —=ZADRETT,
MMEEA L =y MNE, TCP 77 7/ ®—%, %721 TCP, UDP, SCTP A— hFZTD eq LIS+ (ne,
gt. It, range) M7 A N CHLETT,

RONWT N DERERZEH L E T,

e ACLBREA#ZHELTCHATII YV —RZHWL LET,

o D ACLAEITFE ST L bEFTIECTRICEREINDLMETILEEIC ACL DLW EEFH L

\i\?‘e

HHONN— K727 VY —A%#H3 5121%, show platform layerd acl map ## EXEC =2~ > K%
AJTLET, A v FIFEMAARE/R Y YV — AN 20 AEIE, HIC index 0 ~ index 15 BfEH T 220
ZEREINET,
+5372 U Y — AR ey ACL OFREDFEMIZ DUV T, Bug Toolkit ™ CSCsq63926 &ML T K&
AN

el ZiE, WO ACL A v F—7 =A AZHEH LET,

permit tcp source source-wildcard destination destination-wildcard range 5 60
permit tcp source source-wildcard destination destination-wildcard range 15 160
permit tcp source source-wildcard destination destination-wildcard range 115 1660
permit tcp source source-wildcard destination destination-wildcard

BREBNOWMDA v —URNERINDIGEITRO LI LET,

ACLMGR-2-NOVMR: Cannot generate hardware representation of access list [chars]

77 7HEOHEEFIIEATE EE A, ZOMEE R 5121,

* ip access-list resequence 72— NL a7 4 Fal—vay avy REFRTAIZLICTL ST,
4 2D ACE % 1 2% ® ACE ORICBEI S E T,
permit tcp source source-wildcard destination destination-wildcard
permit tcp source source-wildcard destination destination-wildcard range 5 60

permit tcp source source-wildcard destination destination-wildcard range 15 160
permit tcp source source-wildcard destination destination-wildcard range 115 1660

FoX

o D ACLAEITHE S LY bR FIETHICR RSN DL EITF ST ACL DARTZEE L
FT (& ziEX ACL79 % ACL 1 IZEELET),

INT, ACLHD 12D ACE %A % —7 A AWM TEET, A1 »FiX ACE % Opselect
index NOMEHAIREZR~ vy B> 7 By MIEID U Tltk, 77 V7BEOHEAE 2%V 5 TTTCAM N
DRITCEy hzfHALET,

N—2 ACL OBREIR. RO LBV TT,

o fEUE ACL BLUWEE ACL (ANBLIOHA) oF 77 arREST 7 arvdnn—FuxT
THIBEL, 772 arite—notXx=UF o 2L LET,

* ip unreachables 37 « E—T7 VDA log HFE LR Ve, X2 VT 4 ACL DEAAT— |
AUVRNE—FTHT7u—RBN— Ry =TIlkoTCRkayTEnET, FHAT—MAL N E—HT
270—F N—RUxT TAA v F L7 ENET,

e L—4% ACL ® ACEZlog ¥—V—RNZzEMTHEL, Xry hoabt—n CPUILEEIN, ~F
YIREFMMTbIVET, ACERFHAT— R AL FOEEL, NTy MIN—RU =T TAAL
FUIBIOV=T 4 T SNET,
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IPva ACL oz N

IPv4 ACL D% E Bl

T, IPVAACL 2R EB LM T 26127 LET, ACL O3/ A BT 23O T
%, [ Cisco I10S Security Configuration Guide, Release 12.4] 1 XU [Cisco 10S IP Configuration
Guide, Release 12.4] @ TIP Addressing and Services| D FE(Z#H % [Configuring IP Services] % %M
LTL7IZEN,

33312, NABER y N — 7 BRI AT 4 ARKEARLET, L—T v K R— b 2 [T S
NV =N AT, TRTOUEENRT 7 B ATE DSR2 EOFRPEM SN TVET, V—T v
F A= R LicER S =SB ICiE, ERVOKBEIWT =2 P EMES L THnET, y— A
WIET AR TOZ—FRT I EATEETR, F—_"BIZT 7 EATE L 2—WFIHIRINLTNET,

N—% ACL ZHA LT ERO XL I ICRET DI, ROWVWTNIOFEEFEHLET,
o EYE ACL Z1/ERLL., R—F I MO —RNIEETDNT T4 v I T4 NVE ) T LET,
o PEIE ACL Z{ERR L. y—"BR—F LIZEHEETE NI 74w 02T 4N E2Y T LET,

B 33-3 L—5 ACLIZ&D b5 71 vy DHIEH
H—NA H—/\B
Lk BEXHWL
Ay A
= | =i
L

Tﬁ—hzg77h°—}~1

— a—
L =
a— —
L] T
AEERM =" _— e fRELM
1]

I:ll 172.20.128.64 ~ 95

4 4

172.20.128.0 ~ 31

101354

WIT, BEHEACL 2 H L TR— IO —N"BIZEETANFT T 4w 25T 4 NZ ) 7L, &R
DEFTT R 172.20.128.64 ~ 172.20.128.95 B EEEND N T 7 4 v 7 2T 24 56 %2R
LEd., 20O ACLIE. HBESNEEETLT RLARHSOL—F v R B— K1 0% ESNS 5
T4y i@ INET,

Switch (config) # access-list 6 permit 172.20.128.64 0.0.0.31
Switch (config) # end

Switch# show access-lists

Standard IP access list 6

permit 172.20.128.64, wildcard bits 0.0.0.31

Switch (config) # interface gigabitethernet0/1

Switch (config-if)# ip access-group 6 out
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W 1Pv4 ACL DEEE

Wi, JEE ACL Z#EALCH— "B oA —MNIERTDI N T T4 v 72T 4 NE Y T L, fEED
FEILT N R (ZOHEF—B) »OREEOSET FLR 172.20.128.64 ~ 172.20.128.95 I
BEEND N T T 4w 7T E2HAT AR LET, 2O ACLIZ, V=7 vy R AR— b 1IZEETS
T 4y 7SI, FREDSET RLAIZEEIND N T 74 v VI EFFILET, IRk
ACL Z T 25613, HETXTBLOEFRONZ, v han (IP) ZANTHLERDY £7,
Switch (config)# access-list 106 permit ip any 172.20.128.64 0.0.0.31

Switch (config)# end

Switch# show access-lists

Extended IP access list 106

permit ip any 172.20.128.64 0.0.0.31

Switch (config) # interface gigabitethernet0/1

Switch (config-if)# ip access-group 106 in

&Sl ACL

ROFIDOF Yy 8T —27 36,000 1X.2FOOF 7Ty "3 73y VERET LI/ TA ARy hT—7
T, 2FV, ¥7 xRy b A 213255255.00 TJ, *v bUV—2 7 FL236.0.0.003FDIB L
W4 BDOF I T v MI, FFEDOFANERELET, 778X VA2 EZFHLT, 7 x> K 48
DT R A% 12O L, ALY 7Ry hOMOT RLAFITRTHEALET, ZO727EX J R b
DRATIE. XY FT—727 36.0.0.0 DIOFTXTOY T Xy F EOT RLARFAIINDZ EERL
F¥4, ZOACL X, A—MIEETLH Ty MZEHAESNET,
Switch (config) # access-list 2 permit 36.48.0.3
Switch (config)# access-list 2 deny 36.48.0.0 0.0.255.255
Switch (config)# access-list 2 permit 36.0.0.0 0.255.255.255

(

(

Switch (config) # interface gigabitethernet0/1
Switch (config-if)# ip access-group 2 in

i3k ACL

WOFDFTEITIE, 1023 £V b REVGEHER— F~D5E(FE TCP HEHi 47 i LET, 2 FDOITIE, &
A b 128.88.1.2 @ SMTP R — s ~0D515 TCP #fziFnl LE T, 3 FOOITIE, =7 — 74— Ky
7 HOF#EE ICMP A v —T 2FFr LET,

Switch (config)# access-list 102 permit tcp any 128.88.0.0 0.0.255.255 gt 1023

Switch (config)# access-list 102 permit tcp any host 128.88.1.2 eq 25

Switch (config)# access-list 102 permit icmp any any

Switch (config)# interface gigabitethernet0/1
Switch (config-if)# ip access-group 102 in

ROBFITIE, A F—Ry MRSy NT—=IB3HY ., ZOXy FU—27 EOEEDR A R
A E =2y N LOMLEDOHRA ML TCP #fi 2L CED LHCTOIHEEMEL CWET, 2L,
IP AR SDBIE, FEHA—L KA D A= (SMTP) R—F&RE, Xy FT—7 LOKRRA M E
TCP Hft L TE W 2 LET,

SMTP 1%, ##0—8 TIZ TCP R—h 25, &9 —MTIETT v X LRR— ESZEHALET, L
TWAHEE, FMUR—FEEMEAINET, AV F—Fy EDOLFHFEET DA =N Ny hOsE
A— ML 25 TT, BE 7y FOR—FEEEITREINTVWET, BE&2Fy NT—7 VAT AT
WA= 25 TORA—LEEGENEH SN TWE D, BEF—E R EREF— X 2 @B HHE T X
F9, ACLIIREA > F—T7 =24 ADANT ACLBLOEREA X —T =2 ZADH )] ACL & L THT
SNDVENRBY 5,

WOFITIE, Fy FU—Z1F7 FL AN 12888300 DI/ T AB Xy hI—F7 T, A—)LHEAIDT K
L A% 128.88.1.2 T, established ¥ — 7 — N|X, #EX. SN/ a2R7-"T 5 TCP EHOXF —TU — R
T9, TCP 77— 77 A2 ACK £721X RST By bBFEES N, 27y "BRBEFOHEFHICE L TV 5
TEWHATAE, —EERREINET, FAEY P AT Ry b AV EF—T 24 A1 X, V—F%
AVE—Fy NIRRT A4 v F—7 =4 AT,
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&HIf+E ACL

IPva ACL oz N

Switch (config)# access-list 102 permit tcp any 128.88.0.0 0.0.255.255 established
Switch (config)# access-list 102 permit tcp any host 128.88.1.2 eq 25

Switch (config)# interface gigabitethernet0/1

Switch (config-if)# ip access-group 102 in

I, internet_filter &\ 9 ZRITOIENE ACL 3 X O marketing _group &\ 9 £ OJEE ACL #1ERT
1%~ UET, Internet filter ACLIZ, BBEILT FL A 1234 0O EEENDITRTONT T 4 v
7 EHFRILET,

Switch (config)# ip access-list standard Internet filter
Switch (config-ext-nacl)# permit 1.2.3.4
Switch (config-ext-nacl) # exit

marketing group ACL 1%, %857 KL AL T AV KH— ROfE 171.69.0.0 0.0.255.255 ~DILED
TCP Telnet 77t v 7 %FFRIL, ZDMD TCP 77 4 v 7 H#HELET, ICMP +77 1 v 7 %
AL, [EEOKEILND, R — F23 1024 LV /hE 171.69.0.0 ~ 179.69.255.255 5T K
VANKESNDUDP b7 74 v 7 2R LET, ZRUADTRTOIP M7 7 4 v 7 2EHL T,
fERERIT R IBRRINET,

Switch (config)# ip access-list extended marketing group

Switch (config-ext-nacl)# permit tcp any 171.69.0.0 0.0.255.255 eq telnet

Switch (config-ext-nacl)# deny tcp any any

Switch (config-ext-nacl) # permit icmp any any

Switch (config-ext-nacl)# deny udp any 171.69.0.0 0.0.255.255 1t 1024

Switch (config-ext-nacl) # deny ip any any log

Switch (config-ext-nacl) # exit

internet_filter ACL (35818 N7 7 « v 7 \C# JH v, marketing_group ACL 13XV A ¥ 3 R— FDE(E k
F74yZICHEAINET,

Switch (config) # interface gigabitethernet0/2

Switch (config-if)# no switchport

Switch (config-if)# ip address 2.0.5.1 255.255.255.0
Switch (config-if)# ip access-group Internet_filter out
Switch (config-if)# ip access-group marketing group in

IP ACL [S#E A & h S EEE

WIZ, AL ERER OFRT 8 i~ 6 i (18 ) ORICIP ® HTTP T 7 4 v 7 Z4a&T 54
R LET, UDP FT7 7 4 v 2%, THEEBLOHEHEOEF~F% 8§ (20 B) oM7ZITH TS
£,

Switch (config)# time-range no-http

Switch (config)# periodic weekdays 8:00 to 18:00

|

Switch (config) # time-range udp-yes

Switch (config)# periodic weekend 12:00 to 20:00

|

Switch (config)# ip access-list extended strict

Switch (config-ext-nacl)# deny tcp any any eq www time-range no-http
Switch (config-ext-nacl) # permit udp any any time-range udp-yes
|

Switch (config-ext-nacl) # exit

Switch (config)# interface gigabitethernet0/2
Switch(config-if)# ip access-group strict in
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IPv4 ACL DER3E

AV MIEDIPACLTIV Y

ACLDORXx> Y

WIRTHE G & ACL OFITIE, Jones BETAT DY —2 A7 —3 a L Ilix7 7B A% AL, Smith
BETHT—I AT —2a  NUIT 7B AZF R LER A,

Switch(config)# access-list 1 remark Permit only Jones workstation through

Switch (config access-list 1 permit 171.69.2.88

( )
( ) #
Switch (config)# access-list 1 remark Do not allow Smith workstation through
Switch (config)# access-list 1 deny 171.69.3.13

RIRTE SR E ACL OfITIEL, Winter 3 X Smith DV —27 25— 3 1C Web BIEZZF A L%
A,

Switch(config)# access-list 100 remark Do not allow Winter to browse the web

Switch (config)# access-list 100 deny host 171.69.3.85 any eq www

Switch (config) # access-list 100 remark Do not allow Smith to browse the web
( ) #

Switch (config access-list 100 deny host 171.69.3.13 any eq www

W RT LM & ACL O TIiZ, Jones DY 7 xRy MIT 7B AZFFRILEH A,

Switch(config)# ip access-list standard prevention
Switch (config-std-nacl)# remark Do not allow Jones subnet through
Switch (config-std-nacl)# deny 171.69.0.0 0.0.255.255

WA T4 I & ACL O Tk, Jones D7 % v MIH{E Telnet DEA Z7FF L EH A,
Switch (config)# ip access-list extended telnetting

Switch (config-ext-nacl)# remark Do not allow Jones subnet to telnet out

Switch (config-ext-nacl)# deny tcp 171.69.0.0 0.0.255.255 any eq telnet

1|

N—% ACL T, 2O X IR R —FSNTWET, log¥F—V— FEHEETLE, =Y
E—HKT By MCBT A u slmmA v e—URar Yy — L FE IR E T, log-input ¥—7V— K
ERETLE, v 2 NVCANA v F—T oA ABBINESNET,

WKOFTIE, ARt EEET 722 UK stanl 14 10.1.1.0 0.0.0.255 "HD T 7 ¢ v 7 BHE L,
FOMDT XTOERELNOED T T 4y 7 EZFAILET, log F—TV— FHEEINTVET,

Switch (config)# ip access-list standard stanl
Switch (config-std-nacl)# deny 10.1.1.0 0.0.0.255 log
Switch (config-std-nacl)# permit any log
Switch (config-std-nacl)# exit
Switch (config) # interface gigabitethernet0/2
Switch(config-if)# ip access-group stanl in
Switch (config-if)# end
Switch# show logging
Syslog logging: enabled (0 messages dropped, 0 flushes, 0 overruns)
Console logging: level debugging, 37 messages logged
Monitor logging: level debugging, 0 messages logged
Buffer logging: level debugging, 37 messages logged
File logging: disabled
Trap logging: level debugging, 39 message lines logged

Log Buffer (4096 bytes):

00:00:48: NTP: authentication delay calculation problems

<output truncated>

00:09:34:%$SEC-6-IPACCESSLOGS:1ist stanl permitted 0.0.0.0 1 packet

00:09:59:%SEC-6-IPACCESSLOGS:1ist stanl denied 10.1.1.15 1 packet
00:10:11:%SEC-6-IPACCESSLOGS:1ist stanl permitted 0.0.0.0 1 packet
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Z{tE MAC 3 ACL oferx M

WIZ, BRMTEIEET 782 UR B extl IZL > T AREOEEFEILIS 10.1.1.0 0.0.0.255 ~@D ICMP /¥
o NEZHFAL, T _CTO UDP X7y hE2ESTHHZ2 R L ET,

Switch (config)# ip access-list extended extl

Switch (config-ext-nacl)# permit icmp any 10.1.1.0 0.0.0.255 log
Switch (config-ext-nacl)# deny udp any any log

Switch (config-std-nacl) # exit

Switch (config) # interface gigabitethernet0/2

Switch(config-if)# ip access-group extl in

Wiz, JEE ACL oa Zoflz Rk LET,
01:24:23:%SEC-6-IPACCESSLOGDP:1ist extl permitted icmp 10.1.1.15 -> 10.1.1.61 (0/0), 1

packet
01:25:14:%SEC-6-IPACCESSLOGDP:1list extl permitted icmp 10.1.1.15 -> 10.1.1.61 (0/0), 7
packets
01:26:12:%SEC-6-IPACCESSLOGP:1list extl denied udp 0.0.0.0(0) -> 255.255.255.255(0), 1
packet

01:31:33:%SEC-6-IPACCESSLOGP:1ist extl denied udp 0.0.0.0(0) -> 255.255.255.255(0), 8
packets

IPACL ®F_RThr¥2 7 = b UL $SEC-6-IPACCESSLOG CTHABE L £9, =2 FY oL, —&
L7ZACLR7 78R = MY OFEICIS U THETRRD £,
WIZ, log-input ¥—V — REHELTHEOHNA v =V ORZRLET,

00:04:21:%SEC-6-IPACCESSLOGDP:1list inputlog permitted icmp 10.1.1.10 (Vlanl
0001.42ef.a400) -> 10.1.1.61 (0/0), 1 packet

log X —U— FZEELLELE, RO ATy MCET 07 Xy —=VIZBANA v F—T =4 R1E
WMREENEE A,

00:05:47:%SEC-6-IPACCESSLOGDP:1ist inputlog permitted icmp 10.1.1.10 -> 10.1.1.61 (0/0), 1
packet

A+ E MAC #iisk ACL D1ER

GE)

VLAN $7213b A ¥ 2 A F =T A ATHIPVE FT 74w 274 NE Y 7T 5IT1E, MACT
F L 2B LOARITE MAC #E9& ACL 26 L£¥ ., £OFIEIT, AR < ikik ACL 2 &7
L%6 ERKTT,

LAY 3 A2 =7 =1 R0, AHifTE MAC $K5R ACL 2@ T& ¥ A,

mac access-list extended =~ R THHR—FINTWBIEIP 71 b VOFEMIZHOWTIZ, 2DV
J—20avwr R Y77 L REBRLTLIEEN,

appletalk i, =2~ R4 O~LT XA R U TIZRRINETH, deny I LT permit MAC 7 7
A VAN a7 4F¥Fal—vary E—Ravr FO—HEHLELTHR—- RSN TVEEA,
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W Z#74f= MAC 3k ACL DR

ATy71
AT972
ATy73

ATy7 4
ATv75
ATy7 6

[l Catalyst3560 R4 v F Y7 b7 A4 F¥al—av A4 F

A& MAC E3% ACL 2Bk 51213, ¥ EXEC ©— FTRO FIHZFITL £

avwy kR

E[:5)

configure terminal

Ja—r) ar74Xal—yary ET— REBEEBLET,

mac access-list extended name

AAiEEH L TIREMAC T 72X VA NEERELET,

{deny | permit} {any | host source MAC
address | source MAC address mask} {any |
host destination MAC address | destination
MAC address mask} [type mask | 1sap Isap mask
| aarp | amber | dec-spanning | decnet-iv |
diagnostic | dsm | etype-6000 | etype-8042 | l1at
| lave-sca | mop-console | mop-dump | msdos |
mumps | netbios | vines-echo |vines-ip |
xns-idp | 0-65535] [cos cos]

JEEMACT 7% A VAN arv 7 4 ¥al—v gy E— RTIL,
T_TD (any) FEEILMAC 7 KL A v A7 fF&#[F 58 MAC
T RVA, FRIEIHEDOKA L (host) HFEL MAC T FL A,
BLOTRTO (any) %65% MAC 7 RL A, v A7 fiF&565%
MAC 7 RV A, F3FED5E%E MAC 7 R L AIZ, permit %
7iX deny ZIEE L £ 7,

(EE) koA Ty arvEwANTHZELTEET,

* type mask : Ethernet Il £721% SNAP TH 7k b iz N
v b OAEE D EtherType # 5, 10 5, 16 #%, £7213 8
EHTRELETEET, —BMRAEORNIZ, EETHEETE?
don'’t care ¥ kD~ A7 3 EtherType |2 H SV E T,

e lsap Isap mask : IEEE 802.2 TH 7/ b iy hD
LSAP %75, 10 65, 16 HEH, F72i13 8 R THRALTE %
T, fEETdontcare By DA HIRETE ET,

e aarp | amber | dec-spanning | decnet-iv | diagnostic | dsm |
etype-6000 | etype-8042 | lat | lavc-sca | mop-console |
mop-dump | msdos | mumps | netbios | vines-echo |vines-ip
| xns-idp : JEIP 7’12 k=L,

e coscos: TIAFVT 4 ERET D 0~ 7 O IEEE 802.1Q
CoS &=,

end

Kt EXEC £— RIZRE Y £7,

show access-lists [number | name]

TI7EAUANOREEZRRFLET,

copy running-config startup-config

ULE) 2v 74 FXal—ay Z7ANMICHRESHRITELET,

ACL &K% HIF7 512i1%. no mac

access-list extended name 77— 27 4 Fa L — g 2

~ U REMEHLUET, 4l & MAC 353k ACL 2°5H ACE ZERICHIBRT 52 L b TE £,

&2, EtherType DECnet Phase IV

o740 P EERL, oI _RTOXATDNT T4 v I %

AT 57 78R UANmacl Z1ERB L OERTRTHHE2 R LET,

Switch(config)# mac access-list

extended macl

Switch (config-ext-macl) # deny any any decnet-iv

(

(

Switch (config-ext-macl) # permit

Switch (config-ext-macl) # end

Switch # show access-lists

Extended MAC access list macl
10 deny any any decnet-iv
20 permit any any

any any

OL-26641-01-J |
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Z{tE MAC 3 ACL oferx M

LAY 24253 —T x4 X~D MAC ACL DEHR

MAC ACL 1B L, ZNELVA T2 A F—T oA AZWATDHE., DA L F—T =1 AERE
THHIP T T4 v 72740 FY 7 TEET, MACACL 2T 5 & 21213, ROEFHIHAIC

ATy71
AT972

ATv73

ATy7 4
A7y75

ATv7 6

HELTIEE,

e VLANIZELTWALA VY244 —T x4 A ACL Z#EH L7HE, V1Y 2 (K—F) ACL
X VLAN A V¥ —T = A AZHWH IR ATIFRIO LAY 3 ACL, F721% VLAN (@A 37z
VLAN = v 7 X0 B LET, LAY 2R = FTRZETIHERE Y ME, ®IZKA—KF ACL T

TUNEY) U TENET,

e FULAV2AL X —Tx2ARIIE IPTZ7ERIVRAREMACTZERA URRME 1 DT HOLH
WHTEERHA, IPTI7HR VRANMNIIP Xy y NETEZ74VZ V7L, MACT 78R U X
MIFEIP Xy baT7 4020 7 LET,

e 1ODLAF¥2ALF—T A AZHEHTEALMACT KLA VA ML 2EIFTY, 9T
MAC ACL BHBHREENTWVWAHALA Y2 AL F—T A AZMAC T 78X VA MNE2HEHATH L.
FHEWHD ACL BDE LW ACL ICBEX#HZ ONET,

LAY 2A L E—T oA A~DT 7 AEHIET572DIZMAC 7 78R VA ME@EATI20E., %
i EXEC E— FCROFIEEFEITLET,

avwy kR

E[:5)

configure terminal

Ja—)L a7 4 FXal—yary E—RRE2BLET,

interface interface-id

FEDA L —T 2 AEREL, AV F—T AR A7 4
Fal—raryrET—RelBELET, BETDHIA X —T A R
IMELA Y2 A2 —T A4 A (R— K ACL) TRIFHITRY
FHA,

mac access-group {name} {in}

MACT77%®A VA MEFERLT, HEShTA Vv EZ—T =14 A
~NOT 7 AR L E T,

RN— B ACL (X, BEHMICRY bR —FEnEd,

end

b EXEC B— FIZEDY 77,

show mac access-group [interface interface-id]

FDAH =T 2 A AFEFEITTRTOLAY2 A X —T A R
WHEHHAENTWSEMACT 7R URAMEFRRLET,

copy running-config startup-config

UL3E) av74Xalb—ay 77 A NMCHREZRIELE T,

BELET 7R ZN—7%HIRT %I21%. no mac access-group {name} { VX —7 A A a7 4
Xal—varavwr ReALET,

WIZ, 77%8Z2 VAN macl Z R — MIHEALTR—MIEETINry "2 T4 0E ) 7T 50%

RLET,

Switch (config) # interface gigabitethernet0/2
Switch(config-if)# mac access-group macl in

(¥) macaccess-group { > F—7 A A AT 4 Fal—varavr NI YHELA Y2 F—T =
AAZHEAINTHBEICRBY A E /R 9, Zoa~ 2 Rk, EtherChannel R — k F ¥ U2

IS VR

| oL-26641-01-J

Catalyst 3560 R4/ v F Y27 +bHx7 avI74¥al—vav 4 F



¥£3B3F ACLISEDRY FT—Y £FaVT1OHRE |

W VLAN =y F0EE

AA v FNE, Xy bEZETHE, HEACL E X7y hERAELET, ACL 337y &[T 5
A, AA v FII oy PO A LET, ACL 337 v hE2HERTHEAE. A v FiI\ry

FMEBEELET, REFEDOACLEA L X —T oA RAZHHATAE, 24 v FITACLBA V¥ —T =

ARZHEH SN TWRWEHE L, T XTOXRXTy hEFRILET, Ry bFT—27 X207 0D

DICRERZD ACL ZHHATHHEAIT. ZOXIRMENELDZ LICEELTLIEE N,

VLAN < v TDERTE

ZIZTiE, VLAN = v 75 ET D HIEIZOWTHBALET, Z0FHETZ, VLANRNTTZ 4 v v
T a T DME— D HFETT, VLAN = v FIIEHFROBRERH Y A, VLAN v > 7 Z&FEH LT,
BEOHBMD T T 4 v 7T g NE ) 7T HI0E, BEDOEETEITSET FRLUARE TSR
ACL ZEMT 30BN H Y £3, VLAN v v THRICHYS 7 v b X4 7 (IP £721% MAC) (2343
match F)03H DA, T 74V F T, ~ v 7HRNOEOZ Y ML —FH LWy y Mike vy
NET, ZU Ty b XA TIHT D match 2~ 2 RRRWEE, T 7 4/0 F Tk, X7y boddgk
SNET,

ZIZTHEMT D 2~ FOMIE LOHAGEOFHMI SN TIE, 20U U —RZHsd 52~ R
V77 V2B LTSN,

VLAN = v 7&EA LT, 1 2F£7-138% D VLAN CEHT 2121, ROAT v T HFETLET,

AFvF 1 VLAN (Z#E A4 2% IPv4d ACL £ 72133588 IP ACL., £ 72134 A1 & MAC 353 ACL Z1ERR L £,
ME%E [Pv4 ACL 35 JOMESE IPv4d ACL OfERE] (P.33-7) BX O [VLAN ~ v 7 O1ERk] (P.33-34) %
ZRLTLEEN,

ATvFT 2 VLANACL vv~7 = b U Z{ERKT HIZIE, vlan access-map 7 72— 3L 227 4 Fa b — g v
avry FeAJLET,

AFvT 3 TR~y T arz4¥al—3 3 E— RFTIL, action & LT, forward (57 +/L ) E£7-0%
drop Z A N5 bTEEd, £/, match =~ FE AN LT, D MAC 7 R L AT
MENTZIP X7y FERIZIEIP N7y FERE LD, 1 DE71385 O ACL (EREE 72 13459E) &
Nry belRELEDTDHZEHTEET,

GE) 7y b ZA47 (AP £721X MAC) 1Z%% 5 match A28 VLAN = v FICREENTWAHEA T, €D
2T T arNRuy FOBRRIE. FOLXALFI—HTETXTORry b3 Ry FERET,
match AJ7% VLAN = v 71T | BESNTWET 7V arBN Ry 7Oo8RA1E,. 73T IPBLO)
LAY 22Xy "R Rey a3 ET,

AFvFT 4 VLAN ~v 7% 1 DE-13#E%H O VLAN ([C#EHA$5120Z, vlan filter f > % —T7 = A A a7 4 X2
L—yay avwy ReHLET,

ZZTE, ROBEICOWTHALET,

o [VLAN ~ v 7 OREROEZEFHE] (P.33-33)

e [VLAN = v 7O{ER] (P.33-34)

e [VLAN ~® VLAN ~ > 7 Oii 1] (P.33-36)

e [Xv NU—27TO VLAN ~ v 7O HE] (P.33-37)
e [VACL ux>70#E) (P.33-39)
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VLAN vv 7oz N

VLAN 7 v JORERDIEEIER

o fUHE—T A ATET 74 v 72 BETDHLIICHESNTZ ACL 28372<, VLAN ~ v 7IRHTE
SATHZRIVEE, TXTDO T 74 v 7 BTSN ET,

e ZVLAN v v 7 id—#HOT Yy MU THHEINET, VLAN vy 7Oz M) DOIEFIZTEE T,
A A /% WCERE LIy M VLAN <y TORPAOT FVIZH L TT A MESRET,
L7=35813, VLAN v v 7OZOESICHESNLET 7 v a U REITSNE T, —H Lo Tz
% \A#/Fi7/7W@&®I/FUKﬁLT?XFéMi?O

o YN o b XAT (IP £721E MAC) (ZxF 5 match AJA3 VLAN ~ v 712 1 o £7-138%H 5
BAETH, X7y FRZENSO match AIIZ—H L2 WEA, T 74V TEry v ke v/
SNFET, YTy b XA TITHRT D match A]23 VLAN < v 7HIZR WA, 7 7 40 KTk
NIy MR ERE SN E T,

o 2D ACL BRHBEEINTWVAEAIE., VAT LAOBRBICHERINANEZERH Y 7,
e VLAN vy 7FoaXo o 73R R—FERTHERTA,
o LAV2A L E—T A RIZHEHENTZIP T 7R U X bit MAC FTIEAVRARNNBAL vF

ZH->T, "— FMNET S VLAN IZ VLAN ~v 72T 556, 7— F ACL 8 VLAN v >~
B LET,

e N—KRUxTIZVLAN vy 7ORELZHEHTERWHEEIE, £ VLAN NOTXTONRTr v M
=T TV P ITBIONAN—T 4 T AHLENHY £7°,

e 774U VLANBLOEN XY VLAN TVLAN v v 7Z#RETEET 2L, 7714 3—
FVLAN D754~ VB L0EH ¥ Y VLANIZE U VLAN v v 72 R ET D L2 HER L E
R

o TL—INTTA_—F VLAN NTHIEEIN D LAY 2 DA, RL VLAN < v 72 A Ml & H
TAOEHFICEH S NET, 7L =BT T A4 X— kK VLAN ORI LHAE R — Morv—TF 4 >
TENDHBE., 774 X—hF VLAN ~ v 7B AN EH S £,

— RAN R— " DHEERR—F~DT v AN —ATEEESNEZ 7 L—LD8E. Eh
U VLAN ICRESN TS VLAN =~ v 7N EH S E 7,

— EERIR—IMNOERAN R—=F~DE T AN —ATEEEINDZ T VL—2DHE., 774
< U VLAN ICREENTWD VLAN = v 7N EH & n£1,

T A4 _X—KVLANOREIP T 74 v 7 %7 4 NE ) 73 52iF. 7714~ 1U VLAN B X
WA %Y VLAN O 512 VLAN v~ v 72T 20 ERH Y £9, 774 X—k VLAN ©
I OWTIE, BB IS E 7774 _X— K VLAN OFT] 22 LT &,

FEBNZHOWTIE, Ry hU—27 TH VLAN ~ v 7O %] (P33-37) 2L T &0,

N—4 ACL 8L VLAN ~ v 72 A S b THEAT 2 FIEICONTE, [VLAN v v 7 L —%
ACL O ERFOEREFH] (P33-41) 22 LT ZE0,
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W VLAN =y F0EE

VLAN < v T DR

ATy71
A797 2

A7973

ATv7 4

ATy75
27976
ATvFT1

% VLAN ~ v ZIRIEF ISR b —#ox=y MY TS ET, VLAN v v 7 =2 b U ZERk,
BN, E 7MY B IS I, #9H EXEC £— K TROFIREFT LET,

avyv Rk B

configure terminal Jua—) ar7 4 Xal—vary B— REEEBELET,

vlan access-map name [number] VLAN = v 7% Ef L, LB I O0ES ((EF) 2HEELET., H5I1T
vy THNOT ) DY — v AEFTT,
[ CA4RID VLAN ~ v 72 EMT 25 &, 10 7283 25 F 5 0IEICE Y
BToNET, vy TEEETELITHIRT L L XX, 4T~y T =
M OFZEATEET,
AR REANTEE, T/RA Ry a7 4 ¥alb—a

T NEDY ET,

action {drop | forward} EE) ~v 7 o MU TDT 7 a v 2RELET, T 740 M
#izik (forward) T9,

match {ip | mac} address {name | 1 OFERITEBOEREE-ITIET 78X UX MIH LTy F2RAe

number} [name | number] LET (IP £FIEMAC T FLRAZHEH), 7y hOoREE, X535
fmb:wﬁ%fmTﬁtzbe’ﬁbfﬁiﬁbﬂiﬁ IP "y

NI, EAEEZIIIEEIP 727EZX VX MIFLTREESNET, FEIP /S

v MM, 4RIMTE MACHEET 72 A U R MIRLTRETRAESINE
7

end Juo—)Lar7 4 Fal—ary E—RIREYET,

show running-config TIEAVANOREEZFZRLET,

copy running-config startup-config |(17E) =L 7 4 ¥ al—vay 77 A NMCRELRELET,

~ v FEHIRT 512X, no vlan access-map name 72 —/N)L 2T 4 Fal—al avw REfl
HALET, v~ v 7RO —Fr 2 = b % 1 DHIBRT 5121, no vlan access-map name number 7
og— )L a7 4 Xal—gryavy REFERALET,

FTI7FN DT I arThHEEEEITHIICIE, noaction 77 A vy a7 4 Falb—v g
avr REFEHLET,
VLAN = v 7" Cii, %ﬁé@ permit £72iX deny ¥ —V — F&EH L ¥ A, VLAN vy 72 L T

Ry NEEGTHI1I2E X7y FEREGT DS ACL 2{F LT, 77 vavid ke y FICEELE
7, ACL Ij\?@permn o ETBEVIEKRTT, ACL AD deny 1X, —ELARWVWEWVWI BIRTT,

ACL 8& U VLAN 7 v 704l

Bl 1

Iz, BEOBHIOZD D ACL BL W VLAN =~ v 7 H2ERT 202~ L E£T,

T, Xy FEERT S ACL BE O VLAN ~ v 721ERT 502 R LET, DO~ v 7T
X, ipl ACL (TCP /X7 v b) IZ—&KT 53T _XCory b3 keyFE8nEd, &I, 73TO
TCP "7 v M:.#FTL FNLS DTy b EFTRTHEST S ipl ACL Z1ER L E T, VLAN ~v
WX IP 237 > MZKRT 2 match AINFEET D720, T 74V OT 72 a Tk, ED match Aj & b
—HLARWIP X7y MR TRT Ry 7EnET,

Switch (config)# ip access-list extended ipl
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#l 2

#l 3

VLAN vv 7oz N

Switch (config-ext-nacl)# permit tcp any any
Switch (config-ext-nacl) # exit

Switch (config)# vlan access-map map_1l 10

Switch (config-access-map) # match ip address ipl
Switch (config-access-map) # action drop

W, "7y FEFAT S VLAN ¥ v 72 Bl d 5612~ LE ¥, ACL ip2 13 UDP /37 > b & ]
L. ip2 ACL & —EF 2T _RTCONRTy FBRBEINES, 2O~y TR, ZHLETIOED ACL &
Hb—HLARNWTRXTOIP X7y kb (TCP TH UDP THRWA Ty ) B ReyranEd,

Switch (config)# ip access-list extended ip2
Switch (config-ext-nacl)# permit udp any any
Switch (config-ext-nacl) # exit

Switch (config)# vlan access-map map_1l 20

Switch (config-access-map) # match ip address ip2
Switch (config-access-map)# action forward

WOFD VLAN = v 7 Tld, 774/ FTIP N7y FBFry 7S, MAC "7 v FRE S E
T, FEHED ACL 101 B L OARIFHEHLIET 7 £ A U A b igmp-match 35 X OY tep-match % Z D~ >
TEMABEDETHEHTLE, ROEIITRY ET,

e T RTDUDP Ty MBEEEINET,

o TRTDOIGMP X7y MR Re vy FIiET,

e TRTOTCP N7y MPfEEINET,

o ZTOMDOTRTOIP NTy "R Rr Yy FINET,
o TRTOIIP /N7y bBEREINET,

Switch (config)# access-list 101 permit udp any any
Switch (config)# ip access-list extended igmp-match
Switch (config-ext-nacl)# permit igmp any any

Switch (config)# ip access-list extended tcp-match
Switch (config-ext-nacl)# permit tcp any any

Switch (config-ext-nacl) # exit

Switch (config)# vlan access-map drop-ip-default 10
Switch (config-access-map)# match ip address 101
Switch (config-access-map)# action forward

Switch (config-access-map) # exit

Switch (config)# vlan access-map drop-ip-default 20
Switch (config-access-map) # match ip address igmp-match
Switch (config-access-map) # action drop

Switch (config-access-map) # exit

Switch (config)# wlan access-map drop-ip-default 30
Switch (config-access-map) # match ip address tcp-match
Switch (config-access-map)# action forward

WO VLAN v v 7Tk, 774V TMAC Xy MR kay7Zan, IP 37y hBREREINE
J. MAC JE8ET 7 2 A U A | good-hosts 55 & T good-protocols 2 = O~ v 7 LA G bW T T
L&, MDEIITRYET,

e A K 0000.0c00.0111 35 L T*0000.0¢00.0211 725D MAC N7 > BRHRE S NE T,
e decnet-iv £721% vines-ip 7'v IV EFHT S MAC /N7 > FREEESNE T,

o ZTOMDOTRTOI IP Xry R ey FEhET,

o TRTOIP ATy MREEEINET,

| oL-26641-01-J
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W VLAN =y F0EE

Switch (config) # mac access-list extended good-hosts
Switch (config-ext-macl)# permit host 000.0c00.0111 any
Switch (config-ext-macl) # permit host 000.0c00.0211 any
Switch (config-ext-nacl) # exit

Switch (config) # mac access-list extended good-protocols
Switch (config-ext-macl) # permit any any decnet-ip
Switch (config-ext-macl)# permit any any vines-ip

Switch (config-ext-nacl) # exit

Switch (config)# vlan access-map drop-mac-default 10
Switch (config-access-map) # match mac address good-hosts
Switch (config-access-map) # action forward

Switch (config-access-map) # exit

Switch (config)# vlan access-map drop-mac-default 20
Switch (config-access-map) # match mac address good-protocols
Switch (config-access-map)# action forward

#l 4

WOBID VLAN v 7 Tld, 774/ FTTRTORTy b (IPBIOIEIP) B Ry FEinEd,
B2HBLOBH 3 DOT 7R J R tep-match 3 LU good-hosts 2 Z D~ v 7 LA GOE THEAT S
ELROE ST ET,

o TRTODTCP N7y MRREINET,

e A K 0000.0c00.0111 33 LT 0000.0c00.0211 235D MAC 737 v M kS E T,
o ZOMDOTRTOIP Xy bR RFueyFIhET,

o FDOMODFTXTDMAC Ty bR Rry FIRET,

Switch(config)# vlan access-map drop-all-default 10
Switch (config-access-map) # match ip address tcp-match
Switch (config-access-map)# action forward

Switch (config-access-map) # exit

Switch (config)# vlan access-map drop-all-default 20
Switch (config-access-map) # match mac address good-hosts
Switch (config-access-map)# action forward

VLAN ~® VLAN < v 7 D&M

1 2O VLAN = v 7% | O£ 721385 VLAN I[Z#H T 51213, $7# EXEC E— FTKRO FIEE E

TLET,
avwyF B
27971  configure terminal Ja—rL ar T 4 X¥al—ay e REEBLET,
27972  vlan filter mapname vlan-list list VLAN v v 7% 1 DE7I3EH D VLAN ID IZEH L E T

list [ZIZH—» VLAN ID (22). #fe L7-&iF (10 ~ 22), £7=i% VLAN
IDDOANY T (12, 22, 30) 2BBETXET, hr=ong 7 ORH]
BICAR—REHATHZEHLTEET,

A7973 show running-config TIEA VR NOBREEF L LET,
A7974  copy running-config startup-config |({£E) =L 7 4 Xal—ay Ty A NMIREEARELET,

VLAN < v 7% HIBr3 % 121%. no vlan filter mapname vlan-list list 72— 3L 227 4 Fa b — 3
vavwry FEERLES,
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VLAN vv 7oz N

WIZ, VLAN ¥ v 7' 1 % VLAN 20 ~ 22 \[Z@EH T 2047~ L £7,

Switch(config)# wvlan filter map 1 vlan-list 20-22

2y FJ—%-TOVLAN 7 v JOERX

Tk, — A7 VLAN ~ v ZOERIEICOWT—HEH L £,
o DAYV 7 Ju—Ey bORE] (P.33-37)
e [HD VLAN IZ®H DT —1"~D7 78 ZADHES] (P.33-38)

24x) Vg ya—€y FOEE

IA¥Y V7 sa—Fy MERTIE, V=T 4 VI NAAL vTF ETARX—TNMZENTORWIGEN
bV FEF, L, TORETH VLAN v v 7B L QoS 0% ACL IV AR — I TwnE 7,

334 T AARNXBEORARNY 38725 VLANNIZHD . VA4V 7 Ja—FEy b AL v
FABIOAAL v TF ClZHEHINTVWDEEELTVET, RANXDLHRERARNY ~D T T 47
W, =T 4 Y ITRA X =T NVICRESNTZ LAY 3 AL v FThDHAAL vF BIZE > THRENIZ
N—=T 4T ENET, FRAMXDOERARNY ~D T T 471, T 747D v KAV
FCHEIAALVF ATT A 3L ha—LTEXET,

33-4 DqA4xI T yo—€Ey FOBRE

VLAN T Y 7 : X5 Y ~AD :
HTTP 289 %, = —/
HTTP [ZT Y b RA Y b T —=> |

EESh3, |:||

—

KRR kX
77777777 ViaN g 101132 )
— — — VLAN2 &

—> N7y b

HTTP h5 7 4 v 7% BARNXINBHRARNY ~ZA v F L 7 LARVWESIE, AAFX (IPT7 FL %
10.1.1.32) 26 FA Y (IP 7 RLUZ 10.1.1.34) 125 T _XTOHTTP F 77 4 v 7R AL vF A
TRy 7E&N, A4 vF BTV vV 7E3nN20nE i, AL vF ADVLAN vy T ERETE
9,

Bz, HTTP A— K ECTXTOTCP N7 7 4 v 7 A (—%) T2IPT 78R URAL hitp %
EELET,

Switch (config)# ip access-list extended http
Switch (config-ext-nacl)# permit tcp host 10.1.1.32 host 10.1.1.34 eq www

Switch (config-ext-nacl) # exit

| oL-26641-01-J
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W VLAN =y F0EE

WIZ, http 77 BA VAR E—HT DI 74y rB Ry a3, ZOMDTXTOIP FT7 14 v

IBEREEINA LI, VLAN T 78R vy 7 map2 #{ERLET,

Switch(config)# wvlan access-map map2 10

Switch (config-access-map) # match ip address http
Switch (config-access-map) # action drop

Switch (config-access-map) # exit

Switch (config)# ip access-list extended match_all
Switch (config-ext-nacl)# permit ip any any

Switch (config-ext-nacl) # exit

Switch (config)# wvlan access-map map2 20

Switch (config-access-map) # match ip address match_all
Switch (config-access-map) # action forward

WiZ, VLAN 77t A ~v 7 map2 % VLAN 1 IZi#A L E T,

Switch(config)# wvlan filter map2 vlan 1

A®D VLAN [2H B Y —I\~DT7 IV 2 ADER
BIO VLAN (28 %% —S~D7 7 & A& HIRTE £9. 7=& 21F. VLAN 10 WO #—2310.1.1.100

AFvFT A1

TliE, WDEBRA DT 7 BRAZERTLHHLERS Y £9 (X 33-5 25MH),
e VLAN20 HOH 7% k 10.1.2.0/8 ICHDHKRANDT 7 & A%l LET,
e VLANIONDOFZ F 10.1.1.4 BL10.1.1.8 DT 7/ v R &ZEIE L £,

K 33-5 o VLAN LOH—/I~DT7 VI L RER

VLAN < v 7

= @
10.1.1.100 l
|

********** \ IRy b
H#—s% (VLAN 10) \ 10.1.2.0/8
| |
A \
10.1.1.4|:| ””””””””””” —
___ﬁﬂ‘b

KRk (VLAN 10) LAY 3RAYTF

10.1.1.8

=y

ARZX + (VLAN 10)

—> N7y b

RX k (VLAN 20)

101356

WIZ, 7% b 10.1.2.0.8 ROKRZX ., FAA K 10.1.1.4, BLOEZ K 10.1.1.8 D7 7 & XA Z24ES
L. 2o IP b7 7 4 v 7 %A+ 5 VLAN ~ > 7 SERVERI-ACL #{Epk L T, 5o VLAN N®
PR~ T 7B RAEELETHHERLET, KEDOAT v 7 TiE, ¥» 7 SERVERI % VLAN 10 |2

HWHLET,

ELWARTry heE—HTHIPACLZEELET,

Switch (config)# ip access-list extended SERVER1_ACL

Switch (config-ext-nacl))# permit ip 10.1.2.0 0.0.0.255 host 10.1.1.100

Switch (config-ext-nacl

(
(
Switch (config-ext-nacl
(
Switch (config-ext-nacl

))
))
))

# permit ip host 10.1.1.4 host 10.1.1.100
# permit ip host 10.1.1.8 host 10.1.1.100
# exit

[l Catalyst3560 R4 v F Y7 b7 A4 F¥al—av A4 F
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A7y 2

VLAN vv 7oz N

SERVERI ACL & #3425 IP X7 v h& Fuy 7 LT, 20O ACL £ —8LARWIP 7 v N EFEEET
5ACLEZMHEHALT, VLAN~ Y 72 EHRLET,

Switch (config) # vlan access-map SERVER1_ MAP

Switch (config-access-map) # match ip address SERVER1_ACL
Switch (config-access-map) # action drop

Switch (config)# vlan access-map SERVER1 _MAP 20

Switch (config-access-map)# action forward

Switch (config-access-map) # exit

VLAN 10 IZ VLAN ~ > 7" & @M L £7,

Switch (config)# vlan filter SERVER1_MAP vlan-list 10.

VACL B> T D%E

VACL v ¥ 7 %R ET 25613, WOWWTHES Sz [P Ty MIxt LT Syslog A v E—U 03 4%
SV ET,

o —HITAERHO Ay FEZE LS

o HEDSHHIC—ETDH Ty NEZELESS

o SHORBTHANC LEWVHEICEL TV A HE

ng Ayt—ViF 7o —BMTERSNET, 7o—iZ. ACUIP 7 FLABLOLA ¥ 4 (UDP £7-1%
TCP) A— "EFZEFFONTry FELTERENET, 7o —T5 5 Fy FaZELRWEA, £
D7a—F¥ Y v anbilfRENET, Syslog A v E—UNERINDE, XA —BIUT
FATERT Y FENET,

VACL » %> 7 Ol [RFEIZIHRDO LB Y TH,
o I SNLIP ATy METBREERSNET,
o REXR—KACL TrX U INBER/ Ty ME, VACL THAESNTZGEG, nXrr7ahid
/Uo

¥t EXEC €— FCTROFIEEZFITLET,

avv Rk B

27971  configure terminal Jua—) ar7 4 X¥al—vary T— FEBBLET,

A7972 vlan access-map name [number] VLAN ~ v 7Z1Ef LEd, VLAN v~ v FIZ4HT1 & &5 ((EE)
PRTET, FEIE, vy THO= NI OY—F U AFFTT,
v o AF G ORI 0 ~ 65535 T,
R C4RID VLAN v v 72 AERK T2 & 10 T84 2F 5 2AE
WEIY Y TonET, vy P EEATEITHIRT S & &1d, %Y
b~y 2 NI OFEFEATITEET,
v T ERT (BE) 2HRETHE. T78AYYy S a7
Xal—rary E— FRBBENET,

A7973 action drop log IP X7y REMERBIO®a X 79589 VLANT 7R v
ERELET,

AT974  exit VLAN7 78R vy ar74¥al—ary T—Fa&TL,
Ja—n) ar7Z 4 Xal—yary T— RIED £,

| oL-26641-01-J
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W )L—2 ACL # VLAN vy LA hETHERAT A

AT975

ATv7 6
ATyFT
ATv78

avwyFk

B&

vlan access-log {maxflow max number | VACL e X7 R A—HZ&ELET,

threshold pkt count}

o maxflow max number : @7 T—7 )L YA XeBRELET,
maxflow OfE% 0 IZRET D &, vl T—TILVONEZHIR
TEET, B T—TAROSXVDOHEE, AL v FITHL
W7 a—nbu RIS Ny bR Re vy T LET,

EDOFPHIE, 0~ 2048 TI, 77 4/b MEIE 500 T,

 threshold pkt count : v x> 7 LEWEEZRTELE T, 5ok
BT AN 7 —D LEVHEIZET S E, X Avk—v
ARSI ET,

L& WMEDFEFRIL 0 ~ 2147483647 T3, 7 4L hDOLE L
12 0 TH Y. Syslog A vE—UB 5T LIcARSNET,

exit i EXEC £— FIZED £7°,
show vlan access-map REXHERLET,
copy running-config startup-config ER) av 74Xzl —vay 774 NVIIREEZRTLET,

GE)

no vlan access-map 2~ K& —7 VAR EHLEBIHEA L Cey TEFEZHIBRLEST, > —4F v
AFFRLTa<wr Rono A=V a 2L T~y 72HIBRLET,
WIZ, IP ATy FEBEERIOr X 74589, VLAN 7 78R vy 7 E2RET 012" LET,
T 2T, net 10 DA RVIC—ETBHIP b T 7 4 v/ BEESIuX S EnET,
Switch (config)# vlan access-map ganymede 10
Switch (config-access-map) # match ip address net_10

(

(

Switch (config-access-map)# action drop log
Switch (config-access-map) # exit

Wiz, Z7ua— NV VACL X7 RIA—F2RETLHH R LET,

Switch(config)# wvlan access-log maxflow 800
Switch (config)# vlan access-log threshold 4000

ZITHMT D a~ s FOMIE LU GIEOFEMIC OV TE, ko URL TAFATEEZ [Cisco
10S LAN Switching Command Reference] % ZM L T 7230,
http://www.cisco.com/en/US/docs/ios/lanswitch/command/reference/lIsw_book.html

JL—% ACL Z VLAN v v JLllAEHETHERAT 5

TV oD T ENTE N T T4 9P BIONVN—T 4 VT ENE N T T4 ZOWFIZH LTT 78R o
Y hue— L EZITHITIE, VLAN v v 72 BMTHEMHT 50, E£7213b—% ACL & VLAN v > 7%l
HEbLETCHALET, AAEHAH G DONL—T v FVLAN £ X —7 = AT/L—H ACL % EH
Lz, ZV P T E&NE N T 7497 DOT7 78 A% ary be—L3d5 VLAN Yy 72 EHRLTY
TEET,

Ny b 7r—H»N ACLN VLAN v 7@ deny A7 — M A M e—E LA, »—% ACL ©
WZBARR S, Ny b Te =3 ER SR ET,

£

5

Catalyst 3560 R4/ v F YI b7 av74Fal—Sav HA K
IEEI. 0L-26641-01-J |



| £33 ACLISESFRYIT—Y £F2UT1DRE

>
B

L—% ACL £ VLAN ¥ v Fe#aabechEAT 5% B

—4 ACL % VLAN = v 7 LflLAabETHEAL, v—% ACL TORX 7 & 0NEE 4587y b
BN VLAN v v 7 THEEINZHE, ooy y MirXrrEhEtdi,

Ny b 247 (IP £7213 MAC) (283 % match A28 VLAN v v FI2H 556 TH, X7 v b
WEDHA TIZ—FHLRWEE, T 740 Ty B Fry FERET, VLAN v v 7HIC
match A7 . T/ arNEEESNTVWARNES., PFOVLAN <~y X =2 hU &8 —F LAunS
Ty MIEEEINET,

ZZ Tk, v—% ACL % VLAN = v 7 L #AE L THEAT L HIEICOWTHBAL £,
e [VLAN = v 7 & —#% ACL OFFEROIEFIHE] (P.33-41)
e [VLAN [ZHEHAENSH/1—% ACL & VLAN ~ v 704l (P.33-42)

VLAN ¥ v J&IIL—% ACL OFRERDIEEE

ZZicEEEN-EESFHEIZ, V—4% ACL ALFVLAN = v 7% [F U VLAN ETHBAT2LERN S
LEEICHASNET, L—Z% ACLBIXWUNVLAN ~ v 7257075 VLAN ICEI D Y TAHRTITIZ, =
NOOFEEFHITEA SN ET A,

AL v F N—Fv =71, i\ (ANBLOHS) Zeict®xaU7 0 ACLz 1 HELET, L
MWoT, =4 ACL BLOVLAN v v 7% [ U VLAN IZERET 2 HEIE. ZNHEMET D 0NENR
HYET, =% ACL & VLAN v v 7 %ia+ 5 & ACE OBPERIZRL25E01H Y £,

N—4 ACL 8L W VLAN v 7%[F U VLAN IZRETALENH H5E61F, +—4 ACL & VLAN
<y T OMFOFEICHL, Z I THPATIERFHIIES, T EE,

o VLAN A % —T x4 ALK HH (ABLOHA) I VLAN v v 7B XL —% D ACL % 1
DOFTOICWRYRETE T,

o ARV, TRTOTL NIDOT 7 v a YRE—T, KROT 74N b 727 a2 B3t
DIAT LD X ACL Zitib LET, ROWThrDORAEEMH LT, ACL Zitik L £,
permit...
permit...
permit...
deny ip any any

FoX

deny...
deny...
deny...
permit ip any any

o ACLINTHEEOT 7 ay (v, X)) 2ERTIHIHEE. ThThoTr7vay ¥4 7% %
LT, = FUEREHIRL £,

e ACLNIZVA Y4 EREIBELZNVTLEE N, LAV A4IEREZENT S L, HE T v ANHE
Mo FET, ACLOZ o nZ V7M. full-flow GEEITIP 7 KLV A, G IP 7T KL A, 7
7 k=, :IoJ:U‘?’D Faj R—=K) T, IPT RLR GHEIRBLUO%EE) IZESWTITH
NDHGEZ, ERHEEERPGEONE T, FIEEREY ., IP 7 RV R ZiX don't care v F &
LX< f:éb‘o

IP ACE & L1 ¥ 4 4 &7 TCP/UDP/ICMP ACE 2355 & % ACL WNIZ/ETE L. full-flow &—
RERETOILERSDL EXE, VA VY4ACEZ VA MOKBICHEBELET, ZOME, IPT K
AWHEASS N T T4 v I DT 4 NE ) T RBERENET,
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W )L—2 ACL # VLAN vy LA hETHERAT A

VLAN [SEREhS/L—% ACL & VLAN < v T4l

ZIZTIE. A»—#% ACL BEXOVLAN v v 7% VLAN IZ#EHA L, AL vF R 7y h, 7V v R %
Ty b =Ty R XXy b BERIATFHY AN RXTy NS 562~ LET, ROKTIE

ENENOFERIIERIND Ny VERLET, X7y ROXZN VLAN = v 7% ACL #7375

LRFETBRA L RT, RNy hERBEEPFIC Ry 73 8ELH D 9,

ACLBEURAYF K /7y bk
X 33-61Z2, VLANINTAA vF 7 3nb37y MZACL 2@HAT 5 H5iEE2RLET, 74—
Ny TV TIZEhoTh—T 4 7T EITHREEINT,. VLANINTAAS v TF T E3NE37
FZlX. AJ1 VLAN @ VLAN ~ v 772 AEHA SN £+,

B 33-6 RLYF K 1347y bAD ACL DiER
L A% H 7 :
VLAN10 : JL—% JL—#%& 1 VLAN20
wvT ACL ACL =4
v vV Vv v
S
—
AR kA
(VLAN 10) ‘ !
=T 4 YRR (T
LD =Ny s Ty
71_‘;{ kC _/ 3
(VLAN 10) I:l' !
=y | 5
VLAN 10 | — > Y VIAN20 3

ACLBXUIUY KTy k
33-712, ZH =Ny TU IRy MZACL 242 FEZ2RLET, 7V vP o
7y hOBEIE. A VLAN I VA Y 2 ACL 20 &N Ed, £7/-. EIP BIUIE ARP 7 v
K2R T =N TY TP R Ry ey Ed,
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L—% ACL £ VLAN ¥ v Fe#aabechEAT 5% B

337 Ty SR sy bAD ACL DER
VLAN 10 ' VLAN 20
<v 7 L RvT
s | i
F— | | F—
KRR kA KRR kB
(VLAN 10) ‘ ‘ (VLAN 20)
LAy Ty D
VLANIO0 . | — > Sy ] VLAN20 5

ACLBXUIL—TFTy F 7y b+

33-8 12, V=T v K X7y MZACL 2@HAT 2 HEE2RLET, V=T v K XF v FOGE,
ACL IR DIEFZRCHEH I NE T,

1. AJ1 VLAN ® VLAN = v

2. AJjn—2% ACL
3. HHin—% ACL
4. 1J) VLAN ® VLAN v v~
B 33-8 W—TFv F 17y b~D ACL OEA
. AR HH
VLAN10 @ JL—% L—4 © VLAN 20
<v 7 ACL ACL LRy T
b
R i
A | | —
RA A RA KB
(VLAN 10) | i (VLAN 20)
L =TT
VLANTO . Sy ] VLAN20 5
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W )L—2 ACL # VLAN vy LA hETHERAT A

ACLEBELUTILFEXNY R 7y k

33-9 42, IP v/ FFx A NHICER- SNy MCACL 2T 2 5EE2R~LET, v —T+«
VITENDZNT XY AR Ny M, 20087 v BNEHINVET, 1213, sENAT
VLAN ANOMOFR— R ThLHIGEIZHER I, 9 1 20%, S8BTy hOL—FT 4V THTHD

Bl VLAN WIZh A EAICHERSET, 7y MIEEOE ) VLAN ICV—T 4 » 7 SN BEEN
HOETHN, ZOEAIFIHE VLAN Z LI 20— 217 ACL BL WU VLAN ~ v 7238 S E
7

AR, Xy MEI—8o ) VLAN A THFRI S v, Znbi4bo VLAN CTHES S ET, X7 v b
DAL =N, FAENTSECEHmESNET, 277 L. AJVLAN = v 7 (¥ 33-9 » VLAN 10 < v
)WL T Ty MR ey 7 ENsGE, N7y hOoa b — 35 EIlERGEINERT A,

33-9 IUFHvR b /87y FAD ACL DEA
AR wHo
VLAN10 @ JL—% Jb—#%& 1 VLAN20
wvT ACL ACL LRy T
vV vV Vv v
- > -— ]
=y =
R kA HZ B
(VLAN 10) | 1 (VLAN 20)
) I
Rk C _’/ | 3
(VLAN 10) |:|| | |
e | | 8
VLAN 10 VLAN20 5
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IPv4 ACL DEEEDRT

IPv4 ACL 0®EDRT M

AL v F LICREESNTND ACL, BLA »F—7 A A& VLAN I[ZEH &7z ACL 2 R/R-TE

£,

ip access-group { V¥ —7 A A a7 4 FXal—var avr REFALT, LAY 2 EELA
Y3IAH =T A A ACL ZWMA LIHB1E, T F =T =2 AA ADT 78X TNV —T 2FIRT
ETFET, Elo, LAY 2A 0 F—T oA RTHEH SN MACACL KR TEET, ZOFMERR
T HITIX, #£ 332 TR SN F5HE EXEC =2~ RaEfH LET,

& 33-2 FO9ER YR BEUT7IER FL—TE2FRTTHaATVE

avwyFk

B&

show access-lists [number | name]

BAED 1 DELITTRTOIPBLPMACT RLRA T 271X UARDOW
B, FLAREDOT 78R VAL GBS ELB3AHINE) ORNEE
FoRLET,

show ip access-lists [number | name]

BIEOFTNTOIP T 7 A YA~ ILBFFEDIP 727 A U AR
(FEMEEFARIMTE) ONEEFRRLET,

show ip interface interface-id

AVE =T oA ADFMBEBLORT —F ZAE2RRFLET, IP 231
X —T NI o> TWSHA F—7 = A AT, ip access-group {1 > % —
TxAAar7 4 F¥al—rary avry ReHLTACL ##MH L~
BRI, TR IA—THbERRENET,

show running-config [interface interface-id|

2 v FEITHBESNIZA LV F—T 2 ADAY T (Fal—ay
T7ANVONE BREEINTZTXTOMACEBEIRIP T 1A U A b
R EOTIVARA ITN—TNA U F—T oA RTHHEI N0 E) &
FRLET,

show mac access-group [interface interface-id]

TRTOULAF2A X —T=2A AFEHIFHREINTZLAY2 M4 F—
Tz AZHMAENTWE MACT 7 A A K

ZFRRLET,

VLAN 77 R <y FFET-

X VLAN 7 4 V2 ([ZBT 2 E#REFXRRTEET, VLAN v v I HERE

AT HITIE, E 333 ICRHE SN R EXEC =~ REfHLET,

% 33-3 VLAN 7 v g ERTYHav UK

avwyFk

B&

show vlan access-map [mapname]

TRTCOVLAN T 7R =~y FERIXEESNZT 7 A
<~y T AIERER T LET,

show vlan filter [access-map name | vlan vian-id] F_NTD VLAN 7 4 A ZIZBET 218, F-3EEsh

VLAN R VLAN 77t 2 = v P+ FRE2FRLET,
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