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MZFEFLIEAN—Ty RIP X7y M, =% ACLIZE>TT7 42V T ENET, ZOMOD
Ny NEZ a2 T ERERA,
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avyvFk B#
A7v7 3a deny | permit protocol deny £ 7213 permit Z A S L, &fbE —&F LB EC 7y FEBESET 50,
{source-ipv6-prefixiprefix-lengt | L7 I1 X7 AT 20 BELET, KRIZ, FHFICOWTHBALET,

h\any|.h0st o protocol \IZIE, AV E—Fy b 7a A VOATELITFSTEATILET,
source-ipv6-addressy [operator ahp. esp. icmp. ipv6. pcp. step. tep. udp. E£721L IPv6 7'm k=)L

Lport-number] FEAKT 0~ 255 OB AMATXEF, ICMP, TCP, % XU UDP ®
{destination-ipv6-prefix/ BRI ARG A—=2ZOWTIE, A7 v 7 3b~3d R L TSN,

prefix-length | any |
host destination-ipv6-address}
[operator [port-number]]

e source-ipv6-prefix/prefix-length F 72 1% destination-ipv6-prefix/
prefix-length 1%, HEGEMFEIITFFAIGME2RETDEECEIT5HE
IPV6 X v N =2 H25WEFRy hU—2 7T AT, 16 By MEZMA L

dscp value] [fragments] [log] Fam KGO 16 KR THESNET (RFC 2373 25MH).,

[

[log-input] [sequence value] i "

[time-range name] GE) CLI (2w R A Z =T = X)) ~VTTH, /0~ /128 Offs
PHOT VT 4 7 ARNERRINET N, AA v Fix, BRARR S 05—

SNV 2=F XY AR T RLAEY 7R LTRr—=IIVRFAR T RN

AD [0 ~ /64 DEPHOT VT 4 7 A, BLWEUI N—2D /128 7L

T 47 ACKIT D IPV6 T FLARASTE T AR — N LET,

o IPV6 L7 47 A /0 DEMHE LT, any Z ASJLET,

* host source-ipv6-address F 1213 destination-ipv6-address (213, FE&H S
FIEHF SRR ET D EE L EITSIH IPV6 A R 7 RLAE AT
LET, 7RLVRIT 16 By MEZfEA L7z XG0 @ 16 #EEA T
EINET,

o (ER) operator \ZiX, HEEDT 1 FﬂJV@iiéEfcﬂ‘f—]\ifdiﬁﬁf‘ﬁﬂf—l\
BT AANT U RERELET, AT NI, It (L0/h&Ewn),
(LY REW), eq (FLW), neq (FL< 72\, range (WZ#iH) “CTJ“

source-ipv6-prefix/prefix-length 51 DB DA XL —Z 13, FETXAR— RZ
—HKTBNENRDH Y T, destination-ipv6- prefix/prefix-length 535D D
AR —21%, AR — M—HTHILERDH Y £,

e (EE) port-number i%. TCP £721X UDP O 7 4 L& U 7T, ZhEH
0 ~ 65535 @ 10 #E# £ 721X TCP H 5% UDP " — F OA4RITTT,

o ({EE) dscp value Z AJIL T, % IPv6 /37 > kb ~ v & —® Traffic Class
T 4=V RNDONTF T 4w 77 AL DiffServ =2 — K KA > Max R
HLET, HETZHHMAIX0~ 63 TT,

o (fE) fragments # AJJLC, HETIIRWT T T Ay MNE2fERLET,
ZOF—U—RFRRRINDHDOE, 71 b3 ipve OETZT TY,

o (EE) log 2¥5ETHE, = MY E—HKT2ry MZETIZrX 7
Av—UPRary —IERFEINET, log-input ZHEETLH L, v
T MVICANA v E—T = ADBMENET, ¥ /i3 —% ACL
Ty R—rahET,

e ({LE) sequence value *x AJjL T, 77X UAFN AT —hA LD
VU ABFFERELET, BETE HHEMIL 1 ~ 4294967295 T1,

e ({£E) time-range name # AS1 LT, A7 — A v FORKEOHME BT
LET,
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A7973b deny | permit tcp L) TCP 77t % U X RBLOT 7 & A&MhEE#RLET,
;{ls‘o:;ce{f;/;‘t—preﬁx/preﬁx-lengt TCP O%EIT tep AN LET, NTA—FIFTAT v 7 3a THHIN TN B
v FA—=H LR CTTR, KISRTAF L 3 v 0AT A= 2 RBMERTOET,
source-ipv6-address} [operator
[port-number]] o ack: MEGRBICEE Y b B b,
{destination-ipv6- « established : {32 & iU/ i, TCP 7°—% 7/ 7 52 ACK 724X RST £y
prefix/prefix-length | any | host Ny AR ERDHAR. BAMTPRET,
destination-ipv6-address} ) o ‘
[operator [port-number]] [ack] | © fim: #&TEY ~ ¥y b FELNLOT—FFENULLY T A,
[dscp value] [established] [fin] | « neq {port | protocol} : FFIEDHR— FFEE LICZ2 Sy FETEBRAELET,
[log] [log-input] [neq {port | e PN ‘
protocol}] [psh] [range {port| | ° psh: 7y v a iR E > b T b,
protocol}] [rst] [sequence * range {port | protocol} : IN— FNEFORFNDO T v 2T ERELET,
value] [syo) time-rangenanel | oy ey s bt b
e syn: ALY M By,
o urg: BERAZ By bty b,
2797 3c deny | permit udp (E#E) UDP 77t A UA RBEIOT 7 B ALKMEEEHRLET,
]is“’:;ce{ ’é’ovft’p refixlprefix-lengt | np o a1t udp % AS L EF. UDP /85 A — 413 TCP (2l L TR & e
soucm"—i v6-address) [operator WBHENRFA—=HLEUTY, 7272 L., [operator [port]] DA — NEFE 21X
port nu‘r’nber]] P H—b41E, UDP H— b OF S E 134 CRITIERY £ A, UDP 0%
- AN : S5 A — A h
{destination-ipv6-prefix/prefix-1 | 7 established /% X — & IZHATT
ength | any | host
destination-ipv6-address}
[operator [port-number]] [dscp
value] [log] [log-input] [neq
{port | protocol}] [range {port|
protocol}] [sequence value]
[time-range name]
A7y73d deny | permiticmp (L) ICMP 77 &2 VA MBLOT 7 B ALKMHEERLET,
ZS‘O:;C? fovft'p’eﬁ)‘/p refix-lengt | \Mp a1 iemp 2 AN LETF, ICMP /85 A— #1125 » 7 3a 0 IP 71
Soumy_i v6-address) [operator | |2 /YORINCH BT A =5 LIZL A LRL T, ICMP A »e—2 5 4
[port—nul:nber]] P FBLOa— R AT A—EREMSATWET, F7v a0 —T— RDE
{destination-ipv6-prefix/prefix-1 PRIBRD LB Y T,
ength | any | host o icmp-type : ICMP 2 v — XA THHEEZILTT4NLEZ VT LET,
destination-ipv6-address’} 0 ~ 255 DfEAfEHTEET,
[?perator [p?rt-number]] e icmp-code : ICMP A vt —Y a— N A FEEEZLTTo1E) T
licmp-type [icmp-code] | LET, 0~255 DfExfEHTE £,
icmp-message] [dscp value] ) \
[log] [log-input] [sequence e icmp-message : ICMP % “‘/'IZ~“/‘ AT FETIT ICMP A y*’z—“/‘@? A
value] [time-range name] THBINa— N4 ZREEIZLT, ICMP Xy beT7 o027 LE
To ICMP X v b=V DI A THEBEITa—FAOY A MZHOWTIE, ?
F—2EHAT N, FREIOV ) —ADav R I 77 LU RS RL
TLIZENY,
A7y74 end Kt EXEC E— RICR Y £7,
A7y7 5  show ipv6 access-list TR VR NOBREEHRBLET,
AFy7 6  copy running-config (B av74Fal—var 77 A VMCREERTFLET,

[l Catalyst3560 R4 v F Y2 kY7 a2 74 Fal—av (4 F

startup-config
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BEDT 7 A VA SDPOEREITFAIRMELHIRT 51213, ¥—7Y— FZ#EE L T no deny |
permitIPv6 7 7 AV Rk av 7 Fal—vay avr REHEHLET,

Iz, CISCO EAFINHTBENTZIPv6e 7T 7R VR MNEBRETHHERLET, VA NNORKRID
ﬁfi/b)i\m%ICPT~%%ﬁ#5m0;Dk%wA&/k%i&fﬁﬁbi#o2%9@%5
x> b Ui, #EF7C UDP AR— hEFD 5000 KD X7y hEEHELET, £/2, 2 FBOELR b
Vid, 2y =T _XTCoO—FHERERHELET, VA NNORYOFATZ FU X, 373TO
ICMP X7y FNEFFRILET, VAMNDO2FBOFHAI = MU, Z2OMOTXTONT T4 v 7%

FFRIL £, Wi o2

Zi%‘gfj‘o

BEDFEENREIPV6 77 8A VA NORRBIZHD72H, 2FEBOHFA= MY

Switch (config)# ipv6é access-list CISCO
Switch (config-ipvé-acl)# deny tcp any any gt 5000

Switch config-ipvé6-acl)# deny :
Switch (config-ipvé-acl) # permit icmp any any
)

:/0 1t 5000 ::/0 log

Switch (config-ipvé-acl)# permit any any

A23— x4 X~D IPv6 ACL D&

ZITEH XAy FU—7 A F—T oA A2 IPVv6 ACL #4232 FIEIZHO>WTHHA L £+, ACL %
V4%34/& T2 A ADBEETIIEBGIN T T4 v 7, BDINNEVLAXY2 A X —T oA ADERG

AFy71
AFy72

AFy73

ATy7 4

ATy75

ATy7 6

ATy 1
AFy7 8

774w 71C
A H—

WHT L2 ENTEET,
T2 A ANDT 7w A EHET 51213, FiE EXEC T — FTROFIEEZETLET,

avy kR

B

configure terminal

Jua— ) a7 4 F¥Fal—ary B— RefBLET,

interface interface-id

TIEA VA MEERTALVAY2 A8 —T x4 A (R—F ACL ) £7-
A Y3 X =74 A (Jb—% ACLH) %L T, /£ X —T=A
2 a7 4Xal—ary T— REHBLET,

GE) IPR—RARA=—UBBEITLHAL vFiE, F—F ACL Z#¥R—FL
TWEE A,

no switchport

N—% ACL # AT 2HA/1E. A V¥ — T2 A RELAFY2FE—F (T77
JVR) LAY 3E—RNIZERLET,

ipv6 address ipv6-address

LAFY3IAE =T A A (—F% ACLH) TIPV6 7 FLZAEZRELET,

ZoavwryRE, vA Y2 A48 — 7:4’7<Tli Fli3A =71 A
WCHRINZR IPVO 7 R LU ARHRE SN TV D HEICIE, LEHY XA,

ipv6 traffic-filter
access-list-name {in | out}

B =T A ADERE ]\774y7i7‘:j§§15]\574\y7a:77t7\ )
A NE#EHLET,
out ¥—U—RiZLA¥2 44— A (K"—F ACL) TiEHHR— K&

ihi-tt/u AA vF ETIP X=X A A= RNBEEIL TWAEE. out ¥ —
— NI AY3 A HF—T =2 ATIEYR—rEINFETA,

end

fF?ﬂ% EXEC £— FIZRED £7,

show running-config

TIEAVRANOREEWRLET,

copy running-config
startup-config

TE) 2v74FXal—vary 77 A NVICREEZRTELET,
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AVE—=T A ANLT 7 ERX URRNEHIBRT A2, no ipvé traffic-filter access-list-name A >
B—TxAAar T 4 Falb—varyavr NEERLET,

WIZ, VAVYIALE—T oA ADRENT 74 v 7IZX LT, 727EAX URA b Cisco M5 54l
R LUET,

Switch (config)# interface gigabitethernet0/3
Switch (config-if)# no switchport

Switch (config-if)# ipvé address 2001::/64 eui-64
Switch (config-if)# ipvé traffic-filter CISCO out

IPv6 ACL DR

f’“ﬁ?ﬁ#@#&‘f@?&tx UZA R, TRTOIPY6 T 27 EA VAN, FRIEBEOTZ7EAX U X B
BT BIEREFRT DICIE, £ 40-11RENT2 1 DFHIF3EROHH EXEC a2~ F2EH L E
7,

& 40-1 IPv6 7O tR JR MEHERTY $aTUF

avwy kR

E[:5)

show access-lists

AA DFITREINTEZTRTOTZ7EZA VR NEERRLET,

show ipv6 access-list [access-list-name] REBFHDTXTOIPV6 77 A VA NELIZLARIMNTENTZT 7 &

A YA RMEFRLET,

&IZ, show access-lists #7# EXEC =2~ > RO OFIEZ R LET, HOIZIE, A4 v FITHEFHD
TRTOT 782 YR IREREINET,

Switch #show access-lists
Extended IP access list hello
10 permit ip any any
IPv6 access list ipveé
permit ipv6 any any sequence 10

WIZ, show ipv6 access-lists 574 EXEC =~ RO MBI 2R L ET, HIITIFH, A1 v FITERE
BDOIPV6 77 A U A MNZTNFRENET,

Switch# show ipv6é access-list

IPv6 access list inbound
permit tcp any any eq bgp (8 matches) sequence 10
permit tcp any any eq telnet (15 matches) sequence 20
permit udp any any sequence 30

IPv6 access list outbound
deny udp any any sequence 10
deny tcp any any eqg telnet sequence 20
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