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Switch# errdisable recovery cause small-frame
Switch (config)# interface gigabitethernet0/1
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ATy7 2 interface interface-id MEGTAAL LA —T 2 A A EL, A Z—T oA A TV
T4 X2l —vary E— REBLET,
A7y7 3 switchport protected AU BE—T oA ARRHER— NIRELET,
27974 end i EXEC — RIZRE Y 9,
A7y7 5 show interfaces interface-id switchport WREXMERLET,
A7y7 6 copy running-config startup-config EE) av74FXal—vay 77 A NVICRERRGTELET,
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Switch# configure terminal

Switch (config) # interface gigabitethernet0/1
Switch (config-if)# switchport protected
Switch (config-if)# end
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AVB—DTITARTDISYTAVT FST74voDTAavx2Y
N

GE) A EF—TxARTIWHEA L Z—T = A AFE721% EtherChannel 7 /L — 7O Wb AIEETY, A— b
FX¥ FZNONLTFFY A NERT2=F Y AN VT T 475 T vyl TBHE A=K FrrnL 7
N—=T DT RTOFR—FTTay 7 INET,

LAY 2L TFXY AN Xy NBLERZ=F %A N Xy N7 T TF 4 v T A HE—T oA A
TT 4 B—=7 /T 2%, FkE EXEC £ — R TROFIRZ FEITLE T,

avw vk B#
27971 configure terminal Jsu—sNv ar7 4 Xalb—vary '— el ET,
A7v7 2 interface interface-id PEFTEA LA —T A A FEL. A X —T oA A L
T4 Xal—Tary ET—REEBLEST,
A7y7 3 switchport block multicast R—=EINLORMDVILVFF v 2 NDEXEY Ty 7 LET,

GE) MEARLAY2AFRXYRAPN N T T4 T ETNT
oy ENET, ~v X —IZ IPv4d £7213 IPv6 O H %
G~V TFFY AN Xy MITv vy EhEE A,

A7y7 4 switchport block unicast R—=EMHORMODI=F ¥ A MOERK(E T 0 v 7 LET,
27975 end FitE EXEC £— RICED £,

ATy7 6 show interfaces interface-id switchport MELSERLET,

2797 1 copy running-config startup-config UEE) 274 Fal—ray 77 A NVICREXRFELET,

R—FETrI 74y o7 my 7 EnTIT, BHEOEBEPTONLT 74/ FOREIZA 4 —T =
A A% R 7IZIE. no switchport block {multicast | unicast} f > % —7 = X a7 4 F a2l — 3
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Switch# configure terminal
Switch (config) # interface gigabitethernet0/1
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Switch (config-if)# switchport block multicast
Switch (config-if)# switchport block unicast
Switch (config-if)# end

R— b 2XaUT1DEE

R—bh X2 T4 HEEFERTILE. R—=F~DT7 7 RAEZHFTTHAT—a D MACT KL
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o bEIRELERA, EX2T7 MAC 7 RLAEE 1 DIZHIBBL, H—0®F%=7 MACT7 RL A%
HYYBTEHE, FOR—MNIEREEINTZTY—27 ZATF—3 g U2, B— N OBIBESENEEESNET,

X7 K= LTR=—PZREL., %27 MAC 7 FLARKRKREBICELEZEES., R— M7
I AR BDAT—a D MAC T RLARHERIENZEF2T7 MAC 7 RL2DOWTLE S 3K
LARWDT, X2 )T BRAEAELET, £/, 2EF2a7 R—hETEF27 MAC 7 N
ANREETLITFEINTDAT = a R, JloeFaT F—MIT77EALE>ELEEEI
by EXOT7 T INIETHNET,

ZIZ T RO EREFRICOWVTHILET,

e [AR—FEX=2U7 0 OBE (P.23-9)

o [FR—=FEXF2VT4DOF 74/ RE] (P.23-11)

o [R—F X2V T4 OREHOEEFHE] (P.23-12)

e [R—h X2l T 4D F—TNbBLURE] (P.23-13)
[R=h X2 VT4 ==V T DA F—T MBI ORE] (P.23-18)
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R—k X2 T4 DBE
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o X277 MAC 7 KL 2] (P.23-9)
e [EX=VUT ¢3&K (P23-10)

X217 MAC7FKLR

A= FTHAENDEX 2T 7T R ADHRREEZRET 2I121E. switchport port-security maximum
value { v 2 —T =2 A a7 4 FXal—ary avy REFEHLET,
S

GF) EREZA =Tz A LTI TERESNTNDEF2T 7 FLADEIV/NSUVMEICREL &
2&T5HL, avr FREEINET,
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V74 Falb—vary Ty ANMIRTFEINTWVAE L AL vy FOFEBFFICA V¥ —7 =4 AT
INGLEHPUICHBRETHILERH D THA,

RTF 4y F— F—m 2 ZRAR—TNCTDHE, AT Iy MACT RLAZZAT 4 vF— EFa
7 MAC 7 R L %] w@pf%ﬁ:/74#;u—ya/_em¢éio WAV E—T oA AERET
TET, AT 4 vxX— F—=2 T hAF—T7ICT HITIL, switchport port-security mac-address
sticky f V¥ —7 2 A A a7 4FXal—varv :v‘/ REANLET, ZOoavr ReAT25E,
AVE—T A RAFTAT 4 v F— T—= U I PRA X =T NVZRDANZFE LT b DaED, T3TD
FAFIv 7 X277 MACT RLAZ AT 4 v¥— X227 MACT FLRAICEBRLES, +C
DAT 4 vF¥F—%FaT7 MACT FLAFFETa L7 4 Xal—vailBllanxd,

x%4/% ¥ =27 MAC 7 R L |3, 3/74¥:V%V5/774N(X%y%ﬁﬁ@@éﬂ
BDERNHEHEINAAX =T v a7 4Xalb—ray) 2, BEWIZIEKBEILEEAL, A
74/% X a7 MACT7 RL 2% ar 7 4 Xal—ay 77 ANMIRGETDE, AL v TFOF
EERRZA VX — T 2 A AXINGEHREETILERSD D AL, AT 4 vF— X2 T7 T N
ABRIESNTORNWESE, 7 FLRRbUVET,

AT U4 H— FT—=2 T T AT VI LSS, AT 4 X — X227 MACT RLRIEZH AT
27 X 2T MAC 7 RLRIZEHRIN, Effar 74 Xal—va vy bllkanEd,

A Yy FICHETEDEF 27 MAC T FL2ADORKREIE, VAT LATHFAIESA TS MAC 7 FL2&
DIRKBIZE > THREY 7, ZOfEIX. 72 7 « 7 7¢ Switch Database Management (SDM) 7 >
L—MIEoTHREVET, 7% [SDM 77 L— FDORGE ) %:7"%55 LTLEEn, ZOfEix, f#
AR MAC 7 RL A (ZDfd LA ¥ 2 BERER A v & — 7I4x REINIZZOMDEF 27
MAC 7 RLATHEH I D MAC 7 RL A& ETe) ORETT,

X T4ER
WONTINORIRFEAET B L, BX =2V T 0 ERKITRY 9,

o R DEXF2T MACT RLABRT RL A T—7MZBIMENTWARIET, 7 RL X F—7
VICRBEEED MAC 7 RLAZEDAT —Ya UNA L Z—T A AT 7B ALLD & L2

AN
E o

e HDEXaT A X T2 A ATEEEILEIRESNTET FLAR, [Al— VLAN HOBIDOE ¥ =
T AH =T A ATHEAINZHGA,

BERCRFEE LT 58 OFHRITEE SN T, KD 4 SDOERLE— FOWTINnE A F—7 = ATHRET
EET,

o protect (fRi) : E¥ =27 MAC 7 RLRADEMN AR — M THAT SN TWDORKIREICET DL L, &
KEZE THEZETHFOREDOEF2T7 MAC 7 RLAZHIRT 20, #FAI7 L AKEESS 20
NEY . RHMOEETT FLRAERFEO Ry MEFay7aEnEd, X2V T 1 EXBEELE

M S EE A,

Catalyst 3560 R4/ vF VI k7 av 74 F¥al—arv #HqA4E
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f—F XU 0Eze B

~

GE)

k727 A— N protect EEXET— REZHET D Z &I L £ A, protect E— KDY
A B FPRKPEICZEL TR THWTFNADO VLAN BN KIBEICET S L, 77—
= TR TF 4 =TT LET,

restict (lfR) : ¥ 27 MAC 7 RV ADENHR— M THAI SN TWOIERRBEICETD &, &
K% TS £ THAREOEF 27 MAC 7 FLAZHIBT 20, FFAl7 FLAKEHELS 20
MEYN | RHMOEETLT FLRAEFOXyy Milkey7E3hEd, ZOE—RFRTIE, %=
TAEXBBEE L ENmAmSET, SNMP b7 v 7 03E(E ST Syslog A vE—vhn s
Sh, ER AT UABEMLET,

shutdown (Vv > hZ T V) i FR—h BX2 U T B XKIZEY, 4% —7 =4 X errdisable |2
Ry, EbIZYyy MU EShET, T0bE A— IO LED BMHEILET, ¥ a7 R—
k23 errdisable 27— k DA 1. errdisable recovery cause psecure-violation 7’1 —/3)L 2
TA4Xalb—vary avr REAALTIDOAT— b &fERT %75, shutdown 35 X no
shutdown f > % —7 A A ar 7 4 Falb—ray avy KEANLTFHTHRS F—T7 v
IZT&EET, 2R T 74V FOE—FTT,

shutdown vlan (VLAN > ¥ v s & 7> ) : VLAN B Tt X 2 U T 4 ENET— RERET I
WHEHLET, 2OF— FTENPEATDLE, F— 2K TIHZ2 <. VLAN 28 errdisable (272D
7,

F 23-11c, R—bF X2V T 424X —T 2 AZKELIEREDERE— FB LRI OWT

~LET,

& 231 X2 ) T4 ERE— FOLE
FS52499®D |SNMP F3 v |Syslog * v IS5— Avtk— |BRADVAD |R—FDPvy
ERE—F i TDEE t—CORE | CoRF? t#hn 4537
protect L L L 2L L L
restrict 2L HV H»HV oL Hy L
shutdown 2L 2L 2L 2L HY HY
shutdown vlan |72 L L Ho L H»0 L3
1. +07EoEXa7 MAC 7 RLUAZEIBRT 2 ETRIMOEFIILT FLAZRO Yy bR Fay 7FanETd,
2. EX 2 VT 4 EXEFIEEITT RLAEZFETHRELLESGAG, Ay TFRZT— AvE—V%KRLET,
3. ERMNFEAELEVLAN Py v FET U LET,
[o] — — E f—]

m"— b tEXaUToDTIHIL FEEE

#2321, AV E—T 2 AHTEIR—F X2V T4 DF 74V MREEZTLET,

& 23-2

R—+r X2 YT1DTIFIVFRE

Hihe

FI+I FERE

AR—hrEF2UT 1

H— F ETF 4 =T,

AT ALy X =T FVA T—=V

4

T4 —T,

R—FH7-DDOEX=27T MAC

7 R ADRKEK
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R—F %2 V)71 OBE

® 23-2 R—FEX1VFLDFIFILIBRE $EE)
HeE FIAILMERE
EKE— R shutdown (% v &), £F 27 MAC 7 RL AR ARE %

LESE, R=btBvyy bF T LET,

R=br X2V T4 2= T | Tok—TN, == 7 XA LI1T0,

ABT 4T 2= I T 4 =T,
5 A4 71X absolute,

A—bk X271 DRERFOIEEHR

R—

FEXF2U T EZRETDE ST, ROFEEFHIIES TIES W,

R=bh X2 T4 2RETELDE, AFT 47 TZEAR-FELFT T 7 F— MR
BRET, ¥FaT K—baFLFIv7 7782 K- PIETEERA,

£ % =7 HR— % Switched Port Analyzer (SPAN; AA vF K R—h T+ F A4 H) O3EIhHR—
WX TE A,

% =7 A— bix. Fast EtherChannel % # v v~ K EtherChannel "— bk 7L —7FIZ@ 32 &N
T&EEHA,

S

() FHFAVLANEGTZ7EX K= FETTHR—-—FESNTEY, REAETH-TH M T 7
A= F TP R—PFEINTVEEA,

B VLAN B ESNTVWAASL L F—T 2 A ATR—F X2 VT 424 RX—TNMITTHEIT
X, A= M ETHAIENEEX2T 7 RLADORKRES 2 IZ%ELET, A— K% Cisco IP Phone
W LTV A A IP Phone 121X MAC 7 RLZAA 1 DMEEIC 72 Y £9°, Cisco IP Phone 7 K L
Z13EH VLAN ETHEENETHR, 7278 A VLAN ETIIHREESNEEA, | DO PC %
Cisco IP Phone (Z#5#55 9 5354, BN MAC 7 F L R IARETY, #3D PC % Cisco IP Phone
T DA, % PC & IPPhone IZ 1 DT TE5 L9510, +ofioxaT 7 RLX
ERETLIMLENRSY T,

FF72 7 R—=MIF—F X2V T A BHDL>TWT, T—% T 7 v 7 TIET7 7 &A VLAN
2. BF b7 7 4w 7 Tl 75 VLAN IZHI0 5 ToHh 554, switchport voice 35 KX O
switchport priority extend f > % —7 = A X a7 4 F¥al— g awr N2 AN LTHHE
EH 0 E£H A

PR SNIT NAANRT 7 A VLAN D IP 7 RL AL EHEF VLAN O IP 7 R L ADERICF T
MAC 7 FL 2T 5L, 77 EAVLANZGRIP 7 FLAZH DY THNET,

AVE—T 2 A ADRRKEF 2T T RLAMEZAD LIz E X, HLWVERZENRLE TOME Y X
FWNWE, FNECRESNTCWELIF LWMEIC L > T EEXEINET, FHLVMENLIFTOM KL Y
INEL, A H =T 24 A LTI TRERESNTWEEX2T 7 RLUAOENH LVWMEZ EF S
AR, a~vr PR EGTERET,

AL vFIE, AT 4 vF— X227 MACT FLADKR—F X274 =2—D 7 Z2HHR—|
LTWEE A,
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f—F XU 0Eze B

23310, MOR— " _R—RHE L BEHMEOHEIR—F X2V T IO TEEDHET,

% 23-3 B—F X1 UF 1 DR — FR—REEE DE M

R— b 84 TEEER— FORMEE R—b EFa2 U7 LOERME
DTP! & — |2 7L

NAVZAR e N B

HAFIvy TrEAR—K L

V=T v K A= |

L

Switched Port Analyzer (SPAN; A4 vF K FK—hk 7F |HY

FAY) FEILAR—

SPAN %654 — K L
EtherChannel L
U7 K—F HY
PRFEAR— b HY
IEEE 802.1X "— bk HY
F 7 VLAN HK— R4 HY
72 A4~X— K VLAN ~"— b »HY
IPY—A H—F HY

XA F 3 w7 Address Resolution Protocol (ARP; 7 KL |5V

AfFERTm han) A

Flex Link

HY

1. DTP = Dynamic Trunking Protocol

2. switchport mode dynamic £ > % —7 A A a7 4 Fal—r gy avy RCHREESNZFR— T,
3. switchport access vlan dynamic f > % —7 = A X a7 4 ¥ 2 b—3 g av s FTRES L2 VLAN Query

Protocol (VQP) AR— |

N
o

4. B— MIEKBAREREX 2727 FLAEZRELET (727X VLAN THEEREX 277227 FLADREKH

W22 M50,

R—bk X2 ) T1DAR—TIILE L UVERE

K= ~DT 7B AEHATHAT— 3D MAC 7 RLRAZHIBBLIUOENT 22 L2k ->T, A
VE—=T 2 A ASDATEHIRT H121E, ¥ EXEC E— R CTIROFIEZFEITLET,

avw vk B i

A7971 configure terminal sua— ) ar7 4 Xalb—ary Ew— FEfBLET,

ATy7 2 interface interface-id BETAHA L E—T oA AEEBEL. A2 F—T 2 A AT (X2l —
vary Ew—RERKBLET,

A7y7 3 switchport mode {access | trunk} (> % —7 = 1 2 2 A v FHE— |k E— K% access £7-1% trunk IZHE L %
¥, T 74/ T—F (dynamic auto) DA > F—T =A AX, X7
R—=F L LTHRETEEEA,

ATy7 4 switchport voice vlan vian-id AN— b ETHEH VLAN 214 2 —7 /LI LET,
vian-id : EF b7 7 4 v 7 IEMAT S VLAN 2 E L £

ATy7 5 switchport port-security A EBE—=—T 2 A AL TR—F X2 VT 424 F—TMIZLET,

Catalyst 3560 R4/ vF VI k7 avI4FalL—ar #H4F
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B

AT7y7 6 switchport port-security
[maximum value [vian {vlan-list |
{access | voice} }]]

(EE) AV F—T A AKTEHEF=27 MAC 7 FL 2D R KRE &% E
LET, A vFITHRETELEX27 MAC 7 FL 2D KREIL, v A5
ATCHEAEINTND MAC 7 RLADERREKICE>THREY T, Z0OHE
W, 72747 SDM T 7L — MZroTREVET, FT78H (21
FSDM 77— FDOFRE] 2L TLLIEI, ZoOMElE, FHTEEZ
MAC 7 RV A (ZOMD LAV 2 HESCA > ¥ — T = ATHEINIZE
DD EF =27 MAC 7 RLATHASND MAC 7 KL A& ETr) O
ZRLET,

(fEE) vlan : VLAN HAZO R REZ80E L £ 7

vlan ¥F—U—FEZ AN LEH L, kAT arontinnl 22 AL
TLTEE W,

e vian-list: N7 7 R— b LT, nA 7 TRY) S 72HH DO VLAN,
FEh v~ TRY) - 7@ VLAN (281 5, VLAN HEALO i K&
FRETEET, BEESNM>7= VLAN (21X, VLAN HENL O F KMl
PEHIET,

e access: 7/ EAR—FET, 77X VLAN & LT VLAN #f5EL
9,

e voice: 77 BA KR—h LT, & VLAN & LT VLAN 2fEELE7,

GE) voice ¥—U— KiZ., HF VLAN "R — MIHRESNLTWVWT, &6
IZZDR— BT 7 A VLAN THRWEAEHTEN T, A X —
7z AZEFR VLAN NREREINTWELHAE, Ex=27 MAC 7 K
LV ADRREE 2 ICRELET,

Catalyst 3560 R4/ vF VI k7 av 74 F¥al—arv #HqA4E
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f—F XU 0Eze B

avwy kR

B

A797 7 switchport port-security
[violation {protect | restrict |
shutdown | shutdown vlan} ]

(ER) EXE—F, 2E0 X2 )7 s EXARE SN E EO3IEZ,
RONTNNICRELET,

G¥)

GE)

protect ({£:#) : R— b %27 MAC 7 KL ZADHNK— N THFA[ &
NTWOIRKREIZET L RRELZ TERIZETHRBDOEX 2T
MAC 7 RL A ZHIMT 50, £ T FLAKEZBELSR0NnE
O, REMOEFILT RVAZFFO Ty MIFey73hET, B¥%=
UVTF 4 EXNRAELZZ SdmmEnEi,

N7 27 R— MZ protect E— RZRETDHZ LITHRLEHA,
protect E— FDIFE, A— FBREKBEIZEL TR THWTH
MO VLAN BN KEREICET L E, I—=7%FT 1k —7 ML
i‘j‘o

restrict : E¥ =27 MAC 7 RL ZDEMNR— F THAT I TWAREK
REEICET DL, +aRkiotx=27 MAC T RLAZHIBRT 5H, £
TEFFRI T L AFAEBOI R0 NE Y | RIOEEILT FLAEED
Ny MEIRry 7 ERET, SNMP 7 v 72EE ST Syslog
Ave—URnu s Ii, BRIV CEZBEINLET,

shutdown : EXNFEETLH L, A Z—T =1 AN errdisable (2721 |
A—k®D LED 88T LE9, SNMP KT v 72355 & T Syslog
AvkE—URarsIn, ERAUCABENLET,

shutdown vlan : VLAN B\ Tt x 2 U F 4 ERE— RERET L0

WHEHLET, Z0T— NTERNPEET S E, R— bEETERL,
VLAN 7% errdisable (272 V) £,

¥ 27 R— F3 errdisable 27— MZ2R > 728413, errdisable
recovery cause psecure-violation 7’ = — 3L 27 ¢ £ L —
YaryawryREAALT, ZOAT—  EMRBRLET, FHTH
NS 2 =T NMZF 5Hi21E, shutdown I L O no shutdown 1 > ¥ —
Tz A AT 4 Falb—ary avwry KEANTBH0, clear
errdisable interface vlan f## EXEC =~ FZ AN L ET,
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A7y7 8 switchport port-security
[mac-address mac-address [vlan
{vlan-id | {access | voice}}]

HEEB) AV F—Tx2AADEXFaT7 MACT RLAZANLET, 20z

~ VU REHHTAE, RO EXF2T7 MACT RLAZANTEET, &

ELlZEX27 MAC 7 RLAREREL D D72 0ngGEe, 0 O MAC 7 R

LA FEIIC T S ET,

GE) ZoavrROANRIZAT 4 vF— T —=2 T %A X —TMITT
HE BMICEEENEEFR 2T T RLVARRAT A vx—®FaT
MAC 7 RLRIZE SN TIITa s 7 F 2 b—a LTBENS
nET,

(fEE) vlan : VLAN HALO i KK 2 #%0E L £

vlan ¥—U—RFEZ AN L7edhHE, ROFT T arongdinnl >z AL

TL7E &0,

e vian-id: 77 R— KT, VLANID BXUMAC 7 L A ZfFETE
£9, VLANID Z48&E L7eWHE, *14 7 47 VLAN B™MEH S ET,

e access: 7/ EAR—FET, 77X VLAN & LT VLAN #fEL
i‘j_o

e voice: 77 BA KR—hFLET, 7 VLAN &£ LT VLAN ZfELET,

GX)  voice ¥—V— FiX, ¥F VLAN X’ F— MIHRESNTWT, &5
WICFDR— BT 7 2Z VLAN TRWEATFE AT, A4 —
T xA AZEF VLAN RREENTWAHE,. EF=27 MAC T K
VADERREE 2ICRELET,

ATy7 9 switchport port-security
mac-address sticky

EE) AV F—T2AATAT 4 vF— T—=2 T FX—T W LET,

A797 10 switchport port-security
mac-address sticky [mac-address |
vlan {vlan-id | {access | voice}}]

(EB) AT 4 vF— X227 MAC 7 RLAZ AL, SBEREIHEZT =

< NEMDIRLET, BELI-EF=2T7 MAC 7 FL 20BN R KRB LY

WIS, BV O MAC 7 RLAFEIMICFEE SN TAT 4 vx— &

X227 MAC 7 RLRIZEHBR I, FEfTar74X¥al—rvailiBlish

E3

GE) ZoOavrROANENIAT 4 vF— FT—=2 T A F—TZL
bk, T A E—UNREREINTAT 4 vF—bEFaT
MAC 7 RL AT RLAZANTEXEHA,

(fEE) vlan : VLAN HAZO R RIEZ 808 L £ 7,

vlan ¥— U —K&EZ AN LizH L, kOFT T arondFnnrl >z AL
TLIE&EN,

o vian-id: V77 R—FT, VLANID BXOMAC 7 RV AZIET
ZF7, VLANID 2 E LWEAE, x4 7 47 VLAN B’MEf s v E
7,

e access: 7/ EAR—FET, 77X VLAN & LT VLAN #fEL
i‘j_o

e voice: 727 A R—F LT, & VLAN & LT VLAN Z4aEL F7,

GE)  voice ¥—7— FiE, HH VLAN BAR— MIREINLTNT, b
(IZZDHR—=FRT 7 A VLAN TRWEETZTHEHTT,

279711 end

¥k EXEC £— RIZREY £,
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A7y7 12 show port-security REEHRLET,

A797 13 copy running-config (fER) avr74F¥alb—vary 77 A VICREEZRIFLET,
startup-config

X 2T A= FTEHRNT 740 hORIEIZA V¥ — 7 =4 A% RETHA L, no switchport
port-security > ¥ —7 = A A 3774’3%;1/»—“/5/::'\7/]\%@}%1/1# AT 4 vF— F—=
YIWAR=TNVDRETZDa~v L FEANTLHE AT 4 vF—kF=aT7 7T FLARETa
T4 X2l —varO—fIEYETN, T RLA T AnbIEHRIREShET, 22 TTRTOT
R LA FEE S nET,

AV BE—=Tx2AADEFaT MAC 7 RLAEET 7 4/ MIRETHAIL. no switchport
port-security maximum value { ¥ —7 A A a7 4 Xalb—rvary avy e LET, &
KE— &7 74/ MREE (shutdown E— F) IZE T4, no switchport port-security violation
{protocol | restrict! { > F—T = A AT 4 Fal—ar avwr FEHEALET,

AVE—=T 2 A RATAT 4 vF¥— FT—=V T &7 4 =77 5HIZIE, no switchport port-security
mac-address sticky { > #—7 =2 X a7 4 FXal—var avr REFEALET, (4T =
AABAT 4 vF—EXaT MACT RLREZXAFTIv s %27 7T RVRICEBRLET, 2K
L. A7 4 ¥ —MAC 7 FL A2 L AR EZHRT L7=%A . no switchport port-security
mac-address sticky =~ > ROANRZRICHELE S 9 —ERIFE LIV E | AL v FOFEBIREIZ A
TA4vFR—T FLANETLENET,

MAC 7 RLVA T—=TNANHAL v FEBFA L F =T =24 A LDOEF 2T 7 R AT XTEITE
E BRE, FA4TIvI, AT 4vF—) OEXF=2T 7 RLATXTEHIRT AI121F, clear
port-security {all | configured | dynamic | sticky} ### EXEC =2~ N&fEH L £,

T RVR T =T EOEX 27 MAC 7 RLRA%HIFRT 212X, no switchport port-security
mac-address mac-address A 2 —7 = A A a7 4 Xalb—ary avry ReHLES,
B—=T 2 A ALDFTRTOEAF Iy 7 EXaT 7 RLAEZT FLR T—7A0nLHIRT 5121, no
switchport port-security /> % —7 = X a7 Falb—Tal avr FObEll, (f¥—
T2 A ATHR—bF X2V T 4 2HRA R—TMIT H728IZ) switchport port-security =~ K%
AJIL %7, no switchport port-security =~ > FZ {9 2 H1IZ, no switchport port-security
mac-address sticky > ¥ —7 A X a7 4 F¥Fal—vary avry FEFEHLTAT v¥xF— &
¥a27 MACT RLVRAEFATIv I EXaT MAC 7 RLRIZEHR LIZGE, FEICTHEINZLO
ERE, A A =T 2 A A LEOTRTOEXF 2T 7T RUADBHIBRENET,

BREFHOEF 2T MACT RLAET KL A T—7 005 HEECHIERT 5354 . no switchport
port-security mac-address mac-address { V2 —7 x4 A a7 4 FXal—ary avry ReffHAL
RITRIETR Y £ A

IS, H— b ETH—b ¥RV 7 (A F=T ML, ExaT 7 FLXORIEE 50 1LRET 5
BIARUE T, BT — KEFT 4 N, 257 4 97 £%a7 MAC 7 KL X RELEET,
FUvF¥— TV T EA X—TNLTT,

Switch (config) # interface gigabitethernet0/1

Switch (config-if)# switchport mode access

Switch (config-if)# switchport port-security

Switch (config-if)# switchport port-security maximum 50
( )

Switch (config-if)# switchport port-security mac-address sticky

Wiz, R—FD VLAN3 FIi22ZTFT 4 v 27 X% 27 MACT RLAZRETAHZRLET,

Switch (config) # interface gigabitethernet0/2

Switch (config-if)# switchport mode trunk

Switch (config-if)# switchport port-security

Switch (config-if)# switchport port-security mac-address 0000.02000.0004 vlan 3
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W f—reF1iUFr0BE

WIZ, R—FDAT 4 vF¥—FR—b X2V T 424 F—TNCTDHHERLET, T—% VLAN B
iU %Vh@“@MAC?FVX%%@TﬂEL t%177bvx@@ﬁ%20_&ibif
(¥ —4#% VLAN |2 10, &7 VLAN IZ 10 E]v 4CTE4),

Switch (config) # interface gigabitethernet0/1

Switch (config-if)# switchport access vlan 21

Switch (config-if switchport mode access

Switch (config-if)# switchport voice vlan 22

Switch (config-if)# switchport port-security

Switch (config-if)# switchport port-security maximum 20

Switch (config-if)# switchport port-security violation restrict

Switch (config-if)# switchport port-security mac-address sticky

Switch (config-if)# switchport port-security mac-address sticky 0000.0000.0002

Switch (config-if)# switchport port-security mac-address 0000.0000.0003
( # switchport port-security mac-address sticky 0000.0000.0001 vlan voice
( # switchport port-security mac-address 0000.0000.0004 vlan voice
( # switchport port-security maximum 10 vlan access
( # switchport port-security maximum 10 vlan voice

Switch (config-if
Switch (config-if
Switch (config-if

) #
)
)
)
)
)
)
)
)
)
)
Switch (config-if)

R—bFxal) T4 T—20T7D4R—TIEE L UVRE

AFy71
AFy7 2

A= EOFTXRTOEF2T T RVRAZZ—V 0T ZA LEFRETDHITIE, R—F EF=2UT 4 =—
VUTEEHALET, AT LIZ20DFATO =V IR R—FINTVET,

e absolute : fiEINTZT—T T XA AORKBKIC, R—hEDOEF2T7 7 RUARHIBRINET,

e inactivity : lEESNT-=—T T XA LADM, ¥X 2T T RUVARIET 77 4 7 ThHoTHEIC
B, R—FEOovXaT 7 RLARHIBREINET,

COMEEZFEHTAE, BMEOEX2T MAC 7 RLAZFHTHIRLARLS TH, X227 K—hE

DT NRA AEHIBRBIOBNML, 2BNOR—+rEO®Fa7 7 RV AFZHIBRTEET, EF27

T RLVAOZ— 7k, R— MM CAX—T NV ERTT =TI TEET,

Kb ¥ a) 7 =V S ERET HICIE, $7HE EXEC E— FCROFIEETLET,

=1 N B

configure terminal Ja— )L ar7 4 Xal—rvar T— Rl LET,

interface interface-id BET DAL H—T 24 ZAEHEL, AV F—T A 2
Y74 Xal—var ®T—RNERBLET,
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f—F XU 0Eze B

o>k B#
AT797 3 switchport port-security aging {static | time time| |+ % =27 F—  DRAXT 4 vV ==V T %A F—F N E
type {absolute | inactivity}} TET 4 =TI LET, FRFm -0 7 4004
AT ERELET,

GE) AAyFII AT 4vF—kFaT T FLAD
AR—=h X277y ==V TR —FL TV
FHEA,

ZDOR—=FCTRET 4 v/ J&“ﬁ?éﬂtﬂ%;? 7 KL 2D
TV T A R—TMIT DA, static Z AT LET,

time IZ1Z. ZOR—FOZ—U LT F A LEEBELET,
FBETE 2L, 0~ 1440 4y T,

type (2i%, KOF—TU—FKOWFh 1 DERIRLET,

e absolute : =— 7 XA TRt — 7L LTR
ELET, ZOR—bDEF2T7 7 RLATTRTC, 5
E L7 time (GrEALD) RET 2 EHREINIZRY | &
X227 7T RVA URIMLHEIBRENET,

e inactivity : T—Y U XA TRIET VT4 T =T
JELTRELET, EEINT time HfFIzEF =
TIEETLT RLANLDT—% T 7 4 v 7 BiRnGE
WKWRY, ZOR—FDEXR2T 7 FLARHRTINICA
nET,

A7y7 4 end FetE EXEC £— FICRD £,
A797 5 show port-security [interface interface-id) REXHERLET,
[address]
A7Y7 6 copy running-config startup-config EE) 274 FXal—vay 774 VCRERRELE
‘é—o
AR—=FMEOFTRTOEFXF27 7 RLRZHLTA—F X2V T4 ==V 0% T 4 B—T7NMICT 5
IZ1%. no switchport port-security aging time / > ¥ —7 x (X a7 fFal—ary av s Nk
FEALET, FHICERESNTEEX 27 7T RLAZRH L TET=—Y U 72T 08— 2T 5101
no switchport port-security aging static {1 > ¥ —7 A A a7 4 FXal—var avr REHL
£7
WIZ, R— b EOEFa2T 7T RLVRAODTZ—U 7 A L% 2ERRICRET 20 2R~ LET,
Switch (config) # interface gigabitethernet0/1
Switch (config-if)# switchport port-security aging time 120
WIZ, ZOAF =T oA ATHEESNTZEF 2T 7 RLAKH LT, ==Y 7% F—7 ML,
ETIT 4T 2= T BATDO—T T A L 2 IR ET B E R LET,
Switch (config-if)# switchport port-security aging time 2
Switch (config-if)# switchport port-security aging type inactivity
Switch (config-if)# switchport port-security aging static
FRED a < RE B3 %121, show port-security interface interface-id %t EXEC =2~ R&fifi
AL ET,
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R—b X2 )T+ ELUETF4~— VLAN

FHEIR—F X2V T4 2EHALT, R—FTHEETLMACT FLADEEZHIR LY, R—
FCHFEAREL MACT RLREIBELZY TEET,

PVLAN R A b B L WRAEE—F R— b ETHR—bF %2 U7 4 ZRET DI, $5H EXEC £— F
TROFIREZFEITLES,

= S B
A7v7 1 configure terminal sua—s L ar7 4 Xal—yvary w—FelBLET,
ATvy7 2 interface interface-id RETDHDA LA —T 2 A AEREL, AV H—T A A 2
V74 Xal—vay ®— RERKBLET,
A7v7 3 switchport mode private-vlan {host | AV B =T A ACTT T 4=k VLAN ZA 2 —7/MiZL
promiscuous} £
AFv7 4 switchport port-security A B =T 2 A A LTER—F X2 VT %A F—TNIT
LET,
27975 end 44 EXEC £— RIZED £,
A7v7 6 show port-security [interface interface-id] REEMRLET,
[address]
AT7Y7 71 copy running-config startup-config (EE) 2> 74 Fal—Tay 77 A NVCREERTELE
‘a—c

Switch (config)# interface gigabitethernet0/1

Switch (config-if)# switchport private-vlan mapping 2061 2201-2206,3101
Switch (config-if)# switchport mode private-vlan promiscuous

Switch (config-if)# switchport port-security maximum 288

Switch (config-if)# switchport port-security

Switch (config-if)# switchport port-security violation restrict

GE) FA—bEX2VUT74EL774—F VLAN OfFRHESNTZAR— %, %27 PVLAN A— k&
FEONET, EF 27 PVLAN R— FTkF a7 7 RL2Z¥%E T, W—D7514~1U VLAN IT&
THMDOEF 27 PVLAN R— FCRILEXx 27 7 FL2&RETxEHA, 2770, FexaT
PVLAN R— hCTHEH L7727 FL AKX, FA—77A4~Y VLANIZET 5% =27 PVLAN TEETZ
7,

RANKR—=PFCEELEZEX2T 7 FLRF, BHET25771~U VLAN THEIMICER I E T,
ks TN /rb R—=FTEEHLEEX2T 7T RVAE, TXCOMEET LS %Y VLAN THEIRIZ
HHMINnNES, 2—VNAXT v 7 KL A (mac-address-table static =~ > R&#H) 2%
7 AR— MIERETEERTA,

— FEED 5T 4 v I HIHBREDRTE

show interfaces interface-id switchport i EXEC =2~ > R&#iHT 5 L, (MofEoHhND) 1 v
B—=TzA A NTT7 47 OB EOCHIBEORENFRRENET, show storm-control 3 L
show port-security 74 EXEC 2~ RZEHT 2L, A F—LaHlHllB LR —F EX =2V 7T 4 DR
ENERRINET,
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R— FEEO FS 7« voHEZEORT M

N7 7 4w 7 ORIEERERRT DL, £ 23-4 05 EXEC 2~ F& | DE3EEER L ET,

& 234 F3 749 ORBERT—E2RABLVREERTT HHOIATUE

avwoFk

=)

show interfaces [interface-id] switchport

FTRTCOAAL v F T FELr—T 4 7)) A—brEliFREIN-
K— NOBEHAT = AELEFBIERT — 4 A%, K—b TavF
VIBLOR— MEEDREEEO TERLET,

show storm-control [interface-id] [broadcast |
multicast | unicast]

TRCOA U E—T oA AFERIFHEINTA LV F—T o A AT
EINTWVD A M—AHIEIH L~V E, fEESNZNT T 4 w7
BAFIZHONWT, FE7T e — Xy AT 7027 (T
T4 BATHADTENTHRNES) ITOWTHERLET,

show port-security [interface interface-id]

AA v FFRIFEEENTEA L HA—T 2 A ADFR—F BX2 ) T4
HEE, FA LV H—T A ATHREEINDEFXF2T MACT RLAD
BRM, AV F =T ADEF 2T MAC 7 RL 2D, FEL-
X2 U T ERXOR, ERE—RFEEDTERRILET,

show port-security [interface interface-id] address

FTRTCOAAS v F A v X =T A AFFRESINTZA X —T =
A ATEREINTZTRTOEXF2T MACT RLA, BIO%T KL
AT —T o TIERERRLET,

show port-security interface interface-id vlan

FBESNIEA L H—7 x4 A2 VLAN B CREENTWAE X =
7 MAC 7 RL 208 EFELET,
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