GE)

VARATL AyE—D AFx VT DETE

ZOETIE, Catalyst 3560 AA v FILVAT A Ave—2 aX 7 ERET D HIBEICO VT LE
R

Zokrva ryTERT L avy RO O FIEOFEMIC OV T, [Cisco 10S
Configuration Fundamentals Command Reference, Release 12.2] #Z L T 72 &, ZHIUTIE,
Cisco.com ([Documentation] > [Cisco IOS Software] > [12.2 Mainline] > [Command References]) 7>
57 7B AREETT,

ZOBETHATINEZ, ROEEBY TT,

o (VAT LA AvtE—Y uXrr7ofE (P31-1)
o [P RAFH Ayk—Y X Vo E] (P31-2)
o Ta¥rrREDFKR] (P31-14)

wmL—hTaryy—n~0ryt—YxiEEkd o5&, CPUDHARNES 2D A v FOBEEIZ
B BEGEZDWEERH Y £7,

DARATL AyE— AX VT OBE

GE)

AL Y FIFT 74NV R T, VAT A A yE—VE X debug Fi#E EXEC 2~ > Folhzax s 7
O AZEELET, vX 7 TevRiEe s Ave—UEKml REISLT, v s Ny 77,
A AR, UNIX Syslog — 372 &) ICEET AU EZHBELET, aXr 7y ek RiE, av/—
MTbAvE—DRFELET,

Syslog 7 4+ —~ > K~ 4.3 Berkeley Standard Distribution (BSD) UNIX & H#PERH 0 £7,

aX s FabEART 4 E—TNDOHEE. AvE—idar Y —AMIETEEIRNET, AvE—
ITERBHIERESIND 2D, AvE—VBLOT ANy ZTHAhciE7T a7 Moo a~< > Ko hvE|
NIABFET, Avb—URNar Y —)LIFRENDIZDIE, Avbe—Va4ARLET a2 ARKT LT
5T,

AvE—VOEKEEZHZREL T, v Y= VBILOEBRICEREINDIA v E—VOX A TE2HIHTE
FT, BT Ave—VICFA L RF T ERELTY, Syslog HEL7 RLAEZFRELZD LT, U
TIVHEALDT Ny THEEER L OEHEL (b CExE T, ERINDIA vE—TIZOVTIE, 2DV
V=2 KT DV AT A A= A REZRLTLLZE,

| OL-8553-07-J
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FHNE RTFLAyE— OXITORE |

|
\

ATFL AyvE—L AXVTDERE

FEKENTZV AT L Ay =T 78 ATHI21Fk, AL vFDOCLI (2~ K74 A v F—T =
AR) BHEAT BN, ELSERESNT Syslog V=NV AT A Ave—VRRTFELET, A v T
V7 hU=T7iX, Syslog A v E—YEWNEHAY 7 7 ITRFELET,

VAT A AvE—VEVE—FTE=XTHITE, Syslog h— A ETr 7 ERRFT L0, F0T
Telnet HHWFa > VY — L R— MEHTAAS v FRZTI7EBALET,

SARTL AytE— AX VT DERE
T I T ROBREFHRICOWVTIHA L E T,
e VAT LA mT AvE—VDT7+—~v ) (P31-2)
o VAT A AvE—U XL 70T 74V NEE] (P31-3)
o Ryk—=vuXr 707 +2—70t) (P31-4) (LE)
o [ Ay —VFRHET NA ADHE] (P31-5) (ER)
o 7 XvtE—UoR# (P31-6) (LE)
o BV XAy —VDHAL AL TDAFX—TMEBLOT 4 E—7 14k (P.31-8) (EE)
e BV XAt —VDV =T AFZOA X =T MMEBLOT 4 E—7 4k (P31-8) ((FR)
o XAyt —VEHRENER (P31-9) (EE)
o [EET—7 8L SNMP IZ1%(E & D Syslog A »E—YOHIR] (P.31-10) ((BE)
o [BEEEaN—DAF—T 0] (P31-11) (TE)
o [UNIX Syslog — 0% | (P.31-12) ({£&)

DARTFL AT AytE—PD 74—y k

VATFA Y AvE—IFRK80 XFEN—k L MRS (%), BLOFORNIERBEINS S ST 3
VDYl VAR TS A L AZTHER (RESNTWDAEHA) THEHRINLTWET, AvkE—v
T, WO 77—~ hTERINET,

seq no:timestamp: %facility-severity-MNEMONIC:description
N—F v FNFLBDRIO A v —8471%, service sequence-numbers, service timestamps log

datetime, service timestamps log datetime [localtime] [msec] [show-timezone], F 7213 service
timestamps log uptime 72—/ N)L a7 4 Xal—Tay avy ROREIZL-TEDLY 97,

Catalyst 3560 R4/ vF VI k7 av 74 F¥al—arv #HqA4E
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| $31E LRFALAFAyE—LRFLJORE

YRFL Ayb— axvdone B

7 31-11Z, Syslog A vE—VOHEFEEZRLET,

£ 311 SRTFL O Ayt—CDER
EXR HL
seq no: service sequence-numbers 7 27—/ 3L a7 4 X2 b—T gy avy RBREIN TN

BT, vl Ave—VW v — U AFFEAZ T LET,

T OWTIE, T2 Ay =YDy —Hr U 2B EDA X —T B LT 4 & —7 11k

(P.31-8) =&ML T ZEN,

timestamp D7 +—~< v b 1 | A v E—UEIFA N2 RO HIFTY, service timestamps log [datetime | log] 7 = —/3/L 2

mm/dd hh:mm:ss V74X alb—vay avy RRREINTVLHERET. ZoOHERBRRINET,

7013 ZEHNZHOWNWTIE, (87 At —VDF A L AZ L TOALX—T B IOT £ B—7 11k
- (P31-8) ZZBML TSN,

hh:mm:ss (FLRFRE)

F 72X

dh ()

Sacility Ave—URBETEHT77U T ¢ (SNMP, SYS 72 L) T, yR—rEhs 772V
T4 D—EIZONWTIE, £ 31-4 (P31-14) 2L T ZEW,

severity A=V OBEKEEZRTO~TO1HOa—RTd, BREOFHMOVNTIE, # 31-3
(P31-10) 2L T &0,

MNEMONIC AvE—VEBIATTXRA L A PY I T,

description LR=FENTWEA R FOFEMERTTIFARN AN T TY,

WIZ, AL v FDVAT A Ayt —VD—8ERLET,

00:00:46: SLINK-3-UPDOWN: Interface Port-channell, changed state to up

00:00:47: S$SLINK-3-UPDOWN: Interface GigabitEthernet(0/1, changed state to up

00:00:47: $LINK-3-UPDOWN: Interface GigabitEthernet0/2, changed state to up

00:00:48: SLINEPROTO-5-UPDOWN: Line protocol on Interface Vlanl, changed state to down
00:00:48: $LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/1, changed
state to down 2

*Mar 1 18:46:11: %SYS-5-CONFIG I: Configured from console by vty2 (10.34.195.36)
18:47:02: %$SYS-5-CONFIG I: Configured from console by vty2 (10.34.195.36)

*Mar 1 18:48:50.483 UTC: %SYS-5-CONFIG I: Configured from console by vty2 (10.34.195.36)

DRTL AvtE— AXUTDTIAILMEE

£ 31212, VAT A RAyE— a X TOT 74NV FREERFLET,

® 31-2 DRATA FAyE—D AXIITDOT I+ MRE

HERE T4 LERE

ALY AANDYVAT A A=Y ax S A R—T )

o — )L DERE debugging (I L UEEAIIZ L D RV L~L,
# 31-3 (P31-10) =&H4)

0y 77 A NVERE T ANEDEERL

ay Ny 7y A X 4096 /N1 b

v 7 @R A X 1 AvE—Y

Catalyst 3560 R4/ vF VI k7 avI4FalL—ar #H4F
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Iyt —

T oXyJUnME

% 31-2 DRTLAvE—S AXVITDTIAILMRE HES)

BERE T4 RERE

B AL ABRT FA4E—T N

EE =S TA4E=T

ny = TAE—T N

Syslog #—/"®D IP 7 KL A RARE

e R F A4 —T

=Ty YTy Local7 (& 31-4 (P31-14) #&MH)

= NOEKE informational (3 X OHUEIIZ & D KV L~UL,
#* 31-3 (P31-10) &&H)

oaxXoInTa«t—ILE

Av— aX T ET T H N ETA F—TVICHESINTOET, a3 =P ONT D5
T A v B —VERETIERIT, AvE—Y aX o 724 X—T VT HUERHY £, A v
=Y X IR F—TNOEE, vl Ayve—TRErX S e RACE EINET, uaX s
Fat A, AvE—UEAERT e R ERIB LW CIEEREFNICRELET,

Aoy —v uX T ET 4 —TNMIT DT, B EXEC E— FTROFIEEZETLET, ZOF
JEFAEE T,

avvFk =]: )
A7v7 1 configure terminal Jua—N)ary7 4 Xal—arye— R NE2#EEBELET,
A7y7 2 no logging console Avt—YaXorEF =7 NI LET,
A7973 end ¥iME EXEC E— FICHED £,
A7y7 4 show running-config BEEFHRLET,
EJ
show logging
A7975 copy running-config startup-config (EE) av 74 F¥al—vay 77 A NVIRELRITELET,

BX T TR AET AT NCTDHE, AvE—URar Y -V IIEHEIAENDIETT rERIT
@ﬁﬁﬁ%ﬁ%fé%%ﬁ%étb\X%/%@%ﬁﬁfﬂﬁTﬁ k#%@if n¥rs 7na
BANRT 4 B—TNVDOHE, A vE—VIFERETCIC EFIXa~y FHAICEVATLET) ar
Y VIZETRENET,

logging synchronous 72—/ Nl 2> 7 Xal—Tal avwr Ry, aryV—~DAvE—UFK
TRICHEBLET, Z0avr FEA X —TMIT 5L, Return F—2 I RITUEA v E—UNRER
INFHAL, FHIZHONTIE, (27 X ve—UoREIE) (P31-6) 252 L T ZEW,
Avb—vaX o rE%T =T NI LEH EICHTA X —TICT HITIE, logging on 7 12— 3L
ayZ4Xal—varyavry ReEHLET,

Catalyst 3560 R4/ vF VI k7 av 74 F¥al—arv #HqA4E
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| $31E LRFALAFAyE—LRFLJORE

YRFL Ayb— axvdone B

A E—URREBET /N ADEKTE

AvtE— B X TN RZ—TNVOEE, 2 — AT TRIUGEEOEFTICH A vE— V5 EET
EFET, Avb—VOZELFHERET S, B EXEC E— N TRkOa~v> Fad 1 > 721365
FERLEY, ZoOFIEIEETT,

avwyv R

E[:y

A7971 configure terminal

Ja—n) ar7 4 X¥al—ay B— REBBELET,

27972 logging buffered [size]

ALy FONERN Y 77 ~D Ay —T &R LET, FHETEHHPE
1 4096 ~ 2147483647 /A L TT, T 74 by T 7 H oA X
4096 /54 T

Ay FIEERFELET DL, 77 v va AR VIRFSATHRNE
JTIERbNET, AT v 74 2SR TIES 0,

GE) No 77 PARXERZITEDLMICHRELRNTLLEI VN, o
ERIHEHTOIAETYDRRETHIERHVET, A v T EOD
ex7utyt AEY ZERKRT HITIE. show memory Fri#
EXEC a~> R LET, 2L, RINAEIIMEHTE
DEKMETHHIZO, Ny 77 A X% ZOEIZHEE L2 T
<TE&EW,

A7y7 3 logging host

UNIX Syslog #H—/ N RRA MZA v E—V ALK LET,

host \Z1%, Syslog ¥ —NE L THMAT 2R A FOATTEZIZIP T R
AEFRELET,

s Avt—VE%ZET D Syslog F—"D Y A NEERT DL, Z
Davy REEHEIADLET,

Syslog ¥ — DO E FNEIZ DWW TIE, TUNIX Syslog —/ SO E |
(P31-12) 2L TLIEIN,

A7y7 4 logging file flash:filename
[max-file-size [min-file-size]|
[severity-level-number | type]

BT Ayt —VET7Tvva ARYDT 7 A MRIFLET,
o filename \ZiX, v A=V DT A NGBEATILET,

o (EE) max-file-size \Z1X, 07 77 A NVDOERY A XEH{ELE
9, FBE T HHIFAHIL 4096 ~ 2147483647 T3, 7 7 4 /L MHEIX
4096 /X1 KT,

o (LEE) min-file-size \21X, v 7 77 ANDOHR/NIA XEHBELE
T, FBETE H%PIT 1024 ~ 2147483647 TF, T 7 4 /L MEIZ
2048 /XA KT,

o (fEE) severity-level-number | type \Z1%, R¥X v 7 OBEKEE I
aX s AT EBELET, BEREICEETEZ246MIZ0~T7T
T B¥ T ZAT F—U— FO—FIZHO>NTIE, £ 31-3
(P31-10) 2L CTLEIV, TT7ANITIE, TV T Ry
=V, BEOHEMIZEVBENL VDR vy =0l 774
JNZEESINET,

AF975 end

¥itE EXEC £E— RIZE D £9°,

A797 6 terminal monitor

BUEDE v v a v ic, av Y — VLS OERICA v — V& sk L
‘é—o

IARNT A= HREA L FiIn—DTRES N, By a0k
BIEMNAR D ET, FAYT A vb—VrRATHHAR, £y
VILILIDRAT v T EFATTBNER DY T,

| OL-8553-07-J
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W S xFLAvE—Y aX TOBRE

avwyFr B&
A7y7 7 show running-config BEEHIRLET,
A7978 copy running-config startup-config EE) 274 Falb—vary 77 A NVICEREERTLET,

logging buffered 70—/ 3L 2> 7 4 Fal—v gy avr FEETTLHE, B A vE—URHHE
Ny Z7llabt—ashEdT, BEREAY 77 ROT, Ny T77R3—MHIZRde, WAy E—U0F LN
AybE—UTEZEIONET, Ny T 7ICRERINTA vy E—VERRT 51T, show logging Fr

MEXEC a~r FEMEMLET, Ny 77NORSHTWA Yy E—UREIICRRENET, Ny 77

ORFEE 27 V7T 5I2i%, clear logging ## EXEC a2~ R&EFEA L £,

¥E7E D Power over Ethernet (PoE) %ISR — R TPoE A Xy hoa¥y 7 a A 3x—7NVERIIT 4
T —7 T 5HITi%, logging event power-inline-status f > ¥4 —7 = A A 27 4 Fal— 3 2
vV REHBHALES, ZOR—FTORFU L, T 74V T X—T LTI,

ALY = ~DOUX T BT =T T HITIE, no logging console v — 3L 2T ¢ ¥ a b —
varvavwry REFRLES, 77 A ~ORF U T ET 4 B—T7ICT HITIE. no logging file
[severity-level-number | type] 70— )b a7 4 Fal—vay a<y REFALET,

Oy Avyte—o0NRAEE

REED 2y Y —)b AR — MEFEE 72X REIRRIC KT LT, FEREEFER A v & — % LU debug $5#E
EXEC o~ FOH N EEEFERT A AOHNBL T o T N EeRIFASELZENTEET, &
KREZSCTHRIUCHNEND A v —PDE A TEEETEET, /2, WROHERBPRA v —
DHIBRSNDETRIFLTRBI Ay 7 7 ORKEERETHZEHTEET,

FEEEHRA vE—TVBLWdebug a2~ > FRHOOR v X 7R A 2—T VOHE, EIETFHERT A
A AR T Y = VCERETIIAIR S e b LT, FEEEFERT A 206 O3 FoR F 72 13A
BlEnET, EXEFERA v E—VB L Wdebug 2~ FOHAIL, 2—FANAF o7 FRES
Nieb iz, avy—ncErEnEd, LEBN-> T, EEEFHRA v E—TYBL W debug =2~
OHEAIE, BEERT A AEIBIOT 2 7 MCEVAETRDZ EEH Y A, HEEEHERA v
v—URERENTZH LI, aryY—iFa—F o EFRERLET,

Catalyst 3560 R4/ vF VI k7 av 74 F¥al—arv #HqA4E
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YRFL Ayb— axvdone B

Fle % 7 2RET 2121, F## EXEC £E— FTROFIEEZFATLET, ZOFIHIIMEETT,

avwy kR B
A7y7 1 configure terminal Ja—R) a7 4 Xal—yay ET— NEBBLET,
A797 2 line [console | vty] line-number Ave—VORMARX L T E2ITO LI, BERELET,

[ending-line-number] o XA vFDary—) R R— bz LTHTONDREICIE,

console ¥ — VU — N&EZfEHALET,

e [Ain X7 %A F—TNCTT D vty ERERTET 5121
line vty line-number =~ > RafH L ET, Telnet &> a3
ENL TN AR T, vty B EHA L E T, BRES

WCHETE 2#iHIX 0~ 15 T,

16 A0 viy BEROBE 2T =T —EIEET 510013, KO L HICA
jjbij‘o

line vty 0 15

Fo, BIEOERICHEA I TS 1 20 vty BIFRDFX E%Wﬁf
52 TEET, AR vy B2 OBREEEETDHIC
KDOE AT LET,

line vty 2

Zoavwy REANNTHE, T4 a7 4Falb—vay E—
Kiz7e £9,

A7v7 3 logging synchronous [level [severity-level | | 2 vt — Y ORAMa XL 7oA F—T M LET,

all] | limit number-of-buffers] o ({EE) level severity-level IZ1Z, A v —YDEREZET L
F9, ARKERZOMELETHD A vE—1F, FERBICHS
SNFET, ERNIWVFERRETIREL, BERAREWIZLEE
REZNSLKRVES, 7740 8T 2TT,

o (EE) levelall Z45ET 5 &, HAKEICHKRARL, T3To
Ay —URERMICE N INET,

o ({EE) limit number-of-buffers (2%, F=2—A 7 INDHER
DRy 77 HERELET, ZNEHEZZH LA -V
BEFEINE T, FBETE HHPHIL 0 ~ 2147483647 T, T
7 4V MEIX 20 T,

A7y74 end HHE EXEC — FICE Y £,
A7y75 show running-config ME A LET,
A7y7 6 copy running-config startup-config (EE) 2o 74 FXal—vay 77 A NVICERERRTELET,

JFEEFHERA v =V BLOT ANy ZHN ORI E T 4 £ —7 1127 51Z1E, no logging synchronous
[level severity-level | all] [limit number-of-buffers] 74 v 27 4 ¥ alb—ay avwy FaffiHL
7.

Catalyst 3560 R4/ vF VI k7 avI4FalL—ar #H4F
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W S xFLAvE—Y aX TOBRE

AT Avt—PDRALREZTDAR—TEEEKUT 1 E—TILE

FIFNLIRITIE, B AvB—JIZFE AL AFUCTFRERENEY A,

0y A= DEA L AL T A F—TNMIT DT, ¥t EXEC T— FTROFIEEZEITLE
T, ZOFRFEETT,

= S B
A7Y71 configure terminal Ja—s ) ar7 4 Xalb—vary T—KefALET,
A7y7 2 service timestamps log uptime 0T DEALNARE T A F—T VI LET,
EJ/ B RHIDA~Y REFE[TTLERn T Ayt —VDF AN A
service timestamps log datetime [msec] [localtime] :/70753 4\*j7\\/wz Y VAT DEFRB LB & Ot
MR SRR SILET,

[show-timezone]
2F/DDOav FEEITTLE, B AvE—VDX A A
AP TNA X =T N ET, BIRLIZAT Va3 1
JEUT, B—H)L AL — UL U B, R

RV, BA L= BELAA L RAZ LT L LTERT

TET,

27973 end Rt EXEC £— FIZRY £,

A7v7 4 show running-config HEATERLET,

A7v75 copy running-config startup-config UEE) 274 Falb—rvaly 77 A NVICREEZHRFLE
iR

TRy T Ay—=2bual Avg—VOMFOEA L AZ L TET 4 2—TWIZT HIZIE. no
service timestamps 70—/ )L 27 4 X2l — gy avr NEFRHLET,

KIZ, service timestamps log datetime 7' 72—/ )L 2> 7 4 Xa b —ay avy Ref x—T7LC
L7eaon VRO —fErLET,

*Mar 1 18:46:11: %SYS-5-CONFIG I: Configured from console by vty2 (10.34.195.36)
KIZ, service timestamps log uptime 72— 3L 27 4 Falb—v g avy REAf RX—7/LICL
reHaon VR RO—HERLET,

00:00:46: SLINK-3-UPDOWN: Interface Port-channell, changed state to up

AT Avt—PDI—7 Vo RBEDAR—TIEELUVT s 2—TILiE

BHOO T AvE—OFA L AR TRRICICRAZZENHATD, 1 DDA v — % FREICE
BITEHEIIC, Ave—VICy— Y ABHERRCTEES, 7740 T, B A yE—Yi
V=l VAR FIIRREINET A,

0y Av—VD— U AFTEA X =TT BT, 5 EXEC T— RCTROFIEEZFEITLE
9, ZOFEIIEETT,

=1 B
A7v71 configure terminal sa—n)ar 4 Xal—vary E—FEBBLET,
AT97 2 service sequence-numbers V= U AF T EAR—TNVIZLET,
AF973 end ¥iiE EXEC £— FITHED ¥4,

Catalyst 3560 R4/ vF VI k7 av 74 F¥al—arv #HqA4E
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YRFL Ayb— axvdone B

avwvFk B#
AT97 4 show running-config REEHRLET,
AT97 5 copy running-config startup-config EE) 2o 74 Fal—Yay Z7ANVICRECIRTFL
9,

Ayt —

V=l VAR T ET 4 —7 T HIZIE, no service sequence-numbers 72— /3L 2T F o
L—vay avwr REEALET,

WIZ, V=TV AFGEA X =T NI LEEGEORF v JR RO —HERLET,
000019: %SYS-5-CONFIG I: Configured from console by vty2 (10.34.195.36)

VERKEDESR

BIRLET A ZCRTEND A v E—VZHIRT210E, AvE—VOEREZRELET
(& 31-3%&ZM),

A=V OEREZERT DL, HE EXEC E— FTROFIEAZFEITLEST, ZOFIEIIEET

7T
avwvFr B
A7971 configure terminal Ja—nN) ar7 4 ¥al—ay T— REEBLET,
A7y7 2 logging console [evel UM EIND A v E—UEHIBLET,
TI7ANRT, Y= V@3T Ay Ay—T BROEMIC L
DIRNLARALDRA =T E2ZELET (F 31-3 (P31-10) 2&H]),
27973 logging monitor level RIS ND A v E— VR HIRLET,
T 74N RNT, WRIET ANy 7 A v—T BLOEMEMIZ LD KN
LARLADAyE—UEZELET (F 31-3 (P31-10) 25,
ATy7 4 logging trap level Syslog ¥y — N ZFigk SN D A v E—TZHIR L ET,
774V T, Syslog ¥ —/NTiM A v =T BLOBEAIZ LY
BN~ D R =T EZEFELET (F 31-3 (P31-10) &),
Syslog " — DR E FIAIC SV TIEL, TUNIX Syslog #—/SDF%E |
(P.31-12) Z#ZBL T EEW,
A7y75 end ¥ EXEC E— RIZREY £,
A7v7 6 show running-config BEERLET,
EelEe
show logging
A797 7 copy running-config startup-config (FE) avr74F¥al—vary 77 A NVICEREEZRELET,
>

GE) level ZIRETDE, ZOLALDRAvE—Y BLUOEEMIZEZVIEW LD R vE—U 565012

KRENET,

| OL-8553-07-J
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T oXyJUnME

A= A~NDRF T ET 42— T HITIE, no logging console 7 72— N)L 22T 4 ¥ o L —
vary avy REEALETS, ar Y —AUAOESER~ORX U 7 E2T 4 8—T /2T 521X, no
logging monitor 70—/ )L 27 4 Fab— g avr FE@HALET, Syslog —~Du ¥
VT 4 =TT BHITIE, nologging trap o — )L 2T 4 X ab— gy awr RElH
LET,

# 31-31C level ¥—U— K& LET, F/, 3T 2 UNIX Syslog EE4, BERXEORLEVHD
MBJEIC R LET,

& 31-3 Xvt—2 Ax>Y level ¥—7—

level ¥—7—F LARL B Syslog &%
emergencies 0 AT AIRLEETE LOG_EMERG
alerts 1 7272 B I RHIL S L B 2k e LOG_ALERT
critical 2 7 U T ¢ v ipiREE LOG _CRIT
errors 3 7 — LOG_ERR
warnings 4 it LOG_WARNING
notifications 5 EFENEE 2T A0 LOG _NOTICE
informational 6 WA v EB— LOG_INFO
debugging 7 TR T Ay—y LOG_DEBUG

V7 U =TIE, TSN O 40D T A DA =V EERLET,

. P =T EFEAN— FY =7 OBREEICET 27— A v kE— - warnings ~ emergencies
ODEjU“'Ci'%/Téﬂiﬂ”o IDHAT DAy =V, A v TFOERBICEERNHLDLZ L ERLE
T, ZOMIMELSLOEEFIEIZOWTIE, 2OV Y —RICKHIETIVAT A Av®—2 A KR
EHERL TSN,

e debug =~ KO /) - debugging DERKECTHERINET, #BHE, 73y 7 a~< o N
Technical Assistance Center (TAC) T7EHMEA I E T,

o AUHB—T A ADT v TERITFTLY b0 Vv ar AvbE—VBIOV AT AHEIIA v
+— / notifications DERKE TR REINE T, ZDORA v E—VITHADLIHERTHY ., A vFD
HEREICIXEN BV FH A,

BET—JILELY SNMP [2EE SN S Syslog A v tE— U DOHIRE

snmp-server enable trap 7 2 —/ 3L 2> 7 4 ¥ a2 b —v 3 avr REHH LT, SNMP Network

Management Station (NMS Fv NT—=JEBRAT—va) ICKEESND K HIZ Syslog A v E—Y
NI Y TPA X =T MTRESN TN DLHEIR. A v TFORET =T VITEEB IO SN A Y
t—VOBEBKEZERERTEET, £ BET—TLICENENDIA v E—VOREEFETLHZELT
SR

SNMP | 7 v F 1350 e ~DEENMRIES L TNV, Xy = VIEBRET —7 g s E T,
T 74 N T, Syslog F 7 v 7 RA 2—T A ThWEGE S, BEREN warnings DA vE—Y B X
OEEIC E VIRV A v 2= (3R 31-3 (P31-10) 2Z]) 2, BET—7 I 1 SIS ET,

Catalyst 3560 R4/ vF VI k7 av 74 F¥al—arv #HqA4E
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EREBLOBRET —7 1V A XOFT 7 4V MEEERET 521X, F7#E EXEC E— R TROFIEE 5=
TLEY, ZOFEIZEETT,

=1 N B&

A7y7 1 configure terminal sa—n)arz 4 Xal—vay w— FElBLET,

27972 logging history level' JEIREZ 7 A VITKEHN S 4L, SNMP $— N2 245 S5 Syslog A vtE—Y
DT 74N POEREZEELET,
level ¥—7— RO Y A MZOWTiX, & 31-3 (P31-10) #&ML T
S,
77 4/V hTiX, warnings. errors, critical, alerts, 3 X O
emergencies O A vt —UNEEEINET,

27973 logging history size number JBRET — 7 NAHEHNITE D Syslog A vE—VUHERELET,
TI7FNVETIEL DDAy E—UREMHINET, FEETE LML 0 ~
500 T3,

A7y7 4 end Frte EXEC £— FICRY £,

A7y7 5 show running-config LEAERLET,

A797 6 copy running-config startup-config | (L&) =L 74 F¥al—Say T A NMCRERREFELET,

1. % 31-31C, level ¥— UV — FBXOEKRELZRLET, SNMP 21 L TWHHEIT, EREOMEMN 1 ZF#HAET, 2L 23,
emergencies 1% 0 TIiX72< 112, critical 1X 2 TiE7e< 31220 £,

BIET — T B0 O%E (logging history size 72— VL a7 4 Fal—vay av s RT
BELERKA v E—Y = VBB ENTVEEE) I, FiLnAyE—Y 2 MY 2T
L0, B EWZ U MU BRT =T ANLHIBRISNET,

Syslog A vy =Y 0OuX 7 %7 74/ NOBEKEIZRETICIEL, no logging history 7 v —/ 3L 2
Ta4F¥alb—varyavwryFeHLES, BET—7AHNOA v —V8%ET 7 40 MEIZRETIC
i%. no logging history size 7 o —/ )L 27 4 Fal—v a3y a<wr REHRALET,

BREZEEOH—DA r—TILIE

CLI (a~r RIA v A F—T A R) THOERELEREL N T v X T HOICRER T —% A
X =TT H T EMTEET, logging enable HKELAEr H— a7 4 Falb—rvary avy Rz
AT, BRELEFRAICADSNIzEYyvay, a—FBLPavr MRnZilifksnEz T, XE
27 OYAXFE 1~ 1000 =2 MO TRET DI ENTEET (F 744 ME 100), no logging
enable =~ > KD#IZ logging enable =~ > K2 AL TrX¥ o 7427 4 E—T7 ML THUA 13—
TCTHIET, WOTHLRITE27 VT THIENTEET,

show archive log config {all | number [end-number] | user username [session number| number

[end-number] | statistics} [provisioning] %4 EXEC 2~ > K& HL T, #FEn /&R EI3HE L
TR T A= TR R LET,

FTI7FNV R TCREQOX U TNET 4= N> TWET,

a< v ROFEMIZOWTIE, D URL IZH 5 [Cisco 10S Configuration Fundamentals and Network
Management Command Reference, Release 12.3 T] LML TL7ZE 0,

http://www.cisco.com/en/US/products/sw/iosswrel/ps5207/products command_reference chapter0918
6a00801a8086.html#wp1114989

| OL-8553-07-J
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FHNE RTFLAyE— OXITORE |

0
v

|
\

ATFL AyvE—L AXVTDERE

BERX L T oA R—TNMZT HIZE, ¥ EXEC E— R CROFIHZEITLET,

avwy kR

E[:3)

A7y71 configure terminal

Jua—)L arZ 4 Fal—iary EB— RRelBLET,

AF97 2 archive

T—hA T ar7 4 Xal—ay ET—RNEPEELELT,

A7y7 3 log config

BELEFErH— a7 4 FXFal—Tary T— REHEBELET,

2797 4 logging enable

WMELEEuX L T oA X—TMILET,

AT7975 logging size entries

(EE) REr 7 THGT 2= M BaRELE T, e T HHilH

I£ 1~ 1000 C¥, 77 */L MaIL 100 TT,

() WEvnZPnolFniches L, iz NI BRASh DD
WikbdivweZ = MU BHIBRESET,

A7976 end

¥t EXEC E— RIZEY £,

27971 show archive log config

BERTERRTHIET U N 2R LET,

WIC, REEF T —%A X =7 M LT, rnZ70Ox bV EE 500 ICRETHH 2R LET,

Switch (config)# archive
Switch (config-archive)# log config

Switch (config-archive-

(
(
Switch (config-archive-
(
Switch (config-archive-

log-cfg) # logging enable
log-cfg)# logging size 500
log-cfg) # end

RER 7 OHNBNTIRO LY TT,

Switch# show archive log config all

idx sess
38 11 unknown
39 12 unknown
40 12 unknown
radius
41 13 unknown
42 14
43 14
44 14
45 16
46 16
47 16

UNIX Syslog H—/\DxE

user@line Logged command

user@vty3 Ino aaa authorization config-commands

user@vty3 |Ino aaa authorization network default group radius
user@vty3 Ino aaa accounting dotlx default start-stop group
user@vty3 |no aaa accounting system default

temi@vty4 |interface GigabitEthernet4/0/1

temi@vty4 | switchport mode trunk

temi@vty4 | exit

temi@vty5 |interface FastEthernet5/0/1

temi@vty5 | switchport mode trunk

temi@vty5 | exit

WIZ, UNIX —3D Syslog 7—F LV ZREL, UNIX VAT A vX o7 77 VT 4 2EHKTDHTF

NEWZ DWW TR L £ 7,
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UNIX Syslog T—E > A~ADRY A vt&—

AT h m A y¥—U% UNIX Syslog ¥ — M2k ET 2812, UNIX #— 31T Syslog 7 —F &
ERETLLENRHY £4, ZOFIRTMEETT,

root LTI AL, WDAT v T HEITLET,

GE)  WHi/3—T 3> ® UNIX Syslog 7—F > OHIZIE, T 74/ TRy NU—2 150 Syslog 737 > b
EZTANZNLORHY ET, ZOXIRVAT LAOHFEIZ, Syslog A vE—YDUE—F aXr
ThAX—TMZT BHIZIL, Syslog 2~ R T4 NZBMEZITHIRTA2LERS LA TV a vk,
UNIX @ man syslogd =2~ > F&fEH L CHBIL £,

AFw 7T 1 Jetc/syslog.conf 7 7 A MK D L 5 72fT% 1 4TIBIML £,
local7.debug /usr/adm/logs/CiSCCllOg
local7 ¥— U — RNi%, T30 X 7 77 UT 4 2BELET, 77 VT 4 OFEMICOWNTIE,
# 31-4 (P31-14) 2L T £ &V, debug ¥—7U— KX, Syslog DEKEZEELET, BEXE
DFMICOVTIE, % 3143 (P31-10) £BMLT &L, Syslog 7—E 243, TALLLOTAKD

BRI, ROT7 4=V RFTHREINZZ 7 ANMCA vy E—VEEEFELET, ZDO7 71 /iE, Syslog
»;%/ HEIRADIERD D DA T 7 A NV TRITIUIRY £H A,

RAFwFT 2 UNIX vzl FurFMkOoavy REANLT, a2y 77 A VEEKRLET,

$ touch /var/log/cisco.log
$ chmod 666 /var/log/cisco.log

AFvF 3 Syslog F—FNCH LR ELZBM ST LT,
$ kill -HUP ‘cat /etc/syslog.pid’

POV TR, DA ® UNIX v A7 A0 man syslog.conf 35 10" man syslogd =~ > REZSH L
TLIEEW,

UNIX R TL AXVT 779) T4 DERE
VAT A BT Xye—VENTANAL ACEETHHAIE. A vE—Y% UNIX Syslog 77 v U 7«
MHLEEENTEA Y E—V L LTHETS LI /XTA%.@ET%&@“

UNIX VAT A 773 0T 4 Avk—Y uX U 72 ET DI, FiHE EXEC £— R TROFIEZ E
ITLES, ZOFEITEETT,

= ;5]
A7y71 configure terminal Fa—s\ ar74X¥alb—vary E— NeMBLET,
27972 logging host IP 7 KL 2% A/ LT, UNIX Syslog #—/3 AR & M2 A vt — U % ik
LET,

07 AytE—T%%(ET D Syslog h— "D VU A RN EAEKT HIZIE, 20
o<y REEERIASLET,

Catalyst 3560 R4/ vF VI k7 avI4FalL—ar #H4F
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ATy73

ATy7 4

AF975
AT97 6
AFyFT

avwyFk

B

logging trap level

Syslog r— NIZFEEREND A v E—VEHIR L ET,

T 7 4V b T, Syslog h— N FiRAMA v E—VEBINENRUTO A v
=V EZIELET, level ¥— U — FIZo>W Tk, # 31-3 (P.31-10)
ELBLTLLIEE N,

logging facility facility-type

Syslog 7 7 ¥ U7 4 B E LET, facility-type ¥— 7 — RIZDW T,
#*& 31-4 (P31-14) 2L T E I,

7 7 # /v hiZlocal7 T3,

end

¥ EXEC £— RIZRED £,

show running-config

ROE A TR L% T

copy running-config startup-config

LE) v 74 FXalb—ay Z7ANMCHREERTELET,

Syslog — "% HIERT 51Z1%, no logging host 7 m—/ )L a7 4 F¥Falb—vary avy REFRAL
T, Syslog =D IP 7 FLAZIEELE T, Syslog h—~OaX o 7%7 4 —7NICTHIC
I%. nologging trap 70—/ L a7 4 Fal—var avr REALLET,

# 31412, Y7 by =2T THFR—FENTWBLUNIX VAT A 77V VT 4 2RLET, TRLHD
77U T 4 OFFICOWTIE, THEHO UNIX ARV =T 4 7 VAT L0~ =27 v 25 R
LTL7ZEN,

% 314 logging facility-type ¥—7—F

facility-type ¥—7—F B

auth R[S AT A

cron cron 77>V 4

daemon VAT A T —F

kern T —x v

local0 ~ local7

n—HWVICERZRINT-A v =T

Ipr FAY TV H AT A

mail R—)L VAT N

news USENET ==2—*A

sys9 ~ sys14 AT LT

syslog YAFLH TS

user Z—H FukR

uucp UNIX 705 UNIX ~Oa v — X7 A

OX TR EDRT

[l Catalyst3560 R4 v F Y2 kY7 a2 74 Fal—av (4 F

X TREBLIORT Ny 77 ODNEEERRFTDHITIE,

show logging #i# EXEC =~ F&fEH L

FT, ZOFROT 4 —)L RIZET 23>V Ci. [Cisco I0S Configuration Fundamentals
Command Reference, Release 12.2] #ZMR L T &V, ZUZi, Cisco.com ([Documentation] >
[Cisco I0S Software] > [12.2 Mainline] > [Command References]) 7357 7 & X A[HETT,

OL-8553-07-J |
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