GE)

4573299 ARP A4 VAR 3 VDERTE

Z OFETIX, Catalyst 3560 A1 v FIZH A F I v 7 Address Resolution Protocol (ARP; 7 K L R fif ik
Zabhan) A UVART T a U EHRETDHHEICOWTHHALET, ZOHKEICLY, WL VLAN N

OO KR — kDR 72 ARP BRCIGEZEFEHELRVWEIICL T, AA v F TOEEDH D K % [0k

TEET,

COETHEMT S FOMTE L O FEOEMCIOVWTE, 20V ) —2Da<wr K Y7y
L RAEBZRLTLEEN,

ZOETHIATHIAEL, RO LBV TY,

o X A4F3Iv 27 ARP A v 227 g v OfE] (P23-1)

o [¥AF3I v ARP A v A v a rOiRE] (P.23-5)

o [XAF3Iv2 ARP A v A v a UAE@OFR] (P23-15)

F4F+299 ARP £ VAR L3 VOBE

ARP TiZ, IP 7 FL 2% MAC (AT 47 727 ZHI#) 7 RL AL~y B 7 4T52LTLAY2
Ta—REXv A s RALCHDO IPEELZERLTVET, 2L 20T FAFBAKRA b A ICHERE %
FLEIELTWVT, ARPF v v =2NIZEAMADMAC T RLARZRWE LET, A K B,
Ta—REFXY AN RALVHADTRTORAMIFLTTE—REXy A Avt—U%AERL, KA
FADIPT FLRAIZEET S MAC 7 RLRAZEBLET, 77— KX ¥ A K RAALHAOTXTO
ARAPMIARP BERAZZEL,. FAMAIETMACT FLATIGELET, 72770, ARP ERka2Z{E LA
<TH ARP WHEA ML ORFIRIGEETF T D7D, ARP A7 —7 ¢ V7 IHES ARP ¥ v v

VaDRA RV TREAETLHARRERSHV ET, HBOH L, KB TILHDLT A ARLOTRTO
NS T7 4w 73R BEO L Ea—FENLTA—F, AL vF, FFIFAR MIFERLTHE T,

BHEOHLHA—PIL, 7Ry RSN TWVWAHEY AT LD ARP v v a2z iR A=/, W
Txy b EOMOEA M~@IND VT T 4 v 7 ERITRETHET, Xy T =7 EOL AV 2 Ry
T —Z IS TOWDBHRA N, A vF | —FEFELET, K 23-11F, ARP ¥+ v = KA
R=2 T OHITY,

| OL-8553-07-J
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WM %(+3295 ARP 4 VRARH L 3 v DOEE

23-1 ARP ¥vvsa R4 X=v4F
R kA - — L HZ B
(1A, MA) (IB. MB)
C

KRR k C (man-in-the-middle)
(IC. MC)

AARMA, B, ClZ, 1o ¥ —7=xAAA, B, C EOAAS v FITEHREINLTNT, T XTHRE LY
Xy FEEZHVET, IPT FLABEUMAC 7 RLAIFIEMNICHELTHY 3, =& 21F. F XA
FAWFIPTRLVAIA EMACT FLAMAZBEHLTOVET, FA AL, FAFBEIP LAY
THEEZTOIMLENDLIHEA. ARPEREZ 7o —FX¥ A ML, IP 7 FL X IBIZBE+ 2 MAC 7 8
VAZBRELET, AAM v TFBIOEA B, ARP ERE2Z{E45L.IP 7 FL A IA BLURMAC
7 RUVAMAZELRHRANDARP XA T 4 7% ARP v v 2l AN LET, 22X IP T R
LATADMAC T RLVAMA WAL Y RENET, TARNBRINETDHE, A vTFERA N AL
IP7 RLAIB & MAC 7 R LA MB BSBEEMT BN TWDEREA FD ARP SA T 1 v 7 % FF> ARP
Xy v vahkmrAAET,

ARARCIE, IP7 FLVATIA (F72131B) & MAC 7 FL A MC BBEfTHT SN TWAHRA RDssA
VT4 T B oMiE ARP ISE AT B — FE¥ Y AT HI LT, AL vF, "AMA, FAFBO®
ARP ¥ ¥ v a2 WRA X2 7 T&ET, RARX=ZV T ENTZARP v v 20H 5 R A ML, 1A
FETIBATONT 7 4w 7 D5HEMACT RLAE LTMACT FRLAMC 2#fEHLET, DFD
RARNCHRZEDON T 74 v 7 8ITZELET, SA N CIHIA BLIOIB IZBEA T SNZARY D
MAC 7 RV A&ZH->TWVWADT, ELWMAC T KL A& LTHEATAZET, ITZELE
FNF7 7407 %FNEDOFRANMIBETELIOTT, FARCIE, RAFMADPLFRANBA~DO T
T4y AR —AIZEVIAAT, 7L man-in-the middle WE 1TV E T,

AAFIv 7 ARPA VAT v aid, 2y hU—ZND ARP X7 v b aHBET X2 U T 1 1%
RETT, ZOA VAT 3 T, BHRIP L MAC 7 RLADNSA VT 4 v 7% FfD ARP /37 v
FERITZIEL, LT, BELET, ZOMEICL Y., H 5D man-in-the-middle B85 % >
N — 7 BRECEET,

AT Iv7 ARP A VAR v a ik b, A7 ARP EXRBLORELTR Y L—ENDZ &M
BRAESNE T, AA v FIIROT 7T 4 €T 4 HFEITLET,

o BHEHTERVWA—FLEDOTRTD ARP ERB L OREZRITZE L ET,

o m—JJL ARP X v ¥ a2 OEHH, £k Sy b NEYI ARSI SRS, MTRES
NTEEANry MZENRIP L MACT RLADASAL VT 4 Vv I RBANEHRBLET,

o HEZN72 ARP Xy FEFEIEL £,

FAF Iy 27 ARP A v ART v a id, FHTELT —H =2 TH2 DHCP AX—E 7 /A
F U T EAR=RMPESH TS, A&7 1P & MAC 7 RLADAAL UF 4 o TIZESNW T,
ARP 7y FOFMEEZHR L ET, ZDOF—FN—2Z, DHCP 2 X—t 77 VLAN B XU
A v FTAF—TNDOEAZIT, DHCP AX—E U Lo THEEINET, ARP X7 v MM EETE
HA L =T 2 A ATREENLIHE, Ay F R F =y 72 LIy PEEELET, BEHTER
WA B =T =2 A AT, AL v FIXBEDREETE Ty &Rk LEd,

ip arp inspection vlan vian-range 7’ v —/ )b a7 4 X alb— g avr F&EfMH LT VLAN ¥
MiTHAFT IV 7 ARP A VAR v a Uk RX—T M TEET, REFBOVTIE, DHCP B
BCOXAF Iy ARP A VA7 v a v ORE] (P23-7) #ZRLTIEEW,

FH DHCP BEETIX, A4 F v 7 ARPA VAT v aid, AET 4 v IR EESNZIP T KL X
HRFORA PO —YFHTE ARP Access Control List (ACL; 727 & A 2> bu—1 U X k) IZx LT,
ARP /7y MERFETE £9, ARP ACL i%, arp access-list acl-name 72—/ 5L 27 4 Fa L—
varv avwry FEFEALTERINET, REBEHRIZTOWTIEL, 9 DHCP 85D ARP ACL D% E

111750
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H4F+299 ARPAvZRRsLavoms B

(P.23-8) &ML TSV, A vFiE, BEIN Ay bERELET, v 7 Ny 77 OFEM
WIZOWTIL, TEESN Ny hoaxXr 7] (P23-5) 28R L TLIFEN,

Ry RO IP 7 RUAREZ )N E721L ARP X7y SOKIKIZH LS MAC 7 RLUARA —H 31y b
Ny X —THESNLTVDT RLRAE—=HLRWERIZ, ARP XFy FEBEET LR HICH AT Iy
7 ARP A VAT T a v EFKETE £7, ip arp inspection validate {[src-mac] [dst-mac] [ip]} 7
B—sYL a3y 74 Falb—vary avry FefALES, FFMcoOWTE TRYETF = v 7 OET)
(P.23-12) ZZML T EE WY,

A=A RAEEREELUVRY FT—0 X2 T4

AT Iy 7 ARP A VAT g v if, BIEIREE AL v F LKA 2 —T7 =4 R L ZBEMITF
T FBHTCEBA L H =T A AHRE LTS v ME, $RCOFAF 97 ARP A v A~ v
VORGEF = v 7 ZFRIL, BETERWVWA A —T oA RAZERE LTy MIFEAF 2 v 7 ARP
A VAR g ORFET n A TUE S E T,

— ARy N — 7 RETIE, FA N R— MIEHT 2T XTDOAA v F A— K~ % untrusted (2% E
L. AL v FICHEHLTVWDETRTOAL vF FB— b % trusted ICEELET, D& 5 R ETIL,
BELIEAAL T NOHER Yy NT—JIZ AT RTDO ARP X7y b3k Fxa VT 4 Ty Z2FRL
¥4, VLAN £7213x v NV =7 NOZ OO TEOMDOKIEEIT 5> LEIXH Y XA, EEHRT
% ip arp inspection trust f > ¥ —7 = A A a7 4 Fal—ar avr FeHLTERELET,

'R FERBIIERERICRELTIESY, A ¥ =T = AZEET & & (2 untrusted & RET D
L. BRSO S D TREMEDN D Y T,

23-2TCiE, AA v TF ABIOAAS v F BOWGER, ZAM1IBIOEKRRA RN 2DZENENE ST
VLAN CTHAFI v 7 ARPA VAR v a VEFEITLTNDHELET, FARTBIBEERA 208 A
AvF ATEHFL TS DHCP — 5L IP 7 FLVAZRET D E, A4 v F ARTFHAEAN1 O
IP7 RLAEMACT RLADOXT HNXAL U RLET, 20D, AL vF ABIOARA vTF B O
DA E—T 2 APMEETERWES, RA 115D ARP X7y MIAAL v F Bilk - THEES
NEF, FAM I BEIOKRA 2 O OBERITLDODNLVET,

23-2 HLFZTY9 ARP 4 VAR 3 UL R—T I VLAN TD ARP /185y bk 4 YRRY a3y
DHCP H#—/\

y

EII

L

AL YT A AAYF B
. —— Il A— b 3g7
AR k1 RA M2 T
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WM %(+3295 ARP 4 VRARH L 3 v DOEE

(E)

A vV H—T 2 A AEEHTERVGRICA VI — T oA A FEETEALICERELTLED
LR MU= F 2T 4 A—ARNESTCLENET, AA vF ATHAFTIv 7 ARP A VA
X7 a YREEL TOARWER, AR D LIEMHICAA N B O ARP ¥y v v azRf A= 7 T
F+ (AL v FRDY > 778 trusted ITHESNTWAEEIZAR AR 2 HA[RE), ZOREEIZ, A1 v F
BRXAFTIvZ ARPA VAR a v 2ETLTOTHHEAELET,

A FIv T ARP A VAT v a i, #4737 ARP AV AXRT v a v BRITLTND AL v
FITER L TND BEHTERWA L Z—T oA XA D) RARBFR Y NT—Z7 NOMDOEA RO
ARP ¥ ¥ v v a2 KA X= 7 LBNWEICTHHDOTY, 2L, ¥4+ Iy 7 ARP A4 vV ARY
varyTiE, Xy MU= DEDPOEZICHDIRANTIE, 4TIy 7 ARP A VAT v a v &E
TLTWDAL v TICHERELTVDEHRA MDOF v v v alldT iR A= ZFEMI N ERT A,

VLAN WIZBH DAL v FOHR T, A4 FIv 7 ARPA VAT v a v EETLTNDEHDE LTV
WHDORHBEE., TOLIRAAL v FITHR L TCWAD A F—7 A A% untrusted IZREL £,
72720, #A4FIv 7 ARPA VAT v a v BZEITLTWVWRWVWAL o F DDy O T 4
VT EMFET HIE, ARPACL #fH L CHX¥ A4+ Iy 7 ARPA VAT v a v B2R ITTH LA
AVvFERELET, TOLIRANSNAL T 40 7% AT 3 THHTERWES, #1473 v 27 ARP
AVART v a v EFITLTVWDAL vF%, XA4F Iy 7 ARP A VAT T a U EEITLTWVARND
AA vy TN LET, REHFRITOWVWTIE, [FE DHCP Bl ARP ACL O%iE| (P.23-8) #%
LT IZEn,

DHCP +— B LRy hU—7 OFRTIZLY . VLANNDTRTD AL vFIZHDHIEE L7 ARP /¥
7y RNEREBETERWEANH Y £9°,

ARP /Ny @D L— IR

AL v F O CPUIXH AT I > 7 ARP A /Z/\& Va VRRETF = v 7 2 EITTHOT, EE ARP X
7y hOEIE, DoS WBEZIT RN E O ICL— MRS TWET, 774/ T, FETE 20 A
VE—=T A ZDL— NI, 1 BHZY 15 /3’7*7 L (pps) TT., BEHTZXDHA X —T A AT —
MHIBR & AU E A, ip arp inspection limit f > X —7 x4 X a7 4 Fal—v a3y avr REiH
LTZORECERTEET,
7-5&1 ARP 7y O L — MPRRRESNIZHIRZ X 72546, AA v FIER— b % errdisable A7 — b
ILET, l_ﬂ‘ﬁlﬁﬂ‘féifﬂ' T errdisable A7 — F D E £IZ72 VD 7, errdisable recovery
fm—ﬂw:y74¥;v—yay:vyP%ﬁ%LT\# L7cZ A L7 v MHRORIER RN — b
DZDAT— b BEIIZEIE T 5 X 512 errdisable B % A X — 7 LIZTE E T,

REFRICOWVWTIEL, [HEIE ARP X7 > b L— MHIIR) (P.23-11) 2L T 7EI W,

ARP ACL &£ DHCP RAX—EVYJ TV M DR LET A4 X ) T4

A F I 7 ARPA VAT v a TR AR IP E MACT RLADAAL T 470U 2 MHIZ
DHCP AX—VE> T NA VT 47 T R—=AEFEHLET,

ARPACLZF DHCP AX—VE U7 NA T 47 T—=FR=ANOT MU LY bEEENE LY
F 9, ip arp inspection filter vlan 7 12— )L 27 4 Fab—v gy avr REHEHALT ACL 4
ELIEHE, A4 Yy FIXACL 202 A LET, AL v FIIRVIC ARP N7 v k& a—HF5FE

ARP ACL #ZH#: L £, mwAaanWrﬁ/b%ﬁTLtﬁm\mme; =l iof
MARAENTT —ZRXR—=RICHN AN T A TR TH, AA vy TF ATy hEERELET,
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BRIy boOxY

AL FBNRTy NERET LRI, o/ Ny 7722y M) ZRELTL— MlRX—X (22T

LA AvE—VEARLET, AvE—VOEMK, A vTFIEZ bV ER S Ny Ty hLHIRLE

T, #Fu s = bk, %1E VLAN, A— hEE, EETBIO%EIP 7 R A, #Exk L U%E
SEMAC T RL AR Yo7 —{ERngEnTW\WET,

ip arp inspection log-buffer 7 2 —/ SV 27 4 Falb—vary avy REFERALT, Ny 7 7HND
TR BEROVAT A Ay E—VEAERTLIOICHELEHMBTYREL RS U BERE

L 7, ip arp inspection vlan logging 7' v — )L a7 4 Falb—v g avr REFHLTrY
YITENDBNRT Y FDIA T EFETEET, REGTRICOWVWTR, (v Ny 77 DFRGE]

(P.23-13) ZZWL T TEE VY,

¥4+ 3v9 ARP A VARY L a VDRE
ZIZTIE, ROBREFBHRIZOWVTHI LE T,
e [FTXNIDEAFT Iy ARP A VAT ¥ a »Oi%iE] (P.23-5)
o [HA4FI v ARP A v AV v a v OREROEEHHE] (P.23-6)
o DHCP B COX A F I v 7 ARP A A7 a L OFE] (P23-7) (DHCP BiEE T#%)
e [3E DHCP 8#5i® ARP ACL ®% & (P.23-8) (JE DHCP B TWZH)
o [5{Z ARP /X7 v b L — MlBR) (P23-11) ((EE)
o [ZMMEF = v 7 DET) (P23-12) (HEE)
e mr RNy77oE] (P.23-13) ((BE)

TIFILEDFAFTZIT Y ARP A VAR I VDHRTE

# 23-112, T7H4NVEEDEAFTIv 7 ARPA VAT v a v OREERFLET,

= 2341 FIAILIDEALAFI VY ARP A VARSI L a3 VDHRTE

HeE FI+IFRTE

A FI w7 ARPA VAT g T _TCHD VLAN CTT 4 &—7 /L TT,

A B —T = A4 AMFHIRRE TRTCOAS X —T 2 A ANEETETET A,

%18 ARP /X7 v @ L — Ml R 2 FNIT—=TNRAAL T K Xy hU—F THEARIN1

BHi-0 1SOFHLWER N eERTI BT LR
BAE, L—hEEETX RSV E—T 2 A AT 15
pps T

BEHTELT_RTOS v F—T =24 ZLTIELV— NI
B S EE A,

S— 2 BRIREIE 1T

JE DHCP E2EiD ARP ACL ARP ACL ZEZRINEHE A,

BRET = v 7 Fxy 7 3FTENEE A,

Catalyst 3560 R4/ vF VI k7 avI4FalL—ar #H4F
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WM %(+3295 ARPAYRARHIL 3 VDBE

= 231 FIXNWIDFLFZETYH9 ARP A VAR L avDHRE (RE)

did T4 FRE

0z Ny 7y HAF I ARP A VAT g v ing 2—T VDY
H. TRTOETEZITFERE ARP Ny b e 7 3
ESC

a7 ANOx> T 32 T,
VAT A AvE—UHIT IS SICHIBRESHTWY

iﬁ—o
mE 7 L— ML 1T,

VLAN HfZ o 27 R ELITEFEINTZTRXTD ARP N7y bdr /&
kg,

F4F29v9 ARPA VARG 3 VDHRERHDIEEE

BALFIv T ARP A v AT L a v OB EROEEFHIIKO LB TT,
o FAFIvI ARPA VAR L a 3EEEX2 ) T A BET, BEFo v Z7I3ETLERA,

o XA FI VI ARPA VAR v a i, XA FI v 7 ARPA VAR v araEdR—F LTV
WAL v FRL, ZOMEEE A X —TVIZ L TWRWAL v F IR SNIZE A FTIEAEDTIEH Y
£+ A, man-in-the-middle KR —~DL A ¥ 2 70— ¥+ 2 b FAL VICREEN TS
O, 4TIV 7 ARPA VAT v ay Fxv I DOHDRAA LT 2w 7 DRVWRAL L%
SDEELET, TORBIZLY, FATFTIv T ARPA LV ARI g A F—T NI LT RAAL
WOEARD ARP ¥ v v ¥ a2 MRS NET,

o F#{E ARP ZR L ARP JEEND IP & MAC 7 RV ADAA UF 4 T RHERT BIGE, X4
SV ARPA LV AXRZ > a VIZ DHCP AX—VY U 7 XA VvF 4 v F—ARXR—ZANDOZ
WIRIFLET, IP T RLAREZAFT I v Z7IZED S THNTWD ARP X7y MEFA[T 57280
\Z. DHCP Z X —t' > 7% A X —T LT LTb\'é LEMERLET, REOFHEMIHOVWTIL, &H
22 & [DHCP #EEBLOIP V— 2 H— FEEREORE] 2B L TLIEEN,

DHCP A X —¥Y v 7 NF 4 v —7 NV DOEA £7-13IE DHCP BEETlZ. ARP ACL i L T/¢
ry MEHREITES L ET,
o XAFIv T ARPA L AT g%, 7278 A R —K, 7227 &A— . EtherChannel 75—
r, BEO®TZ7 A4~k VLAN R— FTHHR—FINTWET,
~
((£) RSPANVLAN ETHAFI v 7 ARP A VAT v a v F—7 M LRNTL &N,

RSPAN VLAN ETH¥AF I v 7 ARPA VAT a A3 —TNCTDHE FAFTIv 7
ARP A > A7 g 4w b RSPAN 656 — MZRIZELARWZ ENH Y £9°,

o WPR—KEF v R AR— FOEEREN - LIZHE71T. WHEAR— ME EtherChannel 7J<°~ l\
F ¥ FVIMATEET, £ TRVEA, BHEA— MIR—F FY VA TEIEELEZEEIC
DEFT, A— b Fx¥xid, Fr¥ RVTEYICSM UIZWEFR — S OEHEIREE MR L E T, %
DOFER., HAOYBER— FOEHEREZTFT ¥ 2 VOGFEREL BT HLERH Y FHA,

MWW zIE, A=k Fr RLOEFEREZEE LHE, A v F3F v Xk 59T
OYHER— FOEHEREZFIRICHEELET,

o R—=F F¥xVOBEL— I, FYRVAOTXTOYHEF— 2R LI LD TT, 7‘:}:71
i, B—F F¥FLD ARP L — MlFE%E 400 pps IZ3%E LI-HE, T 3V EICEH SN D £
VB —T7 x4 ATHFE 400 pps %5 L £ 3, EtherChannel R — D #fE ARP /X7 v hD L — T\
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T, 2F ¥ RV A= EDry hOFEEFELV—FERFHLELOTT, Fx¥ RILEKR—F A
N—D#E ARP X7 v DO L— 2 HE L7=H & 12, EtherChannel "— hd L — MR ZFRE L
ij—o

YR — N EOFERTry FOL— ME, YR — FRETIIR LS A— M F ¥ RLREICKHT LT
Frzv 7 EINET, F—bF FrxLOLb— MIREREIT, WER— FORENSIIMI L THET,

EtherChannel N EL— F LV HZ< D ARP X7 vy FaZETIHE. (TXTOYHKR— M
ate) F v xVi errdisable 27— MRV £,

o EEFNFLY FE—FLEDARP 7w FOL— FEHBLTNS - L 2R LET, E05 KB L
T, BEDOFAFT Iy 7 ARP A AT v g Uxbis VLAN TRy MRS 572012, T
7 R—RE@mOOL— MIFEELET, F7-. ip arp inspection limit none f > % —7 =1 & =
Y74 F¥alb—vary avy REFEALTL— FEAERIRICTEET, 150 VLAN TL— Ml
RAFEWE, V7 b= 7R — b % errdisable 27— MMZ$ 5 & X2, 1> VLAN 73 DoS Bk
T DR H Y FT,

o XA FI v I ARPA LV ARIT v a B AL T TAFX—TNITDHEEIC, ARP F T 7 4 v 7 &R
Voo TTHDICERESNTERY Y —3EHE R0 ET, TOME. ETOARP N T 7 4 v7
N CPU IS E T,

DHCP BIEETODRAAF7 299 ARP 41 VAR 3 VDEE

(E)

ZOFNEZ., 2 ODAAL v FNZOHREEEZTFR—F L TWDIHAICE AT Iy ARP AV AXRT U3
VEBRETDHHECOWTHBALET, K 23-2 (P23-3) TRLTWSEIIC, AL LIZAAL v F
AERLTNT, FAR2EAA v F BIZERLTWHWET, WMHTDOAAL »FB, FANBMMET D
VLAN1 C¥A4F3Iv 7 ARP A VAT v a & FITLTCOE T, DHCP — T AL v F A ITEEH
ENTHET, WHFORA ML, FUCDHCP =05 P 7 RLAZRELEYT, LaBno-T, &

AYFAEFERA NI BIOERA N 2O 0T 4T RHY, AA v F BIZITFARN2 DA

T4 TNBY £,

#18 ARP EXR L ARP JREWND IP & MAC 7 RVADNA VT 4 Vv T RIERT DGE5. A4 FI v 7
ARP A VA7 2 g A DHCP AX—V V7 XA VT 40T T—F_X—=2ANOxT M ITEFLE
T, IP 7 RUAREAFT I v 72BN B THRTWS ARP X7 v h2#FA+57-®IC, DHCP % X —
Y T AR—T ML TWD Z L 2R LET, EDFEMII OV T, 5 22 % [DHCP #hEk X
WIP V—A H— FEREORE] 22 L TIEIN,

1 ODAAL v FIEFREAFTIv I ARPA VAT L aZHR—FLTWAERED, ZOMEDR
FEOFEIZOWTIL, [9E DHCP B850 ARP ACL O#%E] (P.23-8) 2B L T 7E &V,

HAFI w7 ARP A VAT g R ET HICIE, BitE EXEC E— FTROFIEAXITWEST, =D
FlEEE S DAL »F TEITTLHILENDY 9, ZOFEITHAETT,

avy kR

=]:5)

A7v7 1 show cdp neighbors 2Ly FRAOEEE R L E T,

A7y7 2 configure terminal Ja—r L Ay T 4 X al— gy B REBEL £,
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WM %(+3295 ARPAYRARHIL 3 VDBE

avy kR

B

A797 3 ip arp inspection vian vian-range

5"‘47“‘: v ARP A VA7 3 % VLAN BALTA Rr—
ILET, 774V ET, ¥A4F Iy 27 ARP AV AXY
/a/iﬁ‘/\“C@VLAN“CT4JZ TIVCREINTWET,

vlan-range TiX, VLAN ID &5 Tl S 72 H—d VLAN,
AT TRE BN VLAN &, £72130 o~ TRE b
—# D VLAN Zf8E LE T, A& T& 2%MIX 1 ~ 4094 T,

MHFDAAL v FIZFE L VLANID #fELE£7,

A7y7 4 interface interface-id

DAL v FITHEREINT-A VX —T =2 AEBHREL, AV
B —Tx A A AT 4 Fal—ary T— RREHBLET,

AF7v7 5 ip arp inspection trust

A A v F M OB % trusted IR E L F T,
T 74V F T, TXTCOA ¥ —7 =4 A untrusted TJ,

AL T, BETEDA L H—T=2A A LIZHDHIMDARAL v
FNEZELIE ARP X7y b &F v 7 LERHA, BN
Ty NERET HEITTY,

BHETERWA VX —T =2 ADEE, AL v FITTTO
ARP ZRBLOISEERITZELET, n—IbF vy ad
HTHEI, BELONT » MBSEERSEEICERDE I LA RN, /AT
ZREENTE ATy MZEHRIP 7 KLALE MACT KLAD
NAT AV TRHLNEHRBLET, AL v FIiL, ip arp
inspection vlan logging 7 o — 3L a7 4 ¥ a2 L— g 3
v RIZE o THRESNEZEa X IREICH ST, Eha
Ty NEREELTrS Ny 77 |l LET, FEMICONT
X, a7 RNy 7 ryofkE] (P23-13) #3HLTEIN,

27976 end

¥ # EXEC £— NIZREY £7°,

A797 7 show ip arp inspection interfaces

show ip arp inspection vlan vian-range

HAF I ARPA VAN L a VORELRMERLET,

A7y7 8 show ip dhcp snooping binding

DHCP A T 4 v T %R L £,

A797 9 show ip arp inspection statistics vlan
vlan-range

EAFIv 7 ARPA VAR v a v DR ELF v 7 LET,

A79710 copy running-config startup-config

(EB) 227 (Fab—vay 77 A VEREERILET,

ZAFIv 7 ARPA VAR v av kT =7 T5I21E, noip arp mspectlon vlan vlan-range
sa—s\ ary7 4 F¥alb—ary avy REEHLET, A— k% untrusted OIRBIZETIZIE, no
ip arp inspection trust f > % —7 A X a7 4 Falb—ary av s FEEHLET,

LLTFIX, VLAN1 DAL v F A TEAFT IV 7 ARPA VAT 2 g VERET D HIEOHTE, X
A4 v F B THRBEOFIRZFZITLET,

Switch(config)# ip arp inspection vlan 1
Switch (config)# interface gigabitethernet0/1
Switch(config-if)# ip arp inspection trust

JE DHCP IR1EM ARP ACL D&&E

ZOFNEE, 23-2 (P.23-3) TRT AL v F BBREAFIv 2 ARP A ' A~X7 3 > F 713 DHCP
AX =BT YR =L TWRWERIZ, 1473227 ARP £ VAT Vg VERET B EER

LTWET,
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AL vF ADFR—F 1% trusted IZRRETDE, AL vFABIOEA N 1 IZAA vF B £72i3H A
M2 PO BEISNDFRREERSH DD, EXa2 VT 4 A—ANTETCLENET, TOREEEZZL
T2, A vF ADKR—F 1 % untrusted ICRETHHLERH D T, "A 205D ARP N7 v
FEFHFATAI21E. ARPACL 2% &L T VLAN | ICHEHAT A LERH Y T, "ZAR2DIP T KL
AMF T2, AL v T A TACLEZETEZHEATER2WEAIE, LA P33 TAL YT B EASL VT
AZESEEL, V2 EFEALTCEOB Ty y "abv—FT 4 V7T HHERDY £9,

AA vF A TARP ACL Z#FET 51213, HHe EXEC E— FTROFIEAFEITLEST, ZOFIEIL
FE DHCP B CTHE T,

avwUF BHE
A7v71 configure terminal Fa—r ar 7 4 ¥al—vay B— REEBLES,
A7y7 2 arp access-list acl-name ARPACL #E% L. ARP7 /7 AU A a7 4 ¥l —

vary E—RERMBLET, 774V K TiE, ARP 77 &2

YA MIERZEINLTWERE A,

(GE) ARP77EX U R LNOEEZIZIE, BEERO deny ip any
mac any 2~ F20H 0D F3,

ATv7 3 permit ip host sender-ip mac host sender-mac BELERARN (KA K2) 2250 ARP 7 v &I LET,

[log]

o sender-ip IZXH LT RARN2DIPT FLAEZ AN LET,
e sender-mac IZX LT, ZAR2DODMACT KL AZATIL

£
* (f:E) Access Control Entry (ACE TIREA aryha—
N k) ﬁ:*ﬁzbt IR Ny Ty HNONT

FNEw 757012 log &5 ﬁbi?‘o ip arp inspection
vlan logging 7’ 2 —/ 3L 237 4 3?1 L—Yvagy avy
K% matchlog ¥— 7 — & L HICRELEEE, —HD
RERINFET, FHFMICOWTIE, (v Ny 77 OFRE]
(P.23-13) &ML T EEW,

AF97 4 exit

Ja—n)y aryZ 4 Xal—vary E—RIEDET,

| OL-8553-07-J

Catalyst 3560 R/ 9 F Y7 kw7 av2«4¥al—arv i4F



F2BE F4F3yY ARPAIVARRYLIVORE |

WM %(+3295 ARPAYRARHIL 3 VDBE

ATy75

ATy7 6

ATy

AFy7 8
AF979

avy kR

B

ip arp inspection filter arp-acl-name vlan
vlan-range [static]

ARP ACL IZ VLAN Z@EM LEd, 774/ KT, £D
VLAN (2% ARP ACL BRERINTWVER A,

e arp-acl-name \21%, A7 v 7 2 TERK L7 ACL A% f8E
LET,

e vian-range \Z1%, AA v FBIOFRA MR EEND
VLAN #f8E L¥3., VLANID HEIZ k- Tl &N 5
H—@ VLAN ZE LY, A 7> TXY->T VLAN
DOHFEEZIEE LY., v TRY>T—ED VLAN %
FBELZY CEET, ETZ 28I 1 ~ 4094 T,

« ({EE) ARP ACL WOIFBROER & I /REYRIER & LT
L., ACL ORIOA]E —F LRV RTr » NEEET DI
1%, static Z¥ET L3, DHCP N1 > F 4V ZIIfER &
nEHEA,

ZDOXF—U—REEELRWES., ry N RESTS
ACL IZRFBRIE BN 2N L 2B L, 237 v A ACL N
DOEDAIE L —FH L7RWGEIZ DHCP N1 VT 4 VTR
Ny NEFFATA0MER T A0 R W L ET,
IPBEOMAC 7 RLVADNAA T 4 T2 2E&T ARP /X

7y PN ACL s SnET, 7y MI, 778X U A b
DFFR LTe G a i ira s i E 7,

interface interface-id

A v F BIZEHINTEAL v F AL X —T A AERE
L. AV B —T A A a7 4 Fal—gry T— N2tk
LET,

no ip arp inspection trust

AA T BIZEHFLTWDAIAL T AL X —T oA A%
untrusted & L CRREL E 7,

F 74 F T, TRTDA »F—7 = A A7 untrusted TI,

BHETE VA VI =T = ADFH, A v FIETRTO
ARP ZERBIWIGEZRITRELE T, m—AUrFyr vy ad
FETHT, BROVNT v RREYZR36ICHEE S LD ETIS, YT
SAEENTZHE ATy MTERIP 7T RLALE MACT RLAD
AT A TR0 EMR LET, A4 v FIL, ip arp
inspection vlan logging 7 2 —/ 3L 27 4 ¥Fa Ll — 3 2
VU RIZE s THRESINTZR X U IREICHES T, R
Ty heRELTES Ny 7 7IZfELET, SOV T
F, ez Ny 77oikE] (P23-13) 2Z2RLTEEN,

end

i EXEC £— RIZEREDY £,

show arp access-list [ac/-name]
show ip arp inspection vlan vian-range

show ip arp inspection interfaces

RE MRS L ET

AT7Y710 copy running-config startup-config

EE) 2 74Xal—ay Z7ANMVIHREERTLET,

ARP, ACL ZHIFR9 5IZi%. no arp access-list 72— 3L 27 4 Fal—ay avwy Raffif
LET, VLAN [ZHfF ST 5 ARP ACL % HI9 5121%. no ip arp inspection filter
arp-acl-name vlan vlan-range 72— )L 27 4 X al—vay avr FEFEHLE T,
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WIZ, host2 £ 9 ARPACL #3%EL. ®AF2 (IP7 FL AN 1.1.1.1 TMAC 7 FL AR
0001.0001.0001) 725D ARP X4 v h&Z#FR[ L, ACL # VLAN 1 (IZ@#HAL, A4 vF A DFR—bH 1
% untrusted IR ET HHEZ R L ET,

Switch (config)# arp access-list host2

Switch (config-arp-acl)# permit ip host 1.1.1.1 mac host 1.1.1
Switch (config-arp-acl) # exit

Switch(config)# ip arp inspection filter host2 vlan 1

Switch (config)# interface gigabitethernet0/1

Switch (config-if)# no ip arp inspection trust

%&1E ARP /X7y FD L— IR

AA FD CPUIIFAT IV ARPA VAT g URREETF = v 7 2 ETT 50T, %15 ARP
7 b oI, DoS WEBEZIF I iz — MBS TnEd,
%{n ARP 47w DL — FRRESNHIRZ M X 728546, A A v FidA— % errdisable 27— b

ILET, HELEXA LT U MM OREEZR, R—FRZOAT— 06 EEIMICEE TS LI
errdlsablelﬁhﬁéw’z Tz L7 E | R— M errdisable AT — hDOFE FI2720 F7,

A
(F) AF—=TxA A= MIREZRELRVES, A V7 =7 =2 AOREREOLFEIZL>T, L—
MEBRDSZ DERREEOT 7 4L MEIZEE SN ET, L— MIREZRELZH L. FERENEE S
NBBZA v —T = A4 AT L — MHIFRZR1F L £9°, no ip arp inspection limit 1 > % —7 = A X
av 7 4F¥alb—vay avy REANLESRAE, A v —T7 x4 RIT 74/ bO L — MlFRIZE
nEI,
k27 R— b3 L O EtherChannel @ L — MR OZRERFOFEEFHICOWTL, ¥4Iy
ARP A Y A7 ¥ a Y ORGEROEZEFE] (P23-6) 2ZRL TSN,
15 ARP N7y O L — M EHIBRT 511X, Fi# EXEC £E— FCROFIEEZIAT L ET, ZOFIEIT
LETY,
avwUFk ]3]
A7v71 configure terminal Jua—r)Lar 74 X¥al—ay F— FEBEBLEST,
AT797 2 interface interface-id — EIRAERET AL A —T oA AEEEL., A H—T A A

:1/74 Fal—rary T—RFR2BBLET,

AT7y7 3 ip arp inspection limit {rate pps [burst | (> % —7 =1 2 FD3{E ARP BEREB L OUSEDO L — FEHIBLET,

interval seconds] | none}

FIFN RO — MIEETERNA VZ—T = A AT 15 pps. 51

TEDLA U HF—T oA ATEHIRTT, N—2 MNERIZ 1 BT,

F—U— FOEKRIFKRD LEY TT,

e ratepps CTliX. 1 BV ICUEINDIERFE 7~ ho LR E
ELET, FHETE HHMHIL 0 ~ 2048 pps T,

o ({£&) burst interval seconds Tix. B\ L — FD ARP /47 v b
WCOWNWTA v H—T oA ANE=H S5 BN EAN G
ELET, #IE 1~ 15T,

e rate none T, EEF[HE/ AT ARP /X7 v FO EIREZHRE L F
A,

AFy7 4 exit

ra—r)L ar7 4 ¥al—ay ET—RIREYET,
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avwyFk B
27975 errdisable recovery cause L) #A4F v 7 ARP A v A2 ¥ 3 v O errdisable A7 — k7
arp-inspection interval interval SO —EmEr A X —T M LET,
T 74V N T, BEIXT =7V C, [BIEMRIE 300 BT,
interval interval TiL, errdisable A7 — k7> & [E1H % R[] 2 B HLAL
THELET, fEETE 24MI% 30 ~ 86400 T,
A7y76 exit ##HE EXEC £— FIZREY £,
A797 1 show ip arp inspection interfaces BEMEMWERLET,
show errdisable recovery
A797 8 copy running-config startup-config EE) v 74 FXal—vay 79 A NMVICEREXRELET,

T 7 4V b O L — MR EIZRETIZIEL. no ip arp inspection limit 1 > ¥ —7 A X 27 X o
1/—“/3 vavw REMEHLEST, #4737 ARPA VAR v a v 7 —EE T 4 E—T
\Z9" 5 121%. no errdisable recovery cause arp-inspection 72— 3L 2> 7 4 ¥ a L — g avy

FafmL £,

ZUMEF VI DET

#AF v ARP 4’ VAR g TR, ERR IPIMAC 7 RV A XA UF 4 v D5 ARP
o FERITZEL, &L, BELET, 568 MACT FL A, BEHIP 7T FLABLIORSRIP 7
FLA, BETXEMACT RLATENF 2y 7 2E T AL v FEHRETETET,

#E ARP /3 o N CRREDT = v 7 %R 5 CIE, Kb EXEC £— R TROFIRESEITLET, =
O FIHEETT,

avy kR

=)

A7971 configure terminal Ja—rL ar T 4 ¥al—ay B REBEBLET,

27972 ip arp inspection validate A5 ARP X7 v N CREDT = v 7 #FfTLET, 774V T, Ty i33HE
{[src-mac] [dst-mac] [ip]} TLEY A,

F—U— ROEWIRDO LIV TT,

e src-mac TiE, ARP A7 A NOFEH MAC 7 FLRIZK LT, £ —HF x> K
Ny A —=DFEEFETLTMACT L A2 F =2y 7 LET, Fxv 71X ARP ERB X
WISEDOWF TERMENE T, A R—TNLDOHEE. B2 HMACT FLADH

L2y NI E L CarES N, BEEINET,

e dst-mac TiZ, ARP R D% MAC 7 FLRIZR LT, A —¥ Ry h ~y
Z =05 MAC 7 FLAZRELEY, ZOMAET ARP IGE TEES E
To AX—TNDEE, B2D MACT FLADH DNy MIEHE LT
Meh, BEINET,

o ip TiX. EHTFTHILAWIP 7 RLAD ARPJERAE#F =27 LEd, 7 KL
Z1Z1%, 0.0.0.0, 255.255.255.255 BELOFR_RTOIP v FFx¥ A+ 7T RL X
NEENET, BEHBIP 7 FL AL ARP ERBLOEET R T TF = v/ &
N, JLIPT7T FLRIZARP JEECTETF = v 7 EhET,

K1 20F—U—REZRETHXLENRHY T, a3~ KL, Aioa~> Ko
BREEEEELET, & 2IE. HDa~<2 FA sre B L dst mac WEE%E A 1 —
T, 2FBOav Ly KRB IP R T 24 X —T M LichA, 2&BOa~
¥ RIZE 5 Tsre BL O dst mac MRFEIZT 4+ E—T V2720 £9,
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avw vk B
ATy7 3 exit R4 EXEC ©— NIZREY £9°,
ATv7 4 show ip arp inspection vlan |2 B4 FEE L £ 4,
vlan-range
A7y7 5 copy running-config EE) =274 FXal—Yay 77 A NVICHRESRITFLET,

startup-config

F vl ET 4E—T7/IZT HIZIL, no ip arp inspection validate [src-mac] [dst-mac] [ip] 7' 72—
VarZ 4 Falb—varyavy FAERLET, @k, BEE MAC BEERIK, B XU P BEERRL
Ry R OREHE A FRT 51213, show ip arp inspection statistics £5# EXEC =t~ > R L
ES RN

A4 1\y 7 7DETE

AL TPy NEBETLOIERIZ, v Ny 77z M) EREEL TL— MIlRX—2IZv 27
AAvE—VEERLET, AvE—VOEMEZE, AA v FiE=r N Z2a s Ny 77 bHllRLE
T, #Fu s = bk, %1E VLAN, A— hEE, EETBIO%%EIP 7 R A, #Exk L U%E
SEMAC 7 RLah Yoo —EERREdEnhT\nEt,

a7 Ny 7y 2 hUIE, BEONr Yy NERRTEET, L, A ¥ —7 A ZAMFE L ARP
NTGA—=2%ERDOVLAN ETELONRTy NaZET 286, A4y T3 Try hand Ny 77N
D1OoOZ FVICHEALT, = NV DOH—DV AT L Avb—V%4K L ET,

0y Ny 7y RAd—n_"—T7u—LEgHE, 2F0, vl A vn3ua s Ny 77 ICRELRWES.,
show ip arp inspection log #i# EXEC 22~ > FORRPEELEZITET, BRHNO ) T, 7y
ATy hERREERRLS, TRTOT—HX Db IcFRENET, MOKHHERIT= U AICHE
fhEnFEzd, 2O NV ERRTRLIGEES, vl Ny 77 NOZ L MY HEEST ), axr s
L— FEHOLET,

0y RNy 7y ERET DL, K EXEC E— FTROFIEEZITWET, ZOFIEIIMEETT,
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B&

27971 configure terminal

Ja—r\) ar7 4 ¥alb—vary T— FNEBEEBLET,

A797 2 ip arp inspection log-buffer {entries
number | logs number interval
seconds}

HAF I ARPA v AT ary aXo 2 Ry 77 2B ELET,

FITFN BT, FAFI 7 ARP A VAT 2 a VinA X —T IVOBE,
HEEELIIEIEARP Ny bdusanEd, v = FU#IX 32 T
Ty VAT A A=V IS0 SICHIRENTWET, aX s
L— MREIFEIE 1 BT,

F—U—FOEKIKRD LB TT,

o entries number TIE. Ny 7 FRNICETEESNW A P UKEEELE
¥ FRETE H#EHIL 0 ~ 1024 TI

* logs number interval seconds TiX, fiE LIZMRE T AT A A v&—
CEART A OO N KEEELET,

logs number |ZfRE T HH#iFIX 0 ~ 1024 T, EZ 0T L, =
YRVERZ ANy T RESETR, VAT A A v — Ui AR
EhEHA,

interval seconds |28 E T & 2#iFHIL 0 ~ 86400 # (1 H) T7, EZ
0I2FT5L, VAT A XA vb—URAEIZAKRSNET (Fiza s
Ny 7 FIEEIZZETT),
0 DRIMEREIX. n /7 RE0 & LEXLET,
logs OF%E & interval O EIMHAIEA L ET, logs number X 73
interval seconds Y XV KEWiFE, X 2 Y THRE L= (X/Y) v A
TAAvE—UREREEENET, TITRVEE., 1| DDOVAT A
AvbE—UNY X THRELE (Y/X) BHIOEEESNET,

A797 3 ip arp inspection vlan vian-range
logging {acl-match {matchlog |
none} | dhep-bindings {all | none |

FEREIND Ny hOX A 7% VLAN BALCHIBILE4, T 74/ kT,
TRTOERL LOFEHE v MRS ET, HEE logged 1, = b
VR RNy 77BN TYAT A AvE—UREREND Z L2 EK

permit} } LET,

F—U—FOEKRIKRDO LB TT,

o vlan-range TiX., VLAN ID &5 Cilkpl S /=¥ —dD VLAN, A 7
CTCRUIH AL VLAN #iPH, 72130 o~ TR SN —ED
VLAN Zf8E L ¥ 9, HEETE %I 1 ~ 4094 T,

» acl-match matchlog Tix, ACR =m¥ v VR EICESN Ty M
ik LET, 2o~ KT matchlog ¥—7V— FZHEE L., permit
F72lddenyARP 7 7 BAY AN a7 4 Falb—aravy NT
log ¥ — U — R&HEE LA, ACL THFal £ 72138 S vz ARP /X
Ty FRARRESIET,

e acl-match none TiX, ACL & T 537 v F&itfkLEHA,

e dhep-bindings all TiZ, DHCP A>T 4 > 7 L —5$ 23 v b A
TARTCFgSNET,

» dhcp-bindings none Ti%, DHCP XA > F 4 > 7 L —H+ 25,87 » |k
MRS NLET A,

» dhcp-bindings permit TiX, DHCP /A T 1 > ZFFRI /N7 > h &7
FELET,

ATy7 4 exit FrtE EXEC £— FIZRED £,
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avwyFk

B&

27975 show ip arp inspection log BTEEAEMER L F1,

A7v7 6 copy running-config startup-config |({£%E) 2L 74 X2l —Lay T A MIBEFIRELET,

TN NORT Ny T 7REICETICIL, no ip arp inspection log-buffer {entries | logs} 7 17—/
VArT4Falb—vary avy FeLET, 7740 FO VLAN B Z78EICETICIE, noip
arp inspection vlan vian-range logging {acl-match | dhcp-bindings} 77— \L 27 ¥ a2 L —
Vary avwry REMEHALET, v Ny 77 %27 U T3 5IZIE. clear ip arp inspection log Fii#
EXEC =2~ FEMMLET,

F4F+ 299 ARP £ VARY L 3 VIFHRDRT

ZAFT Iy ARP A U AT va UMEREFRT HIT1E, £ 23-2 THH L TV 2% EXEC =2+ >~
FafmL £,

®& 23-2 H4F299 ARP £ VAR 3 VDAV F
avwUFk EL
show arp access-list [acl-name] ARP ACL OFffllE @ a £n LET,

show ip arp inspection interfaces [interface-id] {8 E Sz A v ¥ —T oA AFEIFTTRTOAL X —T =14 ZAD ARP

Ry FOEFRERE L L — MlRZFR R L E T,

show ip arp inspection vlan vian-range fRE STz VLAN I 54 A4 F v 2 ARP A VA7 3 Y DORRIE

BILUOBMEREZE R LET, VLAN ZHELRWEES, £-13#M4
BELRWEAIE, 4TIy 7 ARPA VAT v a BN X—T )L
(7275 47) Thsd VLAN OFRIFITNFRENET,

HAF w7 ARP A VAT v a UIREHEREEEE2IIFRT 21013, % 23-3 THH L TV 2 Rk
EXEC =~ RAEMFEHALET,

% 23-3 H4FT 399 ARP £ VAR L 3 v O#EREHEEEFRRTDITUF

avwy kR B

clear ip arp inspection statistics HAFI v ARP A VAT v a rOfeHEREHEELET,

show ip arp inspection statistics [vlan B L7z VLAN O#sik/ 8 o b BIEASY7 v b, MAC g8 Z— )

vlan-range]

Fo b, IPHERT T — X7y b, ACL OFAIBXUHET 7 v b,
DHCP FFr[ B L CMETR X7 > FOMEEHRSF RSN E T, VLAN %5
ELRWEA, £ HMEZIRE LAV, #4732 v2 ARP A
VARG a VN, F =TI (T VT 47) TdhD VLAN OIERZ TN
BHRINET,

show ip arp inspection statistics =~ > R TiX, A vy FIIMEBTEDLHX AT I v 27 ARP 1 AXY
va v R—F D% ARP ERB L WIGE T v bOEREAT v MEBPLLE T, A4 v FiE. £
7y MZXF LT, #5758 MAC, %85E MAC, 7213 IP MRFET = v 7 THEEG &7 ACL £721% DHCP
RNy MEEEINESE, Ay FIERST ORIy v FEEINESEET,

HAFIv 7 ARPA VAR vay aXr JERENEEZIFFRRT ST, £ 234 TRHLTH
D EXEC =2~ R&EFEHALET,

| OL-8553-07-J

Catalyst 3560 R/ 9 F Y7 kw7 av2«4¥al—arv i4F



F2BE F4F3yY ARPAIVARRYLIVORE |

WM %(+3295 ARP £ Y RARH L 3 VEBORT

#* 234 HA4FS9v9 ARP A VAR 300XV I EREBEEERRTHATUFE

avwyk EREA

clear ip arp inspection log HAFI w7 ARPA VAR aryal Ny 7752707 L
ES RN

show ip arp inspection log HAFTIvI ARPA VAR vary al Ny T77ORELEN
KeRRLET,

TOawy ROFEMIOWNWTIE, 2OV Y —20a<vr R U757 LU 25BRL TN,
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