ACLIZEBARYFT—Y X)) T14DEE

ZOETIX, Access Control List (ACL; 77 ®AX avra—L VXL, T7ERA URFEHFEIN
%) ZHEMALT, Catalyst A4 v F ETHRy hU—27 X2 VT 4 2RETDHELCONTHBALE
3, 3560

ZOEIZFEH SN TV D IP ACL OE#HRIZ, IP Version 4 (IPv4) ACL ® %D TY, IPv6 ACL DF#l
IZDOWTIE, 240 = [IPv6 ACL OFKE] 2L T EE0,

ZOETHMSND 2~ OB LOEAGTIEOFEMC W, 2ol ) —20avr N

7 7 L A, [Cisco I0S IP Configuration Guide, Release 12.2]] ® TIP Addressing and Services| D%
124 % TConfiguring IP Services), 35X O [Cisco IOS IP Command Reference, Volume 1 of
3:Addressing and Services, Release 12.2]] %M L T 723\, Cisco I0S D~ == 7 /LiX,
Cisco.com @ [Documentation] > [Cisco I0OS Software] > [12.2 Mainline] > [Configuration Guides] *
721%. [Command References] 7267 7 A TE £,

ZOBETHHATINEZ, ROEEBY TT,

o [ACL O# % (P.34-1)

o [IPv4 ACL %] (P.34-6)

o [47ifF& MAC #E3E ACL O1ERL) (P.34-27)

e [VLAN ~ v 7 Oi%E| (P.34-29)

e [W—% ACL % VLAN ~ v 7 L fila ot CTHERT 5 51k (P.34-36)
o [IPv4 ACL OFZEDFER] (P.34-41)

ACL O#Z

NEy b TANEY LTI E>T, Xy T —2 b 74 v 7% BEL, SSICHBED2—YE-IT
TNARMFERASEDL R Y N =27 ZHIRCEEF, ACLIFN—F E/IETAAL v FEBETDH T
T4 T HT4NEY T L, BEDA v H—T =4 AF721F VLAN (A8 LAN) T47 v &
A, FRFERELET, ACLIE, 27y MIEH SN AT REB L OGRS 2 £ D TEFIZIE~
2HbDOTT, Wy bR A U E =T 2 A RAZHFERETDHE, A v TFERTFry bO7 = REBEHIN
HACL #L# L, 778 A VR RMIFEBEEN TWAELEICESN T, RIEICHERTFAIN v BT
B2 TWAENE I DERNET, AL v TFIERXTry vaT77EA JAMNOEHIZHLTL ST
OTAMLET, BUII—FHLEEFHIZE T, AL v TR Ty bEFAITINEZIFERTT 500
WEVEY, AL v FREBIIC—ELEHETT A M2HIETE0T, U R MK EIRET 2 IEFER
HETT, WThOEHEL L B LR olchh. A vy FIE Ty NEERLET, HIRB2RVE
Gy Ay FEATy FEEREL, GIRRHL2H5EF 7y EBEELET, A4 vFiL, VLANH
TT VDT ENDNNry hEED T, BEINDITXTO/NNry MIACL Z2FEHLET,
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W AcL oEE

Fv NI —JIZHEARN X2 ) T 4 ZEBATIHEET, V—FEREFLAYI AL v TRT /LA
UVARNEHRELET, ACLZRELRZVE, A vy TFEZBRT L/ y MITRXT, XAy FUV—7 D
TRCOEWNNABEEINDAREERH Y £9, ACLEZHRATI L, Xy "= ORI LT 7 &
AFRERARA FERBE LY, V= A F—T oA ATEHEELIETa vy 7 ENDH T 747D
FHAZRECEET, XX, BEFA—N FT 7 40 v 7 OWEEITHFRIL, Telnet 87 7 ¢ v 713
A LARNE WS ENARETT, ACLEZEHBE NI 74 v o, BIENT T4 v o, ERIEOWME%
TRy I THLICKETHIELTEET,

ACL Zi% Access Control Entry (ACE; 727 &2 2 hu—/L = b)) ZJEFICHEELEZY 2 M2
EENFET, ACE Z LI, permit £721% deny, BEL W ACE & —EHT 57D/ v MMz ZalF
FERAS 6@1/\4@@%@%?5/? LET ., permit £721% deny DEWRIL, ACL BER S22 7% b
WX TERY £,

AA v FIE, WD IPACLBIOA =Yy b (MAC; A5 47 77 v A#lf#l) ACLZYVHR—hFLFE
7,

e IP ACL i%. TCP. UDP. Internet Group Management Protocol (IGMP). Internet Control
Message Protocol (ICMP) 72 EDIPv4 N7 7 4 v 7 &7 4 VZ V7T LET,

o A—H¥Xy MACLIX, P v F 74w 0 &7 4 NVZ VT LET,

ZDAA v FTiE, Quality of Service (QoS) 437%H ACL AR — I TWET, FEMITOWTIE,
QoS ACL 125 < 3% (P.35-8) &ML T 7ZE 0y,

ZZTIE, ROBEICHOWTHALET,
o [HHR—bFId ACL) (P34-2)
o I3EINT 74y 7 BLOHERENT 7 4 v 7 OB (P34-5)

Y R—k=hd ACL

NG T4 0% T4 NEY T 520, WISHT 3FEED ACL X R — &N TWET,

e F—HFMACLIX, VAY2AL X —T2ARIAD NI T4 w7 BT 7RG LES, XA vF
Tix., BEFHOR—F ACLIZFVR—FLEHA, 1 DDA ¥ 2 A4 ¥ —T A AZWHTE
HOE.IPT7EAVARNLIDEMACTZEAY XK1 D70 T, FEMIZOWTIE, [A—F
ACLJ (P34-3) &ML T E3V,

e JL—% ACLIX. VLANBITL—T 4 v T ENTZ T 747 DT 7 AZHBEL, LAY 3 A
HZ—T oA ATHEED M ERFEZERE) CHEASNES, Fc>nTix, Ih—#% ACL)J
(P34-4) =&ML TLZ&EV,

e VLANACL £721Z VLAN v~ v 7, ¥ X TOXRTy h (ZU TV R AXry hBLOLV—T v K
Ry N) 77 BAFMBMLET, VLAN v v 725 &, R L VLAN WO T /31 A Tlig
EEIND T T4 T4 NE ) T TEET, VLAN~y 7iE, IPvA DL A ¥ 3 7 FL R
HEOSNWTT 7R arybe— AT hL0CRESNTWET, A1 —x> NACE #HEHT 5 &
MAC 7 FLZIZkV, ¥ R—FrENnTWhnWFa haRn7 7R arhe—LEnRET,
VLAN < v 7% VLAN ([Zi#HT5 &, VLANICAZTRTOXXry b Qb—FT v K X7y bE
727y R oy ) BRVLAN v v 7 EBAESNET, Xy ME, A4 v TF A—Fr&HL
T, T3 =T 47 ENTry FOBAE, V=T v R A =& LT, VLANIZADZ
ENTEET, MOV, [VLAN v > 7] (P34-5) #&M LT 7Z&W,

FUCAAvF ETASIR—K ACL, +—% ACL, VLAN =~ v 7 &#fHTE £4, =77 L, &A— |

ACL IZ/V—#% ACL £7213 VLAN v~ v 7 L 0 b SN E T,

e AJJR—FACL &£ VLAN v 7Rl FEbBEHINTWDEAIC, A— N ACL @A I
R—=PMIRTy FREETDE, 2Oy MIFR—MACLIZE - T4V 2V T ENnET,
FOMD Sy M, VLAN vy I X o Co7 4 v 2 ) v 7 EhET,
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R— Kk ACL

AcLogz W

e Switch Virtual Interface (SVI; AA v FARAEA » F—T = A ) IZAJJV—4 ACL BLUOAN
A=K ACL ’REZINTWVAHEIL, A—FACL 2 #EHAINTWAR— My FRERT
L&, 2Oy MEIFR—=FMACLIZE>TT7 4 Z V7 E3NET, ZOMOKR— MIHERELE
N—T v RIP X7y M, V=X ACLIZX->T7 4N Z Vo7 EnET, FoMmo 7y y M
TUNE) U TENFERA,

o SVIICH AN —% ACL BLIUASR—F ACL BRESNTWVHHEAIC, A— F ACL BNEH SN
TWAER— My bREETHE, 207y MIFR—FACLIZXE>TT74vZ ) 7 &N
¥4, RIEENDZL—FT v FIP Xy MI, »—F ACLIZE>TIZ7 4V B2 Y v 7E3nET, 20
DR MITZANEZY) T ENER A,

e SVIIZ VLAN ¥ v 7, Afi)b—% ACL, BLUOAAKR—F ACL BFEEEINTWBLHEAIT, R—
FACL A SN TWAER— MNMIAAT Yy MREETHE, 2Oy MIFA—FACLIZL 5T
7oz r7rsnEgd, ToMoR— MIERFLZLV—T > RIP % v ME, VLAN v
TEBIUONL—% ACL Ol FIZkoTT74AZ VT E3NET, TOMD/r v ML, VLAN = v
Lo TEF 7402 ) 7 ENET,

e SVIIZVLAN = v 7, Hliv—% ACL., BEUOANR—F ACL BB ESNTWEHERIZ, R—
MACL A SN TWAR— MIAATy MREETHE, 2Oy MIA—FACLIZL ST
7 anglrranEgd, BEEhsL—7 > KIP X7 > hE, VLAN v v 7B L U0VL—#
ACL OFiHFIZE > TT7 4NV Z VT ENET, OOy ME, VLAN v > 72 Ko TEIT
TuNEY) U TENET,

A% —7xAATIEEE 802.1Q h> RV VT HFEELTNWBEHE, PrFL R—FTZELE

IEEE 802.1Q 7 7ML IP /X7 v bE, MACACLIZk»TT7 4 &) v r7EnEd2, IPACL T

7 gz rEnERA, 2L, IEEE 802.1Q ~y X —NDO 7 a hai AL v F0NEik L7

W BHTY, ZORIRFEEX, L—% ACL, &"— h ACL, VLAN ~ v 7|ZEA S ¥, IEEE

802.1Q h> R U ZDFEMIZOWTIE, % 17 % [IEEE 802.1Q ho RV v 7/ BLURL A Y2 Fu b

) RV T ORE] ESRLTIIEIN,

A—=HKrACLIZ, AA v TFDLAY2A X —T oA AZHWHEINSD ACL T7, &A— b ACL 1T, B
A E—T 2 A ALTETYR—FS572®, EtherChannle f > % —7 = A AT HA—FShF
HFh, £l-, A=K~ ACL ZEGBHFNOA > F—T oA A LIZETFHEATEET, kOT7 278X UAX b
DY R—FEIhTWnET,

o ERFET RVAEZMHTHEAEIP 7 7R U X |

o REETT RLA, ETFLA, BLOA S arorFa hay 24 FEREFERTHILEIR 7
A URA B

e FEILMACT FL A, sHEMACT FL A, BLOATvarorya har XA FEREFEHT
5 MACHEET 78 A U R I

AL Tl FEDA v F—T7 oA A LIZERESNTWDEFFHFMOT X TOWHEIZBEE L7 ACL %
TARML, XTy P ACLAO=Y Y E—ETDENEINTL-T, Ny hOEREETFFATE 21X
ERLET, ZOHEDOEES, ACLIZ, Xy NI—2F-13—H0O%y NU—2 ~DT 7 & 2 & HH
LEd, K 34-1iC, "—FACL ZfFHL T, +_XCHOY—7 AT —1 3 VWFA—O VLAN IH D5
ARy NT—0 T RAEHIETLH0EZRLET, LAY 2 OEGFEFAICHEA SN ACL X, & A
FABANER Xy NT—J T I78ATLHZLEZFALETH, FANBBE—OFy NT—71ZT
JEATHZLIFESLET, A— M ACL L, FEEFMOLAY2A L F—T oA A THEH I
S
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W AcL oEE

IL—% ACL

341 ACL ZFERLE=RY =9 b3 74 v OHEIH

.

— ]

KRR A

L

KA B

!

AN

|
5
U]

|
|

"
|

!

A

Reseérch &
Development (FFZ2EA%)
*y bT—=7

Hurﬁan
Resources (AZE)
*y kT—=7

X= RALBMOD IS T4 v EEEL,
RAMADNSD NS T4 99 %FFAIT % ACL
> = /\°"7‘\y|~

101365

R—FMACLZ 707 R—RMNI@ERATHE, TDORTF 7 R—MIHDHTXTD VLAN T ACL I
KD T7T7 49 D74 NE Y TNREITINET, B VLANOH LA — MMZAR— ACL #iEH
4+5&, 5—% VLAN & &7 VLAN O 5 TED ACLIZEA NG 74 w7 D7 4 V2D v T NELT
EnET,

A—FMACLZHEHATHELE IPT727EA VANEERALTCIP b T 74 v 2% 740527 L, MAC
TRVABERALCHIP T 74 v 72T 4 NVF )7 TEET, RCLAY2 A F—T =1 AT
IP77EAXAVANEMACT 78R VR NOWFAFZEHTLHE . ZDOLAY2 A X —T A ATIP
N7 497 P VT T4 T4 NEY T TEET,

1ODLA Y2 A4 F =T =2 ATHATELDIX, IPT 7R VA1 D5EMACTZ7EAY R b
1 2723 TH, TP TZ7ERIVAREMACT Z7EA URA IR 1 DFTOREINTNDL AT 2

AV E =Tz A, HILWIP T 7R VRAMELIIMACT 78R VR MEEATS L, AICERTE
L7 ACL 288 LW ACL IcEX#z binE1,

VLAN ~OVLV A ¥ 3 A2 —T x4 AThH5dHSVI, WHEHL A VYIS F =T A, BLOPLAY 3
EtherChannel f > % —7 = A A2, V—% ACL 2@ T&xF¥d, % ACLIZA v Z—T A AD
FeEDFN BREELIIRE) L TEHINET, 1 2O X —T A ADFM T LIT, V—H
ACL % 1 ol c& £,

1 2D ACL #®H D EA LV Z—7 = A4 ADBHMOBERICERCTEET, . 1| 2OBBRICEHRD
ACL ZfifH+T25 2L b TEET, 1 DOL—F ACL 2B OBERETHAT 28B4, D1 —% ACL
ISR, BAEINET,

AA FIE, IPVA b T 7 4 v T DRDODT 7R VA YR —FLTWET,
o EWIP 7 7R UARNTIE, ERELT FLRAZHEHLTHRELET,

[l Catalyst3560 R4 v F Y2 kY7 a2 74 Fal—av (4 F
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VLAN = v 7

AcLogz W

o MERIP 77 ERA UAMI, BMEXT FLA, 5T LA, BRUOA T aroTabal 24
TIEWMAEN LT 8B 2T VET,

A— bk ACL 04 LAEE, AL v FIEIA v F—7 = A ATHERE SN TV DHEREICEEM T 6N TV D
ACL ’A&SNET, LL, v—% ACLIZRAFHTHAR—FEINTWET, X7y EBRAAL v FO
AV E—T oA RAZHERTDHE, TOA L F—T 2 ATREINTNDET X TOEFEREEEICTIET S
ACL BRAESNET, Ty bR —T 4 T ENTHDHRT A FRy AITEREES NS £ TORIC
HAA B —7 o 4 ZNTRE SN REREICHINT 2T XTO ACL RBREINET,

ACLIZACLNO=> b L7y hO—ERERIZIE U T, Ny MEEEZFFAT 50, HET 0%

woEd, ACLZHEMATDE, Xy NU—22KERITR Y NU—2 O—ERICKT 5T 7 & X & HlfH
TEFT, K 34-1 T, V—F~DAHZHEHAENTWS ACLIZEY, mA N ATAFEHE Y b
— I ~DT 7R ARFAIESNETHN, FAFBIIESINET,

VLAN ACL £72IZ VLAN = v 72 EH L T, 7XTONTF 74 v 7 OT 7B A ZHHTEET,
VLAN L OB TA—TFT 4 7 E&N5E, F723AAL v F O VLANKN TT Y vV 7 ENBT TN
7> MMZ, VLAN v~ v 7 & L E£9,

VLAN =y Fidtx=20T7 40 X7y b 740020 ZTERALTLZEW, VLAN v v 7 THn (&
EEIIRE) FEEINFTHA,

VLAN v~ v 7ZRELT, IPv4 F 774 v 7 DL A ¥ 3T FLAZRETEET,

TXTOI EIP 7a faid, MACVLAN v~ v 7% LT, MAC 7 R L 23 X O Ethertype 12 L -
TT77%8Ax2avia—rashEdT (AP bT7 7 4 v 7123, MACVLAN'«/7° kA7 3k
02— /N TEFHA), VLAN v v T IFIAA v F @R T 50y MZETEATEET, "7 EE
XZDAL Y FITERENTZR DAL vF EORA IO N5 7 4 v Z71Tid. VLAN v F &M &
EHIENTEEREA,

VLAN < v 7245 L, ~v FICHRESNTEZT 7 ¥ a L ESHW T v hOBRENTFA £721
FREINET, 342 12, VLAN = v 7% @l L. FEDNT 7 4 v #A 7% VLAN 10 DFE A
FAMNOIRETERNWEIICRET HHEZ R LET, 4 VLAN [ZiX, VLAN v v 7% 1 D J#EHT
xET,

34-2 VLAN TRy FI2&k3 5714 99 OFIH

[:]l—g74[:]|

= il
"R R A "R~ B
(VLAN 10) (VLAN 10)

X =RAFADLCDORED S 7490814 T%
EETHVLAN v v 7
>=/\7v

92919

PENNS 74 vIBLVEREINT T4 v o DI

IP Ny Mid, Ry P ZBBTICOE SN2 ZERNHV FET, DEISNZHE. TCP £721X
UDP R— &5, ICMP #A4 7, a— RRED LA ¥ 4 IEWRPIBHENTWDLDIE. 7y FDIEH
HOMEENDI 7T T AL FETTT, OWTNOT7 T 7 A MY, ZOFHRITEBHINETEA,
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IPv4 ACL DER3E

—E#BD ACE XV A Y 4 FEREFN 2N, TXTONRTry N 777 A MI#EHATEET, 272

L. @ OFETIE, LAY 4ERET AT S ACEIZDEENTZIP X7y FOIFEAEDT 5 7R

VMNCEATEERA, 777 A MIVA Y AERPEENT, ACEDR—HO LAY 4 FREFN

LA, —BEHAIAKRDO X HICEFENET,

o TTITALINOLAY3EHR (TCP, UDP D7 n ha) XA 7Fhéie) #5707 ACE
I, S cnZzenb A ¥ 4 ERICEFRZRLS, 777 A MI—HTDHERREINET,

o LAYAEREFRLESG ACEIZ. 7537 AL MILA Y 4 HEERBMENTWHRVNLEDY, 7
FITANE—BETDHZIEIEHY EEA,

WKDa<wy RCHRESINTZTZ7EA VAN NI DD T I 7 A s " ry MIEHEI-E LET,

Switch (config)# access-list 102 permit tcp any host 10.1.1.1 eq smtp
Switch (config)# access-list 102 deny tcp any host 10.1.1.2 eq telnet
Switch (config)# access-list 102 permit tcp any host 10.1.1.2

Switch (config)# access-list 102 deny tcp any any

ZOFIDO1FDBLN2FEDD ACE T, %857 FLADH%AIZeg ¥ — T — RBREEINTVWET, =
uE, TCP sieR— D955 Z4E 4 Simple Mail Transfer Protocol (SMTP) 35 L U Telnet (2 %F it
7% well-known HEOFHEET XA M2 &0 9 HIKTT,

o Sy kA AR R 10.2.2.2 DFE—k 65000 45 SMTP H— k Eok A b 10.1.1.1 ~%EESh
%5 TCP Ay FCF, 20Ty EISNEHBE, BHIOT T 7 AL ME, $TOLA Y
4 ERMPBEM SN TNDIDT, B2y hOBE LR, &f1O ACE GFr]) & —&%L£7,
YD ACE X7 7 7 A v MEHAKHZ LA ¥ 3R T 25720, SMTP A— MEROF HEIC
PIDLFHEY DT T 7 A FbEHIO ACE &8 LET, Zofloff#iz, /<7 v b2 TCP T
5478 10.1.1.1 £\ 5 2 & T,

o Ny BT, AA N 10.2.2.2 ®FE— bk 65001 75 Telnet R— b LD AR Z b 10.1.1.2 ~HEEHh
5TCP X7y F T, ZOXT7y bBAREISNDHE, T XTOLA ¥ 3IFEHRE LA T 4 FRN
FETAHED, YD TT7A L MI2EDD ACE (JER) & —HLET, 7y bOEOVDOT
T A M LAY AEERRVDOT, 2FDD ACE & —HLEVHA, BOVOTT 7 AL ME
3%FDD ACE (FFr) Ic—8HLET,

BOIOT7Z 7 A MBRERINZOT, AA N 10112 F5ER27 y hEBUMANLTD Z &N
TET, N7y FBIERFEL EGINET, ZEL. FAAShEHEDT T TAL SRR T Yy
FEBRBOMALTHEEIT, Ry U= HFHIRE AR 10112 DY Y —ANHEEINET,

o NELy R CliE, BFA R 10222 OF— b 65001 25HR A K 10.1.1.3 OF— |k fip ITEFE &N
9, ZONRTy ERGREINAEE. BRIIOT7 77 A MI4FDO ACE (JER) & —HLZE
T, DT T TA L BT NT, 4FDDO ACE & —FHLET, 2O ACE LAV 4 fFHREFHN
T, T RTCOTITTAV MIEENTHD LAY 3ERNL, FA N 10113 CEEFTH-722
RS, BIOFA ACE 3O FR A FE2F oy 7 LTWEEWI Z ERDNDTDTT,

IPv4 ACL DERE

ZA v FIT IPv4 ACL 2% ET 2 FIHIT, o 2 a2 A v FB LN —FIZ IPv4 ACL Z%IET D
BALFELTY, 22T, FIRZMHRICHMA L £, ACL OBEICHET 23M%, [Cisco I0S IP
Configuration Guide, Release 12.2] @ [IP Addressing and Services| O FEIZ& 5 [Configuring IP
Services] #ZM LT E &, 2w ROFEMIZOWTIL, [Cisco I0S IP Command Reference,
Volume I of 3: Addressing and Services, Release 12.2] Z#ZH 1L T &\, CiscoI0S D~v==7T /1
&, Cisco.com ® [Documentation] > [Cisco IOS Software] > [12.2 Mainline] > [Configuration Guides]
F721%. [Command References] 22567 7 EAT& £,
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AFvFT A1
AFyvFT 2

IPva ACL oz N

AL FHRHR—F L7 Cisco I0S /v—# ACL BHEOHREIX, kD LB TT,

e JEIP 7m b=/ ACL (F 34-1 (P34-8) #&M) £/-137 Y v 71— ACL
s IPTAVCT 4T

o EHREBIUFEMEL— MR (QoS ACL iZE&<)

o MH ACL £72134 A4 F Iy 27 ACL (RA v F 7T 22V o ZHRMMEMT 5 —HORERR ¥ A
73X » 7 ACL 13<)

e R—FACL BLUVLAN v v 71+ 25 ACL v ¥ 2
AZA v F ETIPACL ZH+ 2 FIHIT, RO LB TY,

TI7EAVANOFESELFIANBIOT 7 2 2A&MHE2HEEL T, ACL Z/ERRLET,

ACL %A B —7 oA AF 2 3mAREIRUCE A L E 7, R X OLE IP ACL # VLAN ~ v 712
Moz ebTEET,

I T ROBEFBRICOVWTHALET,

o MfE%ER L OWLEE IPv4 ACL OfERL) (P.34-7)

o [R[E#E~D IPv4 ACL O (P.34-18)

o (AU H—TxAZ~DIPv4 ACL O (P.34-19)

e MPACLONN—RU =TIV 7 hy=T7 O0E| (P.34-21)
e TACLO NI T NYa—T 7] (P34-21)

o [IPv4 ACL ®%EHl (P.34-22)

RES S UL IPv4 ACL DERX

2T IPACL IZDW TP LE T, ACL IEFFAISRME &G R Z R0 THFIZIE ST b OTH,
ALy FF ATy baT 72 A YA NNORFICH LTI DFOFT A hLES, BB L2 H

ZEoTo A FR ATy AT H0EERT 2008 REY T, A v FIIRIIC—BL
THERTT A D& IET 20T, FMEOBERFAEZETT, WIThOXMEE b R L2125 A,

ALy FIRIAT Y REERLET,

V7 RN =T IXIPvA T, RICTFETHZA 7D ACL, DF0VT727ER YR MNEFFR—FLET,
o EWIP 7 78R UARNTIE, ERELT FLRAZHEHLTHRELET,

o PERIP 727 EBRX URXFTIE, FEXLT FLABIWET FLAZMEHLTRAEL, 7V a
LLTTm han 24 FEREFEN LT, L0 MREEEZITVET,

ZIZTHE, TR VA ROEE, BLOT A VA ROERFEICOWTHELET,
o 727 A Y RKNES] (P.34-8)

e TACLOuX 27| (P34-8)

o [HESHIFERE ACL OfFERK (P.34-9)

o [&HESHITLEE ACL OfER (P.34-10)

e [ACL W® ACE ¥ — 47 > 2D iR (P.34-14)

o [ATIAF&IENER L OWEE ACL OfER) (P.34-14)

o [ACL TR OE ML (P.34-16)

o TACL ~»= A FoffiN] (P34-18)
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W 1Pv4 ACL DEEE

TR JRA+ES

ACL R T 7-DIMEHT2EF ST, FRT 27 278X VR MDA THRLET, & 34-112, 77
A VARESGEHETDT 78R VAL ZAT BEOAAS v FRIR— T 50EI0aRLE
To A v FIE, IPVAFEERS LI OIPVA SRIET 7B X U R b (5 1~ 199 5LV 1300 ~ 2699) %
PR—FLET,

% 34-1 F7OER YR EF

FOEX VR +EE (447 HAR—+
1~99 IPEHET 72X U R L HY
100 ~ 199 IPYEEET 7 &R U X b HY
200 ~ 299 Yahav A7 a—-RKTI7EA AL L
300 ~ 399 DECnet 7 7 & & J X K L
400 ~ 499 XNS f#H#ET 7 A U X | L
500 ~ 599 XNS §LiE7 72 A U A b L
600 ~ 699 AppleTalk 77 2 U % k 7L
700 ~ 799 8y NMACT RLA T 7EA UJRXE L
800 ~ 899 IPX fHEH#ET 72X U R | L
900 ~ 999 IPX JEBET 7 A U A el
1000 ~ 1099 IPXSAP 77X U Xk L
1100 ~ 1199 JEBEA8 B PMAC T RVA TR UR K |2 L
1200 ~ 1299 IPX <~V —TF7 RFLA 77X XL L
1300 ~ 1999 IPEEHET 72 A U R~ (JLoREHLIPH) HY
2000 ~ 2699 IP YL 78R UR N (JEAEHIPH) HY

GE) FEHIERERS LOYER ACL DIENZ, ¥FR—FSNTHLIESEMEMNT D2 L& > T, ARt &R
W LML IP ACL ZAE 425 2 L b T& 3, HEUEIP ACL D4R 1 ~ 99, #LikE [P ACL 04
A& 100 ~ 199 i TE ¥, HFHMHY X PRV IZAFINTE ACL M L72BE . 4fiftE ) 2 b
Moz U ZEBNCHIFRTE D L WO RERH Y £,

ACLDORXx> Y

BEHREIP 77 A VA ML THAELIHEST SNy MZBET e Ave—UR, AL vTF
D7 P 2TICEoTEREINET, 2FV., ACL £ —HT B X7y bR3HoT=5HEIT. DN
o MIBET IR Z@MA vE—URar Y= ZEFESNET, Y MIIERREND A vE—Y
DL ~YLE, Syslog A v E—VaHEATLIrX 7 aryy—)b a~v s RTHIEIENE T,

GE) N—T 4 73 N—FU=TT, X3 Y7 =7 CEITENET, LEN-T, log ¥—U—
NE&T7FA (permit) F71-134E® (demy) ACE & —E+ 237 v NRERTFETHHA. V7 b
T TIE AN R = 7 OLBEEIZIBNOL ZENRTERNWEZD, —HOry MIrXr 7Snizn
BAENH F7,

Catalyst 3560 R4/ vF VI k7 av 74 F¥al—arv #HqA4E
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ACL & LB D/ MZOWTIE, B A v —URNT ICERSNETN, TRUBED S
7y MZOWTIE, 5 ORIOIERRIARE L Th bR RELiFeX 7 E8hEd, s Avke—ViC
X7 78R VARNERS, Ty NOFRELITESICET RN, X7y FOERFILIP 7T FLA, B
L OEFTO 5 RIS ERIER SNEEB b0 v MR RENET,

BSHIRE ACL D1ERL

F G HIEEHE ACL Z1ER 211X, ¥ EXEC £— FTROFIEZETLET,

avyk B
A7y71 configure terminal Jua—sYb ar 7 4 X¥alb—vary ET—REELET,
2797 2 access-list access-list-number {deny | permit} [3EELTT FLABIRUA N NI — FEFEH LT, =i [Pvd 7
source [source-wildcard] [log] JEAVARNEERZLET,
access-list-number 1%, 1 ~ 99 F721% 1300 ~ 1999 ® 10 ## T
7,
deny $£7-1% permit  AJJ L, F£FE—BLEEBEICT 78R %
EST 20, P T50%EELET,
source 1X, Ty FRELNTL DXy NTU—F7 FHIEHRA LD
HEEXT FLATY, ROKSITHESNET,
e Ry MI& 10#EXRFLET3I2 By MDA,
* 0.0.0.0255.255.255.255 £\ source B L
source-wildcard DEWE 2R T F—U— F any,
source-wildcard ® A JJIFIARE T,
e source 0.0.0.0 &£ 9 source I & U source-wildcard DA METE
FRTX—U— K host,
(&) source-wildcard (2 X >T, VAV KIH—FK By bR
source (2 SN ET,
ER) log ¥ 8ETH &L, = MY &—ETH 0y MTBT 5
O JEMA =N a Y= LIZEEINET,
27973 end et EXEC E— RIZREY £,
ATv7 4 show access-lists [number | name] T A YA NORELFERLET,
A7y7 5 copy running-config startup-config EE) 27 4FXal—Yay 77 ANVICEREXHRIFELET,
ACL 2R ZHIrT 525415, no access-list access-list-number 7“121 —\)L a7 4 F¥al—vgra
<~ REHFEHALEST, BEHT7T 7R U RIS ACE #FBICHIBRTE 8 A,
~
GE) ACL #1ERT 5 &L &1k, ACL ORRBIZBBOESR AT — MA Y MR T 7 40 N CHIEL, FNLLRTD
AT —=FALV P T—ERRONERDoTTXTONRYy MZHEAESNS Z &1 E%‘L’C< FEW, &
T 7R YRAPT, T D IPAARN T RLAD ACLLEEN D~ R 7 28 L84, 0.0.0.0 28
~ A7 L LTHERHEINET,
Catalyst 3560 R4/ vF VI k7 avI4FalL—ar #H4F
[ oL-8553-07-J II‘EI
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W 1Pv4 ACL DEEE

WIZ, IP AA N 171.69.198.102 ~D7 7 B RAEEL L, TNLNDTXTORRA h~OT 7 XA EFF
Al HIENE ACL 1B L., ZDOfERE2FRTRTHHERLET,
Switch (config)# access-list 2 deny host 171.69.198.102
Switch (config)# access-list 2 permit any
Switch(config)# end
Switch# show access-lists
Standard IP access list 2
10 deny 171.69.198.102
20 permit any

host —H&EaiEE SN MY, BX100.0.0.0 DEER (don'tcare ~ A7) ZIgESHhiZ= b
U2, UAOREE (BusoEHE [don't carel ~ A7 BigESN-T_XTCo MY o k) 123k5
IO, BET 7R VA MNOIEFICHICEETBRIONET, LR -> T, show a2~ FOHE X
Rar 74 F¥a2lb—valy 77AL0TIE, ACEFEST LHANLEIEE IR RSN ERA,

YERR U 7= B-HIlIEYE IPv4 ACL 1%, SiRERR (MK Efr~o IPvd ACL 0| (P.34-18) &),
A B —=TxA R (L F—T A A~D IPv4 ACL D] (P34-19) #&H). £7-1X VLAN
(IT'VLAN < v 70 &) (P.34-29) #&M) @l £,

BSHIHETR ACL D1ERL

HEHE ACL OA, —EEEITITHETLT FUAETMER SN ETA, JEE ACL TIXEETB LY
SEHET RL AL L HIC, AFvar L TFa bal X0 FEREERA L CTRETEEDT, L
DRHIEATTRE T, FEHIYEET 7 &2 U R FT ACE 1B T 584, ACL OERZIZEM L7
B0, VA NDORRBICHAEND Z LITHEFELTLEEY, FBEHIY A MDA, U A MR
2720, ACE 23R L CBIMLEZVHIBRLZDIZTE A,

Zu hallloTiE, FO7r baMIEAINDIBFEDRTA—FBLOF—TU—FEH Y 7,
WDOIP 7u halBlYyR—FInNTHWET (Fr bar $—U—RFIhy aNoKRT),

Authentication Header Protocol (ahp). Enhanced Interior Gateway Routing Protocol (eigrp).
Encapsulation Security Payload (esp). Generic Routing Encapsulation (gre). ICMP (icmp). IGMP
(igmp) . £ @ Interior Protocol (ip). IPinIP k> % VU7 (ipinip). KA9Q NOS H # IP over IP
k> U7 (nos). Open Shortest Path First —7 1 2 (ospf). Payload Compression Protocol
(pep) . Protocol Independent Multicast (pim), TCP (tep). %723 UDP (udp)

~

GE) ICMPza—G&iI 742V v 7 T&xFEthA, OTATOICMP =2— R34 4 7%
TUNEY T TEET,

HF78 FAVOREDOF—U — RIZHETL3MIL, kOa~<vr BV T77 Ly 22BZ LTSN,
* [Cisco I0S IP Command Reference, Volume 1 of 3: Addressing and Services, Release 12.2]
» [Cisco I0S IP Command Reference, Volume 2 of 3: Routing Protocols, Release 12.2]
* [Cisco I0S IP Command Reference, Volume 3 of 3: Multicast, Release 12.2]

INHO~v==a7 WX, Cisco.com @ [Documentation] > [Cisco IOS Software] > [12.2 Mainline] >
[Command References] (& D 77,

(E) Ay FiE BT 7R VA MELEFRT 78X VA2 R—-bLTWEEA, E2,
minimize-monetary-cost Type of Service (ToS; —E R ¥4 7) v NMIEIL 742V T HY
A—FLTEHA,

Catalyst 3560 R4/ vF VI k7 av 74 F¥al—arv #HqA4E
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PR—FINTWEH/NT A—=2F, TCP, UDP, ICMP, IGMP, ¥7zi3ftid IP DA T AV IZ T N—7F
fbT&ET,

JEBRE ACL Z1FRT 121X, % EXEC E— R TIROFIEEZ ETLET,

avvFk B
A7y71 configure terminal Ja—L Ay 7 4 Xl —ay T REBEBLET,
AT97 22 access-list access-list-number WAEIPVE 7 78R UARAMNBIOT /B A&MA2ERLET,

S{:;:‘Cye LgZ;f:tii;;’;‘;;"l access-list-number 1%, 100 ~ 199 721 2000 ~ 2699 ® 10 #H T,

destination destination-wildcard —|deny % 721 permit Z A) L, FEE —BLEGRII Ty NEEST D0,
[precedence precedence] [tos tos] | 2\ EFFAI T D& fEE L £

[fragments] [log] [log-input] protocol \ZiE, IP 71 b 2L OARTEZITFSE AN LET, fHEICIT ahp,
[time-range fime-range-name] eigrp. esp. gre. icmp. igmp. igrp. ip. ipinip. nos. ospf. pcp. pim,
[dsep dscp] tep. udp., FELIFIP Fr barFEesRT 0~ 255 OBEEFHTEET,
FT_XTOIP (ICMP, TCP, 3L WONUDP #&te) LHATIHAIL. F—
; I e
GE)  dsep EE AN LI2HA D K ip A LT

1L, tos E£721%
precedence # A ) cxF |(F) ZORT T T IZEALDIP 0 FAVIHIET oA T a vk
WA, dsep & AN LW faE LE9, TCP, UDP, ICMP, X IGMP O HAKH72/3F * —
AT, tos & ZIZHONTIE, AT v 7 2b~2e 2B ML TS,

d WL b A - \
‘;;eff;;“;e MAEDN | ource 15, /v FORETTHD X FT— s E1ih A FOBEFTT,

source-wildcard \Z 5> T, VAL KO —FK B> k2 source |Z@H SN E 7,
destination X, /X7 v FOSEHR Y VT —7 2T HFA NOF ST,

destination-wildcard \Z 5> T, VA /)L RHZ— K B v kA destination |2 H X
nEJ,

source, source-wildcard, destination, 35 XU destination-wildcard %, &k ® 3
ODHETHETEET,

e Ny MIE 10 #EXFLT32 Y NOE

e 0.0.0.0255.255.255.255 %K+ F—U— Fany ((EEDKA )

o H—®OFZ K 0.0.0.0%FKTF—U— K host
ZOMDHF—T — NIEETHY . ROEERRH Y £7,

* precedence : 0 ~ 7 OF 5 L T4 HTTHIE S BRI 268 L <.
Ny FERGLET, A TE 24018 LUFSIL, routine (0) .
priority (1), immediate (2). flash (3). flash-override (4). critical
(5). internet (6). network (7) T,

e fragments : JCEHLIN DT TS A L NEF v I LET,

o tos: 0~ 15 DF S EIFAATTHE SN ToS LV EMEH L THRAL
F9., EHTE 240158 XU 51%. normal (0). max-reliability (2) .,
max-throughput (4). min-delay (8) T,

e log=> b =T Dy MNIBET LI ZBHMA Y-V ZEKL,
a Y —)VICEFE LET, log-input Z5ET 25 &, vl = hUICAA
A VB =T oA ANBMENET,

» time-range : ZD ¥ — U — FOFIUZ OV TIX, TACL TORFHHiFH O
ML) (P34-16) #ZHL TSN,

o dscp:0~ 63 DEFTHESNT DSCPEEMHEHAL T/ y hE kKL
F9., BT () 2EATLL. BATRRMEOY X FRRRFRINET,

Catalyst 3560 R4/ vF VI k7 avI4FalL—ar #H4F
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W 1Pv4 ACL DEEE

F=x

F=(E

AT97 2

AT97 2%

[l Catalyst3560 R4 v F Y2 kY7 a2 74 Fal—av (4 F

avwyFk

B8

access-list access-list-number
{deny | permit} protocol any any
[precedence precedence] [tos fos]
[fragments] [log] [log-input]
[time-range time-range-name]
[dscp dscp]

TIHEA VAN 274X 2 b—T 3 F— FT,source & source-wildcard
D1 0.0.0.0 255.255.255.255 OEMRIE 2T 57>, F721% destination &
destination-wildcard ™1E 0.0.0.0 255.255.255.255 OEMH 2 H LT, LE
P72 VAMNEERLET,

EEILEWEDT FLABIWO®UA L RI—FORDLVIZ, any ¥—VUV— %
EHTEET,

access-list access-list-number
{deny | permit} protocol

host source host destination
[precedence precedence] [tos fos]
[fragments] [log] [log-input]
[time-range time-range-name]
[dscp dscp]

source & source-wildcard V A /v K5 — K DAH source 0.0.0.0 DEWESE 215 4
5. F721% destination & destination-wildcard D{E destination 0.0.0.0 D44
W EEH LT, J5EIP 72782 VXA NEERELET,

REFILEFED T AN R I — FEFIF~v 227 O YIZ, host ¥— U — F&ff
AT,

access-list access-list-number
{deny | permit} tcp source
source-wildcard [operator port]
destination destination-wildcard
[operator port] [established]
[precedence precedence] [tos tos]
[fragments] [log] [log-input]
[time-range time-range-name)
[dscp dscp] [flag]

(EE) WETCP 77 A VA MNBIOT /AL 2 EHELET,
TCP OH&iE tep # AT LET,

WITRT BN ZRE. AT v 7 2a DFHICH DT A—=F LRILNRT A=
ZfERHLET,

UEE) operator BE W port ® AJ1T 5 &, XEILXAR— b (source
source-wildcard D% A ANT) LIc6) F7213585E R — kb (destination
destination-wildcard D% A AT LIZEE) NS £9, i TR TE
Hyideq (FELW), gt (EWREW), It (KV/hI), neq (FELL 22,
range (A &#H) 72 & TT, HEFICIR—FES2EETILENDHD £
7 (range DHFEIT 2 DOR— "MEBEEARXR—ATRY) > THET D LELDH
DEF),

port \ZiR— &S E 10 L (0 ~ 65535) & LCANT D0, F£721% TCP
R—=br4%EATTLET, TCP R— "M E2ZRT 25613, ? 20T 20,
[Cisco 10S IP Configuration Guide, Release 12.2] @ [IP Addressing and
Services| D#E|ZH B [Configuring IP Services] #ZH LT 7ZEW, TCP %
TANE) U TFTHEXIE, TCP A — hOFEESEIIARTETEEHLET,

o+ 7L aroxF—U—FROEKRIIKRD EBY TT,
e established : #Ey . SN7=BEHmEMBAELET, ZOF—U— KL, ack 7=
iErst 77 7 EBRE LB EO—HMmBHELR LT,

o flag : HEINTZTCP ~y ¥ — By MAREEILTHRELET, ANT
X577 70%, ack (FERRIGE), fin (8 T). psh (F> =), rst (U
> b)), osyn (), i urg (BR) TF,

access-list access-list-number
{deny | permit} udp

source source-wildcard [operator
port] destination
destination-wildcard [operator
port] [precedence precedence]
[tos tos] [fragments] [log]
[log-input] [time-range
time-range-name] [dscp dscp]

EE) JEEUDP 77 & A VA RBIOT 7 v ALK E2ERLET,
UDP o4& udp 2 A LET,

UDP /XF A —# X TCP OfiicdH 5 /37 A—& LA L TT, =7 L,
[operator [port]] A— F&EFETIZFR— h4iL, UDP FA— b OF G E 21340
ThRIFTIERY 8 A, 72, UDP 04, flag 15 L 8 established /X5 2 —
ZITEEL) T,

OL-8553-07-J |
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A797 2

27973
ATy7 4
AFy75

IPva ACL oz N

avwyFk

B

access-list access-list-number
{deny | permit} icmp source
source-wildcard destination
destination-wildcard [icmp-type |
[[icmp-type icmp-code] |
[icmp-message]] [precedence
precedence] [tos tos] [fragments]
[log] [log-input] [time-range
time-range-name] [dscp dscp]

(EE) WEICMP 727 A VA MBIOT 78 AL E2ERLET,
ICMP 4 1% iemp # A LET,

ICMP R A—=RZAT 7 2aDIP 7 ha VORAIZH 537 A —4 LT
ENANERUEUTTN, ICMP A vt — XA 7BLNa— K XTF XA —H)NEM
ENTVWET, 7Y arOF—U—FROBKIIKRD LB TT,

o icmp-type : ICMP X vt —Y XA THHEMEIZ LTI 4 NEZY T LET,
0~ 255 DIEAEMTEET,

e icmp-code : ICMP X vt —Y a— R ZA FaHEZLTT4NEZY T
LET, 0~255 DEEFHACTEET,

e icmp-message : ICMP A v &— Z A THEILICMP A vE—T DX
A THBEOa—FAZEEIC LT, ICMP Ny &7 42U 7L
E3, ICMP A vt —Y ¥4 7A B L N2 —FEDY X N2 RT 56
X, ? ZEMAT 20>, [Cisco 10S IP Configuration Guide, Release 12.2]
@ [Configuring IP Services] &ML T E SV,

access-list access-list-number
{deny | permit} igmp source
source-wildcard destination
destination-wildcard [igmp-type]
[precedence precedence] [tos tos]
[fragments] [log] [log-input]
[time-range time-range-name)
[dscp dscp]

EE) IEIGMP 778X UA MBLOT 7RG E2ERZLET,

IGMP O%451%, igmp Z# A LET,

IGMP /X T7 A =232 7 v 7 2a D IP 7 v b a v OBRICH 537 A —4 L1
EAERUTTR, RICRTA T a ORI A—ZPBIMENTWET,
igmp-type : IGMP A v & —2 A4 7 LWET HITIEL, 0~ 15 OFFEIX
A v¥E—T4% (dvmrp, host-query, host-report, pim, F7-iX trace) % A
jj I_/i\j‘o

end i EXEC E— RICED £,
show access-lists [number | name] |7 7 &2 U A FOBREEHRLET,

copy running-config
startup-config

UEE) =2v 74 FXal—Yay 77 A NVICHRESHRTFLET,

T ERA YA SEEEZEIRT 55A1E. no access-list access-list-number 72 —N)L AT 4 X o
L—yaryavwry FEfERALET, 72722 U6 ACE Z2HBICHIBRTE 8 A,

WIZ, Xy FT—7 171.69.198.0 DFXTDOKA bRy hT—7 172.20.52.0 DFTXTDORA b~
®D Telnet 7 7 B A %20 L, O+ _XTOT7 7 BAE2HFATLHIET 782 U ME{ER L, FxT
L0l R LET (eq ¥ —T— RFRE5ET FLADOH LIZHET 5 &, Telnet I2%f)53 5 TCP 565 A —
NEEBRTAMENET),

Switch(config)# access-list 102 deny tcp 171.69.198.0 0.0.0.255 172.20.52.0 0.0.0.255 eq

telnet

Switch(config)# access-list 102 permit tcp any any

Switch(config)# end

Switch# show access-lists

Extended IP access list 102
10 deny tcp 171.69.198.0 0.0.0.255 172.20.52.0 0.0.0.255 eg telnet
20 permit tcp any any

ACL OERZIZ BRI B AT HE L) BIMLEZbDIE, VA MOKRRBIHEHAAENE T, F
BT 7R VA FOBEDEATIC ACE ZEBMEZITHIBTE £8 A,

| OL-8553-07-J
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W 1Pv4 ACL DEEE

~

GE) ACL Z1Epkd 5 &1, 778 A2 VR MORRBICHEROIELT AT — AV "R T 74V F THEEL.
FRURIDOAT — A P T—BRRONOLRNoT-T_XTCONN Ty M@ ENS Z & iciEELTKL
7230,

YRR L7- & Bl PkiE ACL 1, SmRERE (DmRERE~D IPv4 ACL O ffl] (P.34-18) #&M), 1 v
=Tz R ([ HZ—=T A A~D IPv4d ACL O[] (P.34-19) #&M). £721% VLAN
(T'VLAN ~ v 70#% &) (P.34-29) #&M) @it £,

ACL A®D ACE >—7 > ADBHE

L ACL 2T 2 &, 778X JAMNOZY M)V —F U AR EPEBIBICERINET,

ip access-list resequence 70—/ 3L 237 4 Fal—v g3y a<vr REHHALT, ACLOY—/7 v
AFEEWELZY, H@HT 2 ACEDIERZEHR LY T&xEd, =& xiE, ACL IZHi# ACE %38
ML7dHa, €O ACERY A MO —FTICRESNET, TOHRE, v —F o AFFEERTLHIL

T, ACLN®D ACE #8551 ICBEITE £,

ip access-list resequence =~ > ROFEHMIZ DWW TIE, KD URL IZT 7 A LTS,

http://preview.cisco.com/en/US/products/sw/iosswrel/ps1838/products_feature guide09186a0080134a
60.html

AR ERES K UHER ACL DER

FBTIIRSEEFEDO A Y 7 (4T T, IPv4d ACL 4 E T %9, 4HiftE ACL /M43
LLEFBHT A VA MOBELIVELSDIPVAT 78 A VA2 AAL vF LTHRETEET, F5
TR ARITT 78X VA MEBETIHA, T—Rea~vry FEXRZVRERY 3, 2720,
IP727%%2 VA REBHTITRTOa<y FRLFIMET 782 VR 22T ANDS DT TIEH Y
FHEA,

GE)  HE%E ACL 72133598 ACL IZHRET H401E. 778 RA VA MBSOV FR—FSNDHEHENOE I
TH5ZEHTEET, EYEIP ACL O4HEIE 1 ~ 99, §L3E IP ACL ®£HiiX 100 ~ 199 I TX £,
FZH Y A hORDYICAHITE ACL A L7he, A& Y X by b Y Z2@BICHIBRC
XD EVWHIFLENRDY £,

AHMTE ACL ZRRET DA, IROEBEFHEHIRFHEZBEL T ZIV,

o FHH ACL 2% F ANATXCHOa~wy R, L4uiftE ACL 2% 7 A5 b TiEd v A,
AV B —T 2 A ADNRTr S N T4 UEBLONL—F 742 HO ACL TlX. &HizFEHTXFE
4, £72. VLAN v 7 TCHAmZIHBETEE7,

o EYE ACL L#K3E ACL I CARTZEH T& £t A,

o [HE#EIS K OMESR IPv4 ACL OfFERk) (P34-7) THBIL72L kY. FHH ACL ZEMNTHZL b
TEET,

e VLAN v v 72, 5% ACL 3 JOWEIE ACL (A4 i & £ 7213%& 5H) 2Tt £7,

Catalyst 3560 R4/ vF VI k7 av 74 F¥al—arv #HqA4E
m. 0L-8553-07-J |
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ATF971
AFy72

AFv73

A7v7 4

AFy75
ATy76

AFy71
AFy72

ATy73
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AT S ERHE ACL Z1ER 21213, %5 EXEC £— FTIROFIEZETL £,

avwy kR

E[:3)

configure terminal

Ja—r L ar 7 4 Xalb—ay E— NEBLET,

ip access-list standard name

LEiEEALUCEEIPVEA T 7R VR MNEEHREL, 771X Y
ARharvg 4 FXal—ary B—REEBLEST,

AT, 1 ~99 OFFIZTEET,

deny {source [source-wildcard] | host source |
any} [log]

E el

permit {source [source-wildcard] | host source
| any} [log]

TIEA VAN IYT 4 Fal—vary E=RT, Ty %
RIS D OMBEFET DONERET D, AR EIIIFF &M
1 OFEIFEBIELET,

* host source : source & source-wildcard D& source 0.0.0.0

e any : source & source-wildcard ™1 0.0.0.0 255.255.255.255

end

b EXEC E— FNIZEDY 77,

show access-lists [number | name]

TI7ERXVANOREEZFRRFLET,

copy running-config startup-config

(EE) ar74Fab—vary 77 A VICREZHRTFLET,

LRIt &iE%E ACL ZHIMRT 2 (21%, no ip access-list standard name 72— )L 27 4 ¥ 21—

vay avwr REALET,

LA E YRR ACL Z21ERT 2 12iE, 7 EXEC E— R CKROFIEEZFITLE T,

avwro kR

=]:5)

configure terminal

Ja—nN) a7 4 F¥al—Tay BT— LB LET,

ip access-list extended name

LETIEFERLUTCHBEIPVE T 78 A YR NEEFRL, 77ERA Y
Ahar7 4 ¥al— gy B—FE2BEBLET,

A ETE. 100 ~ 199 DFE I TE £,

{deny | permit} protocol {source
[source-wildcard] | host source | any}
{destination [destination-wildcard] | host
destination | any} [precedence precedence] [tos
tos] [established] [log] [time-range
time-range-name|

T7EA VAN a7 4F¥alb— gy B— KT, Al
ISt EEELET, logF—UV— F&2#HT5 L, EK
EETI7RA VA MDOO S Av—UERETEET,

7u ha B LMo F—T— FOERICHOWTIL., [HSHIE
3 ACL OfERL] (P34-10) 2B L T E &V,

e host source : source & source-wildcard DfHE source 0.0.0.0

e host destination : destination & destination-wildcard D&
destination 0.0.0.0

e any : source & source-wildcard DfE, ¥ 721% destination &
destination-wildcard DfECTd % 0.0.0.0 255.255.255.255

27974 end

27975 show access-lists [number | name]

b EXEC B— FNIZEY 77,

TR VA NDOERTEEFR T LET,

A797 6 copy running-config startup-config

BB av74FXalb—3ay ZrANMIBRERHRTFLET,

A aift EyriE ACL ZHIBR3 5 121%. no ip access-list extended name 72— 3L 27 ¢ ¥ a2 L —

vay avw  RE@ALET,
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W 1Pv4 ACL DEEE

FEUEE 72 13 PE ACL ZERkT 2% & 13, ACL ORRBICHBMNRIER AT — AV "B T 7 4V b T
EL, TNLUROAT — R AL b T—HERRODL N2 _XTOry MIERAENS Z LICER
LCLE&EN, % ACL T, ®STDIPHEAN T RLADT 7 A U A MHFEICESS A7 &
E L2846, 0.0.00 A~A7 LRI NET,

ACL DIERZICAT - 728X, VU A FORRBICHAIAENE T, ACE ZBINIIICFEE D ACL 2B
TEXFEHA, 2L, nopermit 5L W nodeny 77 AV AN a7 ¥zl —vaE—Kav
VREMHEHT S L, AFITE ACL o= MY ZHIBRTEET, WRIT, ARiffET 78R UL
border-list 7> ACE ZERIZHIRT 26127~ LET,

Switch(config)# ip access-list extended border-list
Switch (config-ext-nacl)# no permit ip host 10.1.1.3 any

HZH ACL TiE72 < &4 Hift& ACL AT 2H B D 1 2%, 4HiflE ACL 7 HAIT2 38R L THIRT
X570 TT,

PER L 7c4iiiff & ACL X, A v ¥ —7=A A (14X =T x4 ZA~D IPv4 ACL D] (P.34-19)
#ZM) F£7213 VLAN (IVLAN = v 7OE | (P34-29) #ZM) ([T TE £,

ACL TOoOEFEsEEDERZE

(E)

time-range 7' 0 —/ 3L a7 4 X al— gy avwry REEHATEZLICk- T, BABLURELNIC
FESWTHEE ACL 2@ IRMICEMN TE £ 7, RAICHFMGEHEOA T2 &% L, R ozl &
AN, E3MAZRELET, ZORMFEMEAIT, ACLZ@EHLT7 72X U X MIHIRZRE
THEXICANLET, HEFEHEEZEMRATS L, ACL OFFAIAT— M AV FERIFERTAT— M A~
N OERIE GEEMEN, FBEMRARY) Z2EHRTEET, time-range ¥ — VU — FEB L OFIHICHS
W, THEHER X OWEEE IPv4 ACL O1ERk) (P.34-7) B X O 4RI & AR L OWESE ACL OfFK
(P.34-14) IZFH STV D, AR EB L OFESFHITELR ACL OFIEEZ BB L T30,

PR 2 3 2 R RO — 8 2 IRITR L £,

o THAUH—arplFDYY—2 (IPT RLARLZRTZDOXRT | BIOFR— FNEB TR ~D
22— T IR E LY EEICHFAERIES CEET,

e O AvtE—UERAHTEET, ACLV NI ABEHLTRHREOKRINZELTET NI 7 47
EaX U CELD, UV BRICAER I ZHOa S E o L ThH, MHEICT 7' A%
R T&EET,

BR_R—2DT7 782 VR M2EHAT DL, CPUICARAELET, Zhid. 7278 %2 U X FOHH#H

FRE Z M OBEERC,. Ternary CAM (TCAM) 1IZr— RENTZMABFAOREL~—VTHLERDD

7HTT, 20, BHEOT 7' A U A MVEHEICERE LT (AWIZESUNIC) B85 X

IRBREEATLRVWEIWCEET I ILERH D 7,

FERIEEPHICIE, AA v FOTRAT A 7uy I MEHSNET, LIER-T, FETEL 7y )y V—
ADNMETT, Network Time Protocol (NTP) ZfiH L CTAA vF 7 u v 7 2RSS 2 L & filE
LET, Sz onTik, VA7 2 HEEOEHEH ] (P.6-1) 2L T 7EEN,
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ATF971
AFy72

AFy73

ATy7 4
ATy75
AFy76

IPva ACL oz N

ACL ORI T A — 5 23R ET H121E, 5 EXEC £ — FCROFIEEZFITLE T,

avy kR

E[:3)

configure terminal

Jua—) a7 4 F¥al—ary B— REBLET,

time-range time-range-name

TERCT % RGNS 1B SR D & 5 46 il (workhours 7mE) BHED YT
T, time-range 27 4 X2 b — 3> T— FEBBLET, 4RIl
NR=2FEFREAFGEFOLZ LT TEERA, 2, j(%ﬁ)ﬁgﬁA?i)é
VERH Y ET,

absolute [start time date]
[end time date]

EJ S
periodic day-of-the-week hh:mm to
[day-of-the-week] hh:mm

EJ S
periodic {weekdays | weekend | daily}
hh:mm to hh:mm

2 HERE A VO ENE AT RE

o WFM#iIPHIZIZ. absolute A7 —
B D absolute AT — AV FERE LTS
AT — KAV RNETNFEITINET,

o ¥ periodic A7 — AV FEANTEET, L&, FHE
BRICRR DM EZRTETEET,

REFEBRL TITEEN,

W70 ERELET,

MAV &1 Ot“ A TE £,

. BBICRE LR

end

ke EXEC £— FIZREY £1°,

show time-range

I RGO E 2 RS L 97

copy running-config startup-config

UEE) v 74 F¥al—ay Z7A L2 EPRTFLET,

T
Fﬂ

BE DT H Zhil 2 DR THNIZT 245

Blix. FRROFIEEZEVIRL T ZE N,

RO L7 BB O HIBR & HIBR 3 2 121X, no time-range time-range-name 7 20— 3L 27 4 X

L—yay avwy REHERL

Wz, workhours (' 3EHFRE)
THHERLET,

Switch (config)# time-range
Switch (config-time-range) #
Switch (config-time-range) #
Switch (config-time-range) #
Switch (config)# time-range
Switch (config-time-range) #
Switch (config-time-range) #
Switch# show time-range
time-range entry:
absolute start 00:00 01
time-range entry: workhour
periodic weekdays 8:00
periodic weekdays 13:00

IR I REDH 2 368 97 2 121

new_year_

. WpEHEDE 2 24 T & S 4Rk ACL
BT 7 A YR b 188 AR L THEGE T 501 %

£,
DORFRIFEIIE R L ORAEORAE (2006 421 A 1 H) Zix

Sl

JE e AR

aup
Xa
b=1108
CA

E L.

workhours

periodic weekdays 8:00 to 12:00

periodic weekdays 13:00 to 17:00

exit

new_year day 2006

absolute start 00:00 1 Jan 2006 end 23:59 1 Jan 2006
end

day 2003 (inactive)

January 2006 end 23:59 01 January 2006
s (inactive)

to 12:00

to 17:00

o, BEEEEA 2 AN LE T, ®wIZ, BB
RLET, 2OT7 78R U R FTIE, TEINIIKE

BRI T R TCOEETN ST X TO5EE~D TCP T 7 4 v 7 ZHEE L, HEFRMPIXIXTO

TCP b7 7 4 v 7 &AL &

Switch (config) # access-lis
Switch(config)# access-1lis
Switch (config) # end
Switch# show access-lists
Extended IP access list 18
10 deny tcp any any tim
20 permit tcp any any t

‘é_o

t 188 deny tcp any any time-range new_year day 2006
t 188 permit tcp any any time-range workhours

8
e-range new_year day 2006 (inactive)
ime-range workhours (inactive)
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IPv4 ACL DER3E

Wiz, 4iftE ACLZMM LT, MU M7 74y 7 2B UHERT L0614~ L ET,

Switch (config)# ip access-list extended deny_access
Switch (config-ext-nacl)# deny tcp any any time-range new_year day 2006
Switch (config-ext-nacl) # exit
Switch (config)# ip access-list extended may_access
Switch (config-ext-nacl) # permit tcp any any time-range workhours
Switch (config-ext-nacl)# end
Switch# show ip access-lists
Extended IP access list lpip default
10 permit ip any any
Extended IP access list deny access
10 deny tcp any any time-range new year day 2006 (inactive)
Extended IP access list may access
10 permit tcp any any time-range workhours (inactive)

ACL~ADO AV FDEA

remark X —V— RFZfHT2E, = FVICET A b (FER) 2EEO IP ZEAEE 213k
ACL IZflA AT Z X TEET, a A bEEHATHE, ACLV FY DERE XX v U NES T
DET, 1 >0a A MTIZ 100 XFFETTT,

I A MIFFA (permit) A7 — b AV M EIFER (deny) A7 — h AV FOHIZEDL HIZTHEE
TEFET, AV IREDHFATRAT— AV MERIZESAT— A FOFIFATH B ONNHAIZ
HEH1C, AV FOMEIZIEEEPKLETT, & E, —#Hoa Xy NI T DA E03E
WAT—hAV MORNZHY, DT RX 2 NMIKHETEAT— M AU NOHAIZH D &V HRGIT, B
GLOJEIR & 7220 9,

FH BTl D TP AEAEE 7213 HEE ACL 122 A > & AT 5HIT1E, access-list access-list number remark
remark 70— a7 4 Xal—vay avwy ReMALES, a X2 FEHIBRT512E. no B
RKoa<wr FE2FERLET,

WOFITIE, Jones DY —I7 A7 —2 3 AT 7 BAZFR L, Smith DUV —7 X7 — 3 AET 7
TAZFAI LER A,

Switch (config)# access-list 1 remark Permit only Jones workstation through
Switch (config) # access-list 1 permit 171.69.2.88
Switch (config)# access-list 1 remark Do not allow Smith through

( ) #

Switch (config access-list 1 deny 171.69.3.13

AT E IPACL O FUIZBHLTIE, remark 7 78X YA b a7 4 Falb—ay avr R
AEMLET, 2 A FPE2HIBRT 2121F, no BAD =~ FEEHLET,

WOFITIE, Jones DY 7 R v MMIIEFIE Telnet OFEHBHFRI SN THERA,

Switch (config)# ip access-list extended telnetting
Switch (config-ext-nacl)# remark Do not allow Jones subnet to telnet out
Switch (config-ext-nacl)# deny tcp host 171.69.2.88 any eq telnet

iR E#E~D IPv4 ACL DEH

HZ5fl ACL ZfEHT 5 &, | DERIFEHOMKRERRA~DOT 78 22 HTE E3, WAERIZITA
AifT& ACL 2 T A, T X TOREMKRERRIC—F BT 5 BN S SH720, 73T
R CHIRZRET DL ERH D 9,

A B =T 2 A A~D ACL OEADOFIEICSNWTIL, (A F—7 A ZA~D IPv4 ACL O [ |
(P.34-19) &ML TL7Z&Vv, VLAN ~® ACL O#EAFIZ >\ Tk, [VLAN = v 7O T
(P.34-29) ZZH LT EE W,
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(AR AR IR & ACL ITHE SN2 B L AR OEFEHERS & OR(E ik 2 HIIR ¥ 21213, Fii EXEC
F— FTROFIEZFEITLET,

avyv Rk B
A7y7 1 configure terminal Ja—r) ar7 4 Xal—ay ®— 2B LET,
A797 2 line [console | vty] line-number BETHAEBEHEE L. ATy 2T 4 Fal— gy T— RaiG
LET,
e console : =2 Y — UEiKERERELE T, 2>V —L K— hZ
Data Communications Equipment (DCE; 7 —# {53 &) T,
e vty: UE—F 2y — T 7B AHOEEREKEEE L £,
line-number 13, BIfEZ A THIBET D6, RET DK L— TN TH
PVIDOERFEE T, HHETXHHPHIL0 ~ 16 ’Cﬁ‘
AT97 3 access-class access-list-number (FRL 22kt T2) B EOIIEMERE L 7 72 U R MIUEESHET
{in | out} N L RAOEEB L OREERLHIR L 7,
A7v7 4 end ¥iME EXEC T— RICREY £7,
A7y7 5 show running-config TIEAVRARNOBREEERLET,
A797 6 copy running-config startup-config |(13%) 2> 7 4 X2l —Tay T A NMCERERRTELET,

AR B ACL ZHIBRT 5 21%.no access-class access-list-number {in |out} 71> a7 4 ¥ =
L—varvavry REALET,

A 28— x4 A~AD IPv4 ACL DEH

>
)

ZIZTIE IPVAACL Ry FT—7 AV B —T oA ZA~ERATHHIECHOWTHALET, UTOE
BHFHEIZEELTLLEEN,

ACL ZEGBLVA Y2 R—MIEFEA LT EEN,
LAY 3 A F—T oA ADEEIL, ACL Z5EEHIIRED O TAIOFMITEH L E T,
AVE =T oA A~DT 7B AEHIET 2856, LniftE £703F 56 ACL 2T £,

VLAN IZB L TWAL A Y242 —T x4 RAZACL %A L7-84. L1 ¥ 2 (F— k) ACL
L VLAN A V¥ —T =4 AZHH SN AT FRO LAY 3 ACL, F721% VLAN ([Z@#H X7z
VLAN v~ v 77X D B LET, LAY 2K — N TZETIERF 7y M, #IZH— K ACL T
TANZY) U TENET,

LAY3 A F—TxA A ACL VA S, AA v F ETLV—T 4 VI HRA F—T N2> T
W WAL, SNMP, Telnet, Web F7 7 ¢ v 772 &, CPU TRIEEEND N7 > NETRT 4
NEY U TENET, LA Y2402 —T 24X ACL BT A, V—FT 4 v T A %—
TNZT HHEEH Y EH/ A,

7FA4_X— K VLAN RREINTWDLHE, T4~ U VLAN SVIIZZZif/v—# ACL @M T
EFET, ACLIZF 74~V BLBEAI XY VLANDLAY 3 M7 4 v Z7ICEASNET,

Nry NIRT 78R TNV —TFIZ Lo THERINZSGAE. 77 4/0 Tk, v—% X ICMP BIZEARFE
Ay b—TEEELET, 778X A —F 12 o THERENEZINLD Ny NI n— R = 7 THE
FEINT, AL v FOCPUITY v 7ENnT, ICMP R#iIZRREXA v — VR ERLET,
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W 1Pv4 ACL DEEE

ATF971
AFy72

AFy73

A7v7 4
AFy75
AFy76

AV B =T A A~DT 7 RAEHIT HI1T1E, Fi#E EXEC E— FTCROFIEEZFEITLET,

avwy kR B
configure terminal Jua—n) ar7 4 FXal—yary T— 2B LET,
interface interface-id BETDODRHEDA VA —T 2 A AZHREL,. f VX —T A AT 4

Xal—Tary E—REHEBELET,

AVE =T A AZIE, VAV 2A 0 F—T 4R (F— K ACL) £7¢
FrAY342—7=4 % Ob—% ACL) ZiRETE T,

ip access-group {access-list-number | |F§E LT-A v Z—T 2 A ZA~DT 7 ¥ A ZHI# L £7,

name} {in | out}

out ¥—UV—RNILA¥2 (A4 =T A (F— K ACL) TIEHR—Fh
ShEEA,

end Fite EXEC £— FICRY £,
show running-config TIERAVANOREERRLET,
copy running-config startup-config |((L-3=) 2L 7 /X2l —Yay T A NMIEREEFFELET,

GE)

BESNET 78R ZV—7%HIBRT 512X, no ip access-group {access-list-number | name} {in |
outl { v H—T A X AT 4 F¥al—rary avwry REEHLET,

WIZ, R=PMT7 7R VRA2ZBHLT, A= NMIEETLINTy a7 o2 ) 0 73 50%
RLET,

Switch (config)# interface gigabitethernet0/1
Switch (config-if)# ip access-group 2 in

ip access-group >4 —7 A A AT 4 Xal—ar avr REL A Y3 F—T xR
(SVI. VA % 3 EtherChannel, F72i3/V—7 v KR — 1) [Z@EHT D2, DA X —T A AT
IP7 RLARBEESNTWAMERHLYET, LA TVYITI7ERX ZAL—71F, CPUDOLAY3 Tatk
AL E o TN—T 4 VT ETRFZEEND X ry T 42V 7 LET, 207 —T 1%, VLAN
NTT Vw7 E8hbd 7y MIEBE 528,

H1E ACL O34, 7y FOZEBIZAAL v FIZACL Z2FEA LT ATy vy FEF~NET, ACL 238
Ty FEHFRTLE, AL vFIE Ry POMEEGE LE T, ACL XXy hEELTTLE, R
A yFFI Ay FEREFRLET,

W15 ACL O5E. N7y FaZE L, Bl GRA v 2 —T =24 AZEELEDH L, ALy FII Ty
F& ACL LA LET, ACLICK - Ty EBRFAENTEE. N7y MIFEINET, ACL
WAy NeERTDE. A v FII ATy PEEELET,

T AN RTE, Xy NRBEEINZGEIE. TOBRRBANA 2 —T7 24 2D ACL £ 7213515
AP =Tx2A AZAD ACL ODWTNTH-TH, WICANA v Z =T =A X5 ICMP EERFE A

T—UNRBEFEEINET, ICMP BEAREA v E—I3@H., AN v F—T A4 A1 DIZ2%, 058
Tl DT ERENET, 127 L, ZOET ip icmp rate-limit unreachable 7 = — 3L =
TA4X2alb—Yay avw s RefLTERTE£7,

KREFHRZD ACLAA X —T A AT HE. AL v TFIZTACL A v Z—T =4 ATHERAENT
WRWD EHIT L T 24TV, T RTCORT y PRI ESRTLEVWET, Ry hU—27 X2
T A DD, REFD ACL #HT 255 FERE L TLLEE N,
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IPACLD/IN—FI27ELUVYI bz 7O0E

ACL ODAPIIEIIN—FY =7 TEITSNETH, T 74 v 27 7u—0PZE CPU ICHEEXEL TY
T hU=TRBETIMLERNHLIbDOLHD ET, "—FU=7TACLary7 ¥zl —arzlk
FETOREPVSFENICRD E, Ty MIEREDT-DIZ CPUIZE ESINET, Y7 U =T
7747 OBmELV—MI, N—FU=TEE T T v 7 L RIS 2D £,

2L v FDOY Y —=ZARENEKTNHN—F7 =TI ACL #RETEXRWEES., 82 Z 5 (V7

T 7 THREIND) OiF, AL v FIHEEFELEZY VLAN NO v T 7 4 v 77200 TY, 27y b
V7 MU TERENEAET DL, WEIND CPU A 7 NAEITIGE L T, AL v TFO/RT p—< 2 AN
BFT22¢03H0E7,

N—% ACL OEAEIE. WOBAEIZ/r y S CPUILEREEIND Z ERNH Y 7,

o logx—U—K&HHT D,

o ICMP BZEARREA v E—V2ERT D,

NI T4y Ta—0uX 7 EEIEOW S 2T OSE, WREN— R =7 TRAEIhETA, B
XTIV T7 N7 TRETHIVLERNHYET, N— RO =T &Y 7 MU =7 TN Ty MLERE
WERRDT2D, aX TR THLTRTOT7r— (FA7a—LER7n—) O&FHEIRIENIEFIZK
EVWEAIT, RSNy PO~ rF L S TEEEA,

N—2%2 ACL OFREZN— RV =T IZHEM TERWEE, VLAN ICEE LoV —T 1 I/ R T v b
TY 7 =T TA—=T 4 T INETH, TV vV TiEA— Ry =7 TiibitEd, ACLIZLY
DTy R CPUNKEEND L. AL v TFONT 53— AMEFT T D AREMENH Y £7,

show ip access-lists 7/ EXEC =2~ FZ AN LTH, BRINDZ—HI U MI— K7 =7 THl
WMENDZT 7 AONry NeERRLERAL, ALy TF RBLOAL—FT v K Ty MZET5H N —F
7 =7 O ACL OREARM 2GR Z TG T 585412, show access-lists hardware counters #5#
EXEC a~> REHFEALET,

ACLDO S TN a—Ta2T

WD ACL v 2=V % Ay E—URERRFIN, [chars] T 7 EAY R M THLIHE.
ACLMGR-2-NOVMR: Cannot generate hardware representation of access list [chars]

ACL O/— Ry = TRBEZAFRT DI, A v T OV Y —=ARRRLTHET, VY —RITH,
N=RTx7 AEVRT L AR=ZAREFENE TR, CPU AE U IEENER A, T ATREZR G
=y FREMN—FY =7 VY —=ZARRR LTV L5 OMESEAELET, mEHkE=
=v MITCP 77 7' #BA=<° TCP, UDP, F£72i% SCTP R— +&EHF D eq LISbDOT 2 k (ne, gt. It,
F 721 range) I[ZMLETT,

ROWTIINORRER 2 H L EJ,
o ACLOBEZEELT, T2 Y Y =22,
o ACLAREZ LY, HHEFIATHNC S D4 AT°HE ST ACL O4HTZ AL T 5,

HHANA—RNY =7 UV —2% W4 521X, show platform layer4 acl map ### EXEC =~ N& 5%
TTLET, A v FIHEHFRERY Y —=2AnR0Ea, WS, ATy 7 20hbA T v 27 A 15
EEACERNIEDREINET,

Y —ZBARE LTz ACL OFREDFEMIZ-2UTidk, Bug Toolkit @ CSCsq63926 # ML T 230y,
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IPv4 ACL ®

IPv4 ACL DER3E

7~ xlE. RO ACL Z2A v Z—7 =4 ZIZHEALT-EA.

permit tcp source source-wildcard destination destination-wildcard range 5 60
permit tcp source source-wildcard destination destination-wildcard range 15 160
permit tcp source source-wildcard destination destination-wildcard range 115 1660
permit tcp source source-wildcard destination destination-wildcard

EHIT, MDA v B—UNERENTEES.

ACLMGR-2-NOVMR: Cannot generate hardware representation of access list [chars]

77 VEEOEEIIEHTEETA, ZOMEEENT DI, ROFIREZFEITLET,

* ip access-list resequence 7 27—/ 3L 2T 4 Fal—v gy avr REFEHLT, &I ACE
DENZ 4 FHD ACE 288 L £7-,
permit tcp source source-wildcard destination destination-wildcard
permit tcp source source-wildcard destination destination-wildcard range 5 60

permit tcp source source-wildcard destination destination-wildcard range 15 160
permit tcp source source-wildcard destination destination-wildcard range 115 1660

700X

e 1> ACL £V b FIATHIC S DAROE S TACLAEZEE LET (& 21X, ACL79 %
ACL 1 IZZEFELET),

INTACL OFEWD ACE A v X —T 2 AZHWATE D LRV ET, AA v FIiZ ACE %
Opselect A > 7 v 7 ARG~y B 7 By MIEIY YT, w27 7 7 BEEERE 7% TCAM O
FULEy N2ERT2 L1280 Y4 TET,

N—% ACL ORREIX, RO LBV TT,

o [FUEACL BEL LR ACL (ANBLOWA) OF A7 7 a v RERT /v arian—Ru=T
THIFEIL, 7782 arbro—LOeX2 VT ¢ 2k LET,

* ip unreachables 37 1 E—T7 VDA log fFEE LR VE, BX =2V T 4 ACL D#EAAT— |
AUNE—=FTHT7 0B — Ry =T ICLoTHEEINET, FHRAT— AV MNE—HKT 57
0—I, "= RV =T TCAA vFr7E8hET,

e L—% ACL ® ACE (Zlog ¥—V—FKZBMTHL, <rv hoabt—»n CPUILEEFEESN, = F
VIR MMTENET, ACE RFAAT— AL NOEEL, Ty MIN—RU 27 TAA v
FUTBLON—T 4 T INET,

e B

ZZTiE. IPv4 ACL O ER L OEMFI 2R LE T, ACL O = /34 JWZBT 25EMIC DV T,
[Cisco 10S Security Configuration Guide, Release 12.2]. 3 X O [Cisco 10S IP Configuration Guide,
Release 12.2)] @ T1P Addressing and Services] D#EI(Z& 5 [Configuring IP Services] #Z ML T<
70,

Bl 34312, MHIER Yy PU—I PERINTEA T 4 ARKEERLET, L—7 v FR—F 2 [ZHfkS
Tz — N A, TRTOREBRT 7 ERATE D2 EOFRBEMHINTWET, L—T
FAR—F LIZEER SN2 — BT, BERVWOBEXIINWT =PI TWET, h—A
WIZT AR TO2—YFRT I EATEETR, H—_"BIZT7 7 EATE2a2—FIHIRINLTNET,

N—% ACL #fHH L TERDO L IIIHET DL, ROWT Lo FiEEHEHLET,
o JEMACL ZERL, K—b 1 DOV —NZHEETH T T4 v 7T 4 NVZ VT LET,
o P ACL Z2ERRL. =B R—FM1LICHEETANTFT T4 v 28T 40 NE2 ) T LET,
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&Sl ACL

IPva ACL oz N

34-3 IL—% ACLICED bS5 74 9o DOHIH
H—/VA H—/\B
IR 2% BB
a—y a_—
= | = |
L

OY--——  Fue

\\.ﬁ

H—
A—
=y

=y

|
AEEM ="\ = ¢ REM

172.20.128.0 ~ 31 I:l' I:l' 172.20.128.64 ~ 95

7 e

101354

WIZ, EHE ACL # AL TR— oY —N_BIHEETDEINT I 4w 7527402 Y 7 L, RIEE
DEFTT FLZ 172.20.128.64 ~ 172.20.128.95 B EEEND N T 7 4 v 7 2T 24 54 &R
LEd, 20O ACLIE, HBESNEEELT RLAZEOL—T v R AR—NMI 0% ESND T
T4y ZIicEHAEINET,

Switch (config)# access-list 6 permit 172.20.128.64 0.0.0.31
Switch (config)# end

Switch# show access-lists

Standard IP access list 6

permit 172.20.128.64, wildcard bits 0.0.0.31

Switch (config) # interface gigabitethernet0/1
Switch(config-if)# ip access-group 6 out

WIZ, JERE ACL 2 L TH— "B oA —MNIERFTDOIN I 740727402 T L, {EED
EELT FL R (ZOHEITT—B) »oREHOHET N1 R 172.20.128.64 ~ 172.20.128.95 |2
EEEND N T T 4w 7T EHAT AR LET, 2O ACLIZ, V=7 vy RAR—b 1IZEETS
N7 4y 7SI, FREDSLET RLAIZEEIND N T 74 v 712 EFFI LET, IRk
ACL ZfEHT 25613, HEXTBLOEFRONZ, v han (IP) ZANTHLERDY £7,
Switch(config)# access-list 106 permit ip any 172.20.128.64 0.0.0.31

Switch (config)# end

Switch# show access-lists

Extended IP access list 106

permit ip any 172.20.128.64 0.0.0.31

Switch (config) # interface gigabitethernet0/1

Switch (config-if)# ip access-group 106 in

WOBDOF >y 8T —2 36.0.001F.2FDDOA 7Ty bRV T Xy beRETDHITIAARY NT—7
T9, 2FV, T Xy b v RAZ[X255.255.00 TT, Fv hU—27 7T RFL236.0.0.0 D3 FEHBL
N4 B/BDOOX 7T v ME, BEDKRAMEBIRELET, 778 A VA M2 E2FEHLT, 7 %> I 48
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W 1Pv4 ACL DEEE

#E3& ACL

#AIffE ACL

DT KL A% 1 OFAIL, RLHPT Ry FOMOT RLAFTRTHEGLEST, ZOT7 78R UR L
DEKATIE, F v T —2 36.0.0.0 DIMOTSTOYF T %y b EOT FUABRHFTENS = & &EFL
9, ACL AR — MIHET 557 v Mol S ET,
Switch (config)# access-list 2 permit 36.48.0.3
Switch (config)# access-list 2 deny 36.48.0.0 0.0.255.255
Switch (config)# access-list 2 permit 36.0.0.0 0.255.255.255

(

(

Switch (config)# interface gigabitethernet0/1
Switch (config-if)# ip access-group 2 in

WOFOIEIEITIZ, 1023 £V b RKE WA — b~DFERE TCP Hfi 2 #Fal LE T, 2 FHOITIE, &K
Z b 128.88.1.2 @ SMTP K — s ~0D 315 TCP #fi 2 #F Al LE T, 3 FDDOITIE, =F— 74— Ky
I HDEEICMP A vy E—V &2 LET,

Switch (config)# access-list 102 permit tcp any 128.88.0.0 0.0.255.255 gt 1023

Switch (config)# access-list 102 permit tcp any host 128.88.1.2 eq 25

Switch (config)# access-list 102 permit icmp any any

Switch (config) # interface gigabitethernet0/1
Switch (config-if)# ip access-group 102 in

ZOBITIEH, 41X —Fy MR SNTEXYy N2 B3HY, 2y P —7 EOEEDOFRA MR, A
VHE—Fy hEOEEOFRANE TCP ¥tz ML TX 5 L2026 5ExF3, =72 L, IPFX
MZiE, A =L KA DA =)L (SMTP) R— FEREZRNT, Ry hU—27 EDOKRA b ~D
TCP #ftiTRE LWV DE LET,

SMTP 1%, ##i0O M TIE TCP A—hF 25, 9 —F T T X LR — "NEZZHEALET, #HHiL
TWVWARMIIE, MUR—=FESMEHSNET, AV F—Fy "DBERFTBE A= 2y hOsElk
A—FME25 T, BEXT7F Yy hOR— R FEBFETHEINTWEST, BE&2Fxry hT—2 VAT AT
WICHR— R 25 TORA—NEHEMEAENTNWDZD, HEV—E R LERKES— X2 MBNHET X
*4, ACLIIZ¥EA L Z—T7 =214 ADAS ACLBIOBEEA LV Z—T =24 ZADH T ACL & LTHRE
SNDHZVERH Y FT,

WROFITIE, Xy RT—271E7 RLA 128.88.00 D7/ TAB Xy hU—27 T, A—/LAKALDT K
L 213 128.88.1.2 T4, established ¥ — U — NI, iy, Sh/ciifi# £r-d% TCP HEHOF—U—F
T, TCP 7—% 277 LT ACK £721Z RST vy FBRESN., T v FBRBEAFOERICE L TWVWD
ZEPHAT DL, —HERRINET, FIEY A —F Ry b A F—T A X1 V—F%
A H =Ry MTERT 24 7 —7 =4 ZATT,

Switch (config)# access-list 102 permit tcp any 128.88.0.0 0.0.255.255 established

Switch (config)# access-list 102 permit tcp any host 128.88.1.2 eq 25
(
(

Switch (config)# interface gigabitethernet0/1
Switch (config-if)# ip access-group 102 in

WIZ, internet_filter &\ 5 £ HiOIENE ACL 35 & O marketing_group &\ 5 £ ui OJE8E ACL % 1ERk 3
LB %7 UET, internet filter ACL 1Z, BEL7 RV A 1234 MHEEINDITARTONT T 4>
7 HEFAILET,

Switch (config)# ip access-list standard Internet filter

Switch (config-ext-nacl) # permit 1.2.3.4
Switch (config-ext-nacl) # exit
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IPva ACL oz N

marketing_group ACL 1L, 5657 KL A L5 T AV RO — FOJE 171.69.0.0 0.0.255.255 ~DATE D
TCP Telnet 7 7 4 v 7 ZFFrl L, ZOMD TCP F7 74 v 7 2HHLEY, ICMP 774 v 7 %
FATL, fEEOKEILND, LR — M3 1024 LD /hE 171.69.0.0 ~ 179.69.255.255 O%ieT K
VANKESNDUDP b7 7 4 v 7 2 LET, ZTRUADTTOIP M7 7 4 v 7 ZEHL T,
ERERT R IBRERRINET,

Switch (config)# ip access-list extended marketing group

Switch (config-ext-nacl)# permit tcp any 171.69.0.0 0.0.255.255 eq telnet

(

(
Switch (config-ext-nacl)# deny tcp any any
Switch (config-ext-nacl
(
(
(

)

)# permit icmp any any
Switch (config-ext-nacl)# deny udp any 171.69.0.0 0.0.255.255 1t 1024
Switch (config-ext-nacl)# deny ip any any log
Switch (config-ext-nacl) # exit

internet_filter ACL I33815 7 7 ¢ » 7 IZiH &4, marketing group ACL XL A ¥ 3 A— hDFE(F F
F74 v IC#EAENET,

Switch (config) # interface gigabitethernet0/2

Switch (config-if)# no switchport

Switch (config-if)# ip address 2.0.5.1 255.255.255.0
Switch (config-if)# ip access-group Internet_filter out
Switch (config-if)# ip access-group marketing group in

IP ACL IZ5& R & h 5 B #EE

WOBITIE, AMEHD LA H ORI 8 R~ T4 6 IF (18 ) O], IP ® HTTP F 7 7 ¢ v 7 BNES
SnET, UDP F7 74 v 2id, LRSI ORMERDIEF~F% 8 I (20 Ff) ORZITFFAI SN E
R

Switch (config)# time-range no-http

Switch (config)# periodic weekdays 8:00 to 18:00

|

Switch (config)# time-range udp-yes

Switch (config)# periodic weekend 12:00 to 20:00

|

Switch (config) # ip access-list extended strict

Switch (config-ext-nacl)# deny tcp any any eq www time-range no-http
Switch (config-ext-nacl)# permit udp any any time-range udp-yes
|

Switch (config-ext-nacl) # exit

Switch (config)# interface gigabitethernet0/2

Switch (config-if)# ip access-group strict in

AAVMMTEIPACLTIV MY

WITTRTHE ST ACL O TIX. Jones DV — 7 A5 —2 9 27 7B AZFFA L. Smith DU — 7
AT — g ANUIT VB AZHF A LER A,

Switch (config)# access-list 1 remark Permit only Jones workstation through
Switch (config) # access-list 1 permit 171.69.2.88

Switch (config)# access-list 1 remark Do not allow Smith workstation through
Switch (config)# access-list 1 deny 171.69.3.13

W< HEEHl ACL Of1 T, Winter B X O Smith DU —27 25— 9 TD Web BN EEIEE N
iﬁ—o

Switch (config)
Switch (config)
Switch (config)
Switch (config)

# access-list 100 remark Do not allow Winter to browse the web
# access-list 100 deny host 171.69.3.85 any eq www

# access-list 100 remark Do not allow Smith to browse the web
# access-list 100 deny host 171.69.3.13 any eq www
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ACLOoRX>4

IPv4 ACL DER3E

W RS4RI E ACL OfFI T, Jones DY 73y MIIXT 78 AZFH R LER A,

Switch(config)# ip access-list standard prevention
Switch (config-std-nacl) # remark Do not allow Jones subnet through
Switch (config-std-nacl)# deny 171.69.0.0 0.0.255.255

WIZRT 4 HIT& ACL O TIiX, Jones DV 7 % v MIIEF(E Telnet DFEH 23 LEH A,

Switch (config)# ip access-list extended telnetting
Switch (config-ext-nacl)# remark Do not allow Jones subnet to telnet out
Switch (config-ext-nacl)# deny tcp 171.69.0.0 0.0.255.255 any eq telnet

N—2%2 ACL T, 2 O X IR R —FSnTWET, log¥F—V— FE2HEETLE, = MY
=TTy MCET I n Z@MA yE—URa Y —ICEEINE T, log-input ¥—U—
EHET DL, v 2 FVICANA =T = ARBIMENET,

ROBITIX, LHITEFEET 722 U A b stanl 1X10.1.1.0 0.0.0255 "6D M T 7 ¢ v 7 S L,
ZOMDTXTORELNOD NT T 4y 7 w2 LET, log F—TU— FbiEEShTHE T,

Switch (config)# ip access-list standard stanl
Switch (config-std-nacl)# deny 10.1.1.0 0.0.0.255 log
Switch (config-std-nacl)# permit any log
Switch (config-std-nacl) # exit
Switch (config)# interface gigabitethernet0/2
Switch(config-if)# ip access-group stanl in
Switch (config-if)# end
Switch# show logging
Syslog logging: enabled (0 messages dropped, 0 flushes, 0 overruns)
Console logging: level debugging, 37 messages logged
Monitor logging: level debugging, 0 messages logged
Buffer logging: level debugging, 37 messages logged
File logging: disabled
Trap logging: level debugging, 39 message lines logged

Log Buffer (4096 bytes):
00:00:48: NTP: authentication delay calculation problems
<output truncated>

00:09:34:%SEC-6-IPACCESSLOGS:1ist stanl permitted 0.0.0.0 1 packet
00:09:59:%SEC-6-IPACCESSLOGS:1ist stanl denied 10.1.1.15 1 packet
00:10:11:%$SEC-6-IPACCESSLOGS:1ist stanl permitted 0.0.0.0 1 packet

WIZ, BRMTEIEET 782 VR B extl IZL > T AREOEFEILI S 10.1.1.0 0.0.0.255 ~@D ICMP /¥
o WEZHFAL, T _TO UDP X7y hE2ESTHHZ2 R L ET,

Switch (config)# ip access-list extended extl

Switch (config-ext-nacl) # permit icmp any 10.1.1.0 0.0.0.255 log
Switch (config-ext-nacl)# deny udp any any log

Switch (config-std-nacl)# exit

Switch (config) # interface gigabitethernet0/2

Switch(config-if)# ip access-group extl in
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Z{tE MAC 3 ACL oferx M

Wiz, TEE ACL ou 7o~ LET,

01:24:23:%SEC-6-IPACCESSLOGDP:1ist extl permitted icmp 10.1.1.15 -> 10.1.1.61 (0/0), 1
packet
01:25:14:%SEC-6-IPACCESSLOGDP:1list extl permitted icmp 10.1.1.15 -> 10.1.1.61 (0/0), 7
packets
01:26:12:%SEC-6-IPACCESSLOGP:1list extl denied udp 0.0.0.0(0) -> 255.255.255.255(0), 1
packet
01:31:33:%SEC-6-IPACCESSLOGP:1ist extl denied udp 0.0.0.0(0) -> 255.255.255.255(0), 8
packets

IPACL 9 _CoOuF 7 = kUL ssEc-6-1paccESsLoc CRIZAL £9, =2 MU oL, —%
L7 ACLRT 7 ®A =2 b OFJEICGE U CEHET R 7,

WIZ, log-input ¥ — U — REHEE LLEHBEOHIA v —VOFERLET,
00:04:21:%SEC-6-IPACCESSLOGDP:1ist inputlog permitted icmp 10.1.1.10 (Vlanl
0001.42ef.a400) -> 10.1.1.61 (0/0), 1 packet

log ¥— UV — FEZHEE LGS, ROy MNCET L R Ay E—VIZBATA ¥ —7 =4 A
WmABEMEINERE A,

00:05:47:%SEC-6-IPACCESSLOGDP:1ist inputlog permitted icmp 10.1.1.10 -> 10.1.1.61 (0/0), 1
packet

A+ E MAC #iisk ACL D1ER

GE)

VLAN £7213b A ¥ 2 A2 =T =4 ACTHIPVA N T 74 v 75T 4B ) 7T 5I01E, MAC T
R L 2B X OAHITTE MAC $i5k ACL Z4H L £, FIHIZOW T, oA it & kk ACL 2
ET D56 LFREETT,

LAY 3 A2 =7 =1 A2, A4HifTE MAC $K5R ACL Zi#H T ¥ A,

mac access-list extended =~ > R THHR—FEINTWAIEIP 7u b 2/LOFEMIIHONTIE, 20V
J—20a<w> RV T77 L0222 LTIEEN,

(GF) appletalk (T2~ FIA O~ VFIZRRINET D, deny B LV permit MAC 727 &R U A K =2
V74 Fal—yaryE—FKavr Ro—HEMEELTHR—-FERLTWERTA,
A& MAC JE3R ACL Z B9 51213, ¥ EXEC ©— FTROFIHZFEITL £
avwyk B
AT7Y71 configure terminal Jua—sr ar7 4 F¥alb—vary ®—RERHLET,
A7y7 2 mac access-list extended name LZEiEFEH L CHEEMAC 72712 U R REEHRLET,
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W Z#74f= MAC 3k ACL DR

=l B#
A7y73 {deny | permit} {any | host source MAC WEMACTZ7®A VAR a7 4 X2l —3 gy T— FTIE.
address | source MAC address mask} {any | FTRTO (any) EETLTMACT RL R, w27 fFxD%EET

host destination MAC address | destination MAC 7 FLU A, £-138EDKRA M (host) #{EJL MAC 7
MAC address mask} [type mask |1sap Isap mask | L 2 BLOFXTO (any) %% MAC 7 FL A, v A7 &
| aarp | amber | dec-spanning | decnet-iv | |5i%k MAC 7 KL 2. 7= 38E05% MAC 7 R L& I2,
diagnostic | dsm | etype-6000 | etype-8042 |lat |permit % /=i% deny Z 45 L £,

| lave-sca | mop-console | mop-dump | msdos | ULE) kOF T a2 AN T B L b TxET

mumps | netbios | vines-echo |vines-ip |

xns-idp | 0-65535] [cos cos] e type mask : Ethernet II £721% SNAP TH 7L L7

v b OEE D Ethertype &, 10 3, 16 5, 72138
HEFCHRFLTE £, Ethertype (Zi#H X5 don't care &
FNOEEO~ A7 BPMIMENT, —BEI T ET,

 lsap Isap mask : IEEE 802.2 TH /b3 iz "7 v hd
LSAP &5, 10 5, 16 8, 72IE 8 R TR TE £
T, dontcare By NOEBEO~ AT BPEMENET,

e aarp | amber | dec-spanning | decnet-iv | diagnostic | dsm |
etype-6000 | etype-8042 | lat | lavc-sca | mop-console |
mop-dump | msdos | mumps | netbios | vines-echo |vines-ip
| xns-idp : 3EIP 7’1 k=L,

e coscos: ITAXTVT 4 HFHETHLEDIFEHEIND, 0~
7 @ 1EEE 802.1Q CoS % %,

AF974 end ¥t EXEC £— RIZREY £,
ATy7 5 show access-lists [number | name) TI7EA VA MDOEREERSFLET,
A7y7 6 copy running-config startup-config LE) v 74 FXalb—vay 77 A NVICHREFRTELET,

ACL & %11 534 1%. no mac access-list extended name 72— )L 27 ¥ a2l —3 g
a<r REMEHLET, AniftE MAC $E38E8 ACL 7°5 ACE Z{EBNICHIBRT A2 &b T F9,

RIZ. EtherType DECnet Phase IV N7 7 4 v 7 2 #ER L, thOTXTOXATDNT T4 v I %
FRT 5, macl LW LARIDOT 78A YA RNEBERLTERTHHZRLET,

Switch(config)# mac access-list extended macl
Switch (config-ext-macl) # deny any any decnet-iv
Switch (config-ext-macl)# permit any any
Switch (config-ext-macl) # end
Switch # show access-lists
Extended MAC access list macl

10 deny any any decnet-iv

20 permit any any

LAY 24203 —0 x4 X~D MAC ACL DiEH

MAC ACL Z1Ei L., FhEL AV 2 A —T A RAZHHT DL, TDOA L Z—T = A RTHE
FTHIIP N T T 4w T4 NH )7 TEET, MACACL AT 25613, ROFEEFEEZS
BLTLZEN,

e VLANIZELTWALAY2 A2 X —Tx2A4AZACLEZBEH LSS, L1 ¥ 2 GF— 1) ACL
I VLAN A U % —T = A RAZHEAINTZ AT FHO VA% 3 ACL, £721% VLAN [ZEH S
VLAN = v 7 X0 B LET, LAV 2HR— bTRETHIERE 7Y ML, HIZA— K ACL T
TANB Y TERET,
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VLAN vv 7oz N

e MLLAY2ALF—T A RTHHATELDIX, IPT 27X VAL DL MACTZEAY X
F1OZFTT, IPT 78R VAMIIP ATy FETET4NZ Y7L MACT 72X U R
MIFHEIP Ty b7 a2 ) 7 LET,

e 1 DD A¥2 A A =T 2 A AZHWATEDL MACT FLA A K1 2T, 7T
MACACL R ESNTWVWALAFY2A L EZ—T A ACMACTZ7E®RA UANEEHATA L.
B E L ACL 2’8 LW ACL IcEX#ix b ET,

VAY2A L2 =T oA A~DT 7B ZAZHI#TH720ICMAC T 78X UAMZEMAT 51213, %
# EXEC £— FTROFIEELFATLET,

avwvk B

27971 configure terminal Jua—\) ary7 4 ¥al—ay T— REBEBELET,

ATy7 2 interface interface-id BEDA L HE—T 2 ABEBEL, fVF—Tx2f A a7 4
Xal—var E—RNEMBLET, A2 —7 A R IYWEL
A¥2A4%—7=A4A (R—F ACL) TRIFNITRY FEA,

A797 3 mac access-group {name} {in} MACT7 27t URARMEMALT, EESNIEA X —T A X
DT I AEHELET,
A— Nk ACL X, HEFALETIR—-FLET,

A7y7 4 end Rt EXEC £— RIZR D 77,

AF797 5 show mac access-group [interface interface-id] |z 4 5 — 7 2 4 ZFFIFZFT_RTOLA T2 AL B —T = A A
WWHEHA SN TWSE MAC T 7k8A URANERRLET,

A7y7 6 copy running-config startup-config EE) v 7 4FXalb—vay 774 NVICREEZHRFELET,

WHELET 78R 7 A—7%HIBRT %IZ1%, no mac access-group {name} f 4 —7 A A a7 4
Xal—lagryavwr REEHLET,

WIZ, R—=FT7 27 8A URANmacl Z@H LT, R—NMIEETLITy FaT4ng U 7T 50
TR LET,

Switch (config)# interface gigabitethernet0/2
Router (config-if) # mac access-group macl in

mac access-group { > —7 A R AT fFal—ar avry NI WHLAVY2 M F—T =
A RACHASNEZBERTESE RV 9, Z D=~ K% EtherChannel R — k F ¢ R /LZIEEH T
EFEHA,

N7y MOZERIZ, AL vFIFERE ACL £y hERAELET, ACLB Ty NEFFRT25 &
AA o FIINry FOWEESE LE T, ACL B3 X7y FEHERTLE. AL v FIEI 7 v N R
LET, REBXBDACL ZA LV F—T x4 AZ#HATHE, AL v FILACL A 2 —7 = A R|Til
SN TN EHE LT ATV, T XTORyy FRFASNTLENET, Xv hT—2 &
X2 VT 4DED, REZRDO ACL ZHHATI2HAEFERE L TLEEND,

VLAN < v TDERE

Z T, VLAN v 7% FET D HEICOWTHHLET, Z0FHEE, VLANRNTTZ 42U v
7 EHIET 2ME—DFETT, VLAN ~ v I HFROBENRSH Y ¥ A, VLAN v v 7E2HH LT,
BEDFMDNT 7 47 %7 4 NE ) 7T 5203, FEOEEITEITALT FUABRREI N
ACL ZEMT2X4ENRH Y £9, VLAN = v THIZEY 7y > N XA 7 (IP £721X MAC) IZxF7 %
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W VLAN =y F0EE

match 2~ RNRHDHHE., T 740 b TlH, ~ v 7HRHOEDT FUICHE—F LW ST v MIFEIE
SNFET, YTy b XA TTHT D match a2~ RRRWES, T 740 b T, 237 v F R
rENET,

CITHEHT Yy ROMBXBIOHEHFEOFEMIC DWW T, 2oV ) —RZxihTba~vwr K
V77 LU AESRL TN,

VLAN ~ v ZZER LT, 1 2F 7213850 VLAN AT 21203, ROAT v P2 ETFLET,

27971 VLAN ZEMT HHEHE [Pv4 ACL F 72133558 1P ACL, £ 72134 i & MAC 98 ACL Z/ER L £ 7,
MEAE S L OWEIE IPv4d ACL OfERK] (P.34-7) BXE O TVLAN ~ v 7 OfERk] (P.34-31) &ML TL
ZEW,

AT9F 2 VLANACL vv 7 = MU Z{ERT 2I21%, vlan access-map 7/ 2 — 3L 227 4 Fal— g
avwr Rz AN LET,

AFYT 3 TI/RASYT a7 4F¥al— a3 T— FTIL, action & LT, forward (57 x/L ) £7-0%
drop # ANTHZ b TEET, 72, match =~ FE AN LT, BEDO MAC 7 R L AT M
WMENTZIP Ny FERIZIEIP X7y hEBELZD . 1 DE 3O ACL (EHEE 72 13E5R) &
Ry bhERGLEV T ELTEET,

(i) Rry ks ZA47 (IP £721X MAC) (Z%9 % match 2~ KW VLAN v~ v F1lH-> T~y T =3
UNREEINTEBE, A TR T ITRTOANry AEEEINET, VLAN < » 712 match =
<Y KRR, BRESNTET 7 v a UPREEINTEGE, TXTOIPBLIN LA ¥ 237y MBBEIE
ShET,

AFv7T 4 VLAN ~v 7% 1 >F7/-13#E%H® VLAN ([Z@EHA$ 5121%, vlan filter 70— 3L 207 4 ¥ 2 L —
gy avwry REFEHALET,

I T ROBEFBRICOWTHALET,

o [VLAN v v 7 OREROEEFE] (P.34-30)

e [VLAN <= v 7O{ER] (P.34-31)

e [VLAN ~® VLAN ~ v 7O H] (P.34-34)

o Xy hU—2TD VLAN ~ v 7O %] (P.34-34)

VLAN 7 v JOREROITEFE

VLAN = v 7% FBET D & &3, ROEEFHEIZHE-> T EEN,
o fUHF—T A ATET 74 v 7 2BETDHLIICHESNTZ ACL 2872<, VLAN v v 7IRHTE
ENTORUVES, T_XTONIT 7 4 v 7 BNHFAENET,

e % VLAN v > 7id—#EDx= v FY Tk SN E T, VLAN vy 7O Y OIEFIZEETY,
AL v FILERFB LIy bMid, VLAN v v 7OBRYIO= M VIZXH L TT A MEhET, —&K
L7261, VLAN v 7 OZOESICHRESNTLZT 7 v a v NETShET, B Lanro7
BE. 7y MIxy 7HOKROT Y FUICH LTT A RENET,

o HY ATy b HAT (IP £721E MAC) 12479 % match =~ > K VLAN v v 712 1 DF 7213
BhHEETH, 7y RBFASO match 2= RIZ—FK LAWES., 74/ Tty vy
MRBEEINE T, %Y Ty b XA TIZxT D match =2~ K23 VLAN < v 7 HIZR WA,
T 74/ N TEAT y MR ENET,
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VLAN vv 7oz N

25D ACL BPEEINTWAREESIL., VAT LAOERENCHEEINR D NAZ ENnH Y £1,
VLAN ~ v 7oua X JiZR—rEhTnERA,

LAY 2A L F—T 24 RAHASINTEIP T 7R VA REEMACT ZERA YR RNRAAL v F
\Z®H->T, R"— bNJET D VLAN IZ VLAN ~ v 7% @M+ 284, A"— K ACL 78 VLAN v~ v 7
WL ET,

N—=RT7 =TI VLAN v~ v 7OREZEHA TER20WHAIE, £D VLAN NOT_XTONRTr v b &
27 TV oD I BIONN—FT 4 7T HMERHY 3,

T4V BIOEIFY VLAN CTVLAN v v 72 RECTCEET, =77 L, 7T7A4X— |

VLAN D774 <V EBIPEH %Y VLAN IZHIC VLAN v~ v 72 RETAHZ L 2HLEL £,

TL—LINT T A=k VLAN NTEIEIND LAY 2 DA, AL VLAN < v 2R A Ml & H
TMlomHFIZEA I ET, 7—208 774 ~X—k VLAN ONMIN» SR — MIv—T 1 >
TJENLHE., 774 —hF VLAN ~ v 7B AHANCEH S £,

— FANFR—=FMBRAR—F~DT v T AR —ATEEINDI T L—2DFE, ¥ X
U VLAN IZREENTWD VLAN =~ v 7R fA S x4,

— BER—FINOLEARN R—=F~DFX T A N —ATEEINDI T L—LOHE, 774~
U VLAN IZHREENTWS VLAN =~y 7R EH S £,

7T A _X— K VLAN OD¥EDIP b T 7 4 v 7 %7 4NV HE V7352 VLAN ~ v %2754
~ VBt FY VLAN O FIZEHLET, 7714 X—F VLAN O >WTiE, F
16 % [ 5 4 ~_— K VLAN OFE| 2B L TLFEN,

BEFNZHONTIE, Ry FU—27 TO VLAN <~ v 7OFERE] (P34-34) 25 LT EW,

N—4 ACL BEL W VLAN v v 72 AEHLE THERAT 2 FIEICONTIE, [VLAN v v 7 L —%
ACL O EROFESHE] (P.34-37) #2HL T Z&E0,

VLAN < v TDER

AFy7A1
AFy72

AFy73

ATy7 4

% VLAN = v FIIEFZR I 5N —EO o ) TR ENET, VLAN~y 7 = U 2Bk,
BN, EITHIBRT 5 1CiE, B EXEC £— R TCROFIEZFITLET,

Sy

configure terminal Jya—\) ar7 4 Xalb—ary T— REREBELET,

vlan access-map name [number] VLAN = v 7 ZAE L, 4B L O0ES ((EE) 2HEELET, F51F

~ v 7HNOTy N DIEFZFRTEKETT,

R L4 VLAN <~ v 7% EkT 5 L. 10 T84 2 &5 0IEICE Y
YConEdT, v v T EERELFHIRTIEXIE, BO~y T = b
VOFFEANITEET,

Tavw L REANNTARE, T/ A vy a7 X2l — g
T— NIZZEbHY £9°,

action {drop | forward} LR ~ v 7 = MIICKTHT7 7 avE2#RELET, 7740 M

#i53% (forward) T,

match {ip | mac} address {name | 1 DERITEBOEREEZFIIET 722 UA MR LTy FERE
number} [name | number] LET (P £/EMAC 7 RUAEER), X7 v hOBRAIE, Wit 57

o han XATOT 78R YA MK LTETFITbhES, IP X7 v b
WX, BEHEFESIIEEIP 772 YR M LTHRESNET, FEIP R
oy ME, AEiftE MACHESET 78 A UA Mt LCEFITRESNET,
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W VLAN =y F0EE

ATy75
AFy76
AF97T

avw Uk B#

end Ja—sbarZ4F¥alb—var E®—RICREY T,

show running-config TIEAVANOEREELRRLET,

copy running-config startup-config |({f£&) =L 74X al—Tay 77 A MIBELRELET,

~ v 7 EHIBT 5121E, no vlan access-map name 70— NV 2T 4 Fal—ay avy REE
ALET, v v 7HNOv—Fr 2 = U % 1 SHIBRT 521X, no vlan access-map name number 7
o—X)L a7 4 FXal—raryavw s ReEEHALET,

TIHNINDT 72 arThHhIHEHEEITIICIEL, noaction 77 A vy 7 av7 4 ¥al—vayv
a~vr REFEHLET,

VLAN ~ v 7" Cid, FE®D permit £721F deny ¥—V—KZ#HLEFH¥A, VLAN v 7 EZHHLT
Ry NEEGTHICE, Ny NERAET D ACL Z#ERL T, 727 v a VEBEEICHRELET,
ACL N® permit IZ, —ET 5L WS EHTYT, ACL N® deny iX, —EL7R2W& W) BT,

ACL & U VLAN < v ZO 4l

#l 2

Wiz, FFEDOBEHDO=HD ACL BL U VLAN ~ v 7 &2 1EKT 2612~ L E£7,

ZIZTIE, N7y bEEGT D ACL BE O VLAN ~ v F 2Bl 562K LET, HRYIO~ v T T
i, ipl ACL (TCP /%7 v 1) I2—BT 25T _TORry bREESHET, KOS, TTH TCP
Ry NEFFR L, ERLSND Ty b ETRTHEEGT S ipl ACL 2{EfLE7, VLAN v v 72k
IP /%7y MZxd 5 match 2~ RBEFEETLH720, T 74V MDOT 723 Tid, ED match 2~
YREL—EBLARWIP Ty PRI RTEEINET,

Switch (config)# ip access-list extended ipl

Switch (config-ext-nacl)# permit tcp any any

Switch (config-ext-nacl) # exit

Switch (config)# vlan access-map map_1 10

Switch (config-access-map) # match ip address ipl

Switch (config-access-map) # action drop

WIZ, Ry NaEFFAT 25 VLAN v v P& ElT 2614 ~R LE T, ACLip2 iX UDP /N7 v b & 7]
L. ip2 ACL & =BT 2T _XTCORTy MBRBEISNET, 2O~y TR, ZHLETOED ACL &
H—HLBRNWT_XTOIP X7 v b (TCP TH UDP THLARW AT v ) BEFINET,

Switch (config)# ip access-list extended ip2

Switch (config-ext-nacl)# permit udp any any

Switch (config-ext-nacl)# exit

Switch (config)# vlan access-map map_1l 20

Switch (config-access-map) # match ip address ip2

Switch (config-access-map)# action forward

WOFID VLAN <> FTid, T 74/ TIP X7y REFEIN, MAC X7y bRERESNET,
EAED ACL 101 B L4 &E3E7 7 £ 2 U A b igmp-match 3 X O tep-match 2 Z 0~ v 7 &
MAGDLETHEHATL L, ROL TR T,

e JTXTOUDP X7y hfrEINET,
o T RTDOIGMP /N7 v MIBERINET,
e TRTHOTCP N7y FRIREIINET,
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VLAN vv 7oz N

o FTOMDOFTRTOIP /N7y bREIESNET,
o TRTCOIEIP /N7y PREREEINET,

Switch (config)# access-list 101 permit udp any any
Switch (config)# ip access-list extended igmp-match
Switch (config-ext-nacl)# permit igmp any any
Switch(config)# ip access-list extended tcp-match
Switch (config-ext-nacl)# permit tcp any any

Switch (config-ext-nacl) # exit

Switch (config)# vlan access-map drop-ip-default 10
Switch (config-access-map) # match ip address 101
Switch (config-access-map)# action forward

Switch (config-access-map) # exit

Switch (config)# vlan access-map drop-ip-default 20
Switch (config-access-map)# match ip address igmp-match
Switch (config-access-map) # action drop

Switch (config-access-map) # exit

Switch (config)# wvlan access-map drop-ip-default 30
Switch (config-access-map) # match ip address tcp-match
Switch (config-access-map)# action forward

#l 3

WOHID VLAN v > 7 Tld, 774/ FTMAC X7y PBBEFEE L, [P X7y MRS SNET,
MAC $E3E7 78 2 U 2 | good-hosts 35 L O good-protocols = Z DO~ v 7 LA G DLOE THEHT S
L RO E DT £,

e JRA 1 0000.0c00.0111 F LT 0000.0c00.0211 725D MAC /37 > MBS EREENE T,

e decnet-iv £721% vines-ip 7'v h IV EFHT S MAC /37 > FREEESNE T,

o ZTOMODFTNTOIIP N7y FBFEFEINET,

o TRTOIP ATy FREESNET,

Switch (config) # mac access-list extended good-hosts
Switch (config-ext-macl) # permit host 000.0c00.0111 any
Switch (config-ext-macl) # permit host 000.0c00.0211 any
Switch (config-ext-nacl) # exit
Switch (config) # mac access-list extended good-protocols
Switch (config-ext-macl) # permit any any decnet-ip
Switch (config-ext-macl)# permit any any vines-ip
Switch (config-ext-nacl) # exit
Switch (config)# vlan access-map drop-mac-default 10
Switch (config-access-map) # match mac address good-hosts
Switch (config-access-map) # action forward
Switch (config-access-map) # exit
Switch(config)# wlan access-map drop-mac-default 20

(
(

Switch (config-access-map) # match mac address good-protocols
Switch (config-access-map)# action forward

#l 4

WOFED VLAN ~ v 7 Tlx, 774V FTTRTOT y b (IP BLOIEIP) BEEREINET, 2
BLOWI 3 D7 7R U A tep-mateh 35 XU good-hosts # = D~ » 7 LA GOETHEAT S L,
WD LT FT,

o TRTODTCP N7y MRREINET,

e KA1 0000.0c00.0111 3 LT 0000.0c00.0211 225D MAC #347 v bRk S E T,
o ZTOMDOTRXTOIP /N7y FBRBEFREINET,

o ZTOMDOTRTDO MAC N7y MRFEEINET,
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W VLAN =y F0EE

Switch (config)# vlan access-map drop-all-default 10
Switch (config-access-map) # match ip address tcp-match
Switch (config-access-map)# action forward

Switch (config-access-map) # exit

Switch (config)# vlan access-map drop-all-default 20
Switch (config-access-map) # match mac address good-hosts
Switch (config-access-map)# action forward

VLAN ~® VLAN < v 7 D&M

1 2® VLAN v v 7% 1 DE72I3EH O VLAN ICEH 3 212X, %7 EXEC £— FCTROFIEZE

ITLET,
avwv kR B#
AT7Y71 configure terminal Fa—N) ar T 4 Xl —ay T REREBLES,
A7v7 2 vlan filter mapname vlan-list list VLAN ~ v 7% 1 D£ 721385 VLAN ID I LE 9,

list [ZIZH—® VLAN ID (22). #fe L7-&iF (10 ~ 22), £7=i% VLAN
IDDOANY T (12, 22, 30) 2BETXET, Hr=ong 7 U ORH]
BRICANR—AEZHATDHZEHTEET,

A7v7 3 show running-config TR URNOBEEFF L LET,
27974 copy running-config startup-config | ({£%) = 7 4 Fal—T gy T A NMICERERREFLET,

VLAN ~ v 7% HIBr3 % 121%. no vlan filter mapname vlan-list list 72—/ N)L 227 4 Fa b — 3
vavwry FEERLES,

RIZ, VLAN ¥ > 7 1 % VLAN 20 ~ 22 (AT 562" LET,

Switch(config)# vlan filter map 1 vlan-list 20-22

v bJ7—2TOVLAN v v JOERZE

T, —f%AY7 VLAN ~ v ZOEHEIC O T—EEH L E 1,
e [UAYY T Ju—FYy hoRE] (P.34-34)
o TRD VLAN 125 B —_"~DT 7 & 2DIEL | (P.34-35)

J4¥) g sa—Ey FOETE

DAY Yy 7u—Ey MERICB TS AL v F TlE, V=T 4 V7 NA F—T NN TROATREER S
DEd, 2L, ZOHKTH, VLAN v > 7B X0 QoS 0 ACL iV R—rEh T 7,

X 34-4 T AA PN XBIOHEA N YIRS VLANNIZHY . ULV I T 7a—8y b AL v
FABIOASL vF ClZEHREINTWDEEELTVWET, KA N XNLERARNY ~D T T 47
. =T A T WA R—TNVICEESINTZVA T3 AL T THDLAAL vF BIZL > THREMIZ
N—TF 4T ENET, FANXNOERANY ~D T T 4921, FT7 749 7D b KA v
FNCHHAAL YF ATT 7R aryba—LTEET,
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VLAN vv 7oz N

34-4 oA4x)od ya—Ey FOBRE

VLAN Ty 7 : XD Y ~D !
HTTP &7 %, ——> —

HTTPZT Y b)) RSV b T =—=>

BREIND,
— A—
RA kX KRR LY
77777777 VIAN{ 101132 10.1.1.34
— — — VLAN2

101355

—> N7y b

HTTP N9 7 4 v 753 FKRARNXMERARNY ~AA v F o7 LW ESIZ. A NX (IP 7 FL &
10.1.1.32) 226 F A MY (IP 7 FLA210.1.1.34) 12N T_XTOHTTP b TF7 7 4 v I MMAAL v TF A
THREIN, AL vTFBIZTY vV 7E3NBNEIT, AAMvTF ADVLAN v v 752 BRETEET,

NS, HTTP R—F ETFXTHOTCP 77 4 v 7 &7FA] (—%) $21IPT7 782 VA hup %
EELET,

Switch (config)# ip access-list extended http
Switch (config-ext-nacl)# permit tcp host 10.1.1.32 host 10.1.1.34 eq www
Switch (config-ext-nacl) # exit

WIZ, http 778 A VAR —HTDHRT 74 v I BREEIN, TOMOTXTOIP V77 4 v 7N
S END L9, VLAN T 78R <~ v 7 map2 #1ER L7,

Switch (config)# wlan access-map map2 10

Switch (config-access-map) # match ip address http
Switch (config-access-map) # action drop

Switch (config-access-map) # exit

Switch (config)# ip access-list extended match_all
Switch (config-ext-nacl)# permit ip any any

Switch (config-ext-nacl) # exit

Switch (config)# wvlan access-map map2 20

Switch (config-access-map) # match ip address match_all
Switch (config-access-map)# action forward

WIZ, VLAN 77 EA <7 map2 % VLAN 1 [Zi#H LE T,

Switch(config)# vlan filter map2 vlan 1

AD VLAN [2H 2 H—/"~DT7 7 ADIEE

BDO VLAN IZH DY —N"~OT 78 AZHRTEET, =& 21E. VLAN 10 NOH—,310.1.1.100
T, MOKRAIA~DT 7 RAZEETHLERDH Y T (K 34-55),

e VLAN20 NOH¥ 7 %> F 10.1.2.08 IZHDHFA DT 7RI LET,
e VLANION®OFAA K 10.1.1.4 B3 LT 10.1.1.8 D7 7 £ A &EIE LT,
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JL—% ACL % VLAN ® v F LA EHETHAT HE

ATFvFT 3

34-5 #d VLAN LDY—/SI~DT VL REEF
VLAN ¥ 7

= |
10.1.1.100 l
L

********* \ HITxy b
#—/\— (VLAN 10) \ 10.1.2.0/8
| |
y \
10.1.1.4|:L‘ ”””””””””” S
—_— ARZ k (VLAN 20)
ARZ k (VLAN 10) LAY3IRAYTF
A
10.1.‘1.8'[::]‘1‘b ”””””
F—— 8
A+ (VLAN 10) —> /Ny k&

Wiz, 7 %> b 10.1.2.0/8 NOFA F, A K 10.1.1.4, BEOEZF 10.1.1.8 7 7 £ A& 4EH
L., ZOMOIP b7 7 4 v 7 #7325 VLAN ~ v 7 SERVERI_ACL %#{Ef LT, 51® VLAN N
DY —=N~DT 72 A EEET 02" LET, HKEDAT » 7 TiX, ¥ v 7 SERVERI % VLAN 10
WE A LET,

ELWAYry hE—HT25IPACL ZE£LET,

Switch (config)# ip access-list extended SERVER1_ACL

Switch (config-ext-nacl))# permit ip 10.1.2.0 0.0.0.255 host 10.1.1.100
Switch (config-ext-nacl))# permit ip host 10.1.1.4 host 10.1.1.100
Switch (config-ext-nacl))# permit ip host 10.1.1.8 host 10.1.1.100
Switch (config-ext-nacl))# exit

SERVER1 ACL & %45 IP X7 v F&FEHEL T, 20O ACL &~ LARWIP 7 v hEiEkT 5
ACL #f#M LT, VLAN v~ v 7% E# L7,

Switch (config)# vlan access-map SERVER1_MAP

Switch (config-access-map) # match ip address SERVER1_ACL
Switch (config-access-map) # action drop

Switch (config)# vlan access-map SERVER1_MAP 20

Switch (config-access-map)# action forward

Switch (config-access-map) # exit

VLAN 10 12 VLAN ~ > 7% A L £ 7
Switch (config)# vlan filter SERVER1 MAP vlan-list 10.

JL—%5 ACL % VLAN 7 v JLHAEHETHERAT AE

TV oD T ENTE NI T4 v I BEXOV—T 4 T ENTE N T T v P OBFIIH L TT 7R 2
Y hur— L EITHITIE, VLAN vy 72 M T 22, E7213v—% ACL & VLAN v v 7%l
HEPETCHEHALEST, ANWEWAOBEFDONLV—FT v K VLAN A »#Z—7 = AT/L—% ACL % EFH
L7z, ZV w0 T ENENT T 47 DT 78 2A&2HET 5 VLAN = v 72 EHRTE T,

Ny b 7r—2% ACLWN VLAN v > 7' @D deny A7 — Kk A b &—ELEGHGAE, V—% ACL OFRE
WCBRZR RNy b Ter—d ER SET,
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~

GE)

L—% ACL £ VLAN ¥ v Fe#aabechEAT 5% B

—4 ACL % VLAN = v 7 LflLAabETHEAL, v—% ACL TORX 7 & 0NEE 4587y b
BN VLAN v v 7 THEEINZHE, ooy y MirXrrEhEtdi,

Ny N AT (IP 721X MAC) 129 5 match =2~ F28 VLAN = > 7IZH B HETH,
7yhﬁ%®547K*ﬁbﬁw%ﬁ\77%WFTiA7/F#Vﬁéﬂi¢oVLMW7/7W
match 27— F A bR, 77 va UPREIN TV WSS, EOVLAN~Yy = U &g
—H LWy MIEBEINET,

ZZ T, V—#% ACL %# VLAN v v 7 Ll B THEAT S HIEIC O W THA L £,
e [VLAN v v 7 & /L—% ACL OFEROEEFIE] (P.34-37)
o [VLAN IC#EH &SN 5L —% ACL & VLAN < v 7Dl (P.34-38)

VLAN ¥ v J&IIL—% ACL OFRERDIEEE

ZZicEEEN-EESFHEIZ, V—4% ACL ALFVLAN = v 7% [F U VLAN ETHBAT2LERN S
LEEICHASNET, L—Z% ACLBIXWUNVLAN ~ v 7257075 VLAN ICEI D Y TAHRTITIZ, =
NOOFEEFHITEA SN ET A,

AL v F N—Fv =71, i\ (ANBLOHS) Zeict®xaU7 0 ACLz 1 HELET, L
MWoT, =4 ACL BLOVLAN v v 7% [ U VLAN IZERET 2 HEIE. ZNHEMET D 0NENR
HYET, =% ACL & VLAN v v 7 %ia+ 5 & ACE OBPERIZRL25E01H Y £,

N—4 ACL 8L W VLAN v 7%[F U VLAN IZRETALENH H5E61F, +—4 ACL & VLAN
<y T OMFOFEICHL, Z I THPATIERFHIIES, T EE,

o VLAN A =T =A ZDJ0H (ANEBLIOHT)) ZT&iZ, RETE D VLAN v v 7B L UL—
# ACL 3 1 27215 T,

o ARV, TRTOTL NIDOT 7 v a YRE—T, KROT 74N b 727 a2 B3t
DIAT LD X ACL Zitib LET, ROWThrDORAEEMH LT, ACL Zitik L £,
permit...
permit...
permit...
deny ip any any

FoX

deny...
deny...
deny...
permit ip any any

o ACLINTHEEOT 7 ay (v, X)) 2ERTIHIHEE. ThThoTr7vay ¥4 7% %
LT, = FUEREHIRL £,

o ACLAICLA Y AFEREIBELRVWTIEEIWY, LAV A4FERZEMTHE, AT RANHE
Mo FET, ACLOZ o nZ V7M. full-flow GEEITIP 7 KLV A, G IP 7T KL A, 7
o ko, :IoJ:U“7°D hap R—1F) TR, IP T PR EFrBL0%E%E) TSV TTh
NDHGEZ, ERHEEERPGONET, FIREREY ., IP 7 RV RA(ZiX don't care v F &
LT< f:éb‘o

IP ACE & L1 ¥ 4 4 &7 TCP/UDP/ICMP ACE 2355 & % ACL WNIZ/ETE L. full-flow &—
RERETOILERSDL EXE, VA VY4ACEZ VA MOKBICHEBELET, ZOME, IPT K
AWHEASS N T T4 v I DT 4 NE ) T RBERENET,
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W )L—2 ACL # VLAN vy LA hETHERAT A

VLAN [SEREhS/L—% ACL & VLAN < v T4l

ZIZTIE. A»—#% ACL BEXOVLAN v v 7% VLAN IZ#EHA L, AL vF R 7y h, 7V v R %
Ty b =Ty R XXy b BERIATFHY AN RXTy NS 562~ LET, ROKTIE

ENENOFERIIERIND Ny VERLET, X7y ROXZN VLAN = v 7% ACL #7375

ERETDHRA L BT A7y D EGREETICEETIAREE LD £7,

ACLBEURAYF K /7y bk
34-6 12, VLAN NTRAAL v F o 7a3nN53r v M ACL 2R3 2 5ikaRLET, 74—
Ny TV TIZEhoTh—T 4 7T EITHREEINT, VLANINTAAS v T T E3ND37 v
FZlX. AJ1 VLAN @ VLAN ~ v 772 AEHA SN £+,

34-6 RLYF K 1347y bAD ACL DiER
L A% H 7 :
VLAN10 : JL—% JLb—#%& 1 VLAN 20
wvT ACL ACL =4
v vV Vv v
=
—
AR kA
(VLAN 10) ‘ !
CIL— T YRR (T
LD =Ny s Ty
RAKC _/ 3
(VLAN 10) I:l' !
VLAN 10 | — > Fy b VLAN20 5

ACLBLUTI YD RNy b
34712, REET Y » VR 8y M ACL 2 5 a7 LET, 7V vV R A7y hols
T, AJJ VLAN (2 A ¥ 2 ACL 20 A S ET, £72, EIP BLUIE ARP /7 v F 72T 2R
TV VR Sy hERYET,
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L—% ACL £ VLAN ¥ v Fe#aabechEAT 5% B

34-7 Ty SR sy bAD ACL DER
VLAN 10 ' VLAN 20
<v7 L RvT

s | i

F— | | F—

KRR kA KRR kB
(VLAN 10) ‘ ‘ (VLAN 20)

3 L=k T 3

VLANI0 . | — > Sy ] VLAN20 5

ACLBXUIL—TFTy F 7y b+

X 34-8 12, W=7 v K%y MZACL 2T HEERLET, V=T v K X7y hOFE,
ACL IR DIEFZRCHEH I NE T,

1. AJ1 VLAN ® VLAN = v

2. AJjn—2% ACL
3. HHin—% ACL
4. 1J) VLAN ® VLAN v v~
B 34-8 W—TFv F 17y b~D ACL OEA
. AR HH
VLAN10 @ JL—% L—4 © VLAN 20
v 7 ACL ACL LRy
b
R i
A | | —
RA A RA KB
(VLAN 10) | i (VLAN 20)
L =TT
VLANTO . Sy ] VLAN20 5
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W )L—2 ACL # VLAN vy LA hETHERAT A

ACLEBELUTILFEXNY R 7y k

34-9 2, IP v/ FFx A NHICER SNy M ACL 2T 2 5EE2R~LET, v —T+«
VITENDIATFHR Y AN RT Y MOE, 2 008 T 4 ENEAINET, | DIE, 5N AT
VLAN HOMOR— M THAGAITHEH I, 95 1 2k, 5B N7y NOL—TFT 4 T HhThD

Bl VLAN WIZh A EAICHERSET, 7y MIEEOE ) VLAN ICV—T 4 » 7 SN BEEN
HOETHN, ZOEAIFIHE VLAN Z LI 20— 217 ACL BL WU VLAN ~ v 7238 S E
7

AR, Xy MEI—8o ) VLAN A THFRI S v, Znbi4bo VLAN CTHES S ET, X7 v b
DAL =N, FASNSEICEESNET, 72770, AJVLAN = v 7 (¥ 34-9D VLAN 10 < v
T N LTy RBEEINDIGA. N7y hOab—35EicEEInEEA,

34-9 IUFHvR b /87y FAD ACL DEA
AR wh o
VLAN10 @ JL—% Jb—#%& 1 VLAN 20
wvT ACL ACL Ry T
vV vV Vv v
- > -— ]
=y =
R kA hZ B
(VLAN 10) | 1 (VLAN 20)
) I
Rk C _’/ | 3
(VLAN 10) |:|| | |
e | | 8
VLAN 10 VLAN20 5
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IPv4 ACL DEEEDRT

IPv4 ACL 0®EDRT M

AL v F LICREESNTND ACL, BLA »F—7 A A& VLAN I[ZEH &7z ACL 2 R/R-TE

£,

ip access-group { V¥ —7 A A a7 4 FXal—var avr REFALT, LAY 2 EELA
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show access-lists [number | name]
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show ip access-lists [number | name]
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show ip interface interface-id
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show vlan access-map [mapname]
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