AL YF R—RXBEAFDRTE

Z OFEETIE, Catalyst 3560 AA v FIZAAL v F R—=AFRAEERET D HIEICOWTHBHALES, =
DETHHAT INEIT, RO LBV T,

o AA VF~DARET 7 EADRIE (p.8-1)

o WM EXEC a2~ RDT 7 ADR# (p.8-2)

e TACACS+IZL DAL vF 77 EADHIE (p.8-10)
e RADIUSIZEDAA vF 727 ADHI#E (p.8-18)
e Kerberos IZ LD AA v TF 77 2ADHIH (p.8-32)
o AA v FOu—NVHEIEB L O A ORE (p.8-37)
e SSHD=DDAAL v FDFHRE (p.8-38)

e SSLHTTP D72bDAA v FOEE (p.8-42)

e SCPDTHODAA v T DRE (p.8-49)

AL YFADFET 7 2AD/LE

REZ—FIZLD, A v TFOHFRECHKEHFROMELHILCEET, —MMITIE, *y N —
TEHENDAL v TF~OT 7B AZHFAITH5—F, ERPFR—F2HANTxy NT—24NE L
AYNT v 7T HL—PRL, VIUTALR—=FZBLTRy NT—=IANOHERTH2—Y, £
FlEE =L Ry N = NOMKREIZT— 7 AT = a v b+t 52— kb7 7
A&HIRBLET,

AL F~ORET 7 EAZBLIETHICE, ROEX=2 U7 o Hiex | DEITEEGRELET,

o HKIERBOEF2UTF 4L LT BAL v TF R—FTHRRATV— FBLOHRERELET, 20
NRAT— R, A v FiIlue—hVIRFESNE T, 2—FRKR— M FE7-iEbEREZE T TA
AvFIZTI7RALLD ETHLE, A= FEREFRBRIEEE SN AT — & AL THh
LTRhRITNE, A v FIIT 7B ATE L HA, SEMICOWTIE, [H#HE EXEC 2~ R~D
T ADE#E (p.8-2) EHRLTIIEEN,

e BMOEX2VUT 4 LAYELT, 2—VPHLNRNRATY—REXRXT CRETEET, ZOXTE
AL v FTu—RVIREFESNE T, ZOXTEHERRELIIR - MZE Y S Ton, Fa2—
ERAELET, 2—VIFRIE. A v FIZT 7B RATEET, HEBL-VLEEEL WD
B, 2P B ENRRT = ROKESXTITRHEEOHER L~V E | ST AR L UHER E & b
IZEID ST Ly TEET, FFMC OV, (22— LAY — RFOXT OFE] (p.8-7)
LT TEEN,

o A—YPHLNRAT—ROXT EHEHLIZWR, ZOT 2 —h LTk < FRoP— 2R
TELTEWEAIE, X2 )T 4 =R EDTF—Z_R—2ARETEET, 2Nk, Bl
Fy NI =2 TNRAARFE LT —FN—A%HEA L T2 —VFRGEEHRZ (MEIZS U THAE
W) BDHIENTEET, I OWVWTIE, [TACACSH IZ LD AL v F 77 & ADHIHH)
(p.8-10) ZZWL T X,

| oL-8553-03-J
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W i EXEC a7 Y FADT7 5 EROBRH

HIEEXEC O Y FADT7 O ERADIRE

Xy NU—T TWROT 78 A ar ba—)L&4T ) B IFEIE, SAT— RE2EH L CHER L
NEEYBTHZLTT, RATV—NREHEIZL ST, Xy NI —T FE Ry hU—7 T34 A~
DT 7B ANFIRENE T, HERL L ->T, Xy MU= FARAL R a7 A %, 2—PR
EoL ) pa<wy FEfEHTEI PR ERINET,

GE) I CHERT S avr ROBER L O FIEOFEMIZ W T, [Cisco I0S Security Command
Reference] Release 122 ML T Z I,

2 TR ROBEFRICOVTHHALET,

* TT7ANDINDNRAT— RBLOMERL~LEEE (p.8-2)

© AITA YT ARTNSAY— ROREXITEE (p8-3)

o BERALICE DA F—TNBLOA X—T N v —2 Ly b NRAT— RORH# (p.8-3)
o NRRU—FKEEDT 1+ E—7 11 (p.8-5)

o SRARIEFRITET S Telnet /XA Y — FORE (p.8-6)

o Z—PHLANAT—ROXTORE (p.8-7)

o BHOWHRL~VORE (p.8-7)

FIAIL DRI —FEXIUVHER LARILERTE

F8-11T, T7FNIFDNRAT — FBLOMER L ~LHREEL R LET,

% 81 FIHILFDNRRAT—FBEEUVHERLARIVEE

HERE T4 FRE

A X =TI RAT— KB LUOMER L~ L NMAT—REERZINTWETA, T 7440 MIL~UL 15 T Rk
EXEC L~UL), AT — R, a7 4Fal—ar 774 VHNTHE
B S TORUVREE T,

AF—TN =7 Ly b IRAT—=FREBIWR |[NRATV—-RNFERZINTVWERTA, T 740 MILVUL 15 TT (Kb

HEFR L~ L EXEC L), NRAU— RNiX, ks thoar7 4 ¥a2b—vs
V7 ANMIEETAENET,
FE AT — R INRAT— RIEREINTWERT A,

Catalyst 3560 R/ Y F YT 97 AV 74 F¥alL—vav Hq1E
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i€ EXEC a7 > F~AD7 7t 0EE N

ARETFAYD ARX—TIL NRRADT—FOBREFEIZLEE

A F—T I NAT— KT, HHE EXEC E— F~DOT7 7 v AZHBELET, 24T 4 v 7 A F—
NV RAT — REREEIIEET 51213, FiHE EXEC £ — R CROFIEZ EIT L ET,

avwvFk B

ATv 7 1 configure terminal Jua—N)L a7 4 F¥al— gy B— RR2HBLET,

ATwF 2 enable password password Kb EXEC B— R~OT7 7B ZHIZ, HrLWSRA YU — REER
520, BEFONRAT— REERLET,
T 74 NTHE, NAT—RRIERSINEE A,
password \ZI1%, 1 ~ 25 LFOEBTFORA MY VI EBELET,
AN T EBTTHDDZ LI TEEHA, KXTFE/NLTE
XL, AR—=Z2&ZfHTEETIR, IfTA—2 iﬁ%ﬁéhi
T BRI (2) 13, NAT— FEERT 2561, BB ORI
Ctrl-v Z A3 IR T £9, 72& 2 1E /YA T — K abe?123
AR T D L EIE, RO X DITLET,
abe  AJJLET,
Ctrl-v x A ) LET,
23z AN LET,
yx%Aﬁ%%* TN RAT—=REANTDHE RO b

. BRI ORI Cul-v 2 AT 208 T8, NAT—RD

Ta 7 MIEOEE abe?123 L AT TEET,

AFv7 3 end F#HE EXEC £— RICEY £,

RX7 97 4 show running-config AR UET,

ATwv 7 5 copy running-config startup-config EE) av74FXalb—vary 774 NVICREERIELET,

A F—=T N NAT— RS ENT, A vFDar 7 X
L—vay 77 ANVNTIERAID Z LN TE B5IREETY,

NAT — R%&HIBR7 5I21E, no enable password 72— 3L 27 4 ¥ a2 b—i 3 avy R&eff
%Li‘a_o

WIZ, A X—T N RAT — R& Hu2c3kdy5 ICERT D02~ LET, NATV— NI {LIh Tk
Eﬁ\Vm»ﬁ@?ﬁtzﬂﬁzgﬂif(%%@%@EM&% 7 7ERA),

Switch(config)# enable password llu2c3k4y5

BEEIZE A R—TULEIVSR—TIL o= Ly b RRT—FDORE

BMOEX2V 74 LAVE TRy N —2 &2BZ 5320 — R TFTP $— IR ST
WAHNRAT — Rt LT ET H53A121%, enable password % 7213 enable secret 7 72—/ 3L =12/
TA4FXalb—ary avr REFEATEES, a~ 2 FOEMZIELLERELTYT, Zoa<wr R
&Y B LEN ATV = FERETEET, FHEEXECE—F (F74/V MRIE) £33
EOMERL~IUNCT 7B AT 52—, ZONRRAT—REANTHIMLENDY 7,

KV EERRE ST AT Y XAPMERA SN D DT, enable secret =2~ R&fFfd 52 L a2HEREL
7,

enable secret =~ >~ N enable password =~ > RIZEHL L E T, 2 2D~ RRFEIFFHCHERICZ
HZLiEH ERHA,

[ oL-8553-03-J
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W i EXEC a7 Y FADT7 5 EROBRH

ATFv T A1
ATFvF 2

2TFvT 3

ATy 4
RAFvT 5

AX—TNEBLIOAS F—T N =7 Ly b XRAT— R B L E R ET HI121E., #H#E EXEC ©—
RCKROFINEEZFEITLET,

avy kR

BiY

configure terminal Ja—n)arZ 4 Fal—raryET—RReBlBLET,

EJ e

enable secret [level level] {password | =7 Ly h RRAU— REEFR L, ERigEFREHH L TR
encryption-type encrypted-password} FLET,

enable password [level level] {password | |t EXEC E— R~DT7 7 ZAHIZ, HTLWRRA T — REZEH
encryption-type encrypted-password} B0, BFONRRAT— REEHLET,

EJ e

o (LE) level IZIBETE HHIFIZO0~15TT, LUV 1 ARE
HOL—Y EXEC E— FHERTT ., T 74/ b L-ULE 15 T
T ($HE EXEC &— RHE[R),

o password \Z1X, 1 ~ 25 LFOFHTOA N VI EFRELE
T, ANV U T EBTTHODDLZ LT TEEHA, KXFTE
INLFHERXBI L, AN—RAEFHTXETHN, HITA—R
TEHEINET, T4 MTHE, AU —RIZEESNE
A,

o (EE) encryption-type (21X, YA IMADKE LT NI Y X
LATHDHAAT S ULMEATEERA, BHLZA TEHHEE
T AR, BRLENT- AT — REe T A0LERSH Y
F9, ZOFEBAT—RE, BIORAL v TFORENDL 2
v—L %9,

GE) W bZATHEEELTCIZIT TFA K RRATU—KEZA
FIUTSAT. BOWE EXEC = — F2BMET 52 L1 T
XFHA, BEALENTZ AT — R EbI-HEIX, &
DL RFETHRETHZ LI TEERHA,

service password-encryption (FEE) "AUV—FRZERTLLE, FREAREELRFTDLE

W, NAT—= &S LET,

BEEICL->T, av74Falb—vary 77 A LNONRAT —
R23FEAHLD RRBIC 72 D 97,

end

RiHE EXEC £— RIZEY £,

copy running-config startup-config (EE) a7 4F¥al—ary 77 A VICREERGFLET,

AF—TABLOAL Z—T N —F Ly bk RAT— ROMIRERINTVEEES, 2—FiTA
F—=TN =Ly N NRATU— REANTHLERH Y F9,

FEEDHERL NNV DNRAT — REFERT L5, level ¥— T — FEEHLET, LILVEHEEL
TRATV—=RERELLEL, TOLSULTT I BATHAUEOHDH2—YEFIZEDNNAT— K%
ELTLIEIW, SFEIFERLVLULTT 7 RBARER I~ REBET 554 1L, privilege level 7
R— UL aryZ4Falb—varyavy FEEHLET, SO0 TiE, HEEOHER L ~L0
RE] (p.8-7) LML TLIEEN,

NRAT—= RO EALEA R—TNICTDHE, 2—PFHRRT— K| AR — R, £ R3—T L
Ay RARAT— R, aryy =B LM RERR AT — R 8 §_XTONRAT — RIZ#EH
EhET,

l Catalyst3560 R4 Y F YI b7 avI4Fal—var 4K
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i€ EXEC a7 > F~AD7 7t 0EE N

INAT — R & L~ULZHIBRT 521X, no enable password [level /evel] & 7213 no enable secret [level
level| 70— 3L a7 4 X alb—vay avy ReEHALET, SAY—RNOBE{LET & —
7 W2 F B IZ1E, no service password-encryption 7 02—/ 3L 2T X lb— gy avwl REMH
HLET,

WIZ, HERR L1 2 125 L CIEBAL/ S AT — R $18FaDO0$XytiSRkls3LoyxzS8 %X BT D&~ L E
ﬁ—o

Switch(config)# enable secret level 2 5 $1$FaD0$XytiS5Rkls3LoyxzS8

NRRAD)—FEEDT 1« tE—T Ik

AL FITHEIZT 7V BATEDLT Y K a—P L, T 74/ F T, AL v FOEFRKEARIT —
h 7avAZEN VAR, FTLVWWRAT—REANTDHZ LI -T, Kbz AT — K& [[EIE T
xF9,

NAT— REET ¢ £ =7 /UEERETIE, ZOBED —HE2T =7 T2 LIck Y 2A v
?®NXU~P~®77?X%%%T%iTOl®%%ﬁ4* —TNOEE, TV R a—FiE, v
AT LET 74NV MEREICRTZECRELEGGICRY . 7 —F 7ot XCHI VAL Z LN TE
F9, NRAUV—REEEZT =TI LTH, 7—% 7 AZEVIANTRAT — REEET
EFETN, 2T 4F¥2b— a3y 77 AV (configtext) BLUNVLAN 7 —HF X—R 7 7 A )L
(vlan.dat) IZHIBRSNET,

~
GE) RU—FKEEZT 1 EZ—T I a‘éiﬂ/\i TR a—PFRT—F FabkRTE VAL TY X
TEET 74NV NOREBIZET L RGEIHA, X227 —Ncar7 s Xalb—vay
T7ANDNRy 7T T A — %%fbfk< LEWRLET AL v TF ETarT o F¥Fab—
Ay TrANDNy 7T T ab—EFfFELRNWTLZE VY, VIP (VLAN 7 o F 7 7'a
b)) HBRE— RCTAAL v FRIEL TWDEEEIE, VLAN T —H X=X T 7 A VDR I T
7 abt—RBRICEXF 2T P NIREFELTLESIN, AL TR AT LAOT 7 4V MREID
Rolz& &2, XMODEM 7'u ha vz LT, RFELIET 7 A NV E AL vy FIZF T m— T
xF9, .ﬁ?-f-Ei IOWNWTHE, [RRY— REENHAORIE] (pdd-4) 2ZRLTIEIN,
NRAY— ROEHEZT 4 B —7 WIZT 2I121E, FiiE EXEC E— R CIROFIEEZFATL £ T,
avwvFk B&
2797 1 configure terminal Jua—sN\)ar7 4 ¥alb—raryE®—RKefBtLET,
ATwF 2 noservice password-recovery NRAT—ROEEZT =7V LET,
CORTEIFT. 7T v AEVOFT, 77— B—X B LW Cisco
I0S A A=V RT 7 BATEDHEBITRIESNET N, 7740
VAT AIFEENERT A, o, 2R T 7 BATH I LT
TEEHA,
AT7v7 3 end KiHE EXEC £— RICRED £7,
AFv7 4 show version gy NHADOREBOBITEF = v/ $52EICk->T, #iEE
HRLET,
NAT — ROEEZFRA R —7 W2 T 58451E, service password-recovery 7 27—/ 3L 227
Xal—varavwry ReHLEd,
Catalyst 3560 R/ v F Y I k7 avI24F¥al—av H4F
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~

GE) NRAY— REEOT  E—7/V{kiX. boot manual 72— )L 207 4 F 21— gy av R

EHLTCFBTT—FT5E910

IAA v FEHRELTWVDEAITES T, ZDa~wr N, A

A FOBIROBFHAL, 77— u—% a7~ (switch:) ZFRAIHEET,

IHREERIZxT B Telnet /XX — FDOHRE
MOTAAL v FICBREBRATIE BEey N7 v 7 70 s AR KE L TIPHEREE D 4T,
OB LT THEATEALICT 74NV MREZEKRLET, SHIZ, By N Ty 7r s I A
1, XA —RIZL D Telnet 77 B AHICAAL v F &7 E#é k%%*ti? vty Ty T
075 ADEITFTHICZDNRAT — REBRE Lo T-1E  ZOFEETCLI (a~vr R4 A
VE—=T A R) BHEHLTERETEET,

AA »F % Telnet 7 7 ¥ AHNIFRET D121, F5#E EXEC E— FTROFIRZFITLE T,

.

avry

]

RAFvT 1

TIa2l—vary VY7 Ny xT BT PC EHIEV—7 AT —
varveAf vFOary — R— MEEERELET,

Y=V R—=b DT 7 5V b OT —HF ML, 9600 R —.8 T —
ZEYyM 1AM T EYR NIT42LTY, av 74
v Ia T NRERENDE T, Return F— 2 AR LEERN
HoET,

RTw7 2 enable password password

¥k EXEC B— RZ BB L £,

RATv 7 3 configure terminal

Jua—ar7 4 ¥Fal—vary B— R LET,

AFvF 4 linevty015

Telnet v v a > (FfR) OBEHREL. 74> a7 4 Falb—
varE'—RERKBLET,

aw NEHSAA v FTiE, K16 Dy g VN A[EETY, 0
%iUﬂS%%ETék\ﬁ%?%élm0%mmt7VaVT&
FRETHZ LR F9,

RTv 7 5 password password

1oiti@&@@ﬁﬁﬁﬁ#éTﬁmﬂzv~P%Aﬁbifo

password |Z1%, 1 ~ 25 XFOEKRFOA N T HFRELET,
ANV T EHF T L LIETE ER AL, KUFE/NTFE
RAIL, AR—=2AZEHTEETH, BITA—RTEH I NFE
T, TN BRTIH, RAT—RIERSLEEA,

AFv7 6 end

¥i#E EXEC E— RIZRY £,

RFwF 7 show running-config

RIE &R L E T,
a=2 Rline vty 015 O FIZ/8A U — RRFEREINET,

AT v 8 copy running-config startup-config

(EE) a7 4Fal—ary 77 A VICREERGFLET,

NRAY— R&HIBRT 5I121E. nopassword 7 01— 3L a7 4 Fal—v gy avwr ReEfHALE

j—o

WIZ, Telnet /SN A U — K% let45me67in89 (iR ET HHl 2~ LET,

Switch(config)# line vty 10

Switch(config-line)# password let45me67in89

l Catalyst3560 R4 Y F YI b7 avI4Fal—var 4K
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i€ EXEC a7 > F~AD7 7t 0EE N

A—HZBENRRT—FORT7DERTE

D2—HPHENRAT— ROXRTEZRETEXET, ZOXTIIAA vF LT —INVIEEESNET,
ZORTIFEBELER - MCHO Y TON, Fa—VERILLET, 2 —PILRAR, A1 v F
W7 7 BATEET, HRLNLEZERZL TVLEAIE, 2—FHERRAT— FOFETITHED
HEMR L~ % SIS T MRS L OMER & & HICHIV B THEHTEET,

Z—PLHR—ADBFE AT LEFRTET DI, B EXEC T— R CROFIEEZFEITLES, 2D
FEEV AT AT, vl A v 22—V LA T— FRERINET,

avwvFk BeY
ATv 7 1 configure terminal Ja—n)aryZ 4 ¥al— gy T— RREBLET,
ATwF 2 username name [privilege level] Fa—HWoa—PL MHERL~L, RNAT—RZAHDLET,

{password encryption-type password}

e name lZiE, 2—V D& 1 Y—KRTHRELET, AX—2B
S OBIHMFIIEHTEERA,

o (LE) level IZIX, 77 B AMEZE B2 — IR ET HHER L
AVERELET, FBETEHAHMAIX0~ 15T, L 15
TIIHHE EXEC E— R TOT 7 B ANAHETY, L~ 1 T
X, 2=V EXEC E— R TOT 7 AL ET,

o encryption-type 1213, B HLIILTVRUVWIRT — RRHZ AT
<AL 0 2, B k&N AT — KRB AL GH
X7 E2RELET,

o password 21X, Z—V VAL v FIZT 7B AT HEEICAT
TOMEDH LAV = FEfRELES, ~"AT—=FE1~
25 LT, HDIAHAR— A% TX, username 2~ K
DERBOF T a v LTIRELET,

AT w7 3 line console 0 SArary74Xal—aryE—FREHEEBL. 2 —L R R—

line vty 0 15

bo(EfR0) FIT VTY [EIER (EfR 0~ 15) 2RELET,

ATv7 4 loginlocal 0 s A4 UEOE—H N NRAT—R Fxy A RZ—T M LFE

To WablL, AT v 72 THES N2 —FAICESE ET,

X797 5 end

¥i#E EXEC E— RIZRY £,

ATw 7 6 show running-config REXWHERLET,

AF9 7 7 copy running-config startup-config EE) 27 4Xal—ay 77 ANVICRERZ R LET,

BEax—YOa2—VFL4EIAET 4 Z—7 /2T 5121 no username name 7 07—/ 27 4 X o
=Ygy avr REEHLET, "AUV—R Fxv 727 48—7 ML, NATY—RZRLT
DOFEE & ATREIZ T 521X, nologin 74 > a7 4 Xal—v gy avwy REfHALET,

FEHOERLARILDOERTE

CiscolOS Y7 by =T X7 74/ NTC, 2FHEDONNAT—RF X2 T4 T—NEFERALET,
2 —H EXEC 8 L OWFHE EXEC T, T—RZT &I, a~r FOBEL LA 16 ETRETEE
T BEDNRAV—RERETDHZLICLY, SESFha—Y I —TIZx L THEEDa~ U K
DT IR AR TEET,

2L 2I1E, < Da—W T clear line 2~ R~D7 7/ ¥ AZHATIHHEE, L-UL2DEF=
TAEEID G T, L2 ORAT — RERFHO 2 —F | CEAT CE £9, £72. configure =~
R~DT 72 AHIRZRILT 2HAE, L3 0EX2 T 4250 YT, ZONRAT— RE[R
b —H =T ICEATH L TEET,

[ oL-8553-03-J
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T, ROBREFBICONTHALET,
o v FOMEBL~LORE (p.8-8)

o RIBUZKIT DT 7 40 FOER L~V DZEE (p.8-9)
o MHERL~V~DOrTAUBIOKT (p.8-9)

ATV FOERBRLARNILDRTE

RAFvT 1

g~y N E— FOMERR L~V ARRET 51213, FiHE EXEC £— R TROFIEZ FATL £,

avvFk BrY

configure terminal Ja—)L ary7 4 ¥ alb—ary FT— RERHBLET,

RATwF 2 privilege mode level level command gy ROMRLNLERELET,

2TFvT 3

ATv7 4
b &

&l

e mode \ZIiX., ZJa— )L 3T 4 Xalb—ay E— NOLE
IZ configure %, EXEC E— RO AT exec &, /X —7 =
A A AT 4 FX2lb— a3 F— FOEEIT interface 2. &
Ay ar74Xal—vary T— ROBHAT line Z2ZThEh
AN LES,

o level IZHRETE HHMAILZ 0~ 15 TT, L~UL | N@FHO=2—
# EXEC &— FHEFRT9, L~UL 15 |, enable /X2 U — R|Z
KoTHAISNDT 78R LV TT,

o command (21X, T 7 BARAEGKIRLI -V a~vr RERELET,

enable password level level password MEFR L~ LZX ST A A R—T /L 2T — REHEELET,

o Jevel ICHRETE %ML 0~ 15T, L~UL 1 BNE@FHDOZ—
# EXEC &— F#ER T,

* password (21X, 1 ~ 25 LFOFKTOA NI T EEELE
T, ANV U T EEFTHRDDZ EITTEERA, KLFE/D
XFEERRI L, AR—AZFHTEETR, BITAI—R(TE
HEnET, 774V hTHE, SAT— REERILERA,

¥ hE EXEC E— RIZREYD £9°,

show privilege

show running-config REZMRLET,

show running-config 2~ R{Z/XATU— K LT 7R LYULDORE
%R LE T, show privilege =~ > NI, HERR L~V DR E % FoRr
L\i—d’_‘o

copy running-config startup-config (FE) avr74Falb—ay 77 A VCHREXIRELET,

avy REbHERLVIIHRET DL XRZE0a~vy ROV 7Ty NThdavwy RixT
T, EDLYVIZRESIVE T, 72 & 21X, show ip traffic =~ F& L~UL 15 [ZET D & | show
av FBELWshowip =+ Rif, FRENFIDO L UICEE LZ2WNAEY | BEIIZ L~ 15
ICRRESNET,

BEDa<y RIZoOWT, T 7 4/L FOHERIZETIZIX, no privilege mode level level command 7'
g—N\)Lary7 4 ¥al—aryavy REFEHLET,

configure 7~ > RZMHERL UL 14 [ZREL, LUV 14 Da~y REFHATLHAIC2—F R AT
T H/NAT— R & LT SecretPswdl4 % EF=T D02~ LET,

Switch(config)# privilege exec level 14 configure
Switch(config)# enable password level 14 SecretPswdl4
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i€ EXEC a7 > F~AD7 7t 0EE N

ERIZHTETI4ILFDERLARILDER

EHRICT DT 7 40 N ORER L~V EZEE T 5I20E., KM EXEC E— R TROTFNEZFEITLE

o
avwv kR E]: ]
AT7v7 1 configure terminal ra—)Lar7 4 Xal—3i gy T— FEHEBLET,
ATv7 2 linevty line 7 7t A % IR B AR AR A IR L £
AT 7 3 privilege level level EHRDOT 7 40 S OHER L~V AZEE L ET,
level IZIEECTE 2L 0 ~ 15 TT, L-UL 1 BDEFO—H
EXEC & — RHERTY, LU 1513, enable XA T — RIZL 5T
HAENBT 7 A LULTT,
A7FvF 4 end b EXEC £— RIZRED £,
AT w7 5 show running-config RELEHELET,
show running-config =~ RIINAT—RET 72X LLDR
show privilege ﬁ??@ﬂ? L £, show privilege =~ RiX, HEFRL L OFRE %
KRLET,
ATv 7 6 copy running-config startup-config EE) 27 4FXal—ay 77 ANVICRER R LET,

=PI, FRRCce 7 L, BIOHERL SV E A R—TWCERET D Z L2 LV | privilege level
FAy arZ 4 Xal—ray avr FeEfALTCRESNTHERL VR EEETEES, &
7z, disable =~ > REMHHT L2 LICE 0| HRLAALVESIE TIFHZENTEET, ELOMHER
LYV DR AT — RRDho THOFUR, 2—PFIEZ DA T — RE&fH LT EMOMHER L~V %A
F—T M TEET, FROEREZHIRT 5I21E, =2 Y —VEBRIZE D LSV E TR L~ L
ERELTIEE,

BI#E T 7 4V b OMHER L ~LIZERRFI2IE, no privilegelevel 71 > 22> 7 4 Fal—L 3y a~
v REFEHLET,

ERLARAILADOTAVELUET

FRIE LIEHEIR L~z 7 o 2 %, S IHRIE LIS HEIR L~V 6 T3 51213, e EXBC £ —
RTROFIMELEEITLET,

avyvFk B&
AT97F 1 enable level ELFERL~LIZa A v LET,
level \Z457E T & H%PHIZ 0 ~ 15 T,
ATwF 2 disable level FEELUTMER L~ L 2% T LET,
level \Z457E T & H&PHIZ 0 ~ 15 T,
Catalyst 3560 R/ Y F YT 97 AV 74 ¥al—vav 1 E
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TACACS+ [Z&KBRALYF T7H txwﬂ%lliﬁﬂ

Z 2T, TACACS+ %A 3 — 7 /WMIC LTRET D HFIEIZOWTHIA L E9, TACACS+ X, A
RTHT T 4 TIEREINE L, mﬂaoton$77 ot R #q“ L CRRBREBREITNET,
TACACS+ I&. Authentication, Authorization, Accounting (AAA; FBFE. FFrl. 7V T4 7) 1

CEVIERENTEY, TACACSt A X —7 /LT DI AAA avy REFH LR T IER
D it“/uo

GX) ZTHEMT S a~r RO JOMEH HIEDFERIZ DWW TIE, [ Cisco 10S Security Command
Referencell Release 12.2 Z# &M L T 72 &0,

Z 2T, ROBREFRIZOWTHHALET,
e TACACS+ OHEE (p.8-10)

o TACACS+ OEIE (p.8-12)

e TACACS+ DF%E (p.8-12)

e TACACS+HEDER (p.8-17)

TACACS+ D=

TACACS+HIE, AL v FIZT 7 8ALL S LT 52—V ORGEEEFNATIEXF2 VT4 TV
r—3a T, TACACS+ —E X, #% UNIX F£72/F Windows NT V—2 25— 3 kT
B4 %5 TACACS+ T —F L DF —Z _XR—ZATHEBINET, A4 v FIZ TACACS+ e R ET
5120%. TACACS+ ¥ —RIZT7 7B AL T TACACS+ H—_ZREL TBL SERH Y £,

TACACS+ 1%, RBIDE Y 2 — VRIZFE, #Frl, BLOT VT 4 V7 HEEZHA TWET,
TACACS+ Tit, B—D7 7 A 2> br—/L % —/3 (TACACS+ 7 —FE ) BNE&EY—E R GHIE,
FALBLOT AT 4 0) EREICEELET, KV —EREZEAEOT — X X— R THEE L,
T—E VOIS L TEDOY—R"ERIRy NV CHEATE Mo — R 2HHTEE
7

TACACS+ D HEZ, 1 DOFIHY—EANGHEBOR Yy NT—7 T EARA» NaEHT LK
KERUTHZL T, AL vFE O A2l —2LT7 78 A =L L HITRy FU—2
TIHAYP—=NIITEET, Xy NUV—=7 TR =T, HxD2—Y Fv hT—27 %]
Y732y NU—7 BIOMHEEGR SN =Xy N —27 L O EZFEILET (X 8-1 Z25H),
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8-1 —REEI7%E TACACS+ Ry FD— O HERE

UNIXD—9 R T—3 > Catalyst 6500
(TACACS+ #—/3\ 1) D =X RLYF

———
27

171.20.10.7

UNIX D9—9 X F7—2 3>
(TACACS+ #—/1\ 2)

171.20.10.8

2 TACACS+ #—/\ Z RLREHEELT
a— AAYFEHERET D
LB EERET B

(TACACS+ H—NIZH R LH#ERTET %)
AAA A —TIILIZT B
o454 UBEARY R CEERT S
IHREHRIZUR FEBERT S

r— WEICHELCTHIAS LU

T—ORT—23y TFHYVTFAVTARIVARAGNEERT S T—I9XT—2ay

TACACS+1Z. AAAEF 2T 4 h—ERIZL>TEHIN, KO L5 —E 25284t LU FE T,

o FWIHE— A VBIONRNRATY—REZA4T 07, FrLl o URBIONE, A vbE—Y PR — |

&L > TRAFD 22K ATV E 9,
WREHHEREI L, 2=V L oxEEFETTEET (L2, 24 E R U—RKBAS SN
H L. HEOER, BBOIRE, —v 2 XA 7 HEEERE SR EOWL O OEMET 5
LI a—YEHRLET), TACACS+ R — ' AL, 2 —VHEHEIZA v —V &2 KET
HZEHLTEET, e 2L, SO RT— REHIRIARY o —I12EVv, RAT— RNOEH
OVBERSHDZ L ra—FIZEMIT 2L TEET,

o #FA — autocommand, 77/ &R ar bhu—)L, kyg U HE. e hal AR — KORTE
Lol a—HF vy a VO —PHEREIC OV T X O/ HIE L E4, £7-. TACACS+
FFAHEREIC L o T, 22— NRETTE Ra~vr FEFIRTAZ D TEET,

o THULUTF 4T — e ER O BIORLER— MIEHT AHEREIUE L T TACACS 5F—
FUCEELET, Xy NIV OEEHEFIT, THUCT o REEHFHLT, EX 2
T AERDT- DI —FOIRENRNE T X7 L7120, 2—FHEHOEREZRMLZY
TEET, THU VT 47 La—RiZid, =2—% ID, BlAREZIE L O TR, EITSh
7ma<> K (PPP72 &), Xy M. BXOAS MR EENET,

TACACS+ 7’1 hanix, AA vF & TACACS+ 7 —F U DOFIEEITV, A A v F & TACACS+
T—EUEOTE N a ey T RCEET D2 LIk o THRIEBRFZEBILET,

A A v F T TACACS+ 2T BI1Z1%, TACACS+F —F V7 NI = TRBET 5 27 A0
gf—éﬁo
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TACACS+ DEIE

TACACS+ M

2—HN, TACACS+ L TCWD AL v FITk LTS ASCIL v 7' A 27847 L., RIS
Al ROTatr ARRELET,

1. BEEARESLSND & AL v FIE TACACS+ T —F NIEH L Cax—V4 77 hEaRE L.,
;h%na% WERRLET, 2—FRa2—HFHEANTDHE. AL v FIX TACACS+ T —F
WEHRLTNNATY—RK a7 2RELET, AL v FILE-oTRRAT—K Fr o7 bR
FRIN, 2—FRRRAT—REANTLHE, ZO/NAT— R TACACS+ 7 —F VZiEE &
nEd,

TACACS+ (2 £ 5T, F—Fr La—H L OMOMFERAREIC/RY . 7 —F 3o — Y &Rk
TELRITOBEREGTEL LRV ET, T—FI0E, 2—VFLH LR T — FOMLE
bEEANTDHEIRDETR, =2—FORFEOHERE., ZOMOEBER2EHLZ LHTE
E3a

2. AA v FIE. BEBIIZ TACACS F—F U M HIROWTNNDISEEEE T,

e ACCEPT — —¥NFIEI I, V—EAZPBRCTEET, FAf2MLHEBLETILIEICAL v
FRB/EINTVAEAIT., O S CH BN SINE T,

e REJECT — 2 —HIFRir SN FEFH A, TACACS+ T—F L L T, 2—HFx 7782 %
ESEEND», vl Ay = AEFRITTL L0 1kdonET,

e ERROR — T—F VL DRV —ELRADOHHHIFET, 771X 7~%/&x4/%@ﬁm
oy MU — 7RI kw117 MNIEE L FE L7z, ERROR JEENERINTZHLEIZ. A
/])/'9:i %%Eljg)ji{ffl‘—ﬁ‘%muuﬁbctjkbijq

e CONTINUE — —H%, S BLICFIEFHROAN ZROBENET,

PR . AA v TF THANRA X —T NIl > TWBEA, 2—FIXBIMOF 7 = — X2 AV
*9, —WI TACACS+ A ICETeRIC, £9° TACACS+ FREEZX IEWICHE T T2 0LENRH Y
iﬁ—o

3. TACACS+ #FAINLELRBA 1L, HFOTACACS & —FE T L. 5 —F 2 ACCEPT £7-
/X REJECT OFF A& %K L £ 7, ACCEPT JGENIE INTZHAEIL. TOIREIZ, TDOa—
BIOZFO2—PRNT 7B ATE LY —EAD, EXEC £72I1Z NETWORK ¥ v+ 2 45 TCDT
) Ea2— OB TT—ENRNEGENTWNET,

e Telnet, Secure Shell (SSH; & =7 I =/), tlogin, F7-I34FHE EXEC —E 2

o PG NRTA—H (KA MELIFZIZIFIAT UV MOIPT FLA, 77 A VRN, BLOa2—
Y Z A LT T NEET)

RE

Z ZTlE, TACACS+ Z %R — b T2 X IICAL v T EZRET D HIEICOWTHH L E7, KR,
TACACS+ T —F VA #EFFT B8 A b (1 o738 2HE L, TACACS+BFED KU R b &
EHZTHIMLERSY £, £/-. BT TACACSHHABLIORT I T 4 7 DHFRY X F&IE
FIrZebTEEd, SRV R MZE- T, 2—VORGE, Frl, THETH U2 MERFOED
DI FREERELE T, FRU A RZHEHLT, AT X207 Y bharts 1 oFk
FEEIRETE 20T, WO FTABKRLIZBED R 7T v 7 VAT ABHRSNET, V7
R =T7iE, A SNORIIOFRE2MH L Ta—YOBEE, #FAl. 772 O 2TV ET,
%@ﬁﬁfmﬁﬂﬁ%n&#otﬁu VIR =TIEZEDY A DL ROFRERIRLET, =
O7rEAE, VA MNOFRZE2BEREDT 20, FRI A NOFAETXTHLKDD F
IS =-EXR

T, ROBEHBIZOWTHALET,

o TACACS+ DF 7 # /b Fi%iE (p.8-13)
* TACACS+ #— 3R 2 h DFfER K OREGEEORE (p.8-13)
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e TACACS+ B 7' A VRAEDFRE (p.8-14)
o FFMEEXECT /7 EABLU %Y hU—7 P —EAHD TACACS+ #F ] DORE (p.8-16)
o TACACS+ T HUVT 47 OiEHE) (p.8-17)

TACACS+ DT 74 L FRE

G¥)

TACACS+ & AAA X, T 74V CTF 4 =T NICRESNET,

X T 4 DRGEILET A0, Ry hU—IERT ) r—3 g &AL T TACACSt %
BRETHIEITTEERA, TACACS+ A F—TIWIZRE LT-HE, CLIZEBUTAAL vy FIZT
7ﬂzxﬁ_5i_‘a—%uuuﬁfgiﬁ—

TACACS+ OFREIL CLI Z#EH L TITWET 2., TACACS+ H— NIHERR L~UL 15 ICRE SN
HTTP B 255 L E 9,

TACACS+ H— /NN KR FOBERES L URIIROETE

AL DOV —REHEHTHZ L b T BEFEOT— /N KA & T A—T LT 572012 AAA
PN ITN—TEFHTHIIICRET Db TEET, =2 L—T{L L CE 7@%77“7‘%
NARARNOY T2y FEBRL, FEOY—ERZZDOH—RNEMHTEEST, =T N—7
X, Za— L =N R R R ME LIRS, BRI —NFA RO IP T FLA
DY AR RIBEENTNET,

TACACS+ % — R ZHEFFT 5 IP R A FERFE L, (LR TR B2 ET 5121, F## EXEC £— K
TROFNEEFEITLET,

avyv kR BrY
ATv7F 1 configure terminal Ja—)L a7 4xX¥al— gy E— REHBLET,
ATw7 2 tacacs-server host hosmame [port TACACS+ H— R ZHFFT D IP A AN (1 DFEIFTER) 2HEL

integer] [timeout integer] [key string] I3, ZoOavwr REEBBIAT LT, EERA DY A E2VERK

LES, Y7 hy=T3, fEESHEIEFTHRA bR LET,

e hostname \Z1X. RA FNDOLRIEZIXIP 7 FLAEZEBELET,

o (IEFE) port integer (21X, H—"DOR— B SEIFELET,
T 74V MEIAR— |k 49 T, FEETE HHPHIL 1 ~ 65535 C
7T

o (fEE) timeout integer |23, AA v FNT —F LU NOLDIEE
FORMZRECTRELET, ZERI D EAL v TFIEHA
AT MNLCZTI—2EHELET, 7740 MEIES I VBT
9, FRE T HEMIL 1 ~ 1000 FTF,

o (LE) keystring 121X, AA »F & TACACS+ %“~:E‘/FHEJ@T
XTOINT T 4 /7%:5 b L O SRR T 5 72 OiE =
fﬁ%?ﬁ LT, BB ET 5121E, TACACS+ 7 —F

(A g4 3 Ea‘éz%ﬁx&wiﬁ“

AT w7 3 aaanew-model AAA A X —T NI LET,

AT w7 4 aaagroup server tacacs+ group-name | ({T-3Z) Z—TFX T AAA Y — T —TFEREXELET,

ZDawy RLEoT, A v FIFT—NIN—=TF T a7 4
Xal— gy ET— NI ET,

[ oL-8553-03-J
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avwvlk B

ATy F 5 server ip-address (L) HED TACACS+ — A ERE LT — N T —F 15

fHF £, AAA — T L—7 D% TACACS+ — T LT
DAT v T HBYIRLET,

TN—TDEDP— L, AT v 72 TEBELDSL O TRITILA
D EHA,

2Fv7 6 end

e HE EXEC E— RIZREY 9,

XF w7 7 show tacacs REEMRLET,

ATwv 7 8 copy running-config startup-config UEE) v 74FXal—Yay 77 ANVICREZIRTFELET,

TACACS+ Q45 A Y

B 72 TACACS+ — B ET72ET R AZHIBRT 5121E. no tacacs-server host hostname 7

m—L Ay 4 Falb—varyavy ReALES, REY A ML= 7 —7 24k
9 %IZ1%. no aaa group server tacacs+ group-name 7 02—/ )V AT f Fal— g avy Nk
AL ET, TACACS+ — 3D IP 7 R L A ZHIFR$ 5 1Z1X, no server ip-address ¥ —/% 7 /L —7
PTarr 4 Xal—varavr FeERLET,

PRSI DERTE

AAA BREERET D121, BiEFRNOL4RIFE Y A FEER LTI, FAR— MZIZDY R B
A LEST, FHU R F i%ﬁéhénh.{w)&4’7 EETIEFZERZLET, 20U A NEFRE
DOAR— MIBERALTHDL, ERBEHFBIETRNEFITTHILERD Y £5, ME—OFISMNEIT 7 41 K
DFAY R N (BRI default EABIBHT BN TWD) T, T 744 b0HAY 2 ML, &uift
EHRV R NEARPICERINT-A VX —T oA ZAZHRNT, BHEIIZT X TOR— MIEH &
NET, EREFEADOFXY A MI, 7740 bDOFAT R MIEBELELET,

FHAU A M, 2—VFEHEOTOIZ s =) —#EE21T O FIRE R AR E2 Rl Ls b o TF, G
HEHT D 1 oF 2138802 T 40 a0 FaLziETE 50T, O HFRNRER L=
BONRY T v 7 VAT ARHRENET, Y7 b =TiE, VA MNOROOHTRZHEH LT
2—VERELET, TOFKTIEERELNRDST2HE, Y7 U= TIEZDU A MPHROD
FREBIRLET, 207X iE, VR NAORESFRUC X 28E DK 25 05, *iéntﬁ
RE2T RN TR LILEDDIETHRYIREINET, ZOWUBOH DS THRIENKI LIZGE (0FED,
X2 VT 4 —RERTe— L DOa—PFL T —F_R— AN —H 77%%%?ETT%> LN
L7256) ., Rk e A3 EIE L, ZRUL ERGEF R’ ITESND Z Liddh v 8 A,

07 A VERGEERRTE T AT, FikE EXEC E— FCTIROFIBEZET L £,

=1V N BiY
ATv 7 1 configure terminal Jua— ) ar74¥al—ary®— FElBLET,
ARTvF 2  aaanew-model AAA ZA RX—TNVIZLET,
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avy Rk

BiY

AT w7 3 aaaauthentication login {default |

list-name} methodl [method?...]

07 A RGN A R R L ET,

* login authentication =~ FIZAHIffZ U X MBAREINL L
PO EGEICHERENDT 74N bO U A NEERT DI
(I, default —U — FOKRAIZT 7 4/ MRULTHEMT 2577
XERELET., 7740 bOFANY X ME, BEIZT
TOR— MIEHINET,

o list-name 1%, BT 2V A ho&wiE LTHAT S LTS
HEELET,

e methodl... \Zi%, FRFET VT Y XARRITT D EEO FX %24
ﬂibiﬂ” BIOFEFELFRITE, 20RO FA T T —NiK X
N=GAEICIR Y A éﬂi'@”o AT DT U 7= 355 13
ﬁﬁéi}’biﬂ"ho

RONTNIDHREBIRL £7,

e enable — 1 X —7 /L XAV — FEFRIEIHEH L ET, ZOR
AEF R AT 5I2iE, & 55> enable password 7' 11—/
N arZ 4 Fal—yagry avwy RAEHLTA R—T
NAT— REEHRLTBLERH Y 7,

* group tacacst — TACACS+ Bt fFEH L E7, ZDORBFESH
EHEAT A2, 5L TACACS+ — 2% E L TE
SRERH Y F9, FHIZOWTIE, ITACACS+ H—/3 7R A
~ DR EFR JOGEGEROFRE] (p.8-13) ML TIIZE W,

e line — AR/ XA U — K& ZRIEICAFE LET, ZORELF%E
BT 212, HOEPUDEFRAAT —REEHRL TBL &L
ERH Y £9, password password 7 A AT 4 F a2 b—
varyavwry REfFALET,

e local — 2 —H )b =P T — X X— 2 ZBARHEH L E T,
T NXN—=2 L a—FLIEREATILTEBLLERH Y £
T, usernamepassword Ja—N\)ar7 4 Xalb—a v
avr FEEHLET,

e local-case — KXFEL/NXENRRPIENDEE—H)L 2—F4
T _R— 2 ZFEIHH L EF, username name password
=) ar7 4 Xalb—vary avy Reif LT,
=P IERE T —F RXR=R AN T D2UERH Y £,

* none— BV A ZRWEEEEH L EE A,

AT 97 4 line [console | tty | vty] line-number T arZ 4 Xal—varyT—ReRBL, BFEY X hOw
[ending-line-number MG L3 2REBEZRE L ET,
RXT 97 5 login authentication {default | list-name} |[al§5 % 7= 1XEEY » Mo LT, REEY 2 FEEHALET,
* default % f57E 7 5 %54 1L, aaa authentication login =~ > R C
B LT 74 b DY X M EFEHALET,
* list-name |21, aaa authentication login =~ > FT{Ek L7z U
A bEEELET,
A7vF 6 end b EXEC £— RIZRED £,
AFv 7 7 show running-config MEEERLET,
AT 8 copy running-config startup-config EE) 27 4FXalb—ay 77 A NVICRER R LET,
Catalyst 3560 R/ Y F YT 97 AV 74 ¥al—vav 1 E
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AAA T 4 E—7NWIZT 5121, noaaanew-model 72—/ 3L 27 4 Fal— g avw R
EHEALET, AAAFEIEZ T « B—7 /179 5IZ1L, no aaa authentication login {default | /ist-name}
methodl [method2...] 7 0 —/N\)L a7 4 Falb—vary avwry ReEHLET, e /40D
TACACS+ §8FE% T 4 B — 7 WIZT 5007 7 4 /L MEIZIR T %5414, no login authentication {default
| list-namey 7 A v a7 4 Falb—vay avy REEHLET,

AAA FREFEHLT HITP 727 BAICKLAAL v FOEFx=2 VT ¢ ZfART 51, ip http
authentication aaa 7 20—/ )L a7 4 X2l — g av L RTCAAL v FERETHLEND Y
F9, AAAFRREDORE TIE, AAA FKAEMFHLZHTTP 77 BRAICH LAAS v FDEF 2V T o
TR S E R A,

ip http authentication =~ > K OFEMIZ-DWTIL, [Cisco I10S Security Command Reference)] Release
R2Z2ZMLTIIES0,

FHEEXEC 7V RBLURY FT—Y —EXFH®D TACACS+ FHAIDFRTE

ATFvT A1
ATFvF 2

AFvT 3

ATv7 4

AAA FFANC Ko T2 —VREHTEX 2 —EARHIRENE T, AAAFFRIDA X — 7 VTR E S
nNTnWsé, 2 v FlIIa—F DT 77 A NNOEE LEEREHEHALET, 2oFa7r A1
W, a— A Da—Y F—F_XR=2F =G x2 VT4 V=R EHY, 2—FDkyark
HELET, =2—FiF, 2—F 7077 A VADOHERTRD LIV TWDIGEICRY , R LIV —
EADT 7 ANEBAIENE T,

aaa authorization 7 07—/ 3)L 27 4 ¥ a2 L —3 3 a~<w 2 R tacacst ¥ — YV — R&{F1F T
I 5L, FilE EXEC T— F~Da2—V DRy NU—27 T v ZAEHIRT DT A X EHETE
*7,

aaa authorization exec tacacs+ local =~ > FlX, IROFAINRT A —X ZHE L E T,

o TACACS+ Z M L TRRAEAIT o -8 irid, Rt EXEC 7 7 & AFFAIZ TACACS+ #fEH L &
j‘o

FREIZ TACACS+ 2 H LD o 12 85A1, v— T— 4 _—2EEH L ET,

N
GE) FUREREENTWHWTYH, CLIZHEALTe A L, RBiE&NTa2—FIx LTiE, FFa 38
SNET,
¥iME EXEC 7 7 B AB LRy hU—7 H—E RIZBIT 5 TACACS+ FFAl ZFEET DI, etk
EXEC E— R CTIRDOFIEEZFATLET,
=SV B#
configure terminal sua—ar 7 Fal—yar T— REBBLET,
aaa authorization network tacacs+ v N — 7 EOT R TCOY—E RBER|IIHT DL —
TACACS+ #F [ &, AA v FITRE L ET,
aaa authorization exec tacacs+ o — W EXEC DT 7 & AMERD & 2546 . =—H TACACS+
T AL v FITRELET,
exec F—U— FEIEETDH L, 2—¥ Fu 77 A LIFR
(autocommand [E#H 72 &) NIREINDLERH Y F7°,
end HHE EXEC £— FIZRY £,
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=SV By
ATwv 7 5 show running-config RETMERLET,
AT 97 6 copy running-config startup-config UEE) 274 FXal—Yay 77 A NVCHREXRELET,

PR % T 4 B —7 /L2 9 HIT1%, no aaa authorization {network | exec} methodl 7’71 —/3)L 227 ¢
Fal—varyavr ReHLET,

TACACS+ 7 h VT4 VT Di2E
AAA T AT T 4V THEREIL. 2—FRT 7R L —ERE, WELERY NU—2 U Y —
ABERN T oFR VT LET, AAATHT T4V TR A X—=TNITBH L, AL v FiTa—T o0
HERIE T DT 47 La— RO T TACACS+ tX =V 7 4 — NI LET, &
THIT 47 va—Ki, TAVyT 4707 M) Ea— ME (AV) XT%2&H, B¥ =
V74 =N fFENET, ZOT—F &I LT, Xy NT—27EH 7747 h~Oif
L. FRITERICKRSLTHZENTEET,

Cisco I0S DHER L~ VB LRy T —2 $—ERIZET 5 TACACS+ ThH U VT 4 VT %A
F—T T HITi, FibE EXEC E— FCROFIEZ E(TL £,

avwv kR B
X797 1 configure terminal Ja—nN) aryJ 4 Xalb—ar EFT— RE2HBLET,
AT w7 2  aaaaccounting network start-stop tacacs+ | % v U — 7 BED TN T OH— B RBERIZ OV T, TACACS+
TATT 4 T X—=T M LET,
AFTwF 3 aaaaccounting exec start-stop tacacs+ TACACS+ 7 H U T 4 7128V, ¥ EXEC 7t ADk
PNZFEGRBRGE T 1 D T ¢ > @A, BRI RRSRE (ki@ & %k
BFI2EoITRELET,

A7v7 4 end FHE EXEC — FIZR Y £,
AT w7 5 show running-config WEXMERLET,
AT79 7 6 copy running-config startup-config (EE) a7 4FXa2l—ray 77 A NMVIETEEZHRELET,

THTUT 4T %T 48—7/WIZT 5L, no aaa accounting {network | exec} {start-stop}
methodl... 7 2 —/3)L a7 4 X ab— gy avy REERLET,

TACACS+ ZRED R
TACACS+ H— S EHE A2 #5121, show tacacs £ EXEC i~ > R&EfFH L ET,

Catalyst 3560 R/ Y F YT 97 AV 74 ¥al—vav 1 E
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RADIUS [CKBRAYF T4 txwﬂ%ll?ﬁll

G¥)

RADIUS DO E

Z ZTliE. RADIUS A X —7 /W L TRET 2 HIEIZOWTH L9, RADIUS (X, Fffli7e7
BT 4 IERENEL, ubpftio;UHfFi?szx O L ORI EE A ATV £ 97, RADIUS
I, AAA AT L THEEIN, AAA a2~V REFH L TORA X—T I TEET,

ZZTCHERT S 3~ RO X OMERFIEOZEMIZ W T, [Cisco I0S Security Command
Referencel] Release 122 Z#ZM L T2,

22T, ROFBEBBIZCOWTIHALET,

e RADIUS OB (p.8-18)
* RADIUS O#EifE (p.8-19)
¢ RADIUS OF%E (p.8-20)
* RADIUS OFRFEDFHER (p.8-31)

RADIUS (35387 AT 2 N/ H—N AT LT, RERT 7 EANLR Yy NU—7 2R L F
T, RADIUS 7 54 7 v M., ¥y R— b B0 2Aafin—2BL AL v F FCBELET, 7
A7 v MIHHRO RADIUS H— NICFEREER A2 XY £9°, H4D RADIUS $— 2T TH
2—PRFEE R, Ly FU—2 =R 77 B RFRPIBER STV ET, RADIUS 7R A M, i@
H . A= (Cisco Secure Access Control Server /3N—3" = > 3.0), Livingston, Merit, Microsoft, % 7=
MDY 7 v =7 FaNAf X —ORADIUS W— X V7 Ry =T RBH L WA~ /LFa—H
AT ATT, FEHIZOWTIEL, RADIUS =D~ =a T L E SR LT EE0,

RADIUS (X, 77 B ADEX=2 VT 4 BMER, ROXy hI—JBRECTHEALET,

o ZNENN RADIUS #HR—rT5, wLFRUF— T 782 =Nk dHxy hT—7,
72 2E, HEOR =0T 72 A B— "R 1 D0 RADIUS h— X=X X2V 7 4
F= B R=2EFEALET, HERE—=DT 7R =B3R5 P XR—ADKXy hU—
7 Tld, A YA v 2—PIX RADIUS ¥ — %@ U CRRIES N E 7, RADIUS +— 3%
Kerberos E¥ 2 V7 4 AT ATEIMET DL O AX A AENTWVET,

e 77U /r—3 a2 RADIUS 7’0 har P R— D54 —rF— Xy hU—7 X2
FABRE, Pz, Xv— A, =TI ER Ay a— ) VAT LAEFERTAT VAR
B, %7 —ATI¥, RADIUS /% Enigma D& ¥ =V 7 4 h—RFEEHIEHL C2—V %0
L, XY NT—2 U I)—2ADT VB RAZHFALET,

o " TIZ RADIUS AT x>y hU—2, RADIUS 7 54 7 FEHFD L 2 a2 A v F %
Iy NU—Z|BIMTEET, 2D TACACSH — S~DBITORYD AT v FLip b2 &
LHY FET, 82 ML TLZE,

o I—HN1 OO —BERIZLINT 7 EATER\ Ry hU—7, RADIUS #fifl45 &, =—
YOT 7 A% 1 DODKRAM, Telnet 2 E\D 1 2O=2—F ¢ VT ¢, £721Z IEEE 802.1x 72 & D
Ju halEFHRTA5 Ry hU—ZIZHIETEET, 2o e b LoFEMIIoOWTIE, F9
% TEEE 802.1x " — FA_R—ZFRIEDORE] ML T &0,

e UYV—R THULT 4 UIHPMEIRFy NU—7, RADIUS  FBFEZ 72I137FA] &3 BIEIC
RADIUS 7H DU VT 4 v 7l T&Ed, RADIUS T AU T 4V THEBEIC L »C, —F
ADBBBIOKRTIHE T —22%EL, 2oty arfIcEHENSL Y YV —2 (HFE.
Ny by NA R E) OEERIFITEEST, AV F—FXy b P—EX T fF—
RADIUS 77 kR av hua—nABIOT IO T4 7 V7 02T D7) =0T /N—
VarEMFEHALT, R EX 2T BIOREIIHT A= X AT TEET,
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RADIUS IZ. RO L5 F%y hT—27 X2 U T o RPUIZITE L TWER AL

e w/FTm ka7 & RERBEE, RADIUS id, AppleTalk Remote Access (ARA) . NetBIOS Frame

Control Protocol (NBFCP), NetWare Asynchronous Services Interface (NASI). F721% X.25 PAD

e AR — b LEEA,

AA v FMIE 13— F BIRAE, RADIUS i, MGG ZITVEH A, RADIUS I3, fftHl
7‘/\/(7\ﬁ‘nhuﬁ%fzgkj‘éia/\ &)57‘/\/1)175 %{ﬂ$i§<®7/\47<’\@nm 'fﬁ)ﬂf

TET,

BHEOY—VE AZEHAT LRy hU—2, RADIUS IZ, —f&IZ 1 AD2—F % 1 DOHP—E %
EFNINRAL L RLET,

8-2 RADIUS H—E XM 5 TACACS+ H—E X ADBIT

R1E RADIUS

||

/ RQE RADIUS
! _l\

l ,,,,,,,,,,, T1 ﬁ TACACS+
[:]_’ v
— -

'J—%— . T2 (=gl TACACS+
PC R
—

=/

J—OXT—3>

86891

RADIUS D ENE
RADIUS H—NiZL > CT7 78R v bu—LE&ND AL vFIZ, 2—FRa 7 A B L ORGEE
RaD L, ROA R MREAELET,
1. 2V HABIORXRT—ROANEERT L a7 wRErRENET,
2. 2—PELABIUOREELINTZRAT— R, xv b T —7&H T RADIUS H— NZkE & E

j‘o
3. Z—IIRADIUS —300 5, IROWTNNDIEEEZFELET,

a. ACCEPT — 2—¥RiEIN=Z 2K LET,

b. REJECT — 22—V OFFENKI L, 2—FEZB LR T — RO\ AT NER I D0,

FRET 7B ANESENE T,

c. CHALLENGE — = —#|ZiBNT — X Z# %R L £,

d. CHALLENGE PASSWORD — 2 —H[IH LVWWRA T — REBERT L L) ICEREINET,
ACCEPT % 721X REJECT )& IE., $i1E EXEC £7213 % v b U — 7 FrlIfEH T 21BN — 2 B3R
VR ENTWET, —¥X RADIUS #FFrliZEETeniiiZ, £9° RADIUS #FBiE% EFICE T T 54
FERHVET (A R—TNICRESNTWVHES). ACCEPT F721% REJECT /X4 v MZIZ®k DB
MF—2NEENET,

e Telnet, SSH. rlogin, F7213%#E EXEC Y —E X
o PEHNTRA—H (KRAMEFRIZITIAT U MDIP T RLVA, 77 AX VR, BEXOa2—H
XA LT T REET)
Catalyst 3560 R/ v F Y I k7 avI24F¥al—av H4F
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RADIUS DEE
ZZTIE, AA v F D RADIUS Z R — b5 X 5 ICHRET D HIECHOWTHH LT, &IKR.,
RADIUS =R V7 v =7 RBET 2582 b (1 >FE 72134845 %245E L. RADIUS §8iED 55
VA NEERTHILERNHY £, /2, EETRADIUS HFAlB LTy v T 4 7 DY A
FEEZTEET,
FHRY R ML T, 2—FOREE, FHl. I T7TH UL MEFO-ODONEF L TR EEELE
T, FRYXMEFEHLT, HTHEX=2U 7 1 712 hab (TACACS+, m—/L 2 —HF 4k
RRE) 1 OERITEEIEETELIDOT, BUOFRABNEWM LTZBEEDO ARy 7T v 7 VAT AN
EfRENET, Y7 bhoux=Tid, VA MNNOENOFREFEHA L C2—FORGE, #Frl, T v
FOHERFZATWE T, TOHFRTIRBENRELNR o256, Y7 b =TIEZZED U A R BIRD
FREBIRLET, oo xiE, VA MOFRICEZ@EDNHKDT I, FRU X boFR
EIRTRALKDDIETHETET,
A A wF [T RADIUS HEREDR E X 1T 9 BilZ, RADIUS -— N2 7 7B AL, —_"ZRETH N
ERHY ET,
Z I T, ROBEBFBRIZOWTHALET,
e RADIUS ®F 7 4 /L hRE (p.8-20)
e RADIUS ¥ — X A b OikBl (p.8-20) (#4%H)
e RADIUS 1 7' A ViBGFEORE (p.8-23) (WZH)
o AAAV—RITN—TDEHE (p.8-25) (EH)

o WP AX—TNTI7EABIORX Y NU— P —ER|ZFT % RADIUS #F Al DX E
(p.8-27) (EE)

e RADIUS 7T VT 4 v 7 DEH] (p8-28) (EE)

o T _TORADIUS H—DOHE (p.8-29) (L&)

o NUK—[EHADRADIUS 7 b U B a— R EHEHT D AL v F%E (p.8-29) (EE)
o NUHX—JHH®D RADIUS —3 L OEFEICET 5 A1 v FRE (p.8-31) (EE)

RADIUS DT 7 #JL FE&E
RADIUS BEXTAAA X, T 74V FTHET 4 =7 MR ESNTWET,
YX 2T 4 DRGELIET B0, %y NTU—=JEET 7Y r—3 a3 & LT RADIUS %%
ETAHZLITTEFEH A, RADIUS A4 2 —T7 NMICRE LGS, CLIZEUTAAL v FIZT 7 k&
AT D=V ERIETEET,

RADIUS H—/\ "R FDERI
AA v F & RADIUS H—_"O@fEI121%, WOBERDPEHR L EI,

o RAMKZELIXIPT RLX

o WEEDZEHEA— K

o THUUT 4T DsMEAR— bk
e F— RRNY VT

o HA LT NEFH

o HXEMEK
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RADIUS ¥ ¥ = U T ¢ $— X AR A M FEIZIP T KL A R A M EHTED UDP R— &5,
FTIP T RLALEED UDP R— b ESICE > THELET, IPT7 FL AL UDP R— &5
DOMBEDHIZE T, —B O ID BMER S, FFED AAA —E X &9 5 RADIUS KX K
ELTHAXDR— P 2TERTEET, 2O—BFOIDE2HEHTE2ZLICE-oT, AUIPT FLRIZ
DY — " EDO#EE D UDP AR— hZ, RADIUS R EZEFETEET,

ﬁuRmmB%—NL®£kézo@mxbbevmﬁbﬁ—fx(t&iﬁ?ﬁ?y?4y
MNERELTEBE2FZEOICRELERA N 2 FUILEWICRELTEZRA R IO T = —
VT == N /77 v 7k LT@WELEETO ZORFITIE, BAIDKRAN = NIRRT AU T 4
VI = RAERRMETE RS E . A4 v F 1L [3rADIUS-4-RADIUS DEAD| A v — V& FIR

T, ZOHERILTNAALT2EDICHREINTCHAA N 2 NI TT AT 407 $—F
2% B ET (RADIUS A A b = h U X, BRE LTNEFICHE - TRITS N ET),

RADIUS Y— & AA v FiE, HHETHL—2 Ly b TFA AR U7 E2EHALT, AT —
P@F%M%;Um%@ﬁﬁ%ﬁwi#ommuszmwt%:U?4ZVVP%ﬁﬁﬁéiﬁ
IZERET HI2IE, RADIUS =N F—E U BB 5K A M &, TORAINBAL v F LIGTD
=7 Ly b TﬂEX b (F—) ANV T ERELRITNUIRY EH A,

&4A7?% BREEEH, B LOMSH#OMEIL, 37T RADIUS — NZxt LT/ r— 302

BRETHZELTEETL, V— B TE Eﬂ‘é Ly TEFET, Fo, Su— N RERE S
‘U‘_/\$UTO) REEMAGDED L TEET, X/l' /7‘& BE9 253 XT? RADIUS #—
W LT, TNHDORTEE 7 o — L2535 1214, radius-server timeout. radius-server
retransmit, 33 & U" radius-server key ™ 3 DDEAHF D 7 D_/*\/I/ A7 4Falb—var avr R
PHEHALET, 25 DOFRELZKED RADIUS Y— N2 9 21212, radius-server host 7 7 — /3
a7 4 Xal—aryavy REFERHLET,

x%y%imﬁm%ﬂw&%Akﬁ%ﬂﬁﬁf®%“(54A7¢F HEEREH, BLUOF—2
<~V R) BERELESGSG, =B TRELEZYA LT Y M, BEERK, BXOICET 52
<2 RiE, Ze—,uL ;px”m*utﬁfrlﬂ"ib FEERE, BLOIZET S a~vr Ne EEX
LEJ, §XTORADIUS 4 —NIZH L TINDDEERET D HEICHOVTIE, [TXTo
RADIUS ¥ — O E| (p.8-29) R L T ZI,

BEF O — N R A M EFRIEHICZ NN =TT 5720, AAA V—NR TN —T%FHTH LA
A vTFERETETET, FFIZONTHE, TAAA =N T —TDERKR] (p.8-25) #&ML T2
éb\o

Y—/SHALT RADIUS H—/3 & DR 28 ET 5121, K EXEC T— R TIRO FIAZ FITL £
T ZOFIRELHTT,

[ oL-8553-03-J
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avwo kR

B

RFv7 1  configure terminal

Ja—ryL ar 7 4 ¥al—v gy T— REBEELET,

ATwF 2 radius-server host {hostname | ip-address}
[auth-port port-number] [acct-port
port-number] [timeout seconds] [retransmit

retries] [key string]

YE£—F RADIUS =N KA D IP 7 RLAEZIIRA R
ERRELET,

o ({EE) auth-port port-number \Zi%, FRFEZER D UDP %65¢
A—RMERELET,

o ({£E) acct-port port-number (21X, 7T AU T 4 VT HR
?D UDP s AR — M EHELE T,

o ({EE) timeout seconds (21X, A A v F 7 RADIUS $—
DINEZFEL THEET L ETCOREMBLZIEEL E
T, FRETX DHPHIX 1 ~ 1000 TT, ZOREIL,
radius-server timeout 7 27—/ 3L 27 4 F a2 L — g v
avy FIZKHRELZ LEEZ LE T, radius-server host =
<V RTEA LT T FNE2HRELRWESIX. radius-server
timeout =~ > RO ENMEH SNET,

o ({£E) retransmit retries |Z1%, V— "DBIGE L72WgGE
FATISE DB AIZ, RADIUS Z3R & Y — NI %
THMREEREELET, FEETX SHMIL 1 ~ 1000 TT,
radius-server host 2~ > N CHEXEFEREZHFTE LW
4. radius-server retransmit 7 27—/ 3L a7 4 ¥ 2 L—
vary avy FOREDNFEHEINET,

e (£E) key string 121, RADIUS H— N\ ETENIET S
RADIUS 7 —F& & A A » F ORI Tl ¥ 53868 L O
THEERELET,

GE)  #:3. RADIUS Y —A_"CHERAT IS —%T 257
FZA R RN T TRITNIIRY EE-A, BITFIC
radius-server host =~ FORHEDOIHEA & L THEL
TLIEEW, FAITAR—AFEFE SN E TS, #HEOF
MBI OERRIZH D AR—RTEHTT, HHITA—
AT 256, 5IHGNEO—Fy Th L5 E
ZhrE, BIHFCREZEE 2N TLEE N,

12D IP 7 RLRIZKHET HBEHDOFA N = M) EAA v
FRRHT DL VITRET DL, ENENR2 D UDP A—
FESEEHALTC, Z0oa~y RELBEREEZTADLE
T, AAvF V7 bU =TI, BEINNEFICHES T, FXA
FEBFELET, % RADIUS R A M THAT B LA LT 7 b,
FEEEH, BIURS#EEZNENREL TIESN,

2Fv 7 3 end

Kb EXEC E— NICED £9,

RX7 97 4 show running-config

REEMEBLE T,

AT v 5 copy running-config startup-config

UFEE) av 74 X2l —Tay 77 A NVICHREEHRELET,

H¥7E D RADIUS H— 3% HlBr 75 Z1Z. no radius-server host {/ostname | ip-address} 7" 2 —/3)L 2
VI 4 FXal—Yaryavry REFEHLET,

RIZ, 1 2D RADIUS —_"ZFFEHIZ. 9 1 2D RADIUS yr—_"&T H U T ¢ 7 HITRE

THHIERLET,

Switch(config)# radius-server host 172.29.36.49 auth-port 1612 key radl
Switch(config)# radius-server host 172.20.36.50 acct-port 1618 key rad2

l Catalyst3560 R4 Y F YI b7 avI4Fal—var 4K
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WRIZ, host]l % RADIUS — L LTEHEL, FiEBI XTIV T 4 TOMFIZT 74V D
R— b AT EICRETHHIZRLET,

Switch(config)# radius-server host hostl

RADIUS H—ETH, WS ODPDEERETILENHD ET, ZTNOOREME LTI, A
4y%®m7va\%;U%%ﬂ&x4/%®ﬁﬁfﬁﬁﬁé%axb)/7#%@i#oﬁ
HZDWTIE, RADIUS H— D=2 7 L EZZBR LTI,

RADIUS O45 1 VRBIEDHRTE

AA FEREZ R ET D121, BRAEFROLRIfFE U 2 R EER LT D, FFEA—MIZDOY R b
%Jﬁﬂ% LEFT, FAU R b i%ﬁéﬂéuwﬂi0)54’7 EETIEFZERLET, ZOY A NERGE
DOAR— MIBEHL T, EREFBIEFRNELFATTHLERDH Y £F, ME—DHISMNEIT 7 4+ K
DFHAY A N (lRIC @mm&%mﬂﬁ?%hfwé)fﬁ T 74N hOFAY A ML, ARt
HRV A FERIICERSNIEA v —T oA ZAZBRNT, HEIWICT X TOR— MO &
nET,

FHAU R ML, 2—VFRIAEDTOICr =) —F#FE21T 9 FIRE FZBIEF AR L2 b0 TF, Wk
AT 1 F3HHEEDO X2V T 4 78 haLEEETE 50T, YOI B LKL 7=5
BDONRy 7T o7 VAT ARHHRENET, Y7 b =TiE, VA MNORNO TR ZHEM LT
2—YEEIELET, TOFXTIRENEONR)STZGE, Y7 hU=2TIEZEDY A R HIRO
FREBRLET, 2oFevRiE, VR NAORBGESFRIC L 28EBARDT 505, *iémtﬁ
KT R TRUKDDIETHRYVIRINET, ZONHOH HREE CTRRIENRKIRLIZHE (0F D,
X274 —=RFEREF = ND2—T LT —F_XR—AN2— 77-!2275_4577&5 b
L7ea) . iE 7 e 2 i3EIE L, T ERGE A RBNFATEND Z L1Edh 0 5 A,

0 A VR AR ET HICIT. B EXEC B— R TCROFIEZETLEST, ZOFIHIZSLATT,

avwvk B#Y
X797 1 configure terminal Jua—N)L a7 4 F¥al— gy B— RR2lHBLET,
ZXTv 7 2 aaanew-model AAA A F—T VI LET,
Catalyst 3560 R/ Y F YT 97 AV 74 ¥al—vav 1 E
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=1 BiY
ATw 7 3 aaaauthentication login {default | 07 A RBFEF Y A N EER L ET,
list-name} methodl [method?...]

* login authentication =~ FIZAHIffZ U X MBAREINL L
PO EGEICHERENDT 74N bO U A NEERT DI
(I, default —U — FOKRAIZT 7 4/ MRULTHEMT 2577
XERELET., 7740 bOFANY X ME, BEIZT
TOR— MIEHINET,

o list-name 1%, BT 2V A ho&wiE LTHAT S LTS
HEELET,

e methodl... \Zi%, FRFET VT Y XARRITT D EEO FX %24
ﬂibiﬂ” BIOFEFELFRITE, 20RO FA T T —NiK X
N=GAEICIR Y A éﬂi'@”o AT DT U 7= 355 13
ﬁﬁéi}’biﬂ"ho

WDONTIHND ST EFER L 9,

— enable — 1 X — 7L RAT— FEFFEICHERALET, =
DFFEHREMEH T 5121E. HH22 L enable password
Ju—ar7 4 Xal—gryavy REFEHLT
AF—=T N RAT—=REEHFELTBLERIHY 7,

— group radius — RADIUS #FEEHEH L 9, = @uuuﬂiﬁ
KEHEHT 51T, & 522U RADIUS H— 3% 5%
TRLERSH D £, ﬁﬂHLObVCﬁ\TRMMUS%—‘
NIARA RO (p.8-20) B LT IZEWY,

— line — AR SAT — RZFERFEICHER L E T, :O)uuuftji
REFEAT DT, HOELUDERRIAT — REE
TELIMERH Y 5, password password 7 A 2
T4 FXal—varavr ReEEHLET,

— local — T —7 /)L :L“—'H‘ZIT B _R— R RRGIE WZfER L
FT, T—FRXN—RZa—PLAFEREATTL T LE
A& Y F£ 9, username name password 7 2 — /N 3
T4 Xal—Tary avy NEHEHLET,

— local-case — KILFEL/NLFNRBIENDHR—H/L 22—
YHT —H X — A5 RALICHE A L £ 9, username
password 72 —/N)L a7 4 Fal—varavy N
FHLT, 2—VAERET — 2 X—RIZATH0E

BHYET,
— none — 17 A NIFRAEEEH L EH A,
2TYv 7 4 line [console | tty | vty] line-number FAy a7 4 Xal—Tary ET—RZ2BB LAY X MO
[ending-line-number Hxtgel 3 oRIREHRELET,

RXT 97 5 login authentication {default | list-name} |[a# % 7= 1 XEEY » Mo LT, RIEY A FEEHALET,
o default % f57E 7 5 %54 1L, aaa authentication login =~ > R C
B L7774V FDY A NEFEHLET,

e list-name |Z1X, aaa authentication login =~ > N TC{ERK L 7=V
A MEEELET,

ATY7 6 end FFHE EXEC £— RIZRY £,
ATv 7 7 show running-config WEETERLET,
ATw 7 8 copy running-config startup-config UER) m2v74F¥alb—ray 77 A VIR EERGFLET,

Catalyst 3560 R/ Y F YT 97 AV 74 F¥alL—vav Hq1E
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AAA T 4 E—7NWIZT 5121, noaaanew-model 72—/ 3L 27 4 Fal— g avw R
EHEALET, AAAFEIEZ T « B—7 /179 5IZ1L, no aaa authentication login {default | /ist-name}
methodl [methodZ 77—l ary s Fal—raravry REERALET. vl 128735
RADIUS BAEE T 4 B —7WIZT 5, HDHWIET 7 4/ MEIZEJIZIEL. no login authentication
{default | list-name} 74 > a7 4 FXal—var avr NEEHLET,

AAA FREHEHA L THTTP 77 BRI LAA v FO®F = V7 ¢ AT 5I121E, ip http
authentication aaa 72—/ )L a7 4 X2 L—3 gy avy RTAAL v F %3 Hni“ﬂ‘éié%f)‘éb@
F9, AAAFRREDORE TIE, AAA FKAEMFHLZHTTP 77 BRAICH LAAL v FDEF 2V T o
TR S E R A,

ip http authentication =~ > K OFEMIZ-DOWTIE, [Cisco I0S Security Command Reference) Release
R2Z2ZMLTIIES0,

AAA H—N T IL—TDEE

BEFOT— N R A N EFFEHIC V=TT 5720, AAA =R T A —T 2T B L H IR
AV TFERETEET, REFALOY—NFANOF Ty NEBBIRL T, ThEHFEOY—EX
WHEHLET, Y= T —T %, BRENTEY—RNEKFAFDIPT RLADY R N EETe T o—
VI — R ARA N YR REEBICERHEINET,

PR TN—TE, R —R"OEHEDOHEA N 2 N 2EHLZELTEETN, £ b
UNR—EDOID (IP7 FL AL UDP FA— "NEFOMAGDE) 2o TWDH I ENGMHETT, Z0
Bt lx OFR— N EZNENRFED AAA Y —E 2% #t9 5 RADIUS R A b & L TEFETE E
9, [ U RADIUS =R EDORRZ2O5OKA S = MVIZRALY—ER (27T 4
V7)) BFRELEGES. 2BFOICHELEAAN = ME, BAICERELEZAA N = MU O
Tz V=R Ry 7T o7 LTEEL £,

EFR LI N—T = NITRFE DY — " Z RIS 51213, server 7/ —7 —N a7 4 F o
L—yay avy FeHLES, Y—"Z P 7 FLATRETHZLHTEET L, EERE
@ auth-port 35 XN acet-port ¥— 7 — FEHEH L THEDFA N A VAF L AFEF= o N %
BETHILHTEET,

AAA =R TN —TEEER L., TDITIN—TIZHED RADIUS B — % I fh i B2k, Rk
EXEC &— R CTIRDOFIEZ EFTL £,

[ oL-8553-03-J
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avwo kR

B

RFv7 1  configure terminal

Ja— a7 4 F¥al—vay B— R LET,

ATwF 2 radius-server host {hostname |
ip-address} [auth-port port-number]
[acct-port port-number] [timeout
seconds] [retransmit retries| [key string]

YE— F RADIUS V" — XK A FDIP T RLVAFZIIARA N4 ETR
ELETO

e ({E) auth-port port-number (2%, FBRALZEER O UDP %6 56K —
FEfRELET,

e ({EE) acct-port port-number \ZiX. THU LT 4 VT ERD
UDP 3i%cAR— M &HE L E 7,

e (fEE) timeout seconds (21X, AA v F 7 RADIUS H—/ D
B L CHERETHAECORRMREAIEE LE T, HHET
EHHEPAIE 1 ~ 1000 T, ZOFRTIL. radius-server timeout
Ja—n) ar7 4 Xal—vary avwr RNk 3®RER L
FEX LFE I, radius-server host =~ R CTH A LT 7 KN EHT
L72WiEA1E, radius-server timeout =~ > N DR EIME I &
nE,

e ({EE) retransmit retries (21X, —"BIGE LW E, -
IHIGE DIV AIZ, RADIUS Bk & — N353 5 A5
FRELET, FHETX 2L 1 ~ 1000 TJ, radius-server
host =~ > R THEFBEEEZEE LR WA, radius-server
retransmit 7 20— 3L 37 4 Fal— gy avl ROR
ENERHENET,

o ({EE) key string (2%, RADIUS ¥ — 3 L CHEIfET 5 RADIUS
T—EL ALy TFOMTHERAT I REL KO FE#E2HE
LET,

GE)  #0X. RADIUS H— NTHEAT ARSI BT 57 %A
A2 RNY T TRITIIERD T A, BEITHFIC
radius-server host =~ ROEHZDOEH & L TEREL TL
EEV, BITAN—ATEE SN E T2, #oFHBLWY
KEIZHDAR—=AFTHENTT, BIZARX—RAEHEHT D
LA, Bl N Oy ThIGEERE, 5IAKT
HEAEFHFE RN TL I,

1ODIP 7 RVRIZHIET DEEDOHEA N = M) B AL v FR
T D ELOICHET DX, ENENELD UDP A — b EE%E
FHLT, Zoavy RELERBIBIZEGTANILET, A4 vF vV
7 MU= TE, BEINEIEFICES T, FAMEREBLET, &
RADIUS R A R CTHMT 224 L7 0 b, BERE. BIOWE
BEZNENREL TSN,

2T w7 3 aaanew-model

AAA A 2 —T NV LET,

ATwv 7 4 aaagroup server radius group-name

AAA Y =R I N—T % FED I N—THTERLET,

Zoawry REFEHTLE, AL v TFIEY—NITN—F a7 4
Fal—raryE®—RIRDES,

AT 7 5 server ip-address

FFE D RADIUS Y — NEEZREHLD Y — 3 T —F kST F
T, AAA — R J)L—T7 D RADIUS — T &2, ZORT v
VI LET,

TN—TDEY— L, AT v 72 TEBEHLDSL O TRIFILR
D EHA

AFv7 6 end

¥ hE EXEC E— RIZEYD £7°,

l Catalyst3560 R4 Y F YI b7 avI4Fal—var 4K
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=SV Z]: ]
AFw 7 7 show running-config REXWERLET,
AT v 7 8 copy running-config startup-config EE) a2v74Fa2b—vary 77 ANVICHEREERIFELET,
ATv7 9 RADIUS & 7' A »3BiE% A % —7 M2 LEF, [RADIUS 227 A >
PRREDORE] (p.8-23) L T E I,
$F7E D RADIUS H— % HIFr7 5 I21%. no radius-server host {/ostname | ip-address} 7" 2 —/3)L 2
V74 Falb—vary avr REFERALET, A" I N—TEar T4 Falb—var JRAL
N HHIBRT 511X, no aaa group server radius group-name 72—/ )L A7 4 X a l— 3 3
<~ REMHLET, RADIUS — 3D IP 7 K L XA % HIFR9 521X, no server ip-address Y—/\ 7
N—TF arv 7 4 Fal—varavwry ReEHLET,
WOFITIX, 2 2D 5 RADIUS 7 v—7" H—3 (groupl 3 L O group?) %R+ 25 L HICA
AV FERELTNET, groupl Ti, R L RADIUS — R EDERD 2 >OFA N = MU %,
FLH—EAHICERELTVWET, 2FOOFRA L = FUR, FHOZ M) DT = —)LF—
N= Ry T o7 LTEELET,
Switch(config)# radius-server host 172.20.0.1 auth-port 1000 acct-port 1001
Switch(config)# radius-server host 172.10.0.1 auth-port 1645 acct-port 1646
Switch(config)# aaa new-model
Switch(config)# aaa group server radius groupl
Switch(config-sg-radius)# server 172.20.0.1 auth-port 1000 acct-port 1001
Switch(config-sg-radius)# exit
Switch(config)# aaa group server radius group2
Switch(config-sg-radius)# server 172.20.0.1 auth-port 2000 acct-port 2001
Switch(config-sg-radius)# exit
AP A R—TL 7V ERAELUVRY FT—9 Y—ERIZEAT % RADIUS FFRAIDEKE
AAA T L o Ca—VREATE L2 —EARHIBRINE T AAA F 24 F—TNIZTD &,
AL v FIE (=D 2= FT—HIRXR=XFE=F X2V T 4 =R EZFETD) 2—F D7
07 7 ANADLEGLEZEREFHLC, 2=y v a v ERELET, 22—k, 2—% 7
077 ANVHOERTRD LI TNDEAICRY , BER LY —EROT 7B ANREAINET,
¥iHE EXEC B— F~Da2—H DRy NV —27 77 v AZHIRT 537 A—X 3% ET HI2IE, aaa
authorization 72— 3L a7 4 Fal— g a<wr Re b biZradius ¥F—V— FE2FHALE
—aﬁo
aaa authorization exec radius local =~ > RiX, IROHFR[NT A —FX EHRELET,
e RADIUS Zfli fl L CRRAEE4T - -84 1%, RADIUS Zfii i L CHEHE EXEC 77 & A & #F Al L %
‘j—o
o GHFEIZ RADIUS ZfEH L2 nomhfiid, m— L T —H _XR—2 %R L £7,
~
Gx) FFAIMBREINTWHWTH, CLIZEAL TR A L, i3z —FICx LTid, & idgng
SNET,
Catalyst 3560 R/ v F Y I k7 avI24F¥al—av H4F
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¥t EXEC 77 v AB L% v hU—7 $—E RIZEHT 25 RADIUS #F Al 24/ ET D 121E. Hte
EXEC E— RCTROPIEEEITLET,

avyk

BiY

ATv7F 1 configure terminal

Jua—)ar74Xalb—varyE—ReBBLET,

AT w7 2 aaaauthorization network radius

F v hU—ZBEOTRTOY—ERERICHT 22—
RADIUS # R %, AA v FIZEELET,

RF w7 3 aaaauthorization exec radius

o —WFIZHFHE EXEC DT 7 B AR & 554, = —H RADIUS
HFR ., AL v TFITHRELET,

exec ¥— T — R&ZIEETH L., =2—V a7 7 A VIER
(autocommand F# 72 &) BDEINDIHGERH Y 7,

AFv7 4 end

ke EXEC E— RICREY 1,

RFw 7 5 show running-config

REEHRLET.

RTw 7 6 copy running-config startup-config

EE) av74FXal—vary 77 A VICEREELREFELET,

el % T 4 B— 7 WIZF % IZ1X, no aaa authorization {network | exec} methodl 7’2 —/3)L 227 4
Fal—varavr RefHLET,

RADIUS 7Hh VT 14 VT DBl

AAA T H DT 4V TRERBIL, 22— RT 7B R LY =R e, HELEZXY U= UV —
ABE N T XTI LET, AAAT IV LT 4V T oA X =TT D E, AL v FlTa—FD
WERWAE T YT 47 La— ROEATRADIUS EX =2 U7 4 h— N2l LET, &7
HILTF 4T VA= RE, TATCT 4707 M) Ea— ME (AV) _TE&4H, £¥al
T4 = NREENET, ZOF—FEFITF LT, Xy NU—2ER, 7547 v b ~Diib,
FRITERICRITCHIENTEET,

Cisco IOS DHEFR L~ LB IOy NU—2 —ERIZBT DB RADIUS T AU VT 4 T A F—
TN T HITiE, ¥t EXEC E— R CROFIELZFEITLET,

avU kR

Hi

ATv7F 1 configure terminal

yau—m\ ) ar7 4 ¥alb—aryE— NEBELET,

ATw7F 2  aaaaccounting network start-stop radius

F v hU—7 B #EO TN TOY—E RAFER|ZOV T, RADIUS 7
BT 4T F—T M LET,

AT w7 3 aaaaccounting exec start-stop radius

RADIUS 7 H U T 4 72XV HiiE EXEC 7' 1 & 2R DRMIZ
SOERBHERT U T 4 v R RS REEIE T T T v
TR ERET DL OICRELET,

AFYF 4 end

Kb EXEC E— NICEY £9,

RXTw 7 5 show running-config

REZHRLET,

AT v 7 6 copy running-config startup-config

FE) av74Xal—Tay 77 A NIREFRELET,

THOYT 4T %T 4 —7 0T 5L, no aaa accounting {network | exec} {start-stop}
methodl... 72—/ )L a7 4 X¥al—rvay avy REFHLET,

Catalyst 3560 R/ Y F YT 97 AV 74 F¥alL—vav Hq1E
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§ARTOD RADIUS H—/\DEKTE

AA v F T _TO RADIUS — BT/ o — UGBEEERET B3 Bl EXEC E— R TR
DFIEEFATLET,

a<vwv kR B

& A

configure terminal ra—)Lar7 4 Xal—3i gy T— FEHEBLET,

ARTFvF 2

radius-server key string AA v F T _TORADIUS — R EEIND—2 Ly b

TXAR AN T EBEELET,
~

(GE)  #i%. RADIUS Y — NTHHAT LR 5HI KT 57 F 2
F A KU 7 TRITNAIEZRD A, TITAR— AT E
HENETH, BOPHBLOREIZH D 22— RITHE)
T, B AR—Z B M T 2 5A1F. 5IHAREO
DTHHIHEERE, 5l CHEEE 2N TN,

ATv7 3

radius-server retransmit retries A A v FH RADIUS R ZV — N CHEETIHEHEEFEEL F

Fo F74 ME3 T, HETE DHIMIL 1~ 1000 TT,

ATv7 4

radius-server timeout seconds A A v F 3 RADIUS BRIk BB 2 FF-> T, BoRZFHEET

HFETOR () #EELET, T 74V MISBTT, HE
TX AHIFIZ 1 ~ 1000 T,

&

radius-server deadtime minutes SHSEHE R 2R L7V RADIUS — 3% 2% o AR (4))

EREL., ERNFA LT U NTDECTHETLZ LK, KRIT
BEINTNEY—NERITTEDLOICLET, T 740 NI
0 TY, HETE HEPHIL 0~ 1440 43T,

&l

¥i#E EXEC E— RIZRY £,

ARFvF7

show running-config RTEMEMERLET,

RAFv7 8

copy running-config startup-config EE) 2v74Falb—vary 77 A NVICHRERZIRGFELET,

FXEREK, A4 L57 7 b, BLXOFEREROREEZT 74V MCETIZEE, Zhbooa<wr RO
no A ZMERALET,

RUS—EEDRADIUS 7 R Ea— F2EATAIRS Y FBE

Internet Engineering Task Force (IETF) FZ 7 Mt&IZ, X —FHAEDOT U Ea—h (7 Y
Ea—h26) ZA LT, A2A v F L RADIUS Y — [l T X —[EADOFHREZBET D200
FEBRED BN TWET, £ & —L, Vendor-Specific Attribute (VSA) #fiHT 252 Lick»
T, — AL HBRITES 2VHEA OYET Y Ea— b2 R— FT&ET, Y AaNRETD
RADIUS Tid, ZOMARTHIREN L 74—~ FEEAL T, XA —EHEOETT a2 15
PR=FLTVET, YRAIDORUL—IDIEI THY, FHR— I AROLT v a g y— ¥
A 71 (&HEiZ cisco-avpair) TY, ZOEIF, WKOT7+—~<v DAY T TT,

protocol : attribute sep value *

protocol 1%, BEDF A XA TIMEHAT DL Aa07a ha)y 7 M) Ea— hOfETT, attribute
BLWvalue 1Z, A2 3D TACACS+HHETER SN TWHEYIZRT Y Ea— MHE (AV) X7 T
Tosep (ZMEADT MY Ea— FOBFET =(EEHREDT M ¥ a— bOFHEIT * TT, TACACS+
PR CEH T 2R T OMREIL, RADIUS THEH T £,

[ oL-8553-03-J
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ATvFA1
A7y 2

ATv7 3
ATv7 4
&

72203, DAV XT HIEETH &, IPFFAIRE (PPP @ IPCP 7 KL ADE| Y HCTHE) 12, VA
D EEDELFIAFEZIP 7 N X T — ASRERN G0 £,

cisco-avpair= ”ip:addr-pool=£first™

WIZ, AA v TFNHEME EXEC <2 R~DORIGET 7 2 ANA[REL 72 b2 —W u /A & ffitd
L ERLET,

cisco-avpair= ”shell:priv-1lvl=15"

RIZ, RADIUS H—/ 57— X—2ANDF ] VLAN ZET 262~ LET,

cisco-avpair= ”tunnel-type (#64)=VLAN(13)”
cisco-avpair= ”tunnel-medium-type (#65)=802 media(6)”
cisco-avpair= ”tunnel-private-group-ID(#81)=vlanid”

WIT, ZOETIZ ASCHERDO AN ACL (F7 A arra—L VAR A FZ—T xR
AT A0 E R L ET,

cisco-avpair= “ip:inacl#l=deny ip 10.10.10.10 0.0.255.255 20.20.20.20 255.255.0.0”
cisco-avpalr= “ip:inacl#2=deny ip 10.10.10.10 0.0.255.255 any”
cisco-avpalr= “mac:inacl#3=deny any any decnet-iv”

Iz, T OEHEHFIZ ASCHFERDH ) ACL 24 X —7 = A AZHEHAT 20 %7 L FE9,

cisco-avpair= “ip:outacl#2=deny ip 10.10.10.10 0.0.255.255 any”

o F =2, ENENVMAOX X —ID, A7V a v, BIORIET S VSA BH Y 7,
N H— D B L VSA OFEMIZ-DWTIE, RFC 2138 Remote Authentication Dial-In User Service
(RADIUS) ] #ZML T EEWY,

AA » F D VSA 8k L CTEHT 2 L 5 IR E ZIE. ¥t EXEC £— R CIROFIEZ EITL
E3 e
= S =]: ]
configure terminal Ja—)ar7 4 ¥al—raryET—RelbLET,
radius-server vsa send [accounting | 2 A v F N VSA (RADIUSTIETF 7 b VU B o — |k 26 CEX) &8k
authentication] LCHEHATELLOICLET,
o (TR /BN F—BEFT NV Ea—bbDEEET
T4 T M) Ea— MEFIZRET HIZIE, accounting
F—U—FEEHLET,
o (TE) umuéﬁéﬂ%ﬁ/\/? A7 M) Ea— hOHESER
7 hU E=— FEFIZRET 512X, authentication ¥ — 7 —
REFEHLET,
XF—U— REEEETIC_Da~vy REANTRE. THT T 4
VIBIORIEOR A —EHAT FY Ea— b GNERA SN
E9,
end FikE EXEC £— RIZEY £,
show running-config HEEEHERLET,
copy running-config startup-config fEE) av74Fal—ay 7y A4 NVCHREZRIELET,

RADIUS 7 hY Ea—hD—EL NUFX—EHEOT MU E=— b 26 OFEHIZ-OWTIL, [Cisco
10S Security Configuration Guide] Release 12.2 DAk [RADIUS Attributes] ZZMR L T 720,

l Catalyst3560 R4 Y F YI b7 avI4Fal—var 4K
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RUS—HBED RADIUS H—/\NEDBEICETEIRA Y FHRE

RADIUS (ZB89 % IETF K7 7 MM TIZ,. A A v F L& RADIUS +— TR & —l B D 1
WABETEZHRUCOVWTED SN TWETA. RADIUS 7 MU Eo—k &y &S I EENLIE
LTWAERyZ—HH D FT, CiscolOS V7 b7 =T %, N ¥ —MAHED RADIUS 7 kU
Ea— bW 7E2y Y R—FLTWHET,

At L7z & 9512, RADIUS (R Z—OMAMERIC L 56 D0y IETF K7 7 MIHEILT 5 L 00 %
B3 Z2RET D21, RADIUS V=R F—F U NBEE L CTWAERARE, TORASNBAAL v
FEEETH—T Ly b THFAN AN UTERELRTNILZRY ¥ A, RADIUS AR b
JO—2 Ly b THFAPM AN T EEET DT, radius-server 7 2 — 3L 27 4 X o L—

varvavwr REFERLET,

R EERED RADIUS — N R A b, BIOEFENEY—7 Ly b THFAN ARY T
ZHET 5T, HiHE EXEC E— R TCHROFIEEZFEITLE T,

avwy kR

B8

RAFvT 1

configure terminal

Ja—)ar7 4 ¥al—iaryET— REEBLEST,

ATFvS 2

radius-server host {ostname | ip-address}
non-standard

JE— hF RADIUS =X FA FDIP 7 RLUAETITHRA N %
BEL. FOFRA B, XU Z =2 E 255 L7- RADIUS % ff
HALTWAZ LERELET,

2TFvT 3

radius-server key string

AL F LR F A EEED RADIUS $— L O T &
NHy—271vy b 7X%AN ANV UITERELET, AL vF
BLILORADIUS —NiF, ZOTFFA M AR T EEHLT,
RAT — RO SALE LOISE DO EITVE T,

~

GE)  #1X. RADIUS V— XTHEAT LRSI —FKT5T %
AN ANV T TRIFER Y A, FITAN—AT
MR XNFETR, BOFHBIUOKRREIZH D A—RZ
A TT, BICAR—RAEHAT L5501, 51 G &
DO—ETHHEARERE, SIHMFTREZHEZRNTL
7ZEW,

A7y 4

end

it EXEC E— RIZREY £9,

&

show running-config

BE (A e L% T

&

copy running-config startup-config

EE) av74Xalb—vary 7y A VICREEZREFELET,

N —ME AR D RADIUS R A b & HIBR$ 51Z1X. no radius-server host {hostname | ip-address}
non-standard 7' 01—/ N)L 27 4 X2 lb—vay avr FEFEHLET, #5257 -7t
5121, noradius-server key 70— )L a7 4 X ab—v gy avy NEHLET,

WIZ, R4 —BHAED RADIUS IR A R &EFEE L, AA v F LV — DM T radl24 L\ 5 &

eI OPE R LET,

Switch(config)# radius-server host 172.20.30.15 nonstandard
Switch(config)# radius-server key radl24

RADIUS DHRFENDRTR

RADIUS D% EZFTRT 51T

%. show running-config f5# EXEC =~ R&HEH L T,

[ oL-8553-03-J
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Kerberos [C& B R A v F 79t XDFIH

Z ZClE, Kerberos EX =2 U7 4 VAT AEARX—T ML TERET D HFIEICOWTHALET,
Kerberos X = U7 4 VAT A, FHEHTE 50— ]\“/\D—T4 AL Ay hU—2 UV —2R
WCXT 2 ERAZBIAEL E7, ZOWREZEHTLI2IE. AL v FIZAAL v F V7 by =7 Ok
N=Ta VA VA RN—ATINERDY £7,

ZOREEEH L, Cisco.com WO EALY 7 b =T Ty A NEX U a— RT 5325
LRENDH Y FT, FEICOVTIE, ZOV IV —=2DY V=2 /= E2ZRL TSN,
2T, ROBEHRICOWTHHALET,

*  Kerberos DT (p.8-32)

» Kerberos DENE (p.8-34)

* Kerberos DT (p.8-36)

Kerberos D% EFNZ-2>U T, [Cisco 10S Security Configuration GuideJRelease 12.2 @ [Security Server
Protocols| D E(Z& 5 [Kerberos Configuration Examples] #ZM L T 72 &, URL IZKRD LD
b(‘\—a’_‘o

http://www.cisco.com/en/US/products/sw/iosswrel/ps1835/products_configuration guide chapter09186a008
00ca7ad.html

GE) ZIZTCHEAINS v RO L OMERFIEOFEMIZ W T, [Cisco 10S Security Command
Referencel] Release 12.2 @ [Security Server Protocols] DFE(Z# % [Kerberos Commands] %2/ LT
&SV, URLTXKRDERY TT,
http://www.cisco.com/en/US/products/sw/iosswrel/ps1835/products_command_reference chapter09186a00
800ab7ff.html

(GE)  Kerberos OFREWIF L O [Cisco I0S Security Command Referencell Release 12.2 TlL, FHEHOEBIT 5
P— R/X—7F ¢ & LT Catalyst 3560 AA v FEFEHLTWET, ZDAA v FIL Kerberos (ZxF )
L, XY NI —27 X2 U7 4 H— & LTRHEII., Kerberos 712 b a L &HEH Lo —HF
FERTEET,

Kerberos OHIE

Kerberos &~ F = —& vV TRKF (MIT) 250 LI-WERIC L2 %y N —2RFE7'w k=
/I/'C“‘é” Data Encryption Standard (DES; 7 — Z i =5k #iits) LW\ oWk v X L% K5k &
RAECERL, *y bU—27 U Y — Rk 2 EREZFFE L £ 9, Kerberos id, FfHTX 59— K
R=T 4 L VIS EME > Ca—P LY - R L CEXFa VT A ORFEEZFEITLET, ZDFE
¥ T & B — K/N—F ¢ % Key Distribution Center (KDC; #F1T/R) &MFONET,

Kerberos I, =—HFNHTH I, TO2—FRFEHL TWBE Ry hU—7 —ER I TH B H»
ERIELET, ZINEFATTH7HIC, KDC (D V{EHTEZ 5 Kerberos ¥—3) N —HizF
Ty NERITLET, ZNOHOF 7y MITHEIHERH Y, 2 —FERAEOX v v ¥ 2 ITRFS
NE9, Kerberos —NF, 2 —F LAV —FRDORbLVIZF &Iy bafioTCa—FLxy b
J— 7 -'j“'—‘hz%wunﬁbi—aﬂ

Catalyst 3560 R/ Y F YT 97 AV 74 F¥alL—vav Hq1E
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~
(GE)  Kerberos V— NZiE, Xy hU—F X2 U T 4 — 3L LTREII, Kerberos 71 h =21 %
L Ca— Y ZFRIAETE 5 Catalyst 3560 AA v F Z2EHTE E7,

Kerberos DFEAEIAT A % — L TIX, singlelogon &\ ) FlIEZEHLET, ZOFIETIE, =2—F
)

Z 1 EERRET % &, 22— VREAZELNE 2T (o2 T — RO E{LEiTHTI10) EX =T
FEMMFIREIZ R D 97,

IOV 7 by =T U U—RL Kerberos 5 {Zxt)&% LTV E T, Kerberos 5 Tit., 9 TIZ Kerberos 5 %
FEHL T2, (UNIX =S PC 28 D) iRy U —27 RASPEHL T2 KDC
o Kerberos FBFET —F X— R &2 H T £,

k=Nt

ZOYTZ7 =T UU—ATIE, Kerberos (3RO FR Y hU—7 h—bE A%V HK—FLTWET,
* Telnet

* rlogin

e sh (VE—h =/ Fm han)

#8212, —fi¥A97% Kerberos B HFE L DO EEA R L E T,

% 8-2 Kerberos ) FEE

RAgE EE

B A= PRY—ERBMMOY— BRI L TH BHOH LA 5 FIE, 72

}:xi TTAT VU MIAA v TFITHRH L TRFEEE T, AL v FIIho 214 >
WKL CRRAEE S £

Frer A—PRR Y FT—=ITRAAL v FIZBNTEDOL I RMEREALTERBY £
EOXIEMERFEITTE D0 R, AL v T AT 5 FE,
FERA BIAEF 7 v b (TGT! o — B AFEHELR &) & F TR, Kerberos FAFFAZE T,

2—WEZFIY—ERADID ZRFELET, Ry T —7 h—EZARF 7 v K
ZFAT LT- Kerberos — "ZEHEHTLZ LICLIEGA, 2 — AR/ IRT —
REBANTHROVICINEZHERTE ET, IEAZEOAIHIRIZ, 8 KF# A
T 7 4V FDOFRETT,

A ARH R Kerberos 7'V 7L DFFA L~ T, 1T & A ED Kerberos 77V iR
VL, [user@REALM] &\ 5B TY (72 & 21X, smith@EXAMPLE.COM) ,
Kerberos A > A% L A D ¥ % Kerberos 7"V > 273V, [user/instance@REALM)
EWVWHIEATT (Fz& 2L, smith/admin@EXAMPLE.COM), Kerberos - > A
B AL GRREDS ) LT8O —F OFF R LNV ZFREET D 72O A ¢
TET, BARy NT—7 =B RDH— \F, Kerberos A > A ¥ L ADFFA[
VBT EEALIATTEETR, MATEHY EHA,

~
GE)  Kerberos 7V I NGB IO, VAZ U AGIT T RTUNLFET LRI
FULZR D EH A,
Y
(GGE)  Kerberos LV AL T T R CKILFTTRITAILZ D EE A,
KDC? S hU—27 KA N TEB#)T 5% Kerberos — B L RNTF—F_X—2 Fus5
L CHERL S N A AT

Kerberos %) Kerberos iEFAED A V' 7T A N TV F v 2V R — T H1-DICEEINT
PV =g R —ERADZ L EIET HE
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M Kerberos (2&BXA YyF 7Y ERADHE

%z 8-2 Kerberos MAE (&)

£
aR

bt

Kerberos L /L A

Kerberos — N2 & sk EN7-2—HF, A, BEXORY hT—27 —t' =%
THE S D R A A 2, Kerberos V— " &EHEL T, 22—V E7midxy hU—
J Y= 2T ER O~V EiF Ry hT—7 —E RO ID ZMFEL
*9,

~
(3¥) Kerberos LV AZITT X CRILFCTRITAILIR D FEA,

Kerberos ¥—/3

Py RU—=27 FARMTHBHLTNDLT—FEr, 2—FBILORy FU—72
P —E RIZENEI Kerberos — N2 ID 284k LET, *y hU—7 H—F
Al Kerberos h— N2/ =Y —%FEFEL T, oFxy U —7 h—E2DF
FAEEFET

KEYTAB?

Xy NI —27 —E RN KDC LIFT5H/3A2 T — K, Kerberos 5 LD /3 —
Tar T, Fy hU—2 =B A IXKEYTAB %Zfli» Ch b S —t
AGEIAE %2 i SRR U CRRAE L £ 9, KEYTAB X Kerberos 5 X 0 fijD/N— 3
v ClE. SRVTAB* & IEEN TV ET,

A IVIZaY%

Kerberos ID & % FFE41, Kerberos — N IZEES &, 22—V RHETH D0, ¥ —
EAIMAITHLINERLET,

Y
(GGE)  Kerberos 7V ¥ VAT RTUNLFETRUFUER D FEA,

H— v RGEAE

Xy N —27 —E 2DFEHE, KDC 22HAEHERBITINDL L. v b
V=27 $—ER L KDC B IAT 52T — FTHSfbEEd, = —3 TGT
LHNRNRATU—REHALET,

SRVTAB

F v NU—27 $—E RN KDC L4FT 532U — R, SRVTAB 1%, Kerberos
5D /R— 2 o TIE KEYTAB & FEZHUTUWVE T,

TGT

HyRERED Z & T, KDC BERFEE A — 23T HAEAE, TGT =5
Bt o 7= =2 —H %, KDC 257~ L7 Kerberos LIV AND R " U —27 H—E R|Z
L CRGE2H/D Z ENTEET,

b=

Kerberos M EH{E

Kerberos #—/3{

TGT = Ticket Granting Ticket (&% FERH#E)
KDC = Key Distribution Center ($%17 /%)
KEYTAB =key table (¥— 7—7/1)
SRVTAB = server table (#—/% 7—7)1)

. Xy hU—T X2 T =L LTERIE I, Kerberos 7' 1 b =2 /L%

FALTYT— F —VFEFFMA ATAEZR Catalyst 3560 A A ~ F &l T& £9, Kerberos & 4 A ¥~ A
AT HHEITIN OBV ETN, Xy hUV—7 —E AT 7 E8ALLEY ETHVE— b 22—
P, 320XV T 4 LAY EBBLRNVERY NU—7 H—ERIIT 7 EATEERA,

Kerberos —~3 & LT Catalyst 3560 A1 v F &2 LT, x> MU —2 ¥ — 2T L TRAEZ 15
LFIEIE, RO LB T,

1. BRAA v FICKT DGEOHS (p.8-35)

2. KDC 75 ® TGT OE4S (p.8-35)

3. Xy hU—7 P—E AT DO HE (p.8-35)
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Kerberos [2& 2R v F 7o AnHE W

HBRARA v FIHY HBEEOMT

ZIZTHEH, VE—F 2—FREE LTI RLRWRAOEF 2 VT 4 LA FIZOWTHBL
T, 2—FiF, FTERAL v F I L CRIEZERITIUIRY $HA, VE— b 2—FRER
ALy FITK L CRRAEE 253G, IROT o ZARFAELET,

Z—PREFR A A FI2k LT, Kerberos A5t Telnet #5554 s L £,
I—PHENRRT = RDODANERDLTa T N AL v FRERLET,

AA TR, ZO2—F D TGT % KDC I[ZER L £,

KDC 23— ID Z# Z el 5L S 7z TGT 2 A A v FITEFE LET,

A wFIE, 2—PFRAN LIZRR T — K& > T TGT Ol SRz 1T L £7,

o BESMBRICHKII LI2GA 1T, 2 — T AL v FICxt L CGRGEE £ 7

o WEEMEBRICENTD L e WA, 2 — 4 & /XA U — K% A JJ (Caps Lock ¥ 7213 Num Lock
DAY | ATIHER) TD0, HO2—FHLNRAT—F2 AN LTAT v 7 2 OFIE%E
MyIRLET,

Kerberos Xt Telnet £ 2 a VZBRE L., BRAAL v FORIMEZETNHNS Y E— F 22—H %

TrAT T =NV ORANCWETH, Xy bT—27 =B RIT 7 AT 5HIZIE, KDC 75 E#
BALEFHLENH Y 7, =—F 2 KDC 2 LFBREE S22 T LR 520 D1, KDC 233177 5
TGT IZAA v FIREENTEY | 2—FRZDZA v FIcu ZF o LRnnE Y | BINORIEC
FHATER2ONETT,

o b=

KDC ™5 TGT DH{F

ZIZTE, UE— b 2—PRE Ltfhit%&wz%bwt%:)74v4¥_owfﬁ%
LET, =—FE, Xy hUV—7 =B RIZT 7 ERTHLEDIZ, TO LAY TKDC ORGFEE
T, KDC 715 TGT ZHufG L2 huid7e ) £ A,

KDC (2% U CRRAER 15 D HIEIZ DWW TCiX, [Cisco 10S Security Configuration Guide] Release 12.2 O
['Security Server Protocols] MD#\Z4 % [Obtaining a TGT from a KDC| # &M L T 72 &\, URL L
WD EFBYH TT,
http://www.cisco.com/en/US/products/sw/iosswrel/ps1835/products_configuration_guide chapter09186a008
00ca7ad.html

v =9 —ERIIHT HRIADOIMEF

ZIZTHEH, VE— b 2—VREBLARTIIERLR2WVW I FDOEX 2V T 4 LA FIZOWTHLHA
LEd, TGT ZHE L7 —HIL, ZD LA ¥ T Kerberos LIV LAND Xy U —27 H—E A5
L CREREESRIT X0 8 A,

Fv b T —27 P—ERZHK U CERRIAEE 1S D FIEIZ DWW TUE [ Cisco I10S Security Configuration Guide ]
Release 12.2 @ [Security Server ProtocolsJ DE|ZH 5 [Authenticating to Network Services] 2L
TL7Z&V, URLIFRD LBV TT,

http://www.cisco.com/en/US/products/sw/iosswrel/ps1835/products_configuration_guide chapter09186a008
00ca7ad.html
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M Kerberos (2&BXA YyF 7Y ERADHE

Kerberos M 5E

VEe—h 2—=YPNRFy hT—7 P—E R L CRIEE S D 121E. Kerberos LV ANDKRA b &
KDC #EL, 2—HW LRy hU—2 = ROMGITEEEZITV., FEIGRIESE A LER D
DET, TNEFEBT L. AVORBINKLETY, KDC Ed Kerberos 7 — & ~<X— R TR A b
Dz Y ZIBI L., Kerberos LV ANDTRTHARA MM KDC 234R% L72 KEYTAB 7 7 A V%
BIMLUET, 72, KDCF—F _X—2|Za—FHO= > ) HER L ET,

BRA MBI P2 =Yz ) ZBIMNE 2T ERT 258 0EEFHIIRO LB TT,

e Kerberos 7'V VI SNVAITT R TNLFTRIFFUER D FHA,
e Kerberos A > AKX ALITT X C/NLFTRITHIEZ D EE AL
o Kerberos LV AT T R CRKIUFETRIZAEL D EHA,

G¥) Kerberos — 3Zi%, R hU—2 EX 2 U7 ¢ $— L LU TERE S, Kerberos 7’12 k2L %
fEA L Ca—H 23BFE T % Catalyst 3560 ZfE [ T £,

Kerberos iRilFi Y — N/ IV FA TV N VAT AEZRET HFIEIL. ROLEBY TT,
e Kerberos =~ R&fH L TKDC 3% E L ET,
e Kerberos 7’0 haVEFEHT DL IICAL v FEFELET,

FIEIZDUWTIL, [Cisco 10S Security Configuration Guide] Release 12.2 @ [Security Server Protocols
DT D [Kerberos Configuration Task List] #ZM LT 72 &V, URL iZIRD EEBY T,

http://www.cisco.com/en/US/products/sw/iosswrel/ps1835/products_configuration guide chapter09186a008
00ca7ad.html
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A yFoO—hLRiES LvHTORE B

AA Y FOO—HILEERES K VR DERTE

a—H)E— RTAAA Z#RETHLOICAAL v FERETDHE, =P THEETDH LD
IZAAA ZRETEET, ZOGEE. AL v TGRS K OFF OB 21TV E T, ZOFKE TIE
THO T 4 THERRIIE R CE EH A,

AA v FhEu—I1 AAA HIZERET HI213, ¥ EXEC E— R TROFIEEZFEITLE T,

=1 N E]: ]
AT7v 7 1 configure terminal Jua—N)L a7 4 F¥al— gy B— R2lHBLET,
RTv7 2  aaanew-model AAA A F—T I LET,
AT 97 3 aaaauthentication login default local B—HNDa—PLT — A _R— 2 FERAT B IO e VA HEE
ERELET, default ¥—V— RNiZkY, e—n 2—H F5—
AR AFRFER TR TOR— MI#EH I ET,
25w 7 4 aaa authorization exec local I—FD AAA FAEREL,. o—H )V F— X _X— 25 fER LT,
ZD2—HFIZ EXEC ¥ = VOFATEHAILET,
AFv 7 5 aaaauthorization network local Fy NI — VB HEOTRCOY—ERTERIZHT 52— AAA
REAIERE LR
25w 7 6 username name [privilege /evel] O—h) F—ERXR—2A%FH L, 22—V L4 X— 2D AT A
{password encryption-type password} RELET,
AP TLIZav s REHBVIELALET,
e name \ZlE, 2—VID % 1 Y—RFTHELET, AX—2B
FOGIHFFIMEH TE £ A,
o (LE) level \ZIX, 77 B AMEZA G2 —VPITRET DHEFR L
NVEEELET, FAETE D#PHIT 0~ 15 T, Lur 15
TI3FFHE EXEC E— RTO7 7 B ANARETT, L~UL 0 T
I, 2=V EXECE—RTOT 7 EA LY ET,
o encryption-type 1213, WS L I IV TRV IRA T — K% AT
< HEITL0 &2, B L&z 2T — RR% AL BHE
X7 E2EELET,
o password 21X, T—FRAAL v FIZT 7B AT HLEEITAT
FTOMBEDHHNAV = REEELET, NAU—FE1 ~
25 LFT, HDIAHR A=A Z A TE | username 1~ N
DRBOF T a v LTHRELET,
AFYyF 7 end b EXEC £— RIZRED £,
AF7w 7 8 show running-config REXWERLET,
AT97F 9 copy running-config startup-config EE) av74Falb—Yay 774 NVCEERRGFELET,
AAA T 4 E—7WMIZT HIZIL, noaaanew-model 72—/ )L 3T 4 Fal—ay avy R
EHEALET, FlET «—7/0ITT 5HI2IE, no aaa authorization {network | exec} methodl 7'
O—/N)L a7 4 Falb—ygryavr REFEHLET,
S
GE)  AAA FREMBALTHITP 77 E A LAL v FOEF 2 U T 1 ZHET DITIE,
ip http authentication aaa 70— 3L 27 4 ¥ a2 Lb—v a3 avy NTAL v T ERET HHE
WD ET, AAABREOBRE TIE. AAA FTREZMH LI HTTP 77 E AT LAAS v FDOEF =2
UT A ITHERSLERE A
ip http authentication =~ > ROFEMIZ DU TIX, [Cisco I10S Security Command Reference] Release
122 2L TES0,
Catalyst 3560 R/ v F Y I k7 avI24F¥al—av H4F
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N SSHDE-HOR1 v FORE

SSH Df=O6DR A v FDEETE

G¥)

SSH D=

T ZClE, SSHEEREZ R ET 2 HIEICOWTHPILET, 2oL ERT2I12E, K5 (K51{k)
V7 hT 2T ARA—TEAAL I TFICA VAN NVTOIUNENRSHY T, ZOHELZHEH L.
Cisco.com NOIEHLY 7 h U =27 T7ANEX U v — RT LA NE/{LILERH D £,
FECOWTIE, 2OV V=20 Y V=2 /= E2ZRLTIEZS0,

I TIE. ROFHRICOWTHBALET,

* SSH OHE (p.8-38)

* SSH ORE (p.8-39)

e SSH OBEEBLNAT —F ZADFTR (p.8-41)
SSH D% EFNZ-DUNTi, [ Cisco 10S Security Configuration Guidel Release 12.2 @ [ Configuring Secure
Shell] @ (Z# % [SSH Configuration Examples| #ZPM LT 7 &V, URL (ZIRO LBV T,

http://www.cisco.com/en/US/products/sw/iosswrel/ps1835/products_configuration guide chapter09186a008
00ca7d5.html

ZIZTCHAT S 3wy ROWICE XU A EOFEMIC DWW T, KO URL IZHHZDY J—2R
WCRIRT 23~ K U 77 L AR KT Cisco IOS Release 122 DA~ K U7 7 L ZA&2RML
TLIEEWY,
http://www.cisco.com/en/US/products/sw/iosswrel/ps1835/products command_reference_book09186a0080
087e33.html

SSH 1L, T3 RAZxtT B LRV T— MEREFRRICT 57 1 b2 /LTF, SSHIL, T/34 AD
FRREIRFIZBR I 72 b &24T 5 2 & T U — MEERUZ DWW T Telnet L EDOEF 2 V7 4 #EH L F
T, 2OV 7 =7 YUY —21%, SSH A— 3 1 (SSHvD) BILNSSH N— 5 2 (SSHV2)
ZYR—FLTWET,

Z T, ROPFIZOWTBH LET,

o SSHH = #HHBIZTAT v b, BEOYHR—FIRTWNE A=V 3 (p8-38)
o THIBREEIE (p.8-39)

SSHY—/%, AT SATFY b, BELUHR—FEATNEA— 3>

SSH #&EEIZIZ SSH H— "B I SSHHEAE 7 FA T F3dH Y. T BITAA v F ETEITEND
TV =3 a T, SSHYZ 747 v FaHT L5 & SSH U — "3BT 5 A1 » FITHHE T
XFET, SSHY—F, 2OV IV —ATHR—=FEINTWDHSSHZ 74T FBLO, flittio
SSHZ A7 v e LET, £/, SSHZ T4 7 bE, 2OV Y —RATHR—FENTWND
SSH H— % L OBl SSH — R L H L E 9,

A A wF L, SSHvl 721 SSHv2 — " Z PR — h LTWET,
AA wFiE, SSHvl 7 AT v hEWP AR —FLTWET,

SSH %, DES Wi5{t7 /LY XA Triple DES (3DES) W5t 7 /AT Y XL BLUONAT—F
R—2ADFFEEH R —FLTHET,

SSH 13k D — VIR AE PR — L TWEF,

e TACACS+ GGEHIZOWTIE, [TACACSHIZL DAL v F 77 v ZADHfH) [p.8-10] 5 M)

Catalyst 3560 R/ Y F YT 97 AV 74 F¥alL—vav Hq1E
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SSH O1=bDRA vFnEE M

e RADIUS (GEMIZOWTIL, RADIUSIC KD AL v F 77 ADHIH] [p.8-18] &%)

U

. "— 77/1/ uiEij:U\uq:T (uf'ﬂ;ﬂ \—OI/\—’ch: |VX/]) /9‘_0)‘3"—7‘\7/1/ quEkctUuq:T@nXﬁEJ
[p.8-37] &)

~
GE) ZovZbu=7 Y U—RL, IPSecurity (IPSec) Z¥HR— L TWHEHEA,
HIREIR
SSH IZiX, ROFIRFEEN EH SN ET,
e A v FIL. Rivest, Shamir, and Adelman (RSA) ZRiF& VA — k LE7,
e SSH, 7o =V TV r—variZiderR—rLET,
o SSHY—"BLIOSSHZ FA 7> hix. DES (56 v ) BXLXWU3DES (168 > k) 5F—4
ey 7 b =7 TORYR—FENET,
* AA wFIL, Advanced Encryption Standard (AES) XIFES(L7 /LT U X L% PR — b LEFEA,
SSH DT
AEITRD L B0 T,
o FERFOEFEFIE (p.8-39)
o AAYFTSSHEZFETTHLODEY T v 7 (p.8-39) (44H)
o SSH % — D% E (p.8-40) (AA v TF % SSHH—NE LTRET DHEDHNE)
BREBHDITESHE
AA v F & SSH Y —"EILSSH 7 A4 7 b & LTRETHHAIT. ROTEFHEIIE->TL
7ZEW,
e SSHv2 H—/ \[Z, SSHvl H— "THAK EILD RSA HOXRT ZHHTEET (WOHA R
T9),

* crypto key generate rsa 7‘E1>*/\‘/I/ ay 74 Xal—varyavry REANLEZHE, CLIT
T— Ay —UNRFRINDIEGE, RSAFHSNTITEREINTOETA, RA RBLURAA
VEBEBREL TN, crypto key generate rsa 21~ RE AN LT E X0, FEMIZ OV TIL,
[(ZA v FTSSHEZFETT LoDty NT v 7| (p839) ML T EIN,

o RSA #OXT HERRT HHEIC. A /’IZ‘—“‘ Y [No host name specified] MERINDZEMN
HVET, ZOXAvE—VUNRFRINTZEAIL, hostname 70— L 227 4 Fab— g
vavy REMHALTRA MR ﬁ?éz%ﬂ&w £7

o RSAHDT HAKT ALAIT, A /ﬂf—:/[No domain specified] WERINDH I ENHY
F9, ZDOA v E—URRREINTEAIL, ip domain-name 72— L a7 f Fa Lb— g
vavwy REMEHLTIP F%%/Z%E&ET&ZE# DET,

o D—HWNRIERB IO OFEERET DHEIZ. 22—/ ET AAA B’ T 4 =T TS
NTWHZ EZ2HERLTIEIN,

AL YFTSSH 27T 56Dty r7v T
SSH #FITT DL IICAAL v F &2y b7 v 7 T2, WOPIEEZFITL T ZE N,
1. 5Ly 7 b =7 4 A—T% CiscocomMH AU ro—RNKLES, ZOFEFTSEAETT, #F
Mz TE, 2OV YV =20V J—R /J—FrEBRL T I,

2. A YT DRAMBLOIP RAAL A EZFELET, ZOFEEZFEITTLHOE, A vT%
SSH #— L L CHRET DHAETTTY,

Catalyst 3560 R/ Y F YT 97 AV 74 ¥al—vav 1 E
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N SSHDE-HOR1 v FORE

3. AA vFNSSH # HEWIZA F—TNIZTH2DD RSA #HOXRXT AR LET, ZOFIEE

FATTHD1E, AL v F % SSH Y — & LTERET HHEZT T,

4. o—H)V T EBAEIXV E—F 77“EX)EH "j‘uuu 7&) ﬁiﬂbiﬁ*o \_@ﬁzﬂlﬁiz/ﬁ’(
Toﬁﬁﬁowfﬁ\PW{V%@D~ﬁWM£kiUﬁT@§EJ@8W)%ﬁ%bf<f

él/\o

RARLEIP FAAL A EREL, RSA#HOT 24K+ 5121, ¥4 EXEC E— R TR DO FIE

EEITLET, ZOFIEEZFETTIOE, AA vF % SSH YV — 1L LT3

TLHHEBTETTT,

=1 N BaY
X797 1 configure terminal Jua—n) a7 4 Xal—ar®T—RREBLET,
2T w7 2 hostname hostname AA v FDOHRA N EBRELET,
AFv 7 3 ip domain-name domain_name AL v FDRARF RAL LV ERELET,
ZF7v 7 4 crypto key generate rsa A v F ETH—HE LY B NI SSH #— /3%

RER 23737 0 F 97

F—T ML, RSABEHDT AR L 7,
B/INETVaF A AT, 1024 By MTT AT ERHBLET,

RSA DO XT HAERTAEEIZ. T2 TAOEIOANERD
LNET, TV TARNEL RDIFELETT N,

ARk &S

ATY7 5 end FFHE EXEC £— RIZRY £,
ATv 7 6 showip ssh SSH =R —V g VB I OREEHREET LET,

E s

show ssh x4y%ﬁ@$ﬂﬁ~ﬂmx%~&xéﬁﬁbiﬁo
RTvF 7 copy running-config startup-config FEE) av 74Xl —ray 77402 PIREFELET,

RSA SO~ & HIFRT 51213, crypto key zeroizersa 7 72—/ N)L 27 4 Fa L —T gy av s R
A LET, RSRARBOXT ZHIERT 25 & SSH - — NIXHBINIZT 1 =7 220 £7,

SSH H—/ DB 5E

SSH #— & HET HITIL. ¥ EXEC E— FTCROFIEAZFEITL T,

avyvFk BrY
X797 1 configure terminal rya—~)ar7 4 Xal—3 gy ET— REBBLEST,
RATv 7 2 ipsshversion[1]2] ({£E) SSHvl £721X SSHV2 AT T D LI ICAA v TF R ELE
‘a‘o

ZEIRL £,

e 1—SSHvlI ZFETTDHLIICAAL v TF &7
e 2—SSHV2 3T T DL IICAAL v TFEHRELET,

Zoavy REANLBRWES, £EF—V— FEEE LRV
AL SSH — 3%, SSH 7 74 7> h THHR— F SN TV D IRH
W=z O SSHZBIRLET, 22X, SSHZ 747 MR
SSHv1 B L TNSSHV2 % ¥ R— h L TW B A SSH ¥ —/31% SSHv2

Lij—o

Catalyst 3560 R/ Y F YT 97 AV 74 F¥alL—vav Hq1E
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SSH O1=bDRA vFnEE M

avU R

BiY

RATvF 3 ipssh {timeout seconds |
authentication-retries number}

SSH HilfHl/NT A —X 2R EL £,

o FALT U METHEATHEELET (F74/0 MEX 120
) . HETZA&MIZ 0~ 20T, 20T A—F(T,
SSH X m—3 g 7 =— R0 &VET, B s &
NAHLE AL Y FIICLIR—RA By alDF 7+ DX A
AT MEZERLET,
FIZHNFTE Ry T —2 LOERO CLIR—Z £y s
v (Byvar0~4) IZRLT, &KS5SSOREZLFEEE SSH
B TEE T, ET o LNERTSH L. CLI X—X
Ty arDFA4LTY MEZT 740 bD10FICRY £9,

¢« UITAT UMY —A~FRIATE LMK EHELET, 7
T AN NME3TT, FEETELFMIZ0~5 T,

W) 08T A— 4 BFRET BEAIZ OFIEZE Y R L ET,

AFv7 4 end

¥#E EXEC E— RIZRY £,

AT F 5 showip ssh

EJ e

show ssh

SSH h— D=V g VB L ORERRE R R LET,

ZA »F LD SSH Y — O AT —F A FKRLET,

AT v 7 6 copy running-config startup-config

(FE) v 74 Falb—ray 77 A NVICHREEHREFELET,

T 7 #/V @ SSH Hilli#l /R F A — X ZFE 91X, no ip ssh {timeout | authentication-retries} 7 &= —/\
VarZ 4 Fal—varavy REERHLET,

SSH DERER LUVRT—F ADERTR
SSH H—R"OBREB L RAT —F A& KR D120, # 83 OFHEEXEC 2~ R& 1 >£ 72136

BfERLET,

&83 SSHY—NOREHIVRAT—ERAERTTHATUEF

avyvk B#
show ip ssh SSH =" NR—V g VB L OREBEREFE R LET,
show ssh SSH r— DA T—HX 2% FK R LET,

“ThbDawy ROIEMIC

DUNTIX, [Cisco 10S Security Command Referencel] Release 12.2 @ [Other

Security Features | D& % 'Secure Shell Commands | %2R L T< 72 & W, URL (TR D £ BV TT,

http://www.cisco.com/en/US/products/sw/iosswrel/ps1835/products_command_reference chapter09186a008

00ca7cd.html
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SSLHTTP =D XA v FDEKRE

Z ZTiE, HTTP 1.1 % — BT T A 7 > MTHHES L7z Secure Socket Layer (SSL) /*‘*—“/“a
V3.0 ZRETHITIEZOWTHALET, %Li 27 HTTP {5 2 R4 572902, HTTP
7IAT ]\uuuﬂi Tl = GREE, Ak, BLOA vy E—VDES fi%ﬁmﬁ?biﬁ“o SSL
EEAT LIRS LY 7 U2 A A— /ﬁ)X/l’ IFIA VARV ENTNDRERDHD £
T, ZOREEMHHL, Ciscocom MOREEILY 7 2T T AN EE T a— R 53R
EHOVLERDY T, BEbA A —VFEMZOWTIE, 2OV Y —Z2DY Y —R ) — I\’E’%Egb
TLIZEWN,

T 2T, ROFBERICOWTHIALET,
o BEFaT HITP H— BRI T4 7 FOME (p.8-42)

o BXaT HITP 4 —"BILRI T4 7 FORE (p.8-44)
o BEXFaT HITPH—AR"BIRI TA TV NOART—HX ADFER (p.8-48)

T CHEMT REFR T~ RO L OMEHFEOFEMIZ DWW TIL, D URL IZH % Cisco
msmkwﬂlﬂwﬁﬁ)MTWSJHHWﬂwmmcmmWMSQJOJ@% Bl A ML T2
S,

http://www.cisco.com/en/US/products/sw/iosswrel/ps1839/products_feature guide09186a008015a4c6.html

X217 HTTP Y—NELUVIS5A47 > FOBE
¥ 2T HTTP #5084, HTITP — "B EZET 57 — X Ik fb s T/ v 2 — *yh:t
FENET, SSLIFE(LELED HTITP 1L, Web 77 U¥ B A v FE2RET D & 5 7oklfe
X TR L E T, RNk ﬁét%JTHﬂ?%—ﬂkioHﬂPﬁ747/bf
. 77U =2 ay LA YOREEIRIZ SSL /X—2 3 > 3.0 24 L %3, HTTP over SSL I3,
HTTPS L AW SN ET (BF 2 7B O%S. URL 23 hitp:// DRV I https:// THRE VD £3),

X 27 HTITP —" (RA v F) OEREENX, fEE€DOKR—F (F7 44 h® HTTPS F— b
M@13HHS%*%%BXTTJHHHJW%%—A«%®%ﬁ%ﬁ¢:&TTJHHHJ%~
SNIEZEOEREZMI LT, X =27 HTTP —1~EE O T) LET, BF =7 HTTP ¥ —
NI HTTP 11 H—"ofRb v iz, TOERIZISEZET,

TX2T7 HITP 7 947 F (Web 77 7)) OFARKEENL, CiscolOS 77V 7r—3 g VERIC
IWELT, £OT7 7V r—3 3 UBRER L7 HTTPS User Agent V—E 252 E4T L, Jn&d (F0
TV = a i) BT ETY,

CA DEHER

Certificate Authority (CA; #8:iE/R) X, ZRARA L THMT 58y N —7 T, ATFEREFEA
FITLET, IO —E L, 2T 2731 2T H5HREFHREXF 2V T 4 F—B X
UREAEOEEZ R L E T, FFED CA b — NI GHRE FFTILET,

BN FATIND & HTTPS H— N1, B & 72 DEFED CA D> H457- X.509v3 DFEAE % 31T
THZET, BXaT7@iers 747 MCEHELET, 77472~ (@%. Web 77 )
WX, ZOFEAEOFRC LI ABREEEZ A L T ET,

X o7 HTTP B6elZiE. CADEEHAEZRETHZ L 2R L 9, HTTPS — %27 L
TWBETF /A AT CA DEFEENREESN TRV E P — N3 H B &35 L THER RSA DD
N7 EERLET, BETHRIEL: (HOB4) FHZREY /X2 U 7 0 TIERVWoO T, #
TBITAT 2 MIZTOEHENEHCIEAETHL Z L A2@EM L, 2 —VICERORIN FELE7-
TR 2380 ERHY T, ZORREIINT Ry hU—7 bReY (T2 NHRE) &
MNHET,
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CipherSuite

SSLHTTP =D R A yFoHxE M

CA DIEBREAHREL TNRNE  EF =27 HTTP ##5i2 ANIC L72Ga . £ D% =27 HTTP ¥—
N(ETTZ TAT & BT 2 =Ry E 2130k 72 A CEARERES HERICAER S E T,

o AA YTFITHRA M E RAL VEANRE SN TRWGE, Al Eh % A B4R —RH
BRbDTT, A vy FaBEHTL L. Zo—KNRACEAEAZEII LD, HizicACE
AREE (—RRID) NEIY S TohET,

o AAVFITHRA N E FAAL VARBRESNTWEEE, ERENSHCELIEAZITKED
2bDTY, ZOMHER, A v TFEHEHLTSH, BXF 27 HTTP b — "2 8Hc L TH
BHOFEFETT, O, BEEX27 HITPEEZ AN L X ICEHTXE T,

HEBAGEAENAER INTHE. £ OEHRIL show running-config F5#E EXEC =2~ R CHIT
=F9, BOBAEHELZF T Ha~2 ROH ) (show running-config 2~ > K) ZfHlE LT
HWrLET,

Switch# show running-config
Building configuration...

(7 F 2 b HATENE)

crypto pki trustpoint TP-self-signed-3080755072

enrollment selfsigned

subject-name cn=I0S-Self-Signed-Certificate-3080755072

revocation-check none

rsakeypair TP-self-signed-3080755072

|

!

crypto ca certificate chain TP-self-signed-3080755072

certificate self-signed 01
3082029F 30820208 A0030201 02020101 300D0609 2A864886 F70D0101 04050030
59312F30 2D060355 04031326 494F532D 53656C66 2D536967 6E65642D 43657274
69666963 6174652D 33303830 37353530 37323126 30240609 2A864886 F70D0109
02161743 45322D33 3535302D 31332E73 756D6D30 342D3335 3530301E 170D3933
30333031 30303030 35395A17 0D323030 31303130 30303030 305A3059 312F302D

(7 %2 MHIZAEM)

BOEAGEHEX, BF% 27 HTTP ¥— 3222 L T, no crypto pki trustpoint
TP-self-signed-30890755072 7' 1 — /)L a7 4 Fa b—a avwy Re A5 2 L THIERT
TET, TO®’, EXF 2T HITP 4 — N2 HEANCT L L. BLBAENENH ARSI
g—t‘a‘o

TP self-signed DEAICRKRFRENTWDEIZ, T ADV Y TAFEFICL TR £,

A7 arda< K (ip http secure-client-auth) {32 & HTTPS %+— "7 A4 7 F»
5D X509v3 FEHEA TR LET, 7747 2 hOREIEL, P—"AHOREIEL Y bEEFx Y
T Rt L E T,

CA DFEMINZ DWW T, [Cisco 10S Security Configuration Guidel Release 12.2 @ [Configuring
Certification Authority Interoperability| DFE A S L T 72 &0,

CipherSuite (IHF 5L T LTV RAB I OL A V= A b 7)Y A LZHRE LT, SSL BRI L
£9, HTTPS r— N2+ 5 &, 7747 b®D Web 77 UHiX, AR — Mxf4:D CipherSuite
DY ARNERMLET, ZO%I FTA T M — 1T, WMEFTHR— FEINTOER {7 LT
UALTHREZSDEZY A MPHBIRL T =— M LET, 72& 21X, Netscape Communicator
476 1%, KEDOEX =Y T ¢ (RSA AR S MD2, MD5, RC2-CBC, RC4, DES-CBC, B LT
DES-EDE3-CBC) ##H— kL TWET,

[ oL-8553-03-J
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WS biciE, 128 By MESALES AR — 57747 8 77U (Microsoft Internet
Explorer N— 3 2 5.5 LIFR F 7213 Netscape Communicator /N—37 31 > 4.76 LI 72 £) BMETY,
SSL_RSA WITH_DES_CBC_SHA CipherSuite /%, 128 £~ M BALZ ML L7272 Lo CipherSuite
FVbEXa VT 0 MRS 2D £,

CipherSuite (X, KV EFx =2V T 4 BNE <, BHICRNWTR DT E, DT 0 TTONUBERE 2 L EE T
2 F9, RIZ, AL v FTHAR— FEN 5 CipherSuite B L UL —F OB AR ) 2Xk5
CipherSuite ® 7 > 7 (HWIIH) ZE#R L £,

1. SSL RSA WITH DES CBC SHA — % vt — YD 5{KiZ DES-CBC, BL VA vt — # A1
P A MZ SHA Z ] L7- RSA DO#AZHL (RSA ABASEREE-1k)

2. SSL RSA WITH RC4 128 MD5 —RC4 128 £ v bk, BLOA v —Y A VxR BT
MD35 % ffi f L 7= RSA O#EASH#

3. SSL RSA WITH RC4 128 SHA —RC4 128 B> FiER{L, BIOA v =T A4 V= A MC
SHA Z{#H L 7= RSA OFEAs#a

4. SSL RSA WITH 3DES EDE CBC SHA — # v ¥ —®OW5{kiZ 3DES & DES-EDE3-CBC. ¥
FOR =T A V= X MTSHA 2 L7= RSA OFEAH: (RSA /AR B(k)

FEEEBLIOI AP A N TAITY) AL EZNENEE L TlAADET) RSA L, SSL Bz
%U\T%@E%%ioutquQWﬁ {iﬁﬁ é%’bi‘ﬁ“o \—%Lj: CA @{D%ESZIP Hﬂ;éﬂfl/‘%)ﬁ)& 9
T £H A,

TFATZHTTPY—NELKVI 172 FOERE
T 2T, ROBREHFRICOWTEHIALET,
o SSL OF 7 4L h%E (p.8-44)
o SSL OREMFOIEEHIA (p.8-44)
o CA DEHEADORE (p.8-44)
o ¥ 27 HTTP b —OFE (p.8-45)
o BEXaT HITP 7 7472 FORE (p.8-47)

SSL dT 7 4L hERSE
FRHED HTTP H— N3 A R =T VICRE SN TN ET,
SSL IEA R —T IZRRE S TWVET,
CA DEHERITHES N THEE A,
HOB4FHETERSNTOEEA,

SSL ORERDTESEIE

SSLEZAAL v F VT AZTHATLE, SSLEYy Y a v NI TALX avw A TRTLET, 77
AH A UN—=DAA v FIIHERED HTTP TEMES B D LB N H Y 97,

CA DEHAEZRETIANI, VAT A 70y IRRESINTWVDLI EEHRLTLIEIY, 7
0y 7 RREESNTWRNWE, REZRBACEVIEFAENMES SN ET,

CADEERDERTE
X =7 HTTP ##ti2iX. CA OEHEAZENXICHET LI LA HELRE L E79, CADEFEAIZ. B
ZBAIFAEL Y S VEX 2T o 03H D 7,

Catalyst 3560 R/ Y F YT 97 AV 74 F¥alL—vav Hq1E
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ATvFA1
A7y 2

RAFvT 3

ATv7 4

&

&
ATy 7

RAFv7 8

AFvT 9

2Fv 7 10

ATFyvT 1

ATy T 12

ATy 7T 13

ATv7 14
2Fv 7 15

SSLHTTP =D R A yFoHxE M

CA DIEBSAZRET HITIL. ¥4 EXEC E— R TCROFIEA EITLE T,

= VN

HiE

configure terminal

sa—s L ar 7 4¥alb—3ig Ly T— FEBBLET,

hostname hostname

AL v FDFRARLERELET LA A M EREL T
WRWEEDBWNIE) o RAMITEF=2 U T ¢ L FFHE
GCLIZ\EVC‘“?—O

ip domain-name domain-name

AA v FDOIP AL 4 ZBELET LATIP FAA U4
EHRELTOWRWGEAEDOHLNIE), IP RAL AT EFX2Y
T 4 R LR EICHSEE T,

crypto key generate rsa

({EE) RSAEOXT ZAEK L ET, RSA#HOT X, A
A v FOFFHEEL ATT HENCHLETY, RSA #EOT 1T H
AR INET, RETHNEZ, Zoa~vr ReMHL
THAEFERTEET,

crypto ca trustpoint name

CA DIEFERIZe —HIVOREL EREL T.CAEHELE TV
T4 X2l —T gy T— RERBLET,

enrollment url ur/

FEBAEZEOTRDEEH AL v T O URL #HREL T,

enrollment http-proxy /ost-name port-number

(f£&) HTTP 7YXy h—"EKHA LT CA NHIEHESE
AFTLEICAA v T ERELET,

crl query url

7 OFEHEROEIN TR EZHERT 5720
Certificate Revocation List (CRL; ZFFAELZN U & K) %%Zkﬂ‘
DEINCAAL v T EHRELET,

primary

(ER) FEADR CAERICHLTT 74~ (FT74/1 1)
FHEAE LTSN D LI OITHEELET,

exit

CABHESEa 74 Fal—Yary T—R&a&TL, Fu—
SN ar T 4 Fal—raryE—RIREY FT,

crypto ca authentication name

CA ODABIHHAZEE LT CAZRIELET, AT v 7 5 T
HAL-4mERCLOEHHLET,

crypto ca enroll name

FBED CA DEFANGIEHELZTRSGLET, Zoa~v K
1. & RSAHORXTITH LT 1 DOBEH AN OFFAEL
RKLUES,

end

FiHE EXEC £— RIZERED £7,

show crypto ca trustpoints

BE MR L ET,

copy running-config startup-config

EE) av 74 F¥al—vay 77 A VICREZRFELE
‘a_o

no crypto ca trustpoint name 72—/ 2T 4 X a l—ay avy R LT, CA IZEHE
THTRTOID FEHREB LOGEAELZHIBRCTE £,

327 HTTP H—/\DHE

IJIEE)% LDE%EODDL‘ HJ:E%{%)EH‘a‘éiEA

HTTP H— _EHNZT AMENH

HIDOFIEZFEH L CTAL vF O CAEBHAEREL Thb,

DNEJ, CADEEAZREL THARWVWEES, %27 HTTP

P —NEEINZEINZ LIRS T, HeBATEHENER SN ET, P—R"2BZE LIb L, EHE
BIOEXRoT7 HITP V— "W HICEHT 2473y ORA, @HTAT7 782 VRN, KB
Wk, FREFEAALT N R —) ERETEET,

T ¥ a7 HITP Y — S ZRET 510, $5HE EXEC & — FOROFIRE ETLET,

[ oL-8553-03-J
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RAFvT 1

&)
ATv7 3

ATv7 4

&

&

& A |

2ATv7 8

ATv7 9

avwo kR

E]:0)

show ip http server status

({EE) HTTP 4 —R"DRA T —H A% K RLT, X =27
HTTP H— SOEEENR Y 7 h U =7 THAR—F ST 55
EODzEHELES, HIT, ROTA o DESL L EHER
LT &N,

HTTP secure server capability: Present

Foix

HTTP secure server capability: Not present

configure terminal

Ja—) ar7 4 Fal—gr B— REHBLET,

ip http secure-server

HTTPS — N F 4 B—TILDOEE, A X —T WM LET,
HTTPS — NI, T 7 4/ b TA F—T IR ESIN TV E
—d’_‘o

ip http secure-port port-number

({EE) HTTPS H— AT R — FEFEBELET,
F 7 )b OR— NEEIT 443 T, 443 £ 7201F 1025 ~
65535 OEPA CTIRE T 9,

ip http secure-ciphersuite {[3des-ede-cbc-sha]
[rc4-128-mdS5] [rc4-128-sha] [des-cbc-sha]}

(fLE) HTTPS 8t OKF 5{LIZfEH 3 % CipherSuite (K5 51k
ToFY XN) BRELET, FED CipherSuite 5 ET 5
BER2TIE, Y=L 7 T4 T MR, WHEBRFFR— b
9% CipherSuite TR I — M AL IITRELET, 21
DT 7 4V N TT,

ip http secure-client-auth

({E5) HTTP $— &% L C, BEAEORM], A=
2. 2 I9A T 6D X509v3 FEAEAZERLET, 7
TNV NTIE, 7 T7AT 2 R —o30 5 OFEAE A ER
DRENCRSTWETN, =37 T4 7 NEFBIEL 7
WE TR TVET,

ip http secure-trustpoint name

X.509v3 £ ¥ 2 U T 4 A EORSB L O 74 7 hOFE
W EBHE OFBREICAE T 5 CA OEEAEIEELET,

A
GE) Zoa<r oMM, RIOFIECHE->T CA OfF

R ZTTICHREL TS & W) RIMRZ B % 2 Tl
B L CWET,

ip http path path-name

(L) HTML 7 7 A L DR_R—R L7075 HTTP NAZHREL
¥4, SR v—hN VAT AIHDH HITP — 7 7
ANDOGHERELET (BF ., VAT LADT T v a AE
VERELET).,

ip http access-class access-list-number

(LE)HTTP — "~DT 7 ZAOFFIMEHT AT 7 &%
VR MNERELET,

A5 w7 10 ip http max-connections value

({EE) HTTP Y — N ~D R KRS AR E L E T, I8E
TE5®PHAIZ1~16 T, T 74/ ML5TT,

Catalyst 3560 R/ Y F YT 97 AV 74 F¥alL—vav Hq1E
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SSLHTTP =D R A yFoHxE M

=V B#Y
AT w7 11 ip http timeout-policy idle seconds life seconds | ({1-35) 5 DRI FIZH T 5 . HTTP H— N~ D455 e KB
requests value MzHEELET,
o idle — T — X DZENRND, ISET — A NIKETE

WA O KR, FBE T 2L 1 ~ 600 BT,
F 7 4L MEIZ180 T 3 4).

o life — B A FEN. L CWO D ECKIRE, FRE T & 2HEPHIT
1 ~ 86400 #TF (24 W), 7 7 4 /L MEIL 180 2 U
wcd,

* requests — FKHEMIZR G CULB S D ER DR R, Kk
KAEIE 86400 TJ, 7 7 #4/L ME 1 T,

XFv 7 12 end

He4E EXEC E— RIZRED £9°,

AT w7 13 show ip http server secure status X a7 HITP ' — RO AT — X A% FR LT, iRELTHER
LET,

AT w7 14 copy running-config startup-config (FEE) vy 74 FXalb—yay 774 VICREXIRIFELE
j—o

IEHED HTTP Y — 3% T  B—7 /T 5IZIL. noip http server 72—/ 3L a2 7 4 Fa b — g
vavry REFERALET, X 27 HTTP — 3% 7 1 £ —7 /L2 F 5121, no ip http secure-server
ra—S arZ 4 FXalb—ray avry REFERALET, 7740 FOREICETIZIE, noip
http secure-port 33 2 U\ no ip http secure-ciphersuite 7 27— 3L 27 4 Fa L — 3 a<v N
FERLET, 7747 FBAEDOEHZHIFRT %121, no ip http secure-client-auth 7' 72— 3L 2
V7 4Falb—varyavwy ReFHLET,

Web 77 U &AM L CEF 27 HTTP #fkt & a3 2 2iX, https://URL % AJjLE£3 (URL I%
IP7 RLA, F1FH =N AL v TFDRA M), T 74NV N A= S OR—FERELTND
e, URL DR AR — FNESLIHETO2LENH Y £, RIHIEZRLET,

https://209.165.129:1026

E e

https://host.domain.com:1026

X217 HTTP 235472 FDERTE

YD HTTP 7 9 A 7> P B LI OEF 27 HTTP 7 74 7 2 MEIHIZA 2—7 NV TY, FFHEOR
FEWZIEE X 27 HTTP 7 74 7 2 FOFEHERLETT, WOFIETIEL, AiOTINET CA OIFHE A

HAAL v FIERELTWAZ L ZEHRICLTWET, CA DEHEANFEESNTE LT, )%ab
D HTTPS — N7 T A 7 v NORFEEER LA, %27 HITP 7 74 7 > b~
KR L £,

®X2T7 HITP 7 94 72 b &2RET HIT1E. FH¥EEXEC T— R CIROFNEEFEITLE T,

avvFk BrY

RAFvT 1

configure terminal Ja— L ar7 4 Fal—varEw— RREBRBLET,

ATFwT 2

ip http client secure-trustpoint name (Ef) UE— O HTTP V— N30 T4 7 FiBFERER L7245

AT 5, CAORESAZEELET, Zoa~vr RO
m@%%%ﬁ%LTCA@mﬁm%ﬁf_mﬁtfw &N 9 R
EREZTHALTWET, 77472 FEIERLERWES, £
7 E 774 <Y OEEANT TICHRESNLTWDILAIL, 20w
v RIHMEE T,

[ oL-8553-03-J
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ATFvT 3

2Tv7 4
&

ARTvF 6

avU R

BiY

ip http client secure-ciphersuite
{[3des-ede-cbc-sha] [rc4-128-md5]
[rc4-128-sha] [des-cbc-sha]}

(f:E) HTTPS #ke DE BT H3 % CipherSuite (BF5{b7 L=
U AL) #HELET, $ED CipherSuite # F5ET 2 EBE N2t
X Y —="E T T AT R WY AR — 3% CipherSuite T1
Y= T HEICHELET, IR T 74 KT,

end

HeHE EXEC E— RIZRE Y 97,

show ip http client secure status

tF 27 HITP Y —NDAT—X A% R R LT, RTELHERLE

‘ﬁ—()

copy running-config startup-config

(EE) a7 4F¥al—ay 774 NMVCEREXIRFELET,

75477%@%ﬁﬁ®
HALET, 7747 b

R E Z HIBRT 51Z1Z. no ip http client secure-trustpoint name =~ > K%
W2 TIZERE STV % CipherSuite {8k A HIBR T2 1Z1E. no ip http client

secure-ciphersuite =~ > F&ZHH L E 7,

X127 HTTP H—N\BELVISFAT7UFDRAT—R2ADERT

8-48

SSLtF =27 —RBIONITA TV MDRAT—H RABFRT DT, £ 841
EXEC 22~ RZ&EH L ET,

5 8-4

CRLE ST Rk

SSL X a7 Y—NELUVI M7 FDRT—E2RERTTHATUF

avv kR

=]

show ip http client secure status

X T HITP 7 9A T v FORELXFT LT LET,

show ip http server secure status

X o7 HTTP —OFREXF R LET,

show running-config

t % o7 HTTP #61 o5 L TAER SN - H O BLIFHE L
FRLET,

Catalyst 3560 R/ Y F YT 97 AV 74 F¥alL—vav Hq1E
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SCP O1=bDAA vFnEE M

SCP Df=ODRA v FDEETE

G¥)

Secure Copy Protocol (SCP) BEREIX. A A Y FORERLA A —Y T 7 A NDa—|ZkF 27 4HR
AET Az R L 97, SCPIZIE SSH W ETH (Berkeley @ r-tool IZfRDOLEHF 2 U T 4 DEWNT
TV r—var8i e haLTtd),

SSH ZEifE S 512id, AA v FIZ RSA DR & EFEO T BMLETT, ZHLE SSH 2842
72 SCP HRIFR T, tF a7 Rk RBLSE 51T, TNEORD T NLETT,

F 72, SSH IZiE AAA FERER MDD MYNIHRET HITIEL, SCP I AAA FERENHLEIT/RY
i‘ﬁ—o

o SCP A X —TNICTBHHENI. AA v F D SSH, FBiE, #F. BLOTH YT 4 v 7 %2EY)
(\—E&hfﬁﬂbf< fiéb\o
e SCPIISSH #fEHA L TEF a7 REREEFEITT H720, /L—FZIZIL RSA O T DN MLETY,

SCP ZfifAT 24, at’'— a~v o RIZXAU—FREZANTEHZ LI TEEHA, T 7 ¢
FREINTZE X, ANTHIRERHY T,

Secure Copy |ZB89 515k

Secure Copy H¥REZ X ET 21213, ROMERZFRT 5 MNERH Y £,

SCP (F—3# D Berkeley @ t-tools IZEDWTEF SN TV D12, EOEIENAIL, SCP 7% SSH @
X2 U7 13 LTV A R EERITIE, Remote Copy Protocol (RCP) ESFEEIL TWES, F7-,
SCP D% FEITIX AAA OFF Al b MLFE/R 72, M—X T2 —FRIE LWHER L~V Z7F LT 250
ERT2MERH Y £77,

ﬁ@miﬁﬂ%&ﬁ%ﬂ\ Z—H%, SCP %{#ifl L T Cisco IOS File System (IFS) O 7 7 A L% AA >
I (FREAAL v F0nE) BRICaE—T&ET, a—liF copy 2~ REMEHLET, F
7‘_\ A SN TWDIEHEL ZOEEEZ Y~ AT =2 a Vb FEITTE LT,

SCP DFXE R L UMRREFEDFERMIL, RO URL IZ7 7 A LT, Cisco I0S Release 12.2 @ [Cisco
10S New Features] 7% [Secure Copy Protocol| DFEESZML T Z &,

http://www.cisco.com/en/US/products/sw/iosswrel/ps1839/products_feature guide09186a0080087b18.html
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