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CHAPTER 30

AT L AyvtE—o AX VT DERTE

ZDOETIE, Catalyst 3560 A1 v FIZT AT L Ayt —Y BX o F2RET D ITETO VTR L
\i—a_o

ZOETHERT S 2~ ROMICE XOMEHFEOFHMIZOWTIL, [Cisco 10S Configuration
Fundamentals Command Referencell Release 12.2 &M L T &0,

ZOETHIATLIANEZ, KO LBH TT,

o VAT A Ayt—Y uXrOME (p.30-2)
o VAT A AvE—Y uXrTORE (p.30-3)
s X UIHEDRT (p30-14)
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VRTL AyE—D AXVTOBE

G¥)

AA Y FIET 74V F T, VAT A A vE—UB KO debug F5# EXEC 2~ ROz a ¥
7 IavACEKEFELET, XS ek RiEun s Avk—UEK5Se REDSCT, S
Ny 77 WEKERE, UNIX Syslog $— 372 &) ICEMETHUEZHIELET, v¥r 7 Tk X
., I Y=l b Ave—UERELET,

Syslog 7 #+—~ > b 4.3 Berkeley Standard Distribution (BSD) UNIX & A#iME23H 0 F 97,

DX TabvART A= NDORE, AvE—IFa = VIORREENET, AvE—
VITEKRFICEEEIND 2D, AvE—UBXOT Ay AT e 7 hefio o~ RO
NRENIAZET, AvE—UNar Y — IR RINDIDIE, Ave—VEERLEZTRERAN
KTLTHhD T,

AvE—VOBEBKRKEEZFRELT, a2V VLBIRFHEEICRRIND A vE—T DX A 7 %
TEFET, B AvE—VIIHA L RAZ T EFRELTZY, Syslog ifE7L7 RLAEZFRELTDY
LT, UTNEALOT Ny Ziiel L OEHEL LT E3, BERENDHA v E—VIZ2O20
TIE, 2OV U —RCHIGT DLV AT L A v —2 A FEBRLTLLEE N,

LIRS NIV AT I Ay =V T 7 8ATHIZE, AM YT DCL (avr RIA vy L F—
TxAR) BHEHAT L. ELSREINT Syslog M — MIV AT A Ave—VERFELET, A
AvF VT T=TIE, WY 771285 Syslog A v E—TV%RGEFLET,

VAT A AvE—TUEIVE—NTE=HTHIZIL, Syslog b— N ETr T EFRRTHN, T2
Telnet & % WMFT = > Y —/b R— MEH TAAL v FIZT 7 BALET,
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YRTFL Ayte—s nxorose N

SRTL FyE—Y AXVTORE

TZTE, ROBREFTRICOWVTHALET,

o VAT UOS AvE—VDTr—<v b (p.30-3)

o VAT A AvE—YRFXUTDT T4V NRE (p.30-4)

e Avtk—vuaXLIrOT =7k (p.30-4) ((TE

o AuB—URFHET N AORE (p.30-5) (FEE)

e B AvtE—YoRHIL (p.30-7) (TE)

s U A=V DHEAL AL TDARX—=TMMEBLIOT 4 =711k (p.30-8) (LE
e BT Aub—VDI— U ABEDOA X =T MLBLOT 4 —7 L (p.30-8) (EE)
e AyEB—VEKEDOER (p30-9) ((EER)

o JBIET —7 3 LUV SNMP IZiE(E &4 D Syslog A v E—T DR (p.30-10) ((EE

o REAHBH—DAF—T7 Mt (p.30-11) (EE)

s UNIX Syslog h— D& E (p.30-12) (L&

DATFL AT Ayte—SDI74+—T Y b

VAT A u S AyE—UIRRK 80 XFL A=k LG (%) . BROZORNCEEBEIND AT
DAY DY—T U AFGRIA L AZTER RESHLTWDLHE) THRSATHET, Ay
=V, ROT7r—~v vy NTERINET,

seq no:timestamp: %facility-severity-MNEMONIC:description

N—F U MR ORTIO A v E— U, service sequence-numbers, service timestamps log
datetime, service timestamps log datetime [localtime] [msec] [show-timezone], F 7-(3 service

=4

timestamps log uptime 72—/ N)L 227 4 Fa l—T 3y av U ROREILL>TEDLY 7,

#30-112, Syslog A v —YOEHRE/RLET,

#30-1 SRTLRYT AvE—COEFR

BXR

B

seq no:

service sequence-numbers 7 01—/ 3L a7 4 Fal—T gy avy RRRESNL TN
LEIET. vl Aok =Dty — b v AFERFEAZ T LET,

FEHCOWTIE, Tl Ao b—VDy =V ABFOA R —TUWEBLI T 4 &—T7 1
b1 (p.30-8) ZZML TS IZEY,

timestamp D7 +—< v b | A v EB—UFFA N2 RO HEFTY, service timestamps log [datetime | log] 7' 72—/ 3L =

mm/dd hh:mm:ss
F o

hh:mm:ss (FLREH])
ElES

dh (RFH)

V74 X2l —ray avwy RRRESNTWAEATET, ZOFERRERENET,

FEIZONWTIE, (87 Ave—VDFA L AZ L TOAL R —T B LIOT 4 E—T 1
k) (p.30-8) ZZML T EE NN,

facility AvE—URBRSTHT77 YT+ (SNMP, SYS 72 &) T, ¥R —Frshd 77>V
T4 D—EIZONWTIE, £304 2L TIIZIN,
severity AvB—VOBEKEZTTO0O~TD1HDODa—RKTY, EREOFEMZOWTIE, # 30-3
EHRLTIZEEN,
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£30-1 PRTFLOT AvE—COEFR HiF)

LE S B BA
MNEMONIC AvE—VE—RBIRTTHAN AN T TT,
description LIR—= RSN TWEA N FOFEMAZRTTF AN A RY 7T,

WO T, A VFDOVATA A vE—VO—HERLET,

00:00:46: %LINK-3-UPDOWN: Interface Port-channell, changed state to up

00:00:47: $LINK-3-UPDOWN: Interface GigabitEthernet0/1, changed state to up

00:00:47: $LINK-3-UPDOWN: Interface GigabitEthernet0/2, changed state to up

00:00:48: $LINEPROTO-5-UPDOWN: Line protocol on Interface Vlanl, changed state to down
00:00:48: $LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/1, changed
state to down 2

*Mar 1 18:46:11: %SYS-5-CONFIG I: Configured from console by vty2 (10.34.195.36)
18:47:02: %SYS-5-CONFIG _I: Configured from console by vty2 (10.34.195.36)

*Mar 1 18:48:50.483 UTC: %SYS-5-CONFIG I: Configured from console by vty2
(10.34.195.36)

DRATFL AYvE—S OXVTDTIHIL FEEE
#3021, VAT A AvE—uX S OF 74V NEREE TS LET,

%302 JRFLAyE—OXUHOTIHILIHRE

HaE T4 FEE

AN DYVAT A A=Y aX S | F—=T )

ay Y —)VOEKE debugging (I X OHEEAIIZ L VRN L~ £
30-3 &)

oy 7y A VERE Ty ANLDIRERL

ag Ny 77 A X 4096 /XA R

a7 g A X 1 AyE—v

BA AR T T 4=

Gifiii=Ev s Fa4e—=T

o2 T4 —TN

Syslog h— 3D 1P 7 K L A RERXE

REEH B A — F =T

P—R T T Local7 (3 30-4 Z2%:[f)

W XD TR informational (35 X OMEMIC X VIRV L~L, &
30-3 x5 )

Ayt—OxXoI0T4t—TIE
Avt— XTI T 74N T F—TNCEREINTWHWET, ar Y —1UADONT D
BRI A v =V E R ETIHAIE. Ave—Y X 024 X—TNITHLERDY £9,
A=Y aFXF U INAX—TNVOERE, v s Avk—VlFuX s Fuw RCEEENET,
Xy Futv AL, Avk—VFER T T e R L REB LAWTERESTICESELE T,

Ave—v uX s ET =T NMIT DI, B EXEC T— FCROTFIEEZFEITLET, =
DOFINEIEE T,

Catalyst 3560 R/ Y F YT 97 AV 74 F¥alL—vav Hq1E
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AUk By
2797 1 configure terminal Fa—r L Ay 7 4 X¥al—i gy e REBEGLET,
ATv7 2 nologging console Ave—v X kT 4 =7 M LET,
ATv7 3 end Kb EXEC E— FIZRD £,
AT79 7 4 show running-config AR UET,
E s
show logging
ATw 7 5 copy running-config startup-config EE) a7 4F¥al—ay 77 A NVICREZRTFELET,

AX T TaeRET 4 =T NMITDHE Ay E—URar Y IEZXAENDLIETT R
IR T 2 AT DM ERH D720, A v TFOUEEENMET T2 RV ET, X7/
TR ZNT 4 =T NDEE A v —UFAEMERT I @EFIEa v FEICEYIALET)
Y = I RRINET,

logging synchronous 7 02— 3L 27 fXal—val avy Ry, aryy—n~DAyt—
FoRIZBLET, Z0avwr R X—7MIT 5 &, Return ZI ST NIEA v E—URFR
SNFERA, FEHIZONTIE, T X yE—UoREb] (p30-7) 2L T EI0,
Ay—YaR LI ET 4 =T M L LICHUA 3 —7 M 51T, logging on 7 11—/
a4 Xal—ragryavwr REFEHLET,

Ay E—ORRI/ET /N ADERTE
A= aX o TN F—TNVORE, 2V — NPT TRLIFEOBRTICEL A ve—V % %E
TEET, Ave—VOZELMERET A1, FiHE EXEC E— N TROa~v>r R& 1 2F 720X
WEMEALET, ZOFEIIEETT,

avwv kR Br
X797 1 configure terminal Jra—rL ar 7 4 Xal— gy B— REEBLET,
AT797 2 logging buffered [size] AL FONENR Y 7 7IZkT 507 A vb—URETE 580

13 4096 ~ 2147483647 /XA RN TT, T 74/ hD/Ny 7 7 F A T
4096 /XA T,

ALy FIEENBE LGS, 77 via AERVRICIRY 77
ANVEBRELTOWRWRY 0 s 774 udkbiEd, AT v
4 B L TLLZE,

N

GE) Nv77 FARZRETEDLMEICKRELRNTSIEE N,
MOVEREIERTO2AETIRARRET L2 ERHY £, A
Ay FLhoEETaty Y AEY ZRKR-T DHITIEL, show
memory F5tE EXEC =~ REMH L EI, 2720, RR
SNDMEFFEHTELRRNETHL-D, Ny 77 A X
ZZOEIZERE L2 TLIES N,

Catalyst 3560 R/ Y F YT 97 AV 74 ¥al—vav 1 E
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av ok B8
AT797 3 logging host UNIX Syslog #h—/S R A MZRA v E—V %L ET,
host \Z1%, Syslog — N & L CTHERHT AR A MOARTEIZIP T R
VAZRELET,
0 s Ayt —U%%(FT 5 Syslog — A0 U A b EBERKT DI
Zoavy REEERIANLET,

Syslog Y — 3D E FNAIZ DV Tid, TUNIX Syslog B — DR E |

(p.30-12) ZZML T EIV,

2T v 7 4 logging file flash:filename [max-file-size |75 v 2 AEVND T 7 A MY A v —TZRFELET,
[min-file-size]] [severity-level-number |

type]

o filename \Z1X, 07 A=Y OT7 7 ANLEATILET,

o (fEE) max-file-size \Z1X, v 7 T 7 A NDI KA X&tEEL
F9, T T DHMHIL 4096 ~ 2147483647 T3, T 7 4/ b
1% 4096 /XA K TT,

o (LE) min-file-size \Z1X, 07 77 A NOE/IY A REFEEL
F9, FRETE DAL 1024 ~ 2147483647 T, T 7 4/ b
1% 2048 /XA F T,

o (EE) severity- level—number|lype X, e X TOEKREE
ERX o7 AT ERELET, ERXEICHRECE 2HMAIL0
~7TY, B XS AT F—U—FO—EIZON T, #
303 BRLTLKEEN, 774N RTIE, TRAY T Ayt—
V. BLOEHEMIZ L VBN LD =Y s T 7 A
MK EShET,

ATv7 5 end FikE EXEC £— RIZR D £7

RFv 7 6 terminal monitor BEO® Yy varfiz, avry— W PUAOMERICA v — T % ek

LET,

WA NG A—HREa~y RiIa—h VIR ESH, By v aro
TRIZENZRV ET, TV T Avb—VERFTIHET
Ty varZLILIORT y T EFTTLILERDY £,
RTw 7 7 show running-config REAMERLET,

ATwv 7 8 copy running-config startup-config UEE) v 74FXal—Yay 77 ANVICREZIRTFELET,

logging buffered 7 72—/ N)L 27 4 Xalb—ay avr REFETTHE, al Ave—UnRKN
WAy 77l ab—ENET, BEREAY 77 ROT, Ny 77BN RD5 L, HTNAyE—I0
LAYy -V TESBAONET, Ny 7 7ICRESNIEA v =T 2FRRT HITIE, show
logging #5# EXEC 2~ > RZHEALET, Ny 7 7HNORLEWA v E—URNEAICERINE
T, Nv 77 ONFE 7 VT T 5HITIE, clear logging i EXEC =~ > RZMEHLET,

¥¥7E D Power over Ethernet (PoE) XfIG"R— KR TPoE A X hDORF U T %A RX—TNVEIXT 4
T —7IZT % IZ1X. logging event power-inline-status - > ¥ —7 = A A I T 4 F a2l — 3
AVUREHEMLES, ZOR—FTORRLTE, TT 4N N T R—T L TT,

A= ~ORX T ET 4 —TICT HIZIE, no logging console 7 72— /)L 2T ¢ X o
L—vay avwry ReEfALET, 774 0~0aX 0 7 %T 4 B—7MCF HI21E, no logging
file [severity-level-number | type] 7 02— 3L A 7 4 X a b—ay avy REfEHLET,

Catalyst 3560 R/ Y F YT 97 AV 74 F¥alL—vav Hq1E
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Y Ayve—CDORBE
FEED 2 2 —) b AR — MR E 72 I3 ARm AR RIRR Ik L CLIERRERE R A » & — 3 LU debug Ff
¥ EXEC 2~ RO N ZEFHERT AA AOHNEBI T rn S M ERMEELZ LN TEE
+, BREISUCHERBICHNIENDE A v =YD A4 FEFETE T, 72, WROIERY
AvE—UPHIRENDETHRIFLTBIANY 77 DIRKRKEERETHZ L b TEET,

FEEEFHRA v =Y B L Wdebug =~ > RO X0 734 =T VD4 KEFERT
NAAMD By Yy =R RETEFHR SN2 &2, EEEHERT A A OM I RERE
FIXEIRI SN E S, EREFRA v =B L Wdebug =2~ > FOENIZ, 2—FADHT v 7
RSN LT, a2 —MZFRRINET, LIz o T, FEEEHE KA v E—8 LU debug
a<y ROWMINE, BEEHERTAAAMDBIOT v 7 MCEIVIAEND Z L XD WA, JE
EEHRA vE—URERENEH LI, ar Y —Fa— Far P NEHEERLET,

e X 7 2R ET 51, FiME EXEC T— RTROFIEEZFEITLET, ZOFIHIIMEETT,

avwvFk By
AT97F 1 configure terminal sa—ar 7 Fal—yar T— REBBLET,
AT w7 2 line [console | vty] line-number Av—VOREE XL EITI L HIC, BEERELET,

[ending-line-number)

o AAvyFOaLY—)L K— M LTITONDEEITIE,
console ¥ — U — R&MiH L FEJ,

e FMiaX L7 x—TNIT D vty FERRERET 2I2IL.
line vty line-number 2~ > RZfEH L EJ, Telnet & v 3
AL TATON DR EIIT, vty B2 A LE3, mlRES

WZHRE T X D#IPHIZ 0~ 15 TY,
16 D vty FIFEORREE TR T EIZERTDI21E, kO X
AFLET,

line vty 0 15
Fio, BIEOBRICHEH I TS 1 DO vty [FIfEORREZZEH

THZLELTEET, e xiE vy B2 OREEEFT B
. O L HSICASHLET,

line vty 2

oa<wry e AT HL. 94 ar7 4 Falb—vary £—
R0 £19,
AT 97 3 logging synchronous [level [severity-level | 2w —VORMR XL VoA F—T Mz LET,

| all] | limit number-of-buffers]

o (LE) level severity-level 121, A v —VOBERELZIE L
¥, ERERZOMUETH D A vE—VIE, RN H
HEINET, VNS WVIZEERETRE LS, ERREWZ
CERNEIINESL RV ET, 7740 MEIZ2 TT,

o (fEE) level all Z4RET 5 &, HEAFEICEERL . §XTH
Ay —UMIERMICH I SNE T,

o (LE) limit number-of-buffers \Z1X, ¥ =2 —A > 7 I DR
DRy 77 EERTELET, TNEBZDLIHLNA =Y
IEBEFE SN E T, IEE T HHHIZ 0 ~ 2147483647 T3, 7
7 # L MiE 20 T,

A7Fv7 4 end Kb EXEC £— RIZRY £9,
ATwv 7 5 show running-config BERERLET,
AT v 6 copy running-config startup-config R 2o 74FX2b—vary 77 ANVICEREEZRTLET,

Catalyst 3560 R/ Y F YT 97 AV 74 ¥al—vav 1 E
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FEEFHRA v =V B LT Ny 7N ORMZT £ —7 1127 %121E. no logging
synchronous [level severity-level | all] [limit number-of-buffers]| 74 > 27 4 Fa b — g avw v

REFEALET,

AT Ayte—SDRAL RETODAR—TNEEELUVT 1 E—TILE
FIT T, v A= I3 L RAZ U TIRBEHENEE A,

07 A=V DFA b AL T oA 32 —T M T HITIE, Kt EXEC £ — N CTROFIEZ E1T

LEd, ZOFHIMEFTT,

avwy kR

By

RFv7 1 configure terminal

ya—r\Lar7 4 Xal— gy T— REMBELET,

RT9 7 2 service timestamps log uptime

EJ e

service timestamps log datetime [msec]
[localtime] [show-timezone]

QT DEALNAR LT e A X—T M LET,

RPIDA~ REeFTT0&0n T Ay —VDIA L AL T
WA X =TV AT L HEE Lcdh & ORBRH 2 FE
RENET,

2FEOD AT REFTTDHE, BT AvE—VDIA L RAF
TINA R =T N0 ET, BIRLEA TV a s LT, a—
TN BA L= L LA B (R U)X AL —
VAN AR LT E LTERTEET,

AFY7 3 end

FiHE EXEC £— RIZEY £,

RXTv7 4 show running-config

REEMHEBLET,

AT v 7 5 copy running-config startup-config

EE) av 74 F¥al—ray 77 ANVICREZRELET,

TNy T Ayk—=vbns Aye—VOMBDOXA L AR T 5T =T VT HITIE, no
service timestamps 7' 0 —/ )L 27 4 X Ll— gy a<wr REHEHALET,

RIZ . service timestamps log datetime 7’ 2 —/ 3L 227 Fa L — gy avy RaEA x—7 /)W
Lictor 7R R O—HEZ R LET,

*Mar 1 18:46:11: %SYS-5-CONFIG I: Configured from console by vty2 (10.34.195.36)

RIZ, service timestamps log uptime 7' 2 — 3L 27 4 X2 Lb— g avl RaEAf 3x—7 /)W
Licmtor 7R R-O—HEZRLET,

00:00:46: %LINK-3-UPDOWN:

Interface Port-channell, changed state to up

O Avyt—SDo— Vo ABBEDA R—TINEEELUTE—TILiE
BEOOT Ay —TDEA L AZTRREICICRDZENH DD, 1 DDA v —V % EMIC
BWRTEDLIIC, A=V~ ABEFEFRRTEET, T 74NN TE, v AvE—
VI — T A FIIERINERE A,

0y Ao =D = AFTEAX—T VT HITIE, FitE EXEC &— K CTROFNEE E1T

LEd, ZOFHIMEZTT,

avwo kR

E]:)

RFv7 1  configure terminal

Ja—r\ L ar7 4 Xal— gy T— REMELET,

RT9 7 2 service sequence-numbers

V=l VAR T A =T M LET,

l Catalyst3560 R4 Y F YI b7 avI4Fal—var 4K
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ATFvT 3
A7y 4
&

Ay—o

YRTFL Ayte—s nxorose N

avUFk BiY

end Kb EXEC E— FIZRD £,

show running-config REETERLET,

copy running-config startup-config UER) v 7 4F¥alb—vay 77 A NVIEREERGFELET,

Ul VARG ET 48— T W HIZIL, no service sequence-numbers 72— 3L 27 4 F 2
L—vayvavy RefALET,

WIZ, = ABTEAX—T NI Lm0 X FERO—EE R LET,

000019: %SYS-5-CONFIG I: Configured from console by vty2 (10.34.195.36)

EXEDES

BIRL T A RCFEREIND A vE—VEFIRT DI, AvE—VOERELFEELET (E
30-3 &),

Ay —VOERKELZERT DT, F7HE EXEC E— FTROFIEZETLE T, ZOFIHIIMEER

’C‘\—aﬁo
av ok B
2797 1 configure terminal Jua—)ary7J 4 Xal—ary ®— 2B LET,
ATvF 2 logging console level L IEHEEEND A v —UEFIR LT,
TI7HNRT, aryY—EIr_ Ay 7 Ayt—v BIOKIEN
WEVENLRLDRA =V EZELET (X303 22H),
2797 3 logging monitor level BARERRIC TR S D A v E— U ZHIR L £,
T 7 ANV NT, WMRIET ANy 7 Avte—Y, BLOKEMIZLY
WL~V DR =V %ZfF LET (%303 22 M),
RAT9 7 4 logging trap level Syslog h— MRk SN D A v B — V&R L £,
T 74V N T, Syslog — NFEMA vE—T ) B OHEMIC
IVENLARLDR =V EZIELET (303 22H),
Syslog W — NOF%E FNAIZ DV Tidk, TUNIX Syslog H—/SDFRE |
(p.30-12) ZZHL TS ZEVY,
AT797 5 end M EXEC £— RICED £7-,
ATv 7 6 show running-config RETMERLET,
ER
show logging
RTw 7 7 copy running-config startup-config FE) v 74X a2l —ray 77 A4 NVICREERFELET,
)
GE)  level IEET DL, ZOLLDRA v E—V BROEHEIZ L VRN LD X > — V0% 5
WCRRENET,
Catalyst 3560 R/ v F Y I k7 avI24F¥al—av H4F
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IV ~0uX T kT 4 B—TMCT 521, no logging console 72—/ 3L 3T 4 Ko
L—vary avy ReALET, a2y = VPADER~OR T 72T 4 =TT DI
I%. nologging monitor 7 11—/ )L 27 4 Fab— g avy REHHALET, Syslog h—N
~OBRX T BT 4 =TI T BT nologging trap 72—/ a7 4 Falb—gy aw
Y REFEHLET,

£ 30-3 (2 level ¥— T — RFZ&E/RLET, £/, XIET D UNIX Syslog EFe%d ., EANEOHRLE VD
DOMBINEIZ R LUET,

%303 AwtE—TOXx Y level F—7—F

level ¥—J—F LRV |EHER Syslog &
emergencies 0 VAT ANARLTE LOG_EMERG
alerts 1 7277 BT R UL S L BB 2 R RE LOG_ALERT
critical 2 7 UT 4 IVIRIRTE LOG_CRIT
errors 3 T — LOG_ERR
warnings 4 732 LOG_WARNING
notifications 5 EFENEEZES 5H0R0E LOG_NOTICE
informational 6 WA v E— LOG_INFO
debugging 7 FRy T AyE— LOG_DEBUG

V7 M =TIE, ZNUSND4ODHT T DA v =V ER L ET,

s VI MU =TEEFINA—FY =7 ORENEICET 2T — A vt —3 — warnings ~
emergencies DEKETERINET, ZOXATDOA v E—TF, A4 v T OMRIZEEN
LT LERLET, ZOBRMENLDOEEFIRICONTIE, 2OV UV —RIHIGT DT AT
A A=V A RESRLTIEEN,

e debug =~ RO — debugging OEKRETERINET, @, 73y a~v K&
Technical Assistance Center (TAC) TOAEH I E T,

o AUH—T 2 AADT v T ERIFFTY N TV vary AyveE—VBIORV AT AHES)
Ay t— ?—notiﬁcations DERETERINET, ZORX v E—VITHZHBEHRTHY, A
A4 v FOWBEIZITZENH Y XA,

BET—JILEKLU SNMP [ZiE{EEN B Syslog # v t— S DHIRR

snmp-server enable trap 7' 27—/ V)L 27 4 ¥ a2 L— 3> a< 2 R&H LT, SNMP Network
Management Station (NMS; v 77— 7&@;;_:/ 3 ) ITIEEEND L DT Syslog A v E—
N7 o TRAX=TIVCRESIL TV DGEIT. A v FORET —7 /MIEEB L UMM IND
AvE—VOERKELZERTEET, £, BET -7 MBI NLDIA v E—VOREEEET S
TEHTEET,

SNMP 7 v 35 E~DEEMRFES N TONRWeD, A v —VERET =7 VicRM S E

T, T 74N NTH, Syslog b7 v 7 BA =TV TRWVGEAE S, EREN warnings D A vt —
V. BELOEEMICEI VRN A vE—Y (30325 2, BET—7 01 DS ET,

BREBLOBRET =7 A XADT 7 4/ MEEZEFET HI21L, FiiE EXEC £— FTROFIE
EEITLET, ZOFIRIIEETT,

Catalyst 3560 R/ Y F YT 97 AV 74 F¥alL—vav Hq1E
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YRTFL Ayte—s nxorose N

avwvFk By

2797 1 configure terminal Ja—)L ary7 4 Xz l—ary FT— RRERBLEST,

A7y 7 2 logging history level' JBIE 7 7 A WATKEAN S 7L, SNMP $— NZ3%{E &1 D Syslog A
T—VDT TN NOEREFERELET,
level ¥— 7 — RO U A MIDOWTIE, FE303EZBH LTI,
7 7 4/ N CiX, warnings, errors, critical, alerts, 332
emergencies D A v £ — U NEEINET,

ATw 7 3 logging history size number JBIET — 7 WATHEAN T E % Syslog A v —VHERELET,
TN TIEHL DDA v E—UREMINET, IBETE 5H
PHIZ 0 ~ 500 T,

ATv7 4 end FrkE EXEC £ — RICRY £7,

ATw 7 5 show running-config REEFMERLET,

AT79 7 6 copy running-config startup-config EE) v 74Xal—ay 77 ANVICRER R LET,

L 30312, level ¥—U— FRIVERNEZRLES, SNMP 21 L T2 541, EREOMA 1 Z0#H 2 £4, &2l

emergencies 1% 0 TliX72< 112, critical 132 TIX72< 312780 £,

BIET — 7 VB3N XW D4 (logging history size 72— 3L 27 f Fal—v a3y av N
THRELIZERA yE—Y = PUVHEDEMENTHWDHE) 1L FilnwAyte—Y = M %
B TEDEOIZ, b M BT =T b HIBRSET,

Syslog A v &=y 0Ou ¥ 7 %7 7 +/v FOEKEIZRETIZIL, no logging history 7' 7 — /3L =1/

T4 FXal—vary avwry NEFEHLET BET—TAVNORA v —VHET 7 4V MEIZET
\Z1%. no logging history size 7 01—/ 3L 27 4 X al— gy avr REEHRALET,

BETEOH—DA *—T It

CLI (v RIA L A F =T A R) TITOIRELEE NTF v X0 7T H72DICRER T —
A F—T T DI ENTEXET, logging enable X EAFa— a7 1 Fal—a aw
YREANTD L, RELAEMICAI SNty v ay, a—FBLUavy R ZiZigEsh
F9, RERZOFA ZXT1~1000 = MU OMTRETDHZENTEET (F 74/ ME 100),
no logging enable =~ > KD |Z logging enable =~ REZ AL TRrRFXF 75T 4 E—T7 ML
THO®M RXA—=TNMZTHZET, WOTHLRIZEZ7ITTHZENTEET,

show archive log config {all | number [end-number] | user username [session number] number [end-number]
| statistics} [provisioning] £5# EXEC 2~ F&HH L T RE R FREETIIIBE L 2T A —4
Dn T EFRLET,

FI7 IV N TRECX L TIIT 4 B—T N> TWET,

a2 ROFEMIZOWTIL, IRD URL 128 % [Cisco 10S Configuration Fundamentals and Network
Management Command Referencel] Release 123 T #Z L T 72 &0y,

http://www.cisco.com/en/US/products/sw/iosswrel/ps5207/products_command_reference chapter09186a008
01a8086.html#wp1114989

REBF L T A X—=T NMIT HITIE, FiHE EXEC £ — N TROFIRZFEITLET

avw vk BrY
ATv 7 1 configure terminal Ja—) ar7Z 4 FXal—rvarET— RRERBLET,
27w 7 2 archive T—HAT a7 4 X¥al—aryE— REHEBELET,
Catalyst 3560 R/ Y F YT 97 AV 74 ¥al—vav 1 E
| OL-8553-03-J .m
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HIE LRTFLAyE—S OXVTOBRE |

N L2574 A9E—S OFLTDEE

=1C S N HiY
ATy 7 3  log config REBEFOH— a7 4FXal—ar E— FeBBLET,
AT v 7 4 logging enable BRELAFaX T oA FX—T M LET,
ATY7 5 logging size entries (EE) RE /TG TH T NI KERELEYT, HHETES

HFaPH I 1 1000 T%, 57 4/ MZ 100 T,

~
G¥) EEBMM\O EWC Rl B P URAEND
Zhodbbihva s = ) BRI ENET,

2Fv 7 6 end

Kk EXEC £— RIZEY £,

ZF97 7 show archive log config BED S EERTHI LTI MY ARERLET,

WIZ, BREEFa N —% A F—T NI LT, s/ V% 500 ICRETH6%2RLET,

Switch(config)# archive

Switch(config-archive)# log config
Switch(config-archive-log-cfg)# logging enable
Switch (config-archive-log-cfg)# logging size 500
Switch(config-archive-log-cfg)# end

REDR 7 DHDBNIRD L IBY T,

Switch# show archive log config all

idx sess user@line Logged command
38 11 unknown usere@vty3 |no aaa authorization config-commands
39 12 unknown user@vty3 |no aaa authorization network default group radius
40 12 unknown user@vty3 |no aaa accounting dotlx default start-stop group
radius
41 13 unknown user@vty3 \no aaa accounting system default
42 14 temievty4 |interface GigabitEthernet4/0/1
43 14 temievty4 | switchport mode trunk
44 14 temievty4 | exit
45 16 temievty5s |interface FastEthernet5/0/1
46 16 temi@vtys | switchport mode trunk
47 16 temievtys | exit

UNIX Syslog —/\DE&E

WIZ, UNIX =230 Syslog 7—EF LV EREL, UNIX VAT A 0¥ 7 77y )T 4 2ERT D
FMNZSOWTHAL £,

UNIX Syslog T—E>A~ADAOS A ye—2

/XT.A 77 A& —T% UNIX Syslog % —/NMZEET D0, UNIX #— 3 T Syslog 77—
Fl ET%Z%%’&)U&TQ \_0)%3”/5\ j:’firﬂﬁf—aﬁo

root L LTHRITA L, ROARAT v T EHFITLET,

BB /3— 3 D UNIX Syslog 7 —F > OHINIE, T 74/ TRy EU—27 225D Syslog /37 >
ST ANBONEDORHYET, ZOL IRV AT LOEEIT, Syslog A vE—YDYE—hk 1
X T A F—T T BT, Syslog 2~ K T4 12 Eﬁﬂit ITHIBRT BN H DA ST a
%, UNIX ® mansyslogd =~ RZEH L THBILET,

Catalyst 3560 R/ Y F YT 97 AV 74 F¥alL—vav Hq1E
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ATy F1

ATvF3

YRTFL Ayte—s nxorose N

Jetc/syslog.conf 7 7 A MIZIRD XK 9 7247 % 14T BIML £9,

local7.debug /usr/adm/logs/cisco.log

local7 ¥—U—RiE, ERTHRFX 7 773 VT4 2BELET, 77 U7 1 OFEMIZONT
%, £30-4 22 L TLZE, debug ¥— 7 — KiX, Syslog DEKEZIFEEL LT, EAEOH
HNZHOWTIE, £30-3 2B L TLEEV, Syslog T —F id, TN EOBEREOHAIC, RO
T4V RTHRESNTZ T 7AMIA v E—VEEEFELET, ZD7 7 A /Vi%, Syslog T“*%/(L
HEIABMERD D DEEAE T 7 A NV TRITIUTR Y E8 A,

UNIX =/ a7 MIkOa<vwy REASILT, vl 77 AV E1ER L £,

$ touch /var/log/cisco.log
$ chmod 666 /var/log/cisco.log

Syslog T—F IZHT LWEREZ B S E 9,

$ kill -HUP “cat /etc/syslog.pid”

SRR OW T, 2O UNIX 3 27 40 man syslog.conf 35 U8 man syslogd =~ > N& &M L
TLIZEN,

UNIX SRTFL AXT 7272 T4 DEE

VAT A a g Ayb—=UEINRT AL RTEET HHEIE,. A v E—T % UNIX Syslog 7 7 2V
TAMPOBEFEENTZA v E—VE LTHETDHELIIC /XTA%*““*T%E?“

UNIX VAT A 77 UT 4 Avb—2 0X o 7 2%ET 5123, i EXEC £— F TROFIE
%%’?ﬁ‘ Li—g—o al @%J'LE\ i’f%um‘(‘g_o

=1C S N By
ATv7F 1 configure terminal Jua—N\)bar7 4 Xalb—aryET—RefhLET,
ATwvF 2 logging host IP7 R 2% AJ)L T, UNIX Syslog h—/ N R A MZA vE—T %
ek L ET,

0y Ayt —U%%ET D Syslog — 3DV 2 N EBIERT DI
Zoa~vy REBHEIAT LET,

ATvF 3 logging trap level Syslog — NIZFEFRENH A v E—VEFHIBR L ET,

T 7 A4V N TUE, Syslog r— NTEEI A v E— VB LOENALLTO
A=V EZELET, level ¥— VY — RIZHOWTIE, # 303 %
ZRLTLTEEN,

ATv7 4 logging facility facility-type Syslog 7 7 ' U7 4 R E LE T, facility-type ¥ — U — RIZDONT

i, #3044 2Z2RLTIEE0,

7 4V M local7 T,

AFv7 5 end

¥ hE EXEC E— RIZEYD £9°,

AF7v 7 6 show running-config E AR LUET,

A7y 7 7 copy running-config startup-config (EE) a7 4F¥alb—ay 774 NMVCREZIRELET,

[ oL-8553-03-J
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N ox rurnxs

Syslog — &4 5 I21%, nologging host 7 01— 3L a7 4 X2 b—v gy avy R
LT, Syslog h—3DIP 7 KL AZHEELE T, Syslog yr—"~ouaX> 7%7 =7 02T 5

IZ1%, nologging trap 7 12—/ )L a7 4 XFalb—rar avr REANLET,

#3042, VI T =2T THR—FENTWSL UNIX VAT AL 773 VT 02~ LET, 2hb
D77 VT 4 DFEMIONTIL, THEHD UNIX AL —F 4 7 VAT AOERE~ =27 V%

ZRLTLTEEN,

#30-4 OF>4 facility-type ¥—7— K

facility-type ¥—7—F H7L)]

auth FFAS AT A
cron cron 77 U T 4
daemon VAT AT —F
kern J— )L

local0 ~ local7

a—ANVICERSNTIE Ay E—Y

Ipr FA TV VAT A

mail RA—)L AT A

news USENET == —A&

sys9 ~ sysl4 AT T

syslog VAT A BT

user —H Fut R

uucp UNIX 7> 5 UNIX ~D 3 B'— A7 A

AX Y ITREDERT

n X TRIE

BIow s Ny 77y ONEEFRT HITIL, show logging #5# EXEC =2~ > K&

LET, ZOB/RICFREIND T 4 —/V ROFERIZ SV T, [Cisco 10S Configuration Fundamentals
Command Reference] Release 12.2 # B L T 7280,

l Catalyst3560 R4 Y F YI b7 avI4Fal—var 4K
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