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WIZ, ARV 7 comaccess % SNMP (ZEI D B CCHARMDEHT 72 RA2F L. IPT 72X Y
x%4@_@n\1ﬁ74xb)/ﬁ%ﬁ%bf%%y%@&m@m—yiybm77tz@%

LDEIITHET B AR LET,

Switch(config)# snmp-server community comaccess ro 4
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W snvp oFE

SNMP JIL—FE XUV —TDETE

AA v FOa—aNERIZTYE—F SNMP V— N =P aRTH4 (Y ID) ZFBET
XF4, SNMP =—H#% SNMP 2 — |2~ v B 755, SNMP #— Z)L—7F%3E L. B

Z—H#% SNMP 7 L—FIZiBINTx £,
A A v F FETSNMP Z3RET H121%

¥ ¥ EXEC E— FCIROFIEEZFEITLET,

avU kR

B

ATv7F 1 configure terminal

Jua—)ar7 4 Xal—a Ly T— ReBELET,

ATwF 2 snmp-server enginelD {local engineid-string |
remote ip-address [udp-port port-number]
engineid-string}

SNMP ®r—H)L ab—F7=3 ) E—F a—0D4Ri%

engineid-string 1%, SNMP O 2 B"—% Z45ET 5 24 L
FOID AR 7T, BN ZENLLHE1T.
24 LFOE LV ID TRTCEBET HLEEIH Y F
Fh, BETAHOIZ, =P IDDH b DR
I ERWIZEH 27200 T, =& 2
123400000000000000000000 &9 =P ID iR E
T 556, WO X IICAT)TEET, snmp-server
enginelD local 1234

remote Z 5 E L72HE. SNMP DY £— k a b=\ &
MILTWD T N, AD ip-address #HRE L., EETY
F—hTRNAADUDP KR— hEHFELET, T 74V
Ml 162 T,

l Catalyst3560 R4 Y F YI b7 avI4Fal—var 4K

OL-8553-02-J |



| £30E SNMP QORFE

snvp e H

avwvlk B®

ATwv 7 3  snmp-server group groupname {v1 | v2c|v3 VE—h TN, RZHMSNMP J N —T %R ELET,
{auth | noauth | priv}} [read readview] [write

o groupname \Z1%, JNV—TEIEELET,
e X2 VT4 ETNAVERELET,
— VIE RLEEEDENEX 2T 4 EFALTT,
— V2 X 2FDIZZEMEOBENEF 2 VT 4 BTV
T, BEHED 2 FOME TIHRB L OERZ 55T
TET,
— ROLEERVIDOLA, REEL LT ERT D 0E
N0 ET,
auth — MD5 35 KON SHA (2 K 5737 v MERREDS Al
ﬁE—’C‘\—aﬁo
noauth — noAuthNoPriv WX 2T ¢ L
NaeAFX—TMILET, ¥—TU— REEELR
moli, TN T 740 FTT,
priv — DES IC L 530 » MNEHALE A R—T LI
LET (privacy & HIFFIXNET),

writeview] [notify notifyview] [access access-list]

S

GE)  priv ¥—TU—FiE, Ry 7 2T A A=Y
DA VARV ENTNDIEEDOIEHARETT,

e (f£E) read readview &£ L HIZ, =T—V 2 FONREE
KRTEDE2—DLARIERT AR 7 (64 STF-LL
T) #ANLET,

o (fEE) write writeview & L B2, T—HE AL, =—
Vzr PORARER R TEDE2—DLAHIZRT A b
Vo7 (64 XFLLF) ZANLET,

o ({EE) netify notifyview & & H12, BEI, 1HW. 70X
NI TERETDHDE2—DLHIERT AN T
(64 XFLLF) #ANLET,

o (fEE) access access-list £ &L HlZ, TI7 1A URM4
DA RV T (64 XLFLLF) ZANLET,

Catalyst 3560 R/ Y F YT 97 AV 74 ¥al—vav 1 E
[ oL-8553-02-J



£30% SNMP OFE |

W snvp oFE

avwvlk B®

AT v 7 4 snmp-server user username groupname {remote |SNMP 7 /L — 7|25 U CHH L — 42BN L £,

host [udp-port port]} {vl [access access-list] |

e username 1L, T—Yx 2 MIBRHTHHRA N EO2—

v2c¢ [access access-list] | v3 [encrypted] [access W H T

access-list] [auth {mdS5 | sha} auth-password]}

o groupname |¥, L —FRXHIGFHT BV D ZV—TF DL HEI
<9,

e remote Z AJJ LT, =—V0NFTET S U E— F SNMP
TUTATABIOZEOZ T AT 4 DHRANLET
IEIP 7 LR e &b, fLETUDP A — NE&E5%1E
ELET, 774/ MEIX 162 T,

e SNMP R"— g &5 (vl, v2e. E£7213v3) AL
9, v3 ZANTHEEIE. ROF T a o &2BINL
ij—o
— encrypted |L, XA U — REREB(LIEXTERT S

IO ELET, 2OF—U—RiF . v3F—TU—
RAEE N TV LGS OHFEHAEETT,

— auth [3FEFE LR EEL v v 3 v T,
HMAC-MD5-96 (md5) ¥ 7= (% HMAC-SHA-96 (sha)
PREL L EFEHTCEET, NATU—F X RY ¥
7 (64 SLFLATF) DRETT,

o (fEE) access access-list L& HiZ, TI7ER JRARE
DA KRV T (64 XLFLLF) ZANLET,

2Fv 7T 5 end

¥EHE EXEC £— RNIZR D £7,

RX7 97 6 show running-config AR L E T,

ATwF 7 copy running-config startup-config (FEE) a7 4Xalb—yay 774 NVICKREZHRTFEL
ij—o

SNMP ZEXIDEXTE

G¥)

N7y <~ —=UxiE, NIy T EZELTUHETLIEEAT—a T, M7y id FED
AR IRBELEZL AL v TFRERTHVAT LT I— T, 740 8TiE, b0
X —UXIFERINT., Py ITEEENFETA, ZTD CiscolOS U U —ADF# L T\ 5 &
AvFTE, Mo 32—y EBHIRICERETEET,

a2 FET raps E WOV —REERTHa~ REE2EHY 3. b7 o7 E 3Gz
WTBr47TvarNavry RIZROOED, F—TU—RNgaps 1T b7 v 7, HFH, £I1X20OM5
Z#F LET, snmp-serverhost 7 2 — )L a7 4 Fab—v gy avy FEEHLT, hTv 7
FIIEHE LT SNMP BEIEZEET L0 EIDERELET,

#3051, YR—=FSINTWBASL vF v TFvT GBMFAAT) 2RxLET, hbD T v
D—BEIFEREA F—TNMZLT, TNWEZETDHILICIN I v T X —V ¥ 2R ETEE
TO
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sNvP e B

F30-5 RAVFDEHEAT

B TOXF—0—F

lE-IuII;

BH

bgp Border Gateway Protocol (BGP) (KHEZML T v & AR, ZDA T =
VI HERS AT LAY A A—VURA VA R =L ENTNDHAEDH
EHTEET,

bridge Spanning-Tree Protocol (STP; A 8= 27>V J— Fu h=zj) 7Y v
MIB r 7 v 7 &AM LET,

cluster I IGALHRENERSINTHGEIC, N7y TEERLET,

config SNMP ENEE SNIERIT, M7 v T a2ERLET,

config-copy

SNMP 2 V' —RENEF INT-HEIL. VT v 7 HAERLET,

entity SNMP =27 4 7 4 BWELEINIGAIL, NIy T E2AERLET,

envmon BEEE=% NIy EAERLET, 77> (fan) . ¥ v RF T~
(shutdown) , A7 —# A (status) . IR (supply) . 1E/E (temperature)
OBRE N v 7ONTNNERIITRCEA R—T NI TEET,

flash SNMP FLASH @1 % £ L £ 7,

hsrp Hot Standby Router Protocol (HSRP) WNAEF IN7-HEI1IC, b T v 7%
ERLET,

ipmulticast IPvLTF Xy AN N—T 4 VITRERINZGEIC, VT v T EAERK

Li—aﬂo

mac-notification

MAC 7 RLRBED T v P AR LET,

msdp

Multicast Source Discovery Protocol (MSDP) A& ¥ S 78L& 12, b
T T ERERLET,

ospf

Open Shortest Path First (OSPF) A INZGAIC, N7 v T 2AEMR
LET, YRARa@f, =7—, VY Z7RA7—KF T RRXZAX L—}
IR, FFEE. A7 — FMERICET D M7 v 7RI X —T LI
TEET,

pim

Protocol-Independent Multicast (PIM) REHE I N7-HEIC, N7 v 7%
R LET, 372 PIM X vE—Y XA NEE, $ LU Rendezvous
Point (RP; 777 — RA Y b) v~y B TOERICETL M v
EALEICA X —T M TEET,

port-security

SNMP AR—h X274 bI o7 mAERLET, BHY OKEKH
Ty THELRECTEET, IBETE AL 0 ~ 1000 HTT, T
T4 NI ORT, b— MRV E VS EBR T,

rtr

SNMP Response Time Reporter (RTR) @ kT v 7 # LR L E T,

snmp

FIE, a— )V R AX—K~, Ugp—AAX—F Vo7 T, £2i%
Vo g B AZonT, SNMP # A 7o T v 7 EAERRLET,

storm-control

SNMP A b —LAflf#lD T v 7TEERLET, BHIZY ORKRET v
THEGRETEET, FHETEZ 2HMAIL0~1000 T, 7741 b
FOoCRESNTOET (HlRe LORETIE, BEZLICHFT v
WEESNET),

stpx SNMP STP #E3E MIB 7 v &AL £,
syslog SNMP @ Syslog 7 v 7FZARK L ET,
tty TCP #ft D b7 v T &2 AR LET, ZOMRRIL, 774/ FTA X—

TICRESILTVET,

vlan-membership

SNMP VLAN A U N\N—Vw IPREBINTZHEIL, T vy T EERKRL
iﬁ—o
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W snvp oFE

£30-5 RAYFOEHEAT ($E)

B A TOX—7—F E#A

vlancreate

SNMP VLAN 1Bk b Z v 7 & ARk L E T,

vlandelete

SNMP VLAN HiIBg b Z v 7 &AL L E T,

vtp

VLAN Trunking Protocol (VTP; VLAN k7 > &2 7'r k=) 3%8
HEn-HE

W2 Ty T ERAERLET,

A RIA LD~V ZARNY T

FREINE T, cpu [threshold], fru-ctrl, insertion, 35 X

O removal ¥ — U — NIV AR — SN TWEE A, SNMP HFHIBHOREZ A X —7 /T DI
!X, snmp-server enable traps 7 2 —/N)L I 7 4 ¥ a2 L —3 3 a2 R & snmp-server host
host-addr informs 7 70—/ N)L 27 4 Falb—vay avy ReflAabEd TR LET,

£ 30-5 (RTINS A TEZIETHHAIT FFED R A MIE LT snmp-server host 2 2 —/3L =
VI 4 Xal—varyavwy FEETLET,

HRAMMIE T v T ERIIEREEET DL IICAAL v FERET DI, ¥ EXEC £— FTRD

FaZFTLET,

avwy kR

BrY

AT97F 1 configure terminal

rua—s L ar 7 4¥alb—3ig Ly B— NEBBLET,

AFv 7 2 snmp-server enginelD remote ip-address

engineid-string

JE—hEAXANHOT P ID 2 ELET,

AT w7 3  snmp-server user username groupname {remote
host [udp-port port]} {v1 [access access-list] |
v2c¢ [access access-list] | v3 [encrypted] [access

access-list] [auth {md5 | sha} auth-password]}

AT o2 THRELEYE— K A ESHSAHT D SNMP
a—PEZRELET,

A
GE)

7 RLRAEKHET DV E— b 2 —FEHETDHIC
I, BV E—F AA PO IDARELT
BLUMERHVET, 20X LARNE, 25—
AvE—URRRII, a7 RRETINER
oo

RATv 7 4 snmp-server group groupname {v1 | v2¢|v3
{auth | noauth | priv}} [read readview] [write

writeview] [notify notifyview] [access access-list]

SNMP 7/ v —7 % HELET,

l Catalyst3560 R4 Y F YI b7 avI4Fal—var 4K
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snvp e H

avU kR

B

AT v 7 5 snmp-server host iost-addr [informs | traps]
[version {1 | 2c¢ |3 {auth | noauth | priv}}]

community-string [notification-type)

SNMP + 7 v ZEMEDZAZMZHEE L £

*  host-addr 121X, AN HRERDBZEM) OL4ETE
A=y b T RV RAERELET,

e ({EE) SNMP f[H#fZ B A MIEFT HIZiL. informs
FHETLET,

e ({EE) SNMP k7 v 7 %K A MIEET HITIX, traps
(FT74/VbH) BRELET,

e (f£&) SNMP version (1. 2¢. F721% 3) ZHETELF
9, SNMPvl /¥ informs V7R — K L CWEHA,

e (ER) N—Tar3ogha, WBEEL-ULE LT auth,
noauth, F72(% priv Z I L E7,

A

GE)  priv ¥—U— R, WY 7 =T A A=Y
A YA P =N STV DHE OB ATHETT,

*  community-string {213, version 1 F 72 version 2¢ 235
ESNTWDIGE, mHEECREIND, AV —
FIZHEB Liz=aa=T 4 AV T2 ANLETS,
version 3 2MEE I N TVWHEE, SNMPV3 = —H 4 %
AJILET,

o (EE) notification-type \Z1%, 7% 30-5 IZFLd & T D
F—U—FEEHLET, A T2BELR»-T125
By TRTOWEHNERE INET,

AT w7 6 snmp-server enable traps notification-types

AA Yy FBR Ty TELIFEREEETEDLLOITL, #
BI2@mos A4 7a2BELET, BHMIATOFIZH
WX, # 30-5 #5750, snmp-server enable traps ?
EASILTLEE N,

BEONT v T I T A X—=T M 2ITE, FT v
4 A 7" Z & |Z snmp-server enable traps =~ > K Z{FEBIZ A
NTBMERHY £,

RTw 7 7 snmp-server trap-source interface-id

(EE) BETAVF—T =2A RAERELET, TIMnbH b
T T AvE—VICRTHIP T FLARERESNET,
HWMOEETLIP T FL AL, Z0oa~vy RTHELET,

RTv 7 8 snmp-server queue-length length

(FEE) # R IFT RAMDA v E—Y Fa—REHRTEL
F9, FEETX AL 1 ~ 1000 T, F 744 ME 10
<7,

RATv 7 9 snmp-server trap-timeout seconds

L) FIv 7 Ave—CrHEETAMBABELSE
T, FBETE HHPHIL 1 ~ 1000 TT, T 7 +/L MI 30
‘(“‘a_o

2Fv 7 10 end

ke EXEC B— FNIZEY £,

AT7vw 7 11 show running-config

EZHERR L E T,

AT w7 12 copy running-config startup-config

(EE) av74FXalb—Yary 77 A VICREEZRIFL
ij—o
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W snvp oFE

snmp-server host =~ > R ClL, BMEZ(FTHF A & HE LE T, snmp-server enable trap =~
YRIZES T, FBESNICEMA D =A L (b7 v TRBIOHER) 237 80— L TA R—T /U7
DET.HRANBEREZFETE DL 9I2THITIE.F DA A MIKHET % snmp-server host informs
a2 R%&§%E L. snmp-server enable traps =~ > & H L THEHREZ 70— Ul A F—TLIZ
THULENRHY ET,

FBELIEFRA B NT v T E22AF LW L 9123 51213, no snmp-server host host 7' 12— /3L 2/
T4 FXal—vary av s FEEHLET, ¥—7— FZHEE L2V T no snmp-server host =~
YREEHTDE RAIAD T v FIET 4 =TT TR, HHRITT =T TRy
FHAERET «£—7LIZF 5121, no snmp-server host informs 27’ 27—/ 3L 227 ¢ Fa L—
vayv avr REFERLTKESY, FEDO N T v T XA T 52T 4 8—T7MIZF 52, no
snmp-server enable traps notification-types 7 2 —/N)L 3T 4 X2 b—vay avr REFEHALE
R

I—xzobariayrsEtoyr— a3 0RE

SNMP ==V 2 "DV AT A a7 hRBIMer—2a 2R ELTC. 207 4 FXFalb—T3
VI FANADLINLDORIRIZT VB ATED L HIZT DI, K EXEC ©— FTRO FEE
EITLET,

avwv kR BrY
ATv 7 1 configure terminal Ja—N) a7 4Xalb—yary®— N LET,
RXTv 7 2 snmp-server contact text AT A aALET " NERTARN) VT EHRELET,

RITHI R LET,

snmp-server contact Dial System Operator at beeper 21555.

RXTv 7 3 snmp-server location fext VAT L =g ERTAN) VT ERELET,

RITHI R LET,

snmp-server location Building 3/Room 222

2AFv 7T 4 end

HeHE EXEC E— RIZRE Y 97,

AT w7 5 show running-config AR LET,

ATw 7 6 copy running-config startup-config (TE) 2o 74Fal—vary 77 ANMVMIREEZREFELET,

SNMP %@ L TEAT % TFTP Y—/\DHIfR

SNMP #i@ L Car 74 F¥al— gy 77 A NEREBI e — R+ 5701245 TETP
(fiG 77 ANk 7n han) h—nN"%& TI7ERA JRAMUEBBEINTHWDLT—IRET HIT
X, ¥i#E EXEC E— FCTIROFIEZEIT L £,

avwvk B®

ATv7F 1 configure terminal Ja—)L a7 4 FX¥al— gy ET— N2HBLET,

2FvF 2 snmp-server tftp-server-list access-list-number |SNMP Z @ C2> 7 4 Fal—Yay I A& at’—

T 57Ol HT 5 TFTP — %, 727k A U A MND
P—NIZRELET,

access-list-number 1Z1%. 1 ~ 99 B LN 1300 ~ 1999 DAE#E
IPT77EA VR NEEEANLET,
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snvP e N
=1 B
AT v F 3 access-list access-list-number {deny | permit} BT 722 R NefERl L., BREREEE o~ Ry
source [source-wildcard) R L FET,

o gaccess-list-number \Z1X AT v 2 THRELET 72X
VA NEZEZANDLET,

o deny ¥—U— NiE, £UER B LEHAIIT 7 EA%
HELET, permit ¥—U— RiX, *{4:73)~£ﬁ1/7‘_i5
BT 7B AEHFRILET,

e source |2, AA v FITT 7/ BATE S TFTP —23D
IP7 RLAZADLET,

e ({EE) source-wildcard 121X, source |2 H SNDH U A
IWRI—R Ey bE Ry MiZ 10 ERFETANLE
T, MHET Iy MLEIZIE T ZANET,

T7EAYARNOKRRBIZIE, TXTITHT DHFBROEAL A

T—hAY MREICGHFET DI EICERE LTI EEN,

XFv7 4 end

ke EXEC B— RNIZEY £,

AT w7 5 show running-config REXWERLET,

AT 97 6 copy running-config startup-config EE) a2 74FXalb—ray 774 NVICEREEZHRFL
i ‘g_o

SNMP Ol

KIZ.SNMP DT RTON— g5 & A F—T NI T 50 E2RLET, ZORE TIL AEE D SNMP
A=V ¥ NAI =T 4 ARMY 7 public HEM LT, BARY FHERTT X TCOAT V=7
MITZ7R®RATEET, ZORETIT. AAvFII T v T7EZEFELET A,

Switch(config)# snmp-server community public

WIZ, AEBEDO SNMP v 3% —Y ¥ N a3a=7 (4 A ~Y 7 public i LT, #AaE 0 5HMER
TIRTOAT V=7 MIT 7 BAT DB 2R LET, AA v FiE, AA B 192.180.1.111 BL W
192.180.1.33 (SNMPv1 Zffif) <°. A A b 192.180.1.27 (SNMPv2C #{H) ~ VTP +7 v 7' &%
fELET, 2I2=FT 1 ANV T publicix, bT7 v T EEbIZHEEINET,
Switch(config)# snmp-server community public
Switch(config)# snmp-server enable traps vtp
Switch(config)# snmp-server host 192.180.1.27 version 2c public

( )

( )

Switch(config)# snmp-server host 192.180.1.111 version 1 public
Switch(config)# snmp-server host 192.180.1.33 public

WRIZ. comaccess A 2 =T 4 ARV TEMEHTET 7R VRRNADA L NN—|T, TXTOAF
TV hOFBIOEHT 7 AEF AT 56127 LET, TOMMO SNMP v 2 —Y v id, &
DATVxl MIHT 7 EATEERA, SNMP JBGEREE N7 v 71X, SNMPv2C A2 =2 =7 ¢
A~V > public ZH L THAA b cisco.com [Z5g LET,

Switch(config)# snmp-server community comaccess ro 4

Switch(config)# snmp-server enable traps snmp authentication
Switch(config)# snmp-server host cisco.com version 2c public
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B SNMP X F—42 ZADEFR

WIZ, =T 47 4 MIB b7 v 7&K A D cisco.com \ZEETHHEZRLET, aI=2=7 44 AL
VU ZEHIRENE T, ZEITIE, TTIRARXR—TNVICREINLTWNWD N T vy 71T T, =
TA4T4MB Ry TEEETDEICAA v TF oA X—T /M LET 27DIEFINLD T v
T ORI EFRE L. BA B cisco.com (T % LLHITD snmp-server host =1~ > R & 202 L £,

Switch(config)# snmp-server enable traps entity
Switch(config)# snmp-server host cisco.com restricted entity

WIZ, aa2=7 14 ANV T public ®HEH LT, #XTD M7 v 7 %AHK AN myhost.cisco.com \Z
EETDOIRICAL v TF A R—TMIT D05~ LET,

Switch(config)# snmp-server enable traps
Switch(config)# snmp-server host myhost.cisco.com public

Wiz, 2—HFEVE—h FRANZE#EMNTC, 2—PFRTa— L ar7 s Fal—al E—
ROWEZ auth (authNoPriv) FBGE L~V TR A EET A0 2R L E T,

Switch (config)#
Switch(config) #
Switch(config) #
mypassword

Switch(config)
Switch(config)
Switch (config)
Switch(config)

H*+ HF H H*

SNMP X 7—% XAD KR

snmp-server engineID remote 192.180.1.27 00000063000100alc0b4011b
snmp-server group authgroup v3 auth
snmp-server user authuser authgroup remote 192.180.1.27 v3 auth md5

snmp-server user authuser authgroup v3 auth md5 mypassword
snmp-server host 192.180.1.27 informs version 3 auth authuser config
snmp-server enable traps

snmp-server inform retries 0

AERaia=74 ALy 7 2 b 2T — ZOREHOKR L SNMP O A JJ#EEHE
T HIZIE, show snmp FiHE EXEC a~ > REMEHLES, F£7o, £ 30-6 [Zitdis =z
L OFFHE EXEC 2~ REEH LT, SNMP AR R-T L2 L HTEET, ZOLBICERIN
B 74—V ROFEMIZ DWW TIL, [Cisco 10S Configuration Fundamentals Command Reference] Release

122 %ML T 7Z&EV,

% 30-6 SNMP FH#HzRFT H-HODaTUF
HiRE FI+IFRE
show snmp SNMP #EHE#HRZ R LET,

show snmp enginelD [local | remote]

TNRARAZHRESIN TS E—H/L SNMP = VUV BI O
TRTCOVE— b PNl TAEREFRLET,

show snmp group

v hU—27 FED4& SNMP 7 —FICET A2 EHREFRTL
ijﬁo

show snmp pending

REEHH D SNMP ZRDIEHREF R L ET,

show snmp sessions

BI{ED SNMP & v ¥ a v OIE@EE R LET,

show snmp user

SNMP == —# 5 —7 /L D4 SNMP == — V4 |[ZBH4 A5 %
FRLET,
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