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B (A 9FADFET7H RADRIE

AL YFADFET I 2AD/LE

AEL—WFIZL D, A v FOFRBRECHKEHROMELHILTEET, MWL, Xy T —
TEHENDAL v F~OT 7B AZHFAIT 5K, ERPFR—F2HANTxy NT—274NE L
AXNT v TR 52—V, YU TN R—=FrZ2BLTRy MU= AN BERT 52—, %
FlEE =L Ry N = NOMKREIZT— 7 AT =y a v bt 3a—HFicks7 7€
2 &HIRLET,

ZA v F~ORIET 7 ¥ AZPIET2I120E, ROEF= Y T g E 1| DEITEEHREL 7,

o HEBOEF2VT 4L LT, EAL v F R—F TRV —RFBIUHEREZRELET, 20
NRAT— R, A v FiIla—hVIRFESNE T, 2—FRKR— M FE7iERERZE T TA
AYFITI7EHALEI ETAHLE, A= FERITREBRICHEESNTZ/ AT — &2 AL TH
LTRITIUE, A v FIIT 7 BATEERA, FEMICOWTIE, T4 x—7/V EXEC 2wV
R~DT 7 ADHH#] (p.8-3) &L TEEW,

e BMOEX2UT 4 LAYELT, 2P HERRTY—REXRXT TRETEET, 207X
AA v FTu—AVBEFESNET, ZOXTRERELIIR-MCEY Y ToHh, Fa—V
%nuuﬁbij— ‘:L*‘“H_ iuupﬁfﬁ X/]) /? 77“‘27\(%?#0 *EBEI//\/V%E%LVCb\ZD%

HlE, 2—FHENRRAT — ROESXTIZRHEEOHER L~V E | ST HHERB I UHER E & b
c:%lw%fé:}:%)f%i’% PR OWTI, T2 —H A L AT — ROXT OERE] (p.8-8)
EHRL T &,

o 2—WHLNRAT—ROXTEZEH LIV, TORT 2 r—H L Tldde < RO — TR
FLEWEAE, EX=2 U7 4 =N EOT—F_X—RMRFETEET, ZHUE D, HED
Xy NT—=2 TARAARFE LT —FRX—=R &R L T2 — VG #E2 (LIS CTHFAE
W) BHZ N TEET, FHEMICOWTIE, [TACACSH IZ L DAL v F T 7 & 2D H|fH]
(p8-12) B LTI,
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A%—JJLEXEC A%y F~D7 s AnGEE A

A F*—TILEXEC ATV FADT O EADRE

Xy NI =7 TERDOT 7B AR EAT 5 2 FEIL, SAV— RE2EHR L THERL LV EZED
BCHZETT, NATV—RREICL ST, Xy VT =V FFRy VT —2 THRAL A~DT 7k
ABFIRENET, HRL XML ->T, xy NU—7 TS RAZB T A 2 H, 2—FRED LD
mav s REFEHTELNRNERINET,

GE) ZZTCHEAT A vy ROMEICE IO R FEOFEMIZOWTIE, [Cisco 10S Security Command
Reference] Release 122 ML T Z I,

2 TR ROBEFRICOVTHHALET,

o« TTHNPDONRAT— FBLOHER L ~LRE (p.8-3)

© AITA YT ARTNSAY— ROREXITEE (p8-3)

o WRILICE DA F—TNBLIOAS F—T L v —27 Ly b NAT— FOR# (p.8-4)
o NRRU—FKEEDT 4 E—7 11 (p.8-6)

o URRIEHRIET S Telnet /XA Y — FORE (p.8-7)

o Z—PHLANRAT—ROXTORE (p.8-8)

o BEOHERL~LORE (p.8-9)

FIAIL DRI —FEXIUVHER LARILERTE

F81IZ, TT7ANPFDONRAT— B LOMERL~LHEERLET,

% 81 FIHILFDNRRAT—FBEEUVHERLARIVETE

HaE T+ MRE
AF—=TN RAT—=RBIN (NRAT = REEHEINTWETA, T 74/ MIL-UL 15 T
MER L ~1 (£ %—7 /L EXEC L) | NAT—KE, av7 ¥zl —

vary 77 A NVANTIHEES LI T RVIREET T,
AF—=TN =Ly b RN NRAT—=REEREINTVWETA, 774/ MILUL 15 TT
AT — RBIXUOHER L~V | (f F—F LV EXEC L-Ub), AT —RiL, BEbEhThHba
Y74 X2l —vary Iy AMIEZIRAENRET,

[FIfE /SR T — R NAT—= RNTERINTVEEA,

ARBETA4 9D AR—TILIRAT—FOBEF-ITER
A F—=T N RRAT— R, £ F—T/IVEXEC B— F~DOT7 7B 2&%HELEST, RET 47 A
F—TIN NRAT — REREFZIIEETHITE, A F—T7 )V EXEC E— FTROFNEEZZITLF
j—o
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N (R—TJLEXEC aT > FADT7 I EADERHE

AFvT 1
ATvF 2

AFvT 3
ATv7 4
AFyT 5

avyvk BeY
configure terminal Jua—N)ary 7 4 Fal—aryET— REBLEST,
enable password password A X% —T7 W EXEC E— F~D7 7 ZAHIZ, HrLWLRR

U— REERT I, BFEONRRT—REEELET,
FIT IR TIE, AT — RIERINFE A,

password \Z1%, 1 ~ 25 XFOFKETFTOA M) VT EIFEL
FT, ANV UV ERTFTIHRDLZLIFTEEEAL, KX
FLENLFERBIL, AN—RAEFEHTEETN, HITA
N TR SAVET, B () 13, SAT— REER
THEEIC, SR ORNC Culv Z ANTIUIFEHA T
T, e ZUE, NAT— R abe?123 BERT S & &1, &
DEITLET,

abc x A7 LET,
Ctrl-v # AJJLE7,
M23 &= AN LET,

VAF AN R —T I RAT— REANTAH LTk
O HNTEE. BMHORNC Ctrl-v Z A1 20531372 <
INAT—=ROT a7 MIZEDETE abe?123 & AT TE F

B

end A F—7 /v EXEC £— FIZRED £7,

show running-config REZHRLET,

copy running-config startup-config (EE) 27 4FXalb—yay 774 VISR EEZREL
ESrR

AR =T N NAT— FEBF G LENT, AL v FDa
T4FXalb—vary 77ANVNTERBERIRDZ ENTE
HIRRETT,

XA T — R&HIERT % I21%, no enable password 7' 22— /)L 27 4 X a b—3 g avy REfl
HALET,

WIZ, A F—T I RAT— K% [Tu2c3kdy5S \ZEBT D6 2R LET, AT — RiZEE LI TE
L9, L1507 7 8ARNE 2 6N0ET (ERDA F—T )V EXECE— K 77 ERA),

Switch(config)# enable password 1llu2c3k4y5

FEIEICE DA R—TLELBAR—TIL ¥—I Ly b RRT— FDRE

BMOEX=2UT7 4 LA Y& SRRy hT—27 Zilix %732 U — R Trivial File Transfer Protocol
(TFTP; f§i5% 7 7 A Mk 7' b =)L) = NIRFSNTND N AT — RIS L TRET 256
\Z1%. enable password ¥ /=1 enable secret 7 10—/ 3L a7 4 X alb—T gy avr REEHT
FET, av U FOERAIRELLBREILTT, Zoa~vry Rokh, BB bENiz 2T — K&
ETEET, A FX—T7/NVEXEC E—F (F74/V MRE) ETIFTREDHERL T 78 AT
2—WE, ZONRARAT—REANTLHIMLERDHY £,

L EERKES T LT ZAIMEH I DD T, enable secret =T~ RA2fEHT 2 Z L A2 HHEL
iﬁ_o
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A%—JJLEXEC A%y F~D7 s AnGEE A

enable secret =~ >~ N enable password =~ > RIZEHL L E T, 2 2D~ RRFEIFFCHERIC

HZLEHY EEA,

AX—=TNVEBLIOA, =T N —7 Ly b RRAT— R AL ERET B I121E. A *— 7V EXEC

F— R TROFNEEZFEITLET,

avwv kR B&
A7y 7 1 configure terminal Sa—rJL Ay 4 Xal— gy T— REMBLET,
AT Y7 2  enable password [level level] {password | A X —T7)WVEXEC E— R~OT7 7t AHIZ, HrLwIA
encryption-type encrypted-password U— REERT 5, BHEO AT — REEHLET,
F 7 EJ el
enable secret [level level] {password | —7 Ly N R — REERFR L. FEATwREE- 5 A
encryption-type encrypted-password} L CIRELET,
o (L) level IZfRETE LT 0~ 15 T, L~UL
1 2358 % O —F EXEC £— FHERTT, 741k
LAULE 15 TF (A X — 7V EXEC £— FHERR) .
o password \Z1E, 1 ~ 25 LF-OWEFOANY 7 &g
ELET, AN U7 2B8FTHDD ZLITTEEY
lo RIXFENLFEREFIL, AN—RAZFERTEE
TR, FATAR—RTEFE SN ET, 77 4/ F T,
NAT— RIIEHRINFEHE A,
o (ER) encryption-type (21X, v A E DK ST L
FYZXLTHLEZAT 5 LMERHTEEEA, a1k
ZATERETHHAIL BRI XA T — %
BRI Z2BENHY £, ZORSL/ AT — N,
MDAA »FOFENPDAL—LET,
>
GE) WA TERELTCIZIT TFAN RAT—
R& AN LIS aE. O 2 —7 /L EXEC E—
REBET 2 Z LT TEERA, kSN X
U — FRKRONIZGAEIT, EO XD R AETHEE
THILIITEEREA,
57 3 service password-encryption (HEE) AAT— REERTD & =, E-ARELRGETS
LEIZ, RRAU—FRZIEELET,
BEick»T, avr74X¥al—vary 77 A LD
AU — RIRGEH I RREIZ2 D £,
A7FvF 4 end A F—7 L EXEC E— RIZHE Y 77,
RFw 7 5 copy running-config startup-config (EE) av74Xalb—vay Z7ANVIIERTEEHRIEL
i‘a—o
AX=TNVEBIOAS F—=T N =7 Ly b RAT—=ROWENERSINTWDHE, 2—F A
F=TN =T by b RAT—=READNTILERHY £7,
FEDMHERL SNV DNAT — REERT 2561 level =V — F2EHLET, LYLEREL
TRATV—=RERELLEL, FOLXULTT 7 EATHIUEDH L —FETFICEDNNAT— K%
ELTLEIY, SEIERLVLTT V7 ERAER 2~y RERET 2854514, privilege level 7
H—VLarZ 4 Falb—raryavy FEEALET, IOV TIE, MEROHRLY -~ D
RiE] (p8-9) ZZMLTIZSVY,
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N (R—TJLEXEC aT > FADT7 I EADERHE

NRAT — RO EAbE A X—T NI T DL, 2—PLRRRT— | B AT —F, A x—7 )L
awy R ARRT— R, ary Y — B OMFEmMRERR SR T — R L §XTO/RAT— RiZiE A
EhE,

INAT — K& L~UL%HIBRT 5 1Z1E, no enable password [level level] & 7213 no enable secret [level
level] 7 — )L 27 4 X al—vay a<wy REHLET, SATU— RO EbET 4 &—
7 AT HIZIE, no service password-encryption 7 21— /N 27 ¢ Fa Lb— g avwy REMHE
HLET,

WIZ, HEFRR L~L 2125 L CIE B/ S A T — N $18FaDO0SXytiSRkls3LoyxzS8 # 3 ET D&~ L E
j‘o

Switch(config)# enable secret level 2 5 $1$FaD0$XytiS5Rkls3LoyxzS8

NRRAD)—FEEDT 1« t—T Ik

AL FITHEIIZT 7 BATEDL Y R a—W L, T 74/ T, AL v FOERBEARHIT —
F 7 EERZEID AR, BFILWRRATU—REANTEHZ EICL T, Kbz A U — R&ERIET
xFE9,

SR — REET 4 B —7 /ALIERE T, ZOMBEO—MET 1 =7 MITHZLITED A v
FONRAT—=RADT 7B R R#ETEET, ZOWRERA X—T VOGS, =0 F 2—9F, v
AT LET 7NV IMREICERTZEICRAELEGAICRY 77— e ACHI VAT Z LN TE
F9, NRAU—REEAT =7 /MZLTH, 77— b 7B RIZEVAALTHRAY — REERT
EFETH, a7 ¥a2lb—T a2 774/ (configtext) LU VLAN ({RAH LAN) T — & ~<—
A 77 A (vlandat) 1 THIERSNET,

GF) HRRU—FNEEEZT BT MCTHEAIE. = K 2—FRT7— b e XCHVIAALTY R
TAET 73V MORRBIZET LI RES X, EXa2T7 =N a7 4 Fa2lb—r g
Tr7ANDNRNY I T o7 ab—%REL T EE2HBRLET A vF ETar7 s X¥al—
ay IrANDNY T v T ab—FRFELRNTLZEY, VIP (VLAN h o F 7 7
han) FTUART LYk = RTAAL v FREEL TV DAL, VLAN F—FX—Z 7 7
ANDNRy 7T v abt—=LFEICES 2T = NREFELTLEEN, AL v TF RV AT LD
F T4 PREICRE-TZE X2, XMODEM a2 a2 A LT ARELEZ T 7 A VA AL v F
ICF T — RTEET, FMCOVWTIE, (AT —F2ENTEHAONIE] (p42-4) 28R L
TLEEEW,

NAT— ROEEET =T VT DIiE. A F—T/VEXEC T— RCTROFNEEZFEITLET,

=1 N =[]
AT7vy7 1  configure terminal Ju—rL a7 4 ¥ al—igy T— FaBBLET,
AT 97 2 no service password-recovery NRATY—RKphiEE2T 4 —7 iz LET,

COBREF, 7T vva AFVOFRT, I~k r—FBX
O Cisco [0S A A=V NT 7 ATE BRI ESNE
TR, 7740 AT AT EENEA, 72, 2—F
DT 78 ATHZ LI TEEREA,

AFv7T 3 end 4 2 —7 )L EXEC £— FIZEY £,
ATv 7 4 show version a<y FHHORGEOEITA2F = v 7552812k T,
REEMRLET,
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G¥)

A%—JJLEXEC A%y F~D7 s AnGEE A

NAT — ROEEZFRA F— 7T 58545 1E, service password-recovery 27 2 —/ 3L 227 ¢
FXal—varyavwrFefHLET,

RAT— REE DT  E—7 )V{kiZ. boot manual 72— /)L 27 4 X2l — g av R
FERALTFEHTT - FTHL9CAA v TFEREL TCWAHEFESHTT, Z0a~vr Rig, X
A v TFOEFROHFRAKL, 7—ho—% a7 b (switch:) ZFERIEET,

IHEREERIZXT B Telnet /XX T — FDERTE

MO TAAL v FICEREEATDLE, BBty b7 v 7 70l T AN EEN LT IPHE#REZEY YT,
ZOHEFT THERATELI T 74NV MREZERLET, DI, By vT v 7 s I A
I, NRAT—=RIZE D Telnet 7 7 EAIZAA v FZHRETHIEEZERLET, By N T v 7 7
07T AOFEITHRICZORAT— REFRE LR HEE, ZOBETCLI (2~ KA1 A
VE—=T A R) BEHALTEHETEET,

AA > F % Telnet 77 B ARICHET HI1TiL,. 4 *—7 )V EXEC E— FTROFIEZFITLET,

avwvk BeY
AFvFTA1 TIal—vary V7 =T &z PC E£ITV—7
ATF—arve ALy FOary—) RK—  EEFLE
7
Ay =)V R—= DT 7 4 DT —ZFEMEIL 9600
A=, 8F—Z v, 1Ay 7Ty, NUF 4L
T, a~r RIA4y a7 FRERENS £ T, Return
X — 2 MEIN T LERH D ET,
ATv7 2 enable password password A % —7 )L EXEC E— R&ZBBLET,
AFTv 7 3 configure terminal Ja—)L a7 4 FX¥al— gy B— RE2HBLET,
AFvy7 4 linevty 015 Telnet v a > (FEfR) OBREHREL. 94> a7 4
Xal—iarE—FEEBLET,
Ay RRUGEAA v F TR IRK 16 D > a VHATRET
T OBLINISZHBETHE MFEHTES 16 D Telnet & >~
VarITRTERETDH I LITRY ET,
AT797 5 password password 1 DEIFEEORFRIIHIET 2 Telnet /XA T — K& AT)
LET,
password 21X, 1 ~ 25 LF-OFEETFTORA MY T EEEL
F9, ANV T EHTTHOLI LITTEEFA, KX
FLILFEERP L, A=A EHHTEETN, (TR
N2 IR ENET, T 74 N TE, NAT— RIIE
HINFEEA,
AT97 6 end A F—7JVEXEC E— FIZREY £7°,
AT 7 7 show running-config E AR LET,
a2 Rline vty 0 15 O FIZ/SA Y — RRFREINET,
ATv7 8 copy running-config startup-config EE) av74FXalb—vay 774 MVICHREERFL
E3u e
Catalyst 3560 R/ v F Y I k7 avI24F¥al—av H4F
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N (R—TJLEXEC aT > FADT7 I EADERHE

NRAY— N&HIBR925I121%, nopassword 7 02— 3L a7 4 Xalb—v gy avy FeEfALE

ERS

WIZ, Telnet /XA VU — K% let45me67in89 \ZiXET DM %E~r L E7,

Switch(config)# line vty 10

Switch(config-line)# password let45me67in89

A—HZBENRRT—FORT7DERTE

A=Y HENRAT = FOXRT ZRETEET, ZOXTIEFAS v F ETr—IVITREFESNET,

ZONTIFRERRE TR — B

B Yo, Fx—VERIELFET, 2—FITEEER. A A v F
7 7 BATEET, IRV LZE
MHERR L~ L% ST DRI L OMERR & & %

ELTWAEARIE, 2—VH LA T — ROKXTITRED

WICEID Y THZ B TEET,

A—PELR—=Z DRI AT LEZRETDHITIE, A 2 —7/V EXEC E— N CROFIEZ EFT L
j‘o ;@NLDE/XT-AVC i Elﬁ/l’/ﬂ-“*“j‘% E/\XU%Ff)iﬁikéﬂiﬂ‘

avwo kR

E]:)

RFv7 1 configure terminal

ya—r )L ar7 4 Xalb— gy B— REBBLET,

ATwF 2 username name [privilege level] {password
encryption-type password}

Ha—FOa—Ph HERLL, SAT— REAS LE
To

e name 2L, 2—VID% 1 UV—RTHRELET, AX—
AR LG HMFIIFEH T EEA,

o (FE) level \ITIX. TV B AMR B —WFICRETH
MERRL LV EELE T, IHETEX 28X 0~ 15T
4, LUL 15 TlEA X —7/VEXEC E— R TOT7 7+
ANHEETT, LU 1 T, =—V% EXEC £— KT
DT I7'AERD ET,

* encryption-type \Z1F, B AL S TUVZRUVW N AT — R73
BAHIHS HAEIL 0 2, BofbSh/o"AT — RH%
A< GAaL 71 2B ELET,

o password (21X, Z—VFNAAL v FIIT 7 BRATHELE
WANTAULEOHAZRAT— REEELET, 32

— RiE 1 ~25 XFT, MOABLAR—RXZfEHT
&, username 2~ RORHBEOA T a & LTHREE
LET,

AT w7 3 line console 0

EJ e

line vty 0 15

SAvarI 4 Xal—raryE—ReMBL. a2 V—
b AR— T~ (EIH0) F721F VIY [BIER (88 0 ~ 15) % &
ﬁ_i’l/i—aﬂo

R2Tv7 4 loginlocal

m7°4’ VD — N RAT— R F v T hRAFR—T
CLET, BT, AT v 72 THRESN a2 —VPHICH
Oa‘riﬂ

2FYv 7T 5 end

A F—7 )V EXEC F— RIZREY £,

AT w7 6 show running-config

EZHERR L E T,

ATwF 7 copy running-config startup-config (EE) av74Xalb—ary 77 A NVICREEZREFEL
\i j—o
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A%—JJLEXEC A%y F~D7 s AnGEE A

BEL—YO2—VL3G 2T 4 B —T7 23 5121 no username name 7 01—/ 2T 4K 2
L—vay avwry RefHLET, SAV—K Fz2v 25T =7 L, RAT—FRARLT
DOHEGE & ATREIZ T 521X, nologin 74 > a7 4 Xal—v gy avwy REfFHLET,

FEHOERLARILDETE

CiscoIOS Y7 hU =T X7 74/ N T, 2HEONNAT—R ¥X%=2 V7 4 E—RFR&HEALET,
2—H EXEC B XA F—T7 /W EXEC TJ, E—RIT &I, a~vr ROBEL L% 16 £ TRE
TEFET, BEONRRT—FERETDHILICEY, &SFSFha—V I —T7IZk L THED =
<V R~DT 7B REBHATEET,

72 z2iE. < D—W|Z clear line =~ R~DT 7B AZFHFATAHEE, L-UL2DEF=2Y
TAEEDET, L2 ORRAY — REEFHBO2—VFIZEATEET, 72, configure =~
R~D7 7 & ZHIREZ#BILT 2EA1F. L3 08X T 42504 T, 20O RAT—RER
b a—F A=A TH LD TEET,

Z 2T, ROBREFRIZOWTHALET,

o AV Y ROMERL~/NLDOHRE (p.8-9)

o [HIBUTKIT DT 740 FOHERL~LOEHE (p.8-10)

o MERL~L~Du s A UBLOT (p8-11)

ATV FOERLANIILDERTE

a<wy R E— ROMHERLANAVERET HIT1E,. A F—7/NVEXEC E— FTROTFIEE ETLET,

av ok B
ATv 7 1 configure terminal Juau—N)L a7 4 F¥al— gy B— R2HBLET,
AT w7 2 privilege mode level level command gy ROMERL L ERELET,

o mode \ZIiX, Zu—rL a7 4 Fal— gy B— KD
A% configure %, EXEC £— FOEEIT exec &, A ¥ —
TxA A a7 4 Falb— gy F— FOEAIT interface
. IA ary7 4 Xalb—y g E— FOEAIT line %
NENATILET,

o level IZHRTETE ZHPHIZ 0~ 15 TT, LU | BlH D=2 —
# EXEC €— RHEFRTJ, LUl 151X, enable /32 U — R|Z
FoTHAEINDT 78R LULTT,

o command \ZIX. T VB AEHIRLIZWa~v s FEHEELET,

ATw 7 3  enable password level level password MERR L~ Lkt et A A 2 —T )L XA — R&EHRELET,

o level ITFRETZ DHMAIL0~ 15 TY, L-UL 1 2NEE DL —
 EXEC E— RHERTT,

o password 21X, 1~ 25 LFOIFEKFDA N 7 ataE L%
T, ANV T ERFETHDODDL Z EIETEERA, KLFE
INCFEKRI L, A= EHHTEETH, BITAI—2
FEESNET, 7740 T, ATV REESEINE
A,

ATv7 4

A % —7 )V EXEC £— FIZREY £,

[ oL-8553-01-J
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N (R—TJLEXEC aT > FADT7 I EADERHE

=1 N BiY
AT w7 5 show running-config REXWERLET,
F2iX show running-config =~ NIRRT —RKET 7R LoYULODFE

show privilege

ExFR/RLET, show privilege =~ > NiX, MR L~V OERES
FRLET,

ATv7 6 copy running-config startup-config FE) v 74X alb—yay 77 A NVICREERFELET,

Ay R OERLVNVVCRET D& BN Z0a~vy ROy 71y l\’CEE)%) a<r Rt~
T ZDLYLICRESNFE T, 72 & 21E, show ip traffic =~ K& LUV 15 (28R ET 5 L. show
:vaﬁimewm:V/bi\%n%n%mv«wk&ﬁbﬁwﬁ%D\E@%LvAww
ICRRESNET,

FED I~ RIZOWT, T 74/ b OWHERIZETIZIX,. no privilege mode level level command 7
o—/N)L a7 4 X alb—ragryavy REFEHLET,

configure 2~ > REZMER L~V 4 IZREL,. LUV 4 Do~y REEAT A= RN AT
T BH/RAT— K& LT SecretPswdl4 & E&xT AR LET,

Switch(config)# privilege exec level 14 configure
Switch(config)# enable password level 14 SecretPswdl4

ERIZHT BT IHILFDIERLARILDER

AFvT 1
ARTFvF 2
AFvT 3

ARTvT 4
AFvyT 5

BT 2T 7 44 FOHER L~V 2B RS 5121E, 4 F—7 /L EXEC &— K TROFNEZE FEIT
l./\i—a’-‘o

avvFk HEY

configure terminal Jua—N)ary 74 Fal—aryET— REBLET,
line vty line T U A IR D AR AR A IR L E T,

privilege level level EIREOT 7 4V S OHER L~V EZZEE LET,

level \[ZFRE TE 2#uHIZ 0 ~ 15 TY, LUl 1 N@EHFD
o—H EXEC £— FHEBR T, LUl 151%, enable /XA
— RNIZEoTHFAENDT 7 EA LT,

end A % —7 )V EXEC E— RIZRE D £,
show running-config REEMWRLET,
EJ et show running-config =~ NIINATU—F&T 7R L

NVOFRTEEFRLET, show privilege =~ > Rix, HERL
RN DOBREERTLET,

copy running-config startup-config UEE) 274 Fal—ay 774 NVICREEZHRGEL
\i j—O

show privilege

2, FRRICr 7 A L, BIOMR LSV E A R2—T VIR ET H Z LI KD privilege level
FAv ar74¥al—yay avy REFEALTRESNIMHERLVE FEEXTEET, £
72, disable 2~ > RZMHHT 22 L1050 HRLANVEFE FFHZ N TEET, HLOMHER
LYV D RAT — RRDNno THOFUR, 2—PIEZ DA T — RE#H LT EMOMHER L~V %A
F—T M TEET, FRROEREZHIRT 5121E, =2 Y — VEBRIZE O LSV E TR L~ L
ERELTIEE,

BI# % T 7 4V b OMHER L ~JLIZERRFI21E, no privilegelevel 71 > 22> 7 4 Fal—T 3y a~
Y REEHLET,

l Catalyst3560 R4 Y F YI b7 avI4Fal—var 4K
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EBRLALADOTAVELURT

A%—JJLEXEC A%y F~D7 s AnGEE A

FBELEMHRL a7 A o35 FI3RE LR L~V &2 & T3 5121d, A *—7 )V EXEC
E— R CROFIAZFEITLET,

avwy kR

By

AFY7 1  enable level

BE LTMER L~ vice /A4 > LET,
level IZfRECTX AHiFHIZ 0 ~ 15 T,

AFv7 2 disable level

FBELHRLLEKRTLET,
level IZfRECTX AHiFHIZ 0 ~ 15 T,

[ oL-8553-01-J
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TACACS+ (2K B RAM YF 7V XDHIH

Z Z TI&. Terminal Access Controller Access Control System Plus (TACACS+) % A Rr—7 /M LT
ETDHIBEZOWTHMLET, TACACS+ (., FEMRT BV T 4 o7 iFmEREL, EER X
QR 7ot 2% L TCERRREHEZITVE T, TACACS+ %, Authentication, Authorization,
Accounting (AAA; BFE, FFRl. THU LT 4 7)) BEICIVIBESNTE Y, TACACSt %A
F—T T DITIE AAA 2~ REMEA LT 84,

GX) ZZTHERT S A~ RO L OMEH HIEOFEMIZ DWW TIL, [Cisco 10S Security Command
Referencell Release 12.2 Z# &M L T 72 &0,

Z 2T, ROBREFRIZOWTHHALET,
e TACACS+ OHEE (p.8-12)

« TACACS+ OEIE (p.8-14)

e TACACS+ ORE (p.8-14)

e TACACS+HEDER (p.8-19)

TACACS+ D=

TACACS+HIE, AL v FIZT 7 8ALL S LT 52—V ORGEEEFNATIEXF2 VT4 TV
o —3 a3 CT9, TACACS+ H—E R L, #H UNIX £ 721X Windows NT V—27 X5 — 3> ET
B#)4 5 TACACS+ T —F L DT — X _XR—ATEIEINE T, AA v FIZ TACACS+ HEREZ % ET
5120%. TACACS+ ¥ —RIZT7 7B AL T TACACS+ H—_ZREL TBL SERH Y £,

TACACS+ 1%, RBIDE Y 2 — VRIZFE, #Frl, BLOT VT 4 V7 HEEZHA TWET,
TACACS+ Ti, BE—D7 7 & ZAHl#HIV—% (TACACS+ T —F V) NV —E 2 GRIE. #F . B
FOTHo T 07) EREICEELET, - RAZBEAOT —F X=X EE L, T—F
VOIS L TZEDY—"EE Ry hUV—7 THEATE oy —e 2 & T £3,

TACACS+ O HIZ, 1 DOEFHY —EANLHEHOR Y NT—T T IR KAV N2EHT L5
XERMT A LT, AL v FF O AN —FZRT 7 A HF—RL L HiIZRy NT—2
TIEAYP—NITEEST, Xy FT—2 77 BZ $—NF, HxDa—Y, Ry hT—27FT-
7Ry NU—2 0 BIOMHAERI LRy N —7 L OEREEHLET (K 8-1 25H),

Catalyst 3560 R/ Y F YT 97 AV 74 F¥alL—vav Hq1E
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UNIX D9—9 X F7—2 3>
(TACACS+ #—/1\ 2)

8-1  —HEAY%E TACACS+ Ry FT—V M
UNIXD—9 R T—3 > Catalyst 6500
(TACACS+ #—/3\ 1) =X R4 YF

———
27

171.20.10.7

171.20.10.8

= TACACS+ #—/\ Z RLREHEELT
a— AAYFEHERET D
LB EERET B

(TACACS+ H—NIZH R LH#ERTET %)
AAA A —TIILIZT B
o454 UBEARY R CEERT S
IHREHRIZUR FEBERT S

r— WEICHELCTHIAS LU

T—ORT—23y TFHYVTFAVTARIVARAGNEERT S T—I9XT—2ay

TACACS+1Z, AAAEF 2V T 4 P—FPRIZL>TEHIN, KO LI —E 228 LU E4,

WAE— AV BRUONRRT— R X477, FYLUoUBLIONE, Ave—Y FFR—Fh
12X > CRAEDO S22 HlE 21TV E 7,

RAERIL, = — P L OXFEEFATCEET (L 2, =R/ L RT— R AT ST
HL. BEOEF., BEOBE, —E R Z 47 HRERE SR EDONL ShDOEMET 5
ZEICE N a—VEHLET), TACACS+ FBiEV—E R L, 2 —PHHIZ A v — T &2 E(ET
HZLBTEET, HERITE, SHOAART— FEDHIRIRY > —I2f/EV, AT — ROEE
OUENRHDZ L Ea—FZ@mT s L TEET,

Al — autocommand., 7 7 & A#IE., By Ta L HIE., e ol $AR—FOBRELE Vo7,
a—F v a VORI OV TE DM HIBE L ET, £/, TACACS+ #F rlH%#E
WZE- T, 2—YRFETTEDa~v FEHIRTHIZEHLTEET,

THOT 47 — B, A, BROLVA— MUEHT 21 #AIUE LT TACACSt 7—
FUCHEELET, Xy NV OFBREIL, TV T 4 U TBRBEFEHLT, BEXa )
T AEREDOLDICA—FOFIRNEZ B L2, 2—VREHAOEREZBIL LY TEF
T TATYT 47 La— Rk, =—F ID, BlAREZIB O TR, FEiTashica~
R (PPP 72 &), Ty ML BRONAS NI EENET,

TACACS+ & ha/Lif, AA vF & TACACS+ F—F M DOFBAFEZITVN, A A v F & TACACS+

T—EUHOT 0 AN E T ST ST 5 2 LIk o THRERFFZEBIL £,

AA »F T TACACS+ 24 5121%. TACACS+F—F> V7 NI = 7B+ 52 27 L7050%

%: ‘(\“jAO

[ oL-8553-01-J

Catalyst 3560 R4 Y F VI b9 xz7 avI74F¥al—>av 4k R



F8E XL YF R—IFEHMADNHRE |

WM TACACS+ (Z&BRAyF FHERADHE

TACACS+ DEIE

TACACS+ M

2—HN, TACACS+ L TCWD AL v FITk LTS ASCIL v 7' A 27847 L., RIS
Al ROTatr ARRELET,

1. BEEARESLSND & AL v FIE TACACS+ T —F NIEH L Cax—V4 77 hEaRE L.,
;h%na% WERRLET, 2—FRa2—HFHEANTDHE. AL v FIX TACACS+ T —F
WEHRLTNNATY—RK a7 2RELET, AL v FILE-oTRRAT—K Fr o7 bR
FRIN, 2—FRRRAT—REANTLHE, ZO/NAT— R TACACS+ 7 —F VZiEE &
nEd,

TACACS+ (2 £ 5T, F—Fr La—H L OMOMFERAREIC/RY . 7 —F 3o — Y &Rk
TELRITOBEREGTEL LRV ET, T—FI0E, 2—VFLH LR T — FOMLE
bEEANTDHEIRDETR, =2—FORFEOHERE., ZOMOEBER2EHLZ LHTE
E3a

2. AA v FIE. BEBIIZ TACACS F—F U M HIROWTNNDISEEEE T,

e ACCEPT — —¥NFIEI I, V—EAZPBRCTEET, FAf2MLHEBLETILIEICAL v
FRB/EINTVAEAIT., O S CH BN SINE T,

e REJECT — 2 —HIFRir SN FEFH A, TACACS+ T—F L L T, 2—HFx 7782 %
ESEEND», vl Ay = AEFRITTL L0 1kdonET,

e ERROR — T—F VL DRV —ELRADOHHHIFET, 771X 7~%/&x4/%@F'ﬁ@
oy MU — 7RI kw117 MNIEE L FE L7z, ERROR JEENERINTZHLEIZ. A
/]) /%i %%Eljmjﬁ{ifl‘—ﬁ‘%umum]\/ij kbij—

e CONTINUE — —H%, S BLICFIEFHROAN ZROBENET,

PR . AA v TF THANRA X —T NIl > TWBEA, 2—FIXBIMOF 7 = — X2 AV
*9, —WI TACACS+ A ICETeRIC, £9° TACACS+ FREEZX IEWICHE T T2 0LENRH Y
iﬁ—o

3. TACACS+ #FAINLELRBA 1L, HFOTACACS & —FE T L. 5 —F 2 ACCEPT £7-
/X REJECT OFF A& %K L £ 7, ACCEPT JGENIE INTZHAEIL. TOIREIZ, TDOa—
BIOZFO2—PRNT 7B ATE LY —EAD, EXEC £72I1Z NETWORK ¥ v+ 2 45 TCDT
) Ea2— OB TT—ENRNEGENTWNET,

e Telnet, Secure Shell (SSH; ¥ =7 v x=/), tlogin, F7/=IIA F—7 /L EXEC #—t A

o PG NRTRA—H (KA MELIFZIITIAT UV MOIPT FLA, 727 A VRN, BLOa2—
Y Z A LT T NEET)

RE

Z ZTIE, TACACS+ YR —F T D LOICAAL v TFEHET HHEIZOWTHA L ET, KIKIR,
TACACS+ T —F VA #EFFT B8 A b (1 o738 2HE L, TACACS+BFED KU R b &
EHZTHIMLERSY £, £/-. BT TACACSHHABLIORT I T 4 7 DHFRY X F&IE
#IorZ b TcEET, FRY A MCE-T, 22—V OREFE, #Fal, 37 vy MEEOZD
DI FREERELE T, FRU A RZHEHLT, AT X207 Y bharts 1 oFk
BB ETEX DT, VD FRADNKBM LEBED NNy 7T v 7 VAT ARMRENET, V7
F =70, VA MNORYIOFREHEH L T2—F OFGE, #Frl. TH U FOHEEFZ{TWET,
%@ﬁﬁfﬁsﬁﬁﬁ%%n&ﬁ)ot;ﬁu VYTZ R 2TIEFOY AN LROFAEZERLET, 2
O7rEAE, VA MNOFRZE2BEREDT 20, FRI A NOFAETXTHLKDD F
IS =-EXR

T, ROBEHBIZOWTHALET,

o TACACS+ DF 7 /b Fi%iE (p.8-15)
* TACACS+ #— 3R 2 F DOFeER K OGEGEEORE (p.8-15)

l Catalyst3560 R4 Y F YI b7 avI4Fal—var 4K
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o TACACS+ 1 7' A VEBFEDORE (p.8-16)
s AF—TIVEXECT ZEABLNFX Y hU—2 H—E2HD TACACS+ #FA[ D E (p.8-18)
o TACACS+ T H U VT 47 OlEH) (p.8-19)

TACACS+ DT 74 L FRE

G¥)

TACACS+ & AAA X, T 74V CTF 4 =T NICRESNET,

X T 4 DRGEILET A0, Ry hU—IERT ) r—3 g &AL T TACACSt %
BRETHIEITTEERA, TACACS+ A F—TIWIZRE LT-HE, CLIZEBUTAAL vy FIZT
7ﬂzxﬁ_5i_ﬂ_%uuuﬁféiﬁ—

TACACS+ OFREIL CLI Z#EH L TITWET 2., TACACS+ H— NIHERR L~UL 15 ICRE SN
HTTP B 255 L E 9,

TACACS+ H— /NN KR FOBERES L URIIROETE

AL DOV —REHEHTHZ L b T BEFEOT— /N KA & T A—T LT 572012 AAA
PN ITN—TEFHTHIIICRET Db TEET, =2 L—T{L L CE 7@%77“7‘%
NARARNOY T2y FEBRL, FEOY—ERZZDOH—RNEMHTEEST, =T N—7
X, Za— L =N R R R ME LIRS, BRI —NFA RO IP T FLA
DY AR RIBEENTNET,

TACACS+ %— R ZHEFFT 5 IP R A FERFEL, LR CHSREEZHZET DI, A X —7 /L EXEC
ET— R TCROFIEEZFEITLET,

avwvFk B
RFv7 1  configure terminal Ja—/N)bar7 4 F¥alb—varyE— FERBLET,
RT9 7 2 tacacs-server host hostname [port integer] TACACS+ H— #3222 IP R A b (1 DFE 1365
[timeout integer] [Key string] ERELET, Z0a~vr REBREIASN LT, EEFA

FOYURARNEERLEST, Y7 b =71, FRESNT-E
FCHRANERIFLET,

o hostname |21, IRA NDLBIETZILIP 7 L AEIRE
LET,

o (fEE) portinteger IZI%, Y —"DR— MEEEIEEL
£4, T 74N b 1T~ k49 TF, FEETX DI
1 ~ 65535 T,

 ({EE) timeout integer |21, AA v TFNT —FE UMD
DINEZFREOREM A CTHEELET, ZNEZWED
EAL TR EALT Y RL T —2ESLET,
T4V MEZS I VBTY, fEETE %ML 1 ~
1000 ¥ T,

o (fEE) key string 121X, AA v F & TACACS+ 7 —F
VHEIOTRTDONT T 4 v T Bl %ﬂ:%ctU\H R
THRDOEFREZEELET, B LB 51
1%, TACACS+ 7 —F (T Hbfﬂ% RET DMLEND

D ET,
AFv 7 3 aaanew-model AAA A X —TMIZLET,
Catalyst 3560 R/ Y F YT 97 AV 74 ¥al—vav 1 E
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avyk

B

AT v 7 4 aaagroup server tacacs+ group-name

EB) INV—TZTAAA V=T N—T52EEZLET,

ZDavwy Rk oT AL v FIF =N I N—F %72
V74 F¥alb—aryE— NI ET,

RTvF 5 server ip-address

(EE) BED TACACS+ ¥ —NEEZFEF AT —/N T )L—
WZRHSATT £9, AAA —2" T L—T7 D% TACACS+
P—NZK L TZDRAT v TV IRLET,

TN—TDEY—NF, AT v 7 2 TCERBKHLDHD T
U0 8 A,

AFv7 6 end

A % —7 )V EXEC E— FIZEY 3,

RFw 7 7 show tacacs

RIEZ RS LE T,

AT w7 8 copy running-config startup-config

ER) a2 74F2b—vay 77 A NVICEREEZRGF L
£,

fBE N7 TACACS Hh— A FETIET R AL HIFRT 5121E. no tacacs-server host hostname 7

n—/\L arZ 4 Xalb—vary avy FeHLET, REV A b Y— Z—T2HIkR
9 5IZ1%. no aaa group server tacacs+ group-name 7 0 —/ )V 2T f Fal— g avy N
EH L E3, TACACS+ #— 3D IP 7 R L A ZHIFR7 521X, no server ip-address ¥—/% 7 /L —7
Prar7 4 Xal—varavwr REHEHALET,

TACACS+ O45 4 VEBEDHRTE
AAA FBIEZRET DHITIE

. WREHFROAFIMTE U A FEEL L TG, FRAR—MZZDOU Ak

ZEMLES, FAU R i%ﬁéhéuunft@£?4’7 CEMTMEFZERLET, ZOY R FEFE

DOR— MIWEHALTHrE,

BEPRBAEST N FITTHLERH Y £3, ME—DFIFMIT 7 41 b

DOFAY A (BRIC default EAFIBHT N TWD) T, 7744 o FAY X ME, 4RI
HRY A MERIICERSNIZA VF—T =2 A ZAZRNT, HEICT R TOR— MIHEH &
NET, ERFALOHFRY A MI, 7740 OFRY A MIEELET,

FRY A ML, 2—VRIAEDT=DIZT =) —EEFEE(T) FIHE RGN ATR L2 b o T3, %5
T D 1 oF 2138 HEOEx=2 T 40 70 baLziaETE LD T, PO TN KR L=
BDONRY T v F VAT ANHERENET, Y7 b =TiE, VA MRNORIOFTRZMHEH LT
2—WEBIELET, TOHFKTIEERNELNRN-T2GE, Y7 b2 TZZ0 ) A R HRO
FREBNLET, 207 vERIL, )X%W@wﬁﬁt iéﬁﬁﬁ%%fé# EFRINTTT
KETRTHRUEDLDIETHRYVIRESNET, ZOUHOD DS CTRIENKRK LGS (0F D,
X2 VT P—RNFEF e —IND—FHT — 5~w1#na#77tx%%fﬁékm%
L7=8%6) . Rk me R 3fEIE L, R ERIEFRPIFITSND 2 LiITH Y X8 A,

07 A CRREZ R ET DITIE, A R —

7 )V EXEC E— FCTIROFIEEFEITLET,

avU R

B

ATv7F 1 configure terminal

ra—sL ar 7 4¥alb—3ig Ly B— REBBLET,

2T w7 2 aaanew-model

AAA A F—TIZLET,

l Catalyst3560 R4 Y F YI b7 avI4Fal—var 4K
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=1 N B&
ATw 7 3 aaaauthentication login {default | list-name} a7 A VERGEFRY A M EERR L F9,
methodl [method?...]

* login authentication =~ NIZAHIfTE U A R BFEE
SNLDPo G ENDT 74V DY X M
TERLT 5121, default ¥ — U — ROH AT 7 4L k
W CHEAT LR EBELET, 7740 DK
UA ML, BEIMIZTRCTOR— MZEH S ET,

o list-name (21X, TERKT DU X FOA4ARTE LTHEMHT S
X ERELET,

A method]... (Ui\ G uiET/I/:’ ) X-L\ﬁfitﬁ'aﬂé%[‘%\}@ﬁ
REBELET, BMOFEFESXIX. FORiDHFAT
T T —NIRENTZHEIZRY i H éﬂi'@ﬁo (2NN
DR LG AIEHIERA,

RONTNIDOHXERIRL £7,

e enable — A X — 7))L NRAU— RZFIFITHEH L £,
ZOBFREFEHT AI2E, HE52 LD enable
password 70—/ 3)L AT 4 X2 b—a Ly aAvy
REFEHLTARX—T N RAT—REEHRLTBL L
ERHD FET,

e group tacacs+ — TACACS+ @FEA M H L £9, Z DO
FEAREEAT DI, HO T TACACS #—
ERELTBLERDHY 7, FEMIZ OV T,
[TACACS+ ¥— 3 7R A ORFER K OGEFHE O E )
(p.8-15) #ZHL T &,

d line— f%/\zgh‘]\%‘_}uun \—ﬁ'—:ﬁﬁbiﬁ—o ~_0)uuu
FREERTHICIE. HONEDEFRASAT — RE2E
FHLTBLLENH Y £7, password password 7 A >~
ay T4 Xal— gy avry REERHLET,

e local — B—)b 2—HHT —FX— 2 LA
LET, 7—F_X—RIZa—FLAEHRE AT L THL
VENH VY F 9, username password 77—/ 3
T4 Xal—Taryavry REEHLET,

e local-case — KT L/ NLFENRFI SN D v —0b
a—WHG T —F R — X ZFFFCH A L £ 1, username
name password 7 20— /N)L 27 4 X2 L— g 2
v~ REHEHLT, 2—¥RERE T —Z N— XA
T HRERHY T,

e none— 17 A ZRFEEFEH LETA,

RTw 7 4 line [console | tty | vty] line-number FA vy ar74¥alb—varyE—RFReMip L Y A
[ending-line-number NOBEARIRE T HEMAERE LET,
AT7w 7 5 login authentication {default | list-name} FRRE 771 > MO UCUEREEY X M2 LE T,

o default #f5E T 541X, aaa authentication login =
<V RCIER LT 74 bD U A MEHALET,

 list-name |21, aaa authentication login =~ > N C{Ek
L7V A MEBELET,

A797F 6 end A F—7/VEXEC T— FIZREYD £,

AT 97 7 show running-config REEHERLET,

ATwv 7 8 copy running-config startup-config JEE) v 7 4FXalb—ay 77 A NVICRERRTL
£,

Catalyst 3560 R/ Y F YT 97 AV 74 ¥al—vav 1 E
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G¥)

AAA T 4 E—7NWIZT 5121, noaaanew-model 72—/ 3L 27 4 Fal— g avw R
EHEALET, AAAFEIEZ T « B—7 /179 5IZ1L, no aaa authentication login {default | /ist-name}
methodl [method2...] 7 0 —/N\)L a7 4 Falb—vary avwry ReEHLET, e /40D
TACACS+ §8FE% T 4 B — 7 WIZT 5007 7 4 /L MEIZIR T %5414, no login authentication {default
| list-namey 7 A v a7 4 Falb—vay avy REEHLET,

AAA FREMFEAHLT HITP 77 R ACH LAAL v FOvx2 VT ¢ Z2MERT 511X, ip http
authentication aaa 7 20—/ )L a7 4 X2l — g av L RTCAAL v FERETHLEND Y
F9. AAA AR EL TS, HTTP 77 B 2K L AAA FRAFHLT A v FDEF=2Y
T4 MR L2 IR0 ER A,

ip http authentication =~ > ROFEMIZ DV CIL, [Cisco I0S Security Command Reference] Release
R2Z2ZMLTIIES0,

AF—TIVEXEC TV ERABELUVRY FT—9 H—EXBD TACACS+ HADRE

8-18

G¥)

ATFvFA1
AFyvF 2

AFvF 3

A7y 4

AAAFAIC Lo Ca—¥FRFERHTE 52 —EARFIRINE T, AAAFFRIDA X—T VIR ES
nNTnWsé, 2 v FlIIa—F DT 77 A NNOEE LEEREHEHALET, 2oFa7r A1
i, B— A=Y F—ER—=2F 7Gx 2T 4 V—RECHY, 2—FOEyarE
HELET, =2—FiF, 2—F 7077 A VADOHERTRD LIV TWDIGEICRY , R LIV —
EADT 7 ANEBAIENE T,

aaa authorization 72—/ )L 2 7 ¢4 ¥ o L—3 g 2 3= NIZ tacacst ¥ — U — RA&fTIF TEA
5L, A X—T NV EXEC E— F~D2—F DRy hT—7 T I BRAEHIRT DT A —% %%
ETEET,

aaa authorization exec tacacs+ local =~ > FlX, IROFAINRT A —X ZHE L E T,

e TACACS+ ZfEH L CRALEIT - 72 & 1%, 4 *—7 /L EXEC 7 7 & AFF A2 TACACS+ % 1{#
ﬁﬁbiff

FRFEIC TACACS+ Z i H Lo 12381k, v—h L T —Z_R—2A%HH L £,

FFAMERESINTHNTY, CLIZfHL TR Z A L, BEESN Tz —WFoxt L TiE, FFaidsE
ShET,

AX—TIWVEXECT 7B ABLOR Yy hU—27 —E RIZEHT 2 TACACS+ FF Al 8 ET 52T
A X —7 IV EXEC E— FTROFIEZFITLET,

avwvk B/

configure terminal Jua—)ary7 4 F¥al— gy ET— REBBLET,

aaa authorization network tacacs+ Xy NT— 7O+ R COY—E RER|IZxTH 22—
TACACS+ #Frl &, AA v FITHRELET,

aaa authorization exec tacacs+ Z—WI A R —TIVEXEC OT 7 & AMERNH LGS
= — % TACACS+ FFA[ &2 A A v FIZERE L E T,

exec ¥—U— REFEETDHE, =2—Y a7 7 A LIEHR
(autocommand {72 E) DEINIGENRH Y £,

end +£ 2 —7 )V EXEC E— FIZEY £7°,

Catalyst 3560 R/ Y F YT 97 AV 74 F¥alL—vav Hq1E
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=1C S N HiY
A7 w7 5 show running-config REXWERLET,

A5y 7 6 copy running-config startup-config ER) a2 74Fa2lb—vay 77 A NVICEEEZRT L
jz‘j—o

PRI % T 4 B —7 /L2 5 IT1%, no aaa authorization {network | exec} methodl 7’71 —/3)L 227 ¢
Fal—varavry RefALET,

TACACS+ 7 h VT4 VT Di2E
AAA T O VT 4 U THERIE, 2— R T7 78 ALz —bERE HE LAY NT—27 UV —
AEEFBHLET, AAAT AU T 4 v T A =T NIZT D E, AL v FiE—F OIEERI
ETHO T 407 La— ROBRT TACACS+ X 2 U5 4 —NZHELET, &7 H W
TAT VA —=RE T T4 TDT M) Ea— ME (AV) XT2&H, X2V T 4 ¥—
NIRFEENET, ZOT—FZMT LT, *y NI—0FH, 7747 b~OfE, 70138
BRI THZ ENTEET,

Cisco I0S DHER L~V BIURFy hU—2 —E RIZBTD TACACS+ TV T 4 v T &A
F—T T HIZE, A X —T IV EXEC E— R CROFIEZ EITLET,

=1C S N B&
ATv7F 1 configure terminal Ja—r L ar 7 4 X¥al—ay B— FEBEBLET,
ATw7F 2 aaaaccounting network start-stop tacacs+ Xy b= HEOT XTOY —ERHERITOWNT,
TACACS+ T AT T 4 v T A X—T M LET,
2797 3 aaa accounting exec start-stop tacacs+ TACACS+ T h T 472k, £ %—7 )L EXEC 7

R ADRANFLEBGET 17 T 4 > AL, Rtk IR
BFILERZEET D RO ICRELET,

AT7v7 4 end A % —7 L EXEC £— RICRY £,

A7y 7 5 show running-config DEAHERLE T,

ATw 7 6 copy running-config startup-config EE) 274 Falb—Yay 77 ANVICREXZRTFL
E

THAIT 4T %T 4 E—T MIZT HIZIE, no aaa accounting {network | exec} {start-stop}
methodl... 70— )L a7 4 Fal—varyavy ReEFERHLET,

TACACS+ RENDRTF
TACACS+ V— \#EHE &2 R 5 121%, show tacacs  *— 7 /L EXEC 22~ R&MHEHLET,
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RADIUS [CKBRAYF T4 txwﬂ%ll?ﬁll

Z ZTli, RADIUS #A X —7 WMZ L TRET D FIEZOW T L E£9, RADIUS i, #Ffl7eT
BT 4 TIEREINE L. mftiootmfﬂ7wz7\ ZxF L ORIk EH 21TV E 9, RADIUS
1T, AAAZN L TRESN, AAA a2~ FEFERALTOHLA F—T I TEET,

Gx) ZITHERT S a vy RO JOMEHIFEDO I OWTIL, [Cisco 10S Security Command
Referencel] Release 122 Z#ZM L T2,

22T, ROFBEBBIZCOWTIHALET,

e RADIUS OB (p.8-20)
* RADIUS O#EifE (p.8-21)
e RADIUS OF%E (p.8-22)
* RADIUS OFRFEDFHER (p.8-34)

RADIUS DO E

RADIUS (35387 AT 2 N/ H—N AT LT, RERT 7 EANLR Yy NU—7 2R L F
T, RADIUS 7 54 7 v M., ¥y R— b B0 2Aafin—2BL AL v F FCBELET, 7
A7 v MIHHRO RADIUS H— NICFEREER A2 XY £9°, H4D RADIUS $— 2T TH
2—PRFEE R, Ly FU—2 =R 77 B RFRPIBER STV ET, RADIUS 7R A M, i@
H . A= (Cisco Secure Access Control Server /3N—3" = > 3.0), Livingston, Merit, Microsoft, % 7=
MDY 7 v =7 FaNAf X —ORADIUS W— X V7 Ry =T RBH L WA~ /LFa—H
AT ATT, FEHIZOWTIEL, RADIUS =D~ =a T L E SR LT EE0,

RADIUS (X, 77 B ADEX=2 VT 4 BMER, ROXy hI—JBRECTHEALET,

o ZNENN RADIUS #HR—rT5, wLFRUF— T 782 =Nk dHxy hT—7,
72 2E, HEOR =0T 72 A B— "R 1 D0 RADIUS h— X=X X2V 7 4
F= B R=2EFEALET, HERE—=DT 7R =B3R5 P XR—ADKXy hU—
7 Tld, A YA v 2—PIX RADIUS ¥ — %@ U CRRIES N E 7, RADIUS +— 3%
Kerberos E¥ 2 V7 4 AT ATEIMET DL O AX A AENTWVET,

e 77U /r—3 a2 RADIUS 7’0 har P R— D54 —rF— Xy hU—7 X2
TARE, 2R, XAv— A = F T BAGE AT L EFRHT DT 7 AR, D
r—ATIZ.RADIUS /& Enigma DEFx =2V 7 I—RELHIHHA L Ta—F 2R L. 1y
FO—2 VY —RDT IR AEHFATLET,

o T TIZ RADIUS AT x>y hU—2, RADIUS 7 54 7 FEFD L 2 afllz A v F %
F v NU—Z|BITEET, 2D TACACS — S~ DBITORYID AT v FLip b2 &
LHY FET, 82 ML TLZE,

o I—HN1 OO —BERIZLINT 7 EATER\\Ry hU—7, RADIUS #fifl45 &, =—
YOT I A% 1 DDKRADM, Telnet 2 ED 1 2D —F ¢ VT ¢, £721Z IEEE 802.1x 72 & D
Za havEFERTLIRy hT—ZICHIEcEET, o7 e b aLoFEMICOWTIE, B9
% TEEE 802.1x " — M A_R—ZFHIEDORE] ML T &0,

e UYV—R THULUT 4 UIHPMEIRFy NU—7, RADIUS  FBFEZ 72137 A] &3 BIEIC
RADIUS 7 H U VT 4 v 7l T&EE£d, RADIUS 7T AU T 4V THEBEIC L »C, —F
AOBBBI UK THEATT—22%EL, 2oy yarfcFHEns ) v—A (B,
Ny by NA L) OEERIFITEEST, AV F—Fy b —ERX T (X —%,
RADIUS 77 v AHlfllB LT a7 407 V7 b7 D7V —0xT RN—=Ta U &ff
LT, ¥t x 2 7o BLOHAIHT 5 =— X &0l bTEET,

RADIUS IZ. KDL 57y hU—2 X2 U T ¢ RAICITHE L TWERA,
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o wFTm a7 U AREE, RADIUS I&, AppleTalk Remote Access (ARA) . NetBIOS Frame

Control Protocol (NBFCP)., NetWare Asynchronous Services Interface (NASD) ., %7213 X.25 PAD
Bea b R— M LEEA,

o AA v FMELITL—ZMIREE, RADIUS X, M MERFAAITVEH A, RADIUS i, flthi
DT NA ANBIEEMLE L TAHEAI, HDT A ADSMARIO T S ZA~OFBFEIZEH T
T ET,

o FFEDOY—EREMHHTSHRY hU—2, RADIUS IZ, — %2 1 AD=2—H % 1 DOHP—E R
ET I RLET,

8-2 RADIUS H—E R > TACACS+ H—EXADHBT

R1 E RADIUS
—- H—/\
/ RQE RADIUS
v 2 - W
l 77777777777 E? T1 E TACACS+
), -
y——
S T2 E TACACS+
PC — U
—
y—— 2
J—JXT—43> 8
RADIUS D &i{E

RADIUS H—RIZ L TT 7B AFHEIND AL v FIZ, 2—FhPRa s A4 o BLUORIEERARD
L RDA R FRFEALET,
1. 2—PEABIORT—=FROANZERT LIV u 7 MRFRaEnNET,

2. 2—PELEBIOEELEINTZRAT— KR, X MU —27 B TRADIUS — NITEEEINE
ﬁ—o

3. =—HIZRADIUS ¥ — 15, IROWTNIDOIREEZE LET,
a. ACCEPT — 2 —¥NFEAES N 2R LFET,

b. REJECT — 22—V OFENKM L, 2—T LB LU RAT— ROFBANNERIND M,
FIT IV EARERENET,

c. CHALLENGE — . —H#|ZiBNF —# Z R L £,
d. CHALLENGE PASSWORD — — I H LWWRA T — REEINT S L9 T RS nET,

ACCEPT % 7-1% REJECT J&&I21E. A X — 7V EXEC £k v U — 27 ZF RN 58007 —
RN RAENTWET, =—H X RADIUS #F rliZi#ETeriic, £ 7 RADIUS §8iE% EHIZ5E T
THVLERHY ET (f =T IICEESNTWEEA), ACCEPT £721% REJIECT /37 v Mzl

WOBMT =2 NEENET,

e Telnet, SSH., rlogin, F72i¥A r—7 /L EXEC #—E R

o BRI A—F (RAMERIFITIAT U FDIPTRLVA, 77%Z YA, BIOa2—%
HA LT U RNEET)
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RADIUS DEE
ZZTIE, AA v F D RADIUS Z R — b5 X 5 ICHRET D HIECHOWTHH LT, &IKR.,
RADIUS =R V7 v =7 RBET 2582 b (1 >FE 72134845 %245E L. RADIUS §8iED 55
VA NEERTHILERNHY £, /2, EETRADIUS HFAlB LTy v T 4 7 DY A
FEEZTEET,
FHRY R ML T, 2—FOREE, FHl. I T7TH UL MEFO-ODONEF L TR EEELE
T, FRYXMEFEHLT, HTHEX=2U 7 1 712 hab (TACACS+, m—/L 2 —HF 4k
RRE) 1 OERITEEIEETELIDOT, BUOFRABNEWM LTZBEEDO ARy 7T v 7 VAT AN
EfRENET, Y7 bhoux=Tid, VA MNNOENOFREFEHA L C2—FORGE, #Frl, T v
FOHERFZATWE T, TOHFRTIRBENRELNR o256, Y7 b =TIEZZED U A R BIRD
FREBIRLET, oo xiE, VA MOFRICEZ@EDNHKDT I, FRU X boFR
EIRTRALKDDIETHETET,
A A wF [T RADIUS HEREDR E X 1T 9 BilZ, RADIUS -— N2 7 7B AL, —_"ZRETH N
ERHY ET,
Z I T, ROBEBFBRIZOWTHALET,
e RADIUS ®OF 7 4 /L hRE (p.8-22)
s RADIUS ¥ — X A OBl (p.8-22) (#4%H)
e RADIUS 1 7' A ViBGFEORRE (p.8-25) (MZH)
o AAAV—RITN—TDEHE (p.8-27) (EE)

o WP AX—TNTI7EABIORX Y NU— P —ER|ZFT % RADIUS #F Al DX E
(p.8-29) (EE)

e RADIUS 7T VT 4 v 7 DEEH] (p.8-30) (EE)

o T TORADIUS H—OHE (p.8-31) (L&)

o NRUX—[EAFDORADIUS 7 bV Ba— h&2HHT DAL v Fi%E (p.8-31) (EE)
o NUHX—JHH®D RADIUS $—3 L OEFEICET 5 A1 v FRE (p.8-33) (EE)

RADIUS DT 7 #JL FE&E
RADIUS BEXTAAA X, T 74V FTHET 4 =7 MR ESNTWET,
YX 2T 4 DRGELIET B0, %y NTU—=JEET 7Y r—3 a3 & LT RADIUS %%
ETAHZLITTEFEH A, RADIUS A4 2 —T7 NMICRE LGS, CLIZEUTAAL v FIZT 7 k&
AT D=V ERIETEET,

RADIUS H—/\ "R FDERI
AA v F & RADIUS H—_"O@fEI121%, WOBERDPEHR L EI,

o RAMKZELIXIPT RLX

o WEEDZEHEA— K

o THUUT 4T DsMEAR— bk
e F— RRNY VT

o HA LT NEFH

o HXEMEK
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RADIUS ¥ ¥ = U T ¢ $— X AR A M FEIZIP T KL A R A M EHTED UDP R— &5,
FTIP T RLALEED UDP R— b ESICE > THELET, IPT7 FL AL UDP R— &5
DOMBEDHIZE T, —B O ID BMER S, FFED AAA —E X &9 5 RADIUS KX K
ELTHAXDR— P 2TERTEET, 2O—BFOIDE2HEHTE2ZLICE-oT, AUIPT FLRIZ
DY — " EDO#EE D UDP AR— hZ, RADIUS R EZEFETEET,

ﬁuRmmB%—NL®£kézo@mxbbevmﬁbﬁ—fx(t&iﬁ?ﬁ?y?4y
MNERELTEBEL2BEDICRELEARA N 2 FVIIRUICRELEZARA = VDT = —
VT == N /77 v 7k LT@WELETO ZORFITIE, BAIDKRAN = NIRRT AU T 4
VI = RAERRMETE RS A. A4 v FIL [$RADIUS-4-RADIUS DEAD] A v — U & FIR
T, ZOHERILTNANAALT2EDICHREINTCHAA N 2 NITT AT 407 $—F
AzxRAHET (RADIUS AR A b = b UK, BE LEIEFICE > TRITSILET),

RADIUS Y—"E AA v FiE, HAHTHY—2 Ly b TFA AR U7 E2FEHALT, AT —
P@F%M%;Um%@ﬁﬁ%ﬁwi#ommuszmwt%:U?4ZVVP%ﬁﬁﬁéiﬁ
IZRRET HI2IE, RADIUS =N F—E U5 HR A M &, TORAIBAL v F LIATD
=7 Ly b TﬂEX b (F—) ANV T ERELRITUIRY EH A,

&4A7?% BGRB8 XOMSH#OMEIL, 37T RADIUS — N2kt LT/ r— 302

BRETHZELTEETL, — B TE Eﬂ‘é Ly TEFET, Fo. Su— e s
‘U‘_/\$UTO) REEMAGDEDH I EHTEET, X/l' /7‘& BE9 2573 XT? RADIUS #—
LT, ZNHDORTEE 7 o — L2535 1214, radius-server timeout. radius-server
retransmit, 33 & U" radius-server key ™ 3 DDOEAF D 7 D_/*\/I/ A7 4Falb—var avr R
PHEHALET, 25 DORELZKED RADIUS — N2 9 21212, radius-server host 7 7 — /3
a7 4 Xal—varyavy REFERHLET,

x%y%imﬁm%ﬂw&%Akﬁ%ﬂﬁﬁf®%“(54A7¢F BIAERER, BLOF—=
<~V R) ZRELLESHE, V=B THRELLZA LT U b, BEERE, BLOICET 52
<Y Rix, Za—r3L ;mﬁbtﬁfrlﬂ’?% FEEER, BLOICET 2~ REe FEX
LEJ, 73TD RADIUS — N2 LTINS DEZZRET D HFIEICH>WTE, [F3To
RADIUS ¥ — O E| (p.8-31) ZHRL T ZI,

BEF O — N R A M EFRIEHICZ NN =TT 5720, AAA V—NR TN —T%FHTH LA
A vTFERETETET, FFIZONTHE, TAAA =N T —TDERKR] (p.8-27) 25 L T2
éb\o

H— NH7 T RADIUS H— L OBEERET HI2IE, A r—7 /L EXEC & — R CROFNEZE FAT
LET, ZOFNEITHMETT,

[ oL-8553-01-J
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avyv kR B&
ATv7F 1 configure terminal Ja—r L ar 7 4 ¥al—ay B— FEBEBLET,
AT 2 radius-server host {iostname | ip-address} YE£— K RADIUS — N RA D IP 7 KL AF TR A
[auth-port port-number] [acct-port port-number] | N & Z38E L £,
[timeout seconds] [retransmit retries] [key e o R -
string] e (f£E) auth-port port-number {213, FBFEE R D UDP %6
€ SeR— hERELET,
e ({EE) acct-port port-number 21X, THhU T 47
B3RO UDP sieA— hEFEELE T,
e (fEE) timeout seconds \Z1X. AA 5 RADIUS ¥—
NOISEEFE L THIRET 5 £ CORFMMBRZ R E
LEd, ETE 24X 1 ~ 1000 TT, ZORE
X, radius-server timeout 7 27—/ %)L 217 ¥ a2 L —
vary avr NILHREEY LEXLET,
radius-server host =~ R CH A LT U M&ERE LR
WA 1T, radius-server timeout =~ > K OF%E A3
SNnET,
o (fEE) retransmit retries |21, P — 3D RE LR W
B FITSEBEWGAIZ, RADIUS 2R % — X
ICHEETHIREERELET, HETE /I
~ 1000 T, radius-server host == < > N CHE[E %K
IR L7254, radius-server retransmit 7 17— /N
ar 7 4 Xal—ay avy RORENMEM S
NnNET,
* (LE) key string 121X, RADIUS #— 3 ETEIfET 5
RADIUS 7 —F > & A A v F O THH T 2GR &
U5z RE L7,
~
GE)  #:%.RADIUS ¥ — " THHT D0 58— 5
TXADN ANY U TTRIFNIRY EEA, #IT
12 radius-server host 2~ FDEREDOT A T A
ELTHRELTLESWD, BITAR—R T EE S
FIR, BOFHBIOEKEIZH D A—RITEL)
T, FUIAR—ZREFEHT 2551, 5N
D—EyTh AL EERE  SIHAMF THEFH E 20
TLIEE Y,
1 2O 7 RLUAIZKIGT H5EHDAA N = MY &R
A TFRRBETDELIOICEHETHICIE. ThENELLD
UDP A — "EZEFEHLT, 20~y RENLERREET
TJAJILET, AAvF V7 b7 id, HEINTIER
WZHE> T, A RMERBLET, % RADIUS &R A kT
THEALT TN, BEEREH. BIOKZ#HEENEN
HELTLIEEN,
ATFvF 3 end A F—7 )V EXEC £— FIZREY £,
ATw7F 4 show running-config MELMERLET,
AT 97 5 copy running-config startup-config EE) av74FXalb—vay 774 VTR EERFL

£,

FEE D RADIUS H— "% HIBR$ 5 121%. no radius-server host {hostname | ip-address} 7" 2 —/3)L 2
V74X lb—vay avy REERLET,

l Catalyst3560 R4 Y F YI b7 avI4Fal—var 4K
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WIZ, 1 >®D RADIUS —_ZZHAHIC. b5 1 DD RADIUS — & T H 7T ¢ o 7 RICHRE
3“%5% RLET,

Switch(config)# radius-server host 172.29.36.49 auth-port 1612 key radl
Switch(config)# radius-server host 172.20.36.50 acct-port 1618 key rad2

WIZ, hostl % RADIUS — L L TREL., iBiEBI T AU LT 4 VT OMFITT 7 4L b D
R—brEEHATHLIIHEETBHERLET,

Switch(config)# radius-server host hostl

RADIUS H—ETH, WS OPDEEZRETHLENRHY I, ZNHOREME LTL, A
AvFDIPT RLA, BIOY—REZAL v FORFTEETILXF— X M) 7R3 HD £4, #
HZHOWTIE. RADIUS H— RO ~==2 7 LA LT Z X0,

RADIUS O5 A VRN HRTE

AAA BFEA R ET HICIE, BAEFROLARIFE Y A R E2ERL T D, FFEFR— MIEDOY R K
A LET, ﬁtJXFiiﬁéhémﬁ@&47k¥ﬁmf% #LET, 20V X FNEHEE
OFR— MIEH L THD, ERFABIESTRNEZFITTLHOMLERDH Y £3, ME—DHISMNIT 7 41 K
DOFAY A N (BRIC default EARIBHT O TWD) T, 7740 o FAY X ME, 4RI
EHRY A MEIRPICERINIA VX —T = A AZBRWT, BEIPIZT R TOR— MI#EH S
nEJ,

FHARY A ME, 2—FBEOTDICr =V —FEE1T ) IR LT N E2 R L= b DT, 85
;ﬁ%ﬁéloiti@@@t%19%4fﬂh:»%%ﬁf%é@f\mm@ﬁﬁ#%wbtﬁ
BDONRY T v F VAT ANHERENET, Y7 b =TiE, VA FRNORIIOFTRZMHEH LT
2—VERBIELET, TOFKTIREREONRPSTHE, Y7 b= TIEZDOU X MNHRD
FRERNLET, 207 vERIL, )X%W@wﬁﬁt iéﬁﬁﬁ%%ﬁé# *ﬁéﬂtﬁ
RETARTRILKDLETHRVEENE T, ZOUHOH LS TRIENELB L-5HE (DF 0.,
X2 VT4 P—RNFEFr—IND—F LT — 5~w1#na#77tx%%fﬁékm%
L7=8A), Rt e A 3MEIE L, 2L ERGEFRBRITESND Z EiEb 0 8 A,

0y A VRHEAERETAICIE. A F— 7V EXEC E— FCROFIEEETLET, ZOFIEITHE
’C—aﬁo

avUFk B&
A7y 7 1 configure terminal Ja—r)L av T 4 Xal— gy T— REMBLET,
RTv 7 2  aaanew-model AAA A RX—T VI LET,
Catalyst 3560 R/ Y F YT 97 AV 74 ¥al—vav 1 E
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B

AT w7 3 aaaauthentication login {default | list-name}

methodl [method?...]

07 A FREE ) A M EERRLET,

* login authentication =~ NIZAHIfTE U A R BFEE
SNLDPo G ENDT 74V DY X M
TERLT 5121, default ¥ — U — ROH AT 7 4L k
W CHEAT LR EBELET, 7740 DK
UA ML, BEIMIZTRCTOR— MZEH S ET,

o list-name (21X, TERKT DU X FOA4ARTE LTHEMHT S
X ERELET,

A method]... (Ui\ G uiET/I/:’ ) X-L\ﬁfitﬁ'aﬂé%[‘%\}@ﬁ
REBELET, BMOFEFESXIX. FORiDHFAT
T T —NIRENTZHEIZRY i H éﬂi'@ﬁo (2NN
DR LG AIEHIERA,

WDONTIHND ST EFIR L £,

— enable — 1 X —7 )L NAU— FEFFRER L
i?‘o ZD nuuﬁﬁﬁ%—f'{ﬁﬁﬁj‘é i\ 2})[)075)]_/&5
enable password 72—/ )L A7 4 Fab— g
/ZV/F%{E)ﬂLT/l’Z\ T RAT— K%

FELTBIMERHY £,

— group radius — RADIUS #ZFEEHLET, 2D
Pl 7 oz 9 512 &6bbb&mws
P—REREL T LERDH Y £9, FHMIC
WX, RADIUS $—/ X 75 A h OB wszﬁ
EHRLTIEEN,

- line— fﬁ/\zgh‘]\%uun \—ﬁ'—:ﬁﬁbi'ﬁ—o ZD
RAE S REEHT 2120, BT OEKRE A
U—FRZ2EELTHLERHY 7, password
password 7 A4 v AT 4 Fal—T gy avy
FEFEHLET,

— local — T — W)L 2—HPHT — X X—RAEWIEIC
FRHLET, T —F X=X la—FLHEHRE AT
L THBLEDNH Y £ 7, username name password
ra—xN)L a4 Xal—Tary av KNE
FEHLET,

— local-case — RILFEL/ILFREBISNDHE—T
N2 — Y/ T —FR— R EAEICER L E T,
username password 7 02—/ )b 2T 4 X a2 L—
varvavwry REFERALT, 2—YAFERET—
B N—=RNZANToMERDH Y £,

— none — I VA NIFRAEEMEH L EHE A,

AT 97 4 line [console | tty | vty] line-number
[ending-line-number)

FA a7 4 FXalb— gy ET— REBB LRI R
NOBRARSRETHEBRERE L ET,

AT v 7 5 login authentication {default | /ist-name}

FIFRE 2Ry MO U CURRFEY A M&2EA L ET,
o default #f5§7E 9 534X, aaa authentication login =
< F’C1’EEJZL71772‘/I/ FDOYARNEEHLET,

 list-name |21, aaa authentication login =~ > N C{Ek
L7 A MERELET,

AFv7 6 end

A % —7)VEXEC E— FIZREY £,

RTw 7 7 show running-config

RIEZ RS L E T,

l Catalyst3560 R4 Y F YI b7 avI4Fal—var 4K
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ATv7 8

avyv kR B&
copy running-config startup-config (FEE) a7 4FXalb—yay 774 NVICERTEZHRTFEL
\ij—o

G¥)

AAA T & —7 W2 T 5121, noaaanew-model 7 17—/ 3L 2T 4 Fal— g av R
EEHALET, AAABIEE T 1 &B—7 /127 5IZ1E, no aaa authentication login {default | list-name}
methodl [method2...] 7’ — )L a7 4 Falb—varyavwy FalHLET, 0 /A4 Il T 5
RADIUS #it&2 T 4 B —7MICT 5, HDHWIET 7 4+ /0 MEIZIRTIZIE, no login authentication
{default | list-name} 74 > AL T 4 Falb—aravy FeEHLET,

AAA FRZMHEHA LT HITP 727 RBRCHLAA vFDOEF=2 Y T 4 2T 5I12iE, ip http
authentication aaa 7 02—/ 3)L I 7 4 X2l — gy avw L RTCAAL v TFERETIHLENH D
F9, AAA BFEEHRTELTH, HTTP 77 B Ak L AAA FXZHHLT A v FDkEx2V
T4 EMER LTI IR0 £ A,

ip http authentication =~ > NOFEAMIZ DUV TIL, [Cisco 10S Security Command Reference] Release
122 #Z LTI 7ZE,

AAA H—R T IL—TDESE

BEFEOY— R R A D EFBFEAIC TNV =TT D70, AAA =R T —F 52T 5 LI Ic*
AvTFERECTETET, BREBFHDOY—NNAKA MOV Ty hERIRL T, ZNE/HEDOY—ER
WA LET, =T —TF, BRENTZY—NKAFDIPT RLADY XA N EETe T a—
INVIRH— N KA N URAMEEBIIEREINET,

Y= T =T, R —"OEBEDORA N 2 NI E2EDHDDHIEHLTEETN, £k
UNR—EOID (IP7 KL AL UDP A— FEEOMAAEDE) 2o TWAZ ENREHTT, Z0
B, Hx OR— N EFNFNEED AAA — 1 222495 RADIUS R A2 F & L CEFRTX F
7, [ U RADIUS =N EDH2 2 2 DOKRA S = MV IZRIUY—ER (2 XT7 v T«
V) ERELERA. 2E/EDICRELERZ N =0 MY, BAOICRELEZFA S =2 R YD
T =A== RNy T oL LTEELET,

EF LI N—T = IZRHED Y — N\ XHRAT D12, server Z/V—7 H— N a7 ¥
V—vay av U REEHLET, =2 1P 7 RLATRETLZZEHTEET L, [LEEE
@ auth-port 33 L N acet-port ¥— U — FZHEHA L THEEDFEA N A VAX VAEIE= N %
BETDHZLEHTEET,

AAA =N TN—TEEFR L, TDVIN—TIZRFED RADIUS Y — " ERFISAHT 5 120E, A F—
7V EXEC E— R CIRDFINEEZFEITLET,

[ oL-8553-01-J
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avyv kR B&
ATv7F 1 configure terminal Jra—rLar 7 4 ¥al— gy T— REBEBLET,
AT 2 radius-server host {iostname | ip-address} YE£— K RADIUS — N RA D IP 7 KL AF TR A
[auth-port port-number] [acct-port port-number] | N & Z38E L £,
[timeout seconds] [retransmit retries] [key e L R .
string] e (f£E) auth-port port-number {213, FBFEE R D UDP %6
€ SeR— hERELET,
e ({EE) acct-port port-number 21X, THhU T 47
B3RO UDP sieA— hEFEELE T,
e (fEE) timeout seconds \Z1X. AA 5 RADIUS ¥—
NOISEEFE L THIRET 5 £ CORFMMBRZ R E
LEd, ETE 24X 1 ~ 1000 TT, ZORE
X, radius-server timeout 7 27—/ %)L 217 ¥ a2 L —
vary avr NILHREEY LEXLET,
radius-server host =~ R CH A LT U M&ERE LR
WAL, radius-server timeout =1 < > R OFREDME F
SNnET,
o (fEE) retransmit retries (1%, Y — 3D RE LRV
B FITSEBEWGAIZ, RADIUS 2R % — X
ICHEETHIREERELET, HETE /I
~ 1000 T, radius-server host == < > N CHE[E %K
IR L7254, radius-server retransmit 7 17— /N
ar 7 4 Xal—ay avy RORENMEM S
NnNET,
* (LE) key string 121X, RADIUS #— 3 ETEIfET 5
RADIUS 7 —F > & A A v F O THH T 2GR &
U5z RE L7,
~
GE)  #:%.RADIUS ¥ — " THHT D0 58— 5
TXADN ANY U TTRIFNIRY EEA, #IT
12 radius-server host 2~ FDEREDOT A T A
LLTERELTLEEWN, BITAR—R 3 EE SN
FIR, BOFHBIOEKEIZH D A—RITEL)
T, FUIAR—ZREFEHT 2551, 5N
D—EyTh AL EERE  SIHAMF THEFH E 20
TLIEE Y,
1 2O 7 RLUAIZKIGT H5EHDAA N = MY &R
A TFRRBETDELIOICEHETHICIE. ThENELLD
UDP A — "EZEFEHLT, 20~y RENLERREET
TJAJILET, AAvF V7 b7 id, HEINTIER
WZHE> T, A RMERBLET, % RADIUS &R A kT
THEALT TN, BEEREH. BIOKZ#HEENEN
FELTLLIEEN,
AFv7 3 aaanew-model AAA A X —T NI LET,
AT 4 aaagroup server radius group-name AAA H— R T N—T % BEOITN—TLTEZRLET,

Zoavwy FEHERATDE AL v TFEY =T —T 2
V7 4 F¥alb—aryE— NI ET,

Catalyst 3560 R/ Y F YT 97 AV 74 F¥alL—vav Hq1E
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av ok B&Y
ATy F 5 server ip-address B E D RADIUS Y — % EFHRF LDV — N F—F 2%t
IS ET, AAA Y—% ZL—7 D RADIUS $—/ T &
2, TOAT v BRI LET,
TN—TDHEY—NF, AT v 72 TERKEHDHD TR
AT £8 A,
A7v7 6 end A F—7 )V EXEC £— NIZREY 7,
RXF7 97 7 show running-config RIE &S LET
AF797 8 copy running-config startup-config LB av74FXal—ay Z77ANMIRESRTFL
7
ATv7 9 RADIUS 1 7' A Vil & A *—7 M2 LE ¥, [RADIUS 1
TA RFEDORRE] (p.8-25) AL TLIIEE W,
F§7E D RADIUS H— % HIER7 5I21%. no radius-server host {hostname | ip-address} 7" 7 —/3)L =
Y74 F¥alb—var avry FEEHLET, A" N—Trar 7 Xalb— g3 VAR
M HHEIBRT 2 121E. no aaa group server radius group-name 7 00—/ a7 4 Fal— 3 2
<~V REMFEHALET, RADIUS — 3D IP 7 K L XA % HIFR9 % 21E, no server ip-address Y—/\ 7
N—TF ar74Xal—Tay avwy RefEHLET,
WOHFITIX, 2 DDF72% RADIUS 7 /v—7 H—s3 (groupl 3L group2) %ZilikT 58 51
A v TF &3 beﬂ\ia“ groupl TiL, [A L RADIUS = EDRIR D2 ODFA N = %
R —EAHIZRELTCWVWET, 2FBODOHRA N = MR, KO NI DT =— 73—
= /§y77y7"& LCEELET,
Switch(config)# radius-server host 172.20.0.1 auth-port 1000 acct-port 1001
Switch(config)# radius-server host 172.10.0.1 auth-port 1645 acct-port 1646
Switch(config)# aaa new-model
Switch(config)# aaa group server radius groupl
Switch(config-sg-radius)# server 172.20.0.1 auth-port 1000 acct-port 1001
Switch(config-sg-radius)# exit
Switch(config)# aaa group server radius group2
Switch(config-sg-radius)# server 172.20.0.1 auth-port 2000 acct-port 2001
Switch(config-sg-radius)# exit
A—HP A RZ—TLT7IEXELUVRY FT—9 —EXIZET % RADIUS FFAIDEETE
AAAFANZ L o Ca—YREHTE 2 —EANRFIRINE T AAAFFA 2 A4 X—T T H L,
AL v FiE (A—HIN 2= FT—FRXR=RFE=FEX2 VT 4 =R EZTFET D) 2—HF D7
07 ANNSERE LEEREEALC, 2=V 0y arERELET, 2—FiF, =2—H% 7
277 ANVHNDOERTRD HILTWDEAICIRY | BERLIZY—ERXDT 7 AR ESNET,
A X =7V EXEC E— F~Da2—HDFRy NT—7 T I ERAEZRIRT 237 A —Z &ZHET DHIT
X, aaa authorization 7 o0 — )L 27 4 F a2l — g a<wr FEE BT radius ¥—V— K%
BHLET,
aaa authorization exec radius local =~ > RiX, IROFR[RTF A —Z ZHELFET,
e RADIUS ZffH L CRRREEZ 1T o 7% 1%. RADIUS 2 L CA X —7/VEXEC 7 7 B A&7
ALET,
o FRREIZ RADIUS ZfEH L 720 mHiid, m— NV T —H_X—2AZfEHLET,
~
GE) HFANRRESNLTWHWTH, CLIZEH LT AL, SEEE Nz —Fox LT . PFRIIA R
SNET,
Catalyst 3560 R/ v F Y I k7 avI24F¥al—av H4F
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A X —T7IWEXECT 7 AB LNy hT—7 $—E A (24 2 RADIUS #Fa] #F8 €4 HI121E, A
F—7 )V EXEC E— R CRDOFNEEFEITLFET,

avwy kR

B

ATv7 1 configure terminal

Jua—s) a7 4 ¥ alb—var T— REfELET,

AT w7 2 aaaauthorization network radius

Fy T =7 BEEOTRTOY—E AERIIT B2 —W
RADIUS # A%, AA v FITHELET,

AT w7 3 aaaauthorization exec radius

2 — P A F—T IV EXEC OT 7 & AR b HEA.
2 —H RADIUS #Fr[ %, AA v FICHEELET,

exec ¥—U— REZBEETHIE, 2—V T 774 LER
(autocommand {72 E) DEINIHIGENRH D £,

AFv7T 4 end

A % —7)VEXEC £— FIZEY £,

ATv 7 5 show running-config

REEMERB LET,

AT 97 6 copy running-config startup-config

(EE) 27 4Falb—ay 77 A NVICRELZHREL
ij—o

PR % T 4 & —7 /L2 5 IZ13, no aaa authorization {network | exec} methodl 7’21 —/\)L 227 ¢
Fal—varavry RefHLET,

RADIUS 7Hh VT4 VI D2

AAA TH O UT ¢V THEREIL, 22— R T 7B A L —b &, WHLE-Xy NU—2 U Y —
AEEFBHLET, AAAT UL T 4V T oA F—TNZT B E AL v FiEa—F OIEENRI
BT T 47 La—FRFDOBRKTRADIUS t X2 YT 4 —NZHRELET, ET 0~
T4 La—=RKE, THAIT AT OT FY) Ea— ME (AV) X7 2&H, EX 2T 4 F—
NIRFEENET, ZOT—X &ML, *y NU— &, 77472 b~Oifs, F723E

BRI THZ ENTEET,

Cisco I0S DIERL XABLONRy T —7 h—ERZBTDHRADIUS TV T 4 VT %A X —
TNT HIZIE. A F—T IV EXEC E— R TROFNEZX EFT L ET,

avwo kR

E]:)

RXTv7 1 configure terminal

ya— )L ar7 4 Xalb— gy B— REBBLET,

ATw7F 2 aaaaccounting network start-stop radius

Fy N =V EBEOTXTOYF—ERERIZOWT,
RADIUS T H U v T 4 v T A F—T W LET,

AT w7 3 aaaaccounting exec start-stop radius

RADIUS 7 hH v v T 472k, £ x—7 /)W EXEC 71
Y A DOBRWNCFERBIGET B T 4 v TR, et IR
BT AT T 4 BB ETHEIIGRELET,

AFv7 4 end

A F—7 )V EXEC £— FIZREY £,

AT w7 5 show running-config

REZHER LET,

RTw 7 6 copy running-config startup-config

EE) arv74Xalb—vary 77 A NVIREZRIFL
ij‘o

THIYT 4T %T 4 —7WIZF HIZiE. no aaa accounting {network | exec} {start-stop}
methodl... 7 @ —/3)L a7 4 Xab—ray avy REERLET,

l Catalyst3560 R4 Y F YI b7 avI4Fal—var 4K
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§ARTOD RADIUS H—/\DEKTE

A A F LI _TO RADIUS — T a— LGBIERRET HI121E. A F—7 )V EXEC £—
R TROFNEE AT L ET,

avvFk =[]
ATv7 1 configure terminal sua—s\ aryZ4FXalb—ary E—NehlisLET,
AT v 7 2 radius-server key string ZA v F &+ TORADIUS — T EINEY—7
Ly b THRAN ANV T EBELET,
.

GGE)  #:0X.RADIUS — NTHEHT LR 5HIC—ET D
FXAR AN T TRITINIERY $8 A, EIT
ANR— Z TR SN E TS, BOFREB IOREI
HBHANR—RFIEHTT, A= EMHEHT S

G, 5IRB RO —H Sy Th HGEERE, 5l
AR CHEFFE RN TLZEN,

AT v 7 3 radius-server retransmit retries A A F 73 RADIUS TR 2 Y — N CHE(ET DR & 5 F
LET, 774V MEI3 T, HETE 25T 1~ 1000
T,

AT v 7 4 radius-server timeout seconds A A F N RADIUS ERIZxT T A K 52> T, ERkE2H

EETDHETORR (M) 2ELEd, 7740 MIS
BWTd, BETE pHEIT 1 ~ 1000 TI,

AT v 7 5 radius-server deadtime minutes SHEEBSR 2R L 720 RADIUS Y — 3% R % v 779 5 I
(4) BIeEL, BRNEZA LT T M T HETHET S - &
2 WICHEINTWVDE Y —R"Z2RITTEDH LT F
T, 774NV MI0TT, FHETXHHMAILX0 ~ 1440 43T

‘a‘o

2797 6 end A F—7 )V EXEC £— FIZREY £7°,

AT79 7 7 show running-config REMEHERLET,

A5 7 8 copy running-config startup-config UTE) av74Xalb—vay 774 NMCREREGL
jz ﬁ—O

FXEREK, A4 L57 7 b, BLXOFEREROREEZT 740 MIETIZE, Zhbooa<wr RO
no A EMERALET,

RUF—EHDRADIUS 7 F)Ea— bEFERAT IR v FRE

Internet Engineering Task Force (IETF) RFZ 7 Mt&IZ, X —EHAEDOT U E=a—h (7Y

H;%F%)%ﬁmbf\X%y?&RMmE%*N%TNVﬁ%Eﬁ@%%%ﬁﬁﬁétb®

j:?ﬁﬁﬁ?@ BNTWET, &2 & —|L, Vendor-Specific Attribute (VSA) #fEHT25Z LT
R HBIZITE S RV BE OIEIRT P Y Ba— R R R— N TEET, A anFLE @‘5

RADIUS T, ZOfRCHEENL 7 r—~vy FE2FEHL T, XV —EHEOL T a1

A N ]\Lfb\iﬁ‘o VAADNUH—IDIEITHY ., PAR— A ROA T v g s FR oL — &

A 71 (AN cisco-avpair) TT, TOEIX, ROT+—~> DAY 7 TY,

protocol : attribute sep value *

Catalyst 3560 R/ Y F YT 97 AV 74 ¥al—vav 1 E
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F8E XL YF R—IFEHMADNHRE |

WM RADIUS [2&B3RA vy F 7Y ERADHIH

protocol 1%, BEDFH A XA TIMEHT D AaD7a hay 7 ) Ea— MOETT, attribute
BLWvalue 1Z, A2 ®D TACACS+ fIHETER SN TV DHEYIZRT MY B a— ME (AV) X7 T
Tosep L MWEDT M) Ea— FOBEHIL=ALEHEEDT M) Ea— FDGAEIE * T, TACACS+
FFACHEHTE 527 X TOMEEIX. RADIUS THEEHTE £,
T 21X, WD AV XTEEETH L, IPFFA[RE (PPP @ IPCP 7 KL ZADHEID K THRE) 12, v A
SADEHDEFIEIP 7 N LR T —ARSREIRN AN e Y F4,

cisco-avpair= ”ip:addr-pool=£first™

KIT, AL v FinbAF—F )V EXEC 2~y RAOIET 7w ANAREE 22— o/ ( vk
et 265 R L ET,

cisco-avpair= ”shell:priv-1lvl=15"

RIZ, RADIUS H—/ F—H X—ANDF ] VLAN 2 ET 262~ LET,

cisco-avpair= ”tunnel-type (#64)=VLAN(13)”
cisco-avpair= ”tunnel-medium-type (#65)=802 media(6)”
cisco-avpair= ”tunnel-private-group-ID(#81)=vlanid”

W, Z ORI ASCHTERDO AT ACL (T 722§ A N) A F—T oA RZHHATH
FlaRLUET,

cisco-avpair= “ip:inacl#l=deny ip 10.10.10.10 0.0.255.255 20.20.20.20 255.255.0.0”
cisco-avpalr= “ip:inacl#2=deny ip 10.10.10.10 0.0.255.255 any”
cisco-avpalr= “mac:inacl#3=deny any any decnet-iv”

WIZ, T OEHEFIZ ASCHFERDH ) ACL A X —7 = A AZHEHAT 20 %R7 L FE9,

cisco-avpair= “ip:outacl#2=deny ip 10.10.10.10 0.0.255.255 any”

o F =2, ENENHMADOR X —ID, A7 a3y, BIORIET S VSA BH Y 7,
N — 1D BL O VSA OFEMIZ- DUV TiZ, RFC 2138 [Remote Authentication Dial-In User Service
(RADIUS) ] #ZML T EEWY,

AA T VSA ZeBik L T35 X9 ICRET I, 4 F*—7 )V EXEC E— RTROFIA%E
FITLUET,

av ok B
2797 1 configure terminal Ja—)L ar 7 4 F¥al—gryET— RREREBELET,
AFw 7 2 radius-server vsa send [accounting | ZA v F ) VSA (RADIUSIETF 7 FY B =2— | 26 CERH
authentication] ERBLUCERTEALICLET,

o (LE) #BHshsrXU¥—EAT7 M Ea— hOES
ETHU T 407 T M Ba— MEFIRET I
L. accounting ¥ — 7V — R&fHH L E 7,

o (ER) S hdaNF—EHAET M) Ea— oS
ERBIET MY B — METICEBET D IC I
authentication ¥ — 7 — NAfEH L 9,

F—U— REEEETICZDa~r REAN1TAE, T

DT 4 T RBLORAEDOR X —HAFT hY Ba— kD

WA RER S ET,
A7y 7 3 end A F—7JVEXEC T— FIZREY £,
ATwv 7 4 show running-config EEATER L £,

Catalyst 3560 R/ Y F YT 97 AV 74 F¥alL—vav Hq1E
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avok L)
AF797 5 copy running-config startup-config UEE) av74FXal—ay Z77ANMIRESRTFL
i j—o

RADIUS 7 hY Ea— D —L, N Z—EEDOT b Ea— b 26 OFAIZON TR, [Cisco
10S Security Configuration Guide] Release 12.2 D&% [RADIUS Attributes| #ZfE L T 7ZE 0,

RUS—HBED RADIUS H—/NEDBEICETEIRA Y FHRE

RADIUS (ZB89 % IETF K7 7 MM TIZ. A A v F & RADIUS +— TR & —l B RO 1
MEBETHHFRICOVWTEDLNTWETN,RADIUS 7 VU B a— |k v b &M B ICHERENLIE
LTWARUE—H 85 E£F, CiscolOS V7 b7 = 7%, RXu#—EEEo RADIUS 7 U
Ea—bhOY 7y hEYR—-FLTWVET,

AR L7z X 912, RADIUS (N> #—OM BRI L 2 D>, IETF K7 7 MIHEIRT L 0%
7)) 2R ET 5101, RADIUS ' — X F—F U DNBEI L CWDAERA ML, TDOFRARNNAAL v
FEIFETDHY—I Ly F THFAN AN T EREELRTNERY ¥ A, RADIUS & A hEB
JO—2 Ly b THFAPM AN T EEET DT, radius-server 7 7 — /3L 27 4 X o L—
varavwr REFEHRALET,

R ELEED RADIUS — N R A b, BIOEFENEY—7 Ly b THFAN AR T
PIRET HICIT. 4 % — 7V EXEC E— RTROFIEZETLET,

avwv kR By
ATv7 1 configure terminal Ja—rLar 7 4 ¥al— gy T— REBEBLET,
AT 2 radius-server host {hostname | ip-address} YE— K RADIUS =N RA D IP 7 KL AF TR A
non-standard NEEREL, TORARB, XX —PNHEICFEE L

RADIUS ZH L TWAZ L2 EFELET,

ATwv 7 3 radius-server key string AA v F X HAED RADIUS H—3 & O ¢4t

EENAH—2 Ly N TFFAN AN EREBEELET,
AA v FBIORRADIUS —NZ, ZDOFTF A M A MY
TEHEH LT, 732U — FOKE(LE L OISR DL E1T
I/\jzﬁ—o

~

(GE)  #1%. RADIUS — T 2R 58 —T 5
TXAN AN T TRITUIRD A, AT
AN — 2 TR SN E TR BOTRB L OREIC
HDANR—AFERN T, B AR—RAEHEHT S
LA, 5IRAFENEO -y ThEEAERE., 5
G THAZFERNTL Z &N,

2Fv 7T 4 end

A F—7 )V EXEC F— RIZREY £,

ATwv 7 5 show running-config HEEAEERELET,

ATvF 6 copyrun

ning-config startup-config (FEE) a7 4FXalb—ay 774 NVICRTEZHRFEL
i j—o

N —ME AR D RADIUS & A b & HIBR$ 521X, no radius-server host {hostname | ip-address}
non-standard 7' 0 — 3L 227 4 Xal—var avry REHEHALET, #4257 —7 T
521X, noradius-server key 7 02—/ N)L 2T 4 X2l —v gy a<wr REHEHLET,

[ oL-8553-01-J
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WIT, N X —EAAED RADIUS R A hEFRE L, AA v F & — SO/ T radl24 & H
BEAEERTAIHERLET,

Switch(config)# radius-server host 172.20.30.15 nonstandard
Switch(config)# radius-server key radl24

RADIUS DRFEDRT
RADIUS OF%E % %K/~ 5121, show running-config /1 *—7 /L EXEC 2~ R&EHERA L ET,

Catalyst 3560 R/ Y F YT 97 AV 74 F¥alL—vav Hq1E
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Kerberos [C& B R A v F 79t XDFIH

G¥)

G¥)

Z ZClE, Kerberos EX =2 U7 4 VAT AEARX—T ML TERET D HFIEICOWTHALET,
Kerberos X2 UT 4 VAT AL, BEHTX T — ]\“/\D—T4 AL Ay hU—2 UV —2R

WCXT 2 ERAZBIAEL E7, ZOWREZEHTLI2IE. AL v FIZAAL v F V7 by =7 Ok
N=Ta VA VA RN—ATINERDY £7,

ZOMEREZ M L, Ciscocom 2°6 Y 7 b = T DI EAL T 7 A N &EZ 70— R4 5133 2
BHMENDHY £, FMICOVTE, 2OV V=20 V=2 /= h2ZRLTIZE,
2T, ROBEHRICOWTHHALET,

*  Kerberos D (p.8-35)

» Kerberos DENE (p.8-37)

* Kerberos DT (p.8-39)

Kerberos D% EFNZ -2 Tid, [Cisco 10S Security Configuration GuideJRelease 12.2 @ [Security Server
Protocols| D E(Z& 5 [Kerberos Configuration Examples] #ZM L T 72 &, URL IZKRD L0
b(‘\—a’_‘o

http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fsecur_c/fsecsp/

2R E D a3 RO LOMEHFEOFEMIZ OV TIX, [Cisco 10S Security Command
Referencell Release 12.2 @ [Security Server Protocols| D #IZ& % [Kerberos Commands] % ZPR LT
{EEW, URLIFKRDEFEY TT,

http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcer/fsecur_c/fsecsp/index.htm

Kerberos D% EHIFS & O [Cisco 10S Security Command Reference] Release 12.2 Tld, [FHHO BT 5
P— F/3—F 4 & LT Catalyst 3560 A1 v F &ML TWET, ZDZA v F i Kerberos (Zxfis
L. Ry MI—27 X2 U7 4 H— & LTHEII., Kerberos 71 b LEFEH LIz —H7
FENTEET,

Kerberos OEIE

Kerberos £~ F = —& vV THRRKY (MIT) 238 LB L%y NV —2FGE7 ' " k=
JL G, Data Encryption Standard (DES; 7 — # B LK) W IR LT L3 Y XA %KL &
PRECHER L, *y FU—2 U Y =T 5 BRAZFEFEL £, Kerberos |3, B TE 59— F
N=T 4 VNI EEF S T —F eI —ERIXH L TEX 27T OMGEEFETLET, ZOfF
T & B — N/N—F 1 % Key Distribution Center (KDC; #FR1T/R) &MFONET,

Kerberos 1Z, = —¥FRiHETH DI, TOZ—FRFEA LTIy N —7 =R HATH D)
EREELET, TNEFATTHDIZ, KDC (DFE VWIEEHTE D Kerberos —3) N —HFicF
Ty REFITLET, ZNUHDOF 7y MUTAEDHIRRH Y, 2—VFEHZFEDOF ¥ v & 2 [TRAF S
NFEJ, Kerberos V— 3N F, 2=V LR T—RFDRDOVIZTFT Yy haffio Ta—H Ly b
U—7 —bEREFIELET,

~
GE) Kerberos +— 21k, *xy U —7 X2V 7 4 — L LTHEEIN, Kerberos 7’1 kL%
AL Ca—VERIETE 5 Catalyst 3560 A1 v F aMHTEET,
Catalyst 3560 R/ v F Y I k7 avI24F¥al—av H4F
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M Kerberos (2&BXA YyF 7Y ERADHE

Kerberos DFEAEFRAT A & — LTI, singlelogon £\ ) FIEZFEHLET, ZOFIETIE, =2—F
Z 1 ERERET 2 &, 22— WREAEDNGRRMEIL (D2 T — RO LA 1THT10) EXF 2 75
BJ‘.EZPE‘ ;fctw i‘a—o

ZOY 7 b7 U U—RL Kerberos 5 (2%t L TWE T, Kerberos 5 Tid. 9 TIZ Kerberos 5 %
R L CWO D8N, (UNIX =" PC 2 D) D Fy hT—27 HRA MIMERH L TW5 KDC
@ Kerberos FBiET — F R— A& fFH T £,

DY 7R =7 UU—RXTIL, Kerberos [ZIIKDO KXy hT—7 $—EREHHR— KL TNET,

e Telnet

* rlogin

e rsh (VE—F =)L 7 m hajn)

7% 8212, —MM72 Kerberos BIEMGFE L T D EHRE R LET,

% 8-2 Kerberos M FAEE

FHfE EE

B =P —ERARMMOT — R L TASBHFOH LA G5

FE, 72 20E, 774 T2 MEAA v T L GRIEE BT, A1 >
FIIMD A A » FITH U CRRIEE S E T,

Gl n%##%?FU%7@X4y?_kw18®i5ﬁ%@%ﬁbfﬁ
FEEEDOL D RIMEEFATTE D NE . AL v TR DT
FERAE ) ;&7"7/ kb (TGT! ¥ — b RFEHER L) 2RI, Kerberos FiF

AET, 2V ELEP 20D ZRIELET, Xy hT—7 H—
EANT v hEFLT L7z Kerberos ' — "ZEHHT 5 Z LIl L
B2 PFLHRNRRAT = REHANT ROV ICINEEHTEET,
FEAEOHZERRIL, 8 N T 7 4/ FDERE T,

[ RS A Kerberos 7'V L 2 7V DFFRI L~ T YL, 1F & A E D Kerberos 7' U
VIR, [user@REALM] & W H T (7 & 2,
smith@EXAMPLE.COM), Kerberos A > A% 2D & % Kerberos 7° U
VY NVIE, [user/instance@REALM] & W5 BT (71 &z
smith/admin@EXAMPLE.COM), Kerberos 1 A% > A%, #& QE75>)ﬁZIJJ
LGB0 —FOF AL ANV ERET D7D TEET, &
F v hU—27 = ROV — L, Kerberos A > A X 2 ADFFR[~ >
V7 REHALIATTEETN, MATEDY £ A,

~
(GE) Kerberos TV IV ABIOS VAZ U ALITTRTI
FCLRITIULZL D F WAL
A
(G£)  Kerberos LV AL X T X CKILFETRIFIALIZR D EFHA,
KDC? F v b —7 KA N TEMT 5 Kerberos ' — "B LT —F X— 2%
7a s T ATHR SN AHEEITR
Kerberos %t Kerberos iEFHED A V7T A N T 7 F ¥ AR — M T D572 OIIERE S

N7 7 =g R —E A0 L EAiET HE
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Kerberos [2& 2R v F 7o AnHE W

%z 8-2 Kerberos MAE (&)

EA EE
Kerberos L /L 2\ Kerberos — NZHGFEI N2 —F KA MBI O®Xy hT—7 H—
EATHRIND KAA 2, Kerberos h—"ZFHL T, =—¥Fz
HRy hU—27 H—b R TARO—FE- T xy NT—72
P—EADID ZHFEL £7,

N
(GE)  Kerberos LV A X T X CKILFETRITAILZR D EFHAL
Kerberos ¥—/3 Iy hU—7 RANTEEHL WL T —Fr, 2—FBLIOxy b

U—7 — R IENFN Kerberos &— N2 ID 28 LET, R
FU—27 Y —¥ R|X Kerberos — N2 7 = U &5 LT, x> b
J—7 —ERADORIEEEE T,

KEYTAB? Ty NU—27 F—ERNBKDC &3EHT 5 /3A2 U — K, Kerberos 5 AR
DNR—=Y a3 TlE, Xy FU—7 P—ERT KEYTAB % fli > CTHi 5
fban=¥—ERFERAEZRE SR L CRIEL £7, KEYTAB &
Kerberos 5 & W Aii0D/3—37 2 > Tld, SRVTAB* LIFENRTVET,

A NIV Kerberos ID & & FEIEHL. Kerberos b — N CEDS&, a2 —9PRHETH D
», P—ExARMThHINERLET,
~
(GE) Kerberos VU 2NNV AIIT RTNLF TR D FH
A/O
— b RFEHE Fyv hU—27 $—ERAOFEHE, KDC MOLIEAERBITIND &

Fy hU—27 H—t 2L KDC BNFTHATU— RTREESLENE
4. 2—PTGT L HLNA T — FafF LET,

SRVTAB Py hU—7 —E AN KDC &£HHF9 25,327 — K, SRVTAB (i,
Kerberos 5 LA DX — 5 CIL KEYTAB & FEIERLCUVES,
TGT HREED Z L ¢, KDC MPFRiEE AL —VICRITT 25EHE, TGT

&2 T o T — %1%, KDC 2375~ L 7= Kerberos LV AND R > b U —
7 ‘ﬁ‘~l:7\ ;(‘—J-L/Tuunﬂz%ﬁg‘é &ﬁ)féi‘g—

TGT = Ticket Granting Ticket (&% FERA#E)
KDC = Key Distribution Center (#3817 /7))
KEYTAB =key table (¥— 7—7/1)
SRVTAB = server table (#—/% 7 —7)1)

D=

Kerberos M EH{E

Kerberos —/NMZid, *y NUV—2 X2 U7 ¢ — L LU TRE S 4L, Kerberos 7’1 /L&
HALTCUE— b 2—PEFFETE D Catalyst 3560 A A ~ F %4 i CT& £ 7, Kerberos & 1 A X~ A
AL FEITNL OBV ETN, Fy NI—F =B RIZTI7EHALLI ETDHYE—F 22—
P 3208F2 V74 LAYHBEBLARNERY NT—7 F—EBRIT 7 EATEEREA,

Kerberos #—/3& L T Catalyst 3560 A1 v FZEH LT, * vy bV —7 $—E XI5 L CRAEEZ 15
LFIEIE, ROEBY T,

1. BERAA v Tt DEREO G (p.8-38)

2. KDC 75 ® TGT OEfS (p.8-38)

3. Xy hU—7 P—E AT DO HE (p.8-38)
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M Kerberos (2&BXA YyF 7Y ERADHE

HBRARA v FIHY HBEEOMT

ZIZTHEH, VE—F 2—FREE LTI RLRWRAOEF 2 VT 4 LA FIZOWTHBL
T, 2—FiF, FTERAL v F I L CRIEZERITIUIRY $HA, VE— b 2—FRER
ALy FITK L CRRAEE 253G, IROT o ZARFAELET,

Z—PREFR A A FI2k LT, Kerberos A5t Telnet #5554 s L £,
I—PHENRRT = RDODANERDLTa T N AL v FRERLET,

AA TR, ZO2—F D TGT % KDC I[ZER L £,

KDC 23— ID Z# Z el 5L S 7z TGT 2 A A v FITEFE LET,

A wFIE, 2—PFRAN LIZRR T — K& > T TGT Ol SRz 1T L £7,

o BESMBRICHKII LI2GA 1T, 2 — T AL v FICxt L CGRGEE £ 7

o WEEMEBRICENTD L e WA, 2 — 4 & /XA U — K% A JJ (Caps Lock ¥ 7213 Num Lock
DAY | ATIHER) TD0, HO2—FHLNRAT—F2 AN LTAT v 7 2 OFIE%E
MyIRLET,

Kerberos Xt Telnet £ 2 a VZBRE L., BRAAL v FORIMEZETNHNS Y E— F 22—H %
TrAT T =NV ORANCWETH, Xy bT—27 =B RIT 7 AT 5HIZIE, KDC 75 E#
BALEFHLENH Y 7, =—F 2 KDC 2 LFBREE S22 T LR 520 D1, KDC 233177 5
TGT IZAA v FIREENTEY | 2—FRZDZA v FIcu ZF o LRnnE Y | BINORIEC
FHATER2ONETT,

o b=

KDC ™5 TGT DH{F

ZIZTE, UE— b 2—PRE Ltfhit%&wz%bwt%:)74v4¥_owfﬁ%
LET, 2—FE, Xy hU—27 $—ERIZT 7 ERAT L0, 2O LA ¥ TKDC ORFEE 15
T, KDC 715 TGT ZHufG L2 huid7e ) £ A,

KDC (2% U CRRAER 15 D HIEIZ DWW TCiX, [Cisco 10S Security Configuration Guide] Release 12.2 O
['Security Server Protocols] MD#\Z4 % [Obtaining a TGT from a KDC| # &M L T 72 &\, URL L
WD EFBYH TT,
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fsecur_c/fsecsp/sctkerb.htm#100
0999

v =9 —ERIIHT HRIADOIMEF

8-38
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ZIZTHEH, VE— b 2—VREBLARTIIERLR2WVW I FDOEX 2V T 4 LA FIZOWTHLHA
LEd, TGT ZHE L7 —HIL, ZD LA ¥ T Kerberos LIV LAND Xy U —27 H—E A5
L CREREESRIT X0 8 A,

Fv b T —27 P—ERZHK U CERRIAEE 1S D FIEIZ DWW TUE [ Cisco I10S Security Configuration Guide ]
Release 12.2 @ [Security Server ProtocolsJ DE|ZH 5 [Authenticating to Network Services] 2L
TL7Z&V, URLIFRD LBV TT,

http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cger/fsecur_c/fsecsp/scfkerb.htm#100
1010
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Kerberos [2& 2R v F 7o AnHE W

Kerberos D& 5E

VEe—h 2—=YPNRFy hT—7 P—E R L CRIEE S D 121E. Kerberos LV ANDKRA b &
KDC #EL, 2—HW LRy hU—2 = ROMGITEEEZITV., FEIGRIESE A LER D
DET, TNEFEBT L. AVORBINKLETY, KDC Ed Kerberos 7 — & ~<X— R TR A b
Dz Y ZIBI L., Kerberos LV ANDTRTHARA MM KDC 234R% L72 KEYTAB 7 7 A V%
BIMLUET, 72, KDCF—F _X—2|Za—FHO= > ) HER L ET,

BRA MBI P2 =Yz ) ZBIMNE 2T ERT 258 0EEFHIIRO LB TT,

e Kerberos 7'V VI SNVAITT R TNLFTRIFFUER D FHA,
e Kerberos A > AKX ALITT X C/NLFTRITHIEZ D EE AL
o Kerberos LV AT T R CRKIUFETRIZAEL D EHA,

(GX)  Kerberos —NZIE, Xy hU—27 X2 U7 4 H— 3L LTRE 4L, Kerberos 71 h /L%
fEA L Ca—H2FHECTE 5 Catalyst 3560 A1 v F & TE £,

Kerberos iRilFi Y — N/ IV FA TV N VAT AEZRET HFIEIL. ROLEBY TT,
e Kerberos =~ R&fH L TKDC 3% E L ET,
e Kerberos 7’0 haVEFEHT DL IICAL v FEFELET,

FIEIZDUWTIL, [Cisco 10S Security Configuration Guide] Release 12.2 @ [Security Server Protocols
DT D [Kerberos Configuration Task List] #ZM LT 72 &V, URL iZIRD EEBY T,

http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fsecur_c/fsecsp/sctkerb.htm#100
1027
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N 2/ 9FOO—HLBESLUVHTORT

ARAYFOA—AIE

AEH & UEHFRIDERTE

a—H)E— RTAAA Z#RETHLOICAAL v FERETDHE, =P THEETDH LD
I AAA ZRETEET, ZOHA. A v FITREB L O OB A TVWET, ZORETIE
THO T 4 THERRIIE R CE EH A,

AA v FEu—H AAA HIZERET 121X, £ F+—7 WV EXEC E— R CTROTFNEEZFEITLET,

avv R

B

X797 1 configure terminal

ya— L ar7 4 Xalb—3 gy B— REBBLET,

AT w7 2 aaanew-model

AAA A F—T VI LET,

AT 97 3 aaaauthentication login default local

O—HNDa—PLT —FR—AEfEHT DL e A
VBGEERE L E T, default ¥—TU— RFiZkVY, m—AL
2 T HR=ZAFEFENT R TCOR— MIEHA S FE
To

AT w7 4 aaaauthorization exec local

—FD AAA FFAIZRE L, B =) T — S N— A%
BLT, TOZ—WIZEXEC V= VOFETEHFATLET,

AT w7 5 aaaauthorization network local

Fv hU =7 O RTOY— b AR T D2 —H
AAAFFRIZRRELET,

ATwF 6 username name [privilege level]
{password encryption-type password}

O—H)N T —=E_X—=2AEH L, 2—FHX—ZADFTIE
AT LEFELET,

a—PFTLlZav s REBYE LA LET,

e name 2L, 22—V ID% 1 U—RTHRELET, AX—
AR XOFIHMFIIFEH T EEA,

o (ER) level IZIX, 77 ¥ AMEE /T2 —VITRET D
MERR L~V 2 45TE L £, fRETE DHIL 0~ 15T
T LUV 15 TiEA 1 —7/VEXEC E— RTOT /&
AWARETY, L~k 0 Tk, =—H% EXEC £—FT
DT 7 EALIRY ET,

o encryption-type IZIE, W H L N TWVRN/IA T — IR
BAHIHSHGEIL 0 %, (b3 RA T — FHt%
Al Gax T #HBELET,

o password (21X, Z—VFNAAL v FIIT 7 BRATHELE
WANTAUEOHAZRZAU— REEELET, N2
U—Fid 1 ~25 07T, MORABLAR=Z 2T
&, username 2~ RORHBEOA T a & LTHRE
LET,

AFY7T 7 end

A % —7 )V EXEC E— FIZEY 3,

RFw 7 8 show running-config

REZHERR L ET,

RXTv7 9 copy running-config startup-config

EE) arv74Xalb—vary 77 A NVIIREZIRIFL
£7.

AAA 2T 4 =7 WVIZT 5IZIE, noaaanew-model 71—/ 3L 227 4 Fal— gy avw R
EHEALET, FFal%T E—7WIZT 5121, no aaa authorization {network | exec} methodl 7
o— ) a7 4 Xal—yayavwy ReEHRALET,
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A yFoO—hLRiES LvHTORE B

AAA FTREFMEH LT HITP 727 BRIHLAAL vFOvx 2T ( ZHHET5I2IE, ip http
authentication aaa 72— )L a7 4 X ol —Y gy av RTCAAL v FE2RETHLENDY
F9, AAA BFEEHRTELTH, HTTP 77 B Ak L AAA FXEZFHLT AAS v FDEx2V
TAERBERLEZ ISR EHA,

ip http authentication =~ > KOFEMIZ OV TIX, [Cisco I0S Security Command Referencell Release
R2Z2ZML TS0,

[ oL-8553-01-J
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N SSHDE-HOR1 v FORE

SN o
SSHDF=-HDARA v FDRE

T ZClE, SSHEEREZ R ET 2 HIEICOWTHPILET, 2oL ERT2I12E, K5 (K51{k)
VT IU2T A A=V AL v FIA A M=V LORBERH Y £, 2L, ZOMREZ N
L. Ciscocom "6 Y 7 MU 2T DEFALT7 7 ANV EX DT ra— RTDHIIFA 2/ LERHY
F9, FEMHICOVWTIE, 2OV —2DY U —R J—FEBRBLTIIEEN,

ZITIE. ROFHRICOWTHALET,

* SSH OHE (p.8-42)

* SSH ORE (p.8-43)

e SSH DBEEBLUNAT —F ZADFTR (p.8-46)
SSH D EFNZ-DUNTi, [ Cisco 10S Security Configuration Guidel Release 12.2 @ [ Configuring Secure
Shell] O (Z# % [SSH Configuration Examples| # £ LT 7 &V, URL ZIRDO LRV T,

http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fsecur_c/fothersf/scfssh.htm

G¥) ZZTHRAT A awr OB L O TEOFEMIZOWTIE, RO URL 22620 Y U —R(Z
et 2a~r K 77 L AB LW Cisco I0OS Release 122 Da< 2 K Y77 LU RAEHHLT
<TEEW,

http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cger/index.htm

SSH DOt E
SSH X, T3 AZxT %4 T — MERE AJREICT 271 b2 TT, SSHiX, T3 AD
FRREREIZ IR ) 7o B L AAT O 2 & T, UE— MERIC OV T Telnet L EDOEFX 2 U7 0 ZHB L F
T, 2OV T7 =7 YUY —21%, SSH N— 5 1 (SSHvl) BELNSSH A— 5 2 (SSHV2)
Y R—FLTWET,
2T, MONFIZOWTIBHLET,
e SSHH =, B TAT v b, BIOYHFR—- RSN TWNE =V g (p.8-42)
o HIFRFIH (p.8-43)

SSHHY—/\, MBIV SATFU b, BEUVYR—FEhTWENN—D 3

SSH #4EEIZIL SSH — "B IO SSHFHEAZ FA TV "3H Y, ZHBITAAL v F ETERITEND
TV =3 arTY, SSHYZ A7 FaefliflT 5 &, SSH — "DB# T2 2 1 » FITHHE T
XFET, SSHY—NF, 2OV U —ATHR—-FENTWSSSHZ 747> FBLO, it
SSHZ AT MR LET, £/, SSHZ 74T M, 2OV YV —ATHR—FINTND
SSH #—/336 L Ot AL o> SSH — S &l L £,

AA v FIiE, SSHvl £721% SSHV2 Y — "% PR —F LTWET,
AA wFIE, SSHvl 7 FA4 T > bV HR—FLTWET,

SSH %, DES W5t 7 /LY XA Triple DES (3DES) WAt 7 AT Y XL, BIUONNAT—F
R—2ADFFEEZ AR — ML TWET,

SSH 13k D2 — VB KA R — L TWET,

e TACACS+ (GEHNZ W TIE, [TACACSHIZL DA A v F 77 v ZDH) [p.8-12] =5 H)
e RADIUS (GEMIIZ DWW TCiX, TRADIUSIZ LD AA »TF 772D [p.8-20] &)
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0L-8553-01-J |


http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fsecur_c/fothersf/scfssh.htm
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/index.htm

| £8F RAYF R—RBREDRE

SSH O1=bDRA vFnEE M

Zu

o B —HIVERFER L OFFRA] (gi;ﬂ}”:/)b\fbi [ 2 A v FOwu— T VRREER X O Rl D% E
[p.8-40] ZZHR)

~

Gx) oY 7 =T U U —2RL, IP Security (IPSec) ¥ KR—F L TWEHA,

FIFRE1E
SSH (213, ROFIRFHAEH S E T,
o ZA wFIi. Rivest, Shamir, and Adelman (RSA) FREFZ V- HR— kL E,
* SSHIZ, ETv=nT7F IV r—varEdaR—hLET,
e SSHH—"EBLWSSH 7 7A 7 ~id, DES (56 £ k) BLU3DES (168 £ k) T—
WEALY 7 =7 TORYHR—hERET,
e AA v FIL, Advanced Encryption Standard (AES) XFREFEALT LTV XA ZHHR— b LEHA,
SSH ME&E
WEITIRD &0 TT,
o FERFOEFEFIE (p.8-43)
o AAYFTSSHEZFE[TTHIODEY T v 7 (p.8-44) (M%)
e SSH H— D% E (p.8-45) (AA v TF % SSHH—1E LTRET DHEDHLE)
HEROIEER
AA v F & SSHY—NFILSSH 7 747 b & LTRET HHGIE, IROEFEFHICHE- TS
7ZEW,
e SSHv2 %— 3%, SSHvl $—/ STHERELD RSA HOXT 2 TE £ (HO5LE bRk
T,
e crypto key generatersa 72—/ VL a7 4 F¥al—v a3y avr ReEANLEHE, CLI =
T— AvE—URRRINDIGA RSRAFRTITER I TVER AL, FA MBI RAA
VEFEBELTH D, crypto key generate rsa I~ 2 F& AJJ LT ZEW, FEMIZOWTIE,
[ZA v FTSSHAEFTT LoDty N7 v (p844) ZBZML T EIN,
e RSASOXT HEKT HHLAIT, A /'IZ_:}[NO host name specified] NERIFND I LN
HVEFT, ZDA /JZ—“/75 FoRENTZHAIL, hostname 70— 3L 27 4 Fal— g
vavwry REMALTERA M ER ﬁ#éz%% DET,
o RSAHEDOT EART HLHEIT, A /"TZ*““/[NO domain specified]| WERRINDI EBHY
FT, TOA vE—UNRFRINTEAIL, ip domain-name 72—/ 3L a2 T 4 Fal—T 3
vavwy REMFEHLTIP RAA /%%‘f RIET DMENHY T,
o B—HNFRIERB L UFFRIOFIEEZRET LA, 2 Y —/L ET AAA 3T 4 B—T7 1S
NTWNLZLEEMERLTIESN,
Catalyst 3560 R/ v F Y I k7 avI24F¥al—av H4F
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N SSHDE-HOR1 v FORE

AL YFTSSH ZRITT 5Dy b7y
SSH #FEITTDHLIICAA v Ty NT v 7 T5I21F, WOPIAEZFEITL T LI,

8-44

AFvFTA1
AFvF 2
ATvT 3
A7y 4

AFyvT 5
ATFv7 6

AFvT 7

1.

W5y 7 b =27 4 A—T% Ciscocom OB XU ra— RKLET, ZOFIEITIHNETT, 7
oW TIE, 2OV V=20V U= J—Fa2ZRLTIZEN,

AA VT DREANGBEIRNIP RAAL VAERELET, TOFMEEFEITTIHOEF, A vTF %
SSH #— & LTRET HHETZT TT,

AA wF N SSH Z BEBEJCA X —T NI T D700 RSA BOXT ZAKLET, ZOFEE
FEATT DL, AA v F % SSH Y — L LTHRETIHHATTTT,

*‘77/[/ 77“‘ZX§E7:_ i):t‘?‘}‘ 77’EXFH la— ‘ﬁ—nunft%f }'ji—‘l_/gzﬁo _@illlﬁ iZ/EVC
‘jA u$7ﬂﬂ \_/Dl/\/Cli\ l—z/l) /9"0)[1 ﬁ/bnhnﬁkcto\u$j‘® EJ (p8 40) %;‘%EEL/C< 71:_
Wy,

RA L EIP FAAL L EREL, RSABHOT A+ 51213, 4 % —7 /1 EXEC £— RT®K

DFNEEZFETLET, COFIEZEITTLDE, A v F % SSHY =L LTRET HHELETT

j‘o

avvFk =)

configure terminal Ja—n)ar7 4 ¥al—varET—ReBBLET,

hostname hostname AA v FDOFRANLEZRELET,

ip domain-name domain_name AL v FDHEAN RAAL UV EFRELET,

crypto key generate rsa AA vy F ETr—=HBLOY £— FRFEHIZ SSH Y—
NaeA =T VI L, RRABOXT ZAERLET,
BRANEV 2T AP A X 1024 By MTTDHZ L E2HESEL
‘i‘j‘o
RSA DT 2 ERTDHAIC, T2 T ADREDAT
EROOGNET, EV2TARRLRDIEERZETTN,
AR & A I RERI S v 0 E 7,

end A F—7/VEXEC E— RIZR Y £7,

show ip ssh SSHH— D=V a3 VBIOREHEREZ T LET,

EJ et

show ssh AA v F LD SSH Y —_"DAT—HX ZAHFRLET,

copy running-config startup-config EE) av74Xal—ay 77 ANVIRERRGFEL
\i—a’-‘o

RSA #EDT ZHIERT 51214, erypto key zeroizersa 7 10— /3)L 227 4 Fal—3 g a<w L K
EHEHLET, RSAROXT ZHIBRT 5 & SSH & — NIXHBINICT 1 B—7 220 £7,
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SSH 4 —/\DHE

SSH O1=bDRA vFnEE M

SSH ¥ — R & HET B2, £ X — TNV EXEC T— FCROFIEEZFZITLET,

= Y

BiY

ARTYF 1  configure terminal

Ja—sryL ar7 4 X¥al—3gy B— REBBLET,

RTw7 2 ipsshversion [1]2]

({EE) SSHvl F7-1Z SSHV2 #FEITT AL IHIICAA v F %
HELET,

e 1—SSHvl #3F(TTBLHIAAL v TFEHRTELET,
e 2 —SSHWV #FITT B LA vTFE2HRTELET,

Zoavr REATILEWEA, EEFF—U— RE2HEE
L7Z2W4A, SSHY—NX, SSHZ 74 7> b THAHR— K
ENTWAERHFNA—Ta O SSH #BINLET, 7-& 2
X, SSH 7 74 7> h73 SSHvl 5 X Y SSHv2 % ¥R — b
L CW5H4A. SSH #— 3% SSHv2 Z3&IR L E 4,

RT7 w7 3 ipssh {timeout seconds | authentication-retries

number}

SSH filffl/ N T A — X 23 E L £7,

o HALTYMERMHEMTHEELEYT (G740 ME
X120 %), FBETE AEMIL0 ~ 120 0 TF, Z D3
TFA—=HI, SSHRX IV —Y gy 72— RHA X
NET, EESELIND L, AL v FIE CLI R"—2R
Tty valrOT TN INDEA LT Y MEEFEHLE
S
FI7 /T, Fy hU—7 EOBEED CLI X— A
tyiar (Byiar0~4) IZHLT, &K590
ORFZ{bREIFE SSH ¥kt a#fH c& 4, T =i
EETHE, CLIR—ZX By arDFA LT Y ME
ZF 74 FD 10 FITREY 9,

o UGAT U R EY—NRAFHIETXANEEEELE
T 7 74N MI3TT BETEXLHMIL0~5TT,

W7 DINT A= EBET 25X OFIAL#Y KL E
‘a—O

2AFv 7T 4 end

A X —7)VEXEC E— FIZREY £,

RXTv 7 5 showip ssh

EJ e

show ssh

SSH H— "D =V g VB I REFHRZFR R LE T,

2 v F ED SSH »—ROPHGAT —F AR R LET,

RFw 7 6 copy running-config startup-config

EE) v 74FXal—vary 77 A MVICEREERIFL
i‘a—o

T 7 4/ k@ SSH #ilffl /T A —# ZJK91Z1X,. no ip ssh {timeout | authentication-retries} 7' = —/\
VarZ 4 Fal—varyavry REFERLET,

[ oL-8553-01-J
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N SSHDE-HOR1 v FORE

SSH DBREB L URT—F ADRTR

SSH —RNDOREB L OIAT —F A HFRTHITIT, £83 DA X—TF/NVEXEC 2~ R& 1 oF
TS LET,

F83 SSHY—NORESIVRT—F2RERTTHATVF

avyv kR B
show ip ssh SSH =" NR—V g VB L OREBEREE R LET,
show ssh SSH r— "D AT — X A FKRLET,

B D a~y ROFEMIZ DWW TIL, [Cisco 10S Security Command Referencell Release 12.2 @ [Other
Security Features ] D ZFZ & % [Secure Shell Commands] 2 L T< 72 & W, URL 3RO &Y T,

http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fsecur_r/fothercr/srfssh.htm
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SSLHTTP =D XA v FDEKRE

Z 2T, HTTP 1.1 % —_EBI WY Z 4 7> MxHE L7z Secure Socket Layer (SSL) 73— =
V3.0 ERETHIFIECHOWTHHLE T, SSLIL, &% =7 HTTP @815 % EH T 57292, HTTP
7 TA4T MR TR =G5, Wb, BLOA v —Y 0% b4 LE§, SSL
EERT IS 7 b0 2T A A—VUMAL v FICA VAP EINTWERERDLD
T, ZOMEREAMHH L. Ciscocom "6V 7 T 2T DAL 7 A Va2 X T ra— K4 5I120%3F
A 2G5 0ENH Y £, BEbA A—VOFEMICOVWTE, 2OV Y —Z2DY V—R J— &S5
Lc<zZan,

T 2T, ROFBERICOWTHIALET,

o BEFaT HITP H— BRI T4 7 FOME (p.8-47)

e X 2T HTTP H—_"BLOY 74T v hOERE (p.8-49)

o BEXaT HITPH—A"BIWRI FA TV NOAT—HX ADFER (p.8-53)

I TCHEATARELRS Y ROMILE LU FIEOFEMIZ OV TIE, kD URL IZH % Cisco
IOS Release 12.2(15)T @ [HTTPS - HTTP Server and Client with SSL 3.0] OHEREFLAAZ ML T 72
éb\o

http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122newft/122t/122t15/ftsslsht.htm

X127 HTTP H—NELVI547 2 FOBE

CA DEHER

¥ 27 HTTP #6056, HTTP — "R ZET 57 —ZId 5 b S TA v ¥ —x v Mk
&N FET, SSLEEEA(LEFED HTTP 1L, Web 77 UFNBL AL v FERET D L 5 ekfRlc, &
Fa T PR L E T, R anFEET SR 27 HTTP Y — "B X OHTTP 7 94 7 b T
. 77U =2 ay LA YOREEIRIZ SSL /X—2 3 > 3.0 24 L %3, HTTP over SSL I3,
HTTPS L AW SN ET (BF 2 7B O%S. URL 23 hitp:// DRV I https:// THRE VD £3),

X 27 HITP — (AA v F) OFERFEZ, BEOKR—F (F 744 F® HTTPS A— M
443) <C HTTPS E:R%# 5321 C, HITP 1.1 Web ¥ —"~ZOEREZES Z &£ TT, HITP 1.1 ¥—
SNIEZEOEREZMI LT, X =27 HTTP —1~EE O T) LET, BF =7 HTTP ¥ —
NI HTTP 11 H—"ofRb v iz, TOERIZISEZET,

TX2T7 HITP 7 947 F (Web 77 7)) OFARKEENL, CiscolOS 77V 7r—3 g VERIC
IWELT, £OT7 7V r—3 3 UBRER L7 HTTPS User Agent V—E 252 E4T L, Jn&d (F0
TV = a i) BT ETY,

Certificate Authority (CA; FBFER) X, ERZBEALTEMT L1y b T —7 T34 RZFEHES
FITLET, ZNHDOP—ER(F, BINT 2T /3 Rk 5HREFH X2 T4 F—B X
OREHEZEOEH AR L 7, BED CA Y — NI EHELE TN T,

BN FATIND & HTTPS H— N1, B & 72 DEFED CA D> H457- X.509v3 DFEAE % 31T
THZET, BXaT7@iers 747 MCEHELET, 77472~ (@%. Web 77 )
X, FOFEAEORIEIC S ER AL RAE L TWET,

T o7 HTTP Bii2iE. CA OFEFEEHRET D L 2R IHERLEI, HTTPS — 2 FETL
TWBETF /A AT CA DEFEENREESN TRV E P — N3 H B &35 L THER RSA DD
RTEERLET, B THIELE (ACE4) atAETEY e X2 ) 7 0 TIERVWO T, Hi
TH7 74T MIZTOEHENRBCGEAECTHD Z @M L, 22— ITERORIR (7
ITHER) 280 ERHY F9, ZORRBIEINT Ry hUV—7 hEReY— (FAMHRE) I
BrH £,

[ oL-8553-01-J
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CADEEBEZREL TCWRWE X 27 HTTP i 2 BN LT2E&. D&% 27 HTTP —
N(ERITTZ T4 T2 b)) ICRT 2R E I3k B CBAERENATICER S L ET,

o AA YTFITHRA M E RAL VEANRESNTRWGE, ElREn 2 A B4R R
RLOTYT, A v TFEBEHT L L. ZO—KHRACBLEAETIRDR, FticHLE
AREE (—RRID) AEIY Y TohET,

o ZA YFITHRRA M E RAAL VARRESNTWEEE, AR EN 5 B CELFPEEITKEDN
LD TY, ZOEHEZ, AL v FEHEHLTH, ¥X 27 HTTP — 28 LT
BHOFEETT, FOH, BEEX 27 HTTP HEEi2 AN L& I £ 7,

HOBAEAENER INTSGE. £ OME#IL show running-config £ *— 7 /L EXEC 2~ KT
HhT&xEd, BOBLAEAEEZRRTSHa~> RO (show running-config =~ > K) % il &
LT—#RLET,

Switch# show running-config
Building configuration...

(7% 2 HHIITEM)

crypto pki trustpoint TP-self-signed-3080755072
enrollment selfsigned
subject-name cn=I0S-Self-Signed-Certificate-3080755072
revocation-check none
rsakeypair TP-self-signed-3080755072
!
!
crypto ca certificate chain TP-self-signed-3080755072
certificate self-signed 01
3082029F 30820208 A0030201 02020101 300D0609 2A864886 F70D0101 04050030
59312F30 2D060355 04031326 494F532D 53656C66 2D536967 6E65642D 43657274
69666963 6174652D 33303830 37353530 37323126 30240609 2A864886 F70D0109
02161743 45322D33 3535302D 31332E73 756D6D30 342D3335 3530301E 170D3933
30333031 30303030 35395A17 0D323030 31303130 30303030 305A3059 312F302D

(7% A FHAITER)

HOBAGEHEIL X =7 HITP H—"%Z%BHIZL T, no crypto pki trustpoint
TP-self-signed-30890755072 7' 10—/ N\)L a7 4 Xa b — gy avwy REANT5HZ L THIBRT
EET, XO®%, X 2T HITP ¥ — "2 H{EANICT D L, ACEAEREPSHICERSE
j‘o

TP self-signed DEAICRKRFRENTWDEIZ, T ADV Y TAFEFICL TR £,

F 7 arda~ R (ip http secure-client-auth) Z{EH 3% &, HITPS — 1027 T4 7 b
SO XS0V FEHELZ TR LET, 7747 bOGRGEE, V= NHHOEIELY bEWEX2 Y
T4 Rt LET,

CA DOFEMIZ DWW TIL, [Cisco 10S Security Configuration Guidell Release 12.2 @ [Configuring
Certification Authority Interoperability | MEEZ ML T &0,
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CipherSuite (IR 5L T LT Y LB LI OF A D= X b 7T XLEFEE LT, SSL I L
£9, HTTPS — 2T 5 &, 7747 b Web 77 UHiX, ¥R — h*xFGD CipherSuite
DYV ANERLET, TO®BI TAT > M —NF, WHFTHR— F SR TWAHS LT LT
VALTHREZRLDEY A MPLBIRL CRrIv=— M LET, 72& 2iE. Netscape Communicator
476 1%, kEDEF =Y T 1 (RSA ARIFER: 5 MD2, MD5, RC2-CBC, RC4, DES-CBC, B LD
DES-EDE3-CBC) ##AR— kL TWET,

7RG ARIZIE, 128 By RS bR YR — T 52 747 8 77 7% (Microsoft Internet
Explorer /N—7 3 > 5.5 DA & 7213 Netscape Communicator /N—37 3 > 4.76 LAFR72 &) ZMETY,
SSL_RSA_WITH DES CBC_SHA CipherSuite %, 128 b v MFEBALZRE LR WZD, o
CipherSuite K 0 b= U7 4 BMEL 720 £9,

CipherSuite (X, £V EX = U7 BNEL<, BHCRNETR21ZE, DT CT BB LEIC
R0 ET, WIS, AA v FTHR—FEN 5 CipherSuite 3 L OUL—Z OALFLEART GHE) 285
CipherSuite ®7 7 (HWIIH) ZEFRL £,
1. SSL RSA WITH DES CBC SHA — A vt —YOWEE(LIZ DES-CBC, BX U A v — # A
P A MZ SHA Zf#i [l L7= RSA O#EZH (RSA 2B =1b)
2. SSL RSA WITH RC4 128 MD5 —RC4 128 E'» MMiFEfb, BIURA vE—Y X4V x A MT
MD5 % Fl L7z RSA DO#EAZ R
3. SSL RSA WITH RC4 128 SHA — RC4 128 B> FiEHFAL, BIOA v E—Y A4V A M
SHA % f#i ffl L 7= RSA O#EASH#
4. SSL_RSA WITH_3DES EDE _CBC_SHA — * v & — Y ®Om;5{kiZ 3DES & DES-EDE3-CBC,
FORA =Y XA Uz A NI SHA 2 L7- RSA O#EA 2 (RSA ZABASERE B1L)
(B IO A T2 AN TAITY XL EENEFNEE L THAG D) RSA L, SSL ##iic
b\f’ﬁ%@iﬁkkotmmmmﬁﬁ HENET, Zhid. CA DEEANRRESNTWHDENE D
NI £/ A,

X217 HTTP Y—NEXKVI T4 72 FOERE

TITH, KOBEHRRICOWTHH L ET

e SSLOF 7 4V hi%E (p.8-49)

e SSL OFTHROEEFIE (p.8-50)

e CA DFHEMOBKE (p.8-50)

e ¥ 27 HTTP h— DO E (p.8-51)

o BFaT HITP 7 7472 FOFERE (p.8-52)

SSLDT 74 FERE

FEHED HTTP Y — N3 A R— T VICRE SN TN ET,
SSLiFA X —T MIZRESNTWVET,

CA DIEBAITREINTHEEA,
HOBEAGEAEITER SN TOEEA,
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SSL DREHRDFIEEER

SSLEAA v F VT AXZTHEHATHE, SSLEvy v a NI TAX a<v A THRTLEST, 77
AR AN —=DAA  FIIFEAED HTTP TEES B A LN H Y F7,

CA DEEMERETHRENC, VAT LA 70 I NRESNTWNWAZ LEMHERLTLIEIY, 7
0y 7 RRESNTNARNE, REARBAMICE VIEFHENMES SN ET,

CA DEERDETE

T % o7 HTTP #:6e1213, CA OS2 EXICHTET L 2 L2 #HE L EF, CADEHEAIX, A
BAGEAELIVEVWEXF T o B3HY 9,

b & A
ATFvS 2

2TFvT 3

ATv7 4

&

ATv7 6
& A |

ATv7 8

y &AL

ATFv 7 10

b & A b

AFvF 12

ATFv7 13

2Fv 7 14
2Fv 7T 15

CA DIEHESEZHRET DI, A 17—

7V EXEC E— N THRODOFIEEZETL £,

avwy kR

)

configure terminal

Jua— L ar7 4 ¥al—ay T— REBBLET,

hostname /ostname

AL v FDRA M ERELET CHIRA MG ERTE L
TWARWEADBNE), R A MITExR 2V T ¢ §t &7
c:%‘gf“a‘o

ip domain-name domain-name

AL FDIP RAAL A ERELET CIETIP RAA
LEFREL TRV EDARMIE) TP KA A VAT E X =
VT L FEARIC ML E T,

crypto key generate rsa

(L&) RSAHOT ZAR L E T, RSA#HONT (X, &
A v FOMAEL AFTT HANIHLETT, RSA FHOLTIE
HEIWIZAERSINET, RETHIUEX, Zoa~vr Refl
AL THEHAERTEET,

crypto ca trustpoint name

CA DIFHEAICe— I NVORELZHRE L T, CAFHEA=
V74X al—Y gy B— REBBLET,

enrollment url ur/

FEHFEDERDEEHEAA »F O URL Z48E L7,

enrollment http-proxy host-name port-number

({LE) HTTP Fu X Y — %A LT CA il ES
AFTEHEIICAAS v TFEHRELET,

crl query url

BT OFEHENPIDEIN TV WL ZHERT 5720
Certificate Revocation List (CRL; ZFRAEZZEH Y 2 k) 72%?}?
THEOICAAL v TFEHRELET,

primary

EE) BEEANCAERIIHLTTIA~Y (F741
R BHEAE LTHERAESND LI ELET,

exit

CAEHESEay 74 Fal—Yary E—REETL, 7/
O—Lar 7 4 F¥al—Tgr ET—RNIREDET,

crypto ca authentication name

CA DAPEEZHG L TCAZRFEL £ T, AT v 75 Tl
ML7ARERCbOEMER LET,

crypto ca enroll name

FBED CA ODEFEANGIERELZRSG LES, Zoavy
RiZ. & RSA FHOXRTIZH LT 1 DDOEL A OFEAER
TR LET,

end

A % —7 )V EXEC E— FIZEY 3,

show crypto ca trustpoints

REZHERR L ET,

copy running-config startup-config

EE) arv74Xalb—vary 77 A NVIIREZIRIFL
i‘d‘o

l Catalyst3560 R4 Y F YI b7 avI4Fal—var 4K
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no crypto ca trustpoint name 72— )L 27 4 X2 b— g avy REMFHA LT, CA ICBE
T 59T _TOIDHFRBLOGEHAEZHIBRCE £,

317 HTTP Y4 —/\DB5E

FERNCREAZOBEEZFEH T 2546, fOFIEZFEH L TAA v F O CA BHEHAZREL THD,
HTTP #— "2 G THL4ERH Y £, CA DEFESEZREL TWARWES, £F 27 HTTP
P —NERPNCHEN LR R T, BEBAMEIENERINET, P—N\ERELLb L, EHE
BLOEXF a7 HITP VY — Wi FICEHAT 47 ar ORA, AT T7T 78R U RN, ReREE
Wi, FRFEALTUN R ) BERETETET,

Y& 27 HTTP — %2R ET DL, A F—T7 WV EXEC E— R CRDOFINEEFEITLET,

avwv R

E]:3)

RXTw 7 1  show ip http server status

(f£EE) HITP V—RDOAT—H A% K RL T, BXx a7
HTTP H— _"OEREN Y 7 b =27 THFR— IR TWS
MEIDEHBLES, T, ROFADELLNE
R LT IEEW,

HTTP secure server capability: Present

Ed e

HTTP secure server capability: Not present

ATwF 2 configure terminal

rua—s L ar 7 4¥alb—3ig Ly B— NEBBLET,

AT 97 3 ip http secure-server

HTTPS #— "N F 4 —TLOHBEE. A X—7 VT LE
4, HTTPS +— NiL, T 7 4/ h TA X —T VIR E S
‘/Cl/\jzﬁ—o

R2T w7 4 ip http secure-port port-number

(EE) HTTPS H—NIZEHT 2R — FEEERELET,
F T F I FDOR— FFB BT 443 T, 443 £720% 1025 ~
65535 OFPFATIRTE T £,

ATwF 5 ip http secure-ciphersuite {[3des-ede-cbc-sha]

[rc4-128-md5] [rc4-128-sha] [des-cbc-sha]}

(L&) HTTPS Hki O 5{biZfE 3 2 CipherSuite (55
b7 VT Y XL) ZHEELE T, FFED CipherSuite % F77E
FTHEANBRTIUL, =T 4T M3, BEFBY
A — ¥ 5% CipherSuite THX I =— 5 LI ICHEEL
£, TR T 7+ FTT,

RXT7 w7 6 ip http secure-client-auth

(E) HTTP — & RE L T, Bl oM, RFro7
WIZ, 7747 B O X509v3 GEBEA TR LET,
FIT NN TIE, 2 T7AT 2 bR =305 DFEAE A3
KT DHEIZRSTOETN, =T 747 N &R
FEL7Z2WNE 2o TV ET,

AFw 7 7 ip http secure-trustpoint name

X509v3 X 2 U T A HFHEORSBRION I IA4 T D
LR EER OFRGEICE AT 5 CA OfEfEAEEE L £,

A

(F)

Zoawy FOFERIZ, Ao FIEIZRE- T CA OfF
MEEATTICRELTWD E WO RMEZESE 2 T
S L TWET,

A7 w7 8 iphttp path path-name

(FEE)HTML 7 7 A L D_R—Z L 72 % HTTP /S A &R E L
F9, XA, B—INV VAT AIZH DL HITP H—R 7 7
ANDEGHEEELET (BE, VAT LDT T vra A
EFVERBELET),

[ oL-8553-01-J
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avwvlk B&

AT v 7 9 iphttp access-class access-list-number (EE) HTTP — "~ T 7 v AOHIERAT AT 7 &

A YA NEREELET,

A7 w7 10 ip http max-connections value (TE) HTTP r— A ~O[ER R KER A BE L7, &5

ETEHHIAIL1~16 T, T 74/ MIX5TT,

A7 w7 11 ip http timeout-policy idle seconds life seconds | (I=-5%) FEE DRI FICHBIT 5. HTTP Y — S ~OHE ik
requests value R AR E L £

o jdle — T — X DZENROD, IGET —ZBNKETE
PWEE OR KR, fBETE 5T 1 ~ 600 T
T, F7 4 MEZ 180 B TT 34,

o life — Bk AT L TV DI KRR, $5E TX H#H
11~ 86400 B> C9 (24 HEfE]), 7 7 4 /L MEIL 180 2
VT,

o requests — JKHEIN e e CALIR I D FR D F KK
I RAENE 86400 T, 7 7 4/L ME 1 TH,

X797 12 end

A F—7 )V EXEC £— FIZREY £,

A7 97 13 show ip http server secure status X 27 HTTP ' — DA T—F A% KR LT, RELTH
WBLET,

A7 97 14 copy running-config startup-config EE) av 74 Xal—ay 77 A NMCERELRIGFL
i‘a_o

EHED HTTP — %7 4 B —7/WICT 52T . noip http server 72—/ )L 227 4 F a2 b—1/3
voavry FEFEHLET, BEX¥ =27 HTTP h— %7 ¢ & —7 /{3 5I21E. no ip http
secure-server 7 I —/N)L a7 4 Fal— gy avwy ReffHLET, 740 FOREICE
971213, no ip http secure-port 35 &2 U} no ip http secure-ciphersuite 72—/ 3L 27 4 Fa L — 3
vasvUREERALET, 7747 2 FNREAEOBEAEZHIBRT 2121, no ip http secure-client-auth

Ja—nR)arZ 4 FXalb—rvary avr ReEHLET,

Web 77 U &L CTEXx =7 HTTP # 2 sl 4 5121X, https://URL # AJJL¥7 (URL I
IP7 FLVA, FIEY—RN AL v FOFRA ML), T 74V F— FIADOFR— FEFHELTND
Yitr. URL OB AIZAR— MBS LIBETHILENHY £7, WRIZHEZERLET,

https://209.165.129:1026
ER o

https://host.domain.com:1026

X2 F7HTTP 9S54 7> FDERE

EHD HTTP 7 74T B L UEF a7 HTTP 7 74 7 > MIEIZA F—T7 A TT, FEHEDFE
FEICIEEX 27 HTITP 7 74 7 2 b OFERAZENLETT, IROTFIETIEL, BiDOFINET CA OIFHHEA
EAL v TFICREL TND I EEFHRICLTVWET, CAOEHEANHEINTELT, VE—F|
O HTTPS =7 T4 7> NORFEEER LT-GE, ©%27 HTTP 7 74 7 > b ~DO#EHIE
KL E9,

TX2 T HITP 7 7947 > b ERET HIT1E,. 4 *—7/VEXEC T— FTROFIEZFITLET,

l Catalyst3560 R4 Y F YI b7 avI4Fal—var 4K
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av ok B&Y
ATv7F 1 configure terminal Ja—r L ar74¥al—3igr EB— FeBEBLET,
AF7w7F 2 ip http client secure-trustpoint name (ﬁ}f) UE— D HTTP — "0V T4 7 FEREFZER L

AT 2, CAOBEAEZEELEY, Z0a~vr K
@ﬁmi RO FNEZ ] LT CA DIEfEAZ T TICREL T
WHEWIRIRERE XA CHIALTCWET, 7 747 Ml
DUBILWGE 237 T4 ~ U AN T TIZHRESN
TWAEAIE., —oa<wy FIHMEETT,

Z2T 97 3 ip http client secure-ciphersuite (f£%&) HTTPS ##5t OiF 2L 45 CipherSuite (W5 51{b7
{[3des-ede-cbe-sha] [red-128-md5)] NI XL) BEELET, HED CipherSuite Z 5T 5 P
[rc4-128-sha] [des-cbe-sha]} HRZRTE, b—_ET7 T4 T M, WERTR— T35
CipherSuite TH* I Y= — 5K IITHELET, ZnnT
74V h T,
2797 4 end A F—7 )L EXEC T— FIZRY £,
ATw 7 5 show ip http client secure status X 27 HTTP 4 —_"DATF— X 2% F R LT RELTHERL
EScIN
AT v 6 copy running-config startup-config UEE) 274 Fa2lb—vay 77 A NVICREZRFLE
R

7747 NOBHEAOREZHIFRT A1Z1L, no ip http client secure-trustpoint name 2~ > N &
HLET, 7747 MCT TIZERE STV % CipherSuite {14k % HIER 7 5 1Z1%, no ip http client
secure-ciphersuite =~ > FZHH L E 7,

X127 HTTP H—N\BEELVISAT7UFDRAT—R2ADERT

SSLEF 27 —_"BLRI FA T FDAT—H A% FRT HITIE, K84 I ENT-A F—
7 JVEXEC o~ R&EFHLET,

#£84 SSLEF217 Y —NEEIVIFATYFDRT—ERERTTSHaIVF

=1 N =)

show ip http client secure status EX2THTIP 7 AT > FOREEZRRLET,

show ip http server secure status X 27 HITP —"OZEXF R LET,

show running-config T X 27 HITP 8tk L CAERK SN H O BAGEAE L
FKRLET,

Catalyst 3560 R/ Y F YT 97 AV 74 ¥al—vav 1 E
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SCPDI=ODRA v FDERTE
Secure Copy Protocol (SCP) BEREIX. A A Y FORERLA A —Y T 7 A NDa—|ZkF 27 4HR

AET Az R L 97, SCPIZIE SSH W ETH (Berkeley @ r-tool IZfRDOLEHF 2 U T 4 DEWNT
TV r—varBlOr e hanrcd),

SSH ZEIfESHHIZIL, AA v FIZ RSA OAMGE & EFHEO T BMLETT, iU SSH BLZ
72 SCP LIAET, X o7 Ridka HEIE3I1TE, 25 OHEOT BMETT,

F 72, SSH IZiE AAA FERER MDD MYNIHRET HITIEL, SCP I AAA FERENHLEIT/RY
i‘ﬁ—o

o SCP A X —TNICTBHHENI. AA v F D SSH, FBiE, #F. BLOTH YT 4 v 7 %2EY)
(\—E&hfﬁﬂbf< fiéb\o
e SCPIISSH #fEHA L TEF a7 REREEFEITT H720, /L—FZIZIL RSA O T DN MLETY,

GE)  SCP #fHHATAEHE. abt— a<wr RIZRAT—REANTHZ LI TCEXERHA, a7 IR
FREINTZE X, ANTHIRERHY T,

Secure Copy |ZB89 515k
Secure Copy H¥REZ X ET 21213, ROMERZFRT 5 MNERH Y £,
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