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�†$Î�@�[�A�r�M��

http://www.cisco.com/go/marketplace/

�Ð�½�×�”�Ý�b$Î�@�‰�2
Cisco.com �_$Ï6��I�€�Z�8�•���œ�
 ���b  URL �_�6�•  Cisco Marketplace �b  Product Documentation Store
�[�©�«�¥0����b�Ð�½�×�”�Ý�†$Î�@�[�A�r�M��

http://www.cisco.com/go/marketplace/

Cisco.com �_$Ï6��I�€�Z�8�^�8���œ�
0����†2N
°�I�€�S�æ#.�Ñ�l�>�e�8�œ�ƒ�O�C�T�I�8��
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�c�L�u�_
�©�«�¥0����b�­�Ÿ�×�Ü�¸�•

�©�«�¥0����b�­�Ÿ�×�Ü�¸�•
�©�«�¥�[�c�
!“
~�b Security Vulnerability Policy �Ï�î�±�Ý�†���b  URL �[�f�j�K�Z�8�r�M��

http://www.cisco.com/en/US/products/products_security_vulnerability_policy.html

�G�b�§�–�º�?�}�
���b�›
Æ���_6õ�M�•�_���†
°�m�[�A�r�M��

• �©�«�¥0����_�>�E�•+$�E�ö�†���Ì�M�•��

• �©�«�¥0����b�­�Ÿ�×�Ü�¸�•�e8Ÿ�_�P�M�•�-�|�†�w�E�•��

• �©�«�¥�?�}�b�­�Ÿ�×�Ü�¸�•�_���†
°�m�M�•�S�u�_$Ï6��†/œ�:��

�©�«�¥0����_6õ�M�•�­�Ÿ�×�Ü�¸�•�È�Ì�
�­�Ÿ�×�Ü�¸�•�V�b�@�–�¦8o�
�>�|�g�­�Ÿ�×�Ü�¸�•�Â'Å�b�Ü
�«�º�@�è�W�b  URL �[&�1��[�A�r�M��

http://www.cisco.com/go/psirt

�­�Ÿ�×�Ü�¸�•�È�Ì�
�­�Ÿ�×�Ü�¸�•�V�b�@�–�¦8o�
�>�|�g�­�Ÿ�×�Ü�¸�•�Â'Å�b�f�‚�†�Ü�”�Ý�±�–�Ò�[
&�1��M�•�S�u�_�
 Product Security Incident Response Team Really Simple Syndication>&PSIRT RSS>'�Ç�•�î
�»�_�•
°�M�•�G�\�@�[�A�r�M�� PSIRT RSS �Ç�•�î�»�b�•
°�_6õ�M�•0ò(ý�_�X�8�Z�c�
���b  URL �_
�”�¡�­�«�K�Z�C�T�I�8��

http://www.cisco.com/en/US/products/products_psirt_rss_feed.html

�©�«�¥0����b�­�Ÿ�×�Ü�¸�•�e8Ÿ�b���Ì
�©�«�¥�[�c�
�ó
²�^0����†�f�j�M�•�G�\�†% �æ�K�Z�8�r�M��0����b�Ü�Ü�î�«�S�_&k
Æ�[�¸�«�º�†��
�‹�K�
�M�m�Z�b+$�E�ö�†3¿3ÿ�_�Ÿ�G�M�•�|�:�_�”�u�Z�>�~�r�M���>���]�@�©�«�¥0����b+$�E�ö�†$Î
0b�K�S�\�î�ƒ�€�•���œ�c�
���b  PSIRT �_�H4�)!�C�T�I�8��

• )m�ô�Ø�b9×�8�e8Ÿ  �Š security-alert@cisco.com

)m�ô�Ø�b9×�8�e8Ÿ�\�c�
�©�«�¸�Ò�@ í�K�8�7�Á�†�w�E�Z�8�•"g�Â�
�r�S�c�ô�†0[�M�•�Ý�I�^�­
�Ÿ�×�Ü�¸�•�b+$�E�ö�†���Ì�M�•�²0[�@�6�•"g�Â�†�æ�K�r�M���Q�€�è�¥�b"g�Â�c�M�m�Z�
)m�ô�Ø
�b�*�8�e8Ÿ�\�s�^�I�€�r�M��

• )m�ô�Ø�b�*�8�e8Ÿ  �Š psirt@cisco.com

)m�ô�Ø�b9×�8�e8Ÿ�b���œ�
���b7Á0ð$��•�[  PSIRT �_�e�8�œ�ƒ�O�•�G�\�@�[�A�r�M��

• 1 877 228-7302

• 1 408 525-6532

�Ä�å�º �>���]�@'¨�U*…�_%±�}�€�S�C�^�8�_���†�©�«�¥�_3æ�™�M�•���œ�
 Pretty Good Privacy>&PGP>'�r�S�c
PGP �\�«�n�ö�b�6�•0���>& GunPG '¼>'�†�Q#Ý�K�Z�_���†�/�•�ì�M�•�G�\�†�N�á�K�r�M�� PSIRT �c�

PGP �Â�î�ª�Ù�å  2.x >|  9.x �†�Q#Ý�K�Z�/�•�ì�I�€�S�_���†�v�~�…�:�G�\�@�[�A�r�M��

!“� �^�/�•6=�r�S�c�»� �K�S�/�•6=�c�Q#Ý�K�^�8�[�C�T�I�8�� PSIRT �\3û�™�M�•7•�c�
���b
¶6ä6=
�§�î�Â�b�M0t�_0°3U�I�€�Z�8�•�w� �^
¶6ä6=�†�Q#Ý�K�Z�C�T�I�8��

http://www.cisco.com/en/US/products/products_security_vulnerability_policy.html

�G�b�Ì�î�ª�_�6�•�Ü�å�¡�_�c�
#'�~�Q#Ý�I�€�Z�8�•  PGP 6= ID �@�6�~�r�M��

PGP �†�d�w�K�Z�8�^�8���œ�
�r�S�c�Q#Ý�K�Z�8�^�8���œ�_�c�
�µ�&2(�q�†3æ�™�M�•�S�_�
�Ú�b�‰�2
�[�¹�î�±�†�/�•�ì�[�A�•�?&�1��M�•�S�u�_�
�S3Ù�b  E �Ó�î�Ý  �”�»�Þ�«�r�S�c7Á0ð$��•�†�Q#Ý�K�Z
PSIRT �_�>�e�8�œ�ƒ�O�C�T�I�8��
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�c�L�u�_
�¸�¡�½�•�Ý  �§�Ï�î�º

�¸�¡�½�•�Ý  �§�Ï�î�º
Cisco Technical Support �[�c�
0Û�o�b9×�8  24 �ì6ë�/�D�b�¸�¡�½�•�Ý  �§�Ï�î�º�†�f�j�K�Z�8�r�M��
Cisco.com �b  Cisco Technical Support & Documentation Web �§�–�º�[�c�
�È(
�V�_�ƒ�S�•�œ�å�Û�–�å
�[�b�§�Ï�î�º  �Ü�¯�î�«�†�f�j�K�Z�8�r�M���I�}�_�
�©�«�¥�©�«�¸�Ò�¬�\�§�î�Å�«�Î(Ù�†)��‡�[�8�•
���œ�c�
 Technical Assistance Center>&TAC>'�b�š�å�ª�½�”�_�|�•7Á0ð�§�Ï�î�º�v�f�j�I�€�r�M���©
�«�¥�©�«�¸�Ò�¬�\�§�î�Å�«�Î(Ù�†)��‡�[�8�^�8���œ�c�
�Ü�­�Û�î�_�>�e�8�œ�ƒ�O�C�T�I�8��

Cisco Technical Support & Documentation Web �§�–�º
Cisco Technical Support & Documentation Web �§�–�º�[�c�
�œ�å�Û�–�å�[2(�q�x�¶�î�Ý�†�<#Ý�K�Z�

�º�Û�È�Ý�©�×�î�¸�•�å�¢�x�©�«�¥0����>�|�g�¸�¡�À�ß�ª�î�_6õ�M�•�•/¡�V�b�e8Ÿ�b0Ž�ô�_�z'g�Z
�•�G�\�@�[�A�r�M���G�b  Web �§�–�º�c  24 �ì6ë�H�<#Ý�8�S�T�E�r�M�����b  URL �_�”�¡�­�«�K�Z�C
�T�I�8��

http://www.cisco.com/techsupport

Cisco Technical Support & Documentation Web �§�–�º �V�b�¶�î �Ý�_�” �¡ �­ �«�M�•7•�c� 
�8�N�€�v
Cisco.com �b�ß�¢�–�å  ID �>�|�g�Ã�«�á�î�»�@�²0[�[�M���§�î�Å�«�Î(Ù�@�w� �[�
�ß�¢�–�å  ID �r�S
�c�Ã�«�á�î�»�†�v�“�K�Z�8�^�8���œ�c�
���b  URL �[$Ï6��m)F�A�†/œ�W�Z�C�T�I�8��

http://tools.cisco.com/RPF/register/register.do

>&�@>' �¸�¡�½�•�Ý  �§�Ï�î�º�_�>�e�8�œ�ƒ�O�8�S�T�C�S�_�
 Cisco Product Identification>&CPI>'�¶�î�Ý�†�Q#Ý
�K�Z�
0����b�©�Ü�”�Ý$��•�†�H&�1��C�T�I�8�� CPI �¶�î�Ý�l�c�
 Documentation & Tools �b�W�_�6�•
Tools & Resources�Ü�å�¡�†�¡�Ü�µ�¡�K�Z�
 Cisco Technical Support & Documentation Web �§�–�º�?�}
�”�¡�­�«�[�A�r�M�� Alphabetical Index �»�ß�µ�É�²�˜�å  �Ü�«�º�?�}  Cisco Product Identification Tool
�†4E�¥�M�•�?�
 Alerts & RMAs �b�W�_�6�•  Cisco Product Identification Tool �Ü�å�¡�†�¡�Ü�µ�¡�K�Z�C
�T�I�8�� CPI �¶�î�Ý�c�
0���  ID �r�S�c�Ô�¹�Ý�¡�
�¶�Ü�î/²&g�
�r�S�c"I���b0����_�P�M�•  show �¥
�Ð�å�»���Š�b�¥�Æ�î  & �Ì�î�«�º�_�|�•  3 �X�b�è(ô�œ�É�©�Ù�å�†�f�j�K�r�M���è(ô)��Ý�_�c�
�©�Ü�”
�Ý$��•�b�Û�Ë�Ý�b���d�@�Á�–�Û�–�º�I�€�S0����b1��Â�W�@/²&g�I�€�r�M�� �¸�¡�½�•�Ý  �§�Ï�î�º�_�>
�e�8�œ�ƒ�O�8�S�T�C�S�_�
0����b�©�Ü�”�Ý$��•�b�Û�Ë�Ý�†&�1��K�
�Ó�Ô�^�]�_�M�<�Z�>�8�Z�C�T�I
�8��

Japan TAC Web �§�–�º
Japan TAC Web �§�–�º�[�c�
�<#Ý8–�Ø�b9×�8  TAC Web �§�–�º>& http://www.cisco.com/tac>'�b�»�Ÿ�×
�Ó�å�º�†�¥�•1��[�f�j�K�Z�8�r�M�� Japan TAC Web �§�–�º�_�c�
���b  URL �?�}�”�¡�­�«�K�Z�C�T
�I�8��

http://www.cisco.com/jp/go/tac

�§�Ï�î�º�Î(Ù�†)��‡�[�8�^�8�‰�c�
 ���¤�«�º���\�K�Z�H$Ï6��8�S�T�C�T�E�[�
 Japan TAC Web �§�–
�º�b�»�Ÿ�×�Ó�å�º�_�”�¡�­�«�[�A�r�M��

Japan TAC Web �§�–�º�_�”�¡�­�«�M�•�_�c�
 Cisco.com �b�ß�¢�–�å  ID �\�Ã�«�á�î�»�@�²0[�[�M���ß
�¢�–�å  ID �\�Ã�«�á�î�»�†�v�“�K�Z�8�^�8���œ�c�
���b  URL �_�”�¡�­�«�K�Z$Ï6��m)F�A�†/œ�W�Z�C
�T�I�8��

http://www.cisco.com/jp/register/
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�c�L�u�_
�¸�¡�½�•�Ý  �§�Ï�î�º

Service Request �¶�î�Ý�b�Q#Ý
�œ�å�Û�–�å�b  TAC Service Request �¶�î�Ý�†�Q�<�d�
 S3 �>�|�g  S4 �b�e8Ÿ�_�X�8�Z�q�v3¿3ÿ�_�¸�¡�½
�•�Ý  �§�Ï�î�º�†�w�E�}�€�r�M>&�¿�µ�º�á�î�¡�b7€���@3M�¤�[�6�•���œ�
�6�•�8�c0����_���@�²0[�^
���œ>'��"g�#�†�H1��Â�8�S�T�C�\�
 TAC Service Request �¶�î�Ý�@�N�á�I�€�•0Ž�ô�‰�2�†�f�j�K�r�M��
�G�€�}�b�N�á�Ü�¯�î�«�†�Q#Ý�K�Z�v�e8Ÿ�@0Ž�ô�K�^�8���œ�c�
�©�«�¥�b�•/¡*…�@�P�Â�K�r�M�� TAC
Service Request �¶�î�Ý�c���b  URL �?�}�”�¡�­�«�[�A�r�M��

http://www.cisco.com/techsupport/servicerequest

�e8Ÿ�@ S1 �r�S�c  S2 �[�6�•�?�
�–�å�±�î�¿�µ�º�_�”�¡�­�«�[�A�^�8���œ�c�
7Á0ð�[  TAC �_�H4�)!
�C�T�I�8>&4 #Ý�p�b�¿�µ�º�á�î�¡�@�²�˜�å�K�S���œ�
�6�•�8�c5��±�^7€���@$Î#Õ�K�S���œ>' �� S1 �>
�|�g  S2 �b�e8Ÿ�_�c�©�«�¥�b�•/¡*…�@�S�T�U�_�P�Â�K�
���»�†
Ç e�_4 � �[�A�•�|�:�-�|�K�r�M��

7Á0ð�[�¸�¡�½�•�Ý  �§�Ï�î�º�†�w�E�•7•�c�
���b$��•�b�8�N�€�?�†�H�Q#Ý�C�T�I�8��

�”�ª�”�´�¹�R>8 +61 2 8446 7411>&�œ�î�«�º�Û�Ü�”>8 1 800 805 227>'
EMEA>8+32 2 704 55 55
(•�\>8  1 800 553-2447

TAC �b4�)!
›�M0t�_�X�8�Z�c�
���b  URL �_�”�¡�­�«�K�Z�C�T�I�8��

http://www.cisco.com/techsupport/contacts

�e8Ÿ�b5��±�Ø�b��*O
�M�m�Z�b�e8Ÿ�†�† =�g�'�[���Ì�M�•�S�u�_�
�e8Ÿ�b5��±�Ø�†��*O�K�r�K�S��

5��±�Ø  1>&S1>' �Š �¿�µ�º�á�î�¡�@�²�˜�å�K�
���»�_+´�è$×�^�†���@$Î#Õ�M�•���œ�� 24 �ì6ë�/�D�[�6
�}�z�•�m�•�†�Q#Ý�K�Z�e8Ÿ�b0Ž�ô�_�6�S�~�r�M��

5��±�Ø  2>&S2>' �Š �¿�µ�º�á�î�¡�b�Ã�Ç�›�î�Ð�å�«�@--�K�C�*�W�
�r�S�c�©�«�¥0����b�Ã�Ç�›�î�Ð�å
�«�*�W�_�|�~���»�_5��±�^�s8j�@�6�•���œ��3û�–�b���»�ì6ë
Æ�_�Ç�Ý�±�–�Ò�[�e8Ÿ�b0Ž�ô�_�6�S�~
�r�M��

5��±�Ø  3>&S3>' �Š �¿�µ�º�á�î�¡�b�Ã�Ç�›�î�Ð�å�«�@�*�W�K�Z�8�•�@�
�o�\�‡�]�b���»4 #Ý�@�µ+��K
�Z�8�•���œ��3û�–�b���»�ì6ë
Æ�_�§�î�Å�«�b�Ÿ�§�†/œ�8�r�M��

5��±�Ø  4>&S4>' �Š �©�«�¥0����b�µ+��
�–�å�«�º�Þ�î�©�Ù�å�
�ö�•$×�^�¥�å�Ç�•� �×�Þ�î�©�Ù�å�_�X
�8�Z�
�_���r�S�c�-�|�@�²0[�[�
���»�l�b�s8j�@�o�\�‡�]�r�S�c�r�W�S�C�^�8���œ��
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�Q�b�Ú�b2(�q�>�|�g�_���b
°�m�‰�2

�Q�b�Ú�b2(�q�>�|�g�_���b
°�m�‰�2
�©�«�¥�b0����
�¸�¡�À�ß�ª�î�
�>�|�g�¿�µ�º�á�î�¡  �¯�Ü�×�î�©�Ù�å�_6õ�M�•�_���_�X�8�Z�
�I�r�J
�r�^2(�q�†�œ�å�Û�–�å�>�|�g�3�E"@�[
°�m�M�•�G�\�@�[�A�r�M��

• �� Cisco Product Quick Reference Guide���c�
�m3M�_�Q�<�•�¥�å�Ã�¡�º�^�Ü�Ç�“�Þ�å�«  �¶�î�Ý�[�

�³�Õ�¿�Ý  �Ã�î�º�¼�î�†3û�L�Z2
�Ž�I�€�Z�8�•�¨�C�b�©�«�¥0����_6õ�M�•0����+0[�
�z�^�µ+��

0���$��•�
�>�|�g(F�"�^�•/¡�Ù�]�@0°3U�I�€�Z�8�r�M���G�€�c  �º�_  2 �G�f�‚�I�€�
�q�‚�b�©�«
�¥  �œ�Ç�“�Ü�å�¢�@�V3U�I�€�Z�8�r�M�� �� Cisco Product Quick Reference Guide���b$Î�@�>�|�g0ò(ý
�_�X�8�Z�c�
���b  URL �_�”�¡�­�«�K�Z�C�T�I�8��

http://www.cisco.com/go/guide

• Cisco Marketplace �[�c�
�I�r�J�r�^�©�«�¥�b�i(`�
�g*ƒ2(�q�
�Ð�½�×�”�Ý�
�>�|�g�ß�¦
°�~�_
���†�f�j�K�Z�8�r�M�� Cisco Marketplace �_�c�
���b  URL �?�}�”�¡�­�«�K�Z�C�T�I�8��

http://www.cisco.com/go/marketplace/

• Cisco Press �[�c�
�¿�µ�º�á�î�¡�
�º�Þ�î�½�å�¢�
1���6õ4��b��"'"@�†�œ�È�C$Î/œ�K�Z�8�r�M��
�6�°*…�?�}�V(í*…�r�[�
�I�r�J�r�^1�*…�¥�E�b��"'"@�@�6�~�r�M�� Cisco Press �b�q�‚�b��"'�_
���^�]�_�X�8�Z�c�
���b  URL �?�}�”�¡�­�«�K�Z�C�T�I�8��

http://www.ciscopress.com

• �� Packet���c�
�©�«�¥�©�«�¸�Ò�¬�@$Î/œ�M�•�¸�¡�½�•�Ý  �Ø�î�¨�¥�E�b�Ø�+1��[�
�–�å�±�î�¿�µ
�º�x�¿�µ�º�á�î�¡�l�b�ž2(�†�q�±7H�_�q#Ý�M�•�b�_�z'g�U�r�M�� �� Packet���_�c�
�¿�µ�º�á�î�¡
�(5��b�q�‚�·�¥�
�¸�¡�À�ß�ª�î�b4
�Ž�
�>�|�g�©�«�¥�b0����x�¯�Ü�×�î�©�Ù�å�_6õ�M�•0°�¦�†
�c�L�u�
�¿�µ�º�á�î�¡�b4Ä*(�x�º�Û�È�Ý�©�×�î�¸�•�å�¢�b�Ä�å�º�
0¿���[�
�>���]�b�¦�[%Ê'2�

1����x�º�Þ�î�½�å�¢�_6õ�M�•�_���
 �>�|�g�¨�X�b0ò(ý�^�œ�å�Û�–�å  �Ü�¯�î�«�l�b�Ü�å�¡�@%��~
3¸�r�€�Z�8�r�M�� �� Packet���_�c�
���b  URL �?�}�”�¡�­�«�K�Z�C�T�I�8��

http://www.cisco.com/packet

• �� iQ Magazine���c�
�©�«�¥�b�¸�¡�À�ß�ª�î�†�Q�W�Z�p%��b�Q�•�
�Å�ª�¿�«� "á�b�¥�V�
�>�|�g
�§�î�Å�«�b�Ñ�±�†�W�•�‰�2�_�X�8�Z�Û�j�G�\�†% $×�\�K�S�
�©�«�¥�©�«�¸�Ò�¬�@$Î/œ�M�•�B6×
�û���¥�E�b�Ø�+1��[�M���G�b�Ø�+1��c�
��7•�b�¦�[%Ê'2�x�¦���S$��†#Ý�8�Z�
�G�€�}�û���@%$
8��M�•�I�r�J�r�^1"8Ÿ�x�
�e8Ÿ0Ž�ô�b(Ò�•�\�^�•�¸�¡�À�ß�ª�î�†�Â&��ì�K�
�¸�¡�À�ß�ª�î�b�ž
2(�_6õ�K�Z1�*…�@�G�K�8�ô�•�†/œ�:�m�“�E�†�K�r�M�� �� iQ Magazine���_�c�
���b  URL �?�}�”�¡
�­�«�K�Z�C�T�I�8��

http://www.cisco.com/go/iqmagazine

�r�S�c���b  URL �[�¹�ª�±�Ý"'�†�H0t�8�S�T�E�r�M��

http://ciscoiq.texterity.com/ciscoiq/sample/

• �� Internet Protocol Journal���c�
�–�å�±�î�¿�µ�º�>�|�g�–�å�º�Û�¿�µ�º�b0¿0£�
6ä$Î�
4 #Ý�†�¸
�\�M�•�š�å�ª�½�”�¥�E�_�
�©�«�¥�©�«�¸�Ò�¬�@$Î/œ�M�•�Ø�+1��[�M�� �� Internet Protocol Journal��
�_�c�
���b  URL �?�}�”�¡�­�«�K�Z�C�T�I�8��

http://www.cisco.com/ipj

• �©�«�¥�©�«�¸�Ò�¬�@�f�j�M�•�¿�µ�º�á�î�¡0����>�|�g�•�«�±�Ð�î  �§�Ï�î�º  �§�î�Å�«�_�X�8�Z
�c�
���b  URL �_�”�¡�­�«�K�Z�C�T�I�8��

http://www.cisco.com/en/US/products/index.html

• Networking Professionals Connection �c�
 �¿�µ�º�á�î�Ÿ�å�¢�S6Û���@�¿�µ�º�á�î�Ÿ�å�¢0����x�¿�µ
�º�á�î�Ÿ�å�¢�•/¡�_6õ�M�•2A�e�
�f�L�
�_���†�©�«�¥�b�S6Û���>�|�g�Ú�b�¿�µ�º�á�î�Ÿ�å�¢�S
6Û���\
¹�w�M�•�S�u�b�–�å�±�Û�¡�¸�•�È�^  Web �§�–�º�[�M���¹�•�«�•�µ�©�Ù�å�_�g�•�M�•�_
�c�
���b  URL �_�”�¡�­�«�K�Z�C�T�I�8��

http://www.cisco.com/discuss/networking

• �©�«�¥�©�«�¸�Ò�¬�c�q9×�È =�b�¿�µ�º�á�î�¡6õ4��b�º�Þ�î�½�å�¢�†���‹�K�Z�8�r�M���º�Þ�î�½
�å�¢�b�q�‚�_���_�X�8�Z�c�
���b  URL �?�}�”�¡�­�«�K�Z�C�T�I�8��

http://www.cisco.com/en/US/learning/index.html
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�G�b'v�[�c�
 Catalyst 3560 �«�–�µ�³  �¯�Ç�º�˜�™�”�_�X�8�Z1��Â�K�r�M��
Æ���c���b�\�>�~�[�M��

• �µ+�>&p.1-2>'

• �«�–�µ�³�6�‡0¿���‹�b�¹�Ç�›�Ý�º�Í>& p.1-12>'

• �¿�µ�º�á�î�¡�b�S�B�[>& p.1-15>'

• ���b�8��>& p.1-23>'

�G�b�Ð�½�×�”�Ý
Æ�b  IP �\�8�:#Ý1��c�
"I�_  IP Version 6>&IPv6>'�†�g!·�K�Z�8�•���œ�†7V�A�
 IP
Version 4>&IPv4>'�†�–�á�K�r�M��
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�µ+�
�«�–�µ�³�_�c�
���b�8�N�€�?�b�¯�Ç�º�˜�™�”  �–�Ó�î�ª�@�–�å�«�º�î�Ý�I�€�Z�8�r�M��

• IP �Ë�î�«  �–�Ó�î�ª>&�è�S�b  Standard Multilayer Image>YSMI; �† =�Ð�Ý�³�Þ�–�Ö  �–�Ó�î�ª>[ >' �Š �Þ
�–�Ö  2+ �µ+��†�f�j�K�r�M>&�š�å�±�î�É�Û�–�¬  �¡�Û�«�b�–�å�¸�Ü�ª�™�å�º  �§�î�Å�«>' ���G�€�}
�b�µ+��\�K�Z�c�
 Access Control List>&ACL; �”�¡�­�«�D�š�Ü�«�º>' �
 Quality of Service>&QoS; �§�î
�Å�«��2A>' �
�«�±�¸�•�µ�¡  �Ý�î�¸�•�å�¢�
 EIGRP �«�±�È  �Ý�î�¸�•�å�¢�
 Hot Standby Router Protocol

>&HSRP>'�
 Routing Information Protocol>&RIP>'�^�]�@�6�~�r�M�� IP �Ë�î�«  �–�Ó�î�ª�@�–�å�«�º�î
�Ý�I�€�S�«�–�µ�³�c�
 IP �§�î�Å�«  �–�Ó�î�ª>&�è�S�b  Enhanced Multilayer Image>YEMI; �Ñ�G�Ð�Ý
�³�Þ�–�Ö  �–�Ó�î�ª>[ >'�_�”�µ�É�¢�Þ�î�»�[�A�r�M��

• IP �§�î�Å�«  �–�Ó�î�ª  �Š �|�~1Ï�)�^�š�å�±�î�É�Û�–�¬�¡�Û�«�b�–�å�¸�Ü�ª�™�å�º  �§�î�Å�«
�­�µ�º�†�f�j�K�r�M���Q�€�_�c�
�M�m�Z�b  IP �Ë�î�«  �–�Ó�î�ª�µ+��\�ö
²�^�Þ�–�Ö  3 �Ý�î�¸�•
�å�¢>& IP �Ø�½�Ÿ�Õ�«�º  �Ý�î�¸�•�å�¢�
 IP �Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�¸�•�å�¢�
�>�|�g�Ç�›�î�Ý�Â�µ
�¡  �È�Ü�µ�ª�å�¢>'�@�µ�r�€�r�M�� IP �§�î�Å�«  �–�Ó�î�ª�_�c�
�Þ�–�Ö  2+ �«�±�¸�•�µ�¡  �Ý�î�¸�•
�å�¢�x  RIP �\�
�9�I�€�•"I6×�\�K�Z�
 Enhanced Interior Gateway Routing Protocol>&EIGRP>'�x
Open Shortest Path First>&OSPF>'�^�]�b�É�ß�º�¥�Ý�@�µ�r�€�Z�8�r�M��

IP �§�î�Å�«  �–�Ó�î�ª�b�s�_�P�Â�M�•�Þ�–�Ö  3 �µ+��_�X�8�Z�c�
 ���Þ�–�Ö  3 �µ+��� >&p.1-10>' �_0°
3U�I�€�Z�8�r�M��

>&�@>' "I�_�@0°�@�^�8�?�B�~�
�G�b�Ð�½�×�”�Ý�[�v�~�V�F�•�µ+��c�M�m�Z�
 IP �Ë�î�«  �–�Ó�î�ª�\
IP �§�î�Å�«  �–�Ó�î�ª�[�§�Ï�î�º�I�€�Z�8�r�M��

IPv6 Multicast Listener Discovery>&MLD>'�«�¾�î�Æ�å�¢�c�
�M�m�Z�b  Catalyst 3560 �>�|�g  3750 �–�Ó�î
�ª�[�§�Ï�î�º�I�€�r�M��0ò(ý�_�X�8�Z�c�
 '¨ 36 'v�� IPv6 MLD �«�¾�î�Æ�å�¢�b0¿���� �†�g!·�K�Z�C
�T�I�8�� IPv6 �Ý�î�¸�•�å�¢�>�|�g  IPv6 ACL �†�µ�t  IPv6 �b�Ç�Ý�§�Ï�î�º�[�c�
�Ñ�G  IP �§�î�Å�«  �–
�Ó�î�ª�@�²0[�[�M���©�«�¥�?�}�G�b�–�Ó�î�ª�b�”�µ�É�¢�Þ�î�»  �Û�–�­�å�«�†
°�m�[�A�r�M�� IPv6
�Ý�î�¸�•�å�¢�b0ò(ý�_�X�8�Z�c�
 '¨ 35 'v�� IPv6 �Ø�½�Ÿ�Õ�«�º  �Ý�î�¸�•�å�¢�b0¿����  �†�g!·�K�Z�C
�T�I�8�� IPv6 ACL �b0ò(ý�_�X�8�Z�c�
 '¨ 37 'v�� IPv6 ACL �b0¿���� �†�g!·�K�Z�C�T�I�8��

�G�b'v�[�v�~�V�F�•�M4Š�b�µ+��c�
 �¯�Ç�º�˜�™�”�b  IP �Ë�î�«  �–�Ó�î�ª�\  IP �§�î�Å�«  �–�Ó�î�ª�b�/
�•�ì�Â�î�ª�Ù�å>&�X�r�~�
�/�•�ì�†�§�Ï�î�º�M�•�Â�î�ª�Ù�å>'�b�s�_�P�Â�K�Z�8�r�M���G�b�µ+��†
�Q#Ý�K�
Cisco.com �?�}�/�•�ì�¯�Ç�º�˜�™�”�†�²�˜�å�ß�î�»�M�•�_�c0Á�•�†�“�•�²0[�@�6�~�r�M�� 0ò
(ý�_�X�8�Z�c�
�G�b�Ü�Ü�î�«�b�Ü�Ü�î�«  �À�î�º�†�g!·�K�Z�C�T�I�8��

�«�–�µ�³�b�µ+��c���b�\�>�~�[�M��

• �Q#Ý�>�|�g�_
°�†(F(ò�ì�M�•�µ+�>& p.1-3>'

• �Ã�Ç�›�î�Ð�å�«�¥�V�µ+�>& p.1-4>'

• 'ö#.�œ�É�©�Ù�å>& p.1-5>'

• 'ö#.�b(F�Æ�ö�_6õ�M�•�µ+�>& p.1-5>'>&�¯�Ç�º�˜�™�”�b  IP �Ë�î�«  �–�Ó�î�ª�\  IP �§�î�Å�«  �–�Ó�î
�ª�b�/�•�ì�Â�î�ª�Ù�å�@�²0[�^�µ+��†�µ�t>'

• �”�Ë�–�Û�Å�Ü�¸�•�>�|�g
Õ6×�ö�_6õ�M�•�µ+�>& p.1-6>'

• VLAN �µ+�>&p.1-7>'

• �­�Ÿ�×�Ü�¸�•�µ+�>& p.1-7>'>&�¯�Ç�º�˜�™�”�b  IP �Ë�î�«  �–�Ó�î�ª�\  IP �§�î�Å�«  �–�Ó�î�ª�b�/�•
�ì�Â�î�ª�Ù�å�@�²0[�^�µ+��†�µ�t>'

• QoS �>�|�g  CoS �µ+�>&p.1-9>'

• �Þ�–�Ö  3 �µ+�>&p.1-10>'>&IP �§�î�Å�«  �–�Ó�î�ª�@�²0[�^�µ+��†�µ�t>'

• PoE �µ+�>&p.1-11>'

• �Ô�½�±�µ+�>& p.1-11>'
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�Q#Ý�>�|�g�_
°�†(F(ò�ì�M�•�µ+�
�«�–�µ�³�_�c�
�Q#Ý�\�_
°�†���Æ�_�M�•�S�u�
���b�µ+��@�š3U�I�€�Z�8�r�M��

• Express Setup �Š �ö�•$×�^  IP �_���
�¥�å�±�¡�º�_���
�«�–�µ�³�>�|�g  Telnet �b�Ã�«�á�î�»�
�>
�|�g  SNMP>&(F�Æ�¿�µ�º�á�î�¡'ö#.�É�ß�º�¥�Ý>'�_6õ�M�•�_���†�Q#Ý�K�
�È�Û�˜�¨  �Ë�î�«�b�É
�ß�¢�Û�Ò�†3û�L�Z�
�«�–�µ�³�b�6�G0¿���†3¿3ÿ�_/œ�:�G�\�@�[�A�r�M�� Express Setup �b0ò(ý�_
�X�8�Z�c�
 �� Getting Started Guide���†�g!·�K�Z�C�T�I�8��

• �Ø�î�¨��*O�>�|�g�¹�Ç�›�Ý�º0¿���b  SmartPort �Ð�¡�ß  �Š �¿�µ�º�á�î�¡�l�b4Ä*(�†(F�"�_�M�•�S
�u�_�•�«�±�Ò  �«�–�µ�³0¿���†�8�B�K�r�M��

• )��s3¸�s�b�¹�Â�–�«  �Ð�¿�î�ª�Õ  GUI>&�¢�Û�Ç�•�•�Ý  �Ø�î�¨  �–�å�±�î�Ç�™�–�«>'  �Š �"�/�b�«�–�µ
�³�†  Web �È�Û�˜�¨�?�}0¿���
'ö#.�K�r�M���¹�Â�–�«  �Ð�¿�î�ª�Õ�b2s�·�_�X�8�Z�c�
 �� Getting
Started Guide���†�g!·�K�Z�C�T�I�8���¹�Â�–�«  �Ð�¿�î�ª�Õ�b0ò(ý�_�X�8�Z�c�
�«�–�µ�³�b�œ�å
�Û�–�å  �Ê�Ý�É�†�g!·�K�Z�C�T�I�8��

• Cisco Network Assistant>&�è7F�
 Network Assistant>'�b�µ+��+0[

>+ 'ö#.�¥�Ñ�×�½�¸�•�c�
�Ý�î�±�x�”�¡�­�«  �Ï�–�å�º�†)��s3¸�t�G�\�@�[�A�•!l�x�
�­�Ÿ�×�Ü
�¸�•�†�I�ì�[�A�•!l�è�¥�c�
�¡�Û�«�±�\� �L�|�:�^�¹�Â�–�«  �¢�Ý�î�É�[�M��

>+ �–�å�º�Û�¿�µ�º�b�õ�–�b���d�?�}�«�–�µ�³�>�|�g�«�–�µ�³  �¡�Û�«�±�†(F�"�_�q�`7H�b�m
6ë�['ö#.�[�A�r�M��

>+ 1 �X�b  GUI �†�Q#Ý�K�Z�
0
�X�b0¿���8���†/œ�:�G�\�@�[�A�r�M��"I���b��#.�†��/œ�M�•�S
�u�b  CLI>&�¥�Ð�å�»�Û�–�å  �–�å�±�î�Ç�™�–�«>'�¥�Ð�å�»�†0l�<�•�²0[�c�6�~�r�O�‡��

>+ �P0ð�'�b�ž�–�»  �Ô�î�»�[�
 VLAN>&�ì�•  LAN>'�
 Access Control List>&ACL; �”�¡�­�«�D�š�Ü
�«�º>' �
 Quality of Service>&QoS; �§�î�Å�«��2A>'�^�]�b0
7§�^�µ+��†�ž�–�»�_�‘�W�Z0¿���[
�A�r�M��

>+ 0¿���˜�•�¨�î�»�†�Q#Ý�M�•�\�
�Å�¹�œ  �º�Û�Ç�•�µ�¡�b  QoS �É�Û�–�œ�Ü�¸�•�
�¹�î�±  �”�É
�Ü�£�î�©�Ù�å�b�É�Û�–�œ�Ü�¸�•  �Þ�Ë�Ý�
�­�Ÿ�×�Ü�¸�•�\�8�W�S0
7§�^�µ+��†0¿���M�•�S�u
�_�²0[�^�q�`7H�b�_���†�
�É�ß�å�É�º�b�æ&g�_�‘�W�Z
°�Š�M�•�T�E�[�M�s�r�M��

>+ �«�–�µ�³�_�–�Ó�î�ª�†�²�˜�å�ß�î�»�[�A�r�M��

>+ VLAN �>�|�g  QoS �b0¿���
% 6��>�|�g)+0£�Þ�Ï�î�º�
�Ü�å�¡�>�|�g�«�–�µ�³  �Þ�Ë�Ý�[�b�Ô
�½�±�\�º�Û�È�Ý�©�×�î�¸�•�å�¢�
0
�X�b�«�–�µ�³�b�¯�Ç�º�˜�™�”  �”�µ�É�¢�Þ�î�»�\�8�W�S
�”�¡�©�Ù�å�†�
0
�X�b�Ï�î�º�
0
�X�b�«�–�µ�³�_�P�K�Z� �ì�_��/œ�[�A�r�M��

>+ %&�«�K)F�I�€�S�¹�Â�–�«�b�º�Ï�ß�ª�î�†/²&g�K�Z�
�¤�Ñ�b�«�–�µ�³  �¡�Û�«�±�
�¡�Û�«�±�_
�g�•�[�A�•4:�A�^�«�–�µ�³�
�>�|�g�«�–�µ�³6ë�b�Ü�å�¡�_���†&�1��[�A�r�M��

>+ �S8��Ã�¿�Ý  �–�Ó�î�ª�[/²&g�I�€�•  LED �_�|�W�Z�
�""‚�r�S�c0
�X�b�«�–�µ�³�b"g�Â�†�Ü
�”�Ý�±�–�Ò�[�Ô�½�±�[�A�r�M���G�b�–�Ó�î�ª�_/²&g�I�€�•�©�«�¸�Ò  LED�
 Redundant Power
System>&RPS; 
Õ6×7Á ;�©�«�¸�Ò>' LED�
�>�|�g�Ï�î�º  LED �b,
�c�
��7•�b  LED �b,
�\� 
�L�[�M��

• �«�–�µ�³�b�¡�Û�«�±�ì�¸�¡�À�ß�ª�î�b�µ+��+0[

>+ �–�î�§�¿�µ�º�
�Ç�“�«�º  �–�î�§�¿�µ�º�
 Fast EtherChannel�
 Small Form-Factor Pluggable
>&SFP>'�Ô�ª�×�î�Ý�
� �ž�Å�µ�º  �–�î�§�¿�µ�º�
 Gigabit EtherChannel �K)F�†�µ�u�Z�
�…#.$×
�^3Æ�K�_�v%&�«�K)F�Ó�¹�•�”�_�v6õ�€�^�C�
0
�X�b�¡�Û�«�±�P�Â�«�–�µ�³�b0¿���
�Ô�½�±�

1�0É�
�>�|�g�¯�Ç�º�˜�™�”  �”�µ�É�¢�Þ�î�»�†�r�\�u�Z��/œ�[�A�r�M���¡�Û�«�±�P�Â�«�–�µ
�³�b�Ü�«�º�_�X�8�Z�c�
�Ü�Ü�î�«  �À�î�º�†�g!·�K�Z�C�T�I�8��

>+ �Ã/õ�«�–�µ�³�b+¬�·�è���\�
�q�±  16 �Ž�b�«�–�µ�³�?�}�^�•�¡�Û�«�±�b�8�B�µ+��� 1 �X�b  IP
�”�»�Þ�«�†�Q#Ý�K�Z�¡�Û�«�±�†'ö#.�[�A�r�M��

>+ �Ñ�G�è���µ+��_�|�~�
�¥�Ð�å�»  �«�–�µ�³�_%$�K�K)F�I�€�Z�8�^�8�¡�Û�«�±�Ã/õ�†�è���[�A
�r�M��
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�Ã�Ç�›�î�Ð�å�«�¥�V�µ+�
�«�–�µ�³�_�c�
���b�µ+��@�š3U�I�€�Z�8�r�M��

• �M�m�Z�b�«�–�µ�³  �Ï�î�º�b3ÿ�Ø+¬�·�è%±�
 �>�|�g�¹�×�É�Þ�µ�¡�«  �Ô�î�»�b+¬�·�¿�¦�©�š�î�©�Ù
�å���•�æ�œ�b�<#Ý�†�q4:�ì�K�r�M��

• 10/100 Mbps �–�å�±�î�Ç�™�–�«�
 10/100/1000 Mbps �–�å�±�î�Ç�™�–�«�
�>�|�g  10/100/1000
BASE-TX SFP �Ô�ª�×�î�Ý  �–�å�±�î�Ç�™�–�«�V�b  Automatic Media-Dependent Interface Crossover

>&Auto MDIX; +¬�·�Ó�¹�•�”�k�Ñ�º�–�å�±�î�Ç�™�–�«  �¡�ß�«�œ�î�Â�î>'�µ+��_�|�~�
�–�å�±�î
�Ç�™�–�«�@�²0[�^�£�î�È�Ý�K)F�±�–�É>&�«�º�Þ�î�º�r�S�c�¡�ß�«>'�†+¬�·$×�_�è���K�
�K)F�†
4:�)�_0¿���K�r�M��

• �Ý�î�¸�µ�»  �Ç�Þ�î�Ò�b���œ�c�q�±  1546 �Â�–�º�
�Á�î�»�˜�™�”�[�È�Ü�µ�ª�å�¢�I�€�•�Ç�Þ�î�Ò
�b���œ�c�q�±  9000 �Â�–�º�
�¯�Ç�º�˜�™�”�[�È�Ü�µ�ª�å�¢�I�€�•�Ç�Þ�î�Ò�b���œ�c�q�±  2000 �Â
�–�º�b�§�Ï�î�º

• �M�m�Z�b�Ï�î�º�_�>�E�•  IEEE 802.3x �Ç�ß�î�D�š>&�«�–�µ�³�c���F�Ç�Þ�î�Ò�†3æ�™�K�r�O�‡�� >'

• EtherChannel �_�|�~�
�Ç�›�î�Ý�º�º�Þ�Û�å�«�†9×�u�
�«�–�µ�³�
�Ý�î�±�
�>�|�g�§�î�Â6ë�_�q
�±  8 Gbps>&� �ž�Å�µ�º  EtherChannel>'�r�S�c  800 Mbps>&�Ç�“�«�º  EtherChannel>'
²�§5��b�•�æ
�œ�†&��–

• Port Aggregation Protocol>&PAgP>'�>�|�g  Link Aggregation Control Protocol>&LACP>'�_�|�~�

EtherChannel �Ü�å�¡�†+¬�·$×�_�8�B�K�r�M��

• �Þ�–�Ö  2 �>�|�g�Þ�–�Ö  3 �Ã�£�µ�º�†� �ž�Å�µ�º�G)z�Þ�î�º�[3?3æ

• �Ï�î�º�"�)�[�b�«�º�î�Ò�D�š���È�ß�î�»�Ÿ�Õ�«�º  �«�º�î�Ò�
�Ð�Ý�³�Ÿ�Õ�«�º  �«�º�î�Ò�
�>�|
�g�Ø�½�Ÿ�Õ�«�º  �«�º�î�Ò�†75�F�[�A�r�M��

• �Þ�–�Ö  2 �b�Y�Â�^�Ø�½�Ÿ�Õ�«�º�
�Ð�Ý�³�Ÿ�Õ�«�º�
�>�|�g�È�Ü�µ�ª�»  �È�ß�î�»�Ÿ�Õ�«�º  �º�Û
�Ç�•�µ�¡3?3æ�_�P�M�•�Ï�î�º  �È�ß�µ�Ÿ�å�¢

• Cisco Group Management Protocol>&CGMP>'�§�î�Â�b�§�Ï�î�º�>�|�g  Internet Group Management
Protocol>&IGMP>'�Â�î�ª�Ù�å  1�
�Â�î�ª�Ù�å  2�
�>�|�g�Â�î�ª�Ù�å  3 �P�Â�b  IGMP �«�¾�î�Æ�å�¢

> + > &CGMP �¹�Â�–�«�b���œ>' CGMP �@"I���b�š�å�»  �«�¸�î�©�Ù�å�l�b�Ð�Ý�³�Ÿ�Õ�«�º  �º�Û
�Ç�•�µ�¡�†�D7H�K�
�¿�µ�º�á�î�¡
²+á�b�º�Û�Ç�•�µ�¡�†3M�ö

> + > &IGMP �¹�Â�–�«�b���œ>' IGMP �«�¾�î�Æ�å�¢�_�|�W�Z�Ð�Ý�³�Ó�¹�•�”  �º�Û�Ç�•�µ�¡�\�Ð�Ý
�³�Ÿ�Õ�«�º  �º�Û�Ç�•�µ�¡�†� "á$×�_3?3æ

• 1 �X�b�Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�±  �¡�š�Ü�î�_�X�A  1 �X�b  IGMP �Þ�Ï�î�º�T�E�†�Ð�Ý�³�Ÿ�Õ�«�º  �¹
�Â�–�«�l3æ�™�M�•  IGMP �Þ�Ï�î�º�š�D>& IGMPv1 �r�S�c  IGMPv2 �¡�š�Ü�î�T�E�†�§�Ï�î�º>'

• IGMP �«�¾�î�Æ�å�¢  �¡�š�Ü�î  �§�Ï�î�º�� IGMP �M+á�¡�š�Ü�î  �Ó�µ�­�î�ª�†���‡$×�_#Õ�B�M�•�|
�:�«�–�µ�³�†0¿���K�r�M��

• �«�–�µ�³�»  �¿�µ�º�á�î�¡
Æ�b�¡�Û�–�”�å�º�>�|�g�Ý�î�±�l�b  IPv6 �Ð�Ý�³�Ÿ�Õ�«�º  �¹�î�±�b� 
"á$×�^4Ä�™�†�•+��_�M�•�S�u�b  MLD 

• Multicast VLAN Registration>&MVR>'���Ð�Ý�³�Ÿ�Õ�«�º  VLAN �V�[�Ð�Ý�³�Ÿ�Õ�«�º  �«�º�Ü�î�Ò�†
)E)F$×�_3æ�™�K�
�^�>�?�X�•�æ�œ�>�|�g�­�Ÿ�×�Ü�¸�•�V�b#.#ä�?�}�
�Q�€�}�b�«�º�Ü�î�Ò�†�•

°*… VLAN �?�}�(7³�K�r�M��

• IGMP �Ç�•�Ý�±�Ü�å�¢�� �«�–�µ�³  �Ï�î�º�V�b�Í�«�º�@�d�“�[�A�•�Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É  �­�µ
�º�†'ö#.�K�r�M��

• IGMP 3?3æ�¸�î�È�Ý�b�š�å�º�Ü�X�@�q�±�_�^�W�S�\�A�b�”�¡�©�Ù�å�†0¿���M�•  IGMP �«�ß�µ�º
�Ü�å�¢

• �¿�µ�º�á�î�¡)
�¢�b�…�U�ì6ë�†0¿���[�A�•  IGMP �b+:3å�±�–�Ð�î

• Switch Database Management>&SDM>'�¸�å�É�Þ�î�º�_�|�~�
�Ø�î�¨
��[4E�¥�M�•�µ+��l�b�§�Ï�î
�º�†�q�±�ì�M�•�|�:�_�©�«�¸�Ò  �Ü�¯�î�«�†�m�~�\�Z�}�€�r�M��
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'ö#.�œ�É�©�Ù�å
���b�œ�É�©�Ù�å�c�
�«�–�µ�³�b0¿���\'ö#.�†��/œ�K�r�M��

• )��s3¸�s�¹�Â�–�«  �Ð�¿�î�ª�Õ  �Š GUI �b�¹�Â�–�«  �Ð�¿�î�ª�Õ�@�¯�Ç�º�˜�™�”  �–�Ó�î�ª�_)��s3¸
�r�€�Z�8�r�M���G�b�¹�Â�–�«  �Ð�¿�î�ª�Õ�c�
�"�/�b�«�–�µ�³�b0¿���
'ö#.�_�Q#Ý�K�r�M���¹�Â
�–�«  �Ð�¿�î�ª�Õ�b2s�·�_�X�8�Z�c�
 �� Getting Started Guide���†�g!·�K�Z�C�T�I�8���¹�Â�–�«  �Ð
�¿�î�ª�Õ�b0ò(ý�_�X�8�Z�c�
�«�–�µ�³�b�œ�å�Û�–�å  �Ê�Ý�É�†�g!·�K�Z�C�T�I�8��

• Network Assistant �Š Network Assistant �c�
 Cisco.com �?�}�²�˜�å�ß�î�»�[�A�•�¿�µ�º�á�î�¡'ö#.
�”�É�Ü�£�î�©�Ù�å�[�M���"�M�b�«�–�µ�³�
�«�–�µ�³  �¡�Û�«�±�
�¹�Â�–�«�b�¥�Ñ�×�½�¸�•�b'ö#.
�_�Q#Ý�K�r�M�� Network Assistant �b0ò(ý�_�X�8�Z�c�
 Cisco.com �?�}
°�m�[�A�•�� Getting Started
with Cisco Network Assistant���†�g!·�K�Z�C�T�I�8��

• CLI �Š Cisco IOS �¯�Ç�º�˜�™�”�c�
�¹�«�¡�º�µ�É  �«�–�µ�³�å�¢�>�|�g�Ð�Ý�³�Þ�–�Ö  �«�–�µ�³�å
�¢�µ+��†�§�Ï�î�º�K�r�M�� CLI �_�”�¡�­�«�M�•�_�c�
�«�–�µ�³�b�¥�å�¯�î�Ý  �Ï�î�º�_'ö#.�«
�¸�î�©�Ù�å�†%$�K�K)F�M�•�?�
�Ü�Ô�î�º'ö#.�«�¸�î�©�Ù�å�?�}  Telnet �†�Q#Ý�K�r�M�� CLI �b0ò
(ý�_�X�8�Z�c�
 '¨ 2 'v�� CLI �b�Q#Ý�‰�2�� �†�g!·�K�Z�C�T�I�8��

• SNMP �Š CiscoWorks 2000 LAN Management Suite>&LMS>'�>�|�g  HP OpenView �^�]�b  SNMP 'ö
#.�”�É�Ü�£�î�©�Ù�å�� HP OpenView�
 SunNet Manager �^�]�b�É�Û�µ�º�Ç�›�î�Ò�@'�
>�K�Z�8�•
SNMP �P�Â'ö#.�«�¸�î�©�Ù�å�?�}'ö#.�[�A�r�M�� �«�–�µ�³�c1Ï�)�^  MIB �Ñ�G�µ+��>�|�g  4 �X�b
Remote Monitoring>&RMON>'�¢�Ý�î�É�†�§�Ï�î�º�K�r�M�� SNMP �b0ò�K�8�Q#Ý�‰�2�_�X�8�Z�c�

'¨ 30 'v�� SNMP �b0¿���� �†�g!·�K�Z�C�T�I�8��

• IE2100 �Š Cisco Intelligence Engine 2100 Series Configuration Registrar �c�
�«�–�µ�³  �¯�Ç�º�˜�™�”
�_)��s3¸�r�€�Z�8�•  Cisco Networking Services>&CNS>'�š�î�ª�™�å�º�\4��·�M�•�¿�µ�º�á�î�¡'ö
#.�¹�Â�–�«�[�M���«�–�µ�³�H�\�_0¿���š�f�b
Æ���†#Õ�B�K�Z�«�–�µ�³�_3æ�™�K�
�Q�b0¿���š�f
�†4:#Ý�K�S�6�\�
�Q�b)��Ý�†0°6��M�•�G�\�[�6�‡0¿���>�|�g0¿���b�f�‚�†+¬�·�ì�[�A�r�M��

IE2100 �b0ò(ý�_�X�8�Z�c�
 '¨ 4 'v�� Cisco IOS CNS �š�î�ª�™�å�º�b0¿���� �†�g!·�K�Z�C�T�I�8��

'ö#.�b(F�Æ�ö�_6õ�M�•�µ+�
���_�
'ö#.�b(F�Æ�ö�_6õ�M�•�µ+��†&g�K�r�M��

• �«�–�µ�³'ö#.�
0¿���«�º�Þ�î�ª�
�>�|�g4Ä�™�†+¬�·�ì�M�•�S�u�b  Cisco IE2100 �©�Ü�î�¬  CNS �b
)��s3¸�s�º�š�î�ª�™�å�º

• Dynamic Host Configuration Protocol>&DHCP>'�_�|�•�«�–�µ�³�_��>& IP �”�»�Þ�«�
�¹�Ç�›�Ý�º
�¤�î�º�˜�™�–�
�Í�«�º�¡�
 Domain Name System>YDNS; �»�Ó�–�å  �¿�î�Ò  �©�«�¸�Ò>[ �
 TFTP �§�î
�Â�¡>'�b+¬�·0¿��

• DHCP �Ü�Þ�î�_�|�•  DHCP �¡�Û�–�”�å�º�?�}�b  UDP �È�ß�î�»�Ÿ�Õ�«�º�b3?3æ>& IP �”�»�Þ�«0[
�Ó�†�µ�t>'

• DHCP �§�î�Â�_�|�•  IP �”�»�Þ�«�>�|�g�Q�b�Ú�b  DHCP �œ�É�©�Ù�å�b  IP �Í�«�º�l�b+¬�·�m�~�\
�Z

• IP �”�»�Þ�«�>�|�g�P�Â�M�•�Í�«�º�¡�?�}�«�–�µ�³�†"I���M�•�G�\�†% $×�\�K�S�
�Ø�½�Ÿ�Õ�«�º
0[�Ó�b  DNS �§�î�Â�l�b3?3æ�
�>�|�g  TFTP �§�î�Â�?�}�¯�Ç�º�˜�™�”  �”�µ�É�¢�Þ�î�»�†'ö#.�M
�•�G�\�†% $×�\�K�S�
�Ø�½�Ÿ�Õ�«�º0[�Ó�b  TFTP �§�î�Â�l�b3?3æ

• Address Resolution Protocol>&ARP>'�� IP �”�»�Þ�«�>�|�g�P�Â�M�•  MAC>&�Ó�¹�•�”  �”�¡�­�«�D�š>'
�”�»�Þ�«�_�|�W�Z�«�–�µ�³�†"I���K�r�M��

• "I���b3æ�™
–  MAC �”�»�Þ�«�>�|�g��
›  MAC �”�»�Þ�«�†�â�W�S�Ã�£�µ�º�†�ë� �M�•�Ø�½�Ÿ�Õ
�«�º  MAC �”�»�Þ�«  �Ç�•�Ý�±�Ü�å�¢

• Cisco Discovery Protocol>&CDP>'�Â�î�ª�Ù�å  1 �>�|�g  2�� �¿�µ�º�á�î�¡  �º�Ï�ß�ª�î�†�è���K�
 �¿�µ
�º�á�î�¡�V�b�«�–�µ�³�\�Ú�b�©�«�¥0��¹�Â�–�«�\�b�Ð�µ�Æ�å�¢�†/œ�8�r�M��

• Network Time Protocol>&NTP>'���M�m�Z�b�«�–�µ�³�_�¥4Š�¯�î�«�?�}� �L�±�–�Ò�«�±�å�É�†�f�j
�K�r�M��

• Cisco IOS File System>&IFS>'���«�–�µ�³�@�Q#Ý�M�•�M�m�Z�b�Ç�“�–�Ý  �©�«�¸�Ò�_�P�K�Z�"�M�–�å
�±�î�Ç�™�–�«�†�f�j�K�r�M��
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• �«�–�µ�³�b0¿���š�f�†0°6��K�Z/²&g�I�O�•�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �ß� �å�¢

• �M�–�b�¹�Â�–�«  ID�� show inventory �Ø�î�¨  EXEC �¥�Ð�å�»�[0����b  ID �_���@/²&g�I�€�r�M��

• Netscape Communicator �r�S�c  Microsoft Internet Explorer �È�Û�˜�¨  �­�µ�©�Ù�å�[�¹�Â�–�«  �Ð�¿�î
�ª�Õ�†�Q#Ý�K�S�•�æ
Æ'ö#.�”�¡�­�«��

• �q�±  16 �¶�b  Telnet �K)F�†� �ì�_�Q#Ý�[�A�•�•�æ
Æ'ö#.�”�¡�­�«�� �¿�µ�º�á�î�¡�V�[0
�X�b  CLI
�Ë�î�«  �­�µ�©�Ù�å�†��/œ�[�A�r�M��

• �¿�µ�º�á�î�¡�V�b0
�X�b  CLI �­�µ�©�Ù�å�_�P�M�•�
�q�±  5 �X�b� �ì�/�•�ì  Secure Shell>&SSH;
�­�Ÿ�×�”  �©�™�Ý>'�K)F�b&�'g�_�|�W�Z�•�æ
Æ'ö#.�@�•+��[�M >&�¯�Ç�º�˜�™�”�b  IP �Ë�î�«  �–�Ó�î
�ª�>�|�g  IP �§�î�Å�«  �–�Ó�î�ª�b�/�•�ì�Â�î�ª�Ù�å�@�²0[>' ��

• SNMP �b�Â�î�ª�Ù�å  1�
�Â�î�ª�Ù�å  2c�
�>�|�g�Â�î�ª�Ù�å  3 �b  get �>�|�g  set 0[�Ó�_�|�•�•�æ
Æ
'ö#.�”�¡�­�«

• �•�æ�¥'ö#.�”�¡�­�«���«�–�µ�³�b�¥�å�¯�î�Ý  �Ï�î�º�_'ƒ�Ž�†%$�K�K)F�M�•�?�
�r�S�c�©�Ü�”�Ý
�K)F�\�Ô�¹�Ò)�#ä�[�Ü�Ô�î�º'ƒ�Ž�_�K)F�K�r�M��

• Secure Copy Protocol>&SCP>'�µ+��[�c�
�«�–�µ�³0¿���r�S�c�«�–�µ�³  �–�Ó�î�ª  �Ç�“�–�Ý�†�­
�Ÿ�×�”�^1�0É�‰�2�[�¥�Æ�î�[�A�r�M >&�¯�Ç�º�˜�™�”�b  IP �Ë�î�«  �–�Ó�î�ª�>�|�g  IP �§�î�Å�«  �–
�Ó�î�ª�b�/�•�ì�Â�î�ª�Ù�å�@�²0[>'

>&�@>' 'ö#.�–�å�±�î�Ç�™�–�«�b0ò(ý�_�X�8�Z�c�
 ���¿�µ�º�á�î�¡�b�S�B�[�� >&p.1-15>' �†�g!·�K�Z�C�T�I�8��

�”�Ë�–�Û�Å�Ü�¸�•�>�|�g
Õ6×�ö�_6õ�M�•�µ+�
�”�Ë�–�Û�Å�Ü�¸�•�>�|�g
Õ6×�ö�_6õ�M�•�µ+��†���_&g�K�r�M��

• HSRP �_�|�~�
�¥�Ð�å�»  �«�–�µ�³�\�Þ�–�Ö  3 �Ý�î�±�b
Õ6×�ö�†&�'g�K�r�M��

• Unidirectional Link Detection>&UDLD; �"�M�‰�¥�Ü�å�¡�è��>'�>�|�g�”�¢�Þ�µ�©�È  UDLD��
œ�Ç�“
�–�Â  �£�î�È�Ý�b4Ä)z�Ñ�«�r�S�c�Ï�î�º7€���_2s�I�M�•
œ�Ç�“�–�Â  �–�å�±�î�Ç�™�–�«�V�b�"�M
�‰�¥�Ü�å�¡�†�è���K�
�¹�•�­�î�È�Ý�_�K�r�M��

• IEEE 802.1D Spanning-Tree Protocol>&STP; �«�Ã�½�å�¢�¶�Ü�î  �É�ß�º�¥�Ý>' �_�|�•
Õ6×�Â�µ�¡�Î�î
�å�K)F�>�|�g�Ý�î�É�Ç�Ü�î  �¿�µ�º�á�î�¡�� STP �_�c���b�µ+��@�6�~�r�M��

> + � q� ± 128 �b�«�Ã�½�å�¢�¶�Ü�î  �–�å�«�±�å�«�†�§�Ï�î�º

>+ Per-VLAN Spanning-Tree Plus>&PVST+>'�_�|�•  VLAN 6ë�[�b�ß�î�»�Â�Û�å�©�å�¢

>+ Rapid PVST+ �_�|�•�
 VLAN 6ë�[�b�ß�î�»�Â�Û�å�©�å�¢�>�|�g�«�Ã�½�å�¢�¶�Ü�î  �–�å�«�±
�å�«�b9×3ÿ�¥�å�Â�î�ª�™�å�«�b��#'

>+ UplinkFast�>�|�g  BackboneFast �_�|�W�Z�
�«�Ã�½�å�¢�¶�Ü�î  �º�Ï�ß�ª�î�b�š�f�‹�_9×3ÿ�¥
�å�Â�î�ª�™�å�«�†��/œ�K�
� �ž�Å�µ�º  �”�µ�É�Ü�å�¡�^�]�b
Õ6×�”�µ�É�Ü�å�¡6ë�b�ß�î�»�Â
�Û�å�©�å�¢�†4)�B

• IEEE 802.1s Multiple Spanning-Tree Protocol>&MSTP>'�_�|�~�
 VLAN �†�«�Ã�½�å�¢�¶�Ü�î  �–�å�«
�±�å�«�_�(8®�
 �r�S�¹�î�±  �º�Û�Ç�•�µ�¡�>�|�g�ß�î�»�Â�Û�å�©�å�¢#Ý�_0
�X�b3?3æ�Ã�«�†&��–
�K�r�M���r�S�
 IEEE 802.1w Rapid Spanning-Tree Protocol>&RSTP>'�_�ö�Y�8�S  Rapid Per-VLAN
Spanning-Tree plus>&Rapid PVST+>'�_�|�~�
�Ý�î�º�\�æ���Ï�î�º�†�S�T�U�_�Ç�›�á�î�¹�•�å�¢
�«�¸�î�º�_�š�f�M�•�G�\�[�
�«�Ã�½�å�¢�¶�Ü�î�b9×3ÿ�¥�å�Â�î�ª�™�å�«�@��#'�I�€�r�M��

• PVST+�
 Rapid-PVST+�
�>�|�g  MSTP �Ô�î�»�[�Q#Ý�[�A�•�«�Ã�½�å�¢�¶�Ü�î�b�œ�É�©�Ù�å�µ+�
�c���b�\�>�~�[�M��

>+ PortFast���Ï�î�º�†�È�ß�µ�Ÿ�å�¢  �«�¸�î�º�?�}�Ç�›�á�î�¹�•�å�¢  �«�¸�î�º�l�S�T�U�_�š�f
�I�O�•�G�\�_�|�W�Z�
3?3æ4����†75�B�r�M��

>+ BPDU �ž�î�»�� Bridge Protocol Data Unit>&BPDU; �È�Ü�µ�ª  �É�ß�º�¥�Ý  �¹�î�±  �Ø�½�µ�º>'�†
�w�™�M�• PortFast �P�Â�Ï�î�º�†�©�Õ�µ�º�²�˜�å�K�r�M��

>+ BPDU �Ç�•�Ý�±�Ü�å�¢�� PortFast �P�Â�Ï�î�º�[  BPDU �b3æ�w�™�@�[�A�^�C�^�~�r�M��



'¨ 1 'v       �+0[
�µ+�

1-7
Catalyst 3560 �«�–�µ�³  �¯�Ç�º�˜�™�”  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �ž�–�»

OL-8553-01-J

>+ �Ý�î�º  �ž�î�»���¿�µ�º�á�î�¡  �¥�”�¥�b�«�–�µ�³�@�«�Ã�½�å�¢�¶�Ü�î  �Ý�î�º�_�^�•�G�\�†
75�B�r�M��

>+ �Ý�î�É  �ž�î�»���æ�p�Ï�î�º�r�S�c�Ý�î�º  �Ï�î�º�@�
�"�M�‰�¥�Ü�å�¡�b�N�I�\�^�•7€���_
�|�W�Z�æ���Ï�î�º�_�^�•�G�\�†75�B�r�M��

• '¼�o�¥�«�º  �Ý�î�¸�•�å�¢�_�|�~�
�Ü�å�¡  �Þ�Ë�Ý�\�«�–�µ�³  �Þ�Ë�Ý�b
Õ6×�ö�†&�'g�K�r�M��

• Flex Link �Þ�–�Ö  2 �–�å�±�î�Ç�™�–�«���ö�•�Ü�å�¡
Õ6×�b  STP �_�æ�ƒ�•�v�b�\�K�Z�
�«�8�_�Â�µ
�¡�”�µ�É�K�r�M��

• �Ü�å�¡�«�¸�î�º  �º�Û�µ�Ÿ�å�¢�� �K)F�I�€�S�Í�«�º�\�§�î�Â�?�}�b�”�µ�É�«�º�Ü�î�Ò  �º�Û�Ç�•�µ
�¡�†��3æ�M�•�Ï�î�º�b"g�Â�†�Ñ�Û�î�Ü�å�¢�K�r�M���r�S�
�9�b�©�«�¥0��–�î�§�¿�µ�º  �«�–�µ�³
�[�·�8�M�•�Ü�å�¡�l�§�î�Â  �º�Û�Ç�•�µ�¡�†�Ç�™�î�Ý�œ�î�Â�î�M�•�G�\�@�[�A�r�M��

• Cisco RPS 300 �>�|�g  Cisco RPS 675 �_�|�•  RPS �§�Ï�î�º��7Á ;�b�™8—�ö�@�¥�V�K�r�M��

VLAN �µ+�
���_�
 VLAN �_6õ�M�•�µ+��†&g�K�r�M��

• �q�±  1005 �¶�b  VLAN �†�§�Ï�î�º��4:�)�^�¿�µ�º�á�î�¡  �Ü�¯�î�«�
�º�Û�Ç�•�µ�¡  �Ã�±�î�å�
�>
�|�g�•�æ�œ�†�P�Â�Ü�E�Z�
 VLAN �_�Ø�î�¨�†�m�~�\�Z�•�G�\�@�[�A�r�M��

• IEEE 802.1Q 0d�A�[1��u�}�€�Z�8�•  1 >|  4094 �b(
�V�[  VLAN ID �†�§�Ï�î�º

• �²�–�¼�Ñ�µ�¡  VLAN �Ó�å�Â�î�©�µ�É�_�P�Â�M�•  VLAN Query Protocol>&VQP>'

• �M�m�Z�b�Ï�î�º�V�['�
>�M�•  ISL>&�«�–�µ�³6ë�Ü�å�¡>'�>�|�g  IEEE 802.1Q �º�Û�å�Ÿ�å�¢  �•�É
�­�Ý�ì���¿�µ�º�á�î�¡�b&ã�·�
3ã�•�
�š�f�x�
�È�ß�î�»�Ÿ�Õ�«�º�>�|�g�Ð�Ý�³�Ÿ�Õ�«�º  �º�Û
�Ç�•�µ�¡�b'ö#.�>�|�g�D�š�
�I�}�_�
�Á�–�­�Ÿ�×�Ü�¸�•  �Ø�î�¨�>�|�g�¿�µ�º�á�î�¡  �Ü�¯�î�«
�9�b  VLAN �¢�Ý�î�É�b&�'g�_�|�•�¿�µ�º�á�î�¡  �­�Ÿ�×�Ü�¸�•�†��#'�K�r�M��

• Dynamic Trunking Protocol>&DTP; �²�–�¼�Ñ�µ�¡  �º�Û�å�Ÿ�å�¢  �É�ß�º�¥�Ý>' �� 2 �Ž�b�¹�Â�–�«6ë�b
�Ü�å�¡�V�[�º�Û�å�Ÿ�å�¢�†�¿�¦�©�š�î�º�M�•�T�E�[�^�C�
 �Q#Ý�M�•�º�Û�å�Ÿ�å�¢  �•�É�­�Ý�ì�b
�±�–�É>& IEEE 802.1Q �r�S�c  ISL>'�v�¿�¦�©�š�î�º�K�r�M��

• VLAN Trunking Protocol>&VTP; VLAN �º�Û�å�Ÿ�å�¢  �É�ß�º�¥�Ý>'�>�|�g  VTP �É�Ý�î�½�å�¢���º
�Û�Ç�•�µ�¡�b�Ç�Û�µ�¹�•�å�¢�†�Q�b�º�Û�Ç�•�µ�¡�†�w�™�M�•�«�¸�î�©�Ù�å�l�b�Ü�å�¡�T�E�_
�D7H�M�•�G�\�_�|�W�Z�
�¿�µ�º�á�î�¡  �º�Û�Ç�•�µ�¡�†�P�ö�K�r�M��

• 8b�Œ VLAN�� Cisco IP Phone �?�}8b�Œ�º�Û�Ç�•�µ�¡#Ý�b�§�È�¿�µ�º�†�8�B�K�r�M��

• VLAN 1 �b�q�`�ì  �Š VLAN 1 �†�õ�–�b�¶���b  VLAN �º�Û�å�¡  �Ü�å�¡�[�¹�•�­�î�È�Ý�ì�M�•�G
�\�[�
�«�Ã�½�å�¢�¶�Ü�î  �Ý�î�É�r�S�c�«�º�î�Ò�b�Ü�«�¡�†3M�ö���G�b�µ+��†�–�¿�î�È�Ý�_0¿��
�M�•�\�
�º�Û�å�¡�V�[�Ø�î�¨  �º�Û�Ç�•�µ�¡�c3æ�w�™�I�€�r�O�‡���«�–�µ�³�b  CPU �c�
�,�A)F
�A�D�š�É�ß�º�¥�Ý  �Ç�Þ�î�Ò�b3æ�w�™�†/œ�8�r�M��

• �É�Û�–�Ë�î�º  VLAN �Š VLAN �«�£�î�Û�Å�Ü�¸�•�e8Ÿ�_�P�Â�K�r�M���|�~�D7H�I�€�S  IP �”�»�Þ
�«�†�m�~�\�Z�
�«�–�µ�³�V�[�
�Þ�–�Ö  2 �Ï�î�º�†�Ú�b�Ï�î�º�?�}�)�~7³�K�r�M��

�­�Ÿ�×�Ü�¸�•�µ+�
�«�–�µ�³�_�c�
���b�­�Ÿ�×�Ü�¸�•�µ+��@�š3U�I�€�Z�8�r�M��

• 'ö#.�–�å�±�î�Ç�™�–�«>&�¹�Â�–�«  �Ð�¿�î�ª�Õ�
 Network Assistant�
 CLI>'�l�b�Ã�«�á�î�»�–1¤�Ü
�A�”�¡�­�«>&1��s�v�~�S#Ý�>�|�g1��s�i�A�”�¡�­�«>' ���Y�G�^0¿���š�f�†75�F�K�r�M��

• �­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�
3û%±�
�>�|�g�P�Â�M�•�”�¡�©�Ù�å�†4E�¥�[�A�•�
�Ð�Ý�³�Þ�Ë�Ý  �­�Ÿ�×
�Ü�¸�•

• �­�Ÿ�×�Ü�¸�•�†&��–�[�A�•�«�±�¸�•�µ�¡  MAC �”�»�Þ�µ�©�å�¢

• �–1¤�Ï�î�º  �œ�É�©�Ù�å��� �M�«�–�µ�³�V�b�æ���Ï�î�º�l�b�º�Û�Ç�•�µ�¡3?3æ�†�D7H�K�r�M��

• �Ï�î�º�_�”�¡�­�«�[�A�•�«�¸�î�©�Ù�å�b  MAC �”�»�Þ�«�†�D7H�r�S�c"I���M�•�Ï�î�º  �­�Ÿ�×�Ü
�¸�•  �œ�É�©�Ù�å



'¨ 1 'v       �+0[
�µ+�

1-8
Catalyst 3560 �«�–�µ�³  �¯�Ç�º�˜�™�”  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �ž�–�»

OL-8553-01-J

• �Ï�î�º�V�b�­�Ÿ�×�”  �”�»�Þ�«#Ý�_�š�î�ª�å�¢  �±�–�Ò�†0¿���M�•�S�u�b�Ï�î�º  �­�Ÿ�×�Ü�¸�•
�š�î�ª�å�¢

• BPDU �ž�î�»��!“� �^�¥�å�Ç�•� �×�Þ�î�©�Ù�å�@$Î#Õ�K�S���œ�_�
 PortFast �@0¿���I�€�Z�8�•
�Ï�î�º�†�©�Õ�µ�º�²�˜�å�K�r�M��

• �† =�>�|�g�Ñ�G  IP ACL���Ý�î�¸�µ�»  �–�å�±�î�Ç�™�–�«>&�Ý�î�±  ACL>'�\  VLAN �b�n�‰�¥�>�|
�g�Þ�–�Ö  2 �–�å�±�î�Ç�™�–�«>&�Ï�î�º  ACL>'�b�w�™�‰�¥�_6õ�M�•�­�Ÿ�×�Ü�¸�•  �Ï�Ü�©�î�†��
*O�K�r�M��

• MAC �Ñ�G ACL���Þ�–�Ö  2 �–�å�±�î�Ç�™�–�«�b%T�™�‰�¥�b�­�Ÿ�×�Ü�¸�•  �Ï�Ü�©�î�†��*O�K�r�M��

• VLAN ACL>&VLAN �Ð�µ�É>'�� MAC�
 IP�
 �>�|�g  TCP/UDP �Ê�µ�²�î�b�_���_�ö�Y�8�Z�º�Û�Ç�•�µ
�¡�†�Ç�•�Ý�±�Ü�å�¢�K�
 VLAN 
Æ�b�­�Ÿ�×�Ü�¸�•�†&��–�K�r�M��

• 8�  IP �º�Û�Ç�•�µ�¡�†�Ç�•�Ý�±�Ü�å�¢�M�•�
3æ�™
–�>�|�g��
›  MAC �Ë�î�«�b  ACL

• �–�å�±�î�Ç�™�–�«�_4:#Ý�I�€�•  IPv6 ACL�� IPv6 �º�Û�Ç�•�µ�¡�†�Ç�•�Ý�±�Ü�å�¢�K�r�M��

• untrusted>&�™8—�ö�b�^�8>'�Í�«�º�\  DHCP �§�î�Â�b6ë�b  untrusted DHCP �Ó�µ�­�î�ª�†�Ç�•�Ý�±
�Ü�å�¢�M�•  DHCP �«�¾�î�Æ�å�¢

• IP �¯�î�«  �ž�î�»�� DHCP �«�¾�î�Æ�å�¢  �¹�î�±�Ë�î�«�>�|�g  IP 3æ�™
–�Â�–�å�¹�•�å�¢�_�ö�Y�A
�Ý�î�¸�•�å�¢�I�€�^�8�–�å�±�î�Ç�™�–�«�[�º�Û�Ç�•�µ�¡�†�D7H�K�r�M��

• �²�–�¼�Ñ�µ�¡  ARP �è����� �L  VLAN 
Æ�b�Ú�b�Ï�î�º�b!“� �^  ARP 0[�Ó�x�Â'Å�†�™8—�K�^�8�G
�\�[�
�«�–�µ�³�[�b�O�–�b�6�•�7�Á�†�G4J�K�r�M��

• IEEE 802.1Q �º�å�¿�Ü�å�¢�_�|�~�
�§�î�Å�«�É�ß�Â�–�²�î�b�¿�µ�º�á�î�¡�†�r�S�@�•�Ü�Ô�î�º
�§�–�º�_�Ø�î�¨�@�8�•�•�«�±�Ð�î�c�
�Q�b�Ú�b�•�«�±�Ð�î�?�}  VLAN �†�(7³�[�A�r�M���Þ�–�Ö
2 �É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢�_�|�~�
�M�m�Z�b�Ø�î�¨�_6õ�M�•�ö
²�^  STP �_���
 CDP �_���
 VTP
�_���@�
�•�«�±�Ð�î  �¿�µ�º�á�î�¡�_�µ�r�€�r�M��

• �Þ�–�Ö  2 �Ï�–�å�º�¶�î�Ï�–�å�º  �º�å�¿�Ü�å�¢�� EtherChannel �†+¬�·$×�_�8�B�K�r�M��

• �Þ�–�Ö  2 �É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢�b�Â�–�Ã�«�µ+����§�î�»�Ã�î�¸�•  �Ë�å�²�î�\�b�–�å�±�î�œ
�Ì�Û�Å�Ü�¸�•�†��#'�K�r�M��

• IEEE 802.1x �Ï�î�º�Ë�î�«1�0É���Y�G�^�¹�Â�–�«>&�¡�Û�–�”�å�º>'�_�|�•�¿�µ�º�á�î�¡  �”�¡�­
�«�†75�F�K�r�M�����b�µ+��@�§�Ï�î�º�I�€�Z�8�r�M��

>+ VLAN �m�~�\�Z�� 802.1x 1�0É�Ø�î�¨�†"I���b  VLAN �_�D7H�K�r�M��

>+ �Ï�î�º  �­�Ÿ�×�Ü�¸�•�� IEEE 802.1x �Ï�î�º�l�b�”�¡�­�«�†�D�š�K�r�M��

> + 8 b� Œ VLAN���Ï�î�º�@0Á�•�«�¸�î�º�?!“0Á�•�«�¸�î�º�?�_�?�?�ƒ�}�N�
 Cisco IP Phone �b8b
�Œ VLAN �l�b�”�¡�­�«�†0Á�•�K�r�M��

>+ �¤�«�º  VLAN �� 802.1x �_4:�œ�K�^�8�Ø�î�¨�_7H��$×�^�§�î�Å�«�†�f�j�K�r�M��

>+ �D7H�Ü�A VLAN�� IEEE 802.1x �_ =�Ð�c�K�Z�8�•�@�
�† =�b  IEEE 802.1x �[1�0É�M�•�S�u�b
0É�Â�i�†�â�W�Z�8�^�8�Ø�î�¨�_�D7H�Ü�A�b�§�î�Å�«�†�f�j�K�r�M��

>+ IEEE 802.1x �”�•�˜�å�¸�•�å�¢���¿�µ�º�á�î�¡�Q#Ý�†3ã2§�K�r�M��

>+ IEEE 802.1x �\  LAN �b�˜�™�–�¡�”�µ�É�µ+��� ���F"g�Â�b  PC �_�
 "I���b�–�î�§�¿�µ�º  �Ç�Þ�î
�Ò�†3æ�™�K�Z2s�·�I�O�r�M��

• Network Admission Control>&NAC>'�µ+�

>+ �¹�Â�–�«�b�¿�µ�º�á�î�¡  �”�¡�­�«�†0Á�•�M�•�S�b�
 �š�å�»�Ï�–�å�º  �©�«�¸�Ò�x�¡�Û�–�”�å
�º�b�˜�•�Ý�«�P'Ç�b"g�Â�r�S�c �Â�Ã �_6õ�M�•  NAC �Þ�–�Ö  2 IEEE 802.1x �è0É

NAC �Þ�–�Ö  2 IEEE 802.1x �è0É�b0¿���_6õ�M�•0ò(ý�_�X�8�Z�c�
 �� NAC �Þ�–�Ö  2 IEEE 802.1x
�è0É�b0¿���� >&p.9-38>' �†�g!·�K�Z�C�T�I�8��

>+ �¹�Â�–�«�b�¿�µ�º�á�î�¡  �”�¡�­�«�†0Á�•�M�•�S�b�
 �š�å�»�Ï�–�å�º  �©�«�¸�Ò�r�S�c�¡�Û�–
�”�å�º�b�Â�Ã�_6õ�M�• NAC �Þ�–�Ö  2 IP �è0É 

NAC �Þ�–�Ö  2 IP �è0É�b0ò(ý�_�X�8�Z�c�
 �� Network Admission Control Software Configuration
Guide���†�g!·�K�Z�C�T�I�8��

>+ IEEE 802.1x �”�¡�­�«�Y+�1�0É�Â�–�Ã�«  

�G�b�µ+��b0¿���_�X�8�Z�c�
 ���”�¡�­�«�Y+�1�0É�Â�–�Ã�«�µ+��b0¿���� >&p.9-34>' �†�g!·�K
�Z�C�T�I�8��
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>+ Authentication, Authorization, Accounting>&AAA; 1�0É�
0Á�•�
�”�•�˜�å�¸�•�å�¢>'�²�˜�å  �Ï
�Ü�©�î���Â�Ã�è0É�@$Î#Õ�K�S�\�A�_�
 AAA �§�î�Â�@�<#Ý�[�A�^�8���œ�b�Í�«�º�b  NAC �Þ
�–�Ö  2 IP �è0É

�G�b�µ+��b0ò(ý�_�X�8�Z�c�
 �� Network Admission Control Software Configuration Guide���†�g
!·�K�Z�C�T�I�8��

• Terminal Access Controller Access Control System Plus>&TACACS+>'��TACACS �§�î�Â�†�Ó�K�Z�¿�µ
�º�á�î�¡  �­�Ÿ�×�Ü�¸�•�†'ö#.�M�•"‚+¬�b�µ+��[�M��

• Remote Authentication Dial-In User Service>&RADIUS>'�� AAA �_�|�W�Z�Ü�Ô�î�º  �Ø�î�¨�b3�
–�†
&�1��K�
�Ü�Ô�î�º  �Ø�î�¨�_�”�¡�­�«�’�†�Z�<�
�Ü�Ô�î�º  �Ø�î�¨�b�”�¡�©�Ù�å�†3ã2§�K�r�M��

• Kerberos �­�Ÿ�×�Ü�¸�•  �©�«�¸�Ò���™8—�[�A�•�§�î�»�Ã�î�¸�•�†�Q#Ý�K�Z�
�¿�µ�º�á�î�¡  �Ü�¯�î
�«�_�P�M�•0[�Ó�†1�0É�K�r�M >&�¯�Ç�º�˜�™�”�b  IP �Ë�î�«  �–�Ó�î�ª�\  IP �§�î�Å�«  �–�Ó�î�ª�b�/
�•�ì�Â�î�ª�Ù�å�@�²0[>' ��

• HTTP 1.1 �§�î�Â1�0É�
�/�•�ì�
�Ó�µ�­�î�ª�Z�œ�ö�
 HTTP �¡�Û�–�”�å�º1�0É#Ý�_  Secure Socket
Layer>&SSL>'�Â�î�ª�Ù�å  3.0 �@�§�Ï�î�º�I�€�
�ó
²�^  HTTP 3û�™�@�•+��_�^�~�r�M>&�¯�Ç�º�˜�™
�”�b  IP �Ë�î�«  �–�Ó�î�ª�\  IP �§�î�Å�«  �–�Ó�î�ª�b�/�•�ì�Â�î�ª�Ù�å�@�²0[>' ��

QoS �>�|�g  CoS �µ+�
���_�
 QoS �>�|�g  CoS �µ+��†&g�K�r�M��

• auto-QoS>&+¬�· QoS>'���º�Û�Ç�•�µ�¡�b�(8®�\���Š�Ÿ�×�î�b0¿���†+¬�·�ì�M�•�G�\�[�¤�Ñ�b  QoS
�µ+��b�Ž6ä�†(F$��ì�K�r�M��

• �(8®

>+ IP Type of Service/Differentiated Services Code Point>&IP ToS/DSCP>'�>�|�g  IEEE 802.1p CoS
�b�Ï�î�º�"�)�[�b�É�Û�–�œ�Ü�¸�•0¿�����Ñ�µ�©�Ù�å  �¡�Ü�¸�•�•�Ý�^�”�É�Ü�£�î�©�Ù�å�b�Ã
�Ç�›�î�Ð�å�«�†�–1¤�K�r�M��

>+ IP ToS/DSCP �>�|�g  IEEE 802.1p CoS>&�§�î�Å�«  �¡�Û�«>'�b�Ç�ß�î�Ë�î�«�b�Ã�£�µ�º�(8®
>&MAC�
 IP�
�>�|�g  TCP/UDP �Ê�µ�²�î�_�µ�r�€�•�_���_�ö�Y�C>'�_�|�•�Ð�î�Ÿ�å�¢���¿�µ
�º�á�î�¡  �š�µ�ª�[9×�ö+��^  QoS �µ+��†�f�j�K�
�¿�µ�º�á�î�¡  �º�Û�Ç�•�µ�¡�b�±�–�É�9�_
�j�9�ì�I�€�S�§�î�Å�«  �Þ�Ë�Ý�†�•+��_�M�•�\�\�v�_�
�¿�µ�º�á�î�¡�V�b�Ñ�µ�©�Ù�å  �¡�Ü
�¸�•�•�Ý�^�º�Û�Ç�•�µ�¡�_�É�Û�–�œ�Ü�¸�•�†0¿���K�r�M��

>+ QoS �»�Ó�–�å
Æ�>�|�g�9�b  QoS �»�Ó�–�å�\�b�C#ú�Ï�î�º�_�>�E�•�
 trusted>&�™8—�ö�b�6�•>'
�Ï�î�º  �«�¸�î�º>& CoS�
 DSCP�
�>�|�g  IP precedence>'

>+ �™8—�C#ú�µ+���Cisco IP Phone�b�Ñ�~�†�è���K�
 �w�™�K�S CoS�Í�†�™8—�K�Z�
 �Ï�î�º  �­�Ÿ�×
�Ü�¸�•�†&��–�K�r�M��

• �Ï�Ü�©�å�¢

>+ "I���b�º�Û�Ç�•�µ�¡  �Ç�ß�î�_�P�K�Z�]�b&ì�Ø�b�Ï�î�º�•�æ�œ�†�m�~�\�Z�•�?�†'ö#.�M�•�

�«�–�µ�³  �Ï�î�º�V�b�º�Û�Ç�•�µ�¡  �Ï�Ü�©�å�¢  �Ï�Ü�©�î

>+ Cisco IOS Release 12.2(25)SED �è7F�[�c�
7u�™�º�b�Ï�Ü�©�î�Ð�µ�É�[0
�X�b�¡�Û�«�Ð�µ�É�†
�8�B�M�•���œ�
�›�¡�Û�«�Ð�µ�É�†+¬3��b�Ï�î�º�Þ�Ë�Ý>&'¨ 2 �Þ�Ë�Ý>'�Ï�Ü�©�î�Ð�µ�É�\6õ
4��Ü�E�•�G�\�@�[�A�r�M��'¨ 2 �Þ�Ë�Ý�b�Ï�Ü�©�î�Ð�µ�É�c�
�Q�€�R�€$��^�•�Ï�Ü�§�î�†�–
�w�[�A�r�M��

>+ �º�Û�Ç�•�µ�¡  �Ç�ß�î�b�Ï�Ü�©�å�¢�†�r�\�u�Z/œ�:7Ÿ(Ù�Ï�Ü�©�å�¢��"I���b�”�É�Ü�£�î�©�Ù
�å�r�S�c�º�Û�Ç�•�µ�¡  �Ç�ß�î�†�6�}�?�L�u��*O�I�€�S"I���b�Þ�î�º�_�D7H�K�r�M��

• �Y4:�œ

>+ �•�æ�œ�b�Q#Ý�D7H�†2x4#�K�S�Ã�£�µ�º�b�Y4:�œ�Ð�î�¡�²�˜�å

• 
°�Š�Ÿ�×�î�–�å�¢�>�|�g�«�£�ª�×�î�Ü�å�¢

>+ �Ø�î�¨  �º�Û�Ç�•�µ�¡#Ý�_0¿���•+��^  2 �X�b
°�Š�Ÿ�×�î>&�M�‰�b�Ÿ�×�î�†�É�Û�–�œ�Ü�¸�•
�Ÿ�×�î�_�[�A�r�M>'

>+ 3}3u�G4J�Ó�•�½�¬�Ò�\�K�Z�b  Weighted Tail Drop>&WTD>'���Ÿ�×�î6×�†'ö#.�K�
�º�Û�Ç�•�µ
�¡�b�(8®�H�\�_$��^�•�ë� 
ƒ
›8p�)�†0¿���K�r�M��
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>+ Shaped Round Robin>&SRR; �©�™�–�É�»  �Û�˜�å�»  �ß�Å�å>'  �Š �Ã�£�µ�º�@�Ÿ�×�î�?�}
Æ4Š�Ü�å
�¢�l3æ���I�€�•�\�A�b�Þ�î�º�†�ô���M�•�«�£�ª�×�î�Ü�å�¢  �§�î�Å�«>&
°�Š�Ÿ�×�î�[�§�Ï�î
�º�I�€�•�O�M�b�Ô�î�»�c�©�™�”�Ü�å�¢>'

• ���Š�Ÿ�×�î�>�|�g�«�£�ª�×�î�Ü�å�¢

>+ 1 �Ï�î�º�_  4 �X�b���Š�Ÿ�×�î

>+ 3}3u�G4J�Ó�•�½�¬�Ò�\�K�Z�b  WTD���Ÿ�×�î6×�†'ö#.�K�
�º�Û�Ç�•�µ�¡�b�(8®�H�\�_$��^�•
�ë� 
ƒ
›8p�)�†0¿���K�r�M��

>+ �«�£�ª�×�î�Ü�å�¢  �§�î�Å�«�\�K�Z�b  SRR�� �Ÿ�×�î�?�}�Ã�£�µ�º�†���K�Z���Š�–�å�±�î�Ç�™
�–�«�_
°�€�•3ÿ�Ø�†�æ���K�r�M>&���Š�Ÿ�×�î�[�c�©�™�î�Æ�å�¢�>�|�g
¹�w�@�§�Ï�î�º�I�€
�r�M>'���©�™�î�Æ�å�¢�º���Š�Ÿ�×�î�c�
�Ï�î�º�•�æ�œ�b�m�~�\�Z�@�–0É�I�€�r�M�@�
�m�~�\
�Z�}�€�S�Ï�î�º�•�æ�œ�b�Q#Ý�_�D7H�I�€�Z�8�r�M��
¹�w�º���Š�Ÿ�×�î�c�
0¿���I�€�S�•�æ
�œ�b�m�~�\�Z�@�–0É�I�€�•�T�E�[�c�^�C�
�Ú�b�Ÿ�×�î�@'5�_�^�~�
�Q�b�m�~�\�Z�(�b�•�æ
�œ�@�Q#Ý�I�€�^�8���œ�
�–0É�I�€�S�m�~�\�Z�|�~�¨�C�Q#Ý�[�A�r�M��

�Þ�–�Ö  3 �µ+�
���_�
�Þ�–�Ö  3 �µ+��_�X�8�Z1��Â�K�r�M��

>&�@>' �G�G�[�v�~�V�F�•�M4Š�b�µ+��c  IP �§�î�Å�«  �–�Ó�î�ª�b�s�_�P�Â�K�Z�8�r�M��

• HSRP �Š �Þ�–�Ö  3 �Ý�î�±�b
Õ6×�ö

• IP �Ý�î�¸�•�å�¢  �É�ß�º�¥�Ý�_�|�•�ß�î�»�Â�Û�å�©�å�¢�\�«�£�î�Û�È�Ý�^�Ý�î�¸�µ�»  �Â�µ�¡
�Î�î�å�b�S(�

>+ RIP �Â�î�ª�Ù�å  1 �>�|�g  2

>+ OSPF>&IP �§�î�Å�«  �–�Ó�î�ª�@�²0[>'

>+ EIGRP>&IP �§�î�Å�«  �–�Ó�î�ª�@�²0[>'

>+ Border Gateway Protocol>&BGP>'�Â�î�ª�Ù�å  4>&IP �§�î�Å�«  �–�Ó�î�ª�@�²0[>'

• 2 �X�è�V�b  VLAN 6ë�b�ö
²�Þ�–�Ö  3 �Ý�î�¸�•�å�¢�P�Â�b  IP �Ý�î�¸�•�å�¢ >&VLAN 6ë�Ý�î�¸�•�å
�¢>'�_�|�~�
�›  VLAN �@"‚+¬�b+¬�Š�¹�î�±�Ü�å�¡  �»�Ó�–�å�b�Ó�å�¸�¼�å�«�@�•+�

• Policy-Based Routing>&PBR; �Ï�Ü�©�î�Ë�î�«  �Ý�î�¸�•�å�¢>'  �Š �º�Û�Ç�•�µ�¡  �Ç�ß�î�_��*O�í�s
�Ï�Ü�©�î�†0¿��

• Customer Edge>&CE; �•�«�±�Ð�î  �š�µ�ª>'�¹�Â�–�«�b0
�X�b  VPN �Ý�î�¸�•�å�¢ / 3?3æ>&�Ð�Ý�³
VRF>'�–�å�«�±�å�«  �Š �§�î�Å�«  �É�ß�Â�–�²�î�@�
0
�X�b  Virtual Private Network>&VPN; �ì�•&¾
0¿)Y>'�†�§�Ï�î�º�K�
 VPN 6ë�[  IP �”�»�Þ�«�†5�0
�[�A�•�|�:�_�M�•>& IP �§�î�Å�«  �–�Ó�î�ª�@
�²0[>'

• �Ç�›�î�Ý�Â�µ�¡  �È�Ü�µ�ª�å�¢�_�|�•  2 �X�è�V�b  VLAN 6ë�[�b8�  IP �º�Û�Ç�•�µ�¡�b3?3æ>& IP
�§�î�Å�«  �–�Ó�î�ª�@�²0[>'

• �«�±�¸�•�µ�¡  IP �Ý�î�¸�•�å�¢�_�|�•�¿�µ�º�á�î�¡  �Ã�«�_���b�Ý�î�¸�•�å�¢  �¸�î�È�Ý�m�·�8�B

• '¼�o�¥�«�º  �Ý�î�¸�•�å�¢�_�|�•�ß�î�»�Â�Û�å�©�å�¢�>�|�g
Õ6×�S�B

• Internet Control Message Protocol>&ICMP>'�>�|�g  ICMP Router Discovery Protocol>&IRDP>' �Š �Ý�î
�±�b�”�»�Â�±�–�¬�>�|�g�Ý�î�±13�Ó�Ó�µ�­�î�ª�_�|�•%$�K�K)F�§�È�¿�µ�º�V�b�Ý�î�±�b�”�»
�Þ�«�è(ô

• Protocol-Independent Multicast>&PIM>'�_�|�•�¿�µ�º�á�î�¡
Æ�Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�¸�•�å�¢���G
�€�_�|�~�
 �¿�µ�º�á�î�¡
Æ�b�¹�Â�–�«�c0[�Ó�I�€�S�Ð�Ý�³�Ÿ�Õ�«�º  �Ç�•�î�»�b�w�™�@�•+��_�^
�~�
�Ð�Ý�³�Ÿ�Õ�«�º�_�g�•�K�^�8�«�–�µ�³�b�É�Ý�î�½�å�¢�@�•+��_�^�~�r�M�� PIM sparse mode

>&PIM-SM; PIM sparse>Y$/>[�Ô�î�»>' �
 PIM dense mode>&PIM-DM; PIM dense>Y�&>[�Ô�î�»>' �
�>�|
�g  PIM sparse-dense �Ô�î�»�b�§�Ï�î�º�v�µ�r�€�r�M>& IP �§�î�Å�«  �–�Ó�î�ª�@�²0[>' ��
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• Multicast Source Discovery Protocol>&MSDP>' �Š 0
�X�b  PIM-SM �»�Ó�–�å�†�K)F>& IP �§�î�Å�«  �–
�Ó�î�ª�@�²0[>'

• Distance Vector Multicast Routing Protocol>&DVMRP>'�º�å�¿�Ü�å�¢  �Š 8��Ð�Ý�³�Ÿ�Õ�«�º  �¿�µ�º
�á�î�¡�[�b  2 �X�b�Ð�Ý�³�Ÿ�Õ�«�º�P�Â�¿�µ�º�á�î�¡�b%&�«�K)F>& IP �§�î�Å�«  �–�Ó�î�ª�@�²0[>'

• DHCP �Ü�Þ�î�_�|�•�
 IP �”�»�Þ�«0[�Ó�^�]  DHCP �¡�Û�–�”�å�º�?�}�b  UDP �È�ß�î�»�Ÿ�Õ�«�º
�b3?3æ

• 0¿���I�€�S�–�å�±�î�Ç�™�–�«�†�Ó�K�Z  IPv6 �º�Û�Ç�•�µ�¡�†3?3æ�M�•�S�u�b  IPv6 �Ø�½�Ÿ�Õ�«�º
�Ý�î�¸�•�å�¢�µ+�>&�Ñ�G  IP �§�î�Å�«  �–�Ó�î�ª�@�²0[>'

• Nonstop Forwarding>&NSF>'1�1‘  �Š �É�Û�–�Ð�Ü  Route Processor>&RP; �Ý�î�º  �É�ß�­�µ�§>'�@7€��
�†2s�G�K�Z�8�Z�
�Â�µ�¡�”�µ�É  RP �@�,�A)E�D6ë�
�r�S�c�É�Û�–�Ð�Ü  RP �[!“�õ�F�b�¯�Ç�º�˜�™
�”  �”�µ�É�¢�Þ�î�»�b�Ü�ß�î�»�@�m�·�[/œ�ƒ�€�Z�8�•6ë�
 �Þ�–�Ö  3 �«�–�µ�³�@  NSF �P�Â3Æ�K�Ý�î
�±�?�}�b�Ã�£�µ�º�†)E)F�K�Z3?3æ�M�•�G�\�@�•+�

PoE �µ+�
���_�
 Power over Ethernet>&PoE>'�µ+��_�X�8�Z1��Â�K�r�M��

• �G2°�V�_7Á�Š�@�j)%�I�€�Z�8�^�8�G�\�†�«�–�µ�³�@�è���K�S���œ�
 Power over Ethernet>&PoE>'
�P�Â�Ï�î�º�_�K)F�I�€�S�©�«�¥0�
›/œ�† =�>�|�g  IEEE 802.3af  =�Ð�b�w7Á/æ*(�_7Á�Š�†�j)%�[
�A�r�M��

• 7Á�Š�˜2��†�µ�t  CDP �b�§�Ï�î�º���w7Á/æ*(�c�
�˜2��K�Z�8�•7Á�Š5��†�«�–�µ�³�_3û%±�K�r�M��

• �©�«�¥�b�–�å�¸�Ü�ª�™�å�º7Á�Š'ö#.�b�§�Ï�î�º���w7Á/æ*(�>�|�g�«�–�µ�³�c�
7Á�Š�¿�¦�©�š�î
�©�Ù�å  CDP �Ó�µ�­�î�ª�_�|�W�Z�¿�¦�©�š�î�©�Ù�å�†/œ�8�
7Á�Š�˜2��Þ�Ë�Ý�_�X�8�Z�œ�–�K�r
�M���G�b�¿�¦�©�š�î�©�Ù�å�_�|�~�
9×7Á�Š�b�©�«�¥�w7Á/æ*(�c�
�q9×7Á�Š�Ô�î�»�[�·�8�[�A�•
�|�:�_�^�~�r�M��

• +¬�·�è���>�|�g�Ã�á�î  �Â�ª�™�µ�º���«�–�µ�³�c�Ã�á�î  �Â�ª�™�µ�º�†)T�â�K�
7Á�Š0[�Ó�†�Ô�½
�±�>�|�g3ã2§�K�
�<#Ý�[�A�•���œ�_�b�s7Á�Š�†�j)%�K�r�M��

�Ô�½�±�µ+�
���_�
�Ô�½�±�µ+��†&g�K�r�M��

• �«�–�µ�³  LED �_�|�•�
�Ï�î�º  �Þ�Ë�Ý�
�«�–�µ�³  �Þ�Ë�Ý�b�«�¸�î�±�«&�1�

• MAC �”�»�Þ�«3û%±�º�Û�µ�É�>�|�g  RADIUS �”�•�˜�å�¸�•�å�¢���«�–�µ�³�@�Û*f�r�S�c�P7V�K
�S MAC �”�»�Þ�«�†�–�Ñ�M�•�G�\�_�|�W�Z�
�¿�µ�º�á�î�¡�V�b�Ø�î�¨�†3ã2§�K�r�M��

• Switched Port Analyzer>&SPAN; �«�–�µ�³�»  �Ï�î�º  �”�¼�Û�–�¨>'�>�|�g  Remote SPAN>&RSPAN>'��
�õ�–�b�Ï�î�º�r�S�c  VLAN �_�X�8�Z�
�º�Û�Ç�•�µ�¡  �Ô�½�±�Ü�å�¢�@�•+��[�M��

• Intrusion Detection System>&IDS; �u
°�è%±�©�«�¸�Ò>'�_�>�E�•  SPAN �>�|�g  RSPAN �b�§�Ï�î�º��
�¿�µ�º�á�î�¡  �­�Ÿ�×�Ü�¸�•4*�o�†�Ô�½�±�
�Á3å�
�>�|�g�Þ�Ï�î�º�K�r�M��

• )��s3¸�s  RMON �š�î�ª�™�å�º�b  4 �X�b�¢�Ý�î�É>&�Ä�«�º�Ü�
)+0£�
�”�Û�î�Ò�
�>�|�g�–�Ë�å
�º>'�†�Q#Ý�K�Z�
�¿�µ�º�á�î�¡�†�Ô�½�±�K�
�º�Û�Ç�•�µ�¡0Ž�Ò�†/œ�:�G�\�@�[�A�r�M��

• Syslog �µ+���1�0É�r�S�c0Á�•�š�Û�î�
�Ü�¯�î�«�b�e8Ÿ�
�>�|�g�±�–�Ò�”�˜�º  �–�Ë�å�º�_6õ�M�•
�©�«�¸�Ò  �Ó�µ�­�î�ª�†0°6��K�r�M��

• �Þ�–�Ö  2 traceroute���Ã�£�µ�º�@3æ�™
–�¹�Â�–�«�?�}��
›�¹�Â�–�«�l3æ�}�€�•"@#.�Ã�«�†1‘�9�K
�r�M��

• Time Domain Reflector>&TDR>'�� 10/100/1000 �b5¡)z�–�î�§�¿�µ�º  �Ï�î�º�[�£�î�È�Ý�K)F�b�e8Ÿ
�†0Ç�•�K�
0Ž�ô�K�r�M��

• SFP �Ô�ª�×�î�Ý0Ç�•'ö#.�–�å�±�î�Ç�™�–�«�� SFP �Ô�ª�×�î�Ý�b"@#.�r�S�c�·�8�«�¸�î�±�«�†�Ô
�½�±�K�r�M��
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�«�–�µ�³�6�‡0¿���‹�b�¹�Ç�›�Ý�º�Í
�«�–�µ�³�c�É�Û�¢�”�å�»�É�Þ�–�·�8�_�P�Â�K�Z�8�•�S�u�
�²0[�^�b�c�«�–�µ�³�_�ö�•$×�^  IP �_��
�†�m�~�\�Z�
�¿�µ�º�á�î�¡
Æ�b�Ú�b�¹�Â�–�«�_�K)F�M�•�G�\�T�E�[�M��"I���b�¿�µ�º�á�î�¡  �½�î�¬
�@�6�•���œ�_�c�
�–�å�±�î�Ç�™�–�«�[�w�b0¿���Í�x�©�«�¸�Ò
²�/�b0¿���Í�†�š�f�[�A�r�M��

>&�@>' �È�Û�˜�¨�Ë�î�«�b  Express Setup �É�ß�¢�Û�Ò�_�|�•  IP �”�»�Þ�«�b�m�~�\�Z�_�X�8�Z�c�
 �� Getting
Started Guide���†�g!·�K�Z�C�T�I�8�� CLI �Ë�î�«�b0¿���É�ß�¢�Û�Ò�_�|�•  IP �”�»�Þ�«�b�m�~�\�Z�_
�X�8�Z�c�
�Á�î�»�˜�™�”  �–�å�«�º�Þ�î�©�Ù�å  �ž�–�»�†�g!·�K�Z�C�T�I�8��

�«�–�µ�³�†�r�W�S�C0¿���K�^�?�W�S���œ�
�«�–�µ�³�c���b�¹�Ç�›�Ý�º0¿���[�·�8�K�r�M��

• �¹�Ç�›�Ý�º  �«�–�µ�³  IP �”�»�Þ�«�
�§�È�¿�µ�º  �Ð�«�¡�
�¹�Ç�›�Ý�º  �¤�î�º�˜�™�–�c  0.0.0.0 �[
�M��0ò(ý�c�
 '¨ 3 'v���«�–�µ�³�b  IP �”�»�Þ�«�>�|�g  �¹�Ç�›�Ý�º  �¤�î�º�˜�™�–�b�m�~�\�Z�� �>
�|�g '¨ 21 'v�� DHCP �µ+��>�|�g  IP �¯�î�«  �ž�î�»�b0¿���� �†�g!·�K�Z�C�T�I�8��

• �»�Ó�–�å�¡�c�¹�Ç�›�Ý�º�[0¿���I�€�Z�8�r�O�‡��0ò(ý�c�
 '¨ 3 'v���«�–�µ�³�b  IP �”�»�Þ�«�>�|
�g  �¹�Ç�›�Ý�º  �¤�î�º�˜�™�–�b�m�~�\�Z�� �†�g!·�K�Z�C�T�I�8��

• DHCP �¡�Û�–�”�å�º�c�–�¿�î�È�Ý�
 DHCP �§�î�Â�c�–�¿�î�È�Ý�_0¿���I�€�Z�8�r�M >&DHCP �§�î
�Â�\�K�Z�·�8�M�•�¹�Â�–�«�@0¿���I�€�Z�8�Z�
�–�¿�î�È�Ý�b���œ�_�b�s>' �� DHCP �Ü�Þ�î  �š�î
�ª�™�å�º�c�–�¿�î�È�Ý�_0¿���I�€�Z�8�r�M>& DHCP �Ü�Þ�î  �š�î�ª�™�å�º�\�K�Z�·�8�M�•�¹�Â�–
�«�@0¿���I�€�Z�8�Z�
�–�¿�î�È�Ý�b���œ�_�b�s>' ��0ò(ý�c�
 '¨ 3 'v���«�–�µ�³�b  IP �”�»�Þ�«�>
�|�g  �¹�Ç�›�Ý�º  �¤�î�º�˜�™�–�b�m�~�\�Z�� �>�|�g '¨ 21 'v�� DHCP �µ+��>�|�g  IP �¯�î�«  �ž�î
�»�b0¿���� �†�g!·�K�Z�C�T�I�8��

• �«�–�µ�³  �¡�Û�«�±�c�¹�•�­�î�È�Ý�_0¿���I�€�Z�8�r�M���«�–�µ�³  �¡�Û�«�±�b0ò(ý�c�
 '¨ 5 'v
���«�–�µ�³�b�¡�Û�«�±�ì�� �>�|�g  Cisco.com �?�}
°�m�[�A�•�� Getting Started with Cisco Network
Assistant���†�g!·�K�Z�C�T�I�8��

• �Ã�«�á�î�»�c��*O�I�€�Z�8�r�O�‡��0ò(ý�c�
 '¨ 6 'v���«�–�µ�³�b'ö#.�� �†�g!·�K�Z�C�T�I�8��

• �©�«�¸�Ò�¡�\�É�ß�å�É�º�c Switch �[�M�� 0ò(ý�c�
 '¨ 6 'v���«�–�µ�³�b'ö#.�� �†�g!·�K�Z�C�T�I�8��

• NTP �c�–�¿�î�È�Ý�_0¿���I�€�Z�8�r�M�� 0ò(ý�c�
 '¨ 6 'v���«�–�µ�³�b'ö#.�� �†�g!·�K�Z�C�T�I�8��

• DNS �c�–�¿�î�È�Ý�_0¿���I�€�Z�8�r�M�� 0ò(ý�c�
 '¨ 6 'v���«�–�µ�³�b'ö#.�� �†�g!·�K�Z�C�T�I�8��

• TACACS+ �c�¹�•�­�î�È�Ý�_0¿���I�€�Z�8�r�M��0ò(ý�c�
 '¨ 6 'v���«�–�µ�³�b'ö#.�� �†�g!·�K
�Z�C�T�I�8��

• RADIUS �c�¹�•�­�î�È�Ý�_0¿���I�€�Z�8�r�M��0ò(ý�c�
 '¨ 6 'v���«�–�µ�³�b'ö#.�� �†�g!·�K�Z
�C�T�I�8��

• �† =�b  HTTP �§�î�Â�>�|�g  SSL HTTPS �§�î�Â�c�g�‰�\�v�–�¿�î�È�Ý�_0¿���I�€�Z�8�r�M��0ò
(ý�c�
 '¨ 6 'v���«�–�µ�³�b'ö#.�� �†�g!·�K�Z�C�T�I�8��

• IEEE 802.1x �c�¹�•�­�î�È�Ý�_0¿���I�€�Z�8�r�M��0ò(ý�c�
 '¨ 9 'v�� IEEE 802.1x �Ï�î�º�Ë�î�«
1�0É�b0¿���� �†�g!·�K�Z�C�T�I�8��

• �Ï�î�º  �Ã�Û�Ó�î�±

>+ �·�8�Ô�î�»�c�Þ�–�Ö  2>&�«�–�µ�³�Ï�î�º>'�[�M��0ò(ý�c�
 '¨ 10 'v���–�å�±�î�Ç�™�–�«"I�ö
�b0¿���� �†�g!·�K�Z�C�T�I�8��

>+ �–�å�±�î�Ç�™�–�«3ÿ�Ø�>�|�g�¹�×�É�Þ�µ�¡�«  �Ô�î�»�@+¬�·�¿�¦�©�š�î�©�Ù�å�_0¿���I�€
�Z�8�r�M��0ò(ý�c�
 '¨ 10 'v���–�å�±�î�Ç�™�–�«"I�ö�b0¿���� �†�g!·�K�Z�C�T�I�8��

>+ Auto-MDIX �c�–�¿�î�È�Ý�_0¿���I�€�Z�8�r�M��0ò(ý�c�
 '¨ 10 'v���–�å�±�î�Ç�™�–�«"I�ö
�b0¿���� �†�g!·�K�Z�C�T�I�8��
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>&�@>' Cisco IOS Release 12.2(20)SE �|�~�S�b�Ü�Ü�î�«�[�c�
 auto-MDIX �b�¹�Ç�›�Ý�º0¿���c
�¹�•�­�î�È�Ý�[�M��

>+ �Ç�ß�î�D�š�c�¹�•�­�î�È�Ý�_0¿���I�€�Z�8�r�M��0ò(ý�c�
 '¨ 10 'v���–�å�±�î�Ç�™�–�«"I�ö
�b0¿���� �†�g!·�K�Z�C�T�I�8��

>+ PoE �c+¬�·�¿�¦�©�š�î�©�Ù�å�_0¿���I�€�Z�8�r�M��0ò(ý�c�
 '¨ 10 'v���–�å�±�î�Ç�™�–�«"I
�ö�b0¿���� �†�g!·�K�Z�C�T�I�8��

• SmartPort �Ð�¡�ß�c��*O�I�€�Z�8�r�O�‡��0ò(ý�c�
 '¨ 11 'v�� SmartPort �Ð�¡�ß�b0¿���� �†�g!·�K
�Z�C�T�I�8��

• VLAN

>+ �¹�Ç�›�Ý�º  VLAN �c  VLAN 1 �[�M�� 0ò(ý�c�
 '¨ 12 'v�� VLAN �b0¿���� �†�g!·�K�Z�C�T�I�8��

>+ VLAN �º�Û�å�Ÿ�å�¢0¿���c  dynamic auto>&DTP>'�[�M��0ò(ý�c�
 '¨ 12 'v�� VLAN �b0¿����
�†�g!·�K�Z�C�T�I�8��

>+ �º�Û�å�¡  �•�É�­�Ý�ì�c�¿�¦�©�š�î�©�Ù�å�[�M��0ò(ý�c�
 '¨ 12 'v�� VLAN �b0¿���� �†�g!·
�K�Z�C�T�I�8��

>+ VTP �Ô�î�»�c�§�î�Â�[�M��0ò(ý�c�
 '¨ 13 'v�� VTP �b0¿���� �†�g!·�K�Z�C�T�I�8��

>+ VTP �Â�î�ª�Ù�å�c�Â�î�ª�Ù�å  1 �[�M�� 0ò(ý�c�
 '¨ 13 'v�� VTP �b0¿���� �†�g!·�K�Z�C�T�I�8��

>+ �É�Û�–�Ë�î�º  VLAN �c0¿���I�€�Z�8�r�O�‡��0ò(ý�c�
 '¨ 14 'v���É�Û�–�Ë�î�º  VLAN �b0¿
���� �†�g!·�K�Z�C�T�I�8��

> + 8 b� Œ VLAN �c�¹�•�­�î�È�Ý�_0¿���I�€�Z�8�r�M��0ò(ý�c�
 '¨ 15 'v��8b�Œ  VLAN �b0¿����
�†�g!·�K�Z�C�T�I�8��

• IEEE 802.1Q �º�å�¿�Ü�å�¢�>�|�g�Þ�–�Ö  2 �É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢�c�¹�•�­�î�È�Ý�_0¿���I�€
�Z�8�r�M��0ò(ý�c�
 '¨ 16 'v�� IEEE 802.1Q �º�å�¿�Ü�å�¢�>�|�g�Þ�–�Ö  2 �É�ß�º�¥�Ý  �º�å�¿�Ü�å
�¢�b0¿���� �†�g!·�K�Z�C�T�I�8��

• STP �b���œ�
 PVST+ �c  VLAN 1 �[�–�¿�î�È�Ý�_0¿���I�€�Z�8�r�M��0ò(ý�c�
 '¨ 17 'v�� STP �b
0¿���� �†�g!·�K�Z�C�T�I�8��

• MSTP �c�¹�•�­�î�È�Ý�_0¿���I�€�Z�8�r�M��0ò(ý�c�
 '¨ 18 'v�� MSTP �b0¿���� �†�g!·�K�Z�C�T
�I�8��

• �œ�É�©�Ù�å�b�«�Ã�½�å�¢�¶�Ü�î�µ+��c�¹�•�­�î�È�Ý�_0¿���I�€�Z�8�r�M��0ò(ý�c�
 '¨ 19 'v���œ
�É�©�Ù�å�b�«�Ã�½�å�¢�¶�Ü�î�µ+��b0¿���� �†�g!·�K�Z�C�T�I�8��

• Flex Link �c0¿���I�€�Z�8�r�O�‡��0ò(ý�c�
 '¨ 20 'v�� Flex Link �>�|�g  MAC �”�»�Þ�«  �¸�î�È�Ý
&ã�·�f�‚�µ+��b0¿���� �†�g!·�K�Z�C�T�I�8��

• DHCP �«�¾�î�Æ�å�¢�c�¹�•�­�î�È�Ý�_0¿���I�€�Z�8�r�M�� DHCP �«�¾�î�Æ�å�¢�_���œ�É�©�Ù�å
�c�–�¿�î�È�Ý�_0¿���I�€�Z�8�r�M��0ò(ý�c�
 '¨ 21 'v�� DHCP �µ+��>�|�g  IP �¯�î�«  �ž�î�»�b0¿
���� �†�g!·�K�Z�C�T�I�8��

• IP �¯�î�«  �ž�î�»�c�¹�•�­�î�È�Ý�_0¿���I�€�Z�8�r�M��0ò(ý�c�
 '¨ 21 'v�� DHCP �µ+��>�|�g  IP
�¯�î�«  �ž�î�»�b0¿���� �†�g!·�K�Z�C�T�I�8��

• �²�–�¼�Ñ�µ�¡  ARP �è���c�M�m�Z�b  VLAN �[�¹�•�­�î�È�Ý�_0¿���I�€�Z�8�r�M��0ò(ý�c�
 '¨ 22
'v���²�–�¼�Ñ�µ�¡  ARP �è���b0¿���� �†�g!·�K�Z�C�T�I�8��

• IGMP �«�¾�î�Æ�å�¢�c�–�¿�î�È�Ý�_0¿���I�€�Z�8�r�M�� IGMP �Ç�•�Ý�±�c4:#Ý�I�€�Z�8�r�O�‡��
0ò(ý�c�
 '¨ 23 'v�� IGMP �«�¾�î�Æ�å�¢�>�|�g  MVR �b0¿���� �†�g!·�K�Z�C�T�I�8��

• IGMP �«�ß�µ�º�Ü�å�¢0¿���c�Ä�°�I�€�r�M��0ò(ý�c�
 '¨ 23 'v�� IGMP �«�¾�î�Æ�å�¢�>�|�g  MVR
�b0¿���� �†�g!·�K�Z�C�T�I�8��

• IGMP �«�¾�î�Æ�å�¢  �¡�š�Ü�”�µ+��c�¹�•�­�î�È�Ý�_0¿���I�€�Z�8�r�M�� 0ò(ý�c�
 '¨ 23 'v�� IGMP
�«�¾�î�Æ�å�¢�>�|�g  MVR �b0¿���� �†�g!·�K�Z�C�T�I�8��

• MVR �c�¹�•�­�î�È�Ý�_0¿���I�€�Z�8�r�M��0ò(ý�c�
 '¨ 23 'v�� IGMP �«�¾�î�Æ�å�¢�>�|�g  MVR
�b0¿���� �†�g!·�K�Z�C�T�I�8��
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• �Ï�î�º�Ë�î�«  �º�Û�Ç�•�µ�¡

>+ �È�ß�î�»�Ÿ�Õ�«�º�
�Ð�Ý�³�Ÿ�Õ�«�º�
�>�|�g�Ø�½�Ÿ�Õ�«�º  �«�º�î�Ò�D�š�c�¹�•�­�î�È�Ý�_
0¿���I�€�Z�8�r�M��0ò(ý�c�
 '¨ 24 'v���Ï�î�º�"�)�b�º�Û�Ç�•�µ�¡�D�š�b0¿���� �†�g!·�K�Z
�C�T�I�8��

>+ �–1¤�Ï�î�º�c��*O�I�€�Z�8�r�O�‡��0ò(ý�c�
 '¨ 24 'v���Ï�î�º�"�)�b�º�Û�Ç�•�µ�¡�D�š�b0¿
���� �†�g!·�K�Z�C�T�I�8��

>+ �Ø�½�Ÿ�Õ�«�º�>�|�g�Ð�Ý�³�Ÿ�Õ�«�º  �º�Û�Ç�•�µ�¡  �Ç�Û�µ�¹�•�å�¢�c�È�ß�µ�¡�I�€�Z�8�r
�O�‡��0ò(ý�c�
 '¨ 24 'v���Ï�î�º�"�)�b�º�Û�Ç�•�µ�¡�D�š�b0¿���� �†�g!·�K�Z�C�T�I�8��

>+ �­�Ÿ�×�”  �Ï�î�º�c0¿���I�€�Z�8�r�O�‡��0ò(ý�c�
 '¨ 24 'v���Ï�î�º�"�)�b�º�Û�Ç�•�µ�¡�D
�š�b0¿���� �†�g!·�K�Z�C�T�I�8��

• CDP �c�–�¿�î�È�Ý�_0¿���I�€�Z�8�r�M��0ò(ý�c�
 '¨ 25 'v�� CDP �b0¿���� �†�g!·�K�Z�C�T�I�8��

• UDLD �c�¹�•�­�î�È�Ý�_0¿���I�€�Z�8�r�M��0ò(ý�c�
 '¨ 26 'v�� UDLD �b0¿���� �†�g!·�K�Z�C
�T�I�8��

• SPAN �>�|�g  RSPAN �c�¹�•�­�î�È�Ý�_0¿���I�€�Z�8�r�M��0ò(ý�c�
 '¨ 27 'v�� SPAN �>�|�g
RSPAN �b0¿���� �†�g!·�K�Z�C�T�I�8��

• RMON �c�¹�•�­�î�È�Ý�_0¿���I�€�Z�8�r�M��0ò(ý�c�
 '¨ 28 'v�� RMON �b0¿���� �†�g!·�K�Z�C
�T�I�8��

• Syslog �Ó�µ�­�î�ª�c�–�¿�î�È�Ý�_0¿���I�€�
�¥�å�¯�î�Ý�V�_/²&g�I�€�r�M��0ò(ý�c�
 '¨ 29 'v
���©�«�¸�Ò  �Ó�µ�­�î�ª  �ß� �å�¢�b0¿���� �†�g!·�K�Z�C�T�I�8��

• SNMP �c�–�¿�î�È�Ý�_0¿���I�€�Z�8�r�M>&�Â�î�ª�Ù�å 1>'��0ò(ý�c�
 '¨ 30 'v�� SNMP �b0¿���� �†
�g!·�K�Z�C�T�I�8��

• ACL �c0¿���I�€�Z�8�r�O�‡��0ò(ý�c�
 '¨ 31 'v�� ACL �_�|�•�¿�µ�º�á�î�¡  �­�Ÿ�×�Ü�¸�•�b0¿
���� �†�g!·�K�Z�C�T�I�8��

• QoS �c�¹�•�­�î�È�Ý�_0¿���I�€�Z�8�r�M�� 0ò(ý�c�
 '¨ 32 'v�� QoS �b0¿���� �†�g!·�K�Z�C�T�I�8��

• EtherChannel �c0¿���I�€�Z�8�r�O�‡��0ò(ý�c�
 '¨ 33 'v�� EtherChannels �>�|�g�Ü�å�¡�«�¸�î�º3ã
2§�b0¿���� �†�g!·�K�Z�C�T�I�8��

• IP �Ø�½�Ÿ�Õ�«�º  �Ý�î�¸�•�å�¢�c�¹�•�­�î�È�Ý�_0¿���I�€�Z�8�r�M��0ò(ý�c�
 '¨ 34 'v�� IP �Ø�½
�Ÿ�Õ�«�º  �Ý�î�¸�•�å�¢�b0¿���� �†�g!·�K�Z�C�T�I�8��

• HSRP �¢�Ý�î�É�c0¿���I�€�Z�8�r�M��0ò(ý�c�
 '¨ 38 'v�� HSRP �b0¿���� �†�g!·�K�Z�C�T�I�8��

• IP �Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�¸�•�å�¢�c�M�m�Z�b�–�å�±�î�Ç�™�–�«�[�¹�•�­�î�È�Ý�_0¿���I�€�Z�8
�r�M��0ò(ý�c�
 '¨ 39 'v�� IP �Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�¸�•�å�¢�b0¿���� �†�g!·�K�Z�C�T�I�8��

• MSDP �c�¹�•�­�î�È�Ý�_0¿���I�€�Z�8�r�M��0ò(ý�c�
 '¨ 40 'v�� MSDP �b0¿���� �†�g!·�K�Z�C�T
�I�8��

• �Ç�›�î�Ý�Â�µ�¡  �È�Ü�µ�ª�å�¢�c0¿���I�€�Z�8�r�O�‡��0ò(ý�c�
 '¨ 41 'v���Ç�›�î�Ý�Â�µ�¡  �È
�Ü�µ�ª�å�¢�b0¿���� �†�g!·�K�Z�C�T�I�8��
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�¿�µ�º�á�î�¡�b�S�B�[
�G�G�[�c�
�¿�µ�º�á�î�¡�S�B�b�+0[�_�X�8�Z1��Â�K�
�«�–�µ�³�†�Q#Ý�K�Z�S#Ý�¿�µ�º�á�î�¡  �­�¢�Ó
�å�º�†�8�B�K�Z�Ç�“�«�º  �–�î�§�¿�µ�º�>�|�g� �ž�Å�µ�º  �–�î�§�¿�µ�º�K)F�[�­�¢�Ó�å�º�†%&�«�K
)F�M�•�[�†&g�K�r�M��

• ���«�–�µ�³�†�Q#Ý�M�•���œ�b0¿0£�+�Õ�� >&p.1-15>'

• �� Catalyst 3560 �«�–�µ�³�†�Q#Ý�K�S�p�`0d�•�b�¿�µ�º�á�î�¡�� >&p.1-19>'

• �� Catalyst 3560 �«�–�µ�³�_�|�•�±0d�•�¿�µ�º�á�î�¡�� >&p.1-20>'

• ��6×2¥7³�È�•�æ�º�Û�å�«�Ï�î�º�b�S�B�� >&p.1-22>'

�«�–�µ�³�†�Q#Ý�M�•���œ�b0¿0£�+�Õ
�¿�µ�º�á�î�¡�•�æ�œ�†�u�D�W�Z�¿�µ�º�á�î�¡  �Ø�î�¨�@'‡�œ�M�•�\�
 �¹�î�±�b3æ�w�™�_0[�M�•�ì6ë�@
6×�C�^�~�r�M���¿�µ�º�á�î�¡�†0¿0£�M�•�ì!l�[�
�¿�µ�º�á�î�¡  �Ø�î�¨�@�²0[�\�M�•�•�æ�œ�†*ƒ�Ö�M
�•�\�\�v�_�
 �Ø�î�¨�@�Q#Ý�M�•�›'��¿�µ�º�á�î�¡  �”�É�Ü�£�î�©�Ù�å�b%&�P$×�^
ƒ
›8p�)�_�X�8�Z�è
0¦�M�•�²0[�@�6�~�r�M��

/² 1-1 �_�
�¿�µ�º�á�î�¡  �Ã�Ç�›�î�Ð�å�«�@�*�W�M�•�N�I�†1��Â�M�•�\�\�v�_�
�¿�µ�º�á�î�¡  �Ø�î�¨
�@�Q#Ý�[�A�•�•�æ�œ�†�Q�•�I�O�•�S�u�b�
�¿�µ�º�á�î�¡�b0¿0£�‰�2�†&g�K�r�M��

�¿�µ�º�á�î�¡0¿0£�[�c�
�•�æ�œ�@�O�M�b*ƒ�Ö�¦8o�\�8�:�ƒ�E�[�c�6�~�r�O�‡���¿�µ�º�á�î�¡  �º�Û
�Ç�•�µ�¡�b�É�ß�Ç�“�–�Ý�@$Î�Ž�M�•�_�K�S�@�W�Z�
8b�Œ�\�¹�î�±�b)+�œ�
�Ð�Ý�³�Ó�¹�•�”�b)+�œ�

�”�É�Ü�£�î�©�Ù�å�b�É�Û�–�œ�Ü�¸�•��#.�
�>�|�g�­�Ÿ�×�Ü�¸�•�_�P�Â�M�•�”�É�Ü�£�î�©�Ù�å�†�§
�Ï�î�º�[�A�•�|�:�^�¿�µ�º�á�î�¡  �§�î�Å�«�b�f�j�†�è0¦�K�Z�C�T�I�8�� /² 1-2 �[�
�¿�µ�º�á�î�¡�_
�P�M�•7Â0[�_�X�8�Z1��Â�K�
�Q�b7Â0[�† 6�S�M�‰�2�†&g�K�r�M��

/² 1-1 �¿�µ�º�á�î�¡  �Ã�Ç�›�î�Ð�å�«�b�¥�V

�¿�µ�º�á�î�¡�_�P�M�•7Â0[ �N�á�M�•0¿0£�‰�'

1 �X�b�¿�µ�º�á�î�¡  �­�¢�Ó�å�º�_�¨�C�b�Ø�î
�¨�@7Ÿ�p�K�M�B�
�–�å�±�î�¿�µ�º�l�”�¡�­�«
�M�•�Ø�î�¨�@�Q�•�K�Z�8�•��

• �•�æ�œ�†
¹�w�M�•�Ø�î�¨�X�@�a�^�C�^�•�|�:
�_�
�|�~�`�I�8�¿�µ�º�á�î�¡  �­�¢�Ó�å�º�†�8
�B�K�r�M�� �I�}�_  VLAN �>�|�g  IP �§�È�¿�µ�º
�†�Q#Ý�K�Z�
�¿�µ�º�á�î�¡  �Ü�¯�î�«�_8–)¾�_
�”�¡�­�«�M�•�Ø�î�¨�\� �L1=#.�¿�µ�º�á�î�¡
�V�_�
�Q�b�Ü�¯�î�«�†4Ä*(�K�r�M��

• �«�–�µ�³�\�K)F
›�á�î�¡�«�¸�î�©�Ù�å�\�b6ë
�[�

²�§5�3û�™�†�Q#Ý�K�r�M��

• �‚�K�8  PC�
�á�î�¡�«�¸�î�©�Ù�å�
�>�|�g
�§�î�Â�b�Ã�á�î�b�Q�±

• �¿�µ�º�á�î�¡  �”�É�Ü�£�î�©�Ù�å>&�±��5�
�b�ç�Ü�Ç�“�–�Ý�Ü�A7Á�Ê�Ó�î�Ý�^�]>'�>
�|�g�•�æ�œ�†�¨#Ý�M�•�”�É�Ü�£�î�©�Ù�å

>&�Ð�Ý�³�Ó�¹�•�”�^�]>'�_�|�•�•�æ�œ7Â0[
�b�Q�±

• �¿�µ�º�á�î�¡  �Ø�î�¨�@'¼�K�C�”�¡�­�«�M�•�²
0[�@�6�•�§�î�Â�
�Ý�î�±�^�]�b�¢�ß�î�Â�Ý  �Ü
�¯�î�«�†9×3ÿ�«�–�µ�³  �Ï�î�º�_%$�K�K)F�K�

�›�Ø�î�¨�_�S#Ý�b9×3ÿ�­�¢�Ó�å�º�†�Z�<�r
�M��

• �«�–�µ�³�\�K)F
›�§�î�Â�>�|�g�Ý�î�±6ë�[
EtherChannel �µ+��†�Q#Ý�K�r�M��
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/² 1-2 �¿�µ�º�á�î�¡  �§�î�Å�«�b�f�j

�¿�µ�º�á�î�¡�_�P�M�•7Â0[ �N�á�M�•0¿0£�‰�'

�Ð�Ý�³�Ó�¹�•�”  �”�É�Ü�£�î�©�Ù�å�_�>�E�•
�•�æ�œ�b� "á$×�^�<#Ý�>�|�g�Ñ�µ�©�Ù�å  �¡
�Ü�¸�•�•�Ý�^�”�É�Ü�£�î�©�Ù�å�_�P�M�•�•�æ
�œ�–0É

• IGMP �«�¾�î�Æ�å�¢�†�<#Ý�K�Z�
�Ð�Ý�³�Ó�¹�•�”�>�|�g�Ð�Ý�³�Ÿ�Õ
�«�º  �º�Û�Ç�•�µ�¡�†� "á$×�_3?3æ�K�r�M��

• �Ã�£�µ�º�(8®�
�Ð�î�Ÿ�å�¢�
�«�£�ª�×�î�Ü�å�¢�
3}3u�G4J�^�]�
�Ú
�b  QoS �Ó�•�½�¬�Ò�†�Q#Ý�K�
 4:�)�^�É�Û�–�œ�Ü�¸�•  �Þ�Ë�Ý�†�æ���K
�Z�º�Û�Ç�•�µ�¡�†�(8®�K�
�q�±7H�b��3>�ö�†�“�^�@�}�
�Ñ�µ�©�Ù�å
�¡�Ü�¸�•�•�Ý�^�Ø�½�Ÿ�Õ�«�º�
 �Ð�Ý�³�Ÿ�Õ�«�º�
 �>�|�g�Ð�Ý�³�Ó�¹�•
�”  �”�É�Ü�£�î�©�Ù�å�†�§�Ï�î�º�[�A�•�|�:�_�K�r�M��

• �œ�É�©�Ù�å�b  IP �Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�¸�•�å�¢�†�Q#Ý�K�Z�
�Ð�Ý�³
�Ÿ�Õ�«�º  �º�Û�Ç�•�µ�¡�_�|�~4:�K�S�¿�µ�º�á�î�¡�†0¿0£�K�r�M��

• MVR �†�Q#Ý�K�Z�
�Ð�Ý�³�Ÿ�Õ�«�º  VLAN �V�[�Ð�Ý�³�Ÿ�Õ�«�º  �«�º
�Ü�î�Ò�†)E)F$×�_3æ�™�K�
�^�>�?�X�•�æ�œ�>�|�g�­�Ÿ�×�Ü�¸�•�V�b
#.#ä�?�}�
�Q�€�}�b�«�º�Ü�î�Ò�†�•
°*…  VLAN �?�}�(7³�K�r�M��

�–�ì�œ�å �b�Ñ�µ�©�Ù�å  �¡�Ü�¸�•�•�Ý�^�”�É
�Ü�£�î�©�Ù�å�†��#'�M�•�S�u�b�
�¿�µ�º�á�î
�¡�b
Õ6×�ö�>�|�g�”�Ë�–�Û�Å�Ü�¸�•�_�P�M�•
�±�A�^7Â0[

• HSRP �†�Q#Ý�K�Z�
�¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�\�Ý�î�±�b
Õ6×�S�B
�†&�'g�K�r�M��

• VLAN �º�Û�å�¡�>�|�g  BackboneFast �†�Q#Ý�K�Z�
�”�µ�É�Ü�å�¡  �Ï�î
�º�V�[�º�Û�Ç�•�µ�¡�b�ß�î�»�Â�Û�å�©�å�¢�†��/œ�K�
 VLAN �º�Û
�Ç�•�µ�¡�b3?3æ�ì�_�Ï�î�º  �¥�«�º�@�*�8�”�µ�É�Ü�å�¡  �Ï�î�º�@4E
�¥�I�€�•�|�:�_�K�r�M��

IP �¸�Þ�Ç�›�½�î�_�P�M�•�‚�K�87Â0[ • QoS �†�Q#Ý�K�Z�
3}3u�b$Î#Õ�ì�_  IP �¸�Þ�Ç�›�½�î�^�]�b�”�É�Ü�£�î
�©�Ù�å�†
ƒ
›8p�)�Ü�E�K�
�¿�µ�º�á�î�¡
Æ�[$Î#Õ�M�•4����>�|�g
�ª�µ�±�†�D�š�[�A�•�|�:�_�K�r�M��

• 1 �Ï�î�º�6�S�~�a�^�C�\�v  2 �X�b�Ÿ�×�î�†�§�Ï�î�º�M�•�«�–�µ�³�†
�Q#Ý�K�Z�
8b�Œ�>�|�g�¹�î�±  �º�Û�Ç�•�µ�¡�b�É�Û�–�œ�Ü�¸�•�†  IEEE
802.1p/Q �_�ö�Y�C�Á�–  �É�Û�–�œ�Ü�¸�•�r�S�c�ß�î  �É�Û�–�œ�Ü�¸�•
�b�8�N�€�?�_0¿���K�r�M���«�–�µ�³�c�
 1 �Ï�î�º�6�S�~�a�^�C�\�v  4
�X�b�Ÿ�×�î�†�§�Ï�î�º�K�r�M��

• Voice VLAN ID>&VVID >'�†�Q#Ý�K�Z�
8b�Œ�º�Û�Ç�•�µ�¡�_�9�¶�b
VLAN �†#Ý�–�K�r�M��

�¤�Ñ�b�–�å�Ç�Û�«�º�Û�¡�³�Õ�†�<#Ý�K�Z�
+¬
�ï�r�S�c�
&k�?�}�–�å�±�î�¿�µ�º�r�S�c�–�å
�º�Û�¿�µ�º�l�¹�î�±�>�|�g8b�Œ�†9×3ÿ�[��3æ
�M�•7Â0[�b�Q�±

Catalyst Long-Reach Ethernet>&LRE>'�«�–�µ�³�†�Q#Ý�K�Z�
�¤�Ñ�b�–�å�Ç
�Û�«�º�Û�¡�³�Õ>&�¤�Ñ�b7Á0ð�G)z�^�]>'�V�[�q�±  15 MB �b  IP �K)F�†�f
�j�K�r�M��

>&�@>' LRE �c�
 Catalyst 2900 LRE XL �>�|�g  Catalyst 2950 LRE �«�–�µ�³
�_�G#Ý�I�€�Z�8�•�¸�¡�À�ß�ª�î�[�M�� LRE �_�X�8�Z�c�
 �›�«�–�µ
�³�[�w�b�Ð�½�×�”�Ý  �­�µ�º�†�g!·�K�Z�C�T�I�8��
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�«�–�µ�³�†�Q#Ý�K�Z�
�è�W�†�8�B�[�A�r�M��

• 9×�ö+��á�î�¡�¢�Ý�î�É�_4:�K�S�¥�«�º� "á�b9×�8� �ž�Å�µ�º�¶�î�¹�«�¡�º�µ�É >&�W1-1>' �Š �¿�µ
�º�á�î�¡  �Ü�¯�î�«�l�b9×3ÿ�”�¡�­�«�†��#'�M�•�_�c�
 Catalyst 3560  �«�–�µ�³�†�”�¡�­�«  �Þ�–
�Ö�[�Q#Ý�K�Z�
�¹�«�¡�º�µ�É�_� �ž�Å�µ�º  �–�î�§�¿�µ�º�†�f�j�K�r�M��3}3u�†�G4J�M�•�S�u
�_�
�›�«�–�µ�³�V�[  QoS DSCP �Ð�î�Ÿ�å�¢�_�|�•�É�Û�–�œ�Ü�¸�•0¿���†�Q#Ý�K�r�M���¹�•�«�º
�Ü�Å�×�î�©�Ù�å  �Þ�–�Ö�[9×3ÿ  IP 3?3æ�†��#'�M�•�_�c�
 �”�¡�­�«  �Þ�–�Ö�b�«�–�µ�³�†�
 �Ý�î�¸�•
�å�¢�µ+��†
��<�S� �ž�Å�µ�º  �Ð�Ý�³�Þ�–�Ö  �«�–�µ�³>& Catalyst 3750 �«�–�µ�³�^�]>'�r�S�c�Ý�î
�±�_�K)F�K�r�M��

�q�6�b�W�c�(7³�I�€�S9×�ö+��á�î�¡�¢�Ý�î�É�[�M�� Catalyst 3560 �«�–�µ�³�@�¹�•�«�º�Ü�Å�×�î
�©�Ù�å  �Þ�–�Ö�b  Catalyst 3750 �«�–�µ�³�_�K)F�I�€�Z�8�r�M�� 2 $��u�b�W�c�
�È�Û�å�³  �œ�Ç�•�«
�b9×�ö+��á�î�¡�¢�Ý�î�É�[�M�� Catalyst 3560 �«�–�µ�³�@�¹�•�«�º�Ü�Å�×�î�©�Ù�å  �Þ�–�Ö�b�Ý�î
�±�_�K)F�I�€�Z�8�r�M��

�G�b�S�B�[�c�
�›�«�–�µ�³�c�¿�µ�º�á�î�¡  �Ü�¯�î�«�_�”�¡�­�«�M�•�S�u�b�
�S#Ý�b  1 Gbps �K
)F�†�Ø�î�¨�_�f�j�K�r�M�� SFP �Ô�ª�×�î�Ý�†�Q#Ý�M�•�\�

œ�Ç�“�–�Â�K)F�_�>�E�•�Ó�¹�•�”�>
�|�g2¥7³�b�œ�É�©�Ù�å�_��3>�ö�@�f�j�I�€�r�M��

�W1-1 9×�ö+��á�î�¡�¢�Ý�î�É>&� �ž�Å�µ�º�¶�î�¹�«�¡�º�µ�É>'
89

37
3

Catalyst 

Catalyst 3750

89
37

4

Cisco 2600

Catalyst 
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• �§�î�Â7Ÿ(Ù>& �W1-2>' �Š �«�–�µ�³�†�Q#Ý�K�Z�
�§�î�Â  �¢�Ý�î�É�†%&�«�K)F�K�
�¿�µ�º�á�î�¡�b
"@#.$×�^�­�Ÿ�×�Ü�¸�•�\'ö#.�†�M
–�ì�[�A�r�M���¹�•�«�º�Ü�Å�×�î�©�Ù�å  �Þ�–�Ö�[9×3ÿ  IP 3?
3æ�†��#'�M�•�_�c�
�”�¡�­�«  �Þ�–�Ö  �«�–�µ�³�†�
�Ý�î�¸�•�å�¢�µ+��†
��<�S�Ð�Ý�³�Þ�–�Ö  �«
�–�µ�³�_�K)F�K�r�M��� �ž�Å�µ�º�b%&�«�K)F�_�|�W�Z�
�¹�î�±  �Ç�ß�î�b4����†�q�`7H�_�š�<�•
�G�\�@�[�A�r�M��

�«�–�µ�³�V�b  QoS �>�|�g�Ï�Ü�©�å�¢�_�|�W�Z�
"I���b�¹�î�±  �«�º�Ü�î�Ò�@�²0[�_�Â�L�Z
ƒ
›
$×�_��#.�I�€�r�M���º�Û�Ç�•�µ�¡  �«�º�Ü�î�Ò�c�8�C�X�?�b)�2°�_�(�E�}�€�Z��#.�I�€�r�M���«
�–�µ�³�b�­�Ÿ�×�Ü�¸�•�µ+��_�|�W�Z�
�Ã�£�µ�º�b9×3ÿ��#.�@�–0É�I�€�r�M��

�§�î�Â  �Û�µ�¡�?�}�¥�”�l�b*•7€���ö�c�
 
Õ6×� �ž�Å�µ�º  EtherChannel �†�w�M�•�«�–�µ�³�_�K)F
�I�€�S�
�¹�×�”�Ý  �Í�î�Ñ�å�¢  �§�î�Â�_�|�W�Z4)�B�I�€�r�M��

�«�–�µ�³�b�¹�×�”�Ý  SFP �”�µ�É�Ü�å�¡�†�Q#Ý�M�•�\�
 �¿�µ�º�á�î�¡  �¥�”�_
Õ6×�”�µ�É�Ü�å�¡�@
�f�j�I�€�r�M�� SFP �Ô�ª�×�î�Ý�†�Q#Ý�M�•�\�

œ�Ç�“�–�Â�K)F�_�>�E�•�Ó�¹�•�”�>�|�g2¥7³�b
�œ�É�©�Ù�å�_��3>�ö�@�f�j�I�€�r�M��

�W1-2 �§�î�Â7Ÿ(Ù

89
37

6

Catalyst
6500 

Catalyst 3750
StackWise 

Catalyst 
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Catalyst 3560 �«�–�µ�³�†�Q#Ý�K�S�p�`0d�•�b�¿�µ�º�á�î�¡
�W1-3 �_�
�q�±  500 �Ç�b&k�(�†�P1ß�\�M�•�¿�µ�º�á�î�¡�b�S�B�[�†&g�K�r�M���G�b�¿�µ�º�á�î�¡�c�

Catalyst 3560 �Þ�–�Ö  3 �«�–�µ�³�†�Q#Ý�K�
�Ø�î�¨�@  2 �X�b�Ý�î�±�_9×3ÿ�K)F�[�A�•�|�:�_�K�r�M��
�r�S�
�¿�µ�º�á�î�¡�™8—�ö�\�ß�î�»�Â�Û�å�©�å�¢�†��#'�M�•�S�u�
�Ý�î�±�\�«�–�µ�³�V�[  HSRP �@
�–�¿�î�È�Ý�_�^�W�Z�8�r�M���G�€�_�|�~�
�Ý�î�±�r�S�c�«�–�µ�³�b�8�N�€�?�_7€���@$Î#Õ�K�S���œ
�[�v�
�–�å�±�î�¿�µ�º�
 WAN�
�>�|�g�Ñ�µ�©�Ù�å�¡�Ü�¸�•�•�Ý�^�¿�µ�º�á�î�¡  �Ü�¯�î�«�l�b�K)F
�@�–0É�I�€�r�M���«�–�µ�³�c�
�|�~9×3ÿ�_�Ç�™�î�Ý�œ�î�Â�î�†��/œ�M�•�S�u�_�Ý�î�¸�µ�»  �”�µ�É�Ü
�å�¡�†�Q#Ý�K�Z�8�r�M���r�S�
2�,´�(�S�\
Õ6×�S�B#Ý�_'¼�o�¥�«�º  �Ý�î�¸�•�å�¢�@0¿���I�€�Z�8�r
�M��

�«�–�µ�³�c�
�á�î�¡�«�¸�î�©�Ù�å�
�ß�î�•�Ý  �§�î�Â�
�>�|�g  IEEE 802.3af  =�Ð>&�>�|�g8� =�Ð>'�b
�w7Á/æ*(>&Cisco IP Phone �^�]>'�_�K)F�I�€�Z�8�r�M���§�î�Â  �Ç�“�î�Ò�_�c�
 Cisco CallManager

>&CCM>'�¯�Ç�º�˜�™�”�†��/œ�M�•�¥�î�Ý��#.�§�î�Â�@�µ�r�€�r�M�� CCM �c�
�¥�î�Ý��#.�
�Ý�î�¸�•
�å�¢�
�>�|�g  Cisco IP Phone �µ+��\�Q�b0¿���†�D�š�K�r�M���«�–�µ�³�c�
� �ž�Å�µ�º  �–�å�±�î�Ç�™
�–�«�_�|�W�Z%&�«�K)F�I�€�Z�8�r�M��

�G�b�¿�µ�º�á�î�¡�[�c�
 VLAN �†�Q#Ý�K�Z�¿�µ�º�á�î�¡�†�Â&��^�È�ß�î�»�Ÿ�Õ�«�º  �¢�Ý�î�É�\�K�Z
1=#.$×�_�(�m�K�
�­�Ÿ�×�Ü�¸�•'ö#.�†/œ�W�Z�8�r�M���¹�î�±  �º�Û�Ç�•�µ�¡�>�|�g�Ð�Ý�³�Ó�¹�•�”
�º�Û�Ç�•�µ�¡�c� �L  VLAN �V�[0¿���I�€�r�M�� Cisco IP Phone �?�}�b8b�Œ�º�Û�Ç�•�µ�¡�c�
�9�¶�b
VVID �V�_0¿���K�r�M���¹�î�±�
�Ð�Ý�³�Ó�¹�•�”�
�>�|�g8b�Œ�º�Û�Ç�•�µ�¡�†� �L  VLAN �_�m�~�\
�Z�•���œ�c�
4Ä)z�¡�ß�î�®�µ�º�H�\�_  1 �X�b  VLAN �K�?0¿���[�A�r�O�‡��

�6�•  VLAN �b�š�å�»  �«�¸�î�©�Ù�å�@�9�b  VLAN �_�6�•�š�å�»  �«�¸�î�©�Ù�å�\3û�™�M�•�²0[�@�6�•
���œ�
�Ý�î�±�r�S�c�Þ�–�Ö  3 �«�–�µ�³�@��
›  VLAN �_�º�Û�Ç�•�µ�¡�†�Ý�î�¸�•�å�¢�K�r�M���G�b
�¿�µ�º�á�î�¡�[�c�
�«�–�µ�³�@  VLAN 6ë�Ý�î�¸�•�å�¢�†/œ�8�r�M���«�–�µ�³ VLAN ACL >&VLAN
�Ð�µ�É>'�@  VLAN 
Æ�­�Ÿ�×�Ü�¸�•�†0¿���K�
�Y�G�Ø�î�¨�@�¿�µ�º�á�î�¡�b5�0[�^8•�æ�_�”�¡�­�«�K
�^�8�|�:�_�K�r�M��

VLAN 6ë�Ý�î�¸�•�å�¢�è�¥�_�
�Ð�Ý�³�Þ�–�Ö  �«�–�µ�³�@  DSCP �É�Û�–�œ�Ü�¸�•�^�]�b  QoS �Ó�•�½
�¬�Ò�†�Q#Ý�K�Z�›'��¿�µ�º�á�î�¡  �º�Û�Ç�•�µ�¡�_
ƒ
›8p�)�†�Ü�E�
�Á�–  �É�Û�–�œ�Ü�¸�•  �º�Û
�Ç�•�µ�¡�†4Ä�™�K�r�M��3}3u�@$Î#Õ�K�S���œ�
 QoS �@�ß�î  �É�Û�–�œ�Ü�¸�•  �º�Û�Ç�•�µ�¡�†�ë� �K�

�Á�–  �É�Û�–�œ�Ü�¸�•  �º�Û�Ç�•�µ�¡�†��3æ�[�A�•�|�:�_�K�r�M��

Catalyst PoE �«�–�µ�³�\�K)F�K�Z�8�•
›/œ�† =�b�w7Á/æ*(�>�|�g  IEEE 802.3af  =�Ð�b�w7Á/æ*(�[�c�

IEEE 802.1p/Q QoS �†�Q#Ý�M�•�G�\�_�|�~�
8b�Œ�º�Û�Ç�•�µ�¡�†�¹�î�±  �º�Û�Ç�•�µ�¡�|�~�v
ƒ
›$×
�_3?3æ�[�A�r�M��

Catalyst PoE �«�–�µ�³  �Ï�î�º�c�
�©�«�¥
›/œ�† =�b�w7Á/æ*(�>�|�g  IEEE 802.3af  =�Ð�b�w7Á/æ*(�b
�K)F�†+¬�·$×�_�è���K�r�M���›  PoE �«�–�µ�³  �Ï�î�º�c�
�›�Ï�î�º�_  15.4 W �b7Á�Š�†�j)%�K�r�M��
�w7Á/æ*(>&Cisco IP Phone �^�]>'�@  AC 7Á ;�_�K)F�I�€�Z�8�•���œ�

Õ6×�ì�I�€�S7Á�Š�j)%�†�w�E�•
�G�\�@�[�A�r�M�� Catalyst PoE �«�–�µ�³�_�K)F�K�Z�8�^�8�w7Á/æ*(�c�
7Á�Š�†�“�•�S�u�_  AC 7Á ;�_
�K)F�M�•�²0[�@�6�~�r�M��

CCM �c�
�¥�î�Ý��#.�
�Ý�î�¸�•�å�¢�
�>�|�g  Cisco IP Phone �µ+��\�Q�b0¿���†�D�š�K�r�M�� Cisco
SoftPhone �¯�Ç�º�˜�™�”�†��/œ�K�Z�8�•�á�î�¡�«�¸�î�©�Ù�å�†�â�X�Ø�î�¨�c�
 PC �?�}�b�¥�î�Ý�†4Ä
*(�
�w�™�
�>�|�g�D�š�[�A�r�M�� Cisco IP Phone�
 CCM �¯�Ç�º�˜�™�”�
�>�|�g  Cisco SoftPhone �¯�Ç
�º�˜�™�”�†�Q#Ý�M�•�G�\�[�
�¸�Þ�Ç�›�½�î�\  IP �¿�µ�º�á�î�¡�†)+�œ�[�A�
 IP �¿�µ�º�á�î�¡�@8b�Œ
�\�¹�î�±�†�§�Ï�î�º�K�r�M��

VLAN 6ë�Ý�î�¸�•�å�¢�x�Ú�b�¿�µ�º�á�î�¡  �§�î�Å�«�†�f�j�M�•�Ð�Ý�³�Þ�–�Ö  �«�–�µ�³�†�Q#Ý�M�•
�G�\�[�
�Ý�î�±�@5�!l�†*(�C�b�c�
�Ç�“�–�”�˜�›�î�Ý  �§�î�Å�«�
 Network Address Translation>&NAT;
�¿�µ�º�á�î�¡  �”�»�Þ�«�š�n>'�§�î�Å�«�
 Voice over IP>&VoIP>'�¤�î�º�˜�™�–  �§�î�Å�«�
 WAN �>�|
�g�–�å�±�î�¿�µ�º  �”�¡�­�«�[�M��
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�W1-3 �¥�Û�É�«�º  �Â�µ�¡�Î�î�å�S�B�b  Catalyst 3560 �«�–�µ�³

Catalyst 3560 �«�–�µ�³�_�|�•�±0d�•�¿�µ�º�á�î�¡
4Ä)z�¡�ß�î�®�µ�º
Æ�b�«�–�µ�³�c�
�G�€�r�[�Þ�–�Ö  2 �S#Ý�¹�Â�–�«�[�K�S�@�
�¿�µ�º�á�î�¡  �º�Û
�Ç�•�µ�¡  �É�ß�Ç�“�–�Ý�b�5�•�_���8�
 �r�M�r�M�Ð�Ý�³�Ÿ�Õ�«�º'ö#.�x�º�Û�Ç�•�µ�¡�(8®�^�]�b�Ð�Ý
�³�Þ�–�Ö  �§�î�Å�«�†�G#Ý�M�•�|�:�_�^�W�Z�8�r�M�� �W1-4 �_�
4Ä)z�¡�ß�î�®�µ�º�_  Catalyst 3560 �Ð
�Ý�³�Þ�–�Ö  �«�–�µ�³�\�
�q�±  10 �b4Ä)z�¡�ß�î�®�µ�º�†7Ÿ(Ù�M�•  Catalyst 6500 �«�–�µ�³�^�]�b  2 �Ž
�b�Â�µ�¡�Î�î�å  �«�–�µ�³�b�s�†�Q#Ý�M�•�¿�µ�º�á�î�¡�b�S�B�†&g�K�r�M��

4Ä)z�¡�ß�î�®�µ�º�b�›�«�–�µ�³�c�
 IGMP �«�¾�î�Æ�å�¢�@�–�¿�î�È�Ý�_�^�W�Z�8�Z�
� "á$×�_�Ð�Ý
�³�Ó�¹�•�”�>�|�g�Ð�Ý�³�Ÿ�Õ�«�º  �º�Û�Ç�•�µ�¡�†��3æ�K�r�M���•�æ�œ�D7H�_�ö�Y�8�Z�Y4:�œ�º�Û
�Ç�•�µ�¡�†�ë� �r�S�c�Ð�î�¡�M�•  QoS ACL �v�
�›�«�–�µ�³�V�[0¿���I�€�r�M�� VLAN �Ð�µ�É�c
VLAN 
Æ�­�Ÿ�×�Ü�¸�•�†�f�j�K�
�Y�G�Ø�î�¨�@�¿�µ�º�á�î�¡�b5�0[�^4Š�(�_�”�¡�­�«�K�^�8�|�:�_
�K�r�M�� QoS �µ+��c�
 �Ï�î�º�"�)�r�S�c�Ø�î�¨�"�)�[�•�æ�œ�†�D7H�K�r�M�� �«�–�µ�³  �Ï�î�º�c  trusted
�r�S�c  untrusted �[0¿���K�r�M�� CoS �Í�
 DSCP �Í�
�r�S�c  IP precedence �†�™8—�M�•�|�:�_  trusted
�Ï�î�º�†0¿���[�A�r�M�� untrusted �[�Ï�î�º�†0¿���K�S���œ�c�
 ACL �†�Q#Ý�K�
�¿�µ�º�á�î�¡  �Ï�Ü
�©�î�_�‘�W�Z�Ç�Þ�î�Ò�†�Ð�î�¡�[�A�r�M��

�›�«�–�µ�³�c�
 VLAN 6ë�Ý�î�¸�•�å�¢�†�f�j�K�r�M���G�€�}�c�
�É�ß�Ÿ�©  ARP �§�î�Å�«�†�f�j�K
�Z  IP �>�|�g  MAC �”�»�Þ�«�b�Ð�µ�Æ�å�¢�†�v�“�M�•�b�[�
 �Ý�î�±�?�}�G�b�±�«�¡�†�v�~7V�A�
 WAN
�Ü�å�¡�[�b�G�b�±�–�É�b�º�Û�Ç�•�µ�¡�†�P�ö�K�r�M���r�S�
�›�”�µ�É�Ü�å�¡  �Ï�î�º�†  trusted �Ý�î
�¸�µ�»  �”�µ�É�Ü�å�¡�_0¿���K�
 �”�µ�É�Ü�å�¡7€���@#Õ�L�S���œ�c9×3ÿ�¥�å�Â�î�ª�™�å�«�†/œ�:�|�:
�_0¿���K�Z�
�Â�µ�¡�Î�î�å  �«�–�µ�³�_�P�K�Z
Õ6×�”�µ�É�Ü�å�¡�K)F�†/œ�8�r�M��

�Ý�î�±�>�|�g�Â�µ�¡�Î�î�å  �«�–�µ�³�[�c�
 HSRP �†�–�¿�î�È�Ý�_�K�Z�
�ß�î�»�Â�Û�å�©�å�¢�>�|�g

Õ6×�K)F�†��/œ�•+��_�K�
�Ñ�µ�©�Ù�å�¡�Ü�¸�•�•�Ý�^�º�Û�Ç�•�µ�¡�†�–0É�K�r�M��

10
13

88

Cisco 2600 
3700 

Cisco IP 
Phone Cisco SoftPhone

Aironet 

IP IP
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�W1-4 �Â�µ�¡�Î�î�å�S�B�[�b4Ä)z�¡�ß�î�®�µ�º�b  Catalyst 3560 �«�–�µ�³

Cisco 7x00 

Catalyst 6500

Cisco IP Phone 

WAN

IP IP IP
Aironet 

IEEE 802.3af 
web cam 

Cisco IP Phone 

IP
IP IP

10
13

89

Aironet 

IEEE 802.3af 
web cam 
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6×2¥7³�È�•�æ�º�Û�å�«�Ï�î�º�b�S�B
�W1-5 �_�
 8 Gbps �b�¹�î�±�†  1 �•�b
œ�Ç�“�–�Â  �£�î�È�Ý�[��3æ�M�•�S�B�†&g�K�r�M�� Catalyst 3560
�«�–�µ�³�_�c�
 Coarse Wavelength-Division Multiplexer>&CWDM>'
œ�Ç�“�–�Â  SFP �Ô�ª�×�î�Ý�@�š3U
�I�€�Z�8�r�M�� CWDM SFP �Ô�ª�×�î�Ý�_�Â�L�Z�
 �¹�î�±�c  1470 >|  1610 nm �b�<6×�[3æ�™�I�€�r�M��
�<6×�@9×�C�^�•�o�]�
��3æ�[�A�•2¥7³�@6×�C�^�~�r�M��6×2¥7³��3æ#Ý�_�Q�ƒ�€�•�M+á$×�^�<6×�c
1550 nm �[�M��

CWDM SFP �Ô�ª�×�î�Ý�c�
�q�±  393,701 �Ç�•�î�º>& 74.5 �Ð�–�Ý�r�S�c  120 km>'�b2¥7³�[�
 CWDM
Optical Add/Drop Multiplexer>&OADM; 
œ�(�±��
°>'�Ô�ª�×�î�Ý�_�K)F�K�r�M�� CWDM OADM �Ô
�ª�×�î�Ý�c�
�I�r�J�r�^  CWDM �<6×�†)��œ>& �¨5��ì >'�K�Z�
� �L
œ�Ç�“�–�Â  �£�î�È�Ý�V�[� �ì�_
��3æ�[�A�•�|�:�_�K�r�M���w�™
��š�å�»�b  CWDM OADM �Ô�ª�×�î�Ý�c�
�I�r�J�r�^�<6×�†�(7³

>&3ë�¨5��ì >'�K�r�M��

CWDM SFP �Ô�ª�×�î�Ý�>�|�g  CWDM OADM �Ô�ª�×�î�Ý�b0ò(ý�_�X�8�Z�c�
 �� Cisco CWDM GBIC
and CWDM SFP Installation Note���†�g!·�K�Z�C�T�I�8��

�W1-5 6×2¥7³�È�•�æ�º�Û�å�«�Ï�î�º�b�S�B

95
75

0

Catalyst 4500 
8  

1 Gbps 

8 Gbps

Catalyst 

CWDM 
OADM 

CWDM 
OADM 
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���b�8��
�«�–�µ�³�†0¿���M�•�S�_�
�«�±�î�º�”�µ�É�_���_�X�8�Z���b�›'v�†�g!·�K�Z�C�T�I�8��

• '¨ 2 'v�� CLI �b�Q#Ý�‰�2��

• '¨ 3 'v���«�–�µ�³�b  IP �”�»�Þ�«�>�|�g  �¹�Ç�›�Ý�º  �¤�î�º�˜�™�–�b�m�~�\�Z��
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2

CLI �b�Q#Ý�‰�2

�G�b'v�[�c  Catalyst 3560 �«�–�µ�³�†0¿���M�•�S�u�b  Cisco IOS CLI>&�¥�Ð�å�»�Û�–�å  �–�å�±�î�Ç�™
�–�«>'�\�Q�b�Q#Ý�‰�2�X�8�Z1��Â�K�r�M��
Æ���c���b�\�>�~�[�M��

• �¥�Ð�å�»  �Ô�î�»�b�+0[>& p.2-2>'

• �Ê�Ý�É  �©�«�¸�Ò�b�+0[>& p.2-4>'

• �¥�Ð�å�»�b%,$��g>& p.2-5>'

• �¥�Ð�å�»�b  no �g�'�>�|�g  default �g�'�b�+0[>& p.2-5>'

• CLI �b�š�Û�î  �Ó�µ�­�î�ª>& p.2-6>'

• �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �ß� �å�¢�b�Q#Ý�‰�2>& p.2-6>'

• �¥�Ð�å�»  �Ä�«�º�Ü�b�Q#Ý�‰�2>& p.2-7>'

• )…7Ÿ�µ+��b�Q#Ý�‰�2>&p.2-9>'

• show �>�|�g  more �¥�Ð�å�»���Š�b�è(ô�>�|�g�Ç�•�Ý�±�Ü�å�¢>& p.2-12>'

• CLI �b�”�¡�­�«�‰�2>& p.2-13>'
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�¥�Ð�å�»  �Ô�î�»�b�+0[
Cisco IOS �Ø�î�¨  �–�å�±�î�Ç�™�–�«�c�
�8�C�X�?�b�Ô�î�»�_�(�?�€�Z�8�r�M���Q#Ý�[�A�•�¥�Ð�å�»
�b'�8®�c�
#'�~�b�Ô�î�»�_�|�W�Z$��^�~�r�M���©�«�¸�Ò  �É�ß�å�É�º�_$2�e'¢>& ?>'�†
°�Š�M�•�\�

�›�¥�Ð�å�»  �Ô�î�»�[�Q#Ý�[�A�•�¥�Ð�å�»�b�M0t�@/²&g�I�€�r�M��

�«�–�µ�³�\�b�­�µ�©�Ù�å�†6ä���M�•�\�A�c�
�Ø�î�¨  �Ô�î�»>&�9�¡�Ø�î�¨  EXEC �Ô�î�»>'�@�w� �[
�M���Ø�î�¨  EXEC �Ô�î�»�[�c�
 7H�}�€�S�M4Š�b�¥�Ð�å�»�K�?�Q#Ý�[�A�r�O�‡�� �S�\�<�d�Ø�î�¨  EXEC
�¥�Ð�å�»�b�±4Š�(�c�
 show �¥�Ð�å�»>&#'�~�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �«�¸�î�±�«�†/²&g�M�•>'�

clear �¥�Ð�å�»>&�•�˜�å�±�r�S�c�–�å�±�î�Ç�™�–�«�†�¡�Ü�”�M�•>'�^�]�b�|�:�_�
 1 �G7H�~�b�¥�Ð�å
�»�[�M���«�–�µ�³�b
Ì2s�·�ì�_�c�
�Ø�î�¨  EXEC �¥�Ð�å�»�c�–�Ñ�I�€�r�O�‡��

�M�m�Z�b�¥�Ð�å�»�_�”�¡�­�«�M�•�_�c�
�–�¿�î�È�Ý  EXEC �Ô�î�»�†6ä���M�•�²0[�@�6�~�r�M���–
�¿�î�È�Ý  EXEC �Ô�î�»�†6ä���M�•�_�c�
3û�–�
�Ã�«�á�î�»�@�²0[�[�M���G�b�Ô�î�»�[�c�
�õ�–�b�–
�¿�î�È�Ý  EXEC �¥�Ð�å�»�†
°�Š�[�A�
�r�S�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���M
�•�G�\�v�[�A�r�M��

�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»>&�¢�ß�î�Â�Ý�
�–�å�±�î�Ç�™�–�«�
�>�|�g�Û�–�å>'�†�Q#Ý�K�Z�
��
/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�š�f�[�A�r�M���¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�–�Ñ�M�•�\�G�€�}�b�¥�Ð�å
�»�c�–�Ñ�I�€�
�«�–�µ�³�b
Ì2s�·�ì�_�Q#Ý�I�€�r�M���›'��b�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�_�”�¡
�­�«�M�•�_�c�
�r�N�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�^�E�€�d�^�~�r�O�‡���¢
�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�?�}�
�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»
�>�|�g�Û�–�å  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���[�A�r�M��

/² 2-1 �_�
�z0[�^�¥�Ð�å�»  �Ô�î�»�
�›�Ô�î�»�l�b�”�¡�­�«�‰�2�
�›�Ô�î�»�[/²&g�I�€�•�É�ß�å�É�º�

�>�|�g�Ô�î�»�b)
�¢�‰�2�†&g�K�r�M��/²�b�[�[�c�
�Í�«�º�¡�\�K�Z  Switch �†�Q#Ý�K�Z�8�r�M��

/² 2-1 �¥�Ð�å�»  �Ô�î�»�b�+0[

�Ô�î�» �”�¡�­�«�‰�2 �É�ß�å�É�º )
�¢�‰�2 �Ô�î�»�b#Ý3õ

�Ø�î�¨  EXEC � « � – � µ � ³ � \ � b � ­ � µ
�©�Ù�å�†6ä���K�r�M��

Switch> logout � r �S�c  quit �†

°�Š�K�r�M��

�G�b�Ô�î�»�†�Q#Ý�K�Z���b
�8���†/œ�8�r�M��

• 'ƒ�Ž�b0¿���š�f

• �ö�•�¸�«�º�b��/œ

• �©�«�¸�Ò�_���b/²&g

�–�¿�î�È�Ý  EXEC �Ø�î �¨  EXEC �Ô�î �»
�[�
 enable �¥�Ð�å�»�†

°�Š�K�r�M��

Switch# disable �†
°�Š�K�Z)

�¢�K�r�M��

�G�b�Ô�î�»�†�Q#Ý�K�Z�

°
�Š�K�S�¥�Ð�å�»�†&�1��K�r
�M���Ã�«�á�î�»�†�Q#Ý�K�Z�

�G�b�Ô�î�»�l�b�”�¡�­�«�†
�–1¤�K�r�M��

�¢ �ß� î �Â�Ý  �¥�å
�Ç�•� �×�Þ�î�©�Ù
�å

�–�¿� î �È�Ý  EXEC
�Ô�î�»�[�
 configure �¥
�Ð�å�»�†
°�Š�K�r�M��

Switch(config)# )
 �¢�K�Z�–�¿�î �È�Ý
EXEC �Ô�î �»�_�` � •
�_�c�
 exit �r�S�c  end

�¥�Ð�å�»�†
° �Š�M�•
�?�
 Ctrl-Z �†� ² �K�r
�M��

�G�b�Ô�î�»�†�Q#Ý�K�Z�
�«
�–�µ�³
²�/�_4:#Ý�I�€�•�Ã
�Û�Ó�î�±�†0¿���K�r�M��
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�¥�Ð�å�»  �Ô�î�»�b0ò(ý�_�X�8�Z�c�
�G�b�Ü�Ü�î�«�_�P�Â�M�•�¥�Ð�å�»  �Ü�Ç�“�Þ�å�«  �ž�–�»�†�g!·
�K�Z�C�T�I�8��

config-vlan �¢�ß�î�Â�Ý  �¥�å�Ç�•
� �×�Þ�î�©�Ù�å  �Ô�î
�»�[�
 vlan vlan-id �¥�Ð
�å�»�†
°�Š�K�r�M��

Switch(config-vlan)# )
 �¢�K�Z�¢�ß�î �Â�Ý
� ¥ � å � Ç � • �   � × � Þ � î
�©�Ù�å �Ô�î�»�_�`�•
�_�c�
 exit �¥�Ð�å�»�†

°�Š�K�r�M��

�– �¿� î �È�Ý  EXEC
� Ô � î � » � _ � ` � • � _ � c� 

Ctrl-Z �†�²�M�?�
 end
�†
°�Š�K�r�M��

� G � b � Ô � î � » � † � Q # Ý � K � Z� 

VLAN>&�ì�•  LAN>'�Ã�Û�Ó�î
� ± � † 0 ¿ � � � K � r � M� �VLAN
Trunking Protocol>&VTP;
VLAN �º�Û�å�Ÿ�å�¢  �É�ß
�º�¥�Ý>'�Ô�î�»�@�º�Û�å�«
�Ì�”�Þ�å�º�[�6�•�\�A�c�

�Ñ�G(
�V  VLAN>&VLAN ID
�@ 1006 �è�V>'�†�8�B�K�Z�«
�– �µ � ³ �b �« �± � î � º � ” �µ �É
�¥ �å �Ç� • �   �× �Þ � î �©�Ù�å
�Ç�“�–�Ý�_0¿���†�–�Ñ�[�A
�r�M��

VLAN �¥�å�Ç�•
� �×�Þ�î�©�Ù�å

�–�¿� î �È�Ý  EXEC
� Ô � î � » � [� 
vlan
database �¥�Ð�å�»�†

°�Š�K�r�M��

Switch(vlan)# )
 �¢�K�Z�–�¿�î �È�Ý
EXEC �Ô�î �»�_�` � •
�_�c�
 exit �†
°�Š�K�r
�M��

� G � b � Ô � î � » � † � Q # Ý � K � Z� 

VLAN � ¹ � î � ± � Ë � î � « � _
VLAN 1 >|  1005 �b  VLAN
�Ã�Û�Ó�î�±�†0¿���K�r�M��

�–�å�±�î�Ç�™�–�«
�¥�å�Ç�•� �×�Þ�î
�©�Ù�å

�¢�ß�î�Â�Ý  �¥�å�Ç�•
� �×�Þ�î�©�Ù�å  �Ô�î
�»�[�
 interface �¥�Ð�å
�»�†
°�Š�K�
 �–�å�±�î
�Ç�™�–�«�†�æ���K�r
�M��

Switch(config-if)# )
 �¢�K�Z�¢�ß�î �Â�Ý
� ¥ � å � Ç � • �   � × � Þ � î
�©�Ù�å �Ô�î�»�_�`�•
�_�c�
 exit �†
°�Š�K�r
�M��

�– �¿� î �È�Ý  EXEC
� Ô � î � » � _ � ` � • � _ � c� 

Ctrl-Z �†�²�M�?�
 end
�†
°�Š�K�r�M��

� G � b � Ô � î � » � † � Q # Ý � K � Z� 

�–�î�§�¿�µ�º  �Ï � î �º�b�Ã
�Û�Ó�î�±�†0¿���K�r�M��

�–�å�±�î�Ç�™�–�«�b��*O�_
�X�8�Z�c�
 ���–�å�±�î�Ç�™�–
�«  �¥�å�Ç�•�  �×�Þ�î�©�Ù
�å  �Ô�î �» �b�Q#Ý�‰�2� �

>&p.10-11>'�†�g!·�K�Z�C�T�I
�8��

� �L�Ã�Û�Ó�î�±�†�æ���K�Z
0
�X�b�–�å�±�î�Ç�™�–�«�†
0¿���M�•���œ�c�
 ���–�å�±�î
� Ç � ™ � – � « ( 
 � V � b 0 ¿ � �� �

>&p.10-12>'�†�g!·�K�Z�C�T�I
�8��

�Û�–�å  �¥�å�Ç�•
� �×�Þ�î�©�Ù�å

�¢�ß�î�Â�Ý  �¥�å�Ç�•
� �×�Þ�î�©�Ù�å  �Ô�î
�»�[�
 line vty �r�S�c
line console �¥�Ð�å�»
�†�Q#Ý�K�Z�G)z�†�æ
���K�r�M��

Switch(config-line)# )
 �¢�K�Z�¢�ß�î �Â�Ý
� ¥ � å � Ç � • �   � × � Þ � î
�©�Ù�å �Ô�î�»�_�`�•
�_�c�
 exit �†
°�Š�K�r
�M��

�– �¿� î �È�Ý  EXEC
� Ô � î � » � _ � ` � • � _ � c� 

Ctrl-Z �†�²�M�?�
 end
�†
°�Š�K�r�M��

�G�b�Ô�î�»�†�Q#Ý�K�Z�
'ƒ
�Ž�G)z�b�Ã�Û�Ó�î�±�†0¿��
�K�r�M��

/² 2-1 �¥�Ð�å�»  �Ô�î�»�b�+0[>&)F�A>'

�Ô�î�» �”�¡�­�«�‰�2 �É�ß�å�É�º )
�¢�‰�2 �Ô�î�»�b#Ý3õ
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�Ê�Ý�É  �©�«�¸�Ò�b�+0[
�©�«�¸�Ò  �É�ß�å�É�º�_$2�e'¢>& ?>'�†
°�Š�M�•�\�
�›�¥�Ð�å�»  �Ô�î�»�[�Q#Ý�[�A�•�¥�Ð�å�»�b�M0t
�@/²&g�I�€�r�M���r�S�
�õ�–�b�¥�Ð�å�»�_�X�8�Z�
6õ4��M�•�Ÿ�î�á�î�»�>�|�g�,�X�b�M0t�†/²&g�M
�•�G�\�v�[�A�r�M�� /² 2-2 �†�g!·�K�Z�C�T�I�8��

/² 2-2 �Ê�Ý�É�b�+0[

�¥�Ð�å�» % $×

help �õ�–�b�¥�Ð�å�»  �Ô�î�»�[�
�Ê�Ý�É  �©�«�¸�Ò�b�+0[�†/²&g�K�r�M��

�¥�Ð�å�»�b
›8Œ4Š�( ? 
°�Š�K�S�e�Ð�4�[���r�•�¥�Ð�å�»�b�M0t�†/²&g�K�r�M��

���_�[�†&g�K�r�M��

Switch# di?
dir disable disconnect 

�¥�Ð�å�»�b
›8Œ4Š�( <Tab> 3õ�p�r�[
°�Š�K�S�¥�Ð�å�»�¡�†�ö
²�^�¥�Ð�å�»�_�K�r�M��

���_�[�†&g�K�r�M��

Switch# sh conf <tab>
Switch# show configuration

? "I���b�¥�Ð�å�»  �Ô�î�»�[�Q#Ý�[�A�•�M�m�Z�b�¥�Ð�å�»�b�M0t�†/²&g�K�r�M��

���_�[�†&g�K�r�M��

Switch> ?

�¥�Ð�å�» ? �¥�Ð�å�»�b�Ÿ�î�á�î�»�b�M0t�†/²&g�K�r�M��

���_�[�†&g�K�r�M��

Switch> show ?

�¥�Ð�å�»  �Ÿ�î�á�î�» ? �Ÿ�î�á�î�»�_�P�Â�M�•�,�X�b�M0t�†/²&g�K�r�M��

���_�[�†&g�K�r�M��

Switch(config)# cdp holdtime ?
  <10-255> Length of time (in sec) that receiver must keep this packet 
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�¥�Ð�å�»�b%,$��g
�¥�Ð�å�»�b
›8Œ�?�}�
�«�–�µ�³�@"I���b�¥�Ð�å�»�\�K�Z1�1‘�[�A�•�e�Ð�X�T�E�†
°�Š�K�
�6�\�c%,
$��[�A�r�M��

���_�
 show configuration �–�¿�î�È�Ý  EXEC �¥�Ð�å�»�†%,$��g�[
°�Š�M�•�[�†&g�K�r�M��

Switch# show conf

�¥�Ð�å�»�b  no �g�'�>�|�g  default �g�'�b�+0[
�±4Š�(�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�_�
 no �g�'�@�6�~�r�M�� no �g�'�c�M+á�_�
"I���b�µ+�
�r�S�c�·�8�†�¹�•�­�î�È�Ý�_�M�•���œ�
�6�•�8�c�¥�Ð�å�»�b�·�8�†�v�~�˜�M���œ�_�Q#Ý�K�r�M���S
�\�<�d�
 no shutdown �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�M�•�\�
�–�å�±�î
�Ç�™�–�«�b�©�Õ�µ�º�²�˜�å�@�v�~�˜�I�€�r�M���Ÿ�î�á�î�»  no �†�æ���O�N�_�¥�Ð�å�»�†�Q#Ý�M�•�\�

�¹�•�­�î�È�Ý�_�K�S�µ+��@
Ì�g�–�¿�î�È�Ý�_�^�~�
�r�S�
�¹�Ç�›�Ý�º�[�¹�•�­�î�È�Ý�_0¿���I�€�Z
�8�•�µ+��@�–�¿�î�È�Ý�_�^�~�r�M��

�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�_�c�
 default �g�'�v�6�~�r�M���¥�Ð�å�»�b  default �g�'�c�
�¥�Ð
�å�»�b0¿���Í�†�¹�Ç�›�Ý�º�_�`�K�r�M���±4Š�(�b�¥�Ð�å�»�c�¹�Ç�›�Ý�º�[�¹�•�­�î�È�Ý�_0¿���I�€
�Z�8�•�b�[�
 default �g�'�c  no �g�'�\� �L�_�^�~�r�M���S�T�K�
�¹�Ç�›�Ý�º�[�–�¿�î�È�Ý�_0¿���I
�€�Z�8�Z�
�^�>�?�X�š�X�@"I���b�¹�Ç�›�Ý�º�Í�_0¿���I�€�Z�8�•�¥�Ð�å�»�v�6�~�r�M���G�€�}�b�¥
�Ð�å�»�_�X�8�Z�c�
 default �¥�Ð�å�»�†�Q#Ý�M�•�\�
�¥�Ð�å�»�@�–�¿�î�È�Ý�_�^�~�
�š�X�@�¹�Ç�›�Ý
�º�Í�_0¿���I�€�r�M��
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CLI �b�š�Û�î  �Ó�µ�­�î�ª
/² 2-3 �_�
 CLI �†�Q#Ý�K�Z�«�–�µ�³�†0¿���M�•�\�A�_/²&g�I�€�•�•+��ö�b�6�•�š�Û�î  �Ó�µ�­�î�ª�b
�M4Š�†)��Ó�K�r�M��

�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �ß� �å�¢�b�Q#Ý�‰�2
Cisco IOS Release 12.2(25)SEC �è7F�[�c�
�«�–�µ�³�b0¿���š�f�†0°6��K�Z/²&g�I�O�•�G�\�@�[�A�r
�M�� Configuration Change Logging and Notification �µ+��†�Q#Ý�M�•�G�\�[�
�­�µ�©�Ù�å�r�S�c�Ø�î�¨
�Ë�î�«�H�\�_�š�f
Æ���†3ã2§�[�A�r�M���ß�¢�\�K�Z0°6��I�€�•�b�c�
4:#Ý�I�€�S�›�¥�å�Ç�•� �×
�Þ�î�©�Ù�å  �¥�Ð�å�»�
�¥�Ð�å�»�†
°�Š�K�S�Ø�î�¨�
�¥�Ð�å�»�b
°�Š�ì6ë�
�¥�Ð�å�»�_�P�M�•�Ã�î�§
�?�}�b�Ü�±�î�å  �¥�î�»�[�M���G�b�µ+��_�c�
$Ï6��K�Z�8�•�”�É�Ü�£�î�©�Ù�å�b0¿���@�š�f�I�€�•�ì
�_3û%±�I�€�•8�� �‡3û%±�‰�'�v�6�~�r�M�� Syslog �l�G�b3û%±�†3æ�™�M�•�G�\�v4E�¥�[�A�r�M��

0ò(ý�_�X�8�Z�c�
� ��b  URL �_�”�¡�­�«�K�
 �� Configuration Change Notification and Logging���b�Ô
�ª�×�î�Ý�µ+��†�g!·�K�Z�C�T�I�8��

http://www.cisco.com/univercd/cc/td/doc/product/software/ios123/123newft/123t/123t_4/gtconlog.htm

>&�@>' CLI �r�S�c  HTTP �b�š�f�b�s�@�ß�¢�\�K�Z0°6��I�€�r�M��

/² 2-3 CLI �b�æ/²$×�^�š�Û�î  �Ó�µ�­�î�ª

�š�Û�î  �Ó�µ�­�î�ª �–�á �Ê�Ý�É�b/²&g�‰�2

% Ambiguous command: "show con" �«�–�µ�³�@�¥�Ð�å�»�\�K�Z1�1‘�[
�A�•�T�E�b�e�Ð�X�@
°�Š�I�€�Z�8
�r�O�‡��

�¥�Ð�å�»�†
Ì
°�Š�K�
 �q�‹�_$2�e'¢
>&?>'�†
°�Š�K�r�M���¥�Ð�å�»�\$2�e
'¢�b6ë�_�c�«�Ì�î�«�†  1 �X
°�€�r
�M��

�¥�Ð�å�»�\�\�v�_�Q#Ý�[�A�•�Ÿ�î
�á�î�»�@/²&g�I�€�r�M��

% Incomplete command. �¥�Ð�å�»�_�²8r�b�Ÿ�î�á�î�»�r�S
�c�Í�@�
�M4Š
°�Š�I�€�Z�8�r�O�‡��

�¥�Ð�å�»�†
Ì
°�Š�K�
 �q�‹�_$2�e'¢
>&?>'�†
°�Š�K�r�M���¥�Ð�å�»�\$2�e
'¢�b6ë�_�c�«�Ì�î�«�†  1 �X
°�€�r
�M��

�¥�Ð�å�»�\�\�v�_�Q#Ý�[�A�•�Ÿ�î
�á�î�»�@/²&g�I�€�r�M��

% Invalid input detected at ‘^’ marker. �¥�Ð�å�»�b
°�Š�Ñ�«�[�M�� 6ë4*�W�Z
�8�•'à�d�†�Ÿ�Õ�Þ�µ�º>& ^>'0°�•�[
&g�K�Z�8�r�M��

$2�e'¢>&?>'�†
°�Š�M�•�\�
�Q�b�¥
�Ð�å�»  �Ô�î�»�[�Q#Ý�[�A�•�M�m�Z
�b�¥�Ð�å�»�@/²&g�I�€�r�M��

�¥�Ð�å�»�\�\�v�_�Q#Ý�[�A�•�Ÿ�î
�á�î�»�@/²&g�I�€�r�M��
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�¥�Ð�å�»  �Ä�«�º�Ü�b�Q#Ý�‰�2

°�Š�K�S�¥�Ð�å�»�c�
�¯�Ç�º�˜�™�”
��_�¥�Ð�å�»  �Ä�«�º�Ü>&�š�T>'�\�K�Z�g�I�€�r�M���¥�Ð�å�»
�Ä�«�º�Ü�µ+��c�
 Access Control List>&ACL; �”�¡�­�«�D�š�Ü�«�º>'�b0¿���ì�^�]�
6×�80
7§�^�¥�Ð
�å�»�r�S�c�š�å�º�Ü�†�1�Ø�v
°�Š�K�^�E�€�d�^�}�^�8���œ�
"I�_�}�<�[�M���Ø�î�¨�b�½�î�¬�_�œ�ƒ
�O�Z�G�b�µ+��†�•�«�±�Ð�–�¬�[�A�r�M��

• �¥�Ð�å�»  �Ä�«�º�Ü  �Â�µ�Ç�“  �§�–�¬�b�š�f>& p.2-7>'>&�õ�–>'

• �¥�Ð�å�»�b�ç�g���K>& p.2-7>'>&�õ�–>'

• �¥�Ð�å�»  �Ä�«�º�Ü�µ+��b�¹�•�­�î�È�Ý�ì>& p.2-8>'>&�õ�–>'

�¥�Ð�å�»  �Ä�«�º�Ü  �Â�µ�Ç�“  �§�–�¬�b�š�f
�¹�Ç�›�Ý�º�[�c�
 10 �¶�b�¥�Ð�å�»�Û�–�å�@�Ä�«�º�Ü  �Â�µ�Ç�“�_�–�Ñ�I�€�r�M�� #'�~�b'ƒ�Ž�­�µ�©�Ù
�å�r�S�c"I���G)z�b�M�m�Z�b�­�µ�©�Ù�å�[�
�G�b�X�†�š�f�[�A�r�M���G�€�}�b�m8p�c�õ�–�[�M��

#'�~�b'ƒ�Ž�­�µ�©�Ù�å�[�–�Ñ�I�€�•�¥�Ð�å�»�Û�–�å�X�†�š�f�M�•�_�c�
�–�¿�î�È�Ý  EXEC �Ô�î�»�[
���b�¥�Ð�å�»�†
°�Š�K�r�M��

Switch# terminal history [size  number-of-lines ]

�æ���[�A�•(
�V�c  0 >|  256�[�M��

"I���b�G)z�_6õ�M�•�M�m�Z�b�­�µ�©�Ù�å�[�–�Ñ�I�€�•�¥�Ð�å�»�Û�–�å�X�†0¿���M�•�_�c�
 �Û�–�å  �¥
�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[���b�¥�Ð�å�»�†
°�Š�K�r�M��

Switch(config-line)# history  [size  number-of-lines ]

�æ���[�A�•(
�V�c  0 >|  256�[�M��

�¥�Ð�å�»�b�ç�g���K
�Ä�«�º�Ü  �Â�µ�Ç�“�_�6�•�¥�Ð�å�»�†�ç�g���M�_�c�
 /² 2-4 �b�8�N�€�?�b�ï�8�†/œ�8�r�M���G�€�}�b
�ï�8�c�õ�–�[�M��

/² 2-4 �¥�Ð�å�»�b�ç�g���K

�ï�8 1

1. %®�3�Ÿ�î�@�Q#Ý�[�A�•�b�c�
 VT100 �^�]�b  ANSI �«�n'ƒ�Ž�_7H�}�€�r�M��

)��Ý

Ctrl-P  �r�S�c�V%®�3�Ÿ�î�†�²�K�r�M�� �Ä�«�º�Ü  �Â�µ�Ç�“�_�–�Ñ�I�€�Z�8�•�¥�Ð�å�»�†�
�q�‚�b
�¥�Ð�å�»�?�}8p�_�ç�g���K�r�M���Ÿ�î�†�²�M�S�g�_�
�|
�~�‚�8�¥�Ð�å�»�@8p��/²&g�I�€�r�M��

Ctrl-N  �r�S�c�W%®�3�Ÿ�î�†�²�K�r�M�� Ctrl-P  �r�S�c�V%®�3�Ÿ�î�†�Q#Ý�K�Z�¥�Ð�å�»�†�ç�g���K
�S�6�\�
�Ä�«�º�Ü  �Â�µ�Ç�“
Æ�b�|�~�‚�K�8�¥�Ð�å�»�_�`
�~�r�M���Ÿ�î�†�²�M�S�g�_�
�|�~�‚�K�8�¥�Ð�å�»�@8p��
/²&g�I�€�r�M��

show history �–�¿�î�È�Ý  EXEC �Ô�î�»�[�
%$�S�_
°�Š�K�S�8�C�X�?�b
�¥�Ð�å�»�†/²&g�K�r�M��/²&g�I �€�•�¥�Ð�å�»�b�X�c�

terminal history  �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥
�Ð�å�»�>�|�g  history �Û�–�å  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥
�Ð�å�»�b0¿���Í�_�|�W�Z�æ���I�€�r�M��
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�¥�Ð�å�»  �Ä�«�º�Ü�µ+��b�¹�•�­�î�È�Ý�ì
�¥�Ð�å�»  �Ä�«�º�Ü�µ+��c�
+¬�·$×�_�–�¿�î�È�Ý�_�^�W�Z�8�r�M��#'�~�b'ƒ�Ž�­�µ�©�Ù�å�r�S�c�¥�Ð
�å�»�Û�–�å�[�¹�•�­�î�È�Ý�_�[�A�r�M���G�€�}�b�m8p�c�õ�–�[�M��

#'�~�b'ƒ�Ž�­�µ�©�Ù�å�[�G�b�µ+��†�¹�•�­�î�È�Ý�_�M�•�_�c�
 terminal no history �–�¿�î�È�Ý  EXEC
�¥�Ð�å�»�†�Q#Ý�K�r�M��

�G)z�_6õ�M�•�­�µ�©�Ù�å�[�¥�Ð�å�»  �Ä�«�º�Ü�†�¹�•�­�î�È�Ý�_�M�•�_�c�
 no history �Û�–�å  �¥�å
�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��
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)…7Ÿ�µ+��b�Q#Ý�‰�2
�G�G�[�c�
�¥�Ð�å�»�Û�–�å�b�ï�8�_�z'g�X)…7Ÿ�µ+��_�X�8�Z1��Â�K�r�M��
Æ���c���b�\�>�~�[�M��

• )…7Ÿ�µ+��b�–�¿�î�È�Ý�ì�>�|�g�¹�•�­�î�È�Ý�ì>& p.2-9>'>&�õ�–>'

• �Ÿ�î�«�º�ß�î�¡�_�|�•�¥�Ð�å�»�b)…7Ÿ>& p.2-9>'>&�õ�–>'

• #ì8��œ�|�~�v6×�8�¥�Ð�å�»�Û�–�å�b)…7Ÿ>& p.2-11>'>&�õ�–>'

)…7Ÿ�µ+��b�–�¿�î�È�Ý�ì�>�|�g�¹�•�­�î�È�Ý�ì
�Ñ�G)…7Ÿ�Ô�î�»�c+¬�·$×�_�–�¿�î�È�Ý�_�^�~�r�M�@�
 �¹�•�­�î�È�Ý�_�M�•�
 
Ì�g�–�¿�î�È�Ý�_�M�•�

�r�S�c"I���b�G)z�[�Ñ�G)…7Ÿ�µ+��†�Q#Ý�[�A�•�|�:�_0¿���[�A�r�M���G�€�}�b�m8p�c�õ�–�[�M��

�Ñ�G)…7Ÿ�Ô�î�»�†�¢�ß�î�Â�Ý�_�¹�•�­�î�È�Ý�_�M�•�_�c�
�Û�–�å  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»
�[���b�¥�Ð�å�»�†
°�Š�K�r�M��

Switch (config-line)# no editing

#'�~�b'ƒ�Ž�­�µ�©�Ù�å�[�Ñ�G)…7Ÿ�Ô�î�»�†
Ì�g�–�¿�î�È�Ý�_�M�•�_�c�
�–�¿�î�È�Ý  EXEC �Ô�î�»�[
���b�¥�Ð�å�»�†
°�Š�K�r�M��

Switch# terminal editing

"I���b�G)z�_�X�8�Z�Ñ�G)…7Ÿ�Ô�î�»�†
Ì�g0¿���M�•�_�c�
�Û�–�å  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»
�[���b�¥�Ð�å�»�†
°�Š�K�r�M��

Switch(config-line)# editing

�Ÿ�î�«�º�ß�î�¡�_�|�•�¥�Ð�å�»�b)…7Ÿ
/² 2-5 �_�
�¥�Ð�å�»�Û�–�å�b)…7Ÿ�_�²0[�^�Ÿ�î�«�º�ß�î�¡�†&g�K�r�M���G�€�}�b�Ÿ�î�«�º�ß�î�¡�c
�õ�–�[�M��

/² 2-5 �Ÿ�î�«�º�ß�î�¡�_�|�•�¥�Ð�å�»�b)…7Ÿ

�µ+� �Ÿ�î�«�º�ß�î�¡ 1 % $×

�¥�Ð�å�»�Û�–�å�V�†&ã�·�K�Z�
�š�f�r
�S�c0ž�G�†/œ�8�r�M��

Ctrl-B  �r�S�c�e%®�3�Ÿ�î�†
�²�K�r�M��

�•�î�¯�Ý�†  1 �e�Ð�(�T�E�‹�•�_�`�K�r�M��

Ctrl-F  �r�S�c�‘%®�3�Ÿ�î�†
�²�K�r�M��

�•�î�¯�Ý�†  1 �e�Ð�(�T�E�S�_4
�u�r�M��

Ctrl-A  �†�²�K�r�M�� �•�î�¯�Ý�†�¥�Ð�å�»�Û�–�å�b
›8Œ�_&ã�·�I�O�r
�M��

Ctrl-E  �†�²�K�r�M�� �•�î�¯�Ý�†�¥�Ð�å�»�Û�–�å�b�Ž�•�_&ã�·�I�O�r
�M��

Esc B �†�²�K�r�M�� �•�î�¯�Ý�†  1 �á�î�»�(�T�E�‹�•�_�`�K�r�M��

Esc F �†�²�K�r�M�� �•�î�¯�Ý�† 1 �á�î�»�(�T�E�S�_4
�u�r�M��

Ctrl-T  �†�²�K�r�M�� �•�î�¯�Ý�b�e�_�6�•�e�Ð�†�
 �•�î�¯�Ý�)*(�b�e�Ð
�\*(�A�n�<�r�M��

�Â�µ�Ç�“�?�}�¥�Ð�å�»�†�ç�g���K�
�¥
�Ð�å�»�Û�–�å�_�Ì�î�«�º�K�r�M���q�‹
�_ �P7V�K�S 10 �¶�b�” �–� ¸ �Ò�@�Â�µ
�Ç�“�_�–�Ñ�I�€�Z�8�r�M��

Ctrl-Y  �†�²�K�r�M�� �Â�µ�Ç�“�?�}�q�‚�b�š�å�º�Ü�†�ç�g���K�r�M��
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Esc Y �†�²�K�r�M�� �Â�µ�Ç�“�?�}���b�š�å�º�Ü�†�ç�g���K�r�M��

�Â�µ�Ç�“�_�c�
�q�‹�_�P7V�r�S�c�•�µ�º�K�S  10
�¶�b�”�–�¸�Ò�K�?�–�Ñ�I�€�r�O�‡�� Esc Y �†  10 �G
�è�V�²�M�\�
�q�6�b�Â�µ�Ç�“  �š�å�º�Ü�_�`�W�Z
/²&g�I�€�r�M��

�Y0[�^�š�å�º�Ü�†�P7V�K�r�M�� Delete �r�S�c  Backspace 
�Ÿ�î�†�²�K�r�M��

�•�î�¯�Ý�b�e�_�6�•�e�Ð�†�˜�d�K�r�M��

Ctrl-D  �†�²�K�r�M�� �•�î�¯�Ý�)*(�_�6�•�e�Ð�†�P7V�K�r�M��

Ctrl-K  �†�²�K�r�M�� �•�î�¯�Ý�)*(�?�}�¥�Ð�å�»�Û�–�å�b�Ž�•�r�[�b

²�e�Ð�†�P7V�K�r�M��

Ctrl-U  �r�S�c  Ctrl-X  �†�²�K
�r�M��

�•�î�¯�Ý�)*(�?�}�¥�Ð�å�»�Û�–�å�b
›8Œ�r�[�b

²�e�Ð�†�P7V�K�r�M��

Ctrl-W  �†�²�K�r�M�� �•�î�¯�Ý�b�e�_�6�•�á�î�»�†�˜�d�K�r�M��

Esc D �†�²�K�r�M�� �•�î�¯�Ý�)*(�?�}�á�î�»�b�Ž�•�r�[�†�P7V�K�r
�M��

�á�î�»�†�±�e�Ð�r�S�c�`�e�Ð�_�K�r
�M���r�S�c�
�M4��b�e�Ð�†�M�m�Z�±�e
�Ð�_�K�r�M��

Esc C �†�²�K�r�M�� �•�î�¯�Ý�)*(�b�á�î�»�†�±�e�Ð�_�K�r�M��

Esc L �†�²�K�r�M�� �•�î�¯�Ý�)*(�b�á�î�»�†�`�e�Ð�_�š�f�K�r�M��

Esc U �†�²�K�r�M�� �•�î�¯�Ý�)*(�?�}�á�î�»�b�Ž�•�r�[�b�e�Ð�†�±
�e�Ð�_�K�r�M��

"I���b�Ÿ�î�«�º�ß�î�¡�†��/œ�•+��^�¥
�Ð�å�»>&3û�–�c�©�Ù�î�º�•�µ�º>'�\�K
�Z�æ���K�r�M��

Ctrl-V  �r�S�c  Esc Q �†�²�K
�r�M��

1 /œ�r�S�c  1 #ì8��W�l�«�¡�ß�î�Ý�K�Z�

'ƒ�Ž#ì8��_�p�r�~�A�}�^�8/²&g
Æ���†
/²&g�I�O�r�M��

>&�@>' show �¥�Ð�å�»�b���Š�^�]�
'ƒ
�Ž#ì8��_�M�Ø�_/²&g�[�A�^�8
6×�8���Š�[�c�
 More �É�ß�å�É
�º�@�Q#Ý�I�€�r�M�� More �É�ß
�å �É�º �@/²&g� I �€ �S� � �œ�c� 

Return �Ÿ�î�>�|�g  Space �Â�î
�†�Q#Ý�K�Z�«�¡�ß�î�Ý�[�A�r
�M��

Return �Ÿ�î�†�²�K�r�M�� 1 /œ�W�l�«�¡�ß�î�Ý�K�r�M��

Space �Â�î�†�²�K�r�M�� 1 #ì8��W�l�«�¡�ß�î�Ý�K�r�M��

�«�–�µ�³�?�}#ì8��_�Ó�µ�­�î�ª�@':!›
3æ�}�€�S���œ�_�
#'�~�b�¥�Ð�å�»  �Û�–
�å�†
Ì/²&g�K�r�M��

Ctrl-L  �r�S�c  Ctrl-R  �†�²�K
�r�M��

#'�~�b�¥�Ð�å�»�Û�–�å�†
Ì/²&g�K�r�M��

1. %®�3�Ÿ�î�@�Q#Ý�[�A�•�b�c�
 VT100 �^�]�b  ANSI �«�n'ƒ�Ž�_7H�}�€�r�M��

/² 2-5 �Ÿ�î�«�º�ß�î�¡�_�|�•�¥�Ð�å�»�b)…7Ÿ>&)F�A>'

�µ+� �Ÿ�î�«�º�ß�î�¡ 1 % $×
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#ì8��œ�|�~�v6×�8�¥�Ð�å�»�Û�–�å�b)…7Ÿ
#ì8��V�[  1 /œ�(�†2x�<�•6×�8�¥�Ð�å�»�Û�–�å�_�X�8�Z�c�
�¥�Ð�å�»�b�Û�µ�É�”�Û�˜�å�»�µ+��†�Q#Ý
�[�A�r�M���•�î�¯�Ý�@�‘�Ð�î�ª�å�_4)�M�•�\�
�Q�b�¥�Ð�å�»�Û�–�å�c  10 �e�Ð�(�T�E�e�l�©�Ç�º�I
�€�r�M���¥�Ð�å�»�Û�–�å�b
›8Œ�?�}  10 �e�Ð�r�[�c0b�<�^�C�^�~�r�M�@�
�e�l�«�¡�ß�î�Ý�K�Z�
�¥
�Ð�å�»�b
›8Œ4Š�(�b�S�e�†�³�™�µ�¡�[�A�r�M���G�€�}�b�Ÿ�î�ï�8�c�õ�–�[�M��

�¥�Ð�å�»�b
›8Œ�_�«�¡�ß�î�Ý�K�Z
°�Š
Æ���†�³�™�µ�¡�M�•�_�c�
 Ctrl-B  �r�S�c�e%®�3�Ÿ�î�†)Þ�~3É
�K�²�K�r�M���¥�Ð�å�»�Û�–�å�b
›8Œ�_%$�K&ã�·�M�•�_�c�
 Ctrl-A  �†�²�K�r�M��

>&�@>' %®�3�Ÿ�î�@�Q#Ý�[�A�•�b�c�
 VT100 �^�]�b  ANSI �«�n'ƒ�Ž�_7H�}�€�r�M��

���b�[�[�c�
 access-list �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»  �š�å�º�Ü�@  1 /œ�(�|�~�v6×�C
�^�W�Z�8�r�M���q�6�_�•�î�¯�Ý�@/œ�Ž�_4)�M�•�\�
�Q�b/œ�c  10 �e�Ð�(�T�E�e�l�©�Ç�º�I�€�

Ì/²
&g�I�€�r�M���»�Ý0°�•>& $>'�c�
�Q�b/œ�@�e�l�«�¡�ß�î�Ý�I�€�S�G�\�†/²�K�r�M���•�î�¯�Ý�@/œ�Ž
�_4)�M�•�S�g�_�
�Q�b/œ�c
Ì�g  10 �e�Ð�(�T�E�e�l�©�Ç�º�I�€�r�M��

Switch(config)# access-list 101 permit tcp 131.108.2.5 255.255.255.0 131.108.1
Switch(config)# $ 101 permit tcp 131.108.2.5 255.255.255.0 131.108.1.20 255.25
Switch(config)# $ t tcp 131.108.2.5 255.255.255.0 131.108.1.20 255.255.255.0 eq
Switch(config)# $ 108.2.5 255.255.255.0 131.108.1.20 255.255.255.0 eq 45 

�¥�Ð�å�»�b
°�Š�@)
�ƒ�W�S�6�\�
 Ctrl-A  �†�²�K�Z
²�/�b�S�e�†�³�™�µ�¡�K�
�Q�b�6�\  Return �Ÿ�î
�†�²�K�Z�¥�Ð�å�»�†��/œ�K�Z�C�T�I�8��/œ�Ž�_/²&g�I�€�•�»�Ý0°�•>& $>'�c�
�Q�b/œ�@�‘�l�«�¡�ß�î
�Ý�I�€�S�G�\�†/²�K�r�M��

Switch(config)# access-list 101 permit tcp 131.108.2.5 255.255.255.0 131.108.1$

�¯�Ç�º�˜�™�”�[�c�
'ƒ�Ž#ì8��c  80 �•�Û�Ò�œ�[�6�•�\�•���I�€�Z�8�r�M��#ì8��b�œ�@  80 �•�Û�Ò�œ�è
�¥�[�6�•���œ�_�c�
 terminal width  �–�¿�î�È�Ý  EXEC �¥�Ð�å�»�†�Q#Ý�K�Z�
'ƒ�Ž�b�œ�†0¿���K�Z�C
�T�I�8��

�Û�µ�É�”�Û�˜�å�»�µ+��\�¥�Ð�å�»  �Ä�«�º�Ü�µ+��†�G#Ý�M�•�\�
�S�_
°�Š�K�S0
7§�^�¥�Ð�å�»  �š�å
�º�Ü�†�ç�g���K�Z�š�f�[�A�r�M�� �S�_
°�Š�K�S�¥�Ð�å�»  �š�å�º�Ü�b�ç�g���K�‰�2�_�X�8�Z�c�
 ���Ÿ�î
�«�º�ß�î�¡�_�|�•�¥�Ð�å�»�b)…7Ÿ�� >&p.2-9>' �†�g!·�K�Z�C�T�I�8��
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show �>�|�g  more �¥�Ð�å�»���Š�b�è(ô�>�|�g�Ç�•�Ý�±�Ü�å�¢
show �>�|�g  more �¥�Ð�å�»�b���Š�†�è(ô�>�|�g�Ç�•�Ý�±�Ü�å�¢�[�A�r�M���G�b�µ+��c�
�±5��b���Š
�†�¯�î�º�M�•���œ�x�
���Š�?�}�Y0[�^�_���†7V�¥�M�•���œ�_�z'g�U�r�M���G�€�}�b�¥�Ð�å�»�b�Q#Ý
�c�õ�–�[�M��

�G�b�µ+��†�Q#Ý�M�•�_�c�
 show �r�S�c  more �¥�Ð�å�»�†
°�Š�K�S�6�\�
 �Ã�–�É 0°�•>&  | >'�
 begin�

include�
�r�S�c  exclude �b�8�N�€�?�b�Ÿ�î�á�î�»�
�>�|�g�e�Ð�4>&�è(ô�r�S�c�Ç�•�Ý�±�b�²�ó>'�†
�æ���K�r�M��

command | {begin | include | exclude} regular-expression

�e�Ð�4�[�c�
�±�e�Ð�\�`�e�Ð�@�
�9�I�€�r�M���S�\�<�d�
 | exclude output �\
°�Š�K�S���œ�
 output
�†�µ�t/œ�c/²&g�I�€�r�O�‡�@�
 Output �†�µ�t/œ�c/²&g�I�€�r�M��

���_�
 protocol �@�Q#Ý�I�€�Z�8�•/œ�T�E�†���Š�M�•�|�:�_�æ���M�•�[�†&g�K�r�M��

Switch# show interfaces | include protocol
Vlan1 is up, line protocol is up
Vlan10 is up, line protocol is down
GigabitEthernet0/1 is up, line protocol is down
GigabitEthernet0/2 is up, line protocol is up
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CLI �b�”�¡�­�«�‰�2
CLI �_�c�¥�å�¯�î�Ý�K)F�
 Telnet�
�r�S�c�È�Û�˜�¨�†�Q#Ý�M�•�G�\�_�|�W�Z�”�¡�­�«�[�A�r�M��

�¥�å�¯�î�Ý�K)F�r�S�c  Telnet �_�|�•  CLI �”�¡�­�«
CLI �_�”�¡�­�«�M�•�_�c�
�«�–�µ�³�b�Á�î�»�˜�™�”  �–�å�«�º�Þ�î�©�Ù�å  �ž�–�»�_0°3U�I�€�Z�8�•
�m8p�[�
�«�–�µ�³�b�¥�å�¯�î�Ý  �Ï�î�º�_'ƒ�Ž�r�S�c  PC �†�K)F�K�
�«�–�µ�³�b7Á ;�†�œ�å�_�M�•�²
0[�@�6�~�r�M���r�S�
2s�·�É�ß�­�«�>�|�g  IP �_���†�æ���M�•���œ�_�Q#Ý�[�A�•�œ�É�©�Ù�å�_�X�8
�Z#.0Ž�M�•�S�u�
 '¨ 3 'v���«�–�µ�³�b  IP �”�»�Þ�«�>�|�g  �¹�Ç�›�Ý�º  �¤�î�º�˜�™�–�b�m�~�\�Z�� �†
�g!·�K�Z�C�T�I�8��

�«�–�µ�³�@�M�[�_0¿���I�€�Z�8�•���œ�c�
 �ß�î�•�Ý  �¥�å�¯�î�Ý�K)F�r�S�c�Ü�Ô�î�º  Telnet �­�µ�©�Ù
�å�_�|�W�Z  CLI �_�”�¡�­�«�[�A�r�M�@�
�G�b�±�–�É�b�”�¡�­�«�_�P�Â�[�A�•�|�:�_�

›�_�«�–�µ�³
�†0¿���K�Z�>�C�²0[�@�6�~�r�M��0ò(ý�_�X�8�Z�c�
 ��'ƒ�Ž�G)z�_�P�M�•  Telnet �Ã�«�á�î�»�b0¿����

>&p.8-7>' �†�g!·�K�Z�C�T�I�8��

���b�8�N�€�?�b�‰�2�[�
�«�–�µ�³�\�b�K)F�†&�'g�[�A�r�M��

• �«�–�µ�³�b�¥�å�¯�î�Ý  �Ï�î�º�_�
'ö#.�«�¸�î�©�Ù�å�r�S�c�²�–�Ö�Ý�”�µ�É  �Ô�¹�Ò�†�K)F�K�r
�M���¥�å�¯�î�Ý  �Ï�î�º�l�b�K)F�_�X�8�Z�c�
�«�–�µ�³�b�Á�î�»�˜�™�”  �–�å�«�º�Þ�î�©�Ù�å  �ž
�–�»�†�g!·�K�Z�C�T�I�8��

• �Ü�Ô�î�º'ö#.�«�¸�î�©�Ù�å�?�}�õ�–�b  Telnet TCP/IP �r�S�c�/�•�ì  Secure Shell>&SSH; �­�Ÿ�×�”
�©�™�Ý>'�Ã�µ�£�î�ª�†�Q#Ý�K�r�M���«�–�µ�³�c  Telnet �r�S�c  SSH �¡�Û�–�”�å�º�\�b�¿�µ�º�á�î
�¡�K)F�@�•+��[�^�E�€�d�^�~�r�O�‡ ���r�S�
�«�–�µ�³�_�–�¿�î�È�Ý  �©�î�¡�Þ�µ�º  �Ã�«�á�î�»
�†0¿���K�Z�>�C�G�\�v�²0[�[�M��

Telnet �”�¡�­�«�b�S�u�b�«�–�µ�³0¿���_�X�8�Z�c�
 ��'ƒ�Ž�G)z�_�P�M�•  Telnet �Ã�«�á�î�»�b0¿
���� >&p.8-7>' �†�g!·�K�Z�C�T�I�8���«�–�µ�³�c� �ì�_�q�±  16 �¶�b  Telnet �­�µ�©�Ù�å�†�§�Ï�î�º
�K�r�M�� 1 �Ç�b  Telnet �Ø�î�¨�_�|�W�Z/œ�ƒ�€�S�š�f�c�
�Ú�b�M�m�Z�b  Telnet �­�µ�©�Ù�å�_�o�Î
�I�€�r�M��

SSH �b�S�u�b�«�–�µ�³0¿���_�X�8�Z�c�
 �� SSH �b�S�u�b�«�–�µ�³�b0¿���� >&p.8-42>' �†�g!·�K�Z
�C�T�I�8���«�–�µ�³�c�q�±  5 �X�b�ó
²�^  SSH �­�µ�©�Ù�å�†� �ì�_�§�Ï�î�º�K�r�M��

�¥�å�¯�î�Ý  �Ï�î�º�
 Telnet �­�µ�©�Ù�å�
�r�S�c  SSH �­�µ�©�Ù�å�†3û�L�Z�K)F�M�•�\�
'ö#.�«�¸�î
�©�Ù�å�V�_�Ø�î�¨  EXEC �É�ß�å�É�º�@/²&g�I�€�r�M��



'¨ 2 'v       CLI �b�Q#Ý�‰�2
CLI �b�”�¡�­�«�‰�2
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3

�«�–�µ�³�b  IP �”�»�Þ�«�>�|�g
�¹�Ç�›�Ý�º  �¤�î�º�˜�™�–�b�m�~�\�Z

�G�b'v�[�c�
+¬�·�>�|�g�m�·�b�›�‰�2�[�
 Catalyst 3560 �«�–�µ�³�b�6�‡0¿��>&�S�\�<�d�
�«�–�µ�³
IP �”�»�Þ�«�b�m�~�\�Z�x�¹�Ç�›�Ý�º�b�¤�î�º�˜�™�–�_��>'�†�8�B�M�•�‰�2�_�X�8�Z1��Â�K�r�M���«
�–�µ�³�b�«�±�î�º�”�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�š�f�M�•�‰�2�_�X�8�Z�v1��Â�K�r�M��

>&�@>' �G�b'v�[�Q#Ý�M�•�¥�Ð�å�»�b�S�e�>�|�g�Q#Ý�‰�2�b0ò(ý�_�X�8�Z�c�
�G�b�Ü�Ü�î�«�b�¥�Ð�å�»  �Ü
�Ç�“�Þ�å�«�
�>�|�g�� Cisco IOS IP Command Reference, Volume 1 of 3: Addressing and Services�� Release
12.2�†�g!·�K�Z�C�T�I�8��

�G�b'v�[1��Â�M�•
Æ���c�
���b�\�>�~�[�M��

• 2s�·�É�ß�­�«�b�+0[>& p.3-2>'

• �«�–�µ�³�_���b�m�~�\�Z>& p.3-3>'

• ��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�b&�1��>�|�g�–�Ñ>& p.3-12>'

• �«�±�î�º�”�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�b�š�f>& p.3-13>'

• �¯�Ç�º�˜�™�”  �–�Ó�î�ª  �Ü�ß�î�»�b�«�£�ª�×�î�Ý0¿��>& p.3-17>'

>&�@>' IP �”�»�Þ�«�>�|�g  Dynamic Host Configuration Protocol>&DHCP>'�b0¿���_6õ�M�•�G�b'v�b�_���c�
 IP
�Â�î�ª�Ù�å  4>&IPv4>'�[�w�b�_���[�M���«�–�µ�³�V�[  IP �Â�î�ª�Ù�å 6>&IPv6>'�b3?3æ�†�–�¿�î�È�Ý
�_�M�•���œ�c�
 '¨ 35 'v�� IPv6 �Ø�½�Ÿ�Õ�«�º  �Ý�î�¸�•�å�¢�b0¿���� �[�
 IPv6 �”�»�Þ�«�b�Ç�›�î�Ð�µ
�º�>�|�g0¿���_�[�w�b�_���†�g!·�K�Z�C�T�I�8�� IPv6 �µ+��†�–�¿�î�È�Ý�_�M�•�_�c�
�«�–�µ�³�c�Ñ
�G IP �§�î�Å�«  �–�Ó�î�ª�†��/œ�K�Z�8�•�²0[�@�6�~�r�M��
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2s�·�É�ß�­�«�b�+0[
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2s�·�É�ß�­�«�b�+0[
�«�–�µ�³�†2s�·�M�•�_�c�
�Á�î�»�˜�™�”  �–�å�«�º�Þ�î�©�Ù�å  �ž�–�»�b�m8p�_�‘�W�Z�
�«�–�µ�³�†
0¿*(�K�Z7Á ;�†�œ�å�_�K�
�«�–�µ�³�b�6�‡0¿��>& IP �”�»�Þ�«�
�§�È�¿�µ�º  �Ð�«�¡�
�¹�Ç�›�Ý�º  �¤�î
�º�˜�™�–�
�©�î�¡�Þ�µ�º�>�|�g  Telnet �Ã�«�á�î�»�^�]>'�†/œ�:�²0[�@�6�~�r�M��

3û�–�b2s�·�É�ß�­�«�_�c�È�î�º�ß�î�²  �¯�Ç�º�˜�™�”�b�·�8�@�µ�r�€�r�M���È�î�º  �ß�î�²�c�è�W�b
�”�¡�¸�•�Å�¸�•�†��/œ�K�r�M��

• �W�)�Þ�Ë�Ý�b  CPU �6�‡�ì�†/œ�8�r�M�� CPU �Þ�ª�«�±�†�6�‡�ì�M�•�G�\�_�|�~�
"@#.�Ó�Ô�Ü�@
�Ð�µ�Æ�å�¢�I�€�•���d�
��5��
3ÿ�Ø�^�]�†�D�š�K�r�M��

• CPU �§�È�©�«�¸�Ò�b  Power-on Self-Test>&POST; 7Á ;�ž
°�ì�­�Ý�Ç�¸�«�º>'�†/œ�8�r�M�� CPU
DRAM �\�
�Ç�Û�µ�©�×  �Ç�“�–�Ý  �©�«�¸�Ò�†�S�B�M�•�Ç�Û�µ�©�×  �¹�Â�–�«�b4Š�(�†�¸�«�º�K�r
�M��

• �©�«�¸�Ò  �Î�î�»�V�b�Ç�Û�µ�©�×  �Ç�“�–�Ý  �©�«�¸�Ò�†�6�‡�ì�K�r�M��

• �¹�Ç�›�Ý�º�b  OS>&�œ�Ì�Þ�î�¸�•�å�¢  �©�«�¸�Ò>'�¯�Ç�º�˜�™�”�†�Ó�Ô�Ü�_�ß�î�»�K�
�«�–�µ�³
�†2s�·�K�r�M��

�È�î�º  �ß�î�²�_�|�W�Z�Ç�Û�µ�©�×  �Ç�“�–�Ý  �©�«�¸�Ò�_�”�¡�­�«�K�Z�?�}�
 OS �†�ß�î�»�K�r�M��
�È�î�º  �ß�î�²�b�Q#Ý% $×�c3û�–�
 OS �b�ß�î�»�
�})°0Ž7V�
�>�|�g2s�·�_7H���I�€�r�M�� OS �@ CPU
�†�D�š�[�A�•�|�:�_�^�•�\�
�È�î�º  �ß�î�²�c�
���_�©�«�¸�Ò�@�Ü�­�µ�º�I�€�•�?7Á ;�@�ž
°�I�€�•
�r�[�c8��”�¡�¸�•�È�_�^�~�r�M��

�r�S�
 OS �@�Q#Ý�Y�•+��_�^�•�o�]�b5��±�^7€���@$Î#Õ�K�S���œ�c�
�È�î�º  �ß�î�²�c�©�«�¸�Ò�_�º
�Û�µ�É�»�”�?�}�”�¡�­�«�K�r�M���º�Û�µ�É�»�”�?�}�©�«�¸�Ò�l�”�¡�­�«�K�Z�
�²0[�@�6�€�d�
�Ç
�Û�µ�©�×  �Ç�“�–�Ý  �©�«�¸�Ò�†�Ç�›�î�Ð�µ�º�K�
 XMODEM �É�ß�º�¥�Ý�†�Q#Ý�K�Z  OS �b�¯�Ç�º�˜�™
�”�–�Ó�î�ª�†
Ì�–�å�«�º�î�Ý�K�
�»�ƒ�€�S�Ã�«�á�î�»�†�G�Ÿ�K�
�q)
$×�_  OS �†
Ì2s�·�[�A�r�M��
0ò(ý�_�X�8�Z�c�
 ���¯�Ç�º�˜�™�”�[7€���@$Î#Õ�K�S���œ�b�G�Ÿ�� >&p.42-2>' �>�|�g ���Ã�«�á�î�»�†�À
�€�S���œ�b�G�Ÿ�� >&p.42-4>' �†�g!·�K�Z�C�T�I�8��

>&�@>' �Ã�«�á�î�»�b�G�Ÿ�†�¹�•�­�î�È�Ý�_�[�A�r�M��0ò(ý�_�X�8�Z�c�
 ���Ã�«�á�î�»�G�Ÿ�b�¹�•�­�î�È�Ý
�ì�� >&p.8-6>' �†�g!·�K�Z�C�T�I�8��

�«�–�µ�³�_���†�m�~�\�Z�•�_�c�
 PC �r�S�c'ƒ�Ž�†�¥�å�¯�î�Ý  �Ï�î�º�_�K)F�K�
 PC �r�S�c'ƒ�Ž�š
�Ñ�×�Þ�î�©�Ù�å  �¯�Ç�º�˜�™�”�b�Î�î�Þ�î�º�>�|�g�Ÿ�Õ�Û�¡�±  �Ç�›�î�Ð�µ�º�†�«�–�µ�³�b�¥�å�¯�î
�Ý �Ï�î�º�b0¿���\�M+´�I�O�Z�>�C�²0[�@�6�~�r�M��

• �¹�Ç�›�Ý�º�b�Î�î�Þ�î�º�c  9600 �[�M��

• �¹�Ç�›�Ý�º�b�¹�î�±  �Å�µ�º�c  8 �[�M��

>&�@>' �¹�î�±  �Å�µ�º  �œ�É�©�Ù�å�†  8 �_0¿���K�S���œ�
�Ã�Ü�¸�•  �œ�É�©�Ù�å�c���^�K���_0¿��
�K�r�M��

• �¹�Ç�›�Ý�º�b�«�º�µ�É  �Å�µ�º�c  1 �[�M��

• �¹�Ç�›�Ý�º�b�Ã�Ü�¸�•0¿���c���^�K���[�M��
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�«�–�µ�³�_���b�m�~�\�Z
IP �_���†�m�~�\�Z�•�_�c�
�«�–�µ�³�b�­�µ�º�”�µ�É  �É�ß�¢�Û�Ò�†�Q#Ý�M�•�‰�2�
 Dynamic Host
Configuration Protocol>&DHCP>'�§�î�Â�†�Q#Ý�M�•�‰�2�
�r�S�c�m�·�[��/œ�M�•�‰�2�@�6�~�r�M��

"I���b  IP �_���b0¿���@�²0[�^���œ�
�«�–�µ�³�b�­�µ�º�”�µ�É  �É�ß�¢�Û�Ò�†�Q#Ý�K�Z�C�T�I�8���G
�b�É�ß�¢�Û�Ò�†�Q#Ý�M�•�\�
�Í�«�º�¡�\�–�¿�î�È�Ý  �©�î�¡�Þ�µ�º  �Ã�«�á�î�»�†0¿���M�•�G�\�v�[
�A�r�M���r�S�
�õ�–�[�
 Telnet �Ã�«�á�î�»�†�m�~�\�Z�S�~>&�Ü�Ô�î�º'ö#.�p�b�­�Ÿ�×�Ü�¸�•&��–�b
�S�u>'�
�«�–�µ�³�†�¡�Û�«�±�b�¥�Ð�å�»�r�S�c�Ó�å�Â�î  �«�–�µ�³�\�K�Z�
�6�•�8�c�«�±�å�»�”�ß�å
�«�–�µ�³�\�K�Z0¿���K�S�~�[�A�r�M���­�µ�º�”�µ�É  �É�ß�¢�Û�Ò�b0ò(ý�_�X�8�Z�c�
�Á�î�»�˜�™�”
�–�å�«�º�Þ�î�©�Ù�å  �ž�–�»�†�g!·�K�Z�C�T�I�8��

�§�î�Â�b0¿���‹�c  DHCP �§�î�Â�†�Q#Ý�K�Z�
 IP �_���b7Ÿ�p'ö#.�\+¬�·�m�~�\�Z�†/œ�8�r�M��

>&�@>' DHCP �†�Q#Ý�K�Z�8�•���œ�c�
�«�–�µ�³�@�·$×�_�m�~�\�Z�}�€�S  IP �”�»�Þ�«�†�w�™�K�Z�¥�å�Ç�•
� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�†1��s3¸�t�r�[�c�
�­�µ�º�”�µ�É  �É�ß�¢�Û�Ò�?�}�b2A�e�_�Â'Å�K�^�8�[
�C�T�I�8��

�«�–�µ�³�b0¿���m8p�†!Í%±�K�Z�8�•)�9‚1Ï�)�^�Ø�î�¨�b���œ�c�
�«�–�µ�³�†�m�·�[0¿���K�Z�C�T�I
�8���Q�€�è�¥�b�Ø�î�¨�c�
�S3Ù�b�­�µ�º�”�µ�É  �É�ß�¢�Û�Ò�†�Q#Ý�K�Z�C�T�I�8��

�G�G�[�c�
���b0¿���_���_�X�8�Z1��Â�K�r�M��

• �¹�Ç�›�Ý�º�b�«�–�µ�³�_��>& p.3-3>'

• DHCP �Ë�î�«�b+¬�·0¿���b�+0[>& p.3-4>'

• �m�·�[�b�«�–�µ�³�_���b�m�~�\�Z>& p.3-11>'

�¹�Ç�›�Ý�º�b�«�–�µ�³�_��
/² 3-1 �_�
�¹�Ç�›�Ý�º�b�«�–�µ�³�_���†&g�K�r�M��

/² 3-1 �¹�Ç�›�Ý�º�b�«�–�µ�³�_��

�µ+� �¹�Ç�›�Ý�º0¿��

IP �”�»�Þ�«�>�|�g�§�È�¿�µ�º  �Ð�«�¡ IP �”�»�Þ�«�r�S�c�§�È�¿�µ�º  �Ð�«�¡�c��*O�I�€�Z�8�r�O
�‡��

�¹�Ç�›�Ý�º  �¤�î�º�˜�™�– �¹�Ç�›�Ý�º  �¤�î�º�˜�™�–�c��*O�I�€�Z�8�r�O�‡��

�–�¿�î�È�Ý  �©�î�¡�Þ�µ�º  �Ã�«�á�î�» �Ã�«�á�î�»�c��*O�I�€�Z�8�r�O�‡��

�Í�«�º�¡ ��,´�ì�_0¿���I�€�S�Í�«�º�¡�c  Switch �[�M��

Telnet �Ã�«�á�î�» �Ã�«�á�î�»�c��*O�I�€�Z�8�r�O�‡��

�¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�µ+� �¹�•�­�î�È�Ý

�¡�Û�«�±�¡ �¡�Û�«�±�¡�c��*O�I�€�Z�8�r�O�‡��
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DHCP �Ë�î�«�b+¬�·0¿���b�+0[
DHCP �c�
 �–�å�±�î�¿�µ�º�Í�«�º�>�|�g�–�å�±�î�¿�µ�º�á�î�Ÿ�å�¢  �¹�Â�–�«�_0¿���_���†�f�j�K�r
�M���G�b�É�ß�º�¥�Ý�c�
 2 �X�b�¥�å�Ï�î�¿�å�º�?�}�^�~�r�M�� 1 �X�c  DHCP �§�î�Â�?�}�¹�Â�–�«�_
�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ã�Û�Ó�î�±�†�f�j�M�•�¥�å�Ï�î�¿�å�º�
 �v�:  1 �X�c�¹�Â�–�«�_�¿�µ�º�á�î
�¡  �”�»�Þ�«�†�m�~�\�Z�•�¥�å�Ï�î�¿�å�º�[�M�� DHCP �c�¡�Û�–�”�å�º / �§�î�Â  �Ô�¹�Ý�_�ö�Y�8�Z�8
�r�M���æ���I�€�S  DHCP �§�î�Â�@�
�·$×�_0¿���I�€�•�¹�Â�–�«�_�P�K�Z�
�¿�µ�º�á�î�¡  �”�»�Þ�«
�†�m�~�\�Z�
�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ã�Û�Ó�î�±�†�f�j�K�r�M���«�–�µ�³�c�
 DHCP �¡�Û�–�”�å�º
�>�|�g  DHCP �§�î�Â�\�K�Z�µ+��[�A�r�M��

DHCP �Ë�î�«�b+¬�·0¿���[�c�
�«�–�µ�³>& DHCP �¡�Û�–�”�å�º>'�c2s�·�ì�_�
 IP �”�»�Þ�«�_���>�|
�g�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�†�Q#Ý�K�Z+¬�·$×�_0¿���I�€�r�M��

DHCP �Ë�î�«�b+¬�·0¿���†�Q#Ý�M�•�\�
�«�–�µ�³�V�[  DHCP �¡�Û�–�”�å�º
��b0¿���†/œ�:�²0[�c�6
�~�r�O�‡���S�T�K�
 DHCP �§�î�Â�[�
 IP �”�»�Þ�«�_6õ4��K�S�›'��Ü�î�«  �œ�É�©�Ù�å�†0¿���M�•�²0[
�@�6�~�r�M�� DHCP �†�Q#Ý�K�Z�¿�µ�º�á�î�¡�V�[�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�†�Ü�Þ�î�M�•��
�œ�c�
 Trivial File Transfer Protocol>&TFTP;(F�Æ�Ç�“�–�Ý3?3æ�É�ß�º�¥�Ý>' �§�î�Â�>�|�g  Domain Name
System>&DNS; �»�Ó�–�å  �¿�î�Ò  �©�«�¸�Ò>'�§�î�Â�b0¿���@�²0[�^�G�\�v�6�~�r�M��

�«�–�µ�³�b  DHCP �§�î�Â�c�
�«�–�µ�³�\� �L  LAN �V�_4Ä*(�M�•�G�\�v�
�Q�b�«�–�µ�³�\�c�9�b
LAN �V�_4Ä*(�M�•�G�\�v�[�A�r�M�� DHCP �§�î�Â�@$��^�•  LAN �V�[�·�8�K�Z�8�•���œ�
�«�–�µ�³
�\  DHCP �§�î�Â6ë�_�
 DHCP �b�Ü�Þ�î  �¹�Â�–�«�†0¿���M�•�²0[�@�6�~�r�M���Ü�Þ�î  �¹�Â�–�«�c�
%$
�K�K)F�I�€�Z�8�•  2 �X�b  LAN 6ë�[�È�ß�î�»�Ÿ�Õ�«�º  �º�Û�Ç�•�µ�¡�†3?3æ�K�r�M���Ý�î�±�c�È�ß�î
�»�Ÿ�Õ�«�º  �Ã�£�µ�º�†3?3æ�K�r�O�‡�@�
�w�™�K�S�Ã�£�µ�º�b��
›  IP �”�»�Þ�«�_�ö�Y�8�Z�Ã�£�µ�º
�†3?3æ�K�r�M��

DHCP �Ë�î�«�b+¬�·0¿���c�
�«�–�µ�³�b  BOOTP �¡�Û�–�”�å�º�µ+��_�æ�ƒ�•�v�b�[�M��

DHCP �¡�Û�–�”�å�º�b0[�Ó�É�ß�­�«

�«�–�µ�³�†2s�·�K�S�\�A�_�
�«�–�µ�³�_�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�@�^�8���œ�
 DHCP �¡�Û
�–�”�å�º�@�ç�g���I�€�
 DHCP �¡�Û�–�”�å�º�@  DHCP �§�î�Â�_0¿���_���†0[�Ó�K�r�M���¥�å�Ç�•
� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�@�Ñ�~�K�
�Q�b0¿���_"I���b�Ý�î�¸�µ�»  �–�å�±�î�Ç�™�–�«�b  ip address
dhcp �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�@�µ�r�€�•���œ�
 DHCP �¡�Û�–�”�å�º�@
�ç�g���I�€�
 DHCP �¡�Û�–�”�å�º�@�–�å�±�î�Ç�™�–�«�_  IP �”�»�Þ�«�_���†0[�Ó�K�r�M��

�W3-1 �_�
 DHCP �¡�Û�–�”�å�º�\  DHCP �§�î�Â6ë�[�º�n�I�€�•�M4��b�Ó�µ�­�î�ª�†&g�K�r�M��

�W3-1  DHCP �¡�Û�–�”�å�º / �§�î�Â6ë�b�Ó�µ�­�î�ª�º�n

�¡�Û�–�”�å�º�[�6�•�«�–�µ�³  A �c�
 DHCP �§�î�Â�b���d�†"I���M�•�S�u�_�
 DHCPDISCOVER �Ó�µ
�­�î�ª�†�È�ß�î�»�Ÿ�Õ�«�º�K�r�M�� DHCP �§�î�Â�c�
 DHCPOFFER �Ø�½�Ÿ�Õ�«�º  �Ó�µ�­�î�ª�_�|�W
�Z�
�Q#Ý�•+��^�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ã�Û�Ó�î�±>& IP �”�»�Þ�«�
�§�È�¿�µ�º  �Ð�«�¡�
�¤�î�º�˜�™
�–  IP �”�»�Þ�«�
 DNS IP �”�»�Þ�«�
 IP �”�»�Þ�«#Ý�b�Ü�î�«�^�]>'�†�¡�Û�–�”�å�º�_�f&g�K�r�M��

 A

DHCPACK

DHCPREQUEST

DHCPOFFER

DHCPDISCOVER

DHCP 

51
80

7
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DHCPREQUEST �È�ß�î�»�Ÿ�Õ�«�º  �Ó�µ�­�î�ª�[�c�
�¡�Û�–�”�å�º�c�
�f&g�I�€�S0¿���_���_�P�K
�Z�
 DHCP �§�î�Â�_�G�'�^0[�Ó�†�`�K�r�M���G�b�G�'�^0[�Ó�c�È�ß�î�»�Ÿ�Õ�«�º�I�€�•�S�u�
�¡�Û
�–�”�å�º�?�}  DHCPDISCOVER �È�ß�î�»�Ÿ�Õ�«�º  �Ó�µ�­�î�ª�†�w�™�K�S�Ú�b�M�m�Z�b  DHCP �§�î
�Â�c�
�¡�Û�–�”�å�º�_�f&g�K�S  IP �”�»�Þ�«�†
Ì�<#Ý�[�A�r�M��

DHCP �§�î�Â�c�
 DHCPACK �Ø�½�Ÿ�Õ�«�º  �Ó�µ�­�î�ª�†�¡�Û�–�”�å�º�_�`�M�G�\�[�
 IP �”�»�Þ�«�@
�¡�Û�–�”�å�º�_�m�~�\�Z�}�€�S�G�\�†&�1��K�r�M���G�b�Ó�µ�­�î�ª�_�|�W�Z�
�¡�Û�–�”�å�º�\�§�î
�Â�c�Â�˜�å�»�I�€�
�¡�Û�–�”�å�º�c�§�î�Â�?�}�w�™�K�S0¿���_���†�Q#Ý�K�r�M���«�–�µ�³�b�w�™�M
�•�_��5��c�
 DHCP �§�î�Â�b0¿���‰�2�_�|�W�Z$��^�~�r�M��0ò(ý�_�X�8�Z�c�
 �� TFTP �§�î�Â�b0¿����

>&p.3-6>' �†�g!·�K�Z�C�T�I�8��

DHCPOFFER �Ø�½�Ÿ�Õ�«�º  �Ó�µ�­�î�ª�_�|�W�Z3æ�™�I�€�S�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ã�Û�Ó�î�±�@
!“� �[�6�•>&�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �š�Û�î�@�6�•>'���œ�
�¡�Û�–�”�å�º�c  DHCP �§�î�Â�_�

DHCPDECLINE �È�ß�î�»�Ÿ�Õ�«�º  �Ó�µ�­�î�ª�†�`�K�r�M��

DHCP �§�î�Â�c�¡�Û�–�”�å�º�_�
 �f&g�I�€�S�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ã�Û�Ó�î�±�@�m�~�\�Z�}�€�Z
�8�^�8�
�Ã�Û�Ó�î�±�b�¿�¦�©�š�î�©�Ù�å�p�_�š�Û�î�@$Î#Õ�K�S�
�r�S�c  DHCPOFFER �Ó�µ�­�î�ª�_
�P�M�•�¡�Û�–�”�å�º�b�Â'Å�@4��€�Z�8�•>& DHCP �§�î�Â�@�Ã�Û�Ó�î�±�†�9�b�¡�Û�–�”�å�º�_�m�~�\
�Z�S>'�\�8�:�–�á�b  DHCPNAK �Ä�°�È�ß�î�»�Ÿ�Õ�«�º  �Ó�µ�­�î�ª�†3æ�™�K�r�M��

DHCP �¡�Û�–�”�å�º�c�
0
�X�b  DHCP �§�î�Â�r�S�c  BOOTP �§�î�Â�?�}�f&g�†�w�E�v�~�
�Q�b�:�U
�b�õ�–�b  1 �X�†�w�E
°�€�•�G�\�@�[�A�r�M�@�
 3û�–�c�q�6�_�w�E�v�W�S�f&g�†�w�E
°�€�r�M�� DHCP
�§�î�Â�?�}�f&g�I�€�S  IP �”�»�Þ�«�@�²�N�K�v�¡�Û�–�”�å�º�_�m�~�\�Z�}�€�•�ƒ�E�[�c�6�~�r�O�‡��
�S�T�K�
�§�î�Â�c3û�–�
�¡�Û�–�”�å�º�@�G�'�_�”�»�Þ�«�†0[�Ó�M�•�r�[�c�”�»�Þ�«�†&��–�K�Z�>�A
�r�M�� �«�–�µ�³�@  BOOTP �§�î�Â�?�}�b�Â'Å�†�w�E
°�€�Z�
 +¬3��†0¿���M�•���œ�
 �«�–�µ�³�c�«�–�µ
�³  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�†
°�m�M�•�S�u�_�
 TFTP 0[�Ó�†�Ø�½�Ÿ�Õ�«�º�M�•�b�[�c�^�C
�È�ß�î�»�Ÿ�Õ�«�º�K�r�M��

DHCP �Ë�î�«�b+¬�·0¿���b0¿��
�G�G�[�c�
���b0¿���_���_�X�8�Z1��Â�K�r�M��

• DHCP �§�î�Â0¿���ì�b�@�–�¦8o>& p.3-5>'

• TFTP �§�î�Â�b0¿��>& p.3-6>'

• DNS �b0¿��>& p.3-7>'

• �Ü�Þ�î  �¹�Â�–�«�b0¿��>& p.3-7>'

• �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�b
°�m�‰�2>& p.3-8>'

• �S�B�[>& p.3-9>'

DHCP �§�î�Â�@�©�«�¥0��b�v�b�[�6�•���œ�
 DHCP 0¿���_6õ�M�•0ò(ý�c�
 �� Cisco IOS IP Configuration
Guide�� Release 12.2 �b  �� IP Addressing and Services�� �b'v�_�6�•  �� Configuring DHCP�� �b4Š�(�†�g!·
�K�Z�C�T�I�8��

DHCP �§�î�Â0¿���ì�b�@�–�¦8o

�¹�Â�–�«�†  DHCP �§�î�Â�\�K�Z0¿���M�•���œ�
���b�@�–�¦8o�_�‘�W�Z�C�T�I�8��

DHCP �§�î�Â�_�c�
 �«�–�µ�³�b�Á�î�»�˜�™�”  �”�»�Þ�«�_�|�W�Z�›�«�–�µ�³�\)��g�Ü�E�}�€�Z�8�•�£
(Ù�í�s�b�Ü�î�«�†0¿���M�•�²0[�@�6�~�r�M��

�«�–�µ�³�_  IP �”�»�Þ�«�_���†�w�™�I�O�•�_�c�
 DHCP �§�î�Â�_���b�Ü�î�«  �œ�É�©�Ù�å�†0¿���M�•
�²0[�@�6�~�r�M��

• �¡�Û�–�”�å�º�b  IP �”�»�Þ�«>&�²8r>'
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• �¡�Û�–�”�å�º�b�§�È�¿�µ�º  �Ð�«�¡>&�²8r>'

• DNS �§�î�Â�b  IP �”�»�Þ�«>&�õ�–>'

• �Ý�î�±�b  IP �”�»�Þ�«>&�«�–�µ�³�[�Q#Ý�M�•�¹�Ç�›�Ý�º  �¤�î�º�˜�™�–  �”�»�Þ�«>' >&�²8r>'

�«�–�µ�³�_  TFTP �§�î�Â�?�}�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�†�w�™�I�O�•���œ�c�
 DHCP �§�î�Â
�_���b�Ü�î�«  �œ�É�©�Ù�å�†0¿���M�•�²0[�@�6�~�r�M��

• TFTP �§�î�Â�¡>&�²8r>'

• �È�î�º  �Ç�“�–�Ý�¡>&�¡�Û�–�”�å�º�@�²0[�\�M�•�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�¡>' >&�N�á>'

• �Í�«�º�¡>&�õ�–>'

DHCP �§�î�Â�b0¿���_�|�W�Z�c�
�«�–�µ�³�c  IP �”�»�Þ�«�_���r�S�c�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“
�–�Ý�
�6�•�8�c�Q�b�g�‰�†�w�™�[�A�r�M��

�S3Ù�b�Ü�î�«  �œ�É�©�Ù�å�†0¿���K�^�?�W�S���œ�
 DHCP �§�î�Â�c�
0¿���I�€�S�Ã�Û�Ó�î�±�b�s�†�Q
#Ý�K�Z�¡�Û�–�”�å�º�b0[�Ó�_�Â'Å�K�r�M�� IP �”�»�Þ�«�>�|�g�§�È�¿�µ�º  �Ð�«�¡�@�Â'Å�_�µ�r�€�Z
�8�^�8�\�
�«�–�µ�³�c0¿���I�€�r�O�‡���Ý�î�±�b  IP �”�»�Þ�«�r�S�c  TFTP �§�î�Â�¡�@0b�X�?�}�^
�?�W�S���œ�
 �«�–�µ�³�c  TFTP 0[�Ó�†�Ø�½�Ÿ�Õ�«�º�K�^�8�[�È�ß�î�»�Ÿ�Õ�«�º�M�•���œ�@�6�~�r�M��
�Q�b�Ú�b�Ü�î�«  �œ�É�©�Ù�å�c�
�Q#Ý�[�A�^�C�Z�v+¬�·0¿���_�c�s8j�K�r�O�‡��

TFTP �§�î�Â�b0¿��

DHCP �§�î�Â�b0¿���_�ö�Y�8�Z�
�«�–�µ�³�c  TFTP �§�î�Â�?�}  1 �X�r�S�c0
�X�b�¥�å�Ç�•� �×�Þ�î
�©�Ù�å  �Ç�“�–�Ý�†�²�˜�å�ß�î�»�K�|�:�\�K�r�M�� TFTP �§�î�Â�l�b  IP �K)F�_�²0[�^�M�m�Z�b�œ�É
�©�Ù�å�_�X�8�Z�«�–�µ�³�_�Â'Å�M�•�|�:  DHCP �†0¿���K�Z�8�•���œ�[�
�^�>�?�X�
 TFTP �§�î�Â�¡�

�”�»�Þ�«�
�>�|�g�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�¡�†�æ���K�Z  DHCP �§�î�Â�†0¿���K�Z�8�•��
�œ�
�«�–�µ�³�c�æ���I�€�S  TFTP �§�î�Â�?�}�æ���I�€�S�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�†�²�˜�å
�ß�î�»�K�|�:�\�K�r�M��

�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�¡�
�>�|�g  TFTP �§�î�Â�†�æ���K�^�?�W�S���œ�
�r�S�c�¥�å�Ç�•
� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�†�²�˜�å�ß�î�»�[�A�^�?�W�S���œ�c�
�«�–�µ�³�c�Ç�“�–�Ý�¡�\  TFTP �§�î
�Â�”�»�Þ�«�†�I�r�J�r�_)��s�œ�ƒ�O�Z�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�†�²�˜�å�ß�î�»�K�|�:�\
�K�r�M���Ç�“�–�Ý�_�c�
 >&�Ñ�~�M�•���œ>'"I���b�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�¡�\���b�Ç�“�–
�Ý�@�æ���I�€�Z�8�r�M�� network-config�
 cisconet.cfg�
 hostname.config�
�r�S�c  hostname.cfg �[�M���G
�b���œ�
 hostname �c�«�–�µ�³�b#'�~�b�Í�«�º�¡�[�M���Q#Ý�I�€�•  TFTP �§�î�Â�”�»�Þ�«�_�c�
 >&�Ñ
�~�M�• � � �œ>'�æ�� � I �€ �S  TFTP �§� î �Â�b�” �»�Þ�«� 
�>� | �g �È�ß� î �» �Ÿ�Õ�«�º  � ” �» �Þ�«

>&255.255.255.255>'�@�µ�r�€�Z�8�r�M��

�«�–�µ�³�@�G�–�_�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�†�²�˜�å�ß�î�»�M�•�_�c�
 TFTP �§�î�Â�b�Ë�î
�«  �¹�•�Þ�¡�º�Ü�_  1 �X�r�S�c0
�X�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�@�µ�r�€�Z�8�^�E�€�d�^�~
�r�O�‡���µ�u�•�G�\�b�[�A�•�Ç�“�–�Ý�c�
���b�\�>�~�[�M��

• DHCP �Â'Å�[�æ���I�€�Z�8�•�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý >&��7•�b�«�–�µ�³  �¥�å�Ç�•� �×
�Þ�î�©�Ù�å  �Ç�“�–�Ý>'

• network-confg �r�S�c  cisconet.cfg �Ç�“�–�Ý>&�¹�Ç�›�Ý�º�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý>'

• router-confg �r�S�c  ciscortr.cfg �Ç�“�–�Ý>&�G�€�}�b�Ç�“�–�Ý�_�c�
�M�m�Z�b�«�–�µ�³�_
¹3û�b�¥
�Ð�å�»�@�µ�r�€�Z�8�r�M��3û�–�
 DHCP �>�|�g  TFTP �§�î�Â�@4:�)�_0¿���I�€�Z�8�€�d�
�G�€
�}�b�Ç�“�–�Ý�c�”�¡�­�«�I�€�r�O�‡>'

DHCP �§�î�Â  �Ü�î�«  �¹�î�±�Ë�î�«�_  TFTP �§�î�Â�¡�†�æ���M�•���œ�c�
 DNS �§�î�Â�b�¹�î�±�Ë�î
�«�_  TFTP �§�î�Â�¡�\  IP �”�»�Þ�«�b�Ð�µ�Æ�å�¢�†0¿���M�•�G�\�v�²0[�[�M��
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�Q#Ý�M�• TFTP �§�î�Â�@�
 �«�–�µ�³�\�c$��^�•  LAN �V�_�6�•���œ�
 �r�S�c�«�–�µ�³�@�È�ß�î�»�Ÿ�Õ
�«�º  �”�»�Þ�«�†�Q#Ý�K�Z�”�¡�­�«�K�S���œ>&�S3Ù�b�M�m�Z�b�²8r�_���@  DHCP �§�î�Â�b�Â'Å�_�µ
�r�€�Z�8�^�8���œ�_$Î#Õ>'�c�
�Ü�Þ�î�†0¿���K�Z  TFTP �§�î�Â�_  TFTP �Ã�£�µ�º�†3?3æ�M�•�²0[�@
�6�~�r�M��0ò(ý�_�X�8�Z�c�
 ���Ü�Þ�î  �¹�Â�–�«�b0¿���� >&p.3-7>' �†�g!·�K�Z�C�T�I�8��4:�)�^0Ž�ô�‰
�2�c�
�²0[�^�M�m�Z�b�_���†�Q#Ý�K�Z  DHCP �§�î�Â�†0¿���M�•�G�\�[�M��

DNS �b0¿��

DHCP �§�î�Â�c�
 DNS �§�î�Â�†�Q#Ý�K�Z  TFTP �§�î�Â�¡�†  IP �”�»�Þ�«�_�š�n�K�r�M�� DNS �§�î�Â
�V�[�
 TFTP �§�î�Â�¡�?�}  IP �”�»�Þ�«�l�b�Ð�µ�Æ�å�¢�†0¿���M�•�²0[�@�6�~�r�M�� TFTP �§�î�Â�_
�c�
�«�–�µ�³�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�@�Ñ�~�K�r�M��

DHCP �b�Â'Å�ì�_  IP �”�»�Þ�«�†�v�“�M�•  DHCP �§�î�Â�b�Ü�î�«  �¹�î�±�Ë�î�«�_�
 DNS �§�î�Â�b  IP
�”�»�Þ�«�†0¿���[�A�r�M���Ü�î�«  �¹�î�±�Ë�î�«�_�c�
 DNS �§�î�Â�b  IP �”�»�Þ�«�†  2 �X�r�[
°�Š�[
�A�r�M��

DNS �§�î�Â�c�
�«�–�µ�³�\� �L  LAN �V�_4Ä*(�M�•�G�\�v�
�Q�b�«�–�µ�³�\�c�9�b  LAN �V�_4Ä*(�M
�•�G�\�v�[�A�r�M�� DHCP �§�î�Â�@�9�b  LAN �V�_�Ñ�~�M�•���œ�
 �«�–�µ�³�c�Ý�î�±�†�Ó�K�Z  DHCP
�§�î�Â�_�”�¡�­�«�[�A�^�E�€�d�^�~�r�O�‡��

�Ü�Þ�î  �¹�Â�–�«�b0¿��

$��^�•  LAN �V�_�6�•�Í�«�º�?�}�b�Â'Å�@�²0[�^�È�ß�î�»�Ÿ�Õ�«�º  �Ã�£�µ�º�†�«�–�µ�³�@3æ�™�M�•
���œ�c�
�Ü�Þ�î  �¹�Â�–�«>& �Ü�Þ�î  �š�î�ª�™�å�º >'�†0¿���M�•�²0[�@�6�~�r�M���«�–�µ�³�@3æ�™�M
�•�•+��ö�b�6�•�È�ß�î�»�Ÿ�Õ�«�º  �Ã�£�µ�º�b�[�\�K�Z  DHCP �Ã�£�µ�º�
 DNS �Ã�£�µ�º�
 ���œ�_�|�W
�Z�c  TFTP �Ã�£�µ�º�@�ò�F�}�€�r�M���Ü�Þ�î  �¹�Â�–�«�c�
�–�å�±�î�Ç�™�–�«�V�b�w�™�È�ß�î�»�Ÿ�Õ
�«�º  �Ã�£�µ�º�†��
›�Í�«�º�_3?3æ�M�•�|�:�_0¿���K�^�E�€�d�^�~�r�O�‡��

�Ü�Þ�î  �¹�Â�–�«�@�©�«�¥0��Ý�î�±�[�6�•���œ�
 IP �Ý�î�¸�•�å�¢�†�–�¿�î�È�Ý�_�K>& ip routing  �¢
�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»>'�
 ip helper-address �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×
�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�Z�
�Ê�Ý�Ã�î  �”�»�Þ�«�†0¿���K�r�M��

�W3-2 �[�c�
�Ý�î�±  �–�å�±�î�Ç�™�–�«�†���b�|�:�_0¿���K�Z�8�r�M��

�–�å�±�î�Ç�™�–�«  10.0.0.2 �[�c�


router(config-if)#  ip helper-address 20.0.0.2
router(config-if)#  ip helper-address 20.0.0.3
router(config-if)# ip helper-address 20.0.0.4

�–�å�±�î�Ç�™�–�«  20.0.0.1 �[�c�


router(config-if)# ip helper-address 10.0.0.1

>&�@>' �«�–�µ�³�†�Ü�Þ�î  �¹�Â�–�«�\�K�Z�µ+��I�O�•���œ�c�
�–�å�±�î�Ç�™�–�«�†�Ý�î�¸�µ�»  �Ï�î�º�_0¿
���K�Z�C�T�I�8��0ò(ý�_�X�8�Z�c�
 ���Ý�î�¸�µ�»  �Ï�î�º�� >&p.10-5>' �>�|�g ���Þ�–�Ö  3 �–�å�±�î�Ç�™
�–�«�b0¿���� >&p.10-26>' �†�g!·�K�Z�C�T�I�8��
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�W3-2 +¬�·0¿���[�b�Ü�Þ�î  �¹�Â�–�«�b�Q#Ý

�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�b
°�m�‰�2

IP �”�»�Þ�«�>�|�g�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�¡�@  DHCP �[�S#Ý�b�Ü�î�«�\�K�Z�v�“�[�A�•
�?�]�:�?�_�Â�L�Z�
�«�–�µ�³�c���b�‰�2�[0¿���_���†
°�m�K�r�M��

• IP �”�»�Þ�«�>�|�g�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�¡�@�
�«�–�µ�³#Ý�_�£(Ù�I�€�
 DHCP �Â'Å
>&1 �Ç�“�–�Ý1��s3¸�s�‰�'>'�[�f�j�I�€�Z�8�•���œ

�«�–�µ�³�c  DHCP �§�î�Â�?�}�
 IP �”�»�Þ�«�
�§�È�¿�µ�º  �Ð�«�¡�
 TFTP �§�î�Â  �”�»�Þ�«�
�>�|
�g�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�¡�†�w�™�K�r�M���«�–�µ�³�c�
 TFTP �§�î�Â�_�Ø�½�Ÿ�Õ�«
�º  �Ó�µ�­�î�ª�†3æ�™�K�
�æ���I�€�S�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�†�§�î�Â�b�Ë�î�«  �¹�•
�Þ�¡�º�Ü�?�}�v�“�K�Z�
�È�î�º�”�µ�É  �É�ß�­�«�†�ö�¢�K�r�M��

• �«�–�µ�³�b  IP �”�»�Þ�«�>�|�g�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�¡�@�£(Ù�I�€�Z�8�•�@�
 DHCP
�Â'Å�_  TFTP �§�î�Â  �”�»�Þ�«�@�µ�r�€�Z�8�^�8���œ>& 1 �Ç�“�–�Ý1��s3¸�s�‰�'>'

�«�–�µ�³�c  DHCP �§�î�Â�?�}�
 IP �”�»�Þ�«�
�§�È�¿�µ�º  �Ð�«�¡�
�>�|�g�¥�å�Ç�•� �×�Þ�î�©�Ù
�å  �Ç�“�–�Ý�¡�†�w�™�K�r�M���«�–�µ�³�c�
 TFTP �§�î�Â�_�È�ß�î�»�Ÿ�Õ�«�º  �Ó�µ�­�î�ª�†3æ�™
�K�
�æ���I�€�S�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�†�§�î�Â�b�Ë�î�«  �¹�•�Þ�¡�º�Ü�?�}�v�“�K
�Z�
�È�î�º�”�µ�É  �É�ß�­�«�†�ö�¢�K�r�M��

• IP �”�»�Þ�«�T�E�@�«�–�µ�³#Ý�_�£(Ù�I�€�
 DHCP �Â'Å�[�f�j�I�€�Z�>�~�
�¥�å�Ç�•� �×�Þ�î
�©�Ù�å  �Ç�“�–�Ý�¡�c�f�j�I�€�^�8���œ>& 2 �Ç�“�–�Ý1��s3¸�s�‰�'>'

�«�–�µ�³�c  DHCP �§�î�Â�?�}�
 IP �”�»�Þ�«�
�§�È�¿�µ�º  �Ð�«�¡�
�>�|�g  TFTP �§�î�Â  �”�»�Þ
�«�†�w�™�K�r�M���«�–�µ�³�c�
 TFTP �§�î�Â�_�Ø�½�Ÿ�Õ�«�º�Ó�µ�­�î�ª�†3æ�™�K�
 network-confg
�r�S�c  cisconet.cfg �b�¹�Ç�›�Ý�º  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�†�v�“�K�r�M >&network-confg
�Ç�“�–�Ý�@1��s3¸�u�^�8���œ�
�«�–�µ�³�c  cisconet.cfg �Ç�“�–�Ý�†1��s3¸�s�r�M>' ��

�¹�Ç�›�Ý�º  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_�c�
�«�–�µ�³�b�Í�«�º�¡�?�}  IP �”�»�Þ�«�l�b
�Ð�µ�Æ�å�¢�@�µ�r�€�Z�8�r�M���«�–�µ�³�c�
�Ç�“�–�Ý�b�_���†�Í�«�º  �¸�î�È�Ý�_�i�A3¸�s�
�Í
�«�º�¡�†
°�m�K�r�M���Ç�“�–�Ý�_�Í�«�º�¡�@�^�8���œ�
�«�–�µ�³�c  DHCP �Â'Å�[�æ���I�€�S�Í
�«�º�¡�†�Q#Ý�K�r�M�� DHCP �Â'Å�[�Í�«�º�¡�@�æ���I�€�Z�8�^�8���œ�
�«�–�µ�³�c�¹�Ç�›�Ý�º
�b  Switch �†�Í�«�º�¡�\�K�Z�Q#Ý�K�r�M��

�¹�Ç�›�Ý�º�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�r�S�c  DHCP �Â'Å�?�}�Í�«�º�¡�†
°�m�K�S�6
�\�
�«�–�µ�³�c�Í�«�º�¡�\� �L�¡�S�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý>& network-confg �r�S�c
cisconet.cfg �b�]�U�}�@
›�_1��s3¸�r�€�S�?�_�Â�L�Z�
 hostname-confg �r�S�c  hostname.cfg>'�†
TFTP �§�î�Â�?�}1��s3¸�s�r�M�� cisconet.cfg �Ç�“�–�Ý�@1��s3¸�r�€�Z�8�•���œ�c�
 �Í�«�º�b�Ç�“
�–�Ý�¡�c  8 �e�Ð�_�)�~���Z�}�€�r�M��

network-confg�
 cisconet.cfg�
�r�S�c�Í�«�º�¡�\� �L�¡�S�b�Ç�“�–�Ý�†1��s3¸�t�G�\�@�[�A�^�8
���œ�
�«�–�µ�³�c  router-confg �Ç�“�–�Ý�†1��s3¸�s�r�M�� router-confg �Ç�“�–�Ý�†1��s3¸�t�G�\
�@�[�A�^�8���œ�
�«�–�µ�³�c  ciscortr.cfg �Ç�“�–�Ý�†1��s3¸�s�r�M��

DHCP 

49
06

8

DHCP TFTP DNS 

20.0.0.2 20.0.0.3

20.0.0.1
10.0.0.2

10.0.0.1

20.0.0.4
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>&�@>' DHCP �Â'Å�?�}  TFTP �§�î�Â�†
°�m�[�A�^�?�W�S���œ�
�Ø�½�Ÿ�Õ�«�º��3æ�_�|�•�¥�å�Ç�•� �×�Þ�î
�©�Ù�å  �Ç�“�–�Ý�b1��s3¸�s�_�»�K�K�S���œ�
�r�S�c  TFTP �§�î�Â�¡�†  IP �”�»�Þ�«�_�š�n�[�A�^�8
���œ�_�c�
�«�–�µ�³�c  TFTP �§�î�Â0[�Ó�†�È�ß�î�»�Ÿ�Õ�«�º�K�r�M��

�S�B�[

�W3-3 �_�
 DHCP �Ë�î�«�b+¬�·0¿���†�Q#Ý�K�Z  IP �_���†�è(ô�M�•�¿�µ�º�á�î�¡�b�S�B�[�†&g�K�r�M��

�W3-3 DHCP �Ë�î�«�b+¬�·0¿���†�Q#Ý�M�•�¿�µ�º�á�î�¡�b�S�B�[

/² 3-2 �c�
 DHCP �§�î�Â�V�b�£(Ù�Ü�î�«�b0¿���[�[�M��

 1
00e0.9f1e.2001

11
13

94

 2
00e0.9f1e.2002

 3
00e0.9f1e.2003

DHCP DNS TFTP 
tftpserver

10.0.0.1

10.0.0.10

10.0.0.2 10.0.0.3

 4
00e0.9f1e.2004

/² 3-2 DHCP �§�î�Â  �¥�å�Ç�•� �×�Þ�î�©�Ù�å

�«�–�µ�³  A �«�–�µ�³  B �«�–�µ�³  C �«�–�µ�³  D

�Â�–�å�¹�•�å�¢  �Ÿ�î >&�Á�î�»�˜�™�”  �”
�»�Þ�«>'

00e0.9f1e.2001 00e0.9f1e.2002 00e0.9f1e.2003 00e0.9f1e.2004

IP �”�»�Þ�« 10.0.0.21 10.0.0.22 10.0.0.23 10.0.0.24

�§�È�¿�µ�º  �Ð�«�¡ 255.255.255.0 255.255.255.0 255.255.255.0 255.255.255.0

�Ý�î�±  �”�»�Þ�« 10.0.0.10 10.0.0.10 10.0.0.10 10.0.0.10

DNS �§�î�Â  �”�»�Þ�« 10.0.0.2 10.0.0.2 10.0.0.2 10.0.0.2

TFTP �§�î�Â�¡ tftpserver �r�S�c  
10.0.0.3

tftpserver �r�S�c  
10.0.0.3

tftpserver �r�S�c  
10.0.0.3

tftpserver �r�S�c  
10.0.0.3

�È�î�º  �Ç�“�–�Ý�¡>&�¥�å�Ç�•� �×�Þ�î
�©�Ù�å  �Ç�“�–�Ý>' >&�õ�–>'

switcha-confg switchb-confg switchc-confg switchd-confg

�Í�«�º�¡>&�õ�–>' switcha switchb switchc switchd
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DNS �§�î�Â  �¥�å�Ç�•� �×�Þ�î�©�Ù�å

DNS �§�î�Â�c�
 TFTP �§�î�Â�¡  tftpserver �†  IP �”�»�Þ�«  10.0.0.3 �_�Ð�µ�Æ�å�¢�K�r�M��

TFTP �§�î�Â  �¥�å�Ç�•� �×�Þ�î�©�Ù�å>& UNIX >'

TFTP �§�î�Â�b�Ë�î�«  �¹�•�Þ�¡�º�Ü�c�
 /tftpserver/work/ �_0¿���I�€�Z�8�r�M���G�b�¹�•�Þ�¡�º�Ü�_
�c�
 2 �Ç�“�–�Ý1��s3¸�s�‰�'�[�Q#Ý�I�€�•  network-confg �Ç�“�–�Ý�@�6�~�r�M���G�b�Ç�“�–�Ý�_�c�

IP �”�»�Þ�«�_�ö�Y�8�Z�«�–�µ�³�_�m�~�\�Z�}�€�•�Í�«�º�¡�@�µ�r�€�Z�8�r�M���Ë�î�«  �¹�•�Þ�¡�º
�Ü�_�c� 
� � �_&g�M�| � : �_� 
� › �« �–�µ�³ �b�¥�å �Ç�• �   �×�Þ� î �©�Ù�å  �Ç�“ �–�Ý>&switcha-confg�

switchb-confg �^�]>'�v�µ�r�€�Z�8�r�M��

prompt> cd /tftpserver/work/
prompt> ls
network-confg
switcha-confg
switchb-confg
switchc-confg
switchd-confg
prompt> cat network-confg
ip host switcha 10.0.0.21
ip host switchb 10.0.0.22
ip host switchc 10.0.0.23
ip host switchd 10.0.0.24

DHCP �¡�Û�–�”�å�º  �¥�å�Ç�•� �×�Þ�î�©�Ù�å

�«�–�µ�³  A >|  D �_�c�
�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�c�Ñ�~�K�r�O�‡��

�¥�å�Ç�•� �×�Þ�î�©�Ù�å�b1��Â

�W3-3 �b���œ�
�«�–�µ�³  A �c�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�†���b�|�:�_�K�Z1��s3¸�s�r�M��

• DHCP �§�î�Â�?�}  IP �”�»�Þ�«  10.0.0.21 �†
°�m�K�r�M��

• DHCP �§�î�Â�b�Â'Å�[�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�¡�@�f�j�I�€�^�8���œ�
 �«�–�µ�³  A �c
TFTP �§�î�Â�b�Ë�î�«  �¹�•�Þ�¡�º�Ü�?�}  network-confg �Ç�“�–�Ý�†1��s3¸�s�r�M��

• �Í�«�º  �¸�î�È�Ý�_  network-confg �Ç�“�–�Ý�b
Æ���†3ã�•�K�r�M��

• IP �”�»�Þ�«  10.0.0.21 �†�v�\�_�Í�«�º  �¸�î�È�Ý�†�è(ô�K�
�Í�«�º�¡>& switcha>'�†�v�“�K�r�M��

• �Í�«�º�¡�_�P�Â�M�•�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�†1��s3¸�s�r�M���S�\�<�d�
 TFTP �§�î
�Â�?�}  switch1-confg �†1��s3¸�s�r�M��

�«�–�µ�³  B >|  D �v�
� �]�_�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�>�|�g  IP �”�»�Þ�«�†�v�“�K�r�M��
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�m�·�[�b�«�–�µ�³�_���b�m�~�\�Z
0
�X�b  Switched Virtual Interface>&SVI>'�_�m�·�[  IP �_���†�m�~�\�Z�•�_�c�
�–�¿�î�È�Ý  EXEC �Ô�î
�»�[���b�m8p�†��/œ�K�r�M��

>&�@>' �«�–�µ�³�[  IP �§�î�Å�«  �–�Ó�î�ª�†��/œ�K�Z�8�•���œ�c�
 no switchport �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•
� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�Z�Ï�î�º�†�Þ�–�Ö  3 �Ô�î�»�_�M�•�\�
 IP �_���†�Ï�î�º�_�m�·�[
�m�~�\�Z�•�G�\�v�[�A�r�M��

�«�–�µ�³�b  IP �”�»�Þ�«�†�P7V�M�•�_�c�
 no ip address �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å
�¥�Ð�å�»�†�Q#Ý�K�r�M�� Telnet �­�µ�©�Ù�å�?�}�”�»�Þ�«�†�P7V�M�•�\�
�«�–�µ�³�b�K)F�c�)�•�I�€
�r�M���¹�Ç�›�Ý�º  �¤�î�º�˜�™�–�b�”�»�Þ�«�†�P7V�M�•�_�c�
 no ip default-gateway �¢�ß�î�Â�Ý  �¥�å
�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

�«�–�µ�³�b�©�«�¸�Ò�¡�b0¿���
�–�¿�î�È�Ý  EXEC �¥�Ð�å�»�l�b�”�¡�­�«�b�–1¤�
�ì�I�>�|�g�¥�Ü�b
0¿���_�X�8�Z�c�
 '¨ 6 'v���«�–�µ�³�b'ö#.�� �†�g!·�K�Z�C�T�I�8��

�¥�Ð�å�» % $×

�«�¸�µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�¸�µ�É 2 interface vlan vlan-id �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä��
�K�
 IP �_���†�m�~�\�Z�•  VLAN �†
°�Š�K�r�M���æ���[�A�•
(
�V�c  1 >|  4094 �[�M��

�«�¸�µ�É 3 ip address ip-address subnet-mask IP �”�»�Þ�«�>�|�g�§�È�¿�µ�º  �Ð�«�¡�†
°�Š�K�r�M��

�«�¸�µ�É 4 exit �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�_�`�~�r�M��

�«�¸�µ�É 5 ip default-gateway ip-address �«�–�µ�³�_%$�K�K)F�K�Z�8�•�¿�¡�«�º  �Í�µ�É�b�Ý�î�±  �–
�å�±�î�Ç�™�–�«�b  IP �”�»�Þ�«�†
°�Š�K�r�M�� �G�b�«�–�µ�³
�_�c�¹�Ç�›�Ý�º  �¤�î�º�˜�™�–�@0¿���I�€�Z�8�r�M���¹�Ç�›
�Ý�º  �¤�î�º�˜�™�–�c�
�«�–�µ�³�?�}��
›  IP �”�»�Þ�«�†�v
�“�K�Z�8�^�8  IP �Ã�£�µ�º�†�w�™�K�r�M��

�¹�Ç�›�Ý�º  �¤�î�º�˜�™�–�@0¿���I�€�•�\�
�«�–�µ�³�c�
�Í
�«�º�@�K)F�M�•�²0[�b�6�•�Ü�Ô�î�º  �¿�µ�º�á�î�¡�_�K)F
�[�A�r�M��

>&�@>' IP �[�Ý�î�¸�•�å�¢�M�•�|�:�_�«�–�µ�³�†0¿���K�S
���œ�
�¹�Ç�›�Ý�º  �¤�î�º�˜�™�–�b0¿���c�Y0[�[�M��

�«�¸�µ�É 6 end �–�¿�î�È�Ý  EXEC �Ô�î�»�_�`�~�r�M��

�«�¸�µ�É 7 show interfaces vlan vlan-id 0¿���I�€�S  IP �”�»�Þ�«�†&�1��K�r�M��

�«�¸�µ�É 8 show ip redirects 0¿���I�€�S�¹�Ç�›�Ý�º  �¤�î�º�˜�™�–�†&�1��K�r�M��

�«�¸�µ�É 9 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K
�r�M��
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��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�b&�1��>�|�g�–�Ñ
���b�–�¿�î�È�Ý  EXEC �¥�Ð�å�»�†�Q#Ý�M�•�\�

°�Š�K�S0¿���x�š�f�†&�1��[�A�r�M��

Switch# show running-config
Building configuration...

Current configuration: 1363 bytes
!
version 12.1
no service pad
service timestamps debug uptime
service timestamps log uptime
no service password-encryption
!
hostname Switch A
!
enable secret 5 $1$ej9.$DMUvAUnZOAmvmgqBEzIxE0
!
.

>&�¸�Ÿ�«�º���Š�c%,$�>'
.
interface gigabitethernet0/1
 no switchport
 ip address 172.20.137.50 255.255.255.0 
!
interface gigabitethernet0/2
mvr type source

>&�¸�Ÿ�«�º���Š�c%,$�>'

...!
interface VLAN1
 ip address 172.20.137.50 255.255.255.0
 no ip directed-broadcast
!
ip default-gateway 172.20.137.1 !
!
snmp-server community private RW
snmp-server community public RO
snmp-server community private@es0 RW
snmp-server community public@es0 RO
snmp-server chassis-id 0x12
! 
end 

�«�±�î�º�”�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�_�P�K�Z/œ�W�S0¿���x�š�f�†�Ç�Û�µ�©�×  �Ó�Ô�Ü�_�–�Ñ�M
�•�_�c�
���b�–�¿�î�È�Ý  EXEC �¥�Ð�å�»�†�Q#Ý�K�r�M��

Switch# copy running-config startup-config
Destination filename [startup-config]?
Building configuration... 

�G�b�¥�Ð�å�»�_�|�~�

°�Š�K�S0¿���Í�@�–�Ñ�I�€�r�M���–�Ñ�[�A�^�?�W�S���œ�
0¿���c���b�©�«�¸
�Ò �Ü�ß�î�»�ì�_�»�ƒ�€�r�M���Ç�Û�µ�©�×  �Ó�Ô�Ü�b  NVRAM>&�Y�y$Î�ö  RAM>'�­�¡�©�Ù�å�_�–�Ñ�I
�€�Z�8�•�_���†/²&g�M�•�_�c�
 show startup-config �r�S�c  more startup-config �–�¿�î�È�Ý  EXEC �¥
�Ð�å�»�†�Q#Ý�K�r�M��

�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�b�Ú�b�¥�Æ�î
–�_�X�8�Z�c�
 �Ü6� B�� Cisco IOS �Ç�“�–�Ý  �©�«�¸
�Ò�
 �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�
  �>�|�g�¯�Ç�º�˜�™�”  �–�Ó�î�ª�b�ï�8�� �†�g!·�K�Z�C�T�I�8��
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�«�±�î�º�”�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�b�š�f
�G�G�[�c�
�«�–�µ�³�b�«�±�î�º�”�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�š�f�M�•�‰�2�_�X�8�Z1��Â�K�r
�M��

• 2s�·�b�¹�Ç�›�Ý�º0¿��>& p.3-13>'

• �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�b+¬�·�²�˜�å�ß�î�»>& p.3-13>'

• �m�·�[2s�·�M�•���œ>& p.3-14>'

• "I���b�¯�Ç�º�˜�™�”  �–�Ó�î�ª�†2s�·�M�•���œ>& p.3-15>'

• #”�C�š�X�b�D�š>& p.3-15>'

�«�–�µ�³�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_�X�8�Z�c�
 �Ü6� B�� Cisco IOS �Ç�“�–�Ý  �©�«�¸�Ò�

�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�
  �>�|�g�¯�Ç�º�˜�™�”  �–�Ó�î�ª�b�ï�8�� �†�g!·�K�Z�C�T�I�8��

2s�·�b�¹�Ç�›�Ý�º0¿��
/² 3-3 �_�
2s�·�b�¹�Ç�›�Ý�º0¿���†&g�K�r�M��

�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�b+¬�·�²�˜�å�ß�î�»
DHCP �Ë�î�«�b+¬�·0¿���µ+��†�Q#Ý�M�•�G�\�_�|�W�Z�
 �«�–�µ�³�_�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–
�Ý�†+¬�·$×�_�²�˜�å�ß�î�»�[�A�r�M��0ò(ý�_�X�8�Z�c�
 �� DHCP �Ë�î�«�b+¬�·0¿���b�+0[�� >&p.3-4>'
�†�g!·�K�Z�C�T�I�8��

�©�«�¸�Ò  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†1��s�i �A�M�•�S�u�b�Ç�“�–�Ý�¡�b�æ��
Cisco IOS �¯�Ç�º�˜�™�”�c�
�¹�Ç�›�Ý�º�[  config.text �Ç�“�–�Ý�†�Q#Ý�K�Z�
�©�«�¸�Ò  �¥�å�Ç�•� �×
�Þ�î�©�Ù�å�b�Y�y$Î�ö�¥�Æ�î�†1��s�i�A�K�r�M���9�b�Ç�“�–�Ý�¡�†�æ���M�•�G�\�v�[�A�r�M�����G
�b2s�·�ì�_�c�
�Q�b�¡�S�b�Ç�“�–�Ý�@1��s3¸�r�€�r�M��

�9�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�¡�†�æ���M�•�_�c�
�–�¿�î�È�Ý  EXEC �Ô�î�»�[���b�m8p�†
��/œ�K�r�M��

/² 3-3 2s�·�b�¹�Ç�›�Ý�º0¿��

�µ+� �¹�Ç�›�Ý�º0¿��

OS �¯�Ç�º�˜�™�”  �–�Ó�î�ª �«�–�µ�³�c  BOOT #”�C�š�X�b�_���†�Q#Ý�K�Z�
�©�«�¸�Ò�†
+¬�·$×�_2s�·�K�|�:�\�K�r�M���G�b�š�X�@0¿���I�€�Z�8�^
�8���œ�
 �«�–�µ�³�c�Ç�Û�µ�©�×  �Ç�“�–�Ý  �©�«�¸�Ò
²�/�_
Ì
�•$×�^)ª�º�è(ô�†/œ�W�Z�
�q�6�_�è���K�S��/œ�•+��–�Ó�î
�ª�†�ß�î�»�K�Z��/œ�K�|�:�\�K�r�M��

Cisco IOS �–�Ó�î�ª�c�
�–�Ó�î�ª  �Ç�“�–�Ý�\>& .bin �Ñ�G�Ê�†
7V�8�Z>'� �¡�b�¹�•�Þ�¡�º�Ü�_�–�Ñ�I�€�r�M��

�¹�•�Þ�¡�º�Ü�b)ª�º�è(ô�[�c�
�è���I�€�S�›�§�È�¹�•�Þ�¡
�º�Ü�†�ö
²�_�è(ô�K�Z�?�}�

–�b�¹�•�Þ�¡�º�Ü�b�è(ô�@)F
/œ�I�€�r�M��

�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý 0¿���I�€�Z�8�•�«�–�µ�³�c�
�©�«�¸�Ò�Î�î�»�b�Ç�Û�µ�©�×
�Ó�Ô�Ü�_�–�Ñ�I�€�Z�8�•  config.text �Ç�“�–�Ý�†�Q#Ý�K�r�M��

�‚�K�8�«�–�µ�³�b���œ�
�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý
�c�6�~�r�O�‡��
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�¹�Ç�›�Ý�º�b0¿���_�`�M�_�c�
 no boot config-file �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†
�Q#Ý�K�r�M��

�m�·�[2s�·�M�•���œ
�«�–�µ�³�c�¹�Ç�›�Ý�º�[+¬�·$×�_2s�·�K�r�M�@�
�m�·�[2s�·�M�•�|�:�_0¿���M�•�G�\�v�[�A�r�M��

���G�b2s�·�ì�_�m�·�[2s�·�M�•�|�:�_�«�–�µ�³�†0¿���M�•�_�c�
�–�¿�î�È�Ý  EXEC �Ô�î�»�[���b�m
8p�†��/œ�K�r�M��

�¥�Ð�å�» % $×

�«�¸�µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�¸�µ�É 2 boot config-file flash:/file-url ���G�b2s�·�ì�_1��s3¸�t�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–
�Ý�†�æ���K�r�M��

file-url �_�
�Ã�«>&�¹�•�Þ�¡�º�Ü>'�>�|�g�¥�å�Ç�•� �×�Þ�î
�©�Ù�å  �Ç�“�–�Ý�¡�†�æ���K�r�M��

�Ç�“�–�Ý�¡�>�|�g�¹�•�Þ�¡�º�Ü�¡�c�
�±�e�Ð�\�`�e�Ð�@�

�9�I�€�r�M��

�«�¸�µ�É 3 end �–�¿�î�È�Ý  EXEC �Ô�î�»�_�`�~�r�M��

�«�¸�µ�É 4 show boot 0¿���†&�1��K�r�M��

boot config-file �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å
�»�_�|�W�Z�
 CONFIG_FILE #”�C�š�X�b0¿���@�š�f�I�€�r
�M��

�«�¸�µ�É 5 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K
�r�M��

�¥�Ð�å�» % $×

�«�¸�µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�¸�µ�É 2 boot manual ���G�b2s�·�ì�_�
�«�–�µ�³�†�m�·�[2s�·�[�A�•�|�:�_�K�r�M��

�«�¸�µ�É 3 end �–�¿�î�È�Ý  EXEC �Ô�î�»�_�`�~�r�M��

�«�¸�µ�É 4 show boot 0¿���†&�1��K�r�M��

boot manual �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�_
�|�W�Z�
 MANUAL_BOOT #”�C�š�X�b0¿���@�š�f�I�€�r�M��

���G�
 �©�«�¸�Ò�†
Ì2s�·�K�S�\�A�_�c�
 �«�–�µ�³�c�È�î�º  �ß�î
�²  �Ô�î�»�_�^�~�
�È�î�º  �ß�î�²  �Ô�î�»�[�6�•�G�\�@  switch:
�É�ß�å�É�º�_�|�W�Z&g�I�€�r�M���©�«�¸�Ò�†2s�·�M�•�_�c�

boot filesystem:/file-url �È�î�º  �ß�î�²  �¥�Ð�å�»�†�Q#Ý�K�r�M��

• filesystem: �_�c�
�©�«�¸�Ò  �Î�î�»�b�Ç�Û�µ�©�×  �¹�Â�–�«
�†�æ���M�•���œ�c�
 flash: �†�Q#Ý�K�r�M��

• file-url �_�c�
�Ã�«>&�¹�•�Þ�¡�º�Ü>'�>�|�g2s�·�•+��^�–
�Ó�î�ª�b�¡�S�†�æ���K�r�M��

�Ç�“�–�Ý�¡�>�|�g�¹�•�Þ�¡�º�Ü�¡�c�
�±�e�Ð�\�`�e�Ð�@�
�9
�I�€�r�M��

�«�¸�µ�É 5 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r
�M��
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�m�·�[�b2s�·�†�¹�•�­�î�È�Ý�_�M�•�_�c�
 no boot manual �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥
�Ð�å�»�†�Q#Ý�K�r�M��

"I���b�¯�Ç�º�˜�™�”  �–�Ó�î�ª�†2s�·�M�•���œ
�«�–�µ�³�c�¹�Ç�›�Ý�º�[�
 BOOT #”�C�š�X�b�_���†�Q#Ý�K�Z�
�©�«�¸�Ò�†+¬�·$×�_2s�·�K�|�:�\�K
�r�M���G�b�š�X�@0¿���I�€�Z�8�^�8���œ�
�«�–�µ�³�c�Ç�Û�µ�©�×  �Ç�“�–�Ý  �©�«�¸�Ò
²�/�_
Ì�•$×
�^)ª�º�è(ô�†/œ�W�Z�
�q�6�_�è���K�S��/œ�•+��–�Ó�î�ª�†�ß�î�»�K�Z��/œ�K�|�:�\�K�r�M���¹�•�Þ
�¡�º�Ü�b)ª�º�è(ô�[�c�
�è���I�€�S�›�§�È�¹�•�Þ�¡�º�Ü�†�ö
²�_�è(ô�K�Z�?�}�

–�b�¹�•�Þ�¡�º�Ü
�b�è(ô�@)F/œ�I�€�r�M��2s�·�M�•
½�/$×�^�–�Ó�î�ª�†�æ���M�•�G�\�v�[�A�r�M��

���G�b2s�·�ì�_"I���b�–�Ó�î�ª�†2s�·�M�•�|�:�_�«�–�µ�³�†0¿���M�•�_�c�
 �–�¿�î�È�Ý  EXEC �Ô�î
�»�[�
���b�m8p�†��/œ�K�r�M��

�¹�Ç�›�Ý�º�b0¿���_�`�M�_�c�
 no boot system �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý
�K�r�M��

#”�C�š�X�b�D�š
�G�–�_�·�8�K�Z�8�•�«�–�µ�³�[�c�
 9600 bps �P�Â�[0¿���I�€�S�«�–�µ�³  �¥�å�¯�î�Ý�K)F�[�b�s�È�î
�º  �ß�î�²  �Ô�î�»�@6ä���I�€�r�M���«�–�µ�³�b7Á ;�¥�î�»�†�¥�K�
7Á ;�¥�î�»�†
Ì�K)F�K�S�\�A�_�

�«�–�µ�³�b  Mode �Î�±�å�†�²�K�r�M���Ï�î�º  1 �b�V�b  LED �@�˜!I�K�Z�?�}  1 >|  2 &Ê�‹�_�
 Mode �Î
�±�å�†7³�K�r�M���È�î�º  �ß�î�²�b  switch:�É�ß�å�É�º�@/²&g�I�€�r�M��

�«�–�µ�³�b�È�î�º  �ß�î�²  �¯�Ç�º�˜�™�”�c�Y�y$Î�ö�b#”�C�š�X�†�§�Ï�î�º�M�•�b�[�
�G�€�}�b#”�C
�š�X�†�Q#Ý�K�Z�
�È�î�º  �ß�î�²�r�S�c�©�«�¸�Ò�['�
>�M�•�Ú�b�¯�Ç�º�˜�™�”�b�·�8�†�D�š�[�A�r
�M���È�î�º  �ß�î�²�b#”�C�š�X�c�
 UNIX �r�S�c  DOS �©�«�¸�Ò�[0¿���[�A�•#”�C�š�X�\8®���K�Z�8
�r�M��

�Í�†�â�X#”�C�š�X�c�
�Ç�Û�µ�©�×  �Ç�“�–�Ý  �©�«�¸�Ò�è�¥�b�Ç�Û�µ�©�×  �Ó�Ô�Ü�_�–�Ñ�I�€�r�M��

�¥�Ð�å�» % $×

�«�¸�µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�¸�µ�É 2 boot system filesystem:/file-url ���G�b2s�·�ì�_�
�Ç�Û�µ�©�×  �Ó�Ô�Ü
Æ�b"I���b�–�Ó�î�ª�†
2s�·�M�•�|�:�_�«�–�µ�³�†0¿���K�r�M��

• filesystem: �_�c�
�©�«�¸�Ò  �Î�î�»�b�Ç�Û�µ�©�×  �¹�Â�–
�«�†�æ���M�•���œ�c�
 flash: �†�Q#Ý�K�r�M��

• file-url �_�c�
�Ã�«>&�¹�•�Þ�¡�º�Ü>'�>�|�g2s�·�•+��^
�–�Ó�î�ª�b�¡�S�†�æ���K�r�M��

�Ç�“�–�Ý�¡�>�|�g�¹�•�Þ�¡�º�Ü�¡�c�
�±�e�Ð�\�`�e�Ð�@�

�9�I�€�r�M��

�«�¸�µ�É 3 end �–�¿�î�È�Ý  EXEC �Ô�î�»�_�`�~�r�M��

�«�¸�µ�É 4 show boot 0¿���†&�1��K�r�M��

boot system �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»
�_�|�W�Z�
 BOOT #”�C�š�X�b0¿���@�š�f�I�€�r�M��

���G�b2s�·�ì�_�
�«�–�µ�³�c  BOOT #”�C�š�X�b�_���†�Q#Ý
�K�Z�
�©�«�¸�Ò�†+¬�·$×�_2s�·�K�|�:�\�K�r�M��

�«�¸�µ�É 5 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K
�r�M��
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�Ç�“�–�Ý�b�›/œ�_�c�
#”�C�š�X�¡�\'¼�•�_)F�8�Z�
�Q�b�š�X�b�Í�@�æ���I�€�r�M���G�b�Ç�“�–�Ý�_
�µ�r�€�Z�8�^�8�š�X�_�c�Í�@�6�~�r�O�‡���Ç�“�–�Ý�_�µ�r�€�Z�8�•�š�X�c�
�¾�Ý�e�Ð�4�v�µ�u�Z�Í
�@�6�~�r�M���¾�Ý�e�Ð�4>& “ ” >'�_0¿���I�€�S�š�X�c�
�Í�†�â�X�š�X�[�M���¨�X�b#”�C�š�X�@�6�}�?
�L�u��*O�I�€�Z�8�Z�
�¹�Ç�›�Ý�º�Í�@�Z�<�}�€�Z�8�r�M��

#”�C�š�X�_�c  2 '�8®�b�¹�î�±�@�–�Ñ�I�€�r�M��

• Cisco IOS �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�†1��s�v�}�^�8�¥�î�»�†�D�š�M�•�¹�î�±���S�\�<
�d�
�È�î�º  �ß�î�²�b�µ+��†�Ñ�G�K�S�~�
�Ã�µ�³�†4:#Ý�K�S�~�M�•�È�î�º  �ß�î�²  �Ê�Ý�Ã�î  �Ç�“
�–�Ý�b�¡�S�c�
#”�C�š�X�\�K�Z�–�Ñ�[�A�r�M��

• Cisco IOS �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�†1��s�v�•�¥�î�»�†�D�š�M�•�¹�î�±���S�\�<�d�

Cisco IOS �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�¡�c#”�C�š�X�\�K�Z�–�Ñ�[�A�r�M��

#”�C�š�X�b0¿���†�š�f�M�•�_�c�
�È�î�º  �ß�î�²�_�”�¡�­�«�M�•�?�
 Cisco IOS �¥�Ð�å�»�†�Q#Ý�K�r
�M��3û�–�
#”�C�š�X�b0¿���š�f�c�Y0[�[�M��

>&�@>' �È�î�º  �ß�î�²  �¥�Ð�å�»�>�|�g#”�C�š�X�b�S�e�>�|�g�Q#Ý�‰�2�b0ò(ý�_�X�8�Z�c�
�G�b�Ü�Ü�î�«�_
�P�Â�M�•�¥�Ð�å�»  �Ü�Ç�“�Þ�å�«�†�g!·�K�Z�C�T�I�8��

/² 3-4 �[�
�æ/²$×�^#”�C�š�X�b�µ+��_�X�8�Z1��Â�K�r�M��

/² 3-4 #”�C�š�X

�š�X �È�î�º  �ß�î�²  �¥�Ð�å�»
Cisco IOS �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å
�¥�Ð�å�»

BOOT set BOOT filesystem:/file-url ...

+¬�·2s�·�ì�_�ß�î�»�K�Z��/œ�†0è�s�•�
 �­�Ñ�¥�ß
�å � [ � 
 � ) � } �€ �S � � /œ� •+ � �Ç � “ �– �Ý �b �Ü �« � º� �
BOOT #”�C�š�X�@0¿���I�€�Z�8�^�8���œ�
 �«�–�µ
�³�c�Ç�Û�µ�©�×  �Ç�“�–�Ý  �©�«�¸�Ò
²�/�_
Ì�•$×
�^)ª�º�è(ô�†/œ�W�Z�
 �q�6�_�è���K�S��/œ�•+��–
�Ó�î�ª�†�ß�î�»�K�Z��/œ�K�|�:�\�K�r�M�� BOOT
�š�X�@0¿���I�€�Z�8�Z�v�
 �æ���I�€�S�–�Ó�î�ª�†
�ß�î�»�[�A�^�?�W�S���œ�
 �©�«�¸�Ò�c�Ç�Û�µ�©�×
�Ç�“�–�Ý  �©�«�¸�Ò�[�q�6�_�è���K�S2s�·�•+��^
�Ç�“�–�Ý�†2s�·�K�|�:�\�K�r�M��

boot system filesystem:/file-url ...

���b2s�·�ì�_�ß�î�»�M�•  Cisco IOS �–�Ó�î�ª�†�æ
���K�r�M���G�b�¥�Ð�å�»�_�|�W�Z�
 BOOT #”�C�š
�X�b0¿���@�š�f�I�€�r�M��

MANUAL_BOOT set MANUAL_BOOT yes

�«�–�µ�³�b2s�·�†+¬�·�[/œ�:�?�m�·�[/œ�:�?�†
�ô���K�r�M��

�w� �^�Í�c  1�
 yes�
 0�
�>�|�g  no �[�M�� no �r�S
�c  0 �_0¿���I�€�Z�8�•���œ�
�È�î�º  �ß�î�²�c�©
�«�¸�Ò�b+¬�·2s�·�†0è�s�r�M�� �Q�€�è�¥�b�Í�_0¿
���I�€�Z�8�•���œ�c�
�È�î�º  �ß�î�²  �Ô�î�»�?�}
�m�·�[�«�–�µ�³�†2s�·�K�^�E�€�d�^�~�r�O�‡��

boot manual

���G�b2s�·�ì�_�«�–�µ�³�†�m�·�[2s�·�[�A�•�|
�:�_�K�r�M�� MANUAL_BOOT #”�C�š�X�b0¿���@
�š�f�I�€�r�M��

���G�b�©�«�¸�Ò
Ì2s�·�ì�_�c�
 �«�–�µ�³�c�È�î�º
�ß�î�²  �Ô�î�»�_�^�~�r�M���©�«�¸�Ò�†2s�·�M�•
�_�c�
 boot flash:filesystem:/file-url �È�î�º  �ß�î�²
�¥�Ð�å�»�†�Q#Ý�K�
 2s�·�•+��–�Ó�î�ª�b�¡�S�†�æ
���K�r�M��

CONFIG_FILE set CONFIG_FILE  flash:/file-url

Cisco IOS �@�©�«�¸�Ò  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�b
�Y�y$Î�ö�¥�Æ�î�b1��s�i�A�_�Q#Ý�M�•�Ç�“�–�Ý
�¡�†�š�f�K�r�M��

boot config-file flash:/file-url

Cisco IOS �@�©�«�¸�Ò  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�b
�Y�y$Î�ö�¥�Æ�î�b1��s�i�A�_�Q#Ý�M�•�Ç�“�–�Ý
� ¡ � † � æ � � � K � r � M� �� G � b � ¥ � Ð � å � » � _ � | � W � Z� 

CONFIG_FILE #”�C�š�X�@�š�f�I�€�r�M��
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�¯�Ç�º�˜�™�”  �–�Ó�î�ª  �Ü�ß�î�»�b�«�£�ª�×�î�Ý0¿��
�«�–�µ�³�V�[�¯�Ç�º�˜�™�”  �–�Ó�î�ª�b�Ü�ß�î�»�†�6�\�[>&�Ý�ª�
4��Ž�^�]�«�–�µ�³�†�6�r�~�Q#Ý�K
�^�8�\�A�_>'/œ�:�|�:�_�
�«�£�ª�×�î�Ý�†0¿���[�A�r�M���r�S�c>&�¿�µ�º�á�î�¡
Æ�b�M�m�Z�b�«
�–�µ�³�[�¯�Ç�º�˜�™�”�†�”�µ�É�¢�Þ�î�»�M�•���œ�^�]>'�¿�µ�º�á�î�¡
²�/�[�Ü�ß�î�»�†� �ì�_/œ�:
�G�\�@�[�A�r�M��

>&�@>' �Ü�ß�î�»�b�«�£�ª�×�î�Ý�c�
(Ù  24 �¥�è
Æ�_0¿���M�•�²0[�@�6�~�r�M��

�Ü�ß�î�»�b�«�£�ª�×�î�Ý0¿��
�¯�Ç�º�˜�™�”  �–�Ó�î�ª�†�6�\�[�Ü�ß�î�»�M�•�|�:�_�«�–�µ�³�†0¿���M�•�_�c�
�–�¿�î�È�Ý  EXEC
�Ô�î�»�[���b�8�N�€�?�b�¥�Ð�å�»�†�Q#Ý�K�r�M��

• reload in [hh:]mm [text]

�æ���K�S�(�X�
�r�S�c�ì6ë�>�|�g�(�X�@)�4#�K�S�\�A�_�
�¯�Ç�º�˜�™�”�@�Ü�ß�î�»�I�€�•�|�:
�_�«�£�ª�×�î�Ý�†0¿���K�r�M���Ü�ß�î�»�c�
(Ù  24 �¥�è
Æ�_��/œ�M�•�²0[�@�6�~�r�M���q�±  255
�e�Ð�[�
�Ü�ß�î�»�b#.#ä�†�æ���[�A�r�M��

• reload at hh:mm [month day | day month] [text]

�æ���K�S�ì�I>& 24 �ì6ë�g�'�†�Q#Ý>'�_�¯�Ç�º�˜�™�”�@�Ü�ß�î�»�I�€�•�|�:�_�
�«�£�ª�×�î�Ý�†
0¿���K�r�M���v�¥�†�æ���M�•�\�
�æ���I�€�S�¥�ì�_�Ü�ß�î�»�@/œ�ƒ�€�•�|�:�_�«�£�ª�×�î�Ý�@
0¿���I�€�r�M���v�¥�†�æ���K�^�?�W�S���œ�
�Ü�ß�î�»�c�\�¥�b�æ���ì�I�_/œ�ƒ�€�r�M>&�æ���ì
�I�@#'�ì�I�|�~�6�\�b���œ>'���r�S�c*c�¥�b�æ���ì�I�_/œ�ƒ�€�r�M>&�æ���ì�I�@#'�~�ì�I�|�~
�S�b���œ>' �� 00:00 �†�æ���M�•�\�
�Ý�ª  0 �ì�b�Ü�ß�î�»�@0¿���I�€�r�M��

>&�@>' at �Ÿ�î�á�î�»�†�Q#Ý�M�•�b�c�
�«�–�µ�³�b�©�«�¸�Ò  �¡�ß�µ�¡�@>& Network Time Protocol
[NTP]�
�Á�î�»�˜�™�”  �•�Þ�å�²�
�r�S�c�m�·�[>'0¿���I�€�Z�8�•���œ�T�E�[�M���ì�I
�c�
 �«�–�µ�³�_0¿���I�€�S�±�–�Ò  �°�î�å�_�ö�Y�A�r�M�� 0
�X�b�«�–�µ�³�[� �ì�_�Ü�ß�î
�»�@/œ�ƒ�€�•�|�:�_0¿���M�•���œ�c�
�›�«�–�µ�³�b�ì�I�†  NTP �_�|�W�Z� �‡�I�O�•�²
0[�@�6�~�r�M��

reload �¥�Ð�å�»�c�©�«�¸�Ò�†�õ�F�I�O�r�M���m�·�[2s�·�M�•�G�\�@0¿���I�€�Z�8�^�8�?�B�~�
�©�«
�¸�Ò�c+¬�·$×�_
Ì2s�·�K�r�M�� reload �¥�Ð�å�»�c�
�«�±�î�º�”�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�_�«
�–�µ�³�b0¿���_���†�–�Ñ>& copy running-config startup-config>'�K�S�6�\�[�Q#Ý�K�r�M��

�m�·�[2s�·�M�•�|�:�_�«�–�µ�³�@0¿���I�€�Z�8�•���œ�
�ì�•'ƒ�Ž�?�}�Ü�ß�î�»�†��/œ�K�^�8�[�C�T
�I�8���G�€�c�
�«�–�µ�³�@�È�î�º  �ß�î�²  �Ô�î�»�_�^�~�
�Q�b)��Ý�
�Ü�Ô�î�º  �Ø�î�¨�@�D�š�†�»�:
�G�\�†75�F�M�•�S�u�[�M��

�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�†�š�f�M�•�\�
 �Ü�ß�î�»�b�S�_�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�–�Ñ�M
�•�|�:�_�æ&g�M�•�É�ß�å�É�º�@/²&g�I�€�r�M���–�Ñ�ï�8�ì�_�
 CONFIG_FILE #”�C�š�X�@�M�[�_�Ñ
�~�K�^�8�«�±�î�º�”�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�†&g�K�Z�8�S���œ�
�–�Ñ�†)F/œ�M�•�?
�]�:�?�\�8�:�e�8�œ�ƒ�O�@�©�«�¸�Ò�?�}���I�€�r�M���Q�b"g�#�b�r�r)F�E�•�\�
�Ü�ß�î�»�ì�_�­�µ
�º�”�µ�É  �Ô�î�»�@6ä���I�€�r�M��

���_�
�\�¥�b���‹  7 �ì  30 �(�_�¯�Ç�º�˜�™�”�†�«�–�µ�³�_�Ü�ß�î�»�M�•�[�†&g�K�r�M��

Switch# reload at 19:30
Reload scheduled for 19:30:00 UTC Wed Jun 5 1996 (in 2 hours and 25 minutes)
Proceed with reload? [confirm]
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���_�

›�b�¥�ì�†�æ���K�Z�
�¯�Ç�º�˜�™�”�†�«�–�µ�³�_�Ü�ß�î�»�M�•�[�†&g�K�r�M��

Switch# reload at 02:00 jun 20
Reload scheduled for 02:00:00 UTC Thu Jun 20 1996 (in 344 hours and 53 minutes)
Proceed with reload? [confirm]

�«�£�ª�×�î�Ý�@0¿���I�€�S�Ü�ß�î�»�†�v�~�˜�M�_�c�
 reload cancel �–�¿�î�È�Ý  EXEC �¥�Ð�å�»�†�Q
#Ý�K�r�M��

�Ü�ß�î�»  �«�£�ª�×�î�Ý�_���b/²&g
�«�£�ª�×�î�Ý�@0¿���I�€�Z�8�•�Ü�ß�î�»�b�_���†/²&g�M�•�
�r�S�c�«�–�µ�³�V�[�Ü�ß�î�»�b�«�£
�ª�×�î�Ý�@0¿���I�€�Z�8�•�?�]�:�?�†1*�m�•�_�c�
 show reload �–�¿�î�È�Ý  EXEC �¥�Ð�å�»�†�Q#Ý
�K�r�M��

�Ü�ß�î�»�@�£���I�€�Z�8�•�ì�I�
�Ü�ß�î�»�b#.#ä�†�µ�u>&�Ü�ß�î�»�b�«�£�ª�×�î�Ý0¿���ì�_�æ���I
�€�Z�8�•���œ>' �
�Ü�ß�î�»�_���@/²&g�I�€�r�M��
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4

Cisco IOS CNS �š�î�ª�™�å�º�b0¿��

�G�b'v�[�c�
 Catalyst 3560�«�–�µ�³�_  Cisco IOS CNS �š�î�ª�™�å�º�†0¿���M�•�‰�2�_�X�8�Z1��Â�K
�r�M��

>&�@>' Cisco Configuration Engine �b0¿���_���_�X�8�Z�c�
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Cisco Configuration Engine �¯�Ç�º�˜�™�”�b�+0[
Cisco Configuration Engine �c�
 �¿�µ�º�á�î�¡'ö#.�¯�Ç�º�˜�™�”�[�
 �¿�µ�º�á�î�¡  �¹�Â�–�«�>�|�g�§�î
�Å�«�b4Ä*(�\'ö#.�†+¬�·�ì�M�•�S�u�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �§�î�Å�«�\�K�Z�µ+��K�r�M>& �W4-1
�†�g!·>' ���›  Configuration Engine �c�
�©�«�¥  �¹�Â�–�«>&�«�–�µ�³�\�Ý�î�±>'�b�¢�Ý�î�É�\�¹�Â�–�«
�@�f�j�M�•�§�î�Å�«�†'ö#.�K0¿���†�–�Ñ�K�Z�
�²0[�_�Â�L�Z4Ä�™�K�r�M�� Configuration Engine �c�¹
�Â�–�«�[�w�b0¿���š�f�†#Õ�B�K�Z�¹�Â�–�«�_3æ�™�K�
0¿���š�f�†��/œ�K�Z�Q�b)��Ý�†�ß� �å�¢�M�•
�G�\�[�
�6�‡0¿���>�|�g0¿���b�f�‚�†+¬�·�ì�K�r�M��

Configuration Engine�c�
�«�±�å�»�”�ß�å  �Ô�î�»�>�|�g�§�î�Â  �Ô�î�»�†�§�Ï�î�º�K�
���b  CNS �¥�å
�Ï�î�¿�å�º�†
��<�Z�8�r�M��

• �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �§�î�Å�«>& Web �§�î�Â�
�Ç�“�–�Ý  �Ð�¿�î�ª�Õ�
�¿�î�Ò�«�Ì�î�«  �Ð�µ
�Æ�å�¢  �§�î�Â>'

• �–�Ë�å�º  �§�î�Å�«>&�–�Ë�å�º  �¤�î�º�˜�™�–>'

• �¹�î�±  �§�î�Å�«  �¹�•�Þ�¡�º�Ü>&�¹�î�±  �Ô�¹�Ý�>�|�g�«�Ÿ�î�Ð>'

�«�±�å�»�”�ß�å  �Ô�î�»�[�c�
 Configuration Engine �c)��s3¸�s�º�¹�•�Þ�¡�º�Ü  �§�î�Å�«�†�§�Ï�î�º
�K�r�M���G�b�Ô�î�»�[�c�
�¥4Š�¹�•�Þ�¡�º�Ü�r�S�c�Q�b�Ú�b�¹�î�±  �«�º�”�c�²0[�6�~�r�O�‡���§�î
�Â �Ô�î�»�[�c�
 Configuration Engine �c�Ø�î�¨��*O�b�¥4Š�¹�•�Þ�¡�º�Ü�b�Q#Ý�†�§�Ï�î�º�K�r�M��

�W4-1 Configuration Engine �”�î�Ÿ�¸�¡�³�Õ�b�+0[

�G�G�[�c�
���b�+0[�_�X�8�Z1��Â�K�r�M��
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• �–�Ë�å�º  �§�î�Å�«>& p.4-3>'

• CNS ID �>�|�g�¹�Â�–�«�b�Í�«�º�¡�_6õ�M�•5�0[�¦8o>& p.4-4>'
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�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �§�î�Å�«
�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �§�î�Å�«�c�
 Cisco Configuration Engine �b�p�>�¥�å�Ï�î�¿�å�º�[�M�� �«�–�µ
�³�V�_�6�•  Cisco IOS CNS �š�î�ª�™�å�º�\4�� �K�Z�·�8�M�•�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �§�î�Â�[�S�B
�I�€�Z�8�r�M���¥�å�Ç�•� �×�Þ�î�©�Ù�å  �§�î�Å�«�c�
�6�‡0¿���\1=#.�¢�Ý�î�É�_�|�•�±0d�•�^
Ì0¿
���b�S�u�_�
�¹�Â�–�«�\�§�î�Å�«�b0¿���†�«�–�µ�³�_4Ä�™�K�r�M���«�–�µ�³�c�¿�µ�º�á�î�¡�V�[�6
�u�Z2s�·�M�•�\�A�_�
�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �§�î�Å�«�?�}�6�‡0¿���†�w�™�K�r�M��

�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �§�î�Å�«�c  CNS �–�Ë�å�º  �§�î�Å�«�†�Q#Ý�K�Z0¿���š�f�–�Ë�å�º�†3æ�w�™
�K�
�B�Œ�>�|�g�»�K�b3û%±�†3æ�™�K�r�M��

�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �§�î�Â�c  Web �§�î�Â�[�6�~�
�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¸�å�É�Þ�î�º�\)�
�s3¸�s�º�¹�•�Þ�¡�º�Ü>&�«�±�å�»�”�ß�å  �Ô�î�»>'�r�S�c�Ü�Ô�î�º  �¹�•�Þ�¡�º�Ü>&�§�î�Â  �Ô�î�»>'
�_�–�Ñ�I�€�Z�8�•�¹�Â�–�«�[�w�b0¿���_���†�Q#Ý�K�r�M��

�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¸�å�É�Þ�î�º�c�
 CLI>&�¥�Ð�å�»�Û�–�å  �–�å�±�î�Ç�™�–�«>'�¥�Ð�å�»�g�'
�[7ü$×�^0¿���_���†�µ�‡�T�¸�Ÿ�«�º  �Ç�“�–�Ý�[�M�� �¸�å�É�Þ�î�º�[�c�
 �š�X�c�
 Lightweight Directory
Access Protocol>&LDAP>' URL �†�Q#Ý�K�Z�æ���K�r�M���G�b  URL �c�¹�•�Þ�¡�º�Ü�_�–�Ñ�I�€�Z�8�•
�¹�Â�–�«�[�w�b0¿���_���†�g!·�K�r�M��

Cisco IOS �š�î�ª�™�å�º�c�w�™�K�S�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�b�S�e�†�³�™�µ�¡�K�
�–�Ë�å
�º�†$Î/œ�K�Z�S�e�³�™�µ�¡�@�B�Œ�r�S�c�»�K�K�S�?�†/²&g�K�r�M���¥�å�Ç�•� �×�Þ�î�©�Ù�å  �š�î
�ª�™�å�º�c0¿���†�S�T�U�_4:#Ý�M�•�G�\�v�
�6�•�8�c� �‡�ì�–�Ë�å�º�†�¥�å�Ç�•� �×�Þ�î�©�Ù�å
�§�î�Â�?�}�w�™�M�•�r�[4:#Ý�†4��}�O�•�G�\�v�[�A�r�M��

�–�Ë�å�º  �§�î�Å�«
Cisco Configuration Engine �c�
0¿���–�Ë�å�º�b�w�™�>�|�g#Õ�B�_�–�Ë�å�º  �§�î�Å�«�†�Q#Ý�K�r�M��
�–�Ë�å�º  �š�î�ª�™�å�º�c�«�–�µ�³�V�_�6�~�
�«�–�µ�³�\  Configuration Engine �b�–�Ë�å�º  �¤�î�º
�˜�™�–6ë�b3û�™�†���Æ�_�K�r�M��

�–�Ë�å�º  �§�î�Å�«�c�
8��–�_�w� �^�Ã�È�Ü�µ�©�×  �§�È�«�¡�Û�–�È3û�™�‰�'�[�M���–�Ë�å�º  �§�î�Å
�«�c�
�§�È�ª�™�¡�º�Ë�î�«�b�”�»�Þ�«�æ���†�Q#Ý�K�Z�
�Ó�µ�­�î�ª�†��
›�_3æ�™�K�r�M���§�È�ª�™
�¡�º�Ë�î�«�b�”�»�Þ�«/²0°�2�[�c�
�Ó�µ�­�î�ª�>�|�g��
›�_�c(F�"�[�’�M�^�¿�î�Ò�«�Ì�î�«�†��*O
�K�r�M��

NSM

Configuration Engine�_�c  NameSpace Mapper>&NSM>'�†/æ
��K�Z�8�r�M�� NSM �c�
�”�É�Ü�£�î�©�Ù
�å�
�¹�Â�–�«�
�r�S�c�¢�Ý�î�É  ID�
�>�|�g�–�Ë�å�º�_�ö�Y�C�¹�Â�–�«�b1=#.�¢�Ý�î�É'ö#.#Ý�_�è(ô
�§�î�Å�«�†�f�j�K�r�M��

Cisco IOS �¹�Â�–�«�c�
�S�\�<�d  cisco.cns.config.load �\�8�W�S�
 Cisco IOS �¯�Ç�º�˜�™�”�[0¿���I�€
�S�§�È�ª�™�¡�º�¡�\�M+´�M�•�–�Ë�å�º  �§�È�ª�™�¡�º�¡�b�s�†1�1‘�K�r�M���¿�î�Ò�«�Ì�î�«  �Ð�µ�Æ
�å�¢  �§�î�Å�«�†�Q#Ý�M�•�\�
�|�ƒ�M�•�è�¡0d�N�†�Q#Ý�M�•�G�\�[�–�Ë�å�º�†�æ���[�A�r�M���§�È
�ª�™�¡�º�¡�[�¹�î�±  �«�º�”�_�¹�î�±�†
°�Š�K�S���œ�
 NSM �c�–�Ë�å�º  �§�È�ª�™�¡�º�¡�«�º�Ü�å�¢
�†�
 Cisco IOS �@1�1‘�M�•�v�b�l�š�f�K�r�M��

�§�È�«�¡�Û�–�Â�b���œ�
�M�–�b�¹�Â�–�«  ID �\�–�Ë�å�º�@�æ���I�€�•�\�
�¿�î�Ò�«�Ì�î�«  �Ð�µ�Æ�å
�¢  �§�î�Å�«�c�
�§�È�«�¡�Û�–�È�P1ß�b�–�Ë�å�º  �­�µ�º�†3É�K�r�M��� �]�_�Ã�È�Ü�µ�©�Õ�b���œ�
�M
�–�b�¢�Ý�î�É  ID�
�¹�Â�–�«  ID�
�>�|�g�–�Ë�å�º�@�æ���I�€�•�\�
�Ð�µ�Æ�å�¢  �§�î�Å�«�c�
�Ã�È
�Ü�µ�©�×�P1ß�b�–�Ë�å�º  �­�µ�º�†3É�K�r�M��
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CNS ID �>�|�g�¹�Â�–�«�b�Í�«�º�¡�_6õ�M�•5�0[�¦8o
Cisco Configuration Engine �c�
0¿���í�s�b�«�–�µ�³�H�\�_�M�–�b1‘�9�Ê�@6õ4��Ü�E�}�€�Z�8�•�G�\
�†�•���K�Z�8�r�M���M�–�b1‘�9�Ê�c0
�X�b� *O1��†�â�X�G�\�@�[�A�r�M�@�
�›� *O1��c"I���b�¿�î
�Ò�«�Ì�î�«
Æ�[�M�–�[�M���–�Ë�å�º  �§�î�Å�«�c�
�¿�î�Ò�«�Ì�î�«�b
Æ���†�Q#Ý�K�Z�Ó�µ�­�î�ª�b�§
�È�ª�™�¡�º�Ë�î�«  �”�»�Þ�«�æ���†/œ�8�r�M��

Configuration Engine �[�c�
 2 �X�b�¿�î�Ò�«�Ì�î�«>&�–�Ë�å�º  �Â�«#Ý�\�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �§�î
�Â#Ý>'�@�6�~�r�M���¥�å�Ç�•� �×�Þ�î�©�Ù�å  �§�î�Â�b�¿�î�Ò�«�Ì�î�«�[�c�
 ConfigID �\�8�:#Ý1��@
�¹�Â�–�«�b�M�–�^1‘�9�Ê�[�M���–�Ë�å�º  �Â�«�b�¿�î�Ò�«�Ì�î�«�[�c�
 DeviceID �\�8�:#Ý1��@�¹�Â�–
�«�b  CNS �M�–1‘�9�Ê�[�M��

Configuration Engine �c�
�–�Ë�å�º  �Â�«�\�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �§�î�Â�b�g�‰�†�Q#Ý�K�Z�¹�Â�–
�«�_0¿���†�f�j�M�•�b�[�
0¿���í�s�b�«�–�µ�³�H�\�_  ConfigID �\  DeviceID �b�g�‰�†��*O�M�•�²0[
�@�6�~�r�M��

�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �§�î�Â�b  1 �X�b�–�å�«�±�å�«�[�c�
0¿���í�s�b 2 �X�b�«�–�µ�³�@� �L
ConfigID �Í�†
¹�w�[�A�r�O�‡���–�Ë�å�º  �Â�«�b  1 �X�b�–�å�«�±�å�«�[�c�
0¿���í�s�b  2 �X�b�«�–�µ
�³�@� �L  DeviceID �Í�†
¹�w�[�A�r�O�‡��

ConfigID

0¿���í�s�b�«�–�µ�³�H�\�_�M�–�b  ConfigID �@�6�~�r�M�� �G�€�c�P�Â�M�•�«�–�µ�³  CLI �”�º�Ü�Å�×�î
�º�_�P�M�•  Configuration Engine �¹�•�Þ�¡�º�Ü�l�b�Ÿ�î�b�z�m�†�Ý�S�K�r�M�� �«�–�µ�³�V�[��*O�I�€
�S ConfigID �c�
 Configuration Engine �b�P�Â�M�•�«�–�µ�³��*O�b  ConfigID �\�M+´�K�Z�8�•�²0[�@�6
�~�r�M��

ConfigID �c2s�·�ì�_�[���I�€�
 �«�–�µ�³  �Í�«�º�¡�†
Ì0¿���K�S���œ�[�v�¹�Â�–�«�†
Ì2s�·�M�•�r�[
�š�f�[�A�r�O�‡��

DeviceID

�–�Ë�å�º  �Â�«�_�g�•�K�Z�8�•0¿���í�s�b�«�–�µ�³�H�\�_�M�–�b  DeviceID �@�6�~�r�M���G�€�c�«
�–�µ�³�b3æ�™
–�”�»�Þ�«�_���Z�8�•�b�[�
 �«�–�µ�³�†�Â�«�V�b"I���b��
›�\�K�Z�æ���[�A�r�M�� cns
config partial �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�Z0¿���I�€�S�M�m�Z�b�«�–�µ
�³�c�
 �–�Ë�å�º  �Â�«�_�”�¡�­�«�M�•�²0[�@�6�~�r�M�� �K�S�@�W�Z�
�«�–�µ�³�?�}$Î�™�I�€�•  DeviceID
�c�
 Configuration Engine �b�P�Â�M�•�«�–�µ�³��*O�b  DeviceID �\�M+´�M�•�²0[�@�6�~�r�M��

DeviceID �b$Î�™
–�c�
�«�–�µ�³�b  Cisco IOS �Í�«�º�¡�_�|�W�Z��*O�I�€�r�M���S�T�K�
 DeviceID �š
�X�>�|�g�Q�b�Q#Ý�c�
�«�–�µ�³�_7„�K�M�•�–�Ë�å�º  �¤�î�º�˜�™�–
Æ�_�6�~�r�M��

�–�Ë�å�º  �Â�«�V�b  Cisco IOS �b1=#.�V�b)
!l�c�
�–�Ë�å�º  �¤�î�º�˜�™�–�_)��s3¸�r�€�
�Q�€�@�«
�–�µ�³�b�æ�ƒ�~�_�É�ß�Ÿ�©�\�K�Z�·�8�K�r�M�� �–�Ë�å�º  �¤�î�º�˜�™�–�c�–�Ë�å�º  �Â�«�_�P�K�Z�
 �«
�–�µ�³�>�|�g�P�Â�M�•  DeviceID �†/²&g�K�r�M��

�«�–�µ�³�c�
�–�Ë�å�º  �¤�î�º�˜�™�–�\�b�K)F�@�B�Œ�M�•�\�M�D�_�
�Q�b�Í�«�º�¡�†�–�Ë�å�º  �¤�î
�º�˜�™�–�_�	0•�K�r�M���K)F�@&�'g�I�€�•�S�g�_�
�–�Ë�å�º  �¤�î�º�˜�™�–�c  DeviceID �Í�†  Cisco
IOS �Í�«�º�¡�_)��s�œ�ƒ�O�r�M���–�Ë�å�º  �¤�î�º�˜�™�–�c�
�«�–�µ�³�\�K)F�K�Z�8�•6ë�_�G�b
DeviceID �Í�†�Ÿ�Õ�µ�©�×�K�r�M��
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�Í�«�º�¡�>�|�g  DeviceID

DeviceID �c�
�–�Ë�å�º  �¤�î�º�˜�™�–�\�K)F�K�S�\�A�_�[���I�€�
�«�–�µ�³  �Í�«�º�¡�†
Ì0¿���K�S
���œ�[�v�š�f�I�€�r�O�‡��

�«�–�µ�³�b�«�–�µ�³  �Í�«�º�¡�†�š�f�M�•���œ�
 DeviceID �†�f�‚�M�•�O�M�b�‰�2�c�«�–�µ�³�\�–�Ë
�å�º  �¤�î�º�˜�™�–6ë�b�K)F�†�p�•�M�•�G�\�[�M�� no cns event �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å
�¥�Ð�å�»�†
°�Š�K�Z�?�}�
 cns event �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†
°�Š�K�r�M��

�K)F�@
Ì&�'g�I�€�•�\�
�«�–�µ�³�c�š�f�K�S�Í�«�º�¡�†�–�Ë�å�º  �¤�î�º�˜�™�–�_3æ�™�K�r�M���–�Ë
�å�º  �¤�î�º�˜�™�–�c  DeviceID �†�‚�K�8�Í�_
Ì��*O�K�r�M��

�@�– Configuration Engine �Ø�î�¨  �–�å�±�î�Ç�™�–�«�†�Q#Ý�M�•���œ�
�«�–�µ�³�[  cns config initial �¢�ß�î
�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�M�• �S�[�c�^�C�
�Q#Ý�K�S �6�\ �_�«�–�µ�³�@�v�“�K
�S�Í�«�º�¡�b�Í�_�
 DeviceID �Ç�•�î�Ý�»�†�q�6�_0¿���M�•�²0[�@�6�~�r�M���Q�:�K�^�8�\�
�‹)F
�b  cns config partial �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�b�ï�8�@1��·�8�K�r�M��

�Í�«�º�¡�
 DeviceID �
 ConfigID �b�Q#Ý�‰�2

�«�±�å�»�”�ß�å  �Ô�î�»�[�c�
 �Í�«�º�¡�b�Í�†�«�–�µ�³�_0¿���M�•�\�
 �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �§�î
�Â�c�–�Ë�å�º�†�Í�«�º�¡�_3æ�™�M�•���œ�
�Q�b�Í�«�º�¡�†  DeviceID �\�K�Z�Q#Ý�K�r�M���Í�«�º�¡
�@0¿���I�€�Z�8�^�8���œ�
�–�Ë�å�º�c�¹�Â�–�«�b  cn=<value> �[3æ�™�I�€�r�M��

�§�î�Â  �Ô�î�»�[�c�
�Í�«�º�¡�c�Q#Ý�I�€�r�O�‡���G�b�Ô�î�»�[�c�
�Â�«�V�b�–�Ë�å�º3æ�™�_�c�–�_
�M�–�b  DeviceID �”�º�Ü�Å�×�î�º�@�Q#Ý�I�€�r�M�� �G�b�”�º�Ü�Å�×�î�º�@0¿���I�€�Z�8�^�8���œ�
 �«
�–�µ�³�†�f�‚�[�A�r�O�‡��

Configuration Engine�[  Setup �†��/œ�M�•���œ�
�G�€�}�b�”�º�Ü�Å�×�î�º�>�|�g6õ4��M�•�”�º�Ü
�Å�×�î�º>&�±�¢�Í�b�Ì�”>'�†0¿���K�r�M��

>&�@>' Configuration Engine �b�­�µ�º�”�µ�É  �É�ß�¢�Û�Ò�b��/œ�_�X�8�Z�c�
 Cisco.com �[���b  URL �?�}
Configuration Engine �b�­�µ�º�”�µ�É�>�|�g0¿���ž�–�»�†�g!·�K�Z�C�T�I�8��
http://www.cisco.com/en/US/products/sw/netmgtsw/ps4617/products_installation_and_configuration_guide
_book09186a00803b59db.html
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Cisco IOS �š�î�ª�™�å�º�b�+0[
CNS �–�Ë�å�º  �š�î�ª�™�å�º�µ+��_�|�W�Z�
�«�–�µ�³�c�–�Ë�å�º  �Â�«�V�[�–�Ë�å�º�_�Ã�È�Ü�µ�©�×
�>�|�g�§�È�«�¡�Û�–�È�†/œ�8�
 Cisco IOS �š�î�ª�™�å�º�\4�� �[�A�r�M�� Cisco IOS �š�î�ª�™�å�º�µ
+��c�
���b�µ+��_�|�~�«�–�µ�³�†�§�Ï�î�º�K�r�M��

• �6�‡0¿��>& p.4-6>'

• �j�(>&4Š�(>'0¿��>& p.4-7>'

• � �‡0¿��>& p.4-7>'

�6�‡0¿��
�«�–�µ�³�@�q�6�_2s�·�M�•�\�
�¿�µ�º�á�î�¡�[  Dynamic Host Configuration Protocol>&DHCP>'0[�Ó�†
�È�ß�î�»�Ÿ�Õ�«�º�M�•�G�\�[  IP �”�»�Þ�«�†�v�“�K�|�:�\�K�r�M���§�È�¿�µ�º�V�_�c  DHCP �§�î�Â
�@�^�8�v�b�\�•���K�
�¹�•�«�º�Ü�Å�×�î�©�Ù�å  �«�–�µ�³�c  DHCP �Ü�Þ�î  �š�î�ª�™�å�º�\�K�Z�·�8
�K�
0[�Ó�†  DHCP �§�î�Â�_3?3æ�K�r�M�� DHCP �§�î�Â�c0[�Ó�†�w�™�M�•�\�
�‚�K�8�«�–�µ�³�_  IP �”
�»�Þ�«�†�m�~�\�Z�
 Trivial File Transfer Protocol>&TFTP; (F�Æ�Ç�“�–�Ý3?3æ�É�ß�º�¥�Ý>'�§�î�Â�b  IP
�”�»�Þ�«�
�È�î�º�«�º�Û�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�l�b�Ã�«�
�¹�Ç�›�Ý�º  �¤�î�º�˜�™
�–�b  IP �”�»�Þ�«�†�
 DHCP �Ü�Þ�î  �š�î�ª�™�å�º�_�P�M�•�Ø�½�Ÿ�Õ�«�º�Â'Å�_)��s
°�€�r�M�� DHCP
�Ü�Þ�î  �š�î�ª�™�å�º�c�
�G�b�Â'Å�†�«�–�µ�³�_3?3æ�K�r�M��

�«�–�µ�³�c�
�m�~�\�Z�}�€�S  IP �”�»�Þ�«�†+¬�·$×�_�–�å�±�î�Ç�™�–�«  VLAN>&�ì�•  LAN>' 1>&�¹
�Ç�›�Ý�º>'�_0¿���K�
 TFTP �§�î�Â�?�}�È�î�º�«�º�Û�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�†�²�˜
�å�ß�î�»�K�r�M���È�î�º�«�º�Û�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�@�G�–�_�²�˜�å�ß�î�»�I�€
�•�\�
�«�–�µ�³�c�Q�b�Ç�“�–�Ý�†��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�_�ß�î�»�K�r�M��

CNS IOS �š�î�ª�™�å�º�c�
0ñ�\�M�•  ConfigID �>�|�g  EventID �†�Q#Ý�K�Z  Configuration Engine �\�b
3û�™�†6ä���K�r�M�� Configuration Engine �c�G�b  ConfigID �†�¸�å�É�Þ�î�º�_�Ð�µ�Æ�å�¢�K�Z�
�«�–�µ
�³�_�ö
²�^�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�†�²�˜�å�ß�î�»�K�r�M��

�W4-2 �_�
 DHCP �Ë�î�«�b+¬�·0¿���†�Q#Ý�K�Z�6�‡�È�î�º�«�º�Û�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“
�–�Ý�†�v�“�M�•�S�u�b�¿�µ�º�á�î�¡�S�B�[�†&g�K�r�M��

�W4-2 �6�‡0¿���b�+0[

TFTP

DHCP 

Configuration
 Engine

14
13

28

DHCP
V

WAN
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�j�(>&4Š�(>'0¿��
�¿�µ�º�á�î�¡�@'�
>�M�•�\�
 Cisco IOS �š�î�ª�™�å�º�†�Q#Ý�K�Z�‚�K�8�§�î�Å�«�†3ã�•�[�A�r�M�� �j
�(>&4Š�(>'0¿���c�
�«�–�µ�³�_3æ�™�[�A�r�M����7•�b0¿���†�
�–�Ë�å�º  �Ì�–�ß�î�»�\�K�Z�–�Ë�å�º
�¤�î�º�˜�™�–�†�Ó�K�Z>&�É�µ�©�×��#.>' �
�r�S�c�«�–�µ�³�_�É�Ý  �œ�Ì�Þ�î�©�Ù�å�†6ä���I�O�•�™�•
�–�Ë�å�º�\�K�Z3æ�™�[�A�r�M��

�«�–�µ�³�c�
4:#Ý�M�•�S�_0¿���b�S�e�†�³�™�µ�¡�[�A�r�M���S�e�@�G�K�8���œ�c�
�«�–�µ�³�c�j�(
0¿���†4:#Ý�K�
�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �§�î�Â�_�B�Œ�†�™�•�[���<�•�–�Ë�å�º�†$Î/œ�K�r�M���«
�–�µ�³�@�j�(0¿���†4:#Ý�K�^�8���œ�
�š�Û�î  �«�¸�î�±�«�†&g�M�–�Ë�å�º�†$Î/œ�K�r�M���«�–�µ�³�@
�j�(0¿���†4:#Ý�K�S���œ�
 NVRAM>&�Y�y$Î�ö  RAM>'�_�i�A3¸�t�?�
�r�S�c�i�A3¸�t�|�:�_�æ&g�I
�€�•�r�[�…�X�G�\�@�[�A�r�M��

� �‡0¿��
�«�–�µ�³�c�
0¿���†�w�™�K�S���œ�
�i�A3¸�s�™�•�–�Ë�å�º�b�w�™�ì�_0¿���b4:#Ý�†4��}�O�•�G�\�@
�[�A�r�M���i�A3¸�s�™�•�–�Ë�å�º�c�
�f�‚�I�€�S0¿���†  NVRAM �_�–�Ñ�K�^�8�|�:�_�«�–�µ�³�_�æ
&g�K�r�M���«�–�µ�³�c�f�‚�I�€�S0¿���†��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�\�K�Z�Q#Ý�K�r�M���G�€�_�|
�~�«�–�µ�³�b0¿���c�
���b
Ì2s�·�ì�b�Q#Ý�b�S�u�_  NVRAM �_0¿���†�–�Ñ�M�•�S�_�
�Ú�b�¿�µ�º
�á�î�¡  �”�¡�¸�•�Å�¸�•�\� �‡�ì�I�€�r�M��
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Cisco IOS �š�î�ª�™�å�º�b0¿��
�«�–�µ�³�b  Cisco IOS �¯�Ç�º�˜�™�”�_)��s3¸�r�€�S  Cisco IOS �š�î�ª�™�å�º�_�|�W�Z�
 �«�–�µ�³�†�K
)F�K�Z+¬�·$×�_0¿���[�A�r�M>& ��+¬�·  CNS 0¿���b�–�¿�î�È�Ý�ì�� [p.4-8] �†�g!·>' ��0¿���†�š�f�M�•
���œ�
 �r�S�c�•�«�±�Ò  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�–�å�«�º�î�Ý�M�•���œ�c���b�m8p�†�g!·�K�Z�C�T
�I�8��

• CNS �–�Ë�å�º  �š�î�ª�™�å�º�b�–�¿�î�È�Ý�ì>& p.4-9>'

• Cisco IOS CNS �š�î�ª�™�å�º�b�–�¿�î�È�Ý�ì>& p.4-10>'

+¬�·  CNS 0¿���b�–�¿�î�È�Ý�ì
�«�–�µ�³�b+¬�·  CNS 0¿���†�–�¿�î�È�Ý�_�M�•�_�c�
�r�N /² 4-1 �b�²�ó�† 6�S�M�²0[�@�6�~�r�M���²
�ó0¿���†�ö�¢�K�S�}�«�–�µ�³�b7Á ;�†
°�€�r�M�� setup �É�ß�å�É�º�[�c�1�v
°�Š�K�r�O�‡���«�–�µ
�³�c�6�‡0¿���†6ä���K�r�M>& ���6�‡0¿���� [p.4-6] �†�g!·>' ���¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý
²�/�@
�«�–�µ�³�_�ß�î�»�I�€�•�\�8���c�ö�¢�[�M��

>&�@>' Configuration Engine �b�­�µ�º�”�µ�É  �É�ß�¢�Û�Ò�b��/œ�\  Configuration Engine �[�b�¸�å�É�Þ�î�º�b
�8�B�_�X�8�Z�c�
 ���b  URL �?�} �� Cisco Configuration Engine Installation and Setup Guide, 1.5 for Linux��
�†�g!·�K�Z�C�T�I�8��
http://www.cisco.com/en/US/products/sw/netmgtsw/ps4617/products_installation_and_configuration_guide
_book09186a00803b59db.html

/² 4-1 +¬�·0¿���–�¿�î�È�Ý�ì�b�²�ó

�¹�Â�–�« �²0[�^0¿��

�”�¡�­�«  �«�–�µ�³ ��,´�ì�b0¿��>&�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�^�K>'

�¹�•�«�º�Ü�Å�×�î�©�Ù�å
�«�–�µ�³

• IP �Ê�Ý�Ã�î  �”�»�Þ�«

• DHCP �Ü�Þ�î  �š�î�ª�™�å�º�b�–�¿�î�È�Ý�ì

• IP �Ý�î�¸�•�å�¢>&�¹�Ç�›�Ý�º  �¤�î�º�˜�™�–�\�K�Z�Q#Ý�M�•���œ>'

DHCP �§�î�Â • IP �”�»�Þ�«�b�m�~�\�Z

• TFTP �§�î�Â�b  IP �”�»�Þ�«

• TFTP �§�î�Â�b�È�î�º�«�º�Û�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“
�–�Ý�l�b�Ã�«

• �¹�Ç�›�Ý�º  �¤�î�º�˜�™�–�b  IP �”�»�Þ�«

TFTP �§�î�Â • �«�–�µ�³�\  Configuration Engine �\�b3û�™�†�•+��_�M�•  CNS 0¿��
�¥�Ð�å�»�†�µ�t�È�î�º�«�º�Û�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“
�–�Ý

• >&�¹�Ç�›�Ý�º�b�Í�«�º�¡�b�æ�ƒ�~�_>' �«�–�µ�³  MAC>&�Ó�¹�•�”  �”
�¡�­�«�D�š>' �”�»�Þ�«�r�S�c�©�Ü�”�Ý$��•�b�8�N�€�?�†�Q#Ý�K�Z
ConfigID �>�|�g  EventID �†#Õ�B�M�•�|�:�_0¿���I�€�S�«�–�µ�³

• �«�–�µ�³�_�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�†�É�µ�©�×�M�•�|
�:�_0¿���I�€�S  CNS �–�Ë�å�º  �š�î�ª�™�å�º

CNS Configuration Engine �¹�Â�–�«  �±�–�É�9�b  1 �X�r�S�c0
�X�b�¸�å�É�Þ�î�º�[�
�¸�å�É�Þ�î
�º�_�¹�Â�–�«�b  ConfigID �@�Ð�µ�Æ�å�¢�I�€�Z�8�r�M��
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CNS �–�Ë�å�º  �š�î�ª�™�å�º�b�–�¿�î�È�Ý�ì

>&�@>' �«�–�µ�³�V�[  CNS �–�Ë�å�º  �š�î�ª�™�å�º�†�–�¿�î�È�Ý�_�K�Z�?�}�
 CNS 0¿��  �š�î�ª�™�å�º�†�–
�¿�î�È�Ý�_�M�•�²0[�@�6�~�r�M��

�«�–�µ�³�V�[  CNS �–�Ë�å�º  �š�î�ª�™�å�º�†�–�¿�î�È�Ý�_�M�•�_�c�
�–�¿�î�È�Ý  EXEC �Ô�î�»�[��
�b�m8p�†��/œ�K�r�M��

CNS �–�Ë�å�º  �š�î�ª�™�å�º�†�¹�•�­�î�È�Ý�_�M�•�_�c�
 no cns event { ip-address | hostname} �¢�ß�î
�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

���_�
 CNS �–�Ë�å�º  �š�î�ª�™�å�º�†�–�¿�î�È�Ý�_�K�Z�
 IP �”�»�Þ�«  �¤�î�º�˜�™�–�†  10.180.1.27�

�Ÿ�î�É�”�Û�–�È6ë7x�†  120 &Ê�

Ì0è/œ�G�X�†  10 �G�_0¿���M�•�[�†&g�K�r�M��

Switch(config)# cns event 10.180.1.27 keepalive 120 10

�¥�Ð�å�» % $×

�«�¸�µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�¸�µ�É 2 cns event { ip-address | hostname} [ port-number] 
[backup] [ init-retry  retry-count] [keepalive 
seconds retry-count] [source ip-address]

�–�Ë�å�º  �š�î�ª�™�å�º�†�–�¿�î�È�Ý�_�K�Z�
�¤�î�º�˜�™�–
�Ã�Û�Ó�î�±�†
°�Š�K�r�M��

• { ip-address | hostname} �_�
�–�Ë�å�º  �¤�î�º�˜�™�–�b  IP
�”�»�Þ�«�r�S�c�Í�«�º�¡�†
°�Š�K�r�M��

• >&�õ�–>' port number �_�
�–�Ë�å�º  �¤�î�º�˜�™�–�b�Ï�î
�º$��•�†
°�Š�K�r�M�� �¹�Ç�›�Ý�º�b�Ï�î�º$��•�c  11011
�[�M��

• >&�õ�–>'�Â�µ�¡�”�µ�É  �¤�î�º�˜�™�–�[�6�•�G�\�†&g�M
���œ�c�
 backup �†
°�Š�K�r�M>&%,$��K�S���œ�c�
�É�Û
�–�Ð�Ü  �¤�î�º�˜�™�–�_�^�~�r�M>' ��

• >&�õ�–>' init-retry  retry-count �_�
�Â�µ�¡�”�µ�É�_�)�~�p
�<�•�r�[�b�q�6�b
Ì0è/œ�G�X�†
°�Š�K�r�M���¹�Ç�›�Ý
�º�Í�c  3 �[�M��

• >&�õ�–>' keepalive seconds �_�
�«�–�µ�³�@�Ÿ�î�É�”�Û�–
�È �Ó�µ�­�î�ª�†3æ�™�M�•6ë7x�†
°�Š�K�r�M�� retry-count
�_�
�Ÿ�î�É�”�Û�–�È  �Ó�µ�­�î�ª�l�b�Â'Å�@�^�8���œ�_
�K)F�†)
�¢�M�•�r�[�b�Ó�µ�­�î�ª3æ�™�G�X�†
°�Š�K�r
�M���¹�Ç�›�Ý�º�Í�c�8�N�€�v  0 �[�M��

• >&�õ�–>' source ip-address �_�
�G�b�¹�Â�–�«�b3æ�™
–  IP
�”�»�Þ�«�†
°�Š�K�r�M��

>&�@>' encrypt �Ÿ�î�á�î�»�>�|�g  force-fmt1 �Ÿ�î�á�î�»
�c�
�¥�Ð�å�»�Û�–�å�b�Ê�Ý�É  �«�º�Ü�å�¢�_/²&g�I
�€�r�M�@�
�§�Ï�î�º�I�€�Z�8�r�O�‡��

�«�¸�µ�É 3 end �–�¿�î�È�Ý  EXEC �Ô�î�»�_�`�~�r�M��

�«�¸�µ�É 4 show cns event connections �–�Ë�å�º  �š�î�ª�™�å�º�_6õ�M�•�_���†&�1��K�r�M��

�«�¸�µ�É 5 show running-config 0¿���†&�1��K�r�M��

�«�¸�µ�É 6 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K
�r�M��
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Cisco IOS CNS �š�î�ª�™�å�º�b�–�¿�î�È�Ý�ì
CNS �–�Ë�å�º  �š�î�ª�™�å�º�†�–�¿�î�È�Ý�_�K�S�6�\�
 �«�–�µ�³�V�[  Cisco IOS CNS �š�î�ª�™�å�º�†
2s�·�K�r�M�����b�¥�Ð�å�»�†�Q#Ý�K�Z�
 Cisco IOS �š�î�ª�™�å�º�†�–�¿�î�È�Ý�_�[�A�r�M��

• cns config initial �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�c�
 Cisco IOS �š�î�ª�™�å�º�†�–
�¿�î�È�Ý�_�K�Z�
�«�–�µ�³�b�6�‡0¿���†6ä���K�r�M��

• cns config partial �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�c�
 Cisco IOS �š�î�ª�™�å�º�†
�–�¿�î�È�Ý�_�K�Z�
�«�–�µ�³�b4Š�($×�^0¿���†6ä���K�r�M�� Configuration Engine�Q#Ý�K�Z�
�Ü
�Ô�î�º�[�«�–�µ�³�_�j�(0¿���†3æ�™�[�A�r�M��

�6�‡0¿���b�–�¿�î�È�Ý�ì

�«�–�µ�³�V�[  CNS 0¿��  �š�î�ª�™�å�º�†�–�¿�î�È�Ý�_�K�Z�6�‡0¿���†6ä���M�•�_�c�
�–�¿�î�È�Ý
EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

�¥�Ð�å�» % $×

�«�¸�µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�¸�µ�É 2 cns config connect-intf interface-prefix 
[ping-interval  seconds] [retries num]

connect-interface-config �§�È�Ô�î�»�†6ä���K�Z�
 Configuration
Engine �_�K)F�M�•�S�u�b�–�å�±�î�Ç�™�–�«�†�æ���K�r�M��

• �K)F�M�•�–�å�±�î�Ç�™�–�«�b  interface-prefix �†
°�Š�K
�r�M���–�å�±�î�Ç�™�–�«  �±�–�É�†�æ���M�•�²0[�@�6�~
�r�M�@�
�–�å�±�î�Ç�™�–�«$��•�†�æ���M�•�²0[�c�6�~
�r�O�‡��

• >&�õ�–>' ping-interval  seconds �_�
4�)F�M�•  ping �b0è/œ
6ë7x�†
°�Š�K�r�M���æ���[�A�•(
�V�c  1 >|  30 &Ê�[�M��
�¹�Ç�›�Ý�º�Í�c  10 �Ñ�Ü&Ê�[�M��

• >&�õ�–>' retries num �_�
 ping �b
Ì0è/œ�G�X�†
°�Š�K�r
�M���æ���[�A�•(
�V�c  1 >|  30 �[�M���¹�Ç�›�Ý�º�c  5 �G
�[�M��

�«�¸�µ�É 3 config-cli

 �r�S�c  
line-cli

cns config connect-intf �[��*O�I�€�S�–�å�±�î�Ç�™�–�«�†�Ó
�K�Z  Configuration Engine �_�K)F�M�•�_�c�
 config-cli �†
°�Š
�K�r�M���Ô�¹�Ò  �²�–�”�Ý�”�µ�É�G)z�†�Ó�K�Z  Configuration
Engine �_�K)F�M�•�_�c�
 line-cli �†
°�Š�K�r�M��

>&�@>' config-cli �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù
�å  �¥�Ð�å�»�[�c�
�–�å�±�î�Ç�™�–�«�¡�b�É�Þ�î�«
�Í�Ý�²�\�K�Z�µ+��M�•"I�f�^�e�Ð  &  �†�Q#Ý�K�r
�M��0¿���@4:#Ý�I�€�•�\�
 &  �c�–�å�±�î�Ç�™�–�«�¡
�_*(�A�n�<�}�€�r�M���S�\�<�d�
 FastEthernet0/1 �†
�Ó�K�Z�K)F�M�• � � �œ�
�¥ �Ð�å�»  config-cli ip
route 0.0.0.0 0.0.0.0 &  �c�
�¥�Ð�å�»  ip route
0.0.0.0 0.0.0.0 FastEthernet0/1  �†#Õ�B�K�r�M��

�«�¸�µ�É 4 exit �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�_�`�~�r�M��

�«�¸�µ�É 5 hostname name �«�–�µ�³�b�Í�«�º�¡�†
°�Š�K�r�M��

�«�¸�µ�É 6 ip route network-number IP �”�»�Þ�«�@  network-number �b  Configuration Engine �l�b�«
�±�¸�•�µ�¡  �Ý�î�º�†&�'g�K�r�M��
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�«�¸�µ�É 7 cns id interface num {dns-reverse | ipaddress |
mac-address} [ event]

�r�S�c
cns id {hardware-serial | hostname | string
string} [ event]

Configuration Engine �@�Q#Ý�M�• �M�–�b EventID � r �S�c
ConfigID �†0¿���K�r�M��

•  interface num �_�
�–�å�±�î�Ç�™�–�«�b'�8®>&�S�\�<�d�

�–�î�§�¿�µ�º�
 Group-Async�
 Loopback�

Virtual-Template>'�†
°�Š�K�r�M���G�b0¿���[�c�
�M�–
�b  ID �†��*O�M�•�S�u�_�]�b�–�å�±�î�Ç�™�–�«�?�}  IP
�”�»�Þ�«�r�S�c  MAC �”�»�Þ�«�†�v�“�M�•�?�†�æ���K
�r�M��

• { dns-reverse | ipaddress | mac-address} �[�c�
�Í�«�º�¡
�†�v�“�K�Z�Q�b�Í�«�º�¡�†  UID �\�K�Z�m�~�\�Z�•�_�c
dns-reverse �†�
 IP �”�»�Þ�«�†�Q#Ý�M�•�_�c  ipaddress
�†�
 MAC �”�»�Þ�«�†�M�–�b  ID �\�K�Z�Q#Ý�M�•�_�c
mac-address �†�Q#Ý�K�r�M��

• >&�õ�–>'ID �†�«�–�µ�³�b1‘�9�_�Q#Ý�M�•  event-id �Í�_�^
�•�|�:�_0¿���M�•�_�c�
 event �†
°�Š�K�r�M��

• { hardware-serial | hostname | stringstring} �[�

hardware-serial �†
°�Š�K�Z�«�–�µ�³�b�©�Ü�”�Ý$��•�†
�M�–�b  ID �\�K�Z0¿���M�•�?�
 hostname>&�¹�Ç�›�Ý�º>'
�†
°�Š�K�Z�«�–�µ�³�b�Í�«�º�¡�†�M�–�b  ID �\�K�Z4E
�¥�M�•�?�
�r�S�c  string string �_�õ�–�b�¸�Ÿ�«�º  �«�º
�Ü�å�¢�†�M�–�b  ID �\�K�Z
°�Š�K�r�M��

�«�¸�µ�É 8 cns config initial { ip-address | hostname} 
[port-number] [event] [no-persist] [page page] 
[sourceip-address] [syntax-check] 

Cisco IOS �†�–�¿�î�È�Ý�_�K�
�6�‡0¿���†6ä���K�r�M��

• { ip-address | hostname} �_�
�¥�å�Ç�•� �×�Þ�î�©�Ù�å
�§�î�Â�b  IP �”�»�Þ�«�r�S�c�Í�«�º�¡�†
°�Š�K�r�M��

• >&�õ�–>' port number �_�
�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �§�î
�Â�b�Ï�î�º$��•�†
°�Š�K�r�M���¹�Ç�›�Ý�º�b�Ï�î�º$�
�•�c  80 �[�M��

• >&�õ�–>'0¿���@�ö�¢�K�S�\�A�b0¿���b�B�Œ�
�»�K�
�r�S
�c1™�Ì�b�Ó�µ�­�î�ª#Ý�_  event �†�–�¿�î�È�Ý�_�K�r�M��

• >&�õ�–>' cns config initial �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å  �¥�Ð�å�»�b
°�Š)��Ý�_�|�W�Z�É�Ý�I�€�S0¿���b
NVRAM �l�b+¬�·�i�A3¸�s�†�š�D�M�•�_�c�
 no-persist
�†
°�Š�K�r�M�� no-persist �Ÿ�î�á�î�»�†
°�Š�K�^�8��
�œ�
 cns config initial �¥�Ð�å�»�†�Q#Ý�M�•�\�
�Q�b)��Ý
�b0¿���@+¬�·$×�_  NVRAM �_�i�A3¸�r�€�r�M��

• >&�õ�–>' page page �_�
�6�‡0¿���b  Web �Ì�î�ª�†
°�Š�K
�r�M���¹�Ç�›�Ý�º�c /Config/config/asp �[�M��

• >&�õ�–>'3æ�™
– IP �”�»�Þ�«�_�Q#Ý�M�•�_�c�
 source
ip-address �†
°�Š�K�r�M��

• >&�õ�–>'�G�b�Ã�Û�Ó�î�±�†�Q#Ý�K�S�\�A�b�S�e�†�³�™�µ
�¡�M�•�_�c�
 syntax-check �†�–�¿�î�È�Ý�_�K�r�M��

>&�@>' encrypt �Ÿ�î�á�î�»�c�
�¥�Ð�å�»�Û�–�å�b�Ê�Ý�É  �«
�º�Ü�å�¢�_/²&g�I�€�r�M�@�
 �§�Ï�î�º�I�€�Z�8�r�O
�‡��

�«�¸�µ�É 9 end �–�¿�î�È�Ý  EXEC �Ô�î�»�_�`�~�r�M��

�«�¸�µ�É 10 show cns config connections �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �š�î�ª�™�å�º�_6õ�M�•�_���†&�
1��K�r�M��

�«�¸�µ�É 11 show running-config 0¿���†&�1��K�r�M��

�¥�Ð�å�» % $×
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CNS Cisco IOS �š�î�ª�™�å�º�†�¹�•�­�î�È�Ý�_�M�•�_�c�
 no cns config initial{ ip-address | hostname}
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

���_�
�Ü�Ô�î�º  �«�–�µ�³�[�6�‡0¿���†���‹�M�•�[�†&g�K�r�M���«�–�µ�³�b�Í�«�º�¡�c�M�–�b  ID �[
�M�� Cisco Configuration Engine �b  IP �”�»�Þ�«�c  172.28.129.22 �[�M��

Switch(config)# cns config connect-intf serial ping-interval 1 retries 1
Switch(config-cns-conn-if)# config-cli ip address negotiated
Switch(config-cns-conn-if)# config-cli encapsulation ppp
Switch(config-cns-conn-if)# config-cli ip directed-broadcast
Switch(config-cns-conn-if)# config-cli no keepalive
Switch(config-cns-conn-if)# config-cli no shutdown
Switch(config-cns-conn-if)# exit
Switch(config)# hostname RemoteSwitch
RemoteSwitch(config)# ip route 10.1.1.1 255.255.255.255 11.11.11.1
RemoteSwitch(config)# cns id Ethernet 0 ipaddress
RemoteSwitch(config)# cns config initial 10.1.1.1 no-persist

4Š�(0¿���b�–�¿�î�È�Ý�ì

�«�–�µ�³�V�[  Cisco IOS �š�î�ª�™�å�º�†�–�¿�î�È�Ý�_�K�Z4Š�(0¿���†6ä���M�•�_�c�
�–�¿�î�È�Ý
EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

Cisco IOS �š�î�ª�™�å�º�†�¹�•�­�î�È�Ý�_�M�•�_�c�
 no cns config partial { ip-address | hostname} �¢
�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��4Š�(0¿���†�v�~�˜�M�_�c�
 cns config
cancel �–�¿�î�È�Ý  EXEC �¥�Ð�å�»�†�Q#Ý�K�r�M��

�¥�Ð�å�» % $×

�«�¸�µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�¸�µ�É 2 cns config partial { ip-address | hostname} 
[port-number] [source ip-address]

�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �š�î�ª�™�å�º�†�–�¿�î�È�Ý�_�K�

4Š�(0¿���†6ä���K�r�M��

• { ip-address | hostname} �_�
�¥�å�Ç�•� �×�Þ�î�©�Ù�å
�§�î�Â�b  IP �”�»�Þ�«�r�S�c�Í�«�º�¡�†
°�Š�K�r�M��

• >&�õ�–>' port number �_�
�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �§�î
�Â�b�Ï�î�º$��•�†
°�Š�K�r�M���¹�Ç�›�Ý�º�b�Ï�î�º$�
�•�c  80 �[�M��

• >&�õ�–>'3æ�™
– IP �”�»�Þ�«�_�Q#Ý�M�•�_�c�
 source 
ip-address �†
°�Š�K�r�M��

>&�@>' encrypt �Ÿ�î�á�î�»�c�
�¥�Ð�å�»�Û�–�å�b�Ê�Ý�É  �«
�º�Ü�å�¢�_/²&g�I�€�r�M�@�
 �§�Ï�î�º�I�€�Z�8�r�O
�‡��

�«�¸�µ�É 3 end �–�¿�î�È�Ý  EXEC �Ô�î�»�_�`�~�r�M��

�«�¸�µ�É 4 show cns config stats

 �r�S�c  
show cns config outstanding

�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �š�î�ª�™�å�º�_6õ�M�•�_���†&�
1��K�r�M��

�«�¸�µ�É 5 show running-config 0¿���†&�1��K�r�M��

�«�¸�µ�É 6 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K
�r�M��
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CNS 0¿���b/²&g
/² 4-2 �_0°3U�I�€�S�–�¿�î�È�Ý  EXEC �¥�Ð�å�»�†�Q#Ý�M�•�\�
 CNS 0¿���_���†/²&g�[�A�r�M��

/² 4-2 CNS 0¿���b/²&g

�¥�Ð�å�» % $×

show cns config connections CNS Cisco IOS �š�î�ª�™�å�º�b�K)F�b�«�¸�î�±�«�†/²&g�K�r�M��

show cns config outstanding 6ä���I�€�S�@�r�T)
�¢�K�Z�8�^�8�j�(>&4Š�(>' CNS 0¿���_6õ�M�•
�_���†/²&g�K�r�M��

show cns config stats Cisco IOS �š�î�ª�™�å�º�_6õ�M�•)+0£�_���†/²&g�K�r�M��

show cns event connections CNS �–�Ë�å�º  �š�î�ª�™�å�º�b�K)F�b�«�¸�î�±�«�†/²&g�K�r�M��

show cns event stats CNS �–�Ë�å�º  �š�î�ª�™�å�º�_6õ�M�•)+0£�_���†/²&g�K�r�M��

show cns event subject �”�É�Ü�£�î�©�Ù�å�_�|�W�Z�§�È�«�¡�Û�–�È�I�€�S�–�Ë�å�º  �š�î
�ª�™�å�º�b�§�È�ª�™�¡�º�M0t�†/²&g�K�r�M��
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5

�«�–�µ�³�b�¡�Û�«�±�ì

>&�@>' �G�b'v�[�c�
 Catalyst 3560 �«�–�µ�³  �¡�Û�«�±�b�8�B�\'ö#.�_6õ�M�•�+�Õ�\�m8p�†1��Â�K�r�M�� Cisco
Network Assistant �”�É�Ü�£�î�©�Ù�å>&�è7F�
 Network Assistant>'�
 CLI>&�¥�Ð�å�»�Û�–�å  �–�å�±�î�Ç�™
�–�«>'�
�r�S�c  SNMP>&(F�Æ�¿�µ�º�á�î�¡'ö#.�É�ß�º�¥�Ý>'�†�Q#Ý�K�Z�«�–�µ�³  �¡�Û�«�±�†�8�B�

'ö#.�[�A�r�M��
½�/$×�^�m8p�_�X�8�Z�c�
�œ�å�Û�–�å�Ê�Ý�É�†�g!·�K�Z�C�T�I�8�� CLI �¡�Û�«�±�¥
�Ð�å�»�_�X�8�Z�c�
�«�–�µ�³  �¥�Ð�å�»  �Ü�Ç�“�Þ�å�«�†�g!·�K�Z�C�T�I�8�� Network Assistant �[�v�«
�–�µ�³�†�¡�Û�«�±�ì�[�A�r�M�@�
 Cisco �[�c�«�–�µ�³�†�¢�Ý�î�É�ì�K�Z �¥�Ñ�×�½�¸�• �_�M�•�G�\�†
�N�á�K�r�M�� Network Assistant �_�c  Cluster Conversion Wizard �@#Ý�–�I�€�Z�>�~�
�¡�Û�«�±�†(F�"�_
�¥�Ñ�×�½�¸�•�_�š�n�[�A�r�M���«�–�µ�³  �¡�Û�«�±�b'ö#.�x�«�–�µ�³  �¡�Û�«�±�b�¥�Ñ�×�½�¸�•�š�n
�b�+0[�v�µ�u�
 Network Assistant �_6õ�M�•0ò(ý�c�
 Cisco.com �?�}
°�m�[�A�•�� Getting Started with
Cisco Network Assistant���†�g!·�K�Z�C�T�I�8��

�G�b'v�[�c�
 Catalyst 3560 �«�–�µ�³  �¡�Û�«�±�†�p�°�_1��Â�K�r�M���¡�Û�«�±
Æ�_�
�Ú�b�¡�Û�«�±�_
�P�Â�K�S  Catalyst �«�–�µ�³�@�ã�~�K�Z�8�•���œ�b�@�–�¦8o�x�D7H�¦8o�v)��Ó�K�r�M�@�
�G�€�}�b�«
�–�µ�³�_�P�M�•�¡�Û�«�±�µ+��b0ò(ý�^1��Â�c�m�¡�K�Z�8�r�M��"I���b  Catalyst �É�Û�µ�º�Ç�›�î�Ò�_
�>�E�•�¡�Û�«�±�b0ò(ý�_���c�
0ñ�\�M�•�«�–�µ�³�b�¯�Ç�º�˜�™�”  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �ž�–�»
�†�g!·�K�Z�C�T�I�8��

�G�b'v�[1��Â�M�•
Æ���c�
���b�\�>�~�[�M��

• �«�–�µ�³  �¡�Û�«�±�b�+0[>& p.5-2>'

• �«�–�µ�³  �¡�Û�«�±�b�É�Û�å�½�å�¢>& p.5-5>'

• CLI �_�|�•�«�–�µ�³  �¡�Û�«�±�b'ö#.>& p.5-16>'

• SNMP �_�|�•�«�–�µ�³  �¡�Û�«�±�b'ö#.>& p.5-17>'

>&�@>' "I���b�Í�«�º�r�S�c�¿�µ�º�á�î�¡�_�P�K�Z�”�¡�­�«�†�D7H�M�•���œ�
 ip http access-class �¢�ß�î�Â
�Ý �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�c�Q#Ý�K�^�8�G�\�†�N�á�K�r�M���”�¡�­�«�†�D�š�M�•�_�c�

�¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�†�Q#Ý�M�•�?�
�r�S�c  IP �”�»�Þ�«�@0¿���I�€�Z�8�•�–�å�±�î�Ç�™�–�«
�V�_  Access Control List>&ACL; �”�¡�­�«�D�š�Ü�«�º>'�†4:#Ý�K�r�M�� ACL �b0ò(ý�_�X�8�Z�c�
 '¨ 31
'v�� ACL �_�|�•�¿�µ�º�á�î�¡  �­�Ÿ�×�Ü�¸�•�b0¿���� �†�g!·�K�Z�C�T�I�8��
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�«�–�µ�³  �¡�Û�«�±�b�+0[
�«�–�µ�³  �¡�Û�«�± �c�¡�Û�«�±�P�Â  Catalyst �«�–�µ�³�[�S�B�I�€�Z�>�~�
 �q�±  16 �Ž�K)F�[�A�r�M�� �K
)F�I�€�S�«�–�µ�³�c  1 �X�b�š�å�¸�•�¸�•�\�K�Z'ö#.�I�€�r�M���¡�Û�«�±
Æ�b�«�–�µ�³�c�
�«�–�µ�³
�¡�Û�«�±�ì�¸�¡�À�ß�ª�î�_�|�W�Z�
�"�M�b  IP �”�»�Þ�«�?�}$��^�•  Catalyst �¹�«�¡�º�µ�É  �«�–�µ�³
�É�Û�µ�º�Ç�›�î�Ò�[�S�B�I�€�S�¢�Ý�î�É�†0¿���K�S�~�
�º�Û�È�Ý�©�×�î�¸�•�å�¢�†/œ�W�S�~�[�A�r
�M��

�«�–�µ�³  �¡�Û�«�±�[�c�
 1 �Ž�b�«�–�µ�³�@ �¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³ �\�K�Z�·�8�M�•�²0[�@�6�~�

�q�±  15 �Ž�b�Ú�b�«�–�µ�³�@ �¡�Û�«�±  �Ó�å�Â�î  �«�–�µ�³ �\�K�Z�·�8�[�A�r�M�� 1 �X�b�¡�Û�«�±�c�

16 �Ž�è
Æ�b�«�–�µ�³�[�S�B�M�•�²0[�@�6�~�r�M���¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�c�
�¡�Û�«�±  �Ó�å
�Â�î  �«�–�µ�³�b0¿���
'ö#.�
�>�|�g�Ô�½�±�†��/œ�[�A�•�O�M�b�«�–�µ�³�[�M���¡�Û�«�±  �Ó�å�Â�î
�c�
�M�Ø�_  1 �X�b�¡�Û�«�±�_�K�?�d�“�[�A�r�O�‡��

�«�–�µ�³�b�¡�Û�«�±�ì�_�c���b�|�:�^�<!l�@�6�~�r�M��

• "@#.$×�^�K)F�x���d�_�e�‘�I�€�N  Catalyst �«�–�µ�³�b'ö#.�@�[�A�r�M���«�–�µ�³�c� �L���d�_
0¿*(�M�•�G�\�v�
�Þ�–�Ö  2 �r�S�c�Þ�–�Ö  3 �¿�µ�º�á�î�¡�†�Ó�K�Z0¿*(�M�•�G�\�v�[�A�r�M

>&Catalyst 3550�
 Catalyst 3560�
�r�S�c  Catalyst 3750 �«�–�µ�³�†�
�¡�Û�«�±�b�Þ�–�Ö  2 �b6ë�_0¿
*(�M�•�Þ�–�Ö  3 �b�Ý�î�±�\�K�Z�Q#Ý�K�Z�8�•���œ>' ��

�¡�Û�«�±  �Ó�å�Â�î�c�
 ���¡�Û�«�±�Ã/õ�>�|�g�¡�Û�«�±  �Ó�å�Â�î�b+¬�·�è���� >&p.5-5>' �[1��Â�K
�Z�8�•�K)F�‰�2�_�‘�W�Z�¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�_�K)F�K�r�M���G�G�[�c�
 Catalyst 1900�

Catalyst 2820�
 Catalyst 2900 XL�
 Catalyst 2950�
�>�|�g  Catalyst 3500 XL �«�–�µ�³�_�P�M�•'ö#.
VLAN>&�ì�•  LAN>'�b�è0¦�¦8o�†1��Â�K�r�M���«�–�µ�³�¡�Û�«�±#”�C�_�>�E�•�G�€�}�b�«�–�µ
�³�b0ò(ý�_���c�
0ñ�\�M�•�«�–�µ�³�b�¯�Ç�º�˜�™�”  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �ž�–�»�†�g!·�K
�Z�C�T�I�8��

• �¡�Û�«�±  �¥�Ð�å�»�«�–�µ�³�_
Õ6×�ö�†�â�S�O�•�G�\�[�
�¥�Ð�å�»  �«�–�µ�³�_7€���@$Î#Õ�K�S
���œ�[�v�P�Â�[�A�r�M�� 1 �X�r�S�c0
�X�b�«�–�µ�³�† �«�±�å�Â�–  �¡�Û�«�±  �¥�Ð�å�» �_�æ���M�•
�\�
�¡�Û�«�±  �Ó�å�Â�î6ë�b'‡�œ�†�G4J�[�A�r�M�� �¡�Û�«�±  �«�±�å�Â�–  �¢�Ý�î�É �c�
�«�±�å�Â
�–  �¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�b�¢�Ý�î�É�[�M��

• �I�r�J�r�^  Catalyst �«�–�µ�³�†  1 �X�b  IP �”�»�Þ�«�['ö#.�[�A�r�M���G�€�c�
"I�_  IP �”�»�Þ�«
�b�X�@7H�}�€�Z�8�•���œ�_� �Ý�@�6�~�r�M���«�–�µ�³  �¡�Û�«�±�\�b3û�™�c�M�m�Z�¡�Û�«�±  �¥
�Ð�å�»  �«�–�µ�³�b  IP �”�»�Þ�«�[/œ�ƒ�€�r�M��

/² 5-1 �_�
�¡�Û�«�±�ì�_�P�Â�K�Z�8�•  Catalyst �«�–�µ�³�†&g�K�r�M���¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�_
�^�€�•�«�–�µ�³�>�|�g�¡�Û�«�±  �Ó�å�Â�î  �«�–�µ�³�_�K�?�^�€�^�8�«�–�µ�³�
�I�}�_�
�Q�€�}�_�²
0[�^�¯�Ç�º�˜�™�”  �Â�î�ª�Ù�å�v&g�K�r�M��

/² 5-1 �«�–�µ�³  �¯�Ç�º�˜�™�”�>�|�g�¡�Û�«�±�l�b�P�Â�ö

�«�–�µ�³ Cisco IOS Release �¡�Û�«�±�l�b�P�Â�ö

Catalyst 3750 12.1(11)AX �è7F �Ó�å�Â�î�r�S�c�¥�Ð�å�»  �«�–�µ�³

Catalyst 3560 12.1(19)EA1b �è7F �Ó�å�Â�î�r�S�c�¥�Ð�å�»  �«�–�µ�³

Catalyst 3550 12.1(4)EA1 �è7F �Ó�å�Â�î�r�S�c�¥�Ð�å�»  �«�–�µ�³

Catalyst 2970 12.1(11)AX �è7F �Ó�å�Â�î�r�S�c�¥�Ð�å�»  �«�–�µ�³

Catalyst 2960 12.2(25)FX �è7F �Ó�å�Â�î�r�S�c�¥�Ð�å�»  �«�–�µ�³

Catalyst 2955 12.1(12c)EA1 �è7F �Ó�å�Â�î�r�S�c�¥�Ð�å�»  �«�–�µ�³

Catalyst 2950 12.0(5.2)WC(1) �è7F �Ó�å�Â�î�r�S�c�¥�Ð�å�»  �«�–�µ�³

Catalyst 2950 LRE 12.1(11)JY �è7F �Ó�å�Â�î�r�S�c�¥�Ð�å�»  �«�–�µ�³

Catalyst 2940 12.1(13)AY �è7F �Ó�å�Â�î�r�S�c�¥�Ð�å�»  �«�–�µ�³

Catalyst 3500 XL 12.0(5.1)XU �è7F �Ó�å�Â�î�r�S�c�¥�Ð�å�»  �«�–�µ�³

Catalyst 2900 XL

>&8 MB �«�–�µ�³ )
12.0(5.1)XU �è7F �Ó�å�Â�î�r�S�c�¥�Ð�å�»  �«�–�µ�³
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�¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�b"I�ö
�¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�c�
���b0[�ó�† 6�S�K�Z�8�•�²0[�@�6�~�r�M��

• Cisco IOS Release 12.1(19)EA1�è7F�†��/œ�K�Z�8�•��

• IP �”�»�Þ�«�@�æ���I�€�Z�8�•��

• Cisco Discovery Protocol>&CDP>'�Â�î�ª�Ù�å  2 �@�–�¿�î�È�Ý>&�¹�Ç�›�Ý�º>'�_0¿���I�€�Z�8�•��

• �Ú�b�¡�Û�«�±�b�¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�r�S�c�¡�Û�«�±  �Ó�å�Â�î  �«�–�µ�³�[�c�^�8��

• 'ö#.  VLAN �†�Ó�K�Z�«�±�å�Â�–  �¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�_�
 
¹3û  VLAN �†�Ó�K�Z�¡�Û�«�±
�Ó�å�Â�î  �«�–�µ�³�_�K)F�I�€�Z�8�•��

�«�±�å�Â�–  �¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�b"I�ö
�«�±�å�Â�–  �¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�c�
���b0[�ó�† 6�S�K�Z�8�•�²0[�@�6�~�r�M��

• Cisco IOS Release 12.1(19)EA1�è7F�†��/œ�K�Z�8�•��

• IP �”�»�Þ�«�@�æ���I�€�Z�8�•��

• CDP �Â�î�ª�Ù�å  2 �@�–�¿�î�È�Ý�_0¿���I�€�Z�8�•��

• 'ö#.  VLAN �†�Ó�K�Z�¥�Ð�å�»  �«�–�µ�³�_�K)F�I�€�Z�8�Z�
�^�>�?�X�Ú�b�«�±�å�Â�–  �¥�Ð�å�»
�«�–�µ�³�_�K)F�I�€�Z�8�•��

• 
¹3û  VLAN �†�Ó�K�Z>&�¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�>�|�g�«�±�å�Â�–  �¥�Ð�å�»  �«�–�µ�³�†7V
�C>'�Ú�b�M�m�Z�b�¡�Û�«�±  �Ó�å�Â�î  �«�–�µ�³�_�K)F�I�€�Z�8�•��

• �¡�Û�«�±  �Ó�å�Â�î  �«�–�µ�³�\�b�K)F+��Š�†)T�â�M�•�S�u�_�
�¡�Û�«�±�_
Õ6×�K)F�I�€�Z�8�•��

• �Ú�b�¡�Û�«�±�b�¥�Ð�å�»  �«�–�µ�³�r�S�c�Ó�å�Â�î  �«�–�µ�³�[�c�^�8��

>&�@>' �«�±�å�Â�–  �¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�c�
�¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�\� �±�–�É�b�«
�–�µ�³�[�^�E�€�d�^�~�r�O�‡���S�\�<�d�
�¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�@  Catalyst 3560 �«
�–�µ�³�b���œ�
 �«�±�å�Â�–  �¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�v  Catalyst 3560 �«�–�µ�³�_�M�•�²0[
�@�6�~�r�M���«�±�å�Â�–  �¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�b0[�ó�_�X�8�Z�c�
�Ú�b�¡�Û�«�±�P�Â
�«�–�µ�³�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �ž�–�»�†�g!·�K�Z�C�T�I�8��

�Ã/õ�«�–�µ�³�>�|�g�¡�Û�«�±  �Ó�å�Â�î  �«�–�µ�³�b"I�ö
�Ã/õ�«�–�µ�³ �\�c�
�¡�Û�«�±�P�Â�[�M�@�¡�Û�«�±�_�r�T3ã�•�I�€�Z�8�^�8�«�–�µ�³�†�–�á�K�r�M��
�¡�Û�«�±  �Ó�å�Â�î  �«�–�µ�³�c�
�«�–�µ�³  �¡�Û�«�±�_�M�[�_3ã�•�I�€�Z�8�•�«�–�µ�³�[�M���Ã/õ�«
�–�µ�³�r�S�c�¡�Û�«�±  �Ó�å�Â�î  �«�–�µ�³�_�c�²8r�[�c�6�~�r�O�‡�@�
�S#Ý�b  IP �”�»�Þ�«�>�|�g�Ã
�«�á�î�»�†�æ���[�A�r�M>& �� IP �”�»�Þ�«�� [p.5-13] �>�|�g ���Ã�«�á�î�»�� [p.5-14] �†�g!·>' ��

�¡�Û�«�±�_�•
°�M�•�Ã/õ�«�–�µ�³�c�
���b0[�ó�† 6�S�K�Z�8�•�²0[�@�6�~�r�M��

• �¡�Û�«�±�P�Â�b�¯�Ç�º�˜�™�”�@'�
>�K�Z�8�•��

• CDP �Â�î�ª�Ù�å  2 �@�–�¿�î�È�Ý�_0¿���I�€�Z�8�•��

Catalyst 2900 XL

>&4 MB �«�–�µ�³ )
11.2(8.5)SA6>&�N�á>' �Ó�å�Â�î  �«�–�µ�³�b�s

Catalyst 1900 �>�|�g  
Catalyst 2820

9.00>&-A �r�S�c  -EN>'�è7F �Ó�å�Â�î  �«�–�µ�³�b�s

/² 5-1 �«�–�µ�³  �¯�Ç�º�˜�™�”�>�|�g�¡�Û�«�±�l�b�P�Â�ö>&)F�A>'

�«�–�µ�³ Cisco IOS Release �¡�Û�«�±�l�b�P�Â�ö
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• �Ú�b�¡�Û�«�±�b�¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�r�S�c�¡�Û�«�±  �Ó�å�Â�î  �«�–�µ�³�[�c�^�8��

• �¡�Û�«�±  �«�±�å�Â�–  �¢�Ý�î�É�@�Ñ�~�M�•���œ�
�a�^�C�\�v  1 �X�b
¹3û  VLAN �†�Ó�K�Z�
�M�m
�Z�b�«�±�å�Â�–  �¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�_�K)F�I�€�Z�8�•�� �›�«�±�å�Â�–  �¡�Û�«�±  �¥�Ð�å
�»  �«�–�µ�³�_�P�Â�M�•  VLAN �c�
$��^�•���œ�@�6�~�r�M��

• �a�^�C�\�v  1 �X�b
¹3û  VLAN �†�Ó�K�Z�
�¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�_�K)F�I�€�Z�8�•��

>&�@>' Catalyst 1900�
 Catalyst 2820�
 Catalyst 2900 XL�
 Catalyst 2950�
 Catalyst 3500 XL �Ã/õ�>�|
�g�¡�Û�«�±  �Ó�å�Â�î  �«�–�µ�³�c�
'ö#.  VLAN �†�Ó�K�Z�¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�>
�|�g�«�±�å�Â�–  �¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�_�K)F�M�•�²0[�@�6�~�r�M�� �«�–�µ�³  �¡�Û
�«�±#”�C�_�>�E�•�G�€�}�b�«�–�µ�³�b0ò(ý�_�X�8�Z�c�
�›�«�–�µ�³�_�P�Â�M�•�¯�Ç�º
�˜�™�”  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �ž�–�»�†�g!·�K�Z�C�T�I�8��

Catalyst 2970�
 Catalyst 3550�
 Catalyst 3560�
�r�S�c  Catalyst 3750 �¡�Û�«�±  �¥�Ð�å�»  �«
�–�µ�³�†�Q#Ý�M�•���œ�
�G�b0[�ó�c�\�Z�c�r�~�r�O�‡���Ã/õ�>�|�g�¡�Û�«�±  �Ó�å�Â�î
�«�–�µ�³�c�
 �¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�\
¹3û�b�õ�–�b  VLAN �†�Ó�K�Z�K)F�[�A�r�M��
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�«�–�µ�³  �¡�Û�«�±�b�É�Û�å�½�å�¢
0
�X�b�«�–�µ�³�†�¡�Û�«�±�['ö#.�M�•���œ�
�£�•�I�€�•'‡�œ�x�«�n�ö�b�e8Ÿ0Ž�ô�_5�!l�†*(�A�r
�M���G�G�[�c�
 �¡�Û�«�±�†�8�B�M�•�S�_#.0Ž�M�m�A�@�–�¦8o�
 0[�ó�
 �>�|�g1™�Ì�_�X�8�Z1��Â�K�r�M��

• �¡�Û�«�±�Ã/õ�>�|�g�¡�Û�«�±  �Ó�å�Â�î�b+¬�·�è��>& p.5-5>'

• HSRP �>�|�g�«�±�å�Â�–  �¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³>& p.5-10>'

• IP �”�»�Þ�«>& p.5-13>'

• �Í�«�º�¡>& p.5-14>'

• �Ã�«�á�î�»>& p.5-14>'

• SNMP �¥�Ñ�×�½�¸�•  �«�º�Ü�å�¢>& p.5-14>'

• TACACS+ �>�|�g  RADIUS>&p.5-15>'

• LRE �É�ß�Ç�“�–�Ý>& p.5-15>'

�¡�Û�«�±�_�P�Â�K�Z�8�•  Catalyst �«�–�µ�³�_�X�8�Z�c�
�›�«�–�µ�³�b�Ü�Ü�î�«  �À�î�º�†�g!·�K�Z�C
�T�I�8���Ü�Ü�î�«  �À�î�º�[�c�
�¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�_�^�€�•�«�–�µ�³�\�¡�Û�«�±  �Ó�å�Â�î
�«�–�µ�³�_�K�?�^�€�^�8�«�–�µ�³�
�r�S�
�Q�€�}�_�²0[�^�¯�Ç�º�˜�™�”  �Â�î�ª�Ù�å�x�È�Û�˜�¨�T�E
�[�^�C�
 Java �É�Û�¢�–�å�b0¿���v�g!·�[�A�r�M��

�¡�Û�«�±�Ã/õ�>�|�g�¡�Û�«�±  �Ó�å�Â�î�b+¬�·�è��
�¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�c  Cisco Discovery Protocol>&CDP>'�†�Q#Ý�K�Z�
0
�X�b  VLAN �b�p�?�}
�¡�Û�«�±  �Ó�å�Â�î  �«�–�µ�³�
�Ã/õ�«�–�µ�³�
7„�K�b�«�–�µ�³�¡�Û�«�±�
�š�µ�ª  �¹�Â�–�«�†�è���K
�r�M���r�S�
�«�±�î�º�b�º�Ï�ß�ª�î�x�•�«�£�î�»�º�b�º�Ï�ß�ª�î
Æ�?�}�v�è���[�A�r�M��

>&�@>' �¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�†�Q#Ý�K�Z�¡�Û�«�±�_�P�Â�K�S�«�–�µ�³�†�è���M�•���œ�
�¡�Û�«�±  �¥
�Ð�å�»  �«�–�µ�³�
�¡�Û�«�±  �Ó�å�Â�î�
�r�S�c�¡�Û�«�±�P�Â�«�–�µ�³�b  CDP �†!“� �_�K�^�8�[�C�T
�I�8�� CDP �b0ò(ý�_�X�8�Z�c�
 '¨ 25 'v�� CDP �b0¿���� �†�g!·�K�Z�C�T�I�8��

���b�K)F�_6õ�M�•�@�–�¦8o�_�‘�W�Z�
�«�–�µ�³  �¡�Û�«�±�
�¡�Û�«�±�Ã/õ�
�K)F�I�€�S�«�–�µ�³  �¡
�Û�«�±�
7„�K�b�š�µ�ª  �¹�Â�–�«�†+¬�·�è���K�Z�C�T�I�8��

• CDP �Í�µ�É�†�Q#Ý�K�Z�b�è��>& p.5-6>'

• CDP 8��P�Â�¹�Â�–�«�>�|�g�¡�Û�«�±8��P�Â�¹�Â�–�«�?�}�b�è��>& p.5-6>'

• $��^�•  VLAN �?�}�b�è��>& p.5-7>'

• $��^�•'ö#.  VLAN �?�}�b�è��>& p.5-8>'

• RP �_�|�•�è��>& p.5-9>'

• �‚�K�C�–�å�«�º�î�Ý�K�S�«�–�µ�³�b�è��>& p.5-9>'
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CDP �Í�µ�É�†�Q#Ý�K�Z�b�è��

�¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�c  CDP �†�Q#Ý�K�Z�
�¡�Û�«�±  �š�µ�ª�?�}�q�±  7 CDP �Í�µ�É>&�¹�Ç�›
�Ý�º�c  3 �Í�µ�É>'�r�[�«�–�µ�³�†�è���[�A�r�M���¡�Û�«�±  �š�µ�ª�c�
�¡�Û�«�±�x�Ã/õ�«�–�µ�³�_�K
)F�K�Z�8�•�M$��q�‹�b�¡�Û�«�±  �«�–�µ�³�b4Š�(�†�æ�K�r�M���S�\�<�d�
 �W5-1 �b�¡�Û�«�±  �Ó�å�Â�î
�«�–�µ�³  9 �\  10 �c�¡�Û�«�±�b�š�µ�ª�_�6�~�r�M��

�W5-1 �[�c�
�¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�b�Ï�î�º�_  VLAN 16 �\  62 �@�m�~�\�Z�}�€�Z�8�r�M�� CDP
�Í�µ�É�b�•�˜�å�º�c  3 �[�M���¡�Û�«�±  �š�µ�ª�?�}  3 �Í�µ�É�è
Æ�_�6�•�b�[�
�¡�Û�«�±  �¥�Ð�å�»  �«
�–�µ�³�c�«�–�µ�³  11�
 12�
 13�
 14 �†�è���K�r�M���«�–�µ�³  15 �c�¡�Û�«�±  �š�µ�ª�?�}  4 �Í�µ�É
›�^
�b�[�è���I�€�r�O�‡��

�W5-1 CDP �Í�µ�É�†�Q#Ý�K�Z�b�è��

CDP 8��P�Â�¹�Â�–�«�>�|�g�¡�Û�«�±8��P�Â�¹�Â�–�«�?�}�b�è��

�¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�† CDP 8��P�Â�b�§�î�»�Ã�î�¸�•0��b�Á�È >&�Ú&k0��b�Á�È�^�]>'�_�K)F
�K�Z�8�•���œ�
�Q�b�§�î�»�Ã�î�¸�•0��b�Á�È�†�Ó�K�Z�K)F�K�Z�8�•�¡�Û�«�±�P�Â�¹�Â�–�«�†�è���[
�A�r�M���S�T�K�
�¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�† �¡�Û�«�±8��P�Â�b�©�«�¥0��b�¹�Â�–�« �_�K)F�K�Z
�8�•���œ�
�¡�Û�«�±8��P�Â�b�©�«�¥0��¹�Â�–�«�|�~
›�_�6�•�¡�Û�«�±�P�Â�b�¹�Â�–�«�c�è���[�A�r
�O�‡��

�W5-2 �_�
 �§�î�»�Ã�î�¸�•0��b�Á�È�_�K)F�K�S�«�–�µ�³�†�è���M�•�¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�†&g
�K�r�M���S�T�K�
�¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�c  Catalyst 5000 �«�–�µ�³�_�K)F�K�Z�8�•�«�–�µ�³�c
�è���K�r�O�‡��

 10 8

 9

VLAN 62VLAN 16

10
13

21

 11

 12

 13

 14

 15
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�W5-2 CDP 8��P�Â�¹�Â�–�«�>�|�g�¡�Û�«�±8��P�Â�¹�Â�–�«�?�}�b�è��

$��^�•  VLAN �?�}�b�è��

�¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�@  Catalyst 2970�
 Catalyst 3550�
 Catalyst 3560�
�r�S�c  Catalyst 3750 �b��
�œ�
$��^�•  VLAN �b�¡�Û�«�±  �Ó�å�Â�î  �«�–�µ�³�v�¡�Û�«�±�_�•�<�•�G�\�@�[�A�r�M���¡�Û�«�±  �Ó
�å�Â�î  �«�–�µ�³�\�K�Z�
 Catalyst �«�–�µ�³�v�¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�\
¹3û�b  VLAN �_�a�^�C
�\�v  1 �X�c�K)F�K�Z�8�•�²0[�@�6�~�r�M�� �W5-3 �b�¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�b�Ï�î�º�_�c VLAN
9�
 16�
 62 �@�m�~�\�Z�}�€�Z�8�•�S�u�
�G�€�}�b  VLAN �b�«�–�µ�³�c�è���[�A�r�M�� VLAN 50 �_�6
�•�«�–�µ�³�c�è���[�A�r�O�‡���r�S�
�q�6�b�4�b  VLAN 16 �_�6�•�«�–�µ�³�v�
�¡�Û�«�±  �¥�Ð�å�»
�«�–�µ�³�_�K)F�I�€�Z�8�^�8�S�u�è���[�A�r�O�‡��

Catalyst 2900 XL�
 Catalyst 2950�
�>�|�g  Catalyst 3500 XL �b�¡�Û�«�±  �Ó�å�Â�î  �«�–�µ�³�c�
�Q�€�R
�€�b'ö#.  VLAN �†�Ó�K�Z�¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�_�K)F�K�Z�8�•�²0[�@�6�~�r�M��'ö#.  VLAN
�?�}�b�è���_�X�8�Z�c�
 ��$��^�•'ö#.  VLAN �?�}�b�è���� >&p.5-8>' �†�g!·�K�Z�C�T�I�8�� VLAN �b
0ò(ý�_�X�8�Z�c�
 '¨ 12 'v�� VLAN �b0¿���� �†�g!·�K�Z�C�T�I�8��

�W5-3 $��^�•  VLAN �?�}�b�è��

Catalyst 5000 
CDP 

89
37

7

VLAN 62

VLAN 62

VLAN 16

VLAN  9 16

VLAN 50

VLAN  9 16

VLAN  4 16

10
13

22
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$��^�•'ö#.  VLAN �?�}�b�è��

Catalyst 2970�
 Catalyst 3550�
 Catalyst 3560�
 Catalyst 3750 �¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�c�
$��^�•
VLAN �x'ö#.  VLAN �b�¡�Û�«�±  �Ó�å�Â�î  �«�–�µ�³�†�è���K�Z'ö#.�[�A�r�M�� �¡�Û�«�±  �Ó�å�Â�î  �«
�–�µ�³�\�K�Z�
 Catalyst �«�–�µ�³�v�¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�\
¹3û�b  VLAN �_�a�^�C�\�v  1 �X�c
�K)F�K�Z�8�•�²0[�@�6�~�r�M���S�T�K�
'ö#.  VLAN �†�Ó�K�Z�¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�_�K)F�M
�•�²0[�c�6�~�r�O�‡���¹�Ç�›�Ý�º�b'ö#.  VLAN �c  VLAN 1 �[�M��

>&�@>' �«�–�µ�³  �¡�Û�«�±�_  Catalyst 3750 �«�–�µ�³�r�S�c�«�–�µ�³  �«�±�µ�¡�@�6�•���œ�c�
 Catalyst 3750 �«
�–�µ�³�r�S�c�«�–�µ�³  �«�±�µ�¡�†�¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�_�M�•�²0[�@�6�~�r�M��

�W 5-4 �_&g�I�€�Z�8�•�¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�>�|�g�«�±�å�Â�–  �¥�Ð�å�»  �«�–�µ�³>& Catalyst
2960�
 Catalyst 2970�
 Catalyst 3550�
 Catalyst 3560�
 Catalyst 3750 �\�•���K�r�M>'�b�Ï�î�º�_�c�
 VLAN
9�
 16�
�>�|�g  62 �@�m�~�\�Z�}�€�Z�8�r�M���¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�b'ö#.  VLAN �c  VLAN 9
�[�M���›�¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�c�
�è�W�b�[�¥�†7V�A�
$��^�•'ö#.  VLAN �b�«�–�µ�³�†�è��
�K�r�M��

• �«�–�µ�³  7 �>�|�g  �«�–�µ�³  10>&'ö#.  VLAN 4 �b�«�–�µ�³>' ���¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�\
¹
3û�b VLAN �_�K)F�K�Z�8�^�8�S�u�è���I�€�r�O�‡��

• �«�–�µ�³  9��+¬�·�è���c8��Ã/õ�¹�Â�–�«>&�«�–�µ�³  7>'�|�~
›�c�è���[�A�^�8�S�u�
�è���I�€
�r�O�‡��

�W5-4 �Þ�–�Ö  3 �¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�†�Q#Ý�K�Z$��^�•'ö#.  VLAN �?�}�è��

10
13

23

VLAN 62

VLAN  4 62

VLAN 62

VLAN 16

VLAN 9

VLAN 16 VLAN 9

VLAN 9

 7
 VLAN 4

 9
 VLAN 62

VLAN 4

 3
 VLAN 16

 4
 VLAN 16

 10
 VLAN 4

 8
 VLAN 9

 6
 VLAN 9

 5
 VLAN 62
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RP �_�|�•�è��

Routed Port>&RP; �Ý�î�¸�µ�»  �Ï�î�º>'�@0¿���I�€�Z�8�•�¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�c�
 RP �\ � �L
VLAN 
Æ�b�Ã/õ�«�–�µ�³�>�|�g�¡�Û�«�±  �Ó�å�Â�î  �«�–�µ�³�b�s�†�è���K�r�M�� RP �b0ò(ý�_�X�8�Z
�c�
 ���Ý�î�¸�µ�»  �Ï�î�º�� >&p.10-5>' �†�g!·�K�Z�C�T�I�8��

�W5-5 �b�Þ�–�Ö  3 �¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�_�|�~�
 VLAN 9 �>�|�g  62 �b�«�–�µ�³�c�è���I�€�r
�M�@�
 VLAN 4 �b�«�–�µ�³�c�è���I�€�r�O�‡���¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�\�¡�Û�«�±  �Ó�å�Â�î  �«
�–�µ�³  7 6ë�b RP �Ã�«�@�†�»�K�Z�8�•���œ�
 VLAN 9 �†�Ó�M�•
Õ6×�Ã�«�@�6�•�S�u�
�¡�Û�«�±  �Ó�å
�Â�î  �«�–�µ�³  7 �\�b�K)F�c)T�â�I�€�r�M��

�W5-5 RP �_�|�•�è��

�‚�K�C�–�å�«�º�î�Ý�K�S�«�–�µ�³�b�è��

�‚�K�8�”�˜�º�œ�È�¨�Î�µ�¡�«  �«�–�µ�³�†�¡�Û�«�±�_�g�•�I�O�•�_�c�
 �”�¡�­�«�Ï�î�º�b  1 �X�_�¡�Û
�«�±�†�K)F�M�•�²0[�@�6�~�r�M�� Access Port>&AP; �”�¡�­�«  �Ï�î�º>'�c  1 �X�b  VLAN �_�b�s�“�K�

�Q�b�º�Û�Ç�•�µ�¡�†3?3æ�K�r�M���¹�Ç�›�Ý�º�[�c�
�‚�K�8�«�–�µ�³�\�Q�b�”�¡�­�«  �Ï�î�º�_�P�K�Z
VLAN 1 �@�m�~�\�Z�}�€�r�M��

�‚�K�8�«�–�µ�³�@�¡�Û�«�±�_�g�•�M�•�\�
�¹�Ç�›�Ý�º�b  VLAN �c�6�Ù�_�”�µ�É�«�º�Ü�î�Ò  �¿�–�Â
�b  VLAN �_�š�ƒ�~�r�M���r�S�
�‚�K�8�«�–�µ�³�v+¬3��b�”�¡�­�«  �Ï�î�º�†�š�f�K�Z�
�Q�b�¿�–�Â
�b  VLAN �_�•�ƒ�~�r�M��

�W5-6 �b�¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�c�
 VLAN 9 �>�|�g  16 �_�g�•�K�Z�8�r�M���‚�K�8�¡�Û�«�±�P
�Â�b�«�–�µ�³�@�¡�Û�«�±�_�g�•�M�•�\�
���b��#.�@/œ�ƒ�€�r�M��

• 1 �X�b�¡�Û�«�±�P�Â�b�«�–�µ�³�\�Q�b�”�¡�­�«  �Ï�î�º�_  VLAN 9 �@�m�~�\�Z�}�€�r�M��

• �Ú�b�¡�Û�«�±�P�Â�b�«�–�µ�³�\�Q�b�”�¡�­�«  �Ï�î�º�_'ö#.  VLAN 16 �@�m�~�\�Z�}�€�r�M��

10
13

24

RP
RP

VLAN 62

VLAN
9

VLAN 62

VLAN 9

VLAN 4

VLAN 9

 VLAN 62  7
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�W5-6 �‚�K�C�–�å�«�º�î�Ý�K�S�«�–�µ�³�b�è��

HSRP �>�|�g�«�±�å�Â�–  �¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³
�«�–�µ�³�c  Hot Standby Router Protocol>&HSRP>'�†�§�Ï�î�º�K�Z�8�•�S�u�«�±�å�Â�–  �¡�Û�«�±  �¥�Ð
�å�»  �«�–�µ�³�b�¢�Ý�î�É�†0¿���[�A�r�M���¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�c�
�M�m�Z�b3û�™�b3?3æ�\�

�M�m�Z�b�¡�Û�«�±  �Ó�å�Â�î  �«�–�µ�³�b0¿���_���†'ö#.�K�Z�8�•�S�u�
���b�|�:�^#”�C0¿���†�N�á
�K�r�M��

• �¡�Û�«�±  �¥�Ð�å�»�b�«�–�µ�³  �«�±�µ�¡�_�c�
�«�–�µ�³  �«�±�µ�¡
²�/�_7€���@$Î#Õ�M�•���œ�_

��<�Z�
�«�±�å�Â�–  �¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�@�²0[�[�M���S�T�K�
�¥�Ð�å�»  �«�–�µ�³�b�«
�±�µ�¡  �Ð�«�±�î�b�s�_7€���@$Î#Õ�K�S���œ�c�
�«�–�µ�³  �«�±�µ�¡�[�‚�K�8�«�±�µ�¡  �Ð�«�±�î
�†4E���K�
 �¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³  �«�±�µ�¡�\�K�Z�b�µ+��†�,�A)E�@�O�•�G�\�@�[�A�r�M��

• �«�±�å�»�”�ß�å�b�¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�b���œ�
 �É�Û�–�Ð�Ü  �¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³
�b7€���_
��<�
�«�±�å�Â�–  �¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�†0¿���K�Z�Q�b�µ+��†�,�A)E�@�O�•�|
�:�_�K�r�M��

�¡�Û�«�±  �«�±�å�Â�–  �¢�Ý�î�É �c�
 ���«�±�å�Â�–  �¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�b"I�ö�� >&p.5-3>'�[1��Â
�K�Z�8�•0[�ó�† 6�S�K�S�¥�Ð�å�»�P�Â�«�–�µ�³�b�¢�Ý�î�É�[�M���¡�Û�«�±�H�\�_�
 1 �X�b�¡�Û�«�±
�«�±�å�Â�–  �¢�Ý�î�É�b�s�m�~�\�Z�•�G�\�@�[�A�r�M��

>&�@>' �¡�Û�«�±  �«�±�å�Â�–  �¢�Ý�î�É�c  HSRP �¢�Ý�î�É�[�M�� HSRP �†�¹�•�­�î�È�Ý�_�M�•�\�
�¡�Û�«�±
�«�±�å�Â�–  �¢�Ý�î�É�@�¹�•�­�î�È�Ý�_�^�~�r�M��

�¡�Û�«�±  �«�±�å�Â�–  �¢�Ý�î�É�b�«�–�µ�³�c�
 HSRP �É�Û�–�œ�Ü�¸�•�_�ö�Y�8�Z�Û�å�¡�Ü�E�I�€�Z�8
�r�M���¢�Ý�î�É
Æ�[�É�Û�–�œ�Ü�¸�•�b9×�8�«�–�µ�³�c�
 Active Cluster Command Switch>&AC; �”�¡
�¸�•�È  �¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³>'�[�M���¢�Ý�î�É
Æ�[���_�É�Û�–�œ�Ü�¸�•�b9×�8�«�–�µ�³�c�

Standby Cluster Command Switch>&SC; �«�±�å�Â�–  �¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³>'�[�M���¡�Û�«�±  �«
�±�å�Â�–  �¢�Ý�î�É�b�Ú�b�«�–�µ�³�c�
 Passive Cluster Command Switch>&PC; �Ã�µ�©�È  �¡�Û�«�±  �¥�Ð
�å�»  �«�–�µ�³>'�[�M���”�¡�¸�•�È  �¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�>�|�g�«�±�å�Â�–  �¡�Û�«�±  �¥�Ð�å
�»  �«�–�µ�³�@ � �ì�_ !“� �_�^�W�S���œ�
�Ã�µ�©�È  �¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�b�p�[�É�Û�–�œ�Ü
�¸�•�@�M$�9×�8�v�b�@�”�¡�¸�•�È  �¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�_�^�~�r�M��+¬�·�è���b�D7H�¦8o�_
�X�8�Z�c�
 ���¡�Û�«�±0¿���b+¬�·�Ÿ�§�� >&p.5-13>' �†�g!·�K�Z�C�T�I�8�� HSRP �É�Û�–�œ�Ü�¸�•�b�š�f
�_�X�8�Z�c�
 �� HSRP �b�É�Û�–�œ�Ü�¸�•�b0¿���� >&p.38-7>' �†�g!·�K�Z�C�T�I�8���¡�Û�«�±  �«�±�å�Â
�–  �¢�Ý�î�É�b�Ó�å�Â�î�>�|�g�Ý�î�±
Õ6×�¢�Ý�î�É�b�Ó�å�Â�î�b�É�Û�–�œ�Ü�¸�•�š�f�_�c�
� �L
HSRP standby priority  �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

AP

 A  B

VLAN 9

VLAN 9

VLAN 16

VLAN 16

AP

10
13

25
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>&�@>' HSRP �b�«�±�å�Â�–�p�F6ë7x�c�
 Hello �±�–�Ò6ë7x�b  3 �¸�è�V�²0[�[�M���¹�Ç�›�Ý�º�b  HSRP �«�±
�å�Â�–�p�F6ë7x�c  10 &Ê�[�M���¹�Ç�›�Ý�º�b  HSRP �«�±�å�Â�–  hello �±�–�Ò  �–�å�±�î�Â�Ý�c  3 &Ê�[
�M���«�±�å�Â�–�p�F6ë7x�>�|�g�«�±�å�Â�–  hello �ì6ë6ë7x�_�X�8�Z�c�
 �� HSRP 1�0É�>�|�g�±�–�Ð�î
�b0¿���� >&p.38-10>' �†�g!·�K�Z�C�T�I�8��

���b�K)F�_6õ�M�•�@�–�¦8o�_�‘�W�Z�
�«�–�µ�³  �¡�Û�«�±�
�¡�Û�«�±�Ã/õ�
�K)F�I�€�S�«�–�µ�³  �¡
�Û�«�±�
7„�K�b�š�µ�ª  �¹�Â�–�«�†+¬�·�è���K�Z�C�T�I�8���G�€�}�b�º�Æ�µ�¡�[�v�«�±�å�Â�–  �¡�Û
�«�±  �¥�Ð�å�»  �«�–�µ�³�b0ò(ý�_�X�8�Z1��Â�K�r�M��

• �ì�•  IP �”�»�Þ�«>& p.5-11>'

• �¡�Û�«�±  �«�±�å�Â�–  �¢�Ý�î�É�_6õ�M�•�Ú�b*ƒ�Ö�¦8o>& p.5-11>'

• �¡�Û�«�±0¿���b+¬�·�Ÿ�§>& p.5-13>'

�ì�•  IP �”�»�Þ�«

�¡�Û�«�±  �«�±�å�Â�–  �¢�Ý�î�É�_�c�
�M�–�b�ì�•  IP �”�»�Þ�«�
�¢�Ý�î�É$��•�
�¢�Ý�î�É�¡�†�m�~�\
�Z�•�²0[�@�6�~�r�M���G�b�_���c�
"I���b  VLAN �r�S�c�”�¡�¸�•�È  �¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�b
�Ý�î�¸�µ�»  �Ï�î�º�[0¿���K�r�M���”�¡�¸�•�È  �¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�c�
�ì�•  IP �”�»�Þ�«��
�b�º�Û�Ç�•�µ�¡�†�w�™�K�r�M���¡�Û�«�±�†'ö#.�M�•�_�c�
�¥�Ð�å�»�«�–�µ�³�b  IP �”�»�Þ�«�?�}�[
�c�^�C�
 �ì�•  IP �”�»�Þ�«�?�}�”�¡�¸�•�È  �¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�_�”�¡�­�«�M�•�²0[�@�6�~�r
�M>&�”�¡�¸�•�È  �¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�b  IP �”�»�Þ�«�@�¡�Û�«�±  �«�±�å�Â�–  �¢�Ý�î�É�b�ì�•
IP �”�»�Þ�«�\$��^�•���œ>' ��

�”�¡�¸�•�È  �¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�_7€���@$Î#Õ�M�•�\�
 �«�±�å�Â�–  �¡�Û�«�±  �¥�Ð�å�»  �«�–�µ
�³�@�ì�•  IP �”�»�Þ�«�†�Q#Ý�K�Z�
 �”�¡�¸�•�È  �¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�_�^�~�r�M�� �¡�Û�«�±  �«
�±�å�Â�–  �¢�Ý�î�É�b�Ã�µ�©�È  �«�–�µ�³�c�
�Q�€�R�€�m�~�\�Z�}�€�S�É�Û�–�œ�Ü�¸�•�†�š3Q�K�
�‚
�K�8�«�±�å�Â�–  �¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�†4E���K�r�M�� �Q�b�‹�
 �É�Û�–�œ�Ü�¸�•�b�M$�9×�8�Ã�µ
�©�È �«�±�å�Â�–  �«�–�µ�³�@�«�±�å�Â�–  �¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�_�^�~�r�M���S�G�”�¡�¸�•�È
�¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�T�W�S�«�–�µ�³�@
Ì�g�”�¡�¸�•�È�_�^�•�\�
�”�¡�¸�•�È  �¡�Û�«�±  �¥�Ð
�å�»  �«�–�µ�³�b�z�m�†
Ì6ä�K�r�M���Q�b�S�u�
#'�~�”�¡�¸�•�È  �¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�†�¸�\
�K�Z�8�•�«�–�µ�³�c
Ì�g�«�±�å�Â�–  �¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�_�^�~�r�M���«�–�µ�³  �¡�Û�«�±�b
IP �”�»�Þ�«�b0ò(ý�_�X�8�Z�c�
 �� IP �”�»�Þ�«�� >&p.5-13>' �†�g!·�K�Z�C�T�I�8��

�¡�Û�«�±  �«�±�å�Â�–  �¢�Ý�î�É�_6õ�M�•�Ú�b*ƒ�Ö�¦8o

���b0[�ó�v 6�S�M�²0[�@�6�~�r�M��

• �«�±�å�Â�–  �¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�c�
 �¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�\� �±�–�É�b�«�–�µ�³
�[�^�E�€�d�^�~�r�O�‡���S�\�<�d�
�¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�@  Catalyst 3560 �«�–�µ�³�b��
�œ�
�«�±�å�Â�–  �¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�v  Catalyst 3560 �«�–�µ�³�_�M�•�²0[�@�6�~�r�M��
�«�±�å�Â�–  �¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�b0[�ó�_�X�8�Z�c�
�Ú�b�¡�Û�«�±�P�Â�«�–�µ�³�b�¥�å
�Ç�•� �×�Þ�î�©�Ù�å  �ž�–�»�†�g!·�K�Z�C�T�I�8��

�«�–�µ�³  �¡�Û�«�±�_  Catalyst 3560 �«�–�µ�³�@�6�•���œ�
 �¡�Û�«�±�_  Catalyst 3750 �«�–�µ�³�r�S
�c�«�–�µ�³  �«�±�µ�¡�@�^�8�?�B�~�
�G�b�«�–�µ�³  �¡�Û�«�±�@�¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�_�^
�~�r�M���«�–�µ�³  �¡�Û�«�±�_  Catalyst 3750 �«�–�µ�³�r�S�c�«�–�µ�³  �«�±�µ�¡�@�6�•���œ�c�

Catalyst 3750 �«�–�µ�³�r�S�c�«�–�µ�³  �«�±�µ�¡�†�¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�_�M�•�²0[�@�6
�~�r�M��
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• �¡�Û�«�±�H�\�_�
 1 �X�b�¡�Û�«�±  �«�±�å�Â�–  �¢�Ý�î�É�b�s�m�~�\�Z�•�G�\�@�[�A�r�M���Ý�î�±

Õ6×�«�±�å�Â�–  �¢�Ý�î�É�c0
�X�8�B�[�A�r�M��

1 �X�b  HSRP �¢�Ý�î�É�†�¡�Û�«�±  �«�±�å�Â�–  �¢�Ý�î�É�\�Ý�î�±
Õ6×�S�B�¢�Ý�î�É�b�g�‰�_�M�•
�G�\�@�[�A�r�M���S�T�K�
�Ý�î�±
Õ6×�S�B�¢�Ý�î�É�@�¡�Û�«�±  �«�±�å�Â�–  �¢�Ý�î�É�_�^�W�S
���œ�
�Q�b�¢�Ý�î�É�V�[�b�Ý�î�±
Õ6×�S�B�c�¹�•�­�î�È�Ý�_�^�~�r�M�� CLI �†�Q#Ý�M�€�d�

Õ
6×�S�B�†
Ì�g�–�¿�î�È�Ý�_�M�•�G�\�@�[�A�r�M�� HSRP �>�|�g�Ý�î�±
Õ6×�S�B�b0ò(ý�_�X�8�Z
�c�
 '¨ 38 'v�� HSRP �b0¿���� �†�g!·�K�Z�C�T�I�8��

• �M�m�Z�b�«�±�å�Â�–�¢�Ý�î�É  �Ó�å�Â�î�c�Q�b�¡�Û�«�±�b�Ó�å�Â�î�[�6�•�²0[�@�6�~�r�M��

>&�@>' �«�±�å�Â�–  �¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�\�K�Z�m�~�\�Z�•�G�\�@�[�A�•�«�–�µ�³�X�_
�D7H�c�6�~�r�O�‡���S�T�K�
�¡�Û�«�±�b�«�–�µ�³�b)r�X>&�”�¡�¸�•�È  �¡�Û�«�±  �¥�Ð�å
�»  �«�–�µ�³�
�«�±�å�Â�–  �¢�Ý�î�É  �Ó�å�Â�î�
�>�|�g�¡�Û�«�±  �Ó�å�Â�î  �«�–�µ�³�†�µ
�t>'�c  16 �è
Æ�_�M�•�²0[�@�6�~�r�M��

• �›�«�±�å�Â�–�¢�Ý�î�É�b�Ó�å�Â�î>& �W 5-7 �g!·>'�c�
� �L  VLAN �†�Ó�K�Z�¡�Û�«�±  �¥�Ð�å�»
�«�–�µ�³�_�K)F�I�€�Z�8�•�²0[�@�6�~�r�M���G�b�[�b�¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�\�«�±�å�Â
�–  �¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�_�c  Catalyst 2970�
 Catalyst 3550�
 Catalyst 3560�
�r�S�c  Catalyst
3750 �@0ñ�\�K�r�M���›�«�±�å�Â�–�¢�Ý�î�É�b�Ó�å�Â�î�v�
�«�–�µ�³  �¡�Û�«�±�\� �L VLAN �†
�q�*  1 �X�c�Ó�~�I�O�Z�

Õ6×�ö�†�â�S�O�^�@�}%&�«�K)F�M�•�²0[�@�6�~�r�M��

Catalyst 1900�
 Catalyst 2820�
 Catalyst 2900 XL�
 Catalyst 2950�
 Catalyst 3500 XL �¡�Û�«�±  �Ó�å
�Â�î  �«�–�µ�³�c�
�Q�€�R�€�b'ö#.  VLAN �†�Ó�K�Z�¡�Û�«�±  �«�±�å�Â�–  �¢�Ý�î�É�_�K)F�M�•�²
0[�@�6�~�r�M���«�–�µ�³  �¡�Û�«�±�b  VLAN �b0ò(ý�_�X�8�Z�c�
���b�›8o�†�g!·�K�Z�C�T�I�8��

>+ ��$��^�•  VLAN �?�}�b�è���� >&p.5-7>'

>+ ��$��^�•'ö#.  VLAN �?�}�b�è���� >&p.5-8>'

�W5-7 �«�±�å�Â�–�¢�Ý�î�É  �Ó�å�Â�î�\�¡�Û�«�±  �Ó�å�Â�î6ë�b VLAN �K)F
10

13
26

 
VLAN 16

VLAN 16VLAN 9

VLAN 9

 VLAN 9

VLAN 9 16 VLAN 9 16

 
VLAN 16
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�¡�Û�«�±0¿���b+¬�·�Ÿ�§

�”�¡�¸�•�È  �¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�c�
�¡�Û�«�±0¿���_���†�«�±�å�Â�–  �¡�Û�«�±  �¥�Ð�å�»  �«
�–�µ�³�_)E)F$×�_3æ�™�K�r�M>&�¹�Â�–�«0¿���_���c3æ�™�K�r�O�‡>' ���”�¡�¸�•�È  �¡�Û�«�±  �¥�Ð�å�»
�«�–�µ�³�_7€���@$Î#Õ�K�S���œ�c�
�G�b�_���†�v�\�_�
�«�±�å�Â�–  �¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�@
�6�Ù�_�¡�Û�«�±�†�,�A)E�B�r�M��

+¬�·�è���_�c���b�|�:�^�D7H�@�6�~�r�M��

• �G�b�D7H�c�
 Catalyst 2950�
 Catalyst 3550�
 Catalyst 3560�
 Catalyst 3750 �b�¥�Ð�å�»  �«�–�µ�³�>
�|�g�«�±�å�Â�–  �¡�Û�«�±  �«�–�µ�³�†�µ�t�¡�Û�«�±�b�s�_0ñ�\�K�r�M���”�¡�¸�•�È  �¡�Û�«�±  �¥
�Ð�å�»  �«�–�µ�³�>�|�g�«�±�å�Â�–  �¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�@ � �ì�_ !“� �_�^�W�S���œ�

�Ã�µ�©�È  �¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�b�p�[�É�Û�–�œ�Ü�¸�•�@�M$�9×�8�v�b�@�”�¡�¸�•�È  �¡�Û
�«�±  �¥�Ð�å�»  �«�–�µ�³�_�^�~�r�M���S�T�K�
�S�G�Ã�µ�©�È  �«�±�å�Â�–  �¡�Û�«�±  �¥�Ð�å�»  �«
�–�µ�³�T�W�S�S�u�
�è�S�b�¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�c�¡�Û�«�±0¿���_���† 3æ�™�K�Z�8�r�O
�‡ ���”�¡�¸�•�È  �¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�c�
�«�±�å�Â�–  �¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�_�¡
�Û�«�±0¿���_���b�s3æ�™�K�r�M���Q�b�S�u�
�¡�Û�«�±�†
Ì0¿���M�•�²0[�@�6�~�r�M��

• �G�b�D7H�c�
�M�m�Z�b�¡�Û�«�±�_0ñ�\�K�r�M���¡�Û�«�±  �«�±�å�Â�–  �¢�Ý�î�É�_0
�X�b�«�–�µ
�³�†�â�X�”�¡�¸�•�È  �¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�_7€���@$Î#Õ�K�S���œ�
�‚�K�8�¡�Û�«�±  �¥�Ð
�å�»  �«�–�µ�³�c�
�8�?�^�•  Catalyst 1900�
 Catalyst 2820�
�>�|�g  Catalyst 2916M XL �b�¡�Û�«�±
�Ó�å�Â�î  �«�–�µ�³�v�è���K�r�O�‡���G�€�}�b�¡�Û�«�±  �Ó�å�Â�î  �«�–�µ�³�†�¡�Û�«�±�_�v�:�M
�Ø3ã�•�M�•�²0[�@�6�~�r�M��

• �G�b�D7H�c�
�M�m�Z�b�¡�Û�«�±�_0ñ�\�K�r�M���”�¡�¸�•�È  �¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�_7€��
�@$Î#Õ�K�Z�²�˜�å�K�S�6�\�

Ì�g�”�¡�¸�•�È�_�^�W�S���œ�
�Q�b�«�–�µ�³�c�8�?�^�•  Catalyst
1900�
 Catalyst 2820�
�>�|�g  Catalyst 2916M XL�¡�Û�«�±  �Ó�å�Â�î  �«�–�µ�³�v�è���K�r�O�‡���G
�€�}�b�¡�Û�«�±  �Ó�å�Â�î  �«�–�µ�³�†�¡�Û�«�±�_�v�:�M�Ø3ã�•�M�•�²0[�@�6�~�r�M��

�è�S�”�¡�¸�•�È  �¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�T�W�S�v�b�@
Ì�g�”�¡�¸�•�È�_�^�W�S���œ�
�Q�b�«
�–�µ�³�c�q�‚�b�¡�Û�«�±0¿���b�¥�Æ�î>&�²�˜�å�p�_3ã�•�I�€�S�Ó�å�Â�î�†�µ�t>'�†�”�¡�¸�•�È  �¡�Û
�«�±  �¥�Ð�å�»  �«�–�µ�³�?�}�w�™�K�r�M���”�¡�¸�•�È  �¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�c�
�¡�Û�«�±  �«
�±�å�Â�–  �¢�Ý�î�É�_�¡�Û�«�±0¿���b�¥�Æ�î�†3æ�™�K�r�M��

IP �”�»�Þ�«
IP �_���†�¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�_�m�~�\�Z�•�²0[�@�6�~�r�M�� �¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�_
�c0
�X�b  IP �”�»�Þ�«�†�m�~�\�Z�•�G�\�@�[�A�r�M���¡�Û�«�±�_�c�
�G�€�}�b�¥�Ð�å�»�«�–�µ�³�b
IP �”�»�Þ�«�†�Ó�K�Z�”�¡�­�«�[�A�r�M���¡�Û�«�±  �«�±�å�Â�–  �¢�Ý�î�É�†0¿���M�•���œ�
�”�¡�¸�•
�È �¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�?�}�«�±�å�Â�–�¢�Ý�î�É�b�ì�•  IP �”�»�Þ�«�†�Q#Ý�K�Z�
 �¡�Û�«�±�†
'ö#.�M�•�²0[�@�6�~�r�M���ì�•  IP �”�»�Þ�«�†�Q#Ý�M�•�\�
�”�¡�¸�•�È  �¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³
�_7€���@$Î#Õ�K�Z�«�±�å�Â�–  �¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�@�”�¡�¸�•�È  �¡�Û�«�±  �¥�Ð�å�»  �«�–�µ
�³�_�^�W�S���œ�[�v�
�¡�Û�«�±�l�b�K)F�†&��–�[�A�r�M��

�”�¡�¸�•�È  �¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�_7€���@$Î#Õ�K�Z�«�±�å�Â�–  �¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³
�@�Q�b�z�m�†�,�A)E�8�T���œ�
�¡�Û�«�±�b�”�¡�­�«�_�c�
�«�±�å�Â�–�¢�Ý�î�É�b�ì�•  IP �”�»�Þ�«
�v�
�‚�K�8�”�¡�¸�•�È  �¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�[�Q�<�•  IP �”�»�Þ�«�v�Q#Ý�[�A�r�M��

�²8r�[�c�6�~�r�O�‡�@�
 IP �”�»�Þ�«�c�¡�Û�«�±�P�Â�b�«�–�µ�³�_�v�m�~�\�Z�•�G�\�@�[�A�r�M���¡
�Û�«�±  �Ó�å�Â�î  �«�–�µ�³�c�
 �¥�Ð�å�»�«�–�µ�³�b  IP �”�»�Þ�«�†�Q#Ý�K�Z�Ú�b�¡�Û�«�±  �Ó�å�Â�î  �«
�–�µ�³�\3û�™�K�r�M�� IP �”�»�Þ�«�@�m�~�\�Z�}�€�Z�8�^�8�¡�Û�«�±  �Ó�å�Â�î  �«�–�µ�³�@�Q�b�¡�Û
�«�±�†7³�€�•���œ�
�«�±�å�»�”�ß�å  �«�–�µ�³�\�K�Z'ö#.�M�•  IP �”�»�Þ�«�†�m�~�\�Z�•�²0[�@�6�~
�r�M��

IP �”�»�Þ�«�b0ò(ý�_�X�8�Z�c�
 '¨ 3 'v���«�–�µ�³�b  IP �”�»�Þ�«�>�|�g  �¹�Ç�›�Ý�º  �¤�î�º�˜�™�–�b
�m�~�\�Z�� �†�g!·�K�Z�C�T�I�8��



'¨ 5 'v       �«�–�µ�³�b�¡�Û�«�±�ì
�«�–�µ�³  �¡�Û�«�±�b�É�Û�å�½�å�¢
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�Í�«�º�¡
�¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�\�P1ß�b�¡�Û�«�±  �Ó�å�Â�î�_�c�Í�«�º�¡�†�m�~�\�Z�•�²0[�c�6�~�r�O
�‡���S�T�K�
�¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�_�m�~�\�Z�}�€�S�Í�«�º�¡�c�
�«�–�µ�³  �¡�Û�«�±�†1‘�9
�M�•�b�_�z'g�U�r�M���«�–�µ�³�b�¹�Ç�›�Ý�º�b�Í�«�º�¡�c  Switch �[�M��

�¡�Û�«�±�_�g�•�M�•�«�–�µ�³�_�Í�«�º�¡�@�^�8���œ�
�¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�c�M�–�b�Ó�å
�Â�î$��•�†+¬3��b�Í�«�º�¡�_3ã�•�K�
�Q�b�«�–�µ�³�_�m�~�\�Z�r�M���G�b��#.�c�¡�Û�«�±�_�g�•�M
�•�«�–�µ�³�H�\�_8p$��_/œ�ƒ�€�r�M���G�G�[�8�:$��•�\�c�
�«�–�µ�³�@�¡�Û�«�±�_3ã�•�I�€�S8p$�
�†�æ�K�r�M���S�\�<�d�
 eng-cluster �\�8�:�¡�S�b�¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�_�c�
 5 $��u�b�¡�Û�«
�±  �Ó�å�Â�î�\�K�Z  eng-cluster-5 �\�8�:�¡�S�@�m�~�\�Z�}�€�r�M��

�«�–�µ�³�_�Í�«�º�¡�@�6�•���œ�
�¡�Û�«�±�l�b�g�•�ì�v�¡�Û�«�±�?�}�b+:3å�ì�v�Q�b�¡�S�@�Q#Ý�I
�€�r�M��

�¡�Û�«�±+:3å�ì�
�r�S�c�‚�K�8�¡�Û�«�±�l�b�g�•�ì�_�Q�b�Ó�å�Â�î$��•>& 5 �^�]>'�†&��–�M�•�S�u�

�¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�?�}�«�–�µ�³�_�Í�«�º�¡�†3æ�™�K�S���œ�
�Q�€�†�w�™�K�S�«�–�µ�³�c�

�‚�K�8�¡�Û�«�±�b�¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�b�Í�«�º�¡>& mkg-cluster-5 �^�]>'�[�‚�8�Í�«�º�¡

>&eng-cluster-5 �^�]>'�†�V�i�A�K�r�M���‚�K�8�¡�Û�«�±�[�c�«�–�µ�³�b�Ó�å�Â�î$��•�†�š�f�M�•���œ
>&3 �^�]>' �
�«�–�µ�³�c�S�G�b�¡�S>& eng-cluster-5>'�†�M�<�r�M��

�Ã�«�á�î�»
�¡�Û�«�±�b�Ó�å�Â�î�_�^�•�«�–�µ�³�_�c�Ã�«�á�î�»�†�m�~�\�Z�•�²0[�c�6�~�r�O�‡���«�–�µ�³�c�¥
�Ð�å�»�«�–�µ�³�b�Ã�«�á�î�»�†)E�Ž�K�Z�¡�Û�«�±�_�g�•�K�
+:3å�M�•�\�A�v�Q�b�_���†�–�w�K�S�r
�r7³�€�r�M���¥�Ð�å�»�«�–�µ�³�b�Ã�«�á�î�»�@0¿���I�€�Z�8�^�8���œ�
�¡�Û�«�±  �Ó�å�Â�î  �«�–�µ
�³�c�¾�Ý  �Ã�«�á�î�»�†�æ�ƒ�~�_)E�Ž�K�r�M���¡�Û�«�±  �Ó�å�Â�î  �«�–�µ�³�@)E�Ž�M�•�b�c�¥�Ð�å�»
�«�–�µ�³�b�Ã�«�á�î�»�b�s�[�M��

�¥�Ð�å�»�«�–�µ�³�b�Ã�«�á�î�»�\$��^�•�Ó�å�Â�î�«�–�µ�³�b�Ã�«�á�î�»�†�æ���K�Z�Q�b0¿���†�–
�Ñ�K�Z�K�r�:�\�
�¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�?�}�Q�b�«�–�µ�³�†'ö#.�[�A�^�C�^�~�r�M���G�b"g
�Â�c�Ó�å�Â�î�«�–�µ�³�b�Ã�«�á�î�»�†�¥�Ð�å�»�«�–�µ�³�b�Ã�«�á�î�»�_�`�M�r�[)F�A�r�M���Ó�å
�Â�î�«�–�µ�³�†
Ì2s�·�K�Z�v�
�Ã�«�á�î�»�c
–�b�¥�Ð�å�»�«�–�µ�³  �Ã�«�á�î�»�_�c�`�~�r�O�‡���«
�–�µ�³�†�¡�Û�«�±�_�g�•�I�O�S�6�\�c�
 �Ó�å�Â�î�«�–�µ�³  �Ã�«�á�î�»�†�š�f�K�^�8�G�\�†�N�á�K�r
�M��

�Ã�«�á�î�»�b0ò(ý�_�X�8�Z�c�
 ���«�–�µ�³�l�b�Y�G�”�¡�­�«�b75�F�� >&p.8-2>' �†�g!·�K�Z�C�T�I�8��

Catalyst 1900 �>�|�g  Catalyst 2820 �«�–�µ�³�[�w�b�Ã�«�á�î�»�b*ƒ�Ö�¦8o�_�X�8�Z�c�
�G�€�}�b�«
�–�µ�³�b�–�å�«�º�Þ�î�©�Ù�å  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �ž�–�»�†�g!·�K�Z�C�T�I�8��

SNMP �¥�Ñ�×�½�¸�•  �«�º�Ü�å�¢
�¡�Û�«�±  �Ó�å�Â�î  �«�–�µ�³�c�
���b�|�:�_�¥�Ð�å�»�«�–�µ�³�b  Read-Only>&RO>'�\  Read-Write

>&RW>'�b�‹�•�_  @esN �†3ã�•�K�S�g�[�¥�Ñ�×�½�¸�•  �«�º�Ü�å�¢�†)E�Ž�K�r�M��

• command-switch-readonly-community-string@esN>8N �_�c�Ó�å�Â�î�«�–�µ�³�b$��•�@
°�~�r�M��

• command-switch-readwrite-community-string@esN>8N �_�c�Ó�å�Â�î�«�–�µ�³�b$��•�@
°�~�r�M��

�¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�_0
�X�b  Read-Only �r�S�c  Read-Write �¥�Ñ�×�½�¸�•  �«�º�Ü�å�¢�@�6�•
���œ�
�¡�Û�«�±  �Ó�å�Â�î  �«�–�µ�³�_�c�q�6�b  Read-Only �r�S�c  Read-Write �«�º�Ü�å�¢�b�s���Û�I
�€�r�M��

�«�–�µ�³�b�¥�Ñ�×�½�¸�•  �«�º�Ü�å�¢�X�\�Q�b6×�I�_�c�D7H�@�6�~�r�O�‡�� SNMP �>�|�g�¥�Ñ�×�½
�¸�•  �«�º�Ü�å�¢�b0ò(ý�_�X�8�Z�c�
 '¨ 30 'v�� SNMP �b0¿���� �†�g!·�K�Z�C�T�I�8��



'¨ 5 'v       �«�–�µ�³�b�¡�Û�«�±�ì
�«�–�µ�³  �¡�Û�«�±�b�É�Û�å�½�å�¢
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Catalyst 1900 �>�|�g  Catalyst 2820 �«�–�µ�³�[�w�b  SNMP �b*ƒ�Ö�¦8o�_�X�8�Z�c�
�G�€�}�b�«�–�µ�³
�b�–�å�«�º�Þ�î�©�Ù�å  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �ž�–�»�†�g!·�K�Z�C�T�I�8��

TACACS+ �>�|�g  RADIUS
Terminal Access Controller Access Control System Plus>&TACACS+>'�†�¡�Û�«�±  �Ó�å�Â�î�_0¿���M�•
���œ�
�M�m�Z�b�¡�Û�«�±  �Ó�å�Â�î�_0¿���M�•�²0[�@�6�~�r�M��� �]�_�
 RADIUS �†�¡�Û�«�±  �Ó�å
�Â�î�_0¿���M�•���œ�
�M�m�Z�b�¡�Û�«�±  �Ó�å�Â�î�_0¿���M�•�²0[�@�6�~�r�M���r�S�
 TACACS+ �†
0¿���K�S�Ó�å�Â�î�\  RADIUS �†0¿���K�S�Ú�b�Ó�å�Â�î�†� �L�«�–�µ�³  �¡�Û�«�±�_�c3ã�•�[�A�r�O
�‡��

TACACS+ �b0ò(ý�_�X�8�Z�c�
 �� TACACS+ �_�|�•�«�–�µ�³  �”�¡�­�«�b�D�š�� >&p.8-12>'�†�g!·�K�Z�C
�T�I�8�� RADIUS �b0ò(ý�_�X�8�Z�c�
 �� RADIUS �_�|�•�«�–�µ�³  �”�¡�­�«�b�D�š�� >&p.8-20>' �†�g!·
�K�Z�C�T�I�8��

LRE �É�ß�Ç�“�–�Ý
�«�–�µ�³  �¡�Û�«�±�_�
�¶�Ç�b�É�ß�Ç�“�–�Ý�\
¶6ä�É�ß�Ç�“�–�Ý�b�g�‰�†�Q#Ý�K�S  Long-Reach
Ethernet>&LRE>'�«�–�µ�³�@�6�•���œ�
0¿���b'‡�œ�@$Î#Õ�K�r�M���¡�Û�«�±�b  1 �X�b  LRE �«�–�µ�³
�_
¶6ä�É�ß�Ç�“�–�Ý�@�m�~�\�Z�}�€�Z�8�•���œ�
�¡�Û�«�±
Æ�b�M�m�Z�b  LRE �«�–�µ�³�_�v� �L�É
�ß�Ç�“�–�Ý�†�m�~�\�Z�•�²0[�@�6�~�r�M�� LRE �«�–�µ�³�†�¡�Û�«�±�_3ã�•�M�•�S�_�
�¡�Û�«�±
Æ�b
�Ú�b  LRE �«�–�µ�³�@� �L
¶6ä�É�ß�Ç�“�–�Ý�†�Q#Ý�K�Z�8�•�?�]�:�?�†&�1��K�Z�C�T�I�8��

�¡�Û�«�±
Æ�_$��^�•�¶�Ç�É�ß�Ç�“�–�Ý�†�Q#Ý�K�Z�8�•  LRE �«�–�µ�³�†�ã�~�I�O�•�G�\�c�[�A�r�M��



'¨ 5 'v       �«�–�µ�³�b�¡�Û�«�±�ì
CLI �_�|�•�«�–�µ�³  �¡�Û�«�±�b'ö#.
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CLI �_�|�•�«�–�µ�³  �¡�Û�«�±�b'ö#.
�¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�_�ß�¢�–�å�M�•�G�\�_�|�~�
 CLI �?�}�¡�Û�«�±  �Ó�å�Â�î  �«�–�µ�³�†0¿
���[�A�r�M�� rcommand �Ø�î�¨  EXEC �¥�Ð�å�»�>�|�g�¡�Û�«�±  �Ó�å�Â�î  �«�–�µ�³$��•�†
°�Š�K�Z�


>&�¥�å�¯�î�Ý�r�S�c  Telnet �K)F�†)�#ä�K�Z>' Telnet �­�µ�©�Ù�å�†6ä���K�
�¡�Û�«�±  �Ó�å�Â�î  �«�–�µ
�³�b  CLI �_�”�¡�­�«�K�r�M���¥�Ð�å�»  �Ô�î�»�@�š�f�I�€�
3û�–�]�>�~�_  Cisco IOS �¥�Ð�å�»�†�Q#Ý
�[�A�•�|�:�_�^�~�r�M���¡�Û�«�±  �Ó�å�Â�î  �«�–�µ�³�[  exit �–�¿�î�È�Ý  EXEC �¥�Ð�å�»�†
°�Š�M�•
�\�
�¥�Ð�å�»  �«�–�µ�³�b  CLI �_�`�~�r�M��

���_�
�¥�Ð�å�»  �«�–�µ�³�b  CLI �?�}�Ó�å�Â�î  �«�–�µ�³  3 �_�ß�¢�–�å�M�•�[�†&g�K�r�M��

switch#  rcommand 3

�Ó�å�Â�î  �«�–�µ�³$��•�@�Y�Â�b���œ�c�
 �¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�[  show cluster members �–�¿�î
�È�Ý  EXEC �¥�Ð�å�»�†
°�Š�K�r�M�� rcommand �¥�Ð�å�»�>�|�g�Ú�b�M�m�Z�b�¡�Û�«�±  �¥�Ð�å�»�_�X
�8�Z�b0ò(ý�c�
�«�–�µ�³  �¥�Ð�å�»  �Ü�Ç�“�Þ�å�«�†�g!·�K�Z�C�T�I�8��

Telnet �­�µ�©�Ù�å�c�
�¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�\� �L�’7H�Þ�Ë�Ý�[�Ó�å�Â�î  �«�–�µ�³�b  CLI �_
�”�¡�­�«�K�r�M���Q�b�6�\�
 Cisco IOS �¥�Ð�å�»�†3û�–�]�>�~�_�Q#Ý�[�A�r�M���«�–�µ�³�b  Telnet
�­�µ�©�Ù�å�b0¿���m8p�_�X�8�Z�c�
 ���Ã�«�á�î�»�G�Ÿ�b�¹�•�­�î�È�Ý�ì�� >&p.8-6>' �†�g!·�K�Z�C�T�I
�8��

Catalyst 1900 �>�|�g  Catalyst 2820 �b  CLI �_6õ�M�•*ƒ�Ö�¦8o
�«�–�µ�³  �¡�Û�«�±�_  Standard Edition �¯�Ç�º�˜�™�”�@'�
>�K�Z�8�•  Catalyst 1900 �>�|�g  Catalyst 2820
�«�–�µ�³�@�6�•���œ�
�¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�b�’7H�Þ�Ë�Ý�@  15 �[�6�€�d�
 Telnet �­�µ�©�Ù�å
�c'ö#.�¥�å�¯�î�Ý>&�Ó�½�×�î�‰�'�–�å�±�î�Ç�™�–�«>'�_�”�¡�­�«�K�r�M���¡�Û�«�±  �¥�Ð�å�»  �«�–�µ
�³�b�’7H�Þ�Ë�Ý�@  1 >|  14 �[�6�€�d�
�Ã�«�á�î�»�b
°�Š�†0[�Ó�M�•�É�ß�å�É�º�@/²&g�I�€�

°�Š�‹
�_�Ó�½�×�î  �¥�å�¯�î�Ý�_�”�¡�­�«�[�A�r�M��

�¥�Ð�å�»  �«�–�µ�³�b�’7H�Þ�Ë�Ý�\�
 Catalyst 1900 �>�|�g  Catalyst 2820 �¡�Û�«�±  �Ó�å�Â�î  �«�–�µ�³
>&Standard �>�|�g  Enterprise Edition �¯�Ç�º�˜�™�”�@'�
>>'�\�b�P�Â6õ�€�c�
���b�\�>�~�[�M��

• �¥�Ð�å�»  �«�–�µ�³�b�’7H�Þ�Ë�Ý�@  1 >|  14 �b���œ�
 �¡�Û�«�±  �Ó�å�Â�î  �«�–�µ�³�l�b�”�¡�­�«�c
�’7H�Þ�Ë�Ý  1 �[/œ�ƒ�€�r�M��

• �¥�Ð�å�»  �«�–�µ�³�b�’7H�Þ�Ë�Ý�@  15 �b���œ�
 �¡�Û�«�±  �Ó�å�Â�î  �«�–�µ�³�l�b�”�¡�­�«�c�’7H
�Þ�Ë�Ý  15 �[/œ�ƒ�€�r�M��

>&�@>' Catalyst 1900 �>�|�g  Catalyst 2820 �b  CLI �c�
 Enterprise Edition �¯�Ç�º�˜�™�”�@'�
>�K�Z�8�•
�«�–�µ�³�_7H�W�Z�Q#Ý�[�A�r�M��

Catalyst 1900 �>�|�g  Catalyst 2820 �«�–�µ�³�b0ò(ý�_�X�8�Z�c�
�G�€�}�b�«�–�µ�³�b�–�å�«�º�Þ�î
�©�Ù�å  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �ž�–�»�†�g!·�K�Z�C�T�I�8��



'¨ 5 'v       �«�–�µ�³�b�¡�Û�«�±�ì
SNMP �_�|�•�«�–�µ�³  �¡�Û�«�±�b'ö#.
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SNMP �_�|�•�«�–�µ�³  �¡�Û�«�±�b'ö#.
�«�–�µ�³�b�q�6�b2s�·�ì�_�­�µ�º�”�µ�É  �É�ß�¢�Û�Ò�†�Q#Ý�K�Z  IP �_���†
°�Š�K�
�f&g�I�€�S�¥�å
�Ç�•� �×�Þ�î�©�Ù�å�†�G#Ý�K�S���œ�
 SNMP �c�–�¿�î�È�Ý�_0¿���I�€�Z�8�r�M���­�µ�º�”�µ�É  �É�ß
�¢�Û�Ò�†�Q#Ý�K�Z  IP �_���†
°�Š�K�Z�8�^�8���œ�c�
 SNMP �c�–�¿�î�È�Ý�[�c�6�~�r�O�‡���Q�b��
�œ�c�
�� SNMP �b0¿���� >&p.30-7>' �b1��Â�_�‘�W�Z�
 SNMP �†�–�¿�î�È�Ý�_0¿���K�r�M�� Catalyst 1900
�>�|�g  Catalyst 2820 �«�–�µ�³�[�c�
 SNMP �c�¹�Ç�›�Ý�º�[�–�¿�î�È�Ý�_0¿���I�€�Z�8�r�M��

�¡�Û�«�±�†�8�B�M�•�\�
 �¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�@�¡�Û�«�±  �Ó�å�Â�î  �«�–�µ�³�\  SNMP �”�É�Ü
�£�î�©�Ù�å6ë�b�Ó�µ�­�î�ª�º�n�†'ö#.�K�r�M���¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�V�b�¡�Û�«�±  �¯�Ç�º
�˜�™�”�c�
�¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�V�[�q�6�_0¿���I�€�S  Read-Write �>�|�g  Read-Only �¥�Ñ�×
�½�¸�•  �«�º�Ü�å�¢�_�¡�Û�«�±  �Ó�å�Â�î  �«�–�µ�³$��•>& @esN�
 N �c�«�–�µ�³$��•>'�†3ã�•�K�
�G�€
�}�b�«�º�Ü�å�¢�†�¡�Û�«�±  �Ó�å�Â�î  �«�–�µ�³�_���Û�K�r�M���¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�c�
�G�b
�¥�Ñ�×�½�¸�•  �«�º�Ü�å�¢�†�Q#Ý�K�Z�
 SNMP 'ö#.�«�¸�î�©�Ù�å�\�¡�Û�«�±  �Ó�å�Â�î  �«�–�µ�³6ë�[�

get�
 set�
�>�|�g  get-next �Ó�µ�­�î�ª�b3?3æ�†�D�š�K�r�M��

>&�@>' �¡�Û�«�±  �«�±�å�Â�–  �¢�Ý�î�É�†0¿���M�•�\�
 �Ø�î�¨�@�¼�Ü�?�^�8�:�U�_�¡�Û�«�±  �¥�Ð�å�»  �«�–�µ
�³�@�š�f�I�€�•���œ�@�6�~�r�M�� �¡�Û�«�±�_�¡�Û�«�±  �«�±�å�Â�–  �¢�Ý�î�É�†0¿���K�Z�8�•���œ�c�

�¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�\�b3û�™�_�c�
�q�6�_0¿���I�€�S  Read-Write �>�|�g  Read-Only �¥�Ñ�×
�½�¸�•  �«�º�Ü�å�¢�†�Q#Ý�K�Z�C�T�I�8��

�¡�Û�«�±  �Ó�å�Â�î  �«�–�µ�³�_  IP �”�»�Þ�«�@�m�~�\�Z�}�€�Z�8�^�8���œ�
 �W5-8 �_&g�M�|�:�_�
�¡
�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�c�¡�Û�«�±  �Ó�å�Â�î  �«�–�µ�³�?�}�b�º�Û�µ�É�†'ö#.�«�¸�î�©�Ù�å�_�Ü�²
�–�Þ�¡�º�K�r�M�� �¡�Û�«�±  �Ó�å�Â�î  �«�–�µ�³�_�S#Ý�b  IP �”�»�Þ�«�>�|�g�¥�Ñ�×�½�¸�•  �«�º�Ü�å�¢
�@�m�~�\�Z�}�€�Z�8�•���œ�
�Q�b�¡�Û�«�±  �Ó�å�Â�î  �«�–�µ�³�c�¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�†)�#ä
�O�N�
'ö#.�«�¸�î�©�Ù�å�_%$�K�º�Û�µ�É�†3æ�™�[�A�r�M��

�¡�Û�«�±  �Ó�å�Â�î  �«�–�µ�³�_�S#Ý�b  IP �”�»�Þ�«�\�¥�Ñ�×�½�¸�•  �«�º�Ü�å�¢�@�m�~�\�Z�}�€�Z�8�•
���œ�
�¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�_�|�•�”�¡�­�«�b�Ú�_�
�Q�b  IP �”�»�Þ�«�\�¥�Ñ�×�½�¸�•  �«�º�Ü
�å�¢�v�Q#Ý�[�A�r�M�� SNMP �>�|�g�¥�Ñ�×�½�¸�•  �«�º�Ü�å�¢�b0ò(ý�_�X�8�Z�c�
 '¨ 30 'v�� SNMP
�b0¿���� �†�g!·�K�Z�C�T�I�8��

�W5-8 SNMP �_�|�•�¡�Û�«�±'ö#.

 1  2
 3

 1  2  3

33
02

0

SNMP 



'¨ 5 'v       �«�–�µ�³�b�¡�Û�«�±�ì
SNMP �_�|�•�«�–�µ�³  �¡�Û�«�±�b'ö#.
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6

�«�–�µ�³�b'ö#.

�G�b'v�[�c�
 Catalyst 3560 �«�–�µ�³�†'ö#.�M�•�S�u�b  1 �G7H�~�b�m8p�_�X�8�Z1��Â�K�Z�8�r�M��

�G�b'v�[1��Â�M�•
Æ���c�
���b�\�>�~�[�M��

• �©�«�¸�Ò�¥�ì�b'ö#.>& p.6-2>'

• �©�«�¸�Ò�¡�>�|�g�É�ß�å�É�º�b0¿��>& p.6-16>'

• �Â�¼�î�b�8�B>& p.6-19>'

• MAC �”�»�Þ�«  �¸�î�È�Ý�b'ö#.>& p.6-21>'

• ARP �¸�î�È�Ý�b'ö#.>& p.6-29>'



'¨ 6 'v       �«�–�µ�³�b'ö#.
�©�«�¸�Ò�¥�ì�b'ö#.
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�©�«�¸�Ò�¥�ì�b'ö#.
Network Time Protocol>&NTP>'�^�]�b+¬�·0¿���‰�'�
�r�S�c�m�·0¿���‰�'�†�Q#Ý�K�Z�
�«�–�µ�³�b
�©�«�¸�Ò�¥�ì�†'ö#.�K�r�M��

>&�@>' �G�G�[�Q#Ý�M�•�¥�Ð�å�»�b�S�e�>�|�g�Q#Ý�‰�2�b0ò(ý�_�X�8�Z�c�
 �� Cisco IOS Configuration 
Fundamentals Command Reference�� Release 12.2 �†�g!·�K�Z�C�T�I�8��

�G�G�[�c�
���b0¿���_���_�X�8�Z1��Â�K�r�M��

• �©�«�¸�Ò  �¡�ß�µ�¡�b�+0[>& p.6-2>'

• NTP �b�+0[>& p.6-2>'

• NTP �b0¿��>& p.6-4>'

• �m�·�[�b�¥�ì�b0¿��>& p.6-12>'

�©�«�¸�Ò  �¡�ß�µ�¡�b�+0[
�ì�I�§�î�Å�«�b�p�>�\�^�•�b�c�©�«�¸�Ò  �¡�ß�µ�¡�[�M�� �G�b�¡�ß�µ�¡�c�©�«�¸�Ò�@�«�±�î�º�”�µ�É
�K�S%•6ë�?�}'�
>�K�
�¥�ì�†�–�ì%�0i�K�r�M��

�©�«�¸�Ò  �¡�ß�µ�¡�c�
���b�¯�î�«�_�|�~0¿���[�A�r�M��

• NTP

• �m�·0¿��

�©�«�¸�Ò  �¡�ß�µ�¡�c�
���b�§�î�Å�«�_�ì�I�†�f�j�K�r�M��

• �Ø�î�¨�b show�¥�Ð�å�»

• �ß�¢�>�|�g�¹�Â�µ�¢  �Ó�µ�­�î�ª

�©�«�¸�Ò  �¡�ß�µ�¡�c�
 Universal Time Coordinated>&UTC; � ���a#ú�ì>' >&�9�¡  GMT>Y�¢�Ü�½�µ�ª�† =
�ì>[ >'�_�ö�Y�8�Z�©�«�¸�Ò
Æ4Š�b�ì�I�†�–�ì%�0i�K�r�M���ß�î�•�Ý�b�±�–�Ò  �°�î�å�>�|�g�Ÿ�ì6ë�_
6õ�M�•�_���†0¿���M�•�G�\�_�|�~�
 �ì�I�@�ß�î�•�Ý�b�±�–�Ò  �°�î�å�_�Â�L�Z�G&��_/²&g�I�€�•�|�:
�_�[�A�r�M��

�©�«�¸�Ò  �¡�ß�µ�¡�c�
�ì�I�_ �™8—�ö�@�6�•�?�]�:�?>&�X�r�~�
�™8—�[�A�•�\�s�^�I�€�•�±�–�Ò  �¯�î
�«�_�|�W�Z�ì�I�@0¿���I�€�Z�8�•�?>'�†�–�ì%�0i�K�r�M���™8—�ö�b�^�8���œ�c�
�ì�I�c/²&g% $×�[
�b�s�Q#Ý�I�€�

Ì4Ä�™�I�€�r�O�‡��0¿���_���_�X�8�Z�c�
 ���m�·�[�b�¥�ì�b0¿���� >&p.6-12>' �†�g!·
�K�Z�C�T�I�8��

NTP �b�+0[
NTP �c�
�¿�µ�º�á�î�¡�V�b�¹�Â�–�«6ë�b�ì�I�b� �‡�ì�†% $×�_0¿0£�I�€�Z�8�r�M�� NTP �c  UDP �[
'�
>�K�
 UDP �c  IP �V�['�
>�K�r�M�� NTP �c  RFC 1305 �_0d���I�€�Z�8�r�M��

NTP �¿�µ�º�á�î�¡�c3û�–�
�Û�ª�œ  �¡�ß�µ�¡�x�±�–�Ò  �§�î�Â�_�K)F�I�€�S�N�Ê�ì0£�^�]�
�™8—�[�A
�•�±�–�Ò  �¯�î�«�?�}�Q�b�ì�I�†�v�“�K�r�M���Q�b�6�\�
 NTP �c�¿�µ�º�á�î�¡�_�G�b�ì�I�†4Ä�™�K
�r�M�� NTP �c�A�ƒ�u�Z� "á$×�[�
 1 �(6ë�_  1 �Ã�£�µ�º�†�Q#Ý�M�•�T�E�[�
 2 �Ž�b�¹�Â�–�«�†  1 �Ñ�Ü
&Ê�è
Æ�_� �‡�ì�[�A�r�M��



'¨ 6 'v       �«�–�µ�³�b'ö#.
�©�«�¸�Ò�¥�ì�b'ö#.
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NTP �c�
 �«�º�Û�±�Ò>&7u�™>' �\�8�:�+�Õ�†�Q#Ý�K�Z�
�™8—�[�A�•�±�–�Ò  �¯�î�«�\�¹�Â�–�«�@7³�€
�Z�8�•  NTP �Í�µ�É�†0°3Ù�K�r�M���«�º�Û�±�Ò  1 �±�–�Ò  �§�î�Â�_�c�
�Û�ª�œ  �¡�ß�µ�¡�r�S�c�N�Ê�ì
0£�@%$�K�K)F�I�€�Z�>�~�
 �«�º�Û�±�Ò  2 �±�–�Ò  �§�î�Â�c�
 NTP �†�Q#Ý�K�Z�«�º�Û�±�Ò  1 �±�–�Ò  �§�î
�Â�?�}�ì�I�†�v�“�K�r�M >&�è7F�b�«�º�Û�±�Ò�v� �]�[�M>' �� NTP �@'�
>�M�•�¹�Â�–�«�c�
 �±�–�Ò  �¯�î
�«�\�K�Z�
 NTP �†�Q#Ý�K�Z3û�™�M�•�«�º�Û�±�Ò$��•�@�q�`�b�¹�Â�–�«�†+¬�·$×�_4E�¥�K�r�M���G�b
�‰�2�_�|�W�Z�
 NTP �ì�I4Ä�™�b+¬�·)…�B�º�¶�Ü�î�@� "á$×�_�S(��I�€�r�M��

NTP �[�c�
� �‡�ì�I�€�Z�8�^�8�¹�Â�–�«�\� �‡�ì�K�^�8�G�\�_�|�W�Z�
�ì�I�@�G&��[�^�8�¹�Â�–�«
�\�b� �‡�ì�†75�B�r�M���r�S�
 NTP �[�c�
0
�X�b�¹�Â�–�«�?�}���Ì�I�€�•�ì�I�†�š3Q�K�Z�
�«�º�Û
�±�Ò�b$��•�@�`�I�C�Z�v�
�ì�I�@�Ú�b�¹�Â�–�«�\�±�œ�_$��^�•�¹�Â�–�«�\�c� �‡�ì�K�r�O�‡��

NTP �@'�
>�M�•�¹�Â�–�«6ë�b3û�™>& �”�¯�©�š�î�©�Ù�å >'�c�
3û�–7ü$×�_0¿���I�€�r�M���›�¹�Â�–�«
�_�c�
 �”�¯�©�š�î�©�Ù�å�†�8�B�M�m�A�M�m�Z�b�¹�Â�–�«�b  IP �”�»�Þ�«�@�Z�<�}�€�r�M�� �”�¯�©�š�î
�©�Ù�å�b�Ì�”�\�^�•�¹�Â�–�«6ë�[  NTP �Ó�µ�­�î�ª�†�º�n�M�•�G�\�_�|�W�Z�
�G&��^�ì�I�b)T�â�@
�•+��_�^�~�r�M���S�T�K�
 LAN #”�C�[�c�
�æ�ƒ�~�_  IP �È�ß�î�»�Ÿ�Õ�«�º  �Ó�µ�­�î�ª�†�Q#Ý�M�•�|
�:�_  NTP �†0¿���[�A�r�M���›�¹�Â�–�«�†�
�"�_�È�ß�î�»�Ÿ�Õ�«�º  �Ó�µ�­�î�ª�†3æ�w�™�M�•�|�:�_
0¿���M�€�d�|�8�b�[�
�G�b�æ�p�m�•�_�|�W�Z0¿���b0
7§�I�@)†�ô�I�€�r�M���S�T�K�
�G�b���œ�c�

�_���b�v�€�c�M�‰�¥�_7H�}�€�r�M��

�¹�Â�–�«�V�[)T�â�I�€�•�ì�I�c�
5�0[�^�Ü�¯�î�«�[�M�� NTP �b�­�Ÿ�×�Ü�¸�•�µ+��†�Q#Ý�K�Z�
�Y�G
&��^�ì�I�@1��W�Z�6�•�8�c�–�W$×�_0¿���I�€�•�G�\�†75�F�K�Z�C�T�I�8�� �”�¡�­�«  �Ü�«�º�†�Q#Ý�K
�Z�D7H�M�•�‰�'�>�|�g�/�•�ì1�0É�Ó�•�½�¬�Ò�b�
 2 '�8®�b�Ó�•�½�¬�Ò�†�Q#Ý�[�A�r�M��

�©�«�¥�b  NTP �[�c�«�º�Û�±�Ò  1 �§�î�Å�«�†�§�Ï�î�º�K�Z�8�^�8�b�[�
�Û�ª�œ  �¡�ß�µ�¡�r�S�c�N�Ê
�ì0£�_�K)F�[�A�r�O�‡���¿�µ�º�á�î�¡�b�ì�I�§�î�Å�«�c�
 IP �–�å�±�î�¿�µ�º�V�b�Ã�È�Ü�µ�¡  NTP
�§�î�Â�?�}�v�“�M�•�G�\�†�N�á�K�r�M��

�W6-1 �_�
 NTP �†�Q#Ý�M�•�M+á$×�^�¿�µ�º�á�î�¡�[�†&g�K�r�M���«�–�µ�³  A �c�
 NTP �§�î�Â  �Ô�î
�»�[0¿���K�S�«�–�µ�³  B�
 C�
 D �b  NTP �Ð�«�±�î�[�M���«�–�µ�³  B�
 C�
 D �\�«�–�µ�³  A �\�b6ë�_
�c�§�î�Â  �”�¯�©�š�î�©�Ù�å�@0¿���I�€�Z�8�r�M���«�–�µ�³  E �c�
�”�µ�É�«�º�Ü�î�Ò  �«�–�µ�³>&�«
�–�µ�³  B>'�>�|�g�²�˜�å�«�º�Ü�î�Ò  �«�–�µ�³>&�«�–�µ�³  F>'�b  NTP �Æ�”�\�K�Z0¿���I�€�Z�8�r�M��



'¨ 6 'v       �«�–�µ�³�b'ö#.
�©�«�¸�Ò�¥�ì�b'ö#.
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�W6-1 �M+á$×�  ̂NTP �¿�µ�º�á�î�¡�b�S�B

�¿�µ�º�á�î�¡�@�–�å�±�î�¿�µ�º�?�}�)�~7³�I�€�Z�8�•���œ�
�©�«�¥�b  NTP �_�|�W�Z�
��7•�_�c�
�Ú
�b�‰�2�[�ì�I�†�Û*f�K�Z�8�•�_�v�?�?�ƒ�}�N�
�¹�Â�–�«�@  NTP �†�Q#Ý�K�Z� �‡�ì�K�Z�8�•�|�:�_
�·�8�†0¿���[�A�r�M���Ú�b�¹�Â�–�«�c�
 NTP �_�|�~�G�b�¹�Â�–�«�\� �‡�ì�I�€�r�M��

0
�X�b�±�–�Ò  �¯�î�«�@�6�•���œ�c�
 NTP �c�–�_�
�|�~�™8—�ö�@�6�•�\�s�^�I�€�r�M�� NTP �b�ì�I
�c�
�Ú�b�‰�2�_�|�•�ì�I�_
ƒ
›�K�r�M��

+¬&k�b�Í�«�º  �©�«�¸�Ò�_  NTP �¯�Ç�º�˜�™�”�†)��s3¸�‡�[�8�•�Ó�î�•�î�@�X&k�6�~�
 �r�S�
 UNIX �©
�«�¸�Ò#Ý�b�Â�î�ª�Ù�å�x�Q�b�t#Õ�¯�Ç�º�˜�™�”�v�M+á�_
°�m�[�A�r�M���G�b�¯�Ç�º�˜�™�”�_�|�W
�Z�
�Í�«�º  �©�«�¸�Ò�v�ì6ë�@� �‡�ì�I�€�r�M��

NTP �b0¿��
�«�–�µ�³�c�Á�î�»�˜�™�”�[�§�Ï�î�º�I�€�•�¡�ß�µ�¡�†
��<�Z�8�^�8�S�u�
�¥4Š  NTP �¯�î�«�@�Q#Ý
�[�A�^�8�\�A�_�
�Æ�”�@+¬3��†� �‡�ì�M�•�S�u�_�Q#Ý�M�•  NTP �Ð�«�±�î  �¡�ß�µ�¡�\�K�Z�µ+��[�A
�r�O�‡���r�S�
�«�–�µ�³�c�
�•�Þ�å�²�î�_�P�M�•�Á�î�»�˜�™�”�b�§�Ï�î�º�v
��<�Z�8�r�O�‡���Q�b
�S�u�
 ntp update-calendar �>�|�g  ntp master �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�@�Q#Ý
�[�A�r�O�‡��

�G�G�[�c�
���b0¿���_���_�X�8�Z1��Â�K�r�M��

• NTP �b�¹�Ç�›�Ý�º0¿��>& p.6-5>'

• NTP 1�0É�b0¿��>& p.6-5>'

• NTP �”�¯�©�š�î�©�Ù�å�b0¿��>& p.6-6>'

 F

 A

10
13

49

 B

 E

 C  D
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• NTP �È�ß�î�»�Ÿ�Õ�«�º  �§�î�Å�«�b0¿��>& p.6-8>'

• NTP �”�¡�­�«�D7H�b0¿��>& p.6-9>'

• NTP �Ã�£�µ�º#Ý�b3æ�™
–  IP �”�»�Þ�«�b0¿��>& p.6-11>'

• NTP 0¿���b/²&g>& p.6-12>'

NTP �b�¹�Ç�›�Ý�º0¿��

/² 6-1 �_�
 NTP �b�¹�Ç�›�Ý�º0¿���†&g�K�r�M��

NTP �c�
�M�m�Z�b�–�å�±�î�Ç�™�–�«�[�¹�Ç�›�Ý�º�[�–�¿�î�È�Ý�_0¿���I�€�Z�8�r�M���M�m�Z�b�–�å
�±�î�Ç�™�–�«�c�
 NTP �Ã�£�µ�º�†�w�™�K�r�M��

NTP 1�0É�b0¿��

�G�b�m8p�c�
 NTP �§�î�Â�b'ö#.*…�\� 1*�M�•�²0[�@�6�~�r�M���G�b�m8p�[0¿���M�•�_���c�
�ì�I�†
NTP �§�î�Â�\� �‡�ì�M�•�S�u�_�«�–�µ�³�@�Q#Ý�M�•�§�î�Â�_�P�Â�K�Z�8�•�²0[�@�6�~�r�M��

�­�Ÿ�×�Ü�¸�•% $×�[�Ú�b�¹�Â�–�«�\�b�”�¯�©�š�î�©�Ù�å>&�G&��^�ì6ë)T�â�†/œ�:  NTP '�
>�¹�Â�–
�«6ë�b3û�™>'�†1�0É�M�•�_�c�
�–�¿�î�È�Ý  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

/² 6-1 NTP �b�¹�Ç�›�Ý�º0¿��

�µ+� �¹�Ç�›�Ý�º0¿��

NTP 1�0É �¹�•�­�î�È�Ý��1�0É6=�c�æ���I�€�Z�8�r�O�‡��

NTP �Æ�”�r�S�c�§�î�Â  �”�¯�©�š�î
�©�Ù�å

�•0¿��

NTP �È�ß�î�»�Ÿ�Õ�«�º  �§�î�Å�« �¹�•�­�î�È�Ý�� �]�b�–�å�±�î�Ç�™�–�«�v  NTP �È�ß�î�»�Ÿ�Õ
�«�º  �Ã�£�µ�º�†3æ�w�™�K�r�O�‡��

NTP �”�¡�­�«�D7H �”�¡�­�«�D�š�c�æ���I�€�Z�8�r�O�‡��

NTP �Ã�£�µ�º3æ�™
–  IP �”�»�Þ�« 3æ�™
–�”�»�Þ�«�c�
$Î�™�–�å�±�î�Ç�™�–�«�_�|�W�Z0¿���I
�€�r�M��

�¥�Ð�å�» % $×

�«�¸�µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�¸�µ�É 2 ntp authenticate �¹�Ç�›�Ý�º�[�c�¹�•�­�î�È�Ý�_0¿���I�€�Z�8�•  NTP 1�0É
�µ+��†�–�¿�î�È�Ý�_�K�r�M��

�«�¸�µ�É 3 ntp authentication-key number md5 value 1�0É6=�†��*O�K�r�M���¹�Ç�›�Ý�º�[�c�1�v��*O�I�€�Z�8�r
�O�‡��

• number �_�c�
6=�b$��•�†�æ���K�r�M���æ���[�A�•(
�V
�c  1 >|  4294967295 �[�M��

• md5 �c�
 Message Digest Algorithm 5>&MD5>'�†�Q#Ý�K
�Z�Ó�µ�­�î�ª1�0É�§�Ï�î�º�@/œ�ƒ�€�•�|�:�_�æ���K�r
�M��

• value�_�c�
6=�_�P�M�•  8 �e�Ð�r�[�b�õ�–�b�«�º�Ü�å�¢
�†
°�Š�K�r�M��

�«�–�µ�³�\�¹�Â�–�«�b�n�‰�@�8�N�€�?�b1�0É6=�†�â�U�
 ntp
trusted-key key-number �¥�Ð�å�»�_�|�W�Z6=$��•�@�æ���I�€
�Z�8�^�8�?�B�~�
�«�–�µ�³�c�¹�Â�–�«�\� �‡�ì�K�r�O�‡��
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NTP 1�0É�†�¹�•�­�î�È�Ý�_�M�•�_�c�
 no ntp authenticate �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð
�å�»�†�Q#Ý�K�r�M��1�0É6=�†�P7V�M�•�_�c�
 no ntp authentication-key number �¢�ß�î�Â�Ý  �¥�å�Ç�•
� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M���¹�Â�–�«  ID �b1�0É�†�¹�•�­�î�È�Ý�_�M�•�_�c�
 no ntp
trusted-key key-number �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

���_�
 NTP �Ã�£�µ�º�_1�0É6=  42 �†0¿���K�Z�8�•�¹�Â�–�«�\�T�E� �‡�M�•�|�:�_�«�–�µ�³�†0¿���M
�•�[�†&g�K�r�M��

Switch(config)# ntp authenticate
Switch(config)# ntp authentication-key 42 md5 aNiceKey
Switch(config)# ntp trusted-key 42

NTP �”�¯�©�š�î�©�Ù�å�b0¿��

NTP �”�¯�©�š�î�©�Ù�å�c�
�Æ�”  �”�¯�©�š�î�©�Ù�å>&�«�–�µ�³�†�Ú�b�¹�Â�–�«�_� �‡�ì�M�•�?�
�«
�–�µ�³�_�P�K�Z�Ú�b�¹�Â�–�«�†� �‡�ì�I�O�•�?�b�]�U�}�?�@�•+�>'�_0¿���M�•�G�\�v�
�§�î�Â  �”�¯
�©�š�î�©�Ù�å>&�«�–�µ�³�†�Ú�b�¹�Â�–�«�_� �‡�ì�I�O�•�b�s�[�
�Q�b3ë�c�[�A�^�8>'�_0¿���M�•�G
�\�v�[�A�r�M��

�9�b�¹�Â�–�«�\�b  NTP �”�¯�©�š�î�©�Ù�å�†�g�B�M�•�_�c�
�–�¿�î�È�Ý  EXEC �Ô�î�»�[���b�m8p�†
��/œ�K�r�M��

�«�¸�µ�É 4 ntp trusted-key key-number 1 �X�r�S�c0
�X�b6=$��•>&�«�¸�µ�É  3 �[��*O�K�S�v�b>'�†
�æ���K�r�M���Æ�”  NTP �¹�Â�–�«�c�
�G�b�«�–�µ�³�\� �‡�ì
�M�•�S�u�
 �G�b�«�–�µ�³�l�b  NTP �Ã�£�µ�º
Æ�_�G�b6=$��•
�†0¿���K�^�E�€�d�^�~�r�O�‡��

�¹�Ç�›�Ý�º0¿���[�c�
 �™8—�I�€�•6=�c��*O�I�€�Z�8�r�O�‡��

key-number �_�c�
 �«�¸�µ�É  3 �[��*O�I�€�S6=�†�æ���K�r�M��

�G�b�¥�Ð�å�»�c�
�«�–�µ�³�@�
�™8—�I�€�Z�8�^�8�¹�Â�–�«
�\1��W�Z� �‡�ì�M�•�G�\�†75�B�r�M��

�«�¸�µ�É 5 end �–�¿�î�È�Ý  EXEC �Ô�î�»�_�`�~�r�M��

�«�¸�µ�É 6 show running-config 0¿���†&�1��K�r�M��

�«�¸�µ�É 7 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K
�r�M��

�¥�Ð�å�» % $×
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�”�¯�©�š�î�©�Ù�å�b�M'ƒ�K�?0¿���M�•�²0[�@�6�~�r�O�‡���v�:�M�‰�b�¹�Â�–�«�_�c+¬�·$×�_�”�¯�©
�š�î�©�Ù�å�@0¿���I�€�r�M���¹�Ç�›�Ý�º�b  NTP �Â�î�ª�Ù�å>&�Â�î�ª�Ù�å  3>'�†�Q#Ý�K�Z�8�Z�
� �‡
�ì�@$Î#Õ�K�^�8���œ�c�
 NTP �b�Â�î�ª�Ù�å  2 �†�Q#Ý�K�Z�C�T�I�8���–�å�±�î�¿�µ�º�V�b�¨�C�b  NTP
�§�î�Â�c�
�Â�î�ª�Ù�å  2 �['�
>�K�Z�8�r�M��

�Æ�”�r�S�c�§�î�Â  �”�¯�©�š�î�©�Ù�å�†�P7V�M�•�_�c�
 no ntp peer ip-address �r�S�c  no ntp server
ip-address �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

���_�
 NTP �Â�î�ª�Ù�å  2 �†�Q#Ý�K�Z�
 IP �”�»�Þ�«  172.16.22.44 �b�Æ�”�b�¡�ß�µ�¡�_�©�«�¸�Ò  �¡�ß�µ
�¡�†� �‡�ì�M�•�|�:�_�«�–�µ�³�†0¿���M�•�[�†&g�K�r�M��

Switch(config)# ntp server 172.16.22.44 version 2

�¥�Ð�å�» % $×

�«�¸�µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�¸�µ�É 2 ntp peer ip-address [version number] [key keyid]
[source interface] [prefer]

�r�S�c

ntp server ip-address [version number] [key
keyid] [source interface] [prefer]

�«�–�µ�³�b�©�«�¸�Ò  �¡�ß�µ�¡�†�Æ�”�_� �‡�ì�M�•�?�
�Æ�”
�_�|�W�Z� �‡�ì�M�•>&�Æ�”  �”�¯�©�š�î�©�Ù�å>'�|�:�_0¿��
�K�r�M��

�r�S�c

�«�–�µ�³�b�©�«�¸�Ò  �¡�ß�µ�¡�†�±�–�Ò  �§�î�Â�_�|�W�Z� 
�‡�ì�M�•>&�§�î�Â  �”�¯�©�š�î�©�Ù�å>'�|�:�_0¿���K�r�M��

�Æ�”�r�S�c�§�î�Â  �”�¯�©�š�î�©�Ù�å�c�¹�Ç�›�Ý�º�[�c��
*O�I�€�Z�8�r�O�‡��

• �Æ�”  �”�¯�©�š�î�©�Ù�å�b ip-address�_�c�
�¡�ß�µ�¡�b
� �‡�ì�†/œ�:�
�r�S�c� �‡�ì�b�P1ß�\�^�•�Æ�”�b  IP �”
�»�Þ�«�†�æ���K�r�M���§�î�Â  �”�¯�©�š�î�©�Ù�å�[�c�

�¡�ß�µ�¡�b� �‡�ì�†/œ�:�±�–�Ò  �§�î�Â�b  IP �”�»�Þ�«
�†�æ���K�r�M��

• >&�õ�–>' number �_�c�
 NTP �b�Â�î�ª�Ù�å$��•�†�æ���K
�r�M���æ���[�A�•(
�V�c  1 >|  3 �[�M���¹�Ç�›�Ý�º�[�c
�Â�î�ª�Ù�å  3 �@4E�¥�I�€�Z�8�r�M��

• >&�õ�–>' keyid �_�c�
 ntp authentication-key �¢�ß�î�Â�Ý
�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�[��*O�I�€�S1�0É6=
�†
°�Š�K�r�M��

• >&�õ�–>' interface �_�c�
 IP �b3æ�™
–�”�»�Þ�«�†�v�“�M�•
�–�å�±�î�Ç�™�–�«�†�æ���K�r�M���¹�Ç�›�Ý�º�[�c�
3æ
�™
– IP �”�»�Þ�«�c$Î�™�–�å�±�î�Ç�™�–�«�?�}�v�“�K
�r�M��

• >&�õ�–>' prefer �Ÿ�î�á�î�»�†�æ���M�•�\�
�G�b�Æ�”�r�S
�c�§�î�Â�@� �‡�ì�†/œ�:
ƒ
›�Æ�”�r�S�c�§�î�Â�_�^�~
�r�M���G�b�Ÿ�î�á�î�»�c�
�Æ�”�\�§�î�Â6ë�b�)�~�p�<
�†�ö�}�K�r�M��

�«�¸�µ�É 3 end �–�¿�î�È�Ý  EXEC �Ô�î�»�_�`�~�r�M��

�«�¸�µ�É 4 show running-config 0¿���†&�1��K�r�M��

�«�¸�µ�É 5 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K
�r�M��
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NTP �È�ß�î�»�Ÿ�Õ�«�º  �§�î�Å�«�b0¿��

NTP �@'�
>�M�•�¹�Â�–�«6ë�b3û�™>& �”�¯�©�š�î�©�Ù�å >'�c�
3û�–7ü$×�_0¿���I�€�r�M���›�¹�Â�–�«
�_�c�
 �”�¯�©�š�î�©�Ù�å�†�8�B�M�m�A�M�m�Z�b�¹�Â�–�«�b  IP �”�»�Þ�«�@�Z�<�}�€�r�M�� �”�¯�©�š�î
�©�Ù�å�b�Ì�”�\�^�•�¹�Â�–�«6ë�[  NTP �Ó�µ�­�î�ª�†�º�n�M�•�G�\�_�|�W�Z�
�G&��^�ì�I�b)T�â�@
�•+��_�^�~�r�M���S�T�K�
 LAN #”�C�[�c�
�æ�ƒ�~�_  IP �È�ß�î�»�Ÿ�Õ�«�º  �Ó�µ�­�î�ª�†�Q#Ý�M�•�|
�:�_  NTP �†0¿���[�A�r�M���›�¹�Â�–�«�†�
�"�_�È�ß�î�»�Ÿ�Õ�«�º  �Ó�µ�­�î�ª�†3æ�w�™�M�•�|�:�_
0¿���M�€�d�|�8�b�[�
�G�b�æ�p�m�•�_�|�W�Z0¿���b0
7§�I�@)†�ô�I�€�r�M���S�T�K�
�G�b���œ�c�

�_���b�v�€�c�M�‰�¥�_7H�}�€�r�M��

�Ý�î�±�b�|�:�_�¿�µ�º�á�î�¡�V�[�ì�I�_���†�È�ß�î�»�Ÿ�Õ�«�º�M�•  NTP �È�ß�î�»�Ÿ�Õ�«�º  �§�î�Â
�@�6�•���œ�
�«�–�µ�³�c�–�å�±�î�Ç�™�–�«�H�\�_  NTP �È�ß�î�»�Ÿ�Õ�«�º  �Ã�£�µ�º�†3æ�w�™�[�A�r
�M���«�–�µ�³�c  NTP �È�ß�î�»�Ÿ�Õ�«�º  �Ã�£�µ�º�†�Æ�”�l3æ�™�[�A�•�b�[�
�Æ�”�c�Q�b�«�–�µ�³�_
� �‡�ì�[�A�r�M���«�–�µ�³�c�
 NTP �È�ß�î�»�Ÿ�Õ�«�º  �Ã�£�µ�º�†�w�™�K�Z+¬3��b�¡�ß�µ�¡�†� �‡
�ì�M�•�G�\�v�[�A�r�M���G�G�[�c�
 NTP �È�ß�î�»�Ÿ�Õ�«�º  �Ã�£�µ�º�b3æ�™�\�w�™�b�g�‰�b�m8p�_
�X�8�Z1��Â�K�r�M��

NTP �È�ß�î�»�Ÿ�Õ�«�º  �Ã�£�µ�º�†�Æ�”�_3æ�™�K�Z�
�Æ�”�@+¬3��b�¡�ß�µ�¡�†�«�–�µ�³�_� �‡�ì�M
�•�|�:�_�«�–�µ�³�†0¿���M�•�_�c�
�–�¿�î�È�Ý  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

�–�å�±�î�Ç�™�–�«�_�|�•  NTP �È�ß�î�»�Ÿ�Õ�«�º  �Ã�£�µ�º�b3æ�™�†�¹�•�­�î�È�Ý�_�M�•�_�c�
 no ntp
broadcast �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

���_�
�Ï�î�º�@  NTP �Â�î�ª�Ù�å  2 �Ã�£�µ�º�†3æ�™�M�•�|�:�_0¿���M�•�[�†&g�K�r�M��

Switch(config)# interface gigabitethernet0/1
Switch(config-if)# ntp broadcast version 2

�¥�Ð�å�» % $×

�«�¸�µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�¸�µ�É 2 interface interface-id NTP �È�ß�î�»�Ÿ�Õ�«�º  �Ã�£�µ�º�†3æ�™�M�•�–�å�±�î�Ç�™
�–�«�†�æ���K�
�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å
�Ô�î�»�†6ä���K�r�M��

�«�¸�µ�É 3 ntp broadcast [version number] [key keyid] 
[destination-address]

NTP �È�ß�î�»�Ÿ�Õ�«�º  �Ã�£�µ�º�†�Æ�”�_3æ�™�M�•�–�å
�±�î�Ç�™�–�«�†�–�¿�î�È�Ý�_�K�r�M��

�¹�Ç�›�Ý�º�[�c�
�G�b�µ+��c�M�m�Z�b�–�å�±�î�Ç�™�–�«�[
�¹�•�­�î�È�Ý�[�M��

• >&�õ�–>' number �_�c�
 NTP �b�Â�î�ª�Ù�å$��•�†�æ���K
�r�M���æ���[�A�•(
�V�c  1 >|  3 �[�M���Â�î�ª�Ù�å�†�æ
���K�^�?�W�S���œ�c�
�Â�î�ª�Ù�å  3 �@�Q#Ý�I�€�r�M��

• >&�õ�–>' keyid �_�c�
�Æ�”�_�Ã�£�µ�º�†3æ�™�M�•�\�A�_
�Q#Ý�M�•1�0É6=�†�æ���K�r�M��

• >&�õ�–>' destination-address �_�c�
�«�–�µ�³�_�¡�ß�µ�¡�†
� �‡�ì�K�Z�8�•�Æ�”�b  IP �”�»�Þ�«�†�æ���K�r�M��

�«�¸�µ�É 4 end �–�¿�î�È�Ý  EXEC �Ô�î�»�_�`�~�r�M��

�«�¸�µ�É 5 show running-config 0¿���†&�1��K�r�M��

�«�¸�µ�É 6 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K
�r�M��

�«�¸�µ�É 7 ���b�m8p�[1��Â�M�•�|�:�_�
 �K)F�I�€�Z�8�•�Æ�”�@  NTP �È
�ß�î�»�Ÿ�Õ�«�º  �Ã�£�µ�º�†�w�™�M�•�|�:�_0¿���K�r�M��
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�K)F�K�S�Æ�”�?�}  NTP �È�ß�î�»�Ÿ�Õ�«�º  �Ã�£�µ�º�†�w�™�M�•�|�:�_�«�–�µ�³�†0¿���M�•�_�c�
�–
�¿�î�È�Ý  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

�–�å�±�î�Ç�™�–�«�_�|�•  NTP �È�ß�î�»�Ÿ�Õ�«�º  �Ã�£�µ�º�b�w�™�†�¹�•�­�î�È�Ý�_�M�•�_�c�
 no ntp
broadcast client �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M���£ ��I�€�•�Û
�˜�å�»�º�Ü�µ�É4����†�¹�Ç�›�Ý�º0¿���_�š�f�M�•�_�c�
 no ntp broadcastdelay �¢�ß�î�Â�Ý  �¥�å�Ç�•
� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

���_�
�Ï�î�º�@  NTP �È�ß�î�»�Ÿ�Õ�«�º  �Ã�£�µ�º�†�w�™�M�•�|�:�_0¿���M�•�[�†&g�K�r�M��

Switch(config)# interface gigabitethernet0/1
Switch(config-if)# ntp broadcast client

NTP �”�¡�­�«�D7H�b0¿��

�è7F�[1��Â�M�•�|�:�_�
 2 �X�b�Þ�Ë�Ý�[  NTP �”�¡�­�«�†�D�š�[�A�r�M��

• �”�¡�­�«  �¢�Ý�î�É�b�8�B�\�ö�•  IP �”�¡�­�«  �Ü�«�º�b�m�~�\�Z>& p.6-9>'

• "I���b�–�å�±�î�Ç�™�–�«�[�b  NTP �§�î�Å�«�b�¹�•�­�î�È�Ý�ì>& p.6-11>'

�”�¡�­�«  �¢�Ý�î�É�b�8�B�\�ö�•  IP �”�¡�­�«  �Ü�«�º�b�m�~�\�Z

�”�¡�­�«  �Ü�«�º�†�Q#Ý�K�Z  NTP �§�î�Å�«�l�b�”�¡�­�«�†�D�š�M�•�_�c�
�–�¿�î�È�Ý  EXEC �Ô�î�»
�[���b�m8p�†��/œ�K�r�M��

�¥�Ð�å�» % $×

�«�¸�µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�¸�µ�É 2 interface interface-id NTP �È�ß�î�»�Ÿ�Õ�«�º  �Ã�£�µ�º�†�w�™�M�•�–�å�±�î�Ç�™
�–�«�†�æ���K�
�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å
�Ô�î�»�†6ä���K�r�M��

�«�¸�µ�É 3 ntp broadcast client �–�å�±�î�Ç�™�–�«�@  NTP �È�ß�î�»�Ÿ�Õ�«�º  �Ã�£�µ�º�†�w
�™�[�A�•�|�:�_�K�r�M��

�¹�Ç�›�Ý�º�[�c�
 �–�å�±�î�Ç�™�–�«�c  NTP �È�ß�î�»�Ÿ�Õ�«
�º  �Ã�£�µ�º�†�w�™�K�r�O�‡��

�«�¸�µ�É 4 exit �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�_�`�~�r�M��

�«�¸�µ�É 5 ntp broadcastdelay microseconds >&�õ�–>'�«�–�µ�³�\  NTP �È�ß�î�»�Ÿ�Õ�«�º�§�î�Â�\�b6ë�b
�£ ��I�€�•�Û�˜�å�»�º�Ü�µ�É4����†�š�f�K�r�M��

�¹�Ç�›�Ý�º�c  3000 �Ð�–�¡�ß&Ê�[�M�� �æ���[�A�•(
�V�c  1 >|
999999 �[�M��

�«�¸�µ�É 6 end �–�¿�î�È�Ý  EXEC �Ô�î�»�_�`�~�r�M��

�«�¸�µ�É 7 show running-config 0¿���†&�1��K�r�M��

�«�¸�µ�É 8 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K
�r�M��
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�”�¡�­�«  �¢�Ý�î�É�b�Ÿ�î�á�î�»�c�
�q�`�b�D7H�?�}�q�±�b�D7H�_�
���b8p�Î�[�«�Ÿ�Õ�å�I�€�r�M��

1. peer �Š �ì�I0[�Ó�\  NTP �D�š�¡�š�Ü�î�†0Á�•�K�
�I�}�_�
�«�–�µ�³�@�”�¡�­�«  �Ü�«�º�b�ö =�†
 6�S�M�”�»�Þ�«�†�â�X�¹�Â�–�«�\� �‡�ì�M�•�G�\�†0Á�•�K�r�M��

2. serve �Š �ì�I0[�Ó�\  NTP �D�š�¡�š�Ü�î�†0Á�•�K�r�M�@�
 �«�–�µ�³�@�”�¡�­�«  �Ü�«�º�b�ö =�† 6
�S�M�”�»�Þ�«�†�â�X�¹�Â�–�«�\� �‡�ì�M�•�G�\�†0Á�•�K�r�O�‡��

3. serve-only �Š �”�¡�­�«  �Ü�«�º�b�ö =�† 6�S�M�”�»�Þ�«�†�â�X�¹�Â�–�«�?�}�b�ì�I0[�Ó�_7H�~0Á
�•�K�r�M��

4. query-only �Š �”�¡�­�«  �Ü�«�º�b�ö =�† 6�S�M�”�»�Þ�«�†�â�X�¹�Â�–�«�?�}�b  NTP �D�š�¡�š
�Ü�î�_7H�~0Á�•�K�r�M��

�¥�Ð�å�» % $×

�«�¸�µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�¸�µ�É 2 ntp access-group {query-only | serve-only | 
serve | peer} access-list-number

�”�¡�­�«  �¢�Ý�î�É�†�8�B�K�
�ö�•  IP �”�¡�­�«  �Ü�«�º�†�m
�~�\�Z�r�M��

�Ÿ�î�á�î�»�b�–�á�c���b�\�>�~�[�M��

• query-only �Š NTP �D�š�¡�š�Ü�î�_7H�~0Á�•�K�r�M��

• serve-only �Š �ì�I0[�Ó�_7H�~0Á�•�K�r�M��

• serve �Š �ì�I0[�Ó�\  NTP �D�š�¡�š�Ü�î�c0Á�•�K�r�M
�@�
�«�–�µ�³�@�Ü�Ô�î�º�¹�Â�–�«�\� �‡�ì�M�•�G�\�c
0Á�•�K�r�O�‡��

• peer �Š �ì�I0[�Ó�\  NTP �D�š�¡�š�Ü�î�†0Á�•�K�
 �«�–�µ
�³�@�Ü�Ô�î�º�¹�Â�–�«�\� �‡�ì�M�•�G�\�†0Á�•�K�r
�M��

access-list-number �_�c�
 1 >|  99 �b(
�V�[�† =�b  IP �”�¡�­�«
�Ü�«�º$��•�†
°�Š�K�r�M��

�«�¸�µ�É 3 access-list access-list-number permit  source 
[source-wildcard] 

�”�¡�­�«  �Ü�«�º�†�8�B�K�r�M��

• access-list-number �_�c�
�«�¸�µ�É  2 �[�æ���K�S$��•�†

°�Š�K�r�M��

• permit �Ÿ�î�á�î�»�†
°�Š�M�•�\�
�²�ó�@�M+´�K�S���œ
�_�”�¡�­�«�†0Á�•�K�r�M��

• source �_�c�
�«�–�µ�³�l�b�”�¡�­�«�@0Á�•�I�€�S�¹�Â
�–�«�b  IP �”�»�Þ�«�†
°�Š�K�r�M��

• >&�õ�–>' source-wildcard �_�c�
3æ�™
–�_4:#Ý�M�•�á�–�Ý
�»�•�î�»  �Å�µ�º�†
°�Š�K�r�M��

>&�@>' �”�¡�­�«  �Ü�«�º�†�8�B�M�•�\�A�c�
�”�¡�­�«  �Ü�«
�º�b�Ž�•�_�/;ò�b�Ä�°�«�¸�î�º�Ó�å�º�@�¹�Ç�›�Ý
�º�[�Ñ�~�K�
 �Q�€�è�S�b�«�¸�î�º�Ó�å�º�[�M+´�@0b
�X�?�}�^�?�W�S�M�m�Z�b�Ã�£�µ�º�_4:#Ý�I�€�•�G
�\�_�@�–�K�Z�C�T�I�8��

�«�¸�µ�É 4 end �–�¿�î�È�Ý  EXEC �Ô�î�»�_�`�~�r�M��

�«�¸�µ�É 5 show running-config 0¿���†&�1��K�r�M��

�«�¸�µ�É 6 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K
�r�M��



'¨ 6 'v       �«�–�µ�³�b'ö#.
�©�«�¸�Ò�¥�ì�b'ö#.

6-11
Catalyst 3560 �«�–�µ�³  �¯�Ç�º�˜�™�”  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �ž�–�»

OL-8553-01-J

0
�X�b�”�¡�­�«  �±�–�É�_�X�8�Z3æ�™
–  IP �”�»�Þ�«�@�”�¡�­�«  �Ü�«�º�_�M+´�M�•���œ�c�
�q�6�b�±
�–�É�@1��•�I�€�r�M���”�¡�­�«  �¢�Ý�î�É�@�æ���I�€�^�?�W�S���œ�c�
�M�m�Z�b�”�¡�­�«  �±�–�É�@
�M�m�Z�b�¹�Â�–�«�_1��•�I�€�r�M���8�N�€�?�b�”�¡�­�«  �¢�Ý�î�É�@�æ���I�€�Z�8�•���œ�c�
�æ���I
�€�S�”�¡�­�«  �±�–�É�_7H�~1��•�I�€�r�M��

�«�–�µ�³  NTP �§�î�Å�«�_�P�M�•�”�¡�­�«�D�š�†�P7V�M�•�_�c�
 no ntp access-group {query-only |
serve-only | serve | peer} �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

���_�
�«�–�µ�³�@�”�¡�­�«  �Ü�«�º  99 �?�}�b�Æ�”�_� �‡�ì�[�A�•�|�:�_0¿���M�•�[�†&g�K�r�M���S
�T�K�
�«�–�µ�³�c�”�¡�­�«  �Ü�«�º  42 �_�P�K�Z�c�”�¡�­�«�†�D7H�K�
�ì�I0[�Ó�_7H�~0Á�•�K�r�M��

Switch# configure terminal
Switch(config)# ntp access-group peer 99
Switch(config)# ntp access-group serve-only 42
Switch(config)# access-list 99 permit 172.20.130.5
Switch(config)# access list 42 permit 172.20.130.6

"I���b�–�å�±�î�Ç�™�–�«�[�b  NTP �§�î�Å�«�b�¹�•�­�î�È�Ý�ì

NTP �§�î�Å�«�c�
�M�m�Z�b�–�å�±�î�Ç�™�–�«�V�[�¹�Ç�›�Ý�º�[�–�¿�î�È�Ý�_0¿���I�€�Z�8�r�M��

�–�å�±�î�Ç�™�–�«�V�[  NTP �Ã�£�µ�º�b�w�™�†�¹�•�­�î�È�Ý�_�M�•�_�c�
�–�¿�î�È�Ý  EXEC �Ô�î�»
�[���b�m8p�†��/œ�K�r�M��

�–�å�±�î�Ç�™�–�«�V�[  NTP �Ã�£�µ�º�b�w�™�†
Ì�g�–�¿�î�È�Ý�_�M�•�_�c�
 no ntp disable �–�å�±�î
�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

NTP �Ã�£�µ�º#Ý�b3æ�™
–  IP �”�»�Þ�«�b0¿��

�«�–�µ�³�@  NTP �Ã�£�µ�º�†3æ�™�M�•�\�
3æ�™
–  IP �”�»�Þ�«�c�
3û�–  NTP �Ã�£�µ�º�@3æ�™�I�€�S�–
�å�±�î�Ç�™�–�«�b�”�»�Þ�«�_0¿���I�€�r�M���M�m�Z�b  NTP �Ã�£�µ�º�_"I���b3æ�™
–  IP �”�»�Þ�«�†
�Q#Ý�M�•���œ�c�
 ntp source �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M���”�»�Þ�«
�c�æ���I�€�S�–�å�±�î�Ç�™�–�«�?�}�v�“�K�r�M���–�å�±�î�Ç�™�–�«�V�b�”�»�Þ�«�†3É�™�Ã�£�µ�º#Ý
�b��
›�\�K�Z�Q#Ý�[�A�^�8���œ�_�
�G�b�¥�Ð�å�»�c�}�<�[�M��

3æ�™
– IP �”�»�Þ�«�†�v�“�M�•"I���b�–�å�±�î�Ç�™�–�«�†0¿���M�•�_�c�
�–�¿�î�È�Ý  EXEC �Ô�î�»
�[���b�m8p�†��/œ�K�r�M��

�¥�Ð�å�» % $×

�«�¸�µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�¸�µ�É 2 interface interface-id �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä��
�K�
�¹�•�­�î�È�Ý�_�M�•�–�å�±�î�Ç�™�–�«�†�æ���K�r�M��

�«�¸�µ�É 3 ntp disable �–�å�±�î�Ç�™�–�«�V�[  NTP �Ã�£�µ�º�b�w�™�†�¹�•�­�î�È
�Ý�_�K�r�M��

�¹�Ç�›�Ý�º�[�c�
 �M�m�Z�b�–�å�±�î�Ç�™�–�«�c  NTP �Ã�£�µ
�º�†�w�™�K�r�M��

�«�¸�µ�É 4 end �–�¿�î�È�Ý  EXEC �Ô�î�»�_�`�~�r�M��

�«�¸�µ�É 5 show running-config 0¿���†&�1��K�r�M��

�«�¸�µ�É 6 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K
�r�M��
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�æ���I�€�S�–�å�±�î�Ç�™�–�«�c�
�M�m�Z�b��
›�_3æ�™�I�€�•�M�m�Z�b�Ã�£�µ�º�b3æ�™
–�”�»�Þ�«�_
�Q#Ý�I�€�r�M�� 3æ�™
–�”�»�Þ�«�†"I���b�”�¯�©�š�î�©�Ù�å�_�Q#Ý�M�•���œ�c�
 �� NTP �”�¯�©�š�î�©�Ù
�å�b0¿���� >&p.6-6>'�_1��Â�K�S�|�:�_�
 ntp peer �r�S�c  ntp server �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù
�å  �¥�Ð�å�»
Æ�[  source �Ÿ�î�á�î�»�†�Q#Ý�K�r�M��

NTP 0¿���b/²&g

���b  2 �X�b�–�¿�î�È�Ý  EXEC �¥�Ð�å�»�†�Q#Ý�K�Z  NTP �_���†/²&g�[�A�r�M��

• show ntp associations [detail]

• show ntp status

/²&g�I�€�•�Ç�•�î�Ý�»�b0ò(ý�_�X�8�Z�c�
 �� Cisco IOS Configuration Fundamentals Command Reference��
Release 12.2 �†�g!·�K�Z�C�T�I�8��

�m�·�[�b�¥�ì�b0¿��
�Ú�b�±�–�Ò  �¯�î�«�@�Q#Ý�[�A�^�8���œ�c�
�©�«�¸�Ò�b
Ì2s�·�‹�
�m�·�[�¥�ì�†0¿���[�A�r�M���ì�I
�c�
���_�©�«�¸�Ò�†
Ì2s�·�M�•�r�[�G&��[�M���m�·0¿���c�q�‹�b�m�•�\�K�Z�b�s�Q#Ý�M�•�G�\�†�N
�á�K�r�M���«�–�µ�³�†� �‡�ì�[�A�•�¥4Š�¯�î�«�@�6�•���œ�c�
�m�·�[�©�«�¸�Ò  �¡�ß�µ�¡�†0¿���M�•
�²0[�c�6�~�r�O�‡��

�G�G�[�c�
���b0¿���_���_�X�8�Z1��Â�K�r�M��

• �©�«�¸�Ò  �¡�ß�µ�¡�b0¿��>& p.6-12>'

• �¥�ì0¿���b/²&g>& p.6-13>'

• �±�–�Ò  �°�î�å�b0¿��>& p.6-13>'

• �Ÿ�ì6ë�b0¿��>& p.6-14>'

�©�«�¸�Ò  �¡�ß�µ�¡�b0¿��

�¿�µ�º�á�î�¡�V�_�
 NTP �§�î�Â�^�]�b�ì�I�§�î�Å�«�†�f�j�M�•�¥4Š�¯�î�«�@�6�•���œ�
�m�·�[�©�«
�¸�Ò  �¡�ß�µ�¡�†0¿���M�•�²0[�c�6�~�r�O�‡��

�©�«�¸�Ò  �¡�ß�µ�¡�†0¿���M�•�_�c�
�–�¿�î�È�Ý  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

�¥�Ð�å�» % $×

�«�¸�µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�¸�µ�É 2 ntp source type number IP 3æ�™
–�”�»�Þ�«�†�v�“�M�•�–�å�±�î�Ç�™�–�«�b�±�–�É�\
$��•�†�æ���K�r�M��

�¹�Ç�›�Ý�º�[�c�
3æ�™
–�”�»�Þ�«�c�
$Î�™�–�å�±�î�Ç�™�–
�«�_�|�W�Z0¿���I�€�r�M��

�«�¸�µ�É 3 end �–�¿�î�È�Ý  EXEC �Ô�î�»�_�`�~�r�M��

�«�¸�µ�É 4 show running-config 0¿���†&�1��K�r�M��

�«�¸�µ�É 5 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K
�r�M��
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���_�
�©�«�¸�Ò  �¡�ß�µ�¡�†�m�·�[  2001 �º�b  7 �v  23 �¥���‹  1 �ì  32 �(�_0¿���M�•�[�†&g�K�r�M��

Switch# clock set 13:32:00 23 July 2001

�¥�ì0¿���b/²&g

�¥�ì�b0¿���†/²&g�M�•�_�c�
 show clock [detail] �–�¿�î�È�Ý  EXEC �¥�Ð�å�»�†�Q#Ý�K�r�M��

�©�«�¸�Ò  �¡�ß�µ�¡�c�
�™8—�ö�@�6�•>&�G&��[�6�•�\�™�L�}�€�•>'�?�]�:�?�†&g�M authoritative �Ç�Û
�¢�†)T�â�K�r�M���©�«�¸�Ò  �¡�ß�µ�¡�@�±�–�Ñ�å�¢  �¯�î�«�_�|�W�Z0¿���I�€�Z�8�•���œ�c�
�Ç�Û�¢
�†0¿���K�r�M���ì�I�@�™8—�ö�b�^�8�v�b�[�6�•���œ�c�
/²&g% $×�[�b�s�Q#Ý�I�€�r�M���¡�ß�µ�¡�@
�™8—�[�A�N�
 authoritative �Ç�Û�¢�v0¿���I�€�Z�8�^�E�€�d�
�Æ�”�b�ì�I�@!“� �[�v�
�Ç�Û�¢�c�Æ�”
�@�¡�ß�µ�¡�\� �‡�K�^�8�|�:�_�K�r�M��

show clock �b/²&g�b�S�_�6�•0°�•�c�
���b�–�á�@�6�~�r�M��

• * �Š �ì�I�c�™8—�[�A�r�O�‡��

• >&'5$Ñ>' �Š �ì�I�c�™8—�[�A�r�M��

• . �Š �ì�I�c�™8—�[�A�r�M�@�
 NTP �c� �‡�K�Z�8�r�O�‡��

�±�–�Ò  �°�î�å�b0¿��

�m�·�[�±�–�Ò  �°�î�å�†0¿���M�•�_�c�
�–�¿�î�È�Ý  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

�¥�Ð�å�» % $×

�«�¸�µ�É 1 clock set hh:mm:ss day month year

�r�S�c

clock set hh:mm:ss month day year

���b�8�N�€�?�b�Ç�›�î�Ð�µ�º�[�
�m�·�[�©�«�¸�Ò  �¡�ß�µ�¡
�†0¿���K�r�M��

• hh:mm:ss �_�c�
�ì�I�†�ì6ë>& 24 �ì6ë�g�'>' �
�(�
&Ê�[
�æ���K�r�M�� �æ���I�€�S�ì�I�c�
 0¿���I�€�S�±�–�Ò  �°�î
�å�_�ö�Y�A�r�M��

• day �_�c�
�\�v�b�¥�Ü�[�¥�†�æ���K�r�M��

• month �_�c�
�v�†�¡�S�[�æ���K�r�M��

• year �_�c�
�º�†�æ���K�r�M>&�–�_  4 �F�[�æ��>' ��

�¥�Ð�å�» % $×

�«�¸�µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�¸�µ�É 2 clock timezone zone hours-offset [minutes-offset] �±�–�Ò  �°�î�å�†0¿���K�r�M��

�«�–�µ�³�c
Æ4Š�ì�I�†  UTC �['ö#.�M�•�b�[�
 �G�b�¥�Ð�å�»
�c/²&g% $×�b���œ�>�|�g�m�·�[�ì�I�†0¿���K�S���œ�_7H�W
�Z�Q#Ý�K�r�M��

• zone �_�c�
�† =�ì6ë�@�‹/œ�I�€�Z�8�•�\�A�_/²&g�I�€
�•�±�–�Ò�°�î�å�b�¡�S�†
°�Š�K�r�M���¹�Ç�›�Ý�º�b0¿
���c  UTC �[�M��

• hours-offset �_�c�
 UTC �?�}�b�ì�j�†
°�Š�K�r�M��

• >&�õ�–>' minutes-offset �_�c�
 UTC �?�}�b�(�j�†
°�Š�K�r
�M��

�«�¸�µ�É 3 end �–�¿�î�È�Ý  EXEC �Ô�î�»�_�`�~�r�M��

�«�¸�µ�É 4 show running-config 0¿���†&�1��K�r�M��
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clock timezone �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�b minutes-offset �š�X�c�
 #'�…�b�±�–�Ò
�°�î�å�\  UTC �\�b�ì�j�@�(�"�)�[�6�•���œ�_�Q#Ý�[�A�r�M���S�\�<�d�
�•�¼�²�±0Y�R�"�Ê�b�6�•
�
�æ�b�±�–�Ò  �°�î�å>& Atlantic Standard Time [AST; �±0Y�R�† =�ì ]>'�c  UTC-3.5 �[�M���G�b���œ�
 3
�c  3 �ì6ë�
 .5 �c  50 �Ã�î�­�å�º�†�–�á�K�r�M���G�b���œ�
�²0[�^�¥�Ð�å�»�c  clock timezone AST -3
30 �[�M��

�ì�I�†  UTC �_0¿���M�•�_�c�
 no clock timezone �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q
#Ý�K�r�M��

�Ÿ�ì6ë�b0¿��

�–�º"I���b�Y�¥�_�Ÿ�ì6ë�@6ä���K�Z)
�¢�M�•�…�æ�_�Ÿ�ì6ë�†0¿���M�•�_�c�
 �–�¿�î�È�Ý  EXEC �Ô�î
�»�[���b�m8p�†��/œ�K�r�M��

clock summer-time �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�b�q�6�b4Š�(�[�c�Ÿ�ì6ë�b6ä���ì
�‡�†�
 2 $��u�b4Š�(�[�c)
�¢�ì�‡�†�æ���K�r�M���M�m�Z�b�ì�I�c�
#'�…�b�±�–�Ò  �°�î�å�†�ö =�_�K
�Z�8�r�M��6ä���ì6ë�c�† =�ì�†�ö =�_�K�Z�8�r�M��)
�¢�ì6ë�c�Ÿ�ì6ë�†�ö =�_�K�Z�8�r�M��6ä���v
�@)
�¢�v�|�~�6�\�b���œ�c�
�©�«�¸�Ò�[�c�!��#+�_�8�•�\�s�^�I�€�r�M��

�«�¸�µ�É 5 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K
�r�M��

�¥�Ð�å�» % $×

�¥�Ð�å�» % $×

�«�¸�µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�¸�µ�É 2 clock summer-time zone recurring  [week day
month hh:mm week day month hh:mm [offset]]

�–�º�æ���K�S�¥�_6ä���>�|�g)
�¢�M�•�|�:�_�Ÿ�ì6ë�†0¿��
�K�r�M��

�Ÿ�ì6ë�c�¹�Ç�›�Ý�º�[�¹�•�­�î�È�Ý�_0¿���I�€�Z�8�r�M��
�Ã�Û�Ó�î�±�^�K�[  clock summer-time zone recurring �†�æ��
�M�•�\�
 �Ÿ�ì6ë�b0d�N�c(•�\�b0d�N�†�¹�Ç�›�Ý�º�_�K�r�M��

• zone �_�c�
�Ÿ�ì6ë�@�‹/œ�I�€�Z�8�•�\�A�_/²&g�I�€�•
�±�–�Ò  �°�î�å�b�¡�S>&�S�\�<�d  PDT>'�†
°�Š�K�r�M��

• >&�õ�–>' week �_�c�
�v�b�14��u�?�†�æ���K�r�M>& 1 >|  5�

�r�S�c  last>'��

• >&�õ�–>' day �_�c�
�Y�¥�†�æ���K�r�M>& Sunday�
 Monday
�^�]>' ��

• >&�õ�–>' month �_�c�
�v�†�æ���K�r�M>& January�
 February
�^�]>' ��

• >&�õ�–>' hh:mm �_�c�
�ì�I�†�ì6ë>& 24 �ì6ë�g�'>'�\�(
�[�æ���K�r�M��

• >&�õ�–>' offset �_�c�
�Ÿ�ì6ë�b6ë�
3ã�•�M�•�(�b�X�†�æ
���K�r�M���¹�Ç�›�Ý�º�Í�c  60 �[�M��

�«�¸�µ�É 3 end �–�¿�î�È�Ý  EXEC �Ô�î�»�_�`�~�r�M��

�«�¸�µ�É 4 show running-config 0¿���†&�1��K�r�M��

�«�¸�µ�É 5 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K
�r�M��
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���_�
�Ÿ�ì6ë�@  4 �v�b'¨�M�¥�Y�b  2 �ì�_���r�~�
 10 �v�b�q)
�¥�Y�b  2 �ì�_)
�ƒ�•�|�:�_�æ���M�•�[
�†&g�K�r�M��

Switch(config)# clock summer-time PDT recurring 1 Sunday April 2:00 last Sunday 
October 2:00 

�Ø�î�¨�b�ƒ�+�…�æ�b�Ÿ�ì6ë�@���‡$×�^�Ã�±�î�å�_�‘�ƒ�^�8>&���b�Ÿ�ì6ë�b�–�Ë�å�º�b�G&��^�¥�ì�†
0¿���M�•>'���œ�c�
�–�¿�î�È�Ý  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

clock summer-time �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�b�q�6�b4Š�(�[�c�Ÿ�ì6ë�b6ä���ì
�‡�†�
 2 $��u�b4Š�(�[�c)
�¢�ì�‡�†�æ���K�r�M���M�m�Z�b�ì�I�c�
#'�…�b�±�–�Ò  �°�î�å�†�ö =�_�K
�Z�8�r�M��6ä���ì6ë�c�† =�ì�†�ö =�_�K�Z�8�r�M��)
�¢�ì6ë�c�Ÿ�ì6ë�†�ö =�_�K�Z�8�r�M��6ä���v
�@)
�¢�v�|�~�6�\�b���œ�c�
�©�«�¸�Ò�[�c�!��#+�_�8�•�\�s�^�I�€�r�M��

�Ÿ�ì6ë�†�¹�•�­�î�È�Ý�_�M�•�_�c�
 no clock summer-time �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð
�å�»�†�Q#Ý�K�r�M��

���_�
�Ÿ�ì6ë�@  2000 �º  10 �v  12 �¥�b  2 �ì�_���r�~�
 2001 �º  4 �v  26 �¥�b  2 �ì�_)
�ƒ�•�|�:�_0¿���M
�•�[�†&g�K�r�M��

Switch(config)# clock summer-time pdt date 12 October 2000 2:00 26 April 2001 2:00

�¥�Ð�å�» % $×

�«�¸�µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�¸�µ�É 2 clock summer-time zone date [month date year
hh:mm month date year hh:mm [offset]]

�r�S�c

clock summer-time zone date [date month year
hh:mm date month year hh:mm [offset]]

�q�6�b�¥�Ü�[�Ÿ�ì6ë6ä���b�¥�Ü�†�
 2 $��u�b�¥�Ü�[)
�¢�b
�¥�Ü�†0¿���K�r�M��

�Ÿ�ì6ë�c�¹�Ç�›�Ý�º�[�¹�•�­�î�È�Ý�_0¿���I�€�Z�8�r�M��

• zone �_�c�
�Ÿ�ì6ë�@�‹/œ�I�€�Z�8�•�\�A�_/²&g�I�€�•
�±�–�Ò  �°�î�å�b�¡�S>&�S�\�<�d  PDT>'�†
°�Š�K�r�M��

• >&�õ�–>' week �_�c�
�v�b�14��u�?�†�æ���K�r�M>& 1 >|  5�

�r�S�c  last>'��

• >&�õ�–>' day �_�c�
�Y�¥�†�æ���K�r�M>& Sunday�
 Monday
�^�]>' ��

• >&�õ�–>' month �_�c�
�v�†�æ���K�r�M>& January�
 February
�^�]>' ��

• >&�õ�–>' hh:mm �_�c�
�ì�I�†�ì6ë>& 24 �ì6ë�g�'>'�\�(
�[�æ���K�r�M��

• >&�õ�–>' offset �_�c�
�Ÿ�ì6ë�b6ë�
3ã�•�M�•�(�b�X�†�æ
���K�r�M���¹�Ç�›�Ý�º�Í�c  60 �[�M��

�«�¸�µ�É 3 end �–�¿�î�È�Ý  EXEC �Ô�î�»�_�`�~�r�M��

�«�¸�µ�É 4 show running-config 0¿���†&�1��K�r�M��

�«�¸�µ�É 5 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K
�r�M��
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�©�«�¸�Ò�¡�>�|�g�É�ß�å�É�º�b0¿��
�«�–�µ�³�_�©�«�¸�Ò�¡�†0¿���K�Z"I���K�r�M���¹�Ç�›�Ý�º�[�c�
�©�«�¸�Ò�¡�>�|�g�É�ß�å�É�º�c
Switch �[�M��

�©�«�¸�Ò  �É�ß�å�É�º�†0¿���K�Z�8�^�8���œ�c�
�©�«�¸�Ò�¡�b�q�6�b  20 �e�Ð�†�©�«�¸�Ò  �É�ß�å�É�º
�\�K�Z�Q#Ý�K�r�M���±�^�~0°�•>& >>'�@�Ü�•�I�€�r�M���©�«�¸�Ò�¡�@�š�f�I�€�•�\�
�É�ß�å�É�º�c
�f�‚�I�€�r�M��

�G�G�[ �Q#Ý�M�• �¥�Ð�å�»�b �S�e�>� | �g �Q#Ý�‰�2�b0ò(ý �_�X�8�Z�c� 
 �� Cisco IOS Configuration
Fundamentals Command Reference�� Release 12.2 �>�|�g�� Cisco IOS IP Command Reference, Volume 2 of
3: Routing Protocols�� Release 12.2 �†�g!·�K�Z�C�T�I�8��

�G�G�[�c�
���b0¿���_���_�X�8�Z1��Â�K�r�M��

• �¹�Ç�›�Ý�º�b�©�«�¸�Ò�¡�>�|�g�É�ß�å�É�º�b0¿��>& p.6-16>'

• �©�«�¸�Ò�¡�b0¿��>& p.6-16>'

• DNS �b�+0[>& p.6-17>'

�¹�Ç�›�Ý�º�b�©�«�¸�Ò�¡�>�|�g�É�ß�å�É�º�b0¿��
�¹�Ç�›�Ý�º�b�«�–�µ�³�b�©�«�¸�Ò�¡�>�|�g�É�ß�å�É�º�c Switch�[�M��

�©�«�¸�Ò�¡�b0¿��
�m�·�[�©�«�¸�Ò�¡�†0¿���M�•�_�c�
�–�¿�î�È�Ý  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

�©�«�¸�Ò�¡�†0¿���M�•�\�
�©�«�¸�Ò  �É�ß�å�É�º�\�K�Z�v�Q#Ý�I�€�r�M��

�¹�Ç�›�Ý�º�b�Í�«�º�¡�_�`�M�_�c�
 no hostname �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q
#Ý�K�r�M��

�¥�Ð�å�» % $×

�«�¸�µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�¸�µ�É 2 hostname name �m�·�[�©�«�¸�Ò�¡�†0¿���K�r�M��

�¹�Ç�›�Ý�º0¿���c  switch �[�M��

�¡�S�c  ARPANET �Í�«�º�¡�b0d�N�_�‘�:�²0[�@�6�~�r�M��
�G�b0d�N�[�c�Í�«�º�¡�c�e�Ð�[���r�~�
�e�Ð�r�S�c�X�Ð�[
)
�ƒ�~�
�Q�b6ë�_�c�e�Ð�
�X�Ð�
�r�S�c�Á�–�Ç�å�K�?�Q#Ý
�[�A�r�O�‡���¡�S�_�c  63 �e�Ð�r�[�Q#Ý�[�A�r�M��

�«�¸�µ�É 3 end �–�¿�î�È�Ý  EXEC �Ô�î�»�_�`�~�r�M��

�«�¸�µ�É 4 show running-config 0¿���†&�1��K�r�M��

�«�¸�µ�É 5 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K
�r�M��
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DNS �b�+0[
Domain Name System>&DNS; �»�Ó�–�å  �¿�î�Ò  �©�«�¸�Ò>'�É�ß�º�¥�Ý�c�
�(�S�º�¹�î�±�Ë�î�«  DNS
�†�D�š�K�
�G�€�_�|�~�Í�«�º�¡�†  IP �”�»�Þ�«�_�Ð�µ�Æ�å�¢�[�A�r�M���«�–�µ�³�V�_  DNS �†0¿���M
�•�\�
 ping�
 telnet�
 connect �^�]�b�M�m�Z�b  IP �¥�Ð�å�»�x�
6õ4��M�•  Telnet �§�Ï�î�º�ï�8�ì�_�
 IP
�”�»�Þ�«�b�æ�ƒ�~�_�Í�«�º�¡�†�Q#Ý�[�A�r�M��

IP �_�|�W�Z��*O�I�€�•7u�™�º�b�è�¡�‰�'�[�c�
�¹�Â�–�«�†���d�r�S�c�»�Ó�–�å�["I���[�A�r�M���»
�Ó�–�å�¡�b�
�)�~�\�K�Z�c�
�Æ�Ü�œ�»>& .>'�†�Q#Ý�K�r�M���S�\�<�d�
�©�«�¥�©�«�¸�Ò�¬�c�
 IP �[
com �\�8�:�»�Ó�–�å�¡�_�(8®�I�€�•�_��)�)Ê�^�b�[�
�»�Ó�–�å�¡�c  cisco.com �\�^�~�r�M���G�b�»
�Ó�–�å
Æ�b"I���b�¹�Â�–�«�
�S�\�<�d  FTP>&�Ç�“�–�Ý3?3æ�É�ß�º�¥�Ý>'�©�«�¸�Ò�c�
 ftp.cisco.com
�[/²�I�€�r�M��

IP �[�c�»�Ó�–�å�¡�†�•�q�M�•�S�u�_�
�»�Ó�–�å  �¿�î�Ò  �§�î�Â�\�8�:�+�Õ�@��*O�I�€�Z�8�r�M���»
�Ó�–�å  �¿�î�Ò  �§�î�Â�b�z�m�c�
�¡�S�?�}  IP �”�»�Þ�«�l�b�Ð�µ�Æ�å�¢�†�Ÿ�Õ�µ�©�×>&�r�S�c�¹�î�±
�Ë�î�«>'�_�–�Ñ�M�•�G�\�[�M���»�Ó�–�å�¡�†  IP �”�»�Þ�«�_�Ð�µ�Æ�å�¢�M�•�_�c�
�r�N�
�Í�«�º�¡
�†�Â&g�K�
�¿�µ�º�á�î�¡�V�_�Ñ�~�M�•�¿�î�Ò  �§�î�Â�†�æ���K�
 DNS �†�–�¿�î�È�Ý�_�K�r�M��

�G�G�[�c�
���b0¿���_���_�X�8�Z1��Â�K�r�M��

• DNS �b�¹�Ç�›�Ý�º0¿��>& p.6-17>'

• DNS �b0¿��>& p.6-17>'

• DNS �b0¿���b/²&g>& p.6-18>'

DNS �b�¹�Ç�›�Ý�º0¿��

/² 6-2 �_�
 DNS �b�¹�Ç�›�Ý�º0¿���†&g�K�r�M��

DNS �b0¿��

DNS �†�Q#Ý�M�•�|�:�_�«�–�µ�³�†0¿���M�•�_�c�
�–�¿�î�È�Ý  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r
�M��

/² 6-2 DNS �b�¹�Ç�›�Ý�º0¿��

�µ+� �¹�Ç�›�Ý�º0¿��

DNS �–�¿�î�È�Ý  �«�¸�î�º �–�¿�î�È�Ý

DNS �¹�Ç�›�Ý�º  �»�Ó�–�å�¡ �•0¿��

DNS �§�î�Â �¿�î�Ò  �§�î�Â�b�”�»�Þ�«�@�•0¿��
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�«�–�µ�³�b  IP �”�»�Þ�«�†�Q�b�Í�«�º�¡�\�K�Z�Q#Ý�M�•���œ�c�
 IP �”�»�Þ�«�@�Q#Ý�I�€�
 DNS �¡�š
�Ü�î�c$Î#Õ�K�r�O�‡���Æ�Ü�œ�»>& .>'�^�K�[�Í�«�º�¡�†0¿���M�•�\�
�Æ�Ü�œ�»�\�
�Q�€�_)F�C�¹�Ç�›
�Ý�º�b�»�Ó�–�å�¡�@�Í�«�º�¡�_3ã�•�I�€�
�Q�b�6�\�[  DNS �¡�š�Ü�î�@/œ�ƒ�€�
�¡�S�†  IP �”�»�Þ�«
�_�Ð�µ�Æ�å�¢�K�r�M���¹�Ç�›�Ý�º�b�»�Ó�–�å�¡�c�
 ip domain-name �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å  �¥�Ð�å�»�_�|�W�Z0¿���I�€�•�Í�[�M���Í�«�º�¡�_�Æ�Ü�œ�»>& .>'�@�6�•���œ�c�
 Cisco IOS �¯
�Ç�º�˜�™�”�c�
�Í�«�º�¡�_�¹�Ç�›�Ý�º�b�»�Ó�–�å�¡�†3ã�•�O�N�_  IP �”�»�Þ�«�†�è(ô�K�r�M��

�»�Ó�–�å�¡�†�P7V�M�•�_�c�
 no ip domain-name name �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å
�»�†�Q#Ý�K�r�M���¿�î�Ò�§�î�Â�b�”�»�Þ�«�†�P7V�M�•�_�c�
 no ip name-server server-address �¢�ß�î
�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M���«�–�µ�³�V�b  DNS �†�¹�•�­�î�È�Ý�_�M�•�_
�c�
 no ip domain-lookup �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

DNS �b0¿���b/²&g

DNS 0¿���_���†/²&g�M�•�_�c�
 show running-config �–�¿�î�È�Ý  EXEC �¥�Ð�å�»�†�Q#Ý�K�r�M��

�¥�Ð�å�» % $×

�«�¸�µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�¸�µ�É 2 ip domain-name name �•�Ÿ8í�b�Í�«�º�¡>&�»�µ�º�Ü�A  10 4
/²0°�»�Ó�–�å�¡�b�^�8�¡�S>'
�†�ö�B�I�O�•�S�u�_�¯�Ç�º�˜�™�”�@�Q#Ý�M�•�
�¹�Ç�›�Ý�º�b�»�Ó
�–�å�¡�†��*O�K�r�M��

�»�Ó�–�å�¡�†�•�Ÿ8í�b�¡�S�?�}�
�)�•�S�u�_�Q#Ý�I�€�•�q�6�b�Æ
�Ü�œ�»�c
°�€�^�8�[�C�T�I�8��

2s�·�ì�_�c�»�Ó�–�å�¡�c0¿���I�€�Z�8�r�O�‡�@�
 BOOTP �r�S�c
Dynamic Host Configuration Protocol>&DHCP>'�§�î�Â�?�}�«�–�µ�³
�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�v�“�K�Z�8�•���œ�c�
 BOOTP �r�S�c
DHCP �§�î�Â�_�|�W�Z�¹�Ç�›�Ý�º�b�»�Ó�–�å�¡�@0¿���I�€�•�G�\
�@�6�~�r�M>&�§�î�Â�_�G�b�_���@0¿���I�€�Z�8�•���œ>' ��

�«�¸�µ�É 3 ip name-server server-address1 
[server-address2 ... server-address6]

1 �X�r�S�c0
�X�b�¿�î�Ò  �§�î�Â�b�”�»�Þ�«�†�æ���K�Z�
�¡�S�>�|
�g�”�»�Þ�«�b0Ž�ô�_�Q#Ý�K�r�M��

�q�±  6 �X�b�¿�î�Ò  �§�î�Â�†�æ���[�A�r�M�� �›�§�î�Â  �”�»�Þ�«�c�«
�Ì�î�«�[�
�)�~�r�M���q�6�_�æ���I�€�S�§�î�Â�@�
�É�Û�–�Ð�Ü
�§�î�Â�[�M���«�–�µ�³�c�
�q�6�_�É�Û�–�Ð�Ü  �§�î�Â�_  DNS �¡�š
�Ü�î�†3æ�™�K�r�M���Q�b�¡�š�Ü�î�@�»�K�K�S���œ�c�
�Â�µ�¡�”�µ
�É �§�î�Â�_�¡�š�Ü�î�@3æ�™�I�€�r�M��

�«�¸�µ�É 4 ip domain-lookup >&�õ�–>'�«�–�µ�³�V�[�
 DNS �Ë�î�«�b�Í�«�º�¡�b�”�»�Þ�«�l�b�š
�n�†�–�¿�î�È�Ý�_�K�r�M���G�b�µ+��c�
�¹�Ç�›�Ý�º�[�–�¿�î�È�Ý
�_0¿���I�€�Z�8�r�M��

�Ø�î�¨�b�¿�µ�º�á�î�¡�¹�Â�–�«�@�
�¡�S�b�m�~�\�Z�†�D�š�[�A�^
�8�¿�µ�º�á�î�¡
Æ�b�¹�Â�–�«�\�K)F�M�•�²0[�@�6�•���œ�
�¢�ß�î
�Â�Ý�^�–�å�±�î�¿�µ�º�b�¿�î�Ñ�å�¢�‰�' >&DNS>'�†�Q#Ý�K�Z�
 �Ø�î
�¨�b�¹�Â�–�«�†�M�–�_1‘�9�M�•�¹�Â�–�«�¡�†�·$×�_�m�~�\�Z�•�G
�\�@�[�A�r�M��

�«�¸�µ�É 5 end �–�¿�î�È�Ý  EXEC �Ô�î�»�_�`�~�r�M��

�«�¸�µ�É 6 show running-config 0¿���†&�1��K�r�M��

�«�¸�µ�É 7 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��
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�Â�¼�î�b�8�B
Message-of-The-Day>&MoTD>'�Â�¼�î�>�|�g�ß�¢�–�å  �Â�¼�î�†�8�B�[�A�r�M�� MoTD �Â�¼�î�c�ß�¢
�–�å�ì�_�K)F�K�Z�8�•�M�m�Z�b'ƒ�Ž�[/²&g�I�€�
�M�m�Z�b�¿�µ�º�á�î�¡  �Ø�î�¨�_�s8j�b�6�•�Ó�µ
�­�î�ª>&�©�«�¸�Ò�b�©�Õ�µ�º�²�˜�å�£�Ì�^�]>'�†3æ�™�M�•�b�_�}�<�[�M��

�ß�¢�–�å  �Â�¼�î�v�
�K)F�K�Z�8�•�M�m�Z�b'ƒ�Ž�[/²&g�I�€�r�M��/²&g�I�€�•�b�c�
 MoTD �Â�¼�î�b
�6�\�[�
�ß�¢�–�å  �É�ß�å�É�º�@/²&g�I�€�•�S�[�M��

>&�@>' �G�G�[�Q#Ý�M�•�¥�Ð�å�»�b�S�e�>�|�g�Q#Ý�‰�2�b0ò(ý�_�X�8�Z�c�
 �� Cisco IOS Configuration 
Fundamentals Command Reference�� Release 12.2 �†�g!·�K�Z�C�T�I�8��

�G�G�[�c�
���b0¿���_���_�X�8�Z1��Â�K�r�M��

• �Â�¼�î�b�¹�Ç�›�Ý�º0¿��>& p.6-19>'

• MoTD �ß�¢�–�å  �Â�¼�î�b0¿��>& p.6-19>'

• �ß�¢�–�å  �Â�¼�î�b0¿��>& p.6-20>'

�Â�¼�î�b�¹�Ç�›�Ý�º0¿��
MoTD �>�|�g�ß�¢�–�å  �Â�¼�î�c0¿���I�€�r�O�‡��

MoTD �ß�¢�–�å  �Â�¼�î�b0¿��
�Ø�î�¨�@�«�–�µ�³�_�ß�¢�–�å�K�S�\�A�_�
#ì8��_/²&g�I�€�•  1 /œ�r�S�c0
�X/œ�b�Ó�µ�­�î�ª�Â�¼�î
�†�8�B�[�A�r�M��

MoTD �ß�¢�–�å  �Â�¼�î�†0¿���M�•�_�c�
�–�¿�î�È�Ý  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

MoTD �Â�¼�î�†�P7V�M�•�_�c�
 no banner motd �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q
#Ý�K�r�M��

�¥�Ð�å�» % $×

�«�¸�µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�¸�µ�É 2 banner motd c message c MoTD �Â�¼�î�†�æ���K�r�M��

c �_�c�
�õ�–�b�
�)�~�e�Ð�
�S�\�<�d�Ï�å�»0°�•>& #>'�†
°
�Š�K�Z�
 Return �Ÿ�î�†�²�K�r�M���
�)�~�e�Ð�c�Â�¼�î  �¸�Ÿ
�«�º�b���r�~�\)
�ƒ�~�†/²�K�r�M��)
�ƒ�~�b�
�)�~�e�Ð�b
�‹�•�b�e�Ð�c�ë� �I�€�r�M��

message �_�c�
 255 �e�Ð�r�[�b�Â�¼�î  �Ó�µ�­�î�ª�†
°�Š�K
�r�M���Ó�µ�­�î�ª
Æ�_�c�
�)�~�e�Ð�†�Q#Ý�[�A�r�O�‡��

�«�¸�µ�É 3 end �–�¿�î�È�Ý  EXEC �Ô�î�»�_�`�~�r�M��

�«�¸�µ�É 4 show running-config 0¿���†&�1��K�r�M��

�«�¸�µ�É 5 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K
�r�M��
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���_�
�Ï�å�»0°�•>& #>'�†6ä���>�|�g)
�¢�b�
�)�~�e�Ð�\�K�Z�Q#Ý�K�
�«�–�µ�³�b  MoTD �Â�¼�î�†
0¿���M�•�[�†&g�K�r�M��

Switch(config)# banner motd #
This is a secure site. Only authorized users are allowed.
For access, contact technical support.
#
Switch(config)#

���_�
�S�b0¿���_�|�~/²&g�I�€�S�Â�¼�î�b�[�†&g�K�r�M��

Unix> telnet 172.2.5.4
Trying 172.2.5.4...
Connected to 172.2.5.4.
Escape character is '^]'.

This is a secure site. Only authorized users are allowed.
For access, contact technical support.

User Access Verification

Password:

�ß�¢�–�å  �Â�¼�î�b0¿��
�K)F�I�€�S�M�m�Z�b'ƒ�Ž�[�ß�¢�–�å  �Â�¼�î�@/²&g�I�€�•�|�:�_0¿���[�A�r�M�� �Â�¼�î�@/²&g�I�€�•
�b�c�
 MoTD �Â�¼�î�b�6�\�[�
�ß�¢�–�å  �É�ß�å�É�º�@/²&g�I�€�•�S�[�M��

�ß�¢�–�å  �Â�¼�î�†0¿���M�•�_�c�
�–�¿�î�È�Ý  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

�ß�¢�–�å  �Â�¼�î�†�P7V�M�•�_�c�
 no banner login �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†
�Q#Ý�K�r�M��

���_�
�»�Ý0°�•>& $>'�†6ä���>�|�g)
�¢�b�
�)�~�e�Ð�\�K�Z�Q#Ý�K�
�«�–�µ�³�b�ß�¢�–�å  �Â�¼�î�†
0¿���M�•�[�†&g�K�r�M��

Switch(config)# banner login $
Access for authorized users only. Please enter your username and password.
$
Switch(config)#

�¥�Ð�å�» % $×

�«�¸�µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�¸�µ�É 2 banner login c message c �ß�¢�–�å  �Ó�µ�­�î�ª�†�æ���K�r�M��

c �_�c�
�õ�–�b�
�)�~�e�Ð�
�S�\�<�d�Ï�å�»0°�•>& #>'�†
°
�Š�K�Z�
 Return �Ÿ�î�†�²�K�r�M���
�)�~�e�Ð�c�Â�¼�î  �¸�Ÿ
�«�º�b���r�~�\)
�ƒ�~�†/²�K�r�M��)
�ƒ�~�b�
�)�~�e�Ð�b
�‹�•�b�e�Ð�c�ë� �I�€�r�M��

message �_�c�
 255 �e�Ð�r�[�b�ß�¢�–�å  �Ó�µ�­�î�ª�†
°�Š
�K�r�M���Ó�µ�­�î�ª
Æ�_�c�
�)�~�e�Ð�†�Q#Ý�[�A�r�O�‡��

�«�¸�µ�É 3 end �–�¿�î�È�Ý  EXEC �Ô�î�»�_�`�~�r�M��

�«�¸�µ�É 4 show running-config 0¿���†&�1��K�r�M��

�«�¸�µ�É 5 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K
�r�M��
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MAC �”�»�Þ�«  �¸�î�È�Ý�b'ö#.
MAC>&�Ó�¹�•�”  �”�¡�­�«�D�š>'�”�»�Þ�«  �¸�î�È�Ý�_�c�
�«�–�µ�³�@�Ï�î�º6ë�b�º�Û�Ç�•�µ�¡3?3æ
�_�Q#Ý�M�•�”�»�Þ�«�_���@�µ�r�€�Z�8�r�M���G�b�”�»�Þ�«  �¸�î�È�Ý�_$Ï6��I�€�S�M�m�Z�b  MAC �”
�»�Þ�«�c�
 1 �X�r�S�c0
�X�b�Ï�î�º�_�P�Â�K�Z�8�r�M���”�»�Þ�«  �¸�î�È�Ý�_�µ�r�€�•�”�»�Þ�«  �±�–
�É�_�c�
���b�v�b�@�6�~�r�M��

• �²�–�¼�Ñ�µ�¡  �”�»�Þ�«  �Š �«�–�µ�³�@�Û*f�K�
�Q#Ý�I�€�^�C�^�W�S�ì!l�[�‡7H�)�€�\�^�•3æ�™

–  MAC �”�»�Þ�«

• �«�±�¸�•�µ�¡  �”�»�Þ�«  �Š �m�·�[
°�Š�I�€�
�‡7H�)�€�_�^�}�N�
�«�–�µ�³�b�Ü�­�µ�º�ì�_�v�˜
�d�I�€�^�8�Ø�½�Ÿ�Õ�«�º�r�S�c�Ð�Ý�³�Ÿ�Õ�«�º  �”�»�Þ�«

�”�»�Þ�«  �¸�î�È�Ý�c�
��
›  MAC �”�»�Þ�«�
�P�Â�M�•  VLAN >&�ì�•  LAN>' ID�
�”�»�Þ�«�_�P�Â�Ü
�E�}�€�S�Ï�î�º$��•�
�>�|�g�±�–�É>&�«�±�¸�•�µ�¡�r�S�c�²�–�¼�Ñ�µ�¡>'�b�Ü�«�º�[�M��

>&�@>' �G�G�[�Q#Ý�M�•�¥�Ð�å�»�b�S�e�>�|�g�Q#Ý�‰�2�b0ò(ý�_�X�8�Z�c�
 �G�b�Ü�Ü�î�«�_�P�Â�M�•�¥�Ð�å
�»  �Ü�Ç�“�Þ�å�«�†�g!·�K�Z�C�T�I�8��

�G�G�[�c�
���b0¿���_���_�X�8�Z1��Â�K�r�M��

• �”�»�Þ�«  �¸�î�È�Ý�b�8�B>& p.6-21>'

• MAC �”�»�Þ�«�>�|�g  VLAN >&p.6-22>'

• MAC �”�»�Þ�«  �¸�î�È�Ý�b�¹�Ç�›�Ý�º0¿��>& p.6-22>'

• �”�»�Þ�«  �š�î�ª�å�¢  �±�–�Ò�b�š�f>& p.6-22>'

• �²�–�¼�Ñ�µ�¡  �”�»�Þ�«  �š�å�º�Ü�b�P7V>& p.6-23>'

• MAC �”�»�Þ�«3û%±�º�Û�µ�É�b0¿��>& p.6-23>'

• �«�±�¸�•�µ�¡  �”�»�Þ�«  �š�å�º�Ü�b3ã�•�>�|�g�P7V>& p.6-25>'

• �Ø�½�Ÿ�Õ�«�º  MAC �”�»�Þ�«  �Ç�•�Ý�±�Ü�å�¢�b0¿��>& p.6-26>'

• �”�»�Þ�«  �¸�î�È�Ý  �š�å�º�Ü�b/²&g>& p.6-27>'

�”�»�Þ�«  �¸�î�È�Ý�b�8�B
�M�m�Z�b�Ï�î�º�[�§�Ï�î�º�I�€�•0
�X�b  MAC �”�»�Þ�«�_�|�W�Z�
�«�–�µ�³�b�õ�–�b�Ï�î�º�†�›
�á�î�¡�«�¸�î�©�Ù�å�
�Ü�Æ�î�±�
�«�–�µ�³�
�Ý�î�±�
�6�•�8�c�Q�b�Ú�b�¿�µ�º�á�î�¡�¹�Â�–�«�_�K
)F�[�A�r�M���›�Ï�î�º�[�w�™�M�•�Ã�£�µ�º�b3æ�™
–�”�»�Þ�«�†�v�“�K�
�”�»�Þ�«  �¸�î�È�Ý�_�”�»�Þ
�«�\�Q�b�P�Â�M�•�Ï�î�º$��•�†3ã�•�M�•�G�\�_�|�W�Z�
�«�–�µ�³�c�·$×�^�”�»�Þ�«�æ���†/œ�8�r
�M���¿�µ�º�á�î�¡�[�«�¸�î�©�Ù�å�b�Q0¿�r�S�c�v�~�¥�K�@/œ�ƒ�€�•�\�
�«�–�µ�³�c�”�»�Þ�«  �¸�î�È
�Ý�†�f�‚�K�
�‚�K�8�²�–�¼�Ñ�µ�¡  �”�»�Þ�«�†3ã�•�K�
�Q#Ý�I�€�Z�8�^�8�”�»�Þ�«�c�‡7H�)�€�_�K�r
�M��

�w� �‡6ë�c�
�¢�ß�î�Â�Ý�_0¿���I�€�r�M���S�T�K�
�«�–�µ�³�c  VLAN �H�\�_�”�»�Þ�«  �¸�î�È�Ý�†
)T�â�K�
 STP>&�«�Ã�½�å�¢�¶�Ü�î  �É�ß�º�¥�Ý>'�_�|�W�Z  VLAN �"�)�[�w� �‡6ë�†%·)°�[�A�r�M��

�«�–�µ�³�c�
�w�™�K�S�Ã�£�µ�º�b��
›�”�»�Þ�«�_�ö�Y�8�Z�
�õ�–�b)��s�œ�ƒ�O�b�Ï�î�º6ë�[�Ã�£�µ
�º�†3æ�™�K�r�M�� MAC �”�»�Þ�«  �¸�î�È�Ý�†�Q#Ý�M�•�G�\�_�|�W�Z�
�«�–�µ�³�c�
��
›�”�»�Þ�«�_
�P�Â�Ü�E�}�€�S�Ï�î�º>&0
�X�•>'�_7H���K�Z�Ã�£�µ�º�†3?3æ�K�r�M����
›�”�»�Þ�«�@�Ã�£�µ�º�†3æ
�™�K�S�Ï�î�º�V�_�6�•���œ�c�
�Ã�£�µ�º�c�Ç�•�Ý�±�Ü�å�¢��#.�I�€�
3?3æ�I�€�r�O�‡���«�–�µ�³�c�

�–�_�«�º�”  �”�å�»  �Ç�›�á�î�»�‰�'�†�Q#Ý�K�r�M���G�b�S�u�
�ö
²�^�Ã�£�µ�º�†�8�W�S�‡�–�Ñ�K�Z
�š�Û�î�@�^�8�?�è���K�Z�?�}��3æ�K�r�M��
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MAC �”�»�Þ�«�>�|�g  VLAN
�”�»�Þ�«�c�M�m�Z�
 VLAN �\�P�Â�Ü�E�}�€�r�M�� 1 �X�b�”�»�Þ�«�†0
�X�b  VLAN �_�P�Â�Ü�E�
�Q�€
�R�€�[$��^�•��
›�†0¿���[�A�r�M���S�\�<�d�
�Ø�½�Ÿ�Õ�«�º  �”�»�Þ�«�†  VLAN 1 �b�Ï�î�º  1 �>�|�g
VLAN 5 �b�Ï�î�º  9�
 10�
 1 �_3?3æ�M�•�\�8�W�S�G�\�@�•+��[�M��

VLAN �H�\�_�
"‚+¬�b1=#.�”�»�Þ�«  �¸�î�È�Ý�@)T�â�I�€�r�M���6�•  VLAN �[1�1‘�I�€�Z�8�•�”�»
�Þ�«�@�9�b  VLAN �[1�1‘�I�€�•�_�c�
�9�b  VLAN 
Æ�b�Ï�î�º�_�|�W�Z�Û*f�I�€�•�?�
�r�S�c�9�b
VLAN 
Æ�b�Ï�î�º�_�«�±�¸�•�µ�¡�_�P�Â�Ü�E�}�€�•�²0[�@�6�~�r�M��

�É�Û�–�Ë�î�º  VLAN �@0¿���I�€�Z�8�•���œ�
�”�»�Þ�«�Û*f�c���b�|�:�_  MAC �”�»�Þ�«�b�±�–�É�_
�e�‘�I�€�r�M��

• �É�Û�–�Ë�î�º  LAN �V�_�6�•  1 �X�b  VLAN �[�Û*f�I�€�S�²�–�¼�Ñ�µ�¡  MAC �”�»�Þ�«�c�
6õ4�
VLAN �_0
0��I�€�r�M�� �S�\�<�d�
 �É�Û�–�Ë�î�º  VLAN �b�­�•�å�²�Ü  VLAN �[�Û*f�I�€�S  MAC
�”�»�Þ�«�c�É�Û�–�Ð�Ü  VLAN �_0
0��I�€�r�M��

• �É�Û�–�Ð�Ü�r�S�c�­�•�å�²�Ü  VLAN �_0¿���I�€�S�«�±�¸�•�µ�¡  MAC �”�»�Þ�«�c6õ4�  VLAN �_
�c0
0��I�€�r�O�‡�� �É�Û�–�Ë�î�º  VLAN �b�É�Û�–�Ð�Ü�r�S�c�­�•�å�²�Ü  VLAN 
Æ�_�«�±�¸�•�µ
�¡  MAC �”�»�Þ�«�†0¿���K�S���œ�
� �L�«�±�¸�•�µ�¡  MAC �”�»�Þ�«�†�M�m�Z�b6õ4�  VLAN �_
0¿���M�•�²0[�@�6�~�r�M��

�É�Û�–�Ë�î�º  VLAN �b0ò(ý�_�X�8�Z�c�
 '¨ 14 'v���É�Û�–�Ë�î�º  VLAN �b0¿���� �†�g!·�K�Z�C�T�I�8��

MAC �”�»�Þ�«  �¸�î�È�Ý�b�¹�Ç�›�Ý�º0¿��
/² 6-3 �_�
 MAC �”�»�Þ�«  �¸�î�È�Ý�b�¹�Ç�›�Ý�º0¿���†&g�K�r�M��

�”�»�Þ�«  �š�î�ª�å�¢  �±�–�Ò�b�š�f
�²�–�¼�Ñ�µ�¡  �”�»�Þ�«�c�
�«�–�µ�³�@�Û*f�K�
�Q#Ý�I�€�^�C�^�•�\�‡7H�)�€�_�^�•3æ�™
–  MAC �”
�»�Þ�«�[�M���M�m�Z�b  VLAN �r�S�c�æ���I�€�S  VLAN �_�P�K�Z�
�š�î�ª�å�¢  �±�–�Ò�b0¿���†�š�f
�[�A�r�M��

�š�î�ª�å�¢  �±�–�Ò�†%·�C0¿���K�M�B�•�\�
 �”�»�Þ�«�@�q#Ý�I�€�^�8�r�r�¸�î�È�Ý�?�}�P7V�I�€�•�•
+��ö�@�6�~�r�M���Q�b���œ�
�«�–�µ�³�c��
›�@�Y�Â�b�Ã�£�µ�º�†�w�™�M�•�\�
�w�™�Ï�î�º�\� �L
VLAN 
Æ�b�M�m�Z�b�Ï�î�º�_�
�Q�b�Ã�£�µ�º�†�Ç�Û�µ�¹�•�å�¢�I�O�r�M���G�b�Y�²0[�^�Ç�Û�µ�¹�•
�å�¢�_�|�W�Z�
�Ã�Ç�›�î�Ð�å�«�_�O�s8j�†�l�p�M�•+��ö�@�6�~�r�M���r�S�
�š�î�ª�å�¢  �±�–�Ò�†6×
�C0¿���K�M�B�•�\�
�”�»�Þ�«  �¸�î�È�Ý�@�•�Q#Ý�b�”�»�Þ�«�[�8�W�e�8�_�^�~�
�G�€�_�|�W�Z�‚�K�8
�”�»�Þ�«�†�Û*f�[�A�^�C�^�~�r�M���G�b)��Ý�Ç�Û�µ�¹�•�å�¢�\�^�~�
�«�–�µ�³�b�Ã�Ç�›�î�Ð�å�«�_
�O�s8j�†�l�p�M�•+��ö�@�6�~�r�M��

�²�–�¼�Ñ�µ�¡  �”�»�Þ�«  �¸�î�È�Ý�b�š�î�ª�å�¢  �±�–�Ò�†0¿���M�•�_�c�
�–�¿�î�È�Ý  EXEC �Ô�î�»�[
���b�m8p�†��/œ�K�r�M��

/² 6-3 MAC �”�»�Þ�«  �¸�î�È�Ý�b�¹�Ç�›�Ý�º0¿��

�µ+� �¹�Ç�›�Ý�º0¿��

�š�î�ª�å�¢  �±�–�Ò 300 &Ê

�²�–�¼�Ñ�µ�¡  �”�»�Þ�« +¬�·�Û*f

�«�±�¸�•�µ�¡  �”�»�Þ�« �•0¿��
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�¹�Ç�›�Ý�º�Í�_�`�M�_�c�
 no mac address-table aging-time �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥
�Ð�å�»�†�Q#Ý�K�r�M��

�²�–�¼�Ñ�µ�¡  �”�»�Þ�«  �š�å�º�Ü�b�P7V
�²�–�¼�Ñ�µ�¡  �š�å�º�Ü�†�M�m�Z�P7V�M�•�_�c�
�–�¿�î�È�Ý  EXEC �Ô�î�»�[  clear mac address-table
dynamic �¥�Ð�å�»�†�Q#Ý�K�r�M��"I���b  MAC �”�»�Þ�«>& clear mac address-table dynamic address
mac-address>'�
�æ���I�€�S"@#.�Ï�î�º�r�S�c�Ï�î�º�³�Õ�¿�Ý�V�b�M�m�Z�b�”�»�Þ�«>& clear mac
address-table dynamic interface interface-id>'�
 �r�S�c�æ���I�€�S  VLAN �V�b�M�m�Z�b�”�»�Þ�« >&clear
mac address-table dynamic vlan vlan-id>'�b�P7V�v�[�A�r�M��

�²�–�¼�Ñ�µ�¡  �š�å�º�Ü�@�P7V�I�€�S�G�\�†&�1��M�•�_�c�
 show mac address-table dynamic �–�¿�î
�È�Ý  EXEC �¥�Ð�å�»�†�Q#Ý�K�r�M��

MAC �”�»�Þ�«3û%±�º�Û�µ�É�b0¿��
MAC �”�»�Þ�«3û%±�c�
�«�–�µ�³�_  MAC �”�»�Þ�«  �”�¡�¸�•�Å�¸�•�†�–�Ñ�M�•�G�\�[�¿�µ�º�á�î�¡
�V�b�Ø�î�¨�†3ã2§�[�A�r�M���«�–�µ�³�@  MAC �”�»�Þ�«�†�Û*f�r�S�c�P7V�M�•�\�–�_�
 SNMP>&(F
�Æ�¿�µ�º�á�î�¡'ö#.�É�ß�º�¥�Ý>'3û%±�†#Õ�B�K�Z  Network Management System>&NMS; �¿�µ�º�á�î�¡
'ö#.�©�«�¸�Ò>'�_3æ�™�I�O�•�G�\�@�[�A�r�M���¿�µ�º�á�î�¡�?�}�¨�X�b�Ø�î�¨�b��
°�~�@�6�•���œ
�c�
�º�Û�µ�É  �–�å�±�î�Â�Ý  �±�–�Ò�†0¿���K�Z3û%±�º�Û�µ�É�†)��s3¸�s�
�¿�µ�º�á�î�¡  �º�Û�Ç�•�µ
�¡�†�P�ö�[�A�r�M�� MAC 3û%±�š�T�¸�î�È�Ý�c�
�º�Û�µ�É�@�–�¿�î�È�Ý�_0¿���I�€�S�Á�î�»�˜�™�”
�b�Ï�î�º�H�\�b  MAC �”�»�Þ�«  �”�¡�¸�•�Å�¸�•�†�–�Ñ�K�r�M�� MAC �”�»�Þ�«3û%±�c�
 �·$×�[�­�Ÿ�×
�”�^  MAC �”�»�Þ�«�_�X�8�Z#Õ�B�I�€�r�M��+¬�k�”�»�Þ�«�
�Ð�Ý�³�Ÿ�Õ�«�º  �”�»�Þ�«�
�r�S�c�Q�b
�Ú�b�«�±�¸�•�µ�¡  �”�»�Þ�«�_�X�8�Z�c�
�–�Ë�å�º�c#Õ�B�I�€�r�O�‡��

NMS �Í�«�º�_  MAC �”�»�Þ�«3û%±�º�Û�µ�É�†3æ�™�M�•�|�:�_�«�–�µ�³�†0¿���M�•�_�c�
 �–�¿�î�È�Ý
EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

�¥�Ð�å�» % $×

�«�¸�µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�¸�µ�É 2 mac address-table aging-time [0 | 10-1000000]
[vlan vlan-id]

�²�–�¼�Ñ�µ�¡  �š�å�º�Ü�@�Q#Ý�r�S�c�f�‚�I�€�S�6�\�
 MAC
�”�»�Þ�«  �¸�î�È�Ý
Æ�_�–�â�I�€�•�ì6ë�†0¿���K�r�M��

�æ���[�A�•(
�V�c  10 >|  1000000 &Ê�[�M���¹�Ç�›�Ý�º�c  300
&Ê�[�M�� 0 �†
°�Š�K�Z�‡7H�)�€�†�¹�•�­�î�È�Ý�_�M�•�G�\
�v�[�A�r�M���«�±�¸�•�µ�¡  �”�»�Þ�«�c�
�‡7H�)�€�_�^�•�G
�\�v�¸�î�È�Ý�?�}�P7V�I�€�•�G�\�v�6�~�r�O�‡��

vlan-id �b�w� (
�V�c�
 1 >|  4094 �[�M��

�«�¸�µ�É 3 end �–�¿�î�È�Ý  EXEC �Ô�î�»�_�`�~�r�M��

�«�¸�µ�É 4 show mac address-table aging-time 0¿���†&�1��K�r�M��

�«�¸�µ�É 5 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K
�r�M��
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�¥�Ð�å�» % $×

�«�¸�µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�¸�µ�É 2 snmp-server host host-addr { traps | informs} 
{ version {1 | 2c | 3}} community-string 
notification-type

�º�Û�µ�É  �Ó�µ�­�î�ª�b�w�™
��†�æ���K�r�M��

• host-addr �_�c�
 NMS �b�¡�S�r�S�c  IP �”�»�Þ�«�†�æ��
�K�r�M��

• SNMP �º�Û�µ�É�†�Í�«�º�_3æ�™�M�•�_�c�
 traps>&�¹�Ç�›
�Ý�º>'�†�æ���K�r�M�� SNMP �_���†�Í�«�º�_3æ�™�M�•
�_�c�
 informs �†�æ���K�r�M��

• �§�Ï�î�º�M�•  SNMP �Â�î�ª�Ù�å�†�æ���K�r�M�� informs
�_�c�Â�î�ª�Ù�å  1>&�¹�Ç�›�Ý�º>'�†�Q#Ý�[�A�r�O�‡��

• community-string �_�c�
3û%±�·�8�ì�_3æ�™�M�•�«�º�Ü�å
�¢�†�æ���K�r�M�� snmp-server host �¥�Ð�å�»�†�Q#Ý�K�Z
�G�b�«�º�Ü�å�¢�†0¿���[�A�r�M�@�
�G�b�«�º�Ü�å�¢�†
��*O�M�•�_�c�
 snmp-server community �¥�Ð�å�»�†�Q#Ý
�K�
���_ snmp-server host �¥�Ð�å�»�†�Q#Ý�M�•�G�\�†
�N�á�K�r�M��

• notification-type �_�c�
 mac-notification �Ÿ�î�á�î�»�†�Q
#Ý�K�r�M��

�«�¸�µ�É 3 snmp-server enable traps mac-notification �«�–�µ�³�@  MAC �”�»�Þ�«  �º�Û�µ�É�†  NMS �_3æ�™�[�A�•
�|�:�_�K�r�M��

�«�¸�µ�É 4 mac address-table notification MAC �”�»�Þ�«3û%±�µ+��†�–�¿�î�È�Ý�_�K�r�M��

�«�¸�µ�É 5 mac address-table notification [interval  value] | 
[history-size value]

�º�Û�µ�É  �–�å�±�î�Â�Ý  �±�–�Ò�\�š�T�¸�î�È�Ý�b�§�–�¬�†

°�Š�K�r�M��

• >&�õ�–>' interval  value �_�c�
 NMS �_�P�K�Z#Õ�B�I�€�•
�›�º�Û�µ�É  �­�µ�º6ë�b3û%±�º�Û�µ�É  �–�å�±�î�Â�Ý�†
&Ê�"�)�[�æ���K�r�M���æ���[�A�•(
�V�c  0 >|  
2147483647 &Ê�[�M���¹�Ç�›�Ý�º�c  1 &Ê�[�M��

• >&�õ�–>' history-size value �_�c�
 MAC 3û%±�š�T�¸�î�È�Ý
�b�q�±�š�å�º�Ü�X�†�æ���K�r�M���æ���[�A�•(
�V�c  0
>|  500 �[�M���¹�Ç�›�Ý�º�c  1 �[�M��

�«�¸�µ�É 6 interface interface-id �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä��
�K�
 SNMP MAC �”�»�Þ�«3û%±�º�Û�µ�É�†�–�¿�î�È�Ý�_�M�•
�Þ�–�Ö  2 �–�å�±�î�Ç�™�–�«�†�æ���K�r�M��

�«�¸�µ�É 7 snmp trap mac-notification { added | removed} MAC �”�»�Þ�«3û%±�º�Û�µ�É�†�–�¿�î�È�Ý�_�K�r�M��

• added �†�æ���M�•�\�
 �G�b�–�å�±�î�Ç�™�–�«�_  MAC �”
�»�Þ�«�@3ã�•�I�€�S���œ�_�c�–�_�
 MAC �”�»�Þ�«3û%±
�º�Û�µ�É�†�–�¿�î�È�Ý�_�K�r�M��

• removed �†�æ���M�•�\�
�G�b�–�å�±�î�Ç�™�–�«�?�}
MAC �”�»�Þ�«�@�P7V�I�€�S���œ�_�c�–�_�
 MAC �”�»
�Þ�«3û%±�º�Û�µ�É�†�–�¿�î�È�Ý�_�K�r�M��

�«�¸�µ�É 8 end �–�¿�î�È�Ý  EXEC �Ô�î�»�_�`�~�r�M��

�«�¸�µ�É 9 show mac address-table notification interface

show running-config

0¿���†&�1��K�r�M��

�«�¸�µ�É 10 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K
�r�M��
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�«�–�µ�³�_�|�•  MAC �”�»�Þ�«3û%±�º�Û�µ�É�b3æ�™�†�¹�•�­�î�È�Ý�_�M�•�_�c�
 no snmp-server
enable traps mac-notification �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M�� "I���b�–
�å�±� î �Ç�™�–�«�V� [  MAC �” �» �Þ�«3û%±�º �Û�µ�É�†�¹ � • � ­ � î �È�Ý�_�M�• �_�c� 
 no snmp trap
mac-notification {added | removed} �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r
�M�� MAC �”�»�Þ�«3û%±�µ+��†�¹�•�­�î�È�Ý�_�M�•�_�c�
 no mac address-table notification �¢�ß�î�Â
�Ý �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

���_�
 NMS �\�K�Z  172.20.10.10 �†�æ���K�
�«�–�µ�³�_�|�•  NMS �l�b  MAC �”�»�Þ�«3û%±�º�Û�µ�É
�b3æ�™�†�–�¿�î�È�Ý�_�K�
 MAC �”�»�Þ�«3û%±�µ+��†�–�¿�î�È�Ý�_�K�
�–�å�±�î�Â�Ý�†  60 &Ê�
�š�T
�§�–�¬�†  100 �š�å�º�Ü�_0¿���K�
"I���b�Ï�î�º�[  MAC �”�»�Þ�«�@3ã�•�I�€�S���œ�b�º�Û�µ�É�†�–
�¿�î�È�Ý�_�M�•�[�†&g�K�r�M��

Switch(config)# snmp-server host 172.20.10.10 traps private
Switch(config)#  snmp-server enable traps mac-notification
Switch(config)# mac address-table notification
Switch(config)# mac address-table notification interval 60
Switch(config)# mac address-table notification history-size 100
Switch(config)#  interface gigabitethernet0/2
Switch(config-if)#  snmp trap mac-notification added

�G�€�r�[�b�¥�Ð�å�»�†&�1��M�•�_�c�
 show mac address-table notification interface �>�|�g  show mac
address-table notification �–�¿�î�È�Ý  EXEC �¥�Ð�å�»�†
°�Š�K�r�M��

�«�±�¸�•�µ�¡  �”�»�Þ�«  �š�å�º�Ü�b3ã�•�>�|�g�P7V
�«�±�¸�•�µ�¡  �”�»�Þ�«�_�c�
���b"I�ö�@�6�~�r�M��

• �”�»�Þ�«  �¸�î�È�Ý�l�b3ã�•�>�|�g�”�»�Þ�«  �¸�î�È�Ý�?�}�b�P7V�c�
�m�·�[/œ�:�²0[�@�6�~�r
�M��

• �Ø�½�Ÿ�Õ�«�º�r�S�c�Ð�Ý�³�Ÿ�Õ�«�º  �”�»�Þ�«�\�K�Z0¿���[�A�r�M��

• �‡7H�)�€�_�^�•�G�\�c�^�C�
�«�–�µ�³�@
Ì2s�·�K�Z�v)T�â�I�€�r�M��

�«�±�¸�•�µ�¡  �”�»�Þ�«�†3ã�•�>�|�g�P7V�[�A�
�r�S�
�«�±�¸�•�µ�¡  �”�»�Þ�«�b3?3æ�·�8�†��*O�[
�A�r�M��3?3æ�·�8�c�
�Ã�£�µ�º�†�w�™�K�S�Ï�î�º�@�
�9�b�Ï�î�º�_�Ã�£�µ�º�†3?3æ�M�•�·�8�†�ô��
�K�r�M���Ï�î�º�c�²�N�a�^�C�\�v  1 �X�b  VLAN �\�P�Â�K�Z�8�•�b�[�
�«�–�µ�³�c�æ���I�€�S�Ï�î�º
�?�}�
�”�»�Þ�«�_�P�Â�M�•  VLAN ID �†�v�“�K�r�M��3æ�™
–�Ï�î�º�H�\�_�
��
›�Ï�î�º�b�Ü�«�º�†
�9���_�æ���[�A�r�M��

"I���b�”�»�Þ�«�@�«�±�¸�•�µ�¡�\�K�Z
°�Š�I�€�Z�8�^�8  VLAN �_�
�Q�b�«�±�¸�•�µ�¡  �”�»�Þ�«�†
�â�X�Ã�£�µ�º�@�?%T�M�•�\�
�M�m�Z�b�Ï�î�º�_�Ã�£�µ�º�@�Ç�Û�µ�¹�•�å�¢�I�€�
�Û*f�I�€�r�O�‡��

�”�»�Þ�«  �¸�î�È�Ý�_�«�±�¸�•�µ�¡  �”�»�Þ�«�†3ã�•�M�•�_�c�
��
›  MAC �Ø�½�Ÿ�Õ�«�º  �”�»�Þ�«�\�

�Q�b3æ�™
– VLAN �†�æ���K�r�M���G�b��
›�”�»�Þ�«�[�w�™�K�S�Ã�£�µ�º�c�
 interface-id�œ�É�©�Ù�å
�[�æ���I�€�S�–�å�±�î�Ç�™�–�«�_3?3æ�I�€�r�M��

�É�Û�–�Ë�î�º  VLAN �b�É�Û�–�Ð�Ü�r�S�c�­�•�å�²�Ü  VLAN 
Æ�_�«�±�¸�•�µ�¡  MAC �”�»�Þ�«�†0¿
���K�S���œ�
� �L�«�±�¸�•�µ�¡  MAC �”�»�Þ�«�†�M�m�Z�b6õ4�  VLAN �_0¿���M�•�²0[�@�6�~�r�M��
�É�Û�–�Ë�î�º  VLAN �b�É�Û�–�Ð�Ü�r�S�c�­�•�å�²�Ü  VLAN �_0¿���I�€�S�«�±�¸�•�µ�¡  MAC �”�»
�Þ�«�c6õ4�  VLAN �_�c0
0��I�€�r�O�‡���É�Û�–�Ë�î�º  VLAN �b0ò(ý�_�X�8�Z�c�
 '¨ 14 'v���É�Û�–
�Ë�î�º  VLAN �b0¿���� �†�g!·�K�Z�C�T�I�8��

�«�±�¸�•�µ�¡  �”�»�Þ�«�†3ã�•�M�•�_�c�
�–�¿�î�È�Ý  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��
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�”�»�Þ�«  �¸�î�È�Ý�?�}�«�±�¸�•�µ�¡  �š�å�º�Ü�†�P7V�M�•�_�c�
 no mac address-table static mac-addr
vlan vlan-id [interface interface-id] �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

���_�
 MAC �”�»�Þ�«  �¸�î�È�Ý�_�«�±�¸�•�µ�¡  �”�»�Þ�«  c2f3.220a.12f4 �†3ã�•�M�•�[�†&g�K�r�M��
VLAN 4 �[�G�b  MAC �”�»�Þ�«�†��
›�”�»�Þ�«�\�K�Z�Ã�£�µ�º�†�w�™�M�•�\�
�Ã�£�µ�º�c�æ���I�€
�S�Ï�î�º�_3?3æ�I�€�r�M��

Switch(config)# mac address-table static c2f3.220a.12f4 vlan 4 interface 
gigabitethernet0/1

�Ø�½�Ÿ�Õ�«�º  MAC �”�»�Þ�«  �Ç�•�Ý�±�Ü�å�¢�b0¿��
�Ø�½�Ÿ�Õ�«�º  MAC �”�»�Þ�«  �Ç�•�Ý�±�Ü�å�¢�@�–�¿�î�È�Ý�b���œ�
 �«�–�µ�³�c�
 "I���b3æ�™
–  MAC
�”�»�Þ�«�r�S�c��
›  MAC �”�»�Þ�«�†�â�X�Ã�£�µ�º�†�ë� �K�r�M���G�b�µ+��c�¹�Ç�›�Ý�º�[�c�¹�•
�­�î�È�Ý�[�
�Ø�½�Ÿ�Õ�«�º  �«�±�¸�•�µ�¡  �”�»�Þ�«�T�E�†�§�Ï�î�º�K�Z�8�r�M��

�G�b�µ+��†�Q#Ý�M�•���œ�c�
���b�@�–�¦8o�_�‘�W�Z�C�T�I�8��

• �Ð�Ý�³�Ÿ�Õ�«�º  MAC �”�»�Þ�«�
�È�ß�î�»�Ÿ�Õ�«�º  MAC �”�»�Þ�«�
�>�|�g�Ý�î�±  MAC �”�»�Þ
�«�c�§�Ï�î�º�I�€�Z�8�r�O�‡�� mac address-table static mac-addr vlan vlan-id drop �¢�ß�î�Â�Ý  �¥
�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†
°�Š�M�•�\�A�_�
�G�€�}�b�”�»�Þ�«�b�8�N�€�?�†�æ���M�•
�\�
���b�8�N�€�?�b�Ó�µ�­�î�ª�@/²&g�I�€�r�M��

% Only unicast addresses can be configured to be dropped

% CPU destined address cannot be configured as drop address

• CPU �_3?3æ�I�€�•�Ã�£�µ�º�v�§�Ï�î�º�I�€�Z�8�r�O�‡��

�¥�Ð�å�» % $×

�«�¸�µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�¸�µ�É 2 mac address-table static mac-addr vlan vlan-id
interface interface-id 

MAC �”�»�Þ�«  �¸�î�È�Ý�_�«�±�¸�•�µ�¡  �”�»�Þ�«�†3ã�•�K
�r�M��

• mac-addr �_�c�
 �”�»�Þ�«  �¸�î�È�Ý�_3ã�•�M�•��
›  MAC
�Ø�½�Ÿ�Õ�«�º  �”�»�Þ�«�†�æ���K�r�M���G�b��
›�”�»�Þ
�«�†�â�X�Ã�£�µ�º�@�æ���K�S  VLAN �_%T�™�M�•�\�
�æ
���K�S�–�å�±�î�Ç�™�–�«�_3?3æ�I�€�r�M��

• vlan-id �_�c�
�æ���K�S  MAC �”�»�Þ�«�†�â�X�Ã�£�µ�º
�†�w�™�M�•  VLAN �†�æ���K�r�M���w� �^  VLAN ID �c
1 >|  4094 �[�M��

• interface-id �_�c�
�w�™�K�S�Ã�£�µ�º�b3?3æ
›�–�å�±�î
�Ç�™�–�«�†�æ���K�r�M�� �w� �^�–�å�±�î�Ç�™�–�«�_�c�

"@#.�Ï�î�º�r�S�c�Ï�î�º�³�Õ�¿�Ý�@�6�~�r�M���«�±
�¸�•�µ�¡  �Ð�Ý�³�Ÿ�Õ�«�º  �”�»�Þ�«�b���œ�
 0
�X�b�–�å
�±�î�Ç�™�–�«  ID �†
°�Š�[�A�r�M���«�±�¸�•�µ�¡  �Ø�½
�Ÿ�Õ�«�º  �”�»�Þ�«�b���œ�
�–�å�±�î�Ç�™�–�«�c� �ì�_
1 �X�K�?
°�Š�[�A�r�O�‡���S�T�K�
� �L  MAC �”�»�Þ�«
�>�|�g  VLAN ID �†�æ���M�•�\�
 �¥�Ð�å�»�†0
�X�G
°�Š
�[�A�r�M��

�«�¸�µ�É 3 end �–�¿�î�È�Ý  EXEC �Ô�î�»�_�`�~�r�M��

�«�¸�µ�É 4 show mac address-table static 0¿���†&�1��K�r�M��

�«�¸�µ�É 5 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K
�r�M��
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• �Ø�½�Ÿ�Õ�«�º  MAC �”�»�Þ�«�†�«�±�¸�•�µ�¡  �”�»�Þ�«�\�K�Z3ã�•�K�
�Ø�½�Ÿ�Õ�«�º  MAC �”�»
�Þ�«  �Ç�•�Ý�±�Ü�å�¢�†0¿���M�•�\�
�q�‹�_
°�Š�K�S�¥�Ð�å�»�_�Â�L�Z�
�«�–�µ�³�c  MAC �”�»
�Þ�«�†�«�±�¸�•�µ�¡  �”�»�Þ�«�\�K�Z3ã�•�M�•�?�
 MAC �”�»�Þ�«�†�â�X�Ã�£�µ�º�†�ë� �K�r�M��
2 $��u�_
°�Š�K�S�¥�Ð�å�»�c�
 1 $��u�b�¥�Ð�å�»�|�~
ƒ
›�I�€�r�M��

�S�\�<�d�
 mac address-table static mac-addr vlan vlan-id interface interface-id �¢�ß�î�Â�Ý  �¥�å
�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�_)F�E�Z�
 mac address-table static mac-addr vlan vlan-id drop �¥�Ð
�å�»�†
°�Š�M�•�\�
�«�–�µ�³�c�
3æ�™
–�r�S�c��
›�\�K�Z  MAC �”�»�Þ�«�†�â�X�Ã�£�µ�º�†�ë
� �K�r�M��

mac address-table static mac-addr vlan vlan-id drop �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å
�»�_)F�E�Z�
 mac address-table static mac-addr vlan vlan-id interface interface-id �¥�Ð�å�»�†
°�Š
�M�•�\�
�«�–�µ�³�c�
�«�±�¸�•�µ�¡  �”�»�Þ�«�\�K�Z  MAC �”�»�Þ�«�†3ã�•�K�r�M��

�Ø�½�Ÿ�Õ�«�º  MAC �”�»�Þ�«  �Ç�•�Ý�±�Ü�å�¢�†�–�¿�î�È�Ý�_�K�Z�
�«�–�µ�³�@"I���b�”�»�Þ�«�†�â
�X�Ã�£�µ�º�†�ë� �M�•�|�:�_0¿���M�•�_�c�
3æ�™
–�r�S�c��
›�Ø�½�Ÿ�Õ�«�º  MAC �”�»�Þ�«�>�|�g
�w�™
��b  VLAN �†�æ���K�r�M��

�«�–�µ�³�@3æ�™
–�r�S�c��
›�Ø�½�Ÿ�Õ�«�º  �«�±�¸�•�µ�¡  �”�»�Þ�«�†�ë� �M�•�|�:0¿���M�•�_�c�

�–�¿�î�È�Ý  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

�Ø�½�Ÿ�Õ�«�º  MAC �”�»�Þ�«  �Ç�•�Ý�±�Ü�å�¢�†�¹�•�­�î�È�Ý�_�M�•�_�c�
 no mac address-table static
mac-addr vlan vlan-id �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

���_�Ø�½�Ÿ�Õ�«�º  MAC �”�»�Þ�«  �Ç�•�Ý�±�Ü�å�¢�†�–�¿�î�È�Ý�_�K�
3æ�™
–�r�S�c��
›�”�»�Þ�«�@
c2f3.220a.12f4 �[�6�•�Ã�£�µ�º�†�«�–�µ�³�@�ë� �M�•�|�:�_0¿���M�•�[�†&g�K�r�M���G�b  MAC �”�»
�Þ�«�†3æ�™
–�r�S�c��
›�”�»�Þ�«�\�K�S�Ã�£�µ�º�†  VLAN 4 �[�w�™�M�•�\�
�Ã�£�µ�º�c�ë� �I�€�r
�M��

Switch(config)# mac address-table static c2f3.220a.12f4 vlan 4 drop

�”�»�Þ�«  �¸�î�È�Ý  �š�å�º�Ü�b/²&g
/² 6-4 �_&g�M 1 �X�r�S�c0
�X�b�–�¿�î�È�Ý  EXEC �¥�Ð�å�»�†�Q#Ý�M�•�\�
 MAC �”�»�Þ�«  �¸�î�È�Ý
�†/²&g�[�A�r�M��

�¥�Ð�å�» % $×

�«�¸�µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�¸�µ�É 2 mac address-table static mac-addr vlan vlan-id
drop

�Ø�½�Ÿ�Õ�«�º  MAC �”�»�Þ�«  �Ç�•�Ý�±�Ü�å�¢�†�–�¿�î�È�Ý
�_�K�
�«�–�µ�³�@�æ���K�S3æ�™
–�r�S�c��
›�Ø�½�Ÿ�Õ�«�º
�«�±�¸�•�µ�¡  �”�»�Þ�«�†�â�X�Ã�£�µ�º�†�ë� �M�•�|�:�_
0¿���K�r�M��

• mac-addr �_�c�
3æ�™
–�r�S�c��
›�Ø�½�Ÿ�Õ�«�º  MAC
�”�»�Þ�«�†�æ���K�r�M���G�b  MAC �”�»�Þ�«�†�â�X�Ã
�£�µ�º�c�ë� �I�€�r�M��

• vlan-id �_�c�
�æ���K�S  MAC �”�»�Þ�«�†�â�X�Ã�£�µ�º
�†�w�™�M�•  VLAN �†�æ���K�r�M���w� �^  VLAN ID �c
1 >|  4094 �[�M��

�«�¸�µ�É 3 end �–�¿�î�È�Ý  EXEC �Ô�î�»�_�`�~�r�M��

�«�¸�µ�É 4 show mac address-table static 0¿���†&�1��K�r�M��

�«�¸�µ�É 5 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K
�r�M��
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/² 6-4 MAC �”�»�Þ�«  �¸�î�È�Ý/²&g#Ý�b�¥�Ð�å�»

�¥�Ð�å�» 1��Â

show ip igmp snooping groups �M�m�Z�b VLAN �r�S�c�æ���I�€�S  VLAN �_�P�M�•�Þ�–
�Ö 2 �Ð�Ý�³�Ÿ�Õ�«�º  �š�å�º�Ü�†/²&g�K�r�M��

show mac address-table address �æ���I�€�S  MAC �”�»�Þ�«�_�P�M�•  MAC �”�»�Þ�«  �¸�î
�È�Ý�_���†/²&g�K�r�M��

show mac address-table aging-time �M�m�Z�b VLAN �r�S�c�æ���I�€�S  VLAN �b�š�î�ª�å�¢
�±�–�Ò�†/²&g�K�r�M��

show mac address-table count �M�m�Z�b VLAN �r�S�c�æ���I�€�S  VLAN �_�Ñ�~�M�•�”
�»�Þ�«�b�X�†/²&g�K�r�M��

show mac address-table dynamic �²�–�¼�Ñ�µ�¡  MAC �”�»�Þ�«  �¸�î�È�Ý  �š�å�º�Ü�b�s�†/²
&g�K�r�M��

show mac address-table interface �æ���I�€�S�–�å�±�î�Ç�™�–�«�_�P�M�•  MAC �”�»�Þ�«
�¸�î�È�Ý�_���†/²&g�K�r�M��

show mac address-table notification MAC 3û%±�Ã�Û�Ó�î�±�>�|�g�š�T�¸�î�È�Ý�†/²&g�K�r�M��

show mac address-table static �«�±�¸�•�µ�¡  MAC �”�»�Þ�«  �¸�î�È�Ý  �š�å�º�Ü�b�s�†/²
&g�K�r�M��

show mac address-table vlan �æ���I�€�S  VLAN �_�P�M�•  MAC �”�»�Þ�«  �¸�î�È�Ý�_��
�†/²&g�K�r�M��
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ARP �¸�î�È�Ý�b'ö#.
�¹�Â�–�«�\3û�™�M�•�_�c>&�–�î�§�¿�µ�º�V�b�¹�Â�–�«�^�]>'�
�¯�Ç�º�˜�™�”�c�q�6�_�Q�b�¹�Â�–�«
�b  48 �Å�µ�º  MAC �”�»�Þ�«�r�S�c�ß�î�•�Ý  �¹�î�±  �Ü�å�¡  �”�»�Þ�«�†�Û*f�M�•�²0[�@�6�~�r�M�� IP
�”�»�Þ�«�?�}�ß�î�•�Ý  �¹�î�±  �Ü�å�¡  �”�»�Þ�«�†�Û*f�M�•�É�ß�­�«�†�
 �”�»�Þ�«0Ž�ô �\�8�8�r�M��

Address Resolution Protocol>&ARP>'�c�
�Í�«�º  IP �”�»�Þ�«�†�
0ñ�\�M�•�Ó�¹�•�”�r�S�c  MAC �”�»
�Þ�«�>�|�g  VLAN ID �_�P�Â�Ü�E�r�M�� IP �”�»�Þ�«�†�Q#Ý�K�Z�
 ARP �c�P�Â�M�•  MAC �”�»�Þ�«�†
0b�X�E�r�M�� MAC �”�»�Þ�«�@0b�X�?�•�\�
 IP �\  MAC �”�»�Þ�«�\�b�P�Â�†  ARP �Ÿ�Õ�µ�©�×�_�A(á
�K�
�M�d�x�C�è(ô�[�A�•�|�:�_�K�r�M���Q�b�6�\�
 IP �¹�î�±�¢�Û�Ò�@�Ü�å�¡  �Þ�–�Ö  �Ç�Þ�î�Ò�_�•
�É�­�Ý�ì�I�€�
�¿�µ�º�á�î�¡�†3û�L�Z3æ�™�I�€�r�M���–�î�§�¿�µ�º�è�¥�b  IEEE 802 �¿�µ�º�á�î�¡
�_�>�E�•  IP �¹�î�±�¢�Û�Ò�b�•�É�­�Ý�ì�>�|�g  ARP 0[�Ó /�Â'Å�_�X�8�Z�c�
 Subnetwork Access Protocol

>&SNAP>'�[0d���I�€�Z�8�r�M�� IP �–�å�±�î�Ç�™�–�«�[�c�
�† =$×�^�–�î�§�¿�µ�º�g�'�b  ARP �•�É
�­�Ý�ì>& arpa �Ÿ�î�á�î�»�[/²�I�€�•>'�@�¹�Ç�›�Ý�º�[�–�¿�î�È�Ý�_0¿���I�€�Z�8�r�M��

�m�·�[�¸�î�È�Ý�_3ã�•�I�€�S  ARP �š�å�º�Ü�c�‡7H�)�€�_�^�}�^�8�b�[�
�m�·�[�P7V�M�•�²0[�@�6
�~�r�M��

CLI>&�¥�Ð�å�»�Û�–�å  �–�å�±�î�Ç�™�–�«>'�b�m8p�_�X�8�Z�c�
 Cisco.com �[
°�m�•+��^  Cisco IOS
Release 12.2 �b�Ð�½�×�”�Ý�†�g!·�K�Z�C�T�I�8��
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7

SDM �¸�å�É�Þ�î�º�b0¿��

�G�b'v�[�c�
 Catalyst 3560 �«�–�µ�³�[  Switch Database Management>&SDM>'�¸�å�É�Þ�î�º�†0¿���M�•
�‰�2�_�X�8�Z1��Â�K�r�M��

>&�@>' �G�b'v�[�Q#Ý�M�•�¥�Ð�å�»�b�S�e�>�|�g�Q#Ý�‰�2�b0ò(ý�_�X�8�Z�c�
�G�b�Ü�Ü�î�«�b�¥�Ð�å�»  �Ü
�Ç�“�Þ�å�«�†�g!·�K�Z�C�T�I�8��

�G�b'v�[1��Â�M�•
Æ���c�
���b�\�>�~�[�M��

• SDM �¸�å�É�Þ�î�º�b�+0[>& p.7-2>'

• �«�–�µ�³  SDM �¸�å�É�Þ�î�º�b0¿��>& p.7-5>'

• SDM �¸�å�É�Þ�î�º�b/²&g>& p.7-8>'
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SDM �¸�å�É�Þ�î�º�b�+0[
�¿�µ�º�á�î�¡�[�b�«�–�µ�³�b�Q#Ý"g�#�_�Â�L�Z�
 SDM �¸�å�É�Þ�î�º�†�Q#Ý�K�Z�
"I���b�µ+��_�P
�M�•�§�Ï�î�º�†�q4:�ì�M�•�|�:�_�«�–�µ�³�b�©�«�¸�Ò  �Ü�¯�î�«�†0¿���[�A�r�M�� �M4Š�b�µ+��[�©�«
�¸�Ò�†�q�±7H�_�<#Ý�[�A�•�¸�å�É�Þ�î�º�†4E�¥�[�A�r�M���S�\�<�d�
�¹�Ç�›�Ý�º  �¸�å�É�Þ�î�º�†�Q
#Ý�K�Z�Ü�¯�î�«�†�’/®�ì�K�S�~�
�”�¡�­�«  �¸�å�É�Þ�î�º�†�Q#Ý�K�Z  Access Control List>&ACL; �”�¡
�­�«�D�š�Ü�«�º>'�†�q�±7H�_�<#Ý�K�S�~�K�r�M��

Ternary CAM>&TCAM>'�Ü�¯�î�«�†�I�r�J�r�^#Ý3õ�_�m�~�\�Z�•�S�u�_�
�«�–�µ�³  SDM �¸�å�É�Þ�î
�º�c�©�«�¸�Ò  �Ü�¯�î�«�_�É�Û�–�œ�Ü�¸�•�†0¿���K�Z�
"I���b�µ+��b�§�Ï�î�º�†�q4:�ì�K�r�M�� IP
�Â�î�ª�Ù�å  4>&IPv4>'�b  SDM �¸�å�É�Þ�î�º�†4E�¥�M�•�\�
���_&g�M�µ+��†�q4:�ì�M�•�G�\�@�[�A�r
�M��

• �Ý�î�¸�•�å�¢  �Š �Ý�î�¸�•�å�¢  �¸�å�É�Þ�î�º�c�
�M+á$×�_�
�¿�µ�º�á�î�¡�b�p�°�_�6�•�Ý�î�±
�r�S�c�”�¢�Ü�¤�î�±�[�²0[�\�^�~�r�M�� �Ø�½�Ÿ�Õ�«�º  �Ý�î�¸�•�å�¢�_�P�K�Z�
 �©�«�¸�Ò  �Ü�¯�î
�«�†�q�±�ì�K�r�M��

• VLAN �Š VLAN>&�ì�•  LAN>'�¸�å�É�Þ�î�º�c�
�Ý�î�¸�•�å�¢�†�¹�•�­�î�È�Ý�_�K�
�q�±�X�b�Ø
�½�Ÿ�Õ�«�º  MAC>&�Ó�¹�•�”  �”�¡�­�«�D�š>'�”�»�Þ�«�†�§�Ï�î�º�K�r�M��3û�–�c�
�Þ�–�Ö  2 �«
�–�µ�³#Ý�_4E�¥�I�€�r�M��

• �¹�Ç�›�Ý�º  �Š �¹�Ç�›�Ý�º  �¸�å�É�Þ�î�º�c�
�M�m�Z�b�µ+��_�P�K�Z�Ü�¯�î�«�†�’/®�ì�K�r�M��

• �”�¡�­�«  �Š �”�¡�­�«  �¸�å�É�Þ�î�º�c�
�¨�X�b  ACL �_�P�Â�[�A�•�|�:�_  ACL �b�©�«�¸�Ò  �Ü
�¯�î�«�†�q�±�ì�K�r�M��

/² 7-1 �c�
�¹�«�¡�º�µ�É  �«�–�µ�³�b  3 �X�b�¸�å�É�Þ�î�º�Q�€�R�€�@�§�Ï�î�º�K�Z�8�•�›�Ü�¯�î�«�b
�+�X�†&g�K�Z�8�r�M��

/²�b�q�6�b  8 /œ>&�Ø�½�Ÿ�Õ�«�º MAC �”�»�Þ�«�?�}�­�Ÿ�×�Ü�¸�•  ACE [ �”�¡�­�«�D�š�š�å�º�Ü ] �r
�[>' �c�
 �›�¸�å�É�Þ�î�º�@4E�¥�I�€�S�\�A�_0¿���I�€�•�Á�î�»�˜�™�”�b�>�>�|�Q�b7H�Ø�†/²�K�r�M��
�Á�î�»�˜�™�”  �Ü�¯�î�«�b�6�•4Š�(�@�8�W�e�8�b���œ�c�
��#.�b�œ�î�Â�î�Ç�ß�î�c�M�m�Z  CPU �_3æ
�}�€�
�«�–�µ�³�b�Ã�Ç�›�î�Ð�å�«�_5��±�^�s8j�@���r�M���q�‹�b/œ�c�
�«�–�µ�³�b�Þ�–�Ö  2 VLAN
�b�X�_6õ4��M�•�Á�î�»�˜�™�”  �Ü�¯�î�«�˜2�5��†0£'ì�M�•�S�u�b% �ó�[�M��

/² 7-1 �›�¸�å�É�Þ�î�º�@0Á���M�•�µ+��Ü�¯�î�«�b�+�X

�Ü�¯�î�« �”�¡�­�« �¹�Ç�›�Ý�º�Í �Ý�î�¸�•�å�¢ VLAN

�Ø�½�Ÿ�Õ�«�º  MAC �”�»�Þ�« 4 K 6 K 3 K 12 K

IGMP �¢�Ý�î�É�\�Ð�Ý�³�Ÿ�Õ�«�º
�Ý�î�º

1 K 1 K 1 K 1 K

�Ø�½�Ÿ�Õ�«�º  �Ý�î�º 6 K 8 K 11 K 0

• %$�K�K)F�I�€�S�Í�«�º 4 K 6 K 3 K 0

• 6ë�K�Ý�î�º 2 K 2 K 8 K 0

�Ï�Ü�©�î�Ë�î�«  �Ý�î�¸�•�å�¢  ACE 512 0 512 0

QoS �(8® ACE 512 512 512 512

�­�Ÿ�×�Ü�¸�•  ACE 2 K 1 K 1 K 1 K

�Þ�–�Ö  2 VLAN 1 K 1 K 1 K 1 K
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�¹�×�”�Ý  IPv4/IPv6 SDM �¸�å�É�Þ�î�º
�«�–�µ�³�@�Ñ�G  IP �§�î�Å�«  �–�Ó�î�ª�†��/œ�K�Z�8�•���œ�
 IP �Â�î�ª�Ù�å  6>&IPv6>'�†�§�Ï�î�º�M
�•  SDM �¸�å�É�Þ�î�º�†4E�¥�[�A�r�M�� IPv6 �b0ò(ý�>�|�g  IPv6 �Ý�î�¸�•�å�¢�b0¿���m8p�_�X�8�Z
�c�
 '¨ 35 'v�� IPv6 �Ø�½�Ÿ�Õ�«�º  �Ý�î�¸�•�å�¢�b0¿���� �†�g!·�K�Z�C�T�I�8��

�G�b�¯�Ç�º�˜�™�”  �Ü�Ü�î�«�c�
 IPv6 �b�Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�¸�•�å�¢�>�|�g  QoS �†�§�Ï�î�º�K�Z�8
�r�O�‡���G�b�Ü�Ü�î�«�c�
 IPv6 Multicast Listener Discovery>&MLD>'�«�¾�î�Æ�å�¢�†�§�Ï�î�º�K�Z�8
�r�M��

�G�b�¯�Ç�º�˜�™�”  �Ü�Ü�î�«�c�
 IPv6 �º�Û�Ç�•�µ�¡3?3æ�ì�_  Policy-Based Routing>&PBR>'�†�§�Ï�î�º
�K�r�O�‡�� dual-ipv4-and-ipv6 routing �¸�å�É�Þ�î�º�@0¿���I�€�Z�8�•���œ�_�b�s�
�G�b�¯�Ç�º�˜�™
�”�c  IPv4 PBR �†�§�Ï�î�º�K�r�M��

>&�@>' dual-ipv4-and-ipv6 �œ�É�©�Ù�å�c�M�m�Z�b�«�–�µ�³�b�¥�Ð�å�»�Û�–�å  �Ê�Ý�É  �«�º�Ü�å�¢�_/²&g�I
�€�r�M�@�
�§�Ï�î�º�I�€�Z�8�•�b�c�Ñ�G  IP �§�î�Å�«  �–�Ó�î�ª�b�s�[�M��

�¹�×�”�Ý  IPv4/IPv6 �¸�å�É�Þ�î�º�†�Q#Ý�M�•�G�\�_�|�~�
 >&IPv4 �\  IPv6 �b�g�‰�†�§�Ï�î�º�M�•>' �¹�×
�”�Ý  �«�±�µ�¡#”�C�[�«�–�µ�³�†�Q#Ý�[�A�•�|�:�_�^�~�r�M���¹�×�”�Ý  �«�±�µ�¡  �¸�å�É�Þ�î�º�†�Q
#Ý�M�•�\�
�›�Ü�¯�î�«�[0Á���[�A�•  TCAM ��5��@�a�^�C�^�~�r�M�� IPv4 �º�Û�Ç�•�µ�¡�b�s�†3?3æ
�M�•���œ�c�
�Q#Ý�K�^�8�[�C�T�I�8��

���_&g�M  SDM �¸�å�É�Þ�î�º�c�
 IPv4 �>�|�g  IPv6 #”�C�†�§�Ï�î�º�K�Z�8�r�M��

• �¹�×�”�Ý  IPv4/IPv6 �¹�Ç�›�Ý�º  �¸�å�É�Þ�î�º  �Š �«�–�µ�³�V�[�
 IPv4 �b�Þ�–�Ö  2�
�Ð�Ý�³�Ÿ�Õ�«
�º�
 �Ý�î�¸�•�å�¢�
 QoS�
 ACL�
 �>�|�g  IPv6 �b�Þ�–�Ö  2�
 �Ý�î�¸�•�å�¢�
 ACL �†�§�Ï�î�º�K�r�M��

• �¹�×�”�Ý  IPv4/IPv6 �Ý�î�¸�•�å�¢  �¸�å�É�Þ�î�º  �Š �«�–�µ�³�V�[�
 IPv4 �b�Þ�–�Ö  2�
�Ð�Ý�³�Ÿ�Õ
�«�º�
�Ý�î�¸�•�å�¢>&�Ï�Ü�©�î�Ë�î�«  �Ý�î�¸�•�å�¢�†�µ�t>' �
 QoS�
 ACL�
�>�|�g  IPv6 �b�Þ�–
�Ö 2�
�Ý�î�¸�•�å�¢�
 ACL �†�§�Ï�î�º�K�r�M��

• �¹�×�”�Ý  IPv4/IPv6 VLAN �¸�å�É�Þ�î�º  �Š �«�–�µ�³�V�[  IPv4 �b�ö�•�Þ�–�Ö  2�
�Ð�Ý�³�Ÿ�Õ�«�º�

QoS�
 ACL�
�>�|�g  IPv6 �b�ö�•�Þ�–�Ö  2 �\  ACL �†�§�Ï�î�º�K�r�M��

>&�@>' IPv4 �Ý�î�º�_�²0[�^�b�c�
 1 �X�b  TCAM �š�å�º�Ü�b�s�[�M�� IPv6 �[�c�Á�î�»�˜�™�”�})°�‰�'�@�Q
#Ý�I�€�•�S�u�
 IPv6 �Ý�î�º�c0
�X�b  TCAM �š�å�º�Ü�†�Q#Ý�M�•�G�\�@�[�A�
�Á�î�»�˜�™�”�[3?3æ
�I�€�•�š�å�º�Ü�X�@�P�ö�I�€�r�M���S�\�<�d�
 IPv6 �_�|�W�Z%$�K�K)F�I�€�S  IP �”�»�Þ�«�b���œ�

�¹�«�¡�º�µ�É  �¸�å�É�Þ�î�º�[�Q#Ý�•+��^�š�å�º�Ü�X�c  2000 �• 6�_�^�~�r�M��

/² 7-2 �[�c�
�›�‚0d�¸�å�É�Þ�î�º�_�|�W�Z�m�~�\�Z�}�€�S�µ+��Ü�¯�î�«�b�+�X�†&g�K�r�M���G�b0b
'��v�~�_�c�
 8 �X�b�Ý�î�¸�µ�»  �–�å�±�î�Ç�™�–�«�
(Ù  1000 �¶�b  VLAN �@0¿���I�€�S�«�–�µ�³�†�Q
#Ý�K�Z�8�r�M��
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/² 7-2 �¹�×�”�Ý  IPv4/IPv6 �¸�å�É�Þ�î�º�[�m�~�\�Z�}�€�•�µ+��Ü�¯�î�«�b�+�X

�Ü�¯�î�«
IPv4/IPv6 
�¹�Ç�›�Ý�º

IPv4/IPv6 
�Ý�î�¸�•�å�¢

IPv4/IPv6 
VLAN

�Ø�½�Ÿ�Õ�«�º  MAC �”�»�Þ�« 2 K 1536 8 K

IPv4 IGMP �¢�Ý�î�É�\�Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�º 1 K 1 K 1 K

IPv4 �Ø�½�Ÿ�Õ�«�º  �Ý�î�º�b)r�X 3 K 2816 0

• %$�K�K)F�I�€�S  IPv4 �Í�«�º 2 K 1536 0

• 6ë�K$×�^  IPv4 �Ý�î�º 1 K 1280 0

IPv6 �Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É 1 K 1152 1 K

IPv6 �Ø�½�Ÿ�Õ�«�º  �Ý�î�º�b)r�X 3 K 2816 0

• %$�K�K)F�I�€�S  IPv6 �”�»�Þ�« 2 K 1536 0

• 6ë�K$×�^  IPv6 �Ø�½�Ÿ�Õ�«�º  �Ý�î�º 1 K 1280 0

IPv4 �Ï�Ü�©�î�Ë�î�«  �Ý�î�¸�•�å�¢  ACE 0 256 0

IPv4 �r�S�c  MAC QoS ACE>&)r�X>' 512 512 512

IPv4 �r�S�c  MAC �­�Ÿ�×�Ü�¸�•  ACE>&)r�X>' 1 K 512 1 K

IPv6 PBR ACE1

1. IPv6 �Ï�Ü�©�î�Ë�î�«  �Ý�î�¸�•�å�¢�c�§�Ï�î�º�I�€�r�O�‡��

0 255 0

IPv6 QoS ACE 510 510 510

IPv6 �­�Ÿ�×�Ü�¸�•  ACE 510 510 510
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�«�–�µ�³  SDM �¸�å�É�Þ�î�º�b0¿��
�G�G�[�c�
���b0¿���_���_�X�8�Z1��Â�K�r�M��

• �¹�Ç�›�Ý�º�b  SDM �¸�å�É�Þ�î�º>& p.7-5>'

• SDM �¸�å�É�Þ�î�º�b0¿���ì�b�@�–�¦8o>& p.7-5>'

• SDM �¸�å�É�Þ�î�º�b0¿��>& p.7-5>'

�¹�Ç�›�Ý�º�b  SDM �¸�å�É�Þ�î�º
�¹�Ç�›�Ý�º  �¸�å�É�Þ�î�º�c�
�¹�Ç�›�Ý�º  �¹�«�¡�º�µ�É  �¸�å�É�Þ�î�º�[�M��

SDM �¸�å�É�Þ�î�º�b0¿���ì�b�@�–�¦8o
SDM �¸�å�É�Þ�î�º�†4E�¥�K�Z0¿���M�•���œ�c�
���b�@�–�¦8o�_�‘�W�Z�C�T�I�8��

• 0¿���†�w� �_�M�•�_�c�
�«�–�µ�³�†�Ü�ß�î�»�M�•�²0[�@�6�~�r�M��

• �Ý�î�¸�•�å�¢�†�§�Ï�î�º�K�Z�8�^�8�Þ�–�Ö  2 �«�–�µ�³�å�¢�S#Ý�«�–�µ�³�V�[�b�s�
 sdm prefer
vlan �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�Z�C�T�I�8�� VLAN �¸�å�É�Þ�î�º
�†�Q#Ý�K�Z�8�•���œ�c�
�Ý�î�¸�•�å�¢  �š�å�º�Ü#Ý�b�©�«�¸�Ò  �Ü�¯�î�«�c�£(Ù�I�€�^�8�S�u�

�Ý�î�¸�•�å�¢�c�¯�Ç�º�˜�™�”�†3û�L�Z��/œ�I�€�r�M���G�€�_�|�~�
 CPU �c4#2�,´�\�^�~�
�Ý�î
�¸�•�å�¢  �Ã�Ç�›�î�Ð�å�«�c�±�œ�_�*�W�K�r�M��

• �«�–�µ�³�[�b�Ý�î�¸�•�å�¢�†�–�¿�î�È�Ý�_�K�^�8���œ�c�
 �Ý�î�¸�•�å�¢  �¸�å�É�Þ�î�º�†�Q#Ý�K
�^�8�[�C�T�I�8�� sdm prefer routing �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�M�•
�\�
�Ú�b�µ+��@�Ý�î�¸�•�å�¢  �¸�å�É�Þ�î�º
Æ�b�Ø�½�Ÿ�Õ�«�º  �Ý�î�¸�•�å�¢�_�m�~�ú�}�€�S�Ó
�Ô�Ü�†�Q#Ý�M�•�b�†75�D�G�\�@�[�A�r�M��

• �¹�×�”�Ý  IPv4/IPv6 �¸�å�É�Þ�î�º�†�q�6�_4E�¥�K�^�8�[  IPv6 �†0¿���K�|�:�\�M�•�\�
1™�Ì�Ó�µ
�­�î�ª�@#Õ�B�I�€�r�M��

• �¹�×�”�Ý  �«�±�µ�¡  �¸�å�É�Þ�î�º�†�Q#Ý�M�•�\�
�Ü�¯�î�«�H�\�_�Q#Ý�•+��^  TCAM ��5��@�a�^
�C�^�•�S�u�
 IPv4 �º�Û�Ç�•�µ�¡�b�s�†3?3æ�M�•���œ�c�
�G�b�¸�å�É�Þ�î�º�†�Q#Ý�K�^�8�[�C�T
�I�8��

SDM �¸�å�É�Þ�î�º�b0¿��
SDM �¸�å�É�Þ�î�º�†�Q#Ý�K�Z�µ+��·�8�†�q4:�_�§�Ï�î�º�M�•�_�c�
�–�¿�î�È�Ý  EXEC �Ô�î�»�[��
�b�m8p�†��/œ�K�r�M��
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�©�«�¸�Ò�b
Ì2s�·�‹�
 show sdm prefer �–�¿�î�È�Ý  EXEC �¥�Ð�å�»�†�Q#Ý�K�Z�
�‚�K�8�¸�å�É�Þ�î
�º0¿���†&�1��[�A�r�M�� reload �–�¿�î�È�Ý  EXEC �¥�Ð�å�»�b�S�_  show sdm prefer �¥�Ð�å�»�†
°�Š
�M�•�\�
 show sdm prefer �¥�Ð�å�»�_�|�W�Z�
#'�~�Q#Ý�K�Z�8�•�¸�å�É�Þ�î�º�\�

Ì2s�·�‹�_�”�¡
�¸�•�È�_�^�•�¸�å�É�Þ�î�º�@/²&g�I�€�r�M��

���c�
�¸�å�É�Þ�î�º�†�š�f�‹�_�«�–�µ�³�†�Ü�ß�î�»�K�^�?�W�S���œ�b���Š/²&g�b�M�[�[�M��

Switch# show sdm prefer  
 The current template is "desktop routing" template. 
 The selected template optimizes the resources in 
 the switch to support this level of features for 
 8 routed interfaces and 1024 VLANs. 

  number of unicast mac addresses:            3K 
  number of igmp groups + multicast routes:   1K 
  number of unicast routes:                   11K 
    number of directly connected hosts:       3K 
    number of indirect routes:                8K 
  number of qos aces:                         512 
 number of security aces:                    1K 
 
 On next reload, template will be “desktop vlan” template.

�¥�Ð�å�» % $×

�«�¸�µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�¸�µ�É 2 sdm prefer {access | default | 
dual-ipv4-and-ipv6 {default | routing | vlan} | 
routing | vlan}

�«�–�µ�³�[�Q#Ý�M�•  SDM �¸�å�É�Þ�î�º�†�æ���K�r�M��

�Ÿ�î�á�î�»�b�–�á�c���b�\�>�~�[�M��

• access �Š ACL �b�©�«�¸�Ò  �Ü�¯�î�«�†�q�±�ì�K�r�M��

• default �Š �M�m�Z�b�µ+��_�P�K�Z�Ü�¯�î�«�†�’/®�ì�K
�r�M��

• dual-ipv4-and-ipv6 �Š IPv4 �\  IPv6 �Ý�î�¸�•�å�¢�†�g�‰
�§�Ï�î�º�M�•�¸�å�É�Þ�î�º�†4E�¥�K�r�M>&�G�b�œ�É
�©�Ù�å�c�M�m�Z�b�«�–�µ�³�[/²&g�I�€�r�M�@�
  �«�–�µ
�³�@�Ñ�G IP �§�î�Å�«  �–�Ó�î�ª�†��/œ�K�Z�8�•���œ�b
�s�§�Ï�î�º�I�€�r�M>' ��

>+ default �Š IPv4/IPv6 �b�Þ�–�Ö  2 �>�|�g�Þ�–�Ö  3 �µ
+��†�’/®�ì�K�r�M��

>+ routing �Š IPv4 �Ï�Ü�©�î�Ë�î�«  �Ý�î�¸�•�å�¢�†�µ
�t IPv4 �>�|�g  IPv6 �Ý�î�¸�•�å�¢�†�q�±7H�_�Q#Ý
�K�r�M��

>+ vlan �Š IPv4/IPv6 VLAN �†�q�±7H�_�Q#Ý�K�r�M��

• routing �Š �«�–�µ�³�[�b�Ý�î�¸�•�å�¢�†�q4:�ì�K�r�M��

• vlan �Š �Á�î�»�˜�™�”�[�b�Ý�î�¸�•�å�¢�†�§�Ï�î�º�K�^
�8�«�–�µ�³�[�b  VLAN 0¿���†�q4:�ì�K�r�M��

�«�–�µ�³�†�¹�Ç�›�Ý�º  �¹�«�¡�º�µ�É  �¸�å�É�Þ�î�º�_0¿��
�M�•�_�c�
 no sdm prefer �¥�Ð�å�»�†�Q#Ý�K�r�M��

�¹�Ç�›�Ý�º  �¸�å�É�Þ�î�º�c�
 �©�«�¸�Ò  �Ü�¯�î�«�b�Q#Ý�†�’
/®�ì�K�r�M��

�«�¸�µ�É 3 end �–�¿�î�È�Ý  EXEC �Ô�î�»�_�`�~�r�M��

�«�¸�µ�É 4 reload OS>&�œ�Ì�Þ�î�¸�•�å�¢  �©�«�¸�Ò>'�†�Ü�ß�î�»�K�r�M��
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�¹�Ç�›�Ý�º�b�¸�å�É�Þ�î�º�_�`�M�_�c�
 no sdm prefer �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å
�»�†�Q#Ý�K�r�M��

���b�[�c�
�«�–�µ�³�_�Ý�î�¸�•�å�¢  �¸�å�É�Þ�î�º�†0¿���M�•�‰�2�†&g�K�Z�8�r�M��

Switch(config)# sdm prefer routing
Switch(config)# end
Switch# reload
Proceed with reload? [confirm]

���_�
�¹�«�¡�º�µ�É  �«�–�µ�³�_  IPv4/IPv6 �¹�Ç�›�Ý�º  �¸�å�É�Þ�î�º�†0¿���M�•�[�†&g�K�r�M��

Switch(config)# sdm prefer dual-ipv4-and-ipv6 default
Switch(config)# exit
Switch# reload
Proceed with reload? [confirm]
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SDM �¸�å�É�Þ�î�º�b/²&g
�Ã�Û�Ó�î�±�†�æ���O�N�_  show sdm prefer �–�¿�î�È�Ý  EXEC �¥�Ð�å�»�†�Q#Ý�M�•�\�
�”�¡�¸�•�È  �¸
�å�É�Þ�î�º�@/²&g�I�€�r�M��

�æ���b�¸�å�É�Þ�î�º�@�§�Ï�î�º�K�Z�8�•�Ü�¯�î�«�X�†/²&g�M�•�_�c�
 show sdm prefer [access |
default | dual-ipv4-and-ipv6 {default | vlan} |routing | vlan] �–�¿�î�È�Ý  EXEC �¥�Ð�å�»�†�Q#Ý�K�r�M��

���c�
�Q#Ý�p�b�¸�å�É�Þ�î�º�†/²&g�M�•  show sdm prefer �¥�Ð�å�»�b���Š�[�[�M��

Switch# show sdm prefer
 The current template is "desktop default" template.
 The selected template optimizes the resources in
 the switch to support this level of features for
 8 routed interfaces and 1024 VLANs.

  number of unicast mac addresses:             6K
  number of igmp groups + multicast routes:    1K
  number of unicast routes:                    8K
    number of directly connected hosts:        6K
    number of indirect routes:                 2K
  number of policy based routing aces:         0
  number of qos aces:                          512
  number of security aces:                     1K

���c�
  �«�–�µ�³�_
°�Š�I�€�S  show sdm prefer routing �¥�Ð�å�»�b���Š�[�[�M��

Switch# show sdm prefer routing
"desktop routing" template:
 The selected template optimizes the resources in
 the switch to support this level of features for
 8 routed interfaces and 1024 VLANs.

  number of unicast mac addresses:             3K
  number of igmp groups + multicast routes:    1K
  number of unicast routes:                    11K
    number of directly connected hosts:        3K
    number of indirect routes:                 8K
  number of policy based routing aces:         512
  number of qos aces:                          512
  number of security aces:                     1K

���c�
  �«�–�µ�³�_
°�Š�I�€�S  show sdm prefer dual-ipv4-and-ipv6 default �¥�Ð�å�»�b���Š�[�[�M��

Switch# show sdm prefer dual-ipv4-and-ipv6 default
 “desktop IPv4 and IPv6 default” template:
 The selected template optimizes the resources in
 the switch to support this level of features for
 8 routed interfaces and 1024 VLANs.

  number of unicast mac addresses:                  2K
  number of IPv4 IGMP groups + multicast routes:    1K
  number of IPv4 unicast routes:                    3K
    number of directly-connected IPv4 hosts:        2K
    number of indirect IPv4 routes:                 1K
  number of IPv6 multicast groups:                  1K
  number of directly-connected IPv6 addresses:      2K
  number of indirect IPv6 unicast routes:           1K
  number of IPv4 policy based routing aces:         0
  number of IPv4/MAC qos aces:                      512
  number of IPv4/MAC security aces:                 1K
  number of IPv6 policy based routing aces:         0
  number of IPv6 qos aces:                          510
  number of IPv6 security aces:                     510
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8

�«�–�µ�³  �Ë�î�«1�0É�b0¿��

�G�b'v�[�c�
 Catalyst 3560 �«�–�µ�³�[�«�–�µ�³�Ë�î�«�b1�0É�†0¿���M�•�‰�2�_�X�8�Z1��Â�K�r�M��

�G�b'v�[1��Â�M�•
Æ���c�
���b�\�>�~�[�M��

• �«�–�µ�³�l�b�Y�G�”�¡�­�«�b75�F>& p.8-2>'

• �–�¿�î�È�Ý  EXEC �¥�Ð�å�»�l�b�”�¡�­�«�b�–1¤>& p.8-3>'

• TACACS+ �_�|�•�«�–�µ�³  �”�¡�­�«�b�D�š>& p.8-12>'

• RADIUS �_�|�•�«�–�µ�³  �”�¡�­�«�b�D�š>& p.8-20>'

• Kerberos �_�|�•�«�–�µ�³  �”�¡�­�«�b�D�š>& p.8-35>'

• �«�–�µ�³�b�ß�î�•�Ý1�0É�>�|�g0Á�•�b0¿��>& p.8-40>'

• SSH �b�S�u�b�«�–�µ�³�b0¿��>& p.8-42>'

• SSL HTTP �b�S�u�b�«�–�µ�³�b0¿��>& p.8-47>'

• SCP �b�S�u�b�«�–�µ�³�b0¿��>& p.8-54>'
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�«�–�µ�³�l�b�Y�G�”�¡�­�«�b75�F
�Y�G�Ø�î�¨�_�|�•�
�«�–�µ�³�b
Ì0¿���x0¿���_���b7�0t�†75�F�[�A�r�M���M+á$×�_�c�
�¿�µ�º�á�î
�¡'ö#.*…�?�}�«�–�µ�³�l�b�”�¡�­�«�†0Á�•�M�•�M�‰�
8�� �‡�Ï�î�º�†#Ý�8�Z�¿�µ�º�á�î�¡�¥�?�}�²
�–�Ö�Ý�”�µ�É�K)F�M�•�Ø�î�¨�x�
�©�Ü�”�Ý  �Ï�î�º�†3û�L�Z�¿�µ�º�á�î�¡�¥�?�}�K)F�M�•�Ø�î�¨�
�r
�S�c�ß�î�•�Ý  �¿�µ�º�á�î�¡
Æ�b'ƒ�Ž�r�S�c�á�î�¡�«�¸�î�©�Ù�å�?�}�K)F�M�•�Ø�î�¨�_�|�•�”�¡�­
�«�†�D7H�K�r�M��

�«�–�µ�³�l�b�Y�G�”�¡�­�«�†75�F�M�•�_�c�
���b�­�Ÿ�×�Ü�¸�•�µ+��†  1 �X�r�S�c0
�X0¿���K�r�M��

• �q�*7H�b�­�Ÿ�×�Ü�¸�•�\�K�Z�
�›�«�–�µ�³  �Ï�î�º�[�Ã�«�á�î�»�>�|�g�’7H�†0¿���K�r�M���G�b
�Ã�«�á�î�»�c�
�«�–�µ�³�_�ß�î�•�Ý�_�–�Ñ�I�€�r�M���Ø�î�¨�@�Ï�î�º�r�S�c�G)z�†3û�L�Z�«
�–�µ�³�_�”�¡�­�«�K�|�:�\�M�•�\�A�
�Ï�î�º�r�S�c�G)z�_�æ���I�€�S�Ã�«�á�î�»�†
°�Š�K�Z�?
�}�[�^�E�€�d�
�«�–�µ�³�_�”�¡�­�«�[�A�r�O�‡��0ò(ý�_�X�8�Z�c�
 ���–�¿�î�È�Ý  EXEC �¥�Ð�å
�»�l�b�”�¡�­�«�b�–1¤�� >&p.8-3>' �†�g!·�K�Z�C�T�I�8��

• 3ã�•�b�­�Ÿ�×�Ü�¸�•  �Þ�–�Ö�\�K�Z�
�Ø�î�¨�¡�\�Ã�«�á�î�»�†�Ì�”�[0¿���[�A�r�M���G�b�Ì�”�c
�«�–�µ�³�[�ß�î�•�Ý�_�–�Ñ�I�€�r�M���G�b�Ì�”�c�G)z�r�S�c�Ï�î�º�_�m�~�\�Z�}�€�
�›�Ø�î�¨
�†1�0É�K�r�M���Ø�î�¨�c1�0É�‹�
�«�–�µ�³�_�”�¡�­�«�[�A�r�M���’7H�Þ�Ë�Ý�†��*O�K�Z�8�•��
�œ�c�
�Ø�î�¨�¡�\�Ã�«�á�î�»�b�›�Ì�”�_"I���b�’7H�Þ�Ë�Ý�†�
�P�Â�M�•�’�<�>�|�g�’7H�\�\�v
�_�m�~�\�Z�•�G�\�v�[�A�r�M��0ò(ý�_�X�8�Z�c�
 ���Ø�î�¨�¡�\�Ã�«�á�î�»�b�Ì�”�b0¿���� >&p.8-8>'
�†�g!·�K�Z�C�T�I�8��

• �Ø�î�¨�¡�\�Ã�«�á�î�»�b�Ì�”�†�Q#Ý�K�S�8�@�
�Q�b�Ì�”�†�ß�î�•�Ý�[�c�^�C�p�¸�b�§�î�Â�_�–
�Ñ�K�S�8���œ�c�
�­�Ÿ�×�Ü�¸�•  �§�î�Â�V�b�¹�î�±�Ë�î�«�_�–�Ñ�[�A�r�M���G�€�_�|�~�
0
�X�b
�¿�µ�º�á�î�¡  �¹�Â�–�«�@� �L�¹�î�±�Ë�î�«�†�Q#Ý�K�Z�Ø�î�¨1�0É�_���† >&�²0[�_�Â�L�Z0Á�•�_
���v>'�“�•�G�\�@�[�A�r�M��0ò(ý�_�X�8�Z�c�
 �� TACACS+ �_�|�•�«�–�µ�³  �”�¡�­�«�b�D�š��

>&p.8-12>' �†�g!·�K�Z�C�T�I�8��
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�–�¿�î�È�Ý  EXEC �¥�Ð�å�»�l�b�”�¡�­�«�b�–1¤
�¿�µ�º�á�î�¡�['ƒ�Ž�b�”�¡�­�«�D�š�†/œ�:(F�"�^�‰�2�c�
�Ã�«�á�î�»�†�Q#Ý�K�Z�’7H�Þ�Ë�Ý�†�m�~
�\�Z�•�G�\�[�M���Ã�«�á�î�»�–1¤�_�|�W�Z�
�¿�µ�º�á�î�¡�r�S�c�¿�µ�º�á�î�¡  �¹�Â�–�«�l�b�”�¡�­
�«�@�D7H�I�€�r�M���’7H�Þ�Ë�Ý�_�|�W�Z�
�¿�µ�º�á�î�¡  �¹�Â�–�«�_�ß�¢�–�å�‹�
�Ø�î�¨�@�]�b�|�:
�^�¥�Ð�å�»�†�Q#Ý�[�A�•�?�@��*O�I�€�r�M��

>&�@>' �G�G�[�Q#Ý�M�•�¥�Ð�å�»�b�S�e�>�|�g�Q#Ý�‰�2�b0ò(ý�_�X�8�Z�c�
 �� Cisco IOS Security Command
Reference�� Release 12.2 �†�g!·�K�Z�C�T�I�8��

�G�G�[�c�
���b0¿���_���_�X�8�Z1��Â�K�r�M��

• �¹�Ç�›�Ý�º�b�Ã�«�á�î�»�>�|�g�’7H�Þ�Ë�Ý0¿��>& p.8-3>'

• �«�±�¸�•�µ�¡  �–�¿�î�È�Ý  �Ã�«�á�î�»�b0¿���r�S�c�š�f>& p.8-3>'

• �/�•�ì�_�|�•�–�¿�î�È�Ý�>�|�g�–�¿�î�È�Ý  �©�î�¡�Þ�µ�º  �Ã�«�á�î�»�b�–1¤>& p.8-4>'

• �Ã�«�á�î�»�G�Ÿ�b�¹�•�­�î�È�Ý�ì>& p.8-6>'

• 'ƒ�Ž�G)z�_�P�M�•  Telnet �Ã�«�á�î�»�b0¿��>& p.8-7>'

• �Ø�î�¨�¡�\�Ã�«�á�î�»�b�Ì�”�b0¿��>& p.8-8>'

• 0
�X�b�’7H�Þ�Ë�Ý�b0¿��>& p.8-9>'

�¹�Ç�›�Ý�º�b�Ã�«�á�î�»�>�|�g�’7H�Þ�Ë�Ý0¿��
/² 8-1 �_�
�¹�Ç�›�Ý�º�b�Ã�«�á�î�»�>�|�g�’7H�Þ�Ë�Ý0¿���†&g�K�r�M��

�«�±�¸�•�µ�¡  �–�¿�î�È�Ý  �Ã�«�á�î�»�b0¿���r�S�c�š�f
�–�¿�î�È�Ý  �Ã�«�á�î�»�c�
�–�¿�î�È�Ý  EXEC �Ô�î�»�l�b�”�¡�­�«�†�D�š�K�r�M���«�±�¸�•�µ�¡  �–
�¿�î�È�Ý  �Ã�«�á�î�»�†0¿���r�S�c�š�f�M�•�_�c�
�–�¿�î�È�Ý  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r
�M��

/² 8-1 �¹�Ç�›�Ý�º�b�Ã�«�á�î�»�>�|�g�’7H�Þ�Ë�Ý0¿��

�µ+� �¹�Ç�›�Ý�º0¿��

�–�¿�î�È�Ý  �Ã�«�á�î�»�>�|�g
�’7H�Þ�Ë�Ý

�Ã�«�á�î�»�c��*O�I�€�Z�8�r�O�‡���¹�Ç�›�Ý�º�c�Þ�Ë�Ý  15 �[�M
>&�–�¿�î�È�Ý  EXEC �Þ�Ë�Ý>'���Ã�«�á�î�»�c�
�¥�å�Ç�•� �×�Þ�î
�©�Ù�å  �Ç�“�–�Ý
Æ�[�c�/�•�ì�I�€�Z�8�^�8"g�Â�[�M��

�–�¿�î�È�Ý  �©�î�¡�Þ�µ�º  �Ã
�«�á�î�»�>�|�g�’7H�Þ�Ë�Ý

�Ã�«�á�î�»�c��*O�I�€�Z�8�r�O�‡���¹�Ç�›�Ý�º�c�Þ�Ë�Ý  15 �[�M
>&�–�¿�î�È�Ý  EXEC �Þ�Ë�Ý>'���Ã�«�á�î�»�c�
�/�•�ì�I�€�Z�?�}�¥
�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_�i�A3¸�r�€�r�M��

�G)z�Ã�«�á�î�» �Ã�«�á�î�»�c��*O�I�€�Z�8�r�O�‡��
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�Ã�«�á�î�»�†�P7V�M�•�_�c�
 no enable password �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q
#Ý�K�r�M��

���_�
�–�¿�î�È�Ý  �Ã�«�á�î�»�†  l1u2c3k4y5 �_�š�f�M�•�[�†&g�K�r�M���Ã�«�á�î�»�c�/�•�ì�I�€�Z�>
�}�N�
�Þ�Ë�Ý  15 �b�”�¡�­�«�@�Z�<�}�€�r�M>&�‘�¶�b�–�¿�î�È�Ý  EXEC �Ô�î�»  �”�¡�­�«>' ��

Switch(config)# enable password l1u2c3k4y5

�/�•�ì�_�|�•�–�¿�î�È�Ý�>�|�g�–�¿�î�È�Ý  �©�î�¡�Þ�µ�º  �Ã�«�á�î�»�b�–1¤
3ã�•�b�­�Ÿ�×�Ü�¸�•  �Þ�–�Ö�†�
 "I�_�¿�µ�º�á�î�¡�†2z�<�•�Ã�«�á�î�»�x  Trivial File Transfer Protocol

>&TFTP; (F�Æ�Ç�“�–�Ý3?3æ�É�ß�º�¥�Ý>'�§�î�Â�_�–�Ñ�I�€�Z�8�•�Ã�«�á�î�»�_�P�K�Z0¿���M�•���œ
�_�c�
 enable password �r�S�c  enable secret �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�[
�A�r�M���¥�Ð�å�»�b�8#Ý�c�]�U�}�v� �L�[�M���G�b�¥�Ð�å�»�_�|�~�
�/�•�ì�I�€�S�Ã�«�á�î�»�†0¿
���[�A�r�M���–�¿�î�È�Ý  EXEC �Ô�î�»>&�¹�Ç�›�Ý�º0¿��>'�r�S�c"I���b�’7H�Þ�Ë�Ý�_�”�¡�­�«�M�•
�Ø�î�¨�c�
�G�b�Ã�«�á�î�»�†
°�Š�M�•�²0[�@�6�~�r�M��

�|�~9×�Ø�^�/�•�ì�”�Ý�¦�Ü�¬�Ò�@�Q#Ý�I�€�•�b�[�
 enable secret �¥�Ð�å�»�†�Q#Ý�M�•�G�\�†�N�á�K
�r�M��

�¥�Ð�å�» % $×

�«�¸�µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�¸�µ�É 2 enable password password �–�¿�î�È�Ý  EXEC �Ô�î�»�l�b�”�¡�­�«#Ý�_�
�‚�K�8�Ã�«
�á�î�»�†��*O�M�•�?�
�¤�Ñ�b�Ã�«�á�î�»�†�š�f�K�r�M��

�¹�Ç�›�Ý�º�[�c�
�Ã�«�á�î�»�c��*O�I�€�r�O�‡��

password �_�c�
 1 >|  25 �e�Ð�b,e�X�Ð�b�«�º�Ü�å�¢�†�æ���K
�r�M���«�º�Ü�å�¢�†�X�Ð�[���u�•�G�\�c�[�A�r�O�‡���±�e
�Ð�\�`�e�Ð�†�
�9�K�
�«�Ì�î�«�†�Q#Ý�[�A�r�M�@�

›/œ�«
�Ì�î�«�c!“0i�I�€�r�M��$2�e'¢>& ?>'�c�
�Ã�«�á�î�»�†�8�B
�M�•���œ�_�
$2�e'¢�b�S�_  Ctrl-v �†
°�Š�M�€�d�Q#Ý�[�A�r
�M���S�\�<�d�
�Ã�«�á�î�»  abc?123 �†�8�B�M�•�\�A�c�
��
�b�|�:�_�K�r�M��

abc �†
°�Š�K�r�M��

Ctrl-v �†
°�Š�K�r�M��

?123 �†
°�Š�K�r�M��

�©�«�¸�Ò�?�}�–�¿�î�È�Ý  �Ã�«�á�î�»�†
°�Š�M�•�|�:�_�Ó
�u�}�€�S���œ�
 $2�e'¢�b�S�_  Ctrl-v �†
°�Š�M�•�²0[�c�^�C�

�Ã�«�á�î�»�b�É�ß�å�É�º�_�Q�b�r�r  abc?123 �\
°�Š�[�A�r
�M��

�«�¸�µ�É 3 end �–�¿�î�È�Ý  EXEC �Ô�î�»�_�`�~�r�M��

�«�¸�µ�É 4 show running-config 0¿���†&�1��K�r�M��

�«�¸�µ�É 5 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K
�r�M��

�–�¿�î�È�Ý  �Ã�«�á�î�»�c�/�•�ì�I�€�N�
�«�–�µ�³�b�¥�å
�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý
Æ�[�c1��s�v�•�G�\�@�[�A
�•"g�Â�[�M��



'¨ 8 'v       �«�–�µ�³  �Ë�î�«1�0É�b0¿��
�–�¿�î�È�Ý  EXEC �¥�Ð�å�»�l�b�”�¡�­�«�b�–1¤

8-5
Catalyst 3560 �«�–�µ�³  �¯�Ç�º�˜�™�”  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �ž�–�»

OL-8553-01-J

enable secret �¥�Ð�å�»�c  enable password �¥�Ð�å�»�_
ƒ
›�K�r�M�� 2 �X�b�¥�Ð�å�»�@� �ì�_�w� �_�^
�•�G�\�c�6�~�r�O�‡��

�–�¿�î�È�Ý�>�|�g�–�¿�î�È�Ý  �©�î�¡�Þ�µ�º  �Ã�«�á�î�»�_�/�•�ì�†0¿���M�•�_�c�
 �–�¿�î�È�Ý  EXEC
�Ô�î�»�[���b�m8p�†��/œ�K�r�M��

�–�¿�î�È�Ý�>�|�g�–�¿�î�È�Ý  �©�î�¡�Þ�µ�º  �Ã�«�á�î�»�b�g�‰�@��*O�I�€�Z�8�•���œ�
�Ø�î�¨�c�–
�¿�î�È�Ý  �©�î�¡�Þ�µ�º  �Ã�«�á�î�»�†
°�Š�M�•�²0[�@�6�~�r�M��

"I���b�’7H�Þ�Ë�Ý�b�Ã�«�á�î�»�†��*O�M�•���œ�c�
 level �Ÿ�î�á�î�»�†�Q#Ý�K�r�M���Þ�Ë�Ý�†�æ���K
�Z�Ã�«�á�î�»�†0¿���K�S�}�
�Q�b�Þ�Ë�Ý�[�”�¡�­�«�M�•�²0[�b�6�•�Ø�î�¨�T�E�_�Q�b�Ã�«�á�î�»�†
�û�K�Z�C�T�I�8���I�r�J�r�^�Þ�Ë�Ý�[�”�¡�­�«�•+��^�¥�Ð�å�»�†�æ���M�•���œ�c�
 privilege level �¢
�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��0ò(ý�_�X�8�Z�c�
 ��0
�X�b�’7H�Þ�Ë�Ý�b
0¿���� >&p.8-9>' �†�g!·�K�Z�C�T�I�8��

�¥�Ð�å�» % $×

�«�¸�µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�¸�µ�É 2 enable password [level level] { password | 
encryption-type encrypted-password}

�r�S�c

enable secret [level level] { password | 
encryption-type encrypted-password}

�–�¿�î�È�Ý  EXEC �Ô�î�»�l�b�”�¡�­�«#Ý�_�
�‚�K�8�Ã�«
�á�î�»�†��*O�M�•�?�
�¤�Ñ�b�Ã�«�á�î�»�†�š�f�K�r�M��

�r�S�c

�©�î�¡�Þ�µ�º  �Ã�«�á�î�»�†��*O�K�
8��•3ë�/�•�‰�'�†�Q#Ý
�K�Z�–�Ñ�K�r�M��

• >&�õ�–>' level �_�æ���[�A�•(
�V�c  0 >|  15 �[�M���Þ�Ë�Ý
1 �@3û�–�b�Ø�î�¨  EXEC �Ô�î�»�’7H�[�M���¹�Ç�›�Ý�º
�Þ�Ë�Ý�c  15 �[�M>&�–�¿�î�È�Ý  EXEC �Ô�î�»�’7H>' ��

• password �_�c�
 1 >|  25 �e�Ð�b,e�X�Ð�b�«�º�Ü�å�¢�†�æ
���K�r�M���«�º�Ü�å�¢�†�X�Ð�[���u�•�G�\�c�[�A�r�O
�‡���±�e�Ð�\�`�e�Ð�†�
�9�K�
�«�Ì�î�«�†�Q#Ý�[�A�r
�M�@�

›/œ�«�Ì�î�«�c!“0i�I�€�r�M���¹�Ç�›�Ý�º�[�c�

�Ã�«�á�î�»�c��*O�I�€�r�O�‡��

• >&�õ�–>' encryption-type �_�c�
�©�«�¥"‚+¬�b�/�•�ì�”�Ý
�¦�Ü�¬�Ò�[�6�•�±�–�É  5 �K�?�Q#Ý�[�A�r�O�‡���/�•�ì
�±�–�É�†�æ���M�•���œ�c�
�/�•�ì�I�€�S�Ã�«�á�î�»�†
�Q#Ý�M�•�²0[�@�6�~�r�M���G�b�/�•�ì�Ã�«�á�î�»�c�

�9�b�«�–�µ�³�b0¿���?�}�¥�Æ�î�K�r�M��

>&�@>' �/�•�ì�±�–�É�†�æ���K�Z�¡�Ü�”  �¸�Ÿ�«�º  �Ã�«�á�î
�»�†
°�Š�K�S���œ�c�

Ì�g�–�¿�î�È�Ý  EXEC �Ô�î
�»�†6ä���M�•�G�\�c�[�A�r�O�‡�� �/�•�ì�I�€�S�Ã�«
�á�î�»�@�»�ƒ�€�S���œ�c�
 �]�b�|�:�^�‰�2�[�v�G�Ÿ
�M�•�G�\�c�[�A�r�O�‡��

�«�¸�µ�É 3 service password-encryption >&�õ�–>'�Ã�«�á�î�»�†��*O�M�•�\�A�
�r�S�c0¿���†�–�Ñ�M�•
�\�A�_�
�Ã�«�á�î�»�†�/�•�ì�K�r�M��

�/�•�ì�_�|�W�Z�
�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý
Æ�b�Ã
�«�á�î�»�@1��s�v�~�Y+��_�^�~�r�M��

�«�¸�µ�É 4 end �–�¿�î�È�Ý  EXEC �Ô�î�»�_�`�~�r�M��

�«�¸�µ�É 5 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K
�r�M��



'¨ 8 'v       �«�–�µ�³  �Ë�î�«1�0É�b0¿��
�–�¿�î�È�Ý  EXEC �¥�Ð�å�»�l�b�”�¡�­�«�b�–1¤

8-6
Catalyst 3560 �«�–�µ�³  �¯�Ç�º�˜�™�”  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �ž�–�»

OL-8553-01-J

�Ã�«�á�î�»�b�/�•�ì�†�–�¿�î�È�Ý�_�M�•�\�
�Ø�î�¨�¡�Ã�«�á�î�»�
1�0É6=�Ã�«�á�î�»�
�–�¿�î�È�Ý
�¥�Ð�å�»  �Ã�«�á�î�»�
�¥�å�¯�î�Ý�>�|�g�ì�•'ƒ�Ž�G)z�Ã�«�á�î�»�^�]�
�M�m�Z�b�Ã�«�á�î�»�_4:#Ý
�I�€�r�M��

�Ã�«�á�î�»�\�Þ�Ë�Ý�†�P7V�M�•�_�c�
 no enable password [level level] �r�S�c  no enable secret [level
level] �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M���Ã�«�á�î�»�b�/�•�ì�†�¹�•�­�î
�È�Ý�_�M�•�_�c�
 no service password-encryption �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q
#Ý�K�r�M��

���_�
�’7H�Þ�Ë�Ý  2 �_�P�K�Z�/�•�ì�Ã�«�á�î�»  $1$FaD0$Xyti5Rkls3LoyxzS8 �†0¿���M�•�[�†&g�K�r
�M��

Switch(config)# enable secret level 2 5 $1$FaD0$Xyti5Rkls3LoyxzS8

�Ã�«�á�î�»�G�Ÿ�b�¹�•�­�î�È�Ý�ì
�«�–�µ�³�_"@#.$×�_�”�¡�­�«�[�A�•�š�å�»  �Ø�î�¨�c�
�¹�Ç�›�Ý�º�[�
�«�–�µ�³�b7Á ;�ž
°�ì�_�È�î
�º  �É�ß�­�«�_�m�~3¸�s�
�‚�K�8�Ã�«�á�î�»�†
°�Š�M�•�G�\�_�|�W�Z�
�»�ƒ�€�S�Ã�«�á�î�»�†�G�Ÿ�[
�A�r�M��

�Ã�«�á�î�»�G�Ÿ�¹�•�­�î�È�Ý�ì�µ+��[�c�
�G�b�µ+��b�M4Š�†�¹�•�­�î�È�Ý�_�M�•�G�\�_�|�~�«�–�µ
�³�b�Ã�«�á�î�»�l�b�”�¡�­�«�†�–1¤�[�A�r�M���G�b�µ+��@�–�¿�î�È�Ý�b���œ�
�š�å�»  �Ø�î�¨�c�
�©
�«�¸�Ò�†�¹�Ç�›�Ý�º0¿���_�`�M�G�\�_� �–�K�S���œ�_7H�~�
 �È�î�º  �É�ß�­�«�_�m�~3¸�t�G�\�@�[�A
�r�M���Ã�«�á�î�»�G�Ÿ�†�¹�•�­�î�È�Ý�_�K�Z�v�
�È�î�º  �É�ß�­�«�_�m�~3¸�‡�[�Ã�«�á�î�»�†�š�f�[
�A�r�M�@�
�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý>& config.text>'�>�|�g  VLAN >&�ì�•  LAN>'�¹�î�±�Ë�î
�«  �Ç�“�–�Ý>& vlan.dat>'�c�P7V�I�€�r�M��

>&�@>' �Ã�«�á�î�»�G�Ÿ�†�¹�•�­�î�È�Ý�_�M�•���œ�c�
�š�å�»  �Ø�î�¨�@�È�î�º  �É�ß�­�«�_�m�~3¸�‡�[�©�«
�¸�Ò�†�¹�Ç�›�Ý�º�b"g�Â�_�`�M�|�:�^���œ�_
��<�
�­�Ÿ�×�”  �§�î�Â�_�¥�å�Ç�•� �×�Þ�î�©�Ù�å
�Ç�“�–�Ý�b�Â�µ�¡�”�µ�É  �¥�Æ�î�†�–�Ñ�K�Z�>�C�G�\�†�N�á�K�r�M�� �«�–�µ�³�V�[�¥�å�Ç�•� �×�Þ�î
�©�Ù�å  �Ç�“�–�Ý�b�Â�µ�¡�”�µ�É  �¥�Æ�î�†�–�Ñ�K�^�8�[�C�T�I�8�� VTP>&VLAN �º�Û�å�Ÿ�å�¢  �É�ß
�º�¥�Ý>'�º�Û�å�«�Ì�”�Þ�å�º  �Ô�î�»�[�«�–�µ�³�@�·�8�K�Z�8�•���œ�c�
 VLAN �¹�î�±�Ë�î�«  �Ç�“
�–�Ý�b�Â�µ�¡�”�µ�É  �¥�Æ�î�v� �]�_�­�Ÿ�×�”  �§�î�Â�_�–�Ñ�K�Z�C�T�I�8���«�–�µ�³�@�©�«�¸�Ò�b
�¹�Ç�›�Ý�º0¿���_�`�W�S�\�A�_�
 XMODEM �É�ß�º�¥�Ý�†�Q#Ý�K�Z�
�–�Ñ�K�S�Ç�“�–�Ý�†�«�–�µ�³
�_�²�˜�å�ß�î�»�[�A�r�M��0ò(ý�_�X�8�Z�c�
 ���Ã�«�á�î�»�†�À�€�S���œ�b�G�Ÿ�� >&p.42-4>' �†�g!·�K
�Z�C�T�I�8��

�Ã�«�á�î�»�b�G�Ÿ�†�¹�•�­�î�È�Ý�_�M�•�_�c�
�–�¿�î�È�Ý EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

�¥�Ð�å�» % $×

�«�¸�µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�¸�µ�É 2 no service password-recovery �Ã�«�á�î�»�b�G�Ÿ�†�¹�•�­�î�È�Ý�_�K�r�M��

�G�b0¿���c�
�Ç�Û�µ�©�×  �Ó�Ô�Ü�b�p�[�
�È�î�º  �ß�î�²�>�|
�g  Cisco IOS �–�Ó�î�ª�@�”�¡�­�«�[�A�•8•�æ�_�–�Ñ�I�€�r
�M�@�
�Ç�“�–�Ý  �©�«�¸�Ò�_�c�µ�r�€�r�O�‡���r�S�
�Ø�î�¨
�@�”�¡�­�«�M�•�G�\�c�[�A�r�O�‡��

�«�¸�µ�É 3 end �–�¿�î�È�Ý  EXEC �Ô�î�»�_�`�~�r�M��

�«�¸�µ�É 4 show version �¥�Ð�å�»���Š�b�q�‹�b�X/œ�†�³�™�µ�¡�M�•�G�\�_�|�W�Z�

0¿���†&�1��K�r�M��



'¨ 8 'v       �«�–�µ�³  �Ë�î�«1�0É�b0¿��
�–�¿�î�È�Ý  EXEC �¥�Ð�å�»�l�b�”�¡�­�«�b�–1¤
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�Ã�«�á�î�»�b�G�Ÿ�†
Ì�g�–�¿�î�È�Ý�_�M�•���œ�c�
 service password-recovery �¢�ß�î�Â�Ý  �¥�å�Ç�•
� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

>&�@>' �Ã�«�á�î�»�G�Ÿ�b�¹�•�­�î�È�Ý�ì�c�
 boot manual �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†
�Q#Ý�K�Z�m�·�[�È�î�º�M�•�|�:�_�«�–�µ�³�†0¿���K�Z�8�•���œ�c!“� �[�M���G�b�¥�Ð�å�»�c�
�«
�–�µ�³�b7Á ;�b
Ì�ž
°�‹�
�È�î�º  �ß�î�²  �É�ß�å�É�º>& switch:>'�†/²&g�I�O�r�M��

'ƒ�Ž�G)z�_�P�M�•  Telnet �Ã�«�á�î�»�b0¿��
�6�u�Z�«�–�µ�³�_7Á ;�†�ž
°�M�•�\�
 +¬�·�­�µ�º�”�µ�É  �É�ß�¢�Û�Ò�@2s�·�K�Z  IP �_���†�m�~�\�Z�

�G�b�6�\)F�E�Z�Q#Ý�[�A�•�|�:�_�¹�Ç�›�Ý�º0¿���†�8�B�K�r�M���I�}�_�
�­�µ�º�”�µ�É  �É�ß�¢�Û�Ò
�c�
�Ã�«�á�î�»�_�|�•  Telnet �”�¡�­�«#Ý�_�«�–�µ�³�†0¿���M�•�G�\�†0[�Ó�K�r�M���­�µ�º�”�µ�É  �É
�ß�¢�Û�Ò�b��/œ�p�_�G�b�Ã�«�á�î�»�†0¿���K�^�?�W�S���œ�c�
�G�b�ì!l�[  CLI>&�¥�Ð�å�»�Û�–�å  �–
�å�±�î�Ç�™�–�«>'�†�Q#Ý�K�Z0¿���[�A�r�M��

�«�–�µ�³�†  Telnet �”�¡�­�«#Ý�_0¿���M�•�_�c�
�–�¿�î�È�Ý  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

�¥�Ð�å�» % $×

�«�¸�µ�É 1 �š�Ñ�×�Þ�î�©�Ù�å  �¯�Ç�º�˜�™�”�†
��<�S  PC �r�S�c�á�î�¡
�«�¸�î�©�Ù�å�\�«�–�µ�³�b�¥�å�¯�î�Ý  �Ï�î�º�†�K)F�K�r
�M��

�¥�å�¯ � î �Ý  � Ï � î � º �b�¹ �Ç�› �Ý�º�b�¹ � î �±"I �ö�c� 
 9600
�Î�î�
 8 �¹�î�±  �Å�µ�º�
 1 �«�º�µ�É  �Å�µ�º�
�Ã�Ü�¸�•�^�K
�[�M�� �¥�Ð�å�»�Û�–�å  �É�ß�å�É�º�@/²&g�I�€�•�r�[�
 Return
�Ÿ�î�†�1�G�?�²�M�²0[�@�6�~�r�M��

�«�¸�µ�É 2 enable password password �–�¿�î�È�Ý  EXEC �Ô�î�»�†6ä���K�r�M��

�«�¸�µ�É 3 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�¸�µ�É 4 line vty 0 15 Telnet �­�µ�©�Ù�å>&�G)z>'�b�X�†0¿���K�
�Û�–�å  �¥�å�Ç�•
� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�¥�Ð�å�»�P�Â�«�–�µ�³�[�c�
 �q�±  16 �b�­�µ�©�Ù�å�@�•+��[
�M��0 �>�|�g  15 �†�æ���M�•�\�
 �Q#Ý�[�A�•  16 �b  Telnet �­�µ
�©�Ù�å�M�m�Z�†0¿���M�•�G�\�_�^�~�r�M��

�«�¸�µ�É 5 password password 1 �X�r�S�c0
�X�b�G)z�_�P�Â�M�•  Telnet �Ã�«�á�î�»�†
°�Š
�K�r�M��

password �_�c�
 1 >|  25 �e�Ð�b,e�X�Ð�b�«�º�Ü�å�¢�†�æ���K
�r�M���«�º�Ü�å�¢�†�X�Ð�[���u�•�G�\�c�[�A�r�O�‡���±�e
�Ð�\�`�e�Ð�†�
�9�K�
�«�Ì�î�«�†�Q#Ý�[�A�r�M�@�

›/œ�«
�Ì�î�«�c!“0i�I�€�r�M���¹�Ç�›�Ý�º�[�c�
�Ã�«�á�î�»�c��
*O�I�€�r�O�‡��

�«�¸�µ�É 6 end �–�¿�î�È�Ý  EXEC �Ô�î�»�_�`�~�r�M��

�«�¸�µ�É 7 show running-config 0¿���†&�1��K�r�M��

�¥�Ð�å�»  line vty 0 15 �b�W�_�Ã�«�á�î�»�@/²&g�I�€�r�M��

�«�¸�µ�É 8 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K
�r�M��



'¨ 8 'v       �«�–�µ�³  �Ë�î�«1�0É�b0¿��
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�Ã�«�á�î�»�†�P7V�M�•�_�c�
 no password �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r
�M��

���_�
 Telnet �Ã�«�á�î�»�†  let45me67in89 �_0¿���M�•�[�†&g�K�r�M��

Switch(config)# line vty 10
Switch(config-line)# password let45me67in89

�Ø�î�¨�¡�\�Ã�«�á�î�»�b�Ì�”�b0¿��
�Ø�î�¨�¡�\�Ã�«�á�î�»�b�Ì�”�†0¿���[�A�r�M���G�b�Ì�”�c�«�–�µ�³�V�[�ß�î�•�Ý�_�–�Ñ�I�€�r�M��
�G�b�Ì�”�c�G)z�r�S�c�Ï�î�º�_�m�~�\�Z�}�€�
�›�Ø�î�¨�†1�0É�K�r�M���Ø�î�¨�c1�0É�‹�
�«�–�µ�³
�_�”�¡�­�«�[�A�r�M���’7H�Þ�Ë�Ý�†��*O�K�Z�8�•���œ�c�
�Ø�î�¨�¡�\�Ã�«�á�î�»�b�›�Ì�”�_"I���b
�’7H�Þ�Ë�Ý�†�
�P�Â�M�•�’�<�>�|�g�’7H�\�\�v�_�m�~�\�Z�•�G�\�v�[�A�r�M��

�Ø�î�¨�¡�Ë�î�«�b1�0É�©�«�¸�Ò�†0¿���M�•�_�c�
�–�¿�î�È�Ý  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r
�M���G�b1�0É�©�«�¸�Ò�[�c�
�ß�¢�–�å  �Ø�î�¨�¡�\�Ã�«�á�î�»�@0[�Ó�I�€�r�M��

�¥�Ð�å�» % $×

�«�¸�µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�¸�µ�É 2 username name [privilege level] { password 
encryption-type password} 

�›�Ø�î�¨�b�Ø�î�¨�¡�
�’7H�Þ�Ë�Ý�
�Ã�«�á�î�»�†
°�Š�K�r
�M��

• name �_�c�
 �Ø�î�¨  ID �†  1 �á�î�»�[�æ���K�r�M�� �«�Ì�î
�«�>�|�g�,#Ý'¢�c�Q#Ý�[�A�r�O�‡��

• >&�õ�–>' level �_�c�
�”�¡�­�«�’�†�“�S�Ø�î�¨�_0¿���M�•
�’7H�Þ�Ë�Ý�†�æ���K�r�M�� �æ���[�A�•(
�V�c  0 >|  15 �[
�M���Þ�Ë�Ý  15 �[�c�–�¿�î�È�Ý  EXEC �Ô�î�»�[�b�”�¡�­
�«�@�•+��[�M���Þ�Ë�Ý  1 �[�c�
�Ø�î�¨  EXEC �Ô�î�»�[
�b�”�¡�­�«�\�^�~�r�M��

• encryption-type �_�c�
 �/�•�ì�I�€�Z�8�^�8�Ã�«�á�î�»�@
�‹�•�_)F�C���œ�c  0 �†�
�/�•�ì�I�€�S�Ã�«�á�î�»�@�‹
�•�_)F�C���œ�c  7 �†�æ���K�r�M��

• password �_�c�
�Ø�î�¨�@�«�–�µ�³�_�”�¡�­�«�M�•���œ
�_
°�Š�M�•�²0[�b�6�•�Ã�«�á�î�»�†�æ���K�r�M���Ã�«
�á�î�»�c  1 >|  25 �e�Ð�[�
�Ù�u3¸�s�«�Ì�î�«�†�Q#Ý�[
�A�
 username �¥�Ð�å�»�b�q�‹�b�œ�É�©�Ù�å�\�K�Z�æ��
�K�r�M��

�«�¸�µ�É 3 line console 0

�r�S�c

line vty 0 15

�Û�–�å  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�
 �¥�å�¯�î
�Ý �Ï�î�º>&�G)z  0>'�r�S�c  VTY �G)z>&�G)z 0 >|  15>'�†0¿
���K�r�M��

�«�¸�µ�É 4 login local �ß�¢�–�å�ì�b�ß�î�•�Ý  �Ã�«�á�î�»  �³�™�µ�¡�†�–�¿�î�È�Ý
�_�K�r�M��1�0É�c�
�«�¸�µ�É  2 �[�æ���I�€�S�Ø�î�¨�¡�_�ö
�Y�A�r�M��

�«�¸�µ�É 5 end �–�¿�î�È�Ý  EXEC �Ô�î�»�_�`�~�r�M��

�«�¸�µ�É 6 show running-config 0¿���†&�1��K�r�M��

�«�¸�µ�É 7 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K
�r�M��



'¨ 8 'v       �«�–�µ�³  �Ë�î�«1�0É�b0¿��
�–�¿�î�È�Ý  EXEC �¥�Ð�å�»�l�b�”�¡�­�«�b�–1¤
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"I���Ø�î�¨�b�Ø�î�¨�¡1�0É�†�¹�•�­�î�È�Ý�_�M�•�_�c�
 no username name �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×
�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M���Ã�«�á�î�»  �³�™�µ�¡�†�¹�•�­�î�È�Ý�_�K�
�Ã�«�á�î�»�^�K�[
�b�K)F�†�•+��_�M�•�_�c�
 no login �Û�–�å  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

0
�X�b�’7H�Þ�Ë�Ý�b0¿��
Cisco IOS �¯�Ç�º�˜�™�”�c�¹�Ç�›�Ý�º�[�
 2 '�8®�b�Ã�«�á�î�»  �­�Ÿ�×�Ü�¸�•  �Ô�î�»�†�Q#Ý�K�r�M��
�Ø�î�¨  EXEC �>�|�g�–�¿�î�È�Ý  EXEC �[�M���Ô�î�»�H�\�_�
�¥�Ð�å�»�b7u�™�Þ�Ë�Ý�†  16 �r�[0¿��
�[�A�r�M��0
�X�b�Ã�«�á�î�»�†0¿���M�•�G�\�_�|�~�
�I�r�J�r�^�Ø�î�¨  �¢�Ý�î�É�_�P�K�Z"I���b�¥
�Ð�å�»�l�b�”�¡�­�«�†0Á�•�[�A�r�M��

�S�\�<�d�
�¨�C�b�Ø�î�¨�_  clear line �¥�Ð�å�»�l�b�”�¡�­�«�†0Á�•�M�•���œ�
�Þ�Ë�Ý  2 �b�­�Ÿ�×�Ü
�¸�•�†�m�~�\�Z�
�Þ�Ë�Ý  2 �b�Ã�«�á�î�»�†�È(
�V�b�Ø�î�¨�_4Ä�x�[�A�r�M���r�S�
 configure �¥�Ð�å
�»�l�b�”�¡�­�«�D7H�†�I�ì�M�•���œ�c�
�Þ�Ë�Ý  3 �b�­�Ÿ�×�Ü�¸�•�†�m�~�\�Z�
�Q�b�Ã�«�á�î�»�†7H
�}�€�S�Ø�î�¨  �¢�Ý�î�É�_4Ä�x�M�•�G�\�v�[�A�r�M��

�G�G�[�c�
���b0¿���_���_�X�8�Z1��Â�K�r�M��

• �¥�Ð�å�»�b�’7H�Þ�Ë�Ý�b0¿��>& p.8-9>'

• �G)z�_�P�M�•�¹�Ç�›�Ý�º�b�’7H�Þ�Ë�Ý�b�š�f>& p.8-10>'

• �’7H�Þ�Ë�Ý�l�b�ß�¢�–�å�>�|�g)
�¢>& p.8-11>'

�¥�Ð�å�»�b�’7H�Þ�Ë�Ý�b0¿��

�¥�Ð�å�»  �Ô�î�»�b�’7H�Þ�Ë�Ý�†0¿���M�•�_�c�
�–�¿�î�È�Ý  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

�¥�Ð�å�» % $×

�«�¸�µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�¸�µ�É 2 privilege mode level level command �¥�Ð�å�»�b�’7H�Þ�Ë�Ý�†0¿���K�r�M��

• mode �_�c�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�b��
�œ�c configure �†�
 EXEC �Ô�î�»�b���œ�c  exec �†�
�–�å�±�î
�Ç�™�–�« �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�b���œ�c  interface
�†�
 �Û�–�å  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�b���œ�c  line �†�Q
�€�R�€
°�Š�K�r�M��

• level �_�æ���[�A�•(
�V�c  0 >|  15 �[�M�� �Þ�Ë�Ý  1 �@3û�–�b�Ø�î
�¨  EXEC �Ô�î�»�’7H�[�M���Þ�Ë�Ý  15 �c�
 enable �Ã�«�á�î�»�_
�|�W�Z0Á�•�I�€�•�”�¡�­�«  �Þ�Ë�Ý�[�M��

• command �_�c�
 �”�¡�­�«�†�D7H�K�S�8�¥�Ð�å�»�†�æ���K�r�M��

�«�¸�µ�É 3 enable password level level password �’7H�Þ�Ë�Ý�_�P�Â�M�•�–�¿�î�È�Ý  �Ã�«�á�î�»�†�æ���K�r�M��

• level �_�æ���[�A�•(
�V�c  0 >|  15 �[�M�� �Þ�Ë�Ý  1 �@3û�–�b�Ø�î
�¨  EXEC �Ô�î�»�’7H�[�M��

• password �_�c�
 1 >|  25 �e�Ð�b,e�X�Ð�b�«�º�Ü�å�¢�†�æ���K�r
�M���«�º�Ü�å�¢�†�X�Ð�[���u�•�G�\�c�[�A�r�O�‡���±�e�Ð�\
�`�e�Ð�†�
�9�K�
�«�Ì�î�«�†�Q#Ý�[�A�r�M�@�

›/œ�«�Ì�î�«
�c!“0i�I�€�r�M���¹�Ç�›�Ý�º�[�c�
�Ã�«�á�î�»�c��*O�I�€�r
�O�‡��

�«�¸�µ�É 4 end �–�¿�î�È�Ý  EXEC �Ô�î�»�_�`�~�r�M��



'¨ 8 'v       �«�–�µ�³  �Ë�î�«1�0É�b0¿��
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�¥�Ð�å�»�†�6�•�’7H�Þ�Ë�Ý�_0¿���M�•�\�
�S�e�@�Q�b�¥�Ð�å�»�b�§�È�­�µ�º�[�6�•�¥�Ð�å�»�c�M�m
�Z�
 �Q�b�Þ�Ë�Ý�_0¿���I�€�r�M�� �S�\�<�d�
 show ip traffic �¥�Ð�å�»�†�Þ�Ë�Ý  15 �_0¿���M�•�\�
 show
�¥�Ð�å�»�>�|�g  show ip �¥�Ð�å�»�c�
�Q�€�R�€�9�b�Þ�Ë�Ý�_0¿���K�^�8�?�B�~�
+¬�·$×�_�Þ�Ë�Ý  15
�_0¿���I�€�r�M��

"I���b�¥�Ð�å�»�_�X�8�Z�
�¹�Ç�›�Ý�º�b�’7H�_�`�M�_�c�
 no privilege mode level level command �¢
�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

configure �¥�Ð�å�»�†�’7H�Þ�Ë�Ý  14 �_0¿���K�
 �Þ�Ë�Ý  14 �b�¥�Ð�å�»�†�Q#Ý�M�•���œ�_�Ø�î�¨�@
°�Š
�M�•�Ã�«�á�î�»�\�K�Z  SecretPswd14 �†��*O�M�•�[�†&g�K�r�M��

Switch(config)# privilege exec level 14 configure
Switch(config)# enable password level 14 SecretPswd14

�G)z�_�P�M�•�¹�Ç�›�Ý�º�b�’7H�Þ�Ë�Ý�b�š�f

�G)z�_�P�M�•�¹�Ç�›�Ý�º�b�’7H�Þ�Ë�Ý�†�š�f�M�•�_�c�
 �–�¿�î�È�Ý  EXEC �Ô�î�»�[���b�m8p�†��/œ
�K�r�M��

�Ø�î�¨�c�
�G)z�_�ß�¢�–�å�K�
�9�b�’7H�Þ�Ë�Ý�†�–�¿�î�È�Ý�_0¿���M�•�G�\�_�|�~�
 privilege level
�Û�–�å  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�Z0¿���I�€�S�’7H�Þ�Ë�Ý�†�V�i�A�[�A�r�M���r
�S�
 disable �¥�Ð�å�»�†�Q#Ý�M�•�G�\�_�|�~�
�’7H�Þ�Ë�Ý�†�,�A�W�F�•�G�\�@�[�A�r�M���V�)�b�’7H
�Þ�Ë�Ý�b�Ã�«�á�î�»�@�ƒ�?�W�Z�8�€�d�
�Ø�î�¨�c�Q�b�Ã�«�á�î�»�†�Q#Ý�K�Z�V�)�b�’7H�Þ�Ë�Ý�†�–
�¿�î�È�Ý�_�[�A�r�M���G)z�b�Q#Ý�†�D7H�M�•�_�c�
�¥�å�¯�î�Ý�G)z�_9×�8�Þ�Ë�Ý�r�S�c�’7H�Þ�Ë�Ý
�†�æ���K�Z�C�T�I�8��

�G)z�†�¹�Ç�›�Ý�º�b�’7H�Þ�Ë�Ý�_�`�M�_�c�
 no privilege level �Û�–�å  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð
�å�»�†�Q#Ý�K�r�M��

�«�¸�µ�É 5 show running-config

�r�S�c

show privilege

0¿���†&�1��K�r�M��

show running-config �¥�Ð�å�»�c�Ã�«�á�î�»�\�”�¡�­�«  �Þ�Ë�Ý�b0¿
���†/²&g�K�r�M�� show privilege �¥�Ð�å�»�c�
�’7H�Þ�Ë�Ý�b0¿���†
/²&g�K�r�M��

�«�¸�µ�É 6 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��

�¥�Ð�å�» % $×

�¥�Ð�å�» % $×

�«�¸�µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�¸�µ�É 2 line vty line �”�¡�­�«�†�D7H�M�•�ì�•'ƒ�Ž�G)z�†4E�¥�K�r�M��

�«�¸�µ�É 3 privilege level level �G)z�b�¹�Ç�›�Ý�º�b�’7H�Þ�Ë�Ý�†�š�f�K�r�M��

level �_�æ���[�A�•(
�V�c  0 >|  15 �[�M���Þ�Ë�Ý  1 �@3û�–�b
�Ø�î�¨  EXEC �Ô�î�»�’7H�[�M���Þ�Ë�Ý  15 �c�
 enable �Ã�«
�á�î�»�_�|�W�Z0Á�•�I�€�•�”�¡�­�«  �Þ�Ë�Ý�[�M��

�«�¸�µ�É 4 end �–�¿�î�È�Ý  EXEC �Ô�î�»�_�`�~�r�M��

�«�¸�µ�É 5 show running-config

�r�S�c

show privilege

0¿���†&�1��K�r�M��

show running-config �¥�Ð�å�»�c�Ã�«�á�î�»�\�”�¡�­�«  �Þ�Ë
�Ý�b0¿���†/²&g�K�r�M�� show privilege �¥�Ð�å�»�c�
�’7H�Þ
�Ë�Ý�b0¿���†/²&g�K�r�M��

�«�¸�µ�É 6 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K
�r�M��
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�’7H�Þ�Ë�Ý�l�b�ß�¢�–�å�>�|�g)
�¢

�æ���K�S�’7H�Þ�Ë�Ý�_�ß�¢�–�å�M�•�
 �r�S�c�æ���K�S�’7H�Þ�Ë�Ý�†)
�¢�M�•�_�c�
 �–�¿�î�È�Ý  EXEC
�Ô�î�»�[���b�m8p�†��/œ�K�r�M��

�¥�Ð�å�» % $×

�«�¸�µ�É 1 enable level �æ���K�S�’7H�Þ�Ë�Ý�_�ß�¢�–�å�K�r�M��

level �_�æ���[�A�•(
�V�c  0 >|  15 �[�M��

�«�¸�µ�É 2 disable level �æ���K�S�’7H�Þ�Ë�Ý�†)
�¢�K�r�M��

level �_�æ���[�A�•(
�V�c  0 >|  15 �[�M��
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TACACS+ �_�|�•�«�–�µ�³  �”�¡�­�«�b�D�š
�G�G�[�c�
 Terminal Access Controller Access Control System Plus>&TACACS+>'�†�–�¿�î�È�Ý�_�K�Z0¿
���M�•�‰�2�_�X�8�Z1��Â�K�r�M�� TACACS+ �c�
0ò(ý�^�”�•�˜�å�¸�•�å�¢�_���†�p7Ÿ�K�
1�0É�>�|
�g0Á�• �É�ß�­ �«�_�P�K�Z� �3>�^ 'ö#. �†/œ�8�r �M� � TACACS+ �c�
 Authentication, Authorization,
Accounting>&AAA; 1�0É�
0Á�•�
�”�•�˜�å�¸�•�å�¢>'�µ+��_�|�~�Ñ�G�I�€�Z�>�~�
 TACACS+ �†�–
�¿�î�È�Ý�_�M�•�_�c  AAA �¥�Ð�å�»�†�Q#Ý�K�^�E�€�d�^�~�r�O�‡��

>&�@>' �G�G�[�Q#Ý�M�•�¥�Ð�å�»�b�S�e�>�|�g�Q#Ý�‰�2�b0ò(ý�_�X�8�Z�c�
 �� Cisco IOS Security Command
Reference�� Release 12.2 �†�g!·�K�Z�C�T�I�8��

�G�G�[�c�
���b0¿���_���_�X�8�Z1��Â�K�r�M��

• TACACS+ �b�+0[>& p.8-12>'

• TACACS+ �b�·�8>& p.8-14>'

• TACACS+ �b0¿��>& p.8-14>'

• TACACS+ 0¿���b/²&g>& p.8-19>'

TACACS+ �b�+0[
TACACS+ �c�
�«�–�µ�³�_�”�¡�­�«�K�|�:�\�M�•�Ø�î�¨�b�è0É�†7Ÿ�p$×�_/œ�:�­�Ÿ�×�Ü�¸�•  �”�É�Ü
�£�î�©�Ù�å�[�M�� TACACS+ �§�î�Å�«�c�
3û�–  UNIX �r�S�c  Windows NT �á�î�¡�«�¸�î�©�Ù�å�V�[
'�
>�M�•  TACACS+ �¹�î�Ô�å�b�¹�î�±�Ë�î�«�['ö#.�I�€�r�M���«�–�µ�³�_  TACACS+ �µ+��†0¿���M
�•�_�c�
 TACACS+ �§�î�Â�_�”�¡�­�«�K�Z  TACACS+ �§�î�Â�†0¿���K�Z�>�C�²0[�@�6�~�r�M��

TACACS+ �c�
�¶�9�b�Ô�ª�×�î�Ý�º1�0É�
0Á�•�
�>�|�g�”�•�˜�å�¸�•�å�¢�µ+��†
��<�Z�8�r�M��
TACACS+ �[�c�
�"�M�b�”�¡�­�«�D�š�§�î�Â>& TACACS+ �¹�î�Ô�å>'�@�›�§�î�Å�«>&1�0É�
0Á�•�
�>
�|�g�”�•�˜�å�¸�•�å�¢>'�†�9�¶�_�f�j�K�r�M���›�§�î�Å�«�†�[�w�b�¹�î�±�Ë�î�«�_)��œ�K�
�¹�î�Ô
�å�b�µ+��_�Â�L�Z�Q�b�§�î�Â�r�S�c�¿�µ�º�á�î�¡�[�Q#Ý�[�A�•�Ú�b�§�î�Å�«�†�Q#Ý�[�A�r�M��

TACACS+ �b% $×�c�
 1 �X�b'ö#.�§�î�Å�«�?�}0
�X�b�¿�µ�º�á�î�¡  �”�¡�­�«  �Ï�–�å�º�†'ö#.�M�•�‰
�'�†�f�j�M�•�G�\�[�M���«�–�µ�³�c�
�Ú�b�©�«�¥0��Ý�î�±�x�”�¡�­�«  �§�î�Â�\�\�v�_�¿�µ�º�á�î�¡
�”�¡�­�«  �§�î�Â�_�[�A�r�M���¿�µ�º�á�î�¡  �”�¡�­�«  �§�î�Â�c�
�¶���b�Ø�î�¨�
�¿�µ�º�á�î�¡�r�S
�c�§�È�¿�µ�º�á�î�¡�
�>�|�g%&�«�K)F�I�€�S�¿�µ�º�á�î�¡�\�b�K)F�†��#'�K�r�M>& �W8-1 �†�g!·>' ��
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�W8-1 �M+á$×�  ̂TACACS+ �¿�µ�º�á�î�¡�S�B

TACACS+ �c�
 AAA �­�Ÿ�×�Ü�¸�•  �§�î�Å�«�_�|�W�Z'ö#.�I�€�
���b�|�:�^�§�î�Å�«�†�f�j�K�r�M��

• 1�0É �Š �ß�¢�–�å�>�|�g�Ã�«�á�î�»  �²�–�”�ß�¢�
�³�Õ�Þ�å�ª�>�|�g�Â'Å�
�Ó�µ�­�î�ª  �§�Ï�î�º
�_�|�W�Z1�0É�b�ö
²�D�š�†/œ�8�r�M��

1�0É�µ+��c�
�Ø�î�¨�\�b�P0ð�†��/œ�[�A�r�M>&�S�\�<�d�
�Ø�î�¨�¡�\�Ã�«�á�î�»�@
°�Š�I�€�S
�6�\�
+¬�ï�b�+�d�
�•0v�b�§�#�
�§�î�Å�«  �±�–�É�
&k�
�–7d$��•�^�]�b�8�C�X�?�b2A�e�†�M�•
�G�\�_�|�~�Ø�î�¨�†0è�K�r�M>' �� TACACS+ 1�0É�§�î�Å�«�c�
�Ø�î�¨#ì8��_�Ó�µ�­�î�ª�†3æ�™�M
�•�G�\�v�[�A�r�M���S�\�<�d�
�
&k�b�Ã�«�á�î�»�w� �‡6ë�Ï�Ü�©�î�_�‘�8�
�Ã�«�á�î�»�b�š�f
�b�²0[�@�6�•�G�\�†�Ø�î�¨�_3û%±�M�•�G�\�v�[�A�r�M��

• 0Á�•  �Š autocommand�
�”�¡�­�«�D�š�
�­�µ�©�Ù�å�‡6ë�
�É�ß�º�¥�Ý  �§�Ï�î�º�b0¿���\�8�W�S�

�Ø�î�¨  �­�µ�©�Ù�å�ì�b�Ø�î�¨�µ+��_�X�8�Z�A�u(ý�?�C�D�š�K�r�M���r�S�
 TACACS+ 0Á�•�µ+�
�_�|�W�Z�
�Ø�î�¨�@��/œ�[�A�•�¥�Ð�å�»�†�D7H�M�•�G�\�v�[�A�r�M��

• �”�•�˜�å�¸�•�å�¢  �Š 1"5 �
%����
�>�|�g�Þ�Ï�î�º�_�Q#Ý�M�•�_���†�p7Ÿ�K�Z  TACACS+ �¹�î
�Ô�å�_3æ�™�K�r�M���¿�µ�º�á�î�¡�b'ö#.*…�c�
�”�•�˜�å�¸�•�å�¢�µ+��†�Q#Ý�K�Z�
�­�Ÿ�×�Ü
�¸�•%����b�S�u�_�Ø�î�¨�b�q�·"g�#�†3ã2§�K�S�~�
�Ø�î�¨1"5 #Ý�b�_���†�f�j�K�S�~�[�A�r
�M���”�•�˜�å�¸�•�å�¢  �Þ�¥�î�»�_�c�
�Ø�î�¨  ID�
6ä���ì�I�>�|�g)
�¢�ì�I�
��/œ�I�€�S�¥�Ð
�å�»>& PPP �^�]>' �
�Ã�£�µ�º�X�
�>�|�g�Â�–�º�X�@�µ�r�€�r�M��

TACACS+ �É�ß�º�¥�Ý�c�
�«�–�µ�³�\  TACACS+ �¹�î�Ô�å6ë�b1�0É�†/œ�8�
�«�–�µ�³�\  TACACS+
�¹�î�Ô�å6ë�b�É�ß�º�¥�Ý�º�n�†�M�m�Z�/�•�ì�M�•�G�\�_�|�W�Z�µ�&�–�â�†��#'�K�r�M��

�«�–�µ�³�[  TACACS+ �†�Q#Ý�M�•�_�c�
 TACACS+ �¹�î�Ô�å  �¯�Ç�º�˜�™�”�@'�
>�M�•�©�«�¸�Ò�@�²
0[�[�M��

10
12

30

UNIX 
TACACS+  2

UNIX 
TACACS+  1

TACACS+ 

TACACS+ 
AAA 

Catalyst 6500 

171.20.10.8

171.20.10.7
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TACACS+ �b�·�8
�Ø�î�¨�@�
 TACACS+ �†�Q#Ý�K�Z�8�•�«�–�µ�³�_�P�K�Z(F�Æ  ASCII �ß�¢�–�å�†0è/œ�K�
1�0É�@�²0[
�_�^�•�\�
���b�É�ß�­�«�@$Î#Õ�K�r�M��

1. �K)F�@&�'g�I�€�•�\�
 �«�–�µ�³�c  TACACS+ �¹�î�Ô�å�_�K)F�K�Z�Ø�î�¨�¡�É�ß�å�É�º�†�v�“�K�

�G�€�†�Ø�î�¨�_/²&g�K�r�M���Ø�î�¨�@�Ø�î�¨�¡�†
°�Š�M�•�\�
�«�–�µ�³�c  TACACS+ �¹�î�Ô�å
�_�K)F�K�Z�Ã�«�á�î�»  �É�ß�å�É�º�†�v�“�K�r�M���«�–�µ�³�_�|�W�Z�Ã�«�á�î�»  �É�ß�å�É�º�@
/²&g�I�€�
�Ø�î�¨�@�Ã�«�á�î�»�†
°�Š�M�•�\�
�Q�b�Ã�«�á�î�»�@  TACACS+ �¹�î�Ô�å�_3æ�™�I
�€�r�M��

TACACS+ �_�|�W�Z�
�¹�î�Ô�å�\�Ø�î�¨�\�b6ë�b�P0ð�@�•+��_�^�~�
�¹�î�Ô�å�c�Ø�î�¨�†1�0É
�[�A�•�T�E�b�_���†�v�“�[�A�•�|�:�_�^�~�r�M���¹�î�Ô�å�c�
�Ø�î�¨�¡�\�Ã�«�á�î�»�b)��s�œ
�ƒ�O�†
°�Š�M�•�|�:�Ó�u�r�M�@�
�Ø�î�¨�b�•0v�b�§�#�^�]�
�Q�b�Ú�b8o% �†�µ�u�•�G�\�v�[�A
�r�M��

2. �«�–�µ�³�c�
�q)
$×�_  TACACS+ �¹�î�Ô�å�?�}���b�8�N�€�?�b�Â'Å�†�“�r�M��

• ACCEPT �Š �Ø�î�¨�@1�0É�I�€�
�§�î�Å�«�†6ä���[�A�r�M��0Á�•�†�²0[�\�M�•�|�:�_�«�–�µ
�³�@0¿���I�€�Z�8�•���œ�c�
�G�b�ì!l�[0Á�•��#.�@6ä���I�€�r�M��

• REJECT �Š �Ø�î�¨�c1�0É�I�€�r�O�‡�� TACACS+ �¹�î�Ô�å�_�Â�L�Z�
�Ø�î�¨�c�”�¡�­�«�†
�Ä�°�I�€�•�?�
�ß�¢�–�å  �©�î�£�å�«�†
Ì0è/œ�M�•�|�:�_�Ó�u�}�€�r�M��

• ERROR �Š �¹�î�Ô�å�_�|�•1�0É�§�î�Å�«�b�6�•�ì!l�[�
�r�S�c�¹�î�Ô�å�\�«�–�µ�³�b6ë�b
�¿�µ�º�á�î�¡�K)F�_�>�8�Z�š�Û�î�@$Î#Õ�K�r�K�S�� ERROR �Â'Å�@/²&g�I�€�S���œ�c�
�«
�–�µ�³�c�
3û�–�9�b�‰�2�[�Ø�î�¨�†1�0É�K�|�:�\�K�r�M��

• CONTINUE �Š �Ø�î�¨�c�
�I�}�_1�0É�_���b
°�Š�†�Ó�u�}�€�r�M��

1�0É�‹�
�«�–�µ�³�[0Á�•�@�–�¿�î�È�Ý�_�^�W�Z�8�•���œ�
�Ø�î�¨�c3ã�•�b0Á�•�Ç�™�î�¬�_
°�~
�r�M���Ø�î�¨�c  TACACS+ 0Á�•�_4
�t�S�_�
�r�N  TACACS+ 1�0É�†�G�–�_�ö�¢�M�•�²0[�@�6�~
�r�M��

3. TACACS+ 0Á�•�@�²0[�^���œ�c�

Ì�g  TACACS+ �¹�î�Ô�å�_�K)F�K�
�¹�î�Ô�å�@  ACCEPT �r�S
�c  REJECT �b0Á�•�Â'Å�†3É�K�r�M�� ACCEPT �Â'Å�@3É�I�€�S���œ�c�
�Q�b�Â'Å�_�
�Q�b�Ø�î�¨
�>�|�g�Q�b�Ø�î�¨�@�”�¡�­�«�[�A�•�§�î�Å�«�b�
 EXEC �r�S�c  NETWORK �­�µ�©�Ù�å���Z�b�”
�º�Ü�Å�×�î�º�b�g�'�[�¹�î�±�@�µ�r�€�Z�8�r�M��

• Telnet�
 Secure Shell>&SSH; �­�Ÿ�×�”  �©�™�Ý>'�
 rlogin�
�r�S�c�–�¿�î�È�Ý  EXEC �§�î�Å�«

• �K)F�Ã�Û�Ó�î�±>&�Í�«�º�r�S�c�¡�Û�–�”�å�º�b  IP �”�»�Þ�«�
�”�¡�­�«  �Ü�«�º�
�>�|�g�Ø�î
�¨  �±�–�Ò�”�˜�º�†�µ�t>'

TACACS+ �b0¿��
�G�G�[�c�
 TACACS+ �†�§�Ï�î�º�M�•�|�:�_�«�–�µ�³�†0¿���M�•�‰�2�_�X�8�Z1��Â�K�r�M���q�*7H�

TACACS+ �¹�î�Ô�å�†)T�â�M�•�Í�«�º>& 1 �X�r�S�c0
�X>'�†"I���K�
 TACACS+ 1�0É�b�‰�'�Ü�«�º�†
��*O�M�•�²0[�@�6�~�r�M���r�S�
�õ�–�[  TACACS+ 0Á�•�>�|�g�”�•�˜�å�¸�•�å�¢�b�‰�'�Ü�«�º�†��
*O�M�•�G�\�v�[�A�r�M���‰�'�Ü�«�º�_�|�W�Z�
�Ø�î�¨�b1�0É�
0Á�•�
�r�S�c�”�•�˜�å�º)T�â�b�S�u
�b8p�Î�\�‰�'�†��*O�K�r�M���‰�'�Ü�«�º�†�Q#Ý�K�Z�
�Q#Ý�M�•�­�Ÿ�×�Ü�¸�•  �É�ß�º�¥�Ý�†  1 �X�r�S
�c0
�X�æ���[�A�•�b�[�
�q�6�b�‰�'�@�»�K�K�S���œ�b�Â�µ�¡�”�µ�É  �©�«�¸�Ò�@&��–�I�€�r�M���¯�Ç
�º�˜�™�”�c�
�Ü�«�º
Æ�b�q�6�b�‰�'�†�Q#Ý�K�Z�Ø�î�¨�b1�0É�
0Á�•�
�”�•�˜�å�º�b)T�â�†/œ�8�r�M��
�Q�b�‰�'�[�Â'Å�@�“�}�€�^�?�W�S���œ�
�¯�Ç�º�˜�™�”�c�Q�b�Ü�«�º�?�}���b�‰�'�†4E�¥�K�r�M���G
�b�É�ß�­�«�c�
�Ü�«�º
Æ�b�‰�'�_�|�•3û�™�@�B�Œ�M�•�?�
�‰�'�Ü�«�º�b�‰�'�†�M�m�Z0è�K)
�ƒ�•�r
�[)F�A�r�M��

�G�G�[�c�
���b0¿���_���_�X�8�Z1��Â�K�r�M��

• TACACS+ �b�¹�Ç�›�Ý�º0¿��>& p.8-15>'

• TACACS+ �§�î�Â  �Í�«�º�b"I���>�|�g1�0É6=�b0¿��>& p.8-15>'
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• TACACS+ �ß�¢�–�å1�0É�b0¿��>& p.8-16>'

• �–�¿�î�È�Ý  EXEC �”�¡�­�«�>�|�g�¿�µ�º�á�î�¡  �§�î�Å�«#Ý�b  TACACS+ 0Á�•�b0¿��>& p.8-18>'

• TACACS+ �”�•�˜�å�¸�•�å�¢�b2s�·>& p.8-19>'

TACACS+ �b�¹�Ç�›�Ý�º0¿��

TACACS+ �\  AAA �c�
�¹�Ç�›�Ý�º�[�¹�•�­�î�È�Ý�_0¿���I�€�r�M��

�­�Ÿ�×�Ü�¸�•�b�»� �†75�F�M�•�S�u�
�¿�µ�º�á�î�¡'ö#.�”�É�Ü�£�î�©�Ù�å�†�Q#Ý�K�Z  TACACS+ �†
0¿���M�•�G�\�c�[�A�r�O�‡�� TACACS+ �†�–�¿�î�È�Ý�_0¿���K�S���œ�
 CLI �†3û�L�Z�«�–�µ�³�_�”
�¡�­�«�M�•�Ø�î�¨�†1�0É�[�A�r�M��

>&�@>' TACACS+ �b0¿���c  CLI �†�Q#Ý�K�Z/œ�8�r�M�@�
 TACACS+ �§�î�Â�c�’7H�Þ�Ë�Ý  15 �_0¿���I�€�S
HTTP �K)F�†0Á�•�K�r�M��

TACACS+ �§�î�Â  �Í�«�º�b"I���>�|�g1�0É6=�b0¿��

1�0É#Ý�_ 1 �X�b�§�î�Â�†�Q#Ý�M�•�G�\�v�
 �r�S�
 �¤�Ñ�b�§�î�Â  �Í�«�º�†�¢�Ý�î�É�ì�M�•�S�u�_  AAA
�§�î�Â  �¢�Ý�î�É�†�Q#Ý�M�•�|�:�_0¿���M�•�G�\�v�[�A�r�M�� �§�î�Â�†�¢�Ý�î�É�ì�K�Z0¿���í�s�§�î
�Â �Í�«�º�b�§�È�­�µ�º�†4E�¥�K�
"I���b�§�î�Å�«�_�Q�b�§�î�Â�†�Q#Ý�[�A�r�M���§�î�Â  �¢�Ý�î�É
�c�
�¢�ß�î�Â�Ý  �§�î�Â  �Í�«�º  �Ü�«�º�\�\�v�_�Q#Ý�I�€�
4E�¥�I�€�S�§�î�Â  �Í�«�º�b  IP �”�»�Þ�«
�b�Ü�«�º�@�µ�r�€�Z�8�r�M��

TACACS+ �§�î�Â�†)T�â�M�•  IP �Í�«�º�†"I���K�
�õ�–�[�/�•6=�†0¿���M�•�_�c�
�–�¿�î�È�Ý  EXEC
�Ô�î�»�[���b�m8p�†��/œ�K�r�M��

�¥�Ð�å�» % $×

�«�¸�µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�¸�µ�É 2 tacacs-server host hostname [port integer] 
[timeout integer] [key string]

TACACS+ �§�î�Â�†)T�â�M�•  IP �Í�«�º>& 1 �X�r�S�c0
�X>'
�†"I���K�r�M���G�b�¥�Ð�å�»�†0
�X�G
°�Š�K�Z�

ƒ
›�Í�«
�º�b�Ü�«�º�†�8�B�K�r�M���¯�Ç�º�˜�™�”�c�
�æ���I�€�S8p
�Î�[�Í�«�º�†�è(ô�K�r�M��

• hostname �_�c�
�Í�«�º�b�¡�S�r�S�c  IP �”�»�Þ�«�†�æ��
�K�r�M��

• >&�õ�–>' port  integer �_�c�
�§�î�Â�b�Ï�î�º$��•�†�æ���K
�r�M���¹�Ç�›�Ý�º�c�Ï�î�º  49 �[�M���æ���[�A�•(
�V�c
1 >|  65535 �[�M��

• >&�õ�–>' timeout integer �_�c�
�«�–�µ�³�@�¹�î�Ô�å�?�}
�b�Â'Å�†�…�X�ì6ë�†&Ê�X�[�æ���K�r�M���G�€�†4#�B�•
�\�«�–�µ�³�c�±�–�Ò�”�˜�º�K�Z�š�Û�î�†�	0•�K�r�M��
�¹�Ç�›�Ý�º�Í�c  5 �Ñ�Ü&Ê�[�M���æ���[�A�•(
�V�c  1 >|
1000 &Ê�[�M��

• >&�õ�–>' key string �_�c�
�«�–�µ�³�\  TACACS+ �¹�î�Ô
�å6ë�b�M�m�Z�b�º�Û�Ç�•�µ�¡�†�/�•�ì�>�|�g�/�•0Ž7V
�M�•�S�u�b�/�•6=�†�æ���K�r�M���/�•�ì�@�B�Œ�M�•�_
�c�
 TACACS+ �¹�î�Ô�å�_� �L6=�†0¿���M�•�²0[�@�6
�~�r�M��

�«�¸�µ�É 3 aaa new-model AAA �†�–�¿�î�È�Ý�_�K�r�M��
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�æ���I�€�S  TACACS+ �§�î�Â�¡�r�S�c�”�»�Þ�«�†�P7V�M�•�_�c�
 no tacacs-server host hostname �¢
�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��0¿���Ü�«�º�?�}�§�î�Â  �¢�Ý�î�É�†�P7V
�M�•�_�c�
 no aaa group server tacacs+ group-name�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†
�Q#Ý�K�r�M�� TACACS+ �§�î�Â�b  IP �”�»�Þ�«�†�P7V�M�•�_�c�
 no server ip-address�§�î�Â  �¢�Ý�î�É
�§�È�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

TACACS+ �ß�¢�–�å1�0É�b0¿��

AAA 1�0É�†0¿���M�•�_�c�
1�0É�‰�'�b�¡�S�Ü�A�Ü�«�º�†�8�B�K�Z�?�}�
�›'��Ï�î�º�_�Q�b�Ü�«�º
�†4:#Ý�K�r�M���‰�'�Ü�«�º�c��/œ�I�€�•1�0É�b�±�–�É�\��/œ8p�Î�†��*O�K�r�M���G�b�Ü�«�º�†"I��
�b�Ï�î�º�_4:#Ý�K�Z�?�}�
��*O�í�s1�0É�‰�'�†��/œ�M�•�²0[�@�6�~�r�M���O�M�b�[�¥�c�¹�Ç�›�Ý�º
�b�‰�'�Ü�«�º>&
�!›�_  default �\�¡�S�@�Ü�E�}�€�Z�8�•>'�[�M���¹�Ç�›�Ý�º�b�‰�'�Ü�«�º�c�
�¡�S�Ü
�A�‰�'�Ü�«�º�†�Â&g$×�_��*O�I�€�S�–�å�±�î�Ç�™�–�«�†7V�8�Z�
+¬�·$×�_�M�m�Z�b�Ï�î�º�_4:#Ý�I
�€�r�M����*O�í�s�b�‰�'�Ü�«�º�c�
�¹�Ç�›�Ý�º�b�‰�'�Ü�«�º�_
ƒ
›�K�r�M��

�‰�'�Ü�«�º�c�
�Ø�î�¨1�0É�b�S�u�_�¡�š�Ü�î3æ�™�†/œ�:�m8p�\1�0É�‰�'�†0°3Ù�K�S�v�b�[�M��1�0É
�_�Q#Ý�M�•  1 �X�r�S�c0
�X�b�­�Ÿ�×�Ü�¸�•  �É�ß�º�¥�Ý�†�æ���[�A�•�b�[�
 �q�6�b�‰�'�@�»�K�K�S��
�œ�b�Â�µ�¡�”�µ�É  �©�«�¸�Ò�@&��–�I�€�r�M���¯�Ç�º�˜�™�”�c�
�Ü�«�º
Æ�b�q�6�b�‰�'�†�Q#Ý�K�Z
�Ø�î�¨�†1�0É�K�r�M���Q�b�‰�'�[�Â'Å�@�“�}�€�^�?�W�S���œ�
�¯�Ç�º�˜�™�”�c�Q�b�Ü�«�º�?�}���b
�‰�'�†4E�¥�K�r�M���G�b�É�ß�­�«�c�
�Ü�«�º
Æ�b1�0É�‰�'�_�|�•3û�™�@�B�Œ�M�•�?�
��*O�I�€�S�‰
�'�†�M�m�Z0è�K)
�ƒ�•�r�[)Þ�~3É�I�€�r�M���G�b��#.�b�6�•�ì!l�[1�0É�@�»�K�K�S���œ>&�X�r�~�

�­�Ÿ�×�Ü�¸�•  �§�î�Â�r�S�c�ß�î�•�Ý�b�Ø�î�¨�¡�¹�î�±�Ë�î�«�@�Ø�î�¨  �”�¡�­�«�†�Ä�°�M�•�\�Â'Å
�K�S���œ>' �
1�0É�É�ß�­�«�c�õ�F�K�
�Q�€�è�V1�0É�‰�'�@0è/œ�I�€�•�G�\�c�6�~�r�O�‡��

�ß�¢�–�å1�0É�†0¿���M�•�_�c�
�–�¿�î�È�Ý  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

�«�¸�µ�É 4 aaa group server tacacs+ group-name >&�õ�–>'�¢�Ý�î�É�¡�[  AAA �§�î�Â  �¢�Ý�î�É�†��*O�K�r�M��

�G�b�¥�Ð�å�»�_�|�W�Z�
 �«�–�µ�³�c�§�î�Â  �¢�Ý�î�É  �§�È�¥
�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�_�^�~�r�M��

�«�¸�µ�É 5 server ip-address >&�õ�–>'"I���b  TACACS+ �§�î�Â�†��*O�í�s�§�î�Â  �¢�Ý�î
�É�_�P�Â�Ü�E�r�M�� AAA �§�î�Â  �¢�Ý�î�É�b�›  TACACS+
�§�î�Â�_�P�K�Z�G�b�«�¸�µ�É�†)Þ�~3É�K�r�M��

�¢�Ý�î�É�b�›�§�î�Â�c�
�«�¸�µ�É  2 �[��*O�í�s�b�v�b�[�^
�E�€�d�^�~�r�O�‡��

�«�¸�µ�É 6 end �–�¿�î�È�Ý  EXEC �Ô�î�»�_�`�~�r�M��

�«�¸�µ�É 7 show tacacs 0¿���†&�1��K�r�M��

�«�¸�µ�É 8 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K
�r�M��

�¥�Ð�å�» % $×

�¥�Ð�å�» % $×

�«�¸�µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�¸�µ�É 2 aaa new-model AAA �†�–�¿�î�È�Ý�_�K�r�M��
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�«�¸�µ�É 3 aaa authentication login {default | list-name} 
method1 [method2...]

�ß�¢�–�å1�0É�‰�'�Ü�«�º�†�8�B�K�r�M��

• login authentication �¥�Ð�å�»�_�¡�S�Ü�A�Ü�«�º�@�æ��
�I�€ �^�?�W�S ���œ�_�Q#Ý�I�€�•�¹�Ç�›�Ý�º�b�Ü�«�º�†
�8�B�M�•�_�c�
 default �Ÿ�î�á�î�»�b�‹�•�_�¹�Ç�›�Ý�º
"g�#�[�Q#Ý�M�•�‰�'�†�æ���K�r�M���¹�Ç�›�Ý�º�b�‰�'
�Ü�«�º�c�
+¬�·$×�_�M�m�Z�b�Ï�î�º�_4:#Ý�I�€�r�M��

• list-name �_�c�
�8�B�M�•�Ü�«�º�b�¡�S�\�K�Z�Q#Ý�M�•
�e�Ð�4�†�æ���K�r�M��

• method1... �_�c�
1�0É�”�Ý�¦�Ü�¬�Ò�@0è/œ�M�•��7•�b�‰
�'�†�æ���K�r�M��3ã�•�b1�0É�‰�'�c�
�Q�b�S�b�‰�'�[
�š�Û�î�@3É�I�€�S���œ�_7H�~�Q#Ý�I�€�r�M���S�b�‰�'
�@�»�K�K�S���œ�c�Q#Ý�I�€�r�O�‡��

���b�8�N�€�?�b�‰�'�†4E�¥�K�r�M��

• enable �Š �–�¿�î�È�Ý  �Ã�«�á�î�»�†1�0É�_�Q#Ý�K�r�M��
�G�b1�0É�‰� ' �† �Q#Ý�M�• �_�c� 
�6 � } �? �L�u enable
password �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å
�»�†�Q#Ý�K�Z�–�¿�î�È�Ý  �Ã�«�á�î�»�†��*O�K�Z�>�C�²
0[�@�6�~�r�M��

• group tacacs+ �Š TACACS+ 1�0É�†�Q#Ý�K�r�M���G�b1�
0É�‰�'�†�Q#Ý�M�•�_�c�
�6�}�?�L�u  TACACS+ �§�î�Â
�†0¿�� �K�Z�>�C�²0[ �@�6�~�r �M��0ò(ý�_�X�8�Z�c� 


�� TACACS+ �§�î�Â  �Í�«�º�b"I���>�|�g1�0É6=�b0¿����
>&p.8-15>' �†�g!·�K�Z�C�T�I�8��

• line �Š �G)z�Ã�«�á�î�»�†1�0É�_�Q#Ý�K�r�M���G�b1�0É
�‰�'�†�Q#Ý�M�•�_�c�
�6�}�?�L�u�G)z�Ã�«�á�î�»�†��
*O�K�Z�>�C�²0[�@�6�~�r�M�� password password �Û�–�å
�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

• local �Š �ß�î�•�Ý  �Ø�î�¨�¡�¹�î�±�Ë�î�«�†1�0É�_�Q#Ý
�K�r�M���¹�î�±�Ë�î�«�_�Ø�î�¨�¡�_���†
°�Š�K�Z�>�C
�²0[�@�6�~�r�M�� username password �¢�ß�î�Â�Ý  �¥�å
�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

• local-case �Š �±�e�Ð�\�`�e�Ð�@�
�9�I�€�•�ß�î�•�Ý  
�Ø�î�¨�¡�¹�î�±�Ë�î�«�†1�0É�_�Q#Ý�K�r�M�� username 
name password �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥
�Ð�å�»�†�Q#Ý�K�Z�
�Ø�î�¨�¡�_���†�¹�î�±�Ë�î�«�_
°
�Š�M�•�²0[�@�6�~�r�M��

• none �Š �ß�¢�–�å�_1�0É�†�Q#Ý�K�r�O�‡��

�«�¸�µ�É 4 line [console | tty  | vty] line-number 
[ending-line-number]

�Û�–�å  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�
 1�0É�Ü�«
�º�b4:#Ý�P1ß�\�M�•�G)z�†0¿���K�r�M��

�«�¸�µ�É 5 login authentication {default | list-name} �G)z�r�S�c�G)z�­�µ�º�_�P�K�Z�
 1�0É�Ü�«�º�†4:#Ý�K�r�M��

• default �†�æ���M�•���œ�c�
 aaa authentication login �¥
�Ð�å�»�[�8�B�K�S�¹�Ç�›�Ý�º�b�Ü�«�º�†�Q#Ý�K�r�M��

• list-name �_�c�
 aaa authentication login �¥�Ð�å�»�[�8�B
�K�S�Ü�«�º�†�æ���K�r�M��

�«�¸�µ�É 6 end �–�¿�î�È�Ý  EXEC �Ô�î�»�_�`�~�r�M��

�«�¸�µ�É 7 show running-config 0¿���†&�1��K�r�M��

�«�¸�µ�É 8 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K
�r�M��

�¥�Ð�å�» % $×
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AAA �†�¹�•�­�î�È�Ý�_�M�•�_�c�
 no aaa new-model �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»
�†�Q#Ý�K�r�M�� AAA 1�0É�†�¹�•�­�î�È�Ý�_�M�•�_�c�
 no aaa authentication login {default | list-name}
method1 [method2...] �¢�ß�î�Â�Ý  �¥�å�Ç�•�  �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M���ß�¢�–�å�b
TACACS+ 1�0É�†�¹�•�­�î�È�Ý�_�M�•�?�¹�Ç�›�Ý�º�Í�_�`�M���œ�c�
 no login authentication {default
| list-name} �Û�–�å  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

>&�@>' AAA �‰�'�†�Q#Ý�K�Z  HTTP �”�¡�­�«�_�P�K�«�–�µ�³�b�­�Ÿ�×�Ü�¸�•�†&��–�M�•�_�c�
 ip http
authentication aaa �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�[�«�–�µ�³�†0¿���M�•�²0[�@�6�~
�r�M�� AAA 1�0É�†0¿���K�Z�v�
 HTTP �”�¡�­�«�_�P�K  AAA �‰�'�†�Q#Ý�K�Z  �«�–�µ�³�b�­�Ÿ�×�Ü
�¸�•�†&��–�K�S�G�\�_�^�~�r�O�‡��

ip http authentication �¥�Ð�å�»�b0ò(ý�_�X�8�Z�c�
 �� Cisco IOS Security Command Reference�� Release
12.2 �†�g!·�K�Z�C�T�I�8��

�–�¿�î�È�Ý  EXEC �”�¡�­�«�>�|�g�¿�µ�º�á�î�¡  �§�î�Å�«#Ý�b  TACACS+ 0Á�•�b0¿��

AAA 0Á�•�_�|�W�Z�Ø�î�¨�@�Q#Ý�[�A�•�§�î�Å�«�@�D7H�I�€�r�M�� AAA 0Á�•�@�–�¿�î�È�Ý�_0¿���I
�€�Z�8�•�\�
�«�–�µ�³�c�Ø�î�¨�b�É�ß�Ç�“�–�Ý�?�}�v�“�K�S�_���†�Q#Ý�K�r�M���G�b�É�ß�Ç�“�–�Ý
�c�
�ß�î�•�Ý�b�Ø�î�¨  �¹�î�±�Ë�î�«�r�S�c�­�Ÿ�×�Ü�¸�•  �§�î�Â�V�_�6�~�
�Ø�î�¨�b�­�µ�©�Ù�å�†
0¿���K�r�M���Ø�î�¨�c�
�Ø�î�¨  �É�ß�Ç�“�–�Ý
Æ�b�_���[1��u�}�€�Z�8�•���œ�_7H�~�
0[�Ó�K�S�§�î
�Å�«�b�”�¡�­�«�@1��•�I�€�r�M��

aaa authorization �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�_ tacacs+ �Ÿ�î�á�î�»�†�Ü�E�Z�Q#Ý
�M�•�\�
�–�¿�î�È�Ý  EXEC �Ô�î�»�l�b�Ø�î�¨�b�¿�µ�º�á�î�¡  �”�¡�­�«�†�D7H�M�•�Ã�Û�Ó�î�±�†0¿
���[�A�r�M��

aaa authorization exec tacacs+ local�¥�Ð�å�»�c�
���b0Á�•�Ã�Û�Ó�î�±�†0¿���K�r�M��

• TACACS+ �†�Q#Ý�K�Z1�0É�†/œ�W�S���œ�c�
�–�¿�î�È�Ý  EXEC �”�¡�­�«0Á�•�_  TACACS+ �†�Q
#Ý�K�r�M��

• 1�0É�_  TACACS+ �†�Q#Ý�K�^�?�W�S���œ�c�
�ß�î�•�Ý  �¹�î�±�Ë�î�«�†�Q#Ý�K�r�M��

>&�@>' 0Á�•�@0¿���I�€�Z�8�Z�v�
 CLI �†�Q#Ý�K�Z�ß�¢�–�å�K�
1�0É�I�€�S�Ø�î�¨�_�P�K�Z�c�
0Á�•�c%,$�
�I�€�r�M��

�–�¿�î�È�Ý  EXEC �”�¡�­�«�>�|�g�¿�µ�º�á�î�¡  �§�î�Å�«�_6õ�M�•  TACACS+ 0Á�•�†�æ���M�•�_�c�

�–�¿�î�È�Ý  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

�¥�Ð�å�» % $×

�«�¸�µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�¸�µ�É 2 aaa authorization network tacacs+ �¿�µ�º�á�î�¡6õ4��b�M�m�Z�b�§�î�Å�«0[�Ó�_�P�M�•�Ø�î�¨
TACACS+ 0Á�•�†�
�«�–�µ�³�_0¿���K�r�M��

�«�¸�µ�É 3 aaa authorization exec tacacs+ �Ø�î�¨�_�–�¿�î�È�Ý  EXEC �b�”�¡�­�«�’7H�@�6�•���œ�

�Ø�î�¨  TACACS+ 0Á�•�†�«�–�µ�³�_0¿���K�r�M��

exec �Ÿ�î�á�î�»�†�æ���M�•�\�
�Ø�î�¨  �É�ß�Ç�“�–�Ý�_��
>&autocommand �_���^�]>'�@3É�I�€�•���œ�@�6�~�r�M��

�«�¸�µ�É 4 end �–�¿�î�È�Ý  EXEC �Ô�î�»�_�`�~�r�M��
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0Á�•�†�¹�•�­�î�È�Ý�_�M�•�_�c�
 no aaa authorization {network | exec} method1 �¢�ß�î�Â�Ý  �¥�å�Ç�•
� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

TACACS+ �”�•�˜�å�¸�•�å�¢�b2s�·

AAA �”�•�˜�å�¸�•�å�¢�µ+��c�
�Ø�î�¨�@�”�¡�­�«�K�S�§�î�Å�«�\�
�˜2��K�S�¿�µ�º�á�î�¡  �Ü�¯�î
�«5��†3ã2§�K�r�M�� AAA �”�•�˜�å�¸�•�å�¢�†�–�¿�î�È�Ý�_�M�•�\�
�«�–�µ�³�c�Ø�î�¨�b�q�·"g�#
�†�”�•�˜�å�¸�•�å�¢  �Þ�¥�î�»�b�g�'�[  TACACS+ �­�Ÿ�×�Ü�¸�•  �§�î�Â�_���Ì�K�r�M���›�”�•�˜�å
�¸�•�å�¢  �Þ�¥�î�»�c�
 �”�•�˜�å�¸�•�å�¢�b�”�º�Ü�Å�×�î�º�Í >&AV>'�Ì�”�†�µ�s�
 �­�Ÿ�×�Ü�¸�•  �§�î
�Â�_�–�Ñ�I�€�r�M���G�b�¹�î�±�†0Ž�Ò�K�Z�
�¿�µ�º�á�î�¡'ö#.�
�¡�Û�–�”�å�º�l�b1"5 �
�r�S�c%�
���_�z'g�Z�•�G�\�@�[�A�r�M��

Cisco IOS �b�’7H�Þ�Ë�Ý�>�|�g�¿�µ�º�á�î�¡  �§�î�Å�«�_6õ�M�•  TACACS+ �”�•�˜�å�¸�•�å�¢�†�–
�¿�î�È�Ý�_�M�•�_�c�
�–�¿�î�È�Ý  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

� ” � • � ˜ �å � ¸ � • �å �¢�†�¹ � • � ­ � î �È�Ý�_�M�• �_�c� 
 no aaa accounting {network | exec} { start-stop}
method1... �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

TACACS+ 0¿���b/²&g
TACACS+ �§�î�Â)+0£�_���†/²&g�M�•�_�c�
 show tacacs �–�¿�î�È�Ý  EXEC �¥�Ð�å�»�†�Q#Ý�K�r�M��

�«�¸�µ�É 5 show running-config 0¿���†&�1��K�r�M��

�«�¸�µ�É 6 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K
�r�M��

�¥�Ð�å�» % $×

�¥�Ð�å�» % $×

�«�¸�µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�¸�µ�É 2 aaa accounting network start-stop tacacs+ �¿ �µ � º �á � î � ¡6õ4 � �b �M�m�Z �b �§ � î �Å �«0 [ �Ó �_ �X �8 �Z� 

TACACS+ �”�•�˜�å�¸�•�å�¢�†�–�¿�î�È�Ý�_�K�r�M��

�«�¸�µ�É 3 aaa accounting exec start-stop tacacs+ TACACS+ �”�•�˜�å�¸�•�å�¢�_�|�~�
�–�¿�î�È�Ý  EXEC �É
�ß�­�«�b�q�6�_0°6�6ä���”�•�˜�å�¸�•�å�¢3û%±�
�q�‹�_0°
6��õ�F3û%±�†3æ�™�M�•�|�:�_0¿���K�r�M��

�«�¸�µ�É 4 end �–�¿�î�È�Ý  EXEC �Ô�î�»�_�`�~�r�M��

�«�¸�µ�É 5 show running-config 0¿���†&�1��K�r�M��

�«�¸�µ�É 6 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K
�r�M��
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RADIUS �_�|�•�«�–�µ�³  �”�¡�­�«�b�D�š
�G�G�[�c�
 RADIUS �†�–�¿�î�È�Ý�_�K�Z0¿���M�•�‰�2�_�X�8�Z1��Â�K�r�M�� RADIUS �c�
0ò(ý�^�”
�•�˜�å�¸�•�å�¢�_���†�p7Ÿ�K�
1�0É�>�|�g0Á�•�É�ß�­�«�_�P�K�Z��3>�^'ö#.�†/œ�8�r�M�� RADIUS
�c�
 AAA �†�Ó�K�Z��/æ�I�€�
 AAA �¥�Ð�å�»�†�Q#Ý�K�Z�b�s�–�¿�î�È�Ý�_�[�A�r�M��

>&�@>' �G�G�[�Q#Ý�M�•�¥�Ð�å�»�b�S�e�>�|�g�Q#Ý�‰�2�b0ò(ý�_�X�8�Z�c�
 �� Cisco IOS Security Command
Reference�� Release 12.2 �†�g!·�K�Z�C�T�I�8��

�G�G�[�c�
���b0¿���_���_�X�8�Z1��Â�K�r�M��

• RADIUS �b�+0[>& p.8-20>'

• RADIUS �b�·�8>& p.8-21>'

• RADIUS �b0¿��>& p.8-22>'

• RADIUS �b0¿���b/²&g>& p.8-34>'

RADIUS �b�+0[
RADIUS �c�(�S�º�¡�Û�–�”�å�º / �§�î�Â  �©�«�¸�Ò�[�
�Y�G�^�”�¡�­�«�?�}�¿�µ�º�á�î�¡�†�–1¤�K�r
�M�� RADIUS �¡�Û�–�”�å�º�c�
�§�Ï�î�º�P1ß�b�©�«�¥0��Ý�î�±�>�|�g�«�–�µ�³�V�['�
>�K�r�M���¡
�Û�–�”�å�º�c�p�¸�b  RADIUS �§�î�Â�_1�0É0[�Ó�†3æ�~�r�M���p�¸�b  RADIUS �§�î�Â�_�c�M�m�Z�b
�Ø�î�¨1�0É�_���
�¿�µ�º�á�î�¡  �§�î�Å�«  �”�¡�­�«�_���@$Ï6��I�€�Z�8�r�M�� RADIUS �Í�«�º�c�
3û
�–�
�©�«�¥>& Cisco Secure Access Control Server �Â�î�ª�Ù�å  3.0>'�
 Livingston�
 Merit�
 Microsoft�
�r�S
�c�Ú�b�¯�Ç�º�˜�™�”  �É�ß�Â�–�²�î�b  RADIUS �§�î�Â  �¯�Ç�º�˜�™�”�@'�
>�K�Z�8�•�Ð�Ý�³�Ø�î�¨  �©
�«�¸�Ò�[�M��0ò(ý�_�X�8�Z�c�
 RADIUS �§�î�Â�b�Ð�½�×�”�Ý�†�g!·�K�Z�C�T�I�8��

RADIUS �c�
�”�¡�­�«�b�­�Ÿ�×�Ü�¸�•�@�²0[�^�
���b�¿�µ�º�á�î�¡#”�C�[�Q#Ý�K�r�M��

• �Q�€�R�€�@ RADIUS �†�§�Ï�î�º�M�•�
�Ð�Ý�³�Ë�å�²�î  �”�¡�­�«  �§�î�Â�_�|�•�¿�µ�º�á�î�¡��
�S�\�<�d�
0
�X�b�Ë�å�²�î�b�”�¡�­�«  �§�î�Â�@�
 1 �X�b  RADIUS �§�î�Â�Ë�î�«  �­�Ÿ�×�Ü�¸�•
�¹�î�±�Ë�î�«�†�Q#Ý�K�r�M��0
�X�Ë�å�²�î�b�”�¡�­�«  �§�î�Â�?�}�^�•  IP �Ë�î�«�b�¿�µ�º�á�î
�¡�[�c�
�²�–�Ö�Ý�–�å  �Ø�î�¨�c  RADIUS �§�î�Â�†3û�L�Z1�0É�I�€�r�M�� RADIUS �§�î�Â�c�

Kerberos �­�Ÿ�×�Ü�¸�•  �©�«�¸�Ò�[�·�8�M�•�|�:�_�•�«�±�Ð�–�¬�I�€�Z�8�r�M��

• �”�É�Ü�£�î�©�Ù�å�@  RADIUS �É�ß�º�¥�Ý�†�§�Ï�î�º�M�•�±�î�å�Ÿ�î  �¿�µ�º�á�î�¡  �­�Ÿ�×�Ü
�¸�•#”�C���S�\�<�d�
 �«�Ð�î�º  �•�î�»  �”�¡�­�«�D�š�©�«�¸�Ò�†�Q#Ý�M�•�”�¡�­�«#”�C���6�•
�£�î�«�[�c�
 RADIUS �c  Enigma �b�­�Ÿ�×�Ü�¸�•  �•�î�»�\�\�v�_�Q#Ý�K�Z�Ø�î�¨�†&�1��K�
 �¿�µ
�º�á�î�¡  �Ü�¯�î�«�b�”�¡�­�«�†0Á�•�K�r�M��

• �M�[�_  RADIUS �†�Q#Ý�p�b�¿�µ�º�á�î�¡�� RADIUS �¡�Û�–�”�å�º/æ
��b�©�«�¥0��«�–�µ�³�†
�¿�µ�º�á�î�¡�_3ã�•�[�A�r�M���G�€�@  TACACS+ �§�î�Â�l�b&ã/œ�b�q�6�b�«�¸�µ�É�\�^�•�G�\
�v�6�~�r�M�� �W8-2 �†�g!·�K�Z�C�T�I�8��

• �Ø�î�¨�@  1 �X�b�§�î�Å�«�_�K�?�”�¡�­�«�[�A�^�8�¿�µ�º�á�î�¡�� RADIUS �†�Q#Ý�M�•�\�
�Ø�î
�¨�b�”�¡�­�«�†  1 �X�b�Í�«�º�
 Telnet �^�]�b  1 �X�b�Ø�î�¸�•�Ü�¸�•�
 �r�S�c  IEEE 802.1x �^�]�b
�É�ß�º�¥�Ý�†�Q#Ý�M�•�¿�µ�º�á�î�¡�_�D�š�[�A�r�M���G�b�É�ß�º�¥�Ý�b0ò(ý�_�X�8�Z�c�
 '¨  9
'v�� IEEE 802.1x �Ï�î�º�Ë�î�«1�0É�b0¿���� �†�g!·�K�Z�C�T�I�8��

• �Ü�¯�î�«  �”�•�˜�å�¸�•�å�¢�@�²0[�^�¿�µ�º�á�î�¡�� RADIUS 1�0É�r�S�c0Á�•�\�c�9�¶�_
RADIUS �”�•�˜�å�¸�•�å�¢�†�Q#Ý�[�A�r�M�� RADIUS �”�•�˜�å�¸�•�å�¢�µ+��_�|�W�Z�
�§�î�Å
�«�b6ä���>�|�g)
�¢�ì!l�[�¹�î�±�†3æ�™�K�
�G�b�­�µ�©�Ù�å�p�_�Q#Ý�I�€�•�Ü�¯�î�«>&�ì6ë�

�Ã�£�µ�º�
�Â�–�º�^�]>'�b5��†/²&g�[�A�r�M���–�å�±�î�¿�µ�º  �§�î�Å�«  �É�ß�Â�–�²�î�c�

RADIUS �”�¡�­�«�D�š�>�|�g�”�•�˜�å�¸�•�å�¢  �¯�Ç�º�˜�™�”�b�Ç�Ü�î�˜�™�”  �Â�î�ª�Ù�å�†�Q
#Ý�K�Z�
"I�f�^�­�Ÿ�×�Ü�¸�•�>�|�g1"5 �_�P�M�•�½�î�¬�† 6�S�M�G�\�v�[�A�r�M��

RADIUS �c�
���b�|�:�^�¿�µ�º�á�î�¡  �­�Ÿ�×�Ü�¸�•"g�#�_�c4:�K�Z�8�r�O�‡��
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• �Ð�Ý�³�É�ß�º�¥�Ý  �”�¡�­�«#”�C�� RADIUS �c�
 AppleTalk Remote Access>&ARA>'�
 NetBIOS Frame
Control Protocol>&NBFCP>'�
 NetWare Asynchronous Services Interface>&NASI>'�
�r�S�c  X.25 PAD
�K)F�†�§�Ï�î�º�K�r�O�‡��

• �«�–�µ�³6ë�r�S�c�Ý�î�±6ë"g�Â�� RADIUS �c�
�n�‰�¥1�0É�†/œ�8�r�O�‡�� RADIUS �c�
�Ú&k0�
�b�¹�Â�–�«�@1�0É�†�²0[�\�M�•���œ�_�
�6�•�¹�Â�–�«�?�}�Ú&k0��b�¹�Â�–�«�l�b1�0É�_�Q#Ý�[
�A�r�M��

• �›'��b�§�î�Å�«�†�Q#Ý�M�•�¿�µ�º�á�î�¡�� RADIUS �c�
�M+á�_  1 �Ç�b�Ø�î�¨�†  1 �X�b�§�î�Å�«
�Ô�¹�Ý�_�Â�–�å�»�K�r�M��

�W8-2 RADIUS �§�î�Å�«�?�}  TACACS+ �§�î�Å�«�l�b&ã/œ

RADIUS �b�·�8
RADIUS �§�î�Â�_�|�W�Z�”�¡�­�«�D�š�I�€�•�«�–�µ�³�_�
�Ø�î�¨�@�ß�¢�–�å�>�|�g1�0É�†0è�s�•
�\�
���b�–�Ë�å�º�@$Î#Õ�K�r�M��

1. �Ø�î�¨�¡�>�|�g�Ã�«�á�î�»�b
°�Š�†0[�Ó�M�•�É�ß�å�É�º�@/²&g�I�€�r�M��

2. �Ø�î�¨�¡�>�|�g�/�•�ì�I�€�S�Ã�«�á�î�»�@�
 �¿�µ�º�á�î�¡)�#ä�[  RADIUS �§�î�Â�_3æ�™�I�€�r
�M��

3. �Ø�î�¨�c  RADIUS �§�î�Â�?�}�
���b�8�N�€�?�b�Â'Å�†�w�™�K�r�M��

a. ACCEPT �Š �Ø�î�¨�@1�0É�I�€�S�G�\�†/²�K�r�M��

b. REJECT �Š �Ø�î�¨�b1�0É�@�»�K�K�
�Ø�î�¨�¡�>�|�g�Ã�«�á�î�»�b
Ì
°�Š�@0[�Ó�I�€�•�?�

�r�S�c�”�¡�­�«�@�Ä�°�I�€�r�M��

c. CHALLENGE �Š �Ø�î�¨�_3ã�•�¹�î�±�†0[�Ó�K�r�M��

d. CHALLENGE PASSWORD �Š �Ø�î�¨�c�‚�K�8�Ã�«�á�î�»�†4E�¥�M�•�|�:�_0[�Ó�I�€�r�M��

ACCEPT �r�S�c  REJECT �Â'Å�_�c�
 �–�¿�î�È�Ý  EXEC �r�S�c�¿�µ�º�á�î�¡0Á�•�_�Q#Ý�M�•3ã�•�¹�î
�±�@�Â�å�»�Ý�I�€�Z�8�r�M���Ø�î�¨�c  RADIUS 0Á�•�_4
�t�S�_�
�r�N  RADIUS 1�0É�†�G�–�_�ö�¢
�M�•�²0[�@�6�~�r�M>&�–�¿�î�È�Ý�_0¿���I�€�Z�8�•���œ>' �� ACCEPT �r�S�c  REJECT �Ã�£�µ�º�_�c
���b3ã�•�¹�î�±�@�µ�r�€�r�M��

• Telnet�
 SSH�
 rlogin�
�r�S�c�–�¿�î�È�Ý  EXEC �§�î�Å�«

• �K)F�Ã�Û�Ó�î�±>&�Í�«�º�r�S�c�¡�Û�–�”�å�º�b  IP �”�»�Þ�«�
�”�¡�­�«  �Ü�«�º�
�>�|�g�Ø�î�¨
�±�–�Ò�”�˜�º�†�µ�t>'

86
89

1

RADIUS 

RADIUS 
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R2

T1

T2 
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RADIUS �b0¿��
�G�G�[�c�
�«�–�µ�³�@  RADIUS �†�§�Ï�î�º�M�•�|�:�_0¿���M�•�‰�2�_�X�8�Z1��Â�K�r�M���q�*7H�

RADIUS �§�î�Â  �¯�Ç�º�˜�™�”�@'�
>�M�•�Í�«�º>& 1 �X�r�S�c0
�X>'�†"I���K�
 RADIUS 1�0É�b�‰�'
�Ü�«�º�†��*O�M�•�²0[�@�6�~�r�M���r�S�
�õ�–�[  RADIUS 0Á�•�>�|�g�”�•�˜�å�¸�•�å�¢�b�‰�'�Ü�«
�º�†��*O�[�A�r�M��

�‰�'�Ü�«�º�_�|�W�Z�
�Ø�î�¨�b1�0É�
0Á�•�
�r�S�c�”�•�˜�å�º)T�â�b�S�u�b8p�Î�\�‰�'�†��*O�K�r
�M���‰�'�Ü�«�º�†�Q#Ý�K�Z�
�Q#Ý�M�•�­�Ÿ�×�Ü�¸�•  �É�ß�º�¥�Ý>& TACACS+�
�ß�î�•�Ý  �Ø�î�¨�¡�è
(ô�^�]>'�†  1 �X�r�S�c0
�X�æ���[�A�•�b�[�
�q�6�b�‰�'�@�»�K�K�S���œ�b�Â�µ�¡�”�µ�É  �©�«�¸�Ò�@
&��–�I�€�r�M���¯�Ç�º�˜�™�”�c�
�Ü�«�º
Æ�b�q�6�b�‰�'�†�Q#Ý�K�Z�Ø�î�¨�b1�0É�
0Á�•�
�”�•�˜�å
�º�b)T�â�†/œ�8�r�M���Q�b�‰�'�[�Â'Å�@�“�}�€�^�?�W�S���œ�
�¯�Ç�º�˜�™�”�c�Q�b�Ü�«�º�?�}���b
�‰�'�†4E�¥�K�r�M���G�b�É�ß�­�«�c�
�Ü�«�º
Æ�b�‰�'�_�|�•3û�™�@�B�Œ�M�•�?�
�‰�'�Ü�«�º�b�‰�'
�†�M�m�Z0è�K)
�ƒ�•�r�[)F�A�r�M��

�«�–�µ�³�V�[  RADIUS �µ+��b0¿���†/œ�:�S�_�
 RADIUS �§�î�Â�_�”�¡�­�«�K�
�§�î�Â�†0¿���M�•�²
0[�@�6�~�r�M��

�G�G�[�c�
���b0¿���_���_�X�8�Z1��Â�K�r�M��

• RADIUS �b�¹�Ç�›�Ý�º0¿��>& p.8-22>'

• RADIUS �§�î�Â  �Í�«�º�b1‘�9>& p.8-22>'>&�²8r>'

• RADIUS �ß�¢�–�å1�0É�b0¿��>& p.8-25>'>&�²8r>'

• AAA �§�î�Â  �¢�Ý�î�É�b��*O>& p.8-27>'>&�õ�–>'

• �Ø�î�¨  �–�¿�î�È�Ý  �”�¡�­�«�>�|�g�¿�µ�º�á�î�¡  �§�î�Å�«�_6õ�M�•  RADIUS 0Á�•�b0¿��
>&p.8-29>'>&�õ�–>'

• RADIUS �”�•�˜�å�¸�•�å�¢�b2s�·>& p.8-30>'>&�õ�–>'

• �M�m�Z�b  RADIUS �§�î�Â�b0¿��>& p.8-31>'>&�õ�–>'

• �Ë�å�²�î�[�w�b  RADIUS �”�º�Ü�Å�×�î�º�†�Q#Ý�M�•�«�–�µ�³0¿��>& p.8-31>'>&�õ�–>'

• �Ë�å�²�î"‚+¬�b  RADIUS �§�î�Â�\�b3û�™�_6õ�M�•�«�–�µ�³0¿��>& p.8-33>'>&�õ�–>'

RADIUS �b�¹�Ç�›�Ý�º0¿��

RADIUS �>�|�g  AAA �c�
�¹�Ç�›�Ý�º�[�c�¹�•�­�î�È�Ý�_0¿���I�€�Z�8�r�M��

�­�Ÿ�×�Ü�¸�•�b�»� �†75�F�M�•�S�u�
 �¿�µ�º�á�î�¡'ö#.�”�É�Ü�£�î�©�Ù�å�†�Q#Ý�K�Z  RADIUS �†0¿
���M�•�G�\�c�[�A�r�O�‡�� RADIUS �†�–�¿�î�È�Ý�_0¿���K�S���œ�
 CLI �†3û�L�Z�«�–�µ�³�_�”�¡�­
�«�M�•�Ø�î�¨�†1�0É�[�A�r�M��

RADIUS �§�î�Â  �Í�«�º�b1‘�9

�«�–�µ�³�\  RADIUS �§�î�Â�b3û�™�_�c�
���b0[(ò�@6õ�€�K�r�M��

• �Í�«�º�¡�r�S�c  IP �”�»�Þ�«

• 1�0É�b��
›�Ï�î�º

• �”�•�˜�å�¸�•�å�¢�b��
›�Ï�î�º

• �Ÿ�î  �«�º�Ü�å�¢

• �±�–�Ò�”�˜�º�ì6ë

• 
Ì3æ�™�G�X
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RADIUS �­�Ÿ�×�Ü�¸�•  �§�î�Â�c�
 �Í�«�º�¡�r�S�c  IP �”�»�Þ�«�
 �Í�«�º�¡�\"I���b  UDP �Ï�î�º$��•�

�r�S�c  IP �”�»�Þ�«�\"I���b  UDP �Ï�î�º$��•�_�|�W�Z"I���K�r�M�� IP �”�»�Þ�«�\  UDP �Ï�î�º$��•
�b)��s�œ�ƒ�O�_�|�W�Z�
�M�–�b  ID �@�8�B�I�€�
"I���b  AAA �§�î�Å�«�†�f�j�M�•  RADIUS �Í�«�º
�\�K�Z�¶���b�Ï�î�º�†��*O�[�A�r�M���G�b�M�–�b  ID �†�Q#Ý�M�•�G�\�_�|�W�Z�
� �L  IP �”�»�Þ�«�_
�6�•�§�î�Â�V�b0
�X�b  UDP �Ï�î�º�_�
 RADIUS 0[�Ó�†3æ�™�[�A�r�M��

� �L  RADIUS �§�î�Â�V�b$��^�•  2 �X�b�Í�«�º  �š�å�º�Ü�_� �L�§�î�Å�«>&�S�\�<�d�”�•�˜�å�¸�•�å
�¢>'�†0¿���K�S���œ�
 2 $��u�_0¿���K�S�Í�«�º  �š�å�º�Ü�c�
 �q�6�_0¿���K�S�Í�«�º  �š�å�º�Ü�b�Ç�™�î
�Ý�œ�î�Â�î  �Â�µ�¡�”�µ�É�\�K�Z�·�8�K�r�M���G�b�[�[�c�
�q�6�b�Í�«�º  �š�å�º�Ü�@�”�•�˜�å�¸�•
�å�¢  �§�î�Å�«�†�f�j�[�A�^�?�W�S���œ�
�«�–�µ�³�c  �� %RADIUS-4-RADIUS_DEAD�� �Ó�µ�­�î�ª�†/²&g
�K�Z�
�Q�b�6�\� �L�¹�Â�–�«�V�[  2 $��u�_0¿���I�€�S�Í�«�º  �š�å�º�Ü�[�”�•�˜�å�¸�•�å�¢  �§�î�Å
�«�†0è�s�r�M>& RADIUS �Í�«�º  �š�å�º�Ü�c�
0¿���K�S8p�Î�_�‘�W�Z0è/œ�I�€�r�M>' ��

RADIUS �§�î�Â�\�«�–�µ�³�c�

¹�w�M�•�©�î�¡�Þ�µ�º  �¸�Ÿ�«�º  �«�º�Ü�å�¢�†�Q#Ý�K�Z�
�Ã�«�á�î
�»�b�/�•�ì�>�|�g�Â'Å�b�º�n�†/œ�8�r�M�� RADIUS �[  AAA �­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»�†�Q#Ý�M�•�|�:
�_0¿���M�•�_�c�
 RADIUS �§�î�Â  �¹�î�Ô�å�@'�
>�M�•�Í�«�º�\�
�Q�b�Í�«�º�@�«�–�µ�³�\
¹�w�M�•
�©�î�¡�Þ�µ�º  �¸�Ÿ�«�º>&�Ÿ�î>'�«�º�Ü�å�¢�†�æ���K�^�E�€�d�^�~�r�O�‡��

�±�–�Ò�”�˜�º�

Ì3æ�™�G�X�
�>�|�g�/�•6=�b�Í�c�
�M�m�Z�b  RADIUS �§�î�Â�_�P�K�Z�¢�ß�î�Â�Ý�_
0¿���M�•�G�\�v�[�A�r�M�K�
�§�î�Â�"�)�[0¿���M�•�G�\�v�[�A�r�M���r�S�
�¢�ß�î�Â�Ý�^0¿���\
�§�î�Â�"�)�[�b0¿���†)��s�œ�ƒ�O�•�G�\�v�[�A�r�M�� �«�–�µ�³�\3û�™�M�•�M�m�Z�b  RADIUS �§�î�Â
�_�P�K�Z� 
�G�€�} �b0¿� � �† �¢�ß� î �Â�Ý�_4:#Ý�M�• �_�c� 
 radius-server timeout�
 radius-server
retransmit �
�>�|�g  radius-server key �b  3 �X�b�[�w�b�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»
�†�Q#Ý�K�r�M���G�€�}�b0¿���†"I���b  RADIUS �§�î�Â�_4:#Ý�M�•�_�c�
 radius-server host �¢�ß�î�Â
�Ý �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

>&�@>' �«�–�µ�³�V�_�¢�ß�î�Â�Ý�^�µ+��\�§�î�Â�"�)�[�b�µ+�>&�±�–�Ò�”�˜�º�

Ì3æ�™�G�X�
�>�|�g�Ÿ�î�¥
�Ð�å�»>'�†0¿���K�S���œ�
�§�î�Â�"�)�[0¿���K�S�±�–�Ò�”�˜�º�

Ì3æ�™�G�X�
�>�|�g6=�_6õ�M�•�¥
�Ð�å�»�c�
�¢�ß�î�Â�Ý�_0¿���K�S�±�–�Ò�”�˜�º�

Ì3æ�™�G�X�
�>�|�g6=�_6õ�M�•�¥�Ð�å�»�†�V�i�A
�K�r�M���M�m�Z�b  RADIUS �§�î�Â�_�P�K�Z�G�€�}�b�Í�†0¿���M�•�‰�2�_�X�8�Z�c�
 ���M�m�Z�b
RADIUS �§�î�Â�b0¿���� >&p.8-31>' �†�g!·�K�Z�C�T�I�8��

�¤�Ñ�b�§�î�Â  �Í�«�º�†1�0É#Ý�_�¢�Ý�î�É�ì�M�•�S�u�
 AAA �§�î�Â  �¢�Ý�î�É�†�Q#Ý�M�•�|�:�_�«
�–�µ�³�†0¿���[�A�r�M��0ò(ý�_�X�8�Z�c�
 �� AAA �§�î�Â  �¢�Ý�î�É�b��*O�� >&p.8-27>' �†�g!·�K�Z�C�T
�I�8��

�§�î�Â�"�)�[  RADIUS �§�î�Â�\�b3û�™�†0¿���M�•�_�c�
 �–�¿�î�È�Ý  EXEC �Ô�î�»�[���b�m8p�†��/œ
�K�r�M���G�b�m8p�c�²8r�[�M��
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"I���b  RADIUS �§�î�Â�†�P7V�M�•�_�c�
 no radius-server host {hostname | ip-address} �¢�ß�î�Â�Ý  �¥
�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

�¥�Ð�å�» % $×

�«�¸�µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�¸�µ�É 2 radius-server host {hostname | ip-address} 
[auth-port  port-number] [acct-port port-number] 
[timeout seconds] [retransmit  retries] [key 
string]

�Ü�Ô�î�º  RADIUS �§�î�Â  �Í�«�º�b  IP �”�»�Þ�«�r�S�c�Í�«
�º�¡�†�æ���K�r�M��

• >&�õ�–>' auth-port port-number �_�c�
1�0É0[�Ó�b  UDP ��

›�Ï�î�º�†�æ���K�r�M��

• >&�õ�–>' acct-port port-number �_�c�
�”�•�˜�å�¸�•�å�¢
0[�Ó�b  UDP ��
›�Ï�î�º�†�æ���K�r�M��

• >&�õ�–>' timeout seconds �_�c�
�«�–�µ�³�@  RADIUS �§�î
�Â�b�Â'Å�†�…�µ�K�Z
Ì3æ�™�M�•�r�[�b�ì6ë6ë7x�†�æ��
�K�r�M���æ���[�A�•(
�V�c  1 >|  1000 �[�M���G�b0¿��
�c�
 radius-server timeout �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å  �¥�Ð�å�»�_�|�•0¿���†�V�i�A�K�r�M��
radius-server host �¥�Ð�å�»�[�±�–�Ò�”�˜�º�†0¿���K�^
�8���œ�c�
 radius-server timeout �¥�Ð�å�»�b0¿���@�Q#Ý
�I�€�r�M��

• >&�õ�–>' retransmit  retries �_�c�
�§�î�Â�@�Â'Å�K�^�8��
�œ�
�r�S�c�Â'Å�@4��8���œ�_�
 RADIUS 0[�Ó�†�§�î�Â
�_
Ì3æ�™�M�•�G�X�†�æ���K�r�M���æ���[�A�•(
�V�c  1
>|  1000 �[�M�� radius-server host �¥�Ð�å�»�[
Ì3æ�™�G�X
�†�æ���K�^�8���œ�
 radius-server retransmit �¢�ß�î�Â
�Ý �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�b0¿���@�Q#Ý�I
�€�r�M��

• >&�õ�–>' key string �_�c�
 RADIUS �§�î�Â�V�[�·�8�M�•
RADIUS �¹�î�Ô�å�\�«�–�µ�³�b6ë�[�Q#Ý�M�•1�0É�>�|
�g�/�•6=�†�æ���K�r�M��

>&�@>' 6=�c�
 RADIUS �§�î�Â�[�Q#Ý�M�•�/�•6=�_�M+´�M�•
�¸�Ÿ�«�º  �«�º�Ü�å�¢�[�^�E�€�d�^�~�r�O�‡��6=�c
�–�_ radius-server host �¥�Ð�å�»�b�q�‹�b�”�–�¸�Ò
�\�K�Z0¿���K�Z�C�T�I�8�� 
›/œ�«�Ì�î�«�c!“0i�I�€
�r�M�@�
 6=�b�p6ë�>�|�g�Ž�•�_�6�•�«�Ì�î�«�c�w� 
�[�M��6=�_�«�Ì�î�«�†�Q#Ý�M�•���œ�c�
�,#Ý'¢�@6=
�b�M4Š�(�[�6�•���œ�†7V�A�
 �,#Ý'¢�[6=�†�V�r�^�8
�[�C�T�I�8��

1 �X�b  IP �”�»�Þ�«�_�P�Â�M�•0
�X�b�Í�«�º  �š�å�º�Ü�†�«
�–�µ�³�@1�1‘�M�•�|�:�_0¿���M�•�_�c�
�Q�€�R�€$��^�•
UDP �Ï�î�º$��•�†�Q#Ý�K�Z�
�G�b�¥�Ð�å�»�†�²0[�^�G�X�T
�E
°�Š�K�r�M���«�–�µ�³  �¯�Ç�º�˜�™�”�c�
�æ���I�€�S8p�Î
�_�‘�W�Z�
�Í�«�º�†�è(ô�K�r�M���›  RADIUS �Í�«�º�[�Q#Ý
�M�•�±�–�Ò�”�˜�º�

Ì3æ�™�G�X�
�>�|�g�/�•6=�†�Q�€�R�€
0¿���K�Z�C�T�I�8��

�«�¸�µ�É 3 end �–�¿�î�È�Ý  EXEC �Ô�î�»�_�`�~�r�M��

�«�¸�µ�É 4 show running-config 0¿���†&�1��K�r�M��

�«�¸�µ�É 5 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K
�r�M��



'¨ 8 'v       �«�–�µ�³  �Ë�î�«1�0É�b0¿��
RADIUS �_�|�•�«�–�µ�³  �”�¡�­�«�b�D�š

8-25
Catalyst 3560 �«�–�µ�³  �¯�Ç�º�˜�™�”  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �ž�–�»

OL-8553-01-J

���_�
 1 �X�b  RADIUS �§�î�Â�†1�0É#Ý�_�
�v�:  1 �X�b  RADIUS �§�î�Â�†�”�•�˜�å�¸�•�å�¢#Ý�_0¿��
�M�•�[�†&g�K�r�M��

Switch(config)# radius-server host 172.29.36.49 auth-port 1612 key rad1
Switch(config)# radius-server host 172.20.36.50 acct-port 1618 key rad2

���_�
 host1�†  RADIUS �§�î�Â�\�K�Z0¿���K�
1�0É�>�|�g�”�•�˜�å�¸�•�å�¢�b�g�‰�_�¹�Ç�›�Ý�º�b
�Ï�î�º�†�Q#Ý�M�•�|�:�_0¿���M�•�[�†&g�K�r�M��

Switch(config)# radius-server host host1

>&�@>' RADIUS �§�î�Â�V�[�v�
�8�C�X�?�b�Í�†0¿���M�•�²0[�@�6�~�r�M���G�€�}�b0¿���Í�\�K�Z�c�
�«
�–�µ�³�b  IP �”�»�Þ�«�
�>�|�g�§�î�Â�\�«�–�µ�³�b�n�‰�[
¹�w�M�•�Ÿ�î  �«�º�Ü�å�¢�@�6�~�r�M��0ò
(ý�_�X�8�Z�c�
 RADIUS �§�î�Â�b�Ð�½�×�”�Ý�†�g!·�K�Z�C�T�I�8��

RADIUS �ß�¢�–�å1�0É�b0¿��

AAA 1�0É�†0¿���M�•�_�c�
1�0É�‰�'�b�¡�S�Ü�A�Ü�«�º�†�8�B�K�Z�?�}�
�›'��Ï�î�º�_�Q�b�Ü�«�º
�†4:#Ý�K�r�M���‰�'�Ü�«�º�c��/œ�I�€�•1�0É�b�±�–�É�\��/œ8p�Î�†��*O�K�r�M���G�b�Ü�«�º�†"I��
�b�Ï�î�º�_4:#Ý�K�Z�?�}�
��*O�í�s1�0É�‰�'�†��/œ�M�•�²0[�@�6�~�r�M���O�M�b�[�¥�c�¹�Ç�›�Ý�º
�b�‰�'�Ü�«�º>&
�!›�_  default �\�¡�S�@�Ü�E�}�€�Z�8�•>'�[�M���¹�Ç�›�Ý�º�b�‰�'�Ü�«�º�c�
�¡�S�Ü
�A�‰�'�Ü�«�º�†�Â&g$×�_��*O�I�€�S�–�å�±�î�Ç�™�–�«�†7V�8�Z�
+¬�·$×�_�M�m�Z�b�Ï�î�º�_4:#Ý�I
�€�r�M��

�‰�'�Ü�«�º�c�
�Ø�î�¨1�0É�b�S�u�_�¡�š�Ü�î3æ�™�†/œ�:�m8p�\1�0É�‰�'�†0°3Ù�K�S�v�b�[�M��1�0É
�_�Q#Ý�M�•  1 �X�r�S�c0
�X�b�­�Ÿ�×�Ü�¸�•  �É�ß�º�¥�Ý�†�æ���[�A�•�b�[�
 �q�6�b�‰�'�@�»�K�K�S��
�œ�b�Â�µ�¡�”�µ�É  �©�«�¸�Ò�@&��–�I�€�r�M���¯�Ç�º�˜�™�”�c�
�Ü�«�º
Æ�b�q�6�b�‰�'�†�Q#Ý�K�Z
�Ø�î�¨�†1�0É�K�r�M���Q�b�‰�'�[�Â'Å�@�“�}�€�^�?�W�S���œ�
�¯�Ç�º�˜�™�”�c�Q�b�Ü�«�º�?�}���b
�‰�'�†4E�¥�K�r�M���G�b�É�ß�­�«�c�
�Ü�«�º
Æ�b1�0É�‰�'�_�|�•3û�™�@�B�Œ�M�•�?�
��*O�I�€�S�‰
�'�†�M�m�Z0è�K)
�ƒ�•�r�[)Þ�~3É�I�€�r�M���G�b��#.�b�6�•�ì!l�[1�0É�@�»�K�K�S���œ>&�X�r�~�

�­�Ÿ�×�Ü�¸�•  �§�î�Â�r�S�c�ß�î�•�Ý�b�Ø�î�¨�¡�¹�î�±�Ë�î�«�@�Ø�î�¨  �”�¡�­�«�†�Ä�°�M�•�\�Â'Å
�K�S���œ>' �
1�0É�É�ß�­�«�c�õ�F�K�
�Q�€�è�V1�0É�‰�'�@0è/œ�I�€�•�G�\�c�6�~�r�O�‡��

�ß�¢�–�å1�0É�†0¿���M�•�_�c�
�–�¿�î�È�Ý  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M���G�b�m8p�c�²8r
�[�M��

�¥�Ð�å�» % $×

�«�¸�µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�¸�µ�É 2 aaa new-model AAA �†�–�¿�î�È�Ý�_�K�r�M��
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�«�¸�µ�É 3 aaa authentication login {default | list-name} 
method1 [method2...]

�ß�¢�–�å1�0É�‰�'�Ü�«�º�†�8�B�K�r�M��

• login authentication �¥�Ð�å�»�_�¡�S�Ü�A�Ü�«�º�@�æ��
�I�€ �^�?�W�S ���œ�_�Q#Ý�I�€�•�¹�Ç�›�Ý�º�b�Ü�«�º�†
�8�B�M�•�_�c�
 default �Ÿ�î�á�î�»�b�‹�•�_�¹�Ç�›�Ý�º
"g�#�[�Q#Ý�M�•�‰�'�†�æ���K�r�M���¹�Ç�›�Ý�º�b�‰�'
�Ü�«�º�c�
+¬�·$×�_�M�m�Z�b�Ï�î�º�_4:#Ý�I�€�r�M��

• list-name �_�c�
�8�B�M�•�Ü�«�º�b�¡�S�\�K�Z�Q#Ý�M�•
�e�Ð�4�†�æ���K�r�M��

• method1... �_�c�
1�0É�”�Ý�¦�Ü�¬�Ò�@0è/œ�M�•��7•�b�‰
�'�†�æ���K�r�M��3ã�•�b1�0É�‰�'�c�
�Q�b�S�b�‰�'�[
�š�Û�î�@3É�I�€�S���œ�_7H�~�Q#Ý�I�€�r�M���S�b�‰�'
�@�»�K�K�S���œ�c�Q#Ý�I�€�r�O�‡��

���b�8�N�€�?�b�‰�'�†4E�¥�K�r�M��

>+ enable �Š �–�¿�î�È�Ý  �Ã�«�á�î�»�†1�0É�_�Q#Ý�K
�r�M���G�b1�0É�‰�'�†�Q#Ý�M�•�_�c�
�6�}�?�L�u
enable password �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù
�å  �¥�Ð�å�»�†�Q#Ý�K�Z�–�¿�î�È�Ý  �Ã�«�á�î�»�†
��*O�K�Z�>�C�²0[�@�6�~�r�M��

>+ group radius �Š RADIUS 1�0É�†�Q#Ý�K�r�M���G�b
1�0É�‰�' �†�Q#Ý�M�•�_�c� 
�6�} �?�L�u  RADIUS
�§�î�Â�†0¿���K�Z�>�C�²0[�@�6�~�r�M��0ò(ý�_�X
�8�Z�c�
 �� RADIUS �§�î�Â  �Í�«�º�b1‘�9�� >&p.8-22>'
�†�g!·�K�Z�C�T�I�8��

>+ line �Š �G)z�Ã�«�á�î�»�†1�0É�_�Q#Ý�K�r�M���G�b
1�0É�‰�'�†�Q#Ý�M�•�_�c�
�6�}�?�L�u�G)z�Ã�«
�á�î�»�†��*O�K�Z�>�C�²0[�@�6�~�r�M�� password
password �Û�–�å  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å
�»�†�Q#Ý�K�r�M��

>+ local �Š �ß�î�•�Ý  �Ø�î�¨�¡�¹�î�±�Ë�î�«�†1�0É�_
�Q#Ý�K�r�M���¹�î�±�Ë�î�«�_�Ø�î�¨�¡�_���†
°�Š
�K�Z�>�C�²0[�@�6�~�r�M�� username name password
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†
�Q#Ý�K�r�M��

>+ local-case �Š �±�e�Ð�\�`�e�Ð�@�
�9�I�€�•�ß�î�•
�Ý �Ø�î�¨�¡�¹�î �±�Ë�î�«�†1�0É�_�Q#Ý�K�r�M��
username password�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�Z�
�Ø�î�¨�¡�_���†�¹�î
�±�Ë�î�«�_
°�Š�M�•�²0[�@�6�~�r�M��

>+ none �Š �ß�¢�–�å�_1�0É�†�Q#Ý�K�r�O�‡��

�«�¸�µ�É 4 line [console | tty  | vty] line-number 
[ending-line-number]

�Û�–�å  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�
 1�0É�Ü�«
�º�b4:#Ý�P1ß�\�M�•�G)z�†0¿���K�r�M��

�«�¸�µ�É 5 login authentication {default | list-name} �G)z�r�S�c�G)z�­�µ�º�_�P�K�Z�
 1�0É�Ü�«�º�†4:#Ý�K�r�M��

• default �†�æ���M�•���œ�c�
 aaa authentication login �¥
�Ð�å�»�[�8�B�K�S�¹�Ç�›�Ý�º�b�Ü�«�º�†�Q#Ý�K�r�M��

• list-name �_�c�
 aaa authentication login �¥�Ð�å�»�[�8�B
�K�S�Ü�«�º�†�æ���K�r�M��

�«�¸�µ�É 6 end �–�¿�î�È�Ý  EXEC �Ô�î�»�_�`�~�r�M��

�«�¸�µ�É 7 show running-config 0¿���†&�1��K�r�M��

�¥�Ð�å�» % $×
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AAA �†�¹�•�­�î�È�Ý�_�M�•�_�c�
 no aaa new-model �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»
�†�Q#Ý�K�r�M�� AAA 1�0É�†�¹�•�­�î�È�Ý�_�M�•�_�c�
 no aaa authentication login {default | list-name}
method1 [method2...] �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M�� �ß�¢�–�å�_6õ�M�•
RADIUS 1�0É�†�¹�•�­�î�È�Ý�_�M�•�
�6�•�8�c�¹�Ç�›�Ý�º�Í�_�`�M�_�c�
 no login authentication
{ default | list-name} �Û�–�å  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

>&�@>' AAA �‰�'�†�Q#Ý�K�Z  HTTP �”�¡�­�«�_�P�K�«�–�µ�³�b�­�Ÿ�×�Ü�¸�•�†&��–�M�•�_�c�
 ip http
authentication aaa �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�[�«�–�µ�³�†0¿���M�•�²0[�@�6�~
�r�M�� AAA 1�0É�†0¿���K�Z�v�
 HTTP �”�¡�­�«�_�P�K  AAA �‰�'�†�Q#Ý�K�Z  �«�–�µ�³�b�­�Ÿ�×�Ü
�¸�•�†&��–�K�S�G�\�_�^�~�r�O�‡��

ip http authentication �¥�Ð�å�»�b0ò(ý�_�X�8�Z�c�
 �� Cisco IOS Security Command Reference�� Release
12.2 �†�g!·�K�Z�C�T�I�8��

AAA �§�î�Â  �¢�Ý�î�É�b��*O

�¤�Ñ�b�§�î�Â  �Í�«�º�†1�0É#Ý�_�¢�Ý�î�É�ì�M�•�S�u�
 AAA �§�î�Â  �¢�Ý�î�É�†�Q#Ý�M�•�|�:�_�«
�–�µ�³�†0¿���[�A�r�M��0¿���í�s�b�§�î�Â  �Í�«�º�b�§�È�­�µ�º�†4E�¥�K�Z�
�Q�€�†"I���b�§�î�Å�«
�_�Q#Ý�K�r�M���§�î�Â  �¢�Ý�î�É�c�
4E�¥�I�€�S�§�î�Â  �Í�«�º�b  IP �”�»�Þ�«�b�Ü�«�º�†�µ�t�¢�ß�î
�Â�Ý�^�§�î�Â  �Í�«�º  �Ü�«�º�\�\�v�_�Q#Ý�I�€�r�M��

�§�î�Â  �¢�Ý�î�É�_�c�
� �L�§�î�Â�b0
�X�b�Í�«�º  �š�å�º�Ü�†�µ�u�•�G�\�v�[�A�r�M�@�
�›�š�å�º
�Ü�@�M�–�b ID>&IP �”�»�Þ�«�\  UDP �Ï�î�º$��•�b)��s�œ�ƒ�O>'�†�â�W�Z�8�•�G�\�@�²�ó�[�M���G�b
���œ�
�¶���b�Ï�î�º�†�Q�€�R�€"I���b  AAA �§�î�Å�«�†�f�j�M�•  RADIUS �Í�«�º�\�K�Z��*O�[�A�r
�M�� � �L  RADIUS �§�î�Â�V�b$��^�•  2 �X�b�Í�«�º  �š�å�º�Ü�_� �L�§�î�Å�« >&�S�\�<�d�”�•�˜�å�¸�•
�å�¢>'�†0¿���K�S���œ�
 2 $��u�_0¿���K�S�Í�«�º  �š�å�º�Ü�c�
�q�6�_0¿���K�S�Í�«�º  �š�å�º�Ü�b
�Ç�™�î�Ý�œ�î�Â�î  �Â�µ�¡�”�µ�É�\�K�Z�·�8�K�r�M��

��*O�K�S�¢�Ý�î�É  �§�î�Â�_"I���b�§�î�Â�†�P�Â�Ü�E�•�_�c�
 server �¢�Ý�î�É  �§�î�Â  �¥�å�Ç�•� �×
�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M���§�î�Â�†  IP �”�»�Þ�«�["I���M�•�G�\�v�[�A�r�M�K�
�õ�–�æ��
�b  auth-port  �>�|�g  acct-port �Ÿ�î�á�î�»�†�Q#Ý�K�Z0
�X�b�Í�«�º  �–�å�«�±�å�«�r�S�c�š�å�º�Ü�†
"I���M�•�G�\�v�[�A�r�M��

AAA �§�î�Â  �¢�Ý�î�É�†��*O�K�
�Q�b�¢�Ý�î�É�_"I���b  RADIUS �§�î�Â�†�P�Â�Ü�E�•�_�c�
�–�¿�î
�È�Ý  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

�«�¸�µ�É 8 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K
�r�M��

�¥�Ð�å�» % $×
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�¥�Ð�å�» % $×

�«�¸�µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�¸�µ�É 2 radius-server host {hostname | ip-address} 
[auth-port  port-number] [acct-port port-number] 
[timeout seconds] [retransmit  retries] [key 
string]

�Ü�Ô�î�º  RADIUS �§�î�Â  �Í�«�º�b  IP �”�»�Þ�«�r�S�c�Í�«
�º�¡�†�æ���K�r�M��

• >&�õ�–>' auth-port port-number �_�c�
1�0É0[�Ó�b  UDP ��

›�Ï�î�º�†�æ���K�r�M��

• >&�õ�–>' acct-port port-number �_�c�
�”�•�˜�å�¸�•�å�¢
0[�Ó�b  UDP ��
›�Ï�î�º�†�æ���K�r�M��

• >&�õ�–>' timeout seconds �_�c�
�«�–�µ�³�@  RADIUS �§�î
�Â�b�Â'Å�†�…�µ�K�Z
Ì3æ�™�M�•�r�[�b�ì6ë6ë7x�†�æ��
�K�r�M���æ���[�A�•(
�V�c  1 >|  1000 �[�M���G�b0¿��
�c�
 radius-server timeout �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å  �¥�Ð�å�»�_�|�•0¿���†�V�i�A�K�r�M��
radius-server host �¥�Ð�å�»�[�±�–�Ò�”�˜�º�†0¿���K�^
�8���œ�c�
 radius-server timeout �¥�Ð�å�»�b0¿���@�Q#Ý
�I�€�r�M��

• >&�õ�–>' retransmit  retries �_�c�
�§�î�Â�@�Â'Å�K�^�8��
�œ�
�r�S�c�Â'Å�@4��8���œ�_�
 RADIUS 0[�Ó�†�§�î�Â
�_
Ì3æ�™�M�•�G�X�†�æ���K�r�M���æ���[�A�•(
�V�c  1
>|  1000 �[�M�� radius-server host �¥�Ð�å�»�[
Ì3æ�™�G�X
�†�æ���K�^�8���œ�
 radius-server retransmit �¢�ß�î�Â
�Ý �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�b0¿���@�Q#Ý�I
�€�r�M��

• >&�õ�–>' key string �_�c�
 RADIUS �§�î�Â�V�[�·�8�M�•
RADIUS �¹�î�Ô�å�\�«�–�µ�³�b6ë�[�Q#Ý�M�•1�0É�>�|
�g�/�•6=�†�æ���K�r�M��

>&�@>' 6=�c�
 RADIUS �§�î�Â�[�Q#Ý�M�•�/�•6=�_�M+´�M�•
�¸�Ÿ�«�º  �«�º�Ü�å�¢�[�^�E�€�d�^�~�r�O�‡��6=�c
�–�_ radius-server host �¥�Ð�å�»�b�q�‹�b�”�–�¸�Ò
�\�K�Z0¿���K�Z�C�T�I�8�� 
›/œ�«�Ì�î�«�c!“0i�I�€
�r�M�@�
 6=�b�p6ë�>�|�g�Ž�•�_�6�•�«�Ì�î�«�c�w� 
�[�M��6=�_�«�Ì�î�«�†�Q#Ý�M�•���œ�c�
�,#Ý'¢�@6=
�b�M4Š�(�[�6�•���œ�†7V�A�
 �,#Ý'¢�[6=�†�V�r�^�8
�[�C�T�I�8��

1 �X�b  IP �”�»�Þ�«�_�P�Â�M�•0
�X�b�Í�«�º  �š�å�º�Ü�†�«
�–�µ�³�@1�1‘�M�•�|�:�_0¿���M�•�_�c�
�Q�€�R�€$��^�•
UDP �Ï�î�º$��•�†�Q#Ý�K�Z�
�G�b�¥�Ð�å�»�†�²0[�^�G�X�T
�E
°�Š�K�r�M���«�–�µ�³  �¯�Ç�º�˜�™�”�c�
�æ���I�€�S8p�Î
�_�‘�W�Z�
�Í�«�º�†�è(ô�K�r�M���›  RADIUS �Í�«�º�[�Q#Ý
�M�•�±�–�Ò�”�˜�º�

Ì3æ�™�G�X�
�>�|�g�/�•6=�†�Q�€�R�€
0¿���K�Z�C�T�I�8��

�«�¸�µ�É 3 aaa new-model AAA �†�–�¿�î�È�Ý�_�K�r�M��

�«�¸�µ�É 4 aaa group server radius group-name AAA �§�î�Â  �¢�Ý�î�É�†�
"I���b�¢�Ý�î�É�¡�[��*O�K�r�M��

�G�b�¥�Ð�å�»�†�Q#Ý�M�•�\�
 �«�–�µ�³�c�§�î�Â  �¢�Ý�î�É  �¥
�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�_�^�~�r�M��
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"I���b  RADIUS �§�î�Â�†�P7V�M�•�_�c�
 no radius-server host {hostname | ip-address} �¢�ß�î�Â�Ý  �¥
�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M���§�î�Â  �¢�Ý�î�É�†�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ü�«�º
�?�}�P7V�M�•�_�c�
 no aaa group server radius group-name �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥
�Ð�å�»�†�Q#Ý�K�r�M�� RADIUS �§�î�Â�b  IP �”�»�Þ�«�†�P7V�M�•�_�c�
 no server ip-address �§�î�Â  �¢
�Ý�î�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

���b�[�[�c�
 2 �X�b$��^�•  RADIUS �¢�Ý�î�É  �§�î�Â>& group1�>�|�g group2>'�†1�1‘�M�•�|�:�_�«
�–�µ�³�†0¿���K�Z�8�r�M�� group1 �[�c�
� �L  RADIUS �§�î�Â�V�b$��^�•  2 �X�b�Í�«�º  �š�å�º�Ü�†�

� �L�§�î�Å�«#Ý�_0¿���K�Z�8�r�M�� 2 $��u�b�Í�«�º  �š�å�º�Ü�@�
�q�6�b�š�å�º�Ü�b�Ç�™�î�Ý�œ�î
�Â�î  �Â�µ�¡�”�µ�É�\�K�Z�·�8�K�r�M��

Switch(config)# radius-server host 172.20.0.1 auth-port 1000 acct-port 1001
Switch(config)# radius-server host 172.10.0.1 auth-port 1645 acct-port 1646
Switch(config)# aaa new-model
Switch(config)# aaa group server radius group1
Switch(config-sg-radius)# server 172.20.0.1 auth-port 1000 acct-port 1001
Switch(config-sg-radius)# exit
Switch(config)# aaa group server radius group2
Switch(config-sg-radius)# server 172.20.0.1 auth-port 2000 acct-port 2001
Switch(config-sg-radius)# exit

�Ø�î�¨  �–�¿�î�È�Ý  �”�¡�­�«�>�|�g�¿�µ�º�á�î�¡  �§�î�Å�«�_6õ�M�•  RADIUS 0Á�•�b0¿��

AAA 0Á�•�_�|�W�Z�Ø�î�¨�@�Q#Ý�[�A�•�§�î�Å�«�@�D7H�I�€�r�M�� AAA 0Á�•�†�–�¿�î�È�Ý�_�M�•�\�

�«�–�µ�³�c>&�ß�î�•�Ý  �Ø�î�¨  �¹�î�±�Ë�î�«�r�S�c�­�Ÿ�×�Ü�¸�•  �§�î�Â�V�_�Ñ�~�M�•>'�Ø�î�¨�b�É
�ß�Ç�“�–�Ý�?�}�v�“�K�S�_���†�Q#Ý�K�Z�
�Ø�î�¨�b�­�µ�©�Ù�å�†0¿���K�r�M���Ø�î�¨�c�
�Ø�î�¨  �É
�ß�Ç�“�–�Ý
Æ�b�_���[1��u�}�€�Z�8�•���œ�_7H�~�
0[�Ó�K�S�§�î�Å�«�b�”�¡�­�«�@1��•�I�€�r�M��

�–�¿�î�È�Ý  EXEC �Ô�î�»�l�b�Ø�î�¨�b�¿�µ�º�á�î�¡  �”�¡�­�«�†�D7H�M�•�Ã�Û�Ó�î�±�†0¿���M�•�_
�c�
 aaa authorization �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�\�\�v�_  radius �Ÿ�î�á�î�»�†
�Q#Ý�K�r�M��

aaa authorization exec radius local �¥�Ð�å�»�c�
���b0Á�•�Ã�Û�Ó�î�±�†0¿���K�r�M��

• RADIUS �†�Q#Ý�K�Z1�0É�†/œ�W�S���œ�c�
 RADIUS �†�Q#Ý�K�Z�–�¿�î�È�Ý  EXEC �”�¡�­�«�†0Á
�•�K�r�M��

• 1�0É�_  RADIUS �†�Q#Ý�K�^�?�W�S���œ�c�
�ß�î�•�Ý  �¹�î�±�Ë�î�«�†�Q#Ý�K�r�M��

>&�@>' 0Á�•�@0¿���I�€�Z�8�Z�v�
 CLI �†�Q#Ý�K�Z�ß�¢�–�å�K�
1�0É�I�€�S�Ø�î�¨�_�P�K�Z�c�
0Á�•�c%,$�
�I�€�r�M��

�«�¸�µ�É 5 server ip-address "I���b  RADIUS �§�î�Â�†��*O�í�s�b�§�î�Â  �¢�Ý�î�É�_�P
�Â�Ü�E�r�M�� AAA �§�î�Â  �¢�Ý�î�É�b  RADIUS �§�î�Â�H�\
�_�
�G�b�«�¸�µ�É�†)Þ�~3É�K�r�M��

�¢�Ý�î�É�b�›�§�î�Â�c�
�«�¸�µ�É  2 �[��*O�í�s�b�v�b�[�^
�E�€�d�^�~�r�O�‡��

�«�¸�µ�É 6 end �–�¿�î�È�Ý  EXEC �Ô�î�»�_�`�~�r�M��

�«�¸�µ�É 7 show running-config 0¿���†&�1��K�r�M��

�«�¸�µ�É 8 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K
�r�M��

�«�¸�µ�É 9 RADIUS �ß�¢�–�å1�0É�†�–�¿�î�È�Ý�_�K�r�M�� �� RADIUS �ß
�¢�–�å1�0É�b0¿���� >&p.8-25>' �†�g!·�K�Z�C�T�I�8��

�¥�Ð�å�» % $×
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�–�¿�î�È�Ý  EXEC �”�¡�­�«�>�|�g�¿�µ�º�á�î�¡  �§�î�Å�«�_6õ�M�•  RADIUS 0Á�•�†�æ���M�•�_�c�
 �–
�¿�î�È�Ý  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

0Á�•�†�¹�•�­�î�È�Ý�_�M�•�_�c�
 no aaa authorization {network | exec} method1�¢�ß�î�Â�Ý  �¥�å�Ç�•
� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

RADIUS �”�•�˜�å�¸�•�å�¢�b2s�·

AAA �”�•�˜�å�¸�•�å�¢�µ+��c�
�Ø�î�¨�@�”�¡�­�«�K�S�§�î�Å�«�\�
�˜2��K�S�¿�µ�º�á�î�¡  �Ü�¯�î
�«5��†3ã2§�K�r�M�� AAA �”�•�˜�å�¸�•�å�¢�†�–�¿�î�È�Ý�_�M�•�\�
�«�–�µ�³�c�Ø�î�¨�b�q�·"g�#
�†�”�•�˜�å�¸�•�å�¢  �Þ�¥�î�»�b�g�'�[  RADIUS �­�Ÿ�×�Ü�¸�•  �§�î�Â�_���Ì�K�r�M���›�”�•�˜�å
�¸�•�å�¢  �Þ�¥�î�»�c�
 �”�•�˜�å�¸�•�å�¢�b�”�º�Ü�Å�×�î�º�Í >&AV>'�Ì�”�†�µ�s�
 �­�Ÿ�×�Ü�¸�•  �§�î
�Â�_�–�Ñ�I�€�r�M���G�b�¹�î�±�†0Ž�Ò�K�Z�
�¿�µ�º�á�î�¡'ö#.�
�¡�Û�–�”�å�º�l�b1"5 �
�r�S�c%�
���_�z'g�Z�•�G�\�@�[�A�r�M��

Cisco IOS �b�’7H�Þ�Ë�Ý�>�|�g�¿�µ�º�á�î�¡  �§�î�Å�«�_6õ�M�•  RADIUS �”�•�˜�å�¸�•�å�¢�†�–�¿�î
�È�Ý�_�M�•�_�c�
�–�¿�î�È�Ý  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

� ” � • � ˜ �å � ¸ � • �å �¢�†�¹ � • � ­ � î �È�Ý�_�M�• �_�c� 
 no aaa accounting {network | exec} { start-stop}
method1...�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

�¥�Ð�å�» % $×

�«�¸�µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�¸�µ�É 2 aaa authorization network radius �¿�µ�º�á�î�¡6õ4��b�M�m�Z�b�§�î�Å�«0[�Ó�_�P�M�•�Ø�î�¨
RADIUS 0Á�•�†�
�«�–�µ�³�_0¿���K�r�M��

�«�¸�µ�É 3 aaa authorization exec radius �Ø�î�¨�_�–�¿�î�È�Ý  EXEC �b�”�¡�­�«�’7H�@�6�•���œ�

�Ø�î�¨  RADIUS 0Á�•�†�
�«�–�µ�³�_0¿���K�r�M��

exec �Ÿ�î�á�î�»�†�æ���M�•�\�
�Ø�î�¨  �É�ß�Ç�“�–�Ý�_��
>&autocommand �_���^�]>'�@3É�I�€�•���œ�@�6�~�r�M��

�«�¸�µ�É 4 end �–�¿�î�È�Ý  EXEC �Ô�î�»�_�`�~�r�M��

�«�¸�µ�É 5 show running-config 0¿���†&�1��K�r�M��

�«�¸�µ�É 6 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K
�r�M��

�¥�Ð�å�» % $×

�«�¸�µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�¸�µ�É 2 aaa accounting network start-stop radius �¿ �µ � º �á � î � ¡6õ4 � �b �M�m�Z �b �§ � î �Å �«0 [ �Ó �_ �X �8 �Z� 

RADIUS �”�•�˜�å�¸�•�å�¢�†�–�¿�î�È�Ý�_�K�r�M��

�«�¸�µ�É 3 aaa accounting exec start-stop radius RADIUS �”�•�˜�å�¸�•�å�¢�_�|�~�
�–�¿�î�È�Ý  EXEC �É�ß
�­�«�b�q�6�_0°6�6ä���”�•�˜�å�¸�•�å�¢3û%±�
�q�‹�_0°6�
�õ�F�”�•�˜�å�¸�•�å�¢3û%±�†3æ�™�M�•�|�:�_0¿���K�r�M��

�«�¸�µ�É 4 end �–�¿�î�È�Ý  EXEC �Ô�î�»�_�`�~�r�M��

�«�¸�µ�É 5 show running-config 0¿���†&�1��K�r�M��

�«�¸�µ�É 6 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K
�r�M��
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�M�m�Z�b  RADIUS �§�î�Â�b0¿��

�«�–�µ�³�\�M�m�Z�b  RADIUS �§�î�Â6ë�[�¢�ß�î�Â�Ý�_3û�™�†0¿���M�•�_�c�
 �–�¿�î�È�Ý  EXEC �Ô�î
�»�[���b�m8p�†��/œ�K�r�M��


Ì3æ�™�G�X�
�±�–�Ò�”�˜�º�
�>�|�g�…�µ�ì6ë�b0¿���†�¹�Ç�›�Ý�º�_�`�M�_�c�
�G�€�}�b�¥�Ð�å�»�b
no �g�'�†�Q#Ý�K�r�M��

�Ë�å�²�î�[�w�b  RADIUS �”�º�Ü�Å�×�î�º�†�Q#Ý�M�•�«�–�µ�³0¿��

Internet Engineering Task Force>&IETF>'�»�Û�Ç�º0d�A�_�
�Ë�å�²�î�[�w�b�”�º�Ü�Å�×�î�º>&�”�º�Ü
�Å�×�î�º  26>'�†�Q#Ý�K�Z�
�«�–�µ�³�\  RADIUS �§�î�Â6ë�[�Ë�å�²�î�[�w�b�_���†3û�™�M�•�S�u�b
�‰�'�@���u�}�€�Z�8�r�M���›�Ë�å�²�î�c�
 Vendor-Specific Attribute>&VSA>'�†�Q#Ý�M�•�G�\�_�|�W
�Z�
�M+á$×�^#Ý3õ�_�c4:�I�^�8"‚+¬�b�Ñ�G�”�º�Ü�Å�×�î�º�†�§�Ï�î�º�[�A�r�M���©�«�¥�@��/æ�M�•
RADIUS �[�c�
�G�b�Ù�]�[�N�á�I�€�•�Ç�›�î�Ð�µ�º�†�Q#Ý�K�Z�
�Ë�å�²�î�[�w�b�œ�É�©�Ù�å�†  1 �X
�§�Ï�î�º�K�Z�8�r�M���©�«�¥�b�Ë�å�²�î  ID �c  9 �[�6�~�
�§�Ï�î�º�P1ß�b�œ�É�©�Ù�å�c�Ë�å�²�î  �±
�–�É  1>&�¡�S�c cisco-avpair>'�[�M���G�b�Í�c�
���b�Ç�›�î�Ð�µ�º�b�«�º�Ü�å�¢�[�M��

protocol : attribute sep value *

�¥�Ð�å�» % $×

�«�¸�µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�¸�µ�É 2 radius-server key string �«�–�µ�³�\�M�m�Z�b  RADIUS �§�î�Â6ë�[
¹�w�I�€�•�©�î�¡
�Þ�µ�º  �¸�Ÿ�«�º  �«�º�Ü�å�¢�†�æ���K�r�M��

>&�@>' 6=�c�
 RADIUS �§�î�Â�[�Q#Ý�M�•�/�•6=�_�M+´�M�•
�¸�Ÿ�«�º  �«�º�Ü�å�¢�[�^�E�€�d�^�~�r�O�‡��
›/œ
�«�Ì�î�«�c!“0i�I�€�r�M�@�
 6=�b�p6ë�>�|�g�Ž�•�_
�6�•�«�Ì�î�«�c�w� �[�M�� 6=�_�«�Ì�î�«�†�Q#Ý�M�•
���œ�c�
�,#Ý'¢�@6=�b�M4Š�(�[�6�•���œ�†7V�A�
�,
#Ý'¢�[6=�†�V�r�^�8�[�C�T�I�8��

�«�¸�µ�É 3 radius-server retransmit retries �«�–�µ�³�@  RADIUS 0[�Ó�†�§�î�Â�_
Ì3æ�™�M�•�G�X�†�æ��
�K�r�M���¹�Ç�›�Ý�º�c  3 �[�M���æ���[�A�•(
�V�c  1 >|  1000
�[�M��

�«�¸�µ�É 4 radius-server timeout seconds �«�–�µ�³�@  RADIUS 0[�Ó�_�P�M�•�Â'Å�†�…�W�Z�
0[�Ó�†
Ì
3æ�™�M�•�r�[�b�ì6ë>&&Ê>'�†�æ���K�r�M���¹�Ç�›�Ý�º�c  5
&Ê�[�M���æ���[�A�•(
�V�c  1 >|  1000 �[�M��

�«�¸�µ�É 5 radius-server deadtime minutes 1�0É0[�Ó�_�Â'Å�K�^�8  RADIUS �§�î�Â�†�«�Ÿ�µ�É�M�•�ì6ë
>&�(>'�†�æ���K�
0[�Ó�@�±�–�Ò�”�˜�º�M�•�r�[�…�µ�M�•�G�\
�^�C�
���_0¿���I�€�Z�8�•�§�î�Â�†0è/œ�[�A�•�|�:�_�K�r
�M���¹�Ç�›�Ý�º�c  0 �[�M���æ���[�A�•(
�V�c  0 >|  1440 �(�[
�M��

�«�¸�µ�É 6 end �–�¿�î�È�Ý  EXEC �Ô�î�»�_�`�~�r�M��

�«�¸�µ�É 7 show running-config 0¿���Í�†&�1��K�r�M��

�«�¸�µ�É 8 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K
�r�M��
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protocol �c�
"I���b0Á�•�±�–�É�_�Q#Ý�M�•�©�«�¥�b�É�ß�º�¥�Ý  �”�º�Ü�Å�×�î�º�b�Í�[�M�� attribute
�>�|�g value�c�
�©�«�¥�b  TACACS+ �Ù�]�[��*O�I�€�Z�8�•4:�)�^�”�º�Ü�Å�×�î�º�Í>& AV>'�Ì�”�[
�M��sep�c�
 �²8r�b�”�º�Ü�Å�×�î�º�b���œ�c =�
�õ�–�æ���b�”�º�Ü�Å�×�î�º�b���œ�c * �[�M�� TACACS+
0Á�•�[�Q#Ý�[�A�•�M�m�Z�b�µ+��c�
 RADIUS �[�v�Q#Ý�[�A�r�M��

�S�\�<�d�
���b  AV �Ì�”�†�æ���M�•�\�
 IP 0Á�•�ì>& PPP �b  IPCP �”�»�Þ�«�b�m�~�\�Z�ì>'�_�
�©�«
�¥�b 0
�X�b�¡�S�Ü�A  IP �”�»�Þ�«  �É�î�Ý �µ+��@�w� �_�^�~�r�M��

cisco-avpair= ”ip:addr-pool=first“

���_�
�«�–�µ�³�?�}�–�¿�î�È�Ý  EXEC �¥�Ð�å�»�l�b�6�ì�”�¡�­�«�@�•+��\�^�•�Ø�î�¨  �ß�¢�–�å�†
�f�j�M�•�[�†&g�K�r�M��

cisco-avpair= ”shell:priv-lvl=15“  

���_�
 RADIUS �§�î�Â  �¹�î�±�Ë�î�«
Æ�b0Á�•  VLAN �†�æ���M�•�[�†&g�K�r�M��

cisco-avpair= ”tunnel-type(#64)=VLAN(13)”
cisco-avpair= ”tunnel-medium-type(#65)=802 media(6)”
cisco-avpair= ”tunnel-private-group-ID(#81)=vlanid”

���_�
�G�b�K)F�p�_  ASCII �g�'�b
°�Š  ACL>&�”�¡�­�«�D�š�Ü�«�º>'�†�–�å�±�î�Ç�™�–�«�_4:#Ý�M�•
�[�†&g�K�r�M��

cisco-avpair= “ip:inacl#1=deny ip 10.10.10.10 0.0.255.255 20.20.20.20 255.255.0.0”
cisco-avpair= “ip:inacl#2=deny ip 10.10.10.10 0.0.255.255 any”
cisco-avpair= “mac:inacl#3=deny any any decnet-iv”

���_�
�G�b�K)F�p�_  ASCII �g�'�b���Š  ACL �†�–�å�±�î�Ç�™�–�«�_4:#Ý�M�•�[�†&g�K�r�M��

cisco-avpair= “ip:outacl#2=deny ip 10.10.10.10 0.0.255.255 any”

�Ú�b�Ë�å�²�î�_�v�
�Q�€�R�€"‚+¬�b�Ë�å�²�î  ID�
�œ�É�©�Ù�å�
�>�|�g�P�Â�M�•  VSA �@�6�~�r�M��
�Ë�å�²�î  ID �>�|�g  VSA �b0ò(ý�_�X�8�Z�c�
 RFC 2138 �� Remote Authentication Dial-In User Service

>&RADIUS>'���†�g!·�K�Z�C�T�I�8��

�«�–�µ�³�@  VSA �†1�1‘�K�Z�Q#Ý�M�•�|�:�_0¿���M�•�_�c�
�–�¿�î�È�Ý  EXEC �Ô�î�»�[���b�m8p�†
��/œ�K�r�M��

�¥�Ð�å�» % $×

�«�¸�µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�¸�µ�É 2 radius-server vsa send [accounting | 
authentication]

�«�–�µ�³�@  VSA>&RADIUS IETF �”�º�Ü�Å�×�î�º  26 �[��*O>'
�†1�1‘�K�Z�Q#Ý�[�A�•�|�:�_�K�r�M��

• >&�õ�–>'1�1‘�I�€�•�Ë�å�²�î�[�w�”�º�Ü�Å�×�î�º�b7Ÿ�œ
�†�”�•�˜�å�¸�•�å�¢  �”�º�Ü�Å�×�î�º�T�E�_7H���M�•�_
�c�
 accounting �Ÿ�î�á�î�»�†�Q#Ý�K�r�M��

• >&�õ�–>'1�1‘�I�€�•�Ë�å�²�î�[�w�”�º�Ü�Å�×�î�º�b7Ÿ�œ
� † 1 � 0 É � ” � º � Ü � Å � × � î � º � T � E � _ 7 H � � � M � • � _ � c� 

authentication �Ÿ�î�á�î�»�†�Q#Ý�K�r�M��

�Ÿ�î�á�î�»�†�æ���O�N�_�G�b�¥�Ð�å�»�†
°�Š�M�•�\�
�”�•
�˜�å�¸�•�å�¢�>�|�g1�0É�b�Ë�å�²�î�[�w�”�º�Ü�Å�×�î�º�b
�g�‰�@�Q#Ý�I�€�r�M��

�«�¸�µ�É 3 end �–�¿�î�È�Ý  EXEC �Ô�î�»�_�`�~�r�M��

�«�¸�µ�É 4 show running-config 0¿���Í�†&�1��K�r�M��
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RADIUS �”�º�Ü�Å�×�î�º�b�M0t�\�
�Ë�å�²�î�[�w�b�”�º�Ü�Å�×�î�º  26 �b0ò(ý�_�X�8�Z�c�
 �� Cisco
IOS Security Configuration Guide�� Release 12.2 �b�Ü6��� RADIUS Attributes���†�g!·�K�Z�C�T�I�8��

�Ë�å�²�î"‚+¬�b  RADIUS �§�î�Â�\�b3û�™�_6õ�M�•�«�–�µ�³0¿��

RADIUS �_6õ�M�•  IETF �»�Û�Ç�º0d�A�[�c�
�«�–�µ�³�\  RADIUS �§�î�Â6ë�[�Ë�å�²�î"‚+¬�Ù�]�b�_
���†3û�™�M�•�‰�'�_�X�8�Z���u�}�€�Z�8�r�M�@�
 RADIUS �”�º�Ü�Å�×�î�º  �­�µ�º�†"‚+¬�_�µ+��Ñ�G
�K�Z�8�•�Ë�å�²�î�v�6�~�r�M�� Cisco IOS �¯�Ç�º�˜�™�”�c�
�Ë�å�²�î"‚+¬�Ù�]�b  RADIUS �”�º�Ü
�Å�×�î�º�b�§�È�­�µ�º�†�§�Ï�î�º�K�Z�8�r�M��

�S3Ù�K�S�|�:�_�
 RADIUS>&�Ë�å�²�î�b"‚+¬�Ù�]�_�|�•�v�b�?�
 IETF �»�Û�Ç�º�_ =�Ð�M�•�v�b�?�†
�e�ƒ�N>'�†0¿���M�•�_�c�
 RADIUS �§�î�Â  �¹�î�Ô�å�@'�
>�K�Z�8�•�Í�«�º�\�
�Q�b�Í�«�º�@�«�–�µ
�³�\
¹�w�M�•�©�î�¡�Þ�µ�º  �¸�Ÿ�«�º  �«�º�Ü�å�¢�†�æ���K�^�E�€�d�^�~�r�O�‡�� RADIUS �Í�«�º�>
�|�g�©�î�¡�Þ�µ�º  �¸�Ÿ�«�º  �«�º�Ü�å�¢�†�æ���M�•�_�c�
 radius-server�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

�Ë�å�²�î"‚+¬�Ù�]�b  RADIUS �§�î�Â  �Í�«�º�
�>�|�g
¹�w�I�€�•�©�î�¡�Þ�µ�º  �¸�Ÿ�«�º  �«�º�Ü�å�¢
�†�æ���M�•�_�c�
�–�¿�î�È�Ý  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

�Ë�å�²�î"‚+¬�Ù�]�b  RADIUS �Í�«�º�†�P7V�M�•�_�c�
 no radius-server host {hostname | ip-address}
non-standard �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��6=�†�¹�•�­�î�È�Ý�_�M
�•�_�c�
 no radius-server key�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

�«�¸�µ�É 5 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K
�r�M��

�¥�Ð�å�» % $×

�¥�Ð�å�» % $×

�«�¸�µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�¸�µ�É 2 radius-server host {hostname | ip-address}  
non-standard

�Ü�Ô�î�º  RADIUS �§�î�Â  �Í�«�º�b  IP �”�»�Þ�«�r�S�c�Í�«
�º�¡�†�æ���K�
�Q�b�Í�«�º�@�
�Ë�å�²�î�@"‚+¬�_��/æ�K�S
RADIUS �†�Q#Ý�K�Z�8�•�G�\�†�æ���K�r�M��

�«�¸�µ�É 3 radius-server key string �«�–�µ�³�\�Ë�å�²�î"‚+¬�Ù�]�b  RADIUS �§�î�Â�\�b6ë�[
¹
�w�I�€�•�©�î�¡�Þ�µ�º  �¸�Ÿ�«�º  �«�º�Ü�å�¢�†�æ���K�r�M��
�«�–�µ�³�>�|�g  RADIUS �§�î�Â�c�
 �G�b�¸�Ÿ�«�º  �«�º�Ü�å
�¢�†�Q#Ý�K�Z�
�Ã�«�á�î�»�b�/�•�ì�>�|�g�Â'Å�b�º�n�†/œ
�8�r�M��

>&�@>' 6=�c�
 RADIUS �§�î�Â�[�Q#Ý�M�•�/�•6=�_�M+´�M�•
�¸�Ÿ�«�º  �«�º�Ü�å�¢�[�^�E�€�d�^�~�r�O�‡��
›/œ
�«�Ì�î�«�c!“0i�I�€�r�M�@�
 6=�b�p6ë�>�|�g�Ž�•�_
�6�•�«�Ì�î�«�c�w� �[�M�� 6=�_�«�Ì�î�«�†�Q#Ý�M�•
���œ�c�
�,#Ý'¢�@6=�b�M4Š�(�[�6�•���œ�†7V�A�
�,
#Ý'¢�[6=�†�V�r�^�8�[�C�T�I�8��

�«�¸�µ�É 4 end �–�¿�î�È�Ý  EXEC �Ô�î�»�_�`�~�r�M��

�«�¸�µ�É 5 show running-config 0¿���Í�†&�1��K�r�M��

�«�¸�µ�É 6 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K
�r�M��
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���_�
�Ë�å�²�î"‚+¬�Ù�]�b  RADIUS �Í�«�º�†�æ���K�
�«�–�µ�³�\�§�î�Â�b6ë�[ rad124�\�8�:&Î�&
6=�†�Q#Ý�M�•�[�†&g�K�r�M��

Switch(config)# radius-server host 172.20.30.15 nonstandard
Switch(config)# radius-server key rad124

RADIUS �b0¿���b/²&g
RADIUS �b0¿���†/²&g�M�•�_�c�
 show running-config �–�¿�î�È�Ý  EXEC �¥�Ð�å�»�†�Q#Ý�K�r�M��
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Kerberos �_�|�•�«�–�µ�³  �”�¡�­�«�b�D�š
�G�G�[�c�
 Kerberos�­�Ÿ�×�Ü�¸�•  �©�«�¸�Ò�†�–�¿�î�È�Ý�_�K�Z0¿���M�•�‰�2�_�X�8�Z1��Â�K�r�M��
Kerberos�­�Ÿ�×�Ü�¸�•  �©�«�¸�Ò�c�
�™8—�[�A�•�§�î�»�Ã�î�¸�•�†�Q#Ý�K�Z�¿�µ�º�á�î�¡  �Ü�¯�î�«
�_�P�M�•0[�Ó�†1�0É�K�r�M���G�b�µ+��†�Q#Ý�M�•�_�c�
�«�–�µ�³�_�«�–�µ�³  �¯�Ç�º�˜�™�”�b�/�•�ì
�Â�î�ª�Ù�å�†�–�å�«�º�î�Ý�M�•�²0[�@�6�~�r�M��

�G�b�µ+��†�Q#Ý�K�
 Cisco.com �?�}�¯�Ç�º�˜�™�”�b�/�•�ì�Ç�“�–�Ý�†�²�˜�å�ß�î�»�M�•�_�c0Á�•�†
�“�•�²0[�@�6�~�r�M��0ò(ý�_�X�8�Z�c�
�G�b�Ü�Ü�î�«�b�Ü�Ü�î�«  �À�î�º�†�g!·�K�Z�C�T�I�8��

�G�G�[�c�
���b�_���_�X�8�Z1��Â�K�r�M��

• Kerberos �b�+0[>& p.8-35>'

• Kerberos �b�·�8>& p.8-37>'

• Kerberos �b0¿��>& p.8-39>'

Kerberos �b0¿���[�_�X�8�Z�c�
 �� Cisco IOS Security Configuration Guide��Release 12.2 �b�� Security Server
Protocols���b'v�_�6�•�� Kerberos Configuration Examples���†�g!·�K�Z�C�T�I�8�� URL �c���b�\�>�~
�[�M��

http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fsecur_c/fsecsp/

>&�@>' �G�G�[�Q#Ý�I�€�•�¥�Ð�å�»�b�S�e�>�|�g�Q#Ý�‰�2�b0ò(ý�_�X�8�Z�c�
 �� Cisco IOS Security Command
Reference�� Release 12.2 �b�� Security Server Protocols���b'v�_�6�•�� Kerberos Commands���†�g!·�K�Z
�C�T�I�8�� URL �c���b�\�>�~�[�M��
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fsecur_c/fsecsp/index.htm 

>&�@>' Kerberos �b0¿���[�>�|�g�� Cisco IOS Security Command Reference�� Release 12.2 �[�c�
�™8—�b�>�E�•
�§�î�»�Ã�î�¸�•�\�K�Z  Catalyst 3560 �«�–�µ�³�†�Q#Ý�K�Z�8�r�M���G�b�«�–�µ�³�c  Kerberos �_�P�Â
�K�
�¿�µ�º�á�î�¡  �­�Ÿ�×�Ü�¸�•  �§�î�Â�\�K�Z0¿���I�€�
 Kerberos �É�ß�º�¥�Ý�†�Q#Ý�K�S�Ø�î�¨1�
0É�@�[�A�r�M��

Kerberos �b�+0[
Kerberos �c�Ð�§�³�×�î�­�µ�¶�d&É�±�Û>& MIT>'�@6ä$Î�K�S&Î�&6=�_�|�•�¿�µ�º�á�î�¡1�0É�É�ß�º�¥
�Ý�[�M�� Data Encryption Standard>&DES;�¹�î�±�/�•�ì0d�A>'�\�8�:�/�•�ì�”�Ý�¦�Ü�¬�Ò�†�/�•�ì�\
1�0É�_�Q#Ý�K�
�¿�µ�º�á�î�¡  �Ü�¯�î�«�_�P�M�•0[�Ó�†1�0É�K�r�M�� Kerberos �c�
�™8—�[�A�•�§�î�»
�Ã�î�¸�•�\�8�:�+�Õ�†�Q�W�Z�Ø�î�¨�\�§�î�Å�«�_�P�K�Z�­�Ÿ�×�Ü�¸�•�b�è0É�†��/œ�K�r�M���G�b�™
8—�[�A�•�§�î�»�Ã�î�¸�•�†  Key Distribution Center>&KDC; 6=$Î/œ�•>'�\�ç�g�r�M��

Kerberos �c�
�Ø�î�¨�@1!�[�6�•�?�
�Q�b�Ø�î�¨�@�Q#Ý�K�Z�8�•�¿�µ�º�á�î�¡  �§�î�Å�«�c�1�[�6�•�?
�†�è0É�K�r�M���G�€�†��/œ�M�•�S�u�_�
 KDC>&�X�r�~�™8—�[�A�• Kerberos�§�î�Â>'�@�Ø�î�¨�_�³
�£�µ�º�†$Î/œ�K�r�M���G�€�}�b�³�£�µ�º�_�c�w� �‡7H�@�6�~�
�Ø�î�¨0É�Â�i�b�Ÿ�Õ�µ�©�×�_�–�Ñ�I
�€�r�M�� Kerberos �§�î�Â�c�
�Ø�î�¨�¡�x�Ã�«�á�î�»�b�æ�ƒ�~�_�³�£�µ�º�†�Q�W�Z�Ø�î�¨�\�¿�µ�º
�á�î�¡  �§�î�Å�«�†1�0É�K�r�M��

>&�@>' Kerberos �§�î�Â�_�c�
�¿�µ�º�á�î�¡  �­�Ÿ�×�Ü�¸�•  �§�î�Â�\�K�Z0¿���I�€�
 Kerberos �É�ß�º�¥�Ý�†
�Q#Ý�K�Z�Ø�î�¨�†1�0É�[�A�•  Catalyst 3560 �«�–�µ�³�†�Q#Ý�[�A�r�M��
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Kerberos �b0É�Â�i$Î/œ�«�Ÿ�î�Ò�[�c�
 single logon �\�8�:�m8p�†�Q#Ý�K�r�M���G�b�m8p�[�c�
�Ø�î�¨
�†  1 �G1�0É�M�•�\�
�Ø�î�¨0É�Â�i�@�w� �^6ë�c>&�Ú�b�Ã�«�á�î�»�b�/�•�ì�†/œ�ƒ�N�_>'�­�Ÿ�×�”1�
0É�@�•+��_�^�~�r�M��

�G�b�¯�Ç�º�˜�™�”  �Ü�Ü�î�«�c  Kerberos 5 �_�P�Â�K�Z�8�r�M�� Kerberos 5 �[�c�
�M�[�_  Kerberos 5 �†
�Q#Ý�K�Z�8�•)�)Ê�@�
 >&UNIX �§�î�Â�x  PC �^�]�b>'�Ú�b�¿�µ�º�á�î�¡  �Í�«�º�@�Q#Ý�K�Z�8�•  KDC
�V�b  Kerberos 1�0É�¹�î�±�Ë�î�«�†�Q#Ý�[�A�r�M��

�G�b�¯�Ç�º�˜�™�”  �Ü�Ü�î�«�[�c�
 Kerberos �c���b�¿�µ�º�á�î�¡  �§�î�Å�«�†�§�Ï�î�º�K�Z�8�r�M��

• Telnet

• rlogin

• rsh>&�Ü�Ô�î�º  �©�™�Ý �É�ß�º�¥�Ý>'

/² 8-2 �_�
�M+á$×�^  Kerberos 6õ4�#Ý1��\�Q�b��*O�†&g�K�r�M��

/² 8-2 Kerberos �b#Ý1�

#Ý1� ��*O

1�0É �Ø�î�¨�x�§�î�Å�«�@�Ú�b�§�î�Å�«�_�P�K�Z+¬�(+¬3��b3�
–�†0É�Â�M�•
�m8p���S�\�<�d�
 �¡�Û�–�”�å�º�c�«�–�µ�³�_�P�K�Z1�0É�†�“�Z�
 �«�–�µ
�³�c�Ú�b�«�–�µ�³�_�P�K�Z1�0É�†�“�r�M��

0Á�• �Ø�î�¨�@�¿�µ�º�á�î�¡�x�«�–�µ�³�_�>�8�Z�]�b�|�:�^�’7H�†�w�K�Z�>
�~�
�r�S�]�b�|�:�^�·�8�†��/œ�[�A�•�?�†�
�«�–�µ�³�@1‘�9�M�•�m�•

0É�Â�i 1�0É�³�£�µ�º>& TGT1 �x�§�î�Å�«0É�Â�i�^�]>'�†/²�M)r&à�� Kerberos 0É
�Â�i�[�
 �Ø�î�¨�r�S�c�§�î�Å�«�b  ID �†�è0É�K�r�M�� �¿�µ�º�á�î�¡  �§�î
�Å�«�@�³�£�µ�º�†$Î/œ�K�S  Kerberos �§�î�Â�†�™8—�M�•�G�\�_�K�S��
�œ�
�Ø�î�¨�¡�x�Ã�«�á�î�»�†
Ì
°�Š�M�•�æ�ƒ�~�_�G�€�†�Q#Ý�[�A�r�M��
0É�Â�i�b�w� �‡7H�c�
 8 �ì6ë�@�¹�Ç�›�Ý�º�b0¿���[�M��

�–�å�«�±�å�« Kerberos�É�Ü�å�©�Ã�Ý�b0Á�•�Þ�Ë�Ý  �Û�Ë�Ý���o�\�‡�]�b  Kerberos �É�Ü
�å�©�Ã�Ý�c�
 [user@REALM] �\�8�:�g�'�[�M>&�S�\�<�d�

smith@EXAMPLE.COM>'�� Kerberos �–�å�«�±�å�«�b�6�•  Kerberos �É�Ü
�å�©�Ã�Ý�c� 
 [user/instance@REALM] � \ �8 � : �g � ' � [ �M>&�S�\ �<�d� 

smith/admin@EXAMPLE.COM>'�� Kerberos �–�å�«�±�å�«�c�
1�0É�@�B�Œ
�K�S���œ�b�Ø�î�¨�b0Á�•�Þ�Ë�Ý�†�æ���M�•�S�u�_�Q#Ý�[�A�r�M���›
�¿�µ�º�á�î�¡  �§�î�Å�«�b�§�î�Â�c�
 Kerberos �–�å�«�±�å�«�b0Á�•�Ð�µ
�Æ�å�¢�†4:#Ý�K��/œ�[�A�r�M�@�
�²8r�[�c�6�~�r�O�‡��

>&�@>' Kerberos �É�Ü�å�©�Ã�Ý�¡�>�|�g�–�å�«�±�å�«�¡�c�M�m�Z�`�e
�Ð�[ �^�E�€�d�^�~�r�O�‡ ��

>&�@>' Kerberos �Þ�Ý�Ò�¡�c�M�m�Z�±�e�Ð�[ �^�E�€�d�^�~�r�O�‡ ��

KDC2 �¿�µ�º�á�î�¡  �Í�«�º�['�
>�M�•  Kerberos �§�î�Â�>�|�g�¹�î�±�Ë�î�«
�É�ß�¢�Û�Ò�[�S�B�I�€�•6=$Î/œ�•

Kerberos �P�Â Kerberos 0É�Â�i�b�–�å�Ç�Û�«�º�Û�¡�³�Õ�†�§�Ï�î�º�M�•�S�u�_�š�f�I
�€�S�”�É�Ü�£�î�©�Ù�å�x�§�î�Å�«�b�G�\�†�æ�M#Ý1�
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Kerberos �b�·�8
Kerberos �§�î�Â�_�c�
�¿�µ�º�á�î�¡  �­�Ÿ�×�Ü�¸�•  �§�î�Â�\�K�Z0¿���I�€�
 Kerberos �É�ß�º�¥�Ý�†�Q
#Ý�K�Z�Ü�Ô�î�º  �Ø�î�¨�†1�0É�[�A�•  Catalyst 3560 �«�–�µ�³�†�Q#Ý�[�A�r�M�� Kerberos �†�•�«�±�Ð�–
�¬�M�•�‰�2�c�8�C�X�?�6�~�r�M�@�
�¿�µ�º�á�î�¡  �§�î�Å�«�_�”�¡�­�«�K�|�:�\�M�•�Ü�Ô�î�º  �Ø�î
�¨�c�
 3 �X�b�­�Ÿ�×�Ü�¸�•  �Þ�–�Ö�†3û4#�K�^�8�\�¿�µ�º�á�î�¡  �§�î�Å�«�_�”�¡�­�«�[�A�r�O�‡��

Kerberos �§�î�Â�\�K�Z  Catalyst 3560 �«�–�µ�³�†�Q#Ý�K�Z�
 �¿�µ�º�á�î�¡  �§�î�Å�«�_�P�K�Z1�0É�†�“
�•�m8p�c�
���b�\�>�~�[�M��

1. �C#ú�«�–�µ�³�_�P�M�•1�0É�b�v�“>& p.8-38>'

2. KDC �?�}�b  TGT �b�v�“>& p.8-38>'

3. �¿�µ�º�á�î�¡  �§�î�Å�«�_�P�M�•1�0É�b�v�“>& p.8-38>'

Kerberos �Þ�Ý�Ò Kerberos �§�î�Â�_$Ï6��I�€�S�Ø�î�¨�
 �Í�«�º�
 �>�|�g�¿�µ�º�á�î�¡  �§�î
�Å�«�[�S�B�I�€�•�»�Ó�–�å�� Kerberos �§�î�Â�†�™8—�K�Z�
�Ø�î�¨�r�S
�c�¿�µ�º�á�î�¡  �§�î�Å�«�_�P�M�•�9�b�Ø�î�¨�r�S�c�¿�µ�º�á�î�¡
�§�î�Å�«�b  ID �†�è0É�K�r�M��

>&�@>' Kerberos �Þ�Ý�Ò�¡�c�M�m�Z�±�e�Ð�[ �^�E�€�d�^�~�r�O�‡ ��

Kerberos �§�î�Â �¿�µ�º�á�î�¡  �Í�«�º�['�
>�K�Z�8�•�¹�î�Ô�å���Ø�î�¨�>�|�g�¿�µ�º
�á�î�¡  �§�î�Å�«�c�Q�€�R�€  Kerberos �§�î�Â�_  ID �†$Ï6��K�r�M���¿�µ
�º�á�î�¡  �§�î�Å�«�c  Kerberos �§�î�Â�_�¡�š�Ü�†3æ�™�K�Z�
�Ú�b�¿�µ�º
�á�î�¡  �§�î�Å�«�b1�0É�†�“�r�M��

KEYTAB3 �¿�µ�º�á�î�¡  �§�î�Å�«�@  KDC �\
¹�w�M�•�Ã�«�á�î�»�� Kerberos 5 �è7F
�b�Â�î�ª�Ù�å�[�c�
�¿�µ�º�á�î�¡  �§�î�Å�«�c  KEYTAB �†�Q�W�Z�/�•
�ì � I �€�S�§�î�Å�«0É�Â�i�†�/�•0Ž7V�K�Z1�0É�K�r�M�� KEYTAB �c
Kerberos 5 �|�~�S�b�Â�î�ª�Ù�å�[�c�
 SRVTAB4 �\�ç�d�€�Z�8�r�M��

�É�Ü�å�©�Ã�Ý Kerberos ID �\�v�ç�d�€�
 Kerberos �§�î�Â�_�ö�Y�A�
�Ø�î�¨�@1!�[�6�•
�?�
�§�î�Å�«�@�1�[�6�•�?�†/²�K�r�M��

>&�@>' Kerberos �É�Ü�å�©�Ã�Ý�¡�c�M�m�Z�`�e�Ð�[ �^�E�€�d�^�~�r�O
�‡ ��

�§�î�Å�«0É�Â�i �¿�µ�º�á�î�¡  �§�î�Å�«�b0É�Â�i�� KDC �?�}0É�Â�i�@$Î/œ�I�€�•�\�

�¿�µ�º�á�î�¡  �§�î�Å�«�\  KDC �@
¹�w�M�•�Ã�«�á�î�»�[�/�•�ì�I�€�r
�M���Ø�î�¨  TGT �\�v�Ã�«�á�î�»�†
¹�w�K�r�M��

SRVTAB �¿�µ�º�á�î�¡  �§�î�Å�«�@  KDC �\
¹�w�M�•�Ã�«�á�î�»�� SRVTAB �c�

Kerberos 5 �è7F�b�Â�î�ª�Ù�å�[�c  KEYTAB �\�ç�d�€�Z�8�r�M��

TGT 3��(0É�Â�i�b�G�\�[�
 KDC �@1�0É�í�s�Ø�î�¨�_$Î/œ�M�•0É�Â�i�� TGT
�†�w�E�v�W�S�Ø�î�¨�c�
 KDC �@&g�K�S Kerberos �Þ�Ý�Ò
Æ�b�¿�µ�º�á�î
�¡  �§�î�Å�«�_�P�K�Z1�0É�†�“�•�G�\�@�[�A�r�M��

1. TGT = Ticket Granting Ticket>&3��(0É�Â�i>'

2. KDC = Key Distribution Center>&6=$Î/œ�•>'

3. KEYTAB = key table>&�Ÿ�î  �¸�î�È�Ý>'

4. SRVTAB = server table>&�§�î�Â  �¸�î�È�Ý>'

/² 8-2 Kerberos �b#Ý1�>&)F�A>'

#Ý1� ��*O
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�C#ú�«�–�µ�³�_�P�M�•1�0É�b�v�“

�G�G�[�c�
�Ü�Ô�î�º  �Ø�î�¨�@3û4#�K�^�E�€�d�^�}�^�8�q�6�b�­�Ÿ�×�Ü�¸�•  �Þ�–�Ö�_�X�8�Z1��Â�K
�r�M���Ø�î�¨�c�
�r�N�C#ú�«�–�µ�³�_�P�K�Z1�0É�†�“�^�E�€�d�^�~�r�O�‡���Ü�Ô�î�º  �Ø�î�¨�@�C#ú
�«�–�µ�³�_�P�K�Z1�0É�†�“�•���œ�
���b�É�ß�­�«�@$Î#Õ�K�r�M��

1. �Ø�î�¨�@�C#ú�«�–�µ�³�_�P�K�Z�
 Kerberos �•�P�Â�b  Telnet �K)F�†6ä���K�r�M��

2. �Ø�î�¨�¡�\�Ã�«�á�î�»�b
°�Š�†�Ó�u�•�É�ß�å�É�º�†�«�–�µ�³�@/²&g�K�r�M��

3. �«�–�µ�³�@�
�G�b�Ø�î�¨�b  TGT �†  KDC �_0[�Ó�K�r�M��

4. KDC �@�Ø�î�¨  ID �†�µ�t�/�•�ì�I�€�S  TGT �†�«�–�µ�³�_3æ�™�K�r�M��

5. �«�–�µ�³�c�
�Ø�î�¨�@
°�Š�K�S�Ã�«�á�î�»�†�Q�W�Z  TGT �b�/�•0Ž7V�†0è/œ�K�r�M��

• �/�•0Ž7V�_�B�Œ�K�S���œ�c�
�Ø�î�¨�c�«�–�µ�³�_�P�K�Z1�0É�†�“�r�M��

• �/�•0Ž7V�_�B�Œ�K�^�8���œ�c�
 �Ø�î�¨�¡�\�Ã�«�á�î�»�†
Ì
°�Š >&Caps Lock �r�S�c  Num Lock
�b�œ�å / �œ�Ç�_�@�–>'�M�•�?�
�9�b�Ø�î�¨�¡�\�Ã�«�á�î�»�†
°�Š�K�Z�«�¸�µ�É  2 �b�m8p�†
)Þ�~3É�K�r�M��

Kerberos �•�P�Â�b  Telnet �­�µ�©�Ù�å�†6ä���K�
�C#ú�«�–�µ�³�b1�0É�†�“�Z�8�•�Ü�Ô�î�º  �Ø�î�¨�c
�Ç�“�–�”�˜�›�î�Ý�b
Æ
��_�8�r�M�@�
�¿�µ�º�á�î�¡  �§�î�Å�«�_�”�¡�­�«�M�•�_�c�
 KDC �?�}%$�K
1�0É�†�“�•�²0[�@�6�~�r�M���Ø�î�¨�@  KDC �?�}1�0É�†�“�^�E�€�d�^�}�^�8�b�c�
 KDC �@$Î/œ�M�•
TGT �c�«�–�µ�³�_�–�Ñ�I�€�Z�>�~�
�Ø�î�¨�@�G�b�«�–�µ�³�_�ß�¢�œ�å�K�^�8�?�B�~�
3ã�•�b1�0É�_
�Q#Ý�[�A�^�8�?�}�[�M��

KDC �?�}�b  TGT �b�v�“

�G�G�[�c�
�Ü�Ô�î�º  �Ø�î�¨�@3û4#�K�^�E�€�d�^�}�^�8  2 $��u�b�­�Ÿ�×�Ü�¸�•  �Þ�–�Ö�_�X�8�Z1��Â
�K�r�M���Ø�î�¨�c�
�¿�µ�º�á�î�¡  �§�î�Å�«�_�”�¡�­�«�M�•�S�u�_�
�G�b�Þ�–�Ö�[  KDC �b1�0É�†�“
�Z�
 KDC �?�}  TGT �†�v�“�K�^�E�€�d�^�~�r�O�‡��

KDC �_�P�K�Z1�0É�†�“�•�‰�2�_�X�8�Z�c�
 �� Cisco IOS Security Configuration Guide�� Release 12.2 �b
�� Security Server Protocols���b'v�_�6�•�� Obtaining a TGT from a KDC���†�g!·�K�Z�C�T�I�8�� URL �c
���b�\�>�~�[�M��

http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fsecur_c/fsecsp/scfkerb.htm#100
0999

�¿�µ�º�á�î�¡  �§�î�Å�«�_�P�M�•1�0É�b�v�“

�G�G�[�c�
�Ü�Ô�î�º  �Ø�î�¨�@3û4#�K�^�E�€�d�^�}�^�8  3 $��u�b�­�Ÿ�×�Ü�¸�•  �Þ�–�Ö�_�X�8�Z1��Â
�K�r�M�� TGT �†�v�“�K�S�Ø�î�¨�c�
�G�b�Þ�–�Ö�[  Kerberos �Þ�Ý�Ò
Æ�b�¿�µ�º�á�î�¡  �§�î�Å�«�_�P
�K�Z1�0É�†�“�^�E�€�d�^�~�r�O�‡��

�¿�µ�º�á�î�¡  �§�î�Å�«�_�P�K�Z1�0É�†�“�•�‰�2�_�X�8�Z�c�
 �� Cisco IOS Security Configuration Guide��
Release 12.2 �b�� Security Server Protocols���b'v�_�6�•�� Authenticating to Network Services���†�g!·�K
�Z�C�T�I�8�� URL �c���b�\�>�~�[�M��

http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fsecur_c/fsecsp/scfkerb.htm#100
1010



'¨ 8 'v       �«�–�µ�³  �Ë�î�«1�0É�b0¿��
Kerberos �_�|�•�«�–�µ�³  �”�¡�­�«�b�D�š

8-39
Catalyst 3560 �«�–�µ�³  �¯�Ç�º�˜�™�”  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �ž�–�»

OL-8553-01-J

Kerberos �b0¿��
�Ü�Ô�î�º  �Ø�î�¨�@�¿�µ�º�á�î�¡  �§�î�Å�«�_�P�K�Z1�0É�†�“�•�_�c�
 Kerberos �Þ�Ý�Ò
Æ�b�Í�«�º�\
KDC �†0¿���K�
�Ø�î�¨�\�¿�µ�º�á�î�¡  �§�î�Å�«�b�g�‰�_3û�™�†/œ�8�
%&�«�_1�0É�I�O�•�²0[�@�6
�~�r�M���G�€�†��#'�M�•�_�c�
�«�8�b1‘�9�@�²0[�[�M�� KDC �V�b  Kerberos �¹�î�±�Ë�î�«�_�Í�«�º
�b�š�å�º�Ü�†3ã�•�K�
 Kerberos �Þ�Ý�Ò
Æ�b�M�m�Z�b�Í�«�º�_  KDC �@#Õ�B�K�S KEYTAB �Ç�“�–�Ý�†
3ã�•�K�r�M���r�S�
 KDC �¹�î�±�Ë�î�«�_�Ø�î�¨#Ý�b�š�å�º�Ü�v�8�B�K�r�M��

�Í�«�º�>�|�g�Ø�î�¨�b�š�å�º�Ü�†3ã�•�r�S�c�8�B�M�•���œ�b�@�–�¦8o�c���b�\�>�~�[�M��

• Kerberos �É�Ü�å�©�Ã�Ý�¡�c�M�m�Z�`�e�Ð�[ �^�E�€�d�^�~�r�O�‡ ��

• Kerberos �–�å�«�±�å�«�¡�c�M�m�Z�`�e�Ð�[ �^�E�€�d�^�~�r�O�‡ ��

• Kerberos �Þ�Ý�Ò�¡�c�M�m�Z�±�e�Ð�[ �^�E�€�d�^�~�r�O�‡ ��

>&�@>' Kerberos �§�î�Â�_�c�
�¿�µ�º�á�î�¡  �­�Ÿ�×�Ü�¸�•  �§�î�Â�\�K�Z0¿���I�€�
 Kerberos �É�ß�º�¥�Ý�†
�Q#Ý�K�Z�Ø�î�¨�†1�0É�[�A�•  Catalyst 3560 �«�–�µ�³�†�Q#Ý�[�A�r�M��

Kerberos 1�0É�í�s�§�î�Â / �¡�Û�–�”�å�º  �©�«�¸�Ò�†0¿���M�•�m8p�c�
���b�\�>�~�[�M��

• Kerberos �¥�Ð�å�»�†�Q#Ý�K�Z  KDC �†0¿���K�r�M��

• Kerberos �É�ß�º�¥�Ý�†�Q#Ý�M�•�|�:�_�«�–�µ�³�†0¿���K�r�M��

0¿���_�X�8�Z�c�
 �� Cisco IOS Security Configuration Guide�� Release 12.2 �b�� Security Server Protocols��
�b'v�_�6�•�� Kerberos Configuration Task List���†�g!·�K�Z�C�T�I�8�� URL �c���b�\�>�~�[�M��

http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fsecur_c/fsecsp/scfkerb.htm#100
1027
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�«�–�µ�³�b�ß�î�•�Ý1�0É�>�|�g0Á�•�b0¿��
�ß�î�•�Ý  �Ô�î�»�[  AAA �†��/æ�M�•�|�:�_�«�–�µ�³�†0¿���M�•�\�
�§�î�Â�@�^�C�Z�v�·�8�M�•�|�:
�_  AAA �†0¿���[�A�r�M���G�b���œ�
�«�–�µ�³�c1�0É�>�|�g0Á�•�b��#.�†/œ�8�r�M���G�b0¿���[�c
�”�•�˜�å�¸�•�å�¢�µ+��c�Q#Ý�[�A�r�O�‡��

�«�–�µ�³�†�ß�î�•�Ý  AAA #Ý�_0¿���M�•�_�c�
�–�¿�î�È�Ý  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

AAA �†�¹�•�­�î�È�Ý�_�M�•�_�c�
 no aaa new-model �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»
�†�Q#Ý�K�r�M��0Á�•�†�¹�•�­�î�È�Ý�_�M�•�_�c�
 no aaa authorization {network | exec} method1�¢
�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

�¥�Ð�å�» % $×

�«�¸�µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�¸�µ�É 2 aaa new-model AAA �†�–�¿�î�È�Ý�_�K�r�M��

�«�¸�µ�É 3 aaa authentication login default local �ß�î�•�Ý�b�Ø�î�¨�¡�¹�î�±�Ë�î�«�†�Q#Ý�M�•�|�:�_�ß�¢�–
�å1�0É�†0¿���K�r�M�� default �Ÿ�î�á�î�»�_�|�~�
�ß�î�•�Ý
�Ø�î�¨  �¹�î�±�Ë�î�«1�0É�@�M�m�Z�b�Ï�î�º�_4:#Ý�I�€�r
�M��

�«�¸�µ�É 4 aaa authorization exec local �Ø�î�¨�b  AAA 0Á�•�†0¿���K�
�ß�î�•�Ý  �¹�î�±�Ë�î�«�†&�
1��K�Z�
�Q�b�Ø�î�¨�_  EXEC �©�™�Ý�b��/œ�†0Á�•�K�r�M��

�«�¸�µ�É 5 aaa authorization network local �¿�µ�º�á�î�¡6õ4��b�M�m�Z�b�§�î�Å�«0[�Ó�_�P�M�•�Ø�î�¨
AAA 0Á�•�†0¿���K�r�M��

�«�¸�µ�É 6 username name [privilege level] 
{ passwordencryption-type password} 

�ß�î�•�Ý  �¹�î�±�Ë�î�«�†�Q#Ý�K�
�Ø�î�¨�¡�Ë�î�«�b1�0É�©
�«�¸�Ò�†0¿���K�r�M��

�Ø�î�¨�H�\�_�¥�Ð�å�»�†)Þ�~3É�K
°�Š�K�r�M��

• name �_�c�
 �Ø�î�¨  ID �†  1 �á�î�»�[�æ���K�r�M�� �«�Ì�î
�«�>�|�g�,#Ý'¢�c�Q#Ý�[�A�r�O�‡��

• >&�õ�–>' level �_�c�
�”�¡�­�«�’�†�“�S�Ø�î�¨�_0¿���M�•
�’7H�Þ�Ë�Ý�†�æ���K�r�M�� �æ���[�A�•(
�V�c  0 >|  15 �[
�M���Þ�Ë�Ý  15 �[�c�–�¿�î�È�Ý  EXEC �Ô�î�»�[�b�”�¡�­
�«�@�•+��[�M���Þ�Ë�Ý  0 �[�c�
�Ø�î�¨  EXEC �Ô�î�»�[
�b�”�¡�­�«�\�^�~�r�M��

• encryption-type �_�c�
 �/�•�ì�I�€�Z�8�^�8�Ã�«�á�î�»�@
�‹�•�_)F�C���œ�c  0 �†�
�/�•�ì�I�€�S�Ã�«�á�î�»�@�‹
�•�_)F�C���œ�c  7 �†�æ���K�r�M��

• password �_�c�
�Ø�î�¨�@�«�–�µ�³�_�”�¡�­�«�M�•���œ
�_
°�Š�M�•�²0[�b�6�•�Ã�«�á�î�»�†�æ���K�r�M���Ã�«
�á�î�»�c  1 >|  25 �e�Ð�[�
�Ù�u3¸�s�«�Ì�î�«�†�Q#Ý�[
�A�
 username �¥�Ð�å�»�b�q�‹�b�œ�É�©�Ù�å�\�K�Z�æ��
�K�r�M��

�«�¸�µ�É 7 end �–�¿�î�È�Ý  EXEC �Ô�î�»�_�`�~�r�M��

�«�¸�µ�É 8 show running-config 0¿���†&�1��K�r�M��

�«�¸�µ�É 9 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K
�r�M��
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>&�@>' AAA �‰�'�†�Q#Ý�K�Z  HTTP �”�¡�­�«�_�P�K�«�–�µ�³�b�­�Ÿ�×�Ü�¸�•�†&��–�M�•�_�c�
 ip http
authentication aaa �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�[�«�–�µ�³�†0¿���M�•�²0[�@�6�~
�r�M�� AAA 1�0É�†0¿���K�Z�v�
 HTTP �”�¡�­�«�_�P�K  AAA �‰�'�†�Q#Ý�K�Z  �«�–�µ�³�b�­�Ÿ�×�Ü
�¸�•�†&��–�K�S�G�\�_�^�~�r�O�‡��

ip http authentication �¥�Ð�å�»�b0ò(ý�_�X�8�Z�c�
 �� Cisco IOS Security Command Reference�� Release
12.2 �†�g!·�K�Z�C�T�I�8��
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SSH �b�S�u�b�«�–�µ�³�b0¿��
�G�G�[�c�
 SSH �µ+��†0¿���M�•�‰�2�_�X�8�Z1��Â�K�r�M���G�b�µ+��†�Q#Ý�M�•�_�c�
�/�•>&�/�•�ì>'
�¯�Ç�º�˜�™�”  �–�Ó�î�ª�†�«�–�µ�³�_�–�å�«�º�î�Ý�M�•�²0[�@�6�~�r�M���S�T�K�
�G�b�µ+��†�Q#Ý
�K�
 Cisco.com �?�}�¯�Ç�º�˜�™�”�b�/�•�ì�Ç�“�–�Ý�†�²�˜�å�ß�î�»�M�•�_�c0Á�•�†�“�•�²0[�@�6�~
�r�M��0ò(ý�_�X�8�Z�c�
�G�b�Ü�Ü�î�«�b�Ü�Ü�î�«  �À�î�º�†�g!·�K�Z�C�T�I�8��

�G�G�[�c�
���b�_���_�X�8�Z1��Â�K�r�M��

• SSH �b�+0[>& p.8-42>'

• SSH �b0¿��>& p.8-43>'

• SSH �b0¿���>�|�g�«�¸�î�±�«�b/²&g>& p.8-46>'

SSH �b0¿���[�_�X�8�Z�c�
 �� Cisco IOS Security Configuration Guide��Release 12.2 �b�� Configuring Secure
Shell���b'v�_�6�•�� SSH Configuration Examples���†�g!·�K�Z�C�T�I�8�� URL �c���b�\�>�~�[�M��

http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fsecur_c/fothersf/scfssh.htm

>&�@>' �G�G�[�Q#Ý�M�•�¥�Ð�å�»�b�S�e�>�|�g�Q#Ý�‰�2�b0ò(ý�_�X�8�Z�c�
���b  URL �?�}�G�b�Ü�Ü�î�«�_
�P�Â�M�•�¥�Ð�å�»  �Ü�Ç�“�Þ�å�«�>�|�g  Cisco IOS Release 12.2 �b�¥�Ð�å�»  �Ü�Ç�“�Þ�å�«�†�g!·�K�Z
�C�T�I�8��

http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/index.htm

SSH �b�+0[
SSH �c�
�¹�Â�–�«�_�P�M�•�ó
²�^�Ü�Ô�î�º�K)F�†�•+��_�M�•�É�ß�º�¥�Ý�[�M�� SSH �c�
�¹�Â�–�«�b
1�0É�ì�_�I�Š�^�/�•�ì�†/œ�:�G�\�[�
�Ü�Ô�î�º�K)F�_�X�8�Z  Telnet �è�V�b�­�Ÿ�×�Ü�¸�•�†��#'�K�r
�M���G�b�¯�Ç�º�˜�™�”  �Ü�Ü�î�«�c�
 SSH �Â�î�ª�Ù�å  1>&SSHv1>'�>�|�g  SSH �Â�î�ª�Ù�å  2>&SSHv2>'
�†�§�Ï�î�º�K�Z�8�r�M��

�G�G�[�c�
���b
Æ���_�X�8�Z1��Â�K�r�M��

• SSH �§�î�Â�
)+�œ�¡�Û�–�”�å�º�
�>�|�g�§�Ï�î�º�I�€�Z�8�•�Â�î�ª�Ù�å>& p.8-42>'

• �D7H�¦8o>&p.8-43>'

SSH �§�î�Â�
)+�œ�¡�Û�–�”�å�º�
�>�|�g�§�Ï�î�º�I�€�Z�8�•�Â�î�ª�Ù�å

SSH �µ+��_�c  SSH �§�î�Â�>�|�g  SSH )+�œ�¡�Û�–�”�å�º�@�6�~�
�G�€�}�c�«�–�µ�³�V�[��/œ�I�€�•
�”�É�Ü�£�î�©�Ù�å�[�M�� SSH �¡�Û�–�”�å�º�†�Q#Ý�M�•�\�
 SSH �§�î�Â�@'�
>�M�•�«�–�µ�³�_�K)F�[
�A�r�M�� SSH �§�î�Â�c�
�G�b�Ü�Ü�î�«�[�§�Ï�î�º�I�€�Z�8�•  SSH �¡�Û�–�”�å�º�>�|�g�
�Ú&k0��b
SSH �¡�Û�–�”�å�º�\�Q#Ý�K�r�M���r�S�
 SSH �¡�Û�–�”�å�º�c�
�G�b�Ü�Ü�î�«�[�§�Ï�î�º�I�€�Z�8�•
SSH �§�î�Â�>�|�g�Ú&k0��b  SSH �§�î�Â�\�Q#Ý�K�r�M��

�«�–�µ�³�c�
 SSHv1 �r�S�c  SSHv2 �§�î�Â�†�§�Ï�î�º�K�Z�8�r�M��

�«�–�µ�³�c�
 SSHv1 �¡�Û�–�”�å�º�†�§�Ï�î�º�K�Z�8�r�M��

SSH �c�
 DES �/�•�ì�”�Ý�¦�Ü�¬�Ò�
 Triple DES>&3DES>'�/�•�ì�”�Ý�¦�Ü�¬�Ò�
�>�|�g�Ã�«�á�î�»
�Ë�î�«�b1�0É�†�§�Ï�î�º�K�Z�8�r�M��

SSH �c���b�Ø�î�¨1�0É�‰�'�†�§�Ï�î�º�K�Z�8�r�M��

• TACACS+>&0ò(ý�_�X�8�Z�c�
 �� TACACS+ �_�|�•�«�–�µ�³  �”�¡�­�«�b�D�š�� [p.8-12] �†�g!·>'

• RADIUS>&0ò(ý�_�X�8�Z�c�
 �� RADIUS �_�|�•�«�–�µ�³  �”�¡�­�«�b�D�š�� [p.8-20] �†�g!·>'
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• �ß�î�•�Ý1�0É�>�|�g0Á�•>&0ò(ý�_�X�8�Z�c�
 ���«�–�µ�³�b�ß�î�•�Ý1�0É�>�|�g0Á�•�b0¿����
[p.8-40] �†�g!·>'

>&�@>' �G�b�¯�Ç�º�˜�™�”  �Ü�Ü�î�«�c�
 IP Security>&IPSec>'�†�§�Ï�î�º�K�Z�8�r�O�‡��

�D7H�¦8o

SSH �_�c�
���b�D7H�¦8o�@4:#Ý�I�€�r�M��

• �«�–�µ�³�c�
 Rivest, Shamir, and Adelman>&RSA>'1�0É�†�§�Ï�î�º�K�r�M��

• SSH �c�
��/œ�©�™�Ý  �”�É�Ü�£�î�©�Ù�å�T�E�†�§�Ï�î�º�K�r�M��

• SSH �§�î�Â�>�|�g  SSH �¡�Û�–�”�å�º�c�
 DES>&56 �Å�µ�º>'�>�|�g  3DES>&168 �Å�µ�º>'�¹�î�±
�/�•�ì�¯�Ç�º�˜�™�”�[�b�s�§�Ï�î�º�I�€�r�M��

• �«�–�µ�³�c�
 Advanced Encryption Standard>&AES>'�P&à�/�•�ì�”�Ý�¦�Ü�¬�Ò�†�§�Ï�î�º�K�r�O�‡��

SSH �b0¿��

Æ���c���b�\�>�~�[�M��

• 0¿���ì�b�@�–�¦8o>& p.8-43>'

• �«�–�µ�³�[  SSH �†��/œ�M�•�S�u�b�­�µ�º�”�µ�É>& p.8-44>'>&�²8r>'

• SSH �§�î�Â�b0¿��>& p.8-45>'>&�«�–�µ�³�†  SSH �§�î�Â�\�K�Z0¿���M�•���œ�b�s�²8r>'

0¿���ì�b�@�–�¦8o

�«�–�µ�³�†  SSH �§�î�Â�r�S�c  SSH �¡�Û�–�”�å�º�\�K�Z0¿���M�•���œ�c�
���b�@�–�¦8o�_�‘�W�Z�C
�T�I�8��

• SSHv2 �§�î�Â�c�
 SSHv1 �§�î�Â�[#Õ�B�I�€�•  RSA 6=�b�Ì�”�†�Q#Ý�[�A�r�M>&3ë�b���œ�v� �]
�[�M>' ��

• crypto key generate rsa�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†
°�Š�K�S�6�\�
 CLI �š
�Û�î  �Ó�µ�­�î�ª�@/²&g�I�€�•���œ�
 RSA 6=�Ì�”�c#Õ�B�I�€�Z�8�r�O�‡���Í�«�º�¡�>�|�g�»�Ó�–
�å�†
Ì0¿���K�Z�?�}�
 crypto key generate rsa �¥�Ð�å�»�†
°�Š�K�Z�C�T�I�8��0ò(ý�_�X�8�Z�c�


���«�–�µ�³�[  SSH �†��/œ�M�•�S�u�b�­�µ�º�”�µ�É�� >&p.8-44>' �†�g!·�K�Z�C�T�I�8��

• RSA 6=�b�Ì�”�†#Õ�B�M�•���œ�_�
�Ó�µ�­�î�ª  [No host name specified ] �@/²&g�I�€�•�G�\�@
�6�~�r�M���G�b�Ó�µ�­�î�ª�@/²&g�I�€�S���œ�c�
 hostname �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù
�å  �¥�Ð�å�»�†�Q#Ý�K�Z�Í�«�º�¡�†0¿���M�•�²0[�@�6�~�r�M��

• RSA 6=�b�Ì�”�†#Õ�B�M�•���œ�_�
�Ó�µ�­�î�ª  [No domain specified ] �@/²&g�I�€�•�G�\�@�6�~
�r�M���G�b�Ó�µ�­�î�ª�@/²&g�I�€�S���œ�c�
 ip domain-name�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù
�å  �¥�Ð�å�»�†�Q#Ý�K�Z  IP �»�Ó�–�å�¡�†0¿���M�•�²0[�@�6�~�r�M��

• �ß�î�•�Ý1�0É�>�|�g0Á�•�b�‰�2�†0¿���M�•���œ�_�
�¥�å�¯�î�Ý�V�[  AAA �@�¹�•�­�î�È�Ý�_�I
�€�Z�8�•�G�\�†&�1��K�Z�C�T�I�8��



'¨ 8 'v       �«�–�µ�³  �Ë�î�«1�0É�b0¿��
SSH �b�S�u�b�«�–�µ�³�b0¿��

8-44
Catalyst 3560 �«�–�µ�³  �¯�Ç�º�˜�™�”  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �ž�–�»

OL-8553-01-J

�«�–�µ�³�[  SSH �†��/œ�M�•�S�u�b�­�µ�º�”�µ�É

SSH �†��/œ�M�•�|�:�_�«�–�µ�³�†�­�µ�º�”�µ�É�M�•�_�c�
���b�m8p�†��/œ�K�Z�C�T�I�8��

1. �/�•�ì�¯�Ç�º�˜�™�”  �–�Ó�î�ª�†  Cisco.com �?�}�²�˜�å�ß�î�»�K�r�M���G�b�m8p�c�²8r�[�M��0ò
(ý�_�X�8�Z�c�
�G�b�Ü�Ü�î�«�b�Ü�Ü�î�«  �À�î�º�†�g!·�K�Z�C�T�I�8��

2. �«�–�µ�³�b�Í�«�º�¡�>�|�g  IP �»�Ó�–�å�¡�†0¿���K�r�M���G�b�m8p�†��/œ�M�•�b�c�
�«�–�µ�³�†
SSH �§�î�Â�\�K�Z0¿���M�•���œ�T�E�[�M��

3. �«�–�µ�³�@  SSH �†+¬�·$×�_�–�¿�î�È�Ý�_�M�•�S�u�b  RSA 6=�b�Ì�”�†#Õ�B�K�r�M���G�b�m8p�†
��/œ�M�•�b�c�
�«�–�µ�³�†  SSH �§�î�Â�\�K�Z0¿���M�•���œ�T�E�[�M��

4. �ß�î�•�Ý  �”�¡�­�«�r�S�c�Ü�Ô�î�º  �”�¡�­�«#Ý�_�Ø�î�¨1�0É�†0¿���K�r�M���G�b�m8p�c�²8r�[
�M��0ò(ý�_�X�8�Z�c�
 ���«�–�µ�³�b�ß�î�•�Ý1�0É�>�|�g0Á�•�b0¿���� >&p.8-40>' �†�g!·�K�Z�C�T
�I�8��

�Í�«�º�¡�\  IP �»�Ó�–�å�¡�†0¿���K�
 RSA 6=�b�Ì�”�†#Õ�B�M�•�_�c�
�–�¿�î�È�Ý  EXEC �Ô�î�»�[��
�b�m8p�†��/œ�K�r�M���G�b�m8p�†��/œ�M�•�b�c�
�«�–�µ�³�†  SSH �§�î�Â�\�K�Z0¿���M�•���œ�T�E�[
�M��

RSA 6=�b�Ì�”�†�P7V�M�•�_�c�
 crypto key zeroize rsa �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»
�†�Q#Ý�K�r�M�� RSA 6=�b�Ì�”�†�P7V�M�•�\�
 SSH �§�î�Â�c+¬�·$×�_�¹�•�­�î�È�Ý�_�^�~�r�M��

�¥�Ð�å�» % $×

�«�¸�µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�¸�µ�É 2 hostname hostname �«�–�µ�³�b�Í�«�º�¡�†0¿���K�r�M��

�«�¸�µ�É 3 ip domain-name domain_name �«�–�µ�³�b�Í�«�º  �»�Ó�–�å�†0¿���K�r�M��

�«�¸�µ�É 4 crypto key generate rsa �«�–�µ�³�V�[�ß�î�•�Ý�>�|�g�Ü�Ô�î�º1�0É#Ý�_  SSH �§�î
�Â�†�–�¿�î�È�Ý�_�K�
 RSA 6=�b�Ì�”�†#Õ�B�K�r�M��

�q�`�Ô�ª�×�Û�«  �§�–�¬�c�
 1024 �Å�µ�º�_�M�•�G�\�†�N�á�K
�r�M��

RSA 6=�b�Ì�”�†#Õ�B�M�•���œ�_�
�Ô�ª�×�Û�«�b6×�I�b
°�Š
�†�Ó�u�}�€�r�M���Ô�ª�×�Û�«�@6×�C�^�•�o�]�ó
²�[�M�@�

#Õ�B�\�Q#Ý�_�ì6ë�@�?�?�~�r�M��

�«�¸�µ�É 5 end �–�¿�î�È�Ý  EXEC �Ô�î�»�_�`�~�r�M��

�«�¸�µ�É 6 show ip ssh

�r�S�c

show ssh

SSH �§�î�Â�b�Â�î�ª�Ù�å�>�|�g0¿���_���†/²&g�K�r�M��

�«�–�µ�³�V�b  SSH �§�î�Â�b�«�¸�î�±�«�†/²&g�K�r�M��

�«�¸�µ�É 7 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K
�r�M��
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SSH �§�î�Â�b0¿��

SSH �§�î�Â�†0¿���M�•�_�c�
�–�¿�î�È�Ý  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

�¹�Ç�›�Ý�º�b  SSH �D�š�Ã�Û�Ó�î�±�_�`�M�_�c�
 no ip ssh { timeout | authentication-retries} �¢�ß�î�Â
�Ý �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

�¥�Ð�å�» % $×

�«�¸�µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�¸�µ�É 2 ip ssh version [1 | 2] >&�õ�–>' SSHv1 �r�S�c  SSHv2 �†��/œ�M�•�|�:�_�«�–�µ�³�†
0¿���K�r�M��

• 1 �Š SSHv1 �†��/œ�M�•�|�:�_�«�–�µ�³�†0¿���K�r�M��

• 2 �Š SSHv2 �†��/œ�M�•�|�:�_�«�–�µ�³�†0¿���K�r�M��

�G�b�¥�Ð�å�»�†
°�Š�K�^�8���œ�
�r�S�c�Ÿ�î�á�î�»�†�æ��
�K�^�8���œ�
 SSH �§�î�Â�c�
 SSH �¡�Û�–�”�å�º�[�§�Ï�î�º
�I�€�Z�8�•�q�‚�Â�î�ª�Ù�å�b  SSH �†4E�¥�K�r�M���S�\�<
�d�
 SSH �¡�Û�–�”�å�º�@  SSHv1 �>�|�g  SSHv2 �†�§�Ï�î�º
�K�Z�8�•���œ�
 SSH �§�î�Â�c  SSHv2 �†4E�¥�K�r�M��

�«�¸�µ�É 3 ip ssh { timeout seconds | authentication-retries
number}

SSH �D�š�Ã�Û�Ó�î�±�†0¿���K�r�M��

• �±�–�Ò�”�˜�º�Í�c&Ê�"�)�[�æ���K�r�M>&�¹�Ç�›�Ý�º�Í
�c  120 &Ê>'���æ���[�A�•(
�V�c  0 >|  120 &Ê�[�M���G�b�Ã
�Û�Ó�î�±�c�
 SSH �¿�¦�©�š�î�©�Ù�å  �Ç�™�î�¬�_4:#Ý�I
�€�r�M���K)F�@&�'g�I�€�•�\�
�«�–�µ�³�c  CLI �Ë�î�«
�­�µ�©�Ù�å�b�¹�Ç�›�Ý�º�b�±�–�Ò�”�˜�º�Í�†�Q#Ý�K�r
�M��

�¹�Ç�›�Ý�º�[�c�
�¿�µ�º�á�î�¡�V�b0
�X�b  CLI �Ë�î�«
�­�µ�©�Ù�å>&�­�µ�©�Ù�å  0 >|  4>'�_�P�K�Z�
�q�±  5 �X
�b�/�•�ì� �ì  SSH �K)F�†�Q#Ý�[�A�r�M����/œ�©�™�Ý�@
2s�·�M�•�\�
 CLI �Ë�î�«  �­�µ�©�Ù�å�b�±�–�Ò�”�˜�º�Í
�c�¹�Ç�›�Ý�º�b  10 �(�_�`�~�r�M��

• �¡�Û�–�”�å�º�†�§�î�Â�l
Ì1�0É�[�A�•�G�X�†�æ���K�r
�M���¹�Ç�›�Ý�º�c  3 �[�M�� �æ���[�A�•(
�V�c  0 >|  5 �[�M��

�g�‰�b�Ã�Û�Ó�î�±�†0¿���M�•���œ�c�G�b�m8p�†)Þ�~3É�K�r
�M��

�«�¸�µ�É 4 end �–�¿�î�È�Ý  EXEC �Ô�î�»�_�`�~�r�M��

�«�¸�µ�É 5 show ip ssh

�r�S�c

show ssh

SSH �§�î�Â�b�Â�î�ª�Ù�å�>�|�g0¿���_���†/²&g�K�r�M��

�«�–�µ�³�V�b  SSH �§�î�Â�b�K)F�«�¸�î�±�«�†/²&g�K�r�M��

�«�¸�µ�É 6 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K
�r�M��



'¨ 8 'v       �«�–�µ�³  �Ë�î�«1�0É�b0¿��
SSH �b�S�u�b�«�–�µ�³�b0¿��

8-46
Catalyst 3560 �«�–�µ�³  �¯�Ç�º�˜�™�”  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �ž�–�»

OL-8553-01-J

SSH �b0¿���>�|�g�«�¸�î�±�«�b/²&g
SSH �§�î�Â�b0¿���>�|�g�«�¸�î�±�«�†/²&g�M�•�_�c�
 /² 8-3 �b�–�¿�î�È�Ý  EXEC �¥�Ð�å�»�†  1 �X�r
�S�c0
�X�Q#Ý�K�r�M��

�G�€�}�b�¥�Ð�å�»�b0ò(ý�_�X�8�Z�c�
 �� Cisco IOS Security Command Reference�� Release 12.2 �b�� Other
Security Features���b'v�_�6�• �� Secure Shell Commands���†�g!·�K�Z�C�T�I�8�� URL �c���b�\�>�~�[�M��

http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fsecur_r/fothercr/srfssh.htm

/² 8-3 SSH �§�î�Â�b0¿���>�|�g�«�¸�î�±�«�†/²&g�M�•�¥�Ð�å�»

�¥�Ð�å�» % $×

show ip ssh SSH �§�î�Â�b�Â�î�ª�Ù�å�>�|�g0¿���_���†/²&g�K�r�M��

show ssh SSH �§�î�Â�b�«�¸�î�±�«�†/²&g�K�r�M��
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SSL HTTP �b�S�u�b�«�–�µ�³�b0¿��
�G�G�[�c�
 HTTP 1.1 �b�§�î�Â�>�|�g�¡�Û�–�”�å�º�_�P�Â�K�S  Secure Socket Layer>&SSL>'�Â�î�ª�Ù
�å  3.0 �†0¿���M�•�‰�2�_�X�8�Z1��Â�K�r�M�� SSL �c�
�­�Ÿ�×�”  HTTP 3û�™�†��#'�M�•�S�u�_�
 HTTP
�¡�Û�–�”�å�º1�0É�T�E�[�^�C�
�§�î�Â1�0É�
�/�•�ì�
�>�|�g�Ó�µ�­�î�ª�b�ö
²�ö�v�f�j�K�r�M�� SSL
�†�Q#Ý�M�•�_�c�
 �/�•�ì�¯�Ç�º�˜�™�”  �–�Ó�î�ª�@�«�–�µ�³�_�–�å�«�º�î�Ý�I�€�Z�8�•�²0[�@�6�~�r
�M���G�b�µ+��†�Q#Ý�K�
 Cisco.com �?�}�¯�Ç�º�˜�™�”�b�/�•�ì�Ç�“�–�Ý�†�²�˜�å�ß�î�»�M�•�_�c0Á
�•�†�“�•�²0[�@�6�~�r�M���/�•�ì�–�Ó�î�ª�b0ò(ý�_�X�8�Z�c�
�G�b�Ü�Ü�î�«�b�Ü�Ü�î�«  �À�î�º�†�g
!·�K�Z�C�T�I�8��

�G�G�[�c�
���b�_���_�X�8�Z1��Â�K�r�M��

• �­�Ÿ�×�”  HTTP �§�î�Â�>�|�g�¡�Û�–�”�å�º�b�+0[>& p.8-47>'

• �­�Ÿ�×�”  HTTP �§�î�Â�>�|�g�¡�Û�–�”�å�º�b0¿��>& p.8-49>'

• �­�Ÿ�×�”  HTTP �§�î�Â�>�|�g�¡�Û�–�”�å�º�b�«�¸�î�±�«�b/²&g>& p.8-53>'

�G�G�[�Q#Ý�M�•0¿���[�x�¥�Ð�å�»�b�S�e�>�|�g�Q#Ý�‰�2�b0ò(ý�_�X�8�Z�c�
���b  URL �_�6�•  Cisco
IOS Release 12.2(15)T �b�� HTTPS - HTTP Server and Client with SSL 3.0���b�µ+�1��Â�†�g!·�K�Z�C�T
�I�8��

http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122newft/122t/122t15/ftsslsht.htm

�­�Ÿ�×�”  HTTP �§�î�Â�>�|�g�¡�Û�–�”�å�º�b�+0[
�­�Ÿ�×�”  HTTP �K)F�b���œ�
 HTTP �§�î�Â�@3æ�w�™�M�•�¹�î�±�c�/�•�ì�I�€�Z�–�å�±�î�¿�µ�º�_3æ
�™�I�€�r�M�� SSL �/�•�ì�†���:  HTTP �c�
 Web �È�Û�˜�¨�?�}�«�–�µ�³�†0¿���M�•�|�:�^�µ+��_�
�­
�Ÿ�×�”�^�K)F�†�f�j�K�r�M���©�«�¥�@��/æ�M�•�­�Ÿ�×�”  HTTP �§�î�Â�>�|�g  HTTP �¡�Û�–�”�å�º�[
�c�
�”�É�Ü�£�î�©�Ù�å  �Þ�–�Ö�b�/�•�ì�_  SSL �Â�î�ª�Ù�å  3.0 �†�Q#Ý�K�r�M�� HTTP over SSL �c�

HTTPS �\%,$��I�€�r�M>&�­�Ÿ�×�”�^�K)F�b���œ�
 URL �@ http:// �b�æ�ƒ�~�_  https://�[���r�~�r�M>' ��

�­�Ÿ�×�”  HTTP �§�î�Â>&�«�–�µ�³>'�b�z�^�z�m�c�
�æ���b�Ï�î�º>&�¹�Ç�›�Ý�º�b  HTTPS �Ï�î�º�c
443>'�[  HTTPS 0[�Ó�†�…�U�w�E�Z�
 HTTP 1.1 Web �§�î�Â�l�Q�b0[�Ó�†�û�M�G�\�[�M�� HTTP 1.1 �§�î
�Â�c�Q�b0[�Ó�†��#.�K�Z�
�­�Ÿ�×�”  HTTP �§�î�Â�l�Â'Å>&�ç�g���M>'�K�r�M���­�Ÿ�×�”  HTTP �§�î
�Â�c  HTTP 1.1 �§�î�Â�b�æ�ƒ�~�_�

–�b0[�Ó�_�Â�<�r�M��

�­�Ÿ�×�”  HTTP �¡�Û�–�”�å�º>& Web �È�Û�˜�¨>'�b�z�^�z�m�c�
 Cisco IOS �”�É�Ü�£�î�©�Ù�å0[�Ó�_
�Â'Å�K�Z�
�Q�b�”�É�Ü�£�î�©�Ù�å�@0[�Ó�K�S  HTTPS User Agent �§�î�Å�«�†��/œ�K�
�Â'Å�†>&�Q�b
�”�É�Ü�£�î�©�Ù�å�_>'3É�M�G�\�[�M��

CA �b�™8—!l

Certificate Authority>&CA; 1�0É�•>'�c�
0[�Ó�†1��•�K�Z�g�•�M�•�¿�µ�º�á�î�¡  �¹�Â�–�«�_0É�Â�i�†
$Î/œ�K�r�M���G�€�}�b�§�î�Å�«�c�
�g�•�M�•�¹�Â�–�«�_�P�M�•�p�¸7Ÿ�p$×�^�­�Ÿ�×�Ü�¸�•  �Ÿ�î�>�|
�g0É�Â�i�b'ö#.�†�f�j�K�r�M��"I���b  CA �§�î�Â�c �™8—!l�\�ç�d�€�r�M��

�K)F�@��/œ�I�€�•�\�
 HTTPS �§�î�Â�c�
�™8—!l�\�^�•"I���b  CA �?�}�“�S  X.509v3 �b0É�Â�i�†$Î/œ
�M�•�G�\�[�
�­�Ÿ�×�”�^�K)F�†�¡�Û�–�”�å�º�_�f�j�K�r�M���¡�Û�–�”�å�º>&3û�–�
 Web �È�Û�˜�¨>'
�c�
�Q�b0É�Â�i�b1�0É�_�²0[�^
¶6ä6=�†�–�w�K�Z�8�r�M��

�­�Ÿ�×�”  HTTP �K)F�_�c�
 CA �b�™8—!l�†0¿���M�•�G�\�†�I�C�N�á�K�r�M�� HTTPS �§�î�Â�†��/œ�K
�Z�8�•�¹�Â�–�«�_  CA �b�™8—!l�@0¿���I�€�Z�8�^�8�\�
 �§�î�Â�c+¬3��†1�0É�K�Z�²0[�^  RSA �b6=�b
�Ì�”�†#Õ�B�K�r�M��+¬3��[1�0É�K�S>&+¬�k*+�¡>'0É�Â�i�c4:�)�^�­�Ÿ�×�Ü�¸�•�[�c�^�8�b�[�
�K)F
�M�•�¡�Û�–�”�å�º�c�Q�b0É�Â�i�@+¬�k0É�Â�i�[�6�•�G�\�†3û%±�K�
�Ø�î�¨�_�K)F�b4E�¥>&&�'g�r�S
�c�Ä�°>'�†�I�O�•�²0[�@�6�~�r�M���G�b4E�¥*å�c
Æ4Š�¿�µ�º�á�î�¡  �º�Ï�ß�ª�î>&�¸�«�º#Ý�^�]>'�_
�z'g�U�r�M��
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CA �b�™8—!l�†0¿���K�Z�8�^�8�\�
 �­�Ÿ�×�”  HTTP �K)F�†�w� �_�K�S���œ�
 �Q�b�­�Ÿ�×�”  HTTP �§�î
�Â>&�r�S�c�¡�Û�–�”�å�º>' �_�P�M�•�M�ì$×�r�S�c�Ì)F$×�^+¬�k*+�¡0É�Â�i�@+¬�·$×�_#Õ�B�I�€�r�M��

• �«�–�µ�³�_�Í�«�º�¡�\�»�Ó�–�å�¡�@0¿���I�€�Z�^�8���œ�
#Õ�B�I�€�•+¬�k*+�¡0É�Â�i�c�M�ì$×
�^�v�b�[�M���«�–�µ�³�†
Ì2s�·�M�•�\�
�G�b�M�ì$×�^+¬�k*+�¡0É�Â�i�c�»�ƒ�€�
�‚�S�_+¬�k*+
�¡0É�Â�i>&�M�ì$×�_>'�@�m�~�\�Z�}�€�r�M��

• �«�–�µ�³�_�Í�«�º�¡�\�»�Ó�–�å�¡�@0¿���I�€�Z�8�•���œ�
#Õ�B�I�€�•+¬�k*+�¡0É�Â�i�c�Ì)F$×
�^�v�b�[�M���G�b0É�Â�i�c�
�«�–�µ�³�†
Ì2s�·�K�Z�v�
�­�Ÿ�×�”  HTTP �§�î�Â�†!“� �_�K�Z�v
�w� �b�r�r�[�M���Q�b�S�u�

Ì�Ø�­�Ÿ�×�”  HTTP �K)F�†�w� �_�K�S�\�A�_�Q#Ý�[�A�r�M��

+¬�k*+�¡0É�Â�i�@#Õ�B�I�€�S���œ�
�Q�b�_���c show running-config �–�¿�î�È�Ý  EXEC �¥�Ð�å�»�[
���Š�[�A�r�M��+¬�k*+�¡0É�Â�i�†/²&g�M�•�¥�Ð�å�»�b���Š>& show running-config �¥�Ð�å�»>'�†�[�\
�K�Z�M4Š&g�K�r�M��

Switch# show running-config
Building configuration...

>&�¸�Ÿ�«�º���Š�c%,$�>'

crypto pki trustpoint TP-self-signed-3080755072
 enrollment selfsigned
 subject-name cn=IOS-Self-Signed-Certificate-3080755072
 revocation-check none
 rsakeypair TP-self-signed-3080755072
!
!
crypto ca certificate chain TP-self-signed-3080755072
 certificate self-signed 01
  3082029F 30820208 A0030201 02020101 300D0609 2A864886 F70D0101 04050030
  59312F30 2D060355 04031326 494F532D 53656C66 2D536967 6E65642D 43657274
  69666963 6174652D 33303830 37353530 37323126 30240609 2A864886 F70D0109
  02161743 45322D33 3535302D 31332E73 756D6D30 342D3335 3530301E 170D3933
  30333031 30303030 35395A17 0D323030 31303130 30303030 305A3059 312F302D

>&�¸�Ÿ�«�º���Š�c%,$�>'

+¬�k*+�¡0É�Â� i �c� 
� ­ �Ÿ�×�”  HTTP �§� î �Â�†!“ �   �_ �K�Z� 
 no crypto pki trustpoint
TP-self-signed-30890755072�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†
°�Š�M�•�G�\�[�P7V�[
�A�r�M���Q�b�‹�
�­�Ÿ�×�”  HTTP �§�î�Â�†
Ì�Ø�w� �_�M�•�\�
+¬�k*+�¡0É�Â�i�@�‚�S�_#Õ�B�I�€�r
�M��

>&�@>' TP self-signed �b�‹�•�_/²&g�I�€�Z�8�•�Í�c�
�¹�Â�–�«�b�©�Ü�”�Ý$��•�_�|�W�Z$��^�~�r�M��

�œ�É�©�Ù�å�b�¥�Ð�å�»>& ip http secure-client-auth>'�†�Q#Ý�M�•�\�
 HTTPS �§�î�Â�@�¡�Û�–�”�å�º�?
�}�b  X.509v3 0É�Â�i�†0[�Ó�K�r�M���¡�Û�–�”�å�º�b1�0É�c�
�§�î�Â+¬3��b1�0É�|�~�v9×�8�­�Ÿ�×�Ü
�¸�•�†�f�j�K�r�M��

CA �b0ò(ý�_�X�8�Z�c� 
 �� Cisco IOS Security Configuration Guide�� Release 12.2 �b�� Configuring
Certification Authority Interoperability���b'v�†�g!·�K�Z�C�T�I�8��
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CipherSuite

CipherSuite �c�/�•�ì�”�Ý�¦�Ü�¬�Ò�>�|�g�²�–�ª�™�«�º  �”�Ý�¦�Ü�¬�Ò�†�æ���K�Z�
 SSL �K)F�_�Q#Ý�K
�r�M�� HTTPS �§�î�Â�_�K)F�M�•�\�
�¡�Û�–�”�å�º�b  Web �È�Û�˜�¨�c�
�§�Ï�î�º�P1ß�b  CipherSuite
�b�Ü�«�º�†�f�j�K�r�M���Q�b�‹�¡�Û�–�”�å�º�\�§�î�Â�c�
�g�‰�[�§�Ï�î�º�I�€�Z�8�•�/�•�ì�”�Ý�¦
�Ü�¬�Ò�[�q4:�^�v�b�†�Ü�«�º�?�}4E�¥�K�Z�¿�¦�©�š�î�º�K�r�M���S�\�<�d�
 Netscape Communicator
4.76 �c�
(•�\�b�­�Ÿ�×�Ü�¸�•>& RSA 
¶6ä6=�/�•  MD2�
 MD5�
 RC2-CBC�
 RC4�
 DES-CBC�
�>�|�g
DES-EDE3-CBC>'�†�§�Ï�î�º�K�Z�8�r�M��

�q4:�^�/�•�ì�_�c�
 128 �Å�µ�º�/�•�ì�†�§�Ï�î�º�M�•�¡�Û�–�”�å�º  �È�Û�˜�¨>& Microsoft Internet
Explorer �Â�î�ª�Ù�å  5.5 �è7F�r�S�c  Netscape Communicator �Â�î�ª�Ù�å  4.76 �è7F�^�]>'�@�²0[�[�M��
SSL_RSA_WITH_DES_CBC_SHA CipherSuite �c�
 128 �Å�µ �º � / � • � ì �† � f � j �K�^ �8�S�u� 
�Ú�b
CipherSuite �|�~�v�­�Ÿ�×�Ü�¸�•�@�*�C�^�~�r�M��

CipherSuite �c�
�|�~�­�Ÿ�×�Ü�¸�•�@9×�C�
0
7§�_�^�€�d�^�•�o�]�
�ƒ�N�?�[�M�@��#.�ì6ë�@�²0[�_
�^�~�r�M�����_�
�«�–�µ�³�[�§�Ï�î�º�I�€�•  CipherSuite �>�|�g�Ý�î�±�b��#.2�,´>&3ÿ�I>'�_�|�•
CipherSuite �b�Û�å�¡>&3ÿ�88p>'�†��*O�K�r�M��

1. SSL_RSA_WITH_DES_CBC_SHA �Š �Ó�µ�­�î�ª�b�/�•�ì�_  DES-CBC�
�>�|�g�Ó�µ�­�î�ª  �²�–
�ª�™�«�º�_  SHA �†�Q#Ý�K�S RSA �b6=�º�n>& RSA 
¶6ä6=�/�•�ì>'

2. SSL_RSA_WITH_RC4_128_MD5 �Š RC4 128 �Å�µ�º�/�•�ì�
�>�|�g�Ó�µ�­�î�ª  �²�–�ª�™�«�º�_
MD5 �†�Q#Ý�K�S RSA �b6=�º�n

3. SSL_RSA_WITH_RC4_128_SHA �Š RC4 128 �Å�µ�º�/�•�ì�
�>�|�g�Ó�µ�­�î�ª  �²�–�ª�™�«�º�_
SHA �†�Q#Ý�K�S RSA �b6=�º�n

4. SSL_RSA_WITH_3DES_EDE_CBC_SHA �Š �Ó�µ�­�î�ª�b�/�•�ì�_  3DES �\  DES-EDE3-CBC�
 �>
�|�g�Ó�µ�­�î�ª  �²�–�ª�™�«�º�_  SHA �†�Q#Ý�K�S RSA �b6=�º�n>& RSA 
¶6ä6=�/�•�ì>'

>&�/�•�ì�>�|�g�²�–�ª�™�«�º  �”�Ý�¦�Ü�¬�Ò�†�Q�€�R�€�æ���K�Z)��s�œ�ƒ�O�S>' RSA �c�
 SSL �K)F�_
�>�8�Z6=�b#Õ�B�>�|�g1�0É�b�g�‰�_�Q#Ý�I�€�r�M���G�€�c�
 CA �b�™8—!l�@0¿���I�€�Z�8�•�?�]�:
�?�_�?�?�ƒ�~�r�O�‡��

�­�Ÿ�×�”  HTTP �§�î�Â�>�|�g�¡�Û�–�”�å�º�b0¿��
�G�G�[�c�
���b0¿���_���_�X�8�Z1��Â�K�r�M��

• SSL �b�¹�Ç�›�Ý�º0¿��>& p.8-49>'

• SSL �b0¿���ì�b�@�–�¦8o>& p.8-50>'

• CA �b�™8—!l�b0¿��>& p.8-50>'

• �­�Ÿ�×�”  HTTP �§�î�Â�b0¿��>& p.8-51>'

• �­�Ÿ�×�”  HTTP �¡�Û�–�”�å�º�b0¿��>& p.8-52>'

SSL �b�¹�Ç�›�Ý�º0¿��

�† =�b  HTTP �§�î�Â�c�–�¿�î�È�Ý�_0¿���I�€�Z�8�r�M��

SSL �c�–�¿�î�È�Ý�_0¿���I�€�Z�8�r�M��

CA �b�™8—!l�c0¿���I�€�Z�8�r�O�‡��

+¬�k*+�¡0É�Â�i�c#Õ�B�I�€�Z�8�r�O�‡��
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SSL �b0¿���ì�b�@�–�¦8o

SSL �†�«�–�µ�³  �¡�Û�«�±�[�Q#Ý�M�•�\�
 SSL �­�µ�©�Ù�å�@�¡�Û�«�±  �¥�Ð�å�²�[)
�¢�K�r�M���¡�Û
�«�±  �Ó�å�Â�î�b�«�–�µ�³�c�† =�b  HTTP �[�·�8�I�O�•�²0[�@�6�~�r�M��

CA �b�™8—!l�†0¿���M�•�S�_�
�©�«�¸�Ò  �¡�ß�µ�¡�@0¿���I�€�Z�8�•�G�\�†&�1��K�Z�C�T�I�8���¡
�ß�µ�¡�@0¿���I�€�Z�8�^�8�\�
�Y�G�^�¥�Ü�_�|�~0É�Â�i�@�Ä�°�I�€�r�M��

CA �b�™8—!l�b0¿��

�­�Ÿ�×�”  HTTP �K)F�_�c�
 CA �b�™8—!l�†�G�'�_0¿���M�•�G�\�†�N�á�K�r�M�� CA �b�™8—!l�c�
+¬�k
*+�¡0É�Â�i�|�~9×�8�­�Ÿ�×�Ü�¸�•�@�6�~�r�M��

CA �b�™8—!l�†0¿���M�•�_�c�
�–�¿�î�È�Ý  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

�¥�Ð�å�» % $×

�«�¸�µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�¸�µ�É 2 hostname hostname �«�–�µ�³�b�Í�«�º�¡�†�æ���K�r�M>&�è�S�Í�«�º�¡�†0¿���K
�Z�8�^�8���œ�b�s�²8r>' �� �Í�«�º�¡�c�­�Ÿ�×�Ü�¸�•6=�\0É�Â
�i�_�²0[�[�M��

�«�¸�µ�É 3 ip domain-name domain-name �«�–�µ�³�b  IP �»�Ó�–�å�¡�†�æ���K�r�M>&�è�S  IP �»�Ó�–�å
�¡�†0¿���K�Z�8�^�8���œ�b�s�²8r>' ��IP �»�Ó�–�å�¡�c�­�Ÿ�×
�Ü�¸�•6=�\0É�Â�i�_�²0[�[�M��

�«�¸�µ�É 4 crypto key generate rsa >&�õ�–>' RSA 6=�b�Ì�”�†#Õ�B�K�r�M�� RSA 6=�b�Ì�”�c�
�«
�–�µ�³�b0É�Â�i�†
°�m�M�•�S�_�²0[�[�M�� RSA 6=�b�Ì�”�c
+¬�·$×�_#Õ�B�I�€�r�M���²0[�[�6�€�d�
�G�b�¥�Ð�å�»�†�Q
#Ý�K�Z6=�†
Ì#Õ�B�[�A�r�M��

�«�¸�µ�É 5 crypto ca trustpoint name CA �b�™8—!l�_�ß�î�•�Ý�b0¿���¡�†�æ���K�Z�
 CA �™8—!l�¥
�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�¸�µ�É 6 enrollment url url 0É�Â�i�b0[�Ó�b3æ�™
›�«�–�µ�³�b  URL �†�æ���K�r�M��

�«�¸�µ�É 7 enrollment http-proxy host-name port-number >&�õ�–>'HTTP �É�ß�Ÿ�©  �§�î�Â�†)�#ä�K�Z  CA �?�}0É�Â�i�†

°�m�M�•�|�:�_�«�–�µ�³�†0¿���K�r�M��

�«�¸�µ�É 8 crl query url �Æ�”�b0É�Â�i�@�v�~�˜�I�€�Z�8�^�8�?�†&�1��M�•�S�u�_�

Certificate Revocation List>&CRL; 0É�Â�i�»� �Ü�«�º>'�†0[�Ó
�M�•�|�:�_�«�–�µ�³�†0¿���K�r�M��

�«�¸�µ�É 9 primary >&�õ�–>'�™8—!l�@ CA 0[�Ó�_�P�K�Z�É�Û�–�Ð�Ü>&�¹�Ç�›�Ý
�º>'�™8—!l�\�K�Z�Q#Ý�I�€�•�|�:�_�æ���K�r�M��

�«�¸�µ�É 10 exit CA �™8—!l�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†)
�¢�K�
�¢
�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�_�`�~�r�M��

�«�¸�µ�É 11 crypto ca authentication name CA �b
¶6ä6=�†�v�“�K�Z  CA �†1�0É�K�r�M�� �«�¸�µ�É  5 �[�Q
#Ý�K�S�¡�S�\� �L�v�b�†�Q#Ý�K�r�M��

�«�¸�µ�É 12 crypto ca enroll name �æ���b  CA �b�™8—!l�?�}0É�Â�i�†�v�“�K�r�M���G�b�¥�Ð�å
�»�c�
 �›  RSA 6=�b�Ì�”�_�P�K�Z  1 �X�b*+�¡
°�~�b0É�Â�i�†
0[�Ó�K�r�M��

�«�¸�µ�É 13 end �–�¿�î�È�Ý  EXEC �Ô�î�»�_�`�~�r�M��

�«�¸�µ�É 14 show crypto ca trustpoints 0¿���†&�1��K�r�M��

�«�¸�µ�É 15 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K
�r�M��
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no crypto ca trustpoint name�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�Z�
 CA �_6õ4�
�M�•�M�m�Z�b  ID �_���>�|�g0É�Â�i�†�P7V�[�A�r�M��

�­�Ÿ�×�”  HTTP �§�î�Â�b0¿��

0É�Â�_0É�Â�i�b1�0É�†�Q#Ý�M�•���œ�
�S�b�m8p�†�Q#Ý�K�Z�«�–�µ�³�b  CA �™8—!l�†0¿���K�Z�?�}�

HTTP �§�î�Â�†�w� �_�M�•�²0[�@�6�~�r�M�� CA �b�™8—!l�†0¿���K�Z�8�^�8���œ�
�­�Ÿ�×�”  HTTP
�§�î�Â�†�q�6�_�w� �_�K�S�ì!l�[�
+¬�k*+�¡0É�Â�i�@#Õ�B�I�€�r�M���§�î�Â�†0¿���K�S�6�\�
�† =
�>�|�g�­�Ÿ�×�”  HTTP �§�î�Â�g�‰�_4:#Ý�M�•�œ�É�©�Ù�å>&�Ã�«�
4:#Ý�M�•�”�¡�­�«  �Ü�«�º�
�q�±�K
)F�X�
�r�S�c�±�–�Ò�”�˜�º  �Ï�Ü�©�î>'�†0¿���[�A�r�M��

�­�Ÿ�×�”  HTTP �§�î�Â�†0¿���M�•�_�c�
�–�¿�î�È�Ý  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

�¥�Ð�å�» % $×

�«�¸�µ�É 1 show ip http server status >&�õ�–>' HTTP �§�î�Â�b�«�¸�î�±�«�†/²&g�K�Z�
�­�Ÿ�×�”
HTTP �§�î�Â�b�µ+��@�¯�Ç�º�˜�™�”�[�§�Ï�î�º�I�€�Z�8�•
�?�]�:�?�†�8�•�K�r�M�����Š�[�
���b�Û�–�å�b�]�U�}�?�†
&�1��K�Z�C�T�I�8��

HTTP secure server capability: Present

�r�S�c

HTTP secure server capability: Not present

�«�¸�µ�É 2 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�¸�µ�É 3  ip http secure-server HTTPS �§�î�Â�@�¹�•�­�î�È�Ý�b���œ�
�–�¿�î�È�Ý�_�K�r
�M�� HTTPS �§�î�Â�c�
�¹�Ç�›�Ý�º�[�–�¿�î�È�Ý�_0¿���I�€
�Z�8�r�M��

�«�¸�µ�É 4  ip http secure-port port-number >&�õ�–>' HTTPS �§�î�Â�_�Q#Ý�M�•�Ï�î�º$��•�†�æ���K�r�M��
�¹�Ç�›�Ý�º�b�Ï�î�º$��•�c  443 �[�M�� 443 �r�S�c  1025 >|
65535 �b(
�V�[�æ���[�A�r�M��

�«�¸�µ�É 5  ip http secure-ciphersuite {[ 3des-ede-cbc-sha]
[rc4-128-md5] [rc4-128-sha] [des-cbc-sha]}

>&�õ�–>' HTTPS �K)F�b�/�•�ì�_�Q#Ý�M�•  CipherSuite>&�/�•
�ì�”�Ý�¦�Ü�¬�Ò>'�†�æ���K�r�M��"I���b  CipherSuite �†�æ��
�M�•#.#ä�@�^�E�€�d�
�§�î�Â�\�¡�Û�–�”�å�º�@�
�g�‰�@�§
�Ï�î�º�M�•  CipherSuite �[�¿�¦�©�š�î�º�M�•�|�:�_0¿���K
�r�M���G�€�@�¹�Ç�›�Ý�º�[�M��

�«�¸�µ�É 6  ip http secure-client-auth >&�õ�–>' HTTP �§�î�Â�†0¿���K�Z�
�K)F��#.�b6ë�
1�0É�b�S
�u�_�
�¡�Û�–�”�å�º�?�}�b  X.509v3 0É�Â�i�†0[�Ó�K�r�M��
�¹�Ç�›�Ý�º�[�c�
�¡�Û�–�”�å�º�@�§�î�Â�?�}�b0É�Â�i�†0[
�Ó�M�•0¿���_�^�W�Z�8�r�M�@�
�§�î�Â�c�¡�Û�–�”�å�º�†1�
0É�K�^�8�|�:�_�^�W�Z�8�r�M��

�«�¸�µ�É 7 ip http secure-trustpoint name X.509v3 �­�Ÿ�×�Ü�¸�•0É�Â�i�b�v�“�>�|�g�¡�Û�–�”�å�º�b
0É�Â�i�K)F�b1�0É�_�Q#Ý�M�•  CA �b�™8—!l�†�æ���K�r�M��

>&�@>' �G�b�¥�Ð�å�»�b�Q#Ý�c�
 �S�b�m8p�_�‘�W�Z  CA �b�™
8—!l�†�M�[�_0¿���K�Z�8�•�\�8�:�S�f�†2Ã�r�<�Z
1��Â�K�Z�8�r�M��

�«�¸�µ�É 8 ip http path path-name >&�õ�–>'HTML �Ç�“�–�Ý�b�Ë�î�«�\�^�•  HTTP �Ã�«�†0¿���K
�r�M���Ã�«�c�
�ß�î�•�Ý  �©�«�¸�Ò�_�6�•  HTTP �§�î�Â  �Ç�“
�–�Ý�b���d�†�æ���K�r�M>&3û�–�
�©�«�¸�Ò�b�Ç�Û�µ�©�×  �Ó
�Ô�Ü�†�æ���K�r�M>' ��
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�† =�b  HTTP �§�î�Â�†�¹�•�­�î�È�Ý�_�M�•�_�c�
 no ip http server �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù
�å  �¥ �Ð�å�»�†�Q#Ý�K�r �M� �� ­ �Ÿ�×�”  HTTP �§� î �Â�†�¹ � • � ­ � î �È �Ý�_�M�• �_�c� 
 no ip http
secure-server �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M���¹�Ç�›�Ý�º�b0¿���_�`
�M�_�c�
 no ip http secure-port �>�|�g  no ip http secure-ciphersuite �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù
�å  �¥�Ð�å�»�†�Q#Ý�K�r�M���¡�Û�–�”�å�º1�0É�b0[�ó�†�P7V�M�•�_�c�
 no ip http secure-client-auth
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

Web �È�Û�˜�¨�†�Q#Ý�K�Z�­�Ÿ�×�”  HTTP �K)F�†&�1��M�•�_�c�
 https://URL �†
°�Š�K�r�M>& URL �c
IP �”�»�Þ�«�
�r�S�c�§�î�Â  �«�–�µ�³�b�Í�«�º�¡>' ���¹�Ç�›�Ý�º  �Ï�î�º�è�¥�b�Ï�î�º�†0¿���K�Z�8�•
���œ�
 URL �b�‹�•�_�Ï�î�º$��•�v�æ���M�•�²0[�@�6�~�r�M�����_�[�†&g�K�r�M��

https://209.165.129:1026

�r�S�c

https://host.domain.com:1026

�­�Ÿ�×�”  HTTP �¡�Û�–�”�å�º�b0¿��

�† =�b  HTTP �¡�Û�–�”�å�º�>�|�g�­�Ÿ�×�”  HTTP �¡�Û�–�”�å�º�c�–�_�–�¿�î�È�Ý�[�M��0É�Â�i�b1�
0É�_�c�­�Ÿ�×�”  HTTP �¡�Û�–�”�å�º�b0É�Â�i�@�²0[�[�M�����b�m8p�[�c�
�S�b�m8p�[  CA �b�™8—!l
�†�«�–�µ�³�_0¿���K�Z�8�•�G�\�†�S�f�_�K�Z�8�r�M�� CA �b�™8—!l�@0¿���I�€�Z�>�}�N�
�Ü�Ô�î�º
�b  HTTPS �§�î�Â�@�¡�Û�–�”�å�º�b1�0É�†0[�Ó�K�S���œ�
�­�Ÿ�×�”  HTTP �¡�Û�–�”�å�º�l�b�K)F�c
�»�K�K�r�M��

�­�Ÿ�×�”  HTTP �¡�Û�–�”�å�º�†0¿���M�•�_�c�
�–�¿�î�È�Ý  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

�«�¸�µ�É 9 ip http access-class access-list-number >&�õ�–>' HTTP �§�î�Â�l�b�”�¡�­�«�b0Á�•�_�Q#Ý�M�•�”�¡�­
�«  �Ü�«�º�†�æ���K�r�M��

�«�¸�µ�É 10 ip http max-connections value >&�õ�–>' HTTP �§�î�Â�l�b� �ì�q�±�K)F�X�†�æ���K�r�M���æ
���[�A�•(
�V�c  1 >|  16 �[�M���¹�Ç�›�Ý�º�c  5 �[�M��

�«�¸�µ�É 11 ip http timeout-policy idle seconds life seconds
requests value

>&�õ�–>'�æ���b"g�#�W�_�>�E�•�
 HTTP �§�î�Â�l�b�K)F�q�±
�ì6ë�†�æ���K�r�M��

• idle �Š �¹�î�±�b�w�™�@�^�8�?�
�Â'Å�¹�î�±�@3æ�™�[�A
�^�8���œ�b�q�±�ì6ë���æ���[�A�•(
�V�c  1 >|  600 &Ê�[
�M���¹�Ç�›�Ý�º�Í�c  180 &Ê�[�M>&3 �(>' ��

• life �Š �K)F�†&�'g�K�Z�8�•�q�±�ì6ë���æ���[�A�•(
�V
�c  1 >|  86400 &Ê�[�M>&24 �ì6ë>'�� �¹�Ç�›�Ý�º�Í�c  180 �Ñ
�Ü&Ê�[�M��

• requests �Š �Ì)F$×�^�K)F�[��#.�I�€�•0[�Ó�b�q�±�X��
�q�±�Í�c  86400 �[�M���¹�Ç�›�Ý�º�c  1 �[�M��

�«�¸�µ�É 12 end �–�¿�î�È�Ý  EXEC �Ô�î�»�_�`�~�r�M��

�«�¸�µ�É 13 show ip http server secure status �­�Ÿ�×�”  HTTP �§�î�Â�b�«�¸�î�±�«�†/²&g�K�Z�
0¿���†&�
1��K�r�M��

�«�¸�µ�É 14 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K
�r�M��

�¥�Ð�å�» % $×
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�¡�Û�–�”�å�º�b�™8—!l�b0¿���†�P7V�M�•�_�c�
 no ip http client secure-trustpoint name�¥�Ð�å�»�†�Q
#Ý�K�r�M���¡�Û�–�”�å�º�_�M�[�_0¿���I�€�Z�8�•  CipherSuite �Ù�]�†�P7V�M�•�_�c�
 no ip http client
secure-ciphersuite �¥�Ð�å�»�†�Q#Ý�K�r�M��

�­�Ÿ�×�”  HTTP �§�î�Â�>�|�g�¡�Û�–�” �å�º�b�«�¸�î�±�«�b/²&g
SSL �­�Ÿ�×�”  �§�î�Â�>�|�g�¡�Û�–�”�å�º�b�«�¸�î�±�«�†/²&g�M�•�_�c�
 /² 8-4 �_0°3U�I�€�S�–�¿�î
�È�Ý  EXEC �¥�Ð�å�»�†�Q#Ý�K�r�M��

�¥�Ð�å�» % $×

�«�¸�µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�¸�µ�É 2  ip http client secure-trustpoint name >&�õ�–>'�Ü�Ô�î�º�b  HTTP �§�î�Â�@�¡�Û�–�”�å�º1�0É�†0[�Ó�K
�S���œ�_�Q#Ý�M�•�
 CA �b�™8—!l�†�æ���K�r�M���G�b�¥�Ð�å�»
�b�Q#Ý�c�
 �S�b�m8p�†�Q#Ý�K�Z  CA �b�™8—!l�†�M�[�_0¿���K�Z
�8�•�\�8�:�S�f�†2Ã�r�<�Z1��Â�K�Z�8�r�M�� �¡�Û�–�”�å�º1�0É
�@�²0[�^�8���œ�
 �r�S�c�É�Û�–�Ð�Ü�b�™8—!l�@�M�[�_0¿���I�€
�Z�8�•���œ�c�
�G�b�¥�Ð�å�»�c�õ�–�[�M��

�«�¸�µ�É 3  ip http client secure-ciphersuite 
{[ 3des-ede-cbc-sha] [rc4-128-md5] 
[rc4-128-sha] [des-cbc-sha]}

>&�õ�–>' HTTPS �K)F�b�/�•�ì�_�Q#Ý�M�•  CipherSuite>&�/�•�ì�”
�Ý�¦�Ü�¬�Ò>'�†�æ���K�r�M��"I���b  CipherSuite �†�æ���M�•#.
#ä�@�^�E�€�d�
�§�î�Â�\�¡�Û�–�”�å�º�@�
�g�‰�@�§�Ï�î�º�M�•
CipherSuite �[�¿�¦�©�š�î�º�M�•�|�:�_0¿���K�r�M���G�€�@�¹
�Ç�›�Ý�º�[�M��

�«�¸�µ�É 4 end �–�¿�î�È�Ý  EXEC �Ô�î�»�_�`�~�r�M��

�«�¸�µ�É 5 show ip http client secure status �­�Ÿ�×�”  HTTP �§�î�Â�b�«�¸�î�±�«�†/²&g�K�Z�
 0¿���†&�1��K
�r�M��

�«�¸�µ�É 6 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r
�M��

/² 8-4 SSL �­�Ÿ�×�”  �§�î�Â�>�|�g�¡�Û�–�”�å�º�b�«�¸�î�±�«�†/²&g�M�•�¥�Ð�å�»

�¥�Ð�å�» % $×

show ip http client secure status �­�Ÿ�×�”  HTTP �¡�Û�–�”�å�º�b0¿���†/²&g�K�r�M��

show ip http server secure status �­�Ÿ�×�”  HTTP �§�î�Â�b0¿���†/²&g�K�r�M��

show running-config �­�Ÿ�×�”  HTTP �K)F�_�P�K�Z#Õ�B�I�€�S+¬�k*+�¡0É�Â�i�†
/²&g�K�r�M��
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SCP �b�S�u�b�«�–�µ�³�b0¿��
Secure Copy Protocol>&SCP>'�µ+��c�
�«�–�µ�³�b0¿���x�–�Ó�î�ª  �Ç�“�–�Ý�b�¥�Æ�î�_�­�Ÿ�×�”�^1�
0É�‰�'�†�f�j�K�r�M�� SCP �_�c  SSH �@�²0[�[�M>& Berkeley �b  r-tool �_�æ�ƒ�•�­�Ÿ�×�Ü�¸�•�b9×�8�”
�É�Ü�£�î�©�Ù�å�>�|�g�É�ß�º�¥�Ý�[�M>' ��

SSH �†�·�8�I�O�•�_�c�
�«�–�µ�³�_  RSA �b
¶6ä6=�\&Î�&6=�b�Ì�”�@�²0[�[�M���G�€�c  SSH �@�²0[
�^  SCP �v� �]�[�
�­�Ÿ�×�”�^3?3æ�†��#'�I�O�•�_�c�
�G�€�}�b6=�b�Ì�”�@�²0[�[�M��

�r�S�
 SSH �_�c  AAA 1�0É�@�²0[�b�S�u�
4:�)�_0¿���M�•�_�c�
 SCP �_�v  AAA 1�0É�@�²0[�_�^�~
�r�M��

• SCP �†�–�¿�î�È�Ý�_�M�•�S�_�
�«�–�µ�³�b  SSH�
1�0É�
0Á�•�
�>�|�g�”�•�˜�å�¸�•�å�¢�†4:�)
�_0¿���K�Z�C�T�I�8��

• SCP �c  SSH �†�Q#Ý�K�Z�­�Ÿ�×�”�^3?3æ�†��/œ�M�•�S�u�
 �Ý�î�±�_�c  RSA 6=�b�Ì�”�@�²0[�[�M��

>&�@>' SCP �†�Q#Ý�M�•���œ�
�¥�Æ�î  �¥�Ð�å�»�_�Ã�«�á�î�»�†
°�Š�M�•�G�\�c�[�A�r�O�‡���É�ß�å�É�º�@
/²&g�I�€�S�\�A�_�

°�Š�M�•�²0[�@�6�~�r�M��

Secure Copy �_6õ�M�•�_��

Secure Copy �µ+��†0¿���M�•�_�c�
���b�+�Õ�†#.0Ž�M�•�²0[�@�6�~�r�M��

SCP �c�M4��b  Berkeley �b  r-tools �_�ö�Y�8�Z0¿0£�I�€�Z�8�•�S�u�
�Q�b�·�8
Æ���c�
 SCP �@ SSH �b
�­�Ÿ�×�Ü�¸�•�_�P�Â�K�Z�8�•!l�†7V�E�d�
 Remote Copy Protocol>&RCP>'�\8®���K�Z�8�r�M���r�S�

SCP �b0¿���_�c  AAA �b0Á�•�v�²0[�^�S�u�
�Ý�î�±�c�Ø�î�¨�@�G�K�8�’7H�Þ�Ë�Ý�†�–�w�K�Z�8�•�?
&�1��M�•�²0[�@�6�~�r�M��

4:�)�^0Á�•�†�“�Z�8�•�Ø�î�¨�c�
 SCP �†�Q#Ý�K�Z  Cisco IOS File System>&IFS>'�b�Ç�“�–�Ý�†�«�–�µ
�³�_>&�r�S�c�«�–�µ�³�?�}>'+¬#ä�_�¥�Æ�î�[�A�r�M���¥�Æ�î�_�c  copy �¥�Ð�å�»�†�Q#Ý�K�r�M���r
�S�
0Á�•�I�€�Z�8�•'ö#.*…�v�G�b�8���†�á�î�¡�«�¸�î�©�Ù�å�?�}��/œ�[�A�r�M��

SCP �b0¿���>�|�g�è0É�‰�2�b0ò(ý�c�
���b  URL �_�”�¡�­�«�K�Z�
 Cisco IOS Release 12.2 �b�� Cisco
IOS New Features���?�}�� Secure Copy Protocol���b'v�†�g!·�K�Z�C�T�I�8��

http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122newft/122t/122t2/ftscp.htm



C H A P T E R

9-1
Catalyst 3560 �«�–�µ�³  �¯�Ç�º�˜�™�”  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �ž�–�»

OL-8553-01-J

9

IEEE 802.1x �Ï�î�º�Ë�î�«1�0É�b0¿��

�G�b'v�[�c�
  Catalyst 3560 �«�–�µ�³�V�[  IEEE 802.1x �Ï�î�º�Ë�î�«1�0É�†0¿���M�•�‰�2�_�X�8�Z1�
�Â�K�r�M�� IEEE 802.1x 1�0É�c�
�Y�G�^�¹�Â�–�«>&�¡�Û�–�”�å�º>'�_�|�•�¿�µ�º�á�î�¡  �”�¡�­�«�†
75�F�K�r�M��

>&�@>' �G�b'v�[�Q#Ý�M�•�¥�Ð�å�»�b�S�e�>�|�g�Q#Ý�‰�2�b0ò(ý�_�X�8�Z�c�
�G�b�Ü�Ü�î�«�_�P�Â�M�•
�� Cisco IOS Security Commmand Reference�� Release 12.2 �b�� RADIUS Commands���>�|�g�¥�Ð�å�»  �Ü
�Ç�“�Þ�å�«�†�g!·�K�Z�C�T�I�8��

�G�b'v�[1��Â�M�•
Æ���c�
���b�\�>�~�[�M��

• IEEE 802.1x �Ï�î�º�Ë�î�«1�0É�b�+0[>& p.9-2>'

• IEEE 802.1x 1�0É�b0¿��>& p.9-19>'

• IEEE 802.1x �b)+0£�_���>�|�g�«�¸�î�±�«�b/²&g>& p.9-40>'
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IEEE 802.1x �Ï�î�º�Ë�î�«1�0É�b�+0[
IEEE 802.1x 0d�A�[�c�
�M+á�b�Ç�@�”�¡�­�«�•+��^�Ï�î�º�?�}�Y�G�^�¡�Û�–�”�å�º�@  LAN �_�K)F�K
�^�8�|�:�_0d�D�M�•>&4:�)�_1�0É�I�€�Z�8�•���œ�†7V�C>' �
�¡�Û�–�”�å�º / �§�î�Â�º�b�”�¡�­�«�D�š
�>�|�g1�0É�É�ß�º�¥�Ý�†���u�Z�8�r�M�� 1�0É�§�î�Â�@�«�–�µ�³  �Ï�î�º�_�K)F�M�•�›�¡�Û�–�”�å�º�†
1�0É�K�S�:�<�[�
�«�–�µ�³�r�S�c  LAN �@�f�j�M�•�§�î�Å�«�†�<#Ý�[�A�•�|�:�_�K�r�M��

IEEE 802.1x �”�¡�­�«�D�š�[�c�
�¡�Û�–�”�å�º�†1�0É�M�•�r�[�b6ë�
�Q�b�¡�Û�–�”�å�º�@�K)F�K�Z
�8�•�Ï�î�º)�#ä�[�c  Extensible Authentication Protocol over LAN>&EAPOL>'�
 Cisco Discovery Protocol

>&CDP>'�
�>�|�g  Spanning-Tree Protocol>&STP; �«�Ã�½�å�¢�¶�Ü�î  �É�ß�º�¥�Ý>'�º�Û�Ç�•�µ�¡�K�?0Á�•
�I�€�r�O�‡��1�0É�_�B�Œ�M�•�\�
3û�–�b�º�Û�Ç�•�µ�¡�†�Ï�î�º)�#ä�[3æ�w�™�[�A�r�M��

�G�G�[�c�
 IEEE 802.1x �Ï�î�º�Ë�î�«1�0É�_�X�8�Z1��Â�K�r�M��

• �¹�Â�–�«�b�z�m>& p.9-2>'

• 1�0É�É�ß�­�«>& p.9-3>'

• 1�0É�b6ä���>�|�g�Ó�µ�­�î�ª�º�n>& p.9-5>'

• 0Á�•�«�¸�î�º�>�|�g!“0Á�•�«�¸�î�º�b�Ï�î�º>& p.9-7>'

• IEEE 802.1x �b�Í�«�º  �Ô�î�»>& p.9-8>'

• IEEE 802.1x �”�•�˜�å�¸�•�å�¢>& p.9-8>'

• IEEE 802.1x �”�•�˜�å�¸�•�å�¢  �”�º�Ü�Å�×�î�º�Í>& AV>'�Ì�”>& p.9-9>'

• VLAN �m�~�\�Z�†�Q#Ý�K�S  IEEE 802.1x 1�0É�b�<#Ý>&p.9-10>'

• �Ø�î�¨�"�)  ACL �†�Q#Ý�K�S IEEE 802.1x 1�0É�b�<#Ý>&p.9-11>'

• �¤�«�º  VLAN �†�Q#Ý�K�S IEEE 802.1x 1�0É�b�<#Ý>&p.9-12>'

• �D7H�Ü�A VLAN �_�|�•  IEEE 802.1x 1�0É�b�<#Ý>&p.9-13>'

• �”�¡�­�«�Y+�1�0É�Â�–�Ã�«�_�|�•  IEEE 802.1x 1�0É�b�Q#Ý>&p.9-14>'

• 8b�Œ VLAN �Ï�î�º�†�Q#Ý�K�S  IEEE 802.1x 1�0É�b�<#Ý>&p.9-15>'

• �Ï�î�º  �­�Ÿ�×�Ü�¸�•�†�Q#Ý�K�S  IEEE 802.1x 1�0É�b�<#Ý>&p.9-15>'

• WoL �µ+��†�Q#Ý�K�S  IEEE 802.1x 1�0É�b�<#Ý>&p.9-16>'

• MAC 1�0É�Â�–�Ã�«�†�Q#Ý�K�S  IEEE 802.1x 1�0É�b�<#Ý>&p.9-17>'

• NAC �Þ�–�Ö  2 IEEE 802.1x �è0É>&p.9-18>'

�¹�Â�–�«�b�z�m
IEEE 802.1x �Ï�î�º�Ë�î�«1�0É�[�c�
�¿�µ�º�á�î�¡�V�b�¹�Â�–�«�_�c�Q�€�R�€�[�w�b�z�m�@�6�~�r
�M>&�W9-1 �†�g!·>' ��

�W9-1 IEEE 802.1x �_�>�E�•�¹�Â�–�«�b�z�m

10
12

29

RADIUS
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• �¡�Û�–�”�å�º  �Š LAN �>�|�g�«�–�µ�³  �§�î�Å�«�l�b�”�¡�­�«�†0[�Ó�K�
�«�–�µ�³�?�}�b0[�Ó�_
�Â'Å�M�•�¹�Â�–�«>&�á�î�¡�«�¸�î�©�Ù�å>' ���á�î�¡�«�¸�î�©�Ù�å�[�c�
 Microsoft Windows XP OS

>&�œ�Ì�Þ�î�¸�•�å�¢  �©�«�¸�Ò>'�_�Ü�“�K�Z�8�•�|�:�^  IEEE 802.1x  =�Ð�b�¡�Û�–�”�å�º  �¯�Ç�º
�˜�™�”�†��/œ�M�•�²0[�@�6�~�r�M>&�¡�Û�–�”�å�º�c�
 IEEE 802.1x �† =�[�c �§�É�Ü�•�å�º �\�8�8
�r�M>'��

>&�@>' Windows XP �b�¿�µ�º�á�î�¡�K)F�>�|�g  IEEE 802.1x 1�0É�_�X�8�Z�c�
���b  URL �_�6�•
�� Microsoft Knowledge Base���†�g!·�K�Z�C�T�I�8��
http://support.microsoft.com/support/kb/articles/Q303/5/97.ASP

• 1�0É�§�î�Â  �Š �¡�Û�–�”�å�º�b��7•�b1�0É�†/œ�8�r�M��1�0É�§�î�Â�c�¡�Û�–�”�å�º�b1‘�9�_��
�†&�1��K�
�Q�b�¡�Û�–�”�å�º�_  LAN �>�|�g�«�–�µ�³  �§�î�Å�«�l�b�”�¡�­�«�†0Á�•�M�m�A�?�]
�:�?�†�«�–�µ�³�_3û%±�K�r�M���«�–�µ�³�c�É�ß�Ÿ�©�\�K�Z�·�8�M�•�b�[�
1�0É�§�î�Å�«�c�¡�Û
�–�”�å�º�_�P�K�Z�º�Û�å�«�Ì�”�Þ�å�º�_/œ�ƒ�€�r�M���Ò�G�b�Ü�Ü�î�«�[�§�Ï�î�º�I�€�•1�0É
�§�î�Â�c�
 Extensible Authentication Protocol>&EAP>'�Ñ�G�µ+��†
��<�S  Remote Authentication Dial-In
User Service>&RADIUS>'�­�Ÿ�×�Ü�¸�•  �©�«�¸�Ò�T�E�[�M���G�€�c  Cisco Secure Access Control
Server �Â�î�ª�Ù�å  3.0 �è7F�[�<#Ý�[�A�r�M�� RADIUS �c�¡�Û�–�”�å�º / �§�î�Â  �Ô�¹�Ý�[�·�8�K�

RADIUS �§�î�Â�\  1 �X�r�S�c0
�X�b  RADIUS �¡�Û�–�”�å�º�\�b6ë�[�­�Ÿ�×�”1�0É�_���†�º�n�K
�r�M��

• �«�–�µ�³ >&�š�µ�ª  �«�–�µ�³�r�S�c�á�–�Ö�Þ�«  �”�¡�­�«  �Ï�–�å�º>'  �Š �¡�Û�–�”�å�º�b1�0É�«�¸�î
�±�«�_�ö�Y�8�Z�
�¿�µ�º�á�î�¡�l�b"@#.�”�¡�­�«�†�D�š�K�r�M���«�–�µ�³�c�¡�Û�–�”�å�º�\1�
0É�§�î�Â�\�b�ð�Ó�¹�Â�–�«>&�É�ß�Ÿ�©>'�\�K�Z�·�8�K�
�¡�Û�–�”�å�º�_1‘�9�_���†0[�Ó�K�
�Q
�b�_���†1�0É�§�î�Â�[&�1��K�
�¡�Û�–�”�å�º�_�Â'Å�†�Ü�Þ�î�K�r�M���«�–�µ�³�_�c�
 EAP �Ç
�Þ�î�Ò�b�•�É�­�Ý�ì�\�•�É�­�Ý�ì0Ž7V�
 �>�|�g1�0É�§�î�Â�\�b�P0ð�†��#.�M�•  RADIUS �¡�Û�–
�”�å�º�@�µ�r�€�Z�8�r�M�� >&�«�–�µ�³�c�
 IEEE 802.1x �† =�[�c �œ�î�­�å�¸�•�£�î�± �\�8�8�r�M>' ��

�«�–�µ�³�@  EAPOL �Ç�Þ�î�Ò�†�w�™�K�Z1�0É�§�î�Â�_�Ü�Þ�î�M�•���œ�
�–�î�§�¿�µ�º  �Ê�µ�²�î
�@�v�~7V�?�€�
�g�~�b  EAP �Ç�Þ�î�Ò�@  RADIUS �Ç�›�î�Ð�µ�º�_
Ì�•�É�­�Ý�ì�I�€�r�M���•�É
�­�Ý�ì�[�c  EAP �Ç�Þ�î�Ò�b�š�f�c/œ�ƒ�€�^�8�S�u�
1�0É�§�î�Â�c�¿�–�¸�•�È  �Ç�Þ�î�Ò  �Ç�›�î
�Ð�µ�º�b  EAP �†�§�Ï�î�º�K�^�E�€�d�^�~�r�O�‡�� �«�–�µ�³�@1�0É�§�î�Â�?�}�Ç�Þ�î�Ò�†�w�™�M
�•�\�
�§�î�Â�b�Ç�Þ�î�Ò  �Ê�µ�²�î�@�P7V�I�€�
�g�~�b  EAP �Ç�Þ�î�Ò�@�–�î�§�¿�µ�º#Ý�_�•�É
�­�Ý�ì�I�€�
�¡�Û�–�”�å�º�_3æ�™�I�€�r�M��

�ð�Ó�¹�Â�–�«�\�K�Z�·�8�[�A�•�v�b�_�c�
 Catalyst 3750�
 Catalyst 3560�
 Catalyst 3550�
 Catalyst
2970�
 Catalyst 2960�
 Catalyst 2955�
 Catalyst 2950�
 Catalyst 2940 �«�–�µ�³�
�r�S�c�á�–�Ö�Þ�«
�”�¡�­�«  �Ï�–�å�º�@�6�~�r�M���G�€�}�b�¹�Â�–�«�[�c�
 RADIUS �¡�Û�–�”�å�º�>�|�g  IEEE
802.1x 1�0É�†�§�Ï�î�º�M�•�¯�Ç�º�˜�™�”�@'�
>�K�Z�8�•�²0[�@�6�~�r�M��

1�0É�É�ß�­�«
IEEE 802.1x �Ï�î�º�Ë�î�«1�0É�@�–�¿�î�È�Ý�[�6�~�
�¡�Û�–�”�å�º�@  IEEE 802.1x  =�Ð�b�¡�Û�–�”�å
�º  �¯�Ç�º�˜�™�”�†�§�Ï�î�º�K�Z�8�•���œ�
���b�–�Ë�å�º�@$Î#Õ�K�r�M��

• �¡�Û�–�”�å�º  ID �@�w� �[  IEEE 802.1x 1�0É�_�B�Œ�K�S���œ�
�«�–�µ�³�c�¡�Û�–�”�å�º�_�¿�µ�º
�á�î�¡�l�b�”�¡�­�«�†0Á�•�K�r�M��

• EAPOL �Ó�µ�­�î�ª�º�n�b�…�µ�p�_  IEEE 802.1x 1�0É�@�±�–�Ò�”�˜�º�K�
 MAC 1�0É�Â�–�Ã�«�@
�–�¿�î�È�Ý�b���œ�
�«�–�µ�³�c�¡�Û�–�”�å�º  MAC �”�»�Þ�«�†1�0É#Ý�_�Q#Ý�K�r�M���G�b�¡�Û
�–�”�å�º  MAC �”�»�Þ�«�@�w� �[1�0É�_�B�Œ�K�S���œ�
�«�–�µ�³�c�¡�Û�–�”�å�º�_�¿�µ�º�á�î
�¡�l�b�”�¡�­�«�†0Á�•�K�r�M���¡�Û�–�”�å�º  MAC �”�»�Þ�«�@!“� �[1�0É�_�»�K�K�S���œ�
�¤
�«�º  VLAN �@0¿���I�€�Z�8�€�d�
 �«�–�µ�³�c�¡�Û�–�”�å�º�_7H��$×�^�§�î�Å�«�†�f�j�M�•�¤�«
�º  VLAN �†�m�~�\�Z�r�M��

• �«�–�µ�³�@  IEEE 802.1x �P�Â�¡�Û�–�”�å�º�?�}!“� �^  ID �†�v�“�K�
�D7H�Ü�A  VLAN �@�æ���I
�€�Z�8�•���œ�
 �«�–�µ�³�c�¡�Û�–�”�å�º�_7H��$×�^�§�î�Å�«�†�f�j�M�•�D7H�Ü�A  VLAN �†�m�~
�\�Z�•�G�\�@�[�A�r�M��
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• RADIUS 1�0É�§�î�Â�@�Q#Ý�[�A�N>&�²�˜�å�K�Z�8�Z>'�”�¡�­�«�[�A�^�81�0É�Â�–�Ã�«�@�–�¿�î
�È�Ý�b���œ�
�«�–�µ�³�c�
 RADIUS 0¿��  VLAN �r�S�c�Ø�î�¨�æ���”�¡�­�«  VLAN �[�
�Ï�î�º
�†�¡�Ü�¸�•�•�Ý1�0É�«�¸�î�º�_�K�Z�
�¡�Û�–�”�å�º�_�¿�µ�º�á�î�¡�b�”�¡�­�«�†0Á�•�K�r�M��

>&�@>' �”�¡�­�«�[�A�^�81�0É�Â�–�Ã�«�c�
�¡�Ü�¸�•�•�Ý1�0É�
�r�S�c  Authentication, Authorization,
Accounting>&AAA; 1�0É�
0Á�•�
�”�•�˜�å�¸�•�å�¢>'�»�K�Ï�Ü�©�î�\�v�ç�d�€�r�M��

�W9-2 �_�
1�0É�É�ß�­�«�†&g�K�r�M��

�W9-2 1�0É�Ç�ß�î�³�Õ�î�º

14
16
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���b"g�#�b�8�N�€�?�@$Î#Õ�M�•�\�
�«�–�µ�³�c�¡�Û�–�”�å�º�†
Ì1�0É�K�r�M��

• ���‡$×�^
Ì1�0É�@�–�¿�î�È�Ý�[�

Ì1�0É�±�–�Ð�î�b�‡7H�@�)�€�Z�8�•���œ��

�«�–�µ�³�[�w�b�Í�†�Q#Ý�M�•�?�
 RADIUS �§�î�Â�?�}�b�Í�_�ö�Y�8�Z
Ì1�0É�±�–�Ð�î�†0¿���[
�A�r�M��

RADIUS �§�î�Â�†�Q#Ý�M�•  IEEE 802.1x 1�0É�†0¿���K�S�6�\�
�«�–�µ�³�c�
 Session-Timeout
RADIUS �”�º�Ü�Å�×�î�º>&�”�º�Ü�Å�×�î�º  [27]>'�\  Termination-Action RADIUS �”�º�Ü�Å�×�î�º

>&�”�º�Ü�Å�×�î�º [29]>'�_�ö�Y�8�Z�±�–�Ð�î�†�Q#Ý�K�r�M��

Session-Timeout RADIUS �”�º�Ü�Å�×�î�º>&�”�º�Ü�Å�×�î�º  [27]>'�c�

Ì1�0É�@$Î#Õ�M�•�r�[�b
�ì6ë�†�æ���K�r�M��

Termination-Action RADIUS �”�º�Ü�Å�×�î�º>&�”�º�Ü�Å�×�î�º  [29]>'�c�

Ì1�0É�p�_/œ�:�”�¡
�©�Ù�å�†�æ���K�r�M���”�¡�©�Ù�å�c  Initialize �r�S�c  ReAuthenticate �_0¿���[�A�r�M�� Initialize �”
�¡�©�Ù�å�@0¿���I�€�Z�8�•�\>&�”�º�Ü�Å�×�î�º�b�Í�c  DEFAULT>'�
 IEEE 802.1x �­�µ�©�Ù�å�@
)
�¢�K�

Ì1�0É�p�_�K)F�@�)�•�I�€�r�M�� ReAuthenticate �”�¡�©�Ù�å�@0¿���I�€�Z�8�•�\>&�”�º
�Ü�Å�×�î�º�b�Í�c  RADIUS-Request>'�

Ì1�0É�p�_�­�µ�©�Ù�å�c�s8j�†�w�E�r�O�‡��

• �¡�Û�–�”�å�º�†�m�·�[
Ì1�0É�M�•�_�c�
 dot1x re-authenticate interface interface-id �–�¿�î�È�Ý
EXEC �¥�Ð�å�»�†
°�Š�K�r�M��

1�0É�b6ä���>�|�g�Ó�µ�­�î�ª�º�n
IEEE 802.1x 1�0É�p�_�
 �«�–�µ�³�r�S�c�¡�Û�–�”�å�º�c1�0É�†6ä���[�A�r�M�� dot1x port-control auto
�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�Z�Ï�î�º�V�[1�0É�†�–�¿�î�È�Ý�_�K
�S���œ�
�«�–�µ�³�c�Ï�î�º�b�Ü�å�¡  �«�¸�î�º�@�²�˜�å�?�}�”�µ�É�_�š�f�K�S�ì!l�[�
�r�S�c�Ï�î�º
�@1�0É�I�€�Z�^�8�r�r�”�µ�É�b"g�Â�[�6�•�?�B�~���‡$×�_�
1�0É�†6ä���K�^�E�€�d�^�~�r�O�‡���«
�–�µ�³�c�¡�Û�–�”�å�º�_  EAP-Request/Identity �Ç�Þ�î�Ò�†3æ�™�K�
�Q�b  ID �†0[�Ó�K�r�M���¡�Û�–�”
�å�º�c�Ç�Þ�î�Ò�†�w�™�M�•�\�
 EAP-Response/Identity �Ç�Þ�î�Ò�[�Â'Å�K�r�M��

�S�T�K�
 �¡�Û�–�”�å�º�@2s�·�ì�_�«�–�µ�³�?�}�b  EAP-Request/Identity �Ç�Þ�î�Ò�†�w�™�K�^�?�W�S��
�œ�
�¡�Û�–�”�å�º�c  EAPOL-Start �Ç�Þ�î�Ò�†3æ�™�K�Z1�0É�†6ä���[�A�r�M���G�b�Ç�Þ�î�Ò�c�«�–�µ
�³�_�P�K�
�¡�Û�–�”�å�º�b1‘�9�_���†0[�Ó�M�•�|�:�_�æ&g�K�r�M��

>&�@>' �¿�µ�º�á�î�¡  �”�¡�­�«  �¹�Â�–�«�[  IEEE 802.1x 1�0É�@�–�¿�î�È�Ý�_0¿���I�€�Z�8�^�8�
�r�S�c�§
�Ï�î�º�I�€�Z�8�^�8���œ�_�c�
�¡�Û�–�”�å�º�?�}�b  EAPOL �Ç�Þ�î�Ò�c�M�m�Z�ë� �I�€�r�M���¡�Û
�–�”�å�º�@1�0É�b6ä���†  3 �G0è�s�Z�v  EAP-Request/Identity �Ç�Þ�î�Ò�†�w�™�K�^�?�W�S���œ�
�¡�Û
�–�”�å�º�c�Ï�î�º�@0Á�•�«�¸�î�º�[�6�•�v�b�\�K�Z�Ç�Þ�î�Ò�†3æ�™�K�r�M�� �Ï�î�º�@0Á�•�«�¸�î�º
�[�6�•�\�8�:�G�\�c�
�¡�Û�–�”�å�º�b1�0É�@�B�Œ�K�S�G�\�†��2A$×�_�–�á�K�r�M��0ò(ý�_�X�8�Z
�c�
 ��0Á�•�«�¸�î�º�>�|�g!“0Á�•�«�¸�î�º�b�Ï�î�º�� >&p.9-7>' �†�g!·�K�Z�C�T�I�8��

�¡�Û�–�”�å�º�@+¬�}�b1‘�9�_���†�f&g�M�•�\�
�«�–�µ�³�c�ð�Ó�¹�Â�–�«�\�K�Z�b�z�m�†6ä���K�
1�
0É�@�B�Œ�r�S�c�»�K�M�•�r�[�
 �¡�Û�–�”�å�º�\1�0É�§�î�Â�b6ë�[  EAP �Ç�Þ�î�Ò�†3æ�w�™�K�r�M�� 1�
0É�@�B�Œ�M�•�\�
�«�–�µ�³  �Ï�î�º�c0Á�•�«�¸�î�º�_�^�~�r�M��1�0É�_�»�K�K�S���œ�
1�0É�@
Ì0è/œ
�I�€�•�?�
�Ï�î�º�@7H��$×�^�§�î�Å�«�†�f�j�M�•  VLAN �_�m�~�\�Z�}�€�•�?�
�6�•�8�c�¿�µ�º�á�î
�¡  �”�¡�­�«�@0Á�•�I�€�^�8�?�b�8�N�€�?�_�^�~�r�M��0ò(ý�_�X�8�Z�c�
 ��0Á�•�«�¸�î�º�>�|�g!“0Á
�•�«�¸�î�º�b�Ï�î�º�� >&p.9-7>' �†�g!·�K�Z�C�T�I�8��

��7•�_/œ�ƒ�€�•  EAP �Ç�Þ�î�Ò�º�n�c�
�Q#Ý�M�•1�0É�‰�'�_�|�W�Z$��^�~�r�M�� �W9-3 �_�
�¡�Û�–�”
�å�º�@  RADIUS �§�î�Â�\�b6ë�[  OTP>&�á�å�±�–�Ò  �Ã�«�á�î�»>'1�0É�‰�'�†�Q#Ý�M�•���œ�_/œ�ƒ�€
�•�Ó�µ�­�î�ª�º�n�†&g�K�r�M��
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�W9-3 �Ó�µ�­�î�ª�º�n

EAPOL �Ó�µ�­�î�ª�º�n�b�…�µ�p�_  IEEE 802.1x 1�0É�@�±�–�Ò�”�˜�º�K�
 MAC 1�0É�Â�–�Ã�«�@�–�¿�î
�È�Ý�b���œ�
 �«�–�µ�³�c�¡�Û�–�”�å�º�?�}�–�î�§�¿�µ�º  �Ã�£�µ�º�†�è���M�•�\�Q�b�¡�Û�–�”�å�º�†
1�0É�[�A�r�M���«�–�µ�³�c�
�¡�Û�–�”�å�º�b  MAC �”�»�Þ�«�†  ID �\�K�Z�Q#Ý�K�
 RADIUS �§�î�Â�_
3æ�™�I�€�•  RADIUS �”�¡�­�« /0[�Ó�Ç�Þ�î�Ò�_�G�b�_���†�–�Ñ�K�r�M�� �§�î�Â�@�«�–�µ�³�_  RADIUS
�”�¡�­�« / �Ž1��Ç�Þ�î�Ò�†3æ�™>&1�0É�@�B�Œ>'�M�•�\�
�Ï�î�º�@0Á�•�I�€�r�M��1�0É�_�»�K�K�Z�¤
�«�º  VLAN �@�æ���I�€�Z�8�•���œ�
 �«�–�µ�³�c�Ï�î�º�†�¤�«�º  VLAN �_�m�~�\�Z�r�M�� �–�î�§�¿�µ
�º  �Ã�£�µ�º�b�…�µ�p�_�«�–�µ�³�@  EAPOL �Ã�£�µ�º�†�è���M�•�\�
�«�–�µ�³�c  MAC 1�0É�Â�–�Ã�«
�É�ß�­�«�†�õ�F�K�Z�
 IEEE 802.1x 1�0É�†�Q#Ý�K�Z1�0É�†6ä���K�r�M��

�W9-4 �_�
 MAC 1�0É�Â�–�Ã�«�p�b�Ó�µ�­�î�ª�º�n�†&g�K�r�M��

�W9-4 MAC 1�0É�Â�–�Ã�«�p�b�Ó�µ�­�î�ª�º�n

10
12

28

EAPOL 

EAP-Request/Identity

EAP-Response/Identity

EAP /OTP

EAP /OTP

EAP 

RADIUS 

RADIUS 

RADIUS 

RADIUS 

EAPOL-Logoff

RADIUS

14
16

81

EAP-Request/Identity

EAP-Request/Identity

EAP-Request/Identity

RADIUS /

RADIUS /

RADIUS
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0Á�•�«�¸�î�º�>�|�g!“0Á�•�«�¸�î�º�b�Ï�î�º
IEEE 802.1x 1�0É�p�_�
�«�–�µ�³�b�Ï�î�º  �«�¸�î�º�_�|�W�Z�
�«�–�µ�³�c�¿�µ�º�á�î�¡�l�b�¡�Û�–
�”�å�º  �”�¡�­�«�†0Á�•�K�r�M�� �Ï�î�º�c�q�6�
 !“0Á�• �«�¸�î�º�[�M�� �G�b�«�¸�î�º�[�c�
 8b�Œ VLAN

>&�ì�•  LAN>'�Ï�î�º�\�K�Z0¿���I�€�Z�8�^�8�Ï�î�º�c  IEEE 802.1x 1�0É�
 CDP�
�>�|�g  STP �Ã�£�µ
�º�†7V�C�M�m�Z�b
°�Š�>�|�g���Š�º�Û�Ç�•�µ�¡�†&—�F�K�r�M���¡�Û�–�”�å�º�b1�0É�@�B�Œ�M�•�\�

�Ï�î�º�c 0Á�• �«�¸�î�º�_�š�f�K�
�¡�Û�–�”�å�º�b�º�Û�Ç�•�µ�¡3æ�w�™�†3û�–�]�>�~�_0Á�•�K�r�M��
�Ï�î�º�@8b�Œ  VLAN �\�K�Z0¿���I�€�Z�8�•���œ�
 VoIP �º�Û�Ç�•�µ�¡�>�|�g  IEEE 802.1x �É�ß�º�¥�Ý
�Ã�£�µ�º�@0Á�•�I�€�S�6�\�¡�Û�–�”�å�º�@�G�–�_1�0É�I�€�r�M��

IEEE 802.1x �†�§�Ï�î�º�K�Z�8�^�8�¡�Û�–�”�å�º�@�
!“0Á�•�«�¸�î�º�b  IEEE 802.1x �Ï�î�º�_�K)F�M
�•�\�
�«�–�µ�³�c�Q�b�¡�Û�–�”�å�º�b1‘�9�_���†0[�Ó�K�r�M���G�b"g�#�[�c�
�¡�Û�–�”�å�º�c0[�Ó
�_�Â'Å�O�N�
�Ï�î�º�c�,�A)F�A!“0Á�•�«�¸�î�º�\�^�~�
�¡�Û�–�”�å�º�c�¿�µ�º�á�î�¡  �”�¡�­�«�†0Á
�•�I�€�r�O�‡��

�o�P�_�
 IEEE 802.1x �P�Â�b�¡�Û�–�”�å�º�@�
 IEEE 802.1x �† =�@'�
>�K�Z�8�^�8�Ï�î�º�_�K)F�M�•
�\�
 �¡�Û�–�”�å�º�c  EAPOL-Start �Ç�Þ�î�Ò�†3æ�™�K�Z1�0É�É�ß�­�«�†6ä���K�r�M�� �Â'Å�@�^�E�€�d�

�¡�Û�–�”�å�º�c� �L0[�Ó�†�d���b�G�X�T�E3æ�™�K�r�M���r�S�
�Â'Å�@�^�8���œ�c�
�¡�Û�–�”�å�º�c
�Ï�î�º�@0Á�•�«�¸�î�º�[�6�•�v�b�\�K�Z�Ç�Þ�î�Ò3æ�™�†6ä���K�r�M��

dot1x port-control �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�>�|�g���b�Ÿ�î�á�î�»�†�Q
#Ý�K�Z�
�Ï�î�º�b0Á�•�«�¸�î�º�†�D�š�[�A�r�M��

• force-authorized �Š IEEE 802.1x 1�0É�†�¹�•�­�î�È�Ý�_�K�
 1�0É�_���b�º�n�†�²0[�\�O�N�_�
 �Ï�î
�º�†0Á�•�«�¸�î�º�_�š�f�K�r�M���Ï�î�º�c�¡�Û�–�”�å�º�b  IEEE 802.1x �Ë�î�«1�0É�†/œ�ƒ�N�_�

3û�–�b�º�Û�Ç�•�µ�¡�†3æ�w�™�K�r�M���G�€�@�¹�Ç�›�Ý�º�b0¿���[�M��

• force-unauthorized �Š �¡�Û�–�”�å�º�?�}�b1�0É�b0è�s�†�M�m�Z!“0i�K�
�Ï�î�º�†!“0Á�•�«�¸�î
�º�b�r�r�_�K�r�M���«�–�µ�³�c�
�Ï�î�º�†�Ó�K�Z�¡�Û�–�”�å�º�_1�0É�§�î�Å�«�†�f�j�[�A�r�O
�‡��

• auto �Š IEEE 802.1x 1�0É�†�–�¿�î�È�Ý�_�K�r�M���Ï�î�º�c�q�6�
!“0Á�•�«�¸�î�º�[�6�~�
�Ï�î
�º)�#ä�[3æ�w�™�[�A�•�b�c  EAPOL �Ç�Þ�î�Ò�T�E�[�M���Ï�î�º�b�Ü�å�¡  �«�¸�î�º�@�²�˜�å�?�}
�”�µ�É�_�š�f�K�S�\�A�
�r�S�c  EAPOL-Start �Ç�Þ�î�Ò�†�w�™�K�S�\�A�_�
1�0É�É�ß�­�«�@6ä��
�I�€�r�M���«�–�µ�³�c�¡�Û�–�”�å�º�b1‘�9�_���†0[�Ó�K�
�¡�Û�–�”�å�º�\1�0É�§�î�Â�\�b6ë�[
1�0É�Ó�µ�­�î�ª�b�Ü�Þ�î�†6ä���K�r�M���«�–�µ�³�c�¡�Û�–�”�å�º�b  MAC>&�Ó�¹�•�”  �”�¡�­�«
�D�š>'�”�»�Þ�«�†�Q#Ý�K�Z�
�¿�µ�º�á�î�¡  �”�¡�­�«�†0è�s�•�›�¡�Û�–�”�å�º�†�M�–�_1‘�9�K�r
�M��

�¡�Û�–�”�å�º�@1�0É�_�B�Œ�M�•�\>&1�0É�§�î�Â�?�}  Accept �Ç�Þ�î�Ò�†�w�™�M�•�\>' �
�Ï�î�º�@0Á�•
�«�¸�î�º�_�š�ƒ�~�
1�0É�I�€�S�¡�Û�–�”�å�º�?�}�b�M�m�Z�b�Ç�Þ�î�Ò�@�Ï�î�º)�#ä�[�b3æ�w�™�†0Á
�•�I�€�r�M��1�0É�_�»�K�M�•�\�
�Ï�î�º�c!“0Á�•�«�¸�î�º�b�r�r�[�M�@�
1�0É�†
Ì0è/œ�M�•�G�\�c
�[�A�r�M��1�0É�§�î�Â�_�?4)�[�A�^�8���œ�
�«�–�µ�³�c0[�Ó�†
Ì3æ�™�K�r�M���d���b�G�X�T�E0è/œ
�K�Z�v�§�î�Â�?�}�Â'Å�@�“�}�€�^�8���œ�_�c�
1�0É�@�»�K�K�
�¿�µ�º�á�î�¡  �”�¡�­�«�c0Á�•�I�€�r
�O�‡��

�¡�Û�–�”�å�º�c�ß�¢�œ�Ç�M�•�\�A�
 EAPOL-Logoff �Ó�µ�­�î�ª�†3æ�™�K�r�M�� �G�b�Ó�µ�­�î�ª�_�|�W
�Z�
�«�–�µ�³  �Ï�î�º�@!“0Á�•�«�¸�î�º�_�^�~�r�M��

�Ï�î�º�b�Ü�å�¡  �«�¸�î�º�@�”�µ�É�?�}�²�˜�å�_�š�f�K�S���œ�
�r�S�c  EAPOL-Logoff �Ç�Þ�î�Ò�†�w
�™�K�S���œ�_�
�Ï�î�º�c!“0Á�•�«�¸�î�º�_�`�~�r�M��
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IEEE 802.1x �b�Í�«�º  �Ô�î�»
IEEE 802.1x �Ï�î�º�c�
�©�å�¢�Ý  �Í�«�º  �Ô�î�»�r�S�c�Ð�Ý�³  �Í�«�º  �Ô�î�»�[0¿���[�A�r�M���©�å
�¢�Ý  �Í�«�º  �Ô�î�»>& �W9-1 �†�g!·>'�[�c�
 IEEE 802.1x �P�Â�b�«�–�µ�³  �Ï�î�º�_�K)F�[�A�•�b�c�¡
�Û�–�”�å�º  1 �X�b�s�[�M�� �«�–�µ�³�c�
 �Ï�î�º�b�Ü�å�¡  �«�¸�î�º�@�”�µ�É�_�š�ì�K�S�\�A�_�
 EAPOL
�Ç�Þ�î�Ò�†3æ�™�M�•�G�\�[�¡�Û�–�”�å�º�†�è���K�r�M���¡�Û�–�”�å�º�@�ß�¢�œ�Ç�K�S�\�A�
�r�S�c
�9�b�¡�Û�–�”�å�º�_�æ�ƒ�W�S�\�A�_�c�
�«�–�µ�³�c�Ï�î�º�b�Ü�å�¡  �«�¸�î�º�†�²�˜�å�_�š�f�K�

�Ï�î�º�c!“0Á�•�«�¸�î�º�_�`�~�r�M��

�Ð�Ý�³  �Í�«�º  �Ô�î�»�[�c�
0
�X�b�Í�«�º�†�"�M�b  IEEE 802.1x �P�Â�Ï�î�º�_�K)F�[�A�r�M�� �W9-5
�_�
�á�–�Ö�Þ�«  LAN �_�>�E�•  IEEE 802.1x �Ï�î�º�Ë�î�«1�0É�†&g�K�r�M���G�b�Ô�î�»�[�c�
�K)F�I
�€�S�¡�Û�–�”�å�º�b�:�U  1 �X�@0Á�•�I�€�€�d�
 �¡�Û�–�”�å�º�M�m�Z�b�¿�µ�º�á�î�¡  �”�¡�­�«�@0Á�•
�I�€�r�M�� �Ï�î�º�@!“0Á�•�«�¸�î�º�_�^�•�\ >&
Ì1�0É�@�»�K�M�•�?�
 �r�S�c  EAPOL-Logoff �Ó�µ�­�î
�ª�†�w�™�K�S���œ>' �
�«�–�µ�³�c�K)F�K�Z�8�•�¡�Û�–�”�å�º�b�¿�µ�º�á�î�¡  �”�¡�­�«�†�M�m�Z&—�F
�K�r�M���G�b�º�Ï�ß�ª�î�[�c�
�á�–�Ö�Þ�«  �”�¡�­�«  �Ï�–�å�º�@�K)F�K�Z�8�•�¡�Û�–�”�å�º�b1�0É
�†��#.�K�
�«�–�µ�³�_�P�K�Z�¡�Û�–�”�å�º�\�K�Z�b�z�m�†�Ý�S�K�r�M��

�Ð�Ý�³  �Í�«�º  �Ô�î�»�@�–�¿�î�È�Ý�b���œ�
 IEEE 802.1x 1�0É�†�Q#Ý�K�Z�Ï�î�º�>�|�g�Ï�î�º  �­�Ÿ�×
�Ü�¸�•�†1�0É�K�
�¡�Û�–�”�å�º�†�µ�t�M�m�Z�b  MAC �”�»�Þ�«�b�¿�µ�º�á�î�¡  �”�¡�­�«�†'ö#.�[�A
�r�M��

�W9-5 �Ð�Ý�³  �Í�«�º  �Ô�î�»�b�[

IEEE 802.1x �”�•�˜�å�¸�•�å�¢
IEEE 802.1x �† =�[�c�
�Ø�î�¨�b1�0É�>�|�g�Ø�î�¨�b�¿�µ�º�á�î�¡  �”�¡�­�«�_�P�M�•0Á�•�‰�2�†��
*O�K�Z�8�r�M���S�T�K�
�¿�µ�º�á�î�¡�b�Q#Ý�2�_�X�8�Z�c%�0i�K�r�O�‡�� IEEE 802.1x �”�•�˜�å�¸�•
�å�¢�c�
�¹�Ç�›�Ý�º�[�¹�•�­�î�È�Ý�[�M�� IEEE 802.1x �”�•�˜�å�¸�•�å�¢�†�–�¿�î�È�Ý�_�M�•�\�
��
�b�”�¡�¸�•�Å�¸�•�†  IEEE 802.1x �P�Â�b�Ï�î�º�V�[�Ô�½�±�[�A�r�M��

• �G�–�_�Ø�î�¨�†1�0É�K�r�M��

• �Ø�î�¨�@�ß�¢  �œ�Ç�K�r�M��

• �Ü�å�¡�²�˜�å�@$Î#Õ�K�r�M��

• 
Ì1�0É�@�G�–�_/œ�ƒ�€�r�M��

• 
Ì1�0É�@�»�K�K�r�M��

�«�–�µ�³�c  IEEE 802.1x �”�•�˜�å�¸�•�å�¢�_���†0°6��K�r�O�‡���Q�b�æ�ƒ�~�
�«�–�µ�³�c�G�b�_��
�†  RADIUS �§�î�Â�_3æ�™�K�r�M�� RADIUS �§�î�Â�c�
�”�•�˜�å�¸�•�å�¢  �Ó�µ�­�î�ª�†0°6��M�•�|
�:�_0¿���M�•�²0[�@�6�~�r�M��

10
12

27

RADIUS
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IEEE 802.1x �”�•�˜�å�¸�•�å�¢  �”�º�Ü�Å�×�î�º�Í>& AV>'�Ì�”
RADIUS �§�î�Â�_3æ�™�I�€�S�_���c�
�”�º�Ü�Å�×�î�º�Í>& AV>'�Ì�”�b�g�'�[/²&g�I�€�r�M���G�€
�}�b  AV �Ì�”�b�¹�î�±�c�
�›'��”�É�Ü�£�î�©�Ù�å�_�|�W�Z�Q#Ý�I�€�r�M>&�S�\�<�d1"5 �”�É�Ü�£�î
�©�Ù�å�b���œ�
 RADIUS �Ã�£�µ�º�b  Acct-Input-Octets �r�S�c  Acct-Output-Octets �”�º�Ü�Å�×�î�º�b�_
���@�²0[�[�M>' ��

AV �Ì�”�c�
 IEEE 802.1x �”�•�˜�å�¸�•�å�¢�@0¿���I�€�Z�8�•�«�–�µ�³�_�|�W�Z+¬�·$×�_3æ�™�I�€�r
�M�����b'�8®�b  RADIUS �”�•�˜�å�¸�•�å�¢  �Ã�£�µ�º�@�«�–�µ�³�_�|�W�Z3æ�™�I�€�r�M��

• START �Š �‚0d�Ø�î�¨  �­�µ�©�Ù�å�@���r�•�\3æ�™�I�€�r�M��

• INTERIM �Š �¤�Ñ�b�­�µ�©�Ù�å�@�f�‚�I�€�•�\3æ�™�I�€�r�M��

• STOP �Š �­�µ�©�Ù�å�@)
�¢�M�•�\3æ�™�I�€�r�M��

���b /² 9-1 �_�
 AV �Ì�”�>�|�g�«�–�µ�³�_�|�W�Z3æ�™�I�€�•  AV �Ì�”�b�²�ó�†&g�K�r�M��

�«�–�µ�³�_�|�W�Z3æ�™�I�€�S  AV �Ì�”�c�
 debug radius accounting �–�¿�î�È�Ý  EXEC �¥�Ð�å�»�†
°
�Š�M�•�G�\ �[/²&g�[ �A�r�M���G�b�¥�Ð�å�»�b0ò(ý�_�X�8�Z�c�
� � �b  URL �[�� Cisco IOS Debug
Command Reference�� Release 12.2 �†�g!·�K�Z�C�T�I�8��

http://www.cisco.com/en/US/products/sw/iosswrel/ps1835/products_command_reference_book09186a00800
872ce.html

AV �Ì�”�b0ò(ý�_�X�8�Z�c�
 RFC 3580 �� IEEE 802.1x Remote Authentication Dial In User Service (RADIUS)
Usage Guidelines���†�g!·�K�Z�C�T�I�8��

/² 9-1 �”�•�˜�å�¸�•�å�¢  AV �Ì�”

�”�º�Ü�Å�×�î�º$��• AV �Ì�”�¡ START INTERIM STOP

�”�º�Ü�Å�×�î�º  [1] User-Name �–�ì3æ�™ �–�ì3æ�™ �–�ì3æ�™

�”�º�Ü�Å�×�î�º  [4] NAS-IP-Address �–�ì3æ�™ �–�ì3æ�™ �–�ì3æ�™

�”�º�Ü�Å�×�î�º  [5] NAS-Port �–�ì3æ�™ �–�ì3æ�™ �–�ì3æ�™

�”�º�Ü�Å�×�î�º  [8] Framed-IP-Address 8�3æ�™ �²�ó�_�Â�L�Z
3æ�™1

1. �Í�«�º�_�P�K�Z�w� �^  Dynamic Host Control Protocol>&DHCP>'�Â�–�å�¹�•�å�¢�@  DHCP �«�¾�î�Æ�å�¢  �Â�–�å�¹�•
�å�¢  �¸�î�È�Ý�_�Ñ�~�K�Z�8�•���œ�_�b�s�
 Framed-IP-Address �b  AV �Ì�”�c3æ�™�I�€�r�M��

�²�ó�_�Â�L�Z
3æ�™1

�”�º�Ü�Å�×�î�º  [25] Class �–�ì3æ�™ �–�ì3æ�™ �–�ì3æ�™

�”�º�Ü�Å�×�î�º  [30] Called-Station-ID �–�ì3æ�™ �–�ì3æ�™ �–�ì3æ�™

�”�º�Ü�Å�×�î�º  [31] Calling-Station-ID �–�ì3æ�™ �–�ì3æ�™ �–�ì3æ�™

�”�º�Ü�Å�×�î�º  [40] Acct-Status-Type �–�ì3æ�™ �–�ì3æ�™ �–�ì3æ�™

�”�º�Ü�Å�×�î�º  [41] Acct-Delay-Time �–�ì3æ�™ �–�ì3æ�™ �–�ì3æ�™

�”�º�Ü�Å�×�î�º  [42] Acct-Input-Octets 8�3æ�™ 8�3æ�™ �–�ì3æ�™

�”�º�Ü�Å�×�î�º  [43] Acct-Output-Octets 8�3æ�™ 8�3æ�™ �–�ì3æ�™

�”�º�Ü�Å�×�î�º  [44] Acct-Session-ID �–�ì3æ�™ �–�ì3æ�™ �–�ì3æ�™

�”�º�Ü�Å�×�î�º  [45] Acct-Authentic �–�ì3æ�™ �–�ì3æ�™ �–�ì3æ�™

�”�º�Ü�Å�×�î�º  [46] Acct-Session-Time 8�3æ�™ 8�3æ�™ �–�ì3æ�™

�”�º�Ü�Å�×�î�º  [49] Acct-Terminate-Cause 8�3æ�™ 8�3æ�™ �–�ì3æ�™

�”�º�Ü�Å�×�î�º  [61] NAS-Port-Type �–�ì3æ�™ �–�ì3æ�™ �–�ì3æ�™
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VLAN �m�~�\�Z�†�Q#Ý�K�S  IEEE 802.1x 1�0É�b�<#Ý
RADIUS �§�î�Â�c  VLAN �m�~�\�Z�†3æ�™�K�
�«�–�µ�³  �Ï�î�º�†0¿���K�r�M�� RADIUS �§�î�Â  �¹�î
�±�Ë�î�«�c�
�Ø�î�¨�¡�\  VLAN �b�Ð�µ�Æ�å�¢�†)T�â�K�
�«�–�µ�³  �Ï�î�º�_�K)F�M�•�¡�Û�–�”�å�º
�b�Ø�î�¨�¡�_�ö�Y�8�Z  VLAN �†�m�~�\�Z�r�M���G�b�µ+��†�Q#Ý�K�Z�
"I���b�Ø�î�¨�b�¿�µ�º�á�î�¡
�”�¡�­�«�†�D7H�[�A�r�M��

�«�–�µ�³�\  RADIUS �§�î�Â�V�[0¿���I�€�S���œ�
 VLAN �m�~�\�Z�†�Q#Ý�K�S  IEEE 802.1x 1�0É�_�c
���b"I�ö�@�6�~�r�M��

• RADIUS �§�î�Â�?�}  VLAN �@�f�j�I�€�^�8���œ�
�r�S�c  IEEE 802.1x 1�0É�@�¹�•�­�î�È�Ý�b��
�œ�
1�0É�@�B�Œ�M�•�\�Ï�î�º�c�”�¡�­�«  VLAN �_0¿���I�€�r�M���”�¡�­�«  VLAN �\�c�
�”�¡
�­�«  �Ï�î�º�_�m�~�\�Z�}�€�S  VLAN �[�M�� �G�b�Ï�î�º�V�[3æ�w�™�I�€�•�Ã�£�µ�º�c�M�m�Z�
 �G
�b  VLAN �_�d�“�K�r�M��

• IEEE 802.1x 1�0É�@�–�¿�î�È�Ý�[�
 RADIUS �§�î�Â�?�}�b  VLAN �_���@!“� �b���œ�
�Ï�î�º�c
!“0Á�•�«�¸�î�º�_�`�~�
0¿���í�s�b�”�¡�­�«  VLAN �_�\�]�r�~�r�M���G�€�_�|�~�
0¿���š�Û�î
�_�|�W�Z�Y4:�)�^  VLAN �_�£�‡�O�`�Ï�î�º�@#'�€�•�G�\�†75�B�r�M��

0¿���š�Û�î�_�c�
�Ý�î�¸�µ�»  �Ï�î�º�b  VLAN �
6ë4*�W�S VLAN ID �
�Ñ�~�K�^�8�r�S�c
Æ4Š
>&�Ý�î�¸�µ�»  �Ï�î�º>'�b  VLAN ID �
�6�•�8�c8b�Œ  VLAN ID �l�b�m�~�\�Z0è/œ�b�æ���^�]�@�6
�~�r�M��

• IEEE 802.1x 1�0É�@�–�¿�î�È�Ý�[�
�§�î�Â�?�}�b�M�m�Z�b�_���@�w� �b���œ�
�Ï�î�º�c1�0É�‹�

�æ���K�S  VLAN �_4Ä*(�I�€�r�M��

• IEEE 802.1x �Ï�î�º�[�Ð�Ý�³  �Í�«�º  �Ô�î�»�@�–�¿�î�È�Ý�b���œ�
�M�m�Z�b�Í�«�º�c�q�6�_1�0É
�I�€�S�Í�«�º�\� �L  VLAN >&RADIUS �§�î�Â�_�|�~�æ��>'�_4Ä*(�I�€�r�M��

• �Ï�î�º�V�[  IEEE 802.1x 1�0É�>�|�g�Ï�î�º  �­�Ÿ�×�Ü�¸�•�@�–�¿�î�È�Ý�b���œ�
�Ï�î�º�c  
RADIUS �§�î�Â�_�|�W�Z�m�~�\�Z�}�€�S  VLAN �_4Ä*(�I�€�r�M��

• IEEE 802.1x 1�0É�@�Ï�î�º�[�¹�•�­�î�È�Ý�b���œ�
0¿���í�s�b�”�¡�­�«  VLAN �_�`�~�r�M��  

�Ï�î�º�@�
�I�D0Á�•>& force-authorized>'�«�¸�î�º�
�I�D!“0Á�•>& force-unauthorized>'�«�¸�î�º�
!“0Á
�•�«�¸�î�º�
�r�S�c�©�Õ�µ�º�²�˜�å  �«�¸�î�º�b���œ�
�Ï�î�º�c0¿���í�s�b�”�¡�­�«  VLAN �_4Ä*(
�I�€�r�M��

IEEE 802.1x �Ï�î�º�@1�0É�I�€�
 RADIUS �§�î�Â�_�|�W�Z�m�~�\�Z�}�€�S  VLAN �_4Ä*(�I�€�•�\�

�Q�b�Ï�î�º�b�”�¡�­�«  VLAN 0¿���l�b�š�f�c�w� �_�^�~�r�O�‡��

�º�Û�å�¡  �Ï�î�º�
�²�–�¼�Ñ�µ�¡  �Ï�î�º�
�r�S�c  VLAN Membership Policy Server>&VMPS; VLAN �Ó
�å�Â�î�©�µ�É  �Ï�Ü�©�î  �§�î�Â>'�_�|�•�²�–�¼�Ñ�µ�¡  �”�¡�­�«  �Ï�î�º�m�~�\�Z�b���œ�
 VLAN �m�~
�\�Z�µ+��†�Q#Ý�K�S  IEEE 802.1x 1�0É�c�§�Ï�î�º�I�€�r�O�‡��

VLAN �m�~�\�Z�†0¿���M�•�_�c�
���b�8���†��/œ�M�•�²0[�@�6�~�r�M��

• network �Ÿ�î�á�î�»�†�Q#Ý�K�Z  AAA 0Á�•�†�–�¿�î�È�Ý�_�K�
 RADIUS �§�î�Â�?�}�b�–�å�±�î
�Ç�™�–�«0¿���†�•+��_�K�r�M��

• IEEE 802.1x 1�0É�†�–�¿�î�È�Ý�_�K�r�M>&�”�¡�­�«  �Ï�î�º�[  IEEE 802.1x 1�0É�†0¿���M�•�\�

VLAN �m�~�\�Z�µ+��c+¬�·$×�_�–�¿�î�È�Ý�_�^�~�r�M>' ��

• RADIUS �§�î�Â�_�Ë�å�²�î�[�w�b�º�å�¿�Ý  �”�º�Ü�Å�×�î�º�†�m�~�\�Z�r�M�� RADIUS �§�î�Â�c
���b�”�º�Ü�Å�×�î�º�†�«�–�µ�³�_3É�M�²0[�@�6�~�r�M��

>+ [64] Tunnel-Type = VLAN

>+ [65] Tunnel-Medium-Type = 802

>+ [81] Tunnel-Private-Group-ID = VLAN �¡�r�S�c  VLAN ID

�”�º�Ü�Å�×�î�º  [64] �c�
�Í  VLAN>&�±�–�É  13>'�[�^�E�€�d�^�~�r�O�‡���”�º�Ü�Å�×�î�º  [65] �c�

�Í 802>&�±�–�É  6>'�[�^�E�€�d�^�~�r�O�‡���”�º�Ü�Å�×�î�º  [81] �c�
 IEEE 802.1x 1�0É�Ø�î�¨�_
�m�~�\�Z�}�€�S  VLAN �¡ �r�S�c  VLAN ID �†�æ���K�r�M��

�º�å�¿�Ý  �”�º�Ü�Å�×�î�º�b�[�_�X�8�Z�c�
 ���Ë�å�²�î�[�w�b  RADIUS �”�º�Ü�Å�×�î�º�†�Q#Ý�M�•�«
�–�µ�³0¿���� >&p.8-31>' �†�g!·�K�Z�C�T�I�8��
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�Ø�î�¨�"�)  ACL �†�Q#Ý�K�S IEEE 802.1x 1�0É�b�<#Ý
�Ø�î�¨�"�)�b  Access Control List>&ACL; �”�¡�­�«�D�š�Ü�«�º>'�†�–�¿�î�È�Ý�_�K�Z�
 IEEE 802.1x 1�
0É�Ø�î�¨�_�P�K�Z$��^�•�Þ�Ë�Ý�b�¿�µ�º�á�î�¡  �”�¡�­�«�>�|�g�§�î�Å�«�†�f�j�K�r�M�� RADIUS
�§�î�Â�@  IEEE 802.1x �Ï�î�º�_�K)F�I�€�S�Ø�î�¨�†1�0É�M�•�\�
�Ø�î�¨  ID �_�ö�Y�8�Z  ACL �”�º�Ü
�Å�×�î�º�†�v�“�K�Z�«�–�µ�³�_3æ�™�K�r�M���«�–�µ�³�c�
�Ø�î�¨  �­�µ�©�Ù�å�b�‡6ë�p�
�Q�b�”�º�Ü
�Å�×�î�º�†  IEEE 802.1x �Ï�î�º�_4:#Ý�K�r�M���­�µ�©�Ù�å�@)
�¢�K�S���œ�
1�0É�@�»�K�K�S���œ�

�r�S�c�Ü�å�¡�²�˜�å"g�Â�_�^�W�S���œ�_�c�
�«�–�µ�³�c�Ø�î�¨�"�)�b  ACL �†�P7V�K�r�M���«�–�µ
�³�c�
 RADIUS �æ���b  ACL �†��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�_�–�Ñ�K�r�O�‡���Ï�î�º�@!“0Á�•�b��
�œ�
�«�–�µ�³�c�Q�b�Ï�î�º�?�}  ACL �†�P7V�K�r�M��

� �L�«�–�µ�³�V�[�
�Ý�î�±  ACL �b0¿���>�|�g�Ï�î�º  ACL �b
°�Š�†/œ�:�G�\�@�[�A�r�M���S�T�K�

�Ï�î�º  ACL �c�Ý�î�±  ACL �|�~�v
ƒ
›�I�€�r�M�� 
°�Š�í�s�b�Ï�î�º  ACL �†  VLAN �_�“�M�•�–�å�±�î
�Ç�™�–�«�_4:#Ý�M�•���œ�
�Ï�î�º  ACL �c  VLAN �–�å�±�î�Ç�™�–�«�_4:#Ý�M�•
°�Š�í�s�b�Ý�î�±
ACL �|�~�v
ƒ
›�I�€�r�M���Ï�î�º  ACL �@4:#Ý�I�€�S�Ï�î�º�V�[�w�™�K�S%T�™�Ã�£�µ�º�c�
�Ï�î�º
ACL �_�|�W�Z�Ç�•�Ý�±�Ü�å�¢�I�€�r�M���Q�b�Ú�b�Ï�î�º�_%T�™�K�S�Ý�î�¸�µ�»  �Ã�£�µ�º�c�
�Ý�î
�±  ACL �_�|�W�Z�Ç�•�Ý�±�Ü�å�¢�I�€�r�M��$Î�™�M�•�Ý�î�¸�µ�»  �Ã�£�µ�º�c�
�Ý�î�±  ACL �_�|�W�Z
�Ç�•�Ý�±�Ü�å�¢�I�€�r�M��0¿���b%©%*�†�G4J�M�•�_�c�
 RADIUS �§�î�Â�_�–�Ñ�M�•�Ø�î�¨  �É�ß�Ç�“
�–�Ý�†�Å5��_0£#ì�M�•�²0[�@�6�~�r�M��

RADIUS �c�
�Ë�å�²�î�[�w�b�”�º�Ü�Å�×�î�º�^�]�b�Ø�î�¨�"�)�”�º�Ü�Å�×�î�º�†�§�Ï�î�º�K�r�M��
�G�€�}�b�Ë�å�²�î�[�w�b�”�º�Ü�Å�×�î�º>& VSA>'�c�
�œ�¡�̧ �µ�º  �«�º�Ü�å�¢�g�'�[�
1�0É�É�ß�­�«
�p�_�«�–�µ�³�_�û�I�€�r�M���Ø�î�¨�"�)  ACL �_�Q#Ý�I�€�•  VSA �c�

°�Š�‰�¥�[�c inacl#< n> �[�

���Š�‰�¥�[�c outacl#< n> �[�M�� MAC ACL �c�

°�Š�‰�¥�[�b�s�§�Ï�î�º�I�€�r�M���«�–�µ�³�c�

°
�Š�‰�¥�[�b�s  VSA �†�§�Ï�î�º�K�r�M�� �G�b�«�–�µ�³�[�c�
 �Þ�–�Ö  2 �Ï�î�º�[���Š�‰�¥�b�Ï�î�º  ACL
�c�§�Ï�î�º�I�€�r�O�‡��0ò(ý�c�
 '¨ 31 'v�� ACL �_�|�•�¿�µ�º�á�î�¡  �­�Ÿ�×�Ü�¸�•�b0¿���� �†�g!·
�K�Z�C�T�I�8��

�Ñ�G ACL �S�e�g�'�b�s�†�Q#Ý�K�Z�
 RADIUS �§�î�Â�_�–�Ñ�M�•�Ø�î�¨�"�)�b0¿���†��*O�K�r�M��
RADIUS �§�î�Â�?�}��*O�@�û�I�€�•�\�
�Ñ�G�è�¡0d�N�†�Q#Ý�K�Z�8�B�I�€�r�M���S�T�K�
 Filter-Id
�”�º�Ü�Å�×�î�º�†�Q#Ý�M�•���œ�
�† =  ACL �†&g�M�G�\�@�[�A�r�M��

Filter-Id �”�º�Ü�Å�×�î�º�†�Q#Ý�K�Z�
�M�[�_�«�–�µ�³�_0¿���I�€�Z�8�•%T�™�r�S�c$Î�™  ACL �†�æ��
�[�A�r�M���”�º�Ü�Å�×�î�º�_�c�
 ACL $��•�\�
�Q�b�‹�•�_
°�Š�Ç�•�Ý�±�Ü�å�¢�
���Š�Ç�•�Ý�±�Ü�å
�¢�†&g�M .in �r�S�c  .out �@�µ�r�€�Z�8�r�M�� RADIUS �§�î�Â�@ .in �r�S�c .out �S�e�†0Á�•�K�^�8���œ�

�”�¡�­�«  �Ü�«�º�c�¹�Ç�›�Ý�º�[$Î�™  ACL �_4:#Ý�I�€�r�M���«�–�µ�³�[�b  Cisco IOS �b�”�¡�­�«  �Ü
�«�º�_6õ�M�•�§�Ï�î�º�@�D7H�I�€�Z�8�•�S�u�
 Filter-ID �”�º�Ü�Å�×�î�º�c  1 >|  199 �>�|�g  1300 >|
2699 �b  IP ACL>&IP �† =  ACL �>�|�g  IP �Ñ�G ACL>'�_�P�K�Z�b�s�§�Ï�î�º�I�€�r�M��

1 �Ï�î�º�@�§�Ï�î�º�M�•  IEEE 802.1x 1�0É�Ø�î�¨�c  1 �Ø�î�¨�b�s�[�M���Ð�Ý�³  �Í�«�º  �Ô�î�»�@�Ï�î
�º�[�–�¿�î�È�Ý�b���œ�
�Ø�î�¨�"�)  ACL �”�º�Ü�Å�×�î�º�c6õ4��Ï�î�º�[�¹�•�­�î�È�Ý�[�M��

�Ø�î�¨�"�)  ACL �b�q�±�§�–�¬�c  4000 ASCII �e�Ð�[�M�@�
 RADIUS �§�î�Â�b�Ø�î�¨�"�)  ACL �b�q�±
�§�–�¬�_�|�W�Z�D7H�I�€�r�M��

�Ë�å�²�î�[�w�b�”�º�Ü�Å�×�î�º�b�[�_�X�8�Z�c�
 ���Ë�å�²�î�[�w�b  RADIUS �”�º�Ü�Å�×�î�º�†�Q#Ý
�M�•�«�–�µ�³0¿���� >&p.8-31>' �†�g!·�K�Z�C�T�I�8�� ACL �b0¿���b0ò(ý�_�X�8�Z�c�
 '¨ 31 'v�� ACL
�_�|�•�¿�µ�º�á�î�¡  �­�Ÿ�×�Ü�¸�•�b0¿���� �†�g!·�K�Z�C�T�I�8��

�Ø�î�¨�"�)�b  ACL �†0¿���M�•�_�c�
���b�8���†��/œ�M�•�²0[�@�6�~�r�M��

• AAA 1�0É�†�–�¿�î�È�Ý�_�K�r�M��

• network �Ÿ�î�á�î�»�†�Q#Ý�K�Z  AAA 0Á�•�†�–�¿�î�È�Ý�_�K�
 RADIUS �§�î�Â�?�}�b�–�å�±�î
�Ç�™�–�«0¿���†�•+��_�K�r�M��

• IEEE 802.1x 1�0É�†�–�¿�î�È�Ý�_�K�r�M��

• RADIUS �§�î�Â�_�Ø�î�¨  �É�ß�Ç�“�–�Ý�\  VSA �†0¿���K�r�M��

• �©�å�¢�Ý  �Í�«�º  �Ô�î�»�b  IEEE 802.1x �Ï�î�º�†0¿���K�r�M��
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�¤�«�º  VLAN �†�Q#Ý�K�S IEEE 802.1x 1�0É�b�<#Ý
�«�–�µ�³�V�b�›  IEEE 802.1x �Ï�î�º�_�¤�«�º  VLAN �†0¿���K�
�¡�Û�–�”�å�º�_�P�K�Z7H��$×�^�§�î
�Å�«�†�f�j�[�A�r�M>& IEEE 802.1x �¡�Û�–�”�å�º�b�²�˜�å�ß�î�»�^�]>'���G�€�}�b�¡�Û�–�”�å�º�c
IEEE 802.1x 1�0É#Ý�_�©�«�¸�Ò�†�”�µ�É�¢�Þ�î�»�[�A�•���œ�@�6�~�r�M�@�
�M4Š�b�Í�«�º>& Windows
98 �©�«�¸�Ò�^�]>'�c  IEEE 802.1x �P�Â�[�c�6�~�r�O�‡��

�«�–�µ�³�@  EAP Request/Identity �Ç�Þ�î�Ò�_�P�M�•�Â'Å�†�w�™�K�Z�8�^�8���œ�
�r�S�c  EAPOL �Ã
�£�µ�º�@�¡�Û�–�”�å�º�_�|�W�Z3æ�™�I�€�^�8���œ�_�
 IEEE 802.1x �Ï�î�º�V�[�¤�«�º  VLAN �†�–
�¿�î�È�Ý�_�M�•�\�
�«�–�µ�³�c�¡�Û�–�”�å�º�_�¤�«�º  VLAN �†�m�~�\�Z�r�M��

Cisco IOS RELEASE 12.2(25)SE �è7F�[�c�
�«�–�µ�³�c  EAPOL �Ã�£�µ�º�š�T�†)T�â�K�r�M�� EAPOL
�Ã�£�µ�º�@�Ü�å�¡�b�Ñ)F�ì6ë�p�_�–�å�±�î�Ç�™�–�«�[�è���I�€�S���œ�
�«�–�µ�³�c�Q�b�–�å�±�î
�Ç�™�–�«�_�K)F�I�€�Z�8�•�¹�Â�–�«�@  IEEE 802.1x �P�Â�b�v�b�[�6�•�\�8�•�K�r�M���–�å�±�î�Ç�™
�–�«�c�¤�«�º  VLAN �«�¸�î�º�_�c�^�~�r�O�‡���–�å�±�î�Ç�™�–�«�b�Ü�å�¡  �«�¸�î�±�«�@�²�˜�å�K
�S���œ�
 EAPOL �š�T�c�¡�Ü�”�I�€�r�M�� EAPOL �Ã�£�µ�º�@�–�å�±�î�Ç�™�–�«�[�è���I�€�^�8���œ�

�Q�b�–�å�±�î�Ç�™�–�«�c�¤�«�º  VLAN �b�«�¸�î�º�_�^�~�r�M��

Cisco IOS Release 12.2(25)SE �|�~�S�b�Ü�Ü�î�«�[�c�
�«�–�µ�³�c  EAPOL �Ã�£�µ�º�š�T�†)T�â�O�N
�_�
�–�å�±�î�Ç�™�–�«�[  EAPOL �Ã�£�µ�º�@�è���I�€�Z�8�•�?�]�:�?�_�?�?�ƒ�}�N�
�¤�«�º  VLAN
�l�b1�0É�”�¡�­�«�_�»�K�K�S�¡�Û�–�”�å�º�†0Á�•�K�r�K�S�� dot1x guest-vlan supplicant �¢�ß�î�Â�Ý
�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�Z�G�b�œ�É�©�Ù�å�µ+��†�–�¿�î�È�Ý�_�[�A�r�M���S�T
�K�
 Cisco IOS Release 12.2(25)SEE �[�c�
 dot1x guest-vlan supplicant �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å  �¥�Ð�å�»�c�§�Ï�î�º�I�€�Z�8�r�O�‡���D7H�Ü�A  VLAN �†�Q#Ý�K�Z�¿�µ�º�á�î�¡  �”�¡�­�«�b
1�0É�_�»�K�K�S�¡�Û�–�”�å�º�†0Á�•�M�•�_�c�
 dot1x auth-fail vlan vlan-id �–�å�±�î�Ç�™�–�«  �¥�å
�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†
°�Š�K�r�M��

Cisco IOS Release 12.2(25)SEE �è7F�[�c�
�Ü�å�¡�b�Ñ)F�ì6ë�p�_�¹�Â�–�«�@  EAPOL �Ã�£�µ�º�†3æ�™
�K�S���œ�
�«�–�µ�³�c  �¤�«�º  VLAN �l�b1�0É�”�¡�­�«�_�»�K�K�S�¡�Û�–�”�å�º�†0Á�•�K�r�O�‡��

>&�@>' �–�å�±�î�Ç�™�–�«�@�¤�«�º  VLAN �_�š�ƒ�W�Z�?�}  EAPOL �Ã�£�µ�º�@�è���I�€�S���œ�
!“0Á�•�«
�¸�î�º�_�`�W�Z  802.1x 1�0É�†
Ì2s�·�K�r�M��

�«�–�µ�³  �Ï�î�º�@�¤�«�º  VLAN �_�š�ƒ�•�\�
 IEEE 802.1x 8��P�Â�¡�Û�–�”�å�º�c�M�m�Z�”�¡�­�«�†
0Á�•�I�€�r�M���¤�«�º  VLAN �@0¿���I�€�Z�8�•�Ï�î�º�_  IEEE 802.1x �P�Â�¡�Û�–�”�å�º�@�•
°�M�•
�\�
 �Ï�î�º�c�
 �Ø�î�¨0¿���_�|�•�”�¡�­�«  VLAN �[!“0Á�•�«�¸�î�º�_�^�~�
 1�0É�@
Ì2s�·�I�€�r�M��

�¤�«�º  VLAN �c�
 IEEE 802.1x �Ï�î�º�V�[�©�å�¢�Ý  �Í�«�º  �Ô�î�»�r�S�c�Ð�Ý�³  �Í�«�º  �Ô�î�»�[�§
�Ï�î�º�I�€�Z�8�r�M��

RSPAN VLAN�
�É�Û�–�Ë�î�º  VLAN�
8b�Œ VLAN �†7V�8�Z�
�”�¡�¸�•�È  VLAN �†  IEEE 802.1x �¤
�«�º  VLAN �\�K�Z0¿���[�A�r�M���¤�«�º  VLAN �µ+��c�

Æ4Š  VLAN>&�Ý�î�¸�µ�»  �Ï�î�º>'�r�S�c
�º�Û�å�¡  �Ï�î�º�[�c�§�Ï�î�º�I�€�Z�8�r�O�‡���”�¡�­�«  �Ï�î�º�V�[�b�s�§�Ï�î�º�I�€�r�M��

Cisco IOS Release 12.2(25)SEE �è7F�b�Ü�Ü�î�«�[�c�
�«�–�µ�³�@�
 MAC 1�0É�Â�–�Ã�«  �†�§�Ï�î�º�K
�Z�8�r�M�� MAC 1�0É�Â�–�Ã�«�@  IEEE 802.1x �Ï�î�º�[�–�¿�î�È�Ý�b���œ�
�«�–�µ�³�c�
 IEEE 802.1x
1�0É�b�±�–�Ò�”�˜�º�ì�_  EAPOL �Ó�µ�­�î�ª�º�n�†�…�µ�K�Z�8�•6ë�
�¡�Û�–�”�å�º  MAC �”�»�Þ�«
�_�ö�Y�8�Z�¡�Û�–�”�å�º�†0Á�•�[�A�r�M�� IEEE 802.1x �Ï�î�º�[�¡�Û�–�”�å�º�†�è���K�S�6�\�
�«
�–�µ�³�c�¡�Û�–�”�å�º�?�}�b�–�î�§�¿�µ�º  �Ã�£�µ�º�†�…�U�r�M���«�–�µ�³�c MAC �”�»�Þ�«�_�ö�Y
�8�Z�
�Ø�î�¨�¡�\�Ã�«�á�î�»�\
¹�_  RADIUS �”�¡�­�« / 0[�Ó�Ç�Þ�î�Ò�†1�0É�§�î�Â�_3æ�™�K�r�M��
1�0É�_�B�Œ�K�S���œ�
�«�–�µ�³�c�¡�Û�–�”�å�º�_�¿�µ�º�á�î�¡�l�b�”�¡�­�«�†0Á�•�K�r�M��1�0É�_
�»�K�K�S���œ�
�¤�«�º  VLAN �@�æ���I�€�Z�8�€�d�
�«�–�µ�³�c�Ï�î�º�†�¤�«�º  VLAN �_�m�~�\�Z
�r�M��0ò(ý�_�X�8�Z�c�
 �� MAC 1�0É�Â�–�Ã�«�†�Q#Ý�K�S  IEEE 802.1x 1�0É�b�<#Ý��>&p.9-17>' �†�g!·
�K�Z�C�T�I�8��
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0ò(ý�_�X�8�Z�c�
 ���¤�«�º  VLAN �b0¿���� >&p.9-31>' �†�g!·�K�Z�C�T�I�8��

�D7H�Ü�A VLAN �_�|�•  IEEE 802.1x 1�0É�b�<#Ý
�¤�«�º  VLAN �_�”�¡�­�«�[�A�^�8�¡�Û�–�”�å�º�¥�E�_�
7H���I�€�S�§�î�Å�«�†�f�j�M�•�S�u�_�
�«
�–�µ�³�b�›  IEEE 802.1x �Ï�î�º�_�P�K�Z�D7H�Ü�A  VLAN >&1�0É�»�K  VLAN�\�ç�d�€�•�G�\�v�6�~�r
�M>'�†0¿���[�A�r�M���G�€�}�b�¡�Û�–�”�å�º�c�
1�0É�É�ß�­�«�_�»�K�K�S�S�u�Ú�b  VLAN �_�”�¡�­
�«�[�A�^�8 IEEE 802.1x �P�Â�¡�Û�–�”�å�º�[�M���D7H�Ü�A  VLAN �†�Q#Ý�M�•�\�
1�0É�§�î�Â�b�w� 
�^0É�Â�i�†�â�W�Z�8�^�8�Ø�î�¨>&3û�–�
�û���_�”�¡�­�«�M�•�Ø�î�¨>'�_�
�§�î�Å�«�†�D7H�K�S�”�¡
�­�«�†�f�j�[�A�r�M��'ö#.*…�c  �D7H�Ü�A VLAN �b�§�î�Å�«�†�D�š�[�A�r�M��

>&�@>' �g�‰�b�±�–�É�b�Ø�î�¨�_� �L�§�î�Å�«�†�f�j�M�•���œ�
�¤�«�º  VLAN �\�D7H�Ü�A  VLAN �b�g�‰�†
� �L�_0¿���[�A�r�M��

�G�b�µ+��@�^�8�\�
�¡�Û�–�”�å�º�c1�0É�»�K�†�Ì42�_)Þ�~3É�M�G�\�_�^�•�S�u�
�«�–�µ�³  �Ï�î�º�@
�«�Ã�½�å�¢�¶�Ü�î�b�È�ß�µ�Ÿ�å�¢  �«�¸�î�º�?�}�š�ƒ�•�G�\�@�[�A�^�C�^�~�r�M���D7H�Ü�A  VLAN
�b�µ+��†�Q#Ý�M�•�G�\�[�
�¡�Û�–�”�å�º�b1�0É0è/œ�G�X�†�æ���K>&�¹�Ç�›�Ý�º�Í�c  3 �G>'�
�M���G
�X�‹�_�«�–�µ�³  �Ï�î�º�†�D7H�Ü�A  VLAN �b"g�Â�_&ã/œ�I�O�•�G�\�@�[�A�r�M��

1�0É�§�î�Â�c�¡�Û�–�”�å�º�b1�0É0è/œ�G�X�†�•�˜�å�º�K�r�M���G�b�•�˜�å�º�@0¿���K�S1�0É0è/œ�G
�X�†2x�<�•�\�
�Ï�î�º�@�D7H�Ü�A  VLAN �b"g�Â�_�š�ƒ�~�r�M���»�K�K�S0è/œ�G�X�c�
 RADIUS �§�î
�Â�@ EAP failure �[�Â'Å�K�S�\�A�x�
 EAP �Ã�£�µ�º�^�K�b'5�b�Â'Å�†3É�K�S�\�A�?�}�•�˜�å�º�I�€
�r�M���Ï�î�º�@�D7H�Ü�A  VLAN �_�š�ƒ�W�S�}�
�G�b�•�˜�å�º�X�c�Ü�­�µ�º�I�€�r�M��

1�0É�_�»�K�K�S�Ø�î�¨�b  VLAN �c�
�v�:�M�Ø1�0É�†��/œ�M�•�r�[�D7H�I�€�S"g�Â�@)F�A�r�M���D7H
�Ü�A VLAN 
Æ�b�Ï�î�º�c0¿���I�€�S6ë7x�_�‘�W�Z
Ì1�0É�†0è�s�r�M>&�¹�Ç�›�Ý�º�c  60 &Ê>'��
Ì1�0É
�_�»�K�K�Z�8�•6ë�c�
�Ï�î�º�b  VLAN �c�D7H�I�€�S"g�Â�@)F�A�r�M��
Ì1�0É�_�B�Œ�K�S���œ�
�Ï�î
�º�c0¿���I�€�S  VLAN �v�K�C�c  RADIUS �§�î�Â�_�|�W�Z3æ�™�I�€�S  VLAN �_&ã/œ�K�r�M��
Ì1�0É
�c�¹�•�­�î�È�Ý�_�M�•�G�\�v�[�A�r�M�@�
�¹�•�­�î�È�Ý�_�M�•�\�
 link down �r�S�c  EAP logoff �–�Ë
�å�º�†�w�™�K�^�8�?�B�~�
�Ï�î�º�b1�0É�É�ß�­�«�†
Ì2s�·�[�A�r�O�‡���¡�Û�–�”�å�º�@�Á�È�†�Ó�K
�Z�K)F�K�Z�8�•���œ�

Ì1�0É�µ+��c�–�¿�î�È�Ý�_�K�Z�>�C�G�\�†�N�á�K�r�M���¡�Û�–�”�å�º�b�K)F
�†�Á�È�?�}�)�~7³�M�\�
�Ï�î�º�_  link down �x  EAP logoff �–�Ë�å�º�@3æ�™�I�€�^�8���œ�@�6�~�r�M��

�Ï�î�º�@�D7H�Ü�A  VLAN �_&ã/œ�M�•�\�
 EAP �B�Œ�b�����Ó�µ�­�î�ª�@�¡�Û�–�”�å�º�_3æ�™�I�€�r
�M���G�b�Ó�µ�­�î�ª�_�|�W�Z�
)Þ�~3É�K��/œ�K�Z�8�•
Ì1�0É�†�õ�F�I�O�•�G�\�@�[�A�r�M���¡�Û�–
�”�å�º�_�|�W�Z�c>& Windows XP �@'�
>�K�Z�8�•�¹�Â�–�«�^�]>' �
 EAP �^�K�[  DHCP �†��/æ�[�A�r
�O�‡��

�D7H�Ü�A VLAN �c�
�Þ�–�Ö  2 �Ï�î�º�_�6�•  IEEE 802.1x �Ï�î�º�V�[�©�å�¢�Ý  �Í�«�º  �Ô�î�»�b���œ
�b�s�§�Ï�î�º�I�€�r�M��

RSPAN VLAN�
�É�Û�–�Ð�Ü  �É�Û�–�Ë�î�º  VLAN �
8b�Œ  VLAN �†7V�8�Z�
�”�¡�¸�•�È  VLAN �†  IEEE
802.1x �D7H�Ü�A VLAN �\�K�Z0¿���[�A�r�M�� �D7H�Ü�A VLAN �µ+��c�
 
Æ4Š VLAN>&�Ý�î�¸�µ�»  �Ï�î
�º>'�r�S�c�º�Û�å�¡  �Ï�î�º�[�c�§�Ï�î�º�I�€�Z�8�r�O�‡���”�¡�­�«  �Ï�î�º�V�[�b�s�§�Ï�î�º�I�€
�r�M��

�G�b�µ+��c�Ï�î�º  �­�Ÿ�×�Ü�¸�•�\4��·�K�r�M���Ï�î�º�@1�0É�I�€�•�\�
�M�D�_  MAC �”�»�Þ�«�@
�Ï�î�º  �­�Ÿ�×�Ü�¸�•�_�f�j�I�€�r�M���Ï�î�º  �­�Ÿ�×�Ü�¸�•�@�Q�b  MAC �”�»�Þ�«�†0Á�•�K�^�8��
�œ�
�r�S�c�­�Ÿ�×�”  �”�»�Þ�«  �•�˜�å�º�@�q�±�X�_4)�K�Z�8�•�� �œ�
�Ï � î�º�c!“0Á�•�_�^�~�

errordisable �«�¸�î�º�_&ã/œ�K�r�M��
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�²�–�¼�Ñ�µ�¡  Address Resolution Protocol>&ARP; �”�»�Þ�«0Ž�ô�É�ß�º�¥�Ý>'�è���
 DHCP �«�¾�î�Æ�å
�¢�
�>�|�g  IP 3æ�™
–�ž�î�»�b�|�:�^�Ú�b�Ï�î�º  �­�Ÿ�×�Ü�¸�•�µ+��c�
�D7H�Ü�A  VLAN �_�P�K�Z�¶
�9�_0¿���[�A�r�M��

0ò(ý�_�X�8�Z�c�
 ���D7H�Ü�A  VLAN �b0¿���� >&p.9-32>' �†�g!·�K�Z�C�T�I�8��

�”�¡�­�«�Y+�1�0É�Â�–�Ã�«�_�|�•  IEEE 802.1x 1�0É�b�Q#Ý
Cisco IOS Release 12.2(25)SED�è7F�[�c�
�«�–�µ�³�@0¿���I�€�S  RADIUS �§�î�Â�_�?4)�[�A�N�
�Í
�«�º�@1�0É�I�€�^�8���œ�
 �¡�Ü�¸�•�•�Ý  �Ï�î�º�_�K)F�I�€�S�Í�«�º�_�¿�µ�º�á�î�¡  �”�¡�­�«�[�A
�•�|�:�«�–�µ�³�†0¿���[�A�r�M���¡�Ü�¸�•�•�Ý  �Ï�î�º�c�
�”�¡�­�«�Y+�1�0É�Â�–�Ã�«�µ+�>& �¡�Ü
�¸�•�•�Ý1�0É �
�r�S�c  AAA�»�K�Ï�Ü�©�î �\�v�ç�d�€�r�M>'�_�P�K�Z�–�¿�î�È�Ý�_�^�W�Z�8�r�M��

�G�b�µ+��@�–�¿�î�È�Ý�b���œ�
 �«�–�µ�³�c�¡�Ü�¸�•�•�Ý  �Ï�î�º�_�K)F�I�€�S�Í�«�º�b1�0É�†/œ�:7•
�_�
 RADIUS �§�î�Â�b�«�¸�î�±�«�†&�1��K�r�M���<#Ý�•+��^�§�î�Â�@  1 �X�6�€�d�
�«�–�µ�³�c�Í�«
�º�†1�0É�[�A�r�M���S�T�K�
�M�m�Z�b  RADIUS �§�î�Â�@�<#Ý�Y�•+��^���œ�c�
�«�–�µ�³�c�Í�«�º�l
�b�¿�µ�º�á�î�¡  �”�¡�­�«�†0Á�•�K�Z�
 �Ï�î�º�†1�0É�«�¸�î�º�b"I�9�^�£�î�«�[�6�•�¡�Ü�¸�•�•�Ý1�
0É�«�¸�î�º�_�K�r�M��

�”�¡�­�«�Y+�1�0É�Â�–�Ã�«�µ+��b�·�8�c�
�Ï�î�º�b0Á�•�«�¸�î�º�_�|�~$��^�~�r�M��

• �¡�Ü�¸�•�•�Ý  �Ï�î�º�_�K)F�I�€�Z�8�•�Í�«�º�@1�0É�K�|�:�\�M�•7•�_�Ï�î�º�@!“0Á�•�[�M�m
�Z�b�§�î�Â�@�<#Ý�[�A�^�8���œ�
�«�–�µ�³�c  RADIUS 0¿���í�s  VLAN �r�S�c�Ø�î�¨�æ���b�”
�¡�­�«  VLAN �_�6�•�Ï�î�º�†�¡�Ü�¸�•�•�Ý1�0É�«�¸�î�º�_�K�r�M��

• �Ï�î�º�@0Á�•�í�s�[�

Ì1�0É�@/œ�ƒ�€�S���œ�
�«�–�µ�³�c#'�~�b  VLAN>&�¦�S�_  RADIUS �§�î
�Â�_�|�~�m�~�\�Z�}�€�S>'�[�¡�Ü�¸�•�•�Ý  �Ï�î�º�†�¡�Ü�¸�•�•�Ý1�0É�«�¸�î�º�_�K�r�M��

• 1�0É�º�n�p�_  RADIUS �§�î�Â�@�<#Ý�Y�•+��\�^�W�S���œ�
#'�~�b�º�n�c�±�–�Ò  �”�˜�º�\�^�~�

�«�–�µ�³�c���b1�0É0è/œ�b6ë�_�¡�Ü�¸�•�•�Ý  �Ï�î�º�†�¡�Ü�¸�•�•�Ý1�0É�«�¸�î�º�\�K�r�M��

�Í�«�º�†1�0É�[�A�•  RADIUS �§�î�Â�@�<#Ý�•+��^���œ�
 �¡�Ü�¸�•�•�Ý1�0É�«�¸�î�º�b�M�m�Z�b�¡�Ü
�¸�•�•�Ý  �Ï�î�º�c+¬�·$×�_
Ì1�0É�I�€�r�M��

�”�¡�­�«�Y+�1�0É�Â�–�Ã�«�c�
���b�µ+��\%&�«�_�8#Ý�K�r�M��

• �¤�«�º  VLAN �Š �”�¡�­�«�Y+�1�0É�Â�–�Ã�«�c�
�¤�«�º  VLAN �\�«�n�ö�@�6�~�r�M���¤�«�º
VLAN �@ IEEE 802.1x �Ï�î�º�[�–�¿�î�È�Ý�b���œ�
�G�b�µ+��c���b�|�:�_%&�«�_�8#Ý�K�r�M��

>+ �«�–�µ�³�@  EAP Request/Identity �Ç�Þ�î�Ò�l�b�Â'Å�†�w�™�K�^�8�\�A�
�r�S�c  EAPOL �Ã
�£�µ�º�@�¡�Û�–�”�å�º�_�|�W�Z3æ�™�I�€�^�8�\�A�_�
�a�^�C�\�v  1 �X�b  RADIUS �§�î�Â�@
�Q#Ý�[�A�€�d�
�«�–�µ�³�c�¡�Û�–�”�å�º�_�¤�«�º  VLAN �†�m�~�\�Z�r�M��

>+ �M�m�Z�b RADIUS �§�î�Â�@�Q#Ý�[�A�N�
 �¡�Û�–�”�å�º�@�¡�Ü�¸�•�•�Ý  �Ï�î�º�_�K)F�I�€�Z
�8�•���œ�
�«�–�µ�³�c�¡�Û�–�”�å�º�†1�0É�K�Z�
�¡�Ü�¸�•�•�Ý  �Ï�î�º�†  RADIUS 1�0É�í�s
VLAN �r�S�c�Ø�î�¨�æ���b�”�¡�­�«  VLAN �[�¡�Ü�¸�•�•�Ý1�0É�«�¸�î�º�_�K�r�M��

>+ �M�m�Z�b RADIUS �§�î�Â�@�Q#Ý�[�A�N�
 �¡�Û�–�”�å�º�@�¡�Ü�¸�•�•�Ý  �Ï�î�º�_�K)F�I�€�Z
�8�^�8���œ�
�¤�«�º  VLAN �@0¿���I�€�Z�8�Z�v�
�«�–�µ�³�c�¡�Û�–�”�å�º�_�¤�«�º  VLAN
�†�m�~�\�Z�}�€�r�O�‡��

>+ �M�m�Z�b RADIUS �§�î�Â�@�Q#Ý�[�A�N�
 �¡�Û�–�”�å�º�@�¡�Ü�¸�•�•�Ý  �Ï�î�º�_�K)F�I�€�Z
�8�Z�
�M�[�_�¤�«�º  VLAN �@�m�~�\�Z�}�€�Z�8�•���œ�
�«�–�µ�³�c�Q�b�Ï�î�º�†�¤�«�º
VLAN �_�–�â�K�r�M��

• �D7H�Ü�A VLAN �Š �Ï�î�º�@�M�[�_�D7H�Ü�A  VLAN �[0Á�•�I�€�Z�8�Z  RADIUS �§�î�Â�@�Q#Ý�[
�A�^�8���œ�
�«�–�µ�³�c�¡�Ü�¸�•�•�Ý  �Ï�î�º�†�D7H�Ü�A  VLAN �[�¡�Ü�¸�•�•�Ý1�0É�«�¸�î�º
�_�K�r�M��

• IEEE 802.1x �”�•�˜�å�¸�•�å�¢  �Š RADIUS �§�î�Â�@�Q#Ý�[�A�^�8���œ�
�”�•�˜�å�¸�•�å�¢�c�s
8j�†�w�E�r�O�‡��

• �É�Û�–�Ë�î�º  VLAN �Š �É�Û�–�Ë�î�º  VLAN �Í�«�º  �Ï�î�º�_�”�¡�­�«�Y+�1�0É�Â�–�Ã�«�†0¿��
�[�A�r�M���”�¡�­�«  VLAN �c�
�­�•�å�²�Ü  VLAN �[�^�E�€�d�^�~�r�O�‡��
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• 8b�ŒVLAN �Š �”�¡�­�«�Y+�1�0É�Â�–�Ã�«�c8b�Œ  VLAN �\�«�n�ö�@�6�~�r�M�@�
 RADIUS 0¿��
�í�s  VLAN �r�S�c�Ø�î�¨�æ���b�”�¡�­�«  VLAN �c�
8b�Œ  VLAN �\$��^�W�Z�8�^�E�€�d�^�~�r
�O�‡��

• Remote Switched Port Analyzer>&RSPAN>' �Š �”�¡�­�«�Y+�1�0É�Â�–�Ã�«�b  RADIUS 0¿���r�S�c
�Ø�î�¨�æ���b�”�¡�­�«  VLAN �\�K�Z  RSPAN VLAN �†�æ���K�^�8�[�C�T�I�8��

8b�Œ VLAN �Ï�î�º�†�Q#Ý�K�S  IEEE 802.1x 1�0É�b�<#Ý
8b�Œ VLAN �Ï�î�º�c"I�f�^�”�¡�­�«  �Ï�î�º�[�
���b  2 �X�b  VLAN ID �@�P�Â�Ü�E�}�€�Z�8�r�M��

• IP Phone �\�b6ë�[8b�Œ�º�Û�Ç�•�µ�¡�†��3æ�M�•  VVID �� VVID �c�
�Ï�î�º�_�K)F�I�€�S  IP Phone
�†0¿���M�•�S�u�_�Q#Ý�I�€�r�M��

• IP Phone �†3û�L�Z�
�«�–�µ�³�\�K)F�K�Z�8�•�á�î�¡�«�¸�î�©�Ù�å�\�b6ë�[�¹�î�±  �º�Û�Ç�•�µ�¡
�†��3æ�M�•  PVID�� PVID �c�
�Ï�î�º�b�¿�–�¸�•�È  VLAN �[�M��

�Ï�î�º�b0Á�•�«�¸�î�º�_�?�?�ƒ�}�N�
 IP Phone �c8b�Œ�º�Û�Ç�•�µ�¡�_�P�K�Z  VVID �†�Q#Ý�K�r�M��
�G�€�_�|�~�
 IP Phone �c  IEEE 802.1x 1�0É�\�c"‚'g�K�Z�·�8�[�A�r�M��

�©�å�¢�Ý  �Í�«�º  �Ô�î�»�[�c�
 IP Phone �T�E�@8b�Œ VLAN �[0Á�•�I�€�r�M���Ð�Ý�³  �Í�«�º  �Ô�î�»�[
�c�
�§�É�Ü�•�å�º�@  PVID �[1�0É�I�€�S�6�\�
3ã�•�b�¡�Û�–�”�å�º�@�º�Û�Ç�•�µ�¡�†8b�Œ  VLAN �V
�[3æ�™�[�A�r�M���Ð�Ý�³  �Í�«�º  �Ô�î�»�@�–�¿�î�È�Ý�b���œ�
�§�É�Ü�•�å�º1�0É�c  PVID �\  VVID �b
�g�‰�_�s8j�K�r�M��

�Ü�å�¡�@�6�•�\�A�
8b�Œ  VLAN �Ï�î�º�c�”�¡�¸�•�È�_�^�~�
 IP Phone �?�}�b�q�6�b  CDP �Ó�µ�­�î
�ª�†�w�E�v�•�\�¹�Â�–�«�b  MAC �”�»�Þ�«�@/²&g�I�€�r�M�� Cisco IP Phone �c�
�Ú�b�¹�Â�–�«�?�}�w
�E�v�W�S  CDP �Ó�µ�­�î�ª�†�Ü�Þ�î�K�r�O�‡���Q�b)��Ý�
0
�X�b  IP Phone �@%$�4�_�K)F�I�€�Z�8�•
���œ�
 �«�–�µ�³�c%$�K�K)F�I�€�Z�8�•  1 �Ž�b  IP Phone �b�s�†1�1‘�K�r�M�� 8b�Œ VLAN �Ï�î�º�[  IEEE
802.1x 1�0É�@�–�¿�î�È�Ý�b���œ�
�«�–�µ�³�c  2 �Í�µ�É�è�V7³�€�S1�1‘�I�€�^�8  IP Phone �?�}�b�Ã
�£�µ�º�†�ë� �K�r�M��

IEEE 802.1x 1�0É�†�Ï�î�º�V�[�–�¿�î�È�Ý�_�M�•�\�
8b�Œ  VLAN �\� '¼�b�µ+��†�â�X�Ï�î�º  VLAN
�c0¿���[�A�r�O�‡��

>&�@>' 8b�Œ VLAN �@0¿���I�€�
 Cisco IP Phone �@�K)F�I�€�Z�8�•�”�¡�­�«  �Ï�î�º�[  IEEE 802.1x 1�0É�†�–
�¿�î�È�Ý�_�K�S���œ�
 Cisco IP Phone �b�«�–�µ�³�l�b�K)F�@�q�±  30 &Ê6ë�»�ƒ�€�r�M��

8b�Œ VLAN �b0ò(ý�_�X�8�Z�c�
 '¨ 15 'v��8b�Œ  VLAN �b0¿���� �†�g!·�K�Z�C�T�I�8��

�Ï�î�º  �­�Ÿ�×�Ü�¸�•�†�Q#Ý�K�S  IEEE 802.1x 1�0É�b�<#Ý
�©�å�¢�Ý  �Í�«�º  �Ô�î�»�r�S�c�Ð�Ý�³  �Í�«�º  �Ô�î�»�b�]�U�}�[�v�Ï�î�º  �­�Ÿ�×�Ü�¸�•�†
��<�S
IEEE 802.1x �Ï�î�º�†0¿���[�A�r�M>& switchport port-security �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�Z�Ï�î�º�_�Ï�î�º  �­�Ÿ�×�Ü�¸�•�†0¿���M�•�²0[�@�6�~�r�M>'���Ï�î�º�[
�Ï�î�º  �­�Ÿ�×�Ü�¸�•�>�|�g  IEEE 802.1x 1�0É�†�–�¿�î�È�Ý�_0¿���M�•�\�
 IEEE 802.1x 1�0É�c�Q�b
�Ï�î�º�†1�0É�K�
�Ï�î�º  �­�Ÿ�×�Ü�¸�•�c�Q�b�¡�Û�–�”�å�º�†�µ�t�M�m�Z�b  MAC �”�»�Þ�«�_�P�M�•
�¿�µ�º�á�î�¡  �”�¡�­�«�†'ö#.�K�r�M���G�b���œ�
 IEEE 802.1x �Ï�î�º�†�Ó�K�Z�¿�µ�º�á�î�¡�l�”�¡
�­�«�[�A�•�¡�Û�–�”�å�º�b�X�\�¢�Ý�î�É�†�D7H�[�A�r�M��

���_�
 �«�–�µ�³�V�[�b  IEEE 802.1x 1�0É�\�Ï�î�º  �­�Ÿ�×�Ü�¸�•6ë�_�>�E�•%&�«6õ�€�b�[�†&g�K�r�M��
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• �¡�Û�–�”�å�º�@1�0É�I�€�
�Ï�î�º  �­�Ÿ�×�Ü�¸�•  �¸�î�È�Ý�@�8�W�e�8�_�^�W�Z�8�^�8���œ�
�¡
�Û�–�”�å�º�b  MAC �”�»�Þ�«�@�­�Ÿ�×�”  �Í�«�º�b�Ï�î�º  �­�Ÿ�×�Ü�¸�•  �Ü�«�º�_3ã�•�I�€�r�M��
3ã�•�I�€�•�\�
�Ï�î�º�@3û�–�]�>�~�”�¡�¸�•�È�_�^�~�r�M��

�¡�Û�–�”�å�º�@1�0É�I�€�Z�
�Ï�î�º  �­�Ÿ�×�Ü�¸�•�@�m�·�[0¿���I�€�S���œ�
�­�Ÿ�×�”  �Í�«�º
�¸�î�È�Ý
Æ�b�š�å�º�Ü�c�–0É�I�€�r�M>&�Ï�î�º  �­�Ÿ�×�Ü�¸�•�b�«�±�¸�•�µ�¡  �š�î�ª�å�¢�@�–
�¿�î�È�Ý�_�^�W�Z�8�^�8���œ>' ��

�¡�Û�–�”�å�º�@1�0É�I�€�Z�v�Ï�î�º  �­�Ÿ�×�Ü�¸�•  �¸�î�È�Ý�@�8�W�e�8�b���œ�
�­�Ÿ�×�Ü�¸�•
4*�o�@$Î#Õ�K�r�M���G�€�c�
�­�Ÿ�×�”  �Í�«�º�b�q�±�X�@�«�±�¸�•�µ�¡�_0¿���I�€�Z�8�•�?�
�r
�S�c�­�Ÿ�×�”  �Í�«�º  �¸�î�È�Ý�[�b�¡�Û�–�”�å�º�b�w� �‡7H�@�)�€�S���œ�_$Î#Õ�K�r�M���¡�Û
�–�”�å�º�b�”�»�Þ�«�b�w� �‡7H�@�)�€�S���œ�
�Q�b�¡�Û�–�”�å�º�b�­�Ÿ�×�”  �Í�«�º  �¸�î�È�Ý

Æ�[�b�š�å�º�Ü�c�Ú�b�Í�«�º�_�v�W�Z�æ�ƒ�}�€�r�M��

�q�6�_1�0É�I�€�S�Í�«�º�@�N�I�[�­�Ÿ�×�Ü�¸�•4*�o�@$Î#Õ�M�•�\�
�Ï�î�º�c  error-disabled �«
�¸�î�º�_�^�~�
�S�T�U�_�©�Õ�µ�º�²�˜�å�K�r�M��

�­�Ÿ�×�Ü�¸�•4*�o$Î#Õ�ì�b�·�8�c�
�Ï�î�º  �­�Ÿ�×�Ü�¸�•4*�o�Ô�î�»�_�|�W�Z�ô�r�~�r�M��0ò(ý
�_�X�8�Z�c�
 ���­�Ÿ�×�Ü�¸�•4*�o�� >&p.24-10>' �†�g!·�K�Z�C�T�I�8��

• no switchport port-security mac-address mac-address �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å
�¥�Ð�å�»�†�Q#Ý�K�Z�
 �Ï�î�º  �­�Ÿ�×�Ü�¸�•  �¸�î�È�Ý�?�}  IEEE 802.1x �¡�Û�–�”�å�º  �”�»�Þ�«�†
�m�·�[�P7V�M�•���œ�
 dot1x re-authenticate interface interface-id �–�¿�î�È�Ý  EXEC �¥�Ð�å�»�†�Q
#Ý�K�Z�
 IEEE 802.1x �¡�Û�–�”�å�º�†
Ì1�0É�M�•�²0[�@�6�~�r�M��

• IEEE 802.1x �¡�Û�–�”�å�º�@�ß�¢�œ�Ç�M�•�\�
�Ï�î�º�@�•1�0É�«�¸�î�º�_�š�f�I�€�
�¡�Û�–�”�å
�º�b�š�å�º�Ü�†�µ�t�­�Ÿ�×�”  �Í�«�º  �¸�î�È�Ý
Æ�b�²�–�¼�Ñ�µ�¡  �š�å�º�Ü�@�M�m�Z�¡�Ü�”�I�€
�r�M���G�G�[3û�–�b1�0É�@��/œ�I�€�r�M��

• �Ï�î�º�@'ö#.�V�b�©�Õ�µ�º�²�˜�å"g�Â�_�^�•�\�
�Ï�î�º�c�•1�0É�«�¸�î�º�_�^�~�
�²�–�¼�Ñ�µ
�¡  �š�å�º�Ü�c�M�m�Z�­�Ÿ�×�”  �Í�«�º  �¸�î�È�Ý�?�}�P7V�I�€�r�M��

• �©�å�¢�Ý  �Í�«�º  �Ô�î�»�r�S�c�Ð�Ý�³  �Í�«�º  �Ô�î�»�b�8�N�€�b���œ�[�v�
 IEEE 802.1x �Ï�î�º�V
�[�Ï�î�º  �­�Ÿ�×�Ü�¸�•�\8b�Œ  VLAN �†� �ì�_0¿���[�A�r�M���Ï�î�º  �­�Ÿ�×�Ü�¸�•�c�
 Voice
VLAN Identifier>&VVID >'�>�|�g  Port VLAN Identifier>&PVID>'�b�g�‰�_4:#Ý�I�€�r�M��

�«�–�µ�³�V�[�Ï�î�º  �­�Ÿ�×�Ü�¸�•�†�–�¿�î�È�Ý�_�M�•�m8p�_�X�8�Z�c�
 ���Ï�î�º  �­�Ÿ�×�Ü�¸�•�b0¿
���� >&p.24-9>' �†�g!·�K�Z�C�T�I�8��

WoL �µ+��†�Q#Ý�K�S  IEEE 802.1x 1�0É�b�<#Ý
IEEE 802.1x 1�0É�b  Wake-on-LAN>&WoL>'�µ+��†�Q#Ý�M�•�\�
�«�–�µ�³�_ �Ð�ª�µ�¡  �Ã�£�µ�º �\�ç�d
�€�•"I���b�–�î�§�¿�µ�º  �Ç�Þ�î�Ò�†�w�™�I�O�Z�
���F"g�Â�b  PC �†2s�·�I�O�•�G�\�@�[�A�r�M���G
�b�µ+��c�
 'ö#.*…�@���F"g�Â�b�©�«�¸�Ò�l�K)F�K�^�E�€�d�^�}�^�8���œ�_�z'g�U�r�M�� �G�b�µ+��c�

IEEE 802.1x �† =�[�c�
 �"�M�‰�¥�D�š�Ï�î�º �\�K�Z%±�}�€�Z�8�r�M��

WoL �†�Q#Ý�M�•�Í�«�º�@  IEEE 802.1x �Ï�î�º�†3û�L�Z�K)F�I�€�
�Í�«�º�b7Á ;�@�œ�Ç�_�^�•�\�

IEEE 802.1x �Ï�î�º�c!“0Á�•�_�^�~�r�M�� !“0Á�•�_�^�W�S�Ï�î�º�c  EAPOL �Ã�£�µ�º�K�?3æ�w�™�[�A
�^�8�S�u�
 WoL �Ð�ª�µ�¡  �Ã�£�µ�º�c�Í�«�º�_�†�A�r�O�‡���I�}�_  PC �@���F"g�Â�_�^�•�\�
 PC �@
1�0É�I�€�^�C�^�•�S�u�
�«�–�µ�³  �Ï�î�º�c6â�L�S�r�r�_�^�~�r�M��

�«�–�µ�³�@  WoL �µ+��†�w� �_�K�S  IEEE 802.1x 1�0É�†�Q#Ý�K�Z�8�•���œ�
�«�–�µ�³�c�Ð�ª�µ�¡  �Ã
�£�µ�º�†�µ�t�º�Û�Ç�•�µ�¡�†!“0Á�•�b  IEEE 802.1x �Ï�î�º�_3?3æ�K�r�M���Ï�î�º�@!“0Á�•�b6ë�
�«
�–�µ�³�c  EAPOL �Ã�£�µ�º�è�¥�b
°�Š�º�Û�Ç�•�µ�¡�†�È�ß�µ�¡�K)F�E�r�M���Í�«�º�c�Ã�£�µ�º�†�w
�™�[�A�r�M�@�
�Ã�£�µ�º�†�¿�µ�º�á�î�¡
Æ�_�6�•�Ú�b�¹�Â�–�«�_3æ�™�[�A�r�O�‡��

>&�@>' PortFast �@�Ï�î�º�[�–�¿�î�È�Ý�_�^�W�Z�8�^�8�\�
�Q�b�Ï�î�º�c�I�D$×�_�n�‰�¥�«�¸�î�º�_�^�~�r
�M��
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dot1x control-direction in �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�Z�Ï�î�º�†
�"�M�‰�¥�_0¿���M�•�\�
�Q�b�Ï�î�º�c�«�Ã�½�å�¢�¶�Ü�î  �Ç�›�á�î�¹�•�å�¢  �«�¸�î�º�_�š�ƒ�~�r�M��
�Ï�î�º�c�Ã�£�µ�º�†�Í�«�º�_3æ�™�[�A�r�M�@�
�Í�«�º�?�}�Ã�£�µ�º�†�w�™�[�A�r�O�‡��

dot1x control-direction both �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�Z�Ï�î�º
�†�n�‰�¥�_0¿���M�•�\�
�Q�b�Ï�î�º�b�”�¡�­�«�@�n�‰�¥�[�D�š�I�€�r�M���Ï�î�º�c�
�Í�«�º�\�b6ë
�[�Ã�£�µ�º�†3æ�w�™�K�r�O�‡��

MAC 1�0É�Â�–�Ã�«�†�Q#Ý�K�S  IEEE 802.1x 1�0É�b�<#Ý
MAC 1�0É�Â�–�Ã�«�µ+��†�Q#Ý�K�
�¡�Û�–�”�å�º  MAC �”�»�Þ�«>& �W9-2 �g!·>'�_�ö�Y�8�Z�¡�Û�–�”
�å�º�†0Á�•�M�•�|�:�_�«�–�µ�³�†0¿���[�A�r�M���S�\�<�d�
�É�Ü�å�±�^�]�b�¹�Â�–�«�_�K)F�I�€�S
IEEE 802.1x �Ï�î�º�[�G�b�µ+��†�–�¿�î�È�Ý�_�[�A�r�M��

�¡�Û�–�”�å�º�?�}�b  EAPOL �Â'Å�b�…�µ�p�_  IEEE 802.1x 1�0É�@�±�–�Ò�”�˜�º�K�S���œ�
�«�–�µ�³
�c  MAC 1�0É�Â�–�Ã�«�†�Q#Ý�K�Z�¡�Û�–�”�å�º�†0Á�•�K�|�:�\�K�r�M��

MAC 1�0É�Â�–�Ã�«�µ+��@  IEEE 802.1x �Ï�î�º�[�–�¿�î�È�Ý�b���œ�
�«�–�µ�³�c�¡�Û�–�”�å�º  ID �\
�K�Z  MAC �”�»�Þ�«�†�Q#Ý�K�r�M��1�0É�§�î�Â�_�c�
�¿�µ�º�á�î�¡  �”�¡�­�«�†0Á�•�I�€�S�¡�Û�–�”
�å�º  MAC �”�»�Þ�«�b�¹�î�±�Ë�î�«�@�6�~�r�M�� IEEE 802.1x �Ï�î�º�[�¡�Û�–�”�å�º�†�è���K�S�6
�\�
�«�–�µ�³�c�¡�Û�–�”�å�º�?�}�–�î�§�¿�µ�º  �Ã�£�µ�º�†�…�U�r�M���«�–�µ�³�c  MAC �”�»�Þ�«�_
�ö�Y�8�Z�
�Ø�î�¨�¡�\�Ã�«�á�î�»�\
¹�_  RADIUS �”�¡�­�« / 0[�Ó�Ç�Þ�î�Ò�†1�0É�§�î�Â�_3æ�™�K�r
�M��1�0É�_�B�Œ�K�S���œ�
�«�–�µ�³�c�¡�Û�–�”�å�º�_�¿�µ�º�á�î�¡�l�b�”�¡�­�«�†0Á�•�K�r�M��0Á
�•�@�»�K�K�S���œ�
�¤�«�º  VLAN �@0¿���I�€�Z�8�€�d�
�«�–�µ�³�c�Ï�î�º�†�¤�«�º  VLAN �_�m�~
�\�Z�r�M��

�Ü�å�¡�b�Ñ)F�ì6ë�p�_�–�å�±�î�Ç�™�–�«�[  EAPOL �Ã�£�µ�º�@�è���I�€�S���œ�
�«�–�µ�³�c�Q�b�–
�å�±�î�Ç�™�–�«�_�K)F�I�€�Z�8�•�¹�Â�–�«�@  IEEE 802.1x �P�Â�§�É�Ü�•�å�º�[�6�•�\�8�•�K�
�–�å
�±�î�Ç�™�–�«�†0Á�•�M�•�S�u�_>& MAC 1�0É�Â�–�Ã�«�[�c�^�C>' IEEE 802.1x 1�0É�†�Q#Ý�K�r�M���–
�å�±�î�Ç�™�–�«�b�Ü�å�¡  �«�¸�î�±�«�@�²�˜�å�K�S���œ�
 EAPOL �š�T�c�¡�Ü�”�I�€�r�M��

�«�–�µ�³�@�M�[�_  MAC 1�0É�Â�–�Ã�«�†�Q#Ý�K�Z�Ï�î�º�†0Á�•�K�
 IEEE 802.1x �§�É�Ü�•�å�º�†�è��
�K�Z�8�•���œ�
�«�–�µ�³�c�Ï�î�º�_�K)F�I�€�Z�8�•�¡�Û�–�”�å�º�†0Á�•�K�r�M��
Ì1�0É�@$Î#Õ�M�•
�\�A�_�
 Termination-Action RADIUS �”�º�Ü�Å�×�î�º�Í�@  DEFAULT �[�6�•�S�u�_�S�b�­�µ�©�Ù�å�@
)
�¢�K�S���œ�
�«�–�µ�³�c
ƒ
›
Ì1�0É�É�ß�­�«�\�K�Z  IEEE 802.1x 1�0É�†�Q#Ý�K�r�M��

MAC 1�0É�Â�–�Ã�«�†�Q#Ý�K�Z0Á�•�I�€�S�¡�Û�–�”�å�º�†
Ì1�0É�[�A�r�M�� 
Ì1�0É�É�ß�­�«�c�
 IEEE
802.1x �†�Q#Ý�K�Z1�0É�I�€�S�¡�Û�–�”�å�º�_�P�M�•�É�ß�­�«�\� �L�[�M��
Ì1�0É�p�c�
�Ï�î�º�c�S
�_�m�~�\�Z�}�€�S  VLAN �b�r�r�[�M��
Ì1�0É�_�B�Œ�M�•�\�
�«�–�µ�³�c�Ï�î�º�†� �L  VLAN �_�–
�â�K�r�M��
Ì1�0É�_�»�K�K�S���œ�
�¤�«�º  VLAN �@0¿���I�€�Z�8�€�d�
�«�–�µ�³�c�Ï�î�º�†�¤�«�º
VLAN �_�m�~�\�Z�r�M��


Ì1�0É�@ Session-Timeout RADIUS �”�º�Ü�Å�×�î�º>&�”�º�Ü�Å�×�î�º  [27]>'�\  Termination-Action
RADIUS �”�º�Ü�Å�×�î�º>&�”�º�Ü�Å�×�î�º  [29]>'�_�ö�Y�8�Z�>�~�
 Termination-Action RADIUS �”�º
�Ü�Å�×�î�º>&�”�º�Ü�Å�×�î�º  [29]>'�b�”�¡�©�Ù�å�@  Initialize>&�6�‡�ì>' �I�€�•���œ>&�”�º�Ü�Å�×�î
�º�Í�@  DEFALUT>'�
 MAC 1�0É�Â�–�Ã�«  �­�µ�©�Ù�å�@)
�¢�K�Z�

Ì1�0É�p�_�K)F�@�)�•�I�€�r�M��
MAC 1�0É�Â�–�Ã�«�µ+��@  IEEE 802.1x 1�0É�@�±�–�Ò�”�˜�º�K�S���œ�
�«�–�µ�³�c  MAC 1�0É�Â�–�Ã
�«�µ+��†�Q#Ý�K�Z
Ì1�0É�†6ä���K�r�M�� AV �Ì�”�b0ò(ý�_�X�8�Z�c�
 RFC 3580 �� IEEE 802.1x Remote
Authentication Dial In User Service (RADIUS) Usage Guidelines���†�g!·�K�Z�C�T�I�8��

MAC 1�0É�Â�–�Ã�«�c�
���b�µ+��\%&�«�_�8#Ý�K�r�M��

• IEEE 802.1x 1�0É �Š IEEE 802.1x 1�0É�@�Ï�î�º�[�–�¿�î�È�Ý�b���œ�_�b�s  MAC 1�0É�Â�–�Ã�«�†
�–�¿�î�È�Ý�_�[�A�r�M��

• �¤�«�º  VLAN �Š �¡�Û�–�”�å�º�b  MAC �”�»�Þ�«  ID �@!“� �^���œ�
�¤�«�º  VLAN �@0¿���I�€�Z
�8�€�d�
�«�–�µ�³�c  VLAN �_�¡�Û�–�”�å�º�†�m�~�\�Z�r�M��
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• �D7H�Ü�A VLAN �Š IEEE 802.1x �Ï�î�º�_�K)F�I�€�Z�8�•�¡�Û�–�”�å�º�@  MAC 1�0É�Â�–�Ã�«�[
1�0É�I�€�Z�8�•���œ�_�c�
�G�b�µ+��c�§�Ï�î�º�I�€�r�O�‡��

• �Ï�î�º  �­�Ÿ�×�Ü�¸�•  �Š ���Ï�î�º  �­�Ÿ�×�Ü�¸�•�†�Q#Ý�K�S  IEEE 802.1x 1�0É�b�<#Ý��>&p.9-15>'
�†�g!·�K�Z�C�T�I�8��

• 8b�Œ VLAN �Š ��8b�Œ  VLAN �Ï�î�º�†�Q#Ý�K�S  IEEE 802.1x 1�0É�b�<#Ý��>&p.9-15>' �†�g!·�K�Z
�C�T�I�8��

• VLAN Menbership Policy Server>&VMPS; VLAN �Ó�å�Â�î�©�µ�É  �Ï�Ü�©�î  �§�î�Â>'  �Š IEEE 802.1x
�>�|�g  VMPS �c%&�«�_�<�Ú$×�[�M��

• �É�Û�–�Ë�î�º  VLAN �Š �¡�Û�–�”�å�º�†�É�Û�–�Ë�î�º  VLAN �_�m�~�\�Z�}�€�r�M��

• Network Admission Control>&NAC>'�Þ�–�Ö  2 IP �è0É �Š �G�b�µ+��c�
 IEEE 802.1x �Ï�î�º�@�[�¥
�Ü�«�º
Æ�b�Í�«�º�†�µ�t  MAC 1�0É�Â�–�Ã�«�†�Q#Ý�K�Z1�0É�I�€�•�\�w� �_�^�~�r�M��

NAC �Þ�–�Ö  2 IEEE 802.1x �è0É
Cisco IOS Release 12.2(25)SED �è7F�[�c�
 �«�–�µ�³�c  NAC �Þ�–�Ö  2 IEEE 802.1x �è0É�†�§�Ï�î�º�K�r
�M���G�€�c�
�¹�Â�–�«  �¿�µ�º�á�î�¡  �”�¡�­�«�†0Á�•�M�•�S�_�
�š�å�»�Ï�–�å�º  �©�«�¸�Ò�x�¡�Û�–
�”�å�º�b�˜�–�Ý�«�P'Ç�b"g�Â�x �Â�Ã �†�³�™�µ�¡�K�r�M�� NAC �Þ�–�Ö  2 IEEE 802.1x �è0É�†�Q#Ý�M�•
�\�
�è�W�b�8���†��/œ�[�A�r�M��

• Session-Timeout RADIUS �”�º�Ü�Å�×�î�º>&�”�º�Ü�Å�×�î�º  [27]>'�\  Termination-Action RADIUS
�”�º�Ü�Å�×�î�º>&�”�º�Ü�Å�×�î�º  [29]>'�†1�0É�§�î�Â�?�}�²�˜�å�ß�î�»�K�r�M��

• Session-Timeout RADIUS �”�º�Ü�Å�×�î�º>&�”�º�Ü�Å�×�î�º  [27]>'�b�Í�\�K�Z
Ì1�0É0è/œ6ë�b&Ê
�X�†�æ���K�
 RADIUS �§�î�Â�?�}�¡�Û�–�”�å�º�b�”�¡�­�«  �Ï�Ü�©�î�†�v�“�K�r�M��

• �«�–�µ�³�@  Termination-Action RADIUS �”�º�Ü�Å�×�î�º>&�”�º�Ü�Å�×�î�º [29]>'�†�Q#Ý�K�Z�¡�Û
�–�”�å�º�†
Ì1�0É�M�•7•�b�”�¡�©�Ù�å�†0¿���K�r�M���”�¡�©�Ù�å�b0¿���Í�@  DEFAULT �[�6�•
�?�
�Í�@0¿���I�€�Z�8�^�8���œ�
�­�µ�©�Ù�å�c)
�¢�K�r�M���Í�@  RADIUS 0[�Ó�b���œ�

Ì1�0É
�É�ß�­�«�@6ä���K�r�M��

• show dot1x �–�¿�î�È�Ý  EXEC �¥�Ð�å�»�†�Q#Ý�K�Z�
�¡�Û�–�”�å�º�b�Â�Ã�†/²&g�M�•  NAC �Ï�«
�³�Õ  �º�î�¡�å�†/²&g�K�r�M��

• �¤�«�º  VLAN �\�K�Z�­�•�å�²�Ü  �É�Û�–�Ë�î�º  VLAN �†0¿���K�r�M��

NAC �Þ�–�Ö  2 IEEE 802.1x �è0É�b0¿���c�
 RADIUS �§�î�Â�_�Ï�«�³�Õ  �º�î�¡�å�†0¿���M�•�²0[�@�6
�•�G�\�†7V�8�Z�
 IEEE 802.1x �Ï�î�º�Ë�î�«1�0É�\���Z�8�r�M�� NAC �Þ�–�Ö  2 IEEE 802.1x �è0É�b0¿
���_6õ�M�•0ò(ý�_�X�8�Z�c�
 �� NAC �Þ�–�Ö  2 IEEE 802.1x �è0É�b0¿���� >&p.9-38>' �>�|�g �����‡$×�^
Ì
1�0É�b0¿���� >&p.9-26>' �†�g!·�K�Z�C�T�I�8��

NAC �b0ò(ý�_�X�8�Z�c�
 �� Network Admission Control Software Configuration Guide���†�g!·�K�Z�C�T
�I�8��
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IEEE 802.1x 1�0É�b0¿��
�G�G�[�c�
���b0¿���_���_�X�8�Z1��Â�K�r�M��

• IEEE 802.1x 1�0É�b�¹�Ç�›�Ý�º0¿��>& p.9-19>'

• IEEE 802.1x 1�0É0¿���ì�b�@�–�¦8o>& p.9-20>'

• IEEE 802.1x 1�0É�b0¿��>& p.9-22>'>&�²8r>'

• �«�–�µ�³�>�|�g  RADIUS �§�î�Â6ë�b3û�™�b0¿��>& p.9-24>'>&�²8r>'

• �Í�«�º  �Ô�î�»�b0¿��>& p.9-26>'>&�õ�–>'

• ���‡$×�^
Ì1�0É�b0¿��>& p.9-26>'>&�õ�–>'

• �Ï�î�º�_�K)F�M�•�¡�Û�–�”�å�º�b�m�·�[�b
Ì1�0É>& p.9-27>'>&�õ�–>'

• �…�µ�ì6ë�b�š�f>& p.9-27>'>&�õ�–>'

• �«�–�µ�³�?�}�¡�Û�–�”�å�º�l�b
Ì3æ�™�ì6ë�b�š�f>& p.9-28>'>&�õ�–>'

• �«�–�µ�³�?�}�¡�Û�–�”�å�º�l�b�Ç�Þ�î�Ò
Ì3æ�™�G�X�b0¿��>& p.9-29>'>&�õ�–>'

• 
Ì1�0É�G�X�b0¿��>& p.9-29>'>&�õ�–>'

• IEEE 802.1x �”�•�˜�å�¸�•�å�¢�b0¿��>& p.9-30>'>&�õ�–>'

• �¤�«�º  VLAN �b0¿��>& p.9-31>'>&�õ�–>'

• �D7H�Ü�A VLAN �b0¿��>& p.9-32>'>&�õ�–>'

• �”�¡�­�«�Y+�1�0É�Â�–�Ã�«�µ+��b0¿��>& p.9-34>'>&�õ�–>'

• WoL �†�Q#Ý�K�S IEEE 802.1x 1�0É�b0¿��>& p.9-36>'>&�õ�–>'

• MAC 1�0É�Â�–�Ã�«�b0¿��>& p.9-37>'>&�õ�–>'

• NAC �Þ�–�Ö  2 IEEE 802.1x �è0É�b0¿��>& p.9-38>'>&�õ�–>'

• �Ï�î�º�V�[�b  IEEE 802.1x 1�0É�b�¹�•�­�î�È�Ý�ì>& p.9-39>'>&�õ�–>'

• IEEE 802.1x 1�0É0¿���b�¹�Ç�›�Ý�º�Í�l�b�Ü�­�µ�º>& p.9-39>'>&�õ�–>'

IEEE 802.1x 1�0É�b�¹�Ç�›�Ý�º0¿��
/² 9-2 �_�
 IEEE 802.1x 1�0É�b�¹�Ç�›�Ý�º0¿���†&g�K�r�M��

/² 9-2 IEEE 802.1x 1�0É�b�¹�Ç�›�Ý�º0¿��

�µ+� �¹�Ç�›�Ý�º0¿��

�«�–�µ�³�b  IEEE 802.1x �–�¿�î�È�Ý
�«�¸�î�º

�¹�•�­�î�È�Ý

�Ï�î�º�"�)�b  IEEE 802.1x �–�¿�î�È
�Ý �«�¸�î�º

�¹�•�­�î�È�Ý>& force-authorized>' 

�Ï�î�º�c�¡�Û�–�”�å�º�b  IEEE 802.1x �Ë�î�«1�0É�†/œ�ƒ�N
�_�
3û�–�b�º�Û�Ç�•�µ�¡�†3æ�w�™�K�r�M��

AAA �¹�•�­�î�È�Ý

RADIUS �§�î�Â

• IP �”�»�Þ�«

• UDP 1�0É�Ï�î�º

• 6=

• �æ���^�K

• 1812

• �æ���^�K

�Í�«�º  �Ô�î�» �©�å�¢�Ý  �Í�«�º  �Ô�î�»

�D�š�‰�¥ �n�‰�¥�D�š

���‡$×�^
Ì1�0É �¹�•�­�î�È�Ý


Ì1�0É�b6ë7x>&&Ê>' 3600 &Ê
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IEEE 802.1x 1�0É0¿���ì�b�@�–�¦8o
�G�G�[�c�
���b�µ+��_�>�E�•�@�–�¦8o�†1��Â�K�r�M��

• IEEE 802.1x 1�0É>&p.9-20>'

• VLAN �m�~�\�Z�
�¤�«�º  VLAN�
�D7H�Ü�A  VLAN �
�”�¡�­�«�Y+�1�0É�Â�–�Ã�«>& p.9-21>'

• MAC 1�0É�Â�–�Ã�«>& p.9-22>'

IEEE 802.1x 1�0É

IEEE 802.1x 1�0É�†0¿���M�•���œ�b�@�–�¦8o�c�
���b�\�>�~�[�M��

• IEEE 802.1x 1�0É�†�–�¿�î�È�Ý�_�M�•�\�
 �Ú�b�Þ�–�Ö  2 �r�S�c�Þ�–�Ö  3 �µ+��@�–�¿�î�È�Ý�_�^�•
�S�_�
�Ï�î�º�@1�0É�I�€�r�M��

• IEEE 802.1x �P�Â�Ï�î�º�†>&�S�\�<�d�”�¡�­�«�?�}�º�Û�å�¡�_>'�š�f�K�|�:�\�K�Z�v�
�š�Û�î
�Ó�µ�­�î�ª�@/²&g�I�€�
�Ï�î�º  �Ô�î�»�c�š�f�I�€�r�O�‡��

• IEEE 802.1x �P�Â�Ï�î�º�@�m�~�\�Z�}�€�Z�8�•  VLAN �@�š�f�I�€�S���œ�
�G�b�š�f�c3ñ4#$×�[
�«�–�µ�³�_�c�s8j�K�r�O�‡�� �S�\�<�d�
 �Ï�î�º�@  RADIUS �§�î�Â�_�m�~�\�Z�Z�}�€�S  VLAN �_
�m�~�\�Z�}�€�

Ì1�0É�‹�_�9�b  VLAN �_�m�~�\�Z�}�€�S���œ�_�
�G�b�š�f�@$Î#Õ�K�r�M��

IEEE 802.1x �Ï�î�º�@�m�~�\�Z�}�€�Z�8�•  VLAN �@�©�Õ�µ�º�²�˜�å�
�¹�•�­�î�È�Ý�
�r�S�c�P
7V�I�€�•���œ�
 �Ï�î�º�c!“0Á�•�_�^�~�r�M�� �S�\�<�d�
 �Ï�î�º�@�m�~�\�Z�}�€�S�”�¡�­�«  VLAN
�@�©�Õ�µ�º�²�˜�å�r�S�c�P7V�I�€�S�6�\�
�Ï�î�º�c!“0Á�•�_�^�~�r�M��

• IEEE 802.1x �É�ß�º�¥�Ý�c�
�Þ�–�Ö  2 �«�±�¸�•�µ�¡�”�¡�­�«  �Ï�î�º�
8b�Œ  VLAN �Ï�î�º�
�>�|
�g�Þ�–�Ö  3 �Ý�î�¸�µ�»  �Ï�î�º�[�§�Ï�î�º�I�€�r�M�@�
���b�Ï�î�º  �±�–�É�[�c�§�Ï�î�º�I�€�r
�O�‡��


Ì1�0É�G�X 2 �G>&�Ï�î�º�@!“0Á�•�«�¸�î�º�_�š�ƒ�•�S�_�
�«�–�µ�³�@1�
0É�É�ß�­�«�†
Ì6ä�M�•�G�X>'

�…�µ�ì6ë 60 &Ê>&�«�–�µ�³�@�¡�Û�–�”�å�º�\�b1�0É�_���b�º�n�_�»�K
�K�S�6�\�
�…�µ"g�Â�†)F�E�•&Ê�X>'


Ì3æ�™�ì6ë 30 &Ê>&�«�–�µ�³�@  EAP-Request/Identity �Ç�Þ�î�Ò�_�P�M�•�¡
�Û�–�”�å�º�?�}�b�Â'Å�†�…�U�
0[�Ó�†
Ì3æ�™�M�•�r�[�b&Ê
�X>'

�q�±
Ì3æ�™�G�X 2 �G>&�«�–�µ�³�@1�0É�É�ß�­�«�†
Ì6ä�M�•�S�_�

EAP-Request/Identity �Ç�Þ�î�Ò�†3æ�™�M�•�G�X>'

�¡�Û�–�”�å�º  �±�–�Ò�”�˜�º�ì6ë  30 &Ê>&1�0É�§�î�Â�?�}�b0[�Ó�†�¡�Û�–�”�å�º�_�Ü�Þ�î�M�•
�\�A�
�«�–�µ�³�@3É'Å�†�…�U�
�¡�Û�–�”�å�º�_0[�Ó�†
Ì3æ�™
�M�•�r�[�b�ì6ë>'

1�0É�§�î�Â  �±�–�Ò�”�˜�º�ì6ë 30 &Ê>&�¡�Û�–�”�å�º�?�}�b�Â'Å�†1�0É�§�î�Â�_�Ü�Þ�î�M�•
�\�A�
�«�–�µ�³�@�Â'Å�†�…�U�
�Â'Å�†�§�î�Â�_
Ì3æ�™�M�•�r
�[�b�ì6ë���G�b�Í�c0¿���š�f�@�[�A�r�O�‡�� >'

�¤�«�º  VLAN �æ���^�K

�”�¡�­�«�Y+�1�0É�Â�–�Ã�« �¹�•�­�î�È�Ý

�D7H�Ü�A VLAN �æ���^�K

1�0É*…>&�«�–�µ�³>'�Ô�î�» �æ���^�K

MAC 1�0É�Â�–�Ã�« �¹�•�­�î�È�Ý

/² 9-2 IEEE 802.1x 1�0É�b�¹�Ç�›�Ý�º0¿��>&)F�A>'

�µ+� �¹�Ç�›�Ý�º0¿��
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>+ �º�Û�å�¡  �Ï�î�º  �Š �º�Û�å�¡  �Ï�î�º�V�[  IEEE 802.1x 1�0É�†�–�¿�î�È�Ý�_�K�|�:�\�M�•�\�

�š�Û�î  �Ó�µ�­�î�ª�@/²&g�I�€�
 IEEE 802.1x 1�0É�c�–�¿�î�È�Ý�_�^�~�r�O�‡�� IEEE 802.1x
�P�Â�Ï�î�º�†�º�Û�å�¡�_�š�f�K�|�:�\�K�Z�v�
�š�Û�î  �Ó�µ�­�î�ª�@/²&g�I�€�
�Ï�î�º  �Ô�î
�»�c�š�f�I�€�r�O�‡��

>+ �²�–�¼�Ñ�µ�¡  �Ï�î�º  �Š �²�–�¼�Ñ�µ�¡  �Ô�î�»�b�Ï�î�º�c�
�¿�–�Â�\�º�Û�å�¡  �Ï�î�º�l�b�š
�f�†�¿�¦�©�š�î�º�M�•���œ�@�6�~�r�M���²�–�¼�Ñ�µ�¡  �Ï�î�º�[  IEEE 802.1x 1�0É�†�–�¿�î
�È�Ý�_�K�|�:�\�M�•�\�
�š�Û�î  �Ó�µ�­�î�ª�@/²&g�I�€�
 IEEE 802.1x 1�0É�c�–�¿�î�È�Ý�_
�^�~�r�O�‡�� IEEE 802.1x �P�Â�Ï�î�º�†�²�–�¼�Ñ�µ�¡�_�š�f�K�|�:�\�K�Z�v�
�š�Û�î  �Ó�µ
�­�î�ª�@/²&g�I�€�
�Ï�î�º  �Ô�î�»�c�š�f�I�€�r�O�‡��

>+ �²�–�¼�Ñ�µ�¡  �”�¡�­�«  �Ï�î�º  �Š �²�–�¼�Ñ�µ�¡  �”�¡�­�«>& VLAN Query Protocol [VQP]>'
�Ï�î�º�[  IEEE 802.1x 1�0É�†�–�¿�î�È�Ý�_�K�|�:�\�M�•�\�
 �š�Û�î  �Ó�µ�­�î�ª�@/²&g�I�€�

IEEE 802.1x 1�0É�c�–�¿�î�È�Ý�_�^�~�r�O�‡�� IEEE 802.1x �P�Â�Ï�î�º�†�š�f�K�Z�²�–�¼
�Ñ�µ�¡  VLAN �†�m�~�\�Z�|�:�\�K�Z�v�
�š�Û�î  �Ó�µ�­�î�ª�@/²&g�I�€�
 VLAN 0¿���c�š�f
�I�€�r�O�‡��

>+ EtherChannel �Ï�î�º  �Š EtherChannel �b�”�¡�¸�•�È  �Ó�å�Â�î�[�6�•�Ï�î�º�
�r�S�c�G�€�?�}
�”�¡�¸�•�È  �Ó�å�Â�î�_�M�•�Ï�î�º�†  IEEE 802.1x �Ï�î�º�\�K�Z0¿���K�^�8�[�C�T�I�8��
EtherChannel �Ï�î�º�[  IEEE 802.1x 1�0É�†�–�¿�î�È�Ý�_�K�|�:�\�M�•�\�
�š�Û�î  �Ó�µ�­�î
�ª�@/²&g�I�€�
 IEEE 802.1x 1�0É�c�–�¿�î�È�Ý�_�^�~�r�O�‡��

>&�@>' Cisco IOS Release 12.2(18)SE �|�~�S�b�¯�Ç�º�˜�™�”  �Ü�Ü�î�«�[�c�
�G�€�?�}�”�¡
�¸�•�È�_�^�•  EtherChannel �Ï�î�º�V�[  IEEE 802.1x 1�0É�@�–�¿�î�È�Ý�_�^�W�S��
�œ�
�Q�b�Ï�î�º�c  EtherChannel �_�g�•�K�r�O�‡��

>+ Switched Port Analyzer>&SPAN; �«�–�µ�³�»  �Ï�î�º  �”�¼�Û�–�¨>'�>�|�g  RSPAN ��
›�Ï�î�º
�Š SPAN �r�S�c  RSPAN ��
›�Ï�î�º�[�6�•�Ï�î�º�V�[  IEEE 802.1x 1�0É�†�–�¿�î�È�Ý�_�[�A
�r�M���S�T�K�
�Ï�î�º�†  SPAN �r�S�c  RSPAN ��
›�Ï�î�º�\�K�Z�P7V�M�•�r�[�c�
 IEEE
802.1x 1�0É�c�¹�•�­�î�È�Ý�_�^�~�r�M�� SPAN �r�S�c  RSPAN 3æ�™
–�Ï�î�º�[�c�
 IEEE
802.1x 1�0É�†�–�¿�î�È�Ý�_�[�A�r�M��

• �«�–�µ�³�V�[�
 dot1x system-auth-control  �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†
°�Š
�K�Z  IEEE 802.1x 1�0É�†�¢�ß�î�Â�Ý�_�–�¿�î�È�Ý�_�M�•�S�_�
 IEEE 802.1x 1�0É�\  EtherChannel
�@0¿���I�€�Z�8�•�–�å�±�î�Ç�™�–�«�?�}�
 EtherChannel �b0¿���†�P7V�K�Z�C�T�I�8��

VLAN �m�~�\�Z�
�¤�«�º  VLAN�
�D7H�Ü�A  VLAN�
�”�¡�­�«�Y+�1�0É�Â�–�Ã�«

VLAN �m�~�\�Z�
�¤�«�º  VLAN �
�D7H�Ü�A  VLAN �
�>�|�g�”�¡�­�«�Y+�1�0É�Â�–�Ã�«0¿���ì�b�@�–
�¦8o�c�
���b�\�>�~�[�M��

• IEEE 802.1x 1�0É�†�Ï�î�º�V�[�–�¿�î�È�Ý�_�M�•�\�
8b�Œ  VLAN �b�µ+��†�â�X�Ï�î�º  VLAN �c
0¿���[�A�r�O�‡��

• �º�Û�å�¡  �Ï�î�º�
�²�–�¼�Ñ�µ�¡  �Ï�î�º�
�r�S�c  VMPS �_�|�•�²�–�¼�Ñ�µ�¡  �”�¡�­�«  �Ï�î�º�m
�~�\�Z�b���œ�
 VLAN �m�~�\�Z�µ+��†�Q#Ý�K�S  IEEE 802.1x 1�0É�c�§�Ï�î�º�I�€�r�O�‡��

• IEEE 802.1x 1�0É�†�É�Û�–�Ë�î�º  VLAN �Ï�î�º�_0¿���[�A�r�M�@�
�Ï�î�º  �­�Ÿ�×�Ü�¸�•�
8b�Œ
VLAN �
�¤�«�º  VLAN�
�D7H�Ü�A  VLAN �
�r�S�c�Ø�î�¨�"�)  ACL �@�Ü�8�S IEEE 802.1x 1�0É�†
�É�Û�–�Ë�î�º  VLAN �Ï�î�º�_0¿���[�A�r�O�‡��

• RSPAN VLAN�
�É�Û�–�Ë�î�º  VLAN �
8b�Œ  VLAN �†7V�C�6�}�z�•  VLAN �†  IEEE 802.1x �¤�«
�º  VLAN �\�K�Z0¿���[�A�r�M���¤�«�º  VLAN �µ+��c�

Æ4Š  VLAN >&�Ý�î�¸�µ�»  �Ï�î�º>'�r�S
�c�º�Û�å�¡  �Ï�î�º�[�c�§�Ï�î�º�I�€�Z�8�r�O�‡���”�¡�­�«  �Ï�î�º�V�[�b�s�§�Ï�î�º�I�€�r�M��

• Dynamic Host Configuration Protocol>&DHCP>'�¡�Û�–�”�å�º�@�K)F�M�•  IEEE 802.1x �Ï�î�º�_�¤
�«�º  VLAN �†0¿���K�S�6�\�c�
 DHCP �§�î�Â�?�}�Í�«�º  IP �”�»�Þ�«�@�²0[�_�^�•���œ�@�6�~
�r�M���¡�Û�–�”�å�º�b  DHCP ��#.�@�±�–�Ò�”�˜�º�K�Z�
 DHCP �§�î�Â�?�}�Í�«�º  IP �”�»�Þ�«
�†�v�“�M�•�S�_�
�«�–�µ�³�V�b  IEEE 802.1x 1�0É�É�ß�­�«�†
Ì6ä�M�•�S�u�b0¿���†�š�f�M�•�G
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�\�v�[�A�r�M�� IEEE 802.1x 1�0É�É�ß�­�«�b0¿���†�ö�}�K�Z�C�T�I�8 >&dot1x timeout quiet-period
�>�|�g  dot1x timeout tx-period �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»>' ��0¿���†
�ö�}�M5��c�
�K)F�K�Z�8�•  IEEE 802.1x �¡�Û�–�”�å�º  �±�–�É�_�|�W�Z$��^�~�r�M��

• �”�¡�­�«�Y+�1�0É�Â�–�Ã�«�µ+��†0¿���M�•7•�_�c�
���b�@�–�¦8o�_�‘�W�Z�C�T�I�8��

>+ �G�b�µ+��c�©�å�¢�Ý  �Í�«�º  �Ô�î�»�>�|�g�Ð�Ý�³�Í�«�º  �Ô�î�»�b  IEEE 802.1x �Ï�î�º�[�§
�Ï�î�º�I�€�r�M��

>+ Windows XP �†'�
>�K�Z�8�•�¡�Û�–�”�å�º�_�K)F�I�€�S�Ï�î�º�@�¡�Ü�¸�•�•�Ý1�0É�«�¸�î
�º�b���œ�
 Windows XP �c�–�å�±�î�Ç�™�–�«�@1�0É�I�€�^�8�\���Ì�M�•���œ�@�6�~�r�M��

>+ Windows XP �¡�Û�–�”�å�º�_  DHCP �@0¿���I�€�Z�8�Z�
 DHCP �§�î�Â�?�}�b  IP �”�»�Þ�«�†
�â�X���œ�
�¡�Ü�¸�•�•�Ý  �Ï�î�º�V�[  EAP �B�Œ�Ó�µ�­�î�ª�†�w�™�M�•�\�
 DHCP 0¿���É�ß�­
�«�@
Ì���·�K�^�8���œ�@�6�~�r�M��

>+ IEEE 802.1x �Ï�î�º�V�[�c�
�”�¡�­�«�Y+�1�0É�Â�–�Ã�«�µ+��>�|�g�D7H�Ü�A  VLAN �†0¿��
�[�A�r�M���«�–�µ�³�@�D7H�Ü�A  VLAN 
Æ�[�¡�Ü�¸�•�•�Ý  �Ï�î�º�†
Ì1�0É�K�|�:�\�K�
�M�m
�Z�b  RADIUS �§�î�Â�@�<#Ý�Y�•+��^���œ�
 �«�–�µ�³�c�Ï�î�º  �«�¸�î�º�†�¡�Ü�¸�•�•�Ý1�0É
�«�¸�î�º�_�š�f�K�
�D7H�Ü�A  VLAN �_�g�~�r�M��

>+ � �L�«�–�µ�³  �Ï�î�º�V�_�”�¡�­�«�Y+��Â�–�Ã�«�µ+��\�Ï�î�º  �­�Ÿ�×�Ü�¸�•�†0¿���[�A�r
�M��

• RSPAN VLAN �r�S�c8b�Œ  VLAN �†7V�C�6�}�z�•  VLAN �†�
 IEEE 802.1x �D7H�Ü�A VLAN �\�K
�Z0¿���[�A�r�M���D7H�Ü�A  VLAN �µ+��c�

Æ4Š  VLAN >&�Ý�î�¸�µ�»  �Ï�î�º>'�r�S�c�º�Û�å�¡
�Ï�î�º�[�c�§�Ï�î�º�I�€�Z�8�r�O�‡���”�¡�­�«  �Ï�î�º�V�[�b�s�§�Ï�î�º�I�€�r�M��

MAC 1�0É�Â�–�Ã�«

MAC 1�0É�Â�–�Ã�«0¿���ì�b�@�–�¦8o�c���b�\�>�~�[�M��

• "I�_�Â0°�K�Z�8�^�8�?�B�~�
 MAC 1�0É�Â�–�Ã�«�b�@�–�¦8o�c  IEEE 802.1x 1�0É�b�v�b�\� �L�[
�M��0ò(ý�_�X�8�Z�c�
 �� IEEE 802.1x 1�0É��>&p.9-20>' �†�g!·�K�Z�C�T�I�8��

• �Ï�î�º�@  MAC �”�»�Þ�«�[0Á�•�I�€�S�6�\�_�
�Ï�î�º�?�}  MAC 1�0É�Â�–�Ã�«�†�¹�•�­�î�È�Ý
�_�K�Z�v�
�Ï�î�º  �«�¸�î�º�_�s8j�c�6�~�r�O�‡��

• �Ï�î�º�@!“0Á�•�«�¸�î�º�[�¡�Û�–�”�å�º  MAC �”�»�Þ�«�@1�0É�§�î�Â  �¹�î�±�Ë�î�«�_�^�8��
�œ�
�Ï�î�º�c!“0Á�•�«�¸�î�º�b�r�r�_�^�~�r�M���S�T�K�
�¡�Û�–�”�å�º  MAC �”�»�Þ�«�@�¹�î
�±�Ë�î�«�_3ã�•�I�€�S���œ�
�«�–�µ�³�c  MAC 1�0É�Â�–�Ã�«�†�Q#Ý�K�Z�Ï�î�º�†
Ì1�0É�[�A�r
�M��

• �Ï�î�º�@0Á�•�«�¸�î�º�[�6�•���œ�

Ì1�0É�@$Î#Õ�M�•�r�[�Ï�î�º�b�«�¸�î�º�c�š�ƒ�~�r�O�‡��

�§"'�b�¯�Ç�º�˜�™�”  �Ü�Ü�î�«�?�}�b�”�µ�É�¢�Þ�î�»
Cisco IOS Release 12.2(25)SEE �[�c�
 IEEE 802.1x 1�0É�b��/æ�@�§�Ü�Ü�î�«�?�}�š�f�I�€�Z�8�r�M��
IEEE 802.1x 1�0É�@�–�¿�î�È�Ý�b���œ�
 PortFast �_6õ�M�•�_���c0¿���_�c3ã�•�I�€�N�
�G�b�_���c��
/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�_/²&g�I�€�r�M��

dot1x pae authenticator

IEEE 802.1x 1�0É�b0¿��
IEEE 802.1x �Ï�î�º�Ë�î�«1�0É�†0¿���M�•�_�c�
 AAA �†�–�¿�î�È�Ý�_�K�Z1�0É�‰�'�Ü�«�º�†�æ���M
�•�²0[�@�6�~�r�M���‰�'�Ü�«�º�c�
�Ø�î�¨1�0É�b�S�u�_�¡�š�Ü�î3æ�™�†/œ�:�m8p�\1�0É�‰�'�†0°3Ù
�K�S�v�b�[�M��

�Ø�î�¨�"�)  ACL �r�S�c  VLAN �m�~�\�Z�†�•+��_�M�•�_�c�
 AAA 0Á�•�†�–�¿�î�È�Ý�_�K�Z�¿�µ�º
�á�î�¡6õ4��b�M�m�Z�b�§�î�Å�«0[�Ó�_�P�K�Z�«�–�µ�³�†0¿���M�•�²0[�@�6�~�r�M��

���_�
 IEEE 802.1x �b  AAA �É�ß�­�«�†&g�K�r�M��
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�«�¸�µ�É  1 �Ø�î�¨�@�«�–�µ�³�b�Ï�î�º�_�K)F�K�r�M��

�«�¸�µ�É  2 1�0É�@��/œ�I�€�r�M��

�«�¸�µ�É  3 RADIUS �§�î�Â0¿���_�ö�Y�8�Z�
 VLAN �m�~�\�Z�@4:���–�¿�î�È�Ý�_�^�~�r�M��

�«�¸�µ�É  4 �«�–�µ�³�@6ä���Ó�µ�­�î�ª�†�”�•�˜�å�¸�•�å�¢  �§�î�Â�_3æ�™�K�r�M��

�«�¸�µ�É  5 �²0[�_�Â�L�Z�

Ì1�0É�@��/œ�I�€�r�M��

�«�¸�µ�É  6 �«�–�µ�³�@�ì�b�”�•�˜�å�¸�•�å�¢  �”�µ�É�¹�î�º�†�

Ì1�0É)��Ý�_�ö�Y�8�S�”�•�˜�å�¸�•�å�¢  �§�î
�Â�_3æ�™�K�r�M��

�«�¸�µ�É  7 �Ø�î�¨�@�Ï�î�º�?�}�)�•�K�r�M��

�«�¸�µ�É  8 �«�–�µ�³�@�õ�F�Ó�µ�­�î�ª�†�”�•�˜�å�¸�•�å�¢  �§�î�Â�_3æ�™�K�r�M��

IEEE 802.1x �Ï�î�º�Ë�î�«1�0É�†0¿���M�•�_�c�
�–�¿�î�È�Ý  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

�¥�Ð�å�» % $×

�«�¸�µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�¸�µ�É 2 aaa new-model AAA �†�–�¿�î�È�Ý�_�K�r�M��

�«�¸�µ�É 3 aaa authentication dot1x {default} method1 IEEE 802.1x 1�0É�‰�'�Ü�«�º�†�8�B�K�r�M��

authentication �¥�Ð�å�»�_�¡�S�Ü�A�Ü�«�º�@ �æ���I�€�Z�8
�^�8 ���œ�_�Q#Ý�M�•�¹�Ç�›�Ý�º�b�Ü�«�º�†�8�B�M�•�_�c�

default �Ÿ�î�á�î�»�b�‹�•�_�¹�Ç�›�Ý�º"g�#�[�Q#Ý�M�•�‰
�'�†�æ���K�r�M���¹�Ç�›�Ý�º�b�‰�'�Ü�«�º�c�
+¬�·$×�_�M
�m�Z�b�Ï�î�º�_4:#Ý�I�€�r�M��

method1�_�c�
 group radius �Ÿ�î�á�î�»�†
°�Š�K�Z�
1�0É#Ý
�b�M�m�Z�b  RADIUS �§�î�Â  �Ü�«�º�†�Q#Ý�[�A�•�|�:�_�K
�r�M��

>&�@>' group radius �Ÿ�î�á�î�»�è�¥�_�v�¥�Ð�å�»�Û�–�å
�b�Ê�Ý�É  �«�º�Ü�å�¢�_/²&g�I�€�r�M�@�
�§�Ï�î�º
�I�€�Z�8�r�O�‡��

�«�¸�µ�É 4 dot1x system-auth-control �«�–�µ�³�V�[  IEEE 802.1x 1�0É�†�¢�ß�î�Â�Ý�_�–�¿�î�È�Ý
�_�K�r�M��

�«�¸�µ�É 5 aaa authorization network {default} group 
radius

>&�õ�–>'�Ø�î�¨�"�)  ACL �x  VLAN �m�~�\�Z�^�]�
�¿�µ�º
� á � î � ¡ 6 õ 4 � � b � M � m � Z � b � § � î � Å � « 0 [ � Ó � _ � P � M � • � Ø � î � ¨
RADIUS 0Á�•�†�«�–�µ�³�_0¿���K�r�M��

>&�@>' �Ø�î�¨�"�)  ACL �†0¿���M�•�_�c�
�©�å�¢�Ý  �Í�«�º
�Ô�î�»�†0¿���M�•�²0[�@�6�~�r�M���G�b0¿���@�¹
�Ç�›�Ý�º�[�M��

�«�¸�µ�É 6 radius-server host ip-address >&�õ�–>' RADIUS �§�î�Â�b  IP �”�»�Þ�«�†�æ���K�r�M��
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�«�–�µ�³�>�|�g  RADIUS �§�î�Â6ë�b3û�™�b0¿��
RADIUS �­�Ÿ�×�Ü�¸�•  �§�î�Â�c�
 �Í�«�º�¡�r�S�c  IP �”�»�Þ�«�
 �Í�«�º�¡�\"I���b  UDP �Ï�î�º$��•�

�r�S�c  IP �”�»�Þ�«�\"I���b  UDP �Ï�î�º$��•�_�|�W�Z1‘�9�K�r�M�� IP �”�»�Þ�«�\  UDP �Ï�î�º$��•
�b)��s�œ�ƒ�O�_�|�W�Z�
 �M�–�b  ID �@�8�B�I�€�
 �§�î�Â�b� �M  IP �”�»�Þ�«�V�_�6�•0
�X�b  UDP �Ï�î
�º�_  RADIUS 0[�Ó�†3æ�™�[�A�•�|�:�_�^�~�r�M��� �L  RADIUS �§�î�Â�V�b$��^�•  2 �X�b�Í�«�º  �š
�å�º�Ü�_� �L�§�î�Å�«>&�S�\�<�d1�0É>'�†0¿���K�S���œ�
 2 $��u�_0¿���I�€�S�Í�«�º  �š�å�º�Ü�c�

�q�6�_0¿���I�€�S�Í�«�º  �š�å�º�Ü�b�Ç�™�î�Ý�œ�î�Â�î  �Â�µ�¡�”�µ�É�\�K�Z�·�8�K�r�M�� RADIUS �Í
�«�º  �š�å�º�Ü�c�
0¿���K�S8p�Î�_�‘�W�Z0è/œ�I�€�r�M��

�«�–�µ�³�V�_  RADIUS �§�î�Â  �Ã�Û�Ó�î�±�†0¿���M�•�_�c�
�–�¿�î�È�Ý  EXEC �Ô�î�»�[���b�m8p�†
��/œ�K�r�M���G�b�m8p�c�²8r�[�M��

�«�¸�µ�É 7 radius-server key string >&�õ�–>' RADIUS �§�î�Â�V�[�·�8�M�•  RADIUS �¹�î�Ô�å�\
�«�–�µ�³�b6ë�[�Q#Ý�M�•1�0É�>�|�g�/�•6=�†�æ���K�r�M��

�«�¸�µ�É 8 interface interface-id IEEE 802.1x 1�0É�†�–�¿�î�È�Ý�_�M�•�¡�Û�–�”�å�º�_�K)F
�K�Z�8�•�Ï�î�º�†�æ���K�
�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×
�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�¸�µ�É 9 switchport mode access >&�õ�–>'�«�¸�µ�É  6 �>�|�g  7 �[  RADIUS �§�î�Â�†0¿���K�S
���œ�b�s�
�Ï�î�º�†�”�¡�­�«  �Ô�î�»�_0¿���K�r�M��

�«�¸�µ�É 10 dot1x port-control auto �Ï�î�º�V�[  IEEE 802.1x 1�0É�†�–�¿�î�È�Ý�_�K�r�M��

�µ+��b%&�«�8#Ý�_�X�8�Z�c�
 �� IEEE 802.1x 1�0É0¿���ì�b�@
�–�¦8o�� >&p.9-20>' �†�g!·�K�Z�C�T�I�8��

�«�¸�µ�É 11 end �–�¿�î�È�Ý  EXEC �Ô�î�»�_�`�~�r�M��

�«�¸�µ�É 12 show dot1x 0¿���†&�1��K�r�M��

�«�¸�µ�É 13 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K
�r�M��

�¥�Ð�å�» % $×
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"I���b  RADIUS �§�î�Â�†�P7V�M�•�_�c�
 no radius-server host {hostname | ip-address} �¢�ß�î�Â�Ý  �¥
�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

���_�
 IP �”�»�Þ�«  172.120.39.46 �b�§�î�Â�†  RADIUS �§�î�Â�\�K�Z�æ���K�
�Ï�î�º  1612 �†0Á�•�Ï�î
�º�\�K�Z�Q#Ý�K�
�/�•6=�†  RADIUS �§�î�Â�V�b6=�\� �L  rad123 �_0¿���M�•�[�†&g�K�r�M��

Switch(config)#  radius-server host 172.l20.39.46 auth-port 1612 key rad123

�M�m�Z�b  RADIUS �§�î�Â�_�X�8�Z�
�±�–�Ò�”�˜�º�

Ì3æ�™�G�X�
�>�|�g�/�•6=�Í�†�¢�ß�î�Â�Ý�_0¿
���M�•�_�c�
 radius-server host �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M���G�€
�}�b�œ�É�©�Ù�å�†�§�î�Â�"�)�[0¿���M�•�_�c�
 radius-server timeout�
 radius-server retransmit�
�>
�|�g  radius-server key �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��0ò(ý�_�X�8�Z
�c�
 ���M�m�Z�b  RADIUS �§�î�Â�b0¿���� >&p.8-31>' �†�g!·�K�Z�C�T�I�8��

RADIUS �§�î�Â�V�[�v�
�8�C�X�?�b�Í�†0¿���M�•�²0[�@�6�~�r�M���G�€�}�b0¿���Í�\�K�Z�c�
�«
�–�µ�³�b  IP �”�»�Þ�«�
�>�|�g�§�î�Â�\�«�–�µ�³�b�n�‰�[
¹�w�M�•�Ÿ�î  �«�º�Ü�å�¢�@�6�~�r�M��0ò
(ý�_�X�8�Z�c�
 RADIUS �§�î�Â�b�Ð�½�×�”�Ý�†�g!·�K�Z�C�T�I�8��

�¥�Ð�å�» % $×

�«�¸�µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�¸�µ�É 2 radius-server host {hostname | ip-address} 
auth-port  port-number key string

RADIUS �§�î�Â  �Ã�Û�Ó�î�±�†0¿���K�r�M��

hostname | ip-address �_�c�
�Ü�Ô�î�º  RADIUS �§�î�Â�b�Í�«
�º�¡�r�S�c  IP �”�»�Þ�«�†�æ���K�r�M��

auth-port  port-number �_�c�
1�0É0[�Ó�b  UDP ��
›�Ï�î�º�†
�æ���K�r�M���¹�Ç�›�Ý�º�c  1812 �[�M���æ���[�A�•(
�V�c  0
>|  65536 �[�M��

key string �_�c�
�«�–�µ�³�\  RADIUS �§�î�Â�V�[�·�8�M�•
RADIUS �¹�î�Ô�å�\�b6ë�[�Q#Ý�M�•1�0É�>�|�g�/�•6=�†�æ
���K�r�M��6=�c�
 RADIUS �§�î�Â�[�Q#Ý�M�•�/�•6=�_�M+´
�M�•�¸�Ÿ�«�º  �«�º�Ü�å�¢�[�^�E�€�d�^�~�r�O�‡��

>&�@>' 6=�b
›/œ�«�Ì�î�«�c!“0i�I�€�r�M�@�
 3õ�p�>�|�g�Ž
�•�b�«�Ì�î�«�c�w� �^�b�[�
 6=�c�²�N radius-server
host �¥�Ð�å�»�S�e�b�q�‹�b�”�–�¸�Ò�\�K�Z0¿���K
�Z�C�T�I�8��6=�_�«�Ì�î�«�†�Q#Ý�M�•���œ�c�
�,#Ý
'¢�@6=�b�M4Š�(�[�6�•���œ�†7V�A�
 �,#Ý'¢�[6=�†�V
�r�^�8�[�C�T�I�8��6=�c  RADIUS �¹�î�Ô�å�[�Q#Ý
�M�•�/�•6=�_�M+´�K�Z�8�•�²0[�@�6�~�r�M��

0
�X�b  RADIUS �§�î�Â�†�Q#Ý�M�•���œ�_�c�
�G�b�¥�Ð�å�»
�†)Þ�~3É�K
°�Š�K�r�M��

�«�¸�µ�É 3 end �–�¿�î�È�Ý  EXEC �Ô�î�»�_�`�~�r�M��

�«�¸�µ�É 4 show running-config 0¿���†&�1��K�r�M��

�«�¸�µ�É 5 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K
�r�M��
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�Í�«�º  �Ô�î�»�b0¿��
dot1x port-control �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�@  auto �_0¿���I�€�Z�8�•
IEEE 802.1x 0Á�•�Ï�î�º�V�[�
0
�X�b�Í�«�º>&�¡�Û�–�”�å�º>'�†0Á�•�M�•�_�c�
�–�¿�î�È�Ý  EXEC
�Ô�î�»�[���b�m8p�†��/œ�K�r�M���G�b�m8p�c�õ�–�[�M��

�Ï�î�º�V�[0
�X�b�Í�«�º�†�¹�•�­�î�È�Ý�_�M�•�_�c�
 no dot1x host-mode multi-host �–�å�±�î�Ç�™�–
�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

���_�
 IEEE 802.1x 1�0É�†�–�¿�î�È�Ý�_�K�Z�
0
�X�b�Í�«�º�†0Á�•�M�•�[�†&g�K�r�M��

Switch(config)# interface gigabitethernet0/1
Switch(config-if)# dot1x port-control auto
Switch(config-if)# dot1x host-mode multi-host

���‡$×�^
Ì1�0É�b0¿��
IEEE 802.1x �¡�Û�–�”�å�º�b���‡$×�^
Ì1�0É�†�–�¿�î�È�Ý�_�K�

Ì1�0É�b6ë7x�†�æ���[�A�r�M��
Ì
1�0É�†/œ�:6ë7x�†�æ���K�^�8���œ�
 3600 &Ê�>�A�_
Ì1�0É�@0è�s�}�€�r�M��

�¡�Û�–�”�å�º�b���‡$×�^
Ì1�0É�†�–�¿�î�È�Ý�_�K�

Ì1�0É�†/œ�:6ë7x>&&Ê>'�†0¿���M�•�_�c�
�–
�¿�î�È�Ý  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M���G�b�m8p�c�õ�–�[�M��

�¥�Ð�å�» % $×

�«�¸�µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�¸�µ�É 2 interface interface-id 0
�X�Í�«�º�@6ë�K$×�_�K)F�I�€�Z�8�•�Ï�î�º�†�æ���K�
�–
�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K
�r�M��

�«�¸�µ�É 3 dot1x host-mode multi-host IEEE 802.1x 0Á�•�Ï�î�º�[0
�X�b�Í�«�º>&�¡�Û�–�”�å�º>'�b
�K)F�†0Á�•�K�r�M��

�æ���M�•�–�å�±�î�Ç�™�–�«�[�
 dot1x port-control �–�å�±�î
�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�@  auto �_0¿��
�I�€�Z�8�•�G�\�†&�1��K�Z�C�T�I�8��

�«�¸�µ�É 4 end �–�¿�î�È�Ý  EXEC �Ô�î�»�_�`�~�r�M��

�«�¸�µ�É 5 show dot1x interface interface-id 0¿���†&�1��K�r�M��

�«�¸�µ�É 6 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K
�r�M��

�¥�Ð�å�» % $×

�«�¸�µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�¸�µ�É 2 interface interface-id 0¿���M�•�Ï�î�º�†�æ���K�
�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×
�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�¸�µ�É 3 dot1x reauthentication �¡�Û�–�”�å�º�b���‡$×�^
Ì1�0É>&�¹�Ç�›�Ý�º�[�c�¹�•�­�î
�È�Ý>'�†�–�¿�î�È�Ý�_�K�r�M��
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���‡$×�^
Ì1�0É�†�¹�•�­�î�È�Ý�_�M�•�_�c�
 no dot1x reauthentication �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•
� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��
Ì1�0É�b6ë7x�†�¹�Ç�›�Ý�º�b&Ê�X�_�`�M�_�c�
 no dot1x
timeout reauth-period �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

���_�
���‡$×�^
Ì1�0É�†�–�¿�î�È�Ý�_�K�

Ì1�0É�b6ë7x�†  4000 &Ê�_0¿���M�•�[�†&g�K�r�M��

Switch(config-if)#  dot1x reauthentication
Switch(config-if)#  dot1x timeout reauth-period 4000

�Ï�î�º�_�K)F�M�•�¡�Û�–�”�å�º�b�m�·�[�b
Ì1�0É
dot1x re-authenticate interface interface-id�–�¿�î�È�Ý  EXEC �¥�Ð�å�»�†
°�Š�M�•�G�\�_�|�~�
�8�X
�[�v"I���b�Ï�î�º�_�K)F�M�•�¡�Û�–�”�å�º�†�m�·�[
Ì1�0É�[�A�r�M���G�b�m8p�c�õ�–�[�M�����‡$×
�^
Ì1�0É�†�–�¿�î�È�Ý�r�S�c�¹�•�­�î�È�Ý�_�M�•�‰�2�_�X�8�Z�c�
 ��� � �‡$×�^
Ì1�0É�b0¿����

>&p.9-26>' �†�g!·�K�Z�C�T�I�8��

���_�
�Ï�î�º�_�K)F�M�•�¡�Û�–�”�å�º�†�m�·�[
Ì1�0É�M�•�[�†&g�K�r�M��

Switch# dot1x re-authenticate interface gigabitethernet0/1

�…�µ�ì6ë�b�š�f
�«�–�µ�³�c�¡�Û�–�”�å�º�†1�0É�[�A�^�?�W�S���œ�_�
�d���b�ì6ë�T�E�”�–�»�Ý"g�Â�†)F�E�
�Q�b�6
�\
Ì�g1�0É�†0è�s�r�M�� dot1x timeout quiet-period �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð
�å�»�@�Q�b�…�U�ì6ë�†�D�š�K�r�M��1�0É�@�»�K�M�•#.#ä�\�K�Z�c�
�¡�Û�–�”�å�º�@!“� �^�Ã�«�á�î
�»�†�f&g�K�S���œ�^�]�@*ƒ�<�}�€�r�M���¹�Ç�›�Ý�º�|�~�v�`�I�8�Í�†
°�Š�M�•�G�\�_�|�W�Z�
�Ø�î
�¨�l�b�Â'Å�ì6ë�†%·)°�[�A�r�M��

�…�µ�ì6ë�†�š�f�M�•�_�c�
 �–�¿�î�È�Ý  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M�� �G�b�m8p�c�õ�–�[�M��

�«�¸�µ�É 4 dot1x timeout reauth-period {seconds | server} 
Ì1�0É�b6ë7x>&&Ê>'�†�æ���K�r�M��

�Ÿ�î�á�î�»�b�–�á�c���b�\�>�~�[�M��

• seconds �Š 1 >|  65535 &Ê�b(
�V�[0¿���K�r�M���¹�Ç�›�Ý
�º�c  3600 &Ê�[�M��

• server �Š Session-Timeout RADIUS �”�º�Ü�Å�×�î�º>&�”
�º�Ü�Å�×�î�º  [27]>'�>�|�g  Terminate-Action RADIUS �”
�º�Ü�Å�×�î�º>&�”�º�Ü�Å�×�î�º  [29]>'�b�Í�_�ö�Y�8�Z
&Ê�X�†�æ���K�r�M��

�G�b�¥�Ð�å�»�@�«�–�µ�³�_�s8j�M�•�b�c�
���‡$×�^
Ì1�0É
�†�–�¿�î�È�Ý�_0¿���K�S���œ�T�E�[�M��

�«�¸�µ�É 5 end �–�¿�î�È�Ý  EXEC �Ô�î�»�_�`�~�r�M��

�«�¸�µ�É 6 show dot1x interface interface-id 0¿���†&�1��K�r�M��

�«�¸�µ�É 7 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K
�r�M��

�¥�Ð�å�» % $×

�¥�Ð�å�» % $×

�«�¸�µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�¸�µ�É 2 interface interface-id 0¿���M�•�Ï�î�º�†�æ���K�
�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×
�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��
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�…�µ�ì6ë�†�¹�Ç�›�Ý�º�_�`�M�_�c�
 no dot1x timeout quiet-period �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×
�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

���_�
�«�–�µ�³�b�…�µ�ì6ë�†  30 &Ê�_0¿���M�•�[�†&g�K�r�M��

Switch(config-if)#  dot1x timeout quiet-period 30

�«�–�µ�³�?�}�¡�Û�–�”�å�º�l�b
Ì3æ�™�ì6ë�b�š�f
�¡�Û�–�”�å�º�c�«�–�µ�³�?�}�b  EAP-Request/Identity �Ç�Þ�î�Ò�_�P�K�
 EAP-Response/Identity �Ç�Þ�î
�Ò�[�Â'Å�K�r�M���«�–�µ�³�@�G�b�Â'Å�†�w�™�[�A�^�?�W�S���œ�
�d���b�ì6ë>&
Ì3æ�™�ì6ë>'�T�E�…
�µ�K�
�Q�b�6�\�Ç�Þ�î�Ò�†
Ì3æ�™�K�r�M��

>&�@>' �G�b�¥�Ð�å�»�b�¹�Ç�›�Ý�º�Í�c�
�Ü�å�¡�b�™8—�ö�@�*�8���œ�x�
"I���b�¡�Û�–�”�å�º�>�|�g1�0É
�§�î�Â�b�·�8�_�e8Ÿ�@�6�•���œ�^�]�
 $��–�^"g�#�_�P�M�•1*�Z�†/œ�:�²0[�@�6�•�\�A�_7H�W�Z�š�f
�K�Z�C�T�I�8��

�«�–�µ�³�@�¡�Û�–�”�å�º�?�}�b3û%±�†�…�µ�M�•�ì6ë�†�š�f�M�•�_�c�
 �–�¿�î�È�Ý  EXEC �Ô�î�»�[��
�b�m8p�†��/œ�K�r�M���G�b�m8p�c�õ�–�[�M��


Ì3æ�™�ì6ë�†�¹�Ç�›�Ý�º�_�`�M�_�c�
 no dot1x timeout tx-period �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×
�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

�«�¸�µ�É 3 dot1x timeout quiet-period seconds �«�–�µ�³�@�¡�Û�–�”�å�º�\�b1�0É�_���b�º�n�_�»�K�K�S�6
�\�
�…�µ"g�Â�†)F�E�•&Ê�X�†0¿���K�r�M��

�æ���[�A�•(
�V�c  1 >|  65535 &Ê�[�M�� �¹�Ç�›�Ý�º�c  60 &Ê�[
�M��

�«�¸�µ�É 4 end �–�¿�î�È�Ý  EXEC �Ô�î�»�_�`�~�r�M��

�«�¸�µ�É 5 show dot1x interface interface-id 0¿���†&�1��K�r�M��

�«�¸�µ�É 6 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K
�r�M��

�¥�Ð�å�» % $×

�¥�Ð�å�» % $×

�«�¸�µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�¸�µ�É 2 interface interface-id 0¿���M�•�Ï�î�º�†�æ���K�
�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×
�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�¸�µ�É 3 dot1x timeout tx-period seconds �«�–�µ�³�@  EAP-Request/Identity �Ç�Þ�î�Ò�_�P�M�•�¡�Û�–
�”�å�º�?�}�b�Â'Å�†�…�U�
0[�Ó�†
Ì3æ�™�M�•�r�[�b&Ê�X�†
0¿���K�r�M��

�æ���[�A�•(
�V�c  5 >|  65535 &Ê�[�M���¹�Ç�›�Ý�º�c  5 &Ê�[
�M��

�«�¸�µ�É 4 end �–�¿�î�È�Ý  EXEC �Ô�î�»�_�`�~�r�M��

�«�¸�µ�É 5 show dot1x interface interface-id 0¿���†&�1��K�r�M��

�«�¸�µ�É 6 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K
�r�M��
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���_�
�«�–�µ�³�@  EAP-Request/Identity �Ç�Þ�î�Ò�_�P�M�•�¡�Û�–�”�å�º�?�}�b�Â'Å�†�…�U�
0[�Ó�†
Ì
3æ�™�M�•�r�[�b�ì6ë�†  60 &Ê�_0¿���M�•�[�†&g�K�r�M��

Switch(config-if)#  dot1x timeout tx-period 60

�«�–�µ�³�?�}�¡�Û�–�”�å�º�l�b�Ç�Þ �î�Ò
Ì3æ�™�G�X�b0¿��
�«�–�µ�³�?�}�¡�Û�–�”�å�º�l�b
Ì3æ�™�ì6ë�†�š�f�[�A�•�T�E�[�^�C�
 >&�¡�Û�–�”�å�º�?�}�Â'Å�@�“
� } � € � ^ � ? � W � S � � � œ � _> '� « � – � µ � ³ � @ 1 � 0 É � É � ß � ­ � « � † 
 Ì 2 s � · � M � • � S � _� 
� ¡ � Û � – � ” � å � º � _
EAP-Request/Identity �Ç�Þ�î�Ò�†3æ�™�M�•�G�X�†�š�f�[�A�r�M��

>&�@>' �G�b�¥�Ð�å�»�b�¹�Ç�›�Ý�º�Í�c�
�Ü�å�¡�b�™8—�ö�@�*�8���œ�x�
"I���b�¡�Û�–�”�å�º�>�|�g1�0É
�§�î�Â�b�·�8�_�e8Ÿ�@�6�•���œ�^�]�
 $��–�^"g�#�_�P�M�•1*�Z�†/œ�:�²0[�@�6�•�\�A�_7H�W�Z�š�f
�K�Z�C�T�I�8��

�«�–�µ�³�?�}�¡�Û�–�”�å�º�l�b�Ç�Þ�î�Ò
Ì3æ�™�G�X�†0¿���M�•�_�c�
 �–�¿�î�È�Ý  EXEC �Ô�î�»�[��
�b�m8p�†��/œ�K�r�M���G�b�m8p�c�õ�–�[�M��


Ì3æ�™�G�X�†�¹�Ç�›�Ý�º�_�`�M�_�c�
 no dot1x max-req �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å
�¥�Ð�å�»�†�Q#Ý�K�r�M��

���_�
�«�–�µ�³�@1�0É�É�ß�­�«�†
Ì2s�·�M�•�S�_�
 EAP-Request/Identity 0[�Ó�†3æ�™�M�•�G�X�†  5 �_
0¿���M�•�[�†&g�K�r�M��

Switch(config-if)#  dot1x max-req 5


Ì1�0É�G�X�b0¿��
�Ï�î�º�@!“0Á�•�«�¸�î�º�_�š�ƒ�•�S�_�
�«�–�µ�³�@1�0É�É�ß�­�«�†
Ì6ä�M�•�G�X�†�š�f�M�•�G�\�v
�[�A�r�M��

>&�@>' �G�b�¥�Ð�å�»�b�¹�Ç�›�Ý�º�Í�c�
�Ü�å�¡�b�™8—�ö�@�*�8���œ�x�
"I���b�¡�Û�–�”�å�º�>�|�g1�0É
�§�î�Â�b�·�8�_�e8Ÿ�@�6�•���œ�^�]�
 $��–�^"g�#�_�P�M�•1*�Z�†/œ�:�²0[�@�6�•�\�A�_7H�W�Z�š�f
�K�Z�C�T�I�8��

�¥�Ð�å�» % $×

�«�¸�µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�¸�µ�É 2 interface interface-id 0¿���M�•�Ï�î�º�†�æ���K�
�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×
�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�¸�µ�É 3 dot1x max-reauth-req count �«�–�µ�³�@1�0É�É�ß�­�«�†
Ì2s�·�M�•�S�_�

EAP-Request/Identity �Ç�Þ�î�Ò�†3æ�™�M�•�G�X�†0¿���K�r
�M���æ���[�A�•(
�V�c  1 >|  10 �[�M���¹�Ç�›�Ý�º�c  2 �[�M��

�«�¸�µ�É 4 end �–�¿�î�È�Ý  EXEC �Ô�î�»�_�`�~�r�M��

�«�¸�µ�É 5 show dot1x interface interface-id 0¿���†&�1��K�r�M��

�«�¸�µ�É 6 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K
�r�M��
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Ì1�0É�G�X�†0¿���M�•�_�c�
�–�¿�î�È�Ý  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M���G�b�m8p�c�õ�–�[
�M��


Ì1�0É�G�X�†�¹�Ç�›�Ý�º�_�`�M�_�c�
 no dot1x max-reauth-req �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

���_�
�Ï�î�º�@!“0Á�•�«�¸�î�º�_�š�ƒ�•�S�_�
�«�–�µ�³�@1�0É�É�ß�­�«�†
Ì6ä�M�•�G�X�\�K�Z  4 �†
0¿���M�•�[�†&g�K�r�M��

Switch(config-if)#  dot1x max-reauth-req 4

IEEE 802.1x �”�•�˜�å�¸�•�å�¢�b0¿��
IEEE 802.1x �”�•�˜�å�¸�•�å�¢�†�Q#Ý�K�Z�
 AAA �©�«�¸�Ò  �”�•�˜�å�¸�•�å�¢�†�–�¿�î�È�Ý�_�M�•�\�

�ß� �å�¢�b�S�u�_�©�«�¸�Ò  �Ü�ß�î�»  �–�Ë�å�º�†�”�•�˜�å�¸�•�å�¢  RADIUS �§�î�Â�_3æ�™�[�A�r
�M���§�î�Â�c�
�”�¡�¸�•�È�^  IEEE 802.1x �­�µ�©�Ù�å�M�m�Z�@)
�¢�K�S�v�b�\�8�•�K�r�M��

RADIUS �c�™8—�ö�b�*�8  UDP �º�Û�å�«�Ï�î�º  �É�ß�º�¥�Ý�†�Q#Ý�M�•�S�u�
�¿�µ�º�á�î�¡"g�Â�@,�
�ò�[�^�8�\�
�”�•�˜�å�¸�•�å�¢  �Ó�µ�­�î�ª�@�»�ƒ�€�•�G�\�@�6�~�r�M��0¿���K�S�G�X�b�”�•�˜�å
�¸�•�å�¢0[�Ó�b
Ì3æ�™�‹�
 �«�–�µ�³�@  RADIUS �§�î�Â�?�}�”�•�˜�å�¸�•�å�¢�Â'Å�Ó�µ�­�î�ª�†�w�™
�K�^�8���œ�
���b�Ó�µ�­�î�ª�@/²&g�I�€�r�M��

Accounting message %s for session %s failed to receive Accounting Response.

�G�b�«�º�µ�É  �Ó�µ�­�î�ª�@�G�–�_3æ�™�I�€�^�8���œ�
���b�Ó�µ�­�î�ª�@/²&g�I�€�r�M��

00:09:55: %RADIUS-3-NOACCOUNTINGRESPONSE: Accounting message Start for session 
172.20.50.145 sam 11/06/03 07:01:16 11000002 failed to receive Accounting Response.

>&�@>' �ß� �å�¢�b6ä���
�õ�F�
�ì�b�”�µ�É�¹�î�º  �Ó�µ�­�î�ª�
�±�–�Ò  �«�±�å�É�^�]�b�”�•�˜�å�¸�•�å�¢
�±�«�¡�†��/œ�M�•�|�:�_�
 RADIUS �§�î�Â�†0¿���M�•�²0[�@�6�~�r�M���G�€�}�b�µ+��†�œ�å�_�M�•
�_�c�
 RADIUS �§�î�Â�b  Network Configuration �±�È�b  [Update/Watchdog packets from this AAA client]
�b�ß� �å�¢�†�–�¿�î�È�Ý�_�K�r�M�����_�
 RADIUS �§�î�Â�b  System Configuration �±�È�b  [CVS
RADIUS Accounting] �†�–�¿�î�È�Ý�_�K�r�M��

AAA �@�«�–�µ�³�[�–�¿�î�È�Ý�_�^�W�S�6�\�
 IEEE 802.1x �”�•�˜�å�¸�•�å�¢�†0¿���M�•�_�c�
 �–�¿�î
�È�Ý  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M���G�b�m8p�c�õ�–�[�M��

�¥�Ð�å�» % $×

�«�¸�µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�¸�µ�É 2 interface interface-id 0¿���M�•�Ï�î�º�†�æ���K�
�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×
�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�¸�µ�É 3 dot1x max-reauth-req count �Ï�î�º�@!“0Á�•�«�¸�î�º�_�š�ƒ�•�S�_�
�«�–�µ�³�@1�0É�É
�ß�­�«�†
Ì6ä�M�•�G�X�†0¿���K�r�M���æ���[�A�•(
�V�c  0
>|  10 �[�M���¹�Ç�›�Ý�º�c  2 �[�M��

�«�¸�µ�É 4 end �–�¿�î�È�Ý  EXEC �Ô�î�»�_�`�~�r�M��

�«�¸�µ�É 5 show dot1x interface interface-id 0¿���†&�1��K�r�M��

�«�¸�µ�É 6 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K
�r�M��
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�”�•�˜�å�¸�•�å�¢�Â'Å�Ó�µ�­�î�ª�†�w�™�K�^�8  RADIUS �Ó�µ�­�î�ª�X�†/²&g�M�•�_�c�
 show radius
statistics �–�¿�î�È�Ý  EXEC �¥�Ð�å�»�†�Q#Ý�K�r�M��

���_�
 IEEE 802.1x �”�•�˜�å�¸�•�å�¢�†0¿���M�•�[�†&g�K�r�M���q�6�b�¥�Ð�å�»�c�
�”�•�˜�å�¸�•
�å�¢�b  UDP �Ï�î�º�\�K�Z  1813 �†�æ���K�Z�
 RADIUS �§�î�Â�†0¿���K�r�M��

Switch(config)# radius-server host 172.120.39.46 auth-port 1812 acct-port 1813 key 
rad123
Switch(config)# aaa accounting dot1x default start-stop group radius
Switch(config)# aaa accounting system default start-stop group radius

�¤�«�º  VLAN �b0¿��
�§�î�Â�@  EAP Request/Identity �Ç�Þ�î�Ò�_�P�M�•�Â'Å�†�w�™�K�^�8���œ�
�¤�«�º  VLAN �†0¿���M�•
�\�
 IEEE 802.1x �P�Â�[�^�8�¡�Û�–�”�å�º�c�¤�«�º  VLAN �_4Ä*(�I�€�r�M�� IEEE 802.1x �P�Â�[�6�W
�Z�v�
1�0É�_�»�K�K�S�¡�Û�–�”�å�º�c�
�¿�µ�º�á�î�¡�l�b�”�¡�­�«�@0Á�•�I�€�r�O�‡���«�–�µ�³�c�

�©�å�¢�Ý  �Í�«�º  �Ô�î�»�r�S�c�Ð�Ý�³  �Í�«�º  �Ô�î�»�[�¤�«�º  VLAN �†�§�Ï�î�º�K�r�M��

�¤�«�º  VLAN �†0¿���M�•�_�c�
�–�¿�î�È�Ý  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M���G�b�m8p�c�õ
�–�[�M��

�¥�Ð�å�» % $×

�«�¸�µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�¸�µ�É 2 interface interface-id 0¿���M�•�Ï�î�º�†�æ���K�
�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×
�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�¸�µ�É 3 aaa accounting dot1x default start-stop group
radius

�M�m�Z�b  RADIUS �§�î�Â�b�Ü�«�º�†�Q#Ý�K�Z�
 IEEE 802.1x
�”�•�˜�å�¸�•�å�¢�†�–�¿�î�È�Ý�_�K�r�M��

�«�¸�µ�É 4 aaa accounting system default start-stop group
radius 

>&�õ�–>'�©�«�¸�Ò  �”�•�˜�å�¸�•�å�¢�†�–�¿�î�È�Ý�_�K>&�M
�m�Z�b  RADIUS �§�î�Â�b�Ü�«�º�†�Q#Ý>' �
�«�–�µ�³�@�Ü�ß�î
�»�M�•�\�A�_�©�«�¸�Ò  �”�•�˜�å�¸�•�å�¢  �Ü�ß�î�»  �–�Ë�å
�º  �Ó�µ�­�î�ª�†#Õ�B�K�r�M��

�«�¸�µ�É 5 end �–�¿�î�È�Ý  EXEC �Ô�î�»�_�`�~�r�M��

�«�¸�µ�É 6 show running-config 0¿���†&�1��K�r�M��

�«�¸�µ�É 7 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K
�r�M��

�¥�Ð�å�» % $×

�«�¸�µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�¸�µ�É 2 interface interface-id 0¿���M�•�Ï�î�º�†�æ���K�
�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×
�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M���§�Ï�î�º�I�€�•�Ï�î�º�b
�±�–�É�_�X�8�Z�c�
 �� IEEE 802.1x 1�0É0¿���ì�b�@�–�¦8o��

>&p.9-20>' �†�g!·�K�Z�C�T�I�8��

�«�¸�µ�É 3 switchport mode access

�r�S�c

switchport mode private-vlan host

�Ï�î�º�†�”�¡�­�«  �Ô�î�»�_�K�r�M��

�r�S�c

�Þ�–�Ö  2 �Ï�î�º�†�É�Û�–�Ë�î�º  VLAN �Í�«�º  �Ï�î�º�\�K
�Z0¿���K�r�M��

�«�¸�µ�É 4 dot1x port-control auto �Ï�î�º�V�[  IEEE 802.1x 1�0É�†�–�¿�î�È�Ý�_�K�r�M��
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�¤�«�º  VLAN �†�¹�•�­�î�È�Ý�_�K�Z�P7V�M�•�_�c�
 no dot1x guest-vlan �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•
� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M���Ï�î�º�c!“0Á�•�«�¸�î�º�_�`�~�r�M��

���_�
 VLAN 2 �†  IEEE 802.1x �¤�«�º  VLAN �\�K�Z�–�¿�î�È�Ý�_�M�•�[�†&g�K�r�M��

Switch(config)# interface gigabitethernet0/2
Switch(config-if)# dot1x guest-vlan 2

���_�
�«�–�µ�³�b�…�µ�ì6ë�\�K�Z  3 �†�
0[�Ó�b
Ì3æ�™�S�_�¡�Û�–�”�å�º�?�}�b  EAP-Request/Identify
�Ç�Þ�î�Ò�Â'Å�†�…�µ�M�•�ì6ë>&&Ê>'�†  15 �_0¿���K�
 IEEE 802.1x �Ï�î�º�b  DHCP �¡�Û�–�”�å�º�K)F
�ì�_�
 VLAN 2 �†  IEEE 802.1x �¤�«�º  VLAN �\�K�Z�–�¿�î�È�Ý�_�M�•�[�†&g�K�r�M��

Switch(config-if)#  dot1x timeout quiet-period 3
Switch(config-if)#  dot1x timeout tx-period 15
Switch(config-if)#  dot1x guest-vlan 2

�D7H�Ü�A VLAN �b0¿��
�«�–�µ�³�V�_�D7H�Ü�A  VLAN �†0¿���K�Z�8�•�
 1�0É�§�î�Â�@�w� �^�Ø�î�¨�¡�r�S�c�Ã�«�á�î�»�†�w
�™�[�A�^�8���œ�\�
 IEEE 802.1x �_ =�Ð�K�S���œ�¡�Û�–�”�å�º�c�D7H�Ü�A  VLAN �_&ã�I�€�r�M���«
�–�µ�³�c�
�©�å�¢�Ý  �Í�«�º  �Ô�î�»�[�b�s�D7H�Ü�A  VLAN �†�§�Ï�î�º�K�r�M��

�D7H�Ü�A VLAN �†0¿���M�•�_�c�
�–�¿�î�È�Ý  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M���G�b�m8p�c
�õ�–�[�M��

�«�¸�µ�É 5 dot1x guest-vlan vlan-id �”�¡�¸�•�È�^  VLAN �†�
 IEEE 802.1x �¤�«�º  VLAN �_�æ��
�K�r�M���æ���[�A�•(
�V�c  1 >|  4094 �[�M��


Æ4Š VLAN >&�Ý�î�¸�µ�»  �Ï�î�º>' �
 RSPAN VLAN�
�É�Û�–
�Ð�Ü �É�Û�–�Ë�î�º  VLAN�
�r�S�c8b�Œ  VLAN �†7V�A�
�õ�–
�b�”�¡�¸�•�È  VLAN �†  IEEE 802.1x �¤�«�º  VLAN �\�K�Z0¿
���[�A�r�M��

�«�¸�µ�É 6 end �–�¿�î�È�Ý  EXEC �Ô�î�»�_�`�~�r�M��

�«�¸�µ�É 7 show dot1x interface interface-id 0¿���†&�1��K�r�M��

�«�¸�µ�É 8 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K
�r�M��

�¥�Ð�å�» % $×

�¥�Ð�å�» % $×

�«�¸�µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�¸�µ�É 2 interface interface-id 0¿���M�•�Ï�î�º�†�æ���K�
�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×
�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M���§�Ï�î�º�I�€�•�Ï�î�º�b
�±�–�É�_�X�8�Z�c�
 �� IEEE 802.1x 1�0É0¿���ì�b�@�–�¦8o��

>&p.9-20>' �†�g!·�K�Z�C�T�I�8��

�«�¸�µ�É 3 switchport mode access

�r�S�c

switchport mode private-vlan host

�Ï�î�º�†�”�¡�­�«  �Ô�î�»�_�K�r�M��

�r�S�c

�Þ�–�Ö  2 �Ï�î�º�†�É�Û�–�Ë�î�º  VLAN �Í�«�º  �Ï�î�º�\�K
�Z0¿���K�r�M��

�«�¸�µ�É 4 dot1x port-control auto �Ï�î�º�V�[  IEEE 802.1x 1�0É�†�–�¿�î�È�Ý�_�K�r�M��
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�D7H�Ü�A VLAN �†�¹�•�­�î�È�Ý�_�K�Z�P7V�M�•�_�c�
 no dot1x auth-fail vlan �–�å�±�î�Ç�™�–�«  �¥
�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M���Ï�î�º�c!“0Á�•�«�¸�î�º�_�`�~�r�M��

���_�
 VLAN 2 �†  IEEE 802.1x �D7H�Ü�A VLAN �\�K�Z�–�¿�î�È�Ý�_�M�•�[�†&g�K�r�M��

Switch(config)# interface gigabitethernet0/2
Switch(config-if)# dot1x auth-fail vlan 2

�Ø�î�¨�_�D7H�Ü�A  VLAN �†�m�~�\�Z�•�S�_�
 dot1x auth-fail max-attempts �–�å�±�î�Ç�™�–�«  �¥�å
�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�Z�
1�0É0è/œ�G�X�†�q�±�_0¿���[�A�r�M���æ���[�A�•0è/œ�G
�X�c  1 >|  3 �[�M���¹�Ç�›�Ý�º�c  3 �G�_0¿���I�€�Z�8�r�M��

1�0É0è/œ�G�X�†�q�±�_0¿���M�•�_�c�
�–�¿�î�È�Ý  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M���G�b�m8p
�c�õ�–�[�M��

�«�¸�µ�É 5 dot1x auth-fail vlan vlan-id �”�¡�¸�•�È�^  VLAN �†�
 IEEE 802.1x �D7H�Ü�A VLAN �_�æ
���K�r�M���æ���[�A�•(
�V�c  1 >|  4094 �[�M��


Æ4Š VLAN >&�Ý�î�¸�µ�»  �Ï�î�º>' �
 RSPAN VLAN�
�É�Û�–
�Ð�Ü �É�Û�–�Ë�î�º  VLAN�
�r�S�c8b�Œ  VLAN �†7V�A�
�õ�–
�b�”�¡�¸�•�È  VLAN �†  IEEE 802.1x �D7H�Ü�A VLAN �\�K�Z
0¿���[�A�r�M��

�«�¸�µ�É 6 end �–�¿�î�È�Ý  EXEC �Ô�î�»�_�`�~�r�M��

�«�¸�µ�É 7 show dot1x interface interface-id >&�õ�–>'0¿���†&�1��K�r�M��

�«�¸�µ�É 8 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K
�r�M��

�¥�Ð�å�» % $×

�¥�Ð�å�» % $×

�«�¸�µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�¸�µ�É 2 interface interface-id 0¿���M�•�Ï�î�º�†�æ���K�
�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×
�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M���§�Ï�î�º�I�€�•�Ï�î�º�b
�±�–�É�_�X�8�Z�c�
 �� IEEE 802.1x 1�0É0¿���ì�b�@�–�¦8o��

>&p.9-20>' �†�g!·�K�Z�C�T�I�8��

�«�¸�µ�É 3 switchport mode access

�r�S�c

switchport mode private-vlan host

�Ï�î�º�†�”�¡�­�«  �Ô�î�»�_�K�r�M��

�r�S�c

�Þ�–�Ö  2 �Ï�î�º�†�É�Û�–�Ë�î�º  VLAN �Í�«�º  �Ï�î�º�\�K
�Z0¿���K�r�M��

�«�¸�µ�É 4 dot1x port-control auto �Ï�î�º�V�[  IEEE 802.1x 1�0É�†�–�¿�î�È�Ý�_�K�r�M��

�«�¸�µ�É 5 dot1x auth-fail vlan vlan-id �”�¡�¸�•�È�^  VLAN �†�
 IEEE 802.1x �D7H�Ü�A VLAN �_�æ
���K�r�M���æ���[�A�•(
�V�c  1 >|  4094 �[�M��


Æ4Š VLAN >&�Ý�î�¸�µ�»  �Ï�î�º>' �
 RSPAN VLAN�
�É�Û�–
�Ð�Ü �É�Û�–�Ë�î�º  VLAN�
�r�S�c8b�Œ  VLAN �†7V�A�
�õ�–
�b�”�¡�¸�•�È  VLAN �†  IEEE 802.1x �D7H�Ü�A VLAN �\�K�Z
0¿���[�A�r�M��

�«�¸�µ�É 6 dot1x auth-fail max-attempts max attempts �Ï�î�º�@�D7H�Ü�A  VLAN �_&ã/œ�M�•�S�u�b1�0É0è/œ�G�X
�†�æ���K�r�M���æ���[�A�•(
�V�c  1 >|  3 &Ê�[�M���¹�Ç�›�Ý
�º�c  3 �[�M��

�«�¸�µ�É 7 end �–�¿�î�È�Ý  EXEC �Ô�î�»�_�`�~�r�M��
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0¿���X�†�¹�Ç�›�Ý�º�_�`�M�_�c�
 no dot1x auth-fail max-attempts �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×
�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

���_�
�Ï�î�º�†�D7H�Ü�A  VLAN �_�M�•�S�u�_�
1�0É0è/œ�G�X�†  2 �_0¿���M�•�‰�2�†&g�K�r�M��

Switch(config-if)#  dot1x auth-fail max-attempts 2

�”�¡�­�«�Y+�1�0É�Â�–�Ã�«�µ+��b0¿��
�”�¡�­�«�Y+�1�0É�Â�–�Ã�«�µ+�>&�¡�Ü�¸�•�•�Ý1�0É�r�S�c  AAA �»�K�Ï�Ü�©�î�\�v�ç�d�€�r�M>'�†
0¿���[�A�r�M��

�Ï�î�º�†�¡�Ü�¸�•�•�Ý  �Ï�î�º�\�K�Z0¿���K�
 �”�¡�­�«�Y+�1�0É�Â�–�Ã�«�µ+��†�–�¿�î�È�Ý�_�M�•�_
�c�
�–�¿�î�È�Ý  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M���G�b�m8p�c�õ�–�[�M��

�«�¸�µ�É 8 show dot1x interface interface-id >&�õ�–>'0¿���†&�1��K�r�M��

�«�¸�µ�É 9 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K
�r�M��

�¥�Ð�å�» % $×

�¥�Ð�å�» % $×

�«�¸�µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�¸�µ�É 2 radius-server dead-criteria time time tries tries >&�õ�–>' RADIUS �§�î�Â�@�Q#Ý�[�A�^�8�
�r�S�c  dead �\0b
�^�I�€�•�\�A�†�8�9�M�•�b�_�Q�ƒ�€�•�²�ó�†0¿���K�r�M��

�æ���[�A�•  time �b(
�V�c  1 >|  120 &Ê�[�M���«�–�µ�³�c�
�¹
�Ç�›�Ý�º�b  seconds �Í�†  10 >|  60 &Ê�b6ë�[�·$×�_�ô���K�r
�M��

�æ���[�A�•  tries �b(
�V�c  1 >|  100 �[�M���«�–�µ�³�c�
�¹
�Ç�›�Ý�º�b  tries �Í�†  10 >|  100 �b6ë�[�·$×�_�ô���K�r�M��

�«�¸�µ�É 3 radius-server deadtime minutes >&�õ�–>'RADIUS �§�î�Â�_0[�Ó�@3æ�™�I�€�^�8�(�X�†0¿���K
�r�M���æ���[�A�•(
�V�c  0 >|  1440 �(�[�M>& 24 �ì6ë>'���¹
�Ç�›�Ý�º�Í�c  0 �(�[�M��
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�«�¸�µ�É 4 radius-server host ip-address [acct-port 
udp-port] [auth-port  udp-port] [key string] [test 
username name [idle-time time] 
[ignore-acct-port] [ ignore-auth-port]]

>&�õ�–>'���b�Ÿ�î�á�î�»�†�Q#Ý�K�Z  RADIUS �§�î�Â  �Ã�Û
�Ó�î�±�†0¿���K�r�M��

• acct-port udp-port �Š RADIUS �”�•�˜�å�¸�•�å�¢  �§�î�Â
�b  UDP �Ï�î�º�†�æ���K�r�M�� UDP �Ï�î�º$��•�b(
�V
�c  0 >|  65536 �[�M���¹�Ç�›�Ý�º�c  1646 �[�M��

• auth-port  udp-port �Š RADIUS 1�0É�§�î�Â�b  UDP �Ï�î
�º�†�æ���K�r�M�� UDP �Ï�î�º$��•�b(
�V�c  0 >|  65536
�[�M���¹�Ç�›�Ý�º�c  1645 �[�M��

>&�@>' RADIUS �”�•�˜�å�¸�•�å�¢  �§�î�Â�b  UDP �Ï�î�º�\
RADIUS 1�0É�§�î�Â�b  UDP �Ï�î�º�†8��¹�Ç�›�Ý�º
�Í�_0¿���K�r�M��

• key string �Š �«�–�µ�³�\  RADIUS �¹�î�Ô�å�\�b6ë�b�M
�m�Z�b  RADIUS 3û�™�[�Q#Ý�M�•1�0É�>�|�g�/�•6=�†�æ
���K�r�M��

>&�@>' radius-server key {0 string | 7 string | string} �¢�ß�î�Â
�Ý �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�Z�v
1�0É�>�|�g�/�•6=�†0¿���[�A�r�M��

• test username name �Š RADIUS �§�î�Â  �«�¸�î�±�«�b+¬
�·�¸�«�º�†�–�¿�î�È�Ý�_�K�Z�
�Q#Ý�M�•�Ø�î�¨�¡�†�æ
���K�r�M��

• idle-time time �Š �«�–�µ�³�@�¸�«�º  �Ã�£�µ�º�†�§�î�Â
�_3æ�™�K�S�6�\�b6ë7x�†�(�X�[0¿���K�r�M���æ���[�A
�•(
�V�c  1 >|  35791 �(�[�M���¹�Ç�›�Ý�º�c  60 �(>& 1 �ì
6ë>'�[�M��

• ignore-acct-port �Š RADIUS �§�î�Â  �”�•�˜�å�¸�•�å�¢
�Ï�î�º�b�¸�«�º�†�¹�•�­�î�È�Ý�_�K�r�M��

• ignore-auth-port �Š RADIUS �§�î�Â1�0É�Ï�î�º�b�¸�«
�º�†�¹�•�­�î�È�Ý�_�K�r�M��

�«�¸�µ�É 5 dot1x critical { eapol | recovery delay 
milliseconds} 

>&�õ�–>'�”�¡�­�«�Y+�1�0É�Â�–�Ã�«�b�Ã�Û�Ó�î�±�†0¿���K�r
�M��

eapol �Š �«�–�µ�³�@�¡�Ü�¸�•�•�Ý  �Ï�î�º�†�G�–�_1�0É�M�•
�\�
�«�–�µ�³�@  EAPOL �B�Œ�Ó�µ�­�î�ª�†3æ�™�M�•�|�:�_
�æ���K�r�M��

recovery delay milliseconds �Š �Q#Ý�[�A�^�8  RADIUS �§�î�Â
�@�Q#Ý�[�A�•�|�:�_�^�W�S�\�A�_�
�«�–�µ�³�@�¡�Ü�¸�•�•
�Ý �Ï�î�º�†
Ì�6�‡�ì�M�•�S�u�_�…�µ�M�•�G�Ÿ4����‡6ë�†
0¿���K�r�M���æ���[�A�•(
�V�c  1 >|  10000 �Ñ�Ü&Ê�[�M���¹
�Ç�›�Ý�º�c  1000 �Ñ�Ü&Ê�[�M>&�Ï�î�º�c�–&Ê
Ì�6�‡�ì�[�A�r
�M>'��

�«�¸�µ�É 6 interface interface-id 0¿���M�•�Ï�î�º�†�æ���K�
�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×
�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M���§�Ï�î�º�I�€�•�Ï�î�º�b
�±�–�É�_�X�8�Z�c�
 �� IEEE 802.1x 1�0É0¿���ì�b�@�–�¦8o��

>&p.9-20>' �†�g!·�K�Z�C�T�I�8��

�¥�Ð�å�» % $×
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RADIUS �§ � î �Â�b�¹ �Ç�› �Ý�º0¿� � �_ � ` �M�_�c� 
 no radius-server dead-criteria�
 no radius-server
deadtime�
�>�|�g  no radius-server host �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��
�”�¡�­�«�Y+�1�0É�Â�–�Ã�«�b�¹�Ç�›�Ý�º0¿���_�`�M�_�c�
 no dot1x critical {eapol | recovery delay}
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M���”�¡�­�«�Y+�1�0É�Â�–�Ã�«�†�¹�•
�­�î�È�Ý�_�M�•�_�c�
 no dot1x critical �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý
�K�r�M��

���_�
�”�¡�­�«�Y+�1�0É�Â�–�Ã�«�µ+��†0¿���M�•�[�†&g�K�r�M��

Switch(config)#  radius-server dead-criteria time 30 tries 20
Switch(config)#  radius-server deadtime 60
Switch(config)#  radius-server host 1.1.1.2 acct-port 1550 auth-port 1560 key abc1234 
test username user1 idle-time 30
Switch(config)#  dot1x critical eapol
Switch(config)#  dot1x critical recovery delay 2000
Switch(config)#  interface gigabitethernet 0/1
Switch(config)#  radius-server deadtime 60
Switch(config-if)#  dot1x critical
Switch(config-if)#  dot1x critical recovery action reinitialize
Switch(config-if)#  dot1x critical vlan 20
Switch(config-if)#  end

WoL �†�Q#Ý�K�S IEEE 802.1x 1�0É�b0¿��
WoL �†�Q#Ý�K�S IEEE 802.1x 1�0É�†�–�¿�î�È�Ý�_�M�•�_�c�
�–�¿�î�È�Ý  EXEC �Ô�î�»�[���b�m8p�†
��/œ�K�r�M���G�b�m8p�c�õ�–�[�M��

�«�¸�µ�É 7 dot1x critical [recovery action reinitialize | vlan
vlan-id]

�”�¡�­�«�Y+�1�0É�Â�–�Ã�«�µ+��†�–�¿�î�È�Ý�_�K�Z�
���b
�Ÿ�î�á�î�»�†�Q#Ý�K�Z�µ+��†0¿���K�r�M��

• recovery action reinitialize �Š �G�Ÿ�µ+��†�–�¿�î�È�Ý�_
�K�Z�
 1�0É�§�î�Â�@�Q#Ý�•+��^�\�A�
 �G�Ÿ�·�8�p�_�Ï�î
�º�†1�0É�M�•�|�:�_�æ���K�r�M��

• vlan vlan-id �Š �«�–�µ�³�@�¡�Ü�¸�•�•�Ý  �Ï�î�º�_�m�~
�\�Z�•�”�¡�­�«  VLAN �†�æ���K�r�M���æ���[�A�•(
�V
�c  1 >|  4094�[�M��

�«�¸�µ�É 8 end �–�¿�î�È�Ý  EXEC �Ô�î�»�_�`�~�r�M��

�«�¸�µ�É 9 show dot1x [interface interface-id] >&�õ�–>'0¿���†&�1��K�r�M��

�«�¸�µ�É 10 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K
�r�M��

�¥�Ð�å�» % $×

�¥�Ð�å�» % $×

�«�¸�µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�¸�µ�É 2 interface interface-id 0¿���M�•�Ï�î�º�†�æ���K�
�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×
�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M���§�Ï�î�º�I�€�•�Ï�î�º�b
�±�–�É�_�X�8�Z�c�
 �� IEEE 802.1x 1�0É0¿���ì�b�@�–�¦8o��

>&p.9-20>' �†�g!·�K�Z�C�T�I�8��
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�«�–�µ�³�[  WoL �†�Q#Ý�K�S IEEE 802.1x 1�0É�†�¹�•�­�î�È�Ý�_�M�•�_�c�
 no dot1x control-direction
�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

���_�
 WoL �†�Q#Ý�K�S IEEE 802.1x 1�0É�†�–�¿�î�È�Ý�_�K�Z�
�Ï�î�º�†�n�‰�¥�_0¿���M�•�[�†&g�K
�r�M��

Switch(config-if)# dot1x control-direction both

MAC 1�0É�Â�–�Ã�«�b0¿��
MAC 1�0É�Â�–�Ã�«�†�–�¿�î�È�Ý�_�M�•�_�c�
�–�¿�î�È�Ý  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��
�G�b�m8p�c�õ�–�[�M��

MAC 1�0É�Â�–�Ã�«�†�¹�•�­�î�È�Ý�_�M�•�_�c�
 no dot1x mac-auth-bypass �–�å�±�î�Ç�™�–�«  �¥�å
�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

���_�
 MAC 1�0É�Â�–�Ã�«�µ+��†�–�¿�î�È�Ý�_�M�•�[�†&g�K�r�M��

Switch(config-if)# dot1x mac-auth-bypass

�«�¸�µ�É 3 dot1x control-direction {both | in} �Ï�î�º�[  WoL �†�Q#Ý�K�Z  IEEE 802.1x 1�0É�†�–�¿�î�È�Ý�_
�K�
���b�Ÿ�î�á�î�»�†�Q#Ý�K�Z�Ï�î�º�†�n�‰�¥�r�S�c�"�‰
�¥�_0¿���K�r�M��

• both �Š �Ï�î�º�†�n�‰�¥�_0¿���K�r�M���Ï�î�º�c�
�Í�«
�º�\�b6ë�[�Ã�£�µ�º�†3æ�w�™�[�A�r�O�‡���¹�Ç�›�Ý�º
�[�c�
�Ï�î�º�c�n�‰�¥�[�M��

• in �Š �Ï�î�º�†�"�‰�¥�_0¿���K�r�M���Ï�î�º�c�Ã�£�µ�º
�†�Í�«�º�_3æ�™�[�A�r�M�@�
�Í�«�º�?�}�Ã�£�µ�º�†�w
�™�[�A�r�O�‡��

�«�¸�µ�É 4 end �–�¿�î�È�Ý  EXEC �Ô�î�»�_�`�~�r�M��

�«�¸�µ�É 5 show dot1x interface interface-id 0¿���†&�1��K�r�M��

�«�¸�µ�É 6 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K
�r�M��

�¥�Ð�å�» % $×

�¥�Ð�å�» % $×

�«�¸�µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�¸�µ�É 2 interface interface-id 0¿���M�•�Ï�î�º�†�æ���K�
�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×
�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M���§�Ï�î�º�I�€�•�Ï�î�º�b
�±�–�É�_�X�8�Z�c�
 �� IEEE 802.1x 1�0É0¿���ì�b�@�–�¦8o��

>&p.9-20>' �†�g!·�K�Z�C�T�I�8��

�«�¸�µ�É 3 dot1x port-control auto �Ï�î�º�V�[  IEEE 802.1x 1�0É�†�–�¿�î�È�Ý�_�K�r�M��

�«�¸�µ�É 4 dot1x mac-auth-bypass [eap] MAC 1�0É�Â�–�Ã�«�†�–�¿�î�È�Ý�_�K�r�M��

>&�õ�–>' eap �Ÿ�î�á�î�»�†�Q#Ý�K�Z1�0É#Ý�b  EAP �†�Q#Ý�M
�•�|�:�_�«�–�µ�³�†0¿���K�r�M��

�«�¸�µ�É 5 end �–�¿�î�È�Ý  EXEC �Ô�î�»�_�`�~�r�M��

�«�¸�µ�É 6 show dot1x interface interface-id 0¿���†&�1��K�r�M��

�«�¸�µ�É 7 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K
�r�M��
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NAC �Þ�–�Ö  2 IEEE 802.1x �è0É�b0¿��
 Cisco IOS Release 12.2(25)SED �è7F�[�c�
 NAC �Þ�–�Ö  2 IEEE 802.1x �è0É�†0¿���[�A�r�M���G�€�c�

RADIUS �§�î�Â�†�Q#Ý�K�S  IEEE 802.1x 1�0É�\�v�ç�d�€�r�M��

NAC �Þ�–�Ö  2 IEEE 802.1x �è0É�†0¿���M�•�_�c�
 �–�¿�î�È�Ý  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��
�G�b�m8p�c�õ�–�[�M��

���_�
 NAC �Þ�–�Ö  2 IEEE 802.1x �è0É�†0¿���M�•�[�†&g�K�r�M��

Switch#  configure terminal
Switch(config)#  interface gigabitethernet0/1
Switch(config-if)#  dot1x reauthentication
Switch(config-if)#  dot1x timeout reauth-period server

�¥�Ð�å�» % $×

�«�¸�µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�¸�µ�É 2 interface interface-id 0¿���M�•�Ï�î�º�†�æ���K�
�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×
�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�¸�µ�É 3 dot1x guest-vlan vlan-id �”�¡�¸�•�È  VLAN �†  IEEE 802.1x �¤�«�º  VLAN �\�K�Z�æ��
�K�r�M���æ���[�A�•(
�V�c  1 >|  4094 �[�M��


Æ4Š VLAN >&�Ý�î�¸�µ�»  �Ï�î�º>'�
 RSPAN VLAN�
8b�Œ
VLAN �†7V�C�6�}�z�•�”�¡�¸�•�È  VLAN �†  IEEE 802.1x �¤
�«�º  VLAN �\�K�Z0¿���[�A�r�M��

�«�¸�µ�É 4 dot1x reauthentication �¡�Û�–�”�å�º�b���‡$×�^
Ì1�0É>&�¹�Ç�›�Ý�º�[�c�¹�•�­�î
�È�Ý>'�†�–�¿�î�È�Ý�_�K�r�M��

�«�¸�µ�É 5 dot1x timeout reauth-period {seconds | server} 
Ì1�0É�b6ë7x>&&Ê>'�†�æ���K�r�M��

�Ÿ�î�á�î�»�b�–�á�c���b�\�>�~�[�M��

• seconds �Š &Ê�X�† 1 >|  65535 �b(
�V�[0¿���K�r�M���¹
�Ç�›�Ý�º�c  3600 &Ê�[�M��

• server �Š Session-Timeout RADIUS �”�º�Ü�Å�×�î�º>&�”
�º�Ü�Å�×�î�º  [27]>'�>�|�g  Terminate-Action RADIUS �”
�º�Ü�Å�×�î�º>&�”�º�Ü�Å�×�î�º  [29]>'�b�Í�_�ö�Y�8�Z
&Ê�X�†�æ���K�r�M��

�G�b�¥�Ð�å�»�@�«�–�µ�³�b�·�8�_�s8j�M�•�b�c�
���‡$×�^

Ì1�0É�†�–�¿�î�È�Ý�_0¿���K�S���œ�T�E�[�M��

�«�¸�µ�É 6 end �–�¿�î�È�Ý  EXEC �Ô�î�»�_�`�~�r�M��

�«�¸�µ�É 7 show dot1x interface interface-id IEEE 802.1x 1�0É�b0¿���†&�1��K�r�M��

�«�¸�µ�É 8 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K
�r�M��



'¨ 9 'v       IEEE 802.1x �Ï�î�º�Ë�î�«1�0É�b0¿��
IEEE 802.1x 1�0É�b0¿��
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�Ï�î�º�V�[�b  IEEE 802.1x 1�0É�b�¹�•�­�î�È�Ý�ì
IEEE 802.1x 1�0É�†�Ï�î�º�[�¹�•�­�î�È�Ý�_�M�•�_�c�
 no dot1x pae �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×
�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

�Ï�î�º�[  IEEE 802.1x 1�0É�†�¹�•�­�î�È�Ý�_�M�•�_�c�
�–�¿�î�È�Ý  EXEC �Ô�î�»�[���b�m8p�†��/œ
�K�r�M���G�b�m8p�c�õ�–�[�M��

IEEE 802.1x Port Access Entity>&PAE; �Ï�î�º  �”�¡�­�«  �š�å�¸�•�¸�•>'1�0É*…�\�K�Z�Ï�î�º�†0¿���M
�•�_�c�
 dot1x pae authenticator �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��
�G�b0¿���[�c�
�Ï�î�º�[  IEEE 802.1x �@�–�¿�î�È�Ý�_�^�~�r�M�@�
�Ï�î�º�_�K)F�I�€�S�¡�Û�–�”�å
�º�c0Á�•�I�€�r�O�‡��

���_�
 IEEE 802.1x 1�0É�†�Ï�î�º�[�¹�•�­�î�È�Ý�_�M�•�[�†&g�K�r�M��

Switch(config)# interface gigabitethernet0/1
Switch(config-if)# no dot1x pae authenticator

IEEE 802.1x 1�0É0¿���b�¹�Ç�›�Ý�º�Í�l�b�Ü�­�µ�º
IEEE 802.1x 1�0É0¿���†�¹�Ç�›�Ý�º�Í�_�`�M�_�c�
�–�¿�î�È�Ý  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r
�M���G�b�m8p�c�õ�–�[�M��

�¥�Ð�å�» % $×

�«�¸�µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�¸�µ�É 2 interface interface-id 0¿���M�•�Ï�î�º�†�æ���K�
�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×
�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�¸�µ�É 3 no dot1x pae �Ï�î�º�V�[  IEEE 802.1x 1�0É�†�¹�•�­�î�È�Ý�_�K�r�M��

�«�¸�µ�É 4 end �–�¿�î�È�Ý  EXEC �Ô�î�»�_�`�~�r�M��

�«�¸�µ�É 5 show dot1x interface interface-id 0¿���†&�1��K�r�M��

�«�¸�µ�É 6 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K
�r�M��

�¥�Ð�å�» % $×

�«�¸�µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�¸�µ�É 2 interface interface-id �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä��
�K�
0¿���M�•�Ï�î�º�†�æ���K�r�M��

�«�¸�µ�É 3 dot1x default IEEE 802.1x �Ã�Û�Ó�î�±�†�¹�Ç�›�Ý�º�Í�_�`�K�r�M��

�«�¸�µ�É 4 end �–�¿�î�È�Ý  EXEC �Ô�î�»�_�`�~�r�M��

�«�¸�µ�É 5 show dot1x interface interface-id 0¿���†&�1��K�r�M��

�«�¸�µ�É 6 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K
�r�M��



'¨ 9 'v       IEEE 802.1x �Ï�î�º�Ë�î�«1�0É�b0¿��
IEEE 802.1x �b)+0£�_���>�|�g�«�¸�î�±�«�b/²&g
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IEEE 802.1x �b)+0£�_���>�|�g�«�¸�î�±�«�b/²&g
�M�m�Z�b�Ï�î�º�_6õ�M�•  IEEE 802.1x )+0£�_���†/²&g�M�•�_�c�
 show dot1x all statistics �–�¿�î�È�Ý
EXEC �¥�Ð�å�»�†�Q#Ý�K�r�M��"I���b�Ï�î�º�_6õ�M�•  IEEE 802.1x )+0£�_���†/²&g�M�•�_�c�
 show
dot1x statistics interface interface-id �–�¿�î�È�Ý  EXEC �¥�Ð�å�»�†�Q#Ý�K�r�M��

�«�–�µ�³�_6õ�M�•  IEEE 802.1x 'ö#.�>�|�g�·�8�«�¸�î�±�«�†/²&g�M�•�_�c�
 show dot1x all [details |
statistics | summary] �–�¿�î�È�Ý  EXEC �¥�Ð�å�»�†�Q#Ý�K�r�M��"I���b�Ï�î�º�_6õ�M�•  IEEE 802.1x
'ö#.�>�|�g�·�8�«�¸�î�±�«�†/²&g�M�•�_�c�
 show dot1x interface interface-id �–�¿�î�È�Ý  EXEC �¥�Ð
�å�»�†�Q#Ý�K�r�M��

���Š�Ç�•�î�Ý�»�b0ò(ý�_�X�8�Z�c�
 �G�b�Ü�Ü�î�«�_�P�Â�M�•�¥�Ð�å�»  �Ü�Ç�“�Þ�å�«�†�g!·�K�Z�C�T
�I�8��
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10

�–�å�±�î�Ç�™�–�«"I�ö�b0¿��

�G�b'v�[�c�
 Catalyst 3560 �«�–�µ�³�V�b�›'��–�å�±�î�Ç�™�–�«�b�±�–�É�
�>�|�g�Q�b0¿���‰�2�_�X
�8�Z1��Â�K�r�M��

�G�b'v�[1��Â�M�•
Æ���c�
���b�\�>�~�[�M��

• �–�å�±�î�Ç�™�–�«  �±�–�É�b�+0[>& p.10-2>'

• �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�b�Q#Ý�‰�2>& p.10-11>'

• �–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�b0¿��>& p.10-16>'

• �Þ�–�Ö  3 �–�å�±�î�Ç�™�–�«�b0¿��>& p.10-26>'

• �©�«�¸�Ò  MTU �b0¿��>& p.10-28>'

• �–�å�±�î�Ç�™�–�«�b�Ô�½�±�>�|�g�Ó�å�¸�¼�å�«>& p.10-30>'

>&�@>' �G�b'v�[�Q#Ý�M�•�¥�Ð�å�»�b�S�e�>�|�g�Q#Ý�‰�2�b0ò(ý�_�X�8�Z�c�
�G�b�Ü�Ü�î�«�_�P�Â�M�•�«
�–�µ �³  �¥ �Ð�å�»  �Ü�Ç�“ �Þ�å�«�>� | �g �œ�å�Û�–�å�b� � Cisco IOS Interface Command Reference��
Release12.2 �†�g!·�K�Z�C�T�I�8��



'¨ 10 'v       �–�å�±�î�Ç�™�–�«"I�ö�b0¿��
�–�å�±�î�Ç�™�–�«  �±�–�É�b�+0[
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�–�å�±�î�Ç�™�–�«  �±�–�É�b�+0[
�G�G�[�c�
 �«�–�µ�³�_�|�W�Z�§�Ï�î�º�I�€�•�›'��–�å�±�î�Ç�™�–�«  �±�–�É�_�X�8�Z1��Â�M�•�\�\�v
�_�
 �G�€�}�b�–�å�±�î�Ç�™�–�«  �±�–�É�b0¿���_6õ�M�•0ò(ý�_���@0°3U�I�€�S'v�_�X�8�Z�v0•�l�K�r
�M���r�S�
�–�å�±�î�Ç�™�–�«�b"@#."I�ö�_�Â�L�S0¿���m8p�_�X�8�Z�v1��Â�K�r�M��

�G�G�[�c�
���b�|�:�^�–�å�±�î�Ç�™�–�«  �±�–�É�_�X�8�Z1��Â�K�r�M��

• �Ï�î�º�Ë�î�«�b  VLAN>&p.10-2>'

• �«�–�µ�³  �Ï�î�º>& p.10-3>'

• �Ý�î�¸�µ�»  �Ï�î�º>& p.10-5>'

• SVI>&p.10-5>'

• EtherChannel �Ï�î�º  �¢�Ý�î�É>& p.10-6>'

• PoE �Ï�î�º>& p.10-7>'

• �–�å�±�î�Ç�™�–�«�b�K)F>& p.10-9>'

�Ï�î�º�Ë�î�«�b  VLAN
VLAN>&�ì�•  LAN>'�c�
�Ø�î�¨�b"@#.$×�^�)*(�_6õ�€�^�C�
�µ+��
�³�î�Ò�
�r�S�c�”�É�Ü�£�î�©�Ù
�å�^�]�[1=#.$×�_�(�m�I�€�S�«�–�µ�³�_�|�•�¿�µ�º�á�î�¡�[�M�� VLAN �b0ò(ý�_�X�8�Z�c�
 '¨ 12
'v�� VLAN �b0¿���� �†�g!·�K�Z�C�T�I�8���Ï�î�º�[�w�™�K�S�Ã�£�µ�º�@3?3æ�I�€�•�b�c�
�Q�b�w�™
�Ï�î�º�\� �L  VLAN �_�“�M�•�Ï�î�º�_7H�}�€�r�M��$��^�•  VLAN �V�b�¿�µ�º�á�î�¡  �¹�Â�–�«�c�

VLAN 6ë�[�º�Û�Ç�•�µ�¡�†�Ý�î�¸�•�å�¢�M�•�Þ�–�Ö  3 �¹�Â�–�«�@�^�E�€�d�
 �«�8�_3û�™�[�A�r�O�‡��

VLAN �_�(�m�M�•�G�\�_�|�~�
 VLAN 
Æ�[�º�Û�Ç�•�µ�¡#Ý�b���[�^�Ç�“�–�”�˜�›�î�Ý�†��#'�K�r
�M���r�S�
�›  VLAN �_�c�[�w�b  MAC>&�Ó�¹�•�”  �”�¡�­�«�D�š>'�”�»�Þ�«  �¸�î�È�Ý�@�6�~�r�M��
VLAN �@1�1‘�I�€�•�b�c�
�ß�î�•�Ý  �Ï�î�º�@  VLAN �_�P�Â�M�•�|�:�_0¿���I�€�S�\�A�
 VLAN
Trunking Protocol>&VTP; VLAN �º�Û�å�Ÿ�å�¢  �É�ß�º�¥�Ý>'�º�Û�å�¡�V�b�¿�–�Â�?�}�Q�b�Ñ�~�†�Û*f
�K�S�\�A�
�r�S�c�Ø�î�¨�@  VLAN �†�8�B�K�S�\�A�[�M��

3û�–(
�V�b  VLAN>&VLAN ID �@ 1 >|  1005>'�†0¿���M�•�_�c�
 vlan vlan-id �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×
�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�Z  config-vlan �Ô�î�»�†6ä���M�•�?�
 vlan database�–�¿�î�È�Ý  EXEC
�¥�Ð�å�»�†�Q#Ý�K�Z  VLAN �¹�î�±�Ë�î�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M�� VLAN ID
1 >|  1005 �b  VLAN 0¿���c�
 VLAN �¹�î�±�Ë�î�«�_�–�Ñ�I�€�r�M���Ñ�G(
�V  VLAN>&VLAN ID �@
1006 >|  4094>'�†0¿���M�•�_�c�
 config-vlan �Ô�î�»�†�Q#Ý�K�
 VTP �Ô�î�»�†�º�Û�å�«�Ì�”�Þ�å�º�_
0¿���M�•�²0[�@�6�~�r�M���Ñ�G(
�V  VLAN �c�
 VLAN �¹�î�±�Ë�î�«�_3ã�•�I�€�r�O�‡�� VTP �Ô�î
�»�@�º�Û�å�«�Ì�”�Þ�å�º�[�6�•���œ�c�
 VTP �>�|�g  VLAN 0¿���c�«�–�µ�³�b��/œ�¥�å�Ç�•� �×�Þ�î
�©�Ù�å�_�–�Ñ�I�€�•�b�[�
 copy running-config startup-config �–�¿�î�È�Ý  EXEC �¥�Ð�å�»�†��/œ�K
�Z�
�G�€�†�«�–�µ�³�b�«�±�î�º�”�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_�–�Ñ�[�A�r�M��

switchport �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�M�•�\�
 VLAN �_�Ï�î�º�@3ã
�•�I�€�r�M��

• �–�å�±�î�Ç�™�–�«�†"I���K�r�M��

• �º�Û�å�¡  �Ï�î�º�_�c�
�º�Û�å�¡"I�ö�†0¿���K�
�²0[�_�Â�L�Z�d�“�[�A�•  VLAN �†��*O�K�r�M��

• �”�¡�­�«  �Ï�î�º�_�c�
�d�“�M�•  VLAN �†0¿���K�Z��*O�K�r�M��

• �º�å�¿�Ý  �Ï�î�º�b���œ�c�
�•�«�±�Ð�î�[�w�b  VLAN �±�¢#Ý�_  VLAN ID �b0¿���\��*O�†/œ�8�r
�M�� '¨ 16 'v�� IEEE 802.1Q �º�å�¿�Ü�å�¢�>�|�g�Þ�–�Ö  2 �É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢�b0¿���� �†�g
!·�K�Z�C�T�I�8��
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�«�–�µ�³  �Ï�î�º
�«�–�µ�³  �Ï�î�º�c�
"@#.�Ï�î�º�_�P�Â�Ü�E�}�€�S�Þ�–�Ö  2 �S#Ý�–�å�±�î�Ç�™�–�«�[�M���«�–�µ�³
�Ï�î�º�c  1 �X�r�S�c0
�X�b  VLAN �_�d�“�K�r�M���«�–�µ�³  �Ï�î�º�c�
�”�¡�­�«  �Ï�î�º�
�º�Û�å�¡
�Ï�î�º�
�º�å�¿�Ý  �Ï�î�º�b�8�N�€�?�_�^�~�r�M���Ï�î�º�c�
�”�¡�­�«  �Ï�î�º�r�S�c�º�Û�å�¡  �Ï�î
�º�_0¿���[�A�r�M���r�S�
�Ï�î�º�"�)�[  Dynamic Trunking Protocol>&DTP>'�†'�
>�I�O�
�Ü�å�¡�b
�v�:�M'ƒ�b�Ï�î�º�\�¿�¦�©�š�î�º�M�•�G�\�[�
 �«�–�µ�³  �Ï�î�º  �Ô�î�»�v0¿���[�A�r�M�� IEEE 802.1Q
�º�Û�å�¡  �Ï�î�º�_�K)F�K�S8��P&à�Ü�å�¡�b�M4Š�\�K�Z�
�º�å�¿�Ý  �Ï�î�º�†�m�·�[0¿���M�•�²0[�@
�6�~�r�M�� �«�–�µ�³  �Ï�î�º�c"@#.�–�å�±�î�Ç�™�–�«�>�|�g�P�Â�Þ�–�Ö  2 �É�ß�º�¥�Ý�b'ö#.�_�Q#Ý�K
�r�M���Ý�î�¸�•�å�¢�x�È�Ü�µ�ª�å�¢�c��#.�K�r�O�‡��

�«�–�µ�³  �Ï�î�º�b0¿���_�c�
 switchport �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q
#Ý�K�r�M���Þ�–�Ö  3 �Ô�î�»�b�–�å�±�î�Ç�™�–�«�†�Þ�–�Ö  2 �Ô�î�»�_�M�•�_�c�
 switchport �¥�Ð�å�»
�†  no �Ÿ�î�á�î�»�[�Q#Ý�K�r�M��

>&�@>' �Þ�–�Ö  3 �Ô�î�»�b�–�å�±�î�Ç�™�–�«�†�Þ�–�Ö  2 �Ô�î�»�_�K�S���œ�
 �s8j�b�6�•�–�å�±�î�Ç�™�–�«�_
6õ4��M�•�è�S�b0¿���_���@�˜�»�M�•�•+��ö�@�6�~�
�–�å�±�î�Ç�™�–�«�c�¹�Ç�›�Ý�º0¿���_�`�~�r
�M��

�”�¡�­�«  �Ï�î�º"I�ö�>�|�g�º�Û�å�¡  �Ï�î�º"I�ö�b0ò(ý�_�X�8�Z�c�
 '¨ 12 'v�� VLAN �b0¿���� �†�g
!·�K�Z�C�T�I�8���º�å�¿�Ý  �Ï�î�º�b0ò(ý�_�X�8�Z�c�
 '¨ 16 'v�� IEEE 802.1Q �º�å�¿�Ü�å�¢�>�|�g
�Þ�–�Ö  2 �É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢�b0¿���� �†�g!·�K�Z�C�T�I�8��

�”�¡�­�«  �Ï�î�º

�”�¡�­�«  �Ï�î�º�c>&8b�Œ  VLAN �Ï�î�º�\�K�Z0¿���I�€�Z�8�•���œ�†7V�A>' 1 �X�b  VLAN �T�E�_�d
�“�K�
�Q�b  VLAN �b�º�Û�Ç�•�µ�¡�T�E�†��3æ�K�r�M���º�Û�Ç�•�µ�¡�c�
 VLAN �±� �å�¢�^�K�b�¿�–
�¸�•�È  �Ç�›�î�Ð�µ�º�[3æ�w�™�I�€�r�M���”�¡�­�«  �Ï�î�º�_%T�™�K�S�º�Û�Ç�•�µ�¡�c�
�Ï�î�º�_�m
�~�\�Z�}�€�Z�8�•  VLAN �_�d�“�M�•�\�s�^�I�€�r�M���”�¡�­�«  �Ï�î�º�@�±�¢�Ü�A�Ã�£�µ�º>& ISL [
�«�–�µ�³6ë�Ü�å�¡ ] �r�S�c�±�¢�Ü�A  IEEE 802.1Q>'�†�w�™�K�S���œ�
�Q�b�Ã�£�µ�º�c�ë� �I�€�
3æ
�™
–�”�»�Þ�«�c�Û*f�I�€�r�O�‡��

2 '�8®�b�”�¡�­�«  �Ï�î�º�@�§�Ï�î�º�I�€�Z�8�r�M��

• �«�±�¸�•�µ�¡  �”�¡�­�«  �Ï�î�º���G�b�Ï�î�º�c�
�m�·�[  VLAN �_�m�~�\�Z�r�M>& IEEE 802.1x �[
�Q#Ý�M�•���œ�c  RADIUS �§�î�Â�†�Q#Ý�K�r�M��0ò(ý�_�X�8�Z�c�
 �� VLAN �m�~�\�Z�†�Q#Ý�K�S
IEEE 802.1x 1�0É�b�<#Ý�� [p.9-10] �†�g!·�K�Z�C�T�I�8>' ��

• �²�–�¼�Ñ�µ�¡  �”�¡�­�«  �Ï�î�º�b  VLAN �Ó�å�Â�î�©�µ�É�c�
%T�™�Ã�£�µ�º�†3û�L�Z�Û*f�I�€�r
�M���¹�Ç�›�Ý�º�[�c�
�²�–�¼�Ñ�µ�¡  �”�¡�­�«  �Ï�î�º�c�]�b  VLAN �b�Ó�å�Â�î�[�v�^�C�
�Ï�î
�º�\�b��3æ�c�Ï�î�º�b  VLAN �Ó�å�Â�î�©�µ�É�@�è���I�€�S�\�A�_�T�E�–�¿�î�È�Ý�_�^�~�r�M��
�«�–�µ�³�V�b�²�–�¼�Ñ�µ�¡  �”�¡�­�«  �Ï�î�º�c�
 VLAN Membership Policy Server>&VMPS; VLAN
�Ó�å�Â�î�©�µ�É  �Ï�Ü�©�î  �§�î�Â>'�_�|�W�Z  VLAN �_�m�~�\�Z�}�€�r�M�� VMPS �\�K�Z�·�8�[
�A�•�b�c�
 Catalyst 6500 �©�Ü�î�¬  �«�–�µ�³�[�M�� Catalyst 3560 �«�–�µ�³�†  VMPS �§�î�Â�_�M�•
�G�\�c�[�A�r�O�‡��

�r�S�
 Cisco IP Phone �\�K)F�M�•�”�¡�­�«  �Ï�î�º�†�
 1 �X�b  VLAN �c8b�Œ�º�Û�Ç�•�µ�¡#Ý�_�
�v�:
1 �X�b  VLAN �c  Cisco IP Phone �_�K)F�K�Z�8�•�¹�Â�–�«�?�}�b�¹�î�±  �º�Û�Ç�•�µ�¡#Ý�_�Q#Ý�M�•�|
�:�_0¿���[�A�r�M��8b�Œ  VLAN �Ï�î�º�b0ò(ý�_�X�8�Z�c�
 '¨ 15 'v��8b�Œ  VLAN �b0¿���� �†�g!·�K
�Z�C�T�I�8��
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�º�Û�å�¡  �Ï�î�º

�º�Û�å�¡  �Ï�î�º�c0
�X�b  VLAN �b�º�Û�Ç�•�µ�¡�†��3æ�K�
�¹�Ç�›�Ý�º�[  VLAN �¹�î�±�Ë�î�«
Æ�b
�M�m�Z�b  VLAN �b�Ó�å�Â�î�\�^�~�r�M���§�Ï�î�º�I�€�Z�8�•�º�Û�å�¡  �Ï�î�º�b�±�–�É�c���b�\�>
�~�[�M��

• ISL �º�Û�å�¡  �Ï�î�º�[�c�
�w�™�Ã�£�µ�º�c�M�m�Z  ISL �Ê�µ�²�î�†�Q#Ý�K�Z�•�É�­�Ý�ì�I�€�Z�8
�•�v�b�\�s�^�I�€�
3æ�™�Ã�£�µ�º�c�M�m�Z  ISL �Ê�µ�²�î�\�\�v�_3æ�™�I�€�r�M�� ISL �º�Û�å�¡
�Ï�î�º�?�}�w�™�K�S�¿�–�¸�•�È>&�±�¢�^�K>'�Ç�Þ�î�Ò�c�ë� �I�€�r�M��

• IEEE 802.1Q �º�Û�å�¡  �Ï�î�º�c�
�±�¢�Ü�A�\�±�¢�^�K�b�g�‰�b�º�Û�Ç�•�µ�¡�†� �ì�_�§�Ï�î�º
�K�r�M�� IEEE 802.1Q �º�Û�å�¡  �Ï�î�º�c�
 �¹�Ç�›�Ý�º�b  Port VLAN ID>&PVID; �Ï�î�º  VLAN ID >'
�_�m�~�\�Z�}�€�
�M�m�Z�b�±�¢�^�K�º�Û�Ç�•�µ�¡�c�Ï�î�º�b�¹�Ç�›�Ý�º  PVID �V�†�v�€�r�M��
NULL VLAN ID �†
��<�S�M�m�Z�b�±�¢�^�K�>�|�g�±�¢�Ü�A�º�Û�Ç�•�µ�¡�c�
 �Ï�î�º�b�¹�Ç�›�Ý
�º  PVID �_�d�“�M�•�v�b�\�s�^�I�€�r�M�� $Î�™�Ï�î�º�b�¹�Ç�›�Ý�º  PVID �\'¼�K�8  VLAN ID �†
�â�X�Ã�£�µ�º�c�
�±�¢�^�K�[3æ�™�I�€�r�M���g�~�b�º�Û�Ç�•�µ�¡�c�M�m�Z�
 VLAN �±�¢�Ü�A�[
3æ�™�I�€�r�M��

�¹�Ç�›�Ý�º�[�c�
�º�Û�å�¡  �Ï�î�º�c�
 VTP �_1�1‘�I�€�Z�8�•�M�m�Z�b  VLAN �b�Ó�å�Â�î�[�M�@�

�º�Û�å�¡  �Ï�î�º�H�\�_  VLAN �b0Á�•�Ü�«�º�†0¿���K�Z�
 VLAN �Ó�å�Â�î�©�µ�É�†�D7H�[�A�r�M�� 0Á
�•  VLAN �b�Ü�«�º�c�
�Q�b�Ú�b�Ï�î�º�_�c�s8j�†�Z�<�r�O�‡�@�
�P�Â�º�Û�å�¡  �Ï�î�º�_�c�s8j�†
�Z�<�r�M���¹�Ç�›�Ý�º�[�c�
�Q#Ý�•+��^�M�m�Z�b  VLAN>&VLAN ID 1 >|  4094>'�@0Á�•�Ü�«�º�_�µ�r
�€�r�M���º�Û�å�¡  �Ï�î�º�c�
 VTP �@ VLAN �†1�1‘�K�
 VLAN �@�–�¿�î�È�Ý"g�Â�_�6�•���œ�_7H�~�

VLAN �b�Ó�å�Â�î�_�^�•�G�\�@�[�A�r�M�� VTP �@�‚�K�8�–�¿�î�È�Ý  VLAN �†1�1‘�K�
�Q�b  VLAN
�@�º�Û�å�¡  �Ï�î�º�b0Á�•�Ü�«�º�_$Ï6��I�€�Z�8�•���œ�
�º�Û�å�¡  �Ï�î�º�c+¬�·$×�_�Q�b  VLAN �b
�Ó�å�Â�î�_�^�~�
�º�Û�Ç�•�µ�¡�c�Q�b  VLAN �b�º�Û�å�¡  �Ï�î�º6ë�[3?3æ�I�€�r�M�� VTP �@�
VLAN
�b�º�Û�å�¡  �Ï�î�º�b0Á�•�Ü�«�º�_$Ï6��I�€�Z�8�^�8�
�‚�K�8�–�¿�î�È�Ý  VLAN �†1�1‘�K�S���œ�

�Ï�î�º�c�Q�b  VLAN �b�Ó�å�Â�î�_�c�^�}�N�
�Q�b  VLAN �b�º�Û�Ç�•�µ�¡�c�Q�b�Ï�î�º6ë�[3?3æ�I
�€�r�O�‡��

�º�Û�å�¡  �Ï�î�º�b0ò(ý�_�X�8�Z�c�
 '¨ 12 'v�� VLAN �b0¿���� �†�g!·�K�Z�C�T�I�8��

�º�å�¿�Ý  �Ï�î�º

�º�å�¿�Ý  �Ï�î�º�c  IEEE 802.1Q �º�å�¿�Ü�å�¢�[�Q#Ý�I�€�
�§�î�Å�«�É�ß�Â�–�²�î  �¿�µ�º�á�î�¡�b
�•�«�±�Ð�î�b�º�Û�Ç�•�µ�¡�†�
� �L  VLAN $��•�†�Q#Ý�M�•�Q�b�Ú�b�•�«�±�Ð�î�?�}�(7³�K�r�M��
�§�î�Å�«�É�ß�Â�–�²�î  �š�µ�ª  �«�–�µ�³�b�º�å�¿�Ý  �Ï�î�º�?�}�•�«�±�Ð�î�b�«�–�µ�³�b  IEEE
802.1Q �º�Û�å�¡  �Ï�î�º�_�
8��P&à�Ü�å�¡�†0¿���K�r�M���š�µ�ª  �«�–�µ�³�b�º�å�¿�Ý  �Ï�î�º�_
°�•
�Ã�£�µ�º�_�c�
�•�«�±�Ð�î�b  VLAN �[�M�[�_  IEEE 802.1Q �±�¢�@�Ü�8�Z�>�~�
�•�«�±�Ð�î�H�\�_
IEEE 802.1Q �±�¢�b�9�b�Þ�–�Ö>&�Ó�º�ß  �±�¢�\�ç�d�€�•>'�[�•�É�­�Ý�ì�I�€�
�§�î�Å�«�É�ß�Â�–
�²�î  �¿�µ�º�á�î�¡�[�M�–�b  VLAN ID �@�µ�r�€�r�M���±�¢�@  2 5��_�Ü�8�S�Ã�£�µ�º�c�
�Q�b�Ú�b�•
�«�±�Ð�î�b�v�b�\�c$��^�•�

–�b�•�«�±�Ð�î�b  VLAN �@)T�â�I�€�Z�§�î�Å�«�É�ß�Â�–�²�î  �¿�µ�º
�á�î�¡�†3û4#�K�r�M��$Î�™�–�å�±�î�Ç�™�–�«�
�>�|�g�º�å�¿�Ý  �Ï�î�º�[�c�
�Ó�º�ß  �±�¢�@�P7V�I
�€�Z�•�«�±�Ð�î�b�¿�µ�º�á�î�¡�b�œ�Ü�ª�¼�Ý  VLAN $��•�@�v�“�I�€�r�M��

�º�å�¿�Ý  �Ï�î�º�c�
�º�Û�å�¡  �Ï�î�º�r�S�c�”�¡�­�«  �Ï�î�º�_�M�•�G�\�@�[�A�N�
�Q�€�R�€�b�•�«
�±�Ð�î�_�[�w�b  VLAN �_�“�M�²0[�@�6�~�r�M��

�º�å�¿�Ý  �Ï�î�º�b0ò(ý�_�X�8�Z�c�
 '¨ 16 'v�� IEEE 802.1Q �º�å�¿�Ü�å�¢�>�|�g�Þ�–�Ö  2 �É�ß�º�¥
�Ý �º�å�¿�Ü�å�¢�b0¿���� �†�g!·�K�Z�C�T�I�8��
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�Ý�î�¸�µ�»  �Ï�î�º
�Ý�î�¸�µ�»  �Ï�î�º�c"@#.�Ï�î�º�[�6�~�
�Ý�î�±�V�_�6�•�Ï�î�º�b�|�:�_�·�8�K�r�M�@�
�Ý�î�±�_�K
)F�I�€�Z�8�•�²0[�c�6�~�r�O�‡���Ý�î�¸�µ�»  �Ï�î�º�c�
�”�¡�­�«  �Ï�î�º�\�c$��^�~�
"I���b  VLAN
�_�P�Â�Ü�E�}�€�Z�8�r�O�‡�� VLAN �§�È�–�å�±�î�Ç�™�–�«�†�§�Ï�î�º�K�^�8!l�†7V�E�d�
3û�–�b
�Ý�î�±  �–�å�±�î�Ç�™�–�«�b�|�:�_�·�8�K�r�M���Ý�î�¸�µ�»  �Ï�î�º�c�
�Þ�–�Ö  3 �Ý�î�¸�•�å�¢  �É�ß
�º �¥�Ý� [0¿� � � [ �A�r �M� ��Ý� î � ¸ �µ �»  � Ï � î � º �c �Þ�–�Ö  3 �– �å�±� î �Ç�™�–�«�S#Ý�[� 
 DTP �x
Spanning-Tree Protocol>&STP; �«�Ã�½�å�¢�¶�Ü�î  �É�ß�º�¥�Ý>'�^�]�b�Þ�–�Ö  2 �É�ß�º�¥�Ý�c�§�Ï�î�º
�K�r�O�‡��

�Ý�î�¸�µ�»  �Ï�î�º�†0¿���M�•�_�c�
 no switchport �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð
�å�»�[�–�å�±�î�Ç�™�–�«�†�Þ�–�Ö  3 �Ô�î�»�_�K�r�M�����_�
�Ï�î�º�_  IP �”�»�Þ�«�†�m�~�\�Z�
�Ý�î
�¸�•�å�¢�†�–�¿�î�È�Ý�_�K�
 ip routing  �>�|�g router protocol �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å
�¥�Ð�å�»�†�Q#Ý�K�Z�Ý�î�¸�•�å�¢  �É�ß�º�¥�Ý�b"I�ö�†�æ���K�r�M��

>&�@>' no switchport �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†��/œ�M�•�\�
�–�å�±�î�Ç�™�–
�«�@�8�W�S�‡�©�Õ�µ�º�²�˜�å�K�Z�?�}
Ì�Ø�–�¿�î�È�Ý�_�^�~�r�M���G�€�_�|�~�
�–�å�±�î�Ç�™�–�«
�@�K)F�K�Z�8�•�¹�Â�–�«�_6õ�M�•�Ó�µ�­�î�ª�@/²&g�I�€�•�G�\�@�6�~�r�M�� �Þ�–�Ö  2 �Ô�î�»�b�–�å
�±�î�Ç�™�–�«�†�Þ�–�Ö  3 �Ô�î�»�_�K�S���œ�
 �s8j�b�6�•�–�å�±�î�Ç�™�–�«�_6õ4��M�•�è�S�b0¿���@
�˜�»�M�•�•+��ö�@�6�~�r�M��

�¯�Ç�º�˜�™�”�_�
0¿���[�A�•�Ý�î�¸�µ�»  �Ï�î�º�b�¶�X�D7H�c�6�~�r�O�‡���S�T�K�
�Á�î�»�˜�™�”�_
�c7H#ú�@�6�•�S�u�
�G�b�¶�X�\0¿���I�€�Z�8�•�Ú�b�µ+��b�X�\�b%&�«6õ�€�_�|�W�Z  CPU �Ã�Ç�›�î
�Ð�å�«�_�s8j�@�l�j�G�\�@�6�~�r�M���Á�î�»�˜�™�”�b�Ü�¯�î�«�D7H�_4)�K�S�\�A�_�1�@$Î#Õ�M�•�?
�_�X�8�Z�c�
 ���Þ�–�Ö  3 �–�å�±�î�Ç�™�–�«�b0¿���� >&p.10-26>' �†�g!·�K�Z�C�T�I�8��

IP �Ø�½�Ÿ�Õ�«�º�>�|�g�Ð�Ý�³�Ÿ�Õ�«�º�b�Ý�î�¸�•�å�¢�>�|�g�Ý�î�¸�•�å�¢  �É�ß�º�¥�Ý�b0ò(ý�_�X
�8�Z�c�
 '¨ 34 'v�� IP �Ø�½�Ÿ�Õ�«�º  �Ý�î�¸�•�å�¢�b0¿���� �>�|�g '¨ 39 'v�� IP �Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î
�¸�•�å�¢�b0¿���� �†�g!·�K�Z�C�T�I�8��

>&�@>' IP �Ë�î�«  �–�Ó�î�ª>&�è�S�b  Standard Multilayer Image [SMI; �† =�Ð�Ý�³�Þ�–�Ö  �–�Ó�î�ª ]>'�c�
�«�±
�¸�•�µ�¡  �Ý�î�¸�•�å�¢�>�|�g  Routing Information Protocol>&RIP>'�†�§�Ï�î�º�K�r�M���ö
²�^�Þ�–�Ö
3 �Ý�î�¸�•�å�¢�r�S�c�Ç�›�î�Ý�Â�µ�¡  �È�Ü�µ�ª�å�¢�†��/œ�M�•�_�c�
�«�–�µ�³�_  IP �§�î�Å�«  �–
�Ó�î�ª>&�è�S�b�Ñ�G�Ð�Ý�³�Þ�–�Ö  �–�Ó�î�ª  [EMI]>'�†�–�å�«�º�î�Ý�M�•�²0[�@�6�~�r�M��

SVI

Switch Virtual Intertface>&SVI; �«�–�µ�³�ì�•�–�å�±�î�Ç�™�–�«>'�c�
�«�–�µ�³  �Ï�î�º�b  VLAN �†�
�©
�«�¸�Ò�b�Ý�î�¸�•�å�¢�µ+��r�S�c�È�Ü�µ�ª�å�¢�µ+��_�P�M�•  1 �X�b�–�å�±�î�Ç�™�–�«�\�K�Z/²�K
�r�M�� 1 �X�b  VLAN �_�P�Â�Ü�E�[�A�•�b�c  1 �X�b  SVI �T�E�[�M�@�
 VLAN 6ë�[�Ý�î�¸�•�å�¢�M�•��
�œ�
VLAN 6ë�[�Ý�î�¸�•�å�¢�[�A�^�8�É�ß�º�¥�Ý�†�Ç�›�î�Ý�Â�µ�¡  �È�Ü�µ�ª�å�¢�M�•���œ�
�r�S�c
�«�–�µ�³�\  IP �Í�«�º�b�K)F�†/œ�:���œ�b�s�
 VLAN �_  SVI �†0¿���M�•�²0[�@�6�~�r�M���¹�Ç�›�Ý
�º�[�c�
 SVI �c�¹�Ç�›�Ý�º  VLAN>&VLAN 1>'#Ý�_�8�B�I�€�
�Ü�Ô�î�º  �«�–�µ�³�b'ö#.�†�•+��_�K
�r�M��3ã�•�b  SVI �c�Â&g$×�_0¿���M�•�²0[�@�6�~�r�M��

>&�@>' �–�å�±�î�Ç�™�–�«  VLAN 1 �c�P7V�[�A�r�O�‡��
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SVI �c�©�«�¸�Ò�_�K�?  IP �Í�«�º�K)F�†/œ�8�r�O�‡���Þ�–�Ö  3 �Ô�î�»�[�c�
 SVI 
²�/�_�Ý�î�¸�•�å�¢
�†0¿���[�A�r�M��

�«�–�µ�³�c�œ0£  1005 �b  VLAN>&�>�|�g  SVI>'�†�§�Ï�î�º�K�r�M�@�
�Á�î�»�˜�™�”�_�c7H#ú�@�6�•
�S�u�
 SVI �\�Ý�î�¸�µ�»  �Ï�î�º�b�X�>�|�g0¿���I�€�Z�8�•�Ú�b�µ+��b�X�\�b%&�«6õ�€�_�|�W�Z�

CPU �Ã�Ç�›�î�Ð�å�«�_�s8j�@�l�j�G�\�@�6�~�r�M�� �Á�î�»�˜�™�”�b�Ü�¯�î�«�D7H�_4)�K�S�\�A�_�1
�@$Î#Õ�M�•�?�_�X�8�Z�c�
 ���Þ�–�Ö  3 �–�å�±�î�Ç�™�–�«�b0¿���� >&p.10-26>' �†�g!·�K�Z�C�T�I�8��

SVI �c�
 VLAN �–�å�±�î�Ç�™�–�«�_�P�K�Z vlan �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å
�»�†��/œ�K�S�\�A�_�6�u�Z�8�B�I�€�r�M�� VLAN �c�
 ISL �r�S�c  IEEE 802.1Q �•�É�­�Ý�ì�º�Û�å�¡
�V�b�¹�î�±  �Ç�Þ�î�Ò�_6õ4��Ü�E�}�€�S  VLAN �±�¢�
�6�•�8�c�”�¡�­�«  �Ï�î�º#Ý�_0¿���I�€�S
VLAN ID �_�P�Â�K�r�M���º�Û�Ç�•�µ�¡�†�Ý�î�¸�•�å�¢�M�•�Q�€�R�€�b  VLAN �_�P�K�Z  VLAN �–�å
�±�î�Ç�™�–�«�†0¿���K�
 IP �”�»�Þ�«�†�m�~�\�Z�Z�C�T�I�8��0ò(ý�_�X�8�Z�c�
 ���m�·�[�b�«�–�µ�³
�_���b�m�~�\�Z�� >&p.3-11>' �†�g!·�K�Z�C�T�I�8��

>&�@>' �8�B�K�S  SVI �†�”�¡�¸�•�È�_�M�•�_�c�
"@#.�Ï�î�º�_6õ4��Ü�E�•�²0[�@�6�~�r�M��

SVI �c�
�Ý�î�¸�•�å�¢  �É�ß�º�¥�Ý�\�È�Ü�µ�ª�å�¢0¿���†�§�Ï�î�º�K�r�M�� IP �Ý�î�¸�•�å�¢0¿���b0ò
(ý�_�X�8�Z�c�
 '¨ 34 'v�� IP �Ø�½�Ÿ�Õ�«�º  �Ý�î�¸�•�å�¢�b0¿���� �
 '¨ 39 'v�� IP �Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î
�¸�•�å�¢�b0¿���� �>�|�g '¨ 41 'v���Ç�›�î�Ý�Â�µ�¡  �È�Ü�µ�ª�å�¢�b0¿���� �†�g!·�K�Z�C�T�I�8��

>&�@>' IP �Ë�î�«  �–�Ó�î�ª�c�«�±�¸�•�µ�¡  �Ý�î�¸�•�å�¢�>�|�g  RIP �†�§�Ï�î�º�K�r�M���|�~9×�Ø�^�Ý�î
�¸�•�å�¢�x�Ç�›�î�Ý�Â�µ�¡  �È�Ü�µ�ª�å�¢�†/œ�:���œ�c�
�«�–�µ�³�_  IP �§�î�Å�«  �–�Ó�î�ª�†�š3U�M
�•�²0[�@�6�~�r�M��

EtherChannel �Ï�î�º  �¢�Ý�î�É
EtherChannel �Ï�î�º  �¢�Ý�î�É�c�
0
�X�b�«�–�µ�³  �Ï�î�º�†  1 �X�b�«�–�µ�³  �Ï�î�º�\�K�Z�…�8�r�M��
�G�b�|�:�^�Ï�î�º  �¢�Ý�î�É�c�
�«�–�µ�³6ë�
�r�S�c�«�–�µ�³�>�|�g�§�î�Â6ë�[�È�•�æ�K)F�†/œ�:�"
�M1=#.�Ï�î�º�\�K�Z�·�8�K�r�M�� EtherChannel �c�
�³�Õ�¿�Ý�b�Ü�å�¡
²�/�[�º�Û�Ç�•�µ�¡�b2�,´�†
�(�S�I�O�r�M�� EtherChannel 
Æ�b�Ü�å�¡�[7€���@$Î#Õ�M�•�\�
�Q�€�r�[�Q�b7€���Ü�å�¡�[��3æ�I�€
�Z�8�S�º�Û�Ç�•�µ�¡�@  EtherChannel 
Æ�b�g�~�b�Ü�å�¡�_�)�~�p�<�}�€�r�M�� 0
�X�b�º�Û�å�¡  �Ï�î�º
�†  1 �X�b1=#.�º�Û�å�¡  �Ï�î�º�_�
0
�X�b�”�¡�­�«  �Ï�î�º�†  1 �X�b1=#.�”�¡�­�«  �Ï�î�º�_�
0
�X�b
�º�å�¿�Ý  �Ï�î�º�†  1 �X�b1=#.�º�å�¿�Ý  �Ï�î�º�_�
0
�X�b�Ý�î�¸�µ�»  �Ï�î�º�†  1 �X�b1=#.�Ý�î�¸�µ
�»  �Ï�î�º�_�¢�Ý�î�É�ì�[�A�r�M���o�\�‡�]�b�É�ß�º�¥�Ý�c�"�M�b�r�S�c7Ÿ(Ù�«�–�µ�³  �Ï�î�º�[�·
�8�K�
�Ï�î�º  �¢�Ý�î�É
Æ�b"@#.�Ï�î�º�†1�1‘�K�r�O�‡���[�¥�c�
 DTP�
 Cisco Discovery Protocol

>&CDP>'�
�>�|�g  Port Aggregation Protocol>&PAgP>'�[�
"@#.�Ï�î�º�V�[�K�?�·�8�K�r�O�‡��

EtherChannel �†0¿���M�•�\�A�
�Ï�î�º�³�Õ�¿�Ý1=#.�–�å�±�î�Ç�™�–�«�†�8�B�K�
 EtherChannel �_�–
�å�±�î�Ç�™�–�«�†�m�~�\�Z�r�M�� �Þ�–�Ö  3 �–�å�±�î�Ç�™�–�«�b���œ�c�
 interface port-channel �¢�ß�î
�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�Z�m�·�[1=#.�–�å�±�î�Ç�™�–�«�†�8�B�K�r�M���Q
�b�6�\�
 channel-group �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�Z�
�m�·�[
EtherChannel �_ �–�å�±� î �Ç�™�–�«�†�m�~� \ �Z�r �M� ��Þ�– �Ö  2 �–�å �±� î �Ç�™�–�«�b� � �œ�c� 

channel-group �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�Z�
�²�–�¼�Ñ�µ�¡�_
�Ï�î�º  �³�Õ�¿�Ý1=#.�–�å�±�î�Ç�™�–�«�†�8�B�K�r�M�� �G�b�¥�Ð�å�»�c"@#.�>�|�g1=#.�Ï�î�º�†�Â�–
�å�»�K�r�M�� 0ò(ý�c�
 '¨ 33'v�� EtherChannels �>�|�g�Ü�å�¡�«�¸�î�º3ã2§�b0¿���� �†�g!·�K�Z�C�T�I�8��
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PoE �Ï�î�º
Catalyst 3560 Power over Ethernet>&PoE>'�P�Â�«�–�µ�³  �Ï�î�º�[�c�
�K)F�K�Z�8�•���b�¹�Â�–�«�_7Á
�Š�@+¬�·$×�_�j)%�I�€�r�M>&�G2°�_7Á�Š�@�j)%�I�€�Z�8�^�8�G�\�†�«�–�µ�³�@�¤%±�K�S���œ>' ��

• �©�«�¥
›/œ�† =�w7Á/æ*(>& Cisco IP Phone �>�|�g  Cisco Aironet �”�¡�­�«  �Ï�–�å�º�^�]>'

• IEEE 802.3af  =�Ð�b�w7Á/æ*(

24 �Ï�î�º  PoE �«�–�µ�³�b���œ�
�›  10/100 �Ï�î�º�r�S�c  10/100/1000 PoE �Ï�î�º�_�c�q�±  15.4 W �r
�[�b7Á�Š�@�j)%�I�€�r�M�� 48 �Ï�î�º  PoE �«�–�µ�³�[�c�
 48 �¶�b  10/100 �Ï�î�º�r�S�c  10/100/1000
PoE �Ï�î�º�b�:�U  24 �¶�[�Q�€�R�€  15.4 W �b7Á�Š�†�
�r�S�c�õ�–�b�Ï�î�º�b)��s�œ�ƒ�O�_�|�~� �ì
�_�¹�’�[  7.7 W �b7Á�Š�†�
�«�–�µ�³�q�±7Á�Š���Š  370 W �r�[�j)%�K�r�M��

�w7Á/æ*(�@ PoE �«�–�µ�³�>�|�g  AC 7Á ;�_�K)F�I�€�Z�8�•���œ�

Õ6×7Á�Š�\�K�Z�<#Ý�[�A�r�M��

�§�Ï�î�º�P1ß�b�É�ß�º�¥�Ý�>�|�g�† =

�«�–�µ�³�[�c�
���b�É�ß�º�¥�Ý�>�|�g�† =�†�Q#Ý�K�Z  PoE �†�§�Ï�î�º�K�Z�8�r�M��

• 7Á�Š�˜2��†�µ�t  CDP �Š �w7Á/æ*(�c�
�˜2��K�Z�8�•7Á�Š5��†�«�–�µ�³�_3û%±�K�r�M���«�–�µ�³
�c�
7Á�Š�˜2��Ó�µ�­�î�ª�_�Â'Å�K�r�O�‡���«�–�µ�³�c�
 PoE �Ï�î�º�_7Á�Š�†�j)%�M�•�?�
 PoE
�Ï�î�º�?�}7Á�Š�†�v�~7V�C�T�E�[�M��

• �©�«�¥  �–�å�¸�Ü�ª�™�å�º7Á�Š'ö#.  �Š �w7Á/æ*(�>�|�g�«�–�µ�³�c�
7Á�Š�¿�¦�©�š�î�©�Ù�å  CDP
�Ó�µ�­�î�ª�_�|�W�Z7Á�Š�˜2��Þ�Ë�Ý�_�X�8�Z�¿�¦�©�š�î�©�Ù�å�†/œ�8�r�M���G�b�¿�¦�©�š�î
�©�Ù�å�_�|�~�
 7 W �|�~�¨�C�†�˜2��M�•9×7Á�Š�©�«�¥�w7Á/æ*(�c�
�q9×7Á�Š�Ô�î�»�[�·�8�[�A
�•�|�:�_�^�~�r�M���w7Á/æ*(�c�
�q�6�_�*7Á�Š�Ô�î�»�[�È�î�º�K�Z  7 W �• 6�b7Á�Š�†�˜2��K�

�¿�¦�©�š�î�©�Ù�å�†/œ�W�Z9×7Á�Š�Ô�î�»�[�·�8�M�•�S�u�b���(�^7Á�Š�†�“�r�M���w7Á/æ*(�c�

�«�–�µ�³�?�}&�1��†�w�™�K�S���œ�_7H�W�Z9×7Á�Š�Ô�î�»�_�)�~�p�ƒ�~�r�M��

9×7Á�Š�¹�Â�–�«�c�
7Á�Š�¿�¦�©�š�î�©�Ù�å  CDP �@�§�Ï�î�º�I�€�Z�8�^�8�«�–�µ�³�_�>�8�Z�
�*
7Á�Š�[�·�8�[�A�r�M��

Cisco IOS Release 12.2(25)SE �è�S�b���œ�
 Catalyst 3560 PoE �P�Â�«�–�µ�³>&�–�å�¸�Ü�ª�™�å�º7Á
�Š'ö#.�@�§�Ï�î�º8��P1ß>'�[�c�
�–�å�¸�Ü�ª�™�å�º7Á�Š'ö#.�@�§�Ï�î�º�I�€�Z�8�•9×7Á�Š�w7Á
/æ*(�@�
�*7Á�Š�Ô�î�»�[�·�8�K�r�M���*7Á�Š�Ô�î�»�b�¹�Â�–�«�[�c�
�M�m�Z�b�µ+��c�·�8�K�r
�O�‡��

�©�«�¥  �–�å�¸�Ü�ª�™�å�º7Á�Š'ö#.�_�c�
7Á�Š�˜2��†�µ�t  CDP �\�b�W�)�«�n�ö�@�6�~�r�M���«
�–�µ�³�c�
�w�™�K�S  CDP �Ó�µ�­�î�ª�_�‘�W�Z�Â'Å�K�r�M�� CDP �c�
�§�î�»�Ã�î�¸�•0��w7Á/æ
*(�[�§�Ï�î�º�I�€�r�O�‡���G�b�S�u�
�«�–�µ�³�c  IEEE �(8®�†�Q#Ý�K�Z�¹�Â�–�«�b7Á�Š�Q#Ý5�
�†�8�•�K�r�M��

• IEEE 802.3af �Š �G�b�† =�b�z�^�µ+��c�
�w7Á/æ*(�è���
7Á�Š'ö#.�
�)�•�è���
�œ�É�©�Ù�å�b�w
7Á/æ*(7Á�Š�(8®�[�M��0ò(ý�_�X�8�Z�c�
�† =�†�g!·�K�Z�C�T�I�8��

�w7Á/æ*(�è���>�|�g�6�‡7Á�Š�m�~�\�Z

�«�–�µ�³�c�
 PoE �P�Â�Ï�î�º�@�©�Õ�µ�º�²�˜�å"g�Â�[�^�C�
 PoE �@�–�¿�î�È�Ý�_�^�W�Z�8�Z >&�¹�Ç�›
�Ý�º>'�
�K)F�K�S�¹�Â�–�«�@  AC �”�²�É�±�_�|�W�Z7Á�Š�j)%�I�€�Z�8�^�8���œ�
�©�«�¥
›/œ�† =�w
7Á/æ*(�r�S�c  IEEE  =�Ð�b�w7Á/æ*(�†�è���K�r�M��

�¹�Â�–�«�@�è���I�€�•�\�
�«�–�µ�³�c�
�¹�Â�–�«�b�±�–�É�_�ö�Y�8�Z�¹�Â�–�«�b7Á�Š0[�ó�†�8�•�K
�r�M��

• �©�«�¥
›/œ�† =�b�w7Á/æ*(�c�
�«�–�µ�³�@�Q�b�¹�Â�–�«�†�è���K�Z�v7Á�Š0[�ó�†�f�j�K�^�8�b
�[�
�«�–�µ�³�c�
�Ã�á�î�Â�ª�™�µ�º�b�6�‡�m�~�\�Z�\�K�Z  15.4 W �†�m�~�\�Z�r�M��

�6�‡7Á�Š�m�~�\�Z�c�
�w7Á/æ*(�@0[�Ó�M�•�q�±7Á�Š5��[�M���«�–�µ�³�c�
�w7Á/æ*(�†�è���K�Z
7Á�Š�j)%�M�•���œ�
�G�b5��b7Á�Š�†�q�6�_�m�~�\�Z�r�M���«�–�µ�³�@�w7Á/æ*(�?�}  CDP �Ó�µ
�­�î�ª�†�w�™�K�
�w7Á/æ*(�@  CDP 7Á�Š�¿�¦�©�š�î�©�Ù�å  �Ó�µ�­�î�ª�[�«�–�µ�³�\7Á�Š�Þ�Ë�Ý
�_�X�8�Z�¿�¦�©�š�î�©�Ù�å�†/œ�W�S���œ�
�6�‡7Á�Š�m�~�\�Z�c1*�Z�I�€�•�G�\�@�6�~�r�M��
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• �«�–�µ�³�c�
�è���K�S  IEEE �¹�Â�–�«�†7Á�Š�˜2��¡�Û�«
Æ�[�(8®�K�r�M���«�–�µ�³�c�
�Ã�á�î
�Â�ª�™�µ�º�[�Q#Ý�•+��^7Á�Š�_�ö�Y�8�Z�
�Ï�î�º�_7Á�Š�j)%�[�A�•�?�]�:�?�8�•�K�r�M�� /²
10-1 �c�
7Á�Š�Þ�Ë�Ý�b�M0t�[�M��

�«�–�µ�³�c7Á�Š0[�Ó�b�Ô�½�±�\3ã2§�†/œ�8�
7Á�Š�@�Q#Ý�•+��[�6�•���œ�_7H�W�Z7Á�Š�†�j)%�K�r
�M���«�–�µ�³�c�Ã�á�î  �Â�ª�™�µ�º>&�«�–�µ�³�[  PoE �_�Q#Ý�[�A�•7Á�Š5�>'�†3ã2§�K�r�M��7Á�Š�b
�j)%�r�S�c�Ä�°�@�Ï�î�º�[/œ�ƒ�€�•�\�
�«�–�µ�³�c�Ã�á�î�”�•�˜�å�¸�•�å�¢0£'ì�†��/œ�K�
�Ã�á�î
�Â�ª�™�µ�º�†�q�‚�_�–�U�r�M��

7Á�Š�@�Ï�î�º�_4:#Ý�I�€�S�6�\�[�
�«�–�µ�³�c  CDP �†�Q#Ý�K�Z�
�K)F�I�€�S�©�«�¥�w7Á/æ*(�b ��
7•�b 7Á�Š�˜2�0[�ó�†�8�•�K�
�Ã�á�î  �Â�ª�™�µ�º�†%&�Â�_1*�Z�K�r�M���G�€�c�§�î�»�Ã�î�¸�•0�  PoE
�¹�Â�–�«�_�c4:#Ý�I�€�r�O�‡���«�–�µ�³�c0[�ó�†��#.�K�Z7Á�Š�b�j)%�r�S�c�Ä�°�†/œ�8�r�M��0[�Ó
�@1��•�I�€�•�\�
�«�–�µ�³�c�Ã�á�î  �Â�ª�™�µ�º�†�f�‚�K�r�M��0[�Ó�@�Ä�°�I�€�S���œ�
�«�–�µ�³
�c�
�Ï�î�º�b7Á�Š�@�œ�Ç�_�)�~�p�ƒ�W�Z�8�•�G�\�†&�1��K�
 Syslog �Ó�µ�­�î�ª�†#Õ�B�K�Z  LED �†
�f�‚�K�r�M���w7Á/æ*(�c�
3ã�•�b7Á�Š�_�X�8�Z�v�«�–�µ�³�\�¿�¦�©�š�î�©�Ù�å�†/œ�:�G�\�v�[�A�r
�M��

�Y2Š7Á�}�
4#7Á�}�
4#!Õ�
�œ�©�Þ�î�±7€���
�r�S�c%·)!"g�Â�_�|�•7€���†�«�–�µ�³�@�è���K�S���œ�

�Ï�î�º�l�b7Á ;�†�œ�Ç�_�K�
 Syslog �Ó�µ�­�î�ª�†#Õ�B�K�
�Ã�á�î  �Â�ª�™�µ�º�\  LED �†�f�‚�K�r�M��

7Á�Š'ö#.�Ô�î�»

�«�–�µ�³�[�c�
���b  PoE �Ô�î�»�@�§�Ï�î�º�I�€�r�M��

• auto �Š �K)F�I�€�Z�8�•�¹�Â�–�«�[7Á�Š�@�²0[�[�6�•�?�]�:�?�
�«�–�µ�³�@+¬�·$×�_�è���K�r
�M�� �Ï�î�º�_�K)F�I�€�Z�8�•�w7Á/æ*(�†�«�–�µ�³�@�è���K�
 �«�–�µ�³�_���(�^7Á�Š�@�6�•���œ�

�«�–�µ�³�c7Á�Š�†�j)%�K�Z�Ã�á�î  �Â�ª�™�µ�º�†�f�‚�K�
 
›%T8p�[�Ï�î�º�b7Á�Š�†�œ�å�_�)�~�p
�<�Z  LED �†�f�‚�K�r�M�� LED �b0ò(ý�_�X�8�Z�c�
�Á�î�»�˜�™�”  �–�å�«�º�Þ�î�©�Ù�å  �ž�–�»�†
�g!·�K�Z�C�T�I�8��

�M�m�Z�b�w7Á/æ*(#Ý�\�K�Z�«�–�µ�³�_���(�^7Á�Š�@�6�•���œ�c�
�M�m�Z�b�w7Á/æ*(�@�”�µ�É�K
�r�M���«�–�µ�³�_�K)F�I�€�S�w7Á/æ*(�M�m�Z�_�P�K���(�^7Á�Š�@�<#Ý�[�A�•���œ�
�M�m�Z�b�¹
�Â�–�«�_7Á�Š�†�j)%�K�r�M���<#Ý�[�A�•  PoE �@���(�[�^�8���œ�
�r�S�c�Ú�b�¹�Â�–�«�@7Á�Š�†
�…�W�Z�8�•6ë�_�¹�Â�–�«�@�)�•�I�€�Z
Ì�K)F�I�€�S���œ�
�]�b�¹�Â�–�«�l7Á�Š�@�j)%�I�€�•�?
�@��*O�[�A�^�C�^�~�r�M��

0Á�•7Á�Š�@�©�«�¸�Ò  �Ã�á�î  �Â�ª�™�µ�º�†2x�<�•���œ�
�«�–�µ�³�c7Á�Š�†�Ä�°�K�
�Ï�î�º�l�b
7Á�Š�@�œ�Ç�_�^�W�Z�8�•�G�\�†&�1��K�S�:�<�[�
 Syslog �Ó�µ�­�î�ª�†#Õ�B�K�
 LED �†�f�‚�K�r
�M��7Á�Š�@�Ä�°�I�€�S�6�\�
�«�–�µ�³�c���‡$×�_�Ã�á�î  �Â�ª�™�µ�º�†
Ì&�1��K�
)F�E�Z7Á�Š0[
�Ó�b0Á�•�†0è/œ�K�r�M��

�«�–�µ�³�_�|�~7Á�Š�†�j)%�I�€�Z�8�•�¹�Â�–�«�@�
�I�}�_�h8��¥�å�­�å�º�_�K)F�I�€�Z�8�•��
�œ�
�«�–�µ�³�c�¹�Â�–�«�_7Á�Š�j)%�K)F�E�•�G�\�@�6�~�r�M���G�b�ì�
�¹�Â�–�«�@�«�–�µ�³�?
�})%7Á�I�€�Z�8�•�?�
 AC 7Á ;�?�})%7Á�I�€�Z�8�•�?�_�?�?�ƒ�}�N�
�«�–�µ�³�c+¬3��@�,�A)F
�A�¹�Â�–�«�l)%7Á�K�Z�8�•�\�b3û%±�†/œ�:�G�\�@�6�~�r�M��

�w7Á/æ*(�@�v�~�¥�I�€�S���œ�
�«�–�µ�³�c�)�•�†+¬�·$×�_�è���K�
�Ï�î�º�?�}7Á�Š�†�v�~7V�A
�r�M��8��w7Á/æ*(�†�K)F�K�Z�v�
�Q�b�¹�Â�–�«�_7€���c$Î#Õ�K�r�O�‡��

/² 10-1 IEEE 7Á�Š�(8®

Class �«�–�µ�³�?�}0[�M�•�q�±7Á�Š�Þ�Ë�Ý

0>&�¡�Û�«  �«�¸�î�±�«�Y�Â>' 15.4 W

1 4.0 W

2 7.0 W

3 15.4 W

4>&�W�¶�b�Q#Ý�b�S�u�_�£(Ù>' �¡�Û�«  0 �\�K�Z�b�…�8
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�Ï�î�º�[0Á�•�I�€�•�q�±�á�µ�º�X�†�æ���[�A�r�M�� �w7Á/æ*(�b  IEEE �¡�Û�«�q�±�á�µ�º�X�@�
 0¿
���K�S�q�±�Í�|�~�±�A�8���œ�
�«�–�µ�³�c�Q�b�Ï�î�º�_7Á�Š�†�j)%�K�r�O�‡���«�–�µ�³�@�w7Á
/æ*(�_7Á�Š�j)%�K�S�@�
 �w7Á/æ*(�@0¿���q�±�Í�|�~�¨�C�b7Á�Š�†  CDP �Ó�µ�­�î�ª�_�|�W�Z�6�\
�[0[�Ó�K�S���œ�
�«�–�µ�³�c�Ï�î�º�b7Á�Š�†�v�~7V�A�r�M���Q�b�w7Á/æ*(�_�m�~�\�Z�}�€�Z�8
�S7Á�Š�c�
�¢�ß�î�Â�Ý  �Ã�á�î  �Â�ª�™�µ�º�_�`�I�€�r�M���á�µ�º�X�†�æ���K�^�8���œ�
�«�–�µ
�³�c�q�±�Í�b7Á�Š�†�j)%�K�r�M�� �õ�–�b  PoE �Ï�î�º�[ auto 0¿���†�Q#Ý�K�Z�C�T�I�8�� auto �Ô�î
�»�@�¹�Ç�›�Ý�º0¿���[�M��

• static �Š �«�–�µ�³�c�
�w7Á/æ*(�@�K)F�I�€�Z�8�^�C�Z�v�Ï�î�º�_7Á�Š�†�6�}�?�L�u�m�~�\�Z�

�Q�b�Ï�î�º�[7Á�Š�@�Q#Ý�[�A�•�|�:�_�K�r�M���«�–�µ�³�c�
0¿���K�S�q�±�á�µ�º�X�†�Ï�î�º�_
�m�~�\�Z�r�M�@�
�Q�b5��c�
 IEEE �¡�Û�«�r�S�c�w7Á/æ*(�?�}�b  CDP �Ó�µ�­�î�ª�_�|�W�Z1*�Z
�I�€�r�O�‡��7Á�Š�@�6�}�?�L�u�m�~�\�Z�}�€�Z�8�•�b�[�
�q�±�á�µ�º�X�è�W�b7Á�Š�†�Q#Ý�M�•
�w7Á/æ*(�c�
�[���Ï�î�º�_�K)F�I�€�Z�8�•���œ�
7Á�Š�@�–0É�I�€�r�M���Ï�î�º�c
›%T8p�‰�'�_
6õ4��K�^�C�^�~�r�M��

�K�?�K�w7Á/æ*(�b  IEEE �¡�Û�«�@�q�±�á�µ�º�X�|�~�±�A�8���œ�
�«�–�µ�³�c�Q�b�w7Á/æ*(�_7Á
�Š�†�j)%�K�r�O�‡�� �w7Á/æ*(�[�q�±�á�µ�º�X�è�V�@�²0[�_�^�W�S�G�\�†  CDP �Ó�µ�­�î�ª�_�|�W
�Z�«�–�µ�³�@�Û*f�K�S���œ�
�Q�b�w7Á/æ*(�c�©�Õ�µ�º�²�˜�å�I�€�r�M��

�á�µ�º�X�†�æ���K�^�8���œ�
�«�–�µ�³�c�q�±�Í�†�6�}�?�L�u�m�~�\�Z�r�M���«�–�µ�³�c�
�w7Á
/æ*(�†�è���K�S���œ�_7H�~�
�Ï�î�º�_7Á�Š�†�j)%�K�r�M��
ƒ
›8p�)�@9×�8�–�å�±�î�Ç�™�–�«�_
�c�
 static 0¿���†�Q#Ý�K�Z�C�T�I�8��

• never �Š �«�–�µ�³�c�w7Á/æ*(�è���†�¹�•�­�î�È�Ý�_�K�Z�
7Á�Š�j)%�I�€�Z�8�^�8�¹�Â�–�«�@�K
)F�I�€�Z�v�
 PoE �Ï�î�º�_7Á�Š�†�j)%�K�r�O�‡�� PoE �P�Â�Ï�î�º�_7Á�Š�†)/�P�_4:#Ý�O�N�
�Q
�b�Ï�î�º�†�¹�î�±�S#Ý�Ï�î�º�_�M�•���œ�_7H�~�
�G�b�Ô�î�»�†�Q#Ý�K�Z�C�T�I�8��

PoE �Ï�î�º�b0¿���b0ò(ý�_�X�8�Z�c�
 �� PoE �Ï�î�º�b7Á�Š'ö#.�Ô�î�»�b0¿���� >&p.10-22>' �†�g!·�K�Z
�C�T�I�8��

�–�å�±�î�Ç�™�–�«�b�K)F
�"�M  VLAN 
Æ�b�¹�Â�–�«�c�
�«�–�µ�³�†3û�L�Z%$�K3û�™�[�A�r�M��$��^�•  VLAN �_�“�M�Ï�î�º6ë
�[�c�
�Ý�î�¸�•�å�¢�¹�Â�–�«�†�Ó�I�^�E�€�d�¹�î�±�†�º�n�[�A�r�O�‡���† =�b�Þ�–�Ö  2 �«�–�µ�³�†
�Q#Ý�M�•�\�
$��^�•  VLAN �b�Ï�î�º�c�
�Ý�î�±�†3û�L�Z�_���†�º�n�M�•�²0[�@�6�~�r�M��

�Ý�î�¸�•�å�¢�@�–�¿�î�È�Ý�_0¿���I�€�S�«�–�µ�³�†�Q#Ý�M�•�G�\�_�|�~�
 IP �”�»�Þ�«�†�m�~�\�Z�S
SVI �[  VLAN 20 �>�|�g  VLAN 30 �b�g�‰�†0¿���M�•�\�
�¥4Š�Ý�î�±�†�Q#Ý�O�N�_�
�«�–�µ�³�†�Ó�K
�Z�Ã�£�µ�º�†�Í�«�º  A �?�}�Í�«�º  B �_%$�K3æ�™�[�A�r�M>&�W10-1 �†�g!·>' ��

�W10-1 Catalyst 3560 �«�–�µ�³�_�|�•  VLAN �b�K)F

 A

SVI 1172.20.128.1 172.20.129.1SVI 2

 3 

VLAN 20

 B

VLAN 30

10
13

50
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�«�–�µ�³�V�[  IP �§�î�Å�«  �–�Ó�î�ª�@'�
>�K�Z�8�•���œ�
�«�–�µ�³�c�–�å�±�î�Ç�™�–�«6ë�[�º�Û
�Ç�•�µ�¡�†3?3æ�M�•�‰�'�\�K�Z�
 �Ý�î�¸�•�å�¢�\�Ç�›�î�Ý�Â�µ�¡  �È�Ü�µ�ª�å�¢�b  2 3û�~�†�§�Ï�î�º
�K�r�M���«�–�µ�³�V�[  IP �Ë�î�«  �–�Ó�î�ª�@'�
>�K�Z�8�•���œ�c�
�ö�•�Ý�î�¸�•�å�¢>&�«�±�¸�•�µ
�¡  �Ý�î�¸�•�å�¢�\  RIP>'�b�s�@�§�Ï�î�º�I�€�r�M��9×�8�Ã�Ç�›�î�Ð�å�«�†)T�â�M�•�S�u�
�•+��^��
�œ�c�–�_�«�–�µ�³  �Á�î�»�˜�™�”�_�|�W�Z3?3æ�†/œ�8�r�M���S�T�K�
�Á�î�»�˜�™�”
Æ�†�Ý�î�¸�•�å�¢
�[�A�•�b�c�
�–�î�§�¿�µ�º  II �•�É�­�Ý�ì�µ+��†
��<�S  IP �Â�î�ª�Ù�å  4 �Ã�£�µ�º�b�s�[�M��8�  IP �º
�Û�Ç�•�µ�¡�\�
�Ú�b�•�É�­�Ý�ì�‰�'�†�Q#Ý�K�Z�8�•�º�Û�Ç�•�µ�¡�c�
�Á�î�»�˜�™�”�_�|�W�Z�Ç�›�î
�Ý�Â�µ�¡  �È�Ü�µ�ª�å�¢�[�A�r�M��

• �Ý�î�¸�•�å�¢�µ+��c�
�M�m�Z�b  SVI �>�|�g�Ý�î�¸�µ�»  �Ï�î�º�[�–�¿�î�È�Ý�_�[�A�r�M���«�–�µ
�³�c�
 IP �º�Û�Ç�•�µ�¡�T�E�†�Ý�î�¸�•�å�¢�K�r�M�� IP �Ý�î�¸�•�å�¢  �É�ß�º�¥�Ý  �Ã�Û�Ó�î�±�\
�”�»�Þ�«0¿���@  SVI �r�S�c�Ý�î�¸�µ�»  �Ï�î�º�_3ã�•�I�€�•�\�
�G�b�Ï�î�º�[�w�™�K�S  IP �º�Û
�Ç�•�µ�¡�c�Ý�î�¸�•�å�¢�I�€�r�M��0ò(ý�_�X�8�Z�c�
 '¨ 34 'v�� IP �Ø�½�Ÿ�Õ�«�º  �Ý�î�¸�•�å�¢
�b0¿���� �
 '¨ 39 'v�� IP �Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�¸�•�å�¢�b0¿���� �
�>�|�g '¨ 40 'v�� MSDP �b0¿����
�†�g!·�K�Z�C�T�I�8��

• �Ç�›�î�Ý�Â�µ�¡  �È�Ü�µ�ª�å�¢�†/œ�:�\�
�«�–�µ�³�[�Ý�î�¸�•�å�¢�I�€�^�8�º�Û�Ç�•�µ�¡�x�

DECnet �^�]�b�Ý�î�¸�•�å�¢�[�A�^�8�É�ß�º�¥�Ý�_�“�M�•�º�Û�Ç�•�µ�¡�@3?3æ�I�€�r�M���r�S�

�Ç�›�î�Ý�Â�µ�¡  �È�Ü�µ�ª�å�¢�c�
 2 �X�è�V�b  SVI �r�S�c�Ý�î�¸�µ�»  �Ï�î�º6ë�b�È�Ü�µ�ª�å�¢�_
�|�W�Z�
0
�X�b  VLAN �†  1 �X�b�È�Ü�µ�ª  �»�Ó�–�å�_�K)F�K�r�M���Ç�›�î�Ý�Â�µ�¡  �È�Ü�µ�ª�å
�¢�†0¿���M�•���œ�c�
�È�Ü�µ�ª  �¢�Ý�î�É�_  SVI �r�S�c�Ý�î�¸�µ�»  �Ï�î�º�†�m�~�\�Z�r�M���›
SVI �r�S�c�Ý�î�¸�µ�»  �Ï�î�º�_�c�Q�€�R�€  1 �X�K�?�È�Ü�µ�ª  �¢�Ý�î�É�@�m�~�\�Z�}�€�r�O�‡��
� �L�¢�Ý�î�É
Æ�b�M�m�Z�b�–�å�±�î�Ç�™�–�«�c�
� �L�È�Ü�µ�ª  �»�Ó�–�å�_�“�K�r�M��0ò(ý�c�

'¨ 41 'v���Ç�›�î�Ý�Â�µ�¡  �È�Ü�µ�ª�å�¢�b0¿���� �†�g!·�K�Z�C�T�I�8��
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�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�b�Q#Ý�‰�2
�«�–�µ�³�c�
���b�–�å�±�î�Ç�™�–�«  �±�–�É�†�§�Ï�î�º�K�r�M��

• "@#.�Ï�î�º  �Š �«�–�µ�³  �Ï�î�º�>�|�g�Ý�î�¸�µ�»  �Ï�î�º

• VLAN �Š �«�–�µ�³�ì�•�–�å�±�î�Ç�™�–�«

• �Ï�î�º  �³�Õ�¿�Ý  �Š EtherChannel �–�å�±�î�Ç�™�–�«

�–�å�±�î�Ç�™�–�«(
�V�v0¿���[�A�r�M>& ���–�å�±�î�Ç�™�–�«(
�V�b0¿���� [p.10-12] �†�g!·>' ��

"@#.�–�å�±�î�Ç�™�–�«>&�Ï�î�º>'�†0¿���M�•�_�c�
�–�å�±�î�Ç�™�–�«�b�±�–�É�
�Ô�ª�×�î�Ý$��•�

�>�|�g�«�–�µ�³  �Ï�î�º$��•�†�æ���K�
�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K
�r�M��

• �±�–�É  �Š 10/100 Mbps �–�î�§�¿�µ�º�P�Â�b�Ç�“�«�º  �–�î�§�¿�µ�º>& fastethernet �r�S�c  fa>'�

10/100/1000 Mbps �–�î�§�¿�µ�º  �Ï�î�º�P�Â�b� �ž�Å�µ�º  �–�î�§�¿�µ�º>& gigabitethernet �r�S�c
gi>'�
�r�S�c  Small Form-factor Pluggable>&SFP>'�Ô�ª�×�î�Ý  � �ž�Å�µ�º  �–�î�§�¿�µ�º  �–�å�±�î
�Ç�™�–�«��

• �Ô�ª�×�î�Ý$��•  �Š �«�–�µ�³�b�Ô�ª�×�î�Ý�r�S�c�«�ß�µ�º$��• >&Catalyst 3560 �«�–�µ�³�[�c�–�_
0>'��

• �Ï�î�º$��•  �Š �«�–�µ�³�V�b�–�å�±�î�Ç�™�–�«$��•���Ï�î�º$��•�c�
 fastethernet0/1 �r�S�c
gigabitethernet0/1 �b�|�:�_�
�–�_  1 �[���r�~�r�M���«�–�µ�³�_�¥�?�W�Z�e�b�Ï�î�º�?�}8p�_$�
�•�Ü�E�I�€�Z�8�r�M��0
�X�b�–�å�±�î�Ç�™�–�«  �±�–�É�@�6�•���œ�c>& 10/100 �Ï�î�º�>�|�g  SFP
�Ô�ª�×�î�Ý  �Ï�î�º�^�]>' �
 �Ï�î�º$��•�c  2 $��u�b�–�å�±�î�Ç�™�–�«  �±�–�É�[�6�•  gigabitethernet
0/1 �?�}
Ì6ä�K�r�M��

�«�–�µ�³�V�b�–�å�±�î�Ç�™�–�«�b�)*(�†"@#.$×�_&�1��M�•�G�\�[�
"@#.�–�å�±�î�Ç�™�–�«�†1‘�9�[
�A�r�M�� show �–�¿�î�È�Ý  EXEC �¥�Ð�å�»�†�Q#Ý�K�Z�
�«�–�µ�³�V�b"I���b�–�å�±�î�Ç�™�–�«�r�S
�c�M�m�Z�b�–�å�±�î�Ç�™�–�«�_6õ�M�•�_���†/²&g�M�•�G�\�v�[�A�r�M���è7F�
�G�b'v�[�c�
�z�_"@
#.�–�å�±�î�Ç�™�–�«�b0¿���m8p�_�X�8�Z1��Â�K�r�M��

�–�å�±�î�Ç�™�–�«�b0¿���m8p
�è�W�b�M+á$×�^�m8p�c�
�M�m�Z�b�–�å�±�î�Ç�™�–�«0¿���É�ß�­�«�_�\�Z�c�r�~�r�M��

�«�¸�µ�É  1 �–�¿�î�È�Ý  EXEC �É�ß�å�É�º�_  configure terminal �¥�Ð�å�»�†
°�Š�K�r�M��

Switch# configure terminal 
Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)# 

�«�¸�µ�É  2 interface �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†
°�Š�K�r�M���–�å�±�î�Ç�™�–�«�b�±�–�É
�>�|�g�¥�¿�¡�±$��•�†"I���K�r�M�����b�[�[�c�
� �ž�Å�µ�º  �–�î�§�¿�µ�º  �Ï�î�º  1 �@4E�¥�I�€�Z
�8�r�M��

Switch(config)# interface gigabitethernet0/1 
Switch(config-if)# 

>&�@>' �–�å�±�î�Ç�™�–�«  �±�–�É�\�–�å�±�î�Ç�™�–�«$��•�b6ë�_�«�Ì�î�«�†
°�€�•�²0[�c�6�~�r�O
�‡���S�\�<�d�
�S���b/œ�b���œ�c�
 gigabitethernet 0/1�
 gigabitethernet0/1�
 gi 0/1�
�r�S�c
gi0/1 �b�8�N�€�?�†�æ���[�A�r�M��
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�«�¸�µ�É  3 �›  interface �¥�Ð�å�»�b�‹�•�_�
 �–�å�±�î�Ç�™�–�«�_�²0[�^�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù
�å  �¥�Ð�å�»�†)F�E�Z
°�Š�K�r�M��
°�Š�M�•�¥�Ð�å�»�_�|�W�Z�
�Q�b�–�å�±�î�Ç�™�–�«�['�
>�M�•�É
�ß�º�¥�Ý�\�”�É�Ü�£�î�©�Ù�å�@��*O�I�€�r�M�� �9�b�–�å�±�î�Ç�™�–�«  �¥�Ð�å�»�r�S�c  end �†
°�Š�K
�Z�–�¿�î�È�Ý  EXEC �Ô�î�»�_�`�•�\�
�¥�Ð�å�»�@�p7Ÿ�I�€�Z�–�å�±�î�Ç�™�–�«�_4:#Ý�I�€�r�M��

�r�S�
 interface range �r�S�c  interface range macro �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†
�Q#Ý�M�•�\�
�M��(
�V�b�–�å�±�î�Ç�™�–�«�†0¿���M�•�G�\�v�[�A�r�M���6�•(
�V
Æ�[0¿���K�S�–�å
�±�î�Ç�™�–�«�c�
� �L�±�–�É�[�6�•�²0[�@�6�~�r�M���r�S�
� �L�µ+��œ�É�©�Ù�å�†�æ���K�Z0¿���K
�^�E�€�d�^�~�r�O�‡��

�«�¸�µ�É  4 �–�å�±�î�Ç�™�–�«�†0¿���K�Z�?�}�
 ���–�å�±�î�Ç�™�–�«�b�Ô�½�±�>�|�g�Ó�å�¸�¼�å�«�� >&p.10-30>' �_
&g�K�S show �–�¿�î�È�Ý  EXEC �¥�Ð�å�»�[�
�Q�b�«�¸�î�±�«�†&�1��K�Z�C�T�I�8��

show interfaces �–�¿�î�È�Ý  EXEC �¥�Ð�å�»�†�Q#Ý�K�Z�
�«�–�µ�³�V�b�r�S�c�«�–�µ�³#Ý�_0¿���I�€
�S�M�m�Z�b�–�å�±�î�Ç�™�–�«�b�Ü�«�º�†/²&g�K�r�M���¹�Â�–�«�@�§�Ï�î�º�M�•�›�–�å�±�î�Ç�™�–�«
�r�S�c�æ���K�S�–�å�±�î�Ç�™�–�«�b�Þ�Ï�î�º�@���Š�I�€�r�M��

�–�å�±�î�Ç�™�–�«(
�V�b0¿��
interface range �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�Z�
� �L�¥�å�Ç�•� �×�Þ�î
�©�Ù�å  �Ã�Û�Ó�î�±�†�â�X0
�X�b�–�å�±�î�Ç�™�–�«�†0¿���[�A�r�M���–�å�±�î�Ç�™�–�«  �Þ�å�ª  �¥�å
�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���M�•�\�
�G�b�Ô�î�»�†)
�¢�M�•�r�[�

°�Š�I�€�S�M�m�Z�b�¥�Ð�å
�»  �Ã�Û�Ó�î�±�c�Q�b(
�V
Æ�b�M�m�Z�b�–�å�±�î�Ç�™�–�«�_�P�M�•�v�b�\�s�^�I�€�r�M��

� �L�Ã�Û�Ó�î�±�[�–�å�±�î�Ç�™�–�«(
�V�†0¿���M�•�_�c�
 �–�¿�î�È�Ý  EXEC �Ô�î�»�[���b�m8p�†��
/œ�K�r�M��

�¥�Ð�å�» % $×

�«�¸�µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�¸�µ�É 2 interface range {port-range | macro 
macro_name}

0¿���M�•�–�å�±�î�Ç�™�–�«(
�V >&VLAN �r�S�c"@#.�Ï�î�º>'
�†�æ���K�
 �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î
�»�†6ä���K�r�M��

• interface range �¥�Ð�å�»�†�Q#Ý�M�•�\�
 �q�±  5 �X�b�Ï�î
�º(
�V�r�S�c��*O�í�s�Ð�¡�ß�†  1 �X0¿���[�A�r�M��

• macro �š�X�_�X�8�Z�c�
 ���–�å�±�î�Ç�™�–�«  �Þ�å�ª  �Ð
�¡�ß�b0¿���>�|�g�Q#Ý�‰�2�� >&p.10-14>'�†�g!·�K�Z�C�T
�I�8��

• �•�å�Ð�[�
�)�W�S  port-range �[�c�
�›�š�å�º�Ü�_�P�Â
�M�•�–�å�±�î�Ç�™�–�«  �±�–�É�†
°�Š�K�
�•�å�Ð�b�S�‹
�_�«�Ì�î�«�†�µ�u�r�M��

• �Á�–�Ç�å�[�
�)�W�S  port-range �[�c�
�–�å�±�î�Ç�™�–
�«  �±�–�É�b
Ì
°�Š�c�Y0[�[�M�@�
�Á�–�Ç�å�b�S�‹�_�«
�Ì�î�«�†
°�Š�M�•�²0[�@�6�~�r�M��

�«�¸�µ�É 3 �G�b�ì!l�[�
3û�–�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q
#Ý�K�Z�
(
�V
Æ�b�M�m�Z�b�–�å�±�î�Ç�™�–�«�_�¥�å�Ç�•
� �×�Þ�î�©�Ù�å  �Ã�Û�Ó�î�±�†4:#Ý�K�r�M���›�¥�Ð�å�»�c�


°�Š�I�€�S�\�>�~�_��/œ�I�€�r�M��

�«�¸�µ�É 4 end �–�¿�î�È�Ý  EXEC �Ô�î�»�_�`�~�r�M��
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interface range �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�M�•�\�A�c�
 ���b�@�–�¦8o�_$�
�–�K�Z�C�T�I�8��

• port-range �b�w� �^�š�å�º�Ü�c���b�\�>�~�[�M��

>+ vlan vlan-ID - vlan-ID�
 VLAN ID �c  1 >|  4094

>+ fastethernet module/{first port} - { last port} �
 module �c�–�_  0

>+ gigabitethernet module/{first port} - { last port} �
 module �c�–�_  0

>+ port-channel port-channel-number - port-channel-number�
 port-channel-number �c  1 >|  48��

>&�@>' �Ï�î�º  �³�Õ�¿�Ý�†�æ���K�Z  interface range �¥�Ð�å�»�†�Q#Ý�M�•���œ�c�

›8Œ�>�|
�g�q�‹�b�³�Õ�¿�Ý$��•�†�”�¡�¸�•�È�^�Ï�î�º  �³�Õ�¿�Ý�_�M�•�²0[�@�6�~�r�M��

• interface range �¥�Ð�å�»�†�Q#Ý�M�•�\�A�c�

›8Œ�b�–�å�±�î�Ç�™�–�«$��•�\�Á�–�Ç�å�b6ë�_�«
�Ì�î�«�@�²0[�[�M���S�\�<�d�
�¥�Ð�å�»  interface range gigabitethernet0/1 - 4 �c�w� �^(
�V�[�M
�@�
�¥�Ð�å�» interface range gigabitethernet0/1-4�c!“� �^(
�V�[�M��

• interface range �¥�Ð�å�»�@�µ+��M�•�b�c�
 interface vlan �¥�Ð�å�»�[0¿���I�€�S  VLAN �–�å�±�î
�Ç�™�–�«�_7H�}�€�r�M�� show running-config �–�¿�î�È�Ý  EXEC �¥�Ð�å�»�†�Q#Ý�M�•�\�
0¿���I
�€�Z�8�•  VLAN �–�å�±�î�Ç�™�–�«�@/²&g�I�€�r�M�� show running-config �¥�Ð�å�»�[/²&g�I�€�^
�8  VLAN �–�å�±�î�Ç�™�–�«�_  interface range �¥�Ð�å�»�†�Q#Ý�M�•�G�\�c�[�A�r�O�‡��

• �6�•(
�V
Æ�b�M�m�Z�b�–�å�±�î�Ç�™�–�«�c�
 � �L�±�–�É >&�M�m�Z�@�Ç�“�«�º  �–�î�§�¿�µ�º  �Ï�î
�º�
�M�m�Z�@� �ž�Å�µ�º  �–�î�§�¿�µ�º  �Ï�î�º�
�M�m�Z�@  EtherChannel �Ï�î�º�
�r�S�c�M�m�Z
�@ VLAN >'�[�^�E�€�d�^�~�r�O�‡���S�T�K�
 1 �X�b�¥�Ð�å�»
Æ�[0
�X�b�Þ�å�ª�†)��s�œ�ƒ�O�•
�G�\�@�[�A�r�M��

���b�[�[�c�
 interface range �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�Z�
�Ï�î�º  1 >|
4 �b3ÿ�Ø�† 100 Mbps �_0¿���K�r�M��

Switch# configure terminal
Switch(config)# interface range gigabitethernet0/1 - 4
Switch(config-if-range)# speed 100

�G�b�[�[�c�
�•�å�Ð�†�Q#Ý�K�Z�9�b�–�å�±�î�Ç�™�–�«  �±�–�É  �«�º�Ü�å�¢�†3ã�•�K�
�Ç�“�«�º  �–�î
�§�¿�µ�º  �Ï�î�º  1 >|  3 �\�
� �ž�Å�µ�º  �–�î�§�¿�µ�º  �Ï�î�º  1 �>�|�g  2 �b�g�‰�†�–�¿�î�È�Ý�_�K�

�Ç�ß�î�D�š�Ï�î�¬  �Ç�Þ�î�Ò�†�w�™�[�A�•�|�:�_�K�r�M��

Switch# configure terminal
Switch(config)# interface range fastethernet0/1 - 3 , gigabitethernet0/1 - 2 
Switch(config-if-range)# flowcontrol receive on

�–�å�±�î�Ç�™�–�«  �Þ�å�ª  �Ô�î�»�[0
�X�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†
°�Š�K�S���œ�
�›�¥
�Ð�å�»�c
°�Š�K�S�ì!l�[��/œ�I�€�r�M���–�å�±�î�Ç�™�–�«  �Þ�å�ª  �Ô�î�»�†)
�¢�K�S�6�\�[�
�¥�Ð
�å�»�@�Â�µ�³��#.�I�€�•�ƒ�E�[�c�6�~�r�O�‡���¥�Ð�å�»�b��/œ�p�_�–�å�±�î�Ç�™�–�«  �Þ�å�ª  �Ô�î
�»�†)
�¢�M�•�\�
�M4Š�b�¥�Ð�å�»�@(
�V
Æ�b�M�m�Z�b�–�å�±�î�Ç�™�–�«�_�P�K�Z��/œ�I�€�^�8���œ
�v�6�~�r�M���¥�Ð�å�»  �É�ß�å�É�º�@
Ì/²&g�I�€�•�b�†�…�W�Z�?�}�
�–�å�±�î�Ç�™�–�«  �Þ�å�ª  �¥�å
�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†)
�¢�K�Z�C�T�I�8��

�«�¸�µ�É 5 show interfaces [interface-id] �æ���K�S(
�V
Æ�b�–�å�±�î�Ç�™�–�«�b0¿���†&�1��K�r�M��

�«�¸�µ�É 6 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K
�r�M��

�¥�Ð�å�» % $×



'¨ 10 'v       �–�å�±�î�Ç�™�–�«"I�ö�b0¿��
�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�b�Q#Ý�‰�2

10-14
Catalyst 3560 �«�–�µ�³  �¯�Ç�º�˜�™�”  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �ž�–�»

OL-8553-01-J

�–�å�±�î�Ç�™�–�«  �Þ�å�ª  �Ð�¡�ß�b0¿���>�|�g�Q#Ý�‰�2
�–�å�±�î�Ç�™�–�«  �Þ�å�ª  �Ð�¡�ß�†�8�B�M�•�\�
0¿���M�•�–�å�±�î�Ç�™�–�«�b(
�V�†+¬�·$×�_4E�¥
�[�A�r�M�� interface range macro �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�[  macro �Ÿ�î�á�î
�»�†�Q#Ý�M�•�_�c�
�r�N  define interface-range �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�[�Ð
�¡�ß�†��*O�M�•�²0[�@�6�~�r�M��

�–�å�±�î�Ç�™�–�«  �Þ�å�ª  �Ð�¡�ß�†0¿���M�•�_�c�
�–�¿�î�È�Ý  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r
�M��

�Ð�¡�ß�†�P7V�M�•�_�c�
 no define interface-range macro_name �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å
�¥�Ð�å�»�†�Q#Ý�K�r�M��

define interface-range �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�M�•�\�A�c�
 ���b�@�–�¦
8o�_$��–�K�Z�C�T�I�8��

• interface-range �b�w� �^�š�å�º�Ü�c���b�\�>�~�[�M��

>+ vlan vlan-ID - vlan-ID�
 VLAN ID �c  1 >|  4094

>+ fastethernet module/{first port} - { last port} �
 module �c�–�_  0

>+ gigabitethernet module/{first port} - { last port} �
 module �c�–�_  0

>+ port-channel port-channel-number - port-channel-number�
 port-channel-number �c  1 >|  48��

>&�@>' �Ï�î�º  �³�Õ�¿�Ý�†�æ���K�Z�–�å�±�î�Ç�™�–�«(
�V�†�Q#Ý�M�•���œ�c�

›8Œ�>�|�g
�q�‹�b�³�Õ�¿�Ý$��•�†�”�¡�¸�•�È�^�Ï�î�º  �³�Õ�¿�Ý�_�M�•�²0[�@�6�~�r�M��

�¥�Ð�å�» % $×

�«�¸�µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�¸�µ�É 2 define interface-range macro_name 
interface-range

�–�å�±�î�Ç�™�–�«  �Þ�å�ª  �Ð�¡�ß�†��*O�K�Z  NVRAM>&�Y�y
$Î�ö  RAM>'�_�–�Ñ�K�r�M��

• macro_name �c�
�q�±  32 �e�Ð�b�e�Ð�4�[�M��

• �Ð�¡�ß�_�c�
�•�å�Ð�[�
�)�W�S�–�å�±�î�Ç�™�–�«�†  5
�X�r�[�µ�u�•�G�\�@�[�A�r�M��

• �Q�€�R�€�b  interface-range �c�
� �L�Ï�î�º  �±�–�É�[�S
�B�I�€�Z�8�^�E�€�d�^�~�r�O�‡��

�«�¸�µ�É 3 interface range macro macro_name macro_name �b�¡�S�[�–�å�±�î�Ç�™�–�«  �Þ�å�ª  �Ð�¡�ß�_�–
�Ñ�I�€�S�Í�†�Q#Ý�M�•�G�\�_�|�W�Z�
0¿���M�•�–�å�±�î
�Ç�™�–�«�b(
�V�†4E�¥�K�r�M��

�G�G�[�
3û�–�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K
�Z�
��*O�K�S�Ð�¡�ß
Æ�b�M�m�Z�b�–�å�±�î�Ç�™�–�«�_0¿��
�†4:#Ý�[�A�r�M��

�«�¸�µ�É 4 end �–�¿�î�È�Ý  EXEC �Ô�î�»�_�`�~�r�M��

�«�¸�µ�É 5 show running-config | include define ��*O�í�s�b�–�å�±�î�Ç�™�–�«  �Þ�å�ª  �Ð�¡�ß�b0¿���†/²&g
�K�r�M��

�«�¸�µ�É 6 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K
�r�M��
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• interface-range �†
°�Š�M�•�\�A�c�
�q�6�b�–�å�±�î�Ç�™�–�«$��•�\�Á�–�Ç�å�b6ë�_�«�Ì�î�«�†

°�€�r�M���S�\�<�d�
 gigabitethernet0/1 - 4 �c�w� �^(
�V�[�M�@�
 gigabitethernet0/1-4 �c!“� �^
(
�V�[�M��

• VLAN �–�å�±�î�Ç�™�–�«�c�
 interface vlan �¥�Ð�å�»�[0¿���K�Z�>�?�^�E�€�d�^�~�r�O�‡�� show
running-config �–�¿�î�È�Ý  EXEC �¥�Ð�å�»�†�Q#Ý�M�•�\�
0¿���I�€�Z�8�•  VLAN �–�å�±�î�Ç�™
�–�«�@/²&g�I�€�r�M�� show running-config �¥�Ð�å�»�[/²&g�I�€�^�8  VLAN �–�å�±�î�Ç�™�–�«�†
interface-range �\�K�Z�Q#Ý�M�•�G�\�c�[�A�r�O�‡��

• �6�•(
�V
Æ�b�M�m�Z�b�–�å�±�î�Ç�™�–�«�c�
 � �L�±�–�É >&�M�m�Z�@�Ç�“�«�º  �–�î�§�¿�µ�º  �Ï�î
�º�
�M�m�Z�@� �ž�Å�µ�º  �–�î�§�¿�µ�º  �Ï�î�º�
�M�m�Z�@  EtherChannel �Ï�î�º�
�r�S�c�M�m�Z
�@ VLAN >'�[�^�E�€�d�^�~�r�O�‡���S�T�K�
 1 �X�b�Ð�¡�ß
Æ�[0
�X�b�–�å�±�î�Ç�™�–�«  �±�–�É
�†)��s�œ�ƒ�O�•�G�\�@�[�A�r�M��

���_�
 enet_list �\�8�:�¡�S�b�–�å�±�î�Ç�™�–�«  �Þ�å�ª  �Ð�¡�ß�†��*O�K�Z�Ï�î�º  1 �>�|�g  2 �†�µ�u�

�Ð�¡�ß0¿���†&�1��M�•�[�†&g�K�r�M��

Switch# configure terminal
Switch(config)# define interface-range enet_list gigabitethernet0/1 - 2
Switch(config)# end
Switch# show running-config  | include define 
define interface-range enet_list GigabitEthernet0/1 - 2

���_�
0
�X�b�±�–�É�b�–�å�±�î�Ç�™�–�«�†�µ�t  �Ð�¡�ß  macro1 �†�8�B�M�•�[�†&g�K�r�M��

Switch# configure terminal
Switch(config)# define interface-range macro1 fastethernet0/1 - 2, gigabitethernet0/1 
- 2
Switch(config)# end

���_�
�–�å�±�î�Ç�™�–�«  �Þ�å�ª  �Ð�¡�ß  enet_list �_�P�M�•�–�å�±�î�Ç�™�–�«  �Þ�å�ª  �¥�å�Ç�•� �×
�Þ�î�©�Ù�å  �Ô�î�»�†6ä���M�•�[�†&g�K�r�M��

Switch# configure terminal
Switch(config)# interface range macro enet_list  
Switch(config-if-range)# 

���_�
�–�å�±�î�Ç�™�–�«  �Þ�å�ª  �Ð�¡�ß  enet_list �†�P7V�K�
��#.�†&�1��M�•�[�†&g�K�r�M��

Switch# configure terminal
Switch(config)# no define interface-range enet_list  
Switch(config)# end
Switch# show run | include define
Switch# 
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�–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�b0¿��
�G�G�[�c�
���b0¿���_���_�X�8�Z1��Â�K�r�M��

• �–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�b�¹�Ç�›�Ý�º0¿��>& p.10-16>'

• �–�å�±�î�Ç�™�–�«3ÿ�Ø�>�|�g�¹�×�É�Þ�µ�¡�«  �Ô�î�»�b0¿��>& p.10-17>'

• IEEE 802.3x �Ç�ß�î�D�š�b0¿��>& p.10-19>'

• �–�å�±�î�Ç�™�–�«�[�b  Auto-MDIX �b0¿��>& p.10-20>'

• PoE �Ï�î�º�b7Á�Š'ö#.�Ô�î�»�b0¿��>& p.10-22>'

• �–�å�±�î�Ç�™�–�«�_6õ�M�•0°3Ù�b3ã�•>& p.10-25>'

�–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�b�¹�Ç�›�Ý�º0¿��
/² 10-2 �c�
 �Þ�–�Ö  2 �–�å�±�î�Ç�™�–�«�_�b�s4:#Ý�I�€�•�M4Š�b�µ+��†�µ�t�
 �–�î�§�¿�µ�º  �–�å�±�î
�Ç�™�–�«�b�¹�Ç�›�Ý�º0¿���†&g�K�Z�8�r�M��/²�_&g�I�€�Z�8�•  VLAN �Ã�Û�Ó�î�±�b0ò(ý�_�X�8�Z
�c�
 '¨ 12 'v�� VLAN �b0¿���� �†�g!·�K�Z�C�T�I�8���r�S�
�Ï�î�º�l�b�º�Û�Ç�•�µ�¡�D�š�b0ò(ý�_
�X�8�Z�c�
 '¨ 24 'v���Ï�î�º�"�)�b�º�Û�Ç�•�µ�¡�D�š�b0¿���� �†�g!·�K�Z�C�T�I�8��

>&�@>' �–�å�±�î�Ç�™�–�«�@�Þ�–�Ö  3 �Ô�î�»�b���œ�_�
�Þ�–�Ö  2 �Ã�Û�Ó�î�±�†0¿���M�•�_�c�
�Ã�Û�Ó�î�±�†
�æ���O�N�_  switchport �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†
°�Š�K�
�–�å�±�î
�Ç�™�–�«�†�Þ�–�Ö  2 �Ô�î�»�_�M�•�²0[�@�6�~�r�M���G�€�_�|�~�
�–�å�±�î�Ç�™�–�«�@�8�W�S�‡
�©�Õ�µ�º�²�˜�å�K�Z�?�}
Ì�Ø�–�¿�î�È�Ý�_�^�~�
 �–�å�±�î�Ç�™�–�«�@�K)F�K�Z�8�•�¹�Â�–�«�_6õ�M
�•�Ó�µ�­�î�ª�@/²&g�I�€�•�G�\�@�6�~�r�M�� �Þ�–�Ö  3 �Ô�î�»�b�–�å�±�î�Ç�™�–�«�†�Þ�–�Ö  2 �Ô�î�»
�_�K�S���œ�
�s8j�b�6�•�–�å�±�î�Ç�™�–�«�_6õ4��M�•�è�S�b0¿���_���@�˜�»�M�•�•+��ö�@�6�~�
�–
�å�±�î�Ç�™�–�«�c�¹�Ç�›�Ý�º0¿���_�`�~�r�M��

/² 10-2 �Þ�–�Ö  2 �–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�b�¹�Ç�›�Ý�º0¿��

�µ+� �¹�Ç�›�Ý�º0¿��

�·�8�Ô�î�» �Þ�–�Ö  2 �r�S�c�«�–�µ�³�å�¢  �Ô�î�»>& switchport �¥�Ð�å
�»>'

VLAN 0Á��(
�V VLAN 1 >|  4094

�¹�Ç�›�Ý�º  VLAN>&�”�¡�­�«  �Ï�î�º#Ý>' VLAN 1>&�Þ�–�Ö 2 �–�å�±�î�Ç�™�–�«�b�s>'

�¿�–�¸�•�È  VLAN>&IEEE 802.1Q �º�Û�å
�¡#Ý>'

VLAN 1>&�Þ�–�Ö 2 �–�å�±�î�Ç�™�–�«�b�s>'

VLAN �º�Û�å�Ÿ�å�¢ Switchport mode dynamic auto>&DTP �†�§�Ï�î�º>' >&�Þ�–�Ö
2 �–�å�±�î�Ç�™�–�«�b�s>'

�Ï�î�º  �–�¿�î�È�Ý  �«�¸�î�º �M�m�Z�b�Ï�î�º�@�–�¿�î�È�Ý

�Ï�î�º0°3Ù �•��*O

3ÿ�Ø +¬�·�¿�¦�©�š�î�©�Ù�å

�¹�×�É�Þ�µ�¡�«  �Ô�î�» +¬�·�¿�¦�©�š�î�©�Ù�å

�Ç�ß�î�D�š �Ç�ß�î�D�š�c  receive:off �_0¿���I�€�r�M��3æ�™�Ã�£�µ�º
�[�c�–�_�œ�Ç�[�M��

EtherChannel>&PAgP>' �M�m�Z�b�–�î�§�¿�µ�º  �Ï�î�º�[�¹�•�­�î�È�Ý�� '¨ 33 'v
�� EtherChannels �>�|�g�Ü�å�¡�«�¸�î�º3ã2§�b0¿���� �†�g!·
�K�Z�C�T�I�8��
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�–�å�±�î�Ç�™�–�«3ÿ�Ø�>�|�g�¹�×�É�Þ�µ�¡�«  �Ô�î�»�b0¿��
�«�–�µ�³�b�–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�c�

²�§5��r�S�c���§5��Ô�î�»�b�8�N�€�?�[�
 10�
 100�

1000 Mbps�[�·�8�K�r�M��
²�§5��Ô�î�»�b���œ�
 2 �X�b�«�¸�î�©�Ù�å�@� �ì�_�º�Û�Ç�•�µ�¡�†3æ�w
�™�[�A�r�M��3û�–�
 10 Mbps �Ï�î�º�c���§5��Ô�î�»�[�·�8�K�r�M���G�€�c�
�›�«�¸�î�©�Ù�å�@�º�Û
�Ç�•�µ�¡�†�w�™�M�•�?�
3æ�™�M�•�?�b�]�U�}�?�M�‰�K�?�[�A�^�8�G�\�†�–�á�K�r�M��

�«�–�µ�³  �Ô�¹�Ý�_�c�
�Ç�“�«�º  �–�î�§�¿�µ�º>& 10/100 Mbps>'�Ï�î�º�
� �ž�Å�µ�º  �–�î�§�¿�µ�º
>&10/100/1000 Mbps>'�Ï�î�º�
 SFP �Ô�ª�×�î�Ý�†�§�Ï�î�º�M�•  SFP �Ô�ª�×�î�Ý  �«�ß�µ�º�b)��s�œ�ƒ
�O�@�µ�r�€�r�M��

�G�G�[�c�
�–�å�±�î�Ç�™�–�«3ÿ�Ø�\�¹�×�É�Þ�µ�¡�«  �Ô�î�»�b0¿���m8p�_�X�8�Z1��Â�K�r�M��

• 3ÿ�Ø�\�¹�×�É�Þ�µ�¡�«  �Ô�î�»�b0¿���ì�b�@�–�¦8o>& p.10-17>'

• �–�å�±�î�Ç�™�–�«3ÿ�Ø�>�|�g�¹�×�É�Þ�µ�¡�«  �Ã�Û�Ó�î�±�b0¿��>& p.10-18>'

3ÿ�Ø�\�¹�×�É�Þ�µ�¡�«  �Ô�î�»�b0¿���ì�b�@�–�¦8o

�–�å�±�î�Ç�™�–�«3ÿ�Ø�>�|�g�¹�×�É�Þ�µ�¡�«  �Ô�î�»�†0¿���M�•�\�A�_�c�
 ���b�@�–�¦8o�_$��–�K�Z
�C�T�I�8��

• �Ç�“�«�º  �–�î�§�¿�µ�º >&10/100 Mbps>'�Ï�î�º�c�
 �M�m�Z�b3ÿ�Ø�>�|�g�¹�×�É�Þ�µ�¡�«  �œ�É�©�Ù
�å�†�§�Ï�î�º�K�r�M��

• � �ž�Å�µ�º  �–�î�§�¿�µ�º >&10/100/1000 Mbps>'�Ï�î�º�c�
 �M�m�Z�b3ÿ�Ø�œ�É�©�Ù�å�\�¹�×�É�Þ�µ
�¡�«  �œ�É�©�Ù�å�†�§�Ï�î�º�K�r�M���S�T�K�
 1000 Mbps �['�
>�I�O�Z�8�•� �ž�Å�µ�º  �–�î�§
�¿�µ�º  �Ï�î�º�c�
���§5��Ô�î�»�†�§�Ï�î�º�K�r�O�‡��

�Ï�î�º  �È�ß�µ�Ÿ�å�¢>&�Y�Â�Ð�Ý�³�Ÿ�Õ
�«�º �>� | �g �Y�Â�Ø�½�Ÿ�Õ�«�º  � º �Û
�Ç�•�µ�¡>'

�¹�•�­�î�È�Ý>&�È�ß�µ�Ÿ�å�¢�I�€�^�8>' >&�Þ�–�Ö 2 �–�å
�±� î �Ç�™�–�«�b�s>'� � � �� Ï � î � º  �È�ß�µ�Ÿ�å�¢�b0¿� �� �

>&p.24-7>' �†�g!·�K�Z�C�T�I�8��

�È�ß�î�»�Ÿ�Õ�«�º�
�Ð�Ý�³�Ÿ�Õ�«�º�

�>�|�g�Ø�½�Ÿ�Õ�«�º  �«�º�î�Ò�D�š

�¹�•�­�î�È�Ý�� ���«�º�î�Ò�D�š�b�¹�Ç�›�Ý�º0¿���� >&p.24-3>'
�†�g!·�K�Z�C�T�I�8��

�–1¤�Ï�î�º �¹�•�­�î�È�Ý>&�Þ�–�Ö  2 �–�å�±�î�Ç�™�–�«�b�s>' �����–1¤
�Ï�î�º�b0¿���� >&p.24-6>' �†�g!·�K�Z�C�T�I�8��

�Ï�î�º  �­�Ÿ�×�Ü�¸�• �¹�•�­�î�È�Ý>&�Þ�–�Ö  2 �–�å�±�î�Ç�™�–�«�b�s>' �����Ï�î
�º  �­�Ÿ�×�Ü�¸�•�b�¹�Ç�›�Ý�º0¿���� >&p.24-11>' �†�g!·�K
�Z�C�T�I�8��

PortFast �¹�•�­�î�È�Ý�� ���œ�É�©�Ù�å�b�«�Ã�½�å�¢�¶�Ü�î�µ+��b�¹
�Ç�›�Ý�º0¿���� >&p.19-10>' �†�g!·�K�Z�C�T�I�8��

Auto-MDIX �–�¿�î�È�Ý

>&�@>' �w7Á/æ*(�@�¡�ß�«  �£�î�È�Ý�[�«�–�µ�³�_�K)F�I
�€�Z�8�•���œ�
�«�–�µ�³�c�
 IEEE 802.3af �_�ö
²
�_�c =�Ð�K�Z�8�^�8�
 Cisco IP Phone �x�”�¡�­�«
�Ï�–�å�º�^�]�b =0d�A�b�w7Á�†�§�Ï�î�º�K�Z�8
�^�8���œ�@�6�~�r�M���G�€�c�
�«�–�µ�³  �Ï�î�º
�V� [  Automatic Medium-Dependent Interface
Crossover>&Auto-MIDX>'�@�–�¿�î�È�Ý�?�]�:�?�c
6õ�€�6�~�r�O�‡��

PoE �–�¿�î�È�Ý>& auto>'

/² 10-2 �Þ�–�Ö  2 �–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�b�¹�Ç�›�Ý�º0¿��>&)F�A>'

�µ+� �¹�Ç�›�Ý�º0¿��
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• SFP �Ô�ª�×�î�Ý  �Ï�î�º�b���œ�
���b  SFP �Ô�ª�×�î�Ý  �±�–�É�_�|�W�Z3ÿ�Ø�\�¹�×�É�Þ�µ�¡�«�b
CLI>&�¥�Ð�å�»�Û�–�å  �–�å�±�î�Ç�™�–�«>'�œ�É�©�Ù�å�@�š�ƒ�~�r�M��

>+ 1000 BASE-x>&x �_�c�
 BX�
 CWDM�
 LX�
 SX�
 ZX �@4:��
°�~�r�M>' SFP �Ô�ª�×�î�Ý  �Ï�î
�º�c�
 speed �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�[  nonegotiate �Ÿ�î�á�î
�»�†�§�Ï�î�º�K�r�M���¹�×�É�Þ�µ�¡�«  �œ�É�©�Ù�å�c�§�Ï�î�º�I�€�r�O�‡��

>+ 1000BASE-T SFP �Ô�ª�×�î�Ý  �Ï�î�º�c�
 10/100/1000 Mbps �Ï�î�º�\� �M�b3ÿ�Ø�\�¹�×�É�Þ�µ
�¡�«  �œ�É�©�Ù�å�†�§�Ï�î�º�K�r�M��

>+ 100BASE-x>&x �_�c�
 BX�
 FX�
 FX-FE�
 LX �@4:��
°�~�r�M>' SFP �Ô�ª�×�î�Ý  �Ï�î�º�c�

100 Mbps �b�s�§�Ï�î�º�K�r�M���G�€�}�b�Ô�ª�×�î�Ý�c
²�§5��>�|�g���§5��Ô�î�»�b�œ�É
�©�Ù�å�†�§�Ï�î�º�K�r�M�@�
+¬�·�¿�¦�©�š�î�©�Ù�å�c�§�Ï�î�º�K�r�O�‡��

�«�–�µ�³�[�§�Ï�î�º�I�€�•  SFP �Ô�ª�×�î�Ý�_�X�8�Z�c�
 �›0����b�Ü�Ü�î�«  �À�î�º�†�g!·�K�Z�C
�T�I�8��

• �G)z�b�g
��[+¬�·�¿�¦�©�š�î�©�Ù�å�@�§�Ï�î�º�I�€�•���œ�c�
 �[�A�•�T�E�¹�Ç�›�Ý�º�b  auto �¿
�¦�©�š�î�©�Ù�å�†�Q#Ý�K�Z�C�T�I�8��

• �M�‰�b�–�å�±�î�Ç�™�–�«�@+¬�·�¿�¦�©�š�î�©�Ù�å�†�§�Ï�î�º�K�
�v�:�M�‰�@�§�Ï�î�º�K�^�8��
�œ�c�
�g�‰�b�–�å�±�î�Ç�™�–�«�V�[�¹�×�É�Þ�µ�¡�«�\3ÿ�Ø�†0¿���K�r�M���§�Ï�î�º�M�•
��[
auto 0¿���†�Q#Ý�K�^�8�[�C�T�I�8��

• STP �@�–�¿�î�È�Ý�b���œ�_�Ï�î�º�†
Ì0¿���M�•�\�
�«�–�µ�³�@�Ý�î�É�b�w!“�†1*�m�•�S�u�_�q
�±�[  30 &Ê�?�?�•�•+��ö�@�6�~�r�M�� STP �b
Ì0¿���@/œ�ƒ�€�Z�8�•6ë�
�Ï�î�º  LED �c�œ�Þ�å�ª
�[!l!I�K�r�M��

�@�– �–�å�±�î�Ç�™�–�«3ÿ�Ø�\�¹�×�É�Þ�µ�¡�«  �Ô�î�»�b0¿���†�š�f�M�•�\�

Ì0¿���ì�_�©�Õ�µ�º�²�˜�å
�@$Î#Õ�K�
�–�å�±�î�Ç�™�–�«�@
Ì�g�–�¿�î�È�Ý�_�^�•�G�\�@�6�~�r�M��

�–�å�±�î�Ç�™�–�«3ÿ�Ø�>�|�g�¹�×�É�Þ�µ�¡�«  �Ã�Û�Ó�î�±�b0¿��

"@#.�–�å�±�î�Ç�™�–�«�b3ÿ�Ø�>�|�g�¹�×�É�Þ�µ�¡�«  �Ô�î�»�†0¿���M�•�_�c�
 �–�¿�î�È�Ý  EXEC �Ô�î
�»�[���b�m8p�†��/œ�K�r�M��

�¥�Ð�å�» % $×

�«�¸�µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�¸�µ�É 2 interface interface-id 0¿���M�•"@#.�–�å�±�î�Ç�™�–�«�†�æ���K�
�–�å�±�î�Ç�™�–�«
�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�¸�µ�É 3 speed { 10 | 100 | 1000 | auto [10 | 100 | 1000] 
| nonegotiate}

�–�å�±�î�Ç�™�–�«�_�P�M�•4:�)�^3ÿ�Ø�Ã�Û�Ó�î�±�†
°�Š�K�r
�M��

• �–�å�±�î�Ç�™�–�«�b3ÿ�Ø�†�æ���M�•�_�c�
 10�
 100�
�r�S
�c  1000 �†
°�Š�K�r�M�� 1000 �Ÿ�î�á�î�»�†�Q#Ý�[�A�•�b�c�

10/100/1000 Mbps �Ï�î�º�_�P�K�Z�T�E�[�M��

• �–�å�±�î�Ç�™�–�«�_�K)F�I�€�S�¹�Â�–�«�\+¬�·�¿�¦�©
�š�î�©�Ù�å�@/œ�<�•�|�:�_�M�•�_�c�
 auto �†
°�Š�K�r�M��
auto �Ÿ�î�á�î�»�\�M)t�_ 10�
 100 �
�r�S�c 1000 �Ÿ�î�á�î
�»�†�Q#Ý�K�S���œ�
 �Ï�î�º�c�æ���b3ÿ�Ø�[�b�s+¬�·�¿�¦�©
�š�î�º�K�r�M��

• nonegotiate �Ÿ�î�á�î�»�†�Q#Ý�[�A�•�b�c�
 SFP �Ô�ª�×�î�Ý
�Ï�î�º�_�P�K�Z�T�E�[�M�� SFP �Ô�ª�×�î�Ý  �Ï�î�º�c  1000
Mbps �T�E�[�·�8�K�r�M�@�
+¬�·�¿�¦�©�š�î�©�Ù�å�†�§
�Ï�î�º�K�Z�8�^�8�¹�Â�–�«�_�K)F�I�€�Z�8�•���œ�c�
 �¿�¦
�©�š�î�º�K�^�8�|�:�_0¿���[�A�r�M��

3ÿ�Ø�b0¿���b0ò(ý�_�X�8�Z�c�
 ��3ÿ�Ø�\�¹�×�É�Þ�µ�¡�«  �Ô�î�»
�b0¿���ì�b�@�–�¦8o�� >&p.10-17>' �†�g!·�K�Z�C�T�I�8��
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�–�å�±�î�Ç�™�–�«�†�¹�Ç�›�Ý�º�b3ÿ�Ø�>�|�g�¹�×�É�Þ�µ�¡�«0¿��>&+¬�·�¿�¦�©�š�î�©�Ù�å>'�_�`�M
�_�c�
 no speed �>�|�g  no duplex �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r
�M���M�m�Z�b�–�å�±�î�Ç�™�–�«0¿���†�¹�Ç�›�Ý�º�_�`�M�_�c�
 default interface interface-id �–�å�±�î
�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

���_�
�–�å�±�î�Ç�™�–�«3ÿ�Ø�†  10 Mbps �_�
 10/100 Mbps �b�Ï�î�º�b�¹�×�É�Þ�µ�¡�«  �Ô�î�»�†���§
5��_0¿���M�•�[�†&g�K�r�M��

Switch# configure terminal
Switch(config)# interface fasttethernet0/3
Switch(config-if)# speed 10
Switch(config-if)# duplex half

���_�
 10/100/1000 Mbps �Ï�î�º�V�[�
�–�å�±�î�Ç�™�–�«3ÿ�Ø�†  100 Mbps �_0¿���M�•�[�†&g�K�r�M��

Switch# configure terminal
Switch(config)# interface gigabitethernet0/2
Switch(config-if)# speed 100

IEEE 802.3x �Ç�ß�î�D�š�b0¿��
�Ç�ß�î�D�š�_�|�~�
�K)F�K�Z�8�•�–�î�§�¿�µ�º  �Ï�î�º�c�
3}3u�K�Z�8�•�À�î�»�@�Ü�å�¡�·�8�†�v�:
�M�‰�b'ƒ�[�M�ì�õ�F�[�A�•�|�:�_�M�•�G�\�_�|�W�Z�
3}3u�ì�b�º�Û�Ç�•�µ�¡  �Þ�î�º�†�D�š�[�A�r
�M���6�•�Ï�î�º�[3}3u�@#Õ�L�
�Q�€�è�V�c�º�Û�Ç�•�µ�¡�†�w�™�[�A�^�C�^�W�S���œ�
�Ï�î�¬  �Ç�Þ�î
�Ò�†3æ�™�M�•�G�\�_�|�W�Z�
�Q�b"g�Â�@0Ž�˜�I�€�•�r�[3æ�™�†�p�F�M�•�|�:�_�
�Q�b�Ï�î�º�?�}%&
�m�Ï�î�º�_3û%±�K�r�M���Ï�î�¬  �Ç�Þ�î�Ò�†�w�™�M�•�\�
3æ�™
��¹�Â�–�«�c�¹�î�±  �Ã�£�µ�º�b3æ�™
�†�p�F�M�•�b�[�
3}3u�ì�b�¹�î�±  �Ã�£�µ�º�†�»�@75�F�I�€�r�M��

>&�@>' Catalyst 3560 �Ï�î�º�c�
�Ï�î�¬  �Ç�Þ�î�Ò�†�w�™�[�A�r�M�@�
3æ�™�[�A�r�O�‡��

�«�¸�µ�É 4 duplex { auto | full | half} �–�å�±�î�Ç�™�–�«�b�¹�×�É�Þ�µ�¡�«  �Ã�Û�Ó�î�±�†
°�Š�K�r
�M��

���§5��Ô�î�»�†�–�¿�î�È�Ý�_�K�r�M>& 10 �r�S�c  100 Mbps �b�s
�[�·�8�M�•�–�å�±�î�Ç�™�–�«�b���œ>'�����§5��Ô�î�»�†  1000
Mbps �b�s�[�·�8�M�•�–�å�±�î�Ç�™�–�«#Ý�_0¿���M�•�G�\�c�[
�A�r�O�‡��

Cisco IOS Release 12.2(20)SE1 �?�}�c�
3ÿ�Ø�@  auto �_0¿���I�€
�Z�8�•���œ�
�¹�×�É�Þ�µ�¡�«�_0¿���[�A�r�M��

�¹�×�É�Þ�µ�¡�«�b0¿���b0ò(ý�_�X�8�Z�c�
 ��3ÿ�Ø�\�¹�×�É�Þ�µ
�¡�«  �Ô�î�»�b0¿���ì�b�@�–�¦8o�� >&p.10-17>' �†�g!·�K�Z�C�T�I
�8��

�«�¸�µ�É 5 end �–�¿�î�È�Ý  EXEC �Ô�î�»�_�`�~�r�M��

�«�¸�µ�É 6 show interfaces interface-id �–�å�±�î�Ç�™�–�«3ÿ�Ø�>�|�g�¹�×�É�Þ�µ�¡�«  �Ô�î�»0¿���†/²
&g�K�r�M��

�«�¸�µ�É 7 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r
�M��

�¥�Ð�å�» % $×
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flowcontrol �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�Z�
�–�å�±�î�Ç�™�–�«�b
�Ï�î�¬  �Ç�Þ�î�Ò�†�w�™>& receive>'�M�•+��Š�† on�
 off�
�r�S�c  desired �_0¿���K�r�M���¹�Ç�›�Ý�º�b
"g�Â�c  off �[�M��

desired �_0¿���K�S���œ�
�–�å�±�î�Ç�™�–�«�c�Ç�ß�î�D�š�Ã�£�µ�º�b3æ�™�†�²0[�\�M�•�K)F�¹�Â�–
�«�
�r�S�c�²0[�[�c�^�8�@�Ç�ß�î�D�š�Ã�£�µ�º�†3æ�™�[�A�•�K)F�¹�Â�–�«�_�P�K�Z�·�8�[�A�r�M��

�¹�Â�–�«�b�Ç�ß�î�D�š0¿���_�c�
���b�Ý�î�Ý�@4:#Ý�I�€�r�M��

• receive on>&�r�S�c desired>' �Š �Ï�î�º�c�Ï�î�¬  �Ç�Þ�î�Ò�†3æ�™�[�A�r�O�‡�@�
�Ï�î�¬  �Ç�Þ�î�Ò
�†3æ�™�M�•�²0[�b�6�•�
�r�S�c3æ�™�[�A�•�K)F�¹�Â�–�«�\)��s�œ�ƒ�O�Z�Q#Ý�[�A�r�M���Ï�î�¬
�Ç�Þ�î�Ò�b�w�™�c�•+��[�M��

• receive off �Š �Ç�ß�î�D�š�c�]�U�}�b�‰�¥�_�v�·�8�K�r�O�‡��3}3u�@#Õ�L�Z�v�
�Ü�å�¡�b%&�m
�
�_3û%±�c�^�C�
�]�U�}
��b�¹�Â�–�«�v�Ï�î�¬  �Ç�Þ�î�Ò�b3æ�w�™�†/œ�8�r�O�‡��

>&�@>' �¥�Ð�å�»�b0¿���\�
�Q�b)��Ý#Õ�L�•�ß�î�•�Ý�>�|�g�Ü�Ô�î�º  �Ï�î�º�[�b�Ç�ß�î�D�š0Ž�ô�b0ò(ý�_
�X�8�Z�c�
�G�b�Ü�Ü�î�«�b�¥�Ð�å�»  �Ü�Ç�“�Þ�å�«�_0°3U�I�€�S  flowcontrol �–�å�±�î�Ç�™�–�«  �¥�å
�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�g!·�K�Z�C�T�I�8��

�–�å�±�î�Ç�™�–�«�V�[�Ç�ß�î�D�š�†0¿���M�•�_�c�
 �–�¿�î�È�Ý  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r
�M��

�Ç�ß�î�D�š�†�¹�•�­�î�È�Ý�_�M�•���œ�c�
 flowcontrol  receive off �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×
�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

���_�
�Ï�î�º�V�b�Ç�ß�î�D�š�†�œ�å�_�M�•�[�†&g�K�r�M��

Switch# configure terminal
Switch(config)# interface gigabitethernet0/1
Switch(config-if)# flowcontrol receive on
Switch(config-if)# end

�–�å�±�î�Ç�™�–�«�[�b  Auto-MDIX �b0¿��
�–�å�±�î�Ç�™�–�«�V�b  Auto-MDIX �@�–�¿�î�È�Ý�_0¿���I�€�Z�8�•���œ�
�–�å�±�î�Ç�™�–�«�@�²0[
�^�£�î�È�Ý�K)F�±�–�É>&�«�º�Þ�î�º�r�S�c�¡�ß�«>'�†+¬�·$×�_�è���K�
�K)F�†4:�)�_0¿���K�r�M��
Auto-MDIX �µ+��†�Q#Ý�O�N�_�«�–�µ�³�†�K)F�M�•���œ�
�§�î�Â�
�á�î�¡�«�¸�î�©�Ù�å�
�r�S�c�Ý�î
�±�^�]�b�¹�Â�–�«�b�K)F�_�c�«�º�Þ�î�º  �£�î�È�Ý�†�Q#Ý�K�
 �Ú�b�«�–�µ�³�x�Ü�Æ�î�±�b�K)F�_�c�¡
�ß�«  �£�î�È�Ý�†�Q#Ý�M�•�²0[�@�6�~�r�M�� Auto-MDIX �@�–�¿�î�È�Ý�b���œ�
�Ú�b�¹�Â�–�«�\�b�K

�¥�Ð�å�» % $×

�«�¸�µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�¸�µ�É 2 interface interface-id 0¿���M�•"@#.�–�å�±�î�Ç�™�–�«�†�æ���K�
�–�å�±�î�Ç�™�–�«
�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�¸�µ�É 3 flowcontrol  { receive} { on | off | desired} �Ï�î�º�b�Ç�ß�î�D�š�Ô�î�»�†0¿���K�r�M��

�«�¸�µ�É 4 end �–�¿�î�È�Ý  EXEC �Ô�î�»�_�`�~�r�M��

�«�¸�µ�É 5 show interfaces interface-id �–�å�±�î�Ç�™�–�«  �Ç�ß�î�D�š�b0¿���†&�1��K�r�M��

�«�¸�µ�É 6 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r
�M��
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)F�_�c�]�U�}�b�£�î�È�Ý�[�v�Q#Ý�[�A�
�£�î�È�Ý�@�G�K�C�^�8���œ�c�–�å�±�î�Ç�™�–�«�@+¬�·$×�_
�Ÿ�G�†/œ�8�r�M���£�î�È�Ý�K)F�b0ò(ý�_�X�8�Z�c�
�Á�î�»�˜�™�”  �–�å�«�º�Þ�î�©�Ù�å  �ž�–�»�†�g
!·�K�Z�C�T�I�8��

Auto-MDIX �c�¹�Ç�›�Ý�º�[�–�¿�î�È�Ý�[�M�� Auto-MDIX �†�–�¿�î�È�Ý�_0¿���M�•���œ�
 Auto-MDIX
�µ+��@�G�K�C�·�8�M�•�|�:�_�–�å�±�î�Ç�™�–�«�b3ÿ�Ø�>�|�g�¹�×�É�Þ�µ�¡�«�†  auto �_0¿���M�•�²
0[ �@�6�~�r �M� � Auto-MDIX �c �M�m�Z�b 10/100 �>� | �g 10/100/1000 Mbps �–�å�±� î �Ç�™�–�«� \� 

10/100/1000BASE-TX SFP �Ô�ª�×�î�Ý  �–�å�±�î�Ç�™�–�«�[�§�Ï�î�º�I�€�r�M�� 1000BASE-SX �r�S�c
1000BASE-LX SFP �Ô�ª�×�î�Ý  �–�å�±�î�Ç�™�–�«�[�c�§�Ï�î�º�I�€�Z�8�r�O�‡��

/² 10-3 �_�
 Auto-MDIX �b0¿���>�|�g�£�î�È�Ý�K)F�H�\�b�Ü�å�¡  �«�¸�î�º�†&g�K�r�M��

�–�å�±�î�Ç�™�–�«�V�[  Auto-MDIX �†0¿���M�•�_�c�
�–�¿�î�È�Ý  EXEC �Ô�î�»�[���b�m8p�†��/œ�K
�r�M��

Auto-MDIX �†�¹�•�­�î�È�Ý�_�M�•�_�c�
 no mdix auto �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å
�¥�Ð�å�»�†�Q#Ý�K�r�M��

���_�
�Ï�î�º�V�b  Auto-MDIX �†�–�¿�î�È�Ý�_�M�•�[�†&g�K�r�M��

Switch# configure terminal
Switch(config)# interface gigabitethernet0/1
Switch(config-if)# speed auto
Switch(config-if)# duplex auto
Switch(config-if)# mdix auto
Switch(config-if)# end

/² 10-3 �Ü�å�¡"g�Â�\  Auto-MDIX �b0¿��

�ß�î�•�Ý
��b  
Auto-MDIX

�Ü�Ô�î�º
��b  
Auto-MDIX

�£�î�È�Ý�K)F�@�G�K�8
���œ

�£�î�È�Ý�K)F�@�G�K�C
�^�8���œ

�œ�å �œ�å �Ü�å�¡  �”�µ�É �Ü�å�¡  �”�µ�É

�œ�å �œ�Ç �Ü�å�¡  �”�µ�É �Ü�å�¡  �”�µ�É

�œ�Ç �œ�å �Ü�å�¡  �”�µ�É �Ü�å�¡  �”�µ�É

�œ�Ç �œ�Ç �Ü�å�¡  �”�µ�É �Ü�å�¡  �²�˜�å

�¥�Ð�å�» % $×

�«�¸�µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�¸�µ�É 2 interface interface-id 0¿���M�•"@#.�–�å�±�î�Ç�™�–�«�†�æ���K�
�–�å�±�î�Ç�™�–
�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�¸�µ�É 3 speed auto �K)F�I�€�S�¹�Â�–�«�\3ÿ�Ø�b+¬�·�¿�¦�©�š�î�©�Ù�å�†/œ�:
�|�:�_�–�å�±�î�Ç�™�–�«�†0¿���K�r�M��

�«�¸�µ�É 4 duplex auto �K)F�I�€�S�¹�Â�–�«�\�¹�×�É�Þ�µ�¡�«  �Ô�î�»�b+¬�·�¿�¦
�©�š�î�©�Ù�å�†/œ�:�|�:�_�–�å�±�î�Ç�™�–�«�†0¿���K�r
�M��

�«�¸�µ�É 5 mdix auto �–�å�±�î�Ç�™�–�«�V�[  Auto-MDIX �†�–�¿�î�È�Ý�_�K�r�M��

�«�¸�µ�É 6 end �–�¿�î�È�Ý  EXEC �Ô�î�»�_�`�~�r�M��

�«�¸�µ�É 7 show controllers ethernet-controller interface-id
phy

�–�å�±�î�Ç�™�–�«�[  Auto-MDIX �b�·�8�«�¸�î�º�†&�1��K
�r�M��

�«�¸�µ�É 8 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K
�r�M��
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PoE �Ï�î�º�b7Á�Š'ö#.�Ô�î�»�b0¿��
3û�–�¹�Ç�›�Ý�º0¿��>&+¬�·�Ô�î�»>'�[�b�·�8�c4:�)�_/œ�ƒ�€�
�É�Û�¢�”�å�»�É�Þ�–�·�8�@�f�j�I�€
�r�M���Q�€�è�V�b0¿���c�²0[�6�~�r�O�‡���S�T�K�
 PoE �Ï�î�º�b
ƒ
›8p�)�†�V�F�S�~�
 PoE �Ï�î�º
�†�¹�î�±�S#Ý�_�K�S�~�
�q�±�á�µ�º�X�†�æ���K�Z9×7Á�Š�w7Á/æ*(�†�Ï�î�º�[&—�F�K�S�~�M�•���œ
�c�
���b�m8p�†��/œ�K�r�M��

>&�@>' PoE 0¿���†�š�f�M�•�\�A�
0¿���p�b�Ï�î�º�[�c7Á�Š�@�*�W�K�r�M���‚�K�80¿���
�Q�b�Ú�b  PoE �Ï�î
�º�b"g�Â�
�Ã�á�î  �Â�ª�™�µ�º�b"g�Â�_�|�~�
�Q�b�Ï�î�º�b7Á�Š�c
Ì�g�”�µ�É�K�^�8���œ�@�6�~�r
�M���S�\�<�d�Ï�î�º  1 �@+¬�·�[�œ�å�b"g�Â�_�^�W�Z�>�~�
�Q�b�Ï�î�º�†�[���Ô�î�»�_0¿���M�•�\�K
�r�M���«�–�µ�³�c�Ï�î�º  1 �?�}7Á�Š�†�<7V�K�
�w7Á/æ*(�†�è���K�Z�Ï�î�º�_7Á�Š�†
Ì�g�j)%�K�r
�M���Ï�î�º  1 �@+¬�·�[�œ�å�b"g�Â�_�^�W�Z�>�~�
�q�±�á�µ�º�X  10 W �_0¿���K�S���œ�
�«�–�µ�³�c
�Ï�î�º�?�}7Á�Š�†�<7V�K�
�w7Á/æ*(�†
Ì�g�è���K�
�w7Á/æ*(�@�¡�Û�«  1�
�¡�Û�«  2�
�©�«�¥�S#Ý�w
7Á/æ*(�b�:�U�8�N�€�?�[�6�•���œ�
�«�–�µ�³�c�Ï�î�º�_7Á�Š�†
Ì�g�j)%�K�r�M��

7Á�Š'ö#.�Ô�î�»�†  PoE �P�Â�Ï�î�º�[0¿���M�•�_�c�
 �–�¿�î�È�Ý  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r
�M��

�¥�Ð�å�» % $×

�«�¸�µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�¸�µ�É 2 interface interface-id 0¿���M�•"@#.�Ï�î�º�†�æ���K�
�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•
� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�¸�µ�É 3 power inline { auto [max max-wattage] | never |
static [max max-wattage]}

�Ï�î�º�_  PoE �Ô�î�»�†0¿���K�r�M���Ÿ�î�á�î�»�b�–�á�c��
�b�\�>�~�[�M��

• auto �Š �w7Á/æ*(�è���†�–�¿�î�È�Ý�_�K�r�M�����(�^7Á
�Š�@�Q#Ý�•+��[�6�•���œ�
 �¹�Â�–�«�b�è���‹�
 PoE �Ï�î
�º�_7Á�Š�@+¬�·$×�_�m�~�\�Z�}�€�r�M���G�€�@�¹�Ç�›
�Ý�º�b0¿���[�M��

• >&�õ�–>' max max-wattage �Š �Ï�î�º�[0Á�•�M�•7Á�Š�†�D
7H�K�r�M�� �æ���[�A�•(
�V�c  4000 >|  15400 �Ñ�Ü�á�µ�º
�[�M���Í�†�æ���K�^�8���œ�c�
�q�±�Í�@0Á�•�I�€�r�M

>&15400 �Ñ�Ü�á�µ�º>' ��

• never �Š �¹�Â�–�«�è���>�|�g�Ï�î�º�b7Á�Š�†�¹�•�­�î
�È�Ý�_�K�r�M��

>&�@>' �©�«�¥�w7Á/æ*(�@�Ï�î�º�_�K)F�I�€�Z�8�•���œ�c�

�Ï�î�º�b0¿���_  power inline never �¥�Ð�å�»�†�Q#Ý
�K�^�8�[�C�T�I�8�� �e8Ÿ�b�6�•�Ü�å�¡�”�µ�É�@$Î#Õ
�K�
�Ï�î�º�@  errdisable �«�¸�î�º�_�^�•�G�\�@�6�~
�r�M��

• static �Š �w7Á/æ*(�è���†�–�¿�î�È�Ý�_�K�r�M���«�–�µ
�³�@�w7Á/æ*(�†�è���M�•�S�_�
7Á�Š�@�Ï�î�º�_�6�}�?
�L�u�m�~�\�Z�}�€�r�M>&�£(Ù�I�€�r�M>' ���«�–�µ�³�c�

�¹�Â�–�«�@�K)F�I�€�Z�8�^�C�Z�v�G�b�Ï�î�º�_7Á�Š�†
�£(Ù�K�
�¹�Â�–�«�b�è���ì�_7Á�Š�@�j)%�I�€�•�G�\�†
�–0É�K�r�M��

�«�–�µ�³�c�
�[���Ô�î�»�_0¿���I�€�Z�8�•�Ï�î�º�_7Á�Š�†
�m�~�\�Z�Z�?�}�
+¬�·�Ô�î�»�_0¿���I�€�Z�8�•�Ï�î�º�_7Á
�Š�†�m�~�\�Z�r�M��
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show power inline �Ø�î�¨  EXEC �¥�Ð�å�»�b���Š�_�X�8�Z�c�
 �G�b�Ü�Ü�î�«�b�¥�Ð�å�»  �Ü�Ç�“�Þ�å�«
�†�g!·�K�Z�C�T�I�8�� PoE 6õ4��¥�Ð�å�»�b0ò(ý�_�X�8�Z�c�
 �� PoE �«�–�µ�³  �Ï�î�º�b�º�Û�È�Ý�©�×�î
�¸�•�å�¢�� >&p.42-15>' �†�g!·�K�Z�C�T�I�8��8b�Œ  VLAN �b0¿���b0ò(ý�_�X�8�Z�c�
 '¨ 15 'v��8b�Œ
VLAN �b0¿���� �†�g!·�K�Z�C�T�I�8��

PoE �Ï�î�º�_�K)F�I�€�S�¹�Â�–�«�b�Ã�á�î  �Â�ª�™�µ�º
�©�«�¥�b�w7Á/æ*(�@  PoE �Ï�î�º�_�K)F�I�€�Z�8�•���œ�
�«�–�µ�³�c  Cisco Discovery Protocol>&CDP>'
�†�Q#Ý�K�Z�
�¹�Â�–�«�b ��7•�b 7Á�Š�˜2��†�8�•�K�
�Ã�á�î  �Â�ª�™�µ�º�†�Q�€�_�œ�ƒ�O�Z1*�Z�K�r
�M���G�€�c  IEEE �§�î�»�Ã�î�¸�•0��w7Á/æ*(�_�c4:#Ý�I�€�r�O�‡���G�€�}�b�¹�Â�–�«�[�c�
�«�–�µ
�³�c7Á�Š0[�ó�†0Á�•�M�•�\�
�w7Á/æ*(�b  IEEE �(8®�_�‘�W�Z�
�Ã�á�î  �Â�ª�™�µ�º�†1*�Z�K�r�M���w
7Á/æ*(�@�¡�Û�«  0>&�¡�Û�«  �«�¸�î�±�«�Y�Â>'�r�S�c�¡�Û�«  3 �b���œ�
�«�–�µ�³�c��7•�b7Á�Š�d0[5�
�_6õ�€�^�C�
�¹�Â�–�«�_ 15,400 �Ñ�Ü�á�µ�º�†0£�V�K�r�M���w7Á/æ*(�@��7•�b�˜2��|�~�v9×�8�¡�Û�«
�†�Þ�Ï�î�º�K�S�~�
�r�S�c7Á�Š�(8®>&�¹�Ç�›�Ý�º�c�¡�Û�«  0>'�†�§�Ï�î�º�K�Z�8�^�8���œ�
�«�–�µ
�³�c  IEEE �¡�Û�«�_���†�Q#Ý�K�Z�¢�ß�î�Â�Ý  �Ã�á�î  �Â�ª�™�µ�º�†3ã2§�M�•�S�u�
 7Á�Š�j)%�[�A�•�¹
�Â�–�«�@�a�^�C�^�~�r�M��

power inline consumption wattage �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�M�€�d�
 IEEE �(8®�[�æ
���I�€�S�¹�Ç�›�Ý�º�b7Á�Š0[�ó�†�V�i�A�[�A�r�M�� IEEE �(8®�_�|�~�è�ç�I�€�S7Á�Š�\�¹�Â�–�«�@
��7•�_�²0[�^7Á�Š�b�j�c�
�Q�b�Ú�b�¹�Â�–�«�[�Q#Ý�M�•�S�u�_�
�¢�ß�î�Â�Ý  �Ã�á�î  �Â�ª�™�µ�º�_
�`�I�€�r�M���G�€�_�|�~�
�«�–�µ�³�b�Ã�á�î  �Â�ª�™�µ�º�@�Ñ�±�I�€�
�|�~� �Ý$×�_�Q#Ý�[�A�•�|�:
�_�^�~�r�M��

�S�\�<�d�
 �«�–�µ�³�@  PoE �Ï�î�º�H�\�_  15,400 �Ñ�Ü�á�µ�º�†0£�V�M�•���œ�
 �K)F�[�A�•�¡�Û�«  0 �b
�w7Á/æ*(�c  24 �¹�Â�–�«�T�E�[�M���¡�Û�«  0 �¹�Â�–�«�b��7•�b7Á�Š0[�ó�@  5000 �Ñ�Ü�á�µ�º�b���œ�

�˜2��á�µ�º�†  5000 �Ñ�Ü�á�µ�º�_0¿���K�
�q�±  48 �¹�Â�–�«�r�[�K)F�[�A�r�M�� 24 �Ï�î�º�r�S�c  48
�Ï�î�º�b�«�–�µ�³�[�<#Ý�•+��^  PoE ���Š7Á�Š�b�œ0£�c�
 370,000 �Ñ�Ü�á�µ�º�[�M��

�@�– �«�–�µ�³�b�Ã�á�î  �Â�ª�™�µ�º�c�Å5��_0£#ì�K�
7Á�Š�j)%�†�œ�î�Â�î�§�È�«�¡�Û�–�È�K�^�8�|�:�_
�M�•�²0[�@�6�~�r�M��

>&�@>' �Ã�á�î  �Â�ª�™�µ�º�†�m�·�[0¿���M�•���œ�c�
�«�–�µ�³�\�w7Á/æ*(6ë�b�£�î�È�Ý�[�b7Á�Š�†�»�v*ƒ
�Ö�M�•�²0[�@�6�~�r�M��

power inline consumption default wattage �r�S�c  no power inline consumption default �¥�Ð�å�»�†
°�Š
�M�•�\�
���b�@�–�Ó�µ�­�î�ª�@/²&g�I�€�r�M��

%CAUTION: Interface interface-id : Misconfiguring the 'power inline 
consumption/allocation' command may cause damage to the switch and void your warranty. 
Take precaution not to oversubscribe the power supply. Refer to documentation.

�«�¸�µ�É 4 end �–�¿�î�È�Ý  EXEC �Ô�î�»�_�`�~�r�M��

�«�¸�µ�É 5 show power inline [interface-id] �æ���K�S�–�å�±�î�Ç�™�–�«�r�S�c�«�–�µ�³�b  PoE �«�¸�î�±
�«�†/²&g�K�r�M��

�«�¸�µ�É 6 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K
�r�M��

�¥�Ð�å�» % $×
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IEEE 7Á�Š�(8®�b0ò(ý�_�X�8�Z�c�
 �� PoE �Ï�î�º�� >&p.10-7>' �†�g!·�K�Z�C�T�I�8��

�«�–�µ�³�b�›  PoE �Ï�î�º�_�K)F�I�€�S�w7Á/æ*(�l�b�Ã�á�î  �Â�ª�™�µ�º5��†0¿���M�•�_�c�
�–�¿�î
�È�Ý  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

0¿���†�¹�Ç�›�Ý�º�_�`�M�_�c�
 no power inline consumption default �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

"I���b  PoE �Ï�î�º�_�K)F�I�€�S�w7Á/æ*(�l�b�Ã�á�î  �Â�ª�™�µ�º5��†0¿���M�•�_�c�
�–�¿�î�È�Ý
EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

0¿���†�¹�Ç�›�Ý�º�_�`�M�_�c�
 no power inline consumption default �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×
�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

show power inline consumption default �–�¿�î�È�Ý  EXEC �¥�Ð�å�»�b���Š�b0ò(ý�_�X�8�Z�c�
�G�b�Ü
�Ü�î�«�b�¥�Ð�å�»  �Ü�Ç�“�Þ�å�«�†�g!·�K�Z�C�T�I�8��

�¥�Ð�å�» % $×

�«�¸�µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�¸�µ�É 2 no cdp run >&�õ�–>' CDP �†�¹�•�­�î�È�Ý�_�K�r�M��

�«�¸�µ�É 3 power inline consumption default wattage �«�–�µ�³�b�›  PoE �Ï�î�º�_�K)F�I�€�S�w7Á/æ*(�b7Á�Š�˜2�
�†0¿���K�r�M���›�¹�Â�–�«�[�æ���[ �A�•(
 �V�c  4000 >|
15400 �Ñ�Ü�á�µ�º�[�M���¹�Ç�›�Ý�º�Í�c  15400 �Ñ�Ü�á�µ�º
�[�M��

�«�¸�µ�É 4 end �–�¿�î�È�Ý  EXEC �Ô�î�»�_�`�~�r�M��

�«�¸�µ�É 5 show power inline consumption default 7Á�Š�˜2��«�¸�î�±�«�†/²&g�K�r�M��

�«�¸�µ�É 6 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K
�r�M��

�¥�Ð�å�» % $×

�«�¸�µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�¸�µ�É 2 no cdp run >&�õ�–>' CDP �†�¹�•�­�î�È�Ý�_�K�r�M��

�«�¸�µ�É 3 interface interface-id 0¿���M�•"@#.�Ï�î�º�†�æ���K�
�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•
� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�¸�µ�É 4 power inline consumption default wattage �«�–�µ�³�b  PoE �Ï�î�º�_�K)F�I�€�S�w7Á/æ*(�b7Á�Š�˜2��†
0¿���K�r�M���›�¹�Â�–�«�[�æ���[�A�•(
�V�c  4000 >|  15400
�Ñ�Ü�á�µ�º�[�M���¹�Ç�›�Ý�º�Í�c  15400 �Ñ�Ü�á�µ�º�[�M��

�«�¸�µ�É 5 end �–�¿�î�È�Ý  EXEC �Ô�î�»�_�`�~�r�M��

�«�¸�µ�É 6 show power inline consumption default 7Á�Š�˜2��«�¸�î�±�«�†/²&g�K�r�M��

�«�¸�µ�É 7 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K
�r�M��
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�–�å�±�î�Ç�™�–�«�_6õ�M�•0°3Ù�b3ã�•
�–�å�±�î�Ç�™�–�«�b�µ+��_6õ�M�•0°3Ù�†3ã�•�[�A�r�M��0°3Ù�c�
�–�¿�î�È�Ý  EXEC �¥�Ð�å�» show
configuration�
 show running-config�
 �>�|�g  show interfaces �b���Š�_/²&g�I�€�r�M��

�–�å�±�î�Ç�™�–�«�_6õ�M�•0°3Ù�†3ã�•�M�•�_�c�
�–�¿�î�È�Ý  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r
�M��

0°3Ù�†�P7V�M�•�_�c�
 no description �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K
�r�M��

���_�
�Ï�î�º�_0°3Ù�†3ã�•�K�Z�
�Q�b0°3Ù�†&�1��M�•�[�†&g�K�r�M��

Switch# config terminal
Enter configuration commands, one per line.  End with CNTL/Z.
Switch(config)# interface gigabitethernet0/2
Switch(config-if)# description Connects to Marketing
Switch(config-if)# end
Switch# show interfaces gigabitethernet0/2 description
Interface Status         Protocol Description
Gi0/2  admin down     down     Connects to Marketing

�¥�Ð�å�» % $×

�«�¸�µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�¸�µ�É 2 interface interface-id 0°3Ù�†3ã�•�M�•�–�å�±�î�Ç�™�–�«�†�æ���K�
 �–�å�±�î�Ç�™�–�«
�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�¸�µ�É 3 description string �–�å�±�î�Ç�™�–�«�_6õ�M�•0°3Ù�†3ã�•�K�r�M >&�q�± 240 �e�Ð>'��

�«�¸�µ�É 4 end �–�¿�î�È�Ý  EXEC �Ô�î�»�_�`�~�r�M��

�«�¸�µ�É 5 show interfaces interface-id description

�r�S�c

show running-config

0¿���†&�1��K�r�M��

�«�¸�µ�É 6 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r
�M��
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�Þ�–�Ö  3 �–�å�±�î�Ç�™�–�«�b0¿��
Catalyst 3560 �«�–�µ�³�c�
���_&g�M  3 '�8®�b�Þ�–�Ö  3 �–�å�±�î�Ç�™�–�«�†�§�Ï�î�º�K�r�M��

• SVI>8�º�Û�Ç�•�µ�¡�†�Ý�î�¸�•�å�¢�M�•  VLAN �_�P�Â�M�•  SVI �†0¿���M�•�²0[�@�6�~�r�M�� SVI
�c�
 interface vlan �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�b�6�\�_  VLAN ID �†
°�Š�K�Z
�8�B�K�r�M�� SVI �†�P7V�M�•�_�c�
 no interface vlan �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð
�å�»�†�Q#Ý�K�r�M���–�å�±�î�Ç�™�–�«  VLAN 1 �c�P7V�[�A�r�O�‡��

>&�@>' �8�B�K�S  SVI �†�”�¡�¸�•�È�_�M�•�_�c�
"@#.�Ï�î�º�_6õ4��Ü�E�•�²0[�@�6�~�r�M��
VLAN �l�b�Þ�–�Ö  2 �Ï�î�º�b�m�~�\�Z�_�X�8�Z�c�
 '¨ 12 'v�� VLAN �b0¿���� �†�g!·�K
�Z�C�T�I�8��

• �Ý�î�¸�µ�»  �Ï�î�º>8�Ý�î�¸�µ�»  �Ï�î�º�c�
 no switchport �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�Z�Þ�–�Ö  3 �Ô�î�»�_0¿���I�€�S"@#.�Ï�î�º�[�M��

• �Þ�–�Ö  3 EtherChannel �Ï�î�º>8�Ý�î�¸�µ�»  �Ï�î�º�[�S�B�I�€�S  EtherChannel �–�å�±�î�Ç�™�–�«
�[�M��

EtherChannel �Ï�î�º�_�X�8�Z�c�
 '¨ 33 'v�� EtherChannels �>�|�g�Ü�å�¡�«�¸�î�º3ã2§�b0¿���� �†
�g!·�K�Z�C�T�I�8��

�Þ�–�Ö  3 �«�–�µ�³�[�c�
�Ý�î�¸�µ�»  �Ï�î�º�>�|�g  SVI �H�\�_  IP �”�»�Þ�«�†  1 �X�m�~�\�Z�•�G�\�@
�[�A�r�M��

�«�–�µ�³�_0¿���•+��^  SVI �\�Ý�î�¸�µ�»  �Ï�î�º�b�X�_�X�8�Z��*O�í�s�b�D7H�c�6�~�r�O�‡���S�T
�K�
�Á�î�»�˜�™�”�_�c7H#ú�@�6�•�S�u�
 SVI �>�|�g�Ý�î�¸�µ�»  �Ï�î�º�b�¶�X�\�
0¿���I�€�Z�8�•�Ú
�b�µ+��b�¶�X�b)��s�œ�ƒ�O�_�|�W�Z�c�
 CPU �<#Ý"á�@�s8j�†�w�E�•�G�\�@�6�~�r�M���«�–�µ�³�@�q
�±7H�b�Á�î�»�˜�™�”  �Ü�¯�î�«�†�Q#Ý�K�Z�8�•���œ�_�Ý�î�¸�µ�»  �Ï�î�º�r�S�c  SVI �†�8�B�K�|�:�\
�M�•�\�
���b�|�:�^)��Ý�_�^�~�r�M��

• �‚�S�^�Ý�î�¸�µ�»  �Ï�î�º�†�8�B�K�|�:�\�M�•�\�
�«�–�µ�³�c�–�å�±�î�Ç�™�–�«�†�Ý�î�¸�µ�»
�Ï�î�º�_�š�n�M�•�S�u�b���(�^�Ü�¯�î�«�@�^�8�G�\�†&g�M�Ó�µ�­�î�ª�†/²&g�K�
�–�å�±�î�Ç�™
�–�«�c�«�–�µ�³�Ï�î�º�b�r�r�\�^�~�r�M��

• �Ñ�G(
�V�b  VLAN �†�8�B�K�|�:�\�M�•�\�
�š�Û�î  �Ó�µ�­�î�ª�@#Õ�B�I�€�
�Ñ�G(
�V�b  VLAN
�c�Ä�°�I�€�r�M��

• VTP �@�‚�S�^  VLAN �†�«�–�µ�³�l3û%±�M�•�\�
�«�–�µ�³�c�Q#Ý�•+��^���(�^�Á�î�»�˜�™�”  �Ü
�¯�î�«�@�^�8�G�\�†&g�M�Ó�µ�­�î�ª�†3æ�~�
�Q�b  VLAN �†�©�Õ�µ�º�²�˜�å�K�r�M�� show vlan
�Ø�î�¨  EXEC �¥�Ð�å�»�b���Š�_�
�§�«�Ì�å�»  �«�¸�î�º�b  VLAN �@&g�I�€�r�M��

• �«�–�µ�³�@�
�Á�î�»�˜�™�”�b�§�Ï�î�º�•+��^�X�†2x�<�•  VLAN �\�Ý�î�¸�µ�»  �Ï�î�º�@0¿���I
�€�S�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�Q�W�Z2s�·�†0è�s�•�\�
 VLAN �c�8�B�I�€�r�M�@�
�Ý�î�¸�µ�»
�Ï�î�º�c�©�Õ�µ�º�²�˜�å�I�€�
 �«�–�µ�³�c�Á�î�»�˜�™�”  �Ü�¯�î�«�@�Y���(�[�6�•�\�8�:#.#ä�†
&g�M�Ó�µ�­�î�ª�†3æ�™�K�r�M��

�M�m�Z�b�Þ�–�Ö  3 �–�å�±�î�Ç�™�–�«�_�c�
�º�Û�Ç�•�µ�¡�†�Ý�î�¸�•�å�¢�M�•�S�u�b IP �”�»�Þ�«�@
�²0[�[�M���è�W�b�m8p�c�
�Þ�–�Ö  3 �–�å�±�î�Ç�™�–�«�\�K�Z�–�å�±�î�Ç�™�–�«�†0¿���M�•�‰�2�>�|
�g�–�å�±�î�Ç�™�–�«�_  IP �”�»�Þ�«�†�m�~�\�Z�•�‰�2�†&g�K�r�M��

>&�@>' "@#.�Ï�î�º�@�Þ�–�Ö  2 �Ô�î�»�[�6�•>&�¹�Ç�›�Ý�º>'���œ�c�
 no switchport �–�å�±�î�Ç�™�–�«  �¥�å
�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†��/œ�K�Z�–�å�±�î�Ç�™�–�«�†�Þ�–�Ö  3 �Ô�î�»�_�M�•�²0[�@�6�~�r
�M�� no switchport �¥�Ð�å�»�†��/œ�M�•�\�
�–�å�±�î�Ç�™�–�«�@�¹�•�­�î�È�Ý�_�^�W�Z�?�}
Ì�Ø�–
�¿�î�È�Ý�_�^�~�r�M���G�€�_�|�~�
�–�å�±�î�Ç�™�–�«�@�K)F�K�Z�8�•�¹�Â�–�«�_6õ�M�•�Ó�µ�­�î�ª
�@/²&g�I�€�•�G�\�@�6�~�r�M���I�}�_�
�Þ�–�Ö  2 �Ô�î�»�b�–�å�±�î�Ç�™�–�«�†�Þ�–�Ö  3 �Ô�î�»�_�M
�•�\�
�s8j�†�w�E�S�–�å�±�î�Ç�™�–�«�_6õ4��M�•�S�b0¿���_���c�»�ƒ�€�
�–�å�±�î�Ç�™�–�«�c�¹
�Ç�›�Ý�º0¿���_�`�•�•+��ö�@�6�~�r�M��
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�Þ�–�Ö  3 �–�å�±�î�Ç�™�–�«�†0¿���M�•�_�c�
�–�¿�î�È�Ý  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

�–�å�±�î�Ç�™�–�«�b  IP �”�»�Þ�«�†�P7V�M�•�_�c�
 no ip address �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

���_�
�Ï�î�º�†�Ý�î�¸�µ�»  �Ï�î�º�\�K�Z0¿���K�
 IP �”�»�Þ�«�†�m�~�\�Z�•�[�†&g�K�r�M��

Switch# configure terminal
Enter configuration commands, one per line.  End with CNTL/Z.
Switch(config)# interface gigabitethernet0/2
Switch(config-if)# no switchport
Switch(config-if)# ip address 192.20.135.21 255.255.255.0
Switch(config-if)# no shutdown

�¥�Ð�å�» % $×

�«�¸�µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�¸�µ�É 2 interface {{ fastethernet | gigabitethernet} 
interface-id} | { vlan vlan-id} | { port-channel 
port-channel-number}

�Þ�–�Ö  3 �–�å�±�î�Ç�™�–�«�\�K�Z0¿���M�•�–�å�±�î�Ç�™�–
�«�†�æ���K�
�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å
�Ô�î�»�†6ä���K�r�M��

�«�¸�µ�É 3 no switchport "@#.�Ï�î�º�_7H�~�
�Þ�–�Ö  3 �Ô�î�»�†6ä���K�r�M��

�«�¸�µ�É 4 ip address ip_address subnet_mask IP �”�»�Þ�«�>�|�g  IP �§�È�¿�µ�º�†0¿���K�r�M��

�«�¸�µ�É 5 no shutdown �–�å�±�î�Ç�™�–�«�†�–�¿�î�È�Ý�_�K�r�M��

�«�¸�µ�É 6 end �–�¿�î�È�Ý  EXEC �Ô�î�»�_�`�~�r�M��

�«�¸�µ�É 7 show interfaces [interface-id]

show ip interface [interface-id]

show running-config interface [interface-id]

0¿���†&�1��K�r�M��

�«�¸�µ�É 8 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K
�r�M��
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�©�«�¸�Ò  MTU �b0¿��
�«�–�µ�³ �V�b �M�m�Z�b�–�å �±� î �Ç�™�–�«� [3æ�w�™�I �€ �• �Ç�Þ� î �Ò�b�¹ �Ç�› �Ý�º  Maximum
Transmission Unit>&MTU; �q�±��3æ�Ø�½�µ�º>'�§�–�¬�c�
 1500 �Â�–�º�[�M�� 10 �r�S�c  100 Mbps �[�·
�8�M�•�M�m�Z�b�–�å�±�î�Ç�™�–�«�[  MTU �§�–�¬�†�Q�x�M�_�c�
 system mtu �¢�ß�î�Â�Ý  �¥�å�Ç�•
� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M�� �r�S�
 system mtu jumbo �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù
�å  �¥�Ð�å�»�†�Q#Ý�M�•�\�
�M�m�Z�b� �ž�Å�µ�º  �–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�V�[�ª�Õ�å�Î  �Ç
�Þ�î�Ò�†�§�Ï�î�º�M�•�|�:�_  MTU �§�–�¬�†�Q�x�M�G�\�@�[�A�r�M�� system mtu routing �¢�ß�î�Â�Ý
�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�M�•�\�
�Ý�î�¸�µ�»  �Ï�î�º�b  MTU �§�–�¬�†�š�f�[�A�r
�M��

>&�@>' �©�«�¸�Ò�b  MTU �§�–�¬�†2x�<�•�Ý�î�¸�•�å�¢  MTU �§�–�¬�c0¿���[�A�r�O�‡�� �©�«�¸�Ò�b  MTU �§
�–�¬�†#'�~0¿���I�€�Z�8�•�Ý�î�¸�•�å�¢  MTU �§�–�¬�|�~�`�I�8�Í�_�š�f�M�•���œ�
0¿���š�f�c0Á
�•�I�€�r�M�@�
���_�«�–�µ�³�@�Ü�­�µ�º�I�€�•�r�[4:#Ý�I�€�r�O�‡��0¿���š�f�@�w� �_�^�•�\�

�Ý�î�¸�•�å�¢  MTU �§�–�¬�c+¬�·$×�_�¹�Ç�›�Ý�º�b�‚�K�8�©�«�¸�Ò  MTU �§�–�¬�_�^�~�r�M��

system mtu �¥�Ð�å�»�c� �ž�Å�µ�º  �–�î�§�¿�µ�º  �Ï�î�º�_�c�s8j�O�N�
 system jumbo mtu �¥�Ð�å�»
�c  10/100 �Ï�î�º�_�c�s8j�K�r�O�‡�� system mtu jumbo �¥�Ð�å�»�†0¿���K�Z�8�^�8���œ�
 system mtu
�¥�Ð�å�»�b0¿���c�M�m�Z�b� �ž�Å�µ�º  �–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�_4:#Ý�I�€�r�M��

�¶���b�–�å�±�î�Ç�™�–�«�_  MTU �§�–�¬�†0¿���M�•�G�\�c�[�A�r�O�‡���«�–�µ�³�V�b�M�m�Z�b
10/100 �–�å�±�î�Ç�™�–�«�r�S�c�M�m�Z�b� �ž�Å�µ�º  �–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�_�P�K�Z0¿��
�I�€�r�M���©�«�¸�Ò�r�S�c�ª�Õ�å�Î  MTU �§�–�¬�†�š�f�K�S���œ�c�
�«�–�µ�³�†�Ü�­�µ�º�K�^�E�€
�d�
�‚�K�80¿���c�w� �_�^�~�r�O�‡�� system mtu routing �¥�Ð�å�»�c�
�«�–�µ�³�†�Ü�­�µ�º�K�^�C
�Z�v�w� �_�^�~�r�M��

�«�–�µ�³�b  CPU �@�w�™�[�A�•�Ç�Þ�î�Ò  �§�–�¬�c�
 system mtu �r�S�c  system mtu jumbo �¥�Ð�å�»�[

°�Š�K�S�Í�_6õ�€�^�C�
 1998 �Â�–�º�_�D7H�I�€�Z�8�r�M��3û�–�
3?3æ�r�S�c�Ý�î�¸�•�å�¢�I�€�S�Ç
�Þ�î�Ò�c  CPU �_�|�W�Z�w�™�I�€�r�O�‡�@�
���œ�_�|�W�Z�c�
�D�š�º�Û�Ç�•�µ�¡�
 SNMP>&(F�Æ�¿�µ
�º�á�î�¡'ö#.�É�ß�º�¥�Ý>' �
 Telnet�
�r�S�c�Ý�î�¸�•�å�¢  �É�ß�º�¥�Ý�l3æ�™�I�€�S�º�Û�Ç�•�µ�¡�^�]
�b�Ã�£�µ�º�@  CPU �l3æ�™�I�€�•�G�\�@�6�~�r�M��

�Ý�î�¸�µ�»  �Ã�£�µ�º�c�
���Š�Ï�î�º�[  MTU �³�™�µ�¡�b�P1ß�\�^�~�r�M���Ý�î�¸�µ�»  �Ï�î�º�[�Q#Ý
�I�€�•  MTU �Í�c>& system mtu jumbo �Í�[�c�^�C>'4:#Ý�I�€�S  system mtu �Í�?�}�³���I�€�r�M���X
�r�~�
�Ý�î�¸�µ�»  MTU �c�]�b  VLAN �b�©�«�¸�Ò  MTU �|�~�v�±�A�C�^�~�r�O�‡���Ý�î�¸�•�å�¢  �É
�ß�º�¥�Ý�c�
7„�K6õ�€�\�Ü�å�¡�b  MTU �†�¿�¦�©�š�î�©�Ù�å�M�•���œ�_�©�«�¸�Ò  MTU �Í�†�Q#Ý�K
�r�M���S�\�<�d�
 Open Shortest Path First>&OSPF>'�É�ß�º�¥�Ý�c�
�Æ�”  �Ý�î�±�\�b7„�K6õ�€�†0¿��
�M�•�S�_�G�b  MTU �Í�†�Q#Ý�K�r�M��"I���b  VLAN �b�Ý�î�¸�µ�»  �Ã�£�µ�º�b  MTU �Í�†/²&g�M�•�_
�c�
 show platform port-asic mvid �–�¿�î�È�Ý  EXEC �¥�Ð�å�»�†�Q#Ý�K�r�M��

>&�@>' �Þ�–�Ö  2 � �ž�Å�µ�º  �–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�@�
 10/100 �–�å�±�î�Ç�™�–�«�|�~�±�A�8�§�–
�¬�b�Ç�Þ�î�Ò�†�w�E�v�•�|�:�_0¿���I�€�Z�8�•���œ�
�Þ�–�Ö  2 � �ž�Å�µ�º  �–�î�§�¿�µ�º  �–�å�±�î
�Ç�™�–�«�_%T�™�M�•�ª�Õ�å�Î  �Ç�Þ�î�Ò�\�Þ�–�Ö  2 10/100 �–�å�±�î�Ç�™�–�«�[$Î�™�I�€�•�ª�Õ�å�Î
�Ç�Þ�î�Ò�c�ë� �I�€�r�M��

�M�m�Z�b  10/100 �r�S�c� �ž�Å�µ�º  �–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�[  MTU �§�–�¬�†�š�f�M�•�_�c�

�–�¿�î�È�Ý  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��
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"I���b�–�å�±�î�Ç�™�–�«  �±�–�É�[0Á��(
�V�¥�b�Í�†
°�Š�K�S���œ�
�Q�b�Í�c�w�E
°�€�}�€�r�O�‡��

�«�–�µ�³�b�Ü�ß�î�»�‹�
 show system mtu �–�¿�î�È�Ý  EXEC �¥�Ð�å�»�†
°�Š�M�•�G�\�_�|�W�Z�
0¿
���Í�†&�1��[�A�r�M��

���_�
 � �ž�Å�µ�º  �–�î�§�¿�µ�º  �Ï�î�º�b�q�±�Ã�£�µ�º  �§�–�¬�†  1800 �Â�–�º�_0¿���M�•�[�†&g�K�r
�M��

Switch(config)# system jumbo mtu 1800
Switch(config)# exit
Switch# reload

���_�
� �ž�Å�µ�º  �–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�†(
�V�¥�b�Í�_0¿���K�|�:�\�K�S���œ�_/²&g�I
�€�•�Â'Å�b�[�†&g�K�r�M��

Switch(config)# system mtu jumbo 25000
                                   ^
% Invalid input detected at '^' marker.

�¥�Ð�å�» % $×

�«�¸�µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�¸�µ�É 2 system mtu bytes >&�õ�–>' 10 �r�S�c  100 Mbps �['�
>�M�•�«�–�µ�³�b�M�m�Z�b
�–�å�±�î�Ç�™�–�«�_�P�K�Z  MTU �§�–�¬�†�š�f�K�r�M���æ
���[�A�•(
�V�c  1500 >|  1998 �Â�–�º�[�M���¹�Ç�›�Ý�º�c
1500 �Â�–�º�[�M��

�«�¸�µ�É 3 system mtu jumbo bytes >&�õ�–>'�«�–�µ�³�b�M�m�Z�b� �ž�Å�µ�º  �–�î�§�¿�µ�º  �–�å
�±�î�Ç�™�–�«�_�P�K�Z  MTU �§�–�¬�†�š�f�K�r�M���æ���[
�A�•(
�V�c  1500 >|  9000 �Â�–�º�[�M�� �¹�Ç�›�Ý�º�c  1500 �Â
�–�º�[�M��

�«�¸�µ�É 4 system mtu routing bytes >&�õ�–>'�Ý�î�¸�µ�»  �Ï�î�º�b�©�«�¸�Ò  MTU �†�š�f�K�r�M��
�æ���[�A�•(
�V�c  1500 >|�©�«�¸�Ò  MTU �Í�[�
�M�m�Z�b
�Ï�î�º�_�Ý�î�¸�•�å�¢�•+��^�q�±  MTU �Í�[�M��

�G�€�|�~�±�A�^�Ã�£�µ�º�c�w�E
°�€�}�€�r�M�@�
�Ý�î�¸�•
�å�¢�I�€�r�O�‡��

�«�¸�µ�É 5 end �–�¿�î�È�Ý  EXEC �Ô�î�»�_�`�~�r�M��

�«�¸�µ�É 6 copy running-config startup-config �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��

�«�¸�µ�É 7 reload OS>&�œ�Ì�Þ�î�¸�•�å�¢  �©�«�¸�Ò>'�†�Ü�ß�î�»�K�r�M��
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�–�å�±�î�Ç�™�–�«�b�Ô�½�±�>�|�g�Ó�å�¸�¼�å�«
�G�G�[�c�
�–�å�±�î�Ç�™�–�«�b�Ô�½�±�>�|�g�Ó�å�¸�¼�å�«�_�X�8�Z1��Â�K�r�M��

• �–�å�±�î�Ç�™�–�«  �«�¸�î�±�«�b�Ô�½�±>& p.10-30>'

• �–�å�±�î�Ç�™�–�«�>�|�g�•�˜�å�±�b�¡�Ü�”�\�Ü�­�µ�º>& p.10-31>'

• �–�å�±�î�Ç�™�–�«�b�©�Õ�µ�º�²�˜�å�>�|�g
Ì2s�·>& p.10-31>'

�–�å�±�î�Ç�™�–�«  �«�¸�î�±�«�b�Ô�½�±
�–�¿�î�È�Ý  EXEC �É�ß�å�É�º�_�¥�Ð�å�»�†
°�Š�M�•�G�\�_�|�W�Z�
�¯�Ç�º�˜�™�”�>�|�g�Á�î�»�˜�™
�”�b�Â�î�ª�Ù�å�
�¥�å�Ç�•� �×�Þ�î�©�Ù�å�
�–�å�±�î�Ç�™�–�«�_6õ�M�•)+0£�_���^�]�b�–�å�±�î
�Ç�™�–�«�_���†/²&g�[�A�r�M�� /² 10-4 �_�
�G�b�|�:�^�–�å�±�î�Ç�™�–�«  �Ô�½�± �¥�Ð�å�»�b�M4Š�†
&g�K�r�M>&�–�¿�î�È�Ý  EXEC �É�ß�å�É�º�_  show ? �¥�Ð�å�»�†
°�Š�M�•�\�
�M�m�Z�b  show �¥�Ð�å�»
�b�Ü�«�º�@/²&g�I�€�r�M>' ���G�b�¥�Ð�å�»�b0ò(ý�_�X�8�Z�c�
 �� Cisco IOS Interface Command Reference��
Release 12.2 �†�g!·�K�Z�C�T�I�8��

/² 10-4 �–�å�±�î�Ç�™�–�«#Ý�b  show �¥�Ð�å�»

�¥�Ð�å�» % $×

show interfaces [interface-id] �M�m�Z�b�–�å�±�î�Ç�™�–�«�r�S�c"I���b�–�å�±�î�Ç�™�–�«�b�«
�¸�î�±�«�>�|�g0¿���†/²&g�K�r�M��

show interfaces interface-id status [err-disabled] �–�å�±�î�Ç�™�–�«�b�«�¸�î�±�«�
 �r�S�c  errdisable �«�¸�î�º�_�6�•
�–�å�±�î�Ç�™�–�«�b�Ü�«�º�†/²&g�K�r�M��

show interfaces [interface-id] switchport �«�–�µ�³�å�¢>&8��Ý�î�¸�•�å�¢>'�Ï�î�º�b'ö#.�V�>�|�g�·�8�V�b
�«�¸�î�±�«�†/²&g�K�r�M���G�b�¥�Ð�å�»�†�Q#Ý�M�•�\�
�Ï�î�º�@
�Ý�î�¸�•�å�¢�r�S�c�«�–�µ�³�å�¢�b�]�U�}�b�Ô�î�»�_�6�•�?�@�8
�9�[�A�r�M��

show interfaces [interface-id] description 1 �X�b�–�å�±�î�Ç�™�–�«�r�S�c�M�m�Z�b�–�å�±�î�Ç�™�–�«�_6õ�M
�•0°3Ù�\�–�å�±�î�Ç�™�–�«�b�«�¸�î�±�«�†/²&g�K�r�M��

show ip interface [interface-id] IP �Ý�î�¸�•�å�¢#Ý�_0¿���I�€�S�M�m�Z�b�–�å�±�î�Ç�™�–�«�r�S�c
"I���b�–�å�±�î�Ç�™�–�«�_�X�8�Z�
�Q#Ý�[�A�•�?�]�:�?�†/²&g�K
�r�M��

show interface [interface-id] stats �–�å�±�î�Ç�™�–�«�b�Ã�«�H�\�_
°���Š�Ã�£�µ�º�†/²&g�K�r�M��

show interfaces transceiver properties >&�õ�–>'�–�å�±�î�Ç�™�–�«�b ��Ø�
7Á�}�
7Á�v5��†/²&g�K�r�M��

show interfaces [interface-id] [{ transceiver properties |
detail}] module number]

SFP �Ô�ª�×�î�Ý�_6õ�M�•"@#.�>�|�g�·�8�«�¸�î�±�«�†/²&g�K�r
�M��

show running-config interface [interface-id] �–�å�±�î�Ç�™�–�«�_�P�Â�M�•  RAM �V�b��/œ�¥�å�Ç�•� �×�Þ�î
�©�Ù�å�†/²&g�K�r�M��

show version �Á�î�»�˜�™�”�S�B�
 �¯�Ç�º�˜�™�”�b�Â�î�ª�Ù�å�
 �¥�å�Ç�•� �×�Þ�î
�©�Ù�å  �Ç�“�–�Ý�b�¡�S�\�¯�î�«�
�È�î�º  �–�Ó�î�ª�†/²&g�K�r�M��

show controllers ethernet-controller interface-id phy �–�å�±�î�Ç�™�–�«�b  Auto-MDIX �·�8�«�¸�î�º�†/²&g�K�r�M��

show power inline [interface-id] �«�–�µ�³�r�S�c�–�å�±�î�Ç�™�–�«�b  PoE �«�¸�î�±�«�†/²&g�K�r
�M��
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�–�å�±�î�Ç�™�–�«�>�|�g�•�˜ �å�±�b�¡�Ü�”�\�Ü�­�µ�º
/² 10-5 �_�
�•�˜�å�±�b�¡�Ü�”�\�–�å�±�î�Ç�™�–�«�b�Ü�­�µ�º�_�Q#Ý�[�A�•�–�¿�î�È�Ý  EXEC �Ô�î
�»�b  clear �¥�Ð�å�»�†&g�K�r�M��

show interfaces �–�¿�î�È�Ý  EXEC �¥�Ð�å�»�_�|�W�Z/²&g�I�€�S�–�å�±�î�Ç�™�–�«  �•�˜�å�±�†�Ü
�­�µ�º�M�•�_�c�
 clear counters �–�¿�î�È�Ý  EXEC �¥�Ð�å�»�†�Q#Ý�K�r�M���œ�É�©�Ù�å�b�,�X�@"I
���b�–�å�±�î�Ç�™�–�«$��•�?�}"I���b�–�å�±�î�Ç�™�–�«  �±�–�É�b�s�†�¡�Ü�”�M�•�|�:�_�æ���M�•
���œ�†7V�8�Z�
 clear counters �¥�Ð�å�»�c�
�–�å�±�î�Ç�™�–�«�?�}#'�~�b�–�å�±�î�Ç�™�–�«  �•�˜�å
�±�†�M�m�Z�¡�Ü�”�K�r�M��

>&�@>' clear counters �–�¿�î�È�Ý  EXEC �¥�Ð�å�»�c�
 SNMP �†�Q#Ý�K�Z�v�“�I�€�S�•�˜�å�±�†�¡�Ü�”�K�r
�O�‡�� show interface �–�¿�î�È�Ý  EXEC �¥�Ð�å�»�[/²&g�I�€�•�•�˜�å�±�b�s�†�¡�Ü�”�K�r�M��

�–�å�±�î�Ç�™�–�«�b�©�Õ�µ�º�²�˜�å�>�|�g
Ì2s�·
�–�å�±�î�Ç�™�–�«�†�©�Õ�µ�º�²�˜�å�M�•�\�
�æ���I�€�S�–�å�±�î�Ç�™�–�«�b�M�m�Z�b�µ+��@�¹�•
�­�î�È�Ý�_�^�~�
�Q#Ý�Y�•+��[�6�•�G�\�@�M�m�Z�b�Ô�½�±  �¥�Ð�å�»�b���Š�_/²&g�I�€�r�M���G�b�_
���c�
�M�m�Z�b�²�–�¼�Ñ�µ�¡  �Ý�î�¸�•�å�¢  �É�ß�º�¥�Ý�†3û�L�Z�
�Ú�b�¿�µ�º�á�î�¡  �§�î�Â�_��4)
�I�€�r�M���Ý�î�¸�•�å�¢  �”�µ�É�¹�î�º�_�c�
�–�å�±�î�Ç�™�–�«�_���c�µ�r�€�r�O�‡��

�–�å�±�î�Ç�™�–�«�†�©�Õ�µ�º�²�˜�å�M�•�_�c�
�–�¿�î�È�Ý  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

�–�å�±�î�Ç�™�–�«�†
Ì2s�·�M�•�_�c�
 no shutdown �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð
�å�»�†�Q#Ý�K�r�M��

�–�å�±�î�Ç�™�–�«�@�¹�•�­�î�È�Ý�_�^�W�Z�8�•�G�\�†&�1��M�•�_�c�
 show interfaces �–�¿�î�È�Ý  
EXEC �¥�Ð�å�»�†�Q#Ý�K�r�M���¹�•�­�î�È�Ý�_�^�W�Z�8�•�–�å�±�î�Ç�™�–�«�c�
���Š�_
administratively down �\/²&g�I�€�r�M��

/² 10-5 �–�å�±�î�Ç�™�–�«#Ý�b  clear �¥�Ð�å�»

�¥�Ð�å�» % $×

clear counters [interface-id] �–�å�±�î�Ç�™�–�«�b�•�˜�å�±�†�¡�Ü�”�K�r�M��

clear interface interface-id �–�å�±�î�Ç�™�–�«�b�Á�î�»�˜�™�”  �ß�ª�µ�¡�†�Ü�­�µ
�º�K�r�M��

clear line [number | console 0 | vty number] 8�� �‡�©�Ü�”�Ý�G)z�_6õ�M�•�Á�î�»�˜�™�”  �ß�ª�µ�¡
�†�Ü�­�µ�º�K�r�M��

�¥�Ð�å�» % $×

�«�¸�µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�¸�µ�É 2 interface { vlan vlan-id} | {{ fastethernet | 
gigabitethernet} interface-id} | { port-channel 
port-channel-number}

0¿���M�•�–�å�±�î�Ç�™�–�«�†4E�¥�K�r�M��

�«�¸�µ�É 3 shutdown �–�å�±�î�Ç�™�–�«�†�©�Õ�µ�º�²�˜�å�K�r�M��

�«�¸�µ�É 4 end �–�¿�î�È�Ý  EXEC �Ô�î�»�_�`�~�r�M��

�«�¸�µ�É 5 show running-config 0¿���†&�1��K�r�M��
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11

SmartPort �Ð�¡�ß�b0¿��

�G�b'v�[�c�
 Catalyst 3560 �«�–�µ�³�_  SmartPort �Ð�¡�ß�†0¿���K�Z4:#Ý�M�•�‰�2�_�X�8�Z1��Â�K�r
�M��

>&�@>' �G�b'v�[�Q#Ý�M�•�¥�Ð�å�»�b�S�e�>�|�g�Q#Ý�‰�2�b0ò(ý�_�X�8�Z�c�
 �G�b�Ü�Ü�î�«�_�P�Â�M�•�¥�Ð
�å�»  �Ü�Ç�“�Þ�å�«�†�g!·�K�Z�C�T�I�8��

�G�b'v�[1��Â�M�•
Æ���c�
���b�\�>�~�[�M��

• SmartPort �Ð�¡�ß�b�+0[>& p.11-2>'

• SmartPort �Ð�¡�ß�b0¿��>& p.11-3>'

• SmartPort �Ð�¡�ß�b/²&g>& p.11-8>'
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SmartPort �Ð�¡�ß�b�+0[
SmartPort �Ð�¡�ß�c�

¹3û�b0¿���†�–�Ñ�>�|�g
¹�w�M�•�b�_�}�<�[�M�� SmartPort �Ð�¡�ß�†�Q#Ý�M�•
�\�
�¿�µ�º�á�î�¡�[�b�«�–�µ�³�b���d�_�ö�Y�8�Z�µ+��>�|�g0¿���†�–�¿�î�È�Ý�_�K�S�~�
�¿�µ�º
�á�î�¡�†3û�L�Z�±0d�•�^0¿���†4Ä*(�K�S�~�[�A�r�M��

�›  SmartPort �Ð�¡�ß�c�
��*O�K�S  CLI>&�¥�Ð�å�»�Û�–�å  �–�å�±�î�Ç�™�–�«>'�¥�Ð�å�»�b7Ÿ�r�~�[�M��
SmartPort �Ð�¡�ß�c�
 �¤�Ñ�b  CLI �¥�Ð�å�»�b7Ÿ�r�~�[�6�~�
 �‚�K�8  CLI �¥�Ð�å�»�c�µ�r�€�Z�8�r�O�‡��

�–�å�±�î�Ç�™�–�«�_  SmartPort �Ð�¡�ß�†4:#Ý�M�•�\�
�Ð�¡�ß
Æ�b  CLI �¥�Ð�å�»�@�–�å�±�î�Ç�™�–�«
�_�P�K�Z0¿���I�€�r�M���–�å�±�î�Ç�™�–�«�_  SmartPort �Ð�¡�ß�†4:#Ý�K�Z�v�
�–�å�±�î�Ç�™�–�«�b
�¤�Ñ�b0¿���c�»�ƒ�€�r�O�‡���‚�K�8�¥�Ð�å�»�@�–�å�±�î�Ç�™�–�«�_3ã�•�I�€�
��/œ�¥�å�Ç�•� �×
�Þ�î�©�Ù�å  �Ç�“�–�Ý�_�–�Ñ�I�€�r�M��

�«�–�µ�³  �¯�Ç�º�˜�™�”�_�c�
�©�«�¥�b  SmartPort �b�Ð�¡�ß�@�¹�Ç�›�Ý�º�[)��s3¸�r�€�Z�8�r�M>& /²
11-1 �†�g!·>' ���G�€�}�b�Ð�¡�ß�x�¥�Ð�å�»�c�
 show parser macro �Ø�î�¨  EXEC �¥�Ð�å�»�†�Q#Ý�K�Z
/²&g�[�A�r�M��

�r�S�
 �©�«�¥�@�N�á�M�•�¸�«�º�í�s�b�Ë�î�«�Û�–�å  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�b�¸�å�É�Þ�î�º7Ÿ�v�f
�j�I�€�Z�8�r�M���œ�å�Û�–�å  �Ü�Ç�“�Þ�å�«  �ž�–�»�b�¸�å�É�Þ�î�º�_�c�
�<#Ý�M�•�Ï�î�º�_�Â�L�S
SmartPort �Ð�¡�ß�†�8�B�[�A�•  CLI �¥�Ð�å�»�@�µ�r�€�Z�8�r�M���¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¸�å�É
�Þ�î�º�†�Q#Ý�K�Z  SmartPort �Ð�¡�ß�†�8�B�K�
�©�«�¥�N�á�b�¿�µ�º�á�î�¡0¿0£�>�|�g0¿���†�S(��K�

�Ž6ä�[�A�r�M���©�«�¥�N�á�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¸�å�É�Þ�î�º�b0ò(ý�_�X�8�Z�c�
 Smartport
�b Web �§�–�º�†�g!·�K�Z�C�T�I�8��

http://www.cisco.com/go/smartports

/² 11-1 �©�«�¥�b�¹�Ç�›�Ý�º  SmartPort �Ð�¡�ß

�Ð�¡�ß�¡ 1

1. �©�«�¥�b�¹�Ç�›�Ý�º  SmartPort �Ð�¡�ß�c�
�«�–�µ�³�['�
>�M�•�¯�Ç�º�˜�™�”�b�Â�î�ª�Ù�å�_�|�W�Z$��^�~�r�M��

1��Â

cisco-global Rapid PVST+�
�Ý�î�É�ž�î�»�
�Ü�å�¡  �«�¸�î�º7€��#Ý�b�²�–�¼�Ñ�µ�¡  �Ï�î�º
�š�Û�î�G�Ÿ�†�–�¿�î�È�Ý�_�M�•�_�c�
�G�b�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù
�å  �Ð�¡�ß�†�Q#Ý�K�r�M��

cisco-desktop PC �^�]�b�¹�«�¡�º�µ�É  �¹�Â�–�«�†�«�–�µ�³  �Ï�î�º�_�K)F�M�•���œ�
�¿�µ�º
�á�î�¡  �­�Ÿ�×�Ü�¸�•�\�™8—�ö�†9×�u�•�S�u�_�
�G�b�–�å�±�î�Ç�™�–�«  �¥�å
�Ç�•� �×�Þ�î�©�Ù�å  �Ð�¡�ß�†�Q#Ý�K�r�M��

cisco-phone Cisco IP Phone �†/æ
��K�S  PC �^�]�b�¹�«�¡�º�µ�É  �¹�Â�–�«�†�«�–�µ�³  �Ï�î
�º�_�K)F�M�•���œ�
 �G�b�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ð�¡�ß�†
�Q#Ý�K�r�M���G�b�Ð�¡�ß�c�
 cisco-desktop �Ð�¡�ß�b�Ñ�G�µ+��[�
� �L�­�Ÿ�×
�Ü�¸�•�µ+��\�Ÿ
–�Š�µ+��†�f�j�K�r�M���S�T�K�
4����_�s8j�I�€�x�M�88b�Œ
�º�Û�Ç�•�µ�¡�†4:�)�_��#.�M�•�S�u�_�
�S#Ý8b�Œ  VLAN>&�ì�•  LAN>'�@3ã�•
�I�€�Z�8�r�M��

cisco-switch �”�¡�­�«  �«�–�µ�³�\�¹�•�«�º�Ü�Å�×�î�©�Ù�å  �«�–�µ�³�†�K)F�M�•���œ�
 �r�S
�c  Small Form-Factor Pluggable>&SFP>'�†�Q#Ý�K�Z�K)F�K�S�”�¡�­�«  �«�–�µ�³
�b6ë�[�
�G�b�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ð�¡�ß�†�Q#Ý�K�r
�M��

cisco-router �«�–�µ�³�\  WAN �Ý�î�±�†�K)F�M�•���œ�
�G�b�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•
� �×�Þ�î�©�Ù�å  �Ð�¡�ß�†�Q#Ý�K�r�M��

cisco-wireless �«�–�µ�³�\�á�–�Ö�Þ�«  �”�¡�­�«  �Ï�–�å�º�†�K)F�M�•���œ�
 �G�b�–�å�±�î�Ç�™
�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ð�¡�ß�†�Q#Ý�K�r�M��
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SmartPort �Ð�¡�ß�b0¿��
�‚�K�8  SmartPort �Ð�¡�ß�†�8�B�M�•�?�¤�Ñ�b  SmartPort �Ð�¡�ß�†�¸�å�É�Þ�î�º�_�K�Z�
�”�É�Ü�£�î
�©�Ù�å�S#Ý�b�‚�K�8  SmartPort �Ð�¡�ß�†�8�B�[�A�r�M���8�B�K�S�Ð�¡�ß�c�
�«�–�µ�³�
�«�–�µ�³  �–
�å�±�î�Ç�™�–�«�
�r�S�c�–�å�±�î�Ç�™�–�«(
�V�_�¢�ß�î�Â�Ý�_4:#Ý�[�A�r�M��

�G�G�[�c�
���b0¿���_���_�X�8�Z1��Â�K�r�M��

• SmartPort �Ð�¡�ß�b�¹�Ç�›�Ý�º0¿��>& p.11-3>'

• SmartPort �Ð�¡�ß0¿���ì�b�@�–�¦8o>& p.11-3>'

• SmartPort �Ð�¡�ß�b�8�B>& p.11-4>'

• SmartPort �Ð�¡�ß�b4:#Ý>& p.11-5>'

• �©�«�¥�b�¹�Ç�›�Ý�º  SmartPort �Ð�¡�ß�b4:#Ý>& p.11-7>'

SmartPort �Ð�¡�ß�b�¹�Ç�›�Ý�º0¿��
�–�¿�î�È�Ý0¿���b  SmartPort �Ð�¡�ß�c�6�~�r�O�‡��

SmartPort �Ð�¡�ß0¿���ì�b�@�–�¦8o
�«�–�µ�³�[�Ð�¡�ß�†0¿���M�•�\�A�_�c�
���b�@�–�¦8o�_�‘�W�Z�C�T�I�8��

• �Ð�¡�ß�†�8�B�M�•�\�A�c�
 exit �r�S�c  end �¥�Ð�å�»�†�Q#Ý�K�^�8�[�C�T�I�8���r�S�c interface
interface-id �†�Q#Ý�K�Z�
�¥�Ð�å�»  �Ô�î�»�†�š�f�K�^�8�[�C�T�I�8�� exit �r�S�c  end�
�r�S�c
interface interface-id �_)F�C�¥�Ð�å�»�@�9�b�¥�Ð�å�»  �Ô�î�»�[��/œ�I�€�•�G�\�@�6�•�S�u�[�M��

• �Ð�¡�ß�†�8�B�M�•�\�A�c�
 �M�m�Z�b  CLI �¥�Ð�å�»�†� �L�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�_�K�r
�M��

• �M�–�b�Í�†�m�~�\�Z�•�²0[�b�6�•�Ð�¡�ß�†�8�B�M�•�\�A�c�
 parameter value �Ÿ�î�á�î�»�†�Q#Ý
�K�Z�
�–�å�±�î�Ç�™�–�«�_"I���b�Í�†�æ���K�r�M���Ÿ�î�á�î�»�b!·�œ�[�c�±�e�Ð�\�`�e�Ð�@�

�9�I�€�r�M�� �Ÿ�î�á�î�»�@�M�m�Z!·�œ�[�A�S���œ�
 �Q�€�_�P�Â�M�•�Í�_*(�A�n�<�}�€�r�M�� �Ÿ�î
�á�î�»�b�ö
²�M+´�c�
6×�8�Ÿ�î�á�î�»  �«�º�Ü�å�¢�b�M4Š�_�ö
²�M+´�M�•4Š�(�@�6�•���œ�[�v�

�Q�b�Ÿ�î�á�î�»�c�M+´�K�S�\�s�^�I�€�
�Q�€�_�P�Â�M�•�Í�_*(�A�n�<�}�€�r�M��

• �Ð�¡�ß�¡�c�±�e�Ð�\�`�e�Ð�@�
�9�I�€�r�M�� �S�\�<�d�
 macro name Sample-Macro �>�|�g  macro
name sample-macro �c�
�9���b  2 �X�b�Ð�¡�ß�_�^�~�r�M��

• �M4Š�b�Ð�¡�ß�_�c�
�Ã�Û�Ó�î�±�Í�†�²0[�\�M�•�Ÿ�î�á�î�»�†�µ�‡�[�8�•���œ�@�6�~�r�M���Ð�¡
�ß�[�²0[�^�Í�†/²&g�M�•�_�c�
 macro global apply macro-name? �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å  �¥�Ð�å�»�
 �r�S�c  macro apply macro-name? �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å
�¥�Ð�å�»�†�Q#Ý�[�A�r�M���Ÿ�î�á�î�»�Í�†
°�Š�K�^�8�[�Ð�¡�ß�†4:#Ý�M�•�\�
�¥�Ð�å�»�c!“� 
�_�^�~4:#Ý�I�€�r�O�‡��

• �«�–�µ�³�r�S�c�«�–�µ�³  �–�å�±�î�Ç�™�–�«�_�Ð�¡�ß�†�¢�ß�î�Â�Ý�_4:#Ý�K�Z�v�
 �–�å�±�î�Ç�™
�–�«�b�¤�Ñ�b0¿���c)T�â�I�€�r�M���G�€�c�
�j�(0¿���_4:#Ý�M�•���œ�_�z'g�U�r�M��

• �¥�Ð�å�»�†3ã�•�r�S�c�P7V�K�Z�Ð�¡�ß��*O�†�š�f�M�•���œ�

–�b�Ð�¡�ß�†4:#Ý�K�S�–�å�±�î
�Ç�™�–�«�_�š�f�c�o�Î�I�€�r�O�‡���‚0d�r�S�c�š�f�í�s�b�¥�Ð�å�»�†4:#Ý�M�•�_�c�
�–�å�±�î
�Ç�™�–�«�_�f�‚�í�s�Ð�¡�ß�†
Ì4:#Ý�M�•�²0[�@�6�~�r�M��

• �Ð�¡�ß�†4:#Ý�>�|�g�¹�Â�µ�¢�K�Z�
 �S�e�š�Û�î�r�S�c0¿���š�Û�î�†�è���M�•�_�c�
 macro global
trace macro-name �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�
 �r�S�c macro trace macro-name
�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�[�A�r�M���S�e�š�Û�î�r�S�c0¿��
�š�Û�î�@�N�I�[�¥�Ð�å�»�@�»�K�K�S���œ�[�v�
�Ð�¡�ß�c�,�A)F�A�g�~�b�¥�Ð�å�»�†4:#Ý�K�r
�M��

• "I���b�–�å�±�î�Ç�™�–�«  �±�–�É�[�w�b  CLI �¥�Ð�å�»�v�6�~�r�M�� 0¿���†�w�E
°�€�^�8�–�å�±�î
�Ç�™�–�«�_�Ð�¡�ß�†4:#Ý�M�•�\�
�Ð�¡�ß�c�S�e�³�™�µ�¡�r�S�c0¿���³�™�µ�¡�_�»�K�K�
�«�–�µ
�³�c�š�Û�î  �Ó�µ�­�î�ª�†3É�K�r�M��
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• �–�å�±�î�Ç�™�–�«(
�V�l�b�Ð�¡�ß�b4:#Ý�c�
�"�M�–�å�±�î�Ç�™�–�«�l�b�Ð�¡�ß�b4:#Ý�\� �L�[
�M���–�å�±�î�Ç�™�–�«(
�V�†�Q#Ý�M�•�\�
�–�å�±�î�Ç�™�–�«(
�V
Æ�b�›�–�å�±�î�Ç�™�–�«�l�Ð
�¡�ß�@8p$��_4:#Ý�I�€�r�M�� 1 �X�b�–�å�±�î�Ç�™�–�«�[�Ð�¡�ß  �¥�Ð�å�»�b��/œ�_�»�K�K�Z�v�

�Ð�¡�ß�c�g�~�b�–�å�±�î�Ç�™�–�«�V�_4:#Ý�I�€�r�M��

• �«�–�µ�³�r�S�c�«�–�µ�³  �–�å�±�î�Ç�™�–�«�_�Ð�¡�ß�†4:#Ý�M�•�\�
 �Ð�¡�ß�¡�@+¬�·$×�_�«�–�µ
�³�r�S�c�–�å�±�î�Ç�™�–�«�_3ã�•�I�€�r�M�� show running-config �Ø�î�¨  EXEC �¥�Ð�å�»�†�Q#Ý
�K�Z�
4:#Ý�I�€�S�¥�Ð�å�»�>�|�g�Ð�¡�ß�¡�†/²&g�[�A�r�M��

�«�–�µ�³  �¯�Ç�º�˜�™�”�_�c�
�©�«�¥�b  SmartPort �b�Ð�¡�ß�@�¹�Ç�›�Ý�º�[)��s3¸�r�€�Z�8�r�M>& /²
11-1 �†�g!·>' ���G�€�}�b�Ð�¡�ß�x�¥�Ð�å�»�c�
 show parser macro �Ø�î�¨  EXEC �¥�Ð�å�»�†�Q#Ý�K�Z
/²&g�[�A�r�M��

�©�«�¥�b�¹�Ç�›�Ý�º  SmartPort �Ð�¡�ß�†�–�å�±�î�Ç�™�–�«�_4:#Ý�M�•���œ�
���b�@�–�¦8o�_�‘�W�Z
�C�T�I�8��

• �«�–�µ�³�V�b�Ð�¡�ß�†�M�m�Z/²&g�M�•�_�c�
 show parser macro �Ø�î�¨  EXEC �¥�Ð�å�»�†�Q#Ý
�K�r�M��"I���b�Ð�¡�ß�b
Æ���†/²&g�M�•�_�c�
 show parser macro macro-name �Ø�î�¨  EXEC �¥
�Ð�å�»�†�Q#Ý�K�r�M��

• $ �[���r�•�Ÿ�î�á�î�»�c�
 �M�–�b�Ã�Û�Ó�î�±�Í�@�²0[�[�6�•�G�\�†�–�á�K�r�M�� parameter value
�Ÿ�î�á�î�»�†�Q#Ý�K�Z�
�©�«�¥�b�¹�Ç�›�Ý�º  �Ð�¡�ß�_�²0[�^�Í�†�•�<�r�M��

�©�«�¥�b�¹�Ç�›�Ý�º  �Ð�¡�ß�[�c�
�²0[�^�Ÿ�î�á�î�»�†"I���M�•�b�_  $ �e�Ð�†�Q#Ý�K�r�M���Ð�¡
�ß�†�8�B�M�•���œ�
�Ÿ�î�á�î�»�b��*O�_�Q#Ý�M�•  $ �e�Ð�_�D7H�c�6�~�r�O�‡��

SmartPort �Ð�¡�ß�b�8�B
Smartport �Ð�¡�ß�†�8�B�M�•�_�c�
�–�¿�î�È�Ý  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

�¥�Ð�å�» % $×

�«�¸�µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�¸�µ�É 2 macro name macro-name �Ð�¡�ß��*O�†�8�B�K�
�Ð�¡�ß�¡�†
°�Š�K�r�M���Ð�¡�ß��*O�_
�c�
�q�±  3000 �e�Ð�†�Q#Ý�[�A�r�M��

1 /œ�H�\�_  1 �X�b�Ð�¡�ß  �¥�Ð�å�»�†�æ���K�r�M�� �Ð�¡�ß�†)
�¢
�M�•�_�c�
 @ �e�Ð�†�Q#Ý�K�r�M���Ð�¡�ß
Æ�_�¥�Ó�å�º  �¸�Ÿ�«
�º�†
°�Š�M�•�_�c�
/œ�b�q�6�_ # �e�Ð�†�Q#Ý�K�r�M��

>&�õ�–>'�Ÿ�î�á�î�»�†�æ���M�•�b�_�Ê�Ý�É  �«�º�Ü�å�¢�†�Q#Ý�M
�•�G�\�[�
�Ð�¡�ß
Æ�_�Ÿ�î�á�î�»�†��*O�[�A�r�M���Ð�¡�ß�[�Q
#Ý�M�•�Ÿ�î�á�î�»�†��*O�M�•�_�c�
 # macro keywords word �†

°�Š�K�r�M���«�Ì�î�«�[�
�)�W�Z�
�Ð�¡�ß�_�Ê�Ý�É  �«�º�Ü�å
�¢  �Ÿ�î�á�î�»�†  3 �X�r�[
°�Š�[�A�r�M��

�Ð�¡�ß�¡�c�±�e�Ð�\�`�e�Ð�@�
�9�I�€�r�M���S�\�<�d�
 macro
name Sample-Macro �>�|�g  macro name sample-macro �c�
 �9��
�b  2 �X�b�Ð�¡�ß�_�^�~�r�M��

exit �r�S�c  end �¥�Ð�å�»�†�Q#Ý�K�^�8�G�\�
�r�S�c�Ð�¡�ß�[
interface interface-id �†�Q#Ý�K�Z�
�¥�Ð�å�»  �Ô�î�»�†�š�f�K�^
�8�G�\ �†�N�á�K�r �M� � exit � r �S�c  end� 
� r �S�c  interface
interface-id �_)F�C�¥�Ð�å�»�@�9�b�¥�Ð�å�»  �Ô�î�»�[��/œ�I�€
�•�G�\�@�6�•�?�}�[�M���q,��b)��Ý�†���M�_�c�
�Ð�¡�ß
Æ�b�M
�m�Z�b�¥�Ð�å�»�@� �L�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[�6�•
�²0[�@�6�~�r�M��
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no �g�'�b macro name �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�[�c�
�Ð�¡�ß��*O�T�E�@�P7V
�I�€�r�M���Ð�¡�ß�@�M�[�_4:#Ý�I�€�Z�8�•�–�å�±�î�Ç�™�–�«�b0¿���_�s8j�c�6�~�r�O�‡��

���_�
�«�–�µ�³�Ï�î�º  �”�¡�­�«  VLAN �>�|�g�­�Ÿ�×�”  MAC>&�Ó�¹�•�”  �”�¡�­�«�D�š>'�”�»�Þ�«�X
�†��*O�K�
�r�S  # macro keywords �†�Q#Ý�K�Z�Ê�Ý�É  �«�º�Ü�å�¢  �Ÿ�î�á�î�»�†  2 �X�µ�t�Ð�¡�ß�†�8
�B�M�•�[�†&g�K�r�M��

Switch(config)# macro name test
switchport access vlan $VLANID
switchport port-security maximum $MAX
#macro keywords $VLANID $MAX
@

SmartPort �Ð�¡�ß�b4:#Ý
Smartport �Ð�¡�ß�†4:#Ý�M�•�_�c�
�–�¿�î�È�Ý  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

�«�¸�µ�É 3 end �–�¿�î�È�Ý  EXEC �Ô�î�»�_�`�~�r�M��

�«�¸�µ�É 4 show parser macro name macro-name �Ð�¡�ß�@�8�B�I�€�S�G�\�†&�1��K�r�M��

�¥�Ð�å�» % $×

�¥�Ð�å�» % $×

�«�¸�µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�¸�µ�É 2 macro global { apply | trace} macro-name 
[parameter {value}] [ parameter {value}] 
[parameter {value}]

�Ð�¡�ß�_��*O�I�€�Z�8�•�¶���b�¥�Ð�å�»�†�«�–�µ�³�_4:#Ý�M
�•�_�c�
 macro global apply macro-name �†
°�Š�K�r�M���Ð�¡�ß
�†4:#Ý�>�|�g�¹�Â�µ�¢�K�Z�
 �S�e�š�Û�î�r�S�c0¿���š�Û�î�†�è
���M�•�_�c�
 macro global trace macro-name �†�æ���K�r�M��

>&�õ�–>'�«�–�µ�³�_�[�w�b�M�–�b�Ã�Û�Ó�î�±�Í�†�æ���K�r�M��
�Ÿ�î�á�î�»�b�Í�b�Ì�”�c�
�q�±  3 �X�r�[
°�Š�[�A�r�M���Ã�Û
�Ó�î�±  �Ÿ�î�á�î�»�b!·�œ�[�c�±�e�Ð�\�`�e�Ð�@�
�9�I�€�r
�M���Ÿ�î�á�î�»�@�M�m�Z!·�œ�[�A�S���œ�
�Q�€�_�P�Â�M�•�Í�_
*(�A�n�<�}�€�r�M��

�M4Š�b�Ð�¡�ß�_�c�
 �Ã�Û�Ó�î�±�Í�†�²0[�\�M�•�Ÿ�î�á�î�»�†�µ
�‡�[�8�•���œ�@�6�~�r�M�� macro global apply macro-name? �¥
�Ð�å�»�†�Q#Ý�M�•�\�
�Ð�¡�ß�[�²0[�^�Í�b�M0t�@/²&g�I�€�r
�M���Ÿ�î�á�î�»�Í�†
°�Š�K�^�8�[�Ð�¡�ß�†4:#Ý�M�•�\�
�¥�Ð�å
�»�c!“� �_�^�~4:#Ý�I�€�r�O�‡��

�«�¸�µ�É 3 macro global description text >&�õ�–>'�«�–�µ�³�_4:#Ý�M�•�Ð�¡�ß�b1��Â�†
°�Š�K�r�M��

�«�¸�µ�É 4 interface interface-id >&�õ�–>'�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä
���K�
�Ð�¡�ß�†4:#Ý�M�•�–�å�±�î�Ç�™�–�«�†�æ���K�r�M��

�«�¸�µ�É 5 default interface interface-id >&�õ�–>'�æ���b�–�å�±�î�Ç�™�–�«�?�}�M�m�Z�b0¿���_���†�˜�d
�K�r�M��
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�«�–�µ�³�V�b�¢�ß�î�Â�Ý  �Ð�¡�ß4:#Ý�í�s�b0¿���†�P7V�M�•�_�c�
�Ð�¡�ß
Æ�_�6�•�›�¥�Ð�å�»�b  no
�Â�î�ª�Ù�å�b�s�†
°�Š�K�r�M���–�å�±�î�Ç�™�–�«�V�b�Ð�¡�ß4:#Ý�í�s�b0¿���†�P7V�M�•�_�c�

default interface interface-id �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†
°�Š�K�r�M��

���_�
 snmp �\�8�:�¡�S�b�Ø�î�¨�8�B�Ð�¡�ß�†4:#Ý�K�
�Í�«�º�¡�”�»�Þ�«�† test-server �_0¿���K�
 IP
precedence �Í�† 7 �_0¿���M�•�[�†&g�K�r�M��

Switch(config)# macro global apply snmp ADDRESS test-server VALUE 7

���_�
 macro global trace �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�Z�
 snmp �\�8�:�¡
�S�b�Ø�î�¨�8�B�Ð�¡�ß�†�¹�Â�µ�¢�K�
�«�–�µ�³�_4:#Ý�I�€�S�\�A�b�Ð�¡�ß
Æ�b�S�e�š�Û�î�r�S�c0¿
���š�Û�î�†�è���M�•�[�†&g�K�r�M��

Switch(config)# macro global trace snmp VALUE 7
Applying command...‘snmp-server enable traps port-security’
Applying command...‘snmp-server enable traps linkup’
Applying command...‘snmp-server enable traps linkdown’
Applying command...‘snmp-server host’
%Error Unknown error.
Applying command...‘snmp-server ip precedence 7’

���_�
 desktop-config �\�8�:�¡�S�b�Ø�î�¨�8�B�Ð�¡�ß�†4:#Ý�K�
0¿���†&�1��M�•�[�†&g�K�r�M��

Switch(config)# interface gigabitethernet0/2
Switch(config-if)# macro apply desktop-config
Switch(config-if)# end
Switch# show parser macro description  
Interface    Macro Description
--------------------------------------------------------------
Gi0/2  desktop-config
--------------------------------------------------------------

�«�¸�µ�É 6 macro {apply | trace} macro-name 
[parameter {value}] [ parameter {value}] 
[parameter {value}]

�Ð�¡�ß�_��*O�I�€�Z�8�•�¶���b�¥�Ð�å�»�†�–�å�±�î�Ç�™�–�«
�_4:#Ý�M�•�_�c�
 macro apply macro-name �†
°�Š�K�r�M���Ð�¡
�ß�†4:#Ý�>�|�g�¹�Â�µ�¢�K�Z�
 �S�e�š�Û�î�r�S�c0¿���š�Û�î�†
�è���M�•�_�c�
 macro trace macro-name �†�æ���K�r�M��

>&�õ�–>'�–�å�±�î�Ç�™�–�«�_�[�w�b�M�–�b�Ã�Û�Ó�î�±�Í�†�æ��
�K�r�M���Ÿ�î�á�î�»�b�Í�b�Ì�”�c�
�q�±  3 �X�r�[
°�Š�[�A�r
�M���Ã�Û�Ó�î�±  �Ÿ�î�á�î�»�b!·�œ�[�c�±�e�Ð�\�`�e�Ð�@�
�9
�I�€�r�M���Ÿ�î�á�î�»�@�M�m�Z!·�œ�[�A�S���œ�
�Q�€�_�P�Â�M
�•�Í�_*(�A�n�<�}�€�r�M��

�M4Š�b�Ð�¡�ß�_�c�
 �Ã�Û�Ó�î�±�Í�†�²0[�\�M�•�Ÿ�î�á�î�»�†�µ
�‡�[�8�•���œ�@�6�~�r�M�� macro apply macro-name? �¥�Ð�å�»
�†�Q#Ý�M�•�\�
�Ð�¡�ß�[�²0[�^�Í�b�M0t�@/²&g�I�€�r�M���Ÿ�î
�á�î�»�Í�†
°�Š�K�^�8�[�Ð�¡�ß�†4:#Ý�M�•�\�
 �¥�Ð�å�»�c!“� 
�_�^�~4:#Ý�I�€�r�O�‡��

�«�¸�µ�É 7 macro description text >&�õ�–>'�–�å�±�î�Ç�™�–�«�_4:#Ý�M�•�Ð�¡�ß�b1��Â�†
°�Š�K�r
�M��

�«�¸�µ�É 8 end �–�¿�î�È�Ý  EXEC �Ô�î�»�_�`�~�r�M��

�«�¸�µ�É 9 show parser macro description [interface 
interface-id]

�Ð�¡�ß�@�–�å�±�î�Ç�™�–�«�_4:#Ý�I�€�S�G�\�†&�1��K�r�M��

�«�¸�µ�É 10 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r
�M��

�¥�Ð�å�» % $×
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���_�
 desktop-config �\�8�:�¡�S�b�Ø�î�¨�8�B�Ð�¡�ß�†4:#Ý�K�
 VLAN 1 �[�b�·�8�†  VLAN 25 �_*(
�A�n�<�•�[�†&g�K�r�M��

Switch(config-if)# macro apply desktop-config vlan 25

�©�«�¥�b�¹�Ç�›�Ý�º  SmartPort �Ð�¡�ß�b4:#Ý
Smartport �Ð�¡�ß�†4:#Ý�M�•�_�c�
�–�¿�î�È�Ý  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

�«�–�µ�³�V�b�¢�ß�î�Â�Ý  �Ð�¡�ß4:#Ý�í�s�b0¿���†�P7V�M�•�_�c�
�Ð�¡�ß
Æ�_�6�•�›�¥�Ð�å�»�b  no
�Â�î�ª�Ù�å�b�s�†
°�Š�K�r�M���–�å�±�î�Ç�™�–�«�V�b�Ð�¡�ß4:#Ý�í�s�b0¿���†�P7V�M�•�_�c�

default interface interface-id �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†
°�Š�K�r�M��

�¥�Ð�å�» % $×

�«�¸�µ�É 1 show parser macro �«�–�µ�³  �¯�Ç�º�˜�™�”�_)��s3¸�r�€�S�©�«�¥�b�¹�Ç�›�Ý�º
SmartPort �Ð�¡�ß�†/²&g�K�r�M��

�«�¸�µ�É 2 show parser macro macro-name 4:#Ý�M�•"I���b�Ð�¡�ß�†/²&g�K�r�M��

�«�¸�µ�É 3 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�¸�µ�É 4 macro global { apply | trace} macro-name 
[parameter {value}] [ parameter {value}] 
[parameter {value}]

parameter value �Ÿ�î�á�î�»�†�Q#Ý�K�Z�
�©�«�¥�b�¹�Ç�›�Ý�º
�Ð�¡�ß�_�²0[�^�Í�†�•�<�
�«�–�µ�³�_�Ð�¡�ß�†4:#Ý�K�r�M�� $
�[���r�•�Ÿ�î�á�î�»�c�
 �M�–�b�Ã�Û�Ó�î�±�Í�@�²0[�[�6�•�G�\
�†�–�á�K�r�M��

macro global apply macro-name? �¥�Ð�å�»�†�Q#Ý�M�•�\�
�Ð�¡
�ß�[�²0[�^�Í�b�M0t�@/²&g�I�€�r�M�� �Ÿ�î�á�î�»�Í�†
°�Š�K�^
�8�[�Ð�¡�ß�†4:#Ý�M�•�\�
 �¥�Ð�å�»�c!“� �_�^�~4:#Ý�I�€�r�O
�‡��

�«�¸�µ�É 5 interface interface-id >&�õ�–>'�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä
���K�
�Ð�¡�ß�†4:#Ý�M�•�–�å�±�î�Ç�™�–�«�†�æ���K�r�M��

�«�¸�µ�É 6 default interface interface-id >&�õ�–>'�æ���b�–�å�±�î�Ç�™�–�«�?�}�M�m�Z�b0¿���_���†�˜�d
�K�r�M��

�«�¸�µ�É 7 macro {apply | trace} macro-name 
[parameter {value}] [ parameter {value}] 
[parameter {value}]

parameter value �Ÿ�î�á�î�»�†�Q#Ý�K�Z�
�©�«�¥�b�¹�Ç�›�Ý�º
�Ð�¡�ß�_�²0[�^�Í�†�•�<�
 �–�å�±�î�Ç�™�–�«�_�Ð�¡�ß�†4:#Ý�K
�r�M�� $ �[���r�•�Ÿ�î�á�î�»�c�
�M�–�b�Ã�Û�Ó�î�±�Í�@�²0[�[
�6�•�G�\�†�–�á�K�r�M��

macro apply macro-name? �¥�Ð�å�»�†�Q#Ý�M�•�\�
�Ð�¡�ß�[�²
0[�^�Í�b�M0t�@/²&g�I�€�r�M�� �Ÿ�î�á�î�»�Í�†
°�Š�K�^�8�[�Ð
�¡�ß�†4:#Ý�M�•�\�
�¥�Ð�å�»�c!“� �_�^�~4:#Ý�I�€�r�O�‡��

�«�¸�µ�É 8 end �–�¿�î�È�Ý  EXEC �Ô�î�»�_�`�~�r�M��

�«�¸�µ�É 9 show running-config interface interface-id �Ð�¡�ß�@�–�å�±�î�Ç�™�–�«�_4:#Ý�I�€�S�G�\�†&�1��K�r�M��

�«�¸�µ�É 10 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r
�M��
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���_�
 cisco-desktop �Ð�¡�ß�†/²&g�K�Z�Q�b�Ð�¡�ß�†4:#Ý�K�
�–�å�±�î�Ç�™�–�«�b�”�¡�­�«  VLAN ID
�†  25 �_0¿���M�•�[�†&g�K�r�M��

Switch# show parser macro cisco-desktop
--------------------------------------------------------------
Macro name : cisco-desktop
Macro type : default

# Basic interface - Enable data VLAN only
# Recommended value for access vlan (AVID) should not be 1
switchport access vlan $AVID
switchport mode access

# Enable port security limiting port to a single
# MAC address -- that of desktop
switchport port-security
switchport port-security maximum 1

# Ensure port-security age is greater than one minute
# and use inactivity timer
switchport port-security violation restrict
switchport port-security aging time 2
switchport port-security aging type inactivity

# Configure port as an edge network port
spanning-tree portfast
spanning-tree bpduguard enable
--------------------------------------------------------------
Switch#
Switch# configure terminal
Switch(config)# gigabitethernet0/4
Switch(config-if)# macro apply cisco-desktop $AVID 25

SmartPort �Ð�¡�ß�b/²&g
SmartPort �Ð�¡�ß�†/²&g�M�•�_�c�
 /² 11-2 �b�–�¿�î�È�Ý  EXEC �¥�Ð�å�»�†  1 �X�r�S�c0
�X�Q#Ý�K�r
�M��

/² 11-2 SmartPort �Ð�¡�ß�†/²&g�M�•�¥�Ð�å�»

�¥�Ð�å�» % $×

show parser macro 0¿���I�€�Z�8�•�M�m�Z�b�Ð�¡�ß�†/²&g�K�r�M��

show parser macro name macro-name "I���b�Ð�¡�ß�†/²&g�K�r�M��

show parser macro brief 0¿���I�€�Z�8�•�Ð�¡�ß�¡�†/²&g�K�r�M��

show parser macro description [interface interface-id] �M�m�Z�b�–�å�±�î�Ç�™�–�«�r�S�c�æ���I�€�S�–�å�±�î�Ç�™�–�«�b
�Ð�¡�ß1��Â�†/²&g�K�r�M��
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VLAN �b0¿��

�G�b'v�[�c�
 Catalyst 3560 �«�–�µ�³�[�b�† =(
�V  VLAN>&�ì�•  LAN>'>&VLAN ID 1 >|  1005>'�>�|�g
�Ñ�G(
�V  VLAN>&VLAN ID 1006 >|  4094>'�b0¿���m8p�_�X�8�Z1��Â�K�r�M�� VLAN �Ó�å�Â�î�©�µ�É
�Ô�î�»�
 VLAN �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�
 VLAN �º�Û�å�¡�
�>�|�g  VLAN Membership Policy
Server>&VMPS; VLAN �Ó�å�Â�î�©�µ�É  �Ï�Ü�©�î  �§�î�Â>'�?�}�b�·$×  VLAN �m�~�\�Z�_�X�8�Z�v1�
�Â�K�r�M��

>&�@>' �G�b'v�[�Q#Ý�M�•�¥�Ð�å�»�b�S�e�>�|�g�Q#Ý�‰�2�b0ò(ý�_�X�8�Z�c�
 �G�b�Ü�Ü�î�«�_�P�Â�M�•�¥�Ð
�å�»  �Ü�Ç�“�Þ�å�«�†�g!·�K�Z�C�T�I�8��

�G�b'v�[1��Â�M�•
Æ���c�
���b�\�>�~�[�M��

• VLAN �b�+0[>& p.12-2>'

• �† =(
�V  VLAN �b0¿��>& p.12-6>'

• �Ñ�G(
�V  VLAN �b0¿��>& p.12-15>'

• VLAN �b/²&g>&p.12-19>'

• VLAN �º�Û�å�¡�b0¿��>& p.12-20>'

• VMPS �b0¿��>& p.12-33>'
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VLAN �b�+0[
VLAN �c�
�Ø�î�¨�b"@#.$×�^�)*(�_6õ�€�^�C�
�µ+��
�É�ß�ª�™�¡�º  �³�î�Ò�
�r�S�c�”�É�Ü�£�î�©�Ù
�å�^�]�[1=#.$×�_�(�m�I�€�S�«�–�µ�³�»  �¿�µ�º�á�î�¡�[�M�� VLAN �c�
"@#.  LAN �\� �L�”�º�Ü
�Å�×�î�º�†�M�m�Z
��<�Z�8�r�M�@�
� �L  LAN �­�¢�Ó�å�º�_"@#.$×�_4Ä*(�I�€�Z�8�^�8�š�å�»  �«
�¸�î�©�Ù�å�v�¢�Ý�î�É�ì�[�A�r�M�� �]�b�«�–�µ�³  �Ï�î�º�v  VLAN �_�m�~�\�Z�•�G�\�@�[�A�r�M�� �Ø
�½�Ÿ�Õ�«�º�
�È�ß�î�»�Ÿ�Õ�«�º�
�>�|�g�Ð�Ý�³�Ÿ�Õ�«�º  �Ã�£�µ�º�c�
 VLAN 
Æ�b�š�å�»  �«�¸�î�©�Ù
�å�T�E�_3?3æ�>�|�g�Ç�Û�µ�¹�•�å�¢�@/œ�ƒ�€�r�M���›  VLAN �c  1 �X�b1=#.�¿�µ�º�á�î�¡�\�s�^�I
�€�
 VLAN �_�m�~�\�Z�}�€�Z�8�^�8�«�¸�î�©�Ù�å���Z�b�Ã�£�µ�º�c�
�Ý�î�±�r�S�c�Ç�›�î�Ý�Â�µ�¡
�È�Ü�µ�ª�å�¢�†�§�Ï�î�º�M�•�«�–�µ�³�†)�#ä�K�Z3?3æ�K�^�E�€�d�^�~�r�O�‡>& �W 12-1 �†�g!·>'��
VLAN �c�Q�€�R�€�@"‚'g�K�S1=#.�¿�µ�º�á�î�¡�\�s�^�I�€�•�b�[�
 VLAN �H�\�_"‚+¬�b�È�Ü�µ�ª
MIB>&'ö#.�_���Ë�î�«>'�_���@�6�~�
�«�Ã�½�å�¢�¶�Ü�î�b"‚+¬�b��/æ�†�§�Ï�î�º�[�A�r�M�� '¨ 17 'v

�� STP �b0¿���� �†�g!·�K�Z�C�T�I�8��

>&�@>' VLAN �†�8�B�M�•�S�_�
 VLAN Trunking Protocol>&VTP; VLAN �º�Û�å�Ÿ�å�¢  �É�ß�º�¥�Ý>'�†�Q#Ý�K
�Z�¿�µ�º�á�î�¡�b�¢�ß�î�Â�Ý�^  VLAN 0¿���†)T�â�M�•�?�]�:�?�†�ô���M�•�²0[�@�6�~�r�M�� VTP
�b0ò(ý�_�X�8�Z�c�
 '¨ 13 'v�� VTP �b0¿���� �†�g!·�K�Z�C�T�I�8��

�W12-1 �_�
1=#.$×�_��*O�I�€�S�¿�µ�º�á�î�¡�_�­�¢�Ó�å�º�ì�I�€�S  VLAN �b�[�†&g�K�r�M��

�W12-1 1=#.$×�_��*O�I�€�S�¿�µ�º�á�î�¡�\�K�Z�b  VLAN

1 

2 

 VLAN

3 

 VLAN
 

VLAN

90
57

1
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VLAN �c3û�–�
 IP �§�È�¿�µ�º�á�î�¡�_�P�Â�Ü�E�}�€�r�M���S�\�<�d�
"I���b  IP �§�È�¿�µ�º�_�µ�r
�€�•�M�m�Z�b�š�å�»  �«�¸�î�©�Ù�å�c� �M�b  VLAN �_�d�“�I�O�r�M���«�–�µ�³�V�b�–�å�±�î�Ç�™�–
�«�b  VLAN �Ó�å�Â�î�©�µ�É�c�
�–�å�±�î�Ç�™�–�«�H�\�_�m�·�[�m�~�\�Z�r�M���G�b�‰�2�[�«�–�µ�³
�–�å�±�î�Ç�™�–�«�†  VLAN �_�m�~�\�Z�S���œ�
 �G�€�†�–�å�±�î�Ç�™�–�«  �Ë�î�« >&�r�S�c�«�±�¸�•�µ
�¡>' VLAN �Ó�å�Â�î�©�µ�É�\�ç�g�r�M��

VLAN 6ë�b�º�Û�Ç�•�µ�¡�c�
�Ý�î�¸�•�å�¢�r�S�c�Ç�›�î�Ý�Â�µ�¡  �È�Ü�µ�ª�å�¢�M�•�²0[�@�6�~�r
�M���«�–�µ�³�c�
 Switch Virtual Interface>&SVI; �«�–�µ�³�ì�•�–�å�±�î�Ç�™�–�«>'�†�Q#Ý�K�Z�
 VLAN
6ë�[�º�Û�Ç�•�µ�¡�†�Ý�î�¸�•�å�¢�[�A�r�M�� VLAN 6ë�[�º�Û�Ç�•�µ�¡�†�Ý�î�¸�•�å�¢�M�•�_�c�
 SVI
�†�Â&g$×�_0¿���K�Z  IP �”�»�Þ�«�†�m�~�\�Z�•�²0[�@�6�~�r�M��0ò(ý�_�X�8�Z�c�
 �� SVI��>&p.10-5>'�>
�|�g ���Þ�–�Ö  3 �–�å�±�î�Ç�™�–�«�b0¿���� >&p.10-26>' �†�g!·�K�Z�C�T�I�8��

>&�@>' �«�–�µ�³�_�¨�X�b  VLAN �†0¿���K�
�Ý�î�¸�•�å�¢�†�–�¿�î�È�Ý�ì�K�^�8�£���b���œ�c�
 sdm prefer
vlan �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�Z  Switch Database Management>&SDM;
�«�–�µ�³  �¹�î�±�Ë�î�«'ö#.>'�µ+��†  VLAN �¸�å�É�Þ�î�º�_0¿���[�A�r�M���G�b�¸�å�É�Þ�î�º�c�

�q�±�X�b�Ø�½�Ÿ�Õ�«�º  MAC>&�Ó�¹�•�”  �”�¡�­�«�D�š>'�”�»�Þ�«�†�§�Ï�î�º�M�•�|�:�_�©�«�¸�Ò  �Ü
�¯�î�«�†0¿���K�r�M�� SDM �¸�å�É�Þ�î�º�b0ò(ý�_�X�8�Z�c�
 '¨ 7 'v�� SDM �¸�å�É�Þ�î�º�b0¿���� �

�r�S�c�G�b�Ü�Ü�î�«�b�¥�Ð�å�»  �Ü�Ç�“�Þ�å�«�b sdm prefer �¥�Ð�å�»�†�g!·�K�Z�C�T�I�8��

�§�Ï�î�º�I�€�•  VLAN
�«�–�µ�³�c�
 VTP �¡�Û�–�”�å�º�
�§�î�Â�
�>�|�g�º�Û�å�«�Ì�”�Þ�å�º  �Ô�î�»�[  VLAN �†�§�Ï�î�º
�K�r�M�� VLAN �c�
 1 >|  4094 �b$��•�[1‘�9�K�r�M�� VLAN ID 1002 >|  1005 �c�
�º�î�¡�å�Ü�å�¢�>�|
�g  Fiber Distributed Data Interface>&FDDI>'VLAN �S#Ý�[�M�� VTP �c�
 VLAN ID �@ 1 >|  1005 �b�† =(

�V VLAN �b�s�†�Û*f�K�r�M�� 1005 �†2x�<�•  VLAN ID �c�Ñ�G(
�V  VLAN �\�ç�d�€�
 VLAN �¹�î�±
�Ë�î�«�_�c�A(á�I�€�r�O�‡�� 1006 >|  4094 �b  VLAN ID �†�8�B�M�•���œ�c�
�«�–�µ�³�†  VTP �º�Û�å
�«�Ì�”�Þ�å�º  �Ô�î�»�_�M�•�²0[�@�6�~�r�M��

�«�–�µ�³�c�œ0£ 1005>&�† =(
�V�>�|�g�Ñ�G(
�V>'�b  VLAN �†�§�Ï�î�º�K�r�M�@�
�Ý�î�¸�µ�»  �Ï�î
�º�
 SVI�
�Q�b�Ú�b0¿���í�s�µ+��b�¶�X�_�|�W�Z�
�«�–�µ�³�b�Á�î�»�˜�™�”�b�Q#Ý"g�#�c�e�‘�I�€
�r�M��

�« �–�µ�³ �c� 
�q �±  128 �b�«�Ã�½�å�¢�¶�Ü� î  �– �å �«�±�å�«�†�â �X  Per-VLAN Spanning-Tree Plus
>&PVST+>'�r�S�c  Rapid PVST+ �†�§�Ï�î�º�K�r�M�� VLAN �H�\�_  1 �X�N�X�«�Ã�½�å�¢�¶�Ü�î  �–�å�«
�±�å�«�†�Q#Ý�[�A�r�M���«�Ã�½�å�¢�¶�Ü�î  �–�å�«�±�å�«�X�>�|�g  VLAN �X�b0ò(ý�_�X�8�Z�c�
 ���†
 =(
�V  VLAN 0¿���ì�b�@�–�¦8o�� >&p.12-7>' �†�g!·�K�Z�C�T�I�8���« �–�µ�³�c�
�–�î�§�¿�µ�º  �Ï�î
�º)�#ä�b  VLAN �º�Û�Ç�•�µ�¡�b3æ�™�‰�'�\�K�Z�
 ISL>&�«�–�µ�³6ë�Ü�å�¡>'�>�|�g  IEEE 802.1Q �º
�Û�å�Ÿ�å�¢�b�g�‰�†�§�Ï�î�º�K�r�M��

VLAN �Ï�î�º  �Ó�å�Â�î�©�µ�É  �Ô�î�»
VLAN �_�d�“�M�•�Ï�î�º�c�
�Ó�å�Â�î�©�µ�É  �Ô�î�»�†�m�~�\�Z�•�G�\�[0¿���K�r�M���Ó�å�Â�î�©�µ
�É �Ô�î�»�c�
�›�Ï�î�º�@��3æ�[�A�•�º�Û�Ç�•�µ�¡�b'�8®�
�>�|�g�d�“�[�A�•  VLAN �b�X�†�æ���K
�r�M�� /² 12-1�_�
�›'��Ó�å�Â�î�©�µ�É  �Ô�î�»�
�>�|�g�Q�€�R�€�b�Ó�å�Â�î�©�µ�É�\  VTP �b"I�ö�†
&g�K�r�M��
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/² 12-1 �Ï�î�º�b�Ó�å�Â�î�©�µ�É  �Ô�î�»�\�Q�b"I�ö

�Ó�å�Â�î�©�µ�É  
�Ô�î�» VLAN �Ó�å�Â�î�©�µ�É�b"I�ö VTP �b"I�ö

�«�±�¸�•�µ�¡  �”�¡
�­�«

�«�±�¸�•�µ�¡  �”�¡�­�«  �Ï�î�º�c�
 �m�·�[�m�~�\�Z�}
�€�
 1 �X�b  VLAN �T�E�_�d�“�K�r�M��

0ò(ý�_�X�8�Z�c�
 �� VLAN �l�b�«�±�¸�•�µ�¡  �”�¡�­
�«  �Ï�î�º�b�m�~�\�Z�� >&p.12-13>' �†�g!·�K�Z�C�T�I
�8��

VTP �c�²8r�[�c�6�~�r�O�‡�� VTP �†�Q#Ý�K�Z
�_� � �† �¢�ß� î �Â�Ý�_� � �Û� I �O�^�8� � �œ�c� 

VTP �Ô�î�»�†�º�Û�å�«�Ì�”�Þ�å�º�_0¿���K�r
�M�� VTP �_�•
°�M�•�_�c�
�6�•�«�–�µ�³�b�º
�Û�å�¡  �Ï�î�º�_�K)F�K�S�9�b�«�–�µ�³�V�_  1
�X�r�S�c0
�X�b�º�Û�å�¡  �Ï�î�º�@�^�E�€�d
�^�~�r�O�‡��

�º�Û�å�¡ >&ISL �r�S
�c  IEEE 802.1Q>' 

�¹�Ç�›�Ý�º�[�
 �º�Û�å�¡  �Ï�î�º�c�Ñ�G(
�V  VLAN �†
�µ�t�M�m�Z�b  VLAN �b�Ó�å�Â�î�[�M���S�T�K�
�Ó�å
�Â�î�©�µ�É�c0Á�•  VLAN �Ü�«�º�†0¿���K�Z�D7H�[
�A�r�M���r�S�
�É�Ý�î�½�å�¢4:�A�Ü�«�º�†�š�f�K�Z�

�Ü�«�º�_�æ���K�S�º�Û�å�¡  �Ï�î�º�V�b  VLAN �l�b
�Ç�Û�µ�¹�•�å�¢  �º�Û�Ç�•�µ�¡�†7<�F�M�•�G�\�v�[
�A�r�M��

�º�Û�å�¡  �Ï�î�º�b0¿���_�X�8�Z�c�
 ���º�Û�å�¡  �Ï�î
�º�\�K�Z�b�–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�b0¿����

>&p.12-23>' �†�g!·�K�Z�C�T�I�8��

VTP �†�N�á�K�r�M�@�
�²8r�[�c�6�~�r�O�‡��
VTP �c�
�¿�µ�º�á�î�¡
²�/�_�ƒ�S�W�Z  VLAN
�b3ã�•�
�P7V�
�¡�S�š�f�†'ö#.�M�•�G�\�_�|
�~�
 VLAN 0¿���b�Z�œ�ö�†)T�â�K�r�M�� VTP
�c�º�Û�å�¡  �Ü�å�¡�†3û�L�Z�Ú�b�«�–�µ�³�\
VLAN �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ó�µ�­�î�ª�†
�º�n�K�r�M��

�²�–�¼�Ñ�µ�¡  �”�¡
�­�«

� ² �– �¼�Ñ�µ�¡ � ” � ¡ � ­ �«  � Ï � î � º �c  1 �X�b VLAN
>&VLAN ID �@ 1 >|  4094>'�_�b�s�d�“�K�
 VMPS �_�|�W
�Z�·$×�_�m�~�\�Z�}�€�r�M�� VMPS �_�c  Catalyst 5000
�r�S�c  Catalyst 6500 �©�Ü�î�¬  �«�–�µ�³�†�Q#Ý�[�A�r
�M�@�
Catalyst 3560 �«�–�µ�³ �c �Q#Ý�[ �A�r �O�‡� �
Catalyst 3560 �«�–�µ�³�c  VMPS �¡�Û�–�”�å�º�[�M��

� �M�«�–�µ�³�V�[�²�–�¼�Ñ�µ�¡�”�¡�­�«  �Ï�î�º�\
�º�Û�å�¡  �Ï�î�º�†�Q#Ý�[�A�r�M�@�
�²�–�¼�Ñ�µ�¡�”
�¡�­�«  �Ï�î�º�c�9�b�«�–�µ�³�[�c�^�C�
�š�å�»  �«
�¸�î�©�Ù�å�r�S�c�Á�È�_�K)F�M�•�²0[�@�6�~�r�M��

0¿���_���_�X�8�Z�c�
 �� VMPS �¡�Û�–�”�å�º�V�b�²�–
�¼�Ñ�µ�¡�”�¡�­�«  �Ï�î�º�b0¿���� >&p.12-36>' �†�g!·
�K�Z�C�T�I�8��

VTP �c�²8r�[�M��

VMPS �>�|�g�¡�Û�–�”�å�º�†� �L  VTP �»�Ó
�–�å�¡�[0¿���K�Z�C�T�I�8��

VTP �_�•
°�M�•�_�c�
�6�•�«�–�µ�³�b�º�Û�å
�¡  �Ï�î�º�_�K)F�K�S�9�b�«�–�µ�³�V�_  1 �X�r
�S�c0
�X�b�º�Û�å�¡  �Ï�î�º�@�^�E�€�d�^�~
�r�O�‡��

8b�Œ VLAN 8b�Œ VLAN �Ï�î�º�c�
 Cisco IP Phone �_�K)F�K�
7Á
0ð�_�K)F�I�€�S�¹�Â�–�«�?�}�b8b�Œ�º�Û�Ç�•�µ�¡�_
1 �X�b  VLAN �†�
�¹�î�±  �º�Û�Ç�•�µ�¡�_�9�b  VLAN
�†�Q#Ý�M�•�|�:�_0¿���I�€�S�”�¡�­�«  �Ï�î�º�[�M��

8b�Œ VLAN �Ï�î�º�b0ò(ý�_�X�8�Z�c�
 '¨ 15 'v��8b
�Œ VLAN �b0¿���� �†�g!·�K�Z�C�T�I�8��

VTP �c�Y0[�[�M�� VTP �c8b�Œ VLAN �_�8#Ý�K
�r�O�‡��

�É�Û�–�Ë�î�º  
VLAN

�É�Û�–�Ë�î�º  VLAN �Ï�î�º�c�
�É�Û�–�Ë�î�º  VLAN
�b�É�Û�–�Ð�Ü�r�S�c�­�•�å�²�Ü  VLAN �_�“�M�•�Í
�«�º�r�S�c�ã�œ�Ï�î�º�[�M��

�É�Û�–�Ë�î�º  VLAN �b0ò(ý�_�X�8�Z�c�
 '¨ 14 'v���É
�Û�–�Ë�î�º  VLAN �b0¿���� �†�g!·�K�Z�C�T�I�8��

�É�Û�–�Ë�î�º  VLAN �†0¿���M�•���œ�
�«�–�µ
�³�c  VTP �º�Û�å�«�Ì�”�Þ�å�º  �Ô�î�»�[�6�•
�²0[�@�6�~�r�M���É�Û�–�Ë�î�º  VLAN �@�«
�–�µ�³�_0¿���I�€�Z�8�•���œ�
 VTP �Ô�î�»�†
�º�Û�å�«�Ì�”�Þ�å�º�?�}�¡�Û�–�”�å�º  �Ô�î
�»�x�§�î�Â  �Ô�î�»�_�š�f�K�^�8�[�C�T�I�8��
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�”�¡�­�«  �Ô�î�»�\�º�Û�å�¡  �Ô�î�»�
�>�|�g�µ+��b��*O�b0ò(ý�_�X�8�Z�c�
 /² 12-4�†�g!·�K�Z�C�T
�I�8��

�Ï�î�º�@  VLAN �_�d�“�M�•�\�
�«�–�µ�³�c  VLAN �"�)�[�
�Ï�î�º�_�P�Â�M�•�”�»�Þ�«�†�Û*f�K�Z
'ö#.�K�r�M��0ò(ý�_�X�8�Z�c�
 �� MAC �”�»�Þ�«  �¸�î�È�Ý�b'ö#.�� >&p.6-21>' �†�g!·�K�Z�C�T�I�8��

�º�å�¿�Ý
>&dot1q-tunnel>'

�º�å�¿�Ý  �Ï�î�º�c�
 IEEE 802.1Q �º�å�¿�Ü�å�¢#Ý�_
�Q#Ý�I�€�
�§�î�Å�«�É�ß�Â�–�²�î  �¿�µ�º�á�î�¡
²�/
�[�•�«�±�Ð�î  VLAN �b�Z�œ�ö�†)T�â�K�r�M���º�å�¿
�Ý �Ï�î�º�†�§�î�Å�«�É�ß�Â�–�²�î  �¿�µ�º�á�î�¡�b
�š�µ�ª  �«�–�µ�³�V�_0¿���K�
�•�«�±�Ð�î  �–�å�±�î
�Ç�™�–�«�b IEEE 802.1Q �º�Û�å�¡  �Ï�î�º�_�K)F�K
�Z�
 8��P&à�Ü�å�¡�†�8�B�K�r�M�� �º�å�¿�Ý  �Ï�î�º�c�

�º�å�¿�Ü�å�¢�S#Ý�b�"�M�b  VLAN �_�“�K�r�M��

�º�å�¿�Ý  �Ï�î�º�b0ò(ý�_�X�8�Z�c�
 '¨ 16 'v�� IEEE
802.1Q �º�å�¿�Ü�å�¢�>�|�g�Þ�–�Ö  2 �É�ß�º�¥�Ý  �º
�å�¿�Ü�å�¢�b0¿���� �†�g!·�K�Z�C�T�I�8��

VTP �c�²8r�[�c�6�~�r�O�‡�� switchport access
vlan �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù
�å  �¥�Ð�å�»�†�Q#Ý�K�Z�
 �m�·�[  VLAN �_�º�å
�¿�Ý  �Ï�î�º�†�m�~�\�Z�r�M��

/² 12-1 �Ï�î�º�b�Ó�å�Â�î�©�µ�É  �Ô�î�»�\�Q�b"I�ö>&)F�A>'

�Ó�å�Â�î�©�µ�É  
�Ô�î�» VLAN �Ó�å�Â�î�©�µ�É�b"I�ö VTP �b"I�ö
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�† =(
�V  VLAN �b0¿��
�† =(
�V  VLAN �c�
 VLAN ID �@ 1 >|  1005 �b  VLAN �[�M���«�–�µ�³�@  VTP �§�î�Â�r�S�c�º�Û�å�«
�Ì�”�Þ�å�º  �Ô�î�»�b���œ�
 VLAN �¹�î�±�Ë�î�«
Æ�b  VLAN 2 >|  1001 �b0¿���†3ã�•�
�š�f�
�r�S�c
�P7V�[�A�r�M>& VLAN ID 1 �>�|�g  1002 >|  1005 �c+¬�·�8�B�I�€�
�P7V�[�A�r�O�‡>' ��

>&�@>' �«�–�µ�³�@  VTP �º�Û�å�«�Ì�”�Þ�å�º  �Ô�î�»�b���œ�
 �Ñ�G(
�V  VLAN>&ID �@ 1006 >|  4094 �b  VLAN >'
�v�8�B�[�A�r�M���S�T�K�
�G�€�}�b�Ñ�G(
�V  VLAN �c  VLAN �¹�î�±�Ë�î�«�_�A(á�I�€�r�O�‡�� ���Ñ
�G(
�V  VLAN �b0¿���� >&p.12-15>' �†�g!·�K�Z�C�T�I�8��

VLAN ID 1 >|  1005 �b0¿���c�Ç�“�–�Ý  vlan.dat>&VLAN �¹�î�±�Ë�î�«>'�_�i�A3¸�r�€�r�M���G�b0¿��
�†/²&g�M�•�_�c�
 show vlan �–�¿�î�È�Ý  EXEC �¥�Ð�å�»�†
°�Š�K�r�M�� vlan.dat�Ç�“�–�Ý�c�
�Ç�Û�µ
�©�×  �Ó�Ô�Ü�_�–�Ñ�I�€�r�M��

�@�– vlan.dat �Ç�“�–�Ý�†�m�·�[�P7V�K�|�:�\�M�•�\�
 VLAN �¹�î�±�Ë�î�«�b�Y�Z�œ�@#Õ�L�•�•+��ö�@�6
�~�r�M�� VLAN 0¿���†�š�f�M�•���œ�c�
�G�G�_0°3U�I�€�S�¥�Ð�å�»�
�>�|�g�G�b�Ü�Ü�î�«�_�P�Â�M
�•�¥�Ð�å�»  �Ü�Ç�“�Þ�å�«�_0°3U�I�€�S�¥�Ð�å�»�†�Q#Ý�K�r�M�� VTP 0¿���b�š�f�m8p�_�X�8�Z�c�

'¨ 13 'v�� VTP �b0¿���� �†�g!·�K�Z�C�T�I�8��

�I�}�_�
�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†�Q#Ý�K�Z�
�Ï�î�º�b�Ó�å�Â�î�©�µ�É
�Ô�î�»�b��*O�
 VLAN �_�P�M�•�Ï�î�º�b3ã�•�>�|�g�P7V�†/œ�8�r�M���G�€�}�b�¥�Ð�å�»�b��/œ)��Ý
�c�
��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_�i�A3¸�r�€�r�M���G�b�Ç�“�–�Ý�†/²&g�M�•�_�c�
 show
running-config �–�¿�î�È�Ý  EXEC �¥�Ð�å�»�†�Q#Ý�K�r�M��

VLAN �¹�î�±�Ë�î�«�_�‚�K�8�† =(
�V  VLAN �†�8�B�K�S�~�
 VLAN �¹�î�±�Ë�î�«
Æ�b�¤�Ñ�b  VLAN
�†�š�f�K�S�~�M�•���œ�
���b�Ã�Û�Ó�î�±�†0¿���[�A�r�M��

• VLAN ID

• VLAN �¡

• VLAN �±�–�É>&�–�î�§�¿�µ�º�
 FDDI�
 FDDI Network Entity Title [NET]�
 TrBRF �r�S�c  TrCRF�

�º�î�¡�å�Ü�å�¢�
�º�î�¡�å�Ü�å�¢  Net>'

• VLAN �«�¸�î�º>&�”�¡�¸�•�È�r�S�c�§�«�Ì�å�»>'

• VLAN �b Maximum Transmission Unit>&MTU; �q�±��3æ�Ø�½�µ�º>'

• Security Association Identifier>&SAID>'

• Token Ring Bridge Relay Function>&TrBRF; �º�î�¡�å�Ü�å�¢  �È�Ü�µ�ª  �Ü�Þ�î�µ+�>' VLAN �b�È
�Ü�µ�ª1‘�9$��•

• FDDI �>�|�g  TrCRF VLAN �b�Ü�å�¢$��•

• Token Ring Concentrator Relay Function>&TrCRF; �º�î�¡�å�Ü�å�¢  �¥�å�­�å�º�Þ�î�±  �Ü�Þ�î�µ+�>'
VLAN �b0v  VLAN $��•

• TrCRF VLAN �b  Spanning-Tree Protocol>&STP; �«�Ã�½�å�¢�¶�Ü�î  �É�ß�º�¥�Ý>'�±�–�É

• �6�•  VLAN �±�–�É�?�}�9�b  VLAN �±�–�É�_�š�n�M�•�\�A�_�Q#Ý�M�•  VLAN $��•

>&�@>' �G�G�[�c�
�G�€�}�b�Ã�Û�Ó�î�±�b�±4Š�(�b0¿���m8p�_�X�8�Z1��Â�K�r�O�‡�� VLAN 0¿���†�D�š�M�•
�¥�Ð�å�»�>�|�g�Ã�Û�Ó�î�±�b0ò(ý�_�X�8�Z�c�
�G�b�Ü�Ü�î�«�_�P�Â�M�•�¥�Ð�å�»  �Ü�Ç�“�Þ�å�«�†
�g!·�K�Z�C�T�I�8��
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�G�G�[�c�
�† =(
�V  VLAN �b0¿���_���_�X�8�Z1��Â�K�r�M��

• �º�î�¡�å�Ü�å�¢  VLAN>&p.12-7>'

• �† =(
�V  VLAN 0¿���ì�b�@�–�¦8o>& p.12-7>'

• VLAN �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�b�œ�É�©�Ù�å>& p.12-8>'

• VLAN 0¿���b�–�Ñ>& p.12-9>'

• �–�î�§�¿�µ�º  VLAN �b�¹�Ç�›�Ý�º0¿��>& p.12-9>'

• �–�î�§�¿�µ�º  VLAN �b�8�B�r�S�c�š�f>& p.12-10>'

• VLAN �b�P7V>&p.12-12>'

• VLAN �l�b�«�±�¸�•�µ�¡  �”�¡�­�«  �Ï�î�º�b�m�~�\�Z>& p.12-13>'

�º�î�¡�å�Ü�å�¢  VLAN
�G�b�«�–�µ�³�c�º�î�¡�å�Ü�å�¢�K)F�†�§�Ï�î�º�K�Z�8�r�O�‡�@�
�º�î�¡�å�Ü�å�¢�K)F�†/œ�W�Z�8�•
Catalyst 5000 �©�Ü�î�¬  �«�–�µ�³�^�]�b�Ü�Ô�î�º  �¹�Â�–�«�†�
 �§�Ï�î�º�P1ß�«�–�µ�³�b�:�U�b  1 �Ž�?
�}'ö#.�[�A�r�M�� VTP �Â�î�ª�Ù�å  2 �@'�
>�K�Z�8�•�«�–�µ�³�c�
���b�º�î�¡�å�Ü�å�¢  VLAN �_6õ
�M�•�_���†�”�»�Â�±�–�¬�K�r�M��

• �º�î�¡�å�Ü�å�¢  TrBRF VLAN

• �º�î�¡�å�Ü�å�¢  TrCRF VLAN

�º�î�¡�å�Ü�å�¢  VLAN �b0ò�K�80¿���m8p�_�X�8�Z�c�
 �� Catalyst 5000 Series Software Configuration
Guide���†�g!·�K�Z�C�T�I�8��

�† =(
�V  VLAN 0¿���ì�b�@�–�¦8o
�¿�µ�º�á�î�¡
Æ�[�† =(
�V  VLAN �†�8�B�r�S�c�š�f�M�•���œ�_�c�
���b�@�–�¦8o�_�‘�W�Z�C�T�I
�8��

• �«�–�µ�³�c�
 VTP �¡�Û�–�”�å�º�
�§�î�Â�
�>�|�g�º�Û�å�«�Ì�”�Þ�å�º  �Ô�î�»�[ 1005�b  VLAN
�†�§�Ï�î�º�K�r�M��

• �† =(
�V  VLAN �c�
 1 >|  1001 �b$��•�[1‘�9�K�r�M�� VLAN $��•  1002 >|  1005 �c�
�º�î�¡�å�Ü
�å�¢�>�|�g  FDDI VLAN �S#Ý�[�M��

• VLAN 1 >|  1005 �b  VLAN 0¿���c�
�–�_  VLAN �¹�î�±�Ë�î�«�_�A(á�I�€�r�M�� VTP �Ô�î�»�@�º
�Û�å�«�Ì�”�Þ�å�º�b���œ�
 VTP �>�|�g  VLAN 0¿���c�«�–�µ�³�b��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å
�Ç�“�–�Ý�_�v�A(á�I�€�r�M��

• �«�–�µ�³�c  VTP �º�Û�å�«�Ì�”�Þ�å�º  �Ô�î�»>& VTP �c�¹�•�­�î�È�Ý>'�[�
 VLAN ID 1006 >|  4094
�v�§�Ï�î�º�K�r�M���G�€�}�c�Ñ�G(
�V  VLAN �[�6�~�
0¿���œ�É�©�Ù�å�_�c�D7H�@�6�~�r�M���Ñ
�G(
�V  VLAN �c  VLAN �¹�î�±�Ë�î�«�_�c�A(á�I�€�r�O�‡�� ���Ñ�G(
�V  VLAN �b0¿���� >&p.12-15>'
�†�g!·�K�Z�C�T�I�8��

• VLAN �†�8�B�M�•�S�_�
 �«�–�µ�³�†  VTP �§�î�Â  �Ô�î�»�r�S�c  VTP �º�Û�å�«�Ì�”�Þ�å�º  �Ô�î�»
�_�K�Z�>�C�²0[�@�6�~�r�M���«�–�µ�³�@  VTP �§�î�Â�[�6�•���œ�_�c�
 VTP �»�Ó�–�å�†��*O�M
�•�²0[�@�6�~�r�M�� VTP �»�Ó�–�å�†��*O�K�^�8�\�
 VTP �c�µ+��K�r�O�‡��

• �«�–�µ�³�c�
�º�î�¡�å�Ü�å�¢�r�S�c  FDDI �Ó�¹�•�”�†�§�Ï�î�º�K�r�O�‡���«�–�µ�³�c  FDDI�

FDDI-Net�
 TrCRF�
�r�S�c  TrBRF �º�Û�Ç�•�µ�¡�†��3æ�K�r�O�‡�@�
 VTP �†�Ó�K�Z  VLAN 0¿��
�†���Û�K�r�M��

• �«�–�µ�³�c  128 �b�«�Ã�½�å�¢�¶�Ü�î  �–�å�«�±�å�«�†�§�Ï�î�º�K�r�M�� �«�–�µ�³�b�”�¡�¸�•�È�^
VLAN �X�@�
�§�Ï�î�º�I�€�Z�8�•�«�Ã�½�å�¢�¶�Ü�î  �–�å�«�±�å�«�X�|�~�v�¨�8���œ�
�«�Ã�½�å
�¢�¶�Ü�î�c  128 �¶�b  VLAN �[�–�¿�î�È�Ý�_�[�A�r�M���g�~�b  VLAN �[�
�«�Ã�½�å�¢�¶�Ü�î�c
�¹�•�­�î�È�Ý�_�^�~�r�M�� �«�–�µ�³�V�b�Q#Ý�•+��^�«�Ã�½�å�¢�¶�Ü�î  �–�å�«�±�å�«�†�M�m�Z�Q
�8�)�W�Z�K�r�W�S�6�\�_�
 VTP �»�Ó�–�å�b�p�_�I�}�_�9�b  VLAN �†3ã�•�M�•�\�
�Q�b�«�–�µ�³
�V�_�«�Ã�½�å�¢�¶�Ü�î�@'�
>�K�^�8  VLAN �@#Õ�B�I�€�r�M���Q�b�«�–�µ�³�b�º�Û�å�¡  �Ï�î�º
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�V�[�¹�Ç�›�Ý�º�b0Á�•�Ü�«�º>&�M�m�Z�b  VLAN �†0Á�•�M�•�Ü�«�º>'�@0¿���I�€�Z�8�•�\�
�M�m
�Z�b�º�Û�å�¡  �Ï�î�º�V�_�‚�K�8  VLAN �@�m�~�\�Z�}�€�r�M���¿�µ�º�á�î�¡  �º�Ï�ß�ª�î�_�|�W
�Z�c�
�‚�K�8  VLAN �V�[�
�)�•�I�€�^�8�Ý�î�É�@#Õ�B�I�€�•�G�\�@�6�~�r�M��"I�_�
0
�X�b7„
�K�«�–�µ�³�[�«�Ã�½�å�¢�¶�Ü�î  �–�å�«�±�å�«�†�M�m�Z�Q#Ý�K�Z�K�r�W�Z�8�•���œ�_�c�@�–�@
�²0[�[�M�� �«�Ã�½�å�¢�¶�Ü�î  �–�å�«�±�å�«�b�m�~�\�Z�†�Q�8�Ý�S�K�S�«�–�µ�³�b�º�Û�å�¡  �Ï�î
�º�_0Á�•�Ü�«�º�†0¿���M�•�G�\�_�|�~�
�G�b�|�:�^�•+��ö�†75�D�G�\�@�[�A�r�M��

�«�–�µ�³�V�b  VLAN �b�X�@�§�Ï�î�º�I�€�Z�8�•�«�Ã�½�å�¢  �¶�Ü�î  �–�å�«�±�å�«�b�q�±�X�†2x
�<�•���œ�
�«�–�µ�³�V�_  IEEE 802.1s Multiple STP>&MSTP>'�†0¿���K�Z�
0
�X�b  VLAN �†�"�M
�b�«�Ã�½�å�¢  �¶�Ü�î  �–�å�«�±�å�«�_�Ð�µ�Æ�å�¢�M�•�G�\�†�N�á�K�r�M�� MSTP �b0ò(ý�_�X�8�Z
�c�
 '¨ 18 'v�� MSTP �b0¿���� �†�g!·�K�Z�C�T�I�8��

VLAN �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�b�œ�É�©�Ù�å
�† =(
�V  VLAN>&VLAN ID �@ 1 >|  1005>'�†0¿���M�•�_�c�
���_&g�M  2 �X�b�¥�å�Ç�•� �×�Þ�î�©�Ù
�å  �Ô�î�»�†�Q#Ý�K�r�M��

• config-vlan �Ô�î�»�[�b  VLAN 0¿��>&p.12-8>'

config-vlan �Ô�î�»�†6ä���M�•�_�c�
 vlan vlan-id �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»
�†
°�Š�K�r�M��

• VLAN �¹�î�±�Ë�î�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[�b  VLAN 0¿��>&p.12-8>'

VLAN �¹�î�±�Ë�î�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���M�•�_�c�
 vlan database�–�¿�î�È
�Ý EXEC �¥�Ð�å�»�†
°�Š�K�r�M��

config-vlan �Ô�î�»�[�b  VLAN 0¿��

config-vlan �Ô�î�»�_�”�¡�­�«�M�•�_�c�
 VLAN ID �†�æ���K�Z  vlan �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å  �¥�Ð�å�»�†
°�Š�K�r�M�� �‚�K�8  VLAN ID �†
°�Š�K�Z  VLAN �†�8�B�M�•�?�
 �¤�Ñ�b  VLAN ID
�†
°�Š�K�Z  VLAN �†�š�f�K�r�M���¹�Ç�›�Ý�º�b  VLAN 0¿���†�Q#Ý�M�•�?>& /² 12-2 �†�g!·>' �
0
�X
�b�¥�Ð�å�»�†
°�Š�K�Z  VLAN �†0¿���[�A�r�M���G�b�Ô�î�»�[�Q#Ý�[�A�•�¥�Ð�å�»�b0ò(ý�_�X�8�Z
�c�
�G�b�Ü�Ü�î�«�b�¥�Ð�å�»  �Ü�Ç�“�Þ�å�«�_0°3U�I�€�Z�8�•  vlan �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å  �¥�Ð�å�»�†�g!·�K�Z�C�T�I�8��0¿���†)
�¢�K�S�}�
 config-vlan �Ô�î�»�†)
�¢�K�Z�
0¿���†�w
� �_�M�•�²0[�@�6�~�r�M�� VLAN 0¿���†/²&g�M�•�_�c�
 show vlan �–�¿�î�È�Ý  EXEC �¥�Ð�å�»�†
°
�Š�K�r�M��

�G�b  config-vlan �Ô�î�»�c�
�Ñ�G(
�V  VLAN>&VLAN ID �@ 1005 �|�~�±�A�8>'�†�8�B�M�•�\�A�_�Q#Ý
�M�•�²0[�@�6�~�r�M�� ���Ñ�G(
�V  VLAN �b0¿���� >&p.12-15>' �†�g!·�K�Z�C�T�I�8��

VLAN �¹�î�±�Ë�î�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[�b  VLAN 0¿��

VLAN �¹�î�±�Ë�î�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���M�•�_�c�
 vlan database �–�¿�î�È�Ý
EXEC �¥�Ð�å�»�†
°�Š�K�r�M�����_�
�‚�K�8  VLAN ID �†�æ���K�Z  vlan �¥�Ð�å�»�†
°�Š�K�Z  VLAN
�†�8�B�M�•�?�
�¤�Ñ�b  VLAN ID �†
°�Š�K�Z  VLAN �†�š�f�K�r�M���¹�Ç�›�Ý�º�b  VLAN 0¿���†�Q#Ý
�M�•�?>& /² 12-2�†�g!·>' �
0
�X�b�¥�Ð�å�»�†
°�Š�K�Z  VLAN �†0¿���[�A�r�M���G�b�Ô�î�»�[�Q#Ý�[
�A�•�Ÿ�î�á�î�»�b0ò(ý�_�X�8�Z�c�
�G�b�Ü�Ü�î�«�b�¥�Ð�å�»  �Ü�Ç�“�Þ�å�«�_0°3U�I�€�Z�8�•  vlan
VLAN �¹�î�±�Ë�î�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�g!·�K�Z�C�T�I�8��0¿���†)
�¢�K�S�}�

apply �r�S�c  exit �†
°�Š�K�Z�
0¿���†�w� �_�M�•�²0[�@�6�~�r�M�� exit �¥�Ð�å�»�†
°�Š�M�•�\�
�M
�m�Z�b�¥�Ð�å�»�@4:#Ý�I�€�Z�
 VLAN �¹�î�±�Ë�î�«�@�f�‚�I�€�r�M�� VTP �»�Ó�–�å
Æ�b�Ú�b�«�–�µ
�³�_  VTP �Ó�µ�­�î�ª�@3æ�™�I�€�
�–�¿�î�È�Ý  EXEC �Ô�î�»  �É�ß�å�É�º�@/²&g�I�€�r�M��



'¨ 12 'v       VLAN �b0¿��
�† =(
�V  VLAN �b0¿��

12-9
Catalyst 3560 �«�–�µ�³  �¯�Ç�º�˜�™�”  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �ž�–�»

OL-8553-01-J

VLAN 0¿���b�–�Ñ
VLAN ID 1 >|  1005 �b0¿���c�
�–�_  VLAN �¹�î�±�Ë�î�«�_�–�Ñ�I�€�r�M>& vlan.dat �Ç�“�–�Ý>' �� VTP
�Ô�î�»�@�º�Û�å�«�Ì�”�Þ�å�º�b���œ�
 �Q�€�}�b0¿���v�«�–�µ�³�b��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“
�–�Ý�_�A(á�I�€�r�M�� copy running-config startup-config �–�¿�î�È�Ý  EXEC �¥�Ð�å�»�†�Q#Ý�K�Z�
�«
�±�î�º�”�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�[�A�r�M�� VLAN 0¿���†/²&g�M�•�_
�c�
 show vlan �–�¿�î�È�Ý  EXEC �¥�Ð�å�»�†
°�Š�K�r�M��

VLAN �>�|�g  VTP �_��>&�Ñ�G(
�V  VLAN 0¿���_���†�µ�t>'�†�«�±�î�º�”�µ�É  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å  �Ç�“�–�Ý�_�–�Ñ�K�Z�
 �«�–�µ�³�†
Ì2s�·�M�•�\�
 �«�–�µ�³�b0¿���c���b�|�:�_4E�¥�I�€�r�M��

• �«�±�î�º�”�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�>�|�g  VLAN �¹�î�±�Ë�î�«
Æ�b  VTP �Ô�î�»�@�º�Û�å
�«�Ì�”�Þ�å�º�[�
 VLAN �¹�î�±�Ë�î�«�\�«�±�î�º�”�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�b
VTP �»�Ó�–�å�¡�@�M+´�M�•���œ�c�
 VLAN �¹�î�±�Ë�î�«�@!“0i�I�€>&�¡�Ü�”�I�€>' �
�«�±�î�º
�”�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý
Æ�b  VTP �>�|�g  VLAN 0¿���@�Q#Ý�I�€�r�M�� VLAN
�¹�î�±�Ë�î�«
Æ�b  VLAN �¹�î�±�Ë�î�«  �Ü�Å�ª�Ù�å$��•�c�š�f�I�€�r�O�‡��

• �«�±�î�º�”�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å
Æ�b  VTP �Ô�î�»�r�S�c�»�Ó�–�å�¡�@  VLAN �¹�î�±
�Ë�î�«�\�M+´�K�^�8���œ�
�q�6�b  1005 �¶�b  VLAN �b�»�Ó�–�å�¡�
 VTP �Ô�î�»�
�>�|�g  VTP 0¿
���_�c  VLAN �¹�î�±�Ë�î�«�_���@�Q#Ý�I�€�r�M��

• VTP �Ô�î�»�@�§�î�Â�b���œ�
�q�6�b  1005 �¶�b  VLAN �b�»�Ó�–�å�¡�>�|�g  VLAN 0¿���_�c
VLAN �¹�î�±�Ë�î�«�_���@�Q#Ý�I�€�r�M��

�@�– 2s�·�ì�_  VLAN �¹�î�±�Ë�î�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�@�Q#Ý�I�€�
�«�±�î�º�”�µ�É  �¥�å�Ç�•� �×
�Þ�î�©�Ù�å  �Ç�“�–�Ý�_�Ñ�G(
�V  VLAN 0¿���@�µ�r�€�Z�8�S���œ�
�©�«�¸�Ò2s�·�ì�_�G�b�_���c�»
�ƒ�€�r�M��

�–�î�§�¿�µ�º  VLAN �b�¹�Ç�›�Ý�º0¿��
/² 12-2 �_�–�î�§�¿�µ�º  VLAN �b�¹�Ç�›�Ý�º0¿���†&g�K�r�M��

>&�@>' �«�–�µ�³�@�§�Ï�î�º�M�•�b�c�
�–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�T�E�[�M�� FDDI �>�|�g�º�î�¡�å�Ü
�å�¢  VLAN �c�
�ß�î�•�Ý�[�c�§�Ï�î�º�I�€�^�8�b�[�
 FDDI �>�|�g�º�î�¡�å�Ü�å�¢  �Ó�¹�•�”�[�w�b
"I�ö�c�
�Ú�b�«�–�µ�³�_�P�M�•  VTP �¢�ß�î�Â�Ý  �”�»�Â�±�–�¬�_�b�s0¿���K�r�M��

/² 12-2 �–�î�§�¿�µ�º  VLAN �b�¹�Ç�›�Ý�º�Í�>�|�g(
�V

�Ã�Û�Ó�î�± �¹�Ç�›�Ý�º�Í (
�V

VLAN ID 1 1 >|  4094

>&�@>' �Ñ�G(
�V  VLAN >&VLAN ID
1006 >|  4094>'�c  VLAN �¹�î
�±�Ë�î�«�_�c�–�Ñ�I�€�r�O
�‡��

VLAN �¡ VLANxxxx�� xxxx �c  VLAN ID $��•�_
'¼�K�8 4 �F�b�X�Ð>&
›/œ�®�ß�†�µ
�t>'�[�M��

(
�V�^�K

IEEE 802.10 SAID 100001>&100000 �\  VLAN ID �b�ô>' 1 >|  4294967294
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�–�î�§�¿�µ�º  VLAN �b�8�B�r�S�c�š�f
VLAN �¹�î�±�Ë�î�«
Æ�b�›�–�î�§�¿�µ�º  VLAN �_�c�
 1 >|  1001 �b  4 �F�b�M�–�b  ID �@0¿���I�€�Z�8
�r�M�� VLAN ID 1002 >|  1005 �c�
�º�î�¡�å�Ü�å�¢�>�|�g  FDDI VLAN #Ý�_�£(Ù�I�€�Z�8�r�M���† =
(
�V  VLAN �†�8�B�K�Z  VLAN �¹�î�±�Ë�î�«�_3ã�•�M�•�_�c�
 VLAN �_$��•�>�|�g�¡�S�†�m�~�\�Z
�r�M��

>&�@>' �«�–�µ�³�@  VTP �º�Û�å�«�Ì�”�Þ�å�º  �Ô�î�»�b���œ�
 1006 �†2x�<�•  VLAN ID �†�m�~�\�Z�•�G�\�@
�[�A�r�M�@�
�Q�€�}�†  VLAN �¹�î�±�Ë�î�«�_3ã�•�M�•�G�\�c�[�A�r�O�‡�� ���Ñ�G(
�V  VLAN �b0¿
���� >&p.12-15>' �†�g!·�K�Z�C�T�I�8��

VLAN �b3ã�•�ì�_�æ���I�€�•�¹�Ç�›�Ý�º  �Ã�Û�Ó�î�±�b�M0t�c�
 ���† =(
�V  VLAN �b0¿���� >&p.12-6>'
�†�g!·�K�Z�C�T�I�8��

config-vlan �Ô�î�»�†�Q#Ý�K�Z�–�î�§�¿�µ�º VLAN �†�8�B�r�S�c�š�f�M�•�_�c�
�–�¿�î�È�Ý  EXEC
�Ô�î�»�[���b�m8p�†��/œ�K�r�M��

MTU �§�–�¬ 1500 1500 >|  18190

�º�Û�å�«�Þ�î�©�Ù�¼�Ý
�È�Ü�µ�ª  1

0 0 >|  1005

�º�Û�å�«�Þ�î�©�Ù�¼�Ý
�È�Ü�µ�ª  2

0 0 >|  1005

VLAN �«�¸�î�º �”�¡�¸�•�È �”�¡�¸�•�È�
�§�«�Ì�å�»

�Ü�Ô�î�º  SPAN �¹�•�­�î�È�Ý �–�¿�î�È�Ý�
�¹�•�­�î�È�Ý

�É�Û�–�Ë�î�º  VLAN 0¿���^�K 2 >| 1001�
 1006>| 4094

/² 12-2 �–�î�§�¿�µ�º  VLAN �b�¹�Ç�›�Ý�º�Í�>�|�g(
�V>&)F�A>'

�Ã�Û�Ó�î�± �¹�Ç�›�Ý�º�Í (
�V

�¥�Ð�å�» % $×

�«�¸�µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�¸�µ�É 2 vlan vlan-id VLAN ID �†
°�Š�K�Z�
 config-vlan �Ô�î�»�†6ä���K�r�M���‚0d
�b  VLAN ID �†
°�Š�K�Z  VLAN �†�8�B�M�•�?�
�r�S�c�¤�Ñ�b
VLAN ID �†
°�Š�K�Z�Q�b  VLAN �†�š�f�K�r�M��

>&�@>' �G�b�¥�Ð�å�»�[�æ���[�A�•  VLAN ID (
�V�c  1 >|  4094
�[�M�� 1005 �†2x�<�•  VLAN ID >&�Ñ�G(
�V  VLAN >'�†
3ã�•�M�•�m8p�_�X�8�Z�c�
 ���Ñ�G(
�V  VLAN �b0¿����

>&p.12-15>' �†�g!·�K�Z�C�T�I�8��

�«�¸�µ�É 3 name vlan-name >&�õ�–>' VLAN �b�¡�S�†
°�Š�K�r�M�� VLAN �¡�†�æ���K�^�?�W
�S���œ�_�c�
�¹�Ç�›�Ý�º�\�K�Z�
 VLAN �\�8�:1��b�‹�•�_
›/œ
�®�ß�†�µ�u�S vlan-id �@�Ü�•�I�€�r�M���S�\�<�d�
 VLAN 4 �b�¹
�Ç�›�Ý�º�b  VLAN �¡�c  VLAN0004 �_�^�~�r�M��

�«�¸�µ�É 4 mtu mtu-size >&�õ�–>' MTU �§�–�¬>&�r�S�c�Ú�b  VLAN "I�ö>'�†�š�f�K�r�M��
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