A

aaa accounting dotlx =~ F 241

aaa authentication dotlx =~ > N 2-3

aaa authorization network =~ > N 2-5, 2-22, 2-28,
2-30, 2-32, 2-34, 2-36, 2-145, 2-298, 2-300, 2-301, 2-465,

B-7, B-35
AAA X 2-3
ACE 2-129, 2-392

ACL
deny 2~y K 24127
Ip  2-202
FFRr 2-390
JEIP 7u hausfis  2-305
#r  2-448

LAY 2408 —T AR 2-202
archive copy-sw 2~ K 2-6
archive download-sw =<~  2-9
archive tar =~ > K 213
archive upload-sw =~ K 2-16
arp access-list =¥ >~ 2-18
authentication command bounce-port ignore  2-20
authentication command disable-port ignore  2-21
authentication control-direction =~ > K  2-22
authentication event =~ N 2-24
authentication fallback =< > F  2-28
authentication host-mode =~ > K  2-30
authentication mac-move permit =< K 2-32
authentication open =~ K 2-34
authentication order =~ K 2-36
authentication periodic =~ K  2-38
authentication port-control =~ > F  2-40
authentication priority =~ K 2-42

authentication timer =~ > K  2-44

INDEX

authentication violation =~ K 2-46
auth-fail max-attempts =~ >
ldotlx auth-fail max-attempts =~ > K| % &M
auth-fail vlan
ldotlx auth-fail vlan| % Z:fR
auth open =~ K 2-34
auth order = v K 2-36
auth timer =~ K 2-44
auto qos classify =~ N 2-48
auto qos trust =¥ K 2-52
auto qos video 2 v > K 2-55

auto qos voip =¥ K 2-58

B

BackboneFast, STP i  2-680

boot auto-copy-sw =2~ K 2-64
boot config-file =~ N  2-66

boot enable-break =~ 2-67

boot helper-config file =~ F  2-69
boot helper =~  2-68

boot manual =~ K  2-70

boot private-config-file =~ K  2-71
boot system 2~ K 2-72

boot (F—h m—%—) a~v K A-2
BPDU W/ — K, A= Y U—H 2-684, 2-719

BPDU 74 V&V r ANR=v7 VU—H 2-682,
2-719

Cc

cat (F—hp—%—) a<v kK A-4

channel-group =~ 2-74
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channel-protocol =~ 2-78
Cisco IP 7 A 7
Auto-QoS &iE  2-55
Cisco SoftPhone
auto-QoS D E  2-58
EEINEATy NEEETS 2-360
Cisco Telepresence > A7 A
Auto-QoS #&iE  2-55
CISP
[Client Information Signalling Protocol | % &
debug platform cisp =¥ K B-35
cisp enable =¥ F  2-79
class-map =¥ K 2-83
class =~ N 2-80
clear dotlx =~ >~ 2-86
clear eap sessions = v K 2-87
clear errdisable interface  2-88
clear ip arp inspection log =< > F  2-85
clear ip arp inspection statistics =~ > K 2-89
clear ip dhcp snooping database =~ F  2-90
clear lacp =¥ K  2-92
clear logging onboard =~ K 2-93
2-94, 2-96

clear nmsp statistics =~ N 2-97

clear mac address-table =~ > N

clear pagp = v 2-98

clear port-security =~ > K 2-99

clear psp counter 2-101

clear psp counter =~ > K 2-101

clear spanning-tree counters =~ > N 2-102

clear spanning-tree detected-protocols =< > K  2-103
clear vmps statistics =< > F  2-105

clear vtp counters =~ > F  2-106

Client Information Signalling Protocol  2-79, 2-145,

2-465, B-7, B-35

cluster commander-address =~ K 2-107
cluster discovery hop-count =< > K 2-109
cluster enable =<~  2-110

cluster holdtime =~ > F  2-111

cluster member =2~ K 2-112

cluster outside-interface =~ F  2-114
clusterrun =< K 2-115
cluster standby-group =~ > K  2-116
cluster timer =~ K 2-118
config-vlan £— F

BAth  2-797

o< K 2-798
copy logging onboard =~ > 2-119
copy (F—hmr—%—) 2~ F A-5
CoS

HEEO L#Ex  2-328

FE Ty h~DT 750 MEDOEID 4T 2-328
CoS/DSCP v v~ 2-332
CPU ASIC #t#t, #/r  2-473
crashinfo 7 7 /L 2-188

D

debug authentication B-2

debug auto qos =¥ KN B-4

debug backup =~ N B-6

debug cisp =¥ K B-7

debug cluster =¥ K B-8

debug dotlx =~¥> K B-10

debug dtp =~v > F B-12

debugeap =¥ F B-13

debug etherchannel =~ >~ B-14

debug ilpower =~ F  B-15

debug interface =~v >~ B-16

debug ip dhcp snooping =~ F  B-17
debug ip igmp filter =~ F B-19

debug ip igmp max-groups =~ > N B-20
debug ip igmp snooping =~  B-21
debug ip verify source packet =~ B-18
debug lacp =~ B-22

debug lldp packets =~ > B-23

debug mac-notification =~ > K B-24
debug matm move update =~ K B-26

debug matm =~ > K B-25
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debug monitor =~ > N B-27

debug mvrdbg =~ F  B-29

debug nmsp =~ F B-30

debug nyram =~ K B-31

debug pagp =~v > K B-32

debug platform acl =< K B-33

debug platform backup interface =~ K B-34
debug platform cisp =~ K B-35

debug platform cli-redirection main =~ > N  B-36
debug platform configuration =~ > K B-43
debug platform cpu-queues =~ > N B-38
debug platform dotlx =~ K B-40

debug platform etherchannel =~ >~ B-41
debug platform forw-tcam =~ > 8 B-42

debug platform ip arp inspection =~ > N B-44
debug platform ip dhep =~ F  B-45

debug platform ip igmp snooping =~ K  B-46
debug platform ip source-guard =~ > N B-48
debug platform led =~ > B-49

debug platform matm =~ K  B-50

debug platform messaging application =~ >  B-52

debug platform phy =~ >~ B-54

debug platform pm =~ > K B-56

debug platform port-asic =~ > K B-58
debug platform port-security =~ >~ B-59
debug platform qos-acl-tcam =~ > N B-60
debug platform resource-manager =~ > N B-61
debug platform snmp =~ F  B-62

debug platform span =~ > F B-63

debug platform stack-manager =~ > N B-64
debug platform supervisor-asic =~ F  B-65
debug platform sw-bridge =~ F  B-66
debug platform tcam =~ >  B-67

debug platform udld =~ K B-69

debug platform vlan =~ > K B-70

debugpm =~ K B-71

debug port-security =¥ K B-73

debug qos-manager =~ > N B-74

debug spanning-tree backbonefast =~ > K B-77

Index W

debug spanning-tree bpdu-opt =~ > K B-79
debug spanning-tree bpdu =~ >~  B-78
debug spanning-tree mstp =~ > N B-80
debug spanning-tree switch =~ > K B-82
debug spanning-tree uplinkfast =~ > F  B-84
debug spanning-tree =~ K B-75

debug sw-vlan ifs =~ K B-87

debug sw-vlan notification =~ > B-89
debug sw-vlan vtp =~ > F B-91

debug sw-vlan =¥ N B-85

debug udld =~ K B-93

debug vqpc =~ K B-95

define interface-range =~ > N  2-121

delete =<~ K 2-123

delete (77— m—%—) a~v K A6

deny (ARP77tEA URARN a7 4F¥al—a) 2
~v K 2125

deny =~> F 2127
DHCP AX—v' >/
A4 F2—7 Ak
VLAN | 2-240
A H—T A A LETEMHE  2-238
F 7 a 82 2-233,2-235

Ty ALy FNLDOEFETE 2Ty DT
A 2-235

I —@miEL A ~— 2185
L— MR 2-237
DHCP AX—VE T NA T 4 T —=H =2
V= MERHEROZ VT 2-90
EET  2-426
T—HNR—RA =V b, FHE 2-230
NA T T
Hik:  2-228
B 2-228
NA T4 T Ty A0, &E  2-230
dir (7—hm—=%—) avr K AT
dotlx auth-fail max-attempts =< F  2-139
dotlx auth-fail vlan 2-141

dotlx control-direction =2~ K  2-143
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dotlx credentials (/' m— L a7 4 X2l — g ))
a<v2 K 2145

dotlx critical f vV #—7 =2 A A I T 4 X2 b —T 7
a<wy K 2148

dotlx critical 7 m— 3L a7 4 FXF a2l — gy avw
K 2-146

dotlx default =< > F

dotlx fallback =~ > K

2-150
2151
2-152
2-154
2-156

dotlx mac-auth-bypass =2~

dotlx guest-vlan =< > K
dotlx host-mode =< N
dotlx initialize =~ > K
2157
dotlx max-reauth-req =~ K  2-159
dotlx max-req 2 ~¥ > K 2-161

2-162

dotlx port-control =~ >

dotlx pac =~ K
2-163
2165

2-166
dotlx supplicant controlled transient =~ > K  2-167
2-169

dotlx re-authenticate =~ K

dotlx reauthentication =2~ > K

dotlx supplicant force-multicast =< > N
dotlx test eapol-capable =~ K  2-170
dotlx test timeout =~ K 2-171
2172
dotlx violation-mode =~ >
dotlx =<=> R~ 2137
DSCP/CoS w7 2-332
DSCP/DSCP Z i~ » 7
DTP 2-761
DTP x3vx—3v 3
DTP 77 v~
T —miE s A ~—
=7 —kl 2179
dual-purpose 7 v 7V 7 F—h
TITATIRAT 4T OFRKR 2-523
REFRER AT g v DOFER  2-520
2 A 7O 2-320
duplex 2= K 2-176
dynamic auto VLAN A "y 7 E— R
dynamic desirable VLAN A /Ny 7 E— R

dotlx timeout =< > K

2175

2-332

2-763

2-185

2-760
2-760
Dynamic Host Configuration Protocol (DHCP)

[DHCP A X—Vt' 7| %M

Dynamic Trunking Protocol (¥ A4 FIv 27 R %7
Za haj)

[DTP] =M

E

EAP-Request/Identity 7 L — A
FXET 2 TORM 2172
FEToRERE 2-161

epm access-control open  2-178

errdisable detect cause small-frame =~ > N  2-182

2179

errdisable recovery cause small-frame

errdisable recovery =~ > K 2-185

errdisable f % —7 = A A Fr  2-517

errdisable #iti  2-179

EtherChannel
EtherChannel/PAgP ®7 "> 7' £~ B-14
LACP

channel-group f§# 7 V7  2-92, 2-93
VAT TITAFYT 4 2-285

TR T Ayk—U Frk  B-22

#<  2-563

7'a ha Lo 2-78

Ry NAZ NS K= bhOKR—k TTA4FY

errdisable detect cause =~ N
2-184

54 2-283
T— K 2-74

PAgP
channel-group f&#H» 27 V7 298
=7 —[miEL A ~— 2185
=7 —f 2179
G 2-384
EHAR— K~ 7—F— 2-384

EENT T4 I DA E—T oA ADTSTAF

V74  2-386

FRy T Avk—Y, Fx B-32
#~ 2-618

WA — K~ 7—F— 2-384
ET—F  2-74
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=P Fy ALV E =T 2 ADF ¥ IV T N—TF

~OEY YT 2-74

A2 —7 oA AER, Rx 2-517
For 2-511

AR 2-399

TTy N T A —LEEEANR NOT NN T F
7~ B-41

R—k F ¥ RGBS v F—T = A ZDAE
Bk 2-195

Ethernet controller, X% v 7 AK— hMEH  2-482
exception crashinfo =<~ 2-188, 2-193

F

fallback profile =~ K 2-189
flash_init (77— bk @ —¥—) =< F A9
Flex Link

RE  2-753

For 2-517

5 VLAN O E  2-756
flowcontrol =< F  2-191
format (77— h r—%—) a~vF A0
fsck (Z7—h m—F—) < F A1

H

help (7—hF m—%—) a<w>F A-12

Hot Standby Router Protocol (7> h 2 & /34 L—%&
o ko)

THSRP| #& M

HSRP
HSRP /' V—T DU FAZ~DA 2 K 2-116
ABNRA T—T 2-116

IEEE 802.1x
EXT IO  2-185
AA v FR—F EF—FK 2761
[R— b _R—=ZDFGFE] LB

Index W

IEEE 802.1x iR— b X — 2 FREF

AN VLAN O% 7V B DA R—T )b
. 2-140, 2-151, 2-190

IGMP 7 Vv —7 \KREOHTE 2-244
IGMP g K7 v—"7, 73> 7 B-20
IGMP A X —t 7
querier 2-252
£ x—7 it 2-248
A B =T 2 A AD MR DETBMEE 2-258
7 x ) —FR  2-256

TN—=TDAFT 47 ANELTDOR— DB
m o 2-262

24 v FO MR u DET@AEE  2-256
REFRENLE Y A ~—D A 2—T7 Ak 2-250
BV BBHERE D A R — 7 Ak 2-259
Fax  2-542
7o v T4 s —Hvr b 2-256
LaR— M 2-254
IGMP 7 4 V%
WH  2-243
TRy T Avk—Y Fx B19
IGMP 71 7 7 A /L
TER  2-246
#For 2-541
interface port-channel =<~  2-195
interface range =~ K 2-197
interface vlan =< > N 2-200

Internet Group Management Protocol (/> % —* v k 7
N—TEHT v b=

[IGMP] % &M
ip access-group =¥ N 2-202
ip address =¥ F  2-205
ip admission name proxy http =~ > F  2-209
ip admission =~ > K  2-207
ip arp inspection filter vlan =< > K  2-211
ip arp inspection limit =~ N 2-213
ip arp inspection log-buffer =~ >~  2-215
ip arp inspection trust =~ > N 2-217
ip arp inspection validate =~ > K 2-219

ip arp inspection vlan logging =< K  2-222
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2-221
2-224

ip arp inspection vlan =~ K
ip device tracking probe =1~ > F
2-226
ip dhcp snooping binding =~ >

ip device tracking =~ > K
2-228
2-230

ip dhcp snooping information option allow-untrusted =2~
v K 2-235

ip dhcp snooping information option =~ >

ip dhcp snooping limit rate =~ K 2-237

2-238
2-239

ip dhcp snooping vlan information option format-type
circuit-id string =~ > K 2-241

ip dhcp snooping vlan =< K 2-240
2-227

ip dhcp snooping database =~

2-233

ip dhcp snooping trust =< N

ip dhcp snooping verify =~ > K

ip dhep snooping =~

IP DHCP A X—E 7
[DHCP A X —t 7| Z&H

2-243

ip igmp max-groups =~ > K 2-244

2-246

ip igmp snooping last-member-query-interval =<
o 2-250

ip igmp filter =~ K

ip igmp profile =< N

ip igmp snooping querier =¥ N 2-252
ip igmp snooping report-suppression =~ N 2-254
ip igmp snooping ten flood =~ K 2-258
ip igmp snooping tcn =~ K 2-256
ip igmp snooping vlan immediate-leave =~ K  2-259
ip igmp snooping vlan mrouter =~ K 2-260
ip igmp snooping vlan static =~ > F  2-262
ip igmp snooping =~ N 2-248
IP Phone
auto-QoS O E  2-58
BIESNTARTry FEEET S 2-360
IP Precedence/DSCP ~ > 7 2-332
ip source binding =~ N 2-264

2-266

ipv6 mld snooping last-listener-query count =< >~
F2-271

ipv6 mld snooping last-listener-query-interval =~ >~
K 2-273

ipssh 2~ F

ipv6 mld snooping listener-message-suppression =</
F o 2-275

ipv6 mld snooping robustness-variable =~ >
2-279

2-281
2-269
2-430

2-267

2-277
ipv6 mld snooping tcn =< > K
ipv6 mld snooping vlan =< >
ipv6 mld snooping =~ K
IPv6 SDM 7 > 7L — |
ip verify source =~ N
IP7 FLA, &RE 2-205
P EEXLH—F
A Fx—7 it 2-267
ART 47 IPERIEAA T 47
T4 ®—7 it 2-267
IP~VFFx AT LA 2-367

2-264

L

LACP
[EtherChannel] % Z:#
lacp port-priority =~ > K  2-283
2-285
Link Aggregation Control Protocol
[EtherChannel] % Z:[#

link state group =~ > K

lacp system-priority =~ F

2-287
2-289

location (f v Z—T xA X a7 4 Fal—gr) a
~ K 2-292

location (ZFm— L a7 4 Fal—gy) avy
o 2-290

link state track =~ > K

logging event power-inline-status =~ K 2-295
logging event 2~ > K 2-294

logging file =~ > K  2-296

M

mab request format attribute 1 =< F  2-298
mab request format attribute 2 =~ F  2-300
mab request format attribute 32 =~ > K 2-301

mac access-group =~ N 2-303
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mac access-list extended =~ F  2-305

mac address-table aging-time 2-303

mac address-table aging-time =~ > K 2-307
mac address-table learning =~ > K 2-308
mac address-table move update =~ > K  2-310
mac address-table notification =~ > K 2-312
mac address-table static drop =~ K 2-315
mac address-table static =~ > N 2-314
MACT7T7tA URA}+ 2127

MACTZ7%®A VAo 7 4Fal— 3y F—
rF 2-305

MAC 7 FL &
MAC 7 RLRAWBHI b T v 7 DA x—T7 0k 2-312

MAC 7 RL AT —TVBITRHG DA X —T )b
& 2-310

VLAN 2t D MAC T RV A == 7 D7 {t—
7t 2-308

BEAH 7  2-738

ABT A4 VT
A E—Tx2fALTFRry7 2315
BNk L OHIBR  2-314

#For 2-590
CULR)
TV T A5 2-307
HiER  2-94
#For  2-583
FoR

VLAN Hfr  2-592

VLAN o7 KL 2% 2-582

A B —7 A ABL 2-585

AET 4 v Y 2-590

AET 4y NIV BIOIA T Iy =

U 2577
WA E  2-588
) 2-583

MAC 7 KL R 7 v—7 Fox  2-576
MAC 7 KL A@H, 7 3v 7  B-24

match (7 7 A~y 7 av7 4 Xal—ay) avy
K 2-317

Maximum Transmission Unit (Jx Rk =v K)

Index W

IMTUJ %R
mdix auto =2~ K  2-319

media-typerjd5 (T 4> a7 4F¥al—ar) av
K 2-322

media-type (f v ¥ —T 2/ A a7 4Fal—val)
avw K 2-320

memory (7 —h B—X—) a~vF A3
mkdir (F7—F B—%—) a~vF A15
MLD A X—t 7

A X =7t 2-269

s —DRE 2-271,2-273

RE  2-275, 2-277

MR R CEFRAORRE 2279

#~  2-553
mls qos aggregate-policer =~ > K 2-326
mls qos cos =¥ N 2-328
mls qos dscp-mutation =< K  2-330
mls qos map =~ K 2-332
mls qos queue-set output buffers =~ 2-336
mls qos queue-set output threshold =~ > K 2-338
mls qos queue-set stack buffers =~ F  2-340
mls qos rewrite ip dscp =~ K 2-342
mls qos srr-queue input bandwidth =~ > K 2-344
mls qos srr-queue input buffers =~ 8 2-346
mls qos srr-queue input cos-map =~ > N 2-348
mls qos srr-queue input dscp-map =~ K 2-350
mls qos srr-queue input priority-queue =~ > K 2-352
mls qos srr-queue input threshold =< 8 2-354
mls qos srr-queue output cos-map =~ > K 2-356
mls qos srr-queue output dscp-map =~ > K 2-358
mls qos trust =< K 2-360
mls qos =¥ K 2-324
Mode A% >, NRAU— REIE 2-435
monitor session =~ K 2-362
more (F—h m—%—) a<vr kK A-16
MSTP

MST V—> =3 v

MST=2v74Falb—v3ayEF—F 2700
VLAN & A U RZ LV AMO~ vy BT 2-700
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BEFHIMEE TR OF R 2-700
a7 4 Fal—vary JEYa E
= 2-700

E4  2-700
#2636
EHEOFI  2-700
EHEOWEM  2-700
AT — MEHROETR  2-635
AT — METE
BPDU % — KA x—7 /vt 2-684, 2-719

BPDU 7 4 V& U T DA 3x—T7 Wk  2-682,
2-719

PortFast s{JSAR— hDT v v &7 2-719
Port Fast A x—7 1k, 2-719, 2-722
HAIEIRIEIRFR  2-704

THT—F 4 T AT — h~DEHEBE
17 2-694

Tavx T AT LT T =T 4T A
T— bk~ 2722

VA= PRI T —=07 25— DO
M 2-704

HHEEH 2103

NZ X~ 2-702

*~ 2-636

7a ha BT e AOEKE  2-103

v kha)n E—FK  2-698

Voo 247 2-694

N—hk AL v TF
BPDU Ku v FETORKEy 74  2-709
BPDU 2 vE&—UME 2-707
hello BPDU # v&—U OfkE  2-705, 2-715
hello # 1 & 2-705, 2-715
PR AT N ID OFE 2-690
2L FOTIAFVT 4 2-T14
BRICEHT K- 779404V T7 4 2-T11
TIA4= ) EixwhFY 2-715
AHIR  2-707

Jb— K F— |
RER— FOHIR  2-692
J—h A—F  2-692

N— K& DR —FOHIE  2-692
N—T JT— R  2-692
MTU
Ja—rVREDRR 2-648
YA XD E  2-781
Multicase Listener Discovery
MLDJ =2/
Multicast Listener Discovery
MLD| =%}
Multicast VLAN, MVR  2-368
Multicast VLAN Registration
IMVR] %#Z M
MVR
T RvADZA VT A 2-368
A F—=T7 A AFHROER 2610
A UH—T oA ADEE  2-370

wiE  2-367
TRy Ayt —Y KR B-29
#x 2-608

AU FOoR 2-612
mvr vlan group =~ K 2-371
mvt ({o X2 —Tx2A R A7 4 X2l —gy) avy
r 2-370
mvr (ZFe—)L a7 4Xal—vay) avy
F o 2-367

N

Network Admission Control Software Configuration
Guide 2-208, 2-210

network-policy profile (xy NIV —2KY v— a7 ¢
Xal—y3gy) av K 2376

network-policy (/m@— VL 27 4 Fal—3) 2
~r K 2-374

network-policy =~ > K 2-373

nmsp attachment suppress =~ K 2-380
nmsp =2 ~¥ 2 K 2-378

no authentication logging verbose  2-381
no dotlx logging verbose  2-382

no mab logging verbose  2-383
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nonegotiate, HE  2-730

novlan =< K  2-797

P

PAgP

[EtherChannel] % %8
pagp learn-method =~ > F  2-384
pagp port-priority =~ > K 2-386

permit (ARP 77X URA K av 7 4 Fal—3)
a~v2 K 2-388

permit  MACT7Z7 A VAL a7 4Fal—al)
o< K 2-390

Per-VLAN Spanning-Tree Plus
[STP) %%
PIM-DVMRP, ¥/ FF ¥ R h L—&5E G 2-260
PoE
arvhue—7 LYRZEOLR  2-486
WRigom¥ 7 2-295
BHEAEHROTR R 2-624
BHERE— FORE 2-401
BIHBEORY 7 2-406
EIRE  2-404
wHOE=2Y 7 2-406
police aggregate =~ K 2-395
police =~ > K 2-393
policy-map =~ K 2-397
Port Aggregation Protocol
[EtherChannel | % %[
port-channel load-balance =< >  2-399
PortFast, AN=>7 > U —H 2-722
power inline consumption =~ > N 2-404
power inline police =~ 2-406
power inline =~ > K 2-401
Power over Ethernet
[PoE] &%
priority-queue =< N 2-409
psp 2-411
psp 2~v v K 2-411

Index W

PVST+
[STP) %P

Q

QoS
auto-QoS
RiE  2-58
FRyS A=Y KT B4

auto-QoS trust

RE  2-52
Auto-QoS v 7 A
E  2-55

DSCP &y 2-342
DSCP OfEfEHT&Z 54— b
DSCP/DSCP Z#fi~ ~ 7D EFHR  2-332
DSCP/DSCP Z£#i~ v 7 OiE/H  2-330
IP Phone O S AR 2-360
A4 X =7t 2-324
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