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A authentication violation =~ K 2-46
auth-fail max-attempts =~ >
aaa accounting dotlx =~ F 21 ldotlx auth-fail max-attempts =~ > K| % &M
aaa authentication dotlx =~ > N 2-3 auth-fail vlan
aaa authorization network =~ N 2-5, 2-22, 2-28, ldotlx auth-fail vlan] %% ¥

2-30, 2-32, 2-34, 2-36, 2-145, 2-298, 2-462, B-7, B-35
AAA K 23
ACE 2-129, 2-389

auth open =~ K 2-34
auth order =~ > K  2-36

auth timer =2~ F 2-44

ACL auto qos classify =~ N 2-48
deny =~/ 1 2427 auto qos trust =~ > K 2-52
{P 2-202 auto qos video 2 v > K 2-55
P 2387 auto qos voip =¥ K 2-58
FEIP 7 v bk auxtis 2-302
R 2-445
LAY 208 —T = AL 2202 B

hi Ssw aIv 2 K 2-6
Arciive copy=sw BackboneFast, STP /i 2-677

boot auto-copy-sw =~ N 2-64

archive download-sw =~ > K 29

hive tar =~ > K 2-13
archive tat . boot config-file =~ K  2-66
hi load-sw =~ > K 2-16
Arehive upfoad-sw i boot enable-break =~ > K 2-67
lista~r K 218
ap acc§ss ‘1s . boot helper-config file =~ F  2-69
authentication command bounce-port ignore  2-20
o . . boot helper =~  2-68
authentication command disable-port ignore  2-21
v 2.29 boot manual =~ > K  2-70
thenticati trol-directi =ic -
authentication controf-cirection boot private-config-file =~ K  2-71
authentication event =~ > N 2-24 .
boot system 2~ K 2-72

boot (F—h B—%—) a~<v> K A2
BPDU #— K, A= 7 Y U—H 2-681, 2-716

BPDU 74 V&V r ANR=v7 YU—H  2-679,
authentication open =~ > 2-34 2-716

authentication fallback =~ K 2-28
authentication host-mode =~ > K  2-30

authentication mac-move permit =~ > N 2-32

authentication order =~ > K  2-36

authentication periodic =~ K 2-38

Cc

authentication priority =~ K 2-42 cat (F—h B—F—) a<r F A4

authentication port-control =~ > F  2-40

authentication timer =~ F  2-44 channel-group =~  2-74
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channel-protocol =~ 2-78
Cisco IP 7 A 7
Auto-QoS &iE  2-55
Cisco SoftPhone
auto-QoS D E  2-58
EEINEATy NEEET S 2-357
Cisco Telepresence > A7 A
Auto-QoS #&iE  2-55
CISP
[Client Information Signalling Protocol | % &
debug platform cisp =¥ K B-35
cisp enable =¥ F  2-79
class-map =¥ K 2-83
class =¥ K 2-80
clear dotlx =~ >~ 2-86
clear eap sessions = v K 2-87
clear errdisable interface  2-88
clear ip arp inspection log =< > F  2-85
clear ip arp inspection statistics =~ > K 2-89
clear ip dhcp snooping database =~ F  2-90
clear lacp =¥ K  2-92
clear logging onboard =~ K 2-93
clear mac address-table =~ > 2-94, 2-96
clear nmsp statistics =~ N 2-97
clear pagp = v 2-98
clear port-security =~ > K 2-99
clear psp counter 2-101
clear psp counter =~ > K 2-101
clear spanning-tree counters =~ > N 2-102
clear spanning-tree detected-protocols =~ >~ 2-103
clear vmps statistics =< > F  2-105
clear vtp counters =~ > F  2-106

Client Information Signalling Protocol  2-79, 2-145,
2-462, B-7, B-35

cluster commander-address =~ K 2-107
cluster discovery hop-count =< > K 2-109
cluster enable =<~  2-110

cluster holdtime =~ > F  2-111

cluster member =2~ K 2-112

cluster outside-interface =~ F  2-114
clusterrun =< K 2-115
cluster standby-group =~ > K  2-116
cluster timer =~ K 2-118
config-vlan £— F

Bite  2-794

a<r K 2-795
copy logging onboard =~ > 2-119
copy (F—hmr—%—) 2~ F A-5
CoS

EHEMHEO L#EE 2-325

FE Ty h~DT 750 MEOEID ST 2-325
CoS/DSCP v v~ 2-329
CPU ASIC #t#t, #/r  2-470
crashinfo 7 7 /L 2-188

D

debug authentication B-2

debug auto qos =¥ KN B-4

debug backup =~ N B-6

debug cisp =¥ K B-7

debug cluster =¥ K B-8

debug dotlx =~¥> K B-10

debug dtp =~v > F B-12

debugeap =¥ F B-13

debug etherchannel =~ >~ B-14

debug ilpower =~ F  B-15

debug interface =~v >~ B-16

debug ip dhcp snooping =~ F  B-17
debug ip igmp filter =~ F B-19

debug ip igmp max-groups =~ > N B-20
debug ip igmp snooping =~  B-21
debug ip verify source packet =~ B-18
debug lacp =~ B-22

debug lldp packets =~ > B-23

debug mac-notification =~ > K B-24
debug matm move update =~ K B-26

debug matm =~ > K B-25
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debug monitor =~ > N B-27

debug mvrdbg =~ F  B-29

debug nmsp =~ F B-30

debug nyram =~ K B-31

debug pagp =~v > K B-32

debug platform acl =< K B-33

debug platform backup interface =~ K B-34
debug platform cisp =~ K B-35

debug platform cli-redirection main =~ > N  B-36
debug platform configuration =~ > K B-43
debug platform cpu-queues =~ > N B-38
debug platform dotlx =~ K B-40

debug platform etherchannel =~ >~ B-41
debug platform forw-tcam =~ > 8 B-42

debug platform ip arp inspection =~ > N B-44
debug platform ip dhep =~ F  B-45

debug platform ip igmp snooping =~ K  B-46
debug platform ip source-guard =~ > N B-48
debug platform led =~ > B-49

debug platform matm =~ K  B-50

debug platform messaging application =~ >  B-52

debug platform phy =~ >~ B-54

debug platform pm =~ > K B-56

debug platform port-asic =~ > K B-58
debug platform port-security =~ >~ B-59
debug platform qos-acl-tcam =~ > N B-60
debug platform resource-manager =~ > N B-61
debug platform snmp =~ F  B-62

debug platform span =~ > F B-63

debug platform stack-manager =~ > N B-64
debug platform supervisor-asic =~ F  B-65
debug platform sw-bridge =~ F  B-66
debug platform tcam =~ >  B-67

debug platform udld =~ K B-69

debug platform vlan =~ > K B-70

debugpm =~ K B-71

debug port-security =¥ K B-73

debug qos-manager =~ > N B-74

debug spanning-tree backbonefast =~ > K B-77
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debug spanning-tree bpdu-opt =~ > K B-79
debug spanning-tree bpdu =~ >~  B-78
debug spanning-tree mstp =~ > N B-80
debug spanning-tree switch =~ > K B-82
debug spanning-tree uplinkfast =~ > F  B-84
debug spanning-tree =~ K B-75

debug sw-vlan ifs =~ K B-87

debug sw-vlan notification =~ > B-89
debug sw-vlan vtp =~ > F B-91

debug sw-vlan =¥ N B-85

debug udld =~ K B-93

debug vqpc =~ K B-95

define interface-range =~ > N  2-121

delete =<~ K 2-123

delete (77— m—%—) a~v K A6

deny (ARP77tEA URARN a7 4F¥al—a) 2
~v K 2125

deny =~> F 2127
DHCP AX—v' >/
A4 F2—7 Ak
VLAN | 2-240
A H—T A A LETEMHE  2-238
F 7 a 82 2-233,2-235

Ty ALy FNLDOEFETE 2Ty DT
A 2-235

I —@miEL A ~— 2185
L— MR 2-237
DHCP AX—VE T NA T 4 T —=H =2
V= MERHEROZ VT 2-90
HEr 2-423
T—HNR—RA =V b, FHE 2-230
NA T T
Hik:  2-228
B 2-228
NA T4 T Ty A0, &E  2-230
dir (7—hm—=%—) avr K AT
dotlx auth-fail max-attempts =< F  2-139
dotlx auth-fail vlan 2-141

dotlx control-direction =2~ K  2-143
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dotlx credentials (/' m— L a7 4 X2l — g ))
a<v2 K 2145

dotlx critical f vV #—7 =2 A A I T 4 X2 b —T 7
a<wy K 2148

dotlx critical 7 m— 3L a7 4 FXF a2l — gy avw
K 2-146

dotlx default =<~ >~  2-150
dotlx fallback =~ > N  2-151
dotlx guest-vlan =¥ > K 2-152
dotlx host-mode =~ F 2-154
dotlx initialize =~ > K  2-156
dotlx mac-auth-bypass =~ >~ 2-157
dotlx max-reauth-req =~ K  2-159
dotlx max-req 2 ~¥ > K 2-161
dotlx pac =~ K  2-162
dotlx port-control =~ K 2-163
dotlx re-authenticate =~ N 2-165
dotlx reauthentication =~ > K  2-166
dotlx supplicant controlled transient =~ > K  2-167
dotlx supplicant force-multicast =< > N  2-169
dotlx test eapol-capable =~ K 2-170
dotlx test timeout =¥ N 2-171
dotlx timeout =~ > K 2-172
dotlx violation-mode =~ > F  2-175
dotlx =~ 2137
DSCP/CoS v > 7 2-329
DSCP/DSCP £#i~ >~ 2-329
DTP 2-758
DTP x 2y x—3v 3 2-760
DTP 77 v~
I —mfEsA~— 2185
=7 —H 2179
dual-purpose 7 v 7V 7 F—h
TITATIRAT 4T OFRR  2-520
RIEFRER AT v a v OER 2517
24 TOER 2-317
duplex 2= K 2-176
dynamic auto VLAN A > "y w7 £— R 2.757
dynamic desirable VLAN A >3y v 7 £— K 2-757
Dynamic Host Configuration Protocol (DHCP)

[DHCP A X—Vt' 7| %M

Dynamic Trunking Protocol (¥ A4 FIv 27 R %7
Za haj)

[DTP] =M

E

EAP-Request/Identity 7 L — A
FEET 2 ETORM 2172
FEToRERE 2-161

epm access-control open  2-178

errdisable detect cause small-frame =~ > N  2-182

errdisable detect cause =~ N 2-179

errdisable recovery cause small-frame 2-184

errdisable recovery =~ > K 2-185

errdisable f V' # —7 = A A, £/~ 2-514

errdisable #iti  2-179

EtherChannel
EtherChannel/PAgP ®7 "> 7' £~ B-14
LACP

channel-group f§# 7 V7  2-92, 2-93
VAT TITAFYT 4 2-285

TR T Ayk—U Frk  B-22

#<  2-560

7a haLoflR 2-78

Ry NAZ NS K= bhOKR—k TTA4FY

74 2-283
E—F 274
PAgP

channel-group f&#H» 27 V7 298

=7 —[miEL A ~— 2185

=7 —f 2179

FEEA 2-381

EHAR— K~ 7—F—  2-381

RENT T4 I DA B =T 2 A ADT T F

V74  2-383

FRy T Avk—Y, Fx B-32
#~ 2-615

WA — K 7—F— 2-381
ET—F  2-74
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=P Fy ALV E =T 2 ADF ¥ IV T N—TF

~OEY YT 2-74

A2 =7 oA AER, = 2-514
For 2-508

AR 2-396

TTy N T A —LEEEANR NOT NN T F
7~ B-41

R—k F ¥ RGBS v F—T = A ZDAE
Bk 2-195

Ethernet controller, X% v 27 A— hMMEH  2-479
exception crashinfo =<~ 2-188, 2-193

F

fallback profile =~ K 2-189
flash_init (77— bk @ —¥—) =< F A9
Flex Link

RE  2-750

Fo~ 2-514

5 VLAN O E  2-753
flowcontrol =< F  2-191
format (77— h r—%—) a~vF A0
fsck (Z7—h m—F—) < F A1

H

help (7—hF m—%—) a<w>F A-12

Hot Standby Router Protocol (7> h 2 & /34 L—%&
o ko)

THSRP| #& M

HSRP
HSRP /' V—T DU FAZ~DA 2 K 2-116
ABNRA T—T 2-116

IEEE 802.1x
EXT IO  2-185
AA v FHR—F E—K 2-758
[R— b _R—=ZDFGFE] LB

Index W

IEEE 802.1x iR— b X — 2 FREF

AN VLAN O% 7V B DA R—T )b
. 2-140, 2-151, 2-190

IGMP 7 Vv —7 \KREOHTE 2-244
IGMP g K7 v—"7, 73> 7 B-20
IGMP A X —t 7
querier 2-252
£ x—7 it 2-248
A B =T 2 A AD MR DETBMEE 2-258
7 x ) —FR  2-256

TN—=TDAFT 47 ANELTDOR— DB
m o 2-262

24 v FO MR u DET@AEE  2-256
REFRENLE Y A ~—D A 2—T7 Ak 2-250
BV BBHERE D A R — 7 Ak 2-259
#For 2-539
7o v T4 s —Hvr b 2-256
LaR— M 2-254
IGMP 7 4 V%
WH  2-243
TRy T Avk—Y Fx B19
IGMP 71 7 7 A /L
TER  2-246
#Fr 2-538
interface port-channel =<~  2-195
interface range =~ K 2-197
interface vlan =< > N 2-200

Internet Group Management Protocol (/> % —* v k 7
N—TEHT v b=

[IGMP] % &M
ip access-group =¥ N 2-202
ip address =¥ F  2-205
ip admission name proxy http =~ > F  2-209
ip admission =~ > K  2-207
ip arp inspection filter vlan =< > K  2-211
ip arp inspection limit =~ N 2-213
ip arp inspection log-buffer =~ >~  2-215
ip arp inspection trust =~ > N 2-217
ip arp inspection validate =~ > K 2-219

ip arp inspection vlan logging =< K  2-222
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ip arp inspection vlan =< K 2-221

ip device tracking probe =~ > F  2-224
ip device tracking =~ K 2-226

ip dhep snooping binding =~ > K 2-228
ip dhcp snooping database =~ 2-230

ip dhcp snooping information option allow-untrusted =2~
v K 2-235

ip dhcp snooping information option =< > K 2-233
ip dhcp snooping limit rate =~ K 2-237

ip dhcp snooping trust =< K 2-238

ip dhep snooping verify =~ K 2-239

ip dhcp snooping vlan information option format-type
circuit-id string =~ > K 2-241

ip dhcp snooping vlan =~ > K 2-240
ip dhcp snooping =+ K 2-227
IP DHCP AX—t

[DHCP A X —t'> 7| %%
ip igmp filter =< K 2-243
ip igmp max-groups =~ > K 2-244
ip igmp profile =< N 2-246

ip igmp snooping last-member-query-interval =<
o 2-250

ip igmp snooping querier =¥ N 2-252
ip igmp snooping report-suppression =~ N 2-254
ip igmp snooping ten flood =~ K 2-258
ip igmp snooping tcn =~ K 2-256
ip igmp snooping vlan immediate-leave =~ K  2-259
ip igmp snooping vlan mrouter =~ K 2-260
ip igmp snooping vlan static =~ > F  2-262
ip igmp snooping =~ N 2-248
IP Phone
auto-QoS O E  2-58
RIESNTAR Ty P EEET S 2-357
IP Precedence/DSCP ~ v 7 2-329
ip source binding =~ N 2-264
ipssh =2~¥> F  2-266

ipv6 mld snooping last-listener-query count =< >~
F2-271

ipv6 mld snooping last-listener-query-interval =~ >~
K 2-273

ipv6 mld snooping listener-message-suppression =</
F o 2-275

ipv6 mld snooping robustness-variable =~ > K 2-277
ipv6 mld snooping tcn =~ K 2-279
ipv6 mld snooping vlan =< > N 2-281
ipv6 mld snooping =~ > K  2-269
IPv6 SDM 7 7L — 2-427
ip verify source =~ K 2-267
IP7 FLA, &RE 2-205
P EEXLH—F
A Fx—7 it 2-267
AET 4y 7 IPEEINAA T 47 2-264
T 4E—7 0 2-267
IP~vVFFx AT KLA  2-364

L

LACP
[EtherChannel] % Z:#
lacp port-priority =~ > K  2-283
lacp system-priority =~ > N 2-285
Link Aggregation Control Protocol
[EtherChannel] % Z:[#
link state group =~ > N  2-287
link state track =< > 8 2-289

location (f v Z—T xA X a7 4 Fal—gr) a
~ K 2-292

location (ZFm— L a7 4 Fal—gy) avy
o 2-290

logging event power-inline-status =~ K 2-295
logging event 2~ > K 2-294
logging file =~ > K  2-296

mab request format attribute 32 =~ > K 2-298
mac access-group =~ K 2-300
mac access-list extended =~ K  2-302

mac address-table aging-time  2-300
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mac address-table aging-time =~ F  2-304
mac address-table learning =~ > F  2-305
mac address-table move update =~ > K 2-307
mac address-table notification =< > K 2-309
mac address-table static drop =~ > K 2-312
mac address-table static =~ K 2-311
MACT77tA URx}k 2127

MACT7Z7tA VANV 7 4Fal—va Ly T—
rF o 2-302

MAC 7 FL &
MAC 7 RV A@m v 7 v 7oA 3x—7 ik 2-309

MAC 7 RV AT —7IVBITEFOA X —7 )
it 2-307

VLAN LD MAC 7 KL & 5—=2 7 0OF 4 &—
7L 2-305

BEEAZ v 7 2135

AT A4 w7
A B =T A LT Rry 7 2-312
BNk LOHIBR  2-311

#For  2-587
EULEY)
TV 7 245 2-304
HikR  2-94
#For  2-580
TR

VLAN Hifii  2-589

VLAN ©7 FL 2%  2-579

A B —T A AHHN 2-582

ALT 4w 2-587

ABT 4y 2 NIBIXOAAFIv T =

U 2-574
WHRE  2-585
iy 2-580

MAC 7 RV X Zv—F Fpx  2-573
MAC 7 RV R@H®., 7 3v 7 B-24

match (7 52~y a7 Fal—igy) avy
rF o 2-314

Maximum Transmission Unit (& K> =v )
IMTU| #%&8

mdix auto =2 ~v> K  2-316

Index W

media-typerjd5 (74> a7 4F¥al—vay) av
R 2-319

media-type (f > X —T =z A 3T 4 Fa2l—3))
axr K 2-317

memory (7—h B —4—) a~vrF A3
mkdir (7—hF B—%—) a~vF A15
MLD A X—E 7
A Fx =711k 2-269
7Y —ORE  2-271,2-273
RRE  2-275, 2-277
FARw DEFEMORE  2-279
#<  2-550
mls qos aggregate-policer =~ > K 2-323
mls qos cos =¥ K 2-325
mls qos dscp-mutation =~ > K 2-327
mls qos map =~ K 2-329
mls qos queue-set output buffers =~ >~ 2-333
mls qos queue-set output threshold =~ > 2-335
mls qos queue-set stack buffers =~ K 2-337
mls qos rewrite ip dscp =~ K 2-339
mls qos srr-queue input bandwidth =< 2-341
mls qos srr-queue input buffers =< K 2-343
mls qos srr-queue input cos-map =~ N 2-345
mls qos srr-queue input dscp-map =~ K 2-347
mls qos srr-queue input priority-queue =~ > N 2-349
mls qos srr-queue input threshold =~ >~ 2-351
mls qos srr-queue output cos-map =~ K 2-353
mls qos srr-queue output dscp-map =~ > K 2-355
mls qos trust =~ K 2-357
mls qos =¥ F  2-321
Mode R# >, NAT— KA 2-432
monitor session =~ K 2-359
more (FY—h m—¥—) a~vF A-16
MSTP
MST U —va v~
MST 2> 7 4FXalb— a3y E—K 2697
VLAN & A L RZ U ADO~ v BT 2-697
BUEE 23R T OMLOFER  2-697

ar 74 ¥al—vary JevarE
7 2-697
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BES 2-697
*~  2-633
EEoHIE  2-697
EHROMEH  2-697
AT — MEROER  2-632
AT — NERE
BPDU W — KA x—7 k.  2-681, 2-716

BPDU 7 4 V2V v 7 DA x—T A 2-679,
2-716

PortFast X{J5R— hD> v v &7 2-716
Port Fast 1 *—7 1k, 2-716, 2-719
ISR IR 2-701

TAIT—T 4 T AT — b ~DOEEE

1T 2-691

TRy X T AT LT AT =T 4 T A
T—hr~ 2-719

VA=V TBEONT—=07 27— D
M 2-701

tHAEH  2-103

SRA X~ 2-699

#F 2-633

7u ha VBT a AOFEKE  2-103

v ha)n E—K 2-695

Voo 247 2-691

—hk AA v F
BPDU Fr vy FETORKRKE Yy 74  2-706
BPDU #* v &—Y 0 2-704
hello BPDU % v E&— YOl 2-702, 2-712
hello # 4 &~ 2-702, 2-712
R AT N ID OFE 2-687
AA v TFOTITAFV T4 2-T11
BRICEHT 5K —F 774047+ 2-708
TIA=VERITE XY 2-T12
MR 2-704

Jb— K A—Fh
fEER— MOHIER  2-689
N—hk H—F 2-689
N— k&7 B AR — NOFIR  2-689
N—"T J— R  2-689

MTU

7u—sNVREDRS  2-645
A XDERE  2-T78
Multicase Listener Discovery
IMLD] %%
Multicast Listener Discovery
MLD| =%}
Multicast VLAN, MVR  2-365
Multicast VLAN Registration
MVR] zZM
MVR
7T RvADZA VT A 2-365
A B =T A AERDFETR  2-607
A =T ADRE 2-367

PE 2-364
TRy T Ayvk—Y, Fx B-29
Fx 2-605

AN Rk 2-609
mvr vlan group =~ > K 2-368
mvtr (f VB —TxA A AT 4 Fal—ay) avy
K 2-367
mvr (Za—)L a7 4 Xal—ragy) avy
F 2-364

N

Network Admission Control Software Configuration
Guide 2-208, 2-210

network-policy profile (xy FV—27 KU — a7y
Fal—ray) avr K 2-373

network-policy (/' m— 3L a7 4 Fal—g) o
~v K 2-371

network-policy =~ > K 2-370

nmsp attachment suppress =~ > K 2-377
nmsp =¥ K 2-375

no authentication logging verbose = 2-378
no dotlx logging verbose  2-379

no mab logging verbose  2-380
nonegotiate, HE  2-727

novlan 2~v> K 2-794
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PAgP

[EtherChannel | % &
pagp learn-method =~ > 2-381
pagp port-priority =~ K 2-383

permit (ARP 77 A VA k arv7 4 Fal—g)

a< K 2-385

permit MAC 77 A YAk av7 4 Fal—g)

ax K 2-387
Per-VLAN Spanning-Tree Plus
[STP) =M

PIM-DVMRP, </ FF ¥ 2 b L—FFE 5K 2-260

PoE
ayho—5 LYRAKEDF R 2-483
Regoaxr 7 2295
BEHEHEROFR T 2-621
BHEHE— RORE 2-398
BIHBEORY 7 2-403
EHHE  2-401
wHOE=4V 27 2-403
police aggregate =~ 2-392
police =< K  2-390
policy-map =< > F  2-394
Port Aggregation Protocol
[EtherChannel] % Z:f#
port-channel load-balance =~ > N  2-396
PortFast, A/ N=>7 Y U—H 2-719
power inline consumption =~ > F  2-401
power inline police =~ 2-403
power inline =~ K 2-398
Power over Ethernet
[PoE] =5
priority-queue =~ > N 2-406
psp 2-408
psp 2~ K 2-408
PVST+
[STP| =%

Index W

Q
QoS

auto-QoS
FXE  2-58
TNy T Ave—T KR B-4

auto-QoS trust

RE  2-52
Auto-QoS BT A
HiE  2-55

DSCP i%its  2-339

DSCP D T&E LR — |
DSCP/DSCP Z#i~ v 7 DEHK  2-329
DSCP/DSCP £#i~ v 7 Oi i  2-327

IP Phone DEfH S L 58ER  2-357

A x—=7 ik 2-321

Fa— BEXFa2—014 =7 2-406

IIR =T
—HEEDOER 2-314

Bk 2-83
FoR  2-463
% = —

CoOSEDF a2 —BLRLEVME~D~< v B
7 2-353

CoSHNIFa—DLEVWEY Y 7DEFK 2-353
CoS i 1Fx=—D L XV~ vy 7DFER  2-598
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