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rmon collection stats

rmon collection stats

A—H Xy b INA—TOfFH (ZTue—FFxx A Xy PBIOALFFx A b Xy MCET LA
R OHE & Cyclic Redundancy Check (CRC; [T EMZE) AT T —F X OERIZET 5=
T —#EtEEte) ZINET SHI2iE. rmon collection stats f > X —7 = A A 2T 4 X2l — g
av REFEALET, 774V PREICRTICE, Z0oa~vr Rone BERXEHFEHALET,

rmon collection stats index [owner name]

no rmon collection stats index [owner name]

B DA

TI2HIE

avYkE—F

index Remote Network Monitoring (RMON) R A 7 v 7 A, EETE
HHEAPHIL 1 ~ 65535 T9,
owner name (f£E) RMON WEDFTH#,

RMON #FHERINEITT + =TV TT,

A B =T o f A AT Fal—a

avy FEE

BEREDAA FS54>

i

Jyy—2 EERAR

12.2(25)FX Zoavy RRBEMINE LT,

RMON #EHERINE T~ FidNn— R =7 B ZZESHT0nET,

WO TiX. FTAE root ® RMON #eHE#R A2 INET 2 HiEEZ TR LET,

Switch (config)# interface gigabitethernet0/1
Switch(config-if)# rmon collection stats 2 owner root

FRIE X MEFRT 5121, show rmon statistics 574 EXEC =~ > FZ AN LET,

BBEav R

avwv kR HL]

show rmon statistics RMON #iHE#®E R R LET,
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M sdm prefer

sdm prefer

Switch Database Management (SDM) VU YV —REID B CTHEAINI T T L— b EFRETHIC

sdm prefer 70—/ )L 2> 7 4 Xal—var avwry FEERLET, 77— FE&H L“C V
AT A VY —=ART IV r—va  CHEASR TV AHEZ 7 LI R— R TE 5L 51CHI0 4Tz
D, IPV6 74V —T 4 7 %Y R— T 57DICT a7V IPvE BIWIPV6 77 L— M &R LT
DNTHIENTEET (AA vFTLANBase f A—VRETINTOHHAICORLIHR— I E
T T7ANVEDOT T L—MIRTIIE, Zoawr Fone BAZMMAL £,

sdm prefer {default | dual-ipv4-and-ipv6 default | lanbase-routing | qos}

no sdm prefer

(3¥) LANBase f A— Y% FE{TL T 5% Catalyst 2960-S A1 v F i, R —FSINDTXTOMEDORK
VY =2ZAREENDT 74N IOT T — b EMEHLETOT, dual £721F qos DT 7' L— b
VB F8 A, 7272 L, Catalyst 2960-S TR E T 4 v 7 )o—T 4 VT A F—T VT BT
lanbase-routing 7 > 7L — N ERETILENDH Y 7,

B D55 default FTRTOBRRICH LT AT R ERD £7,
dual-ipv4-and-ipv6 F o7 2 ¥ v VEBETOAL v FOMEHAZAREICLET (IPv4 B L IPV6
default WHEDT7 4+ T —T 4 TEYFFR—F), ZOF T —MERELT, IPv6
MLD A X —¥Y o JHEBEE 721X IPv6 iR R MEREZ A X — T IV T HHLENRH D
*9,

lanbase-routing Switch Virtual Interface (SVI; A A v F{REA > ¥ —T = A X) LTIPv4 R
T4yl 2a=Fx AN b— eV FR—MLET, XA v F 2 LAN Base 1
A—=THEFEITLTWVWALENRD Y 7,

qos RRBOY AT A U Y —R% Quality of Service (QoS) Access Control Entry
(ACE; 7272 aavhuo—)L = hY) ITEIV S TET,
TIAIE default 7> 7' L — MI TR COMEEL R ICEIES £,

a2k E—F Ja—sL ar7 4 Xal—ay
oy FERE yy—=x FERA

12.2(25)FX Ioawy RBEMEE L,

12.2(40)SE dual-ipv4-and- 1pv6 default ¥ —U — F2NEIISNVE LT,
FEREDAA FS54 > DEREEFDCTHITE, A v TFZ2Yr— T H0ERHY £T,

reload #5# EXEC =2~ F& AJ19 5 H1IC, show sdm prefer =~ > K% A /1925 L. show sdm
prefer (XY, BEFHL WL T 7L — BRI a—RRIZT 7T 4 7R DT V7 L— bR
KRINET,
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sdm prefer W

AA T HT 74N OT 7 L— MIEET HI2IE, no sdm prefer =~ > REHEH L E T,

A v F ETUV=T 4 VT EHEA LTRSS, V=T 47 Ty T L= 2 LT ZS
V), sdm prefer lanbase- outing 7’ 2 — )L 2> 7 4 Fal—v gy avr ReEANTHI LT,
N—=T T T T L= rDA=F XY AN V=T 4 U 7IZEID YT AEY ORI S 72
WE I LET,

AA »FTIPv6 BEREZ A X — T WMIZ LA WEEIE, IPV4/IPv6 T 7L — R 2R LW T E &0,
sdm prefer ipv4-and-ipv6 /' 2 — /)b a0 T 4 Fab—v gy avr REANTLE VY—2%
IPv4 L IPV6 IZIRV /3T T, IPv4d 74U —T 4 ZIZE 0 S TohnizY Y—2&2HIBLET,

® 2-23 BETVTL—FSEYLETON MDY V—ROBE
T4 TIHIE QoS Taz7L
Catalyst Catalyst Catalyst Catalyst LAN Base
Y= 2960 2960-S 2960 D& 2960 O H N—T 42T
a2=F%%¥ A2 MAC 7 KL Z 8K 8K 8K 8K 4K
IPv4 IGMP 7' v—=7 256 256 256 256 256
IPv4d = =% % X F L— K 0 256 0 0 5K
o KA MCEHEH 0 0 0 5K
o BiEEAL— K 0 0 0 16
IPv6 vV FF v Ak 7 L—7 0 0 0
EEES SN IPv6 7 R LA 0 0 0
M# IPv6 = =% ¥ A b /L— b 0 0 0
IPv4 RY v — _X—2 L—F ¢ 7 ACE |0 0 0
IPv4 MAC QoS ACE 128 384 384 0 128
IPv4 MAC %= U7 1+ ACE 384 384 128 256 384
IPv6 RY v — _X—2 L—F 1 2 ACE |0 0
IPv6 QoS ACE
IPv6 %=V 7 1+ ® ACE 0 128
1 KOBFITIE, QoS 77 L— kDML R LET,

Switch (config)# sdm prefer qos
Switch (config) # exit
Switch# reload

WOFITIE, AA vF ETF 74N DF 2T NV IPVA/IPv6 7o 7L — 2R ET B HiEEZ R LET,

Switch (config)# sdm prefer dual-ipv4-and-ipv6é default
Switch (config)# exit
Switch# reload

RE R T 511X, show sdm prefer ¥5H EXEC 2w REZ AN LET,

BEav>F avw> kR SiEA
show sdm prefer BAEFEHENTWVWSE SDM T 7 L— b, FRITSRET L0 Y — 280 Y
TOWEIC L AR T L —  2RR LET,
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M service password-recovery

service password-recovery

NRAT—=REEA N = A LT A =T (T 74V 1) 1T DITIE, service password-recovery 7
B—sN)b a7 4 Xalb—varyavry REEHLET, ZOAD=XLTIE, AL v FIZHEMIZ
TI7RATHZU R 2—WF, A4 v FOEPFRKLARFIZ Mode A& 2L CREI a2 &2 HHE L,
HLWARAT—REF) B THZENTEET, NATV— NEE#RELT =7 LTI, 20
av RO no BREHEHLET, NATV—REEAD=ZLRNT 4 2—T MDD E, 2—FRI X
TAET7ANVIMREICRTZEICFAEBELESAICOART — N T a2 2Pl cE £7,

service password-recovery

no service password-recovery

XA Toawy P, BIERRF—T— FEHY AL
TI#4IE PRAT— REE A =R BIFA F—T A TT,
oYYk E—F roa—r g ar 74 Xalb—a
oy FERE yy—= EFERRE
12.2(25)FX Toavwy RABMERE L,

BEREDAA FS54>

VAT LE AT no service password-recovery =~ > K& H LT, /XA U — FEEHEO—H%
TAE=TMCTEET, ZNICRV U R a—HE VATL2E2T 74/ PREICET Z LICHAE
LIEGEDH, WAU—RE2Uty D52 ENAHETT,

RAY— REEFIRE ETT 556, A vy FITHBNICT 78 AT 52—FE, AA v FOEREA
FELAR— N IX D EIZH D LED BHIT LT 5 1 ~ 2 B%IZ Mode A& 2 LET, R E2HT
L. VAT DI AR T £,

NAY = REHEA = ZALNT 4 8 =T NVDBHE, ROA v —VRERRENET,

The password-recovery mechanism has been triggered, but
is currently disabled. Access to the boot loader prompt
through the password-recovery mechanism is disallowed at
this point. However, if you agree to let the system be
reset back to the default system configuration, access
to the boot loader prompt can still be allowed.

Would you like to reset the system back to the default configuration (y/n)?
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~

GE)

service password-recovery W

PRV AT LET 7 ANV IREIZY Y b LARWVWEE, Mode R¥ v EHIRWGA LR L L DI
WHOBRE 7o ARETLET, VAT LET 74V MEICRTEIICHRETDHE, 7T via A
FINDOaLr 7 4Falb—vary 77 AADRHEIBRISL, VLAN 7 —4% X—2X 7 7 A )V flash:vlan.dat
DT DAL, 207 7 A L HHIBRENE T, no service password-recovery =~ FZH LT
NAT—=RA~OxTy F a—=FO7 7 A2 HllT 25813, =0 F 2—¥R 20— FEEFIEZ E
ITLTYAT AET 74V MEIZETWRRABE L, A4 > F &I3HIOHFTI config 7 7 A LD =
E—Z L TR ZEE2HRLET, A/ vTF i config 7 7 A NVDNRY I T v T E#BEIFLRNT
<TEEW,

AA TN VTP 8T AT Lo b F— RTEIELTWAHE, vlandat 7 7 A L H A4 v F L35
DOHBFICa b —ZRFEL TBL 2 &2 HE L E4,

IRAT— ROEIEN A R —T I E D DRI 5121, show version #5#E EXEC =~ REZ AL %
\?AO

1l KOBFITIE, A v F ETHRRAT—REBEET 4 £—7MCT 2 HEERLET, 2—FET 741 b
BEICRT ZEICHBREONTEHZEDOHRNRAT—RE )y hTEET,
Switch (config) # no service-password recovery
Switch(config)# exit
BIEaTUF avy kR BL
show version N— R 2T BILRN T 7y —L 72T ONR—2g UEREERLE
7
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W service-policy

service-policy
policy-map =~ RCEZRINTZARY —~ v 7 EWEA— hDOANTHEHA T 5I1E, service-policy 1
YH=T AR AarT 4 Xalb—varyavry FeffiLES, K =<y 7 ER— FOISAT &
HIBRT 2121k, Zoa~r Ko no BREHEH L £,

service-policy input policy-map-name

no service-policy input policy-map-name

GE) Zoavwy REfHT 51213, A4 v FALANBase £ A —JF2FEITLTWARLERSH Y 97,

BX DA input policy-map-name WEIR— FDOASIC, HBELERY v—~ v 7 amA L ET,

(GE)  history ¥—7U— KX, av> RIA DO~V T A M) U AZEERENE TR, PR—-FShTnEd
loo ZOF—T— RPUUE L7 FEHEBRIZEME L £ 7, output ¥— 7 — Kb ¥R —FINTWEHA,

T24+ILEK A—MeAY v—~y FTHEAINTOERA,

avY kR E—F Ao H—T xR AT 4 Fal—Tgr

av Y FEE -2 EERE
12.2(25)FX o RGBS E L,

EREDHA R34y HYv—~v 73, WER—F LCRETEET,
WHAR— N EOFERE T 74 vy 7IRY =~y T EEATE LT,
A— MEHUIRREAZ M L7208 (72L& 21X, mls qos trust [cos | dscp | ip-precedence]) &RV o —

IS4

~ w7 (7=t 21, service-policy input policy-map-name) XEFIZIEE TE THA, KEITITbN
CRREICL Y, BIOREN LEXINET,

i WOHITIE, MEASIR— M plemapl ZHAT 2 HiEERLET,

Switch (config) # interface gigabitethernet0/1
Switch (config-if)# service-policy input plcmapl

WO TIX, WER— b5 plemap2 ZHIBRT 5 HiEE R LET,

Switch (config) # interface gigabitethernet0/1
Switch(config-if)# no service-policy input plcmap2

RE# IR T 511X, show running-config £7# EXEC =2~ FZ AL E T,
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m. OL-8604-10-J |



| £2% Catalyst 2960 X1 vF CiscolOS a<~F

service-policy W

BEav VR avwy kR H L)
policy-map HEOR— MIEATAZ LWL TH—EX R —ZBETEXLHRY
VTR ERERIIER LET,
show policy-map QoS KRV v—~v 7 ERRLET,

show running-config AA vFDEFaAL T 4 X2 b—arEFERLET,
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W  session

session

BEDAY v 7 ALN—ZT 7B AT HIZIE, AHX v <~ AH— LT session it EXEC =2~ F%&
fEHLET,

session stack-member-number

~
(G() oz~ FiX, LAN Base £ A — Y% 54T LT\ 5 Catalyst 2960-S A1 v FDOHTHR—FINT
l/\ivé—o
X DA stack-member-number AUA—FEERELET, HETEHHMILL ~4 T,
A
GE)  processor ¥—TU—Rix, I~ RIA4 D~V T A M) U IIEERENETH, PR—FERLTWH
FHEA,
T7HIE T AN MIERSATOEREA,
a2V F E—F Fua—s L ar 74 Xalb—3a
oYy FERE yy—=x EERAE

12.2(53)SE1 Toawr REMSE L,

BERLEDHTLARSAY A R—IT7 78R THE, AUAR—DF SRV AT L a7 FORRIEMSENET,
session I~ N, YAZ—NH AU NRN— AL vFIZT 72T HESITHERLE T,

VAR —FFAZ L KT R AL v F T session 2~ R processor 1 Zf{E+5 &, WE= > b
O—J T 7 EATEET, RFZ KTy AL v FILFITA L NN—1TT,

i WOBITIE, AL N— 6T 7 EATHHEERLET,
Switch(config)# session 6
Switch-6#
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session W

BEav VR avwy kR H L)
reload AvnN—%Ym—FL, REDEEEZANILET,
switch AVN—=DTIFAFV T (BEEERLET,
switch renumber AVN—FEEEELET,
show switch AR T EFDANAN—DEREFRLET,
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W set

set

237 v k@ Differentiated Service Code Point (DSCP; DiffSerV a— R KA b)) EEZIZIP
precedence fEZ R ELTIP N7 7 4 v 7 #0FT HII%. set K'Y ‘/~<7\y7° JIARar7 4 ¥a
L—vay avw s ReEfERLET, VT 71097 0% iﬁ%ﬁlﬂﬁ%ﬁ“?’ I, Zoa<r RO no B EE
HLET,

set {dscp new-dscp | [ip] precedence new-precedence}

no set {dscp new-dscp | [ip] precedence new-precedence}

BX DA dscp new-dscp /\fﬁém_wm v Z1ZHEID 2T B 5 H L DSCP i T,
BECTE2%MIZ0~63 T, I<HBHTIEOEHAIT. =—F
:yﬁ%%)\ﬁﬁ”é EHTEET,
[ip] precedence new-precedence /3¥EEii= v 7 7 4w 71ZHID 4 THMSHH L IP precedence i
Td, FRETEXHHPILI0~7 TF, X<MHEHTAHEDOELEIL.
SRy I B EANNTHIELTEET,
TI2HIE Ko7 4y 7 ONFEITERESNLTOERA,
avY kFE—F RV —<woF VTR a7 ¥al—ay
avy FEE yy—=x EEAR
12.2(25)FX Zoavy RABEMENE LT,
12.2(25)SED ip¥—VU—RIIEETT,

EREDHA R34

setipdsecp RV v —~v 7 7573 arv 74 Falb—varyavry RefAT5L, AL vFItLoT

IDavwU RMAL v TF a7 4F¥Fal—radsetdsep IZEEINET, setip dsep RNV > —

-7/7 JIA AarZ4Fal—vary avry RaeANT5& Ay F a7 4 Falb— 3T
DFRTEIL setdsep & LTHEREINET,

set ip precedence ¥ 72 set precedence N > —~v v 7S /T X a7 4 Fal—ar avr KO
WTFhEEATEEYS, A v F a0 74X 2 b— a3 T OFENL set ip precedence & LT
FoRSNET,

RUARY v—<v7HATIE, set av > FeEtrust KV v —~vv 7 7732 ar74Fal—rvay avw
U RERBFICHE TE £8 A,

set dscp new-dscp =~ RE7-1% set ip precedence new-precedence =~ RIZ D\ T, — k72 E
W=—F=w 782 ANNITEET, 728 21, setdsep afll =~ FEANTEEF, T set dsep
10 =2~ ROAS LR LTT, setip precedence critical =~ > K& AN TE £, s setip
precedence 5 =< ROAJJLFRLUTY, ¥A— PSR TVWH=—F=v 27 DU X MIONTIX, set
dscp ? £721% setip precedence ? 2~ FEZ AL T, 2w R4 ~V T AN T 2B T
<&,

RVv—~wvw7 ar7Z s X¥al—ral T—RFIREDITE, exit 2~ REMHHLET, FH EXEC
— FIZRAICIE, end =~ > REFEHL X,
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set W
U] ROFITIEZ, BV —BHESHTORNTXTOFTP N7 7 1 v 2712 DSCP i 10 %19 4 TE Y,
Switch (config) # policy-map policy_ ftp
Switch (config-pmap) # class ftp_class
Switch (config-pmap-c)# set dscp 10
Switch (config-pmap) # exit
FE Z MR T DI2iE, show policy-map #### EXEC =2~ > FE AN LET,
BEaITUF avwok B
class HEINTI TAR Yy THDNTF 7 4 v 7 58 —E5M (police, set, BV
trust RY o —~vv 7 VTR ar74Xalb—vary avr NIkD) 2ER
LET,
police SHELIZ N7 74 7R b —2ERLET,
policy-map BREOR—TMEAT 221> TH—E A VY O —2HETXLRY o —

<y TEERERLIIEFELET,

show policy-map QoS K U o —~ v 7 £ Fr L £,

trust class R v—~vv 7 ar7 4 F¥al—rvar a~vr RERLT class-map 7
n—/)L aryZ 4 Fal—vay avry ReFERALTHESNEZNT 74y
7 DIEERESERLE T,
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W setup

setup

AA v T EPHEIHET DL, setup F#HE EXEC a2~ > REHHALET,

setup

BXXniA Zoawy RICE, BIEEREF—T— RiEh Y A,
avy kE—F ¥HE EXEC
avy FBE yyy—= EFENR

12.2(25)FX oo~y RREMENE L,

EREDAHA R34y

]

setup 2~ FEMEMAT 52856, WOERPLBEITRY F7,

e IP7 FLABIUYRY NU—T w7

o HRERICKT 22T — RO J¢t

o AAYTNITAY a~v U KR AL v TRBIOI FAXLELTHERENDNE S D

setup =~ > K% AJ19 5 &, System Configuration Dialog &\ 5 XMEEEDO X A T u rRnERENE
T, AT 4 Falb—Tary TueARRMBISN, HRERDL T o T b RFIRENET, {70
YT ROBEOT v 2ICFR SN LI, setup =~ > NEEREE 713 configure #iiE EXEC =~ > RZ&fif
MLUTRESNTREDT 7 4V METT,

HETa TP TAVT TRAMPREEIAET, ST TEFARNMIT 7 RAT LR, Fe S RT
SEE () ox—% AN LET,

ZER Al L, System Configuration Dialog % 1% £ TEITETIZTHHE EXEC 7' v 7 MIR BT,
Ctrl+C ZH# L £,

EEPGET LSS, ¥y b7y 7 Tar7 I Ak, ky b7y 7 2y va vidfERenic=ar
T4 F¥al—rary avwry R A VT IRRRINET, &EL NVRAM (REFHME RAM) IZR1F
TN, BOIVEREERGEETICEY VT v T T ur I aEidavry R4y Tu 7 MRS
TLEMWTEET,

KOFITIE, setup 2~ RO HZERLET,

Switch# setup
--- System Configuration Dialog ---

Continue with configuration dialog? [yes/nol: yes

At any point you may enter a question mark '?' for help.
Use ctrl-c to abort configuration dialog at any prompt.
Default settings are in square brackets '[]'.

Basic management setup configures only enough connectivity
for management of the system, extended setup will ask you
to configure each interface on the system.
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setup Wl

Would you like to enter basic management setup? [yes/no]: yes
Configuring global parameters:
Enter host name [Switch]:host-name

The enable secret is a password used to protect access to
privileged EXEC and configuration modes. This password, after
entered, becomes encrypted in the configuration.

Enter enable secret: enable-secret-password

The enable password is used when you do not specify an

enable secret password, with some older software versions, and
some boot images.

Enter enable password: enable-password

The virtual terminal password is used to protect
access to the router over a network interface.
Enter virtual terminal password: terminal-password

Configure SNMP Network Management? [no]: yes
Community string [public]:

Current interface summary
Any interface listed with OK? value “NO” does not have a valid configuration

Interface IP-Address OK? Method Status Protocol
Vlanl 172.20.135.202 YES NVRAM up up

GigabitEthernet6/0/1 unassigned YES unset up up
GigabitEthernet6/0/2 unassigned YES unset up down
<output truncated>

Port-channell unassigned YES unset up down

Enter interface name used to connect to the
management network from the above interface summary: vlanl

Configuring interface vlanl:

Configure IP on this interface? [yes]: yes

IP address for this interface: ip address

Subnet mask for this interface [255.0.0.0]: subnet mask

Would you like to enable as a cluster command switch? [yes/no]: yes
Enter cluster name: cluster-name
The following configuration command script was created:

hostname host-name

enable secret 5 $1$LiBw$0XclwyT.PXPkuhFwqgyhVi0
enable password enable-password
line vty 0 15

password terminal-password
snmp-server community public

|

no ip routing

|

interface GigabitEthernet6/0/1
no ip address

|

interface GigabitEthernet6/0/2

no ip address
|
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W setup
cluster enable cluster-name
!
end
Use this configuration? [yes/no]: yes
|
[0] Go to the IOS command prompt without saving this config.
[1] Return back to the setup without saving this config.
[2] Save this configuration to nvram and exit.
Enter your selection [2]:
BEaTUF avwyk L]
show running-config Af v FOFEFAL T 4 FXal—varErERLET,
show version N=RUzTBINT7 7 =AU =T ONR—Ta VIERERRLE
R

Catalyst 2960 35 & U 2960-S A vF ATV K JI7LVR
m. OL-8604-10-J |



| £2% Catalyst 2960 X1 vF CiscolOS a<~F

setup express W

setup express

B DA

TI2FIE

avYkE—F

Express Setup E— R%& A x—7 /W D12, setup express 72—/ L a7 4 Falb—i g 2
< R&fH L E9, Express Setup E— K& 5 4 B—7 WMz T HHAE,. Zoa~ RO no B E M
MLET,

setup express
no setup express
Zoavwy P2, sIEELIEF—U—FEH D A,

Express Setup (A X —7 /LT,

ryua—R) a7 4 Xalb—g

avy FEE

BEREDAA FS4>

GE)

yy—=x EFERRE
12.2(25)FX Zoavwy RPMEMEShE L,

FLWAAL »F (GRERE) [T Express Setup A 2 —7 MZT 5546, Mode A% % 2 BRI Z
L C Express Setup A TCEE 9, IP 7 K12 10.0.0.1 2#HT 24 —F %> b R— MERATA
AYFIZT I REATEET, £DdHE. A1 vF % Web ~—AD Express Setup 71 7 7 A, E£720%
Command-Line Interface (CLI; a2~ Ko7 A4 A VX —T x4 R) X—ADEy NT v 7Fars I A
TRETEET,

RIELIZAA v F T Mode N7 % 2 BT L. Mode "% D EIZ&H % LED 2RI LR EF,
Mode A ¥ > % 10 BT & A4 v FOREIFTHIBREIL, A v TFRHEBLES, Z0HE, A
Ay FIFHHOKEIZ /D | Web ~<— R D Express Setup £721L CLIXR—ADt > hT v 7 Fu s
AT, RELBBTZLENTEET,

BREDEFE (CLIN—=ADty 8T v 7 a7 LD Tno EANNTHILE2EL) 2179 £4<
IZ. Express Setup IZ L DR ELZFIHTE R LD £, Mode R % 10 I LT 2 &, M
Express Setup DA ZBEITXE T, ZHICLY ., FEFHIREN, A4 v TFRFEBHLET,

AA »F T Express Setup 237 7 7 ¢ 7 728512, write memory ¥ 7-(3 copy running-configuration
startup-configuration ¥7# EXEC =~ R& AJ)¥ % &, Express Setup 13 L72< 20 £, A A v
FOIP 7 KL 210001 IZAZTIERL 2D, ZOIP T RLAZFBHAL W HEER K T LET,

no setup express =~ > FOEZRHEKIL, Mode RF > % 10 BREFT Z LIk > TAA v FORBREMN
HIBRE 20 %< Z & T,

| OL-8604-10-J
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W setup express

i WOHITIX, Express Setup T— K& A X —T WMIT B HEEZRLET,
Switch (config) # setup express
Express Setup T— RN A 2 =TV TH D Z L 2RI AL, Mode R¥ EM L ET,
o RBEDAA v F T, Mode R¥ D Lic®H D LED X3 BRICT U —12kb £9,
o REINTAA T ETiE, Mode ® LED 28 2 BRERIZAB L, 10 BEIZT Y — 127 £9,

FB  Mode AN¥ >z 10 B LFITS &, REDHIRS, A v T HBEBLET,

WOFITIL, Express Setup E— F&7 4 B—7WCT 5 HiEERLET,
Switch (config)# no setup express
Mode R % > &3 & | Express Setup E— KB T 48 —7 L ThbH I & 4B TX £7, Express

Setup E— FBR AL v FTA X —T N TRV, E— RKLED X7V — I8 L\, FL/itr
U— VIR LD E T,

BlEaT YR avwyFk EA
show setup express  Express Setup €— K7 77 4 T EIMERLET,
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show access-lists W

show access-lists

AA v F IR E STz Access Control List (ACL; 727t A 2> hu—/b U R F) ZFRT5HITIE,
show access-lists ## EXEC =~ > FA&HA L £,

show access-lists [name | number | hardware counters | ipc]

BX DA name (£%) ACL O4HITY,
number ({EE) ACL ©oF5T7, fRETE 28X 1 ~ 2699 T,
hardware counters (EEB) AA T I7BIONV—T 4 v 73Ny T a—N
NoNn— R T ACL HFtHEREZEZRRLET,
ipc (f£%&) Interprocess Communication (IPC; 7 v ¥ A1) 7 v k
Al T IR VAR a7 4 Xal—rar0Fyru— NgRe
FRLET,
expression ZWRARA M LTHEAT 2 HIROATT,
AT kR E—F ¥ EXEC
av > FERE J1y—=x EERAE
12.2(25)FX Ioawy RBEMEhE L,

BEREDAA FS54>

ZA y FIXIPFFHEB LI CIEET 78R VA OB EZYR—FLET, Ld->T, 1~199 & 1300 ~
2699 DHHFHFASNET,

IDa<wy RTIE, REESNZ MACACL HFERLET,

~
GE) Zoavwy ReFEHTHI121E. AL vF N LANBase £ A—YZEZTLTWARLERDHY 9,
~
GX)  rate-limit ¥—U—FlZ., a2 FITALDANT AN IR REINTOVETR, R — &R
TWEHE A,
Catalyst 2960 # & Uf 2960-S R4 vF ATV K YI7 LR
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show access-lists

]

Extended IP

10 permit 1.1.1.1
20 permit 2.2.2.2
30 permit any

wOFITix. show access-lists =~ > KD 152w~ L £,

Switch# show access-lists
Standard IP access list 1

40 permit 0.255.255.255, wildcard bits 12.0.0.0

10 permit 1.1.1.1

Standard IP access list videowizard 1-1-1-1

Standard IP access list videowizard 10-10-10-10
10 permit 10.10.10.10
Extended IP access list 121

10 permit ahp host 10.10.10.10 host 20.20.10.10 precedence routine

Dynamic Cluster-HSRP

access list CMP-NAT-ACL

deny ip any any

10 deny ip any host 19.19.11.11
20 deny ip any host 10.11.12.13
Dynamic Cluster-NAT permit ip any any

10 permit ip host 10.
20 permit ip host 10.
30 permit ip host 10.
40 permit ip host 10.
.213.43.128 any

50 permit ip host 10

60 permit ip host 10.
70 permit ip host 10.
80 permit ip host 10.

Switch# show access-lists
L2 ACL INPUT Statistics

Drop:
Drop:
Drop And Log:
Drop And Log:
Bridge Only:
Bridge Only:

Bridge Only And Log:
Bridge Only And Log:

Forwarding To CPU:
Forwarding To CPU:
Forwarded:
Forwarded:
Forwarded And Log:
Forwarded And Log:

L3 ACL INPUT Statistics

Drop:
Drop:
Drop And Log:
Drop And Log:
Bridge Only:
Bridge Only:

Bridge Only And Log:
Bridge Only And Log:

Forwarding To CPU:
Forwarding To CPU:
Forwarded:
Forwarded:
Forwarded And Log:
Forwarded And Log:

99.100.128 any
46.22.128 any
45.101.64 any
45.20.64 any

91.28.64 any
99.75.128 any
38.49.0 any

wOFITiL. show access-lists hardware counters =~ > RO &R L ET,

hardware counters

All frame count: 855
All bytes count: 94143
All frame count: 0

All bytes count:
All frame count:
All bytes count:
All frame count:
All bytes count:
All frame count:
All bytes count:
All frame count: 2121
All bytes count: 180762
All frame count: 0

All bytes count: 0

O O O O O o o

All frame count:
All bytes count:
All frame count:
All bytes count:
All frame count:
All bytes count:
All frame count:
All bytes count:
All frame count:
All bytes count:
All frame count: 13586
All bytes count: 1236182
All frame count: O

All bytes count: O

O O O O O O o o o o
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L2 ACL OUTPUT Statistics
Drop:
Drop:
Drop And Log:
Drop And Log:
Bridge Only:
Bridge Only:
Bridge Only And Log:
Bridge Only And Log:
Forwarding To CPU:
Forwarding To CPU:
Forwarded:
Forwarded:
Forwarded And Log:
Forwarded And Log:

L3 ACL OUTPUT Statistics
Drop:
Drop:
Drop And Log:
Drop And Log:
Bridge Only:
Bridge Only:
Bridge Only And Log:
Bridge Only And Log:
Forwarding To CPU:
Forwarding To CPU:
Forwarded:
Forwarded:
Forwarded And Log:
Forwarded And Log:

show access-lists W

All frame count:
All bytes count:
All frame count:
All bytes count:
All frame count:
All bytes count:
All frame count:
All bytes count:
All frame count:
All bytes count:
All frame count: 232983
All bytes count: 16825661
All frame count: O

All bytes count: O

O O O O O O o o o o

All frame count:
All bytes count:
All frame count:
All bytes count:
All frame count:
All bytes count:
All frame count:
All bytes count:
All frame count:
All bytes count:
All frame count: 514434
All bytes count: 39048748
All frame count: O

All bytes count: 0

O O O O O O o o o o

BEEav R avwyvk EL
access-list AL FIKEREEITIERETFZT7 78 A VA MERELET,
ip access-list AL o FIHBEEINTZIP T 782 VR MEBRTELET,
mac access-list extended 2L v FIT, FBEENEEFHIEIEFEZDHOVWEMAC AF47 77t
AW T EA VA MERELET,
Catalyst 2960 £ & U 2960-S R4 vy F aAIVF JI7L R
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Bl show archive status

show archive status

HTTP £721X TFTP 7’2 ha VTR v FIZHF Vo2 — RINTEH LA A=V DARAT —F R &R KT
51Z21%. show archive status %4 EXEC a2~ F&2EH L £,

show archive status

BXXniA Zoawy RICE, BIEEREF—T— RiEh Y A,

avy kE—F ¥HE EXEC

av Y FEE -2 EERE
12.2(25)FX oI RGBS E L,

FEREDHL FSML4Y  archive download-sw ## EXEC 2~ > REZHERALTA A —T% TFTP +— N2 ¥ vro— KT 54
4. archive download-sw =~ ROH N TIE, Fvro—RKOARAT—ZANERINET,

TFTP H— 372 WA, HTTP 2 H L CTA A—Y &2 X v n— K4 5121k, Network Assistant &
T AABRT NA A 32—V ¥ Z#H LEJ, show archive status =~ K Tix, v o— Ko
PR N E TR I NE T,

1 W OFITix. show archive status =~ > RO 152~ L £,

Switch# show archive status
IDLE: No upgrade in progress

Switch# show archive status
LOADING: Upgrade in progress

Switch# show archive status
EXTRACT: Extracting the image

Switch# show archive status
VERIFY: Verifying software

Switch# show archive status
RELOAD: Upgrade completed. Reload pending

BEav VR avwyk HL)]
archive download-sw TFTP 4 — B AL v FIZH LA A=A oa— R LET,

Catalyst 2960 35 & U 2960-S A vF ATV K JI7LVR
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show arp access-list W

show arp access-list

Address Resolution Protocol (ARP; 7 RV Af#k7 v han) 778 RAx ar ba—/b (URK) OFf
& F T HI2IE, show arp access-list EXEC 2~ REFHEHA L ET,

show arp access-list [acl-name]

X DEREA

acl-name (&) ACL o4RiT1,

avYkE—F

= —# EXEC
FitE EXEC

avy FEE

]

yy—=x EERNE
12.2(50)SE Zoawr REMESNE L,

ORI TIiL, show arp access-list =~ FOH N ZERLET,

Switch# show arp access-list

ARP access list rose
permit ip 10.101.1.1 0.0.0.255 mac any
permit ip 20.3.1.0 0.0.0.255 mac any

avvFk B2

arp access-list ARP ACL #2E&ELE7,

deny (ARP 772 U A K Dynamic Host Configuration Protocol (DHCP) XA > F 4> 7 & —

ar74¥alb—vay) BL7Z ARP "7y FEESGLET,

ip arp inspection filter vian 2 %5 ¢ v 7 IP 7 RLARRESNIZAR A F2>5 0D ARP Bk &
ARP IGEZFTFFILET,

permit (ARP 727 %X YX DHCP A T 427 &—H L~ ARP "7y hEFFA LET,

havrzaeFalb—vay)

| OL-8604-10-J
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W show authentication

show authentication

AL v F EORBIET R —T % A2 MNMIBET51E#HREFE T 5121, show authentication EXEC =~
Y REFALET,

show authentication {interface interface-id | registrations | sessions [session-id
session-id] [handle handle] [interface interface-id] [mac mac] [method method] |
statistics [summary]}

X DEREA

AvYRTIANLE

interface interface-id (EE) BELEA V=T oA AOBIEY R — Y ¥l z T X TCERRLE

ER

method method (£ 5 L2383 5 (dotlx., mab. %7213 webauth) TERIESh /-
TIAT IR TRTRRIINET,

registrations () RAE~F—VrOLIR P L—sa v AERLET

sessions (L) BAEDRIE~X—Y v By a v OFM (7547 b FL R

) 2FRRLET, EBEORETFEANILRWE, BET VT4 7ty
VarNITRTEREINET, | DOEBETEZANLTHREDEYy v a U E
FRT DD, FRIFEEFOMABEDLEEANLT IO Yy a3 v EFER

THZENTEET,
session-id session-id ER) it~ —Y % By a v aEELET,
handle handle (&) 1~ 4294967295 DA Z FEE L £,
mac mac UEE) BEDOMAC 7 FLADFIFF~ R —V v AR R LET,
statistics (B8 7RG ERE R T LET,
summary (ER) #FIEHEHEROY~) — 2R R LET,

Zoawy R, TNV IIRTITIH AL

AR kFE—F 2% EXEC
FiHE EXEC
av Y FEE -2 EEAR
12.2(50)SE oAy RABMENE LT,

EREDAHA R34y

>
B

# 2-24 12, show authentication =~ RO JICERRENDEER 7 4 — 1V FERLET,

"|Z vaYDAT— M LTRREINDAEMEDOHDEERIRLET, KA T—FDEY a2 T
I, fEREART DT RNEE LRWIEEIZ No methods & B2 Authz Success F 121% Authz Failed
%Téﬂi‘fo
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]

show authentication

*® 2-24 show authentication a< > FOH A

Z4—ILF B

Idle HMT Ly va T Tt En TR, FOoFRLELEEITEIN
TWEH A,

Running BT Ay a IR LT I OOFRRFETERTVET,

No methods YT DDy a TR L CHREREERT I FANGFELEE A,
1 >0 G & FMT oty v a CORREICHS LE L,
lf)wjiiU:J:D BT Ay a CORIFTERLELE,
FAT Ly a DT RTOMREDE M ITHRI LE L,

FET DLy a OO AICRIRLE L,

Authc Success
Authc Failed
Authz Success
Authz Failed

#£ 22502, FAOAT— e LTCERREINDIREMEOLDMEEZRLET, KiAT—FDEYy 3
T, Authc Success. Authc Failed, F721% Failed over 3R R SNFE T, Failed over 1%, & HiliEH
ANEfTEINEbETKROFRIC T =— N A — "= &R LET (FERITERSNLETA),
Notrun 1%, AX 34 ECR#HbENTZEy v a it L TRREINET,

& 2-25 ARXORT— +ERTIE

ZF—FD
ARXDRT—F (LR HIL:]
Not run S HMTEE Y v a R L TIOFARITEINTHEREA,
Running i FUMT Ly g K LTI RRNETENTWET,
Failed over S ZOHRICKM U2, WOFRTHREREPERS LD Z &I

7Y ET,
IAODjiiﬁéict D éﬂjﬂ v = //V)WLu :ﬁilﬁ LE szto
:@jiEUZJ:U é?‘é“k//a /@utuu :%E&bi L/f:o

Authc Success &
Authc Failed b8

o
e

S
e

WROFITIL, show authentication registrations =~ KO 2R LET,

Switch# show authentication registrations
Auth Methods registered with the Auth Manager:
Handle Priority Name

3 0 dotlx

2 1 mab

1 2 webauth

WK DOBFITIL, show authentication interface interface-id 2~ > RNOH1E R LET,

Switch# show authentication interface gigabitethernet0/23

Client list:

MAC Address Domain Status Handle Interface

000e.84af.59bd DATA Authz Success 0xE0000000 GigabitEthernet0/23
Available methods list:

Handle Priority Name

3 0 dotlx

Runnable methods list:

Handle Priority Name

3 0 dotlx

| OL-8604-10-J
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W show authentication

woOFITiL, show authentication sessions =~ KO ZRLET,

Switch# show authentication sessions

Interface MAC Address

Gi3/45
Gi3/46

(unknown)
(unknown)

Method Domain Status Session ID
N/A DATA Authz Failed 0908140400000007003651EC
N/A DATA Authz Success 09081404000000080057C274

OB TIX, BFEDA o H—7 = A AZ%T % show authentication sessions =~ > KO 154 R L%

B

Switch# show authentication sessions int gigabitethernet 0/46

Interface:

Method
dotlx

State

GigabitEthernet0/46
MAC Address:
IP Address:
Status:
Domain:

Oper host mode:

Oper control dir:
Authorized By:

Vlan Policy:

Session timeout:

Idle timeout:

Common Session ID:
Acct Session ID:
Handle:

Runnable methods list:

Unknown
Unknown

Authz Success
DATA
multi-host
both

Guest Vlan
4094

N/A

N/A
09081404000000080057C274
0x0000000A
0xCC000008

Failed over

WOFITIE, FE€D MAC 7 KL 2 Z%% 5 show authentication sessions =~ FOH &2 R~ L F

\?AO

Switch# show authentication sessions mac 000e.84af.59bd
Interface: GigabitEthernet0/46
MAC Address: 000e.84af.59%d

Status: Authz Success
Domain: DATA

Oper host mode: single-host
Authorized By: Authentication Server

Vlan Policy: 10
Handle: 0xE0000000

Runnable methods list:

Method State
dotlx Authc Success

OB T, ¥EDFRITKT 2 show authentication session method =~ > FOH /1A R L £,

Switch# show authentication sessions method mab

No Auth Manager contexts match supplied criteria

Switch# show authentication sessions method dotlx

MAC Address Domain Status Handle Interface

000e.84af.59pd DATA Authz Success 0xE0000000 GigabitEthernetl/23

BBEa<v R

avwv kR HL]
authentication R— M EHE—FmE— NEIIRFRE— RIZRELET,

control-direction

authentication event

BB DFRFEA XY MIRT BT 7 v a Vv ERELET,

authentication
fallback

7747 > b IEEE 802.1x iBfEZ VAR — F LTWRWERD T 4 —/L
N7 J5EE LT Web @BREZ AT 5 L5 IR — FasE LET,
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show authentication

avwyk Bl
authentication R—F F TR~ —Y % T— FERELET,
host-mode

authentication open R—=bFETH—T > T2 REAF—TNEEEZT =TI LET,
authentication order A— N ETHEHINARMEFADIEFEZHELET,

authentication — N FCHERBGEEA R — TNV E I T =T M LET,
periodic
authentication R— FOFARI AT — SO FEBFHIHE A F—T VI LET,

port-control
authentication priority ;K— k S5 44 V5 ¢ U R MIEEHFXZEMLE T,

authentication timer  802.1x XIS AR — FDZ A LT U h NFT A —F L HBHINNT A —F ERE
LFE9,
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W  show auto qos

show auto qos

HE) QoS (auto-QoS) M4 FX—TNDA % —7 = A XIZAJ]E N7 Quality of Service (QoS) =+
v R%&FART 521X, EXEC €— KT show auto qos =~ > FZEAL 7,

show auto qos [interface [interface-id]]

¥ESTEHEA interface [interface-id] (FE) BEShEAR— FEREFTXTOR— D auto-QoS 1E#H
ERALET, HETEDA U F—T x4 AL LT, YHEF— |
bEENET,
ATV K E—F  =—#% EXEC
K5 EXEC
oYy FERE yy—=x EERE
12.2(25)FX Ioawy RBEMEhE L,
12.2(40)SE S~y M OR@RAET SNE L,

FRALDHM ESM4Y  show auto qos =~ > FOHHITIT, HA v H—7 = A A TAHENTZ auto-QoS =~ > N2 AER
IvE 9, show auto qos interface interface-id =~ > FHINE, FEDA VX —T =4 AZATTS N
72 auto-QoS =~ REFRLE T,

auto-QoS REL L 2 —HPLEH 2K /rT 55513, show running-config 574 EXEC =~ > F & /]
LET,

show auto qos =~ > RO H1Z1E, Cisco IP Phone O —tE X KU I —{FHRLFREINET,

auto-QoS DWBEAEZ T A FREMED B A HAED QoS DR EHREFRT AL, KOWFNND I~
KEHEHLET,

¢ show mls qos
e show mls qos maps cos-dscp
e show mls qos interface [interface-id] [buffers | queueing]

¢ show mls qos maps [cos-dscp | cos-input-q | cos-output-q | dscp-cos | dscp-input-q |
dscp-output-q]

e show mls qos input-queue

* show running-config

~

GE) Zoavy REFEHATLICE, A4 vy TR LANBase 1 A=V FEITLTWDLERHY £7,

Catalyst 2960 & & Uf 2960-S R v F ATV K YI7 LR
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show auto qgos M

1l R OFITIL, auto qos voip cisco-phone 35 L O} auto qos voip cisco-softphone 1 > % —7 = 4 X 2
T4 F¥2lb—vary avy RE A LIEEE D show auto qos =~ > RO E R LET,
Switch# show auto gos
GigabitEthernet2/0/4
auto gos voip cisco-softphone
GigabitEthernet2/0/5
auto gos voip cisco-phone
GigabitEthernet2/0/6
auto gos voip cisco-phone
WK OBFITIL, auto qos voip cisco-phone /1 > ¥ —T7 A A a7 4 Fal—rar avr ReEANL
72354 @ show auto qos interface interface-id =2~ > FOH I Z R LET,

Switch# show auto gos interface gigabitethernet 2/0/5

GigabitEthernet2/0/5

auto gos voip cisco-phone

WDFITIX, auto qos voip cisco-phone 35 L UF auto qos voip cisco-softphone 1 > % —7 = f X 2

T74X¥alb—vary avy F&E AN L7SA O show running-config 574 EXEC =2~ > RO )1 %R

L%,

Switch# show running-config

Building configuration...

mls gos map policed-dscp 24 26 46 to O

mls gos map cos-dscp 0 8 16 26 32 46 48 56

mls gos srr-queue input bandwidth 90 10

mls gos srr-queue input threshold 1 8 16

mls gos srr-queue input threshold 2 34 66

mls gos srr-queue input buffers 67 33

mls gos srr-queue input cos-map queue 1 threshold 2 1

mls gos srr-queue input cos-map queue 1 threshold 3 0

mls gos srr-queue input cos-map queue 2 threshold 1 2

mls gos srr-queue input cos-map queue 2 threshold 2 4 6 7

mls gos srr-queue input cos-map queue 2 threshold 3 3 5

mls gos srr-queue input dscp-map queue 1 threshold 2 9 10 11 12 13 14 15

mls gos srr-queue input dscp-map queue 1 threshold 3 01 2 3 4 5 6 7

mls gos srr-queue input dscp-map queue 1 threshold 3 32

mls gos srr-queue input dscp-map queue 2 threshold 1 16 17 18 19 20 21 22 23

mls gos srr-queue input dscp-map queue 2 threshold 2 33 34 35 36 37 38 39 48

mls gos srr-queue input dscp-map queue 2 threshold 2 49 50 51 52 53 54 55 56

mls gos srr—-queue input dscp-map queue 2 threshold 2 57 58 59 60 61 62 63

mls gos srr-queue input dscp-map queue 2 threshold 3 24 25 26 27 28 29 30 31

mls gos srr-queue input dscp-map queue 2 threshold 3 40 41 42 43 44 45 46 47

mls gos srr-queue output cos-map queue 1 threshold 3 5

mls gos srr-queue output cos-map queue 2 threshold 3 3 6 7

mls gos srr-queue output cos-map queue 3 threshold 3 2

mls gos srr-queue output cos-map queue 4 threshold 2 1

mls gos srr-queue output cos-map queue 4 threshold 3 0

mls gos srr-queue output dscp-map queue 1 threshold 3 40 41 42 43 44 45 46 47

mls gos srr-queue output dscp-map queue 2 threshold 3 24 25 26 27 28 29 30 31

mls gos srr-queue output dscp-map queue 2 threshold 3 48 49 50 51 52 53 54 55

mls gos srr-queue output dscp-map queue 2 threshold 3 56 57 58 59 60 61 62 63

mls gos srr-queue output dscp-map queue 3 threshold 3 16 17 18 19 20 21 22 23

mls gos srr-queue output dscp-map queue 3 threshold 3 32 33 34 35 36 37 38 39

mls gos srr-queue output dscp-map queue 4 threshold 1 8

mls gos srr-queue output dscp-map queue 4 threshold 2 9 10 11 12 13 14 15

mls gos srr-queue output dscp-map queue 4 threshold 3 0 1 2 3 4 5 6 7

mls gos queue-set output 1 threshold 1 100 100 100 100
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W  show auto qos

threshold 75 75 75 250
threshold 75 150 100 300
threshold 50 100 75 400

mls gos queue-set output 2
3
4
threshold 1 100 100 100 100
2
3
4

1
mls gos queue-set output 1
mls gos queue-set output 1
mls gos queue-set output 2
mls gos queue-set output 2 threshold 35 35 35 35
mls gos queue-set output 2 threshold 55 82 100 182
mls gos queue-set output 2 threshold 90 250 100 400
mls gos queue-set output 1 buffers 15 20 20 45
mls gos queue-set output 2 buffers 24 20 26 30
mls gos

class—-map match-all AutoQoS-VoIP-RTP-Trust
match ip dscp ef
class—-map match-all AutoQoS-VoIP-Control-Trust
match ip dscp cs3 af3l
|
policy-map AutoQoS-Police-SoftPhone
class AutoQoS-VoIP-RTP-Trust
set dscp ef
police 320000 8000 exceed-action policed-dscp-transmit
class AutoQoS-VoIP-Control-Trust
set dscp cs3
police 32000 8000 exceed-action policed-dscp-transmit
|
policy-map AutoQoS-Police-CiscoPhone
class AutoQoS-VoIP-RTP-Trust
set dscp ef
police 320000 8000 exceed-action policed-dscp-transmit
class AutoQoS-VoIP-Control-Trust
set dscp cs3
police 32000 8000 exceed-action policed-dscp-transmit

interface GigabitEthernet0/4
switchport mode access

switchport port-security maximum 400
service-policy input AutoQoS-Police-SoftPhone
speed 100

duplex half

srr-queue bandwidth share 10 10 60 20
priority-queue out

auto gos voip cisco-softphone

|
interface GigabitEthernet2/0/5
switchport mode access

switchport port-security maximum 1999
speed 100

duplex full

srr-queue bandwidth share 10 10 60 20
priority-queue out

mls gos trust device cisco-phone

mls gos trust cos

auto gos voip cisco-phone

|
interface GigabitEthernet2/0/6
switchport trunk encapsulation dotlg
switchport trunk native vlan 2
switchport mode access

speed 10

srr-queue bandwidth share 10 10 60 20
priority-queue out

mls gos trust device cisco-phone

mls gos trust cos

i Catalyst 2960 & & U 2960-S R/ v F avvF YI7LUR
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show auto qgos M

auto gos voip cisco-phone
|

interface GigabitEthernet4/0/1

srr-queue bandwidth share 10 10 60 20
priority-queue out

mls gos trust device cisco-phone

mls gos trust cos

mls gos trust device cisco-phone
service-policy input AutoQoS-Police-CiscoPhone

<output truncated>

WDFITIX, auto qos voip cisco-phone f > ¥ —T7 = A XA a7 4 Fal—vay avrs ReAlL
72854 @ show auto qos interface interface-id =~ > NOH N ERLET,

Switch# show auto gos interface fastethernet0/2

FastEthernet0/2
auto gos voip cisco-softphone

WOHITIE, AA vF LT auto-QoS T 4 E—T Wi/ > TV D54 D show auto qos =~ > KO
NERLET,

Switch# show auto gos
AutoQoS not enabled on any interface

WOFHITIE, auto-QoS 1 ¥ —7 = A4 XA TT 4 &—T /L D4 D show auto qos interface
interface-id 2~ > ROWHAZERLET,

Switch# show auto gos interface gigabitethernet3/0/1
AutoQoS is disabled

EEa<TUF avok ELL
auto qos voip QoS KA A »N® Voice over IP (VoIP) IZ QoS ZHEIFRE L 7,
debug auto qos auto-QoS BEED T Ny V4 F—T NI LET,

Catalyst 2960 # & U 2960-S X vF ATV K YT 7L VR
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W show boot

show boot

BOOT BEEEBOREEF T H121L. show boot ¥4 EXEC =~ Fa2HEH L £9,

show boot

BXXniA Zoawy RICE, BIEEREF—T— RiEh Y A,

avy kE—F ¥HE EXEC

av Yy FERE Jy—=x EEANRE
12.2(25)FX Zoawy RBMEMEShE L,
] WOFITIE, show boot =~ > RO AZRLET, # 2-26 10, FRINDH%7 1 —/L RO ZR
LET,
Switch# show boot
BOOT path-1list :flash:/image
Config file :flash:/config.text
Private Config file :flash:/private-config.text
Enable Break :no
Manual Boot ryes
HELPER path-list
Auto upgrade :yes

AL v F AZ I ORE, AZ Yy ITHDZEAAL v FIZOWTEFRPERINET,
A4 v 71X, LAN Base A A — Y %47 LT\ 5 Catalyst 2960-S A1 v F DA THR—FEINTNE

7

= 2-26 show boot DHAIZRFTEhBE 7 1 —IL FDOEREA

J4—ILF HL]

BOOT path-list HEEEIRFIC e — FBLOEITLL Y ETHETARET 7 A LDOE®Ian XYY Y
A NERRFLET,
BOOT BRIREABNBHESNTWARNWGES, VAT AX, 77 vva 7740 VAT A
BRIZHIFH R BRMRER EIT > T, PN ON o T2 FEITEEA A —Y 2 a— N LT
FITLEIELET, T4 b7 MY ORHAMRETIE, MRHLEET 7T 027 MU &
SERITHRBELTHLITEDT 4 L7 N TOMRBEETET,
BOOT BEAHENRESN TV THIRESNIEA A=V — R TERWEAE, &
ATHI T Tvva T7A4 N VAT ATRMICADD-TT— N 77 A Vv EEH L
LoELET,

Config file CiscoIOS WY AT L a7 4 X ab— a VORERE D C— DA (HE T
BI7r7ANLERRLET,

Private Config file CiscoIOS By AT A ar 7 4 Falb—va b OREBREa Y —OHRAEZIZEHRT
L7 7 ANLERTILET,

Catalyst 2960 35 & U 2960-S A vF ATV K JI7LVR
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show boot W

& 2-26 show boot DHAIZRTEIHET 4 —IL FOHRHA HEE)
Z4—ILF BifA
Enable Break EEHOT L= BA X =T N FEFT 48— A»ERRLET, yes. on, F

FIZTIZCRESNTVWAEAITE. 79via 7740 VAT 200 b#%Ica s v —
JU b C Break ¥—Z#d ¢, BEE#H o2 hlcE £9,

Manual Boot

2L v FREBTEET S0, ELEFHTEEBHT L2002 R LET, no £7213 01
RESNTVWDEE, 77— ba—XE VAT A2 HBICEEH L LS L LES, o

EIZRESNTWDIHEIE, 77— e =% T—NNOLFETALS v F L2 EETDHE
BHY ET,

Helper path-list

T— =X OB r— FESnbs e — KA 7 A VOt 2w U XY)
DYURRMNEERLET, ~NX—= T 74, 77— bh o —XOMEEIELZD .,
Ny F Y TES,

Auto upgrade

A T ALy IR, BBREDRNAAL v FRAT v 7ITMATEDL LS, Y7 b
TxT7 N=Va OHBat—RREINTWHEINE I DEERLET,

N—=TV g VIAT YT E—RNIZHDIAAL v FIE, AZ v 7 L3 A%y 7 7ok
INDON—=TarPEHINTHET, O, X—VarIATy T E— DR
AVFIEAZ v ZJIZMATEEEL, AF v IPRA—=VarIAT YT E—RKDXA

Ay FIZa—T& b4 A=V %A L. boot auto-copy-sw #iEN A R —T LD

Bl MDRE v 7 A NR—DARA—=DRNAN—=Ta I ATy F F—FDARA vFI
BEIMICa2E—3nET, TOHE, A vy FIEA—VarIAvwyF £— FTHRL

20, BEBRBRICAZ v ZIZIMALET,

NVRAM/Config 7 7 A /LD /N>
77 AR

CiscoIOS MAFVHNDOa L 7 4 Fal— gy 774 VDab’ —& T 57-0IC
FEHT RNy 77 YA XEERLET, 2T 4 FXFa2lb—vary ZTrAME, Ny
Ty YA RXED Y CEBIDIEITITEERA,

BEaIU kR avwvk Bte
boot auto-copy-sw N=Da VIAR YT FT—RFRORA v FEZHABMIZT v 77 L— KT3I
X, HE)7 v 727 L— Ik (auto-upgrade) 7’mt A% A 3x—7/WIZLET,
boot config-file Cisco I0S N AT AR ED AR 2 B — DA EXIEHT 27 7 4V
HERELET,
boot enable-break HEjiEdh 7ot 22 Pl cx £,

boot manual

WOEENY A 7 NVEEOFENAA v F BN Z A X —T7 VI LET,

boot

Cisco [0S N7 T A N— FREDORHEEM 2 B —DOFAFESEHNT D7 7

private-config-file ANAERELET,

boot system

RO A 7Pz e—R$ 5 Cisco [0S 4 A—VHEELET,

| OL-8604-10-J
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W show cable-diagnostics tdr

show cable-diagnostics tdr

Time Domain Reflector (TDR) #f5H% /"9 521X, show cable-diagnostics tdr #i#% EXEC =2~
RE[EHLET,

show cable-diagnostics tdr interface interface-id

XM interface-id TDR NETFINTNWEAL v X —T =4 A% ELET,
avY kR E—F ¥ EXEC
avy FERE yy—x EERAE

12.2(25)FX COawr RABMELE L,

HEREDHL K542  TDR T, SO A —F % v k 10/100 35 LT 10/100/1000 R — F THHR— F ENEF, SFP EV 2 —/L
A= FTIEIR—FENEEAL, TDR OFEMICOWVWTIE, 2OV YV —RICHETEY 7 b7 av
T4 X2l —vary HA RESRLTIIEEN,

i WDFITIX, show cable-diagnostics tdr interface interface-id =~ ROWM N E R~ L ET,

Switch# show cable-diagnostics tdr interface gigabitethernetl/0/2
TDR test last run on: March 01 20:15:40

Interface Speed Local pair Pair length Remote pair Pair status
Gil1/0/2 auto Pair A 0 +/- 2 meters N/A Open

Pair B 0 +/- 2 meters N/A Open

Pair C 0 +/- 2 meters N/A Open

Pair D 0 +/- 2 meters N/A Open

7 2-27 12, show cable-diagnostics tdr =~ > R CTHAOIEIN D7 4 — /L ROFHHERLET,

& 2-27 show cable-diagnostics tdr 37> FTOHENEhB T 4 —IL FOHE
J4—ILF |3

Interface TDR BEfTFENTcA VF—T =4 A

Speed Bl

Local pair a—HN A E—Tx2A ATTDR BT A NEETTBTIA ¥ T4

Pair length T2 AL v FICONWT, BENREE Ly —7 V08, ROEEIC, TDR I
ST FFE LET,

o U—TUNANELSEREN, Vo onT v TREBT, A —7 =4 RAFEENR
1000Mb/s TH 556

o T—TNNKBRL TWHEBEA
o F—TANTa—krLTWEES

Catalyst 2960 35 & U 2960-S A vF ATV K JI7LVR
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show cable-diagnostics tdr W

& 2-27 show cable-diagnostics tdr 37> FTOHENEShB T+ —IL FOHE (&)

J4—ILF EL
Remote pair |m—H /L X7 REGEEINT-TA Y XT 4, ¥—TARELLERSN) V78T >
TIRETHDLHAICDA, TDRIFZ U E—h XTIV THERLET,

Pair status TDR BBEEFL TV HUA Y XTDRAT—H A

e Normal : VA ¥ X7 BRELLERSNLTOHET,

* Notcompleted : 72 FAFEITEN, FLEETLTWEREA,

e Not supported : 1 % —7 =4 AL TDR ZHHFR—FLEHA,
e Open: TA Y XTBEHRL TCNET,

e Shorted : VA ¥ X7 N a—hLTWET,

e ImpedanceMis : f V' E— X AN —FH L EHA,

¢ Short/Impedance Mismatched : o > B — & LV AR —FH L TWaWh, F—7 /10D
BRIV £H A,

e InProgress : W7 2 hREITHTT,

WOFITIL, TDR 2NEIEL TV 54 D show interfaces interface-id 2~ FOH N E2RLET,

Switch# show interfaces gigabitethernet0/2
gigabitethernet0/2 is up, line protocol is up (connected: TDR in Progress)

WOHITIE, TDR 2N8{E L T2\ 54 O show cable-diagnostics tdr interface inferface-id 2~ > K
DN ERLET,

Switch# show cable-diagnostics tdr interface gigabitethernet0/2

[

% TDR test was never issued on Gil/0/2

A2 HE—T 2 A ATTDR B R—FENTWVWARWVWESIT, KOA v E—URERRENET,

)

% TDR test is not supported on switch 1

BIEav U F avwyk BieA
test cable-diagnostics tdr AE =T ATTDR A4 X —7 M2 L, FTLET,

Catalyst 2960 # & Uf 2960-S R4 vF ATV K YI7 LR
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W showcisp

show cisp

show cisp {[interface interface-id] | clients | summary}

REDA H—7 A AD CISP % F1RT 2121%, show cisp £5# EXEC =2~ FEHEH L £,

X DEREA clients (fE&) CISP 7 54 7 > hOFEMERRLET,

interface interface-id ~ ({T7%) 8E LA v ¥ —7 =4 AD CISP {HHAER T LET, B A v
B—T A RT, WEF—FBILUOFR— K Fr XL TT,

summary (ER) MEEZFRLET,
expression ZRAA L FELTHEAT 2 HIRNOANTT,

AUk E—F Jua—s L ar7 4 ¥al—3a

oy FERE Jyy—=x EENE
12.2(50)SE oAy RAEMERE L,

£l WOFITIL, show cisp interface =~ > FOH N ERLET,
WS-C3750E-48TD#show cisp interface fast 0
CISP not enabled on specified interface
W ORFITIL, show cisp summary =~ > RKOH /R L ET,
CISP is not running on any interface

BEavUR avwy kR EL]

dotlx credentials profile

Y7V s AL v FDOTa 77 AVERELET,

cisp enable

Client Information Signalling Protocol (CISP) %A ®x—=7

Mz LET,

i Catalyst 2960 & & U 2960-S R/ v F avvF YI7LUR
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show class-map

show class-map EXEC =2~ R, FT7 74 v 7 25T 57200 5HE¥EE E%T 5 Quality of
Service (QoS) 77 A v v 7T HRRLET,

show class-map W

show class-map [class-map-name]

BX DA class-map-name  ({L7E) {HESNTL I T A~y TONEERRLET,
avvkE—F  =—%EXEC

¥¥iE EXEC
oy FERE yy—= EERE

12.2(25)FX Zoa~y RASEMShE LR,

BEREDAA FS54>

Zoawy REFEHAT DT, A1 vy F N LANBase £ A=V 2 EIT L TCWARLERH D £9°,

1 ORI TiX, show class-map =~ RO Z R LET,
Switch# show class-map
Class Map match-all videowizard 10-10-10-10 (id 2)
Match access-group name videowizard 10-10-10-10
Class Map match-any class-default (id 0)
Match any
Class Map match-all dscp5 (id 3)
Match ip dscp 5
BEaTUF avwUk L
class-map BAMERE LT TRAENry P EDHBIERSND 7 T A
~ v T ERR L ET,
match (77 A<y av74Fa " I74 v 0 enBT5200HEHE2ERLET,
L—av)
Catalyst 2960 £ & U 2960-S R4 vy F aAIVF JI7L R
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W  show cluster

show cluster

AA Y TBRLTND Y TAZDAT—H ALY~ —%FK/R T 5HIZ1L., show cluster EXEC =2~
FEMEHLET, 2Oa~ RiE, 7I9AX av R AL 9T ETTAE AN — AL v FTOHRAN
hTxET,

show cluster

BXXniA Zoawy RICE, BIEEREF—T— RiEh Y A,
avy kE—F 2 —+4 EXEC

HHE EXEC
avy FERE Jyy—x EEAR

12.2(25)FX Zoavwy RPBEMEShE L,

EREDHA R4

GE)

]

T ITABDAUN=TIRWVWAAL v F ETCIDavr REANTAHE, 27— XA vyE—V Not a
management cluster member ﬁlﬁﬂ?éﬂi'fo

TITARABE AUN— A, v F L TCIDa~vry FEANTHE, VTR av R AL yFDID, 0
AA v F AUNR—DFE, BLRITAH av N AL vFLoEGIRERFRRINET,

PIGAS A< N AATFDAX Y I EII I TASX a~ L N A, vF ETCZOa~ FEA1T5
L VITARBABLUVRA L NN—DRBNERENET, £/, AT —FRAETHRDO I FAZDAT—H
ABLIOEMbFRREINET, TEHENA X—TLOEEIE. 794~ VBIOEDI LAY avy
K 2L v FOERPERINET,

25w 71%, Catalyst 2960-S A A v FDHLTHR—FENTWVET,

WOHITIE, 7T AX a~<v K AL vF LETshowecluster =~ FE AN LIEHEOH 12 R L E
ﬁ—o

Switch# show cluster
Command switch for cluster “Ajang”

Total number of members: 7
Status: 1 members are unreachable
Time since last status change: 0 days, 0 hours, 2 minutes
Redundancy: Enabled
Standby command switch: Member 1
Standby Group: Ajang standby
Standby Group Number: 110
Heartbeat interval: 8
Heartbeat hold-time: 80
Extended discovery hop count: 3

Catalyst 2960 35 & U 2960-S A vF ATV K JI7LVR
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show cluster

WOHITIE, 7T AZ A "— ZA vF T showcluster =~ FE AN LIEHEOH 12 R L E

ﬁ-o

Switchl> show cluster

Member switch for cluster “hapuna”
Member number:
Management IP address:
Command switch mac address:
Heartbeat interval:
Heartbeat hold-time:

3
192.192.192.192
0000.0c07.acl4
8

80

WOFITIH, AZ N, JTAF a<w R ALy TFELELTRESINTZTI TAZ A N"— A4 vF |k
T show cluster =~ > REZ AN LEHAEOH 12~ LET,

Switch# show cluster

Member switch for cluster “hapuna
Member number:
Management IP address:
Command switch mac address:
Heartbeat interval:
Heartbeat hold-time:

”

3 (Standby command switch)
192.192.192.192
0000.0c07.acl4

8

80

WOBFITIX, A "— 1 EDOERNOIMSINZ7 T AX a<2 K A v F LT show cluster =~ K

EANNLTEBEOH N EZRLET,

Switch# show cluster

Command switch for cluster “Ajang”
Total number of members:
Status:
Time since last status change:
Redundancy:
Heartbeat interval:
Heartbeat hold-time:
Extended discovery hop count:

7

1 members are unreachable
0 days, 0O hours, 5 minutes
Disabled

8

80

3

WOFITIE, 772X a< K AL v F EOERNOIMSINTZ7 T AHX AL 3— ZA v F LT show
cluster =~ KZ AN L7eBAEDOH D Z R LT,

Switch# show cluster

Member switch for cluster “hapuna”
Member number:
Management IP address:
Command switch mac address:
Heartbeat interval:
Heartbeat hold-time:

<UNKNOWN>
192.192.192.192
0000.0c07.acl4
8

80

BEav U F avwy R L]
cluster enable vy RRHEAAL v F BT TAK a<w R AL vF L LTA FR—T
ML, 72T AFL, BIOA T a b LTAUARN—FEEEID Y
<%,
show cluster candidates AL v FDOY A NEZERLET,
show cluster members I TGARE AUN—IZET A EREERRLET,
Catalyst 2960 £ & U 2960-S R4 vy F aAIVF JI7L R
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Bl show cluster candidates

show cluster candidates

BREAA v F DY A N EFRT5HI2IE. show cluster candidates EXEC =2~ > F&EH L ET,

show cluster candidates [detail | mac-address H.H.H.]

X DA detail UEE) X ToOEMCBETEMERRLET,
mac-address H.H.H. EE) 7 7 AZEMDO MAC 7 FL A2 T9,
avY kR E—F . —4 EXEC
i EXEC
avy FERE Jyy—=x EERNE
12.2(25)FX Zoa=wy RARBMENE L,

EREDHA R4

~

(E)

7

ZOavwy RPHHTERDIE, VTAX avw o R AL v F AF v I FERITITAL av K A
A4 v FIZRBENET,

A v 71X, LAN Base 4 A — Y% E4T LT\ 5 Catalyst 2960-S A1 v FOHATHR—FINTHE
ﬁ—o

AL FNT TAL a<w R AL v FTRWLIERIE, 7007 MIZEITRERSINET,

WA SN 1, X7 F AL N—FEETERLET, SNIIDMIC E BRFSNEHE, A4 v FiE
SRHERRHNT &> THRIES R TV E T, SNFIDIEH E TRVEA, X7 v F AL N—FFO AL v F
AL Yy FOT v T AR — MUK A ST, Ky THIE, 7T AL avL R AL v FDE
AL v FETOF A ZHTT,

OB TIiL. show cluster candidates =~ > FOH /12 R L £,

Switch# show cluster candidates

MAC Address Name Device Type PortIf FEC Hops SN PortIf FEC
00d0.7961.c4c0 StLouis-2 WS-C2960-12T Gio0/1 2 1 Fa0O/11
00d0.bb£f5.e900 1df-dist-128 WS-C3524-XL Fa0/7 1 0 Fa0/24
00e0.le7e.be80 1900 Switch 1900 3 0 1 0 Fal0/11
00e0.1e9f.7a00 Surfers-24 WS-C2924-XL Fa0/5 1 0 Fa0/3
00e0.1e9f£.8c00 Surfers-12-2 WS-C2912-XL Fa0/4 1 0 Fa0/7
00e0.1e9f.8c40 Surfers-12-1 WS-C2912-XL Fa0/1 1 0 Fa0/9

WOPITIE, 7 T7AK a~vr KA,y FICHEER SN, 7 T7AZ A= X, vFO MACT K
L A &MEH L7234 @ show cluster candidates =~ FOH 12 /RLE T,

Switch# show cluster candidates mac-address 00d0.7961.c4c0
Device 'Tahiti-12' with mac address number 00d0.7961.c4cO

Device type: cisco WS-C2960-12T
Upstream MAC address: 00d0.796d.2£f00 (Cluster Member 0)
Local port: Gi0/1 FEC number:
Upstream port: GIO/11 FEC Number:

Catalyst 2960 35 & U 2960-S A vF ATV K JI7LVR
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Hops from cluster edge: 1

show cluster candidates

Hops from command device: 1

WOBITIE, JTAZ Ty PnEDRy TEN 3 THDH, 7 TAX A= 2, vFDMACT RL

A &M L7234 @ show cluster candidates =~ > ROH N ZR L E9,

Switch# show cluster candidates mac-address 0010.7bb6.1lccO
Device 'Ventura' with mac address number 0010.7bb6.1lccO
Device type: cisco WS-C2912MF-XL
Upstream MAC address: 0010.7bb6.1cd4
Local port: Fa2/1 FEC number:
Upstream port: Fa0/24 FEC Number:
Hops from cluster edge: 3
Hops from command device: -

W OH|ITIiL., show cluster candidates detail =~ FOH 12 R L E T,

Switch# show cluster candidates detail
Device 'Tahiti-12' with mac address number 00d0.7961.c4cO
cisco WS-C3512-XL
Upstream MAC address: 00d0.796d.2£f00 (Cluster Member 1)
Local port: Fa0/3 FEC number:
Upstream port: Fa0/13 FEC Number:
Hops from cluster edge: 1
Hops from command device: 2
Device '1900 Switch' with mac address number 00e0.le7e.be80
cisco 1900

Device type:

Device type:
Upstream MAC address: 00d0.796d.2£f00 (Cluster Member 2)
Local port: 3 FEC number: 0
Upstream port: Fa0/11 FEC Number:
Hops from cluster edge: 1
Hops from command device: 2

Device 'Surfers-24' with mac address number 00e0.1e9f.7a00
Device type: cisco WS-C2924-XL
Upstream MAC address: 00d0.796d.2f00 (Cluster Member 3)
Local port: Fa0/5 FEC number:
Upstream port: Fal0/3 FEC Number:
Hops from cluster edge: 1
Hops from command device: 2

BEavTF avwvk ER
show cluster AA v TFBBTDHITAZDODAT—HZABIOY <~ —%2F R rLE
7,
show cluster members I TGARE AN T A EREERRLET,
Catalyst 2960 £ & U 2960-S R4 vy F aAIVF JI7L R
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H  show cluster members

show cluster members

T T AL AUN—=DERERTT HI121L. show cluster members £7# EXEC =2~ R&EH L £7,

show cluster members [ | detail]

X DA n (EE) 7T AL A RN—%#T 5%&K S, HETEAHMHIZ0 ~ 15 T,
detail UEE) T RTDOZFTAE AU NN—|ZETAEMERRLET,

avy kE—F HHE EXEC

av Y FEE Jyy—x EEAR
12.2(25)FX oo~y RREMENE L,

FREDALAFIM4Y Zoa~vr FRFATELDE, 7 7RF avy R A, v F RE v 7 E7 TAL a~v R A
Ay FIZROLNET,
S
(¥) A% v 77X, LAN Base £ A —U % E4T LT\ 5 Catalyst 2960-S A1 v FDOHTHR—FENTWVE
T

I T AFTNIZA U N=RRWEARIE, ey MIETRERSNET,

% WOHFITIiX, show cluster members =~ > RO ERLET, HOND SN X, X7 > FELFEE
BRLET,
Switch# show cluster members
| -——Upstream---|
SN MAC Address Name PortIf FEC Hops SN PortIf FEC State
0 0002.4b29.2e00 StLouisl 0 Up (Cmdr)
1 0030.946¢c.d740 tal-switch-1 Fa0/13 1 0 GioO/1 Up
2 0002.b922.7180 nms-2820 10 0 2 1 Fa0/18 Up
3 0002.4b29.4400 SanJuan2 Gi0/1 2 1 Fa0O/11 Up
4 0002.4b28.c480 GenieTest Gi0/2 2 1 Fa0/9 Up

WOBTIL, 7T A% A 23— 3 (2% % show cluster members D %~ L F7,

Switch# show cluster members 3
Device 'SandJuan2' with member number 3

Device type: cisco WS-C2960

MAC address: 0002.4b29.4400

Upstream MAC address: 0030.946¢c.d740 (Cluster member 1)
Local port: Gi0/1 FEC number:

Upstream port: GI0/11 FEC Number:

Hops from command device: 2
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show cluster members W

wOFITiL. show cluster members detail =~ > FOH T ERLET,

Switch# show cluster members detail
Device 'StLouisl' with member number 0 (Command Switch)

Device type: cisco WS-C2960

MAC address: 0002.4b29.2e00
Upstream MAC address:

Local port: FEC number:
Upstream port: FEC Number:

Hops from command device: 0
Device 'tal-switch-14' with member number 1

Device type: cisco WS-C3548-XL

MAC address: 0030.946¢c.d740

Upstream MAC address: 0002.4b29.2e00 (Cluster member 0)
Local port: Fa0/13 FEC number:

Upstream port: Gi0/1 FEC Number:

Hops from command device: 1
Device 'nms-2820' with member number 2

Device type: cisco 2820

MAC address: 0002.0922.7180

Upstream MAC address: 0030.946¢c.d740 (Cluster member 1)
Local port: 10 FEC number: 0

Upstream port: Fa0/18 FEC Number:

Hops from command device: 2
Device 'Sanduan2' with member number 3

Device type: cisco WS-C2960

MAC address: 0002.4b29.4400

Upstream MAC address: 0030.946¢c.d740 (Cluster member 1)
Local port: Gi0/1 FEC number:

Upstream port: Fa0/11 FEC Number:

Hops from command device: 2
Device 'GenieTest' with member number 4

Device type: cisco SeaHorse

MAC address: 0002.4b28.c480

Upstream MAC address: 0030.946¢c.d740 (Cluster member 1)
Local port: Gi0/2 FEC number:

Upstream port: Fa0/9 FEC Number:

Hops from command device: 2
Device 'Palpatine' with member number 5

Device type: cisco WS-C2924M-XL

MAC address: 00b0.6404.£8c0

Upstream MAC address: 0002.4b29.2e00 (Cluster member 0)
Local port: Giz2/1 FEC number:

Upstream port: Gi0/7 FEC Number:

Hops from command device: 1

BEav VR avwyk EL]
show cluster AAVTNET DI TAZDAT —HABLOY~) —2RKRLE
show cluster candidates fERAA v F DOV A MEERLET,
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W show controllers cpu-interface

show controllers cpu-interface

CPU xy hU—7 f X —7 A A ASIC (%ﬂiﬁﬁli‘ﬁ M) DR T — MERRL, CPU I
T 58y MZBET B HEHE#HR A 5% T 521X, show controllers cpu-interface 74 EXEC =2~
RE[EHLET,

show controllers cpu-interface

BXXniA Zoawy RICE, BIEEREF—T— RiEh Y A,

avy kE—F ¥HE EXEC

av Yy FERE Jyy—= EEANR
12.2(25)FX Toawy REMShE LT,

EREDAARS4Y —oavwr F‘%Wﬁ*&é’afx SAADT I = AN R— ML RAL v FD T TN 2 —T ¢

T EAT O DI ERPFRSNET,
i K DOFITIL, show controllers cpu-interface =~ ROHHZRLET,

Switch# show controllers cpu-interface

cpu-queue-frames retrieved dropped invalid hol-block
rpc 4523063 0 0 0

stp 1545035 0 0 0

ipc 1903047 0 0 0

routing protocol 96145 0 0 0

L2 protocol 79596 0 0 0

remote console 0 0 0 0

sw forwarding 5756 0 0 0

host 225646 0 0 0
broadcast 46472 0 0 0
cbt-to-spt 0 0 0 0

igmp snooping 68411 0 0 0

icmp 0 0 0 0

logging 0 0 0 0
rpf-fail 0 0 0 0

queueld 0 0 0 0

cpu heartbeat 1710501 0 0 0

Supervisor ASIC receive-queue parameters

queue 0 maxrecevsize S5EE pakhead 1419A20 paktail 13EAED4
queue 1 maxrecevsize 5EE pakhead 15828E0 paktail 157FBFC
queue 2 maxrecevsize 5EE pakhead 1470D40 paktail 1470FE4
queue 3 maxrecevsize S5EE pakhead 19CDDD0O paktail 19D02C8

<output truncated>
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show controllers cpu-interface W

Supervisor ASIC Mic Registers

MicDirectPollInfo 80000800
MicIndicationsReceived 00000000
MicInterruptsReceived 00000000
MicPcsInfo 0001001F
MicPlbMasterConfiguration 00000000
MicRxFifosAvailable 00000000
MicRxFifosReady O0O0OBFFF
MicTimeOutPeriod: FrameTOPeriod: O0000OEA6 DirectTOPeriod: 00004000

<output truncated>

MicTransmitFifoInfo:

FifoO: StartPtrs: 038C2800 ReadPtr: 038C2C38
WritePtrs: 038C2C38 Fifo Flag: 8A800800
Weights: 001EO0O01E

Fifol: StartPtr: 03A9BCO0 ReadPtr: 03A9BC60
WritePtrs: 03A9BC60 Fifo Flag: 89800400
writeHeaderPtr: 03A9BC60

Fifo2: StartPtr: 038C8800 ReadPtr: 038C88EQ
WritePtrs: 038C88E0 Fifo Flag: 88800200
writeHeaderPtr: 038C88E0

Fifo3: StartPtr: 03C30400 ReadPtr: 03C30638
WritePtrs: 03C30638 Fifo Flag: 89800400
writeHeaderPtr: 03C30638

Fifo4: StartPtr: 03AD5000 ReadPtr: 03AD50A0
WritePtrs: 03AD50A0 Fifo Flag: 89800400
writeHeaderPtr: 03AD50A0

Fifo5: StartPtr: 03A7A600 ReadPtr: 03A7A600
WritePtrs: 03A7A600 Fifo Flag: 88800200
writeHeaderPtr: 03A7A600

Fifo6: StartPtr: 03BF8400 ReadPtr: 03BF87F0
WritePtrs: 03BF87F0 Fifo Flag: 89800400

<output truncated>

BIEaT R avwy kR B
show controllers N—=RT 2T FEFA v F—T 2 ADNEHL P AX NS BILIATND .
ethernet-controller KA LUE—T oA ADEZEORFHERER T LET,
show interfaces TRCOA v HF—T =2 AFREFRBESINTZA X —T o4 ADEHR

T ABIOCIMERAT =X R RKRLET,
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M show controllers ethernet-controller

show controllers ethernet-controller

N= R =2 T PO FRIAANTEEZBZIET 24 v 7 — 7 = 4 AHR[LOFFHERE ¥ — 7 — K L TR
9 21Z1X. show controllers ethernet-controller #7# EXEC =~ F&fi /L ¥, phy ¥—UV—F
A E—T = ANEBL VA X 23R L, port-asic ¥ — U — FiIAR— ~ ASIC (& Hkia i 7%
[E#%) ([CPAT D MAERRLET,

show controllers ethernet-controller [interface-id] [phy [detail]] [port-asic
{configuration | statistics}] [fastethernet 0]

X DA interface-id WA VA —T 2 A (BA T AL v T A= FVa—, B— &S
EEte)
phy BB TAA A, A E—T = A ZAD XA v FOMEE (PHY) T34
ADNEL VAL AT =B AR RLET, 4 ¥ —7 A AD Automatic
Medium-Dependent Interface Crossover (Auto-MDIX) HEEDEBEA T — K %
RRICEDET,
detail (f£E%&) PHY N L P A X OFEMIEREF R LET,
port-asic UEE) A—FD ASIC AL P A Z DR EERLET,
configuration R—FD ASIC NI LA X DRELZFRLET,
statistics R— kD ASIC #aHEH (Rx/Sup F = —B L RZOMOMEEREET) &%
RLET,
a2k E—F ¥i#E EXEC (=— EXEC & — KD interface-id ¥—7 — R TOHHIHR—b)
av > FERE yy—= EERAE
12.2(25)FX Ioawy RBEMEE L,

BEREDAA FS54>

]

FTRCDOA U H—T 2 A AFETTBESINIA V¥ — T = 4 ADFEARN) 72 RMON #atlEda i k7
T4y IHFHEREXX— T — R LTHERLET,

phy £721% port-asic ¥— 7 — F&E A L7ZAE, R RAaDT 7 =00 R — LD A v F
DETITNY 2a—T 4V TIRSLOERBERENET,

WOBTIL, FHEDA ¥ —7 = A AZ%9 5 show controllers ethernet-controller =~ > KDOH )
EaLET, £ 2-2812 Transmit D7 4 —/ K, F£ 2-29 1T Receive D7 4 —/) KOFHE N TR
LEJ,

Switch# show controllers ethernet-controller gigabitethernet6/0/1

Transmit GigabitEthernet6/0/1 Receive

0 Bytes 0 Bytes

0 Unicast frames 0 Unicast frames

0 Multicast frames 0 Multicast frames
0 Broadcast frames 0 Broadcast frames
0 Too old frames 0 Unicast bytes

0 Deferred frames 0 Multicast bytes
0 MTU exceeded frames 0 Broadcast bytes
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show controllers ethernet-controller

collision frames Alignment errors

collision frames FCS errors
collision frames

collision frames

Oversize frames
Undersize frames

o O O O O

collision frames
collision frames
collision frames

Collision fragments

Minimum size frames

65 to 127 byte frames
128 to 255 byte frames
256 to 511 byte frames
512 to 1023 byte frames
1024 to 1518 byte frames
Overrun frames

O ~J oy U bW N

collision frames
collision frames
10 collision frames

O

11 collision frames
12 collision frames
13 collision frames
Pause frames

Symbol error frames

14 collision frames
15 collision frames
Excessive collisions

O O O O O o o o o

Late collisions
VLAN discard frames
Excess defer frames

Invalid frames, too large
Valid frames, too large
Invalid frames, too small
Valid frames, too small

o O O O

64 byte frames

127 byte frames

255 byte frames

511 byte frames

1023 byte frames
1518 byte frames

Too large frames
Good (1 coll) frames

Too old frames

Valid oversize frames
System FCS error frames
RxPortFifoFull drop frame

lololeololoNoBoBoloBoooBololhoBohohohoohohohohohoholh o)
o O O O

#* 2-28 Transmit ® 7 4 —J)L FD5RHA
Z4—ILF By
Bytes A H—T oA ALETEESNT AL PO,

Unicast Frames

=% ¥ AN T RLRZEFEENEZT L—2D#E,

Multicast frames

VNTF X AR T RLVRIZEE SN 7 L— 20,

Broadcast frames

Tur— K%y AT FLRICEFEEINTZT7 L—L2DRH,

Too old frames

2Ny SREBRIRIIN DDA - TRy 7SN T L— A0,

Deferred frames

P28 2% fe RN MR Z B2 T2 b & TRESNRho T 7 L—ADH,

MTU exceeded frames

BRFA 7L —L A XEB2T-7 L —LDH,

1 collision frames

1 BlOEZEE, A F—T x4 A LTIEFICEESNTEZ T L— LD,

2 collision frames

2 HDOEREE, A X —T A A LETIERICEESNTZT7 L —20D%,

3 collision frames

3 EIDOMEEL, A F—T 2 A ETEFICERFEINEZTL—00%,

4 collision frames

4 BlOEREE, A v F—T x4 AETIERICHEE ST L—20H5,

5 collision frames

S5EIOEREE, A F—T A A L TIEFICEESNTEZ T L— LD,

6 collision frames

6 [EDERE, A F—T oA A LTEFRITEEENTZT7 L —L2DH,

7 collision frames

7 B OEZEE, A F—T oA A ETEFBICEFEINZT L—20H,

8 collision frames

8 [ DEZEH%, A F—T A A LTEFBICEESNZT L — LD,

9 collision frames

O EIDELE%., A F—T A A ETEFICEEEINTZTL—L00H,

10 collision frames

|

I

10 [BlDOEZEH%, A v F—T = A A ETEFRISEREENEZT7 L—20H,

11 collision frames

I

11 BloOfEE%., A v Z—T7 x4 A L TERICEEESNTE 7 L—20H,

il

12 collision frames

partl

12 B DfEZEH, A2 —T oA XA L TEFICEEEN-7 L —20D%,

13 collision frames

13 [l DEEE, A v FZ—T x4 XA ETIERICEEINTZ7 L —20DH,
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M show controllers ethernet-controller

= 2-28 Transmit D7 1« —JL FOHBA (#FEE)

J4—ILF

B8

14 collision frames

14 Bl DO/EZEH, (o F—T oA A ETEFRICEEINTET7 L —20%,

15 collision frames

15 BlOEZEHE, A v F—T =2 A ETEFRICEZENZT7 L—20H,

Excessive collisions

16 DR, A v Z—T = ALTEETERNST27 L—L2 D%,

Late collisions

TV —LMERFEINEHET, 7V —L2OEERICBRHEEINTEZLVAS R a2 VailiosTRry
TENTET L— LD,

VLAN discard frames

CFl' vty "B ESNEZ LICE VA v F—T 24 A LT Ruy FENET7 L—ADH,

Excess defer frames

R e RNy M Z B Tdh & TEES NPT T L— 20K,

64 byte frames

A B =T 2 A LETHEEENT 64 X1 PO T L— LD,

127 byte frames

AL B =T A A LETEEENT 65~ 127 XA F DT L— L D#H,

255 byte frames

B =T A ALETEREFEINT 128 ~ 255 34 DT L— LD,

511 byte frames

AL B =T A LETHEEENT 256 ~ 511 XA FD T L— L D#E,

1023 byte frames

A B =T 2 A LETHEEENTZ 512 ~ 1023 X4 FD T L— LD,

1518 byte frames

A E—T 2 A A ETEEENT 1024 ~ 1518 XA F DT L— LD,

Too large frames

AL H =T 2 A A LTEEINTEHRRKFAT I L —LA VA RXEB2T27 L—20DH,

Good (1 coll) frames

1 BOEREEL, f v F—T =24 A ETIEFICERFRINTZT7 L—L208%, ZOMEIZIT 1 [ROEEE,
AV HE =T 2 A A LETEFICEEEINRPST2T7 L—20HITEENEEA,

1. CFI = Canonical Format Indicator (7 #—~ v FEXER)

* 2-29 Receive N7 1« —JL FDERHA
Z4—ILF L]
Bytes AV HE—T 2 A A ETRZBEEINTT7LV—ACEoTHEMSNTZATEY (N1 ) O, FCS

EBIOEFERNTRN T L—LAbEENET, ZOEICIT, 7b—b Ay ¥ —Ey bREE
nNEEA,

Unicast frames

AU B =T 24 A LTERICZESNEZ=%y 2 b 7 FLRCHT b 7 L — AOKRK,

Multicast frames

A H =T 2 A A LETEFRIIZEINZATXY AN 7 RLRAZEIT N7 L— LD,

Broadcast frames

A B =T A AL TEFBIZZEINEZTe—FXxy XA F 7 RLAICHET LN T L—L2 0D
3,

Unicast bytes

A E =T A A LTREENTE2=F Y AN T =Ll Lo THERHINTZAEY (31 )
D, FCSHEBIVEFFEATRNWT L—AbFENET, ZOMHICIE, 7L —Lh Ny ¥ —
By FREEREEA,

Multicast bytes

A B =T 2 A A LETZEENEZLVFIXY AN T —AIlkoTHEAESNTZAETY (1 1)
OfE, FCSHEBIVEEEATRW I L—2bEENFTET, ZOEICIE. 7 —5b N~y F—
Ey FREGEREEA,

Broadcast bytes

A A =T 2 A A ETZEENTETe—RFy A F 7L —AIZXoTHEHENEZAETY OXA
) OfE, FCSHEBLIOERERTANWTZL—ALETNET, ZOMICIE, 7L—2 ~v
H— vy MBEENETA,

Alignment errors

A E—=T 2 A ALTZIEFEENTEZT IA AL b 2T —%F>7 L—Lh0#E,

FCS errors

A B =T 2 A A LTRESNEARES (N4 ) 2L, E¥ZR FCSEEFiny
L — L OFEL,

Oversize frames

A B =T 2 A A LETZEINTERRFAZ7L—A A X227 L— A0,
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show controllers ethernet-controller W

* 2-29 Receive W7 1+ —JL FOHHA (#HS)

J4—ILF

B8

Undersize frames

AUE =T A A LTSN 64 31 FRIGD T L — L DH,

Collision fragments

A B =T 2 A A LTRESNTZaVTary 77720 o,

Minimum size frames

BN LU—Db A DT L — D,

65 to 127 byte frames

65 ~ 127 "1 hD T L — LD,

128 to 255 byte frames

128 ~ 255 A F D7 L — A DKRER,

256 to 511 byte frames

256 ~ 511 XA F D7 L— L D#EL

512 to 1023 byte frames

512 ~ 1023 XA F DT L — ADREL,

1024 to 1518 byte frames

1024 ~ 1518 A F D7 L — A DiHREL,

Overrun frames

A B =T 2 A A LTRESNTEA—NR—=T 2 7L —2DE,

Pause frames

B =T 2 A LTZEINER—X 7L —ADH,

Symbol error frames

A B =T A A FTZEENEY VAL T —%2 05T L— LD,

Invalid frames, too large

FAIMTU 4 X (FCS By hEEHR, T —Ah o X —%2EER) #x, FCS=7—F
X774 A N 27— LN EROZEINEZT7 L—208,

Valid frames, too large

A E =T 2 A A LT EINTERRFATZ7L—L T X2B2 7 L—ADH,

Invalid frames, too small

6434 F FCStEyY hEEH, 7Lb—b ~yX—EEER\V) KT, FCS—F—F%7/=137
TAAL D 2T =D ELLNERORESNTLT L— LD,

Valid frames, too small

64 A & (F721X VLAN # 73 & 7 L— AT 68 /31 ) KT, Azh72 FCS A FF>A
F=T A ATRESNTT V=008, 71 —2b A XZE, FCS By FAEEN, 7 b—
L~y H— 1y MIgGEhEtia,

Too old frames

Ny SRAIRIIADIZD ATIR—F TRy 7ENT27 L— LD,

Valid oversize frames

A F =T 2 A A ETREESNTHRRFFAN T L—»b A X&fx, A7 FCSEEF>7 L —
LK, 7 Vl—h YA XL, FCSEAEFEN, VLAN ¥ 773G EhEE A,

System FCS error frames

AE=T A A LTRESNIAMNBRES (A1) 28b. EWR FCS EaRrn>
L — LD,

RxPortFifoFull drop
frames

ANF 2= XN THDIED RNy XEnk, A V2 —T =24 A LTREINE7L—A
DI,

WOBITIEL, FHEDA ¥ —7 x4 AZKkIT % show controllers ethernet-controller phy =~ K®
&R L ET,

Switch# show controllers ethernet-controller gigabitethernet0/2 phy

GigabitEthernetl/0/2

(gpn: 2, port-number: 2)

Conf-Media Active-Media Attached

Gil/0/1
Gil/0/2

0 -Not Present
0 -Not Present

auto-select none

auto-select none

Other Information

Port asic num 0
Port asic port num : 1
XCVR init completed 0

Embedded PHY

: not present

SFP presence index : 0

SFP iter cnt

: 2564163d
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M show controllers ethernet-controller

SFP failed oper flag : 0x00000000
IIC error cnt :

IIC error dsb cnt
IIC max sts cnt

Chk for link status
Link Status

<output truncated>

o B O O o

K DOFITIL, show controllers ethernet-controller port-asic configuration =~ > FOH 1 2R L %
D

Switch# show controllers ethernet-controller port-asic configuration

Switch 1, PortASIC 0 Registers

DeviceType : 000101BC

Reset : 00000000

PmadMicConfig : 00000001

PmadMicDiag : 00000003

SupervisorReceiveFifoSramInfo : 000007D0O 000007D0O 40000000

SupervisorTransmitFifoSramInfo : 000001D0O 000001DO 40000000

GlobalStatus : 00000800

IndicationStatus : 00000000

IndicationStatusMask : FFFFFFFF

InterruptStatus : 00000000

InterruptStatusMask : 01FFE800

SupervisorDiag : 00000000

SupervisorFrameSizeLimit : 000007C8

SupervisorBroadcast : 000AQFO1

GenerallIO : 000003F9 00000000 00000004

StackPcsInfo : FFFF1000 860329BD 5555FFFF FFFFFFFF
FFOFFFO0 86020000 5555FFFF 00000000

StackRacInfo : 73001630 00000003 7F001644 00000003
24140003 FD632B00 18E418E0 FFFFFFFF

StackControlStatus : 18E418EQ

stackControlStatusMask : FFFFFFFF

TransmitBufferFreelListInfo : 00000854 00000800 O00OOFF8 00000000
0000088A 0000085D 00000FF8 00000000

TransmitRingFifoInfo : 00000016 00000016 40000000 00000000
0000000C 0000000C 40000000 00000000

TransmitBufferInfo : 00012000 OOOOOFFEF 00000000 00000030

TransmitBufferCommonCount : 00000F7A

TransmitBufferCommonCountPeak : 0000001E

TransmitBufferCommonCommonEmpty : 000000FF

NetworkActivity : 00000000 00000000 00000000 02400000

DroppedStatistics : 00000000

FrameLengthDeltaSelect : 00000001

SneakPortFifoInfo : 00000000

MacInfo : 0EC0801C 00000001 OEC0801B 00000001

00C0001D 00000001 O0COO01E 00000001

<output truncated>

K DFITIX, show controllers ethernet-controller port-asic statistics =~ > FOH 1 Z R LET,

Switch# show controllers ethernet-controller port-asic statistics

Switch 1, PortASIC 0 Statistics

0 RxQ-0, wt-0 enqueue frames 0 RxQ-0, wt-0 drop frames
4118966 RxQ-0, wt-1 enqueue frames 0 RxQ-0, wt-1 drop frames
0 RxQ-0, wt-2 enqueue frames 0 RxQ-0, wt-2 drop frames
0 RxQ-1, wt-0 enqueue frames 0 RxQ-1, wt-0 drop frames
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show controllers ethernet-controller

296 RxQ-1, wt-1 enqueue frames 0 RxQ-1, wt-1 drop frames
2836036 RxQ-1, wt-2 enqueue frames 0 RxQ-1, wt-2 drop frames
0 RxQ-2, wt-0 enqueue frames 0 RxQ-2, wt-0 drop frames
0 RxQ-2, wt-1 enqueue frames 0 RxQ-2, wt-1 drop frames
158377 RxQ-2, wt-2 enqueue frames 0 RxQ-2, wt-2 drop frames
0 RxQ-3, wt-0 enqueue frames 0 RxQ-3, wt-0 drop frames
0 RxQ-3, wt-1 enqueue frames 0 RxQ-3, wt-1 drop frames
0 RxQ-3, wt-2 enqueue frames 0 RxQ-3, wt-2 drop frames
15 TxBufferFull Drop Count 0 Rx Fcs Error Frames
0 TxBufferFrameDesc BadCrclé 0 Rx Invalid Oversize Frames
0 TxBuffer Bandwidth Drop Cou 0 Rx Invalid Too Large Frames
0 TxQueue Bandwidth Drop Coun 0 Rx Invalid Too Large Frames
0 TxQueue Missed Drop Statist 0 Rx Invalid Too Small Frames
74 RxBuffer Drop DestIndex Cou 0 Rx Too Old Frames
0 SneakQueue Drop Count 0 Tx Too 0Old Frames
0 Learning Queue Overflow Fra 0 System Fcs Error Frames
0 Learning Cam Skip Count
15 Sup Queue 0 Drop Frames 0 Sup Queue 8 Drop Frames
0 Sup Queue 1 Drop Frames 0 Sup Queue 9 Drop Frames
0 Sup Queue 2 Drop Frames 0 Sup Queue 10 Drop Frames
0 Sup Queue 3 Drop Frames 0 Sup Queue 11 Drop Frames
0 Sup Queue 4 Drop Frames 0 Sup Queue 12 Drop Frames
0 Sup Queue 5 Drop Frames 0 Sup Queue 13 Drop Frames
0 Sup Queue 6 Drop Frames 0 Sup Queue 14 Drop Frames
0 Sup Queue 7 Drop Frames 0 Sup Queue 15 Drop Frames
Switch 1, PortASIC 1 Statistics
0 RxQ-0, wt-0 enqueue frames 0 RxQ-0, wt-0 drop frames
52 RxQ-0, wt-1 enqueue frames 0 RxQ-0, wt-1 drop frames
0 RxQ-0, wt-2 enqueue frames 0 RxQ-0, wt-2 drop frames

<output truncated>

BlEa<Y R avwvFk A
show controllers CPU %~ b7 —72 ASIC ®IRE, BEI O CPU IZfmL "7 v hDEZFD
cpu-interface HatfmaeRRLET,
show controllers tcam AT LHNOTRTO Ternary CAM (TCAM) & CAM =2 fr—F T
D TCAM A #—T7 2 A AASIC DLV AH 27— eRRFLET,
Catalyst 2960 # & U 2960-S R4 wF ATV F YI7 LR
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W show controllers ethernet-controller stack port

show controllers ethernet-controller stack port

AH 7 R—=h~ B H (3NN — R 2T NOFRPANTEEZEICETHA X —T = A AHNL
BXORY v R— ML ORKEHEHR) 2FKRT 5I21%. show controllers ethernet-controller stack
port ¥ EXEC =~ > RAMM L £,

show controllers ethernet-controller stackport [stack-port-number]

X DERA stack-port-number A B —T7 2 A ADAK v 7 KR— hEFTT, HETEXDHAIL1 ~2 TT,
2By K= EFERELRWE, MHFDRY v 7 R— FDIERPERIN
ES RN
Ak E—F  F# EXEC
av Yy FERE yy—2 EFENE
12.2(53)SE1 Zoawry RRBMEhE L,

FREDHLAKSAY HESNFA L F—T A A LDOMFDRAL v 7 R—FDAX v 7 R— MEREFRT DI, A
27 KR— &S ZEERTIC show controllers ethernet-controller stackport ## EXEC =~ K
EANLET, ZOa<r FEFEHLT, A¥ v 7 A— M ETEEINZIETIERTry N 247
DT HERRLET, AA VI R—hF DO 2B, YRy b o X% 7 U T3 5I20%.
clear controllers ethernet-controllers £ EXEC =2~ RZ A )L £,

(GF) Zoza~r Rk, LAN Base £ A — Y% 54T LTV 5 Catalyst 2960-S A1 v FDOHTHR— I T

WET,

i WOBITIX, A% v 7 R—F 112332 show controllers ethernet-controller stackport =~ F®
HAZERLET, £ 2-30 |2 Transmit FastEthernetQ) ® 7 4 —/)L K 3 2-31 T Receive D7 4 —)L KD
g EENENRLET,
switch# show controllers ethernet-controller stack port 1
Transmit StackPortl Receive

13226803644 Bytes 10704476071 Bytes
27647287 Unicast frames 20878836 Unicast frames
12728665 Multicast frames 10258136 Multicast frames
0 Broadcast frames 0 Broadcast frames
0 Too old frames 6287969588 Unicast bytes
0 Deferred frames 3233301547 Multicast bytes
0 MTU exceeded frames 0 Broadcast bytes
0 1 collision frames 0 Alignment errors
0 2 collision frames 0 FCS errors
0 3 collision frames 0 Oversize frames
0 4 collision frames 0 Undersize frames
0 5 collision frames 0 Collision fragments
0 6 collision frames
0 7 collision frames 0 Minimum size frames
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show controllers ethernet-controller stack port W

8 collision frames 22103015 65 to 127 byte frames

9 collision frames 685 128 to 255 byte frames
10 collision frames 5778 256 to 511 byte frames
11 collision frames 5703871 512 to 1023 byte frames
12 collision frames 3323623 1024 to 1518 byte frames
13 collision frames 0 Overrun frames

14 collision frames 0 Pause frames

15 collision frames
Excessive collisions
Late collisions
VLAN discard frames
Excess defer frames
0 64 byte frames
30164543 127 byte frames
4302 255 byte frames
5814 511 byte frames
5790695 1023 byte frames
4410598 1518 byte frames
0 Too large frames
0 Good (1 coll) frames
0 Good (>1 coll) frames

Symbol error frames
Invalid frames, too large
Valid frames, too large
Invalid frames, too small
Valid frames, too small

0
0
0
0
0
0
0
0
0
0
0
0

O O O O O

Too old frames

Valid oversize frames
System FCS error frames
RxPortFifoFull drop frame

o O O O

& 2-30 Transmit FastEthernet & & U Stack Port ® 7« —JL FO&RHA

Z4—ILF SieA

Bytes A H—T oA ALETHEE SN A FORREL,

Unicast Frames 2=F ¥ AR T RLRICEESNTZ 7 L— 20,

Multicast frames TNLFXXY AN T RLRICEESNTE 7 L— LD,

Broadcast frames Ta—RE¥¥ A F T RLRAZEREENTZT7 L— 2D,

Too old frames Ny FRHEIHIREINAOTZOH AR — P T Rr y TENTET L— DK,
Deferred frames RERI 28 2% B R/% 7 w M 2B 2 7od & TRIE SN oo 7 L— 2 DK,
MTU exceeded frames | KHFAI 7L — A A XEB2T-7 L — LDk,

1 collision frames 1 FOERE®, A FZ—T oA A FTEFICEEINTLZ T L—L00H%,

2 collision frames 2 B DOERE®, A F—T A A LETIERICEESNTZ 7 L—200%,

3 collision frames 3 EIDOMEZEE, A F—T A A ETEFICERFBINEZT L—20%,

4 collision frames 4 BlOEREE, A v F—T x4 A ETIERICEE ST L—20H,

5 collision frames 5 EIDOMEZE%, A F—T 2 A ETEFICERFBINEZTL—20%,

6 collision frames 6 EDOEEB, f v F—T x4 AL TEFICEEINTZT7 L—L00%,

7 collision frames 7T EIOEZES, A F—T A A ETEFICEREENTZT L—200%,

8 collision frames 8 D L%, A v B —T A A FTIEFRIZEEEINT-7 L —2DH,

9 collision frames 9 BIDEZEHR, A —T 2 A LTEFICEEENZT L—20%,

10 collision frames 10 [ElOfHZE% . £ v X —T = A A L CEFICEEINET L—L20H,
11 collision frames 11 MO@EEE, (4 —T7 2 A LTEFRICEEZEENTZT7 L—20H,
12 collision frames 12 BOEREE, £ v —T7 2 A ETERICHE ST L—20%,
13 collision frames 13 FIOEZRE#, f X —T7 2 A LETEFBICEFESNEZT L—L2D%K,
14 collision frames 14 BlDOE %, A v F—T = A ETEFBICEREENEZT7 L—20H,
15 collision frames 15 B DfEZEH, A2 —T oA X ETEFICEEEN-Z7 L —L20%,
Excessive collisions 16 [HDfZEH%, A v F—T 2 A ETHEETE R 7 L —LbDH,
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W show controllers ethernet-controller stack port

& 2-30

Transmit FastEthernet # & U Stack Port ® 7 «+ —JL KO ()

J4—ILF

B8

Late collisions

TL—LANEEFEEINTH LT,
TENET L— LD,

7L —LADOEEHFIREINZLAS R 2V Vg ilioTRe Y

VLAN discard frames

CFIEy FBRBREINT-Z LIV Z—T oA A LT Ry ’ENz7 L —20H,

Excess defer frames

R RN Y PR AR Tod & TEREINRDP T2 T L— LD,

64 byte frames

A B =T 2 A A LETEEENTZ 64 X1 FDT L— LD,

127 byte frames

A =T x4 ALETHEEINTZ 65~ 127 "1 DT L— LD,

255 byte frames

A B =T 2 A A ETHEEENTZ 128 ~ 255 X4 F DT L— DRI,

511 byte frames

A B =T x A ALETHEEINT 256 ~ 511 XA FD T L— LD,

1023 byte frames

A B =T A A LETEEENT 512 ~ 1023 X4 FD T L— LD,

1518 byte frames

B =T A ALETEREFEINT 1024 ~ 1518 N1 FD 7 L — L DREL,

Too large frames

AE =T 2 A A LTEESNTEHRRHFAT I L —LA VA XEB2T27 L—20%,

Good (1 coll) frames

1 BlOE%EE, A v F—T7 x4 AETIEFICHEE SN T L—208, ZOMHEIZIE 1 Bl OHEZEE
AV HF =T 2 A LETIEFICEEENR P77 L—20HITEENTEA,

Good (>1 coll) frames

2 EILL O REG, A X —T oA A LETERICEHEINTZT7 L—208, = OfEl
%\4V&~7:4xif£%ﬁ%@én&mot7V~A@ﬁu§imiﬁho

ZiE 1 Bl oE%E

= 2-31 Receive M7 1 —JL FOREA
Z4—ILF HL]
Bytes A B =T 2 A A LETZEENEZ7L—AICEoTHHESNEZAEY (31 b)) OkE, FCS

EBLINEERRA TRV T L—A b EENET,
WEE A,

ZOEIZIE, Tr—bh sy = By bREE

Unicast frames

A H =T 2 A ALTEFICZEENFEZ=2%y A 7 RLAZHIT LT L—L20KE,

Multicast frames

A B =T oA ALTEFICZESNESAF Xy 2 b 7 FLRCET btk 7 L— AR,

Broadcast frames

A H =T 2 A A LETEFIIZEENTZ7a—RFF¥Y AN 7 FLAIZRAIT BT L—20DK
.

Unicast bytes

AV E =T 2 ALTZEINZZ=2F Y AN JL—AICkoTHEASNZAEDY (X1 F)
D, FCSHEBIVEFEXTRWIZL—AbEGENnEd, ZOMIZIE, 7L—b A~y X —
By hOEENEE A,

Multicast bytes

A B =T 2 A A LETZEENELFIFY AN JL—AIlkoTHRAESRTZAEY (X1 F)
OfF, FCSHEBIVEFEXTRW 7 L—AbE&ENET, ZOMEIZIE, 7L —b Ny FX—
By MG ENTEEA,

Broadcast bytes

AHE =T 2 A A LETZEINZTe—RFY AN 7L —AIZXoTHEHAINZATY (N4
F) OfE, FCSHEBLIOEEERTRVWI L—2bEaENET, ZOMHEICIE., 7L—h ~y
F— By MREENERFA,

Alignment errors

AV E—T 2 A A LTRIEEINTZT TA A N =T —%2FF2O7 L— 20O,

FCS errors

A B =T 2 A A LETZEINTZEDRES O N 2L, EF7Z FCSEE -7\ >
L — LD

Oversize frames

A =T 2 A AL TZEENTERRFI 7L —L A X BT 7 L — 508K,

Undersize frames

A F =T 24 A LTRIEINT 64 XA FRTHDO 7 L— 2 DH,

Collision fragments

B =T 2 A ALTZEINEZaITVary 7772 O,
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& 2-31

show controllers ethernet-controller stack port W

Receive W7 1+ —JL FOHHA (#HS)

J4—ILF

B8

Minimum size frames

NI L— YA XD T L —LDREL,

65 to 127 byte frames

65 ~ 127 81 hD T L — LD,

128 to 255 byte frames

128 ~ 255 N1 F D7 L — LADFREL

256 to 511 byte frames

256 ~ 511 "1 bD T L — LD,

512 to 1023 byte frames

512 ~ 1023 XA FDO T L — A DREL,

1024 to 1518 byte frames

1024 ~ 1518 /N1 M DT L — LD,

Overrun frames

A B =T 2 A LTZIEINTZA—NR—F 2 7L — LD,

Pause frames

B =T 2 A LTZEINEZR—X 7 L —ADH,

Symbol error frames

A B =T A A FLTZEENTEY VRV 5 —%FH>7 L— LD,

Invalid frames, too large

Bl MTU 4 X (FCS By haE&Rk, 7L —b ~u X —%EGFR\) 2z, FCS—=T7—F
TZIXTT9ARA S T T —DELLNEROZEINTZ T L—20%,

Valid frames, too large

A E =T A A LTREBINTREKRFFAIT L —L A X227 L—ADH,

Invalid frames, too small

64 14 F (FCSEY MaEH, Jb—b N~y X—2EGER) KiliT, FCS =7 —%72i37
FAA N ZT7—=DELLNEROZEINTET L—20DH,

Valid frames, too small

64 A & (E721X VLAN # 73 & 7 L— A TIiT 68 N1 ) KT, b7 FCS x> A1
F—=T A ATRESNTT V=08, 71 —2b A XZE, FCS By MAEEN, 7 b—
L~y — 1y MIgGEhEtia,

Too old frames

Ny RBRAMIREIN DO ANR— T Rr Yy 7 IN27 L—LDH,

Valid oversize frames

AU B =T 2 A A LETZAESNIRKFA 7 L—h Y1 X%z, A&7 FCS x> 7 L —
LD¥, T V—h A XZiE, FCS A& £, VLAN ¥ 7 I3@ EnEE A,

System FCS error frames

AU F =T 2 A AL TRESNEZANRRS (XA ) 2L, EW/L FCSEEFin>
L — LD H,

RxPortFifoFull drop
frames

ANF 2 =D FNTHET-D Ry FEn, A/ VX —T =2 A ETZEINTZT7 LV —2A
DI,

BEav U F avwy R E LT
clear controllers A—PFxyhartae—98X0A¥y 7 K—h o %707 L%
ethernet-controllers 3,
show controllers N R 2 T NS RAIRANTEEZEICET A4 % —T7 = A4 RAHENLOK
ethernet-controller HEMAEFRLET,
Catalyst 2960 & & Uf 2960-S R4 yF avv K YI27LYR
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Bl show controllers power inline

show controllers power inline

F87E L7z Power over Ethernet (PoE) 22> b —F DLV AX DEZF T 5121, EXEC £— R T
show controllers power inline =~ > K&#H L £,

show controllers power inline [instance] [module switch-number]

X DA instance (FE) BEa Fa—FOA VAL A, Kl VAL AT 4 SODOFE— ~xt
S LET, o WL, R FOTA RS540 2BRBLTLEFE N, A
VAL VABRELROVEAIE, TRTOAL VAF UARERENET,
module switch- UEE) H8EDAE v 7 AU NN—DR—FEFEFERLUET, FEETE 26MIT
number 1 ~4 7T,
GE)  AZ v 7%, Catalyst 2960-S A A v FOIKTHFR—FINTHET,
avy Kk E—F 2 —+# EXEC
¥+ EXEC
avy FERE yy—=x EENE
12.2(44)SE Ioawr RRBEMmERELE,

EREDAA FS54>

7

AAZ L ZADEPAITO0O~1TT, 0L 1 UANDA L AZ L ZADEHRIT. AL v F b IINAERREH
FHA,

ZOavy R, TRTOAAL v FTERRINETH, PoE A1 v TFOALTHMHFEETT, PoE &V
AR—hLABWAAL vy FOFRITIRESNEF A,

Zoavwy REERTAE, YAIOT V=N BR— MY RRAA, v TFORN T TN a—T 47
AT O DIZESLOERPFTRINE T,

Zoavy REFEHTLICE, A4 vy TR LANBase 1 A=V FETLTWDOLERH Y £7,

WOFITIL, Catalyst 2960 ¥ 7213 2960-S A A » F T show controllers power inline =~ > D
HERLET,

Switch# show controllers power inline
Alchemy instance 0, address 0

Pending event flag t:NNNNNNNNNNNN

Current State :00 05 10 51 61 11

Current Event :00 01 00 10 40 0O

Timers :00 C5 57 03 12 20 04 B2 05 06 07 07
Error State :00 00 00 00 10 0O

Error Code :00 00 00 00O 00 OO 00 OO 00 0O 00 0O
Power Status tNYNNYNNNNNNN

Auto Config :NYYNYYYYYYYY

Disconnect :NNNNNNNNNNNN

Detection Status :00 00 00 30 00 0O

Current Class :00 00 00 30 00 0O

Catalyst 2960 35 & U 2960-S A vF ATV K JI7LVR
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Tweetie debug

POE Commands pending at sub:

:00
:00
:00
:00

Command 0 on
Command 1 on
Command 2 on
Command 3 on

show controllers power inline Wl

:00 00 00 00

each port
each port
each port
each port

00 00 00 00 0O
00 00 00 00 00
00 00 00 00 00
00 00 00 00 0O

BIEav Uk ==V BL
logging event PoE A/ X bpuaXr A 3x—7 VI LET,
power-inline-status
power inline FEE L7 POE R— FE72137_TD PoE R— FOE/HERE— FEHREL
F75,
show power inline 578 L7- POE A— b £ 72133 T® PoE " — h ® PoE A7 — & A & #R L
EScpe
Catalyst 2960 & U 2960-S R4 vF IRV K YIT7L YR
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Hl  show controllers tcam

show controllers tcam

AT LOFTRTD Ternary CAM (TCAM), BELUPCAM 2 he—JThHD TCAM A ¥ —7 =
A A Application Specific Integrated Circuit (ASIC; ##& Hi&mT IC) O LY AX D AT — & RKRT
%1ZiE. show controllers tcam %74 EXEC =~ > Faflifi L £7,

show controllers tcam [asic [number]] [detail]

BT DA asic (f:&) R— Fd ASIC TCAM EHREFRZLET,
number (&) fREDFR—F ASIC HFEOFEREFRLET, HETE 2HMAIT 0~ 15
T‘?‘O
detail (L&) TCAM LR X QFMEREPERLET,
avy kFE—F ¥4 EXEC
avy FER yy—=x EERAR
12.2(25)FX Zoavy RRBEMENRE LR,

EREDAHA R34y

I

ZDavwY REEATLZIET, YAaDT I =hHN BR— MEYRZAAS v TFDORN T TNV a—T 4
VT EAT ) DI OERNERENE T,

OB TIL,

Switch# show controllers tcam

show controllers tcam =~ > FOH N E R L ET,

REV: 00B30103

SIZE: 00080040

ID: 00000000

CCR: 00000000_F0000020
RPIDO: 00000000 00000000
RPID1: 00000000 00000000
RPID2: 00000000 00000000
RPID3: 00000000 00000000
HRRO: 00000000_EOOOCAFC
HRR1: 00000000 _00000000
HRR2: 00000000_00000000
HRR3: 00000000_00000000
HRR4: 00000000 _00000000
HRR5: 00000000_00000000
HRR6: 00000000_00000000
HRR7: 00000000_00000000

<output truncated>
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show controllers tcam W

GMR31: FF FFFFFFFF FFFFFFFF

GMR32: FF_FFFFFFFF FFFFFFFE

GMR33: FF_FFFFFFFE FFFFFFEE

TCAM related PortASIC 1 registers

LookupType:
LastCamIndex:
LocalNoMatch:

89A1C67D_24E35F00
0000FFEO
000069ED

ForwardingRamBaseAddress:

00022A00 0002FE00 00040600 O002FEOO 0000D400
00000000 OO3FBAOO 00009000 00009000 00040600
00000000 00012800 00012900

BEa<v R avwy kR B
show controllers CPU * v b7 —7 ASIC ®IREE, BL U CPU i< X7 v hD%EZIEDHK
cpu-interface FHEREERRLET,
show controllers N—RY 2T FEFA v X —T 2 ADNEEL P AX NS BBIAEND . &
ethernet-controller A B =T oA ADEZEOHEEFREZEZRLET,
Catalyst 2960 £ & U 2960-S R4 vy F aAIVF JI7L R
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Bl show controllers utilization

show controllers utilization

AA v T ETIIRFE DR — b OFIAEH R %2 FKRT 5I21%. show controllers utilization =~ F%
EXEC £=— R CEMA L £,

show controllers [interface-id] utilization

BXOHH interface-id (L) AA vF A4 —7 =4 ADID TF,
a2 FE—F  =—# EXEC

K5 EXEC
EEPAY JU—X LERE

12.2(25)FX Zoawy RRBMEELRE,
] K OFITIL, show controllers utilization =~ > RO &R L T ET,

Switch# show controllers utilization

Port Receive Utilization Transmit Utilization

Fa0/1 0 0

Fa0/2 0 0

Fa0/3 0

Fa0/4 0 0

Fa0/5 0 0

Fa0/6 0 0

Fa0/7 0 0

<output truncated>

<output truncated>

Switch Receive Bandwidth Percentage Utilization : 0
Switch Transmit Bandwidth Percentage Utilization : 0
Switch Fabric Percentage Utilization : 0

WOFHI T, $EDKR— kTD show controllers utilization =~ KO Z2 R L £9,

Switch# show controllers gigabitethernetl/0/1 utilization

Receive Bandwidth Percentage Utilization : 0

Transmit Bandwidth Percentage Utilization : 0

= 2-32 show controllers utilization ® 7 4 —JL KD &8

Z4—ILF BieA

Receive Bandwidth Percentage | % v F 02 HI MR 2 FR LET, “hid, TToR—k
Utilization DEZENT T 4 v DEFHEAL v T OZERETEHST-HLOTT,
Transmit Bandwidth AL v FOEBEIEFEHREZR R LET, X, §XTOR—F
Percentage Utilization DEFRNT 74 v DEHEAL v FOREERETEH > LDOTT,
Fabric Percentage Utilization |2 A v FDE(E & Z(E DM ST ORI RO YIS #FR L £,

Catalyst 2960 & & Uf 2960-S R v F ATV K YI7 LR
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show controllers utilization W

BEav VR avwy kR HL]

show controllers A B —T 2 A ADNHE LI AZEERLET,
ethernet-controller

Catalyst 2960 # & U 2960-S X vF ATV K YT 7L VR
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show diagnostic

o TA BT A MERBIOVFR—-FENET AN AL — FEFRRT DI,

show diagnostic

a<y N4 EXEC £— FTHEMLET,

show diagnostic content switch [num | all]

show diagnostic post

show diagnostic result switch [num | all] [detail | test {test-id | test-id-range | all} [detail]]

show diagnostic schedule switch [num | all]

show diagnostic status

show diagnostic switch [num | all] [detail]

B DR

TIAILE

content HFETARBIOTRTOEY 2— B LT, X MID, T X Mg
P, BLOYR—=FINE2IANL Y TR LLEEDRT X MER
ERRLET,

switch num AA T B SEBELET, FHETE LML ~4 T,

switch all A v F ALy TNOTXTOAL v FEBELET,

post Power-on Self-Test (POST; IR AR C2MT X b)) OfER % FKR
LEd, a~v> ROHIIL show post =~ > KEFR L TY,

result TAMERERRFLET,

detail (EE) +_XCOT A MERIEETRLET,

test FAMNERBELET,

test-id T A NOBHEFE, TOMOEFERICONTIEL, EHEOTA KT A

V1 EBRLTLIEEN,

test-id-range

T Ak OBIFE S OB, T OMOFEHRICHOWNWTIE, EH Lo A R
FA ] BBRLTLIEIN,

all T _TOT A b
schedule BEAZFa— L EINTWHIZHZ A7 2R R LET,
status FARN AT —FZ A ERFRLET,

Zoavwry R, TN MRETDHY A,

show diagnostic

avy kFE—F o —# EXEC
¥ e EXEC
avy FER yy—2z EERR
12.2(53)SE1 Toaw s RREMENE LT,
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show diagnostic W

EREDAL FS4Y  switch num Z AT LRWEGEIE, TRTOAL v FOREWRPERENET,
avy AT, RRESNDT A MERIZKRDO LBY T,
e Passed (.)
e TFailed (F)
e Unknown (U)

() Zoza<r Kk, LANBase £ A — Y% %EfT LT\ 5 Catalyst 2960-S A1 v FDOHTHR—hENT
WET,

1 WOHITIE, AL v FITRESNTWEFT L TA Ve ErT 5 s Rk LET,

Switch# show diagnostic content switch 3

Switch 3:
Diagnostics test suite attributes:
B/* - Basic ondemand test / NA
P/V/* - Per port test / Per device test / NA
D/N/* - Disruptive test / Non-disruptive test / NA
S/* - Only applicable to standby unit / NA
X/* - Not a health monitoring test / NA
F/* - Fixed monitoring interval test / NA
E/* - Always enabled monitoring test / NA
A/I - Monitoring is active / Monitoring is inactive
R/* - Switch will reload after test list completion / NA
P/* - will partition stack / NA

Test Interval Thre-
ID Test Name attributes day hh:mm:ss.ms shold
1) TestPortAsicStackPortLoopback BAN* & *xp** 000 00:01:00.00 n/a
2) TestPortAsicLoopback B*D*X**IR* not configured n/a
3) TestPortAsicCam B*D*X**IR* not configured n/a
4) TestPortAsicRingLoopback B*D*X**IR* not configured n/a
5) TestMicRingLoopback B*D*X**IR* not configured n/a
6) TestPortAsicMem B*D*X**IR* not configured n/a

ROBFITIE, A v TFDOF L TA U BWHIRERRT 2 B2 RLET,

Switch# show diagnostic result switch 1
Switch 1: SerialNo
Overall diagnostic result: PASS

Test results: (.= Pass, F = Fail, U = Untested)
1) TestPortAsicStackPortLoopback --->
2) TestPortAsicLoopback -—--—--------- >
3) TestPortAsicCam —-------—--——————-—- >
4) TestPortAsicRingLoopback —-------- >
5) TestMicRingLoopback ------------—- >
6) TestPortAsicMem ---—--—--—-—-——-—--- >

Catalyst 2960 # & U 2960-S X vF ATV K YT 7L VR
| OL-8604-10-J .m



¥ 2% Catalyst 2960 R4 ¥F Ciscol0OS a2 F

Bl show diagnostic

WOFITIE, T I vLMT AN ATF—X A5 RRTAHiEEZRLET,

Switch# show diagnostic status
<BU> - Bootup Diagnostics, <HM> - Health Monitoring Diagnostics,
<OD> - OnDemand Diagnostics, <SCH> - Scheduled Diagnostics

Card Description Current Running Test Run by
1 N/A N/A
2 TestPortAsicStackPortLoopback <OD>
TestPortAsicLoopback <OD>
TestPortAsicCam <OD>
TestPortAsicRingLoopback <OD>
TestMicRingLoopback <OD>
TestPortAsicMem <OD>
3 N/A N/A
4 N/A N/A
Switch#

WOBPITIE, A v TFOFTA BT AN ATV a—NVaRnRT 5ikERLET,

Switch# show diagnostic schedule switch 1
Current Time = 14:39:49 PST Tue Jul 5 2005
Diagnostic for Switch 1:

Schedule #1:

To be run daily 12:00

Test ID(s) to be executed: 1.

BEaITUF avwvk St
clear ip arp inspection NVAE=Z Y U TZWT A R ERELET,
statistics
diagnostic schedule TANR—ADF U TA VBT AN A V2= T LET,
diagnostic start T IA VBT A N LET,

Catalyst 2960 & & Uf 2960-S R v F ATV K YI7 LR
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show dotix

show dot1x

A FFITFRE S NIZAR— O IEEE 802.1x #itEH, BEHAT —F A, BLOEHEA T —F X
ZF AT HIE, EXEC =— R T showdotlx =~ FEHHA L ET,

show dotlx [{all [summary] | interface interface-id} [details | statistics]]

BX DA all [summary] (i) T _XTOR— D IEEE 802.1x A7 — % A% F R LET,
interface interface-id (L&) HEEDR—F (ZA T, AB v I AR — FVa—)b, F— &
B%%te) OIEEE 802.1x DATF — X ZA %K FLET,

(GE) A% > 71X, LAN Base f A —Y %347 L T\ 5 Catalyst 2960-S A
A FOHRTHIR—-FENTNET,

details ({E£E) IEEE 802.1x f v Z— 7 = A ZADFMEFR R LET,
statistics e &N izAR— b IEEE 802.1x #itfEM A £ R L £,

avy kR E—F o —¥# EXEC

¥¢iE EXEC
av Yy FERE Jy—=R EEAR
12.2(25)FX Zoawy RRBEMENE LS,
12.2(25)SED BAEAT — ROV Y AT — FBIOHE— b AT —F X 7 4 —/L RIT
auth-fail-vlan "&£ 5 KO ICERNEESNE LT,
12.2(25)SEE avy MEIAER S, a~<r NEAREESRE LT,

BREDHAFSAY H—raEELARAVEAIE. /70— UL R A—2B L0~ ) —RERINET, K— baiEd
586, A— MOFEMAERRINET,
H—FRERIINAmE LTHR— MIERARE S, ZORENAAS v TFORE L XILT D55,
show dotlx {all | interface interface-id} Fit EXEC =~ > RHAICZDOEMNRFRINET,

ControlDirection = In (Inactive)
il WOFITIE, show dotlx =~ FOHAZRLET,
Switch# show dotlx
Sysauthcontrol Enabled
Dotlx Protocol Version 2
Critical Recovery Delay 100
Critical EAPOL Disabled
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show dot1x

WOBTIL, showdotlx all =2~ FOHITERLET,

Switch# show dotlx all
Sysauthcontrol

Dotlx Protocol Version
Critical Recovery Delay
Critical EAPOL

Enabled
2
100

Disabled

Dotlx Info for GigabitEthernetl/0/1

PAE =
PortControl =
ControlDirection =
HostMode =
Violation Mode =
ReAuthentication =
QuietPeriod =
ServerTimeout =
SuppTimeout =
ReAuthPeriod =
ReAuthMax =
MaxReq =
TxPeriod =
RateLimitPeriod =

<output truncated>

AUTHENTICATOR
AUTO

Both

SINGLE_ HOST
PROTECT
Disabled

60

30

30

3600 (Locally configured)
2

2

30

0

WOFTIE, show dotlx all summary =~ ROH N ERLET,

Interface PAE Client Status
Gi2/0/1 AUTH none UNAUTHORIZED
Gi2/0/2 AUTH 00a0.c908.0072 AUTHORIZED
Gi0/3 AUTH none UNAUTHORIZED

W OFHICIL, show dotlx interface interface-id 2~ > ROWM IR LET,

Switch# show dotlx interface gigabitethernetl/0/2
Dotlx Info for GigabitEthernetl/0/2

PAE = AUTHENTICATOR
PortControl = AUTO
ControlDirection = In

HostMode = SINGLE_ HOST
ReAuthentication = Disabled
QuietPeriod = 60
ServerTimeout = 30
SuppTimeout = 30
ReAuthPeriod = 3600 (Locally configured)
ReAuthMax =2

MaxReq =2

TxPeriod = 30
RateLimitPeriod =0

W OFHICIL, show dotlx interface interface-id details =~ > KO ZRLET,

Switch# show dotlx interface gigabitethernetl/0/2 details
Dotlx Info for GigabitEthernetl/0/2

PAE = AUTHENTICATOR
PortControl = AUTO
ControlDirection = Both

HostMode = SINGLE_HOST
ReAuthentication = Disabled
QuietPeriod = 60

Catalyst 2960 & & Uf 2960-S Rf v F AT F YI7L VR
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show dotix

ServerTimeout = 30
SuppTimeout = 30
ReAuthPeriod = 3600 (Locally configured)
ReAuthMax =2
MaxReq =2
TxPeriod = 30
RateLimitPeriod =0

Dotlx Authenticator Client List Empty

WORITIE, A—FRF AN VLANIZHID ¥ THH, AA b E— K2 multiple-hosts &— NIZZEHE X
N84 @ show dotlx interface interface-id details =~ > FOHHE/RLET,

Switch# show dotlx interface gigabitethernetl/0/1 details
Dotlx Info for GigabitEthernetl/0/1

PAE = AUTHENTICATOR
PortControl = AUTO
ControlDirection = Both

HostMode = SINGLE_HOST
ReAuthentication = Enabled
QuietPeriod = 60
ServerTimeout = 30
SuppTimeout = 30
ReAuthPeriod = 3600 (Locally configured)
ReAuthMax =2

MaxReq =2

TxPeriod = 30
RateLimitPeriod =0

Guest-Vlan = 182

Dotlx Authenticator Client List Empty

Port Status = AUTHORIZED
Authorized By = Guest-Vlan
Operational HostMode = MULTI HOST
Vlan Policy = 182

WOFITIL, show dotlx interface interface-id statistiecs =~ > RO N ERLET, £ 2-33 12, £
REIND7 4 —/V FOBHAEZRLET,

Switch# show dotlx interface gigabitethernet0/2 statistics
Dotlx Authenticator Port Statistics for GigabitEthernet0/2

RxStart = 0 RxLogoff =
RxInvalid = 0 RxLenErr

I
o

RxResp =1
RxTotal = 2

RxRespID = 1

I
o

TxReq = 2 TxReqID = 132 TxTotal = 134

RxVersion = 2 LastRxSrcMAC = 00a0.c9b8.0072

% 2-33 show dot1x statistics ® 7 + —JL FOHA

Z4—ILF &8

RxStart {5 7= F#h7e Extensible Authentication Protocol over LAN (EAPOL)
-Start 7 L — A DOfEEX

RxLogoff %Ag &7z EAPOL-Logoff 7 L — A D ¥k

RxResp A5 SN =A% 7e Extensible Authentication Protocol (EAP) -Response 7 L —
2 (Response/Identity 7 L — A LIAL) D%k

RxRespID {5 & 7= EAP-Response/Identity 7 L — A D%

| OL-8604-10-J
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M show dotix

& 2-33 show dot1x statistics D7« —JL FOHA (#HE)

Z4—ILF L]

RxInvalid Z[EENTZEAPOL 7L —2D 5 b, 7b—h A TEBHTERNT L— L4
DI

RxLenError ZIEENZEAPOL 7 L—ADH 5, "7y hAKOES 2RT 7 40—V KR
|27 L— LD

RxTotal ZEINTETRTOXY A TOHEE EAPOL 7 L — A D%k

TxReq %18 & 7= EAP-Request 7 L' — A (Request/Identity 7 L — AL D%

TxReqld %15 & 7= EAP-Request/Identity 7 L — A D%k

TxTotal EEENZTXTHOHZ A 7 Extensible Authentication Protocol over LAN
(EAPOL) 7 L — A Dff%k

RxVersion IEEE 802.1x X—Y 3 v 1 B TZE S 7r v Fo¥k

it B2 45 L7z EAPOL 7 L — A CIE% SN2 %58 MAC 7 R L 2

BAEaOTY R avwyk BL:
dotlx default IEEE 802.1x /37 A —4% %7 7 4 /)L MEIZIR L £7°,

Catalyst 2960 & & Uf 2960-S R v F ATV K YI7 LR
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showdtp W

show dtp

AA v FEITBESNTA % —7 = A A Dynamic Trunking Protocol (DTP; ¥ A FI v/ 7
VXV T m han) 2R AT HIIE, show dip FiiE EXEC 2~ REFHEHA L ET,

show dtp [interface interface-id]

X DEREA

interface EE) BEaniA v F—T 2A ADKR—bF X2V T4 RELZFRLET, A
interface-id 72 A B —T = A AFWEAE— (ZA T RAE T A= FVa—)b H—b
BThEt) #EHRET,

avY kK E®E—F #kE EXEC
avy FEE yy—=x TENE
12.2(25)FX ZIoavy RABEMENE LT,

BEREDAA FS54>

A A 71X, LAN Base 4 A —T % %17 LT\ % Catalyst 2960-S A1 v FDOHTHAR— I TNE
D

1 ROFITIE, show dtp =1~ ROHAZRLET,
Switch# show dtp
Global DTP information
Sending DTP Hello packets every 30 seconds
Dynamic Trunk timeout is 300 seconds
21 interfaces using DTP
W OFITIE, show dtp interface =~ > RO ER L ET,
Switch# show dtp interface gigabitethernetl/0/1
DTP information for GigabitEthernetl/0/1:
TOS/TAS/TNS: ACCESS/AUTO/ACCESS
TOT/TAT/TNT: NATIVE/NEGOTIATE/NATIVE
Neighbor address 1: 000943A7D081
Neighbor address 2: 000000000000
Hello timer expiration (sec/state): 1/RUNNING
Access timer expiration (sec/state): never/STOPPED
Negotiation timer expiration (sec/state): never/STOPPED
Multidrop timer expiration (sec/state): never/STOPPED
FSM state: S2:ACCESS
# times multi & trunk 0
Enabled: yes
In STP: no
Statistics
3160 packets received (3160 good)
0 packets dropped
0 nonegotiate, 0 bad version, 0 domain mismatches, 0 bad TLVs, 0 other
6320 packets output (6320 good)
Catalyst 2960 £ & U 2960-S R4 vy F aAIVF JI7L R
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W showdtp

3160 native
output errors
trunk timeouts
link ups, last link up on Mon Mar 01 1993, 01:02:29
link downs

o P O O

BEa<TF avwvk EER
show interfaces trunk A B =T A A T U IIERERRLET,

Catalyst 2960 35 & U 2960-S A vF ATV K JI7LVR
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showeap H

show eap

AA v FE2I1IHE DR — b D Extensible Authentication Protocol (EAP) L& b L —3 3 UIH#RE
IOty v a VIERERRT DT, show eap FitE EXEC =~ FEHL £,

show eap {{registrations [method [name] | transport [name]]} | {sessions [credentials
name [interface interface-id] | interface interface-id | method name | transport
name]}} [credentials name | interface interface-id | transport name]

B DEREA registrations EAP L YA bL—va U E@MEFFLET,
method name (FiZ) EAP FROL YA N L —3 3 VIERERTLET,
transport name (£E) EAPBEDO LV A ML —va U EREERLET,
sessions EAP By a UIiFERERTLET,
credentials name (%) BAP DL P2 b —va UEHEFERLET,

interface interface-id — ({L.7) {EEDK— K (XA 7. AH v I AL _"— TV a—L, K— hE
B%aT) O EAP EWMERRLET,

(G¥) A% > 71%, LAN Base 4 A —3Y %34T L T 5 Catalyst 2960-S A
1Y FOBTHH— b SNTOETF,

a2 kK E—F #kE EXEC

avy FER yy—=x EERNE
12.2(25)SEE Zoawy REMESNE L,

FEREDHMA FS4Y ®OF—U—F & LI show eap registrations £5#E EXEC =~ > F& AT 554, a2~ R
IR DERPF R SNET,

e None : EAP B L OB EN7- EAP F X CHEHIN DT XTO T L~UL
e method name ¥—7 — R : BEEINT=RE D FHH
e transport name ¥ — 7 — R : BEFINIEFED FAL L ~UL

WD ¥ —T— K& &L show eap sessions #5# EXEC 2~ FEHEHTLHA, 2~ FHAKIZERO
HHRNRRINET,

e None: T XTCDT VT 4772 EAP vy a v

e credentials name X —V— R : FFED I LT vy a7y AV
 interface interface-id ¥ — "V — K : FFEDA LV X —T = ADINT A —H
e method name ¥ —7 — K : £ E D EAP J7:{

e transport name ¥— 7 — K : FFED FALL~L

Catalyst 2960 # & U 2960-S X vF ATV K YT 7L VR
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W showeap
1l WOFITIX, show eap registrations =~ > KO HZ R L £,
Switch# show eap registrations
Registered EAP Methods:
Method Type Name
4 Peer MD5
Registered EAP Lower Layers:
Handle Type Name
2 Authenticator Dotlx-Authenticator
1 Authenticator MAB
DRI TIL, show eap registrations transport =~ > FOH I Z R LET,
Switch# show eap registrations transport all
Registered EAP Lower Layers:
Handle Type Name
2 Authenticator Dotlx-Authenticator
1 Authenticator MAB
WOHITIL, show eap sessions =~ RO ERLET,
Switch# show eap sessions
Role: Authenticator Decision: Fail
Lower layer: Dotlx-AuthenticalInterface: Gi0/1
Current method: None Method state: Uninitialised
Retransmission count: 0 (max: 2) Timer: Authenticator
RegId Retransmit (timeout: 30s, remaining: 2s)
EAP handle: 0x5200000A Credentials profile: None
Lower layer context ID: 0x93000004 Eap profile name: None
Method context ID: 0x00000000 Peer Identity: None
Start timeout (s): 1 Retransmit timeout (s): 30 (30)
Current ID: 2 Available local methods: None
Role: Authenticator Decision: Fail
Lower layer: Dotlx-Authenticalnterface: Gi0/2
Current method: None Method state: Uninitialised
Retransmission count: 0 (max: 2) Timer: Authenticator
RegId Retransmit (timeout: 30s, remaining: 2s)
EAP handle: 0xA800000B Credentials profile: None
Lower layer context ID: 0x0D000005 Eap profile name: None
Method context ID: 0x00000000 Peer Identity: None
Start timeout (s): 1 Retransmit timeout (s): 30 (30)
Current ID: 2 Available local methods: None
<Output truncated>
W OB TIL, show eap sessions interface interface-id 2~ > KO HERLET,
Switch# show eap sessions gigabitethernetl/0/1
Role: Authenticator Decision: Fail
Lower layer: Dotlx-AuthenticalInterface: Gi0/1
Current method: None Method state: Uninitialised
Retransmission count: 1 (max: 2) Timer: Authenticator
RegId Retransmit (timeout: 30s, remaining: 13s)
EAP handle: 0x5200000A Credentials profile: None
Lower layer context ID: 0x93000004 Eap profile name: None
Method context ID: 0x00000000 Peer Identity: None
Start timeout (s): 1 Retransmit timeout (s): 30 (30)
Current ID: 2 Available local methods: None
EEa<TUF avwy kR BIL]

clear eap sessions

24 v FEIIHEDR—FD EAP Dk v v a AMEREFR T LET,

i Catalyst 2960 & & U 2960-S R/ v F avvF YI7LUR
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show env

AA vy FO7 7, iWE, Redundant Power System (RPS; JURERI A7 4) O MM, BLOER
AT 5121, EXEC ®— K Tshowenv 2~ FEMHEHALET,

AA T (RAF U RTBRY AL vF AP 9T SAF— AX T A=) D77 RE,
Redundant Power System (RPS; JLEEW T A7 L) oA, BLOERFEHEEZRT HIT0E,
show env =~ > K% EXEC €E— RCHEHALE T,

showenv Wl

show env {all | fan | power | rps | stack [switch-number] | temperature}

340}

"E-IDII':

BA

all

77 EREREOW G OREEFZRLET,

fan AL v F T7 o ORBERRLET,

power A4y FOBROREERRLET,

rps RPS 300 SLEEIR S A7 A (RPS 300) 35X Cisco RPS675 TLEER T AT A
(RPS 675) NAA v FICHHRINTWDHENE I MERTRLET,

stack AL TNOEAL v T EIIHBELIZAAL v T OT R COREAT —H A %R

[switch-number]

RLET, HETELHMITI I ~4 TT (RZ v I DAAL v FHFEITHIN),

GE) A% v 27X, LANBase 4 #—Y %34T LT\ 5 Catalyst 2960-S A A
FORTHR—FERTVET,

temperature AA Y FDOREAT—Z A TR LET,
Ok E—F 2 —4 EXEC

¥5#E EXEC
avy FER yy—=x EENE

12.2(25)FX Zoawry RpNEBIMEnE L,

EREDAHA R34y

VAL —PANDEFEDAA v T NHIERICT 72 A3 5121%, session #5577 EXEC =2~ REfiH L E

ﬁ—o

EBEDA L INN— AL v TFNHAZ Y ITNOTXRTORAL v FICEHTHEREFRTT HITIE,

show env

stack [switch-number] 2~ > &AL £,
stack ¥ — U — FEHAT 2L, AF v I EHERAZ vy VHADIRELIEAL v FOBFEB TR TERE

nEd,
~
(G¥) A v Zi%. LAN Base f A — Y %547 LT\ % Catalyst 2960-S A A v FOLTHR— FENTWE
\?AO
Catalyst 2960 # & Uf 2960-S R4 vF ATV K YI7 LR
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Bl showenv

1 WOFITIE, ~AF— AL v FFIFAZ L RTay A4 v F NS5 AL showenv all =<2 FdD

HO&ERLET,

Switch# show env all
FAN is OK
TEMPERATURE is OK
POWER is OK

RPS is AVAILABLE

wOFTix., showenv fan =~ FOH A2 RLET,

Switch# show env fan
FAN is OK

KOFITIE, Catalyst 2960-S A A » F | T? show env stack =~ > KO EZRLET,

Switch# show env stack

SWITCH: 1

FAN is OK

TEMPERATURE is OK

Temperature Value: 32 Degree Celsius
Temperature State: GREEN

Yellow Threshold : 49 Degree Celsius
Red Threshold : 59 Degree Celsius
POWER is OK

RPS is NOT PRESENT

WOFTIH, TAZ— AL I FNHAZ Y7 A= 3 ICHTAIERERTTEHEEZRLET,

Switch# show env stack 3
SWITCH: 3

FAN is OK

TEMPERATURE is OK

POWER is OK

RPS is NOT PRESENT

i Catalyst 2960 & & U 2960-S R/ v F avvF YI7LUR
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show errdisable detect

show errdisable detect W

errdisable O HIRAE A FoR$ 5 121Z. show errdisable detect =~ > K% EXEC £— FTHEMA L £,

show errdisable detect

BXXniA Zoawy R, BIEEREF—T— RiEh Y A,
avykE—F 2 —+4 EXEC

K EXEC
avy FBEE yyy—= EFEARAR

12.2(25)FX ooy RRBEMERE L,

EREDHA R4

FR ST gbic-invalid T7 —OBH X, M%7 Small Form-Factor Pluggable (SFP; 75 it rJ & /N
TH—hb Ty 7 7)) BEVa—LEERLET,

1 W OHFITIX. show errdisable detect =~ > KO 1R~ L FE T,

Switch# show errdisable detect

ErrDisable Reason Detection Mode

arp-inspection Enabled port

bpduguard Enabled vlan

channel-misconfig Enabled port

community-limit Enabled port

dhcp-rate-limit Enabled port

dtp-flap Enabled port

gbic-invalid Enabled port

inline-power Enabled port

invalid-policy Enabled port

link-flap Enabled port

loopback Enabled port

lsgroup Enabled port

pagp-flap Enabled port

psecure-violation Enabled port/vlan
security-violatio Enabled port

sfp-config-mismat Enabled port

storm-control Enabled port

udld Enabled port

vmps Enabled port

Catalyst 2960 £ & U 2960-S R4 vy F aAIVF JI7L R
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Bl show errdisable detect

BEEav K avw vk Bl
errdisable detect cause FrEoRIK, £33+ _XTORRKIZH LT errdisable #iHi & 1 % —7
Mz LET,

show errdisable flap-values FHENTWAIREDZ S —FHRE2R R LET,
show errdisable recovery errdisable M1 % 4 ~—DFERE X R L ET,

show interfaces status A B =T A ADAT—H AE7=1L errdisable A7 — MNZH DA
B—T A ZADY A NeFERLET,

Catalyst 2960 35 & U 2960-S A vF ATV K JI7LVR
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show errdisable flap-values W

show errdisable flap-values

HHFENE =T — L LTRSS E 2504 2%~ 7 5121%, EXEC E— FT show errdisable
flap-values =~ > FZEA L 7,

show errdisable flap-values

BXXniA Zoawy R, BIEEREF—T— RiEh Y A,

avykE—F 2 —+4 EXEC

frHE EXEC
vy FEE Y- EERE
12.2(25)FX Zoavy KBNS E LT,

BREDHL FS4Y  Flaps 51 TIE. HEDA 28— SVPRIC AT — b~OERZELTH &, =7 =R S TR— k
DT 4 B—T NI RDOPEFRRLET, 72L& 2I1E. 3 50 Dynamic Trunking Protocol (DTP; 4 1 -
Sy MUk Iabhan) A7—h8 (K= EF—RF 778X/ 7 7), 7203 Port
Aggregation Protocol (PAgP; F— MEKN T 1 b)) 75 o 70N 30 PR CTAR SN HE, 700X
5200V AT—K8 (Vs Ty7/Fyy) BI0PHMRTELINTZGAIE, =7 —LAkEh
THR=FBT Yy FEAULET,

ErrDisable Reason Flaps Time (sec)
pagp-flap 3 30
dtp-flap 3 30
link-flap 5 10
%l WOFITIiX, show errdisable flap-values =~ > FOH &R L E7,
Switch# show errdisable flap-values
ErrDisable Reason Flaps Time (sec)
pagp-flap 3 30
dtp-flap 3 30
link-flap 5 10
BIEa<T VR avwyk e
errdisable detect cause BeE DJRIR . 7T~ T ORFRICK LT errdisable fiit % 1 % —7
Mz LET,
show errdisable detect errdisable R AT — % 2 & FK R L £,
show errdisable recovery errdisable [F11H % A ~—DIFRE R R L ET,
show interfaces status A B =T 2 ADAT —H XAFE7=1 errdisable AT — MMZHBHA

H =T 2 ADY A eFRLET,

Catalyst 2960 # & U 2960-S X vF ATV K YT 7L VR
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Bl show errdisable recovery

show errdisable recovery

errdisable U I\ X A <~ —{F#H % KR T 5I121Z, EXEC & — K C show errdisable recovery =~ K

2L ET,

show errdisable recovery

BXXniA Zoawy RICE, BIEEREF—T— RiEh Y A,
avy kE—F 2 —+4 EXEC

K EXEC
avy FEE y1)y—= EFEHRNR

12.2(25)FX Zoavr RRBEMERE L,

EREDHA R4

i

GE)

gbic-invalid error-disable DEEH L, #5372 Small Form-factor Pluggable (SFP; 75 i vl /Nl 7 o+ — A

Ty IR) AR —T A AEEKRLET,

WROEITIL, show errdisable recovery =~ > RO ERLE T,

Switch# show errdisable recovery

ErrDisable Reason
udld

bpduguard
security-violatio
channel-misconfig
vmps

pagp-flap
dtp-flap
link-flap
psecure-violation
gbic-invalid
dhcp-rate-limit
unicast-flood
storm-control
arp-inspection
loopback

Timer Status
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Enabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

Timer interval:300 seconds

Interfaces that will be enabled at the next timeout:

Interface

Errdisable reason

Time left (sec)

unicast-flood 7 4 —/V NI IICE RSN ETH, B> T0ET,

Catalyst 2960 & & Uf 2960-S Rf v F AT F YI7L VR
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show errdisable recovery W

avwy kR

A

errdisable recovery

BT AT = X LR e LET,

show errdisable detect

errdisable MH AT — X A FIR L F T,

show errdisable flap-values

B ENTWHIREBOZ T —EREERTLET,

show interfaces status

A H =T 2 ADAT —H AFE7=1L errdisable AT — ~MMZHBHA
B—T A ZADY A NEFERLET,

| OL-8604-10-J
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B show etherchannel

show etherchannel

7+ /L@ EtherChannel {F# % F 1~ 5121L. EXEC & — KT show etherchannel =~ F&{#H L
ESC

show etherchannel [channel-group-number {detail | port | port-channel | protocol |
summary}] {detail | load-balance | port | port-channel | protocol | summary}

XD EHEA channel-group-number (EE) Fx¥ RN ZN—TDFSTT, fHETELHPAILZ1 ~6 TT,
detail EtherChannel OFEfiZ R R L £,
load-balance A=k F¥ XVNOR— MHOAR G FR, 237 v—akm AR
EERRLET,
port EtherChannel A — ME#H A HE R L E T,
port-channel A—hrFr xR EERLET,
protocol EtherChannel TEH N 57w hartx R LET,
summary EF ¥ x TN—TDOY~ ) —% 11T CERLET,
aAvY K E—F  =—#% EXEC
¥iHE EXEC
vy FERE J1yy—=x EFERRE
12.2(25)FX Chavy FABMSIE L,

BRLEDHA K34 channel-group Z¥5E LR WHAIE, TRTOF v R S —FRERENET,

1 WOHITIX, show etherchannel 1 detail =~ > KO 1 &R L E9,

Switch# show etherchannel 1 detail
Group state = L2
Ports: 2 Maxports = 16
Port-channels: 1 Max Port-channels = 16
Protocol: LACP

Ports in the group:

Port: Gil/0/1

Port state = Up Mstr In-Bndl

Channel group = 1 Mode = Active Gcchange = -

Port-channel = Pol GC = - Pseudo port-channel = Pol
Port index =0 Load = 0x00 Protocol = LACP

Flags: S - Device is sending Slow LACPDUs F - Device is sending fast LACPDU
A - Device 1is in active mode. P - Device is in passive mode.
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Local information:

LACP port Admin Oper Port
Port Flags State Priority Key Key Number
Gil/0/1 SA bndl 32768 0x1 0x1 0x101
Gil/0/2 SA bndl 32768 0x0 0x1 0x0
Gi0/1 SA bndl 32768 0x0 0x1 0x0

Age of the port in the current state: 01d:20h:06m:04s

Port-channels in the group:

Port-channel: Pol (Primary Aggregator)

Age of the Port-channel = 01d:20h:20m:26s

Logical slot/port = 10/1 Number of ports = 2
HotStandBy port = null

Port state = Port-channel Ag-Inuse

Protocol = LACP

Ports in the Port-channel:

Index Load Port EC state No of bits
—————— B T T T
0 00 Gil/0/1 Active 0
0 00 Gil/0/2 Active 0
0 00 Gi0/1 Active 0
0 00 Gi0/2 Active 0
Time since last port bundled: 01d:20h:20m:20s Gil/0/2

WROFITIL, show etherchannel 1 summary =~ > ROHZRLET,

Switch# show etherchannel 1 summary

Flags: D - down P - in port-channel
I - stand-alone s - suspended
H - Hot-standby (LACP only)
R - Layer3 S - Layer2
u - unsuitable for bundling
U - in use f - failed to allocate aggregator
d - default port

Number of channel-groups in use: 1

Number of aggregators: 1

Group Port-channel Protocol Ports

—————— o
1 Pol (SU) LACP Gil1/0/1(P) Gil/0/2(P)

1 Pol (SU) LACP Gi0/1 (P) Gi0/2 (P)

show etherchannel

Port
State
0x3D
0x3D
0x3D

| OL-8604-10-J
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B show etherchannel

W& DFITiL, show etherchannel 1 port-channel =~ > RO 1 Z R LET,

Switch# show etherchannel 1 port-channel
Port-channels in the group:

Port-channel: Pol (Primary Aggregator)

Age of the Port-channel = 01d:20h:24m:50s

Logical slot/port = 10/1 Number of ports = 2
HotStandBy port = null

Port state = Port-channel Ag-Inuse

Protocol = LACP

Ports in the Port-channel:

Index Load Port EC state No of bits
—————— -t
0 00 Gil1/0/1 Active 0
0 00 Gil1/0/2 Active 0
0 00 Gi0/1 Active 0
0 00 Gi0/2 Active 0
Time since last port bundled: 01d:20h:24m:44s Gil/0/2

K DFITIL, show etherchannel protocol =~ > KOH /R LET,

Switch# show etherchannel protocol
Channel-group listing:

Protocol: LACP

Protocol: PAgP

BREaTU R avyk BrL]
channel-group EtherChannel 7 /v — 7124 —H% % v b FA— FEHI D Y CTEF,
channel-protocol Frx VT ERERT LD, A—F ETHEHASRE 70 karzHl
RLET,
interface port-channel R—=F F¥RNV~DT 7 BARL, R— bk F¥ R VOEREITHNET,
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show fallback profile H

show fallback profile

AL FICHRESINTZT =Ny Ta7y A )VERRFTHIZIEL, show fallback profile #74#
EXEC o~ REHEHALET,

show fallback profile

BXXniA Zoawy R, BIEEREF—T— RiEh Y A,
avykE—F #HE EXEC
avy FBE yyy—= EFENR

12.2(25)FX oo~y RREMENE L,

EREDAHA R34y

AA v FTHRESNTZT BT 7 A NV ERRT 5T, show fallback profile #7# EXEC =~ R4 ffi
ALET,

15l WDOFITIL, show fallback profile =~ FOH )& R LET,
switch# show fallback profile
Profile Name: dotlx-www
Description : NONE
IP Admission Rule : webauth-fallback
IP Access-Group IN: default-policy
Profile Name: dotlx-www-lpip
Description : NONE
IP Admission Rule : web-lpip
IP Access-Group IN: default-policy
Profile Name: profilel
Description : NONE
IP Admission Rule : NONE
IP Access-Group IN: NONE
BEaYF avwyr BTLL]
dotlx fallback profile IEEE 802.1x #FEEZ Y HR— b LBWI FA T NHO 73—y
AT =L LT Web u»huJ‘_Eid.}'fﬁﬂqT%)J:jT*‘}\% Ebij—o
fallback profile profile Web BIEDO T +—N w7 FTu7 7 A VEERLET,
ip admission rule AA v F K— T Web Ritx A X—7 VI LET,
ip admission name proxy 2 v Web Bil% 7 m— LA X —T M LET,
http
show dotlx [interface FEESN7=AR— b IEEE 802.1x DREEF R L E T,
interface-id|
Catalyst 2960 £ & U 2960-S R4 vy F aAIVF JI7L R
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Hl  show flowcontrol

show flowcontrol

7o—HlE AT — 2 AR I OHFHERE F R 521X, EXEC =— F T show flowcontrol =~ > N%
EALET,

show flowcontrol [interface interface-id | module number]

ST ERBA interface interface-id  ({L3) EDA X —T = A AD 7 a8 —HIHI 2T — % 23 L ONKEHE#H %
FRLET,
module number (FE) BEDODAZ I A= 2, v F EOTRTOA v F—T =2 A AD
T —HEHORT —F 2 LRFHERERRLET, SAMREY 2 —LEE
X1 DOHTE, ZOF T a i, BFEODA L F—7xA4ZAID 2 AJILT
BRI TE R £7,
a2k E—F = —4 EXEC
¥+ EXEC
avy FER Jy—=x EERNE
12.2(25)FX Zoavwry RRBMERELE,

BEREDAA FS54>

]

2L v FEFLITEEDA X —T oA ZADO T 0 — I AT — & 2B L OKEHMEREFRRT BT, 20
a~wr FEFEALET,

A o F A H—T oA AMERETXTERT SIZIE. show flowcontrol =~ > FEFEHLET, R
ZoR7ar AA v FTlL, show flowcontrol =~ > RO Sk %1%, show flowcontrol module
number 2~ ROWIFER LR T2 £,

FEDA L E—T A ADONHEFRRT HIT1L, show flowcontrol interface interface-id 2~ > N&ff
FALET,

woBTliL, show flowecontrol =~ FOH AR L E T,

Switch# show flowcontrol

Port Send FlowControl Receive FlowControl RxPause TxPause
admin oper admin oper

Gi2/0/1 Unsupp. Unsupp. off off 0 0

Gi2/0/2 desired off off off 0 0

Gi2/0/3 desired off off off 0 0

<output truncated>

W oOBITIL, show floweontrol interface interface-id =~ > FOM N ERLET,

Switch# show flowcontrol gigabitethernet2/0/2

Port Send FlowControl Receive FlowControl RxPause TxPause
admin oper admin oper

Gi2/0/2 desired off off off 0 0

Gi0/2 desired off off off 0 0
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show flowcontrol W

BEa<vo R avwyk £
flowcontrol AV B —T oA ADZET7a—HHATFT— R ELET,
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H  show interfaces

show interfaces

TRTCOA LV H =T 2 A AETFRESNTZA LV F—T 24 ADEHRAT =X ABLOEHERT —F A
Fox9 521X, show interfaces 54 EXEC 2~ > R&EH L £9,

show interfaces [interface-id | vlan vian-id] [accounting | capabilities [module number] |
counters | description | etherchannel | flowcontrol | pruning | stats | status
[err-disabled] | switchport [backup | module number] | transceiver | properties |
detail [module number] | trunk]

BX DA interface-id L) BRA B —T =A R, WEE—F (AT RZ 7 AL_—]
TVa—, BIUOR—- ESE2EE) OR—F Frprlhl T, A—F
F o X AEEIL L ~ 6 TT,
vlan vian-id (f£%) VLANID T, $5E T 5#iI1L 1 ~ 4094 T1,
accounting BB AV F—Tx2AAZADThy MER (T 27T 47 Fu bai, AHS
DRy M, ATy Mgt ERRLET,

GE) Y7 MUz T7 TUBINEAYy NOZBRERINET, "— U=
T TAAyF TIN5y MIFRRSNEE A,

capabilities (EE) TR_RTCOA v H—T 2 A AETIIBEDA VX —T =4 ADMEFE (H
HE, AV E—T =2 R LCHREFMERA TV arvigt) 28 R3LET, 20
FTa N av s RIA OV FIZFERENET N, VLANID M T
TEHEA

module number (ER) fRE LIRS v 7 A= F I F A v FOFTRTOAS v F—T x A R
@ capabilities, switchport =27 ¢ ¥ = L — 3> F£7213 transceiver it
(AN EESNTF—T— NI ED) 2R FLET, fRETZH%MIT1 ~4T
T, ZOA T aiE, BEOA A —T A AID EANTDE X IFFHTE
FHA,

(GE) A# v Zi%. LAN Base A A — V% %EfT LT\ % Catalyst 2960-S %
AV FOHLTHR—FINTWVET, ZOMDTTO Catalyst 2960
A4 o F Tl HHRE D 2 — VBT 1 OBTT,

counters ({£&) show interfaces counters =~ FZZML T Z &V,

description ER) FFEDA v X —T oA AIRESNTEEAT — X AR LA EE
RLET,

etherchannel (&) A > % —7 = A A EtherChannel 158 %ZF >~ LE7,

flowcontrol R A v Z—TxA 207 n—flfifERER R LET,

pruning EE) A v H—Tx2A4 A T VTP IN—=0 T HEREERLET,

stats EE) A v F—T 2 ADAAL v F 27 RARCL DAy hERRL
£7,

status EB) AV A —T 2 A ADAT—HX A%HE R LET, Type 7 4 —/L KD

unsupported O A7 —% 2%, fhi#t# Small Form-Factor Pluggable (SFP; %
JHATRE/IN 77— T 7 I B) BV a— R EVa—L ZAry MIEHEINT
WHZ LERLTWET,

err-disabled ({EE) errdisable A7 — hDA v X —T = A% FRLET,

switchport UEE) A— b 7royX 7 KA— MEERERE, A v F 7 K— D
AT —=ZABIOEERT =2 A2 FE R LET,
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show interfaces W

backup UEE) A v TF ZAF v 7 FORE LA v H—T oA AERIETITOA »
H—TxA ADFlexLink X/ 7 v A F—TxAf A AT 4 Fal—
TarBLIUOAT—HAEERLET,

transceiver [detail | (L&) KFEEKEHHIZEHE (CWDM) Fd@BERE/EI%HE (DWDM)
properties] SFPEVa— N A E =Tz AOYBETaNT 4 2R FLET, F—U—F
DOERIIKD B T,

o detail : ((EE) &IEOFS, 77— LEREGUERIET 0T 1 23R L

7,
e properties : ((LF) A V¥ —T A ADKEE LT 27 Ly I ADBREER
~LET,
trunk AVH—T A A NTUIHERERRLET, A V¥ —T = AEHELRD

BARIE. TITATREToFx 7 R— T DIEROBDERENET,

avY kR E—F H#4E EXEC
avy FEE yy—=x EEAR
12.2(25)FX ZToavy RABEMENE LT,

BEREDAA FS54>

show interfaces capabilities =~ > NIZBZ2 52X —TU— FEHEETHZ LT, ROX I BRI F
e
o RV IRNOFEDAAL vF EOTXTDA ¥ —7 =4 ADOHREE R RT 511X, show
interfaces capabilities module number 2~ > REEHALET, A¥ v 7 NICEYTHE 2 —b
B O vTFRRNEEIT, A v F EOTRTDOA v 2 —T = ZADMEEZFORTHHA
1EHVEHA, ZNLUSNOFESO AT T,

~

) AZ v ZiE, Catalyst 2960-S A1 v FOHRTHR— SN TVET,

o BEDA L H—T A ADKREE £ T 521X, show interfaces interface-id capabilities % ff
LET,

o AA T LFELEFAF Y ITNOTRTDOAL U F—T = AORERRRT HIZIL. show
interfaces capabilities (E¥ 2 — LV FEFE/ITA X —T A4 X IDIFHEELRV) 2FEHLE
R

LAN Base 1 A — Y% FT LT\ % Catalyst 2960-S A1 v F T, AL v 7 NOED AL vF EDF
RTCDA L H =T 2 A ADAA v F R— Mtk AR~ $ 511X, show interfaces switchport module
number A~ REMFALET, A2y 7RICELTDHEY 2 —LEFEROAL v T HRWVIEEIL,
s ) SV ER Ao

ZOMDF X TD Catalyst 2960 A1 v F T, AA v F EDOFTRXRTDA L F—T 2 A ZADAA vF F—
hRpE 2 R T H1i1E, show interfaces switchport module 1 ZfEf L EJ, ZHnUANDOEZDOAS
TN T,

)
GE) crb. fair-queue, irb., mac-accounting. precedence. random-detect, rate-limit, F XU shape
F—U—RiE, a~v U RIS DAV T AR U ZICRRENETR, FAR—FIhTHhEEA,
Catalyst 2960 & U 2960-S R4 vF ATV F YI7LUR
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H  show interfaces

1 WROBTIE, AX YT A N_R—=3 DA% —7 A AZxT 5 show interfaces =~ FOL &7 L
£7,

Switch# show interfaces gigabitethernet3/0/2 0/2
GigabitEthernet0/2is down, line protocol is down
Hardware is Gigabit Ethernet, address is 0009.43a7.d085 (bia 0009.43a7.d085)
MTU 1500 bytes, BW 10000 Kbit, DLY 1000 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation ARPA, loopback not set
Keepalive set (10 sec)
Auto-duplex, Auto-speed
input flow-control is off, output flow-control is off
ARP type: ARPA, ARP Timeout 04:00:00 Last input never, output never, output hang never
Last clearing of "show interfaces" counters never
Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops: 0
Queueing strategy: fifo
Output queue :0/40 (size/max)
5 minute input rate 0 bits/sec, 0 packets/sec
5 minute output rate 0 bits/sec, 0 packets/sec
2 packets input, 1040 bytes, 0 no buffer
Received 0 broadcasts, 0 runts, 0 giants, 0 throttles
0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored
0 watchdog, 0 multicast, 0 pause input
0 input packets with dribble condition detected
4 packets output, 1040 bytes, 0 underruns
0 output errors, 0 collisions, 3 interface resets
0 babbles, 0 late collision, 0 deferred
0 lost carrier, 0 no carrier, 0 PAUSE output
0 output buffer failures, 0 output buffers swapped out

WROFITIL, show interfaces accounting =~ > RO N %ZRLET,

Switch# show interfaces accounting

Vlanl
Protocol Pkts In Chars In Pkts Out Chars Out
IPp 1094395 131900022 559555 84077157
Spanning Tree 283896 17033760 42 2520
ARP 63738 3825680 231 13860
Interface Vlan2 is disabled
Vlan7
Protocol Pkts In Chars In Pkts Out Chars Out
No traffic sent or received on this interface.
Vlan31l
Protocol Pkts In Chars In Pkts Out Chars Out

No traffic sent or received on this interface.

GigabitEthernetl/0/1

Protocol Pkts In Chars In Pkts Out Chars Out
No traffic sent or received on this interface.
GigabitEthernetl/0/2

Protocol Pkts In Chars In Pkts Out Chars Out

No traffic sent or received on this interface.

<output truncated>

WOFITIL, A % —7 = A AD show interfaces capabilities =~ FOH ) Z R LET,
Switch# show interfaces gigabitethernetl/0/2 capabilities

GigabitEthernet0/2
Model: WS-C2960G-24TC-L
Type: 10/100/1000BaseTX
Speed: 10,100,1000, auto
Duplex: full, auto
Trunk encap.type: 802.1Q,ISL
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show interfaces W

Trunk mode: on,off,desirable, nonegotiate
Channel: yes

Broadcast suppression: percentage (0-100)
Flowcontrol: rx-(off,on,desired), tx- (none)
Fast Start: yes

QoS scheduling: rx- (not configurable on per port basis),tx-(4g2t)
CoS rewrite: yes

ToS rewrite: yes

UDLD: yes

Inline power: no

SPAN: source/destination
PortSecure: yes

Dotlx: yes

Multiple Media Types: r3j45, sfp, auto-select

WOHITIL, deseription f ' F—T A X a7 4 Falb—vary avry FEHLT, /0% —
7 = A A% Connects to Marketing & L THE L7284 @ show interfaces interface description =~ >
KO ERLUET,

Switch# show interfaces gigabitethernetl/0/2 description

Interface Status Protocol Description
Gil/0/2 up down Connects to Marketing
Gi0/2 up down Connects to Marketing

WOFITIE, AA v FITKR—F F ¥ FBREIN TV DLHE D show interfaces etherchannel =~
Y FoOWhERLET,

Switch# show interfaces etherchannel

Port-channell:

Age of the Port-channel = 03d:20h:17m:29s

Logical slot/port = 10/1 Number of ports = 0

GC = 0x00000000 HotStandBy port = null
Port state = Port-channel Ag-Not-Inuse

Port-channel2:

Age of the Port-channel = 03d:20h:17m:29s

Logical slot/port = 10/2 Number of ports = 0

GC = 0x00000000 HotStandBy port = null
Port state = Port-channel Ag-Not-Inuse

Port-channel3:

Age of the Port-channel = 03d:20h:17m:29s
Logical slot/port = 10/3 Number of ports = 0
GC = 0x00000000 HotStandBy port = null

Port state Port-channel Ag-Not-Inuse

WOHFITiX, VIP RAAL VINTT N —=0 TR, 2 —T W73 > T\ D 54A O show interfaces
interface-id pruning 2~ > FOH I ERLET,

Switch# show interfaces gigibitethernetl/0/2 pruning

Port Vlans pruned for lack of request by neighbor
Gil/0/2 3,4

Gi0/2 3,4

Port Vlans traffic requested of neighbor

Gil/0/2 1-3

Gi0/2 1-3

WOFH T, FE L7 VLAN A > X% —7 = A A® show interfaces stats =~ KO &2 R L 7,

Switch# show interfaces vlan 1 stats
Switching path Pkts In Chars In Pkts Out Chars Out
Processor 1165354 136205310 570800 91731594
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show interfaces

Route cache 0 0 0 0
Total 1165354 136205310 570800 91731594

WOHITIL, show interfaces status =~ KON O—EE2 R LET, TXTOA L F—T=A AD
AT —HANFREINET,

Switch# show interfaces status

Port Name Status Vlan Duplex Speed Type

Gi0/1 notconnect 1 auto auto 10/100/1000BaseTX
Gi0/2 notconnect 1 auto auto 10/100/1000BaseTX
Gi0/3 notconnect 1 auto auto 10/100/1000BaseTX
Gi0/4 notconnect 1 auto auto 10/100/1000BaseTX
Gi0/5 notconnect 1 auto auto 10/100/1000BaseTX
Gi0/6 notconnect 1 auto auto 10/100/1000BaseTX

<output truncated>

WO T, show interfaces status err-disabled =~ > FOH /1% R L £, errdisable A7 — F DA
VHE—T 2 ADAT—H AFRLET,
Switch# show interfaces status err-disabled

Port Name Status Reason
Gi0/2 err-disabled dtp-flap

WORFITIL, A— MZxFT % show interfaces switchport =~ > KOH I Z /R L EJ, £ 2-34 10, &
RENDT 4 =V RO ZRLET,

FIFA_X—=K VLAN ZZDV VU —=ATFEIR—-FINRVOT, 74—V FTEHAINEEA,

Switch# show interfaces gigabitethernetl/0/1 switchport
Name: Gil/0/1

Switchport: Enabled

Administrative Mode: dynamic auto

Operational Mode: static access

Administrative Trunking Encapsulation: negotiate
Operational Trunking Encapsulation: native

Negotiation of Trunking: On

Access Mode VLAN: 1 (default)

Trunking Native Mode VLAN: 1 (default)

Voice VLAN: none

Administrative private-vlan host-association:10 (VLANO010) 502 (VLANO502)
Administrative private-vlan mapping: none
Administrative private-vlan trunk native VLAN: none
Administrative private-vlan trunk encapsulation: dotlg
Administrative private-vlan trunk normal VLANs: none
Administrative private-vlan trunk private VLANs: none
Operational private-vlan: none

Trunking VLANs Enabled: ALL

Pruning VLANs Enabled: 2-1001

Capture Mode Disabled

Capture VLANs Allowed: ALL

Protected: false
Unknown unicast blocked: disabled
Unknown multicast blocked: disabled

Voice VLAN: none (Inactive)
Appliance trust: none
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show interfaces W

#* 2-34 show interfaces switchport ® 7 1+ —JL FDERHA

J4—ILE e

Name R—bhO&4RTIEERRLET,

Switchport RN—=FDERAT —Z ZABLOENERAT —FZ 2R RRLET,

ZOHIOBEE, R—MNIAAL vFR—F ET— T,

Administrative Mode

Operational Mode

EHET—-FBIOEET—FERRLET,

Administrative Trunking
Encapsulation

Operational Trunking Encapsulation

Negotiation of Trunking

B LB IOER LoD TR, B FT X T
XAV TE—= gV BA X =T NANEIDEFRLET,

Access Mode VLAN

R—r%2EETS VLANID 2F R LET,

Trunking Native Mode VLAN
Trunking VLANs Enabled
Trunking VLANSs Active

FAT 4T E—RDIF 27D VLANID 2—EFERLET,
N7 Y7 EOFR VLAN #—ER R LET, T2 EoT
77 47 VLAN % —EHFRLET,

Pruning VLANs Enabled

FI—= 2 ZITHEK 7 VLAN & —E R R L £,

Protected

A H—T 2 A AETHRER— FBA X =TT THBEMN
(True) &4 EB—T N2> TW5D (False) 2F R LET,

Unknown unicast blocked

Unknown multicast blocked

AL~V FF X A PBLOARARZ=F v A FT7 T 4>
IMALVHE =T 2 A A LTTuy 7 ERNTHDENEIDER
~LET,

Voice VLAN

B VLAN 84 X —7 Vv ThH2 VLANID 2R L ET,

Appliance trust

IP Phone ®5—% /%7 » h® Class of Service (CoS; #—Ft
AT TA) REERTFLET,

K OBFTIL, show interfaces switchport backup =~ > KO &R LET,

Switch# show interfaces switchport backup

Switch Backup Interface Pairs:

Active Interface Backup Interface State

Fa0/1 Fa0/2 Active Up/Backup Standby

Fa0/3 Fa0/5 Active Down/Backup Up

Pol Po2 Active Standby/Backup Up

W DFITIL, show interfaces switchport backup =~ FOH ) Z R LET, ZOHITIE, A vF
T VLAN 1 ~ 50, 60, 100 ~ 120 23FEINTWET,

Switch (config) #interface gigabitEthernet 0/6
Switch (config-if) #switchport backup interface gigabitEthernet 0/8 prefer vlan 60,100-120

DA H—T x4 AREEFOHEIL.GI0/8 23 VLAN 60 B3 LN VLAN 100 ~ 120 D 77 ¢ v
7 %Wk L, Gi0/6 28 VLAN 1 ~50 D b T 7 ¢ v 7 HHaiE LE T,

Switch#show interfaces switchport backup

Switch Backup Interface Pairs:

Active Interface

Backup Interface State

GigabitEthernet2/0/6 GigabitEthernet2/0/8 Active Down/Backup Up
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H  show interfaces

Vlans on Interface Gi 2/0/6: 1-50
Vlans on Interface Gi 2/0/8: 60, 100-120

Flex Link f > #—7 = A ANZ 325 ¢ (LINK DOWN), ZOA ¥ —7 A ATERIND
VLAN (% Flex Link X7 OET f v Z—T =2 RABHLET, ZOHTIE, A1 F—T A A
Gi2/0/6 & 735 &, Gi2/0/8 73 Flex Link 7 ®9_T? VLAN %z L £,

Switch#show interfaces switchport backup
Switch Backup Interface Pairs:

Active Interface Backup Interface State

GigabitEthernet2/0/6 GigabitEthernet2/0/8 Active Down/Backup Up

Vlans on Interface Gi 2/0/6:
Vlans on Interface Gi 2/0/8: 1-50, 60, 100-120

Flex Link f v Z—7 = A ART v S b e, DA Z—T A4 ATELEENSD VLAN IZET A
VE—=T 2 A ATT Oy I EN, TvT LAV E—T 2 ATTI AT =T 47T AT — MV FE
T, ZOFITIE, A v F—T x4 A Gi2/0/6 N7 v TIRREICRD &, ZOA 2V F—T =4 ZADEN
VLAN [ZET A v ¥ —T A A0 Gi2/0/8 L T7r v 7 &, Gi2/0/6 LTkt d,

Switch#show interfaces switchport backup
Switch Backup Interface Pairs:

Active Interface Backup Interface State

GigabitEthernet2/0/6 GigabitEthernet2/0/8 Active Down/Backup Up

Vlans on Interface Gi 2/0/6: 1-50
Vlans on Interface Gi 2/0/8: 60, 100-120

WOBITIL, show interfaces interface-id pruning =2~ > KOHHZRLET,

Switch# show interfaces gigibitethernetl/0/2 0/2 pruning
Port Vlans pruned for lack of request by neighbor

WOFITIL, show interfaces interface-id trunk =<> RO N ERLET, R—bD T F 2 7F

BERRSNET,

Switch# show interfaces gigabitethernetl/0/2 0/2 trunk

Port Mode Encapsulation Status Native vlan
Gil/0/1 auto negotiate trunking 1

Port Vlans allowed on trunk

Gi0/1 1-4094

Port Vlans allowed and active in management domain

Gi0/1 1-4

Port Vlans in spanning tree forwarding state and not pruned
Gi0/1 1-4

K DOHITIL, show interfaces interface-id transceiver properties =~ > NOH 1 &R LE T,

Switch# show interfaces gigabitethernetl/0/2 0/2 transceiver properties
Name : Gi0/2

Administrative Speed: auto

Operational Speed: auto

Administrative Duplex: auto

Administrative Power Inline: N/A

Operational Duplex: auto

Administrative Auto-MDIX: off
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show interfaces W

Operational Auto-MDIX: off

Configured Media: sfp

Active Media: sfp

Attached: 10/100/1000BaseTX SFP-10/100/1000BaseTX

WOBITIL, show interfaces interface-id transceiver detail =~ > FOH I ERLET,

Switch# show interfaces gigabitethernet2/0/3 0/3 transceiver detail
ITU Channel not available (Wavelength not available),

Transceiver is externally calibrated.

mA:milli
++:high
A2D read

amperes, dBm:decibels
alarm, +:high warning,
outs (if they differ),

The threshold values are uncalibrated.

:low alarm.

(milliwatts), N/A:not applicable.
-:low warning, --
are reported in parentheses.

High Alarm High Warn Low Warn Low Alarm
Temperature Threshold Threshold Threshold Threshold
Port (Celsius) (Celsius) (Celsius) (Celsius) (Celsius)
Gi0/3 41.5 110.0 103.0 -8.0 -12.0
High Alarm High Warn Low Warn Low Alarm
Voltage Threshold Threshold Threshold Threshold
Port (Volts) (Volts) (Volts) (Volts) (Volts)
Gi0/3 3.20 4.00 3.70 3.00 2.95
High Alarm High Warn Low Warn Low Alarm
Current Threshold Threshold Threshold Threshold
Port (milliamperes) (mA) (mA) (mA) (mA)
Gi0/3 31.0 84.0 70.0 4.0 2.0
Optical High Alarm High Warn Low Warn Low Alarm
Transmit Power Threshold Threshold Threshold Threshold
Port (dBm) (dBm) (dBm) (dBm) (dBm)
Gi0/3 -0.0 ( -0.0) -0.0 -0.0 -0.0 -0.0
Optical High Alarm High Warn Low Warn Low Alarm
Receive Power Threshold Threshold Threshold Threshold
Port (dBm) (dBm) (dBm) (dBm) (dBm)
Gi0/3 N/A  ( -0.0) - -0.0 -0.0 -0.0 -0.0
BREaT YR avwvk B
switchport access R—FeRFT AT TITRAR—=ELEFEAFT IV TR
A—RELTHRELET,
switchport block AV H =T 2 ALETRMOAL=%% A b, EHITRMO~ILFF¥
AN NI T 4w ETOY I LET,
switchport backup interface {HE NNy 7 7 v 75 BT AL A VY2 A X —T 2 ZADXT ThHH
Flex Link #8%/& L £ 7,
switchport mode R—FD VLAN ARy v 7 F— FEHRELET,
switchport protected FALAA v FOMDRES VIR — FDDBLAT2D2=F v A b, =
NFXXY AL BIOTEr—RX¥¥ AN VT 7407 E0HELET,
switchport trunk pruning FTrFS BT—ROKR—= D VLAN F—=0 7tk U 2 R &%
ELET,
Catalyst 2960 £ & U 2960-S R4 vy F aAIVF JI7L R
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W show interfaces counters

show interfaces counters

AA T ERBRESNTA =T 2 ADEKE A X 2F£KRT HIZiE. show interfaces counters
ke EXEC o=y REEHA L E1,

show interfaces [interface-id | vlan vian-id] counters [errors | etherchannel |module
switch- number | protocol status | trunk]

X DEREA

interface-id UEE) WA Z—T7 A4 ADID TY,

errors UER) =9— oo 25RRLET,

etherchannel UL8) XZEShizAsTF vy b, 7e—F$¥ A b "Fry b, vLFFy
AR NRTy M BEOP2=F% X s N7y M & EtherChannel 77 %
ERRLET,

module switch- number (13E) EEDAX vV AL R_R—DhH UL 2 5FERLET, EETX 58HA
X1 ~47TT (RE T DAAL v TFEZFITHIG),

Zoavry RO module ¥—U— RiZ, A%y 7 AA_"—FE (1 ~4) 258
LTWET, A2 —T7 2 AIDICEENDEY 2—LFF1T. FI20 TT,

(G¥) A% v 7%, LAN Base £ A — Y% %47 LT\ % Catalyst 2960-S %
{ Y FORTYR— PSR TOET,

protocol status EE) AV Z—T A ATAX—T MR >TWETFE ha)DARAT—X
AEFRRLET,
trunk EE) T horaERRFLET,
avY kR E—F it EXEC
av Y FERE 1y—2 EEAR
12.2(25)FX ooy RREMSNE LA,

BRLOAA FS1>
S

(E)

]

F—U—REBRELRWVWEASIE, TXTOAS U Z—Tx2Af ZADTRTDOH T ERERENET,

vlan vign-id ¥ — 7 — R, a~> RIA4 DO~V Z R U ZICIEEEREINETE, HR—FanT
WEH AL

wOFITix. show interfaces counters =~ > FOHIJO—EE R~ LET, AL vTFOTXTOHIT
HINEFTREINET,

Switch# show interfaces counters

Port InOctets InUcastPkts InMcastPkts InBcastPkts
Gi0/1 0 0 0 0
Gi0/2 0 0 0 0

<output truncated>

Catalyst 2960 35 & U 2960-S A vF ATV K JI7LVR
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show interfaces counters

WOBTIL, AH v AL 3—21Z%3 % show interfaces counters module =~ > KOH 1O —H %
RLET, AZ Y ITHNOBELIEAA v TF O T U ENTXTERRINET,

Switch# show interfaces counters module 2

Port In
Gi2/0/1
Gi2/0/2
Gi2/0/3
Gi2/0/4
Gi2/0/5
Gi2/0/6
Gi2/0/7
Gi2/0/8

<output truncated>

Octets
520
520
520
520
520
520
520
520

InUcastPkts
2

NN DNDDNDDNDDNDDND

InMcastPkts

O O O O O O O o

InBcastPkts

O O O O O o o o

ROBITIL, TRTDA ¥ —7 =4 XZ%T % show interfaces counters protocol status =~ > KD
HAD—MExRLET,

Switch# show interfaces counters protocol status

Protocols allocate
Vlanl: Other, IP
Vlan20: Other, IP
V1an30: Other, IP
Vlan40: Other, IP
Vlan50: Other, IP
Vlan60: Other, IP
Vlan70: Other, IP
Vlan80: Other, IP
V1an90: Other, IP
V1an900: Other, I
V1an3000: Other,
V1an3500: Other,
FastEthernet0/1:
FastEthernet0/2:
FastEthernet0/3:
FastEthernet0/4:
FastEthernet0/5:
FastEthernet0/6:
FastEthernet0/7:
FastEthernet0/8:
FastEthernet0/9:
FastEthernet0/10:

<output truncated>

d:

, ARP
, ARP
, ARP
, ARP
, ARP
, ARP
, ARP
, ARP
P, ARP
IPp

IP
Other,
Other,
Other,
Other,
Other,
Other,
Other,
Other,
Other,
Other,

1P
1P
IP
1P
IP
IP
1P
1P
IP

I

, ARP, CDP

P, CDP

wOFITix. show interfaces counters trunk =~ > KON EZRLET, T _XTHOA L F—T = A X
DETVT BT UERERENET,

Switch# show interfaces counters trunk

Port TrunkFramesTx TrunkFramesRx WrongEncap

Gi0/1 0 0 0

Gi0/2 0 0 0

Gi0/3 80678 4155 0

Gi0/4 82320 126 0

Gi0/5 0 0 0

<output truncated>
BREOY YR avwy kR BIL]

show interfaces BIMoA 2 —T A4 ZADRHMEEFERLET,

Catalyst 2960 & U 2960-S R4 vF ATV F YI7LUR
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W show inventory

show inventory

/~— K7 =7 ® Product Identification (PID; #mikh]) W4 R <7 5121X,. EXEC E— KT show
inventory =~ FZEMA L 7,

show inventory [entity-name | raw]

X DA entity-name EE) BED=Z T 47 4 52F R~ LET, 72& 21X, Small Form-factor
Pluggable (SFP; EMirlfe/ N7 4+ — 4 77 7 #) ¥ 2— AT (i
LBNTWDHA ¥ —7 x A A (gigabitethernet0/1 72 &) # AL ET,

raw (FE) A ADTRTOTT 4T 4 52FRLET,
avY kK E—F o —4 EXEC

ke EXEC
avy FEE Jyy—=x EERNE

12.2(25)FX Zoawry RRBMERE L,

FRLOAMESMY =~ FTEAXTFLIALTFRENSNET, 51503722054 . show inventory =~ > N385
BHREROT X TCOBBTRERZ T AT 4D N FUoTHRERLET, 2037 8 FU 7T
i, =T 4 T4 O%F (RAry FID), =T 4T 4 O, BLOEDOT T 47 4 O Unique
Device Identifier (UDI) (PID. VID. BX O SN) BNFERENET,

~

GE)  PID 272413, show inventory =~ > RE AN L CTHHAEIRRINERA,

£l WOFITIX, show inventory =~ KO 1ZRLET,

Switch# show inventory
NAME: "1", DESCR: "WS-C2960-48TC-L"
PID: WS-C2960-24TC-L , VID: 02 , SN: FHH0923D075

NAME: "GigabitEthernetO/1", DESCR: "100BaseBX-10D SFP"
PID: , VID: , SN: NEC09050251

NAME: "GigabitEthernet0/2", DESCR: "100BaseBX-10U SFP"
PID: , VID: , SN: NEC09050020

Catalyst 2960 35 & U 2960-S A vF ATV K JI7LVR
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show ip arp inspection W

show ip arp inspection

XA} w7 Address Resolution Protocol (ARP; 7 FL Rfgik7' v b L) U AXRT v a VORE
LEERT—FERRLZD, §TO VLAN 73 BE LA ¥ —7 =4 A/VLAN IZBILTH
AFTIv7 ARPA VAR T a VDA T—FA%RAR LT T 5I121%. show ip arp inspection F5#E
EXEC a~v> REFEHLET,

show ip arp inspection [interfaces [interface-id] | log | statistics [vlan vian-range] | vlan
vilan-range]

X DEREA

T
rH
|
™.

avy

interfaces [interface-id] EE) HELEA VA —T oA AELITT_RTOA v F—T = A A
B LTARP Ty hOFfEREL L— MREERRLET, B
A A =T 2 AE, WEF—-FBIOR—F F¥ 2V TT,

log (EE) Y4TI9 7 ARPA VA aryul Ny T77OHRTEE
WEEFRRLET,

statistics [vlan vian-range] (EE) FBELZ VLAN I L CiREESN-/ 7y b, Fry 7S
Nz %7 > b, MAC BEECAREK Lo 723 v b, IP BEETAR
At & o= v b, Access Control List (ACL; 727t A @2 b
n—/,L J R R THABIOELEINZX7 v b, BLODHCP T
Tl B LG ENTE Ty FOMEHEREZF R LET, VLAN 28
FBESHTOWARWGESRLHENEESNTWDIEARIL, ¥4Iy
7 ARP A VAT v a WA R—TN (TI7T47) IZ>TW5H
VLAN IZB L TORERN BRI NET,

VLAN ID &5 Tl &niz 1 oD VLAN, ThEFNE A 7T
Xb)-7= VLAN #if. £7-13 0~ TR -7=-—#0 VLAN %15
ETHZENTEET, IHETXAHFAIL 1 ~ 4094 TT,

vlan vian-range EE) HBELE VLANIZBALTHX A4 F I v 7 ARP A VAT =
VOBRELEEAT — FERFRLET, VLAN BHEE SN TV
LASCHBENEEINTWAEAIE., #1457 Iv 7 ARP AV AY
VarBnAR—TN (TIT 47) 1275 TB VLAN IZBLTD
HIERNERINET,
VLAN ID FH5 Tkl &= 1 o® VLAN, TnEhEz A 7T
X7 VLAN #iff. £7-13 5 v~ TR ->7-—#D VLAN &5
ETHZENTEET, HETXAHFAIL 1 ~ 4094 TT,

i EXEC

avy FEE

]

Jy—2 EERE
12.2(50)SE Zoavy FREMINE LT,

WOFITIL, show ip arp inspection =~ > FOH &R L E T,

Switch# show ip arp inspection

Source Mac Validation : Disabled
Destination Mac Validation : Disabled

| OL-8604-10-J
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show ip arp inspection

IP Address Validation Enabled
Vlan Configuration Operation ACL Match Static ACL
1 Eneblea Active  deny-all o
Vlan ACL Logging DHCP Logging Probe Logging
1 AcloMaten A Permit
Vlan Forwarded Dropped DHCP Drops ACL Drops
T 0 T
Vlan DHCP Permits ACL Permits Probe Permits Source MAC Failures
T o o o 0
Vlan Dest MAC Failures IP Validation Failures Invalid Protocol Data
o oo

W OFHICIL, show ip arp inspection interfaces =~ > KO HZRLET,

Switch# show ip arp inspection interfaces

Interface Trust State
Gi0/1 Untrusted
Gi0/2 Untrusted
Gi0/3 Untrusted

B

Rate (pps)
15
15
15

urst Interval

K OFITIL, show ip arp inspection interfaces interface-id =~ > KON ERLET,

Switch# show ip arp inspection interfaces gigabitethernet0/1

Interface Trust State Rate (pps) Burst Interval
Gi0/1 Untrusted 15 1
K OHITIL, show ip arp inspection log =~ > KON ERLET, ZITIE, 72UV T7EINDHTOE
TNy Ty DNERERENET,
Switch# show ip arp inspection log
Total Log Buffer Size 32
Syslog rate 10 entries per 300 seconds.
Interface Vlan Sender MAC Sender IP Num Pkts Reason Time
Gi0/1 5 0003.0000.d673 192.2.10.4 5 DHCP Deny 19:39:01 UTC
Mon Mar 1 1993
Gi0/1 5 0001.0000.d774 128.1.9.25 6 DHCP Deny 19:39:02 UTC
Mon Mar 1 1993
Gi0/1 5 0001.c940.1111 10.10.10.1 7 DHCP Deny 19:39:03 UTC
Mon Mar 1 1993
Gi0/1 5 0001.¢c940.1112 10.10.10.2 8 DHCP Deny 19:39:04 UTC
Mon Mar 1 1993
Gi0/1 5 0001.¢940.1114 173.1.1.1 10 DHCP Deny 19:39:06 UTC
Mon Mar 1 1993
Gi0/1 5 0001.c940.1115 173.1.1.2 11 DHCP Deny 19:39:07 UTC
Mon Mar 1 1993
Gi0/1 5 0001.c940.1116 173.1.1.3 12 DHCP Deny 19:39:08 UTC
Mon Mar 1 1993
Catalyst 2960 & U 2960-S R4 v F aAIVF JI7L VR
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show ip arp inspection W

0y Ny 7y DA—N—=Ta—RNEAETLE vl AXERas Ny Ty LS LY show
ip arp inspection log #7## EXEC =~ FOHNFRITZEN K VET, HARRT, N7y MLk
HERSTRTOT—EN - LERENET, 2oy FNVICEL TERUSOKEHERIZR RS
FHA, 2O FUIZHTHIERBRRSND K HITT HITIX. ip arp inspection log-buffer 7 = —
SNV AT 4 Fab—vary av sy FeHLT, 7 Ny 77O b OFEELT . £
FeXr s v—rEE LET,

K DOFITIL, show ip arp inspection statistics =~ > FOM AR LET, ZZTlE, 7XTDOT 7
747 VLANIZBAL CTH A F w7 ARP A VAT ¥ a U CRE I NTZ 3 v b OFFHEBR N R R X
ET,

Switch# show ip arp inspection statistics

Vlan Forwarded Dropped DHCP Drops ACL Drops

5 3 4618 4605 4

2000 0 0 0 0
Vlan DHCP Permits ACL Permits Source MAC Failures
5 0 12 0
2000 0 0 0

Vlan Dest MAC Failures IP Validation Failures

5 0 9
2000 0

show ip arp inspection statistics =~ > FDFE, AL v FIIERTEDLXAF I v 7 ARP A A
73¥ay R— L0 ARP ERE ARP IREZ &IZ, BEENTT y FOREEG LET, AA v T
X, BE78 MAC, %6t MAC, £7213IP RETF = v 7 Ik o THEGB SN X7 v FO ACL £721%
DHCP FF Rl &30 v MEE#s L, B R A #5 LE T,

K OHITIL, show ip arp inspection statistics vlan5 =~ > FO /12 R LE3, Z Z TlE, VLANS
W LTH AT Iy ARP A VAT v a VTR ENTZ ATy NOREHERPBRINET,

Switch# show ip arp inspection statistics vlan 5

Vlan Forwarded Dropped DHCP Drops ACL Drops
s 5 see ae0s 4
Vlan DHCP Permits ACL Permits Source MAC Failures
s o 2
Vlan Dest MAC Failures IP Validation Failures Invalid Protocol Data
s o s 3

K OB TIL, show ip arp inspection vlan 5 =~ RO Z R LET, 22T, VLANSIZBIL T
A FIv 7 ARP £ VU AXRT v a VOFREELEEAT — PRERINET,

Switch# show ip arp inspection vlan 5

Source Mac Validation :Enabled

Destination Mac Validation :Enabled

IP Address Validation :Enabled

Vlan Configuration Operation ACL Match Static ACL
5 Enabled Active second No

Vlan ACL Logging DHCP Logging
5 Acl-Match All

| OL-8604-10-J

Catalyst 2960 & U 2960-S R4 v F IV F YI27LVR



¥ 2% Catalyst2960 X4 vF CiscolOS A=Y F |

W show ip arp inspection

BEEav K avwyvk

SiBA

arp access-list

ARP ACL ZE#H L E7,

clear ip arp inspection log

HAFIv 7 ARPA VAR arpul Ny T7&k 707
L/i‘j‘o

clear ip arp inspection statistics

HAFI w7 ARPA VAT g VOWHEREZ 27V 7T LE
‘d—o

ip arp inspection log-buffer

HAF I ARPA VAT groul Ny 77 52REL
EScI

ip arp inspection vlan logging

VLAN Z&icu X7 a7y b Z A Tzl L £9,

show arp access-list

ARP 772 U R hDFMEERLET,

Catalyst 2960 35 & U 2960-S A vF ATV K JI7LVR
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show ip dhcp snooping Wl

show ip dhcp snooping

DHCP A X — V> 7 EXF/rT %5 I21%. show ip dhep snooping =~ > K% EXEC £— KT L
7.

show ip dhcp snooping

BXXniA Zoawy R, BIEEREF—T— RiEh Y A,

avykE—F 2 —+4 EXEC

¥eHE EXEC
av Yy FEE Jy—=x EERNE
12.2(25)FX Cho~y FABMSNE LT
15l WOFI T, show ip dhep snooping =~ > ROH I ZR L £,

Switch# show ip dhcp snooping

Switch DHCP snooping is enabled

DHCP snooping is configured on following VLANs:
40-42

Insertion of option 82 is enabled

Option 82 on untrusted port is allowed
Verification of hwaddr field is enabled

Interface Trusted Rate limit (pps)
GigabitEthernet0/1 yes unlimited
GigabitEthernet0/2 yes unlimited
N > =
BEa< YR avwyFk HL:

show ip dhcp snooping binding  DHCP AX—Vb L7 XA U F 4 v 7 EREE R LET,

Catalyst 2960 # & U 2960-S X vF ATV K YT 7L VR
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Bl show ip dhcp snooping binding

show ip dhcp snooping binding

2L v F EZHDHTXITDA 2 F =T =2 ADDHCP AX—VE T NA T 4 7 T—HN—A LK
EM W aFRAT HIZiE. EXEC £ — KT show ip dhep snooping binding =~ FZfEH L £,

show ip dhcp snooping binding [ip-address] [mac-address] [interface interface-id] [vlan

vian-id]
ST ENBA ip-address FEB) "M T4 =) IPT RLRAERBELET,
mac-address FEE) "M F 47 = b MAC (AF 47T 7 BAHI#H) 7 FL =
ZHRELET,
interface interface-id  ({£3Z) "M F AV ITANA Vv EZ—T 2 A4 ALEELET,
vlan vian-id EE) M5 427 =) VLAN Z28HELFT,
aAvY K E—F  =—%EXEC
¥+ EXEC
avy FER Jyy—=x EEANA
12.2(25)FX Zoawry RpNEBIMEnE L,

EREDAHA R34y

]

show ip dhcep snooping binding =~ > FOH L, A4 T I v 7 ICHESINIAS T 4 v T RET%
FoRLET, DHCP AX—tE v 7 A /%“4 VI T AR ANDEA T I I BIORY T 4 v
WCRRIE &I T 4 v 7 KR T 5I21E, show ip source binding 451 EXEC 2~ > R&EH L
7,

DHCP AX—E U I NA R—TNVTA U B =T 2 ANK T AT — MIEBINTGE, #ICH
EINTNA T 4 TITHIBR S ER A,

OB TE, AA v FODHCP AX—VY L7 AT 407 2 hN) 2ERRTLHEERLET,

Switch# show ip dhcp snooping binding

MacAddress IpAddress Lease (sec) Type VLAN Interface
01:02:03:04:05:06 10.1.2.150 9837 dhcp-snooping 20 GigabitEthernet0/1
00:D0:B7:1B:35:DE 10.1.2.151 237 dhcp-snooping 20 GigabitEthernet0/2

Total number of bindings: 2

WOFITIE, BEDIP 7 FLAD DHCP AX—E LT NAVF o7 2y M) 2FpET R HESTR
LET,

Switch# show ip dhcp snooping binding 10.1.2.150

MacAddress IpAddress Lease (sec) Type VLAN Interface
01:02:03:04:05:06 10.1.2.150 9810 dhcp-snooping 20 GigabitEthernet0/1
Total number of bindings: 1

Catalyst 2960 35 & U 2960-S A vF ATV K JI7LVR
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show ip dhcp snooping binding W

WOFITIE, BED MAC 7 RLAD DHCP AX—VY oV XA vF 4o = N 2F T 5 HES

R~LET,

Switch# show ip dhcp snooping binding 0102.0304.0506

MacAddress IpAddress Lease (sec) Type VLAN Interface
01:02:03:04:05:06 10.1.2.150 9788 dhcp-snooping 20 GigabitEthernet0/2

Total number of bindings: 1

OB TIEX, K—rD DHCP AX—E 7 AT v T 2o b)) 2FRkT 5 5EE2RLET,

Switch# show ip dhcp snooping binding interface gigabitethernet0/2
MacAddress IpAddress Lease (sec) Type VLAN Interface

00:30:94:C2:EF:35 10.1.2.151 290 dhcp-snooping 20 GigabitEthernet0/2
Total number of bindings: 1

WOFHITIE, VLAN20 ® DHCP AX—V 7 XA T 407 2 b)) 2FRTDHHFEEZRLET,

Switch# show ip dhcp snooping binding vlan 20

MacAddress IpAddress Lease (sec) Type VLAN Interface
01:02:03:04:05:06 10.1.2.150 9747 dhcp-snooping 20 GigabitEthernet0/1
00:00:00:00:00:02 10.1.2.151 65 dhcp-snooping 20 GigabitEthernet0/2

Total number of bindings: 2

# 2-351Z.show ip dhep snooping binding =~ > FOHNICERENDE T 4 —/L FOFHEZ R L E

7

% 2-35 show ip dhcp snooping binding <> FH A

Z4—ILF B

MacAddress IIAT R N—FR=2T7DMAC T RL A

IpAddress DHCP H—ANZEID S Ton/e s/ T4 7 MIP 7 KL A
Lease(sec) IP 7 RLRIZKT B0 DY — RRfH

Type NAT AT AT

VLAN IIAT A —T A4 AD VLAN F =

Interface DHCP 7 547 v KN FA MIEmT A v F—T A R

Total number of bindings ZA S FITREINAEA T 4 7

GE) < FHEATIE, AfEAA T o v TBERERESRRW D L
HLHVET, e zIE 200 314 T 4 VT INAA v FITHIE S
NTTRTONRSL T 4 VT RERENDANCE R EE RS
A, AHBERIEFSRERA,

BEIYUFR avwvFk HieA
ip dhcp snooping binding DHCP ZAX—VE T RNA T 4 v F—FR—REHELE
R
show ip dhcp snooping DHCP AX—bE > VR EER T LET,
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W show ip dhcp snooping database

show ip dhcp snooping database

DHCP ZAX—bE L7 RNA T4 T F—AR—=A 2=V 2 FDAT — X R & FrT 5I121d, EXEC
“&— KT show ip dhcp snooping database =~ > R&ffiH L £,

show ip dhcp snooping database [detail]

XD EREA detail ER) MR AT —H A LI ERER L ET,
avrkFE—F  a2—%EXEC
K5 EXEC
av Yy FERE yy—=x EEAE
12.2(25)FX Zoawy RRBMEhE L,
1 W OFHICIL, show ip dhep snooping database =~ > FOH A ZERLE T,

Switch# show ip dhcp snooping database

Agent URL
Write delay Timer : 300 seconds
Abort Timer : 300 seconds

Agent Running : No
Delay Timer Expiry : Not Running
Abort Timer Expiry : Not Running

Last Succeded Time : None
Last Failed Time : None
Last Failed Reason : No failure recorded.

Total Attempts
Successful Transfers
Successful Reads

Startup Failures
Failed Transfers
Failed Reads
Failed Writes

o O o O

Successful Writes

o O O O O

Media Failures

K DOFTIL, show ip dhep snooping database detail =~ > RO Z R LET,

Switch# show ip dhcp snooping database detail
Agent URL : tftp://10.1.1.1/directory/file
Write delay Timer : 300 seconds

Abort Timer : 300 seconds

Agent Running : No
Delay Timer Expiry : 7 (00:00:07)
Abort Timer Expiry : Not Running

Last Succeded Time : None
Last Failed Time : 17:14:25 UTC Sat Jul 7 2001
Last Failed Reason : Unable to access URL.

Total Attempts : 21 Startup Failures
Successful Transfers : 0 Failed Transfers : 21
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m. OL-8604-10-J |



| £2% Catalyst 2960 X1 vF CiscolOS a<~F

show ip dhcp snooping database W

Successful Reads : 0 Failed Reads
Successful Writes : 0 Failed Writes : 21
Media Failures : 0

First successful access: Read

Last ignored bindings counters

Binding Collisions : 0 Expired leases : 0
Invalid interfaces : 0 Unsupported vlans : 0
Parse failures : 0

Last Ignored Time : None

Total ignored bindings counters:

Binding Collisions : 0 Expired leases : 0
Invalid interfaces : 0 Unsupported vlans : 0
Parse failures : 0
BREaTV R avwyk BL
ip dhcp snooping VLAN ECDHCP AX—E v 7 %A X—T M LET,
ip dhcp snooping database DHCP AX—V T RA T 4T F—ERXR—=RA =2—T x
FNETEFEANA T4 T T ANVERELET,
show ip dhcp snooping DHCP A X —vE > JIE@REFR T LET,

Catalyst 2960 # & U 2960-S X vF ATV K YT 7L VR
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W show ip dhcp snooping statistics

show ip dhcp snooping statistics

DHCP A X — b > ZigiHE#a < U — B E 7235 TER R T 51213 EXEC £ — F T show ip

dhcp snooping statistics =~ > REFEHA L E7,

show ip dhcp snooping statistics [detail]

X DA detail () FEMRMERE R R LET,
avY kK E—F o —# EXEC

#kE EXEC
avy FEE yy—=x EEAR

12.2(37)SE ZToavy RABMENE LT,

BEREDAA FS54>

]

AL v F AZ v 7 TE, TRTCOBAMERNB AL v 7 v AZ—LICERESNET, BHILWAY v T <
AL —FRIRTHE, AT 2Ry NENET,
A& > 71, LAN Base £ A —T % 3T L T\ 5 Catalyst 2960-S A A & F DA THAR— I TWE

B

W& DBFITIL, show ip dhep snooping statistics =~ > KOH 2R L ET,

Switch# show ip dhcp snooping statistics
Packets Forwarded

Packets Dropped

Packets Dropped From untrusted ports

W OFTix, show ip dhep snooping statistics detail =~ > FOH 2R L E7,

Switch# show ip dhcp snooping statistics detail

Packets Processed by DHCP Snooping
Packets Dropped Because

IDB not known

Queue full

Interface is in errdisabled
Rate limit exceeded

Received on untrusted ports
Nonzero giaddr

Source mac not equal to chaddr
Binding mismatch

Insertion of opt82 fail
Interface Down

Unknown output interface

Reply output port equal to input port
Packet denied by platform

I | (A | I (|
[eNeNeoNoNoNoNoNoNeNeoNe e Ne)

0
0
0

o
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show ip dhcp snooping statistics W

# 2-36 (12, DHCP AX—E U i EREZOHHAZRLET,

%= 2-36 DHCP X X—F v #aH&#R

DHCP XX —E v J#itiER L]
Packets Processed by DHCP Snooping |DHCP AX—t > 7/ CRILEN D7 v hOEEEK, Wk 7y e Fny7FE
NNy NEERET,

Packets Dropped Because IDB not Ry NDANIA B —T =2 A ANRRPRFEDIIAE LT T —8,
known
Queue full N7y MAERICERAT T F 2 =R 0o iV B E Lz 7 —3,

DHCP "7 v b FEEICEWL—FTZfESN, L—hF U Iy FBRANKR—FT
AF—=T N TWRWERIC, 20X R T —RNEAETLIZENH Y £,
Interface is in errdisabled errdisable & L C~—27 &NZAR— b TF v FE2ZELEER, hn4ETD
TREMEDN B B DL, A— b2 errdisable AT — F TH BAEIZ/Nr v S HBMLEE
Fa2—IZ AV, FTONRTy "D ETHUHENIHETT,

Rate limit exceeded R—FTRESNTHEL—MlIREZBX T, 4% —7 A A errdisable A
7 — MZ 7o 72814,

Received on untrusted ports EHETE 2R — kT DHCP ¥ —% /37 v  (OFFER, ACK, NAK,
LEASEQUERY O\ %15 LT K v 7 LizlEl¥k,

Nonzero giaddr BETXRVR—FTZELEDHCP X7y b L—x2—Y =2 kb 7 RL A

74—V K (giaddr) 3B alifhiZ57=E%, %721 no ip dhep snooping
information option allow-untrusted 7 2 —/ 3L 27 4 F a2 L — gy av
FERELTBLT, BEHTERVKR—FTAT Yy NIAT v a v 82 T — 40
FhTWizEE,

Source mac not equal to chaddr DHCP X7 > +s®D 27 Z 47> F MAC 7 FL A 74—/ R (chaddr) 2337 > K
DEfFTE MAC 7 KL A & —F83", ip dhep snooping verify mac-address 2
B L 2y 7 4 Falb—var avy RRREINL TV D EEL,

Binding mismatch MAC 7 KL AL VLAN OXT ONA VT 4 T2 TNDER— TR RS
A— h T, RELEASE /37 v h£721X DECLINE 37 v & 5%(5 L7z, Zi
I, HEPRERD I FA TV bEAT =T 4 7 LIS L LTWDATREMEDR H 5
ZEEIRLETNR, 24T FRAAL v FOROR— MIBE) L T RELEASE
F7IEDECLINE (T L2 LaRTILbHVET, MACT FLRIX, 1 —
PRy b~y —DkFETL MAC 7 RLATIE7Z <, DHCP /37 » k@ chaddr
4= FhbBEHAINET,

Insertion of opt82 fail R hADF T ay QAN —IChozmE, 7 ar8F—F%
ELNTy ERAH =y NOBE—WE Ty OV A XEBxiohA, A
T T —ZRBZEnHY £9,

Interface Down NXry M DHCP YL — 22— 2 bADIRETHLIN VL — 22— D
SVIA v Z—T A ANRE 7 LT WAEE, DHCP y—_"~D 27 547 &
ROEME EIRBEDOZZEOMTSVI BN T LIEGAICHRAET AT —TT M,
OoTITRELER A,

Unknown output interface I a v 82T —FELIIMACT RLA T—T LDy I T v 7O EL L)
T, DHCP & r v hOHIA v H—T7 = A4 Z& W CTE o Tz aldk, 8
Ty MIReyZ7ENET, A7 Var 2MEAESNTELT, 7947 b
MAC 7 RV ARHIREINIC R > Tm BRI ETIZERHV ET, R—bkFxa
V74 72 a > TIPSG A F—T7NTHY, 73 82 NA X —T /T
WA, 74T PO MAC 7 FLREFHEEHENT, &7y Ity
SNET,
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W show ip dhcp snooping statistics

® 2-36 DHCP R X—E v J#iatHg (#HE)

DHCP X X—E v J #iktE#R S

Reply output port equal to input port DHCP J&&E ATy PO IR =R ANR—F LR LT THY . V—T DORREMHED
— :IL_:"‘)EH

JRAR & 2otz [mH, Fy FU—7 OREDFRY . TR — F OEEHRE DR
DA Z R LET,
Ty b7 —LEAEDOL YA RVIZE o TR v FBEA S LR

Packet denied by platform

BBEa<vwY R avwy Rk 55EH
clear ip dhcp snooping DHCP AX—VE T RNA VT 4 T —=ER—=A T H

DHCP AX—V VI NA T4V T T—HRXR—RA =Tz

NERHE®R A 7 %, DHCP A X — v Z#aHE®R A v v 4 %

7V 7 LET,

Catalyst 2960 35 & U 2960-S A vF ATV K JI7LVR
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show ip igmp profile W

show ip igmp profile

TR TOFHER Internet Group Management Protocol (IGMP; A > &% —Xx > k J /L —7EH T 1 ko
V) a7y ANVERITHRE L IGMP 707 7 A V&2 KRT 5I21E, show ip igmp profile 4%
EXEC 2~ F&EMHALET,

show ip igmp profile [profile number]

EX DA profile number (L) Fmd 5 IGMP 7 r 7 7 A V&S, HHETE DRI 1 ~ 4294967295
TT, 77 7 ANEERATENTORWEGSIE, TXTOIGMP 727 7 A
NINFERINET,
a2 F ®—F  f5HE EXEC
oy FERE yy—= EFENRE
12.2(25)FX Ioawy RBEMEE L,
{5l ROFITIL, 7B 7 7 ANEGFERE LEHE LEE L2WEE O show ip igmp profile £ EXEC
avy ROWMAERLET, 7077 A NVESENRATTENTWRWEGESE, BRICIIAA v F ETHRES
Nl XCcorn 7y A NVBEENET,
Switch# show ip igmp profile 40
IGMP Profile 40
permit
range 233.1.1.1 233.255.255.255
Switch# show ip igmp profile
IGMP Profile 3
range 230.9.9.0 230.9.9.0
IGMP Profile 4
permit
range 229.9.9.0 229.255.255.255
BIEaTUF avy kR B1
ip igmp profile FEED IGMP 7r 7 7 A NVEBERELET,
Catalyst 2960 £ & U 2960-S R4 vy F aAIVF JI7L R
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Bl  show ip igmp snooping

show ip igmp snooping

A A v FE721% VLAN @ Internet Group Management Protocol (IGMP; o > % —x > § 7L —7 &8
7a han) AX—VUIREEZERTRT HICIE. EXEC £ — KT show ip igmp snooping =~ > K%

ML ET,

show ip igmp snooping [groups | mrouter | querier] [vlan vian-id]

340

.'E-EI;

B groups

(%) show ip igmp snooping groups =~ > KZ&R L T 7Z& ),

mrouter

(f:7#) show ip igmp snooping mrouter =~ > FE#SMH L T Z X,

querier

(&) show ip igmp snooping querier =~ REZZWL T E &0,

vlan vian-id

(fEE) VLAN Z48E LE7, #PAIZ 1 ~ 1001 B3 L T 1006 ~ 4094 T9 (kr
e EXEC £— R TORMEMAHE)

avy kFE—F o —# EXEC

F5HE EXEC
av Y FEE -2 EERE
12.2(25)FX oy RGBS E L,

FHLEODHLESAY A4 v FFHITEED VLAN DAX—E L S OBRELFRTIOIC- Oa~y FEFEHALET,

VLANID 1002 ~ 1005 1X, b—27 > U 7B LT FDDI VLAN IZ PR S/ TWT, IGMP A X —E
JTIHEATEEEA,

i WOFTIL, show ip igmp snooping vlan 1 =~ > FOH AR LET, 22 T, $ED VLAN ©
AR =B TRt RR L ET,

Switch# show ip igmp snooping vlan 1
Global IGMP Snooping configuration:

IGMP snooping :Enabled
IGMPv3 snooping (minimal) :Enabled
Report suppression :Enabled
TCN solicit query :Disabled
TCN flood query count 12

Last member query interval : 100

IGMP snooping

Immediate leave

Multicast router learning mode
Source only learning age timer
CGMP interoperability mode

Last member query interval : 100

:Enabled
:Disabled
:pim-dvmrp
:10
:IGMP_ONLY
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show ip igmp snooping M

WOFITIL, show ip igmp snooping =~ > FOMHZRLES, T TlE, AA vF LD VLAN

RTDAX =V IR ER R LET,
Switch# show ip igmp snooping

Global IGMP Snooping configuration:

IGMP snooping : Enabled

IGMPv3 snooping (minimal) : Enabled

Report suppression : Enabled

TCN solicit query : Disabled

TCN flood query count H

Last member query interval : 100

Vlan 1

IGMP snooping :Enabled

Immediate leave :Disabled

Multicast router learning mode :pim-dvmrp

Source only learning age timer :10

CGMP interoperability mode :IGMP_ ONLY

Last member query interval : 100

Vlan 2

IGMP snooping :Enabled

Immediate leave :Disabled

Multicast router learning mode :pim-dvmrp

Source only learning age timer :10

CGMP interoperability mode :IGMP ONLY

Last member query interval : 333

<output truncated>

b =iE g avwo kR St

ip igmp snooping AA v FE£721E VLAN O IGMP A X —E > V%A F—7
MILET,

ip igmp snooping IGMP Z X — ¥ 7 DFREFIRER Leave & A ~—%& A X —

last-member-query-interval Tz LET,

ip igmp snooping querier LAY 2%y NU—27DIGMP 7 = U THREZ A X —T /v
WZLET,

ip igmp snooping report-suppression [GMP L /R— &2 A 2 — 7 LI LET,

ip igmp snooping tcn IGMP MR m UEEEMEIEZRELET,

ip igmp snooping ten flood IGMP FrARr UERBEBMIHEE LTIA TR AL 7Ty
TAYTEBRELET,

ip igmp snooping vlan VLAN @ IGMP A X — & o 7 AR RALER 2 A K — 7 L (Z

immediate-leave LFET,

ip igmp snooping vlan mrouter vIILFFXFr A A—F R— 2B, 13~ LFF v A
FOFEHFRERE L ET,

ip igmp snooping vlan static LAFY2AR— P2~ LFXXY AR TL—TDA L RN—L L
TEHMIZEMLET,

show ip igmp snooping groups AA v FDIGMP AX—¥E 7 w/VFFXx AN T—T )b
BERRLET,

Catalyst 2960 £ & U 2960-S R4 vy F aAIVF JI7L R
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Bl  show ip igmp snooping

avwyk BiEA

show ip igmp snooping mrouter AA v FERIIBEDO~ LT X ¥ 2 F VLAN @ IGMP &
X—E T v AFFy X —F R—bERRLET,

show ip igmp snooping querier AA v F FICRESNE IGMP 7 =) 7 ORER L O E
HwmERRTLET,

Catalyst 2960 35 & U 2960-S A vF ATV K JI7LVR
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show ip igmp snooping groups W

show ip igmp snooping groups

A A v F @ Internet Group Management Protocol (IGMP; £ > % —>* v k Z)L—7E#H 7 ha)L)
AX—=VE T wNTF XX AN T =T N ERFTLD, £72Ev LT F v X MERERTZT DT,
show ip igmp snooping groups ### EXEC =~ > F&HH L £+ . fie sz~ FF+v 2 s VLAN
DN TFy AN T—TN, FLEFHFEOLT ¥ A MEREZRRT HITIE, vlan F—T— R&fl
HALET,

show ip igmp snooping groups [count] [dynamic] [user] [vlan vian-id [ip_address]]

LA count () Exo NV ORDVIC. BEDaA~y RAT7vavhxy N Bk EFo
L/i‘j‘o
dynamic (EE) IGMP AX—E U ZIC kD FE LIz P 2RFLET,
user (FE) 2—VBRED~ALFFXY A M) DODARFERLET,
vlan vian-id (fE&) VLAN #HELET, IHEETE5%PMIT 1 ~ 1001 3 L1006 ~ 4094 T
7,
ip_address LE) EIN—TIP T RLADYAF X ¥ A b I A —T O EE2RFLET,
avy kE—F #:kE EXEC
av Y FERE yy—x EERNE
12.2(25)FX ZToavy RABMENE LT,

EREDAA FS54>

“NLFFXY A IMERESLITIYALATF Y AN T—TNANEERTHINE, Z0a<vr FeEEHLET,

VLAN ID 1002 ~ 1005 iX. h—2 >V 7B X FDDI VLAN IZ TR ENTWT, IGMP A X—E
JTIEATEEEA,

fl WORFITIL, ¥—T— FOHEZ L72\> show ip igmp snooping groups =~ > KOH I Z/RLET,
AL v FOINVFFY AN T NVRERINET,
Switch# show ip igmp snooping groups
Vlan Group Type Version Port List
104 224.1.4.2 igmp v2 Gi0/1, Gi0/2
104 224.1.4.3 igmp v2 Gi0/1, Gi0/2
WK OFITIL, show ip igmp snooping groups count =~ > KOH N ERLET, AL vF EOZILTF
Fr XL IN—TORBPERENET,
Switch# show ip igmp snooping groups count
Total number of multicast groups: 2
Catalyst 2960 & U 2960-S R4 vF ATV F YI7LUR
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W show ip igmp snooping groups

K OHTiL, show ip igmp snooping groups dynamic =~ FOH1ZRLET, IGMP A X—t"
IRV FER LI N OREFRFLET,

Switch# show ip igmp snooping groups vlan 1 dynamic

Vlan Group Type
104 224.1.4.2 igmp
104 224.1.4.3 igmp

Version Port List
v2 Gi0/1, 0/15
v2 Gi0/1, 0/15

W OHICIL, show ip igmp snooping groups vlan vian-id ip-address =2~ > RO E2RLET, HBE
DIPT RLADIN—TDxr b)) BRRLET,

Switch# show ip igmp snooping

groups vlan 104 224.1.4.2

Vlan Group Type Version Port List
104 224.1.4.2 igmp v2 Gi0/1, 0/15
BEa< K avwvFk HieA

ip igmp snooping

AA v FE721L VLAN O IGMP A X —¥' > 7% A4 32— 7 LI
LEJ,

ip igmp snooping vlan mrouter

“NANFFy AR A—F R— R EBRELET,

ip igmp snooping vlan static

LAY 2R—F2~vLFXXY AN TN —TDA L NR—2 LT
BB L £,

show ip igmp snooping

AA v FE£721F VLAN @ IGMP ZA X — V> VREE R L E
j‘o

show ip igmp snooping mrouter

24 v FEIFIBED~LF ¥ ¥ 2 F VLAN O IGMP 2 X —
VoS v F Ry AR L—F RKR—FEERLET,
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show ip igmp snooping mrouter Il

show ip igmp snooping mrouter

ALy FERIFHRE SN~V TFF v 2 N VLAN (23 L TEINIZSE S 7z Internet Group
Management Protocol (IGMP; A v % —X v b N —7EFH S m han) AX—v o 7L FEHTHRE
SINTew VT F ¥ AN b—F KR— N&FRRT HI21X, show ip igmp snooping mrouter £54#% EXEC =
~ FEERLET,

show ip igmp snooping mrouter [vlan vian-id]

X DA vlan vian-id (fE#) VLAN Z#E LEd, HETE 24T 1 ~ 1001 35 LT 1006 ~
4094 ¢,
avY kK E—F #kE EXEC
avy FEE yyy—= EFEARAR
12.2(25)FX Zoa~wy RRBEMENE L,

BEREDAA FS54>

AA o FEINIHFED VLAN LOYALFF vy A F v—% K— b ERART DL, Z0avr REHEH
LET,

VLANID 1002 ~ 1005 1X, b—27 > U 7B LT FDDI VLAN IZ PR S/ TWT, IGMP A X —E
TR TEEEA,

Multicast VLAN Registration (MVR; /L F ¥ ¥ X2 K VLAN LY R hb—33 V) BA R—T LD
4. show ip igmp snooping mrouter =~ > F|{X MVR ¥ /L F % ¥ & b JL—X DIFHRE LV IGMP A
X—E U IIERERRFLET,

fl K OHITIL, show ip igmp snooping mrouter =~ KON ZEZRLET, A vF ETwLFFr X
hv—% KR— b eRRLET,
Switch# show ip igmp snooping mrouter
Vlan ports
1 Gi0/1 (dynamic)
BEaTUF avwUFk B
ip igmp snooping AA v FE71Z VLAN O IGMP 2 X — &> 7 & A F—T VI
LET,
ip igmp snooping vlan mrouter < NVFXxYy AN NL—F R— E2EMNLET,
ip igmp snooping vlan static LAY 2R—bE2VLFFY AN TIL—F DAL NR—L LTE
MzBMmL £97,
show ip igmp snooping A4 v FEFIZTVLANDIGMP AX—V v VR EEZFRLET,
show ip igmp snooping groups AL v FEIATRED/RT A—Z D IGMP AX—t 7 < )LF
YA MERERSTLET,
Catalyst 2960 £ & U 2960-S R4 vy F aAIVF JI7L R
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M  show ip igmp snooping querier

show ip igmp snooping querier

AL v F LICRE SN IGMP 7 = U 7 ORE L BERE R AR T 5121E, EXEC £— F T show ip
igmp snooping querier detail =~ > FZ{HEH L 7,

show ip igmp snooping querier [detail | vlan vian-id [detail]]

BXXniA detail (fEE) IGMP 7 = U 7 OFME @A F T LET,
vlan vian-id [detail] L8 EEEN7- VLAN O IGMP 7 = U TR FLET, HEETE
ZEPHIZ 1 ~ 1001 £721% 1006 ~ 4094 TF, #EMAEERFT LI
detail ¥ — UV — F&2FEHALET,
avy kE—F 2 —+4 EXEC
H#e EXEC
avy FEE yyy—= EFEARAR
12.2(25)FX oo~y RREMERE L,

BEREDAA FS54>

]

sz Tl M?L:m IGMP Jx)— Ak yt— /é»ﬂﬂm“é*ﬁm*f D IGMP N—Y 3 VB EIWIP 7
KL 2 %&FRT 221X, show ip igmp snooping querier =~ > FZEH L7, 7 1% v MIEHKD
<N F X ¥ A b /v—& ARATEETN IGMP 7= ) 7IX 1 DLMREATEEH A, IGMPV2 &5

TLTWDY TRy FTIHEE, SAFFY AR A—ZD 1 ORI7 VT ELTRESNET, 72U 7T

Wik, VAV 3 A4 v FEIBETEET,

show ip igmp snooping querier =~ > FHNTH MHE SN/ 27D VLAN BL A ¥ —7 =
ARERRLET, ZZUTNAAL v TFOHEF, 2~ RHIIO Port 7 1+ —/v RIZ Router & FoR

SNET, 7 U TRL—FOBREIE, WD Port 7 4 —/V RIZ, 72U T &2FEH LR — FDOEFES

MERINET,

show ip igmp snooping querier detail =~ > NiX, show ip igmp snooping querier =~ > NIZJHLl
LTCWE$, 727 L. show ip igmp snooping querier =~ R TlI, AA vF 7V 7IZ LV ERIIC
BRHENTET AL AIP T RLADBRBERINET,

show ip igmp snooping querier detail =~ > Rif, AA vF 7 =Y TIZ Lo THREICHRBEIhZT N
A ZDIP 7 FLZADIEH, ROBIMEREZF T LET,

¢ VLAN CERENTW\5 IGMP 7 U 7
* VLAN TERESNIAA v F 72V 7 (H256) [CHEY 2R ER L OBIEF#

W OFITIL, show ip igmp snooping querier =~ > KO 1 ZRLET,

Switch# show ip igmp snooping querier

Vlan IP Address IGMP Version Port
1 172.20.50.11 v3 Gi0/1
2 172.20.40.20 v2 Router
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show ip igmp snooping querier

W DOFITIL, show ip igmp snooping querier detail =~ > KOH 2R L E7,

Switch# show ip igmp snooping querier detail

Vlan IP Address IGMP Version Port
1 1.1.1.1 Fa0/1
Global IGMP switch querier status

admin state : Enabled
admin version 2

source IP address 0.0.0.0
query-interval (sec) 60
max-response-time (sec) 10
querier-timeout (sec) 120

tcn query count 2

tcn query interval (sec) 10

Vlan 1: IGMP switch querier status

: Enabled

admin state

admin version

source IP address
query-interval (sec)
max-response-time (sec)
querier-timeout (sec)
tcn query count

tcn query interval (sec)
operational state

2
10.1.1.65
60

10

120

2

10

: Non-Querier

operational version 2
tcn query pending count 0
BIEa<T VR avwo R B
ip igmp snooping ZA wFE£721% VLAN ® IGMP A X —E > V% A X — 7 LT
LET,
ip igmp snooping querier LAY 2%y hU—2DIGMP 7 = U THkEHR A F—7 T L
£7,
show ip igmp snooping AA v FEIFIFED<LF *F v 2+ VLAN @ IGMP % X —
B Ty AN —F R— b EERRLET,
Catalyst 2960 £ & U 2960-S R4 vy F aAIVF JI7L R
| oL-8604-10-J .m



¥ 2% Catalyst2960 X4 vF CiscolOS A=Y F |

Bl show ip source binding

show ip source binding

AL v F LD IP V=R A T 4 v 7% FRT H121E, EXEC £ — R T show ip source binding =~
Y REMEALET,

show ip source binding [ip-address] [mac-address] [dhcp-snooping | static] [interface
interface-id] [vlan vian-id]

ST ENBA ip-address (EE) BEDIP T RLADIP V—RA A U F 4 v T 2FrLET,
mac-address (FEE) BrEDOMACT RFLADIP V—A XL U F 4 v T HFRLET,
dhcp-snooping (fEE) DHCP A X —E >V THEBE SN IP Y — A N VT 4 v T KR
LET,

static UEE) AEZT 4 v 7 P Y —A RS U F 4T hFRLUET,

interface interface-id EE) BEDA L X —T 2 A ALEDIP YV —A L T 40 T hFRLE
SR

vlan vian-id (EE) BED VLAN LD IP VY —R2 NA UF 4 v T RFRLET,

ATk E—F  =—¥EXEC
¥t EXEC

vy FERE )1)y—= EEAR
12.2(50)SE Zoawry RRBMERE L,

BEREDAA FS54>

show ip source binding =~ > KO JIZiZ, DHCP AX—E> 7 SA VT 4 v T T—H_X—AND
AT IvIBLIORET 4 v JICEREENTNANA T 4 VI RRFENET,

FAFTI v TICEESINTNA T 4 7120 %R AT 521X, show ip dhep snooping binding $74#
EXEC a2~ FEFEHLEI,

fl W OFITIE, show ip source binding =~ > FOH %R L ET,
Switch# show ip source binding
MacAddress IpAddress Lease (sec) Type VLAN Interface
00:00:00:0A:00:0B 11.0.0.1 infinite static 10 GigabitEthernet0/1
00:00:00:0A:00:0A 11.0.0.2 10000 dhcp-snooping 10 GigabitEthernet0/1
BEav> R avwyvFk Bk
ip dhcp snooping binding DHCP AX—V LT N T 4 v T—H_R—RA%RTE L E
‘a—o
ip source binding AL 9FEDRET 4 97 IP V=R NRAL VT 4 v TR LE
7
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show ip verify source W

show ip verify source

2L v FETFIHEDA L F—T =2 A A LD IP V—A H— RFEEEFRRT DT, EXEC E— R T
show ip verify source =~ > K&@#H L £,

show ip verify source [interface interface-id|

X DA interface interface-id — (f1:7) $EDA v X —T = A A LD IP Y —R H— FREZFRLET,
ATV K E—F  =—#% EXEC
¥5HE EXEC
av Yy FERE yy—=x EEAE
12.2(50)SE Zoawry RRBMEE L,
1l WOFHITIL, show ip verify source =2~ KO HZRLET,
Switch# show ip verify source
Interface Filter-type Filter-mode IP-address Mac-address Vlan
gi0/1 ip active 10.0.0.1 10
gi0/1 ip active deny-all 11-20
gi0/2 ip inactive-trust-port
gi0/3 ip inactive-no-snooping-vlan
gi0/4 ip-mac active 10.0.0.2 aaaa.bbbb.cccc 10
gi0/4 ip-mac active deny-all deny-all 12-20
gi0/4 ip-mac active 11.0.0.1 aaaa.bbbb.cccd 11
gi0/4 ip-mac active deny-all deny-all 12-20
gi0/5 ip-mac active 10.0.0.3 permit-all 10
gi0/5 ip-mac active deny-all permit-all 11-20
FFREOBITIE, IP Y —R HT— ROREITRDO L1220 £7°,
« FHEY M A—=HFv h1 ¥ —=7=4AFLT, VLAN 10 ~ 20 (2% LT DHCP AX—E >~
DA RX—=T NIl TWET, VLANIO TIE, I[P 7 KL R T4 BV TICLBIP Y —R H—
RBA L Z =T 24 RAZH L TRESINTEBY, XM UT TR, F—T =2 A LICFELE
9, VLAN 11 ~20 TlX, 2 &ZHDOxT FUIZ, T 74/ k R— |k Access Control List (ACL; 7
JA arbu—) YZXEL) BIP Y= W= FPRESA TR VLAN DA F—T = A A
WHEHA SN TWAZ ERRINTWVET,
o FHEYMA—H XY M2 A ¥ —T xR E, DHCP AX—VE U V752 FTTHLODEETE
HAVE =T x4 AL LTRESNTVWET,
o FHEYMA—HV XY NI A LI —T A RAET, AU X =T 2 ANBL TS VLAN IZXF L
TDHCP AX—UE I NRA RX—T M7 > TWVER A,
e X¥HEYMA—V Ry b4 A E—Tx2AALT, #ETIPT KLRA T4 AE Y T LEET
MAC 7 RLVRA 74 NANEZ D TIZEDIP Y —A = RPA 2—TMZ72>5THY, VLAN 10 &
VLAN 11 IZH L TARAET 4 w7 [P VY —A N T 4 VT PRERESNTWET, VLAN 12 ~ 20
TIE, 774NV "=+ D ACLDB, £ > F—T 2 ALTIP V—A H— FKNRFEEI N TR
VLAN [Z#EH &N ET,
Catalyst 2960 £ & U 2960-S R4 vy F aAIVF JI7L R
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M show ip verify source

o FHEY M A=YV XY RS5ALF—Tx2AALT, FETIPT RLA 740 7 EEET
MACT7 KLV AR T4 NEV U TIZEDIP =R T —=FRA R =TI oTEY, AT 47
IPARAS T4 TNBESNTOVWETHS, R—F X2V T4 BT 4 —T TR >TWNET,
AL v FIE. EEILMACT RLAEZ 74 NVE Y VT TXERA,

WOFITIE, IP Y —A T—F BT 4 =T NI TNDAL L Z—T oA AT HH1E 7 LET,

Switch# show ip verify source gigabitethernet 0/6
IP source guard is not configured on the interface gi0/6.

BEaIU kR avwyFk BA
ip verify source AVH—=T 2 A ALETIP Y—RA HT—REAAFX—TNMIZLET,

g&

Catalyst 2960 35 & U 2960-S A vF ATV K JI7LVR
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show ipv6 mid snooping W

show ipv6 mld snooping

A A v FE721%X VLAN @ IP Version 6 (IPv6) Multicast Listener Discovery (MLD; = /L5 % ¥ X K
U 2F—il) AX—VE U IEEEZRT HI2IE,. EXEC E— KT show ipv6 mld snooping =~ >
ZRERHLET,

show ipv6 mld snooping [vlan vian-id|

X DA vlan vian-id (fE#) VLAN Z#E LEd, HETE 24T 1 ~ 1001 35 LT 1006 ~
4094 ¢,
avY kK E—F o —# EXEC
K EXEC
avy FERE Jy—=x EHEAR
12.2(40)SE Zoa~wy RRBEMENE L,

EREDAA FS54>

GE)

AL Y FFETITEED VLAN O MLD A X —VE L VOB EEZRRTHDICZOa~vy REFERLET,

1002 ~ 1005 ® VLAN &F &%, b—27 > U 7 VLAN 83X FDDI VLAN O729Ic PR EN TV 5
72, MLD ZAX— bt > I T EH A,

T 27V IPVA/IPV6 7 > 7 L — R &R ET 511X, sdm prefer dual-ipv4-and-ipv6 7 v — 3L 2
T4 F¥al—varavr ReEANL, A4 vFEVa—RFLET (Catalyst 2960 A A v F D),

Zoavwy REMHTHIZIE, A4 TN LANBase 1 A—VEFETLTWALERHY 7,
Catalyst 2960 A A » FIZ1%, 7 = 7 /v IPv4/IPv6 Switch Database Management (SDM) 7> 7 L — |
DEEINTWARLENH Y £3 (Catalyst 2960-S 2 A v FITIINLEH D EHA),

15l WoHITIL, show ipv6 mld snooping vlan =~ > RO Z R LET, T 2Tk, FFED VLAN O A
X—E U TR R R LET,
Switch# show ipv6é mld snooping vlan 100
Global MLD Snooping configuration:
MLD snooping : Enabled
MLDv2 snooping (minimal) : Enabled
Listener message suppression : Enabled
TCN solicit query : Disabled
TCN flood query count H
Robustness variable : 3
Last listener query count : 2
Last listener query interval : 1000
Vlan 100:
MLD snooping : Disabled
MLDv1l immediate leave : Disabled
Explicit host tracking : Enabled
Catalyst 2960 £ & U 2960-S R4 vy F aAIVF JI7L R
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M  show ipvé mid shooping

Multicast router learning mode : pim-dvmrp
Robustness variable : 3

Last listener query count 2

Last listener query interval : 1000

WOFITIE, show ipv6 mld snooping =~ > FOWNEZRLET, I TiE, A4 vF LD VLAN T
RTDARXR =V TR R R R LET,

Switch# show ipvé mld snooping
Global MLD Snooping configuration:

MLD snooping : Enabled

MLDv2 snooping (minimal) : Enabled
Listener message suppression : Enabled

TCN solicit query : Disabled

TCN flood query count HE

Robustness variable 0 3

Last listener query count : 2

Last listener query interval : 1000

Vlan 1

MLD snooping : Disabled
MLDv1l immediate leave : Disabled
Explicit host tracking : Enabled
Multicast router learning mode ¢ pim-dvmrp
Robustness variable H

Last listener query count H

Last listener query interval : 1000

<output truncated>

Vlan 951:
MLD snooping : Disabled
MLDv1l immediate leave : Disabled
Explicit host tracking : Enabled
Multicast router learning mode ¢ pim-dvmrp
Robustness variable : 3
Last listener query count H
Last listener query interval : 1000
BEaIvUF avwo kR Bie
ipv6 mld snooping AA v F EE721L VLAN DO MLD AX—E v 7% A X —T )L
WL, REZITWET,
sdm prefer ALy FOERFECESE AT LY Y —REHHLT 5 X

5 SDM 7oL — 2B ELET,

Catalyst 2960 35 & U 2960-S A vF ATV K JI7LVR
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show ipv6 mld snooping address W

show ipv6 mld snooping address

Multicast Listener Discovery (MLD; v /L F ¥ ¥ X kb U2 F—fiH) AX— VB RFET 53T
D, FTIIHEE SN IP version 6 (IPv6) v/ FF v A b 7 FLAERERRZT 512X, EXEC £—
T show ipv6 mld snooping address =~ > N&fEH L E T,

show ipv6 mld snooping address [[vlan vian-id] [ipv6 address]] [vlan vian-id] [count |
dynamic | user]

340

.'E-EI;

3

vlan vian-id ({EBE)MLD AX—b 7 wLFFx A F 7 FLREHREFK TS VLAN
PHRELETIHETED VLANID #FHIZ 1 ~ 1001 8 L0 1006 ~ 4094
T,

ipv6-multicast-address — (f£E) HESNTZIPV6 v~ L F X v 2 h 7 RLAICET AE@REFRLE
T, ZOF—TU— K&, VLANID 2 EL=ZHAICOAFHTE ET,

count EE) AA v F EEFFHIFEED VLAN O~ L FF ¥ A b TL—THEF
~LET,
dynamic (fEE) MLD AX—E v 7 EE I N—TFEREFRLET,
user ({EE) MLD AX—Vt 7 2a—HPREITN—TTHREFERLET,
avy kFE—F 22— EXEC
¥ EXEC
avy FER yy—=x EERAR
12.2(40)SE Zoawy RRBEMmERELE,

EREDAHA R34y

IPv6 vV F F v A b 7 FLAEHRERRT L0, Zoa~vy FEfHLET,
VLANID # AJjL72d & TDH, IPv6 vV TFF v Ak 7 RLAZANTEET,

1002 ~ 1005 @ VLAN % 5%, F—2 VU 7 VLAN & L0 FDDI VLAN D72 PAI STV D
72, MLD AX—E U I TE £ A,

FEINTIN =TI T HEROHEFRRT 5121, dynamic ¥—Y— RZFHLET, REIN

eI =TI ET DEROAEFRRT HITIL, user F—U— REHEHLET,

T a7V IPVA/IPV6 7 v 7 L — M EFRET S 121E. sdm prefer dual-ipv4-and-ipv6 7 = — 3L 2

T4F¥alb—Yaravry ReEAIL, AL v FE2Yr—RFLET (Catalyst 2960 A1 v F D),

1|

)
GF) Zoaxr FEHERTICE. A/ vy FHR LANBase f A—VE2FT LTV OIRERDY 7,
Catalyst 2960 A1 > FIZi%, 7 = 7 /L IPv4/IPv6 Switch Database Management (SDM) 7 7 L —
DERESINTVWDILENRDH Y £7 (Catalyst 2960-S AA v FITIFIMEDH Y FHA),
Catalyst 2960 £ & U 2960-S R4 vy F aAIVF JI7L R
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W  show ipv6 mid snooping address

i WROFITIL, show snooping address =~ > ROH I E R LET,
Switch# show ipv6é mld snooping address

Vlan Group Type Version Port List

2 FF12::3 user Fa0/2, Gi0/2, Gi0/1,Gi0/3

W OB TIL, show snooping address count =~ > KOHAZRLET,

Switch# show ipv6é mld snooping address count
Total number of multicast groups: 2

W OFHICIL, show snooping address user =~ > KOHIERLET,

Switch# show ipv6é mld snooping address user
Vlan Group Type Version Port List

2 FF12::3 user v2 Fa0/2, Gi0/2, Gi0/1,Gi0/3
BEaTUF avyk e
ipv6 mld snooping vlan VLAN TIPv6 MLD AX—tE > 7 2% ELET,
sdm prefer AA v FOERFECESE VAT LY Y =22kl d5 &

5SDM 7oL — rE2FRELET,

Catalyst 2960 35 & U 2960-S A vF ATV K JI7LVR
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show ipv6 mld snooping mrouter W

show ipv6 mld snooping mrouter

AA v FE721X VLAN O, B8 i, FE)TE L7z IP Version 6 (IPv6) Multicast Listener
Discovery (MLD; v/ F %+ X b U A F—Hlt) N—% RN— xR T5I21Z, show ipv6 mld
snooping mrouter =~ K% EXEC E— N CEMALET,

show ipv6 mld snooping mrouter [vlan vian-id]

X DA vlan vian-id (fE#) VLAN Z#E LEd, HETE 24T 1 ~ 1001 35 LT 1006 ~
4094 ¢,
avY kK E—F o —# EXEC
K EXEC
avy FERE Jy—=x EHEAR
12.2(25)SED Zoa~wy RRBEMENE L,

EREDAA FS54>

AL Y FFEITEFED VLAN O MLD AX—VE 7 L—& R— "R FTHIZIE, Z0a~vy Raff
ALET,

1002 ~ 1005 ® VLAN &F &%, b—27 > U 7 VLAN 83X FDDI VLAN O729Ic PR EN TV 5
77, MLD ZAX—tE  ZIZIIfFEH T EH A,

T 27V IPVA/IPV6 7 > 7 L — R &R ET 51X, sdm prefer dual-ipv4-and-ipv6 7 v — 3L 2
TA4F¥al—varavr ReEANL, A/ vFEVa—RFLET (Catalyst 2960 A A v F D),

S
() COa=wy REFEHT I3, A4 vy F B LANBase £ A—VE2FETLTVWDAIMERH Y 7,
Catalyst 2960 A A » FIZ1%, 7 = 7 /v IPv4/IPv6 Switch Database Management (SDM) 7> 7 L — |
DEESINTWDHIXLERSH Y 9 (Catalyst 2960-S A A » FITIIMLEH Y THA),
i WK OFITIL, show ipvé mld snooping mrouter =~ > KOH T Z/RLET, I Tk, A »F LT
MLD AX—E L ZIZBMLTNDTRTOD VLAN DAX—E 2 FHEMENRFREINET,
Switch# show ipv6é mld snooping mrouter
Vlan ports
2 Gi0/11 (dynamic)
72 Gi0/11 (dynamic)
200 Gi0/11 (dynamic)
W OB TiX, show ipvé mld snooping mrouter vlan 2 ~> ROHNEZ/RLET, 22Tl BHED
VLAN O</VFF ¥ A b b—F F— FBERRINET,
Switch# show ipvé mld snooping mrouter vlan 100
Vlan ports
2 Gi0/11 (dynamic)
Catalyst 2960 £ & U 2960-S R4 vy F aAIVF JI7L R
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M show ipv6 mid snooping mrouter

BZEa<F avwok e

ipv6 mld snooping ZA wF LF71E VLAN O MLD AX—E v V5 A 3 —T )L
WL, REZITVWET,

ipv6 mld snooping vlan mrouter VLAN O~/ F %% A b b—F F— L ZHFHELET,

interface interface-id | static

ipv6-multicast-address interface

interface-id|

sdm prefer AA v FOERFECESE VAT A Y Y =22kl d5 &
9 SDM 7 7 L— hE#FELET,

Catalyst 2960 35 & U 2960-S A vF ATV K JI7LVR
m‘ OL-8604-10-J |



| £2% Catalyst 2960 X1 vF CiscolOS a<~F

show ipv6 mld snooping querier W

show ipv6 mld snooping querier

AA v FE721X VLAN 2545 L7z &# D IP Version 6 (IPv6) Multicast Listener Discovery (MLD;
NFHxy AL YURAT—Hl) AX—vr 7 72 ) 7R EFRT 5121, EXEC £— FT show
ipv6 mld snooping querier =~ F&HH L £,

show ipv6 mld snooping querier [vlan vian-id] [detail]

X DA vlan vian-id (fE#) VLAN Z#E LEd, HETE 24T 1 ~ 1001 35 LT 1006 ~
4094 ¢,
detail UEE) AA v FF721Z VLAN © MLD A X — VL 7O = ) 7iEH
PERRLET,

avy kE—F 2 —+4 EXEC

¥¢iE EXEC
av > FERE yy—= EFERA
12.2(40)SE Zoawy RpEMESNE L,

FREDALAFS4Y MLD 7 =) — A v b—ViR%ETIRESHZER (22 7L bEEN5) O MLD A=Y a B
LV IPV6 7 RL X% KR T 51Z1L, show ipv6 mld snooping querier =~ > REFEH L ET, 7
Fy MIEEOTAVT XY A b V= F EHFOZ LR TEETA, MLD 7 =) TiE 1 2R T, 7=
U7, VAV 3 AL v FERETEET,

show ipv6 mld snooping querier =~ FHNIE, 7=V 7R E/ VLAN BL A 2 —T =
AALRRLET, 7 U THRAL v FOHREIEX, 2~ RSO Port 7 4 —/v RIZ Router & R
SINET, 72UV THRAL—FOHEE, IO Port 74—V RIZ, 7Y T7E2FEE LR — MOE S
MRAENET,

show ipv6 mld snoop querier vlan =~ > FOH N TIESNMBELIZAT I =YV T hbD o) — Ay
VIS E L TRESNEEREFRLET, FFED VLAN EOARX—E 7 mNZ bR AR
EDa—PHED VLAN EIFFRRENEREA, 207 ) TIHERIZ, AL v FREETDS MASQ A v
TV ETCORFEHLET, 72— X vbE—VITRBE LR A R—%2 RN 5 DIEHT
LD —PREO B NA SR AERITENIITRY A,

1002 ~ 1005 ® VLAN & 51X, h—2 >V %7 VLAN B LU FDDI VLAN O7=IZFRENTW5D
72, MLD ZX—tE ZIZIIfHEHTE ¥ A,

T 2TV IPV4A/IPv6 7 7 L — b EFRET H121E. sdm prefer dual-ipv4-and-ipv6 7 v —/ 3L 2
T4 F¥a2lb—varavry REANL, A vFE2Yr—RFLET (Catalyst 2960 A1 > F D),

GE) ZoavrFEEHTDICE. A4 vy F B LANBase 1 A—VEETLTWDILERH Y T,
Catalyst 2960 A A ~ FIZ1E, T = 7 /v IPv4/IPv6 Switch Database Management (SDM) 7> 7 L — k
DRESNTVWDILENH Y 9 (Catalyst 2960-S AA v FITFHLEDH Y FHA),

Catalyst 2960 # & U 2960-S X vF ATV K YT 7L VR
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Bl  show ipv6é mid snhooping querier

1l K OBFTIL, show ipvé mld snooping querier =~ > KON ZERLET,

Switch# show ipvé mld snooping querier
Vlan IP Address MLD Version Port

2 FE80::201:C9FF:FE40:6000 vl Gio/1

WOBITIL, show ipvé mld snooping querier detail =~ > FOHHZRLET,

Switch# show ipv6é mld snooping querier detail
Vlan IP Address MLD Version Port

2 FE80::201:C9FF:FE40:6000 v1 Gi0/1

W& DFITiL, show ipvé mld snooping querier vlan =~ > FOH N Z R LE T,

Switch# show ipv6é mld snooping querier vlan 2
IP address : FE80::201:C9FF:FE40:6000

MLD version : vl

Port : Gi0/1

Max response time : 1000s

BIEa<T VR avwUFk B2

ipv6 mld snooping ZA v F L E721Z VLAN ED [Pv6 MLD A X —tE > V& A x—7 )L
2L, REZITVWET,

ipv6 mld snooping MLD 7 A4 7~ FBHIREINIC R DRNZA AL v T REET L7

last-listener-query-count T ORKREEHELET,

ipv6 mld snooping AL v FNIT Y —FEEFELTHL, v VFXx AN T—T05

last-listener-query-interval 7R — k2 HIBR 3 2 AR T 2 RIS B R 2308 LE T

ipv6 mld snooping BN NEES . =L F X A N 7 RLUABRHIBEYINIZAR AEICA

robustness-variable AYTFRFEETL/ ) —OERREERELET,

sdm prefer AL v FOMBEHFECESET AT A Y Y =2 EHE{LT 5 L9
SDM 7> 7L — b EHELET,

ipv6 mld snooping AA v F EFE721Z VLAN EO IPv6 MLD A X — B> 7 & A 32— )b

L, REZITVET,

Catalyst 2960 35 & U 2960-S A vF ATV K JI7LVR
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show ipv6 route updated W

show ipv6 route updated

IPV6 N —F 4 7 T—T NVDOBIEONE L2 RRT 512X, EXEC E— KT show ipvé6 route updated
avy REfHLET,

show ipv6 route [protocol] updated [boot-up]{ih:mm | day{month [hh:mm]} [{hh:mm |
day{month [hh:mm]}]

X DA protocol EE) ROWThIrDOF—T— R2FHLTHEELEZLV—F 427 Fua b
aD— R RLET,

* bgp
e isis
o ospf
* rip

F0E, RONVTNDLDOF—TU—REEHLTHRELEZLV—K X4 7D
N—heRRLET,

e connected
¢ Jocal
e static

e interface interface id

boot-up IPv6 V—F 4 v 7 T—TIVOBEIEORNR Y FH < LET,

hh:mm 24 FEMEFLO 2 HTOEME TR EZ A LET, %Famr () 2HEMALT
KFESW, HExIE, 13332085 ICASHLET,

day HIzbaz AN LET, HHETE 28I 1 ~31 T,

month HAZRIXFEIIICFTASD LET, January F 7213 august O X 512 H

DEARIEERICATITHZ &Y, jan £/201F Aug O X D ITEWIO 3 LF72
FEANTLHZ B TEET,

avy kE—F 2 —+4 EXEC

¥t EXEC
avy FEE Y- EERE
12.2(40)SE Zoavwy KBNS E LT,

FRLDAARSLY IPv6 v—F 4 v 7 T—T NOBIEDONE % &R 5I21%. show ipv6 route $#1£ EXEC =~ > K%l
MLET,

~

(i¥) Zoavwy REMHTHICIE, A4 v F N LANBase £ A —YEFETLTWALENDHY F4,

Catalyst 2960 # & U 2960-S X vF ATV K YT 7L VR
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W  show ipv6 route updated

]

WOFHITIL, show ipvé route updated rip =~ > FOH A ER L E T,

Switch# show ipv6 route rip updated
IPv6 Routing Table - 12 entries

Codes: C - Connected, L - Local, S - Static, U - Per-user Static route

B - BGP, R - RIP, I1 - ISIS L1, I2 - ISIS L2
IA - ISIS interarea, IS - ISIS summary

O - OSPF Intra, OI - OSPF Inter,

ON1 - OSPF NSSA ext 1, ON2 - OSPF NSSA ext 2

R 2001::/64 [120/2]
via FE80::A8BB:CCFF:FE00:
Last updated 10:31:10 27
R 2004::/64 [120/2]
via FE80::A8BB:CCFF:FE00:
Last updated 17:23:05 22
R 4000::/64 [120/2]
via FE80::A8BB:CCFF:FE00:
Last updated 17:23:05 22
R 5000::/64 [120/2]
via FE80::A8BB:CCFF:FE00:
Last updated 17:23:05 22
R 5001::/64 [120/2]
via FE80::A8BB:CCFF:FE00:
Last updated 17:23:05 22

8D01, GigabitEthernet0/1
February 2007

9001, GigabitEthernet0/2
February 2007

9001, GigabitEthernet0/3
February 2007

9001, GigabitEthernet0/4
February 2007

9001, GigabitEthernet0/5
February 2007

OEl - OSPF ext 1, OE2 - OSPF ext 2

BBEav> R

avwyvk L]

show ipv6 route

Ipv6 V—F 4 > 7 F—TNOBIEONE A2 Fm LET,

i Catalyst 2960 & & U 2960-S R/ v F avvF YI7LUR
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showlacp W

show lacp

Link Aggregation Control Protocol (LACP) F ¥ %/ Z NV —7 &R 7-T212iE, EXEC £— T
show lacp =~ RZ&fHAL £,

show lacp [channel-group-number] {counters | internal | neighbor | sys-id}

X DEREA

channel-group-number  ({£58) Fx¥ 3V TN —7OFETT, HETXAHMEIT1 ~6 TT,

counters N7 4y 7IERERSRLET,

internal WEEREFRLET,

neighbor XA N—IERERFLET,

sys-id LACP CEHEND VAT AID &K - LET, A7 AID X, LACP &

AT ENTITAFT VT ABIOARAL vFMACT RLUATHERINTWET,

avyv Kk E—F o —# EXEC
¥+ EXEC
avy FER yy—=x EERAR
12.2(25)FX Zoawy RRBEMmERELE,

EREDAA FS54>

show lacp =~ > REANT DL 70T 4 7R FT ¥ RN I V=T DEBRBERRINET, HBEDTF v
FVERERRT DT, Fr N I —7%F5%EEL Tshowlacp 2~ FE AN LET,

F v N TN—=TEEEELROVBRIE, TXTOF ¥ xb =T RERENET,

channel-group-number 77> a V&2 A1 22 & T, sys-id S DT XTOF—T— R TFy 1)L 7
N—=TEEETEET,

i WOHITIL, show lacp counters =~ > RO E /R LET, £ 2-3718, ERENDT 4 —/L FOR
HERLET,
Switch# show lacp counters
LACPDUs Marker Marker Response LACPDUs
Port Sent Recv Sent Recv Sent Recv Pkts Err
Channel group:1
Gio/1 19 10 0 0 0 0 0
Gi0/2 14 6 0 0 0 0 0
% 2-37 show lacp counters ® 7 1+ —JL FDHEA
J4—ILF SiEA
LACPDUs Sent 35 X U Recv A= M X o T&EZEINT LACP N7 v ML
Marker Sent 35 X O' Recv A— MZ X o T&EZ(E &7z LACP Marker /37~ F &
Catalyst 2960 £ & U 2960-S R4 vy F aAIVF JI7L R
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W showlacp

& 2-37 show lacp counters D7 1+ —JL FOHMA (=)

Z4—ILF B
Marker Response Sent 3 &L U Recv | — MZ Lo TiE%AE & 47z LACP Marker &% /37 > MK
LACPDUs Pkts 35 & O Err R— D LACP ([Z K> TRIFEENIZ, RMTRERNT v MY

WOFITIL, show lacp internal =< > RO ERLET,

Switch# show lacp 1 internal
Flags: S - Device is requesting Slow LACPDUs
F - Device is requesting Fast LACPDUs
A - Device is in Active mode P - Device is in Passive mode

Channel group 1

LACP port Admin Oper Port Port
Port Flags State Priority Key Key Number State
Gio0/1 SA bndl 32768 0x3 0x3 0x4 0x3D
Gi0/2 SA bndl 32768 0x3 0x3 0x5 0x3D

#£ 23812, ZOHNTEREINDE T 4 — NV FOBHAZRLET,

= 2-38 show lacp internal ® 7 1+ —)L FO8
TJa4—ILF L]
State FBEDOR— b OIREE, WITHEHFTRERMEEZ R L ET,

e —: R— 2 unknown A5 — K TT,

e bndl: R— " RT7 7V F—FIZEFE I, thoR— k&N
Y RArEnTHET,

o susp : A— FBRFHINTWDIRRET, 77U F—# 21k
BEsnTnEtA,

e hot-sby : A— FDAHKy FAZ A DIRHETT,
e indiv: F— hE2ZOMA—FE L HITNV FLTEERHA,

* indep : A — b ¥ independent A7 — F T, N KL Eh
FHADRT—H NI T 4w 7BV EZET, ZOHE,
LACP iZHHFRIAR— P THEH L T EEA,

e down: R— FBRX T LTWET,

LACP Port Priority R—= DT FAF VT 4 HRE, ABREOH AT XTOR— 2

ERNTHZLEEHET S0, N—RFU =T OHIRENH 535

HVLACP IA— b 774 F VT ARV KR — FE A LA

£ — F‘ﬁ: Liﬁ—o

Admin Key AR—MIHOYTHENTERHOX—, LACP XA BHICE R

Hox—flzAm LET (16 #H), EFBBHOF—1X, A— 1

BMOR— R EENTELMNZERLET, hOFR— L4

I TELR— FORENIE, N— FOWERE (77— F EkEE

RT a7 by 7 AR E) ERELEHIRICL > THRED F

7

Oper Key R— NCHEHEND T & A LDOEIEXF—, LACP IZHTBIC

EEARLET (16 HH),

Catalyst 2960 35 & U 2960-S A vF ATV K JI7LVR
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showlacp W

% 2-38 show lacp internal D7 + —JL FOHE ()

J4—ILE L]

Port Number N— FHE =,

Port State R—FNOWREEH, 1 20477y FATHELADOE Y h& LT

Tra— RS, AvE—VEFKROLIICRY ET,
e bit0: LACP DT 77 47 4

e bitl: LACP D% A A7 7

o bit2: £5

o bit3: [AH

o bitd: NEE

o bit5: fifE

o bit6: 7 7 %/ |k
o bit7: Wikl
G¥) EoVU A NTIEX, bit7 22 MSB T bit0 1% LSB T3,

WOBITIL, show lacp neighbor =~ > FOHAERLET,

Switch# show lacp neighbor

Flags: S - Device is sending Slow LACPDUs F - Device is sending Fast LACPDUs
A - Device is in Active mode

Channel group 3 neighbors

Partner’s information:

Partner
Port System ID
Gi0/1 32768,0007.eb49.5e80

LACP Partner
Port Priority
32768

Partner’s information:

Partner
Port System ID
Gi0/2 32768,0007.eb49.5e80

LACP Partner
Port Priority
32768

Partner
Port Number
0xC

Partner
Oper Key
0x3

Partner
Port Number
0xD

Partner
Oper Key
0x3

P - Device is

Age
19s

Partner
Port State
0x3C

Age
15s

Partner
Port State
0x3C

W ORFITIL, show lacp sys-id =2~ > ROHTE/RLET,

Switch# show lacp sys-id
32765,0002.4b29.3a00

in Passive mode

Partner
Flags
SP

Partner
Flags
SP

VAT AIDIE, VAT A TPIAFV T A BIOTY AT L MAC 7 FLATHRENTWET, BHID
2R NEVAT A TITA4F VT 4, HED 63 MIZT o — S LIZEHEINTWD AT LABEE O

%> MAC 7 KL AT,

| OL-8604-10-J
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W showlacp

BEEav K avwyvk

Bl

clear lacp

LACP F v /v NV —T1EREHEELET,

lacp port-priority

LACP R—h T4 4V T 4 RELET,

lacp system-priority

LACP VAT A 774XV T 4 HRELET,

i Catalyst 2960 & & U 2960-S R/ v F avvF YI7LUR
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show link state group Wl

show link state group

Voo 27—k 7 —71F#R%EFRRT 5I21E, show link state group Fi# EXEC 2~ REHEHA L &
T

show link state group [number] [detail]

RX OB number (EH) Vo7 A7—F JA—TO&EETT,
detail (EE) FEMEMAERTFT L9 ELET,
T2+ EK FIxNAMEH Y A,

avykE—F #HE EXEC
avy FERE Jyy—x EEAR
12.2(25)SEE ZOavy RABMENE L,

EREDAHA R34y

Vo AT — bk ZN—7ERELRRT HIZ1E, show link state group =~ > FEFEHLET, F—
UV—FEEELRNTIOavy FefiflddL, XTOV I AT —F Z =T OFRPERS
NET, HEOITNV—TOFRERRTDHITIE, TV—TESZEANLET,

T N—T OFMERE R AT HITIE, detail ¥—7 — K%M L £7 ., show link state group detail =
< ROWITIE, VY7 AT —F bT XU TR R =T IR0 TWBED, F3T7 v 7T A b
V—AFRBFFTA RN =L (HDOWTZEOWST) AV F—T 2 A ARREINTZ) VT AT — |
TN—=TRIRERINET, IV—TWZV I AT — b TA—TREBRNGSG, A3 —7VER
TF s t—7 e LTERENEREA,

GE) o<y REHERAT3ICE,. A1 v FB LANBase £ A=V FETLTWASLERH Y £7°,

1 WOFHITIE, show link state group 1 =~ > KOHAZRLET,

Switch# show link state group 1

Link State Group: 1 Status: Enabled, Down

WOFITIL, show link state group detail =~ > FOHIZ/RLET,

Switch# show link state group detail

(Up) :Interface up (Dwn) : Interface Down (Dis) :Interface disabled

Link State Group: 1 Status: Enabled, Down

Upstream Interfaces : Gi0/15(Dwn) Gi0/16 (Dwn)

Downstream Interfaces : Gi0/11(Dis) Gi0/12(Dis) Gi0/13(Dis) Gi0/14 (Dis)

Link State Group: 2 Status: Enabled, Down

Upstream Interfaces : Gi0/15(Dwn) Gi0/16(Dwn) Gi0/17 (Dwn)

Downstream Interfaces : GiO/11(Dis) Gi0/12(Dis) Gi0/13(Dis) Gi0/14 (Dis)

Catalyst 2960 £ & U 2960-S R4 vy F aAIVF JI7L R

| oL-8604-10-J



¥ 2% Catalyst2960 X4 vF CiscolOS A=Y F |

Bl show link state group

(Up) :Interface up (Dwn):Interface Down (Dis):Interface disabled

BEa<YU R avwyF SiEA
link state group VU AF— K TA—TF DAL N—=L L TA v E—T A AEHREL
£7
link state track Vo2 2AF—h IV —T% A4 %—T NI LET,
show running-config RIEEOWEREEZR T LET,
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show location H

show location

T RFRA v boulr—ra UERERRT HI21E, EXEC £— R T show location =~ > R&FH L
7,

show location admin-tag
show location civic-location {identifier id number | interface interface-id | static}

show location elin-location {identifier id number | interface interface-id | static}

XX DA admin-tag EES TRV MERERTLET,
civic-location iiasr—a UEREAERLET,
elin-location Emergency Location Information (ELIN; B&im 7r— a U fFH) %
FrRLET,
identifier id fiimr—varEhiFelin el —v a0 ID ZEELET, HE
T& % 1D #iPHIL 1 ~ 4095 T,
interface interface-id (EE) EBESNTA LV E—T oA ZAEIFTRTOAL L F—T =4

2Kt o r—va VERERRLET, BETELA L H—T
AARELT, WHER—PLEENET,
static ABT 47 aryrI7 4 FXal—ra U FEREAFZRLET,

avykE—F 2 —+4 EXEC

frHE EXEC
vy FEE Y- EERE
12.2(25)FX Zoawy KBNS E LT,

BEREDALARSAY = FRA v borr—y g UEREF 7T 5121%. show location =~ > F&2HH L £,

1 WOBITIE, A1 X —T oA ADur— a s E#REERT 5 show location civic-location =~ > K
O ERLES,

Switch# show location civic interface gigibitethernet0/1
Civic location information

Identifier : 1

County : Santa Clara
Street number : 3550
Building : 19

Room : C6

Primary road name : Cisco Way
City : San Jose
State : CA

Country : US

Catalyst 2960 # & U 2960-S X vF ATV K YT 7L VR
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Hl  show location

WOFITIE, TXTCOEHar— a UE#R%EFKRT 25 show location civic-location =~ > KO H T
PR LET,

Switch# show location civic-location static
Civic location information

Identifier HE

County : Santa Clara
Street number : 3550

Building : 19

Room : C6

Primary road name : Cisco Way
City : San Jose
State : CA

Country : US

Ports : Gi0/1
Identifier H

Street number : 24568

Street number suffix : West

Landmark : Golden Gate Bridge
Primary road name : 19th Ave

City : San Francisco
Country : US

OB TIX, BAn Sy — g UE#REFK T2 show location elin-location =~ > RO 1% R L %
7,

Switch# show location elin-location identifier 1
Elin location information

Identifier : 1

Elin : 14085553881

Ports : Gi0/2

OB THE, T _XTOREnr— 3 U1E#E KT 5 show location elin static =~ FOH /1%
LET,

Switch# show location elin static
Elin location information
Identifier : 1

Elin : 14085553881

Ports : Gio/2

Identifier : 2

Elin : 18002228999

avy kR B
location (Fe—_L a7 4Fa TURRAV o= ualr—ya MNEREBRELET,
Lr—gvV)

location (f v Z—T =4 X o A B =T A Culr—a U EREBRTELET,
T4X¥2l—Tg V)
Catalyst 2960 & & Uf 2960-S R v F ATV K YI7 LR
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show logging onboard W

show logging onboard

On-board Failure Logging (OBFL; A AR — RIEEr ¥ 7) Gz £ rT 5121%. show logging
onboard ##% EXEC 22~ &AL £,

show logging onboard [module [switch-number]] {{clilog | environment | message | poe |
temperature | uptime | voltage} [continuous | detail | summary] [start hh:mm:ss day
month year] [end hh:mm:ss day month year]}

X DEREA

AYVRTIANLE

module [switch-number]

(EE) 8Lz AA v F® OBFL &£ /r L £,

A v FFKm (RE w7 AN=FKF) ZEETDHITIE.
switch-number /X7 A —X R LET, A v TFNRAX L KT r YV
AL v FDEE. AA v FEFILL T, AL v FRNAZ v I7HNICH
DHE. AF Y INDAL v TF AUN—FEIIELT 1 ~8 ZHET
=FET,

CDONRTA—=FOFEMIHONWTIE, Zoavr Ko EHEOTA K
FAV] BEBRLTLITEIN,

clilog

ABRTRY AL v FERITBELILAZ v 7 AU NR—|Z AT &
7~ OBFLCLI o~ RZERLET,

environment

AP RT Y AL v FERLITHELILAZ v 7 A= BLY
PG STV BT T FRU 77354 2@ Unique Device Identifier
(UDD H#azRrLET, ZOEHRIZIL, Product Identification
(PID; #LELFRB]) . Version Identification (VID), B X OV Tk 5
NEENET,

message

AB TRy AL vTFERITBELLEAZ v T A N"N—2L-T
ERENTENAN— Rz THEOY AT A A vtE—VFRRELET,

poe

ABRTRY AL, vFERIZBE LAY v 7 A /N—@ PoE
AR—FOEEENER T LET,

temperature

ABRTRY AL v TFERITBE LILAZ v T AU NN—DIRE%
FRLET,

uptime

AR RTBRY AL v FELIFTBELIZAZ v 7 A —DfL#i
G, AX U RTRY AL v TFFEREFRELIEAZ v 7 AU RR—DH
BEEIOHE, BIOAZ L RT ey AL v FERITHBELTEAZ VY
A U NR—DERBOFEENS OBERKEZE R LET,

voltage

ABRTRY AL v FERITBELIEAAL vF AZ v 7 A R—
DYAT LNELEERRLET,

continuous

UEE) #EHE7 7 ANDT—H 2FKRrLET,

summary

UEE) #~V—T7ANDTF—FE2RRFELET,

start hh:mm:ss day month
year

(EE) FHELIHRNALDOT —# 2K R LET, FEMICOVTIE,
MER EDOTA FTA 2] 2ZRLTIES,

end hh:mm:ss day month year

(ER) BEL-HEE TCOT—¥2F£ R LET, IO VLTI,
MEAHEDOHA KTA2 )] 2R TLIEIN,

detail

(EE) #g7 — 2B L0Y~ ) — F—XOmMFaFrLET,

T7 AN MIHY FH A,

| OL-8604-10-J
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W  show logging onboard

avy kK E—F HkE EXEC
avy FERE yy—x EERNE
12.2(53)SE1 Zoavwy RBMEMEShE L,

EREDHA R4

(E)

]

OBFL 8 =T VDA, AA v FITT_RTOT—F BB MNESN HERE 7 7 A VI OBFL 5 — 4% %
LR LET, Wh T 7 A VIR T, Eht7 7 A AP0 W d e A vy Fidd~Y —

T AN L. BRERZ7A40L) IKF—2%2FL0ES, ~U— 77 A NVEERTDE, @7 7
AIVDAR=ANEILENDD T, A v FIFFLWTF—HF 2EXADET,
module ¥—U—FEZANL. AL v FBZEANLEN->7285HE. OBFL 2V R—Fd 252 % v 7 R
VX — 2B % OBFL [EHAERSINET,
@ ORFBNIZ T INE S NTZT — 2 2 F KT 5120, start ¥— U — & end $—V— R&EH L F
T, start FEZB LN end FEZ ZHET 2 & 121, ROBBFHIIKE - T E I,

o hh:mm:ss : 24 FFRIRFEO 2 M OBETRA Z AT LET, LT z2nvy () ZFEHLTIEIND,

7-& 2%, 13:3245 D L O A LET,
* day: HIZHBZ AN LET, fEETEH%PHIT 1 ~ 31 TT,

o month : A& KXFEIINXETANLET, January F721% august © X 5 IZH OART#EL
CARTHZ &b, jan £7-1% Aug O L 5 1CHAID 3 LEEFEANT B2 L bTxET,

o year : AMIOEFTHEEATILET (1 :2008), FEE TE DHHFAIL 1993 ~ 2035 TY,

Z®»a~ FiE, LAN Base 4 A — Y %37 LT\ 5 Catalyst 2960-S AA > F DR THHR— h & T
WET,

W OFTiX, show logging onboard clilog continuous =~ > FOHE/RLET,

Switch# show logging onboard clilog continuous

05/12/2006 15:33:17 show logging onboard temperature detail
05/12/2006 15:33:21 show logging onboard voltage detail
05/12/2006 15:33:32 show logging onboard poe detail
05/12/2006 16:14:09 show logging onboard temperature summary

<output truncated>

05/16/2006 13:07:53 no hw-module module logging onboard message level
05/16/2006 13:16:13 show logging onboard uptime continuous

05/16/2006 13:39:18 show logging onboard uptime summary

05/16/2006 13:45:57 show logging onboard clilog summary

Catalyst 2960 35 & U 2960-S A vF ATV K JI7LVR
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show logging onboard W

W DBFITIiL, show logging onboard message =~ > FOH JZ R LET,

Switch# show logging onboard message

Facility-Sev-Name

MM/DD/YYYY HH:MM:SS

WDFITIX, AA »F L TD show logging onboard poe continuous end 01:01:00 jan 2000 =~ > K

DODHAERLET,

Switch# show logging onboard poe continuous end 01:01:00 1 jan 2000

Sensor | D |
Gil/0/1 1
Gil/0/2 2
Gi1/0/3 3
Gil/0/4 4
<output truncated>

Gil/0/21 21
Gil/0/22 22
Gi1/0/23 23
Gil1/0/24 24

Time Stamp | Sensor Watts

MM/DD/YYYY HH:MM:SS | Gil/0/1 Gil/0/2 Gil/0/3 Gil/0/4 Gil/0/5 Gil/0/6 Gil/0/7

Gil/0/8

Gil/0/9

Gi1/0/10 Gi1/0/11 Gil1/0/12 Gi1/0/13 Gil/0/14 Gil/0/15 Gil/0/16 Gil/0/17 Gil/0/18 Gil/0/19 Gil/0/20 Gil/0/21

Gil1/0/22 Gil/0/23 Gil/0/24

03/01/1993 00:04:03 0.000 0.000 0.000 0.000 0.000 0.000 0.0 00 0.000 0.000
0.000 0.000 0.000 0.000 0.000 0.000 0.000 0.000 0.000 0.000 0.000 0.000
0.000 0.000 0.000

03/01/1993 00:05:03 0.000 1.862 0.000 1.862 0.000 0.000 0.000 0.000 0.000 0.000
0.000 0.000 0.000 0.000 0.000 0.000 0.000 0.000 0.000 0.000 0.000 0.000
0.000 0.000

WOBITIL, show logging onboard status =~ > FOH A ERLET,

Switch# show logging onboard status
Devices registered with infra

Application name

Application name

Application name

Slot no.: 0 Subslot no.: 0, Device obflO:
clilog

Path obfl0:

CLI enable status enabled
Platform enable status: enabled
environment

Path obfl0:

CLI enable status enabled
Platform enable status: enabled
errmsg

Path obfl0:

CLI enable status enabled
Platform enable status: enabled

| OL-8604-10-J
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W  show logging onboard

Application name poe

Path : obflO:

CLI enable status : enabled

Platform enable status: enabled
Application name temperature

Path : obflO:

CLI enable status : enabled

Platform enable status: enabled
Application name uptime

Path : obflO:

CLI enable status : enabled

Platform enable status: enabled
Application name voltage

Path : obflO:

CLI enable status : enabled

Platform enable status: enabled

W DFITIX, show logging onboard temperature continuous =~ > FOH 1 EZRLE T,

Switch# show logging onboard temperature continuous

Sensor | D |
Board temperature 1
Time Stamp |Sensor Temperature 0C
MM/DD/YYYY HH:MM:SS | 1 2 3 4 5 6 7 8 9 10 11 12

05/12/2006 15:33:20 35 -— - - - —— - - - — _— -
05/12/2006 16:31:21 35 - - - - —— - —_— - —— __ _—
05/12/2006 17:31:21 35 - -— - - —— - — —— — - __
05/12/2006 18:31:21 35 -— - - - —— - - - —— __ .
05/12/2006 19:31:21 35 - - - - —— - - - —— _— _
05/12/2006 20:31:21 35 - -— —— - —— - — —— — _— __
05/12/2006 21:29:22 35 -— - - - —— - - - —— __ .
05/12/2006 22:29:22 35 - - - - —— - - - —— _— _
05/12/2006 23:29:22 35 - -— —— - —— - — —— — _— __
05/13/2006 00:29:22 35 - -— —— - - —— - - - - __
05/13/2006 01:29:22 35 - - - - —— - - - —— _— _
05/13/2006 02:27:23 35 - -— —— - —— —— - —_— —— —— -
05/13/2006 03:27:23 35 —— -— —— - - - - - - - __
05/13/2006 04:27:23 35 - - - - - - — - —— _— _
05/13/2006 05:27:23 35 - -— —— - —— —— - —_— —— —— -
05/13/2006 06:27:23 35 —— - - - —— - —_ - - - —
05/13/2006 07:25:24 36 - - - - —— - - — - —— _—
05/13/2006 08:25:24 35 - - —— - - —— - - —— —— _—
<output truncated>

WOFEITIiE, show logging onboard uptime summary =2~ > RO ZRLET,

Switch# show logging onboard uptime summary

First customer power on : 03/01/1993 00:03:50

Total uptime : 0 years 0 weeks 3 days 21 hours 55 minutes
Total downtime : 0 years 0 weeks 0 days 0 hours 0 minutes
Number of resets HE

Number of slot changes : 1

Current reset reason : 0x0

Current reset timestamp : 03/01/1993 00:03:28

Catalyst 2960 35 & U 2960-S A vF ATV K JI7LVR
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show logging onboard W

Current slot 1
Current uptime : 0 years 0 weeks 0 days 0 hours 55 minutes

Reset | \
Reason | Count |

W DFITIL, show logging onboard voltage summary =~ > KOHz/R L ET,

Switch# show logging onboard voltage summary

Number of sensors : 8
Sampling frequency : 60 seconds
Maximum time of storage : 3600 minutes
Sensor | D | Maximum Voltage
12.00V 0 12.567
5.00V 1 5.198
3.30v 2 3.439
2.50v 3 2.594
1.50v 4 1.556
1.20v 5 1.239
1.00v 6 0.980
0.75v 7 0.768
Nominal Range Sensor ID
No historical data to display
BREaTV R avwyk B
clear logging onboard 77 vva AEIYNO OBFL 7 — % #HIBRL £,
hw-module module [switch-number] logging OBFL # A X — 7 WIZ LET,

onboard

Catalyst 2960 # & U 2960-S X vF ATV K YT 7L VR
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M  show mac access-group

show mac access-group

KEDA VX —T 2 A AETNIAAL v FITEREIN TS MAC Access Control List (ACL; 77 & &
ay hr—) JRR) &R AT 2512, show mac access-group =~ R4 EXEC E— R CTEA L &
D

show mac access-group [interface interface-id|

XM interface interface-id ~ ({£8) ¥EDA v X —T7 =4 ATRESNIZ MAC ACL #F R L¥7,
B A v B —T oA ZATPHR— R ER—F Fr 2L TT, ®F— bk Fv
FNAFHIE 1 ~6 TT (¥5# EXEC E— R TORHHAHE)
oYYk E—F 2 —# EXEC
K5 EXEC
av Y FERE yy—x EEAR
12.2(25)FX Zoavwry RpNENENE LR,

EREDAA FS54>

]

Zoavy REFEHATLICE, A4 vy FR LANBase 1 A=V FITLTWDRLERHY £7,

ROBFITIL, show mac-access group =~ > FOWN AR LET, A— b 212iF, #@HIND MACT
78R UANmacl el BHYET, MACACL IO A ¥ —7 =4 ZIZHEAINEE A,

Switch# show mac access-group
Interface GigabitEthernet0/1:
Inbound access-list is not set
Interface GigabitEthernet0/2:
Inbound access-list is macl el
Interface GigabitEthernet0/3:
Inbound access-1list is not set
Interface GigabitEthernet0/4:
Inbound access-list is not set

<output truncated>

W OFTiX, show mac access-group interface =~ > NOH N Z /R L E7,

Switch# show mac access-group interface gigabitethernet0/1
Interface GigabitEthernet0/1:
Inbound access-list is macl_el

BBEav> R

avwUFk B
mac access-group AR =Tz A RAIMAC T 7R I NV—T%u#ALET,
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show mac address-table

show mac address-table

EEDOMACT RLA T—=TNDEALFI VI | AZT 47 =Y £ EDA X —T oA
ARLVLAN EOMAC 7 RV A T—TNDEAFTIv I | AET 4 v = b E2FRRT DHITIE.

show ma

¢ address-table =~ K% EXEC =— FCEH L £,

show mac address-table

BX DA Zoawy RICiE, BIEERRF—U—FEHY FHA,
avV K E—F . —4 EXEC
¥¢iE EXEC
av Yy FERE Jy—= FERNR
12.2(25)FX Zoawry RpBIMEnE L,
B WOHITIX, show mac address-table =~ FOH &R L ET,
Switch# show mac address-table
Mac Address Table
Vlan Mac Address Type Ports
All 0000.0000.0001 STATIC CPU
All 0000.0000.0002 STATIC CPU
All 0000.0000.0003 STATIC CPU
All 0000.0000.0009 STATIC CPU
All 0000.0000.0012 STATIC CPU
All 0180.c200.000b STATIC CPU
All 0180.¢200.000c STATIC CPU
All 0180.c200.000d STATIC CPU
All 0180.c200.000e STATIC CPU
All 0180.c200.000f STATIC CPU
All 0180.c200.0010 STATIC CPU
1 0030.9441.6327 DYNAMIC Gi0/4
Total Mac Addresses for this criterion: 12
EEa<TUF avUFk L]
clear mac address-table dynamic MAC 7 FVA T—T b, BEOXAFTIv7 T RL
A MEDA L HE =T 24 A LEDTRTOFAF I TR
VA, F38ED VLAN LEOT_RTOLXAF v 7 T K
VAEHIBRLET,
show mac address-table aging-time 4T _ToO VLAN £ 13 ESn VLAN o=—2 7 2 A4
LERRLET,
show mac address-table count 9 _TO VLAN E72138E 3N/ VLAN THELTWBHT
R AHAERRLUET,
Catalyst 2960 £ & U 2960-S R4 vy F aAIVF JI7L R
[ oL-8604-10- .m



¥ 2% Catalyst2960 X4 vF CiscolOS A=Y F |

W  show mac address-table

avyk B

show mac address-table dynamic HAFI w7 MACT RLVAT—T7)L 2 M) DOBRZEFRRL
7,

show mac address-table interface BEDA L E—T 242D MAC 7 RL A T—7 N IERE2%
RLET,

show mac address-table notification 4+ X CTHOA L ¥ —T A XAFIFEEINTA L FZ—T = A
2% 9 5 MAC 7 R LA BB EEZFRRLET,

show mac address-table static 28T 47 MACT RLA T—T7 )L = M) DOHhEFRRL
e N
show mac address-table vlan BED VLAN O MAC 7 LA T—7 U EREZERRLET,
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show mac address-table address W

show mac address-table address

EE L MAC T RLAD MAC 7 RL R T—7 W E#R%EF T 512X, EXEC £— KT show mac
address-table address =~ > FZ&#H L £7,

show mac address-table address mac-address [interface interface-id] [vlan vian-id]

X DEREA

mac-address 48y O MAC T FL A& ELET, %740 HHH T,

interface interface-id  ({L3) HEDA X —T oA ADEREZRLLET, GO A X —T <
A AN, MR- FBLOAR— b F¥ XL TT,

vlan vian-id ) BED VLAN OF, =2 M) #FRLET, IBETE 2T 1 ~
4094 T4,
avY kR E—F 2 —4 EXEC
¥¢#E EXEC
av Yy FERE Jy—= FERNR
12.2(25)FX Zoavwy RPBEMEShE L,
1 WOHITiL, show mac address-table address =~ > ROH &R L FE T,
Switch# show mac address-table address 0002.4b28.c482
Mac Address Table
Vlan Mac Address Type Ports
All 0002.4b28.c482 STATIC
Total Mac Addresses for this criterion: 1
BEEav> R avwyk HL]
show mac address-table aging-time 4T _ToO VLAN £ 77138 Esn VLAN o= —2 7 2 A4
LEREFLET,
show mac address-table count F_TCOD VLAN 7238 E S N7 VLAN THELTWE T
LA EERLET,
show mac address-table dynamic AL FIv 7 MACT RLAT—7 )L = N OB ERRFL
*7,
show mac address-table interface BEDA L HZ—T x4 AD MAC 7 RL 2 T—7 LIERE R
~LET,
show mac address-table notification 4 _XToHA( L Z—T A/ RAFHITHEEINTA X —T oA
212575 MAC 7 KL A @B E2ERLET,
show mac address-table static 22T 47 MACT VA T—7 )V M) DORhZEERL
ij‘o
show mac address-table vlan BED VLAN O MAC 7 FLV A T—T NWIEREFR R LET,
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B  show mac address-table aging-time

show mac address-table aging-time

FEDT RVA T =TV A VAR ADTE =V T XA 5 FFED VLAN b, E723BER RV
FXTRTO VLAN EOFTRTCOT RLA T—T IV AV AB U ADT =V T 24 hERRTHIC
X, EXEC *— K C show mac address-table aging-time =~ > & L £7,

show mac address-table aging-time [vlan vian-id]

X DA vlan vian-id (EE) BED VLAN OD=—2 0 7 2 A4 A©MEREFRLRLET, 5ETE5
GPHIT 1 ~ 4094 T,

avY kK E—F o —# EXEC
#kE EXEC
avy FER yy—=x EEAR
12.2(25)FX ZToavy RABMENE LT,

FRALEDHMA RS4Y VLAN BEREESNARVES, T3CO VLAN ICHT 3= — 0 7 X4 ARFRINET,

1l W OFIClE, show mac address-table aging-time =~ > RO ER L E T,

Switch# show mac address-table aging-time
Vlan Aging Time

1 300

WROFITIL, show mac address-table aging-time vlan 10 =~ > FOH 1 EZ R L ET,

Switch# show mac address-table aging-time vlan 10

Vlan Aging Time
10 300
BZEa<F avwok e
mac address-table aging-time FAFIv s = k) SR ERXERSNE, MAC 7 K

VA T—T VNI SN M EZHRELET,
show mac address-table address 5D MAC 7 RFL 2D MAC 7 RL A F— 7 UEREFR7 L

\i \j‘o

show mac address-table count T _To» VLAN F723fHEE 37z VLAN THEELTWDL T K
LA ERRLET,

show mac address-table dynamic EAFIv 7 MACT RLAT—7 )L M) OHRZHRRTLE
R

show mac address-table interface  #ED A4 X —7 24 2D MAC 7 KL X F— 7 L E#REFR
LE9,
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show mac address-table aging-time W

avwy kR

SiBA

show mac address-table
notification

TRTOA VB =T 2 A ZAFEIFBEINTA L X —T =1 R
12X 4 5 MAC 7 RLUABEHIBRTEZZE RS LET,

show mac address-table static

22T 497 MACT RLVA T—7)V = b)) OREBFRRLE
j—o

show mac address-table vlan

BED VLAN ® MAC 7 FL R T —T W FEREF R LET,
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B  show mac address-table count

show mac address-table count

F_TD VLAN F7213HED VLAN IZIFET A7 LA %2F RT 5121%,. EXEC £— KT show
mac address-table count =~ > R&fEH L £,

show mac address-table count [vlan vian-id]

BXXn5iA vlan vian-id (ER) FED VLAN O7 P AFzF#oRr LET, FHETE %M 1 ~ 4094 T
D
a2 FE—F  =—# EXEC
FrHE EXEC
av Y FEE Jy—=x EEAE
12.2(25)FX Zoawy RRBMSNE L,

FERALEDHA RSL4Y VLAN BEREESNARVES, T3CO VLAN ICHT AT KL R Aoy "RFRINET,

1 W OHTrL, show mac address-table count =~ > ROH 2R L ET,

Switch# show mac address-table count

Mac Entries for Vlan : 1

Dynamic Address Count : 2

Static Address Count : 0

Total Mac Addresses : 2

RREOYV R avwo R 7L

show mac address-table address HBEDMAC T FLAD MAC 7 RV A 7—7 VIR E FoR
L%,

show mac address-table aging-time  3-<XT» VLAN 73 fRE S VLAN O=—I 0 7 A
LEFRTFLET,

show mac address-table dynamic EAFIv 7 MACT RLA T—7 L2 N ORI EHRRIL
9,

show mac address-table interface i5EFED A L X —T7 =24 2D MAC 7 RL A F— 7 L IEH % £
~LET,

show mac address-table FTRCOAS VH =T =2 A AFHIFHREESNEA VX —T =4

notification 22T A MAC 7 L AEMBEELZFALET,

show mac address-table static 2AE2T 47 MACT RLRAT—T)L o M) DOREFRRIL
7,

show mac address-table vlan BED VLAN O MAC 7 RL A T —7 U ERZEFRLET,
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show mac address-table dynamic W

show mac address-table dynamic

FAFIv I MACT RLA F—7 0 = N DR EFR KT HI21E, EXEC £— KT show mac
address-table dynamic =~ > K& H L E7,

show mac address-table dynamic [address mac-address] [interface interface-id] [vlan
vian-id]

B EEBA address mac-address  (f£&) 48 ¥’y FD MAC 7 L AZIEELET, AR 7+—~> M
HHH T3 (¥4 EXEC &— R TOLF|HATHE),
interface interface-id (1£E) ~vF L V&7 H9A4 v 2 —T=2A ZABBELET, B 7r 5 —
Tz XL LTIE, WEFR—FBIONE—F Ty 23 H D F7,
vlan vian-id UEE) FED VLAN O M 2RI LET, HBETE 2L ~
4094 T,

o—H EXEC
i EXEC

T
I.H
|
™.

avy

vy FEE Jy—= EERE
12.2(25)FX Zoawy KBNS E LT,

i K DOFITIL, show mac address-table dynamic =~ > FOH 12 R LET,

Switch# show mac address-table dynamic
Mac Address Table

Vlan Mac Address Type Ports

1 0030.b635.7862 DYNAMIC Gi0/2

1 00b0.6496.2741 DYNAMIC Gi0/2
Total Mac Addresses for this criterion: 2

EEavF = B
clear mac address-table dynamic MAC 7 RL A T—T7 b, BEODXAFIv I T RL
A, FEDA L E—T 2 A A LOFTRTOXAF Iy TR
VA, FERED VLAN EOTRTCOXAF Iy 7 7K

VAZHIBRLET,

show mac address-table address FBED MACT RLAD MAC 7 KL A T —T7 NV IE#RE For
LET,

show mac address-table aging-time 4T _ToO VLAN £ 72138 E&n VLAN o= —2 7 2 A4
LERFLET,

show mac address-table count 9 _TO VLAN F72138E &N 7= VLAN THEEL TWBHT

LU 2FzF£r L ET,
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B  show mac address-table dynamic

avyk B

show mac address-table interface BEDA 2 —T A ADMAC T RL A T—7 VIERAFH
~LET,

show mac address-table static AET 47 MACT RVA 7=V xx MN)DOIREERL
e

show mac address-table vlan BED VLAN ® MAC 7 RL A T—T7 R ERLET,
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show mac address-table interface W

show mac address-table interface

EED VLAN OEEDA v H—T 24 AD MAC 7 RL A T —7 W IE#REFRT 5HI121E. show mac
address-table interface =—% =~ K& L F 7,

show mac address-table interface interface-id [vlan vian-id]

BX DA interface-id FE) AVE—T 2 A A LA TERELET, BIRA X —T =2 R &
LTk, WA= FBLIOR—F FrxnH o £,
vlan vian-id (fEF) FFED VLAN 0= b U 2FRLET, #HETE HHMIT 1~
4094 <9,

avy kE—F 2 —+4 EXEC

¥+ EXEC
avy FEE Jyy—=x EERNE
12.2(25)FX Coawr RBBMENE L,
1 wOFHITrX, show mac address-table interface =~ FOHE A Z R L F9,

Switch# show mac address-table interface gigabitethernet0/2
Mac Address Table

Vlan Mac Address Type Ports
1 0030.0635.7862 DYNAMIC Gi0/2
1 00b0.6496.2741 DYNAMIC Gi0/2

Total Mac Addresses for this criterion: 2

BEa< kR avwvFk St

show mac address-table address EED MAC 7 RLAD MAC 7 KL A T—T7)VIEREE
RALET,

show mac address-table aging-time F_XTOH VLAN F7i3BE S VLAN O=—2 v 7 #
A L% FRLET,

show mac address-table count T T VLAN E721345E S 7z VLAN THFEL TV D
T RV A ER R LET,

show mac address-table dynamic HALFIv 7 MACT RL A T—7)L = ) OBEER
LET,

show mac address-table notification F_XCHOA L ¥ —T 2 Af AFHITEBEINEAS L ¥ —T =
A RZHKTH MAC 7 RLUABEBMBEEZFR R LET,

show mac address-table static 22T 47 MACT RLA T—7) 2 ) OIzrFzKR
LET,

show mac address-table vlan BED VLAN ® MAC 7 RL A T—7 )UESHRERRALE
ERS
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Bl  show mac address-table learning

show mac address-table learning

T _TO VLAN £721348E L7z VLAN ® MAC 7 RV RSB DO R T — X 2% FK 7T 51213, EXEC
“&— T show mac address-table learning =~ > FZfEH L £,

show mac address-table learning [vlan vian-id]

X DA vlan vian-id (5) $ED VLAN OB #HE2F R LET, IETX 2% 1 ~ 4094 T
ED
avY kK E—F o —# EXEC
H e EXEC
avy FERE Jy—=x EHEAR
12.2(46)SE1 Zoa~wy RRBEMENE L,

ERLEDHAL RSM4Y FESHI VLAN &, 20D VLAN TMAC 7 RLREENA X —TNINT 4 v —T ik F£RmT 512
X, ¥—7— FZBE L7\ T show mac address-table learning =~ > RZfEH L £, 7+ |k
X, 9XT® VLAN TMAC 7 RLRAFEENRA R —T LT, fllx D VLAN OFE R T — X 2 &2 FRR
THITE, FHEDO VLANID #45ELCZoa~vy FEEHLET,

~

() Zoawy REFEHAT DI, A1 vy F N LANBase £ A—V 2 EIT L TCWARLERH D £,

i WORFITIX, MAC 7 KL 258728 VLAN 200 TF 4 B—7WiZ72 > TW5 Z & %757 show mac
address-table learning =~ > FOH 1 ER L E T,

Switch# show mac address-table learning

VLAN Learning Status
1 yes
100 yes
200 no
BEa<v K avwy R L]
mac address-table learning vlan VLAN ® MAC 7 RV AR EA X—TNETET 4 —7

M LET,
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show mac address-table move update

show mac address-table move update

AA v FOMACT RV R T—7 VBITEHOERE R RFT 5121, EXEC £— FT show mac
address-table move update =~ > R&fH L £,

show mac address-table move update

BXXniA Zoawy R, BIEEREF—T— RiEh Y A,

avykE—F 2 —+4 EXEC

frHE EXEC
vy FEE Y- EERE
12.2(25)SED Zoavy KBNS E LT,

BEREDALARSAY oz~ REFEHT 51213, AA v F 2 LANBase £ A—V%2FITLTWAMENRH Y £7,

i OB TIL, show mac address-table move update =~ > FOH I EZRLET,

Switch# show mac address-table move update
Switch-ID : 010b.4630.1780

Dst mac-address : 0180.c200.0010

Vlans/Macs supported : 1023/8320

Default/Current settings: Rcv Off/On, Xmt Off/On
Max packets per min : Rcv 40, Xmt 60

Rcv packet count : 10

Rcv conforming packet count : 5
Rcv invalid packet count : O
Rcv packet count this min : O
Rcv threshold exceed count : 0
Rcv last sequence# this min : 0

Rcv last interface : Po2

Rcv last src-mac-address : 0003.fd6a.8701
Rcv last switch-ID : 0303.£d63.7600

Xmt packet count : 0

Xmt packet count this min : 0

Xmt threshold exceed count : 0

Xmt pak buf unavail cnt : O

Xmt last interface : None

switch#

SEEI=E4 S avwyk BIL:
clear mac address-table move MACT7 KL A T—TNABITHEF A X527 )T LET,
update
mac address-table move update 24 v F EOMAC T RL AR F—TNABITEHEZRELE
{receive | transmit} 74,
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B show mac address-table notification

show mac address-table notification

TRTCDOA L E—T 2 A ZAEZIIBEDA o F—T7 24 2D MAC 7 R L ZAWBHREZFRT 5101,

EXEC % — K T show mac address-table notification =~ > K& H L £7,

show mac address-table notification {change [interface [interface-id] | mac-move |

threshold}
B DEREA change MAC ZHEASRED T A — 2 B L OBRET — 7 L2 #r LET,
interface (BB T RTOA L H—T oA ADEREFRLEST, BRA 02—
T xA AL, MER—-FBIOFR— K F¥ XL TT,
interface-id LB IBEESNTEA VX —T oA ADEREFR TR LET, B A v 2 —
7oA AL, WEAR—-FBIOFR—F F¥ RV TT,
mac-move MAC 7 RV ABEBEMD AT —X AR R LET,
threshold MAC7 RL A F—T A LEVWVMEE=F U LV ITDORAT—Z AT R LET,
a2 R E—F 2 —4 EXEC
i+ EXEC
avy FERE Jyy—=x EENE
12.2(25)FX Toawy FABMShE L,
12.2(40)SE change. mac-move, ¥ XU threshold — U — KBNS E L7z,

BEREDAA FS54>

]

¥ —U— F%&4$5E L7\ T show mac address-table notification change =~ > FZ{EH T 5 &,
MAC 7 KL A EEBEAMEEN A 3 — T AT 4 £—7 L h, MAC BEIRNE, BET —7 Lok

Ko I BROBRET—T7VONENRRINET,

FTRCOA VH—T =4 ADEMERART HITIX, interface ¥ — 7 — K&MH L E T, interface-id

EENDYGE, BELIA LV E —T 2 A ADT T T DOHBRRINET,

K OHITIL, show mac address-table notification change =~ > FOH /1 2R LET,

Switch# show mac address-table notification change

MAC Notification Feature is Enabled on the switch

Interval between Notification Traps : 60 secs

Number of MAC Addresses Added : 4

Number of MAC Addresses Removed : 4

Number of Notifications sent to NMS : 3

Maximum Number of entries configured in History Table : 100
Current History Table Length : 3

MAC Notification Traps are Enabled

History Table contents

History Index 0, Entry Timestamp 1032254, Despatch Timestamp 1032254
MAC Changed Message :

Operation: Added Vlan: 2 MAC Addr: 0000.0000.0001 Module: O Port:

History Index 1, Entry Timestamp 1038254, Despatch Timestamp 1038254

1
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MAC Changed Message :

show mac address-table notification

Operation: Added Vlan: 2 MAC Addr: 0000.0000.0000 Module: 0 Port: 1
Operation: Added Vlan: 2 MAC Addr: 0000.0000.0002 Module: O Port: 1
Operation: Added Vlan: 2 MAC Addr: 0000.0000.0003 Module: O Port: 1

History Index 2, Entry Timestamp 1074254, Despatch Timestamp 1074254

MAC Changed Message :

Operation: Deleted Vlan:
Operation: Deleted Vlan:
Operation: Deleted Vlan:
Operation: Deleted Vlan:

NN N

MAC Addr: 0000.0000.0000 Module: 0 Port: 1
MAC Addr: 0000.0000.0001 Module: 0 Port: 1
MAC Addr: 0000.0000.0002 Module: 0 Port: 1
MAC Addr: 0000.0000.0003 Module: 0 Port: 1

BBEav R

avwro kR

B8

clear mac address-table notification

MAC 7 RV AR@BH T a—\)v by Xe7 U7 LET,

mac address-table notification

MAC 7 RV ADETR, BE), FIET7 LA FT—7 L L&
UVME®D MAC 7 R L R EisREE 4 R — 7 LI LT,

show mac address-table address

FBED MAC 7 KL A2AD MAC 7 RL &2 F—7 LI A For
L/i?‘o

show mac address-table aging-time

$_T® VLAN £ ESn/2 VLAN D= —V 7 X A
LERRLET,

show mac address-table count

T _XTO VLAN F72/3#8E S7z VLAN THEELTWD T
LU 2FzF£r L ET,

show mac address-table dynamic

HALFIv I MACT RLART—T)L = N DOHERRL
£7,

show mac address-table interface

BEDA 2 —Tx2A AD MAC 7 RL A T—7VIERAEF
TLET,

show mac address-table static

AAT 497 MACT RVA T—=7 )V 2 hDBEFRRL
7

show mac address-table vlan

HED VLAN ® MAC 7 RV A F— 7 NWIEHAERRFTLET,
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W show mac address-table static

show mac address-table static

AET 47 MACT RLA T—7)0 2 h) OHEFRRT HI21L, EXEC £— KT show mac
address-table static =~ FZEH L £7,

show mac address-table static [address mac-address] [interface interface-id] [vlan
vian-id]

340

.'E-EI;

] address mac-address (FE) 48y PO MAC 7 FLAZHELET, A% 7+ —~ v MZ
HHH TF ¥+ EXEC &— R TOLFHATHE),

interface interface-id UEE) ~vTF v 7 %5954 2 —T =24 AERELET, O 7>
=T/ XL LT, WEA—FBIOFR—F Ty xA03HY £9,

vlan vian-id EE) BED VLAN OT FL2&2F R LET, EETE 28K 1 ~
4094 <3,

avy kFE—F o —¥# EXEC

H#e EXEC
avy FERE yy—x EERAE
12.2(25)FX oo~y RABMENE LT,
1 WOHITIX, show mac address-table static =~ FOHHEZ R L E9,

Switch# show mac address-table static
Mac Address Table

Vlan Mac Address Type Ports
All 0100.0ccc.cccc  STATIC CPU
All 0180.c200.0000 STATIC CPU
All 0100.0ccc.cccd STATIC CPU
All 0180.c200.0001 STATIC CPU
All 0180.c200.0004 STATIC CPU
All 0180.c200.0005 STATIC CPU

4 0001.0002.0004 STATIC Drop
6 0001.0002.0007 STATIC Drop

Total Mac Addresses for this criterion: 8

EEavF = SieA
mac address-table static MACT7 RV A T—TNWIZAZT 47 7 RLUAEZBML

ESraN
mac address-table static drop 2=F ¥ AFMACT RVA 74 NEZ Y T hAFX—T IV

WL, FFEDHEETLEIT%EHE MAC 7 RL A &FS T
T4 Tk Ry T T HEICAL v TFERELET,

show mac address-table address EEDMACT FLAD MAC 7 RL & F—7 U543+
R~LET,
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show mac address-table static

avwyFk H LT

show mac address-table aging-time T _TO VLAN £ EENn7~ VLAN O=—2 7 X
A LERRLET,

show mac address-table count 9 _TO VLAN 72138 &7 VLAN THEEL TV 5
7 RV AEERTLET,

show mac address-table dynamic A+ MACT RLA T—7)0 = b OHrERR
LET,

show mac address-table interface BEDA L BZ—TxAZD MAC 7 KL 2 F—7 L5 R%E
FRLET,

show mac address-table notification T _XCHOA L X —T A AFHITEEINTA X —T =
A R TH MAC 7 RLRABMBREEZR R LET,

show mac address-table vlan BED VLAN © MAC 7 LA T —7 )V E#REFR R LE
ER
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W  show mac address-table vian

show mac address-table vilan

B L7 VLAN ® MAC 7 KL A T—7 VIE#REFRT 5121F. EXEC £— KT show mac
address-table vlan =~ > FZfEH L £7,

show mac address-table vlan vian-id

BX DA vian-id (L) ¥ED VLAN OF FL A& F R LET. fHETE 2P 1 ~ 4094 T
avy kK E—F 2 —+# EXEC
K EXEC
avy FEE Jy—=x EHEAR
12.2(25)FX Zoa~wy RRBEMENE L,
1 W OHTrL,. show mac address-tablevlan1 =~ > FOH 12 R L ET,

Switch# show mac address-table vlan 1
Mac Address Table

Vlan Mac Address Type Ports
1 0100.0ccc.cccc  STATIC CPU
1 0180.c200.0000 STATIC CPU
1 0100.0ccc.cccd STATIC CPU
1 0180.c200.0001 STATIC CPU
1 0180.c200.0002 STATIC CPU
1 0180.c200.0003 STATIC CPU
1 0180.c200.0005 STATIC CPU
1 0180.c200.0006 STATIC CPU

1 0180.c200.0007 STATIC CPU
Total Mac Addresses for this criterion: 9

BEaTUF avwyk B L

show mac address-table address FBEDMAC T RLAD MAC 7 RL A T—7 LA %
RLET,

show mac address-table aging-time FT_XTCO VLAN F2i3 € Sz VLAN o=—v > 7 X
A LEBRRLET,

show mac address-table count T RTD VLAN E72I13HEE S 4172 VLAN THIEL TV D
T RVAEERRLET,

show mac address-table dynamic HAFIv7 MACT RVA T—T7)V = b)) OHEFRR
L%,

show mac address-table interface BEDA v HZ—Tx2AAD MAC 7 RL &2 T—7 VIEHRA
#RLET,
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show mac address-table vian W

avwyFk By

show mac address-table notification G+ _XCHAf L X —T oA AEITBEESNEA L F—T =
A AT 5 MAC 7 L RABHMBRELXFRLET,

show mac address-table static 22T 497 MACT RLVA T—7)L = ) ORH&FKR
LET,
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B showmis qos

show mls gos

7’1 —/3)L 72 Quality of Service (QoS) FEM WA F /"7 5121, show mls qos =~ > K% EXEC
E—RTHEALET,

show mls qos

BXXniA Zoawy RICE, BIEEREF—T— RiEh Y A,

avY Rk E—F 2 —+4 EXEC
HHe EXEC

av Y FEE y1y—2 EERAR
12.2(25)FX oo~y RREMENE L,

15l OB TIE, QoS 231 x—7 /LT DSCP it & A *— 7 /L D5 D show mls qos =~ > RO )2 7R
L/ij‘o

Switch# show mls gos
QoS is enabled
QoS ip packet dscp rewrite is enabled

BEa<TFR avwvk £
mls qos 24 v FRIH LT QoS A F—T iz LET.
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show mis qos aggregate-policer W

show mls qos aggregate-policer

Quality of Service (QoS) 77V 7'— bk KUY —FRFEZEKFT HI21E,. EXEC E— T show mls qos
aggregate-policer =~ > REMHHA L7,

show mls qos aggregate-policer [aggregate-policer-name]

X DEREA

(ER) HESNIZARORY U —FELEZFRLET,

aggregate-policer-name

avY bk E—F  =2—%EXEC
it EXEC
ARy FEE yy—2 EERE
12.2(25)FX Ioavr RpBMERE L,

BEREDAA FS54>

~

GE)

RNV Y=k, KRFBLCERE, RRA—A Mk A X BLOWT O RKEZBE L7256 0
HAEETER L ET,

Zoavwy REfHT 51213, A4 v FA LANBase £ A—JFFEITLTWARLERH Y 97,

i W OB Tix, show mls qos aggregate-policer =~ > KOH Nz L 7,
Switch# show mls qos aggregate-policer policerl
aggregate-policer policerl 1000000 2000000 exceed-action drop
Not used by any policy map
BEaTVF = S SiEA
mls qos aggregate-policer RV =~y TNTEEDOI TAREET LR — T A -2 %
EFRLET,
Catalyst 2960 & U 2960-S R4 vF ATV F YI7LUR
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W show mis gos input-queue

show mls gos input-queue

AJ1%F 2 —® Quality of Service (QoS) %/ ~79 5IZiX. EXEC *&— KT show mls qos input-queue

avry FeHLES,

show mls qos input-queue

EX DA Zoawy NIk, BIERRF—T— NIHY £ A,
avY kR E®E—F  =—#EXEC
¥¢HE EXEC
av Yy FEE Jy—=x EERNE
12.2(25)FX Toawy RASENShE LR,
15l WOHITIL, show mls qos input-quene =~ > KO ZRLET,
Switch# show mls gos input-queue
Queue : 1 2
buffers : 90 10
bandwidth : 4 4
priority : 0 10
thresholdl: 100 100
threshold?2: 100 100
BREaTV R avwyFk BL

mls qos srr-queue input bandwidth

AJ7% = —IZ%F L Shaped Round Robin (SRR; ¥ =+ 7 F
FJUursRRrbEy) vaA FEEDETETS,

mls qos srr-queue input buffers

ANF 22—y 77 ZE D B CTES,

mls qos srr-queue input cos-map

£l ¥ THM7= Class of Service (CoS; #—E & 7 F X)
EEANFa—lZvy 7L, CoSHEFa—LLEWN
EID ZH Y ¥ TET,

mls qos srr-queue input dscp-map

#l Y % -C 57z Differentiated Service Code Point (DSCP;
DiffServ =— K AA > b)) fEEAIFa—lZvy T
L., DSCPfix ¥ =—& LEVMEID IZHI Y Y CTE,

mls qos srr-queue input
priority-queue

ANNTTZAFVT 4 Fa—%RE L, HHIEZRIEL £
¥

mls qos srr-queue input threshold

Weighted Tail-Drop (WTD; EAfHIF 7 —A Fr > ) L
EWVMEDONN—t T =V AN F 2 —IZHD ETET,

i Catalyst 2960 & & U 2960-S R/ v F avvF YI7LUR
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show mis qos interface Wl

show mls gos interface

Quality of Service (QoS) F#HAZR— b LUV TRRET SHIC1L, EXEC E— KT show mls qos
interface =~ > R&HHLET,

show mls qos interface [interface-id] [buffers | queueing | statistics]

X DEREA

interface-id

(EE) FEESHIEAR =D QoS FHER R LET, FHETE DM A —T =4
ZELT, MEA—-PFLEENET,

buffers EE) F=—MoNy 7 7ED Y CTERRLET,
queueing EE) Fa—A 7O GtEERIZ =—E 0 7)) BEOFa—IT/IEL
72U =xA NERRLET,
statistics (EE) %215 &t /- Differentiated Service Code Point (DSCP; DiffServ == —
RA > k) ML Class of Service (Cos; 4—E & 7 T ) fli, HIj¥ 2 —HALT
X o — I ZANLNTZ ATy MEEZITHIBRS NN ML BEOR Y H—
TEoTa Ty ANNONRT Y N ETa T 7 ANND N NEOREEHEH
ERTLET,
avY kR E—F = —4F EXEC
¥5#E EXEC
avy FERE yy—= EENE
12.2(25)FX Zoawry RRBMENE L,
BREDHA FS4Y  policer ¥—U—RiE, a~> RIS D~AVF A MY U ZICEFERERNETH, ¥ R—FShTHE

~
()

7

A,

Zoavy REFEHAT LI, A4 vy TR LANBase 1 A=V FEITLTWDOLERHY £7,

K DOFITIL, show mls qos interface interface-id buffers =~ > FOH 12~ LET,

Switch# show mls qos interface gigabitethernet0/2 buffers

GigabitEthernet0/2

The port is mapped to gset : 1
The allocations between the queues are : 25 25 25 25

K OFITIL, show mls qos interface interface-id queueing =~ > FOM I EZ R LET, HIERA
¥ =2 —%, #E &N 7z Shaped Round Robin (SRR; =4 7K I K uby) OBEALAZEDNILE

j‘o

Switch# show mls qos interface gigabitethernet0/2 queueing

GigabitEthernet0/2

Egress Priority Queue :enabled

Shaped queue weights (absolute) : 25 0 0 0

Shared queue weights : 25 25 25 25

The port bandwidth limit : 100 (Operational Bandwidth:100.0)

| OL-8604-10-J
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W show mis qos interface

The port is mapped to gset

1

W OFICIL, show mls qos interface interface-id statistics =~ > FOH A ERLET, £ 2-3912, &
DHNTERENDHT 4=/ FOHRA LR LET,

Switch# show mls gos interface gigabitethernet0/2 statistics

GigabitEthernet0/2
dscp: incoming
0 - 4 : 4213 0 0 0 0
5- 9 0 0 0 0 0
10 - 14 0 0 0 0 0
15 - 19 0 0 0 0 0
20 - 24 0 0 0 0 0
25 - 29 0 0 0 0 0
30 - 34 0 0 0 0 0
35 - 39 0 0 0 0 0
40 - 44 0 0 0 0 0
45 - 49 0 0 0 6 0
50 - 54 0 0 0 0 0
55 - 59 0 0 0 0 0
60 - 64 : 0 0 0 0
dscp: outgoing
0 - 4 : 363949 0 0 0 0
5- 9 0 0 0 0 0
10 - 14 0 0 0 0 0
15 - 19 0 0 0 0 0
20 - 24 0 0 0 0 0
25 - 29 0 0 0 0 0
30 - 34 0 0 0 0 0
35 - 39 0 0 0 0 0
40 - 44 0 0 0 0 0
45 - 49 0 0 0 0 0
50 - 54 0 0 0 0 0
55 - 59 0 0 0 0 0
60 - 64 0 0 0 0
cos: incoming
0 - 4 : 132067 0 0 0 0
5 9 : 0 0 0
cos: outgoing
0 - 4 : 739155 0 0 0 0
5 - 9: 90 0 0
Policer: Inprofile: 0 OutofProfile: 0
#* 2-39 show mls qos interface statistics ® 7 1+ —JL FO&RHA
J4—=ILF EiEA
DSCP incoming DSCP T LIZZE LT3 v N
outgoing DSCP fl & & T L7z3 7 v MK
CoS incoming CoSTEZLIZZELE-NY v MK
outgoing CoSHEZ LITIEE L= ~T v MK

i Catalyst 2960 & & U 2960-S R/ v F avvF YI7LUR
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show mis qos interface W

#* 2-39 show mils qos interface statistics M7 ¢ —JL FOFHRA #HEE)
Policer Inprofile ARV —TCDFa 77 A VN M
OutofProfile RV =" 7y A NNy MR
BEaIU kR avwuk Bte
mls qos queue-set output buffers Fao—Fy MIH LAY 77 H2ED Y CTET,
mls qos queue-set output threshold Weighted Tail-Drop (WTD; EAfFIFT—/ kv 7) L
FVEEZREL, Ny T77DT ATV T ¢ ZRFEL
Fa—ty MIHTEIRRKAEVE DY TERELET,
mls qos srr-queue input bandwidth SRR DEALZAT)F 2 —IZHID HTET,
mls qos srr-queue input buffers ANFa—Mc Ny 77 28D ¥ TEAS,
mls qos srr-queue input cos-map CoS iz AFa—IZ~v v 2. F£7-1% CoS iz
Fa—BIOLEWMEID Iy BT LET,
mls qos srr-queue input dscp-map DSCP & A1 2 —IlZ~ v ¥ 7, £7-1% DSCP %
Fa—BLOLEWEIDIZvyEY 7 LET,
mls qos srr-queue input priority-queue A /175 A4 AV F 4 F 2 —FHE L., WIKIEEZ R L E
R
mls qos srr-queue input threshold WTD LEVMED R—Ft T —T % A% 2 —I2E ) 4T
£7
mls qos srr-queue output cos-map CoSfEzHNIFa—lc~vo 7, F7-1% CoS H%E
Fa—BILOLEWMEID Iy B I LET,
mls qos srr-queue output dscp-map DSCP %) ¥ a2 —lZ~ v ¥ 7 F72i13 DSCP iz
Fa—BIOLEWEID Iy BT LET,
policy-map RV —<y TERAERETITERELET,
priority-queue A= ECHAREF 2 -2 X —T M LET,
queue-set Xa—Fy MIHLA— 2~y 7 LET,
srr-queue bandwidth limit A— M TOHRKEIEHIELET,
srr-queue bandwidth shape Vx—¥Er Il U b EEIDYT, A—hMIvy BT
Shl4 >0 hFa— EOFRIEO Y = — 2 7 & A
F—=T N LET,
srr-queue bandwidth share HTHT A FEEIV YT, R—hlovyErrEn-4-o
DOHNF a2 — EOFIRIBOE LA F—T M2 LET,
Catalyst 2960 £ & U 2960-S R4 vy F aAIVF JI7L R
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W show mis qos maps

show mls gos maps

Quality of Service (QoS) ~ v V' VREHREF T 221X, EXEC E— R T show mls qos maps
avy REfHLET,

show mls qos maps [cos-dscp | cos-input-q | cos-output-q | dscp-cos | dscp-input-q |
dscp-mutation dscp-mutation-name | dscp-output-q | ip-prec-dscp | policed-dscp]

BX DA cos-dscp (f£&) CoS/DSCP ~ v 7% #m LET,
cos-input-q (fEE) CoS ANFa—DLEWEY Yy 74 FRELET,
cos-output-q (£ CoS tHhF2—DLEWE~ Yy F4FRLET,
dscp-cos (f£#) DSCP/CoS ~ v 7 &£ R LET,
dscp-input-q (IEE) DSCP ANjFa—LE Wi~y 72 &£RLET,
dscp-mutation dscp-mutation-name (&) f5F &h7- DSCP/DSCP-mutation ¥ v 7% # R L £

kR

dscp-output-q (fEE) DSCP i Fa—LE WM~y 72 F R LET,
ip-prec-dscp ({&) 1P precedence/DSCP v v 7% F /R LET,
policed-dscp (EE) RY v V#EDSCP v v P2 F R LET,

avyY kFE—F o —# EXEC

F5kE EXEC
avy FER Jyy—x EERA
12.2(25)FX Zoavy REMESRE L,

BRLOAMRSAY HETIE, QoS IE~v v 7 F—TNEFEMLTE I 74 v 7 DFIAF VT 4 2FR L, ZIELE
Class of Service (CoS; +— ¥t & 7 Z ). Differentiated Service Code Point (DSCP; DiffServ =— K
ARA L R). F£721% IP precedence EA 3t/ d % CoS £721X DSCP fEA TG L £,

WY v 7k E DSCP. DSCP/CoS. # XU DSCP/DSCP-mutation v > 71X, vV v 7 A& L TH
mRENET, dl FITIE, DSCP TReb HEEDOEWHTZHEEL £7, d217TiE, DSCP Thi b HEE
DRV 245 E LEd, dl R LT d2 a0 @iy Tk, AU > 755E DSCP, CoS, H721%
Mutated-DSCP fEZ 2t L £ 9, 72 & 21X, DSCP/CoS ~ v 7" Tix. DSCP {8 43 i CoS f# 5 IZ X
LET,

DSCP AJ1F2—LEVWMEBIODSCP HAFa—LEVWE~ Y X, v U v 7 2L LTERREN
F9, dlHITIE, HLEHEEOE W DSCP FE5OHEZHELE T, d2 17T, KbEEEOE N
DSCP &5 oMfiafgE LE T, dl L 2 fEOI@EHH /ML, F=2—IDBLPLEVMEID /R LET,
72& 21X, DSCP AfiFxa— L& WHE~ v 7 Tlid, DSCPE 43 iZF¥=—2 BLOLEWE 1 (02-01)
WHRHSET D2 887 £9,

CoS ANTFa—LEWEBIUNCoS ¥ 2—LEWE~ Y 7. CoS Hax—F LT, xtnd 5
Fo—IDBLIOLEVWVEID X2 BDOITICFERLTWVWET, 7-E21E, CoS AiFa—LEVE
~ v 7T, CoSTE S IEFa—2 BIULEVE 1 (2-1) RS TAHZ L1220 9,

Catalyst 2960 & & Uf 2960-S R v F ATV K YI7 LR
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]

show mis qos maps W

WOBITIL, show mls qos maps =~ > KOHAZRLET,

Switch# show mls gos maps

Policed-dscp map:

di: d20 1 2 3 4 5 6 7 8 9
0 : 00 01 02 03 04 05 06 07 08 09
1 : 10 11 12 13 14 15 16 17 18 19
2 20 21 22 23 24 25 26 27 28 29
3 30 31 32 33 34 35 36 37 38 39
4 40 41 42 43 44 45 46 47 48 49
5 : 50 51 52 53 54 55 56 57 58 59
6 60 61 62 63
Dscp-cos map:
di : d20 1 2 3 4 5 6 7 8 9
0 : 00 00 00 00 00 00 00 00 01 01
1 : 01 01 01 01 01 01 02 02 02 02
2 02 02 02 02 03 03 03 03 03 03
3 : 03 03 04 04 04 04 04 04 04 04
4 05 05 05 05 05 05 05 05 06 06
5 : 06 06 06 06 06 06 07 07 07 07
6 07 07 07 07
Cos-dscp map:
cos: 0o 1 2 3 4 6 7
dscp: 0 8 16 24 32 40 48 56
IpPrecedence-dscp map:
ipprec: o 1 2 3 5 6 7
dscp 0 8 16 24 32 40 48 56

dl :d2 0

1

2

Dscp-inputg-threshold

dl :d2 0

1

Cos-outputg-threshold map:

Ccos:

0

1

2-1 2-1 3-1 3-1 4-1 1-1 4-1 4-1

queue-threshold:

Cos-inputg-threshold map:

Cos:

0

1

2

| OL-8604-10-J
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W show mis qos maps

queue-threshold: 1-1 1-1 1-1 1-1 1-1 2-1 1-1 1-1

Dscp-dscp mutation map:
Default DSCP Mutation Map:
dir: d20 1 2 3 4 5 6 7 8 9

BEa<TFR avwvk £ L

mls qos map CoS/DSCP < v 7, DSCP/CoS < v 7,
DSCP/DSCP-mutation ¥ »» 7, IP precedence/DSCP ~ v 7',
BLORY v 7#EDSCP v v 7 & ER L LT,

mls qos srr-queue input cos-map CoSfEixE ANFa—lZ~vv 7, 713 CoSfixFa—F
FOLEWEID IEvy 7 LET,

mls qos srr-queue input dscp-map DSCP iz A i¥ 2 —iZ~v v 7 721X DSCP E% ¥ = —
BLOLEWMEID IZ~v vy B 7 LET,

mls qos srr-queue output cos-map CoS A HIFa2—Ic~v v 7, FHI1XCoSEEXF =2 —8
TOLEWEID ICw vy B 7 LET,

mls qos srr-queue output dscp-map DSCP iz ¥ = —lc~w v ¥ 27, £721X DSCP % % = —
BIOLEWEIDIZvy 7 LET,

Catalyst 2960 35 & U 2960-S A vF ATV K JI7LVR
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show mis qos queue-set W

show mls qos queue-set

773 = —® Quality of Service (QoS) HEAZE =T 521X, EXEC E— R T show mls qos
queue-set =~ REMHEHLET,

show mls qos queue-set [gset-id]

BX DA gset-id (TE) ¥a2—ky b ID TF, E£FR—FiF¥a—tky MIEL., F— NEL
THIIF2—4 OO T RTEERZLET, EETEH%PAIZ1 ~2 TY,

avY kK E—F o —# EXEC

ke EXEC
av Yy FER yy—=x EERNE
12.2(25)FX Zoawr REMESNE L,

BEREDHARSAY oo~y REFEHTHI01E, AA v FR LAN Base £ A—V%FTLTWALERH Y £7,

i WROFITIL, show mls qos queue-set =~ > RO ERLET,

Switch# show mls qos queue-set
Queueset: 1

Queue : 1 2 3 4
buffers : 25 25 25 25
thresholdl: 100 200 100 100
threshold2: 100 200 100 100
reserved 50 50 50 50
maximum : 400 400 400 400
Queueset: 2
Queue : 1 2 3 4
buffers : 25 25 25 25
thresholdl: 100 200 100 100
threshold2: 100 200 100 100
reserved 50 50 50 50
maximum : 400 400 400 400
BREaT YR avwyFk L

mls qos queue-set output buffers Ry T7hFa—ky MIEIYYTES,

mls qos queue-set output threshold Weighted Tail-Drop (WTD; EZAAFIFT—/L K v ) L&
HEREL, Ny T77DT XA FEYT 4 ZRFEL, F2—
Ty MIHTEHRARATIVE DY TERELET,

Catalyst 2960 # & U 2960-S X vF ATV K YT 7L VR
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M  show mis qos vian

show mis qos vian

Switch Virtual Interface (SVI; A4 v FRABEA VX —T =2 A) ICHEHENTWARY V—< v T &2 FE
95121, EXEC £ — KT show mls qos vlan =~ > FZH L 7,

show mls qos vlan vian-id

BXOHHN vian-id WY =~y FEFFT 5202 SVIO VLANID Z45E L ET, #HETE S
WRIE 1 ~ 4094 T,
ARV EFE—F  =—%EXEC
e EXEC
ARy FEE V=2 EERE
12.2(25)FX Zoawy RpBENEhE Lk,

EREDAA FS54>

show mls qos vlan =~ > R 5O/, VLAN ~— 2 ® Quality of Service (QoS) #A x—7 /LT
R =y TRREINTVILAOREERNDH D 7,

i WOHFTiX, show mls qos vlan =2~ > FOHNE/RLET,
Switch# show mls qgos vlan 10
VlanlO
Attached policy-map for Ingress:pm-test-pm-2
BEa<UF avwyFk B2L
policy-map BEOFR—MIEATE LR v—~ v T EEREZITET
L. RV v—=y 7 ar7 4 F¥alb—rar E—ReMiBL
jzj_o

Catalyst 2960 35 & U 2960-S A vF ATV K JI7LVR
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show monitor

AA v F EDOFT T Switched Port Analyzer (SPAN; A4 v F K R—h~ 7TFI7A4%) v ark
X O Remote SPAN (RSPAN; U<E— k SPAN) v a rOifFRE#£RTHI12iE, EXEC £— KT
show monitor =~ > FZHHL 7,

show monitor H

show monitor [session {session_number | all | local | range /ist | remote}

X DEREA

session

(L) #8ED SPAN By v a v OEREERLET,

session_number

SPAN £ 721X RSPAN ¥ v a v B EA2BELET, fEETE %M 1T
1 ~66 TY,

all TANTDSPAN By v g v ERRLET,
local 2—HL®DSPAN Ev > arDhrFRRrLET,
range [ist SPAN & v ¥ a > O#PE (list 1ZF#h72ty > a v OfH) #F R LET,
1oty var, Fidbyya VREHIZ2 DOFSFTERSN, &5
DIERWE) ZRPNCHELET N/ 7 TRYID E9), o<y
DINT A—FM, FlF3NA 7 U BEOHFAIZAR—ZAFIATI LERA,
GE) Zox—U— K., % EXEC T— FOBEE D LM FEETT,
remote UE—FRDSPAN By arDhraFERLET,
detail (58 BBEDEy v a v OEMEREERLET,
avy Kk E—F 2 —+# EXEC
¥4 EXEC
avy FERE yyy—=x EENE
12.2(25)FX Zoawr RBNBMENELE,

ERLEDAA FS54>

]

A RIZF—VU—RERETDHIELET, BEOEYyvay, T _XThOEyva Ly, XTHOa—)L
tyvar, IRTOYVE—b By arERRTEET,

show monitor =~ F & show monitor session all =~ > FOH IL[FE T TT,

WOHTIL, show monitor =~ > FOH N ERLE T,

Switch# show monitor

Session 1

Type : Local Session

Source Ports :

RX Only : GiO0/1
Both : Gi0/2-3,Gi0/5-6
Destination Ports

Encapsulation :

: Gi0/20
Replicate
Ingress : Disabled

| OL-8604-10-J
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Hl  show monitor

Session 2

Type : Remote Source Session
Source VLANs

TX Only : 10

Both : 1-9

Dest RSPAN VLAN : 105

WOFITIE, m—Hh/ SPAN #E5E v a v 1123 % show monitor =~ FOH &R LET,

Switch# show monitor session 1
Session 1

Type : Local Session

Source Ports

RX Only : Gi0O/1

Both : Gi0/2-3,Gi0/5-6
Destination Ports : Gi0/20
Encapsulation : Replicate
Ingress : Disabled

WOBITIE, AN NT 7 4 v JEakEE A X —T7 W LT2%4E @ show monitor session all =~ > FDH
HERLET,

Switch# show monitor session all
Session 1

Type : Local Session

Source Ports

Both : Gi0/2

Destination Ports : Gi0/3
Encapsulation : Native

Ingress : Enabled, default VLAN = 5
Ingress encap : DOTIQ

Session 2

Type : Local Session

Source Ports

Both : Gi0/8

Encapsulation : Replicate

Ingress : Enabled, default VLAN = 4
Ingress encap : Untagged

BEavTF avwyk eR
monitor session SPAN *7-1% RSPAN © v a3 Bk, £ IXEELET,

Catalyst 2960 35 & U 2960-S A vF ATV K JI7LVR
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show mvr

BIFE D Multicast VLAN Registration (MVR; vV F ¥ ¥ A F VLAN L'V R b L—v a3 v) Zr— 3L R
T A—H DEEFRRT HI2IE, show mvr Fi4#E EXEC 2~ > R&, F—U— RZETETITHERALET,

show mvr

showmvr W

BXXniA Zoawy R, BIEEREF—T— RiEh Y A,
avykE—F #HE EXEC
avy FBE yyy—= EFENR

12.2(25)FX oo~y RREMENE L,

EREDAHA R34y

awy RIEHRIZIE, MVR B3A X —T7 A0 E 5 h, MVR w/LFF ¥ Ak VLAN, K7 =V —5E R
M, ~VFFyv X Z—70%, BLOMVR £—F (dynamic ¥ 7% compatible) & ENF T,

Y
Gf) oo~y REHEATHICE. A1 v T4 LANBase £ A— V& FET LTS LERD D T,
1 KOFITIE, showmvr 2~ > RO EZRLET, v FFx A b Z—T OEREIE 256 f#ICH
EINTWVWET, MVR E— NiX, compatible (Catalyst 2900 XL Z A » F 35 L U Catalyst 3500 XL A
A v F L HEHT H5E) £7213 dynamic (@{EN IGMP A X —E > Z8ifEL —EMRnH Y . #ET
R—=rETHAFIv 7 MVR ARy TRV FR—=FINTHDEEHE) OWThnTT,
Switch# show mvr
MVR Running: TRUE
MVR multicast VLAN: 1
MVR Max Multicast Groups:
MVR Current multicast groups: 0
MVR Global query response time: 5 (tenths of sec)
MVR Mode: compatible
EEa<TUF avok e
mvr (Fa—xX)L ar7 4 24 v F ETCMVR 24 R2—T ML T, RELET,
Fal—Tay)
mvr (fF—T7xfRX 2 MVRFE—-FrEHFRELET,
T4 Fal—ay)
Catalyst 2960 £ & U 2960-S R4 vy F aAIVF JI7L R
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B  showmvr

avyk Bl

show mvr interface 2~ RiZ interface 33 X O members ¥ — 7 — K& B L7256,
BREINTEMVR A UV F—T A A RESNTA X —T oA A
DAT—HZ A, £33 v E—T 2 ANBTHNLFFr A+ 7
N—TBRERINET,

show mvr members MVR =~V Fx ¥ Ak N —FICRTHKR— I _RTCEFRRLET,
TN—=TRNIZAN=DPBNRNGE, TV—T3T 7T 47 Th
HTEERLET,

Catalyst 2960 35 & U 2960-S A vF ATV K JI7LVR
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show mvr interface

Multicast VLAN Registration (MVR; ¥/vF % ¥ Z h VLAN LY X hL—3 5 ) Li—A"—FB LW
EETR— FE2ERT DI, ¥—T— FZ4EE L722 T show mvr interface £ EXEC =2~ F %
ANLET,

show mvr interface Wl

show mvr interface [interface-id [members [vlan vian-id]]]

340

.'E-EI;

3

interface-id

(HEE) A F—T 2 AD MVR 247, A7 —% X, BLOEIGHEH

ExFRLET,

BRI A v B —T 2 A ZTPHR— K (F AT, RF 0T AL N"— F

Va—)b, F—IEFEFEEL) EEHET,

GE¥) A# v 7%, Catalyst 2960-S A1 v FDOHTHR— S THE
7,

members

EE) fBESNIZA v F—T =2 ANBETH MVR 7V —T % _RTER
LET,

vlan vian-id

(f£&) VLAN D MVR /v —7F A v R_R—% 3+ _RTCFERLET, EETE
HEPIL 1 ~ 4094 T,

a2 kK E®E—F #kE EXEC
avy FEE yy—=x TENE
12.2(25)FX ZToavy RABEMENE LT,

BEREDAA FS54>

AT LR =R MVR R— b ELITEETCR— FOBEIT, =7 — AvE—VRRESNET, A
LR —= IRy == F—= OBFEIE, A=k A7 K= MNEORT—% 2 3 L ORI

BRENKTRENET,

members ¥—UV —RKZANT5L, A X —T x4 A LD MVR ZV—7 A UNR=)NFRTEREH
9, VLANID #A175 ¢, VLAN ® MVR 7L —7 AU R—=RNF_RTCERINET,

F—U—FZEELTIOa~vry FeANTLE FFEDL Y ——K—=hD MVR NT A=K

RINET,
~
() Zoavy REFERTHI21E. A4 v T LANBase f A—VEFEITLTVWAMERHD 97,
i woOFITiL. show mvr interface =~ FOH 12 R L E,
Switch# show mvr interface
Port Status Immediate Leave
Gi0/1 ACTIVE/UP DISABLED
Gi0/2 ACTIVE/DOWN DISABLED
Catalyst 2960 £ & U 2960-S R4 vy F aAIVF JI7L R
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B show mvr interface

LEOHNICH D Status DEFEIT, KO LBV TT,
e ACTIVE %, H—FB VLAN IZHEEN TS Z L 2E%R L ET,
e UP/DOWN (X, K— FPMRERDERER TRV ERLET,
e INACTIVE (X, A= FB VLAN IZE TR TWARNWI L 2ERLET,
WOF T, FBESNT-A ¥ —7 =1 AD show mvr interface =~ > FOHHEZRL £ 7,

Switch# show mvr interface gigabitethernet0/2
Type: RECEIVER Status: ACTIVE Immediate Leave: DISABLED

WOFTiX, show mvr interface interface-id members 2~ > RNOHE/RLET,

Switch# show mvr interface gigabitethernet0/2 members

239.255.0.0 DYNAMIC ACTIVE
239.255.0.1 DYNAMIC ACTIVE
239.255.0.2 DYNAMIC ACTIVE
239.255.0.3 DYNAMIC ACTIVE
239.255.0.4 DYNAMIC ACTIVE
239.255.0.5 DYNAMIC ACTIVE
239.255.0.6 DYNAMIC ACTIVE
239.255.0.7 DYNAMIC ACTIVE
239.255.0.8 DYNAMIC ACTIVE
239.255.0.9 DYNAMIC ACTIVE
BEav R awvk £ BR

mvr (Zo—r) ay7 4 ¥a AA v F ETMVR A4 Fx—7 M LT, BELET,
L—a V)

mvr ({ ¥ —7=fR 274 MVRAFA—-FERELET,

Fal—Tay)

show mvr AL v FOTa—rL MVR REEZRFLET,

show mvr members MVR =V FF ¥ X s FNA—FICBTEHTRTHOL I ——
R— bR LET,

Catalyst 2960 35 & U 2960-S A vF ATV K JI7LVR
m‘ OL-8604-10-J |



| £2% Catalyst 2960 X1 vF CiscolOS a<~F

show mvr members W

show mvr members

BEIP v LFXv AN ZA—FIBTE5TRTOLI—RN—=BLOEETR— b E2FERTDHITE,
show mvr members 5t EXEC =~ > R&fH L F 9,

show mvr members [ip-address]

B DEREA ip-address ({EE) IP~ALFXF¥Y AR T RLATT, IPvLFF¥ AL 7 RLRAEA
HTbBE, v VFXY AN TV —TICETETRITOL == L%
BRA—INEREINET, IPLFHFXY AN T RLRAEADL2WEGES
I%. Multicast VLAN Registration (MVR; ¥/LF % ¥ X b VLAN L2 & |
L—3ay) FA—FDFTRTDALUANR—RNERENET, FL—FHIC
A UNR=RN WAL, 7 v —71% Inactive & L TERRENET,

avY kK E®—F #kE EXEC

avr FEE Jy—= EENRE

12.2(25)FX Zoavy RRBEMINE LT,

FHEDHAL FS4Y  show mvr members =<2 RiE, Ly —N"—BIOEELCA— MIEHASNET, MVR B#fE— RD
Bh, TRTOERETR— ML, §RTOALFXY AN F L —FIZBLET,

~

GE) Zoawy REFEATAHICIE. AL vy FN LANBase £ A—V2ET L TWARLERH Y £,

i wOHF L, show mvr members =~ > FOH /&R L £,
Switch# show mvr members
MVR Group IP Status Members
239.255.0.1 ACTIVE Gi0/1(d), Gi0/2(s)
239.255.0.2 INACTIVE None
239.255.0.3 INACTIVE None
239.255.0.4 INACTIVE None
239.255.0.5 INACTIVE None
239.255.0.6 INACTIVE None
239.255.0.7 INACTIVE None
239.255.0.8 INACTIVE None
239.255.0.9 INACTIVE None
239.255.0.10 INACTIVE None

<output truncated>

WOBITIL, show mvr members ip-address 2~ > FOMAERLET, ROT FLAZFSZIP ~
NFXRY AR TA—TF DA NR—="FRLET,
Switch# show mvr members 239.255.0.2

239.255.003.--22 ACTIVE Gi0/1(d), Gi0/2(d), Gi0/3(d),
Gi0/4(d), Gi0/5(s)
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Hl  show mvr members

avwy kR

SiBA

mvr (Za—xX)L a7 44X
L—gvV)

AA v F ETMVR 4 F—7 M LT, BELET.

mvr (fVFZ—T AR a7 4
Fal—Tay)

MVR A— 2 ELET,

show mvr

AL v FOT =L MVR REEZRRLET,

show mvr interface

o< FiZ members ¥—V— R&BNMLEHE. RESN-
MVR £ v & —T A A FBEENTA L EZ—T 2 A ADAT —
BA, FlFA v E =T A ANETDHYLFF¥ A T )—
TNERINET,
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show network-policy profile W

show network-policy profile

Xy hU—27 RV v— 7 a7y A NVERRT 5HIZIE. show network policy profile £+ EXEC =2~ >
FaRLES,

show network-policy profile [profile number] [detail]

BXX DA profile (FEE) Xy b= RV = TnT 7 A VEGEFRLET, 7077 A VBAT]
number SRTWRNE, FRTOXRY hT—2 RKY o= Fu T s A ARFRENET.
detail (B REMIZR AT — & A L ME R LET,

avy kE—F #HE EXEC

av Yy FERE yy—2 EEANR

12.2(50)SE Zoawy RBMEMEShE L,

12.2(55)SE Z?oa< R, LANLite f A—YTHAR—hENET,
fl K OHITIL, show network-policy profile =~ > RO ZRLET,

Switch# show network-policy profile
Network Policy Profile 10
voice vlan 17 cos 4

Interface:
none

Network Policy Profile 30
voice vlan 30 cos 5
Interface:
none

Network Policy Profile 36
voice vlan 4 cos 3
Interface:
Interface id

BIEa<T VR avUFk B
network-policy AVH =T oA AZFy b= R —%@HALET,
network-policy profile (Zuv—/ Xy hU—27 KU — Fa 77 A VEERLET,
NVavZ4Falb—vay)
network-policy profile (X b Xy hT—2 RV — T 77 A LORBMEEBRELET,
UV—J RYr—ar74F¥al—
vav)
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WM shownmsp

show nmsp

A A v F @ Network Mobility Services Protocol (NMSP; *v U —2 EE U7 ¢ H—ERX 7r k=
V) EHERRT HIZIE, show nmsp ¥i# EXEC 2~ FE AN LET, Zoa<wr REfHATE5
DIF, AL v T THEBILY 7 2T £ A—=VUNRETINTWDHEEETTY,

show nmsp {attachment suppress interface | capability | notification interval | statistics
{connection | summary} | status | subscription {detail | summary}}

BX DA attachment suppress Bl A v 2 —T = A EFRLET,
interface
capability PR—FENTVAY—ERLY T —ERBEDRAAL v FHREE FR
LET,
notification interval HBR—PFENTWAF—E20BEABGEEERTLET,
statistics {connection | NMSP #aHERaz R~ LET,
summary} e connection : FEFE T LI A v E—Y H UL EEFRLET,
e summary : /' 0— /L B U X EFRIILET,
status NMSP ##lc B3 2 ERER T LET,
subscription {detail | NMSP ##i Lz 727 U 7y a U tEREFRRLET,
summary} o detail : BEEE S L ICH TR TA TSR —EREF TR E
TRTRRLET,
e summary : #EH I LI T AT T4 T INTEY—ERETNTHEAR
LET,
OV K E—F  #H EXEC
avy FERE y1y—=x EENE
12.2(50)SE Zoa<wy RRNBMEE LT,

EREDHA R34

]

Zoawy REFEATAHICE. AL vy FN LANBase £ A—V2EIT L TWARLERH D £,

K OFTIL, show nmsp attachment suppress interface =~ > NOH &R LE T,

Switch# show nmsp attachment suppress interface
NMSP Attachment Suppression Interfaces
GigabitEthernetl/1

GigabitEthernetl/2
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shownmsp W

WK OBFITIL, show nmsp capability =~ > KOHHZ/R L ET,

Switch# show nmsp capability
NMSP Switch Capability

Service Subservice
Attachment Wired Station
Location Subscription

W OFHITIE, show nmsp notification interval =~ > FOH I ER L E T,

Switch# show nmsp notification interval
NMSP Notification Intervals

Attachment notify interval: 30 sec (default)
Location notify interval: 30 sec (default)

WDFITIL, show nmsp statistics connection =~ > & show nmsp statistics summary =~ > RO

R aRLET,

Switch# show nmsp statistics connection
NMSP Connection Counters
Connection 1:

Connection status: UP

Freed connection: 0

Tx message count Rx message count
Subscr Resp: 1 Subscr Reqg: 1

Capa Notif: 1 Capa Notif: 1
Atta Resp: 1 Atta Req: 1

Atta Notif: 0

Loc Resp: 1 Loc Reqg: 1

Loc Notif: 0
Unsupported msg: O

Switch# show nmsp statistics summary
NMSP Global Counters
Send too big msg: 0
Failed socket write: 0
Partial socket write: 0
Socket write would block: 0
Failed socket read: 0
Socket read would block: 0
Transmit Q full: O
Max Location Notify Msg: 0
Max Attachment Notify Msg: 0O
Max Tx Q Size: O

W OFITIE, show nmsp status 2~ > KOHAERLET,

Switch# show nmsp status

NMSP Status

NMSP: enabled

MSE IP Address TxEchoResp RxEchoReq TxData RxData
172.19.35.109 55 4 4
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M shownmsp

WOFITIiE, show nmsp show subscription detail =~ > & show nmsp show subscription
summary 2~ RO ERLET,

Switch# show nmsp subscription detail
Mobility Services Subscribed by 172.19.35.109:

Services Subservices
Attachment: Wired Station
Location: Subscription

Switch# show nmsp subscription summary
Mobility Services Subscribed:

MSE IP Address Services
172.19.35.109 Attachment, Location
BIEaTUF avok SR
clear nmsp statistics NMSP #gth v 2% 27 U7 LET,
nmsp A A v F T Network Mobility Services Protocol (NMSP;
Xy NU—27 FEYF 4 —E R Fu hai) (4 x—7
IZLET,
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showpagp M

show pagp

Port Aggregation Protocol (PAgP; R— MMEFK T v haL) Fx xv 70— 1FR%E£RT D2,
EXEC & — KT show pagp =~ > F&HHLET,

show pagp [channel-group-number] {counters | dual-active | internal | neighbor} |

XD EHEA channel-group-number  ({£3&) F ¥ N A —TDOHFHTT, HETEHHMIT 1~ 6 TT,
counters N7 4y 7 ERERTRILET,
dual-active TaTNT VT 47 AT —H AR R LET,
internal Wit ®E R LET,
neighbor FAN—IERERRLET,

avy Kk E—F o —# EXEC

K5 EXEC

avy FER yy—=x EERAR
12.2(25)FX Soavy FISEMSIE LT,
12.2(46)SE dual-active ¥ — U — RGBS E LT,

FRLDAM ESM4Y showpagp =~ FEANTHE, 72T 4 TRF X TN IA—TOERENRFRENET, ET 2
TAT R— b FYRNVOEREFRT DI, F ¥ %V I —T7FK 5% HEL T show pagp =~ F
EANNLET,
~

(G¥) Zoavwy R+ 51213, A4 v F A LANBase £ A —JF2FETLTWALERSH Y 97,

%l WOFITiX, show pagp 1 counters =~ > RO J1ERLET,

Switch# show pagp 1 counters
Information Flush
Port Sent Recv Sent Recv
Channel group: 1
Gi0/1 45 42 0 0
Gi0/2 45 41 0 0
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W  show pagp

W OBFITiL, show pagp 1 internal =~ KOH I Z/RLET,

Switch# show pagp 1 internal
Flags: S - Device is sending Slow hello.
A - Device is in Auto mode.
Timers: H - Hello timer is running.
S - Switching timer is running.

Channel group 1
Hello

C - Device is in Consistent state.
Q - Quit timer is running.

I - Interface timer is running.

Partner PAgP Learning Group

Port Flags State Timers Interval Count Priority Method Ifindex
Gi0/1 sC U6/57 H 30s 1 128 Any 16
Gio0/2 sC U6/S7 H 30s 1 128 Any 16

W ORFITIL, show pagp 1 neighbor =~ > RO ERLET,

Switch# show pagp 1 neighbor

Flags: S - Device is sending Slow hello. C - Device is in Consistent state.
A - Device is in Auto mode. P - Device learns on physical port.
Channel group 1 neighbors
Partner Partner Partner Partner Group
Port Name Device ID Port Age Flags Cap.
Gi0/1 switch-p2 0002.4b29.4600 Gio/1 9s sC 10001
Gi0/2 switch-p2 0002.4b29.4600 Gi0/2 24s sC 10001
WOFTiX, show pagp dual-active =~ > FOH1EZRLET,
Switch# show pagp dual-active
PAgP dual-active detection enabled: Yes
PAgP dual-active version: 1.1
Channel group 1
Dual-Active Partner Partner Partner
Port Detect Capable Name Port Version
Gi0/1 No Switch Gi0/3 N/A
Gi0/2 No Switch Gi0/4 N/A
<output truncated>
BEaIIUF avwyFk SiEA
clear pagp PAgP % %)V I —T1EME 7 VT LET,
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show policy-map W

show policy-map

EIFENT 7 4 v 7 OSFEHRNER EFKT S Quality of Service (QoS) KRV v—~ v 7% FRT HITIE,
EXEC *£— KT show policy-map =~ > R&ffiH L ET,

show policy-map [policy-map-name [class class-map-name]]

BX DA policy-map-name (L) fBEShERY v—~ vy 7O4FIEFRLET,
class class-map-name FEE) £77AD QoS KR v —T 7 varuzRRrLET,
avY kR E—F . —4 EXEC
ke EXEC
avy FEE yy—=x EERNE
12.2(25)FX COawr RABMELE L,

BEREDAA FS4>

Zoavy REEMT2512E, A1 v FN LANBase f A—VE2FTL TV DORERDHY £,
control-plane 3 L O interface ¥ —7 — R|X, 2~ FI7 A4 D~V T A RY U IR BFINET
B, PAR—FENTHEEL, FRINTODHEHEFRITEHA L T ZE 0,

WY ==y AT, HEIEHIRE L OHIRZ Bl L7256 OWELIRET 2R Y —a I TE F
R

/] WOBITIE, show policy-map =~ RO ZRLET,
Switch# show policy-map
Policy Map videowizard policy2
class videowizard 10-10-10-10
set dscp 34
police 100000000 2000000 exceed-action drop
Policy Map mypolicy
class dscp5
set dscp 6
EEa<TUF avwyFk BieA
policy-map EHOR— MCHEAT 2 Llc ks T —ERA R v —2fETE LR
vy TEARRETIIEE L ET,
Catalyst 2960 £ & U 2960-S R4 vy F aAIVF JI7L R
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W show port-security

show port-security

AVE—=T 2 A RAETNIAAL vy FDR—F BX 2 U7 4 REEZETT HITIE. show port-security Ff
e EXEC 2~> R&EHEHLET,

show port-security [interface interface-id] [address | vlan]

X DA interface interface-id UEE) HBESNTIA Vv E—T oA ADR—F BX a2V T4 HRETERL
9, A A A —T oA RAIYHER—F (XA T, RAF T A
N— EVa2—)b, A= ’EFEET) 2a5HET,
GX) A% v 7. Catalyst 2960-S AA v FOHRTHR—FENTHET,
address (FEE) T X TOR—bFERITRESINTZR—F LEOTRTOEF=T
MAC 7 RL 2% F R LET,
vlan FE) BESNFEA LA —T 24 ADT_RTO VLAN OFE—F &%=V
TAREEFRLFILET, ZOF—TU—FiE, A v FR—F T—FH»
trunk ICHRESNTWEAL L EZ—T 2 A4 A L TOBRERINET,
avyY kR E—F ##E EXEC
av Y FEE Jy—x EEAR
12.2(25)FX Zoavwy RPBEMEShE L,

EREDHA R4

7

F—U—REBRELRWVWTZOavr REANTDHE, A4 v FOTXTOEXF2T R— FOEFHX
T—HABLOEERA T =% ARHD I ET,

interface-id # N1 LT=8H6E, 2~V A v A —T oA ADR— bk Ex 2V T4 REEZR T LET,

address ¥— UV — RZHBELCa~vr FEANTLE, TRXTOA L H—T 2 ADEX 2T MAC 7
FLA, BIOEEFa2T7 7 RLAODZ— U TIERBFRENE T,
interface-id ¥ — 7V — R XN address ¥— UV — REZFEELTCa~v L FEANTHE, X227 TF
VADZ =V TEREFFoTA LV H—T 2 A AD MAC 7 RUARTRTERENET, £ ¥ —
T2AALETR=F X2 VT 4B F—=T VTRV EL, Z0Oa<vr FEEHLT, 04
B2 —T 2 A ZDMAC 7 RL A%+ _XTHERTEET,
vlan ¥ —U— RZEELCa~r FE2ANTIE, A X —T 24 AD VLAN T R_RCIIHT DX 2
7MAC7’]~I/X0)E>?j< REHMB LOBREENRETREINET, 20+ T v a ik, AL v FHR— |

— R trunk IZREESNTNDEA v F—T =2 A A L TOREREINET,

KOFITIL, show port-security =~ > FOM A EZRLET,

Switch# show port-security

Secure Port MaxSecureAddr CurrentAddr SecurityViolation Security Action
(Count) (Count) (Count)
Gi0/1 1 0 0 Shutdown
Total Addresses in System (excluding one mac per port) HE
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show port-security W

Max Addresses limit in System (excluding one mac per port) : 6272

W OFHITIL. show port-security interface interface-id =~ > RO A ERLET,

Switch# show port-security interface gigabitethernet0/1
Port Security : Enabled

Port status : SecureUp

Violation mode : Shutdown

Maximum MAC Addresses : 1

Total MAC Addresses : 0

Configured MAC Addresses : 0

Aging time : 0 mins

Aging type : Absolute

SecureStatic address aging : Disabled
Security Violation count : O

WROFITIL. show port-security address =~ > ROH I ERLET,
Switch# show port-security address

Secure Mac Address Table

Vlan Mac Address Type Ports Remaining Age
(mins)
1 0006.0700.0800 SecureConfigured Gi0/2 1
Total Addresses in System (excluding one mac per port) 1
Max Addresses limit in System (excluding one mac per port) : 6272

WROFITIL, show port-security interface gigabitethernet0/2 address =~ > KO Z R LET,

Switch# show port-security interface gigabitethernet0/2 address
Secure Mac Address Table

Vlan Mac Address Type Ports Remaining Age
(mins)
1 0006.0700.0800 SecureConfigured Gi10/2 1

Total Addresses: 1

K DFITIL, show port-security interface interface-id vlan =2~ > ROH 1R LET,

Switch# show port-security interface gigabitethernet0/2 vlan
Default maximum:not set, using 5120

VLAN Maximum Current
5 default 1
10 default 54
11 default 101
12 default 101
13 default 201
14 default 501
BREaTV R avwy kR B
clear port-security MAC 7 RV A F—T N AL v F EFIFA X —T A A E
DEEDIATDOEFaT 7 RLVALELEETTRTOEF 2T 7K
LV ALHIBRL £,
switchport port-security R—=hrETHR=F X2V T 424 FX—7 ML, A— hOFEMX

Bha—YPEHLZDOAT—a v F—IZHIBL, %27 MAC
7T RURAERELET,
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Bl show power inline

show power inline

8 E & 7= Power over Ethernet (PoE) R— bk, £721E7XT? PoE &"— F® PoE AT —# R & KR
J512i%. EXEC £— KT show power inline =~ FZffiH L £,

show power inline [police] [interface-id | consumption | | module switch-number)

XD EREA police EE) VT NEA LOBIHBIZETH 0 — RY v FIERERRL
9,
interface-id UEE) BESNT-A v Z—T7 A AD PoE BHEE & HEREIR T LET,
consumption (fEE) PoE R— MTH LT-3E@EICE 0 S CTONTEEBENEZRRLET,
module switch-number ({T5&) fEEDAX v 7 AL R_R—OFR—  NEFE2FRLET, EETXS
HPIL 1 ~ 4 TT,
GE) A% v 7L, Catalyst 2960-S A A v FOHTHHE— k X TVET,
OV kK E—F = —4F EXEC
H#E EXEC
avy FERE y1y—=x EENE
12.2(44)SE Zoawry RpBIMEnE L,
12.2(46)SE police ¥ — VU — R8BS hE LT,

EREDAHA R34y

7

Zoavwy REMHT 521X, Catalyst 2960-S 2 A » F 5 LAN Base A A — V& FHAT L TV HLEN
B ET,

WK OBFITIL, show power inline =~ > F‘@Hj)‘]%i‘ LET, HITIE, A= 2BRET 4 v I
ﬁééﬂf%@ TSI Z DR— MMTHRNIC @éf%ﬂfl/\i?‘i)) SEEBITEREINTOVEREA,

— k61, KRY Y D 10 W | _mﬁénfwét T power-deny A7 — NI o> TWNHAHK
T4y R—FTY, Bt SN2 BRI, ClassOif_iClass3 EEIC L THRE SN Z
ADJRT v NEIBRBRESNTWET, & 24012, A7 4 — NV FOFHAZRLET,

BAIOBITIX, Catalyst 2960 2 A v FOH AR LET, 2 FEHOHITIX, Catalyst 2960-S A A > F
2%y 7 OHIIERLET, Catalyst 2960-S 13, K7V » FZ30 W @ PoE+ Z ¥R —F L TWET,
ZOMORFITIX, Catalyst 2960 D H7ZF 2R LET,

Switch# show power inline
Available:370.0(w) Used:80.6(w) Remaining:289.4 (w)

Interface Admin Oper Power Device Class Max
(Watts)

Fa0/1 auto on 6.3 IP Phone 7910 n/a 15.4

Fa0/2 static off 15.4 n/a n/a 15.4

Fa0/3 auto on 6.3 IP Phone 7910 n/a 15.4
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show power inline W

Fa0/4 auto on 6.3 IP Phone 7960 2 15.4
<output truncated>

Switch# show power inline
Available:370.0(w) Used:80.6(w) Remaining:289.4 (w)

Module Available Used Remaining

(Watts) (Watts) (Watts)
1 370.0 114.9 255.1
2 370.0 34.3 335
Interface Admin Oper Power Device Class Max

(Watts)

Gil/0/1 auto on 6.3 IP Phone 7910 n/a 30.0
Gil/0/2 static off 30 n/a n/a 30.0
Gi1/0/3 auto on 6.3 IP Phone 7910 n/a 30.0
Gil/0/4 auto on 6.3 IP Phone 7960 2 30.0

<output truncated>

WOFITIX, A— MZxHd 5 show power inline =~ > KOH N ZRLET,

Switch# show power inline fastethernet0/1

Interface Admin Oper Power Device Class Max
(Watts)
Fa0/1 auto on 6.3 IP Phone 7910 n/a 15.4

WOFITIX, TXTD PoE AA »F — k@ show power inline consumption =~ > FOH %R L
7.

Switch# show power inline consumption
Default PD consumption : 15400 mW

& 2-40 show power inline interface ® 7 1 —JL FD#REA
Z4—ILF B2L

Admin EH T — K : auto, off. static

Oper BiEE— N

e on: ZEEESBRHIN, BAMNEHINALTHWET,
e off : PoE @A I N TWERA,
o faulty : EERHE IR EEBEREFEORETT,

» power-deny : ZEHEE VIR I TWET A, PoE BEH TE 2V REEN,
RRY v MEPBE SR EREOR KB B A THET,

Power PoE Offka T v MK

Device B ESN7-3EE D% A 7 : n/a, unknown, Cisco powered-device, IEEE
powered-device, <CDP 75 D4 fij >

Class IEEE 43%4 : n/a. Class <0 ~ 4>

Available AT AND PoE Ok

Used A= MZE DB TENTWD PoE O

Remaining VAT AWNTHR— MIEY Y TEHN TRV PoE % (Available — Used =
Remaining)

| OL-8604-10-J
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Bl show power inline

WOFITIX, AA v FITxtd 5 show power inline police 2~ > FOH AR LET, £ 2-41 12, H
N7 4=V FOFBHZRLET,

Switch# show power inline police

Module Available Used Remaining

(Watts) (Watts) (Watts)
1 370.0 0.0 370.0
3 865.0 864.0 1.0

Admin Oper Admin Oper Cutoff Oper
Interface State State Police Police Power Power
Gi0/1 auto off none n/a n/a 0.0
Gi0/2 auto off log n/a 5.4 0.0
Gi0/3 auto off errdisable n/a 5.4 0.0
Gi0/4 off off none n/a n/a 0.0
Gi0/5 off off log n/a 5.4 0.0
Gi0/6 off off errdisable n/a 5.4 0.0
Gi0/7 auto off none n/a n/a 0.0
Gi0/8 auto off log n/a 5.4 0.0
Gi0/9 auto on none n/a n/a 5.1
Gi0/10 auto on log ok 5.4 4.2
Gi0/11 auto on log log 5.4 5.9
Gi0/12 auto on errdisable ok 5.4 4.2
Gi0/13 auto errdisable errdisable n/a 5.4 0.0

<output truncated>

FofITIX, ROL IR TWET,

e GO/l F—FEvvyy hE DI, R VU TRREINTOER A,

o GIOR2 R—FMI vy FEDUUVENRETH, RIS TNIAX—TNTT, RV T T r gy
\2& > T Syslog A v E—UPREKENET,

e GIOB3AR—PEFvyry MUV ENETN, RV TWEAR—TNTT, RV T T vayv
WL THR— IRy M ENET,

o Gi0/4 R—FTIL, EBEHRENT 4 E—7 LT, R— MIBEHTEA SN, R IR TF 4
=T N7 TWET,

o Gi0/5S F— b TlE, EERHNT 4 =7 LT, BHIFR—-MTEASNEEALR, KUY 7R
AF—=T NI TWET, KU T T/ ailk-T Syslog A vt —Y R ERENET,

e Gi0/6 A— FTIE, EERENT 4 =TT, BHEIA— MIEHINETEAN, KU rn
A X =T N R>TVET, RIS T 77 ailloTR— IRV Yy MYV ENET,

o Gi0/7 R—MIBE) L TWTRY o 73T 4 B—T N TETR, AL v FIIEFEEICE S 2 G
LEEA,

e GO/ FA—HMIEHBHLTWT, RU T INARX—TNZHRoTWET, KU T Trasi
Lo T Syslog A v E—VRAERSNET, A v FIITEEEICENZHHE L EE A,

e Gi0/9 F— MIEE L TWT, ZEEEICHERIN, RV 73T 42—l TWET,

e Gi0/10 A— MIEB) L TWT, ZEEEIZHER I, RV IR X =T TR >THET,
RV o7 77 vaitd>TSyslog A vbB—URNEREINET, VT AXA LENHEERT »
NAETZEL O DW=, R 77 g 3fFELER A,

o Gi0/11 F— MIEEL TWT, ZBEEICERIN, Y U ITBA F—T N2> TOET,
RV 7 TIvaill>T Syslog A vE—UNERINET,

o Gi0/12 A— MIEB L TWT, ZEEBICER I, R U IBA X —T N2> TWET,
RV T vaAlloTHR—MNIvyy AV ERET, VTNAEA LBHHEERD »
FFTZELO DN, RIS 7 7o va 3ifFELEE A

Catalyst 2960 35 & U 2960-S A vF ATV K JI7LVR
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show power inline W

e Gi0/13 A— MIEB) L TWT, ZEEEIZER I, RV IR X =TT >THET,
RIS T T7r7vailloT AR —hMIvyy hEU L ENET,

WORFITIX, AA v FiZxt9 5 show power inline police interface-id =2~ > FOH1Z R LET,
# 24112, WHh7 44—V ROBAERLET,

Switch# show power inline police gigabitethernet0/4

Interface Admin Oper Admin Oper Cutoff Oper
State State Police Police Power Power
Gi0/4 auto power-deny log n/a 4.0 0.0
= 2-41 show power inline police ® 7 1 —JL FD&RHA
J4—ILF 7L
Available ALy FTOREBIOEHT, Uy Mk (W) TT,
Used PoE R— MZHEIV Y THNTWOREBNOEGE T, Uy MITT,
Remaining VAT ATEDETHR TWRWREENOEGE (7> Y T, (Available —
Used = Remaining)
Admin State EHE— K : auto, off. static
Oper State #EE— K :

e errdisable : RV T TIFA F—T N TT,

o faulty : ZEIEE COEBERDMPEEDORIETT,

e off : POE N INTWERA,

e on: ZEBEEMIREIN, BAXEAINLTWET,

o power-deny : ZEHEESBRH SN TWOETA, PoE 2l TE ARV REED,
VTP NEA LNBIEENPRRENH VY TERBLZTHET,

GE) #EE— R, BBELEZPOE R—FEHIEAAL v F DT TD PoE

R—FDBIED PoE A7 — hTT,

Admin Police VT IVE A LEBHEERY v THEDO AT — X A .

e errdisable : RY S I NA X —TNT, UTNEAL NEIEENEKRKES
B Y TCEBRZDEAAL v TFIIR— 2 vy NEDU U LET,

o log: RV LU TFAFX—TNT, UTNAEA LBEBIHEENRKENEID Y
TZEBZDEAL vF 0 Syslog A vE—TEAERLET,

e none: RY U TIET 4 B—TNLTT,

Oper Police RV T AT —H R

e errdisable : VT NVZ A NEIHENKKNBEHEV LN TCEBZTOHET, A
AYFNRPOER—F2T ¥y NEDULET,

o log: VT NEZALENHEEDRKKRENE VL TEBELZTHWES, A vTF
28 Syslog A vE—TEHAERKLET,

e n/a: EBEHBRHEMNT =TT, &I PoE A— MI@EH S TR0
M RV T Ty arBREENTWERA,

o ok: UT NI A LNENHEPRRKEIE D G TEIDDRVKRETT,

Cutoff Power R—=HMZEVYTOENTWARRENTT, VIV EA NENMEENZOEE
ERIBE, AL v FIFBRESNTZRYI T T arz2FITLET,
Oper Power ZEREEBOYV T NEA NBEIIHETT,

Catalyst 2960 # & U 2960-S X vF ATV K YT 7L VR
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Bl show power inline

BEaTUF avwyk EiBEA
logging event PoEAf Xy bou¥r Vi A 3x—7 VI LET,
power-inline-status
power inline R L7z PoE R— b £7213 3T PoE K— hOENEHE— FEKEL
3P
show controllers JEEL-POE 2y hu—S 0L YA X OEEFERLET,

power inline

Catalyst 2960 35 & U 2960-S A vF ATV K JI7LVR
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show psp config W

show psp config

VLAN EORE L7 v ba iR EESNTzT v hal A=A TaT 7y aDAT —F Ak KR
T 221X, show psp config %74 EXEC =~ RZEH L £7,

show psp config {arp | dhcp | igmp}

BX DA arp ARP BLONARP AX—E L /D7 haL A h—A 70T 733 DAT—H A%
FRLET,
dhcp DHCP BEXUDHCP AX—tE /D7 u ha) A h—h Fa5 75 DAT—H
AEFRLET,
igmp IGMP 5L O'IGMP A X —bE >/ O7Fa haj) A h—A FaF 7y ayDAT—H A
AFRRLET,

avY kR E—F He4E EXEC

vy FERE yy—= EEANR
12.2(58)SE Zoavry RRBMEnE LA,

] KOBITIE, HREL— IR 1 BHEY 35 7y NeBATHEEIC, "y e Rry 7T 5 X 9&E
INTWBD7a hay A=A TaT 7T a UREEINLTVS show psp config dhep =~ RO
NERLET,

Switch# show psp config dhcp

DHCP Rate Limit : 35 packets/sec
PSP Action : Packet Drop
BEIYUFR = S SiEA

psp {arp | dhcp | igmp} pps value ARP, DHCP, £7/-1ZIGMP ®»~7'a h=zi)b A h—L4h Fua57r
varEHFRELET,

show psp statistics T hal A r—LTaT s varyBNRESNTOBEHEAEIC,
Fey 7SI ry MiaRRLET,
clear psp counter Ky TSN sy voy 2% 707 LET,

Catalyst 2960 # & U 2960-S X vF ATV K YT 7L VR
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Bl show psp statistics

show psp statistics

Tuha A=A TaT I varPREINTVDIEHAIC, $TO7r bariconT ey
INT=RT y N0 ER T HITIE, show psp statistics it EXEC =~ FafEHL £,

show psp statistics [arp | dhep | igmp]

X DA arp (f£8) ARP BLWARP AX—FE L 7D Ruy 73Rt "7y hOoFEFERLET,
dhcp (&) DHCP BLUDHCP AX—¥E L2/ D Ruy FE N7y hoBsER < LE

‘é‘o
igmp (L) IGMP BL W IGMP AX—tE 27D Ry XS "y holsE R LE

‘d—o

avY kR E—F ¥4 EXEC

avy REE )y—= EENE
12.2(58)SE Zoa<wy RRNBMEE LT,

il KOFETIE, Fr ha3an A b—2n FuF s a2 DHCP IR E STV %54 @ show psp
statistics dhep =2~ FOH I ZRLET, ZOHANTIE, BEDOAAFy bR Ry FInicZ &n
IRENTWET,

Switch# show psp statistics dhcp

DHCP Drop Counter: 13

BIEaYYF avwyk BiEA
psp {arp | dhcp | igmp} pps value ARP, DHCP, £7/XIGMP ®»7'r bt A h—Lh BT
varERELET,
show psp config FubhaN A=A TuFrarORELFERLET,
clear psp counter Fay7Z&ENR_ry vohho 2 a7 )7 LET,

Catalyst 2960 35 & U 2960-S A vF ATV K JI7LVR
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show sdm prefer W

show sdm prefer

Switch Database Management (SDM) [ZBH7 2 1E#H A K~ T 511X, show sdm prefer £# EXEC =
vV REMHLET,

show sdm prefer [default | dual-ipv4-and-ipv6 default | lanbase-routing | qos]

X DEREA

default (EE) BEMDI AT LA VY —ZADNRT L AR EDHT T L—EFRL
F7, Catalyst 2960-S A A v F THAR—FINTNIDIFZ DT T L— |
BT,

dual-ipv4-and-ipv6  ({T.7) IPv4 & IPv6 O iz R —h+25727 V77— haRRLE

default F, ZOF—U— &, Catalyst 2960-S ZA v FTITHR— FENTWER
As

lanbase-routing (EE) SVI EDOIPVA AZT 4 w7 V—F 4 v T RADV AT A Y Y — A%k
Kb+ s FL—rEFRRLET,

qos (f£#) Quality of Service (QoS) Access Control Entry (ACE; 77 A =

vho—nr 2 h)) HOVAT A V=R ERRIETE2T 7L — a2k
ARLET, ZOF—U— FiL, Catalyst 2960-S A A » FTIEHHR— I T

WEHRA,
AT R E—F ¥k EXEC
vy FERE y1yy—=x EFENR
12.2(25)FX ooy RABMENE L,
12.2(40)SE dual-ipv4-and-ipv6 default % — 7 — RGBS E L7,
12.2(53)SE1 Catalyst 2960-S A A v F @ default 7> 7 L — F B S E Lz,
12.2(55)SE SVI EoAZT 4> 7 V—7 4 7| lanbase-routing 7 7 L — K H%B
mEiE Lz,

EREDHA R4

Catalyst 2960 A2 A v F Tlx, sdm prefer 70— Nl 27 4 Fal— gy a<r REHHAL,
SDM 7> 7L — b2 ZEHE LI AL, REOEEZANCTLLDAL v F 2 u— NTHLERD
D ET, reload F# EXEC =2~ F& AJ1T 5Hi0IC, show sdm prefer =~ K& AT L7286,
show sdm prefer (2L 0, BEFHAL TWET 7L — bWV e —RRIZT 7T 4 TR DT VT
U— MRERRINET, Catalyst 2960-S A1 > FiL, KU V=AY FR—MNMIT 7+ NV DT T
L — k%7213 lanbase-routing 7 > 7' L — OB EFEH L E T,

HT T U= P TRRENDEHFZIE, BHEDO Y Y —RTB T 2BBLEORREITRD £3, MiZHK
TESNIARRED EEROBFITH L2720, FEEROBFLBRLL5E1HY £,

S
(3¥) LANBase f A— Y% E{TL T 5% Catalyst 2960-S A1 v F i, R —FEINDTXTOMEDORK
VY —=AREENDT 74V bDT 7 L — ~NFE 7T lanbase-routing 7> 7' L — h DAL EFH L TR
BT AT N—T 4 T A RX—T M LET,
Catalyst 2960 £ & U 2960-S R4 vy F aAIVF JI7L R
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WM  show sdm prefer

1 WOFITIL, Catalyst 2960-S A A »F L TD show sdm prefer default =~ > ROH I E R L ET,

Switch# show sdm prefer default
"default" template:
The selected template optimizes the resources in
the switch to support this level of features for
0 routed interfaces and 255 VLANs.

number of unicast mac addresses: 8K
number of IPv4 IGMP groups: 256
number of IPv4/MAC gos aces: 128
number of IPv4/MAC security aces: 384

WoHICIE, ERAPOT 7L — F%&FKRT 5 show sdm prefer =~ > RO ERLET,

Switch# show sdm prefer
The current template is "lanbase-routing" template.
The selected template optimizes the resources in
the switch to support this level of features for
8 routed interfaces and 255 VLANs.

number of unicast mac addresses: 4K
number of IPv4 IGMP groups + multicast routes: 0.25K
number of IPv4 unicast routes: 4.25K
number of directly-connected IPv4 hosts: 4K
number of indirect IPv4 routes: 0.25K
number of IPv4 policy based routing aces: 0
number of IPv4/MAC gos aces: 0.125k
number of IPv4/MAC security aces: 0.375k

W OB TIL, Catalyst 2960-S A »» F =T show sdm prefer default =~ > KO &R LET,

Switch# show sdm prefer default
"default" template:
The selected template optimizes the resources in
the switch to support this level of features for
0 routed interfaces and 255 VLANs.

number of unicast mac addresses: 8K

number of IPv4 IGMP groups: 0.25K
number of IPv6 multicast groups: 0.25K
number of IPv4/MAC gos aces: 0.375k
number of IPv4/MAC security aces: 0.375k
number of IPv6 policy based routing aces: 0
number of IPv6 gos aces: 0

0

number of IPv6 security aces: .125k

WOF T, Catalyst 2960 A A~ F T show sdm prefer qos =~ FOH N EZRLET,

Switch# show sdm prefer qos
"gos" template:
The selected template optimizes the resources in
the switch to support this level of features for
0 routed interfaces and 255 VLANs.

number of unicast mac addresses: 8K
number of IPv4 IGMP groups: 256
number of IPv4/MAC gos aces: 384
number of IPv4/MAC security aces: 128

Switch#show sdm prefer gos
"gos" template:

The selected template optimizes the resources in
the switch to support this level of features for

Catalyst 2960 35 & U 2960-S A vF ATV K JI7LVR
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0 routed interfaces and 1024 VLANs

number of unicast mac addresses:

show sdm prefer

8K
number of IPv4 IGMP groups: 0.25K
number of IPv4/MAC gos aces: 0.625k
number of IPv4/MAC security aces: 0.125k
BEa<YU R avwyF SiEA
sdm prefer U Y —R&FERIETHE I SDM 77 L — b %7

ﬂiﬂ\%fi l/) o

HELET (RE¥T 1>
I N—T 4 T EAF—=T M LIWNE D | Catalyst 2960-S A A »F T

| OL-8604-10-J
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Bl show setup express

show setup express

Express Setup E— RN AL v FTT 7T 4 TnE D h&FRT HITIE, show setup express £
EXEC =~ R&EfHHALET,

show setup express

EX DA Zoawy NIk, BIERRF—T— NIHY £ A,
TI4ILE F7 AN MIERENTOEE A,
TR E—F  f5H EXEC
av Y FERE Jy—=2 EENE

12.2(25)FX Zoa<wy FRNBMEE LT,
fl WOFITIL, show setup express =~ > ROH &R LET,

Switch# show setup express
express setup mode is active

g&

BlEa<YU R avwy kR B4
setup express Express Setup £— F& A X —7 M LET,

Catalyst 2960 35 & U 2960-S A vF ATV K JI7LVR
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show spanning-tree W

show spanning-tree

A= 7Y ) —OIRBEF A £7 T 5 12iE. EXEC £— F T show spanning-tree ==~ > R&fif L
3

show spanning-tree [bridge-group | active [detail] | backbonefast | blockedports | bridge
| detail [active] | inconsistentports | interface interface-id | mst | pathcost method |
root | summary [totals] | uplinkfast | vlan vian-id]

show spanning-tree bridge-group [active [detail] | blockedports | bridge | detail [active]
| inconsistentports | interface interface-id | root | summary]

show spanning-tree vlan vian-id [active [detail] | blockedports | bridge | detail [active] |
inconsistentports | interface interface-id | root | summary]|

show spanning-tree {vlan vian-id | bridge-group} bridge [address | detail | forward-time
| hello-time | id | max-age | priority [system-id] | protocol]

show spanning-tree {vlan vian-id | bridge-group} root [address | cost | detail |
forward-time | hello-time | id | max-age | port | priority [system-id]

show spanning-tree interface interface-id [active [detail] | cost | detail [active] |
inconsistency | portfast | priority | rootcost | state]

show spanning-tree mst [configuration [digest]] | [instance-id [detail | interface
interface-id [detail]]

X DEHEA bridge-group ER) 7V IN—THGEHBELET, METE 25T 1 ~

255 T9,

active [detail] L) TI/T AT AV E—T A ADANR=L IV Y —(ERO Il £
RLET (BME EXEC &— ROEA O HE),

backbonefast (f£&) A/3=> 7Y U — BackboneFast A7 —#% A% F/RLET,

blockedports (fEE) 7ay 7 ankhR— OB RERT~LET (B EXEC £— R
DEE D HLEHFRE)

bridge [address | detail | (f£%) ZDOAA v FDRTF—ZABIORELERLET (K7 =

forward-time | hello-time | > % —7 — N34 EXEC € — FOBHE OB fHHATHE) .

id | max-age | priority

[system-id] | protocol]

detail [active] LE) A2 —7 oA AEROFEMY~ ) —2 KR LET (active
¥ — U — FI3F#E EXEC & — ROLEOAEMFIHE),

inconsistentports (EE) FETH R FOFERERRLET FHE EXEC E— FOEH
D I fE A FTEE)

interface interface-id EE) BESINTA v F—T oA ADANR= T ) —fFfRERRL

[active [detail] | cost | %7 (portfast 5 L 1" state LIS DT X THOA T 3 345 EXEC

detail [active] | T— RTOAFEAREE), HA v F—T A AL, ARX—ATEY-T

inconsistency | portfast| AN LET, A F—T = 2OFMIANTE LA, FleA

priority | rootcost | state] % —7 - (2L L TiZ, WHAR— ., VLAN, BIXUOR— K Fy¥ L0
HVFET, FEETESD VLAN #PHIZ 1 ~ 4094 T7, 5 ETZHHK—
F v R VHIFEIZ 1 ~ 6 TY,

Catalyst 2960 £ & U 2960-S R4 vy F aAIVF JI7L R
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M show spanning-tree

mst [configuration
[digest]] [instance-id
[detail | interface
interface-id [detail]]

({-&) Multiple Spanning-Tree (MST) DU —Y 3 VREB L UNA T —
A A%FARLET (B EXEC T— FOBHA O ATHE),

F—U—FOEKRITKD LIV TT,

digest : ({L7&) BFED MST % & ID (MSTCD) IZ& £ 25 MDS 4
AV=AMERRLET, 1 DIIFEEZAAL v F, b9 1 DITETHE
ALy TFHO 2 OORMELT A V= A BRI NET (FrkE
EXEC £— FOBEEOHERAEE) .

IEEE EH#EDO LD 7= D IZHEMHZEN B H S, txholdcount 7 1 —
)V RBINENE Lz,

BRR— NI LD AZ— a—AR3EREINET,

IEEE 247U » PR — MSEATIERE BPDU 2345 L7256,
pre-standard F 721X Pre-STD £\ 5 FFENFREINET,

W— FEATIEYE BPDU Z %532 L O ICRE S, R— FTHAT
EHE BPDU 23215 e o7z & & | pre-standard (config) ¥ 7213
Pre-STD-Cf &\ 5 HIEERRRSINET,

FEATIEYE BPDU 24572 L 9 IR E INTWARNA— N CHRITHE
# BPDU 345 SN T=5E . pre-standard (revd) £7-13
Pre-STD-Rx L\ 5 FIEENRERRSINET,

TOAEEFTRPBEER— FTZEINESE, BER— BT+
V=T 47 A7 — MIRDIMEENHIL N D E T, dispute 7
T IBRRREINET,

instance-id : 1 DDA VAKX A ID, ZNENENA 7 TRY -
72 ID O, L7213~ TR > 728D ID ZRET 5 Z &0
TEEY, HETX LML 1 ~ 4094 TF, BEREIRLTWD
AVARB L ADENRRENET,

interface interfuce-id : L) HEpA v X2 —7 =4 AL LTI,
WERAR— R, VLAN, BEOKR—bF FyrxAib ¥, HETE
% VLAN #ifIE 1 ~ 4094 T HETE D4R — M F v xR
1~67T7,

detail : (£&) AV AX U AEITA VX —T = A ZADZFEMIE WM E
FRLET,

pathcost method

(EE) 774NV EFORR ax bR EFRRLET F#H EXEC £— K
DG D I FHE) .

root [address | cost | detail
| forward-time | hello-time
| id | max-age | port |
priority [system-id]]

EE) V—h AA v TFDAT—FABLVOHRELZFRLET (T
DF—T — RAHEHE EXEC E— ROEE O I HATEE) .

summary [totals]

(EE) A—MREOY <~V —, /A=Y — 25—k &7
g VOMITE R F R UE T, IEEE Standard &\ 9 EElL. AA v F B
THEITENTWNWS MST XN— g 2B LET,

Catalyst 2960 35 & U 2960-S A vF ATV K JI7LVR
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show spanning-tree W

uplinkfast (EE) ARX=r27"> U — UplinkFast 27— % A& F R LE T,

vlan vian-id [active L) #BEXINT VLAN O A= 7Y ) —Ef s ERLET (F—
[detail] | backbonefast | 7 — RO—E13HEHE EXEC E— RSO IFEHAIEE), VLAN ID &

blockedports | bridge FT#HBI &7 1 2 VLAN, ThZENnE A 7 TRY -7~ VLAN
[address | detail | HPH, £33 H >~ TRY -7 —#O VLAN 23ET5 2L 08 T& £

forward-time | hello-time | -, {5& T 2#iHix 1 ~ 4094 T¥,
id | max-age | priority
[system-id] | protocol]

avykE—F 2 —+4 EXEC
HHe EXEC
avy FERE Jy—x EFEAR
12.2(25)FX Zoa~wy RREMENE L,

EREDHA R4

12.2(25)SED # L\ digest 3 X O transmit hold count 7 1 —/L K & & 12, digest ¥—7— R
MBS IVE Lz,

vian-id B ABW LT BE81F. TR TO VLAN DA R= 7Y ) — f Vv RAX A IZa~<y R #EH S
nEJ,

U] K OFITIL, show spanning-tree active =~ > FOH A EZRLET,
Switch# show spanning-tree active
VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 32768
Address 0001.42e2.cdd0
Cost 3038
Port 24 (GigabitEthernet0/1)
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 49153 (priority 49152 sys-id-ext 1)
Address 0003.£d63.9580
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 300
Uplinkfast enabled
Interface Role Sts Cost Prio.Nbr Type
Gi0/1 Root FWD 3019 128.24 P2p
<output truncated>
WOFITiE, show spanning-tree detail =~ > FOH &R L ET,
Switch# show spanning-tree detail
VLANOOO1l is executing the ieee compatible Spanning Tree protocol
Bridge Identifier has priority 49152, sysid 1, address 0003.£d63.9580
Configured hello time 2, max age 20, forward delay 15
Current root has priority 32768, address 0001.42e2.cdd0
Root port is 1 (GigabitEthernet0/1), cost of root path is 3038
Topology change flag not set, detected flag not set
Number of topology changes 0 last change occurred 1dl6h ago
Catalyst 2960 £ & U 2960-S R4 vy F aAIVF JI7L R
| oL-8604-10-J



¥ 2% Catalyst2960 X4 vF CiscolOS A=Y F |

M show spanning-tree

Times: hold 1, topology change 35, notification 2

hello 2, max age 20, forward delay 15
Timers: hello 0, topology change 0, notification 0, aging 300
Uplinkfast enabled

Port 1 (GigabitEthernet0/1) of VLANO00Ol is forwarding
Port path cost 3019, Port priority 128, Port Identifier 128.24.
Designated root has priority 32768, address 0001.42e2.cdd0
Designated bridge has priority 32768, address 00d0.bbf5.c680
Designated port id is 128.25, designated path cost 19
Timers: message age 2, forward delay 0, hold O
Number of transitions to forwarding state: 1
Link type is point-to-point by default
BPDU: sent 0, received 72364

<output truncated>

W OB TIL, show spanning-tree interface interface-id 2~ > KO HZERLET,

Switch# show spanning-tree interface gigabitethernet0/1
Vlan Role Sts Cost Prio.Nbr Type

VLANOOO1 Root FWD 3019 128.24 P2p

Switch# show spanning-tree summary

Switch is in pvst mode

Root bridge for: none

EtherChannel misconfiguration guard is enabled
Extended system ID is enabled

Portfast is disabled by default
PortFast BPDU Guard 1is disabled by default
Portfast BPDU Filter is disabled by default

Loopguard is disabled by default
UplinkFast is enabled
BackboneFast is enabled

Pathcost method used is short

Name Blocking Listening Learning Forwarding STP Active
VLANOOO1

VLAN00O02

VLAN0O0O4

VLANO0O6

VLAN0O31

VLANO0032

<output truncated>
37 vlans 109 0 0 47 156
Station update rate set to 150 packets/sec.

UplinkFast statistics
Number of transitions via uplinkFast (all VLANs) : 0
Number of proxy multicast addresses transmitted (all VLANs) : O

BackboneFast statistics

Number of transition via backboneFast (all VLANs)
Number of inferior BPDUs received (all VLANSs)
Number of RLQ request PDUs received (all VLANs)
Number of RLQ response PDUs received (all VLANs)
Number of RLQ request PDUs sent (all VLANs)
Number of RLQ response PDUs sent (all VLANs)

O O O O o o
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show spanning-tree W

DB TIL, show spanning-tree mst configuration =~ > FOH I Z R L E T,

Switch# show spanning-tree mst configuration
Name [regionl]

Revision 1

Instance Vlans Mapped

0 1-9,21-4094

1 10-20

K OFITIL, show spanning-tree mst interface interface-id =~ > KO ERLET,

Switch# show spanning-tree mst interface gigabitethernet0/1
GigabitEthernet0/1 of MSTO00 is root forwarding

Edge port: no (default) port guard : none (default)
Link type: point-to-point (auto) bpdu filter: disable (default)
Boundary : boundary (STP) bpdu guard : disable (default)

Bpdus sent 5, received 74

Instance role state cost prio vlans mapped
0 root FWD 200000 128 1,12,14-4094

WOFTiX, show spanning-tree mst 0 =~ > FOWHEZRL £ T,

Switch# show spanning-tree mst 0

###4##4# MSTOO vlans mapped: 1-9,21-4094

Bridge address 0002.4b29.7a00 priority 32768 (32768 sysid 0)

Root address 0001.4297.e000 priority 32768 (32768 sysid 0)
port Gio0/1 path cost 200038

IST master *this switch
Operational hello time 2, forward delay 15, max age 20, max hops 20
Configured hello time 2, forward delay 15, max age 20, max hops 20

Interface role state cost prio type

GigabitEthernet0/1 root FWD 200000 128 P2P bound(STP)

GigabitEthernet0/2 desg FWD 200000 128 P2P bound (STP)

Port-channell desg FWD 200000 128 P2P bound (STP)

BREaT YR avwyFk EBA

clear spanning-tree counters AR TN —=D I B e )T LET,

clear spanning-tree detected-protocols o F=2 BT ot X2 HEELET,

spanning-tree backbonefast BackboneFast #5414 *— 7 /L2 LE T,

spanning-tree bpdufilter A H—7 = A AT® Bridge Protocol Data Unit
(BPDU; 7 U vy Fu haL F—% 2=y ) O%ZE

spanning-tree bpduguard BPDU #%f5 LizA v ¥ —7 = A A% errdisable A
TF— M LET,

spanning-tree cost ZNR= Y Y —DFBEIHFERAT AR a XA NEHREL
9,

spanning-tree extend system-id PR A7 A ID BERER A4 R — 7 MIZ LET,

spanning-tree guard BIRSNTA v F—T = A ZZKHNET DT XTD VLAN
WX LT, — N T— REEEE 213V —7 7 — Niae
A3 =T N LET,

Catalyst 2960 £ & U 2960-S R4 vy F aAIVF JI7L R
[ oL-8604-10-J .%



¥ 2% Catalyst 2960 R4 ¥F Ciscol0OS a2 F

M show spanning-tree

avwy kR

Bl

spanning-tree link-type

AR IV Y =N T F T —F 4 7 AT — MIEEB
TToako1c, F7FNVN Vo84 TFHRER LEXL
i‘é‘o

spanning-tree loopguard default

B—FmY 7 ORNERDEEICL > TRER— M
7id— b R— bR ER—FE LTHAESRZVWE D
IZLET,

spanning-tree mst configuration

Multiple Spanning-Tree (MST) U —> = V2§ ET D
HOMST 27 4 Falb—vay T—FalhLE
‘j_o

spanning-tree mst cost

MST OFEICHEHT L3R aX b ERELET,

spanning-tree mst forward-time

FR_RTOD MST A > A X 2 AN HOUNTHEE AL R % 3%
ELET,

spanning-tree mst hello-time

N—h AL vF ar7 4 Fal—var Ayg—IN
%57 % hello BPDU Ol@Zi%E L 7,

spanning-tree mst max-age

AN T IV == AL v FPbAve—T %%
B9 DMz fEE LEd,

spanning-tree mst max-hops

BPDU # Fe v 7 LTA ¥ —T =4 ZARIZHEFHFLTWH
-HERABBYINICTAETH, MST Y —Y 3 TD
Ry THERELET,

spanning-tree mst port-priority

ABE=T AR TITAF VT 4 ZRELET,

spanning-tree mst priority

BELIELAR=Z L TV = ALV RAZ L ADAAL vF T T
AFVT 4 ZHELET,

spanning-tree mst root

Iy NU—7 OEZIZESNT, MST L—k AL v F
DTITAF VT A BIOA A ~—2RELET,

spanning-tree port-priority

AVHE—=T 2 A A TITAFT VT 4 &HTELET,

spanning-tree portfast (/' m2—/VL a2

TA4X¥2l—gYV)

PortFast xfitn{ > % —7 = A A ETBPDU 7 4 V& U >
JHEBEE 7213 BPDU ' — RiGEZ 7 o — LA 2 —7
MTT D0, FREFTRTOIENT T A F—T = A
AT PortFast #E% A x—7 iz LE T,

spanning-tree portfast (f % —7 = A

R arv74¥al—vay)

BeEof o 2—7 x4 ZABXOS%ET 53 _T?D VLAN
k¢, PortFast /g% 14 *—7 LI LET,

spanning-tree uplinkfast

Vo7 ETEAA v FICBERDAGE, TR =
YU —PNEHBMICHERE SNESAIC, HrLvr—
b W= FZ2ERFETER T D Lo LET,

spanning-tree vlan

VLAN B TANR=V 7 VY — 2R ELET,
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show storm-control W

show storm-control

AL o FFEFIIBEDA VX —T 24 A LT, 70— FKX¥¥ A, wLFX¥ A, Tz =Fr 2
M A M—L2HHOBEELRRLIZY, A b—2HlEREEZFR R LY 351213, EXEC £— KT show
storm-control ==~ > FZ{EfH L £,

show storm-control [interface-id] [broadcast | multicast | unicast]

X DEREA

interface-id HEE) WBR— DA Z—T=A ZID (BA T, ZAZ T Aon_— E

Va—n, K- MEREED)

GE) A% > 2Z71i%. LAN Base 4 *— Y% F4T L T\ 5 Catalyst 2960-S A A v
FOHTHR— I TWET,
broadcast (EE) 77— R¥ vy A b A=A LEWHEREEZRRLET,
multicast (EE) vVvFFry A AR—ALETWVEREEFRRLET,
unicast (EE) 2=F ¥ A b A F—ALEWEREEZRRLET,
| begin ({ER) expression & —EHT 21T bFRREHBLET,
| exclude (=) expression & —BT 21T RN ORINLE T,
| include (EB) $8E Sz expression & —ET DT FKRICEDET,
expression ZRARA N LTHEAT SHANOATT,
avYkE—F  2—%EXEC
¥iHE EXEC
av Yy FERE Jy—= EFERRE
12.2(25)FX Chavy FABMSIE L,

BEREDAA FS4>

interface-id * N1+ 2% &, HMESNTA LV F—T oA ADA F—AHBILEWVERNFRRINET,

interface-id N1 LI WGE, AL v T EOR—RMFTRTORNT T 4 v 7 ZATOFRENTEREINE
T

FT T4 BATEEELRVESIE, 72— FF v X b A b—AHIHORENFRENET,

i WORFITIL, ¥ —T— R&EEETICAT LT show storm-control =~ > ROHTO—HZ R LET,
K77 420 ZATOF—T—FRANINTRWED, 77— K%y A b XA h—LAHlEIORTNE
RINET,
Switch# show storm-control
Interface Filter State Upper Lower Current
Gi0/1 Forwarding 20 pps 10 pps 5 pps
Gi0/2 Forwarding 50.00% 40.00% 0.00%
<output truncated>
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M show storm-control

WOBITIE, FBEDA ¥ —7 =4 AD show storm-control =~ > KOHNZRLET, vTF7 1 v
I BATOXR—T = RBANINTRNWZD, 7o — KXy A b 2 b—AfIORENERINET,
Switch#Switch# show storm-control gigabitethernet 0/1

Interface Filter State Upper Lower Current

# 2-421Z, show storm-control D JIZEKRINDK 7 0 —/V FOFHAZRLET,

* 2-42 show storm-control ® 7 1 —JL KDRA
Z4—ILF By
Interface LB —TxAADID #F R LET,
Filter State TANEDAT—HARFRRLET,
* blocking : A h—AHlEIEA X—T7 L THY, A F—LABHAEL TN
i‘j‘o
o forwarding : A h—AHIENEA X—T L THY, A F—AFFEAELT
WEH A,
e Inactive : A b — AL T 4 E—7 LT,
Upper BRI LA E R FTRE R 2 IRIE O S~k v T — U L LT, RS
gy NEERIIEROY Y FMETERLET,
Lower TRRBNH LN EFIH AR kRO S—k T — U LT, o
o MERERIIEROY Yy PEETERRLET,
Current Tao—RFXY A b NI 74 vV FRBBED NI T4 v FAT (Ta—
R¥¥ A b, w/LFXF¥ AL, 2=F v A ) OFEIEOHEFRREZ., &
K CHERARERFIRIED R—t T =V TR R LET, 207 40— FiE,
A = LHIHBA R =T VDA DHREH T,

BEEav> R avyvk £

storm-control ALy FITR—RFr AP, wLFFX AR, BEOZ=F ¥ Ak A h—
L LRV 2 BE L ET,
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show switch W

show switch

AB 7 AUNR—=FTNIAAL v TF AZ v 7 IZBE L= E#RE2 R RT D12E, EXEC £— KT show
switch =~ F&EHLET,

show switch [stack-member-number | detail | neighbors | stack-ports | stack-ring activity
[detail] | speed]

A Y
(i¥) Z®»a<r RiE, LAN Base f A — Y %37 L T\ 5% Catalyst 2960-S AA v F DR THHR— hEZiT
WET,
BX DA stack-member-number — ({LE) HHEDA L A—DEREF R LET, FECTX LML ~4 T
ER
detail ULE) A& w7 UL 7 OFMERERRLET,
neighbors EE) AZ v IV RBIEDORA N—2FR LET,
stack-ports EE) AZ v 7 BEkOR— MEREFR T LET,
stack-ring activity UEE) RZ v 7 VoIt EENTET L— 0%, AV N—H THFER
[detail] LET, A¥ w7 VU ZICREEND AV AN—HMNOT L— 2%, %15
¥o—, BLOWASIC 2F 57T 5101%, detail ¥—7— F&EHALET,
stack-ring speed UEE) A&y 27 Vo 7OEE»FLET,
avy kFE—F o —# EXEC
K¢ie EXEC
av Y FERE Jyy—= FERNE
12.2(53)SE1 Toawy RRBMENE L,

EREDFARSAY oo~ FFROREFZFERLET,

e Waiting : AA v FIIT— T v 7L, AEZ Y IHICHDIMD AL v TF o OBEEHFHEL TOE
To AA v TFIRELAZ v I v AZ—THLINEIDEHHL THERA,

AH g AL =BHIZEBIM LU TWRNWAY v 7 AU NR— L, A v T < 2 F—PNEH I N
MTX % FE T Waiting 27— D FEETT,

e Initializing : A4 Y FIFAF v 7 v AZ— AT —ZATHDLINEIDOHRIEZET LE L, A
AVFNARE w7 R AZ—=TRWEE, ZOAL v FITRE v 7 v AZ—=DEY AT LAL~ULE
SO =T 2 AL DA T 4 X2l —2 g %2ZELTCr— RLTWET,

e Ready: AFZ v 7 AUN—[FTVATALNVBIOASA VI =T 2 AL DAL T 4 F 2 b—
varour—REETL, V774 v 7 BETHHEMENRTE TVET,

e Master Re-Init : ¥ A X —FHRH T, S FETLERDIA LV AN—RN R F =R SNTZEEZD R
F—hy LW AZ—REDa LT 4 Fal—ary2HO08ELTHVET, Z0OXT— I,
HLWSAZ—ICFE T EA SN ET,

Catalyst 2960 # & U 2960-S X vF ATV K YT 7L VR
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show switch

]

e VerMismatch : "=V g IAYyF E—RDAAS vF, N=VarIAXAvyF E— NI, R
By ZIEMALTOAS AL v FIz, vA¥— ARl S Y ) Fahan w4 F— A=z
CEBEVRHDHETT,

e SDM Mismatch : Switch Database Management (SDM) I A~v v F EF— RFDAA »vF, SDM I
A%y FUE, AVS—BT AL —THEITLTV S SDM 72 7 L— b & HR— b LT ARURIED
ZLTY,

e Provisioned : FRIBRESNTZAAL v TN, RAZ YT DTIT 47 AUN—|ZRDATIDAT — b,
FINFAVN—RAZ o I PORIBLIEHEDAT— R, o Va=r 7 Iz AAL v F T,
MAC 7 RVAB LT IA AV 7 4 FFIX, W0 ERFINET,

AU NRN— (ZAZ—%GT) ORKNRAT — MEBIL, Waiting -> Initializing -> Ready T,

VTAZ BB DT AZ =TI D A N— DKW AT — FEBERIL. Ready -> Master Re-Init ->
Ready T,

N=Vary IATYyTF E— FDOAN—DREWNR AT — MERIZ, Waiting -> Ver Mismatch T3,
ARy ZIZTREY a = T SNEAL y FHEIET 208 5 07 21213, show switch ==~
K% f# ¢ £ 9, show running-config 13 X U' show startup-config f# EXEC =~ R Tix, 2D
BapRtEnEzE A,

KB MAC 7 R U ARA X—=T N DYE . A2 v 7 O MAC KtERER I b For S E 77,

KOFITIE, AZ v Z7ICB8T 2V~ —fFlaersLET,

Switch# show switch

Current

Switch# Role Mac Address Priority State

6 Member 0003.e31la.1e00 1 Ready

*8 Master 0003.e31a.1200 1 Ready
2 Member 0000.000.0000 0 Provisioned

WOPITIE, AZ v 7T DFFMEREZ R LET,

Switch# show switch detail
Switch/Stack Mac Address : 0013.c4db.7e00
Mac persistency wait time: 4 mins
H/W Current

Switch# Role Mac Address Priority Version State
*1 Master 0013.c4db.7e00 1 0 Ready
2 Member 0000.000.0000 0 0 Provisioned
6 Member 0003.e31la.1e00 1 0 Ready
Stack Port Status Neighbors
Switch# Port 1 Port 2 Port 1 Port 2
1 Ok Down 6 None
6 Down Ok None 1

WOFTIE, A N"— 6D~ —EFHRERLET,

Switch# show switch 6

Current
Switch# Role Mac Address Priority State
6 Member 0003.e31a.1e00 1 Ready
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show switch W

WOBITIE, AF v 71T D34 N—lERERLET,

Switch# show switch neighbors

Switch # Port A Port B
6 None 8
8 6 None

WOFITIZ, AF v 7 R—MERERLET,

Switch# show switch stack-ports

Switch # Port A Port B
6 Down Ok
8 Ok Down

WOBITIE, AF w7 VoI OT 7T 4 BT 4 OFEMERZ R LET,

Switch# show switch stack-ring activity detail

Switch Asic Rx Queue-1 Rx Queue-2 Rx Queue-3 Rx Queue-4 Total
1 0 2021864 1228937 281510 0 3532311
1 1 52 0 72678 0 72730

Switch 1 Total: 3605041
2 0 2020901 90833 101680 0 2213414
2 1 52 0 0 0 52

Switch 2 Total: 2213466

Total frames sent to stack ring : 5818507

Note: these counts do not include frames sent to the ring
by certain output features, such as output SPAN and output

ACLs.
BEa<v> R avwy kR H L)
reload AN —%Yn—RL, REOEEEHMZLET,
remote command TRTCELIFBEDA L NAN—ZFE=F LET,
session BEDRA L N=ZT /A LET,
switch AUN—=DTIFAFVT A BEEELET,
switch provision HLWAL v FNRAX v ZIZMATHEIC, PeePa=r7 LET,
switch renumber AUN—REEEFELET,
Catalyst 2960 £ & U 2960-S R4 vy F aAIVF JI7L R
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W show system mtu

show system mtu

AA v FITH L TRE &z 7 1 —,30 Maximum Transmission Unit MTU; gk Kbz =y ) 7=
TR RANT > b A X% FRRT 511, show system mtu 574 EXEC 2~ REEHA L E T,

show system mtu

BXXniA Zoawy RICE, BIEEREF—T— RiEh Y A,
avy kE—F ¥HE EXEC
avy FBE yyy—= EFENR

12.2(25)FX oo~y RREMENE L,

EREDAHA R34y

system mtu ¥ 72 1% system mtu jumbo /' 01—/ 3L 227 4 X al— 3y avwr FEHEHLTMTU
DREEELLIZGE, AAM v T2V Yy FLARVLMED | FILLVRETAEDICRY A,

A7 5 MTU 1% 10/100 Mbps TEMET 2R —F &, Y AT L Py o AMIUIEFHEY F R—F &
ZRLET, VAT A NAN—T 4T MTU INV—7T v R AR— 2R LET,

{5l KOFITIL, show system mtu =~ > RO EZRLET,
Switch# show system mtu
System MTU size is 1500 bytes
System Jumbo MTU size is 1550 bytes
BEaTUF avwyk B
system mtu T7AM A=Y Ry b HA—Fr, HEY b A —H% Ry b RF—F, 21X

—F o K K= kD MTU H A X% ELET,

Catalyst 2960 35 & U 2960-S A vF ATV K JI7LVR
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showudid W

show udld

TRTOR— b, 23 E I 7=HR— k® UniDirectional Link Detection (UDLD; Ba—F5m VU > 7
) EEAT — X ABLOEMERAT — X A% £ 73T 5121F, EXEC E— KT show udld =2~ K%
EALET,

show udld [interface-id]

X DEREA

interface-id UEE) A —T 24 ADID BLOAR—FESTT, HETEXDA
H—=TxAf AL LT, MR- FBELOVLAN bEENET, FEETE S
VLAN #iFIX 1 ~ 4094 T4,

avy Kk E—F o —# EXEC
¥+ EXEC
avy FERE yy—=x EENE
12.2(25)FX Ioawr RRBEMmERELE,

EREDAA FS54>

interface-id “ NJJ LI WVGEIL, TXTOA 2 F—7 = A ZDOER LB L NEMH Lo UDLD A7 —#
ANRRINET,

i KOHFITIE, show udld interface-id =~ > FOM I ZRLEY, ZZTiE, UDLD 28U > 7 Ol T
ARX—TNZHRoTEY, Vo I7nMAFRTHDLZ L% UDLD B L TWET, £ 2-43 12, ZOH
NTRFRINDE T 4=V ROHAZRLET,

Switch# show udld gigabitethernet0/1
Interface gi0/1
Port enable administrative configuration setting: Follows device default
Port enable operational state: Enabled
Current bidirectional state: Bidirectional
Current operational state: Advertisement - Single Neighbor detected
Message interval: 60
Time out interval: 5
Entry 1
Expiration time: 146
Device ID: 1
Current neighbor state: Bidirectional
Device name: Switch-A
Port ID: Gi0/1
Neighbor echo 1 device: Switch-B
Neighbor echo 1 port: Gi0/2
Message interval: 5
CDP Device name: Switch-A
Catalyst 2960 £ & U 2960-S R4 vy F aAIVF JI7L R
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W show udid

*® 2-43 show udld ® 7 1« —J)L KDOERA
Z4—ILF BL
Interface UDLD IR ESNTa—H I TRALADA B —T =4 A,

Port enable administrative
configuration setting

n*%f@UMD@&ﬁﬁ&omﬂDWﬁ*%jwit@?4
=T NDEE, R— DA F—TAREITEHR LOA X —T L 2
T—hERUTT, ENDUHNOEHE, A X —T NVENERTEIX, 7
H—/VIp A X — T VR EIC Lo TIRE D £7,

Port enable operational state

ZDAR— T UDLD BREBRIZHEEI L TWE 0 E 5 hERmTEIER
F— b,

Current bidirectional state

Vo7 ORFMAT— b, V7B ZorLT0ah, £i20d
UDLD JEXfIT /31 AR SN TV 5 541X, unknown A7 —
rNFRENFET, U723 UDLD inT XA A2 &0 N
i STV B AT, bidirectional 27— FRFRENE T,
TOMDENRERINTWVEEAIEL, ELLBRINTHETA,

Current operational state

UDLD 25—k =V OBEOT7 = — X, BEORFMY 70
BA 2. AT — R 23T KRR AR T2 — AT,

Message interval

B—AL T RIS T KAGA KA =D h R DL,
BT T

Time out interval

MY 0 Rz, UDLD 3R A /X— TRA AN BH DT a—%
FET 2R (BD),

Entry 1

BHUIOX vy o = NUOER, Zox> PUIZE, 1A 3—D0
LbEREEINzza—FROaE—PNEMIET,

Expiration time

ZOFx va b OMIRAEIND ETOMFRE (),

Device ID

FAN— FRA ZAD 1D,

Current neighbor state

FAN—OBIEDRRE, v—H /L T A ABLOEEEEOW S T
UDLD 2@ EBVEBEHL TV AHE. 1’ 13— A7 — B LW
2—H A7 — MIRFHTT, VIR FT L TnABED, Eiz
1Z3A 3= UDLD %G TRWIEA, v v o =2 bV IEFER
ENFEFA,

Device name

EBAFTITXANR—DV AT A VY TR EEBLNBESL
TRV, F721X T 740~ (Switch) IZRESINTWDEHE.
AT LDV TAEENERINET,

Port ID

UDLD 1Tk L TA R—=T/VIZRRE SN A N—DR— | ID,

Neighbor echo 1 device

TaA—DFETLTHDRA N—DHEL,

Neighbor echo 1 port

Ta—DEEFETTHDRANRN—DR— bES ID,

Message interval

RAN=RNT RRNZ AR X o=V BETHHE (B,

CDP device name

CDP T A AL ETIEV AT A VY 7’/1/%%7?0 4*%%75: RE SN
TWARWh, £721E7 740 b (Switch) IZRREINTWSHHA.
VAT LDV TNNEERERINET,
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showudid W

avy kR £

udld UDLD o7 7'V y o7 = RNERIE /) —~/b B— R Fx—T /b
T 20, FRERENERA vE—Y XA ~—DOREHEREL
F9,

udld port flHx DA% —T7x2AATUDLD %A X —7NMZT DHh, i
K77 AN E—T oA AR udld 72— )b 2T 4 F 2 b—
vary avwry Rl oTAR—TNICRDDEHEET,

udld reset UDLD IC kAT R_RTDODA v E—T A Ay hEU UV EZ Y

FL. P77 407 BNEBTDOZHFOHFLET,

| OL-8604-10-J
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B show version

show version

N=RzTBIORT7 77— T ON—T g EREFRRT HI1TIEL, EXEC £— KT show version
a<wr REHFEALET,

show version

BXX DR Zoavr R, BIBEREF—TU—REHY FHA,
avY Rk E—F 2 —+4 EXEC

HHe EXEC
avy FERE y1y—2 EERAE

12.2(25)FX Zoavwy RPBEMEShE L,
1 woHTix, show version =~ FOH %R LET,

show version tH JICIZRRENETH, a0 74 X2l —2 gy LIAFXIFRIZAAL v FTHR—F
INTWERA,

Switch# show version

Cisco I0S Software, C2960 Software (C2960-LANBASE-M), Version 12.2(0.0.16)FX, CISCO
DEVELOPMENT TEST VERSION

Copyright (c) 1986-2005 by Cisco Systems, Inc.

Compiled Tue 17-May-05 01:43 by yenanh

ROM: Bootstrap program is C2960 boot loader
BOOTLDR: C2960 Boot Loader (C2960-HBOOT-M), Version 12.2 [lgian-flo pilsner 100]

Switch uptime is 3 days, 20 hours, 8 minutes
System returned to ROM by power-on
System image file is "flash:c2960-lanbase-mz.122-0.0.16.FX.bin"

cisco WS-C2960-24TC-L (PowerPC405) processor with 61440K/4088K bytes of memory.
Processor board ID FHH0916001J

Last reset from power-on

Target IOS Version 12.2(25)FX

1 Virtual Ethernet interface

24 FastEthernet interfaces

2 Gigabit Ethernet interfaces

The password-recovery mechanism is enabled.

64K bytes of flash-simulated non-volatile configuration memory.

Base ethernet MAC Address : 00:0B:FC:FF:E8:80

Motherboard assembly number 73-9832-02
Motherboard serial number FHHO0916001J
Motherboard revision number : 01

System serial number FHH0916001J
Hardware Board Revision Number 0x01

i Catalyst 2960 & & U 2960-S R/ v F avvF YI7LUR
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show version W

Switch Ports Model SW Version SW Image

* 1 26 WS-C2960-24TC-L 12.2(0.0.16)FX C2960-LANBASE-M

Configuration register is OxF

Catalyst 2960 # & U 2960-S X vF ATV K YT 7L VR
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Hl  showvlan

show vilan

AA v F EOTRTOEREHRA VLAN, F7213455ED VLAN (VLANID F 7234 ai2EE LIZHE)
DINFG A —F ERKTHI21E. EXEC £— Fshowvlan =~ > FETHEHALET,

show vlan [brief | id vian-id | mtu | name vian-name | remote-span | summary]|

B DEREA brief (&) VLAN ZEIZ VLAN £, A7 —X A BLUOER— % 1 17 CHER
LET,
id vian-id ({£%) VLAN ID &5 CHEES 72 1| o0 VLAN [T 2@ e #7 L%
. vian-id T, {5ETE HHMIE 1 ~ 4094 T,
mtu (f£&) VLAN ® U Z & VLAN OFR— MIERESN TV AER/NIE LUK
Kiggr=v F MTU) A4 XDV R " EFRLET,
name vlan-name (ffE) VLAN 4 CHE&EN7= 1 50 VLAN ICBT 2 1E®RE2FRFLET,
VLAN 4%, 1~ 32 3¢5 ® ASCII X745 T,
remote-span ({£%&) Remote SPAN (RSPAN) VLAN [ 5z £57 L £,
summary ({£&E) VLAN ¥~ VU —fz &R L7,
avY kR E—F 2 —4 EXEC
K5 EXEC
av Yy FEE )1)y—= EERNE
12.2(25)FX Zoa<wry RRNBMERE L,

ERLEDAA K54

GE)

]

show vlan mtu =~ > FHJ7TiZ, MTU Mismatch #iZ VLAN AOF X TOAR— MIFE U MTU 23 &
LZ0EIDERLET, ZOFNT yes DERINTNDEEHE. VLAN O R — MBIz D MTU 23
D, N7y b3, REWMTU 228 — M b/hSWMTU 85K — MIAS v TForr7End L,
Fey7EIns2en3H0 E3, VLANIZ SVI R WEGE, A 72 (-) fi52 SVI MTU FllizFRK R
S FEF. MTU-Mismatch FiZ yes BEREINTWVDHE, MiniMTU %28 — k& MaxMTU % £f
OR— MRRFINET,

ifindex. internal usage. 3 J U\ private-vlan ¥— UV — X, 2~ R4 O~ LT X MY 702
FRENETH, YR—FSNLTWEREA,

WROFITIX, show vlan 2~ FOHAZRLET, & 2-44 12, BRSNDT7 4 —/V FORBHZRL
iﬁ—o

Switch# show vlan

VLAN Name Status Ports

1 default active Gi0/1, Gi0/2, Gi0/3, Gi0/4
Gi0/5, GiO/6, Gi0/7, Gi0/8
Gi0/9, Gi0/10, Gi0/11, Gi0/12
Gi0/13, Gi0/14, Gi0/15, Gi0/16

Catalyst 2960 35 & U 2960-S A vF ATV K JI7LVR
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<output truncated>

2 VLANQ0O002
3 VLANO0OO3

<output truncated>

1000 VLAN1000
1002 fddi-default

1003 token-ring-default

1004 fddinet-default
1005 trnet-default

VLAN Type SAID

1 enet 100001
2 enet 100002
3 enet 100003

<output truncated>

1005 trnet 101005

Remote SPAN VLANs

show vilan

active
active

active
active
active
active
active

MTU Parent RingNo BridgeNo Stp BrdgMode Transl Trans2

1500 - - - - - 1002 1003
1500 - - - - - 0 0
1500 - - - - - 0 0
1500 - - - ibm - 0 0

& 2-44 showvlan a7 > FOHEAT 1 —IL F

J4—ILF EiBEA

VLAN VLAN %%

Name VLAN 040 RE STV 25E)

Status VLAN O A7 —# A (active % 721% suspend)

Ports VLAN [ZJ& 9 %A — b

Type VLAN AT 47 A4

SAID VLAN OtFx=2UT7 4 7V=—T 31D

MTU VLAN ¢ Maximum Transmission Unit (MTU; g Kigkx=> k) HA X

Parent Bl VLAN (FFET 285G

RingNo VLAN © U v 7 %5 (4T 555)

BrdgNo VLAN ©7' Y v UF&KE G4 T258)

Stp VLAN THEHINDLZANN= 7 Y ) — T a hary (4T

BrdgMode O VLAN ©7'Y v 7 £— K : A[REZ X Source-Route Bridging
(SRB; ¥ —2/— | 7V v 2) I KU Source-Route Transparent
(SRT; Y —A/L—hK TV AT L k) T, 774/ I SRB TT,

Transl rZovAL—var 7yl

Trans2 o2 L—vary 7Y vP2

Remote SPAN VLANs |3 &4 Cuv>% RSPAN VLAN Z 5 L £,

Primary/Secondary/ —

Type/Ports

| OL-8604-10-J
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Hl  showvlan

WK OBFITIL, show vlan summary =2~ > ROHJE/RLET,

Switch# show vlan summary

Number of existing VLANs : 45
Number of existing VTP VLANs : 45
Number of existing extended VLANs : 0

wOFTix, showvlanid =~ > RO %R LE T,

Switch# show vlan id 2

VLAN Name Status Ports

e T s e, T
2 VLAN0200 active Fal/3, Fa2/5, Fa2/6

VLAN Type SAID MTU Parent RingNo BridgeNo Stp BrdgMode Transl Trans2

2 enet 100002 1500 - - - - - 0 0

Remote SPAN VLAN

Disabled
EEa<TUF avwv kR B7L
switchport mode R—=FDVLAN ARy o7 £—FERELET,

usb-inactivity-timeout VLAN 1 ~ 4094 2% ECX% VLAN 27 4 Fal—va v E— K& A
F—T I LET,

Catalyst 2960 35 & U 2960-S A vF ATV K JI7LVR
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showvmps H

show vmps

VLAN Query Protocol (VQP) /\— = | HfEaBMIRE, #1714 VLAN Membership Policy
Server (VMPS; VLAN AL NR—v w7 RYv—H—) OIP 7 FL A, BIOBREOY =T F
A=Y B—=NERRTHITFE. F— 7Y — FZIEEETIC show vmps =+ > R4 EXEC E— RCEA L
F£7, statistics ¥— U — FEfETDHE. 7747 2 MIOKEHERPERSNET,

show vmps [statistics]

X DEREA

avYkE—F

statistics (FEE) VQP D7 747 v MUBEHERB IO v o 2R R LET,

= —# EXEC
FitE EXEC

ATy FEE

]

yy—=x EERNE
12.2(25)FX Zoawr REMESNE L,

WOFITIE, show vimps =2~ > RO IZRLET,

Switch# show vmps

VQP Client Status:

VMPS VQP Version: 1
Reconfirm Interval: 60 min
Server Retry Count: 3

VMPS domain server:

Reconfirmation status

VMPS Action: other

WROFITIL, show vmps statistics =~ FOM N ZRLET, £ 24512, RRINHE 74— R
OEAERLET,

Switch# show vmps statistics
VMPS Client Statistics

VQP Queries: 0
VQP Responses: 0
VMPS Changes: 0
VQP Shutdowns: 0
VQP Denied: 0
VQP Wrong Domain: 0
VQP Wrong Version: 0
VQP Insufficient Resource: 0

| OL-8604-10-J
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WM showvmps

& 2-45 show vmps statistics ® 7 1+ —JL FOFRHA

Z4—ILF B2L

VQP Queries 754 T Mt VMPS ICEEESN 5 7 = ) —H,
VQP Responses VMPS 1527 74 7 MCHEE S INEH,
VMPS Changes P — [T VMPS # &R L 7= [BI3K,

VQP Shutdowns R—brE vy N UT 57010 VMPS BIRE A RE LR, 7947
VMEIR— N ETF =TIl TOFR— N EOTRTOFXAFIv I TR
LA%ZT RLA T—7ALHIBRLET, #EiaETT 512, A— F2FY
BEEOAL X —TVIREIZTZ2LERSH Y F5,

VQP Denied VMPS 3t %= U T 4 LOBENSZ T4 7 FEREZIES L7zE%, VMPS
@mKﬁ7va%%TLtﬁu\%®7vafU JAF—arlDT
L—AEEITFITENTEFTA (F— FB VLAN IZEID B THNTWAGA.
Toa—RK¥¥Y A MERFYALTHFXY AN TL—2RNTU =7 AT — 3 IZx L
TEREESNET), 2747 MNIESSNET RV A2 70y 7ERT R
AELTCT RVAT—TNVIBRELET, ZHIZLY, ZOV—I AT —T3
UINOEAFE LIS FHAN Ty MIxT A7 =) —03, ThELE VMPS 2R
éﬂﬁ<&@i# TV B LN, TDOT—T AT —arnbIdD

ATy ERERBLBRWEE, 2747 2 MEIT N2 2 HRYINn
Kbiﬁo

VQP Wrong Domain |ZRNDEER R A A 78 VMPS OB R A A L —B LARWER, &— |
WD VLAN El0 Y CI3EF ENER A, ZOREIT, V—"BLUOYZ F4
T RMIFEU VIPEEH R AL URRESIINLTWDRND k%i‘%bi?‘
VQP Wrong Version |7/ =) — XAy kD AA—T gy 74— RIZ, VMPS THR— FESHh T3
N—=Ta L0 REREPEM SN TNDESR, A— b VLAN H10 4T
m%ﬁémi@hox%y%uVW%ﬂ~yay1%*@&%%@Li#o

VQP Insufficient UV —2ZDT XA F VT ¢ ICEBER B 572010, VMPS BRERICETX 72
Resource WES, FRATHIBRIC %er&w%9\7747/b FIH— N L OFRIT
FEIZE LN E I NS T, AU —_"FE IR oORBFEY — RN CEREH
PELET,
BEaIvUF = 589

clear vmps statistics ~ VQP 7 7 A 7 > MRS TV 2 FEHE®REZ 7 V7 LE T,
vmps reconfirm (F## VQP 7 =V —% %L C, VMPS TOT_XTHOHX A+ v 7 VLAN #V

EXEC) TR LET,
vmps retry VQP 7 747> bOY—R_RT L OFRITHIEEZZRE LET,
vmps server 774 ~Y VMPS BLUIRKTIEDOEI VXY h—REHELET,

Catalyst 2960 35 & U 2960-S A vF ATV K JI7LVR
m. OL-8604-10-J |



| £2% Catalyst 2960 X1 vF CiscolOS a<~F

show vtp

VLAN Trunking Protocol (VTP; VLAN T v &2 Fu hajl) OFHRAL L AT—4 A B
KOOI o ZIZBET 5 —IEHR AR AT HI21E. EXEC £— FTshow vtp =~ > REffiH LET,

showvtp W

show vtp {counters | devices [conflicts] | interface [interface-id] | password | status}

X DEREA

counters AA v FO VTP fatHFlaz Rr LET,

password BESNTE VIP RAU— REFRLET,

devices RAALUHNOFTRTOVIP A=V 3> 3 70 2ClT 5l #or L E
T ZOF—U—RiZ, A v FNR VTP X—T 3 3 ZFETL TRV
AROHBERINES,

conflicts EE) 734~V = RFEELTND VIP A=V 52 3 T80 ZIZH

THHREERLET, AL v FNVIP hT AT L2k F— RFEIT
VTP 7 £— R DHAR., Z0a~vr FIZERISNLET,

interface [interface-id]

FTRTDOA L E—T oA RAFETNTRESINTA LV Z—T A4 ZAD VTP R
TR ABIORELRRFLET, interface-id 1L, WA L Z—T = A A
THER—F F R THENFENER A,

status VIP BEE R AL P DAT—Z AT 2 —EHER R LET,
avvkE—F  =—%EXEC

¥5HE EXEC
vy FERE yy—= EERNR

12.2(25)FX Toawy FABMShE L,

12.2(52)SE VTP /"—3 3 > 3 @ devices 3 L N interface ¥ — 7V — R8N EhE L

BEREDAA FS54>

72

AA »FNVIP N—T 3 3 2FT LTV H5EIC show vip password =2~ RE AT 5 & £

WZIR DIV — A HEVNVE T,

e password password 70 —/3)L 27 4 Falb— 3 2w KT hidden ¥—7— FZHEEL
o E . AL v T TREEBNA F—T N> TW0WRWnE | RAT—RKRI JT 5% Rk

TERSNET,

o password password 2~ > RC hidden ¥— 7V — REZEE LR 125E. A1 v F CHEB(LNA
R—=T N> TS & BEELS NI AT — FRFRSNET,

e password password 2~ KiZ hidden ¥ — U — FAEFETN TV EHE, 16 EEOME ¥ — 03 FE R

énij‘o
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W showvtp
1l WOFITIL, show vtp devices 2~ FROH AR LET, conflict FID ves I%, IEE—BZD

WREDO T —H N —NEFEAELTNLZE, DEVREULFAALCHND 2 DDA v FITT —FR—2R

MOBLTZ7A4=) = "BRESN TV RVEEEZRLET,

Switch# show vtp devices

Retrieving information from the VTP domain. Waiting for 5 seconds.

VTP Database Conf switch ID Primary Server Revision System Name

lict

VLAN Yes 00b0.8e50.d000 000c.0412.6300 12354 main.cisco.com

MST No 00b0.8e50.d000 0004.AB45.6000 24 main.cisco.com

VLAN Yes 000c.0412.6300=000c.0412.6300 67 gwerty.cisco.com

ROFITIL, show vtp counters =~ > RO N Z/RLE T, £ 2-46 1T, EREINDHT 4 —)L RO

HERLET,

Switch# show vtp counters

VTP statistics:

Summary advertisements received 0

Subset advertisements received : 0

Request advertisements received 0

Summary advertisements transmitted : 6970

Subset advertisements transmitted : 0

Request advertisements transmitted : O

Number of config revision errors 0

Number of config digest errors 0

Number of V1 summary errors : 0

VTP pruning statistics:

Trunk Join Transmitted Join Received Summary advts received from

non-pruning-capable device

Fa0/47 0 0 0

Fa0/48 0 0 0

Gio0/1 0 0 0

Gi0/2 0 0 0
=& 2-46 show vtp counters DHEAICKRTENBZE T 1+ —IL FOEREA
J4—LF &8
Summary advertisements K227 BN ETCIDAAL vFNZET ARV~ — T RAZ AL A, < — T FAHF
received ARZIE, BHIRAA A, a0 T 4 Fal—ary JeVa v Es, BHEAALALRAZ LTS

EID, RFEF =y 7L BIORBAET LIV T2y b 7 RANZ A XOEBEENET,

Subset advertisements FNFv o B hETCZDOAL v FRRETEY Ty b 7 RAZA XD, 7y b 7R
received NREARZE, 1 DFEITHEED VLAN ICBET 2 RN T CEEN TV ET,
Request advertisements FFv 27 R=bETIDRL v TFRNZETDHT R A ZERO, 7 FAF 4 ZERIT,
received WE . TTOHO VLAN EICBET 2 E®ATRLES, 72, VLAN O% 7y MIET 51

WHERTEET,

Summary advertisements | k527 H— h ETCIOAL v FREET Y~ U — T RAX A XO%, F~U— T KR4

transmitted ARV, B AA L, a7 4 Xal—2a Ve a v S, EFLAALAZ LT

L ID, BiETF =y 7V A, BIXOBEETLIY Ty b 7 RAXA XOHNREENF T,
Subset advertisements FNFv o B hETZDOAL v FRREETEY Ty b 7 RAYA XD, 7y b 7R
transmitted NEA RN, 1 DFEIFEED VLAN ST A ERA T _RTEEL TWET,
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& 2-46

showvtp W

show vtp counters DHAIZRTINDE T +—IL FOBBHE #&E)

J4—ILF

B

Request advertisements
transmitted

FFv 7 R—=FETZDAAL v FNEETIT XA REROK, 7 FAF A4 ZERIL,
WWE . TXTo VLAN LiIcBETA21HmaA2ERLET, £/2. VLAN oS 7Ty M+ 51HE
WLERTEET,

Number of configuration
revision errors

Vevary oo —0HK,

#H LW VLAN OEF, BEfF VLAN OB, Flr, £33, H 5 WIEBEF VLAN 087
A—=BERERITHIE, AA v TFDaLr 7 4FXalb—ary JEDa U BENEMLET,
Ve alBEBENAAL v FOIVEYa B EE—BTDICELNDLT, MD5 ¥4 Y= A b
ER—F L72WT RNNZ A R AL v TFNZETDHE, VEVary =z —REMLET, 2
DTT—T, 2ODAA vFD VTP RAT—RKNERDL) £11FAAL v FORENERD
ZEEERLET,

INGOZT—NERAELESGE, AL v TIEEFEET XA XDT 4 NVEZ) U THTHY
Py hU—=JHNT VTP T —F_XR—2ZANRE LR 20 £9,

Number of configuration
digest errors

MDS ¥4 P = A~ =T —0DH,

Y~V — 7y hNO MDS AV xA &, FHEINEZERRT RXZ A XD MD5 XA
VAR —HLWGEIL, AV =2A N T—NENLET, 20T, #EF. 2o
DAA T DONTP NATU— KPR LZEEBEWRLET, ZORMEEZFRT DI, 3T
DAA T TVIP RRAT—RFRNRFEICIZRDEHICLET,
INLDZT—=NRAELESREG, A v FITERET ERNEZAXDTA4NZ) o THTHY |
Fy FT—=JNT VTP T —FRXR—=2ANRFEH L7232 £,

Number of V1 summary
errors

N—=Tar 1 xTT7—0DH,

VIPV2 E—FDZA v FRVIP XR—V a0 1 7L —052ZET5HE, X"—=Ya 1 =
V=T —BEMLEST, No0x=T—iF, bbb 1 20FRAN— A4 v F LT VTP
N=Da I BPBHILTWE EREV2E—FRRT 4 =T LDIRETVIP X—V g 02
DEHLTNDLIZIEEERLET, ZOMEEZMRTHIZE, VIPV2 E— RFROAA v F D%
ExT 4 =T NIEFHLET,

Join Transmitted

Ko7 ETEEENZVIP I —=0 7 A vt —T 0%,

Join Received

cNF o7 ETCZEENZVIP P —=0 7 A vt —2 0%,

Summary Advts Received
from non-pruning-capable
device

cNZ7 oo ETCRESNE, TA—=0 7 %R —=FLTWRWNWT A AP0 VIP < U —
A wE— 0,

WOFITIE, VIP N—2 3 2 BBEIL TWD AL v FIZx7 5 show vtp status =~ > RO &R
LET, £ 24712, BREND7 44—V FO#BZRLET,

Switch# show vtp status

VTP Version HE

Configuration Revision : 0

Maximum VLANs supported locally : 1005

Number of existing VLANs : 45

VTP Operating Mode : Transparent
VTP Domain Name : shared testbedl
VTP Pruning Mode : Disabled

VTP V2 Mode : Disabled

VTP Traps Generation : Enabled

MD5 digest

: Ox3A 0x29 0x86 0x39 0xB4 0x5D 0x58 0xD7
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W showvtp

= 247 show vtp status D& 7 « —JL FOFKA

Z4—ILF L

VTP Version AA v F ETHEHLTWS VIP A=V a v iR R LET, T 740 8T, XA v T

N=Ta v 1 2FTLETH, A=Va 2 ICRETHILLTEET,

Configuration Revision TDAAFOBREDA L T 4 X2l —ary JEY g FR

Maximum VLANs Supported 0 — B YR —FENTWD VLAN O KE,

Locally

Number of Existing VLANs BEAF D VLAN 34,

VTP Operating Mode VTP @it —F (=, 77347 b, £RE T AXT LU L) 2FRLET,

P— N VIP V=N ET—FRKDAAL v F X VIPIZH L TARX—TNLTHY, T KRXZA X

EEEFELET, AL vTF TCVLAN ZEHECTEET, ZORXRAS vFEHHTI L, EEiE

12, BED VIP F—Z _XR—2AHND T TD VLAN 15# %, NVRAM (RHEZEME RAM)

MOHETTEXET, T74NLRTHE, TRTOAL v F RN VTP H— T,

GF) AAvFRarT74F¥a2l—3 3% NVRAM ICEZAA TV S BICREE % #H
L. NVRAM NHERET HF TH— N E—RNIIREDZENTERWIEE, AL vF
X VTP =N E— K06 VIP 7 747 b B— RICEEBIZEBITLET,

II3AT N NTP 7 I9A4T 2 N F—RKDAAL v FIXVIPIZHLTARZ—TNALTHY
T RNRA A REFETEETHA, VLAN 2 7 4 Fab—a Uy ERNTH0I+457%
FHEERMEZ S L — ™Mb o TWERA, A4 v F TVLAN ZRETHZ LT TE L
o NTP 74T v "IN ENTH E, VIP 7 747 2 MEIZD VLAN 77— X X— X % 4]
Wb3 27 RNRNZ A XeZ 5T DHFET, VIPT7 RRX A X EELERA,

RS2 2RTLY F:VIP U ART LU N EF—ROAAL v FIZ VTP IZKHLTF «
=T NTHY, TR ZXOEFESL, MOTNA ADLEEFESNTT RARZ AL XD
BEHITWERAL, £l2, 2y U= NOMDOT A A LD VLAN FEICH B 52 £
Hhe AAYTFIEVIP T RRZA X EZIE L, T RNZA X EeZfE LI T 07 A—F
ZRST_RTCO NI v R—MZZhEEELET,

VTP Domain Name AL v FOEILR ALV EFEET B4,

VTP Pruning Mode TN—= TNA Z—TANEFIEZT 4 =T A% ERTLET, VIP H—R_TF L —
=T AR —TNICT DL, B RAAL VEETTIV—= I REHICRY £, 7
N—=U TEGERTDE, VT 74w 2R3y NT—0 TARAL AT 7| AT S
FEOIHERLRTNERSRNWNT T Voo~ ~DT7 Ty T 400 NT77 4 v 7 IR
ERET,

VTP V2 Mode VIP R"—Ta v 2 F— RBA R —TNAnEINERRLET, TXTO VIP X—T 3
2AA v FII. TIHNEF A=V a3 1 E—FTEELET, % VIP 21 v Fidfho
TRTO VTP 7131 AOHfEZ BEIICHRH LET, VIP T A X Ry NU—JNOF
RCDO VTP AA v F R A=V g 2 FT— RTEEARERGAEDOH, v hT—27 & —
Tar2QITERELTIEEZN,

VTP Traps Generation VIP hF v 7 uFy NT—JEHAT—2 3 VICEETANE I NER R LET.,

MD5 Digest VIP 27 4Fa2lb—arD 16314 N Fxy 7 ¥4,

Configuration Last Modified KBIAT TR ELEEO R ERAZ R R LET, T _X—RAORELFEDOFIN L 7o
AL FDIP T RLAZERLET,
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showvtp W

WOHITIE, VIP X—V a3 > 3 03 BE L TV D AL v FITHT 5 show vip status 2~ > RO &R
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Switch# show vtp status
VTP Version capable

VTP version running
VTP Domain Name

VTP Pruning Mode

VTP Traps Generation
Device ID

Feature VLAN:

VTP Operating Mode
Number of existing VLANs

Number of existing extended VLANs : 0

Configuration Revision
Primary ID

Primary Description
MD5 digest

Feature MST:

VTP Operating Mode
Configuration Revision
Primary ID

Primary Description
MD5 digest

Feature UNKNOWN:

VTP Operating Mode

1 to 3

3

Cisco

Disabled
Disabled
0021.1bcd.c700

Server

9

0
0000.0000.0000

0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00
0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00

Client
0
0000.0000.0000

0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00
0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00

Transparent
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