APPENDIX E;

Catalyst 2960 XA v F T/\w ¥ O<
vk

Z 2 TlX Catalyst 2960 A A FHUAERRL £ 7ITZEE STV 5 debug  *— 7 /L EXEC 21+ & R|Z
ONWTHHLET, ZhbDa~vy NiE, 41 2 —3y N —F 7 ORBEOZKE L ORI K
ShET, EHTLIEAICE, BTV RAa0T 7 =0 FAR— MEEFORRICES T EEW,

AE TRy T, CPU 0B A TEWT ITA AV T A NEZBNDEDT, VAT LR HHAAREE
IR DRAREMERH Y £, LI~ T, debug 2~ FEMHAT 0L, FFEORED N7 71
Va—T AW, IRV A DT /2 YR—MEYEL LRI T TN a—T 4 S
ZATOEAICIREL TSV, debug =~ RiZ, Ry FU—2 T T 4 v 7 WD, 22—
P HDRNEXFEATLIONKETT, 20X RIGHERATT Ny 7% ETT5H &, debug
a< Y FOMBOERIZ K > TV AT LFIHPEEL T DA HEMENR V772 97,
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M debug auto qos

debug auto qos

Automatic Quality of Service (auto-QoS; H BV — R WE) EDT Ny V& A F—T I T 51
I%. debug auto qos 1 *—7 /L EXEC a2~V REZMEHLET, TNy 7 %7 4 =7 T DITIE,
Zoavwr RO no BREHEHLET,

debug auto qos

no debug auto qos

XX mEREA Zoa<wy R, F—U—F&518EHY A,
FIA4ILF Auto-QoS TNy FNET 4 B—T VT,
OV EF E—F A *—7 )L EXEC

av Y FEE y—= EERNE
12.2(25)FX Zoawry RRBMESNE L,

FERLEDFEEE  auto-QoS A F—T7 /LD L ZIZHBMIZAK SN S Quality of Service (QoS; Hh—E A MWH) DORE
EHERAT DI, auto-QoS A X —T M T DTNy T A X—TMILET, TNy T %A
X —T7 VT BHIZIE, debug auto qos  Fr—7 /L EXEC 2~ K& AN LET,

undebug auto qos =~ > Fi%, no debug auto qos =~ > K& [F U TY,

Catalyst 2960 R/ vy F ARV F JI7L VR
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debug auto qgos M

Bl OB TIL, auto-QoS AA X — T /L DA HBINZ AR END QoS 2 7 1 Falb—a &k
R D HEERLET,

Switch# debug auto gos

AutoQoS debugging is on

Switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)# interface gigabitethernet0/1
Switch(config-if)# auto gos voip cisco-phone

21:29:41: mls gos map cos-dscp 0 8 16 26 32 46 48 56
21:29:41: mls gos

21:29:42: no mls gos srr-gueue input cos-map
21:29:42: no mls gos srr-queue output cos-map
21:29:42: mls gos srr-gueue input cos-map queue threshold
threshold

1

21:29:42: mls gos srr-gqueue input cos-map queue 1
21:29:42: mls gos srr-queue input cos-map queue 2 threshold

2

2

w N RN W
w b N o

21:29:42: mls gos srr-gueue input cos-map queue threshold 6 7
21:29:43: mls gos srr-gqueue input cos-map queue threshold 5
21:29:43: mls gos srr-queue output cos-map queue 1 threshold
21:29:43: mls gos srr-queue output cos-map queue threshold 6 7
21:29:44: mls gos srr-queue output cos-map queue threshold 4

W N W Ww w
o R N W WU

2

3
21:29:44: mls gos srr-queue output cos-map queue 4 threshold
21:29:44: mls gos srr-queue output cos-map queue 4 threshold
21:29:44: no mls gos srr-gqueue input dscp-map
21:29:44: no mls gos srr-queue output dscp-map
21:29:44: mls gos srr-queue input dscp-map queue threshold
threshold
threshold
threshold

threshold

9 10 11 12 13 14 15
01234567

32

16 17 18 19 20 21 22 23
33 34 35 36 37 38 39 48
threshold 49 50 51 52 53 54 55 56
threshold 57 58 59 60 61 62 63

2
21:29:45: mls gos srr-queue input dscp-map queue 3
3
1
2
2
2
threshold 3 24 25 26 27 28 29 30 31
3
3
3
3
3
3
3

21:29:45: mls gos srr-queue input dscp-map queue
21:29:45: mls gos srr-queue input dscp-map queue
21:29:45: mls gos srr-queue input dscp-map queue
21:29:46: mls gos srr-queue input dscp-map queue
21:29:46: mls gos srr-queue input dscp-map queue
21:29:46: mls gos srr-gueue input dscp-map queue

NN DNDNDNDDNR R R

threshold 40 41 42 43 44 45 46 47
40 41 42 43 44 45 46 47
24 25 26 27 28 29 30 31
48 49 50 51 52 53 54 55
56 57 58 59 60 61 62 63

21:29:47: mls gos srr-queue input dscp-map queue
21:29:47: mls gos srr-queue output dscp-map queue 1 threshold
21:29:47: mls gos srr-queue output dscp-map queue 2 threshold
21:29:47: mls gos srr-queue output dscp-map queue 2 threshold
21:29:48: mls gos srr-queue output dscp-map queue 2 threshold
21:29:48: mls gos srr-queue output dscp-map queue 3 threshold 16 17 18 19 20 21 22 23
21:29:48: mls gos srr-queue output dscp-map queue 3 threshold 32 33 34 35 36 37 38 39
21:29:49: mls gos srr-queue output dscp-map queue 4 threshold 1 8

21:29:49: mls gos srr-queue output dscp-map queue 4 threshold 2 9 10 11 12 13 14 15
21:29:49: mls gos srr-queue output dscp-map queue 4 threshold 3 0 1 2 3 4 5 6 7
21:29:49: no mls gos srr-queue input priority-queue 1

21:29:49: no mls gos srr-gqueue input priority-queue 2

21:29:50: mls gos srr-queue input bandwidth 90 10

21:29:50: no mls gos srr-queue input buffers

21:29:50: mls gos queue-set output 1 buffers 10 10 26 54

21:29:50: interface GigabitEthernet0/1

21:29:50: mls gos trust device cisco-phone

21:29:50: mls gos trust cos

21:29:50: no queue-set 1

21:29:50: srr-queue bandwidth shape 10 0 0 0

21:29:50: srr-queue bandwidth share 10 10 60 20

EEaTUF = N B
auto qos voip QoS R A A T Voice over IP (VoIP) @ auto-QoS ZiXE L 7,
show auto qos auto-QoS BEREIZ L o TAEMR SN MR EEZE TR L ET,
show debugging AR—=T N> TNWDT Ny 7 B TIET HEREF R LET, ML

TEHIZ DUV T, Cisco I0S Release 12.2 Configuration Guides and Command
References > Cisco I0S Configuration Fundamentals Configuration Guide,
Release 12.2 > System Management > Troubleshooting and Fault Management

ABRL T 2SN,

Catalyst 2960 R4 vy F AV F UI7L YR
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M debug backup

debug backup

Flex Links S 7 7 v A VB —T 2 A ADT /Ny T kAR —TWZT HIZIX, debug backup A
X—TNWVEXEC a~  REHERALET, 7y 727 4 8—T7 T HITE,. 2032~ FO no
EREEHLET,

debug backup {all | errors | events}

no debug backup {all | errors | events}

B oA all NROTT T AHE=T 2 ADT Ny T A=V T _RCERLET,
errors Ry I T T A B —T 2 A ADLTT— TR T Avb—TF 300 F
Ry T A= F R LET,
events Ry PT T A E—=T A ADARY N TR T Ayt —V%FRLE
7,
FI24+ILF NI T T AR =T 2 A ADT NNy T IET 4 =TI NTWET,

avY K E—F A 3% —7 )L EXEC

av Yy FEE J1y—=x EERR
12.2(25)FX Zoavy FRBMEnE L,

FERALEDFEEIE  undebug backup =~ > FiX. no debugbackup =~ F&[FE L TT,

EEa<TU KR avok EiEA
show debugging ARX—T NI o TWDBT Ny 7 XA TICETHERER R LE T, L

TEHIZ DUV TIL, Cisco I0S Release 12.2 Configuration Guides and Command
References > Cisco IOS Configuration Fundamentals Configuration Guide,
Release 12.2 > System Management > Troubleshooting and Fault Management

AR T ZS0,

Catalyst 2960 R/ vy F ARV F JI7L VR
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debug cluster W

debug cluster

7T ARG DA R NDF Ry A F—T VI T B2, debug cluster £ *—7 /L EXEC =1~
VREFERALET, TN I ET 48— TMIT BT, Z0oavr RO BEREERALET,

debug cluster {discovery | events | extended | hsrp | http | ip [packet] | members | nat | neighbors |
platform | snmp | vqpxy}

no debug cluster {discovery | events | extended | hsrp | http | ip [packet] | members | nat | neighbors
| platform | snmp | vqpxy}

BXOERH discovery JIARBHET Ny T A=V ERRLET,
events IIGAR AR N TRy T Ayv—UrF R LET,
extended PRI T Ny 7 A=V RFRLET,
hsrp Hot Standby Router Protocol (HSRP) T /\v 7 A vt —T%FRLET,
http HTTP 73y 7 A vt —Y%FRLET,
ip [packet] IPEFIF NI VAR—F Xy b TR T Ave—U%FERLET,
members JIRE AVA=F Ry Ay e—VERRLET,
nat Network Address Translation (NAT) T3> 7 X v —U %2 F R LET,
neighbors JTIGAE FANT Ry T Ay—V%RRLET,
platform T N TA—LEBEDI TAR TN T AyE—VERRLET,
snmp SNMP (i v N — BT 0 h )W) TRy Avb—VEFRLET,
vqpxy VLAN Query Protocol (VQP) 7’'mX3 TRy J X vb—U%FRLET,
T4k FRy NETF 4 =T N TT,
= A F—7 /L EXEC
avy FEE Jy—=x EERNE
12.2(25)FX Zoawry KRBMEnE L,
FREDIEEE -—Oa~vrRE, 792 F avr PR AL v FICH L TOREHTE 4,
undebug cluster =~ > KX, no debug cluster =~ > N &R L T,
BEEaTUR I EL
show debugging A R=T NI TNDT Ny T ZATIZHT HERE R L E

9, W SCFF RISV T, Cisco IOS Release 12.2 Configuration Guides
and Command References > Cisco IOS Configuration Fundamentals
Configuration Guide, Release 12.2 > System Management >

Troubleshooting and Fault Management % &R L T< 723\,

show cluster AAFNBTBITAZDAT—EZABLIOY <~ —2FRLE
ﬁ—o

show cluster candidates a< 2 K AL v FITH L TCAN LGS, AL v FDU A M
FoRLET,

show cluster members O R AL v FICH L TEIT LIRS, 7 T AX A= lT

LiFmERRLET,

| 78-16882-02-J
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W debug dot1x

debug dotlx
802.1x HRED T /R F B A F—T W T BHIZIE, debug dotlx £ —7 /L EXEC 22~ REMEH L
E, TV T ET AT MCT LI, Zoavr RO ne BREEA L ET,
debug dotlx {all | errors | events | packets | registry | state-machine}

no debug dotlx {all | errors | events | packets | registry | state-machine}

WX DA all 802.IXx TNy A vb—VhETRTHERLET,
errors 821X =T — TNy T Ay—UhEERRLET,
events 802IX A XU F TRy T Ayb—UhFERLET,
packets 802.Ix N7 v N TN T Avk—VEERLET,
registry 802.1x LY A RUIMERHLOT RNy 7 XA vb—Va2RRLET,
state-machine AT —h =V HEANR N TR T A=V RLET,
~

(GE)  redundancy ¥—VU— RiE, 2w FI7ADO~LVT A M) U TICEERINVTOETR, R —
SR TOHERA,

FI94LF TRy TXT 4 B—T N TT,

avy kK E—F A % —7 )L EXEC

av Y FEE ))y—= EERE
12.2(25)FX Zoawry RRBMESNE L,

FERAEDFEEIE  undebug dotlx =~ KX, nodebugdotlx =~ RE[E L TT,

BEa<T VR avwvlk B
show debugging A =TV TWBT NNy 7 Z A4 FIETAEREFR R LET, M

TEHIZ DV T, Cisco I0S Release 12.2 Configuration Guides and Command
References > Cisco IOS Configuration Fundamentals Configuration Guide,
Release 12.2 > System Management > Troubleshooting and Fault Management
ZIFEIRL TEE,

show dotlx AA v FEITHRE SN2 AR— b 802.1x HattFm, HHAT—F 2, B
FOEAT —H A FKRLET,

Catalyst 2960 R/ vy F ARV F JI7L VR
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debug dtp

debugdtp W

Dynamic Trunking Protocol (DTP) D7 7 7 4 ©F 4 25 /3w 7+ 5(Zid, debug dtp 1 X — 7 /L
EXEC 2= Rl LEd, 7y 77 4 =7 MCT5IiE, D=2 RO no Bzl

% L/i‘a_o

debug dtp {aggregation | all | decision | events | oserrs | packets | queue | states | timers}

no debug dtp {aggregation | all | decision | events | oserrs | packets | queue | states | timers}

WX D aggregation DIP 2—H R vt =V TV = ar TRy T Ayve—V%FRLET,
all DTIP TNy 7 A vt —UhFT_XTHRRLET,
decision DTPRET —T N TRy 7 XAob—V%EKRFLET,
events DIP ARV s TRy Ay —V2RRFLET,
oserrs DTP ARV —TF 4 7 VAT AHET T — TRy 7 Ay —UaRRLE
o
packets DTP /N7y NMUBT Ny 7 Ay —V 2R RLET,
queue DIP "7y b Fa—A VT TRy T A=V EFRLET,
states DTP A7 — "EATT Ny 7 A=V KRR LET,
timers DIP A ~— ARV TNy T Ayt —VERRLET,
T4 b TRy JIET 4 =T AT,
aAvvFE—F A F—7 /L EXEC
av Y FEE y—= FEAE
12.2(25)FX Zoavy RRBMEnE Lk,
FERALDEEEIE  undebugdtp =~ FiE, nodebugdtp =~ F&[ELTY,
BAEa<TUF avv kR B1L)]
show debugging AR—=T N> TNDLT Ny 7 ZA FIHT DM ER T L ET, X
TEHIZ DV TIL, Cisco I0S Release 12.2 Configuration Guides and Command
References > Cisco I0S Configuration Fundamentals Configuration Guide,
Release 12.2 > System Management > Troubleshooting and Fault Management
BBIRL TIZE 0,
show dtp AA wFEIIIRESNIZA v H—T 24 A0 DTP fHHRAEFR R L LT,

| 78-16882-02-J
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M debug etherchannel

debug etherchannel

EtherChannel/Port Aggregation Protocol (PAgP; "— MEKN T 1 haL) Y ADT RNy T A F—T )b
{23 % IZ1Z, debug etherchannel 1 %*— 7 /L EXEC 22~ R&EHLET, DT Ak, PAgP V7
N7 BV a— Ve R— =% V7 M7 Ea— VDAL E—T A ALRBH Y
TR 2T BV a—NVTT, TR T T =TT HITE, 2D~y RO no B %
LET,

debug etherchannel [all | detail | error | event | idb]

no debug etherchannel [all | detail | error | event | idb]

B oA all (&) EtherChannel 7 /3y 7 A v — V% T _XTERRLET,
detail (&) EtherChannel 7 /3w 7 A v —VOFMEERRLET,
error (&) EtherChannel =7 — 7w 7 A vt —V%FR/RLET,
event (f£&) Z72 EtherChannel £ X h A v —T% T Ny 7 LET,
idb (LB PAGP A v X — T = A AR 7 r w7 TN T XAyb—V%RRL
7,
N
GE)  linecard ¥—VU— KX, a~>Y FT7A4 DO~V T A MY U FICEFRENTHETH, HFR—h X
NTWERA,
T4 TRy ZET 4 =TT,

AT KR E—F 4 % —7 )L EXEC

av Yy FEE ))y—= EEAE
12.2(25)FX Zoawry RRBENSNE L,

FERAEDEEEE KU FZEELRVGAIE. TRXTOTAy T Ay b—URERINET,

undebug etherchannel =~ > NI, no debug etherchannel =~ > Nt [F U TY,

(SIS avvFk BIL]
show debugging AF—=T Mo TNDT Ry 7 XA FICHETLEREFRRLET, X

TEIIZ DUV TIL, Cisco 10S Release 12.2 Configuration Guides and Command
References > Cisco 10S Configuration Fundamentals Configuration Guide,

Release 12.2 > System Management > Troubleshooting and Fault Management
AL T ZE0,
show etherchannel 5 /L > EtherChannel f§#% %~ L £7,

Catalyst 2960 R/ vy F ARV F JI7L VR
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debug ip dhcp snooping M

debug ip dhcp snooping

DHCP A X — ¥ 7 DT /Ny 7% A 32— WIZT HITIX, debug ip dhep snooping 7 & — 7 /L EXEC
a<w REFEALEY, TR0 72T 48— T B, Zoavr Fone BXEHALE
‘j—o

debug ip dhcp snooping {mac-address | agent | event | packet}

HEX DL

T4

avURE—F

mac-address DHCP /X7y MIXT DT Ny A v—U5EINIE MAC 7 RLRE
EHIZRRLET,

agent DHCP AX—VE' v 7 ==V MIXHTHT RNy T Ave—VEFERLE
7

event DHCP A X —E L 7 ARy MIKT AT AN 7 A vt —V%FRLUET,

packet DHCP AX—E U 7T 2T N\ 7 Ayt —VERRLET,

TRy TET 4 =T N TT,

4 %—7" )L EXEC

av Y FEE )1)—X FEAE

12.2(25)FX Zoavy RRBMEnE Lk,
FERALDEEEIE  undebug ip dhep snooping =~ > i, no debug ip dhep snooping =~ > K & [7 U T3,
BAEaITUF avvk B1L)]

show debugging AF—=T Mo TNDT Ry 7 XA FITHETLEREFRRLET, X

TEIIZ DUV TIL, Cisco 10S Release 12.2 Configuration Guides and Command
References > Cisco 10S Configuration Fundamentals Configuration Guide,
Release 12.2 > System Management > Troubleshooting and Fault Management

AL T ZE0,
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Catalyst2960 R4/ vy F AV F UI7L YR R



& B Catalyst 2960 R4 v F T/3y 5 a< vk |

M debug interface

debug interface

AE=T 2 ARABEDT 7T 4 BT 4 DT Ny T A X—TMIZF SIZIE, debug interface A
F—T7 )V EXEC a~ REMHLET, 7307 %7 4 =TT DHI2E, ZOa<2 KO no
EXEHEALET,

debug interface {interface-id | null interface-number | port-channel port-channel-number |
vlan vian-id}

no debug interface {interface-id | null interface-number | port-channel port-channel-number |
vlan vian-id}

B oA interface-id gigabitethernet 02 72 E DX A4 7 A A v FHE /€Y 2 —/VFES /F—F
WCE S TRHREINTEYEAR - OT Ry T Av—U%FRRLET,
null interface-number AN AVHE =T 2 ADT RN T A=V EFRRLET,
interface-number 1L 12 0 T9,

port-channel }87E S 172 EtherChannel R— b F v )V f U H—T = ADT /Ny T
port-channel-number A v —T%FRLUET, port-channel-number 131 ~ 6 T,
vlan vian-id FRE &7 VLAN (AR LAN) OF RNy 7 X vb—YEFRLET, fi

T TE 5 vian-id OFIFAIL 1 ~ 4094 T9,

TI2FIEb TRy TET 4 —T N TT,

AT K E—F 4 % —7 )L EXEC

av Y FEE ))y—= EEAE
12.2(25)FX Zoawry RRBENSNE LT,

FERAEDEEEE KU FZEELRVGAIE. TRXTOTAy T Ay b—URERINET,

undebug interface =~ > N{%, no debug interface =~ > N & [[F L TY,

[SEEEIAS avvFk BIL]
show debugging AF—=T Mo TNDT Ry 7 XA FIZHETLEREFRRLET, X

TEIZ DUV TIL, Cisco 10S Release 12.2 Configuration Guides and Command
References > Cisco 10S Configuration Fundamentals Configuration Guide,

Release 12.2 > System Management > Troubleshooting and Fault Management
EBRL T 2S00,
show etherchannel F ¥ /LD EtherChannel H# % &K~ L £7,

Catalyst 2960 R/ vy F ARV F JI7L VR
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debug ip igmp filter W

debug ip igmp filter

Internet Group Management Protocol (IGMP) 7 4 L& A X2 NDT /Ny T A X —T WIZT HITIE,
debug ip igmp filter f 1 —7 /L EXEC 2~ FE2HERALET. TV 72T =T MZT 51
Zoavwr Fono BREEMLET,

r
4+

debug ip igmp filter
no debug ip igmp filter

X DFREA Zoavy R, BIEEREF U —RiEdb v £EA,
T2AIb TNy JIET 4 =T N TT,
AT R E—F A F—7 L EXEC
av Yy FEE Jy—=x EEARS
12.2(25)FX Zoawry RRBMESNE L,
ERAEDIEEIE  undebugip igmp filter =~ > FiX, no debug ip igmp filter =~ > N L [F] L CT7,
Ea<TVEF avyvk BTLL]
show debugging AR—=T NI TN T RNy 7 A FCETHEREFRLET, B

IOV TIX, Cisco IOS Release 12.2 Configuration Guides and Command
References > Cisco I0S Configuration Fundamentals Configuration Guide,

Release 12.2 > System Management > Troubleshooting and Fault Management

AL T ZE0,
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M debug ip igmp max-groups

debug ip igmp max-groups

Internet Group Management Protocol (IGMP) fx K7 /V—7 A4 X2 NDT Ny T A RX—TNMIT D
\Z1%. debug ip igmp max-groups £ *—7/VEXEC a2~ F&EEHLET, T v 725 4 k&—7
MZTBIZE, Zoavwr RO no BREHEHALET,

debug ip igmp max-groups

no debug ip igmp max-groups

BEX DA Zoa=wry Rk, BIEERIIRF—TU—RIZb 0 THA,
T4 FRy 13T 4 E—T T,
avy kK E—F A % —7 )L EXEC

av Y FEE y—= EERNE
12.2(25)FX Zoawry RRBMESNE L,

FRAEDIEEIE  undebug ip igmp max-groups =< > K%, no debug ip igmp max-groups =~ > K& [E L T9,

BEEaTUR avwyk 7B
show debugging AR—=T NI TN T RNy 7 A FCETHEREFRLET, B

TEHIZ DUV TIL, Cisco I0S Release 12.2 Configuration Guides and Command
References > Cisco I0S Configuration Fundamentals Configuration Guide,
Release 12.2 > System Management > Troubleshooting and Fault Management

AL T ZE0,

Catalyst 2960 R/ vy F ARV F JI7L VR
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debug ip igmp snooping M

debug ip igmp snooping

Internet Group Management Protocol (IGMP) AX—V > 7 T U7 4 BT 4 DT Ny T %A F—T )b
\Z9 5I21%. debug igmp snooping f *—7 /L EXEC a~ > FEFEHALET, T v 7 &5 1 &—

TMTTHITIE.

Davry RNOne FBEXEEHLET,

debug ip igmp snooping [group | management | querier | router | timer]

no debug ip igmp snooping [group | management | querier | router | timer]

B O group (EE) IGMP AX—E > 7 IN—F TIF AT 4 TR T Ayt —T%
ERLET,
management ERB)IGMP AX—Y L JET 7T 4T 4 TR T A —U%FRL
\i‘ﬁ—o
querier (fEE) IGMP AX—¥Y > 7T TRy T A —TrFRLET,
router (EE) IGMP AX—E LT N—F T IT 4T 4 TR T Avkb—U%F
RLET,
timer (fEE) IGMP AX—E L7 ZA~v— ARV N TNy T Ave—VEFRL
iﬁ—o
TIAINE TNy TET 4 =TT,
avvkE—F A % —7 L EXEC
avy FERE Jy—=x EEAS
12.2(25)FX Zoawry FRBENSNE L,
HEALEOFEEIE  undebug ip igmp snooping =~ > KX, no debug ip igmp snooping =~ > K& R L TY,
BEEavTUR avvFk ETLL]

debug platform ip igmp snooping

Ty b T A —IEGFRIGMP AX—E S T T 4 €
TAICHET HEREER SR LET,

show debugging

AR =T NI > TNDT Ny 7 Z A T T D%
FoRLUET, HCERIZ OV TIL, Cisco I0S Release 12.2
Configuration Guides and Command References > Cisco I0S
Configuration Fundamentals Configuration Guide, Release
12.2 > System Management > Troubleshooting and Fault

Management % R L T 72 &0y,

| 78-16882-02-J
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M debug lacp

debug lacp

Link Aggregation Control Protocol (LACP) DT 77 4 BT 4 DT Ny kA 3 —T M T HITIL,
debug lacp ¥ *—7/VEXEC 2~ REMEHLET, 7y 7 %27 4 B—7 2T 5HI2iE, ZD=
~ RO no B EZEHL £,

debug lacp [all | event | fsm | misc | packet]

no debug lacp [all | event | fsm | misc | packet]

B DA all (EE) LACP TRy 7 Ayt —V 5T _RTHRRLET,
event (fEE) LACPA R h TRy T Ay —VaRRLET,
fsm (EE) LACP ARRIRE~ Y > TRy 7 Ayt —VE2RRLET,
misc (L&) TOMD LACP Ty 7 Ay —VEFRLET,
packet (EE) LACP X7y M TR T Ayt —Vh T _XRTRRLET,
T4 TRy JIET 4 =T AT,
avv kK E—F A F—7 )V EXEC
avy FEE ))—2x EEAE
12.2(25)FX Zoavy RRBMENE Lk,
FERALEDIESE  undebuglacp =~ FiX, nodebuglacp =~ KE[FELTY,
EZEaTUF avvk B
show debugging AFR—=T Mo TNDT Ny 7 XA FICEHTHIEREFR R LET, M
THHIZ- DT, Cisco I0S Release 12.2 Configuration Guides and Command
References > Cisco 10S Configuration Fundamentals Configuration Guide,
Release 12.2 > System Management > Troubleshooting and Fault Management
ZIERL TIEEN,
show lacp LACP F % )L ZL—FEREFR R LET,
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debug mac-notification W

debug mac-notification

MAC (AT 47 T 7 RBAHI#) @AA X vOT RNy T A F—TIIZT BT, debug
mac-notification £ *— 7 /VEXEC a~> KA LE T, T Xv 72T =TT 5121, =
Da<vr RKOne BAEZHEHLET,

debug mac-notification

no debug mac-notification

HE X DEEA Zoavy R, S EREF Y — FiEd 0 H A,
T2AIb TNy NNET 4 =T L TT,
AT R E—F A F—7 L EXEC
av Y FEE == EERNE
12.2(25)FX Zoawry RRBMESNE L,
EAEDFEEIE  undebug mac-notification =~ > N/X, no debug mac-notification =~ > K & A U T,
BEa<TVE avyvk E LT
show debugging AR—=T NI TNDET Ny T XA T IZHET L E#RE

ForLET, #UERICTOV T, Cisco I0S Release 12.2
Configuration Guides and Command References > Cisco I0S
Configuration Fundamentals Configuration Guide, Release
12.2 > System Management > Troubleshooting and Fault
Management %8R L T 7220,

show mac address-table notification TRTOA vV EZ—T A AFETFITHREINT-A v & —
7 A RIKT D MAC 7 R L ABMOERZ #R L E
R
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M debug matm

debug matm

TT7 v N7 =S MAC (AT 47 77 R®AHIEH) 7 RUVRAEHOT Ny T A 3 —TNIZ
95121, debug matm A X —7 /L EXEC a~ > REHEHLET, T v 72T 4 B—TNVICT 5
WZiE, Zoa<wr Rone ERXEHHALET,

debug matm

no debug matm

BEX DA Zoawr RITiE, SIBELIEIF—TU—FIEIH Y EEA,
TI2FIEF FRy 13T 4 E—T T,
avy kR E—F 4 % —7 )L EXEC

av Y FEE y—= EERNE
12.2(25)FX Zoawry RRBMESNE L,

ERAEDIFEEIE  undebug matm =~ > KiX, nodebug matm =~ NE[E LT,

CEEEPTS avvFk At
debug platform matm 7Ty b7+ — MMEFFR MAC 7 R L AEHICET A MAE#RR L

£7
show debugging AR =T NMZROTWET RNy 7 A4 T IZBT IR EERLE

T i SCIE AT DOV T, Cisco I0S Release 12.2 Configuration Guides
and Command References > Cisco 10S Configuration Fundamentals
Configuration Guide, Release 12.2 > System Management >

Troubleshooting and Fault Management % 38R L T < 72 &\,

Catalyst 2960 R/ vy F ARV F JI7L VR
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debug matm move update W

debug matm move update

WX D

TI2FIE

avURE—F

MAC 7 RV A T =7 VBEIEH A v 2 — VRO T /Ny 7% A X —7 /VIZF 5IZ1E, debug matm
move update { *— 7 /L EXEC 2~ RZHHLE7,

debug matm move update

no debug matm move update

Zoavy R SIBERIZF—Y—FEd v £HA,

FRy ST 4 =T AT,

4 %—7 )L EXEC

av Yy FEE Jy—= EEAS
12.2(25)SED Zoavy RRBMENE Lk,
FERALDFIEEIE  undebug matm move update =~ > F/&, no debug matm move update =~ > R & [ LT,
SRS avvFk BT
mac address-table move update AA > F D MAC 7 KLU A T —7 )VIEHENE I EE & iR
{receive | transmit} LET,
show debugging AFR—=T I TNWDT Ny 7 A A4 FICElT 8%

For LET, WS HIZ OV TIE, Cisco IOS Release 12.2
Configuration Guides and Command References > Cisco

I0S Configuration Fundamentals Configuration Guide,
Release 12.2 > System Management > Troubleshooting and
Fault Management %8 L CT< 723\,

show mac address-table move update 24 v F D MAC 7 RL A T—T7 VBB ETIERZER
LET,
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M debug monitor

debug monitor

Switched Port Analyzer (SPAN; A1 v F K R—k TF T4 W) DT Ry VA4 x—T T 5
IZ1%. debug monitor f *—7 /L EXEC a2~ NE2FERALET, TNy E2T 4 8—7NMITHIC
X, Zoa<vr Fono B EHEHALET,

debug monitor {all | errors | idb-update | info | list | notifications | platform | requests | snmp}

no debug monitor {all | errors | idb-update | info | list | notifications | platform | requests | snmp}

XX mEREA all SPAN TRy 7 XAt —I%F _RCERLET,
errors SPAN =57 — TRy 7 A=V OiME £ R LET,
idb-update SPAN Interface Description Block (IDB; A > % —7 = A AFLik 7 av /) &
HhL—A TRy T Ay —U%FRLET,
info SPANTEHR RN L—2 v T TRy T A ob—U%RRLET,
list SPAN ;R— F B LT VLAN (AHLAN) U R K hL—3 07 TRy T Ay
t—UEFRRLET,
notifications SPANJBHT Ny 7 A ve—V52FRLET,
platform SPAN 7T v h 74 —h L= 0T TR A=V %2FRLET,
requests SPAN ERT Ny 7 A v —ThFRRLET,
snmp SPAN BELU'SNMP (ffiZ v NI —27FHETr hai) hb—y 7 T3y
T Ao —U%FRFLUET,
TIAILE FRy FITF 4 =TT,
avyv kK E—F A 3—7 )L EXEC
avy FBEE Jy—= EEAR
12.2(25)FX Zoavy FRBMEnE L,
FERALEDIEEE undebug monitor =~ > N/X, no debug monitor =~ > N & [F U T9,
BAEa<wU KR avwyvFk §%EA
show debugging AX—=T Mo TWDET NNy T XA FICETHEREFRRLET, B

TEHIZ DUV TIL, Cisco I0S Release 12.2 Configuration Guides and Command
References > Cisco IOS Configuration Fundamentals Configuration Guide,
Release 12.2 > System Management > Troubleshooting and Fault Management

AR TS 2SN,

show monitor

Z A v F D SPAN ¥ L Of Remote SPAN (RSPAN; U E— k SPAN) & v
va BT A HmE T ITERRLET,
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debug mvrdbg

Multicast VLAN Registration (MVR) DT /Nv 7% A4 2 —7 WIZF 5I21E, debug mvrdbg A *—7
JVEXEC 2w REMHLET, 7y 7527 4 B—7 T 512, Z0a<wy RO no FEAE

EHLET,

debug mvrdbg W

debug mvrdbg {all | events | igmpsn | management | ports}

no debug mvrdbg {all | events | igmpsn | management | ports}

DL L] all MVRT 7T 4T 4 TR T Avt—Vh T _XCERRLET,
events MVR A R MLEET Sy 7 Aot —V %R R LET,
igmpsn MVR Internet Group Management Protocol (IGMP) A X— ' > 77 77 4 €7 4
FRy T A=V %FRLUET,
management MVREBT 7T A BT 4 TN T Avt—V%FRLET,
ports MVR A=K TRy 7 Ay—VEFRLET,
TI24IE TRy JET 48— TNTT,
OV R E—F A *—7 )L EXEC
avy FEE Jj1)—=x EERNE
12.2(25)FX Zoawy KRBMEnE L,
FREDIESEE  undebug mvrdbg =~ FiX, nodebug mvrdbg =~ > K& I[E L TY,
BEaTUFR avwyFk E7LL
show debugging AR—=T M5 TN T RNy 7 XA ST HEREFRLET, B
TEHIZ DUV TIL, Cisco I0S Release 12.2 Configuration Guides and Command
References > Cisco IOS Configuration Fundamentals Configuration Guide,
Release 12.2 > System Management > Troubleshooting and Fault Management
PN LT 7EE0,
show mvr BAED MVR REEZFERLET,
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M debug nvram

debug nvram

NVRAM (RFEFRMERAM) 777 4 BT 4 DT Ny T AR —T W T 5HIZIL, debug nvram A
F—T7 IV EXEC a~» REHEALET, T30 7 &2 T 4 2—7NZT DT, 2O~ KO no
EXZEHEALET,

debug nvram

no debug nvram

BEBXDH;A Zoawry Rk, BIEERIIF—TU—RIZb 0 THA,
T4 FRy 13T 4 —T T,
avy kK E—F A % —7 )L EXEC

av Y FEE )y—= EERNE
12.2(25)FX Zoawry RRBMESNE L,

FREDIEEE  undebug nvram =~ KiZ, nodebugnvram =~ > F&[E U T,

BEavok avwrk SR
show debugging AR—=T NI TN T RNy 7 A FCETHEREFRLET, B
TEHIZ DUV TIL, Cisco I0S Release 12.2 Configuration Guides and Command
References > Cisco I0S Configuration Fundamentals Configuration Guide,
Release 12.2 > System Management > Troubleshooting and Fault Management

AL T ZE0,
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debug pagp

Port Aggregation Protocol (PAgP; R— FEM T 1 hanN) OT VT 4 €T 4 DT NNy T F—7T
JVZT 5121, debug pagp f *— 7V EXEC a2~ REHHLES, Ty /%257 4 —7 M2
HIiE, Zoavwy RO ne BREERHLET,

debug pagp W

debug pagp [all | event | fsm | misc | packet]

no debug pagp [all | event | fsm | misc | packet]

B DA all (ER) PAGP T Ry T Ao —UhTRCHERLET,
event (EE) PAGP AU R TRy T Ay —VaRRLET,
fsm (EE) PAgP ARRIRIE~TY > TRy 7 Ayt —V 2R R LET,
misc (EE) ZOMODPAGP 7Ty 7 Ay —VERRLET,
packet ({EE) PAGP T v b TRy T Ayt —VaFRLET,
T4 TRy JIET 4 =T AT,
avv kK E—F A F—7 )V EXEC
avy FEE ))—2x EEAE
12.2(25)FX Zoavy RRBMENE Lk,
FERALDEEEIE  undebug pagp =~ NI no debug pagp =~ > & [[ L TY,
EZEaTUF avvk B
show debugging AXR—=T N> TNDT Ny 7 ZA FIEHT DI REF R LET, X
THHIZ- DT, Cisco I0S Release 12.2 Configuration Guides and Command
References > Cisco 10S Configuration Fundamentals Configuration Guide,
Release 12.2 > System Management > Troubleshooting and Fault Management
ZIERL TIEEN,
show pagp PAgP F ¥ x)b Z— TR ELRRLET,
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M debug platform acl

debug platform acl

Access Control List (ACL; 77 B XHlfH U A k) ==V DTNy T oA X —T NI T BT,
debug platform acl 1 *—7 /L EXEC a2~ REZMEHLET, 73y 7 %7 4 =7 /LT DITIE,

Zoawy Fono JEREMEMLET,
debug platform acl {all | exit | label | main | warn}

no debug platform acl {all | exit | label | main | warn}

BX DA all ACLVR—V % TRy T A=V T _RCFRLET,
exit ACLHE THET Ny 7 Ayt —VaFoRLET,
label ACL 7~V T Ny 7 Ay b=V RRLET,
main E7, FRFEERACLT AT Ayt —V2ERRLET,
warn ACL B LT Ny 7 A vt —V%FRLET,
S
(G¥)  racl, stack, vacl, BL U vlmap ¥— 7V — KX, 2~ FI7A4 DO~V T R MY U ZIZEFERIN
TVWETH, FR—FINTVEREA,
T4 b TRy JET 4 =T NTT,
AT R E—F A F—7 L EXEC
av Y FEE Jy—=x EEARS
12.2(25)FX Zoavy RRBMENE L,
FRAEDIEEIE  undebug platform acl =~ > F%, no debug platform acl =~ > K & [F U T,
Ea<TVEF avyvFk BTLL]
show debugging AR—=T NI TN T RNy 7 XA FICETHEREFRLET, B

TEHIZ DUV TIL, Cisco I0S Release 12.2 Configuration Guides and Command
References > Cisco I0S Configuration Fundamentals Configuration Guide,
Release 12.2 > System Management > Troubleshooting and Fault Management

ZIERL T ZE0,
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debug platform backup interface W

debug platform backup interface

Flex Links 77 v N 74 =L Ny 07 v T A B =T 2 A ADT Ny T A F—T W T HITIE,
debug platform backup interface -1 *— 7 /L EXEC 2~ RZHEALET, T \v %27 1 &—7
MZTBIZE, Zoavr RO no BREHEHLET,

debug platform backup interface

no debug platform backup interface

BEX DA o=y R, SIBELIEF—T—NEIH Y FHEA,
FI4ILEF FIRN T =D RN I T A E—T 2 ADT Ry T3 T 44— ENTHET,
avy kR E—F 4 % —7 )L EXEC

av Y FEE y—= EERNE
12.2(25)FX Zoa~wr RRBMESNE L,

FAHLEDFEEIE  undebug platform backup interface =2~ >~ F{X, no platform debug backup interface =~ > K L [7 U

‘/(:\j—o
fEa<T VR avw vk B
show debugging AF—=T N> TWABT RNy 7 XA FICETHEREFR R LET, M

TEHIZ DUV TIL, Cisco I0S Release 12.2 Configuration Guides and Command
References > Cisco I0S Configuration Fundamentals Configuration Guide,
Release 12.2 > System Management > Troubleshooting and Fault Management

AL T ZE0,

Catalyst 2960 R4 vy F AV F UI7L YR
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M debug platform cpu-queues

debug platform cpu-queues

7Ty M7 A=A CPUREF2—DT Ny 7 %A X —T/UIT HIZIL, debug platform cpu-queues
A F—=TNVEXEC A~ FEEHLET, 7Ny 7 %7 4 =7 /I 2I121E, 2Da~ 2 KD no
TERXAHEHLET,

debug platform cpu-queues {broadcast-q | cbt-to-spt-q | cpuhub-q | host-q | icmp-q |
igmp-snooping-q | layer2-protocol-q | logging-q | remote-console-q | software-fwd-q | stp-q}

no debug platform cpu-queues {broadcast-q | cbt-to-spt-q | cpuhub-q | host-q | icmp-q |
igmp-snooping-q | layer2-protocol-q | logging-q | remote-console-q | software-fwd-q | stp-q}

X DEREA broadcast-q TH—RFY AL Fa—llioTREINLATY MNIET LTy 7
Ayve—VERRLET,
cbt-to-spt-q Core-Based Tree to Shortest-Path Tree (cbt-to-spt) F = —IZ L > TXIE S
7Ty MCET TRy T Aye—U%RRLET,
cpuhub-q CPU N—bIE— K Fa—ZXoTREINEAATy MNCET LT Ny 7
Ave—VaRRLET,
host-q BRARN Fa—llLoTREENZTFy MCETHET YT Avte—v
BFRRLET,
icmp-q Internet Control Message Protocol (ICMP) % = —|Z & » TR I iz 37 v
MIBETHT NNy 7 Ayt —V2RRLET,
igmp-snooping-q Internet Group Management Protocol (IGMP) AX—E > 7 F2—(ZX - T
ZEENT ATy MIETH TRy 7 A=V E2RRLET,
layer2-protocol-q bA¥ 27 hal fa—ZXoTEEENZATy MIETLT Ny
T Ave—VERRLET,
logging-q RXUT Fa—llioTRESNZATy NMIBETLT Ny 7 Ayt —
VERFLET,
remote-console-q JVE—h aryY—)l Fa—ZLhoTZEINTrYy NZBET AT Ny
T Ave—VERTILET,
software-fwd-q VTR 2THEF 22—l Ko TREBEINIANTy NET Ny 7 LET,
stp-q Spanning-Tree Protocol (STP; A/X=> 7> J— Fa haj)l) Fa—|ZL-
TEEENIAAT Yy NET Ny 7 LET,
~
(G¥)  routing-protocol-Q 35 X N rpffail-q ¥ — 7 — NiE, a2~ K74 D~V T X NY U ZIIEHRRE
NTHWETH, FR— SN TVEEA,
TZAILE TNy TNET 4 =TV TT,
= A F—7 )L EXEC
av Y FEE Jj1)—=x EENE
12.2(25)FX Zoawr RRBMSE L,
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debug platform dotix H

FERALEDFEEIE  undebug platform cpu-queues =~ > KiX. no debug platform cpu-queues =~ > K & [@ UC9,
EEa<UF avvFk SteA
show debugging AFR—=T NI o TNDT Ny 7 A TICETAEREFORLE T, M

TEHIZ DU T, Cisco I0S Release 12.2 Configuration Guides and Command
References > Cisco 10S Configuration Fundamentals Configuration Guide,
Release 12.2 > System Management > Troubleshooting and Fault Management

ZENLTIZEN,

debug platform dotlx

802.1x A XY "DT Ny J A F—T W HIZIX, debug platform dotlx - r— 7 /L EXEC =2+
YREEHLET, TRy 72T =TT HITE, Z0oavy RO ne JEREMH L ET,

debug platform dotlx {initialization | interface-configuration | rpc}

no debug platform dotlx {initialization | interface-configuration | rpc}

B D

T4

initialization 802.1x MLy — 7 v A TNy 7 A —UEFRLET,

interface-configuration BRIUXx A v Z—T A A a7 4 Fal—agl BETF Ny Xy
t—UERTLET,

rpc 802.1x Remote Procedure Call (RPC) ZRT /Nv 7 A v E—TU%FHKR
LET,

TRy TET 4 =T N TT,

ARV KRE—F A F—7 L EXEC
av Y FEE Jy—= EFEAE
12.2(25)FX Zoawy RRBMEnE Lk,
FERALDEEEIE  undebug platform dotlx =~ > &, no debug platform dotlx =~ > K & [ LT,
BAEa<TUF avvk B
show debugging AF—=T Mo TNDT Ry 7 H A FITHETLEREFRRLET, X

TEIZ DUV TIL, Cisco 10S Release 12.2 Configuration Guides and Command
References > Cisco 10S Configuration Fundamentals Configuration Guide,

Release 12.2 > System Management > Troubleshooting and Fault Management
AL T ZE0,
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M debug platform etherchannel

debug platform etherchannel

77w N7 — LME(FR BtherChannel £ XY s %7 /3y 74 %121%, debug platform etherchannel
A FX—TNVEXEC A~ FEEHLET, 7Ny 7 %7 4 =7 /I 2I21E, 2Da~ 2 KD no
TERXAHEHLET,

debug platform etherchannel {init | link-up | rpc | warnings}

no debug platform etherchannel {init | link-up | rpc | warnings}

WX D init EtherChannel & = — AFIHULT Ny 7 A v —V 5 FFELET,
link-up EtherChannel UV > 7 7 v 7B IR VI X VBEOT Ny 7 X vb—T%
F#RLET,
rpe EtherChannel Remote Procedure Call (RPC) T/ 3w 7 A v —TU 52 FRLET,
warnings EtherChannel %57 /Ny 7 X v —V &2 KR LET,
TIAIEb TRy ST 4 =T NTT,

AT K E—F 4 %—7" )L EXEC

av Y FEE ))y—= EEAE
12.2(25)FX Zoawry RRBENSNE L,

FALEMFEEIE  undebug platform etherchannel =~ > KL, no debug platform etherchannel =~ > K & [7] U T,

EEa<TUR avvFk e
show debugging AF—=T MR TNWBET NNy 7 Z A4 TIETHEREFRLET, L

TE#IZ DU T, Cisco I0S Release 12.2 Configuration Guides and Command
References > Cisco 10S Configuration Fundamentals Configuration Guide,
Release 12.2 > System Management > Troubleshooting and Fault Management

ZENLTZE,

Catalyst 2960 R/ vy F ARV F JI7L VR
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debug platform forw-tcam W

debug platform forw-tcam

fi532% Ternary CAM (TCAM) ~ X — Y ¥ DT Ny T &k A 32 —7/LICT 51X, debug platform
forw-tcam - X — 7V EXEC 2~ FaHLET, 7y 727 =7V T2ITE, Zo=
~ U RO ne BREMMHL ET,

debug platform forw-tcam [adjustment | allocate | audit | error | move | read | write]

no debug platform forw-tcam [adjustment | allocate | audit | error | move | read | write]

WX D adjustment (LE) TCAM v A=Y ¥ T Ny 7 A v —VEFRLET,
allocate (EE) TCAM v 3% —VxEIV Y TT Ny J Ay =V 2R RLET,
audit (EE) TCAM v A — VY EEA v —VEFRLET,
error (EE) TCAM Y3 —Y % =5 — A vt —V%FRLET,
move ({E&) TCAM v 2=V Y BITA v b=V 2 FRLET,
read (fEE) TCAM ¥ % — V¥ GiriAI A v — VTR LET,
write (fEE) TCAM v A=Yy HEZRALA v —VEFRLET,

TIxIE TRy TET 4 =TT,

AT K E—F 4 % —7 )L EXEC

avy FERE J1)y—=x EEAS
12.2(25)FX Zoavy RRBMENE Lk,

FERAEDEERE XU FBEESNRVEA. BETCAM v X2 —Y % Ty 7 Ay b—URT X TERRENE
—é’—‘o

undebug platform forw-tcam =~ > KX, no debug platform forw-tcam =~ > N & [R U T9,

BEEaI<TU R avwvFk B
show debugging AR—=T Mo TN T Ny 7 XA FCETHEREFRLET, B

TEHIZ DV TIL, Cisco I0S Release 12.2 Configuration Guides and Command
References > Cisco I0S Configuration Fundamentals Configuration Guide,
Release 12.2 > System Management > Troubleshooting and Fault Management

ZIERL T ZE0,

Catalyst 2960 R4 vy F AV F UI7L YR
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M debug platform ip dhcp

debug platform ip dhcp

Dynamic Host Configuration Protocol (DHCP) A X1 k%7 /N 79 5|21, debug platform ip dhcp
AR—TNVEXEC 2~V REMHALET, 7Ny 727 48 —7MZT 2121, 2D~ RO no
TERXAHEHLET,

debug platform ip dhcp [all | error | event | packet | rpc]

no debug platform ip dhcp [all | error | event | packet | rpc]

XX mEREA all (f£#Z) DHCP TRy 7 A v —TU % T _XTERLET,
error (&) DHCP =7 — TR v J XA ovbv—VrFERLET,
event ({EE) DHCP A XY b TNy 7 XAy —V%ERLET,
packet (f£EE) DHCP X7y "EHHET Ry J A vt —UEFRRLET,
rpe (f£:&) DHCP Remote Procedure Call (RPC) ZERFT NNy 7 X vt —T % FKoR
L%,
TI24IE TRy JET 48 —TNTT,
avY R E—F A *—7 )L EXEC
avy FEE Jiyy—=x ETEARE
12.2(25)FX Zoawy KRBMEnE L,
EAEDFEEIE  undebug platform ip dhep =~ > NZ. no debug platform ip dhep =~ > K &R U T,
BEEaTUFR avwyv kR EL:
show ip dhcp snooping DHCP AX—VE VIV HELZFRRLET,
show ip dhcp snooping binding DHCP AX—VY' > 7 A T 4 VI EREFRLET,
show debugging AX—T NI TNDT NNy 7 X4 FIZEAT L IEHRE

FoRLET, MUERIZOVTILL Cisco 10S Release 12.2
Configuration Guides and Command References > Cisco IOS
Configuration Fundamentals Configuration Guide, Release
12.2 > System Management > Troubleshooting and Fault

Management % 3R L T< 72 &0y,
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debug platform ip igmp snooping M

debug platform ip igmp snooping

7T 87 4 — LMELFRY Internet Group Management Protocol (IGMP) AX—E > 7 DT /Ny 7% A
F—T7 W T % IZ1X, debug platform ip igmp snooping 1 *—7 /L EXEC 2~ > R&HALET, 7
Ny TaT 4= MITHITE, ZDa~vy Rone BXAHBEHLET,

debug platform ip igmp snooping {all | di | error | event | group | mgmt | pak | retry | rpc | warn}
debug platform ip igmp snooping pak {ip-address | error | ipopt | leave| query | report | rx | svi | tx}
debug platform ip igmp snooping rpc [cfg | misc | vlan]

no debug platform ip igmp snooping {all | di | error | event | group | mgmt | pak | retry | rpc | warn}

BX DA all IGMP ARX—E > TRy T A yb—VhdT_TCHERLET,
di IGMP A X —Y' > 7565 A 5 v 7 A (di) 7% Remote Procedure Call
(RPC) T RXw T AvE—ThFRLET,
error IGMP AX—E VvV 27— AvbE—VERRLET,
event IGMP AX—E T A Ry s TRy T Aytw—V%FRRALET,
group IGMP AX—VE U F TA—F TRy 7 Xot—UFRLET,
mgmt IGMP A X —VE VTR T Ny 7 Ay —V % RKRLET,
pak {ip-address | error| IGMP AX—V 7 X7y h ARV N TRy T Ao —UhFRLE
ipopt | leave | query | T F—U—FOBWRIIRD LEBY TT,

report | rx | svi | tx . .
port | rx | svi| tx} * ip-address — IGMP 7V —7 D 1P 7 KL A

e error — IGMP AX—Y > F Xy h 25— TRy Aykw—
ERALET,

e ipopt — IGMP AX—VE U F P T U w7 FFvay Ty
AvE—VERRLET,

e leave —IGMP A X — VBV JiRT Ny 7 X v —V B KR LET,

e query — IGMP AX—E 7 /2 — TNy Xyt —UhkFRR

LET,

e report — IGMP AX—¥Y > 7 LiR—h TNv T 2 vt—T%ER
LET,

* rx —IGMP AX—E U TZAE/r v b TRy T Ay —T &R
L\i—a—‘o

e svi— IGMP A X— £ 7 Switched Virtual Interface (SVI) /37 v b
FNRy T Ayb—VFRRLUET,
o tx—IGMP AX—VE U TEENRT Y b TR T Avb—TUhRR
LET,
retry IGMP AX—VE VU THFEITT Ny 7 A vt —V%FRmLET,
rpc [cfg | misc | vlan] IGMP AX—tE> 7 RPC A XV K TRy T Avb—VhFRLET,
XF—U— ROFERIIKDOLEY TT,

o cofg— (fEE) IGMP AX—VE' > 7 RPC Ty 7 A vt —T%FR
=5
e misc — (TE) IGMP AX— Y > 7 DF DD RPC T3 7 A v
t—UERRLET,
e vlan — () IGMP AX—t> 7 VLAN ({8 LAN) 7% — k
RPCT R 7 Avb—UrFERLET,
warn IGMP A X —VE' L JEEE X v —U 5 FERLET,
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M  debug platform ip igmp snooping

N
GE)  rpeBmm ¥—U—Rif, I RIA DT XY U AEERRENTHETH, PAR— b
ENTHEHRA,
TIAILE TRy TET 4 =TT,

AT KR E—F 4 %—7" )L EXEC

av Yy FEE )y—= EEAE
12.2(25)FX Zoawry RRBENSNE L,

FERALEDFEEIE  undebug platform ip igmp snooping =~ > KX, no debug platform ip igmp snooping =~ > K & A U

v(\“é—o
BEEaITUF avvk BL]
debug ip igmp snooping 7Ty N7 —LMIAIGMP A X —E S T 7T 4 BT 412
LM ERTLET,
show debugging A X =TS TWDT Ny 7 2 A FIZHT HIERER R LE

9, WSO OV T, Cisco IOS Release 12.2 Configuration Guides
and Command References > Cisco IOS Configuration Fundamentals
Configuration Guide, Release 12.2 > System Management >

Troubleshooting and Fault Management % SR L T< 7281,
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debug platformled W

debug platform led

Light-Emitting Diode (LED) #H{EDT /N 7% A X —TWIZF 5HIZI%, debug platform led 1 X —7
JVEXEC 2=y REHLES, 7y 77 4 =7/ 2I121E, Zoa~<y RO no BX%
EHLET,

debug platform led {generic | signal}

no debug platform led {generic | signal}

BXX DA generic LED O —#EHED T RN 7 XA v —V % FR LET,
signal LEDEREY b~y 7 TRy T Ayt —V%ERRLET,
~
GE) stackX—U— R, a~vr FIA4 0D~ T AR U IZEERSENLTOWETR, HR—FEh
TWEHA,
TIxIE TRy BT 4 =TT,

avY K E—F A % —7 )L EXEC

av Yy FERE ))y—= EEAE
12.2(25)FX Zoawry RPRBENSNE L,

FHALEOFEEIE  undebug platform led =~ KiX. no debug platform led =~ > K & [F U T,

BEEavYK avwyvFk £ A
show debugging ARX—=T Wl TWDLT Ny 7 XA FIZET D REFE TR LET, X

TEHIZ DU T, Cisco I0S Release 12.2 Configuration Guides and Command
References > Cisco 10S Configuration Fundamentals Configuration Guide,
Release 12.2 > System Management > Troubleshooting and Fault Management

ZENLTIZEN,
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M  debug platform matm

debug platform matm

TS5y N7 —AMEER MAC (AT 47 77 EBZREIE) 7 RLREHOF Ny T A4 R —TNIT
9 5I121%. debug platform matm - *—7 /L EXEC 2~ FZHEHALET, TNy 7 %25 4k —7
MZFT BT, ZDavwr RO no BREFHEHLET,

debug platform matm {aging | all | ec-aging | errors | learning | rpc | secure-address | warnings}

no debug platform matm {aging | all | ec-aging | errors | learning | rpc | secure-address | warnings}

BXX O aging MACT RLA =V U7 TNy T A= rRRLET,
all 7T 74 —LMACT RLAFBA R N TRy T A yb—U% 3T
FRLET,
ec-aging EtherChannel 7 KL A =— VU VET Ny 7 XA vb—U%FRRLET,
errors MACT RLABHZT — A vt —TEFRRLET,
learning MACT RLAEHT RLA F—=0 T TRy T Avv—V%2FRLET,
rpe MAC 7 K L A& # Remote Procedure Call (RPC) BHH#iT Ny 7 X vt —T%
FRLET,
secure-address MACT RLABBEX 2T 7T RLRA S—=0 T TRy T A ve—U%FRpR
LET,
warning MAC 7 KL AEHELE X v —C 2 FRRLET,
TIHIE TRy TET A E—=T A TT,
OV R E—F A F%—7 )V EXEC
avy FEE Jyr)—=x EERNR
12.2(25)FX Zoawy RRBMENnE Lk,
FALDXEEIE  undebug platform matm =~ > KX, no debug platform matm =~ > RN & [F U T,
BEEa<TF avwyk 7B

debug matm

TS5y N7 4 — AN MAC 7 R L RSB T A AR R LET,

show debugging

AR=T N2> TN TNy 7 A A TIHT DR EFR T LET, X
TEHIZ DUV TIL, Cisco I0S Release 12.2 Configuration Guides and Command
References > Cisco IOS Configuration Fundamentals Configuration Guide,
Release 12.2 > System Management > Troubleshooting and Fault Management

AR T2V,

Il Catalyst2960 R/ vF aTV K JI7L VX
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debug platform messaging application H

debug platform messaging application

THVr—ary Avke—V T TITAETADT Ry T A —TNMIZT HIZIE, debug
platform messaging application { *—>7 /)L EXEC a~> RZHHLET, T 3v 7 %57 1 &—T7 L
T 2IE, Zoavy RO ne BRAEEH L ET,

debug platform messaging application {all | badpak | cleanup | events | memerr | messages | usererr}

no debug platform messaging application {all | badpak | cleanup | events | memerr | messages |

usererr}
BX DA all TITVr—2a Ay —V T TRy T Ayvbt—VETXTERRLET,
badpak RENRXTFY N TRy T Ay—VEFRLET,
cleanup IV—=2T T TRy T Ave—V%RRLET,
events AR TNRY T Ay —VEFRLET,
memerr AEY 2T = TNy T A=V ERRLET,
messages TV r—ar Ayt —V0 T TRy T Aok —VEFRRFLET,
usererr A—P 25— FNRy S Ay —IURERLUET,
S,
GE)  stackchg ¥—U—Fi&, a~vU FI7AO~LT XA MY U ZIEFERENTWET R, BAR— |
SHTWERA,
T2+ E TN TET 4 =T N TT,
= A F—7 L EXEC
av Y FEE )1)—x EERNE
12.2(25)FX Zoawy KRBMEnE L,
EALDFEEIR undebug platform messaging application =~ > %, no debug platform messaging application =~
Y RERLTY,
BEa<T UK avvFk BTLL]
show debugging AR—=T Mo TN T RNy 7 XA FICETHEREFRLET, B

TEHIZ DUV TIL, Cisco I0S Release 12.2 Configuration Guides and Command
References > Cisco I0S Configuration Fundamentals Configuration Guide,
Release 12.2 > System Management > Troubleshooting and Fault Management

ZIERL T ZE0,

| 78-16882-02-J
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W debug platform phy

debug platform phy

PHY R A NEROT Ry T % A 32—7 WIZF 521X, debug platform phy - % — 7 /L EXEC =~
VREFERALET, TN I ET 48— NMCT BT, Z0oavr RO n BEREERALET,

debug platform phy {automdix | cablediag | dual-purpose | flcd {configure | ipc | iter | trace} |
flowcontrol | forced | init-seq | link-status | read | sfp | show-controller | speed | write | xenpak}

no debug platform phy {automdix | cablediag | dual-purpose | flcd {configure | ipc | iter | trace} |
flowcontrol | forced | init-seq | link-status | read | sfp | show-controller | speed | write | xenpak}

X DM automdix

PHY H &) Medium-Dependent Interface Crossover (auto-MDIX) 7 /3 7
AvE—VERRLET,

cablediag

PHY 7 —7 W27 Ny 7 Aoy —U%F R LET,

dual-purpose

PHY A X b TRy T Ao —T2ERLET,

fled {configure | ipc |
iter | trace}

PHYFLCD TR 7 A vt —Vh2FRLET, F—V— FOEKRIIKRD
By TT,
e configure — PHY R ET v 7 A v -V FRLET,

* ipc — Interprocess Communication (IPC; 7' & & AM@IE) T /3v 7
AyE—VERRLET,

e jter—iter TNV A vk —UEFRRLET,
o trace — BT Ny 7 A v —UEFRLET,

flowcontrol

PHY 7 o —#l#IT Ny 7 A v —VaE R LET,

forced

PHY #HE— R TNy 7 A vt —VE2RRLET,

init-seq

PHY #I#by — 7 v A TNy 7 A —V%FRLET,

link-status

PHY V20 AT —H AT Ry T Ayvb—VhFERLET,

read

PHY ftHABT Ny 7 Ayt —VaFRLET,

sfp

PHY Small Form-Factor Pluggable (SFP) £ a2 —/L T w7 XA vt —
HRRFLET,

show-controller

PHY show-controller 7/3v 7 A v —V R R LET,

speed PHY BELTT NNy 7 A vt —T TR LET,

write PHY EXIALT Ny T A v —UrFERLET,

xenpak PHY XENPAK TR 7 A v —T a2 FRLET,
TI+IE TNy TNET 48— N TT,

avy kK E—F 4 % —7 )L EXEC
avy FEE Jj1)y—= ETEARE

12.2(25)FX

Zoawy RBMEnE L,

EAEDFEEIE  undebug platform phy =~ > /X, no debug platform phy =~ > K& [F U T,
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debug platformpm W

PEaTR avwo kR H:
show debugging AFR—=T Mo TNWDBT Ny 7 A FIZHTHEREZFRLUET, X

TEHIZ DUV T, Cisco I0S Release 12.2 Configuration Guides and Command
References > Cisco 10S Configuration Fundamentals Configuration Guide,
Release 12.2 > System Management > Troubleshooting and Fault Management

ZERNLTIZEN,

debug platform pm

FI Yy NI F—AMEFRR—F %=V VT 2T TV 2= DTNy T X—T T
%121, debug platform pm A % — 7 /L EXEC 2~ REHHLET, TR0 7 %25 4 —7
THIIE, Zoavwr RO ne BREHFHL T,

debug platform pm {all | counters | errdisable | etherchnl | exceptions | hpm-events | idb-events |
if-numbers | ios-events | link-status | platform | pm-events | pm-span | pm-vectors [detail] | rpc
[general | oper-info | state | vectors | vp-events] | soutput-vectors | sync | vlans}

no debug platform pm {all | counters | errdisable | etherchnl | exceptions | hpm-events | idb-events |
if-numbers | ios-events | link-status | platform | pm-events | pm-span | pm-vectors [detail] | rpc
[general | oper-info | state | vectors | vp-events] | soutput-vectors | sync | vlans}

WX O all R b vF =% TR Ayt —VaTXTHRRLET,

counters Remote Procedure Call (RPC) T /37 Aokt —VDh v X EERL
7

errdisable errdisable B A X N TR T Ao —VERRLUET,

etherchnl EtherChannel BifiA X b TRy 7 X v —V % FRLET,

exceptions VAT LBINT Ry T A=V EFRRLET,

hpm-events T3 R T =B R X=X ARV TN T Ayte—T%
FrRLET,

idb-events Interface Descriptor Block (IDB; A > ¥ —7 = A ALk 7w v 7)) B
WANRY N TNy T Aye—VrERRLET,

if-numbers A E =T 2 A ABGEBRAR N TRy T Ay —VEFRLE
7T

ios-events CiscolOS A X h TRy T AvbE—V%RRLET,

link-status AVHE—=T ARV UTRHAR S TR T Ay—T%FRL
£7,

platform R—=F X =T ¥ REA XV N TR T Avbe—VERRLET,

pm-events AR=bh =T ¥ AR TR T Ay E—VERRLET,

pm-span AR— F =% —« Switched Port Analyzer (SPAN; A1 v F K 7R— K 7
FTIAH) BEA R N TRy T Ay —UERRLET,

pm-vectors [detail] A=k =Rx—=Tx X7 MEHEA XU N TRy T Xy UrER

LET, F=U—FOEKRIIKRD LB TT,
o detail — X7 FUBSREOREM A FR L E T,

Catalyst 2960 R4 vy F AV F UI7L YR
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M debug platform pm

rpc [general | oper-info| RPCRHHEA XV ks TRy Ao —V2F R LET, F—UV—FDE
state | vectors | vp-events] LRIk D LB Y TH,
e general — (L&) RPC —fi¥fy1 <> hE2ERLET,

e oper-info — ({LE) EER L OME#RBE RPC A v E— V% RAR
L/ ij—o

o state — (LR FEB L OEERE RPC A v E—V %R R LET,
e vectors — (L&) X7 FUBHERPC A vb—V%RRLET,
e vp-events — ({LE) BAEAR— FEHH# A X2 RN RP A vE—V %K

~LET,
soutput-vectors IDB BT MV AR N TRy T Ayve—VaFRRLET,
sync EERYIBS L O VLAN (KB LAN) 42 AT —h A X2 N Ty
T Aov—VhFRLET,
vlans VLAN BB L OHIBRA R b TRy 7 A v =V R R LET,

(GX)  stack-manager ¥—U— RNiX, a~v U IO~ LT A MY IR AFINVTOETR, W
A—hENTWERA,

TIAIE TRy ST 4 =T NTT,

AT K E—F 4 %—7" )L EXEC

av Yy FEE Jiy—=R FEAE
12.2(25)FX Zoawry FRBENSNE L,

FERALDEEEIE  undebug platform pm =~ F/&, no debug platform pm =~ > K & [ L TY,

EEaI<UF avvk St BA
show debugging AFR—=T Mo TNWDT Ny 7 H A4 FICEHTHIERER RS LE T, M

TH#IZ-DUV T, Cisco 10S Release 12.2 Configuration Guides and Command
References > Cisco 10S Configuration Fundamentals Configuration Guide,
Release 12.2 > System Management > Troubleshooting and Fault Management

AL T ZE0,

Catalyst 2960 R/ vy F ARV F JI7L VR
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debug platform port-asic W

debug platform port-asic

R— b Application-Specific Integrated Circuit (ASIC; £ EHIRFIT IC) RTA NDOT Ny T hA Fx—
T WZ T BHIZiX, debug platform port-asic 1 *—7 /L EXEC 2~ REHHALET, T 3v 7%
F 4= T A, Zoavr RonoBREEHALET,

debug platform port-asic {interrupt | periodic | read | write}

no debug platform port-asic {interrupt | periodic | read | write}

BXX oA interrupt A— N ASIC TR EIERET N 7 A v —V 2 FKRLET,
periodic AR— N ASIC EHIHIBIEIPF O LT RNy 7 A v =V ERLET,
read R— b ASIC HtAIART Ny T A obv—ThFRLET,
write R—=FMASICEBZXIAAT RNy T Avb—UhFRLET,
~
GE) stack ¥— U — RFi%, a~r KIA4 0D~V T ZA MY U IR FREINTOHETE, PR—FER
TWEHA,
FTIAILE TRy TET 4 =T N TT,

avx>Y KR E—F 4 % —7 )L EXEC

av Yy FERE ))y—= EEAE
12.2(25)FX Zoawry RPRENMSNE L,

HALEOFEEIE  undebug platform port-asic =~ > KX, no debug platform port-asic =~ K& R LTI,

BEaI<T VR avwUk E7L)
show debugging AFR—=T NI o TNDBT Ny 7 XA TICETAEREFORLE T, M

TEHIZ DU T, Cisco I0S Release 12.2 Configuration Guides and Command
References > Cisco 10S Configuration Fundamentals Configuration Guide,
Release 12.2 > System Management > Troubleshooting and Fault Management

ZERNLTZE,
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| 78-16882-02-J



& B Catalyst 2960 R4 v F T/3y 5 a< vk |

M debug platform port-security

debug platform port-security

TT Yy R T7 = MMEFRR - X2 VT A FROT ANy T A2 A R =T M HITIE. debug
platform port-security £ *— 7 /L EXEC 2~ R&EFERALET, Ty 75T 4 B—TMITHIC
X, Zoa~vr Ko no B AEHEHLET,

debug platform port-security {add | aging | all | delete | errors | rpc | warnings}

no debug platform port-security {add | aging | all | delete | errors | rpc | warnings}

WX D add TXaT T RVRBMT ANy 7 Ayt —VERRLET,
aging EXaT T RVRA D=V T TRy T Ayb—VaRRLET,
all R—=bF X274 TR T A=V T _XCFERLET,
delete X a7 T RLVABIRT Ay Ay —U5F R UET,
errors R—b X2 VT4 2T7—= TNy T Ayb—VEFRRLET,
rpe Remote Procedure Call (RPC) TNy 7 A vt —U%FRLET,
warnings BETN T Ayt —U%RRLET,
FTIxIE TRy TET 4 =TT,
avYkFE—F A F—7 /L EXEC
av Yy FEE Jiy—=R EEAS
12.2(25)FX Zoavy RRBMENE Lk,
FERALDOEEEIE  undebug platform port-security =~ > F{Z. no debug platform port-security =~ > R & [7] U T,
BAEa<TUF avvFk BIL]
show debugging AF—=T Mo TNDT Ry 7 XA FICHETLEREFRRLET, X

TEIZ DUV TIL, Cisco 10S Release 12.2 Configuration Guides and Command
References > Cisco 10S Configuration Fundamentals Configuration Guide,
Release 12.2 > System Management > Troubleshooting and Fault Management

AL T ZE0,
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debug platform qos-acl-tcam W

debug platform qos-acl-tcam

Quality of Service (QoS; #— E A 5h/E) 35 L TN Access Control List (ACL; 7 7 & X Hl[f#l U A ) Ternary
CAM (TCAM) ~ X —V % Y7 hU =T DTNy T %A 3x—T/IZT 5HIZ1E, debug platform
qos-acl-tcam { % —7 /L EXEC a~<> REHALET, TNv 7 &7 =7 MIT2ZE, 20
avw s RO no EXEHEHLET,

debug platform qos-acl-tcam {all | ctcam | errors | labels | mask | rpc | tcam}

no debug platform qos-acl-tcam {all | ctcam | errors | labels | mask | rpc | tcam}

BX DA

FTIAILE

avvkFE—F

all QoS and ACL TCAM (QATM) ~ 3 —V % T v J A vt —V % XCTHER
LET,

ctcam Cisco TCAM (CTCAM) BH# A R2 |k TR T A vt —VEFRLET,

errors QATM =T —Bi# A X N TRy T Ay—TUhFRLET,

labels QATM T ~ULBHHIA X b TNy 7 Ay —UEERLET,

mask QATM VA7 B#A XU F TRy T Ayt —VERRFALET,

rpe QATM Remote Procedure Call (RPC) B A Xk TR0 J X v —U %K
RLET,

tcam QATM TCAM A Xk TNy J A vt —TERRLET,

TN T T =TT,

4 %—7" )L EXEC

av Y FEE Jy—=x EERNE

12.2(25)FX Zoavy FRBMEnE L,
FERAEDFEEIE  undebug platform qos-acl-tcam =~ > K{X, no debug platform qos-acl-team =~ > K &[] U T,
EEaTUF avwok i

show debugging AFR—=T NI o TNDBT Ny 7 XA TICETAEREFORLE T, M

TEIZ DU T, Cisco I0S Release 12.2 Configuration Guides and Command
References > Cisco 10S Configuration Fundamentals Configuration Guide,
Release 12.2 > System Management > Troubleshooting and Fault Management

ZERNLTIZE,

| 78-16882-02-J
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debug platform resource-manager

UY—=ARE—=Vx% VT NTxT DTy T A 32—T T HITIE,
debug platform resource-manager -f *— 7 /L EXEC 2~ REZHEHALET, T v 725 4 &—7
ZTHIZE, 2oz~ RO no FEXAHHL T,

debug platform resource-manager {all | dm | erd | errors | madmed | sd | stats | vid}

no debug platform resource-manager {all | dm | erd | errors | madmed | sd | stats | vld}

BX DA all VY)—=ARRX—=V X TRy T Avb—U%FT_XTERLET,
dm W~y T TR T Avb—VEFRRLET,
erd Lfia A N V— b RIR T —T N TRy T A= ERFRLET,
errors TT— TNy T Ave—TERRLET,
madmed MAC (AT« 7 727 AHI#) 7 FVATLRFT—7 /b, BRO- /L FHLE
PR T TN TRy T A=V ERRLET,
sd AT —va YRR T TN TRy T A=V ERRLET,
stats WEHERT Ny 7 A v b—VEFRLET,
vid VLAN ({AH LAN) U R Rk -7y 7 A v —VaRRLET,
T2AILE TNy JIET 4 =T N TT,
AT R E—F A F—7 L EXEC
av Yy FEE Jyyy— EEAS
12.2(25)FX Zoavy RRBMENE Lk,
EAEDFEZEIE  undebug platform resource-manager =~ > KX, no debug platform resource-manager =~ > | & [7]
CT9,
BAEaTU K avv kR B1L)]
show debugging AR—=T NI TN T RNy 7 A FICETHEREFRLET, B

IOV T, Cisco IOS Release 12.2 Configuration Guides and Command
References > Cisco 10S Configuration Fundamentals Configuration Guide,

Release 12.2 > System Management > Troubleshooting and Fault Management
ZIERL T ZE0,
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debug platform snmp W

debug platform snmp

7T N7 A —MMEGFRISNMP (5 %y NU—27 BT a hal) VI T OT Ny ThkA
X—T7WZT HIZIE, debug platform snmp - *—7 /L EXEC =2~ R&fHLET, 73y 7%
F =T NITBRIZIE, Zoa<wry FOne B AEHLET,

debug platform snmp

no debug platform snmp

X DFREA ZOavy R, S ERIEF—Y— FiEd 0 H A,
TZAI b TNy JIET 4 =T N TT,
AT R E—F A F—7 L EXEC
av Y FEE Jy—=x EEAS
12.2(25)FX Zoawry RRBMESNE L,
FAHLEDEEEIE  undebug platform snmp =~ > KiZ, no debug platform snmp =~ > K &R U C7,
EaTVEF avyvk BTLL]
show debugging AR—=T NI TN T RNy 7 A FCETHEREFRLET, B

TEHIZ DUV TIL, Cisco I0S Release 12.2 Configuration Guides and Command
References > Cisco I0S Configuration Fundamentals Configuration Guide,
Release 12.2 > System Management > Troubleshooting and Fault Management

AL T ZE0,
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debug platform span

7T v b7 4 — LMK Switched Port Analyzer (SPAN; A4 v F R R—h 7FI74%) V7 o=
T DT Ry T A 2 —T W T HIZIE, debug platform span 1 *— 7 /L EXEC 2~ F&fH L
T TR T ET 4 =TT HITE, Z0avy RO ne EREHEH LET,

debug platform span

no debug platform span

BEX DA Zoawry Rk, BIEERIIRF—U—RIZb 0 THA,
T4 FRy 13T 4 E—T T,
avy kK E—F A % —7 )L EXEC

av Y FEE y—= EERNE
12.2(25)FX Zoawry RRBMESNE L,

EAEDIEEIE  undebug platform span =~ > F|¥, no debug platform span =~ > R L [F] U C7,

BEEaTUR avwyk 7B
show debugging AR—=T NI TN T RNy 7 A FCETHEREFRLET, B

IOV TIX, Cisco IOS Release 12.2 Configuration Guides and Command
References > Cisco I0S Configuration Fundamentals Configuration Guide,

Release 12.2 > System Management > Troubleshooting and Fault Management

AL T ZE0,

Catalyst 2960 R/ vy F ARV F JI7L VR
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debug platform supervisor-asic W

debug platform supervisor-asic

A —733A1 B Application-Specific Integrated Circuit (ASIC; ##7E & IC) DT Ny Z &k A Rx—7
JZF 5IZ1E, debug platform supervisor-asic 1 *—7 /L EXEC 2~ FE2ERALET, 73y
T 47T I, Zoavr RO ne BREHAL £,

debug platform supervisor-asic {all | errors | receive | send}

no debug platform supervisor-asic {all | errors | receive | send}

BX DA all A=A P ASICA R b TRy T Ay —VEFITRFELET,
errors A—SSAFASIC T — TRy 7 A=V EFRLET,
receive A=A P ASICZET Ny 7 Ayt —VaRRLET,
send A=A ASICEET Ny 7 Ay —VhFRLET,
FI4ILE FNRy 13T =TT,

avY K E—F A 3% —7 )L EXEC

avy FEE J1y—=x EERR
12.2(25)FX Zoavy FRBMENE L,

ERLDIEEIE undebug platform supervisor-asic =~ > &, no debug platform supervisor-asic =~ > R & [F LT

_j—o
EEa<UF avvFk EiEA
show debugging AX—=T Mo TNWDET NNy T XA FICETHEREFRRLET, B

TEHIZ DUV TIL, Cisco I0S Release 12.2 Configuration Guides and Command
References > Cisco IOS Configuration Fundamentals Configuration Guide,
Release 12.2 > System Management > Troubleshooting and Fault Management

AR T ZS0,

Catalyst 2960 R4 vy F AV F UI7L YR
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debug platform sw-bridge

VIR x=T TV TRROT Ny T A X —T M T HIZIE, debug platform sw-bridge
F—7NWEXEC 2~ Rl LET, 7Ny 7%&7 4 =7 NI THITiE, D=2 KO no
TERXAHEHLET,

debug platform sw-bridge {broadcast | control | multicast | packet | unicast}

no debug platform sw-bridge {broadcast | control | multicast | packet | unicast}

BT broadcast Tuo—=RXYy AN T—=F TRy T Ayt —VaRRLET,
control Ta bhav oy b TRy T Aye—UERRLET,
multicast TNVNTFFY AN T=E TR T A= RRLUET,
packet PZET— TRy T Ay —V5FRLUET,
unicast A=2FX XY AN T—H TR T Avb—TEFERLET,
T2+ E TNy TIET 4 =T N TT,
avY KR E—F A F—7 /L EXEC
avy FERE Jy—=x EEAS
12.2(25)FX Zoavy RRBMENE Lk,
FERALDEEEIE  undebug platform sw-bridge =~ > F{Z. no debug platform sw-bridge =~ > F & [# L T,
[CEEESAN avv Kk B1L)]
show debugging AF—=T Mo TNWDT NNy 7 XA 71T HERER R LT, X

TEIIZ DUV TIL, Cisco 10S Release 12.2 Configuration Guides and Command
References > Cisco 10S Configuration Fundamentals Configuration Guide,
Release 12.2 > System Management > Troubleshooting and Fault Management

AL T ZE0,

Catalyst 2960 R/ vy F ARV F JI7L VR
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debug platform tcam

Ternary CAM (TCAM) 727 2 AB IOV Y 7T v T DT Ry T A 3 —T7/WZT 5114, debug
platform team  *—7 /L EXEC a2~ FEZHERLET, 70727 12— M T 5I1E, Z
Da<vwy RO no BREMHL ET,

debug platform tcam W

debug platform tcam {log | read | search | write}

debug platform tcam log 12 {acl {input | output} | local | qos}

debug platform tcam log 13 {acl {input | output} | qos}

debug platform tcam read {reg | ssram | tcam}

debug platform tcam search

debug platform tcam write {forw-ram | reg | tcam}

no debug platform tcam {log | read | search | write}

no debug platform tcam log 12 {acl {input | output} | local | qos}

no debug platform tcam log 13 {acl {input | output} | qos}

no debug platform tcam read {reg | ssram | tcam}

no debug platform tcam search

no debug platform tcam write {forw-ram | reg | tcam}

EX DL

log 12 {acl {input | output}

| local | qos}

LAY2 T 40— VR RXR—ZACAM LAY I T T BALT TRy T Ay
t—UEFRLET, F—U—FOBEWRIIKDO LBV T,

acl {input | output} — ANJEZIFHNDACL VY 7 T v 7 TN J
Ayb—UEFRRLET,

local — B—H)IREIL 7T v TRy T Avb—VhFIRL
F7,

qos — DEB L RQoS IV /T v T F Ry T Ayt —VhkFRL
7

13 {acl {input | output} |
qos}

LAY3 TA4— VR RXR—ZACAM LAY I T T BT TRy T Ay
v—UEFRLET, F—U—FOFEWIIKDOEEBY T,

acl {input | output} — AJJEZIFH N ACL VY 7 T v 7 TR 7
Ay —UERRLET,

qos — B LR QoS NV I T v T TRy T Ay —UERRL
‘i‘j‘o

read {reg | ssram | tcam}

TCAM R HIAHLT Ny 7 Ay b—VHFRLET, F—U— ROEK
IR D LB TT,

reg—TCAM L Y R HZEHIABRT Ny 7 A v —VrERRLET,

ssram — Synchronous Static RAM (SSRAM) FtAiAZT /3w 77 A
-V EFRRLET,

team — TCAM i AAABRT Ny 7 A ve—VhFRLET,

search

A=A BEREH TCAM BEERT Ny 7 A vt —V&FRLE

7
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Catalyst2960 R4/ vy F AV F UI7L YR R



fi§% B Catalyst2960 X1 v F T/3w¥ av< v K |

M debug platform tcam

write TCAM EZABF Ny 7 Xyt —V%FRLET, ¥—U— FOBEKE
{forw-ram | reg [ tcam} Ik LB Y T,

forw-ram — #55 RAM EXIALT Ny 7 X v b—U R FRLET,
reg — TCAM L Y RAZGHIABT N T Ayt —VhFRRLET,

tcam — TCAM EXIALT NNy J XA v —U2FR R LUET,

G¥) 13 ipv6 {acl {input | output} | local | qos | secondary}. 13 local, 35 J (13 secondary ¥ — U — Ri%, =
Y RTADANT AN CTFFIRENTOVETA, FAR—-FShTHEEA,

FI4LF TRy TIT 4 =T N TT,

avy K E—F A % —7 )L EXEC

av Y FEE ))y—= EERE
12.2(25)FX Zoawry RRBMESNE L,

FERALEDFEEIE  undebug platform tcam =~ > R|X, no debug platform tcam =1~ > K L [6 U CTT,

EEITUKR avwvFk B
show debugging AX—=T Mo TWDET NNy T XA FICEHTHEREFRRLET, B

TEHIZ DV TIL, Cisco I0S Release 12.2 Configuration Guides and Command
References > Cisco IOS Configuration Fundamentals Configuration Guide,
Release 12.2 > System Management > Troubleshooting and Fault Management

AR T ZS0,

Catalyst 2960 R/ vy F ARV F JI7L VR
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debug platform udid W

debug platform udld

7F v b 7 4 — L K1ER UniDirectional Link Detection (UDLD; BE—J5[fj U > 7 ) Y7 b =7
DF Ny T kA =TT 521, debug platform udld - *—7 /L EXEC =~ R&MH L £
T FAY T EF =TT HITE, Z0a~vr RO no BREEHALET,

debug platform udld [all | error | rpc {events | messages}]

no debug platform udld [all | error | rpc {events | messages} ]

HEX DL

FI2+ILF

all ({E&E) UDLD 7Ry 7 A vt —Y % T XTRRLET,

error TR =757 v 7 Avte—V%FRRLET,

rpc {events | messages} (f£#) UDLD Remote Procedure Call (RPC) T/ 3w 7 XA wvt—T%F
RLET, F—U—FROBERIKRDO LB TY,
* events — UDLD RPC 1 X M &K R LET,
e messages — UDLDRPC A v —V %2 FRLET,

FRy NNIT 4 =T NTT,

A %—7 )L EXEC

avy FEE Jy—2R EERE
12.2(25)FX Zoawy RRBMEnE L,
EAEDFEEIE  undebug platform udld =~ > KX, no debug platform udld =~ N L [F LT,
EEa<UF avvFk EiEA
show debugging Cisco 10S Release 12.2 Configuration Guides and Command References >

Cisco I0S Configuration Fundamentals Configuration Guide, Release 12.2 >

System Management > Troubleshooting and Fault Management {Z O\ T D1

WEFRRLET,
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debug platform vlan

VLAN (fABLAN) v —Y % Y7 NU T DT RNy T hAF—7 WIZT 5HIZ1E, debug platform
vlan £ *—7/VEXEC a~v > FEMHLET, TNy 72T 4 —7 0T 2ITE, Z0avw R
Ono FEREFEHLET,

debug platform vlan {errors | mvid | rpc}

no debug platform vlan {errors | mvid | rpc}

B oA errors VLAN =57 — F Ry 7 Aot —VFRLET,
mvid vy BV ENEVLANID BV 4 TRBIVTZV— TRy 7 Aye—U%R
RLUET,
rpe Remote Procedure Call (RPC) T /3w 7 A vtv—U%FRLET,
TIAILE FRY NEF 4 =T NTT,
aIY R E—F A *—7 L EXEC
avy FERE Jy—=x ETEARE
12.2(25)FX Zoawry KRBMEnE L,
EAEDFEEIE  undebug platform vlan =~ > /X, no debug platform vlan =~ > K &L [F U T,
BEEaTUFR avw vk E7LL
show debugging AX—=T NI TNWDET NNy T XA FICEHTHEREFRRLET, X

TEHIZ DUV TIL, Cisco I0S Release 12.2 Configuration Guides and Command
References > Cisco I0S Configuration Fundamentals Configuration Guide,
Release 12.2 > System Management > Troubleshooting and Fault Management

AR T2V,

Catalyst 2960 R/ vy F ARV F JI7L VR
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debug pm

debugpm W

Port Manager (PM; R— k ¥ R—%) T 7T 4 €T 4 DTNy T A X—T7/WIT 51X, debug
pm o Fx—7 )V EXEC a~<> REMALET, PMIE, TR TOREBLIUOYHEAS LV F—T =1 X
ZHIEIT 5 A7 — K v T9, VLAN ({x#2 LAN) X° UniDirectional Link Detection (UDLD; H.—
HEY 7 i) Rl EEie T X TOMAEIZ, PM SEHEL T, A v FICHEZRILLET, 7
Ny T T 42— MITHITEF, Z0a~vr KOon BRXEHALET,

debug pm {all | assert | card | etherchnl | hatable | messages | port | redundancy | registry | sm | span
| split | vlan | vp}

no debug pm {all | assert | card | etherchnl | hatable | messages | port | redundancy | registry | sm |
span | split | vlan | vp}

B oA all PM TRy 7 Ayt —T% ¢ NTHERLET,
assert TH—h TNy T Ave—VERRLET,
card TAY = FREEBEAR N TRy T Av—UrFRRLET,
etherchnl EtherChannel BifiA X2 h TRy 7 A v —U %R RLET,
hatable RANTIRAT TN ARV N TRy T Aovtw—U%FRLET,
messages PM TNy T Avb—TaFERLET,
port A= MEEA R N TRy T A=V RRLET,
redundancy TWET Ny T Ave—VEFRRLET,
registry PM L YA MU LT Ny 7 Ayte—U %R R LET,
sm AT —h 2V VHEHBARCN TRy T A=V EFRLET,
span AR=Z TV ) —FIA RN TRy T A=V ERRLET,
split A7y hTatyth TNy T A=V ERRLET,
vlan VLAN B# A X h TRy 7 A —ThFRLET,
vp AR — RBEE A X R TNy T Ay =V ERRTLET,

N
GE)  sepBEUpvlan F—U—RiFa~r FIA4 O~V T A MY U AIZERENTOHETN, PR—

FERTOHEEA,

T4 TNy TET 4 B—=TNVTT,

OV EFE—F A % —7 )V EXEC

av Y FERE J1)y—=x EEAS
12.2(25)FX Zoavy RRBMENE Lk,

FERALDEEEE  undebugpm =~ Fi&, nodebugpm =~ F&[FELTY,

Catalyst 2960 R4 vy F AV F UI7L YR
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BEa<T KR avwok ETL)
show debugging AFR—=T NI o TNDBT Ny 7 XA T TAEREFRLE T, M

TEHIZ DU T, Cisco I0S Release 12.2 Configuration Guides and Command
References > Cisco 10S Configuration Fundamentals Configuration Guide,
Release 12.2 > System Management > Troubleshooting and Fault Management

ZERNLTIZEN,

debug port-security

R—h X2 VT4 T VAT LDEVETEBLIORT = DTNy T A XR—=TMTT DI
i%. debug port-security { *—7 /L EXEC 2~ N&EHHLET, T X0 72T 4 =T NMITD
ik, Zoa~y Rone BREHH L £,

debug port-security

no debug port-security

XD Zoavy R SIBERIZF—Y—FEd v £HA,

T4 TRy TET 4 =T N TT,

aAvY K E—F 4 %—7 )L EXEC

av Yy FEE Jiy—=R FEAE
12.2(25)FX Zoawry FRENSNE L,

ERALEDIESEE  undebug port-security =~ > K{Z, no debug port-security =~ > K & [F U T7,

BEaTUR avw vk HL
show debugging AFR—=T Mo TWDBT RNy 7 Z A4 FIZHETAEREFRUET, X

TEIZ DOV TIL, Cisco 10S Release 12.2 Configuration Guides and Command
References > Cisco 10S Configuration Fundamentals Configuration Guide,
Release 12.2 > System Management > Troubleshooting and Fault Management
ZIERL T EEN,

show port-security o L X —7 x A AE I ITAL v FICERSNIH—F €Fa VT 4 BE
ERRILET,

Catalyst 2960 R/ vy F ARV F JI7L VR
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debug qos-manager M

debug qos-manager

Quality of Service (QoS; #—EAME) ~F—Vx VT hU =T DTNy J kA F—TMIT BT
i%. debug qos-manager { *—7 /L EXEC a~> R&HLET, T30 7 %7 4 B—T7NIT D
i, Zoa~y RO ne BREHEH L ET.

debug qos-manager {all | event | verbose}

no debug qos-manager {all | event | verbose}

B oA all QS VX —Tx¥ TN T AvE—VhTXRCERLET,
event QoS ¥ X —T XY HEA RV T AT Avb—UhkFRLET,
verbose QoS VX=X HMT NN T A v—TEFERLET,
TI4IE TNy TNET 4 =T N TT,
aAvY kK E—F A F—7 /L EXEC
av Y FEE Jyy—=x EEAS
12.2(25)FX Zoavy RRBMENE L,
ERALEDIESEE  undebug qos-manager =~ K{X, no debug qos-manager =~ > K L [{] U T,
AEaTUF avv kR B1L)]
show debugging AR—=T Mo TN T RNy 7 A FCETHEREFRLET, X

TEHIZ DUV TIL, Cisco I0S Release 12.2 Configuration Guides and Command
References > Cisco I0S Configuration Fundamentals Configuration Guide,
Release 12.2 > System Management > Troubleshooting and Fault Management

ZIERNL T ZE0,
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debug spanning-tree

AR=Z TNV —=DT I T AT 4 DTNy T kAR —T NI T HIZIE, debug spanning-tree
F—T7NWVEXEC A~y Rl LET, 7Ny 727 4 =7 /W7 2IE, 2032 KD no
TERXAHEHLET,

debug spanning-tree {all | backbonefast | bpdu | bpdu-opt | config | etherchannel | events | exceptions
| general | mstp | pvst+ | root | snmp | switch | synchronization | uplinkfast}

no debug spanning-tree {all | backbonefast | bpdu | bpdu-opt | config | etherchannel | events |
exceptions | general | mstp | pvst+ | root | snmp | switch | synchronization | uplinkfast}

BX D H all ANRZ TI Y —=DT RNy J A y—V T XRTHERLET,

backbonefast BackboneFast £ X h TNy 7 Ao E—VEFRRLET,

bpdu A= 27" J — Bridge Protocol Data Unit (BPDU; 7'V v 7'm h 2L 57—
Zaz=y ) TR T Aye—VERRLET,

bpdu-opt b &7 BPDU T Ny 7 A vt —V kR LET,

config ANR=Z IV —REBBT Ny T Ay —VhERRLET,

etherchannel EtherChannel #'7R— k T /3w 7 XA o —U%FRRLET,

events ANR= Y Y — hRa P — AR TRy T A=V FERLET,

exceptions AR T ) —INT Ry 7 Ay —VEBRRFRLET,

general W ANR=Z T =TI T 4T 4 TRy T Ayt —U2RRLE
o

mstp Multiple Spanning-Tree Protocol (MSTP) A X h&T Ny 7 LET,

pvst+ Per-VLAN Spanning-Tree Plus (PVST+) A X2k Ty J X vt—U %k FIR
LET,

root ANRZ TI Y == AR TRy T Ayb—VaRRLET,

snmp AR=y 7 ) — SNMP (fli5 %y hU—2 T 1 b al) LTy s

AvE—VERRLET,

synchronization ZNR= TV ) —EH AR N TR T Ay —RFR R LUET,

switch AAwF VA av s R TRy T Ayw—UEFRLET, ZOVLEF, —
M%) 72 Spanning-Tree Protocol (STP; A /3= 7Y J— Fm haji) a— K&,
KA TF T N7 r—LAFGa—RNEOMOA o F—T A RERD Y
TR x2T Y 2a—)LTT,

uplinkfast UplinkFast £ X b 78y 7 Ay —VaFRLET,
~
G¥) esuffesrt ¥ — T — NiE, 2w RO~V A MY U AZIEEREINTHWETR, R — F X
NTWEREA,
TIAIE TRy TNET 4 B—T N TT,
avY kK E—F A % —7 )L EXEC
avy FEE Jjy—= TEAR

12.2(25)FX Zoavy RRBMEnE Lk,

Catalyst 2960 R/ vy F ARV F JI7L VR
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debug spanning-tree backbonefast W

FEALEDOFEEEIE  undebug spanning-tree =~ > KX, no debug spanning-tree =~ > K L[ U TY,
EEa<UFR avvFk SteA
show debugging AFR—=T NI o TNDT Ny 7 XA TICETHEREFRLE T, M

I DUV T, Cisco I0S Release 12.2 Configuration Guides and Command
References > Cisco 10S Configuration Fundamentals Configuration Guide,

Release 12.2 > System Management > Troubleshooting and Fault Management

ZENLTZEN,

show spanning-tree

AR= T ) — 27— MEREETRLET,

debug spanning-tree backbonefast

A= 7" Y — BackboneFast £ X2 DT /N 7% A RX—T)WIZT BT, debug spanning-tree
backbonefast ¥ *—7 /L EXEC 2~ REFALES, Ty 7527 4 =7 /MITHITE, 20
ax RO no BAZMH L ET,

debug spanning-tree backbonefast [detail | exceptions]

no debug spanning-tree backbonefast [detail | exceptions]

B DA

TI2FIE

avURE—F

detail

({E&.) BackboneFast 7/3Nv 7 X vt —U O MAEERLET,

exceptions

({EE) A/X=r 7" U — BackboneFast flZt DT N 7 A o —U%FKRL
jz‘a—o

TNy ZET 4 =T NVTT,

4 % —7 )L EXEC

av Y REE Jy—=x EFEAE
12.2(25)FX Zoavy RRBMEnE Lk,

EARLDIEEIE  undebug spanning-tree backbonefast =~ > %, no debug spanning-tree backbonefast =~ >~ K & [F]
l—‘; -C\\—g’—‘o

EEaI<TUF avvk S BA
show debugging AF—=T Mo TNDT Ry 7 XA FICHETLEREFRRLET, X

TEIIZ DUV TIL, Cisco 10S Release 12.2 Configuration Guides and Command
References > Cisco 10S Configuration Fundamentals Configuration Guide,

Release 12.2 > System Management > Troubleshooting and Fault Management
AL T ZE0,

show spanning-tree

AR= V) — 27— MEREFR R LET,
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M debug spanning-tree bpdu

debug spanning-tree bpdu

EZAE N7 A= 7 U — Bridge Protocol Data Unit(BPDU; 7' U v ¥ 7/ m ha)L F—F 2=y
) OF Ry T A F—T NI T BHIZIE, debug spanning-tree bpdu - *—7 /L EXEC =2~ K%
HRALET, TNy 7 %27 48— NMIT2I2E,. Z0avwy RO no BREFHALET,

debug spanning-tree bpdu [receive | transmit]

no debug spanning-tree bpdu [receive | transmit]

XX MEREA receive (£E) ZIE&N7- BPDU 53y A vt —I2o0nT, bS]
ArERRALET,
transmit (EE) HEEN BPDU T3y 7 A v—IZ oW, fafl SISz
FFRRLET,
T4 TNy JWET 4 B—T N TY,
avY kK E—F A % —7 )L EXEC

av Y FEE J1)y—=x EEAS
12.2(25)FX Zoavy RRBMENE Lk,

ERALEDIESE  undebug spanning-tree bpdu =~ > K%, no debug spanning-tree bpdu =~ > R & [F LT,

AEaTUF avy kR B1L)]
show debugging AR—=T NI TN T RNy 7 A ST HEREFRLET, B

T HIZ-DOUVTIX, Cisco IOS Release 12.2 Configuration Guides and Command
References > Cisco 10S Configuration Fundamentals Configuration Guide,

Release 12.2 > System Management > Troubleshooting and Fault Management
AR T ZE0Y,
show spanning-tree /3= 7 ) — 25— MEHEFR LET,

Catalyst 2960 R/ vy F ARV F JI7L VR
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debug spanning-tree bpdu-opt W

debug spanning-tree bpdu-opt

Tl X7z A 8= 7" U — Bridge Protocol Data Unit(BPDU; 7' U v ¥ 7' m ha/)L F—F 2=y
) JBEDT R 7 A 32 —T M T 5L, debug spanning-tree bpdu-opt -f % — /L EXEC 21~
YREEHLET, 7Ny 72T 4t =TT DI, Z0avr FOne B EMH L ET,

debug spanning-tree bpdu-opt [detail | packet]

no debug spanning-tree bpdu-opt [detail | packet]

BXX oA detail (EE) ik &7z BPDU LT Ny 7 X v =D EMEFRR LET,
packet EE) 7y P LUV DdGb Sz BPDU BT Ny 7 X o —V %3

R~LET,

T4 TNy TWET 4 B—T NV TT,

avU R E—F

A % —7 )V EXEC

av Y REE Jy—=x ETENE

12.2(25)FX Zoawr RRBENSNE L,
EHLEMDFESEIE  undebug spanning-tree bpdu-opt =~ > K|, no debug spanning-tree bpdu-opt =~ > N & A U TY,
EEaTUF avvk St BA

show debugging AF—=T Mo TNDT Ry 7 XA FICHETLEREFRRLET, X

TEIIZ DUV TIL, Cisco 10S Release 12.2 Configuration Guides and Command
References > Cisco 10S Configuration Fundamentals Configuration Guide,

Release 12.2 > System Management > Troubleshooting and Fault Management
AL T ZE0,

show spanning-tree AR T ) — 27— MEREFR TS LET,
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debug spanning-tree mstp

Multiple Spanning-Tree Protocol (MSTP) Y 7 R =7 DT Ny J kA X —T M T 5121, debug
spanning-tree mstp { *— 7 /L EXEC 2~ REZMHLET, 7y 7 &7 4 B—7 T HITIE,
Zoavwr Fono BREHEMLET,

debug spanning-tree mstp {all | boundary | bpdu-rx | bpdu-tx | errors | flush | init | migration | pm |
proposals | region | roles | sanity_check | sync | tc | timers}

no debug spanning-tree mstp {all | boundary | bpdu-rx | bpdu-tx | errors | flush | init | migration | pm
| proposals | region | roles | sanity_check | sync | tc | timers}

BXmEiA all

FRy S Ay —VhFT_NTA I —T T LET,

boundary

WRICRTHER ETOTF T EEZT Ny 7 LET,

Multiple Spanning-Tree (MST) U —<" = > & | Rapid Spanning-Tree Protocol
(RSTP) BT HH DR A= 7Y U — U=V g v L OBER

MST U — 3> & 802.1D BT A2 H—DAN=2 7YY — U —TUg
v DR

MST U —Y gl REDERAMOMST Y — 3 v L DER

bpdu-rx

5218 L 7= MST bridge protocol data units (BPDU; 7' U v ¥ 7’m b 2L 5—# =
=v ) BTN T LET,

bpdu-tx

EEEN-MSTBPDU #5713y 7/ LE,

errors

MSTP =5 —%F v 7 LET,

flush

K=K 7T a2 AH=ALEFT AT LET,

init

MSTP 7 — # & Dbz 7y 7 LET,

migration

Fa FNaABTAT— 2 E T A S LET,

pm

MSTP R— | % =% A XU bEF Ny 7 LET,

proposals

BEALvTFLeNL—h AL vFRONY R z2A T AvE—U%F Ny F
Lij‘o

region

Switch Processor (SP; AA v 7'm¥ v ¥) & Route Processor (RP; /L— k 7
oty¥) Mo —Ya vEET ARy 7 LET,

roles

MSTP O —/L &7 /3y 7 LET,

sanity check

Z{5 L7~ BPDU O EFWMHHERA v -V 2T Ny 7 LET,

sync A—FEHIA X 2T Ny T LET,
te FRe P—EEEMA R FETF Ry S LET,
timers BAtA. 151k, BI ORI A X RO MSTP # A4 ~—%TF Ny 7 LET,

avY K E—F A 3% —7 )L EXEC

avy FERE Jy1)—=x

EERE

12.2(25)FX

Zoa<wr RRBMENnE L,

FALEOXEEIE  undebug spanning-tree mstp =~ > KL, no debug spanning-tree mstp =~ > K & [6] U T,
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debug spanning-tree switch W

PEaTR avwo kR Hl:
show debugging AFR—=T Mo TNDBT Ny 7 A AT HIEREZFRLUET, X

TEHIZ DU T, Cisco I0S Release 12.2 Configuration Guides and Command
References > Cisco 10S Configuration Fundamentals Configuration Guide,
Release 12.2 > System Management > Troubleshooting and Fault Management
ZIERL TSIZE W,

show spanning-tree AR T ) — 27— MEREFR TS LET,

debug spanning-tree switch

Spanning-Tree Protocol (STP; A/X=> 7> U — Fra han) Y7 =7 EVa— LR —F <
F—=TX VTR =T FVa—MHOY T N =T A H =T 2 A ADT Ny T kA F—T VT
9 %1Zi%. debug spanning-tree switch f *— 7 /L EXEC 2~ R&EHALET, T 3v 7 %5 4
=TT BT, Zoavy RO ne BRXAHEH L E T,

debug spanning-tree switch {all | errors | flush | general | helper | pm | rx {decode | errors | interrupt
| process} | state | tx [decode] | uplinkfast}

no debug spanning-tree switch {all | errors | flush | general | helper | pm | rx {decode | errors |
interrupt | process} | state | tx [decode] | uplinkfast}

BX DA all ANRZU TN = AL v F DT Ry T Aye—V%T_XTRRLET,

errors ANR= TV Y=V T RN 2T TV a—)bER—bF~vR3x—Vx VY7 U7
EFVa2a—HOA L F =T 2 A AET DTN Ay =V ERRLET,

flush VA TTyva@fEICET AT ANy S A=V ERRLET,

general R IR A R N TRy T A=V EFRLET,

helper ARZ TN = N N—= BT TRy T Xye—VrRRLET, ~L
IR— AT IIRBEANR= 7Y ) — L L9,

pm R—hF ==V AR TN T A=V EFRLET,

rx %2{g L 7= Bridge Protocol Data Unit (BPDU; 7'V v ¥ Fm ha)l 5F—& 2=y
M EOT Ny 7 Ave—VhFRRLET, F—T— FOERIIKRD LY
T,

* decode — 7 2 — FIN7eZfE Ty MERRLET,
o errors —XETT— TRy T XAy —VERRLET,
 interrupt — Interrupt Service Request (ISR) T /3w 7 A vt —TU%F/RL

jz‘g—o
e process — 7B EAZIEBPDUT Ny A vt —T%FR A LET,
state AR=Z TN —=R—= N AT = NEET Ry T Avb—U%FRLET,
tx [decode] EESNT-BPDU MELT Ny 7 Ry =V FRLET, ¥—U— FOEK

IFRD ERBY TY,
e decode — (FE) Ta—RFRENEXETry b2ERLET,

uplinkfast UplinkFast /37 v NEET Ny 7 A v —VERRLET,
TIxIE TRy TET 4 =TT,
= A F—7 /L EXEC
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M debug spanning-tree uplinkfast

avy FERE J1)y—=x ETEAE
12.2(25)FX Zoavy RRBMENnE Lk,

FERALDEEEIE  undebug spanning-tree switch =~ > F|%, no debug spanning-tree switch =~ > R & [d] U T,

AEaTUF avy kR B1L)]
show debugging AR—=T Mo TN T RNy 7 A FICETHEREFRLET, B

TEIIZ DUV TIL, Cisco 10S Release 12.2 Configuration Guides and Command
References > Cisco 10S Configuration Fundamentals Configuration Guide,
Release 12.2 > System Management > Troubleshooting and Fault Management
ZIERL TIEEN,

show spanning-tree 2 /S=> 7 ) — 25— MEHEFR LET,

debug spanning-tree uplinkfast

A= 7" Y — UplinkFast X2 FDT /Ny 7% A X —T T 5HIZIL, debug spanning-tree
uplinkfast f R—7 /L EXEC a2~ REZEHLET, TNy 727 4 8—7 T 212F, Zo=
~Y FDno IBREEHLET,

debug spanning-tree uplinkfast [exceptions]

no debug spanning-tree uplinkfast [exceptions]

B\ D exceptions (E&) A= 27 U —UplinkFast I DT Ny 7 A v =TV 2 FR LET,

avY K E—F A X —7 )L EXEC

av Y FEE ))y—= EEAE
12.2(25)FX Zoawry RRBEMESNE L,

HALEOFEEIE  undebug spanning-tree uplinkfast =~ > K|X. no debug spanning-tree uplinkfast =~ > K L[ U T

ﬁqo
BEEaI<T UK avwvk E7L)
show debugging AFR—=T NI o TNDT Ny 7 A4 I THEREFRLE T, M

TEHIZ DU T, Cisco I0S Release 12.2 Configuration Guides and Command
References > Cisco 10S Configuration Fundamentals Configuration Guide,
Release 12.2 > System Management > Troubleshooting and Fault Management
ZBERL T IZE 0,

show spanning-tree AR T ) — 27— MEREFR TS LET,

Catalyst 2960 R/ vy F ARV F JI7L VR
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debug sw-vlan

VLAN (AB LAN) ¥~ 2= % DT 77 4 ET 4 DT Ny T A 32— MIZT HIZIL, debug sw-vlan
AF—TNVEXEC a~ > REHEALET, TNV T %7 4 B—TMIT DI, 2O~ KD no

Bz fmAL £,

debug sw-vian W

debug sw-vlan {badpmcookies | cfg-vlan {bootup | cli} | events | ifs | management | mapping |
notification | packets | redundancy | registries | vtp}

no debug sw-vlan {badpmcookies | cfg-vlan {bootup | cli} | events | ifs | management | mapping |
notification | packets | redundancy | registries | vtp}

B DS

TI2FIE

avU R E—F

badpmcookies

RER—F =%—V¥% 7 v X% —D VLAN v~ 32—V % £ T v T
BT 25 07 Ao —U%FRLET,

cfg-vlan {bootup | cli}

config-vlan 7Ny 7 XA v —U AR RLET, ¥—U— FOEKITZK
DEBYTT,
e bootup — AA v TFEEHLIZEZDA v E—VERRLET,

e ci—CLI (a~> RIA4 2 A H—T=AA) A config-vlan & —
RTHIHEEDA v —VEHERLET,

events VLAN v X =% f XU RDT Ny T Ave—ThFRRLET,

ifs debug sw-vlan ifs =7~ > REZRL T ZE0,

management W VLAN @ VLAN v R — Y ¥ HHOT Ny 7 Ay =T & KR L
E3u e

mapping VLAN v v B> T DT RNy 7 AybE—VERRALET,

notification debug sw-vlan notification =~ FZ ML T X0,

packets Ry MBI OO T 7 m B ADT RNy 7 A v — U ERR
LET,

redundancy VTP VLAN JTEMEDT Ny 7 A v —T%FRLET,

registries VLAN v X =% LY A RNIDT RNy T A yb—TERRLET,

vtp debug sw-vlan vtp 2~ REZZH L T &0,

TRy TET 4 =T N TT,

4 % —7 )L EXEC

avy FEE

ERLDIEER

Jyy—2x

EERE

12.2(25)FX

Zoawy RBEMENE LT,

undebug sw-vlan =~ > N, no debug sw-vlan =< N L [6 U TT,
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M debug sw-vian

PEaTR avwo kR Hl:
show debugging AFR—=T Mo TNDBT Ny 7 A FIZHTHIEREZFRLUET, X

TEHIZ DU T, Cisco I0S Release 12.2 Configuration Guides and Command
References > Cisco 10S Configuration Fundamentals Configuration Guide,
Release 12.2 > System Management > Troubleshooting and Fault Management

ZERNLTZEN,

show vlan B R AL VTR EINTRTO VLAN F 72134 E D VLAN (VLAN 4
FXID ZEELEEA) ONRTA—FEFXRLET,

show vtp VIPEHR ALV, AT —F R, BLXOD T U FIZHT D —REHRE FR
LET,

Catalyst 2960 R/ vy F ARV F JI7L VR
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debug sw-vlanifs W

debug sw-vlan ifs

VLAN ({48 LAN) ~>3—3 ¥ IOS File System (IFS) =7 — TR hDT /Ny 7 & A X—T )|
5121%. debug sw-vlan ifs £ *— 7 /L EXEC 2~ REZHEHALET, Ty 7 %F 4 E—T /1
H2iE, Zoa<wr Fone FEREHHALET,

ot
o

debug sw-vlan ifs {open {read | write} | read {1|2 |3 |4} | write}

no debug sw-vlan ifs {open {read | write} | read {1|2|3 |4} | write}

XD

FTI24ILF

open {read | write} VLAN ¥~ % — % IFS 77 AV FT—FVEEDT Ry 7 A vb—I%F%
RLET, F—U—FROEWIIZDOLEBY TT,
e read — VLAN ¥ 3% — U ¥ IFS 7 7 A Vit BABRBMED T /N 77 A
t—UEFRRLET,

e write— VLAN ¥ % — % IFS 7 7 A LEXALENMEDOT RNy 7 A v
t—UEERRLET,

read {1]2|3[4} BESNEZZT— URN (1, 2, 3, £HI134) ITBHTD7 7 A LFiRA
BEMEDT Ry 7/ A v —V2FRLET,
write T ANEZABENEOT RNy 7 A ve—VERRLET,

FRy NNIT 4 =T N TT,

A %—7 )L EXEC

av Yy FEE Jyy—= EERE
12.2(25)FX Zoavy FRBMEnE Lk,
FALEDOXEEIE  undebug sw-vlan ifs =~ > F|Z, no debug sw-vlan ifs =~ > K & [6 U T,
77 A NVDFPIABILBN TR 2N D &~y ¥ —RGEY — FB X7 7 A L RN—T 3 U3F
TR SNTZT 7 AN~y X —RREBRAENET, W2 23RS DH L, FAAL U BLO VLAN
THHMORKIMAI BN EINTZ T 7 A NVERIERFAIAENET, W3 ZEINT 5 &, Type Length
Version (TLV) Flif T &N FEAAENE T, LB 4 2B IRTH & TLV T — X BatAAENET,
EZEaTUF =1 N SR
show debugging AR—=T NI TN T RNy 7 A FICETHEREFRLET, B

TEHIZ DUV TIL, Cisco I0S Release 12.2 Configuration Guides and Command
References > Cisco I0S Configuration Fundamentals Configuration Guide,
Release 12.2 > System Management > Troubleshooting and Fault Management
AL T ZE0,

show vlan EELR A A NTERE SNTZ TR TOD VLAN & 72134 E D VLAN (VLAN 44
FFID ZHRELESEE) ONTA—FEFRLET,
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M debug sw-vlan notification

debug sw-vlan notification

ISL (AA »FVU>7) VLAN (RAELAN) ID D7 7T 4 7TALB LT 77 4 THLDOT R 7
A F—TWIZT 5L, debug sw-vlan notification f *—7 /L EXEC 22~ R&HALET, 7
Ny T hTF 42— TAITE, Z0a<wr RO n B2 FEHALET,

debug sw-vlan notification {accfwdchange | allowedvlancfgchange | fwdchange | linkchange |
modechange | pruningcfgchange | statechange}

no debug sw-vlan notification {accfwdchange | allowedvlancfgchange | fwdchange | linkchange |
modechange | pruningcfgchange | statechange}

B oA accfwdchange ERIT I BA AL A —T o f A AR TV Y —EREFIZET S
VLAN ¥ X — U XY BHDT Ny 7 A -V kR RFLET,
allowedvlancfgchange PRI VLAN OFRELEFIZET 5 VLAN 2 — Y ¥ iBHDT Ny 7 A v
E—UERTLET,
fwdchange AR 7 ) —HEIEAEFEIZE T D VLAN v 2 — Y Y BEIDT R v 7
AybE—UERRLET,
linkchange AVE—=T AR 7 AT — NERICET 2 VLAN v X — ¥ v B85
DTNy T Ao —TVEFRLET,
modechange A B =Tz A A F— REFIZTHVLAN Y R — Y X BEIOT Ny
T Aoe—ThFRLET,
pruningcfgchange TN—=V T OFRELEEICETS VLAN ~ X — V¥ BHOT Ny 7
AytE—UERRLET,
statechange AV B =T AR AT — MERIZBET 2 VLAN v X —U ¥ @HDOT
Ny Ayb—%FRLET,
T4 TRy TET 4 =T N TT,

avvkFE—F

4 %—7 )L EXEC

av Y FEE Jy—=x EEAE
12.2(25)FX Zoavy RRBMENE L,
FALEOFEEIE  undebug sw-vlan notification =~ > K|X. no debug sw-vlan notification =~ > N LR U TY,
EEaTUF avvk St BA
show debugging A X—=T IR TWDT Ny 7 B A T T DIEWEFR R LET, M
TEHIZ DU T, Cisco I0S Release 12.2 Configuration Guides and Command
References > Cisco 10S Configuration Fundamentals Configuration Guide,
Release 12.2 > System Management > Troubleshooting and Fault Management
AR T 2E0,
show vlan EHL R A A TRE SN2 T T D VLAN 72 1355E D VLAN (VLAN 4

F/2XID ZIEELEES) ONXNTA—=FEFRLET,
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debug sw-vilanvtp W

debug sw-vlan vtp

VLAN Trunking Protocol (VIP; VLAN k7> &% 7 7’a haj) a— RKOT Ry T A4 F—TNZ
9 5121%. debugsw-vlan vtp f +— 7 /L EXEC < REHFHLET, TR0 725 4 —7 0T
FTHIZE, Zoavr Ron BXEFERLET,

debug sw-vlan vtp {events | packets | pruning [packets | xmit] | redundancy | xmit}

no debug sw-vlan vtp {events | packets | pruning | redundancy | xmit}

BX DA events WHORBE 70 —DF RNy 7 Avt—Y BLOVIP 2— FHNO
VTP_LOG RUNTIME ~ 7 12 X » CTAR S =78/l 72 VTP A v & —
CERRSLET,
packets IOSVTP 77 v N7 4 — MMEFFRED S VIP 2 — RIZIES N/ TXTO
EBIZEVIP Xy b (Fh—=27 "y bEERLS) ORNEDOT Ny J
AybE—UERRLET,
pruning [packets | xmit] VTP =2— KOS )L—=1 27 B A ML o TERINDT ANy J
Aove—URFRIILET, F—U—FOEWIIKDO LD TT,
 packets — (L) IOS VTP 7' 7 v k7 4 — AMRIFEN D VIP 22—
RICEESNTNTOEE VIP F—=2 7 7y FONED
FRy T Ay —VFFRLUET,
o xmit— (f£E) VIP 22— R I0S VIP 77 v N 7 % — LMEAFEIC
EETDZEICERLETRTORE VIP X7y NONEDOT
N Av—VrFRRLET,
redundancy VIP LEMEDOT Ry 7 A v —VaERLET,
Xmit VTP =— R I0S VTP 77 v k7 4 — MESFIBIZEET 5 & 9 I2ER
L7 _NTORE VIP X7y b (F—=27 "y bR O
BOT R T Ay —V%FRLET,
TIAILE FRy TNEF 4 =T NTT,
avY Rk E—F A *—7 )L EXEC
avy FEE )1)—= EERE
12.2(25)FX Zoavy FRBMEnE L,
FALEOFEEIE  undebug sw-vlan vtp 2~ > KiL, no debugsw-vlanvtp =2~ KE[FE L TY,

pruning ¥ —U— FOH L IZ/8T A —F ERE LRWHEIIVIP T —=2 T TRy 7 X yk—
UNFRENET, TNHDA v E—IF, VIP S —=2F a— FNOD
VTP_PRUNING LOG NOTICE, VTP _PRUNING LOG INFO, VTP PRUNING LOG DEBUG,
VTP_PRUNING LOG ALERT, ¥ X O VTP_PRUNING LOG WARNING ~ 7 2l k> CAER S E
o
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M debug udid

BiEa<w R avwvlk

SteA

show debugging

ARX—=T IR o> TWDLT Ny 7 2 A FIZET D RER R LET, X
TEEIZ DUV T, Cisco I0S Release 12.2 Configuration Guides and Command
References > Cisco 10S Configuration Fundamentals Configuration Guide,
Release 12.2 > System Management > Troubleshooting and Fault Management

ZENLTIZEN,

show vtp

VIPEE RAA L, AT —H A, BXOA U ZIZHET 5 - RIEHREFR
L/ji‘g—o

debug udid

UniDirectional Link Detection (UDLD; H.—J51a VU v 7 i) BEEDT v a4 2 —T T 5]

(R

I%. debug udld 1 *—7 /L EXEC =2~ F&fiH L ET, UDLD 7 v V%7 4 E—7/MZT 5
X, Zoavr Fon BXE#HLET,

debug udld {events | packets | registries}

no debug udld {events | packets | registries}

B niA events UDLD 7 ut A A X bR3FAELIEEXIC, 204X MZET DT Ny 7
Ayb—UhEFRLET,
packets UDLD a2 7y b F2—nb %y F25%EF 1L, UDLD 71 koL
I— ROERIZGEHE L TENLEERETDH LI, Zo7avRZElT 5T
Ny T Aoe—U%FRLET,
registries UDLD m2t 223 UDLD 72t RMEGFEE S 2 — L BLORFOMD T 4 —F %
EV 2L DLTARNY a— L EAET B L XIZ, 2o rERICET
DTN T Aob—VEFERLET,
FTIAILE TRy TIT =TT,

avvkFE—F

4 % —7 )L EXEC

av Yy FEE Jyy—= EERE
12.2(25)FX Zoavy FRBMEnE L,
FALEDOFEEEIE  undebugudld =~ FiZ, nodebugudld =~ > R E[E LTI,

debugudld events * A Jj 35 &, ROT RNy 7 Ayt —URERINET,
e M7 UDLD 7’1 /' LGBl 7 1m—

© AT—bFRIVUDAT— AR

e errdisable 27— FREBLIOHEO TR T A T 7 va v

o IHEX v v ¥ 2 DB L OHIER

e VT 4FXFal—var avlr RONLH

e VY IUT wTBIWNY UYL RBILER
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debugudid H

debug udld packets * A1 35 & WITRTT Ny 7 Ay —URNERINET,

o EBEAT Y NEERO—EHZR Ty MU 75 5 7r—

o ZELIEANTy FaTy MEa— RTHRD L&D, &30y FONEOHRIEHR (Type

Length Version [TLV] 72 &)

o Ny FEEORITHNERL LU DR

debug udld registries * AJJ 75 & WICARTHT IV DT RNy T Ay E—URRRFINET,

o YT T uv T OER

« TrANKE— | RAF—FADEHE

e RN—h~=FX—=V¥% VYT U =TNHDAT— NEFEBAIIE R

* MAC (AT 7 7TZ7A#I#H) 7 RLVA LYRA LY a—)b

EEaI<TUR avvFk BIL]
show debugging AFR—T NI o TNWDT Ny 7 H A4 FICEHTHIERER RS LE T, ML

THHIZ-DU T, Cisco I0S Release 12.2 Configuration Guides and Command
References > Cisco 10S Configuration Fundamentals Configuration Guide,
Release 12.2 > System Management > Troubleshooting and Fault Management
ZIERL TS IEEN,

show udld FTRTOR—= FELFHRESNTZAR— D UDLD F#HAT —F AL LV
IERT —F AR LET,

Catalyst 2960 R4 vy F AV F UI7L YR
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M debug vgpc

debug vqpc

VLAN Query Protocol (VQP) 7 7 A7 v DTy 7% A F—7 /W %HIZIL, debug vgpe A —
TNVEXEC 2wy FEHEMLES, 7y 2727 4 =7 2I12E, Zoa<2 oo B

M LET,

debug vqpc [all | cli | events | learn | packet]

no debug vqpc [all | cli | events | learn | packet]

B oA all EE) VQPIZ FA TV N TR T A=V FT_CERLET,
cli (fEZ) VQP 7 547> h CLI (B~> RIA Yy A2 H—T 2 A R) TRy
T A=V EFRLET,
events (EE) VQP 27 9A TV ARV N TRy T Ayt —VhkFRRLET,
learn (EBEIVQP 7 7A T b T RVAR FG—= T TRy T Ayb—U%FRL
i‘a—o
packet TE) VQPZ AT U M "7y MEBRT NNy 7 Ave—VERRFLET,
FI94LF TRy IT 4 =T N TT,
avY Rk E—F A % —7 )L EXEC
avy FEE J1y—=x EERR
12.2(25)FX Zoavy FRBMEnE L,
FARLEDIEEE  undebug vgpe =~ > KiE, nodebugvqpe =~ K& R LTI,
BEa<TUR avwv kR E7LL
show debugging AX—=T Mo TNWDET NNy T XA FICETHEREFRRLET, B

TEHIZ DUV T, Cisco I0S Release 12.2 Configuration Guides and Command
References > Cisco IOS Configuration Fundamentals Configuration Guide,
Release 12.2 > System Management > Troubleshooting and Fault Management

AR TS 2SN,
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