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]
CISCO.

Customized login page

This internet web site is provided as a public service. It is intended for use by the public for viewing and retrieving information only. Unless | {Jsemname:
otherwise indicated, all information on this site is considered public information and may be copied or distributed

Visitors should know that use of this site is collected for analytical and statistical purposes, such as assessing what information is of most and

least interest, determining technical design ifications, and identifying system or problem areas. For site security purposes

and to ensure that this service remains available to all users, this system employs software programs to monitor network traffic to identify
unauthorized attempts to upload or change mfolmahcn or otherwise cause damage. data logs will only be used to identify individual users

and their usage habits for authorized law enf igations or national security purposes. These logs are scheduled for regular

destruction in accordance with Company Guidelines.

Neither the Government nor any agency thereof, nor any of their employees, nor any of their contractors, subcontractors, nor their
employees, makes any warraaty, express of implied, or assumes any legal hability or responsibility for the accuracy, completeness, or

ih of any . product, or process disclosed, or represents that its use would not infringe privately owned rights.
The appearance o hypesfinks does not constitite endorsement by the Govermment of the websitc o the inforatian; prodicts; er services
contained therein. Reference herein to any specific commercial product, process, or service by trade name, trademark, manufacturer, or
otherwise, does not necessarily constitute or imply its endorsement, recommendation, or favoring by the Government or any agency,
contractor, or subcontractor thereof. The views and opinions of authors expressed herein do not necessarily state or reflect those of the
Government or any agency, contractor or subcontractor thereof.
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¥z, Fast Ethernet A" — b 5/1 T Web XR—RBiFE2 A 21— 7 M T 20 %2R LET,

Switch(config)# ip admission name webauthl proxy http
Switch (config)# interface fastethernet 5/1

Switch (config-if)# ip admission webauthl

Switch (config-if) # exit

Switch (config)# ip device tracking

Yka:\ lﬂﬁ%ﬁ@muj—éﬁ %ﬁ Li‘j_o

Switch# show ip admission configuration
Authentication Proxy Banner not configured
Authentication global cache time is 60 minutes
Authentication global absolute time is 0 minutes
Authentication global init state time is 2 minutes
Authentication Proxy Watch-list is disabled

Authentication Proxy Rule Configuration
Auth-proxy name webauthl

http list not specified inactivity-time 60 minutes

Authentication Proxy Auditing is disabled
Max Login attempts per user is 5

AAA ZFREDHE

avvk B
ATv7F 1 aaanew-model AAA BEEEZ A R —T VT LET,
RAFvT 2 aaa authentication login default oA VEEORIEFEDOY A MNEERLET,
group {tacacs+ | radius}
A7v7 3  aaaauthorization auth-proxy Web ~— X DOFEFETHEM SN DFBIESIED U A M EERR L £,
default group {tacacs+ | radius}
AT97F 4  tacacs-server host {hostname | AAA V—REETELET, RADIUS — N zonTix, [A A v F
ip_address) B LU RADIUS —Ho@EOHRE] (P.11-11) 2L T
W),
AT97 5  tacacs-server key {key-data} ZA v F & TACACS H— O THH SN 5FFEB L O 5% —%
RELET,
ATwZ 6  copy running-config startup-config |({13%) 2> 7 4 Fal—v 3L 77 A VICRELRGELET,

WROFITIE, AAA A R—T VT D HEERLET,

Switch(config)# aaa new-model
Switch(config)# aaa authentication login default group tacacs+
Switch (config)# aaa authorization auth-proxy default group tacacs+

A4 v FE LY RADIUS —/\[EIDEEDEHTE
RADIUS % = U T 4 H—"DOikBIEHRITKD LB T,
e KA
o RARMIPT FL R
o KA MNEBIORED UDP A— hE5
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IP 7 FLAB L OFED UDP A— FE 5

IP7 FLZ2& UDP R— FEBDOMAELEIZE > T, —BDO ID BMEEREN, —DE—IP 7 FL

Fz® %D UDP "— ~Z RADIUS ZRAZXR(ETE D L1272 ¥4, AU RADIUS #—3 |k

DORLD2ODOKRAF = FVICEICY—E R (& 28GR #RELELE. 2 BDICHRESINE
RAR TR, BEUICRESNTEZARA N 2 NI DT 2—d == Ry 77 v 7L LTEMEL
F9, RADIUS AR b = b UL, BE LLIEFICHE > TERIRSNE T,

RADIUS #— 3 T 2 —F ZRET D FINEIL, kDO LY TT,

avyv Rk B

AF7w7F 1 ipradius source-interface RADIUS "7 > bR, fimmanicA v H—T7 oA ADIP T KLV A%
interface_name FOoZLxHELET,

ATwvF 2 radius-server host {hostname | JF£— K RADIUS — R KA FDFEA LT IP 7 KL 24545

ip-address} test username username |E L £,

test username username %, RADIUS ¥ — O HBEIT A M & A
F—=TNWNT AT arTT, 8EINT username (FH 22—
P4 THLIVNETHY A,

key F 7 =3 iE, AA v F & RADIUS H— O TCHEH I L5
FEEE SR —AFEELET,

#HH > RADIUS — &I 2I12iF. 2hFhod—"TZna
< FEANLTLLIEEN,

AFTwF 3 radius-server key string RADIUS ¥ — R ETHEIfET S A A v F & RADIUS 5 —F > O T
HAENAFEAB LUK EF—2HE LTI,
27w 7 4 radius-server vsa send RADIUS — 306D ACL DX U v — RaA X —7 W LET,
authentication Z OFREIL, Cisco I0S Release 12.2(50)SG TH AR — b SN TWE T,
25w 7S 5 radius-server dead-criteria tries RADIUS H—RIZEEINTZA v =T ~DIRENR WG, =
num-tries DY —=N"PIET 7T 4 T ThdHERRTETORGEEREZHRELE

T, FEETE D num-tries DAL 1 ~ 100 TI,

RADIUS = NT A —=Z ZRET HHEIE, ROFMITERE LTI ES VY,

key string 13 Liza~<r R4 VICHELET,

key string \21%, A A v & RADIUS #— " ETEI{ET 5 RADIUS 5 —F > & OB THEAT 558
AFBLUOHEX—2BELET, F—i%. RADIUS b — A" THEMAT M SF—c &K T 57 %%
AR 7 TRINERYD EEA,

key string ZA5iET WA, F—OWH, BEORRICAR—ZEHALET, F—I A2 %
R 25AE. BURERE—0 85 1&7%9%@% BT % — %li&w1<téw
% —[X RADIUS 57— CHEHT ARG S F—IZ L TWALERD D 7,

FRTO RADIUS P—NCONT, HA LT b, BEERK BLOKEX—Ez 7 n— L
\CERET A 121X, radius-server host 7 m— 3L av 7 4 Falb—v gy avr KRR LET,
_iL'BODﬂ‘7 a rEY—NHEATRET HIZIE., radius-server timeout, radius-server
retransmit, 3 X0 radius-server key 20—/ 3L 27 4 Xal—v gy awr FEEHALE
I, FEIZ DWW TIiX, %@ URL T [Cisco 10S Security Configuration Guide] ¥ X O [Cisco 10S
Security Command Referencell % ZH L T2 &0,
http://www.cisco.com/en/US/docs/ios/12_2/security/command/reference/fsecur_r.html
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S

(GE) RADIUS H—/TlE, AA v F IPT RV A =LA v F THHEIND key string, LD
Downloadable ACL (DACL; # V> u— RA[fE72 ACL) 7 EOREEITHILERH D £9, FEMIc
Wi, RADIUS y—_"D~=aT7 L &SR LT Z &0,

WOHITIE, AA »F TRADIUS = RITA—ZERETDHHEEZRLET,

Switch (config)# ip radius source-interface V1an80

Switch (config)# radius-server host 172.120.39.46 test username userl
Switch (config)# radius-server key radl23
( ) #

Switch (config radius-server dead-criteria tries 2

HTTP 4 —/\DBE

Web R—2RFEEFHE AT 511, AA v F THTTP —RZ2 A X—TNCTHXERHY £, 2D
P — NF HTTP £7213 HTTPS DWW NN OV T A 2 —7 M TE £,

avy kR B
ATv7 1 ip http server HTTP ¥— %A F—7 WM LE 7, Web ~_— ARGFHEEEIL. HTTP
P—NEFHLTHANEBEFEL, 2—VRFEEITWVET,
AFw7F 2 ip http secure-server HTTPS # A % — 7z LET,

HAL DRAET 0 H 2 Web R— V& RET D0, Am A DY XA L7 a URL #48ELE T,

~

(G¥)  ip http secure-secure =~ FZ AN L& X, X a2 THREDHEIITONLDL X 5ICT 51T
2—YN HTITP BREZHEFELEHEETH, 07 A v R_R=F4 3 HTTPS (% =7 HTTP) Bz
HEHICLET,

o [FREE7BHXT Web X—=TDH AKX~ A X
o B A ikt X417 a URL OFRE]

RETOEXL Web R—DSDHRETA X
Web X—ZADFRIEHF, AA v F DT 7 4/ » HTML ~X—Y Tid72 <, b Y ® HTML ~X— V32—
%L%Téﬂéij Web HALHIE% Efgi‘j—

HAS LEFET B X Web X—TVOFHEZIRET A1, £, WAXLHIML 77 A VE AL v TF DT
Fyva AFVIZRFEL, KIZZe— YL ar 7 4 FXalb—ra s E— RTCIOXATEFITLET,

=1 B
ATwZ 1 ip admission proxy http login page |21 v FDRAEY 77 AV VAT AT, TIHL OO T AL ~2—
file device:login-filename CoRbiIcHEREND I A X L HIML 7 7 A VOFTE#MZFE L

F9, device: 1377 v a2 A€V T,

AT7w7 2 ipadmission proxy http success page |57 4L hDOu s A L EHR— T OMRDVICHEASNA D AX LD
file device:success-filename HTML 7 7 A VOFIEMERT L £9,
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avwyFk B

A7v7 3  ipadmission proxy http failure page |57 4L b /(L RKS—CORDVICEHSNDE A X LD
file device:fail-filename HTML 7 7 A VOFEMZ IR E L 7

AT7v7F 4  ip admission proxy http login expired FI7FNroa A RTINS —oRb 0 ICERESND T RS
page file device:expired-filename LD HTML 7 7 A VOFTEMZFRRE L E7,

NAZ~A XSHICFEIET 1 % 3 Web N— VAR ET HERICTIT, ROEFFHIHE-> TIZE W,

o T AZ L Web _X—IUHEREAR A X — T T HITIE, W AFX L HTML 7 7 A V% 4 A4 _RCTHE
F9, BELETZ 7 A VOEN 4 BREOHE, WELT 7 4/ 8 HTML ~X— U3 A éni%

e INHAEDOHTML 77 ANME, AAYTFDT T2 AFYNIEELRITIIR 8 A,
£ HTML 7 7 A VD RKY A XL 8§ KB T,

o HAZLN—2 DA RA—VIT T, 77 EBAAREIX HTTP — AN EICFEELRTIER Y £
YA, A1 Z =7~ ACL X, BEEHAL—LNTRELET,

o HAHLKXR=TUMEONEY 7 13T T, BHL—LNTOA ¥ —+%7 N ACL OREEMLEL LET,

o H#7e DNS ¥ — 27 78 AT 5HI121F, IMRY > 7 72134 A —VITHBERARIFR T, 8
N—IVIZA v Z—% 7 F ACL 2R ETHLERH Y 7,

o WAK L Web N—UHEENA R — T VISR E SN TWDHHE, RE S L7z auth-proxy-banner 1%
HIhEHA,

o HAK L Web N—UHENA F—TIVICEHESNTWAEE, 0l A ORI+ 2) 4L
7 a v URLIIFEHTEEEA,

o HABL T7ANDIELMET HIIE. Z0a<wr FoOno BN E2FHLET,

HAZN BT A =TT Y v Web 74 —ALTHDHEDH, ZOX—JIHoNTIE, ROBTEESE

HIZE->TL T30,

e TS AY Tx—IaiF, a—HFICLDa—PFLLERRT—RDOANEZZTT. 215 % uname B
L0 pwd & LORTRENH Y £,

o NAZLBTAY X=VF, NX=V XALT UL, BEHLEINEZARY—F, TEEEOHIEZ
Y. Web 74— AT ERZA N FT7TF 4 ZANZHEDMERH Y £,

WOHITIX, DAXLBIET T F T Web XR—U2RET D HEEZRLET,

Switch (config)# ip admission proxy http login page file flash:login.htm

Switch (config)# ip admission proxy http success page file flash:success.htm

Switch (config)# ip admission proxy http fail page file flash:fail.htm
Switch(config)# ip admission proxy http login expired page flash flash:expired.htm

WOBITIL, AAZLRFET B X2 Web X—VORELMRT 2 HEEZRLET,

Switch# show ip admission configuration
Authentication proxy webpage

Login page : flash:login.htm
Success page : flash:success.htm
Fail Page : flash:fail.htm
Login expired Page : flash:expired.htm

Authentication global cache time is 60 minutes
Authentication global absolute time is 0 minutes
Authentication global init state time is 2 minutes
Authentication Proxy Session ratelimit is 100
Authentication Proxy Watch-list is disabled
Authentication Proxy Auditing is disabled

Max Login attempts per user is 5
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mohnd4 oIz dd) 5410932 URL DIEE

FORETRIT . WEBZ HTML N— Y 2 RAICE S A, =2—F DV 2 A L7 el 2% URL ZRE
R :}:75>“C“%iffo

avyFk B
ip admission proxy http success TN ORI U= ORb Iz, 2=V DV XA LY
redirect url-string Mgl 7ed URL #HEL 7,

v A NKHT DY XA L7 v ay URL ZRET %A, ROEEFHIIHE-> T LIV,

o NAXALFIET BFXT Web R—TUREEENRA R—T NVICHEINTWDIEE, VXA LT ay
URL HEEIXT 4 Z—7 &, CLI TIIfERCT&E FHA, VEA LIV aid, WAZ L 0T
A VR R— T TCEITTEET,

o VXA L7 ay URL BEENRA R—T IR ESN TV A HE, iE S 72 auth-proxy-banner
RS EE A,

e VX AL J v arURL OEEEMRTDLICIE. Zoa~vr Ko ne BXEHEHLET,
WOFITIE, RYILi=a /A i+ 50441273 a3 URL #RETHHEEZRLET,

Switch (config)# ip admission proxy http success redirect www.cisco.com

WOFITIE, B Licn 7 A4 kT2 X417 v ar URL 2R T2 HFiEE R LET,

Switch# show ip admission configuration

Authentication Proxy Banner not configured

Customizable Authentication Proxy webpage not configured
HTTP Authentication success redirect to URL: http://www.cisco.com
Authentication global cache time is 60 minutes
Authentication global absolute time is 0 minutes
Authentication global init state time is 2 minutes
Authentication Proxy Watch-list is disabled
Authentication Proxy Max HTTP process is 7
Authentication Proxy Auditing is disabled

Max Login attempts per user is 5

Web X—REBEE/NT A — 2 DERTE

KT ou 74 TR ORKEZZREL T, KRG LEAITEEN o288, 7747
YN, vy F VA MCHESONLET,

avwUFk =]:3]

AFvZ 1  ip admission max-login-attempts K TEHu sl R TOREREARELET, HETX A4
number £ 1~ 2147483647 [RIT¥, 77 4/L MEF 5 TH,

ATv7 2 end KK EXEC £— FICRE Y £,

RTw7 3  show ip admission configuration AR EEFRRLET,

AT7w7F 4 show ip admission cache AT R YDY R R AEFERLET,

ATwvF 5  copy running-config startup-config |({£5) =L 74 Xal—ay Ty ANMIREEARTELET,

ROBITIE, Kiw 7 AT ORKEEZ 10 ICRET 2 HiEEZ R LET,

Switch(config)# ip admission max-login-attempts 10
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Web

ATy T A1
& A

AFvFT 3
ATvT 4

Web X—X

[l Catalyst 2960 &5 & U 2960-S R4 v F YI b9z 7 avI4F¥al—vav A F

REEA—NIL NF—DEETE

Web SREENRESNTWD AL v FIZa—H )L NP —%FHET DL, ¥ EXEC T— FTROFIA
FEITLET,
avwy kR B

configure terminal

sa— ) ar74X¥alb—yary E— NeBBLET,

ip admission auth-proxy-banner
http [banner-text | file-path]

a—J ) NF— A X—T NI LET,

({EE) Cbanner-text C E ASJL T, HAF L NF—EERLET,
T, ClERYIY CF, £ —ICEREND 77 A0 (B -
nd, FREFTXAN TrAN) BERTT 7 AN NATT,

end

Rt EXEC £— RIZRED £,

copy running-config startup-config

(EB) 227 (Fab—vay 77 A VEREERIELET,

. My Switch] E NI HAZ L Ay E—URRRINTWDIE—TN NF—%2FETDHH

aaa ip auth-proxy auth-proxy-banner C My Switch C

ROBFITIX
EERLET,
Switch (config) configure terminal
Switch (config)# aaa new-model
Switch (config) #

( )

Switch(config) end

ip auth-proxy auth-proxy-banner =~ > ROFEHIZ >V TiE, Cisco.com @ [Cisco [0S Security

Command Referencel

T vya TV

\Z& % [Authentication Proxy Commands| OHEZZHRL T 7ZE 0,

k1 DHEIRR

avwy kR

E[:3)

clear ip auth-proxy cache {*| host ip
address}

Delete u»uuﬂz7‘j£?/j:\/}\)%¢””3$bij— 3"\"\7/~/:L I/}\)ﬁ_
NTEHIBRT 5T, 7x9)x7%ﬁﬁbi¢ LTI RA R
Oxr M EHIERT 51 BRGRIP 7T FLAZ AN LET,

clear ip admission cache {* | host ip
address}

mmwamfm%ymyﬁ)%mﬁbiﬁ ¥yviva = YT
NRTCEYIETAICIE, TREZIVRZE2FEALEST, L FA K
O MU EHIBRT DI, BENRIP 7 FLAZ AN LET,

wIZ, IP 7 LR 209.165.201.1 7 A4 7 > MIxt$ 5 Web ~— X

R~LET,

AFBFEE v ¥ a CEHIBRT D 6%

Switch# clear ip auth-proxy cache 209.165.201.1
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Web X—X nn?.\n.l.—tx_r 9 Xa)ﬁ_ﬁ

TRCDOAS H =T = A A, FRERHEDOR— MIKT 2D Web X—RDOFBIERE L FE T D FIEIT

WD EFBH TT,
avyFk B
X797 1  show authentication sessions Web N—ZFBIEHREL R R LET,

[interface ype slot/pori] type IZ1%. fastethernet, gigabitethernet, ¥ 7213 tengigabitethernet

ZIRETEET,

EE) HEDA L F—T oA ATKT 5D Web N— ZARFEHRE & &
RTHIZIE,. F—U— I interface #{FH L £,

Wiz, 7 a—3)u7 Web R—RBIAFD AT — X AT 2 FKRkT 50 2R LET,

Switch# show authentication sessions

WIZ, ¥HEY b A F—=T A A 327126 F 2D Web X—ZDOFBIERTEFR AT HHE R LET,

Switch# show authentication sessions interface gigabitethernet 3/27
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