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Cx A UHF—T AR AT 4 FXal—rar avl NiE, 802.1x. MAC ZRFE A /3R
BLOWeb fBiE72 &, T XTORIEFELZHIE L 9, BiE~ r—

Uy awr NiE, BiA A Mo

MENDBITNEDTTAF VT 4 LIEFEZRELET,

AL~ X — T a~v 2 NiZ
ZHE L E7,

#ﬂQE@fﬁwu uﬂz:l ~ }\

CABRA RN E—R, EXE-FBRIUORERES A ~—7 L

QHX /j 7L£ ity nE*X}%

|Z. authentication host-mode. authentication violation 3

J O authentication timer f > ¥ —7 = A A a7 4 FXal—Yar av R KRHY 9,

802.1x Ml =~ FiZ

. BHIZ dotlx ¥ 7-1% authentication ¥ — 7 — R & £4, =& 2 iF,

authentication port-control auto - ' ¥ —7 A X a7 4Falb—var avwr NI, 14—

7I4)XT@uLuIE%/])Z‘

L/ij‘o

TMZLET, 727 L. dotlx system-authentication control 7' = — 3L
a7 4 Fal—ay avwy NEEicsTa— 0z

802.1x & uE;de/l);r‘ IV E 7&1@:7‘4’ —7 Iz

(E)

F—TINDEETT,

8021X a}‘LJJ\%‘EZ)S‘y\D“_‘/{}I/L:?\/f t"“7/l/'”ﬁéh‘(z‘l:)\ Web R thEfﬁ &{md)um uﬂiji{ii i%@j—“‘ F“C/I’

authentication manager =~ > FiX, LIRi® 802.1x =~ R LR UHREZ L L £ 7,

& 10-2

BIATR—Dy a7y FELULEID 802.1x av U F

Cisco I0S Release 12.2(50)SE
LEBTORIEYR—Sy O UK

Cisco IOS Release 12.2(46)SE
DRI TOR%ED 802.1x a<v > F

B

authentication control-direction
{both | in}

dotlx control-direction {both | in}

Wake-on-LAN (WoL) FEBE & U 7-3RGE % A
F—T7 Wz L, AR — bfilE A 5 E iy
i \—FIX/:F_ Liﬁ”

authentication event

dotlx auth-fail vlan

dotlx critical (f v X —T7 A &
a7 4Fal—YayV)

dotlx guest-vlan6

A— b _ETCHIIBfHE& VLAN 2 A 2—7 iz LET,
T U ARBETGEANA R ARRE R A X —T M LET,
77747 VLANZZ7 A K VLAN & L CTHRELET,

authentication fallback
fallback-profile

dotlx fallback fallback-profile

WHEE Y R— R L72W I T4 T NHO 7 +— v
/ﬁjﬁji]f& I/T Web umthE%'fﬁﬂq‘a—%)ct 9 T’_‘
MR ELET,

authentication host-mode
[multi-auth | multi-domain |
multi-host | single-host]

dotlx host-mode {single-host |
multi-host | multi-domain }

BAIR—FTY IV ERAN (T4 T7 ) £
tjv»%fz A LET,

authentication order dotlx mac-auth-bypass 7 & 4L % BRAEST I OIFFF 2 TWITEH TE 2 &
ST LET,
authentication periodic dotlx reauthentication 74T v NOEMBEEEEE A 2 — 7L LET,

authentication port-control {auto
| force-authorized | force-un
authorized}

dotlx port-control {auto |
force-authorized | force-unauthorized}

H— RO AT — FOFBHE L A F— T AT

L/i‘j‘o

authentication timer

dotlx timeout

A ~—%HELET,

authentication violation {protect |
restrict | shutdown}

dotlx violation-mode {shutdown
| restrict | protect}

FLWT AN ARKR— MR S E, £z
VIR REL D TR AP — BT S22
LT A ARZEDR— MR S N2 5HE103
ETHENE—REZRELET,
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TV ETANZ Y T TEET, BHE, TANZ ) T SRIEAFR BREOML LR L TV E
T, 802.1x BIEFB LU MAB BFEDTLERA v —VE T4 NZ ) I THZEHLTEET, WBFEH
RNIL IR R a~vr FRAEESRTHET,

* no authentication logging verbose 72— V)L 2> 7 4 Xa L —ya v avy NI, @ik~ x—
CXMNODILERA v E—VE T4 NZ ) T LET,

* no dotlx logging verbose 71— )L 27 4 Fa L — gy avy ML, 802.1x BBFEDILE 7
Avk—=VaT7A4NZY) T LET,

* no mab logging verbose 7' m— /)L a7 ¢ F 2 L—Ii g A< FiE, MAC Authentication
Bypass (MAB; MAC fFE/NA /NR) DINRBRA v =V %7 4 V2 7 LET,

BEMICHOWVWTIE, 2OV —2@av s R U 77 LA RLTLEEN,

ntF_J'ZT I“J:DJ:Um\ntFﬂ-Z;__ I‘o)ﬂ_:_

[l Catalyst 2960 &5 & U 2960-S R4 v F YI b9z 7 avI4F¥al—vav A F

802.1x WIEHIT, AA v TFDODR—F ZF— MLk oT, AA Vv FIIRY NTI—T~DIFAT LT
IR AEFALES, N— MNIRY, #FHJAT—hTT, TOAT— hTIE, 7% VLAN (548
LAN) R—F & LTEHEREINTWRWAR— X 802.1x #BFE. CDP, 8L STP X7 v F &R
TOANBIOHA N T 74 v 7 %2Rk LET, 7747 FOFBFEREKBITH &, A— b n§£7?<
T—hIEEL, 7IA4T 2k 0)]\774 v EZEERE ERBVICHFTLET, A— AT

VLAN R— R E LCTRESINTWAEEAE, VoIP 77 4 v 7 EBL802.1x 1 =2/ /\’7/ R
Téﬂfx_@éy FAT l\i)uT:-% anuEéﬂi—aﬂ

802.1x ¥V FR—FLTWARWNWTTA T MR, BMFATAT— D 802.1x A— MIEERTDH L AL v
FIEFEDT FTAT v FOBUIERA TR L FE T, ZOWRNRTIE, 7 T4 7> MIERIZISEET, F—
MIBIEBEEHF AT — LRV, 7 I7A4T7 2 MEIXy V=0 TR AEZFHFAINER A,

K2, 802.1x XD 7 F4 7 2 hid, 802 1x IBEMENERE L TR — M5 L, 2947
v MZ EAPOL-Start 7 L — A% EE L TR 2 v 2 ZHBELET, EZR R TE, 275347~ K
R CEREZFTEDEIBIZTERF LET, o, WERRWEEE., 7747 MIAR— FBFFAI A
F—FTHEIZLDELTTZ L —LEELHBLET,

authentication port-control f > ¥ —7 A X a7 4 Fal— a3y avy FBLTROF—T —
FEEML T, R—bFOFAAT— FEHETE LT,

o force-authorized : 802.1x RiF% 5 4 E—7NIC L, RABHROZH L NE LTI, R— &2
AT —RMIEBELET, "—HMITZTFA T bED R02.1x X—AFBFEEITHOTIZ, BHEDO KT
T4 I EEZELET, TR T 74 FOEETT,

e force-unauthorized : 7 714 7 > b DL DOFFEDORLZ TR TEMH L, R— FE2®|EHF AT — FD
FFEICLET, AAvFiE, F—FrE2N LTI IA4T v MIRFEY—ERAZRBETEEE A,

o auto : 802.1x BEEEA F—T M LET, A— MIRY)., EFAIRAT—FTHY T—k%mf
EZIETEDLDIFXEAPOL 7L — ATy, R—b+DV 7 AT = RF DT v 7
W L7b &, 72013 EAPOL-Start 7 L — A% %f5 L7z & X2, BiE7 v ARl ET, x
/f V?Llj:ﬁ ?47“/ ]\@?@Cﬁ”‘%iﬁ%%*b\ 7‘3/(7:/ ]\ kntoutE"j_—/\k@FEﬁTuthuiE)( /"‘Z /@
VL—%BBLET, A v FIZZ2 54T FOMAC 7 RLAZFEH LT, Xy hU—2 7/ &
AR DE T TAT v e —BITHILET,

74T ]\zﬁum EJZIJJ@"éE (uALu ="M 5 ACCCpt7I/ A%'_L”fl:lj_é &) — }‘7));141:‘]‘1
Wﬁb’ﬁbb\mﬁént&747/b#%®¢~T@7v~Aﬁ/%F%mf@ézg G
iﬁ—o AR A &, A= MIEZF AT — O FFETTN, BiE2HRIT T ElFTaFET,
REEF— NCBFETERWEGE, A vy FIIEREBRELES, BIEQCREKZFHITLTH F— 300
HINEDBRONRWGEEITIE, BAENKK L, Xy hU—7 T 7 BRFFHFAIENET A,
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IIAT v MEIr T F T35 EE, EAPOL-Logoff A v E—V AKX ELET, ZOAvE—VIZLo
T, AA v F K= FPEF AT — MZRY £,

R—=brDY 7 AT = BT v T Nb XU NER LS. £721X EAPOL-Logoff 7 L' — A %543
L7eHBEIT, A— MIEFFTZAT— MIREY £75,

802X FBEEERSMYF RE2 v
N

GE) AAvF AZ v 27id, LAN Base £ A —TY & 3FITL T3 Catalyst 2960-S A A v F7ZF THAR— R &
NTHET,

AL o FN, AL vF AZ v ZITBEMENDD, AL vF A& v 7 MhLEIBREN554E. RADIUS
%*AE25/7&@WDW§ﬁﬂEﬁﬁ%Q\WZMmﬁigﬁ%xfiﬁho;ﬂi AL T
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HLEIWZEST, HILWAK v = AKX =20, 802.1x FBFE mtE AL, @F EBVHEITINET,

P— IR SN TV AL v FREIBR SN2, TDAA v FITEENFES L7201, RADIUS
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o TCICERAFH AT, TYWHRTRIENA 2 —7 VTl — ME, BiAEAT— FDFE ETT,
RADIUS #— "L OlFiL, HRETIEH Y A,

o T TIZERFEH A T, (dotlx re-authentication 7“D~/*‘/lx a7 4K V—Va voawy REfE
) FEHH 2 FRIEN A 2 — T M ENTWAR— ME, FRIEORARIC, B 1k 2|2k
LiTo j_”_‘]\ i\ ﬁwuuﬁ7 D-EXEP ;LFumuEZT‘_‘]\ )%Ui‘?”o RADIUS "j‘”—/\&@ %1%
DLETT,

HEITHOFBEEIZ DWW TIX, P — B ITThILTW W, A BIcRM L ET,

= Z)S%éi L7 AA v FRFITIRRBIZRD AL v T RE Y ZIZTHMA LSS, 7— FT v T DWF
*IJ& . e uﬂz@uﬁ’/ﬂﬂ%if RADIUS ‘&*“/\/\@%f‘fwﬁiﬁﬁﬁ@iéﬂf:ﬂ\& 9 T & OT muu i%ﬁ\&j_
Bl RBLARWEERH Y 7,

RADIUS H— "~O#Efi %Kk 5 Z & #lET 51203, Aﬁﬁfm%&ﬁffé%gﬁk DEI, & xiE,
AB T AR —~DILERERE, AX YT AR OEFRERECTEET, AF v v AHF—
IEENBELELETH, A vF X% v 7%, RADIUS ﬁ'_/iﬂl?ﬁﬁéﬂf:iif?’o

802.1x DHRRX + E—F

802.1x R—hix, YV I N FA N T—=FELEYAT FAF T—FTRETEET, VoI KA
FE—F (K 10-1 (P.10-3) Z&M#) TiX, 802.1x DAL vTF HR— MIEEHE CE DT F7A4 T
YR 1IOEFTT, ALy T, A—bDV T A7 — MR T v 7L LTz & &I, EAPOL 7 L —
LEEETDHETIIAT U NEREBLET, 77947 bR urld 7 L&, £REMNO7 4
Ty MIfRbolzEXIZiE, AL v TFIEIR—F DY v AT — X0 AIERE L, RN— MTEHA]
AT — MR £7,

< /LF RA N T— RFTEH, BEOKRAFEE—O 802.1x XIGEAR— MR TX £9, X 10-5
(P.10-12) i&, YA ¥ L A LAN IZBIT 5 802.1x R— b _R—2FiFE R LET, ZDOFE— FTIL, B
ént&347/b@9%10ﬂﬁ?éﬂhi IIAT VR TRTCORY NT—20 T 7 AR
éni¢0ﬁ~%ﬁ%%ﬂx?~b 2725 L (HREREM KNS 5 A, F721L EAPOL-Logoff X »&—
UEZE LY AL FITEH L TND I TAT U NDORYy NT—F T BRAZTNTEIELE
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AA v FIICHH LTI TAT v PELTCOBREEZRZLET,
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AA wFlE~NTF RAA VBFE (MDA) #9 R —KFLTWET, Zhicky, 5 —4%4%E L IP Phone
Lo FEEE (AalEEIIr A AORE) OMFERERICAA vF R— MR TE £7,
FEAIZOWTIE, T~ F RAA V8RRl (P10-12) 2L TS &N,

R

AL FiI~=NTF RAAL VBFE (MDA) VAR —hFLTCWET, ZRicky, 5 —&iE L [P Phone
ka“@%?ﬁ%% (AWM FELF A DSNORE) OW G EZERCAL vF A— b ECTHIETEE
T, R—MIT—% RAL U EFEF KA NIHESNET,

MDA %A 5121Z. AA v F 2 LANBase f A —V%FATL T AMERH Y £,

MDA TIX, 71 AREEDNRFE BB E SN ER A, 7220, REZRFEEZE5121E. MDA 3o
= P EDOTF—F TR ALY BHENCEFT A AZRAET D 2R L ET,

MDA % ET 5 & ZTid, ROFEFBEIIHKE- T ZE,
e MDA DAA vF R—FERET DL, [RA N T—FORE] (P10-44) 2L T EEN,
e RAKNEB—FRTALF RAL VICERESNTWAEE . IP Phone D& 7 VLAN 2R ET A LER
HYET, FEMIT. F13E [VLAN OFE] BB L TLLIEE N,
e MDA %ISR — hTOEFH VLAN %IV 2% Ci, Cisco I0S Release 12.2(40)SE LI CTHHR— L &
TWET,
~
(G¥) #4723 v 77 VLAN %f#iH L T Cisco 10S Release 12.2(37)SE % E173 5 A1 v F D MDA %f
DAL v F R—FTER VLAN 2E 0 Y THr e, TFT A RAFANEKLET,

o HEETFNA ZAEIATHIZIL, i device-traffic-class=voice @ Cisco Attribute Value (AV; J&E,
M) T BHEEAEET DT AAA V—N2RETILERH D 3, ZOEEFEH LRV
B BHFT AL AFT—F TAAL AL LTHRDbRLET,

e ZZ K VLAN B L OHIBRfT & VLAN HEEIX. MDA GO R— hDOF —& FAAL AFFICEH &
NET, HFATCERLEEFT AL RT, T—F TR ZRE LTHRbDRET,

o BEHODOTNAATHR—=FDOEFEIET —F FAAL L OF%1TE 9 L35 &, errordisable (272
nE9d,
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o TAAAPHWNENDET, R—MIZTDO T 71 v 7% Fuy 7 LEY, it IP Phone %7213 %
FTNA ANTT —F B L OEH VLAN O FICFFAT S ET, 7—% VLAN Tid, HF7 /A 2%
DHCP H— NZ#fe L T IP 7 F‘VX?QJ:U 7 VLAN [E#RERGT 52 &N TEET, HEF7 /3 A
28 EF VLAN THELZBIIRT 2L, 7—% VLAN ~OT7 7| R I 7 vy 7 EnE T,

o T—X VLAN LA U RLTWOERT AL ZAMAC 7 FLRIE, A—b X207 1 MACT
RUAGIRIZA 7 F SN ER A,

e MDA X, 74—y 7 ke LTMAC @Rk A 7S 2% LT, IEEE 802. lxuuuft%"j"l‘~
FLTWRWT NSNS RZAA v FAR— M TE 3, FEMIC OV TE, TMAC FBFENA /3
(P.10-37) ZZWL T EE WY,

o FHFEXEAT A AR *—]\'C*ﬁu’ﬂéﬂé& FFLIZRRIIT HETED MAC 7 RL AR
2y 7 INET, FACKB LSS, MACT RLAR S 7 ey 7 SNEEEIRY ET,

o R— MARFRIETIZ 6 OU\L@T/\4 AN T =4 VLAN THRHEINZHEC, BEOEFT A
AN EHAVLAN THH S84, "— M errdisable (272 0 F97,

o F—FDEKEANET—=FBRV VTNV HRANELFYANTFHRAIDLYALF RAL Y B— RICEEE
NAGE, FFAEHROT—F T, ZFHR— N THAFLOEFICR2VET, =77L, F—FrF
7 VLAN @ Cisco IP Phone IZ HEIMJICHIFR S, £OR— F THIBESNDLERH Y £,

o KR—=INVUITNFERIFTVALF HRA R B— MDYV F AL B— RIIEBEEIN-H%IZ, A B
VLAN RH#lllRfS & VLAN 22 EDT 7T 4 T 7 =Ny 7 FIEITRE SN E %1 fx@i@“o

. -7/1/9; RAAL Y F—= KBTIV ARANERIEIYAVF RA R = RIIKR— 2025 &,
A= IO T RTORIFFEAT A ADHIBRENET,

o F—H NAALUNEPTHFIEINTH X VLAN ICEE SN 754, 1IEEE 802.1x xS B H T3
A ANFERGEE Y H—F5720ICFF VLAN Lo ry MIZ T 5T H0ERH Y £, B
MIIX N E T T4 v 7 R ETHIHLEITDH Y A (802.1x RISEFOBE LFEEETT),

e MDA AR — bk Tlik, = —VHfL ACL ZHIE L ¥ A, 2 —VHI ACL R > —0H 5[
BTFNRA 2T, R—FOBEFBIORT—% VLAN Ol FD N5 7 4 v V7 IZEE L2 5 2 5 alHetkEn
HVFET, HHITDIEE, F—FED 1 T34 27217 Ca—VHAMN ACL REITEINET,

FHEMIZOWTIE, TARA N = FOKE] (P10-44) 2ZRLTIZS W,

ZREFE—F

BHERFE (multiauth) £— R T, 5 —4% VLAN TEED 7 54 7 F2FIATEET, HHRA b

ERNCFRFEENE T, B VLAN DR ESNTWEHA, ZOF— FTiE, VLAN T 1 7747/ F

72 Tuhuﬁf’éiff (R— "B OEF 7 FA T "l 7oL, TRDIEFR— M2 OEEINET
BRXTT—IIRELEEA),

NTFETNEXT 7B A KA MR 802.1x SR — MIEHIN TV DIHA, B ShTWa% 7 747
/F’Euhuﬁﬁ“éz%ﬁ‘%niﬁ‘

802 1x u%@f‘/*4’ XT i MAC noutE/\/l)/\xifs_ X Web uoutE;’d,}TX }\E"fl‘uhuﬂi7 j"_‘ﬂ//\ /7 7l
Yy RELTHAL, B—OR—NCTRRDHETRRLIAAMNERBIETEET,

BHRFER— P TRIAETE D7 —F RAA FOBITITHIRIZH Y A, 727Z2L, & VLAN BRE S
NTWOLHEAE, FFAISNDEFRT AL AT 1 BT TT, AR MIRPZRWZD, ERSIZERT b
UH—EnETA, T2& 2T, BIOEFT AL ZABRMHSN8E, Zhiddmie L CTRESL, EX
FrUT—ENEEA,

H7 VLAN © MDA #EEDH & HEGRAEET— FTlE, #8 pﬂﬁf—/\ﬁ LEITH-7- VSA IS LT, &
HEENTT NN, ANT —EZEITEFONTNO VLAN IZE Y BT oHnE1,
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RN— EPSATREREE— FOHE, 7 A F VLAN, B X UOGREGEARIN VLAN B§REIX 7 7 7 1 712720 £H A,

VT 4 ANBIEE— RELOZ VT ¢ #0 VLAN OFEIZ OV T, 1802.1x FBAEE 7 7 & AARHE
PRAENA XA (P10-24) 2L T 7Z&EW,

— F TCONVTFFRIEE— ROREDFEMIZHONWTIE, [HRA M = FOFE] (P.10-44) 2L C
< jR= AN

Cisco IOS Release 12.2(55)SE LA TiX, kDS T, RADIUS #— "\inbifftx 7z VLAN &~ /v
%uﬁupﬂz‘:&‘_l\(%”(oél‘(é &ﬁ)(é{ij‘

o AA vyFTLANBase f A—UNETINTVD

o RAFBR—FTHRYNIFFAISNIZHRAZ FTHY, RADIUS #—378 VLAN [F#R A4 L T
5O

o BRtOAA DS, @E VLAN IZ T % VLAN 24 L TRFr s o,

. TZ ME VLAN BEID Y THATWRWAR— N TR S, #BFEOARA FTIiE VLAN 0 4 TH
BE STV, VLAN [P EE VLAN & —FH L Tn5,

o R—FTHERANCHFATENTEAR MITZ A —7 VLAN NE[ D 4 THH, #EEDO AR A Tid VLAN
B M THRHRESNL TRV, 7 L—F VLAN AR — k LD 7 Lv—7F VLAN & —&H L T\W5,
BHEDORA NS, BPIDOHRA FER T VLAN ZL—7 D VLAN M35 %ENH 5, VLAN

ZRNERENTVWDIEE, T XTOHRA MI VLAN U 2 FTHESNEZLMBICH Y,

o WATFHIEAR—FET, 1 20FF VLAN IV B TOARIFR— I TS

o VLAN AR —hEOFRZA MIEIDETHRD & HFDOARA MI—ET 5 VLAN ER A FFo0 %
NHY, ZOBEEBRTNER—b~DOT 7 A B ELSND,

e 72 bk VLAN F 7213385 VLAN %2~ /L F BT — NICRETE 20,

o 7 U7 1 JVEREE VLAN 0)@11’% AT RIFE— FRIZEE IR, RA SBRIEL AT

LELEH=ANZBETERWGE, FAISNIETNTORR NI, RIE S L2 VLAN THAHL
Shb,

HHAAL v TF R—FTMAC 7 FUAREBIEEND L, ZOT FLAER L AA v F DBIOFE~

F—=T ¥ RIGRE— P THEHHFATEINETA, A1 vy TFREL MAC 7 R LA ZRIOFBIE~ R — ¥ ki
R—FTHRHTZE, ZOT7 FLRAEFHFTEINRL 2D T,

AL ->TiE, MACT7 RLRAZFRICAAL v F EOR— FNETBET 2LERH Y £9, 72L& 2L,
FREEAR A b E AL v F R— FEIZHIDOT N4 A (NTE£7213 IP Phone 72 &) BNHDHHEE. mAMET
NAAMNGEERE LT, FCAAL v FOROR— MCEEEGE T DLERNH Y £7,

FNA AW LVWAR— P THFIEESND L 91T, MAC Move 27 10— LA F—T I TE %7,
ARARBHOR— NIBEITE L, FIOR— DBy a UBAHIRESN., A2 MIFLWA— NTH
ﬂhﬂﬁéﬂi‘j‘

MAC Move (39T _XTHOHRA M = RFTHR—bFENFET GEIER A MI, R—FTA =T NMZEN
TWDHEKRA RN = RIZBF%RRLS, A v FOEEOFR— MIBEITEET),

MAC 7 RLABRSH LR — b LHIOR— NMIBENT D L, A v FIFILOR— FTRiEFEAE v v =
VERTL, BTLWER— M TH LWERGE — 7 v A& BB L E,

MAC BB OHREIL., §FB LT —% AA FomFICEHINET,
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=T VFREE— KT :L MAC 7 RV RE, HLWA— N TOFAZLELETIZ, TOR— 05
HLWAR— b~ 5288 LET,

FEAMZ OV TiE, TMAC Move DA % —7 k] (P.10-49) ZZB L T Z &,

MAC BE#OMEEZHRETHIZ1E. A4 v F A LANBase £ A —VFFEITLTWAMLERSH Y 9,

Cisco 10S Release 12.2(55)SE LD U U — A Tix, MAC EHEREZZRE L T, FaNZHOR A h3
REESNTAR— MIAR R MR 2 RA D & IR AET DEKICKILTED L5V E LT,
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/u < ILF R A E— R TRIENMLE R DIXRPI O R A ST 7320 T, _@ifégg T ZDE— RFOR—
ITEA IS ERA,

replace ¥ — 7 — FZ 5/ L T authentication violation f > % —7 (X a7 4 Fal— g 2
YU RERETDHE, AT RAAL L = ROKR— FTOFGET B ERIT, ROL IR ET,

o MFORIEFEHS MAC T FLAZMFERTHR—FTHLVWMAC 7 FLARZEESNET,

o RiF~F—TV¥iI, R— b LEOBEDOT—X KARDMAC T KLA%, HiLWMAC 7 KL AT
EEHxFET,

o FIEFR—VU¥iE. HLWMAC 7 FL RIZHT2RIET e 2 2B L £,

o WRET A=V XL THLWARR MBREFRRA N THD LTSN BE, TTOEFK X MTHI
PR ET,

= I RA =T VRBFEE— RIZ2 2 TWDEE, MAC 7 RLRIEREEHBIZ MAC 7 RV A 7 —7 LI
BMEHET,

FEARIC OV T, TMAC DA 2 —7 Ak (P.10-49) 2L T Z30,

802Ax 7hovT4vT

802.1x EHETIL, 2 — VOB L P2 —V DRy hU—7 T 7B RCHTIHHA FIEEZEHRL T
F9, 7L, XY NI OHHEIZOWTIE N T v T LERA, 8RQIXTHTT 4 7,
FITHN N TT 4 E—TNTT, 8RAXTH T T 4 o T A F—T NI T D L, RO Z 802.1x
KIGDOR— s ETE=FTEET,

o EFICa—HEFIELET,
o I—Wnuls AT LET,
e VLI HUUMNFELET,
o HRIEMEFIITOIET,
o FHRIEMKRMLET,
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ALy FIFX802IAXx T H U T 4 o ZIERELE L EEAL, TORDY . AL v FITZOFHRE
RADIUS #—NMZEFLET, RADIUS = Nid, 7O T 47 Ayt —VaiiRdT 58 5 IT
ETHLENDHY EF,

802X 7HO VT4 VITBHIERT

RADIUS #—/NTE(E SN2 1EHIE, Attribute Value (AV; JEVEAE) <7 0 TRRrSnES, b
DAV RTOTF—21%, KT 7V r—vaAlloTHERESRET (LLxiETer 7Y r—raro
%6 . RADIUS /X7 v R @ Acct-Input-Octets F 7213 Acct-Output-Octets BYEDIERB LI TT),

AV ST, 802AX TH I U T 4 VI RRESNTVDEAAL v FIC Lo THBMICEHESNET, kD
FEHO RADIUS T T 4T Ny hIRAAL v FIZ Lo TEESINET,

e START : Hila—V Loy arihEd LBEINET,

e INTERIM : BEFFOE v a URNEHEN D EREESNET,

e STOP: vy arvBMKTITDEEEINET,

WD 10-312, AV XTBLOAL v FIZL > TEEFEIND AV T OEMLERLET,

% 10-3 FhooF429 AVRY

ENBS AV R7 4 START |INTERIM STOP

JBHE [1] User-Name B | BEERELS B

&1 [4] NAS-IP-Address BT | HERLE (R

& 1 [5] NAS-Port B | BEERELS B

IR [8] Framed-IP-Address L LTS e ks L

Pk [25] Class WG | HRREIE (R
P [30] Called-Station-ID BRE | AREL(E 2
% [31] Calling-Station-ID BORELLE | AEERL(E 2
14 [40] Acct-Status-Type WRFEAE | WREREIE RS
1 [41] Acct-Delay-Time (G SERN 1L S RS
P [42] Acct-Input-Octets IEE(E B RE(E S
P [43] Acct-Output-Octets JELE | EEERE S
T [44] Acct-Session-1D BRETE(E | BRERE(E (2
P [45] Acct-Authentic WIS WG HREEE
% [46] Acct-Session-Time k(s B S
£ [49] Acct-Terminate-Cause  |JE3%(E JEREE R[S
M [61] NAS-Port-Type HEFIAE | HERFIAE 1SS

1. &A MZxt L THZ)Z Dynamic Host Control Protocol (DHCP) /XA > 5 ¢ > 73 DHCP AX—E > F A
F 4T T =T IIFEE L TWAEAIZD I, Framed-IP-Address D AV X7 3% EENET,

patll

#E®EARHAHANHEHH R

paflll

ALy FITL - TIFE ST AV X7 L, debug radius accounting ### EXEC 2~ > N2 A5 2
LTCHRRTEET, Zoa<wry ROFEMIZOWTIX, [Cisco 10S Debug Command Referencel % %M
LTL7EE N,

http://www.cisco.com/en/US/docs/ios/12_2/debug/command/reference/122debug.html

AV T OFERIZ ST, RFC 3580 [802.1x Remote Authentication Dial In User Service (RADIUS)
Usage Guidelines] Z#ZH L T 7230y,
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802.1x EHKEF v
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802.1x ¥EfiRIETF = v 7 ZfEH T 21TIE, A4 v F 2 LANBase 1 A —VZFEAITL TV DMLENDH Y £7,

802.1x #EfIRIET = v 71X, T _XTDAAL v F A= FDBRIXT /T4 ET 4 HE=FY 7L, 802.1x
EYR— T LR— MR SN TN T A ADEREFR R LET, ZOBRELZMEHL T, A1 vF
= MR SIVTW DTN, AW 02X ICH R TE L0 E D AR TE ET, 802.1x HREA YR — k
LTWRWNT A AT, MAC RRFE A /XA E 721 Web #8REZR & ORERFRGEZ i LET,

ZOBRENFERRDIL, 74T oYU 2 b TNOTIFY EAP @417 v THOZ = U —RPR—
RENTWBIGEATETTY, 77472 ML, 8021x XA LT v MEWNIZGE LT L v XA,

802.1x HEMIRIETF = v 7 DA A v FOFRTIZHOWTIE, 802.1x HfiiIREF = v 7 D& & (P.10-37)
EHERLTLLIEE N,

VLAN &Y ZTZ=EA L 1= 802.1x FEE

RADIUS #— N, VLAN#ID ¥ TEEEFEL, A vF A— & ELET, RADIUS — 5 —
HR—RA L, 2—P4E VLAN O~ o B T EHRF L, A v F A— NIRRT L2747 RO
2—PHIZESNT VLAN 250 Y CTEF, ZoHELZFERAL T, FEQO2—FDOXxy NTI—2 T2
EAEZHIRTEET,

T TN AFBFEIL. Cisco IOS Release 12.2(37)SE O~ /L F KA A v KA b T— RTHFR—-F&h
TWET, Cisco I0S Release 12.2(40)SE LIFE, HEFT SA AR ETH Y, RADIUS ‘9“—/“753‘?1:
"X {7 VLAN 2K L7856, BI04 ToieE® VLAN ETRT7y b2k ET5L5IcF—ME

A VLAN 3% E SN ET, HH VLAN 0 4Tk, v/ F KA A U3BFE (MDA) xﬂ'E\ODT— k
TOT—4% VLANE D Y CLRERILLIITHEEL 7, FEMIC VT, =T KA A V8L
(P.10-12) ZZL T &,

ZA v F & RADIUS ¥ — N ETHRESN/HE. VLAN HI0 4 T2 L7z 802.1x ABREIZITR D %F

HERH Y £,

e RADIUS #—3225 VLAN Bt S e WiGE . 7213 802 1x iBFEN T 4 BE— 7V OHAE, R
FENRRT D EAR— MIT 78 A VLAN IZRESINET, 727 A VLAN LiX, 778X K—
MZHEIY M THLZ VLAN TF, ZOR—F ECHEZEENE 7y MITRT, 20 VLAN (T
A LET,

. mzumﬁm4z 7»(]MDNS#~NWBDWANMﬁﬁEQT&w%é SHERIC B L
T, BREFEHD VLAN Bl afafAsnEzSd, Zhic L RETT—IC Lo TR
VLAN IC PR — s RN D Z L 2T £,

BHETT—|21X, MiE->7% VLANID, f#7E L7\ VLANID, RSPAN VLAN, ¥ ¥ v h¥ o L
T3 VLAN, HEWE—s1E L TW5 VLANID O ERERHV F3, v LFFAAL L &K
A~ AR—bOHFE, BRETT—ITIE, #F E%ﬁﬁif:oi%ﬂwﬁfﬁﬁ VLANID ¢ —%3 5757 —%

VLAN O%|0 Y TIT (721372 0) Ol RETI 0L £17,

e 802. lx WEENRA X —T N T, RADIUS — o OFT X TOERPANOYEE. FFal o7
A AFFEEE. FEE L7 VLAN ICRE SN ET,

e 802.Ix A—hFTv¥IAF RA K FT— KBS RX—=TNDEFE, T XTDORA MIRIIIRFES Lo R
Z M &R T VLAN (RADIUS —NIC kD HEE) ICREISNET,

e R—hrEXxa2UT 424 %—7M{LLTH, RADIUS —"N%| 0 4T 5 7= VLAN OEHEICIT
HELEE A,

e B02AXFRFENR—FTT 4 B—TNOEAE REFHDT 7€ A VLAN LEREHFHADEF VLAN
R £,
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o 802.1x B— FAFWEEZ M., RADIUS — N ko TEID B THN VLAN ICREI NS L, 20D
R—=brD7 7 ®AVLAN ZE~OEFITADNI/RY A, wVF RAL 2 KA MOEFE, K—
M)m}___ﬂ%@m%fﬁﬂéﬂﬂ%%é.\ FLZEREFEFT AL ACHEBEINET,

— BT NNAATVLAN REEZLET LI LI L MDT NS R EF A F T TENY éf
#HHD VLAN & —FH LIz4, R— b Eos T/M’XODEWE#EPU?LT F—2BLOE
TONA RNZREFHD VLAN BN —F L7 b X RBH B ENETINDE T, v/u%
RAAL YV BRAR B— KRBT 4= IR0 ET,

- ?-??/\/1'7\75%:4:Ténf Aro—RENEER VLAN 2 LT\ 3 H4, &F
VLAN % EZHIbR L7 Vi EM% dotlp F721% untagged \ZIEIE L=V T DL, HHET~/
WDARFANCARY, =V F RAL Y KA T—= KRBT 4 =7 M2 £7,

AN— ~25, 58HIFFAl (force-authorized) A7 — b, #fif| ufFT (force-unauthorized) A7 — b, fEFFA] 2
T—h, FHEvY Y NF U AT — FOBA, T MIREFADT 7 A VLAN IZEE SNVE T,

N R—b, ¥A4FIv P K—K, 70X VLAN Membership Policy Server (VMPS; VLAN *
Ny R — ‘H‘*—/“) WZEDFAFIv T TR FR—MEIDYTOHAE, VLAN H D 4T
1%% jff'fﬁﬁﬁ L7z 802.1x 7% Aol j‘y_ﬂ_\g”—]\éhi“@:h

VLAN B0 4 TERET HI2IE. ROEELZFITTLLENHY £,

e network ¥— 7~I\5:1ﬁ)5HLTAAAmE75:4’Z~ Tz L, RADIUS =B A X —
T oA AREEARRIZLET,

o 802X FREEARX—TNILET (TR R— 1T 802.1x RiFZXHETH &, VLAN #HI v Y
THEBEIX B ENICA R—T T 0 £97),

e RADIUS H— IR F—EAFAD b @itz E by % CFE 3, RADIUS — N3k D)@t a 2
A Y FICRTHERZH D 9,

— [64] Tunnel-Type = VLAN
[65] Tunnel-Medium-Type = 802

AR

[81] Tunnel-Private-Group-ID = VLAN 4. VLAN ID & 72/Z VLAN-Group
[83] Tunnel-Preference
JEBME [64] 1%, fH VLAN (Z A 7" 13) TRITNE R FH A, BM[65] 1%, 802 (#1476) T

73? 70 /AL B [81] 1, 802.1x FEAEL—WIZEI W ¥ T oiic VLAN 4% 7213 VLAN ID
FIELET,

kAL BHEOBNZOWTIE, TRy 4 —[E4 D RADIUS BMAE T2 A A » FikiE) (P9-37) %
ZIMLTIES 0,

2—HEfu ACL 2R L7T- 802.1x FBELDEMA

o —YHNT Access Control List (ACL; 77 A v b —L UAKN) A4 F—T7 LT, s L
SADF Y hT— 7 77 BABLOY—E R % 802.1x #BiE —FICERETX £, RADIUS H#—n
%, 802.1x R— MIEERE SN D —VEiET %6, =—F ID 2SNV T ACL BHEEZZITEY |
INnbEAAL ‘y?" CHEFELET, BEINZBET, =—F By a UHIF, 802.1x &— b iﬁﬁﬁ
SINFET, By varn&TTs e, BBRERKRKLIESGA. £ V7 XU REEDFAREIC
4z‘ﬁuACL REDHIBRENE T, AA /%:,t RADIUS #&#E D ACL %%ﬁzx74ﬂ‘r:v~—v3/
IERFLERA, A= EBREFRAOHE, A v FIZEDOR— M5 ACL ZHIBRL £,

2—PREE—DAA v F LT, —% ACLBILOANKR—FMACL ZfEHTEET, 7z7Z2L, A—1
D ACL lZIn—% ACL L vEHREnEd, ANAR—F ACL % VLANIZET 54 ¥ —7 = A ATl
A+ 2546, A— 1 ACL X VLAN AV H—T oA AZHEHTHATLV—4 ACL LY b EHRESNE
9, A—F ACL M SR — b ECZELEHE Ty ME, R—F ACLICL>TT7 4%
VI ENET, TOMOR—NMIHFERFBLEA—T v K X7y b, V=% ACLIZX»>TT7 4 v& v
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TENET, BETHIL—T Y F X7y M, V=% ACLO 7 4 A EZPNEAESNES, a7 4
Falb—TaryOFFarEREd 512, RADIUS P —NIRET D2 —Y 707 7 A LA BRI
LT nidzen £ A,

RADIUS i, Vendor-Specific Attribute (VSA; X Z—[EA @) 72 & Oa—PEAEMEE PR — b
L %7, Vendor-Specific Attribute (VSA; XX —@EAFEMN) X, 277>y F AV 7T, R
SET R AR AL v FICESNE T, = — P ACL I SN D VSA X, AT HATIE
inacl#<n> T, HIF A TIE outaclé<n> T3, MAC ACL 1. AJTHBENCIRY R — FSnFET,
VSAZANFHIZRY R —FEhET, LAY 2K — FOHIFHATIER—F ACL #¥FR—hLZE
Hh, dbfliZ, 31 %= ACLICE Dy hT—2 X2 VT 1 OFE] #ZRLTIEIN,

JE3E ACL #0217 2 H LT, RADIUS —NIZHREFET I a—VHEM a7 Fal—a vk
EFLET, RADIUS H— B EBNE SN DHE., ERMARAUEEH L TERSRET, =272
L. Filter-1d B2 HEHT 2856, B ACL 2372 &N TEXET,

Filter-Id B EAFEH L T, 9 TIZAAL v FICRESN TV DI ERFEIIRE ACL 2HHETEET, B
PEWZIZ, ACLEFEE L, TORICAN T ANZ Y T T7 4 VE ) o 7 %3RS in £721% out 38

EFNTWET, RADIUS — W in £720F out X EFFALWGESE, 7782 VXA NMIT 740
FCRIE ACLICEHENET, AA v F ETIE CiscolOS 77 B A U A MDOHYR—MIREEZN T
A 71-%. Filter-Id BYEIZFEZHA 1 ~ 199 B LT 1300 ~ 2699 £ To IP ACL (IP E# ACL & IP fL3E
ACL) CTEFHFR—FERTHET,

a—HPHNAL ACL O K P A Xl 4000 ASCIL 35T 23, RADIUS ¥— 302 —HHfr ACL Dk
A XL VHIRENET,

R A —EHBEOFIZOWTIX, [ & —[EAH D RADIUS B2+ 2 A1 v F&El (P.9-37)
ZBHBLTL &V, ACL OFREDFHEMICHOWVWTIE, 31 % TACLICL DXy FU—2 X2
T4 ORE] R L TSN,

2—HHA ACL Y R—FENDHDITT N RA N F— REIT T,

a—FHN ACL R ET DI21E, ROFEELFAITTOILENDHY £7,
e AAA uoutE%/rZ‘ 7/1/ Li'@“

o network F¥— U — & L TAAAFBIEA A *—7 ML, RADIUS —"0nbH DA 52—
Tz A AREEAREIZLET,

o 802.1x FBiEE A *—T M LET,

e RADIUS —Rjcz2—% 777 AL VSA ZHELET,

e 802X AR—hFrEI VI IEAN T—RIZERELET,
BREDFEMICOVWTIE, FBIE~ 3 —Yx ] (P.10-7) 2B L T &,

FAlEE ACL 8K U # 4 LY + URL Zf#R L 7= 802.1x F23E

ACL BL QY #4127 F URL iZ, A b 802.1x BFEF£ 721X MAC FBAE/A »<x iz, RADIUS
=N B AL v FIZF T ua— R TEET, £/, Web iBiFHIC ACL 24 v u—K452LHT
=FET,

~
(i) A ornm— RAage7e ACL 1 dACL & H I E T,
HH DR A ]\ﬁnwuiézh FNHDRA IR I KA E—FR, MDA £—F, ¥72i3~ LT3R
FEE— R ThHLIHLE., A4 vTFTIFACL OFEFILT FUAZRANIP 7 RLAIZETLET,
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ACL B XU #A L7 N URL %, 802.1x XD HR— MIBHRE SN DTN TOT A, AHATE ET,

ACL 28 802 1x FBFEHFIZF Vo — RENBRWEE, AL v TFIE. R— I DREXT 4 v 7 T7H5/V 1
ACL #7482 MZEALET, v/vﬂwﬁ%ﬁbitiMDA%wLT RESINT=E A VLAN R— K T
X, AA v FIL ACL 2RV >—D—# L LTEFICSTEA L ET,

Cisco 10S Release 12.2(55)SE LIED Y V — A TliX, A— bk LIZAZ T 4 v 7 ACL BR0EE, 4 A
F v I RFRHET 7 4V b ACL WMERRE N, dACL 3 ¥ v e — RSN THEAINDENIA Y »—N0
Fh S E T,

FRFET 7 A4V b ACL DMER S D DIE, AA »FTLAN Base A A —UNFETINTWDHIHEIZT T,

SREET 74V b ACL 1X, FEfTar 74 Falb—va U TlERRINERA,

n'qu7‘77J'/I/ ~ ACL 1% RN }‘TutFTT) /’_‘%%OTX F23 1 Oui*ﬁﬂjéﬂé kﬁfﬁkéﬂiT
n'outE7‘72!'/I/ ]\ ACL j: Eﬁ?(ﬁ@muuﬂgt v /ﬁ %T‘d—é &E]I“S?éﬂij_o utquE7‘72"/1/ ]\ ACL j:
ip access-list extended auth-default-acl 72— L 27 4 X2 L — g2 a~<wr R L TER
TEET,

FRET 7 4V~ ACL X, ¥ 7V AA K £— KD Cisco Discovery Protocol (CDP; 2 2fiti 7' =
Fa) N NRZREFR—-FLTWERA, CDP NA RREVR— LT D512, A F—T=A AL
DAZT 47 ACL ZRRETD2MENH Y 7,

802.1x B LU MAB #iEH X TlE, #—72BI V22 —3X0 2 SOFIEF AN R— FEnET,
22— XRWFEE— ROFR— MIAZT 4 v 27 ACL B72WGE, RO L HI2720 7,

o WIET 7 AV bk ACL BMER SN ET,
o FBEET 7 ANV BN ACL X, RV —DNEBENDLETDHCP VT 7 4 v 7 DR EFTLET,
d %%}J@ﬂ:X ]\uALuIETl N %@ﬁﬂ“\oU “/“_‘li IP 7 F‘I/X %*ﬁ]\'@:j&ﬁ:ﬁﬂq éﬂiﬁ'o

o BIOFRAMPBHEEND L, BAIOFANORY =N 7 byiadn, IOty ar btk
iy aryORY—RNIP 7 RLAZFALTEmES N ET,

T =T RFEE— ROR— MIAZT 4 v 7 ACL BRWIEE, RO LI ET,

o FBFET 7 #/V b ACL-OPEN 2MERL S, TXTDO M7 7 4 v 7 BFFAI S ET,

o BX2 VT AENEHSTZODIC, IP T RLAEZHALTRY O —RNEESNET,

o Web #FiElL, FBFAET 7 4 /v » ACL-OPEN 29\ F 9,

AR Y = DIRNWKRA SA~DOT 7B R EHIET 572D, TA VI T AT HRETHIENTEE

T PR—FENTHDT 4 V7T 4 7 OEIL, open & default TT, open T 4 V7T 4 T HRET

L. TRTONT T 4w I BFHFAIEINET, default 77 4+ V7T 4 71, A— rkooigftsns 77
A RT T4 v 7 EMDEET, TAVIT 471 AA AV — N EDa—% a7y AL, £z

AL v F LEONWTNINTRETEET, AA AV —RETT A VI T 4 T RFHET DHITIE

authz directive =<open/default> 70— )L a~ > FEHEHLET, A v FLTCT AV IT 47 %
HET HITIX. epm access-control open 7 1 — )L 2T 4 X al— gy avy REFEHLET,

TAVIT 4 T DT T F v MEX default T,

RESNTZ ACL 2L TAHR—F ED Web EEICHA A MR T =N NNy 7T 58BE81F. RO L IR F
_a—«
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o R— NI v —XFBIAEE— FOBE, BIET 740 M ACL MERR S ET,

74—y 7 ACL @ Access Control Entry (ACE; 77 t2 a2y hr—L = ) &, =—HFH
Moz NVICEBESNET, RESNLET A=Ay 7 TuT 7 A M7+ =Ly 7 ACL g %
NTWRWEE, AR MIR— MIBEEM T 5N IZFBRET 7 4 /L b ACL IZREVE T,

Web SBFECH AKX L n &AL, THEINB;— NITENT 2546, BIEORNIZHA— b ACL TH
B —RA~DT I RAEHFATHLENS D 9, S — @ T 7 B AR RMET B0, A4
T4 v R—FACL ZRTT D50, BT 7410 5 ACLEZEETHMLENDH Y £77,

)& 4 L% k URL 0 Cisco Secure ACS 3L UEBHHERT

GE)

AA v FIE NSO cisco-av-pair VSA ZfEH L E T,
e url-redirect iZ HTTP to HTTPS URL TY,
e url-redirect-acl I3 A1 v F ACL 4 £ 7i3%F 5 TT,

A4 v F X, CiscoSecure-Defined-ACL BT #HH LT, = KR KRS b TANLANLD
HTTP £721 X HTTPS V /= A hERITZIE L ET, AA v FiE, 274 T~ Web 77 U &IgE
ENFEVEAL L7 BT FLAIZEERE LET, Cisco Secure ACS O url-redirect JBMEE~27 (21X, Web
TIUFENRIFA L7 bEnDH URL BEENET, url-redirect-acl BEHERTI2X, V&ALV 7 T
5 HTTP £721Z HTTPS b7 7 4 v 7 23 ET D ACL OLARITEIZE TN EENET, ACL @
permit ACE & —ET 2 774 v/ RV FA LT FINET,

ALy FOURL VFA LY N ACLBIOT 74/~ A—F ACL ZERELET,

VE AL 27 s URL BEREEY— DI FA T v MCRESNDEE., s Nd2 7 94T bDORA v
FR—F DT 7 H b R— b ACL bRETHLENH Y £,

Ay 00— Falfefk ACL @ Cisco Secure ACS B &L UEBHEART

RADIUS ® cisco-av-pair Vendor-Specific Attribute (VSA; <> & —[EFEM) A9 5 &L, Cisco
Secure ACS T CiscoSecure-Defined-ACL Attribute Value (AV; BIEfE) X7 2R ETEx£4, ZOLT
%, #ACL#-IP-name-number J&: T Cisco Secure ACS D% 7 > 11— Fa[fE72 ACL O4HiZHEE L £,

o name 1% ACL D4 i T,
e number INN— 3 UEFE (72 & %1% 3f783768) T,

A — RafgEZe ACL BRRFAF— D7 G4 7 v MIRESNIEE. HBawshd 77347 F X
£ F R—=b+DF 75k R—F ACL bRETHILERDH Y F1,

T 7%/ 5 ACL BAA v F TREINTWDHHA. Cisco Secure ACS WA N 778 A R v—%
AL o FIWHEETEHLE, AL v FIE, AL v F K= MEERENDIRAINNOED N T T 4 v 722D
RV —Z2BEHALEST, RU—DEHINARWES, 74/ 8 ACL M & ET, Cisco
Secure ACS ¥ ¥ v > m— Ru[fE7e ACL A A v FILEET HHE. 20 ACL 1%, AA vF F— MZ
BEINTWAT 74/ b ACL IS ET, 7272 L. AL »F 2 Cisco Secure ACS 75K A
NTIRAR)—%ZEFEL, T 7405 ACL BZRESNTOWRWES, FFAIRBNES SET,

REDFEMMZONTIE, RERE~ R —Y ¥ ] (P10-7) BLY XU rm— g ACLEBIWY ¥ A L
7 K URL ZfEH L7z 802. 1x GRAED#E] (P.10-60) ZZM LTI EEW,
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FEAEIE S AVE T, MAC FBRE/NA 7S ABEREDS 802.1X RGEN ¥ A L7 U b LTeHa . A4 v FiX MAC
FRAENA NAMBE A A U CHEBREA B L E 3, AV X7 OFEMIZ W TiX, RFC 3580 [802.1X
Remote Authentication Dial In User Service (RADIUS) Usage Guidelines] &M L T 72 &0,
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$£10%E  |EEE 802.1x K— FR—XBHEORE |

W |EEE 802.1x R— FR—R B DOHE

MAC FBRE/ A /X2, IROBERE L AHELIC/ER L £,

o 802.1x FBFE : 802.1x RAENH— b TA X — 7 L DEAICTT MAC BFE/ A /SR & A X—T T
TEET,

e FZARNVLAN: 753472 D MAC 7 L 2 ID BER 284, A2 N VLAN 8% E S LT
NiE., AA4 v FIZ VLANIZZ 947 b 2EY B TET,

o HIFRfFE VLAN : 802.1x R — MIEEF SN TWNBE T T4 T 2 M5 MAC #BEE A A TRIEE N
TWAHEAICIE, ZoBEIZVR—FahEtA,

o N—hrtFa2VUT 4 :[HR—=FvXF2UT s 2EMLE 802.1x BRE) (P.10-26) 2L T2

S,
e TR VLAN : [ VLAN R— F &2 L7z 802.1x #BiE) (P.10-26) #ZM L T2 &V,
e VLAN A3y 7 RY — H—,3 (VMPS) : 802.1x 3 L T8 VMPS 1340 B HEMAS TF,

o TIAR—=KVLAN: 7734 T 27T 44—k VLANIZEI DY THNET,

» Network Edge Access Topology (NEAT) : MAB & NEAT I[$M AIZHELA T, A >4 —T = A
A T NEAT 34 2—7 VDAL, MAB 24 2—T7 WM TEEHA, T, A VX —T A A
T MAB 84 2 — 7 VDA 1%, NEAT 24 2 —7 M TExEH A,

RIEDFHEMI SN, TREE~ R —TY %] (P10-7) ZBRL T2V,

Cisco I0S Release 12.2(55)SE LI TliX, E MAB VA7 A A v —V D7 4 V&2 Y 7 %% HR— |
LET, FBif~*—Y % CLI 2~ F] (P.10-9) Z2BBL T ZEW,

802 1x 21— T4 A FYEa—ay

802.1x 1=V T4 AN Ea—va 2R ETDIE, BEOELED VLAN CTRILZAV—T4 Do —W
DR—=RRNTUVTEATIZENTEET,

VLAN (., RADIUS #— N2 L0 #2520y, VLAN V=74 TAA v F CLI AT L TRELE TS

e RADIUS —R&HREL T, 2=V DOEKD VLAN L2 %E L ET, #5D VLAN 4%, =—
PADISED—EE L TEETEET, 802.1x 2—F F 4 A MY B a— 3 %, #ED VLAN
DFRTO2—FEBI L, Frladhiza—VEa—FENKkbD20 VLAN ICBE+5Z2 LT
O— RN RF U2 T ETOVET,

e RADIUS y—R_ZZHEL T2 —H D VLAN L —7L4 % %ELET, VLAN L —74 1%, o—
PADIGED—HE L THEETEET, AAM v F CLI AL TRE L VLAN 7 )L—74 T,
IR SN 72 VLAN V=T 4 2B TEE9, VLAN 7 —7403HSh5 &, 20O VLAN
TN—T4THIET D VLAN 2B LT, =2—VHE I’ KL D72 VLAN ZrHEShET, ve— K
WNTG o 7V, MIET BFFAE A —Y %2 Z D VLAN IZBE#I§ 5 Z &L TiIThbitEd,

~

((¥) RADIUS #— 3%, VLAN-ID, VLAN 4 £721% VLAN 7V — 7V Z(EEICHAEDE T
VLAN #2545 T& £,

802X 1 —H FARAM)EaA— a3 VOBRTEEHOIEEIE

o W< EH 1 OO VLAN 8 VLAN Z N —F R~y B 7 E8ND 2 L2 MR LTLIIEE N,
o WD VLAN % VLAN /L —Flc~woy ¥ 7 TE £,
o VLAN ZBEMF7Z3HIBRTAZ LT, VLAN I/ V—T7 % EFECTE£1,
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IEEE 802.1x Fi— FA—2ZioH= M

o BEfF® VLAN % VLAN Z Vv —"7 4067 V74 58546, VLAN OFRGEFAHAR— MIZ V7 s
FHAN, BEED VLAN 7V —7 b vy BV I REIBRSVET,

o It ® VLAN % VLAN Vv —74/1 627 U7 +25¢, VLAN Zv—7 RN 7 V7 8nEd,

e 7747 VLAN NI N—TIZ~y 73N TH VLAN 7 v—7% 27 U7 T& %4, VLAN
IN—T )V T3DHE, FJA—TNTHEED VLAN OFRFEAT— FTHDLAR— FEiTa—V
X7 V7 ENFREADN, VLAN @ VLAN Vv —T ~D~< v B 37 V7 & ET,

FEMTHONTIE, 1802 1x 22—V F 4 X FY B a—ar0&RiE] (P10-57) 2R LT 7EE N,

Network Admission Control L 1 ¥ 2 802.1x 1&EL

RN

Network Admission Control ZfEH 3 5121Z. A A v T2 LANBase f A —VE2FTLTVALENRD
D ET,

AL v FX, THRALADFR Y NI =0 T RBAEHATIHIO, T2 RRA VN VAT LRI FAT
DD 4 VAKROIRREE 7213 A X F+% F = v 7§ 5 Network Admission Control (NAC) L1 ¥ 2
802.1x FFZ VAR —F L TWET, NAC L1 v 2802.1x Mt # 42 &, ROEEA2FTTE £,

o Session-Timeout RADIUS /&P (JEIE [27]) & Termination-Action RADIUS EM: (B [29]) %
uﬁuuiE"j-_/\i) %57 '7/]:1_ ]\ Li‘;ﬁ

o Session-Timeout RADIUS J&PE (B [27]) O & L CHIBIERITHR OB %8 E L. RADIUS
=BT TAT U OT 7 8A R v—2BEHLET,

e AA v F» Termination-Action RADIUS & (B [29]) #HLTZ 747 F&HRFET D
Bro7 7 va raRELET, 2 DEFAULT ThHH), HARESNTHWRWES, By var
T LET, 4 RADIUS ZROEA, HRBFET o A0BMG L £,

e VLAN OFF4HFT. £721L VLAN 7 /—74 0 Y A k% Tunnel Group Private ID (B [81])
DIEE LTEREL, VLAN OFSRLL4H, £721X VLAN Z v —7£4 07 Y 7 7 L > A% Tunnel
Preference (B4 [83]) Dfi& L T%/E L £¥ . Tunnel Preference %% E L2 W HHE. D
Tunnel Group Private ID (&% [81]) BN U A M B@IRENET,

e show authentication ¥ 7213 show dotlx 5 EXEC a2~ FEfFHL T, 77347 FDKRA
Fx¥ 22X RTDHNAC KRAF v b—F v EBFERLET,
o YAKRVLAN LTI &Y 7T 14—k VLAN 2% ELET,
NAC LA ¥ 2 802.1x MFEDKEIL, RADIUS — NIZAHRAF v b—0 VERETHLENHDZ &
W T, 802.1x AR — P _R—RZRFEE LI TWVWET, NAC LA ¥ 2 802.1x FEEDHREICEEI 2 FEAMICD

WL, INAC LA v 2 802.1x MRAEDFHE ] (P.10-58) B L IEMAZRHRFEDORE) (P.10-45) %
ZRLTEEN,

NAC OFEHIZ OV TIE, [Network Admission Control Software Configuration Guidel %2 L T 72
é l/ \O

BREDFMZOWVWTIL, IFRFE~3r—Y v (P.10-7) 2L T 7ZE0,

EBRIE DD IF FF 2% €

FHRRFRAEDNAFRELEA LT, A= bR LA R FERIET 5 & ZIEMAT 2 HIEOIEF &2 % E
T%iﬁ‘ MAC FEREASA NRAB L 802.1x 1L, F'TA~ Y Elidth X VR ES LTHER L.
Web IJALIJ li\ x—h%@wu quE@[/\T;—ﬂb) if\_ jﬁ'ﬁﬁﬁ\%,ﬁ\& Lf\_ @7ﬁ‘_/V/\ b4 7ﬁ/£k L/'/C'féiﬂq
TEET, MO WL, TFREKARZBINEFORE] (P.10-64) 2L T LS,
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W |EEE 802.1x R— FR—R B DOHE

Open1x FR&E

Openlx FBAEIC L 5T, TAAL ADFEIEINDHNT, TDOT A ANK—MIT 7 EBATESL LI
NET, AT UBIERHEEINTWVDHEAE, ﬂéﬁbb‘TX MIAR— MIEZRIN TV D Access Control
List (ACL; 77t®A avrag— L URARK) IZESWTCI T 74 v 7 %2ELET, "R MNBRRBIESIND
L. RADIUS H—NIZBRESNTVWERY U—RNEDOH R MIEHA S ET,

F—7 ubnE%{kO)'{j((RT ﬁiﬂfﬂc&i#

L4 //7/1/ TX]\:E”—]\T@j— 7/umu 1}\0)1‘_‘&7"_ j-z))pm_‘p IJ (C}F‘y ]\]7'—76:77
TATEET,

¢ MDA E— RTOF—F LRI HEHFERAALA D1 ANO2—HETF, BLOF—% AL D1 A
Da—FFETFRHFRT SN ET,

o YNATF HRAFNEF-FNTOF—T VR AEBEDORA MRy N —=2IZT 7 EATEET,
o BEEREE— R TOA—TF L FEE : MDA OBE EHITWETR, HEOKRA NEBIATEET,
FEHCOWTIE, [RA R = FOFE] (P.10-44) 22 L T EEW,

GE) AT URRERREINTOLGEIE, MoORFERIE LY bEE S ET, 24, authentication
open VX —7 = A R :1/74%1 L—Yay awy Faffl L7254, authentication
port-control f > ¥ —7 A A a7 4 Fal—var avy FZBEBERLS, K= B KR MZT 2
T AMEEMETH L ERERLET,

2 802 1x X T+ DEMA

~

(GE)  E Ak IEEE 802.1x FREEAEH 221X, AA v FN LANBase f A—V &2 FITLTWAHAMLEND
D E9,
LR 802.1x Ex 2 U T A HEAEA L T, X2 ) T 4 ENARELIEEAICT -2 £213F

VLAN (2872 < VLAN 2327 4 =T 2T D L HICAAL v F &% ﬁbiﬁ“ Plaio V) U — XT
., T — 5’774’7/%%MHEL£9&LT?%:)74 BRAEATDHE, R— 2By v b
Ao s, ERNEEICUlEhTWE L,

Z OFEREIX, PC 2% IP Phone IZHEKE SN TW OB AICHEM TE 9, ZoMELENLLE, 74
VLAN Tt %= U 7 (iSRS NG & 7—4 VLAN ZH 21y F ¥ o2 S, 7% VLAN
DITT7 4y 7 3P D2 LR EHAITTEET,

AR 802.1x X 2 U T 4 OREICHOWTIE, [EH5Rk 802.1x B¥X = U7 ¢ OfE] (P.10-38)
ZZRLTLIEIN,
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IEEE 802.1x Fi— FA—2ZioH= M

Network Edge Access Topology (NEAT) ZERAL7- 802 1x H-F 1 A
v FBLURRIE

Network Edge Access Topology (NEAT) BHREIX, VA4 Y V7 su—Ey b (RFESERE) oM
fiifu&%”%*ﬁaﬁbij—o iz 'EEE'@&/I)7@7‘/\/])X%T’_‘ ]\“Cqu’C‘é“i?‘

e 802 Ix AA v F BT U B b :8021x VU Ny MEREZEHTAZ LT, JIOAAL vy TFOH T
Uy bELTHEET DDA v TFZRETEET, ZOREIL, 22X, A v TFRTIA
%)/7&m~€/ﬁ% BV, "7 A= ENLTT v T AN —A AL v FICERIN
DA ’%ia‘ 802.Ix AA v F 7V By MEREFEH L TREINTZAAL v FIT, &
%17&@M®t T TARNY)— AN AL v FCTRIELET,

Y7V B b AL o TFRRIRNTEINTHE, R—F F— BT 7820 E T U7 ICEESHET,

e 771X VLAN i%. quE%‘X/f v FTH Eéﬂ(b\éﬁﬁ uquﬁ)EJZJjJL/fx_ﬁé cNZ o7 FA—1h
DFAT 47 VLAN 12720 £,

1 DL EDH T Y T b ALy FICHR T DFIEEAA v F A F—7 = AT MDA £72i%
multiauth € — R& A X—7 VI TEET, vAVFHRRA L E— NEIRAEAAN v T A X —T A AT
TP R—FEINTHEREA,

FTRTOFRA b F— R THEET 5 X 9 12 dotlx supplicant force-multicast 7’2 — /L 227 ¢ Fa L—
v a v av F% Network Edge Access Topology (NEAT) O 7Yy s 24 v FTHERLET,

o RADNFFA:FFAHEHR (T TV B TAL y FUILEHS D) AARPODONT T 4 v 71200
Xy T =7 THAISNET, ZNHDAA v FiL, Client Information Signalling Protocol
(CISP) #fEH LT, 7 U b AL v FIZHHT D MAC 7 RLAZFIEHE AL v FITHEEL
F7 (K 10-6 WL T EEW),

. E@%*—7Wk AEEAA v FTO T 7 a7 4Fab—va CEHBNICA =T b
ftLEJ, TV FFVI N AL v TFRLERET HEED VLAN O2—Y% 5374 v
iR ufFTéj’bi‘? ACS °C cisco-av-pair % device-traffic-class=switch & L T XELET (ZORE
I group E721X user RETITD ZENTEET),

10-6 CISP AL =RBRAEFEY TV AV F R4 vF

2D

m-o

_=/f
1 \v—sz25—vay (V5472 1) 2 $FVI s AL F (T4 T
o—¥ .y )
3 [FBEEEHEAA vF 4 | Access Control Server (ACS)
5 [+rFv 7 R—F
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$£10%E  |EEE 802.1x K— FR—XBHEORE |

W |EEE 802.1x K—

FERER

FR—RBEEDOBE

° NEATT”—]\j: ﬂﬁ@mquT*—]\kﬂbﬂ/74ﬂF:ﬂ/~“/a/“C Z’F_ﬂf%iﬁ“ —&7)73/]\
X/f /%ﬁ‘muu]}j—é k T”— ]\ £ — ]\ i/\/& .ﬁ% VSA) %OI/\T77JZ;<75 % /\7
IZEFE SN ET (device-traffic-class=switch)

o VSAFIFEEAAL vF R—F TE—FET 7 BANL T Z7ICEBL, 802.1x hT 7 BTk
MEBEIOT 7 A VLAN 24 X—7 M2 LET ((EED VLAN " F*A T 147 +7 2 VLAN
WCEHENDEE), VSAIZYZF IV H L FDOR—F a7 4 X2 —2 g NIEBELERA,

o HANE—REZEHELT, BiEHEAAS v TF R— FOFEMER—F a7 4 Fab—varzidfd
?Z)Glbi\ 7\4’ v F VSA TiE72 <. Auto SmartPort = —HER~ 7/ n &R+ b TEET,
*n . BREE AL v F R—FTHHR—FIN TV RN T 4 Falb—ra U E2HIBRL T,

— ]\ :E~ R& 72 EXnD p 7 2IZBERTEET, FFMIIONTIX, [dutoSmartports
Confguratzon Guidell 2L T2,

FEANC OV TIE, INEAT 20 L7CRBRESE A1 v FRIOY T Y v b A4 v FOREE] (P.10-58)
EZRLTIZS N,

ACL & U RADIUS Filter-ld Bt % 5/ L 7= IEEE 802.1x FRELDEFA

~
()

ACL B XU Filter-1d &% 1] L 72 IEEE 802.1x 8AEZEH 32 121%, A1 » F 7 LAN Base A * —
VEFATL TV DLERDH Y £7,

AL wF1E, ANAR— b 1P fZHEFR L OV P §L3EAR — b @ Access Control List (ACL; 727 & A& 222 b
2—/,L YA N) OWFEFR—FLET,

e HWETDH ACL
e Access Control Server (ACS) 725 @ ACL

VTNV IRA N E— F‘T@ IEEE 802.1x "— ~i&, ACS 6D ACL #fiHH LT, #7225 L~1ro
*)‘ v Z % [EEE 802.1x 8iE=x—HiHfit L £7, RADIUS ¥— 33, :0)&/1’7"0):1%47“\2‘/54:0‘
— FERAET 2% G, 22—V ID IS W ACL BYEA AL v FITKE LET, K6 Sz @ikl
:l**j‘ Ty g VRSP, A-MOEAESNES, By va UBRT. RBRENKRE, 723D /7T

IR R AE LT Ha . RA— MIEFFIZRY . XA v FIX ACL zR— b bHIBRL £,

ACS 75 @ 1P f£ R L OV IP $E3RAN— b ACL 721F 78 Filter-1d BIE4 %R — b LE9, Z4id ACL ©
ARTE 21T G258 LE T, Filter-id BIEIL, F1A (£ T REZEET T MU R BEOD
Z—PELFE—YBRRT L7 V—T BIRETE LT,

e —® Filter-1d JBIEIZ. 7 /L —7® Filter-1d B L 0 HELE SN E T,

o ACS 26 @ Filter-Id BN, T TICREINTWD ACL 2HET2HE6. ik, = —FRE
ACL kv bfESnET,

e RADIUS % — 23 # D Filter-1d BHEEZEET 256, KEORELZTVNEHAINET,
Filter-Id JEMEN A A~ F TIE éﬂfl/‘fﬁll\i}% N u»quﬁ)%H&L AR— N PEEFFR] AT — b MZREY £7,

[l Catalyst 2960 &5 & U 2960-S R4 v F YI b9z 7 avI4F¥al—vav A F

OL-8603-10-J |



| £10%= IEEE 802.1x K— FR—XBHEDBRE
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JEYtEyariID

802.1x &

%@\?J‘.Ev*“ﬂ“/v“\”li\ 1%)% énf;utunﬁﬁﬁﬂ){jf&)ﬂ 7 7/])77/ }\@ﬁ 0)'!?/ varID ( t/
aryID) ZEALET, o ID X, F/r=a~ 2 KX Management Information Base (MIB; & #{H
WAR—R) REDTRTOLAR— MfEHSNET, Eyvar DI, Bty va VEIOFT~TO

Syslog * vE—VIcERENET,

tyiar DR, ROFEERNEGENRET,
e Network Access Device (NAD; x> hU—2 T AXAFNRALR) OIPT KL A
o —E®32 by MER (BIRAICHEML ET)
o byuvalBhZ AL 2L T (32 By MEK)
KIZ, show authentication =~ > FOHJICE Yy v a » ID BNERRINDHEZRLET, ZOHITIX
&> a 1D 1% 160000050000000B288508E5 T,
Switch# show authentication sessions

Interface MAC Address Method Domain Status Session ID
Fa4/0/4 0000.0000.0203 mab DATA Authz Success 160000050000000B288508E5

WIZ, Syslog ittty v ar ID MERINOHBIZRLET, ZOHTH, BEyia DX
160000050000000B288508E5 T,

1w0d: $AUTHMGR-5-START: Starting 'mab' for client (0000.0000.0203) on Interface Fa4/0/4
AuditSessionID 160000050000000B288508E5

1lw0d: $MAB-5-SUCCESS: Authentication successful for client (0000.0000.0203) on Interface
Fa4/0/4 AuditSessionID 160000050000000B288508E5

lwOd: $AUTHMGR-7-RESULT: Authentication result 'success' from 'mab' for client
(0000.0000.0203) on Interface Fa4/0/4 AuditSessionID 160000050000000B288508E5

v g 1D E. NAD. AAA —8, ZOMDLR— ST AV r—2 a0 TCo 5472 Mok
B Aol EINET, IDIZHIFMICERENET, EOXIRREDBLEDY FHA,

REDEXTE

o I802.1x BFEDT 7 4/ hi%iEl (P.10-34)

o [802.1x RFFFREFFDEEHIE | (P.10-35)

o [802.1x #eEfHIRIET = v 7 D% E | (P.10-37) (HEE)

o [HHFRH802.1x EX = VT 4 OFE] (P.10-38) (LE)

o [802.1x ENE— FORE] (P.10-40) (&)

o 1802.1x WFEDFHE] (P.10-41) (FE)

o 21 v F B LU RADIUS $— DG DRE] (P.10-42) (#%ZH)
o [HRAR E—RORE] (P.10-44) (L)

o [EMMZRFFRIEOR T (P10-45) ((TE)

o [R— NG T D27 747 bOFETOFRIE] (P.10-46) ((FE)
o [FEHEREFI DA (P10-46) ({TE)

o [ RAAYTFNBLIIAT Y b~OFEFRHMOLE ] (P.10-47) (EE)
o (AL VFNEIIFAT Y haD 7 L—AFEERBOHRE] (P.10-47) (L)
o [HFRFEFEOBRE] (P.10-48) ((EE)
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IEEE 802.1x R—

FR—ZRBHOBE |

W 302.1x BEDHEE

(802X 7 H 7T 4 v 7 OEE] (P.10-50) (EE)

MAC Move O A x—7 k] (P.10-49) ({£&)

TMAC @#eDA F—7 k) (P.10-49) ({£&)

72~ VLAN o &) (P.10-51) (fER)

MIPRAT = VLAN o] (P.10-52) (L)

(7 7 ARBERAE A S AHREORE] (P10-54) (E&)
[Wake-on-LAN % H L7z 802.1x s8iEO% &) (P.10-56) (EE)
MAC FBFENA N 2D E] (P.10-56) ((EE)

NAC LA ¥ 2802.1x M0 &) (P.10-58) (L&)

INEAT #fEH L72iBGEE A A v T B LTV B M AL v FoORE] (P10-58) (L&)

o [¥yrm—FafB ACLEB LTV XA L2 b URL M L7z 802.1x @BAEDFHE] (P.10-60) (f:

)

o [ZRRZFERENA O

REJ (P.10-64) (EE)

o [WR—FLETHD802.1xFHFEDT 4 B—T 11k (P.10-65) ((FE)
o 802X FRIEREDT 7 4V ME~D V&> b (P.10-66) ((FE)

802.1x FBEED T 7 + )L FERE

* 104 802.1x BREDT 7 4L FEEE
HaE FI+IRE
AA v F D 802.1x £ XF—TF ) AT — |k F =T

A— MHALD 802.1x A X —T /L A7 — k

¢+ —7 /1 (force-authorized)

“—I‘i774’7/]\k@802 1x _— Xutunﬂi%?j—‘bﬁ‘
7%?:35‘ FLET,

WDONTT 4w

Authentication, Authorization, Accounting |5 ¢ & —7 /L
(AAA; GBRE, #FFl, 7T T4 7)
RADIUS #—3
e IPTFLX o FEERL
* UDP &GEH— b © 1812
o ¥— o FREZRL
AA KN E—F YTV IRA R B— R
I 5 17 B T )
TE A 72 PR R EIE Fae—T7N
Bt ME () 3600
FERRERIEKL 28 (R— FPEFATRAT — MIEDDHNT, A A v T HRIET 7' R % FHH
2 [H40)
FEREIRF T 60 (AA v TFNRT FA4T v b & ORGEERDOZHUT R L=t Fitkiiae
Z el T 2R H0
FFEE Re 30 (AA v F 5 EAP-Request/Identity 7 L — A2 957 T4 T 2 b

DISEERD, EREFEFET LETOBRE
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® 10-4 802.1x BEIDT 7+ L MR (E)

HhE T+ MERSE

> FNER-S EIEID- 2 (AL FRFIAET v 22 FHT HA0IC, EAP-Request/Identity 7 L —
NS S e RN k-9

IIAT VN A LT U N 300 GRAEV— "B 0HEREZ7 T4 T MY L—F5 L& AL v TN
REZRED, 7 T7A47 2 MCERZFIRET 5 F TORH)

FRREY— N Z A KT T NRERH] 308 (VAT L OIREERIEY—ANZY L—FTHEE, RS v TFN

R RS, A A — RS 5 £ T O RR)

authentication timer server f > X —7 =2 A a7 4 Fal— g a<

VREFERATOLE, ZOXALT Y MFEEEE T ET,

HYSEN Y A AT U R Tae—TN
A K VLAN fEEZRL
T 7 & ARBERBRE N A XA TAE—=T N
HIfRfT & VLAN EE L
REEE (AA vF) E—F fBEZRL
MAC FERE/ A 73K T 4—=TN
Rl e = T 4=

802.1x n:.\nIE:&I:EH#o)jE $IE

e [802.1x #F) (P.10-35)

e [VLAN %IV 4T, 7 A F VLAN, #lfRf}& VLAN, 77 & AREERGE A 732 | (P.10-36)
e MAC &Gk A 782 (P.10-37)

o [R—=F B OT A 20K (P.10-37)

802.1x Bt

o IEEE 802.1x fBiE%A A X — 7 NI T B L, DL A ¥ 2 BERENA R — T IR BHIIC, A— R0
FEENET,

o 802.1x AR — FREID B THNTWVD VLAN RERENTHE, ZOLEE T EH E’]“C5<4 v T
WZITEE L £ A, té:z:,t A— I RADIUS "i‘—/\ Y HTTHN VLAN ICTHID HTH
U, FRBREH# IO VLAN IZHEID M Thh iz COEENFEELET,

802.1x R— FAEIV HJTHNTWD VLAN Rv ¥ v M TV T o= 0 $RFHIBRENLD
Ba, WN— MIEF TR ET, 2L A—FRE A THNET 7R VLAN 3 v v v
NED CETFHIBRS R, R — MIEF AR Y £,

o IEEE802.1x Yw hanid, VLAY 2DAZT 4 v 77 278X R—FBLOER VLAN A— Lk
TEYR—FrSNETH, ROKR—K A4 7 TEIR—-FENEEA,

- N7 K—b: 877 R—bFET8RIXxFiEEA F—T LI ETDE, =F—
A v—UNRERIN, 802.1x FRERIIA xR —T D FHA, 8021Xﬁﬁ$ﬂ‘*—l\0):€—l\°
ERIZUIIZETRLEII>ELTYH, =7 — AvE—URERIN, A—h T—RNEFEFEIN
FHEA,
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— BAF I B—F A FIv T F—FOFR—FMNI, FANR—E  NF 7 B— F~DEHE
HRAVZ— B ERHVET, ¥4I v I FA—FTR2IXxFBiEE A F—T7 NMIZL &
FLFTHE, TT— Avb—UNERIN, 802.1x BILIFA X —TNMIZR Y FH A, 802.1x
SIER—=FDE—RELXAFTIVIICERELII>ELTYH, ZT7— AvbE—UNRERIN,
R—hk = NIEFINEEA,

- XA FIv I TIERAKR—F: XA F+Iv 2 727X (VLAN Query Protocol (VQP))
°~FT 802.1X WFEZEA X —T NI L EH ETBL, =F7— A vE—UNRKRIN, 802.1x
FREEIEA R —T 2D FH A, 802.1x MR — FE2ZEELTH A5 v VLAN 2E| v Y4
TEHELTH, 27— AvE—UNRRRIN, VLAN REITEEINEE A,

- EtherChannel R—=b 72T 47 %7137 7T 7 T\ EtherChannel # > /3% 802.1x
— hELTHELARNWTL ZEV, EtherChannel /8 — b T 802.1x iRiFEZ A *— 7 /MiZ L &
O&ﬁ”é& TT— A vb—URERII., 802.1x FAFIFA X —T NMITHR D XA,

— Switched Port Analyzer (SPAN; A4 »F K R— |k 757 A ¥) I LU Remote SPAN
(RSPAN; U E— bk SPAN) %8%c7R— bk : SPAN F 721X RSPAN %856 R — h THDHHR— LD
802.1x WEEZE A X —T NIZT B k75§‘f%i7§—o 7272 L. ~"— h% SPAN 7213 RSPAN %i
JeR— b & LCHIBRT 2 % Tid, 802.1x RBREIEXT 4 B —7 /L2722 £3, SPAN £72i3
RSPAN %fEI0AR— RN Tl 802.1x BiEE A R —T NI THZENTEET,

AA wF LT, dotlx system-auth-control 7' = —/ 3L =27 A Fal—varavr ReEANL
T 802.1x FFEZ 7 B — L2 A R — T WVIZT D RNZ, 802.1x §&FE & EtherChannel 23%E S 41T
Wb A H—T7 A Ah 5, EtherChannel DR EZHIERL T 7ZE0,

Cisco 10S Release 12.2(55)SE LDV U — AT, 802.1x BFEICEET H VAT A A vE—T0
TANZY TP R— B ENTHWET, [RiE~vFx—Y % CLI 2~ K (P.10-9) #ZH L TL
7ZE0,

VLAN E|Y & T, 7X F VLAN, #IBRftE VLAN, 7t XTEEREEE/ N1 /R R

802.1x iBfEZ AR — M ETA X —TNICT D &, B VLAN OBREZ FroAR— b VLAN 3% E T
XEHA,

N7y R—=h, 4TIy 7 F—F FLEVMPSIZEDHF AT Iy s TR KR— MY
Y TO%E. VLAN &0 Y THREZ M L7z 802.1x FBGEIZ I AN— S £ A,

RSPAN VLAN F 7213 % * VLAN %2R < &)6@5 VLAN %, 802.1x 7"A s VLAN & L CERET
EEd, S A VLANB#EIZ, P72 A= FTIEPR—-FrShT0nEtA, 7782 A=k
TOHIR—FENET,

DHCP 7 54 7 v "3 ST WA 802.1x A — F D4 X s VLAN %% & L7=#% . DHCP ¥ —
NNHBRANIPT RVAZRGTLULE DY ET, 7 TA47T o DHCP 7 DtXﬁ\HéFF'aEJJGJJ
e 72 DHCP — "B R A MNP 7 RLAZESEL L S LT 501, AA vF Lo 802.1x &
FE7 A BEERTORELALAETEET, 802 1x BiE7 X DORE LB L 5
(authentication timer mact1v1ty:FoJ:U\authentlcatlon timer reauthentication > % —7 = A A
aArZ74Falb—var avr R, REOWA®IT, #Eishiz802.1x 7 7447 b XA
k- THERZRD £7,

T TR ARBERBIENA NAKRR AR ET HERIZIE, ROEEFHIZES T ZE0,
— ZOREREIZY VR A N BF—= RBX O AT HRA b T—FD 802.1x R— h THR—rENFET,

- WindowsXP EBEHLTWDI AT v MIERINTZR— BN 7 VT 4 INVBIEAT — N D
. Windows XP {314 v #—T = A ANFBIEI NN ERETIHEENH Y 7,

— Windows XP 7 71 7 MZ DHCP B E SN TWT, DHCP =" HED [P 7 KL A%
OBGE. U T 4 AN R —F ETEAP A v —V2ZET DL, DHCP RET =& AR
B L 2WEERH 0 £7,
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OL-8603-10-J |



| £10%= IEEE 802.1x K— FR—XBHEDBRE

802.1x BoHe M

— T U B ARBERIENA S ARER L OB VLAN % 802.1x A" — F RICRETEE T, AA v
FRHIREA X VLAN N T2 VT ¢ v R— FEEFRFEL L 9 & L, §XTo» RADIUS #—
DRARAEER G A, AL v TFIWER—F 27— &7 VT 4 INVBIEAT — MZEER L,
[Rf)& VLAN (2780 £9°,

e RSPAN VLAN £ 723%™ VLAN %#[r< H 5P 25 VLAN %, 802.1x il[Rfl=x VLAN & L T&E
T&EEJ, HIRAMA X VLAN BREIZ. b0 7 R—=FrTIEVFR—FrENTWEREA, 77 R R—
rETOHZYR—-FENET,

MAC FBEE/\ 1 /XX
o FFIZHTE L TV RWRY | MAC FBREANA N ADOFEREFEIT 802.1x B0 LD LRI L TY, FEM
WZOWTHE, 1802.1x #83F) (P.10-35) #ZML T E &V,

o R—FNMAC 7 FLATHA EINEZEIZ, R— b MAC @BiEANA XA ET 48— L T
b, R—bh AT — MIEEIDHY ¥,

A= I PEH AT — R TZTA4T7 2k MAC 7 RURADNEIHEY — /N F—F N— 2 |2 WS,

RN—=MIBHFTAT—FDOFEFIIRDET, 272 L, 7747 FMAC T RLVART —HR_X— 2R

iiﬁﬂﬂéﬂfc%é\ 14' Y%Wj: MAC HALEIE/\/])/\Z %{Eﬁﬁ L/TT'_‘ ]\%ﬁwunﬂzfg{i—ﬁ*

o KR—INHFAAT—FTHDHIELE., BRIERNRETHAETR—FDRAT— MIZEDLY FHA,

© MAC BFEAA SRS KV BHESNTOB R, T 7T 4 TRABAMOSA LT U M A FET
EET, HETE HHEMIL 1 ~ 65535 BT,

il

— kHE=Y DTN RDRKRE

802.1x XD R — MR TE DT 3, ADHKRE T,

o VU ARAR B—RDOEAE, TV EAVLAN TEHETE D534 AT 1 BET T, A— 2R HE
7 VLAN THRESNTWAEE, T VLAN 2/ L Tk%{E T& 5 Cisco IP Phone D% 1R
XH Y FHEA,

o WIFRAAL LI MDA) E— FOEAE., 7278 A VLAN T1 EDOF A X, &7 VLAN T
1 &5 ® IP Phone 2Nl SN E T,

o IATFHRALE-FROHAE. 1 B0 802.1x ¥ 7V H v FEFRAR—FCHFAISNET, 7L
7 72 A2 VLAN T#A & 415 802.1x Fxtiinds A~ OEUTITHIRITH Y £ A, &7 VLAN 'Cu‘F
AISNDT A ADEITITHIRITH Y 8 A

802.1x #ERIREF = v I DT

802.1x MEfHIKREET = v 71X, TR_RTODAA v F K—=FrDB2IXxT /T4 T 4 HE=ZY T L,
802.1x Z Y AN — FF 2R — MIEHM SN TNDLT A 2DFREFRLET, ZOBELMEH L T,
AL v F K= MR I TND T /35 AR 802.1x IZXHRTE 2008 9 nEHFITE ET,

802.1x H#EMIRFETF = v 71X, 802.1Xx TRHRETEXHTNTCOR— M THEHATEET, HEHRETFT =7
IZ. dotlx force-unauthorized & L THEINAAH— M TIIfEATE EHA,
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EHRET =y 7 A, v FTAR—T VT D5E, ROEEFHITHE> TSIV,
o WEFHIRIET = v 71T E | 802.1x WAL v F TA X =T /MIZSNHFNTHEH SN ET,

o AUH—T xA AEIRETTIC dotlx test eapol-capable ## EXEC 2~ > FEHEHT L &, *
AvF AL I DFTRTCOR—INTAMSNET,

* dotlx test eapol-capable =~ F#% 802.1x XHEDAR— FTREL, VI NRT v FIciRd L,
A= FE, 802X ITHRIST 2 E I, e/ FA T P Tor ) —%FETLES, 7 94T~
RVERI Ny MZISET D & 802 AX IS TH, 7 T4 7 bBZA LT 7 MERNICINE T
% & Syslog A v E—UNRAERSINET, 774 T "R =SB LEWEE, 7747
ME 802.1x IZxHi L TWER A, Syslog A v E—ITERINER A,

o YEHIRIET = v 713, BE OB R L (72 & 21E. IP Phone I[Z8#i &5 PC) &4 9 AR — MMIEfE
T&ET, Syslog A vE—Ui%, ZA ~—RRNICERRET = v 7 ITNET 2% 27747

WCAERSNET,
AA v F BT 802.1x YEHIREETF = v 7 A X — T M T BI121%. ¥ EXEC & — K TR DO FIE % FEIT
LET,
avwyk B&Y

ATFvTA1 dotlx test eapol-capable [interface |z { v F T 802.1x #fHIREEF = v 7 2 A4 R— T NI LET,

interface-id] (&) znterface id 121, 802.1x MEffikETF = v 7 2 FATT DR —
MEfEELET,

GE) A7 a2 interface ¥—V— FZEK LI=HE, A1 v
FOFTRXTOA L E—T A ANRTAMINET,

ATFvTA1 configure terminal (FEE) Zu—NLary 74Xz lb— gy T— R2HEBELET,

RTwv7 2  dotlx test timeout rimeout ({LE) EAPOL JGE DRHEICHNT 2 24 L7 7 M &R ELET,
HECE BHWPIL 1 ~ 65535 T, 7740 MEIE 10 BTT,

A7v7 3  end (£5) M EXEC £— RICR Y £,

ATv7 4  show running-config ULE) BELIEAA LT MEETERLET,

ROFTIE, A v F EORERRES = v 7 24 x =7 ML T, K= b E2BET L HEERLET,
it\ MEWEHHR— FDPDZE LTREB R L, #HE L TODT /31 273 802.1x MIETH D Z & &
mLET,

Switch# dotlx test eapol-capable interface gigabitethernetl/0/13

Switch# dotlx test eapol-capable interface gigabitethernet0/13

DOT1X PORT EAPOL CAPABLE:DOT1X: MAC 00-01-02-4b-fl-a3 on gigabitethernetl/0/13 is EAPOL
capable

DOT1X PORT EAPOL CAPABLE:DOT1X: MAC 00-01-02-4b-fl-a3 on gigabitethernet0/13 is EAPOL
capable

P 802.Ix XU T 1 DETE
~

()  EFWE IEEE 802.1x SREEA T AI121F. A4 v F B LANBase £ A —V % FET L TWAXLER S
D E9,
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E ok 802.1x X 2 U T A HEREE A A v FTHEMAL T, tﬂe;)vmaiﬁ:%%ﬁu‘* BT —2E
I3E 7 VLAN ([ZBfR72 < VLAN 20 &7 1 £—7 M LET, ZOBREIL. PC 2 IPPhone (SRS LT
2% IP Phone BRfE CREFI CE 9, 7— &VLAN“C'IZﬁ’r:L)T/r@}iﬁ%ﬁﬁéﬂék 7 —% VLAN 72i7}
Woxy MUY ERET, EHEVLAND T 7 4 v 7 3P 5 2 LA v FTEZEESNET,

AA yFTEFE® 802.Ix HFtx 2V 7T 4 2RET HHE. ROTEEFHITH> TIZEW,

 errdisable detect cause security-violation shutdown vlan 72—/ 3L 27 ¥ 2 L—3 3 2
~V FEANLT, BHFEBW 802.1x X2 VT4 A RX—TNMICLET, Bk 802.1x £ =
VT4 &T 48— MCT 21, Z0avr Rone N—Yara ALET, Zoa~vy ik
AA v F D 802.1x FER— FOT X TIZHA SN ET,

~
(3¥) shutdown vlan ¥— VU — RZ4EE L2 WEA . errdisable A7 — MM/ o7= & X IR — b 2ER T v v
M ENET,
 errdisable recovery cause security-violation 7 0 — N\l 27 4 X a L — g a<w s RafH
L T, errordisable U ) 2R ETH &, A— MIBBINWICHOAS 2—7 &N ET,
errordisable U 73U 37K — N CTERE SN TW WA shutdown 38 X OF no-shutdown 1 > 4% —
Tz A a7 4F¥al—vay avr REFEHL TR FEHER, 2= VI LET,
e fHlx ®d VLAN ZH A X —7/WZ T HIT1E, clear errdisable interface interface-id vlan
[vian-list] ¥i# EXEC 2~ FEMEHALET, @ilALHEELR2WEE, A— FDT X TD VLAN
WA X—TNIZENET,
ik 802 1x EX 2 VT 4 A X — T MIT DI, R EXEC £— FTIROFIREZETLET,
avw vk B
ATvF 1  configure terminal Fu—sL arT 4 Xal—ay B— REBEELET,
AT97F 2  errdisable detect cause X2V F BT —BRELTETRTOVLAN 2V v v NE T
security-violation shutdown vlan YLET,
(3¥) shutdown vlan ¥—U— RZIEELRWEA, 7 X3TOFR—
k2% errdisable A7 — Mz, ¥ v hA U ENET,
2Fv7 3 errdisable recovery cause (EE) AE VLAN Bir=5— U BN A F—T NI LET,
security-violation
AFv 7 4 clear errdisable interface (f£&) errordisable (272 > TW A %42 @ VLAN Z H A R —7 /LT
interface-id vlan [vian-list] LET,
o interface-id D&, % O VLAN Z B0, X —T MZT HH—
rMEEELET,
o (ER) vian-list DFE, HFOA X —TNMIZTDH VLAN O Y A |k
PHELET, vian-list #HE LR WEAIT, 7XToO VLAN
DEOA X —T VIR £7,
A7v7 5  shutdown (%) errordisable ® VLAN % U X —7 A2 LT, T3TO
no-shutdown errordisable i ~%Z 27 U7 L¥ 7,
ATv7S 6 end e EXEC £— RICRED £,
257w 7 show errdisable detect BE TR LET,
ARTvF 8  copy running-config startup-config |((£) 2> 7 Fal—T 3y 77 A NVICRELETFELET,
Catalyst 2960 & U 2960-S R4 wF Y I bz 7 avI4Fal—arv H4F
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WIZ, EF2 VT BRI —BEELIAEDO VLAN 2 % v MU T DR IICAL v FERE
THEERLET,

Switch (config)# errdisable detect cause security-violation shutdown vlan

OB T, errdisable 27— MIZR2 > TWAHR— K FHTEY b A —FF v F 02 EOTRTO
VLAN ZHE A 32 —T VT 5 HiEE R LET,

Switch# clear errdisable interface gigabitethernet0/2 vlan

show errdisable detect i EXEC =~ FEZ AT 2 L, REZMHRTE £,

802.1x ERE— FDRE

ATFvTA1
AFvF 2
AFvS 3

ATv7 4

AFvS5
AFvT 6

~
GE) ENE—FEHEHATICE. A4 vy FNLANBase f A=V 2 ET L TWARLERHD £7°,
RISRRT, ¥ v bH T Syslog =7 —Z A, RIZFHLVTSA 2RO b7 BE
#HI5H LI 802.1x R— FERETEF,
o TNA AN 802.1x KIEDR— NI LT
L] d_\?_‘ ]\Tu:quEéﬂéT/\/r Xa)ﬂij(ﬁ I/f\—
AL v FRICEX2 VT 4EXT 7 v a v ERET HI2E, FiiE EXEC £ — FTROFIEEZ FETLET,
avwy kR B
configure terminal Jua—) ar7Z 4 FX¥al—yary T— RE2EBLET,
aaa new-model AAA A F—T NI LET,

aaa authentication dotlx {default} [802.1x ATV A &2 ER L £,

methodl

authentication =~ > RIZARHIfT & U R NREESA TOR2VGE

WHERT 27740 DY 2 P EERT DIIE. T 740 MRET

ERAT5Z L1875 TWABHIEICKE W T default ¥— 7 — K& L
F9, 774N 0K R MI, BB T X TOR— M A

IhEd,

methodl 1%, group radius ¥—7V— RZ AN LT, S@BIEHDO T~

THO RADIUS = U A M ZMEHTEDLLOIZLET,

(3F) groupradius ¥—UV— FLSMZ b a~ L RI A D~ LT A
M) ZICRRFRSNETNH, PR—-—FIRTWEREA,

interface interface-id 802.1x LA A X —TNICT B2 T4 T v MMTHRE L TWHR— b

FIEL. AVHX—T AR AT 4 F¥al—ary ET— RE#ELA
LFET,

switchport mode access R—+r 2T 78AE—RNIZLET,

authentication violation {shutdown | &KXt — FZHRELEFT, F—TUV— FOFHRIZXKDO LB T,

restrict | protect | replace}

e shutdown : ’K— b % errordisable {Z L £,
e restrict : Syslog =7 — %Ak L E7,

e protect: NT T 4 v 7 ER— NMIEFETHZTRTOHF LVT A
A AMBAY Yy N Rry S LET,

e replace : BIIEOE vy v a VAHIBRL, HLWAA M TRIELET,

[l Catalyst 2960 &5 & U 2960-S R4 v F YI b9z 7 avI4F¥al—vav A F
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avwyk E]:)
ATv7T 7  end FiHE EXEC £— FICR D 27,
ATvF 8 show authentication MEEHEA LET,
ATwvZ 9  copy running-config startup-config |({13%) 2> 7 4 Fal —ar 77 A VICRELRGELET,

802.1x FRELNDEKTE

802.1x N— P N—AFAEZRET HI121T. BRE. FFrl. TAT T 147 (AAA) A X—T7MITL
CHRRAEH A A l\é”?ﬁﬁﬁ‘é%%ﬁ\&)@ iﬁ‘ FHAY A ME, 2—FRFEDOT=DIL /7 =) —EEEITH
FIME & FBAEST Az ik L7 b D TY,

VLAN # 0 ¥ TEARRICT DIT1E. AAA BiEEA X—T7 VL TRy hY—ZHEOTXTOY—E
2RI L TCAA v T E2RETHLERND Y 7,

Iz, 802.1x ® AAA FYrt 2% LET,

AFYT 1 a2—FRAA v FOR— MTERLET,
ATvF 2 FEEREITEINET,
AFw7 3 RADIUS H—_REICEHE ST, VLAN E 0 B THRBEEA X — 7R £,
ATFYT 4 AATFWRBA v —VE2T T 407 = NEELET,
XT‘yj 5 ‘/[Z‘g J‘_‘L;L/T ﬁumuﬂiﬁ’%??éﬂi‘j_
AFYT 6 AAVTFWRDOTHIT AT T o7l TF— e, BRiFERICESWET I T 4 7 =2
FEELET,
ATYT T 22—V RFE— o0k LET,
ATFYT 8 AAVvTFNELRA =T ET OO T 407 = NITEELET,
8021X d_\g_ ]\/\\\”—Xum uJ‘.Eid.—’ 'JEE?'E) j: %’T@ EXEC £ ]\ Tﬁ(@i”aj&%?? L/ij—
avwy kR BeY
ATv7 1  configure terminal Fa—)L a7 4 Xl —ay T REREBLES,
AFv7 2 aaanew-model AAA B A F—T M LET,
RTv7 3  aaa authentication dotlx {default} 802.1x BIFH AV % h &2 1ERK L £,
method] authentication =~ > NIZARIfT & U A NN FE S/ TOZ0HEEITE
HAT57 74 DU R NEERT DITIE, T 740 Mﬂ((ﬂfﬁﬁﬁ?‘é
Z Lo TV B FIEICHE O T default ¥ —TU— R&FEHLES, 5
74N bOFRY A NI, BEIICT R TOR— MIEA SN ET,
methodl \Z1%. group radius ¥—7V— R& AH LT, §BREHD T~
TORADIUS H— N VR F&EHTEAEOICLET,
(GX) groupradius ¥ —7V— FLUSMZ b a~v LRI v D~LT R
M) U TIZERRENETH, FR—FSNTWERA,
ATv7 4  dotlx system-auth-control ZA v FT 802X Birtx 7 — )Ll F—T M LET,
2AFvT 5 aaa authorization network {default} | ({T-&) VLAN# D Y TAL, Xv NT—ZEE#EOTRTOY—E R
group radius FRIZK T 52— RADIUS #Fr[ & A A v FICRELET,
Catalyst 2960 & U 2960-S R4 wF Y I bz 7 avI4Fal—arv H4F
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2Tv7 6
ATFYF 7T

&

&

2A7Tv7 10

ATFv7T 1

2Ty 7 12
AFv7 13
2Ty 7 14

avwyFk

B

radius-server host ip-address

(f£7&) RADIUS — "D IP 7 RLAZIEEL £,

radius-server key string

({E&) RADIUS % — N ETEIfET % RADIUS 7 —F 2 & A A v F
DO THERT B LU SF—2HEELET,

interface interface-id

802.1x BiEE A X —TNIWZT BT TA T v MIHEERF L TWADHR— b
EREL. AV F—Tx2f AR a7 4FXal—ar T— Reilh
LET,

switchport mode access

EF) A7 v 7 6 BLVT TRADIUS —ERE LIZHA DA,
R—=r T 7R ET—RIHFRELET,

authentication port-control auto

A— bk LT 802.1x BiExE A x—7 iz LET,

FEBE DA A AEHIZ DWW TIE, 1802.1x FRFERR & WDV B F 18 |
(P.10-35) ZZMWLTLEEW,

dotlx pae authenticator

AVE—T 2 A AZADKR—KNT I BA T 4T 4%, —8LT 4
=B L LTOREMEL, 7V B VO A v E— VI3 BET S
LolRELET,

end

¥t EXEC £— FIZRED £,

show authentication

REEHRLET,

copy running-config startup-config

UEE) =274 FXal—Yay 77 A NVICHRESRITFLET,

AA v FE &V RADIUS H—/\EDREEFEDEETE

RADIUS ¥ =2 V7 ¢ —rNF, AR R ELIXIP T FL A KRR M EFFED UDP A — &5
FAFXIP 7 FLREHEED UDP R— FESICL > THEMLETIP 7 R A& UDP A— FEESDH
HEDHIZE 2T, —EO ID BMEE S, —"DFE— 1P 7 LR Rl 588D UDP R— T

RADIUS #ERZHFFTE DL I

720 £9,[F T RADIUS =R EDHEL D2 ODOFA S = MU T

FICY—ER (72&IFFREGE) Z2RELTEGAE, 2BDICHESNTZAA R = P UL, &UNITHES
NERAN 2 N7 2=t —R—= RNy 7 v 7 L CEMELEY, RADIUS A Ak =
I, BE LEZIERIZE> TRITES N E T,

[l Catalyst 2960 &5 & U 2960-S R4 v F YI b9z 7 avI4F¥al—vav A F
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AA »F EIZ RADIUS ¥ — 3 NI A —=F ZET 5121, $5#H EXEC £— R TROFIEZ ETL £
T ZOFNEIFTLHATY,

avyk B
ATFvTA1 configure terminal Jua—nR) a7 4 Falb—raryET—RERHBELET,
ATv 7 2  radius-server host {hostname | RADIUS #—/8 85 A — 2 % 3E LET,
i(p;ai;l:’ienSS} auth-port port-number hostname | ip-address (2%, U E— I RADIUS —/ DR A M %
y string FIEIP T RLAZEELET.
auth-port port-number \21%, FRAEERD UDP 382K — R Z46E L
F9, T 74N ME 1812 TY, FEETE &AL 0 ~ 65536 T,
key string 121, AA v F & RADIUS ¥ — " ETHEifE$ 5 RADIUS
T EOMTHEHAT IR IO EX—2FBELET, F—
i%. RADIUS = A"THEMAT LT F—IC—HT27F A~ ARV
TR NER Y FH A
GE) F—ORITAN—RFWMEINETN, BFBLUEREDOR
R—23ER R DT, F—1L4T radius-server host =~ K
BWXORBOHEH E L THREL T ESY, F—ICAX—2%
T A58, SIHBENF—DO 0 TH I8 %K. 5l
A cx—%2AFE 2N TLEEY, =X RADIUS 5F—F
THEHT AR S —IC—H L TWALERH D 7,
8> RADIUS y—R"EZHEHT25E5I21F, Z0a~vr RE&DY IR
LA LET,
AFv7 3 ¥i#E EXEC T— FIZRED £7°,
A7wv7 4  show running-config BE AR LET,
RFw7 5 copy running-config startup-config |({£3%) 2> 7 4 Fal— 3L 77 A MICRELRGFELET.
¥§7E D RADIUS $— "% 27 1 79 521X, no radius-server host {hostname | ip-address} 7 7 —/3)L
Ay 74 Xal—varyavry ReEHLET,
Wiz, IP 7 R LA 172.120.39.46 O —,3% RADIUS — 3¢ L THE L. A— bk 1612 ZFFalHR—
FELTHEAL, B5%—% RADIUS =R EDOX— LR U radl 23 \THRET 562~ LET,
Switch (config) # radius-server host 172.120.39.46 auth-port 1612 key radl23
J_XT?® RADIUS = NZHONWT, A LT U b, FXEEHK, BIOESF—EE /o — LT
ET 5121, radius-server host 7 o — )L a7 4 Fal—i gy avr REFALET, 2nb
DAT v a v — "EBALTRET DI21E. radius-server timeout, radius-server retransmit, 3 X
O radius-server key 72—/ VL a7 4 ¥ ab—vay avy REEALET, FMlICO0WTIE,
[4-~To» RADIUS #— D& E] (P.9-36) #ZML TS0y,
RADIUS =R ETH, WS ONDEZRETLHILERNHV FT, TNOLOREME LTEL, A A v
FOIPT VA, BEOY—RERAL v FOREFTHETLIEF— 2NV 7R £3, sFMIZ O
Ti%. RADIUS r—RDO~==27 /xS 1L TV,
Catalyst 2960 & U 2960-S R4 wF Y I bz 7 avI4Fal—arv H4F
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KA+ E— FOEE

authentication port-control f > % —7 =2 A A a7 4 F¥al—3 3 a<2 KN aute [SHEESNT
W5 802X FFAIAR— b BT, YU I NV AKRARN (2 TA4T M) FIFEBEORA N EFFAT 5120

b & b
AFvS 2

AFvFT 3

ATvT 4

AFwFT 5
ATv7 6
& A

ATv7 8

¥ # EXEC £ — RTKROFIEZE

%47 LE7. multi-domain ¥ —7 — RZEHAL T, v F RAA 3R

ZF (MDA) ZREL., WUAA vF BA— bk ED IP Phone (3 A il fh 7= 13t L) 228, AR R
LEFRTNAADOEFORBFEA F—T M LET,

ZOFNEXEETT,

avy kR

=]:5)

configure terminal

Ja—) ar7 4 Xalb—ary B— REEBLET,

radius-server vsa send
authentication

VSA (Vendor-Specific Attribute; > % —[E A BIE) 585k L H
THEDIZ, Xy VU= TR P —RERELET,

interface interface-id

HER A P OEERICER SN TWDER—hE2HEEL, (¥ —
TaxAf A a7 4 Falb—Tay T—RefisELET,

authentication host-mode
[multi-auth | multi-domain |
multi-host | single-host]

X—U— ROBWIIKRDO EBY T,

e multi-auth: & VLAN T1 27547 b, 5—4% VLAN TH#
iﬁ(@uwﬂj7 AT ]\%utf:jl/i—;* %Tx k iﬂﬁl}%l \—nmuEé
nE7,

GE¥) multi-auth ¥—7— FZ#HTX 2 DiZ. authentication
host-mode =~ > N7=1F T4,

e multi-host : "> 7L 7R A F OFRFERKIC 802.1x FF AR — h TH
BORAN (94T 8 OFERZIFTLET,

e multi-domain : IP Phone (3 A zfl& /- i3tkil) 2L, &R
FBIOEFEFOE S DOT /SA A% 802.1x FF Al A — h CTRIETE
HrolCLET,

G¥) AAP E— K2 multi-domain (ZEREINTWBEHA. IP
Phone DEF VLAN R ETHLE NS D £3, FFMT
15% %7 VLAN O E| #Z2R LTI ES0,

e single-host : 802.1x FA[AR— F TV U TNV KA~ (7347~
b O#EREZFTFAILET,

BETHA % —7 x4 AT, authentication port-control 1 >
H—=TxAAary7 4 Fal—ar avy K5 aute IZHESH
TVLZ LR L TEaw,

switchport voice vlan vian-id

(fEE) &7% VLAN & E L F7,

end

¥t EXEC =— RIZED £,

show authentication interface
interface-id

HEEMEB L ET,

copy running-config startup-config

EE) av74FXal—vary 77 A NVICREEZRTFELET,

A=+ ETEEOF A N &T 4 E—7 2T 51Zi1E, no authentication host-mode 1/ > % — 7 = A A
a7 4 Fal—vary avy ReBHALET,

WIZ, 802.1x BFEA A X —TNMIC LT, HEDOFA NEFFATH61 2 L ET,
Switch (config)# interface gigabitethernet2/0/1

[l Catalyst 2960 &5 & U 2960-S R4 v F YI b9z 7 avI4F¥al—vav A F
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Switch (config) # interface gigabitethernet0/1

Switch (config-if)# authentication port-control auto
Switch (config-if)# authentication host-mode multi-host
Switch (config-if)# end

KIZ. MDA A X—7MZ LT, R— FTHRRXMBIOERT A ZAOM 2§ 562 RLET,

Switch (config) # interface gigabitethernet2/0/1
Switch (config) # interface gigabitethernet0/1

Switch (config-if)# authentication port-control auto
Switch(config-if)# authentication host-mode multi-domain
Switch (config-if)# switchport voice vlan 101

Switch (config-if)# end

REDEE
802.1x 7 74 7 v b OEMM R FEFEEZ A X — T /I L, BRIEOMREEfEE CE £7, HRiEElT

oMk ZIEE LaWEa. 3600 Bk S ICHEENHA DI E T,

77/1)77/ ]\O)lﬂiﬁﬁéﬁfcﬁﬁuunﬂz%’rz\ 7/1/ L. ﬁnthuﬁ%?‘f?ﬁﬁﬁﬁl’? (T ) %?&ﬁ‘féﬂ:&i\ 4%‘:1%
EXEC E— FCKROFIHEZFETLET, ZOFIHITEETT,

avwvk Bl
RAFv7F 1  configure terminal ra—nN ary7 4 X¥ab—vary T— RERELET,
AFTwvF 2 interface interface-id BETAR—FEEEL. AV F—T 2 AX a7 (X2l —ig

VE—REHBLET,

2797 3  authentication periodic US4 T Ly FOEMBRERE (F7 40 R TEF 4 E—T ) %

A X —T N LET,

GE) 7740 MEX 3,600 B CF, FRRAEY A v —OfEE A HE T
57, AA »FTRADIUS-provided v a > A LT ¥
rEMFEHT 5 & 9129 512i%. authentication timer
reauthenticate =~ > K&z AN LET,

AT7v7 4 authentication timer {{[inactivity | |FHRIEORNE () T L E1T,

reauthenticate]} {restart value}}

authentication timer ¥ — U — FOEKIIRD & BY T,

e dnactivity : 7 G A4 TV EINHDOT 7T 4 BT 4 B 70 HERF
2725 £ TOME (FPHALD.,

e reauthenticate : HEHIRIENBHLET 5 £ TORERE (BHND),

e restart value : TEFFA[R— N OFRFEEZRITT D2 ETOME (BWH
),

ZDavy FIRAA vy FOEARITEEST 501, EMB72HFERE %

A X—TNVICERELESAT T TT,

AFv7 5 end

HebE EXEC E— RIZED £,

RX7Tv7 6 show authentication interface MEATRLET,

interface-id

AFTwF 7  copy running-config startup-config |({£E) = 74 Xal— a3y 77 A NMCREERTELET,

EMM 72 FRFEE T 4 B —7 /L2 3 51Z1%, no authentication periodic 1 > % —7 A X a7 4
Xaol—Tayavwry REFERALET, T 740 NOFRIERITEINEICETICIE. no authentication
timer { VX —7 A A a7 4 Fal—rary avr ReEHALET,

| OL-8603-10-J
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W, EBR R HRRBAEE A 2 — 7/ L, FRRED MR Z 4000 FICRET 612~ L £,

Switch (config-if)# authentication periodic
Switch(config-if)# authentication timer reauthenticate 4000

— MIEHRIT S 51472 FOFEITOEZL

dotlx re-authenticate interface interface-id %t EXEC 2~ RZANTDH L, WOTHLEED ‘J'O“

BT 27 747 v MEFHTHBIETE ET, ZOFIH iﬁ,_ T, EHOHREE A X —
/I/it 37 4 =TT 2 HEC OV T, TEMMRFERREEORE] (P.10-45) 22 L TL té
AN

wIZ, K (CHEHe T 57 TA T v b FETHBIET 262" LET,

Switch# dotlx re-authenticate interface gigabitethernet2/0/1
Switch# dotlx re-authenticate interface gigabitethernet0/1

FRROER

AA TN TAT >V PEBRETE o708 A, FEDKHIET 7 A4 FVIRIEZ T, £OHFV
AL Z A £ 9, authentication timer 1nact1v1ty AVHE—T A A a7 4 Fal—varyavr R
X, 74 RVREEOHIMASIE L ET, 77472 MR KRIRT BB E LTL, 7 74T }\7]341135
RNIRNRAT — RERR LIEBARENBEZLONET, 774V PRV /NS WEEZ AN TDHZ LI

T, 2=V~ ERM A M CTEET,

PR 2 23 21213, #5#E EXEC £— FTROFIHZEITLE T, ZOFIHIIMERERTT,

avwvk B
AF7v7F 1  configure terminal Ja—\) ar7 4 X¥al—vary T— RFEHBLET,
ATwF 2 interface interface-id RETAR—FEEEL. AV F—T 2 A AT (Xl —g
vE— RERIBLET,
ATv 7 3 authentication timer inactivity z AYTFNTTAT 2 b ORIER OB LT 1% Flk
seconds a2 ERELET,
FRETE BHPIE 1 ~ 65535 BTF, 7741 M 60 BT,
A7v7 4 end FiHE EXEC B— RICRE Y £,
RXT7Tv7 5 show authentication interface MEAMRLET,
interface-id
A7wF 6  copy running-config startup-config |({£E) =L 74 Xal—a) T A NMCREERTELET,

7 4V b ORI R $I21%, no authentication timer inactivity /1 > ¥ —7 =24 X a7 4
Xal—varavwr ReALET,

W, AA v F OFREREH 2 30 ISR ET 202~ LET,

Switch (config-if)# authentication timer inactivity 30

Catalyst 2960 & & U 2960-S R4 wF Y I b7 avF4F¥al—av Ha4F
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AAYFDLI ATV FADBEEREOER

I ITAT MIAAL v Fh b D EAP-Request/Identity 7 L — A% L, EAP-Response/Identity 7 L —
LTIRELET, A v TFRIOINEELZETERPST25E, TEOKH (FRXERH) 7208
L., TOH 7L —2haxT{rELET,

~
GE) ZoavwrRoTF740 MEZ, Uy OEEEMEWGEEC, FFED 7 747 v MBLURRREYT— D
BEICRHIER S 5670 L. BE R KT T DR AT I MNERH D L Z IR TER LTI,
AA Y FNT TAT v I b OBEMEFHET DR A ZE T 511, FHE EXEC £— FTROFIHE
FATLET, ZOFIEIEETT,
avwv Rk B#
RAFv7F 1  configure terminal Ja—rL ar 7 4 ¥al—ay B REBEBLET,
AFwF 2 interface interface-id BETAR—FEEEL. A F—Tx2f X a7 (X2l —ig

v E—REHBLET,

AT7w7 3 authentication timer reauthenticate |z { » 7% EAP-Request/Identity 7 L — Akt d 227 T4 7 ki
seconds LOINEERD, EREFEETLOETCOMEERELET,

FECE 2HPAIL 1 ~ 65535 T4, 774/ ME5SHTT,

2Fv7S 4 end

¥t EXEC £— FIZED ¥4,

ATwF 5 show authentication interface HEXHRLET,

interface-id

RXT7v7 6  copy running-config startup-config |({£3Z) 2o 7 4 Xal— gy 77 A MCEREEETELET,

T 7 v OFEERFMIZETIZIEL, no authentication timer reauthenticate £ ' % —7 = A4 X =
T4 X2l —vary avwry FEHERLET,

WIZ, A4 v FH EAP-Request/Identity 7 L —AZxtT 57 T4 72 b O DOIREEFEL, EREH
EETDHECTORMZ 60 ICRETAB 2R~ LET,

Switch(config-if)# authentication timer reauthenticate 60

AALYFNLYFAT Y bADT L—LBEXEERRDOHRE

(2 FAT > FIPBISENELNR DS TEBEI) A v FRRIAET 0¥ X2 HEET LIS, 7 T4
7 > b2 EAP-Request/Identity 7 L — A& A E T A2 LEE T £7,

~
() ZOavwy ROT 740 MEIK, Vo7 OEEENMRENEERC, FED Y 747 v b L UOFRREY —
OEMEIZHER S 5670 L, BERIRRICKT HHEEZITOLERSH L L EICRoTERL TS
VY,
Catalyst 2960 & U 2960-S R4 wF Y I bz 7 avI4Fal—arv H4F
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ATFvTA1
AFvF 2

ATvS 3

ATv7 4

ATFvT 5

ATYvT 6

AA v FNDT TAT 2 b~DT7 L— AFREREEZRET 21213, FitE EXEC £— FTROFIRZ

FITLET,

ZOFIHITEETT,

avwy kR

E[:3)

configure terminal

Jua—)L ar7 4 F¥Fal—yar ET— RREelBLET,

interface interface-id

RETOHR—PFEREL, AV F—T 2 AXA AT 4Fal—3

v E—FZBmLET,

dotlx max-reauth-req count

Z/l) /a:ﬁ)uh nIE7 mtx%ﬁtgjﬂ‘é H”
T —LEEETHREERELET,
I, T 74N NI 2 TY,

Z. EAP-Request/Identity
RETE H#iHIZ1 ~10 T

end

¥t EXEC £— FIZRED ¥4,

show authentication interface
interface-id

BREEMER LET,

copy running-config startup-config

UEE) =274 FXal—Yay 77 A NVICHRESRITFLET,

HEERERZE T 7 4 /L MZRTICIE, no dotlx max-req f > ¥ —7 A X 27 4 Fal—ar 2

~Y FEERLET,

YJ/_\’LZ\ A A /7‘73‘;1&4&7 Htx%ﬁtﬁj— 'J

ET OB ZRLET,

. EAP-Request/Identity # R % 2515 2 Bl % 5 125%

Switch (config-if)# dotlx max-reauth-req 5

BRI DKE

R— FPEHFAI R T — MIEDDHNS, A v TFRBIET e A2 HHETIREEEETDH I LH TS
ij—o
~
() ZDawy ROT 7 v MElZ, Uo7 OFEENMEWVGERC, $FED T 747 v B LUORREY—30
BIEICEN D D562 . BE RV T 2 AT OMNERDH D L XITR-TERE LTS EEN,
FRARERI B AR ET DL, #7# EXEC E— R CROFIRZETLET, ZOTFIHEIIMEETT,
avwvFk B

A7v7 1 configure terminal Ju—)L ary 7 4 Fal—iary B— ReBBLET,

AFTwF 2 interface interface-id RETAR—FEEBEL, /¥ —T AR AT 4 FXal—3
v E—RNERBLET,

2797 3  dotlx max-req count R— R PR AT — MIEDBEINC. A v FNBIETF ¥+ A%
T AEEEHRELET, HETEAHMAIL0~10 T, 77+
VT2 T,

ATv7F 4 end ¥ EXEC £— FIZREY £7°,

X797 5 show authentication interface MEAMRLET,

interface-id
ATwF 6  copyrunning-config startup-config |({£E) =L 7 4 Xal— a3y T A NMCREERTELET,
Catalyst 2960 & & U 2960-S R4 wF Y I b7 avF4F¥al—av Ha4F
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FRRGERIME T 7 4V MIZETIZIE, no dotlx max-reauth-req f > ¥ —7 = A 227 ¥z b —
varavwry REFEALET,

Iz — N REF AT — MMIED DRI, A v TFREIET ot A 2HHTEHEE LTS 2T
?5% Tbiﬁo

Switch (config-if)# dotlx max-reauth-req 4

MAC Move O 4 #—J L1t

ATvT 1
ATvF 2
A7y 3
ATy 4
RATvT 5

MAC Move %'fﬁﬁﬁj‘é & uquéﬂf_TX I %‘_’X/]) /%@T“— FF?T@@JT%E@‘

AA v FTMAC Move & 7' 1 —/ L2 A X =T )WTT 2 I21E, F## EXEC £ — FCROFINEE FE
£9, ZOFHEFEETT,

avwyFk B

configure terminal Ja—) a7 4 Xal—yary T— REHBLET,

authentication mac-move permit AA »F T MAC Move A4 X —7 MIZLET,

end

¥t EXEC £— FIZRED £,

show running-config L) /EXHERLET,

copy running-config startup-config |({I3%) 2> 74 Fal—Tav 774 VICHEZEGFELET,

WOFITIE, AL »FTMAC Move & 7 00—/ 3)UZA X —T VI T D HFEEZRLET,

Switch (config)# authentication mac-move permit

MAC E#D 41— Lk

~
(G¥) MAC @#ai A 2—7MITDHI2iE, A4 v FN LANBase f A —VZFEITLTWDALERDH Y 9,
MAC E#AFHT 2L, FA MIFR— F EORFERA FEEBTEXET,
A ¥ —T7 x4 A ETMAC @#i%E A 32—7 MZT 5121, F7HE EXEC E— FCTKROFIEZEITLE
T, ZOFIEIFMEETT,
avwvFk B
ATv7 1  configure terminal Ja—r ar 7 4 X¥al—ay e REEBLET,
ATv 7 2 interface interface-id BETHIR—FEREL, AV ¥ —T 2R a7 4 Fal—Ta
v E—REHSALET,
Catalyst 2960 & U 2960-S R4 wF Y I bz 7 avI4Fal—arv H4F
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avw> kR B#
AFw7F 3 authentication violation {protect | A B —T7 x4 ALTMAC E#%E A 2 —7 V2T 52X, replace
replace | restrict | shutdown} F—U—FREFHLET, F—EBRREOE Yy v a v ZHIBRL, B

LWARRA MEFEH L CERGEZRE L E7,
oOF—U— RNk, ROL I RHEENDHY £7,
o protect : R— I, VAT L A vbE—UEAERETIC, FHL
ROWMAC 2T 5y FE Fay 7 LET,
e restrict : EX N7 v PR CPUICE-»TFrY &N, VAT
LA ve—URERENET,
e shutdown : "— ME, PEHILARVWMAC 7 RLA%2%Z{ET+ 5L
errdisable (2720 £7°,
ATvF 4  end ¥ EXEC £— FIZREY £7°,
AF7w7F 5  show running-config SEARERLET,
ATwF 6  copy running-config startup-config |({£E) =L 7 4 Xal—ay T A NMCREERTELET,

Wiz, £ v —7 x4 ALTMAC &#E A R2—T W THHE2RLET,

Switch (config) # interface gigabitethernet2/0/2
Switch (config-if)# authentication violation replace

802AX 7H VT4 VT DEEE

8RQIX TV YT AV I RFERLT, AAAVAT AT H IV T 4 T A X =TT BHE, X
VIDIEDIZT AT A Va— R AR NET YT 47 RADIUS —RICEETE £, —2
. T2 T 4778021k By a T RTBKTLEELD &M LET,

RADIUS iZZHEMEDIRN UDP F T v AR—F 7 ha L Z2EHT 5770, kv MU — 27 RHEN BT
TRWE, THUVT AT Ao —URNEbNbZ R’ ET, RELEBEOT IO T 4
TESROFREER., A1 v F B RADIUS =BT H 00T 4 U TIEEA v =V 5 ZELRVE
B RKDA v E—=UNFRENET,

Accounting message %s for session %s failed to receive Accounting Response.

DALy T Ayt —VREFICEEINRNGE, ROA vy —UBRFRENET,

00:09:55: %RADIUS-4-RADIUS DEAD: RADIUS server 172.20.246.201:1645,1646 is not responding.

GE) mXrroBnm, Bk ROT T T—F Avk—U ZALRZTREDT IO T 40T B A
7 &k FTTHEOIT. RADIUS Y —RERETHLERDHY T, ZNOOMREL A 12T 51T,
RADIUS #—/3® [Network Configuration] % 7 ® [Update/Watchdog packets from this AAA client] @
aX A F—T7 M LET, KIZ, RADIUS % — 30 [System Configuration] % 7 ® [CVS
RADIUS Accounting] % A X —7 /WIZ LET,

Catalyst 2960 & & U 2960-S R4 wF Y I b7 avF4F¥al—av Ha4F
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ATFvTA1
AFvF 2

ATvS 3

ATv7 4

ATFvT 5

ATFvS 6
AFvT 7

802.1x BEOHE BN

AAA BAA »FTAR—=T N e o7, 802X T H U T 4V T HFRET HITIX. FikE EXEC

F— FTROFIEZFEITLET,

ZOFEIFMEETT,

avwy kR

E[:3)

configure terminal

Jua—n)L ar7 4 F¥Fal—yary EB— B LET,

interface interface-id

RETOHR—PEREL, AV F—T 2 AXA AT 4 Fal—3
v E—RERBLET,

aaa accounting dotlx default
start-stop group radius

FT_XTCO RADIUS = "DV XA N EEH LT, 802.1x 7T H VT 4
VA R =TT LET,

aaa accounting system default
start-stop group radius

B YATFLTATLT 4 v T AF—TNICL (TTD
RADIUS +— DU R b &#HH), A vTFNRVa—KT5H L X
x%ATﬁ?V%4V¢UH—%4~/Ff/t~v%émbifo

end

FHE EXEC £— NIZR Y £75

show running-config

BEZ B L E T,

copy running-config startup-config

(BE) a7 4FXalb—ay ZrANVCRERIRFELET,

THI T 4V TIEA v E—C%%(E L RADIUS A v — U8 4a Frd 5121%. show radius
statistics 55 EXEC =~ > F&2MFH L £7,

WIZ, 802 IX T H I VT 4 v T ERETHHERLET, BRPOa~ Rk, THho T 407D
UDP R— k& LT 1813 Z+FE L C, RADIUS V— &R E L F7,

Switch (config)# radius-server host 172.120.39.46 auth-port 1812 acct-port 1813 key radl23
Switch (config)# aaa accounting dotlx default start-stop group radius
Switch (config)# aaa accounting system default start-stop group radius

77X k VLAN DEETE

B — 373 EAP Request/Identity 7 L' — AIZxtd D0 E & E L WES. 72 B VLAN %3 735@“%’) e
802.1x XIS TZRWZ F AT > MEF A~ VLAN ITERLE S E T, 802.1x G Th > Th, RAEICKM

L7947y MI, Yy U —

J~DT T BANHFAENET A, AL vFiF, V70 ARA b

FT— RELEF~LVF RA N T—RKTH¥ A M VLAN 2V KR —bFLET,

72~ VLAN Z &R E T 5120

. ¥t EXEC E— FCTROFIEZFETLET, ZOFIRITEZ T,

avw vk B
A7v 7 1  configure terminal sua—syL arZ 4 X¥alb—vary T— RFEBHHBELET,
AFTwF 2 interface interface-id BETAHAR—FNEEEL. AV X —Tx2Af A A7 X2l —3
VE—RERBLET, VPR—FINDFR— FDOX A FITONTIE,
802.1x FRALRX ERFOFEE I (P.10-35) 2L T EE W,
27w 7 3 switchport mode access R—b 27 7%RX EF—FZLET,
ATw7F 4 authentication port-control auto R— b LT 802.1x BiEE A *—7 /WM LET,
AFw7 5 authentication event no-response 7277 47 VLAN % 802.1x # A h VLAN ¢ L THRE LT, 5E
action authorize vlan vian-id Tx 52X 1 ~ 4094 T3,
RSPAN VLAN F7213%& 7 VLAN Z k< 55 VLAN %,802.1x
AN VLAN & LTRECTEET,
AFv7F 6 end H#E EXEC £— FITREY £,
Catalyst 2960 & U 2960-S R4 wF Y I bz 7 avI4Fal—arv H4F
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avwy R BiY

ATwF 7 show authentication interface MTEAMRLET,

interface-id

ARTvF 8  copy running-config startup-config |((£%%) 2L 7 Fal—T gy 77 A NVICEREERTFELET,

7 A N VLAN %7 4 2—7 /W2 L CHIBRT %5 IZ1X. no authentication event no-response action
authorize vlan vian-id 1 V4 —7 =2 A A a7 4 Falb—vay avr FEFERLET, A— T
FFAIAT — MIZRY £,

wiZ, VLAN 2 % 802.1x A b VLAN & LCA X—7 N T B0 %R LET,

Switch (config)# interface gigabitethernet2/0/2
Switch (config) # interface gigabitethernet0/2
Switch (config-if)# authentication event no-response action authorize vlan 2

W, AL v FORERR & LT 3 %, %Zj‘?ﬂ)ﬁ%{%ﬁmiﬁ 74 7 v kH 5O EAP-Request/Identify
T L— KB EHGET LR (B &2 15 ICERE L., 802.1x R— F® DHCP 7 74 7 > MERtIRFIZ
VLAN 2 % 802.1x 7 A s VLAN ¢& L“C%Z\ TICT BEERLET,

Switch (config-if)# authentication timer inactivity 3

Switch (config-if)# authentication timer reauthenticate 15
Switch (config-if)# authentication event no-response action authorize vlan 2

HllBR{+E VLAN DFRE

AA v F ERAZ 7 EETITAAL v F R, HIRFFE VLAN 23%0E LTV T, 5RFE— "0 F 27
a—PHEITNNAT — l\“%%%'@é‘fgb\iﬂ/\i\ 802.1x IZHEM L 7= 4 T~ b ifﬁﬂﬁﬁﬁ% VLAN
B EhET, A4 vFiE. YUV EA R T— FTOLHIRAMAE VLAN 2R —hLET,

HIRRAT & VLAN 2R ET 51X, #7# EXEC E— FTROFIREZETLE T, ZOFIHITEETT,

avyFk B
ATv7 1  configure terminal Fa—)L a7 4 Xal—ay T REBEBLES,
AFwF 2 interface interface-id LETAR— R EL,. AV F—T a2 A AT 4 F¥al— 3

v oE— F‘%Faﬁ%b?i?‘ YR—hEINDIHR— DX A TITONTIE,
802.1x FERERX EFOIERE FIH] (P.10-35) &ML T &N,

AT797 3  switchport mode access R—hrE2T7 7% ET— RIZLET,

AFw 7 4  authentication port-control auto R— LT 802.1x RiFr A x—7 Iz LET,

AT797 5 authentication event fail action 7275 47 VLAN % 802.1x #I[Bff = VLAN & LT ELET, 5
authorize vian-id ETE HFMIT 1 ~ 4094 T,

RSPAN VLAN #7213 % # VLAN % &< b 5w % VLAN %,802.1x
HIPRFT & VLAN & L CRIETE £,

AFv7S 6 end

4 EXEC £— FNIZREY £4°,

ATv 7 7 show authentication interface () REEMHR L ET,

interface-id

ATv7F 8  copy running-config startup-config |((£) 2L 7 Fal—T a3y T A NVICRELETFELET,

HIRAF &< VLAN 25 ( B— 7 /IZ L CHIERT A121%. no authentication event fail action authorize
vian-id A v Z—7 A A a7 4 X2l —gy avy REFEALET, B— MNIEFTRATF— MNZ
B FET,
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802.1x Biomxe M
WIZ., VLAN 2 % 1EEE 802.1x #l[Rf =X VLAN & LCTA R —T7 W T DHl 2R LET,
Switch(config-if)# authentication event fail action authorize 2
22— PIZHIFRAT & VLAN Z %10 24T 5 Ail \authentlcatlon event retry retry count A ' H —7 = A A
:1‘/7/1'4'?-11/ /3/3‘7/f‘i¢"1§ﬁ%b(\ uuu uﬁ??@%(%ﬁij( Efjc—(ij— ?Hﬂiﬂfgéufgu
BATEEL 1 ~3 BT, T 74/ MI3EICRESNLTHVET,
PRRERA TN &2 e RICERET D 121E, F##E EXEC E— FCTROFNEEZFTL 9, ZOFIEIIEETT,
avyk B
ATFvTA1 configure terminal Ja—nR) a7 4 FXFalb—raryET—REREBELET,
ATv 7 2 interface interface-id BETAHAR—FEETEL, AV ¥ —TxAf A AT 4 X2l —3
VE—RERBLET, VR—FSNDFR—FDOX A TITONTIE,
802.1x BFERX EFFOEREHH] (P.10-35) ML T EE W,
AFv7 3 switchport mode access R—KhE2T 7R EF—FIZLET,
ATw7 4 authentication port-control auto A—FET802.1x Bir% A X —T M LET,
ATv7 5 authentication event fail action 777 47 VLAN % 802.1x fil[Rff% VLAN & L TIEELET, &
authorize vian-id ETE H8PHIL 1 ~ 4094 T3,
RSPAN VLAN F 72137 VLAN # &< 55 VLAN %.802.1x
fllfRfl& VLAN & L CEETEET,
A7w7 6  authentication event retry retry A— M DHIEAT & VLAN IZBATT 2720 OFBFERITRISZfE L $
count T, MECTEHHPMIF1 ~3 T, T 74/ ME3 TT,
2Ty 7S 7 end ¥# EXEC =— RIZRED £7°,
ATwF 8 show authentication interface () REEMHR L ET,
interface-id
ATwvZ 9  copy running-config startup-config |({13%) 2> 7 4 Fal—var 77 A VICRELRGELET,
7 7 4V MEIZE 21X, no authentication eventretry f > % —7 x A A a7 4 ¥ a2l —a
awr REFRHLET,
WIZ, F— &R X VLAN 1295728 PRRERATIEIE R 2 ICRET D HIEERLET,
Switch (config-if)# authentication event retry 2
Catalyst 2960 & U 2960-S R4 wF Y I bz 7 avI4Fal—arv H4F
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=X = N ° =JL =

T O AFEERR/ N INABBEDERTE
7 0 ARHERIEAAL S AMRE (2 ) F 4 HABIEE 1T AAA KROEY ©— & bIFENET) 28E
cxET

R—=r 27 VF7 4NV F—FELTEREL, 77 EARRERBIAENA SAWEEE A X — T NIZT BT,
¥t EXEC £— FTROFIEEZFETLET, ZOFIEIEETT,

avvk HHY

ATvF 1  configure terminal Jo—r ar7 4 Fal—vary T—REfBLET,

RTvF 2  radius-server dead-criteria time time | (1) RADIUS 4 — "MEA T2, £7203 dead L R sN D
tries tries LERHRIT L D0IEPN D FEERELET,

FRETE D time DFIHIZ 1 ~ 120 BT, AA v Fidk, T 741
D seconds E% 10 ~ 60 F O TEWWIZIRE L E T,

FBETES tries OHEPHIZ 1 ~ 100 TT, 2A v FIL, T 74/ D
tries /N7 A —% % 10 ~ 100 OE THIZHRE L £9,

A7v7 3  radius-server deadtime minutes ({E3) RADIUS ¥ — N BERAEE SRRV RERE LT, fiiE
TEHHPAIL 0~ 1440 4y Q4 85 T3, F74/L MEIZ 04 TY,
ATw7 4 radius-server host ip-address (L) KOF—U— REMHEHA LT RADIUS —/N /85 X —X 53
[acct-port udp-port] [auth-port ELET,
u.dp—po.rt] [tgst us.ername hame e acct-port udp-port : RADIUS 7 7 7 ¢4 > 7 H—,30 UDP
[idle-time time] [ignore-acct-port] K hafeE LEd, UDP A— FEEOHBEIL 0 ~ 65536 C
[ignore-auth-port]] [key string] +. F7 40 T 1646 T,

* auth-port udp-port : RADIUS FRGEH— 3D UDP R— F&fEE L £ 7
UDP R— hEZOHPHIL 0 ~ 65536 TT, T 74 /v ME 1645 T,

G¥) RADIUSTH Y >T 427 % —_D UDP R— b & RADIUS
FRFEY— 30D UDP R — F & 3ET 7 40 MEICERE L T,

e test username name : RADIUS #—/ 257 —X 20O HE7T A b
EAFR—TNMILT, T 2—VLHEEELET,

o idle-time time : A A v FNT A Xy P — NIZRE LT
#BORRE D THRELET, FHETEDHEPHIL 1 ~ 35791 43
T9, T 74 ML 6045 (1K) <1,

e ignore-acct-port : RADIUS =T H 7T 4 7 R— D
FANETFT 4= NI LET,

 ignore-auth-port : RADIUS — SF8iEAR— h DT 2 h &7 4
=7 LET,

* Kkey string : A4 vF & RADIUS 7 —E > & DM DT T
RADIUS {5 THEM T 2585ER KO o ¥ — 2 fEL £ 7,

GE) F—ORTAN—RFEEINETN, BPBLIOREDOA
NR—=2IEN R DT, F—IF47 radius-server host =~ > FH#
YOEREDEA L LTRELTLIEI, F—IZAX—A %
AT 285813, SIHGRF—O—MoThIBRaEEE, 5H
FTx—rHERNTLE SV, F—1F RADIUS 7 —F » Cfff
AT AREEF—IC—H L TWALENDH Y £7°,

radius-server key {0 string | 7 string | string} 7 2 —/3)L 2
T7A4F¥al—rvay avy FEFEHLTHRES LUK S % —
ERETEET,

Catalyst 2960 & & U 2960-S R4 wF Y I b7 avF4F¥al—av Ha4F
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| #10%

IEEE 802.1x R— FA—XBEEDEE

ATFvT 5

ATYvS 6

& A

&

ATv7 9
279y 7 10

AFv7T 1

802.1x BEOHE BN

avwyFk

B

dotlx critical {eapol | recovery delay
milliseconds}

ER) 77 BEARRERBIENAA NRADNRTA—FERELET,

eapol : AA v F N7 VT 4 )V R— b e EFICHEIETH L, AL v
FH BEAPOL i) A v — V2 EETH LR ELET,

recovery delay milliseconds : 1 T& 72> RADIUS H — 373
TEDLEII R L EIT, AL TN VT 14 TV R— F &)
LT 272D ICFH T 2 R EE I 2 3 L £, HHETE 5
FAIZ 1 ~ 10000 T VR T, 774/ hE 1000 T VR TT (K— b
TEREOEETEET).

interface interface-id

RETHR—FEBEL, AV F—T A A a7 4 X2l —g
VE—RERBLET, YAR—FSNER—FDZ A FITHONTIT,
802.1x FRAERX EFOIERE FIH] (P.10-35) &ML T &N,

authentication event server dead
action [authorize | reinitialize] vlan
vian-id

INH5DOF—U— KEMHH LT, RADIUS ¥ — \NHFEAELREA

WCHR— NCHRRANEBELET,

e authorize : F8FfEL X9 L T2H LWERA 22— HRED 7
7 4 71V VLAN IZB 8 L £,

e reinitialize : N— F DT R TOHFAFE AR A b &E 2 —FHEED
7 UF 471 VLAN IZBE L £,

authentication event server dead
action {authorize | reinitialize} vlan
vilan-id]

T U ARBERRREANA NRABEEE A R —T I LT, ROF—U—
RFEMEHA L C#iEZRELET,

e authorize : N — FZFIAF L £7°,
* reinitialize : T XTOFFR[EAD T T4 T > ML L £,

end

i EXEC £— NIZR Y £75

show authentication interface
interface-id

() REZMBLET,

copy running-config startup-config

(EE) 274 Fal—vary 77 A MCHELRIFLET,

RADIUS ¥ — DT 7 /b MR EIZETI21X. no radius-server dead-criteria. no radius-server
deadtime. 5 X 70" no radius-server host 70—/ 3L a0 7 4 X2l — gy avwy Rl LET,
T I ARGERBIENA NAET 7 4V N OFEIZRETIZIE. no authentication event server dead
action {authorize | reinitialize} 72— )L a7 4 Xal—T gy avr FEHLET, 77X
REEFRFENA N2 %ET 4 Z—TMIZT 521X, no authentication event server dead action -{ > % —
TxAf A AT 4Fal—vary avry ReffiHLET,

WIC, 77 ARRERRAE S /S A e

radius-server dead-criteria time 30 tries 20

radius-server deadtime 60

radius-server host 1.1.1.2 acct-port 1550 auth-port 1560 test username
30 key abcl234

dotlx critical eapol

dotlx critical recovery delay 2000

interface gigabitethernetl/0/2

radius-server deadtime 60

Switch (config) #
Switch (config) #
Switch (config) #
userl idle-time
Switch (config) #
Switch (config) #
Switch (config) #
Switch (config) #

WET HP 2R LET,

Switch (config-if)# dotlx critical recovery action reinitialize?

(
(
(
Switch (config-if)# dotlx critical
(
(
(

)
Switch(config-if)# dotlx critical wvlan 20
)

Switch (config-if)# end
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Wake-on-LAN Z{#f L 1= 802.1x

FRREDERTE

WoL Zfifl L7z 802.1x BEAEZ A R— 7 /MTT HITiE, i EXEC E— FTIROFIHZETLET,

ZOFNEIEETT,

avwyk By
AFv7 1  configure terminal sua—rJL ary 7 4 ¥al—ay T— FEEBLET,
AFTwF 2 interface interface-id RETAR—FEEBEL, /¥ —T A AT T 4 X2l — 3
VE—RERBLET, YR—FINAFR—FDF A FIZO0TIE,
802.1x FRAERX ERFOFERE FH ] (P.10-35) WL T L&,
ATw 7 3  authentication control-direction A— KT WoL 4 LT 802.1x fBit% A x—7 iz L, RDOF—
{both | in} U—REEHRLTR— MRS MEITHETRICHEELET,
e both: R— FEMFMIIHELET, A— ML, FAXA LD
TNy NEERZETEEFA, 774V T, A— MIK
HmhTd,
e in: FA—MEHFMICRELET, A— MIT vy bEFR M
EETEETH, FRA MOy MEZETEEREA,
AFvF 4 end it EXEC £— RIZRE D 77,
ATw 7 5 show authentication interface REEFHERLET,
interface-id
ATv7 6  copy running-config startup-config |({£Z) = 7 4 Xal— gy 7 A MCERERETELET,

WoL %M L7= 802.1x BFE%E T 4 E—7 /L2 3 51Z1Z. no authentication control-direction 1 >

H—TxAf A AT 4 FXal—ary avy FREFHLET,
WiIZ, WoL #fEf L7z 802.1x #BiF& A *—7 I LC, A— b & WFANCEE

Switch (config-if)# authentication control-direction both

T o6 L ET,

MAC 25/ N1 /XA DERE

MAC FBEENA N A " A X —T N HI21E. #E EXEC T— FCTROFIEEFITLET, ZOFIEIT

LB T,
avwyv Rk B#
RAFv7F 1  configure terminal ra—nN ar7 4 X¥ab—vary T— RERELET,
AFTwvF 2 interface interface-id RETIHIR—TFEBEEL,. AV Z—T A X a7 4 X2l —g
v oE— F‘%Bﬁ%bi?‘ PR—FEINDR—FDF A FIZONTIE,
1802.1x EFFRX ERFOEE T (P.10-35) &ML TLIEE W,
AFw7 3 authentication port-control auto AN— bk ETR02.1x iRBiFZ A X —7 MIZLET,
ATw 7 4 authentication order [mab] L ADIEEEARTELET,
{webauth} e mab : FFEHXDNEFIZ MAC Authentication Bypass (MAB;
MAC RIcy uiE/\/r /\X) %Lj:”] Li—aﬂ
e webauth : o uJ‘.Ejit@J"E}_L‘ Web [ quEjf‘;’ij L i 7;—
AFv7 5 end ¥#E EXEC £=— RIZREY £7°,

[l Catalyst 2960 &5 & U 2960-S R4 v F YI b9z 7 avI4F¥al—vav A F

OL-8603-10-J |



| £10%= IEEE 802.1x K— FR—XBHEDBRE

ATvT 6

ATFYF 7T

802.1x BEOHE BN

avwy kR

B

show authentication interface
interface-id

REEHEB L ET,

copy running-config startup-config

EE) av74FXal—vary 77 A NVICREEZRTFELET,

MAC FBIENA N2 %ET 4 —T7 2 F 5121, no authentication order f > X —7 = A A 27 4
Fal—ragravwr RefHLET,

VKGZ\ MAC qu/W’/\XH% ’5:4’ ;?‘_711/4\:?_5{5“%% L/ij‘o

Switch (config-if)# authentication order

802X A —4 T4 R M) Ea—L a3 VDERE

VLAN /N —7%2REL T, VLAN ZZD I N —IZ= v B 7T DHI00E, Fe— )L ar7 ¥
L—Yay = RNTROFIEEFEITLES,

avy kR

=]:5)

b & b

vlan group vian-group-name vlan-list
vlan-list

VLAN 7 v —7 %R EL., H—® VLAN F721% VLAN O#ilH % %
DIN—=FIZ~ v T LET,

ATy T 2

show vlan group all vian-group-name

REEHERBLET,

AFvFT 3

no vlan group vian-group-name
vlan-list vian-list

VLAN JNV—7F a7 4 Fa2b— a3 E21X VLAN Z v—7 o
V74X al—yarDBEFEEI VT LET,

W2, VLAN ZV—7%REL, FOIZNVL—FICVLAN #~v 7L, VLAN ZL—7F a7 ¢
X wa‘/a VEBXUIEE VLAN O~ v B 2 iERT 202~ LET,

Switch (config)# vlan group eng-dept vlan-list 10

switch (config)# show vlan group group-name eng-dept

Group Name

eng-dept

Vlans Mapped

10

switch# show dotlx vlan-group all

Group Name
eng-dept
hr-dept

Vlans Mapped

10
20

wIZ. VLAN ZEEfFED VLAN 7 /L—7 1B L. VLAN BB EN-Z & 2 RT3 %2~ L £,

switch (config)# vlan group eng-dept vlan-list 30
switch (config)# show vlan group eng-dept

Group Name

Vlans Mapped

Wiz, VLAN % VLAN Z L — 7B EIE+T 562~ LET,

switch# no vlan group eng-dept vlan-list 10

WIZ, XT® VLAN /A VLAN v —7 b7 U7 S &2, TDO VLAN ZJv—7 47 V7 &

noBlERLES,

switch(config)# no vlan group eng-dept vlan-list 30
Vlan 30 is successfully cleared from vlan group eng-dept.
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switch (config) # show vlan group group-name eng-dept

WOHTIE, TXTHOVLAN I V—T% 7 VT THHEERLET,

switch(config)# no vlan group end-dept vlan-list all
switch (config)# show vlan-group all

INHOawy ROFEMIZSWTIE, [Cisco I0S Security Command Referencell %2 L T &\,

NAC L 1 2 802.1x HREEDEEE

NAC LA ¥ 2 802.1x fRAEZ R E TE £, 4L, RADIUS #— " ZfEH L7z 802.1x 8L & & PRI
nEY,

NAC LA ¥ 2 802.1x #AEZ R ET D12, ## EXEC £— R TROFIEEZFITLE T, ZOFIRIIME
BT,

avwyFk B
X797 1  configure terminal Ja—r ar 7 4 X¥al—ay e REEBLET,
2797 2 interface interface-id BRETHR-FEIEEL, AV F—T 22 a7 4 Fal—Tg

v E—FERBLET,

ATw7 3 authentication event no-response 7275 47 VLAN % 802.1x # 2 h VLAN & LTHEL£T, #5E
action authorize vlan vian-id TX AT 1 ~ 4094 T,

RSPAN VLAN 721337 VLAN 2< 5357 7 7 4 7 VLAN
%, 802.1x #“A F VLAN L L THRETE £7,

ATwv7 4 authentication periodic I7IAT v NOEBMHILRERGE (T 74V TIET o 8—T ) &

A X —T N LUET,

A7v7 5 authentication timer reauthenticate |7 5 ¢ 7> MNoxf4 2 HRITRITEARETLET (1 BREICETD),

Zoavy RRAAL vy FOBFEICEET 201X, EMN B
ARX—TNVICRE LT HE 0T,

AFv7 6 end

HebE EXEC E— RIZED £,

AFvFS 7T show authentication interface 802.1X FRIFDOHRELXHER L FE T,

interface-id

AT7v7 8 copy running-config startup-config |({L3%) =L 7 4 Xal—i gy 77 A MCERERRELET,

&Iz, NAC L ¥ 2 IEEE 802.1x Mzt Z# R ET D2~ L £,

Switch# configure terminal

Switch (config)# interface gigabitethernetl/0/2

Switch (config-if)# authentication periodic

Switch (config-if)# authentication timer reauthenticate

NEAT R LRBEERAM v FEIUVY TV AV F R4y FDOEE

COWREERETDITIE, VAV V7 27—y MO 1 OOAL vy TFRYTF U b & LTRE
S, ubuﬁ%‘7w’ Y FICERMIN TV DIRENDH Y 7,

BEZIZ DWW TIE, [Network Edge Access Topology (NEAT) # M L7z 802.1x #7 VU 7 > B L UGFR
FEE ) (P10-31) 2L TLEE,

[l Catalyst 2960 &5 & U 2960-S R4 v F YI b9z 7 avI4F¥al—vav A F
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802.1x BiEowx: M
>
(GE)  cisco-av-pairs 1X. ACS T device-traffic-class=switch ¥ L TRESNTWDHILERH Y 9, i
BTV D NBREFICREEINTZE TR I 7L TA A —T oA AERELET,
ALy FERFBIEEITRET D121, F#E EXEC £— FTROFIEZETLET,
avwyFk B

AFv7 1  configure terminal su—) ary 7 4 Xal—3iay B— REEWBLET,

X797 2  cisp enable CISP # A x—7 iz LE T,

AFTwF 3 interface interface-id LETAR— R EL. AV F—T 2 A AT 4 F¥al— 3
VE—REHSALET,

ATvF 4 switchport mode access AR— K E— % access [IZHEL ET,

& authentication port-control auto AN— RNEEEFE— F% auto IZERTEL 1,

RAT7v7 6 dotlx pae authenticator A B —7 = A A% Port Access Entity (PAE; "—F 77 kA =
TAT4) EiiEE E L TRELET,

AFwF 7 spanning-tree portfast H—U—7 25— g FE 3y — NI Esn-=T7T 72 A— |k
T PortFast A x—7 /W2 LET,

ATv7 8 end ¥#E EXEC E— FIZRY £,

ATw7 9  show running-config interface HEEERLET,

interface-id
A7v7 10 copy running-config startup-config |({L7%) =L 7 4 Xal— gy 77 A MCEREREELET,
WIZ, AA v F % 802 Ax iRFEH & LTHET HHZRLET,
Switch# configure terminal
Switch (config)# cisp enable
Switch (config) # interface gigabitethernet2/0/1
Switch (config-if)# switchport mode access
Switch (config-if)# authentication port-control auto
Switch (config-if)# dotlx pae authenticator
Switch (config-if)# spanning-tree portfast trunk
AL v FuH TV Ay MIERET DL, F# EXEC £ — FTROFIEEZFEITLET,
avwyFk B

ATFvFTA1 configure terminal Jua—nR) a7 4 Falb—raryET—REREBELET,

RFwF 2 cisp enable CISP #A x—7 M LET,

ATwF 3  dotlx credentials profile 802.1x Z LT v x L a7y A VEERLET, Zhix, 7Y
o hELTHRESNDIR— NIRRT OILERNH Y 7,

27w 7 4 wusername suppswitch WA A VERR L E T,

ATwF 5 password password LW —FLDNRRAT — REERLET,

ATFvS 6 dotlx supplicant force-multicast =X Y A FNEFIIVALTFXEY AN Xy hoWnWTnE2E LT
LA AAL v FITHEHIMIC v LT % v 2 h EAPOL /7% %5 & &
ij—o
XY, NEAT BT _XRTCDORA K = RTOHF TV Bk A
A v FTHIETELILIICLRD ET,

Catalyst 2960 & U 2960-S R4 wF Y I bz 7 avI4Fal—arv H4F
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avw> kR B#
ATvF 7 interface interface-id RETAR— N EEEL. AV F—T oA A AT (Xl —g
v E— NERBELET,
ATwF 8 switchport trunk encapsulation dotlq |F— % 5227 T— Rz LE9,

ATvF 9 switchport mode trunk A B —Tx2A4A A% VLAN h 727 F— R ELTHELET,

A7y 7 10 dotlx pae supplicant 4"/5 Taf AEHE—F TR LT 45 4 (PAE) %97V
VhELTERELET,

ATv7 11  dotlx credentials profile-name SNRIx 7 LT oy Turdr A Vel B—T A AT LET,

279712 end H#E EXEC £— FITREY £,

AT79 7 13 show running-config interface MEAHERLET,

interface-id

ATv7 14 copy running-config startup-config |({£5) =L 74 Xal—ay T ANMIREEARTELET,

ROBITIE, A vy Fah TV B e LTRET D HEEZRLET,

Switch# configure terminal

Switch(config)# cisp enable

Switch (config)# dotlx credentials test

Switch (config)# username suppswitch

Switch (config)# password myswitch

Switch (config)# dotlx supplicant force-multicast

Switch (config) # interface gigabitethernetl/0/1

Switch (config-if switchport trunk encapsulation dotlqg

Switch(config-if
(
(
(

) #

) # switchport mode trunk
Switch (config-if)

)

)

#

# dotlx pae supplicant

# dotlx credentials test
# end

Switch (config-if
Switch (config-if

Auto SmartPort ¥4 O%Z{#H L - NEAT DEE

ZA v F VSA TIiE72< Auto SmartPort = —HE&Z~ 7 n M L T, fEIEE AL v FERETDH &
HTEET, FEMIC oW T, TAuto Smartports Configuration Guidel] %2 L T 7Z& 0,

SooO0—FKFAEEACLEBEUVYSA ALY F URL 2R L7T- 802.1x F23E
DERTE
AA v T T R02.IX FRiFAHRET HI1EN, ACS ZRETHMLENH D T3, FEMIZ OV TIHL, Cisco
Secure ACS 2> 7 4 Xal—3 a3y A REZBRLTLIEE N,

GE) AAvFIF v ra—RTHHICS, ¥Urr— N[RE7 ACL % ACS TRETALERH VD £7,

A— h TOFBIEE. show ip access-list #5# EXEC 2~ R&EFHLC, A—hMIFvre—KFLKE
ACL #RL 7,
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| £10% IEEE 802.1x K— hR—RBEDRE
802.1x Biomxe M
Ay a— Fageis ACL DRSE
INGORY =, 7I7AT Y ERIESIN. 7 TAT L FIPT RLARIP T AL A T vF
T T NGEMESNT B TEDCRY T, TOBRAL vy TFRF U a— KA ACL AR — M2
wHLET,
¥5#E EXEC £ — R CROFIEZFITLE T,
avyk B
AFv7F 1  configure terminal Jua—) ar7 4 X¥al—vary T— RFERBLET,
27w 2 ip device tracking IPFARAA NT X T T—TINEHRELET,
AFv7 3 aaanew-model AAA B A F—T M LET,
ATwv7 4 aaaauthorization network default TR OFEZT—D)VICRELET, FaoFEZYEIBRT A2,
group radius no aaa authorization network default group radius =~ > K% f# f
LET,
RFw7 5 radius-server vsa send radius vsa send authentication # &R E L £,
authentication
ATwvF 6 interface interface-id BETAHAR—FNEEEL. AV X —Tx2Af A A7 X2l —3
v E—REBRBLET,
ATY7 7 ip access-group acl-id in R—=TrDOANFFEOFT 75/ b ACL Z#EL £,
GE)  acl-id 377 A2 VR NOLRETEZITE ST,
& show running-config interface BRTELXMRLET,
interface-id
ATwvZ 9  copy running-config startup-config |({13%) 2> 7 4 Fal — 3L 77 A VICRELRGELET,
Catalyst 2960 & U 2960-S R/ vF VI Fox7 AV I F¥al—vav M F
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$£10%E  |EEE 802.1x K— FR—XBHEORE |

W 302.1x BEDHEE

gooo—K Ry —DKRE

¥t EXEC £— FCIROFIREZFITLET,

avwvFk B
X797 1  configure terminal Ja—r ar 7 4 ¥al—ay e REEBLES,
RATvF 2 access-list access-list-number deny FETT FLABIORNIA NV REI—FRZEHLTCT 740 N A— b
source source-wildcard log ACL #EFELET,
access-list-number (2%, 1 ~ 99 F721% 1300 ~ 1999 ® 10 #E# % 5
ELET,

SN B LIEGEICT 7 B A ERT 55461 deny, #Fr]d 54
A% permit ZIEE L 7,
source 1, WD X577 v beEETH6xy hU—7 FidF X
rOEETT RLATY,

o Ry MIx 10#KZICLS 32 £y FEOHE,

* source 3 & U source-wildcard DfE 0.0.0.0 255.255.255.255 D44
W& % B3 % ¥ — U — R any, source-wildcard fE% AJ13 %
MEITH Y FHA,

e source } X O source-wildcard @& source 0.0.0.0 DA % &
W94 %% —7U— K host,

({E£E) source-wildcard £ b ZEXfETXLT FLAIZ#EALET,

(EE) uZ%2ANLT, = ) E—%T5.37y MCBET 5 ER
nX T Ayk—VhEary—LIEELET,

RTv7 3  interface interface-id Ao B —T 2R AT 4F¥al—ay T— FEEBLET,

ATwF 4 ip access-group acl-id in R—=FDANFHEOF 74/ ACL ZRELET,
GE)  acl-id X772 VA NOLETEITEETT,

ATFvFT 5 exit Jua—)L ary7Z 4 F¥alb—ary BE—RIEY £3,

RFv7 6 aaanew-model AAA A F—T M LET,

ATwF 7 aaaauthorization network default |ZFAJD HiEE 0 — BB E LET, FHOFEEZHIRT 51201,

group radius no aaa authorization network default group radius =~ > R % fii fi

LET,

AT7v7F 8 ip device tracking IPTNAA NT X T T—TNEAF—T M LET,

IPTNAA NT XL T T—TN%ET =7 WIZT BT, no
ip device tracking 7 m— 3L a7 4 Fal—r gy avy K%
EALET,

X797 9 ipdevice tracking probe [count | EZ) IPTRAIA A NI Xx vl T—TNEBELET,

interval | uSE-SVl] e count count : X/]) “/9:7)3‘ ARP 70]3 *—‘7‘%%’1§T6 @;&%%&UEL
T, HETE ML | ~5 T, 7740 Mk 3 T,

e interval interval : A4 v F»N ARP 7 u—7 2 HEET S £ TIZ
TREEFHET B (WD) RRE L ET, HEETE 2R
%30 ~ 300 ¥, 7740 MEIE30 BT,

e use-svi : Switch Virtual Interface (SVI; AA v FEEAL » F—T = A

Z) DIPT RLA%Z ARP 7u—7 0% ELE LTHEHLET,
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| £10%= IEEE 802.1x K— FR—XBHEDBRE

802.1x BEnHzE M

avyFk B
A7 97 10 radius-server vsa send Ry —EH BB LERT 572010, Ry hU—2 TR
authentication P REHTELET,

GE) ¥ vre— a7 ACL PHERETOILERH Y £7,

Z2Fv7 11 end

¥5HE EXEC £ — FIZR Y £,

ATv7F 12 show ip device tracking all PPTFAAA ST oF T T—TMIEHTH ) OFEREFRLET,

ATv7 13 copy running-config startup-config |({£5) = 7 4 Xal—ay T A NMIREEARIELET,

VLAN ID ~X—

WIZ, FOorma—RRIT—DAA v TFERET HHEZRLET,

Switch# config terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch (config) # aaa new-model

Switch (config)# aaa authorization network default group radius
Switch (config)# ip device tracking

Switch (config)# ip access-list extended default_acl

Switch (config-ext-nacl)# permit ip any any

Switch (config-ext-nacl) # exit

Switch (config)# radius-server vsa send authentication

Switch (config)# interface gigabitethernetl/0/2

Switch (config-if)# ip access-group default_acl in

Switch (config-if) # exit

A MAC FEREDERTE

¥ EXEC £— FTROFIEEZ EITLET,

avwyk B

AT7v7 1 |configure terminal Jua—rL ar7 4 X¥zlb—vay B— REEEBLET,

ATwv7 2 |mab request format attribute 32 VLAN ID _— 2 MAC #jita A 2 —7 I LET,

vlan access-vlan

ATvF 3 |copy running-config startup-config |((£) 2> 7 Fal—T a3y 77 A NVICRELETFELET,

VLAN ID X—2Z MAC RBFED AT — X A% i T2 show 2~ FiddH Y £H¥ A, debug radius
accounting £ EXEC =~ F&flifl L T RADIUS J&%: 32 2R T £9, ZDa~r ROFEHIC
DWW TIX, [Cisco 10S Debug Command Referencel % ZH L TL 7280,
http://www.cisco.com/en/US/docs/ios/debug/command/reference/db_ql.html#wp1123741

WOHITIX, AA »FTVLANID X—2 MAC #8iilEax 7 12—/ /U A X—T M D HEERLET,

Switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch (config)# mab request format attribute 32 vlan access-vlan
Switch(config-if)# exit

| OL-8603-10-J
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$£10%E  |EEE 802.1x K— FR—RBHEOBRE |

W 302.1x BEDHEE

R FRELIEFF DERTE

¥ EXEC £— FTROFIEEZ EITLET,

avvk E[:3)
X797 1  configure terminal Ja—) a7 4 Xal—ary ET— NEBLET,
AFTwF 2 interface interface-id RETAR—FEEBEL, /¥ —Tx2Af A AL T 4 X2l — 3

v E— NERBLET,
AF7w7F 3 authentication order [dotlx |mab]| |({£E) &— F L CHASNAIRESFROEFEZELET,

{webauth}

ATv 7 4 authentication priority [dotlx | mab] |({f&) BIEHFREHR—F 544V T 4 U A MBINLET,
| {webauth}

AFv7 5  show authentication (EE) BREZMBLET.

ATv 7 6  copy running-config startup-config |((£) 2L 7 Fal—T 3y T A NVICRELETFELET,

/k — ]\7%3?%)] 8021X T uJ‘.Effuih?:f Lfﬁ)% Web F uEé’7ﬂ“_‘/I//\ /7ﬁ/£<k L/T E%é{ﬁj%
/Tbifi“o

Switch# configure terminal
Switch (config)# interface gigabitethernetl/0/2
Switch (config)# authentication order dotlx webauth

Open1x DE{E

¥#E EXEC E— FTROFIEEEITLET,

avwUF BE
27971  configure terminal Ja—r )L ar 7 4 ¥al—ay B— REBBLET,
AT7vF 2 interface interface-id BEF A FEEEL. AV ¥ —T 2 A AT 4 X2l — g
v E—-RERALET,
A7v7 3  authentication control-direction (L&) A— M Z H— 07T — R E 7305 mE— RIZRE L £
{both | in} 4,
ATvZ 4  authentication fallback name (EZ) 802X BIAAEYFE—F LARWVWIFA T NAD T 3 —L v
7 5EE LT Web @REZ 42 X O R— M aRiELET,
AT79 7 5 authentication host-mode EE) B— M FECRIFE~F—T vy T— FEZELET,

[multi-auth | multi-domain |
multi-host | single-host]

A7v7 6 authentication open () B— K ETH—F Y T/ VAL F—TNELET AT
ILET.
AFTwF 7 authentication order [dotlx |mab]| |({£E&) &— F L CHHA SN ARIESFROEFEZELET,
{webauth}
ZA7v7 8 authentication periodic (EE) A— b ETHEFEEZA X—TNVERET =TI L ET,

ATw7 9 authentication port-control {auto | |({£E) F— FOLFFT AT — hDOFEHEE A F— T LI LET,
force-authorized | force-un
authorized}
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27y 7 10
2ATFv7T 11

R— FET®D 802.1x

802.1x BoHe M

avwyFk

B

show authentication

(EE) RECHRLET,

copy running-config startup-config

EE) av74Falb—vary 77 A VICRELZREFELET,

WOBITIE, R— DA =T Ix ZHRET HHEERLET,

Switch# configure terminal

Switch (config)# interface gigabitethernetl/0/2

Switch (config) #
Switch (config)
Switch (config)
Switch (config)
Switch (config)
Switch (config)
Switch (config)

#
#
#
#
#
#

authentication control-direction both
au ten tic at ion fallback profilel
authentication host-mode multi-auth
authentication open

authentication order dotlx webauth
authentication periodic
authentication port-control auto

BN T+ E—TILiE

802.1x FWFLZR— FTT 4 =7 MIZT 5121, nodotlxpae f V' H—T A A AT fFal—

vayv avwr REHFEHALET,

R— T 802.1x iBFELZ T 4 B —T /T T DITIE, Rk EXEC E— FTROFIHZFEITLES, ZOF

JEIAER T,

avwyk By
ATFvTA1 configure terminal Ja—nR) a7 4 Falb—raryET—REREBELET,
ATv 7 2 interface interface-id BETHIR—FNEREL, AV ¥ —T 2R a7 4 Fal—Ta
v E—REBRBLET,
A797 3  nodotlx pae R— b ET802Ix BiFET 4 =T MICLET,
ATv7F 4 end 5 EXEC E— RIZRE D £,
AT7w 7 5 show authentication interface RTEXWMRLET,
interface-id
ATw7F 6  copy running-config startup-config |({£5) =L 74 Xal—ay Ty A NMIREEARTELET,
802.1x Port Access Entity (PAE; R—h~ 77 ® A =27 47 4) #iEE L LTHR— M&3 ZE“@”%)
dotlx pae authenticator - > % — 71/(2 ary7Z4FXal—varavrREEHALEST, ZORE
Tk, A= FTRO21x A X —TMZ7 ) FT0, A— MIEERINI T4 7 MIFFaahER
Mg
WORFTIX, A— bD 802.1x Bikx T 4 E—T NWMZT B HEERLET,
Switch (config) # interface gigabitethernetl/0/2
Switch (config-if)# no dotlx pae authenticator
Catalyst 2960 & U 2960-S R4 wF Y I bz 7 avI4Fal—arv H4F
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$£10%E  |EEE 802.1x K— FR—XBHEORE |

W 802.1x DKM EBE L URTF—2 RADET

802.1x FREIREDNT 7+ ME~ADUE Y b

802.1x BRAERE X 7 7 4/ MEICETIZIL, ## EXEC £— RCTROFIELZFEITLET, ZOFIEIZL

LETT,

avvFk B
AFv7 1  configure terminal su—) ary 7 4 Xal—iay B— REEWBLET,
AT97F 2 interface interface-id AV H—T e f A AT 4 Fal—ay T REMKL, 2ET

LR—FERELET,

A797 3  dotlx default 802.1x T A—=H ZT TV MEIZRELET,
ATv7 4 end ¥ EXEC £— RICREY £,
AT7v7 5 show authentication interface BRTEXMRLET,

interface-id
ATv 7 6  copy running-config startup-config |((£) 2L 7 Fal—T 3y T A NVICRELETFELET,

802.1x DFEHFHME LUV R T—2 ADRFR

T RTOR— MBI 2 802.1x #HaHEH 2 F 3 51212, show dotlx all statistics 554 EXEC =2~ >
FEFERHLET, FEOR— MIBET 5 802.1x #itiE#H 2 £ /~r7 512X, show dotlx statistics
interface interface-id Fi# EXEC =~ RZEMA L £ 7,

ALy FIZEAT D 802.1x BHIB L OEMER T — ¥ 2% KR T 51, show dotlx all [details |
statistics | summary] #i# EXEC 2~ REHEH L E3, FHEOR— MIBT 5 802.1x BELE L O'E)
YEAT — & 2% HKRT 5I12iL, show dotlx interface interface-id ¥i# EXEC 2~ > REMHEH L £,

Cisco IOS Release 12.2(55)SE LA TiX. no dotlx logging verbose 72—/ )L a7 4 ¥ a2 b —ig
Yoavwy REMEALT, WER802IXBIAEA v E—VET 4 NH ) 7 TEET, [RBiEtvx—Yr
CLI =~ k) (P.10-9) &ML TIZ&E,

BT 40—V ROFEIZOWTIE, 20V U —R ke T2a~vr R 77 L AL T EEN,
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