Web R—XEBETDEERTE

ZORETIE, Web N—RFIEEARET D HIEZOWTHIILEST, WEIZRO LEBY TT,
o [Web X—RFHGEOHZE | (P.10-1)

o [Web X—AFFEOFKE] (P.10-9)

o [Web _—RFFEAT — & ZADFER| (P.10-18)
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IEEE 802.1x 7V h v P RETENTWVWARNWEARA N VAT 2Dy N 22—V RREET HI21E, Web
muﬁE7U:F/&u¥ih5 Web/\ Xnmuﬂi’f% b%'fﬁﬁﬁ Lij—o

GE)  Web X—RFFEE, LAV 2BIRLAVIA L F—T oA A LIZTRETEET,

HTTP &>y v a V&S5 &, Web X—RFHFEIX. AR M HDAJ) HTTP /\/7 v FEfATRAE L.
a—HFiC HTML n74’ v R=TE 3% LET, 2—WEREAEEZ AN LET, ZOFEHFIL. Web
N— R RE FRAED 72 ¥ 12 Authentication, Authorization, Accounting (AAA; FRFE, FF#].
THOT 4 /7) 47‘—/\ EIE éﬂifh

FOREIZEE) L7238, Web N—AFREIL. 1 27 A Oz~ d HTML R—2 2R 2 MMIkE L,
AAA F— D BRINTZT 7 A R v—%dHLET,

AR R Lo 856, Web N—ZFBFEIL, v 7 A v DRz RT HIML N— V&2 —FIZiiEk L, v
TA v EHRTT DL, 2a—FIoT v T haRRLET, RRRATEZ@iE L7256, Web
N—ARBFEE, BT A COHIREINEZ RS HTIML N— Y &2 R A Mgk L, 2 Oa—F A £,
VA vF VA MIHEELNET,

2T AAA O E LTD Web N—ABFEDOEENZ SN THA L £ T,
o [F R4 20%%E] (P.10-2)
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FAT LV MILANBEL QAL v F —ERA~DT 7B RAEHFATLHN, HETINE AL v T
WERLET,
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MEFFL £
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NR—AWFEEFHTDIZFE, IPT AL RAD RN T v X THEEEE A X —T VT DHDHERS D £7,
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Web N—ZFHFEIZ LV, HILWARA M eshd &, ROE Sty v a UMERSNET,

IO R

FS ) A R ELE2—LET,

ARANIP RFIHY A NTEENTWDEHA, ZOFIS VAN 2 MY NLERY —03 8 H S,
vy va R ENET,

RRENA N2 L E2—LET,

BAANIP BFIFLY A2 MZEEN TV RWIEE . Web ~<X— ZAF8FEIX NonResponsive-Host (NRH; Jix
BLRWERA L) EREY—NCHELET,

Y= RDIRE D access accepted THoT-HE | BIALIZDHRA ML 2SI ET, By g
VSN I NET,
HTTP 1 v % —t%~7 F ACL #%EL £7,

NRH ZERIZHF 5 — DISE R access rejected T -85, HTTP A > % —& 7 K ACL 2
TIT 47 kEN, By v a IR ASPRLOHTTP b T 7 4 v 7 R L E57,

Web X—ZBFEE A X—TNWIZT D E, ROA XU INBFELET,

=N HTTP by v a v &BBLET,

HTTP F7 7 4 v 7 BPRATZAE S, RIS NE T, A v Fid, =—HFler s A <—
CEEELET, 2—WEa—VHEART—-FREANLET, A v FIXZOx> N 2
H— |z /Jé1cll-/i7;ﬁ

AR LEGE . A v FiL, B —\I0S 02— T7 /7 A R —% Ky no—
KL, 7272747 LET, a7 A ORIRN—VRa—PFICEEINET,

FRAEIC R LB/, A v TFiEe /A v ORBR—VEEEFELES, 2—ViEe 1 v 2HR
ﬁbi#o%mmﬁﬁﬁﬁﬁﬁﬁwmkm_ibt Gy AL v TR, vl A BRI —T %
EELET, TORA NIV YT VR MIANONET, UdvTF VR NDZA LT U M,
:L—‘H: uquE7 D?X%ﬁuﬁﬁ?ﬁé kﬁ‘(%ij—

FEEY— NN A A o FITSE LR WES . AAA RBER Y O —BREINTWIUE, A1 v Fidk
W77 A RY V—IZKRAME#ERALET, B4 L ORIR—V N2 —FIEEINET
(rlﬂ*ﬂjill/Web uuuﬂi/\bj_’_ﬂ (PlO 4) ;Id.}?%ﬁg)

RAMNBLAY2ALH—T A A LD ARP 7 —7 08 E Lo 28548, IR A MR L
AVIA L E—T2ARATTA RNVEALT T NRNIZNT 74 v 7 BEE Lo aha, A
4’/?: i77/])7/]‘%ﬁuunf£bié_

COMREIX, Xura—RENEXA LT U b, FlEe—b VIR ESNzEYy v a Ly XA L
T NEEHLET,

Termination-Action 7 RADIUS T 256, Z OfREIX. ¥ — N2 NRH ERZX{E L E7,
Termination-Action 1%, V" — MO DNEICEHE TN E T,

Termination-Action 237 7 4+ /V b THDHEE, By v a VFFEEs . A IR Y v —I3HIBR
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ZONRT—E, vl Ay RV LRI R AR Y T T v T NV O GICETRENET,
o AL

NF—%ERLT 5121, ip admission auth-proxy-banner http 72— NL 207 4 Fal—a v 2
<~ REFERALET, vy X=X, T 74N hOF— Cisco Systems, L O Switch
host-name Authentication B~ XV E T, Cisco Systems 13, 10-2 12R”T X 912, IR OKR >
TT T R=VILERENET,

10-2 AR\ —

ﬁ sk~ ) .ﬂ |§‘ < f_"; Search f;‘\"\_/Fa\uoriDes & :\9. ; 2

Y

Cizce Systems

Suntl-sw Authentication 3 Success Page - Micrnsnfklmem___

Usemame: (webauth | Cisco Systems

Password: eeeessss '

Authentication

Successful !

(1]
3
| B

EJ/N 10-3 1R T LI, RT—F D AXTA AT HZELEHTEET,
NI —ZAAL v F, V—F FRESH4EEBINT 51X, ip admission auth-proxy-banner

http banner-text 7 — 3L a7 4 ¥ alb—vay av s REFEHALET,
e NF—lZrd, FETFAL T A EBINT S, ip admission auth-proxy-banner http
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Aeddress [ ] hitprff22.0.0.1 > B ks
Welcome to My Network A Success Page - Microsoj Interl
77777777777777777777777777777777777 Welcome to
Usersame: [webauh ‘1 My Network
Authentication
Successful !
< i
2
w
S

NI =B Z—T I EN TR NS, 10-4 12 Rr9 L9z

NEH A,

10-4

RF—DBRFENTVEVAT A VEE

. Web BRiEn 7' A VI IZIZ 22—V 4
LRAT— ROEAT Ol Ry 7 AP FNREREN. AL v FIlcua sy Li-é X3 A"AF—iEz RS

uthentication Proxy Login Page - Microsoft Internet Explorer
acddress | € htepsf/10,100.100. 150/ o= EEE
Usernasme:
. . .
Password: Authentication
Successful
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@ D B Internet
@
3
@ Done & Internet a

==

E] (P.10-17) 2L TIE I,
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FEARETHZEHTEET,

NF=R=TT, BT X=VDTFAPEHETEET,
ZhHD_—2iE, HTML TR ENTWET,

A= TIE, HEO URLIZT 78 AT572DD HTML V¥ A L2 b o< FEFLAT L
ERdH0ET,
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VAT AT 4 V7 MY (F2& 2L flash, disk0, disk) IZRIFENTWT, B A R=DIFR
FTHUEOHLUT T7 AN (A=, TTva, F—F A, EFARE) TRTITH,
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10-5 HRE A X RBIER—D

]
Cisco

Customized login page

This internet web site is provided as a public service. It is intended for use by the public for viewing and retrieving information only. Unless

Usemame:
otherwise indicated, all information on this site is considered public information and may be copied or distributed

Visitors shotild know that use ofthis ste is collected for analytical and statistical purposes, such as assessiag what information is of most and [ EE R
least interest, determining technical design ifications, and identifying system or problem areas. For site security purposes

and to ensure that this service remains available to all users, this system employs software programs to monitor network traffic to identify
unauthorized attempts to upload or change mfolmahcn or otherwise cause damage. data logs will only be used to identify mdividual users

and their usage habits for authorized law enf igations or national security purposes. These logs are scheduled for regular

destruction in accordance with Company Guidelines.

Neither the Government nor any agency thereof, nor any of their employees, nor any of their contractors, subcontractors, nor their
employees, makes any warraaty, express of implied, or assumes any legal hability or responsibility for the accuracy, completeness, or

ih of any product, or process disclosed, or represents that its use would not infringe privately owned rights.
The appearance of hyperlinks does not constitute endorsement by the Government of the website or the information, products, or services
contained therein. Reference herein to any specific commercial product, process, or service by trade name, trademark, manufacturer, or
otherwise, does not necessarily constitute or imply its endorsement, recommendation, or favoring by the Government or any agency,
contractor, or subcontractor thereof. The views and opinions of authors expressed herein do not necessarily state or reflect those of the
Government or any agency, contractor or subcontractor thereof.

TestCenter

206603

ZEHIZOWTIR, BRI 2 X%y Web =D 22 <A X (P.10-14) 2R LT E &0,

ZDHMDHEEE L Web XA—RZEDHEEER

e [RK—=hrtEX=2VU7T 1 (P.10-7)

e [LAN A— K IPJ (P.10-8)

o [F—hFUxA 1IPJ (P.10-8)

e TACLJ (P.10-8)

e [aVFFAIR—R T /A 2 br—/] (P.10-8)
o 1802.1x @7kl (P.10-8)

o [EtherChannel] (P.10-8)

R—bk X2 Ta

Web X—AFBFEE R —b BX 2 U T 00k, FIUAR— MIHRETEET, Web X—Z3RFHIFA— F 23
FEL. R—F X2V T 413, 7747 FOMAC 7 RLRAEETTXTO MAC 7 KL RIZHRT 5
Xy b= T EREERLET, ZOHEG. ZOR—FENL TRy NT—I~T 7 EATED

TIAT v O ETN—TEZHBTE LT,

A—=h X2V T4 %A 3 —T VT DHFIRICONTE, [R—F X2V 7 0 OFE) (P.23-9) %
ZRL T &N,
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—1%. Web XR—RFIEDOEKRA N RY O —ITEBESINET,

Web N—ZFBIED T A R T35 &, NAC R Y v —ITHIBRS N E T, AR MBRRFES AL, R
AF ¥ NHERGESNVE T,

F—rk9xzA4IP
VLAN OUWFRHD A A v F F— b T Web R— RBIENRBEINTNSEE. L AF 3 VLAN A >
5 —7 = 4 Z T Gateway [P (GWIP; % — k7 = 4 IP) #BET 5 LI TEEHA,

Web _X—ABFET S~ b2 IP ERICLAY I AL E—T oA RAIEHETEET, Y7 bu=T
T, WMADOHEEOKRA N R U—PNEHINET, GWIP F A~ R —id, Web _X—RFBFED K A
FARY =B SN ET,

ACL

A B —7 x4 AT VLAN ACL., F72i% Cisco IOS ACL &% L7 %6, ACL 1%, Web N— 235
DERAL RY —=NEHINZBRIZT, mAL F T 74971 J@ﬁﬁéﬂiﬂ“o

LAY 2 Web ~— Xum&fi R—= MIEHEINIZARAZA SDODAN T T 4 v 71220 T, Port
ACL (PACL; "— K ACL) 2T 74NV DT 7 AR —L LTRETHOLERD Y £3, 383
?(ﬁ\ Web /\“'_xumui@j_x k T) —i% N PACL | {E%éﬂi—ﬁﬁo

MAC ACL & Web X—RFBFEAF LA v F—7 oA RACRET D LITTEERA,

7 7 A VLAN 78 VACL % % 7F ¥ HICRE SN TV DR — MIIE Web X—ARBIALITHRETE £
Ao

AVTFAMM—KRF7IVtEXar k-

Context-Based Access Control (CBAC; 2T F A MR—RA T 7R oy bha—)) N, K—h
VLAN O LA ¥ 3VLAN £ VX —T =24 ATHESINTWVIEHA, LA ¥ 2K — hT Web ~X— 233
TR ETEERA,

802.1x 23t
7ﬂ’_/l//\“77ntoutE)(// ]\EL/VC ,_./:E_’T;— i jflg%jc—( Web X— thu 1% 802.1x mqu(‘:l—JLT‘—]\
FIZIERETE EH A,

EtherChannel

Web _— AF8iElX., LA ¥ 2 EtherChannel f ' ¥ —7 = A A . FIZERETE £9, Web X— X3 iEq
L, X TCORA AN — Fy XLEHESNET,
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nn‘.\ n.l.T: 0) nﬁi

o [F 740 b®D Web _X— RO E | (P.10-9)

o Web N—AFFEOFHEIZT 2 EFH & HilKFmE) (P.10-9)

o [Web X—ARFEDOFKEHX A7 U A ] (P.10-10)

o [RBIEN—NEA X —T = A ZADFE] (P.10-10)

o [AAA BFEOFRE] (P10-11)

o [AA v F )5 RADIUS y—R_~Di@fFDO a7 4 Fab—a ) (P10-12)
o THTTP H+— & (P.10-13)

o Web R—RFHGFEXT A —H D%E] (P.10-16)

o [Web R—ZGFEF v v 2 = MY OHIER] (P.10-17)

T4 D Web R—XFEREDELE

# 10-1 1%, T 74/ b®D Web XR—AZFFEOFRELX TR L TWET,

= 101 T4 LD Web R—REBFEDERE

HeE FI+IFRTE

Authentication, Authorization, Accounting |5 ¢t — 7 /L
(AAA; FBFE, FFRl, THO T 42 0)

RADIUS #—n

e IPT7TFLA o FREZRL
e UDP #iER— F * 1812

o o FREZRL
HIEE 2 A L7 T FDT 7 4V ME 3600 ¥
HEE X A L7 U b AR—=T )V

Web X—RZREDHREICET S EEFHREFNEIER

* Web /\‘_‘Xmuu j]\jjfi”’@*%%ﬁgfj—

° Web/\ Xmuu Lj 77tx T'—}‘fx_ jﬂf /,_.:F__’VC%ET;— Web/\ Xmuu bj\ }\5:/7 ﬂ_\g—}‘\
EtherChannel A >/ N— AR— k| FHEFIFXAFTIvs T 7 R—FTIEVFAR—FrEInNTVEH
Ao

e Web X—ZFEIAERETDHHN, AV F—T=2AATT 74V D ACL R ETHLENRH Y F
"3‘ LAY2A =T A LTAR—FMACL ZRET D, £l A VYIS F—T =
A1T%F LT Cisco IOS ACL ##&%E L £,

o RXT A4V ARP ¥ v v aPBEDETHLNTWVALAT2A 4 —T 24 A LEDKRA NI
ECEEHA, TNHDHRAMIARP X v =T 2 KELRWZH, Web X— AFRIEHERE TI1d
HEnEdia,

o F 7 )L KNTIL, x/r/%@IP%“/wx M7 o X THEREIXT 4 =T VICRESNTWVET,
Web X—AFBIEZFHTDI120F. IPT XA AD T v X THEEER A 2 —T NWIZTHMENRH Y
9,
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W Web R—RBIEDHEE

Web ~N—

AA v F HTTP 4 —_"ZFETT 5121, IP T RLRAZ2DR b 1 DRETILERDY £,
Flo, EHRANIP T RLAZEETHLIICN— MERETIHILELH Y 3, HTTP — %
AARMIHTTP 2 /A v =V EEEFELET,

2Ry TN ZAICHDEEARANTIE, STP FARePOEEICELY , FAR hTT7 497D
BT AHAR— IR EDLS>TLESLELEA. N T 74 v 7 NMEIETAHEMERHY 3, Zhid, v
4% 2 (STP) "R DEEHIT, ARP BELODHCP OEFHNERE SN TV ARWEAICREL
ij‘o

Web N—ZFBFEIL, F U m— RARERAA N RY T —& LT, VLANFID Y T2 YR —-FLT
WEE A,

IPv6 F 77 4 v 712\ TIE, Web X—ZFEFEIE R —F S THEHEA,

ABREDHREZRY VA b

RFEL— e f B2 —T =2 A ZADF%E] (P.10-10)

TAAA FAFDF#E] (P.10-11)

[AA v F b RADIUS r—"~D@fE0 a7 4 F 2 b—r 3] (P10-12)
THTTP ¥— 0% E ] (P.10-13)

TAAA KIGRY v—oFkE) (P.10-16)

[Web X—AFRGERNT A —X O E] (P.10-16)

['Web _X— ZZHFEF ¥ v = = b U OHIBR] (P.10-17)

PEEL—ILEA U E—T A4 ADEE

AFvT A1
ATFvT 2

ATv7 3
AFv7 4
ATvT 5
ATv7 6
ARTYF T
ATv7 8
AFv7 9

avy kR

Sy

ip admission name name proxy http |Web ~— % ZRAL T SN BRI — L %R E L £,

interface type slot/port AV H =Tz AR 2 V74’ Xl —rary ET— RzBKB L, Web

R—ZDWIEDT=DITA R —TNVICENBAII LAY 2 E/21F LAY
3 =T AERELET,

type (21X, fastethernet, gigabit ethernet, X 72! tengigabitethernet

ZIEETEET,
ip access-group name T 74NN ACL A LET,
ip admission name RESNTA v —T oA AT Web R—RFFFEFHELET,
exit a7 4Fal—yary B—RNIEY ET,
ip device tracking IPT AR NG R T T—T N A R—TVIZLET,
end FrHe EXEC £— FICREY £,
show ip admission configuration AT 4 FXalb—varEFRRLET,

copy running-config startup-config |((LZ) = 7 4 Fal—a Ly VA NMIEREEZHRELET,

Iz, Fast Ethernet Ax—  5/1 T Web _X— 2 #FiF%2 A 2 — 7 NI T 50 %E2 - L £,

Switch (config)# ip admission name webauthl proxy http
Switch (config)# interface fastethernet 5/1
Switch (config-if)# ip admission webauthl
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Switch (config-if) # exit
Switch (config)# ip device tracking

W, BREEMBT D02 RLET,

Switch# show ip admission configuration
Authentication Proxy Banner not configured
Authentication global cache time is 60 minutes
Authentication global absolute time is 0 minutes
Authentication global init state time is 2 minutes
Authentication Proxy Watch-list is disabled

Authentication Proxy Rule Configuration
Auth-proxy name webauthl
http list not specified inactivity-time 60 minutes

Authentication Proxy Auditing is disabled
Max Login attempts per user is 5

AAA BREEDEE

avw> kR B#
XFv7 1 aaanew-model AAA BEREHR A X —T NMIZLET,
ATwZ 2 aaa authentication login default group {facacs+| |v 74 L BEORIEHEOY A M2 EHELET,
radius}
AFw7F 3 aaaauthorization auth-proxy default group Web XR—Z2OFBIFTHEHA SN AT HFEOY 2 g
{tacacs+ | radius} ERR L £,
RFwv 7 4 tacacs-server host {hostname | ip_address} AAA F—N"EFEFELET, RADIUS H— 25T
%, [AA v F 5 RADIUS Y — "~DiEF D 2 >
T4F¥alb—ray] (P10-12) #5RLTLSEE
W)
AT7v7 5 tacacs-server key {key-data} AA v F & TACACS — O THEH I N HF85EE
FUOMERAERELET,
A79 7 6 copy running-config startup-config L) av 7 4F¥al—ay 77 A MIRELR
fFLET,
WOFITIX, AAA 2 A4 F—TNWZT D HkERLET,
Switch (config)# aaa new-model
Switch(config)# aaa authentication login default group tacacs+
Switch (config)# aaa authorization auth-proxy default group tacacs+
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A4 v Fhizo RADIUS H—/I\~ADFEEDNDI VT4 FaLl—ay

RADIUS €% = V7 ¢ —_OBBIEHRIIKD B0 TT,
e KA

e« WAKNIPT KL X

o FAMBIUFED UDP A— hE5

e IP7 FLABLUSFED UDP K— h&E 5

IP7 FL 2t UDP R— FBEOMAGDLRIZCL - T, —ED ID MEH SN, Y—"DFR—IP 7 N L

FizdH A H$ O UDP A— b2 RADIUS ZRZ%(ETE 5 L 51720 £9, AL RADIUS — 1k
DERI2D2ODKRA N = FUVIZFEICY—ER (72 & ZILFRGE) 2RE LA, 2 FDICHRESINT
AR PV, BUICRESNEZAA N T I DT 2 — LA —_— RNy 77 v L LTEEL
F9, RADIUS R A b => b UL, BRELTZIERICH > GRIRSNET,

RADIUS #— 3 T A —F ZRET D FINEIL, kDO LY TT,

avwvk B
AF7w 7 1 ipradius source-interface interface name RADIUS "7 IS, fERESNTA LV F—T =4 A
DIPT7 FLAZFSZ L E2EELET,
ATwF 2 radius-server host {hostname | ip-address} test JE£— | RADIUS +— N R 2 hDFR A M EF-IZIP
username username T R AERELET,

test username username 1%, RADIUS H— $5 D
HEY7 A oA X—T VT DA T v a T, BE
S N7z username (I —F L THHMLELIH Y
FHA,

key &7 a Uik, AA v F & RADIUS — 3D
THEHINAZE L TH#AEEELET,

#H4 > RADIUS Yy — &M 25121F, £nEho
P—=RTZDa<wr FeE AN LTLLEEN,

ATv7 3 radius-server key string RADIUS #— /3 - CEIfE+ % A A v F & RADIUS
T—E OB THEAIN BB LR SH#ERE L
EJcpe

ZXTw 7 4 radius-server vsa send authentication RADIUS — 350D ACL DX Yo — K& A FR—

TMZLET, ZOMEEIX

Cisco I0S Release 12.2(50)SG THAHR— F SN T E
e

2T w7 5 radius-server dead-criteria tries num-tries RADIUS —RIZEEINT-A vE— TV ~DIRERN
BRWEAIL, OV =BT 7T 4 T ThHD LR
TETCOEGREEZEELET, HETED
num-tries OHEFHIT 1 ~ 100 TI,

RADIUS $— 5 XA =2 2R ET DAL, IROFICHERE LTI ZE0,
o Kkeystring IS Liza~> R4 U TRELET,

o key string 1Z1%, A4 v F & RADIUS H— N ETEIfET 5 RADIUS 7 —% L O CHEMT 27
FERB L OWF EHAEE LET, #ik. RADIUS 4 — NTHEHT IR ZRIC T DHTFA N X b
Vo7 TRIFNERD 8 A,
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o keystring ZIRET 525G, HOPRH, BILOKRRICAS—ZAZMEHNLE T, #BICAN—ZAEMHH
THHEE. SIA/FNRO - THLEE ks, JINFTREZMEERNTIES N, #i
RADIUS 7—%E » CHEHT 2R 58I B L TV D LERH Y £7,

. ?&T@RAmUS#~AKomT\54A7¢k‘ﬁ%@@ﬁ\%;w%%%ﬁ%ﬁm—ﬂwm
FXET HICIL, radius-server host 7‘D~/*‘/I/ Oy 7 4Xal—Yay avwr R LET,
_ih 5 0)21‘7 Ta rEY— AN TRIET HIZ1E. radius-server timeout, radius-server
retransmit, 3 J O radius-server key 7 = ‘—/VT/ Ay 74 FXal—var avr REHEALE
T, FEMIC OV T, kD URL 126 %

[Cisco I0S Security Configuration Guide, Release 12.2], £ X O
[Cisco I0S Security Command Reference, Release 12.2)] %ML T X\,

http://www.cisco.com/en/US/docs/ios/12_2/security/command/reference/fsecur _r.html

RADIUS #—_TiL, AL v FIP 7 FL A, =LA v FTHAEIND key string, BEIW
Downloadable ACL (DACL; # 7> ua— Ra[fg/s ACL) 72 EOBREEITHIMLERH Y 3, FHMIZ
WL, RADIUS r—_XDO~=a27)LE S L T,

ROFITIX, AA »F TRADIUS =R RITA—FERETDHHELZRLET,

Switch (config ip radius source-interface V1an80

( ) #
Switch (config)# radius-server host 172.120.39.46 test username userl
Switch (config) # radius-server key radl23
Switch(config)# radius-server dead-criteria tries 2

HTTP ¥ —/ O

Web N—2ARFEEFE AT HI21E. AA v F THTTP =% A X—T NI THLERHY T, 2D
B — 3T HTTP F 72135 HTTPS W IZ DWW TA R —T NI TEFE T,

avwyFk B
A7v7 1 ip http server HTTP +— %A 32— LE3, Web _— ZFBFEHEGEIL. HTTP H— &
LCHAARNEBEFL, 2—VRFEEITWVET,
AT7v 7 2 iphttp secure-server  |HTTPS %A 2 — 7 Mic LET,

HARLBFIET B XY Web X—VERET D0, Khn /A DV XA 1272 URL #HRELE
\?‘O

ip http secure-secure = v RZ AN L7 XlT, ¥ Tutu FEDFEFITATOND L D IZT I
2—HFN HITP BERZEEFLEHETH, v/ A4y X=VEFuT HTTPS (% =7 HTTP) ik
HEolCLET,

o FWILTBEFXT Web X—TDH AKX~ A X
o YImTA KT DY XA LT a3 URL OFEE

| OL-8603-07-J
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W Web R—RBIEDHEE

FEETOXT Web R—SDARETA X
Web _X—ZADFRFEF, AL v F DT 75/ ks HIML _X—T Tid7e <, b Y ® HTML _— YRz —
‘H_uﬁﬂ#éhéij Web uAL‘uJ‘.Eid‘.) Z’E'C%i@'

jJX&-L\wLJuE7D£’Y‘/W€b’\’*V@{ﬁﬂ%%ﬂ{ Té i ij— jJX&AHTML77/])/I/%X/])/a:
DT Tyva AEVIHEEL, RIZZa—)L a7 4 FXal— gy F—RTCIDXATEZFEITL

£7
avvFk B
ATwv7 1 ip admission proxy http login page file AAFDAEY T7AI)V VAT AT, T 741 H
device:login-filename ouarAy X=UORbVIZHERENDE AL A
HTML 7 7 A VOFHER Z4EE L E T, device: 137
Fyvva AEVTT,
AFw7 2 ip admission proxy http success page file TN IO T A URIIR—= DR IIERA SR
device:success-filename DA% LD HIML 7 7 A VOFEZRRE L £,
A7 w7 3 ip admission proxy http failure page file TI7HN ORI A RN —=T DRV ITER X
device:fail-filename L AH 50 HTML 7 7 A VOFAEH AR E L E 7,
ATwv7 4 ip admission proxy http login expired page file FIxN T s A HBEERR— YO 0 2
device:expired-filename ENBHBHAZ LD HIML 7 7 A VOFTEMEZIEE L
£7
AAL A ASHIZRRAET 7 F 2 Web N— V2 ET BT, WOEEFHIHE > TS ZEW,

o HWAHX L Web R—TUHREE A X —T NWIZT DL, WAX LA HTML 7 7 A V% 4 [HT_XTHEL
9, BELEZT 7 A VOB 4 BRWEOEHE, N7 74/ 8 HIML X—U B3 S E T,

e INLAMOHTIML 77 AME, AA v FDOTFTvia ATEYRNICHEELARTIUEARY 8 A,
£ HTML 7 7 A VDI KA XL § KB T,

o DAZNNR=Y EDAA=TIFT T, 7278 AAHEIRHTTP — R BICfEELRTIE AR Y
HFh, A F—E7 K ACL X, BEHA—LNTHELET,

o HAFLR=UNLONEY 73T T, BFHA—LNTOL v Z—E7 N ACL DR EZHLE
ELETF,

o A%72 DNS $— 27 78 24512, MY > 7 E72i3A A — DI B A fifigk <,
N—NNICA 7 —k T b ACL ARETLLENRDH Y £7,

o AH L Web X—UBKREN A R — T VICERE STV A YA, BXE S 1L72 auth-proxy-banner (X
HaInEti,

o WAZ L Web N—UHREN A R— T NVICRESNTWDHE, u A VORI T LY 24 L
7 v ay URLIIMEHATE EH A,

o HABL T7ANDIRELMEETHIZIT. Z0a~<r RO no BN E2HHLET,

HAB LT Ay RX=DFINT Y v Web 74 —LTHDHD, ZORXR—=VIZHONTE, ROEESF
BIZHE> TL7ZE0,

e AV Tx—AriF, 2—WILD2—PFLHERRT—=FDOANZZTHT. 245 % uname B
F0pwd & LTRTHERHY 7,

o NAZL uTA L N=VF R=V FA LTV BELINRAT =R TTRIEEOR L7
EL Web 74— AT HNA N TT 7T 4 AT BERH Y £7,

{k@ﬁj j: jjxyvb\u»ou‘_E7l:’£’\"/Web/\“_“‘/% %Téﬁ{f\‘%ﬂ_‘bij—
Switch (config)# ip admission proxy http login page file flash:login.htm
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Switch (config)# ip admission proxy http success page file flash:success.htm
Switch(config)# ip admission proxy http fail page file flash:fail.htm
Switch (config)# ip admission proxy http login expired page flash flash:expired.htm

WOBITIL, AAZLRFET B X Web X—VORELMRT 2 HEEZRLET,

Switch# show ip admission configuration
Authentication proxy webpage

Login page : flash:login.htm
Success page : flash:success.htm
Fail Page : flash:fail.htm
Login expired Page : flash:expired.htm

Authentication global cache time is 60 minutes
Authentication global absolute time is 0 minutes
Authentication global init state time is 2 minutes
Authentication Proxy Session ratelimit is 100
Authentication Proxy Watch-list is disabled
Authentication Proxy Auditing is disabled

Max Login attempts per user is 5

BEUWRJA4oindHYF14 LY ar URL OEE

AT, PHAE HTML ~— V& RAICE E 2, 2—F DY 44 L7 [EL7s URL &ifiE
THILRTEET,

= S B
ip admission proxy http success redirect url-string FIFN ORI A R — ORI, —HFD
VEA VLY ML b URL #HELET,

PRI a7 A KT H Y HZA L7 ar URL ZRET 225G, ROEBEFHIIWKE> TS,

o NAXLFFET XY Web R—UHEBEEN A X —T VIR EINTWDIHEE, VAL LI a
URL #8E1X7 4 E—7 Mz &, CLI T3 CE A, VEA LI v a i, BAZ L vl
A V=Y TIITTEET,

o UXA VLT ar URL XA R—7 MR E SN TWDHHEE, &E 472 auth-proxy-banner
IEHSNEE A,

o VXA VL7 ar URL DREEMHRT DI, Z0avr Fone BAEEHLE T,
ROFITIE, W Ller AT 24 v 7 ar URL #RET L2 HEEZRLET,

Switch(config)# ip admission proxy http success redirect www.cisco.com

ROBITIE, AHILTer 7 A T2V ¥ A b7 g URL 2R T2 HiEER~ L ET,

Switch# show ip admission configuration

Authentication Proxy Banner not configured

Customizable Authentication Proxy webpage not configured
HTTP Authentication success redirect to URL: http://www.cisco.com
Authentication global cache time is 60 minutes
Authentication global absolute time is 0 minutes
Authentication global init state time is 2 minutes
Authentication Proxy Watch-list is disabled
Authentication Proxy Max HTTP process 1is 7
Authentication Proxy Auditing is disabled

Max Login attempts per user is 5
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AAA KBERY —DERTE

b & A

ATvT 2

Web ~N—

b &b

ATvT 2
AFv7 3
ATv7 4
AFv7T 5

avvFk B

ip admission name rule-name proxy |AAA Y — NZEHETEX2WES . AAA KBOL— L2 {ERR L, &

http event timeout aaa policy a A END ID ARY U—EBEE T ET,

identity identity_policy_name GE)  — L ZHIBRT HIZiL. no ip admission name rule-name
proxy http event timeout aaa policy identity 7 = —/3/L 2
V74 FXal—varavwr REFEHLET,

ip admission ratelimit aaa-down (EE) AAAX T AT —FT, A MPLOIRIEORITEZ L — I

number_of sessions HIRL, P—ERICHESTELEEDAAA NN T T T 4 T %

[EEE L £ 7,

WIZ, AAA REGR Y v — 2 HT 5012~ LET,

Switch (config)# ip admission name AAA FAIL POLICY proxy http event timeout aaa policy
identity GLOBAL_ POLICY1l

WIZ, STV DIRARA IR AAA XU AT — R ThDOINEIDEHWT 56827 L ET,

Switch# show ip admission cache
Authentication Proxy Cache
Client IP 209.165.201.11 Port 0, timeout 60, state ESTAB (AAA Down)

WIZ, RAFIP 7 RLRIZESNT, HEDE v v a T HFMEREZTT 02 RLET,
Switch# show ip admission cache 209.165.201.11

Address : 209.165.201.11
MAC Address : 0000.0000.0000
Interface : V1an333

Port : 3999

Timeout : 60

Age 1

State : AAA Down

AAA Down policy : AAA FAIL POLICY

ARFBEE/NT A — 3 DEETE

R CTEDu A UBITRIERORKEEZHELET, KR LERITRENOEEZB2E, 7747
VNIFEHRF, vr vy T U R MZEELNET,

avwvFk B

ip admission max-login-attempts number Kgcxpruls A ifiToRBREESRELE T, 15

ETE HHEPAIL 1 ~ 2147483647 [BITT, 7 7 +/b b
% 5 °9,

%@EM&%ﬁF:EDiﬁ

show ip admission configuration RAE7T B X REXFRLET,

show ip admission cache HAE= P DU R MERRILET,

copy running-config startup-config (ER) av74F¥alb—ray 77 A /VIHREER
FLET,
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WROFITIE, Kim 74 AT ORKEEEZ 10 ISRET D HEZ R LET,

Switch(config)# ip admission max-login-attempts 10

Web S25EO0— AL N\F—DERTE

Web SBFENREINTWD AL v FiZu—Hh /L NF—%FHET DX, HHE EXEC T— K TROTFIJAE
EIITLET,
avy kR B
ATv7F 1 configure terminal ya—rL ar7 4 X¥alb—vary T— NEBEBLET,

A7v 7 2 ip admission auth-proxy-banner http |z —h /1L SF—% 4 F—T NI LET,

[banner-text | file-path]

UEE) Cbanner-text C E NI LT, BAHX L ANF—ZEE L E T,
ZIZTC, CiEEEIn 3, N —ilFzFRENSD 7 A0 (B
oI, FEEFTIAN T rAN) ERT T 7 AL RATT,

AFv7 3 end

HebE EXEC E— RIZRED £,

ATv7 4 copy running-config startup-config EE) 2> 74 X2l —ay 77 A NMCHREEHRTELET,

Web ~A—X

WOBITIE, My Switch] L WNDTAZ L Ay E—VRRRENTND =TV NF—2RETDLH
LEaRLET,

Switch (config

( ) configure terminal
Switch (config)

( )

( )

# aaa new-model
# aaa ip auth-proxy auth-proxy-banner C My Switch C
end

Switch (config
Switch (config

ip auth-proxy auth- proxy-banner a< Yy ROFEMIZDOWTiX, Cisco.com @ [Cisco 10S Security
Command Reference) (23 % rAuthentlcatlon Proxy Commands| £ v a V&SR LTI ZE0,

BEEXvrvyvia T M) DHIE

avwv KR B
clear ip auth-proxy cache {* | host ip address} Delete AT B> T2 b U ZHIERLET, F ¢ v a
T MU RTEHEIRT 521, TX&)XﬁéﬁﬁL
9, VOV EA MO Y EHIRT SR, BAK
HI7Z2IP 7 FL 2% AN LET,
clear ip admission cache {* | host ip address} Delete FiFFu ¥ = ﬁ VEZEIRLET . v v
x> MU FTRTEHIRT D2, 72&)%7%@%L
i#o//7WTXF@I/F)%%%¢ (=R
72 P 7 RLAZ AN LET,
WIZ, IP 7 R L& 209.165.201.1 D27 T4 7 > MIHT 5 Web X—23BiEE v & a EHIRT 560 %
~LET,
Switch# clear ip auth-proxy cache 209.165.201.1
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Web X—X nn?.\n.l.—tx_r 9 Xa)ﬁ_ﬁ

TRCDOAS H =T =2 A A, FRIEFRHEDOR— MIKT 2D Web X—ROFBIERE L FERT D FIEIT

KD LY TT,
avwy R B
XFv7 1 show authentication sessions Web X— RZIFFHRTELXZERLET,

[interface ype slot/pori] type (2%, fastethernet, gigabitethernet, ¥ 721%

tengigabitethernet # R & T& 9,

UEE) HEDA v X —T oA RZKT 5 Web ~— 2
SREERE X FERT DX, ¥ —U — I interface #{#
)EH Lij‘o

Wiz, 7 a—3)u7 Web R—RBIAFD AT — X AT 2 FK R T 50 2R LET,

Switch# show authentication sessions

WL, ¥HEY b A F—T A A 327126 F 5 Web X—ZDOFBIERTEFR AT HHE R LET,

Switch# show authentication sessions interface gigabitethernet 3/27
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