GE)

VARATL AyE—D AFx VT DETE

ZOFETIL, Catalyst 2960 A A v FIZV AT A AvbE—2 uX U P ERETDHELCO N THBALE
T

ZORETHERT L3~ RO L OMEHFIEOFMIIC WL, [Cisco I0S Configuration
Fundamentals Command Reference, Release 12.2] %#ZM L T E &, Zhilix, Cisco.com DF—
L~— (Documentation > Cisco IOS Software > 12.2 Mainline > Command References) 757

7B AWRETY,

ZOBETHATINEZ, ROEEBY TT,

o [V ZF A Avtk—y nXr OME] (P29-2)
o [PRAF N Avk—Y X VOFE] (P29-2)
o To¥rrRkEDFRR] (P.29-15)

EER O AL bFTar Y0 RAye—UEREETDLE. CPUOFIHENEL 20, AL v T OEEIC
EERBELZ DAEEND Y 7,
Catalyst 2960 R4 v F VI k7 av 74 Fal—ar #H4F
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F 2% JRTFLAyvE—LOXUIORE |

CRAXVITOME

DARATL AyvE—o AX TOHE

GE)

AA Y FIET 74NN T, VAT L A vE—TB LN debug $i# EXEC 2~ Folhzuxr 7 7
BERCEELET, BX Y TR ERS A vb—UEK5N GREIS LT, vs Ny 77,
sAERE, UNIX Syslog #— 372 L) ICRMET AU EHIE L ES, nX 7 FrkvRiE, 2V —
LIZhb A v =V 2R ELET,

Syslog 7 4 —~ kX 4.3 Berkeley Standard Distribution (BSD) UNIX & F#atERH 0 £,

OX 7 FaEART 4 E—TNLDORE, AvE—iFar Y —MIOREEINET, A vE—
ITERBHOGREIND 2D, Ave—VUBLOT ANy FHACEET a7 hofio a~< > Ko hvE|
NIABET, AvbE—UNRNar Y=V IERENHIDIE, Av—VZEK LT a0 A0 T LTH
5T9,

AvE—VOERELZHZELT, a2 Y= ABILOFHLICERREINDIA vE—TOX A T HFHIHTE
F9, B AvE—VICEA L RB T ERELTY, Syslog ¥E7L7 RLAZRELZY LT, U
THNEALDT Ny THEIERB L OVE M EL L TE E79, REIND A vE—TIZoVWTIE, 2DV
V=2 BT DHV AT A A vE—Y HA REBRBLTLIEE N,

RSNV AT A Ay E—VIZT7 78 AT 2ITE, A4 vy FOCLI (av > R A7 —T =
AR) ZHERAT DN, ELEESNT Syslog — SMIZV AT A AvE—V2RTFELET, AM v T
V7 R =T 1L Syslog A v E—VERNEANY 7 7 ITBRFELET,

VAT A AvE—URVE—NTE=FTSHITIE, Syslog =N ETRIZERTT DD, 2T
Telnet HHWMT= Y — NV K— FMREATAAL v FILT 7 EALET,

DATL AyE— AV TDHETE

T I T ROBREFHRICOWVTHA L E T,

o [RFT L vl Ayk—TD7 44—~ | (P.29-3)

o [VATAAvE—V X IOT 74V NEE] (P.29-4)

o [ RAout—yaXr /o7 tv—714k (P.29-4) (1)

o [ Ay —VFRHIET NS ADFE] (P29-5) (ER)

e b7 Xyt—voRME) (P29-6) ((FE)

e 07 Ao —VDEA L AZ L TDAF—TNMELIOT 4 =71k (P.29-8) (TE)
e 07 RAob—VDr = ABREOA X =T MMEBLOT 4 B—7 L) (P29-8) (EE)
o [ Ayv—VEKEDOEH (P29-9) (EE)

o [BET—7VE LU SNMP IZiE(F S LD Syslog A v E—TDHIER) (P.29-11) (EE)

o RELHE T —DAX—7 ) (P.29-11) ({EE)

e [UNIX Syslog #+— 0% E] (P.29-13) (LE)

Catalyst 2960 R4/ v F VI k7 av 24 F¥al—av #H4
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| £298 LRATFLAvE—LOX IOHE

YRFL Ayb— nxvdone B

— N >
DRTL O AytL—DTA—TY bk
SATFA BT AyvtE—UIFRKS0 XFER— L EE (%), BLOFORICEREBEEINS A S>3

VDY AFTRLA L AZTER (RESNTWAER) THEEINTWET, Avk—V
X, ROT7 —~ v hTERINET,

seq no:timestamp. %facility-severity-MNEMONIC:description

NR—Ft v M HDRID A v —U#/31E, service sequence-numbers, service timestamps log
datetime, service timestamps log datetime [localtime] [msec] [show-timezone], F 723 service
timestamps log uptime 7' 72— 3L 227 4 Xa b —T a3y avy ROBREICL > TEDY 7,

F 29-11C, Syslog A v E—YOEFEERLET,

* 29-1 DRTFALA O AyE—SNEFR
=X HL
seq no: service sequence-numbers 72—/ L 27 4 ¥ a L —v gl avry RBRREINTOEEGE

FiF, a2/ A=y —Hr v RAEEEZAZ T LET,

FEHNZHOWTIE, 87 At —VDY— v ARZOA X —T B I OT 4 E—7 114k
(P.29-8) =&ML T Z&EV,

timestamp D7 4+ —~< v | A yE—TVEIFA X FOHFFTY, service timestamps log [datetime | log] 7 = — /3L @2

ko TA4F¥alb—raly avry RBRRESNTWDLHAELET, ZOBRBPERRINET,

mm/dd hh:mm:ss FHMZOWTIE, (07 Ayt —VDEA L ZAZ L TDAF—T MBI OT 4 £—7 1k

- (P29-8) Z#BWL T &L,

hh:mm:ss (GEFFRE)

Ep

dh (KFE)

Jacility AvE—VRBMTEH7 7 UT 4 (SNMP, SYS 2&) T, ¥&WR—br&h5 773U T 4D
—EIZOWVTIE, # 29-4 (P.29-14) 2BRLTLEEW,

severity AvE—VOBRBKEZFT0O~TO1IHOa— T, BREOFEMOVNTIL, £ 29-3
(P.29-10) BB LT &,

MNEMONIC AvE—VE—BIRTTHFA N AN 7 TT,

description VIR—FESNTHDA R FOFEMERTTHA R X MY 7T,

W, ZAA v TF VAT A AvE—V0—HERLET,

00:00:46: SLINK-3-UPDOWN: Interface Port-channell, changed state to up

00:00:47: $LINK-3-UPDOWN: Interface GigabitEthernet0/1, changed state to up

00:00:47: S$SLINK-3-UPDOWN: Interface GigabitEthernet(0/2, changed state to up

00:00:48: $SLINEPROTO-5-UPDOWN: Line protocol on Interface Vlanl, changed state to down
00:00:48: $LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/1, changed
state to down 2

*Mar 1 18:46:11: %SYS-5-CONFIG I: Configured from console by vty2 (10.34.195.36)
18:47:02: %$SYS-5-CONFIG I: Configured from console by vty2 (10.34.195.36)

*Mar 1 18:48:50.483 UTC: %SYS-5-CONFIG I: Configured from console by vty2 (10.34.195.36)

Catalyst 2960 R4 v F VI k7 av 74 Fal—ar #H4F
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F 208 JRTFLAvE—LOXUIORE |

T oXyJUnME

DRTL AvtE— AX U TDTIAILMERE

#2921, VAT A A= uaX I OFT 73V M REERLET,
%= 29-2 SRATFL A= OX I ITDTIAIL FRE

H#EE FI+IFERE
A= ADVAT A A= axX s A F—T )

o — VDO EKRE

debugging (3 X UHEUEMIZ L 0 KW L~L,
#* 29-3 (P.29-10) =&R)

o/ 77 AIVERTE

T ANZHDIRERL

ay Ny 7y A X 4096 /31 |

0 7GRy A X 1 AyE—v

BA DAL T F4e—T N

[HEV = TA4e—=T N

2y = T4E—T

Syslog %—/3X®D IP 7 K L& RERTE

RIEAT 1 H— F4e—7

=R T VT Local7 (3% 29-4 (P.29-14) # &)

P SO K informational (3 X UEUEMIZ & 0 KW L~UL,

#% 29-3 (P.29-10) =& M/)

oaxoinorT«t—IILiE

AyvE— aX 3T 740 T, X —TIICERESN TN E
B A=V R ETIHRAIT. AvE—Y aX o V2 32— NICTHALERHY T, A
=T uaX N R —TINNOEE, vl Avk—JiIInX oS Tuk RCEEENET, eX oS
Tut A, Ave—UEAERT IR R LR LAV CHESRITICEREE L =T,

Av—y aX o ET =T MIT AL, FitE EXEC E— RCROFIHEAZFEITLET, ZOF
B A& T,

Ayt —

T, T —IVPADONT DD %E

avwUFk B
2797 1 configure terminal Ja—N\) ar74¥al—gy T— KRB LET,
ATw7 2 nologging console Ayt —Y aXL T EF 4 —F NI LET,
AT7v7 3 end #etE EXEC T— FIZR D 7,
A797F 4 show running-config REEHERLET,
EAAES
show logging
ATwZ 5 copy running-config startup-config |({1i%) 2o 7 s Xal—vay 77 A NMIRELRELET,

aXy/ FatrAExE T 4= NICTBRE, AveE—URarV—C
WERGEAT 2 PR T A M ENR H B T2, A A v F OULHE

EXAENDIFETTrEBRIT
TR EE A 1&??‘5 &Z))%V)iﬂ‘ n¥o s S

CANRT 4 =T NOHE, A vE—FEMEKT I @FIXa~ry KEICEVIATIET) 3
VLRI EINET,
Catalyst 2960 R4/ v F VI k7 av 24 F¥al—av #H4
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| £298 LRATFLAvE—LOX IOHE

YRFL Ayb— nxvdone B

logging synchronous 72—/ N)L 2> 7 4 Xalb—Taly avwr R, aryV—~DAvE—UFK
R LET, Z0a~vy FaA X —7 0T 5 L, Retun 2SI RITNIEA v E—UBRRREN
FHA, FEHICONTIE, 7 XA ye—YoRME] (P29-6) #5H LT EEN,

Ay—=v aXr VT 4 B—T M Lich LICHOA X —7/WCT 1213, logging on 7 m— UL
ay 7 4F¥al—vay avy REFELES,

A yt—ORRI|ET/INA ADEE

A= 8X L INA R —TNAOHEE, 2V AT TRIUIFEDOERFTICH A vE— V% EET
xFET, AvE—VOZEHEHERTET DI, B EXEC T— R TROa~ > FE 1 DE 7138
FRALEYT, ZOFIEXMEETT,

avwyFk B
RATv7 1 configure terminal Fa—)L ar T 4 X¥al—ay T REMBLES,
AT7v7 2 logging buffered [size] AL v FONEN Y 7712 A v =YX 7 LET, RETES

HPHIT 4096 ~ 2147483647 A N T, T 74N FDNNy T 7 HA
A% 4096 XA R T,

AL FIEENEAETLHE, 7T v a AFEVITRIEL TV
nE, v 7y nERkbnEdT, AT v 74 2R LTSN,

GE) Ny 77 PARXEZRETEDLMECRELBRNTLLEE N, i
DIFEIHEHT 2 AEYDBARRT DI ERHYVET, A
FlLEozETFut vyt AEYEZRRT SHIZIEL show memory
FeHE EXEC a~ > REMEHALET, 2720, BREINLEIT
HHTEOH/RRMEMTHL7D, Ny 77 A X ZOHEICH
E LR TSN,

2797 3 logging host UNIX Syslog — N R A MZA vE—VZidkLET,
host 121X, Syslog 5—/3& LTHHTHHRA FOARTEZIZIP 7 R
VAZIRELET,

as Avw—U%%ET5H Syslog h—D U X N EEHKT DI,
Zoaxy ReEBRIANLET,

Syslog +— 3O ETFNEIZ OV TiL, TUNIX Syslog — SO E |
(P.29-13) ML T EEWY,

Catalyst 2960 R4 v F VI k7 av 74 Fal—ar #H4F
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T 29E

>

YART

LrAye— a¥oJoRE |

W S xFLAvE—Y aX TOBRE

avwy kR B

ATv7 4 logging file flash:filename T7Ivva ARVNOT A MBS Aot —V B RIELET,

[max-file-size [min-file-size]]
[severity-level-number | type]

o filename \Z1X, v AvE—VDOT A NEZEASILET,
o (EE) max-file-size \Zi%, v 77 A VO KY A XEEEL

ET, FHETE DHHIPEIL 4096 ~ 2147483647 T3, T 7 4V b
134096 /N KT,

o (EE) min-file-size \21X, B2 77 ANDOER/NIA XEBEL
F9, HETE DML 1024 ~ 2147483647 T4, T 74 /v k
£ 2048 /XA F T,

o (EE) severity-level-number | type 21X, B X VT OEREE -
FeX 7 A4 TERELET, EREICHETE X0 ~
7TTY, aX T IAT F=U—=FO-HIZHONTIE, £ 29-3
(P29-10) ZZMLTLKESWV, T74/NVFTIE TRAv T Ay
=Y BIOBENIZLVEDL VDA =T s 77
A MTHEE SIVET,

AT7v7 5 B EXEC £— RICED £,
27w 7 6 terminal monitor BEOE vy a Pz, avr Y —LVUNDIRRICA vE—V %308 1L
i‘j—o
WRANT A —HHEa~ Pl —A VIR ESN, By a ok
THIZENZ e ET, TR T A vv—V2ERTIHHEE
Ty arZEIlIDAT Yy T EFTTHULENRS Y E7,
RAFwF 7 show running-config MEAMRLET,
ATvF 8 copy running-config startup-config |({£) 2> 7 4 FX¥al—var 77 A NMCEREFRTELET,

logging buffered 7 o —/ )L 2> 7 (Xl —v gy avr NEETTLIE, B A vv—URRNE
Ny Z7llabt—shEdT, BEREAY 77RO T, Ny T7R3—HIcRde, DAy E—U0FH LN
AvbE—UTEZRIONET, Ny 7 7ICRERINTA vy E—VEHRRT 51T, show logging Ff
MEXEC a~r FEMEMLET, Ny 7 7NORSHTWA Yy E—UREIICRRENET, Ny 77
ONE% 27 VT3 5HI2i%, clear logging f7# EXEC =2~ FZEA L 7,

FEE D PoE 1Tk L7z A — b T Power over Ethernet (PoE) 4/ X houa¥r /%A x—7 MLk
DT 4 E—7IC L7V T 5I2IL, logging event power-inline-status 1 > % —7 = A 27 4 ¥ =a
L—Yay avwr ReEALET, OO FR—bh~0uaX 7, 5740 8 TA X—T7 LT,

ALY = ~DUX T ET =T T HITIE, no logging console v — 3L 2T ¢ ¥ o b —
varvavwry REFRLET, 77 A ~ORF U T ET 4 B—T7ICT HITIE. no logging file
[severity-level-number | type] 77—/ 3L a7 4 Falb—vay avy FEERLET,

Oy Avyte—o0NRAEE

REED 22V —)b AR— MERE 72 3R R BRI LT, FEREFER A v — Y8 LU debug F7if
EXEC a~ > FOMNERGHERT A ADHNIBLOT ey P R ERMIESEL N TEET, &H
KEIG U CIHERBICHDENDE A v =V DX A FEEETEET, £/, WROIERHI A v —
DHIBRS N D ETIRIEL TEB ANy 77 DRKREERETHZ LB TEET,

FEEEFHERA v E—VEB LV debug =2~ FHADREMa X 7034 2 —7 VORE, EEFERTA
AAMAW Ay ) = VKR F AR S e d &1, FEREEERT ASA AL N BEREZITH]
REnET, FEEEHRA vE—TB L WNdebug 2~ FOHAIE, 2—FAFTHT v 7 FRIEE

Catalyst 2960 R4/ v F VI k7 av 24 F¥al—av #H4
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L Aye—2 BXVIORE

YRFL Ayb— nxvdone B

Nieb iz, ary—NcErEnET, LEN-> T, EXEEFHFRA v -V L W debug =2~ F
DOHEINT, BEFHERT AL ZAENBLIOT e 7 MIEIDIAEND Z 3D A, HEEEERA Y
t—UNERENEZHEIC, arY—NiFa—F FurF NEHRRLET,

FIio X 7 2R ET DL, $## EXEC T— R TROFIEZEITLET, ZOFIEIEETT,

avyk B
ATv7F 1 configure terminal yua—r ar7 4 Xalb—vary B— REEEBELET,
ATw 7 2 line [console | vty] line-number AvE—VORMa X 7EITH L oIC, BRERELET,

[ending-line-number)

o Ay TFOaLY—)L K— e L TUTONDREITIT,
console ¥ — 7 — RZfEA L E7,

o A XL 7 %A F—TNMIT B vty ERERET H121F
line vty line-number =~ > R&fHH L ET, Telnet &> v =
YENLTThN AR EICIE, vty B E2HEA L ET, [BHR
FFICHETE I 0~ 15 T,

16 HO vty FIFROBREE TR C—EICELTTHITE, kO LHIZ

ABLET,

line vty 0 15

Fio, BEOERICHEA SN TWD 1 20 vty BIfROREE AT

?7’5:?6“(?3%73“ 7ol 2, vty BB 2 OFREEEE T 5T
VIROE DA LET,

line vty 2

ZDavYy REANTIHE, T4 ar 74Xzl —Ta v
— Rz £,

X797 3 logging synchronous [level [severity-level | vt — VORI XL 7oA F—T M LET,

| all] | limit number-of-buffers]

o (fEE) level severity-level 121X, A v —YDEKEZHETE
LET, BERENZOMEUETHZ A vE—0%, FERBIC
HAsnEd, mER/NSWIEEERETREL, ERREN
WFEEREIINELS2VES, 7740 MFE2 TT,

o (EE) level all ZH5ET 2 &, EREICEHFERS, 3T
Ay —URIERMICHENINET,

o ({EE) limit number-of-buffers \Z1X., ¥ o —A 7 SN 5%
KONy 77 BERELET, TNEBALHLVWA Yy E—
VITBEIEINET, FHETE HHHIL 0 ~ 2147483647 T
T T 74N ME20 TT,

AFv7 4 end

44 EXEC £— FIZRE Y £9°,

AF79 7 5 show running-config WL UE S,

ATv 7 6 copy running-config startup-config (EE) v 74 Xalb—ay 77 A NVIIREXREFELET,

FEREFHRA v E—VBLOT ANy VHAORMEZT « B—7/0IZF %121%, no logging synchronous
[level severity-level | all] [limit number-of-buffers]| 7 4~ 27 4 ¥ ab—rar a~v s Rl LE
‘j—o

| OL-8603-07-J
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F 208 JRTFLAvE—LOXUIORE |

W S xFLAvE—Y aX TOBRE

AT Avt—PDRALREZTDAR—TEEEKUT 1 E—TILE

FIFNLIRITIE, B AvB—JIZFE AL AFUCTFRERENEY A,

07 Ayb—=UDEA b RAE T A F—

T ZOFNRTEZ T,

TACT DL, FiHE EXEC £ — R CIROFIRAZ FATL F

avyo kR

=]: 5]

ATvF 1 configure terminal

Ju—)L ary7 4 FXal—iay B— ReBBLE
7

ATwvF 2 service timestamps log uptime

E

service timestamps log datetime [msec]
[localtime] [show-timezone]

QT DHEAL AR T A RX—T NI LFET,

BODa<v s REETTra sl Ay —VDF A L A
BUTNA R—=T IR VAT LAEHESR LS L
DRI N E RN ET,

2F/DODav L REFITTHE, v AvbE—VDHA
AR TP F—=T MR FET, BIRLEAT V3
NG LC T, v—hy XA L= REYE L L B,
B (S UR), AL V=0 ZEBH A D AF LT EL
THRARTEET,

AFv7 3 end

i EXEC B— FNIZREY £9°,

A7v7 4 show running-config

REZMRLET,

ATvF 5 copy running-config startup-config

I av 74 F¥al—vay 77 A NCHREFRT L
ij‘o

TRy T Aok—=2tual Ayve—VOWBFOEA L AR THT 4 2—T T HIZIE, no
service timestamps 70—/ )L 27 4 Falb— gy avr NEFRHLET,

KIZ, service timestamps log datetime 7' 72—/ )L 227 4 Xa b —vay avwy Ref x—T7LC

L7eaon VRO —fHErLET,

*Mar 1 18:46:11: %SYS-5-CONFIG I:

Configured from console by vty2 (10.34.195.36)

KIZ, service timestamps log uptime 72— 3L 27 4 FaLb—v g avy REAf RX—7/LICL

Eou SRz RO—EE R LET,

00:00:46: SLINK-3-UPDOWN: Interface Port-channell, changed state to up

A AvtE—ODNO—45 UV RBEDA R—TINIEELUTE—T L

BHOO T AvE—OFA L AZTRRICICRAZ N, 1 DDA v — % FREICE
BTEDLLIC, AvE—VICv—Fr L AFEEZERTEET, T74NV T, 07 AvE—UC

Ve VAT FIEERINER A
0y Avk—0D—r U AEKS A R—

T ZOFNRTEZ T,

TINZT BHITIL, ¥t EXEC E— R CROFIELXZ EFTL E

avwy R

=]: 5]

ATw 7 1 configure terminal

Ja—) ary 74 X¥al—vay B— REPBEBLE
7

ATwvF 2 service sequence-numbers

VAR EEA X =T MIZLET,

[l Catalyst2960 R4 v F Y2 kY7 av74Fal—av M4 F
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| £29% ATL Aye— 0¥ I DEE

YRFL Ayb— nxvdone B

avw >k BH#
A7vy7 3 end ¥t EXEC E— FNITRED £7°,
AT7v7 4 show running-config REZWERLET,
AFwv7 5 copy running-config startup-config (EE) a7 4Fal— gy 77 A NVICHRELZRTE
LET,

VT VU AE G ET 4 B— T VI HIZIE, no service sequence-numbers 72— /)L I T 4 F o
L—vay avwr ReEALET,

RIZ, V=T Y AFFGEA XTI LRG0T v P RRO—ERLET,
000019: %SYS-5-CONFIG I: Configured from console by vty2 (10.34.195.36)

AytE—CEREDES

BIR LT S RACRREND A v =V ZfiliRT 2103, AvbE—VOERELRELET
(& 29-3%%M),

Ay E—VOERNELFERT DT, FtE EXEC E— FTROFIEAZETLE T, ZOFIHIIEET

‘j—o
avwyk B

ATv7F 1 configure terminal Ja—rL ar 7 4 X¥al—ay T— REEELET,

X797 2 logging console level Y= VRS NA A v E—UEHIRLET,
TI7ANVRNT, 2= VET Ay T Ayte—U BLOHENIC
LRV DRA =T EZELET (£ 29-3 (P.29-10) &2
EO

2797 3 logging monitor [evel IARRRRIZFEE SN D A v =V ZFHIRLET,

FI7HN T, MRIZTFT ANy 7 Avt— 0 BIOEMENIC L IK
WL LD A v =V EZELET (F 29-3 (P29-10) 2&W),

ATvF 4 logging trap level Syslog h— NIZFlgREN D A v —VEHIRL ET,
77 4 /V R T, Syslog —/NFiEMA v —V, BLOEEMIZ &

DIEWL_LD Ay —U%ZELET (R 29-3 (P.29-10) &%
),

Syslog Y — "D E FNEIZ DV TIEL, TUNIX Syslog — S D% iE |
(P.29-13) &MWL T L&,

ATFvF 5 end ¥HE EXEC £— RIZEDW £,
ATv7F 6 show running-config ;AR LET,

E

show logging

A7y T copy running-config startup-config |({1%) 2o 74 Fal—vay 77 A LMCREXFREFELET,

S
GE)  level ZIEETHE, ZOLVDORA = BIUHIEMICZ VRN L~V D A vt — V05651
FORSNET,

Catalyst 2960 R4 v F VI k7 av 74 Fal—ar #H4F
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F 2% JRTFLAyvE—LOXUIORE |

T oXyJUnME

A= A~NDRF T ET 42— T HITIE, no logging console 7 72— N)L 22T 4 ¥ o L —
var avyFEEALETS, ar Y =AM KR~OR X T E2T 4B =T T HITIE, no
logging monitor 72—/ V)L a7 4 Xab—v a3y avr REFEHLET, Syslog h—"~Dr ¥
VT 4 =TT BHITIE, nologging trap o — )L 2T 4 X ab— gy awr RElH
LET,

# 29-3 1T level ¥—V—FZRLET, £/, 57T 5 UNIX Syslog £ 4, EREOR L HEWH D
MBJEICR LET,

% 29-3 Xvt—2 Ax>Y level ¥—7—

level ¥—7—F LARL B Syslog &%
emergencies 0 AT AIRLEETE LOG_EMERG
alerts 1 7272 B I RHIL S L B 2k e LOG_ALERT
critical 2 7 U T ¢ v ipiREE LOG _CRIT
errors 3 7 — LOG_ERR
warnings 4 it LOG_WARNING
notifications 5 EFENEE 2T A0 LOG _NOTICE
informational 6 WA v EB— LOG_INFO
debugging 7 TR T Ay—y LOG_DEBUG

V7 U =TIE, TSN O 40D T A DA =V EERLET,

. P =T EEAN— FY =7 OBREEICET 527 — A v k— : warnings ~ emergencies
@Ekffi'%ﬂ“éﬂiﬂ”o IDHAT DAy =V, A v TFOERBICEERNHLDLZ L ERLE
T, ZOMIMELSLOEEFIEIZOWTIE, 2OV Y —RICKHIETIVAT A Av®—2 A KR
EHERL TSN,

e debug =~ ROH ) : debugging DERE TR IREINET, BFE. 73y a~v NiE
Technical Assistance Center (TAC) TOIFEHA I E T,

o AUH =T 2 A ADT v FERIFIE T FToVvar AvE—VBIVVAT AFEEIA v
+— / notifications DENRE TR RENET, ZORXA v E—VFHRIBERTHD ., 2L vFD
REBICIT BN DH Y TR A,

Catalyst 2960 R4/ v F VI k7 av 24 F¥al—av #H4
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YRFL Ayb— nxvdone B

BET—JILEXIU SNMP [ZE{EEh B Syslog *» vtE— U DHIR

snmp-server enable trap 7 20—/ 3L 27 (X al—v 3y avwr F&H LT, SNMP Network

Management Station (NMS; v hU—27EHZAT—3 3 ) [ZHEEND L DI Syslog A vE&—¥
N7 o TRAX—=TNVIZRESNTVDEEIE. A v FORBET =7 MICEEBLIOHMHID A >
TV OERKEEAERTEET, £/2. BET TV HENE A v —V0ORBEEFTHZLH T
TET,

SNMP b+ 7 v 356 ~DEENMEFES N T RWED, A v —VEBRET —7 Vs nE T,
77 4V hTCliE, Syslog b7 v 7WBA X =T N ThRWES S, HAES warnings D 2 v & —2 BX
OFERINZ X VIRV A v E— (3R 29-3 (P.29-10) #Z5M) 23, BET—7 I 1 DML ET,

EREBLORET =70 A ZOF 7 5 )V MazEES 51213, Fi#E EXEC £— FTROFIAEZ 5
TLET, ZOFIRIEETT,

avwUFk B#

RAFv7 1 configure terminal Sa—rL ar T 4 X b—ay B REBE L £,

Z7v7 2 logging history level' JBIEZ 7 A MM S, SNMP #— RIZ3%(E &b Syslog # v & —
VOT T AN NOEREEEELET,
level ¥—U— KO U X MZOWTIE, # 29-3 (P.29-10) &ML T
<TEEVY,
7 7 4V h TiX. warnings. errors. critical, alerts. 3 X
emergencies D A v E—UNEEFEINET,

ATwF 3 logging history size number BIRET — 7 MM TE D Syslog A v —VHERELET,
T7HNVETELDORX yE—UPEMENET, FHETE DM
0 ~ 500 T,

ATv7 4 FikE EXEC £— RIZREY £,

AFw 7 5 show running-config BEAERLET,

ATvF 6 copy running-config startup-config | ({£%) 2> 7 4 X¥al—Yay 77 A NMCEEFRTELET,

1. %% 29-312, level ¥— U — FBIXVOEKEZRLET, SNMP Z2HH L TWAHAIE, EREOMEN 1 202 E4, 2L 2,
emergencies 1% 0 TliX72< 112, critical 1£ 2 TiE7e< 312220 7,

BIET — T AR ENWDHE (logging history size 72— 3L 27 4 ¥al— gy av KT
RELERKA v E—Y 2 VBB ENTWEEEA) I, BiLnAyE—Y = Y 2T
X550, bEVW U NUBT—TADLBHEIBRENET,

Syslog A v E—Y0ORX 7 %7 74/ sOBEKREIZETICIE, no logging history 7' 7 —/ 3L =2
T4F¥alb—varavry FEEHLET, BET—7ALNOA =V 8ET 7 40 MEIZRETIZ
IZ. no logging history size 7 m—/ L 207 4 Xal—vagy a<vy RefALET,

BEEEAH—DA r—T L

CLI (2= RIA U A F—TxAR) TR ELREZ N T X I HDICHRERT —% A
F—=TNMCTH LN TEET, logging enable X EL T H— a7 4 Falb—vay avy RN
ANTHE REEFHICAENZEYy vay, a—FBIRavr RRn il snEd, RE
B O A AL 1~ 1000 = kU O TRET S ERTEET (7744 M 100). no logging
enable =~ . FD#IZ logging enable =~ FEZ AL TrX o 7427 4 B—T7 ML THUA 11—
TMZFTHIET, WOTHRIZE 7V TTLHIENTEET,
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N 274 2vt—S 0¥ TOBE
show archive log config {all | number [end-number] | user username [session number] number
[end-number] | statistics} [provisioning] ### EXEC =2~ > F&#H L C, #&En /&R E-idfEeE L
ToNRTGA—FourERHRrLET,
T 4NN TERERX T IXT 4 =7 Ml >TET,
awy ROFEMIZOWTIE, RO URL 12 5 [Cisco I0S Configuration Fundamentals and Network
Management Command Reference, Release 12.3 T] #ZH L T 7E &,
http://www.cisco.com/en/US/products/sw/iosswrel/ps5207/products command reference chapter0918
6a00801a8086.html#wp1114989
REBX T A X =T MIZT DIZIE, Fi#E EXEC £— FTROFIHZETLET,
avyFk B
X797 1 configure terminal Jua—N) ar7 4 X¥al—vary F— FEBEBLET,
AF7w7F 2 archive T—=hATar7 4 X¥al—vary - REEKBELET,
xﬁ-\yj 3 logconfig %ﬁ%%mﬁﬁ :[\/7/]’%1 L=y E— F‘%E‘ﬁﬁébi#o
ZFv7 4 logging enable MEERC X S EA KT T LET
AT7v7 5 logging size entries (LE) RER 7 TRET =y I BERELET, RETE 5

PHIZ 1 ~ 1000 T9, 77/ MZ 100 T,

GE) BHEuITDPNVSEWITRD E, BB NIBAN SRS
Mg bivwe 7 = M BRI ENET,

XFv7 6 end

¥4 EXEC £— FIZEY £,

RAF7v7 7 show archive log config BER S ERFTHILTEY M) ARRLET,

WIZ, RELHE e T—2AFX—T NI LT, a0y FUH%E 500 IZRET D0 %2R RLET,

Switch (config) # archive

Switch (config-archive)# log config

Switch (config-archive-log-cfg)# logging enable
Switch (config-archive-log-cfg)# logging size 500
Switch (config-archive-log-cfg)# end

RERZOHNBFNTIRD LY TT,

Switch# show archive log config all

idx sess user@line Logged command

38 11 unknown user@vty3 Ino aaa authorization config-commands

39 12 unknown user@vty3 Ino aaa authorization network default group radius

40 12 unknown user@vty3 Ino aaa accounting dotlx default start-stop group
radius

41 13 unknown user@vty3 Ino aaa accounting system default

42 14 temi@vty4 |interface GigabitEthernet4/0/1

43 14 temi@vty4 | switchport mode trunk

44 14 temi@vty4 | exit

45 16 temi@vty5 |interface FastEthernet5/0/1

46 16 temi@vty5 | switchport mode trunk

47 16 temi@vty5 | exit
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UNIX Syslog H—/\DxX5E

WIZ, UNIX %—3D Syslog 7—F V2R EL, UNIX VAT LA aXr 7707 4 2ERT LT
JELZSWTEB L E 9,

UNIX Syslog T—E>~DOY A yt—

VAT A vy A vE—T% UNIX Syslog % — /M2 k(59 D A0, UNIX $— /3 LT Syslog 7 —% >
ERETLSLENDHY £T, ZOFIEIEETT,

root LLTRITA L, ROART v T HETLET,

WHT/N— 3 @D UNIX Syslog 7—F > O, 774V F TRy b =202 b 0 Syslog 737 » b
EZFANBZNEORHY ET, ZOLIBRVAT LADOEEI, Syslog A vE—YDUE—F X
Tl AT —TNWITT HITIE, Syslog 2> B T4 VGEBMETITHIBRT 20ER R H LA T2 a &,
UNIX @ man syslogd =~ > RZEH L CTHBILET,

/etc/syslog.conf 7 7 A JWIZIRD X 5 72T % 1 {TEML £7,
local7.debug /usr/adm/logs/CiSCCLZOg

local7 ¥ — 7V — R, EifT20X 7 77070 2ELET, 77U T 1 OFFMICONTIE,
# 29-4 (P29-14) #ZBMW L TLZ &V, debug ¥ —7— RiZ, Syslog DEREZIEEL £, ERE
DFAMZ DN T, £ 29-3 (P.29-10) 2L TLE I, Syslog 7—E U id, T LOBEKRED
BEIZ, ROT7 4=V R THRESNEZ 7 7ANMIA v E—VEEELET, 2O 7 7 A /L1E, Syslog
T—ENCEZIABMERIDH DBFE T 7 A L TRITIE R /A,

UNIX Y=V 7a v MakOa~ >y REAALT, vs 77 A VEERLET,

$ touch /var/log/cisco.log
$ chmod 666 /var/log/cisco.log

Syslog 7 —EICH LR EZRHR ST E T,
$ kill -HUP ‘cat /etc/syslog.pid’

FEANC DWW TR, DA @ UNIX 27 A man syslog.conf 35 0" man syslogd =~ > REZ&H L
TLIZE,
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T oXyJUnME

UNIX YRFLAFVT T79) 714 ORE

ATy T A1
& A

AFvFT 3

ATvT 4

AFvS5
2Tv7 6
ATFYF 7T

VAT A T A=V ENBT A AZKETES

AlF, A vE—T% UNIX Syslog 77> U7 «

WEEIRTEAvE—V L LTHETS LI /ZTA% RECTEET,

UNIX VAT A 77307 4 AvbE—2 aX 7 E2RETHIZIL, ¥ # EXEC £— FTROFNEE =
ITLEY, ZOFEIZEETT,

avwy kR

E[:3)

configure terminal

ya—r) ary 74 Xal—ay B— REHEEBELET,

logging host

IP 7 FL 2% AJJL T, UNIX Syslog #—/N KRR MZRA vE—T%
FEkLET,

a7 Avt—U%%(ETDH Syslog B— 3DV A N EERT 5 121X
Zoawy FeBREIANLET,

logging trap level

Syslog h—NICRL@EEND A v —VZHIR L E T,

7 74V h T, Syslog — N F@HA v E—VBLIOENLTO
Av—UEZELET, level ¥—U— RIZOWTIEL, £ 29-3
(P.29-10) ZZHL T &0y,

logging facility facility-type

Syslog 77 ¥ U7 4 i E LE T, facility-type ¥ — 7 — RIZHOWT
X, # 29-4 (P29-14) ML TS 7E30y,

5 7 # /v hitlocal7 T,

end

ke EXEC £— FIZREY £1°,

show running-config

REZMRLET,

copy running-config startup-config

EE) v 74 X2l —ay 77 A NCERERRGELET,

Syslog ¥— NZHIBR T 5121L, no logging host 7 a—/N)L a7 4 Fal—val avwy REfHAL
T, Syslog =D IP 7 RLAZIEELE T, Syslog h—~OnaF¥ o 7%7 18— MITTHIC
X, nologging trap 7 u— L a7 4 Fal—var avr REANLET,

#2942, V7 MU 2T THR—FEINTVWLUNIX VAT A 77 VT 0 2Rk LET, ZHHD
773U T 4 OFEIZOWTIE, T UNIX AR_b—F v 7 VAT AORE~v =2 T VB
LTSN,

& 29-4 AX >4 facility-type ¥—7—F

facility-type ¥—7— HL]

auth T 2T L

cron cron 7 7 U T 4

daemon VAT AT —F

kern B —F IV

local0 ~ local7

B—HVERSNZA yE—Y

Ipr TAY VB VAT A
mail A=) VAT A

news USENET == — A

sys9 ~ sys14 VAT AT

syslog VAT A g
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& 29-4 aOX >4 facility-type ¥—7—F (&%)

facility-type ¥—7—F HTL:)]

user a— Fut A

uucp UNIX 7205 UNIX ~Oa v — AT A

OF 2 JREDRT

aX U IHREBINR S RNy Ty ONFEFRFT HI21E, show logging it EXEC =2~ REMEHA L
F9, TORTRDOT 4 —)b FIZBET D3I >V ik, [Cisco I0S Configuration Fundamentals
Command Reference, Release 12.2] %S L T IZEW, Z4ZiE, Cisco.com DR —L_R—
(Documentation > Cisco I0S Software > 12.2 Mainline> Command References) 7>5 7 7 & X A[H8

<7,
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