GE)

ACLIZEBARYFT—Y X)) T14DEE

ZOETIL, Catalyst 2960 A2 A » FIZEBW T, Access Control List (ACL; 77 EA = hr—/1 Y
ZbR) ZEALTRy hV—2 X2 VT 0 2RETDHHECHOVTHHLES, ACLIZ7Z7&=2 Y
Z b EBIFEINET,

A A »F 7 LAN Lite £ A=V 2 FEITHOHE. ACL ZRETEET 2N, 0 ACL 2WF A1 ¥ —
T oA AEERFETCE FH A, LAN Lite f A—TF 721X LAN Base £ A —YOWTNEEITTHHEG
IZ. ACL%Z VLAN A VX —T A AL TCCPU~ND N T T 4w 0BT 4 NA DT LET,

ZDETIE, IP ACL &EEHEHT IP Version 4 (IPv4) @ ACL x4 & L TWET,

COETHEMT a3~y FOELE LOMEHAHEOFHEMIONWTIE, 20V V=2 T 5 A1 v F
a<> K U7y LA [Cisco I0S IP Configuration Guide, Release 12.2)] @ TIP Addressing and
Services |, 3 & U\ Cisco I0S IP Command Reference, Volume 1 of 3: Addressing and Services, Release
122] 2B LTS, CiscolOS @ R¥ = A ML, Cisco.com AA—AX—
(Documentation > Cisco IOS Software > 12.2 Mainline > Configuration Guides ¥ 72 /3% Command
References) 57 7 8 A T& E7,

ZOETHHATINEZ, ROLEEBY TT,

o [ACL o## (P31-22)

o [IPv4 ACL O] (P.31-25)

o [&HIfH& MAC $53E ACL O1ERk) (P.31-43)
[MPv4 ACL OR%EDFE | (P.31-46)

| OL-8603-07-J

Catalyst 2960 RA v F VI k7 av2«4¥al—av i4F



E3ME  ACLISERRYFT—) X2 YT ORE |

W AcL oEE

ACL DO#E

NTy N TZA4NEV T, Fy MU= NI T7 4wV EREL, HEO—FEILT A R L
5%y hU—IOFEAERIBRT S92 THEIMLET, ACLIZ, bT77 4 v 7 &AL v T Oi@imkFIC
TANZY T L, X7y PREEEINTA Vv H—T oA AZBAT A E2HE-I3HEELET,
ACL X, X7y MTEHA SN2 AIGERS L HERSKGEOIERF T bnf-av s v a v, ~ry
MRA U E—T oA RZERFETDE, AL Ty NAO T 4 —)V REEHAZLD ACL & g
L, 77F%A VA MUEEINZREEESNT, R~y NPBIRICLEREREZFF> TWD N ED
DEWRLET, 7782 VA MNOZFEEE 1 DT, vy " &7 AMLET, BAIC—KL
TRk > T, AL v F BT EZT AN EGT 0N RESNE T, A1 v Fix—%T5
BHIOGMNRRON SRR Ty Y FOT A NEEIET 5720, FUEOIEFNEELREREFFL E
T, —HTEEMENRL2VEE, AL v FIE oy MEESLET, A4 v T, fIRSFEN WA
Ny RERYE L, HIRGERS HEAII Ny FEFEELET, A vTFiE, kT 5T3THON
v MZ ACL #HTE 9,

ZA v FIZT7EA VAP ERETDHILICED, Xy P —7 DAt X2 Y T 4 2R TE
FT, ACLEZRELRTIUE, A vy FEBMTLTXTONNTy MRFy NT—7 DH 654
THASNAAREMERH Y £, ACL ZHEHT2 L, EORAIRRY N7 D EDEIZT 7 &
ATEXHENERBELIZD, VT 74 v 7 OB LICEXETEINT oy 7 TN ERELEY TEE
T L AE BFA—N FTT4 v 7 OEEEFFATL, Telnet b7 7 1 v 7 OIEEZFERT L L
HTEET,

ACL IZi%, 77 2l FY (ACE) DA o) A FBREERLTHET, % ACE (2i3,
permit £t deny &, /X7 N3 ACE & —HT 270 T HEDH L —BHOFHEERELET,
permit £7-1% deny DEWIL, ACL MEHINDIG 2 THFAMIL-TEDY £7°,

AL vFiE, IPACL & A —% >y b (MAC) ACLEZH AR —FLTWHET,

e IP ACL i%, TCP, User Datagram Protocol (UDP; =—¥% 5 —% 7' Z A 7’1 k=)L), Internet
Group Management Protocol (IGMP; A % —x v b 7L —7EH 7 0 ka/) 1L Internet
Control Message Protocol (ICMP; A % —x v Ml A v & — ' han) RED IPvd 7
TU T HTANE YT LET,

o A—% Ry MACLIIFHIP hT7T7 4 v 0 %7 4NZ YT LET,

~

(G() MACACL #ffiHHT&5Di%, AA vF TLANBase f A =V BRETINTVWEHAETEITT
R

Z D AA v FiE, Quality of Service (QoS; H—E ZfE) 4538 ACL &9 A — b LTWET, FEAIC
DT, TQoS ACL IZ#5< /0% (P.33-8) &ML T &,

T, ROEIZOWTHEBALE T,
e [R— K ACL) (P.31-23)

o [TIZTAVMEENTE N T 7400 T T T A MEENTWRW T 7 4 v 7 O
(P.31-24)
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| £31F ACLISEDFYFI7—Y %2 T4 DRE

AcLogz W

R— bk ACL

R—FACLIZ, A vy F DL A Y24 ¥ —T7=A A Z#H S5 ACL TF, A— b ACL ¥ R—
FENDDIIMEEA ¥ —T = A A7ZF T, EtherChannel f > ¥ —7 = A4 ATEFHAR—band., &
BHROA L F =T 2 A AZTFICHEHSNET, UTOT7EA YRR R—-FENTHET,

o ERET RVAEMEHTHIP 7 7ERA UXE
o EETBIUVMEOT FLALIEECTTa hal X4 S EREFEHCXAIEIP 7 7EA UR |

TR XOHHEDOMACT RLRALEE T e har ¥4 FAEREHHTE 25 MACHLET 7 &
Ak

I

all

i

il

o &
2

=

~

() MACACL ZHTX5DIE, A1 vF TLANBase f A—VNEFTFESNTWEAEETTITT
7,

AL T, AV HF—T oA ATHE SN TR COBEEEIEEICEBEMTT 5z ACL 2~ <7y
F2AACLADT Y hU EEDEIIC—ETHINTESN Ty hOEEEEZFTELITESLET,
ZDXHT, ACLB Ry NI—J 3Ry NI =T O ~DT 7B A ZHI L E7, 31-1 1.
TRTOU =7 27— a URRL VLAN S HEICR—F ACLZHEHALTxy RU—27 ~DT
I RAEHET HHERLET, LAY 2 ANZHEA SIS ACL (%, Host A {2 Human Resources
I hT—=I~DT 78 AEZHFA LETN, Host BIZIZRI LRy U= ~DT 7 A& L9,
A— K ACLIZ., HEEFRADOLA Y2 A4 F—T A A TIZHEATEET,

311 ACLIZ&EBRY FT—OAD+F T4 v DFIE

‘@k: o Sl |

y— B AR kA
- 9

I

b
e
b

I
I

= =
RA LB
Huﬁwan Reseérch &
Resources (AZ) Development (FFZEEA%)
v bT—2 Yy bI—7

X = KAFBALGDOISI T4 v EEEL,
KAMADLD 5T 499 %HAT S ACL
> = /\DIT‘yl~

101365

R—rACLAZFF7 07 R—FCEATAHLE.ACLIZZTDO T 7 R—F EDFTRTDO VLAN ThT
T4 I ET4NEY) T LEST, R—bF ACL #%7= VLAN A— MNMZEHAT D &, ACL 13757 —#
VLAN ¢ EF VLAN OB S TR T 7 4w 727 42 T LET,
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E3ME  ACLISERRYFT—) X2 YT ORE |

W AcL oEE
AR—=FACLTIHE. IP7 27 A URMEEHLTIP hTF7 74 v 7% 7405 )7 T&, MACT K
VAR LTCIHIP T 749025740 F ) TEET, ALLAY2A 0 —T A ALETIP
N7 497 EIP VT 7407 DM TET ANE) U TTDHITIE, ZOAL L E—T A AZIP T2
X VAREMACTZERA UXANOBAFEZHMALET,
~
(i) LAV 2A 0 F—T oA ACHEHATELDIX.IPT 27X VAL DEMACT 27X UX K12

FCF, TTIRIP 727X URMELIEMACT /2R VR RBRESATVDELAT 2 24—
Tx A RCHLNIP 772 R UARERIEIMAC 7 7€ 2 U A FEEHT 5 L. REFHD ACL 235
LWACLIZEE#Z bNET,

TS0 ADMEEINF ST I ETSTADMESATULELERS
74 v DINE

GE)

IP X7y bE, Xy NU— 27 ZBBTAHLECT T TR MEENDZZ DD 1., F0HE.
TCP £7-1Z UDP R— hFE SR ICMP 4 A 7B L Ra— R YD LA ¥ 4 FEHiL. 37 v b ORYIOE
BRHB T T T A METFICEENE T, MO T T 7 A MZiE, ZoOBERITHY A,

ACE lZiZ, VAV A4lEHETF =y 7 LRWT), $XTONTy b 777 A MIZERSND O
HVET, LAY 4EREFTAD ACEIX, 77 7 A MEENTZIP Ry FDIEEALEDT T T A
MIBEER R FIETITEATEETAL, 777 A MIVA Y 4ERBEENTE ST, ACE 23—
DAY AfFRETF =y 73056, — BV —VIERO LD ICEESNET,

o TITALIFNDOLAYIER (TCPRUDP LD m bal 24 7a2E) F =y 7T L7
Al ACE i3, GENTWRWVWL A Y 4AFEROMIFIC PO LT, 777 A Pe—HTDHLARES
nEJ,

o LAVAERET v THHEAACEIL., 777 A MIVA Y 4BERBEENLTHRNVIRY
TITA M E—BLUEE A

UToa<y RTHERISIL, 777 A Meahic3 207y MZEH SIS 7722 UK 102
ZNZE > TR LE TS,

Switch (config)# access-list 102 permit tcp any host 10.1.1.1 eq smtp
Switch (config)# access-list 102 deny tcp any host 10.1.1.2 eq telnet
Switch (config)# access-list 102 permit tcp any host 10.1.1.2

Switch (config)# access-list 102 deny tcp any any

WD 2 5D ACE IZITFELET RLADKIZ eq ¥—T— RBH Y T8, ZIUIBEI D TCP 365E K —
k% B3 L4 Simple Mail Transfer Protocol (SMTP; v 7V A — )Lk ~7 v b al) BIW
Telnet & —ET 2N EINETF=v 7 THZLEEWRLET,

o Ny RAIZ AR 10222 DF—F 65000 258 % K 10.1.1.1 ®» SMTP A— FMIEFEENn 5
TCP 7y T, 2Oy "N T T 7 A MEERTEEE, LAY 4 FEERNT X THi-» TW»
5720, BENTy NTHALALFLLIICRYDOT T 7 A MWD ACE (permit) &
—HLET, BODOTITITAL MBEYO ACE & —&LEd, 2L, TRHDT T AL M
SMTP A — MEBRBEEN TR TYH, YO ACE BNl SNz & Xl bA ¥ 3 HRZT%E
F v I TEH06TY, ZOFOERIZ, X7y R TCP THHZ L &, 56508 10.1.1.1 THD
ZETY,
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IPva ACL oz N

o Xy hBIE, AADN10.2.2.2 A=k 65001 7»5HAA K 10.1.1.2 & Telnet " — MIEE SN E
To ZONRTy "W T T T A MESINTHE., LAV 3IERE VAV 4 ERBTXATHIi>» T3
D, DT T T AL RBR 220D ACE (deny) &—HLET, HVDOT T 7 A ME, LA
Y A4ERENEENTWRNTZD, 229HDD ACE L —HELFEFA, VDT T T AL MNI3 DHD
ACE (permit) & —FLET,

RO T Z 7 A SRS S22, ARA S 10112 1357388037 v FEBERTE T Z0R
Re ATy FBIESENET, 2L, BROFNSNZT T 7 AL FRR Yy b U —27 O
ML, AR 10112 28337y FEFBRLE S L2 LSRR MDY Y =2ARNHESH
ij‘o

o 7TV AV MEENT Ny R CIE, BFA N 10.2.2.2 DF— bk 65001 2358 A K 10.1.1.3 DR —
M p ICEESINET, ZOXRTy MRT7 T 7 A 2 MeShihha, PO T7 77 A v 42D
@ ACE (deny) & —#HLFET, ACEIZVA Y 4ERET = v 78T, T _XTCOTITTA MOV
A% 3BEHRICFELEN A A S 10.1.1.3 THDZ EREN, [iD permit ACE IR 5K X M &
FrxvZ LTV, o777 A b _T4 50D ACE & —H L £,

IPv4 ACL DE%E

~

GE)

ATFvFT1
A7y 2

AA w»TF D LAN Lite £ A=V & FEITHOEAE, ACL ZRETEFETN, O ACL 2 A v ¥ —
7 x A AR TE £ A, LAN Lite £ A —Y £721% LAN Base £ A =Y O\ NE ETT 5846
IZ. ACL%Z VLAN A v X —7 =2 A AZHEHELTCCPU ~D T T 4w 75T 4 NVZ )T LET,

ZDAA »FTIPVAACL 2% ET 5 FIEIZ, v AaDfd AL v FL—4 T IP v4ACL Z % ET 5
FIHLFELTY, 22Tk, ZOREFIRZMHEICHAL £, ACL OBEDFEMICT OV TIE,
[Cisco 10S IP Configuration Guide, Release 12.2] @ TIP Addressing and Services] (2 5
[Configuring IP Services] #ZM L T 2 &, I~ ROFEMIZOWTIX, [Cisco 10S IP Command
Reference, Volume 1 of 3: Addressing and Services, Release 12.2 ] %#Z M 1L T 72&\, Cisco I0S @
R 2 2 ML, Cisco.com " — 22— (Documentation > Cisco IOS Software > 12.2 Mainline
> Configuration Guides ¥ 7-/% Command References) 767 7 XA T& £ 7,

ZDAA v F i, CiscolOS /L—% D ACL ICBET DL FOEE R —F LT EH A,
e JEIP 7u h =)L ACL (% 31-1 (P31-26) 25M) /137U v 71— ACL

s PTAVST 4T

o HEBIOFEL— MIBR (QoS ACL I XD L — MilBR%EFR<)

e VIZVLI VT ACL E723¥% 47y 7 ACL (AA v F 77252 JHRETHM SN 2HMO
#A4Fv7 ACL <)

e ACLuX¥ 7
ZDAA »FTIP ACL 232 FIHIKRD LBY TT,

TIEAVANOESEFIZLAET 72 A%&Mt2E LT, ACL Z/EK L £,
FTDOACLZA VX —T oA AF =3 RERRICEHLET,
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W 1Pv4 ACL DEEE

I T, ROBREFHRIZOWVTIHHA L ET,

o [E% TPv4 ACL 5 L OYEIE IPv4 ACL D1k (P.31-26)

o [HERERE~D IPv4 ACL O] (P.31-37)

o (AU H—=T A A~DIPv4 ACL DM (P.31-38)

e IN—=Ry=T7BIORY 7 U=TI2L5 IP ACL O/F] (P.31-39)
e TACLOFTF 7Ny a—F 127 (P31-40)

o [1Pv4 ACL ®%Esl (P.31-41)

2% IPv4 ACL & & Uii3R IPv4 ACL DYERL

ZZ T, IPACLIZOW T LE 9, ACL 1, SFr St L EERSMFOIEFF T oniar s va v
T, AAvFIE, 778X VR MNANOFEME 1 DT O, Xry bETARNLET, BV

LGzl o T, A4 v T3y b EZITANDINERT 20 BRESNET, A v FiE—HT
DROIDGEMENB RN ST H TRy FOT A MEEILT D120, FIEOIEFRENEERERZRHD £
T, —HTDHIHFRURBRVGE, AL v TFIFATy hEERLET,

ZOY 7 =T, IPVEAICOWTELTFD ACL (7278 YA R) ZYR—FLET,
o FREIP 77 &2 UXDMTIE, REBRIEICEFELT FLAZHHALET,

o JERIP 77 ERA URAMTIE, BMEBEICEETT FLRALEET FLRAZMEML, FEETT R b
) A TIEREEH L THBEOEOMMrS2m0 5 b TEET,

TITE, T7BA VA RNEZOERFTECONTHALET,

e 772 VURANES] (P31-26)

o [FHBfF&HEAE ACL OfER) (P.31-27)

o [FHBfH&IEE ACL OfER) (P.31-29)

e TACL W® ACE OF~#% ] (P.31-33)

o (4RI &N ACL B X ORI & JE3E ACL O fERL) (P.31-33)
o [TACL CToORMGEHOEH ] (P.31-35)

o TACL ~®» =Xy boffiA] (P31-37)

FOERA VAR +EE

ACL 23T 272 DIZEHT 2FB1E, fEkT27 78X VA NOXATH2ERLET, £ 31-112,
TIEAVAREGEERETET /A VAN XA TEHZESF, ZTOAL v FTHR—FEINTWVDED0
EIOMERLET, ZOAAL v FiT, IPUEET 72X VA NBIOEET 77X VAR (1~ 199
B LO1300 ~2699) #HYHR—FLET,

£ 3141 7o&R )R LEE

FOER YR +BEE (447 HYR— KR
1~99 IPEEHET 722 U R R HY

100 ~ 199 IPIEET 7&A U R B HY

200 ~ 299 Tubhany AL Fa—- KT X UA L L

300 ~ 399 DECnet 77 & A U X K L

400 ~ 499 XNS EHT 722 U A | 2L

Catalyst 2960 R4/ v F VI k7 av 24 F¥al—av #H4
m. 0L-8603-07-J |



| £31F ACLISEDFYFI7—Y %2 T4 DRE

IPva ACL oz N

= 311 FOER UREE (HES)

FOER YR MES (447 YR— KR
500 ~ 599 XNS JEET 72 A U A b L
600 ~ 699 AppleTalk 77 2 U % k L
700 ~ 799 48y N MACT RLVA T 271X U AR L
800 ~ 899 IPX T 72 U X | L
900 ~ 999 IPX Y53BT 72 A2 U & |k el
1000 ~ 1099 IPXSAP 77X U Xk L
1100 ~ 1199 JLEAS Yy FMACH~U—T7 KL AT 7% |72l

A Ak

1200 ~ 1299 IPX %<V —T7 KKLAT7T7ERXA UJRX|K L
1300 ~ 1999 IPEH#ET 72X U AN (YERHLPH) HY
2000 ~ 2699 IP YRR T 78 A U R N (JEIRHIPH) HY

GE) FEMNETEACL BLUOFESMNELEE ACL IO, ¥YAR—FENDH5FF2HH L CAAIT & ELE
ACL B L UL AT & HR3E ACL bAEK TE £, #E% IP ACL o4 #[IE 1 ~ 99 T, #L3# IP ACL O4
ATIE 100 ~ 199 T, FEAFE U X FORDVICAFITE ACL 242 2 Li2id, =~ U zfilk]

[CHIBRCTE 2 E WO RIEDRH Y £,

ES{H=1E% ACL O1ERL
T EHENE ACL Z21ERT 2 121E, 7 EXEC E— R CKROFIEEZFEITLE T,

avyv Rk B
X797 1 configure terminal Ja—) ar7 4 ¥X¥al—vary T— REEEBELET,
AT 7 2  access-list access-list-number {deny | EETLT RLALTIA NV R — REFH L CERE IPv4 727 &
permit} source [source-wildcard] A VR PNEEHRLET,
access-list-number (213, 1 ~ 99 F7-1% 1300 ~ 1999 @ 10
BafEELET,
SR =B LG EILT 7 B A% ESRT 554613 deny, #Fr]
T 5%40E permit Z45E L 77,
source (21X, /X7y NORETLE /2D %y MU —27 FiidR
ARDT RLAZROEXNTHEELET,
o Ny MI&E 10 #E£TIZLD 32 By MEOE,
e source ¥ X O source-wildcard @ 0.0.0.0 255.255.255.255
DOEMEI % BT 5% — 7 — K any, source-wildcard %
AT HREITH Y FHA,
¢ source ¥ & U source-wildcard O1E source 0.0.0.0 DEE
A& EWT 5% —TU— K host,
(EE) source-wildcard 1. VANV K —F By NEEELT
RLrzicmfALET,
XFv7 3 end ¥i# EXEC £=— KIZEREY £7°,
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W 1Pv4 ACL DEEE

avw> kR B#
RATv 7T 4 show access-lists [number | name] TIoEA VR NDBREEERLET,
ATw7F 5 copy running-config startup-config EE) zv 74 FXalb—ray 774 VICREEZHRIELF
R

ACL & ZHI%9 5121%. no access-list access-list-number 72 —/N)L a7 f Fal—i g a=
VREHEALET, BFEMET /A UAMLLEAD ACE IFHIBRCTE £ A,

GE)  ACL #1ERT % & Z1TiX, ACL OKREIZT 7 # /b h THEEEYZL deny A7 — F A v FSiBANE 4,
ACL DD VIZEIZET D E T T DRUNRONS R0 Te T XTONT y M S d 2 <E
FEELTSES Y, FE7 722 U TR BEMT ORI IP AR 7 FL A ACL DFFEND
A7 HEBMET DL, 0000 BA~vART7 ERREINET,

IZ, IPARA B 171.69.198.102 ~D7 7 L ZAZEH L, iOTXTORZX F~OT 7 ¥ X ZFFA L,
i R A TR+ D8EUE ACL OFERBI 2R L £,

Switch (config)# access-list 2 deny host 171.69.198.102
Switch (config)# access-list 2 permit any
Switch (config)# end
Switch# show access-lists
Standard IP access list 2
10 deny 171.69.198.102
20 permit any

AA »F1X, host —EEMN"HD T MY & don't care < A7 0.0.0.0 & &Te— ﬁ(?kﬁ:ﬁ§?§)5i/ ~Y
DY R NOWGFAIZKEI L, 0 LSO don't care ~ A7 Z#&tex MY LD LENIMET D L DT, FE%
T7EA VA MNDOIEFEEESHBZAET, TOD, show 2w FOH L=y 7 4 Fal—Ta v
T7ANTlEH, ACERXLTLHLANSNZEBYOIEF CRRESNEE A,

YERK U723 5 & B2 YE IPv4 ACL ZimREI#E (M KEI#E~0D IPv4 ACL O | (P.31-37) #&H)
RA =Tz AR (L F2 =T x4 Z~D IPv4 ACL O] (P.31-38) W) ICHEATEET,
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BS T EHiR ACL DER

GE)

U ACL TIXRAICIHEILT RV AT A L E32, K5k ACL Tid, BMAEBREICEELT ML
ALFHRT FLAZBEHTE, fEETT v bal 24 FEREMEH L THBEOZ DM S Z2EH 5 2

ENTEET, BEMNEERT 782 U A D ACE Z21FT 5 & ik, L7z ACE R Y X hD
REICEBMEND ZEICEBELTLEZSY, FFE U XTI, ACEDIEFEZLE LY, YR b

WOREEDZFTIZR LT ACE ZBINE 2 IFHIBR LY TEEHA,

—HOTm FAVIZIE FEONRTA—FZRF—U—RFbEHESNET,

UTFOIP 7a haril®drR—rEhET (Fr bal F—U—RKiEIhyaNIZKFTTRLTHY F
EDE

#FE~v #— 7v b=/ (ahp), Enhanced IGRP (eigrp). Encapsulating Security Payload (esp).
Generic Routing Encapsulation (gre), - > % —3x v Ml A v & — 7w k=2 (iemp), 1 ¥ —
oy b ZN—7EH T A (igmp), EEONE T ® A (ip). IP-in-IP hoxr ) 7
(ipinip) . KA9Q NOS 7 {2 IP over IP k> x U > 7" (nos). Open Shortest Path First L —7 ¢ > 7
(ospf) . Payload Compression Protocol (pep). Protocol Independent Multicast (pim). Transmission
Control Protocol (tep)., =—H 57— 7 F A 7'rm k=)L (udp)

~

GE) ICMP =a—S8ZIZ7 4N Z ) I TEFERA, Mo ICMP 22— RERIZZ A 71, 73T
TUNEY T TEET,

H7B P AAOF—T = FOFEMIONTIE, LTFOavr F V77 L2 TIEE,
e Cisco 10S IP Command Reference, Volume 1 of 3: Addressing and Services, Release 12.2
e Cisco 10S IP Command Reference, Volume 2 of 3: Routing Protocols, Release 12.2
e Cisco 10S IP Command Reference, Volume 3 of 3: Multicast, Release 12.2

INHDRFa A2 ML, Cisco.com m—Ah~<X— (Documentation > Cisco IOS Software > 12.2
Mainline > Command References) 757 7 B A Tx £7,

ZDAL yFIE, XAFIv I ERFVTIVITT TI7ERA VA MR- LT0ERA, £z,
Type of Service (ToS; ¥ —E X # A7) ® minimize-monetary-cost £ MIESI T4 & U 7%
PFHR—FLTWERA,

YPR—=FENTNDENNFA—=FDA 7T VX, TCP, UDP, ICMP, IGMP, Z®fthd IP T,

| OL-8603-07-J
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$3ME  ACLICEBRY FT7—) #X2UT1ORE |
W Pva ACL DEE
i ACL 2AERKT 21213, $##E EXEC E— N CROFIEEFITLET,
avvFk B
ATv7F 1 configure terminal Ja—N)yaryZ4Xal—vary ®— RNt LET,
AT w7 2a access-list access-list-number — |JiBEIPv4 7272 A URA MBLOT /B AL 2EH L £,

{deny | permit} protocol
source source-wildcard
destination destination-wildcard
[precedence precedence] [tos
tos] [fragments] [time-range
time-range-name] [dscp dscp]

GE)  dsep lEE AT L5,
tos £ 7-(3 precedence
FANTEEE A,
dscp & AJ] L7220 A
IZ. tos & precedence
EDMW 52 AT TEE
R

access-list-number 1%, 100 ~ 199 7213 2000 ~ 2699 » 10 % 5 E
LET,

FUER—B LIZGEIC 3Ty MEHEGRT 585413 deny,
permit ZHEEL E7,

protocol IZ1%, IP 7' N2 VOARIELIIFEFEZANLET, HHATES
fE1%. ahp eigrp. esp. gre. icmp. igmp. igrp. ip. ipinip. nos. ospf,
pep. pim. tep. udp, BLWIP Fu ha L& SE2EKT 0~ 255 0T
¥, —HEHEL TS F—Fy b 7a b=z (ICMP, TCP, UDP 7 &)
ERETDHICE, ¥—U—Fip 2HEHLET,

GE) ZOFECE, FLAEDOIP VR bartOF Ty a UREEALTD

¥, TCP. UDP., ICMP. BXWIGMP DEMD/ T A —H|T>
WTIE, FIE2b ~2e 2L T 7Z& W,

CR I RESE 7 e S

source \Z1X, NTA—XDEEILTHLIHA Y NI—F FHIEIRRA FDOES%E
BELET,
source-wildcard 1%, 7A/V KH— K By F&EEELT FLRIZEALET,
destination \21%, RTA—ZDEHTHDLI Ry NI —7 FRIEHFA FDOF
FEREELET,
destination-wildcard 1%, VAV RO — R By F&25E7 FLAICEA L £
7,
source, source-wildcard, destination, 33518 destination-wildcard D1E X,
WORATHELET,

o KNy MIX 10 #ETIZLS 32 By FEOE,

* 0.0.0.0255.255.255.255 (fEEDOKA ) #RTF—7— K any,

e H—®DKRAHF0.0.00%F£FTF—7—K host,
ZFOMDOF—U—REFA T arThHY, ROEWREHELET,

o precedence: /N7 v ha 0 ~7 OFGEIILMTHET 2EELEL —

HIE25BICANLET, HETE 2MEIX. routine (0). priority

(1). immediate (2). flash (3). flash-override (4). critical (5).
internet (6). network (7) T,

e fragments : 2 DOLUEDO T F VAL N F v VT HEAEICATILE
7T

e tos: Ny FE O~ 15 OFGELIIAMTRHET 2 —v A 247
LL e —HESEHHEICAN LET, HEETE 2MEIL. normal (0),
max-reliability (2). max-throughput (4), min-delay (8) T,

e time-range : Z DX — U — FOFEMIZ DWW CIiL, TACL T ReHHIFE D
A (P31-35) LTI EIN,

o dsep: T v hE 0~ 63 DESTHET S DSCP L —HIHL5GH
CANLES, 7o, HETE2MEOY X M EFRT 21203, BT

(7 ZEMALET,

[l Catalyst2960 R4 v F Y2 kY7 av74Fal—av M4 F
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avyFk B

F 7% access-list access-list-number TI7EAYVAN a7 X2l — 3 F— KT, source B LN source
{deny | permit} protocol any any |wildcard Mf& 0.0.0.0 255.255.255.255 DA M & destination 3 X O°
[precedence precedence] [tos destination wildcard ™ 1f# 0.0.0.0 255.255.255.255 OB 24 L <., &
tos] [fragments] [time-range |EIP 77t VA MEEHZLET,
time-range-name} [ASep dscp] |y s 05 L 2B LD AL KA — ROV IZ any F—T—

EHEHTEET,

EJ /e access-list access-list-number  |source ¥ L O source wildcard D& source 0.0.0.0 DE#EH & destination 5
{deny | permit} protocol X O destination wildcard D1E destination 0.0.0.0 DA MEH & H L T, JL5E
host source host destination P77 URMEEHRLET,

[precedence precedence] [0S |y vy i 0 1 ey — R 7213+ 2 7 DD D 12 host F— U — K4
tos] [fragments] [time-range )
X fEHTEET,
time-range-name] [dscp dscp]
FIIE 2b access-list access-list-number EE) IETCP 72782 VA MBLUYT 7 BAGMHE2ERZLET,
{deny | p.ermlt} tep source TCP OH& 1T tep AN LET,
source-wildcard [operator port]
destination destination-wildcard |LA T DOBISNZERE | FIE 2a OHINCH DT A —Z LRIUNRT XA —HF & ff
[operator port] [established] HLET,
[precedence precea-’ence] [tos (fERE) operator B X W port “ AT15 2% &, EEILR— b (source
t?s] [fragments] [time-range | ;. . \pildcard D%IZ NS Li=38) 71350 %6 48— N (destination
time-range-name] [dsep dscp] | josrination-wildeard DHIZ AT UT-$54) MBS UE T, f A TR 2 I
[/iag] FriE, eq (FLV). gt (K0 AEU) . It (K0S, neq (BL< 74
W), range (WEHEIPH) 2T, HATIEA - NESERET H0E
N ET (range DHAIL 2 DOR— FEFE A=A TRY] > TIHET
HMENDD ET),
port 1Zi%, 10 #% (0 ~ 65535) OFR— FEFZEILTCP A— "% AT
LEd, TCP A— b &R T 521X, ? #EHT 25, [Cisco 10S IP
Configuration Guide, Release 12.2] @ TIP Addressing and Services| (Z&
% [Configuring IP Services] #ZHL T 23 W, TCP 27 4 NV FZ U T
T5HE X, TCP A— FOFESEIITATLE T E2HEH L ET,
oA 7varOF—U—ROBEKRITKRD LBV TT,
+ established : # . SN2 B L RAETHALAICADNLET, ZOF—
U— R, ack £zl rst 77 7 CORAE LR UHRERZ R7- L E 7,
o flag: MESNTZTCP ~v ¥ — by hEHEEILTHRAELET, AT
T&57 771, ack (FERIGZE). fin (] 7). psh (Fy =), rst
(VEy M), syn (AH)., £zidurg (BER) TT,
FIE 2¢ access-list access-list-number (fEE) B UDP 77 ER VA MBIOT 7 EALBEZERLET,
{deny | permit} udp D FeH U5 H Ta h AL OEAE, udp AN LET,
source source-wildcard
[operator port] destination UDP /"7 A—Z X TCP O H H /T A—Z LA L TY, 72720,
destination-wildcard [operator  |[operator [port]] N— F&E 5 E/21TAN— 413, UDP A— FOF S L7234
port] [precedence precedence] |HITRITNITeY T A, F7-. UDP Tid, flag & X O established /X7
[tos fos] [fragments] A —Z TN TT,
[time-range time-range-name]
[dscp dscp]
Catalyst 2960 R/ v F VI k7 av 74 FalL—ar #H4F
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W 1Pv4 ACL DEEE

FIE 2d

FJIH 2e

2Tv7 3
ATvT 4

ATFvT 5

avwyFk

B

access-list access-list-number
{deny | permit} icmp source
source-wildcard destination
destination-wildcard [icmp-type
| [[icmp-type icmp-code] |
[icmp-message]] [precedence
precedence] [tos tos]
[fragments] [time-range
time-range-name] [dscp dscp]

(EE) #EEICMP 7 7% X VR FBIOT 7 A& E2EHR LE T,
A E—Fy Ml A vE—Y v b a /LA, iemp Z A LET,

ICMP RF A —ZZFNE2a D IP a2 Fa/LOHAICH H/NTFT A —F LT E
AERLCTTN, ICMP A vt— A4 77BN a— R T XA —%E0
ENTVWET, A7 arDXF—TU— ROEHIZKRD LB T,

e icmp-type : ICMP A v & —3 XA T TT4NE Y T T DHHEICAT
LEd, ETE 2MEOHAIL. 0~ 255 T,

e icmp-code : ICMP /X7 > % ICMP A v & —Y a— R 247 T7 4L
YT THEACAN LET, FHETE EOFMIE. 0~ 255 T
R

* icmp-message : ICMP /X7 b % ICMP 2 vt —¥ XA 74 £
ICMP * v =2 AT a—RRATT4NE ) TTHHRICATL
EFT, ICMP A v &=V ¥4 T7ABLPa—RAD I A M ERERT DI
X, ? 2R T 20 [ Cisco I0S IP Configuration Guide, Release 12.2]
@ TConfiguring IP Services] Z &ML T 7230,

access-list access-list-number
{deny | permit} igmp source
source-wildcard destination
destination-wildcard
[igmp-type] [precedence
precedence] [tos fos]
[fragments] [time-range
time-range-name] [dscp dscp]

(L) JEEIGMP 7 7€ 2 U A RBLOT 7 A &M% EHELET,
{v B =%y b FA—FERT O kAL OBAE. igmp AN LET,

IGMP X7 A —Z1ZFIE2a D IP 7'u s a VORI H DT A —F LT kL
AERUTTR, RIDRTA T a ORI A—2RBIMSLTWET,
igmp-type : IGMP 2 vt —2 24 7 LRETHITIE, 0~ 15 OFFEIX
A vtE—T4% (dvmrp. host-query, host-report, pim, F7-iX trace) %
ANLET,

end

¥ee EXEC E— RIZRD £9°,

show access-lists [number |
name)

TIEAURANOREEWHRLET,

copy running-config
startup-config

(ER) av 74 ¥alb—vary 7y A VICREERTFLET,

T vA UANEEKEEIFRT SIZ1E. no access-list access-list-number 70—/ 3T 4 F 2 L —
varvavwry REFERALET, FEMHET 7R VAN LE4x D ACE IZHIBRCTE 8 A,

WIZ, Ry FT—727 171.69.198.0 DT XTDOERA binb Ry bU—7 172.20.52.0 DFTXTDHRA b~
D Telnet 7 7 B AZEE L, MOTXTOT 7B AZFFAITOIIRT 78R YR MEERRL, Rr-d

L0l R LET (eq F—

U— RE5LET R AORITIRET 2 &, Telnet (IZx)&57 2 TCP 56584 — b

BENT =y 7 ESNET),
Switch (config)# access-list 102 deny tcp 171.69.198.0 0.0.0.255 172.20.52.0 0.0.0.255 eq

telnet

Switch (config)# access-list 102 permit tcp any any

Switch (config) # end

Switch# show access-lists

Extended IP access list 102
10 deny tcp 171.69.198.0 0.0.0.255 172.20.52.0 0.0.0.255 eg telnet
20 permit tcp any any

ACL OIERZIC MRRNSED AN EICL-TC) BMLEZ MU, VA MOKRBIGEBNENET,
HBoMET /A VA NOEEDRIZIZIT Z7EA VAN = M) ZBMERIZHBRTE A,

[l Catalyst2960 R4 v F Y2 kY7 av74Fal—av M4 F
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GE) ACLZERT2L&EICE, 7782 VA MDOKRREIZT 7 4/V k THEREZ deny 27—k A > F3E
MEi, ACL D¥DYIZEFET D ET—BTHRMENRRONER DT XTONRT Yy MIEHA SN
HTEITHERELTLIEEN,

YERE UT-3& B & 53R ACL Z¥mREHR (MK E#~0 IPvd ACL O | (P.31-37) #5M) o1 v
B—Tx A X (4 FZ—=T x4 ZA~D IPv4 ACL M1 (P.31-38) #&M) [c@EATE£7,

ACE DRz

TI7EA YA MO M) DY —b o AFGIE, LV ACL OERIFIC B #IRICAR S VET, ip
access-list resequence 72—/ Nl 27 4 X alb—Tay avy REEHLT, ACLDOY—4F R
FTrEmELZY, ACE DHAIEFA#EE L7z T&FET, =& xid. ACLIZH LW ACE #iBnd
D&, ZDO ACEIXY A MORRBICREINE T, ZOHE, v~ v AEFFEELTSHZ LT, ACE
Z ACL NORI DA EICEEI TE 7,

ip access-list resequence =~ > FOFEMIZ OV TIL, kDO URL IZT7 Z7EALTLZ&E,

http://preview.cisco.com/en/US/products/sw/iosswrel/ps1838/products_feature guide09186a0080134a
60.html

BRI E1RE ACL & XU AHIT EH3k ACL DYERL

IPv4 ACL #3145 FEE LT, BEETERSEHTFOR N 7 (401 ZEHATEET, ARt
X ACL Z2fHAT DL, V% L TEBMET 7R VA NDOHELIVEZLDIPVAT 7R VA A
BRETEET, 778A URAMOBEINFEL LCARIEZHEATIHAOE— N a~y FESUX, &

FEEATIHRE LIV RLVES, FELIPT 278X VR MNEEHTAT_RTOa~vy Fe4

A&7 782 VA NCTHEHTE 2D TIEH Y HA,

(GE)  FEYE ACL £72i3EE ACL IZHRET 2401, 778X VA MEZOF R - SHDHIANOEFIC
THZEHTEET, MU IP ACL O4AHNT 1 ~ 99 T, L9 IP ACL O Hi1IE 100 ~ 199 T, &5
P&V 2 FORDY AT E ACL 2 H3 2 Z &1, = P Y 2 5ICHIBRTE 5 & v ) FLEAR
&)U ij‘o

AHMTE ACL ZRRET 2 & 12T, ROEEFHEL LOHIRFHICEEL T ZEV,

o FTEATE ACL THHTESLT_RTOa~vy RBLEITE ACL THOIEHTEX 5213 Tiddh o £8
o A VE—T A ADNNTry N 74 VEZBLOIL—F 7400 ZHD ACL Tl., 4RixfEH T
iﬁ‘o

o IEYE ACL L#K3E ACL IZ[F CARTNIEN TE £t A,

o [HEYE IPv4 ACL 3 X OMER IPv4 ACL OfER) (P.31-26) THBAL/- LBV, FH{HE ACL bl
MT&EET,

A2 LTS ACL 2B 21213, %74 EXEC £ — N TROFIEZFT L £7,

avwy R B
RATv7 1 configure terminal Ja—rL ar 7 4 X¥al—ay e REEBLET,
RAT7v 7 2 ip access-list standard name LEiEER LU CEAEIPVE T 7EA VA NERERL, 77 EA
VAR arv74F¥al—ary T—F2EBLET,
AHENZIE, 1 ~99 OFFEFEHTEET,
Catalyst 2960 R/ v F VI k7 av 74 FalL—ar #H4F
| oL-8603-07-J .m


http://preview.cisco.com/en/US/products/sw/iosswrel/ps1838/products_feature_guide09186a0080134a60.html

E3ME  ACLISERRYFT—) X2 YT ORE |

W 1Pv4 ACL DEEE

ATFvT 3

2Tv7 4
ATFvT 5
AFvS 6

b &
AFvF 2

ATFvF 3

ATv7 4
ATFvT 5
2Ty 7 6

avwyFk

B&

deny {source [source-wildcard] | host source
| any}

E

permit {source [source-wildcard] | host
source | any}

TI7EA VAN ar74¥al—var E—RT, Arvh
ZRET D DBEIET DO ERET D 1 DU EOHESREME
TR AR fREL T

e host source : source 3 X O source wildcard D1 source
0.0.0.0

e any : source 3 £ U source wildcard ™1 0.0.0.0
255.255.255.255

end

Fite EXEC £— FITRED £,

show access-lists [number | name]

TI7EA VA POREEZFRTLET,

copy running-config startup-config

EE) arv74Xal—vary 77 A VICREEZRTFLE
‘d—o

A Al & EHE ACL % HIBR9 5121, no ip access-list standard name 72—/ 5L 27 4 Fa L —

varyavwr REHEALET,

iz i L CHRRHFEM ACL Z 1B %1213, ##HE EXEC £— FCTROFIEZFITL £,

avwyFk

B

configure terminal

Jua— )L a7 4 F¥Fal—ary B— RefBLET,

ip access-list extended name

LEiAER LU CHEIPVE 7 7B A UANEEREL, 77X
YZAKhary74FXal—yary T—RE2lBLET,

ARNCIE, 100 ~ 199 OFEEHEHTE ET,

{deny | permit} protocol {source
[source-wildcard] | host source | any}
{destination [destination-wildcard] | host
destination | any} [precedence precedence]
[tos tos] [established] [time-range
time-range-name)

TIEA YA AYT 4 Ral sy B RT, FFARM

FlFERSEEEEELET,
7o halBLUMOX—TU — ROEFRIZHOWTIL, [FSfF
XPL0E ACL OfER%] (P.31-29) 2B LT 7ZE W,

e host source : source 3 X O source wildcard DfE source
0.0.0.0

e host destination : destination ¥ £ O\ destination wildcard
DAHE destination 0.0.0.0

e any : source 35 & U source wildcard OfE F 7213
destination 35 & O" destination wildcard D fEEiT& % 0.0.0.0
255.255.255.255

end

Fide EXEC £— FIZRED £,

show access-lists [number | name]

TR VRANOREEERLET,

copy running-config startup-config

EE) =74 Falb—vay 77 A VICREZRFLE
ﬁ—o

Lt & FEHE ACL % HIBR 3 2 121E. no ip access-list extended name 72—/ 3V 227 4 Fa L—

varyavwr REHEALET,

HEHE ACL F 72139588 ACL 1B 2% & 21X, ACL OFKRIZT 7 4/ b CHEE W72 deny A7 — b
AV RIEME L, ACL O bV IZEET 2 ET—HKTHIRUEBRODL Do TXTONRT v
WWHEASND Z LICEBE LTS, Z% ACL Tk, BEfMfIToNnZIPAARN T RLRA T/ ER
VA NDIBENO~ A7 BT H L, 0.0.0.0 3vR7 LRI NET,

[l Catalyst2960 R4 v F Y2 kY7 av74Fal—av M4 F
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ACL OfERRZIZEBM L7c=> b UL, VR MORREIZEMNMSNET, ACL=> MU Z5ED ACL I
FIRAIZBINTE £ A, 72720, nopermit LW nodeny 7 7 EAY Ak a7 4 Fal—g
VE—R av U NEERTLHE, ARifTE ACL2 b= MY RHIBRCEET, RIZ, 4Riffx7T 2
A U R b border-list 7175 ACE % EANCHIBRT 2 H1 %~ LE T,

Switch(config)# ip access-list extended border-list
Switch (config-ext-nacl)# no permit ip host 10.1.1.3 any

A& ACL TI37e< AR E ACL A+ 28 Mo 1 5L LT 4HIfTE ACL TI3T4 3R L T
HIR T2 E0HY £,

B L7 4 miftE ACLEZA Vv H—T oA AZHEHATEEYS (I ¥ —T7 =4 2~ IPv4 ACL O
A1 (P.31-38) &),

ACL TR DA

time-range 7 2 — /)L a7 4 Falb—valy avr REFERTLIZLICE - T, BABIOMRERIC
FESWTHEHE ACL @ IRMICEMN T& £7, £7. FREHEOARNTZER L. £ ORpHEFHN O R
BIOHMELIMBEZRELET, RIC, ACLZHEHLTT 7R UR MIHIREZRET D & X
R 2 A L Ed, FEEEEZEHT 5. ACL OF AT — F AV FEEIFETEAT— A Y

N OBERHE GEEHENCHEERA 2 Y) 28X TEET, time-range ¥— 7V — FB X OHHICS

WTIE, TEEHE IPv4 ACL 38 K OMEGE IPv4 ACL OfERK (P.31-26) B XU T4RIFT S FE%E ACL B &

O RiAT E 4R ACL DR (P.31-33) 128 D401 & 38 L O 5 & fkik ACL OERICBET 2%

EZRLTLEEN,

B R_R—2D7 782 VA M2HEHATSHE, CPUICARMPNAELET, ZHiE,. 778 A UAX FDOHL
WEREZ M DOWEER TCAM IZ e — RENTZHABEHAORE L~ — VT OMERHDHT-DHDTT, Z0Di
O, HEOT 7'vRA YA MPEMBEICER LT (AWICESURNID) ARhéhd i oRREstebi
WEIICHEBTAIVERHY 7,

GE)  HEEEIX. Ay TFOVAT LA 7uy 2|l FET, LEB-T, FETEZ 70y J—AR
V39, Network Time Protocol (NTP) #fH L CAA vF 7 uv 7 2RI E2Z L2 BEO L
F4, GOV, [V AT A HEFEOEH] (P.6-1) ML T ZEN,

ACL ORF#HIH T A —F 23 ET 51213, FHE EXEC T— FTROFIHZFITL £

avyk B
ATv7F 1 configure terminal sua—)ary7 4 ¥al—vay T— FEEBLET,
ATwF 2 time-range time-range-name VERR T A IEICIIE WO H D401 (workhours 72 F) Z%E| 0D 4

T, B#EHa s 7 4 F¥ 2l — gy BE— F2BELET, 4R
AN—ZAREMBEEZD L LITTEERA, 7. LFENDIED
DRLENRH Y F7,

ATw 7 3 absolute [start time date] T et DR RE S WO BIERTREIC 22 B A E L E
[end zime date] o BERAFEPHICIZ. absolute A7 — b A b & 1 ST E
T2 9, #HE D absolute A7 — b A > M ERE LIZHAIEL. &EIC
periodic day-of-the-week hh:mm to BELIZAT— AV MNETRFEITINET,
[day-of-the-week] hh:mm . KO periodic AF— b AY FEAATEEF, e ad. F
Ell e HEERIZHEZ DREMEZHRETEET,

periodic {weekdays | weekend | daily}
hh:mm to hh:mm

AFvF 4 end ¥i#E EXEC ©— FIZREY £97,

REFIZZRL TIIZE W,

Catalyst 2960 R/ v F VI k7 av 74 FalL—ar #H4F
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avwy kR B

X797 5 show time-range DA DR E 2 HER L £ 7,

AF7w7F 6 copy running-config startup-config |({£E) =L 74 Xal—ay T A NMIREEHRELET,

BEOEA Z e W Th R DEERICEDNCT D2 HE1E. EREOFIHEZEEVEL TSV,

RO L7 B EHRBE O HIPR & HIBR 3 2 121X, no time-range time-range-name 7 20—/ NV 27 4 X 2
L—varvavry REEALET,

WRIZ, workhours (EEFRFE) OFRFMFEMIS L OSEOKRE 200641 A1 H) 2 EL., XEXHH
WT Bl %2R~ LET,

Switch (config)# time-range workhours
Switch (config-time-range) # periodic weekdays 8:00 to 12:00
Switch (config-time-range) # periodic weekdays 13:00 to 17:00
Switch (config-time-range) # exit
Switch (config)# time-range new_year_day 2006
Switch (config-time-range)# absolute start 00:00 1 Jan 2006 end 23:59 1 Jan 2006
Switch (config-time-range) # end
Switch# show time-range
time-range entry: new year day 2003 (inactive)
absolute start 00:00 01 January 2006 end 23:59 01 January 2006
time-range entry: workhours (inactive)
periodic weekdays 8:00 to 12:00
periodic weekdays 13:00 to 17:00

REMEEPH 2 6 3 A120d, R 2 9235 T % 2 E9E ACL WS4 2 A D LE 7, &I, JE8R
TIEA UZN 188 ZMERE L THERT A0 2R LEST, 207 27® R U R NTIE, EFRINIIRER
MHIET_RTORBEITLETRTOHEE~D TCP N T 7 4 v 7 & L, HEERFIXTTHO TCP
N7 47 BFHFTLET,

Switch (config)# access-list 188 deny tcp any any time-range new_year_ day 2006
Switch (config)# access-list 188 permit tcp any any time-range workhours
Switch (config) # end
Switch# show access-lists
Extended IP access list 188

10 deny tcp any any time-range new_year day 2006 (inactive)

20 permit tcp any any time-range workhours (inactive)

WIZ, 4HiftE ACLAMHLTRIC N7 7 4 v 7 2B L OHESE T 2614 R LET,

Switch (config)# ip access-list extended deny_ access
Switch (config-ext-nacl)# deny tcp any any time-range new_year_ day 2006
Switch (config-ext-nacl) # exit
Switch (config)# ip access-list extended may_ access
Switch (config-ext-nacl) # permit tcp any any time-range workhours
Switch (config-ext-nacl)# end
Switch# show ip access-lists
Extended IP access list lpip default
10 permit ip any any
Extended IP access list deny access
10 deny tcp any any time-range new year day 2006 (inactive)
Extended IP access list may access
10 permit tcp any any time-range workhours (inactive)

Catalyst 2960 R4/ v F VI k7 av 24 F¥al—av #H4
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ACLADOA Y FOFEA

remark ¥—V— RZMHT 5L, EED IP EREE 2I13PEE ACL I FUICET 2 A b (F
W) ZENTxFEd, a A aFEATHE, ACLOEME A Y U RRBHIZRVET, 1 DDA
v MTORKEF 100 XFTT,

I A ME, permit A7 — b AV hEZiTdeny AT — b AV FORIZELLIZTHRHETEET, =
AV RBRED permit A7 — h A bEi deny AT — b AV FOFHATH 200D LD
W2, 2 A MOMNEBICEHALT—EBWMEROLERH Y £, L& 2iE, DAL MIKHET S
permit £72iX deny A7 — AV FORNZH YD, DT AL MIFHETDAT— AU FOBAIZH D
L RELEAEL ATRRER H Y £7,

F B & 1P FEHEF 7213 PR ACL 122 A > M & AT 1213, access-list access-list number remark
remark 70—y a7 4 Fal—vary avwry REFERALEST, a X2 FEEHIBRT I, Zoa
~ RO no IBRXZHEHLET,

WOEITIX, Jones DU —27 25— g 27 782 E2FA L, Smith DU —27 25— 3 237
JERAEZFFAILEREA,

Switch (config)# access-list 1 remark Permit only Jones workstation through
Switch (config)# access-list 1 permit 171.69.2.88
Switch (config)# access-list 1 remark Do not allow Smith through
Switch (config)# access-list 1 deny 171.69.3.13

ZEifTXIPACL D> FUIZIE, remark 72722 URXA K~ av 7 4 F¥al—vay avy REFEH
LET., 2AY MEEHIBRTAICE., 20oavy Rono BERXEEALET,

wOFTix, Jones DY T R v MIIEFEIE Telnet DFEHANFTFRIENEH A,

Switch(config)# ip access-list extended telnetting
Switch (config-ext-nacl)# remark Do not allow Jones subnet to telnet out
Switch (config-ext-nacl)# deny tcp host 171.69.2.88 any eq telnet

iR E#E~D IPv4 ACL DEMR

F & ACL 2 LT, 1 DEITEEOUKREIRA~DT 7 ¥ A2 H#T& £9, WRERRICITA
ATy & ACL M T £ A, TR TORBECRERIC 2 —F Rk 2 wTReER H o720, 3T
(IR CHIRZBES D LEDRH Y £,

ACL 2 A v & —T oA AZHEHT B FIEIZONWTIE, (& —T A 2~D [Pvd ACL O H |
(P.31-38) #ZML L&,

RABSRREIHR & ACL IZHE ST R AMOEERE R XL ORGEER 2 HIRT 2121%, ## EXEC
T— N CTKROFIEEZEITLET,

avw>Fk BH#
RATv7 1 configure terminal JH—s L ST 4 R a L—a s T FEBE L ET.
A7v7 2 line [console | vty] line-number RETHEMEFRTL, A TFA4 > a7 4 Fal—ary T—FK%
BIE L £,
e console : =Y — VI RBEIREZRRELE T, Y —/L A— hMZ
DCE <7,
o vty: UE—F ar Y=L T 72O REEE LET,
line-number 1%, B} % A 7 HEBET HHEIC, RET DHEH I/ L—F
WCTHRAIOERERSTT, HETX 25 ML 0~ 16T,
Catalyst 2960 R/ v F VI k7 av 74 FalL—ar #H4F
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W 1Pv4 ACL DEEE

avyFk B#

RTv 7 3 access-class access-list-number (FRA A~D) FEEORBEERBRLE T 7R VA NMIEESINET
{in | out} KL 2RO FHH R L OREE A HIR L £,

A7FvF 4 end e EXEC T— FICREY £,

ATv7F 5 show running-config TR YR NORELERLET,

A7y 7 6 copy running-config EE) av74Fal—vay 774 VICHEELRTLET,
startup-config

SRR S ACL & HIBR9 5 121%.no access-class access-list-number {in |out} 712 a7 4 ¥ =
l/ varvavwry REHFHALET,

A 28— x4 A~AD IPv4 ACL DEH

TIZTHEH.IPVAACL ZH Yy NU—2 AU F—T oA ZAZHHAT 2 FIEC OO THALET, LLTFOHE
BFEHIIBELTIEE,

ACL IZAERB VAV 2 A= FEZFICEA LT ZE0,

e ACL %315 VLAN A v ¥ —7 = A AL T13HME VLAN £ U F —T = f ADOWTNNIZHEAT 5
L. SNMP, Telnet. F7-1Z Web h57 4 v 27 DL 5% CPUICKIEENA XYy NET 4 LE Y
VI TEET, VLAN A v F—T oA RCHEHENS IPv4 ACL 1Z. % v bU—27 NOKEDR
A b, FRIIEEHOT 7Y r— a3 (SNMP., Telnet, SSH 72 &) ICX LTT 7 A ZHIRT 5
ZLIZEoT, A v TEHEEX Y T o 2R LET, VLAN4’/§1 T oA AT
ACL IZ, VLAN LD 7y hDAN—RT =7 A v F o VB LEE A,

A
(3¥) LANLite f A=V ZFEITLTWVWDH AL v FTix, ACL 12 VLAN A1 ¥ —7 = A AT
WHTE, MBS L X —T oA ATITMATEET A,

o AF =T 2 A~OT 7 AT oA, A& ACL £7213%5+& ACL 2T
£,

* VLAN DA N—=ThH DR — MIACL Z#M+ 5L, £OHR— D ACL (T VLAN A % —7 =
A AZEH STz ACL &0 vERInET, R— b ACLIXVLAN A % —7 =14 X ACL % =
HEELET.

Y5 =T = ANDT 7 E ALY 51213, ¥4 EXEC £— FTROFIREZETLET,

avwyk B
ATv7F 1 configure terminal Jra—N) ar7 4 Xal—vary ®T— FERBLET,
RAFwF 2 interface interface-id BETDHDA LV H—T =2 AEBHBEL, fVF—T x4 A AT 4K

L—y gy T— REBBLET,

LAN Base f A=V ME[FENTWVWAERAL v FTIE, A F—T A A

WA o H—T 2 A AFEFIEIVLAN A V¥ —T = A AR ET D&
HEHARHY F9, LANLite f A—UNFETINTWDHAAL v F Tl A
VHE—T 2 AR VLAN A U H—T =24 AZBETHLERDH Y F
7,

Catalyst 2960 R4/ v F VI k7 av 24 F¥al—av #H4
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IPva ACL oz N

avwyFk

B

ATFvT 3

ip access-group {access-list-number
| name} {in | out}

BESREA LV E—T A A~DT 722 EHH L ET,

out ¥— U — R PR—KMENDDIL, VLAN A v F—7 = A Z7Z0F
/G\‘j_o

ATv7 4

end

Fite EXEC £ — FIZR D £,

&

show running-config

TR VR NOBEEERRTLET,

ATvT 6

copy running-config startup-config

BB av 74 Xal—Tay 77 A NMIBEER T LET,

BELET 78R ZV—7%HIBkT %IZ1X. no ip access-group {access-list-number | name} {in | out}
AV H =Tz A aAar7(Fal—varyavwr FEEHRLET,

WIZ, R=FMT727E8A VA R2ZBEHLT, A= FMIERTLINNT Yy Va7 a2 ) o 74 56 %
R~LET,

Switch (config) # interface gigabitethernet0/1
Switch (config-if)# ip access-group 2 in

WIZ, R—=PMT 722 VA3 ZEM LT, CPUIREINDI Ty N7 4 VZ U 7T 501%
R~LET,

Switch(config)# interface vlan 1
Switch(config-if)# ip access-group 3 in

#1E ACL D6, A v F 3Ty FOZERIZCACL &7y FaRELET, ACL BN v b o
FAT %A, A vy FIEANTy PO EE L ET, ACL A7y FEEST 56, A v T
FTy bEREELET,

F1E ACL DA, AA v Fid, HliHlENTaA v Z—T = A AL ORI T v &2 EZE L% ACL
Xy NERAELET, ACL BT v hEFAILIESGAIL, A4 v FI3Ty bE2EEFELET,
ACL 2387y N EHEGRT 56, A4 v Fi3 3\ ry NEEELET,

KEHRD ACLEZA VX —T oA AZH#EHTDE, A4 v FITACL AV F—T = A AT ST
WRWEHEIT L, 39X TOXRTy hEFALET, Xy hT—2 X2 U7 s DOIZRKRERED ACL
PHEATIHAE. ZOXORBREBELDZ LITERLTIZEN,

N—F9xz7EEXUPYIT O x7IZ&5 IP ACL OLE

ACL OBIIEIIN—RU =27 TITFINETH, FF 74 v27 7o —0HI21FT CPU ITERE L TY
TR THUEETOLERH DO EH D E9, N— NV =7 T ACL OFE LR T 2 HIED R R
THE, Ny MNIEEOLDIZCPUIZELNET, Y7 MY =THXERNT 7 4 v 7 OlgEL— |

E, "= RU=THRENT 7 4 v 7 LD RIBIIKLS 220 £9,

ACLIZEV &80/ v b3 CPUIREEEIND &, AL v T ONRT 5 —< U AMMETT D ABEMEN H
nEJ,

show ip access-lists ###£ EXEC 2~ > K& AN LIZHAE, FRENH—H A7 MaE, "—Fv=x
TCT 7 RANRKEEND Ny MIEGEhEEA, A4 vF K X7y MIETEZNN—FT7 =70
ACL OEARM M EH % 459 5121%. show access-lists hardware counters £54#% EXEC =~ >
ZEHALET,
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IPv4 ACL DER3E

ACLDO S TN a—Ta2T

WD ACL v F—V ¥ A vE—UNRFERINT [chars] BT 7 A VA ML THDLEEIL,

ACLMGR-2-NOVMR: Cannot generate hardware representation of access list [chars]

AA v FIZIE, ACL ON— R = 7 REEAELT 2 DIHEHATRRRY V—ARRRELTWET, 20O
VY —221F, "—F =7 AFEVBIRT L ZR—ZANEGENETHA, CPU AEVIIEENEY
ho ZORBEORRZ, EARERREERE2=y NERIERAON—FT =T VY —ZXADRETT,
FRERHA = > MX, TCP 77 7D —%, 721X TCP, UDP, SCTP K— h&EE T eq L4+ (ne,
gt, It, range) O7 A F CHLETT,

RONWTNPDOY =TT ReiLET,

o ACLREZZELTHEHRTLI YV —X%WH LET,

o D ACLAEITFE ST LV bRHFIATRICRREN DL ETLITEFIC ACL DLRTEEE L

3N

HADON—FKT =7 U Y —Z2%&#5]3 5i2i%, show platform layer4 acl map #i# EXEC =2~ > K%
ANLET, AL vy FIHEHARER Y Y — AR WAL, 1T index 0 ~ index 15 BMEHATE 220
ZERRINET,
+4537¢ )V — A 0720 ACL OFKE DOFEMIZ DV TIiX, Bug Toolkit @ CSCsq63926 # B L TL 2 &
AN

el 2, WD ACL &2A »F—7 = A RTHEH L.

permit tcp source source-wildcard destination destination-wildcard range 5 60
permit tcp source source-wildcard destination destination-wildcard range 15 160
permit tcp source source-wildcard destination destination-wildcard range 115 1660
permit tcp source source-wildcard destination destination-wildcard

REBDODIRD A v =V RERENDHEIT,

ACLMGR-2-NOVMR: Cannot generate hardware representation of access list [chars]

77 7HEOEE XA TEETA, ZOMEE RS 511X,

» ip access-list resequence 77—/ Nl a7 4 Fal—varavwr REATLZLICL T,
4 5HD ACE % 1 2D ACE ORijICEE S EF 7,

permit tcp source source-wildcard destination destination-wildcard

permit tcp source source-wildcard destination destination-wildcard range 5 60
permit tcp source source-wildcard destination destination-wildcard range 15 160
permit tcp source source-wildcard destination destination-wildcard range 115 1660

F2X

o > ACLAEITHE S LY bIBMFIATHRICKR RSN DAFE213FE ST ACL DAFTAZZER L
F3 (& 21FE ACL79 % ACL [ ITEHE L E¥),

INT, ACLRD 120D ACE %2 A v F—T7 =4 ATWMHATEET, A4 v FiX ACE % Opselect
index WO~y BV S By MIFIV YT, 77 7BEOEE F2E 0 Y CTTTCAM N
DORICEy FEHEHLET,
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IPva ACL oz N

IPv4 ACL D% E Bl

BS5HE ACL

ik ACL

ZZ T, IPv4 ACL 2R EB LI EM T 5012~ LET, ACL D= A )L OFEHIZ DOV TIL,

[ Cisco I0S Security Configuration Guide, Release 12.2)] & . [Cisco 10S IP Configuration Guide,
Release 12.2)] ® [1P Addressing and Services] (Z# % [Configuring IP Services| # &ML T2 &
AN

WoHlo ACL X, A & —3y b BA N 172.20.128.64 ~DR— b 77 v 2 %71 51E4 ACL T
j‘@

Switch (config)# access-list 6 permit 172.20.128.64 0.0.0
Switch (config) # end
Switch# show access-lists
Standard IP access list 6
10 permit 172.20.128.64 wildcard bits 0.0.0.0
Switch (config)# interface gigabitethernet0/1
Switch (config-if)# ip access-group 6 in

WDF D ACL 1%, R— T 80 (HTTP) 726D R— b+ FTF 7 4 v 7 2EHT 545 ACL T, Z0
ACL i, #NLSN DT RTDO T 7 4 v 7 ZFALET,

Switch (config)# access-list 106 deny tcp any any eq 80
Switch (config)# access-list 106 permit ip any any
Switch (config) # end

Switch (config)# interface gigabitethernet0/1

Switch (config-if)# ip access-group 106 in

WoHlo ACL X, vy hU—72 36.0.00 %73y b EOT RLA%ZZF AN, 56.0.0.0 F 7%y bH
SOT_XTONRTy FEESGLET, T ACL 1E, A— MIERET LIy MEH S ET,
Switch (config)# access-list 2 permit 36.0.0.0 0.255.255.255

Switch (config)# access-list 2 deny 56.0.0.0 0.255.255.255

(
(
Switch (config) # interface gigabitethernet0/1
Switch (config-if)# ip access-group 2 in

WOFITIX, A F—Fy MIERSNEZX Y hT—2 03B, TOXy hT—7 EOEFEDFRA FR
A H =%y hEDEEDRANE TCP EFHG AWM. CTEXAL XT38 HELTCWET, =721,
IPHRA R BiE, EHA—=LEFAFDA—/L (SMTP) R—bEBRE, *v FU—27 EDOFRRA &
TCP #ft AL TE VWK I LET,

SMTP (%, ##tD 8t TiL TCP ARA— bk 25, $9 —ICIET7 v ¥ Ll — MNESEMA L ET, Bkt L
TWAIE, IEAR—FES™MEHShES, A F =Xy FROERT LA =N Ty FO5ES
A—ME25 TT, BReAy NU—2 VAT LE, A— 25 THICA—NEREZZITAND 2D,
EHEEV—ERAZHBELET,

Switch (config)# access-list 102 permit tcp any 128.88.0.0 0.0.255.255 eq 23

Switch (config)# access-list 102 permit tcp any 128.88.0.0 0.0.255.255 eq 25

(
(
Switch (config)# interface gigabitethernet0/1
Switch(config-if)# ip access-group 102 in
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W 1Pv4 ACL DEEE

&AIffE ACL

WIZ. marketing group &5 A RIOYLHE ACL Z1ERT 5 61% 7~ LE T, marketing group ACL I,

ST RL AL T A R — ROME 171.69.0.0 0.0.255.255 ~D{LE D TCP Telnet s 7 7 ¢ » 7 &5 Al
ZOMD TCP FF77 4 v 7 H#HELET, 2D ACLIIMOTXTOIP 77 4 v 7 & LE

ﬁ—o

Switch (config)# ip access-list extended marketing group

Switch (config-ext-nacl)# permit tcp any 171.69.0.0 0.0.255.255 eq telnet

Switch (config-ext-nacl)# deny tcp any any

Switch (config-ext-nacl)# permit ip any any

Switch (config-ext-nacl) # exit

marketing_group ACL 1Z, A"— MIHEFET DI 74 v 7 ICHEHESNET,

Switch (config)# interface gigabitethernet0/2
Switch (config-if)# ip access-group marketing group in

IP ACL IZ5& R & h 5 il i

WIZ, ATEBEHSEREOFRT 8 B ~F1% 6 1 (18:00) O, IP ® HTTP b7 7 ¢ v 7 #3567 5
flzRLET, 0BT, FRABIOCRAREAOEF~F% 8 HOMIZIY, UDP F5 7 4 v 7 %
FFATLET, (20:00).

Switch (config)# time-range no-http

Switch (config)# periodic weekdays 8:00 to 18:00

|

Switch (config)# time-range udp-yes

Switch (config)# periodic weekend 12:00 to 20:00

|

Switch (config) # ip access-list extended strict

Switch (config-ext-nacl)# deny tcp any any eq www time-range no-http
Switch (config-ext-nacl)# permit udp any any time-range udp-yes
|

Switch (config-ext-nacl) # exit

Switch (config) # interface gigabitethernet0/2
Switch(config-if)# ip access-group strict in

AAVMMIEDIPACLTIV Y

WIZRTHEZLIE ACL OfFTlE, Jones WTHT AV —27 AT —v 3 I T7 7B A%ZFFA L, Smith
MWATET AT =T AT —2a 3T 7B AZFHF LER A,

Switch(config)# access-list 1 remark Permit only Jones workstation through

Switch (config) # access-list 1 permit 171.69.2.88

Switch (config)# access-list 1 remark Do not allow Smith workstation through
(c ) #

Switch (config access-list 1 deny 171.69.3.13

WITRTHEZLTE ACL OFITIEL., Winter 3L Smith DV —27 25— 3 |2 Web B4 A L £
H A,

Switch(config)# access-list 100 remark Do not allow Winter to browse the web
Switch (config)# access-list 100 deny host 171.69.3.85 any eq www
Switch(config)# access-list 100 remark Do not allow Smith to browse the web
Switch (config)# access-list 100 deny host 171.69.3.13 any eq www

WIZRT4EIfTE ACL O TlE, Jones DY 7%y MTT 7B AZFHA LER A,

Switch (config)# ip access-list standard prevention
Switch (config-std-nacl) # remark Do not allow Jones subnet through
Switch (config-std-nacl)# deny 171.69.0.0 0.0.255.255
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Z{t= MAC 3 ACL oz M

W R T & ACL OfTiZ, Jones DY 7 % v MIHEIE Telnet DFEF A2 LEH A,

Switch (config)# ip access-list extended telnetting
Switch (config-ext-nacl)# remark Do not allow Jones subnet to telnet out
Switch (config-ext-nacl)# deny tcp 171.69.0.0 0.0.255.255 any eq telnet

ABITE MAC #i5k ACL DERX

VLAN £723 b A ¥ 2 A2 =T A ATHIPVA 8T 74 v 7 &7 4 NVE ) 73 5121E, MACT
N 2B LOAHITE MAC $E# ACL Z2M LEd, TOFIL, ORI & iE#E ACL 2 & ET
L6 LIRERTT,

S,

(3¥) MACACL 2fEHTEZ5DiE, AA vF TLANBase £ A —UNFETINTHEELETET T,
mac access-list extended =~ > R THR—F I TWDIEIP 7'r b a/LOFEMRIZONTIE, 2DV
Y—=2@a<vrs R V77 by A2BZRL TSN,

>

(GE)  appletalk (X, 2~ FT7 A O~LVT A RY U ZIZFRINETH, deny 3 L O permit MAC 7 7
TR VAN ar74Fal—vary T—Favry FO—HEEHEL L THR—- PSR TWEREA,
i & MAC L3 ACL ZERT 21213, %5 EXEC E— R CROFIEEZ FATL £,

avvFk B

ATv7F 1 configure terminal Jua—sL arZ 4 FX¥alb—vary T— el ET,
A7y 7 2 mac access-list extended name LEiEER LU CHEMACT 72 UR N ERLET,
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W Z#74f= MAC 3k ACL DR

avyFk B
2797 3 {deny|permit} {any | host source MAC PEMACTZ7E®A VAN a7 4F¥al—v 3y F—RT
address | source MAC address mask} {any | |1, +~To (any) #5775 MAC 7 FL A, w27 &%E
host destination MAC address | destination T MAC 7 RV A, F34EDOARA M (host) %/Ec MAC
MAC address mask} [type mask | 1sap Isap T RUVA, BEOTRTO (any) %% MAC 7 RL A, <A
mask | aarp | amber | dec-spanning | JtE5E0: MAC 7 RLU A, I3 EDSENE MAC 7 KL 2
decnet-iv | diagnostic | dsm | etype-6000 | (2, permit £7-/% deny ZHE L £,
etype-8042 | lat | lavc-sca | m0p-c01.1s01e | ULE) DIFOFTS a v 2 ANTH L bCx 4.
mop-dump | msdos | mumps | netbios |
vines-echo |vines-ip | xns-idp | 0-65535] [cos | ® type mask : Ethernet Il 7213 SNAP TH Fkfbaniz
cos] Ry hOEE O EtherType &5, 10 #3%k, 16 #%%, *
72k 8 EHTRETEE T, —BAEDORNIC, R THEE
T& 5% don't care ¥ b O~ A7 73 BtherType (2 S 4
ij‘o
 lsap Isap mask : IEEE 802.2 THh /b7 v |
®D LSAP F 5, 10 #E%H, 16 EH, £7213 8 TR T
¥4, fEECdontcare By D~ A7 ZIRETE £
R
e aarp | amber | dec-spanning | decnet-iv | diagnostic | dsm
| etype-6000 | etype-8042 | lat | lave-sca | mop-console |
mop-dump | msdos | mumps | netbios | vines-echo
|vines-ip | xns-idp—3E IP 7'm= k=)L,
e coscos: TITAFTIVT A ERET D0~ 7D IEEE
802.1Q CoS %=,
A7v7 4 end F5HE EXEC E— RIZR D £,
ATvF 5 show access-lists [number | name] TIEA VR NOBREEZRALET,
ATv7 6 copy running-config startup-config fEE) av 7 4F¥a2lb—vay 774 NVICREZRTFLE

EE

ACL & ZHIB4 512X, no mac access-list extended name 72 —/3)L 27 4 F a2l — g o
~ v F&EMHALET, 4aiftE MAC $53E ACL 75 ACE ZEBNICHIBRTH 2 L b TE E9,

RIZ. EtherType DECnet Phase IV N7 7 4 v 7 12 #ER L, tOTXTOXATDNT T4 v I %
FFAT 272782 UA D macl ZEE LORRT 502~ LET,

Switch(config)# mac access-list extended macl

Switch (config-ext-macl) # permit any any

(

Switch (config-ext-macl) # deny any any decnet-iv
(
(

Switch (config-ext-macl) # end

Switch # show access-lists

Extended MAC access list macl
10 deny any any decnet-iv
20 permit any any
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Z{t= MAC 3 ACL oz M

LAY 24253 —T x4 X~D MAC ACL DEHR

MAC ACL 1B L, ZNELVA T2 A F—T oA AZWATDHE., DA L F—T =1 AERE
THHIP T T4 v 72740 FY 7 TEET, MACACL 2T 5 & 21213, ROEFHIHAIC

HELTIEE,

e FULAY2A LV F—T 24 RZHBATEZ2DX,. IPT77ERAVAR1DEMACT /7R VU R
M1 OETFTT,IPT 7R UANMIIP X Sy  ETFETZANVFZ VT L, MACT 7R U A
MIFEIP Ny bE2T 42 T LET,

e 129D AF2AF =T ACHEHTEALMACT KL A VA RMILSEFTY, 9 CI2
MACACL RRESNTWVALATY2A L EZ—T A ACMACT 78X VA NEEMATA L.
BEFHD ACL ZEH LW ACL IZBEX#HZ O ET,

LAY 2AHF—T A A~NDT 72 AZHT H72DIC MAC 772 VR MEEHAT DL, FF
He EXEC E— RCTKROFIEEZFITLET,

avw> kR B#
RATv7 1 configure terminal Jra—L ar7 4 ¥al—ay e REEBLET,
ATwF 2 interface interface-id BEDA A —T 2 A ABEEL, A v X —T xR O
T4 ¥ 2l —varE—RFeHBLET, RET DA ¥ —
Tz AIPEL A2 A4 F—T =2 A (F— K ACL) T
RITFER D F/ A,
ATv7F 3 macaccess-group {name} {in} MACT7 7% URANEFERLT, fEESNTA Vv F—T A
ASDT 7Y AEHIE L ES,
A— K ACL X, ZEFAIZEY AR —hEnEd,
ATv7T 4 end ¥t EXEC £— FICEY £9°,
R T7w 7 5 show mac access-group [interface FDOA R —T oA ZAEFITTRTDOULAV2 AL F—T = A
interface-id] ZZHAEN TS MAC 7782 A MERRFLET,
RXTv 7 6 copy running-config startup-config (FE) arvr74¥al—vary 77 A NVICREERELE
\?‘O
RELET 782 ZV—7%HIRT 5I21%, no mac access-group {name} f v 4 —7 = A A 27 4
Foal—ragryavwry FEERLET,
WIZ, 77 %8A UANmacl #FR— MIZ#EHA L THR— MNZERBTE2 7y hE2T7 002 Y 7T 561 %
RLET,
Switch (config) # interface gigabitethernet0/2
Router (config-if)# mac access-group macl in
>
(3¥) mac access-group > ¥ —7 A A a7 4 Fal—vary avry NI PEILAY2 M 4—T =
A A SNSRI AR E R0 £+, Zda~ Fi&, EtherChannel R— ~ F v R /LI I3fH
HTEEHA,
AA TN, Ny "VESETDE, BEEACL L3y FERELET, ACL 3Ny FEFFRIT5
Bha. AA vy FEIry FoWBEESE LET, ACL 3Ny NEEST 56, A4 v T3 ry
FEBERELET, RERDACL 24 v F—T = AWM T DL A4 v FIZTACL A 4 —7 =
A AR SN TWRWEHBIL, $XTORTy FEFALET, Xy FT—2 EX=2V T 4D
DICRERD ACL ZHHT 25E61E,. ORI RREEBAELDL Z LICERL TSN,
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W pPv4 ACL OBEDER

IPv4 ACL DEEEDRT

AA v F LICREENTND ACLBEUAS v ¥ —T = AP SN/ ACL R R TEET,

ip access-group { V¥ —7 A A a7 4 FXal—var avr REFALT, LAY 2 A4 57—
7oA A ACL 2 LIZH/AE, TOA U E—T 2 A ADT VA IN—ToFRrTEET, £
7o, VAV 2408 —T 24 RCHA SN MAC ACL bR RTEET, ZOHRERRT DHITIL,
# 31-2 IR SN R EXEC =2~ > REMH L £,

* 31-2 79X YR BEUT7ZIER FIL—TE2FTRTHaATVE

avwyFk

B&

show access-lists [number | name]

BAED 1 DERITTRTOIPBLPMACT RLRA 727X UAROW
B, FABEDOT 78R VAL GEEME ELB3AHINES) ORNEE
FoRLET,

show ip access-lists [number | name]

BIEOTRXRTOIP T 7R VAL, FHIFHEDIP T/ EA UA L
(FEftE 34010 %) ONEEFRRLET,

show running-config [interface interface-id]

AL v FFELIZRESNTA LV F—T oA ADAL T (Fal— g
T7ANDONE BESNETXTOMACBIOIP 7 7®A U A b
R, EOT IR TN—TNA 2 —T x4 RTHH SN0 E) %
FRLET,

show mac access-group [interface interface-id]

TRTOULAY2A L FZ—T oA AFEITEEINT LAY 2 A0 X —
T AZHMAENTHWEMACT 7 A VA MEFERLET,
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