GE)

VARATL AyE—D AFx VT DETE

ZOFETIL, Catalyst 2960 A A v FIZVAT A AvbE—2 uX U 7 ERETDHELCO N THBALE
T

ok va AT LY FOBICE XOMERFEOFEMIZ W TIE, [Cisco I0S
Configuration Fundamentals Command Referencell Release 12.2 %2R L TL 728\, ZHuZi,
Cisco.com @ AR —AL~— ([Documentation] > [Cisco IOS Software] > [12.2 Mainline] >
[Command References]) 757 7 & AR[ETT,

ZOBETHATINEZ, ROEEBY TT,

o [V ZF A Avtk—y nXr OME] (P28-2)
o [V AF N Ayk—Y X /O E] (P28-2)
o To¥rrRkEDFRR] (P.28-15)

wmL—hTaryy—n~0ryt—YxiEEkd o5&, CPUDHARNES 2D A v FOBEEIZ
B BEGEZDWEERH Y £7,

| OL-8603-07-J
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$28F LRTFLAyvE—LOXLIOEE |

WM L xF7LAv&—2 OXVTOBE

DARATL AyvE—o AX TOHE

T 74NV E T AL v TFIE VAT A A v—T B LU debug f## EXEC 2~ FoHhzua X7/
TR ACEELET, XY TR Fun S A vk —UEKssee (RECLUT, 77 Ry

7 7. KR, UNIX Syslog #— 72 &) ICEUET 2MEAHIE L ES, n¥s/ Fak it 2
VY= H Ay —UEREELET,

()  Syslog 74—~ v bi% 4.3 Berkeley Standard Distribution (BSD) UNIX & AR H 0 £9,

QXS FuaEARNT L= LOBRE. AvE—ViFar V—AFFIIEEINRET, AvEeE—Y
ITERBHOGREIND 2D, Ave—VUBLOT ANy FHACEET a7 hofio a~< > Ko hvE|
NIABET, AvbE—UNRNar Y=V IERENHIDIE, Av—VZEK LT a0 A0 T LTH
5T,

AvE—VOERELZHZELT, a2 Y= ABILOFHLICERREINDIA vE—TOX A T HFHIHTE
F9, B AvE—VICEA L RB T ERELTY, Syslog ¥E7L7 RLAZRELZY LT, U
THNEALDT Ny THEIERB L OVE M EL L TE E79, REIND A vE—TIZoVWTIE, 2DV
V=2 BT DHV AT A A vE—Y HA REBRBLTLIEE N,

I NTZV AT A A E—UIZT 7E2 AT 5(21E, A4 v F® Command-Line Interface (CLI; =2~
VRIAL A E—T A R) BT L0 ELSRE I Syslog V— N2V AT A A=Y
ERIFLET, AL vF V7 v =T E Syslog A vE—TFNEHAY 7 7 IBRIFLET,

VAT A AvE—URVE— NTE=FTBHITIE, Syslog =N ETRIZERTT DD, 2T
Telnet HHWMT= Y — NV K— FMREATAAL v FILT 7 EALET,

VATL AytE—D OX U ITDHE
T I T ROBREFHRICOWVTHA L E T,
o [RFT L vl Ayk—TD74—~v | (P.28-3)
o [VATAAvE—V X rOT 74 NEE] (P.28-4)
o [ RAout—yaXr /o7 t—714k (P.28-4) (L&)
o [ Ay —VFRHIET NS ADHKE] (P28-5) (EE)
e b7 Xyt—voRME) (P28-7) ((ER)
e (BT Aub—VDEALRZLTDAF—TMLBLOT 4 £—7 114t (P.28-8) (&)
e 07 XAob—VDr—b v ABREOA X =T MMEBLOT 4 E—7 L) (P28-9) (EE)
o [ Aytv—VEKEDOEH (P28-9) (LX)
o [BET—7E LU SNMP IZiE(F S LD Syslog A v E—T OHIER) (P.28-11) (EE)
o RELHErH—DA3—7 0k (P.28-12) (EE)
e [UNIX Syslog #+— 0% E] (P.28-13) (LE)
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| £288 LRATLAvE—LOX IOHE

YRFL Ayb— nxvdone B

— N >
DRTL O AytL—DTA—TY bk
SATFA BT AyvtE—UIFRKS0 XFER— L EE (%), BLOFORICEREBEEINS A S>3

VDY AFTRLA L AZTER (RESNTWAER) THEEINTWET, Avk—V
X, ROT7 —~ v hTERINET,

seq no:timestamp. %facility-severity-MNEMONIC:description

NR—Ft v M HDRID A v —U#/31E, service sequence-numbers, service timestamps log
datetime, service timestamps log datetime [localtime] [msec] [show-timezone], F 723 service
timestamps log uptime 7' 72— 3L 227 4 Xa b —T a3y avy ROBREICL > TEDY 7,

7 28-11C, Syslog A vE—YOEFEERLET,

* 28-1 DRTFALA O AyE—SNEFR
=X HL
seq no: service sequence-numbers 72—/ L 27 4 ¥ a L —v gl avry RBRREINTOEEGE

FiF, a2/ A=y —Hr v RAEEEZAZ T LET,

FEHNZHOWTIE, 87 At —VDY— v ARZOA X —T B I OT 4 E—7 114k
(P.28-9) =&ML T Z&EV,

timestamp D7 4+ —~ v | A vyE—VEIFA X FOHFFTY, service timestamps log [datetime | log] 7 = — /3L @2

ko TA4F¥alb—raly avry RBRRESNTWDLHAELET, ZOBRBPERRINET,

mm/dd hh:mm:ss FHMZOWTIE, (07 Ayt —VDEA L ZAZ L TDAF—T MBI OT 4 £—7 1k

- (P28-8) Z#BWL T &L,

hh:mm:ss (GEFFRE)

Ep

dh (KFE)

Jacility AvE—VRBMTEH7 7 UT 4 (SNMP, SYS 2&) T, ¥&WR—br&h5 773U T 4D
—EIZOWNTIE, # 28-4 (P.28-14) 2B LT EEW,

severity AvE—VOBRBKEZFTO0O~TO1HOa— T, BREOFEMOVNTIL, £ 28-3
(P.28-10) BB LT &,

MNEMONIC AvE—VE—BIRTTHFA N AN 7 TT,

description VIR—FESNTHDA R FOFEMERTTHA R X MY 7T,

W, ZAA v TF VAT A AvE—V0—HERLET,

00:00:46: SLINK-3-UPDOWN: Interface Port-channell, changed state to up

00:00:47: $LINK-3-UPDOWN: Interface GigabitEthernet0/1, changed state to up

00:00:47: S$SLINK-3-UPDOWN: Interface GigabitEthernet(0/2, changed state to up

00:00:48: $SLINEPROTO-5-UPDOWN: Line protocol on Interface Vlanl, changed state to down
00:00:48: $LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/1, changed
state to down 2

*Mar 1 18:46:11: %SYS-5-CONFIG I: Configured from console by vty2 (10.34.195.36)
18:47:02: %$SYS-5-CONFIG I: Configured from console by vty2 (10.34.195.36)

*Mar 1 18:48:50.483 UTC: %SYS-5-CONFIG I: Configured from console by vty2 (10.34.195.36)

Catalyst 2960 R4 v F VI k7 av 74 Fal—ar #H4F
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$28F LRTFLAyvE—LOXLIOEE |

W S xFLAvE—Y aX TOBRE

DRTL AvtE— AX U TDTIAILMERE

F 28212, VAT A A= aX Ll OF 74N NREERLET,

# 28-2 DRTL AvE—2 AXUITOTIHILEERE

HaE TI4ILFEERE

AU AANDYAT A A=Y ax s A X—=T )V

Ay — N DERKE debugging (I L OHEAIIC LV RV L~L,
#* 28-3 (P.28-10) =&R)

7y 77 ANEEE T ANGLDIEERL

oy Ny 7y A X 4096 /31 |k

o JIgREY A X 1 AvtE—v

HA LA T TAkE—=T N

EEER=E TA4E—T N

o 7 = Fa4—T7N

Syslog ¥— D IP 7 KL & RARE

RIEEHEa T — F4—=T

=N Tr T4 Local7 (5 28-4 (P.28-14) #%MR)

P RO EKE informational (3 X OEUERIIZ L D KW LU,
#* 28-3 (P.28-10) =&R)

Ayt—o AX IDT1E—TILE

AvE— aX 3T 74 T, X =T NVICERESNTHET, 2 Y —LUSADNT D5
WA=V EEETIREGIF. AvE—Y aX 2 F—TNVICTEILNERDHY £9, A v
=T uaX N R —TINNOEE, vl Avk—JiIInX oS Tuk RCEEENET, eX oS
TatRE, AvtE—UEERT TR LR LAV CEESINCEE LE T,

Av—y aX o ET =T MIT AL, FitE EXEC E— RCROFIHEAZFEITLET, ZOF
B A& T,

avwUFk ]3]
2797 1 configure terminal Jua—s)L ar 7 4 X2 l—ay T— REHEELET,
RATv 7 2 noloegging console Ay —Y uXL ST 4 —T NI LET,
AT7v7 3 end i EXEC £— RICHE D £,
A797F 4 show running-config BEEMERLET,
EAAES
show logging
ATwZ 5 copy running-config startup-config |({1i%) 2 7 s Xal—vary 77 A NMIREEFRELET,

DX/ FukvAExT 4= TEE, AvE—UNar = EZRAENDIE T e R T
BT 2 FAE T DM ERH D120, A A v F OULBRE R ﬁT?‘é k/ﬁ%”)iﬂ‘ X 7 n
CART 4B —TNOEE, A vE—VIFAEREKTCIIC EEITa~y FHCEVIALIET) a2
VLRI EINET,
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| £288 LRATLAvE—LOX IOHE

YRFL Ayb— nxvdone B

logging synchronous 72—/ N)L 2> 7 4 Xalb—Taly avwr R, aryV—~DAvE—UFK
RICHELEY, Z0a<wr Ref X =727 5L, Return F—Z2 S R2T T A v B —VRFER
SNFEFA, FEMIZONTIE, B X vye—UoOREYE] (P28-7) BB L T 7Z&EW,

Av—y aXrET =T M LTERICHEOA 2 —7/WZT 5I21E, logging on 7' —/ 3L =2
Y7 4FXalb—varawr REFEHLET,

A yt—ORRI|ET/INA ADEE

A= 8X L INA R —TNAOHEE, 2V AT TRIUIFEDOERFTICH A vE— V% EET
xFET, AvE—VOZEHEHERTET DI, B EXEC T— R TROa~ > FE 1 DE 7138
FRALEYT, ZOFIEXMEETT,

avwyFk B
RATv7 1 configure terminal Ja—r)L ar T 4 X l—ay B ARG L £,
A7v7 2 logging buffered [size] ALy FORE R Y 77124 vE—V &8k LET, 15T 2 HiH

13 4096 ~ 2147483647 /N4 N TT, T 74N b DNy 77 B A XT
4096 XA F T,

AL v FIEENEETDE, 7T vy a AFVITHRESHLTHZRD
R, v Z7rAMTIKkbNET, AT v 7422 LTIEIN,

GE) RNo77 PARXZRETEDLEIRELZRNTLIEE N,
DIFREIHEHT2AEYDBARRT DI ERHVET, ALy
F Loz T oty AEYEZERKRT SHITIL, show memory
FiHE EXEC a~ > FEMEMALET, 2720, FrRENDEIX
BHATELH/RRETHLD, Ny 77 A X ZOHEICHK
TE LA TSN,

RATv7 3 logging host UNIX Syslog #—/8 82 M A v —V %58k LET,
host 121X, Syslog 5— & LTHMAT LR A FOARTEZIZIP 7 R
VAZIRELET,

0y Avtw—U%%ZETDH Syslog — DV X N EERKT DI,
Zoaxwy REBERREIANLET,

Syslog ¥ — 3O ETFMEIZ OV TiE, TUNIX Syslog —/ 3D E |
(P.28-13) &ML T EE W,

Catalyst 2960 R4 v F VI k7 av 74 Fal—ar #H4F
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F28F LRTLAvE—LOXUIORE |

|
\

ATFL AyvE—L AXVTDERE

avwyFk B
RTv7 4 logging file flash:filename Ty va ARVADT 7 A MRS Ay —VERIELET,
[max-file-size [min-file-size]] e fillename \SlE. BY A 9D 7 A MR LET,

[severity-level-number | type]

o (£E) max-file-size (21X, B 7 77 A NORKY A X&fRE L
FT. HBETE HHPHIL 4096 ~ 2147483647 TF, T 7 4/ k
E1X 4096 /N1 FTY,

o (EE) min-file-size \21%, v 77 ANDOER/NYA XEHBEL
F9, fHETE 2L 1024 ~ 2147483647 T9, T 7 4/ b
B 2048 /S 1A R TT,

o (EE) severity-level-number | type 21X, R X VT OEREE -
e 7 AT 2RELET, EREIHETE 2%MIE 0 ~
TTY, aX T IAT F=U—FO—RIZHONTIE, K 28-3
(P28-10) ZZMLTLK7ESW, T7A4NVFTIE TARAv T Ay
=Y BIOHENIZLVEDL VDA =T Rr s 77
A MTEE SIVET,

ATv 7 5 end ¥iHE EXEC £— RIZEREY £,
XFv7 6 terminal monitor BIEO® Yy gz, ar Y — VPO ERICA vE— 26 L
i‘j_o

WRNRT A —HREaA~ NI —A VIR ESh, Ty a ok
THRIZENZRVET, T T A=V FRTHHAIE.

Tty varTEICIDAT y T EFETTLIMLENRDY 7,
RXF7v 7 7 show running-config RERTER L E T,

ATvF 8 copy running-config startup-config | ({£) 2> 7 4 Xal—v 3y 77 A MIBREFRTELET,

logging buffered 7 o —/ )L 2> 7 (Xl —v gy avr NEETTLIE, B A vv—URRNE
Ny Z7llabt—shEdT, BEREAY 77RO T, Ny T7R3—HIcRde, DAy E—U0FH LN
AvbE—UTEZRIONET, Ny 7 7ICRERINTA vy E—VEHRRT 51T, show logging Ff
MEXEC a~r FEMEMLET, Ny 7 7NORSHTWA Yy E—UREIICRRENET, Ny 77
ONE% 27 VT3 5HI2i%, clear logging f7# EXEC =2~ FZEA L 7,

¥£7E D Power over Ethernet (PoE) XA — R TPoE A X hoa¥y 7 a A 3x—7NVERIIT «
T —7 T 5HITi%, logging event power-inline-status f > % —7 =2 f X a7 4 ¥ a2l — 3 v
av REFEALET, ZOR—-FTOuXr7iE, T740 TS, X—T N TT,

A= ~DuFX T T 4 =T T SITIE. no logging console 71—/ NL AT 4 F o b—
varvavwry REFRLET, 77 A ~ORF U T ET 4 B—T7ICT HITIE. no logging file
[severity-level-number | type] 72— )L a7 4 Xal—vary av s REFEHLET,
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| £288 LRATLAvE—LOX IOHE

Oy Avyte—o0NREE

YRFL Ayb— nxvdone B

REED =22 Y —)b AR — MERE 72 3R R BRI LT, FEREFER A v — V8 LU debug Fiif
EXEC 22~ ROHD EEFEHRT AL A0 AB LT a7 ra2RMsSELZenTcaEd, &
RESCTHRABICHAENDE A v = DF A TEEETEET, £2. WROIERBP A v —
DHIBREN D ETRFLTEI ANy 77 DIRKBERETHIEHTEET,

FEEEHRA vE—TVBLWdebug a2~> FRHAOORa X 7B A X—T NVOHE, EIEFHERT A
AALTR 2 Y = VKRR EITFR SN BIS, FEEEFHRT S 2005 O SN R E I IR
SNET, FEFHRA vy E— /kiUthﬂ?/ FOWME, 2—F AR 7 ERRS R
Bz, 3V IR TRENET, Lo T, FEERHERA vE—TBXL W debug =~ RO
ﬁm\%a% T NA AW AR LT a7 MZEVAEND Z LTI A, EEEFHRA v E—
UNFREINEHIC, arY—Lida—Y¥ Tur T N EHERRILET,

Fiv X 72 ET 21218, FiE EXEC E— FCROFIREZFETLET, ZOFIRITEETT.

avwy R

E]:y

2797 1 configure terminal

Ja—nN) ar7Z 4 ¥al—vary T— RFERBLET,

ATw7F 2 line [console | vty] line-number
[ending-line-number]

AvE—VORMue X 7 a7 LI, BRERELET,

o Ay FDaL Y=L K= FESLTUTObIDREITIT,
console ¥ — 7 — RZEAL E7,

o IR XL T 2ARX—TNMIT D vty [HEERET H121E
line vty line-number =< > R L E T, Telnet > > =
YENL TN DR EICIE, vty B2 A L E3, [BIR
T ETE HHPAIZ 0 ~ 15 T,

16 fH vty B O EE T X CT—EIZCEAET 52T, kO LI
AN LET,

line vty 0 15

Fo, BUEOBERICHERA SN TWS 1 S0 vty BRI OFREE LT

AL bTRET, 1l 2T, vty 82 OREEAETT HIC
., O X HITATILES,

line vty 2

ZDavwry REANTLE, A a7 4 Xalb—Ta v
E— NITZ20 £T,

ATv 7 3 logging synchronous [level [severity-level
| all] | limit number-of-buffers]

Ay —VORBaX L S f 2 —T NI LET,

o ({EE) level severity-level 121, A v —T DEKEZIEE
LET, BRERZOMUETHL A vE—iF, FEEBIC
HAOSHET, ERANIWIZEEREIIREL, HERAREN
EEEREIINEL 2D ES, 7740 MEIL2 TT,

o (fEE) levelall ZFET 5 &, EREICHKRRLS, 7To
Ay —URIERMICE S ET,

o (fEE) limit number-of-buffers \Z1%, ¥ o —A 7 I D0
KONy 77 BERELET, TNEBRALIHLNA vE—
VIIEEINET, FHEETE 5HHEIX 0 ~ 2147483647 T
T 7T 74V MEIE 20 TY,

2Fv 7 4 end

Rt EXEC £— RIZR D £,

Catalyst 2960 R4 v F VI k7 av 74 Fal—ar #H4F
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F28F LRTLAvE—LOXUIORE |

W S xFLAvE—Y aX TOBRE

avwyFk B&
RX7v 7 5 show running-config BERHERLET,
ATvF 6 copy running-config startup-config LR avr74Falb—vary 77 A VIEREEZRFELET,

FEREFFHRA v E—VBLOT Ny Z D ORI EZ T & —7 1127 5121%, no logging synchronous
[level severity-level | all] [limit number-of-buffers] 74~ a7 4 Xalb—ary avr NEEHL
Er AN

AT Ay E—CDE3ALREITOAR—TIEEELUVT 1+ E—TILiE

TIFNETIE, v F XAyb—I3IF A b AX U TREBAESNER A,

BT A=V DEA b AR T A R =TT DHITIE, FiHE EXEC £— R CTIROFIEEZ EITL F
T ZOFIRTEZTT,

avw>Fk B#
AT797 1 configure terminal Sa—rL a7 4 ¥al—ay B— REEBLE
ﬁ—o
RATv 7 2 service timestamps log uptime QT DEA D AE T A F—=T VI LET,
s ROIOa<wy ReEFITTHEa7 Ave—VDOF AN R

BUTWARX—=T VIR VAT L fE# Lch L
D@ A F RSN E T,

2FEOOa<v L REFEITTDHE, v Ave—VOHA
D AR TINAX—=T N F9, BIRLEEAT V3
VITIEUT, B—HL A 5 — o FEUEL LT H AT,
BERE (SUR), ZA L = BHBEALA D AZTLEL

service timestamps log datetime [msec]
[localtime] [show-timezone]

TERTEET,

AFv7 3 end Kk EXEC ©— RIZEY £7°,

AT7v7F 4 show running-config HEERERLET,

AT79 7 5 copy running-config startup-config (EE) v 74 FXal—ay 77 A VICRER R L
£,

TNy T Aye—Uens Avbt—VOMIORA LN AR T 2T 48— MIZT HITiE, no
service timestamps 7 0 — NV a7 4 Xal—v a3y avwr REEHALET,

RIZ, service timestamps log datetime 7' 1 —/ 3L 2> 7 4 Fal—T g avy ReAf 3x—T7 /LI
Lichaonu VR -DO—MaErLET,

*Mar 1 18:46:11: %SYS-5-CONFIG I: Configured from console by vty2 (10.34.195.36)

RIZ., service timestamps log uptime 7 72— 3L a7 4 ¥ alb—r gy avy REL x—7 ML
Haou VR RO ERLET,

00:00:46: SLINK-3-UPDOWN: Interface Port-channell, changed state to up
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T o¥rIUnHE

AT Avt—ODI—7 Vo RBEDA R —

B oS Ay —VDF A 5 AZTREALICRDZ LR D DD
L. A=V =TV AFEEERRCEET, 774NV PTHE, v Ay E—PIC

MTEDED

YRFL Ayb— nxvdone B

T EUTaE—TILiE

1oAY =R ERMICHE

V= U AFZFIIEREINERA,

By AyvE—D—r U AEKS A R—

T ZOFNRTEZ T,

TINZT BITIL, ¥t EXEC E— R CROFIELXZ EFTL E

avwoF By

ATv7 1 configure terminal Ja— )L arZ g Xal—rvar T— BBl
iR

ATwvF 2 service sequence-numbers VT VAR EAR—T NI LET,

AFvy7 3 end 5t EXEC E— NICRED £,

ATv7 4 show running-config EAMERLET,

AT97 5 copy running-config startup-config (EE) v 7 4Xal—Tay 77 A NVIIRELRE
LET,

V=V AZEET =T

T3 2121, no service sequence-numbers 72—/ 3L 27 ¢ ¥ o

L—yay awy REFERLET,

WIS, =T AFEEAR—

000019: %SYS-5-CONFIG I:

AytE—CBEXENER

T LT=Ys
Configured from console by vty2 (10.34.195.36)

BORF L IRRO—HEFLET,

BR LT AN RZFREND A v =P 2HIRT 21T, Ay E—VOBEREZHELET

(% 28-3 &),

Ay —YOBERKELZTEHET DL, KM EXEC T— FCROFIEEZFETLET, ZOFEIEETT,
avw> kR B#
X797 1 configure terminal SH—) Ay 7 X2l —ay B— FEBEWBLUET,
2797 2 logging console level VY — R EINA A vE—URHEIB L E T,
T7HNVET, aryY—IT Ay 7 AvtE—U 0 BILOHEMIC
FVENL_LDA Y=V %ZELET (F 28-3 (P.28-10) =5
PN
ATw 7 3 logging monitor level I ARERRICFEER SN D A v E—VEHIR L ET,
TT7 AN NT, WERIET ANy 7 A vk—Y BIOKEMIC LYK
WL RLDRAye—UEZELET (£ 28-3 (P28-10) 2&HR),
ATy 4 logging trap level Syslog #—ZFREND A v —TEHIR L ET,
7 7 4V h T, Syslog h— NFEE A v E—Y . BLOEHERNIZ LD
BNV DRA =V EZEFELET (£ 28-3 (P28-10) 25,
Syslog Y — "D E FNAIZ SV THEL, [UNIX Syslog — /SO iE |
(P.28-13) B L T 7Z &0,
A797 5 end Rt EXEC £ — RIZRE D £7,
Catalyst 2960 R4 v F VI k7 av 74 Fal—ar #H4F
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$28F LRTFLAyvE—LOXLIOEE |

|
\

ATFL AyvE—L AXVTDERE

avyFk B#
RX7v 7 6 show running-config BEEMERLET,
EJES
show logging
ATw 7 7 copy running-config startup-config (EE) av74Xal—vay 77 A NMIREEEELET,

~

GE)  level ZEEETDE, ZOL_ALDAvE—Y BLUOEEMIZZ VRN LNLO X v E—U 2565k
FrREINET,

A=~ DuFX T T 4 =T T SITIE. no logging console 7 v —/NL AT 4 F o b—
varvavry NeHLES, 2 Y= VUAOHER~ORF T 2T (=T /MIZT 5121, no
logging monitor 7 = —/ )L a7 4 X2l — gy av s RaeHH LET, Syslog h—~Dr¥
VT ET =TT BIZIE, nolegging trap Va2 — L 3T 4 Fal—vay avy REMEH
LE9,

# 28312, level ¥—U— FZ&/RLET, £, 5T 5 UNIX Syslog 384 . EAEORLENS
DB IEICTR LET,

& 28-3 Avt—Y XU level ¥—7—F

level ¥—7—F LRIL B Syslog &
emergencies 0 AT NIREE LOG_EMERG
alerts 1 7272 B AT KL S L B 7 bR T LOG_ALERT
critical 2 7 VT 4 JVIR e LOG_CRIT
errors 3 7 — LOG_ERR
warnings 4 i LOG_WARNING
notifications 5 ERERES 2T A0 LOG_NOTICE
informational 6 EBHIA v E—Y LOG_INFO
debugging 7 TRy T Ay— LOG_DEBUG

VIR =TiE, THUSND 4 SDOBITAVDRA v —VERLET,

o VI MU =T ERIFANA— Y =T ORBREMEICET 5T — A v & — : warnings ~ emergencies
DERETRRINET, TOFATDAvE—IF, A v T OWRICEENS L LERLE
T ZORIENSORBEFRIEIZOWVWTIE, 2OV ) —RIXETHVAT A AvtE—Y HA K
EHBLTLLEEN,

* debug =~ FOHJ] : debugging DERETERRFINET, @H, TNy a~vr N
Technical Assistance Center (TAC) 72} CEA S ET,

o AUH—Tx2AADT v TERITETY FToVvar Avk—VBIORV AT LAFHER A »
& — : netifications DERKETERINTE T, ZOA v E—VFHERIERTHD., XA vFD
BREICIZEER DY A,
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m. 0L-8603-07-J |



| 28 %

ATFL AvtE—L OXITDRE

YRFL Ayb— nxvdone B

BET—JILEXIU SNMP [ZE{EEh B Syslog *» vtE— U DHIR

snmp-server enable trap 7/ 20—/ 3L 27 4 Falb—v g3y avwr F&H LT, SNMP Network
Management Station (NMS; v hU—27EHZAT—3 3 ) [ZHEEND L DI Syslog A vE&—¥

T TINA R —T IV E

ENTWAEEIF., A v TFORBET =7 VIR EB LUK END £ v

T—VORERKEFERTEET, £, BET—TVICEMINDIA v E—VOREERETLZEHT

EET,

SNMP b 7 v 71356 5~ 2 3

ENFIEIN TNV, A v E—JIRERET — 7 VTR S E T,

T 7 4/ M T, Syslog b7 v 7R A 2—=T A TRWEE S, EREN warnings DA v E—Y BX
OHEEIC L VIRV A v = (3R 28-3 (P.28-10) #&M) 2, BET—7 I 1 DS ET,

BEREBLOBET —7 NV A4 XDF 7 4V MEEXLEE T 5HI121E. ¥ EXEC £— R TROFIELZ E
1ITLEYT, ZOFIEIEETT,

avy kR

=)

AFvT A1

configure terminal

Ja—N) ar7 4 ¥al—ary E— FERBELET,

ATFvT 2

logging history level!

JBIEZ 7 A WAZHEAN S 4L, SNMP H— N2 {E S 415 Syslog A v & —
DT T AN NOEREZETLET,

level ¥—U— RD YU X MZHOWTIE, £ 28-3 (P28-10) #ZML T
<TEEWY,

7 7 4Lk TiX. warnings. errors. critical, alerts. 3 JX T
emergencies O A v E—UNEEINET,

ATFvF 3

logging history size number

BT — 7 MM TE D Syslog A ve—VHERELET,

FIZFNVEITIE L DDA v E—URNBMENE T, fBETE AHIX
0 ~ 500 T,

A7v7 4

end

i EXEC £— RIZEY £,

AFwFT 5

show running-config

REZMRBLET,

ATv7 6

copy running-config startup-config

UEE) =2v 74 Fal—ay Z7yANMVCREXHRTELET,

1. % 28-31Z, level ¥—U— ]\:FaJ:U\%jt AR LET, SNMP 2l L CW B 5E1E, EREOCMAN 1 ZHWMaEd, & 2id,

emergencies 1£ 0 Tix7e< 11

JERET — T LN S TV DA

Z. critical 132 TR 3120 T,

(logging history size 72— V)L 27 4 ¥ a2l —v 3> av T

BELERRA v E—Y = PP ENTOAES) 1T, FrilnA vyt — 20 MY 2T
EHEC, LBV NIRRT =T ANLHIBRENET,

Syslog A v E—Y0ORX 7 %7 74/ sOBEKREIZETICIE, no logging history 7' 7 —/ 3L =2
T4F¥alb—varavry FEEHLET, BET—7ALNOA =V 8ET 7 40 MEIZRETIZ
IZ. no logging history size 7 m—/ L 207 4 Xal—vagy a<vy RefALET,
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\

ATFL AyvE—L AXVTDERE

BEEEAH—DA r—T L

ATvT 1
RATvT 2
ARTvF 3
ATv7 4
RAFvT 5

ATv7 6
& A §

av U R4 A2 =T x4 X (CLD) TIToTeRELE L FT v X 7T 2720, RERHT—%
ARX—=T VT HZENTEET, logging enable REAX o — a7 4 Fal—vgr avs N
EANNTHE BRELTRICAI SNy ay, a—FBLPavr e 7l Ed, &
ER T DY A XL T ~ 1000 = MU OB TRET 22 LR TEET (7744 M 100), no logging
enable =~ . KD#IZ logging enable =~ N2 AL TrX¥ L 7% T 4 =T ML THUA 11—
THCTHILET, WOTHbRZ 27 VT T5ZLNTEET,

show archive log config {all | number [end-number] | user username [session number| number

[end-number] | statistics} [provisioning] %4 EXEC 2~ R&#H L T, #FEu /2R EI3REL
TeRTGA—=FDou 2R R RLET,

FI7 NV N TCHRECX L TET 4 =T NI o TWET,

a< 2 ROFEMIZOWTIX, D URL IZH S [Cisco 10S Configuration Fundamentals and Network
Management Command Reference] Release 12.3 T %2R L T 72X\,

http://www.cisco.com/en/US/products/sw/iosswrel/ps5207/products_command_reference chapter0918
6a00801a8086.html#wp1114989

WECX T A X—TNMIT BT, FHE EXEC E— FTROTFIEEZFEITLET,

avvFk =]: 5]

configure terminal Ja— )L ar7 4 Xal—var T— ReBBLET,
T—=HhAT a7 4F¥alb—vary T—FelBLET,

log config REEFuH— a7 4 Xal—ary T— RElBLET,

logging enable REEERX T oA X—T M LET,

logging size entries (ffE) REv I/ TEETH I NI HERELET, HECTELH

FiX 1~ 1000 T9, 774/ MEX 100 T,

GE) HEnIRN0oilnicies é, B NI BASERS T
RNz biHve 7 oo MU RHIBREE T,

FiHE EXEC £— RIZRE Y £75

show archive log config WER S EEATH LTIV MY AR LET,

WIZ, REEER =% A X—TNMILT, nZ0xr b H%E 500 [ZRET D6 2L ET,

Switch (config)# archive

Switch (config-archive)# log config

Switch (config-archive-log-cfg)# logging enable
Switch (config-archive-log-cfg)# logging size 500
Switch (config-archive-log-cfg) # end
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| £288 LRATLAvE—LOX IOHE

YRFL Ayb— nxvdone B

HERTZOHNFIIKRD LB TT,

Switch# show archive log config all

idx sess user@line Logged command

38 11 unknown user@vty3 Ino aaa authorization config-commands

39 12 unknown user@vty3 Ino aaa authorization network default group radius

40 12 unknown user@vty3 Ino aaa accounting dotlx default start-stop group
radius

41 13 unknown user@vty3 Ino aaa accounting system default

42 14 temi@vty4 |interface GigabitEthernet4/0/1

43 14 temi@vty4 | switchport mode trunk

44 14 temi@vty4 | exit

45 16 temi@vty5 |interface FastEthernet5/0/1

46 16 temi@vty5 | switchport mode trunk

47 16 temi@vty5 | exit

UNIX Syslog H—/\D&5E

WIZ, UNIX % —23D Syslog 7—F V2R EL, UNIX VAT L aX 7 7707 4 2ERT LT
NELZSWTEB L E9,

UNIX Syslog T—E>~ADOY A yt—o

AFvFT A1

A7y 2

VAT A BT A yt—T% UNIX Syslog —/MZiEET 5 #0112, UNIX $— 3 1T Syslog 7 —F
ERETDMLENRDY £, ZOFIHIIEETT,

root LEL TR AL, WRODAT v T H2ETLET,

BHi/N— 3 > ® UNIX Syslog 7—F > OHIZIE, T 74/ hTHy U —27 50 Syslog /347 v b
EZTANBRONEORHY £, ZOL IRV AT ADHEAIT, Syslog A v E—YDOYE—F n¥r
T A F—T T BT, Syslog 2~ K T4 CBMELTHIRTA2SLERS LA T a %k,
UNIX @ man syslogd =~ > RZ#H L THBIL 7,

fetc/syslog.conf 7 7 A /WZIRD X 9 7247 % 1 4ATIBM L £,
local7.debug /usr/adm/logs/CiSCCLZOg

local7 ¥—U— R, AT a7 770740 2BELET, 77 VU7 0 OFMICOWTIE,
# 28-4 (P.28-14) B L T £ &V, debug ¥—7U— K, Syslog DEKEEZFEELET, BERE
DFHUZONTIE, # 28-3 (P28-10) 2B L TL 72 &, Syslog 7 —E L&, T EOERED
B, RDT7 4 — L RTHRESNE T 7 ANMIA v —V%%ELET, 20771, Syslog
T—ENIEZIALMERN S AT T 7 A L TRITNIEZR D FHA,

UNIX vz a7 MNMIkOa<w>y REAN LT, s 774 VEERLET,

$ touch /var/log/cisco.log
$ chmod 666 /var/log/cisco.log

Syslog 7 —FICH LR EE R ST £,
$ kill -HUP ‘cat /etc/syslog.pid’

FEHZ oW TIE, A ® UNIX v 27 4@ man syslog.conf 35 5O man syslogd =~ > K& S L
TLIEEW,
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T oXyJUnME

UNIX YRFLAFVT T79) 714 ORE

ATy T A1
& A

AFvFT 3

ATvT 4

AFvS5
2Tv7 6
ATFYF 7T

VAT A T A=V ENBT A AZKETES

AlF, A vE—T% UNIX Syslog 77> U7 «

WEEIRTEAvE—V L LTHETS LI /ZTA% RECTEET,

UNIX VAT A 77307 4 AvbE—2 aX 7 E2RETHIZIL, ¥ # EXEC £— FTROFNEE =
ITLEY, ZOFEIZEETT,

avwy kR

E[:)

configure terminal

Ja—R) a7 4 FXFal—rary ET—RE2EBELET,

logging host

IP 7 FL 2% AJJL T, UNIX Syslog —/ S KRR MZRA v E—T%
FoEkL £,

a7 Avt—U%%(ETDH Syslog b— 3DV A R EEHRT 5 I121E
Zoavwy REBBEIATLET,

logging trap level

Syslog hr—NCRL@EEND A v —VZHIR L E T,

7 7V kT, Syslog h— N TEHMA v E—VBLOENLTO
Av—UEZELET, level ¥—U— RIZOWTIL, £ 28-3
(P.28-10) &ML T EEW,

logging facility facility-type

Syslog 7 7 ¥ U7 14 &% E LE T, facility-type ¥— 7 — RIZDW\T
X, #£ 28-4 (P28-14) ML T EEVY,

5 7 # v M local7 T4,

end

4 EXEC ©— RIZREY £9°,

show running-config

REZMHRLET,

copy running-config startup-config

(FE) v 74 FXal—vay 77 A NVIIRERRELET,

Syslog ¥— NZHIBR T 5121L, no logging host 7 a—/N)L a7 4 Fal—val avwy REfHAL
T, Syslog =D IP 7 RLAZIEELE T, Syslog h—~OnaF¥ o 7%7 18— MITTHIC
X, nologging trap 7 u— L a7 4 Fal—var avr REANLET,

# 28412, Y7 MU =2T THER—FEINTVWLUNIX VAT AL 77 VT 0 2R_kLET, ZHHD
773U T 4 OFEIZOWTIE, T UNIX AR_b—F v 7 VAT AORE~v =2 T VB
LTSN,

& 28-4 AX >4 facility-type ¥—7—F

facility-type ¥—7— HL]

auth T 2T L

cron cron 7 7 U T 4

daemon VAT AT —F

kern B —F IV

local0 ~ local7

B—HVERSNZA yE—Y

Ipr FGAY TV HE AT A
mail A=) AT I
news USENET == —X

sys9 ~ sysl4

AT LT

syslog

DS aNNE =/
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nxv/gEnss M

= 28-4 aOX >4 facility-type ¥—7—F (&%)

facility-type ¥—7—F HTL:)]

user a— Fut A

uucp UNIX 7205 UNIX ~Oa v — AT A

OF 2 JREDRT

aX U IHREBINR S RNy Ty ONFEFRFT HI21E, show logging it EXEC =2~ REMEHA L
F9, TORTRDOT 4 —)b FIZBET D3I >V ik, [Cisco I0S Configuration Fundamentals
Command Referencel Release 12.2 #ZM L T 723V, THITiL, Cisco.com DAR— LN —

([Documentation] > [Cisco IOS Software] > 1[2.2 Mainline]> [Command References]) 7°57 7 &
A FEETT,
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