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CHAPTER 25
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ZDOETIE, Catalyst 2960 A A v FIZT AT L Ayt —Y BX o FaRET D ITEICTO N THH L
\i—a_o

ZOETHERT S 2~ ROMICE XOMEHFEOFHMIZOWTIL, [Cisco 10S Configuration
Fundamentals Command Referencell Release 12.2 &M L T &0,

ZOETHHTLIANEIE, kD LBV TT,

o VAT A Ayt—Y uXrIOME (p.25-2)
o VAT A AvE—Y uXTORE (p25-3)
s BFXUITREDER (p25-14)
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H5E  LRTFLAyvE—S OXVTOBRE |

N L2574 Ayb—S OFXLTOBE

— > » »
DATL AytE—U OX I DOBE
AA v FIET 7 AV BT, VAT L A=V X debug ## EXEC 2~ FOHHE X
7 IavACEKEFELET, XS ek RiEun s Avk—UEK5Se REDSCT, S
Ny 77 WEKERE, UNIX Syslog $— 372 &) ICEMETHUEZHIELET, v¥r 7 Tk X
., I Y=l b Ave—UERELET,

(3F)  Syslog 7 #—~ R~ 4.3 Berkeley Standard Distribution (BSD) UNIX & AR H Y £5,

DX TabvART A= NDORE, AvE—IFa = VIORREENET, AvE—
VITEKRFICEEEIND 2D, AvE—UBXOT Ay AT e 7 hefio o~ RO
IBFNVIAHLET, AvE—UNar Y —MIRREINDLDIE, AveE—VEER LT mEANRN
KTLTHhD T,

AvE—VOBEBKRKEEZFRELT, a2V VLBIRFHEEICRRIND A vE—T DX A 7 %
TEFET, B AvE—VIIHA L RAZ T EFRELTZY, Syslog ifE7L7 RLAEZFRELTDY
LT, UTNEALOT Ny Ziiel L OEHEL LT E3, BERENDHA v E—VIZ2O20
TIE, 2OV U —RCHIGT DLV AT L A v —2 A FEBRLTLLEE N,

B EINTZV AT L Av®—DIZT 78 AT HIZF. AL v TFTDCLI (a~w KIA4 v A F—
T xAR) BEEHT B0, WUNERE Sz Syslog v — NIV AT A A v bE—VEBRIFELET, R
A vF V7 h7 =T Syslog A v —TE2NEAN Y 7 7 IAFE L ET,

VAT A Ay —T% Y E— N CTEHRT DI, Syslog — N LETr F e FRT S0, F 721X Telnet
HONTa Y= A= MERATAAS v FIZT 7 EALET,
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| 258 SRTLAvE—S OXVTDEE

YRTFL Ayte—s nxorose N

VRTL AyE—D AX VT DRE

I T, ROBEHFRICOWVTIHALET,

VAT A OS Ave—VDTr—<v b (p25-3)

VAT A A=Y uX I OT 7 4V hEE (p.25-4)
Ave—YuXr 707 =71k (p25-4) (EE)

Ay —URIRGEIET A ADFKE (p.25-5) (EE)

07 A yt—voREE (p.25-6) (ER)

R Ay —=VDEA L AR T DA =T MMB LT 4 =70k (p.25-8) (EE)
07 A=V D=l AF DA F—TIMEB LT 4 =7 (p.25-8) (FEE)
Ay —VERKEOER (p259) (FEE

E A Y F—T7 B L PSNMP (248 & D Syslog A v E—V DR (p.25-10) ((EE)
Configuration-Change Logger D1 *—7 Lk (p.25-11) (L&)

UNIX Syslog #—/3XD%E (p.25-12) ((EE)

DARATL AT AyvE—UDI7+—7 v k
AT A Y AvB—UlFERK 80 LFEEN—E Y MR (%) . BXOEFORNIREBEEINS AT
VarvDU—T U ABTRAA LAY TR BREINTWDLEHEE) TSN TWET, A v

+—

Vi, ROT 4 —~ v hTRRSNET,

seq no:timestamp: %facility-severity-MNEMONIC:description

N—F U MR ORTIO A v E— U4, service sequence-numbers, service timestamps log

datetime, service timestamps log datetime [localtime] [msec] [show-timezone], F 7= service
timestamps log uptime 72—/ Nl 227 4 X a l—T 3y av Ly ROREICL>TEDLY £,

#25-112, Syslog A v —YDEHRE/RLET,

#£251 SRFL AT AvtE—LDEER

BR

A

seq no:

service sequence-numbers 72— 3L 2T 4 X a b —a Ly avw s RBREINTND
LEIET. vl Ayt =Vl — b U RAERE AL T LET,

FHMZOWTIE, T8 Ay —=VDr = U AFGZOA X =T MMEBLTT 4 =7
k) (p25-8) ZZML TSIV,

timestamp © 7 4+ —~ > b

mm/dd hh:mm:ss
EJ el

hh:mm:ss (FIREH])
ElES

dh (REFH)

A=V FERITA R MO HFFTT, service timestamps log [datetime | log] 7 = — 3L =
Y74 FXalb—vay avy RRREISNTWOLHEET, ZoFRARRINET,
FZONTIE, T8 A=V DI D AZ T DA F—TMMEB LT =T b
b1 (p.25-8) ZZML TIEIVY,

Jacility Ry —UnBHT 577 UF 4 (SNMP, SYS 2 &) TF, #H—Frahzd 77V
TAD—EIZONTIEL, K254 2L TIZIVY,

severity A=V OEKEEZTT0~7 0 1 HiDa— RTF, BREOZEMICONTIE, # 253
EHRL T &N,

MNEMONIC AvE—VEBIDRTTH¥A R ALY T T,

description LAR— R ENTOEA A FORMERT T XA R A MY 7T,

[ oL-13563-01-J

Catalyst 2960 R/ Y F Y I b9z 7 avI74F¥al—>av 4k R



H5E  LRTFLAyvE—S OXVTOBRE |

N L2574 A9E—S OFLTDEE

WRIZ, AA Y TF VAT A RAvE—VO—EE R LET,

00:00:46: %LINK-3-UPDOWN: Interface Port-channell, changed state to up

00:00:47: $LINK-3-UPDOWN: Interface GigabitEthernet0/1, changed state to up

00:00:47: %LINK-3-UPDOWN: Interface GigabitEthernet0/2, changed state to up

00:00:48: $LINEPROTO-5-UPDOWN: Line protocol on Interface Vlanl, changed state to down
00:00:48: $LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/1, changed
state to down 2

*Mar 1 18:46:11: %SYS-5-CONFIG_I: Configured from console by vty2 (10.34.195.36)
18:47:02: %SYS-5-CONFIG I: Configured from console by vty2 (10.34.195.36)

*Mar 1 18:48:50.483 UTC: %SYS-5-CONFIG I: Configured from console by vty2
(10.34.195.36)

SRATLAvE—Y AXITDT I A MERE

F25212, VAT A A= uX o S OTF 740 MREEX T LET,

%2252 SRTFLAvE—S OXUTDTIAILIERE

HERE FIO+IMEE
AU I DYV AT A A=Y axX ol R —T )
oy — )V DEKE debugging (B X OHMEMIIZ L VKWL~ %

25-3 B R)

oy 7y A NVERE 77 A NBDIRER L

0y Ny 7y AR 4096 /XA
a7 XY HAX 1 AvE—
BA AT T4E—T
GEIEN TA4E—=T N
v s = T 4—TN
Syslog h— 3D 1P 7 KL A R E

Configuration Change Logger T4 —T

=TT 4

Local7 (3% 25-4 #&[R)

WD S

informational (¥ & OfEAIZ L DRV L1, £
25-3 =5 R)

2yt—oOxX Tn0T4t—TIE

Aob— X TET 74N FTA X—TIIHEESINTWET, a2 Y — LSO WNT oo
BRI A v =V ERETIHRIT. AvE—2 aX o P2 A X —TNICTHLERH Y £,
A=Y aX IRV 32T NDEE, v Ayvk—iEFnX S o AR EINET,
aXy s TatRF, Ave—VEEMGETRERALRB LW TRESAICRESELE T,

A=y aX T ET 4 B—TNIT DI, FHE EXEC E— R TROFIEZEITLET, =

DFNHEE T,

avU R

Hi

RXTv7 1 configure terminal

Ta—) ar7Z s ¥al—yary B— REBBLET,

ATw 7 2 nologging console

Avb—YaX L rEF o e—7 1 LET,

AFY7 3 end

HHE EXEC £— FIZEY £,

Jl Catalyst2960 R4 v F YI b7 avI4Fal—ary 4K
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YRTFL Ayte—s nxorose N

=1 N Hil
ATwv 7 4 show running-config REEMER LET,
Eel s
show logging
AT79 7 5 copy running-config startup-config EE) av74Xalb—ray 77 ANVICREZRELET,

OX T TR ET 4T MITHE A E—URa Y= VIHEAENLETTrER
i@ﬁﬁﬁ%ﬁ%ﬁ‘él%ﬁ%ét&) AA /?@@fiﬁfﬂﬁTﬁ‘é ERBHVET, vX T
TUEANT 4 =T NDOEE, A v =V AERE T <IZ @F =~ FEIICE VAL T)
ALY = IERREINET,

logging synchronous 72—/ )L 27 4 ¥ alb—vay av Ry, aryy—Ar~DAytE—
RRICEBELET, Z0a~vy ReA =7 /MIT 5L, Return S RTAUT A v B—URER
ENFHA, FEHIZONTL, T8 A ve—YOREHE] (p.25-6) ZBBL TS0,

Ayt —V X T ET 4 =TI LT EITHOA X —7 VT HITIE, logging on 7 — /3
NarTZ4FXal—varyavr RefHLET,

A yE—ORTEET /N ADHRE

A= X TR R—TADEE, 3 =T TRIEEDOEFTICH A v —U%%E
TEET, AvbE—VOZELEHTE2ETET DI, F#E EXEC T— FTROa~<> Fa 1 >F 720
WEEALET, ZOFEIMEETT,

avyvFk B#
X797 1 configure terminal Ja—)L a7 4 FXal— gy E— R2HBLET,
RTv7 2 logging buffered [size] AL v FONEHNNy 771l A =Tk F 7V LET FBEET

= ZHPHIE 4096 ~ 2147483647 A N TT, T AN ROy
7 7 YA XX 4096 XA FTI,

AL o FIEmENEETDHE, 7T v a A VIRELTWY
RihiE, v 7rAanizkbhEd, 2T v 74 E5BRLT
TEEVY,

S

GE) Nv77 PARXEZRETEDLMEICRELRNTLIEE
W, MOERICHERT 2 AT RARTHIERHY F
To AA v F EDEEToy ) 2E)ERRT DI
i%. show memory 7k EXEC =~ FEMEMH L ET, 72
L RTRESNDEIIMEATELIEKRETH D7D Ny
77 YA X% ZOEIZERE LR TIES W,

AT 7 3 logging host UNIX Syslog —/S R A MZA v —T & LET,

host 21X, Syslog ' — & L THHT 2K FOARTE I IP
T RVAZRELET,

1y Aoy —U%%ET D Syslog — 3DV 2 N EAEKRT DI
I, Zoa~vy REEKRREIATLET,

Syslog H— "D EFMAIZ DOV TIE, TUNIX Syslog —/3D3%
L (p25-12) ZZRLTIIEEN,
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H5E  LRTFLAyvE—S OXVTOBRE |

N L2574 A9E—S OFLTDEE

avwvlk B#

ATy 4 logging file flash:filename [max-file-size TS5y ia AFRVRNDTZ AN s Ay —URRELE
[min-file-size]] [severity-level-number | type] |3,

o filename \Z1X, v XAy —YDOT A NLEANTILET,

o (fEE) max-file-size (21X, v 7 7 A NVDERKYA X&HEE
LE7, f8E T 2HPHIT 4096 ~ 2147483647 TI, T 7+
JV M F 4096 /N1 KT,

o (fEE) minfile-size \ZI%, v 2 7 7 A NDF/INY A X IEE
LET, FHETE %ML 1024 ~ 2147483647 T, T 7 %
JL X 2048 XA KT,

e ({ER) severity-level-number | tpe lZIE, B XU T OEKNESE
e X s AT ERELET, EREICHEETE 54
HIZ0~7TY, e¥o 7 447 F—U—RDO—E|ZON

T, K253 22ML TSV, 774/ TR, 73y
7 Ave—y, BEOHEMICL VRN SXLD A v E—
Ihnus 7y A MIEESNET,

AFv7 5 end

Kt EXEC E— NICRYD £,

RAFv 7 6 terminal monitor HEOE Y avyHz, ay ) —LUNDOBERIZA vE— U585

LET,

MR/ TA—=ZREaA~ Y Rl —h VIR ESN . By v a v
O TEITERNCRVET, T T AvbE—UhFRT DY
HlE. By a v DRI IORT T EETTOLERH Y F

‘a_o
ATv 7 7 show running-config RELETERLUET,
ATw 7 8 copy running-config startup-config UEE) av74FXalb—ray 77 A NVIIHEERIFLET,

a4 Avt—

logging buffered 72—/ \)L 27 4 X2l —L g avr REETTHE, vl Ave—U0N
WAy 7 7Ilat—3NET, BRAY 77RO T, Ny 77BN o X0 ed e, Ay t—
UREFLWA -V TEEBMAONE T, Ny 77 ICRERS A vy E—VERRT DITIE
show logging ## EXEC =2~ FAMEHLET, Ny 77 NOKRHHNA v =V REYICHR RS
nNET, NvT77ONKFE 7 VT3 5HITIE, clear logging ## i EXEC =~ > R&HA L E T,

A= A~DORX T ET 4 B—T I T HIZIE, no logging console 72—/ N T 4 F o
L—Yay avwy REFERALET, 774V ~ORF U T %T 2—7MZT 5I21E, no logging
file [severity-level-number | type] 7 A —/ )b 37 4 X ab—ay avwy R LET,

)Gk

REED 2 — )b AR— MEIFRE 72 AR RRIRRIZ 3 L CLUIERERER A v B — 8 L1 debug §F
e EXEC 2~ RO D EEEFHRT AAAOH B IO T a7 RS ENTEE
9, EREIOGUCIHERMICH NI ENDE A v b=V DX A TEFEETE ST, 2. WROIERFM
AvE—UPRHIBRENDETHRIFLTELIAN Yy 77 ORAKEERETHZ L L TEET,

FEEFHRA v 2=V B LW debug =~ > R OEHI e X0 7034 =T VD86 KE7ERT
NAAMBBRa =R ERFEHR S5 L #é@%*?ﬂ%X#E@mﬁ#%Ti
TR S AVE T, FEEEFERA v E— /kiwa@ﬂV/F®mﬁ@\JWfAﬁﬁfnyf
FRRENT=H LT, 3 Y —MZFEREINET, Lo T IEEEFHRA v&— V8 LV debug
a=y ROHAE, REHERT A AHABIOT e 7 MCEIVAEND Z E1TH Y ¥ A, I
EEBRA v E—URERENEZH LI, avy—iFa—F Tur 7 eERRLET,

Jl Catalyst2960 R4 v F YI b7 avI4Fal—ary 4K
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YRTFL Ayte—s nxorose N

Rl X 7 2H/ETHICIT. B EXEC E— FCROFIEZEITLET, ZOFIEIIEETT,

avwy kR

HiY

ATv7F 1 configure terminal

Ja— ) ar7 4 FXal—arET— RRERBLET,

RFw 7 2 line [console | vty] line-number

[ending-line-number)

Av—VORPEX T EITI LT, BREHFRELET,

e AAvFOarY—) FK—EENLTITONDIREICIT,
console ¥ — U — R&ff LE7,

e RAMinX LT EA =T NIIT B vty [BIRRERET HIT1E.
line vty line-number =~ > RZfEH L £ 7, Telnet &> 3
VEN LTI DREICIE, vty #E52 M LEd, [l
FIHRETE DHIPHIT 0~ 15 T,

16 E D vty [FHFROFREZ T X T—EICEET 51T RO K S I
A LET,

line vty 0 15

F7o, BEOBRICHHA SN TND 1 D0 vty AR OREEZ LT
THZELTEET, Lz, viy[BlIf 2 OREEZETETHIC
E. ROE AN LET,

line vty 2

Zoavwry REANTDHE, G4y a7 4 Fa2lb—va v
T NIz £,

AT 97 3 logging synchronous [level [severity-level |

all] | limit number-of-buffers]

Ao —VOReX L T oA X —T M LET,

o (EE) level severity-level 1Z1%, A vE—TOEKELZIEE
LET, BERENZOMULETHD A vE—T0%, IERBIC
HMASNET, ER/NSWVIZEEREIFIRE L, ERREN
EEEREIINESS 2D ET, 7740 MEik2 T,

o (FEE) levelall Z45ET 5 &, EREICER R, ¥3C0
A v —URERBICH I ENE T,

o (EE) limit number-of-buffers (21X, ¥ = —A 7 EN DM
RKONRY T 7 BERELET, TNEBIDIHLVA vE—
VIR INE T, FEETE DL 0 ~ 2147483647 T,
T 7 4V ME 20 TT,

XFv7 4 end

HHE EXEC E— RIZRE Y £9°,

AT v 7 5 show running-config

REZHRLET,

AT v 6 copy running-config startup-config

ERGFLET,

éru
ZEX AE

UEE) av74Xal—ay 77 A NMC

FEEFHRA v =V B LT ANy 7N ORI %ZT £ —7 127 %I21E. no logging
synchronous [level severity-level | all] [limit number-of-buffers]| 74~ 27 4 Fal— g avy

FEERLET,
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N L2574 A9E—S OFLTDEE

O Avyt—SDEA LR TDAR—TIEBEUT 1 E—TILiE
FTIFINVETIE, 87 Ay —IIF3F AL AX L TREBAISNEYA,

Oy Aybt—IDF A AL T A F—T T HITIE, Bt EXEC & — N TROFIEE 4T
LEY, ZOFIEIMEETT,

avyvFk B#
2AFvFTA1 configure terminal Ja—N)L ar7 4 Xalb—3ar FT— REBHBELET,
ATv 7 2 service timestamps log uptime QT DEAL AR T A X—T I LET,

EJ/B BIDa~y REFTTDHEul Ave—VDHA L AF LT

service timestamps log datetime [msec]
[localtime] [show-timezone)]

DA RX—=T IR0 VAT L EFER L7125 & ORI A
IRSIVET,

2EHOaAVY REFTTDHE, v Ave—TDXA L AKX
VTWA R =T AR ET, BN LA T 3 IS LT,
O—H) A AL =L Lo BAE, BER (S VR, # A
B =B ABARE T LUTRRTEET,

AFv7 3 end

¥ #E EXEC E— RIZREY £9°,

2Fv 7 4 showrun

ning-config RELMERLET,

AT79 7 5 copy running-config startup-config EE) 274 F2b—vay 77 ANVICEREEZRGTLET,

TRy T Ayk—=vbal Ave—YOMEDOLA N AL LT ET 4 2—7MIT HIIE, no
service timestamps 7 27— 3L 27 4 Fab— gy avr REFEHALET,

IRIZ, service timestamps log datetime 7' 2 —/N)L 27 4 Xa L —ay avwy REAf x—7{Z

Lichaon 7R RO— &R LET,

*Mar 1 18:46:11: %SYS-5-CONFIG I: Configured from console by vty2 (10.34.195.36)

RIZ, service timestamps log uptime 7' 22— 3L 27 4 ¥ a2 l— gy avl KA x—7

L aon VRRO—HE2rLET,

00:00:46: %LINK-3-UPDOWN: Interface Port-channell, changed state to up

O AyE—SDo—45 2 RABEDAR—TIEEEELEUVTaE—TILE
BEEOO T Ay —TDH A D AZTREICICRDZEDHDTED 1 DDA v —T % EREIC
HWATED T, AvE—VILV— U AFFEFRRTEET, T 74T, v AvE—

VI = AR FEIRRSINER A,

0y Avk—YDO = AFEEA R —TIIT HITIE., i EXEC T — K CTROFIEE FEIT

LEYT, ZOFIEIIEETY,

avwvk E]: 3]
ATv7F 1 configure terminal Ja—N)L ar7 4 Xalb—3ayF— REHBELET,
RATv 7 2 service sequence-numbers =l VAR E A R —T NI LET,
ATv7 3 end KK EXEC — RIZRE D £,
AT v 7 4 show running-config REEERLET,
AT 97 5 copy running-config startup-config EE) avr74Fa2lb—vay 774 VIREERIELET,

Jl Catalyst2960 R4 v F YI b7 avI4Fal—ary 4K
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YRTFL Ayte—s nxorose N

VT VARG BT 4 B—T W T HITIL, no service sequence-numbers 72— 3L 227 ¥ o
L—varvavy ReALET,

WIZ, =T AR GEAR—T NI LTIEGEOR X I RRO—HZ R LET,

000019: %SYS-5-CONFIG I: Configured from console by vty2 (10.34.195.36)

AyE—CEREDER

BIRL T AA RCFRREIND A vE—VEFIRT DI, AvE—VOERELFEELET (E
25-3 #HH),

Ay —VOERKELZERT DT, F5HE EXEC E— FTROFIEZETLE T, ZOFIHIIMEER
b(‘\—aﬁo

av ok ]3]
2797 1 configure terminal ryua—)ar7 4 X¥al—aryET— FEEBLEST,
RXTv 7 2 logging console [evel oY= IREREIND A v =V EFIR L E7,

FI7FNVET, v —)WET Ry T A v —T, BLOKE
I L VN LD A o=V EZE L ET(F25-325H),

R2Fv 7 3 logging monitor level SRR TSR SN D A v =T EHIR L E9,

T/ NT, WMRIIT ANy T Ay —U ) BLOEERIZ X
DNIENWLLD A v = EZELET (253 25H),

ATv 7 4 logging trap level Syslog — NZREE S LD A v E— VMR L £,

T 7 4V N T, Syslog — NMFTBHA v —T B L OEKMENIZ
FVENWLARLDA vy =T FLET (K253 22H),

Syslog —/ 3D % E FMEAIZ DV TiE, TUNIX Syslog H—/3DF%
El (p25-12) ZZHRLTIEZEIN,

2FYv 7T 5 end

F¥HE EXEC £— NIZED £,

A79 7 6 show running-config RELHERLET,
E il ES
show logging
AFv7 7  copy running-config startup-config L) 2> 74 Fal—vay 77 A MIRELRELET,
S
GE)  level ZIRETH L, ZOLNLDRA =V BLOEEMIZ L VRN LV D R w2 — 03550k

ICRRSNET,

A= A~DORX T ET =TT HIZIE, no logging console 72—/ N T ¢ F o
L—varyavwry ReEALET, avr Y=L AOMRE~OuXr 7525 42 —7 NIzt DI
I%. nologging monitor 7 2 —/ 3L 27 Falb—ar avy R LET, Syslog #—
~OBRX T T =TI T BT nologging trap 72—/ a7 4 Fab—g Ly av
Y REEHLET,

[ oL-13563-01-J
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%2531 level ¥—TU— RZRLET, £, 5925 UNIX Syslog EFe%x. BEXEOHRLE VD
OPBIEIRLET,

%253 FJyt—TAaOXrY level F—7—F

level ¥—J—F LRV |ERBEA Syslog B
emergencies 0 VAT ANRETE LOG_EMERG
alerts 1 722 B KL LB 7R e LOG_ALERT
critical 2 7 VT 4 IIVIRIREE LOG_CRIT
errors 3 g — LOG_ERR
warnings 4 i LOG_WARNING
notifications 5 ERFNESZ2ET DR LOG_NOTICE
informational 6 WHA Yy E—Y LOG_INFO
debugging 7 FRy T AyE—T LOG_DEBUG

V7 hU=TiE, NSO 4SOOI T T DRA v =V ER L £,

o VI RMNUTERIFIN— YT ORBEECETSI = — AvE—Y —  warnings ~
emergencies DEKETERINET, ZOXATDA v E—ViF, A4 v T OHEERICEEN
HHZLERLET, ZOBRBENLOEEFIRIZOWTIE, 2OV U —RIZHIGT AT AT
A A= A REZRLTLIEIN,

e debug =~ RDOHJ) — debugging PERKETERINET, BFE. 7y 7 avr RiE
Technical Assistance Center (TAC) TOAEH S E7,

s AUE—TxARDT v TERITIF VY 7P vary AyvE—UBIRVRAT LAHED
A — V—notiﬁcations DERETCERRINET, ZTOAvE—VITHERAERTHY, X
A > FOBBRITITEENH Y £ A,

EXRY) T—TILEXLUV SNMP [ZiEES NS Syslog * vE—DFIR

snmp-server enable trap 7' 0 — 3L 27 4 X a b— gy 3w REH LT, SNMP Network
Management Station (NMS; v NV — BB AT — 9 ) IZXEEND L HIZ Syslog A vi—
NIy TRA X =T MZEEISNTWDLGEEIE AM vy FOE A MY T—=7MCEEB L UM S
NHZAYE—VOEREZERTEET, £/, E AN 7TV ESND A v =V OH%E
EHETDHLHLTEET,

SNMP k7 v FI50 e ~DEEMMRFES L TNRWeD, A v —PF e XA MY T =TT S
NWET, 7740 MTiHE, Syslog N7 v 7 HBA X =TV TRONGA S, HEAED warnings D A
= BIOHEMIZ L VRN A v = (253 22H) 28, E X MU T—=70IT 1 D
SINFET,

BREBIOE AR 7—T0V A XOT 7 4/ MEEEET HIZ1E, F#E EXEC £— K TKROD
FIEZFEITLET, ZOFIEIXEETT,

Catalyst 2960 R/ Y F Y I F9 7 AV T4 ¥al—Yav (1 E
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YRTFL Ayte—s nxorose N

avwvFk B8
2797 1 configure terminal Ja—r) ar74¥al—iar EB— ReBBLET,
R797 2 logging history level' AR 77 A VTSI S HL SNMP B — R 23%(F &5 Syslog

A=V DF TV EOEKRELZETLET,

level ¥—T— KDY X MMIOWTIE, #2532 TES
AN

7 7 #/V NTiX, warnings, errors, critical, alerts, 332
emergencies D A v —UNEFEINET,

ATvF 3 logging history size number ERA R T—T KM TE D Syslog A v —VEERELF

—dﬁo

FIZFNLITIEIODA v E—URNBHESNET IEETX 54
PHIZ 0 ~ 500 T,

2Fv 7 4 end

HebE EXEC E— NICEY £9,

AF79 7 5 show running-config EAHERLE T,
AT97F 6 copy running-config startup-config UEE) =v74FXal—ay 77 A NVICREZRTFELET,
L #2531, level ¥— U — RBRLOEKRELRLET, SNMP 2 L TWAHAIE, EREOMHN | 72T ET, =& 2,

emergencies 1% 0 Cl372 < 112, critical 132 T2 < 318720 £,

t 2 RY F=T BN X0 D5 (logging history size 72— ML 27 4 X al— gy av
YRTHELLRRA vE—Y 2 FUEBEHSN TV L5E) 13 filnAyte—Y = b
VERMTEDEIIZ, b=y NI BT =T AnbHIBRSNET,

Syslog A vy E— 00X 7 %T 7 40 FOBEKEICETIZIL, no logging history 7' 7 —/3L =2/

T4 F¥alb—varavy FeEALET, AN T=TNAHOA =V HKET T 40 Mi
IZEFIZIL, no logging history size 72—/ VL a7 4 Fab—vay avyr REFHLET,

Configuration-Change Logger M1 #— J /L1t

Configuration Logger % A %*—7 /W29 5 &, CLI (A~ RIA > A F—T A R) TI{Tol=i%
EDOET 2B T % Z &2 TX £, Configuration-Change Logger ™ logging enable 5% & =~ K%
ANTHE, nZiliFEyyay, 2—F BIOREEZELT OIS a~y ROk
WAL SNET, 7OV A ZXE, 1~1000 =2 P VICRETEET (F 744 ME 100), no
logging enable =~ > KO & L (Z logging enable =2~ RE AN L, e ¥ 7 %57 1 E—7 /2L T
BHEAX—TMETHIEICEoT, v InWoTH 7 V7 TEET,

BEXZRICFER LIcn Y| FREFBE LI NT A —20Onr 7 %K 77T 51X, show archive log
config {all | number [end-number] | user username [session number] number [end-number] | statistics}

[provisioning] #3# EXEC =2~ > F&HHA L £,
a7 4 K2l —raryaX ST 74N NTT 4 =T NI TWET,

o= ROFEMIZ DWW TIL, @ URL C [Cisco 10S Configuration Fundamentals and Network
Management Command Reference] Release 123 T S L T 72& 0,

http://www.cisco.com/en/US/products/sw/iosswrel/ps5207/products_command_reference chapter09186a008
01a8086.html#wp1114989

a7 4 Falb—vary aX ol EA X—T7WITBITIE, FitE EXEC — K TRO FNE % E1T
L%,

[ oL-13563-01-J
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H5E  LRTFLAyvE—S OXVTOBRE |

N L2574 A9E—S OFLTDEE

avwy kR

=]

RFv7 1  configure terminal

rya—\)L ar7 4 ¥alb—3iaryE— NEBELET,

XFv 7 2 archive

T—=HAT ar74Xalb—ary T— NelBLET,

RTvF 3  log config

Configuration-Change Logger D 2> 7 f ¥ a2 L —3 3 > T— R& A
JILET,

AT v 7 4 logging enable

AT 4 X2 l— g EEaX S A =T M LET,

RTv 7 5 logging size entries

N
()

IE)arv 74 F¥al—Tar ol IffGHETsn s FUBEREL
¥4, FBETXAHMIT 1~ 1000 T, 57+ ML 100 T,

a7 4 F¥alb—yary a B0 X0nomalT Ly
VRIDBABERICER L EWTZ MU NEHIBRENET,

2Fv 7 6 end

FFHE EXEC E— FIZR Y £ 77,

RT 97 7 show archive log config

a7 4F¥alb—varyulEERL T M) 2R LET,

XIZ, Configuration-Change Logger % *—7 /LW iZ L Cr ZNO= > kU % 500 ([Z5%ET 5 6]%

RFLET,

Switch(config)# archive
Switch(config-archive)# log config

Switch(config-archive-log-cfg)# logging size 500

(
(
Switch(config-archive-log-cfg)# logging enable
(
(

Switch(config-archive-log-cfg)# end

RIZ, ar74F¥alb—varaZOMhklerLET,

Switch# show archive log config all

idx sess

38 11
39 12
40 12
radius
41 13
42 14
43 14
44 14
45 16
46 16
47 16

UNIX Syslog —/\DE&E

unknown
unknown
unknown

unknown

user@line
user@vty3
user@vty3
user@vty3

user@vty3
temievty4
temievty4
temievty4
temi@vtys
temi@vty5
temi@vtys

Logged command

|no aaa authorization config-commands

|no aaa authorization network default group radius
\no aaa accounting dotlx default start-stop group

|no aaa accounting system default
|interface GigabitEthernet4/0/1

| switchport mode trunk

| exit

|interface FastEthernet5/0/1

| switchport mode trunk

| exit

WIZ, UNIX =230 Syslog T—F L ZHE L, UNIX VAT LA uX 7 77T 0 2EHRT D
FIEIZOW T L ET,

UNIX Syslog T—E>~ADAT A y&—

VAT A v Avyt—T% UNIX Syslog $— NZEET BRI, UNIX % — 3 T Syslog 7 —F
VEBRETOMLERDY T, ZOFIRIEETT

root ELTRIZA L, IROAT v T EETLET,
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ATwF1

ATwF3

YRTFL Ayte—s nxorose N

Befi/3— 3 >0 UNIX Syslog 7 —F > OFIZIE, T 7 4/ ETHRy MU —27 135 D Syslog /37 v
FEZTFANBRNEDONRH Y T, ZOX IRV AT LAOFEIT, Syslog A vE—Y DY ET—h 1
X T A X —TNWICT BT Syslog 2~ R T A GBMEIZEIRT 20 ERNHHA TV 3
v %, UNIX @ mansyslogd =~ > RZH L THBILE T,

fetc/syslog.conf 7 7 A VTR D K 5 72474 14TIBIM L £3,

local7.debug /usr/adm/logs/cisco.log

local?7 ¥— U —RiE, ERTHRFX 7 773 VT4 2BELET, 77 U7 4 OFEMIZONT
X, 254 2L TL &V, debug ¥—7 — R, Syslog DEKEZETELET, ERKEDH
HNZHOWTIE, £253 2B L TLEEY, Syslog T —F U id, TN EOBEREOHAIC, RO
TA—IVRTHRESNZT 7 ANIAvE—VEFELET, TO7 7 AL, Syslog 7 —F>IC
HEIABMERD D DEEAE T 7 A NV TRITIUTR Y E8 A,

UNIX =) a7 MIkROa<w RE AL T, a7 77y A V&EERLET,

$ touch /var/log/cisco.log
$ chmod 666 /var/log/cisco.log

Syslog 7 —FE NZH LW EL B I T E T,

$ kill -HUP “cat /etc/syslog.pid”

SRR OW T, 2O UNIX 3 27 40 man syslog.conf 35 X U8 man syslogd =~ > N& &R L
TLIZEN,

UNIX SRFL OXT 2790 FT 1 DERE

VAT L T AvE—URINET AN RATEET HHEAIL. A v E—U% UNIX Syslog 7 7 2V
TAMBEFEEINTZA =V E LTHFEET DLV AT AERETEET,

UNIX VAT AL 77307 4 Avke—Y aX o Va2 ET DI, M EXEC T— R TKROTIE
ZFETLET, ZOFIEIEETT,

=N B
AT797 1 configure terminal Jua—\)ary7 4 Xal— gy ET— REBBELET,
ATv7 2 logging host IP7 KL A% AS LT, UNIX Syslog #—/3 KA RZ A vt —
ik LET,

vy Av—T%%(E9 D Syslog V— 3D U 2 N EERT DI
I, Zoa~vr REEBREIATILET,

AT97F 3 logging trap level Syslog #—/NMZFLER S LD A v E—VEHIRL £,

T 7 4V b TIX, Syslog 4— NHBEA v E—V B X OENRLT
DA =% ZE LET, level F—TU— RIZOWTIL, #25-3
ERE LTI,

[ oL-13563-01-J
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N ox rurnxs

avy Rk

BiY

ATy 4 logging facility facility-type

Syslog 7 7 > V7 4 ZRELET, facility-type ¥— 7 — FIT2W
TiE, £25-42ZRLTIZS0,

77 %V it local7 T,

AFv7 5 end

¥i#E EXEC E— RIZRY £,

AT w7 6 show running-config

REZ MR L ET

RFw 7 7 copy running-config startup-config

(ER) mar74Falb—vary 77 A VICREELRFLET,

Syslog — &4 5 I21%, nologging host 70— 3L a7 4 Fab—v gy avy ReMH
LC, Syslog h— 3D IP 7 RLUAZIEELET, Syslog h—"~Dua X V%7 4 2—7NVIIT D
IZ1%, nologging trap 7 12—/ )L a7 4 X2 lb—rar avr REANLET,

#2542, VI M =2T THR—FENTWSL UNIX VAT L 773 VT 02~ LET, 2hb
D77 VT 4 DFEMIONTIEL, THEHD UNIX AL —F 4 7 VAT LOERE~=a2 T L%

ZRLTLTEEN,

% 25-4 OX 4 facility-type ¥—7— K

facility-type ¥—7—F HL:

auth FFR[ AT b
cron cron 77 VT4
daemon AT A T—F
kern 51—

local0 ~ local7

O—AVICERSNTZA vE—Y

Ipr FA TV VAT A

mail RA—)L AT A

news USENET =2 — &

sys9 ~ sys14 AT LTHEH

syslog VAT LA BT

user —H Fut R

uucp UNIX 775 UNIX ~D 2 B — T AT A

AX Y ITREDERT

R TREBLIOR T Ny 77 ODNFEETFT HITIE, show logging FtE EXEC =2~ > RA
LET, ZOB/RICFREIND T 4 —/V ROFERIZ OV T, [ Cisco 10S Configuration Fundamentals
Command Reference] Release 12.2 # B L T 7280,
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