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a<w s RKEANLE exit x AJJLET, |1~ 1005 D VLAN /XT A —
7 2 EHFELET,

CiscolE3000 R/ wF Y7 kP av724¥al—>av #Hiq4F
m. 0L-27302-01-J |
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ARV ERSAV AV A ADERGE

A7 varsoms A

® 21 AU F E—FOBE #EE)
E—F T AR Jar7h RTHE E— FOR#®

B =T AR A
V74 F a2l —a
v

Ja—nR) arry
Xal—vay T—
R, interface =
~ K &AL, A
VE—T A A%fE
ELET,

Switch (config-if) #

BTLTZa—L
a7 X lb—
vay T— RIIRE
BHITi%. exit # AJ)
LET,

¥i#E EXEC £— F

R D12, Ctrl+Z
I, end A
HLET,

ZOEFE—FREMHFEHLT, 41—
P2y b B hDRT A —
ERELET,

A B —T oA ADEFRIZD
WTIE, Mo Z—T7xc (R 2
V74 Fal— g EF—FR
DOFEMAFE] (P14-8) 2B
LTL7E&EN,

R U /8T A—XZFREL CH
BDOA LB —T 2 A ZAERE
TOHHEEE, A ¥ —T=A
2AgiHORE] (P.14-10) %
S LT EEN,

FA Ly a7 4 X
L=z v

Ja—nN) a7y
Fal—zg E—
R, linevty £7-
X line console =~
v REMHEHL TR
BHRELET,

Switch (config-line)#

KTLTZa—r
a7 KX b—

vary E— RIIE

AHITi%, exit # AJ)
LET,

kg EXEC £=— R
R DI, Ctrl+Z
I, end A
HLET,

ZOE—REMFEHALT, Wk
ERRD/NT A —H B E L E
R

a<w R E—ROFEMICOWTIZ, 2OV Y —2 T hHa~vr R U772 A REBRBLT

<TZEVY,

ANILVT DRTLDBE

VAT A T MIEMG () EANTHE, Kavr N E-RFTHEHATE 2w FO—EMNR
RENET, o, FEOav Y RIZoWNWT, BHET2X—U—FBLUBIHR0—E2RR"T52 LD
T&EFET, £ 22E2BHLTLIEEN,

® 2-2 VT DBE
avwv kR Sy
help EEOI~vY KR E—RT, "7 VAT LAOMEEF R LET,
v FOEEH7? ANLEXFHTlhhELa~vy RO—KERFLET,
WIZH 2R L ET,
Switch# di?
dir disable disconnect
=2 ROIEFH % <Tab> BRETAN LIca~vy FazmeRa<r FIZLET,

wIchlz R LET,

Switch# sh conf<tab>
Switch# show configuration

[ oL-27302-01-J
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W o< Fozkk

#* 2-2 ~NLTOWME (FE)
avwyk B
? FEDa~vy FE—RTHEMATELZTNATDavy FRO—BEFRRLET,
WRITF 2~ LET,
Switch> ?
a2 R? v ROF—TU—RFO—-EarRRrLET,
Wil e~ LET,
Switch> show ?
IR E—T— F U= RICHIST 25150 Ka Fom LET,
Wil e LET,
Switch (config)# cdp holdtime ?
<10-255> Length of time (in sec) that receiver must keep this packet

EQIANNE "5

Ay ROKEND, A v FRRFED AT FE L TRBMTELXFRETEAN L, RIFEKTE
iﬁ_o

%Iz, show configuration £ EXEC =~ RZEE TANT 682 L ET,

Switch# show conf

>~ F®D no R & LUV default X DHEE

KD ar7 4 Fab—ray avwy R, no BRXBH Y £9, no BT —KIC, BEOHIEE -
EEMEE T 4 B =T M T B854, HAIWITa~r FOBMEEZRDETEHEAIER LEY, & 21,
no shutdown 4 > ¥ —7 A A a7 4 Falb— g avy I\“%fﬁﬁﬁ*f‘é&\ A B =Tz A AD
VX M UUBRRYVEENET, ¥F—TU—Fno 2fREETICavr FEFERATLE ToE—T L
WCLTEENEHOA 32— 2, £, T74VFTT 4 =T NICHEE SN TOLHEEEN A X —
TR E T,

a7 4¥alb—yary avy R, default EXLHY £, ﬂ’?/MDdefaultﬂbfci aw
FOREWEEZT 74NV MIRLET, RO~ NIZT 74NV FTTF 4= NICRESHL TN S

DT, default I no BEXERUCIZARDET, 727 L. T 74/ FTA RX—TZ Tfézh“@\f

RBNOEEPRHEDT 74V MEICERESNTWAavr b ET, ZhbDavy N2 T
%, default =~ FEFEHT DL, a~ RBAR—T NI, BERT 74V MEICRESLE
7,

CiscolE3000 R/ wF Y7 kP av724¥al—>av #Hiq4F
m. 0L-27302-01-J |
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CLiozS— rvt—> N

CLIOXIS— Avt—

#2312, CLIZ#HLTAS v FaRET 2L EXERINLIAREDH LT — A vt —TD—

HAEHNTLET,
% 2-3 CLIORBMETS— Ay tu—
IS— Ayte—o B AVTDORFER
% Ambiguous command: A v FRav RELTHRHBTE a~vr FEHEANL, RBICEMZF (7)) 2 ALE
"show con™ DETOXTENMANENTOERE |+, a2 FEEMBFOMICIIAN—2% 1 DANRE
Ao ER
avy REEHICEATE S —TU— RRFRaNE
R
% Incomplete command. a<y FICHEOR—TU—REZIT |a~<w> FEHBANL, KBICEMSG ) 2ALFE
5D, —EADENTWERA, T, a~wr FERBFOBICIZAR—2% 1 DANE
j‘o
avy REEHICHEATE S — T — RRFRANE
ED
% Invalid input detected |a<  ROANIRATT, ME-T |[8HEF () ZANTDHE, ZOa~vr K E— T
at ‘~’ marker. WAHEFIEXy Ly b (M) RETR (HTE29_XToavy RRRRINET,
LTRET, S  REEBICHAITE A% — T — FRERSNE
j‘o

aAVvI4F¥alb—Yay aAxXUo0EAAE

A v FOBREELZ iR L TERIEDZ LN TE&FET, Configuration Change Logging and
Notification BEEAEM T2 2L C, By va v FhiFa—F XA T LIIEENFEL T v X 7T
TET, nZICREESNADIF, HASAEZSEaYy 7 4 Xal—vary avr R, avr REANL
fea—H, a~vr FOAAREH, 2~ Rk 28— 60 ) X —r a— RT3, ZOHEICIE,
BIKLTWDLT Y r—va VORENELE SN D & Il SN 2ERB@EM TS HY £,
Syslog ~Z DA ZFET DI L HBIRTEET,

(GG¥) CLI E/ZTHTTP OEEOAENr 7 L LTtk shEzT,

CiscolE3000 R4 wF Y7 k9?7 av724¥al—>av #Hq4F
[ oL-27302-01-J .m
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N o< FREOEASE

avy FEERODERAZE

AN LTza<r R, Y7 ho=Tflica~y FBERE LTESHET, a~ v BRI,

Access Control List (ACL; 727t A o> hua— U R L) OFRERLRE, RV o~ FEZX
T MU EMEL AN LTS RWEES, FICER T, 2—F0=—XIC&btTI O
HAR<wA ATEET,

o [a~wV RBENY Ty 4 XOEH ] (P2-6) ((EE)
o Ta~wr ROOHL| (P.2-6) ({EE)
o o=y NEEMEDT +v—7 1) (P2-7) (IER)

avY FBEEBNy D7 Y4 XDEHE

7 7 4V kT,

10 Da<y RIALUBNBENY 7 7 IR FESNET, BIEOHKE Yy v a v EiiE

KERBROTXTOE Yy a T, TOHEERTEXET, ZNOLOFIEITEETT,
HEORRKEy Y a Vv TIREESNDa~ L RIA VU BEERET 5I121%. ¥ EXEC E— R Tk a~

Y REANLET,

Switch# terminal history [size number—of—lines]

fEETE DL 0 ~ 256 T,

FEEDOERRZET 2T X TOEy v a V TRIEFEEND I~V RIA U BEHRETDHITE, 7940 v
T4 F¥a2l—varyE—RFRTROa~v R AN LET,

Switch (config-line) # history [size number—of—lines]

fEETE DL 0 ~ 256 T,

ATV FOREUHL

JBIEN 7 71l D a~y REMOHTIZE, £ 2-4 OWTOULOBIEEZITWET, 40 OBREIHME

BT

® 24 av Y FOMUHEL

73!

B/

Ctrl+P ¥ —F 7213 1 F—2M L E 7,

JEIENR 7 7 ITHRESI N TWD a~vr RE, kHoa~y R SIEICHUH L E
T, F—ZHIT N, Lo~ RBEREFERINET,

Ctr4N F—F720% | F—2 ML £,

Ctrl+P ¥ —F 7131 F—2fFEH L TCa~r REERH L%, BEAY 77RO
IFHLVwavr FIZEDVET, S—2MF7-Nc, ZvHLvwa~s RABER
FRENET,

show history

¥ #E EXEC E— R T, HANlCADN LIW ohoa<wr RERRLET, £RS
h3a<r Fo¥iZ, terminal history 72—/ )L 227 Xal—v gy a~w
Y RFBXWQhistory 74> a7 4 Fa2b—vay avy NOREMEIZL > TH
ESNET,

1. REIF—AEMATE 201E, VTI00 72 & D ANSI AHUSRICIR S E T,

CiscolE3000 R/ wF Y7 kP av724¥al—>av #Hiq4F
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wEpeoEmsz M

Oy FEE#EED T —T L1k

avy FBIERGEE. BBINICA X — TR TOET, BAEOMEE y v a v EhEa vy KA
LTF A =T M TEET, TS OFIBHEETT,

BAEDWARE v a T OMREE T 4 E—7 /2T 5ITiE, terminal no history %4 EXEC =2~
REHHALET,

FEFRICT 52y v arTavy KEEEZT B—7 0T 5I20E, no history 74> 207 4 ¥ =
L—vary avy ReEALET,

= <Y -~
REMEEDFEAAX
TR, awr RIA OBREIZESOREERICOWTHB LET, ARIFRDO LB T,
o HREMEDA 2= MEB LT =711k (P2-7) (EE)
o [F—Rbtn—rickba~vr FoMmE] (P2-8) (EE)
o EELY bEVa~Y RTIA4 0 0OfRE] (P2-9) (EE)

WEBBEDA R—TIIEBEEUTsE—TIL1iE
JRERET— FIZHEIMNICA 2 =TV ETN, T48—TNMITD, HFOAS FX—TWZT D, &
I E ORI CHEREMEZHEA T2 L0 CRETEET, ZNHOFEIZMEZETT,

VEREET— RE2 7 e — T 4 E—T7 T BT, 4>y a7 4Falb—2 3y F— TR
Da<vwr FEANLET,

Switch (config-line)# no editing

BAEOWEY v v a v THERET— REFHOA 3 —7 /W9 5121%, ¥ EXEC E— R TkDa~
Y READLET,

Switch# terminal editing

BEDEFRICOWTHLERET— R2HORET DT, 94 ar74Falb—v 3y T—KTR
Da<wr ReEASILET,

Switch (config-line)# editing

CiscolE3000 R4 wF Y7 k9?7 av724¥al—>av #Hq4F
[ oL-27302-01-J .m
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N gs#nokmAs:

F—RAbO—YI2&KBa7 2 FOHESE

£ 2510, AV KIA VORBICBERF—A FI—2 &R LET. THODF—2 hr—2 HEH
“C“j—o
% 25 F—R +O—Y 12k BT FOESE
HRE *—2 bo—41 EL:b
a~v R IA4 v EEBHLT, BE |[Ctul4B F—F7id—F— | I—YNV%E | LFEHTETHAIZELET,
FIRIIRTEEITWVWET, PRLET,
Ctrl+F ¥—F7-i13—>F%— | H— V% | XFESHETNcED E4,
ZWLET,

Ctrl+A =L £,

A=Y Neaxy R4 OEBEICBEH SEET,

Ctrl+E 2 L £ 7,

A—=INeazwry R ORRIIBHSEET,

Esc+B Z4f L £,

=N 1 T— R THBRARLET,

Esc+F ## L £,

=N 1 U— RS aicED E7,

Ctrl+T #H L £,

H—=INVDEIZHD LT %, D—I NV MEDOLTLEX
oz ¥4,

Ny TZynbawy REROH L,
av U RIA4NCR—A NLET,

BHRICHIEELZ I0EAR ANy 77
WRESHTWET,

Ctrl+Y =L £,

Ny 77 NbIRFOZy N 2RO LET,

Esc+Y #H L 7,

Ny TZrnbkoOxy MY ZFOHLET,

Ny 7712, KBICHIBREZ XA v L 10EHA Lo
BRIFESHEE A, Bsct+Y % 11 [mILL B & HHIoNy
77 = MVICRS TERRINET,

Rl MY ZHIBRLET,

Delete ¥ —F 721%
Backspace ¥— %L &
R

=Y NDEZH DL FEHEELET,

Ctrl+D ##f L £ 7,

A= WALEIZ S D LT ZHIBR L E 7,

Ctrl+K ## L £,

H—=INLENL A RIAL VDERRBETOEN T %
HIBRL £9,

Ctrl+U F721% Ctrl+X %
HLEI,

=V NMLEN S A~ RTA L DREE TOLELT %
BB L £,

Ctrl+W Z L £ 7,

H—=INVDEIZHDHT— REHEELET,

Esct+D ## L £,

H—INLENS T — FORBE TEHIBLET,

U— K& RLFFELIT/NCFITLE
T, £2E. —EHOXLTET TR
LFITLET,

Esc+C 2 L £,

H—=INMBEDOT — K& RLFICLET,

Esc+tL #ff L £ 9,

H—YNLEDT — K&/ NCFICAEELET,

Esct+U ## L £,

H—=I NWNLENS T — RORBEE TOXLFEE RILFIZL
9,

BEDX—A ho—7 & FEITr[Re
a<v R BEEFYa—Fby M)
ELTHELET,

Ctrl+V F£721% Esc+Q
F—E2MLET,

Il CiscolE3000 RAvF Y2 +rHz7 AV T4 Fal—2av 4 F
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£ 2-5 F—RAPO—YI2kBATEDRE (HE)

wemeosmyz W

HEE

*—z2 bA—%"

E:y

LATEZE L #iE F~A 7 v —r L
T, WARBEEICINED & 5RWVWFETR
NAZRRSEET,

GE)  show =~ FOH e L,

Return ¥ —Z ML £,

17T F~2Za—1L%¥T,

SR — IR R T
WEWH /I TIX, More 71
TR BMMERINET,
More 7 u v F FNEREN
72841, Return F—F8 &
W Space F—ZfEH L TAZ
o—/)LCEET,

Space ¥— &L FET, 1 i F~A27m—LET,

A FPHEEICA v =V |Curl+lL F—F 72X CtrltR | BIEDOa~ U RIA VEBERRLET,

RELNT-EAIZ, BfEOa<w U B |[F—2WLET,
FAEBRBERLET,

1. RAIF—2MERTE 5 D1E, VT100 72 £ D ANSI AHGRIZIRHVET,

HEHEIYERWVWIATUFSM4 VDESE

BHE LTI ZBAEVWa~ L RI4 Io0nTiE, a~r FDT vy 7T o7 FERERZEH T
FF, A= IABET—TLIETAE, FOavL RIALUF 10 CFENTETE~YT7 FERET,
A RITAVOEENS 10 LFETITRABRLS R ETHN, E~RAZ7v— LT, a~vr KO EE
WO ET =y 7 TEET, TNHOF—EIEIXMEETT,

aAx Y FOEBICAZ n—V L TANNEEZTF = v 7 T 21203, CtltB F—FldF—%2 kL
MLET, 2~ FIA OEBICEEBTT 51213, Crl+A 2/ L £,

KEIF—MEHTE D DI, VT100 72 £ D ANSI A#HERICER 5N E T,

WOBITIE, access-list 72— VL a7 4 Fal—vay av R IR 117080 BEL
o TWET, BN =Y ADPTRICET D &, TOTIF 10 XFHETE~T T hESh, HERRS
NET, RS ($) X, ZOITRE~RIZa—LENTEZ 2R LET, I—YAPMTRICETD
TENT, ZOITIEHW 10 XFRRETE~T 7 FSvET,

Switch (config)# access-list 101 permit tcp 131.108.2.5 255.255.255.0 131.108.1

Switch (config)# $ 101 permit tcp 131.108.2.5 255.255.255.0 131.108.1.20 255.25

( )
( )
Switch (config)# St tcp 131.108.2.5 255.255.255.0 131.108.1.20 255.255.255.0 eq
Switch (config) # $108.2.5 255.255.255.0 131.108.1.20 255.255.255.0 eq 45

a<wy ROANMKEbDoTeth, Cul+tA 2L TREKRDOWXLE T v 7 L, £0D%% Return F—%2 L T
a<w REFETLTLLEEN, ITRIZEREND R E (§) 1, T0ITRA~A7 a—L3Ni=Z
tERLET,

Switch (config) # access-list 101 permit tcp 131.108.2.5 255.255.255.0 131.108.1$

V7 MU T TCIE, WREEILZ S0 AT AETHA EMEINTWET, HEOIEN 80 &1 7 LELIIL
Th HHE1TIE. terminal width #4E EXEC =~ > RAZHERA LT, HWEDELZREL T &V,

Ty TTTUr ML a~y NEREREZFAT 2 L, BIICAN LIz a~ 2 K= R &2
CHLTEFETEET, BilcAILIza~<w> K =2 M) OO LFECZDWTE, [F—2 e —7
WCkpavr FofmEl (P2-8) #8RL T ZEWN,

[ oL-27302-01-J
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W show &&Umore a7 FEADRRS LU T4 L2 YT

show 8&U more a7 FHADBEREE LUV IqILAR )Y

.

show:l‘oJ:U\more37/%@&7]%1‘%—&%&074»&)/7T%iﬁ‘o ZOREIX. KEOH 1%
V— hNT LA, AN ARERERERINT 25 BB ET, ZhbDa<wy ROFHIZEE
/C“ﬁ—o

COMEEER AT 521X, show E£7/2iE more 2~ RE AN L=k, N7 755 (]). begin,
include, F721% exclude DV FN2DOF—U— K, BLOXTS BMBEZITT 4 V&2 D% i
Ebi‘é—o

command | {begin | include | exclude} regular—expression

SFFNTIL, RXFE/DFEREBIENET, 72L& 2L, | exclude output & AJJ L7286, output %
ETITIXIR R SNETAD, Output % & 10171 i%réﬂiﬁ“

RIZ. protocol PWMER SN TWAITIET M AT 2RI ICHET L2 R LET,

Switch# show interfaces | include protocol
Vlanl is up, line protocol is up
VlanlO is up, line protocol is down

CLIO7/ XA

CLI 2=y —5fe, Telnet, £72137 7 0V 2EAT A2 LIk TT 7 ATE £,

o) —)VEGEET=IL Telnet (2&B CLI 79X

CLIZT 7EATHI2E, AA v TFDOREZ— T v 7 A RICRWLENTWDHFIET, A vTFD=
UY=L R MIERELIIPC 28 L, A v TFOEREL VICTILERSHD £5, £7-, LE)
Tt ABLWIP EREBETAHEICHEATEAF TV a VI HOWTERT 5720, 5 4% T2
AvFOIP T RLVABIORT 74V N F— R oA OEIN YT 25HL TSN,

AL v FRTTIZREINTWDEAE, v—h b ary—AgEEFEiXYE— b Telnet v 3 >
Wl T CLIWCT 7 BATEETN, ZOFATFOT 7R AN TESL L0, HICAL v F 2%
ELTBLLERSY F9, sEMICONTIE, NRERERRIZXT 5 Telnet XA TV — KOFRE] (P.11-6)
R T TEEN,

RONWTNPDTIET, A v F L OEREMLTE £7,

o AAwFDarY—)R—FI, BHRAT—2a ERIEFAVYLT v BT LB WG LET,
a V=) K= F~DOEFIZHOWNWTIE, AL v TFDAX— T v 7 HA REREFAN—FRT=T A
VARNL—vay A4 REZRLTIEZEEZND,

o UE— MNEHAT— g D BIEE D Telnet TCP/IP % 72 13K 51k Secure Shell (SSH; % =7
) RNy —VEEHLET, A vFiE Telnet £7-1XSSHZ 54T heDFRy NU—7
PEEMNARE TR TR FH A, FTo, AA v TFICAFX—T N =7 by b NRAT— RERE
LTHLLZELHMETT,

Telnet 77 B ADTZDDAA » FFHEIZOWTIE, HinREHRIZ 95 Telnet 782 U — KO IE )

(P.11-6) L TLIEESW, A v FIEFERIZHRK 16 @ Telnet Ty > a v EHKR—FLET,
1 A® Telnet =2 —FIZ Xk » TITON AT X, DT XTD Telnet &> ¥ a3 IKBLERET,

SSH D7D AA v FREICOWTIE, [SSHDOTHD AL v FOHE] (P11-47) 2B TL
ZEW, A v FITHRKS DDL4E7 SSH vy v a v ERFFICYR—FLET,

CiscolE3000 R/ wF Y7 kP av724¥al—>av #Hiq4F
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cLio7stx N

avY—)LR—Fh, Telnettyar, £IXSSHE Y a v 2B TR THE, BH AT — 3
v R — EXEC Yu 7 MRERENET,

CiscolE3000 R4 wF Y7 k9?7 av724¥al—>av #Hq4F
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W cuo75tx

CiscolE3000 R/ wF Y7 kP av724¥al—>av #Hiq4F
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AAYF F7—LDEKTE

ZOETIE, IE3000 A4 v F DT T —LERETDHECOWTHALET,
ZOEONEIT, kO LEBY T,

o (XA vF TT—20HE] (P3-1)

o AT T —2DFE] (P.3-4)

o [ AAvF TT7—LOHE| (P.3-6)

o [ZAf v F 7F—2 AT —HADFER] (P3-13)

ZOETHMT 23~y FOBXBLOEMGEOFMICONTIE, 2OV IV —ADAL vF awy
FUZ77 L 2R LTIEEN,

T T —=ADANR— FBILOH IR — FOFEMIZ W TIL, [Cisco Switch Hardware Installation
Guide] #ZWR LT ZE0,

ARAYF 7 o5—LOBE

AA T VT 2T H, A= ML ETZIZAAL TR TAAL v TFOREEZE=FXLET, RS v
FEFEEFR—FOREDOKRELERESINTVDIRTA—F R LAAWEE, A vTF VY7 bu=x
TIET F—bERESEDINVAT A AvE—V2RFLET, F74ALMTIE AL vF V7 b
VTl VAT A Ay —=YuX s Ty VT 4 (syslog 77 VT A4) VAT A Ayk—Y
FERELET, £ @Sy U= FHE T hail (SNMP) k7 v 7% SNMP ¥ — 2R ET
DEINAA v FERETDHZIEHLTEET, 79— VL—%HHTDE. AHEDOT T —L4 T34
A% NI H—FTBHEICAAL v TFERETEET, 77— 2OFREHFEOFEMIONTIE, A1 vF
7T —LDOFE] (P3-6) ZBERLTLEEW,

o [ V/u—nN) 2F—H 2 F=KY T 7F—5h] (P3-2)

e [FCS=F—tbxFUvALEVWHE] (P.3-2)

o [R—h AF—HAF=XY L7 7TF7—2A] (P3-2)

o [ TI—2REDAT v a ] (P3-3)

[ oL-27302-01-J
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B 2197 75— LOBE

A—nNIL ATFT—E8R E=R YT 75—L4

AA v FIE, 7=V T I3 —LEET 77T 4 T TR EMETIND
BT 57 7 — L& 0E L ET,

IREE & IR E ORI

% 341 FO—nNV RTF—ER EZAYT F5—LA

TI3—A HL]

EREET 7 — A AA v FIE, TaTIVEREELVET=ZLET, 2 OOFBENAL v FIZA A =L &
NTWDBLEEE, 1 DOEWRIC hi#%$¢5&77~A#%$Li¢ 5 5 0> B IR 1 S B )

R B L., 77T YV T ENET,
BT A LIICRETE T, SOV T,
AN

BREET 7 —La2N—FU=T JL—{Z
MERIEET 7 — L0 E] (P3-7) 2R LT

RET 7 — 2 ALy FIE, AL v FNMOBRRERMEZE=F T 5EEE Y —% 2 S TWET,
o TIA4=Y T T—2I%, KEF (20°C) BLOEIER (95°C) T, ¥4 L AWM
F—T TR £, _n%74t TIZIETEEY A, T 740 kTl 7747)@
BT S —AFA Ty — UL —ICTEEMT SR TVWET,
o BHUFY TT—AIE, :ﬁénfwéﬁzkﬁ DIELEVEL Y 2T LORENG
SBol2 B LITEL o 2B AICRAELET, T 74V FTIE, B XY 7T —4
X7 4 =7 2o TWET,
FEAZOWTIE, TAAS v FDOIRET 77— DR E] (P3-7) 2B LT EEN,
FCSITIS5— EXTYIRLEFLME
A=Yy MEEI—LDOERKE Yy F 25— L— NI 108 T+, vy b =5— L— Fo#ifIL 10°
~10N T, By b 2T — L= ERA v FICANTHITIE, EOEEEHEMALES, By b=
S— L— 2 10° ICBETIHEES BHEOBELE LTIFEANLET . T 74V FDFCSEYy h =5 —
— ME10® T,
EEOE Y b =7 — L— FRREMEEEE#HTHHEIC, FCS=T7— b AT U VA LI VWEEZRTE
THZLILESTT I =200 B2 &< 2 &ﬂf%iTOEXTJ/xL%Vﬁi\T7 DRE
LEVMEICHT DT I —4 72U T LEVEDOEEZ R (%) TE#XLET,
72l ZIE.FCSEY F 25— L— DT 5—AEN 10 IZREINTWBIES, ZOENT T — L%
FELEVMETT, 79— 27 U7 LEWEE 5%10710 o ET 5121, 37\7) /x SFVAE b EIR
DEICHRELET,
h=7T5—A U7 LEWME/ 7T —ALFZELXVE
h=5%10"1°/10%=5*102=0.05=5%
FCSE AT U ALEWEIZ, A v FDTRTOR—MIEHAEINET, FBE DEAPAIE 1 ~
w%TTO?7¢NFﬁﬁm%fToﬁﬁKO%Tﬁ\WCMMEmHMw77 A@ ] (P.3-9)
LT TEE,
o — — » —
R"R—bF RTFT—E3XEFZRYG 75—L

AL v F Tl A=V Fy b R=FDRT—FAEET=HF L, £ 32IRTT IT—LIIHESILTT—
A AvE—VhAERTLHZLELTEET, 2—VOHMEFMEEL D, AL v FIITF—4 I
TrANEFEHUEFRARERT 7 — 2R EEZYR— L TWVET, 077 A VEEBERL, &
A= Xy h R =M1 OFTOEHYDYBTEHZLENTEET,

Il CiscolE3000 RAvF Y2 +rHz7 AV T4 Fal—2av 4 F
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GE)

* 3-2

2497 75—LomE B

TI—L Ty ANEEATLE, A= OT T L5 EA X —TNVELIEIT BT LT
D, 1 OFERE@EEFOT 77—V L—IZ7 77— 50528l Iy C&ET, £/, 77 —4 7
Ty ANEFRLTCT 7—25&82#%ETDHE, 7745 FT7 v 7% SNMP h— N [CkET5H 2 L
R, VAT A AyE—U% Syslog —NIZEETH LB TEET, HEEORE (F 7+ F) T
iE, TRTCOAL A =T =2 AT T —5b 717 7 AV defaultPort 73 STV ET,

12DV L—IC LEKO T S — L2 BEMTA2 0, MADY L—IZxt L 1 DDOT7 5 — b &2 Bt
FAZELTEET,

#3212, R—F AT —ZAE=FZ VLT TI5—2D—E, ZOHN., BLOMELRLET, £
21X, CiscolOS VAT b 2T — Ao —VEKEIZESSEKRENRE DY THNTWET,

R—bF RF—BRE=AY2T 75—L4

7o—4

SiBA

Link Fault 77— A

R—MOYEBIZEELNH Y, T — X BEOEEEIMEWEE, A4 v FIX Link Fault 7
FT—ALEERLET, RORY CIEEIESELIT I e v A TT, VI EENS
V7&N5 &, Link Fault 7 9 — A b HEIFICZ V7 ENET, 2OT7 7 —LDEKRET.,
LUV 3, 7 —LEETT,

Port not Forwarding 77— |R— FT/7 v MEEDBITOI TV RWES . A1 v F I Port not Forwarding 7 7 — A & 4

VA

BLET, R— Ty MEERBBEND E. ZOTT—HMIEEBNICZ ) 7 ENET,
ZDOTT—LDEREIT, LoUL 4, LT,

Port not Operating 7 7 — A |EEIREOE/L T 7R MHICKR— MEENFKETDH & XA v F X Port not Operating 7 7 —

AEARR L E T, 34 L7 Port not Operating 7 7 — Alid, AA v T OFEEIRFIZFR— h A
BERRRTHLILAICET, 2V 7SNET, 207 7 —2OEREIX, L V3 77—
WHETT,

FCS Bit Error Rate 7 7 — A& |[RESNTWDH FCS By F =7 — L— MIEEOL— FRiIES< &, A4 »F i FCS Bit

Error Rate 7 9 — 224K LET, HHR—PFDFCSEy h =I5 — L— NI, AV F—T =
AA AT 4 F2lb— g CLIZHEALTHRETEET, FBMIc >V Tk, FCS Bit
Error Rate 7 7 — 2 D% E| (P3-9) #ZMLTLZEW, ZOT 7—L2OEREF, LN
N3, = F—REETT,

ToI—LRBEDA T3y

AA v FTH, ROT T —2RAEFERPR—FENTHET,

o HREWHERY L —
AA v TFNE, 1 ODOMNL LT T7—H VL —%H2TCVWET, 77— VL —{F, ZFr—rUL A
T—HABLIOR—=F AT —=H ZDREICL > TRAZSERZ LN TEET, VL—2RETD
LLAERDT T —BEE (AL, T4 b, ZTOMDEREBERLY) ICEEEFSEAEETEET, /£
BOTT7—2%&M%E2, 77— UV L—CHEfITLZENTEET, FEEIZIE, Cisco IOS v &
THAITT— Ay —VEHKRKEIZESCERENE VY TOERTWET,
VL—%RETDHECONWTE, [AA v F 77 —20F%E] (P3-6) Z22RLTLIZEW,

[ oL-27302-01-J
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W Ag75—Lo®E

e SNMP 7 v~

SNMP IE, v —Vx¢tx—Vxcr MNDOBEDOA vE—Y T4 —~<y "ERET LT 7Y 7 —
variA4¥ a3 Td, SNMP VA7 A%, SNMP % —Y %, SNMP =—> x>k, B
JOEFIEHN—2 (MIB) THiKRIhE7,
snmp-server enable traps =~ > REZAT T 5L, 77 —A M7 v 7% SNMP h—NCEE T
HEICHRVET, TI—L T T ANVEMHEHALT, SNMP 77 —A by T EEET LD
DOERBEELIIFR— N AT —=F AT 7 —LFEGMFE2HETEET, FEMIZONTIL, [SNMP 7 v
DA F—=TWAk) (P3-13) ZBHL T EI0,

e Syslog A v&—

TI—hTud A NEFERTLE, VAT A A yE—U% Syslog = NZEETEET, M
ZoWTHE, RS v F 77 —20F%E] (P3-6) #ZRL T I,

NEBT 5 — LDEKFE

AL FORIE/SFN EOT T =B ANAR—MIXF LT, F7, BEF. KEHFAEE V-7, THH
DEEBENICHEET AT AL ANSEDT T — L AN ERRK 4 ODFETEETXET,

3-1 F53—LR—FOEVEIYET

Ey T7o5—LES 12345678

To5—L1 AN
T7o53—L2AA
BEHA
753—L3AA
To—L4 AN
AEE
TI3—LHEADEY
TI—LAALOEY

0o N O o~ WO N =

207434

BT T—BATZH LT, TT7—2% ) H—F57-O0MRBIKEZITMARKEREL, £/, 77—
ADBERELZRETEET, 77— NI T—F5L, VATA AvE—URERISNET, 7
T—=LDORBLEANTIT DL, TOLBMNY AT A Ay —URNICERENET, 7TT7—L0 KV
H—ande, LED T4 AT LA b T LET (LED IZ@FIZA7IZRoTEY, ZhIET 77— 240
RNZ EEBHRLTWET), LED 22\ TIL, [Cisco Switch Hardware Installation Guidel % 2/ L
TLIEEWN,

TZ—5 NYH—DOREIL. open 2> closed DWT LR ET, BRELAWESG, BIEAALS

ETT—ABR MY H—ShET,

o open &iE, B (AEIIMEER) 2 L TERMRN TO2BFE OREZEWRL T, BEROH
NMEILET DL, 7T —LRERINET,

o closed &iF, Hml (BEIIHER) 20 L TERMEN TRV LE2BKLET, BRI END
LTI ABNERERET,
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nE7s—LownE B

TI7—L2EREEATFT—, AVrx—, FREFIZITLANVIHRETEET, BEREEFTI—L Ay
T—VICEREN, T, EREICLST, 79—2NR M=/ XD LED OALERESINE
4, LED X, v~ FT— T I7—2DBPR[ITA LY, AV — T 5 —LDOESITRTHITL, 7V T7 4
T T T — LD ﬁfmﬁbifo&Eéﬂfw&wﬁA\T7¢WF@T7 LADOBEREIT~
AF =22 ET,

T T — AEEERET DL, FitE EXEC E— R CROFIEZFATLE T,

avyv kR B
A7971  configure terminal Jua—\) ar7 4 X¥al—vary T— RFEHBLET,
A7972 alarm contact contact-number £ 75— AEAREOMPELRELET,

description string

e contact-number OfEIX 1 ~ 4 TT,

o FBIOIFHNL 80 XFETORIMFTHEL, TOXFHNE, £k
SINDBTRTOVAT A A vE—VIZERINET,

A7973 alarm contact {contact-number | all} TS — AEEREEIITRTOEARED, N T—BLIOERNES
{severity {critical | major | minor} | HELET,

trigger {closed | open}} . BEER (1~4) ANTHN. FRCOTT—AERETH 2 L

FHRELET, 77—2BHOEEY Y TIZonTiH, K 3-1 %
SHLTL X0,

e severity (21, critical, major., F721% minor Z AJJLET, EK
EERELRWES. 7740 Md minor 720 £77,

e trigger |21, open E7/-if closed AT LET, FNUFT—EREL
RWGA. B closed D EEIZT T —2N MY T—3nET,

A7974  end

¥4 EXEC £— FIZRE Y £9°,

A7975 show env alarm-contact RESNET IT— LA EZFELET,

Z79y76 copy running-config startup-config (BB 2> 74FXalb—Tay 77 A NMIBEERHEGFELET,

GE)

77— ADOHH & HIFRT 521X, no alarm contact contact-number description $7# EXEC =2~ K
EANNILET, 77— A@Ejﬁf% minor (7 7 4/L ) IZFRET HICIL. no alarm contact
{contact-number | all} severity x AJJ LET, 77 —28AD M) T—% closed (77 +/V ) 1T
FEF 512X, no alarm contact {contact-number | all} trigger = A ) L £ 7,

T T —AREBLORT — X A &R T 521X, show env alarm-contact 554 EXEC =~ K& AJ)
LET,

TT—h a<wy ROFEMZOVWTIE, 2OV IV —20a<wr R Y77 LU AR T EEN,

RKAAL v FTIE, ZhbD7 77— 250 CISCO-ENTITY-ALARM-MIB 23 %R — F &N TWET,

WIZ., door sensor EWILBIDOT T —2 AN 2%, RTOEIBNALIZEEICAD Yy — T T7—2%7
—FTBEICHRTEL. RIZ, TRTCDOT T—LbDAT—HZABLOREEERTDHH 2R LET,

Switch(config)# alarm contact 2 description door sensor
Switch(config)# alarm contact 2 severity major
Switch (config)# alarm contact 2 trigger closed
Switch (config) # end
Switch(config)# show env alarm-contact
Switch# show env alarm-contact
ALARM CONTACT 1
Status: not asserted

Description: test_ 1

[ oL-27302-01-J
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AL YF 75— LDEE

Severity: critical
Trigger: open

ALARM CONTACT 2
Status: not asserted
Description: door sensor
Severity: major
Trigger: closed

ALARM CONTACT 3
Status: not asserted
Description: flood sensor
Severity: critical
Trigger: closed

ALARM CONTACT 4
Status: not asserted
Description:
Severity: critical
Trigger: closed

AAYF T I3—LOKE

o [FTTANIDAAL v TF TT7—LEE] (P3-6)
o [BFEET 7 —20HE] (P3-7)

o [AA v FOIRET T —20%E] (P3-7)

e [FCS Bit Error Rate 7

7 —LDOE] (P3-9)

o [7I9—ATu77A4L0OE] (P3-11)
e ISNMP 7 v 7 DA 3x—7 114k (P.3-13)

TIHILEDRA YF 75 —LEKTE

% 3-3 FTIAXINWEDRL YF 7TS5—LERE
7o—LA FI4IMRE
ya—n  |EREET S — A AL v TF OV TNVERE— ROFEIIAR—T MRV ET, 7T — A
% TH FHEA,
FaT NVEREBEE—FOBEE., T 74NV NOT T—AEHME LT, VA
FThAybE—URary —VICFERENET,
TIA<VIRET T— A A A FIRENEE 95 °C M HIAK 20°C OO & & (24 F—T Wil
D ET,
TIGA<) AL v TFDIRET T—LF Ay — U L—IZHEMT T
W9,
YH U FVIBET T — A 5T,
A=k Link fault 7 — A TRTDOA Vv HE—T 2 A ATTF 4 =TI

Port not forwarding 7 7 — A

TRTCDOAS VB —T =2 ATT 48—

Port not operating 7 7 — A

TRTCDA L H =T = A ATA =T )L,

FCS bit error rate 7 7 — A

TRTDA L HE—T 2 A ATTF 41—

CiscolE3000 R/ wF Y7 kP av724¥al—>av #Hiq4F
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BREE7 5—LORE

BIROFMET, BIICHRILShET, 24 v FOBRREREFRT 21213, F# EXEC £— FE213
2 —+ EXEC & — FC show env power =~ RZEA L E7,

BIREET 7 — 2% Y L—IZBEAHT 2121, alarm facility power-supply 7 =2 —/ 3L 27 ¥ =2
L— /a/:?/]\%’fﬁﬁﬁbiﬂ“ BIREET 7 — LNCEEM T 12T X TOT T =L e b T v T %,
Syslog =B LU SNMP = NZEET LR IICRET DI LB TEET,

BIFIEET 7 — 2% ) U—ITBEMNT 21213, F7# EXEC T— FTIROFIRZ ETL £,

avwUFrk ]3]
27971 configure terminal sua—syL arZ 4 X¥alb—ary T— FERHELET,
A7972 alarm facility power-supply relay EBIFERTY 5 — A% Y L—|ZB#rHT £,

major

A7973 alarm facility power-supply notifies |EjEHET 5 —4 5 v 7% SNMP —ICEE LET,

27974  alarm facility power-supply syslog | EJfEE 7 5 — 2 5 v 7% Syslog —/NMZ%kE L ET,

A7975  end

i EXEC =— RICEY £,

A7976 show alarm settings E MR L E T,

A7977 copy running-config startup-config |({£F&) 2> 7 4 X¥al— a3y 77 A MIBEFRITELET,

)

ALY FDim

T 74N NOEREET T —L%ET 4 B—T7NMTT HICIE, alarm facility power-supply disable 7
o—X)L a7 4 FXal—raryavwr ReEEHALET,

U L—. Syslog =73, F£721Z SNMP ¥ — 3~D7T 7 — AkEET 4 —7/MICF %IZ1E, no alarm
facility power-supply relay. no alarm facility power-supply notifies. no alarm facility
power-supply syslog D% 70— \)L a7 4 X¥al— 3y avwy ReHLET,

notifies 2~ FZHH L TT77—24 +7 v 7% SNMP ¥ — Z%ET 25121, £ 7 snmp-server
enable traps alarms 70—/ NL a7 4 Fab—v gy avr REHEHALTSNMP — %€ v b
Ty 7T HRERHY ET, [SNMP k7 v 7 DA =74k (P3-13) 2B L T EE0,

WIZ, BIREEE=XZ) T TI7—258 AT — VL —IRETDHHEZRLET,

Switch(config) # alarm facility power-supply relay major

E7 5—LDRE

TIAIVRET 7— B0 A VIRET 7J—2OBEELEVWVEIEECTCEEST, $72, 774
~VIRETS—AEIT A A VIRET S—200WTNhE ) L—ICEEMTE 2 L TEET,

e [ ZAAM v FDOT T4~ VIRELETWEDOREE] (P.3-7)

o [ RAAvFOEHI U FVIRELEZWEDORKTE] (P.3-8)

o NBETI7—20) L—~O#EfF] (P.3-8)

ALY FDTS5A< Y RELEMEDRE

alarm facility temperature primary 7 o —/ )L 27 4 X L— gy av s NeffTs L, 7
TAVEEE=2V 7 77 —LDKRELZVVEBIOHELEWVEZHRETEET,

[ oL-27302-01-J
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WM xf9F 75— LOBE

YSEVA
AFy72

ATy73
AT974

ATy75
27976

RLEVWEZRET DI, FiiE EXEC £— FCROFIRZEITLET,

avyFk B#

configure terminal Jua—rL ar7 4 X¥alb—ay B— R2BEBLET,

alarm facility temperature primary |75 4~ U BB LEWEZHFHEL T, LEWHEIE, -150 °C ~ 300 °C @
high threshold FPHICRRE LET,

alarm facility temperature primary |75 4 < V{XiE LS VMEZZRTE L £, LEVMEIZ, —200 °C ~ 250 °C ®
low threshold PR E L ET,

end ¥5HE EXEC £— NIZR D £7°,

show alarm settings REEWRLET,

copy running-config startup-config |({£%) 2> 74 X2l —Sa v 77 A NMICHEZRELET,

BEE=XV 7 TI7—LRELHIRLTT 7 4V bR EICE 721, no alarm facility temperature
primary high threshold 72—/ 3 a7 4 Fal—va v avr REHEHLET,

WIZ, T7I7A<VIBET=X) T TI—AFELHBRLTT 74V MREICRTHIZRLET,

Switch (config) # no alarm facility temperature primary high 45

AL YFDEHhUZYERELEMEDHRE

ATyF1
A797 2

ATv73
ATy7 4

AT975
ATy7 6

alarm facility temperature secondary 72—/ 3L 2> 7 4 Xal—v gy avr FEEHRHT L L &
Ao ZVREE=2V) 7 TI7—L2OKRLEWVMEBIUOERLESVEEZRETE £,

KIE L EVWMEZHRET HI2E. ¥ EXEC E— F TR OFIEAZEITLET,

avvFk B

configure terminal Ja— arz o Xal—vary T RefBLET,

alarm facility temperature A FYERLEVEEZRELET, LEVEIZ, 150 °C ~ 300 °C ©
secondary high threshold HPAICERELET,

alarm facility temperature AU F VKR LESWVEEZRELET, LI WMEE, -200 °C ~ 250 °C ©
secondary low threshold FHEICERELET,

end e EXEC E— FIZEY £,

show alarm settings REEMERLET,

copy running-config startup-config |({-Z) = 74 Fal—La Ly 77 A NMTREXRGFELET,

THUFVIBELESVET 7—2%T 4 E—7MICT 512X, no alarm facility temperature
secondary threshold 72—/ 3V a7 4 Falb—vary avwy FEFEHALET,

WIZ, B EVRELEWVMET 7 —2%7 48— WICT D012~ LET,

Switch(config) # no alarm facility temperature secondary 45

BET 5—LDY) L—~DOEE T

T7HNETIE, TIAVIRET 7 —203 0 L—ICBEM T 5 TWET, alarm facility
temperature 7 2 —/ 3L 227 4 X al—vary av s REFEHTHE, SNMP hJ v 7 E 7T
Syslog A v = I 7 T4~ VIRET 7 —2 2Bl 17720, U1 —, SNMP F7 v £z
Syslog A v E—VICE N F VIRET T — L& BEMITZY TEET,

CiscolE3000 R/ wF Y7 kP av724¥al—>av #Hiq4F
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| 238 RA9F FS5—LOBE
Z24v7 75—Loke W
Y
() AAvForrrnrYi—iF AVy— U L—EInEd,
¥ EXEC E— Fvb, ROFIAESTTFIA~VVIRET T —LFZ BV FVIRET 7 —2b%
U v —IZBEA T £,
avwyFk B
Z7y71  configure terminal Fa—r )L ary 7 4 ¥al—Tay B— REEELET,
A7y72  alarm facility temperature FIA=VIBET T —LEFE I FVIRET F— 2% L—ITBE
{primary | secondary} relay major ||},
A7y73  alarm facility temperature TIAVRET T —L VI TERITEI X IVRET 7—5 N v
{primary | secondary} notifies % SNMP +— R ZHEELET,
A7y74  alarm facility temperature TIALSVIRET T—H N Ty TERFEI L VIRET T—LH T v T
{primary | secondary} syslog % Syslog #— NZEE LET,
27975 end Rt EXEC £— FIZR Y £7,
A7976 show alarm settings REERTER L E T,
27971 copy running-config startup-config |({£i%) 2> 7 4 Fal—a L 77 A MCBREERTFELET,

S

GE)

notifies =~ FZEHLTrY 7 —24 +7 v 7% SNMP #— NZEET 2121X. £ 7 snmp-server

enable traps alarms 72— 3L 27 4 Falb— gy avy REfHLTSNMP +— "%t v k
Ty TTAEMENRSD ET, ISNMP F7 v 7 DA 3x—7 4] (P3-13) 2L TN,

vH A VIBET 7—2%T =7 T BIZIL, no alarm facility temperature secondary % £ Jf]

LETS

WIZ, BIRLEVMEZ 45°CIZL T, BEHUHVIRET 7—252 AV v — U L—IZRET D01 %7 L
9., ZOT7 T —AICEEMTONTTXRTOT T —5E T v 7iE, Syslog —s3E& SNMP #—3

Wk EEhET,

Switch(config) # alarm
Switch(config) # alarm
Switch (config) # alarm
Switch(config) # alarm

facility temperature
facility temperature
facility temperature
facility temperature

secondary high 45
secondary relay major
secondary syslog
secondary notifies

KIS, 1FEDO (FT7A4<Y) BETF—2&2 APy — VL —ITRETLHZRLET, ZO7T7—A
BB BT _RCOT I7—2 L 8T v 7iE, Syslog — M EFEEINET,

# alarm
# alarm

Switch (config)
Switch (config)

facility temperature primary syslog
facility temperature primary relay major

FCS Bit Error Rate 75— L®DHTE

o [FCS=J—L&WHE

oOFE] (P.3-10)

e [FCS=F7— AT U TRLEVWVEDHKE] (P.3-10)
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WM xf9F 75— LOBE

FCS T5— L ELMEDETE

ATy 1
AT972

ATv73

ATv7 4
A7y75
ATv7 6

HMEINTWVDL— MIEBEOL— FRIESL &, AA v FiL FCS Bit Error Rate 77— A &£k L £
ﬁ‘ FCS =7 — L &WMHAZHFTET 5121, fes-threshold f v ¥ — 7 = Af A a7 4 Fal—r g
<~ REFEHLET,

R—rOEy b 27— bL— MEEZRET 51213, $H# EXEC E— FTIROFIREZFEITLET,

avwyk By

configure terminal Ja—) ar7 4 F¥al—ay E— RE2EBLET,

interface interface-id RETHDA LV E—T2A ABEANLT, fVF—TxAf A AT 4F
L—yay E—FERBLET,

fcs-threshold value FCS—=Z7— L— hZRELET,
value |2 6 ~ 11 OFHOEEZHRET HZ LICLV . Ik Ky b =5 — L—
R 100 ~ 10" 2R ETEET,
F7HNEDFCS By b =7 — L— I 10® T,

end ke EXEC E— FITED £,

show fcs-threshold REZWR L ET,

copy running-config startup-config | ({£i%) 2L 7 4 F¥al—T gy 77 A NVICEREFRGFELET,

7 4/ h® FCS L& VWMEIZETIZIX, no fes-threshold 1 > % —7 =/ XA a7 4 X2l — g
awr REFEHLET,
W2, R—FDFCSEy hx=F7— L— 1% 10 ICRETLHHIE2RLET,

Switch# configure terminal
Switch (config)# interface fastethernetl/1
Switch(config-if) # fecs-threshold 10

FCSI5— ERXRTUIALEFMEDERTE

YSEVA
ATy72

ATy73
ATy7 4
ATv75

EEOE Y F 27— L— FAREMEMNEEZEHT L5, e ATV RAEZRETDHILICE->TT
TV EZEYSZENTEET, FCS=F7— EXAT UV VR LEWEZHET HITiE, alarm
facility fes-hysteresis 72—/ L a7 4 Fal—v gy avr REHEHLET,

A
()  FCS t 27U LA LEVMEE, AL v FOFTRTOHR— MBS ET,
FiHE EXEC E— R0 D, WOFNEIZHES T, AL v FICHkTHFCS =7 — B AT U A LEWMEZFH
ELET,
avwyFk B
configure terminal Juo—)L ar7 4 ¥al—ary T—REfBLET,
alarm facility fcs-hysteresis 2Ly FDE ATV AN N— METHRELET,
percentage percentage \ZARE T E AHiPHIL 1 ~ 10 T, 7 74/ MaIEX 10% TT,
end F##E EXEC £— NIZRY £7,
show running config RELZMERLET,
copy running-config startup-config |((£&) = 74 Fal—Yar Ty A NVICHREXIREFELET,

CiscolE3000 R/ wF Y7 kP av724¥al—>av #Hiq4F
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24 9F 75—LoEe B

FCS =7 — ERXFT VT ALEWEEZT 7 4 /L MEIZEET 2121Z. no alarm facility fes-hysteresis =
<~V REEHLET,

((X)  show running config =~ > FEEHT D L. 774/ MELUSAD FCS =7 — £ X7 U U ANRKRS
nEJ,

WIZ, FCS =5 — b AT U 2% 5% ICRET AEZ R LET,

Switch (config)# alarm facility fcs-hysteresis 5

To5—L 7774 ILOEKE

o [75—h Fu77ANLDOIEREFIZEF ] (P3-11)
o BEDKR—=F~DOT TF—Lb 7077 A400E) 4T (P.3-12)

FS5—L TA7 74 IVDERERIZEE

alarm profile 72— V)L 2V 7 4 X al—vay avr REEHRATLHE. TI—L Ta 77 A VEE
MLy, BBFO7 a7 7 A VEER LD TEET, HILWT T—L5 a7 7 A NV EER LIZRR
TiE. WTFhOT T =L b A X =T N> THER A,

(i)  defaultPort 7’1 7 7 A )L TA F—T WZ72 57T 7 — A%, Port not Operating 7 7 — L7215 TY,

¥# EXEC — Kb, ROFNEIZHE-TT T7—b a7 7 AV EERLET,

avwv kR B#
27971  configure terminal Fa—L ar 7 4 ¥al—ay B— REEBLES,
A7972 alarm profile name HL a7 7 A NVEBERT . BFEOT a7 74 EEELTC, T
F—hTuZyrA)ar 4 ¥al—ary T—RNEREBLET,
A7y73  alarm alarm-id FET 7—bDT T =L NFAXA—=F 2 BMELITEELET (X 34 %25

M), HETEAMHEIZL ~4 T, AX—ATRYGIAZ L2y, EHHOT
F—ALID #ASTEET,

A7y74  notifies alarm-id ({L7%) SNMP 5 v 7% SNMP #—NICEETH L 90T F— L BE
LET,

A7975  relay-major alarm-id (EE) 79—4 F v 72V Lb—ICERTHEICT IR ELE
7T

27976 syslog alarm-id {EE) 79—L4 bT v 7% Syslog V= NCEETHLIICT T— L%
ELET,

A7977 end HiHE EXEC E— RICREY 9,

A7978 show alarm profile name BEEERLET,

27979  copy running-config startup-config |({Li) =7 (¥ al—ia 77 A MCHERRELET,

TI—h7Tu7yANEEERT SIZIE, no alarm profile name 70—/ 5L a7 4 Falb— g v
avy FEHLES,
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WM xf9F 75— LOBE

WOFTIX, Vo #9v (alarmList 1D 3) 77— AN A F—T N> TWH T 7 AN A —F xRy
FR—= DT T—h T T AN fastE BVERELFIEFE LET, Vg AU TI—MEA Y ¥ —
V—iERInCnET, £, 207 Z7—2A1E, SNMP —NZi@s %, Syslog h— N2 AT
A Ay —UERELET,

Switch (config)# alarm profile fastE
Switch (config-alarm-prof)# alarm 3
Switch (config-alarm-prof) # relay major 3
Switch(config-alarm-prof)# notifies 3

( )

#
Switch (config-alarm-prof) # syslog 3

notifies =~ > REFHALTT 7 —4 N7 v 7% SNMP H— IZEET5121%, £ snmp-server
enable traps alarms 7 02—/ S a7 4 Falb—v 3 av 2 REHHLTSNMP +— %t~ k
Ty 7T HNERHY ET, [SNMP b7 v 7 DA x—7 4k (P3-13) 2B L T ZE0,

% 3-412, alarmListID &, 36T 257 7 —LAERO—EEZRLET, TH6D7 7 —2DOFEMIZ O
T, [R—bt AT—H2EF=HV 7 7TF7—21] (P3-2) 28RLTIEEN,

% 34 AlarmList ID %5 &7 35— LDEHA

AlarmList

ID 7 5 —LOEHA

1 Vo EE

2 AN— R THEE DT O TR

3 A— FBEMEL TR

4 FCS =7 — L — FALEVWEZE
ZTW5

BEDR—FADT7S5—L TAT7AILDEYHT

YSEVA
ATy72

A7973
27974
7975
27976

AV H—=T x4 A A7 4F a2l —v 3 T— KT alarm-profile 2~ FZHFEHT L, 7T —A
TuT7rANEREOR—MIEIVETHIERTEET,

TI—h T Ty A ER— MIEID S THIZIE, FHE EXEC £— RCROFIEEZEITLET,

avwrr B

configure terminal Ja—) ar7 4 F¥al—ay ®— RE2EBLET,

interface port interface BETEAL v F e FOREEFANL T, A X —T AR AV T 4
Fal—varE—FEHBLET,

alarm-profile name BELETO T s A NS A v E—T = A ZTEN ST E,

end FikE EXEC £— RIZREY £7

show alarm profile RERMER L E T,

copy running-config startup-config |({-&) a7 X2l —Tal 77 A NVICREFRELET,

BEDOR— BT F7—h 7u7 7 A NEHIERT 2I2IE. no alarm-profile name 1 > % —7 = A A
ay 7 4FXal—vay avy ReFHALET,

WIZ, fastE E\WNHT F7—h 7Tu7 7 A VER— MDD ETHHZRLET,

Switch (config)# interface fastethernet 1/2
Switch (config-if)# alarm profile fastE

CiscolE3000 R/ wF Y7 kP av724¥al—>av #Hiq4F
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RAYF 7 5—LDEE

AL YF 7S5—L ZAT—42ZAD%x M

WIZ, fastE LS T T —h T 77 A NER— MpOHIRT 26277 L ET,

Switch (config)# interface fastethernet 1/2
Switch (config-if)# no alarm profile fastE

SNMP F3 v 70414 Rr—T Lk

alarm N7 v 7EEETDHEIICAAL v F &2 A =7 LT 5IZiX, snmp-server enable traps
alarms 70— )L a7 4 X al—vary avr REEALET,

GE) TI—=L T T ANEHEHLT,SNMP 77 —24 M7 v 7 HH%Z SNMP —NIZEETH L OITA
A v FEFET HIZIE, £ snmp-server enable traps alarms 70—/ )L 27 4 Fal— 3
vy RefA LT SNMP Z A X —7 WAL 50813 H ) 7,

TI7—=A NI T EFERFBTDLELICAL v T oA F—T LT DI21E. ¥ EXEC E— R TKROFIA

ZFITLET,

avwy kR

E[:3)

ATy71

configure terminal

Jua— )L a7 4 F¥al—ary B— REBBLET,

AT972

snmp-server enable traps alarms

SNMP 7 v 7 %R ETHL AL v TF A 2 =T /L LET,

ATy73

end

e EXEC E— FIZEY £,

ATy974

show alarm settings

BOE 2 B L E T,

ATv75

copy running-config startup-config

(FBE) a7 4Falb—3ay 77 A NVCHREXRELET,

ARAYF T I3—L AT—R2ADERT

T —rSVBIOR— DT 7 —h AT —H AEFRTHITIE, £ 3-51008F 1 > 23 EKOFHE
EXEC =~ R&EFEHLET,

% 3-5

Ta—nLBLUR—FDT7S5—AL RT—ERERRTIIATUE

avwy kR

=]y

show alarm description port

TI—LDEFEFLEZOHHELERTILET,

show alarm profile [name]

VAT LARADTRCOT T—h TurdyrA N, FREFBELETn 7 74
NEFRRLET,

show alarm settings

AL v FICEEESNTVABTRTOITa— L T —b52F R LET,

show env {all | power | temperature}

AL v TFOBRETZ7 7V VT A DAT—H AERRLET,

show facility-alarm status [critical | info |

major]|

ALy FICAERSNTZT F—2ERTLET,

[ oL-27302-01-J
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CHAPTER

ARAYFDODIPT7 FLRARBELUVTI7HILE 5—
O ADEIYHT

ZOETIH, HBIRBIUOFEOEK FEEZFEHLTIE 3000 214 v F DAL v FHHHRE IP 7 FL 2R
BIOT 74V N = U= AHFROE O Y TRYE) 21ERKT B HFECOWTHHLES, 2A( vF
DAZ—R T v a7 4 F¥al—a 2 EETHHFECONVTHEHALET,

(F) ZOETHEMLTWDa~<y ROMXBLIUERTEOFMIZONWTE, 2oV —20awr R
77 LA &, Cisco.com ~X—® [Documentation] > [Cisco I0S Software] > [12.2 Mainline] >
[Command References] 28 % [Cisco 10S IP Command Reference, Volume I of 3: Addressing and
Services] ML T IZI 0,

ZOEONEILZ. RDEBY TT,

o EHE Yt x0E (P4-1)

o 2L yFIFROEFY KT (P4-3)

o [FfTar 74 Xal—v a3 OBBLIOMEE] (P4-16)

e (R — T w7 arvr74X¥al—arOEE] (P4-17)

e (VTR U=T A A=Y VBE—ROATF Y a—/Li%iE| (P.4-22)

(3¥) IP 7 Fl1 2 XU Dynamic Host Configuration Protocol (DHCP) D% EICRE T 5 Z OEDEFEHIL, IP
Version 4 (IPv4) [EADFEHRTT, AA v F ETIP Version 6 (IPv6) DEaik%r A F—7 VI T DH4E
T, % 42 5 TIPV6 2=F ¥ A b b—F 4 VT DOFRE] T, IPV6 7 RLAD T +—~ v FBILUHRE
WCEADOEFEREZB LT EZI W, IPV6 24 F—TMZT DI, AA v FETIPYH—ER A A=
DB L TV DAHLERH Y £,

BE O XDHBE

2L v F BT DIZNE, XX =P T 7 FEEFIN— R 2T A AL —vay A FOF
Bz~ T, A v TFEZRELTEHERE A VIZL, AL v TFOuHHRE AP T LA, ¥ 7 xv b =
AT T ITFIVE =T, =7 Ly hBIWTelnet XAV — K42 E) 2170 ERNH Y £97,

CiscolE3000 R4 wF Y7 k9?7 av724¥al—>av #Hq4F
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B #m7nti0BE

GE)

BHRORS Yo AT —bho—F VY T7 MU= T OEEREGENET, 7— o —FXROLIEE
FITLET,

THEL~L D CPU #1217V ET, CPU LY R Z 24I8bT 52 L2k, WHEATY vy
VTIN5 GE. AE, BERSAHELET,

CPU %7+ A7 A ® Power-on Self-Test (POST; BIRHE AL 7T 2 ) #4703, CPU
DRAM &, 7T v ¥a T AN VAT LEWET D77 vy a T8 A0 %7 A M LET,

o VATAR—KRLEODaL NI N TTvva Ty VAT AENBLLET,

o TITFNIDOS (AR —T 4T VAT L) V7 T EAEVICE—RKL, AAf vTF &l
#LE,

T—= b —HIlLoTCTTIvia Z77A4I VAT AT Z7RALTHL, OSZu—RLET, 7—
fr—XOMHBEMIZER. OS Or— R, EfHEMHER, BLOEIBICRESAET, OS 28 CPU il
TEBL9 B E, 7—bha—FF, RIZVATLEN Ty hENDIDBEENRERAINDS ETIEIET
TT 4TI ET,

AA v FITIE, CiscolOS V7 =T DA A—VEBINar 74 Falb—vary 77 A NVEKNTD
VA—NRTN av Xk 75y va I—FRHVET, AL v TEHHRTE LR TH, A v TEXR
BREIOT v 77— RT&ET, av X 7Ty v I—FRERVALTYH, BROL 7 /4%
73— OEED =0T CiscoIOS VY 7 b =7 DV o— RBMLEIZRLRWEY | 21 v FEEILS
MranEdh, 2L, 20X N 7Ty va I—FREROANTE, 7T 02 7740 VAT AT
JRATERL Y, TIVBRERLD ETT— Av—URERENET, AL v FITE, A A
h—EHDALRT N TTyva AEY B—FKBRFELTVWET, £/, A4 v FiF, 5050
ARV R N T7Tya H—RIZHELTHVET,

VR T T yva T AIVOREEFRT HITIL. show flash: Fi#E EXEC =~ FAHFEHRALE
T, 2Ty ROFEMZHOWVWTIE, kD URL 2 LT 7ZE0,

http://www.cisco.com/en/US/docs/ios/12_2/configfun/command/reference/frf009.html#wp1018357

AL v FOaAL NIk TTyva AEY H— RO AL EEEIRBTEICONTIE, [Cisco IE

3000 Hardware Installation Guidel %#ZM L TL7ZE W,

F, OS BDEHARFIBRICRDIZEOERZBEENBELLELEAIX, 77— —FXFT AT AN T
TRTMWOETI7RBALET, T T RTNOLVATANT Z7EALT, LERBNIX, 77 v
Ty AN VAT L E Ty —~v L, XMODEM 72 a2 HHLTOSDY 7 hy =T A A=
EHALVA M= L, Kb/ AT— RKERE L, &EMNICOS 2FHEZEcE 4, 5o T
W, Ty 7 b =7 TEENEAELEGAOEIE] (P53-2) BLWY INATU— FEZENTZ5GAORITE )
(P.53-3) B LT EE0,

NAT— ROEEEYT 4 E—TNIZTEET, O TIE, [RATY—=FEEOT « 2—7 11k
(P.11-5) 2L TLZ&W,

AA v FIEREE VY TAHITIE, PC £dMmREa L Y — )L R— MR L, PC £ A=I 2
L—vary V7T OR—Lb—rBIOF¥Y T ¥ 73—~y b A vTFDar)—yfR—h
DOREL —HIETTBLILSERDH Y £,
o FTT7 4 RDOKR—L— I 9600 T,
o FIUFNLIDTF—X ¥y M8 TT,

A

(F) FT—Z2bEv A FLara28ICHELEEAE. NV T 4 73 i L) KHRELE
7,

e FTITFNIDAMYT By NI 1 TY,

CiscolE3000 R/ wF Y7 kP av724¥al—>av #Hiq4F
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o TITFNIONY T 4BREF 2L TT,

ALY FIERDEIYUEHT

GE)

IPEHREE VB CTHIE, A v TFOvy VT vT7 TasZ A% #EHT 5 5%, Dynamic Host
Configuration Protocol (DHCP) H— "z 25k, I FEHTETT L2 HERH Y £7,
HED IPEROZENLERGSE, A v TFOEy N7 v 7 TurInzEHLTLEEn, 207
s LEFHTLE, RARMMEAX—TNL =T Ly h RAU—RERETDHIEHTEET,
F7o, AEE T, Telnet NATV— REHIDV YTy (VE—FMEFEPOEX2 )T 4 fROTD), A
AYFRIITAZDATY FEIIA N AL v FL LT, HBDOIWEAZ U RTry 2L v F L LT
RELEZY TEET, By b7 v 7 7ur I AOFEMICONTIE, "—FY =7 f A Fb—va
A REZRLTITEIN,

P—"OFREHRIL DHCP — "2 LT, IPHFROEDEHL L AEE Y Y TETVET,

DHCP Ml L TW A HEIE. A4 v FRENICHD B TONLIP 7 FLAEZZELTary 7 ¥
L—yay T ANEGARALETIE, By N7 v 7 70 s 7 Ao OEMICEELRNTIES N,

AL v FOFREFEZIH L COIRBREET R —FOBEEITL. A v FE2FETRELTLLEE N,
FNLAD2—F, gk y N7 v Tal T AEBERH LTS EE N,

2T, ROBEICOOVTHALET,

e [FT7FN DAL v FIEH) (P4-3)

e [DHCP X—2 D H#hik & OME ) (P4-4)
o [FETOAL vy FIEROF K T) (P4-16)

FTI+ILEDRA v FIER

#4112, TT7HNVEFDARAL v T FEHRETLET,

£ 41 T4 FDRAL v FIER

Ll T4 FERE

IP7 RLABLOI T Xy kv A7 IP7 RLUALLZEY TRy b v AZFERSNATOEY
Ao

FIANE = T A TN =2 IFERSINLTOERA,

AF—=TN =7 Ly s RAT—FK NAT— REEZINTWVERA,

KA N4 HIRFRRIZ 3R E S - 2 41T Switeh T,

Telnet /S A U — R INRAT— RIIERZRINTHETA,

JTAK av K AL v FHHE T A4E—=T

7T AHL JTAZBZIIERINE R A,

[ oL-27302-01-J
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W =/ yFEEoRYLT

DHCP R—X D BB EDHE

DHCPZ, f v #—F v FARAMBIOAS VH—Fy NI =X 7 TS RHREER I L E T,
ZO7a Falit, 2 o0aryR—x bRH Y ET, 1 DI DHCP — "0 bHF (4 Aica v 7 4
XFal—vary RIA—FERMTIaFR—FF $I 12T A ARy hT—F T RL A
EEIVMBTHa Ly R—3x> TT, DHCPIZZ T4 7> MY —RETNMIESHWTNET, IBESH
72 DHCP ¥ — 2, #MICREINDE T NNA R LT, F*y hI—27 T RLRAEZE DY, av
TA4F¥a2lb—ary "I A—FE2EMHELET, A1 vFiL, DHCP 7 747 > b XU DHCP #—
L LTHRECTEET,

DHCP R— 2D HEIFRETIE., A vF (DHCP 7 547 h) 1ZE#KIC, IP 7 FLAEHRBLW
a7 4 FXalb—vary 7TrANVEFEHLTCHBICERESNET,

DHCP R—2DOHEHEEHHTLE, A4 vF L TDHCP 7 74 7> MUDEREEITHLEITH Y
FHA, 7277L. DHCP H— T, IP 7 RLRIZHE LK) — R 7 v a VERETHLERD
V¥4, DHCP2EH LTy hU—2 ETar 74 Fal—iary 77 A0%2) L—F35451%.
TFTP ¥ —_"BLP R AL X —L AT L (DNS) H—NOREVMERLELH Y ET,

AA »F O DHCP ¥ — &, A4 v F LFEILC LAN EICERETLIZ b, £DXA »F L35I LAN
FICR#EST D 2 &b TEEd, DHCP B — 05702 % LAN ETEIfEL TV 5546, A v & DHCP
F—fIZ, DHCP DV L— FNA R aRET H2LERH Y £3, U b— T3 2%, EHEER SN
TVW5 25O LANMT7u—R¥y 2 bI7 74 v 72k LES, V—ZF7a—FEy 2 X
Ty bEiRE LERADR, ZELLEAT Y FOSEEIP 7 RLRAIZESW Ty &Rk LET,

DHCP X—2 D H#FREIX. AA v F D BOOTP 7 747 v MEREIZRDDLHDTT,

DHCP ¥ 547> FERTAEX

AL v TFEBEBELIZEEZIZ, Ay TFIZar74Xalb—val 77 A ANBRWEA, DHCP 7 74
7V MBI E ., DHCP 7 74 7> b3 DHCP H— R EERE TR LES, a7 ¥
L—Yay Z7ANMNFEL, TOREIHEEDNV—T v K A4 ¥ —7 = A A0 ip address dhep A
VH—T 2 A AT 4 FXalb—vary avry RREENDEA. DHCP 7 74 7 > b RFFOH &
. DHCP 7 94TV " WAL EZ—T =2 A4 AT IP 7 RUAFREZER L E7,

4-11Z, DHCP 7 74 7> b & DHCP H— N TREBEEINDZ —HEDORXA v =V 2R LET,

X 4-1 DHCP 754 7> MH—nEDA v E—DFHR

DHCPDISCOVER (FE—F¥+x X k) _
AA4YF A DHCPOFFER (1=%¥Z k) DHCP #—/%

E? DHCPREQUEST (70— E¥v X b) e

_ DHCPACK (1=%+vZ F) *
U FA4T Y N ChH AL vF AL, DHCP %— 08 %5+ % 7112, DHCPDISCOVER A v
t—U&7u— K% A kLT, DHCP #— 3%, DHCPOFFER ==% % A b A v&—IC k-

T, FHAER 2 74 FXal—var XT3 A2A— (IPTRLVA, TRy b A7, F—FrU=A
IP7 KUA.DNSIP7 RLZ_ IP7 RLABEOY —274Y) 27547 MIEERLES,

DHCPREQUEST 72— R¥ ¥ 2 b A &=V TiX, 77472 ME, #ERINEREEBRICKT LT,
DHCP —NZEXRAREREZRERLET, ZOEXRRERIITe—FXy A ENddH, 77947
k75 DHCPDISCOVER 7 u— F¥ v 2 b A vt —T%ZE Lo+ ~Tod DHCP — %, 7
TAT Y MR LEIP 7 FLAZHFAIACE 97,

51807
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DHCP #—/N%, DHCPACK =% ¥ A Aot —V %7 FA4A T MIRT LT, IPT RLARY
TAT LV MZEOVRTONTEZLZ2ERLET, ZORAvE—VIZEoT, 27347 b P —r3Gn
TREN, IIAT U MEIY AR ZELEREFEREEH LET, AA v TFOXETLHHRE
i, DHCP % — OB EFEIZ L - TRRY £, FEMIZOWTIE [TFTP b — " 0&iE] (P.4-8)
ZZRLTLIEIN,

DHCPOFFER =% ¥ 2 h A vt =V Ko TERER SNy 74 X2 b— 3 v /8T 2 — PN mE%)
Thd (av74Xalb—varyxT7—0bb) B4, 7747 MXDHCP #+— 2,
DHCPDECLINE 7o — K& ¥ A b AvtE—VERELET,

DHCP #+— 37 947 v MZ, R ENTFary 7 4 F¥alb—2 a0 NI A—FZRED BTN TV
RN, NI A—FZOF IV T — 3 VT T4 L7z, £7213 DHCPOFFER * v ¥ — Vst
57 TAT Y MORENENTHS &V ERO DHCPNAK i 70— R¥ vy 2 b A vb—V % %(E
LEd DHCP H— NIRRT A= &I T7AT 2 MZEID Y TE LR,

DHCP 7 A4 7> MiZ. #%® DHCP — %7212 BOOTP #— S RZ2Z TR, T0HrbH0
TEDO 1 2% AND ZENTEETR, BFITRVICZ TR R E% 0 AhvEd, DHCP
=ML ERINTZIP T va&\fu@)X/r vFIZEID B THENEIDITTIEHY FHA, 2720,

P— NI, 774 T 2 B ERICT FLAZERT S F Tl i?’ ]\“I/x%fﬁﬁf%bfj%%iﬁ”o AA
F 5 BOOTP $— 035 DG % %% J‘Aﬂf BEEERETIHIHE, A vFIEIAAL v TF a7 4
Fal—Tay 774 NVEAFTTAHLOIIC, TFTP ERE 2= %er FF2DTiER 7T e— K%y A
FLET,

DHCP R A M A T a iz kD, AL v FOITN—TFFRA MBI OERED 7 1 F 21— g
CEREFEHE DHCP y— "\l TExET, 27747~ (A4 vF) i DCHPDISCOVER
AvE—UWIZ, DHCP 4= EDFRA MBI OMUO a7 4 Fab— g RT A—=HDHER
R &S Option 12 7 4 — )V REMA ET, TXTOIZIFA T hDary7 4 Fal—vay 77
Ak, DHCP OB L7=dR A M EBRE, o< FALTT,

TIGAT vV NTT 74N NDOERA NS D4 (hostname name 70—/ N 27 4 ¥ a2 b—g
Vaw s REREL TN, nohostname7lﬂ>~/\/l/ Oy 7 4Xal—varyavr RafEHL
TARZA R EHIERL TWeWEE) 1L, ip address dhep > 4 —7 = A & 3/74’ﬂ?; L—agy o
< REAJITBHE, DHCP DRA MGAT v a v ry MZEEREEA, Z0DH A H—
TxAADIP 7 RV AERSEHFIZY T4 7 > b5 DHCP &@*HE{’E)EH’CDHCP‘J‘XI*%ZI‘7/5/
EZELIEEEA, 7747 MIDHCP AR MAA T Y a v 2P AT, VAT LMIREF LD K
ANARHDZ EHBTT T T ITRHEEINET,

DHCP R—RADEEBRELE L UM A—D Ty ITT— FOBE

DHCP BEEIRE

DHCP f A—Y 7T v 77 L— N EHEHAT 2L, Ay NY—AD 1 DL EDOAA v FIZH LINA
A= 77 ANBLOEH LWa Ly I 4 Fal—ay Iy A EF e — K45 K952 DHCP —
NEHFRETEXET, 2LV, Xy FT—=Z2MAONTEZHLWAL v F R, ML A=V L

TA4X a2l —varEmEIIRETHILIICRY £,

DHCP A A=Y 7o 77 L —FRiZiZ, BEARERBL AN A=Y T TT— D 200X A TRHV F
j—o

DHCP HEFHElX, 2> 74 Xal—v a3y 77A/% DHCP =026 %y hU—ZHND 1 DLk
DAL yFIZFrr—RLET, Fyra—Rankzary74X¥alb—ray 774 0E, ALy
FOFITAL T4 Falb—vay Ty NVIRVET, TOT77AMET AAM vy TFRIn—REND
FT, 79via AEVIREEN-EEIa 7 Xal—da g FEXLERA,
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W =/ yFEEoRYLT

DHCP B8lf A —2 7y FT5—F

GE)

DHCP HE/#E L L HICDHCP HEIA A=Y T o 77 L—FR&2EATHLE, 2074 X2l —a v
BLEH LA A=V 2y FT =IO 1 DU EODRAS v TFIZFre— RTEET, HFiLvnay
TA4X2Ll—=2alrBIOHLWAA—=UEF 70— RL TS 1 D EORAL vFiX, 7T
(DFV, BWHEFOT 74V FEENR T — RENTWDIREE) [ TEET,

AT A X2 L =Y a BT TR TOLALS v FICH LN ar 7 Fal—varadyra—F
THE Fura—RahfcarZ74Xalb—ralid, A vy FIREFEIRTWVWEII T 4 Fab—
var IrANMCBINENET (COBFEOa Ly T4 Xal—ary T4, Fura—REh
727 7 AN EEXINETA),

AA v FDODHCP BEIA A=Y T v 7T — b aeA X—TNMITDIE, A A=Y 774 vBLOa v
T4 Xa2alb—ary Z77ANRHD TFTP — "% IELWA v a 67 (a7 4FXalb—ay
T ANL), AT a 66 (DHCP y— N KRR Ny, A7 3> 150 (TFTP —N 7 KL X)) B
KO T a 125 (77 A VOHH) OFRETRETHALENHY £,

AA v F % DHCP H— b LTERET LG DO FIRIZ OV TIE, [DHCP ~— 2O H#FRE DK IE
(P.4-7) X [Cisco 10S IP Configuration Guide, Release 12.2]] ® [IP Addressing and Services] ®
#|ZH 2 [Configuring DHCPJ #ZMR LT 7Z&X0,

A v F Ty NT—JIZRETDHLE, BHIIA A=Y T v 75— MERENRBHMBLES, FUuro—FK
INFar74Xalb—valy Z7AMEIAAL v FOETa 74 X2 b—a VIRIESH, BTl
WA A=V RE T — RENTAAL v FWCA A M—NLENET, A vTFEHEEBHTLIE, 202
VI AFR AL =T U RNAAL v FDaALr T 4 Xab— g VITREFEENET,

HIREIRE & HHFEER

GE)

W, HIBRFEIEIZOWTHAL £,

o XY RU—ZHNIZEIDVLBTEHENTEIP 7 RLARARLS, 1 DB EDLA Y I A Z—T = A AN
L TRWVWEAIE, RET ' ANMREFEESNT- DHCP X— 2D HEFR T ELL £,

o HALT T RERELRVIRD , FEMAELMZ T\ DHCP X—ADHEHRTITIP 7T KL 2D
o — REERYIRICERYIRLET,

e AT 4Xal—aly TrANEXTLOA— RTEXROMEEL TWAESIZ. A8( X
=L 7ot 20 ElLET,

TFTP b X v —Ranfcar7 4 Fal—rary Z7rA M3, FT7ar7 4 F2b— a3 VHAOD
BFar 74 Xal—varbe—U&NRE9 23, write memory %7213

copy running-configuration startup-configuration £ EXEC =~ > F&Z AJJ L72W R Y NVRAM
WWRTEESNEYA, FUra— RSNk ar 74 Fal—va v BAFX— R T v a7 4 Fal—
varikFEND L BEDOVAT AVAT AFEBTIC, ZOKERFEITSINRN I LICERLT
<TZEW,
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DHCP R—X D BEEEEE DR TE

ZIZTHE, ROBEIZOWTHBHLET,

e [DHCP Y —"\RERFOEEFH] (P4-7)

e [TFTP ¥— &) (P.4-8)

e [DNS o7& (P4-8)

o (UL —F NS 20%E] (P.4-9)

o a7 4Fal—vary 774 VDAFESE (P.4-9)
o [HERLHI] (P.4-10)

DHCP ¥ —/\REFHDIEEH

TSA A% DHCP H—"E LTRET2HG. KOFEEFHEICHE - T ESV,

DHCP =22k, AL v FDN—FU =27 T RLVAZL S TEAL v F ER/OMFITHNTND TR
BHDY —AZRETHUERDY £7,

AL v FIZIP T R U AE#E %2 S E 5121, DHCP —NZRD Y — A F 7V a VERET H0E
BHYET,

o UTFATUIDIPT LA (WH)

o UIFIAT LU IOV TRy b wRY (WH)

o W—FDIPT LA (AL yFTHMATLT 74V F—FUx=A T RLR) (MH)

e DNSH#—1"DIPT FL A (EH)

AA vFIZTFTP ="\ bar 7 4 F¥alb—ay 77 A NV EZEIEL8A41%. DHCP —C
WD) =R F 7 arERETHLENDHY 7,

e TFTP H— % (&ZH)
o T—KNTrFANL (VIAT Y IRMELTEa LT 4 X2l —Tay TrAN4) (HbE)
o KRAM (EE)

DHCP +— RSOREIC L > TiE, AA vFIZIP 7 RLAEREFIZa 7 4 FXFal—vay 774
N, HOWIFEDOWMFEZETEET,

B DV —RA A7 v a VERE LR 2846, DHCP — %, RESINTZ/RT A =X DHEHiH
LTI AT FOERIZGALET, IP7 FLABLIOYH TRy h w27 BEEIZEEN TN
AL T IEBREINTEA, V—FDIP T RLUAFEIE TFTP — AR R oM o -84,
AA v FILZTFTP R A2 =F ¥ XA M LARAWVWTT 2 — Xy A MTE35803H0 3, T —=2
FTaid, FHTEARS CTHLHEREIITIRELEEA,

AA wFiX, DHCP #— & L THRETE £ 7, 7 74+ /b b Tl Cisco IOS DHCP #r— B LW
DHCP V L— ==Y = MERBIZIAAS v F ETA X =T MIZENTVETH, HESHLTVEEA,
INDOBREIXEIEL £¥ A, DHCP y— "3 22 T34 2 CTHH54A, DHCP i EICE T 2 7
IZ2WTiE, Cisco.com DF—AL_— )5 [Documentation] > [Cisco I0S Software] > [12.2
Mainline] > [Configuration Guides] Z#&R L. [ Cisco IOS IP Configuration Guidel] ® TP Addressing
and Services] D EIZH 2 [Configuring DHCPJ DO a#ZHL T ZE W,
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TFTP 4 —/\D&E

DNS DE%E

DHCP y— R"DOREICESNT, AL v FIXTFTP — 06 1 SE 13D a7 4 F 2 L —

vary ZryAnEZyu—RLESELET, TFTP — 1~ [P #ft I LB R T X TOA T v 3
NZOWT AL »FITGETHE D DHCP #RELTWDLHAT, o>, TFTP —~4, 7 F
LA, BEar74F¥al—vary 77 A VAERELTDHCP —RZHELTWHEHEELS, A

A4 v FIIEEEINT TFTP — o ESN-ary 74 Fal—ay Iy A VX ra— KL
koL LET,

a7 4FXalb—vay TrANL, BEOTFTP V—RZHE LR ho e, =y 74
Fal—valy 7yANEZT 00— RTERPSTEERIT. AL v FIX7 7 A %4 & TFTP —
TRV A2 SFIFICHAGDECar 7 Xal—vary 7y VEFyrua—RLEoE LET,
Ty A M, BFEDa T 4 X alb—vay TrA NG (FETDIHE) EROT7 7 A VBIEES
ALTWET, network-config, cisconet.cfg, hostname.config, F7-1% hostname.cfg T3, ZOHE,
hostname 1 IAA v FOBEDKA "4 TY, HHASND TFTP — 7 KL R {ZiE, (FETHH5H)
EENE TFTP — 07 FL A, BEXURT7r— Ry X F 7 FL 2 (255.255.255.255) RNEaEh
TWET,

AZA v FNEFIZary 74 Xalb—vay 77 V22X ru— Rt 52iE, TFTP — 30D ~X— 2
FULZ MVl DFRITEREDa Ly 7 4 Xal—ay Z7AAREENTOARITRIZARY XA,
EHBLELEDTEDL 7 7 AT, RO EBY TT,

e DHCPJSETHEENTWAI L 7 4 Fal—ay 7740 (EBEODAAL vF a7 4 Xa
L—ay 7y A)V)

e network-confg ¥ 721 cisconet.cfg 77 AV (T 74N bDaAL T 4 Fal—vay TyAL)

* router-confg F721% ciscortr.efg 7 7 AV (ZNHDT 7 A MK, TRXTORAAL vy FIZH@D =
<Y IR EERTWHWET, @5, DHCP 3L TFTP ¥ — "R EENZREI N T, b0
TrANMIT 7 EASHERA)

DHCP #— J — R 5 —Z X—Z(Z TFTP +— 4 2 ET 55 AL DNS =D F —F X— (T
TETP H— L L IPT7T RLADV v LU T EHETH I & HMLETT,

EHT 2D TFTP B —30, AA v F L 1387220 LAN EIZHDEE. TR v FNTe— RE v A
7 RLVREZFERALTT 7 EALESGAE GFIEROTXTOLEE RS DHCP — DIREIZEENT
WRWEAIZHA) 12, UL —&FEL T TFTP — N2 TFTP 7 v M2 IEET LB N H D £,
SR OWTIE, [V b— T Z20F%FE] (P4-9) 22 L T EEV, @Yk s, %3
TRTOHRZMHFH LT DHCP y— 2R ETDH & T,

DHCP ¥—/ 3%, DNS —%#EH LT TFTP +— 4% IP 7 KL A |ZZE# L FF, DNS — L1
T, TFTP 4 — L 0nBL P 7T RLA~NDS v U T HRETIHILENH Y £4, TFTP —12ik, X
Ay FDaLry7 4 Xal—ary ZJ7AVNREFEELET,

DHCP OEAIFIZIP 7 KL A% EfE3 5 DHCP — DY — 2 F— X X— 2|2 DNS +— 1D [P 7
RLAZBRECTEET, V—AT—F_X—=X(Z1F, DNSH—"DIP 7 KL A% 2 2FTANTEE
7,

DNS $#— 1%, A4 v FERU LAN LIZEET S22, £ORA v T L1350 LAN EICEEET 5

ZLbTEET, DHCP =035 LAN LIZHFIET 256, AA v Fid—4% %4 LT DHCP
=T 7 BEATERTTRY EEA,
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J L— FINf RDEBE

(F)

B2 LAN LICHDLRA ML DISENRRLER 7o — REy Xk Xy MRS v FREETLIHE
T V=TSR (V=== F) ZRETDLDLENRD Y £3, A4 v FHREET L TREM

DHDH7r—RFEy Xk Ny hofill LTDHCP 23w kb, DNS 7 v b 5H12 8 > TiX TFTP
RNy FREFONET, Vb= TS AF A F =T =2 AA A LEOZETu—RExxy X b Ty b

ZHLERA MIERRT 2 KO ICHRET DL ERH Y £,

Ub— FNA AN Cisco V—Z THIEE, IPVv—TFT 4 %A Fx—7 L (ip routing 7 o —
VAT 4 Falb—ar avwy R ip helper-address f > ¥ —7 = A A AT 4 Falb— g
a<y REHEALT, ~A— 7 RLAZRELET,

X 42 Tl V—F A B =T 2 A ZAZEDEIITHEHEL TWET,
A B —T A% 10.0.0.2 TIE.

router (config-if)# ip helper-address 20.0.0.2
router (config-if)# ip helper-address 20.0.0.3
router (config-if)# ip helper-address 20.0.0.4

A H =7 xAA20.0.0.1 TiL,

router (config-if)# ip helper-address 10.0.0.1

AL v F ) b—TFTNA AL L THEESEIHEARIE, /0 F—T =2 A% NV—T v KK — MIEEL
TLEEY, iz TE, Thr—F7 v R AR—1F]) (P14-4) BEOR v A Y340 H—T =2 ADX
El (P14-22) 2L TEEN,

4-2 BERETDY L— F/A ADEHA
A YF Cisco JL—%
(DHCP #5472 1) (Jr—)
-’ 10.0.0.2
10.0.0.1 20.0.0.1
20.0.0.2 20.0.0.3 20.0.0.4

- W W

DHCP H#—/\ TFTP H—/\ DNS H#—/\

49068

A74FX2aLb—23Y I7A4ILVDAFERE

IP7 FLABIOary 74 Falb—vary 77470 DHCP THHAO U —2 L LTRGTE 2008
IMITIE LT, AA v FIFROFETHEFREAFLET,

e IPT7TFLABIRaV 74 Falb—Vay Z7ALVEAN, AL v FAICTH S, DHCP &% (1
T 7 AN RIARZFR) TRESHTWDEE

AA v FIE DHCP y— b, IPT7T KL A, 7%y b w227, TFTP =" 7 FL 2, BIW
a7 4 F¥al—vary Iy ANAESELET, AA v Tk, TFTP —Nicz=F % X b
Avb—VEEEL, BESNa v 74 X¥al—ay Zr AN EF—_"O_N—X F 4 L7 |
UDEBELT, 7= T vy 7awA%%n T LET,
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N

ZA v FDIP T RLABLIRary 74 Falb—ay 77 ANMVEARTRHENTWS2, DHCP it
I TETP = 7 FLAREENTWARWES (1 77 A VFHERIARTTR)

ZA v FIZTDHCP — 5 IP 7 RLA, 7Ry b w27 BLQRar7 4 ¥alb—3i g
TrANLEEZIELET, AL v FIE, TFTP — N7 u—KRF¥y A b Avb—VZ2%EL.
EInFar 74 X¥al—3ay 7740 —ROR—Z F 4 L7 NUDLGEELT, 77—k

T FakvAE5ET LET,

IP7 RVAETFNAAL v FHIZFHIN.DHCP ICEATIREEENTHBY, a7 4 X2l —va v
Ty ANAIFREI N WS 2 7 7 A VHiAIARTT)

AA v FIEDHCP =5 IP7 FLA 7Ry b w27 BIOTFTP =7 FL 2%
ZELET, AA v FiE, TFTP =Nl =F ¥ X F X vy =T %5 L, network-confg £ 7=
i% cisconet.cfg DT 74/ 2T 4 Fal—Tay TrANVEREGLET  (network-confg

7 7 AN IHIAD IR NEA . AA » FIX cisconet.cfg 7 7 A N EFAIABLET),

TIFNE AT 4 FXal—valy TrANMIUAL, AL Y TFDODRARENL P T RLA~D~
UMW EENRTHWET, AL vFIE, VA NVOFERERA S T—T NI EEIAR, KA M4
EAFLET, 77 A MVERA MBRWES, A4 v FIX DHCP JLE THESNIZAA M %
A LET, DHCP IGETHEA MBI ESH TWRWES, A4 v FILTFT 7 4V O Switch %
RARLE L THALET,

TI7AN DAY T 4 Falb—vary 7y A)VERIZDHCP GENLHRA MEAF LR, R
A v FIIERA L ERUARIOaY 7 4 Fab—3 3> 771/ (network-confg £ 7213
cisconet.cfg O &6 6N LITFHAIAENTZNITIE U T, hostname-confg F 7213 hostname.cfg) %
TFTP H— " bRt ir £ §, cisconet.cfg 7 7 A A BFHAIAEN TN DIEAIE. RAFOT 7
ANAIT 8 XFIH VB TONET,

network-confg. cisconet.cfg, E7/IIRA M LRI CARTID T 7 A NV EGRA-IAT T &R TE RV
. AA v Fid router-confg 7 7 A N EFAHIALE T, router-confg 7 7 A N EFAHIAL Z L 3T
XRWVEA . AL v T iT ciscortrefg 7 7 A N EFRAIALET,

((X) DHCP &5 TFTP 4 —NE AFTE RN o1 HE, 2=F v A MR LD a 74 F 2 b —
Vary Ty ANDRBPIARIZKE LGS, X TFTP — 4% IP 7 R L AIZE|TE RWES
(213, AA Yy FIXTFTP $—"EREZ T m— FF ¥ A P LET,

Rl

4-3 12, DHCP ~—20H#ExEZ MM L TIP [FMEMET D21 v MU —7 O 2R LET,

CiscolE3000 R/ wF Y7 kP av724¥al—>av #Hiq4F
m. 0L-27302-01-J |



| 4%

ZALYFDIP 7 FLRABEUVTIAIL N F—F o1 DEIYLT

24 vFEgoaysc M

4-3 DHCP R—XMBEMBEZEZMEAT 5y F7— OBRHI
AL vFA RAAYF2 AA9F3 AA9F 4
00e0.9f1e.2001 00e0.9f1e.2002 00e0.9f1e.2003 00e0.9f1e.2004
Cisco JL—#4
SO 10.0.0.10
10.0.0.1 10.0.0.2 10.0.0.3
DHCP #—/%  DNS#H#—s%  TFTP #—\ 3
(tftpserver) -
# 4-21%. DHCP +— R EDOFHK U —ADREHF T,
& 4-2 DHCP 4y—/Xav7«4¥al—v3ay
RAA4YFA A4YFB RA4vFC ARA4YFD
NRAVvF 47 F— (~—Fw= |00e0.9f1e.2001 00e0.9f1€.2002 00e0.9f1¢.2003 00e0.9f1e.2004
7 7 FLR)
IP7 FL XA 10.0.0.21 10.0.0.22 10.0.0.23 10.0.0.24
YTy N AT 255.255.255.0 255.255.255.0 255.255.255.0 255.255.255.0
J—& T KL A 10.0.0.10 10.0.0.10 10.0.0.10 10.0.0.10
DNS #— R 7 R L & 10.0.0.2 10.0.0.2 10.0.0.2 10.0.0.2

TFTP ¥— 4

tftpserver £ 7213
10.0.0.3

tftpserver £ 7213
10.0.0.3

tftpserver £ 7213
10.0.0.3

tftpserver £ 7213
10.0.0.3

T—h 77404 (a7 4 ¥

L—yay Z77AL)

(EE)

switcha-confg

switchb-confg

switchc-confg

switchd-confg

RA NG (EE)

switcha

switchb

switchc

switchd

DNS H—nNarvy74F¥alb—vayv
DNS #— NZ, TFTP ¥— 4% tfipserver % IP 7 R L 2 10.0.03 IZv v B 7 LET,
TFTP y— N a7 4 F=b—¥ar (UNIX)

TFTP #—_"D_—2 F 1 Lo kUL, /tftpserver/work/ |

> 2L

X E

ShTWEd, ZoF4o L7 FMUIC

X, 2 7 7 A VEiAIAZ TR THF S5 network-confg 7 7 A AR H Y £, ZD7 7 A MiZid, 1P
T RLVAIZESWTAL vy FIZED B THNDRA PR EENLTHET, X=X F 4 L7 FUITIE,
WICTRT LI, EAAL v TFDary 7 4 F¥alb—ay 774/ (switcha-confg. switchb-confg 72
E) bEENTHET,

prompt> cd /tftpserver/work/
prompt> ls

network-confg

switcha-confg

switchb-confg

switchc-confg

switchd-confg

prompt> cat network-confg

ip host switcha 10.0.0.21
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ip host switchb 10.0.0.22
ip host switchc 10.0.0.23
ip host switchd 10.0.0.24

DHCP 7547 v h a7 4F¥2b— gy

AL v FA~DICIE, a7 4Falb—ary 77 AVITHFEELER A,

arv74¥al—v a0l

B 43 DA AL v F ATy 74 Fal—ay 7740 ERDE T L THAABLET,
e DHCP #— 226 1P 7 FL-2 10.0.0.21 Z AFLET,

e DHCP #—DIFETary 74 FXalb—val 77 ANVEARRESIN2NWGEE, A4 vTF AR
TFTP % — D _X—2RX 5 1 L7 kU225 network-confg 7 7 A V& FiAALE T,

e KA K F—TUIZ network-confg 7 7 A VONEEEBIMLE T,
e IP7 FL210.0.021 b EICHRAR T—TNVEMRBL, KA M (switcha) ZEELET,

o FRABMRAIKIGT a7 4FXab—vay 77 A NVEHPALET, =& xiE. TETP #— 3%
5 switchl-confg % ftd A E T,

2Ly FB~Db, A2y 74Fal—ary Z77A4LBIRNIP T FLAZEELET,

DHCP BEIREHREES S UM A —D 7y TT— MEE

DHCP Z#HEHL TH LWAA—VBLIRH L2y 7 4 Xalb—a b 3 AL v FIZF T om— KT
I D7 EE 200 AA, v TFERETHHLERSHY 7, 1 DDA A »FiL DHCP 55 LW TFTP
P—NELTEELET, 77470 AL v FiE, HiLnar 74 Falb—vary 7740, £
LW ar 74 Xalb—rary 77ANEBLIH LA A=Y T4 L0 ThEX T ma— K
THEIICERESNET,

DHCP BHEIS®E (Av 74Xl —3ay 774 ET) OHRFE

HLWAA »FIZ TFTP BL O DHCP & E® DHCP HEIREAZREL THLWW AL T 4 Fal— g
V7 r7ANER Y a— KT 5I21E, $5#HE EXEC E— FTROFIEE EITLET,

ATy71
ATy7 2

AT973

ATv7 4

ATy75

avy kR

EL:y

configure terminal

Ju—N) ar7 4 ¥al—yary ®— e LET,

ip dhep pool name

DHCP #— D7 RV R F— A4 %Ek L, DHCP —/ 27 ¢
Xal—iary ET—RFEHBLET,

bootfile filename

T h A A—TE LTSNS T T (Fal—ay 77 AL
DARIEIE LET

network network-number mask
prefix-length

DHCP 7 KLV A F—nLDO¥ T3y b Xy hT—IF B LRI %15
H/:E’Lij‘o

GE) Vv v AR, TRVAR VT 407 ZA&EBEKTD
By MERELET, V747 AL, 7TAT D
Xy NU—2 < R7 EBETH _HFR—DFELETT, 7L
T4 w7 AREF, AT vva (/) TEBTLINENRSY F
T

default-router address

DHCP 7 AT " DF 74V s —ZDIP 7 RLAZIBELE
‘é_o
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avwy kR B
A7976 option 150 address TETP #+— D IP 7 KL A %48 LET,
ATy7T  exit Ju—L Ay 7 Xal—ay E— NOEY £,
A7978  tftp-server flash:filename.text TFTP +— R bt ar 7 4 Xal—vay 77 AV EEBELET,
27979 interface interface-id Ay 74 F¥al—vay TrANEZETHIFIAT L NOT KL
2EtEELET,
A79710 no switchport Ay H—T 24 AELA Y 3E—RICLET,
A7y7 1 ip address address mask AV HE—T A ADIP T FLABL O~ R 2EELET,
ATy712 end FiHe EXEC =— RICRED £,
A79713 copy running-config startup-config (FE) 274 Xal—ay 77 A NVIIERESRELET,

Wiz, AA »F% DHCP +— "L LTHEL, TNNa 74 Xal—vary 77 NVEFT a—
RTDEHIICSEDIHERLET,

Switch# configure terminal

Switch (config)# ip dhcp pool pooll

Switch (dhcp-config)# network 10.10.10.0 255.255.255.0
Switch (dhcp-config) # bootfile config-boot.text

Switch (dhcp-config) # default-router 10.10.10.1

Switch (dhcp-config) # option 150 10.10.10.1

Switch (dhcp-config) # exit

Switch (config)# tftp-server flash:config-boot.text

Switch (config) # interface gigabitethernetl/2

Switch (config-if)# no switchport

Switch (config-if)# ip address 10.10.10.1 255.255.255.0
Switch (config-if)# end

DHCP BEIf A—C 7y 7T—bF (QY74FaL—23Y I77M4LEELUAS A=) DEX

5

DHCP HEIFREDHREIZCLVH LWAAL »FIZ TFTP BEL O DHCP OFEX LTH LA A—UB L
WHLWwar 74 Xalb—vay 774y rn— T 52, ##E EXEC ©— R TROTFEE
FITLET,

GE) ®OT—TAOFEIHEIRNC, AL v TRT v7a—RENETHFA L 7740 (Izk 212,
autoinstall_dhcp) ZERTO2LERHV ET, TOTFAKN T7 A VNI, FTra—FRTLHAA—
VOLHTEZDET, ZOA A=V, bin 7y A NTRL, tar 77 A NVTHDLILERDHY £7,
avwyv Rk B
27971  configure terminal Jra—r)L ar T 4 ¥al—ay e REBEBLET,
27972 ip dhep pool name DHCP #+— D7 KL R =14 %{Efk L, DHCP 7'—/L 27 4
Xal—var E— FE2BBLET,
27973 bootfile filename T—h A A=P L LTHHEND 7 7 A VORI ZIRE LET,
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AT974

AT975
ATy7 6
AT977

A7978
27979
ZFy710
YSEPA|

AFyF12
ATy 13

A7y7 14

279715
79716
YSEPAl
ATy7 18

Il CiscolE3000 RAvF Y2 +rHz7 AV T4 Fal—2av 4 F

avwyFk

E]:y

network network-number mask
prefix-length

DHCP 7 RVA =LY Txy b Xy NIT—IFBFLEYRT BHE
LEd,

GE) TVvI74 v ARII T RVRA T LT 4y 7 AT LHE Y
MEERELEY, V74 v 7 RE 7 T7ATFOFR Y b
V—20 A &2RET D ER-DOHETT, TV7 497 R

R, 27 vva () THWTO2RERDHY £7,

default-router address

DHCP 7 A7V "DT 74NV s —FDIP 7 RLAEEBELET,

option 150 address

TETP ¥ — "D IP 7 RLAZIBEL £7,

option 125 Zex

ARA=Y TFANSDRAZFTLIRT BT HF AN 77 A IL~D/RA &G
ELET,

copy tftp flash filename.txt

THXARN T7ANEAL v FIZT v7r—RKLET,

copy tftp flash imagename.tar

LA A=V Dtar 77 A NVEAL v TICT v 7 —RFLET,

exit

Ja—nN) aryZ7 4 Xal—vary ET—RNIREDET,

tftp-server flash:config.text

TFTP #—/3® CiscoIOS 2> 7 4 X al—v gy 77 A VEEEL
iﬁ—o

tftp-server flash:imagename.tar

TFTP =N LD A A=V ZEEELET,

tftp-server flash:filename.txt

Aoa—RTEHA A=Y T7 A NVDATEGINTNWEITHRAN 77
ANERELET,

interface interface-id

AT 4 X2l —vary Iy ANEZETDHEIIAT U MOT RLA
FHEELET,

no switchport

ip address address mask

A B =T ABLAY3IE—RFICLET,
A B =T A AZADIPT RLABLIN~2 7 Z2EELET,

end

Fite EXEC £— FICED £,

copy running-config startup-config

UEE) =2v 74 Fal—ay 77 A NMVCRESHRITELET,

w2, AL v F % DHCP y— "L LTHREL, TR ar T4 Falb—vary Iy Ve U n—
FFoLolsEa0aRLET,
Switch# config terminal

Switch (config)# ip dhcp pool pooll
Switch (dhcp-config) #

Switch (dhcp-config

(
Switch (dhcp-config
(
Switch (dhcp-config

)
)
)
)

#
#
#

Switch (dhcp-config) #

0000.0009.0a05.08661.

Switch (dhcp-config) #

Switch (config) #
Switch (config) #
Switch (config)

Switch (config)
Switch (config)

tftp-server
tftp-server
# tftp-server
# tftp-server
# tftp-server

network 10.10.10.0 255.255.255.0

bootfile config-boot.text

default-router 10.10.10.1

option 150 10.10.10.1

option 125 hex
7574.6£69.6e73.7461.6c6c.5£64.686370

exit

flash:config-boot. text
flash:c-ipservices-mz.122-44.3.SE. tar
flash:ies-lanbase-tar.122-44 .EX. tar
flash:boot-config. text

flash: autoinstall dhcp

Switch (config) # interface gigabitethernetl/2

Switch

(
(
Switch (
(

config-if) # no switchport
config-if)# ip address 10.10.10.1 255.255.255.0

Switch (config-if)# end

0L-27302-01-J |



| 54F RAYFOIPFELABEUTIFILES— oA DEIYSET

24 vFEgoaysc M

93472 bDERE

a7 4 Falb—vary Ty ANBEOH LA A—T% DHCP — "\ b Xy ra— KR35 K9]
AL v FHRET DL, B EXEC T— R TROFIEEFEITLE T,

ry

avw vk B
27971 configure terminal Ju—rJL oy T 4 Fal— gy e REBELE
T
27972 boot host dhcp BEISNTWE a7 4 Xal— g TCHEIRELY A
F—7 I LET,
27973 boot host retry timeout timeout-value EE) AT LN ary74Xab—vay 774 V%

Furu—RLE) LT oM zZHRELET,

GE) HALTURERELRWVWE, VAT ATEY
[RiZ DHCP #— "6 IP 7 RLAZEEL LD

ELET,
7974 banner config-save ~C warning-message ~C (ER) =27 4F¥=2b—T a3y 774 /% NVRAM (Z
RIFELED T DL EITERRINDEEA v -V R
LET,
27975 end H#E EXEC £— FIZRY £1°,
7976 show boot REZMRLET,

wiZ. VLAN99 LD LAY 3SVIA v —T oA AEHERAL, EINTWVWEa Ly 7 4 Xal— 3
U CDHCP R—ADHBREEA X —T7 VT D0 %R LET,

Switch# configure terminal

Switch (conf)# boot host dhcp

Switch (conf)# boot host retry timeout 300

Switch (conf) # banner config-save ~C Caution - Saving Configuration File to NVRAM May Cause
You to Nolonger Automatically Download Configuration Files at Reboot”C
Switch (config)# wvlan 99

Switch(config-vlan)# interface vlan 99

Switch (config-if)# no shutdown

Switch (config-if)# end

Switch# show boot

BOOT path-list:

Config file: flash:/config.text

Private Config file: flash:/private-config.text
Enable Break: no

Manual Boot: no

HELPER path-list:
NVRAM/Config file

buffer size: 32768
Timeout for Config
Download: 300 seconds
Config Download
via DHCP: enabled (next boot: enabled)
Switch#

GE) LAV 3IA L E—T oA RAFTEBRELTARZ—T AT ALERHY ET, (RESNTVWEI LT 4
Fa2lb— 3O DHCP X—ZADHBFHEIZIP 7 FLAZE Y Y THRNTLIEEN,

CiscolE3000 R4 wF Y7 k9?7 av724¥al—>av #Hq4F
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B =530 74X2L—L 30 0RBBLURE

FETORA v FIRHDEIY AT

#H > Switched Virtual Interface (SVI; A4 v FREA X —T = A ) IZFETIPFEREEID YT
5%, % EXEC ©— R CROFIEEZFEITL £,

GE) AAYFTIPY—ER A A=V EFETLTVDLHEIE, no switchport f v ¥ —7 = A X a7 ¢
Fal—raravry FefLTR—- 2L Y3 E—RIZTD L, IPIHREF— MTFHTEHY
YTHZLHTEET,

avv Rk B

27971  configure terminal Ja—)L ary 7 4 ¥al—ay T— REBEBLET,

A7972 interface vlan vian-id AF—=TxAfA A AT Falb—vary ET— Nzl IPHEHE
TV YTH VLAN Z A/ LET, f5ETEX 25 VLAN &L 1 ~ 4094
‘/GTO

A7973  ip address ip-address subnet-mask IPT7RLABIOY TRy h 272 AN LFET,

X-T-\yj4 exit 7\H“—‘/{}I/ :13/7/1’%:1‘_ L=y E— F‘ﬁ:ﬁ@iﬁ—o

27975 ip default-gateway ip-address ALy FICEHBER L TVWAERI AN Ry TON—F f F—T A

ADIPT7 RLAZANLET, ZOAL v FIZIET 740~ F— b
T ARRESNTVWET, T740 8 F—hoxAlF, AL vTF0b
FESEIP 7 RLAZBALTWARWIP A7y F&2ZELET,

FIFNE T—= T2 ARRESND L, AL vFIL, RA DB BHT

HLBEOHDHVE—N Xy NU—T | ZHFETEET,

GE) IPTAL—FT A4 7 TDEICAAL v TFEHRELEE. T 74
bk =T A OFEITRETT,

27976 end H4g EXEC £— RIZED £,
A7977 show interfaces vlan vian-id SEINEIP T FLRAEHBBLET,
A7978 show ip redirects BRESNTET 74NN F— T oA 2R LET,

27979 copy running-config startup-config (EE) ar74Fab—vary 774 VICREZHRFLET,

AA v FOIP T KL AZHIBRT 2121, noip address 1 > % —7 = A A a7 4 Fal— 3 2
~ U REHFERLET, Telnet by a b7 FLAZHIRTD L. 2A v FOEGITUBENE T,
TI74NE =Rz DT KL AEHIERT 5121, no ip default-gateway 7' 0 — N 227 ¢ ¥ o
L—varvavry REALET,

A Y FOYAT KBOPGE, FiHE EXEC 2 <> KaDT 7 L AORH, BAE L OH M OREI-
WL, 5 TE (A4 v FOEH] 22RLTIEEN,

EBTaAV 74X 1L—arvDERBLIUVERE
WO EXEC a~ > Fa2EH+T5E, ANTLERESRCLEE AR TE EJ,

Switch# show running-config
Building configuration...

Current configuration: 1363 bytes
!

version 12.2

CiscolE3000 R/ wF Y7 kP av724¥al—>av #Hiq4F
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RE8—FFPyFaAvIqFalL—vavnzE B

no service pad
service timestamps debug uptime
service timestamps log uptime

no service password-encryption
|

hostname Switch A
|

enable secret 5 $15e39.$DMUVAUNZOAMvVIMggBEZIXEQ
I

<output truncated>

interface gigabitethernetl/1
no switchport

ip address 172.20.137.50 255.255.255.0
|

interface gigabitethernetl/2
mvr type source

<output truncated>

|
interface VLAN1
ip address 172.20.137.50 255.255.255.0

no ip directed-broadcast
I

ip default-gateway 172.20.137.1 !

|

snmp-server community private RW
snmp-server community public RO
snmp-server community private@esO RW
snmp-server community public@es0 RO

snmp-server chassis-id 0x12
|

end
AB— T w7 ar7Z 4 Fal—Ta i L TUToERESCET 27 7 vy a AEVIRFTHIZ
X, RO¥EHE EXEC aai~> R&EERA L £,

Switch# copy running-config startup-config
Destination filename [startup-config]?
Building configuration...

Zoawr RICEY AN LEREEPRFESHLET, REFETERDPSTEHE. BREITROV AT A

Yr— RECRDRET, 77 v a2 2EY O NVRAM (RHEFREME RAM) £ 7 v a VICRIFESNT
WD I & £ T HIZIE, show startup-config % 7- 1% more startup-config #5# EXEC =~ K&
ALET,

AT 4 FXalb—vary ZrAOMDar—xwll o TIE, T8k A CiscolOS 7 7 A /L v AT A,
a7 4 X al—vary 7rAl, BEIORY 7 b 2T A A=V0OBE] 2B L TLEE N,

. ‘ ~ N
RE—FrPyv T aA0T74F2Lb—2 3 DER
IITH AA vy TFORE— T v T AT 4 Fab—ra UV EERTLHECOVWTHALET,
o TEBOT 74V FRE] (P4-18)
e [ar T 4Fal—vary 77AVOHBZ YV r—F] (P4-18)
o [FHTE#HTLHEG) (P4-19)

CiscolE3000 R4 wF Y7 k9?7 av724¥al—>av #Hq4F
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WM x4— (797 a074F2L—230ER

o REDY 7 =T A A=V HEET L5461 (P4-20)
o TEREZZZ O] (P.4-20)

AA v TFDaALr T4 X2l —ay Ty AMIONTE, 8 A TCiscolOS 77 A /L AT A, =
VT 4K alb—=vary T4, BEOY T MU 2T A A=VOEME] EBBL T EEN,

BIFOT 74 FEETE

#4312, BEIOT 74V bREEZRLET,

® 4-3 BBOT I+ FRE
HaE FI+IRE
OS Y7 =T A A=Y 24 v F12 BOOT BBEEKOERZMFEH LT, AT LZHABMICEBLLY L L

FT, TOBHEPREINTWRWEE, A v TFIET7T7vva T7A40 VAT A
BARIZHIR R R R 21T > T OISR L7 ETrA A—2 %2 — LT
FITLEIELET,

CiscolOS 4 A—=ViF, A A=Y 774 0L (binLEFEZHRNT) BLOT 4 L
7 NUIZRFESNET,

T4 L7 M) OHWRBRBTIE, REBLEZEY 7T 40127 M) 2REIIRRBL TS
TDT 4 L7 N TORBEFITET,

a7 4 Fal—vary TrA)L BRESNTVWBEAL v FE, VAT AR—FDT7 T via AERVIREESNLTWS
config.text 7 7 A VEMEHA L ET,

HLWAAL v FOEE, a7 4 F¥al—Tay 774300 A,

aAVI4FXal—ay J74IL0OBE®S Y A—F

DHCP R— 2 @D HB EMELFHTAZLIcL> T, AA v Fltar74X¥al—Yay 77 AL
FHBICA Y o — RTEXET, FMIcoVTiE, [DHCP R— 20 HEIREOME] (P4-4) &5
LT &N,

VATLAVI4FaAL—avERABETHEODIFAILRADIERE

CiscolOS Y7 v =7I%, T 7 4/V T configitext 7 7 A NVEMHEA LT, VAT AL a7 4 Fal—
VarvOREREa Y —EFELEESLET, MO 7 ANAERETHZ L TEET, KRIEIORER
WX, EDARIDO T 7 A VNG IAENE T,

CiscolE3000 R/ wF Y7 kP av724¥al—>av #Hiq4F
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RE8—FFPyFaAvIqFalL—vavnzE B

BoOar7 4 X¥alb—var 77ANVAERET DX, Fi#E EXEC E— R TROFIEEZFEITLE T,

avw vk B

27971  configure terminal Ja—r) ar 74 ¥ab—gy B— REBEELET,

A7972  boot config-file flash:/file-url WEOERB I AAT a2 7 4 X2l —T a3y 77 A VEEE
LET,
file-url I, XA (T4 L7 bY) BEORar7s¥Fal—var
Ty AN ERELET,
T7ANHBLOT 4 V7 FUAE, RIXFENXFEXBLE
ﬁ—o

27973 end it EXEC £— FIZRED £,

A7974  show boot REZMRLET,
boot config-file 7’ 7 — )L 27 4 Fal—var avr RZ
&> T, CONFIG_FILE BREABORENLLSNET,

A7975 copy running-config startup-config (EE) zv 74 FXalb—ray 77 A NVICREEZHRIELET,

T 7 4V FOFEIZRETIZIL, no boot config-file 70— )L 27 4 Fal—ar avy Rafl
HALET.

FHTEET HBS

AZA Yy FIET 74N S THBMIOES LETR, FHTEHTL2L0ICRETLIILEHTEET,

WIE OB ICFE TREENT 5 L 2 ICAAS v F2FRET HITIE, K EXEC ©— FTRO FIAZ 517
L/ij‘o

= S =]: 5]
A7971  configure terminal sa—)ar 4 ¥al—vary w— FEBBLET,
A7972  boot manual WEORBEIRFIZ, A vy TFE2FHTEREHTEDL LI LET,
27973 end Frte EXEC £— RICRED £7,
A7974  show boot RELMBLET,

boot manual 72—/ 3L 227 4 Fal—v gy avr RNZks
T. MANUAL BOOT BRIEZHOBRENELINET,
WE, VAT LEFEB L XIZE, A/ vy FIET—br—4
— Rz, 7—hae—¥ E—RThHDHI LW switch:- 77
MRS TRENET, VAT LEZEEITDIZIE, boot
filesystem:/file-url 7 — b —X a~<~ o REFEHALET,
o filesystem: \ZIE, VAT A R—RKDT T v a T4 A%
ET DAL flash: ZEH L £,
o file-url 2%, /NA (T4 L2 MY) BIOEBATREZRR A A —
CVOLAHTEELET,
Tr7ANBBIOT 4 L7 P AR, RXFLNLTFERRLE
ﬁ—o
A7975  copy running-config startup-config (EE) 27 4Fa2lb—vay 77 A NVICREERTFLET,
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WM x4— (797 a074F2L—230ER

FHTOEIEZT 4 E—7 T 5I2iE, no boot manual 72— 3L a7 4 FaL— gy avwy
FEFEHLES,

BEDVI b7 A A—TZiRET HEE

ATy71
AFy72

A7973
ATy7 4

ATy75

AA v FFT 7 40 F T, BOOT BREAKOEREMAL T, VAT L2ZAHNICESH L LS & LE
T TOBENRRESNTORWIEE, AL vFIE, 7T v o 77 AV VAT AEKRICHEIFIICHE
BB L, BPOFTAEAA =2 — RLTHEITLEIELET, T4 b7 MY ORI ETIE,
BHLEEY 7T 4L 7 P EREBICBRBLTHLLEDT 4 L7 N TOMBERT ET, L#dsE
Ko A A=V ERETDHIELTEET,

WEDEBRFIZRFEDA A=V HBET DXL IICAL v F %7
DFMEZETLET,

ET DI, B EXEC £— R T, &

Rs

avwy Rk B
configure terminal Jya—r\ ) ar7 4 Xalb—ary T— REREBELET,
boot system filesystem:/file-url Yk@@t@]ﬁ%ﬁ . 7992 AERUNOEEDA A—FEENT A XD
WAL v TFEHZELET,
o filesystem: (21X, VAT A R—RDT T v a TN RAERETDH
B4 13 flash: 2 L £,
o file-url IZiE, NA (T4 L7 MY) BEOEEIARERA A —T D4
AIZEEELET,
TrANGBIOT L7 FUAE, RXFENXFEXFILET,
end ¥iE EXEC £— RIZREDY £,
show boot EEMERLET,
boot system 7 u—/ )L a7 4 X alb—T gy avy RILoT,
BOOT BREAHORENELINET,
WEIOEBIREIZ, A A v FI1L BOOT BEAMOEREZFEH LT, v A7
LAEEHEBICESH LI ELET,
copy running-config startup-config |({-&) = 7 4 Fa2l—vary J7 A NVICERTEEHRTELET,

7 4V FOFREIZETIZIE. no boot system 72— N)L 2T 4 X alb—ay avy REMAL
E

IR R 22 B 0D il 2]

WEIEL TWD AL v F T, 9600 bps KSR ESNTZAAL v F a2 Y —VEHRTORT — K
n—4& T— KRB ENET, A v FORERa— FERVIH L, BF2— FOHFHEFEFIZ Mode A
ZUoEMLET, "—F 1 DOLEDOLED NI LTS 1 ~2B#%IC, Mode R ¥ 2L Ed,
WLV, = —Z 0 switch: 77 v RFRENET,

AA v FOT—ba—% V7 U T REREOREEZEZ YV R— 50T, ZhbOBREEHK
EERALT, 7= e —F EE AT ATEBHT AMMOY 7 by =7 OBMELHIHCTCEES, 7— b
o — X OBEEAHIE, UNIX £7212 DOS VA7 A THETXABELSKEAEL L THWET,

EEESBRELERIT. 79 via 774NV VAT ADHISHDH 7T via AEVITRTEENET,
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RE8—FFPyFaAvIqFalL—vavnzE B

T ANDEITITIE, BRELERL LESITHENT, TOLEBOEMEESHET, 207 7 A VITFER
SN TWRWEHIZIIERD Y A, BREINTWHIIUEXNLV AR T THLTHERIHY 9,
X AR (REzIE T D) CHRESNTODLEHIT, AR ESNIZLERTT, < OREEHK
TERMCERSNTEY, T 740 MERHRESHTWVET,

BRBEABIT 2 BT — 2 BWRESNET,

e CiscolOS a7 4 Fal—ay 77 A NVEHLOGRWa— REHIETLIT—%, 72L& 213
T—he—XOREEIELZY, Ry FEEALZVTAT—br— 5«wﬂ_774w®%
AiE. BREAHE L RETEET,

CiscolOS =2 7 4 Fal—ay 77 ANV EGHISa— e+ b7 —%, - & 2103,
CiscolOS v 7 4 Fal—ay 77 A NVAITRESHE L TRETE £7,

BEAHOBRTCEZLEFTTHIZE, T—ha—=FIZT7 78245, CiscolOS o~ REHEHLE7,
BHEORE TR, BELAHOBRCEZEETINETLY E¥A,

(G¥) T—btuo—4& o< FBXOBREZEOE LR X O FIEOFEMIIOWTIE, 20U U —RIZxfi
THavw R Y77 L 022 LTLLEE N,

#* 4-4 T, REMLRREABOKEICO VW THIAL 3,

= 44 RIBEHN

CiscolOS yO—/\)L avI74F¥alL—ay
EH J—rA—% a7 UF avU R
BOOT set BOOT filesystem:/file-url ... boot system filesystem./file-url ...

HEhEERC e — FLCETERA D, B3 |REIOREFICHEAIAT Cisco I0S 4 A —T %5
0 CTREBNTEFEITARE T 7 A VDU A b, ELET, Zoa~wr N, BOOT BEAHO
BOOT BEEAENHESI N TWARWVEE, VA |[BREEZLEFLET,

TAE, 7T vva TrAN VAT ARERICE
SHH TR MERRR R 24T - T, BN S L7z %
ITAlHEA A —V R — FLTCEITZ2RAET,

BOOT ZHEMNFEINTWVTH, FEEINT=A
A—=Vhku— RCTEnrolzfa., VAT A
TT v Ty AN VAT ATERICKRE L
EERRER 7 7 A NVERBI LIS L LET,

MANUAL_BOOT set MANUAL_BOOT yes boot manual
AA v FOEE AL BE)TIT O NFETIT O 0 % YKIEW);E@JE%E 2 v FFETEHTED LD
RELET, ZL¥%, MANUAL BOOT BREZEI O EN

EMEE 1, yes, 0. HL0no T3 no £1-1% wﬁé“iT

0 ICRRESNTVAES, 7—ba—FEv R [REIOV AT LAFEBFCIE, A vFE7— b
TLOHBEBZRKSE T, TNUAOHEICER |v—F E—FICRVET, VAT LEEEHTD
ESINTWDLEHEIE, 77— ba—4% T—FK»5  [IZiX, boot flash:filesystem:/file-url 7 — ~ 17—

FETAA v F2EHTOILERHY 7, X avy NEERL, ZEREA A — Y D4R
EHEELET,
CONFIG_FILE set CONFIG_FILE flash:/file-url boot config-file flash:/file-ur!

CiscoIOS WY AT h a7 4Fa2b— g |Cisco IOS MY AT AREDRHERNME = B —DFt
ORI —ORAEZIMEHAT I 774 | AEZIHEHIT A2 77 AV EZHBELET, 20
NBEEE LET, o< N2 X 5T, CONFIG_FILE EREEZEHAN
ERINET,
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W Uor9z7 14— UD—FORTC1—LEE

YIRYTTFT A A= JA—FDRY L 1 —ILEFE

AL v FETY TR 2T7 A A=O)u—F2&RT (RKE. BRR2EAAL v F2bEVHEALRV
LT ATHIEIE, AT Va—NERETEET, 3 Ry PIV—FHOTXTDRA v FTY
T =TT v T L—=RTL5RERE) Xy b= 2K TY n— FERIFFIZIT) 2ENTEE
R

N
GE) Ja—ROAZY 2a—)LiT, 24 BURNICHRETALERHY F9°,

J)O—FDRT D a1—ILERTE

VTP 2T A A=V BTIE—RTDLICAAS v FZ2HET DL, ¥# EXEC £— R THKRD
W0 avy REEHLET,

e reload in [hh:]mm [text]

BE Lo, MBI ERRR Lz, Y7 bz R r—RINLbdLoIcA
TV a—NVERELET, Ver— NI K24 HUNICETTHHERH Y 7, &K 255 LFT,
Ver— ROBAEZHEETEET,

e reload at hh:mm [month day | day month] [text]

fEE L7kl Q4 B AMER) 1Y 7 b =27 RNV e—REnd L9510, Ar¥a— iR
ELET, ABZEETL L, HESNZHRICY e — R TOND X 5ICA TV 2 — L BARES
NET, AREZBEELRP-TSE, Ve — NEE AORERIITbILE T (GRERZINBITER
AEVBROGE), B HORERZATONET FERZPBIERZ LY bETOSE),
00:00 ZHEETH L, WK OO m— FRFEINET,

N

GF) atX—U—FE2FEHTIOEF. AL v FDOUAT A 7 v 7 (Network Time Protocol
(NTP), "—FRu =7 AL ¥ — FEEFHT) BRESNTWIHAETET T, B
T, A v FICERESINTZHA L V=Vl ET, BEOAAL v F TRFIZU r—F
PITOND EIICRETIHAIEL. AL v T OREZ NTP IZ L > TR S22 46BN H
nEJ,

reload =~ NIV AT L ZEFLITET, FEITEHTDL ZENRRESINTHRWVIRY, AT A
XEBEICHEE LE T, reload 2~ ML, AZ— 7 v ar7 4 FXalb—va VAL vFO
RENE M %Z %17 (copy running-config startup-config) L 7-7% CTHEM L £,

FETEBTDLLOICAS v FBRRESNTWDHE, EmRRNL Y o— F2ETLARANTIEE
Ve ZHUE, AA vy FRT—bur—F T—RIZRY, ZOMR, VE—F 2—VRHIEER) Z L&
Bilk4 2728 Td,

a7 4FXal—vay IrANVEERTLHE, Ur— ORIy 7 Xab—Ta 2R ETD
EOCHERT T e T IRRRENET, RFEERIERFZ, CONFIG_FILE BREEARN 3 CICHFEL
WAL — R T v a7 4 Xal—valy 774 N0EBRLTWESE, REEZFITTHONEINE
WO RBIWAEDLER AT ANLHENRET, TORNOEEFRETDHE, Va— KRy b7 v
E— MR EINET,

WIZ, BHOF % TRHIODIZY 7 2T % AL v F 2V a— RT56%7 LET,

Switch# reload at 19:30
Reload scheduled for 19:30:00 UTC Wed Jun 5 1996 (in 2 hours and 25 minutes)
Proceed with reload? [confirm]
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ZALYFDIP 7 FLRABEUVTIAIL N F—F o1 DEIYLT

YIr9z7 42— yo—ForsSa—ige A

WIZ, DOAREZIREL T, Y7 by =2T 2 A vy FIZYn— T 56z RLET,

Switch# reload at 02:00 jun 20
Reload scheduled for 02:00:00 UTC Thu Jun 20 1996 (in 344 hours and 53 minutes)
Proceed with reload? [confirm]

ATV a— VR TTICRES N Y v— FEEY ETIZIX, reload cancel f## EXEC 2~ > K& H
LET,

JA— K A5 21— )LIEHRODERR

AT a—)VIRTTIZRESINTWNDE Y a— ROFEREERTDH, ERFAAS vy F ETYIr—RKORT
Ta—MEREINTNDENE I NEFH~5H121X, show reload ¥4 EXEC =~ F&MHEHLE T,
Va— KRR TPEINTWDIRZ, Ve— RoHBEZ2ED (Ja— FORF Vo —VRERICHEEINT
WAHEA), Ve— RERPEFERINET,
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WM JorYyz7 42— Ya—FORSS1—LBE
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CHAPTER

Cisco 10S Configuration Engine D&% 5E

ZOETHEH, IE3000 A1 v F TZOMREEZRET D2 HEICOVWTHBHALE T,

Cisco Configuration Engine O &% EE IOV TiZ, D URL IZT 7 AL TLZEW,
http://www.cisco.com/en/US/products/sw/netmgtsw/ps4617/tsd_products_support_series_home.html

ZOBETHEMT L a vy RO LU EOFEMIC OV TIE, kD URL IZ2H S [Cisco I0S
Network Management Command Reference, Release 12.4)] #ZH L T2 &0,
http://www.cisco.com/en/US/docs/ios/netmgmt/command/reference/nm_book.html

e [Cisco Configuration Engine ¥ 7 b 7 = 7 O | (P.5-1)
[Cisco IOS =— Y = > FDOEE] (P.5-5)

[CiscoIOS =— Y = > hDF%E] (P.5-6)

o [CNS #EDFR] (P.5-14)

Cisco Configuration Engine V7 b = 7 O#IE

Cisco Configuration Engine (¥, * v hUV—27 &Y 7 vy =7 T, X hU—27 TNAAL ZABI N —
EADORE L ERE AT b0 ar 7 4 Fal—vary PR LTHIELEY (K 5-1%

£ i), 4% Configuration Engine I3, 22 T4 2 (R v FL)V—&) OITN—T LT A 2N
T B —bREEFHLURELRAF L T, LIS U TEIE LE T, Configuration Engine 137 /31 A
EAORELELZER L TT NS RZHEEL, REERLFITLTEZORREX 72528 T, #)
W EBL L OREOTH#HEL L £,

Configuration Engine i, X% > K7 vy E— FBL P —"E—FE2H¥ R —FL, RO CNS a2~
R—=F 2 P A THETS,

e AT 4 FXal—valry P —ERXR (Web¥ =R 774 vF—T ¥, F—LARX—RA vy b
7 =)

« ARVEHF—ER (AR E Fm b T A)
© FHHF—ERF AL P (F—F EFABLOAF—)

A K v K7 ry £— KTiE, Configuration Engine I3fiAAAT 4 L7 N Y — 2% P HR— KL
T4, TOF—FTIE, AT 4L 7 M FEREIZOMOT—X% A MTIEMELHY A, F—N
% — KFTi%, Configuration Engine (3 —VEFZRONHLT 4+ L7 MY OFERAZYR—FLET,

[ oL-27302-01-J

Cisco IE3000 R4/ vF Y7 b7 avI74¥al—vavii4F


http://www.cisco.com/en/US/products/sw/netmgtsw/ps4617/tsd_products_support_series_home.html
http://www.cisco.com/en/US/docs/ios/netmgmt/command/reference/nm_book.html

$ 5% Cisco l0S Configuration Engine OF&%E |

W Cisco Configuration Engine ¥V 7 k7 = 7 ODHE

51 Configuration Engine 7—% 77 F v Q&
HY—EX FANAF— vy k7=

T8 9—EX
Configuration F4LY MY
/ EngiTe \

AVIT4FIL—YarvH—Nn

=

y —— /|
—— A\ T

ARY R H—ER

Web R—Z D
A4 A A—=T(R

A ]
A§7.i ‘ ‘EQ

=X
-

BREEE

141327

o [ 7 4 Fal— gy P—tv 2] (P5-2)
o 4Ry K H—EZ] (P5-3)
e [CNSID BLOFANA ZDOKRA MHIZHT 5 EFEFIE] (P.5-3)

aAVvIq4¥alb—varyP—ER

a7 4 ¥ 2 b—v 3y h—t AL, Cisco Configuration Engine O H %2> R —% o R CTF, AA v
F Eiz®H 5 CiscolOSCNS =— Y = > h EHE L TEMET2ar 7 4 Fab—va vy — STHES
NTWET, ar74Falb—ay P—ERE, PIFRE SRS L — 710 KD KB FFRE D
72D, TRAREY—ERAOREEAA v FICEELET, A v TFExy NV —7 ETHIO TEH
THLEIZL, a7 4Fal—vary P—EALLUHIRTEEZELET,

AT 4 FXalb—var P—ERFTCONS A~ b F—EREMP L TRELTA N2 b E2EZEL,
AT L UK D@ % £ 5 L ET

a7 4 FXa2lb—vary =TI Web —_"ThHV, a7 4Fal—var Tr7FL—hEHEAA
BIF Ly FY (R RT7ay F—FR) £33V EF— T4 L7 b)) (=R E—F) ITRES
NTWBET A RAEEOFREEREEALET,

aAr74F¥alb—ary 7T =ML, CLI (A~ RIAM 0 A2 =T x4 R) avxy REAT
BB EBTREBZATLTXAN 7740 CF, 707 b— M T, £33, Lightweight Directory
Access Protocol (LDAP) URL 2 L CHRELE9, O URLIZT 4 L7 PV IRTFESNTNDET
NAREEOREHEREZRLUET,

CiscolOS =— V=2V MIZELFay 74 Xalb—ay Z7ANVOKLETF v L, AV %
FRITL T TF = 7 BN E R L= aEZRr L ET, 2074 F2b—Yary o—Y=r b
IREXT-EBICEATIZ L, HAWVIEREEA R 2 a7 4 Fal—v gy —_"h 55
FIsECHEAzELEDL L TEET,

CiscolE3000 R/ wF Y7 kP av724¥al—>av #Hiq4F
m. 0L-27302-01-J |



| £5% Cisco IOS Configuration Engine M&&5E

Cisco Configuration Engine ¥V 7 k7 = 7 DHE u

ARV H—EX

NSM

Cisco Configuration Engine 1%, FEA N FDOZEFEBLOERIIA N b b—E2EZHHLET, 1
Ry b=V MIAAS v F EIZHY, AA »F & Configuration Engine DA N>k F— 7 = A
MoOBEEZESICLET,

AR b = RE, FEICH AT v a YTRT T, TEEHFNTT, A X h F—E A
I, Y7927 bR=Z2DT7 FURAEEEZMEMNL T, Ay b—VamEICEELEST, Y7 V=2 b
N=2ZADT FVARRLIETIE, A v bt—YBIUSEICIEMETYH R — L AN—2E2ELLET,

Configuration Engine (21X NameSpace Mapper (NSM) Z#fii L C\WE9, NSM X, 77U Fr— =
V. TAL AL FREIAV—TID, BLOA R MIESL T AL AORELZ V— T EHH ICHRFR
P AL L E T,

Cisco IOS 7 /34 A%, 7= & 21T cisco.cns.config.load L\ 572, CiscolOS Y7 bV =7 TRESI
Tl ML —HT AR N STV NMADORERBLET, X— A= vy BT
P—vREFEATLIE, FLETHMEAHAEEHRT LI TA XU MEBETEET, 7V =7 M
TT—4 ANTIET =2 EANLIHE NSMIEA RV b %7 V=7 A R v 7% Cisco 10S
DRI HLDICEELET,

YT RITANRDEE., —BOTNAAID EAXV FPMREEND E, F—LAR—RA vy BT

P—ER X, VTR TATHRHBOALA RNy FERLET, FFICATY vy OfE, —EOD

ITN—T1ID, TXAZAID, BLUA RV IR ESIND &, vy BT F—ERE, XT U vvaxt
GDOAXR vy ERLET,

CNSID 8&UTNSA ADKRR FAICEHT 2EESRE

ConfigID

Configuration Engine 1%, BEFHDAAL v F T LI —B OB THEEM TN TWLZ EEHEL
TVWET, —HOBNFITEEORBEEZR O LN TEE TN, FRBHBIIEED R — L AL—2ZN
T—BTT, ARV PN P —ERE, F—BAR—ZONEFHFALTA v =0TV y h—
AT RUARBEEITVET,

Configuration Engine Ti&, 2 DDRX—LANR—R ([ Xy f N2l ar T Falb—v gy =N
B BbvEd, avr74Fal—r a3y B—ORr—LAX—=ATIL, ConfigID &\ 5 HFENT A
A AD—BIRHENTTT, A2 F NRADF—L A=A TL, DevicelD &\ HFENT NA ZAD
CNS —E#A7c7,

Configuration Engine I, /XU h N2 a7 4 Fab—v gy = Ol G E2MHEH L TT /A X
WCREERMTZ20 T, BEFHDAAL vF Z 12 ConfigIlD & DevicelD Oili 5% E#T D MHERH
DET,

Ay 7 4FXal—Tary =01 OOV AXLATIE, BEELD 2 DDAAL v FNELT
ConfigID i Z A TE EHA, A XUk RZAD | DDA L AZ AT, BREFHD 2 ODAA v F
23 [F U DevicelD fEZ I H T XA,

REFHDAA v F ZEIZ—ED ConfigID 8V £3, ZhidIxtIisd 2 A1 v F CLI BHEICKT 5
Configuration Engine 7 4 L' 7 bV ~DOF —DEEZ R LET, A A vF L TEFK S 7z ConfigID
i%. Configuration Engine ® 59 5 A A v FiEFKD ConfigD & —H L TV DMLERH D £,

[ oL-27302-01-J

Cisco IE3000 R4/ vF Y7 b7 avI74¥al—vavii4F



$ 5% Cisco l0S Configuration Engine OF&%E |

W Cisco Configuration Engine ¥V 7 k7 = 7 ODHE

ConfigID [FTEEFFICEE S, A vF KA MEBRELLEGAETLT M A2 HEET 5 ETE
BETEEEA,

DevicelD

AR ANZRZBML T DREFHDAA v F T LIZ—FEO DevicelD BV £, ZHIEAA v F
DEFTT FLRZPTND DT, AL v FENAALORKEDSEE L THRETE £7, cns config
partial 72— L a7 4 X alb—vay avr REFALTRESNEZTRTOARL v TFiF, 4
VR ARRZT VAT HZMERHY T, Lo T, AL v FEHREIE SN D DevicelD (3,
Configuration Engine OxfJ59 % A A v FiEFHD DevicelD & —HT2M0ERH Y £,

DevicelD ®F{ETTiE. AA v F D Cisco I0S F R Mk~ TEFSNE T, 7272 L. DevicelD &%
BLOZEOHEHIZ, A v TFICHEET LA F— b2 RICH Y T,

ARy b XA ED Cisco I0S OFE ED#K AL, A XV b F— b U oA ITHAATEN., TOUDBAA
FoRbViIz7eXx E LTEHELET, A XVUVFF—bF U2 A1FA RN F XA LT, A vT
B L OG5 DevicelD #F Rk L £,

ALy FIE, ARV N = 0o A LOBRPEINTDH LTI, EOFRANMEAL X~ F— |
TxAICEELET, EHESELSND NS, £ X b ' — kU =1 1T DevicelD % Cisco 10S 7~
A MBI BEDEET, A XM F—=FU=A13, AL v F EEH L TWBEICZ D DevicelD 5%
FyrviralFET,

RA F4 B KU DevicelD

DevicelD (. A XV M F—bhUxA LEFRLIZLEEICETESN, AL vF FRA MNEERELEZSES
THEFEINERA,

AL v F DAL vF RA N EEET YA, DevicelD & BT HM— DI I AL v F & A <> |
F—=r T oA MO TW+ 52 L TT, noensevent 72— )L a7 4 X2 L— gy av
FEASDLTHE, ensevent 72— 3L 227 4 FXal—vary avry REAHLET,
VRN BN SND &, AA v TFWEIEELIEARA NG EAR N F— b2 IZEELET, 4V
k7 — k¥ =A% DevicelD ##H LVMEICHEFHR L £7,

R Configuration Engine = —% A > % —7 = 4 AZERT 2551L. A A ¥ F T cns config initial 7
H—rL a7 4 Falb—vary avy a4 5 aTiER< A LEECAA v FREEL
TeR A M OfEIZ, DevicelD 7 4 —/V RERAINCRET DLERHV ET, £ LAgNE, BlD
cns config partial 70— VL 207 4 XFa L—Tay avr FOBENEEEL T,

KRR +4. DevicelD. ConfigIlD OfERAE

AV RTHRY BE—RTE, FANOEZAL v FICRETDE, a7 4 XFalb—Tay =N
[FA Ry b ERA MICRET %A, TORA MM DevicelD & LTHMLET, AR MARE
INTWARWEE, 41X MIT/NA AD en=<value> TEEINE T,

HP— R FT— FTIE, A MIIFEAEINETA, ZOF—FTIE. N2 LEOA X FEEICITFEIC—
B O DevicelD BHENEAEINET, TOREPREINTWRWESE, A4 vy TFEEHTXERA,

Configuration Engine T Setup ZFE{T+ 2546, ZNL0BMERBIOEET 5 BEME (¥ 7EORT) %
HELET,

CiscolE3000 R/ wF Y7 kP av724¥al—>av #Hiq4F
m. 0L-27302-01-J |



| £5% Cisco IOS Configuration Engine M&&5E

Ciscolos =—>z> oz N

Y
(3¥)  Configuration Engine Dt v N7 v 7 707 T AOEFFICONTIE, kO URL IZT 7 A LT,

Configuration Engine Ot > b7 » 7B LUREN A FESHL TS0,
http://www.cisco.com/en/US/products/sw/netmgtsw/ps4617/prod_installation guides_list.html

CiscolOS T—o x>V FOBIE

CNS ARy ==V MERIZE ST, A v FIFARY N RAETARY MIART Y viakk
YT 227 54 7 %47\, CiscolOS =— = & E#ETE F9, CiscoI0S =— 2 = MEREIZ
WOHREIZEL Y A4 v F 2V R—FLET,

o ToERE (P.5-5)
o IS (#5y) &iE) (P.5-6)
o TFEMEE] (P.5-6)

A E

AA v FREYINZEENT 5 &, * v b T —2 T Dynamic Host Configuration Protocol (DHCP) Z:k#%
Tua—RXXx A NTHZETIPT RLAZRELES ELET, 7%y kL2 DHCP %— 3372
WHLOEEEL, TA AN Ea—v gy AL v FIEDHCP Vb— =—V x> M LTEEL, #K
% DHCP ¥ — 25k LE 3, DHCP ¥ — 2B REZZETDE, HLOVAAL v FITIP 7 KL A% E|
Y X -C. Trivial File Transfer Protocol (TFTP; ffi5 7 7 A Mirk~7 a h=2L) H— "D P 7 KL A,
T—FANTw T ardZ g Xal—raly 774 NNDNRNA TTFNVE F—FTADIPT KL
A%, DHCP VL — ==V =V MIHTDHZ=F % X NEFITHAANET, DHCP VL — =—V =
VNI, ZOREEAAL vy FIZHEEE LET,

AL T, FOETONTIP 7 FLRAZAFWICA VX —T =24 AVLAN 1 (F7 4L b)) IZRE
L, TFTP h— "6 7 — A TGy avr74Fal—vay 77/ VX ra—RLET,
TR ATy T arv 4 ¥al—vary IrAABERIIZU L m—RENDHE, AL v TFIFED
TrANEFTA T 4 Falb—Yarice—RFLET,

CNSIOS =—Y = M, #%%7 5 ConfigID £ L O EventID % {£ ] L T Configuration Engine & @
815 # B4 L £ 9, Configuration Engine 12 @ ConfigID #7 > 7L — MNMI~vy B 7 LT, A v
FIEERay 74 F¥al—vay Z7rAVvEX Ty ra—RKLET,

X 5-2 (2, DHCP "—2OH#FHEEZFH L HHT— ATy arvr s Xalb—vary 77 A
Nt 5700 Fy b U— RS R LET,

CiscolE3000 R4 wF Y7 k9?7 av724¥al—>av #Hq4F
[ oL-27302-01-J .m


http://www.cisco.com/en/US/products/sw/netmgtsw/ps4617/prod_installation_guides_list.html

$ 5% Cisco l0S Configuration Engine OF&%E |

W CiscolOS T—Y v FDEE

=5 (#45)

R E

5-2 MNHKEOBE
y—
Ely TFTP
o)
Configuration g? WAN o
Engine [N —
EHj DHCP
) s

_a— )
NPl DHCP JL—TI—2 Vb
TA4AKJEaA—S32 LAY ',_/1\_,’ FIHILET—bDozA

FHERA LAY E?/E\g?

A1 7 -’ I

«©
[3Y]
(32}
<

R TE

Zy NT— 2 3BT 5L, CiscolOS =— Yz FEFRHLTHLWF—EREZBMTEES, =4
() REIL, A v FICEEFETEET, BEOKREEZ, A XV F XA/ —RFRELTAX I F—]
T AN LT (FPyd a2l $703AA v FICT N T —2 a VRS DEZA XU e
LCEETEET,

AA v FIE, WHTDENCHEOELET = v 7 TEET, BUBRELWEAIE., A v FEESRTE
EFEAL, a7 4 F¥ab—vary = NICBIEEEFTRADANY MERITLET, AL v TN
ENREEBHALREWES, =9 — AT —FRAERTARVNERITLET, A v TFNESREE
WA L7256, NVRAM (REFRME RAM) ICEXATe), FREFESADL I ITHERIND £ THD
ZEnTEET,

2L v FiE, REXZELESA., BERABEEARNV FOZERICREDOEHZESEDL LN TE
FT, ESRAAEBFANY MI, BHINTHEEZ NVRAM IZRTFELARVWEIICAL v FITHRRLE
T A v FIFEFHENERELE T L 74F2b—varE LTHEALEY, ZHICED 24 vF
DREIL., KOFREBIFOMH D= HIZ NVRAM ICRELIRET DN, oy NI —2 775 4
v LR ET,

CiscolOS T—o 1Y FDERTE

AA w»F D Cisco I0S V7 b = TIZHAIAENTZ Cisco [0S =—V = v M ko T, AL v F &2k
LCHEMICHRECTEET (THHHCNS HEDA x—7 k) (P5-7) #5H), REEZEFTHHA.
FRIEBAAREL AT 4 X2 —2a A A M—ATEHREGIEIROFIELZBBL T E &0,

e ICNSA RV N ==V hDAR—704 (P.5-7)
e [CiscoIOSCNS =— Vx> DA x—7 4k (P.5-9)

CiscolE3000 R/ wF Y7 kP av724¥al—>av #Hiq4F
m. 0L-27302-01-J |



| £5% Cisco IOS Configuration Engine M&&5E

EE) CNS

)

CNS /1R

N
(E)

Ciscolos T—SzvrozE M

BREDA 3—TILIE

x/r v FOHE CNS BEZA F—7 M T DI, £TE 5-1 05822 THERDY £, 56

REETT LIEDAAL v FOEREANET, setup 707 N T B AT LERFA, AA v FIIH)
ﬂﬁ%ﬁ%ﬁ%ﬁébi# (ToaxEl (P.5-5) 22, 274 F¥alb—valr I A NVEERNAAL v F
iZe— RFEhbd E1EEIZET T,

%= 5-1 BEIERES R—TILDEH
FINA R WEITERTE
TIEA AL vF HFRFORE (a7 4 FXalb—ary 77 AL 1L)
FTAARMNIEa—Yay Ay e [P ~LX— T KL XA
7 « DHCP UL — =Y xy hoO A F— 7L
s IPL—TFT 47 (F74 b F—=b AL LTHERATIE
&)
DHCP #— e IPT7T RLADE|Y YT

e TFTP #—1"DIP 7 FL- X

o TFTPH— "7 —hr A Ty T a7 4 Fal—Tav
T 7 A IL~DINA

o TIFNKNF =P TADIPT FL A

TFTP #— e ZA v F & Configuration Engine & D5 % w621 T 5 CNS
a7 4FXalb—Yaryav s RE g7 — ATy o
V74X al—vay T A

* (T7HNVIDORAMLORDYIZ) A4 v F MAC T FLA
FIZT I TAFZEZOWT N EMEMH LT ConfigID 35 L
EventID #4425 L 5 IR EINTAAL v F

e AAf v FICarI 4 FXal—yary Iy ANET v aT D
FIICEEENTZCNS A X h =—TY = b

CNS Configuration Engine TNA A LA THD 1 >FEFEROT T L— T, 77
L— MZT /31 2D ConfiglD R~y B 7 EnNTHET,

Configuration Engine & v +7 > 7 7'u 7' J 5 D47 & Configuration Engine THO7 > 7 L — F DAE
FRAZ DWW TiX, kD URL ICT 7 & A LT, [Cisco Configuration Engine Installation and Setup Guide,
1.5 for Linux] %2R LT E&EW,

http://www.cisco.com/en/US/docs/net_ mgmt/configuration_engine/1.5/installation_linux/guide/
setup_1.html

fI—Cxx2 DA R—TILIE

AA Y F ETCCNS ARy h ==V baA X =T ML TrDL, C(NSRETZ—V 2 haA R—
TVCT BN £7,

[ oL-27302-01-J

Cisco IE3000 R4/ vF Y7 b7 avI74¥al—vavii4F


http://www.cisco.com/en/US/docs/net_mgmt/configuration_engine/1.5/installation_linux/guide/setup_1.html

$ 5% Cisco l0S Configuration Engine OF&%E |

W CiscolOS T—Y v FDEE

ATy71

AT972

27973
27974
A7975
27976

Il CiscolE3000 RAvF Y2 +rHz7 AV T4 Fal—2av 4 F

AL v FETCONS AR b 2=V x v oA 32— MIT 50T, FtE EXEC E— FTROFIEE

FITLET,

avwy kR

B&

configure terminal

Ja—N) ar7 4 ¥al—vay ET—REBBLE
‘d—o

cns event {/ostname | ip-address} [port-number]
[backup] [failover-time seconds] [keepalive seconds
retry-count] [reconnect time] [source ip-address|

ARV N 2=V A FX—=TNMIZLT, F—F U=
A RTA=HEBANTILET,

» {hostname | ip-address} \Z. A~ F— DU =A
DRAMGEITIP 7 RV A2 AT LET,

e (EE) port numberZ, A XV s =R UxAD
R—bFEZEANLET, 774V FDOKR— &S
X 11011 T,

e (EB) N T v S =R UxzATHDHI LER
THA X, backup Z AT LET (B LIEEAT.
TIA=Y F=brU=AI2R0 £T),

e (&) failover-time seconds |2, Ny 7T v FF—
N = A BHESLENTZRRIZAAL TN T T4~
TF—RrUxA V— NEFRFOREREZ AT LE T,

e (f£%) keepalive seconds \Z. AA v FR¥—77T
TAT Av—VEEETIMEBEASILET,
retry-count \2. ¥ —7T TA T A vE—U~DIRE
DIV IR E R T T2ETORA vy E—V%EE
Bl%E AN LET, T 740 MEFHNTRY 0 T,

e ({EE) reconnect time |2, AA v FRA XU K F—
T = AICHEBERL LD & T DRIO R KRR Z
ANJTLET,

e (f£E) source ip-address |2, Z DT A ADKF T
IP7 RLAEZADLET,

encrypt & — 7 — B LT clock-timeout time
F—U—NiE, av > RIA4 D~V 2 MY
YIWERSNETH, YR— SN THEE
/‘—/o

)

end

¥4 EXEC £— FIZRE Y £,

show cns event connections

AR 2=V MIETOEREER L

show running-config

R E B LET,

copy running-config startup-config

BB 274 FXalb—vay 77 A VSR ELZRTE
LET,

CNS ARy b ==V x> bET 4 E—7MIZF 5HITIL, no cns event {ip-address | hostname} 7' 7 —
N aryZ4Fal—vary avwry REEHRLET,

WIZ, CNSA R P 2=V 2V FEARX—TMILT, IPT7 RLVRA F— o= A% 10.180.1.27,

X—T7T7 T4 THMRE 120 B,

FRITEZ 10 BICRET 282 R LET,

Switch (config)# cns event 10.180.1.27 keepalive 120 10

0L-27302-01-J |



| £5%

Cisco I0S Configuration Engine DE&5E

Ciscolos T—SzvrozE M

CiscolOSCNS T—> x> b4 Rr—TILiE

CNS ARy b 2=V = M X —T M LTetk, AA v F LT CiscoIOS CNS =— ¥ = o &L #)
LET, kOa~vr REEHLT, CiscolOS =— Yz ha A 32— M TEET,
e cns config initial 7 = — )L 2T 4 Falb—T g avr NE, CiscolOS =—Y = & A
R=T M LT, A v FOYHRELZHBELET,
e cns config partial 72— 3L 27 4 F 2 Lb— g av s NiE, CiscolOS =—Y = ha A
F—=T ML T, AL v FOHSHRERE %A LE 7, Configuration Engine #fEH L T, VU

I

%I?"

ATy71
ATy7 2

AT973

ATv7 4

A7y75
AT976

= hTAL » FITHETK

EDA +—TIE

ExFETEET,

ZA v F ETCNS REZ—V v ha A R2—T NI L CHIHREZ BB 512X, ¥ EXEC =— K

TROFIEZFATL E7

avwv R

=]:)

configure terminal

Ju—n) ar7 4 F¥Fal—yary ®— el LET,

cns template connect name

CNS T 7 UL— oy 7 X2l —rar — REHHBL
T, CNS ##t7 v 7L — b ORI ZRELET,

cli config-text

CNS #7 FL— Noa<wry R4 v 2 AN LET, T 7
L—FANDEKEa~ RIAL N ZOFIEEBREY IR LET,

B CNS #fi7T o 7L — b EaRETDHHAIE. AT v 72 ~3
IR L ET,

exit

Ja—n) a7 4 ¥al—yary T—RIED 4,

cns connect name [retries number]
[retry-interval seconds] [sleep seconds]
[timeout seconds]

CNS izt 7 4 ¥a L —v 2 v ®— N&BMA L, CNS 5
TuT A NVOAREREL, T 0T 7 AN RT A =T EER
LET, A4 v FITCNS#Ef 7 v 7 7 A VEEH LT
Configuration Engine 284kt L £ 9,

o CNSHifiFm 77 A NVDLARTIZANTTLET,

e (fEE) retries number |2, #frD VU N T AEEE AT LE
T, fEECEA2®MEIL 1 ~30 T, T 74V ME3 T,

e ({EE) retry-interval seconds \Z. Configuration Engine ~
DOEfE T DR OBRITHRE AT LET, HETE HFHA
21 ~408Td, 74/ MEX 10 BT,

o (HEE) sleep seconds |2, A DOEHAIT 2 FEITT HE TH
W o2 A LET, FHEETE %ML 0~ 250 T
T TT7HNBMTO0TT,

e ({EE) timeout seconds |2, KT LI D & LztkiC
Fr 3 2 A A LE, HHETE AHPHIE 10 ~ 2000
WTd, T 74 ME 120 TY,

[ oL-27302-01-J

Cisco IE3000 R4/ vF Y7 b7 avI74¥al—vavii4F



$ 5% Cisco l0S Configuration Engine OF&%E |

W CiscolOS T—Y v FDEE

avwvFr B

A797 7  discover {controller controller-type | dlci CNS BT a 77 A NVNOAL L EZ—T 2 A NXFA—FE AT
[subinterface subinterface-number] | interface | % 4,
[interface-type] | line line-type}

e controller controller-type |2, 2> v —F XA T % AN/
L,

e dlci 2. 77 7 « 772 Data-Link Connection Identifier
(DLCIL;, 7—% U v 7 gkl 1) # AJILET,
({£#&) subinterface subinterface-number \2. 77T 4 7
72 DLCI OMBIHEATHRA > Y —RA v b 7 A
B =T 2 A AFGERELET,

* interface [interface-type] \Z, A V' Z—T = A ZADZA T %&

AJTLET,

o line line-type \2. 74 ZA T2 AT LET,

A7978  template name [ ... name] AL v FOFEITHEAT D CNS B 71 7 7 A4 LIND CNS #
BTy — DU R NERELET, EHKOT T L —E
BECTEET,

27979 AT w7 T ~8EMVIKL, CNS #7777 A LIS HIZE
DAV HE =Tz ANRTA—=H L CNS T 71— &4
E l/i‘d—o

A79710  exit Ja—s )y ar7 4 Xalb—vary T—RNIRY ET,

A79711  hostname name AA v FDRA N EANLET,

279712 ip route network-number (ER) TP 7 K L A2 network-number @ Configuration Engine

NDALT w7 — NERESL L FT,

CiscolE3000 R/ wF Y7 kP av724¥al—>av #Hiq4F
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avwvFr B
A797 13 ensid interface num {dns-reverse | ipaddress | | ({£7Z) Configuration Engine 23 H 3 % —& ® EventID £ 7213

mac-address} [event] [image] ConfiglD #3%E L £ 7,

EJlEs o interface num \Z, A V¥ —7 = A AOME (7= & 21X,

cns id {hardware-serial | hostname | string ethernet, gryoup;ﬁixnc‘\ 100P230k\ Vlrtlhlill-itemplate) ji’]\

string | udi} [event] [image] NLET, TORETIHE, —BEOIDEERTIHLEDIZED
AE =Tz AAPLIPT FUVAETLLIZIMAC T RL 2%
BT s0%EELET,

e {dns-reverse | ipaddress | mac-address} Tid, ~A "4 %
REGELTEDORA ME—EDID & LTHD Y TSI
dns-reverse # AJJ L, IP 7 KL A &I 5 I121%
ipaddress # AJJL, MAC 7 KL 2% —ED ID & L TfE
3 5121% mac-address # A ) L E 7,

e (EE) ID 2 AA v T OiBBNZHEH T 5 event-id fHIZ 72 5
LOICHETHITIE, event Z AT L E T,

e (EE) ID A A v FOFMNAMEHT 5 image-id fEIZ 72 %
X OIWCERET SI2iE, image # A LET,

(G¥) event & image ¥— 7 — KO GF 240 L7HEIL, A
A FOMBNCIE image-id fERHEH SN E T,

e {hardware-serial | hostname| string string | udi} .
hardware-serial #x AJJL TAA v FO I TNLVELFE—E
D ID & LTRET 52>, hostname (77 /L b) & AT
LTAA v FDORX Mz —ED ID & LTERT 50,
string string (BB OT7T ¥ AN A M) 7% —EOID & L
TANT22, £721F udi 2 A7 L T Unique Device
Identifier (UDI; =B DT /XA A 1D) 2 —&E®D ID & L Ti%
ELET,

CiscolE3000 R4 wF Y7 k9?7 av724¥al—>av #Hq4F
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W CiscolOS T—Y v FDEE

avwU R B
279714 cns config initial {hostname | ip-address} Cisco IOS %A 3 —7 M L. Wz E 2 L x4,
[port-nur.nber] [event] [no-persist] [page page] e {ip-address | hostname} 1=, 27 4 Ko l—sa s H—
[source ip-address] [syntax-check] NOEA PEFILIP 7 FL A% AN LEF
o (EE) port number 2, 27 4 F a2l — gy h—10
R— b EBEZANLET, 774V FOFR— bEFIL80 T
ﬁ—o
o (FEE) BRENTT LIZEZTOREDORD., L. T3
HEORX =T HIZ event A F—T M LET,
e (f£%) cns config initial 7’ 2—/ )L a7 1 Fa2 1l — g
v avy ROAIFERIZE > TT N S E D NVRAM
~O HEE EIALZ MG 5121, no-persist # AT L F
D no-persist F—U— R&Z A L7RWEA, cns config
initial =~ > F2EHT 2 & ZORRORED HBEIIIC
NVRAM IZEEZAENET,
o (fEE) page page |2, HIHFRED Web X—Y % AL E
9. 774V MX /Conﬁg/config/asp T7,
o (L) EEXIP T FLAILMHEAT ST, source
ip-address = NJ) L £7,
s (FE) ZONTA—ZEFHLIZLEOMLETF =y /T
%IZi%. syntax-check # 1 X —7 /LIZ L E T,
(GE)  encrypt ¥—7— K, status ¥—VU— R, w/ F—U—F
iSJ:Uinventory F—U—RiL, a~r K740~
2RV ZEFRREINETH, PR—FShTVEYE
/uo
279715 end FrkE EXEC £— RICR Y £7,
279716  show cns config connections a7 4 X al—vary o—Uxr MNOETAERARRLE
R
A79y711  show running-config MEAMERLET,

CNS Cisco I0S =— Y = v N & T « &—7 /W27 5IZ1Z. no cns config initial {ip-address | hostname}

Ja—R_)L a7 4 Xalb—g v
w

B&RE) ZRLET,

2. AL v FOBRENRRHZRLGEI,

avr REERLET,

VE— M A v FICHHREEZRET D6 (CNSEr ¥ vF

Switch (config)# cns template connect template-dhcp

Switch (config-tmpl-conn)# cli ip
Switch (config-tmpl-conn)# exit

address dhcp

Switch (config)# cns template connect ip-route

(

(

(

(

Switch (config-tmpl-conn)# cli ip
Switch (config-tmpl-conn)# exit
Switch (config)# cns connect dhcp
Switch (config-cns-conn) #
Switch (config-cns-conn) #
Switch (config-cns-conn) #
Switch (config-cns-conn) #
Switch (config)# hostname
RemoteSwitch (config)# cns config

exit

route 0.0.0.0 0.0.0.0 ${next-hop}

discover interface gigabitethernet
template template-dhcp
template ip-route

RemoteSwitch

initial 10.1.1.1 no-persist

Il CiscolE3000 RAvF Y2 +rHz7 AV T4 Fal—2av 4 F
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HIZ, AL FIP 7 RUANRAHOHBEIZ, VE—F AL v FITHIIREEZRET 202~ LET,
Configuration Engine ® IP 7 R L A% 172.28.129.22 T,

Switch(config)# cns template connect template-dhcp

Switch (config-tmpl-conn)# cli ip address dhcp

Switch (config-tmpl-conn) # exit

Switch(config)# cns template connect ip-route

Switch (config-tmpl-conn)# cli ip route 0.0.0.0 0.0.0.0 ${next-hop}
Switch (config-tmpl-conn) # exit

Switch (config)# cns connect dhcp

Switch (config-cns-conn) # discover interface gigabitethernet
Switch (config-cns-conn) # template template-dhcp

Switch (config-cns-conn) # template ip-route

Switch (config-cns-conn) # exit

Switch (config)# hostname RemoteSwitch

RemoteSwitch (config) # ip route 172.28.129.22 255.255.255.255 11.11.11.1
RemoteSwitch (config)# cns id ethernet 0 ipaddress

RemoteSwitch (config)# cns config initial 172.28.129.22 no-persist

BHBREDA r—TILE

2AZA v F ETCiscolOS =—V x> hEA X —T M L TEDREZ MG 21213, #+E EXEC £—
R CROFIRZFATLET,

avv kR B
27971 configure terminal sra—N) ar7 4 Xal—vary ®— FERBLET,
A7972  cns config partial {ip-address | hostname} Ay 7 4F¥al—varyz—Vzr b Rx—T L,
[port-number] [source ip-address] WoREZBMG L £9,

e {ip-address | hostname} |2, 27 f X 2L — 3 v
P— O IP 7 FLAETIIHRA M EA LET,

o ({EE) port numberZ, 227 4 X2l —i g
P—ROR— b EBEEASTLET, T 74V hDOFR—
~ &= 1% 80 T,

o (EE) BEEXIP 7 RLRIZMEMAT SIZIE, source

ip-address % N1 L E 7,
GE)  encrypt ¥—TU— R, av> KT DO~LVT
AN TR RESAETH, PR— T

EFEA,
A7y73  end Fi#E EXEC £— RIZREY £,
27974 show cns config stats A 74 Xal—vary 2—Uxy MNOBET A IERE
EJ el W LET,
show cns config outstanding
A7975  show running-config AR LET,
27976  copy running-config startup-config (ET) av 7 4F¥al—ay 77 AR EBIRIEL

£,

CiscolOS =— Y = v N&T &B—7/WIZF 21, no cns config partial {ip- address | hostname} 7
o= a7 4Falb—vary avy P LES, MoiREL Y HETITIL, cns config
cancel £ EXEC =2~ F&HHA L 9,

CiscolE3000 R4 wF Y7 k9?7 av724¥al—>av #Hq4F
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W CNs EEo®T

CNS EREDRT

® 5-2 & EXEC RV F

avwyk B
show cns config connections |CNS Cisco [0S =— Y = FOEEFO AT —F 252 F R LET,
show cns config outstanding (BRI E N7 EZKT LTWLRNVES (H84Y) CNS REICET %

HHERRTLET,
show cns config stats Cisco [0S =— ¥ = o MIBT o #EHEREZ R TR L ET,
show cns event connections CNS AR b=V FOBEROAT —H AR R LET,
show cns event stats CNS A Ry h ==V = MCETHHEHERERT LET,
show cns event subject TTV =y a ko TH TR I TENTARV N 2=V

YRV TV bR EFRRLET,

CiscolE3000 R/ wF Y7 kP av724¥al—>av #Hiq4F
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CHAPTER

ARALYFDI R34

ZOETIE, IE3000 A1 vF 7 T AZOEREEFHIZET28E & FIEIC W THBA L EF, Cisco
Network Assistant 7 7V 7 —< 3 o (LL¥. Network Assistant), 2~ > RIA4» A vV FZ—T = A A
(CLD) E£71&SNMP 2 LTAAL vF 7T A Z2/Ef., BHTE£T, BEARORFIEICOWVTIE,
TG~ NTEBRLTLLEEW, CLIZ 92 Za<xy FItonwTid, AfvF awr KU 7y
LU AEBBLTLLZEN,

COFETE, IE3000 A1 vF 7 FAXEFLIHALET, 7 F7AZRNIMO 7 T 22123 LTz
Catalyst A v FPNREL TWVEBAOEBRFHECHBEFEEOLBNLETH, ZNLDAL v FICHT
50T AABEDOFEMHBITEIZ LEd, HEO Catalyst 77 v b7 4+ —AIZBIT D7 T AX DR
MERIT, FUT DAL v TFDOY T b T=2T av 7 Fal—var H4 FEBRLTIES N,
COETHBETIARIL, kOLEEBY TT,

o [(2A4vF 753 2H2DHE] (P.6-1)

o (A v F I FARLEDT T =20 (P.6-4)

o ICLIICEADAAL vTF 7T AXDEH] (P.6-16)

e ISNMPICLkDAAL vTF 7T R2XDER] (P.6-17)

BEEDFRA MERITR Yy hT =2k LTT 78 A% HlRT 5484, ip http access-class 7'z — /3L
a7 4F¥alb—vary avry REMEALRWZ EE2HRLET, 7/ ERE L br—LT 50,
JIGAE avw U R AL v FEFERTE, EEIP 7T RLARBRESINTNAEAS VF—T x4 R LI
Access Control List (ACL; 77 %A v ba—/L YR b)) Z#EHLET, ACL Oz SV T,

% 383 TACLICLKDA Ry hU—2 X2 0T 4 ORTE] 2R L TLLEEN,

ARAYF VDRI E

RA T 2 FRFIY T ARG Catalyst A4 v F THEINTEY, &K 16 B TE£3, Hi
SNTZAAL v TFIF 1 2O T 4T 4 ELTEHRENET, VIFAXNOAL v FiE, AAvTF 775
AT )P =L T H—DIP 7 RLANL RS Catalyst T AZ by 7 A4 vF 7T vk
T — L THERINTZINV—TEZRELIZD, VT TN a—T 4 T ETHZY TEET,

AA Y F VT TALTIE, | BOARA v FNLZ FRXEZ a2 N X4 FE L TEETILNERDD, Kk
RISEOHMDAAL v F N2 FXL XN g FE LTEETEET, 1 207 F2ZE, 16 B
WOAAL v FTHERTILEROVET, 7 T7AF a~<v U R AL T, JTAX AR AL vFOD
BE, BH, BIUOE=FEFETTEDIME DAL v FTE, 7TAF AN F, —EIZ1 2007
AHIZ LB TE £ A,

AA v FDYT T AFIIZRD LD 2R ER3H Y £,
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F6E RIvFOI5RE4E |

B 2197 V5R40BE

o FMHBHRAT 4 T XOWEMNRGINICELA SNTICAL v FEFHETEET, A v FIEFE CHFTIC
HETHZEL, LAV2ELFLAPI Ry MY 2N L THBETLHI L TEET
(Catalyst 3550, Catalyst 3560, F7-i% Catalyst 3750 A1 v F &, 7 T AZD LAY 2 ORICHEE
THLATYIDONL—F L LTHEHLTWDEA),

JTGAE ANE, [ TAFEMBIOY A% Ao "0 (P.6-4) THHLTWA#
BB T TAZ a~v o B AL vy FIZERLET, T2 Tid, Catalyst 1900, Catalyst
2820, Catalyst 2900 XL, Catalyst 2950, I & OF Catalyst 3500 XL A A » FIZxf9 2 &2 VLAN
(A8 LAN) ORGFHEEZUHALET, A v F 7 TRAZREBEICBITDLINED AL v FOFHMIE
Wi, U TEIAASA v TFOY T by =T ar74FXal—var A4 REBRLTIES N,

o UTARE avwy RAAL v FIIEMEF-E5 LT, a~v> K A, v FICEENRE LGS
THRSETEES, | DFERFEEROAAL v TFE XL Ny 2 FRE 22 NITHRET DL, 7
FAE AUANMOBEERRCTEET, 2 7XKF XZ2Ny =5, AN, JTAL 2
YUR AL FOIN—TTY,

o XFSFERAA YT E, I DOOIPT RLATEHEHTEET, Zhid, BICIP 7 KL ADHNBES
NTOBLERICHERDHVET, A vF V7 TRAZLOBEITTRCITIALX a~v K Af vF
DIPT7 RLATIThbILET,

#£6-112, AAvTF V7 ITRAFZV U TIZHINT DAL v TFO—EERLET, WBERY 7 MU= T N—

TarDlEmn, VAKX av R ALy FLELTHERTEL200, 7 T7AX A= XA vF L LT

FIFfEATE 2O bR LET,

% 6-1 RLYF VI FITTBEUY SREADORGN

AL YF CiscolOS Y 1)—X 9 S5 READORIBHE

IE 3000 A A v F 12.2(40)EX LAKE AURNEFavr R ALy
9:.

Catalyst 3750-X F721% Catalyst 12.2(53)SE2 LAk AUNERFa~vr N ALy

3560-X =

Catalyst 3750-E %7213 Catalyst 12.2(35)SE2 LIB% AURNERFa~ R ALy

3560-E 7

Catalyst 3750 12.1(11)AX PAKE RNEFFavy R ALy
a;

Catalyst 3560 12.1(19)EA1b AR AUNFEIZavy R ALy
31

Catalyst 3550 12.1(4)EA1 LA AUNERFav LR ALy
9:.

Catalyst 2975 12.2(46)EX LA AURERITATU R ALy
a;

Catalyst 2970 12.1(11)AX PAKs AUNEIZav s R ALy
%

Catalyst 2960-S 12.2(53)SE LIk AUNFElFavry R ALy
9:.

Catalyst 2960 12.2(25)FX LIk AVARERFav s R ALy
31

Catalyst 2955 12.1(12¢)EA1 LUK AUNEREawY R ALy
%

Catalyst 2950 12.0(5.2)WC(1) LR AURERIFATL R ALy
a;

CiscolE3000 R/ wF Y7 kP av724¥al—>av #Hiq4F
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24 yF v5290= N

& 6-1 AAYF VI EIFTELUVI S RE~DHGHE @EE)

AL YF CiscolOS YJ—X IS RE~DORGE

Catalyst 2950 LRE 12.1(11)JY LAKE AVANERFaATU R AL Y
F

Catalyst 2940 12.1(13)AY LLR& AUREFIFav L R ALy
¥

Catalyst 3500 XL 12.0(5.1)XU LAk AUNFERIFATOR ALy
F

Catalyst 2900 XL (8 MB %A v F) [12.0(5.1)XU L& AUNREIFa~vr B ALy
F

Catalyst 2900 XL (4 MB A+ v ) |11.2(8.5)SA6 (H1E) AN AL F DI

Catalyst 1900 35 L O Catalyst 2820 {9.00 (-A F7-1% -EN) LIk AN AL v F DI

93R% AT F R4 v F DO

JTAE avy R AL vFE, ROBHEZHTZLTWAILERH Y £,

Cisco 10S Release 12.2(40)EX LI % FEITL T\ D,

IP7 FLABEESN TN D,

Cisco Discovery Protocol (CDP) R"— a3 2 B4 32 —T /) (T 74/ F) IZERESN TS,
MDI ZABZDI FZAE a=w B AL yFERIZT TAE AN AL v FTIERW,

EHVLAN 20 LTCRE VNS, VT AZ a<vw s R AL vF|2, @ VLAN N LTT T AZ A
VR AL TR STV A,

RBAIINL HS5SRAE AT K R4y FDEM

AR N, JTGAK aw K AL vFiE, WOBHEZHEEZLTWAILERH D F7,

Cisco I0S 12.2(40)EX LI Z F24T LT 5,
IP7 FLABREEINTWA,
CDP R—V g v 2 A X—TINIREINTWVD,

FEHVLAN 2 LCa~<wy KR AL v FIZERINTNT, BRENOMOAZ N, a<w R R
A v FIZERINL TS,

B VLANZ N LT (ZF7AF avw R A, v FBLOARAZ NS, a<w 2 B AL v F&5HEL)
HMDFTRTDIT FAEZ AN 2L vFITHEREIN TS,

TITABE AN AL v F L OGN EMHFRT 72012, 7 7 AZICNEERIILTWS,
Dy ZAEDa~y B AL v TFELFA RN AL v FTHEHRD,

BEHRAAYTFBEEUVIISIRE AN AL vy FOEHE

R A > FElE, 7 TAZFIGTTN, 7 I7AZICEEBMNENTOVRNWAL vy FEEKLET, 7
FGAB AN AL v FNE, AAvF 7 TAZIZTTIZBENMENTWE AL v F T, EHAL v FF
TN 7 TR AN AL v FITEFSLATIEDHY TR, EHOIP 7 RLABIOSNAY— FEIBE
TxFET (IP7 RFLA] (P6-14) BILO 2T —F] (P6-15) #BMWL TN,
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WM X vF7452480F5>=24

77 AZZIMAT DA A~ FIE, ROEMFZRMTZ L TV DLLERDH Y £,

I FGABKIEDY T MU =T BBEBLTWD,

CDP "= a3 2 A X =T MTRIE STV D

fMDs FGAZDI TAL A= B AL yFEINIT TAZ AN AL v FTER,

ip http server 72— )L a2V 7 4 X2l —vay a~vy REAAL v F CHRETHILERD Y F
D

P TGAL AB N TN—=TPIFET D256, D &b 1 DOIE VLAN 2/ LT, §XTo
RGN JTFAZ Az B AL v FITHE jﬁféﬂ“@/”’o KRB N, JTAE avw R A
A v FITxET D VLAN X, BR256075H0 £3,

Db 1 2O®BVLAN 24 LT, 77 AKX a~v K Af v FICHERINLTWD

A

(3¥)  Catalyst1900, Catalyst2820, Catalyst2900XL. Catalyst2950, Catalyst3500XL 43S &
NI TGAL AN AL vy TIE, B VLAN 2N LTI TAY a<wr K AL vy TFBLOA
BUNA TR A~y B ALy TGRS DMER DY £, A v TF 7 7 AZREIC
BILINLDAL v TFOFMERIT, BATOAAN v TFOY T F Y =T a7 4 Fa
L—vary A FeZRLTIESY,

Catalyst 2970, Catalyst 3550, Catalyst 3560, F7zi% Catalyst3750 7/ 7 A ¥ a< K R
Ay FafERT 5% COEMHFIIETIEV ETA, BHBIOI TR AN 2Ly
Fix, 77 AZ axr l\ AA »F ELBOMEFE D VLAN /0 L CTHEE CE £,

AAYF DSREDTSo=2Y

BEDOAL v T &7 TAXTERT LA, PRISNIBEESCABEORMEMRIICESZESET, 2
T, 7T AZEERT DN T _REEEFE, B, BIOEE IO OWTHEB LET,

[V 2AZBEHB LYY A% 2o "o 8] (P.6-4)
THSRP B LA KX N VT AH a~v K AL vTF| (P6-11)
P 7 KLz (P.6-14)

(R 4] (P.6-14)

[SAT— R (P.6-15)

[SNMP =2 2=5 ¢ AU 7| (P.6-15)
[TACACS+ # L O RADIUS | (P.6-15)

[LRE 7m 7 7 A /] (P.6-16)

7 ZAZZKE LTS Catalyst A1 v FIZHOWTIHE, HFAA v FDOIY IV —R /— R EZRLTLE
SV, VU= )= R Tl 7 F7RF a~xV R ALy FIZRNDAAL v TF LI TAZ RN 2Ly

Fiz

LRI WAA v F | Fio, TNUDBIEMERY T My =T N—=Ua T F R TR,

Java 79 7 A v ORELBRBTE £ 1,

VIRBERESLVIFRE AV \OEBRH

7 FAH a~< K AA v F % Cisco Discovery Protocol (CDP) #f#H LT, #® VLAN OH )5
JTAL AN AL v F | EHAAL T FAN— AL v F I TAL TP TR AERBLE
T, o, AFX—BO R UL Ar— RO MR PRN»L bRETEET,
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ZAL9F 45248075>=>5 A

N

GF) 752F avr RAA v FEFERALTY FAZITHIELIEAAL v FE2RBTEEE, 7 FAF% avy
RAL T ZTAZ AN F2d 7 TAZRIEAAL »F O CDP M LN TLIEE N,
CDP OFEMIZ W TIL, & 32 % [CDP O E)] #2HL T ZE0,

WROBFRICETHEBEFHEICH ST, A v T 7 TAE I TALGEM, ERIhi-A AL vF 7T A
B FANR— TV TNAL REHBRHE LTSN,

o [CDP &y 7ZfEHL Tomit (P.6-5)

o [CDP FEMIGT NA AR LY T AAIEFIGT XA 2060/ (P.6-7)
o [H7:% VLAN 250 (P.6-7)

o [H7p 2% VLAN 225 O] (P.6-8)

o [RPIZX DM (P.6-9)

o [HLLFERELEZAAL T ORIt (P.6-10)

CDP Ry J%ERA L TORKH

JTGAR a<w R AL v FIECDP 2fHL T, V7 7AX Ty VnbixgKTCDP Ay (5744 b
3Ry ) FTRAA v FEHMHTEES, 7FRF Ty DL, 7T RERBEMAA v FITHEF LT
WABERBED T TAX AL v TFOMBEHLET  ZEZXIX K 6-1 DT FTAX AN 2L vF9 L 10
X7 FAZOTyTHY T,

X 6-1 Tik, 77AF a~<v K AL vFDOKR—MIVLAN16 & 62 BEIV ¥ TorhTET, CDP
Ry TDH T ME3Z T, JI7AXZ 2oV b 38y TUNICHDLIDT, 7 TAX axw K AL v
FIEAA »F 11, 12, 13, B EZHHLET, AA v F 51T TFRAE 2y Vb 4 KRy THRpOTH
HEhEdi,
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aAYU R TNAR

—

VLAN 62
A N— AIN—
TINMR8 FIN{ R 10
AUN— )
' TINA R 12

3 VLAN 16

TINARQ

TINA R 11
B ’ 7/\4 2 13 EH
TINA R TINA R
Iyo 7—/\4;( 14
LY 7SR5 5
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CDP JExthis

ZAL9F 45248075>=>5 A

TNARABEUVY SRZIERETINA A5 DR

JTAH aw R AL v F & CDP FEHE DYV — FoN—7 ¢ BDONT (BT 2 ) 1ck L
TWAEE, TDOY—RKR=FT 4 WDONTENF L TR L TNWD T T AZHIGT A At cx £
T, L, VTRY a~v KR A, v Tk 2 FIIHEIED X2 FNL IR L TWDGEE, 7
FALEREDT AT TNRARALVBICH D7 T AZHIEDT A AIHBTEEHA,

K 6-212, =K RX—=FT A BONTHERH LA v T2 RHTEH7 T 2% a<v K 2, v FERL
ESraN f:f_b\ 7T AL a< K A4 v F T Catalyst 5000 AA » FITHER L CTND AL v F TR L
FHEA,

® 6-2 CDP SERIE T/ RE & UV 5 R FERIET /34 2D 5 DR

mIc VA NS NAY 73

—

HY—RKNR—F 1 8D/NT IIIIII Catalyst 5000 XA v F
(CDP FEXtE) (U 7 R IEXE)

ARy —— _' % BTN A R

89377

=724 VLAN o DR

7T AL a< KN AA v F ) Catalyst 2970, Catalyst 3550, Catalyst 3560, % 7-1% Catalyst 3750 @
BE. "D VLAN DY TAR AN AL v F b I TRARZIIMA DI ENTEES, VTAX AV
N2 wF L LT, Catalyst A v FH 7 FAL a~v 2 F A,y F @O VLAN 2D EH 1D
TR LTV LRERHY £, K 6307 TAF a~vr F A yFOR— ML VLAN9, 16, 62
WEYHTHN TS, ZThbd VLAN DAL v FIFRIHTE LT, VLANSO IZH DAL v F
IR TEEY A, o, BHIDOFID VLAN 16 ICHD AL vTF b, 7 TFARE a<x 2 K AL v FIHE
STV RWZDRRIETE A,

Catalyst 2900 XL, Catalyst 2950, F XU Catalyst 3500 XL D7 T A H AN XA v FiE, ThEh
DEBVLAN 2/t LTZ I AY ax K 2 v FICHEHR L T L08R H Y £3, &8 VLAN 25
ORI OWNTIE, T8 588 VLAN 226 Ofth]) (P.6-8) #ZML TIZEW, VLAN OFEMICD
WX, 5 16  [VLAN OE] 22 L T 7Z30,
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6-3 E7 % VLAN » o 0

mIc VA NS TAY 73

—"
I

VLAN 62 VLAN b3 2% 9, 16

VLAN 62 VLAN k529 9, 16

——

VLAN 16 VLAN 5279 4, 16

o &

101322

R775EHE VLAN h o D

GE)

Catalyst 2970, Catalyst 3550, Catalyst 3560, Catalyst 3750 7 7 A% 2~ K A4 v FiL, ®ib
VLAN RE B VLAN O T A8 AN 2 v F el L TEBTEET, 77 AX AN AL vF
L LT, Catalyst A v F V7 FAF a~vw F AL v F LHEBO VLANIZAR< &b 1 D3k L T
WAHARLERHY 9, 72720, BEVLAN ZNH LTI TRE avr N AL v FICERTHILEETHY
FHA, 774V FOEE VLAN X VLAN 1 T,

AA v F 7T AZIT Catalyst 3750 A1 v F, Catalyst 2975 A A v F | EIIIAA v F ZAZ v 7 Db
53541, Catalyst 3750 A A v F, Catalyst 2975 AA v F | FIFIAAL v F RF v I %I TAZ 2~
VIR Ay FIETHMENRD Y ET,

6-4 ITRSNTWNWEH I TAZ av R AL yFBILOAZ N, ax R AL yF

(Catalyst 2960, Catalyst 2970, Catalyst 2975, Catalyst 3550, Catalyst 3560, Catalyst 3750 & 487&E
LET) OFR— MIiE, VLANO9, 16, BLUV 2 BNEV U THNTWET, /7 F7AX av i K XAf vy
FOEH VLAN 1Z VLAN 9 TY, &7 T AHX a~r K AL vFiE, kOB ERE, R 5E8
VLAN DA A »F &l LET,

o AAvFTBIRAL T 10 (FE VLAN4 DAL vF), 7 T7AZ a<wr K AL yFLIL@ED
VLAN (VLAN 62 83 X T VLAN 9) ([ZHfi L TWiaWnWc ol EnEE A,

o AA vF 9, HEMHIIHFBEMT A X (XA vF7) L0EIHBRHTERN D, HshEd
VR

CiscolE3000 R/ wF Y7 kP av724¥al—>av #Hiq4F
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RAYFDISRE4E

RP I & &M

ZAL9F 45248075>=>5 A

6-4 LAY 39524 avV K R4 v FEEALTEL S EE VLAN H SHH
avo kR RBANA aAv R
FINA R FINA R

57 VLAN 9 57
o VLAN 16 VLAN 62
FIRAR3 VLAN 9
(& VLAN 16)
TINMR5 TIN{ R 6

’ V. — RGNS E? (%38 VLAN 9)
] ]

VLAN 16 VLAN k5 >% 4, 62 VLAN 9
TNART  —— A
] [ /\\ (BH VLAN 4) I (BHE VLAN9)
TINAR 4
(' VLAN 16) VLAN 62 VLAN 4
ATy T\1 29 NF I
"‘l (B VLAN 62) "“, (B VLAN4) §

Routed Port (RP; —7 v K AR—F) DREINTWNWDHI TAK a~<wr K AL vFiL, RP E/AL
VLAN NOBEMHAA v FBLIONT FAE A v"— 24 v FEIF 2R LET, RP ORI SWTIL,
(—7 v FiR—1F] (P.14-4) 22 LT E &,

6-5DLVAVIITAL avw N AL vTIZEY, VLANIOBLV 62 DAL v T EnE7
N, VLAN4 DAL v FdHEnNERAL, 7TAF a<w > R AL v TFETTRAE A N— XA vF
7O RP NRABHEILTWEHE, VLAN Y 20T A NENRARS LT, VTAL A N— AL v
F 7 L oOBRITHEESRET,
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Cisco IE3000 R4/ vF Y7 b7 avI74¥al—vavii4F



F6E RIvFOI5RE4E |

WM X vF7452480F5>=24

6-5 RP IZ &k 5#&H

aAvYU R TIRAMR

57 VLAN 9

VLAN 62

VLAN 9

(BH A IN—

VLAN 62)-E’ -’ FINAR T

VLAN 4
o
L/ \

ELE=RM Yy FOEH

HLWT U ML TR T RAAAL v F %I TAZIZIMASEDLIZE., T7BAR—=F D 1 DI27 T AH
PRI AOMENH Y £9, Access Port (AP; 727X R—FK) 1150 VLAN ICOHZEL., D k
TIT7 4w I ERELET, TIHNITEH FILWRAASL v FEZDOT /A R—FIx LT VLAN 1
NEY B THRET,

HLWAL T NI TAZIZIAT D E, T 740 5D VLAN [ZREICT v A R Y — L5 A 3—D
VLAN ZZED VW EF, 7o, HILWAAS v FHLEFDOT7 7 BA R—F2ZEE LT, ZOFAN—0D
VLAN (20 v £9,

6-6 DI FTAZ a<wL K AL vFIiZ. VLANI BLR L6 ITMALTWET, HrLWY T 2 ZKRFISD
AA TN T TAFZIZMAT D E, ROWBLRITHOIVET,

o 1 DODIFTAENINDAA v FLZFDT 7 ® A R— M VLANI BNEIV Y THNET,
o MDD FAEKNEDAAL v FEFOT VA F— MNIEHE VLAN 16 ZE[ W ¥ THnET,

101324

wL<

ﬂLrIII

6-6 HFLLBRELERS Yy FORH
IV N AT 73
VLAN 9 VLAN 16
FI54 R A-’ ’?/wxs
AP AP
VLAN 9 VLAN 16

HLW (79 b TR S R) HLL (7Y TRYIR) 9
#7342 [ R - BRTAL R z
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HSRP 8EXURE2 VNS4 VSRR ARV RAYF

GE)

(F)

AA TRy hAXNA —4% Fa hal (HSRP) ZV R —F L TWVWATEDAF N, J TR
Ha<vl R AL v FOIN—TRRETEET, FTAX a~v N AL vFlE, T XTOEIEDERE
LT RTDIFARAE AN AL v TFOFREHREEHEL TNDD, RO LD REBEHRELHLEL
iﬁ—o

o JUITRARE avw U RODAAL v TF AF v 7T, A v T AE v I E2RICEENBETIHAICHA
T AN, JFGAE a<w L K AL, v TFNRUETT, 2720, I~V R AL vTFDODARAL I <
AR =TI ENEAELEGEEIE, A v TF AF v THLWAE v <~ AZ—%BHL, 7
FGAR Aw L R AL vF AZ v 7L LTOMEZEMNEL 2N TEET,

o RFURTRUDITAZ AR R ALy TFORE, TI7A4<Y) VTR axws B AL v TF O
EIffiz, AFZVNAL VTRAE a<v R AL v FERELTEOHELZSXMHAEL L IICLE
7,

I TRE RN =T, (RB RN, JFGAE av s R ALy FORME] (P.6-3) T L

TWAENEWIZLTIza~y RHINAAL v TFDITN—TTF, 7ITAZTLIT, 1 ODDITAR AZ

NA TN—TDOHREY B THIENRTEET,

T T AR AL NA T—TFFTHSRP 7 )v—7 T4, HSRP 2T 4t —7NICT2D L, 7T AX RAH
UL TN—TNTF =T F3,

T TAR AB LN T—T DAL v FE, HSRP 77 A AV T 4 IZHESNWT T 7T ERTWE
T, INV—THNTTIT7A4F VT 4 DFEWAAL v T, Active Cluster Command Switch (AC; 77 7 «
T ITGAE av e R AL vF) T, FIV—THATRICTZAF VT 4 DEWAAL v FiL, Standby
Cluster Command Switch (SC; AX A 7 FAX a< L R AL vF) T, JTAZ AF LA
TN—TDod A A~ Fix. Passive Cluster Command Switch (PC; Xy v 7 7T AKX a< K A
AvF) TV, TITA4T VFTAX a<w R AL v FBIVPRZ VNS, J TR a<w K AL vF
DAIFICT 4 B —T Nl o el No v T VAKX a<w U R AL v FORTTITAF VT 4 B—
BEEWLDONRT VT 47 7 T7AKF avwy R AL yFIZhYET, B OHIBRFEIZ OV TIL,
7 I AL2BEOHBEIE] (P.6-13) 22 L TI7ESW, HSRP 7744V T A fEOEHIZDONT
X, THSRP 7T A4 AV T 4 OFGE) (P46-8) 2ZHML T EEV, 7 TAZ RZ UL T —F
DAUNR=BIONV—FTNREITN—T DAL NR—=DT T A4V T 4 DEFIZIL, [F T HSRP standby
priority f V4 —7 x4 A a7 4 Xal— gy avwr REEHLET,

HSRP & A % 734 ik RRg L. hello % A ARIMED 3 UL ESHBE T, 57 4/ b HSRP A H
A HIERIRRIZ 10 T3, 7 40 h® HSRP A% > 231 hello # A I A VX —r )X 3T, AX
VA HIERIRRE KA & 3o hello # A ABIROFEMIZ OV T, THSRP @BiEB LK A ~—D
] (P46-11) Z2ZML T EE0,

WROBGRIZET A EEHBEIH ST, AA v F 7T RE, 7T REERM, BRENT-AA vF 75 %
B RAR— Ty Y FALAEABRI LT ES, CABD FEY I THRE LA J 524 =
< R AL v FOFEMTHOWTHEBELET,

o MAHIP 7 FL ] (P.6-12)
o [T ARR AL N TA—T T HMDEEFE] (P.6-12)
e Vo2 EOHEFRIE] (P.6-13)
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¥EIP7KLR

T TGAE AL NA T—TFE, —BORBIP 7 RL A, JNV—T&FE, IA—T74%EDHTS
VERHY £, ZOERIL. BEDO VLAN £ 77747 VT AX a<w K AL vFD)—
T RR=FCERELET, 772747 VITAX a< N AL vFE, (FABIP T RLASGETDO T
T4 v 5ZELET, VIAXEEHRTHIZIE, a2~ FAAL v TFDIP 7 FLANL TiEHZRL, K
BIPT RLADNST VT 4T VAKX a<w L R AL v FIIT IV RATIHRERGDVET, (7277«
T ITGAR av L R AL v FDIPT RLART TAE ZAZ N, TL—TOFEIEIP 7 KL A LR
RBDBE).

TIT 47 JTAE avy R AL v FIZEERRETLE, RF UL JFGRAF avw L R AL vTF
PIRFEIP 7T RLVAZERA LT, 79747 VAKX a<w K AL v FIRVET, VITAHX AHX
WA TN—T DRy T AL vFiL, TENENFOVLBTOENTETTIALFV T 2L, HTLWLRK
UL JTGARE avw L R AL v TFERBEBHLET, 0%, TI9AF VT 4 O—FH Wy T AKX
NA AA Y TFNAZ N, JTRAE A< R AL yFIZRVET, BIRT 7T 47 72T AX a<wy
R AL O FESTEAL Y TFRBFBRT I T 4T RDE, TIT 47 7JTAK avw K AL v FORE
PEHBALET, O, BIET 7T 47 732K a<vw o R AL v F 2L L TWDE AL v FITHN
AP N JTAY aw L R AL v TRV ET, AL T JFAFXDIP 7 KLVADFEMIZOWT
T, TIP 7 KL A (P.6-14) 2L T EEN,

DIRB REZoNA TIV—TFI BT 5thDEREEIR

OB BTG BENRH Y £,

o RBAUNA JTFTRAH avw U R AL FIT I TAE av L R AL vFLRIZATDAAL v F TR
THIERY F8A, 2E 2, 7T A a<w K 24 v FNIE3000 A1 v FOFHIL. AX v
NA JFGRAE a<wy R AL v FHIE3000 A1 v FICTHEMERDD ET, AX L NAL 7T AH
vy R AL v FOEMHIZONWTE, DT TRAZHIEAL v TFOar7 4 Fab—ary A
FEZRL T &N,

AA T I FAFIZIE3000 A4 v TF N1 BEEFENDIHHRIL. ThEITAX av K AL vF
LT 7EEN,

o JITRBZTELIT, 1 ODITAF RAZ N, TNN—TOHRE VU THZ R TEET, L—FTT
FERE A TN —FIIEBERTE £,

1 2O HSRP /' N—T %7 T AH AR N, TN—T =2 TR TN —T DTS5
LNTEET, 2L, V—FIEEE I N —TNT T AE ZZ R, TN—T IR o2 5A .

FOIN—TF L TON—ZTEMBITIT « B—7 Vi £4, CLI 2T, TEMBKZ &
KA X =TT BHZ N TEET, HSRP B L O — X LR OFEMICOWTIL, 5 46 &=

THSRP 35 XUV VRRP O E ] 25 L TLEE0,

o TRTDAZUNATN—T AUNFEDT TAIDALNTHDLULENRH Y £,

S

GE) RAFANA VTR av FAALyFELTEDYTHI ENTED AL » FEITHIFRIE
BV FEEA, L, VTAZDAAL v TF OB (T IT 47 VIFAF a~v K ALy
T RZUNA TN—TF AN BRI TR AN AL T EETe) 1316 IRIZT
LRENDHY ET,

o KARXUNATN—TDALN (K 6-T%#5H) 1X, MU VLAN 24 LTI/ 72 a<v K &
AV FILEREINTVWARLERHVET, ZOFOITRAY av U RAL v FLRAE LN, 75
AH a<x K AL v FIZid Catalyst 2970, Catalyst 3550, Catalyst 3560, F7ziX Catalyst 3750
DEBLET, EAX AL ITN—T DA LN AL vTF 7T A% LRT VLAN 2K 1 2%
MESHET, UEMEEZHZERDOMAERTILERND Y £7,
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Catalyst 1900, Catalyst 2820, Catalyst 2900 XL, Catalyst 2950, Catalyst 3500 XL 7 7 X % *
VR AL TR, FNENOEI VLAN 20 LT FRAE RAZ UL T—T 18w T D MR
BV ET, AL vF 7T AZD VLAN OFMIZHONWTIT, KOFHEEZSZHML TSN,

— [$72% VLAN 726 0| (P.6-7)
— (B2 25% VLAN 2260/t (P.6-8)

X 6-7 REVIMTN—T A NEH FTRH * VD VLAN HE#
avoU R Ny J AR N
FINA R = i AVl N AT 74 =i AVl N AT 974
E7VLAN 9. 16 g7 VLAN 9. 16 g7
=g
VLAN 9 &LLAN 16
=g VLAN 9 =g
VLAN 9 VLAN 16 VLAN 16
AUIR— FINA R &

Y S A REDBEEEE

TUFAT VTAE Ay R AL Tk, 7T AARERREAS VAL 2 TAL av L R ALy
FIHEINCEE LET (FAA AREHERMIRIELERA), TIT AT IV TAZ ax K ALy
FICHEEPRAE LA, ZOWBEL L0, AX AL JT5AF avy K AL v FREHEIC Y 5
AL EBEMEET,

BB HICIZR O & 5 RIS H 0 £,

o ZOfIBRIX, Catalyst 2950, Catalyst 3550, Catalyst 3560, Catalyst 3750 D2~ K 2 A v F
FOREZ RS JTARE AL v TFE2EFR I TAZORIZEL LET, TIT AT JTAE avw
RAL Y FBROREZ AL T2 a<w v F ALy FRERFIZT 4 8 —T VTR o 72856,
Ry VT JFTAE a<w v R ALy FORTTIAF VT A B—BREVSEONT VT 47 7T AH
A R ALy FIZRVET, 1L, GBSy T REZ NS, JFGAK a<w s R AL T
feled, LRID I TAR a2y R AL v T TAYREBTREEE L TOFEA, 77747
JTAR A R AL FIEAB RN JTRAE a<w R AL vy FILT TAYEEFBRD I E
BLET, Z07D, VIAXEHREETHLENRHY 7,

o VTR ABUNRAL TN—TNEEDAL v TFHROT I T 4T IV TAX a<w R AL v FIZhE
ERFELESA, LW 2% a<xr B A v Fix, Wi/ Catalyst 1900,

Catalyst 2820, 3 & O\ Catalyst 2916M XL 07 7 AH X2 X 24 v F L LEFA, Z0HO
TITAR AUVN AL T h T TAZZE ) —EBINTI2LENH Y T,

o TIUT AT VTAL avwy R AL v FIMENBEL XU LR, BT 774 7otz
Bh. DAL v FIXd7e % Catalyst 1900, Catalyst 2820, 35 L O Catalyst 2916M XL 7 7 A
B AUN AL v TFHbRHLERTA, TNHDT TFTAE AN AL v F ol TAZITH 9 — BN
TAHLENHY £,

CiscolE3000 R4 wF Y7 k9?7 av724¥al—>av #Hq4F
[ oL-27302-01-J .m



F6E RIvFOI5RE4E |

WM X vF7452480F5>=24

URIT 2T 47 7 FAF axy R AL TSR vy TFRHOT 7T 4 TR o1E, £DR
A FIFRFDOI FAZRED AL — (XU HIZBIMENTZA NG 2T 7747 7T A
AR R AL TFNORELET, 77747 VFARAZ av R AAL oFiE, 7V TAZ RAZNA
TN—TIZI TAIRED AL —2RFLET,

IP7 FLZA

IPIEMAE I TAX a~v L K AL vy FIZEOVYTCALENRDLDET, FTAX a~v i K AL vy FTiE
HEHOIP 7T RLAZE VY CAHZENTEET, Z7I7AZITIE, ZhbDa<vwry FALvFDIP 7 K
VAZNLCT 7 BATEEY, VIRZ RAZ AN, TN—T52RETHIHE. 77T 47 VT AH
a<v LV R AL TFNBARAZ U RA TNV —TOFEABIP T KL RAZHEH LT, 77 AX Z2EHTIHZLEN
HOET, IKMBIP T FLRAEBFEHTLE, 77747 7V T7AX a<x K AL v FITEENRFKELT
AGUNL I FGAL ATY R ALy FIT VT AT 7 FAF awy B AL vy FILBSEHETH,
7T AE D R TE E T,

TIT 4T VTAE a<w R AL v FIEERNRELTAZ U, JTAX a<w L K AL, v TFRNZ
OB ZB| XN E . VFGAXDOT I R2 AL, AR AL TA—TORBIP 7 FL2Y ., HL
WT T 47 7TAF avw R ALy T THXLIPT RLALEHTE 7,

METIEHD EEAN, IPT RLVRFIZ TAZREDAAL v FIZHHNOYBTHIENTEES, 77
AL AN AL v FiF, avw L FAAL v FDOIP T RLAEMHRAL O T AX AN AL vF L
WELEST, IPT RLAREOYTHRATVARNT TRAEZ AN AL vy FNEDT T AL ZHENDHE
G AX TR AL yFELTEHTDZIP T FLAZEID S CTHMLERLD £7,

IP7 RFLADFEMZOWTIX,. HE A4 E AL v FDOIP T RLABIOT 7+ /LN F— U= A DEY
HC) #BRLTLIEEN,

RA M

TITARE A= R AL v FERBDT T AE AUNITIHRA MEEDYTHLETHY A, =
L, 7I9RAF a<=r R AL v FICEDYTOHNERRA MM, A vF 7T AX 2N+ 50I121%
MBHET, AA v FOT 7 /v DK A NLIT Switch TT,

T IFRABNWZINAT BAA w FIZHRA NGB BRNGS, 7 TFAF a<v 2 K AL v FIE—RBDRA U NRES
EHHEOFRAMIZEML, ZOAL v FIZEV L TET, ZORBETT T AZITMAT DAL vF 2
LICNEFIATOIE T, TITWIRFT LT, Ay TR TRAZIEBIMENTIEFELRELET, 2L
ZIE. eng-cluster L\ ZHID I TAHK A< K AL v TFWE, 5FBBDODI TAX AL NELT
eng-cluster-5 & WO AHIBEID M THNET,

AL FIZHRA MR D D6, 77 AZ~OMARS 7 T 2L 06 ORGERE S € OA RIS E
\?AO

7T ABRBARRE, FTTH LT TRAEZASOMARFZED A NFS (5708) ZHET DD, 77
AL A% R AL vy Finb AL vy FITHRA M ERE LIRS, TNEXE LA vy FIid, HiLw
JTABEDY TAK a<w R AL v FDORA MG (mkg-cluster-5 72 &) THWIRA M4
(eng-cluster-5 72 ¥) # LEXZLET, HILWWI TAXTEIAL v T DA UAREZEZEFTTHHE 3
L), ALy FILHIEIOART (eng-cluster-5) H¥EZ E7T,
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TITABDALINZIRDAAL » FINEINAT— REF DY THLEIHY AL, A vFira~v R
AA T DNRAT— REHAK LT ZAXITIMAL, RIBTHEEHLZFOFEHREHEAE LI-F TN
Ty AV RAAL v FDONRAT—=RFNRBEINTWRWES, 7T AX AN AL v F LI 78R
J— RERDVICHALEST, 7 TAZ AN AL o TFPHAKT L0 Ea~ AL v FO/RRAT —
FDH T,
AV RAAL Y TFDONRAT—REBRRBRANRAL v FONRAT— RERELTCEOREEZRGTLTL
FHE VTAL AU R AL v TFNLEDARAL v FBEHETE RV ET, ZOWREFA L NR
A YFONRRAT—REaAvy RAL v TFDONRAT— RIIETETHRZET, A", v F 2 HEHL
Th, RRT—=KNZmDa~vy FAL v F RRAT—=RKIREV FHA, A vTETTAZITIMAS
WFBIE, AV NRNAAL v F NAT—RELEB LN L aHR L £,

NAT— FOFEMZONWTIEL, (AL v F~DARET 7 EADO/IE] (P11-1) 2R LT &V,

Catalyst 1900 3 & O Catalyst 2820 AA v FEAD /AT — KOEFEFEICONTIE, ZNHDAL v
FOA VAR =Ygy arZ Xalb—ay U4 REBRLTIESD,

SNMP J02a=74 RA+YVY

JTAR AN AL vy FIE, WO L SIZa~vr RAA v F D Read-Only (RO) & Read-Write (RW)
DHAIC @esN ZBIMLTEETCaIa=T 4 AN U THMALET,

e command-switch-readonly-community-string@esN : N \ZIZA VXA v FOFEFBAD 7,

o command-switch-readwrite-community-string@esN : N \ZIZ A Y SAA v FOFEZNAD 77,

7T AL awy K AL v FIZHEED Read-Only £7-1% Read-Write 2 =2=7 1 A NV I BHHE
B T TAH AN AL FITIEIHRM O Read-Only 721X Read-Write A b U 7 OARERFHEINET,

AZA v FDaAIa=T 4 AN U THEZORIITITHIBRND Y A, SNMPBLUOaIa2=7 ¢
A MY T O HONTIE, & 363 [SNMP 0T 28R LTLEEN,

Catalyst 1900 3 L O Catalyst 2820 A A v F[EHA D SNMP OFBHEEIZONTIE, THEDAAL vF
DALVAFL—Yary arZ a4 Fal—var T4 FE2BRLTLIES N,

TACACS+ & & U RADIUS

Terminal Access Controller Access Control System Plus (TACACS+) %27 7 A H AU NIIHET HY5
BT RXTOIFTAZ RAUNIRET HDMERHY £7, FERIZ, RADIUS #7277 X & A U NICERE
THHEG, TRTDI TAL AUNCRETHLERD Y 7, it\DKAGH%ﬁﬁbt%/ﬂ
L RADIUS #FE LMD A L RER UAA »F 7 FRAZIZIFENTE EHA,

TACACS+ OFEMIZOWNTIX, TTACACSHIZL DAL v F 778 A0Hl#) (P.11-11) 2L TL
72&v, RADIUS OFEHIZ SV TIL, [RADIUS IZL DA A »F 77 20H#) (P.11-19) %S
LTLIEEN,
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W CLIZ&BRIYTF S5 READER

LRE a2 74J)L

AA v F 7 TAZZ, HADT v T 7y A NERHT 0T 7 A VDWW S % L7z Long-Reach Ethernet
(LRE) AA v TFBHDHLE, ZHEDMENBELET, 7T7AXZD 12D LRE AA v FIZART w1
T ANBEHYETENTWABGA, 7 T7AXNOTRXTOLRE AL v FICHLRA LT T a7 7 A L% E|
DB THEMLENRHY ET, LRE A vF %7 7 AKX BT DHIC, 7T AZNOMO LRE AA T
NRICABRZT e 7 7 A VEFERHLTWEINE ) haffER L T,

I ABNICER AT e 7 7 ANV EFEHLTWS LRE A v FHBIESEDLZLITTEET,

CLIICKRARAYTF VS RIDEE

JTAB avw L R AL v TFICa A THIEICEV,. CLIND T TAX AN AL v TFERHETE
¥4, rcommand =— ¥ EXEC 2~ FBLWI TAZ AN AL v FFZFEANLT, (2 V—
JLE 7213 Telnet #ikt 2 f2Hm L C) Telnet B> a VAP L, 7T AZ AN AL v F O CLLIZT 7
EALET, I N E—RNBREHEIN, #@F EBDIZCiscolOS a~v 2 REFEHTEXL L 512720

F9, VTAZ AN AL T T exit i EXEC a~> REANTHE, a~v2 K AA»F o CLI
IR £,

WIZ, a< R AL yFDOCLINO AN AL vF3Ical A o+ 50% - LET,

switch# rcommand 3

AN AL S FRBENAHOEEIT., 7 T AKX a~<w> K AA »F T show cluster members
EXEC 2~ K2 AN LET, recommand 2~ FREBIWMLOTRTHDI T AL a< 2 RIZHOWNWTO
PR, AA v TF avr R U 77 L RESRLTIEIN,

Telnet ty v aii, 77 A% avw KR AL v F LRI CHRLXALTALN XL vFO CLIIZT 7&
ALET, FO#%, CiscolOS a~ > FE2EH EBVIHEHATEET, AL vFD Telnet vy a0
WETFNEIZ-DWTIE, R —=FREIEOT + Z—711k) (P.11-5) 2L TLEEW,

Catalyst1900 35 & Of Catalyst2820 ¢ CLI (2B 2 & EHFH

AA v F 7 T AHIZ Standard Edition ¥ 7 b ¥ = 7 238 L TV % Catalyst 1900 F5 & Uf Catalyst 2820
2L v TFRDDHE. VTAZ A< R AL vy FOHERLV~LH 15 ThHiviE, Telnet ¥ v 2 a S3HE
Hary—N (Ama—HR A X =T R) T I7EALET, VT7AKX av L K AL v F O
R T ~ 14 THIUL, N"AT—RFROANEERT LT T ERERIN, ANBRICA=2—
A= NIT I REATEET,

a2 K AL v T OWHERL L L Catalyst 1900 3 L U8 Catalyst 2820 7 7 A H AL\ 24 v F
(Standard 3 & O° Enterprise Edition ¥ 7 b 7 = 7 23%48) & OMISEKRIZ, kDL BY T,

o av U R AL YFOMHERLNAN 1 ~14 DFAR., 7T AX AR AL v F~DT 7 & ATHER
UL ] TirThbivET,

o VU R AL YT OMERLSNVBR 1S DFE, JTAZ AN AL v F~DT 78 AIHER L
V15 TIThbinET,
N

(3¥)  Catalyst 1900 3 X O* Catalyst 2820 @ CLI i%. Enterprise Edition ¥ 7 N7 = 7 23 L T\ 5
ALy FIZRo THEHTE £,

Catalyst 1900 35 & Of Catalyst 2820 A A > FOFFEMIZONTIL, THUHDAAL vy FDA LA ML — g
Yarga4Xalb—valry A4 RESRLTIEEN,
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SNMP [2& 33X vF 4524202 M

SNMP IZ&HRL Vv TF VS RFIDEHE

2L v T ORVOEEBRFCE Y N T v 7770 8BHLTIPIEREANL, BrRENZar 7 o
Fal—2aryZRHALEEAE. SNMP i34 F—7 MR ESNLTWET, By v T v 7 7/ I 4
AL TIPEHREZAS L T ARWEAE, SNMP (31 x— 7»( I EHA, TOHAIT,
[SNMP D% iE] (P.36-6) O@HIHE > T, SNMP %A F— 7 /WICF#E L £7, Catalyst 1900 I L O
Catalyst 2820 A A v FTix, SNMP |7 7 /L b TA X —TICHEIN TWET,

TITABENERTDE, VTFAX a<w U R AL v FRITAE AN AL vF L SNMP 77 Y r—
arBlOA v —VKMEERLET, VTAY av U R AL v F EOITAL VT 2T
7T AR avwy K AL v T ETHRYNCERE S L7z Read-Write 83X UM Read-Only =X == ¢ A KV
YN T AL AN AL v TFEKES (@esN, NIZAA vFEHR) ZEMNML, TNHDOA N 7 %7
FGAE AN AL v FICEELET, VI5RAZ avw 2 F AL vFiE, 20aia=F1 A Y
EHEALT, SNMP EHAT —var bV TAF AN 24 v FRIT, get, set, LU get-next
A=V OEREEHIE L ET,

UTGAL AR N, TN—=TRET DL, =PRIV Bty 7 A% :17‘/1\“2/1’\)7‘733
BRINDHENRDDET, VTAZIII TAZ AZ N, TA—T5FELTWDHHEIZ. 7T A
Z av R A v F EOBEICIE, BANCRE Iz Read-Write 3 L O Read- Onlyﬂ\z-:?‘4 A
MU T ERMBERLTIIEIN,

TTGAL AN AL FIZIP T RUVAREID Y TOENTWARWVWEA K 6-8IIm-T LI, 7 T7AX
AU R AL OFIEI TAL AN AL v FNLD T v T EERAT = a2 XA L7 b LE
T, VTAL AN AL v FICHEHADIP 7 FLABLNaIa=T 4 A U7 REYYTHENT
WBEA, TDTTAL AN AL v FIE I TAK a<w K AL vy TFERBAET, AT —T a3
WHEEN v P2 R ETEET,

TITAE AN AL v FICHHADOIP T KL AL aia=F 4 AR) U IRED B THENTWDIEHE,
JITAR avw N ALy FILKDT 7 EADOMIZ, %@IPTF‘V}&:i;L%%‘% RN/ A N
AT&Ed, SNMPBLUVOaIa=F 4 AU UTOFEMICONTIE, 5 36 % [SNMP O#E] %
ZHLTLEEN,

& 6-8 SNMP [2& 597 5 R 2 EH
SNMP ¥ 2 — ARV ALY TF

A
I‘Iﬁvj’h FFv72, |~3‘y73E7
—— N I

An—1 AN—2 AN—3

[ oL-27302-01-J
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CHAPTER ;

A1 YFDEHE

ZORETIE, IE3000 A v FE2EHRTH72D0 1 BRY OFIFEICOWTHALET, ZOETHTT
LDNEIE. D EBYH TT,

27 AAKOEE] (P.7-1)

[P 2F 248X T a7 so#EE] (PI-7)
[ F—DAFr (P.7-10)

IMAC 7 RV A 7—7 voEH) (P.7-12)
TARP & — 7 LD H | (P.7-24)

VAT LBROEHR

Network Time Protocol (NTP) 72 FoHEIRRESFRX, FE3TFEREFKE2HEHL T, A/ v T
AT LAHEEEEHLET,

N

GE) ZOHTHEHLTWDa~vy RO EMEHAFIEOFEMIZ OV T, Cisco.com X—T D
[Documentation] > [Cisco I0S Software] > [12.2 Mainline] > [Command References] (24 % [Cisco
10S Configuration Fundamentals Command Referencell %2 L T 723\,

T, ROBREICHOWTHEBHALET,

o250 7ay 7 OE] (P.7-1)
INTP o3 (P.7-2)

INTP X— = > 4] (P.7-3)
[FHTOHREORE] (P.7-4)

DATL OO DBE

BV —EADOHPRERDDIFIVAT A 70y 7T, 207 By JIFV AT ARAL =T v 7L
TEBHrOBB L, AREZER NS v X7 LET,

VATFA By TIE, ROV — AL VBRETEET,

NTP
FBE

[ oL-27302-01-J
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W  zx7LABOEE

NTP O#f %

VAT A 7ayiE, ROY—ERCEZIZEEE L T,

o o—H®show =< K

s BIUBIVOT Ny Avk—v

VAT A 7 vy 7%, Universal Time Coordinated (UTC; W@t fitls) (B4 GMT (7Y = UFE#E
BE)) ISV T AT ANEORAEZHIRE N T X 7 LET, =IO XA L V= BLOER
MICBET2BWMAERET LI EICLY, AR —INLDH A L V=S U TIEMBICERREND &
INTEET,

VAT A Iva vy IiE, AN GEEYERSSHE D (DFED, EHETELEARINDIFA L I—A
WL TRHARRESNTVDD) 2FENT X7 LET, BHEEORVESIE, BAIXETRED
TORMEA SN, FRESNEEA, FREOFHEMHOWTL, [FHToORRKOHKE] (P.7-4) 2R
LTL &N,

NTP (. *v b T —7 EOT A A ORI ORI % BRI FF S T\WE 9, NTP 12 UDP T
L. UDP X IP ECTBB L %4, NTP i RFC 1305 ICHE SN TWET,

NTP R v hU—2Z 3@, 7VF 7y s b =N SR FREHR E, BHTE 54
ALY —=ZAPbZORAZIRGLET, NTP IRy N —2ZICZORZZEELET, NTPIZEDboD
THRET, 1 M 1 ATy FEERAT 2720 T 268073 2% 1 LY BLURNICEIETE £7,

NTP (X, X FZ54 (BE) LOOBMEEZMER LT, BEHTE 2445 Y —ALT A 2NN TN
HDNTP Ry 72T BRLET, AT FL L Z AL =R TVF 7 vy 7 I3 FREEHN E B
ST, ANTFHEL2H A5 F— NI NTP ZHLTA NI 2L 1 ZA 5 —rInbIKH
ZRAGLET CIBEOZX T2 LABFEERTT), NTP BBEIT 57 /34 2E, AL Y —RE LT,
NTP Z M L CEET 25 A M7 ¥ LB ENRANDOT A 22 BEIIZRIRL T, Z0HEICL- T,
NTP WZIBLAE D B BRI Y U — BRI E s E ¥,

NTP CiE, LS TORNT S A L RBHE LAV 2 &1 Ko T, BAIBER TR T /S A &
DRBHLEE £F, £io, NTP T, HROT /51 20 B lE S AMAZKELT, 2 F 744
DEEDNE L CTH, BABMOT 51 2 & KRIGICRR DT/ A L ZRBHELEEA,

NTP 23%E+ 554 ZAMO@E (7Yoo —232) 15, BEHHICRESINE T, H7F4 R
W, T V2= a VEERTRETRTOTAL ADIP T FUAREZbNET, T/ xT—T3
YORT ERBTNA ABMTNTIP A vt —V 5T D2 I8 - T, EfeREL OMER D AIREIZ 72
DES, 7~77L. LANBRETIZ, RbYWIZIP 7e—FRXx¥ AR A v b=V @HT5 L9 NTP &
WETXFET, ET A A%, HIZT7 e —RFX ¥y A b Avb—V%EZETLLIICHETIZL N
DT, TORBFEICL > THRECEMEIMEMEINE T, =20, FHROFIT—FRICER L E
7

TNA AL TCHERFESNDEZNL, BEERY Y —ATT, NTPO®X = U T s #AEEHEH L T, RIEM
TRIFZIMMEER S THHWVITERMICEREINA Z L 2B LTI, 72782 UX MEHEMHL THI
R 25 FRB L OREBRIEA I =X LD, 2EEDOA = AL EHEHTEET,

VAIDONTP TFARFHX AT —EREZHFR—FLTWRWVWOT, V4 7avy 7 EE7 My
7 ray IR TEEYAL, XY MUY= ORFLAY—ERF, IPA X —Fy b EOXRTY v
NTP — "o EET 5 Z & 2 #H5E L E7,
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vzrLERoEE A

7-112, NTP 232 ke xry hU—2B%Z2RLET, A4 vF Al NTP $— X £— KT
HELIZAAvF B, C, DONTP vA¥—TF, A4 vF B, C, DE&RAAvF A LORIZIT)—
NRTIvE—=vaVPREENTVWET, AL vFEF, Tv7ARN)—h A vF (AA vF B)
BT AR =2 2, vTF (AL vTFF) ONTPET L LTRESINLTWVET,

B 71 —RE9%E NTP Ry b7 —9 DR

=

=P R SELEy-— L
I I

?_?/

F—

101349

N

N

w

=79

Py NT =R Z—Fy LUV EESNTWABEE, 22D NTP 12Xk > T, EEBIZIE, fho
FIETHAZZ2E LTV DI b b, AL AR NTP 24H L CRHELTWD X ) IcEfEr
BETEXET, MOF AL 21F, NTPICE Y ZDOF A 2 LRI ENET,

EHOZA L VY —ANB5EEE, NTPIXEIZ, K VEEERS D LRI ET, NTP ORI,
D FIE K DN ELE L ET,

HEDHEA N VAT AIZNTP V7 b =27 BMAIAALTWND A= =03 tdb v, F72, UNIX v &
TEHON=Ta v RFOIREY 7 R 2T b RICAFTEEST, 2OV 7 =T I2L-oT, FX
kAT A LEEEAERSEENET,

NTP /N\— 32 4
NTP R— 3 43, A v FIZEEISNTHET, NTPv4 [ZNTP N— =3 3 OHLER T,
NTPv4 (X IPv4 & IPv6 O &Y AR — kL, NTPv3 & DO FALAEHMERH Y £7,
NTPv4 1350 T % 46 L £ 5,
o IPv6 OHHR— |k,

CiscolE3000 R4 wF Y7 k9?7 av724¥al—>av #Hq4F
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NTPv3 kv &blizmbELzt® =T 1, NTPv4d 7' b abid, BBF—K 5k L ORSE
X509 RBREIZHEASLS X2 T 4 T =AU —7 ZRMELET,

o Xy MU LMot =TI L —0EER, FEOLTFXr X N FA—TEfEH

LT, NTPv4 (¥, EHIERWIHRIE 2 2 b CIREOEBE 2 EZRK T2V — O I ¥ —%H
AR ELET, ZOBETIE, VA ra—h L IPv6 L TF X XA h 7T RLAREA SN E

‘j—o
NTPv4 OFEEDFEMIZ DWW TIL, [Cisco 10S IPv6 Configuration Guide, Release 12.4T] %2 L T<
7ZEW,

FEITORFORE

DX A 5 Y —APERATERVGEEIL, VAT LAOHRENR, TEITARZHRECTE ET, R,
WIZVAT L BEETHETIERTY, FOREIREDOFEL LTORENT L LalEL E

To AA v FERBULTE DMLY — AR HDHEIE, FHTUAT A 70y 7 2R ETHLETH
D EHA

ZIZTHE, ROBEIZHOWTHBALET,
o 2T L Imy s DORE] (PT-4)
o [AMFREDERR] (P.7-5)

o (XA LN Y—roiE] (PT-5)

o [EWogkE) (P.7-6)

DRTFL OOV DHETE

Xy T =2 kT, NTP ="\ EORZ Y — X 25 2508 — A0 b 556, FETY AT
Lrmy 7 ERETLMHETHY EEA,

VAT L 70y BRET DI, K EXEC E— FTROFIRZFITLET,

avwy kR B

A7971  clock set hh:mm:ss day month year KONTNNOEXLT, FHITUAT A 70y 7 2RELET,
EJ e o hhimm:ss 21T, BEAIZEE (24 BERD) . H. BTHEELET,
clock set hh:mm:ss month day year MESNEHAL, REShEZZA L V=2 ESEET,

e day 21X, ¥HOAMTHZEELET,
* month\ZiX, RE4MTHELET,
o year I, FEEELET (K4 M THEE).

WIZ, VAT A Z7ay 7 EFHT 2001 F0 T A 23 BF#H 1 K32 JICRET L0527 LET,
Switch# clock set 13:32:00 23 July 2001
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| g7%

AL YFOER

HE R E DR T

vzrLERoEE A

Sl

HEFORRE ZFRT 5121%. show clock [detail] %4 EXEC =~ > R&fH L £,

VAT A ay7iE, BEERHS (EETHDLEELLND) 2E 9 0&E/RT authoritative 7 7 7
EHEFLET, VATA I I NIAI VT V—RILL o TRESN TWDHEAIL., 777 42RT
LET, BABGEEEORZVWLOTHLGAIT, BrREMTORMERAESNET, 7oy 7 BREHETE
9. authoritative 7 7 7 bR EIN TV R WAL, ET7ORBANESTYL, 77737087y
CRBILa K i LET,

show clock DERDFNZH HFLEHIL. KOEWNRH Y £7,
o LI EAILEHEHTEEY A

o (ZER) : RANXEETEET,

o I HEZNIEECTEETN. NTPIERM L TWERA,

BALT—VDRFE

YSEVA
AFy72

A7y73
ATv7 4
A7y75

FEITHA L V= 2RET HITIE, FitE EXEC £— FCROFIREZFATLE T,

avw vk B
configure terminal Jua—r)L ar7 4 X¥al—vary T— REEBELET,
clock timezone zone hours-offset BAL Y=V ERELET,
[minutes-offset] 24 o F P % UTC *’C:—’—‘ifij‘é a)(\ o=y RiEFRRED
EBLOFECTRAZRE LG AICRoTEHALET,
o zone \Ti, BEMERFINIEIT SN TVWA L ZIZRRENDZ A LY —

/@%W%Aﬁbif 7 74V MEUTC TV,
e hours-offset IZ1X, UTC 226 OFFZEE AT) L ET,
o ({EE) minutes-offset (21X, UTC 260352 AN LET,

end

Fite EXEC £— FICRED £,

show running-config RELMRLET,

copy running-config startup-config fEE) av 74 Xal—yay 774 NVICEREXRTELET,

clock timezone 7 i —/3)L 237 4 X o I/ g v a~<r KO minutes-offset 4%, HHd X A A
V=& UTC L ORENRGHEATH DGR TEET, =& 2. ﬁﬂ‘?ﬁ@ﬁt‘ NED B D Kk
DEA A v'— > (Atlantic Standard Time (AST KRPGVEREAERE)) 12 UTC-3.5 T3, ZDH4E., 313
BER. 51%50% 2B LEd, ZoHE. HEAR <2 R clock timezone AST -3 30 T,

)% UTC 123 ET A121E. no clock timezone 72— 3L 27 4 Xal—3 3y avwy REEHR
LE9,
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]
7
9
ﬂlpll
lals

AR E OME P BRIP4 L TRk T4 2 MUl 2 BRG] 2 5 97 5 121, %54 EXEC £— F TR D
FIEZFET L i B

avwy R B

27971  configure terminal Jra—n)ary 74 ¥al— gy B— FEEBLET,

37972 clock summer-time zone recurring | fARETE L7- HICBIAAES £ OME T35 K 9 (I BISR A L £,
,Ev,:.e:,kdf%(’gih hhzmm week day month | gyepg iy 5 L T 4 L — T CRESRTVET, ST A—H 7
smm Lojjse L C clock summer-time zone recurring ZfE 35 &, AR O /L—1
KREONL—VET 7 4V M LET,

o zone \ZIE., HERFMNHITENTWNWD & XIZERENDZ A L VS —
DT (72E X PDT) # AL LET,

(EE) week 1ZiX, AoMBEA»EHEELET (1 ~5, £/21%
last)

e (EE) daylZix., BAZEELET (Sunday. Monday 72 &),
o ({EE) month 121X, A%+%ELET (January. February 72 &),
o (EE) hhimm 21X, Wzl Z2ReH (24 FEER) & THRELET,

o (ER) offset 2%, ER oM., BMT D008 ERmELET, 7
7 # v ME 60 TY,

27973 end Frte EXEC £— FIZR D 7,
A7974 show running-config LEAERLET,

A7975 copy running-config startup-config ER) av74FXa2lb—vay 774 NVIIREEZRT LET,

clock summer-tlme 7 n— L a7 4 X alb—gy awy RORYIOHE Tl E R o B ik R
. 2BDOESTIFETREZEELET, TXCTORANL, BHOZ A A V=V ZREL T E
9, BHAARIRER i*“ﬁﬁ’ﬁ:%ﬁ LCWET, KTRMIEIERAZEEILTCOET, BEBARNKTH X
D#%EDOEEE, VAT AT PRIV D ERARINET,

W, AR 4 AOFE— RO 2 FRHZIRED . 10 HDREAED 2 FHZKD 5 K9 ITHEET 5614
R~LET,

Switch (config)# clock summer-time PDT recurring 1 Sunday April 2:00 last Sunday October
2:00
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P27 LEBEUTovTrome B

Z— WO FEEMI O BRI BN ERR 3% — A7y (ROERFE O A X2 N OEME HRF 2 7% T
T5) Sa1. ¥ EXEC E— RCKROFIEEXETLE T,

avwyFk

B&

27971  configure terminal Ja—rL ar T 4 X¥al—ay e REEBLET,

A7972  clock summer-time zone date [month | {40 A TERFHBLGO A2, 2 FHO A TR TO AN Z#E L
date year hh:mm month date year hh:mm | % -,

Loffset]] HBMIEF 7 44 hTF 4 =T MCBRESATOET,
ESSES e zone \TiE. EMHAMITSA TS L XICERINEFA L S —2
clock summer-time zone date [date D4R (72L& 21X PDT) # AT LFET,

month year hh:mm date month year
hh:mm [offset]]

e (fEE) week \Zi%, HofMEE 2 ELFET (1 ~5, F720%
last),

e (EE) daylZix, BAZEELET (Sunday, Monday 72 &),
o (EE) month 12X, AZHELET (January, February 72 &),
o (EE) hhimm (1%, WReZlZ2ef (24 REEED) Lo TREL £,

o (ER) offset lZi%, HEHOM, BMT 500K EmELET, 7
7 4V ME 60 TT,

27973 end FrtE EXEC £— FIZR D 7,
A7974 show running-config LEAERLET,

27975 copy running-config startup-config EE) av74Xal—Tay 77 A NMIBREEETFLET,

clock summer-time 7’ 27—/ N)L 27 4 X2 L— g v awr RORIIOERSY TIEE B o B 14 1
. 2BDOESTIIKTHINZEE LE T, TXTORZINI, B0 & A 5 V' —  2REELTNE
T, BRAARFREIAEMER 2 LU L QW E -, TR E R Z R LW ET, BIBA MK T A &
DEOEEIL, VAT A TIEE RIS ERRINET,

HWMZT 4 & —7 1129 51214, no clock summer-time 7 20—/ %)L 207 4 ¥ a2l — g a<w
FEERLET,

Iz, B2 2000 4 10 H 12 A 2 BFICAAE Y 2001 4 4 H 26 HD 2 BRZHKDD X O ITRET
LBl R LUET,

Switch (config) # clock summer-time pdt date 12 October 2000 2:00 26 April 2001 2:00

DATLEBEUVTAVT FOEE

AA TV AT AL ERTELTHELET, 74/ FTlE, VAT2L4BIO T 027 M
Switch T,

SATFA Tar A NERELTORWESIT., VAT ALDOERID 20 LFEE AT Far e L
THALET, KARVEE &) MIMEhEd, YATLIEAREEISND L, a7 MIEHSH
iﬁ—o

ZOHETHEML TS a~y RO LA EOFEMIZ OV TE, Cisco.com ~—I D
[Documentation] > [Cisco 10S Software] > [12.2 Mainline] > [Command References] (24 % [Cisco
10S Configuration Fundamentals Command Referencel ¥ X O [Cisco I0S IP Command Reference,
Volume 2 of 3: Routing Protocols] #ZH L T &0,
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W  xFLaBLUT0VTFORE

I T, ROBEIZHOWTHHALET,

o [FIFNIDVATLILBLOT 17 hokiE] (P.7-8)
o [ RF24DOKE] (P.7-8)

o [DNS o#f2z) (P.7-8)

TIAIWNEMDVRTLEE IV TOVT FOEKE

FTITFNV DAL v FDUVAT IHBLORT 07 Mid Switch T,

VAT LADHRE

FETU AT DAL EZRET DT, KM EXEC E— FTROFIHEZETLET,

avwv kR E]:)
27971 configure terminal Jua—srar74¥al—vary w— REBBLET,
27972 hostname name FETUAT L ERELET,

T 7 v R EX switch T,

£ 711X ARPANET /R A R4 DIL—UZHEHD BN H D £T, ZDL—b
TIEHAARA NGIEILTFTHEDY . XFERFETTKRDY . TORMIZIEX
F.HFE, EEANAA T U LMERTE EH A, 4BNTIE 63 XFEE T

HATxEd,
27973  end ¥i#E EXEC T— FIZRY £,
A7974 show running-config BEZEMR L £,

A79y75 copy running-config startup-config |({1%) 2L 74X al—vay 77 A NMIRELRELET,

VAT AL EBRETDHE, VATA TurT R ELTCHERHESNET,
F 7 F ) RDORAFLIZETIZIL, no hostname 72—/ )L 27 4 FXFalb—v gy avy RafEH
LEJ,

DNS DH#IE

RAA Y F2—nh A7 .5 (DNS) 7'm haiik, 5@%T —%~X—2DNS ##Hli L. 2k w
ARMEZEIPT RLRIZY vy BV TEET, A1 v F LICDNS 2% ET 2 &, ping. telnet,
connect 2 EDTRTDIP < K2, BT 5 Telnet ¥R — MEIERIZ, IP 7 FL 2DV ITK
A ML EFEHTEET,

PIZL-oTERSINDIMBEBEOMA TN TIL, T RAEBLMELITRAAL TRHRETEET, A
A4, BUAER () 2RV LFELTHEHLTHERSLTCWET, 220X, v AaiE, IP T
com LD RAL VSN DPEMB2 DT, RAAL 41X cisco.com E7e) FT, ZORKAA
VHOFFEDT NA A, T2 ZIXFTP (7 7 A VERE T v h2L) VAT AL, fip.cisco.com THERE
nET,
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P27 LEBEUTovTrome B

IP TIERAAL A N TR TTHIDIT, FAL Y F—b =L HOWEPRERSNTNE
To RAAL Y =2 F—=R"OEENT, LHINGIPT RLAND v B T hFy via (£33 7—
BR—=R) IRFTHIETT, RAL A EZIP T RLARZSy B 732121, £ AR M %
BRL, Xy bU—7 BICHFET D R—L = "Z4EEL, DNS A/ RX—7 VLI LE T,

T2 TIE, ROFKTE

WZOWTCEBLET,

e IDNS ®»F 7 /v FigiE] (P.7-9)
 [DNS of%E| (P.7-9)
e [DNS o EDF <] (P.7-10)

DNS DT 7+l FE&E

# 7-112, DNSDOF 73V hREZ R LET,

® 71 DNS OF 7 #)L hERE
HEae T4 MERE
DNS A &*—7 /v 27— h A X—T N
DNS 774 /L b KX A % R E
DNS H— X— I P —=DT N L APREE
DNS D& E
DNS 2325 L 5ICAA v FERET DI, FHE EXEC T— RCTROFIEEZFITLET,
avwv kR B#
27971  configure terminal Fa—)L ar T 4 Xl —ay B REMBLES,
A7972 ip domain-name name REMORA M (Fy MEE 10 EER KA A L DRVATTD 2RI
LY T N =T BMERTD, TI7ANID AL BB ERLET,
RAA U ERIEMDLRTN D XY D T-DIHEH I NI RO E U A RIZAN
RNTLIEE N,
BEFFIZIZ R A A U4 ERE SN TWEEAS, BOOTP % 72i% Dynamic
Host Configuration Protocol (DHCP) H—"InpHAAf vF a7 4 Falb—
varERELTWLEEIL. BOOTP £721X DHCP — N2k > TTF 7 1 v
MO RAAVEBEEENDZ VDD ET (=N DOFRBREINT
WHEHE).
27973 ip name-server server-address] |1 SEIIEE DK — 5 F—A"OT RLAEIEL T, 4BBLIOT FL 2D

[server-address? ...
server-addresso]

fRRIAE R LT,

WK 6 DDR—L P—NERETEET, BV =T FLRAFAR—ATK
B0 ET, RONHESNIZY =20, 774~V =TT, 24 vFIL,
BN T TA~Y = NICDNS 7 =V —%XELET, D7 —0BKM
Licmaid, Ny 27y 7 =iz x ) —RRfESnET,

[ oL-27302-01-J
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W r—o0#R
avwy Rk B
A7y74 ip domain-lookup (Eﬁ>x4/%ﬁf DNS R—ADKA DT KL A~NDEHE A F—
ILET, ZOMEEIX. TNV P T XTI NTVET,
=YDy FT =TT NA AN, ARIOED Y TEHETE RNy hT—
7W@?ﬂ4x&%m¢5%%ﬁ@é%9\7m~ﬂwk%x& E AN
NV (DNS) EHEALT, 2= DOFT A 2% —FIZ#HBT 57
4’7\%72@113’] FOYTHZENTEET,
A7975 end it EXEC £— RIZREY £,
A7976 show running-config AR L ET,
27971  copy running-config (EE) 274 Falb—vay 77 A NVICREERTELET,
startup-config

AL FDIPT RVAREZZDHRA N ELTHEHTLIHEIE IP T RUAREHIN, DNS 7)) —
FRAELEEA, EVFF () RLTHA l*!é.%:a)’%ﬁ?“é}:\ EUARE, ZTHICHESF 741 O
RAAL BN HEANZIZBNEN, D% TDNS 72U —2N{Tbh, 4HiZIP 7 RLRAIZvy BT
Li’g" F T ANV D RAAL 4E, ip domain-name 70—/ L a7 4 Falb—T gy avr R

iofﬁﬁéﬂéfﬁfﬁ‘ AARZIZEV AR () 3555 E1E, CiscolOS Y7 b7 =7 1%, HRA
NEIWZT 74NV ED RAAL A ZBMETIZIP 7 RUAZRKELET,

KA A 4 ZHIBRT 512iE, no ip domain-name name 70— 3V a7 4 Fal— g av R
EEALET, x—2P =07 RLAZHIBRT 5121, no ip name-server server-address 7' 7 — /3
N arZ4Fal—varyavry FefHLES, A4 v F EDODNS 27 4 E—7 LT DI

no ip domain-lookup 7’ 22—/ )L 227 4 Xal—vay avwr FEEHRLET,

DNS DEREDR R

DNS # &1 % #/~x9 5121, show running-config £##% EXEC =~ > R&fHH L 9,

\F—DER

Message-of-The-Day (MoTD) RNF—FLkua A v RF—%ERTEET, MoTD N F—iFu A4
UIFIZEERH L TV A TR TOMATERIN, TXTCOFRy hUV— a—FEBOHDH A vE—T
(VAT LDV Xy MO TEHERLY) 2RET 20IERNTT,

=7 GV AN Ak SN %ﬁbf“é?NT@ﬁﬁfﬁﬁéﬂiﬁo%%éﬂé@ﬁ\MﬂDN+—®%
T, vl Ay 7Tur 7 FREREINDEITT,

CZOHETHEML TS a~y RO LML AFEOFEMIZ OV T, Cisco.com ~—I D
[Documentation] > [Cisco 10S Software] > [12.2 Mainline] > [Command References] (24 % [Cisco
10S Configuration Fundamentals Command Reference, Release 12.2]] %#ZH L T 72& 0,

T I T, ROBEIZOWTHHALET,

o INRNF—DOF 74 EEl (P7-11)

e IMoTD v 7' A v NP —ikE] (P7-11)
o Tl g4 v RNF—pFE] (P.7-12)
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nr—orx 1

NF—DT 74 FEETE

MoTD X Wa /4 v NpF— 3R ESNEHE A,

MoTD B 5 4 ¥ /\F—DEFE

S PRAL yFICn S A v UL i, BEICERSND | {TERITEEITOA v & — U F— %R
TEET.

MoTD & 7' A > N7 —ZiES 51213, ¥ EXEC E— FCTROFIHEZFATLET,

avwv kR B
27971  configure terminal Ja—n)Lary 7 4 ¥al— gy B— FEEBLET,
A7972 banner motd c message c MoTD N —%HELET,

c X, EEOXRYIY XF, 7=& 2 ER Figs (#) 2#ANLT,
Return ¥ —ZH L FT, KUY LFEFNFT— TF X FOEE D L&D
NEFRLET, KOOV ORYIY XFORAOLFIIFREIEINET,

message (2%, 255 XFETONTFT— A=V ANLET, Ay
T—VRICIEXE Y XFEEATEEEA,

27973 end FrHe EXEC £— FICRY £,
A7974 show running-config LEAERLET,
7975 copy running-config startup-config EE) av74Xal—ay 77 A NMIBREEETFLET,

MoTD N F—% ¥4 %121%. nobanner motd 72— 3L 2> 7 4 X2 L—3 gy avy RaffiH
LET,

WIZ, W Rty () ZBMB IO TOXEY XL LTHEM L. A1 v F O MoTD N — %2R iE
ToHHERLET,

Switch (config) # banner motd #

This is a secure site. Only authorized users are allowed.
For access, contact technical support.

#

Switch (config) #

WIZ, BIOREIZ LV RRSNTAT =D 2R LET,

Unix> telnet 172.2.5.4
Trying 172.2.5.4...
Connected to 172.2.5.4.
Escape character is '"~]'.

This is a secure site. Only authorized users are allowed.
For access, contact technical support.

User Access Verification

Password:

CiscolE3000 R4 wF Y7 k9?7 av724¥al—>av #Hq4F
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O454 Y I\F—0DHKE

ATyF1
A797 2

ATy73
ATv7 4
ATy75

B SN T RTOEKR TR T A NP —=NERRENDLLIECRETETET, NT—BERINDHD
IX. MoTD N F—D#% T, v/ A4y a7 ERERINDHNTT,

s A N F—ERET DI, B EXEC E— R TROFIEEZFEITLET,

= S B

configure terminal Ja— )L ar74Xal—vary T— Rl LET,

banner login ¢ message c nsA Ly Ay —VERELET,
clZiFx, EEORYY X7, =L XA g5 # AL T, Return
F—ZLET, KU LFEANT— TXFAMOIAEY LDV ERLE
T, Kb OXEY LFOBALDOLFITFERINET,
message \Z1%, 255 XFFETORITA v AvE—VEANLET, Ay
T UNITIEREIY) CFEEHTE A

end F#E EXEC E— NIZR D ¥£7,

show running-config REZMRLET,

copy running-config startup-config |({f&) =L 7 4 Xal—ay 77 A MCEREL R L £1,

a7 A v NF—%HIRT 5IZIX. no banner login 72—/ 3L a7 4 Falb—T g avy KEf
ML ET,

Wiz, RAGEE (§) ZRGBIOCKRTOREIY XFLELTHAL, A4 vTFoa s A2 NF—%2RE
THHERLET,

Switch (config) # banner login §
Access for authorized users only. Please enter your username and password.

$
Switch (config) #

MAC 7 FLR T—JI)LDOEE

GE)

MAC 7 RL A 7 —T7WZiE, A v TFBRR—F DO T 7 4 v VEREBIHEAT 57 FLRAEENE E
NTWET, ZTOT FL A T—T IR EINTZTXTO MAC 7 RLVARIE, 1 >F 138 EOR— b
XA LTWET, TRLA T—=TNICEENDET RLAR XA 7120, ROLORH D 4,

o HAFIvI TRLAR: AL v TFPRFEFHL, FHINRL 2o oRERTHIRYIN & 72 5241550
MAC 7 FL X

o RET 4wl T RLA: FETASIN, MIBUINIZR LT, A4 vFOU -y MFIZHHEES
NN =% Py A NEFRIFIALTFFY AN T RL A

T RL R TF—7 %, 5% MAC 7 RV A, i35 VLAN ({542 LAN) ID. 7 KU R ZxafHT 5

NizR— b EB, BLOF AT (RET 4 v 7 ERFFAFTIvr) OYANTT,

CITHEHAT S avy FOBIE IO FIEOFEMIZOWTIE, 20V ) —R 3T da~wr R
V77 LU AESZRLTLITEEN,

CiscolE3000 R/ wF Y7 kP av724¥al—>av #Hiq4F
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MAC 7 FLX 5—TnoE=E B

I T, ROBEIZHOWTHHALET,

o [T RLVATFT—7 VDR (P.7-13)

e IMAC 7 RL 2B XN VLANJ (P.7-13)

o IMACT RVAT—T1LVDF 7 4V RiE] (P.7-14)

o [TRVAZ—=UUT XA LDEHE]| (P.7-14)

o [BA4F v TRLA = NYDOHIE (P7-15)

o IMAC 7 RLAZEHEM N7 v 7Of%E] (P.7-15)

o IMAC 7 RLvxB#hi@k b7 v 7 ostE) (P7-17)

o IMAC L& WE®E k7 v 7O E] (P.7-19)

o (24T 4w 7RLA Ty U OBEMEILOHIK (P.7-20)
o [a=%%ZAFNMACT RLR 7412 TDHEE (P7-21)
e [VLANDMAC 7 KL A F—=227DF 4&—71) (P.7-22)
e [7RLAZTF—T N v ) DFER] (P7-24)

7ZFELR T—TILDERK

TRTCOFR—FTHR—=FINDIEHED MACT RLAIZELE ST, AL v FOEEOR— KT —7
AF—vav, VE—=F, A vF I—F HEIWNFLTOMDO Ry hT—7 T4 R TR TE F
T, HER— N TEZETHZ Ty hORELT FLAEZEEL, 7 RLRA 7F—7 LI %vx&%mﬁ
ST AR bMEFEBNTHIEIZE ST, AL vy FIFENRT RLABEEZITVWET, *v hT—7
TAT—va VOBRELZZIROA LT L, AL v FIET RLA T—T7ZFHL, HL
XA FIv 7 TRUVAZBML, fFHIATHRWT RLUREFHRONIIZLET,

T—UrZHRIE T n— S IRESNET, 2L, A v FIEVLAN JLIiZT7 RV A T—7 vz
fEFF L, STP (A= 7Y U — T b =b) (2L - T VLAN BALTHZHIM & i <& £,

AL v T, ZELE ATy bOBET RLARICESHT, EEOMAEDEDOR— Ty b &
BELET, MACT RLVA T—7 L E2MATDHI LIk T, AL v FIE, 56T L AIHIGHHT
6ﬂt°%F(@ﬁﬁ)KmﬁbfﬂﬁyF%%%biﬁoﬁ%TFVXﬁN7yF%%%Ltﬁ*F

WZHDGEIL, Ny MEITZ o vZ2 ) T EN, BEESnNETA, A v T, BICART 7T
/b7¢9ﬁbﬁﬁ%ﬁ%bi¢o:@k®\%éﬁﬂbyb%motmﬁﬁbfiﬁwﬁﬁwwﬁ
HELTOHLEELET,

MAC 7 FLRAE LU VLAN

7 RL 2134 _T, VLAN &xtifrironnEd, 1 207 L 228D VLAN XS, EnF
NTHERR DA% fET%—Siﬁ“ 7z, 2=F%F ¥ A M T FL A% VLAN1 OFE—F I BLO
VLAN 5 ®7R— bk 9, 10, ICHRET B L W oz Z &R A[HETY,

VLAN Z &1, MEOWRET FL A T—7 AR ShET, 5 VLAN THR#EINTWET KL XA
ﬁ%MﬂmANT RS aiciz, o VLAN HOR— M Lo TEEEIND ), £72135]10 VLAN
WOR— MIAZT 4 v 7T N MERH D £7,

[ oL-27302-01-J
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7T A4 _X— K VLAN RREINTWVDIHE, 7 RLVAFFEFIZTKRDOELIICMACT RLADZ A STk
HEnEd,

o 77A4A_X—=KFVLAN® 1250 VLAN TFEHLIF AT /7MAC7I\1/7<1 B&#E VLAN T
HRInET, LLxiE, T4 X—F VLAN OB % U VLAN THEE I MAC 7 RL-*
X774~V VLAN IZEB SN ET,

o TIA~VELITEILZY VLANIZHRESNTZAZT 4 v 27 MAC 7 F L 238 VLAN 121%
HH S EE A, 774&~FWAN®7747)itikﬁ/ﬁ)WANW WCAZT 4 T
MAC 7 RLAZERELIZHE. W LAZT v 27 MAC 7 KL 2% 3 XCTORE VLAN (I ET
LMENDHY ET,

MAC 7 LR 7—JILDT 7+ I FERE

# 7212 MACT RLRA T—T VDT 73/ hiREZRLET,

® 7-2 MAC 7 KLR F—TJILDT 7+ Il E&E
e FI+IL MEE
=T B A A 300

XA FIvy TRLA EEESs

ALT 4T T RLA REXE

FRELRI—VVH 84 LDER

FAFIv 7 7T RLVRIE, AL v TFREFH L, A SN2 <D LHIRGINIZZR 235150 MAC 7 R
VAT, 3TD VLAN 738 E SN VLANIZH L T, =— V07 A AORELZEHLTE
ij‘o

TV T FALEHASEELTED L, T RVABNIEHEINR2VWEET T AN LHIBRES D IR
WRHY I, ZOYE. A v FIIHENFAONRr v bEZETHE, ZEFR— M EFRT VLAN
WOFTRTOR— NI, ZORTy e 77T 40 738ET, TORMNERT T T 4 TI2&»
T‘A7¢~7/2_%%%%&i¢7 EMRH Y £, T, 2=V T A A L ERELSRELTE
L. T RVAT—TARKEHAOT RLZTOHSIEWZRY , AL THLNWT RLRE2%H
TERRVET, ORI T vT 4T LN, AL v FONRT p—~< 2 ATHEEEE LTI A b

PRH Y F9,
FAFI T TRVAT—=TIND—U 07 AL LNERET DT, ¥ EXEC T— R TKROFIEE
EITLET,
avwy R B
27971  configure terminal Fa—rL a7 4 ¥al—ay B— REEBLET,
A7y72 mac address-table aging-time [0 | FAFor 2 DI RERELIEHFSNE, MAC T FL2*
10-1000000] [vlan vian-id] T NVNICREF SN DRI 2R EL T,
EE T AL 10 ~ 1000000 #»T9, 7 7 4 /L MHEIE 300 T
T, 0 Z AN LTHIRUINEZT E—T M2 TH2 b TEET,
AET 4wy T RUVREZ, HiRONICRAZE T — 70 bHIR
ENAHZELHY A,
vian-id DEDEPIL, 1 ~ 4094 CT7,
A7973 end HriE EXEC £ — FICREY £7°,

CiscolE3000 R/ wF Y7 kP av724¥al—>av #Hiq4F
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avv R B
A7974 show mac address-table aging-time REZWR L ET,
7975  copy running-config startup-config EE) v 74 X2l —ay 79 A NMCHRERRGELET,

7 7 4/ MEIZRTIZ1X, no mac address-table aging-time 7 2 —/ )L 27 4 ¥ a2 Lb— 3 aw
Y REERLETS,

FA4F2v9 FELR TV M) OHIER

AT Ivr = Y 2T _CHIBRT 21201, #5# EXEC € — K T clear mac address-table dynamic
a<w REFEALET, FFED MAC 7 KL A (clear mac address-table dynamic address
mac-address) . 8E SNTHIR— M EIIR— FF ¥y 2V EOFTXTOT KL X (clear mac
address-table dynamic interface interface-id) . £721345E &7z VLAN LOFTXTDOT F LA
(clear mac address-table dynamic vlan vian-id) OHIERSH TE£9,

AT Iy 7 = MU DBHIBRENT- Z & 28T 511X, show mac address-table dynamic 74
EXEC =~ REMEHLET,

MAC 7 FLRAZEEAM L5 v TDEEE

MAC 7 KL AEREHAIL, MAC T RVAERT 77 47 4 2R/ GFTHETHry hT—2 ED
I—HEBHTEET, ALY TFNMAC T RLAEZEEEITHIGRT S L. SNMP#EI~T v 7%
NMS IZEFES/HDZENTEET, Xy NT—I 0 HO2—FOHAOVRHALAIE, FT v
AVHE =N B A LEFRELCTHEMNT v T EMAIAS, Ty VU= T T7 4 v 7 EHETEET,
MAC @HERT—T7WVE, b T v T RBRESINTZAR—PFITEDODMAC T RVA T 77 4 BT 4 BIR_RTF
LEJT, MACT RLAETEMI, A4 T I v 7 E038F27 MAC 7 R LR LT AERS
NET, BT RVA, SAFFXY A K T RLVA, FHREMORET v 7 7 RUAIZHOWTCIL, @
IFERESNERA,

[ oL-27302-01-J
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NMS AR MZMAC 7 RUAERBI T v S E2EET D LA v FH2FET HITIX. FikE

EXEC £— FTROFIRZETLET,

avwyFk

B

A7971  configure terminal

Ja—N)ar7 4 X¥al—ay B— KEEh
LET,

7972  snmp-server host host-addr {traps | informs} {version {1
| 2¢ | 3}} community-string notification-type

Fo o T Ave—VoXEMERRELET,

e host-addr \Zi%, NMS OLRIEZIZIP 7 L
AEBELET,

e SNMP k7 v 7 &ARAMIEET DI,
traps (77 4/ N) ZHEELET, SNMP fF
AR MIEET ST, informs ZFEE L
i‘d—o

o HHR—FF25SNMP X—T g U ERELET,
informs |21ZN—Y 3 01 (F7 40 8) &1
TEEHA,

o community-string \Z1%, WHBERICEET D
ARV 7 %MEELE T, snmp-server host =
<~V REHALTZIOA N VI EBRETEE
TR ZORNY T EERT DT,
snmp-server community =~ > RZHEH L,
KIZ snmp-server host =~ > N&fEf45 2
AR L ET,

* notification-type \Z1%. mac-notification *—

U—REHEHLET,

A7973  snmp-server enable traps mac-notification change

AL v F BN MAC 7 R AEF@ENE NMS (23%(E
TX5EoICLET,

A7974  mac address-table notification change

MAC 7 RV AL @EfEE T A 2 —7 /VIZ LE T,

A7975  mac address-table notification change [interval value]
[history-size value]

NG T A BZ—r\)v XA NEBET—T VD
A RXE AT LET,

e ({EE) interval value (21X, NMS 2% L T4
RENDE T T 2y MEOBM T v 7 A
VHE— NV EMBEMNTHEELET, BETE5
FPHIE 0 ~ 2147483647 BT, T 7 /b i
1 BT,

e ({£#) history-size value |23, MAC #E%n/E
BFr—T Vo kzy MU KEREELET, &
ETEDHEPHIT 0~ 500 T, T 74 ME
‘(\\‘d—o

7976  interface interface-id

A HB =Tz A AT 4 Falb—gy EF—K
ZPAB L, SNMPMAC 7 RLABH N T v 7% A
F—=TNMZTBELA V2 A H—T oA AEEEL
e IS

Il CiscolE3000 RAvF Y2 +rHz7 AV T4 Fal—2av 4 F
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MAC 7 FLX 5—TnoE=E B

avwyFr B
A7977  snmp trap mac-notification change {added | removed} A B —Tx2AAETMAC 7 RLAETEH F
Tl X =T LET,
e MACT RLANRA U H—T A RTEBIMSH
7z (added) BEIC T v T A R—T ML
i TO
e MAC7T F‘VX7)§4’ VE—=T A ANDHIRE
7z (removed) E 1 MAC WA K7 v 7%
4*~fwmbi#o
A7978  end ¥ifE EXEC £— RIZRY £,
A7979  show mac address-table notification change interface RTELMERLET,
show running-config
A79710  copy running-config startup-config (EE) av74Xalb—vay 774 )VICRER
RELET,

MAC 7 RV RAER®A T v 7% T 4 E—7 /1T F 512X, no snmp-server enable traps
mac-notification change 72— NV a7 4 Fal—vary a~v U REFERALET, FFEOA ¥ —
724 ALTMACT RLAET@M N7 v 7 %7 4 £—70ICT 5121, no snmp trap
mac-notification change {added | removed} { ¥ —7 = A X a7 4 F a2l — g avy Nl
MLET, MAC 7 RLALH@AELZ T £ —7 /129 5121E. no mac address-table
notification change 7 u— 3L a7 X al—vay av 2 REFEALET,

WIZ, NMS & LT 172.20.10.10 Z$5E L. AL v FIZEDH NMS ~D MAC 7 RL A KT v 7D
ﬂn%‘m’z TMZ L, MAC 7 FUAEH@EIEREZ A R — T /WL, A F =0 2 A L% 1235
WCRRE L, BIEY A X% 100 = h VIZHREL, FFEDOKR—FTMAC T FLABBMShTZSHED k
T T XTI NIT L ERLET,

Switch(config)# snmp-server host 172.20.10.10 traps private mac-notification
Switch(config) # snmp-server enable traps mac-notification change

Switch (config) # mac address-table notification change

Switch (config) # mac address-table notification change interval 123

Switch (config)# mac address-table notification change history-size 100

Switch (config) # interface gigabitethernetl/2

Switch (config-if)# snmp trap mac-notification change added

E & M9 5 121X, show mac address-table notification change interface ¥ X O show mac
address-table notlflcation change f# EXEC =2~> K& AJJLET,

MAC 7 F L ABELER T v TDRE

MAC BEhEMEZRET H8A1E. MAC T FL AN, AL VLAN RNOH HR— b0 bRIOR— M2
#9 5 LIz, SNMP %%ﬂﬁ)éﬁkéhf%/ N — &y A7 MIEEINET,

CiscolE3000 R4 wF Y7 k9?7 av724¥al—>av #Hq4F
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ATy71

AT972

ATv73
ATy7 4

AT975
ATy7 6

YSOVA|

Il CiscolE3000 RAvF Y2 +rHz7 AV T4 Fal—2av 4 F

NMS AR MZMAC 7 RUABENEI T v SR ET DL IICAAL v FH2RET HITIL. FikE

EXEC £— FTROFIRZETLET,

avwy kR

B

configure terminal

Ja—N)ar7 4 X¥al—ay B— KEEh
LET,

snmp-server host host-addr {traps | informs} {version {1
| 2¢ | 3}} community-string notification-type

NI T Ave—VOREMERELET,

o host-addr 121X, NMS OLFIE-IZIP 7 FL
AEBELET,

e SNMP F 7 v 7 %&KA MIEET DT,
traps (77 4/ N) ZHEELET, SNMP fF
AR MIEET ST, informs ZFEE L
ij—o

o HHR—FF25SNMP X—T g U ERELET,
informs |21ZN—Y 3 01 (F7 40 8) &1
TEEHA,

o community-string |21, WABERICERE TS
ARV 7 %MEELE T, snmp-server host =
<V FREFEALTCIORA N VI EBRETES
TR ZORNY T EERT DT,
snmp-server community =~ > RZHEH L,
KIZ snmp-server host =~ > R&FEM$5Z
AR L ET,

* notification-type \Z1%. mac-notification *—

U—REHEHLET,

snmp-server enable traps mac-notification move

24 FNMAC 7 RLABEEM T v 7%
NMS IZEETEH L O LES,

mac address-table notification mac-move

MAC 7 RV ABEEMEELZ A X — 7 VI LET,

end

i EXEC £— RIZREY £,

show mac address-table notification mac-move

show running-config

RE TR LT

copy running-config startup-config

(fEE) av74Xal—vary 77 A VICREE
RFLET,

AL v FIZED MAC 7 RLABENEHN N7 v 7OEEET 48— V2T 521X, no snmp-server
enable traps mac-notification move 71—/ 3L a7 4 X2 b —v g avr REFEHLET,
MAC 7 R AER@ARRELY T + £ —7/LI2T 5121, no mac address-table notification
mac-move 7/ 27—/ )L a7 4 Fab—rvay avy REERHLET,

WIZ, NMS & LT 172.20.10.10 #fE L. A1 v FIZEL 2D NMS ~D MAC 7 R L2 B@E@EA k7 >
TOEEEAF—T ML, MAC 7 FLABBIBIEIEZ A R —T7 /LI L, HDOF— F0BHIOR—
MZMAC 7 RLABRBELIZHBAIC T v T2 A X =T /W 20 2R LET,

Switch (config)# snmp-server host 172.20.10.10 traps private mac-notification

Switch (config)# snmp-server enable traps mac-notification move
Switch (config)# mac address-table notification mac-move

show mac address-table notification mac-move ¥ EXEC =~ > K&Z AHThiE, RELMHRT D

TERTEET,
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AL YFOER

MAC

ATyF1

AT972

AT973
ATv7 4

AT975

ATy7 6
AT971

ATy7 8

MAC 7 FLX 5—TnoE=E B

LEVMEFER Sy TOHTE
MAC LE\WMEBEMEZRET 41T, MAC T L2 F—7 10 LEXWMEOHIIREICET A0, 20
fE%E#E 2 5L, SNMPEANERSN TRy NT—ZEFHIU AT AMIEEFEINET,

NMS FA MZMAC 7 FLAT—T VDO LEVEBRM N T v 7 2B ETDHLIICAAS v TFE2RHET D
Wik, BpHE EXEC ©— R CHROFIAZFEITLET,

avUFk e
configure terminal Ja—)L ar7 4 Xal—vary t— NEh
LET,

snmp-server host host-addr {traps | informs} {version {1 |5 v 7 X v+ —OZEMEIEELFT,

| 2¢ | 3}} community-string notification-type e host-addr \Z1%. NMS OL4HIEFIEIP 7 KL
AEHEELET,

¢ SNMP FT7 v 7&K A MIEETDITIE.
traps (F 74V 8) ZHEELET, SNMP 1F
AR A MIEET HIT1X. informs ZFE L
i‘j‘o

o HAR—FF%5SNMP X—V g o Z2ELET,
informs 213NN —2 a0 1 (F7 0 8) 2FEM
TEXE¥A,

o community-string \Z1%, BEENERFZEE T2
ANV 7 EMEELET, snmp-server host =
<~V REHFEALTCIOAN) V2R ETEFE
TH, ZOARN) T EERT DI,
snmp-server community =~ > RZfEH L,
2 snmp-server host =~ > F&FH$5 2
LERHERE L F9,

e notification-type 1Z1%, mac-notification ¥ —

U—REFHLET,

snmp-server enable traps mac-notification threshold ZA v F N MAC LEXVMEBRE N T v~ 7% NMS I
EETEDLEIICLET,

mac address-table notification threshold MAC 7 RV R L & VWMEEFEREZ A 1 — 7 iz L
E9

mac address-table notification threshold [limit MAC 7 RL AL ZWEOERARRE=ZD L &

percentage] | [interval time] fEE AN LET,

e ({£#) limit percentage |2, MAC 7 KL A
T NVOMHEERELET., AEITX 1 ~
100% T9, 7 74 /v ML 50% T,

o ({EE) interval time |2, WAMOMRAEIETE L £
T, AMEIX 120 BLLETY, T 740 MEIX

120 # T,
end ¥t EXEC ®— RIZRY £,
show mac address-table notification threshold REZMERLET,
show running-config
copy running-config startup-config (FE) av74F¥alb—vay 774 NVICKREL
RIFLET,

CiscolE3000 R4 wF Y7 k9?7 av724¥al—>av #Hq4F
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MAC 7 RV A L &EVWMEER R T v 7% T 4 &—7/LIC7T 5IZIE, no snmp-server enable traps
mac-notification threshold 77— )L 2 7 4 X2 L —v gy a<wr FaEEHALET, MAC 7 FL
ALEF@AERE R T 4 B —7 12T 5121Z. no mac address-table notification threshold 7' & — 31
a7 4 FXal—yaryavwr ReFERLET,

WIZ, NMS & LT 172.20.10.10 25 L, MAC 7 FL A L X V\WMEBAMELZ A X —7 ML, A~
B—r\)b ZA N 123 ITERIE L. FIRE 78% ICRET 2Hl 4~ LET,

Switch(config)# snmp-server host 172.20.10.10 traps private mac-notification

Switch (config)# snmp-server enable traps mac-notification threshold

Switch (config)# mac address-table notification threshold

Switch (config)# mac address-table notification threshold interval 123

Switch (config)# mac address-table notification threshold limit 78

show mac address-table notification threshold #i# EXEC 2~ R&Z AN TIIE, R EMRTH 2
LBRTEET,

ARAF4vY FELR TV M)DEME K VHIE

AET 4y T RURIZIE, ROFERH Y £,

e TRUVAT—TNA~DBEMBLET KLA T—=TA»L0HIBRIE, PEITITOLERH Y £9,
o A=F XY APMELFIAFFXY AT RFLAL L TRETEET,

o HIREINIZ/AD Z LT/, AL vy T AFHESH L TR ET,

ALT 4w T RUVAZBINBLOHIRTE, £/, A¥T 47 7T RLAOREHELZERCTEE

e @ia‘i@hmi\ Nry hEZELER— IR, BIOFR— MMy y FEIRETL28EZREL T,

A—MILFTHe s 1 20 VLAN X LTWADT, A v FIIREINTZAR— I\z)%\ 7R
L AWZHINT D VLANID #B&E L Ed, #ETAR—FZ LI, 38R —FDY X M EFIAICIETE
7,

BEDT RVANRAZT 4 v 7 & LTAITENTWARW VLAN | %@x&74 v T RLAZED
Ny MIRBIFETDE, TRTOR—=FIXTry "R 7T vT 4 /7 S, FEHINERA,

T RVRA T —=TNWICAEZT vV 7 R RAZBMTHI2IE, 568588 MAC =2=F% ¥ A N T RLREL £
DFEETL VLAN Z48E L ET, TDFET FVATEAE LT v M. interface-id 73 a s
EEINTA U H—T oA ATIEEINFET,

TITAR—=KNVLAN D7 T4~V EiEE XY VLANNIZAZ T v 27 MACT7 RLAZBREL
72%a, RICLAZT 47 MAC7 FLRZTXTORE VLAN IZRETHALERNH D 7, 774
~_N—hKVLAND 7T A4~V FEidth %Y VLAN | Lmﬁém‘_x&74 v 27 MAC 7 R L & LB
VLAN i3l S EH A, 774 X— k VLAN OFFEMICHOWTIE, 5 19#% 75 4 ~<— k VLAN
ORE] 2R LTSN,

CiscolE3000 R/ wF Y7 kP av724¥al—>av #Hiq4F
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AT 47 T RUAZBINT 52X, FHE EXEC £E— RTKROFIEEZFEITLET,

avwyFk

B&

A7971  configure terminal

Jua—nN) ar7Z s ¥al—vary T— RFERBLET,

A7972 mac address-table static mac-addr vlan
vlan-id interface interface-id

MAC 7 LA T—TNWIAFT 4 v T RUVAZBMLET,

mac-addr (2%, 7 RV A T—7 VBT 5%5% MAC =2 =% %
ARNT RLVAZBELET, TOFET FNLAZEO/T Y M)
FE L VLANIZEGRET D&, BE LA VX —T7 oA RTEZEI N
£7,

vian-id \21%, € L7 MAC 7 FL A& oy N2 %1595
VLAN #48E L F 7, FEETE 5 VLANID O#ipHi% 1 ~ 4094 T
K

interface-id \Z1%, ZAE LTc 0y b OEREN A U F —T = A A &4E
ELET, A v F—7 =24 AF, WHF—FEFR—F
Fr I TT, AEZTF 47 wAFXr AN T RLADEE., B
DA LE—Tz2AAIDEANTEET, AF¥T v 2=F%1 R
N7 RLADEE, A X —T A ALFAEIZ 1 DULDANTEE
Hh, 27FL. ML MACT FLZBLWO VLANID #6515 &
o<y REEREIAITEET,

A7973 end

¥t EXEC £— FICRED £,

A7974 show mac address-table static

RUE % R L £ T

A7975 copy running-config startup-config

(EE) arv 74 Xal—val Iy A VICRELRTFLET,

T RVRAT—=TNANNHARAET v =2 b EHIRT 512X, no mac address-table static mac-addr
vlan vian-id [interface interface-id] 7 v —/ 3V 2> 7 4 ¥ ab—va vy a~vr REFEHRHLET,

ROFTIE, MACT RV A T—=TNWIAZT v 7 T R A c2f3.220a.12f4 Z 8N 2 HiExa R L
F9, VLAN4 TZDO MAC T RLRAZSHET RLREL TRy haZET5&. N7y MIEES

NleAR— MTEEINET,

Switch(config)# mac address-table static c2£3.220a.12f4 vlan 4 interface

gigabitethernetl/1

A=FvXAFMACTZ7RKLR 4L Y VT DERTE

Z=2F XY ANMACT RVA T4 NEZ VU TRAFZ—TNVOEE, AL v Fid, BEDERFIT MAC T
KL RAEEF5E MAC 7 L AEEfO Ry e Rey 7 LET, ZOEEITT 740V FTIET «
=T NT, 22XV AN AFT 4 v T RVARETFEYFR—-FLTVET,

ZOKREEZEAT2HAE. ROEEFHICKE-> TIESUY,

o YAFFXYABNMACT RLA, 7ua—R¥x¥ANMACT RL A, BIUOL—4% MAC 7 KL X
1LY AR — I EE A, mac address-table static mac-addr vlan vian-id drop 7’ v —/3L 2/
T4 Xal—varyavwry REANTLLEEC, 2RHOT FLAOWTRDERET D L. KR
DONTIND A v E—URERINET,

[

)

% Only unicast addresses can be configured to be dropped

% CPU destined address cannot be configured as drop address

* CPUEmESND/NT v bbb Y R—bhShEEA,

[ oL-27302-01-J
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e I=F¥AMNMACT l\“vx%x&%‘% v 7T RLRELTEMNML . 2=F%¥ A K MAC 7 RL- X
T AN T EFRET D BB ERTZav FIZE LT, AL v FIEMAC 7 KL
ABEAZT 4> TR VX}: L“CLJJIH“ N E2EZFDOMAC 7 FLAZESR7ry h& Koy
TLFET, 2FDICASN LTIza~r R, loa~y Rae EEELET,

7= & 21X, mac address-table static mac-addr vlan vian-id interface interface-id 7’2 —/ 3 2
74X alb—ary avry FO%IZ mac address-table static mac-addr vlan vian-id drop =~
FEADLIZHGEIEL. A v FILEEIELITE L LTHRESNTE MAC 7 RLREZFDO/T
R = LiTo

mac address-table static mac-addr vlan vian-id drop 72— 3L 2> 7 4 Fa b —v gy av
]\“@%’é I\Z mac address-table static mac-addr vlan vian-id interface interface-id 2~ > K& AJjL
THEIE, A TFREDOMAC T RLAEZAZT 47 7T RLUAELTEMLET,

22X Y ARNMACT RLVR T4 BV T2 F—TNMILT, AL v TFBHFEEDT KL ARAERD
Nry beRay 7T ET DI, BETLELITEHELI=F¥ AN MAC 7 FLAB XU
Ml VLAN #48E L £,

ALy FRERBILELITBEL=F Y AN AZT v 7 T RLVRAZ Ray 795 LXIRET DT,
¥ # EXEC £— FCROTFIEZEIT L7,

avwyk B

27971  configure terminal Jra—)Lary 74 ¥al—ay B— FEEBLET,

A7972 mac address-table static mac-addrvlan | =% v 2 s MAC7 KL A Z4 N Z Y L T %A FZ—T ML, AA v
vlan-id drop FOEE L RE L E TSR =F Y A b AZT 4 v T KL A%H

Oy b Ruey 7T LHEICERELET,
e mac-addr \21%, EELELIIEEZ=F v XA N MAC 7 KL 2% f5
ELET, TOMACT RLRAEZFESNRTy NIRRT ENET,
e vian-id (2%, FEEL7ZMAC 7T KL AZFESRry NaZ{ET5
VLAN #f8E L ¥ 7, FEE T 5 VLANID O#ipHi% 1 ~ 4094 T

R
7973 end FiHE EXEC E— FICRD £,
A7974 show mac address-table static MEAERLET,

A7975 copy running-config startup-config (EE) 274 Xal—Tay 77 A NVIIERESRELET,

2=F Y ANMACT RVR 74 VB2 Y T %T 4 &—7 /0T 5IZ1X, no mac address-table static
mac-addr vlan vian-id 7o —\)L a7 4 Fal— gy avy ReBHALET,

WOFITE, 2=F XY AFNMACT RVA T4 NVZ ) TR AF—T ML, ¢2f3.220a.12f4 D E(E
FTEIISET FLAZFO Ty M Ray T T5K910A4 v T %553 Tf‘é“éji/i%fﬂ“ LEd, &#fE
JEEIFFEHE LTI DO MAC 7 KL A %FFD/r » b3 VLANA ECRESRTZGE, 7y MR K
2y 7ENET,

Switch (config) # mac address-table static c2£3.220a.12f4 vlan 4 drop

VLAND MAC 7 FLR 5—=29 DT 1+ t—TILiE

FI7 4L FTiE, MACT RL A S—=u 1%, ZAA v FDTXTD VLAN TA Zx—7 /L T7,
VLAN TMAC 7 FL A == 7 %%+ 5 L. MACT RLA&ZE T& 5 VLAN, &5(C
NEHIET ST, FIHAEEZR MAC 7 RV R F—7 )L AXR— A5 EHTEE9, MACT]\I/Z

CiscolE3000 R/ wF Y7 kP av724¥al—>av #Hiq4F
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YSEVA
AT972

ATy73
ATy7 4

ATv75

MAC 7 FLX 5—TnoE=E B

T T RT A= NMCT DN, Ry NU—7 MARBT LA v F VAT LAREICFELWVNI &
ZHERL T &V, VLAN TMAC T RV R == %T 4 B—T7MICT5E, Xy hU—2T
TIvT 4w EEITARENRDH Y T,

VLAN O MAC 7 RV A F—=2 7% T 4 E—TMIT 25 EXE, ROTEBFRIIHESTIZIN,

o Switch Virtual Interface (SVI; A4 v FAEA V F—T =2 X)) AA v FHREHH»D VLAN T
MAC 7 RV R T == 7% T 4 =7 NMCT 5556, FEBELTLLEIN, ZOBEA, A
AvFIFVLVATY2 RAL VT RTOIP Xy v 7T v T 47 LET,

e MACT FL A J—=270%, 1 2O VLANID (ffl : no mac address-table learning vlan 223)
F 721X VLAN ID O#iffl (# : no mac address-table learning vlan 1-20, 15) T7 ¢ & —7 /L2 ¢
5T ENTEET,

e MACT7 FLVR T—=2T7 D7 42— 4LiX, A— 1% 22T VLAN ZIJTITH 2 & fg?@”@
LET, 32U EOFR—E2ET VLAN TMAC 7 LR F—=0 7% T 4 8—T NI LT
T A v FIZERT DT XTONRT v M, ZO VLAN RAASL T 79T 47 LET,

o AA v TFMMWNERNZMHHT S VLAN Tix,. MACT FL R F—=20%T 4 8—T7 M TEEH
Ao AJILT2 VLANID 23N#E8 VLAN THLEH1E. A v FIEoIF—Avb—U AR LT
<~V REELSELET, FHHLTWDAE VLAN 2 %/79 5121%. show vlan internal usage #5H
EXEC a2~ FEANLET,

o 54— VLAN D754~V VLAN & LTHEESNZ VLAN TMAC 7 L&A F—=7
T 4= N TBHE MACT FLRIZ, #FOFF7 A4 _X— Kk VLANIZBT 5%
VLAN ETH[& & snz#%., 794~V VLAN Lt TR ENES, 754 X— bk VLAN
D7F74<Y VLAN T2, BH %) VLAN TMAC 7 RL A == 27%F 4 B—7 27
HE MACT RL R S5—=u 271375 A4~YU VLAN FCTETENTEHI XY VLAN ETHEEL
SHhET,

¢ RSPANVLAN TMAC 7 RL R == 3T 42— NI TEFEHA, RETDHILHNKRTE
FHEA,

e X7 FA—1rE2ET VLAN TMAC T RV AR == %T 4 —TNIT 2856, TDOKR—
FTCMACT RL A S—=o 1354 8—T7 MRV FEXA, F—F X2 VT 42T 40—
WMICTHE, BESNT-MACT RL A F—= TOWRENA R —T NI 0 £,

VLAN TMAC 7 RV R F—=2 7 %7 4 B—7MIT 521X, FitE EXEC £ — RCTROFNEE FAT
LET,

avwyFk

B&

configure terminal Jua—n) ar7Z 4 FX¥al—vary T— REBELET,

no mac address-table learning vlan BEINZ 1 2F 138D VLAN TMAC 7 FL R F—=v 7%

vian-id

T4 —7icLET, 1 2O VLANID Z#457%E. £721% VLAN ID O#i
FAENA T FEII D v~ TR > THRETEFET, IHETX 3 VLAN
ID O#iFHIE 1 ~ 4094 T,

end

HebE EXEC E— RIZED £,

show mac address-table learning [vlan |3 & 2R L E 5,

vian-id]

copy running-config startup-config (FEE) av74Xal—yay 77 A NVICETEXIRELET,

VLAN TMAC 7 RL A T == 7 % B{OA X—7/ICT HITiE, default mac address-table
learning vlan vian-id 7 v — 3 27 4 Xa b — g avy N&EH L E 9, mac address-table
learning vlan vian-id 7 vn— 3L a7 4 Xalb—v gy avy REEHLTH, VLAN TMAC 7

[ oL-27302-01-J
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KL A og—=

VT EBOA R—
KEEIZE H7-% ., show running-config =~ > K)o OHIC
K% M3 % L. show running-config f##E EXEC =2~ > NH IR EMN

T TEET, D (default) 2~ FEEHTLET 740 b
RENKRRENEEA, 2FDDa~
MFERENET,

WiZ, VLAN200 TMAC 7 RV A F—=27%T 4 B—7NMZT 0% R LET,

Switch (config)# no mac address-table learning vlan 200

show mac-address-table learning [vlan vian-id] ¥ EXEC =2~ N& A )13 5 & 9 XTdD VLAN,
FIERE L VLAN O MAC 7 RL R I—=V T DRAT—HZ AR R TEET,

FELRTFT—TIL TV

kY DRT

#£ 73R T 1 OERITEH O EXEC 2~ F&2FEHAT5E, MACT RL A T—7 L E2EKRT

EET,

® 73

MAC 7 FLR F—JIERRADaT VK

avwy kR

SiBA

show ip igmp snooping groups

J_XTD VLAN F72i3467E
M ERTRLET,

S VLANIZHTDH LAY 2~ /LFFyv A b =

show mac address-table address

BESNTEMAC T RLAOMACT FL R T—7ERER T LET,

show mac address-table aging-time

T _NTO VLAN F/23EE SN VLAN 0= —2 0 7 A4 hEF R LET,

show mac address-table count

FRTO VLAN E73 8 E SN/ VLAN THELTWAS Y RLAFER R L E
‘é—o

show mac address-table dynamic

HFAFIv 7 MACT RVA T—=7V 2 N DORhERERLET,

show mac address-table interface

HBEENIZA L Z—T 24 ZDMAC T KL A T—7WIEREZERLET,

show mac address-table learning

FRTH VLAN £33 EE L7 VLAN D MAC 7 RL R T ==V T DRT—X
AR LET,

show mac address-table notification

MAC BT A =2 B OERET—T7 V2RI LET,

show mac address-table static

AT 47 MACT RLAT—7)0 = MY EFERRLET,

show mac address-table vlan

EESNTZ VLAN © MAC 7 RL 2 T —7 N EREZF R LET,

ARP 7T—J/)LDEXE

T ALBETHIE (= Fy b EOF S A% E),|

V7 by = TR %0)?/\‘4’;{0} 48

Ey h MAC 7 RLZEHIZue—HhL5F—% Vo7 T RUVRAEZFEETAILERHY 4, IP 7 R
Mbua—h) T = Vo T RUVARRETLI T avwRE, 7 FLIFRREDNDET,

Address Resolution Protocol (ARP; 7 KLU A7 v h=an) Z, FA NPT RL A%,

L5 A

T AT ELIEIMAC T FLAB LG VLAN ID IZ/HGAHT £, IP 7 FLAZEH LT, ARP idxt)i
T2L5MACT RLZAZEDITET MACT RLAREDSL L IP & MAC 7 RL R L DOxfli% ARP

Fyvia

IZHEHL . TIPSR TE D &9

WWLET, 20%, PT—2 77208 @7 L—

DA TE'EMMEE, Fy NI —2 R BUTEEFEESNET, A —H x> NSO IEEE 802 X U —
IBTDIPT—4 7T LDh TR LY ARP ER /JREITSW T, Subnetwork Access
Protocol (SNAP; ¥ 7%y hU—2 77 &2 Yo han) THEENRTWET, IPA v F—T A A
. BEHER e A — R v NERD ARP 1 7 L (arpa ¥ — T — R CTERIND) BT 74/ hTA
7 7woﬁién1wi¢

Il CiscolE3000 RAvF Y2 +rHz7 AV T4 Fal—2av 4 F
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ARP T—7LneE N

FHTT— T ABME T ARP =2 b U RG2S 20O T, FHCHIRT 2 LERH Y %
¥,

(GE) CLI ®FIEDFEMIZ 2V Tid, Cisco.com D ~X—® [Documentation] > [Cisco I0S Software] > [12.2
Mainline] (Z# % Cisco IOS Release 12.2 D~==2T7 )L EZEMRL T E &\,

CiscolE3000 R4 wF Y7 k9?7 av724¥al—>av #Hq4F
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CHAPTER

PTP DO&E

o [ERSEIERE 7 0 b LM% (P.8-1)
o [PTP Oi%E) (P.8-2)
o [PTP HEDF R (P.8-4)

ERERE IO FIILOBME

IEEE 1588 E¥ETIX, Ry hU—F LOQVTNAVEA L sy 7 DT +—/L b T MNAHO PTP @
Rz OV TR SN TWET,

PTP X hU—2I Dl vy ik, ~AX— /AL —THEBTHEKINTWET, /7 RvAZ— 7
2y 7 I_AN~vAX— vy r (BMC) EMEEN, ~AX—/AL—T7 vy JWEEDOL— KT
9, PTP X, ~AX— 70w 7 bbb IEMHER7 vy 7 B OT N AR SN AL vTF R—h
AT A, BMC 703 RAEREHALET,

VAH— vt Fa— )R a=r T VAT A (GPS) B sy V—REZIELE
9, AL—TE, vAZ— 7 uvZICEGDray s EZRPTHIMOFR Yy VT -2 TAL AT, Bl
X, AV NOAL—T Juav I BETEH70y s T, vAX—Juv 7 LAL—T Juav 7o
AAIVT Aye—Uk, MR A RIEL F 3,

FIAEMEIZ, AA v F THRETDZPTP /vy 7R ET— FIZL > TRAR Y 3, E— NI, R
T RY—2 U R RFUART LU b, ERIEEERHY T,

BERAE—RDODAASL vF Z7uv7id, ZKOEMR~AZ— 7a vy 7 OBIRIISMLET, L0 EfRs
0y BRHENZWEGEE, TOAAL v TF Juy I RvRAF— 7yl ES, AL—7 vy
JRITIVIEMR 7 vy 7 B3 ESNHGE6. A yTFiEEor7ay ZIZRYPL, ALv—7 Zuav s
W0 ET, RYORMOSE, AL v F LEREAEBIL, ¥4I 07 Ave—V2HBLT, 7
Oy /DA77y hEFRy T =7 OBIEIZ LA/ OEEZEE L F9,

T RY = K R T UART LU N E—ROAL v F 7y 7, TXTCORAAL vF R—FE<A
=y I ZRAPMLET, ZORAL vFiE, vAX— 7 v 7 OBRIZSINET, T 3TOR—F
TT7H/NVEPTP /vy 7 £— REHEHLET,

BRIEE—RORA v F Z7av 272k, ZIEPTP X7y FRAA v FZBHEDILFXY AN +T
T4 I ELTHRAANL—TEXBL52LET,

AA v F D PTP f5t€— FDLGE, PTP £ — REMOE— NIZEET 256 %2RE, PTP X Ex A
THZELIZTEEHA, A v FRERE— RFOEAIT., R— FNEMO PTP ZIF2RETE £,
A v FDTa =YL AT 4 X2 b= arEEITTLHILEICE ST, PTP XA R L—LH % A
F—=TNWNCTEFET, PTP SRR NL—% A X —TWZTHE, TRTOPTP A vE—I1F, A& v b
%295 VLAN WOPEEE P2 — L OFR— F OB TZIFESRET,
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X PTPORE |

W pTP 0B

PTP /R R R )L—HEBEI 1L, IREBLV—TF 4 7B L OMEE (VRF), RY v —_—R b—F 4 7
(PBR). 8BXWPVLAN (74 _X— Mo —hL V7T Ry hU—7) EELOHEBENRDH D F

T,

PTP O %E

© [T7aMbarT4Ra—ay) (P8-2)

o [PTP DR E)

(P.8-3)

FI7AIbE T4 X2L—23Y

TI7HNVEITEH, R—RA AL T EV2—ADTRTOT 7 AN A =P Xy N F—FBLOFHE Y
N A —HF v kW= FTPTP A F—F MR >TVET, TRTOFR— MNBITEF 74 D
PTP £— KiZ, =V KY—=x > K T AT L h T,

% 841 FI4IL D PTP 85

HigE FI4I FRE
PTP ERE— K F4—7
PTP fizit®— R F =T
PTIP = RY—x= o K h IV AT LY | F—T L

FE—=F

PTP 7744V T 4 1 BEOPTP 75 A1
AV T 42

TI7ANNDTTA AV T 4 FFIL 128 T,

PTP 77 v v A[HR 28
PIP7 T U A EZALLT TR 8™

PTP #4E 2R [ IR 32 %

PTP [ 1 [#1F 1 &

PTP [A] H I BR 500000000 F ./ #
PTP /R % A )L— T 4E—=T

Il CiscolE3000 RAvF Y2 +rHz7 AV T4 Fal—2av 4 F
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| $8% PTPOBE

PTP D%

%

prProzx M

¥t EXEC £— FCROFIREZFATLET,

avy kR

E[:5)

A7971  configure terminal

Ja—)L ar7 4 F¥al—igr ET—RERBLET,

27972 ptp {mode {boundary |
e2etransparent | forward} |
priorityl value | priority2 value |
passthrough}

7 vy 7 Z2d8E LET,

e mode boundary : T X TCOHEGET A R HT T R AL — 7
By BROH /ey 7 E LTEMELET, RBERR~YAZ— Iy
DOFEPUIBIMT DAL v T EA R —T T LET,

ZOFE— R, WANELITEAWOREBICLY REREBEY v 2 08EL
LHEXIHERALET,

» mode e2etransparent (-2 KV —T> K h T U AT LK) 0 §C
DAL v F K—re~vA¥—rayZIZRAMELLET, 23T 750 b
Drwy s B FTT,

Uy T —OBRBERMOTIIE, ZOF—FEEMALET,

* mode forward : %18 PTP X7 v FREHEDO~LF XY A~ b T T 47
ELTAAL v TFENRRAN—FT B L EFHFATLET,

AL v F R—=FIBNERE—ROGHIZ, Z7uvyy T34 F VT 4 DOT R
T EEELET,

e priorityl value : fx b Efg/p~ AKX — a7 Z&RT L2, T 74
NEOFRME (uy 7B, Jay s 7T ARE) B EESLET, KW
EAEEESNET, A% 2HMIZ 0~ 255 T, T 74/ MME 128 T,

e priority2 value : 2 DDA A v FNT T 4V b OEFEIT—ET HHEIC,
—HRBRENDEIICLET, HE2E, 7744V T 4 2MEEHEHL
T, AEOAL v FICAL v F TIAF VT 4 5T N TEE
I, BAR7e#PHIL 0 ~ 255 T, T 74/ b 128 TT,

PTP NAAN— F T v a v HaEELET,

e passthrough : JiiEE P 2 — /L F— K ETPTP A v&—V %A F—TLIC
LET,
ZOFTvasE, A4y F A= B ERE—-FELII T AT L
b E—RFOLEICHEHNTEET,

27973 interface interface-id

AV EBE—T A A AT Fal—agry FT—FREPEELELT,
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$8E PTPOBRE |

W PTPBE0OET

avu R

=)

A7974 ptp {announce {interval value |
timeout value} | delay-req
interval value | enable | sync

{interval value | limit value}}

BAIVT AvE—VOREEHELET, TNHOLF T a i, Ay

FRERE— FOHBHRICORFEHTE ET,

e announce interval value : 75T 7> A2 A v — U EETARMEREL
F9, BETE HEIZI0~4MTT, 7740031 @QF) TY,

e announce timeout value : Z A L7 7k A vt —VET U AT A
ERELET, f5ETEA28MIL2~10Td, T74L8E3 8F)
VC“?—O

e delay-req interval value : "— FR3~v A% — 7o v 7 REOEAEIC, A
L—"7 TN ANBIEER A v — DR ET oM ERELET, BE
TEAHEIT-1~6TT, 774N NMIS5S B28) TT,

e enable : K— K R—Z2DEL 2 —/LTPTP A4 X—7 W LET,

 sync interval value : FI# A v — V%G oM ERELET, AD
TE LT -1 ~1HTT, 774V ME1BTT,

o sync limit value : PTP N HRIMEZRALDETO, ZRRkI/nv s 7%y
MEZRELET, ®EIX 50 ~ 500000000 ./ Td, T 74/ M
500000000 F / #C4,

A7v75 end

Fite EXEC £— FICR D £,

A7976 show running-config

AN &R LET,

A7977 copy running-config

startup-config

(TR av74Xalb—ay 77 A NMIBREEHETELET,

PTP

® 8-2

BREDRT

PTP BEZRTY 57=HDaATUF

avwy kR

E[:3)

show ptp clock

PTP 7 v v 7 a5 ¢ #FrLET,

show ptp foreign-master-record

PTP 4~ 22— F—4% &y FE&RKRLET,

show ptp parent

BBIOITI F~R4—Juyr707arT 2R LET,

show ptp passthrough

PTP O/RA AV —{if 2 &R LET,

show ptp port

TRXTOPTPAR—F Fu T s 2K R LET,

show ptp port FastEthernet interface

¥8E L7=7R— @ PTP FastEthernet 72 35 ¢ #F R~ L £,

show ptp port GigabitEthernet interface

HELER—=FDOPTP Uy b £ =¥ Xy b FuRT 23R LET,

show ptp time-property

PTP Bl 7 v T 4 #ER L ET,
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CHAPTER

TE

PROFINET @

%L:II

Z OETIE, Cisco IE 3000 %A v F T PROFINET ##RE& % ET % FIEIC W T L £,
« [PROFINET 4% (P.9-1)

« [PROFINET O (P.9-4)

e TPROFINET #&EDFR] (P.9-5)

e TPROFINET ® T 72— 4 2] (P9-5)

PROFINET o#i£

(F)

PROFINET (% PROFIBUS International (PI) OA—7" 272 T3 A —Hh x> MEETHY, A— b A—
vay ay hu—VHIC TCPIP B LT f##EZ M LTk §°. PROFINET &, EEBLTT A b
BGROBEOBEEOHEAPEL TH L LEA— A= ay VAT AR e ARy PV —2 I
FrioA M T, PROFINET (37 —# &Rz B L TV, MEEFICH>TBENSAZERL TVE
3. PROFINET i#fZiZ, RD 3 DM TAF—F T NTT,

o FREMEDIEY T Z A LIEIE TR TCP/AP ZfEM L. £ 100 ms DA B A 7 )b Z A ARFEERINF
j_o

o UTNZALBETIE, M 10ms DI A 7V A LAPREINET,
o FHRFHRO U T A LBETIE. K Llms DY A 70 XA ARFEIESNET,

DAL yFTiE, FRREEO Y 7 NVZ A JMEETF v FVETR— S TOEEA,

PROFINET IO 1%, #A— A= ar 77V —va AoV T7@E7L—LU—7 TY,

PROFINET IO 13[RO F — Xk AEA L C, Yns/I~70 aryta—7, A/ 1/O)
B, BIOZFoot—r A—vararvin—7 (F—varyaria—oRy) L5—4% TI7—
A, BWHERE B LET,

PROFINET IO iZ. kD 3 SNV T ADMEE %Rk L £,

o 10 &

e IOz —7

o TO R— %= A H
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$9% PROFINET 0% |

Bl PROFINET D=

PROFINET &E®D

(F)

4L
==
9-11z, 3FEHOEEDOER Z R LET,
X 9-1 PROFINET %(En#&E|
10 R—/S—NAH
103> a—5/PLC (Fas35 =V J%E/IPC)
A— —
0 REDHNS U E _____________________ ) -soa-us
— p——— I
T— i =% {EE2ET
_ A—)
‘
1—Yxvyk
L |
O =
d SEAHEE -
10 & 8

(74— FEE)

10 = Fu—F1% 10 & % 13 % Programmable Logic Controller (PLC; 7r 7/ 7~7 /)L ¥y

y aria—3) ThV, A—hA— a3y Fal I 0B LTRE. 77—b, I0OTF—FRED

7= &%ﬁ?ﬁ&biff 0= btr—7&L 10 X—/\_/\4#i%ﬁfﬁ$&%5&ﬁbi‘h 10 =2 br—
FI3 10 i L RESCAD) I HHNERE AL, 10 EHENLT T —L2ZELET,

PROFINET &, ME—F 7137 I7A~VOBEHMI AT L E L TCHEHATI L RSN TET, 10 =2
k ©— 7 % Discovery and Configuration Protocol (DCP; f&ti/ 2> 7 4 F¥alb—vay Fr bhaj)

TAASL v FafRB L, EEAELIPT FLAZHRET H72, ERRZREREIC Cisco I0S =+ Ridwh
WD EHA, JEEHRE (QoS <° DHCP 72 & O#ie) #1795 121X, A A v F ET CiscolOS =2~ F
EHEMAT20ENH Y £9, PROFINET A L C, ZhHOMEOREIZTEEREA,

10 A —/%— 31 ¥ X Human Machine Interface (HMI[; t = —~> =3 > f VX —T7 = A &) X PC 72
Loz o=T VT AT —=varyThy, aiyva=yr =207 SEaicERSh

FT, [0 A== A PIL 10 BEE L BWEHR, A7 — X AE#R, flIEER, T A —ZEREZHL
ES AN

10 #@&iX, ¥ Y —, 7/7Fax—F, T—iar aryba—IR2E0NEMAT/H#EETT,

A2A v FITI0 EEE LTEMEL, 10 = b v —F ~® PROFINET B 21TV E7,

PROFINET IO ¥ 2T ATIX, NA A 7 )b Z A 5 100 ms RO A— b XA —3 g VpEREZT-
72, IRTCTOI0 EENA—Y Ry MEEXRY NU—J &2 LC@EELET, ZDXy hU—J T
WX, T— A OERERT DO, A vTF L& BT —ITBNERINET,

PROFINET &E®DT—% itk

PROFINET 7 DCP il L TAA v F R L@zt 5L, 77V r—va Btk (AR) BX
QHEEBIMR (CR) DHESLESNET, BN SN, HEWEAT A —ZICHTAERN B IR S
ANNT =R EHDT— 2N InEgdT, AL vFIFFEVTAEXZALCREZFEHLT, £ 9-1 BID
F 92 WRT T REER B LET,
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e

| £9% PROFINET Q%%

& 9-1 PROFINET IO X 1 v FIEH

PROFINET oz N

PROFINET IO R4 v FERERY

EBEEE7I23y

7 2K

WEOARZRELET,

TCP/IP

IPT RVA, TRy b vAZ T74NV b F—Fv=A, SVL

TIA~VIRET T — 24

BELLET I7—L0E=F ) T oA 3—TNEREFT o 8—T ML
9,

X VIRET 77—

WELET 7—20EF=H ) T HAFX—TNVERIFIT =T 1ITL
ij‘o

RPS EET 77— A

WELLET F—bDE=F ) T ERAF—TNVELIIT 4 =T 1ITL
£7,

CF [BE7 7 —2X

HELLETY F—2DE=F Y T oA X =T NVELIIT 1 E—7 ML
£,

Vb= AV Y — 7T —A4

WELET 7—LbDEF=H ) U THAF—TNVERLIEIT =T 1ITL
ij—o

JL— A F— T T—h

BELLET I9—Lb0E=F ) U T4 R3—TNEREFT o B—T ML
9,

T 7 L b~D ) &> b

PROFINETIO = hu—F %ML T, AA v F 2 HMEET 7 4Lk
VY bLET, ZOT7 7 a ik, 24— T v a7y
Xl —rarpilRan, A yFRVe—REnET,

Vb= AV vy —fE

AV = Vb= I H—FTLHR—F 77—4 (Vo I7EERE) ©
AT ERELET, HELELT T—h A T TREINIALTD
R=FIPAVYy— Vb—Z N H—TEET,

U b— AT =&

~AF— Y L—F Y H—FBHE— b TT—b (Vo EERE) O
BATEAGELET, SELET T— 5 ¥4 7 TRESNIALED
H— bR AF— U L—% b H—TXET,

® 9-2 PROFINET I0 R— F&i%

PROFINET IO R— FEREREMY

EBEEE7I2ay

T 10, 100, 1000, HE,
Fa Ly s YTH/ 2 TH/ B,
A—hk E—F TIRRAI N,
VLAN VLAN f{&#,

Vo RF—H2 R

VX MUV /Uy R DU,

RE L — b OHFIFR

Ta— R XY A, Z=F ¥ AP, 9AFXX XD LXVVEPRES
N~V EBZTHWET,

RN—h U IEET T — A

WELET 7—2DF=H ) U THAF—TNVERIEIT =T 1ITL
ij—o

Port not forwarding 7 7 — A

BELLET I7—LDE=F ) U T4 R3—TNEREFT o 8—TMIZL
9,

Port not operating 7 7 — A

BELLETY 7—bDF=F Y T A X =T NEIIT 4 =7 ML
ij‘o

A—F FCS LEWET 7 —2A

HBWELLET F—bDE=F ) T ERAF—TNELIIT 4 =T 1ITL
£,
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$9% PROFINET 0% |

Bl PROFINET D&%

PROFINET #%4i& 1% General Station Description (GSD) 77 A V&R L THREEINET, 2077

ANZE, =V =T IV THOT—20, 10 2 ha—F 10 A== A BIWI0 #E

(AL wFRE) BT — 57555@%@7: ANEGEENTWET, % PROFINET IO 7 ¢ — /b REERE I,

EEOT v AT ¢ Bl S, HEICHERROERPTXTE ENTZ GSD 7 7 A VBT Hh

TWAMENH Y F9,

o MEE ID B (EE ID, v F—IDBLORVF—4, #7730, K=MK,

o ENABEEE Y 2 —NOEBLOXA T,

e CiscoIE 30008 AR— MEEE V2 —/ViddEy NAT v FRIETIEHH Y /A, JEREY 22— D
PO UIWT 24T D BNS, AA v F 2 A TIZ LT E &,

o BWIHHROTT— THA |,

e 1O BWERTA—H (/WA TNV EA L, VEITa VR, UxryTF Kol XA L7
<‘:)o

(G¥) CiscoIE3000 A1 v F DT 74/ b DY X7 a2 HHRIT 128 ms TT D, AL v FITHEHE R
REEFEHT 2HE1E. AA v F O CPUICKHT HARMEMS T2, VF 7 a VHEE 256
ms £720X512ms I2T 52 & Z2HEEL £9,

e IO¥BEBEY 22— NIIHETIRET—¥ (HE, 7271y 27 A, VLAN, F—h X2V T 415
W, TTI7—L, Ju—Fx¥x A+ L— RO LEWEAR L),

e KOV ARFINFRBEMEICHLTERESNTE, OEEET 2— VDT A —H,
GSD 77 A WMT AL v FIZEHT A2 D TITR, I0 A== A X077 AV EFEHLET,

(GE) PROFINET % v NU—27 Z8H45121%. AA v F D Cisco IOS Release & EH#fT T & 72 GSD
T ANEHEHATIVNENHY £, 10 A—s3—=A ¥ L CiscolOS V7 b =TixEBEHE,. GSD
Tr7ANEAAL »FDOCiscolOS V7 b =T N—Va VHOR—Hz@EHmLET,

PROFINET D&%%E

BRI A A v FREITIL. IO 2 —3— A % D PROFINET VY7 7 =77 CiscolOS Y7 F 7 =
TOWTHhEFEHTE £,

e [FT7x NV ary74Xalb—v3ar) (P.9-4)
e [PROFINET @A x—74k] (P.9-5)

FI7AIbE T4 X2L—23Y

CiscoIOS Y7 b =7 U U —2 12.2(52)SE LA, PROFINET [T X THONR—RA A vF £V 2—
MBELMEEL2=y bOA =Xy N A—FET, 774NV MIEDVAFZ—T NI TOET,
PROFINET M7 « E—7 Vil > TWAHAEIE, TPROFINET O A *—7 U1k (P.9-5) DOFIHEIC

W TLIEEW,
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| £9% PROFINET Q%%

PROFINET &Enz= N

PROFINET @ 1 *—7J)Lit

¥t EXEC £— FCROFIREZFATLET,

avyv Rk B
A7971  configure terminal Jua—sYL ar 7 4 X¥alb—vary ET—RElELET,
27972 profinet A A »F ¢ PROFINET % A % —7 /L2 LET,
A7973  profinet id line ({£#) Cisco10S ¥ 7 F 7 = 7 %4l L C PROFINET #:& 1D ##%& L £,

BRKEX 240 XFTY, FEAERBGHRXFEIE VAR () g7y (4)
DHETT, ZNHDOXLFITID XFINORHEDA 7Y a » TORMHHET
T, XFFINITITEBO TNV EEDDLZENTEET, F£T7-VHEHTE
DHIFHIT1L ~ 63 LFTT, BHEOTNEFIE I AR () TRUIZLERD
DFET, FINORKELTIEEr (0) IZL2NTLZEN,

PROFINET ID O EDFEMIZ 2T, PROFINET Ofthf, XEES

TC2-06-0007a, 7 7 A /L4 PN-AL-protocol 2722 V22 Oct07 B L T<
7S\ (PROFIBUS 2B AFTE E9),

A7974 profinet vlan vian id (TE) VLAN BR4Z# LE4. 7744 F®O VLAN B2 1 ©F. $58C
&% VLAN ID OfifHi% 1 ~ 4094 T3,

A7975  end Bk EXEC E— RIZHED £,

27976 show running-config AHNEEHER L £,

27977 copy running-config (155) ar 74 Fal—vay 77 A MR ERETELET,

startup-config

AA »F ETPROFINET 27 ¢ E—7/LIZF 5IZI%. no profinet 7 =— )L 27 4 ¥ a2l —37
vavwry FEERLET,

PROFINET :EDER T

show profinet 74 EXEC =2~ > F&EMH L. & 93 TR TF—U—FOWTFNramEL 7,

 9-3 PROFINET OB EEZRTRT H=DDavTvF

avy kR B

show profinet sessions WG SN TS PROFINET vy v a v a2FRrLET,
show profinet status PROFINET V7> AF LADAT— X A FH R LET,

PROFINET D r3 W oa—T1 2T

PLC ® LED IZ7 7 —ANFETHLHRIZZRD, 10 A= X—=RA POV T 7 =2TILNHDOT 77—
LEBELET,

PROFINET @ K 7 7V 2 —F 1 > 7 %47 51ZI1%. debug profinet 5it EXEC =~ > NEFHEH L,
# 94 IR THF—TU—FREHEELET, debug =2~ FOHENICLY, YU T V7T —0 %
ETHAREERHL2OTERELTCLEZ N, Zhboavy REFATIERICE. LT vRranrs=

CiscolE3000 R4 wF Y7 k9?7 av724¥al—>av #Hq4F
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$9% PROFINET 0% |

M PROFINETD FSTNLa—F42F

TN HR—= DT =T ORI > TLEE, Z0avwy ROERARKICIE, V7L R—KT
172 A —% %y &AL T, Telnet T CiscolOS Da~<~r Ko A4y A% —T7 x4 A (CLD) 7

JEALTLIZEN,

& 94 PROFINET OBEZ b5 TN a—T4 07T 5=bNaTU R

avy kR

=]:)

debug profinet alarm

TT—h AT —HA (A FEIIA7) & PROFINET 77— L DNEFEHE
RLET,

debug profinet cyclic

A A 2P AT _X—Z2D PROFINET 4 —H v b 7L — AT E#HR%E
FrRLET,

debug profinet error

PROFINET vy ¥ a v =7 —%2KRNLET,

debug profinet packet ethernet

PROFINET A —H% % v b X7y MZBETAEHEERLET,

debug profinet packet udp

PROFINET Upper Layer Data Protocol (UDP) /3% v MIBET 2 1EHR%ZFE R
LET,

debug profinet platform

Cisco IOS & PROFINET [ O#HEIZ BT 2 1F@a£n L ET,

debug profinet topology

1% L72 PROFINET FrRuY Ary v2ERFLET,

debug profinet trace

B ENE=T ANy I o7 NV—T 2R R LET,
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SDM 7> 7 L— FDERE

SDM 7> 7 L— FDHE

Switch Database Management (SDM) 7 7' L — M, AA v F L TREDOHEEZ YV R— 5729
W, VAT A N—FRU 27 UY—REED LB TET, FEOHKRBICEL T, A7 AMEHAREEREKIC
T5SDM 77 L — hEBIRTEET, 22, 774V ROT T L —REFERLTYATA Y
V=A% L., LAN =2 V=T 4 7 T — b efFHTAHILICEY, AL v FREA
Z—TxA X (SVD) EORAZT 47 —bFOPEEHRKNIZTEET,

SDM 7 > 7L — b z#IR$ % & WITRTHEZ RRRICYR—FTEET,
o TTHNDE T RTOUA Y 2 EELHFICEFESEET,

o LANR—AN—=FT 4 VT RAET 47 V=T 47 SVI ZRETHIOD IPvd 2 =F ¥ A k
N—haYR—=FLET,

e T a7 )LIPV4/IPV6 : IPv4 L IPV6E DD T T 4 v 7 Y R— b T2T 2TV AX v JBRET
AA v FERERATEET, IPv4 b T 7 4 v 7 P EBRETAEAE. 20T L— N EEAT
RETIEHYVEHA, [F 270 IPv4/IPv6 SDM 7o 7 L— K] (P.10-2) 2B LT 7EE W,

e QoS : Quality of Service (QoS) 77t % arvtu—/L = hJ (ACE) OO AT LAY
V—=AzKRIZLET,

o N—TFT 4T  N—T 4T TrTL— NI, I, Xy NI OFLIZHDHNLV—F F T
X7 7V = TEEE D ET, IPVE 2=F X A b =T 4 I LT, VAT A U Y—R
ERAMELET, V=T 4 T T L= ERET DI, ALy TFETIPY—EA A A=V
DB L CHWDLERSH Y 7,

GE) AAvFTA—T 407 T 7 b— MEgRET HICIL. Cisco 10S Release 12.2(52)SE LARE % 5297 L T
WHRENRDH D £7,

% 10-1 IPvd 7o FL— Mok > THBESh B HMEEY V— OB
LAN R— N—F 1>

Jy—2 FI+LE (R QoS 5
2=%+v 2k MAC 7 FL % 8K 8K 8K 2K
IGMP /' L—F L ~LF % v Ak b— |k |256 256 256 1K
a=%y A b — R 0 750 4K

o KR NCEEEE 0 750 2K

o RBEEL— | 0 16 2K
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£10E SDMF>IL—rOEE |

B spMFoIL—FOBE

% 10-1 IPv4A T FL— RS> THESAIHE) V—IOBE (%)
LAN R— N—TF 1
Jyy—x TIAILE |R QoS i
RNY v —_—2 JL—F (7 ACE 0 0 512
QoS 77# ACE 375 375 625 625
¥ =27 14D ACE 375 375 125 375
L4 ¥ 2 VLAN 1K 1K 1K 1K

FORHOD 84T (=F ¥ ZAF MAC 7 FLZh bt U7 ¢ ACE £T) &, %77 L— i
RENIEZICRESNDIN— RV 2T OBBLZORELZRLET, "—Fv=7 VV—20b%
BN IEOOBEIL, WO F— =70 — 33T CPU KD, A v FDNAT 54— R
NELETLET, REDOITIE. AL vy FDOLA ¥ 2 VLAN ORICHET 5N — K77 J Y —2
HEEZHFET OO RLTT,

T a7 I IPv4/IPv6 SDM 7> 7L —k

GE)

GE)

WIZART SDM 7> 7 Lb— M, IPvd BEX W IPv6 |BEZ R — ML TWET,
o FaT/VIPVAIPV6 T 7 4k T L— b IPvd DBEAEIT LAY 2, QoS. BLWACL &V
A—hkL., IPv6 DAL, LA ¥ 2, IPv6 mRA . BIWACL 2V KR —FLFET,
o FaTNIPVAIPV6 V—T 47 T T L—b  IPv4 DAL, LA 2, AL FF ¥ R b,
N—=TFT 47 (R —=_=2 V=T 4 T &ET), QoS. BELWACL ¥ R— KL, IPv6 O
LBElIvA v 2 =747, BEIWRACL 29 KR—FLFET,

T 27V IPV4/IPV6 7> 7L — NI, IPV—E R A A=V EZBE L TWA AL v F ETHEIFFEHATE
9,

OV T7 T VU—RE, IPv4 RY > —_"—X V—F 17 (PBR) ZiFzVFR—rLET,
IPv6 77 4 v 7 OIRERX, PBR Z2¥ A — M LEREA,

® 10-2 FaFZILIPVAIPVe T FL— M IZ&k o THEShBH#EEY V—ROBH
IPv4 & U IPv4 & U
IPv6 D T2+ |IPv6 DJL—
Jyy—2x Lk T4
=%y A F MAC 7 FL X 8K 1K
IPv4 IGMP /' V— 7B L= LFF ¥ 2 k L— 025K 05K
h
IPv4d =% % & k L— FD&HE 0 2K
o IPv4 7R A NZEEBG 0 1K
o [##% IPv4 L — b 0 1K
IPV6 <L F X ¥ A b Z—7 0.375 K 0.625 K
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| £$10% SDM F>7L—FOEE

24 9F SDM 7o FL— roEe B

® 10-2 FaTIIPVAIPVE ToFL— M k> THBESh3HEEY V—ROBE (5F)
IPv4 & U IPv4 & U
IPv6 DT 2+ |IPv6 DJIL—
Jyy—=x Lk Fav5
IPv6 2 =%+ 2 s L— hDOA&F 0 1.375K
o HEIEEEHFE SN/ IPV6 7 KL A 0 1K
o [EBEIPV6 2=F v A k JL— | 0 0.375 K
IPv4 RY o — _—2 L—F ¢ 7 ACE 0 0.125 K
IPv4 £721% MAC QoS ACE (&3 0.375 K 0.375 K
IPv4 £721X MAC E% =Y 7 4 ®» ACE (&7 |0375K 0.125 K
IPv6 KV v— R—2 L—F ¢ 7 ACE? 0 0.125 K
IPv6 QoS ACE 0 0.125 K
IPv6 £x =V 7 ¢ ® ACE 0.125 K 0.125 K

l. TORMBYVITIZ, 8 DDA —TFT v F A F—T A A #1000 > VLAN 233RE S 7z A
Ay FEERALTHET,

2. IPV6 R Y ¥ —_—Z Jb—F 4  TIIPR— b ENFEFA,

— =JU r==
AL YFSDM T 7T L— FDERTE
2T, ROBREICOWVTEBALE T,
e [F74 1+ SDM 7T 7L — k] (P.10-3)
o I[SDM 7> 7L — FOFREROEESRHE] (P.10-3)
e ISDM > 71— roEE] (P.10-4)

T2+ LD SDM T FL—F

TNV T L—hNE, TN EFDSDM T L— K TT,

— N — ==
SDM 77 L— FOERERDIEEIR
SDM 7> 7' L— M BRRBIOHET HHAIE. WOFEEFEHIZHE ST EIW,
e SDM 77— FOBEREFEZITOE, REEZADCT LD, AAfvFEVo— T H0E
NHH FET,
o N—T 4 T HEYVFR—FLTWRNVWLATY2AAL v FUITHERAL vF ETDH, sdm prefer
vlan e — L ar 7 X2 b—vay avry REFEHLTLEE Y, VLAN 7o 7 L— K& 1{#
AT 586, VAT VY—RFIN—T 407 2 MIICTFRENEEAL, V=T 471XV 7
Fy =7 CEITENET, Zhick Y, CPUILBAREZRD, V=T 4 7 N7 5 —< L ALK
EIZIR T LET,
o AAVF ETNA—FT 4 LI NARZ—T NI TR WEES. V=T 47 Fo L — FNafEHR
L722WTL 72 &0, sdm prefer routing 7/’ 0 — 3L 227 4 X2l — gy a<wy REMH LT,
MO NN —T 4T T T — DA =F Y A N—T 4 7 IEO LTI AT 2 &
FWnWE I LET,

CiscolE3000 R4 wF Y7 k9?7 av724¥al—>av #Hq4F
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£10E SDMF>IL—rOEE |

B =X y7SDMFoFL—FDEE

e PHY—ERXR A A=VHFyr—RLT, LS Y 3EEEZHEATLIHET. v—7 17 SDM
T — NEEHTOMLERDY T,

o TaTI)VIPVA/IPVE T2 7 L — M ERPNTERIR LN T IPvo BREZREL LD &5 &, &4
AvE—UPERINET,

o FaT/LIPVAIPV6 T L—RIZkY, KU Y—RITEIY éf%ﬂé Ternary Content
Addressable Memory (TCAM) ALV A72<720£7, Zhic N— R =7 CHEIND
mybvﬁﬁﬁwbiﬁomﬂkﬁ7xy7ﬁﬁ%&%¢5%éu\:h%@?y7v~b%ﬁ
HALAnTIZEN,

N
(3X) AA »F T lanbase-routing 7 > 7’ L — h & & E T 5 1TI4. Cisco I0S Release 15.0(2)SE LIk %
FITLTWDARERSD 7,

SDM 7> 7L — FDERTE

SDM 7 > 7L — b &RET HI121E, Fite EXEC £— FTROFIEEZFITLET,

avwv kR B#
27971  configure terminal Fra—sL ar 7 4 ¥al—ay B— REEBLES,
A7972 sdm prefer {default | lanbase-routing | 2 v FTHEHTSHSDM T 7L —hEBELET,
dual-l.pv4-and-1pv6 {default | routing} | qos ST — ROBEREKD & 50 T
| routing}
o default : T _XTORKREICHEIZY YV —A2HI 4 TET,
* lanbase-routing : SVI ECIPv4 A% T 4 v 7 V—T 4 VT %
BETHIZODY AT A ) ) — AR RILLET,
* dual-ipvd-and-ipv6 : [Pv4/IPv6 )\ —TF ¢ > 7 D)5 % R —
FFa7 07— hERIRLET,
— default : IPv4/IPv6 O LA ¥ 2 B LT LA ¥ 3 BnE 2 Bl
fELET,
— routing : [Pv4 ;R Y v —_—R b—F ¢ > T &Gt
IPv4/IPv6 N—T 4 > 7 e KIRICEA L £,

e qos: QoSACE DV AT A VY —RAERKIZLET,

e routing : A1 v F TOIPv4 V—F 4 L T EFERILLET,
2A v FH#T7HN D T T L— MIRET HIZIE, no sdm
prefer 2~ RZEHLET,

27973 end Frte EXEC £— FIZRY £,
27974  reload ARV —F 4T VAT AEYr—RKLET,

VAT LAOFEEI#%, show sdm prefer #:# EXEC a2~ FEHEHAL T, HFHLLWT UL — N RESR
R TE £ 7, reload FriE EXEC a~ 2 R&EAST5E1C, show sdm prefer =~ > K& AT 5 L,
show sdm prefer =~ > F|Z VHEFERAL WA T L= B v — RRICT 7T 4 7Tk
5?y7v%bﬁﬁﬁéniﬁg

Wik, 77— "NeETHRIZAAL v F &YV a— RKLabo a0 NFRRO—HITT,

Switch# show sdm prefer

CiscolE3000 R/ wF Y7 kP av724¥al—>av #Hiq4F
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| £$10% SDM F>7L—FOEE

SDM 7~

SDM Fv7L—troxx B

The current template is "default" template.

The selected template optimizes the resources in
the switch to support this level of features for
0 routed interfaces and 1024 VLANs.

number of unicast mac addresses: 8K
number of IPv4 IGMP groups: 0.25K
number of IPv4/MAC gos aces: 0.375k
number of IPv4/MAC security aces: 0.375k

On next reload, template will be "routing" template.

T7 4N DT T L— MIRETIZIE, nosdm prefer 7 o— L 207 4 Fal—vay avr R
2L ET,

WIZ, W—=T 4 T T 7T — EffOAL v T OREMEZRLET,

Switch(config)# sdm prefer routing
Switch (config)# end

Switch# reload

Proceed with reload?[confirm]

W, ZAA v F LT I3V DT 2TV IPVAIPVG T F L — b 2RET D 2R LET,

Switch (config)# sdm prefer dual-ipv4-and-ipv6é default
Switch (config) # exit

Switch# reload

Proceed with reload? [confirm]

TL— FDERTR

TIT47 77— bEFRRT DL, HHE EXEC ©— KT show sdm prefer =~ > F&fHL %
‘j—o

BELET 7 L= THR—FINTWD U Y =2 ERRT 521, FiHE EXEC =2~ > R T show
sdm prefer [default | dual-ipv4-and-ipv6 {default | routing} | qos | routing] =~ > F&#H L £T,

wiz, HHFOT 7L — F &£ 5 show sdm prefer =2~ > KO AFIER L ET,
RIZ, show sdm prefer routing =~ > KO IHlEZ R L ET,

Switch# show sdm prefer routing

"routing" template:

The selected template optimizes the resources in
the switch to support this level of features for
8 routed interfaces and 1024 VLANs.

number of unicast mac addresses: 2K
number of IPv4 IGMP groups + multicast routes: 1K
number of IPv4 unicast routes: 4K
number of directly-connected IPv4 hosts: 2K
number of indirect IPv4 routes: 2K
number of IPv4 policy based routing aces: 0.5K
number of IPv4/MAC gos aces: 0.625k
number of IPv4/MAC security aces: 0.375k

[ oL-27302-01-J
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cuneren 11

;K‘f‘yif"Q & lﬂEa)égiE

ZOETIE, IE3000 AA v F TDOAAL » F_XR—=RABFEDOHEFIFEZOWTHALET, ZOFETHH
THHNEIL, ROLEBY TY,

(2 A v F~DRIET 72D (P11-1)

[H## EXEC 2~ R~D 7 7 AD#] (P.11-2)
ITACACSHIZ LD AA v F 77 BZXDHI#E] (P.11-11)
[RADIUS I2 LB AA v T T 7 2AOHIH] (P.11-19)
[Kerberos (2L DA A v F 77 ADH#E] (P.11-41)
(AL v TFOur—B VBB L O ORE] (P.11-46)
[SSH ®7=>DAA v FOF&E] (P.11-47)

[SSL HTTP D 7=h DA A » FDFE] (P.11-51)
[SCP D7=bDAA v FDeE] (P11-57)

AAYFADRET I 2ADREIE

REZ—HFIZLD, AL v TOFRECREFTROMEL ECTEET, —UIKIX, Xy hUV—2 &
HENORAA v F~OT IV RAEZHATLH—F, ERPMR—FE2HWTRYy NU—TH4NLE A YL
Ty TR T =R, VI TN R FEEL TRy NU—IANLERT A 2—Y, Eidu—
HI Yy NI =T NOMRETNIT =7 AT = a UinbiEsT 52 —YPICk 327 7 A 2HIBLE

-?—O

AL v F~ORET 7 BAZFIET A2, OEXF =207 LY 1 >FITERZRELET,

HIEROEXF 2T 4 L LT, EAAL v F R—F TR — RBLIOHERZRELET, 03
AT —RiE, A v FIZa—HNVIRFESNET, =2—FRKR— b EZEEREZBECTAAL v FIZ
TI/EALLI ETDEE, A= bEREERIIEEINTZAARAT—-REAHLTHDL TRITHR
W, AA v FIT 7 BATEEHA, FHICOWTE, [##HE EXEC a~> R~DT 7 & AD %
] (P11-2) Z2BRLTLIEEN,

BIMOEX2UT 4 LAYELT, 2—PLHLRRAT—FEXT TRETEET, ZOXTIETA
Ay FTa—AMRFESNET, ZOXTEEBRELEIR—- MIE L TH, F2—F &G
LET, 2—PIIRRER. A v FIZT 7B ATEE T, RISV EZERZL TVLIHEIE. =—

[ oL-27302-01-J
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FNMNE RA9F R—ZRZTRAORE |

B %iE EXEC a7 FADT7 I LR OEHR

YL ERAT — ROKNTIFFEDOHER L~V % SHET AHEFMBLORRE EHICEH VB THZ
Ly TEFET, HEHcoOWTE, 22— L L X2 T —FRoXT7TOKE] (P11-7) 2R LT
S,

2—PHERRT = RFOXRTEHFH LW, ZDOXT 20— /L TIERL ROy —NZREFEL
TFWEARIE. X2V T 4 = NEDT—FR—2ZREFETEET, NIk, BEHEox > b
T—F T TNAARR LT —F_R—2A %A L T —ViRGEEHRZ (MBS U CHFERD)
BAHZENTEET, FECIOWVWTIE, ITACACSHIZE D A A v F 77 v 2D (P.11-11)
EHBLTLLEEN,

Flo, K Llen s 0 ffTan ZICHekT 50 74 VIRE#R LA =TT H 2 b TEE
T B A VPRI, RELEEROe 7 A UK LD LT, ERUBEOr A R ITE T
0y 7 THEDICRETDHZEHTEET, FMONTIEX, kD URL @ [Cisco I0S Login
Enhancements] # &M L T 7230,
http://www.cisco.com/en/US/docs/ios/12_3t/12_3t4/feature/guide/gt login.html

¥ EXEC a2 Y FADT7 O EADRE

Fy NI =7 TEWAKDT 78R a3 ha—)LEITHEHER LT, XAU— RE2H L THER L~V
ERHOYLTHZ LT, RATV—FEEBILL T, Xy hU—JFE3xy T =7 TNAL Z2~DT
JEARHIBRBEINET, HBLLZE->T, Xy hU—7 TSR T A %, 2—FREDX
Ipavr REFERATE IR ERSINET,

GE) ZoHETHEHTLIa~vy RO EEHAFEOFEMZ OV T, Cisco.com ~<—® [Documentation]
> [Cisco IOS Software] > [12.2 Mainline] > [Command References] (28 % [ Cisco I0S Security
Command Reference, Release 12.2] %S LT ZE0,

T, ROBREIZOWTRBHALET,

[F 74N bONRAT — R XOHER L~ V3 E ] (P.11-3)

(ZABT 4 v A F—T N RAT— RKOBREEIZTEE] (P.11-3)

M EIC L DA F—TNVBLOAS F—T N =2 Ly b R2ATU— ROE#] (P.11-4)
(AT —REEOT ¢+ &—7 1k (P.11-5)

MR ERR %2 Telnet /XA U — RO E] (P.11-6)

(=YL LAY — RoXT7oRE] (P.11-7)

B OHER L~ L oakE] (P.11-9)
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| E1ME RS 9F A—RBEORE

R EXEC 37> F~O77t2x0RE B

TIAIL FDINNRAT— KB L UVIER LARILERTE

£ 11-112, T7HNVFDONRRAT— RFBLUMERL LR EEZ T LET,

£ 1141 T4 FDIRAT—FELUVERLRIVERE

HhE

FI4I FEE

A F—T L NAT — R L OHERR L~L

NAT—=REERSNLTVWEEA, 7740 MILUL 15 T (Rt
EXEC LL), NAT—RIE, ary74F¥alb—vary 774 NT
LS TWZRVIREE T,

A X =TI =27 Ly b RNAT— R L OHER
L~

Ax7~bimﬁémfwiﬁmo?7¢wkmvxw¢5@¢(%ﬁ
EXEC L~L), NAT—RX, ks Thbary7 ¥zl —y
V77 ANIEEIRAENRET,

B/ S A T — |

NRAT—=REEHZFINTVER A,

ABTFAYI) A F2—TIL NAD—FOREF-IILEE

A =T NAT— KT, Bt EXEC T— R~DT7 72 Z2ZHM L ET, AZT 4 v 7 £ X —T L R
AT — REREEFTIIEET HIT1L., R EXEC ©— FTROFIEEZFETLET,

avwy kR B
27971  configure terminal Ja—rL ar 7 4 F¥al—agy e F‘%F‘aﬁﬁ“biﬂ‘
A7972 enable password password ¥ EXEC =— R~DOT7 7B AT, HLUVWSA T — %45,

BEFD/SRAY— REETLET,

F7HNFTIE, RAT—RIIEBESNETE A,

password 1[I, 1 ~ 25 LFOFTHFOA N T HBEELET, A b

Vo P2 FTHRDD T TEET A, RLFENLFERFL, A

R—RA A TE T, 5'6??2“\"%7\ A SR ET, BBES (D)

i, SAT—FR %f’ﬁﬁiﬁ‘éiﬂ/\ . BB OB Ctrl+v 2 A S HEE

Acaxd, &z, SRU—F abc?123 FERT S & XX, RO X
W LET,

abc * A LET,
Ctrl+v # AL ET,
M23 % AT LET,

‘/x%mb HAFX—TN RAT—=REANTLEIICROONTZHE
SERITF OFINC Ctrl+v 2 AT 20 F I, NAT—ROTr 7 M
%@ii abc?123 EAJJTEET,

A7973  end

HebE EXEC =— RIZED £,

A7974  show running-config

BOEA TR LE T,

27975 copy running-config startup-config

(EE) av74Falb—vary 774 VICREEZRTLET,

A FX—T N RAT— REIKELENT, A vTFDar7 Xzl —
vary 7y ANVHNTIEEFHARD Z LN TEHIRETT,

RAT— RZHIERT 521X, no enable password 70— 3L a7 4 ¥ alb— a3y avy RE#HH

L/ij‘o

[ oL-27302-01-J
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FNMNE RA9F R—ZRZTRAORE |

B %iE EXEC a7 FADT7 I LR OEHR

WIZ, A F—T I NAT— R& [Ju2c3kdy5 \CEFET 0 2R LET, AUV — RIS LENTEDL
T L5 OT 7 ARG Z5NET (EROFHE EXEC T— K 77 ®A),

Switch (config)# enable password llu2c3k4y5

EEEICEBARF—TILELIVSAR—TIL =9 Ly b RRT—FDRE

BIOEX2V T4 LA YE, FFIZRy U —2 %X 5327 — R TFTP — IR FE S Tn

BHRAT — Rk L TRET A5A 121X, enable password & 721X enable secret 7 =2 —/ 3L 27 ¢
Fal—varavwryPalTEEd, a~vr FOERIELELHRLETY, Z0avr gk,
RSN/ AT— REFRETEET, FHE EXEC E— K (F 74/ F&E) T IXFFEOMERL

NXJZT 7R AT H2—PE, ZONRRT—REANTIZLERH D T,

X OBERE ST LVITY ZLARXMEH S5 DT, enable secret 2~ R&EHTH 2 &2 HRL F
‘j—o

enable secret =~ > RERE LA, T D=2~ Kit enable password =~ > RE D bEELEINE
T, A2 20a~<y FEEMIETE A,

AF—=TNBIOAS X =T N =2 Ly b RRAT— NI SLERET DI21E, FiHE EXEC £— FT
ROFNEZEFATLET,

avUF EL:)
27971 configure terminal Ja—r L Ay T 4 X al— gy e REBEL £,
A7972  enable password [level level] {password | M EXEC B— R~OT7 7 A, FHrFLWWIAT — K%
encryption-type encrypted-password} EET D), BEORAT— RELEFLET,
Ey a8 EJ By
enable secret [level level] {password | T—7 Ly N NAT—REEHR L., FEAHREEFEMHH
encryption-type encrypted-password} LCHRELET,

o (ER) level \IZfRETEX 2#PHIZ 0~ 15 TY, L~b
1 2885 o= —4% EXEC £— NHERTT, 57 4/ K
ULt 15 T (F8#E EXEC E— FHERR),

o password \Z1%, 1 ~ 25 XFOFEFOA N 7 %45
ELET, APV U7 28T THOL 2 L3 TEEE
oo RILFENLFEXPL, ANXN—RAEFERTEE
TN, AT AR—RAIWEINET, 77 40 F T,
NRAT—REEHEINEEA,

o ({EE) encryption-type \Zi%, ¥ AMB O H{LT v
FYXLTHDIHAT S5 LIMEHTEERYA, KL
A TEBET HHET. ka2 —F%
FHTL2LEIHY £, ZO S/ AT — i,
MDA v FORENPLIE—LET,

GE) WA THBELTZ YT TF A RAT—
R& NS LIz aid. 3Ok EXEC £— F&Bsh
THILEFTEEREA, LS AT— R
KbnlHald, EOX5RFETHHET L2 L
FTEEEA,
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R EXEC 37> F~O77t2x0RE B

=1 SV =)

A7y73  service password-encryption EE) RAUV—FRZEHETDHEE, FRERELRTFTD
LEIZ, NRAU—RaES b LET,
MELEITH) L, av T4 Fal—tal 77 A LNTA
AT — RRFEAHIY ARG R D DEIETE£T,

ATy74  end HHE EXEC £— FICRD £,

A7975  copy running-config startup-config EE) 27 4Fal—ay 77 A NVICREXIRGFELE
R

A X =TLEBILPAS F—T N =27 Ly b NRATU—RFOBMIRERSINTVWDEHE, 2—PFiFA x—
TN =2 by b RRT—=REANTHULERDD 7,

FEEDOMHERL NNV DONAT— REERT HHE1, level ¥—TU— REFHLET, LV ERELT
NAT—=RERELIZDL, EOL_LVTT 7B ATLHMEDH D 2—WIZIFICEDNAY — FEELT
KTEEWV, SESERVINVTT 7B RAARR A~y FEEET 585 51%, privilege level 71— 31
arZ4Falb—vary avry PR LET, FMICOWTIE, THEEDHERL ~LORE )
(P.11-9) &ML T EI 0,

NRAT — ROBEFbEA X—TNVICTHE, 2—HFLHRRAT— R X — R"AT— K, A 3x—7 L
Av Y R AT =R aryy —rBIOMAEEREIRAZAT — R & §RTONRAT— FZEH S
ET,

NAT— K& L-~ULZHIBRT 5121, no enable password [level level] & 7213 no enable secret [level
level| 77— b a7 4 Xab—vay avwr ReEALES, "RAT—ROKS{LET 1 2—7
MZT DT, no service password-encryption 72— 3L a7 4 Fal— g avy KA
LET,

WIT, HERR L~ 2 10k L CHE Bk S 2 7 — R $18FaDO0SXyti5Rks3LoyxzS8 % i3 % 7 L £
7

Switch (config)# enable secret level 2 5 $1$FaD0$Xyti5Rkls3LoyxzS8

NAD)—KFEEDT 1« —T Lk

AA S FITYBINZT 7 EATE L2 Fa—HFE, 7740 8T, AL v FOERKARIZT — b

T AIZEIVIAL, HILWRRAT = REANTHZLIZE T, Kb Ic/RAV— RERETE E

T

SNAY = REHET 4 =7 /ALBRE TIE, ZOBBEO &7 A t—T VT DI LIV AL v TF O
WNRAT—=R~DT 7 A&R#ETEET, ZOBERA X—TNVDHE, = F a—HFix, VAT 4
ET 74NV MREICET ZECFABLEGEICRY, 7—F 7R ZH VA2 R TEET, A
AU—REEZT =7 LThH, 77— h 7B R ZEVAALTHRAT — FEERETE E42,

ary74Xalb—var 77 A/ (configtext) BEL VLAN 7 —#X—2 7 7 A /L (vlan.dat) |
HIBR S ET,

NR2AT—KREEEZT 4 =7 VT HHE8EF, =0 Fa2—FR7—F 7o R ZHVAALTY AT A
BT 74V FOREBICET IO REES L, EXaT7 =N ar 74 Fal—al 77400
N7 o7 abt—%RFELTRB I E#BLEST, AfvTFETar74Fal—vary 774
NDORy 7T T at—%REHFELRNTLEE W, VIP (VLAN FS %07 Frban) TR
RT7VLY h FB=RFTAL T REEL TWEEARIEL, VLAN T—H X=X 77 A LDy I T v a

[ oL-27302-01-J
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B %iE EXEC a7 FADT7 I LR OEHR

E—bEEICEx 27 = NBRFELTLEE N, A v TN VAT LADT 74/ hREIZRE-T- &
X2, XMODEM 7u ra L&A LT, RELEZ 7 7 ANVE AL v FICF T ra— RTEET, 3
AZONTH, TR = REENRTEHAORIE] (P.53-3) 22 LT Ea0n,

NAT— ROEIEET 4 B—7NMZT DI, B EXEC ©— RTROTFIEEZFEITLET,

=1 B
27971 configure terminal ya—s\ L ar7 4 ¥al—ar F— REBKBLET,
A7972 no service password-recovery NAY—KROEEZT 42— M LET,

COBREE, 7Ty va AEVOFT, 7— ha—FEBI Cisco I0S
4% UNRT 7R ATELEBMBRTEINETN, 7740 VAT A
HEENFHA, T, 2—PRT 78R TEHZLITTEEEA,

27973 end H¥¢iE EXEC — FIZEY £,
Z7y74  show version avy FHEAHDOREOEITE2TF v /7 $5Z2LI0E-T, REEMRL
9,

NRAT — ROBEEZFORA 2 —7 /I T 5 I21E, service password-recovery 72—/ 3L 27 4 ¥ =
L—vay avwr ReALET,

GE) RAT— REIEOT 4 —7/1EI1Z, boot manual 72— )L 207 X al— gy avy Raf#
HALTFH T — T DI AAL v T EHREL TWVWAEEITEYN TS, Zoavwy N, A vTF0D
BIROBFEAR, 7—brao—% a7~ (switch:) 2FREIEFET,

IR EERIZXT S Telnet /AT — FDERE

MO TAL v FICEREHEATIE, BEiky b7 7 7077 A8 LTIPFERZE VYT, =
OB THEHATEAL T 74NV MREEERLET, EBIZ, By Ty 7 T s aiE, A
AT — Rz XD Telnet 77 & AHIC 24/7‘6’ Z“Eﬁ‘%,’) LEERLET, By NT v T s T A
DFEITHICZDNRRAT — RERE LR THEIL, ZORKRTavy R/ AV F—T AR
(CLD) AL CTHETE £,

AA v F % Telnet 77 B AHIZRET HI21E, F7# EXEC E— FCROFIAEEITLET,

avwyk B

A7y7 1 TIal—vary YT YT EZIPCEEE T~ AT~V a v
EAAL v TFDaryy—)v R— hEEHLET,
ALY = R—= DT T F v b OT = Z R, 9600 A—, 8 T —X
By b 1Ay T By b NUT4RLTY, a~v I Try
7 MIREREIND E T, Return F—%EINTLERIH Y 97,

A7972 enable password password ¥iHE EXEC £— FZ&Bs L £ 7,

27973 configure terminal ra—nN ar7 4 ¥alb—vay B— RERBELET,

CiscolE3000 R/ wF Y7 kP av724¥al—>av #Hiq4F
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| g1 =

ALy F R—RBRADHE

AT974

AT975

ATv7 6
YSEVA

AT978

R EXEC 37> F~O7 7 t205E B

avwy R

Sy

line vty 0 15

Telnet £ v a v (BIfR) OBEHFREL, A a7 4 F¥a2l—g
v E—REBHBLET,

AU RHISAAL v FTE K16 Oty v a Y RAHETT, 0 BLD
15%2Et+sL, HHTES16D Telnet ty v a v+ _RTCEHRETH
ZEiThnET,

password password 1 DFEITEE OB KIS T D Telnet SAT — RE AT LET,
password (213, 1~ 25 LFDORBFDOAN) 7 H2fRELET, A b
VU T HFTHDDH T LIITEET AL, RXFLNIXFERIL, A
N—=REATEETR, BITAN—RIEBHASNEST, 774V T
. NATU—RFEREINEEA,

end Kk EXEC ©— FICEY £,

show running-config

REZ RS L ET
a2 K line vty 0 15 O FIZ/RA T — RRFRINET,

copy running-config startup-config

UEE) =27 4FXalb—ay Zr A NVICHREXRFELET,

SNAT— R%&HIERT 5120, no password ' 2— 3L 227 4 Falb—vay awry REERLET,
WUz, Telnet XA T — R%& let4d5me67in89 \ZHET DB &R LET,

Switch(config)# line vty 10
Switch (config-line)# password let45me67in89

A—HRZENRRT— FORTDEETE

A—PHERAT = RFORTERETEET, ZOXTIFEAAL v F LT —INHREENRET, 20
NRTFEFREZEFAR— MCEHY S ToH, F2—VEREELE T, 2—TF %, A v TWKT7 7k
ATEET, HBRLXAVEZERL TOBIHEEEF, 2—V4 LR T— ROKSTITREDOHER L ~L
., MIGTOHERBLOMHRE EHIZEHVETHIEHTEET,

[ oL-27302-01-J
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FNMNE RA9F R—ZRZTRAORE |

B %iE EXEC a7 FADT7 I LR OEHR

2—PHR—ADFBIES AT LEFRET DL, Fi#HE EXEC T— R CTROFIAZFATLET, Z0R
FEVAT AT, vl Ay a—WLZERRT— RRFERINET,

avwyk B#
27971  configure terminal Ja—rL ar T 4 X¥al—ay e REEBLET,
A7972 username name [privilege level] Ka—F D —H4 HERL~L, RRAT—KRKEAHLET,
{password encryption-type password} | | i3 a D & 1 U— FOHRELEF, X<—x L3R
ERTEEEA,

o (ER) level IZi%., 77 B ARG —FIZHET HHR L~ L
FRELET, BETEHHIT 0~ 15 TT, LUl 15 TiIF
EXEC £&— F“C“@'f?'l??iﬁﬁfﬁ%f‘ﬁ—o LyL 1 T, 2—%
EXEC E— RTOT7 7R ERY FF,

* encryption-type (21, BEHL I TNRWV/RR 17&*]\“75%&73 THe <
BAIT0 &, B b SN 2T — FRBAICHS AT T 25E
LET,

o password 21X, T—WFRAL v FIZT 7 AT HHEEITANT D4
EDOHBHNAT—RERELET, NAT— R 1 ~253057T, #l
WDIAHAN—RAEFHTE, username 2~ ROFHEOA T+ 3
VELTHELET,

A7973 line console 0 Sy ar7 4 Xal—ay BT—RNEPHEBL, 2V — R—]

([E0#1 0) E 721 VTY [E# (F# 0 ~ 15) ZRELET,

EJ S
line vty 0 15
27974 login local 0UA DR — A RNAT— R Fx w7 A F—T N LET, R
I, AT 72 THRESRE2—TFLHIZEIEET,
Z7y75 end ¥i#E EXEC £— FIZREY £7°,
A7976 show running-config LEAMERLET,

27971  copy running-config startup-config EE) 2o 74 FXal—ay 77 A NVICERERRTELET,

BE12—YO2—VHEIET 4 v —T NI T 5121E. no username name 7 22— )L 27 4 X =2
L—yvay avwry REFEHLEST, RAUY—R F2v 72T =T ML, RXAT— KR LTOH
BexATHEIC T 5121%, nologin 74 > a7 4 Xal—v gy awr FEERLET,

CiscolE3000 R/ wF Y7 kP av724¥al—>av #Hiq4F
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ALy F R—RBRADHE

BROER L NILDOERTE

CiscoIOS Y7 b =TT 74/ F T, 2HEEONRRT— R X2 T 0 E—FEEHALET, =—
P EXEC BX O EXEC ©F, T— Rl a~r FOBEBL L% 16 T TCRETEXET, &
BONRAT—REBRETHZ LI, SESFEha—F I —TFITH LTHEDa~ Y R~DT 7

avy

ATy71

AT972

A7973

ATy7 4
AT975

ATv7 6

TAEZFAITEET,

R EXEC 37> F~O7 7 t205E B

b 21X, ZL< D —F T clear line 2~ R~DT 7 B RAEZFHAT 556G, LV 2DEXF2U T4
EEIY YT, L2 ONRAY — REJRFIFEO 22— Il TE E9, F72. configure =~ F~D
77 ARIREBET AHAE, VAL 30EXF2 YT 4 E2EOY T, ZORRY—REROLNTZ2—
P IN—=T AT HZE B TEET,

ZIZTIE, ROBEICOWTHALET,

o [a~xy FOMRL~LVOFRE] (P11-9)

o TEFRIZKT 2T 7 4V FOMRL~LOEE] (P.11-10)
o MERL~L~Dr 7 A BRI T) (PI1-11)

RDHER L RILDERTE

a2 K E— ROMRLILERET DL, FiHE EXEC T— FCTROTFIEEZ FEITLET,
avwy kR B
configure terminal Jua—n) ar7Z 4 FX¥al—vary T— REBLET,

privilege mode level level command

A~y ROMERLNVERELET,

e mode |Zl%, Zu—/ L a7 4 Xalb— gy T— ROEPAIF
configure %, EXEC E— FOH AT exec &, A v F—T7 A A 2
V7 4 X2 b—vary E— FOEAT interface 2, T 3
T7A4F¥alb—rary = ROHEIT line xENENATILET,

o level THEETEDHMIZO0~ 15 T, L~Ub | BDEHEDO—H
EXEC ®— RHERTY, LUl 15 %, enable X2 U —KiZk-»T
A ENDT 78R LULTT,

e command \Zi%, 77 BAZHIBLI-Vavr REBELET,

enable password level level password

HERR LTSS A4 2— T/ NRAT— REFRELET,

o level THEETEDHMIZO0~ 15 T, L~Ub | BDEHEDO—H
EXEC £— FHER T,

o password 21X, 1 ~ 25 XFOEBFTOA N VI EBELET,
AR T EETTHDD LI TEERA, RXTLENALTERK
BL, ANR=2ZMHATEETN, BITA—RTERINE T,
FI7 4L TR, XA T—RFEREZINET AL

end

¥4 EXEC £— FIZRE Y £,

show running-config

Fox

show privilege

REZMEBLET,

show running-config =~ > NIF/XRA U — KL 7 7R LULOREE
For LET, show privilege =~ N, HERL SV OBRELRRFLE
R

copy running-config startup-config

UEE) =2v 74 Fal—Yay 77 A NVICRESHRITELET,

[ oL-27302-01-J
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B %iE EXEC a7 FADT7 I LR OEHR

a~vy RaEdhDHERL LI Eﬁét WXNEDa~v L ROV Ty N ThbHa~vr FETRT,
FOLNNWVICEREESNET, 72L& 21X, show ip traffic 2~ & L~ 15 IZRET D &, show =
~ FBL O showip =+ N, ZRENHNDO L VUIZERE LZRWIRY . BEIFJIZ LU 15 ITRE
SNET,

BREDa~ 2 RIZOWT, 774/ b OHRIZETIZIX, no privilege mode level level command 7'
o—N)L a7 4 FXalb—ragyavr REERALET,

configure =~ > FEMER LUV 14 IZEHEL, LU 14 0a<wy REERT 25— RANT
DAY — R & LT SecretPswdl4 % E#HT2H e LET,

Switch (config)# privilege exec level 14 configure
Switch (config) # enable password level 14 SecretPswdl4

BRI T BT I4I FDERLARILDESR

ERRICR T DT 7 40 S OMER LNV A H 451203, $4 EXEC E— FTROFIEEZ ETLET,

avy kR

=]y

A7971  configure terminal Jua—\) ar7 4 X¥al—vary T— RFERBLET,

A7972  line vty line

T 7 A &l IR D AR R B A IR L £,

A7973 privilege level level EROT 7 3L DR L~ L 225 LUE,

lwd CHRETE2HMAIZ 0~ 15 TT, L 1 pB@E 02— EXEC
— FMERRT9, LUl 151%. enable XA U — Rk - TFHAI &N D
77‘12% L~ TC9,

A7y74  end i EXEC £— RICEY £,
A7975 show running-config BEEMR L £ 7,
Eell e show running-config =~ > NI/ AT— K LT 7R LULOEREE

show privilege

FRLEJ, show privilege =~ Fix, #RLVLORELEZFERLE
‘d—o

A7976 copy running-config startup-config EE) v 74 FXal—vay 77 ANVICRERRTELET,

a—WiE, BRRICE 7 AL, BIOMHERL LV E A X—TVICERET H Z LI X D, privilege level &
Ay ar74¥alb—vay avy R L TREINIHERLVVE EEEXTEXET, £,
disable =~ > REMHAT L LICE D, HBLVEBI X FFHZENTEET, ELOHERL L
DRAT — RBRDpo TOUE, 2—FEFDO AT — REHH LT EOHERL SV E A R2—T7 I
TEET, EHROFEHEZHIRT DL, =20 Y —VEFRICE W LV E T ITHER L~V E2HE L TR
S,

[ % T 7 4 /v N OHER L~ VIZRTIZIE, no privilegelevel 74 207 4 Fal—v gy av
REFHALET,

CiscolE3000 R/ wF Y7 kP av724¥al—>av #Hiq4F
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EERLRILAOOTA VELUERT

27971

AT972

FRELIMER LV~ Cn 7 9% FT3HEE LR L~V 24 T3 51213, ¥ EXEC £E— R T
WOFINZFATLET,

avwyFk B

enable level FBELEHERL~LICa 7 A LET,
level \IZHEETE H#iHIL 0 ~ 15 TY,

disablelevel FBELFMERLLERT LET,
level IZHETE 2L 0~ 15 T,

TACACS+ [2&BRA YF 7O XDFIH

Z Z Cl&, Terminal Access Controller Access Control System Plus (TACACS+) %A *—7 /ML T

RETDHHEIOW T LET, TACACSH X, F#MRT U7 ¢ 7 ERENE L, Rikk &
OFFAI 7 e Rk L CRRARERZTNET, TACACS+ I%. Authentication, Authorization,

Accounting (AAA; RFE, Al TA VT 4 7)) BWRICEVILEINTEY ., TACACSt &A1

R =TT DI AAA a2~ REERATHIHNERH Y iﬁ“

Cisco I0S Release 12.2(58)SE LIk, A A v FiF IPv6 %D TACACS+ ZH AR — ML TWET, TD
FERE DFX EIZ DWW CIE, [Cisco I0S XE IPv6 Configuration Guide, Release 2] @ [Implementing
ADSL for IPv6] OFEZZHL T 7EE W,

ZITHEMRT S avy RO X OMEH HIEOFEMIZOW T, [Cisco I0S Security Command
Reference, Release 12.2] #ZM L T 7230,

ZITHEHL. ROBRECHDWTHBALET,
o [TACACS+ O#% | (P.11-11)
o [TACACS+ ®O#ifE] (P.11-13)
o [TACACS+ o7& (P.11-14)
e [TACACS+ #&EDFc] (P.11-19)

TACACS+ DOt &

TACACS+ E, AA v FIZT 7 BALL D LT 22—V ORIEEZETNATI EX=2VT 0 TV
r—3 a9, TACACS+ ¥— vt A%, #% UNIX %721 Windows NT V—27 25— 3 > LTk
B3 2% TACACS+ T—E L DT —F R—ATEHINET., A4 v FIZ TACACS+ HHEZ R ET DI
1. TACACS+ #— 27 72 LT TACACS+ H—R_EZHEL TBLLERHY £,

TACACS+ Tix, D, BEIOEV 2— LV TOEFE, BAl, BLXOT I U T ¢ > THEENIRAL S
NE$, TACACS+ Tk, H—DOT7 7k A 2> hr—i #— (TACACS+ 7 —F ) NEh—E R
GRAE. &, BLOT AT 4 7)) ZHEICRELET, £V —ECRAZEEDOT — X X— A TH
AL, T—EVOBRIOELTEDOY—NEFZxy N = THATE 2o —be 22 HEHATEE
7

[ oL-27302-01-J
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TACACS+ O HJIX, | DOEBRI—EANLHEHDOFR Y NU—2 T 7R RA v baEERT 55K
BT D ETT, AL v FiE, Mo Cisco V—F T 78 A $—RE L HIIXY NIU—F T &
AP—=NZTEET, Xy NT—7 77X B —NF, fHxOa2—%, Xy NUV—2 FiF 71y
FU—2 . BIOMESERSNIEXyY N —27 L0 EBRLET (K 11-1 2381),

B 111 —iRE97% TACACS+ Ry P —V R
UNIX 7—9 XF57—>3 >
(TACACS+ Catalyst 6500
H—sN 1) =X RAYF

171.20.10.7

UNIX J—92 RF—>3 >
(TACACS+
H—/\2)

—

171.20.10.8

l/\

||

™)

TACACS+ H—IN 7 FLREHEELT
AL YFEHRELET,
AW ERTELET
(TACACS+ H#—/8\I2%
FRCHEEEZELEY) .
AAA EA 2 —TIZLET,

A\

!

I

|!\)

) 054 SRIEARY X FEERLET, K

— HARRRICYR NEERLET, —— >

—— BECELTHTRLUT AT 10T D m—
T—ORT—vav B R FEERLEST, T—O9RT—vay

TACACS+ 1, AAA X2V T 4 —E R L->TEBEN., RO LY —v 22 L £,
o WIF: Bl AVBLORRTU—-R AL T RS FXLUOVBIWEE, AvtE—Y PR—FIZ

Lo TRFEDFERFEAITVVET,
AR L, ==V L OXFEEZFATCTEET (e 2if, =2—FLH e R T— R AT ENTtk,
HEOEMN. BHOREE, h—tv R 47 HBREEFREONWS O0DOEMETDHZ &Ik
Da—HEMRLET), TACACS+ RBiFH — b A X, 2 —VEEICA v E—VEEETHZ LD
TEET, L xiE, SO RT— FEHBBARY =129, NAT— ROEFEONLENDH D
Clxa—PiITmmTLIEbTEET,

e W[ :autocommand. T2/ X arbhu—n, Eyia i, o bhal BR—-FOREL
Wolo, o=ty g VO —PHEIEICONT XM Il L £, £7-. TACACS+ 7
AEREIC L o T, 2 —FRFEITTEDa~vr FEflRT5Z2 &b TEET,

s THhUYT v e BA. BIOLAR— MIEAT L #AEIUE L T TACACSt 77—~
WCRELET, Xy FU—ZOEBEIL. TV T4 THREEXZEMLT, EX2 )7 4 HAED
Il —FOIFERNAE P T v XLy 22— FREAOHRERM LY TEES, TH
VT 4y ba— i, =% ID, BIARZR LU TRZ, FrEnkaxs s B (PPP 7
E) "y ML BRONA MG ENRET,

CiscolE3000 R/ wF Y7 kP av724¥al—>av #Hiq4F
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TACACS+ 7' b =Lid, AA v F & TACACS+ 7 —E RIDORBIEZITV, A1 v F L TACACS+
TR HOT 8 b2V e T ASTHRESET D 2 S K o THRERFFZ R L £,

AA v F T TACACS+ ZHEMT 511X, TACACS+ 5 —Fy V7 MU =T BB+ 5 27 L0 0
/Cﬁ—o

TACACS+ DEIE

2—HFMN, TACACS+ ZHiH L CTWDH AL v FITH LTS ASCII v 7' o1 > 2ifT L. FBAENSLEIC
AL, RO ARREAELET,

1. EmrELSND L, A v FIX TACACS+ 7T —F NI L Ca—V AT m 7 M BfF L,
Ihza—PICERLES, 2—PRa—¥R2ANT5L, ZA v FIX TACACS+ 7 —F {2
B L TR =R 7o e LET, A v FICE-o TR —F Fr 7 FRERS
N, 2—YFNRRXRT—=RE2ANTHE, ZO/RAT— B TACACS+ 7T —F N2 FEINET,

TACACS+ 2k T, 7—Er & a—HF LOROMEENRARICRY, T—E L Ta—FERIETE
LIETOHEREBHGTELLICRY 4, T—FIX :L%*)'%}:/\XUWF@#H%L/\%D@%]\
NFTDEIROETH, 2—FORBOBEEERE, %@ﬂﬁ@lﬁﬁé’a&)é\_&%f-’éiﬁ‘o

2. AA vFIE, HEEIZ TACACS+ T—F U DB ROWDTNDLDINE EHE T,

. ACCEPT A—PRRIAESH, VY—ERAZHMTEET, FAZLELTDLLIICAAL v TR
RESNTOLHAEIE, ZOR R TH LA S ET,

e REJECT : =2 —HIFRFESNFEF A, TACACS+ T —F LT, 22— L7 7/ BREZHES
SNDP vTAy = AERRTT L LI ROENET,

e ERROR : T—F LBV —E 2D H L H T, if;17~%/&24/?0)ﬁ®%*
%7 TEERICBWTZ T —N%E L E L7z, ERROR IEENEREINT-HEIT. AL vF
I, BEMOFET—FERIELLII>E LET,

e CONTINUE : =2—%{3, S OICRIEHFROAN Z RO BN ET,

RIS, AA v TFTHADNA R—T MR > TWAES, 2—FIXBIMOF 7 = —XITAY £

9, 2 —H X TACACS+ #FrlizETeRTic, £9 TACACS+ B2 EFICE T TAXLERH Y 7,
3. TACACS+ A A MBEAREA 1L, HFO TACACS+ F—E L I2#F: L. & —F 7 ACCEPT £7-1%

REJECT OFFa[Iib& %K LE 9, ACCEPT JGENESINTHAEE. FOREIL, TOa2—FERB X

NFDO2—YNT 7 ATELY—ERAD, EXEC £7-1X NETWORK & v =3 51 TOBIEDTE

X TTF—2BEENhTVET,

e Telnet, Secure Shell (SSH; & =7 T =/l), rlogin, F7/-Ii34# EXEC —t &

o PG NI A—H (RAPERIFZITIAT U MDIPT RLVA, 77®Z2 VA, BIR=2—V

A LT U NEET)

CiscolE3000 R4 wF Y7 k9?7 av724¥al—>av #Hq4F
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TACACS+ DEXTE

Z I Tk, TACACSH+ Z2H HR—F T2 LA v T HRET D HIEICOVWTIHHLET, KIKE,
TACACS+ F—F v #2582 N (1 DF 7138 28 E L. TACACS+ FZHIFD R Y = b%;ﬁ
BTAHAVLERHY ET, F7/-, fFECTACACS+ HRAIBLIOTH U T 4 7Dl Y A NE2E
HZblbTxET, FRVAMIE-T, 2—V DL, ﬁﬂ\ihﬁYwWVF%%®hb@m$k
FREERLET, FRUVAMZHEALT, AT X207 Yabatz | SEE3EEIEE
TELHDT, PO FADBNKMLUIZBEDONN I T v 7 VAT ABMERINET, Y7 b7 L
VA NNOBRYIOFXEMHEHRAL CT2—OFEGE, Frl, 7H Vv oM Z2ITWET, TOFXTIHE
PNz GEe, Y7 b 2TI3ZD I A ML ROFEERLET, ZoFatRiL, U A
FNOFRIZ L BBERHRITE0, TRV R MDOFRET R TR LEDAE Tz td,

TITHE ROBRTEIZHOWTHHILET,

o [TACACS+ OF 7 4 /v F#RE] (P.11-14)

o [TACACS+ H— N KA FOFFER LORGEXF—0E ] (P.11-14)

L ’VTACACS‘F = 7/1) /DLD E&ﬁiﬂj (Pll 15

o [ EXEC T 27 ¥AB LRy hU—27 $—E ZHD TACACS+ #FraozxE] (P.11-17)

o [TACACS+ 7HhHv T 470l (P.11-18)

TACACS+ OT 74 /)L FERE

TACACS+ & AAA L, T 74NV N TT 4 BE—T MR ESINET,

X2 VT s DR EIET D20, *y hT— 7"1"55%77)5‘ va U EEH LT TACACSt Z5%
ETDHZEIFTEERA, TACACS+ 2 A F—TNIZHELTZHA. CLIZHEUTAAL vy FIIT 7R
T52—YERIAETEET,

N
(3¥) TACACS+ OFEX CLI 2 L TITWE T8, TACACS+ — 3R L ~L 15 IR E ST
HTTP e x5 LE T,

TACACS+ H—/N\ KRR FORFES & VEBEEF—DHRE

MAERIZ T SOV —REFERT AL, £, BEHEOY— N KA M7 —7 LT 572012 AAA
PR ITN—T AT EEICHEET LI TEEY, =BT A— L T Eﬁﬁﬁ—m
RAROY Ty hERIRL, FFEOV—ERIZEFDOY—NEFERATEEST, =TV —T1F, 7
22—/ =N FRA R VR MEEBIZERAIN, BIRENTZY—ANFXFDIP T FLADY X IR
EFENTHET,

CiscolE3000 R/ wF Y7 kP av724¥al—>av #Hiq4F
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TACACS+ ¥ —"Zfffrd 2 IP A A b z2fE L, (EETHSF—2Ed 5121%, ¥ EXEC £—F
TROFIRZETLET,

avwy R B
27971  configure terminal Ja—rL ar T 4 X¥al—ay e REEBLET,
A7972 tacacs-server host hostname [port TACACS+ 4 —R"ZHETHIP A (1 oF7-138EH) 2858 LF

integer] [timeout integer] [key string] |4, ZOa~vy REEHEIAS LT, BEFRA DY X M E2ERKRLET,

V7 T, BESNEZIEFTHRA MEBRRELET,
o hostname 21X, FANOLARIEIZIP 7T RLAZBELET,

e ({EE) portinteger IZi%, H—"OFR— " EEEHEELET, T
T A MEIAR— 49 TH, FHETE LML 1 ~ 65535 T,

e (f£E) timeout integer (21X, AA v T NT —F VDL DOISEERF
ORMEMBTHELE T, ThEBI DL ALy FIIEA LT Y
LTI —%2EE5LET, 774V MNI5SHTY, BETE 54
BHIZ 1 ~ 1000 > T,

o (EE) Key string (21X, A4 vF & TACACS+ T —F L HDOFTXT
DRTT 47 W b L O SRR 2720 Ol 5 — &2 fEE
LET, B Eh+ 51213, TACACS+ 7 —EICRL¥—%
HETDUHENDY 7,

A7973 aaa new-model AAA A F—TNVIZLET,

27974 aaa group server tacacs+ group-name | (L) ZL— 74T AAA — N S L—TEHEHXRLET,

ZDavw s RIZEoT, AL v FFY—RN I N—T % T a7 X
L—yay B— R £,

A7976 end

A7y75  server ip-address (fEHE) #EED TACACS+ H— "% EHF Y — /8 7 —F IR
T, AAA V= T —7 D% TACACS+ —RIZH L TZDAT v
TEBOIELET,
IN—=FDFKF =N, AT v 7 2 TEHRFEHOLOTRIFNERY
A,
¥k EXEC E— FIZRED £,

27971 show tacacs BEEAHRLET,

A7978 copy running-config startup-config (EE) v 74 FXal—ay 77 A NVIRETRELET,

fEE S 7c TACACS+ h— A E720137 FL A ZHIBRT 521X, no tacacs-server host hostname 2
m—sb arZ4Falb—var avy REEHLET, REV X RS —N 7V —TZHIBRT 5
21X, no aaa group server tacacs+ group-name 7 2 —/N)L AT 4 a2l —val avr REMH
LET, TACACS+ — D IP 7 N L 2% HIBRT 51Ti%. no server ip-address ¥—/3 7 L —7 #7
ary 74 F¥al—varyavry NEERLET,

TACACS+ 04 4 UEREIMEKE

AAA FBIFARTET 5101, REEFROLBMTE Y 2 FE2ER LTS, FRER— MZEDOU R F &
FALET, FRY 2 MNIFETEINDBAEOX A T EETIEFZERLET, 2OV R NEFFEDOKR— b
WCHEA L THD, ERFEAHABTESIRNEETTILERDY £, ME—DFMEIT 741 b FRY 2 b
(BRIT default L ZFIPTTHERTND) T, T 740 b0 Y & M, 4FIfTEFHRY 2 M%&H
RMICERINTEA VF—T =2 A4 AZEREWVT, BEMIZTXTOR— MIEHEINET, EREHLDOH
KUV A ML, T7410F0HRY 2 MSERLET,
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Bl TACACS+ & BRA vF 74 L ADHE

ATy71
ATy7 2
ATv73

FHHY A MI, 2 —VFREEOLDIC I/ =V —REFEITO FIRLFEFRETLR L72b O TY, FIAEICE
A3 1 2F38EOEX2Y T 0 e balzBETE 20T, KUIIOFANKKLI25HED
Ny 7T T VAT EABERENET, Y7 bou=TiE, VANAOERHIOFREZFHL T2—¥%
BAELET, TOFATIEN G LN THE /7]\7m7bi7c0>97<Mb%?kﬂ)jﬁt%i%%#ﬂb
F9, ZoFukRiE, YA MNORIEST I J:Z)L1§75§EEIJJ7;—575) HINTFHFRAET AT LUK
DOETHRYVIRENET, ZOWBOH 5 TRFEN I L 725 (OiD ’zﬂ%a_)74 =
Froile— N O2—VFHZT —F_R—=ZA N2 —F 77tx%$ﬁfﬁ‘ékﬁfﬁbf: B). BEET k' A
TEIE L, 2N ERBREF AN FITEIND Z LiEdh D A,

07 A UERAEARET DI, Kt EXEC E— FTIROFIEEZETLET,

=1 N B&

configure terminal Ju—s L ar7 4 Xalb—vary B— FeRBLET,
aaa new-model AAA A F—T NI LET,

aaa authentication login {default | 0 A URBFHE Y A R EER L ET,

list-name} methodl [method?...]

. login authentication =~ > FICAHIfF & U A FMREE S L2702
HEM SN T 740 FOY A P EERT 2121E, default ¥ —

— ]\0)?7}‘% T 7N PRTHEMT 2 RN EHELET, 7
72“/1/ FOHAY 2 M, BEIICT R TOR— MZEH S E T,

o list-name (21, BT 2V A NDOL4RTE LTHEHAT 2 XFINEHEE
LEJ,

o methodl... \Zi%, AT NI Y XLNRITT D ERR @ﬁﬁ%?
T, BMOEFESFNL, ZORIOFANTZ T —RNiKINEHEI
Ry snET, siOFANRK L% i{ﬁﬂ%éﬂi—tﬂ:/\/o

RONFT RO SHRARIRL 4,

e enable : /],* 7/1//\;(]7‘_‘]\75"uun 1%)%L/ijﬁo ;@uuuﬂzﬁﬁ
ZHEHT5I2E. H 502U enable password 77— 731 3/74’
Xal—rvay av s REEALTAR—T N RRAT—REE
TBLRLERH D £7,

e group tacacs+ : TACACS+ @Birz A L9, Z ORI EHEH
T AT, HOUD TACACSH b —R"E2RE L TBILERHY
F9, FEMHIZOWTIE, TTACACS+ — 3 7R A N OFFER L O
AEX— O E] (P11-14) 2L T E 0,

o line : [/ 82 U — K%L WA LET, OB EHEHT
X, HOEPUDEBASAT - REERL T MLERHY T,
password password 74> 27 4 Fal—Tary avy NEfEH
LET,

e local : B— W)L 2—HFLT —FR—2AZBIIHEALES, 7—4
R=A 2 —PHEREAT L TBLLERSH Y £9, username
password 70—\ 2T 4 X al—vay avwry ReHLE
‘é—o

e local-case : K LT L/ LERRAMENDE 0 —H L 2—PLhF— 4
NR— 2% RFEIEH LE T, username name password 7 12— 3L
arTZ4F¥al—vary avy FEEHLT, a—VF4fE#RET —
FR—=ZNWZANNTHLERH Y £,

e mnone: 1A IERHEEHEHLEEA,

CiscolE3000 R/ wF Y7 kP av724¥al—>av #Hiq4F
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avwU R Sy
A7974 line [console | tty | vty] line-number 54 ‘/ a7 4FXalb—rary B RERBL, BEEY X N OwE x5
[ending-line-number] EIRRAERELET,
7975 login authentication {default | ﬁi XAy Mokt LT, TAEEY 2 MAEEA LET,
list-name} o default Z#5E 9 55413, aaa authentication login =~ > K CfE
LT 74N b A R LES,
e list-name 121X, aaa authentication login =~ > K C{ER L= U A
FEfRELET,
27976 end Kt EXEC B— FIZRE Y £,
A7977 show running-config BEEMR L £ 7,
A7978 copy running-config startup-config EE) a7 4F¥alb—vary 77 A NVICEREERTFLET,

GE)

AAA %7 4 &B—7VICT 5L, no aaa new-model 71—/ )L 27 4 Fal— gy avr N
ERALET, AAAFRREE T « B—7 L1279 %121, no aaa authentication login {default | list-name}
methodl [method2...] 7 a—/N)b a7 4 Xalb—vay avry REFEHLET, =740
TACACS+ il %7 4 B — 7 WICT D 0T 7 4V MEIZE T4 1L, no login authentication {default
| list-name} 54> A7 {Fal—ar avwy el LET,

AAA FRZMHEA LT HTTP 7 7 £ 2K LAA v FOEF 2 U T 1 25T 5121, ip http
authentication aaa 70— )L a7 X2l —Tay avV R TAAL v FE2RETILERDH Y £
T, AAAGRGEZRELTYH, AAA FXEHH L7 HITP 7 7 2 RICH LAAL v FOEX =Y T 11X
R LEEA,

ip http authentication =~ > FOFEAMIZ-DOV\TiX, Cisco.com ~— < ® [Documentation] > [Cisco [0S
Software] > [12.2 Mainline] > [Command References] (2 & %[ Cisco 10S Security Command Reference,
Release 12.2] #ZHL T E &V,

HEEXEC 7V RBLURY FT—9 —EZXHAD TACACS+ FFRAIDERE

GE)

AAA Ao LZJ:OT‘:L—‘H:ﬁ§4i)EHT%5—&—E“275§%U|§Eéhij—o AAA u:outEﬁ\/rZ‘ 7/bazﬁﬁéh
TWbE, ALy FIF2—HFOT v 7 7 A ARG LFEREZERLET, 207077 40T
OQ—AINDa—H F—HRXR—2F Tt Xa VT 4 =R EIIHY, 2Py a VERELE
T, 2—HFF, 2—F o7 A VANOEFERTRDOOLNTWDIEAICRY, BRLEZYV—EADT 7
EARBRFENET,

aaa authorization 7 0 — )L 27 4 ¥ a2 L —3 gy a< 2 FIiZ tacacs+ ¥ — U — &M CTHEAT
5 &, FiE EXEC E— F~Da2—HF DXy NI —7 T I/ RAEHBTHRTA—FERETEET,

aaa authorization exec tacacs+ local =~ FiX, ROF AT XA —Z 2R ELET,
o TACACS+ ZfEH L CERIEEZITo 725813, Bt EXEC 7 7 & A A[1Z TACACS+ ZfEH L £9,
o FWHFIZ TACACS+ ZHHA LA o728, v—HhL F—F_R—2 2R L £,

FADRREINTWHWTS, CLIZEHRHL TR A L, BiFsn-a—F ot LT, FaIIEKIn
9,

[ oL-27302-01-J
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FHEEXEC 77 BERAB LRy N T —2 H—E RIZHT 5 TACACS+ Al & 45

ET DL, Frtk

EXEC £— FTROFIRZETLET,

o>k B

A7971  configure terminal Su—) ar 7 4 Xal—iay T— REEWBLET,

A7y72 aaa authorization network tacacs+ Xy N — 7 BEOFTRTCOY—E RER|IHT S 2 —F TACACS+ %
HE, AL v FIZERELET,

A7973 aaa authorization exec tacacs+ 2 — VIR EXEC O 7 7 & AMERN H B 56, = —5 TACACSH+ 7 7l
BEAAL Yy FIRELET,
exec ¥— U — R&EETLHE, =—¥ a7 7 A LER
(autocommand fF#i72 &) DIRINDIGERH D £,

27974 end Kb EXEC E— FIZED £,

A7975 show running-config BEATER LT,

A7976 copy running-config startup-config (EE) 2o 74FXal—Yay 77 A NVICERERRTELET,

PR & T 4 & —7 LI £ IZ1E no aaa authorization {network | exec} methodl 7 v —/\)v a7 ¢
Fal—varavry ReEALET,

TACACS+ 7ho VT4 VT DIER

ATy71
A797 2

ATv73

ATy7 4

AT975
ATy7 6

Il CiscolE3000 RAvF Y2 +rHz7 AV T4 Fal—2av 4 F

AAA T H O VT 4 TR, 22—V RT 78 A LY —b e, WEHLEZRAY NU—27 VY —E
ERT XU T LET, AAAT IO T4 T A R—TNMITDE, AL v FiEa—FOIFENRN
ETHhT 4T La— ROERKTTACACSH X2V T 4 —RNRELET, ET7h 0T 4

V7 L a—RIIIT H T T 4 7O Attribute-Value (AV) X708 &Eh., La— | :,t'lzﬂ‘r:u)74
P—NIEMHENET, ZOF—F%, Xy N8, 77472 bR, FRITEEDOZDIZHS
rcEEdt,

Cisco IOS DHER L~ NVB LUy MV —27 $—ERIZEHT D TACACS+ T WV T 4 T A F—
TMZT HITIE, FibE EXEC £— R TIROFIEEZETLET,

avy kR

E[:3)

configure terminal

sa— ) ar74X¥al—yay E— ReBBLET,

aaa accounting network start-stop

tacacs+

Fy NU—JBEOT X TCOHF—ERERIZSWNT, TACACS+ 74
TT AT A F—T NI LET,

aaa accounting exec start-stop tacacs+

TACACS+ 7w 7 4 7I12& 0| it EXEC 71 & 2D RANI L
BRBHAAT B T o VA, TR TR I (T & 5 1T
RELET.

end

4 EXEC £— FIZREY £9°,

show running-config

BOE R TR LT,

copy running-config startup-config

(EB) 227 (Fab—vay 77 A MEREERILET,

THOT 4T %T 4 E—TMIT 52, no aaa accounting {network | exec} {start-stop}
methodl... 7 —/\ )b 37 4 Falb—vay avy RefiLET,

0L-27302-01-J |
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AAA H— D FE
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FRELTIZEDIL—F LDt Y 3 VDML

aaa accounting system guarantee-first 2~ > NiX, VAT AT AU T 4 VT BENOL a— RiZ
ROZEERIELET, ZTHUTT 74NV PORETT, HBEICL->TUEL Y AT 2NV r—FEnd ¥
Tay Y = VEFmMRERTE y > a Y ZRBTERVEERH Y 9, VAT 40U m— RiZhn
LEHIL 3 DB DI ENH Y £,

N—Z DY a— RRHZ AAA V— ABRBERERGSE. V—F&Dary Y —vEiX Telnet £ v 3
ZWeSL9 5 I21E, no aaa accounting system guarantee-first =~ > RZfFH L £,

TACACS+ ZE DR

RADIUS [Z

(F)

TACACS+ ¥ — R eHE A F T 5 12iE. show tacacs $## EXEC =~ > R&fHHA L £9,

KBRAYF 7O EADHIE

Z ZTiX. RADIUS A X —7 MIZLTHET D HFIEZHOWTHB LEYT, RADIUS I%. #EfiZe T H
T 4 TIEREIEE L, mft:rocLquFT7qux xf L C R EHEZ 1TV E 7, RADIUS 1%,
AAA 2N L TCHEESH, AAA 2~V FE2EHLTORA XF—TNICTEET,

Cisco IOS Release 12.2(58)SE LIBE, A A v F 1% IPv6 &t RADIUS %4 HR— kL TWET, Z O
BEOBREIZ DWW T, [Cisco 10S XE IPv6 Configuration Guide, Release 2] @ [Implementing ADSL
for IPv6) #ZHL T ZEV,

COETHERT D2~ RO L RAFIEOFMIC OV TIL, Cisco.com ~2— ¥ ® [Documentation]
> [Cisco 10S Software] > [12.2 Mainline] > [Command References] (28 % [ Cisco 10S Security
Command Reference, Release 12.2] %L T30,

ZITIEH. ROBRECHOWTHBLET,
o [RADIUS O#%] (P.11-19)

» [RADIUS o#@ifE] (P.11-21)

o [RADIUS #Fr 4% | (P.11-21)

« [RADIUS ®%iE ] (P.11-28)

o [RADIUS O EDFER] (P.11-41)

RADIUS DOt %

RADIUS X, RERT ZEANSLFRy U= DX )T 4 2RHETEIHWM I AT b=

AT ALTT, RADIUS 7 54 7 MiE, HR— FE O Cisco V—F B L OAA v F L THBE L £
T 7 T4 7 NI g RADIUS $— NIZFEBREER 2% 0 97, #1920 RADIUS ¥ — NZid 9T
O —FRIEER, Xy FU—2 =R T AFRBIBEINLTOET, RADIUS F A MM, i@

[ oL-27302-01-J
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. A2 (Cisco Secure Access Control Server /N\—3" = > 3.0), Livingston, Merit, Microsoft, %
Ty 7 h =7 FanAF—0 RADIUS = V7 =T BBEH L D v Fa—3 &
AT ATY, FMCOWTIE, RADIUS — "D~ =a 7 L asH LT 7EE0,

RADIUS (X, 77 BRADEXx 2 U7 4 BRER, IROXy NT—JVRETHEHLET,

FNENN RADIUS VR —hT5, v~ LVFRUVF =T IR YP—NZLDRy NU—7, 72 &
z2I1E, BEORL X —DT 782 =10 1 20 RADIUS —"R—2 ¥ 2 JF 1 F—X
R=ZZHEHALET, BEARN T —DT 7R F—=R"NEREBIPR—=ADFRy hT—27 Tk, &
A YA 2—3T RADIUS — % U CRIES N7, RADIUS ¥— 3%, Kerberos &

X2 VT4 VAT ATEHET DL A~ A AENTWVET,

77U —va N RADIUS 7 halz Y R— 35X —0F— Xy hU—2 X2V T 48
B, iz, Xv— P H0—FT7 %A ariua—L AT LAEBFERTLIT 2 ABRE, D
r—ATiX, RADIUS I3 Enigma DX =2 U7 4 I—RELBIEALT—F 2B L. X v
FT—2 VY —ZA~DT 7 A E2HFATLET,

7 TIZ RADIUS # oy b7 —2, RADIUS 7 74 7 > MEHD Cisco A1 v F & xR v b
T—ZIZBITEET, 2D TACACS+ H—S~DBITOEPDAT v F bbb F
R 11-2 (P.11-21) 22 L T ZE W,

2—YPN 1 DDOY—ERIZLNT 7 EBATERWEy hU—72, RADIUS #{ifi4+25 L, =—¥%
DT IV RA%E 1 DODEKEAR, Telnet 2D 1 >O=2—F 4 V7 . £7-IXIEEE 802.1x 2 XD 71
FavEFERATL Ry N2 ICHIETEET, 207 baLoOFEMIOWVWTIE, B 12 &
MEEE 802.1x A" — F _X—RFWFEDORTE | 2R LTI,

UVI)—=RATHTT 4 TNMERFy hU—2, RADIUS #R:F £ 721377 & 125148 RADIUS
ThHI T4 T RERTEET, RADIUS 7 h 7o T 4V JHEREIC L » T, —E 2 DBRBE
FOKTHERTT— 4 %X EL, 2oy varyFicEHAIND Y Y —2 (K, 7y b, A
Fel) OBRERARTEET, A V¥ —Fy b =R Ta (¥ —F, RADIUS 77 kR a2
ra—BIRT AT T4 VT T 2T D7) =027 N=Ug U A LT, Bkt
X2 VT A BLUHBEIIHT I =X 2T b TEET,

RADIUS iZ, RO X9y FU—27 BX 2 UF O RMICITE L TWER A,

~NFTa han 77 AR, RADIUS i%. AppleTalk Remote Access (ARA). NetBIOS
Frame Control Protocol (NBFCP). NetWare Asynchronous Services Interface (NASI). %721
X.25 PAD #ft R — F L EE A,

A FRIE TV — ZFREE, RADIUS X, WHMFRFEEZITWEH A, RADIUS %, flif-flo
TONA AMERFEE VLT LT HHEAI. BHDIT A ADLMAERIOT S, ZA~OFRFRICEHATE £
‘j—o

EFEOY— 2 &2FHAT 5%y FU—2, RADIUS IZ, —#%IZ 1 ADa2—%% 1 2DOH¥—E R £
TININRAL R LET,

CiscolE3000 R/ wF Y7 kP av724¥al—>av #Hiq4F
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RADIUS [2& 3RS vF 7o x0%E W

11-2 RADIUS 4 —E 25 TACACS+ H—E ZADBIT
R1 EI RADIUS
—- —/\
o i R2 RADIUS
Yy} e e
| — |
E]_l ”””””” T1 EI TACACS+
4 % — —/\
YE-F T2 Xl TACACS+
PC —- H—n
RADIUS DO E1E

RADIUS =Rk o TT7 7R av b —LE3NDAAL vFIZ, 2—Vnu (4 BLOEEEZR
BBHE WA R SRFEAELET,

1. 2= VPEABLIORRT—=ROANZFERT LT T FRRRENET,
2. 2—PAHABIOESENTARAT— B Xy FU—27 AT RADIUS y— IR EINET,
3. =—#|XRADIUS +—Inb, ROWTNILDIEEEZIELET,

a. ACCEPT : = —H#WM@FES N L 2R LET,

b. REJECT : 2 — ¥V DOFEIENKHM L, =2—F LA BIORRRT - FOFEAINERINDI D, -
7 7 B ARESEINET,

c. CHALLENGE : = —#ITBMN7T —Z #ZR L £,
d. CHALLENGE PASSWORD : s —#3# L\WIA T — R2@ IR0 L5 IcZksh £,

ACCEPT %7213 REJECT JSZ&I21E, Fi#E EXEC £k y T — 7 IR T 287 —Z 0 v
Fr&EhTunEd, = —% X RADIUS FrIcETeniic. £9° RADIUS FBikx EFICE T T2 0LER &H
DET (M F—TNVICREINTWDHEE), ACCEPT £721% REJECT /7 v MIIZKOBMNT —#
WEENET,

o Telnet, SSH. rlogin, ¥ 721347 EXEC #h—t %

o BERINTA—H (KRANETZWFZTAT U MDIPT RLA, T27EA VAR, BLO2—F ¥4
LT T N EET)

RADIUS 5aDZEE
T, HEAARER Y 2T 4 7B LU NS O Change of Authorization (CoA) T L%
&te, RADIUS £ > X —7 = A AOEIZ SOV T L 7,
o Iz (P.11-22)
o [Change-of-Authorization ZxK | (P.11-22)

CiscolE3000 R4 wF Y7 k9?7 av724¥al—>av #Hq4F
[ oL-27302-01-J .m
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ME

o [CoA ZRIGE=— K| (P.11-24)
e [CoA Zikza<=>r K] (P.11-25)
o [y a HiliEl (P.11-25)

IEHE RADIUS A V% — 7 = A ATEH ., Fy bU—ZIZHR L TNDT A A0 ERBEE S,
7Y —=NERBEINT—ABEET LIV ETLVTHERINET, Catalyst A4 > FIL, BHET v
va EFVCHA SN S RFC 5176 THLUE &7z RADIUS Change of Authorization (CoA) JEIEHEHE
ZYHHR— b L, SMBOFEFE, FFAl. BLOT AT T 47 (AAA) FFRY —H— b0
tyvalrOXAFI v I HRENTEDLLICLET,

Cisco I0S Release 12.2(52)SE LTI, 2hbDt v a T E D CoA ERMNAAL v FIZHR— |
INTVWET,

e Tbyvia UEREE

o By Ta KT

e R—h V¥ y hFULUTOEY g ET
e R—KMNRNFUATOEya KT

Z OFHEEIL, Cisco Secure Access Control Server (ACS) 5.1 IZH& SN TWET, ACS OFEMIZ SN
TiX, kDO URL 2L T 7ZE 0,
http://www.cisco.com/en/US/products/ps9911/tsd_products_support_series_home.html

Catalyst A v FC, RADIUS f > ¥ —T =2 A AXT 74NV b TARX—TVIIRESNTVET, &=
2L, ORI E TR O BN LETT,

o X2 UT A BILUVIRT— R : [Catalyst 3750 Switch Software Configuration Guide, Cisco
Release 12.2(50)SEJ] @ TConfiguring Switch-Based Authentication] M ¥ [Preventing
Unauthorized Access to Your Switch] Z#ZM L T 72 &0,

o THhUrT 47 [ Catalyst 3750 Switch Software Configuration Guidel2.2(50)SE] @
[Configuring Switch-Based Authentication] ®F @ [Starting RADIUS Accounting] #Zf 1L T
CTEEN,

Change-of-Authorization &k

Change of Authorization (CoA) %:RiX, RFC 5176 IZi#ishTWnWad X Hic, vy o EFATHEA
THZLICEST, By va V@il RAMERIE, BLXOEy va v &TE2ITH) ZENTEET, 2
DETFE, 1 DOER (CoA-Request) & 2 DORRERIGE 2 — R TR S THET,

* CoA acknowledgement (ACK) [CoA-ACK]
» CoA non-acknowledgement (NAK) [CoA-NAK]

BRIL CoA 7 IA4T7 v+ Gl RADIUS £-13AR Y o— H—) mEBESNT, VRF—LL
TEMET B AL v FITHESNET,

T, MONFIZHOWTHEBHALET,
e CoA ERINEZ=a—F
e CoA iRz~ F

o v UHRIE

CiscolE3000 R/ wF Y7 kP av724¥al—>av #Hiq4F
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http://www.cisco.com/en/US/docs/switches/lan/catalyst3750/software/release/12.2_50_se/configuration/guide/swauthen.html#wp1091613
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RFC 5176 %
Disconnect Request A » = — 1% Packet of Disconnect (POD) & LRI E TR, By a UK TIC
SLTAAL v FTHR— SN TVET,
F 1121213, ZOWRETY A — S Twa IETF BIEA R LET,
= 11-2 YR—FrShTL3 IETF B
BiEES B4
24 State
31 Calling-Station-1D
44 Acct-Session-1D
80 Message-Authenticator
101 Error-Cause
# 11-3 (21X, Error-Cause JBYETHD Z N CTE5EEZ R LET,
& 11-3 Error-Cause DfE
e HReA
201 HIps ikl Ey v ay avy 7% A b
202 2072 EAP X7 v b ()
401 PR—bShThRVEkE
402 Rombin @i
403 NAS #BERD I A~ v F
404 2 7R R
405 HR— IR TWRNF—EX
406 PR — SN TORWILIEKRE
407 272 BT
501 R o%kIE
502 Jb— MARFRERER (&)
503 tyiar arydZ2 MAREI RN
504 tyvary ar7Fx¥ A MRHIBRTE RN
505 FOMoTa X AT T —
506 U Y — A HME A AT RE
507 ZLRMFE(E Shiz
508 < IF By varOBRNRFHR— SN TN
ARG

CoOA A v Z—T x4 AEHEHATIHITE. A v FICEy v a BT TIHEELTWALERH Y £,
CoA 2T DL, By a rOilil & #EmMEREREFEITTCEET, 7y 77— NI, BESIN
vy Ta ZEHERALET,

CiscolE3000 R4 wF Y7 k9?7 av724¥al—>av #Hq4F
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CoA EXRIEZEI—F

CoA BRIGEa— FEFEHRT AL, A vFila~vr FemETEES, PFR— & Tndavy
K&+ 11-4 (P.11-25) TR LET,

£y arnEm
et v ¥ a it SR8l & CoA ERICOWTIL, AA v FiE 1 DL EORDEMEIZHE-S
T, ByvarzRBLET,
e Calling-Station-Id (X h® MAC 7 KV 2% & T IETF B 31)
e Audit-Session-Id VSA (3% =2 ® Vendor-Specific Attribute (VSA; <> & —[EAFBEM))
e Acct-Session-1d (IETF &% 44)

CoOA A v E—VIZEENDI TR TOEYya v ID BERZEOEy v a vy E—F LRV ED, XA v
F1% Tnvalid Attribute Value] =7 — 22— FJ@1t:% & e Disconnect-NAK F721% CoA-NAK %K L F

R
FrE D v a T L #RHEERE L O CoA ZROHE, KOWTFRADE v g ID 2HT
T ET

 Calling-Station-ID (MAC 7 R L X% & e IETF Bk 31)
o Audit-Session-ID (3 2 DO~ F —[E A4 E)
» Accounting-Session-ID (IETF &% 44)

Ayl —VIEHOE Yy 2 ID BUEREENDGE. TNTORES Yy v a v & BT 2 0ED
HVET, ~HLR2WGEEE. A1 v T [Invalid Attribute Value)] =7 — 22— R&ET
Disconnect-Negative Acknowledgement (NAK; & EMZIGE) £721% CoA-NAK ZiK L £,

RFC 5176 TEZEINTWD CoA Tka—FoXry holix, =2—FK, ID, E&, A—kr 74
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