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�¥�å�±�¡�º�_���
�«�–�µ�³�>�|�g  Telnet �b�Ã�«�á�î�»�
�>�|�g  
Simple Network Management Protocol>&SNMP; (F�Æ�¿�µ�º�á�î�¡'ö#.�É�ß�º�¥�Ý>'�_6õ�M�•�_��
�†�Q#Ý�K�
�È�Û�˜�¨  �Ë�î�«�b�É�ß�¢�Û�Ò�†3û�L�Z�
�«�–�µ�³�b�6�G0¿���†3¿3ÿ�_/œ�:�G�\�@�[�A
�r�M�� Express Setup �b0ò(ý�_�X�8�Z�c�
�«�±�î�º�”�µ�É  �ž�–�»�†�g!·�K�Z�C�T�I�8��

• �Ø�î�¨��*O�>�|�g�¹�Ç�›�Ý�º0¿���b  SmartPort �Ð�¡�ß>8�¿�µ�º�á�î�¡�l�b4Ä*(�†(F�"�_�M�•�S�u�_
�•�«�±�Ò  �«�–�µ�³0¿���†�8�B�K�r�M��

• %T+:�'�b�¥�å�Ã�¡�º  �Ç�Û�µ�©�×  �•�î�»�_�
 Cisco IOS �¯�Ç�º�˜�™�”  �–�Ó�î�ª�\�
�«�–�µ�³�b�¥�å
�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�@�A(á�I�€�Z�8�r�M���¯�Ç�º�˜�™�”�µ+��†
Ì0¿���O�N�_�
�«�–�µ�³
�b�º�n�x�”�µ�É�¢�Þ�î�»�†��/œ�[�A�r�M���f�‚"'�b�È�î�º�ß�î�²�_�µ�r�€�•�­�•�å�²�Ü  �È�î�º
�ß�î�²  �–�Ó�î�ª�@�§�Ï�î�º�M�•�¥�å�Ã�¡�º  �Ç�Û�µ�©�×  �Ç�“�–�Ý  �©�«�¸�Ò  �»�Û�–�Â�_�|�~�
 �¥�å�Ã
�¡�º  �Ç�Û�µ�©�×  �Ó�Ô�Ü �•�î�»�_�”�¡�­�«�[�A�r�M���«�–�µ�³�b�È�î�º�ß�î�²�_�c�É�Û�–�Ð�Ü  �È�î
�º�ß�î�²�\�­�•�å�²�Ü  �È�î�º�ß�î�²�@�µ�r�€�
�]�U�}�v�È�î�º  �Ç�Û�µ�©�×�_�A(á�I�€�Z�8�r�M��

• )��s3¸�s�b�¹�Â�–�«  �Ð�¿�î�ª�Õ  GUI>8�"�/�b�«�–�µ�³�†  Web �È�Û�˜�¨�?�}0¿���
'ö#.�K�r�M���¹
�Â�–�«  �Ð�¿�î�ª�Õ�b2s�·�_�X�8�Z�c�
�«�±�î�º�”�µ�É  �ž�–�»�†�g!·�K�Z�C�T�I�8���¹�Â�–�«  �Ð�¿�î
�ª�Õ�b0ò(ý�_�X�8�Z�c�
�«�–�µ�³�b�œ�å�Û�–�å  �Ê�Ý�É�†�g!·�K�Z�C�T�I�8��

• �«�–�µ�³�b�¡�Û�«�±�ì�¸�¡�À�ß�ª�î�b�µ+��+0[

– �–�î�§�¿�µ�º�
�Ç�“�«�º  �–�î�§�¿�µ�º�
 Fast EtherChannel�
 Small Form-Factor Pluggable �Ô
�ª�×�î�Ý�
� �ž�Å�µ�º  �–�î�§�¿�µ�º�
 Gigabit EtherChannel �K)F�†�µ�u�Z�
�…#.$×�^3Æ�K�_�v
%&�«�K)F�Ó�¹�•�”�_�v6õ�€�^�C�
0
�X�b�¡�Û�«�±�P�Â�«�–�µ�³�b0¿���
�Ô�½�±�
1�0É�
�>�|�g
�¯�Ç�º�˜�™�”  �”�µ�É�¢�Þ�î�»�†�r�\�u�Z��/œ�[�A�r�M���¡�Û�«�±�P�Â�«�–�µ�³�b�Ü�«�º�_�X
�8�Z�c�
�Ü�Ü�î�«  �À�î�º�†�g!·�K�Z�C�T�I�8��

– �Ã/õ�«�–�µ�³�b+¬�·�è���\�
�q�±  16 �Ž�b�«�–�µ�³�?�}�^�•�¡�Û�«�±�b�8�B�µ+��� 1 �X�b  IP �”
�»�Þ�«�†�Q#Ý�K�Z�¡�Û�«�±�†'ö#.�[�A�r�M��

– �Ñ�G�è���µ+��_�|�~�
�¥�Ð�å�»  �«�–�µ�³�_%$�K�K)F�I�€�Z�8�^�8�¡�Û�«�±�Ã/õ�†�è���[�A�r
�M��

• Call Home �†�Q#Ý�M�•�\�
 E �Ó�î�Ý�Ë�î�«�>�|�g  Web �Ë�î�«�[5��±�^�©�«�¸�Ò  �–�Ë�å�º�b3û%±�†
/œ�<�r�M���©�«�¥�\%$�K�§�î�Å�«�Î(Ù�†)��‡�[�8�•�>���]�c�
 Call Home �¹�Â�–�«�†  TAC �l�b
�§�î�Å�«0[�Ó�†+¬�·�[#Õ�B�M�•  Cisco Smart Call Home �§�î�Å�«�_$Ï6��[�A�r�M��

�Ã�Ç�›�î�Ð�å�«�¥�V�µ+�

• Cisco EnergyWise �c�
 Power over Ethernet>&PoE>'�š�å�¸�•�¸�•�b�š�¿�Ý� �î�Q#Ý5��†'ö#.�K�r
�M��

0ò(ý�_�X�8�Z�c�
 Cisco.com �b�� Cisco EnergyWise Version 2 Configuration Guide���†�g!·�K�Z�C
�T�I�8��

• �M�m�Z�b�«�–�µ�³  �Ï�î�º�b3ÿ�Ø+¬�·�è%±�
�>�|�g�¹�×�É�Þ�µ�¡�«  �Ô�î�»�b+¬�·�¿�¦�©�š�î�©�Ù�å��
�•�æ�œ�b�<#Ý�†�q4:�ì�K�r�M��
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�µ+�
• 10/100 Mbps �–�å�±�î�Ç�™�–�«�
 10/100/1000 Mbps �–�å�±�î�Ç�™�–�«�
�>�|�g  10/100/1000 
BASE-TX SFP �Ô�ª�×�î�Ý  �–�å�±�î�Ç�™�–�«�V�b  Auto MDIX �µ+��_�|�~�
�–�å�±�î�Ç�™�–�«�@�²
0[�^�£�î�È�Ý�K)F�±�–�É>&�«�º�Þ�î�º�r�S�c�¡�ß�«>'�†+¬�·$×�_�è���K�
�K)F�†4:�)�_0¿����

• �Ý�î�¸�µ�»  �Ç�Þ�î�Ò�b���œ�c�q�±  1546 �Â�–�º�
�Á�î�»�˜�™�”�[�È�Ü�µ�ª�å�¢�I�€�•�Ç�Þ�î�Ò�b��
�œ�c�q�±  9000 �Â�–�º�
�¯�Ç�º�˜�™�”�[�È�Ü�µ�ª�å�¢�I�€�•�Ç�Þ�î�Ò�b���œ�c�q�±  2000 �Â�–�º�b
�§�Ï�î�º��

• �M�m�Z�b�Ï�î�º�_�>�E�•  IEEE 802.3x �Ç�ß�î�D�š>&�«�–�µ�³�c�Ï�î�¬  �Ç�Þ�î�Ò�†3æ�™�K�r�O�‡>'

• EtherChannel �_�|�~�
*•7€���ö�†9×�u�
�«�–�µ�³�
�Ý�î�±�
�>�|�g�§�î�Â6ë�_�q�±  8 Gbps>&� �ž
�Å�µ�º  EtherChannel>'�r�S�c  800 Mbps>&Fast EtherChannel>'
²�§5��b�•�æ�œ�†&��–  

• �Ï�î�º7Ÿ(Ù�É�ß�º�¥�Ý>& PAgP>'�>�|�g  Link Aggregation Control Protocol>&LACP>'�_�|�~�

EtherChannel �Ü�å�¡�†+¬�·$×�_�8�B

• �Ï�î�º�"�)�b�«�º�î�Ò�D�š���È�ß�î�»�Ÿ�Õ�«�º  �«�º�î�Ò�
�Ð�Ý�³�Ÿ�Õ�«�º  �«�º�î�Ò�
�>�|�g�Ø�½
�Ÿ�Õ�«�º  �«�º�î�Ò�†75�F�K�r�M��

• �Þ�–�Ö  2 �b�Y�Â�^�Ø�½�Ÿ�Õ�«�º�
�Ð�Ý�³�Ÿ�Õ�«�º�
�>�|�g�È�Ü�µ�ª�»  �È�ß�î�»�Ÿ�Õ�«�º  �º�Û
�Ç�•�µ�¡3?3æ�_�P�M�•�Ï�î�º  �È�ß�µ�Ÿ�å�¢

• Cisco Group Management Protocol>&CGMP>'�§�î�Â�b�§�Ï�î�º�>�|�g  Internet Group 
Management Protocol>&IGMP>'�Â�î�ª�Ù�å  1�
�Â�î�ª�Ù�å  2�
�>�|�g�Â�î�ª�Ù�å  3 �P�Â�b  IGMP �«
�¾�î�Æ�å�¢��

– >&CGMP �¹�Â�–�«�b���œ>' CGMP �@"I���b�š�å�»  �«�¸�î�©�Ù�å�l�b�Ð�Ý�³�Ÿ�Õ�«�º  �º�Û
�Ç�•�µ�¡�†�D7H�K�
�¿�µ�º�á�î�¡
²+á�b�º�Û�Ç�•�µ�¡�†3M�ö

– >&IGMP �¹�Â�–�«�b���œ>' IGMP �«�¾�î�Æ�å�¢�_�|�W�Z�Ð�Ý�³�Ó�¹�•�”  �º�Û�Ç�•�µ�¡�\�Ð�Ý�³
�Ÿ�Õ�«�º  �º�Û�Ç�•�µ�¡�†3?3æ��

• IGMP �Þ�Ï�î�º�š�D�� 1 �X�b�Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�±  �¡�š�Ü�î�_�X�A  1 �X�b  IGMP �Þ�Ï�î�º�T�E�†
�Ð�Ý�³�Ÿ�Õ�«�º  �¹�Â�–�«�l3æ�™�K�r�M>& IGMPv1 �r�S�c  IGMPv2 �¡�š�Ü�î�T�E�†�§�Ï�î�º>' ��

• IGMP �«�¾�î�Æ�å�¢  �¡�š�Ü�î  �§�Ï�î�º�� IGMP �M+á�¡�š�Ü�î  �Ó�µ�­�î�ª�†���‡$×�_#Õ�B�M�•�|�:
�_�«�–�µ�³�†0¿���K�r�M��

• IGMP �Ê�Ý�Ã�î�_�|�~�
�«�–�µ�³�[�Í�«�º0[�Ó�†3?3æ�K�Z�
"I���b  IP ��
›�”�»�Þ�«�_�Ð�Ý�³�Ÿ�Õ
�«�º  �«�º�Ü�î�Ò�†�•
°�I�O�•�G�\�@�•+���

• Multicast VLAN Registration>&MVR; �Ð�Ý�³�Ÿ�Õ�«�º  VLAN �Þ�ª�«�º�Þ�î�©�Ù�å>'�_�|�~�
�Ð�Ý
�³�Ÿ�Õ�«�º  VLAN 
Æ�[�Ð�Ý�³�Ÿ�Õ�«�º  �«�º�Ü�î�Ò�†)E)F$×�_3æ�™�K�^�@�}�
�•�æ�œ�>�|�g�­�Ÿ�×
�Ü�¸�•�V�b#.#ä�?�}�
�•
°*…  VLAN �?�}�«�º�Ü�î�Ò�†�(7³�K�r�M��

• IGMP �Ç�•�Ý�±�Ü�å�¢�_�|�~�
�«�–�µ�³  �Ï�î�º�V�b�Í�«�º�@�d�“�[�A�•�Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É  
�­�µ�º�†'ö#.�K�r�M��

• IGMP �«�ß�µ�º�Ü�å�¢�� IGMP 3?3æ�¸�î�È�Ý�b�š�å�º�Ü�X�@�q�±�_�^�W�S�\�A�b�”�¡�©�Ù�å�†0¿��
�K�r�M��

• �¿�µ�º�á�î�¡)
�¢�b�…�U�ì6ë�†0¿���[�A�•  IGMP �b  Leave �±�–�Ð�î

• Switch Database Management>&SDM>'�¸�å�É�Þ�î�º�_�|�~�
�Ø�î�¨
��[4E�¥�M�•�µ+��l�b�§�Ï�î
�º�†�q�±�ì�M�•�|�:�_�©�«�¸�Ò  �Ü�¯�î�«�†�m�~�\�Z�}�€�r�M��

• Web Cache Communication Protocol>&WCCP>'���º�Û�Ç�•�µ�¡�b�ß�î�•�Ý�È�æ�”�É�Ü�£�î�©�Ù�å  �š
�å�ª�å�l�b�Ü�²�–�Þ�¡�º�
�¥�å�¸�å�¶0[�Ó�b�ß�î�•�Ý�[�b�P���
�>�|�g�¿�µ�º�á�î�¡
Æ�b  Web �º
�Û�Ç�•�µ�¡  �Ã�±�î�å�b�ß�î�•�Û�–�¬>& IP �§�î�Å�«  �–�Ó�î�ª�@�²0[>'�†/œ�8�r�M��

• Cisco IOS �¯�Ç�º�˜�™�”�b�M4Š�[�6�•  Cisco IOS IP Service Level Agreement>&SLA; �§�î�Å�«  �Þ�Ë
�Ý�Î(Ù>'�_�|�~�
�”�¡�¸�•�È�^�º�Û�Ç�•�µ�¡  �Ô�½�±�Ü�å�¢�†�Q#Ý�K�Z�¿�µ�º�á�î�¡  �Ã�Ç�›�î�Ð�å
�«�† ����[�A�r�M��
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'¨  1 'v       �+0[
�µ+�
• 0¿���•+��^�«�Ô�î�Ý�Ç�Þ�î�Ò%T�™�K�A�8�Í�_�|�~�
�«�Ô�î�Ý  �Ç�Þ�î�Ò>& 64 �Â�–�º�è�W>'�@�æ���I
�€�S�Þ�î�º>&�K�A�8�Í>'�[�–�å�±�î�Ç�™�–�«�_%T�™�K�S���œ�b�«�º�î�Ò�D�š�†75�F�K�r�M��

• Flex Link �_7€���@$Î#Õ�K�S�6�\�b�Ð�Ý�³�Ÿ�Õ�«�º  �º�Û�Ç�•�µ�¡�b�¥�å�Â�î�ª�™�å�«�ì6ë�†%·)°�M
�•�S�u�b  Flex Link �Ð�Ý�³�Ÿ�Õ�«�º9×3ÿ�¥�å�Â�î�ª�™�å�«��

• �§�î�Â  �¢�Ý�î�É�_�’'¼�_�”�¡�­�«�>�|�g1�0É0[�Ó�†�(�S�[�A�•�|�:�_�M�•�S�u�b  RADIUS �§�î�Â  
�ß�î�»  �Â�Û�å�©�å�¢��

• CPU #Õ�B�º�Û�Ç�•�µ�¡�b  QoS �Ð�î�Ÿ�å�¢�b�§�Ï�î�º�\�
���Š�¿�µ�º�á�î�¡  �Ï�î�º�l�b  CPU #Õ�B
�º�Û�Ç�•�µ�¡�b�Ÿ�×�î��

'ö#.�œ�É�©�Ù�å

• )��s3¸�s�¹�Â�–�«  �Ð�¿�î�ª�Õ>8 GUI �b�¹�Â�–�«  �Ð�¿�î�ª�Õ�@�¯�Ç�º�˜�™�”  �–�Ó�î�ª�_)��s3¸�r�€
�Z�8�r�M���G�b�¹�Â�–�«  �Ð�¿�î�ª�Õ�c�
�"�/�b�«�–�µ�³�b0¿���
'ö#.�_�Q#Ý�K�r�M���¹�Â�–�«  �Ð
�¿�î�ª�Õ�b2s�·�_�X�8�Z�c�
�«�±�î�º�”�µ�É  �ž�–�»�†�g!·�K�Z�C�T�I�8���¹�Â�–�«  �Ð�¿�î�ª�Õ�b0ò
(ý�_�X�8�Z�c�
�«�–�µ�³�b�œ�å�Û�–�å  �Ê�Ý�É�†�g!·�K�Z�C�T�I�8��

• Network Assistant>8Network Assistant �c�
 Cisco.com �?�}�²�˜�å�ß�î�»�[�A�•�¿�µ�º�á�î�¡'ö#.
�”�É�Ü�£�î�©�Ù�å�[�M���"�M�b�«�–�µ�³�
�«�–�µ�³  �¡�Û�«�±�
�¹�Â�–�«�b�¥�Ñ�×�½�¸�•�b'ö#.�_
�Q#Ý�K�r�M�� Network Assistant �b0ò(ý�_�X�8�Z�c�
 Cisco.com �?�}
°�m�[�A�•�� Getting Started 
with Cisco Network Assistant���†�g!·�K�Z�C�T�I�8��

• CLI>8Cisco IOS �¯�Ç�º�˜�™�”�c�
�¹�«�¡�º�µ�É  �«�–�µ�³�å�¢�>�|�g�Ð�Ý�³�Þ�–�Ö  �«�–�µ�³�å�¢�µ
+��†�§�Ï�î�º�K�r�M�� CLI �_�”�¡�­�«�M�•�_�c�
'ö#.�«�¸�î�©�Ù�å�†�«�–�µ�³  �¥�å�¯�î�Ý  �Ï�î�º
�_%$�K�K)F�M�•�?�
�Ü�Ô�î�º'ö#.�«�¸�î�©�Ù�å�?�}  Telnet �†�<#Ý�K�r�M�� CLI �b0ò(ý�_�X�8�Z�c�

'¨ 2 'v���¥�Ð�å�»�Û�–�å  �–�å�±�î�Ç�™�–�«�b�Q#Ý�‰�2�� �†�g!·�K�Z�C�T�I�8��

• SNMP>8CiscoWorks 2000 LAN Management Suite>&LMS>'�>�|�g  HP OpenView �^�]�b  SNMP 'ö
#.�”�É�Ü�£�î�©�Ù�å�� HP OpenView�
 SunNet Manager �^�]�b�É�Û�µ�º�Ç�›�î�Ò�@'�
>�K�Z�8�•  
SNMP �P�Â'ö#.�«�¸�î�©�Ù�å�?�}'ö#.�[�A�r�M���«�–�µ�³�c1Ï�)�^  MIB �Ñ�G�µ+��>�|�g  4 �X�b  
Remote Monitoring>&RMON>'�¢�Ý�î�É�†�§�Ï�î�º�K�r�M�� SNMP �b0ò�K�8�Q#Ý�‰�2�_�X�8�Z�c�

'¨ 36 'v�� SNMP �b0¿���� �†�g!·�K�Z�C�T�I�8��

• Cisco IOS Configuration Engine>&�§&à Cisco IOS CNS �š�î�ª�™�å�º>' >8�¥�å�Ç�•� �×�Þ�î�©�Ù�å  
�§�î�Å�«�c�
�¿�µ�º�á�î�¡  �¹�Â�–�«�>�|�g�§�î�Å�«�b�_
°�\'ö#.�†+¬�·�ì�K�r�M���«�–�µ�³�H�\
�_0¿���š�f�b
Æ���†#Õ�B�K�Z�«�–�µ�³�_3æ�™�K�
�Q�b0¿���š�f�†4:#Ý�K�S�‹�
�Q�b)��Ý�†0°6��M�•
�G�\�[�6�‡0¿���>�|�g0¿���b�f�‚�†+¬�·�ì�[�A�r�M��

CNS �b0ò(ý�_�X�8�Z�c�
 '¨ 5 'v�� Cisco IOS Configuration Engine �b0¿���� �†�g!·�K�Z�C�T�I�8��

• CIP>8Common Industrial Protocol>&CIP>'�c�Æ�”�¶�î�Æ�”�b�”�É�Ü�£�î�©�Ù�å  �É�ß�º�¥�Ý�[�6�~�

�«�–�µ�³�\�d��#Ý/æ*(>& I/O �¥�å�º�ß�î�Û�
�­�å�§�î�
�Ü�Þ�î�^�]>'6ë�[�”�É�Ü�£�î�©�Ù�å  �Þ�Ë�Ý
�b�K)F�†��#'�K�r�M�� CIP �Ë�î�«�b'ö#.�¶�î�Ý>& RSLogix �^�]>'�†�Q#Ý�K�Z�«�–�µ�³�†'ö#.�[�A�r
�M���«�–�µ�³�[�§�Ï�î�º�I�€�•  CIP �¥�Ð�å�»�b0ò(ý�_�X�8�Z�c�
�¥�Ð�å�»  �Ü�Ç�“�Þ�å�«�†�g!·�K
�Z�C�T�I�8��

• Common Industrial Protocol>&CIP>'�b�µ+��Ñ�G�_�|�~�
 CIP �[  DHCP �Ã�Û�Ó�î�±�†0¿���[�A�•�|
�:�_�^�~�r�K�S��

'ö#.�b(F�Æ�ö�_6õ�M�•�µ+�

• �«�–�µ�³'ö#.�
0¿���«�º�Þ�î�ª�
�>�|�g4Ä�™�†+¬�·�ì�M�•�S�u�b  CNS �b)��s3¸�s�º�š�î�ª�™�å�º��
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�µ+�
• Dynamic Host Configuration Protocol>&DHCP>'�_�|�•�«�–�µ�³�_��>& IP �”�»�Þ�«�
�¹�Ç�›�Ý�º  
�¤�î�º�˜�™�–�
�Í�«�º�¡�
 Domain Name System>&DNS; �»�Ó�–�å  �¿�î�Ò  �©�«�¸�Ò>' �
 TFTP �§�î
�Â�¡>'�b+¬�·0¿����

• DHCP �Ü�Þ�î�_�|�•  DHCP �¡�Û�–�”�å�º�?�}�b  UDP �È�ß�î�»�Ÿ�Õ�«�º�b3?3æ>& IP �”�»�Þ�«0[�Ó
�†�µ�t>' ��

• DHCP �§�î�Â�_�|�•  IP �”�»�Þ�«�>�|�g�Q�b�Ú�b  DHCP �œ�É�©�Ù�å�b  IP �Í�«�º�l�b+¬�·�m�~�\�Z��

• �‚�K�8�–�Ó�î�ª�b�æ���I�€�S0¿���†�¨�X�b�«�–�µ�³�_�²�˜�å�ß�î�»�M�•�S�u�_�
 DHCP �Ë�î�«�b
+¬�·0¿���>�|�g�–�Ó�î�ª�†�”�µ�É�¹�î�º��

• �‚�K�8�Â�Ý�¡  �Ü�î�«  �¡�š�Ü�î  �±�–�É>&RFC5460 �[��*O>'�†�§�Ï�î�º�M�•  DHCPv6 �Â�Ý�¡�Ü�î�«  
�¡�š�Ü�î��

• DHCPv6 �Ü�Þ�î  �š�î�ª�™�å�º�b3æ�™
–�”�»�Þ�«�†0¿���M�•  DHCPv6 �Ü�Þ�î3æ�™
–0¿���µ+���

• �«�–�µ�³  �Ï�î�º�_  IP �”�»�Þ�«�†�S�v�W�Z�m�~�\�Z�•�S�u�b  DHCP �§�î�Â  �Ï�î�º�†�Ë�î�«�_�K�S
�”�»�Þ�«�m�~�\�Z��

• IP �”�»�Þ�«�>�|�g�P�Â�M�•�Í�«�º�¡�?�}�«�–�µ�³�†"I���M�•�G�\�†% $×�\�K�S�
�Ø�½�Ÿ�Õ�«�º0[
�Ó�b  DNS �§�î�Â�l�b3?3æ�
�>�|�g  TFTP �§�î�Â�?�}�¯�Ç�º�˜�™�”  �”�µ�É�¢�Þ�î�»�†'ö#.�M�•�G�\
�†% $×�\�K�S�
�Ø�½�Ÿ�Õ�«�º0[�Ó�b  TFTP �§�î�Â�l�b3?3æ��

• Address Resolution Protocol>&ARP; �”�»�Þ�«0Ž�ô�É�ß�º�¥�Ý>' �� IP �”�»�Þ�«�>�|�g�P�Â�M�•  MAC 
�”�»�Þ�«�_�|�W�Z�«�–�µ�³�†"I���K�r�M��

• "I���b3æ�™
–  MAC �”�»�Þ�«�>�|�g��
›  MAC �”�»�Þ�«�†�â�W�S�Ã�£�µ�º�†�»�ß�µ�É�M�•�Ø�½�Ÿ�Õ
�«�º  MAC �”�»�Þ�«  �Ç�•�Ý�±�Ü�å�¢��

• 0¿���•+��^  MAC �”�»�Þ�«  �«�£�î�Ü�å�¢���G�€�_�|�~�
 VLAN �[  MAC �”�»�Þ�«  �Û�î�½�å�¢�†
�¹�•�­�î�È�Ý�_�K�
 MAC �”�»�Þ�«  �¸�î�È�Ý�b�§�–�¬�†�D7H�M�•�G�\�@�[�A�r�M��

• Cisco Discovery Protocol>&CDP>'�Â�î�ª�Ù�å  1 �>�|�g  2���¿�µ�º�á�î�¡  �º�Ï�ß�ª�†�è���K�
�¿�µ
�º�á�î�¡�V�b�«�–�µ�³�\�Ú�b�©�«�¥  �¹�Â�–�«�\�b�Ð�µ�Æ�å�¢�†/œ�8�r�M��

• �Ü�å�¡�™�è���É�ß�º�¥�Ý>& LLDP>'�>�|�g  LLDP Media Endpoint Discovery>&LLDP-MED>'�_�|
�•�§�î�»�Ã�î�¸�•0�  IP 7Á0ð�\�b%&�«4 #Ý�ö�b&��–��

• �«�–�µ�³�?�}�š�å�»�Ï�–�å�º  �¹�Â�–�«�l�ß�£�î�©�Ù�å�_���†�f�j�M�•  LLDP �Ó�¹�•�”�Ñ�G
>&LLDP-MED>'�ß�£�î�©�Ù�å  TLV��

• �¿�µ�º�á�î�¡  �±�–�Ò  �É�ß�º�¥�Ý>& NTP>'�_�|�~�
�¥4Š�¯�î�«�?�}
²�«�–�µ�³�_�M2��K�S�±�–�Ò�«
�±�å�É�†�f�j�K�r�M��

• IPv4 �\  IPv6 �b�g�‰�†�§�Ï�î�º�K�
 NTPv3 �\�«�n�ö�b�6�•  Network Time Protocol version 4
>&NTPv4>'��

• IEEE 1588 �† =�[���u�}�€�S  Precision Time Protocol>&PTP; 9×(­�Ø�ì6ë�É�ß�º�¥�Ý>'�_�|�~�

�¿�µ�º�á�î�¡
Æ�b/æ*(�b�Ü�”�Ý�±�–�Ò  �¡�ß�µ�¡�†�¼�À&Ê(­�Ø�[� �‡�[�A�r�M��

– �Ñ�G�Ô�ª�×�î�Ý  �Ï�î�º�b  PTP �Ó�µ�­�î�ª�†�§�Ï�î�º�M�•  PTP �Ñ�G�µ+���

• Cisco IOS File System>&IFS>'���«�–�µ�³�@�Q#Ý�M�•�M�m�Z�b�Ç�“�–�Ý  �©�«�¸�Ò�_�P�K�Z�"�M�–�å
�±�î�Ç�™�–�«�†�f�j�K�r�M��

• �Ð�Ý�³�Ÿ�Õ�«�º  �”�É�Ü�£�î�©�Ù�å�_�P�M�•  Source Specific Multicast>&SSM>'�Ð�µ�Æ�å�¢���¢�Ý�î
�É�l3æ�™
–�†�Ð�µ�Æ�å�¢�K�Z�Ü�«�¼�î�†�Ð�Ý�³�Ÿ�Õ�«�º  �¯�î�«�l�·$×�_�K)F�I�O�
�”�É�Ü�£�î
�©�Ù�å�b�k�Ñ�ö�†3M�ö�K�r�M��

• IPv6 �º�Û�å�«�Ï�î�º�†�<#Ý�K�
 IPv6 �Æ�”�\3û�™�K�
 IPv6 �Ý�î�º�†�”�»�Â�±�–�¬�M�•�S�u�b  
Enhanced Interior Gateway Routing Protocol>&EIGRPIP>' v6 �b�§�Ï�î�º
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• IP �§�î�Å�«>& HSRP�
 ARP�
 SNMP�
 IP SLA�
 TFTP�
 FTP�
 Syslog�
 traceroute�
 ping>'�†�§
�Ï�î�º���G�€�}�b�§�î�Å�«�†  VRF 1�1‘�_�M�•�G�\�[�
0
�X�b�Ý�î�¸�•�å�¢  �–�å�«�±�å�«�[�·�8�I
�O�r�M��

• �«�–�µ�³�b0¿���š�f�†0°6��K�Z/²&g�I�O�•�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �ß� �å�¢��

• �M�–�b�¹�Â�–�«  ID�� show inventory �Ø�î�¨  EXEC �¥�Ð�å�»�[0����b  ID �_���@/²&g�I�€�r�M��

• Netscape Communicator �r�S�c  Microsoft Internet Explorer �È�Û�˜�¨  �­�µ�©�Ù�å�[�¹�Â�–�«  �Ð�¿�î
�ª�Õ�†�Q#Ý�K�S�•�æ
Æ'ö#.�”�¡�­�«��

• �q�±  16 �b  Telnet �K)F�†� �ì�_�Q#Ý�[�A�•�•�æ
Æ'ö#.�”�¡�­�«���¿�µ�º�á�î�¡�V�[0
�X�b  CLI �Ë�î
�«  �­�µ�©�Ù�å�†��/œ�[�A�r�M��

• �¿�µ�º�á�î�¡�V�b0
�X�b  CLI �­�µ�©�Ù�å�_�P�M�•�
�q�±  5 �X�b� �ì�/�•�ì  Secure Shell>&SSH; �­
�Ÿ�×�”  �©�™�Ý>'�K)F�b&�'g�_�|�W�Z�•�æ
Æ'ö#.�”�¡�­�«��

• SNMP �b�Â�î�ª�Ù�å  1�
�Â�î�ª�Ù�å  2c�
�>�|�g�Â�î�ª�Ù�å  3 �b  get �>�|�g  set 0[�Ó�_�|�•�•�æ
Æ'ö
#.�”�¡�­�«��

• �•�æ�¥'ö#.�”�¡�­�«���«�–�µ�³�b�¥�å�¯�î�Ý  �Ï�î�º�_'ƒ�Ž�†%$�K�K)F�M�•�?�
�r�S�c�©�Ü�”�Ý�K
)F�\�Ô�¹�Ò)�#ä�[�Ü�Ô�î�º'ƒ�Ž�_�K)F�K�r�M��

• Secure Copy Protocol>&SCP>'�µ+��_�|�~�
�­�Ÿ�×�”�?�X1�0É�í�s�b�‰�2�[�«�–�µ�³0¿���r�S�c�«
�–�µ�³  �–�Ó�î�ª  �Ç�“�–�Ý�†�¥�Æ�î�[�A�r�M>&�/�•�ì�Â�î�ª�Ù�å�b�¯�Ç�º�˜�™�”�@�²0[>' ��

• 0¿���b�º�n�>�|�g�ß�î�Ý�Â�µ�¡�c�
�«�–�µ�³�V�[�M�–�b�–�Ñ�I�€�S  Cisco IOS �¥�å�Ç�•� �×�Þ�î
�©�Ù�å  �Ç�“�–�Ý�['�
>�K�Z�8�•0¿���†�º�n�K�r�M��

• Cisco IOS �§�Ï�î�º�b  HTTP �¡�Û�–�”�å�º�c�
 IPv4 �\  IPv6 �b�g�‰�b  HTTP �§�î�Â�_0[�Ó�†3æ�™�M
�•�G�\�@�[�A�r�M���r�S�
 Cisco IOS �b  HTTP �§�î�Â�c�
 IPv4 �\  IPv6 �b�g�‰�b  HTTP �¡�Û�–�”�å
�º�?�}�
 HTTP 0[�Ó�_�§�î�Å�«�†�f�j�M�•�G�\�@�[�A�r�M��

• Simple Network and Management Protocol>&SNMP; (F�Æ�¿�µ�º�á�î�¡'ö#.�É�ß�º�¥�Ý>'�†  IPv6 �º
�Û�å�«�Ï�î�º)�#ä�[0¿���K�
 IPv6 �Í�«�º�@  SNMP �¡�š�Ü�î�†3æ�™�K�
 IPv6 �†��/œ�K�Z�8�•�¹�Â�–
�«�?�}  SNMP 3û%±�†�w�™�[�A�•�|�:�_�M�•�G�\�@�[�A�r�M��

• �Í�«�º�x�Ô�Â�–�Ý  IP �”�»�Þ�«�b'ö#.�^�]�
�Ü�å�¡�
�§�È�¿�µ�º�
�>�|�g�§�–�º  �”�»�Þ�«�æ���b�š
�f�†'ö#.�M�•�S�u�b  IPv6 �«�¸�î�º�Þ�«+¬�·0¿����

• VLAN �b  MAC �”�»�Þ�«  �Û�î�½�å�¢�†�¹�•�­�î�È�Ý�_�K�r�M��

• �«�–�µ�³  �Ï�î�º�_  IP �”�»�Þ�«�†�S�v�W�Z�m�~�\�Z�•�S�u�b  DHCP �§�î�Â  �Ï�î�º�†�Ë�î�«�_�K�S
�”�»�Þ�«�m�~�\�Z��

• �w)z�ß�£�î�©�Ù�å  �§�î�Å�«�c�
�K)F�I�€�Z�8�•�¹�Â�–�«�b�ß�£�î�©�Ù�å�_���>�|�g�”�±�µ�³�Ó�å
�º3ã2§�_���†  Cisco Mobility Services Engine>&MSE>'�_3æ�™�K�r�M��

• CPU �Q#Ý"á�K�A�8�Í�º�Û�µ�É�_�|�•  CPU �Q#Ý"á�b%�0i��

• VLAN �
�§�î�Å�«  �¡�Û�«>& CoS>'�
 DiffServ �¥�î�»  �Ï�–�å�º>& DSCP>'�
�>�|�g�±�¢�Ü�E�Ô�î�»�†
�æ���K�Z8b�Œ�\8b�Œ�©�¢�¼�Ü�å�¢�b�É�ß�Ç�“�–�Ý�†�8�B�M�•  LLDP-MED �¿�µ�º�á�î�¡�Ï�Ü�©�î  
Time�
 Length�
 Value>&TLV; �ì6ë�
6×�I�
�ì6ë>' ��

• DHCPDISCOVER �Ã�£�µ�º�b  Option 12 �Ç�•�î�Ý�»�_�Í�«�º�¡�b
°�Š�†�§�Ï�î�º���G�€�_�|�~�

DHCP �É�ß�º�¥�Ý�†�Q#Ý�K�Z� �M�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�†0
�X3æ�™�[�A�r�M��

• DHCP �«�¾�î�Æ�å�¢�Ñ�G�µ+����G�€�_�|�~�
 Option 82 DHCP �Ç�•�î�Ý�»�[�æ���M�•�G)z  ID �§�È
�œ�É�©�Ù�å�_�
�[���e�Ð�4�Ë�î�«�b�Ç�›�î�Ð�µ�º�†4E�¥�[�A�•�|�:�_�^�~�r�M��

• PROFINET IO>&�(�S�º�œ�î�º�Ó�î�©�Ù�å  �”�É�Ü�£�î�©�Ù�å#Ý�b�Ô�ª�×�Û3û�™�Ç�Þ�î�Ò�á�î�¡>'�†�§
�Ï�î�º�K�r�M���«�–�µ�³�?�}  IO �¥�å�º�ß�î�Û�l�b  PROFINET 'ö#.�K)F�@�•+��[�M��

• Cisco EnergyWise �_�|�~�
 power over Ethernet>&PoE>'�¹�Â�–�«�^�]�b  EnergyWise �š�å�¸�•�¸�•
�>�|�g�¹�î�Ô�å�@�·�8�M�•�š�å�»  �Ï�–�å�º�b7Á�Š�˜2�5��†'ö#.�K�r�M��
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�”�Ë�–�Û�Å�Ü�¸�•�>�|�g
Õ6×�ö�_6õ�M�•�µ+�

• HSRP �_�|�~�
�¥�Ð�å�»  �«�–�µ�³�>�|�g�Þ�–�Ö  3 �Ý�î�±�b
Õ6×�S�B�@�•+��[�M>& IP �§�î�Å�«  �–
�Ó�î�ª�@�²0[>'

• �Ñ�G�œ�È�ª�™�¡�º3ã2§�_�|�~�
 HSRP �?�}3ã2§�Ó�•�½�¬�Ò�@�(7³�I�€�
 HSRP �è�¥�b�É�ß�­�«�[�Q
#Ý�[�A�•�¶�9�b�«�±�å�»�”�ß�å3ã2§�É�ß�­�«�@�8�B�I�€�r�M>& IP �§�î�Å�«  �–�Ó�î�ª�@�²0[>' ��

• Unidirectional Link Detection>&UDLD; �"�M�‰�¥�Ü�å�¡�è��>'�>�|�g�”�¢�Þ�µ�©�È  UDLD��
œ�Ç�“
�–�Â  �£�î�È�Ý�b4Ä)z�Ñ�«�r�S�c�Ï�î�º7€���_2s�I�M�•
œ�Ç�“�–�Â  �–�å�±�î�Ç�™�–�«�V�b�"�M�‰�¥
�Ü�å�¡�†�è���K�
�¹�•�­�î�È�Ý�_�K�r�M��

• IEEE 802.1D Spanning-Tree Protocol>&STP; �«�Ã�½�å�¢�¶�Ü�î  �É�ß�º�¥�Ý>'�_�|�•
Õ6×�Â�µ�¡
�Î�î�å�K)F�>�|�g�Ý�î�É�Ç�Ü�î  �¿�µ�º�á�î�¡�� STP �_�c���b�µ+��@�6�~�r�M��

– �q�±  128 �b�«�Ã�½�å�¢�¶�Ü�î  �–�å�«�±�å�«�†�§�Ï�î�º��

– Per-VLAN Spanning-Tree Plus>&PVST+>'�_�|�•  VLAN 6ë�[�b�ß�î�»  �Â�Û�å�©�å�¢��

– Rapid PVST+ �_�|�•�
 VLAN 6ë�[�b�ß�î�»  �Â�Û�å�©�å�¢�>�|�g�«�Ã�½�å�¢�¶�Ü�î  �–�å�«�±�å
�«�b9×3ÿ�¥�å�Â�î�ª�™�å�«�b��#'��

• IEEE 802.1s Multiple Spanning-Tree Protocol>&MSTP>'�_�|�~�
 VLAN �†�«�Ã�½�å�¢�¶�Ü�î  �–�å
�«�±�å�«�_�(8®�
�r�S�¹�î�±  �º�Û�Ç�•�µ�¡�>�|�g�ß�î�»  �Â�Û�å�©�å�¢#Ý�_0
�X�b3?3æ�Ã�«�†&��–
�K�r�M���r�S�
 IEEE 802.1w Rapid Spanning-Tree Protocol>&RSTP>'�_�ö�Y�8�S  Rapid Per-VLAN 
Spanning-Tree plus>&Rapid PVST+>'�_�|�~�
�Ý�î�º�\�æ���Ï�î�º�†�S�T�U�_�Ç�›�á�î�¹�•�å�¢  �«
�¸�î�º�_�š�f�M�•�G�\�[�
�«�Ã�½�å�¢�¶�Ü�î�b9×3ÿ�¥�å�Â�î�ª�™�å�«�@��#'�I�€�r�M��

• PVST+�
 Rapid-PVST+�
�>�|�g  MSTP �Ô�î�»�[�Q#Ý�[�A�•�«�Ã�½�å�¢�¶�Ü�î�b�œ�É�©�Ù�å�µ+��c
���b�\�>�~�[�M��

– PortFast���Ï�î�º�†�È�ß�µ�Ÿ�å�¢  �«�¸�î�º�?�}�Ç�›�á�î�¹�•�å�¢  �«�¸�î�º�l�S�T�U�_�š�f�I�O
�•�G�\�_�|�W�Z�
3?3æ4����†75�B�r�M��

– BPDU �ž�î�»�� Bridge Protocol Data Unit>&BPDU; �È�Ü�µ�ª  �É�ß�º�¥�Ý  �¹�î�±  �Ø�½�µ�º>'�†
�w�™�M�• PortFast �P�Â�Ï�î�º�†�©�Õ�µ�º�²�˜�å�K�r�M��

– BPDU �Ç�•�Ý�±�Ü�å�¢�� PortFast �P�Â�Ï�î�º�[  BPDU �b3æ�w�™�@�[�A�^�C�^�~�r�M��

– �Ý�î�º  �ž�î�»���¿�µ�º�á�î�¡  �¥�”�¥�b�«�–�µ�³�@�«�Ã�½�å�¢�¶�Ü�î  �Ý�î�º�_�^�•�G�\�†75�B
�r�M��

– �Ý�î�É  �ž�î�»���æ�p�Ï�î�º�r�S�c�Ý�î�º  �Ï�î�º�@�
�"�M�‰�¥�Ü�å�¡�b�N�I�\�^�•7€���_�|�W
�Z�æ���Ï�î�º�_�^�•�G�\�†75�B�r�M��

• '¼�¥�«�º  �Ý�î�¸�•�å�¢�_�|�~�
�Ü�å�¡�Þ�Ë�Ý�>�|�g�«�–�µ�³�Þ�Ë�Ý�b
Õ6×�ö�†��#'�K�r�M>& IP 
�§�î�Å�«  �–�Ó�î�ª�@�²0[>' ��

• Flex Link �Þ�–�Ö  2 �–�å�±�î�Ç�™�–�«���ö�•�Ü�å�¡
Õ6×�b  STP �_�æ�ƒ�•�v�b�\�K�Z�
�«�8�_�Â�µ�¡
�”�µ�É�K�r�M��

• �Ü�å�¡�«�¸�î�º  �º�Û�µ�Ÿ�å�¢���K)F�I�€�S�Í�«�º�\�§�î�Â�?�}�b�”�µ�É�«�º�Ü�î�Ò  �º�Û�Ç�•�µ�¡
�†��3æ�M�•�Ï�î�º�b"g�Â�†�Ñ�Û�î�Ü�å�¢�K�r�M���r�S�
�9�b�©�«�¥0��–�î�§�¿�µ�º  �«�–�µ�³�[�·
�8�M�•�Ü�å�¡�l�§�î�Â  �º�Û�Ç�•�µ�¡�†�Ç�™�î�Ý�œ�î�Â�î�M�•�G�\�@�[�A�r�M��

• %·�8 Resilient Ethernet Protocol>&REP>' hello>8REP Link Status Layer>&LSL; �Ü�å�¡  �«�¸�î�±�«  
�Þ�–�Ö>'�b�š�î�ª�å�¢  �±�–�Ð�î�b(
�V�†  3000 >|  10000 ms>&500 ms 6ë7x>'�?�}  120 >|  10000 ms

>&40 ms 6ë7x>'�_�š�f�K�r�M��
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VLAN �µ+�

• �q�±  1005 �b  VLAN �†�§�Ï�î�º��4:�)�^�¿�µ�º�á�î�¡  �Ü�¯�î�«�
�º�Û�Ç�•�µ�¡  �Ã�±�î�å�
�>�|�g
�•�æ�œ�†�P�Â�Ü�E�Z�
 VLAN �_�Ø�î�¨�†�m�~�\�Z�•�G�\�@�[�A�r�M��

• IEEE 802.1Q 0d�A�[1��u�}�€�Z�8�•  1 >|  4094 �b(
�V�[  VLAN ID �†�§�Ï�î�º��

• �²�–�¼�Ñ�µ�¡  VLAN �Ó�å�Â�î�©�µ�É�_�P�Â�M�•  VLAN Query Protocol>&VQP>'��

• �M�m�Z�b�Ï�î�º�V�['�
>�M�•  IEEE 802.1Q �º�Û�å�Ÿ�å�¢  �•�É�­�Ý�ì���¿�µ�º�á�î�¡�b&ã�·�
3ã�•�

�š�f�x�
�È�ß�î�»�Ÿ�Õ�«�º�>�|�g�Ð�Ý�³�Ÿ�Õ�«�º  �º�Û�Ç�•�µ�¡�b'ö#.�>�|�g�D�š�
�I�}�_�
�Á�–
�­�Ÿ�×�Ü�¸�•  �Ø�î�¨�>�|�g�¿�µ�º�á�î�¡  �Ü�¯�î�«�9�b  VLAN �¢�Ý�î�É�b&�'g�_�|�•�¿�µ�º�á�î�¡  
�­�Ÿ�×�Ü�¸�•�†��#'�K�r�M��

• Dynamic Trunking Protocol>&DTP; �²�–�¼�Ñ�µ�¡  �º�Û�å�Ÿ�å�¢  �É�ß�º�¥�Ý>' �� 2 �Ž�b�¹�Â�–�«6ë�b
�Ü�å�¡�V�[�º�Û�å�Ÿ�å�¢�†�¿�¦�©�š�î�º�M�•�T�E�[�^�C�
�Q#Ý�M�•�º�Û�å�Ÿ�å�¢  �•�É�­�Ý�ì�b�±
�–�É>&IEEE 802.1Q>'�v�¿�¦�©�š�î�º�K�r�M��

• VLAN Trunking Protocol>&VTP; VLAN �º�Û�å�Ÿ�å�¢  �É�ß�º�¥�Ý>'�>�|�g  VTP �É�Ý�î�½�å�¢���º
�Û�Ç�•�µ�¡�b�Ç�Û�µ�¹�•�å�¢�†�Q�b�º�Û�Ç�•�µ�¡�†�w�™�M�•�«�¸�î�©�Ù�å�l�b�Ü�å�¡�T�E�_�D7H�M
�•�G�\�_�|�W�Z�
�¿�µ�º�á�î�¡  �º�Û�Ç�•�µ�¡�†�P�ö�K�r�M��

• 8b�Œ VLAN �� Cisco IP Phone �?�}8b�Œ�º�Û�Ç�•�µ�¡#Ý�b�§�È�¿�µ�º�†�8�B�K�r�M��

• VLAN 1 �b�q�`�ì>8 VLAN 1 �†�õ�–�b�¶���b  VLAN �º�Û�å�¡  �Ü�å�¡�[�¹�•�­�î�È�Ý�ì�M�•�G�\
�[�
�«�Ã�½�å�¢�¶�Ü�î  �Ý�î�É�r�S�c�«�º�î�Ò�b�Ü�«�¡�†3M�ö���G�b�µ+��†�–�¿�î�È�Ý�_0¿���M�•
�\�
�º�Û�å�¡�V�[�Ø�î�¨  �º�Û�Ç�•�µ�¡�c3æ�w�™�I�€�r�O�‡���«�–�µ�³�b  CPU �c�
�,�A)F�A�D�š�É
�ß�º�¥�Ý  �Ç�Þ�î�Ò�b3æ�w�™�†/œ�8�r�M��

• �É�Û�–�Ë�î�º  VLAN �_�|�~�
 VLAN �b�«�£�î�Û�Å�Ü�¸�•�e8Ÿ�_�P���K�
�D�š�ö�b9×�8  IP �”�»�Þ�«
�m�~�\�Z�†��#'�K�
�«�–�µ�³�V�b�Ú�b�Ï�î�º�?�}�Þ�–�Ö  2 �Ï�î�º�†�(7³�M�•�G�\�@�[�A�r�M>& IP 
�§�î�Å�«  �–�Ó�î�ª�@�²0[>' ��

• �Ï�î�º�[�Û*f�M�•  MAC �”�»�Þ�«�X�†�D7H�M�•�
�r�S�c�Ï�î�º�[�Û*f�M�•  MAC �”�»�Þ�«�†��*O�M
�•�
 PVLAN �Í�«�º�[�b�Ï�î�º  �­�Ÿ�×�Ü�¸�•��

• VLAN Flex Link �ß�î�»  �Â�Û�å�©�å�¢>8 Spanning Tree Protocol>&STP; �«�Ã�½�å�¢�¶�Ü�î  �É�ß�º�¥
�Ý>'�†�²0[�\�K�^�8�Þ�–�Ö  2 
Õ6×�ö�†�f�j���É�Û�–�Ð�Ü�>�|�g�Â�µ�¡�”�µ�É  �Ü�å�¡�\�K�Z0¿���K
�S�–�å�±�î�Ç�™�–�«�b�Ì�”�†�Q#Ý�K�Z�
 VLAN �Ë�î�«�_�|�•�º�Û�Ç�•�µ�¡�b�ß�î�»  �Â�Û�å�©�å�¢
�@�•+��[�M��

• �D7H�Ü�A VLAN >&1�0É�»�K  VLAN �\�v�ç�d�€�•>'�_�|�•  802.1X 1�0É�b�§�Ï�î�º��

• VTP �Â�î�ª�Ù�å  3 �b�§�Ï�î�º��
½�/$×�_�c�
�õ�–�b  VTP �Ô�î�»�_�|�•�Ñ�G(
�V  VLAN >&VLAN 
1006 >|  4094>'0¿���b�§�Ï�î�º�
1�0É�b�Ñ�G�µ+�>&8�/²&g�Ã�«�á�î�»�r�S�c�©�î�¡�Þ�µ�º  �Ã�«�á�î
�»>'�
 VTP �_�•�<�Z�Ú�b�¹�î�±�Ë�î�«�b���Û�
 VTP �É�Û�–�Ð�Ü  �§�î�Â�>�|�g�­�•�å�²�Ü  �§�î�Â�

VTP �b�Ï�î�º�_�|�•�œ�å / �œ�Ç�b�)�~�p�<�œ�É�©�Ù�å�@�6�~�r�M��

�­�Ÿ�×�Ü�¸�•�µ+�

• IP �§�î�Å�«  �Þ�Ë�Ý�Î(Ù>& IP SLA>'�b�§�Ï�î�º�_�|�~�
�”�¡�¸�•�È�^�º�Û�Ç�•�µ�¡  �Ô�½�±�Ü�å�¢�†
�Q#Ý�K�Z�¿�µ�º�á�î�¡  �Ã�Ç�›�î�Ð�å�«�† ����[�A�r�M>& IP �§�î�Å�«  �–�Ó�î�ª�@�²0[>' ��

• IP SLA EOT �_�|�~�
�«�±�å�Â�–  �Ý�î�±�b�Ç�™�î�Ý�œ�î�Â�î�,�A)E�B�†/œ�:�S�u�_�
4����
�ª�µ
�±�
�Ã�£�µ�º�†�»�^�]�b�”�¡�©�Ù�å�_�|�W�Z�º�Ü�ž�î�I�€�•  IP SLA 3ã2§�·�8�?�}�b���Š�†�Q#Ý�[
�A�r�M>&IP �§�î�Å�«  �–�Ó�î�ª�@�²0[>' ��

• Web 1�0É�� IEEE 802.1x �µ+��†�§�Ï�î�º�K�^�8�§�É�Ü�•�å�º>&�¡�Û�–�”�å�º>'�_  Web �È�Û�˜�¨�†
�Q#Ý�K�Z1�0É�•+��_�^�~�r�M��
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• �ß�î�•�Ý  Web 1�0É�Â�¼�î���G�€�_�|�~�
�•�«�±�Ò  �Â�¼�î�
�r�S�c�–�Ó�î�ª  �Ç�“�–�Ý�†  Web 1�0É
�ß�¢�–�å#ì8��_/²&g�M�•�G�\�@�[�A�r�M��

• MAC authentication bypass>&MAB; MAC 1�0É�Â�–�Ã�«>'�š�î�ª�å�¢  �±�–�Ð�î�� MAB �†�Q#Ý�K�Z
1�0É�K�S�‹�_1�0É�I�€�S8��”�¡�¸�•�È�b�Í�«�º�†�è���K�r�M��

• 'ö#.�–�å�±�î�Ç�™�–�«>&�¹�Â�–�«  �Ð�¿�î�ª�Õ�
 Network Assistant�
 CLI>'�l�b�Ã�«�á�î�»�–1¤�Ü
�A�”�¡�­�«>&1��s�v�~�S#Ý�>�|�g1��s�i�A�”�¡�­�«>' ���Y�G�^0¿���š�f�†75�F�K�r�M��

• �­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�
3û%±�
�>�|�g�P�Â�M�•�”�¡�©�Ù�å�†4E�¥�[�A�•�
�Ð�Ý�³�Þ�Ë�Ý  �­�Ÿ�×�Ü
�¸�•��

• �­�Ÿ�×�Ü�¸�•�†&��–�[�A�•�«�±�¸�•�µ�¡  MAC �”�»�Þ�µ�©�å�¢��

• �–1¤�Ï�î�º  �œ�É�©�Ù�å��� �M�«�–�µ�³�V�b�æ���Ï�î�º�l�b�º�Û�Ç�•�µ�¡3?3æ�†�D7H�K�r�M��

• �Ï�î�º�_�”�¡�­�«�[�A�•�«�¸�î�©�Ù�å�b  MAC �”�»�Þ�«�†�D7H�r�S�c"I���M�•�Ï�î�º  �­�Ÿ�×�Ü�¸�•  
�œ�É�©�Ù�å��

• VLAN 1�1‘�Ï�î�º  �­�Ÿ�×�Ü�¸�•  �œ�É�©�Ù�å��4*�o�b$Î#Õ�ì�_�Ï�î�º
²�/�†�©�Õ�µ�º�²�˜�å�M�•�b
�[�c�^�C�
�Q�b�Ï�î�º�V�b  VLAN �†�©�Õ�µ�º�²�˜�å�K�r�M��

• �Ï�î�º  �­�Ÿ�×�Ü�¸�•  �š�î�ª�å�¢���Ï�î�º�b�­�Ÿ�×�”  �”�»�Þ�«�_�š�î�ª�å�¢  �±�–�Ò�†0¿���K�r�M��

• �æ���K�S
°�Š�m�œ�†2x�<�S�Ã�£�µ�º�†�»�ß�µ�É�K�Z�
�«�–�µ�³�l�b%T�™�É�ß�º�¥�Ý  �º�Û�Ç�•�µ�¡
�b�m�œ�†�D�š�M�•�
�É�ß�º�¥�Ý  �«�º�î�Ò  �É�ß�¸�¡�©�Ù�å��

• BPDU �ž�î�»��!“� �^�¥�å�Ç�•� �×�Þ�î�©�Ù�å�@$Î#Õ�K�S���œ�_�
 PortFast �@0¿���I�€�Z�8�•�Ï�î
�º�†�©�Õ�µ�º�²�˜�å�K�r�M��

• �† =�>�|�g�Ñ�G  IP ACL���Ý�î�¸�µ�»  �–�å�±�î�Ç�™�–�«>&�Ý�î�±  ACL>'�\  VLAN �b�n�‰�¥�>�|�g
�Þ�–�Ö  2 �–�å�±�î�Ç�™�–�«>&�Ï�î�º  ACL>'�b�w�™�‰�¥�_6õ�M�•�­�Ÿ�×�Ü�¸�•  �Ï�Ü�©�î�†��*O�K�r
�M��

• MAC �Ñ�G�”�¡�­�«  �¥�å�º�ß�î�Ý  �Ü�«�º���Þ�–�Ö  2 �–�å�±�î�Ç�™�–�«�b%T�™�‰�¥�b�­�Ÿ�×�Ü�¸�•  
�Ï�Ü�©�î�†��*O�K�r�M��

• VLAN ACL >&VLAN �Ð�µ�É>'�_�|�~�
 MAC�
 IP�
�>�|�g  TCP/UDP �Ê�µ�²�î
Æ�b�_���_�ö�Y�8�Z
�º�Û�Ç�•�µ�¡�†�Ç�•�Ý�±�Ü�å�¢�M�•�G�\�[�
 VLAN 
Æ�b�­�Ÿ�×�Ü�¸�•�†��#'�[�A�r�M>& IP �§�î�Å
�«  �–�Ó�î�ª�@�²0[>' ��

• 8�  IP �º�Û�Ç�•�µ�¡�†�Ç�•�Ý�±�Ü�å�¢�M�•�
3æ�™
–�>�|�g��
›  MAC �Ë�î�«�b  ACL��

• IPv6 ACL �†�–�å�±�î�Ç�™�–�«�_4:#Ý�K�Z�
 IPv6 �º�Û�Ç�•�µ�¡�†�Ç�•�Ý�±�Ü�å�¢�[�A�r�M>& IP 
�§�î�Å�«  �–�Ó�î�ª�@�²0[>' ��

• untrusted>&�™8—�ö�b�^�8>'�Í�«�º�\  DHCP �§�î�Â�b6ë�b  untrusted DHCP �Ó�µ�­�î�ª�†�Ç�•�Ý�±
�Ü�å�¢�M�•  DHCP �«�¾�î�Æ�å�¢��

• DHCP �«�¾�î�Æ�å�¢  �¹�î�±�Ë�î�«�
�>�|�g  IP �¯�î�«  �Â�–�å�¹�•�å�¢�_�ö�Y�8�Z�º�Û�Ç�•�µ�¡�†
�Ç�•�Ý�±�Ü�å�¢�M�•�G�\�_�|�~�
8��Ý�î�¸�µ�»  �–�å�±�î�Ç�™�–�«�[�b�º�Û�Ç�•�µ�¡�†�D7H�M�•  IP 
�¯�î�«  �ž�î�»��

• �Y�G�^  ARP 0[�Ó�x�Â'Å�†� �L  VLAN �V�b�Q�b�Ú�b�Ï�î�º�_�Ü�Þ�î�K�^�8�G�\�_�|�~�
�«�–�µ�³�_
�P�M�•�O�–�b�6�•�7�Á�†�G4J�M�•�S�u�b�²�–�¼�Ñ�µ�¡  ARP �–�å�«�Ì�¡�©�Ù�å��

• IEEE 802.1Q �º�å�¿�Ü�å�¢�_�|�~�
�§�î�Å�«  �É�ß�Â�–�²�î  �¿�µ�º�á�î�¡�†�Ó�K�S�Ü�Ô�î�º  �§�–�º
�b�Ø�î�¨�@�8�•�•�«�±�Ð�î�@�
 VLAN �†�Ú�b�•�«�±�Ð�î�?�}�(7³�M�•�G�\�@�[�A�r�M���r�S�
�Þ
�–�Ö  2 �É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢�_�|�~�
�•�«�±�Ð�î�b�¿�µ�º�á�î�¡�[
²�Ø�î�¨�_6õ�M�•�ö
²�^  
STP�
 CDP�
�>�|�g  VTP �_���†�v�“�M�•�G�\�@�[�A�r�M>& IP �§�î�Å�«  �–�Ó�î�ª�@�²0[>' ��

• �Þ�–�Ö  2 �Ï�–�å�º�¶�î�Ï�–�å�º  �º�å�¿�Ü�å�¢�_�|�~�
 EtherChannels �†+¬�·$×�_�8�B�[�A�r�M>& IP 
�§�î�Å�«  �–�Ó�î�ª�@�²0[>' ��
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• �Þ�–�Ö  2 �É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢�b�Â�–�Ã�«�µ+����§�î�»�Ã�î�¸�•  �Ë�å�²�î�\�b%&�«4 #Ý�ö�†��
#'�K�r�M��

• IEEE 802.1x �Ï�î�º�Ë�î�«1�0É���Y�G�^�¹�Â�–�«>&�¡�Û�–�”�å�º>'�_�|�•�¿�µ�º�á�î�¡  �”�¡�­�«�†
75�F�K�r�M�����b�µ+��@�§�Ï�î�º�I�€�Z�8�r�M��

– �¹�î�±/æ*(�\  IP Phone �^�]�b8b�Œ/æ*(>&�©�«�¥0����r�S�c�©�«�¥�è�¥�b0���>'�b�g�‰�@�
� 
�L  IEEE 802.1x �P�Â�«�–�µ�³  �Ï�î�º�_�>�8�Z�
�""‚�[1�0É�[�A�•�|�:�_�M�•  Multidomain 
Authentication>&MDA; �Ð�Ý�³�»�Ó�–�å1�0É>' ��

– MDA �b�²�–�¼�Ñ�µ�¡8b�Œ  VLAN >&�ì�•  LAN>'���²�–�¼�Ñ�µ�¡8b�Œ  VLAN �@ MDA �P�Â�Ï�î
�º�[�•+��_�^�~�r�M��

– VLAN �m�~�\�Z�� 802.1x 1�0É�Ø�î�¨�†"I���b  VLAN �_�D7H�K�r�M��

– �Ï�î�º  �­�Ÿ�×�Ü�¸�•�� 802.1x �Ï�î�º�l�b�”�¡�­�«�†�D�š�K�r�M��

– 8b�Œ VLAN ���Ï�î�º�@0Á�•�«�¸�î�º�?!“0Á�•�«�¸�î�º�?�_�?�?�ƒ�}�N�
 Cisco IP Phone �b8b�Œ 
VLAN �l�b�”�¡�­�«�†0Á�•�K�r�M��

– IP Phone �è���µ+��Ñ�G�� Cisco IP Phone �†�è���K1‘�9�K�r�M��

– �¤�«�º  VLAN �� 802.1x �_4:�œ�K�^�8�Ø�î�¨�_7H��$×�^�§�î�Å�«�†�f�j�K�r�M��

– �D7H�Ü�A VLAN �� 802.1x �_ =�Ð�c�K�Z�8�•�@�
�† =�b  802.1x �[1�0É�M�•�S�u�b�¡�Þ�¹�å�©�Õ
�Ý�†�â�W�Z�8�^�8�Ø�î�¨�_�D7H�Ü�A�b�§�î�Å�«�†�f�j�K�r�M��

– 802.1x �”�•�˜�å�¸�•�å�¢���¿�µ�º�á�î�¡�Q#Ý�†�º�Û�µ�Ÿ�å�¢�K�r�M��

– 802.1x �\  LAN �b  Wake-on-LAN>&WoL>'�µ+������F"g�Â�b  PC �_�
"I���b�–�î�§�¿�µ�º  �Ç
�Þ�î�Ò�†3æ�™�K�Z2s�·�I�O�r�M��

– 802.1x  =
�"g�Â�³�™�µ�¡���«�–�µ�³�[  IEEE 802.1x �†0¿���M�•�S�_�
�K)F�I�€�S�š�å�»  �Í�«
�º�b =
�"g�Â�†�8�•�K�r�M��

– �­�Ÿ�×�Ü�¸�•4*�o�@$Î#Õ�K�S  VLAN �T�E�[�º�Û�Ç�•�µ�¡4*�o�”�¡�©�Ù�å�†4:#Ý�M�•�S�u�b8b
�Œ1�1‘  802.1x �­�Ÿ�×�Ü�¸�•��

– MAC 1�0É�Â�–�Ã�«���¡�Û�–�”�å�º  MAC �”�»�Þ�«�_�ö�Y�8�Z�¡�Û�–�”�å�º�†0Á�•�K�r�M��

– 802.1X �«�–�µ�³  �§�É�Ü�•�å�º�†�â�X  Network Edge Access Topology>&NEAT>'�
 CISP �†�Q�W
�S�Í�«�º1�0É�
�>�|�g+¬�·�–�¿�î�È�Ý�ì���G�€�}�_�|�~�
�9�b�«�–�µ�³�l�b�§�É�Ü�•�å�º�\�K
�Z�
4Ä)z�¡�ß�î�®�µ�º�b�¥�b�«�–�µ�³�@1�0É�I�€�r�M��

– 1�0É�I�€�•�S�_�¿�µ�º�á�î�¡�l�b�”�¡�­�«�†�Í�«�º�_0Á�•�M�•�S�u�b�
�œ�î�É�å  �”�¡�­�«�†
�Q#Ý�K�S IEEE 802.1x��

– �²�˜�å�ß�î�»�•+��^  ACL �\�Ü�²�–�Þ�¡�º  URL �†�Q#Ý�K�S IEEE 802.1x 1�0É�� Cisco Secure 
ACS �§�î�Â�?�}1�0É�I�€�S�«�–�µ�³�l�b�Ø�î�¨�"�)�b  ACL �²�˜�å�ß�î�»�†�Q#Ý�[�A�•�|�:�_
�^�~�r�M��

– �‚�K�8�Í�«�º�†1�0É�M�•�\�A�_�
�Ï�î�º�@�î*ƒ�M�•1�0É�Ó�¯�µ�»�b8p�Î�†0¿���M�•�S�u�b��3>
�^1�0É�©�î�£�å�«��

– �Ð�Ý�³�Ø�î�¨1�0É��0
�X�b�Í�«�º�@�
 802.1x �P�Â�Ï�î�º�†1�0É�[�A�•�|�:�_�^�~�r�M��

• Network Admission Control>&NAC>'�µ+�>8

– �¹�Â�–�«�b�¿�µ�º�á�î�¡  �”�¡�­�«�†0Á�•�M�•�S�b�
�š�å�»�Ï�–�å�º  �©�«�¸�Ò�x�¡�Û�–�”�å�º
�b�˜�–�Ý�«�P'Ç�b"g�Â�r�S�c �Ï�«�³�Õ �_6õ�M�•  NAC �Þ�–�Ö  2 802.1x �è0É

NAC �Þ�–�Ö  2 802.1x �è0É�b0¿���_6õ�M�•0ò(ý�_�X�8�Z�c�
 �� NAC �Þ�–�Ö  2 802.1x �è0É�b0¿
���� >&P.12-57>' �†�g!·�K�Z�C�T�I�8��

– �¹�Â�–�«�b�¿�µ�º�á�î�¡  �”�¡�­�«�†0Á�•�M�•�S�b�
�š�å�»�Ï�–�å�º  �©�«�¸�Ò�r�S�c�¡�Û�–�”
�å�º�b�Ï�«�³�Õ�_6õ�M�•  NAC �Þ�–�Ö  2 IP �è0É 
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NAC �Þ�–�Ö  2 IP �è0É�b0ò(ý�_�X�8�Z�c�
 �� Network Admission Control Software Configuration
Guide���†�g!·�K�Z�C�T�I�8��

– IEEE 802.1x �”�¡�­�«�Y+�1�0É�Â�–�Ã�«  

�G�b�µ+��b0¿���_�X�8�Z�c�
 ���”�¡�­�«�Y+�1�0É�Â�–�Ã�«�µ+��b0¿���� >&P.12-52>' �†�g!·�K�Z
�C�T�I�8��

– Authentication, Authorization, Accounting>&AAA; 1�0É�
0Á�•�
�”�•�˜�å�¸�•�å�¢>'�²�˜�å  �Ï
�Ü�©�î���Ï�«�³�Õ�è0É�@$Î#Õ�K�S�\�A�_�
 AAA �§�î�Â�@�<#Ý�[�A�^�8���œ�b�Í�«�º�b  NAC 
�Þ�–�Ö  2 IP �è0É 

�G�b�µ+��b0ò(ý�_�X�8�Z�c�
 �� Network Admission Control Software Configuration Guide���†�g
!·�K�Z�C�T�I�8��

• Terminal Access Controller Access Control System Plus>&TACACS+>'�� TACACS �§�î�Â�†�Ó�K�Z
�¿�µ�º�á�î�¡  �­�Ÿ�×�Ü�¸�•�†'ö#.�M�•"‚+¬�b�µ+��[�M��

• RADIUS �_�|�~�
 AAA �§�î�Å�«�†3û�L�Z�Ü�Ô�î�º  �Ø�î�¨�b  ID �b&�1��
�”�¡�­�«�’�b�Ü�Z�
�”�¡
�©�Ù�å�b3ã2§�†��/œ�[�A�r�M��

• IPv6 �V�[�b�µ+��¥�E�_�
 RADIUS�
 TACACS+�
�>�|�g  SSH �†�Ñ�G��

• Kerberos �­�Ÿ�×�Ü�¸�•  �©�«�¸�Ò���™8—�[�A�•�§�î�»�Ã�î�¸�•�†�Q#Ý�K�Z�
�¿�µ�º�á�î�¡  �Ü�¯�î�«
�_�P�M�•0[�Ó�†1�0É�K�r�M>&�¯�Ç�º�˜�™�”�b�/�•�ì�Â�î�ª�Ù�å�@�²0[>' ��

• HTTP 1.1 �§�î�Â1�0É�
�/�•�ì�
�Ó�µ�­�î�ª�Z�œ�ö�
 HTTP �¡�Û�–�”�å�º1�0É#Ý�_  Secure Socket 
Layer>&SSL>'�Â�î�ª�Ù�å  3.0 �@�§�Ï�î�º�I�€�
�ó
²�^  HTTP 3û�™�@�•+��_�^�~�r�M>&�¯�Ç�º�˜�™
�”�b�/�•�ì�Â�î�ª�Ù�å�@�²0[>' ��

• 8b�Œ1�1‘ IEEE 802.1X �>�|�g  MAB �­�Ÿ�×�Ü�¸�•4*�o���­�Ÿ�×�Ü�¸�•4*�o�@$Î#Õ�M�•�\�
�Ï�î�º
�b�¹�î�±  VLAN �T�E�@�©�Õ�µ�º�²�˜�å�I�€�r�M��

• �«�±�¸�•�µ�¡  �Í�«�º�[�b  IP �¯�î�«  �ž�î�»�b�§�Ï�î�º��

• RADIUS Change of Authorization>&CoA; 1�0É�b�š�f>' ��"I���b�­�µ�©�Ù�å�@1�0É�I�€�S�‹�[�
�Q
�b�“�ö�†�š�f�K�r�M�� AAA �[�Ø�î�¨�
�r�S�c�Ø�î�¨  �¢�Ý�î�É�b�Ï�Ü�©�î�_�š�f�@�6�•���œ�
'ö#.
*…�c AAA �§�î�Â�?�}�
 Cisco Secure ACS �^�]�b  RADIUS CoA �Ã�£�µ�º�†3æ�™�K�
�‚�K�8�Ï�Ü
�©�î�_4:#Ý�M�•�G�\�@�[�A�r�M��

• IEEE 802.1x �Ø�î�¨  �¹�•�«�º�Ü�Å�×�î�©�Ù�å���I�r�J�r�^  VLAN �_�ƒ�S�W�Z�Ø�î�¨�†�ß�î�»  �Â�Û
�å�©�å�¢�M�•�G�\�_�|�~�
 >&�Ø�î�¨  �¢�Ý�î�É�_�P�K�Z>'0
�X�b  VLAN �†�Q�W�S4Ä*(�[�
�¿�µ�º
�á�î�¡�b�«�£�î�Û�Å�Ü�¸�•�†�¥�V�I�O�•�G�\�@�[�A�r�M��1�0É�I�€�S�Ø�î�¨�c�
 RADIUS �§�î�Â
�_�|�~�m�~�\�Z�}�€�S�
�¢�Ý�î�É
Æ�[�q�v'5�8�Z�8�•  VLAN �_�m�~�\�Z�}�€�r�M��

• �Ð�Ý�³  �Í�«�º1�0É�†�Q�W�S�
5�0[�^  VLAN �b�§�Ï�î�º���G�€�_�|�~�
�Ï�î�º�@�Ð�Ý�³1�0É#Ý�_0¿
���I�€�
 AAA �§�î�Â�@�?4)�Y+��_�^�W�S���œ�[�v�
5�0[�^�Ü�¯�î�«�l�b�”�¡�­�«�@�[�A�•�|�:�_�

�G�b�Ï�î�º�@5�0[�^  VLAN �_4Ä*(�I�€�r�M��

• �•�«�±�Ð�–�¬�•+��^  Web 1�0É�µ+��I�ì���ß�î�•�Ý  Web 1�0É�[�
�Ø�î�¨��*O�b  login�
 success�

failure�
�>�|�g  expire Web �Ì�î�ª�b�8�B�@�[�A�•�|�:�_�^�~�r�M��

• �Ï�î�º  �Í�«�º  �Ô�î�»�†�š�f�K�
�œ�î�­�å�¸�•�£�î�±�b�«�–�µ�³  �Ï�î�º�_�† =�Ï�î�º0¿���†4:#Ý�M
�•�S�u�_  Network Edge Access Topology>&NEAT>'�†�§�Ï�î�º��

• VLAN-ID �Ë�î�«�b  MAC 1�0É���Ø�î�¨1�0É�b�S�u�_  VLAN �\  MAC �b�”�»�Þ�«�_���†)��œ�K�Z�

0Á�•�I�€�Z�8�^�8  VLAN �?�}�b�¿�µ�º�á�î�¡  �”�¡�­�«�†7<�F�K�r�M��

• MAC Move���Ô�Å�Ü�¸�•�b�–�¿�î�È�Ý�ì�†�D(Ù�M�•�G�\�^�C�
�Í�«�º>& IP 7Á0ð�b*ü�‹�[�K)F�I�€
�S�Í�«�º�†�µ�t>'�@� �L�«�–�µ�³
Æ�b�Ï�î�º6ë�†&ã�·�[�A�•�|�:�_�^�~�r�M�� MAC Move �[�c�

�v�:  1 �X�b�Ï�î�º�_� �L  MAC �”�»�Þ�«�@
Ì$Ï���K�S���œ�
�«�–�µ�³�c�G�€�†�r�W�S�C�‚�K�8  
MAC �”�»�Þ�«�\� �]�_�…�8�r�M��
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• Simple Network Management Protocol �Â�î�ª�Ù�å  3>&SNMPv3; (F�Æ�¿�µ�º�á�î�¡'ö#.�É�ß�º�¥�Ý  
�Â�î�ª�Ù�å  3>'�†�Q�W�S  3DES �>�|�g  AES �b�§�Ï�î�º���G�b�Ü�Ü�î�«�[�c�
 168 �Å�µ�º  Triple 
Data Encryption Standard>&3DES>'�\�
 SNMPv3 �l�b  128 �Å�µ�º�
 192 �Å�µ�º�
�>�|�g  256 �Å�µ
�º�b  Advanced Encryption Standard>&AES; 9×�Ø�/�•�ì0d�A>'�/�•�ì�”�Ý�¦�Ü�¬�Ò�_�P�M�•�§�Ï�î
�º�@3ã�•�I�€�r�M��

QoS �>�|�g  CoS �µ+�

• auto-QoS>&+¬�· QoS>'���º�Û�Ç�•�µ�¡�b�(8®�\���Š�Ÿ�×�î�b0¿���†+¬�·�ì�M�•�G�\�[�¤�Ñ�b  QoS 
�µ+��b�Ž6ä�†(F$��ì�K�r�M��

• �Ï�î�º�Ë�î�«�b�™8—�b+¬�·  Quality of Service>&QoS>' VoIP �Ñ�G�\  DSCP �>�|�g���Š�º�Û�Ç�•�µ�¡
�b�É�Û�–�œ�Ü�¸�•  �Ÿ�×�î�–�å�¢  

• �(8®

– IP Type of Service/Differentiated Services Code Point>&IP ToS/DSCP>'�>�|�g  IEEE 802.1p 
CoS �b�Ï�î�º�"�)�[�b�É�Û�–�œ�Ü�¸�•0¿�����Ñ�µ�©�Ù�å  �¡�Ü�¸�•�•�Ý�^�”�É�Ü�£�î�©�Ù�å�b
�Ã�Ç�›�î�Ð�å�«�†�–1¤�K�r�M��

– IP ToS/DSCP �>�|�g  IEEE 802.1p CoS>&�§�î�Å�«  �¡�Û�«>'�b�Ç�ß�î�Ë�î�«�b�Ã�£�µ�º�(8®
>&MAC�
 IP�
�>�|�g  TCP/UDP �Ê�µ�²�î�_�µ�r�€�•�_���_�ö�Y�C>'�_�|�•�Ð�î�Ÿ�å�¢���¿�µ�º
�á�î�¡  �š�µ�ª�[9×�ö+��^  QoS �µ+��†�f�j�K�
�¿�µ�º�á�î�¡  �º�Û�Ç�•�µ�¡�b�±�–�É�9�_�j�9�ì
�I�€�S�§�î�Å�«  �Þ�Ë�Ý�†�•+��_�M�•�\�\�v�_�
�¿�µ�º�á�î�¡�V�b�Ñ�µ�©�Ù�å  �¡�Ü�¸�•�•�Ý�^
�º�Û�Ç�•�µ�¡�_�É�Û�–�œ�Ü�¸�•�†0¿���K�r�M��

– QoS �»�Ó�–�å
Æ�>�|�g�9�b  QoS �»�Ó�–�å�\�b�C#ú�Ï�î�º�_�>�E�•�
 trusted>&�™8—�ö�b�6�•>'
�Ï�î�º  �«�¸�î�º>& CoS�
 DSCP�
�>�|�g  IP precedence>'��

– �™8—�C#ú�µ+���Cisco IP Phone �b�Ñ�~�†�è���K�
�w�™�K�S  CoS �Í�†�™8—�K�Z�
�Ï�î�º  �­�Ÿ�×
�Ü�¸�•�†&��–�K�r�M��

• �Ï�Ü�©�å�¢

– "I���b�º�Û�Ç�•�µ�¡  �Ç�ß�î�_�P�K�Z�]�b&ì�Ø�b�Ï�î�º�•�æ�œ�†�m�~�\�Z�•�?�†'ö#.�M�•�
�«
�–�µ�³  �Ï�î�º�V�b�º�Û�Ç�•�µ�¡  �Ï�Ü�©�å�¢  �Ï�Ü�©�î��

– 7u�™�º�b�Ï�Ü�©�î�Ð�µ�É�[0
�X�b�¡�Û�«�Ð�µ�É�†�8�B�M�•���œ�
�›�¡�Û�«�Ð�µ�É�†+¬3��b�Ï�î
�º�Þ�Ë�Ý>&'¨  2 �Þ�Ë�Ý>'�Ï�Ü�©�î�Ð�µ�É�\6õ4��Ü�E�•�G�\�@�[�A�r�M��'¨  2 �Þ�Ë�Ý�b�Ï�Ü�©�î
�Ð�µ�É�c�
�Q�€�R�€$��^�•�Ï�Ü�§�î�†�–�w�[�A�r�M��

– �º�Û�Ç�•�µ�¡  �Ç�ß�î�b�Ï�Ü�©�å�¢�†�r�\�u�Z/œ�:7Ÿ(Ù�Ï�Ü�©�å�¢��"I���b�”�É�Ü�£�î�©�Ù�å
�r�S�c�º�Û�Ç�•�µ�¡  �Ç�ß�î�†�6�}�?�L�u��*O�I�€�S"I���b�Þ�î�º�_�D7H�K�r�M��

• �Y4:�œ

– �•�æ�œ�b�Q#Ý�D7H�†2x4#�K�S�Ã�£�µ�º�b�Y4:�œ�Ð�î�¡�²�˜�å��

• 
°�Š�Ÿ�×�î�–�å�¢�>�|�g�«�£�ª�×�î�Ü�å�¢

– �Ø�î�¨  �º�Û�Ç�•�µ�¡#Ý�_0¿���•+��^  2 �X�b
°�Š�Ÿ�×�î>&�M�‰�b�Ÿ�×�î�†�É�Û�–�œ�Ü�¸�•  
�Ÿ�×�î�_�[�A�r�M>' ��

– 3}3u�G4J�Ó�•�½�¬�Ò�\�K�Z�b  Weighted Tail Drop>&WTD>'���Ÿ�×�î6×�†'ö#.�K�
�º�Û�Ç�•�µ�¡
�b�(8®�H�\�_$��^�•�ë� 
ƒ
›8p�)�†0¿���K�r�M��

– �©�™�–�É�»  �Û�˜�å�»�ß�Å�å>& SRR>'>8�Ã�£�µ�º�@�Ÿ�×�î�?�}�Ü�å�¢�l3æ���I�€�•�\�A�b�Þ�î�º
�†�ô���M�•�«�£�ª�×�î�Ü�å�¢  �§�î�Å�«>&
°�Š�Ÿ�×�î�[�§�Ï�î�º�I�€�•�O�M�b�Ô�î�»�c�©�™�”
�Ü�å�¢>'��

• ���Š�Ÿ�×�î�>�|�g�«�£�ª�×�î�Ü�å�¢
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– 1 �Ï�î�º�_  4 �X�b���Š�Ÿ�×�î��

– 3}3u�G4J�Ó�•�½�¬�Ò�\�K�Z�b  WTD���Ÿ�×�î6×�†'ö#.�K�
�º�Û�Ç�•�µ�¡�b�(8®�H�\�_$��^�•�ë
� 
ƒ
›8p�)�†0¿���K�r�M��

– �«�£�ª�×�î�Ü�å�¢  �§�î�Å�«�\�K�Z�b  SRR���Ÿ�×�î�?�}�Ã�£�µ�º�†���K�Z���Š�–�å�±�î�Ç�™�–
�«�_
°�€�•3ÿ�Ø�†�æ���K�r�M>&���Š�Ÿ�×�î�[�c�©�™�î�Æ�å�¢�>�|�g
¹�w�@�§�Ï�î�º�I�€�r�M>' ��
�©�™�î�Æ�å�¢�º���Š�Ÿ�×�î�c�
�Ï�î�º�•�æ�œ�b�m�~�\�Z�@�–0É�I�€�r�M�@�
�m�~�\�Z�}�€�S
�Ï�î�º�•�æ�œ�b�Q#Ý�_�D7H�I�€�Z�8�r�M��
¹�w�º���Š�Ÿ�×�î�c�
0¿���I�€�S�•�æ�œ�b�m�~�\�Z
�@�–0É�I�€�•�T�E�[�c�^�C�
�Ú�b�Ÿ�×�î�@'5�_�^�~�
�Q�b�m�~�\�Z�(�b�•�æ�œ�@�Q#Ý�I�€�^�8
���œ�
�–0É�I�€�S�m�~�\�Z�|�~�¨�C�Q#Ý�[�A�r�M��

�Þ�–�Ö 3 �µ+�

���_�
�Þ�–�Ö  3 �µ+��_�X�8�Z1��Â�K�r�M��

>&�@>' �G�G�_0°3U�M�•�µ+��c�
 IP �§�î�Å�«  �–�Ó�î�ª�T�E�[�Q#Ý�[�A�r�M��

• �Þ�–�Ö 3 �Ý�î�±�b
Õ6×�ö�†&��–�M�•�S�u�b  HSRP �Â�î�ª�Ù�å  1>&HSRPv1>'�>�|�g  HSRP �Â�î�ª�Ù
�å  2>&HSRPv2>'

• IP �Ý�î�¸�•�å�¢  �É�ß�º�¥�Ý�_�|�•�ß�î�»  �Â�Û�å�©�å�¢�\�«�£�î�Û�È�Ý�^�Ý�î�¸�µ�»  �Â�µ�¡�Î�î�å
�b�S(�

– RIP �Â�î�ª�Ù�å  1 �>�|�g  2

– OSPF 

– Enhanced Interior Gateway Routing Protocol>&EIGRPIP>' IPv6�� IPv6 �º�Û�å�«�Ï�î�º�†�<#Ý
�K�
 IPv6 �Æ�”�\3û�™�K�
 IPv6 �Ý�î�º�†�”�»�Â�±�–�¬�K�r�M��

– HSRP for IPv6

– Border Gateway Protocol>&BGP; �Î�î�²�î  �¤�î�º�˜�™�–  �É�ß�º�¥�Ý>'�Â�î�ª�Ù�å  4��

• OSPFv2 �b  NSF IETF �Ô�î�»>8 IPv4 �b  OSPFv2 �¢�Þ�î�«�Ç�Ý  �Ü�«�±�î�º�b�§�Ï�î�º

• OSPFv3 �b  NSF IETF �Ô�î�» >8IPv6 �b  OSPFv3 �¢�Þ�î�«�Ç�Ý  �Ü�«�±�î�º�b�§�Ï�î�º

• 2 �X�è�V�b  VLAN 6ë�b�ö
²�Þ�–�Ö  3 �Ý�î�¸�•�å�¢�P�Â�b  IP �Ý�î�¸�•�å�¢>& VLAN 6ë�Ý�î�¸�•�å
�¢>'�_�|�~�
�›  VLAN �@"‚+¬�b+¬�Š�¹�î�±�Ü�å�¡  �»�Ó�–�å�b�Ó�å�¸�¼�å�«�@�•+�

• �Ï�Ü�©�î�Ë�î�«  �Ý�î�¸�•�å�¢>& PBR>'���º�Û�Ç�•�µ�¡  �Ç�ß�î�_��*O�í�s�Ï�Ü�©�î�†0¿����

• �•�«�±�Ð�î  �š�µ�ª/æ*(
Æ�b  Multiple VPN Routing/Forwarding>&multi-VRF>'�–�å�«�±�å�«�_�|
�~�
�§�î�Å�«  �É�ß�Â�–�²�î�@0
�X�b  Virtual Private Networks>&VPN; �ì�•&¾0¿)Y>'�†�§�Ï�î�º�K�

VPN 6ë�[  IP �”�»�Þ�«�@5�0
�[�A�•�|�:�_�K�r�M��

• �Ç�›�î�Ý�Â�µ�¡  �È�Ü�µ�ª�å�¢�_�|�~�
 2 �X�è�V�b  VLAN 6ë�[8�  IP �º�Û�Ç�•�µ�¡�†3?3æ�[�A�r�M��

• �«�±�¸�•�µ�¡  IP �Ý�î�¸�•�å�¢�_�|�•�¿�µ�º�á�î�¡  �Ã�«�_���b�Ý�î�¸�•�å�¢  �¸�î�È�Ý�m�·�8�B

• '¼�o�¥�«�º  �Ý�î�¸�•�å�¢�_�|�•�ß�î�»  �Â�Û�å�©�å�¢�>�|�g
Õ6×�S�B

• Internet Control Message Protocol>&ICMP>'�>�|�g  ICMP Router Discovery Protocol>&IRDP>'>8
�Ý�î�±�b�”�»�Â�±�–�¬�>�|�g�Ý�î�±13�Ó�Ó�µ�­�î�ª�_�|�•%$�K�K)F�§�È�¿�µ�º�V�b�Ý�î�±�b�”�»�Þ
�«�è(ô
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'¨  1 'v       �+0[
�µ+�
• Protocol-Independent Multicast>&PIM>'�_�|�•�¿�µ�º�á�î�¡
Æ�Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�¸�•�å�¢���G
�€�_�|�~�
�¿�µ�º�á�î�¡
Æ�b�¹�Â�–�«�c0[�Ó�I�€�S�Ð�Ý�³�Ÿ�Õ�«�º  �Ç�•�î�»�b�w�™�@�•+��_�^�~�

�Ð�Ý�³�Ÿ�Õ�«�º�_�g�•�K�^�8�«�–�µ�³�b�É�Ý�î�½�å�¢�@�•+��_�^�~�r�M�� PIM Sparse Mode

>&PIM-SM; PIM sparse>&�«�Ã�î�«>'�Ô�î�»>' �
 PIM Dense Mode>&PIM-DM; PIM dense>&�¹�å�«>'
�Ô�î�»>' �
�>�|�g  PIM sparse-dense �Ô�î�»�b�§�Ï�î�º�@�µ�r�€�r�M��

• Multicast Source Discovery Protocol>&MSDP>'�_�|�~�
0
�X�b  PIM-SM �»�Ó�–�å�†�K)F�[�A�r�M��

• Distance Vector Multicast Routing Protocol>&DVMRP>'�º�å�¿�Ü�å�¢�_�|�~�
8��Ð�Ý�³�Ÿ�Õ�«�º  
�¿�µ�º�á�î�¡�†)�#ä�K�S  2 �X�b�Ð�Ý�³�Ÿ�Õ�«�º�P�Â�¿�µ�º�á�î�¡6ë�b�–�å�±�î�œ�Ì�Û�Å�Ü�¸�•�@��
#'�I�€�r�M��

• DHCP �Ü�Þ�î�_�|�•�
 IP �”�»�Þ�«0[�Ó�^�]  DHCP �¡�Û�–�”�å�º�?�}�b  UDP �È�ß�î�»�Ÿ�Õ�«�º�b
3?3æ

• IPv6 �b�Ü�Þ�î�
�¡�Û�–�”�å�º�
�§�î�Â  �”�»�Þ�«�m�~�\�Z�
�É�Þ�Ç�•�µ�¡�«�$�õ�_�P�Â�K�S  DHCP

• �‚�K�8�Â�Ý�¡  �Ü�î�«  �¡�š�Ü�î  �±�–�É>&RFC5460 �[��*O>'�†�§�Ï�î�º�M�•  DHCPv6 �Â�Ý�¡�Ü�î�«  
�¡�š�Ü�î  

• DHCPv6 �Ü�Þ�î  �š�î�ª�™�å�º�b3æ�™
–�”�»�Þ�«�†0¿���M�•  DHCPv6 �Ü�Þ�î3æ�™
–0¿���µ+�

• IPv6 �Ø�½�Ÿ�Õ�«�º  �Ý�î�¸�•�å�¢�µ+��_�|�~�
0¿���K�S�–�å�±�î�Ç�™�–�«�†3û�L�Z  IPv6 �º�Û�Ç�•�µ
�¡�†3?3æ�[�A�r�M��

• IPv6 Default Router Preference>&DRP; �¹�Ç�›�Ý�º  �Ý�î�±�b�6�‡0¿��>' ���Í�«�º�ö+��†�5�•�M�•�G
�\�[�
4:�)�^�Ý�î�±�†4E�¥�K�r�M��

• Nonstop Forwarding>&NSF; �À�å�«�º�µ�É  �Ç�›�á�î�¹�•�å�¢>'1�1‘�_�|�~�
�É�Û�–�Ð�Ü  �Ý�î�º  �É
�ß�­�µ�§>& RP>'�_7€���@$Î#Õ�K�S�S�u�_�Â�µ�¡�”�µ�É  RP �@�,�A)E�D���œ�x�
�p�•�b�^�8�¯�Ç�º
�˜�™�”  �”�µ�É�¢�Þ�î�»�b�S�u�_�É�Û�–�Ð�Ü  RP �@�m�·�[�Ü�ß�î�»�I�€�•���œ�_�
�Þ�–�Ö  3 �«�–�µ�³
�@ NSF �P�Â�b7„�K�Ý�î�±�?�}�Ã�£�µ�º3?3æ�†)E)F�[�A�•�|�:�_�K�r�M��

• Intermediate System-to-Intermediate System>&IS-IS>'�Ý�î�¸�•�å�¢�c�
 Connectionless Network 
Service>&CLNS>'�¿�µ�º�á�î�¡#Ý�_�²�–�¼�Ñ�µ�¡  �Ý�î�¸�•�å�¢  �É�ß�º�¥�Ý�†�§�Ï�î�º

• Virtual Router Redundancy Protocol>&VRRPv4; �ì�•�Ý�î�±
Õ6×�É�ß�º�¥�Ý>' �� LAN �V�b  VRRP 
�Ý�î�±�_�P�K�
 1 �Ž�r�S�c0
�X�Ž�b�ì�•�Ý�î�±�b�z�m�†�²�–�¼�Ñ�µ�¡�_�m�~�\�Z�
�Ð�Ý�³�”�¡�­�«  
�Ü�å�¡�V�_�6�•0
�X�Ž�b�Ý�î�±�@� �L�ì�•  IP �”�»�Þ�«�†�Q#Ý�[�A�•�|�:�_�K�r�M��

�Ô�½�±�µ+�

• EOT �>�|�g  IP SLA EOT �«�±�¸�•�µ�¡  �Ý�î�º�b�§�Ï�î�º���¦�S�_0¿���K�S�«�±�¸�•�µ�¡  �Ý�î�º�r
�S�c  DHCP �Ý�î�º�@�²�˜�å�K�S���œ�_"I���K�r�M��

• �¹�Â�–�«�>�|�g�©�«�¸�Ò'ö#.#Ý�b  Embedded Event Manager>&EEM>'���z�^�©�«�¸�Ò  �–�Ë�å�º�†�Ô
�½�±�K�
�Ï�Ü�©�î�_�‘�W�Z�·�8�K�r�M>& IP �§�î�Å�«  �–�Ó�î�ª�@�²0[>' ��

• MAC �”�»�Þ�«3û%±�º�Û�µ�É�>�|�g  RADIUS �”�•�˜�å�¸�•�å�¢���«�–�µ�³�@�Û*f�r�S�c�P7V�K�S  
MAC �”�»�Þ�«�†�–�Ñ�M�•�G�\�_�|�W�Z�
�¿�µ�º�á�î�¡�V�b�Ø�î�¨�†�º�Û�µ�Ÿ�å�¢�K�r�M��

• Switched Port Analyzer>&SPAN; �«�–�µ�³�»  �Ï�î�º  �”�¼�Û�–�¨>'�>�|�g  Remote SPAN>&RSPAN>'��
�õ�–�b�Ï�î�º�r�S�c  VLAN �_�X�8�Z�
�º�Û�Ç�•�µ�¡  �Ô�½�±�Ü�å�¢�@�•+��[�M��

• Intrusion Detection System>&IDS; �u
°�è%±�©�«�¸�Ò>'�_�>�E�•  SPAN �>�|�g  RSPAN �b�§�Ï�î�º��
�¿�µ�º�á�î�¡  �­�Ÿ�×�Ü�¸�•4*�o�†�Ô�½�±�
�Á3å�
�>�|�g�Þ�Ï�î�º�K�r�M��

• )��s3¸�s  RMON �š�î�ª�™�å�º�b  4 �X�b�¢�Ý�î�É>&�š�T�
)+0£�
�”�Û�î�Ò�
�>�|�g�–�Ë�å�º>'�†�Q
#Ý�K�Z�
�¿�µ�º�á�î�¡�†�Ô�½�±�K�
�º�Û�Ç�•�µ�¡0Ž�Ò�†/œ�:�G�\�@�[�A�r�M��

• Syslog �µ+���1�0É�r�S�c0Á�•�š�Û�î�
�Ü�¯�î�«�b�e8Ÿ�
�>�|�g�±�–�Ò�”�˜�º  �–�Ë�å�º�_6õ�M�•�©
�«�¸�Ò  �Ó�µ�­�î�ª�†0°6��K�r�M��
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'¨  1 'v       �+0[
�«�–�µ�³�6�‡0¿���‹�b�¹�Ç�›�Ý�º�Í
• �Þ�–�Ö  2 traceroute���Ã�£�µ�º�@3æ�™
–�¹�Â�–�«�?�}��
›�¹�Â�–�«�l3æ�}�€�•"@#.�Ã�«�†1‘�9�K�r
�M��

• Time Domain Reflector>&TDR>'�� 10/100 �>�|�g  10/100/1000 �b5¡)z�–�î�§�¿�µ�º  �Ï�î�º�[�£�î�È
�Ý�K)F�b�e8Ÿ�†0Ç�•�K�
0Ž�ô�K�r�M��

• SFP �Ô�ª�×�î�Ý0Ç�•'ö#.�–�å�±�î�Ç�™�–�«�� SFP �Ô�ª�×�î�Ý�b"@#.�r�S�c�·�8�«�¸�î�±�«�†�Ô�½�±
�K�r�M��

•  ��Ø�
7Á ;"g�Â�
�–�î�§�¿�µ�º  �Ï�î�º�b�«�¸�î�±�«�_6õ�M�•�”�Û�î�Ò�b��#.�µ+��@
��ƒ�W�Z�8�r
�M��

• �¥4Š�b�Ü�Þ�î  �©�«�¸�Ò�_�Q#Ý�[�A�•�”�Û�î�Ò  �Ü�Þ�î�K!l�@
��ƒ�W�Z�8�r�M��

• HSRP �_�P�M�•�Ñ�G�œ�È�ª�™�¡�º  �º�Û�µ�Ÿ�å�¢

• Digital Optical Monitoring>&DOM; �¹�ª�±�Ý  �œ�É�¸�•�•�Ý  �Ô�½�±�Ü�å�¢>'�� X2 SFP �Ô�ª�×�î�Ý�b
�«�¸�î�±�«�†&�1��K�r�M��

�«�–�µ�³�6�‡0¿���‹�b�¹�Ç�›�Ý�º�Í
�«�–�µ�³�c�É�Û�¢�”�å�»�É�Þ�–�·�8�_�P�Â�K�Z�8�•�S�u�
�²0[�^�b�c�«�–�µ�³�_�ö�•$×�^  IP �_���†�m
�~�\�Z�
�¿�µ�º�á�î�¡
Æ�b�Ú�b�¹�Â�–�«�_�K)F�M�•�G�\�T�E�[�M��"I���b�¿�µ�º�á�î�¡  �½�î�¬�@�6�•
���œ�_�c�
�–�å�±�î�Ç�™�–�«�[�w�b0¿���Í�x�©�«�¸�Ò
²�/�b0¿���Í�†�š�f�[�A�r�M��

>&�@>' �È�Û�˜�¨�Ë�î�«�b  Express Setup �É�ß�¢�Û�Ò�_�|�•  IP �”�»�Þ�«�b�m�~�\�Z�_�X�8�Z�c�
�«�±�î�º�”�µ
�É �ž�–�»�†�g!·�K�Z�C�T�I�8�� CLI �Ë�î�«�b0¿���É�ß�¢�Û�Ò�_�|�•  IP �”�»�Þ�«�b�m�~�\�Z�_�X�8�Z
�c�
�Á�î�»�˜�™�”  �–�å�«�º�Þ�î�©�Ù�å  �ž�–�»�†�g!·�K�Z�C�T�I�8��

�«�–�µ�³�†�r�W�S�C0¿���K�^�?�W�S���œ�
�«�–�µ�³�c���b�¹�Ç�›�Ý�º0¿���[�·�8�K�r�M��

• �¹�Ç�›�Ý�º  �«�–�µ�³  IP �”�»�Þ�«�
�§�È�¿�µ�º  �Ð�«�¡�
�¹�Ç�›�Ý�º  �¤�î�º�˜�™�–�c  0.0.0.0 �[�M��
0ò(ý�_�X�8�Z�c�
 '¨ 4 'v���«�–�µ�³�b  IP �”�»�Þ�«�>�|�g�¹�Ç�›�Ý�º  �¤�î�º�˜�™�–�b�m�~�\�Z�� �>
�|�g '¨ 26 'v�� DHCP �µ+��\  IP �¯�î�«  �ž�î�»�µ+��b0¿���� �†�g!·�K�Z�C�T�I�8��

• �»�Ó�–�å�¡�c�¹�Ç�›�Ý�º�[0¿���I�€�Z�8�r�O�‡��0ò(ý�_�X�8�Z�c�
 '¨ 4 'v���«�–�µ�³�b  IP �”�»�Þ
�«�>�|�g�¹�Ç�›�Ý�º  �¤�î�º�˜�™�–�b�m�~�\�Z�� �†�g!·�K�Z�C�T�I�8��

• DHCP �¡�Û�–�”�å�º�c�–�¿�î�È�Ý�
 DHCP �§�î�Â�c�–�¿�î�È�Ý�_0¿���I�€�Z�8�r�M>& DHCP �§�î
�Â�\�K�Z�·�8�M�•�¹�Â�–�«�@0¿���I�€�Z�8�Z�
�–�¿�î�È�Ý�b���œ�_�b�s>' �� DHCP �Ü�Þ�î  �š�î�ª�™
�å�º�c�–�¿�î�È�Ý�_0¿���I�€�Z�8�r�M>& DHCP �Ü�Þ�î  �š�î�ª�™�å�º�\�K�Z�·�8�M�•�¹�Â�–�«�@0¿
���I�€�Z�8�Z�
�–�¿�î�È�Ý�b���œ�_�b�s>' ��0ò(ý�_�X�8�Z�c�
 '¨ 4 'v���«�–�µ�³�b  IP �”�»�Þ�«�>�|
�g�¹�Ç�›�Ý�º  �¤�î�º�˜�™�–�b�m�~�\�Z�� �>�|�g '¨ 26 'v�� DHCP �µ+��\  IP �¯�î�«  �ž�î�»�µ+��b0¿
���� �†�g!·�K�Z�C�T�I�8��

• �«�–�µ�³  �¡�Û�«�±�c�¹�•�­�î�È�Ý�_0¿���I�€�Z�8�r�M���«�–�µ�³  �¡�Û�«�±�b0ò(ý�_�X�8�Z�c�

'¨ 6 'v���«�–�µ�³�b�¡�Û�«�±�ì�� �>�|�g  Cisco.com �?�}
°�m�[�A�•�� Getting Started with Cisco 
Network Assistant���†�g!·�K�Z�C�T�I�8��

• �Ã�«�á�î�»�c��*O�I�€�Z�8�r�O�‡��0ò(ý�_�X�8�Z�c�
 '¨ 7 'v���«�–�µ�³�b'ö#.�� �†�g!·�K�Z�C�T�I
�8��

• �©�«�¸�Ò�¡�\�É�ß�å�É�º�c  Switch �[�M��0ò(ý�_�X�8�Z�c�
 '¨ 7 'v���«�–�µ�³�b'ö#.�� �†�g!·�K�Z
�C�T�I�8��

• NTP �c�–�¿�î�È�Ý�_0¿���I�€�Z�8�r�M��0ò(ý�_�X�8�Z�c�
 '¨ 7 'v���«�–�µ�³�b'ö#.�� �†�g!·�K�Z
�C�T�I�8��
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'¨  1 'v       �+0[
�«�–�µ�³�6�‡0¿���‹�b�¹�Ç�›�Ý�º�Í
• DNS �c�–�¿�î�È�Ý�_0¿���I�€�Z�8�r�M��0ò(ý�_�X�8�Z�c�
 '¨ 7 'v���«�–�µ�³�b'ö#.�� �†�g!·�K�Z
�C�T�I�8��

• TACACS+ �c�¹�•�­�î�È�Ý�_0¿���I�€�Z�8�r�M��0ò(ý�_�X�8�Z�c�
 '¨ 11 'v���«�–�µ�³  �Ë�î�«1�0É
�b0¿���� �†�g!·�K�Z�C�T�I�8��

• RADIUS �c�¹�•�­�î�È�Ý�_0¿���I�€�Z�8�r�M��0ò(ý�_�X�8�Z�c�
 '¨ 11 'v���«�–�µ�³  �Ë�î�«1�0É�b
0¿���� �†�g!·�K�Z�C�T�I�8��

• �† =�b  HTTP �§�î�Â�>�|�g  SSL HTTPS �§�î�Â�c�g�‰�\�v�–�¿�î�È�Ý�_0¿���I�€�Z�8�r�M�� 0ò(ý�_
�X�8�Z�c�
 '¨ 11 'v���«�–�µ�³  �Ë�î�«1�0É�b0¿���� �†�g!·�K�Z�C�T�I�8��

• IEEE 802.1x �c�¹�•�­�î�È�Ý�_0¿���I�€�Z�8�r�M��0ò(ý�_�X�8�Z�c�
 '¨ 12 'v�� IEEE 802.1x �Ï�î
�º�Ë�î�«1�0É�b0¿���� �†�g!·�K�Z�C�T�I�8��

• �Ï�î�º  �Ã�Û�Ó�î�±

– �·�8�Ô�î�»�c�Þ�–�Ö  2>&�«�–�µ�³�Ï�î�º>'�[�M��0ò(ý�_�X�8�Z�c�
 '¨ 14 'v���–�å�±�î�Ç�™�–
�«"I�ö�b0¿����  �†�g!·�K�Z�C�T�I�8��

– �–�å�±�î�Ç�™�–�«3ÿ�Ø�>�|�g�¹�×�É�Þ�µ�¡�«  �Ô�î�»�@+¬�·�¿�¦�©�š�î�©�Ù�å�_0¿���I�€�Z�8
�r�M��0ò(ý�_�X�8�Z�c�
 '¨ 14 'v���–�å�±�î�Ç�™�–�«"I�ö�b0¿���� �†�g!·�K�Z�C�T�I�8��

– Auto MDIX �c�
�–�¿�î�È�Ý�[�M��0ò(ý�_�X�8�Z�c�
 '¨ 14 'v���–�å�±�î�Ç�™�–�«"I�ö�b0¿����
�†�g!·�K�Z�C�T�I�8��

– �Ç�ß�î�D�š�c�¹�•�­�î�È�Ý�_0¿���I�€�Z�8�r�M��0ò(ý�_�X�8�Z�c�
 '¨ 14 'v���–�å�±�î�Ç�™�–
�«"I�ö�b0¿���� �†�g!·�K�Z�C�T�I�8��

• VLAN

– �¹�Ç�›�Ý�º  VLAN �c  VLAN 1 �[�M��0ò(ý�_�X�8�Z�c�
 '¨ 16 'v�� VLAN �b0¿����  �†�g!·�K�Z
�C�T�I�8��

– VLAN �º�Û�å�Ÿ�å�¢0¿���c  dynamic auto>&DTP>'�[�M��0ò(ý�_�X�8�Z�c�
 '¨ 16 'v�� VLAN 
�b0¿���� �†�g!·�K�Z�C�T�I�8��

– �º�Û�å�¡  �•�É�­�Ý�ì�c�¿�¦�©�š�î�©�Ù�å�[�M��0ò(ý�_�X�8�Z�c�
 '¨ 16 'v�� VLAN �b0¿���� �†
�g!·�K�Z�C�T�I�8��

– VTP �Ô�î�»�c�§�î�Â�[�M��0ò(ý�_�X�8�Z�c�
 '¨ 17 'v�� VTP �b0¿���� �†�g!·�K�Z�C�T�I�8��

– VTP �Â�î�ª�Ù�å�c�Â�î�ª�Ù�å  1 �[�M��0ò(ý�_�X�8�Z�c�
 '¨ 17 'v�� VTP �b0¿���� �†�g!·�K�Z�C
�T�I�8��

– �É�Û�–�Ë�î�º  VLAN �c0¿���I�€�Z�8�r�O�‡��0ò(ý�_�X�8�Z�c�
 '¨ 19 'v���É�Û�–�Ë�î�º  
VLAN �b0¿���� �†�g!·�K�Z�C�T�I�8��

– 8b�Œ VLAN �c�¹�•�­�î�È�Ý�_0¿���I�€�Z�8�r�M��0ò(ý�_�X�8�Z�c�
 '¨ 18 'v��8b�Œ  VLAN �b
0¿���� �†�g!·�K�Z�C�T�I�8��

• IEEE 802.1Q �º�å�¿�Ü�å�¢�>�|�g�Þ�–�Ö  2 �É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢�c�¹�•�­�î�È�Ý�_0¿���I�€�Z
�8�r�M��0ò(ý�_�X�8�Z�c�
 '¨ 20 'v�� IEEE 802.1Q �º�å�¿�Ü�å�¢�>�|�g�Þ�–�Ö  2 �É�ß�º�¥�Ý  �º�å�¿
�Ü�å�¢�b0¿���� �†�g!·�K�Z�C�T�I�8��

• STP�
 PVST+ �c  VLAN 1 �[�–�¿�î�È�Ý�_0¿���I�€�Z�8�r�M��0ò(ý�_�X�8�Z�c�
 '¨ 21 'v�� STP �b
0¿���� �†�g!·�K�Z�C�T�I�8��

• MSTP �c�¹�•�­�î�È�Ý�_0¿���I�€�Z�8�r�M��0ò(ý�_�X�8�Z�c�
 '¨ 22 'v�� MSTP �b0¿���� �†�g!·�K
�Z�C�T�I�8��

• �œ�É�©�Ù�å�b�«�Ã�½�å�¢�¶�Ü�î�µ+��c�¹�•�­�î�È�Ý�_0¿���I�€�Z�8�r�M��0ò(ý�_�X�8�Z�c�
 '¨ 23 
'v���œ�É�©�Ù�å�b�«�Ã�½�å�¢�¶�Ü�î�µ+��b0¿���� �†�g!·�K�Z�C�T�I�8��

• Flex Link �c0¿���I�€�Z�8�r�O�‡��0ò(ý�_�X�8�Z�c�
 '¨ 25 'v�� Flex Link �>�|�g  MAC �”�»�Þ�«  
�¸�î�È�Ý&ã�·�f�‚�µ+��b0¿���� �†�g!·�K�Z�C�T�I�8��
1-16
Cisco IE 3000 �«�–�µ�³  �¯�Ç�º�˜�™�”  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �ž�–�»

OL-27302-01-J



 

'¨  1 'v       �+0[
�«�–�µ�³�6�‡0¿���‹�b�¹�Ç�›�Ý�º�Í
• DHCP �«�¾�î�Æ�å�¢�c�
�¹�•�­�î�È�Ý�[�M�� DHCP �«�¾�î�Æ�å�¢�_���œ�É�©�Ù�å�c�–�¿�î�È�Ý�_
0¿���I�€�Z�8�r�M��0ò(ý�_�X�8�Z�c�
 '¨ 26 'v�� DHCP �µ+��\  IP �¯�î�«  �ž�î�»�µ+��b0¿���� �†�g
!·�K�Z�C�T�I�8��

• IP 3æ�™
–�ž�î�»�c�¹�•�­�î�È�Ý�[�M��0ò(ý�_�X�8�Z�c�
 '¨ 26 'v�� DHCP �µ+��\  IP �¯�î�«  �ž�î�»
�µ+��b0¿���� �†�g!·�K�Z�C�T�I�8��

• DHCP �§�î�Â  �Ï�î�º�Ë�î�«�b�”�»�Þ�«�m�~�\�Z�c�¹�•�­�î�È�Ý�_�I�€�Z�8�r�M��0ò(ý�_�X�8�Z�c�

'¨ 26 'v�� DHCP �µ+��\  IP �¯�î�«  �ž�î�»�µ+��b0¿���� �†�g!·�K�Z�C�T�I�8��

• �M�m�Z�b VLAN �V�[�²�–�¼�Ñ�µ�¡  ARP �–�å�«�Ì�¡�©�Ù�å�@�¹�•�­�î�È�Ý�_�^�W�Z�8�r�M��0ò(ý�_
�X�8�Z�c�
 '¨ 27 'v���²�–�¼�Ñ�µ�¡  ARP �–�å�«�Ì�¡�©�Ù�å�b0¿���� �†�g!·�K�Z�C�T�I�8��

• IGMP �«�¾�î�Æ�å�¢�c�–�¿�î�È�Ý�[�M�� IGMP �b�Ç�•�Ý�±�c4:#Ý�I�€�Z�8�r�O�‡��0ò(ý�_�X�8�Z
�c�
 '¨ 28 'v�� IGMP �«�¾�î�Æ�å�¢�>�|�g  MVR �b0¿���� �†�g!·�K�Z�C�T�I�8��

• IGMP �«�ß�µ�º�Ü�å�¢0¿���c�Ä�°�I�€�r�M��0ò(ý�_�X�8�Z�c�
 '¨ 28 'v�� IGMP �«�¾�î�Æ�å�¢�>�|
�g  MVR �b0¿���� �†�g!·�K�Z�C�T�I�8��

• IGMP �«�¾�î�Æ�å�¢  �¡�š�Ü�”�µ+��c�¹�•�­�î�È�Ý�_0¿���I�€�Z�8�r�M��0ò(ý�_�X�8�Z�c�
 '¨ 28 'v
�� IGMP �«�¾�î�Æ�å�¢�>�|�g  MVR �b0¿���� �†�g!·�K�Z�C�T�I�8��

• MVR �c�¹�•�­�î�È�Ý�_0¿���I�€�Z�8�r�M��0ò(ý�_�X�8�Z�c�
 '¨ 28 'v�� IGMP �«�¾�î�Æ�å�¢�>�|
�g  MVR �b0¿���� �†�g!·�K�Z�C�T�I�8��

• �Ï�î�º�Ë�î�«  �º�Û�Ç�•�µ�¡

– �È�ß�î�»�Ÿ�Õ�«�º�
�Ð�Ý�³�Ÿ�Õ�«�º�
�>�|�g�Ø�½�Ÿ�Õ�«�º  �«�º�î�Ò�D�š�c�¹�•�­�î�È�Ý�_0¿
���I�€�Z�8�r�M��0ò(ý�_�X�8�Z�c�
 '¨ 29 'v���Ï�î�º�"�)�b�º�Û�Ç�•�µ�¡�D�š�b0¿���� �†�g!·
�K�Z�C�T�I�8��

– �–1¤�Ï�î�º�c��*O�I�€�Z�8�r�O�‡��0ò(ý�_�X�8�Z�c�
 '¨ 29 'v���Ï�î�º�"�)�b�º�Û�Ç�•�µ�¡�D
�š�b0¿���� �†�g!·�K�Z�C�T�I�8��

– �Ø�½�Ÿ�Õ�«�º�>�|�g�Ð�Ý�³�Ÿ�Õ�«�º  �º�Û�Ç�•�µ�¡  �Ç�Û�µ�¹�•�å�¢�c�È�ß�µ�¡�I�€�Z�8�r�O�‡��
0ò(ý�_�X�8�Z�c�
 '¨ 29 'v���Ï�î�º�"�)�b�º�Û�Ç�•�µ�¡�D�š�b0¿���� �†�g!·�K�Z�C�T�I�8��

– �­�Ÿ�×�”  �Ï�î�º�c0¿���I�€�Z�8�r�O�‡��0ò(ý�_�X�8�Z�c�
 '¨ 29 'v���Ï�î�º�"�)�b�º�Û�Ç�•�µ
�¡�D�š�b0¿���� �†�g!·�K�Z�C�T�I�8��

• CDP �c�–�¿�î�È�Ý�_0¿���I�€�Z�8�r�M��0ò(ý�_�X�8�Z�c�
 '¨ 32 'v�� CDP �b0¿���� �†�g!·�K�Z�C
�T�I�8��

• UDLD �c�¹�•�­�î�È�Ý�[�M��0ò(ý�_�X�8�Z�c�
 '¨ 33 'v�� UDLD �b0¿���� �†�g!·�K�Z�C�T�I�8��

• SPAN �>�|�g  RSPAN �c�¹�•�­�î�È�Ý�_0¿���I�€�Z�8�r�M��0ò(ý�_�X�8�Z�c�
 '¨ 30 'v�� SPAN �>
�|�g  RSPAN �b0¿���� �†�g!·�K�Z�C�T�I�8��

• RMON �c�¹�•�­�î�È�Ý�_0¿���I�€�Z�8�r�M��0ò(ý�_�X�8�Z�c�
 '¨ 34 'v�� RMON �b0¿���� �†�g!·
�K�Z�C�T�I�8��

• Syslog �Ó�µ�­�î�ª�c�–�¿�î�È�Ý�_0¿���I�€�
�¥�å�¯�î�Ý�V�_/²&g�I�€�r�M��0ò(ý�_�X�8�Z�c�

'¨ 35 'v���©�«�¸�Ò  �Ó�µ�­�î�ª  �ß� �å�¢�b0¿���� �†�g!·�K�Z�C�T�I�8��

• SNMP �c�–�¿�î�È�Ý�_0¿���I�€�Z�8�r�M>&�Â�î�ª�Ù�å  1>'��0ò(ý�_�X�8�Z�c�
 '¨ 36 'v�� SNMP �b
0¿���� �†�g!·�K�Z�C�T�I�8��

• ACL �c0¿���I�€�Z�8�r�O�‡��0ò(ý�_�X�8�Z�c�
 '¨ 38 'v�� ACL �_�|�•�¿�µ�º�á�î�¡  �­�Ÿ�×�Ü�¸�•
�b0¿���� �†�g!·�K�Z�C�T�I�8��

• QoS �c�¹�•�­�î�È�Ý�[�M��0ò(ý�_�X�8�Z�c�
 '¨ 39 'v�� QoS �b0¿���� �†�g!·�K�Z�C�T�I�8��

• EtherChannel �c0¿���I�€�Z�8�r�O�‡��0ò(ý�_�X�8�Z�c�
 '¨ 40 'v�� EtherChannel �>�|�g�Ü�å�¡�«
�¸�î�º  �º�Û�µ�Ÿ�å�¢�b0¿���� �†�g!·�K�Z�C�T�I�8��
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'¨  1 'v       �+0[
�¿�µ�º�á�î�¡�b�S�B�[
• IP �Ø�½�Ÿ�Õ�«�º  �Ý�î�¸�•�å�¢�c�¹�•�­�î�È�Ý�_0¿���I�€�Z�8�r�M��0ò(ý�_�X�8�Z�c�
 '¨ 41 'v�� IP 
�Ø�½�Ÿ�Õ�«�º  �Ý�î�¸�•�å�¢�b0¿���� �†�g!·�K�Z�C�T�I�8��

• IPv6 �Ø�½�Ÿ�Õ�«�º  �Ý�î�¸�•�å�¢�c�¹�•�­�î�È�Ý�_0¿���I�€�Z�8�r�M��0ò(ý�_�X�8�Z�c�
 '¨ 42 'v
�� IPv6 �Ø�½�Ÿ�Õ�«�º  �Ý�î�¸�•�å�¢�b0¿���� �†�g!·�K�Z�C�T�I�8��

• HSRP �¢�Ý�î�É�c0¿���I�€�Z�8�r�O�‡��0ò(ý�_�X�8�Z�c�
 '¨ 46 'v�� HSRP �>�|�g  VRRP �b0¿����
�†�g!·�K�Z�C�T�I�8��

• IP �Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�¸�•�å�¢�c�M�m�Z�b�–�å�±�î�Ç�™�–�«�[�¹�•�­�î�È�Ý�_0¿���I�€�Z�8�r�M��
0ò(ý�_�X�8�Z�c�
 '¨ 50 'v�� IP �Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�¸�•�å�¢�b0¿���� �†�g!·�K�Z�C�T�I�8��

• MSDP �c�¹�•�­�î�È�Ý�_0¿���I�€�Z�8�r�M��0ò(ý�_�X�8�Z�c�
 '¨ 51 'v�� MSDP �b0¿���� �†�g!·�K
�Z�C�T�I�8��

• �Ç�›�î�Ý�Â�µ�¡  �È�Ü�µ�ª�å�¢�c0¿���I�€�Z�8�r�O�‡��0ò(ý�_�X�8�Z�c�
 '¨ 52 'v���Ç�›�î�Ý�Â�µ�¡  
�È�Ü�µ�ª�å�¢�b0¿���� �†�g!·�K�Z�C�T�I�8��

�¿�µ�º�á�î�¡�b�S�B�[
�G�G�[�c�
�¿�µ�º�á�î�¡�S�B�b�+0[�_�X�8�Z1��Â�K�r�M���«�–�µ�³�†�Q#Ý�K�Z�S#Ý�¿�µ�º�á�î�¡  �­�¢
�Ó�å�º�†�8�B�K�Z�Ç�“�«�º  �–�î�§�¿�µ�º�>�|�g� �ž�Å�µ�º  �–�î�§�¿�µ�º�K)F�[�­�¢�Ó�å�º�†%&�«�K)F
�M�•�[�v&g�K�r�M��

• ���«�–�µ�³�†�Q#Ý�M�•���œ�b0¿0£�+�Õ�� >&P.1-18>'

• �� Ethernet-to-the-Factory �”�î�Ÿ�¸�¡�³�Õ�� >&P.1-20>'

�«�–�µ�³�†�Q#Ý�M�•���œ�b0¿0£�+�Õ

�¿�µ�º�á�î�¡�•�æ�œ�†�u�D�W�Z�¿�µ�º�á�î�¡  �Ø�î�¨�@'‡�œ�M�•�\�
�¹�î�±�b3æ�w�™�_0[�M�•�ì6ë�@6×
�C�^�~�r�M���¿�µ�º�á�î�¡�†0¿0£�M�•�ì!l�[�
�¿�µ�º�á�î�¡  �Ø�î�¨�@�²0[�\�M�•�•�æ�œ�†*ƒ�Ö�M�•�\
�\�v�_�
�Ø�î�¨�@�Q#Ý�M�•�›'��¿�µ�º�á�î�¡  �”�É�Ü�£�î�©�Ù�å�b%&�P$×�^
ƒ
›8p�)�_�X�8�Z�è0¦�M�•
�²0[�@�6�~�r�M��
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'¨  1 'v       �+0[
�¿�µ�º�á�î�¡�b�S�B�[
/² 1-1 �_�
�¿�µ�º�á�î�¡  �Ã�Ç�›�î�Ð�å�«�@�*�W�M�•�N�I�†1��Â�M�•�\�\�v�_�
�¿�µ�º�á�î�¡  �Ø�î�¨�@
�Q#Ý�[�A�•�•�æ�œ�†�Q�•�I�O�•�S�u�b�
�¿�µ�º�á�î�¡�b0¿0£�‰�2�†&g�K�r�M��

�¿�µ�º�á�î�¡0¿0£�[�c�
�•�æ�œ�@�O�M�b*ƒ�Ö�¦8o�\�8�:�ƒ�E�[�c�6�~�r�O�‡���¿�µ�º�á�î�¡  �º�Û
�Ç�•�µ�¡�b�É�ß�Ç�“�–�Ý�@$Î�Ž�M�•�_�K�S�@�W�Z�
8b�Œ�\�¹�î�±�b)+�œ�
�Ð�Ý�³�Ó�¹�•�”�b)+�œ�
�”�É
�Ü�£�î�©�Ù�å�b�É�Û�–�œ�Ü�¸�•��#.�
�>�|�g�­�Ÿ�×�Ü�¸�•�_�P�Â�M�•�”�É�Ü�£�î�©�Ù�å�†�§�Ï�î�º�[�A
�•�|�:�^�¿�µ�º�á�î�¡  �§�î�Å�«�b�f�j�†�è0¦�K�Z�C�T�I�8�� /² 1-2 �[�
�¿�µ�º�á�î�¡�_�P�M�•7Â0[�_
�X�8�Z1��Â�K�
�Q�b7Â0[�† 6�S�M�‰�2�†&g�K�r�M��

/² 1-1 �¿�µ�º�á�î�¡  �Ã�Ç�›�î�Ð�å�«�b�¥�V

�¿�µ�º�á�î�¡�_�P�M�•7Â0[ �N�á�M�•0¿0£�‰�'

1 �X�b�¿�µ�º�á�î�¡  �­�¢�Ó�å�º�_�¨
�C�b�Ø�î�¨�@7Ÿ�p�K�M�B�
�–�å�±�î
�¿�µ�º�l�”�¡�­�«�M�•�Ø�î�¨�@�Q�•
�K�Z�8�•

• �•�æ�œ�†
¹�w�M�•�Ø�î�¨�X�@�a�^�C�^�•�|�:�_�
�|�~�`�I�8�¿�µ�º�á�î�¡  �­�¢
�Ó�å�º�†�8�B�K�r�M���I�}�_  VLAN �>�|�g  IP �§�È�¿�µ�º�†�Q#Ý�K�Z�
�¿�µ�º
�á�î�¡  �Ü�¯�î�«�_8–)¾�_�”�¡�­�«�M�•�Ø�î�¨�\� �L1=#.�¿�µ�º�á�î�¡�V�_�
�Q
�b�Ü�¯�î�«�†4Ä*(�K�r�M��

• �«�–�µ�³�\�K)F
›�á�î�¡�«�¸�î�©�Ù�å�\�b6ë�[�

²�§5�3û�™�†�Q#Ý�K�r�M��

• �‚�K�8  PC�
�á�î�¡�«�¸�î�©�Ù
�å�
�>�|�g�§�î�Â�b�Ã�á�î�b�Q
�±

• �¿�µ�º�á�î�¡  �”�É�Ü�£�î�©�Ù�å
>&�±��5��b�ç�Ü�Ç�“�–�Ý�Ü�A7Á�Ê
�Ó�î�Ý�^�]>'�>�|�g�•�æ�œ�†�¨
#Ý�M�•�”�É�Ü�£�î�©�Ù�å>&�Ð�Ý
�³�Ó�¹�•�”�^�]>'�_�|�•�•�æ�œ
7Â0[�b�Q�±

• �¿�µ�º�á�î�¡  �Ø�î�¨�@'¼�K�C�”�¡�­�«�M�•�²0[�@�6�•�§�î�Â�
�Ý�î�±�^�]�b�¢
�ß�î�Â�Ý  �Ü�¯�î�«�†9×3ÿ�«�–�µ�³  �Ï�î�º�_%$�K�K)F�K�
�›�Ø�î�¨�_�S#Ý�b9×3ÿ
�­�¢�Ó�å�º�†�Z�<�r�M��

• �«�–�µ�³�\�K)F
›�§�î�Â�>�|�g�Ý�î�±6ë�[  EtherChannel �µ+��†�Q#Ý�K�r�M��

/² 1-2 �¿�µ�º�á�î�¡  �§�î�Å�«�b�f�j

�¿�µ�º�á�î�¡�_�P�M�•7Â0[ �N�á�M�•0¿0£�‰�'

�Ð�Ý�³�Ó�¹�•�”  �”�É�Ü�£�î�©�Ù�å�_
�>�E�•�•�æ�œ�b� "á$×�^�<#Ý�>�|�g
�Ñ�µ�©�Ù�å  �¡�Ü�¸�•�•�Ý�^�”�É�Ü
�£�î�©�Ù�å�_�P�M�•�•�æ�œ�–0É

• IGMP �«�¾�î�Æ�å�¢�†�<#Ý�K�Z�
�Ð�Ý�³�Ó�¹�•�”�>�|�g�Ð�Ý�³�Ÿ�Õ�«�º  �º�Û
�Ç�•�µ�¡�†� "á$×�_3?3æ�K�r�M��

• �Ã�£�µ�º�(8®�
�Ð�î�Ÿ�å�¢�
�«�£�ª�×�î�Ü�å�¢�
3}3u�G4J�^�]�
�Ú�b  QoS �Ó�•
�½�¬�Ò�†�Q#Ý�K�
4:�)�^�É�Û�–�œ�Ü�¸�•  �Þ�Ë�Ý�†�æ���K�Z�º�Û�Ç�•�µ�¡�†�(8®
�K�
�q�±7H�b��3>�ö�†�“�^�@�}�
�Ñ�µ�©�Ù�å  �¡�Ü�¸�•�•�Ý�^�Ø�½�Ÿ�Õ�«�º�
�Ð
�Ý�³�Ÿ�Õ�«�º�
�>�|�g�Ð�Ý�³�Ó�¹�•�”  �”�É�Ü�£�î�©�Ù�å�†�§�Ï�î�º�[�A�•�|�:
�_�K�r�M��

• MVR �†�Q#Ý�K�Z�
�Ð�Ý�³�Ÿ�Õ�«�º  VLAN �V�[�Ð�Ý�³�Ÿ�Õ�«�º  �«�º�Ü�î�Ò�†)E
)F$×�_3æ�™�K�
�^�>�?�X�•�æ�œ�>�|�g�­�Ÿ�×�Ü�¸�•�V�b#.#ä�?�}�
�Q�€�}�b�«�º
�Ü�î�Ò�†�•
°*…  VLAN �?�}�(7³�K�r�M��
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'¨  1 'v       �+0[
�¿�µ�º�á�î�¡�b�S�B�[
Ethernet-to-the-Factory �”�î�Ÿ�¸�¡�³�Õ

�G�G�[�c�
 Ethernet-to-the-Factory>&EttF>'�”�î�Ÿ�¸�¡�³�Õ�_�X�8�Z�+1��K�r�M�� EttF �c�
�œ�î�º�Ó�î
�©�Ù�å  �©�«�¸�Ò�x�D�š�©�«�¸�Ò
Æ�b/æ*(�x�”�É�Ü�£�î�©�Ù�å�_�¿�µ�º�á�î�¡  �§�î�Å�«�\�­�Ÿ�×�Ü�¸�•  
�§�î�Å�«�†�f�j�K�r�M���Q�K�Z�
�Q�€�}�†�|�~�±0d�•�^�û���¿�µ�º�á�î�¡�_)+�œ�K�r�M��

EttF �”�î�Ÿ�¸�¡�³�Õ�c�I�r�J�r�^�±�–�É�b0�4�#”�C�_�Â#Ý�[�A�r�M�@�
#Ø���±�–�É�
0�4��±�–�É�
�>
�|�g#Õ#Ø�‹0¿�b0d�•�_�œ�ƒ�O�Z1*�Z�M�•�²0[�@�6�~�r�M���r�S�
�`0d�•�¿�µ�º�á�î�¡>&/æ*(�@  50 �Ž�•
 6>'�?�}�p0d�•�¿�µ�º�á�î�¡>&/æ*(�@  200 �Ž�• 6>'�>�|�g�±0d�•�¿�µ�º�á�î�¡>&/æ*(�@�q�±  1000 �Ž�>
�|�g�Q�€�è�V>'�r�[�
�I�r�J�r�^0d�•�[�b4Ä*(�@�•+��[�M��

EttF �”�î�Ÿ�¸�¡�³�Õ�_�c �°�î�å �\�ç�d�€�•�+�Õ�S4��@�µ�r�€�Z�8�r�M���°�î�å�\�c�
�q�V�)�\�^�•�û
���Þ�Ë�Ý�b�«�–�µ�³�>�|�g�É�ß�­�«�?�}�
�|�~0ò(ý�^�É�ß�­�«�†�D�š�M�•�q�`�b/æ*(�
�6�•�8�c�d���b
�Ç�ß�”�_�6�•/æ*(�_+³�•�r�[�b�I�r�J�r�^�µ+��†�
�(�M�•�v�b�[�M�� �W 1-1 �†�g!·�K�Z�C�T�I�8��

EttF �”�î�Ÿ�¸�¡�³�Õ�b0ò(ý�_�X�8�Z�c�
���b  URL �†�g!·�K�Z�C�T�I�8��

http://www.cisco.com/web/strategy/manufacturing/ettf_overview.html

�û���°�î�å

�û���°�î�å �c�
�M
–'ö#.�I�€�Z�8�•  IT �©�«�¸�Ò�\�µ+��[�S�B�I�€�r�M���û���Ü�¯�î�«'ö#.�§�î�Å�«�

�û��6ë>& B2B>'�§�î�Å�«�
�û�� / 8³��6ë>& B2C>'�§�î�Å�«�^�]�b�û���¿�µ�º�á�î�¡  �§�î�Å�«�l�b�w)z�>
�|�g�á�–�Ö�Þ�«  �”�¡�­�«�@�•+��[�M���§�–�º  �Å�ª�¿�«  �É�Û�å�½�å�¢�x�ß�ª�«�¸�•�¡�«�^�]�b�ö�•$×�^
�Å�ª�¿�«'ö#.�8���c�G�G�[��/œ�I�€�
�† =�b  IT �§�î�Å�«�_�k�Ñ�K�r�M���¤�«�º  �”�¡�­�«  �©�«�¸�Ò�c�¨
�C�b���œ�G�G�_*(�?�€�r�M�@�
�û���Þ�Ë�Ý�[�c��#'�K�_�C�8��3>�ö�†�“�•�S�u�_�
�|�~�W�)�Þ�Ë�Ý�b�Ç
�Þ�î�Ò�á�î�¡�_*(�?�€�•�G�\�v#��K�C�6�~�r�O�‡��

�–�ì�œ�å �b�Ñ�µ�©�Ù�å  �¡�Ü�¸�•�•�Ý
�^�”�É�Ü�£�î�©�Ù�å�†��#'�M�•�S�u
�b�
�¿�µ�º�á�î�¡�b
Õ6×�ö�>�|�g�”
�Ë�–�Û�Å�Ü�¸�•�_�P�M�•�±�A�^7Â0[

• HSRP �†�Q#Ý�K�Z�
�¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�\�Ý�î�±�b
Õ6×�S�B�†&�'g�K�r
�M��

• VLAN �º�Û�å�¡�
�>�|�g  BackboneFast �†�Q#Ý�K�Z�
�”�µ�É�Ü�å�¡  �Ï�î�º�V�[
�º�Û�Ç�•�µ�¡�b�ß�î�»  �Â�Û�å�©�å�¢�†��/œ�K�
 VLAN �º�Û�Ç�•�µ�¡�b3?3æ�ì�_
�Ï�î�º  �¥�«�º�@�*�8�”�µ�É�Ü�å�¡  �Ï�î�º�@4E�¥�I�€�•�|�:�_�K�r�M��

IP �¸�Þ�Ç�›�½�î�_�P�M�•�‚�K�87Â0[ • QoS �†�Q#Ý�K�Z�
3}3u�b$Î#Õ�ì�_  IP �¸�Þ�Ç�›�½�î�^�]�b�”�É�Ü�£�î�©�Ù�å�†
ƒ

›8p�)�Ü�E�K�
�¿�µ�º�á�î�¡
Æ�[$Î#Õ�M�•4����>�|�g�ª�µ�±�†�D�š�[�A�•�|�:�_
�K�r�M��

• 1 �Ï�î�º�6�S�~�a�^�C�\�v  2 �X�b�Ÿ�×�î�†�§�Ï�î�º�M�•�«�–�µ�³�†�Q#Ý�K�Z�
8b
�Œ�>�|�g�¹�î�±  �º�Û�Ç�•�µ�¡�b�É�Û�–�œ�Ü�¸�•�†  IEEE 802.1p/Q �_�ö�Y�C�Á�–  
�É�Û�–�œ�Ü�¸�•�r�S�c�ß�î  �É�Û�–�œ�Ü�¸�•�b�8�N�€�?�_0¿���K�r�M���«�–�µ�³
�c�
 1 �Ï�î�º�6�S�~�a�^�C�\�v  4 �X�b�Ÿ�×�î�†�§�Ï�î�º�K�r�M��

• Voice VLAN ID>&VVID >'�†�Q#Ý�K�Z�
8b�Œ�º�Û�Ç�•�µ�¡�_�9�¶�b  VLAN �†#Ý
�–�K�r�M��

/² 1-2 �¿�µ�º�á�î�¡  �§�î�Å�«�b�f�j  >&)F�A>'

�¿�µ�º�á�î�¡�_�P�M�•7Â0[ �N�á�M�•0¿0£�‰�'
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'¨  1 'v       �+0[
�¿�µ�º�á�î�¡�b�S�B�[
8��J/æ�°�î�å

8��J/æ�°�î�å >&DMZ>'�c�
�û���°�î�å�\0�4��°�î�å�b6ë�[�¹�î�±�x�§�î�Å�«�†
¹�w�M�•�S�u�b�Â�µ
�Ç�“�†�f�j�K�r�M�� DMZ �[�c�
�•#Ý�ö�b)T�â�
�­�Ÿ�×�Ü�¸�•�V�b+$�E�ö�l�b�P���
�>�|�g4:�œ1����b
*O�»�b4B�ò�†/œ�8�r�M�� DMZ �c�
�S�\�<�d  IT 4Š6Û�\#Õ#Ø4Š6Û�†�(�E�•�^�]�
)�)Ê$×�^'ö#.�
�(�†�f
�j�K�r�M��)�)Ê�H�\�_$��^�•�Ï�Ü�©�î�b4:#Ý�x)��s3¸�s�@�•+��[�M���S�\�<�d�
0�4�4Š6Û�[�c�
 IT 4Š
6Û�\$��^�•�­�Ÿ�×�Ü�¸�•  �Ï�Ü�©�î�†0�4��°�î�å�_4:#Ý�[�A�r�M��

0�4��°�î�å

0�4��°�î�å �c�
�­�Ý  �¿�µ�º�á�î�¡�\�§�–�º�Þ�Ë�Ý�b�”�¡�¸�•�Å�¸�•�[�S�B�I�€�r�M���d���b�œ�Ì�Þ�î
�©�Ù�å�†�Ô�½�±�M�•�©�«�¸�Ò�
/æ*(�
�¥�å�º�ß�î�Û�c�M�m�Z�G�b�°�î�å�_*(�?�€�r�M��#Õ#Ø�‹0¿
Æ�b  1 
�X�b�µ+��š�Ü�”�†/²�M�b�@�
�­�Ý  �°�î�å�[�M��

�­�Ý  �°�î�å�c�
�œ�î�º�Ó�î�©�Ù�å  �É�ß�­�«�b�µ+�8��†�Ü�”�Ý�±�–�Ò�[�D�š�M�•/æ*(�x�¥�å�º�ß�î�Û�^
�]�[�S�B�I�€�r�M���G�€�}�c�M�m�Z�«�8�_�Ü�”�Ý�±�–�Ò3û�™�†/œ�8�r�M���G�b�°�î�å�c�
�d���x�û���_
�>�E�•�Ú�b�Þ�Ë�Ý�b�œ�Ì�Þ�î�©�Ù�å�?�}�Â&��_�(7³�K�
�–1¤�M�•�²0[�@�6�~�r�M��

�W 1-1 �_�
 EttF �”�î�Ÿ�¸�¡�³�Õ�†&g�K�r�M��
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�¿�µ�º�á�î�¡�b�S�B�[
�W 1-1 Ethernet-to-the-Factory �”�î�Ÿ�¸�¡�³�Õ

LAN

�H���o�̂
���o�C�o
��� !́ª

GE �]�f�"

�(�o�C

%¤!�
�7�o�̂

�(�o�C

Catalyst
3750 �,���6�4

Catalyst
3750 �,���6�4
�,�2�6�"

Catalyst
4500 �,���6�4

20
4

3
2

2


¡�:�1�o�f 9ÔEN9Õ

-~1g�1�o�f

CS MARS ���J�\�����f�,

�.�̂ �.�̂ �.�̂
1-22
Cisco IE 3000 �«�–�µ�³  �¯�Ç�º�˜�™�”  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �ž�–�»

OL-27302-01-J



 

'¨  1 'v       �+0[
�¿�µ�º�á�î�¡�b�S�B�[
�º�Ï�ß�ª�b�œ�É�©�Ù�å  

�º�Ï�ß�ª�b0¿0£�[�c�r�N�
/æ*(�†�¿�µ�º�á�î�¡�_�K)F�M�•�‰�2�†�è0¦�K�r�M���­�Ý  �¿�µ�º�á�î�¡�[�c�

#Õ#Ø�Ç�ß�”�b"@#.$×�^�D(Ù�_�Â�L�S"@#.�º�Ï�ß�ª�v�²0[�[�M���G�G�[�c�
�º�Ï�ß�ª�b0¿0£�_6õ�M�•�@�–
�¦8o�†&g�K�
�º�Û�å�¡�ë� �º�Ï�ß�ª�
�Ü�å�¢  �º�Ï�ß�ª�
�>�|�g
Õ6×�S�B�b�«�±�î  �º�Ï�ß�ª�_�X�8�Z1�
�Â�K�r�M��

• "@#.�Þ�–�”�˜�º>8�º�Ï�ß�ª�b0¿0£�c�
#Õ#Ø#”�C�b�Þ�–�”�˜�º�_�e�‘�I�€�r�M���S�\�<�d�
6×�8�¥�å
�Ë�”�Ë�Ý�º  �©�«�¸�Ò�_�c�º�Û�å�¡�ë� �º�Ï�ß�ª�x�Ü�å�¢  �º�Ï�ß�ª�@4:�K�Z�8�r�M�@�

Õ6×�S�B�b
�«�±�î  �º�Ï�ß�ª�c4:�K�Z�8�r�O�‡��

• �Ü�”�Ý�±�–�Ò3û�™>84����x�ª�µ�±�b�z�^$Î#Õ�N�I�c�
�º�Û�Ç�•�µ�¡�b5��x�
�Ã�£�µ�º�@��
›�_�?4)
�M�•�r�[�_�²0[�\�M�•�Í�µ�É�b�X�[�M���Þ�–�Ö  2 �¿�µ�º�á�î�¡
Æ�b�º�Û�Ç�•�µ�¡�b5��c�I�r�J�r
�^0[�I�_�e�‘�I�€�r�M�@�
/æ*(�b�X�@5�0[�\�^�~�r�M���Ü�”�Ý�±�–�Ò3û�™�_�X�8�Z�c�
���b�@�–�¦
8o�_�‘�W�Z�C�T�I�8��

– �Þ�–�Ö  2 �Í�µ�É�H�\�_#Õ�L�•4����b5��†*ƒ�Ö�K�Z�C�T�I�8���S�\�<�d�
 100 Mb �b�–�å�±�î
�Ç�™�–�«�†�Q#Ý�K�S���œ�c�
 1 � �ž�Å�µ�º�b�–�å�±�î�Ç�™�–�«�†�Q#Ý�K�S���œ�_�š�m�Z4����@
�±�A�C�^�~�r�M��

– �]�b�«�–�µ�³�[�v�–�_�
�•�æ�œ�@�–�å�±�î�Ç�™�–�«  �Ÿ�Õ�Ã�©�¸�•�b  50% �†)E)F$×�_2x�<�•�G
�\�@�^�8�|�:�_�K�Z�C�T�I�8��

– CPU �b�Q#Ý"á�c�
 50 >|  70% �†)E)F$×�_2x�<�•�G�\�@�^�8�|�:�_�K�Z�C�T�I�8���G�b�Þ�Ë�Ý�†
2x�<�•�\�
�«�–�µ�³�@�D�š�Ã�£�µ�º�†�G�K�C��#.�[�A�^�8�•+��ö�x�
$��–�^�·�8�†�M�•�•+��ö
�@�6�~�r�M��

�K)F�_6õ�M�•�z�^*ƒ�Ö�¦8o�c���b�\�>�~�[�M��

• /æ*(�c�
�"�M�b�¿�µ�º�á�î�¡�K)F�r�S�c  IP �P�Â�b  I/O �È�ß�µ�¡�x�Ü�å�¡/æ*(>&�–�î�§�¿�µ�º�@�§
�Ï�î�º�I�€�Z�8�^�8���œ>'�†3û�L�Z�«�–�µ�³�_�K)F�I�€�r�M���±���b/æ*(�_�c�Ç�™�î�Ý�œ�î�Â�î�µ
+��@�^�8�?�
�6�W�Z�v�µ+��@�D7H�I�€�Z�8�•�S�u�

Õ6×�S�B�b�¿�µ�º�á�î�¡�K)F�†� �Ý$×�_�<#Ý�[
�A�r�O�‡��

• 
Õ6×�S�B�b�K)F�c�
�ö�¿�–�å�Ç�Û�«�º�Û�¡�³�Õ�_0ñ�\�M�•�É�ß�­�«6õ4��b#Ø���^�]�
"I���b#Ø���x
�”�É�Ü�£�î�©�Ù�å�[�<#Ý�I�€�r�M��

�­�Ý  �¿�µ�º�á�î�¡>8�º�Û�å�¡�ë� �º�Ï�ß�ª

�º�Û�å�¡�ë�  �º�Ï�ß�ª>& �•�«�£�î�»  �º�Ï�ß�ª�\�v�ç�d�€�•>'�[�c�
�«�–�µ�³�@�«�8�_�K)F�I�€�
�«
�–�µ�³  �³�™�î�å�@�g�B�I�€�r�M�� �W 1-2 �†�g!·�K�Z�C�T�I�8��

• �Þ�–�Ö  3 �«�–�µ�³�\�q�6�b�Þ�–�Ö  2 �«�–�µ�³6ë�b�K)F�c�œ�î�Â�î�§�È�«�¡�Ü�É�©�Ù�å�b�s8j�†�w�E
�x�M�C�
�G�€�@$Î#Õ�M�•�\�¿�µ�º�á�î�¡  �Ã�Ç�›�î�Ð�å�«�@�*�W�M�•�•+��ö�@�6�~�r�M��

• �K)F�†�»�_�P�M�•
Õ6×�S�B�c�6�~�r�O�‡��
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'¨  1 'v       �+0[
�¿�µ�º�á�î�¡�b�S�B�[
�W 1-2 �­�Ý  �¿�µ�º�á�î�¡>8�º�Û�å�¡�ë� �º�Ï�ß�ª

�­�Ý  �¿�µ�º�á�î�¡>8�Ü�å�¢  �º�Ï�ß�ª

�Ü�å�¢  �º�Ï�ß�ª�c�º�Û�å�¡�ë� �º�Ï�ß�ª�\���Z�8�r�M�@�
�³�™�î�å�b�q�‹�b�«�–�µ�³�@�Þ�–�Ö  3 �«
�–�µ�³�_�K)F�I�€�
�¿�µ�º�á�î�¡  �Ü�å�¢�@�g�B�I�€�•!l�@$��^�~�r�M���Ü�å�¢
Æ�[�K)F�†�»�@$Î#Õ�K
�Z�v�
�›�«�–�µ�³�c�Ú�b�«�–�µ�³�\�b�K)F�†)T�â�K�r�M�� �W 1-3 �†�g!·�K�Z�C�T�I�8��

• �¿�µ�º�á�î�¡�c�
�"�M�b�K)F�†�»�?�}�T�E�G�Ÿ�[�A�r�M��

• 3ã�•�É�ß�º�¥�Ý�b��/æ�\9×3ÿ�«�Ã�½�å�¢�¶�Ü�î  �É�ß�º�¥�Ý>& RSTP>'�†�²0[�\�M�•�S�u�
�G�b�º�Ï
�ß�ª�b��/æ�c�š3Q$×7´�K�C�^�~�r�M��

• �º�Û�å�¡�ë� �|�~�v
ƒ�€�Z�8�r�M�@�
�Ü�å�¢�b�q�V4Š>&�Þ�–�Ö  3 �«�–�µ�³�\�b�K)F>'�@�Î�º�Ý�¿�µ
�¡�_�^�•�•+��ö�@�6�~�r�M���G�b4Š�(�c�œ�î�Â�î�§�È�«�¡�Ü�É�©�Ù�å�b�s8j�†�w�E�x�M�C�
�G�€�@
$Î#Õ�M�•�\�¿�µ�º�á�î�¡  �Ã�Ç�›�î�Ð�å�«�@�*�W�M�•�•+��ö�@�6�~�r�M��

20
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�W 1-3 �­�Ý  �¿�µ�º�á�î�¡>8�Ü�å�¢  �º�Ï�ß�ª

�­�Ý  �¿�µ�º�á�î�¡>8
Õ6×�S�B�b�«�±�î  �º�Ï�ß�ª


Õ6×�S�B�b�«�±�î  �º�Ï�ß�ª�[�c�
�›�Þ�–�Ö  2 �”�¡�­�«  �«�–�µ�³�@�Þ�–�Ö  3 �¹�•�«�º�Ü�Å�×�î�©�Ù�å  �«
�–�µ�³�_�¹�×�”�Ý�K)F�K�r�M��/æ*(�c�Þ�–�Ö  2 �«�–�µ�³�_�K)F�I�€�r�M�� �W 1-4 �†�g!·�K�Z�C�T�I�8��

• �]�b�Þ�–�Ö  2 �«�–�µ�³�[�v�
�Ú�b�Þ�–�Ö  2 �«�–�µ�³�r�[�b�Í�µ�É  �•�˜�å�º�c�–�_  2 �X�T�E�[�M��

• �Þ�–�Ö  2 �¿�µ�º�á�î�¡�[�c�
�›�«�–�µ�³�@�Þ�–�Ö  3 /æ*(�_�¹�×�”�Ý�K)F�K�r�M��

• 0
�X�b�K)F�†�»�@$Î#Õ�K�S���œ�[�v�
�Þ�–�Ö  2 �¿�µ�º�á�î�¡�c)T�â�I�€�r�M��
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���b�8��
�W 1-4 �­�Ý  �¿�µ�º�á�î�¡>8
Õ6×�S�B�b�«�±�î  �º�Ï�ß�ª

���b�8��
�«�–�µ�³�†0¿���M�•�S�_�
�«�±�î�º�”�µ�É�_���_�X�8�Z���b�›'v�†�g!·�K�Z�C�T�I�8��

• '¨ 2 'v���¥�Ð�å�»�Û�–�å  �–�å�±�î�Ç�™�–�«�b�Q#Ý�‰�2��

• '¨ 4 'v���«�–�µ�³�b  IP �”�»�Þ�«�>�|�g�¹�Ç�›�Ý�º  �¤�î�º�˜�™�–�b�m�~�\�Z��

"I���b�©�«�¥0����>�|�g�Ü�Ü�î�«�_�P�M�•  MIB �b�è(ô�\�²�˜�å�ß�î�»�_�c�
 Cisco MIB Locator �†�Q
#Ý�K�r�M��
http://cisco.com/public/sw-center/netmgmt/cmtk/mibs.shtml
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C H A P T E R 2

�¥�Ð�å�»�Û�–�å  �–�å�±�î�Ç�™�–�«�b�Q#Ý�‰�2

�G�b'v�[�c�
 IE 3000 �«�–�µ�³�†0¿���M�•�S�u�b  Cisco IOS �¥�Ð�å�»�Û�–�å  �–�å�±�î�Ç�™�–�«>& CLI>'
�\�Q�b�Q#Ý�‰�2�_�X�8�Z1��Â�K�r�M��"I�_�æ&g�@�^�87H�~�
�«�–�µ�³�\�8�:#Ý1��c�
�«�±�å�»�”�ß�å  
�«�–�µ�³�>�|�g�«�–�µ�³  �«�±�µ�¡�†�æ�K�r�M��

�G�b'v�b
Æ���c�
���b�\�>�~�[�M��

• ���¥�Ð�å�»  �Ô�î�»�b�+0[�� >&P.2-1>'

• ���Ê�Ý�É  �©�«�¸�Ò�b�+0[�� >&P.2-3>'

• ���¥�Ð�å�»�b%,$��g�� >&P.2-4>'

• ���¥�Ð�å�»�b  no �g�'�>�|�g  default �g�'�b�+0[�� >&P.2-4>'

• �� CLI �b�š�Û�î  �Ó�µ�­�î�ª�� >&P.2-5>'

• ���¥�å�Ç�•� �×�Þ�î�©�Ù�å  �ß� �å�¢�b�Q#Ý�‰�2�� >&P.2-5>'

• ���¥�Ð�å�»�š�T�b�Q#Ý�‰�2�� >&P.2-6>'

• ��)…7Ÿ�µ+��b�Q#Ý�‰�2��>&P.2-7>'

• �� show �>�|�g  more �¥�Ð�å�»���Š�b�è(ô�>�|�g�Ç�•�Ý�±�Ü�å�¢�� >&P.2-10>'

• �� CLI �b�”�¡�­�«�� >&P.2-10>'

�¥�Ð�å�»  �Ô�î�»�b�+0[
Cisco IOS �Ø�î�¨  �–�å�±�î�Ç�™�–�«�c�
�8�C�X�?�b�Ô�î�»�_�(�?�€�Z�8�r�M���Q#Ý�[�A�•�¥�Ð�å�»�b'�
8®�c�
#'�~�b�Ô�î�»�_�|�W�Z$��^�~�r�M���©�«�¸�Ò  �É�ß�å�É�º�_$2�e'¢>& ?>'�†
°�Š�M�•�\�
�›�¥�Ð�å
�»  �Ô�î�»�[�Q#Ý�[�A�•�¥�Ð�å�»�b�M0t�@/²&g�I�€�r�M��

�«�–�µ�³�\�b�­�µ�©�Ù�å�†6ä���M�•�\�A�c�
�Ø�î�¨  �Ô�î�»>&�9�¡�Ø�î�¨  EXEC �Ô�î�»>'�@�w� �[�M��
�Ø�î�¨  EXEC �Ô�î�»�[�c�
7H�}�€�S�M4Š�b�¥�Ð�å�»�K�?�Q#Ý�[�A�r�O�‡���S�\�<�d�Ø�î�¨  EXEC �¥�Ð
�å�»�b�±4Š�(�c�
 show �¥�Ð�å�»>&#'�~�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �«�¸�î�±�«�†/²&g�M�•>' �
 clear �¥�Ð
�å�»>&�•�˜�å�±�r�S�c�–�å�±�î�Ç�™�–�«�†�¡�Ü�”�M�•>'�^�]�b�|�:�_�
 1 �G7H�~�b�¥�Ð�å�»�[�M���«
�–�µ�³�b
Ì2s�·�ì�_�c�
�Ø�î�¨  EXEC �¥�Ð�å�»�c�–�Ñ�I�€�r�O�‡��

�M�m�Z�b�¥�Ð�å�»�_�”�¡�­�«�M�•�_�c�
"I�’  EXEC �Ô�î�»�†6ä���M�•�²0[�@�6�~�r�M��"I�’  EXEC 
�Ô�î�»�†6ä���M�•�_�c�
3û�–�
�Ã�«�á�î�»�@�²0[�[�M���G�b�Ô�î�»�[�c�
�õ�–�b"I�’  EXEC �¥�Ð�å�»
�†
°�Š�[�A�
�r�S�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���M�•�G�\�v�[�A�r�M��

�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»>&�¢�ß�î�Â�Ý�
�–�å�±�î�Ç�™�–�«�
�>�|�g�Û�–�å>'�†�Q#Ý�K�Z�
��/œ
�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�š�f�[�A�r�M���¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�–�Ñ�M�•�\�G�€�}�b�¥�Ð�å�»�c�–
�Ñ�I�€�
�«�–�µ�³�b
Ì2s�·�ì�_�Q#Ý�I�€�r�M���›'��b�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�_�”�¡�­�«�M�•
2-1
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'¨  2 'v       �¥�Ð�å�»�Û�–�å  �–�å�±�î�Ç�™�–�«�b�Q#Ý�‰�2
�¥�Ð�å�»  �Ô�î�»�b�+0[
�_�c�
�r�N�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���M�•�²0[�@�6�~�r�M���¢�ß�î�Â�Ý  �¥�å
�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�?�}�
�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�>�|�g�Û�–�å  �¥�å
�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���[�A�r�M��

/² 2-1 �_�
�z0[�^�¥�Ð�å�»  �Ô�î�»�
�›�Ô�î�»�l�b�”�¡�­�«�‰�2�
�›�Ô�î�»�[/²&g�I�€�•�É�ß�å�É�º�

�>�|�g�Ô�î�»�b)
�¢�‰�2�†&g�K�r�M��/²�b�[�[�c�
�Í�«�º�¡�\�K�Z  Switch �†�Q#Ý�K�Z�8�r�M��

/² 2-1 �¥�Ð�å�»  �Ô�î�»�b�+0[

�Ô�î�» �”�¡�­�«�‰�2 �É�ß�å�É�º )
�¢�‰�2 �Ô�î�»�b#Ý3õ

�Ø�î�¨  EXEC �«�–�µ�³�\�b�­�µ
�©�Ù�å�†6ä���K�r
�M��

Switch> logout �r�S�c  quit  
�†
°�Š�K�r�M��

�G�b�Ô�î�»�†�Q#Ý�K�Z���b�8
���†/œ�8�r�M��

• 'ƒ�Ž�b0¿���š�f

• �ö�•�¸�«�º�b��/œ

• �©�«�¸�Ò�_���b/²&g

"I�’  EXEC �Ø�î�¨  EXEC �Ô�î�»
�[�
 enable �¥�Ð�å�»
�†
°�Š�K�r�M��

Switch# disable �†
°�Š�K�Z
)
�¢�K�r�M��

�G�b�Ô�î�»�†�Q#Ý�K�Z�

°�Š
�K�S�¥�Ð�å�»�†&�1��K�r�M��
�Ã�«�á�î�»�†�Q#Ý�K�Z�
�G�b
�Ô�î�»�l�b�”�¡�­�«�†�–1¤�K
�r�M��

�¢�ß�î�Â�Ý  �¥�å�Ç�•
� �×�Þ�î�©�Ù�å

"I�’  EXEC �Ô�î�»
�[�
 configure �¥�Ð
�å�»�†
°�Š�K�r�M��

Switch(config)# )
�¢�K�Z"I�’  EXEC 
�Ô�î�»�_�`�•�_�c�

exit �r�S�c  end �¥�Ð
�å�»�†
°�Š�M�•�?�

Ctrl+Z �†�²�K�r�M��

�G�b�Ô�î�»�†�Q#Ý�K�Z�
�«
�–�µ�³
²�/�_4:#Ý�I�€�•�Ã�Û
�Ó�î�±�†0¿���K�r�M��

config-vlan �¢�ß�î�Â�Ý  �¥�å�Ç�•
� �×�Þ�î�©�Ù�å  �Ô�î
�»�[�
 vlan vlan-id 
�¥�Ð�å�»�†
°�Š�K�r
�M��

Switch(config-vlan)# �¢�ß�î�Â�Ý  �¥�å
�Ç�•� �×�Þ�î�©�Ù�å  
�Ô�î�»�_�`�•���œ
�c�
 exit �¥�Ð�å�»�†

°�Š�K�r�M��

"I�’  EXEC �Ô�î�»
�_�`�•�_�c�
 Ctrl+Z 
�†�²�M�?�
 end �†
°
�Š�K�r�M��

�G�b�Ô�î�»�†�Q#Ý�K�Z�

VLAN >&�ì�•  LAN>'�Ã�Û�Ó�î
�±�†0¿���K�r�M�� VLAN 
Trunking Protocol>&VTP; 
VLAN �º�Û�å�Ÿ�å�¢  �É�ß�º�¥
�Ý>'�Ô�î�»�@�º�Û�å�«�Ì�”�Þ
�å�º�[�6�•�\�A�c�
�Ñ�G(
�V  
VLAN >&VLAN ID �@ 1006 �è
�V>'�†�8�B�K�Z�«�–�µ�³�b�«
�±�î�º�”�µ�É  �¥�å�Ç�•� �×
�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†
�–�Ñ�[�A�r�M��

VLAN �¥�å�Ç�•� �×
�Þ�î�©�Ù�å

"I�’  EXEC �Ô�î�»
�[�
 vlan database 
�¥�Ð�å�»�†
°�Š�K�r
�M��

Switch(vlan)# )
�¢�K�Z"I�’  EXEC 
�Ô�î�»�_�`�•�_�c�

exit �†
°�Š�K�r�M��

�G�b�Ô�î�»�†�Q#Ý�K�Z�

VLAN �¹�î�±�Ë�î�«�_  VLAN 
1 >|  1005 �b  VLAN �Ã�Û�Ó�î
�±�†0¿���K�r�M��
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'¨  2 'v       �¥�Ð�å�»�Û�–�å  �–�å�±�î�Ç�™�–�«�b�Q#Ý�‰�2
�Ê�Ý�É  �©�«�¸�Ò�b�+0[
�¥�Ð�å�»  �Ô�î�»�b0ò(ý�_�X�8�Z�c�
�G�b�Ü�Ü�î�«�_�P�Â�M�•�¥�Ð�å�»  �Ü�Ç�“�Þ�å�«  �ž�–�»�†�g!·�K�Z
�C�T�I�8��

�Ê�Ý�É  �©�«�¸�Ò�b�+0[
�©�«�¸�Ò  �É�ß�å�É�º�_$2�e'¢>& ?>'�†
°�Š�M�•�\�
�›�¥�Ð�å�»  �Ô�î�»�[�Q#Ý�[�A�•�¥�Ð�å�»�b�M0t�@/²
&g�I�€�r�M���r�S�
�õ�–�b�¥�Ð�å�»�_�X�8�Z�
6õ4��M�•�Ÿ�î�á�î�»�>�|�g�,�X�b�M0t�†/²&g�M�•�G�\�v
�[�A�r�M�� /² 2-2 �†�g!·�K�Z�C�T�I�8��

�–�å�±�î�Ç�™�–�«  �¥
�å�Ç�•� �×�Þ�î�©�Ù
�å

�¢�ß�î�Â�Ý  �¥�å�Ç�•
� �×�Þ�î�©�Ù�å  �Ô�î
�»�[�
 interface �¥
�Ð�å�»�†
°�Š�K�
�–
�å�±�î�Ç�™�–�«�†�æ
���K�r�M��

Switch(config-if)# )
�¢�K�Z�¢�ß�î�Â�Ý  
�¥�å�Ç�•� �×�Þ�î
�©�Ù�å  �Ô�î�»�_�`
�•�_�c�
 exit �†
°�Š
�K�r�M��

"I�’  EXEC �Ô�î�»
�_�`�•�_�c�
 Ctrl+Z 
�†�²�M�?�
 end �†
°
�Š�K�r�M��

�G�b�Ô�î�»�†�Q#Ý�K�Z�
�–�î
�§�¿�µ�º  �Ï�î�º�b�Ã�Û�Ó�î�±
�†0¿���K�r�M��

�–�å�±�î�Ç�™�–�«�b��*O�_�X
�8�Z�c�
 ���–�å�±�î�Ç�™�–�«  �¥
�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»
�b�Q#Ý�‰�2��>&P.14-8>' �†�g!·
�K�Z�C�T�I�8��

� �L�Ã�Û�Ó�î�±�†�æ���K�Z0

�X�b�–�å�±�î�Ç�™�–�«�†0¿��
�M�•���œ�c�
 ���–�å�±�î�Ç�™�–
�«(
�V�b0¿���� >&P.14-10>' �†
�g!·�K�Z�C�T�I�8��

�Û�–�å  �¥�å�Ç�•� �×
�Þ�î�©�Ù�å

�¢�ß�î�Â�Ý  �¥�å�Ç�•
� �×�Þ�î�©�Ù�å  �Ô�î
�»�[�
 linevty �r�S
�c  line console �¥�Ð
�å�»�†�Q#Ý�K�Z�G)z
�†�æ���K�r�M��

Switch(config-line)# )
�¢�K�Z�¢�ß�î�Â�Ý  
�¥�å�Ç�•� �×�Þ�î
�©�Ù�å  �Ô�î�»�_�`
�•�_�c�
 exit �†
°�Š
�K�r�M��

"I�’  EXEC �Ô�î�»
�_�`�•�_�c�
 Ctrl+Z 
�†�²�M�?�
 end �†
°
�Š�K�r�M��

�G�b�Ô�î�»�†�Q#Ý�K�Z�
'ƒ�Ž
�G)z�b�Ã�Û�Ó�î�±�†0¿���K�r
�M��

/² 2-1 �¥�Ð�å�»  �Ô�î�»�b�+0[  >&)F�A>'

�Ô�î�» �”�¡�­�«�‰�2 �É�ß�å�É�º )
�¢�‰�2 �Ô�î�»�b#Ý3õ

/² 2-2 �Ê�Ý�É�b�+0[

�¥�Ð�å�» % $×

help �õ�–�b�¥�Ð�å�»  �Ô�î�»�[�
�Ê�Ý�É  �©�«�¸�Ò�b�+0[�†/²&g�K�r�M��

�¥�Ð�å�»�b
›8Œ4Š�( ? 
°�Š�K�S�e�Ð�4�[���r�•�¥�Ð�å�»�b�M0t�†/²&g�K�r�M��

���_�[�†&g�K�r�M��

Switch# di?
dir disable disconnect 

�¥�Ð�å�»�b
›8Œ4Š�( <Tab> 3õ�p�r�[
°�Š�K�S�¥�Ð�å�»�¡�†�ö
²�^�¥�Ð�å�»�_�K�r�M��

���_�[�†&g�K�r�M��

Switch# sh conf <tab>
Switch# show configuration
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'¨  2 'v       �¥�Ð�å�»�Û�–�å  �–�å�±�î�Ç�™�–�«�b�Q#Ý�‰�2
�¥�Ð�å�»�b%,$��g
�¥�Ð�å�»�b%,$��g
�¥�Ð�å�»�b
›8Œ�?�}�
�«�–�µ�³�@"I���b�¥�Ð�å�»�\�K�Z1�1‘�[�A�•�e�Ð�X�T�E�†
°�Š�K�
�‹�c%,$��[�A
�r�M��

���_�
 show configuration "I�’  EXEC �¥�Ð�å�»�†%,$��g�[
°�Š�M�•�[�†&g�K�r�M��

Switch# show conf

�¥�Ð�å�»�b  no �g�'�>�|�g  default �g�'�b�+0[
�±4Š�(�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�_�
 no �g�'�@�6�~�r�M�� no �g�'�c�M+á�_�
"I���b�µ+��r�S
�c�·�8�†�¹�•�­�î�È�Ý�_�M�•���œ�
�6�•�8�c�¥�Ð�å�»�b�·�8�†�v�~�˜�M���œ�_�Q#Ý�K�r�M���S�\�<�d�

no shutdown �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�M�•�\�
�–�å�±�î�Ç�™�–�«�b
�©�Õ�µ�º�²�˜�å�@�v�~�˜�I�€�r�M���Ÿ�î�á�î�»  no �†�æ���O�N�_�¥�Ð�å�»�†�Q#Ý�M�•�\�
�¹�•�­�î�È�Ý
�_�K�S�µ+��@
Ì�g�–�¿�î�È�Ý�_�^�~�
�r�S�
�¹�Ç�›�Ý�º�[�¹�•�­�î�È�Ý�_0¿���I�€�Z�8�•�µ+��@�–�¿�î
�È�Ý�_�^�~�r�M��

�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�_�c�
 default �g�'�v�6�~�r�M���¥�Ð�å�»�b  default �g�'�c�
�¥�Ð�å
�»�b0¿���Í�†�¹�Ç�›�Ý�º�_�`�K�r�M���±4Š�(�b�¥�Ð�å�»�c�¹�Ç�›�Ý�º�[�¹�•�­�î�È�Ý�_0¿���I�€�Z�8�•
�b�[�
 default �g�'�c  no �g�'�\� �L�_�^�~�r�M���S�T�K�
�¹�Ç�›�Ý�º�[�–�¿�î�È�Ý�_0¿���I�€�Z�8�Z�

�^�>�?�X�š�X�@"I���b�¹�Ç�›�Ý�º�Í�_0¿���I�€�Z�8�•�¥�Ð�å�»�v�6�~�r�M���G�€�}�b�¥�Ð�å�»�_�X�8�Z
�c�
 default �¥�Ð�å�»�†�Q#Ý�M�•�\�
�¥�Ð�å�»�@�–�¿�î�È�Ý�_�^�~�
�š�X�@�¹�Ç�›�Ý�º�Í�_0¿���I�€�r
�M��

? "I���b�¥�Ð�å�»  �Ô�î�»�[�Q#Ý�[�A�•�M�m�Z�b�¥�Ð�å�»�b�M0t�†/²&g�K�r�M��

���_�[�†&g�K�r�M��

Switch> ?

�¥�Ð�å�»  ? �¥�Ð�å�»�b�Ÿ�î�á�î�»�b�M0t�†/²&g�K�r�M��

���_�[�†&g�K�r�M��

Switch> show ?

�¥�Ð�å�»  �Ÿ�î�á�î�»  ? �Ÿ�î�á�î�»�_�P�Â�M�•�,�X�b�M0t�†/²&g�K�r�M��

���_�[�†&g�K�r�M��

Switch(config)# cdp holdtime ?
  <10-255> Length of time (in sec) that receiver must keep this packet 

/² 2-2 �Ê�Ý�É�b�+0[  >&)F�A>'

�¥�Ð�å�» % $×
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'¨  2 'v       �¥�Ð�å�»�Û�–�å  �–�å�±�î�Ç�™�–�«�b�Q#Ý�‰�2
CLI �b�š�Û�î  �Ó�µ�­�î�ª
CLI �b�š�Û�î  �Ó�µ�­�î�ª
/² 2-3 �_�
 CLI �†�Q#Ý�K�Z�«�–�µ�³�†0¿���M�•�\�A�_/²&g�I�€�•�•+��ö�b�6�•�š�Û�î  �Ó�µ�­�î�ª�b�M
4Š�†)��Ó�K�r�M��

�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �ß� �å�¢�b�Q#Ý�‰�2
�«�–�µ�³�b0¿���š�f�†0°6��K�Z/²&g�I�O�•�G�\�@�[�A�r�M�� Configuration Change Logging and 
Notification �µ+��†�Q#Ý�M�•�G�\�[�
�­�µ�©�Ù�å�r�S�c�Ø�î�¨  �Ë�î�«�H�\�_�š�f
Æ���†�º�Û�µ�Ÿ�å�¢�[
�A�r�M���ß�¢�_0°6��I�€�•�b�c�
4:#Ý�I�€�S�›�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�
�¥�Ð�å�»�†
°�Š�K
�S�Ø�î�¨�
�¥�Ð�å�»�b
°�Š�ì6ë�
�¥�Ð�å�»�_�P�M�•�Ã�î�§�?�}�b�Ü�±�î�å  �¥�î�»�[�M���G�b�µ+��_�c�

$Ï6��K�Z�8�•�”�É�Ü�£�î�©�Ù�å�b0¿���@�š�f�I�€�•�\�A�_3û%±�I�€�•8�� �‡3û%±�‰�'�v�6�~�r�M��
Syslog �l�G�b3û%±�†3æ�™�M�•�G�\�v4E�¥�[�A�r�M��

>&�@>' CLI �r�S�c  HTTP �b�š�f�b�s�@�ß�¢�\�K�Z0°6��I�€�r�M��

/² 2-3 CLI �b�æ/²$×�^�š�Û�î  �Ó�µ�­�î�ª

�š�Û�î  �Ó�µ�­�î�ª �–�á �Ê�Ý�É�b/²&g�‰�2

% Ambiguous command: 
"show con"

�«�–�µ�³�@�¥�Ð�å�»�\�K�Z1�1‘�[�A
�•�T�E�b�e�Ð�X�@
°�Š�I�€�Z�8�r�O
�‡��

�¥�Ð�å�»�†
Ì
°�Š�K�
�q�‹�_$2�e'¢>& ?>'�†
°�Š�K�r
�M���¥�Ð�å�»�\$2�e'¢�b6ë�_�c�«�Ì�î�«�†  1 �X
°�€�r
�M��

�¥�Ð�å�»�\�\�v�_�Q#Ý�[�A�•�Ÿ�î�á�î�»�@/²&g�I�€�r
�M��

% Incomplete command. �¥�Ð�å�»�_�²8r�b�Ÿ�î�á�î�»�r�S�c
�Í�@�
�M4Š
°�Š�I�€�Z�8�r�O�‡��

�¥�Ð�å�»�†
Ì
°�Š�K�
�q�‹�_$2�e'¢>& ?>'�†
°�Š�K�r
�M���¥�Ð�å�»�\$2�e'¢�b6ë�_�c�«�Ì�î�«�†  1 �X
°�€�r
�M��

�¥�Ð�å�»�\�\�v�_�Q#Ý�[�A�•�Ÿ�î�á�î�»�@/²&g�I�€�r
�M��

% Invalid input detected 
at ‘^’ marker.

�¥�Ð�å�»�b
°�Š�Ñ�«�[�M��6ë4*�W�Z
�8�•'à�d�†�Ÿ�Õ�Þ�µ�º>& ^>'0°�•�[&g
�K�Z�8�r�M��

$2�e'¢>&?>'�†
°�Š�M�•�\�
�Q�b�¥�Ð�å�»  �Ô�î�»�[�Q
#Ý�[�A�•�M�m�Z�b�¥�Ð�å�»�@/²&g�I�€�r�M��

�¥�Ð�å�»�\�\�v�_�Q#Ý�[�A�•�Ÿ�î�á�î�»�@/²&g�I�€�r
�M��
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'¨  2 'v       �¥�Ð�å�»�Û�–�å  �–�å�±�î�Ç�™�–�«�b�Q#Ý�‰�2
�¥�Ð�å�»�š�T�b�Q#Ý�‰�2
�¥�Ð�å�»�š�T�b�Q#Ý�‰�2

°�Š�K�S�¥�Ð�å�»�c�
�¯�Ç�º�˜�™�”
��_�¥�Ð�å�»�š�T�\�K�Z�g�I�€�r�M���¥�Ð�å�»�š�T�µ+��c�

Access Control List>&ACL; �”�¡�­�«  �¥�å�º�ß�î�Ý  �Ü�«�º>'�b0¿���ì�^�]�
6×�80
7§�^�¥�Ð�å�»�r�S�c
�š�å�º�Ü�†�1�Ø�v
°�Š�K�^�E�€�d�^�}�^�8���œ�
"I�_�}�<�[�M���Ø�î�¨�b�½�î�¬�_�œ�ƒ�O�Z�G�b�µ+��†
�•�«�±�Ð�–�¬�[�A�r�M��

• ���¥�Ð�å�»�š�T�Â�µ�Ç�“  �§�–�¬�b�š�f�� >&P.2-6>'>&�õ�–>'

• ���¥�Ð�å�»�b�ç�g���K�� >&P.2-6>'>&�õ�–>'

• ���¥�Ð�å�»�š�T�µ+��b�¹�•�­�î�È�Ý�ì�� >&P.2-7>'>&�õ�–>'

�¥�Ð�å�»�š�T�Â�µ�Ç�“  �§�–�¬�b�š�f

�¹�Ç�›�Ý�º�[�c�
 10 �b�¥�Ð�å�»�Û�–�å�@�š�T�Â�µ�Ç�“�_�–�Ñ�I�€�r�M��#'�~�b'ƒ�Ž�­�µ�©�Ù�å�r�S�c
"I���G)z�b�M�m�Z�b�­�µ�©�Ù�å�[�
�G�b�X�†�š�f�[�A�r�M���G�€�}�b�m8p�c�õ�–�[�M��

#'�~�b'ƒ�Ž�­�µ�©�Ù�å�[�–�Ñ�I�€�•�¥�Ð�å�»�Û�–�å�X�†�š�f�M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�¥�Ð
�å�»�†
°�Š�K�r�M��

Switch# terminal history [size  number-of-lines ]

�æ���[�A�•(
�V�c  0 >|  256 �[�M��

"I���b�G)z�_6õ�M�•�M�m�Z�b�­�µ�©�Ù�å�[�–�Ñ�I�€�•�¥�Ð�å�»�Û�–�å�X�†0¿���M�•�_�c�
�Û�–�å  �¥�å
�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[���b�¥�Ð�å�»�†
°�Š�K�r�M��

Switch(config-line)# history  [size  number-of-lines ]

�æ���[�A�•(
�V�c  0 >|  256 �[�M��

�¥�Ð�å�»�b�ç�g���K

�š�T�Â�µ�Ç�“�_�6�•�¥�Ð�å�»�†�ç�g���M�_�c�
 /² 2-4 �b�8�N�€�?�b�ï�8�†/œ�8�r�M���G�€�}�b�ï�8�c�õ
�–�[�M��

/² 2-4 �¥�Ð�å�»�b�ç�g���K

�”�¡�©�Ù�å 1

1. %®�3�Ÿ�î�@�Q#Ý�[�A�•�b�c�
 VT100 �^�]�b  ANSI �«�n'ƒ�Ž�_7H�}�€�r�M��

)��Ý

Ctrl+P �Ÿ�î�r�S�c���Ÿ�î�†�²�K�r�M�� �š�T�Â�µ�Ç�“�_�–�Ñ�I�€�Z�8�•�¥�Ð�å�»�†�
�q�‚�b�¥�Ð�å�»�?�}8p�_�ç�g���K�r
�M���Ÿ�î�†�²�M�S�g�_�
�|�~�‚�8�¥�Ð�å�»�@8p��/²&g�I�€�r�M��

Ctrl+N �Ÿ�î�r�S�c���Ÿ�î�†�²�K�r�M�� Ctrl+P �Ÿ�î�r�S�c���Ÿ�î�†�Q#Ý�K�Z�¥�Ð�å�»�†�ç�g���K�S�‹�
�š�T�Â�µ�Ç�“
Æ�b
�|�~�‚�K�8�¥�Ð�å�»�_�`�~�r�M���Ÿ�î�†�²�M�S�g�_�
�|�~�‚�K�8�¥�Ð�å�»�@8p��
/²&g�I�€�r�M��

show history "I�’  EXEC �Ô�î�»�[�
%$�S�_
°�Š�K�S�8�C�X�?�b�¥�Ð�å�»�†/²&g�K�r�M��/²&g�I
�€�•�¥�Ð�å�»�b�X�c�
 terminal history  �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð
�å�»�>�|�g  history �Û�–�å  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�b0¿���Í�_�|�W�Z�æ
���I�€�r�M��
2-6
Cisco IE 3000 �«�–�µ�³  �¯�Ç�º�˜�™�”  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �ž�–�»

OL-27302-01-J



 

'¨  2 'v       �¥�Ð�å�»�Û�–�å  �–�å�±�î�Ç�™�–�«�b�Q#Ý�‰�2
)…7Ÿ�µ+��b�Q#Ý�‰�2
�¥�Ð�å�»�š�T�µ+��b�¹�•�­�î�È�Ý�ì

�¥�Ð�å�»�š�T�µ+��c�
+¬�·$×�_�–�¿�î�È�Ý�_�^�W�Z�8�r�M��#'�~�b'ƒ�Ž�­�µ�©�Ù�å�r�S�c�¥�Ð�å�»�Û�–
�å�[�¹�•�­�î�È�Ý�_�[�A�r�M���G�€�}�b�m8p�c�õ�–�[�M��

#'�~�b'ƒ�Ž�­�µ�©�Ù�å�[�G�b�µ+��†�¹�•�­�î�È�Ý�_�M�•�_�c�
 terminal no history "I�’  EXEC �¥�Ð�å
�»�†�Q#Ý�K�r�M��

�G)z�_6õ�M�•�­�µ�©�Ù�å�[�¥�Ð�å�»�š�T�†�¹�•�­�î�È�Ý�_�M�•�_�c�
 no history �Û�–�å  �¥�å�Ç�•� �×
�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

)…7Ÿ�µ+��b�Q#Ý�‰�2
�G�G�[�c�
�¥�Ð�å�»�Û�–�å�b�ï�8�_�z'g�X)…7Ÿ�µ+��_�X�8�Z1��Â�K�r�M��
Æ���c���b�\�>�~�[�M��

• ��)…7Ÿ�µ+��b�–�¿�î�È�Ý�ì�>�|�g�¹�•�­�î�È�Ý�ì�� >&P.2-7>'>&�õ�–>'

• ���Ÿ�î�«�º�ß�î�¡�_�|�•�¥�Ð�å�»�b)…7Ÿ�� >&P.2-8>'>&�õ�–>'

• ��#ì8��œ�|�~�v6×�8�¥�Ð�å�»�Û�–�å�b)…7Ÿ�� >&P.2-9>'>&�õ�–>'

)…7Ÿ�µ+��b�–�¿�î�È�Ý�ì�>�|�g�¹�•�­�î�È�Ý�ì

�Ñ�G)…7Ÿ�Ô�î�»�c+¬�·$×�_�–�¿�î�È�Ý�_�^�~�r�M�@�
�¹�•�­�î�È�Ý�_�M�•�

Ì�g�–�¿�î�È�Ý�_�M�•�
�r
�S�c"I���b�G)z�[�Ñ�G)…7Ÿ�µ+��†�Q#Ý�[�A�•�|�:�_0¿���[�A�r�M���G�€�}�b�m8p�c�õ�–�[�M��

�Ñ�G)…7Ÿ�Ô�î�»�†�¢�ß�î�Â�Ý�_�¹�•�­�î�È�Ý�_�M�•�_�c�
�Û�–�å  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[��
�b�¥�Ð�å�»�†
°�Š�K�r�M��

Switch (config-line)# no editing

#'�~�b'ƒ�Ž�­�µ�©�Ù�å�[�Ñ�G)…7Ÿ�Ô�î�»�†
Ì�g�–�¿�î�È�Ý�_�M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�¥�Ð
�å�»�†
°�Š�K�r�M��

Switch# terminal editing

"I���b�G)z�_�X�8�Z�Ñ�G)…7Ÿ�Ô�î�»�†
Ì�g0¿���M�•�_�c�
�Û�–�å  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[��
�b�¥�Ð�å�»�†
°�Š�K�r�M��

Switch(config-line)# editing
2-7
Cisco IE 3000 �«�–�µ�³  �¯�Ç�º�˜�™�”  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �ž�–�»

OL-27302-01-J 



 

'¨  2 'v       �¥�Ð�å�»�Û�–�å  �–�å�±�î�Ç�™�–�«�b�Q#Ý�‰�2
)…7Ÿ�µ+��b�Q#Ý�‰�2
�Ÿ�î�«�º�ß�î�¡�_�|�•�¥�Ð�å�»�b)…7Ÿ

/² 2-5 �_�
�¥�Ð�å�»�Û�–�å�b)…7Ÿ�_�²0[�^�Ÿ�î�«�º�ß�î�¡�†&g�K�r�M���G�€�}�b�Ÿ�î�«�º�ß�î�¡�c�õ�–
�[�M��

/² 2-5 �Ÿ�î�«�º�ß�î�¡�_�|�•�¥�Ð�å�»�b)…7Ÿ

�µ+� �Ÿ�î�«�º�ß�î�¡ 1 % $×

�¥�Ð�å�»�Û�–�å�V�†&ã�·�K�Z�
�š�f
�r�S�c0ž�G�†/œ�8�r�M��

Ctrl+B �Ÿ�î�r�S�c���Ÿ�î
�†�²�K�r�M��  

�•�î�¯�Ý�†  1 �e�Ð�(�T�E�‹�•�_�`�K�r�M��

Ctrl+F �Ÿ�î�r�S�c�
�Ÿ�î
�†�²�K�r�M��  

�•�î�¯�Ý�†  1 �e�Ð�(�T�E�S�_4
�u�r�M��

Ctrl+A �†�²�K�r�M�� �•�î�¯�Ý�†�¥�Ð�å�»�Û�–�å�b
›8Œ�_&ã�·�I�O�r�M��

Ctrl+E �†�²�K�r�M�� �•�î�¯�Ý�†�¥�Ð�å�»�Û�–�å�b�Ž�•�_&ã�·�I�O�r�M��

Esc+B �†�²�K�r�M�� �•�î�¯�Ý�†  1 �á�î�»�(�T�E�‹�•�_�`�K�r�M��

Esc+F �†�²�K�r�M�� �•�î�¯�Ý�†  1 �á�î�»�(�T�E�S�_4
�u�r�M��

Ctrl+T �†�²�K�r�M�� �•�î�¯�Ý�b�e�_�6�•�e�Ð�†�
�•�î�¯�Ý�)*(�b�e�Ð�\*(�A
�n�<�r�M��

�Â�µ�Ç�“�?�}�¥�Ð�å�»�†�ç�g���K�

�¥�Ð�å�»�Û�–�å�_�Ì�î�«�º�K�r�M��
�q�‹�_�P7V�K�S  10 8o% �@�Â�µ�Ç�“
�_�–�Ñ�I�€�Z�8�r�M��

Ctrl+Y �†�²�K�r�M�� �Â�µ�Ç�“�?�}�q�‚�b�š�å�º�Ü�†�ç�g���K�r�M��

Esc+Y �†�²�K�r�M�� �Â�µ�Ç�“�?�}���b�š�å�º�Ü�†�ç�g���K�r�M��

�Â�µ�Ç�“�_�c�
�q�‹�_�P7V�r�S�c�•�µ�º�K�S  10 8o% �K�?
�–�Ñ�I�€�r�O�‡�� Esc+Y �†  11 �G�è�V�²�M�\�
�q�6�b�Â�µ
�Ç�“  �š�å�º�Ü�_�`�W�Z/²&g�I�€�r�M��

�Y0[�^�š�å�º�Ü�†�P7V�K�r�M�� Delete �Ÿ�î�r�S�c  
Backspace �Ÿ�î�†�²�K�r
�M��

�•�î�¯�Ý�b�e�_�6�•�e�Ð�†�˜�d�K�r�M��

Ctrl+D �†�²�K�r�M�� �•�î�¯�Ý�)*(�_�6�•�e�Ð�†�P7V�K�r�M��

Ctrl+K �†�²�K�r�M�� �•�î�¯�Ý�)*(�?�}�¥�Ð�å�»�Û�–�å�b�Ž�•�r�[�b
²�e�Ð�†
�P7V�K�r�M��

Ctrl+U �r�S�c  Ctrl+X �†
�²�K�r�M��

�•�î�¯�Ý�)*(�?�}�¥�Ð�å�»�Û�–�å�b
›8Œ�r�[�b
²�e�Ð�†
�P7V�K�r�M��

Ctrl+W �†�²�K�r�M�� �•�î�¯�Ý�b�e�_�6�•�á�î�»�†�˜�d�K�r�M��

Esc+D �†�²�K�r�M�� �•�î�¯�Ý�)*(�?�}�á�î�»�b�Ž�•�r�[�†�P7V�K�r�M��

�á�î�»�†�±�e�Ð�r�S�c�`�e�Ð�_�K�r
�M���r�S�c�
�M4��b�e�Ð�†�M�m�Z�±
�e�Ð�_�K�r�M��

Esc+C �†�²�K�r�M�� �•�î�¯�Ý�)*(�b�á�î�»�†�±�e�Ð�_�K�r�M��

Esc+L �†�²�K�r�M�� �•�î�¯�Ý�)*(�b�á�î�»�†�`�e�Ð�_�š�f�K�r�M��

Esc+U �†�²�K�r�M�� �•�î�¯�Ý�)*(�?�}�á�î�»�b�Ž�•�r�[�b�e�Ð�†�±�e�Ð�_�K
�r�M��

"I���b�Ÿ�î�«�º�ß�î�¡�†��/œ�•+��^
�¥�Ð�å�»>&3û�–�c�©�Ù�î�º�•�µ�º>'
�\�K�Z�æ���K�r�M��

Ctrl+V �r�S�c  Esc+Q 
�Ÿ�î�†�²�K�r�M��
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'¨  2 'v       �¥�Ð�å�»�Û�–�å  �–�å�±�î�Ç�™�–�«�b�Q#Ý�‰�2
)…7Ÿ�µ+��b�Q#Ý�‰�2
#ì8��œ�|�~�v6×�8�¥�Ð�å�»�Û�–�å�b)…7Ÿ

#ì8��V�[  1 /œ�(�†2x�<�•6×�8�¥�Ð�å�»�Û�–�å�_�X�8�Z�c�
�¥�Ð�å�»�b�Û�µ�É�”�Û�˜�å�»�µ+��†�Q#Ý�[�A
�r�M���•�î�¯�Ý�@�‘�Ð�î�ª�å�_4)�M�•�\�
�Q�b�¥�Ð�å�»�Û�–�å�c  10 �e�Ð�(�T�E�e�l�©�Ç�º�I�€�r�M��
�¥�Ð�å�»�Û�–�å�b
›8Œ�?�}  10 �e�Ð�r�[�c0b�<�^�C�^�~�r�M�@�
�e�l�«�¡�ß�î�Ý�K�Z�
�¥�Ð�å�»�b
›8Œ
4Š�(�b�S�e�†�³�™�µ�¡�[�A�r�M���G�€�}�b�Ÿ�î�ï�8�c�õ�–�[�M��

�¥�Ð�å�»�b
›8Œ�_�«�¡�ß�î�Ý�K�Z
°�Š
Æ���†�³�™�µ�¡�M�•�_�c�
 Ctrl+B �Ÿ�î�r�S�c���Ÿ�î�†)Þ�~3É�K
�²�K�r�M���¥�Ð�å�»�Û�–�å�b
›8Œ�_%$�K&ã�·�M�•�_�c�
 Ctrl+A �†�²�K�r�M��

%®�3�Ÿ�î�@�Q#Ý�[�A�•�b�c�
 VT100 �^�]�b  ANSI �«�n'ƒ�Ž�_7H�}�€�r�M��

���b�[�[�c�
 access-list �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»  �š�å�º�Ü�@  1 /œ�(�|�~�v6×�C
�^�W�Z�8�r�M���q�6�_�•�î�¯�Ý�@/œ�Ž�_4)�M�•�\�
�Q�b/œ�c  10 �e�Ð�(�T�E�e�l�©�Ç�º�I�€�

Ì/²&g�I
�€�r�M���»�Ý0°�•>& $>'�c�
�Q�b/œ�@�e�l�«�¡�ß�î�Ý�I�€�S�G�\�†/²�K�r�M���•�î�¯�Ý�@/œ�Ž�_4)�M�•
�S�g�_�
�Q�b/œ�c
Ì�g  10 �e�Ð�(�T�E�e�l�©�Ç�º�I�€�r�M��

Switch(config)# access-list 101 permit tcp 131.108.2.5 255.255.255.0 131.108.1
Switch(config)# $ 101 permit tcp 131.108.2.5 255.255.255.0 131.108.1.20 255.25
Switch(config)# $ t tcp 131.108.2.5 255.255.255.0 131.108.1.20 255.255.255.0 eq
Switch(config)# $ 108.2.5 255.255.255.0 131.108.1.20 255.255.255.0 eq 45 

�¥�Ð�å�»�b
°�Š�@)
�ƒ�W�S�‹�
 Ctrl+A �†�²�K�Z
²�/�b�S�e�†�³�™�µ�¡�K�
�Q�b�‹  Return �Ÿ�î�†�²�K�Z
�¥�Ð�å�»�†��/œ�K�Z�C�T�I�8��/œ�Ž�_/²&g�I�€�•�»�Ý0°�•>& $>'�c�
�Q�b/œ�@�‘�l�«�¡�ß�î�Ý�I�€�S�G
�\�†/²�K�r�M��

Switch(config)# access-list 101 permit tcp 131.108.2.5 255.255.255.0 131.108.1$

�¯�Ç�º�˜�™�”�[�c�
'ƒ�Ž#ì8��c  80 �•�Û�Ò�œ�[�6�•�\�•���I�€�Z�8�r�M��#ì8��b�œ�@  80 �•�Û�Ò�œ�è�¥
�[�6�•���œ�_�c�
 terminal width  "I�’  EXEC �¥�Ð�å�»�†�Q#Ý�K�Z�
'ƒ�Ž�b�œ�†0¿���K�Z�C�T�I�8��

�Û�µ�É�”�Û�˜�å�»�µ+��\�¥�Ð�å�»�š�T�µ+��†�G#Ý�M�•�\�
�S�_
°�Š�K�S0
7§�^�¥�Ð�å�»  �š�å�º�Ü�†�ç
�g���K�Z�š�f�[�A�r�M���S�_
°�Š�K�S�¥�Ð�å�»  �š�å�º�Ü�b�ç�g���K�‰�2�_�X�8�Z�c�
 ���Ÿ�î�«�º�ß�î�¡
�_�|�•�¥�Ð�å�»�b)…7Ÿ�� >&P.2-8>' �†�g!·�K�Z�C�T�I�8��

1 /œ�r�S�c  1 #ì8��W�l�«�¡�ß�î�Ý�K
�Z�
'ƒ�Ž#ì8��_�p�r�~�A�}�^�8/²&g

Æ���†/²&g�I�O�r�M��

>&�@>' show �¥�Ð�å�»�b���Š�^�]�

'ƒ�Ž#ì8��_�M�Ø�_/²&g�[�A�^
�86×�8���Š�[�c�
 More �É�ß
�å�É�º�@�Q#Ý�I�€�r�M��
More �É�ß�å�É�º�@/²&g�I�€
�S���œ�c�
 Return �Ÿ�î�>�|
�g  Space �Ÿ�î�†�Q#Ý�K�Z�«�¡
�ß�î�Ý�[�A�r�M��

Return �Ÿ�î�†�²�K�r�M�� 1 /œ�W�l�«�¡�ß�î�Ý�K�r�M��

Space �Ÿ�î�†�²�K�r�M�� 1 #ì8��W�l�«�¡�ß�î�Ý�K�r�M��

�«�–�µ�³�?�}#ì8��_�Ó�µ�­�î�ª�@':
!›3æ�}�€�S���œ�_�
#'�~�b�¥�Ð�å�»  
�Û�–�å�†
Ì/²&g�K�r�M��

Ctrl+L �Ÿ�î�r�S�c  Ctrl+R 
�Ÿ�î�†�²�K�r�M��

#'�~�b�¥�Ð�å�»�Û�–�å�†
Ì/²&g�K�r�M��

1. %®�3�Ÿ�î�@�Q#Ý�[�A�•�b�c�
 VT100 �^�]�b  ANSI �«�n'ƒ�Ž�_7H�}�€�r�M��

/² 2-5 �Ÿ�î�«�º�ß�î�¡�_�|�•�¥�Ð�å�»�b)…7Ÿ  >&)F�A>'

�µ+� �Ÿ�î�«�º�ß�î�¡ 1 % $×
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'¨  2 'v       �¥�Ð�å�»�Û�–�å  �–�å�±�î�Ç�™�–�«�b�Q#Ý�‰�2
show �>�|�g  more �¥�Ð�å�»���Š�b�è(ô�>�|�g�Ç�•�Ý�±�Ü�å�¢
show �>�|�g  more �¥�Ð�å�»���Š�b�è(ô�>�|�g�Ç�•�Ý�±�Ü�å
�¢

show �>�|�g  more �¥�Ð�å�»�b���Š�†�è(ô�>�|�g�Ç�•�Ý�±�Ü�å�¢�[�A�r�M���G�b�µ+��c�
�±5��b���Š�†
�¯�î�º�M�•���œ�x�
���Š�?�}�Y0[�^�_���†7V�¥�M�•���œ�_�z'g�U�r�M���G�€�}�b�¥�Ð�å�»�b�Q#Ý�c�õ�–
�[�M��

�G�b�µ+��†�Q#Ý�M�•�_�c�
 show �r�S�c  more �¥�Ð�å�»�†
°�Š�K�S�‹�
 �Ã�–�É 0°�•>&  | >'�
 begin�

include�
�r�S�c  exclude �b�8�N�€�?�b�Ÿ�î�á�î�»�
�>�|�g�e�Ð�4>&�è(ô�r�S�c�Ç�•�Ý�±�b�²�ó>'�†�æ
���K�r�M��

command | { begin | include | exclude} regular-expression

�e�Ð�4�[�c�
�±�e�Ð�\�`�e�Ð�@�
�9�I�€�r�M���S�\�<�d�
 | exclude output �\
°�Š�K�S���œ�
 output �†
�µ�t/œ�c/²&g�I�€�r�O�‡�@�
 Output �†�µ�t/œ�c/²&g�I�€�r�M��

���_�
 protocol �@�Q#Ý�I�€�Z�8�•/œ�T�E�†���Š�M�•�|�:�_�æ���M�•�[�†&g�K�r�M��

Switch# show interfaces | include protocol
Vlan1 is up, line protocol is up
Vlan10 is up, line protocol is down

CLI �b�”�¡�­�«
CLI �_�c�¥�å�¯�î�Ý�K)F�
 Telnet�
�r�S�c�È�Û�˜�¨�†�Q#Ý�M�•�G�\�_�|�W�Z�”�¡�­�«�[�A�r�M��

�¥�å�¯�î�Ý�K)F�r�S�c  Telnet �_�|�•  CLI �”�¡�­�«
CLI �_�”�¡�­�«�M�•�_�c�
�«�–�µ�³�b�«�±�î�º�”�µ�É  �ž�–�»�_0°3U�I�€�Z�8�•�m8p�[�
�«�–�µ�³�b�¥
�å�¯�î�Ý  �Ï�î�º�_'ƒ�Ž�r�S�c  PC �†�K)F�K�
�«�–�µ�³�b7Á ;�†�œ�å�_�M�•�²0[�@�6�~�r�M���r�S�
2s�·
�É�ß�­�«�>�|�g  IP �_���†�æ���M�•���œ�_�Q#Ý�[�A�•�œ�É�©�Ù�å�_�X�8�Z#.0Ž�M�•�S�u�
 '¨ 4 'v���«
�–�µ�³�b  IP �”�»�Þ�«�>�|�g�¹�Ç�›�Ý�º  �¤�î�º�˜�™�–�b�m�~�\�Z��  �†�g!·�K�Z�C�T�I�8��

�«�–�µ�³�@�M�[�_0¿���I�€�Z�8�•���œ�c�
�ß�î�•�Ý  �¥�å�¯�î�Ý�K)F�r�S�c�Ü�Ô�î�º  Telnet �­�µ�©�Ù�å
�_�|�W�Z  CLI �_�”�¡�­�«�[�A�r�M�@�
�G�b�±�–�É�b�”�¡�­�«�_�P�Â�[�A�•�|�:�_�

›�_�«�–�µ�³�†0¿
���K�Z�>�C�²0[�@�6�~�r�M��0ò(ý�_�X�8�Z�c�
 ��'ƒ�Ž�G)z�_�P�M�•  Telnet �Ã�«�á�î�»�b0¿���� >&P.11-6>'
�†�g!·�K�Z�C�T�I�8��  

���b�8�N�€�?�b�‰�2�[�
�«�–�µ�³�\�b�K)F�†&�'g�[�A�r�M��

• �«�–�µ�³�b�¥�å�¯�î�Ý  �Ï�î�º�_�
'ö#.�«�¸�î�©�Ù�å�r�S�c�²�–�Ö�Ý�”�µ�É  �Ô�¹�Ò�†�K)F�K�r�M��
�¥�å�¯�î�Ý  �Ï�î�º�l�b�K)F�_�X�8�Z�c�
�«�–�µ�³�b�«�±�î�º�”�µ�É  �ž�–�»�r�S�c�Á�î�»�˜�™�”  �–
�å�«�º�Þ�î�©�Ù�å  �ž�–�»�†�g!·�K�Z�C�T�I�8��

• �Ü�Ô�î�º'ö#.�«�¸�î�©�Ù�å�?�}�õ�–�b  Telnet TCP/IP �r�S�c�/�•�ì  Secure Shell>&SSH; �­�Ÿ�×�”  
�©�™�Ý>'�Ã�µ�£�î�ª�†�Q#Ý�K�r�M���«�–�µ�³�c  Telnet �r�S�c  SSH �¡�Û�–�”�å�º�\�b�¿�µ�º�á�î�¡
�K)F�@�•+��[�^�E�€�d�^�~�r�O�‡���r�S�
�«�–�µ�³�_�–�¿�î�È�Ý  �©�î�¡�Þ�µ�º  �Ã�«�á�î�»�†0¿��
�K�Z�>�C�G�\�v�²0[�[�M��

Telnet �”�¡�­�«�b�S�u�b�«�–�µ�³0¿���_�X�8�Z�c�
 ��'ƒ�Ž�G)z�_�P�M�•  Telnet �Ã�«�á�î�»�b0¿����
>&P.11-6>' �†�g!·�K�Z�C�T�I�8���«�–�µ�³�c� �ì�_�q�±  16 �b  Telnet �­�µ�©�Ù�å�†�§�Ï�î�º�K�r�M��
1 �Ç�b  Telnet �Ø�î�¨�_�|�W�Z/œ�ƒ�€�S�š�f�c�
�Ú�b�M�m�Z�b  Telnet �­�µ�©�Ù�å�_�o�Î�I�€�r�M��

SSH �b�S�u�b�«�–�µ�³0¿���_�X�8�Z�c�
 �� SSH �b�S�u�b�«�–�µ�³�b0¿���� >&P.11-47>' �†�g!·�K�Z�C
�T�I�8���«�–�µ�³�c�q�±  5 �X�b�ó
²�^  SSH �­�µ�©�Ù�å�†� �ì�_�§�Ï�î�º�K�r�M��
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'¨  2 'v       �¥�Ð�å�»�Û�–�å  �–�å�±�î�Ç�™�–�«�b�Q#Ý�‰�2
CLI �b�”�¡�­�«
�¥�å�¯�î�Ý  �Ï�î�º�
 Telnet �­�µ�©�Ù�å�
�r�S�c  SSH �­�µ�©�Ù�å�†3û�L�Z�K)F�M�•�\�
'ö#.�«�¸�î�©�Ù
�å�V�_�Ø�î�¨  EXEC �É�ß�å�É�º�@/²&g�I�€�r�M��
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'¨  2 'v       �¥�Ð�å�»�Û�–�å  �–�å�±�î�Ç�™�–�«�b�Q#Ý�‰�2
CLI �b�”�¡�­�«
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C H A P T E R 3

�«�–�µ�³  �”�Û�î�Ò�b0¿��

�G�b'v�[�c�
 IE 3000 �«�–�µ�³�b�”�Û�î�Ò�†0¿���M�•�‰�2�_�X�8�Z1��Â�K�r�M��

�G�b'v�b
Æ���c�
���b�\�>�~�[�M��

• ���«�–�µ�³  �”�Û�î�Ò�b�+0[�� >&P.3-1>'

• ���¥4Š�”�Û�î�Ò�b0¿���� >&P.3-4>'

• ���«�–�µ�³  �”�Û�î�Ò�b0¿���� >&P.3-6>'

• ���«�–�µ�³  �”�Û�î�Ò  �«�¸�î�±�«�b/²&g�� >&P.3-13>'

>&�@>' �G�b'v�[�Q#Ý�M�•�¥�Ð�å�»�b�S�e�>�|�g�Q#Ý�‰�2�b0ò(ý�_�X�8�Z�c�
�G�b�Ü�Ü�î�«�b�«�–�µ�³  �¥�Ð�å
�»  �Ü�Ç�“�Þ�å�«�†�g!·�K�Z�C�T�I�8��

>&�@>' �”�Û�î�Ò�b
°�Š�Ï�î�º�>�|�g���Š�Ï�î�º�b0ò(ý�_�X�8�Z�c�
 �� Cisco Switch Hardware Installation 
Guide���†�g!·�K�Z�C�T�I�8��

�«�–�µ�³  �”�Û�î�Ò�b�+0[
�«�–�µ�³  �¯�Ç�º�˜�™�”�c�
�Ï�î�º�"�)�r�S�c�«�–�µ�³�"�)�[�«�–�µ�³�b"g�Â�†�Ô�½�±�K�r�M���«�–�µ
�³�r�S�c�Ï�î�º�b#'�~�b"g�Â�\0¿���I�€�Z�8�•�Ã�Û�Ó�î�±�\�@�M+´�K�^�8���œ�
�«�–�µ�³  �¯�Ç�º�˜�™
�”�c�”�Û�î�Ò�†$Î#Õ�I�O�•�?�©�«�¸�Ò  �Ó�µ�­�î�ª�†/²&g�K�r�M���¹�Ç�›�Ý�º�[�c�
�«�–�µ�³  �¯�Ç�º
�˜�™�”�c�
�©�«�¸�Ò  �Ó�µ�­�î�ª  �ß� �å�¢  �Ç�“�©�Ü�¸�•>& syslog�Ç�“�©�Ü�¸�•>'�_�©�«�¸�Ò  �Ó�µ�­�î�ª
�†3æ�™�K�r�M���r�S�
(F�Æ�¿�µ�º�á�î�¡'ö#.�É�ß�º�¥�Ý>& SNMP>'�º�Û�µ�É�†  SNMP �§�î�Â�_3æ�™�M
�•�|�:�_�«�–�µ�³�†0¿���M�•�G�\�v�[�A�r�M���”�Û�î�Ò  �Ü�Þ�î�†�Q#Ý�M�•�\�
�¥4Š�b�”�Û�î�Ò  �¹�Â�–
�«�†�º�Ü�ž�î�M�•�|�:�_�«�–�µ�³�†0¿���[�A�r�M���”�Û�î�Ò�b0¿���‰�2�b0ò(ý�_�X�8�Z�c�
 ���«�–�µ�³  
�”�Û�î�Ò�b0¿���� >&P.3-6>' �†�g!·�K�Z�C�T�I�8��

• ���¢�ß�î�Â�Ý  �«�¸�î�±�«  �Ô�½�±�Ü�å�¢  �”�Û�î�Ò�� >&P.3-2>'

• �� FCS �š�Û�î  �Ä�«�¸�Ü�©�«�K�A�8�Í�� >&P.3-2>'

• ���Ï�î�º  �«�¸�î�±�«  �Ô�½�±�Ü�å�¢  �”�Û�î�Ò�� >&P.3-2>'

• ���”�Û�î�Ò$Î#Õ�b�œ�É�©�Ù�å�� >&P.3-3>'
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'¨  3 'v       �«�–�µ�³  �”�Û�î�Ò�b0¿��
�«�–�µ�³  �”�Û�î�Ò�b�+0[
�¢�ß�î�Â�Ý  �«�¸�î�±�«  �Ô�½�±�Ü�å�¢  �”�Û�î�Ò

�«�–�µ�³�c�
�¢�ß�î�Â�Ý  �”�Û�î�Ò�r�S�c�Ç�“�©�Ü�¸�•  �”�Û�î�Ò�\�ç�d�€�•�
 ��Ø�\7Á ;/æ*(�b"g�Â�_
6õ4��M�•�”�Û�î�Ò�†��#.�K�r�M��

FCS �š�Û�î  �Ä�«�¸�Ü�©�«�K�A�8�Í

�–�î�§�¿�µ�º�† =�¥�î�Ý�b�q�±�Å�µ�º  �š�Û�î  �Þ�î�º�c  10-8 �[�M���Å�µ�º  �š�Û�î  �Þ�î�º�b(
�V�c  10-6 
>|  10-11 �[�M���Å�µ�º  �š�Û�î  �Þ�î�º�†�«�–�µ�³�_
°�Š�M�•�_�c�
�G�b�æ�X�†�Q#Ý�K�r�M���Å�µ�º  �š
�Û�î  �Þ�î�º�†  10-9 �_0¿���M�•���œ�
 �æ�X�b�Í�\�K�Z  9 �†
°�Š�K�r�M�� �¹�Ç�›�Ý�º�b  FCS �Å�µ�º  �š�Û�î  
�Þ�î�º�c  10-8 �[�M��

��7•�b�Å�µ�º  �š�Û�î  �Þ�î�º�@0¿���Í�Ü3Æ�†�š�·�M�•���œ�_�
 FCS �š�Û�î  �Ä�«�¸�Ü�©�«�K�A�8�Í�†0¿��
�M�•�G�\�_�|�W�Z�”�Û�î�Ò�b�)�~�p�<�†75�D�G�\�@�[�A�r�M���Ä�«�¸�Ü�©�«�K�A�8�Í�c�
�”�Û�î�Ò0¿��
�K�A�8�Í�_�P�M�•�”�Û�î�Ò  �¡�Ü�”�K�A�8�Í�b�Í�†�š"á>& %>'�[��*O�K�r�M��

�S�\�<�d�
 FCS �Å�µ�º  �š�Û�î  �Þ�î�º�b�”�Û�î�Ò�Í�@  10–8 �_0¿���I�€�Z�8�•���œ�
�G�b�Í�@�”�Û�î�Ò0¿
���K�A�8�Í�[�M���”�Û�î�Ò  �¡�Ü�”�K�A�8�Í�†  5*10-10 �_0¿���M�•�_�c�
�Ä�«�¸�Ü�©�«�
�X�r�~�Í  h �†��
�b�|�:�_0¿���K�r�M��

h = �”�Û�î�Ò  �¡�Ü�”�K�A�8�Í  / �”�Û�î�Ò0¿���K�A�8�Í  

h = 5*10-10 / 10-8 = 5*10-2 = 0.05 = 5%

FCS �Ä�«�¸�Ü�©�«�K�A�8�Í�c�
�«�–�µ�³�b�M�m�Z�b�Ï�î�º�_4:#Ý�I�€�r�M���æ���[�A�•(
�V�c  1 >|  
10% �[�M���¹�Ç�›�Ý�º�Í�c  10% �[�M��0ò(ý�_�X�8�Z�c�
 �� FCS Bit Error Rate �”�Û�î�Ò�b0¿���� >&P.3-9>'
�†�g!·�K�Z�C�T�I�8��

�Ï�î�º  �«�¸�î�±�«  �Ô�½�±�Ü�å�¢  �”�Û�î�Ò

�«�–�µ�³�[�c�
�–�î�§�¿�µ�º  �Ï�î�º�b�«�¸�î�±�«�†�Ô�½�±�K�
 /² 3-2 �_&g�M�”�Û�î�Ò�_�ö�Y�C�”�Û�î
�Ò �Ó�µ�­�î�ª�†#Õ�B�M�•�G�\�v�[�A�r�M���Ø�î�¨�b�ì6ë�\�m6ë�†%,�C�S�u�
�«�–�µ�³�c�”�Û�î�Ò  �É�ß
�Ç�“�–�Ý�†�Q#Ý�K�S�š�f�•+��^�”�Û�î�Ò0¿���†�§�Ï�î�º�K�Z�8�r�M���É�ß�Ç�“�–�Ý�†0
�X�8�B�K�
�›
�–�î�§�¿�µ�º  �Ï�î�º�_  1 �X�N�X�m�~�\�Z�•�G�\�@�[�A�r�M��

/² 3-1 �¢�ß�î�Â�Ý  �«�¸�î�±�«  �Ô�½�±�Ü�å�¢  �”�Û�î�Ò

�”�Û�î�Ò 1��Â

7Á ;/æ*(�”�Û�î�Ò �«�–�µ�³�c�
�¹�×�”�Ý7Á ;/æ*(�Þ�Ë�Ý�†�Ô�½�±�K�r�M�� 2 �X�b7Á ;�@�«�–�µ�³�_�–�å�«�º�î�Ý�I
�€�Z�8�•���œ�c�
 1 �X�b7Á ;�_7€���@$Î#Õ�M�•�\�”�Û�î�Ò�@$Î#Õ�K�r�M���g�‰�b7Á ;/æ*(�@'�
>
"g�Â�_�^�•�\�
�”�Û�î�Ò�c+¬�·$×�_�¡�Ü�”�I�€�r�M��7Á ;/æ*(�”�Û�î�Ò�†�Á�î�»�˜�™�”  �Ü�Þ�î�_
�K)F�M�•�|�:�_0¿���[�A�r�M��0ò(ý�_�X�8�Z�c�
 ��7Á ;/æ*(�”�Û�î�Ò�b0¿���� >&P.3-7>' �†�g!·�K�Z
�C�T�I�8��

 ��Ø�”�Û�î�Ò �«�–�µ�³�c�
�«�–�µ�³
Æ4Š�b#”�C�²�ó�†�Ô�½�±�M�• ��Ø�­�å�§�î�†  2 �X
��<�Z�8�r�M��

• �É�Û�–�Ð�Ü  �”�Û�î�Ò�c�
�* ��ì>& –20 °C>'�>�|�g9× ��ì>& 95 °C>'�[�
$Î#Õ�K+¬�·$×�_�–
�¿�î�È�Ý�_�^�~�r�M���G�€�†�¹�•�­�î�È�Ý�_�c�[�A�r�O�‡���¹�Ç�›�Ý�º�[�c�
�É�Û�–�Ð�Ü �
�Ø�”�Û�î�Ò�c�Ó�ª�Õ�î  �Ü�Þ�î�_6õ4��Ü�E�}�€�Z�8�r�M��

• �­�•�å�²�Ü  �”�Û�î�Ò�c�
0¿���I�€�Z�8�•9× ��\�*8b�b ��Ø�K�A�8�Í�|�~�©�«�¸�Ò�b ��Ø�@9×
�C�^�W�S���œ�v�K�C�c�*�C�^�W�S���œ�_$Î#Õ�K�r�M���¹�Ç�›�Ý�º�[�c�
�­�•�å�²�Ü  �”�Û�î�Ò
�c�¹�•�­�î�È�Ý�_�^�W�Z�8�r�M��

0ò(ý�_�X�8�Z�c�
 ���«�–�µ�³�b ��Ø�”�Û�î�Ò�b0¿���� >&P.3-7>' �†�g!·�K�Z�C�T�I�8��
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 '¨  3 'v       �«�–�µ�³  �”�Û�î�Ò�b0¿��
�«�–�µ�³  �”�Û�î�Ò�b�+0[
�”�Û�î�Ò  �É�ß�Ç�“�–�Ý�†�Q#Ý�M�•�\�
�Ï�î�º�b�”�Û�î�Ò�²�ó�†�–�¿�î�È�Ý�r�S�c�¹�•�­�î�È�Ý�_�K�S
�~�
 1 �X�r�S�c�g�‰�b�”�Û�î�Ò  �Ü�Þ�î�_�”�Û�î�Ò�²�ó�†6õ4��Ü�E�S�~�[�A�r�M���r�S�
�”�Û�î�Ò  �É�ß
�Ç�“�–�Ý�†�Q#Ý�K�Z�”�Û�î�Ò�²�ó�†0¿���M�•�\�
�”�Û�î�Ò  �º�Û�µ�É�†  SNMP �§�î�Â�_3æ�™�M�•�G�\
�x�
�©�«�¸�Ò  �Ó�µ�­�î�ª�†  Syslog �§�î�Â�_3æ�™�M�•�G�\�v�[�A�r�M����,´�ì�b0¿��>&�¹�Ç�›�Ý�º>'�[
�c�
�M�m�Z�b�–�å�±�î�Ç�™�–�«�_�”�Û�î�Ò  �É�ß�Ç�“�–�Ý  defaultPort �@4:#Ý�I�€�Z�8�r�M��

>&�@>' 1 �X�b�Ü�Þ�î�_�P�K0
�X�b�”�Û�î�Ò�†6õ4��Ü�E�•�G�\�v�
�g�‰�b�Ü�Þ�î�_�P�K  1 �X�b�”�Û�î�Ò�†6õ4��Ü
�E�•�G�\�v�[�A�r�M��

/² 3-2 �_�
�Ï�î�º  �«�¸�î�±�«  �Ô�½�±�Ü�å�¢  �”�Û�î�Ò�b�M0t�
�Q�b1��Â�
�>�|�g�µ+��†&g�K�r�M���›7€
���_�c�
 Cisco IOS �©�«�¸�Ò  �š�Û�î  �Ó�µ�­�î�ª5��±�Ø�_�ö�Y�C5��±�Ø�@�m�~�\�Z�}�€�Z�8�r�M��

�”�Û�î�Ò$Î#Õ�b�œ�É�©�Ù�å

�«�–�µ�³�[�c�
���b�”�Û�î�Ò$Î#Õ�‰�2�@�§�Ï�î�º�I�€�Z�8�r�M��

• 0¿���•+��^�Ü�Þ�î

�«�–�µ�³�c�
 1 �X�b"‚'g�K�S�”�Û�î�Ò  �Ü�Þ�î�†
��<�Z�8�r�M���”�Û�î�Ò  �Ü�Þ�î�c�
�¢�ß�î�Â�Ý  �«
�¸�î�±�«�>�|�g�Ï�î�º  �«�¸�î�±�«�b"g�Â�_�|�W�Z$Î#Õ�I�O�•�G�\�@�[�A�r�M���Ü�Þ�î�†0¿���M�•
�\�
�¥4Š�b�”�Û�î�Ò/æ*(>&�Ë�Ý�
�Û�–�º�
�Q�b�Ú�b�™�•/æ*(�^�]>'�_7€���™�•�†3æ�™�[�A�r�M���õ
�–�b�”�Û�î�Ò�²�ó�†�
�”�Û�î�Ò  �Ü�Þ�î�_6õ4��Ü�E�•�G�\�@�[�A�r�M���›7€���_�c�
 Cisco IOS �©�«
�¸�Ò  �š�Û�î  �Ó�µ�­�î�ª5��±�Ø�_�ö�Y�C5��±�Ø�@�m�~�\�Z�}�€�Z�8�r�M��

�Ü�Þ�î�†0¿���M�•�‰�2�_�X�8�Z�c�
 ���«�–�µ�³  �”�Û�î�Ò�b0¿���� >&P.3-6>' �†�g!·�K�Z�C�T�I�8��

/² 3-2 �Ï�î�º  �«�¸�î�±�«  �Ô�½�±�Ü�å�¢  �”�Û�î�Ò

�”�Û�î�Ò 1��Â

Link Fault �”�Û�î�Ò �Ï�î�º�b"@#.�™�_�e8Ÿ�@�6�~�
�¹�î�±��3æ�b�™8—�ö�@�*�8���œ�
�«�–�µ�³�c  Link Fault �”
�Û�î�Ò�†#Õ�B�K�r�M���M+á$×�^�Ü�å�¡7€���c�™�•�r�S�c�¡�ß�µ�¡�˜�»�[�M���Ü�å�¡7€���@�¡
�Ü�”�I�€�•�\�
 Link Fault �”�Û�î�Ò�v+¬�·$×�_�¡�Ü�”�I�€�r�M���G�b�”�Û�î�Ò�b5��±�Ø�c�

�Þ�Ë�Ý  3�
 �š�Û�î"g�Â �[�M��

Port not Forwarding �”�Û�î
�Ò

�Ï�î�º�[�Ã�£�µ�º3?3æ�@/œ�ƒ�€�Z�8�^�8���œ�
�«�–�µ�³�c  Port not Forwarding �”�Û�î�Ò�†#Õ
�B�K�r�M���Ï�î�º�[�Ã�£�µ�º3?3æ�@6ä���I�€�•�\�
�G�b�”�Û�î�Ò�c+¬�·$×�_�¡�Ü�”�I�€�r�M��
�G�b�”�Û�î�Ò�b5��±�Ø�c�
�Þ�Ë�Ý  4�
 1™�Ì�[�M��

Port not Operating �”�Û�î�Ò 2s�·�ì�b�­�Ý�Ç�¸�«�º�p�_�Ï�î�º7€���@$Î#Õ�M�•�\�
�«�–�µ�³�c  Port not Operating �”�Û�î
�Ò�†#Õ�B�K�r�M��$Î#Õ�K�S  Port not Operating �”�Û�î�Ò�c�
�«�–�µ�³�b
Ì2s�·�ì�_�Ï�î�º�@
�·�8�•+��[�6�•���œ�_�T�E�
�¡�Ü�”�I�€�r�M���G�b�”�Û�î�Ò�b5��±�Ø�c�
�Þ�Ë�Ý  3�
 �š�Û�î
"g�Â �[�M��

FCS Bit Error Rate �”�Û�î�Ò 0¿���I�€�Z�8�•  FCS �Å�µ�º  �š�Û�î  �Þ�î�º�_��7•�b�Þ�î�º�@3Æ�Y�C�\�
�«�–�µ�³�c  FCS Bit 
Error Rate �”�Û�î�Ò�†#Õ�B�K�r�M���›�Ï�î�º�b  FCS �Å�µ�º  �š�Û�î  �Þ�î�º�c�
�–�å�±�î�Ç�™
�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  CLI �†�Q#Ý�K�Z0¿���[�A�r�M��0ò(ý�_�X�8�Z�c�
 �� FCS Bit 
Error Rate �”�Û�î�Ò�b0¿���� >&P.3-9>' �†�g!·�K�Z�C�T�I�8���G�b�”�Û�î�Ò�b5��±�Ø�c�
�Þ�Ë
�Ý 3�
 �š�Û�î"g�Â �[�M��
3-3
Cisco IE 3000 �«�–�µ�³  �¯�Ç�º�˜�™�”  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �ž�–�»

OL-27302-01-J 



 

'¨  3 'v       �«�–�µ�³  �”�Û�î�Ò�b0¿��
�¥4Š�”�Û�î�Ò�b0¿��
• SNMP �º�Û�µ�É

SNMP �c�
�Ð�¿�î�ª�Õ�\�š�î�ª�™�å�º6ë�b3û�™�b�Ó�µ�­�î�ª  �Ç�›�î�Ð�µ�º�†�f�j�M�•�”�É�Ü�£�î
�©�Ù�å�Þ�–�Ö  �É�ß�º�¥�Ý�[�M�� SNMP �©�«�¸�Ò�c�
 SNMP �Ð�¿�î�ª�Õ�
 SNMP �š�î�ª�™�å�º�
�>
�|�g'ö#.�_���Ë�î�«>& MIB >'�[�S�B�I�€�r�M��

snmp-server enable traps �¥�Ð�å�»�†�š�f�M�•�\�
�”�Û�î�Ò  �º�Û�µ�É�†  SNMP �§�î�Â�_3æ�™�[�A
�•�|�:�_�^�~�r�M���”�Û�î�Ò  �É�ß�Ç�“�–�Ý�†�Q#Ý�K�Z�
 SNMP �”�Û�î�Ò  �º�Û�µ�É�†3æ�™�M�•�S�u
�b#”�C�r�S�c�Ï�î�º  �«�¸�î�±�«  �”�Û�î�Ò�²�ó�†0¿���[�A�r�M��0ò(ý�_�X�8�Z�c�
 �� SNMP �º�Û�µ�É
�b�–�¿�î�È�Ý�ì�� >&P.3-13>' �†�g!·�K�Z�C�T�I�8��

• Syslog �Ó�µ�­�î�ª

�”�Û�î�Ò  �É�ß�Ç�“�–�Ý�†�Q#Ý�M�•�\�
�©�«�¸�Ò  �Ó�µ�­�î�ª�†  Syslog �§�î�Â�_3æ�™�[�A�r�M��0ò(ý
�_�X�8�Z�c�
 ���«�–�µ�³  �”�Û�î�Ò�b0¿���� >&P.3-6>' �†�g!·�K�Z�C�T�I�8��

�¥4Š�”�Û�î�Ò�b0¿��
�«�–�µ�³�b�S8��Ã�¿�Ý�V�b�”�Û�î�Ò
°�Š�Ï�î�º�_�P�K�Z�
�»�”�
 ��Ø0£�
!F!O��%±�µ�\�8�W�S�
�H�Q#Ý
�b#”�C
Æ�_�Ñ�~�M�•�¥4Š�¹�Â�–�«�?�}�b�”�Û�î�Ò
°�Š�†�q�±  4 �X�r�[�K)F�[�A�r�M��

�W 3-1 �”�Û�î�Ò  �Ï�î�º�b�Æ�å�m�~�\�Z

�›�”�Û�î�Ò
°�Š�_�P�K�Z�
�”�Û�î�Ò�†�º�Ü�ž�î�M�•�S�u�b6ä�G2°�r�S�c6â�G2°�†0¿���K�
�r�S�
�”�Û�î
�Ò�b5��±�Ø�†0¿���[�A�r�M���”�Û�î�Ò�†�º�Ü�ž�î�M�•�\�
�©�«�¸�Ò  �Ó�µ�­�î�ª�@#Õ�B�I�€�r�M���”
�Û�î�Ò�b0°3Ù�¡�†
°�Š�M�•�\�
�Q�b�¡�S�@�©�«�¸�Ò  �Ó�µ�­�î�ª
Æ�_/²&g�I�€�r�M���”�Û�î�Ò�@�º�Ü
�ž�î�I�€�•�\�
 LED �¹�•�«�É�Þ�–�v!l!I�K�r�M>& LED �c3û�–�c�œ�Ç�_�^�W�Z�>�~�
�G�€�c�”�Û�î�Ò�@
�^�8�G�\�†�–�á�K�Z�8�r�M>' �� LED �_�X�8�Z�c�
 �� Cisco Switch Hardware Installation Guide���†�g!·�K
�Z�C�T�I�8��

�”�Û�î�Ò  �º�Ü�ž�î�b0¿���c�
 open �?  closed  �b�8�N�€�?�\�^�~�r�M��0¿���K�^�8���œ�
�G2°�@6â�L�•
�\�”�Û�î�Ò�@�º�Ü�ž�î�I�€�r�M��

• open �\�c�
�K!l>&3û�–�c6â�K!l>'�†�Ó�K�Z7Á�v�@�v�€�Z�8�•3û�–�b"g�Â�†�–�á�K�r�M��7Á�v�b�v
�€�@�õ�F�M�•�\�
�”�Û�î�Ò�@#Õ�B�I�€�r�M��

• closed �\�c�
�K!l>&3û�–�c6ä�K!l>'�†�Ó�K�Z7Á�v�@�v�€�Z�8�^�8�G�\�†�–�á�K�r�M��7Á�v�@�v�€�•
�\�
�”�Û�î�Ò�@#Õ�B�I�€�r�M��

20
74

34

2 31 4 5 6 7 8���3 �â�)�8� 
W�Ó

1

2

3

4

5

6

7

8

���\�o�S  1 �I
�

���\�o�S  2 �I
�

1b�ñ4=

���\�o�S  3 �I
�

���\�o�S  4 �I
�

1b�ñ4?

���\�o�S�´
��&�U�f

���\�o�S�I
��&�U�f
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 '¨  3 'v       �«�–�µ�³  �”�Û�î�Ò�b0¿��
�¥4Š�”�Û�î�Ò�b0¿��
�”�Û�î�Ò5��±�Ø�† �Ð�–�¼�î �
 �Ó�ª�Õ�î �
�r�S�c �¡�Ü�¸�•�•�Ý �_0¿���[�A�r�M��5��±�Ø�c�”�Û�î�Ò  �Ó�µ
�­�î�ª�_/²&g�I�€�
�r�S�
5��±�Ø�_�|�W�Z�
�”�Û�î�Ò�@�º�Ü�ž�î�I�€�S�\�A�b  LED �b,
�v0¿���I�€�r
�M�� LED �c�
�Ð�–�¼�î  �”�Û�î�Ò�b���œ�c�œ�Þ�å�ª�
�Ó�ª�Õ�î  �”�Û�î�Ò�b���œ�c2e�[!l!I�K�
�¡�Ü�¸�•
�•�Ý  �”�Û�î�Ò�b���œ�c2e�[!l [�K�r�M��0¿���I�€�Z�8�^�8���œ�
�¹�Ç�›�Ý�º�b�”�Û�î�Ò�b5��±�Ø�c �Ð
�–�¼�î �_�^�~�r�M��

�”�Û�î�Ò�K!l�†0¿���M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

�”�Û�î�Ò�b1��Â�†�P7V�M�•�_�c�
 no alarm contact contact-number description "I�’  EXEC �¥�Ð�å�»
�†
°�Š�K�r�M���”�Û�î�Ò�b5��±�Ø�†  minor>&�¹�Ç�›�Ý�º>'�_0¿���M�•�_�c�
 no alarm contact 
{ contact-number | all} severity �†
°�Š�K�r�M���”�Û�î�Ò�K!l�b�º�Ü�ž�î�†  closed>&�¹�Ç�›�Ý�º>'�_0¿
���M�•�_�c�
 no alarm contact { contact-number | all} trigger  �†
°�Š�K�r�M��

�”�Û�î�Ò0¿���>�|�g�«�¸�î�±�«�†&�1��M�•�_�c�
 show env alarm-contact "I�’  EXEC �¥�Ð�å�»�†
°�Š
�K�r�M��

�”�Û�î�Ò  �¥�Ð�å�»�b0ò(ý�_�X�8�Z�c�
�G�b�Ü�Ü�î�«�b�¥�Ð�å�»  �Ü�Ç�“�Þ�å�«�†�g!·�K�Z�C�T�I�8��

>&�@>' �•�«�–�µ�³�[�c�
�G�€�}�b�”�Û�î�Ò�b  CISCO-ENTITY-ALARM-MIB �@�§�Ï�î�º�I�€�Z�8�r�M��

���_�
 door sensor �\�8�:�¡�S�b�”�Û�î�Ò
°�Š  2 �†�
�»�”�b�G2°�@6â�L�S�\�A�_�Ó�ª�Õ�î  �”�Û�î�Ò�†�”
�§�î�º�M�•�|�:�_0¿���K�
���_�
�M�m�Z�b�”�Û�î�Ò�b�«�¸�î�±�«�>�|�g0¿���†/²&g�M�•�[�†&g�K�r�M��

Switch(config)# alarm contact 2 description door sensor
Switch(config)# alarm contact 2 severity major
Switch(config)# alarm contact 2 trigger closed
Switch(config)# end
Switch(config)# show env alarm-contact
Switch# show  env alarm-contact
ALARM CONTACT 1
   Status:      not asserted
   Description: test_1

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 alarm contact contact-number 
description string 

>&�õ�–>'�”�Û�î�Ò�K!l$��•�b1��Â�†0¿���K�r�M��

• contact-number �b�Í�c  1 >|  4 �[�M��

• 1��Â�b�e�Ð�4�c  80 �e�Ð�r�[�b,e�X�Ð�[�æ���K�
�G�b�e�Ð�4�c�
#Õ�B
�I�€�•�M�m�Z�b�©�«�¸�Ò  �Ó�µ�­�î�ª�_/²&g�I�€�r�M��

�«�̧ �µ�É 3 alarm contact { contact-number | all} 
{ severity { critical  | major  | minor } | 
trigger { closed | open}} 

�”�Û�î�Ò�K!l$��•�r�S�c�M�m�Z�b�K!l$��•�b�
�º�Ü�ž�î�>�|�g5��±�Ø�†
0¿���K�r�M��

• �K!l$��•>& 1 >|  4>'�†
°�Š�M�•�?�
 �M�m�Z�b �”�Û�î�Ò�†0¿���M�•�G�\
�†�æ���K�r�M���”�Û�î�Ò�K!l�b�Æ�å�m�~�\�Z�_�X�8�Z�c�
 �W 3-1 �†
�g!·�K�Z�C�T�I�8��

• severity �_�c�
 critical �
 major �
�r�S�c  minor  �†
°�Š�K�r�M��5��±
�Ø�†0¿���K�^�8���œ�
�¹�Ç�›�Ý�º�c  minor  �\�^�~�r�M��

• trigger  �_�c�
 open �r�S�c  closed �†
°�Š�K�r�M���º�Ü�ž�î�†0¿���K
�^�8���œ�
�G2°�@  closed �b�\�A�_�”�Û�î�Ò�@�º�Ü�ž�î�I�€�r�M��

�«�̧ �µ�É 4 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 5 show env alarm-contact 0¿���I�€�S�”�Û�î�Ò�K!l�†/²&g�K�r�M��

�«�̧ �µ�É 6 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��
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'¨  3 'v       �«�–�µ�³  �”�Û�î�Ò�b0¿��
�«�–�µ�³  �”�Û�î�Ò�b0¿��
   Severity:    critical
   Trigger:     open
ALARM CONTACT 2
   Status:      not asserted
   Description: door sensor
   Severity:    major
   Trigger:     closed
ALARM CONTACT 3
   Status:      not asserted
   Description: flood sensor
   Severity:    critical
   Trigger:     closed
ALARM CONTACT 4
   Status:      not asserted
   Description: 
   Severity:    critical
   Trigger:     closed

�«�–�µ�³  �”�Û�î�Ò�b0¿��
• ���¹�Ç�›�Ý�º�b�«�–�µ�³  �”�Û�î�Ò0¿���� >&P.3-6>'

• ��7Á ;/æ*(�”�Û�î�Ò�b0¿���� >&P.3-7>'

• ���«�–�µ�³�b ��Ø�”�Û�î�Ò�b0¿���� >&P.3-7>'

• �� FCS Bit Error Rate �”�Û�î�Ò�b0¿���� >&P.3-9>'

• ���”�Û�î�Ò  �É�ß�Ç�“�–�Ý�b0¿���� >&P.3-11>'

• �� SNMP �º�Û�µ�É�b�–�¿�î�È�Ý�ì�� >&P.3-13>'

�¹�Ç�›�Ý�º�b�«�–�µ�³  �”�Û�î�Ò0¿��

/² 3-3 �¹�Ç�›�Ý�º�b�«�–�µ�³  �”�Û�î�Ò0¿��

�”�Û�î�Ò �¹�Ç�›�Ý�º0¿��

�¢�ß�î�Â
�Ý

7Á ;/æ*(�”�Û�î�Ò �«�–�µ�³�b�©�å�¢�Ý7Á ;�Ô�î�»�b���œ�_�–�¿�î�È�Ý�_�^�~�r�M���”�Û�î�Ò
�c�6�~�r�O�‡��

�¹�×�”�Ý7Á ;/æ*(�Ô�î�»�b���œ�
�¹�Ç�›�Ý�º�b�”�Û�î�Ò3û%±�\�K�Z�
�©�«
�¸�Ò  �Ó�µ�­�î�ª�@�¥�å�¯�î�Ý�_/²&g�I�€�r�M��

�É�Û�–�Ð�Ü ��Ø�”�Û�î�Ò �«�–�µ�³ ��Ø�@�q9×  95 oC �?�}�q�*  –20 oC �b(
�V�b�\�A�_�–�¿�î�È�Ý�_�^
�~�r�M��

�É�Û�–�Ð�Ü  �«�–�µ�³�b ��Ø�”�Û�î�Ò�c�Ó�ª�Õ�î  �Ü�Þ�î�_6õ4��Ü�E�}�€�Z
�8�r�M��

�­�•�å�²�Ü ��Ø�”�Û�î�Ò !“� �[�M��

�Ï�î�º Link fault �”�Û�î�Ò �M�m�Z�b�–�å�±�î�Ç�™�–�«�[�¹�•�­�î�È�Ý

Port not forwarding �”�Û�î�Ò �M�m�Z�b�–�å�±�î�Ç�™�–�«�[�¹�•�­�î�È�Ý

Port not operating �”�Û�î�Ò �M�m�Z�b�–�å�±�î�Ç�™�–�«�[�–�¿�î�È�Ý��

FCS bit error rate �”�Û�î�Ò �M�m�Z�b�–�å�±�î�Ç�™�–�«�[�¹�•�­�î�È�Ý
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 '¨  3 'v       �«�–�µ�³  �”�Û�î�Ò�b0¿��
�«�–�µ�³  �”�Û�î�Ò�b0¿��
7Á ;/æ*(�”�Û�î�Ò�b0¿��

7Á ;�b�Ñ�~�c�
�·$×�_�è���I�€�r�M���«�–�µ�³�b7Á ;�_���†/²&g�M�•�_�c�
"I�’  EXEC �Ô�î�»�r�S�c
�Ø�î�¨  EXEC �Ô�î�»�[  show env power �¥�Ð�å�»�†�Q#Ý�K�r�M��

7Á ;/æ*(�”�Û�î�Ò�†�Ü�Þ�î�_6õ4��Ü�E�•�_�c�
 alarm facility power-supply �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×
�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��7Á ;/æ*(�”�Û�î�Ò�_6õ4��Ü�E�S�M�m�Z�b�”�Û�î�Ò�\�º�Û�µ�É�†�

Syslog �§�î�Â�>�|�g  SNMP �§�î�Â�_3æ�™�M�•�|�:�_0¿���M�•�G�\�v�[�A�r�M��

7Á ;/æ*(�”�Û�î�Ò�†�Ü�Þ�î�_6õ4��Ü�E�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

�¹�Ç�›�Ý�º�b7Á ;/æ*(�”�Û�î�Ò�†�¹�•�­�î�È�Ý�_�M�•�_�c�
 alarm facility power-supply disable �¢
�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

�Ü�Þ�î�
 Syslog �§�î�Â�
�r�S�c  SNMP �§�î�Â�l�b�”�Û�î�Ò3æ�™�†�¹�•�­�î�È�Ý�_�M�•�_�c�
 no alarm 
facility power-supply relay�
 no alarm facility power-supply notifies�
 no alarm facility 
power-supply syslog �b�›�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

>&�@>' notifies �¥�Ð�å�»�†�Q#Ý�K�Z�”�Û�î�Ò  �º�Û�µ�É�†  SNMP �§�î�Â�_3æ�™�M�•�_�c�
�r�N  snmp-server 
enable traps alarms �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�Z  SNMP �§�î�Â�†�­�µ�º
�”�µ�É�M�•�²0[�@�6�~�r�M��  �� SNMP �º�Û�µ�É�b�–�¿�î�È�Ý�ì�� >&P.3-13>' �†�g!·�K�Z�C�T�I�8��

���_�
7Á ;/æ*(�Ô�½�±�Ü�å�¢  �”�Û�î�Ò�†�Ó�ª�Õ�î  �Ü�Þ�î�_0¿���M�•�[�†&g�K�r�M��

Switch(config) #  alarm facility power-supply relay major 

�«�–�µ�³�b ��Ø�”�Û�î�Ò�b0¿��

�É�Û�–�Ð�Ü ��Ø�”�Û�î�Ò�>�|�g�­�•�å�²�Ü ��Ø�”�Û�î�Ò�b ��Ø�K�A�8�Í�c�š�f�[�A�r�M���r�S�
�É�Û�–
�Ð�Ü ��Ø�”�Û�î�Ò�r�S�c�­�•�å�²�Ü ��Ø�”�Û�î�Ò�b�8�N�€�?�†�Ü�Þ�î�_6õ4��Ü�E�•�G�\�v�[�A�r�M��

• ���«�–�µ�³�b�É�Û�–�Ð�Ü ��Ø�K�A�8�Í�b0¿���� >&P.3-7>'

• ���«�–�µ�³�b�­�•�å�²�Ü ��Ø�K�A�8�Í�b0¿���� >&P.3-8>'

• �� ��Ø�”�Û�î�Ò�b�Ü�Þ�î�l�b6õ4��Ü�E�� >&P.3-8>'

�«�–�µ�³�b�É�Û�–�Ð�Ü ��Ø�K�A�8�Í�b0¿��

alarm facility  temperature primary  �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�M�•�\�
�É
�Û�–�Ð�Ü ��Ø�Ô�½�±�Ü�å�¢  �”�Û�î�Ò�b�* ��K�A�8�Í�>�|�g9× ��K�A�8�Í�†0¿���[�A�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 alarm facility power-supply relay 
major

7Á ;/æ*(�”�Û�î�Ò�†�Ü�Þ�î�_6õ4��Ü�E�r�M��

�«�̧ �µ�É 3 alarm facility power-supply notifies 7Á ;/æ*(�”�Û�î�Ò  �º�Û�µ�É�†  SNMP �§�î�Â�_3æ�™�K�r�M��

�«�̧ �µ�É 4 alarm facility power-supply syslog 7Á ;/æ*(�”�Û�î�Ò  �º�Û�µ�É�†  Syslog �§�î�Â�_3æ�™�K�r�M��

�«�̧ �µ�É 5 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 6 show alarm settings 0¿���†&�1��K�r�M��

�«�̧ �µ�É 7 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��
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'¨  3 'v       �«�–�µ�³  �”�Û�î�Ò�b0¿��
�«�–�µ�³  �”�Û�î�Ò�b0¿��
9× ��K�A�8�Í�†0¿���M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

 ��Ø�Ô�½�±�Ü�å�¢  �”�Û�î�Ò0¿���†�P7V�K�Z�¹�Ç�›�Ý�º0¿���_�`�M�_�c�
 no alarm facility temperature 
primary  high threshold �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

���_�
�É�Û�–�Ð�Ü ��Ø�Ô�½�±�Ü�å�¢  �”�Û�î�Ò0¿���†�P7V�K�Z�¹�Ç�›�Ý�º0¿���_�`�M�[�†&g�K�r�M��

Switch(config) #  no alarm facility temperature primary high 45

�«�–�µ�³�b�­�•�å�²�Ü ��Ø�K�A�8�Í�b0¿��

alarm facility  temperature secondary �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�M�•�\�
 �­
�•�å�²�Ü ��Ø�Ô�½�±�Ü�å�¢  �”�Û�î�Ò�b�* ��K�A�8�Í�>�|�g9× ��K�A�8�Í�†0¿���[�A�r�M��

�* ��K�A�8�Í�†0¿���M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

�­�•�å�²�Ü ��Ø�K�A�8�Í�”�Û�î�Ò�†�¹�•�­�î�È�Ý�_�M�•�_�c�
 no alarm facility temperature 
secondary threshold �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

���_�
�­�•�å�²�Ü ��Ø�K�A�8�Í�”�Û�î�Ò�†�¹�•�­�î�È�Ý�_�M�•�[�†&g�K�r�M��

Switch(config) #  no alarm facility temperature secondary 45

 ��Ø�”�Û�î�Ò�b�Ü�Þ�î�l�b6õ4��Ü�E

�¹�Ç�›�Ý�º�[�c�
�É�Û�–�Ð�Ü ��Ø�”�Û�î�Ò�c�Ü�Þ�î�_6õ4��Ü�E�}�€�Z�8�r�M�� alarm facility 
temperature �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�M�•�\�
 SNMP �º�Û�µ�É�r�S�c  
Syslog �Ó�µ�­�î�ª�_�É�Û�–�Ð�Ü ��Ø�”�Û�î�Ò�†6õ4��Ü�E�S�~�
�Ü�Þ�î�
 SNMP �º�Û�µ�É�
�r�S�c  
Syslog �Ó�µ�­�î�ª�_�­�•�å�²�Ü ��Ø�”�Û�î�Ò�†6õ4��Ü�E�S�~�[�A�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 alarm facility temperature primary 
high threshold 

�É�Û�–�Ð�Ü9× ��K�A�8�Í�†0¿���K�r�M���K�A�8�Í�c�
 –150 °C >|  300 °C �b
(
�V�_0¿���K�r�M��

�«�̧ �µ�É 3 alarm facility temperature primary 
low threshold

�É�Û�–�Ð�Ü�* ��K�A�8�Í�†0¿���K�r�M���K�A�8�Í�c�
 –200 °C >|  250 °C �b
(
�V�_0¿���K�r�M��

�«�̧ �µ�É 4 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 5 show alarm settings 0¿���†&�1��K�r�M��

�«�̧ �µ�É 6 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 alarm facility temperature 
secondary high threshold 

�­�•�å�²�Ü9× ��K�A�8�Í�†0¿���K�r�M���K�A�8�Í�c�
 –150 °C >|  300 °C �b
(
�V�_0¿���K�r�M��

�«�̧ �µ�É 3 alarm facility temperature 
secondary low threshold

�­�•�å�²�Ü�* ��K�A�8�Í�†0¿���K�r�M���K�A�8�Í�c�
 –200 °C >|  250 °C �b
(
�V�_0¿���K�r�M��

�«�̧ �µ�É 4 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 5 show alarm settings 0¿���†&�1��K�r�M��

�«�̧ �µ�É 6 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��
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 '¨  3 'v       �«�–�µ�³  �”�Û�î�Ò�b0¿��
�«�–�µ�³  �”�Û�î�Ò�b0¿��
>&�@>' �«�–�µ�³�b�©�å�¢�Ý  �Ü�Þ�î�c�
�Ó�ª�Õ�î  �Ü�Þ�î�\�ç�d�€�r�M��

"I�’  EXEC �Ô�î�»�?�}�
���b�m8p�_�‘�W�Z�É�Û�–�Ð�Ü ��Ø�”�Û�î�Ò�r�S�c�­�•�å�²�Ü ��Ø�”�Û�î�Ò�†
�Ü�Þ�î�_6õ4��Ü�E�r�M��

>&�@>' notifies �¥�Ð�å�»�†�Q#Ý�K�Z�”�Û�î�Ò  �º�Û�µ�É�†  SNMP �§�î�Â�_3æ�™�M�•�_�c�
�r�N  snmp-server 
enable traps alarms �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�Z  SNMP �§�î�Â�†�­�µ�º
�”�µ�É�M�•�²0[�@�6�~�r�M�� �� SNMP �º�Û�µ�É�b�–�¿�î�È�Ý�ì�� >&P.3-13>' �†�g!·�K�Z�C�T�I�8��

�­�•�å�²�Ü ��Ø�”�Û�î�Ò�†�¹�•�­�î�È�Ý�_�M�•�_�c�
 no alarm facility temperature secondary �†�Q#Ý
�K�r�M��

���_�
9× ��K�A�8�Í�†  45 °C �_�K�Z�
�­�•�å�²�Ü ��Ø�”�Û�î�Ò�†�Ó�ª�Õ�î  �Ü�Þ�î�_0¿���M�•�[�†&g�K
�r�M���G�b�”�Û�î�Ò�_6õ4��Ü�E�}�€�S�M�m�Z�b�”�Û�î�Ò�\�º�Û�µ�É�c�
 Syslog �§�î�Â�\  SNMP �§�î�Â
�_3æ�™�I�€�r�M��

Switch(config) #  alarm facility temperature secondary high 45
Switch(config) #  alarm facility temperature secondary relay major 
Switch(config) # alarm facility temperature secondary syslog
Switch(config) #  alarm facility temperature secondary notifies

���_�
 1 $��u�b>&�É�Û�–�Ð�Ü>' ��Ø�”�Û�î�Ò�†�Ó�ª�Õ�î  �Ü�Þ�î�_0¿���M�•�[�†&g�K�r�M���G�b�”�Û�î�Ò
�_6õ4��Ü�E�}�€�S�M�m�Z�b�”�Û�î�Ò�\�º�Û�µ�É�c�
 Syslog �§�î�Â�_3æ�™�I�€�r�M��

Switch(config) # alarm facility temperature primary syslog 
Switch(config) # alarm facility temperature primary relay major

FCS Bit Error Rate �”�Û�î�Ò�b0¿��

• �� FCS �š�Û�î�K�A�8�Í�b0¿���� >&P.3-10>'

• �� FCS �š�Û�î  �Ä�«�¸�Ü�©�«�K�A�8�Í�b0¿���� >&P.3-10>'

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 alarm facility temperature 
{ primary | secondary}  relay major

�É�Û�–�Ð�Ü ��Ø�”�Û�î�Ò�r�S�c�­�•�å�²�Ü ��Ø�”�Û�î�Ò�†�Ü�Þ�î�_6õ4��Ü
�E�r�M��

�«�̧ �µ�É 3 alarm facility temperature 
{ primary | secondary}  notifies

�É�Û�–�Ð�Ü ��Ø�”�Û�î�Ò  �º�Û�µ�É�r�S�c�­�•�å�²�Ü ��Ø�”�Û�î�Ò  �º�Û�µ�É
�†  SNMP �§�î�Â�_3æ�™�K�r�M��

�«�̧ �µ�É 4 alarm facility temperature 
{ primary | secondary}  syslog

�É�Û�–�Ð�Ü ��Ø�”�Û�î�Ò  �º�Û�µ�É�r�S�c�­�•�å�²�Ü ��Ø�”�Û�î�Ò  �º�Û�µ�É
�†  Syslog �§�î�Â�_3æ�™�K�r�M��

�«�̧ �µ�É 5 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 6 show alarm settings 0¿���†&�1��K�r�M��

�«�̧ �µ�É 7 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��
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'¨  3 'v       �«�–�µ�³  �”�Û�î�Ò�b0¿��
�«�–�µ�³  �”�Û�î�Ò�b0¿��
FCS �š�Û�î�K�A�8�Í�b0¿��

0¿���I�€�Z�8�•�Þ�î�º�_��7•�b�Þ�î�º�@3Æ�Y�C�\�
�«�–�µ�³�c  FCS Bit Error Rate �”�Û�î�Ò�†#Õ�B�K�r
�M�� FCS �š�Û�î�K�A�8�Í�†0¿���M�•�_�c�
 fcs-threshold �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥
�Ð�å�»�†�Q#Ý�K�r�M��

�Ï�î�º�b�Å�µ�º  �š�Û�î  �Þ�î�º�Í�†0¿���M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

�¹�Ç�›�Ý�º�b  FCS �K�A�8�Í�_�`�M�_�c�
 no fcs-threshold �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  
�¥�Ð�å�»�†�Q#Ý�K�r�M��

���_�
�Ï�î�º�b  FCS �Å�µ�º  �š�Û�î  �Þ�î�º�†  10-10 �_0¿���M�•�[�†&g�K�r�M��

Switch# configure terminal
Switch(config)# interface fastethernet1/1
Switch(config-if) # fcs-threshold 10

FCS �š�Û�î  �Ä�«�¸�Ü�©�«�K�A�8�Í�b0¿��

��7•�b�Å�µ�º  �š�Û�î  �Þ�î�º�@0¿���Í�Ü3Æ�†�š�·�M�•���œ�_�
�Ä�«�¸�Ü�©�«�†0¿���M�•�G�\�_�|�W�Z�”
�Û�î�Ò�b�)�~�p�<�†75�D�G�\�@�[�A�r�M�� FCS �š�Û�î  �Ä�«�¸�Ü�©�«�K�A�8�Í�†0¿���M�•�_�c�
 alarm 
facility fcs-hysteresis �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

>&�@>' FCS �Ä�«�¸�Ü�©�«�K�A�8�Í�c�
�«�–�µ�³�b�M�m�Z�b�Ï�î�º�_4:#Ý�I�€�r�M��

"I�’  EXEC �Ô�î�»�?�}�
���b�m8p�_�‘�W�Z�
�«�–�µ�³�_�P�M�•  FCS �š�Û�î  �Ä�«�¸�Ü�©�«�K�A�8�Í�†0¿
���K�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 interface interface-id 0¿���M�•�–�å�±�î�Ç�™�–�«�†
°�Š�K�Z�
�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×
�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 3 fcs-threshold value FCS �š�Û�î  �Þ�î�º�†0¿���K�r�M��

value �_  6 >|  11 �b(
�V�b�Í�†�æ���M�•�G�\�_�|�~�
�q�±�Å�µ�º  �š�Û�î  �Þ�î
�º  10-6 >|  10-11 �†0¿���[�A�r�M��

�¹�Ç�›�Ý�º�b  FCS �Å�µ�º  �š�Û�î  �Þ�î�º�c  10-8 �[�M��

�«�̧ �µ�É 4 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 5 show fcs-threshold 0¿���†&�1��K�r�M��

�«�̧ �µ�É 6 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 alarm facility fc s-hysteresis 
percentage

�«�–�µ�³�b�Ä�«�¸�Ü�©�«�†�Ã�î�­�å�º�Í�[0¿���K�r�M��

percentage �_�æ���[�A�•(
�V�c  1 >|  10 �[�M���¹�Ç�›�Ý�º�Í�c  10% �[�M��

�«�̧ �µ�É 3 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 4 show running config 0¿���†&�1��K�r�M��

�«�̧ �µ�É 5 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��
3-10
Cisco IE 3000 �«�–�µ�³  �¯�Ç�º�˜�™�”  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �ž�–�»

OL-27302-01-J



 

 '¨  3 'v       �«�–�µ�³  �”�Û�î�Ò�b0¿��
�«�–�µ�³  �”�Û�î�Ò�b0¿��
FCS �š�Û�î  �Ä�«�¸�Ü�©�«�K�A�8�Í�†�¹�Ç�›�Ý�º�Í�_0¿���M�•�_�c�
 no alarm facility fcs-hysteresis �¥
�Ð�å�»�†�Q#Ý�K�r�M��

>&�@>' show running config �¥�Ð�å�»�†�Q#Ý�M�•�\�
�¹�Ç�›�Ý�º�Í�è�¥�b  FCS �š�Û�î  �Ä�«�¸�Ü�©�«�@/²&g�I
�€�r�M��

���_�
 FCS �š�Û�î  �Ä�«�¸�Ü�©�«�†  5% �_0¿���M�•�[�†&g�K�r�M��

Switch(config)# alarm facility fcs-hysteresis 5

�”�Û�î�Ò  �É�ß�Ç�“�–�Ý�b0¿��

• ���”�Û�î�Ò  �É�ß�Ç�“�–�Ý�b�8�B�r�S�c�š�f�� >&P.3-11>'

• ��"I���b�Ï�î�º�l�b�”�Û�î�Ò  �É�ß�Ç�“�–�Ý�b�m�~�\�Z�� >&P.3-12>'

�”�Û�î�Ò  �É�ß�Ç�“�–�Ý�b�8�B�r�S�c�š�f

alarm profile  �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�M�•�\�
 �”�Û�î�Ò  �É�ß�Ç�“�–�Ý�†�8
�B�K�S�~�
�¤�Ñ�b�É�ß�Ç�“�–�Ý�†�š�f�K�S�~�[�A�r�M���‚�K�8�”�Û�î�Ò  �É�ß�Ç�“�–�Ý�†�8�B�K�S�ì!l
�[�c�
�8�N�€�b�”�Û�î�Ò�v�–�¿�î�È�Ý�_�^�W�Z�8�r�O�‡��

>&�@>' defaultPort �É�ß�Ç�“�–�Ý�[�–�¿�î�È�Ý�_�^�•�”�Û�î�Ò�c�
 Port not Operating �”�Û�î�Ò�T�E�[�M��

"I�’  EXEC �Ô�î�»�?�}�
���b�m8p�_�‘�W�Z�”�Û�î�Ò  �É�ß�Ç�“�–�Ý�†�8�B�K�r�M��

�”�Û�î�Ò  �É�ß�Ç�“�–�Ý�†�P7V�M�•�_�c�
 no alarm profile name �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  
�¥�Ð�å�»�†�Q#Ý�K�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 alarm profile name �‚�K�8�É�ß�Ç�“�–�Ý�†�8�B�M�•�?�
�¤�Ñ�b�É�ß�Ç�“�–�Ý�†�æ���K�Z�
�”
�Û�î�Ò  �É�ß�Ç�“�–�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 3 alarm alarm-id "I���”�Û�î�Ò�b�”�Û�î�Ò  �Ã�Û�Ó�î�±�†3ã�•�r�S�c�š�f�K�r�M>& /² 3-4 �†�g
!·>' ���æ���[�A�•�Í�c  1 >|  4 �[�M���«�Ì�î�«�[�
�)�•�G�\�_�|�~�
0
�X�b�”
�Û�î�Ò  ID �†
°�Š�[�A�r�M��

�«�̧ �µ�É 4 notifies alarm-id >&�õ�–>' SNMP �º�Û�µ�É�†  SNMP �§�î�Â�_3æ�™�M�•�|�:�_�”�Û�î�Ò�†0¿��
�K�r�M��

�«�̧ �µ�É 5 relay-major alarm-id >&�õ�–>'�”�Û�î�Ò  �º�Û�µ�É�†�Ü�Þ�î�_3æ�™�M�•�|�:�_�”�Û�î�Ò�†0¿���K�r
�M��

�«�̧ �µ�É 6 syslog alarm-id >&�õ�–>'�”�Û�î�Ò  �º�Û�µ�É�†  Syslog �§�î�Â�_3æ�™�M�•�|�:�_�”�Û�î�Ò�†0¿
���K�r�M��

�«�̧ �µ�É 7 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 8 show alarm profile name 0¿���†&�1��K�r�M��

�«�̧ �µ�É 9 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��
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'¨  3 'v       �«�–�µ�³  �”�Û�î�Ò�b0¿��
�«�–�µ�³  �”�Û�î�Ò�b0¿��
���b�[�[�c�
�Ü�å�¡  �²�˜�å>& alarmList ID 3>'�”�Û�î�Ò�@�–�¿�î�È�Ý�_�^�W�Z�8�•�Ç�“�«�º  �–�î�§�¿�µ
�º  �Ï�î�º�b�”�Û�î�Ò  �É�ß�Ç�“�–�Ý  fastE �†�8�B�r�S�c�š�f�K�r�M���Ü�å�¡  �²�˜�å  �”�Û�î�Ò�c�Ó�ª�Õ�î  
�Ü�Þ�î�_�K)F�I�€�Z�8�r�M���r�S�
�G�b�”�Û�î�Ò�c�
 SNMP �§�î�Â�_3û%±�†�
 Syslog �§�î�Â�_�©�«�¸
�Ò �Ó�µ�­�î�ª�†3æ�™�K�r�M��

Switch(config)# alarm profile fastE
Switch(config-alarm-prof)# alarm 3
Switch(config-alarm-prof)# relay major 3
Switch(config-alarm-prof)# notifies 3
Switch(config-alarm-prof)# syslog 3

>&�@>' notifies �¥�Ð�å�»�†�Q#Ý�K�Z�”�Û�î�Ò  �º�Û�µ�É�†  SNMP �§�î�Â�_3æ�™�M�•�_�c�
�r�N  snmp-server 
enable traps alarms �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�Z  SNMP �§�î�Â�†�­�µ�º
�”�µ�É�M�•�²0[�@�6�~�r�M�� �� SNMP �º�Û�µ�É�b�–�¿�î�È�Ý�ì�� >&P.3-13>' �†�g!·�K�Z�C�T�I�8��

/² 3-4 �_�
 alarmList ID �\�
�P�Â�M�•�”�Û�î�Ò��*O�b�M0t�†&g�K�r�M���G�}�}�b�”�Û�î�Ò�b0ò(ý�_�X�8
�Z�c�
 ���Ï�î�º  �«�¸�î�±�«  �Ô�½�±�Ü�å�¢  �”�Û�î�Ò�� >&P.3-2>' �†�g!·�K�Z�C�T�I�8��

"I���b�Ï�î�º�l�b�”�Û�î�Ò  �É�ß�Ç�“�–�Ý�b�m�~�\�Z

�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[  alarm-profile �¥�Ð�å�»�†�Q#Ý�M�•�\�
�”�Û�î�Ò  
�É�ß�Ç�“�–�Ý�†"I���b�Ï�î�º�_�m�~�\�Z�•�G�\�@�[�A�r�M��

�”�Û�î�Ò  �É�ß�Ç�“�–�Ý�†�Ï�î�º�_�m�~�\�Z�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

"I���b�Ï�î�º�?�}�”�Û�î�Ò  �É�ß�Ç�“�–�Ý�†�P7V�M�•�_�c�
 no alarm-profile name �–�å�±�î�Ç�™�–�«  
�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

���_�
 fastE �\�8�:�”�Û�î�Ò  �É�ß�Ç�“�–�Ý�†�Ï�î�º�_�m�~�\�Z�•�[�†&g�K�r�M��

Switch(config)# interface fastethernet 1/2
Switch(config-if)# alarm profile fastE  

/² 3-4 AlarmList ID $��•�\�”�Û�î�Ò�b1��Â

AlarmList 
ID �”�Û�î�Ò�b1��Â

1 �Ü�å�¡7€��

2 �Ï�î�º�[3?3æ�@/œ�ƒ�€�Z�8�^�8

3 �Ï�î�º�@�·�8�K�Z�8�^�8

4 FCS �š�Û�î  �Þ�î�º�@�K�A�8�Í�†2x
�<�Z�8�•

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 interface port interface 0¿���M�•�«�–�µ�³  �Ï�î�º�b$��•�†
°�Š�K�Z�
�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•
� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 3 alarm-profile name �æ���K�S�É�ß�Ç�“�–�Ý�†�–�å�±�î�Ç�™�–�«�_�m�~�\�Z�r�M��

�«�̧ �µ�É 4 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 5 show alarm profile 0¿���†&�1��K�r�M��

�«�̧ �µ�É 6 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��
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 '¨  3 'v       �«�–�µ�³  �”�Û�î�Ò�b0¿��
�«�–�µ�³  �”�Û�î�Ò  �«�¸�î�±�«�b/²&g
���_�
 fastE �\�8�:�”�Û�î�Ò  �É�ß�Ç�“�–�Ý�†�Ï�î�º�?�}�P7V�M�•�[�†&g�K�r�M��

Switch(config)# interface fastethernet 1/2
Switch(config-if)# no alarm profile fastE

SNMP �º�Û�µ�É�b�–�¿�î�È�Ý�ì

alarm �º�Û�µ�É�†3æ�™�M�•�|�:�_�«�–�µ�³�†�–�¿�î�È�Ý�ì�M�•�_�c�
 snmp-server enable traps 
alarms �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

>&�@>' �”�Û�î�Ò  �É�ß�Ç�“�–�Ý�†�Q#Ý�K�Z�
 SNMP �”�Û�î�Ò  �º�Û�µ�É3û%±�†  SNMP �§�î�Â�_3æ�™�M�•�|�:�_�«
�–�µ�³�†0¿���M�•�_�c�
�r�N  snmp-server enable traps alarms �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  
�¥�Ð�å�»�†�Q#Ý�K�Z  SNMP �†�–�¿�î�È�Ý�ì�M�•�²0[�@�6�~�r�M��

�”�Û�î�Ò  �º�Û�µ�É�†3æ�™�M�•�|�:�_�«�–�µ�³�†�–�¿�î�È�Ý�ì�M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p
�†��/œ�K�r�M��

�«�–�µ�³  �”�Û�î�Ò  �«�¸�î�±�«�b/²&g
�¢�ß�î�Â�Ý�>�|�g�Ï�î�º�b�”�Û�î�Ò  �«�¸�î�±�«�†/²&g�M�•�_�c�
 /² 3-5 �_&g�M 1 �X�r�S�c0
�X�b"I�’  
EXEC �¥�Ð�å�»�†�Q#Ý�K�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 snmp-server enable traps alarms SNMP �º�Û�µ�É�†3æ�™�M�•�|�:�_�«�–�µ�³�†�–�¿�î�È�Ý�ì�K�r�M��

�«�̧ �µ�É 3 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 4 show alarm settings 0¿���†&�1��K�r�M��

�«�̧ �µ�É 5 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��

/² 3-5 �¢�ß�î�Â�Ý�>�|�g�Ï�î�º�b�”�Û�î�Ò  �«�¸�î�±�«�†/²&g�M�•�¥�Ð�å�»

�¥�Ð�å�» % $×

show alarm description port �”�Û�î�Ò�b$��•�\�Q�b1��Â�e�†/²&g�K�r�M��

show alarm profile [name] �©�«�¸�Ò
Æ�b�M�m�Z�b�”�Û�î�Ò  �É�ß�Ç�“�–�Ý�
�r�S�c�æ���K�S�É�ß�Ç�“�–
�Ý�†/²&g�K�r�M��

show alarm settings �«�–�µ�³�_0¿���I�€�Z�8�•�M�m�Z�b�¢�ß�î�Â�Ý  �”�Û�î�Ò�†/²&g�K�r�M��

show env { all | power | temperature} �«�–�µ�³�b#”�C�Ç�“�©�Ü�¸�•�b�«�¸�î�±�«�†/²&g�K�r�M��

show facility-alarm status [critical  | info | 
major ]

�«�–�µ�³�_#Õ�B�I�€�S�”�Û�î�Ò�†/²&g�K�r�M��
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�«�–�µ�³  �”�Û�î�Ò  �«�¸�î�±�«�b/²&g
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�«�–�µ�³�b  IP �”�»�Þ�«�>�|�g�¹�Ç�›�Ý�º  �¤�î
�º�˜�™�–�b�m�~�\�Z

�G�b'v�[�c�
+¬�·�>�|�g�m�·�b�›�‰�2�†�Q#Ý�K�Z  IE 3000 �«�–�µ�³�b�«�–�µ�³�6�‡0¿��>& IP �”�»�Þ�«
�>�|�g�¹�Ç�›�Ý�º  �¤�î�º�˜�™�–�_���b�m�~�\�Z�^�]>'�†�8�B�M�•�‰�2�_�X�8�Z1��Â�K�r�M���«�–�µ�³
�b�«�±�î�º�”�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�š�f�M�•�‰�2�_�X�8�Z�v1��Â�K�r�M��

>&�@>' �G�b'v�[�Q#Ý�K�Z�8�•�¥�Ð�å�»�b�S�e�>�|�g�Q#Ý�‰�2�b0ò(ý�_�X�8�Z�c�
�G�b�Ü�Ü�î�«�b�¥�Ð�å�»  �Ü
�Ç�“�Þ�å�«�\�
 Cisco.com �Ì�î�ª�b  [Documentation] > [Cisco IOS Software] > [12.2 Mainline] > 
[Command References] �_�6�•�� Cisco IOS IP Command Reference, Volume 1 of 3: Addressing and
Services���†�g!·�K�Z�C�T�I�8��

�G�b'v�b
Æ���c�
���b�\�>�~�[�M��

• ��2s�·�É�ß�­�«�b�+0[�� >&P.4-1>'

• ���«�–�µ�³�_���b�m�~�\�Z�� >&P.4-3>'

• ����/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�b&�1��>�|�g�–�Ñ�� >&P.4-16>'

• ���«�±�î�º�”�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�b�š�f�� >&P.4-17>'

• ���¯�Ç�º�˜�™�”  �–�Ó�î�ª  �Ü�ß�î�»�b�«�£�ª�×�î�Ý0¿���� >&P.4-22>'

>&�@>' IP �”�»�Þ�«�>�|�g  Dynamic Host Configuration Protocol>&DHCP>'�b0¿���_6õ�M�•�G�b'v�b�_���c�
 IP 
Version 4>&IPv4>'�[�w�b�_���[�M���«�–�µ�³�V�[  IP Version 6>&IPv6>'�b3?3æ�†�–�¿�î�È�Ý�_�M�•���œ
�c�
 '¨ 42 'v�� IPv6 �Ø�½�Ÿ�Õ�«�º  �Ý�î�¸�•�å�¢�b0¿���� �[�
 IPv6 �”�»�Þ�«�b�Ç�›�î�Ð�µ�º�>�|�g0¿��
�_�[�w�b�_���†�g!·�K�Z�C�T�I�8�� IPv6 �†�–�¿�î�È�Ý�_�M�•�_�c�
�«�–�µ�³�V�[  IP �§�î�Å�«  �–�Ó�î�ª
�@'�
>�K�Z�8�•�²0[�@�6�~�r�M��

2s�·�É�ß�­�«�b�+0[
�«�–�µ�³�†2s�·�M�•�_�c�
 �«�±�î�º�”�µ�É  �ž�–�» �r�S�c�Á�î�»�˜�™�”  �–�å�«�º�Þ�î�©�Ù�å  �ž�–�»�b�m
8p�_�‘�W�Z�
�«�–�µ�³�†0¿*(�K�Z7Á ;�†�œ�å�_�K�
�«�–�µ�³�b�6�‡0¿��>& IP �”�»�Þ�«�
�§�È�¿�µ�º  �Ð
�«�¡�
�¹�Ç�›�Ý�º  �¤�î�º�˜�™�–�
�©�î�¡�Þ�µ�º�>�|�g  Telnet �Ã�«�á�î�»�^�]>'�†/œ�:�²0[�@�6�~�r�M��
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'¨  4 'v       �«�–�µ�³�b  IP �”�»�Þ�«�>�|�g�¹�Ç�›�Ý�º  �¤�î�º�˜�™�–�b�m�~�\�Z
2s�·�É�ß�­�«�b�+0[
3û�–�b2s�·�É�ß�­�«�_�c�È�î�º�ß�î�²  �¯�Ç�º�˜�™�”�b�·�8�@�µ�r�€�r�M���È�î�º�ß�î�²�c���b��#.�†
��/œ�K�r�M��

• �W�)�Þ�Ë�Ý�b  CPU �6�‡�ì�†/œ�8�r�M�� CPU �Þ�ª�«�±�†�6�‡�ì�M�•�G�\�_�|�~�
"@#.�Ó�Ô�Ü�@�Ð�µ
�Æ�å�¢�I�€�•���d�
��5��
3ÿ�Ø�^�]�†�D�š�K�r�M��

• CPU �§�È�©�«�¸�Ò�b  Power-on Self-Test>&POST; 7Á ;�ž
°�ì�­�Ý�Ç�¸�«�º>'�†/œ�8�r�M�� CPU 
DRAM �\�
�Ç�Û�µ�©�×  �Ç�“�–�Ý  �©�«�¸�Ò�†�S�B�M�•�Ç�Û�µ�©�×  �¹�Â�–�«�b4Š�(�†�¸�«�º�K�r�M��

• �©�«�¸�Ò  �Î�î�»�V�b�¥�å�Ã�¡�º  �Ç�Û�µ�©�×  �Ç�“�–�Ý  �©�«�¸�Ò�†�6�‡�ì�K�r�M��

• �¹�Ç�›�Ý�º�b  OS>&�œ�Ì�Þ�î�¸�•�å�¢  �©�«�¸�Ò>'�¯�Ç�º�˜�™�”�†�Ó�Ô�Ü�_�ß�î�»�K�
�«�–�µ�³�†2s
�·�K�r�M��

�È�î�º�ß�î�²�_�|�W�Z�Ç�Û�µ�©�×  �Ç�“�–�Ý  �©�«�¸�Ò�_�”�¡�­�«�K�Z�?�}�
 OS �†�ß�î�»�K�r�M���È�î
�º�ß�î�²�b�Q#Ý% $×�c3û�–�
 OS �b�ß�î�»�
�})°0Ž7V�
�>�|�g2s�·�_7H���I�€�r�M�� OS �@ CPU �†�D�š
�[�A�•�|�:�_�^�•�\�
�È�î�º�ß�î�²�c�
���_�©�«�¸�Ò�@�Ü�­�µ�º�I�€�•�?7Á ;�@�ž
°�I�€�•�r�[�c8��”
�¡�¸�•�È�_�^�~�r�M��

�«�–�µ�³�_�c�
 Cisco IOS �¯�Ç�º�˜�™�”�b�–�Ó�î�ª�>�|�g�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�†�A(á�M�•
�Ü�Ò�î�Â�È�Ý  �¥�å�Ã�¡�º  �Ç�Û�µ�©�×  �•�î�»�@�6�~�r�M���«�–�µ�³�†
Ì0¿���K�^�C�Z�v�
�«�–�µ�³�†�º
�n�>�|�g�”�µ�É�¢�Þ�î�»�[�A�r�M���¥�å�Ã�¡�º  �Ç�Û�µ�©�×  �•�î�»�†�v�~�¥�K�Z�v�
7Á ;�b�œ�Ç / �œ�å�r
�S�c�Ø�î�¨�b�ï�8�b�S�u�_  Cisco IOS �¯�Ç�º�˜�™�”�b�Ü�ß�î�»�@�²0[�_�^�}�^�87H�~�
�«�–�µ�³�·�8�c�p
�•�I�€�r�O�‡���S�T�K�
�¥�å�Ã�¡�º  �Ç�Û�µ�©�×  �•�î�»�†�v�~�¥�M�\�
�Ç�Û�µ�©�×  �Ç�“�–�Ý  �©�«�¸�Ò�_�”
�¡�­�«�[�A�^�C�^�~�
�”�¡�­�«�†0è�s�•�\�š�Û�î  �Ó�µ�­�î�ª�@#Õ�B�I�€�r�M���«�–�µ�³�_�c�
�–�å�«
�º�î�Ý�í�s�b�¥�å�Ã�¡�º  �Ç�Û�µ�©�×  �Ó�Ô�Ü �•�î�»�@�Ü�“�K�Z�8�r�M���r�S�
�«�–�µ�³�c�
�6�}�z�•�§
�–�¬�b�¥�å�Ã�¡�º  �Ç�Û�µ�©�×  �•�î�»�_�P�Â�K�Z�8�r�M��

�¥�å�Ã�¡�º  �Ç�Û�µ�©�×  �Ç�“�–�Ý�b0¿���†/²&g�M�•�_�c�
 show flash: "I�’  EXEC �¥�Ð�å�»�†�Q#Ý�K�r
�M���G�b�¥�Ð�å�»�b0ò(ý�_�X�8�Z�c�
���b  URL �†�g!·�K�Z�C�T�I�8��

http://www.cisco.com/en/US/docs/ios/12_2/configfun/command/reference/frf009.html#wp1018357

�«�–�µ�³�b�¥�å�Ã�¡�º  �Ç�Û�µ�©�×  �Ó�Ô�Ü �•�î�»�b�v�~�¥�K�r�S�c�º�n�‰�2�_�X�8�Z�c�
 �� Cisco IE 
3000 Hardware Installation Guide���†�g!·�K�Z�C�T�I�8��

�r�S�
 OS �@�Q#Ý�Y�•+��_�^�•�o�]�b5��±�^7€���@$Î#Õ�K�S���œ�c�
�È�î�º�ß�î�²�c�©�«�¸�Ò�_�º�Û�µ
�É�»�”�?�}�”�¡�­�«�K�r�M���º�Û�µ�É�»�”�?�}�©�«�¸�Ò�l�”�¡�­�«�K�Z�
�²0[�@�6�€�d�
�Ç�Û�µ�©�×  
�Ç�“�–�Ý  �©�«�¸�Ò�†�Ç�›�î�Ð�µ�º�K�
 XMODEM �É�ß�º�¥�Ý�†�Q#Ý�K�Z  OS �b�¯�Ç�º�˜�™�”�–�Ó�î�ª
�†
Ì�–�å�«�º�î�Ý�K�
�»�ƒ�€�S�Ã�«�á�î�»�†�G�Ÿ�K�
�q)
$×�_  OS �†
Ì2s�·�[�A�r�M��0ò(ý�_�X�8�Z
�c�
 ���¯�Ç�º�˜�™�”�[7€���@$Î#Õ�K�S���œ�b�G�Ÿ�� >&P.53-2>' �>�|�g ���Ã�«�á�î�»�†�À�€�S���œ�b�G�Ÿ��

>&P.53-3>' �†�g!·�K�Z�C�T�I�8��

>&�@>' �Ã�«�á�î�»�b�G�Ÿ�†�¹�•�­�î�È�Ý�_�[�A�r�M��0ò(ý�_�X�8�Z�c�
 ���Ã�«�á�î�»�G�Ÿ�b�¹�•�­�î�È�Ý�ì��
>&P.11-5>' �†�g!·�K�Z�C�T�I�8��  

�«�–�µ�³�_���†�m�~�\�Z�•�_�c�
 PC �r�S�c'ƒ�Ž�†�¥�å�¯�î�Ý  �Ï�î�º�_�K)F�K�
 PC �r�S�c'ƒ�Ž�š�Ñ�×
�Þ�î�©�Ù�å  �¯�Ç�º�˜�™�”�b�Î�î�Þ�î�º�>�|�g�Ÿ�Õ�Û�¡�±  �Ç�›�î�Ð�µ�º�†�«�–�µ�³�b�¥�å�¯�î�Ý  �Ï�î�º
�b0¿���\�M+´�I�O�Z�>�C�²0[�@�6�~�r�M��

• �¹�Ç�›�Ý�º�b�Î�î�Þ�î�º�c  9600 �[�M��

• �¹�Ç�›�Ý�º�b�¹�î�±  �Å�µ�º�c  8 �[�M��

>&�@>' �¹�î�±  �Å�µ�º  �œ�É�©�Ù�å�†  8 �_0¿���K�S���œ�
�Ã�Ü�¸�•  �œ�É�©�Ù�å�c���^�K���_0¿���K�r
�M��

• �¹�Ç�›�Ý�º�b�«�º�µ�É  �Å�µ�º�c  1 �[�M��
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'¨  4 'v       �«�–�µ�³�b  IP �”�»�Þ�«�>�|�g�¹�Ç�›�Ý�º  �¤�î�º�˜�™�–�b�m�~�\�Z
�«�–�µ�³�_���b�m�~�\�Z
• �¹�Ç�›�Ý�º�b�Ã�Ü�¸�•0¿���c���^�K���[�M��

�«�–�µ�³�_���b�m�~�\�Z
IP �_���†�m�~�\�Z�•�_�c�
�«�–�µ�³�b�­�µ�º�”�µ�É  �É�ß�¢�Û�Ò�†�Q#Ý�M�•�‰�2�
 Dynamic Host 
Configuration Protocol>&DHCP>'�§�î�Â�†�Q#Ý�M�•�‰�2�
�r�S�c�m�·�[��/œ�M�•�‰�2�@�6�~�r�M��

"I���b  IP �_���b0¿���@�²0[�^���œ�
�«�–�µ�³�b�­�µ�º�”�µ�É  �É�ß�¢�Û�Ò�†�Q#Ý�K�Z�C�T�I�8���G�b�É
�ß�¢�Û�Ò�†�Q#Ý�M�•�\�
�Í�«�º�¡�\�–�¿�î�È�Ý  �©�î�¡�Þ�µ�º  �Ã�«�á�î�»�†0¿���M�•�G�\�v�[�A�r�M��
�r�S�
�õ�–�[�
 Telnet �Ã�«�á�î�»�†�m�~�\�Z�S�~>&�Ü�Ô�î�º'ö#.�p�b�­�Ÿ�×�Ü�¸�•&��–�b�S�u>' �
�«
�–�µ�³�†�¡�Û�«�±�b�¥�Ð�å�»�r�S�c�Ó�å�Â  �«�–�µ�³�\�K�Z�
�6�•�8�c�«�±�å�»�”�ß�å  �«�–�µ�³�\�K�Z
0¿���K�S�~�[�A�r�M���­�µ�º�”�µ�É  �É�ß�¢�Û�Ò�b0ò(ý�_�X�8�Z�c�
�Á�î�»�˜�™�”  �–�å�«�º�Þ�î�©�Ù�å  
�ž�–�»�†�g!·�K�Z�C�T�I�8��

�§�î�Â�b0¿���‹�c  DHCP �§�î�Â�†�Q#Ý�K�Z�
 IP �_���b7Ÿ�p'ö#.�\+¬�·�m�~�\�Z�†/œ�8�r�M��

>&�@>' DHCP �†�Q#Ý�K�Z�8�•���œ�c�
�«�–�µ�³�@�·$×�_�m�~�\�Z�}�€�S  IP �”�»�Þ�«�†�w�™�K�Z�¥�å�Ç�•� �×
�Þ�î�©�Ù�å  �Ç�“�–�Ý�†1��s3¸�t�r�[�c�
�­�µ�º�”�µ�É  �É�ß�¢�Û�Ò�?�}�b2A�e�_�Â'Å�K�^�8�[�C�T�I�8��

�«�–�µ�³�b0¿���m8p�†!Í%±�K�Z�8�•)�9‚1Ï�)�^�Ø�î�¨�b���œ�c�
�«�–�µ�³�†�m�·�[0¿���K�Z�C�T�I�8��
�Q�€�è�¥�b�Ø�î�¨�c�
�S3Ù�b�­�µ�º�”�µ�É  �É�ß�¢�Û�Ò�†�Q#Ý�K�Z�C�T�I�8��

�G�G�[�c�
���b0¿���_�X�8�Z1��Â�K�r�M��

• ���¹�Ç�›�Ý�º�b�«�–�µ�³�_���� >&P.4-3>'

• �� DHCP �Ë�î�«�b+¬�·0¿���b�+0[�� >&P.4-4>'

• ���m�·�[�b�«�–�µ�³�_���b�m�~�\�Z�� >&P.4-16>'

�¹�Ç�›�Ý�º�b�«�–�µ�³�_��

/² 4-1 �_�
�¹�Ç�›�Ý�º�b�«�–�µ�³�_���†&g�K�r�M��

/² 4-1 �¹�Ç�›�Ý�º�b�«�–�µ�³�_��

�µ+� �¹�Ç�›�Ý�º0¿��

IP �”�»�Þ�«�>�|�g�§�È�¿�µ�º  �Ð�«�¡ IP �”�»�Þ�«�r�S�c�§�È�¿�µ�º  �Ð�«�¡�c��*O�I�€�Z�8�r�O
�‡��

�¹�Ç�›�Ý�º  �¤�î�º�˜�™�– �¹�Ç�›�Ý�º  �¤�î�º�˜�™�–�c��*O�I�€�Z�8�r�O�‡��

�–�¿�î�È�Ý  �©�î�¡�Þ�µ�º  �Ã�«�á�î�» �Ã�«�á�î�»�c��*O�I�€�Z�8�r�O�‡��

�Í�«�º�¡ ��,´�ì�_0¿���I�€�S�Í�«�º�¡�c  Switch �[�M��

Telnet �Ã�«�á�î�» �Ã�«�á�î�»�c��*O�I�€�Z�8�r�O�‡��

�¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�µ+� �¹�•�­�î�È�Ý

�¡�Û�«�±�¡ �¡�Û�«�±�¡�c��*O�I�€�r�O�‡��
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'¨  4 'v       �«�–�µ�³�b  IP �”�»�Þ�«�>�|�g�¹�Ç�›�Ý�º  �¤�î�º�˜�™�–�b�m�~�\�Z
�«�–�µ�³�_���b�m�~�\�Z
DHCP �Ë�î�«�b+¬�·0¿���b�+0[

DHCP �c�
�–�å�±�î�¿�µ�º�Í�«�º�>�|�g�–�å�±�î�¿�µ�º�á�î�Ÿ�å�¢  �¹�Â�–�«�_0¿���_���†�f�j�K�r�M��
�G�b�É�ß�º�¥�Ý�_�c�
 2 �X�b�¥�å�Ï�î�¿�å�º�@�6�~�r�M�� 1 �X�c  DHCP �§�î�Â�?�}�¹�Â�–�«�_�¥�å�Ç�•
� �×�Þ�î�©�Ù�å  �Ã�Û�Ó�î�±�†�f�j�M�•�¥�å�Ï�î�¿�å�º�
�v�:  1 �X�c�¹�Â�–�«�_�¿�µ�º�á�î�¡  �”�»�Þ�«
�†�m�~�\�Z�•�¥�å�Ï�î�¿�å�º�[�M�� DHCP �c�¡�Û�–�”�å�º / �§�î�Â  �Ô�¹�Ý�_�ö�Y�8�Z�8�r�M���æ���I�€
�S DHCP �§�î�Â�@�
�·$×�_0¿���I�€�•�¹�Â�–�«�_�P�K�Z�
�¿�µ�º�á�î�¡  �”�»�Þ�«�†�m�~�\�Z�
�¥�å
�Ç�•� �×�Þ�î�©�Ù�å  �Ã�Û�Ó�î�±�†�f�j�K�r�M���«�–�µ�³�c�
 DHCP �¡�Û�–�”�å�º�>�|�g  DHCP �§�î�Â
�\�K�Z�µ+��[�A�r�M��

DHCP �Ë�î�«�b+¬�·0¿���[�c�
�«�–�µ�³>& DHCP �¡�Û�–�”�å�º>'�c2s�·�ì�_�
 IP �”�»�Þ�«�_���>�|�g
�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�†�Q#Ý�K�Z+¬�·$×�_0¿���I�€�r�M��

DHCP �Ë�î�«�b+¬�·0¿���†�Q#Ý�M�•�\�
�«�–�µ�³�V�[  DHCP �¡�Û�–�”�å�º
��b0¿���†/œ�:�²0[�c�6�~
�r�O�‡���S�T�K�
 DHCP �§�î�Â�[�
 IP �”�»�Þ�«�_6õ4��K�S�›'��Ü�î�«  �œ�É�©�Ù�å�†0¿���M�•�²0[�@�6
�~�r�M�� DHCP �†�Q#Ý�K�Z�¿�µ�º�á�î�¡�V�[�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�†�Ü�Þ�î�M�•���œ�c�

TFTP �§�î�Â�>�|�g�»�Ó�–�å  �¿�î�Ò  �©�«�¸�Ò>& DNS>'�§�î�Â�b0¿���@�²0[�^�G�\�v�6�~�r�M��

�«�–�µ�³�b  DHCP �§�î�Â�c�
�«�–�µ�³�\� �L  LAN �V�_4Ä*(�M�•�G�\�v�
�Q�b�«�–�µ�³�\�c�9�b  LAN 
�V�_4Ä*(�M�•�G�\�v�[�A�r�M�� DHCP �§�î�Â�@$��^�•  LAN �V�[�·�8�K�Z�8�•���œ�
�«�–�µ�³�\  DHCP 
�§�î�Â6ë�_�
 DHCP �b�Ü�Þ�î  �¹�Â�–�«�†0¿���M�•�²0[�@�6�~�r�M���Ü�Þ�î  �¹�Â�–�«�c�
%$�K�K)F�I�€
�Z�8�•  2 �X�b  LAN 6ë�[�È�ß�î�»�Ÿ�Õ�«�º  �º�Û�Ç�•�µ�¡�†3?3æ�K�r�M���Ý�î�±�c�È�ß�î�»�Ÿ�Õ�«�º  �Ã
�£�µ�º�†3?3æ�K�r�O�‡�@�
�w�™�K�S�Ã�£�µ�º�b��
›  IP �”�»�Þ�«�_�ö�Y�8�Z�Ã�£�µ�º�†3?3æ�K�r�M��

DHCP �Ë�î�«�b+¬�·0¿���c�
�«�–�µ�³�b  BOOTP �¡�Û�–�”�å�º�µ+��_�æ�ƒ�•�v�b�[�M��

DHCP �¡�Û�–�”�å�º0[�Ó�É�ß�­�«

�«�–�µ�³�†2s�·�K�S�\�A�_�
�«�–�µ�³�_�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�@�^�8���œ�
 DHCP �¡�Û�–
�”�å�º�@�ç�g���I�€�
 DHCP �¡�Û�–�”�å�º�@  DHCP �§�î�Â�_0¿���_���†0[�Ó�K�r�M���¥�å�Ç�•� �×
�Þ�î�©�Ù�å  �Ç�“�–�Ý�@�Ñ�~�K�
�Q�b0¿���_"I���b�Ý�î�¸�µ�»  �–�å�±�î�Ç�™�–�«�b  ip address dhcp �–
�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�@�µ�r�€�•���œ�
 DHCP �¡�Û�–�”�å�º�@�ç�g���I
�€�
 DHCP �¡�Û�–�”�å�º�@�–�å�±�î�Ç�™�–�«�_  IP �”�»�Þ�«�_���†0[�Ó�K�r�M��

�W 4-1 �_�
 DHCP �¡�Û�–�”�å�º�\  DHCP �§�î�Â6ë�[�º�n�I�€�•�M4��b�Ó�µ�­�î�ª�†&g�K�r�M��

�W 4-1 DHCP �¡�Û�–�”�å�º / �§�î�Â6ë�b�Ó�µ�­�î�ª�º�n

�¡�Û�–�”�å�º�[�6�•�«�–�µ�³  A �c�
 DHCP �§�î�Â�b���d�†"I���M�•�S�u�_�
 DHCPDISCOVER �Ó�µ
�­�î�ª�†�È�ß�î�»�Ÿ�Õ�«�º�K�r�M�� DHCP �§�î�Â�c�
 DHCPOFFER �Ø�½�Ÿ�Õ�«�º  �Ó�µ�­�î�ª�_�|�W
�Z�
�Q#Ý�•+��^�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ã�Û�Ó�î�±>& IP �”�»�Þ�«�
�§�È�¿�µ�º  �Ð�«�¡�
�¤�î�º�˜�™�–  
IP �”�»�Þ�«�
 DNS IP �”�»�Þ�«�
 IP �”�»�Þ�«#Ý�b�Ü�î�«�^�]>'�†�¡�Û�–�”�å�º�_�f&g�K�r�M��

DHCPREQUEST �È�ß�î�»�Ÿ�Õ�«�º  �Ó�µ�­�î�ª�[�c�
�¡�Û�–�”�å�º�c�
�f&g�I�€�S0¿���_���_�P�K�Z�

DHCP �§�î�Â�_�G�'�^0[�Ó�†�`�K�r�M���G�b�G�'�^0[�Ó�c�È�ß�î�»�Ÿ�Õ�«�º�I�€�•�S�u�
�¡�Û�–�”�å
�º�?�}  DHCPDISCOVER �È�ß�î�»�Ÿ�Õ�«�º  �Ó�µ�­�î�ª�†�w�™�K�S�Ú�b�M�m�Z�b  DHCP �§�î�Â�c�
�¡
�Û�–�”�å�º�_�f&g�K�S  IP �”�»�Þ�«�†
Ì�<#Ý�[�A�r�M��

�,���6�4  A

DHCPACK9Ô�Y�> � �V�,�;9Õ

DHCPREQUEST9Ô�I�`�o�<� �V�,�;9Õ

DHCPOFFER9Ô�Y�> � �V�,�;9Õ

DHCPDISCOVER9Ô�I�`�o�<� �V�,�;9Õ

DHCP �(�o�C

51
80

7
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'¨  4 'v       �«�–�µ�³�b  IP �”�»�Þ�«�>�|�g�¹�Ç�›�Ý�º  �¤�î�º�˜�™�–�b�m�~�\�Z
�«�–�µ�³�_���b�m�~�\�Z
DHCP �§�î�Â�c�
 DHCPACK �Ø�½�Ÿ�Õ�«�º  �Ó�µ�­�î�ª�†�¡�Û�–�”�å�º�_�`�M�G�\�[�
 IP �”�»�Þ�«�@�¡
�Û�–�”�å�º�_�m�~�\�Z�}�€�S�G�\�†&�1��K�r�M���G�b�Ó�µ�­�î�ª�_�|�W�Z�
�¡�Û�–�”�å�º�\�§�î�Â�c�Â
�˜�å�»�I�€�
�¡�Û�–�”�å�º�c�§�î�Â�?�}�w�™�K�S0¿���_���†�Q#Ý�K�r�M���«�–�µ�³�b�w�™�M�•�_��5�
�c�
 DHCP �§�î�Â�b0¿���‰�2�_�|�W�Z$��^�~�r�M��0ò(ý�_�X�8�Z�c�
 �� TFTP �§�î�Â�b0¿���� >&P.4-8>'
�†�g!·�K�Z�C�T�I�8��  

DHCPOFFER �Ø�½�Ÿ�Õ�«�º  �Ó�µ�­�î�ª�_�|�W�Z3æ�™�I�€�S�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ã�Û�Ó�î�±�@!“� 
�[�6�•>&�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �š�Û�î�@�6�•>'���œ�
�¡�Û�–�”�å�º�c  DHCP �§�î�Â�_�

DHCPDECLINE �È�ß�î�»�Ÿ�Õ�«�º  �Ó�µ�­�î�ª�†�`�K�r�M��

DHCP �§�î�Â�c�¡�Û�–�”�å�º�_�
�f&g�I�€�S�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ã�Û�Ó�î�±�@�m�~�\�Z�}�€�Z�8
�^�8�
�Ã�Û�Ó�î�±�b�¿�¦�©�š�î�©�Ù�å�p�_�š�Û�î�@$Î#Õ�K�S�
�r�S�c  DHCPOFFER �Ó�µ�­�î�ª�_�P�M
�•�¡�Û�–�”�å�º�b�Â'Å�@4��€�Z�8�•�\�8�:�–�á�b  DHCPNAK �Ä�°�È�ß�î�»�Ÿ�Õ�«�º  �Ó�µ�­�î�ª�†3æ�™
�K�r�M  >&DHCP �§�î�Â�c�Ã�Û�Ó�î�±�†�¡�Û�–�”�å�º�_�m�~�\�Z�r�K�S>' ��

DHCP �¡�Û�–�”�å�º�c�
0
�X�b  DHCP �§�î�Â�r�S�c  BOOTP �§�î�Â�?�}�f&g�†�w�E�v�~�
�Q�b�:�U�b
�õ�–�b  1 �X�†�w�E
°�€�•�G�\�@�[�A�r�M�@�
3û�–�c�q�6�_�w�E�v�W�S�f&g�†�w�E
°�€�r�M�� DHCP 
�§�î�Â�?�}�f&g�I�€�S  IP �”�»�Þ�«�@�²�N�K�v�«�–�µ�³�_�m�~�\�Z�}�€�•�ƒ�E�[�c�6�~�r�O�‡���S�T�K�

�§�î�Â�c3û�–�
�¡�Û�–�”�å�º�@�G�'�_�”�»�Þ�«�†0[�Ó�M�•�r�[�c�”�»�Þ�«�†&��–�K�Z�>�A�r�M���«�–�µ
�³�@ BOOTP �§�î�Â�?�}�b�Â'Å�†�w�E
°�€�Z�
+¬3��†0¿���M�•���œ�
�«�–�µ�³�c�«�–�µ�³  �¥�å�Ç�•
� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�†
°�m�M�•�S�u�_�
 TFTP 0[�Ó�†�Ø�½�Ÿ�Õ�«�º�M�•�b�[�c�^�C�È�ß�î�»�Ÿ�Õ�«
�º�K�r�M��

DHCP �Í�«�º�¡�œ�É�©�Ù�å�_�|�~�
�«�–�µ�³�b�¢�Ý�î�É�c�Í�«�º�¡�>�|�g�† =�¥�å�Ç�•� �×�Þ�î�©�Ù
�å�†7Ÿ�p'ö#.�º  DHCP �§�î�Â�?�}�v�“�[�A�r�M���¡�Û�–�”�å�º>&�«�–�µ�³>'�c  DCHPDISCOVER 
�Ó�µ�­�î�ª
Æ�_�
 DHCP �§�î�Â�?�}�b�Í�«�º�¡�>�|�g�Ú�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ã�Û�Ó�î�±�b0[�Ó
�_�Q#Ý�I�€�•  Option 12 �Ç�•�î�Ý�»�†�•�<�r�M�� �M�m�Z�b�¡�Û�–�”�å�º�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“
�–�Ý�c�
 DHCP �?�}�v�“�K�S�Í�«�º�¡�†7V�A�
�r�W�S�C� �L�[�M��

�¡�Û�–�”�å�º�_�¹�Ç�›�Ý�º�b�Í�«�º�¡�@�6�•���œ>& hostname name �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù
�å  �¥�Ð�å�»�†0¿���K�Z�8�^�8�?�
 no hostname �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K
�Z�Í�«�º�¡�†�P7V�K�Z�8�^�8���œ>'�c�
 ip address dhcp �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥
�Ð�å�»�†
°�Š�M�•�\�
 DHCP �b�Í�«�º�¡�œ�É�©�Ù�å�@�Ã�£�µ�º�_�µ�r�€�r�O�‡���G�b���œ�
�–�å�±�î
�Ç�™�–�«�b  IP �”�»�Þ�«�†�v�“�p�_�¡�Û�–�”�å�º�@  DHCP �\�b%&�«�8#Ý�[  DHCP �Í�«�º�¡�œ�É�©�Ù�å
�†�w�™�K�S���œ�
�¡�Û�–�”�å�º�c  DHCP �Í�«�º�¡�œ�É�©�Ù�å�†�w�E
°�€�Z�
�©�«�¸�Ò�_0¿���í�s�b�Í
�«�º�¡�@�6�•�G�\�†&g�M�Ç�Û�¢�@0¿���I�€�r�M��

DHCP �Ë�î�«�b+¬�·0¿���>�|�g�–�Ó�î�ª  �”�µ�É�¹�î�º�b�+0[

DHCP �–�Ó�î�ª  �”�µ�É�¢�Þ�î�»�µ+��†�Q#Ý�M�•�\�
�¿�µ�º�á�î�¡
Æ�b  1 �X�è�V�b�«�–�µ�³�_�‚�K�8�–
�Ó�î�ª  �Ç�“�–�Ý�>�|�g�‚�K�8�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�†�²�˜�å�ß�î�»�M�•�|�:�_  DHCP �§�î
�Â�†0¿���[�A�r�M���G�€�_�|�~�
�¿�µ�º�á�î�¡�_�•�<�}�€�S�‚�K�8�«�–�µ�³�@�
� �L�–�Ó�î�ª�\�¥�å
�Ç�•� �×�Þ�î�©�Ù�å�†&����_�w�™�M�•�|�:�_�^�~�r�M��

DHCP �–�Ó�î�ª  �”�µ�É�¢�Þ�î�»�_�c�
+¬�·0¿���>�|�g�–�Ó�î�ª  �”�µ�É�¹�î�º�b  2 �X�b�±�–�É�@�6�~�r
�M��

DHCP +¬�·0¿��  

DHCP +¬�·0¿���c�
�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�†  DHCP �§�î�Â�?�}�¿�µ�º�á�î�¡
Æ�b  1 �X�è�V
�b�«�–�µ�³�_�²�˜�å�ß�î�»�K�r�M���²�˜�å�ß�î�»�I�€�S�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�c�
�«�–�µ
�³�b��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_�^�~�r�M���G�b�Ç�“�–�Ý�c�
�«�–�µ�³�@�Ü�ß�î�»�I�€�•
�r�[�
�Ç�Û�µ�©�×  �Ó�Ô�Ü�_�–�Ñ�I�€�S2s�·�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�V�i�A�K�r�O�‡��
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'¨  4 'v       �«�–�µ�³�b  IP �”�»�Þ�«�>�|�g�¹�Ç�›�Ý�º  �¤�î�º�˜�™�–�b�m�~�\�Z
�«�–�µ�³�_���b�m�~�\�Z
DHCP +¬�·�–�Ó�î�ª  �”�µ�É�¹�î�º

DHCP +¬�·0¿���\�\�v�_  DHCP +¬�·�–�Ó�î�ª  �”�µ�É�¢�Þ�î�»�†�Q#Ý�M�•�\�
�¥�å�Ç�•� �×�Þ�î�©�Ù�å
�>�|�g �‚�K�8�–�Ó�î�ª�†�¿�µ�º�á�î�¡
Æ�b  1 �X�è�V�b�«�–�µ�³�_�²�˜�å�ß�î�»�[�A�r�M���‚�K�8�¥�å
�Ç�•� �×�Þ�î�©�Ù�å�>�|�g�‚�K�8�–�Ó�î�ª�†�²�˜�å�ß�î�»�K�Z�8�•  1 �X�è�V�b�«�–�µ�³�c�
�È�Û�å�¡

>&�X�r�~�
��,´�ì�b�¹�Ç�›�Ý�º0¿���@�ß�î�»�I�€�Z�8�•"g�Â>'�_�[�A�r�M��

�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�M�[�_�â�W�Z�8�•�«�–�µ�³�_�‚�K�8�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�²�˜�å�ß�î�»
�M�•�\�
�²�˜�å�ß�î�»�I�€�S�¥�å�Ç�•� �×�Þ�î�©�Ù�å�c�
�«�–�µ�³�_�–�Ñ�I�€�Z�8�•�¥�å�Ç�•� �×�Þ�î
�©�Ù�å  �Ç�“�–�Ý�_3ã�•�I�€�r�M  >&�]�b�¤�Ñ�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�v�
�²�˜�å�ß�î�»�I�€
�S�Ç�“�–�Ý�_�V�i�A�I�€�r�O�‡>' ��

>&�@>' �«�–�µ�³�b  DHCP +¬�·�–�Ó�î�ª  �”�µ�É�¹�î�º�†�–�¿�î�È�Ý�_�M�•�_�c�
�–�Ó�î�ª  �Ç�“�–�Ý�>�|�g�¥�å
�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�@�6�•  TFTP �§�î�Â�†�
�G�K�8�œ�É�©�Ù�å  67>&�¥�å�Ç�•� �×�Þ�î�©�Ù�å  
�Ç�“�–�Ý�¡>' �
�œ�É�©�Ù�å  66>&DHCP �§�î�Â  �Í�«�º�¡>' �
�œ�É�©�Ù�å  150>&TFTP �§�î�Â  �”�»�Þ�«>' �
�>
�|�g�œ�É�©�Ù�å  125>&�Ç�“�–�Ý�b1��Â>'�b0¿���[0¿���M�•�²0[�@�6�~�r�M��

�«�–�µ�³�†  DHCP �§�î�Â�\�K�Z0¿���M�•���œ�b�m8p�_�X�8�Z�c�
 �� DHCP �Ë�î�«�b+¬�·0¿���b0¿����
>&P.4-7>' �>�|�g�� Cisco IOS IP Configuration Guide, Release 12.2���b�� IP Addressing and Services���b
'v�_�6�•�� Configuring DHCP���†�g!·�K�Z�C�T�I�8��

�«�–�µ�³�†�¿�µ�º�á�î�¡�_0¿*(�M�•�\�
+¬�·�–�Ó�î�ª  �”�µ�É�¹�î�º�µ+��@6ä���K�r�M���²�˜�å�ß�î�»
�I�€�S�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�c�«�–�µ�³�b��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�_�–�Ñ�I�€�
�‚�K
�8�–�Ó�î�ª�@�²�˜�å�ß�î�»�I�€�Z�«�–�µ�³�_�–�å�«�º�î�Ý�I�€�r�M���«�–�µ�³�†
Ì2s�·�M�•�\�
�G�b�¥
�å�Ç�•� �×�Þ�î�©�Ù�å�@�«�–�µ�³�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å�_�–�Ñ�I�€�r�M��

�D7H�¦8o�\�D(Ù�¦8o

���_�
�D7H�¦8o�_�X�8�Z1��Â�K�r�M��

• �¿�µ�º�á�î�¡
Æ�_�m�~�\�Z�}�€�S  IP �”�»�Þ�«�@�^�C�
 1 �X�è�V�b�Þ�–�Ö  3 �–�å�±�î�Ç�™�–�«�@2s
�·�K�Z�^�8���œ�c�
0¿���É�ß�­�«�@�–�Ñ�I�€�S  DHCP �Ë�î�«�b+¬�·0¿���c�õ�F�K�r�M��

• �±�–�Ò�”�˜�º�†0¿���K�^�87H�~�
0¿���µ+��†
��<�Z�8�•  DHCP �Ë�î�«�b+¬�·0¿���c  IP �”�»�Þ�«�b
�²�˜�å�ß�î�»�†!“�‡7H�_)Þ�~3É�K�r�M��

• �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�†�²�˜�å�ß�î�»�[�A�^�8�?%Ú�†�K�Z�8�•���œ�c�
+¬�·�–�å�«
�º�î�Ý�É�ß�­�«�@�õ�F�K�r�M��

>&�@>' TFTP �?�}�²�˜�å�ß�î�»�I�€�S�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�c�
��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å
Æ�b
�¤�Ñ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�\�Ð�î�ª�I�€�r�M�@�
 write memory �r�S�c  
copy running-configuration startup-configuration "I�’  EXEC �¥�Ð�å�»�†
°�Š�K�^�87H�~�
 NVRAM 
�_�–�Ñ�I�€�r�O�‡���²�˜�å�ß�î�»�I�€�S�¥�å�Ç�•� �×�Þ�î�©�Ù�å�@�«�±�î�º�”�µ�É  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å�_�–�Ñ�I�€�•�\�
�‹)F�b�©�«�¸�Ò�©�«�¸�Ò
Ì2s�·�p�_�
�G�b�µ+��@��/œ�I�€�^�8�G�\�_�@�–�K�Z
�C�T�I�8��
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'¨  4 'v       �«�–�µ�³�b  IP �”�»�Þ�«�>�|�g�¹�Ç�›�Ý�º  �¤�î�º�˜�™�–�b�m�~�\�Z
�«�–�µ�³�_���b�m�~�\�Z
DHCP �Ë�î�«�b+¬�·0¿���b0¿��

�G�G�[�c�
���b0¿���_�X�8�Z1��Â�K�r�M��

• �� DHCP �§�î�Â0¿���ì�b�@�–�¦8o�� >&P.4-7>'

• �� TFTP �§�î�Â�b0¿���� >&P.4-8>'

• �� DNS �b0¿���� >&P.4-8>'

• ���Ü�Þ�î  �¹�Â�–�«�b0¿���� >&P.4-9>'

• ���¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�b
°�m�‰�2�� >&P.4-9>'

• ���S�B�[�� >&P.4-10>'

DHCP �§�î�Â0¿���ì�b�@�–�¦8o

�¹�Â�–�«�†  DHCP �§�î�Â�\�K�Z0¿���M�•���œ�
���b�@�–�¦8o�_�‘�W�Z�C�T�I�8��

DHCP �§�î�Â�_�c�
�«�–�µ�³�b�Á�î�»�˜�™�”  �”�»�Þ�«�_�|�W�Z�›�«�–�µ�³�\)��g�Ü�E�}�€�Z�8�•�£(Ù
�í�s�b�Ü�î�«�†0¿���M�•�²0[�@�6�~�r�M��

�«�–�µ�³�_  IP �”�»�Þ�«�_���†�w�™�I�O�•�_�c�
 DHCP �§�î�Â�_���b�Ü�î�«  �œ�É�©�Ù�å�†0¿���M�•�²0[
�@�6�~�r�M��

• �¡�Û�–�”�å�º�b  IP �”�»�Þ�«>&�²8r>'

• �¡�Û�–�”�å�º�b�§�È�¿�µ�º  �Ð�«�¡>&�²8r>'

• �Ý�î�±�b  IP �”�»�Þ�«>&�«�–�µ�³�[�Q#Ý�M�•�¹�Ç�›�Ý�º  �¤�î�º�˜�™�–  �”�»�Þ�«>' >&�²8r>'

• DNS �§�î�Â�b  IP �”�»�Þ�«>&�õ�–>'

�«�–�µ�³�_  TFTP �§�î�Â�?�}�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�†�w�™�I�O�•���œ�c�
 DHCP �§�î�Â�_
���b�Ü�î�«  �œ�É�©�Ù�å�†0¿���M�•�²0[�@�6�~�r�M��

• TFTP �§�î�Â�¡>&�²8r>'

• �È�î�º  �Ç�“�–�Ý�¡>&�¡�Û�–�”�å�º�@�²0[�\�M�•�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�¡>' >&�N�á>'

• �Í�«�º�¡>&�õ�–>'

DHCP �§�î�Â�b0¿���_�|�W�Z�c�
�«�–�µ�³�c  IP �”�»�Þ�«�_���r�S�c�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–
�Ý�
�6�•�8�c�Q�b�g�‰�†�w�™�[�A�r�M��

�S3Ù�b�Ü�î�«  �œ�É�©�Ù�å�†0¿���K�^�?�W�S���œ�
 DHCP �§�î�Â�c�
0¿���I�€�S�Ã�Û�Ó�î�±�b�s�†�Q#Ý
�K�Z�¡�Û�–�”�å�º�b0[�Ó�_�Â'Å�K�r�M�� IP �”�»�Þ�«�>�|�g�§�È�¿�µ�º  �Ð�«�¡�@�Â'Å�_�µ�r�€�Z�8�^�8
�\�
�«�–�µ�³�c0¿���I�€�r�O�‡���Ý�î�±�b  IP �”�»�Þ�«�r�S�c  TFTP �§�î�Â�¡�@0b�X�?�}�^�?�W�S���œ�

�«�–�µ�³�c  TFTP 0[�Ó�†�Ø�½�Ÿ�Õ�«�º�K�^�8�[�È�ß�î�»�Ÿ�Õ�«�º�M�•���œ�@�6�~�r�M�� �Q�b�Ú�b�Ü�î�«  
�œ�É�©�Ù�å�c�
�Q#Ý�[�A�^�C�Z�v+¬�·0¿���_�c�s8j�K�r�O�‡��

�«�–�µ�³�c�
 DHCP �§�î�Â�\�K�Z�µ+��[�A�r�M���¹�Ç�›�Ý�º�[�c�
 Cisco IOS DHCP �§�î�Â�>�|�g  
DHCP �Ü�Þ�î  �š�î�ª�™�å�º�µ+��c�«�–�µ�³�V�[�–�¿�î�È�Ý�_�I�€�Z�8�r�M�@�
0¿���I�€�Z�8�r�O�‡��
�G�€�}�b�µ+��c�·�8�K�r�O�‡�� DHCP �§�î�Â�@�©�«�¥  �¹�Â�–�«�[�6�•���œ�
 DHCP 0¿���_6õ�M�•0ò(ý
�_�X�8�Z�c�
 Cisco.com �b�Í�î�Ò�Ì�î�ª�?�}  [Documentation] > [Cisco IOS Software] > [12.2 
Mainline] > [Configuration Guides] �†4E�¥�K�
�� Cisco IOS IP Configuration Guide���b�� IP Addressing 
and Services���b'v�_�6�•�� Configuring DHCP���b4Š�(�†�g!·�K�Z�C�T�I�8��
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�«�–�µ�³�_���b�m�~�\�Z
TFTP �§�î�Â�b0¿��

DHCP �§�î�Â�b0¿���_�ö�Y�8�Z�
�«�–�µ�³�c  TFTP �§�î�Â�?�}  1 �X�r�S�c0
�X�b�¥�å�Ç�•� �×�Þ�î
�©�Ù�å  �Ç�“�–�Ý�†�²�˜�å�ß�î�»�K�|�:�\�K�r�M�� TFTP �§�î�Â�l�b  IP �K)F�_�²0[�^�M�m�Z�b�œ�É�©�Ù
�å�_�X�8�Z�«�–�µ�³�_�Â'Å�M�•�|�:  DHCP �†0¿���K�Z�8�•���œ�[�
�^�>�?�X�
 TFTP �§�î�Â�¡�
�”�»
�Þ�«�
�>�|�g�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�¡�†�æ���K�Z  DHCP �§�î�Â�†0¿���K�Z�8�•���œ�
�«
�–�µ�³�c�æ���I�€�S  TFTP �§�î�Â�?�}�æ���I�€�S�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�†�²�˜�å�ß�î�»�K
�|�:�\�K�r�M��

�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�¡�
�>�|�g  TFTP �§�î�Â�†�æ���K�^�?�W�S���œ�
�r�S�c�¥�å�Ç�•
� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�†�²�˜�å�ß�î�»�[�A�^�?�W�S���œ�c�
�«�–�µ�³�c�Ç�“�–�Ý�¡�\  TFTP �§�î�Â
�”�»�Þ�«�†�I�r�J�r�_)��s�œ�ƒ�O�Z�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�†�²�˜�å�ß�î�»�K�|�:�\�K�r�M��
�Ç�“�–�Ý�_�c�
"I���b�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�¡>&�Ñ�~�M�•���œ>'�\���b�Ç�“�–�Ý�@�æ���I
�€�Z�8�r�M�� network-config�
 cisconet.cfg�
 hostname.config�
�r�S�c  hostname.cfg �[�M���G�b���œ�

hostname �c�«�–�µ�³�b#'�~�b�Í�«�º�¡�[�M���Q#Ý�I�€�•  TFTP �§�î�Â�”�»�Þ�«�_�c�
 >&�Ñ�~�M�•���œ>'
�æ���I�€�S  TFTP �§�î�Â�b�”�»�Þ�«�
�>�|�g�È�ß�î�»�Ÿ�Õ�«�º  �”�»�Þ�«>& 255.255.255.255>'�@�µ�r�€
�Z�8�r�M��

�«�–�µ�³�@�G�–�_�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�†�²�˜�å�ß�î�»�M�•�_�c�
 TFTP �§�î�Â�b�Ë�î�«  
�¹�•�Þ�¡�º�Ü�_  1 �X�r�S�c0
�X�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�@�µ�r�€�Z�8�^�E�€�d�^�~�r�O�‡��
�µ�u�•�G�\�b�[�A�•�Ç�“�–�Ý�c�
���b�\�>�~�[�M��

• DHCP �Â'Å�[�æ���I�€�Z�8�•�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý>&��7•�b�«�–�µ�³  �¥�å�Ç�•� �×
�Þ�î�©�Ù�å  �Ç�“�–�Ý>'

• network-confg �r�S�c  cisconet.cfg �Ç�“�–�Ý>&�¹�Ç�›�Ý�º�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý>'

• router-confg �r�S�c  ciscortr.cfg �Ç�“�–�Ý>&�G�€�}�b�Ç�“�–�Ý�_�c�
�M�m�Z�b�«�–�µ�³�_
¹3û�b�¥
�Ð�å�»�@�µ�r�€�Z�8�r�M��3û�–�
 DHCP �>�|�g  TFTP �§�î�Â�@4:�)�_0¿���I�€�Z�8�€�d�
�G�€�}�b
�Ç�“�–�Ý�c�”�¡�­�«�I�€�r�O�‡>'

DHCP �§�î�Â  �Ü�î�«  �¹�î�±�Ë�î�«�_  TFTP �§�î�Â�¡�†�æ���M�•���œ�c�
 DNS �§�î�Â�b�¹�î�±�Ë�î�«�_  
TFTP �§�î�Â�¡�\  IP �”�»�Þ�«�b�Ð�µ�Æ�å�¢�†0¿���M�•�G�\�v�²0[�[�M��

�Q#Ý�M�• TFTP �§�î�Â�@�
�«�–�µ�³�\�c$��^�•  LAN �V�_�6�•���œ�
�r�S�c�«�–�µ�³�@�È�ß�î�»�Ÿ�Õ�«
�º  �”�»�Þ�«�†�Q#Ý�K�Z�”�¡�­�«�K�S���œ>&�S3Ù�b�M�m�Z�b�²8r�_���@  DHCP �§�î�Â�b�Â'Å�_�µ�r�€�Z
�8�^�8���œ�_$Î#Õ>'�c�
�Ü�Þ�î�†0¿���K�Z  TFTP �§�î�Â�_  TFTP �Ã�£�µ�º�†3?3æ�M�•�²0[�@�6�~�r�M��
0ò(ý�_�X�8�Z�c�
 ���Ü�Þ�î  �¹�Â�–�«�b0¿���� >&P.4-9>' �†�g!·�K�Z�C�T�I�8��   4:�)�^0Ž�ô�‰�2�c�
�²0[�^
�M�m�Z�b�_���†�Q#Ý�K�Z  DHCP �§�î�Â�†0¿���M�•�G�\�[�M��

DNS �b0¿��

DHCP �§�î�Â�c�
 DNS �§�î�Â�†�Q#Ý�K�Z  TFTP �§�î�Â�¡�†  IP �”�»�Þ�«�_�š�n�K�r�M�� DNS �§�î�Â�V
�[�
 TFTP �§�î�Â�¡�?�}  IP �”�»�Þ�«�l�b�Ð�µ�Æ�å�¢�†0¿���M�•�²0[�@�6�~�r�M�� TFTP �§�î�Â�_�c�
�«
�–�µ�³�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�@�Ñ�~�K�r�M��

DHCP �b�Â'Å�ì�_  IP �”�»�Þ�«�†�v�“�M�•  DHCP �§�î�Â�b�Ü�î�«  �¹�î�±�Ë�î�«�_�
 DNS �§�î�Â�b  IP �”
�»�Þ�«�†0¿���[�A�r�M���Ü�î�«  �¹�î�±�Ë�î�«�_�c�
 DNS �§�î�Â�b  IP �”�»�Þ�«�†  2 �X�r�[
°�Š�[�A�r
�M��

DNS �§�î�Â�c�
�«�–�µ�³�\� �L  LAN �V�_4Ä*(�M�•�G�\�v�
�Q�b�«�–�µ�³�\�c�9�b  LAN �V�_4Ä*(�M�•
�G�\�v�[�A�r�M�� DHCP �§�î�Â�@�9�b  LAN �V�_�Ñ�~�M�•���œ�
�«�–�µ�³�c�Ý�î�±�†�Ó�K�Z  DHCP 
�§�î�Â�_�”�¡�­�«�[�A�^�E�€�d�^�~�r�O�‡��
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�«�–�µ�³�_���b�m�~�\�Z
�Ü�Þ�î  �¹�Â�–�«�b0¿��

$��^�•  LAN �V�_�6�•�Í�«�º�?�}�b�Â'Å�@�²0[�^�È�ß�î�»�Ÿ�Õ�«�º  �Ã�£�µ�º�†�«�–�µ�³�@3æ�™�M�•���œ
�c�
�Ü�Þ�î  �¹�Â�–�«>& �Ü�Þ�î  �š�î�ª�™�å�º >'�†0¿���M�•�²0[�@�6�~�r�M���«�–�µ�³�@3æ�™�M�•�•+��ö
�b�6�•�È�ß�î�»�Ÿ�Õ�«�º  �Ã�£�µ�º�b�[�\�K�Z  DHCP �Ã�£�µ�º�
 DNS �Ã�£�µ�º�
���œ�_�|�W�Z�c  TFTP 
�Ã�£�µ�º�@�ò�F�}�€�r�M���Ü�Þ�î  �¹�Â�–�«�c�
�–�å�±�î�Ç�™�–�«�V�b�w�™�È�ß�î�»�Ÿ�Õ�«�º  �Ã�£�µ�º
�†��
›�Í�«�º�_3?3æ�M�•�|�:�_0¿���M�•�²0[�@�6�~�r�M��

�Ü�Þ�î  �¹�Â�–�«�@  Cisco �Ý�î�±�[�6�•���œ�
 IP �Ý�î�¸�•�å�¢�†�–�¿�î�È�Ý�_�K>& ip routing  �¢�ß�î�Â
�Ý �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»>' �
 ip helper-address �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  
�¥�Ð�å�»�†�Q#Ý�K�Z�
�Ê�Ý�Ã�î  �”�»�Þ�«�†0¿���K�r�M��

�W 4-2 �[�c�
�Ý�î�±  �–�å�±�î�Ç�™�–�«�†���b�|�:�_0¿���K�Z�8�r�M��

�–�å�±�î�Ç�™�–�«  10.0.0.2 �[�c�


router(config-if)#  ip helper-address 20.0.0.2
router(config-if)#  ip helper-address 20.0.0.3
router(config-if)#  ip helper-address 20.0.0.4

�–�å�±�î�Ç�™�–�«  20.0.0.1 �[�c�


router(config-if)#  ip helper-address 10.0.0.1

>&�@>' �«�–�µ�³�†�Ü�Þ�î  �¹�Â�–�«�\�K�Z�µ+��I�O�•���œ�c�
�–�å�±�î�Ç�™�–�«�†�Ý�î�¸�µ�»  �Ï�î�º�_0¿���K
�Z�C�T�I�8��0ò(ý�_�X�8�Z�c�
 ���Ý�î�¸�µ�»  �Ï�î�º�� >&P.14-4>' �>�|�g ���Þ�–�Ö  3 �–�å�±�î�Ç�™�–�«�b0¿
���� >&P.14-22>' �†�g!·�K�Z�C�T�I�8��

�W 4-2 +¬�·0¿���[�b�Ü�Þ�î  �¹�Â�–�«�b�Q#Ý

�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�b
°�m�‰�2

IP �”�»�Þ�«�>�|�g�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�¡�@  DHCP �[�S#Ý�b�Ü�î�«�\�K�Z�v�“�[�A�•�?�]
�:�?�_�Â�L�Z�
�«�–�µ�³�c���b�‰�2�[0¿���_���†
°�m�K�r�M��

• IP �”�»�Þ�«�>�|�g�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�¡�@�
�«�–�µ�³#Ý�_�£(Ù�I�€�
 DHCP �Â'Å>&1 
�Ç�“�–�Ý1��s3¸�s�‰�'>'�[�f�j�I�€�Z�8�•���œ

�«�–�µ�³�c  DHCP �§�î�Â�?�}�
 IP �”�»�Þ�«�
�§�È�¿�µ�º  �Ð�«�¡�
 TFTP �§�î�Â  �”�»�Þ�«�
�>�|�g
�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�¡�†�w�™�K�r�M���«�–�µ�³�c�
 TFTP �§�î�Â�_�Ø�½�Ÿ�Õ�«�º  
�Ó�µ�­�î�ª�†3æ�™�K�
�æ���I�€�S�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�†�§�î�Â�b�Ë�î�«  �¹�•�Þ�¡�º
�Ü�?�}�v�“�K�Z�
�È�î�º�”�µ�É  �É�ß�­�«�†�ö�¢�K�r�M��

�,���6�4
9ÔDHCP �"�\�����f�;9Õ

Cisco �^�o�2
9Ô�]�_�o9Õ

49
06

8

DHCP �(�o�C TFTP �(�o�C DNS �(�o�C

20.0.0.2 20.0.0.3

20.0.0.1
10.0.0.2

10.0.0.1

20.0.0.4
4-9
Cisco IE 3000 �«�–�µ�³  �¯�Ç�º�˜�™�”  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �ž�–�»

OL-27302-01-J 



 

'¨  4 'v       �«�–�µ�³�b  IP �”�»�Þ�«�>�|�g�¹�Ç�›�Ý�º  �¤�î�º�˜�™�–�b�m�~�\�Z
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• �«�–�µ�³�b  IP �”�»�Þ�«�>�|�g�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�¡�@�£(Ù�I�€�Z�8�•�@�
 DHCP �Â
'Å�_  TFTP �§�î�Â  �”�»�Þ�«�@�µ�r�€�Z�8�^�8���œ>& 1 �Ç�“�–�Ý1��s3¸�s�‰�'>'

�«�–�µ�³�c  DHCP �§�î�Â�?�}�
 IP �”�»�Þ�«�
�§�È�¿�µ�º  �Ð�«�¡�
�>�|�g�¥�å�Ç�•� �×�Þ�î�©�Ù�å  
�Ç�“�–�Ý�¡�†�w�™�K�r�M���«�–�µ�³�c�
 TFTP �§�î�Â�_�È�ß�î�»�Ÿ�Õ�«�º  �Ó�µ�­�î�ª�†3æ�™�K�
�æ
���I�€�S�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�†�§�î�Â�b�Ë�î�«  �¹�•�Þ�¡�º�Ü�?�}�v�“�K�Z�
�È�î�º
�”�µ�É  �É�ß�­�«�†�ö�¢�K�r�M��

• IP �”�»�Þ�«�T�E�@�«�–�µ�³#Ý�_�£(Ù�I�€�
 DHCP �Â'Å�[�f�j�I�€�Z�>�~�
  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  
�Ç�“�–�Ý�¡�c�f�j�I�€�^�8���œ>& 2 �Ç�“�–�Ý1��s3¸�s�‰�'>'

�«�–�µ�³�c  DHCP �§�î�Â�?�}�
 IP �”�»�Þ�«�
�§�È�¿�µ�º  �Ð�«�¡�
�>�|�g  TFTP �§�î�Â  �”�»�Þ�«�†
�w�™�K�r�M���«�–�µ�³�c�
 TFTP �§�î�Â�_�Ø�½�Ÿ�Õ�«�º�Ó�µ�­�î�ª�†3æ�™�K�
 network-confg �r�S
�c  cisconet.cfg �b�¹�Ç�›�Ý�º  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�†�v�“�K�r�M  >&network-confg 
�Ç�“�–�Ý�@1��s3¸�u�^�8���œ�
�«�–�µ�³�c  cisconet.cfg �Ç�“�–�Ý�†1��s3¸�s�r�M>' ��

�¹�Ç�›�Ý�º  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_�c�
�«�–�µ�³�b�Í�«�º�¡�?�}  IP �”�»�Þ�«�l�b�Ð�µ
�Æ�å�¢�@�µ�r�€�Z�8�r�M���«�–�µ�³�c�
�Ç�“�–�Ý�b�_���†�Í�«�º  �¸�î�È�Ý�_�i�A3¸�s�
�Í�«�º�¡
�†
°�m�K�r�M���Ç�“�–�Ý�_�Í�«�º�¡�@�^�8���œ�
�«�–�µ�³�c  DHCP �Â'Å�[�æ���I�€�S�Í�«�º�¡�†
�Q#Ý�K�r�M�� DHCP �Â'Å�[�Í�«�º�¡�@�æ���I�€�Z�8�^�8���œ�
�«�–�µ�³�c�¹�Ç�›�Ý�º�b  Switch �†
�Í�«�º�¡�\�K�Z�Q#Ý�K�r�M��

�¹�Ç�›�Ý�º�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�r�S�c  DHCP �Â'Å�?�}�Í�«�º�¡�†
°�m�K�S�‹�
�«
�–�µ�³�c�Í�«�º�¡�\� �L�¡�S�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý>& network-confg �r�S�c  
cisconet.cfg �b�]�U�}�@
›�_1��s3¸�r�€�S�?�_�Â�L�Z�
 hostname-confg �r�S�c  hostname.cfg>'�†  
TFTP �§�î�Â�?�}1��s3¸�s�r�M�� cisconet.cfg �Ç�“�–�Ý�@1��s3¸�r�€�Z�8�•���œ�c�
�Í�«�º�b�Ç�“
�–�Ý�¡�c  8 �e�Ð�_�)�~���Z�}�€�r�M��

network-confg�
 cisconet.cfg�
�r�S�c�Í�«�º�¡�\� �L�¡�S�b�Ç�“�–�Ý�†1��s3¸�t�G�\�@�[�A�^�8��
�œ�
�«�–�µ�³�c  router-confg �Ç�“�–�Ý�†1��s3¸�s�r�M�� router-confg �Ç�“�–�Ý�†1��s3¸�t�G�\�@�[
�A�^�8���œ�
�«�–�µ�³�c  ciscortr.cfg �Ç�“�–�Ý�†1��s3¸�s�r�M��

>&�@>' DHCP �Â'Å�?�}  TFTP �§�î�Â�†
°�m�[�A�^�?�W�S���œ�
�Ø�½�Ÿ�Õ�«�º��3æ�_�|�•�¥�å�Ç�•� �×�Þ�î
�©�Ù�å  �Ç�“�–�Ý�b1��s3¸�s�_�»�K�K�S���œ�
�r�S�c  TFTP �§�î�Â�¡�†  IP �”�»�Þ�«�_�š�n�[�A�^�8���œ
�_�c�
�«�–�µ�³�c  TFTP �§�î�Â0[�Ó�†�È�ß�î�»�Ÿ�Õ�«�º�K�r�M��

�S�B�[

�W 4-3 �_�
 DHCP �Ë�î�«�b+¬�·0¿���†�Q#Ý�K�Z  IP �_���†�è(ô�M�•�¿�µ�º�á�î�¡�b�S�B�[�†&g�K�r�M��
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'¨  4 'v       �«�–�µ�³�b  IP �”�»�Þ�«�>�|�g�¹�Ç�›�Ý�º  �¤�î�º�˜�™�–�b�m�~�\�Z
�«�–�µ�³�_���b�m�~�\�Z
�W 4-3 DHCP �Ë�î�«�b+¬�·0¿���†�Q#Ý�M�•�¿�µ�º�á�î�¡�b�S�B�[

/² 4-2�c�
 DHCP �§�î�Â�V�b�£(Ù�Ü�î�«�b0¿���[�[�M��

DNS �§�î�Â  �¥�å�Ç�•� �×�Þ�î�©�Ù�å

DNS �§�î�Â�c�
 TFTP �§�î�Â�¡  tftpserver �†  IP �”�»�Þ�«  10.0.0.3 �_�Ð�µ�Æ�å�¢�K�r�M��

TFTP �§�î�Â  �¥�å�Ç�•� �×�Þ�î�©�Ù�å>& UNIX >'

TFTP �§�î�Â�b�Ë�î�«  �¹�•�Þ�¡�º�Ü�c�
 /tftpserver/work/ �_0¿���I�€�Z�8�r�M���G�b�¹�•�Þ�¡�º�Ü�_
�c�
 2 �Ç�“�–�Ý1��s3¸�s�‰�'�[�Q#Ý�I�€�•  network-confg �Ç�“�–�Ý�@�6�~�r�M���G�b�Ç�“�–�Ý�_�c�
 IP 
�”�»�Þ�«�_�ö�Y�8�Z�«�–�µ�³�_�m�~�\�Z�}�€�•�Í�«�º�¡�@�µ�r�€�Z�8�r�M���Ë�î�«  �¹�•�Þ�¡�º�Ü�_�c�

���_&g�M�|�:�_�
�›�«�–�µ�³�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý>& switcha-confg�
 switchb-confg �^
�]>'�v�µ�r�€�Z�8�r�M��

prompt> cd /tftpserver/work/
prompt> ls
network-confg
switcha-confg
switchb-confg
switchc-confg
switchd-confg
prompt> cat network-confg
ip host switcha 10.0.0.21

�,���6�4  1
00e0.9f1e.2001

Cisco �^�o�2

11
13

94

�,���6�4  2
00e0.9f1e.2002

�,���6�4  3
00e0.9f1e.2003

DHCP �(�o�C DNS �(�o�C TFTP �(�o�C
9Ôtftpserver9Õ

10.0.0.1

10.0.0.10

10.0.0.2 10.0.0.3

�,���6�4  4
00e0.9f1e.2004

/² 4-2 DHCP �§�î�Â  �¥�å�Ç�•� �×�Þ�î�©�Ù�å

�«�–�µ�³  A �«�–�µ�³  B �«�–�µ�³  C �«�–�µ�³  D

�Â�–�å�¹�•�å�¢  �Ÿ�î>&�Á�î�»�˜�™
�”  �”�»�Þ�«>'

00e0.9f1e.2001 00e0.9f1e.2002 00e0.9f1e.2003 00e0.9f1e.2004

IP �”�»�Þ�« 10.0.0.21 10.0.0.22 10.0.0.23 10.0.0.24

�§�È�¿�µ�º  �Ð�«�¡ 255.255.255.0 255.255.255.0 255.255.255.0 255.255.255.0

�Ý�î�±  �”�»�Þ�« 10.0.0.10 10.0.0.10 10.0.0.10 10.0.0.10

DNS �§�î�Â  �”�»�Þ�« 10.0.0.2 10.0.0.2 10.0.0.2 10.0.0.2

TFTP �§�î�Â�¡ tftpserver �r�S�c  
10.0.0.3

tftpserver �r�S�c  
10.0.0.3

tftpserver �r�S�c  
10.0.0.3

tftpserver �r�S�c  
10.0.0.3

�È�î�º  �Ç�“�–�Ý�¡>&�¥�å�Ç�•� �×
�Þ�î�©�Ù�å  �Ç�“�–�Ý>' >&�õ�–>'

switcha-confg switchb-confg switchc-confg switchd-confg

�Í�«�º�¡>&�õ�–>' switcha switchb switchc switchd
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'¨  4 'v       �«�–�µ�³�b  IP �”�»�Þ�«�>�|�g�¹�Ç�›�Ý�º  �¤�î�º�˜�™�–�b�m�~�\�Z
�«�–�µ�³�_���b�m�~�\�Z
ip host switchb 10.0.0.22
ip host switchc 10.0.0.23
ip host switchd 10.0.0.24

DHCP �¡�Û�–�”�å�º  �¥�å�Ç�•� �×�Þ�î�©�Ù�å

�«�–�µ�³  A >|  D �_�c�
�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�c�Ñ�~�K�r�O�‡��

�¥�å�Ç�•� �×�Þ�î�©�Ù�å�b1��Â

�W 4-3 �b���œ�
�«�–�µ�³  A �c�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�†���b�|�:�_�K�Z1��s3¸�s�r�M��

• DHCP �§�î�Â�?�}  IP �”�»�Þ�«  10.0.0.21 �†
°�m�K�r�M��

• DHCP �§�î�Â�b�Â'Å�[�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�¡�@�f�j�I�€�^�8���œ�
�«�–�µ�³  A �c  
TFTP �§�î�Â�b�Ë�î�«  �¹�•�Þ�¡�º�Ü�?�}  network-confg �Ç�“�–�Ý�†1��s3¸�s�r�M��

• �Í�«�º  �¸�î�È�Ý�_  network-confg �Ç�“�–�Ý�b
Æ���†3ã�•�K�r�M��

• IP �”�»�Þ�«  10.0.0.21 �†�v�\�_�Í�«�º  �¸�î�È�Ý�†�è(ô�K�
�Í�«�º�¡>& switcha>'�†�v�“�K�r�M��

• �Í�«�º�¡�_�P�Â�M�•�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�†1��s3¸�s�r�M���S�\�<�d�
 TFTP �§�î�Â�?
�}  switch1-confg �†1��s3¸�s�r�M��

�«�–�µ�³  B >|  D �v�
� �]�_�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�>�|�g  IP �”�»�Þ�«�†�v�“�K�r�M��

DHCP +¬�·0¿���µ+��>�|�g�–�Ó�î�ª  �”�µ�É�¹�î�º�µ+�

DHCP �†�Q#Ý�K�Z�‚�K�8�–�Ó�î�ª�>�|�g�‚�K�8�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�«�–�µ�³�_�²�˜�å�ß�î�»�M
�•�_�c�
�a�^�C�\�v  2 �X�b�«�–�µ�³�†0¿���M�•�²0[�@�6�~�r�M�� 1 �X�b�«�–�µ�³�c  DHCP �>�|�g  TFTP 
�§�î�Â�\�K�Z�·�8�K�r�M���¡�Û�–�”�å�º  �«�–�µ�³�c�
�‚�K�8�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�
�r�S
�c�‚�K�8�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý �>�|�g �‚�K�8�–�Ó�î�ª  �Ç�“�–�Ý�b�8�N�€�?�†�²�˜�å�ß�î�»
�M�•�|�:�_0¿���I�€�r�M��

DHCP +¬�·0¿��>&�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�T�E>'�b0¿��

�‚�K�8�«�–�µ�³�_  TFTP �>�|�g  DHCP 0¿���b  DHCP +¬�·0¿���†0¿���K�Z�‚�K�8�¥�å�Ç�•� �×�Þ�î�©�Ù
�å  �Ç�“�–�Ý�†�²�˜�å�ß�î�»�M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 ip dhcp pool name DHCP �§�î�Â�b�”�»�Þ�«  �É�î�Ý�¡�†�8�B�K�
 DHCP �É�î�Ý  �¥�å�Ç�•
� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 3 bootfile filename �È�î�º  �–�Ó�î�ª�\�K�Z�Q#Ý�I�€�•�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý
�b�¡�S�†�æ���K�r�M��

�«�̧ �µ�É 4 network network-number mask 
prefix-length

DHCP �”�»�Þ�«  �É�î�Ý�b�§�È�¿�µ�º  �¿�µ�º�á�î�¡$��•�\�Ð�«�¡�†�æ
���K�r�M��

>&�@>' �É�Þ�Ç�•�µ�¡�«6×�c�
�”�»�Þ�«  �É�Þ�Ç�•�µ�¡�«�†�S�B�M�•
�Å�µ�º�X�†�æ���K�r�M���É�Þ�Ç�•�µ�¡�«�c�
�¡�Û�–�”�å�º�b
�¿�µ�º�á�î�¡  �Ð�«�¡�†�æ���M�•�§*…�¥�M�b�‰�2�[�M���É�Þ
�Ç�•�µ�¡�«6×�c�
�«�Û�µ�©�×>& />'�[6ä���M�•�²0[�@�6�~�r
�M��

�«�̧ �µ�É 5 default-router  address DHCP �¡�Û�–�”�å�º�b�¹�Ç�›�Ý�º  �Ý�î�±�b  IP �”�»�Þ�«�†�æ���K�r
�M��
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'¨  4 'v       �«�–�µ�³�b  IP �”�»�Þ�«�>�|�g�¹�Ç�›�Ý�º  �¤�î�º�˜�™�–�b�m�~�\�Z
�«�–�µ�³�_���b�m�~�\�Z
���_�
�«�–�µ�³�†  DHCP �§�î�Â�\�K�Z0¿���K�
�Q�€�@�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�†�²�˜�å�ß�î
�»�M�•�|�:�_�I�O�•�[�†&g�K�r�M��

Switch# configure terminal
Switch(config)# ip dhcp pool  pool1
Switch(dhcp-config)# network  10.10.10.0 255.255.255.0
Switch(dhcp-config)# bootfile  config-boot.text  
Switch(dhcp-config)# default-router 10.10.10.1
Switch(dhcp-config)# option 150 10.10.10.1
Switch(dhcp-config)# exit
Switch(config)# tftp-server flash:config-boot.text

Switch(config)# interface gigabitethernet1/2 
Switch(config-if)# no switchport
Switch(config-if)# ip address 10.10.10.1 255.255.255.0
Switch(config-if)# end

DHCP +¬�·�–�Ó�î�ª  �”�µ�É�¹�î�º>&�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�>�|�g�–�Ó�î�ª>'�b0¿
��

DHCP +¬�·0¿���b0¿���_�|�~�‚�K�8�«�–�µ�³�_  TFTP �>�|�g  DHCP �b0¿���†�K�Z�‚�K�8�–�Ó�î�ª�>�|
�g�‚�K�8�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�†�²�˜�å�ß�î�»�M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†
��/œ�K�r�M��

>&�@>' ���b�¸�î�È�Ý�b�m8p�_�‘�:�S�_�
�«�–�µ�³�_�”�µ�É�ß�î�»�I�€�•�¸�Ÿ�«�º  �Ç�“�–�Ý>&�S�\�<�d�

autoinstall_dhcp>'�†�8�B�M�•�²0[�@�6�~�r�M���G�b�¸�Ÿ�«�º  �Ç�“�–�Ý
Æ�_�
�²�˜�å�ß�î�»�M�•�–�Ó�î
�ª�b�¡�S�†�µ�u�r�M���G�b�–�Ó�î�ª�c�
 bin �Ç�“�–�Ý�[�^�C�
 tar �Ç�“�–�Ý�[�6�•�²0[�@�6�~�r�M��

�«�̧ �µ�É 6 option 150 address TFTP �§�î�Â�b  IP �”�»�Þ�«�†�æ���K�r�M��

�«�̧ �µ�É 7 exit �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 8 tftp-server flash:filename.text TFTP �§�î�Â�V�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�†�æ���K�r�M��

�«�̧ �µ�É 9 interface interface-id �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�†�w�™�M�•�¡�Û�–�”�å�º�b�”�»�Þ
�«�†�æ���K�r�M��

�«�̧ �µ�É 10 no switchport �–�å�±�î�Ç�™�–�«�†�Þ�–�Ö  3 �Ô�î�»�_�K�r�M��

�«�̧ �µ�É 11 ip address address mask �–�å�±�î�Ç�™�–�«�b  IP �”�»�Þ�«�>�|�g�Ð�«�¡�†�æ���K�r�M��

�«�̧ �µ�É 12 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 13 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��

�¥�Ð�å�» % $×

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 ip dhcp pool name DHCP �§�î�Â�b�”�»�Þ�«  �É�î�Ý�¡�†�8�B�K�
 DHCP �É�î�Ý  �¥�å�Ç�•
� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 3 bootfile filename �È�î�º  �–�Ó�î�ª�\�K�Z�Q#Ý�I�€�•�Ç�“�–�Ý�b�¡�S�†�æ���K�r�M��
4-13
Cisco IE 3000 �«�–�µ�³  �¯�Ç�º�˜�™�”  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �ž�–�»

OL-27302-01-J 



 

'¨  4 'v       �«�–�µ�³�b  IP �”�»�Þ�«�>�|�g�¹�Ç�›�Ý�º  �¤�î�º�˜�™�–�b�m�~�\�Z
�«�–�µ�³�_���b�m�~�\�Z
���_�
�«�–�µ�³�†  DHCP �§�î�Â�\�K�Z0¿���K�
�Q�€�@�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�†�²�˜�å�ß�î
�»�M�•�|�:�_�I�O�•�[�†&g�K�r�M��

Switch# config terminal
Switch(config)# ip dhcp pool  pool1
Switch(dhcp-config)# network  10.10.10.0 255.255.255.0
Switch(dhcp-config)# bootfile  config-boot.text 
Switch(dhcp-config)# default-router 10.10.10.1
Switch(dhcp-config)# option  150 10.10.10.1
Switch(dhcp-config)# option 125 hex 
0000.0009.0a05.08661.7574.6f69.6e73.7461.6c6c.5f64.686370 
Switch(dhcp-config)# exit
Switch(config)# tftp-server flash:config-boot.text
Switch(config)# tftp-server flash:c-ipservices-mz.122-44.3.SE.tar
Switch(config)# tftp-server flash:ies-lanbase-tar.122-44.EX.tar
Switch(config)# tftp-server flash:boot-config.text
Switch(config)# tftp-server flash: autoinstall_dhcp

Switch(config)# interface gigabitethernet1/2
Switch(config-if)# no switchport
Switch(config-if)# ip address 10.10.10.1 255.255.255.0
Switch(config-if)# end

�«�̧ �µ�É 4 network network-number mask 
prefix-length

DHCP �”�»�Þ�«  �É�î�Ý�b�§�È�¿�µ�º  �¿�µ�º�á�î�¡$��•�\�Ð�«�¡�†�æ��
�K�r�M��

>&�@>' �É�Þ�Ç�•�µ�¡�«6×�c�
�”�»�Þ�«  �É�Þ�Ç�•�µ�¡�«�†�S�B�M�•�Å�µ
�º�X�†�æ���K�r�M���É�Þ�Ç�•�µ�¡�«�c�
�¡�Û�–�”�å�º�b�¿�µ�º
�á�î�¡  �Ð�«�¡�†�æ���M�•�§*…�¥�M�b�‰�2�[�M���É�Þ�Ç�•�µ�¡�«
6×�c�
�«�Û�µ�©�×>& />'�[6ä���M�•�²0[�@�6�~�r�M��

�«�̧ �µ�É 5 default-router  address DHCP �¡�Û�–�”�å�º�b�¹�Ç�›�Ý�º  �Ý�î�±�b  IP �”�»�Þ�«�†�æ���K�r�M��

�«�̧ �µ�É 6 option 150 address TFTP �§�î�Â�b  IP �”�»�Þ�«�†�æ���K�r�M��

�«�̧ �µ�É 7 option 125 hex �–�Ó�î�ª  �Ç�“�–�Ý�l�b�Ã�«�†0°3Ù�M�•�¸�Ÿ�«�º  �Ç�“�–�Ý�l�b�Ã�«�†�æ
���K�r�M��

�«�̧ �µ�É 8 copy tftp flash filename.txt �¸�Ÿ�«�º  �Ç�“�–�Ý�†�«�–�µ�³�_�”�µ�É�ß�î�»�K�r�M��

�«�̧ �µ�É 9 copy tftp flash imagename.tar �‚�K�8�–�Ó�î�ª�b  tar �Ç�“�–�Ý�†�«�–�µ�³�_�”�µ�É�ß�î�»�K�r�M��

�«�̧ �µ�É 10 exit �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 11 tftp-server flash:config.text TFTP �§�î�Â�b  Cisco IOS �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�†�æ���K
�r�M��

�«�̧ �µ�É 12 tftp-server flash:imagename.tar TFTP �§�î�Â�V�b�–�Ó�î�ª�¡�†�æ���K�r�M��

�«�̧ �µ�É 13 tftp-server flash:filename.txt �²�˜�å�ß�î�»�M�•�–�Ó�î�ª  �Ç�“�–�Ý�b�¡�S�†�µ�‡�[�8�•�¸�Ÿ�«�º  �Ç�“
�–�Ý�†�æ���K�r�M��

�«�̧ �µ�É 14 interface interface-id �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�†�w�™�M�•�¡�Û�–�”�å�º�b�”�»�Þ�«
�†�æ���K�r�M��

�«�̧ �µ�É 15 no switchport �–�å�±�î�Ç�™�–�«�†�Þ�–�Ö  3 �Ô�î�»�_�K�r�M��

�«�̧ �µ�É 16 ip address address mask �–�å�±�î�Ç�™�–�«�b  IP �”�»�Þ�«�>�|�g�Ð�«�¡�†�æ���K�r�M��

�«�̧ �µ�É 17 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 18 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��

�¥�Ð�å�» % $×
4-14
Cisco IE 3000 �«�–�µ�³  �¯�Ç�º�˜�™�”  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �ž�–�»

OL-27302-01-J



 

'¨  4 'v       �«�–�µ�³�b  IP �”�»�Þ�«�>�|�g�¹�Ç�›�Ý�º  �¤�î�º�˜�™�–�b�m�~�\�Z
�«�–�µ�³�_���b�m�~�\�Z
�¡�Û�–�”�å�º�b0¿��

�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�>�|�g�‚�K�8�–�Ó�î�ª�†  DHCP �§�î�Â�?�}�²�˜�å�ß�î�»�M�•�|�:�_
�«�–�µ�³�†0¿���M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

���_�
 VLAN 99 �V�b�Þ�–�Ö  3 SVI �–�å�±�î�Ç�™�–�«�†�Q#Ý�K�
�–�Ñ�I�€�Z�8�•�¥�å�Ç�•� �×�Þ�î�©�Ù
�å�[  DHCP �Ë�î�«�b+¬�·0¿���†�–�¿�î�È�Ý�_�M�•�[�†&g�K�r�M��

Switch# configure terminal  
Switch(conf)# boot host dhcp
Switch(conf)# boot host retry timeout 300
Switch(conf)# banner config-save ^C Caution - Saving Configuration File to NVRAM May Cause 
You to Nolonger Automatically Download Configuration Files at Reboot^C
Switch(config)#  vlan 99
Switch(config-vlan)# interface vlan 99
Switch(config-if)#  no shutdown
Switch(config-if)# end
Switch# show boot
BOOT path-list:
Config file:          flash:/config.text
Private Config file:  flash:/private-config.text
Enable Break:         no
Manual Boot:          no
HELPER path-list:
NVRAM/Config file
      buffer size:    32768
Timeout for Config
          Download:    300 seconds
Config Download
       via DHCP:       enabled (next boot: enabled)
Switch#

>&�@>' �Þ�–�Ö  3 �–�å�±�î�Ç�™�–�«�T�E�†0¿���K�Z�–�¿�î�È�Ý�_�M�•�²0[�@�6�~�r�M���–�Ñ�I�€�Z�8�•�¥�å�Ç�•
� �×�Þ�î�©�Ù�å�b  DHCP �Ë�î�«�b+¬�·0¿���_  IP �”�»�Þ�«�†�m�~�\�Z�^�8�[�C�T�I�8��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r
�M��

�«�̧ �µ�É 2 boot host dhcp �–�Ñ�I�€�Z�8�•�¥�å�Ç�•� �×�Þ�î�©�Ù�å�[+¬�·0¿���†�–
�¿�î�È�Ý�_�K�r�M��

�«�̧ �µ�É 3 boot host retry timeout timeout-value >&�õ�–>'�©�«�¸�Ò�@�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�†
�²�˜�å�ß�î�»�K�|�:�\�M�•�ì6ë�†0¿���K�r�M��

>&�@>' �±�–�Ò�”�˜�º�†0¿���K�^�8�\�
�©�«�¸�Ò�c!“�‡
7H�_ DHCP �§�î�Â�?�}  IP �”�»�Þ�«�†�v�“�K�|�:
�\�K�r�M��

�«�̧ �µ�É 4 banner config-save ^C warning-message ^C >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�†  NVRAM �_
�–�Ñ�K�|�:�\�M�•�\�A�_/²&g�I�€�•1™�Ì�Ó�µ�­�î�ª�†�8
�B�K�r�M��

�«�̧ �µ�É 5 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 6 show boot 0¿���†&�1��K�r�M��
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'¨  4 'v       �«�–�µ�³�b  IP �”�»�Þ�«�>�|�g�¹�Ç�›�Ý�º  �¤�î�º�˜�™�–�b�m�~�\�Z
��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�b&�1��>�|�g�–�Ñ
�m�·�[�b�«�–�µ�³�_���b�m�~�\�Z

0
�X�b  Switched Virtual Interface>&SVI; �«�–�µ�³�ì�•�–�å�±�î�Ç�™�–�«>'�_�m�·�[  IP �_���†�m�~�\�Z
�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

>&�@>' �«�–�µ�³�[  IP �§�î�Å�«  �–�Ó�î�ª�†��/œ�K�Z�8�•���œ�c�
 no switchport �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•
� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�Z�Ï�î�º�†�Þ�–�Ö  3 �Ô�î�»�_�M�•�\�
 IP �_���†�Ï�î�º�_�m�·�[�m�~
�\�Z�•�G�\�v�[�A�r�M��

�«�–�µ�³�b  IP �”�»�Þ�«�†�P7V�M�•�_�c�
 no ip address �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥
�Ð�å�»�†�Q#Ý�K�r�M�� Telnet �­�µ�©�Ù�å�?�}�”�»�Þ�«�†�P7V�M�•�\�
�«�–�µ�³�b�K)F�c�)�•�I�€�r�M��
�¹�Ç�›�Ý�º  �¤�î�º�˜�™�–�b�”�»�Þ�«�†�P7V�M�•�_�c�
 no ip default-gateway �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×
�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

�«�–�µ�³�b�©�«�¸�Ò�¡�b0¿���
"I�’  EXEC �¥�Ð�å�»�l�b�”�¡�­�«�b�–1¤�
�ì�I�>�|�g�¥�Ü�b0¿���_�X
�8�Z�c�
 '¨ 7 'v���«�–�µ�³�b'ö#.�� �†�g!·�K�Z�C�T�I�8��

��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�b&�1��>�|�g�–�Ñ
���b"I�’  EXEC �¥�Ð�å�»�†�Q#Ý�M�•�\�

°�Š�K�S0¿���x�š�f�†&�1��[�A�r�M��

Switch# show running-config
Building configuration...

Current configuration: 1363 bytes
!
version 12.2

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 interface vlan vlan-id �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�
 IP �_���†
�m�~�\�Z�•  VLAN �†
°�Š�K�r�M���æ���[�A�•  VLAN (
�V�c  1 >|  4094 
�[�M��

�«�̧ �µ�É 3 ip address ip-address subnet-mask IP �”�»�Þ�«�>�|�g�§�È�¿�µ�º  �Ð�«�¡�†
°�Š�K�r�M��

�«�̧ �µ�É 4 exit �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 5 ip default-gateway ip-address �«�–�µ�³�_%$�K�K)F�K�Z�8�•�¿�¡�«�º  �Í�µ�É�b�Ý�î�±  �–�å�±�î�Ç�™�–
�«�b  IP �”�»�Þ�«�†
°�Š�K�r�M���G�b�«�–�µ�³�_�c�¹�Ç�›�Ý�º  �¤�î�º
�˜�™�–�@0¿���I�€�Z�8�r�M���¹�Ç�›�Ý�º  �¤�î�º�˜�™�–�c�
�«�–�µ�³�?�}
��
›  IP �”�»�Þ�«�†�v�“�K�Z�8�^�8  IP �Ã�£�µ�º�†�w�™�K�r�M��

�¹�Ç�›�Ý�º  �¤�î�º�˜�™�–�@0¿���I�€�•�\�
�«�–�µ�³�c�
�Í�«�º�@�K)F�M
�•�²0[�b�6�•�Ü�Ô�î�º  �¿�µ�º�á�î�¡�_�K)F�[�A�r�M��

>&�@>' IP �[�Ý�î�¸�•�å�¢�M�•�|�:�_�«�–�µ�³�†0¿���K�S���œ�
�¹�Ç�›
�Ý�º  �¤�î�º�˜�™�–�b0¿���c�Y0[�[�M��

�«�̧ �µ�É 6 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 7 show interfaces vlan vlan-id 0¿���I�€�S  IP �”�»�Þ�«�†&�1��K�r�M��

�«�̧ �µ�É 8 show ip redirects 0¿���I�€�S�¹�Ç�›�Ý�º  �¤�î�º�˜�™�–�†&�1��K�r�M��

�«�̧ �µ�É 9 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��
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'¨  4 'v       �«�–�µ�³�b  IP �”�»�Þ�«�>�|�g�¹�Ç�›�Ý�º  �¤�î�º�˜�™�–�b�m�~�\�Z
�«�±�î�º�”�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�b�š�f
no service pad
service timestamps debug uptime
service timestamps log uptime
no service password-encryption
!
hostname Switch A
!
enable secret 5 $1$ej9.$DMUvAUnZOAmvmgqBEzIxE0
!
.
<output truncated>
.
interface gigabitethernet1/1
no switchport
ip address 172.20.137.50 255.255.255.0 
!

interface gigabitethernet1/2
mvr type source

<output truncated>

...!
interface VLAN1
 ip address 172.20.137.50 255.255.255.0
 no ip directed-broadcast
!
ip default-gateway 172.20.137.1 !
!
snmp-server community private RW
snmp-server community public RO
snmp-server community private@es0 RW
snmp-server community public@es0 RO
snmp-server chassis-id 0x12
! 
end 

�«�±�î�º�”�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�_�P�K�Z/œ�W�S0¿���x�š�f�†�Ç�Û�µ�©�×  �Ó�Ô�Ü�_�–�Ñ�M�•�_
�c�
���b"I�’  EXEC �¥�Ð�å�»�†�Q#Ý�K�r�M��

Switch# copy running-config startup-config
Destination filename [startup-config]?
Building configuration... 

�G�b�¥�Ð�å�»�_�|�~�

°�Š�K�S0¿���Í�@�–�Ñ�I�€�r�M���–�Ñ�[�A�^�?�W�S���œ�
0¿���c���b�©�«�¸�Ò  
�Ü�ß�î�»�ì�_�»�ƒ�€�r�M���Ç�Û�µ�©�×  �Ó�Ô�Ü�b NVRAM>&�Y�y$Î�ö  RAM>'�­�¡�©�Ù�å�_�–�Ñ�I�€�Z
�8�•�_���†/²&g�M�•�_�c�
 show startup-config �r�S�c  more startup-config "I�’  EXEC �¥�Ð�å�»�†�Q
#Ý�K�r�M��

�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�b�Ú�b�¥�Æ�î
–�_�X�8�Z�c�
 �Ü6�  A�� Cisco IOS �Ç�“�–�Ý  �©�«�¸�Ò�

�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�
�>�|�g�¯�Ç�º�˜�™�”  �–�Ó�î�ª�b�ï�8�� �†�g!·�K�Z�C�T�I�8��

�«�±�î�º�”�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�b�š�f
�G�G�[�c�
�«�–�µ�³�b�«�±�î�º�”�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�š�f�M�•�‰�2�_�X�8�Z1��Â�K�r�M��

• ��2s�·�b�¹�Ç�›�Ý�º0¿���� >&P.4-18>'

• ���¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�b+¬�·�²�˜�å�ß�î�»�� >&P.4-18>'

• ���m�·�[2s�·�M�•���œ�� >&P.4-19>'
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'¨  4 'v       �«�–�µ�³�b  IP �”�»�Þ�«�>�|�g�¹�Ç�›�Ý�º  �¤�î�º�˜�™�–�b�m�~�\�Z
�«�±�î�º�”�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�b�š�f
• ��"I���b�¯�Ç�º�˜�™�”  �–�Ó�î�ª�†2s�·�M�•���œ�� >&P.4-20>'

• ��#”�C�š�X�b�D�š�� >&P.4-20>'

�«�–�µ�³�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_�X�8�Z�c�
 �Ü6�  A�� Cisco IOS �Ç�“�–�Ý  �©�«�¸�Ò�
�¥
�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�
�>�|�g�¯�Ç�º�˜�™�”  �–�Ó�î�ª�b�ï�8�� �†�g!·�K�Z�C�T�I�8��

2s�·�b�¹�Ç�›�Ý�º0¿��

/² 4-3 �_�
2s�·�b�¹�Ç�›�Ý�º0¿���†&g�K�r�M��

�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�b+¬�·�²�˜�å�ß�î�»  
DHCP �Ë�î�«�b+¬�·0¿���µ+��†�Q#Ý�M�•�G�\�_�|�W�Z�
�«�–�µ�³�_�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý
�†+¬�·$×�_�²�˜�å�ß�î�»�[�A�r�M��0ò(ý�_�X�8�Z�c�
 �� DHCP �Ë�î�«�b+¬�·0¿���b�+0[�� >&P.4-4>' �†�g
!·�K�Z�C�T�I�8��  

�©�«�¸�Ò  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†1��s�i�A�M�•�S�u�b�Ç�“�–�Ý�¡�b�æ��

Cisco IOS �¯�Ç�º�˜�™�”�c�
�¹�Ç�›�Ý�º�[  config.text �Ç�“�–�Ý�†�Q#Ý�K�Z�
�©�«�¸�Ò  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å�b�Y�y$Î�ö�¥�Æ�î�†1��s�i�A�K�r�M���9�b�Ç�“�–�Ý�¡�†�æ���M�•�G�\�v�[�A�r�M�����G�b2s�·�ì
�_�c�
�Q�b�¡�S�b�Ç�“�–�Ý�@1��s3¸�r�€�r�M��

/² 4-3 2s�·�b�¹�Ç�›�Ý�º0¿��

�µ+� �¹�Ç�›�Ý�º0¿��

OS �¯�Ç�º�˜�™�”  �–�Ó�î�ª �«�–�µ�³�c  BOOT #”�C�š�X�b�_���†�Q#Ý�K�Z�
�©�«�¸�Ò�†+¬�·$×�_2s�·�K�|�:�\�K
�r�M���G�b�š�X�@0¿���I�€�Z�8�^�8���œ�
�«�–�µ�³�c�Ç�Û�µ�©�×  �Ç�“�–�Ý  �©�«�¸�Ò

²�/�_
Ì�•$×�^)ª�º�è(ô�†/œ�W�Z�
�q�6�_�è���K�S��/œ�•+��–�Ó�î�ª�†�ß�î�»�K�Z
��/œ�K�|�:�\�K�r�M��

Cisco IOS �–�Ó�î�ª�c�
�–�Ó�î�ª  �Ç�“�–�Ý�\>& .bin �Ñ�G�Ê�†7V�8�Z>'� �¡�b�¹�•�Þ
�¡�º�Ü�_�–�Ñ�I�€�r�M��

�¹�•�Þ�¡�º�Ü�b)ª�º�è(ô�[�c�
�è���K�S�›�§�È�¹�•�Þ�¡�º�Ü�†�ö
²�_�è(ô�K�Z�?�}

–�b�¹�•�Þ�¡�º�Ü�[�b�è(ô�†)F�E�r�M��

�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý 0¿���I�€�Z�8�•�«�–�µ�³�c�
�©�«�¸�Ò�Î�î�»�b�Ç�Û�µ�©�×  �Ó�Ô�Ü�_�–�Ñ�I�€�Z�8�•  
config.text �Ç�“�–�Ý�†�Q#Ý�K�r�M��

�‚�K�8�«�–�µ�³�b���œ�
�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�c�6�~�r�O�‡��
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'¨  4 'v       �«�–�µ�³�b  IP �”�»�Þ�«�>�|�g�¹�Ç�›�Ý�º  �¤�î�º�˜�™�–�b�m�~�\�Z
�«�±�î�º�”�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�b�š�f
�9�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�¡�†�æ���M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

�¹�Ç�›�Ý�º�b0¿���_�`�M�_�c�
 no boot config-file �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q
#Ý�K�r�M��

�m�·�[2s�·�M�•���œ

�«�–�µ�³�c�¹�Ç�›�Ý�º�[+¬�·$×�_2s�·�K�r�M�@�
�m�·�[2s�·�M�•�|�:�_0¿���M�•�G�\�v�[�A�r�M��

���G�b2s�·�ì�_�m�·�[2s�·�M�•�|�:�_�«�–�µ�³�†0¿���M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ
�K�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 boot config-file flash:/file-url ���G�b2s�·�ì�_1��s3¸�t�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�†�æ��
�K�r�M��

file-url �_�
�Ã�«>&�¹�•�Þ�¡�º�Ü>'�>�|�g�¥�å�Ç�•� �×�Þ�î�©�Ù�å  
�Ç�“�–�Ý�¡�†�æ���K�r�M��

�Ç�“�–�Ý�¡�>�|�g�¹�•�Þ�¡�º�Ü�¡�c�
�±�e�Ð�\�`�e�Ð�†�
�9�K�r
�M��

�«�̧ �µ�É 3 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 4 show boot 0¿���†&�1��K�r�M��

boot config-file �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�_
�|�W�Z�
 CONFIG_FILE #”�C�š�X�b0¿���@�š�f�I�€�r�M��

�«�̧ �µ�É 5 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 boot manual ���G�b2s�·�ì�_�
�«�–�µ�³�†�m�·�[2s�·�[�A�•�|�:�_�K�r�M��

�«�̧ �µ�É 3 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 4 show boot 0¿���†&�1��K�r�M��

boot manual �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�_�|�W
�Z�
 MANUAL_BOOT #”�C�š�X�b0¿���@�š�f�I�€�r�M��

���G�
�©�«�¸�Ò�†
Ì2s�·�K�S�\�A�_�c�
�«�–�µ�³�c�È�î�º�ß�î�²  
�Ô�î�»�_�^�~�
�È�î�º�ß�î�²  �Ô�î�»�[�6�•�G�\�@  switch: �É�ß�å�É
�º�_�|�W�Z&g�I�€�r�M���©�«�¸�Ò�†2s�·�M�•�_�c�
 boot 
filesystem:/file-url �È�î�º�ß�î�²  �¥�Ð�å�»�†�Q#Ý�K�r�M��

• filesystem: �_�c�
�©�«�¸�Ò  �Î�î�»�b�Ç�Û�µ�©�×  �¹�Â�–�«�†�æ
���M�•���œ�c  flash: �†�Q#Ý�K�r�M��

• file-url �_�c�
�Ã�«>&�¹�•�Þ�¡�º�Ü>'�>�|�g2s�·�•+��^�–�Ó�î
�ª�b�¡�S�†�æ���K�r�M��

�Ç�“�–�Ý�¡�>�|�g�¹�•�Þ�¡�º�Ü�¡�c�
�±�e�Ð�\�`�e�Ð�†�
�9�K�r
�M��

�«�̧ �µ�É 5 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��
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'¨  4 'v       �«�–�µ�³�b  IP �”�»�Þ�«�>�|�g�¹�Ç�›�Ý�º  �¤�î�º�˜�™�–�b�m�~�\�Z
�«�±�î�º�”�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�b�š�f
�m�·�[�b2s�·�†�¹�•�­�î�È�Ý�_�M�•�_�c�
 no boot manual �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å
�»�†�Q#Ý�K�r�M��

"I���b�¯�Ç�º�˜�™�”  �–�Ó�î�ª�†2s�·�M�•���œ

�«�–�µ�³�c�¹�Ç�›�Ý�º�[�
 BOOT #”�C�š�X�b�_���†�Q#Ý�K�Z�
�©�«�¸�Ò�†+¬�·$×�_2s�·�K�|�:�\�K�r
�M���G�b�š�X�@0¿���I�€�Z�8�^�8���œ�
�«�–�µ�³�c�
�Ç�Û�µ�©�×  �Ç�“�–�Ý  �©�«�¸�Ò
²�/�_
Ì�•$×�_)ª
�º�è(ô�K�
�q�6�b��/œ�•+��–�Ó�î�ª�†�ß�î�»�K�Z��/œ�K�|�:�\�K�r�M���¹�•�Þ�¡�º�Ü�b)ª�º�è(ô�[�c�

�è���K�S�›�§�È�¹�•�Þ�¡�º�Ü�†�ö
²�_�è(ô�K�Z�?�}
–�b�¹�•�Þ�¡�º�Ü�[�b�è(ô�†)F�E�r�M��2s�·�M�•
½
�/$×�^�–�Ó�î�ª�†�æ���M�•�G�\�v�[�A�r�M��

���G�b2s�·�ì�_"I���b�–�Ó�î�ª�†2s�·�M�•�|�:�_�«�–�µ�³�†0¿���M�•�_�c�
"I�’  EXEC �Ô�î�»�[�
��
�b�m8p�†��/œ�K�r�M��

�¹�Ç�›�Ý�º�b0¿���_�`�M�_�c�
 no boot system �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K
�r�M��

#”�C�š�X�b�D�š

�G�–�_�·�8�K�Z�8�•�«�–�µ�³�[�c�
 9600 bps �P�Â�_0¿���I�€�S�«�–�µ�³  �¥�å�¯�î�Ý�K)F�[�b�s�È�î�º
�ß�î�²  �Ô�î�»�@6ä���I�€�r�M���«�–�µ�³�b7Á ;�¥�î�»�†�v�~�¥�K�
7Á ;�¥�î�»�b
Ì�K)F�p�_  Mode �Î
�±�å�†�²�K�r�M���Ï�î�º  1 �b�V�b  LED �@�˜!I�K�Z�?�}  1 >|  2 &Ê�‹�_�
 Mode �Î�±�å�†7³�K�r�M���G�€
�_�|�~�
�È�î�º�ß�î�²�b  switch: �É�ß�å�É�º�@/²&g�I�€�r�M��

�«�–�µ�³�b�È�î�º�ß�î�²  �¯�Ç�º�˜�™�”�c�Y�y$Î�ö�b#”�C�š�X�†�§�Ï�î�º�M�•�b�[�
�G�€�}�b#”�C�š�X
�†�Q#Ý�K�Z�
�È�î�º�ß�î�²�r�S�c�©�«�¸�Ò�['�
>�M�•�Ú�b�¯�Ç�º�˜�™�”�b�·�8�†�D�š�[�A�r�M���È�î�º
�ß�î�²�b#”�C�š�X�c�
 UNIX �r�S�c  DOS �©�«�¸�Ò�[0¿���[�A�•#”�C�š�X�\8®���K�Z�8�r�M��

�Í�†�â�X#”�C�š�X�c�
�Ç�Û�µ�©�×  �Ç�“�–�Ý  �©�«�¸�Ò�b�¥�_�6�•�Ç�Û�µ�©�×  �Ó�Ô�Ü�_�–�Ñ�I�€�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 boot system filesystem:/file-url ���G�b2s�·�ì�_�
�Ç�Û�µ�©�×  �Ó�Ô�Ü
Æ�b"I���b�–�Ó�î�ª�†2s�·�M�•�|�:
�_�«�–�µ�³�†0¿���K�r�M��

• filesystem: �_�c�
�©�«�¸�Ò  �Î�î�»�b�Ç�Û�µ�©�×  �¹�Â�–�«�†�æ���M�•
���œ�c  flash: �†�Q#Ý�K�r�M��

• file-url �_�c�
�Ã�«>&�¹�•�Þ�¡�º�Ü>'�>�|�g2s�·�•+��^�–�Ó�î�ª�b�¡
�S�†�æ���K�r�M��

�Ç�“�–�Ý�¡�>�|�g�¹�•�Þ�¡�º�Ü�¡�c�
�±�e�Ð�\�`�e�Ð�†�
�9�K�r�M��

�«�̧ �µ�É 3 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 4 show boot 0¿���†&�1��K�r�M��

boot system �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�_�|�W�Z�

BOOT #”�C�š�X�b0¿���@�š�f�I�€�r�M��

���G�b2s�·�ì�_�
�«�–�µ�³�c  BOOT #”�C�š�X�b�_���†�Q#Ý�K�Z�
�©�«�¸
�Ò�†+¬�·$×�_2s�·�K�|�:�\�K�r�M��

�«�̧ �µ�É 5 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��
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'¨  4 'v       �«�–�µ�³�b  IP �”�»�Þ�«�>�|�g�¹�Ç�›�Ý�º  �¤�î�º�˜�™�–�b�m�~�\�Z
�«�±�î�º�”�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�b�š�f
�Ç�“�–�Ý�b�›/œ�_�c�
#”�C�š�X�¡�\'¼�•�_)F�8�Z�
�Q�b�š�X�b�Í�@�æ���I�€�r�M���G�b�Ç�“�–�Ý�_/²&g
�I�€�Z�8�^�8�š�X�_�c�Í�@�6�~�r�O�‡��/²&g�I�€�Z�8�€�d�¾�Ý  �«�º�Ü�å�¢�[�6�W�Z�v�Í�@�6�~�r�M��
�¾�Ý �«�º�Ü�å�¢>&�S�\�<�d��  ��>'�_0¿���I�€�Z�8�•�š�X�c�
�Í�@0¿���I�€�S�š�X�[�M���¨�C�b#”�C�š�X
�c�¦�S�_��*O�I�€�Z�>�~�
�¹�Ç�›�Ý�º�Í�@0¿���I�€�Z�8�r�M��

#”�C�š�X�_�c  2 '�8®�b�¹�î�±�@�–�Ñ�I�€�r�M��

• Cisco IOS �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�†1��s�v�}�^�8�¥�î�»�†�D�š�M�•�¹�î�±���S�\�<�d�

�È�î�º�ß�î�²�b�µ+��†�Ñ�G�K�S�~�
�Ã�µ�³�†4:#Ý�K�S�~�M�•�È�î�º�ß�î�²  �Ê�Ý�Ã�î  �Ç�“�–�Ý�b�¡
�S�c�
#”�C�š�X�\�K�Z�–�Ñ�[�A�r�M��

• Cisco IOS �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�†1��s�v�•�¥�î�»�†�D�š�M�•�¹�î�±���S�\�<�d�

Cisco IOS �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�¡�c#”�C�š�X�\�K�Z�–�Ñ�[�A�r�M��

#”�C�š�X�b0¿���†�š�f�M�•�_�c�
�È�î�º�ß�î�²�_�”�¡�­�«�M�•�?�
 Cisco IOS �¥�Ð�å�»�†�Q#Ý�K�r�M��
3û�–�b#”�C�[�c�
#”�C�š�X�b0¿���†�š�f�M�•�²0[�c�6�~�r�O�‡��

>&�@>' �È�î�º�ß�î�²  �¥�Ð�å�»�>�|�g#”�C�š�X�b�S�e�>�|�g�Q#Ý�‰�2�b0ò(ý�_�X�8�Z�c�
�G�b�Ü�Ü�î�«�_�P�Â
�M�•�¥�Ð�å�»  �Ü�Ç�“�Þ�å�«�†�g!·�K�Z�C�T�I�8��

/² 4-4 �[�
�æ/²$×�^#”�C�š�X�b�µ+��_�X�8�Z1��Â�K�r�M��

/² 4-4 #”�C�š�X

�š�X �È�î�º�ß�î�²  �¥�Ð�å�»
Cisco IOS �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  
�¥�Ð�å�»

BOOT set BOOT filesystem:/file-url ...

+¬�·2s�·�ì�_�ß�î�»�K�Z��/œ�†0è�s�•�
�­�Ñ�¥
�ß�å�[�
�)�}�€�S��/œ�•+��Ç�“�–�Ý�b�Ü�«�º��
BOOT #”�C�š�X�@0¿���I�€�Z�8�^�8���œ�
�©�«
�¸�Ò�c�
�Ç�Û�µ�©�×  �Ç�“�–�Ý  �©�«�¸�Ò
²�/�_
Ì
�•$×�^)ª�º�è(ô�†/œ�W�Z�
�q�6�_�è���I�€�S��
/œ�•+��–�Ó�î�ª�†�ß�î�»�K�Z��/œ�†0è�s�r�M��
BOOT �š�X�@0¿���I�€�Z�8�Z�v�
�æ���I�€�S�–
�Ó�î�ª�†�ß�î�»�[�A�^�?�W�S���œ�
�©�«�¸�Ò�c
�Ç�Û�µ�©�×  �Ç�“�–�Ý  �©�«�¸�Ò�[�q�6�_�è���K�S
2s�·�•+��^�Ç�“�–�Ý�†2s�·�K�|�:�\�K�r�M��

boot system filesystem:/file-url ...

���G�b2s�·�ì�_1��s3¸�t  Cisco IOS �–�Ó�î�ª�†�æ
���K�r�M���G�b�¥�Ð�å�»�c�
 BOOT #”�C�š�X�b
0¿���†�š�f�K�r�M��

MANUAL_BOOT set MANUAL_BOOT yes

�«�–�µ�³�b2s�·�†+¬�·�[/œ�:�?�m�·�[/œ�:�?�†
�ô���K�r�M��

�w� �Í�c  1�
 yes�
 0�
�>�|�g  no �[�M�� no �r�S�c  
0 �_0¿���I�€�Z�8�•���œ�
�È�î�º�ß�î�²�c�©�«
�¸�Ò�b+¬�·2s�·�†0è�s�r�M���Q�€�è�¥�b�Í�_0¿
���I�€�Z�8�•���œ�c�
�È�î�º�ß�î�²  �Ô�î�»�?�}
�m�·�[�«�–�µ�³�†2s�·�M�•�²0[�@�6�~�r�M��

boot manual

���G�b2s�·�ì�_�«�–�µ�³�†�m�·�[2s�·�[�A�•�|�:
�_�K�r�M�� MANUAL_BOOT #”�C�š�X�b0¿���@
�š�f�I�€�r�M��

���G�b�©�«�¸�Ò
Ì2s�·�ì�_�c�
�«�–�µ�³�c�È�î�º
�ß�î�²  �Ô�î�»�_�^�~�r�M���©�«�¸�Ò�†2s�·�M�•
�_�c�
 boot flash:filesystem:/file-url �È�î�º�ß�î
�²  �¥�Ð�å�»�†�Q#Ý�K�
2s�·�•+��–�Ó�î�ª�b�¡�S
�†�æ���K�r�M��

CONFIG_FILE set CONFIG_FILE  flash:/file-url 

Cisco IOS �@�©�«�¸�Ò  �¥�å�Ç�•� �×�Þ�î�©�Ù�å
�b�Y�y$Î�ö�¥�Æ�î�b1��s�i�A�_�Q#Ý�M�•�Ç�“�–
�Ý�¡�†�š�f�K�r�M��

boot config-file flash:/file-url

Cisco IOS �@�©�«�¸�Ò0¿���b�Y�y$Î�ö�¥�Æ�î�b1�
�s�i�A�_�Q#Ý�M�•�Ç�“�–�Ý�¡�†�æ���K�r�M���G�b
�¥�Ð�å�»�_�|�W�Z�
 CONFIG_FILE #”�C�š�X�@
�š�f�I�€�r�M��
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'¨  4 'v       �«�–�µ�³�b  IP �”�»�Þ�«�>�|�g�¹�Ç�›�Ý�º  �¤�î�º�˜�™�–�b�m�~�\�Z
�¯�Ç�º�˜�™�”  �–�Ó�î�ª  �Ü�ß�î�»�b�«�£�ª�×�î�Ý0¿��
�¯�Ç�º�˜�™�”  �–�Ó�î�ª  �Ü�ß�î�»�b�«�£�ª�×�î�Ý0¿��
�«�–�µ�³�V�[�¯�Ç�º�˜�™�”  �–�Ó�î�ª�b�Ü�ß�î�»�†�‹�[>&�Ý�ª�
4��Ž�^�]�«�–�µ�³�†�6�r�~�Q#Ý�K�^�8
�\�A�_>'/œ�:�|�:�_�
�«�£�ª�×�î�Ý�†0¿���[�A�r�M���r�S�c>&�¿�µ�º�á�î�¡
Æ�b�M�m�Z�b�«�–�µ�³�[�¯
�Ç�º�˜�™�”�†�”�µ�É�¢�Þ�î�»�M�•���œ�^�]>'�¿�µ�º�á�î�¡
²�/�[�Ü�ß�î�»�†� �ì�_/œ�:�G�\�@�[�A�r
�M��

>&�@>' �Ü�ß�î�»�b�«�£�ª�×�î�Ý�c�
(Ù  24 �¥�è
Æ�_0¿���M�•�²0[�@�6�~�r�M��

�Ü�ß�î�»�b�«�£�ª�×�î�Ý0¿��

�¯�Ç�º�˜�™�”  �–�Ó�î�ª�†�‹�[�Ü�ß�î�»�M�•�|�:�_�«�–�µ�³�†0¿���M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b
�8�N�€�?�b�¥�Ð�å�»�†�Q#Ý�K�r�M��

• reload in [hh:]mm [text]

�æ���K�S�(�X�
�r�S�c�ì6ë�>�|�g�(�X�@)�4#�K�S�\�A�_�
�¯�Ç�º�˜�™�”�@�Ü�ß�î�»�I�€�•�|�:�_�«
�£�ª�×�î�Ý�†0¿���K�r�M���Ü�ß�î�»�c�
(Ù  24 �¥�è
Æ�_��/œ�M�•�²0[�@�6�~�r�M���q�±  255 �e�Ð�[�

�Ü�ß�î�»�b#.#ä�†�æ���[�A�r�M��

• reload at hh:mm [month day | day month] [ text]

�æ���K�S�ì�I>& 24 �ì6ë�g�'�†�Q#Ý>'�_�¯�Ç�º�˜�™�”�@�Ü�ß�î�»�I�€�•�|�:�_�
�«�£�ª�×�î�Ý�†0¿
���K�r�M���v�¥�†�æ���M�•�\�
�æ���I�€�S�¥�ì�_�Ü�ß�î�»�@/œ�ƒ�€�•�|�:�_�«�£�ª�×�î�Ý�@0¿���I
�€�r�M���v�¥�†�æ���K�^�?�W�S���œ�
�Ü�ß�î�»�c�\�¥�b�æ���ì�I�_/œ�ƒ�€�r�M>&�æ���ì�I�@#'�~�ì
�I�|�~�‹�b���œ>' ���r�S�c*c�¥�b�æ���ì�I�_/œ�ƒ�€�r�M>&�æ���ì�I�@#'�~�ì�I�|�~�v�S�b���œ>' ��
00:00 �†�æ���M�•�\�
�Ý�ª  0 �ì�b�Ü�ß�î�»�@0¿���I�€�r�M��

>&�@>' at �Ÿ�î�á�î�»�†�Q#Ý�M�•�b�c�
�«�–�µ�³�b�©�«�¸�Ò  �¡�ß�µ�¡�@>& Network Time Protocol
>&NTP>'�
�Á�î�»�˜�™�”  �•�Þ�å�²�î�
�r�S�c�m�·�[>'0¿���I�€�Z�8�•���œ�T�E�[�M���ì�I
�c�
�«�–�µ�³�_0¿���I�€�S�±�–�Ò  �°�î�å�_�ö�Y�A�r�M��0
�X�b�«�–�µ�³�[� �ì�_�Ü�ß�î�»
�@/œ�ƒ�€�•�|�:�_0¿���M�•���œ�c�
�›�«�–�µ�³�b�ì�I�†  NTP �_�|�W�Z� �‡�I�O�•�²0[�@�6
�~�r�M��

reload �¥�Ð�å�»�c�©�«�¸�Ò�†�õ�F�I�O�r�M���m�·�[2s�·�M�•�G�\�@0¿���I�€�Z�8�^�87H�~�
�©�«�¸�Ò
�c+¬�·$×�_
Ì2s�·�K�r�M�� reload �¥�Ð�å�»�c�
�«�±�î�º�”�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�_�«�–�µ�³�b
0¿���_���†�–�Ñ>& copy running-config startup-config>'�K�S�‹�[�Q#Ý�K�r�M��

�m�·�[2s�·�M�•�|�:�_�«�–�µ�³�@0¿���I�€�Z�8�•���œ�
�ì�•'ƒ�Ž�?�}�Ü�ß�î�»�†��/œ�K�^�8�[�C�T�I
�8���G�€�c�
�«�–�µ�³�@�È�î�º�ß�î�²  �Ô�î�»�_�^�~�
�Q�b)��Ý�
�Ü�Ô�î�º  �Ø�î�¨�@�D�š�†�»�:�G�\�†
75�F�M�•�S�u�[�M��

�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�†�š�f�M�•�\�
�Ü�ß�î�»�b�S�_�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�–�Ñ�M�•
�|�:�_�æ&g�M�•�É�ß�å�É�º�@/²&g�I�€�r�M���–�Ñ�ï�8�ì�_�
 CONFIG_FILE #”�C�š�X�@�M�[�_�Ñ�~�K
�^�8�«�±�î�º�”�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�†&g�K�Z�8�S���œ�
�–�Ñ�†)F/œ�M�•�?�]�:�?�\
�8�:�e�8�œ�ƒ�O�@�©�«�¸�Ò�?�}���I�€�r�M���Q�b"g�#�b�r�r)F�E�•�\�
�Ü�ß�î�»�ì�_�­�µ�º�”�µ�É  
�Ô�î�»�@6ä���I�€�r�M��

���_�
�\�¥�b���‹  7 �ì  30 �(�_�¯�Ç�º�˜�™�”�†�«�–�µ�³�_�Ü�ß�î�»�M�•�[�†&g�K�r�M��

Switch# reload at 19:30
Reload scheduled for 19:30:00 UTC Wed Jun 5 1996 (in 2 hours and 25 minutes)
Proceed with reload? [confirm]
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�¯�Ç�º�˜�™�”  �–�Ó�î�ª  �Ü�ß�î�»�b�«�£�ª�×�î�Ý0¿��
���_�

›�b�¥�ì�†�æ���K�Z�
�¯�Ç�º�˜�™�”�†�«�–�µ�³�_�Ü�ß�î�»�M�•�[�†&g�K�r�M��

Switch# reload at 02:00 jun 20
Reload scheduled for 02:00:00 UTC Thu Jun 20 1996 (in 344 hours and 53 minutes)
Proceed with reload? [confirm]

�«�£�ª�×�î�Ý�@�M�[�_0¿���I�€�S�Ü�ß�î�»�†�v�~�˜�M�_�c�
 reload cancel "I�’  EXEC �¥�Ð�å�»�†�Q#Ý
�K�r�M��

�Ü�ß�î�»  �«�£�ª�×�î�Ý�_���b/²&g

�«�£�ª�×�î�Ý�@�M�[�_0¿���I�€�Z�8�•�Ü�ß�î�»�b�_���†/²&g�M�•�
�r�S�c�«�–�µ�³�V�[�Ü�ß�î�»�b�«�£
�ª�×�î�Ý�@0¿���I�€�Z�8�•�?�]�:�?�†1*�m�•�_�c�
 show reload "I�’  EXEC �¥�Ð�å�»�†�Q#Ý�K�r�M��

�Ü�ß�î�»�@�£���I�€�Z�8�•�ì�I�
�Ü�ß�î�»�b#.#ä�†�µ�u>&�Ü�ß�î�»�b�«�£�ª�×�î�Ý0¿���ì�_�æ���I�€�Z
�8�•���œ>' �
�Ü�ß�î�»�_���@/²&g�I�€�r�M��
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Cisco IE 3000 �«�–�µ

OL-27302-01-J 
C H A P T E R 5

Cisco IOS Configuration Engine �b0¿��

�G�b'v�[�c�
 IE 3000 �«�–�µ�³�[�G�b�µ+��†0¿���M�•�‰�2�_�X�8�Z1��Â�K�r�M��

>&�@>' Cisco Configuration Engine �b0¿���_���_�X�8�Z�c�
���b  URL �_�”�¡�­�«�K�Z�C�T�I�8��
http://www.cisco.com/en/US/products/sw/netmgtsw/ps4617/tsd_products_support_series_home.html

�G�b'v�[�Q#Ý�M�•�¥�Ð�å�»�b�S�e�>�|�g�Q#Ý�‰�2�b0ò(ý�_�X�8�Z�c�
���b  URL �_�6�•�� Cisco IOS 
Network Management Command Reference, Release 12.4���†�g!·�K�Z�C�T�I�8��
http://www.cisco.com/en/US/docs/ios/netmgmt/command/reference/nm_book.html

• �� Cisco Configuration Engine �¯�Ç�º�˜�™�”�b�+0[�� >&P.5-1>'

• �� Cisco IOS �š�î�ª�™�å�º�b�+0[�� >&P.5-5>'

• �� Cisco IOS �š�î�ª�™�å�º�b0¿���� >&P.5-6>'

• �� CNS 0¿���b/²&g�� >&P.5-14>'

Cisco Configuration Engine �¯�Ç�º�˜�™�”�b�+0[
Cisco Configuration Engine �c�
�¿�µ�º�á�î�¡'ö#.�¯�Ç�º�˜�™�”�[�
�¿�µ�º�á�î�¡  �¹�Â�–�«�>�|�g�§�î
�Å�«�b4Ä*(�\'ö#.�†+¬�·�ì�M�•�S�u�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �§�î�Å�«�\�K�Z�µ+��K�r�M>& �W 5-1�†
�g!·>' ���›  Configuration Engine �c�
�©�«�¥  �¹�Â�–�«>&�«�–�µ�³�\�Ý�î�±>'�b�¢�Ý�î�É�\�¹�Â�–�«�@�f
�j�M�•�§�î�Å�«�†'ö#.�K0¿���†�–�Ñ�K�Z�
�²0[�_�Â�L�Z4Ä�™�K�r�M�� Configuration Engine �c�¹�Â�–�«
�[�w�b0¿���š�f�†#Õ�B�K�Z�¹�Â�–�«�_3æ�™�K�
0¿���š�f�†��/œ�K�Z�Q�b)��Ý�†�ß� �å�¢�M�•�G�\�[�
�6
�‡0¿���>�|�g0¿���b�f�‚�†+¬�·�ì�K�r�M��

Configuration Engine �c�
�«�±�å�»�”�ß�å  �Ô�î�»�>�|�g�§�î�Â  �Ô�î�»�†�§�Ï�î�º�K�
���b  CNS �¥�å
�Ï�î�¿�å�º�†
��<�Z�8�r�M��

• �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �§�î�Å�«>& Web �§�î�Â�
�Ç�“�–�Ý  �Ð�¿�î�ª�Õ�
�¿�î�Ò�«�Ì�î�«  �Ð�µ�Æ�å
�¢  �§�î�Â>'

• �–�Ë�å�º  �§�î�Å�«>&�–�Ë�å�º  �¤�î�º�˜�™�–>'

• �¹�î�±  �§�î�Å�«  �¹�•�Þ�¡�º�Ü>&�¹�î�±  �Ô�¹�Ý�>�|�g�«�Ÿ�î�Ð>'

�«�±�å�»�”�ß�å  �Ô�î�»�[�c�
 Configuration Engine �c)��s3¸�s�º�¹�•�Þ�¡�º�Ü  �§�î�Å�«�†�§�Ï�î�º�K
�r�M���G�b�Ô�î�»�[�c�
�¥4Š�¹�•�Þ�¡�º�Ü�r�S�c�Q�b�Ú�b�¹�î�±  �«�º�”�c�²0[�6�~�r�O�‡���§�î�Â  
�Ô�î�»�[�c�
 Configuration Engine �c�Ø�î�¨��*O�b�¥4Š�¹�•�Þ�¡�º�Ü�b�Q#Ý�†�§�Ï�î�º�K�r�M��
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Cisco Configuration Engine �¯�Ç�º�˜�™�”�b�+0[
�W 5-1 Configuration Engine �”�î�Ÿ�¸�¡�³�Õ�b�+0[

• ���¥�å�Ç�•� �×�Þ�î�©�Ù�å  �§�î�Å�«�� >&P.5-2>'

• ���–�Ë�å�º  �§�î�Å�«�� >&P.5-3>'

• �� CNS ID �>�|�g�¹�Â�–�«�b�Í�«�º�¡�_6õ�M�•5�0[�¦8o�� >&P.5-3>'

�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �§�î�Å�«

�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �§�î�Å�«�c�
 Cisco Configuration Engine �b�p�>�¥�å�Ï�î�¿�å�º�[�M���«�–�µ
�³�V�_�6�•  Cisco IOS CNS �š�î�ª�™�å�º�\4�� �K�Z�·�8�M�•�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �§�î�Â�[�S�B�I
�€�Z�8�r�M���¥�å�Ç�•� �×�Þ�î�©�Ù�å  �§�î�Å�«�c�
�6�‡0¿���\1=#.�¢�Ý�î�É�_�|�•�±0d�•�^
Ì0¿���b
�S�u�_�
�¹�Â�–�«�\�§�î�Å�«�b0¿���†�«�–�µ�³�_4Ä�™�K�r�M���«�–�µ�³�c�¿�µ�º�á�î�¡�V�[�6�u�Z2s�·
�M�•�\�A�_�
�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �§�î�Å�«�?�}�6�‡0¿���†�w�™�K�r�M��

�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �§�î�Å�«�c  CNS �–�Ë�å�º  �§�î�Å�«�†�Q#Ý�K�Z0¿���š�f�–�Ë�å�º�†3æ�w�™�K�

�B�Œ�>�|�g�»�K�b3û%±�†3æ�™�K�r�M��

�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �§�î�Â�c  Web �§�î�Â�[�6�~�
�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¸�å�É�Þ�î�º�\)��s3¸
�s�º�¹�•�Þ�¡�º�Ü>&�«�±�å�»�”�ß�å  �Ô�î�»>'�r�S�c�Ü�Ô�î�º  �¹�•�Þ�¡�º�Ü>&�§�î�Â  �Ô�î�»>'�_�–�Ñ�I
�€�Z�8�•�¹�Â�–�«�[�w�b0¿���_���†�Q#Ý�K�r�M��

�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¸�å�É�Þ�î�º�c�
 CLI>&�¥�Ð�å�»�Û�–�å  �–�å�±�î�Ç�™�–�«>'�¥�Ð�å�»�g�'�[
7ü$×�^0¿���_���†�µ�‡�T�¸�Ÿ�«�º  �Ç�“�–�Ý�[�M���¸�å�É�Þ�î�º�[�c�
�š�X�c�
 Lightweight Directory 
Access Protocol>&LDAP>' URL �†�Q#Ý�K�Z�æ���K�r�M���G�b  URL �c�¹�•�Þ�¡�º�Ü�_�–�Ñ�I�€�Z�8�•�¹
�Â�–�«�[�w�b0¿���_���†�g!·�K�r�M��

Cisco IOS �š�î�ª�™�å�º�c�w�™�K�S�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�b�S�e�†�³�™�µ�¡�K�
�–�Ë�å�º�†
$Î/œ�K�Z�S�e�³�™�µ�¡�@�B�Œ�r�S�c�»�K�K�S�?�†/²&g�K�r�M���¥�å�Ç�•� �×�Þ�î�©�Ù�å  �š�î�ª�™�å�º
�c0¿���†�S�T�U�_4:#Ý�M�•�G�\�v�
�6�•�8�c� �‡�ì�–�Ë�å�º�†�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �§�î�Â�?�}�w
�™�M�•�r�[4:#Ý�†4��}�O�•�G�\�v�[�A�r�M��

Configuration
Engine

�(�o�F�,  �J�`�C���3�o  �@�6�; �b �o�"

���H
.3�o%¤!�

�:�o�2  �(�o�F�,
�:���_�"�;�]

�&�f�H���!�X�_�o�*�Z�f  �(�o�C

���L�f�;  �(�o�F�,

Web �L�o�,�é
�Y�o�)  ���f�2�o�H�����,

14
13

27
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Cisco Configuration Engine �¯�Ç�º�˜�™�”�b�+0[
�–�Ë�å�º  �§�î�Å�«

Cisco Configuration Engine �c�
0¿���–�Ë�å�º�b�w�™�>�|�g#Õ�B�_�–�Ë�å�º  �§�î�Å�«�†�Q#Ý�K�r�M���–
�Ë�å�º  �š�î�ª�™�å�º�c�«�–�µ�³�V�_�6�~�
�«�–�µ�³�\  Configuration Engine �b�–�Ë�å�º  �¤�î�º�˜�™�–
6ë�b3û�™�†���Æ�_�K�r�M��

�–�Ë�å�º  �§�î�Å�«�c�
8��–�_�w� �^�Ã�È�Ü�µ�©�×  �§�È�«�¡�Û�–�È3û�™�‰�'�[�M���–�Ë�å�º  �§�î�Å�«
�c�
�§�È�ª�™�¡�º�Ë�î�«�b�”�»�Þ�«�æ���†�Q#Ý�K�Z�
�Ó�µ�­�î�ª�†��
›�_3æ�™�K�r�M���§�È�ª�™�¡�º
�Ë�î�«�b�”�»�Þ�«/²0°�2�[�c�
�Ó�µ�­�î�ª�>�|�g��
›�_�c(F�"�[�’�M�^�¿�î�Ò�«�Ì�î�«�†��*O�K�r�M��

NSM

Configuration Engine �_�c  NameSpace Mapper>&NSM>'�†/æ
��K�Z�8�r�M�� NSM �c�
�”�É�Ü�£�î�©�Ù
�å�
�¹�Â�–�«�
�r�S�c�¢�Ý�î�É  ID�
�>�|�g�–�Ë�å�º�_�ö�Y�C�¹�Â�–�«�b1=#.�¢�Ý�î�É'ö#.#Ý�_�è(ô
�§�î�Å�«�†�f�j�K�r�M��

Cisco IOS �¹�Â�–�«�c�
�S�\�<�d  cisco.cns.config.load �\�8�W�S�
 Cisco IOS �¯�Ç�º�˜�™�”�[0¿���I�€
�S�§�È�ª�™�¡�º�¡�\�M+´�M�•�–�Ë�å�º  �§�È�ª�™�¡�º�¡�b�s�†1�1‘�K�r�M���¿�î�Ò�«�Ì�î�«  �Ð�µ�Æ�å�¢  
�§�î�Å�«�†�Q#Ý�M�•�\�
�|�ƒ�M�•�è�¡0d�N�†�Q#Ý�M�•�G�\�[�–�Ë�å�º�†�æ���[�A�r�M���§�È�ª�™�¡�º�¡
�[�¹�î�±  �«�º�”�_�¹�î�±�†
°�Š�K�S���œ�
 NSM �c�–�Ë�å�º  �§�È�ª�™�¡�º�¡�«�º�Ü�å�¢�†�
 Cisco IOS 
�@1�1‘�M�•�v�b�_�š�f�K�r�M��

�§�È�«�¡�Û�–�Â�b���œ�
�M�–�b�¹�Â�–�«  ID �\�–�Ë�å�º�@�æ���I�€�•�\�
�¿�î�Ò�«�Ì�î�«  �Ð�µ�Æ�å�¢  
�§�î�Å�«�c�
�§�È�«�¡�Û�–�È�P1ß�b�–�Ë�å�º  �­�µ�º�†3É�K�r�M��� �]�_�Ã�È�Ü�µ�©�Õ�b���œ�
�M�–�b
�¢�Ý�î�É  ID�
�¹�Â�–�«  ID�
�>�|�g�–�Ë�å�º�@�æ���I�€�•�\�
�Ð�µ�Æ�å�¢  �§�î�Å�«�c�
�Ã�È�Ü�µ�©�×�P
1ß�b�–�Ë�å�º  �­�µ�º�†3É�K�r�M��

CNS ID �>�|�g�¹�Â�–�«�b�Í�«�º�¡�_6õ�M�•5�0[�¦8o

Configuration Engine �c�
0¿���í�s�b�«�–�µ�³�H�\�_�M�–�b1‘�9�Ê�@6õ4��Ü�E�}�€�Z�8�•�G�\�†�•���K
�Z�8�r�M���M�–�b1‘�9�Ê�c0
�X�b� *O1��†�â�X�G�\�@�[�A�r�M�@�
�›� *O1��c"I���b�¿�î�Ò�«�Ì�î�«
Æ
�[�M�–�[�M���–�Ë�å�º  �§�î�Å�«�c�
�¿�î�Ò�«�Ì�î�«�b
Æ���†�Q#Ý�K�Z�Ó�µ�­�î�ª�b�§�È�ª�™�¡�º�Ë�î
�«  �”�»�Þ�«�æ���†/œ�8�r�M��

Configuration Engine �[�c�
 2 �X�b�¿�î�Ò�«�Ì�î�«>&�–�Ë�å�º  �Â�«#Ý�\�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �§�î�Â
#Ý>'�@�6�~�r�M���¥�å�Ç�•� �×�Þ�î�©�Ù�å  �§�î�Â�b�¿�î�Ò�«�Ì�î�«�[�c�
 ConfigID �\�8�:#Ý1��@�¹�Â
�–�«�b�M�–�^1‘�9�Ê�[�M���–�Ë�å�º  �Â�«�b�¿�î�Ò�«�Ì�î�«�[�c�
 DeviceID �\�8�:#Ý1��@�¹�Â�–�«�b  
CNS �M�–1‘�9�Ê�[�M��

Configuration Engine �c�
�–�Ë�å�º  �Â�«�\�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �§�î�Â�b�g�‰�†�Q#Ý�K�Z�¹�Â�–�«
�_0¿���†�f�j�M�•�b�[�
0¿���í�s�b�«�–�µ�³�H�\�_  ConfigID �\  DeviceID �b�g�‰�†��*O�M�•�²0[�@�6
�~�r�M��

�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �§�î�Â�b  1 �X�b�–�å�«�±�å�«�[�c�
0¿���í�s�b  2 �X�b�«�–�µ�³�@� �L  
ConfigID �Í�†
¹�w�[�A�r�O�‡���–�Ë�å�º  �Â�«�b  1 �X�b�–�å�«�±�å�«�[�c�
0¿���í�s�b  2 �X�b�«�–�µ�³
�@� �L  DeviceID �Í�†
¹�w�[�A�r�O�‡��

ConfigID

0¿���í�s�b�«�–�µ�³�H�\�_�M�–�b  ConfigID �@�6�~�r�M���G�€�c�P�Â�M�•�«�–�µ�³  CLI �“�ö�_�P�M�•  
Configuration Engine �¹�•�Þ�¡�º�Ü�l�b�Ÿ�î�b�z�m�†�Ý�S�K�r�M���«�–�µ�³�V�[��*O�I�€�S  ConfigID 
�c�
 Configuration Engine �b�P�Â�M�•�«�–�µ�³��*O�b  ConfigID �\�M+´�K�Z�8�•�²0[�@�6�~�r�M��
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Cisco Configuration Engine �¯�Ç�º�˜�™�”�b�+0[
ConfigID �c2s�·�ì�_�[���I�€�
�«�–�µ�³  �Í�«�º�¡�†
Ì0¿���K�S���œ�[�v�¹�Â�–�«�†
Ì2s�·�M�•�r�[�š
�f�[�A�r�O�‡��

DeviceID

�–�Ë�å�º  �Â�«�_�g�•�K�Z�8�•0¿���í�s�b�«�–�µ�³�H�\�_�M�–�b  DeviceID �@�6�~�r�M���G�€�c�«�–�µ�³
�b3æ�™
–�”�»�Þ�«�_���Z�8�•�b�[�
�«�–�µ�³�†�Â�«�V�b"I���b��
›�\�K�Z�æ���[�A�r�M�� cns config 
partial  �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�Z0¿���I�€�S�M�m�Z�b�«�–�µ�³�c�
�–�Ë
�å�º  �Â�«�_�”�¡�­�«�M�•�²0[�@�6�~�r�M���K�S�@�W�Z�
�«�–�µ�³�?�}$Î�™�I�€�•  DeviceID �c�

Configuration Engine �b�P�Â�M�•�«�–�µ�³��*O�b  DeviceID �\�M+´�M�•�²0[�@�6�~�r�M��

DeviceID �b$Î�™
–�c�
�«�–�µ�³�b  Cisco IOS �Í�«�º�¡�_�|�W�Z��*O�I�€�r�M���S�T�K�
 DeviceID �š�X
�>�|�g�Q�b�Q#Ý�c�
�«�–�µ�³�_7„�K�M�•�–�Ë�å�º  �¤�î�º�˜�™�–
Æ�_�6�~�r�M��

�–�Ë�å�º  �Â�«�V�b  Cisco IOS �b1=#.�V�b)
!l�c�
�–�Ë�å�º  �¤�î�º�˜�™�–�_)��s3¸�r�€�
�Q�€�@�«�–�µ
�³�b�æ�ƒ�~�_�É�ß�Ÿ�©�\�K�Z�·�8�K�r�M���–�Ë�å�º  �¤�î�º�˜�™�–�c�–�Ë�å�º  �Â�«�_�P�K�Z�
�«�–�µ�³
�>�|�g�P�Â�M�•  DeviceID �†/²&g�K�r�M��

�«�–�µ�³�c�
�–�Ë�å�º  �¤�î�º�˜�™�–�\�b�K)F�@�B�Œ�M�•�\�M�D�_�
�Q�b�Í�«�º�¡�†�–�Ë�å�º  �¤�î�º
�˜�™�–�_�	0•�K�r�M���K)F�@&�'g�I�€�•�S�g�_�
�–�Ë�å�º  �¤�î�º�˜�™�–�c  DeviceID �Í�†  Cisco IOS �Í
�«�º�¡�_)��s�œ�ƒ�O�r�M���–�Ë�å�º  �¤�î�º�˜�™�–�c�
�«�–�µ�³�\�K)F�K�Z�8�•6ë�_�G�b  DeviceID �Í�†
�Ÿ�Õ�µ�©�×�K�r�M��

�Í�«�º�¡�>�|�g  DeviceID

DeviceID �c�
�–�Ë�å�º  �¤�î�º�˜�™�–�\�K)F�K�S�\�A�_�[���I�€�
�«�–�µ�³  �Í�«�º�¡�†
Ì0¿���K�S���œ
�[�v�š�f�I�€�r�O�‡��

�«�–�µ�³�b�«�–�µ�³  �Í�«�º�¡�†�š�f�M�•���œ�
 DeviceID �†�f�‚�M�•�O�M�b�‰�2�c�«�–�µ�³�\�–�Ë�å�º  
�¤�î�º�˜�™�–6ë�b�K)F�†�p�•�M�•�G�\�[�M�� no cns event �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å
�»�†
°�Š�K�Z�?�}�
 cns event �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†
°�Š�K�r�M��

�K)F�@
Ì&�'g�I�€�•�\�
�«�–�µ�³�c�š�f�K�S�Í�«�º�¡�†�–�Ë�å�º  �¤�î�º�˜�™�–�_3æ�™�K�r�M���–�Ë�å
�º  �¤�î�º�˜�™�–�c  DeviceID �†�‚�K�8�Í�_
Ì��*O�K�r�M��

�@�– Configuration Engine �Ø�î�¨  �–�å�±�î�Ç�™�–�«�†�Q#Ý�M�•���œ�c�
�«�–�µ�³�[  cns config initial �¢
�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�M�• �S�[�c�^�C�
�Q#Ý�K�S �‹ �_�«�–�µ�³�@�v�“�K
�S�Í�«�º�¡�b�Í�_�
 DeviceID �Ç�•�î�Ý�»�†�q�6�_0¿���M�•�²0[�@�6�~�r�M���Q�:�K�^�8�\�
�‹)F�b  
cns config partial �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�b�ï�8�@1��·�8�K�r�M��

�Í�«�º�¡�
 DeviceID �
 ConfigID �b�Q#Ý�‰�2

�«�±�å�»�”�ß�å  �Ô�î�»�[�c�
�Í�«�º�¡�b�Í�†�«�–�µ�³�_0¿���M�•�\�
�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �§�î�Â
�c�–�Ë�å�º�†�Í�«�º�¡�_3æ�™�M�•���œ�
�Q�b�Í�«�º�¡�†  DeviceID �\�K�Z�Q#Ý�K�r�M���Í�«�º�¡�@0¿��
�I�€�Z�8�^�8���œ�
�–�Ë�å�º�c�¹�Â�–�«�b  cn=<value> �[3æ�™�I�€�r�M��

�§�î�Â  �Ô�î�»�[�c�
�Í�«�º�¡�c�Q#Ý�I�€�r�O�‡���G�b�Ô�î�»�[�c�
�Â�«�V�b�–�Ë�å�º3æ�™�_�c�–�_�M
�–�b  DeviceID �“�ö�@�Q#Ý�I�€�r�M���G�b�“�ö�@0¿���I�€�Z�8�^�8���œ�
�«�–�µ�³�†�f�‚�[�A�r�O�‡��

Configuration Engine �[  Setup �†��/œ�M�•���œ�
�G�€�}�b�“�ö�>�|�g6õ4��M�•�“�ö>&�±�¢�Í�b�Ì�”>'�†
0¿���K�r�M��
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Cisco IOS �š�î�ª�™�å�º�b�+0[
>&�@>' Configuration Engine �b�­�µ�º�”�µ�É  �É�ß�¢�Û�Ò�b��/œ�_�X�8�Z�c�
���b  URL �_�”�¡�­�«�K�Z�

Configuration Engine �b�­�µ�º�”�µ�É�>�|�g0¿���ž�–�»�†�g!·�K�Z�C�T�I�8��
http://www.cisco.com/en/US/products/sw/netmgtsw/ps4617/prod_installation_guides_list.html 

Cisco IOS �š�î�ª�™�å�º�b�+0[
CNS �–�Ë�å�º  �š�î�ª�™�å�º�µ+��_�|�W�Z�
�«�–�µ�³�c�–�Ë�å�º  �Â�«�V�[�–�Ë�å�º�_�Ã�È�Ü�µ�©�×�>�|
�g�§�È�«�¡�Û�–�È�†/œ�8�
 Cisco IOS �š�î�ª�™�å�º�\4�� �[�A�r�M�� Cisco IOS �š�î�ª�™�å�º�µ+��c�

���b�µ+��_�|�~�«�–�µ�³�†�§�Ï�î�º�K�r�M��

• ���6�‡0¿���� >&P.5-5>'

• ���j�(>&4Š�(>'0¿���� >&P.5-6>'

• ��� �‡0¿���� >&P.5-6>'

�6�‡0¿��

�«�–�µ�³�@�q�6�_2s�·�M�•�\�
�¿�µ�º�á�î�¡�[  Dynamic Host Configuration Protocol>&DHCP>'0[�Ó�†
�È�ß�î�»�Ÿ�Õ�«�º�M�•�G�\�[  IP �”�»�Þ�«�†�v�“�K�|�:�\�K�r�M���§�È�¿�µ�º�V�_�c  DHCP �§�î�Â�@�^
�8�v�b�\�•���K�
�¹�•�«�º�Ü�Å�×�î�©�Ù�å  �«�–�µ�³�c  DHCP �Ü�Þ�î  �š�î�ª�™�å�º�\�K�Z�·�8�K�
0[�Ó
�†  DHCP �§�î�Â�_3?3æ�K�r�M�� DHCP �§�î�Â�c0[�Ó�†�w�™�M�•�\�
�‚�K�8�«�–�µ�³�_  IP �”�»�Þ�«�†�m
�~�\�Z�
 Trivial File Transfer Protocol>&TFTP; (F�Æ�Ç�“�–�Ý3?3æ�É�ß�º�¥�Ý>'�§�î�Â�b  IP �”�»�Þ�«�

�È�î�º�«�º�Û�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�l�b�Ã�«�
�¹�Ç�›�Ý�º  �¤�î�º�˜�™�–�b  IP �”�»�Þ
�«�†�
 DHCP �Ü�Þ�î  �š�î�ª�™�å�º�_�P�M�•�Ø�½�Ÿ�Õ�«�º�Â'Å�_)��s
°�€�r�M�� DHCP �Ü�Þ�î  �š�î�ª�™
�å�º�c�
�G�b�Â'Å�†�«�–�µ�³�_3?3æ�K�r�M��

�«�–�µ�³�c�
�m�~�\�Z�}�€�S  IP �”�»�Þ�«�†+¬�·$×�_�–�å�±�î�Ç�™�–�«  VLAN 1>&�¹�Ç�›�Ý�º>'�_0¿��
�K�
 TFTP �§�î�Â�?�}�È�î�º�«�º�Û�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�†�²�˜�å�ß�î�»�K�r�M��
�È�î�º�«�º�Û�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�@�G�–�_�²�˜�å�ß�î�»�I�€�•�\�
�«�–�µ�³�c�Q�b
�Ç�“�–�Ý�†��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�_�ß�î�»�K�r�M��

CNS IOS �š�î�ª�™�å�º�c�
0ñ�\�M�•  ConfigID �>�|�g  EventID �†�Q#Ý�K�Z Configuration Engine �\�b
3û�™�†6ä���K�r�M�� Configuration Engine �c�G�b  ConfigID �†�¸�å�É�Þ�î�º�_�Ð�µ�Æ�å�¢�K�Z�
�«�–�µ
�³�_�ö
²�^�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�†�²�˜�å�ß�î�»�K�r�M��

�W 5-2 �_�
 DHCP �Ë�î�«�b+¬�·0¿���†�Q#Ý�K�Z�6�‡�È�î�º�«�º�Û�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–
�Ý�†�v�“�M�•�S�u�b�¿�µ�º�á�î�¡�S�B�[�†&g�K�r�M��
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Cisco IOS �š�î�ª�™�å�º�b0¿��
�W 5-2 �6�‡0¿���b�+0[

�j�(>&4Š�(>'0¿��

�¿�µ�º�á�î�¡�@'�
>�M�•�\�
 Cisco IOS �š�î�ª�™�å�º�†�Q#Ý�K�Z�‚�K�8�§�î�Å�«�†3ã�•�[�A�r�M���j�(
>&4Š�(>'0¿���c�
�«�–�µ�³�_3æ�™�[�A�r�M����7•�b0¿���†�
�–�Ë�å�º  �Ì�–�ß�î�»�\�K�Z�–�Ë�å�º  �¤�î�º
�˜�™�–�†�Ó�K�Z>&�É�µ�©�×��#.>' �
�r�S�c�«�–�µ�³�_�É�Ý  �œ�Ì�Þ�î�©�Ù�å�†6ä���I�O�•�™�•�–�Ë�å�º�\
�K�Z3æ�™�[�A�r�M��

�«�–�µ�³�c�
4:#Ý�M�•�S�_0¿���b�S�e�†�³�™�µ�¡�[�A�r�M���S�e�@�G�K�8���œ�c�
�«�–�µ�³�c�j�(0¿��
�†4:#Ý�K�
�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �§�î�Â�_�B�Œ�†�™�•�[���<�•�–�Ë�å�º�†$Î/œ�K�r�M���«�–�µ�³�@
�j�(0¿���†4:#Ý�K�^�8���œ�
�š�Û�î  �«�¸�î�±�«�†&g�M�–�Ë�å�º�†$Î/œ�K�r�M���«�–�µ�³�@�j�(0¿���†
4:#Ý�K�S���œ�
 NVRAM>&�Y�y$Î�ö  RAM>'�_�i�A3¸�t�?�
�r�S�c�i�A3¸�t�|�:�_�æ&g�I�€�•�r�[�…�X
�G�\�@�[�A�r�M��

� �‡0¿��

�«�–�µ�³�c�
0¿���†�w�™�K�S���œ�
�i�A3¸�s�™�•�–�Ë�å�º�b�w�™�ì�_0¿���b4:#Ý�†4��}�O�•�G�\�@�[�A
�r�M���i�A3¸�s�™�•�–�Ë�å�º�c�
�f�‚�I�€�S0¿���†  NVRAM �_�–�Ñ�K�^�8�|�:�_�«�–�µ�³�_�æ&g�K�r
�M���«�–�µ�³�c�f�‚�I�€�S0¿���†��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�\�K�Z�Q#Ý�K�r�M���G�€�_�|�~�«�–�µ�³
�b0¿���c�
���b
Ì2s�·�ì�b�Q#Ý�b�S�u�_  NVRAM �_0¿���†�–�Ñ�M�•�S�_�
�Ú�b�¿�µ�º�á�î�¡  �”�¡�¸�•
�Å�¸�•�\� �‡�ì�I�€�r�M��

Cisco IOS �š�î�ª�™�å�º�b0¿��
�«�–�µ�³�b  Cisco IOS �¯�Ç�º�˜�™�”�_)��s3¸�r�€�S  Cisco IOS �š�î�ª�™�å�º�_�|�W�Z�
�«�–�µ�³�†�K)F
�K�Z+¬�·$×�_0¿���[�A�r�M>& ��+¬�·  CNS 0¿���b�–�¿�î�È�Ý�ì�� >&P.5-7>' �†�g!·>' ��0¿���†�š�f�M�•���œ�

�r�S�c�•�«�±�Ò  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�–�å�«�º�î�Ý�M�•���œ�c���b�m8p�†�g!·�K�Z�C�T�I�8��

• �� CNS �–�Ë�å�º  �š�î�ª�™�å�º�b�–�¿�î�È�Ý�ì�� >&P.5-7>'

• �� Cisco IOS CNS �š�î�ª�™�å�º�b�–�¿�î�È�Ý�ì�� >&P.5-9>'

TFTP
�(�o�C

DHCP �]�_�o  ���o�+���f�;
�:�H���^�;  �%�o�;�������:���,�;�]�F�X�o�*�Z�f  �_���W

Configuration
Engine

���"�.�,  �_���W
�,���6�4

14
13

28

DHCP
�(�o�C

V
WAN
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Cisco IOS �š�î�ª�™�å�º�b0¿��
+¬�·  CNS 0¿���b�–�¿�î�È�Ý�ì

�«�–�µ�³�b+¬�·  CNS 0¿���†�–�¿�î�È�Ý�_�M�•�_�c�
�r�N /² 5-1�b�²�ó�† 6�S�M�²0[�@�6�~�r�M���²�ó
0¿���†�ö�¢�K�S�}�«�–�µ�³�b7Á ;�†
°�€�r�M�� setup �É�ß�å�É�º�[�c�1�v
°�Š�K�r�O�‡���«�–�µ�³�c�6
�‡0¿���†6ä���K�r�M>& ���6�‡0¿���� >&P.5-5>' �†�g!·>' ���¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý
²�/�@�«�–�µ�³
�_�ß�î�»�I�€�•�\�8���c�ö�¢�[�M��

>&�@>' Configuration Engine �b�­�µ�º�”�µ�É  �É�ß�¢�Û�Ò�b��/œ�\  Configuration Engine �[�b�¸�å�É�Þ�î�º�b�8
�B�_�X�8�Z�c�
���b  URL �_�”�¡�­�«�K�Z�
 �� Cisco Configuration Engine Installation and Setup Guide, 
1.5 for Linux���†�g!·�K�Z�C�T�I�8��
http://www.cisco.com/en/US/docs/net_mgmt/configuration_engine/1.5/installation_linux/guide/
setup_1.html 

CNS �–�Ë�å�º  �š�î�ª�™�å�º�b�–�¿�î�È�Ý�ì

>&�@>' �«�–�µ�³�V�[  CNS �–�Ë�å�º  �š�î�ª�™�å�º�†�–�¿�î�È�Ý�_�K�Z�?�}�
 CNS 0¿���š�î�ª�™�å�º�†�–�¿�î
�È�Ý�_�M�•�²0[�@�6�~�r�M��

/² 5-1 +¬�·0¿���–�¿�î�È�Ý�ì�b�²�ó

�¹�Â�–�« �²0[�^0¿��

�”�¡�­�«  �«�–�µ�³ ��,´�ì�b0¿��>&�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�^�K>'

�¹�•�«�º�Ü�Å�×�î�©�Ù�å  �«�–�µ
�³

• IP �Ê�Ý�Ã�î  �”�»�Þ�«

• DHCP �Ü�Þ�î  �š�î�ª�™�å�º�b�–�¿�î�È�Ý�ì

• IP �Ý�î�¸�•�å�¢>&�¹�Ç�›�Ý�º  �¤�î�º�˜�™�–�\�K�Z�Q#Ý�M�•��
�œ>'

DHCP �§�î�Â • IP �”�»�Þ�«�b�m�~�\�Z

• TFTP �§�î�Â�b  IP �”�»�Þ�«

• TFTP �§�î�Â�b�È�î�º�«�º�Û�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  
�Ç�“�–�Ý�l�b�Ã�«

• �¹�Ç�›�Ý�º  �¤�î�º�˜�™�–�b  IP �”�»�Þ�«

TFTP �§�î�Â • �«�–�µ�³�\  Configuration Engine �\�b3û�™�†�•+��_�M�•  CNS 
�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�µ�t�È�î�º�«�º�Û�µ�É  �¥
�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý

• >&�¹�Ç�›�Ý�º�b�Í�«�º�¡�b�æ�ƒ�~�_>'�«�–�µ�³  MAC �”�»�Þ�«
�r�S�c�©�Ü�”�Ý$��•�b�8�N�€�?�†�Q#Ý�K�Z  ConfigID �>�|�g  
EventID �†#Õ�B�M�•�|�:�_0¿���I�€�S�«�–�µ�³

• �«�–�µ�³�_�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�†�É�µ�©�×�M�•
�|�:�_0¿���I�€�S  CNS �–�Ë�å�º  �š�î�ª�™�å�º

CNS Configuration Engine �¹�Â�–�«  �±�–�É�9�b  1 �X�r�S�c0
�X�b�¸�å�É�Þ�î�º�[�
�¸�å�É
�Þ�î�º�_�¹�Â�–�«�b  ConfigID �@�Ð�µ�Æ�å�¢�I�€�Z�8�r�M��
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Cisco IOS �š�î�ª�™�å�º�b0¿��
�«�–�µ�³�V�[  CNS �–�Ë�å�º  �š�î�ª�™�å�º�†�–�¿�î�È�Ý�_�M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†
��/œ�K�r�M��

CNS �–�Ë�å�º  �š�î�ª�™�å�º�†�¹�•�­�î�È�Ý�_�M�•�_�c�
 no cns event { ip-address | hostname} �¢�ß�î
�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

���_�
 CNS �–�Ë�å�º  �š�î�ª�™�å�º�†�–�¿�î�È�Ý�_�K�Z�
 IP �”�»�Þ�«  �¤�î�º�˜�™�–�†  10.180.1.27�

�Ÿ�î�É�”�Û�–�È6ë7x�†  120 &Ê�

Ì0è/œ�G�X�†  10 �G�_0¿���M�•�[�†&g�K�r�M��

Switch(config)# cns event 10.180.1.27 keepalive 120 10

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r
�M��

�«�̧ �µ�É 2 cns event { hostname | ip-address} [ port-number] 
[backup] [ failover-time seconds] [keepalive seconds 
retry-count] [ reconnect time] [source ip-address]

�–�Ë�å�º  �š�î�ª�™�å�º�†�–�¿�î�È�Ý�_�K�Z�
�¤�î�º�˜�™
�–  �Ã�Û�Ó�î�±�†
°�Š�K�r�M��

• { hostname | ip-address} �_�
�–�Ë�å�º  �¤�î�º�˜�™�–
�b�Í�«�º�¡�r�S�c  IP �”�»�Þ�«�†
°�Š�K�r�M��

• >&�õ�–>' port number �_�
�–�Ë�å�º  �¤�î�º�˜�™�–�b
�Ï�î�º$��•�†
°�Š�K�r�M���¹�Ç�›�Ý�º�b�Ï�î�º$��•
�c  11011 �[�M��

• >&�õ�–>'�Â�µ�¡�”�µ�É  �¤�î�º�˜�™�–�[�6�•�G�\�†&g
�M���œ�c�
 backup �†
°�Š�K�r�M  >&%,$��K�S���œ�c�

�É�Û�–�Ð�Ü  �¤�î�º�˜�™�–�_�^�~�r�M>' ��

• >&�õ�–>' failover-time seconds �_�
�Â�µ�¡�”�µ�É  �¤�î
�º�˜�™�–�@&�'g�I�€�S�‹�_�«�–�µ�³�@�É�Û�–�Ð�Ü  
�¤�î�º�˜�™�–  �Ý�î�º�†�…�X�ì6ë�†
°�Š�K�r�M��

• >&�õ�–>' keepalive seconds �_�
�«�–�µ�³�@�Ÿ�î�É�”
�Û�–�È  �Ó�µ�­�î�ª�†3æ�™�M�•6ë7x�†
°�Š�K�r�M��
retry-count �_�
�Ÿ�î�É�”�Û�–�È  �Ó�µ�­�î�ª�l�b�Â'Å
�@�^�8���œ�_�K)F�†)
�¢�M�•�r�[�b�Ó�µ�­�î�ª3æ�™
�G�X�†
°�Š�K�r�M���¹�Ç�›�Ý�º�Í�c�8�N�€�v  0 �[�M��

• >&�õ�–>' reconnect time �_�
�«�–�µ�³�@�–�Ë�å�º  �¤�î
�º�˜�™�–�_
Ì�K)F�K�|�:�\�M�•�S�b�q�±�ì6ë6ë7x�†

°�Š�K�r�M��

• >&�õ�–>' source ip-address �_�
�G�b�¹�Â�–�«�b3æ�™
–  
IP �”�»�Þ�«�†
°�Š�K�r�M��

>&�@>' encrypt �Ÿ�î�á�î�»�>�|�g  clock-timeout time 
�Ÿ�î�á�î�»�c�
�¥�Ð�å�»�Û�–�å�b�Ê�Ý�É  �«�º�Ü
�å�¢�_/²&g�I�€�r�M�@�
�§�Ï�î�º�I�€�Z�8�r�O
�‡��

�«�̧ �µ�É 3 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 4 show cns event connections �–�Ë�å�º  �š�î�ª�™�å�º�_6õ�M�•�_���†&�1��K�r�M��

�«�̧ �µ�É 5 show running-config 0¿���†&�1��K�r�M��

�«�̧ �µ�É 6 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ
�K�r�M��
5-8
Cisco IE 3000 �«�–�µ�³  �¯�Ç�º�˜�™�”  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �ž�–�»

OL-27302-01-J



 

'¨  5 'v       Cisco IOS Configuration Engine �b0¿��
Cisco IOS �š�î�ª�™�å�º�b0¿��
Cisco IOS CNS �š�î�ª�™�å�º�b�–�¿�î�È�Ý�ì

CNS �–�Ë�å�º  �š�î�ª�™�å�º�†�–�¿�î�È�Ý�_�K�S�‹�
�«�–�µ�³�V�[  Cisco IOS CNS �š�î�ª�™�å�º�†2s�·
�K�r�M�����b�¥�Ð�å�»�†�Q#Ý�K�Z�
 Cisco IOS �š�î�ª�™�å�º�†�–�¿�î�È�Ý�_�[�A�r�M��

• cns config initial �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�c�
 Cisco IOS �š�î�ª�™�å�º�†�–
�¿�î�È�Ý�_�K�Z�
�«�–�µ�³�b�6�‡0¿���†6ä���K�r�M��

• cns config partial �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�c�
 Cisco IOS �š�î�ª�™�å�º�†�–
�¿�î�È�Ý�_�K�Z�
�«�–�µ�³�b4Š�($×�^0¿���†6ä���K�r�M�� Configuration Engine �†�Q#Ý�K�Z�
�Ü
�Ô�î�º�[�«�–�µ�³�_�j�(0¿���†3æ�™�[�A�r�M��

�6�‡0¿���b�–�¿�î�È�Ý�ì

�«�–�µ�³�V�[  CNS 0¿���š�î�ª�™�å�º�†�–�¿�î�È�Ý�_�K�Z�6�‡0¿���†6ä���M�•�_�c�
"I�’  EXEC �Ô�î�»
�[���b�m8p�†��/œ�K�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 cns template connect name CNS �¸�å�É�Þ�î�º�K)F�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K
�Z�
 CNS �K)F�¸�å�É�Þ�î�º�b�¡�S�†�æ���K�r�M��

�«�̧ �µ�É 3 cli config-text CNS �K)F�¸�å�É�Þ�î�º�_�¥�Ð�å�»�Û�–�å�†
°�Š�K�r�M���¸�å�É
�Þ�î�º
Æ�b�›�¥�Ð�å�»�Û�–�å�_�G�b�m8p�†)Þ�~3É�K�r�M��

�«�̧ �µ�É 4 �9�b  CNS �K)F�¸�å�É�Þ�î�º�†0¿���M�•���œ�c�
�«�¸�µ�É  2 >|  3 
�†)Þ�~3É�K�r�M��

�«�̧ �µ�É 5 exit �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 6 cns connect name [retries number] 
[retry-interval seconds] [sleep seconds] 
[timeout seconds]

CNS �K)F�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�
 CNS �K)F
�É�ß�Ç�“�–�Ý�b�¡�S�†�æ���K�
�É�ß�Ç�“�–�Ý  �Ã�Û�Ó�î�±�†��*O
�K�r�M���«�–�µ�³�c  CNS �K)F�É�ß�Ç�“�–�Ý�†�Q#Ý�K�Z  
Configuration Engine �_�K)F�K�r�M��

• CNS �K)F�É�ß�Ç�“�–�Ý�b�¡�S�†
°�Š�K�r�M��

• >&�õ�–>' retries number �_�
�K)F�b�Ü�º�Û�–�G�X�†
°�Š�K�r
�M���æ���[�A�•(
�V�c  1 >|  30 �[�M���¹�Ç�›�Ý�º�c  3 �[�M��

• >&�õ�–>' retry-interva l seconds �_�
 Configuration Engine �l
�b4�)F�M�•�K)F�b0è/œ6ë7x�†
°�Š�K�r�M���æ���[�A�•(
�V
�c  1 >|  40 &Ê�[�M���¹�Ç�›�Ý�º�Í�c  10 &Ê�[�M��

• >&�õ�–>' sleep seconds �_�
�q�6�b�K)F0è/œ�†��/œ�M�•�r�[�…
�µ�M�•�ì6ë�†
°�Š�K�r�M���æ���[�A�•(
�V�c  0 >|  250 &Ê�[
�M���¹�Ç�›�Ý�º�c  0 �[�M��

• >&�õ�–>' timeout seconds �_�
�K)F�@)
�¢�K�|�:�\�K�S�‹�_
�…�µ�M�•�ì6ë�†
°�Š�K�r�M���æ���[�A�•(
�V�c  10 >|  2000 
&Ê�[�M�� �¹�Ç�›�Ý�º�c  120 �[�M��
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�«�̧ �µ�É 7 discover { controller  controller-type | dlci 
[subinterface subinterface-number] | interface 
[interface-type] | line line-type} 

CNS �K)F�É�ß�Ç�“�–�Ý
Æ�b�–�å�±�î�Ç�™�–�«  �Ã�Û�Ó�î�±�†
°�Š
�K�r�M��

• controller  controller-type �_�
�¥�å�º�ß�î�Û  �±�–�É�†
°�Š
�K�r�M��

• dlci �_�
�”�¡�¸�•�È�^  Data-Link Connection Identifier
>&DLCI; �¹�î�±�Ü�å�¡�K)F1‘�9�Ê>'�†
°�Š�K�r�M��

>&�õ�–>' subinterface subinterface-number �_�
�”�¡�¸�•�È
�^  DLCI �b�è(ô�_�Q#Ý�M�•�Ï�–�å�º�¶�î�Ï�–�å�º  �§�È�–�å
�±�î�Ç�™�–�«$��•�†�æ���K�r�M��

• interface [interface-type] �_�
�–�å�±�î�Ç�™�–�«�b�±�–�É�†

°�Š�K�r�M��

• line line-type �_�
�Û�–�å  �±�–�É�†
°�Š�K�r�M��

�«�̧ �µ�É 8 template name [ ... name] �«�–�µ�³�b0¿���_4:#Ý�M�•  CNS �K)F�É�ß�Ç�“�–�Ý
Æ�b  CNS �K
)F�¸�å�É�Þ�î�º�b�Ü�«�º�†�æ���K�r�M��0
�X�b�¸�å�É�Þ�î�º�†
�æ���[�A�r�M��

�«�̧ �µ�É 9 �«�¸�µ�É  7 >|  8 �†)Þ�~3É�K�
 CNS �K)F�É�ß�Ç�“�–�Ý�_�I�}�_�¨
�C�b�–�å�±�î�Ç�™�–�«  �Ã�Û�Ó�î�±�\  CNS �K)F�¸�å�É�Þ�î�º�†�æ
���K�r�M��

�«�̧ �µ�É 10 exit �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 11 hostname name �«�–�µ�³�b�Í�«�º�¡�†
°�Š�K�r�M��

�«�̧ �µ�É 12 ip route network-number >&�õ�–>' IP �”�»�Þ�«�@  network-number �b  Configuration Engine 
�l�b�«�±�¸�•�µ�¡  �Ý�î�º�†&�'g�K�r�M��

�¥�Ð�å�» % $×
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�«�̧ �µ�É 13 cns id interface num { dns-reverse | ipaddress | 
mac-address} [ event] [ image]

�r�S�c

cns id {hardware-serial | hostname | string 
string | udi} [ event] [ image]

>&�õ�–>'Configuration Engine �@�Q#Ý�M�•�M�–�b EventID �r�S�c  
ConfigID �†0¿���K�r�M��

• interface num �_�
�–�å�±�î�Ç�™�–�«�b'�8®>&�S�\�<�d�

ethernet�
 group-async�
 loopback�
 virtual-template>'�†
°
�Š�K�r�M���G�b0¿���[�c�
�M�–�b  ID �†��*O�M�•�S�u�_�]�b
�–�å�±�î�Ç�™�–�«�?�}  IP �”�»�Þ�«�r�S�c  MAC �”�»�Þ�«�†
�v�“�M�•�?�†�æ���K�r�M��

• { dns-reverse | ipaddress | mac-address} �[�c�
�Í�«�º�¡�†
�v�“�K�Z�Q�b�Í�«�º�¡�†�M�–�b  ID �\�K�Z�m�~�\�Z�•�_�c  
dns-reverse �†
°�Š�K�
 IP �”�»�Þ�«�†�Q#Ý�M�•�_�c  
ipaddress �†
°�Š�K�
 MAC �”�»�Þ�«�†�M�–�b  ID �\�K�Z�Q
#Ý�M�•�_�c  mac-address �†
°�Š�K�r�M��

• >&�õ�–>' ID �†�«�–�µ�³�b1‘�9�_�Q#Ý�M�•  event-id �Í�_�^�•
�|�:�_0¿���M�•�_�c�
 event �†
°�Š�K�r�M��

• >&�õ�–>' ID �†�«�–�µ�³�b1‘�9�_�Q#Ý�M�•  image-id �Í�_�^�•
�|�:�_0¿���M�•�_�c�
 image �†
°�Š�K�r�M��

>&�@>' event �\  image �Ÿ�î�á�î�»�b�g�‰�†%,$��K�S���œ�c�
�«
�–�µ�³�b1‘�9�_�c  image-id �Í�@�Q#Ý�I�€�r�M��

• { hardware-serial | hostname| stringstring | udi} �[�

hardware-serial �†
°�Š�K�Z�«�–�µ�³�b�©�Ü�”�Ý$��•�†�M�–
�b  ID �\�K�Z0¿���M�•�?�
 hostname>&�¹�Ç�›�Ý�º>'�†
°�Š
�K�Z�«�–�µ�³�b�Í�«�º�¡�†�M�–�b  ID �\�K�Z4E�¥�M�•�?�

string string �_�õ�–�b�¸�Ÿ�«�º  �«�º�Ü�å�¢�†�M�–�b  ID �\�K
�Z
°�Š�M�•�?�
�r�S�c  udi �†
°�Š�K�Z  Unique Device 
Identifier>&UDI; �M�–�b�¹�Â�–�«  ID>'�†�M�–�b  ID �\�K�Z0¿
���K�r�M��

�¥�Ð�å�» % $×
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'¨  5 'v       Cisco IOS Configuration Engine �b0¿��
Cisco IOS �š�î�ª�™�å�º�b0¿��
CNS Cisco IOS �š�î�ª�™�å�º�†�¹�•�­�î�È�Ý�_�M�•�_�c�
 no cns config initial { ip-address | hostname} 
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

���_�
�«�–�µ�³�b0¿���@�Y�Â�^���œ�_�
�Ü�Ô�î�º  �«�–�µ�³�_�6�‡0¿���†0¿���M�•�[>& CNS �®�ß  �±�µ�³
�µ+�>'�†&g�K�r�M��

Switch(config)# cns template connect template-dhcp
Switch(config-tmpl-conn)# cli ip address dhcp
Switch(config-tmpl-conn)# exit
Switch(config)# cns template connect ip-route
Switch(config-tmpl-conn)# cli ip route 0.0.0.0 0.0.0.0 ${next-hop}
Switch(config-tmpl-conn)# exit
Switch(config)# cns connect dhcp
Switch(config-cns-conn)# discover interface gigabitethernet
Switch(config-cns-conn)# template  template-dhcp
Switch(config-cns-conn)# template  ip-route
Switch(config-cns-conn)# exit
Switch(config)# hostname RemoteSwitch
RemoteSwitch(config)# cns config initial 10.1.1.1 no-persist

�«�̧ �µ�É 14 cns config initial { hostname | ip-address} 
[port-number] [event] [no-persist] [page page] 
[sourceip-address] [syntax-check] 

Cisco IOS �†�–�¿�î�È�Ý�_�K�
�6�‡0¿���†6ä���K�r�M��

• { ip-address | hostname} �_�
�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �§�î
�Â�b�Í�«�º�¡�r�S�c  IP �”�»�Þ�«�†
°�Š�K�r�M��

• >&�õ�–>' port number �_�
�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �§�î�Â�b
�Ï�î�º$��•�†
°�Š�K�r�M���¹�Ç�›�Ý�º�b�Ï�î�º$��•�c  80 �[
�M��

• >&�õ�–>'0¿���@�ö�¢�K�S�\�A�b0¿���b�B�Œ�
�»�K�
�r�S�c1™
�Ì�b�Ó�µ�­�î�ª#Ý�_  event �†�–�¿�î�È�Ý�_�K�r�M��

• >&�õ�–>' cns config initial �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù
�å  �¥�Ð�å�»�b
°�Š)��Ý�_�|�W�Z�É�Ý�I�€�S0¿���b  NVRAM 
�l�b+¬�·�i�A3¸�s�†�š�D�M�•�_�c�
 no-persist �†
°�Š�K�r
�M�� no-persist �Ÿ�î�á�î�»�†
°�Š�K�^�8���œ�
 cns config 
initial  �¥�Ð�å�»�†�Q#Ý�M�•�\�
�Q�b)��Ý�b0¿���@+¬�·$×�_  
NVRAM �_�i�A3¸�r�€�r�M��

• >&�õ�–>' page page �_�
�6�‡0¿���b  Web �Ì�î�ª�†
°�Š�K�r
�M���¹�Ç�›�Ý�º�c  /Config/config/asp �[�M��

• >&�õ�–>'3æ�™
– IP �”�»�Þ�«�_�Q#Ý�M�•�_�c�
 source 
ip-address �†
°�Š�K�r�M��

• >&�õ�–>'�G�b�Ã�Û�Ó�î�±�†�Q#Ý�K�S�\�A�b�S�e�†�³�™�µ�¡�M
�•�_�c�
 syntax-check �†�–�¿�î�È�Ý�_�K�r�M��

>&�@>' encrypt �Ÿ�î�á�î�»�
 status �Ÿ�î�á�î�»�
 url �Ÿ�î�á�î�»
�>�|�g  inventory �Ÿ�î�á�î�»�c�
�¥�Ð�å�»�Û�–�å�b�Ê�Ý
�É �«�º�Ü�å�¢�_/²&g�I�€�r�M�@�
�§�Ï�î�º�I�€�Z�8�r�O
�‡��

�«�̧ �µ�É 15 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 16 show cns config connections �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �š�î�ª�™�å�º�_6õ�M�•�_���†&�1��K�r
�M��

�«�̧ �µ�É 17 show running-config 0¿���†&�1��K�r�M��

�¥�Ð�å�» % $×
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'¨  5 'v       Cisco IOS Configuration Engine �b0¿��
Cisco IOS �š�î�ª�™�å�º�b0¿��
���_�
�«�–�µ�³  IP �”�»�Þ�«�@�Y�Â�b���œ�_�
�Ü�Ô�î�º  �«�–�µ�³�_�6�‡0¿���†0¿���M�•�[�†&g�K�r�M��
Configuration Engine �b  IP �”�»�Þ�«�c  172.28.129.22 �[�M��

Switch(config)# cns template connect template-dhcp
Switch(config-tmpl-conn)# cli ip address dhcp
Switch(config-tmpl-conn)# exit
Switch(config)# cns template connect ip-route
Switch(config-tmpl-conn)# cli ip route 0.0.0.0 0.0.0.0 ${next-hop}
Switch(config-tmpl-conn)# exit
Switch(config)# cns connect dhcp
Switch(config-cns-conn)# discover interface gigabitethernet
Switch(config-cns-conn)# template  template-dhcp
Switch(config-cns-conn)# template  ip-route
Switch(config-cns-conn)# exit
Switch(config)# hostname RemoteSwitch
RemoteSwitch(config)# ip route 172.28.129.22 255.255.255.255 11.11.11.1
RemoteSwitch(config)# cns id ethernet 0 ipaddress
RemoteSwitch(config)# cns config initial 172.28.129.22 no-persist

4Š�(0¿���b�–�¿�î�È�Ý�ì

�«�–�µ�³�V�[  Cisco IOS �š�î�ª�™�å�º�†�–�¿�î�È�Ý�_�K�Z4Š�(0¿���†6ä���M�•�_�c�
"I�’  EXEC �Ô�î
�»�[���b�m8p�†��/œ�K�r�M��

Cisco IOS �š�î�ª�™�å�º�†�¹�•�­�î�È�Ý�_�M�•�_�c�
 no cns config partial { ip-address | hostname} �¢
�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��4Š�(0¿���†�v�~�˜�M�_�c�
 cns config 
cancel "I�’  EXEC �¥�Ð�å�»�†�Q#Ý�K�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 cns config partial { ip-address | hostname} 
[port-number] [source ip-address]

�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �š�î�ª�™�å�º�†�–�¿�î�È�Ý�_�K�

4Š�(0¿���†6ä���K�r�M��

• { ip-address | hostname} �_�
�¥�å�Ç�•� �×�Þ�î�©�Ù�å  
�§�î�Â�b  IP �”�»�Þ�«�r�S�c�Í�«�º�¡�†
°�Š�K�r�M��

• >&�õ�–>' port number �_�
�¥�å�Ç�•� �×�Þ�î�©�Ù�å  
�§�î�Â�b�Ï�î�º$��•�†
°�Š�K�r�M���¹�Ç�›�Ý�º�b�Ï�î
�º$��•�c  80 �[�M��

• >&�õ�–>'3æ�™
– IP �”�»�Þ�«�_�Q#Ý�M�•�_�c�
 source 
ip-address �†
°�Š�K�r�M��

>&�@>' encrypt �Ÿ�î�á�î�»�c�
�¥�Ð�å�»�Û�–�å�b�Ê�Ý�É  
�«�º�Ü�å�¢�_/²&g�I�€�r�M�@�
�§�Ï�î�º�I�€�Z�8
�r�O�‡��

�«�̧ �µ�É 3 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 4 show cns config stats
�r�S�c
show cns config outstanding

�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �š�î�ª�™�å�º�_6õ�M�•�_���†&�
1��K�r�M��

�«�̧ �µ�É 5 show running-config 0¿���†&�1��K�r�M��

�«�̧ �µ�É 6 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K
�r�M��
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'¨  5 'v       Cisco IOS Configuration Engine �b0¿��
CNS 0¿���b/²&g
CNS 0¿���b/²&g

/² 5-2 "I�’  EXEC /²&g�¥�Ð�å�»

�¥�Ð�å�» % $×

show cns config connections CNS Cisco IOS �š�î�ª�™�å�º�b�K)F�b�«�¸�î�±�«�†/²&g�K�r�M��

show cns config outstanding 6ä���I�€�S�@�r�T)
�¢�K�Z�8�^�8�j�(>&4Š�(>' CNS 0¿���_6õ�M�•
�_���†/²&g�K�r�M��

show cns config stats Cisco IOS �š�î�ª�™�å�º�_6õ�M�•)+0£�_���†/²&g�K�r�M��

show cns event connections CNS �–�Ë�å�º  �š�î�ª�™�å�º�b�K)F�b�«�¸�î�±�«�†/²&g�K�r�M��

show cns event stats CNS �–�Ë�å�º  �š�î�ª�™�å�º�_6õ�M�•)+0£�_���†/²&g�K�r�M��

show cns event subject �”�É�Ü�£�î�©�Ù�å�_�|�W�Z�§�È�«�¡�Û�–�È�I�€�S�–�Ë�å�º  �š�î�ª�™
�å�º�b�§�È�ª�™�¡�º�M0t�†/²&g�K�r�M��
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C H A P T E R 6

�«�–�µ�³�b�¡�Û�«�±�ì

�G�b'v�[�c�
 IE 3000 �«�–�µ�³  �¡�Û�«�±�b�8�B�\'ö#.�_6õ�M�•�+�Õ�\�m8p�_�X�8�Z1��Â�K�r�M�� Cisco 
Network Assistant �”�É�Ü�£�î�©�Ù�å>&�è7F�
 Network Assistant>'�
�¥�Ð�å�»�Û�–�å  �–�å�±�î�Ç�™�–�«

>&CLI>'�r�S�c  SNMP �†�Q#Ý�K�Z�«�–�µ�³  �¡�Û�«�±�†�8�B�
'ö#.�[�A�r�M��
½�/$×�^�m8p�_�X�8�Z�c�

�œ�å�Û�–�å�Ê�Ý�É�†�g!·�K�Z�C�T�I�8�� CLI �¡�Û�«�±�¥�Ð�å�»�_�X�8�Z�c�
�«�–�µ�³  �¥�Ð�å�»  �Ü�Ç�“
�Þ�å�«�†�g!·�K�Z�C�T�I�8��

�G�b'v�[�c�
 IE 3000 �«�–�µ�³  �¡�Û�«�±�†�p�°�_1��Â�K�r�M���¡�Û�«�±
Æ�_�Ú�b�¡�Û�«�±�_�P�Â�K�S  
Catalyst �«�–�µ�³�@�ã�~�K�Z�8�•���œ�b�@�–�¦8o�x�D7H�¦8o�v)��Ó�K�r�M�@�
�G�€�}�b�«�–�µ�³�_�P�M
�•�¡�Û�«�±�µ+��b0ò(ý�^1��Â�c�m�¡�K�r�M��"I���b  Catalyst �É�Û�µ�º�Ç�›�î�Ò�_�>�E�•�¡�Û�«�±�b0ò
(ý�_���c�
0ñ�\�M�•�«�–�µ�³�b�¯�Ç�º�˜�™�”  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �ž�–�»�†�g!·�K�Z�C�T�I�8��

�G�b'v�[1��Â�M�•
Æ���c�
���b�\�>�~�[�M��

• ���«�–�µ�³  �¡�Û�«�±�b�+0[�� >&P.6-1>'

• ���«�–�µ�³  �¡�Û�«�±�b�É�Û�å�½�å�¢�� >&P.6-4>'

• �� CLI �_�|�•�«�–�µ�³  �¡�Û�«�±�b'ö#.�� >&P.6-16>'

• �� SNMP �_�|�•�«�–�µ�³  �¡�Û�«�±�b'ö#.�� >&P.6-17>'

>&�@>' "I���b�Í�«�º�r�S�c�¿�µ�º�á�î�¡�_�P�K�Z�”�¡�­�«�†�D7H�M�•���œ�
 ip http access-class �¢�ß�î�Â�Ý  
�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�c�Q#Ý�K�^�8�G�\�†�N�á�K�r�M���”�¡�­�«�†�¥�å�º�ß�î�Ý�M�•�_�c�

�¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�†�Q#Ý�M�•�?�
 �r�S�c  IP �”�»�Þ�«�@0¿���I�€�Z�8�•�–�å�±�î�Ç�™�–�«�V�_  
Access Control List>&ACL; �”�¡�­�«  �¥�å�º�ß�î�Ý  �Ü�«�º>'�†4:#Ý�K�r�M�� ACL �b0ò(ý�_�X�8�Z�c�

'¨ 38 'v�� ACL �_�|�•�¿�µ�º�á�î�¡  �­�Ÿ�×�Ü�¸�•�b0¿���� �†�g!·�K�Z�C�T�I�8��

�«�–�µ�³  �¡�Û�«�±�b�+0[
�«�–�µ�³  �¡�Û�«�± �c�¡�Û�«�±�P�Â  Catalyst �«�–�µ�³�[�S�B�I�€�Z�>�~�
�q�±  16 �Ž�K)F�[�A�r�M���K)F
�I�€�S�«�–�µ�³�c  1 �X�b�š�å�¸�•�¸�•�\�K�Z'ö#.�I�€�r�M���¡�Û�«�±
Æ�b�«�–�µ�³�c�
�«�–�µ�³  �¡�Û
�«�±�ì�¸�¡�À�ß�ª�î�_�|�W�Z�
 �"�M�b  IP �”�»�Þ�«�?�}$��^�•  Catalyst �¹�«�¡�º�µ�É  �«�–�µ�³  �É�Û�µ�º
�Ç�›�î�Ò�[�S�B�I�€�S�¢�Ý�î�É�†0¿���K�S�~�
�º�Û�È�Ý�©�×�î�¸�•�å�¢�†/œ�W�S�~�[�A�r�M��

�«�–�µ�³  �¡�Û�«�±�[�c�
 1 �Ž�b�«�–�µ�³�@ �¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³ �\�K�Z�·�8�M�•�²0[�@�6�~�
�q
�±  15 �Ž�b�Ú�b�«�–�µ�³�@ �¡�Û�«�±  �Ó�å�Â  �«�–�µ�³ �\�K�Z�·�8�[�A�r�M�� 1 �X�b�¡�Û�«�±�c�
 16 �Ž�è

Æ�b�«�–�µ�³�[�S�B�M�•�²0[�@�6�~�r�M���¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�c�
�¡�Û�«�±  �Ó�å�Â  �«�–�µ�³�b
0¿���
'ö#.�
�>�|�g�Ô�½�±�†��/œ�[�A�•�O�M�b�«�–�µ�³�[�M���¡�Û�«�±  �Ó�å�Â�c�
�M�Ø�_  1 �X�b�¡�Û
�«�±�_�K�?�d�“�[�A�r�O�‡��

�«�–�µ�³�b�¡�Û�«�±�ì�_�c���b�|�:�^�<!l�@�6�~�r�M��
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'¨  6 'v       �«�–�µ�³�b�¡�Û�«�±�ì
�«�–�µ�³  �¡�Û�«�±�b�+0[
• %&�«�K)F�Ó�¹�•�”�x"@#.$×�^���d�_�e�‘�I�€�N�_�«�–�µ�³�†'ö#.�[�A�r�M���«�–�µ�³�c� �L���d�_
0¿*(�M�•�G�\�v�
�Þ�–�Ö  2 �r�S�c�Þ�–�Ö  3 �¿�µ�º�á�î�¡�†�Ó�K�Z0¿*(�M�•�G�\�v�[�A�r�M

>&Catalyst 3550�
 Catalyst 3560�
�r�S�c  Catalyst 3750 �«�–�µ�³�†�
�¡�Û�«�±�b�Þ�–�Ö  2 �b6ë�_0¿*(
�M�•�Þ�–�Ö  3 �b�Ý�î�±�\�K�Z�Q#Ý�K�Z�8�•���œ>' ��

�¡�Û�«�±  �Ó�å�Â�c�
 ���¡�Û�«�±�Ã/õ�>�|�g�¡�Û�«�±  �Ó�å�Â�b+¬�·�è���� >&P.6-4>' �[1��Â�K�Z�8�•�K
)F�‰�2�_�‘�W�Z�¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�_�K)F�K�r�M���G�G�[�c�
 Catalyst 1900�
 Catalyst 
2820�
 Catalyst 2900 XL�
 Catalyst 2950�
�>�|�g  Catalyst 3500 XL �«�–�µ�³�_�P�M�•'ö#.  VLAN

>&�ì�•  LAN>'�b�è0¦�¦8o�†1��Â�K�r�M���«�–�µ�³�¡�Û�«�±#”�C�_�>�E�•�G�€�}�b�«�–�µ�³�b0ò(ý�_
���c�
0ñ�\�M�•�«�–�µ�³�b�¯�Ç�º�˜�™�”  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �ž�–�»�†�g!·�K�Z�C�T�I�8��

• �¡�Û�«�±  �¥�Ð�å�»�«�–�µ�³�_
Õ6×�ö�†�â�S�O�•�G�\�[�
�¥�Ð�å�»  �«�–�µ�³�_7€���@$Î#Õ�K�S���œ
�[�v�P�Â�[�A�r�M�� 1 �X�r�S�c0
�X�b�«�–�µ�³�† �«�±�å�Â�–  �¡�Û�«�±  �¥�Ð�å�» �_�æ���M�•�\�
�¡
�Û�«�±  �Ó�å�Â6ë�b'‡�œ�†�G4J�[�A�r�M�� �¡�Û�«�±  �«�±�å�Â�–  �¢�Ý�î�É �c�
�«�±�å�Â�–  �¡�Û�«�±  �¥
�Ð�å�»  �«�–�µ�³�b�¢�Ý�î�É�[�M��

• �I�r�J�r�^�«�–�µ�³�†�
 1 �X�b  IP �”�»�Þ�«�['ö#.�[�A�r�M���G�€�c�
"I�_  IP �”�»�Þ�«�b�X�@7H�}
�€�Z�8�•���œ�_� �Ý�@�6�~�r�M���«�–�µ�³  �¡�Û�«�±�\�b3û�™�c�M�m�Z�¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³
�b  IP �”�»�Þ�«�[/œ�ƒ�€�r�M��

/² 6-1 �_�
�«�–�µ�³  �¡�Û�«�±�Ü�å�¢�_�P�Â�M�•�«�–�µ�³�b�M0t�†&g�K�r�M���²0[�^�¯�Ç�º�˜�™�”  �Â�î
�ª�Ù�å�b�o�?�
�¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�\�K�Z�Q#Ý�[�A�•�b�?�
�¡�Û�«�±  �Ó�å�Â�î  �«�–�µ�³�\�K�Z
�T�E�Q#Ý�[�A�•�b�?�v&g�K�r�M��

/² 6-1 �«�–�µ�³  �¯�Ç�º�˜�™�”�>�|�g�¡�Û�«�±�l�b�P�Â�ö

�«�–�µ�³ Cisco IOS �Ü�Ü�î�« �¡�Û�«�±�l�b�P�Â�ö

IE 3000 �«�–�µ�³ 12.2(40)EX �è7F �Ó�å�Â�r�S�c�¥�Ð�å�»  �«�–�µ
�³

Catalyst 3750-X �r�S�c  Catalyst 
3560-X

12.2(53)SE2 �è7F �Ó�å�Â�r�S�c�¥�Ð�å�»  �«�–�µ
�³

Catalyst 3750-E �r�S�c  Catalyst 
3560-E

12.2(35)SE2 �è7F �Ó�å�Â�r�S�c�¥�Ð�å�»  �«�–�µ
�³

Catalyst 3750 12.1(11)AX �è7F �Ó�å�Â�r�S�c�¥�Ð�å�»  �«�–�µ
�³

Catalyst 3560 12.1(19)EA1b �è7F �Ó�å�Â�r�S�c�¥�Ð�å�»  �«�–�µ
�³

Catalyst 3550 12.1(4)EA1 �è7F �Ó�å�Â�r�S�c�¥�Ð�å�»  �«�–�µ
�³

Catalyst 2975 12.2(46)EX �è7F �Ó�å�Â�r�S�c�¥�Ð�å�»  �«�–�µ
�³

Catalyst 2970 12.1(11)AX �è7F �Ó�å�Â�r�S�c�¥�Ð�å�»  �«�–�µ
�³

Catalyst 2960-S 12.2(53)SE �è7F �Ó�å�Â�r�S�c�¥�Ð�å�»  �«�–�µ
�³

Catalyst 2960 12.2(25)FX �è7F �Ó�å�Â�r�S�c�¥�Ð�å�»  �«�–�µ
�³

Catalyst 2955 12.1(12c)EA1 �è7F �Ó�å�Â�r�S�c�¥�Ð�å�»  �«�–�µ
�³

Catalyst 2950 12.0(5.2)WC(1) �è7F �Ó�å�Â�r�S�c�¥�Ð�å�»  �«�–�µ
�³
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'¨  6 'v       �«�–�µ�³�b�¡�Û�«�±�ì
�«�–�µ�³  �¡�Û�«�±�b�+0[
�¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�b"I�ö

�¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�c�
���b0[�ó�† 6�S�K�Z�8�•�²0[�@�6�~�r�M��

• Cisco IOS Release 12.2(40)EX �è7F�†��/œ�K�Z�8�•��

• IP �”�»�Þ�«�@�æ���I�€�Z�8�•��

• Cisco Discovery Protocol>&CDP>'�Â�î�ª�Ù�å  2 �@�–�¿�î�È�Ý>&�¹�Ç�›�Ý�º>'�_0¿���I�€�Z�8�•��

• �Ú�b�¡�Û�«�±�b�¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�r�S�c�¡�Û�«�±  �Ó�å�Â  �«�–�µ�³�[�c�^�8��

• 'ö#.  VLAN �†�Ó�K�Z�«�±�å�Â�–  �¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�_�

¹3û  VLAN �†�Ó�K�Z�¡�Û�«�±  �Ó
�å�Â  �«�–�µ�³�_�K)F�I�€�Z�8�•��

�«�±�å�Â�–  �¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�b"I�ö

�«�±�å�Â�–  �¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�c�
���b0[�ó�† 6�S�K�Z�8�•�²0[�@�6�~�r�M��

• Cisco IOS 12.2(40)EX �è7F�†��/œ�K�Z�8�•��

• IP �”�»�Þ�«�@�æ���I�€�Z�8�•��

• CDP �Â�î�ª�Ù�å  2 �@�–�¿�î�È�Ý�_0¿���I�€�Z�8�•��

• 'ö#.  VLAN �†�Ó�K�Z�¥�Ð�å�»  �«�–�µ�³�_�K)F�I�€�Z�8�Z�
�^�>�?�X�Ú�b�«�±�å�Â�–  �¥�Ð�å�»  �«
�–�µ�³�_�K)F�I�€�Z�8�•��

• 
¹3û  VLAN �†�Ó�K�Z>&�¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�>�|�g�«�±�å�Â�–  �¥�Ð�å�»  �«�–�µ�³�†7V�C>'
�Ú�b�M�m�Z�b�¡�Û�«�±  �Ó�å�Â  �«�–�µ�³�_�K)F�I�€�Z�8�•��

• �¡�Û�«�±  �Ó�å�Â  �«�–�µ�³�\�b�K)F+��Š�†)T�â�M�•�S�u�_�
�¡�Û�«�±�_
Õ6×�K)F�I�€�Z�8�•��

• �Ú�b�¡�Û�«�±�b�¥�Ð�å�»  �«�–�µ�³�r�S�c�Ó�å�Â  �«�–�µ�³�[�c�^�8��

�Ã/õ�«�–�µ�³�>�|�g�¡�Û�«�±  �Ó�å�Â  �«�–�µ�³�b"I�ö

�Ã/õ�«�–�µ�³ �\�c�
�¡�Û�«�±�P�Â�[�M�@�
�¡�Û�«�±�_�r�T3ã�•�I�€�Z�8�^�8�«�–�µ�³�†�–�á�K�r�M���¡
�Û�«�±  �Ó�å�Â  �«�–�µ�³�c�
�«�–�µ�³  �¡�Û�«�±�_�M�[�_3ã�•�I�€�Z�8�•�«�–�µ�³�[�M���Ã/õ�«�–�µ�³�r
�S�c�¡�Û�«�±  �Ó�å�Â  �«�–�µ�³�_�c�²8r�[�c�6�~�r�O�‡�@�
�S#Ý�b  IP �”�»�Þ�«�>�|�g�Ã�«�á�î�»�†�æ��
�[�A�r�M>&�� IP �”�»�Þ�«�� >&P.6-14>' �>�|�g ���Ã�«�á�î�»�� >&P.6-15>' �†�g!·�K�Z�C�T�I�8>' ��

Catalyst 2950 LRE 12.1(11)JY �è7F �Ó�å�Â�r�S�c�¥�Ð�å�»  �«�–�µ
�³

Catalyst 2940 12.1(13)AY �è7F �Ó�å�Â�r�S�c�¥�Ð�å�»  �«�–�µ
�³

Catalyst 3500 XL 12.0(5.1)XU �è7F �Ó�å�Â�r�S�c�¥�Ð�å�»  �«�–�µ
�³

Catalyst 2900 XL>&8 MB �«�–�µ�³>' 12.0(5.1)XU �è7F �Ó�å�Â�r�S�c�¥�Ð�å�»  �«�–�µ
�³

Catalyst 2900 XL>&4 MB �«�–�µ�³>' 11.2(8.5)SA6>&�N�á>' �Ó�å�Â  �«�–�µ�³�b�s

Catalyst 1900 �>�|�g  Catalyst 2820 9.00>&-A �r�S�c  -EN>'�è7F �Ó�å�Â  �«�–�µ�³�b�s

/² 6-1 �«�–�µ�³  �¯�Ç�º�˜�™�”�>�|�g�¡�Û�«�±�l�b�P�Â�ö  >&)F�A>'

�«�–�µ�³ Cisco IOS �Ü�Ü�î�« �¡�Û�«�±�l�b�P�Â�ö
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'¨  6 'v       �«�–�µ�³�b�¡�Û�«�±�ì
�«�–�µ�³  �¡�Û�«�±�b�É�Û�å�½�å�¢
�¡�Û�«�±�_�•
°�M�•�Ã/õ�«�–�µ�³�c�
���b0[�ó�† 6�S�K�Z�8�•�²0[�@�6�~�r�M��

• �¡�Û�«�±�P�Â�b�¯�Ç�º�˜�™�”�@'�
>�K�Z�8�•��

• CDP �Â�î�ª�Ù�å  2 �@�–�¿�î�È�Ý�_0¿���I�€�Z�8�•��

• �Ú�b�¡�Û�«�±�b�¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�r�S�c�¡�Û�«�±  �Ó�å�Â  �«�–�µ�³�[�c�^�8��

• ip http server �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�c�«�–�µ�³�[0¿���M�•�²0[�@�6�~�r
�M��

• �¡�Û�«�±  �«�±�å�Â�–  �¢�Ý�î�É�@�Ñ�~�M�•���œ�
�a�^�C�\�v  1 �X�b
¹3û  VLAN �†�Ó�K�Z�
�M�m�Z�b
�«�±�å�Â�–  �¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�_�K)F�I�€�Z�8�•���›�«�±�å�Â�–  �¡�Û�«�±  �¥�Ð�å�»  �«
�–�µ�³�_�P�Â�M�•  VLAN �c�
$��^�•���œ�@�6�~�r�M��

• �a�^�C�\�v  1 �X�b
¹3û  VLAN �†�Ó�K�Z�
�¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�_�K)F�I�€�Z�8�•��

>&�@>' Catalyst1900�
 Catalyst2820�
 Catalyst2900XL�
 Catalyst2950�
 Catalyst3500XL �Ã/õ�>�|
�g�¡�Û�«�±  �Ó�å�Â  �«�–�µ�³�c�
'ö#.  VLAN �†�Ó�K�Z�¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�>�|�g�«
�±�å�Â�–  �¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�_�K)F�M�•�²0[�@�6�~�r�M���«�–�µ�³�¡�Û�«�±#”�C�_
�>�E�•�G�€�}�b�«�–�µ�³�b0ò(ý�_���c�
0ñ�\�M�•�«�–�µ�³�b�¯�Ç�º�˜�™�”  �¥�å�Ç�•� �×
�Þ�î�©�Ù�å  �ž�–�»�†�g!·�K�Z�C�T�I�8��

Catalyst 2970�
 Catalyst 3550�
 Catalyst 3560�
�r�S�c  Catalyst 3750 �¡�Û�«�±  �¥�Ð�å�»  �«
�–�µ�³�†�Q#Ý�M�•���œ�
�G�b0[�ó�c�\�Z�c�r�~�r�O�‡���Ã/õ�>�|�g�¡�Û�«�±  �Ó�å�Â  �«�–�µ
�³�c�
�¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�\
¹3û�b�õ�–�b  VLAN �†�Ó�K�Z�K)F�[�A�r�M��

�«�–�µ�³  �¡�Û�«�±�b�É�Û�å�½�å�¢
0
�X�b�«�–�µ�³�†�¡�Û�«�±�['ö#.�M�•���œ�
�£�•�I�€�•'‡�œ�x�«�n�ö�b�e8Ÿ0Ž�ô�_5�!l�†*(�A�r�M���G
�G�[�c�
�¡�Û�«�±�†�8�B�M�•�S�_#.0Ž�M�m�A�@�–�¦8o�
0[�ó�
�>�|�g1™�Ì�_�X�8�Z1��Â�K�r�M��

• ���¡�Û�«�±�Ã/õ�>�|�g�¡�Û�«�±  �Ó�å�Â�b+¬�·�è���� >&P.6-4>'

• �� HSRP �>�|�g�«�±�å�Â�–  �¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�� >&P.6-11>'

• �� IP �”�»�Þ�«�� >&P.6-14>'

• ���Í�«�º�¡�� >&P.6-14>'

• ���Ã�«�á�î�»�� >&P.6-15>'

• �� SNMP �¥�Ñ�×�½�¸�•  �«�º�Ü�å�¢�� >&P.6-15>'

• �� TACACS+ �>�|�g  RADIUS��>&P.6-15>'

• �� LRE �É�ß�Ç�“�–�Ý�� >&P.6-16>'

�¡�Û�«�±�_�P�Â�K�Z�8�•  Catalyst �«�–�µ�³�_�X�8�Z�c�
�›�«�–�µ�³�b�Ü�Ü�î�«  �À�î�º�†�g!·�K�Z�C�T
�I�8���Ü�Ü�î�«  �À�î�º�[�c�
�¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�_�^�€�•�«�–�µ�³�\�¡�Û�«�±  �Ó�å�Â  �«�–�µ
�³�_�K�?�^�€�^�8�«�–�µ�³�
�r�S�
�Q�€�}�_�²0[�^�¯�Ç�º�˜�™�”  �Â�î�ª�Ù�å�x�È�Û�˜�¨�T�E�[�^�C�

Java �É�Û�¢�–�å�b0¿���v�g!·�[�A�r�M��

�¡�Û�«�±�Ã/õ�>�|�g�¡�Û�«�±  �Ó�å�Â�b+¬�·�è��

�¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�c  Cisco Discovery Protocol>&CDP>'�†�Q#Ý�K�Z�
0
�X�b  VLAN �b�p�?�}
�¡�Û�«�±  �Ó�å�Â  �«�–�µ�³�
�Ã/õ�«�–�µ�³�
�¿�–�Â�î  �«�–�µ�³�¡�Û�«�±�
�š�µ�ª  �¹�Â�–�«�†�è���K�r
�M���r�S�
�«�±�î�º�b�º�Ï�ß�ª�x�•�«�£�î�»�º�b�º�Ï�ß�ª
Æ�?�}�v�è���[�A�r�M��
6-4
Cisco IE 3000 �«�–�µ�³  �¯�Ç�º�˜�™�”  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �ž�–�»

OL-27302-01-J



 

'¨  6 'v       �«�–�µ�³�b�¡�Û�«�±�ì
�«�–�µ�³  �¡�Û�«�±�b�É�Û�å�½�å�¢
>&�@>' �¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�†�Q#Ý�K�Z�¡�Û�«�±�_�P�Â�K�S�«�–�µ�³�†�è���M�•���œ�
�¡�Û�«�±  �¥�Ð�å
�»  �«�–�µ�³�
�¡�Û�«�±  �Ó�å�Â�
�r�S�c�¡�Û�«�±�P�Â�«�–�µ�³�b  CDP �†!“� �_�K�^�8�[�C�T�I�8��
CDP �b0ò(ý�_�X�8�Z�c�
 '¨ 32 'v�� CDP �b0¿���� �†�g!·�K�Z�C�T�I�8��

���b�K)F�_6õ�M�•�@�–�¦8o�_�‘�W�Z�
�«�–�µ�³  �¡�Û�«�±�
�¡�Û�«�±�Ã/õ�
�K)F�I�€�S�«�–�µ�³  �¡�Û�«
�±�
�¿�–�Â�î  �š�µ�ª  �¹�Â�–�«�†+¬�·�è���K�Z�C�T�I�8��

• �� CDP �Í�µ�É�†�Q#Ý�K�Z�b�è���� >&P.6-5>'

• �� CDP 8��P�Â�¹�Â�–�«�>�|�g�¡�Û�«�±8��P�Â�¹�Â�–�«�?�}�b�è���� >&P.6-7>'

• ��$��^�•  VLAN �?�}�b�è���� >&P.6-7>'

• ��$��^�•'ö#.  VLAN �?�}�b�è���� >&P.6-8>'

• �� RP �_�|�•�è���� >&P.6-9>'

• ���‚�K�C0¿*(�K�S�«�–�µ�³�b�è���� >&P.6-10>'

CDP �Í�µ�É�†�Q#Ý�K�Z�b�è��

�¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�c  CDP �†�Q#Ý�K�Z�
�¡�Û�«�±  �š�µ�ª�?�}�q�±  7 CDP �Í�µ�É>&�¹�Ç�›�Ý�º
�c  3 �Í�µ�É>'�r�[�«�–�µ�³�†�è���[�A�r�M���¡�Û�«�±  �š�µ�ª�c�
�¡�Û�«�±�x�Ã/õ�«�–�µ�³�_�K)F�K�Z
�8�•�q�‹�b�¡�Û�«�±  �«�–�µ�³�b4Š�(�†�æ�K�r�M�� �S�\�<�d�
 �W 6-1 �b�¡�Û�«�±  �Ó�å�Â  �«�–�µ�³  9 �\  10 
�c�¡�Û�«�±�b�š�µ�ª�_�6�~�r�M��

�W 6-1 �[�c�
�¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�b�Ï�î�º�_  VLAN 16 �\  62 �@�m�~�\�Z�}�€�Z�8�r�M�� CDP 
�Í�µ�É�b�•�˜�å�º�c  3 �[�M���¡�Û�«�±  �š�µ�ª�?�}  3 �Í�µ�É�è
Æ�_�6�•�b�[�
�¡�Û�«�±  �¥�Ð�å�»  �«�–�µ
�³�c�«�–�µ�³  11�
 12�
 13�
 14 �†�è���K�r�M���«�–�µ�³  15 �c�¡�Û�«�±  �š�µ�ª�?�}  4 �Í�µ�É
›�^�b�[�è
���I�€�r�O�‡��
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'¨  6 'v       �«�–�µ�³�b�¡�Û�«�±�ì
�«�–�µ�³  �¡�Û�«�±�b�É�Û�å�½�å�¢
�W 6-1 CDP �Í�µ�É�†�Q#Ý�K�Z�b�è��

�&�Q�f�<  �:�C���,

�T�f�C�o
�:�C���,  10

�T�f�C�o
�:�C���,  8

�T�f�C�o
�:�C���,  9

VLAN 62

�"�\�,�2�é
���6�+

VLAN 16

10
13

21

�:�C���,  11
�e-l

�:�C���,
�e-l
�:�C���,

�:�C���,  12

�:�C���,  13

�:�C���,  14

�:�C���,  15
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'¨  6 'v       �«�–�µ�³�b�¡�Û�«�±�ì
�«�–�µ�³  �¡�Û�«�±�b�É�Û�å�½�å�¢
CDP 8��P�Â�¹�Â�–�«�>�|�g�¡�Û�«�± 8��P�Â�¹�Â�–�«�?�}�b�è��

�¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�†  CDP 8��P�Â�b�§�î�»�Ã�î�¸�•0��b�Á�È >&�Ú&k0��b�Á�È�^�]>'�_�K)F�K
�Z�8�•���œ�
�Q�b�§�î�»�Ã�î�¸�•0��b�Á�È�†�Ó�K�Z�K)F�K�Z�8�•�¡�Û�«�±�P�Â�¹�Â�–�«�†�è���[�A�r
�M���S�T�K�
�¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�† �¡�Û�«�±8��P�Â�b�©�«�¥  �¹�Â�–�« �_�K)F�K�Z�8�•���œ�
�¡
�Û�«�±8��P�Â�b�©�«�¥  �¹�Â�–�«�|�~
›�_�6�•�¡�Û�«�±�P�Â�b�¹�Â�–�«�c�è���[�A�r�O�‡��

�W 6-2 �_�
�§�î�»�Ã�î�¸�•0��b�Á�È�_�K)F�K�S�«�–�µ�³�†�è���M�•�¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�†&g�K
�r�M���S�T�K�
�¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�c  Catalyst 5000 �«�–�µ�³�_�K)F�K�Z�8�•�«�–�µ�³�c�è���K
�r�O�‡��

�W 6-2 CDP 8��P�Â�¹�Â�–�«�>�|�g�¡�Û�«�±8��P�Â�¹�Â�–�«�?�}�b�è��

$��^�•  VLAN �?�}�b�è��

�¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�@  Catalyst 2970�
 Catalyst 3550�
 Catalyst 3560�
�r�S�c  Catalyst 3750 �b
���œ�
$��^�•  VLAN �b�¡�Û�«�±  �Ó�å�Â  �«�–�µ�³�v�¡�Û�«�±�_�•�<�•�G�\�@�[�A�r�M���¡�Û�«�±  �Ó�å
�Â �«�–�µ�³�\�K�Z�
 Catalyst �«�–�µ�³�v�¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�\
¹3û�b  VLAN �_�a�^�C�\�v  1 �X
�c�K)F�K�Z�8�•�²0[�@�6�~�r�M�� �W 6-3�b�¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�b�Ï�î�º�_�c  VLAN 9�
 16�
 62 
�@�m�~�\�Z�}�€�Z�8�•�S�u�
�G�€�}�b  VLAN �b�«�–�µ�³�c�è���[�A�r�M�� VLAN 50 �_�6�•�«�–�µ�³
�c�è���[�A�r�O�‡���r�S�
�q�6�b�4�b  VLAN 16 �_�6�•�«�–�µ�³�v�
�¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�_�K
)F�I�€�Z�8�^�8�S�u�è���[�A�r�O�‡��

Catalyst 2900 XL�
 Catalyst 2950�
�>�|�g  Catalyst 3500 XL �b�¡�Û�«�±  �Ó�å�Â  �«�–�µ�³�c�
�Q�€�R�€
�b'ö#.  VLAN �†�Ó�K�Z�¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�_�K)F�K�Z�8�•�²0[�@�6�~�r�M��'ö#.  VLAN �?�}
�b�è���_�X�8�Z�c�
 ��$��^�•'ö#.  VLAN �?�}�b�è���� >&P.6-8>' �†�g!·�K�Z�C�T�I�8�� VLAN �b0ò(ý�_�X
�8�Z�c�
 '¨ 16 'v�� VLAN �b0¿����  �†�g!·�K�Z�C�T�I�8��

�&�Q�f�<  �:�C���,

Catalyst 5000 �,���6�4
9Ô�"�\�,�25V�»��9Õ

�(�o�<�D�o�9��-~�é�B�I
9ÔCDP 5V�»��9Õ

�e-l�:�C���, �e-l�:�C���,

89
37

7
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'¨  6 'v       �«�–�µ�³�b�¡�Û�«�±�ì
�«�–�µ�³  �¡�Û�«�±�b�É�Û�å�½�å�¢
�W 6-3 $��^�•  VLAN �?�}�b�è��

$��^�•'ö#.  VLAN �?�}�b�è��

Catalyst 2970�
 Catalyst 3550�
 Catalyst 3560�
 Catalyst 3750 �¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�c�
$��^�•  
VLAN �x'ö#.  VLAN �b�¡�Û�«�±  �Ó�å�Â  �«�–�µ�³�†�è���K�Z'ö#.�[�A�r�M���¡�Û�«�±  �Ó�å�Â  �«�–�µ�³
�\�K�Z�
 Catalyst �«�–�µ�³�v�¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�\
¹3û�b  VLAN �_�a�^�C�\�v  1 �X�c�K)F�K�Z
�8�•�²0[�@�6�~�r�M���S�T�K�
'ö#.  VLAN �†�Ó�K�Z�¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�_�K)F�M�•�²0[�c�6�~
�r�O�‡���¹�Ç�›�Ý�º�b'ö#.  VLAN �c  VLAN 1 �[�M��

>&�@>' �«�–�µ�³  �¡�Û�«�±�_  Catalyst 3750 �«�–�µ�³�
 Catalyst 2975 �«�–�µ�³�
�r�S�c�«�–�µ�³  �«�±�µ�¡�@�6
�•���œ�c�
 Catalyst 3750 �«�–�µ�³�
 Catalyst 2975 �«�–�µ�³�
�r�S�c�«�–�µ�³  �«�±�µ�¡�†�¡�Û�«�±  �¥�Ð
�å�»  �«�–�µ�³�_�M�•�²0[�@�6�~�r�M��

�W 6-4 �_&g�I�€�Z�8�•�¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�>�|�g�«�±�å�Â�–  �¥�Ð�å�»  �«�–�µ�³
>&Catalyst 2960�
 Catalyst 2970�
 Catalyst 2975�
 Catalyst 3550�
 Catalyst 3560�
 Catalyst 3750 �\�•��
�K�r�M>'�b�Ï�î�º�_�c�
 VLAN 9 �
 16�
�>�|�g  62 �@�m�~�\�Z�}�€�Z�8�r�M���¡�Û�«�±  �¥�Ð�å�»  �«�–�µ
�³�b'ö#.  VLAN �c  VLAN 9 �[�M���›�¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�c�
���b�[�¥�†7V�A�
$��^�•'ö#.  
VLAN �b�«�–�µ�³�†�è���K�r�M��

• �«�–�µ�³  7 �>�|�g�«�–�µ�³  10>&'ö#.  VLAN 4 �b�«�–�µ�³>' ���¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�\
¹3û�b  
VLAN >&VLAN 62 �>�|�g  VLAN 9>'�_�K)F�K�Z�8�^�8�S�u�è���I�€�r�O�‡��

• �«�–�µ�³  9��+¬�·�è���c8��Ã/õ�¹�Â�–�«>&�«�–�µ�³  7>'�|�~
›�c�è���[�A�^�8�S�u�
�è���I�€�r�O
�‡��

VLAN 62

VLAN 62

VLAN 16

VLAN �;�\�f�"  9�” 16

�&�Q�f�<  �:�C���,

VLAN 50

VLAN �;�\�f�"  9�” 16

VLAN �;�\�f�"  4�” 16

10
13

22
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'¨  6 'v       �«�–�µ�³�b�¡�Û�«�±�ì
�«�–�µ�³  �¡�Û�«�±�b�É�Û�å�½�å�¢
�W 6-4 �Þ�–�Ö  3 �¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�†�Q#Ý�K�Z$��^�•'ö#.  VLAN �?�}�è��

RP �_�|�•�è��

Routed Port>&RP; �Ý�î�¸�µ�»  �Ï�î�º>'�@0¿���I�€�Z�8�•�¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�c�
 RP �\ � �L  
VLAN 
Æ�b�Ã/õ�«�–�µ�³�>�|�g�¡�Û�«�±  �Ó�å�Â�î  �«�–�µ�³�T�E�†�è���K�r�M�� RP �b0ò(ý�_�X�8�Z�c�


���Ý�î�¸�µ�»  �Ï�î�º�� >&P.14-4>' �†�g!·�K�Z�C�T�I�8��

�W 6-5 �b�Þ�–�Ö  3 �¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�_�|�~�
 VLAN 9 �>�|�g  62 �b�«�–�µ�³�c�è���I�€�r�M
�@�
VLAN 4 �b�«�–�µ�³�c�è���I�€�r�O�‡���¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�\�¡�Û�«�±  �Ó�å�Â�î  �«�–�µ�³  
7 6ë�b RP �Ã�«�@�†�»�K�Z�8�•���œ�
 VLAN 9 �†�Ó�M�•
Õ6×�Ã�«�@�6�•�S�u�
�¡�Û�«�±  �Ó�å�Â�î  �«�–�µ
�³  7 �\�b�K)F�c)T�â�I�€�r�M��

10
13

23

VLAN 62

VLAN �;�\�f�"  4�” 62

VLAN 62

VLAN 16

VLAN 9

VLAN 16 VLAN 9

�,�2�f�C��  �&�Q�f�<
�:�C���,

�&�Q�f�<
�:�C���,

VLAN 9

�:�C���,  7
9Ô%¤!���VLAN 49Õ

�:�C���,  9
9Ô%¤!���VLAN 629Õ

VLAN 4

�:�C���,  10
9Ô%¤!���VLAN 49Õ

�:�C���,  8
9Ô%¤!���VLAN 99Õ

�:�C���,  6
9Ô%¤!���VLAN 99Õ

�:�C���,  5
9Ô%¤!���VLAN 629Õ

�:�C���,  3
9Ô%¤!���VLAN 169Õ

�:�C���,  4
9Ô%¤!���VLAN 169Õ
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'¨  6 'v       �«�–�µ�³�b�¡�Û�«�±�ì
�«�–�µ�³  �¡�Û�«�±�b�É�Û�å�½�å�¢
�W 6-5 RP �_�|�•�è��

�‚�K�C0¿*(�K�S�«�–�µ�³�b�è��

�‚�K�8�”�˜�º�œ�È�Î�µ�¡�«  �«�–�µ�³�†�¡�Û�«�±�_�•
°�I�O�•�_�c�
�”�¡�­�«�Ï�î�º�b  1 �X�_�¡�Û�«�±
�†�K)F�M�•�²0[�@�6�~�r�M�� Access Port>&AP; �”�¡�­�«  �Ï�î�º>'�c  1 �X�b  VLAN �_�b�s�“�K�
�Q�b�º
�Û�Ç�•�µ�¡�†3?3æ�K�r�M���¹�Ç�›�Ý�º�[�c�
�‚�K�8�«�–�µ�³�\�Q�b�”�¡�­�«  �Ï�î�º�_�P�K�Z  VLAN 1 
�@�m�~�\�Z�}�€�r�M��

�‚�K�8�«�–�µ�³�@�¡�Û�«�±�_�•
°�M�•�\�
�¹�Ç�›�Ý�º�b  VLAN �c�6�Ù�_�”�µ�É�«�º�Ü�î�Ò  �¿�–�Â�î�b  
VLAN �_�š�ƒ�~�r�M���r�S�
�‚�K�8�«�–�µ�³�v+¬3��b�”�¡�­�«  �Ï�î�º�†�š�f�K�Z�
�Q�b�¿�–�Â�î�b  
VLAN �_�•�ƒ�~�r�M��

�W 6-6 �b�¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�c�
 VLAN 9 �>�|�g  16 �_�•
°�K�Z�8�r�M�� �‚�K�8�¡�Û�«�±�P�Â�b
�«�–�µ�³�@�¡�Û�«�±�_�•
°�M�•�\�
���b��#.�@/œ�ƒ�€�r�M��

• 1 �X�b�¡�Û�«�±�P�Â�b�«�–�µ�³�\�Q�b�”�¡�­�«  �Ï�î�º�_  VLAN 9 �@�m�~�\�Z�}�€�r�M��

• �Ú�b�¡�Û�«�±�P�Â�b�«�–�µ�³�\�Q�b�”�¡�­�«  �Ï�î�º�_'ö#.  VLAN 16 �@�m�~�\�Z�}�€�r�M��

�W 6-6 �‚�K�C0¿*(�K�S�«�–�µ�³�b�è��

10
13

24

RP
RP

VLAN 62

VLAN
9

VLAN 62

VLAN 9

VLAN 4

VLAN 9

�&�Q�f�<  �:�C���,

9Ô%¤!�
VLAN 629Õ

�T�f�C�o
�:�C���,  7

�&�Q�f�<  �:�C���,

�Â�Ò�¿9Ô�����;���I�O�6�"�,9Õ
�e-l�:�C���,

AP

�:�C���,  A �:�C���,  B

VLAN 9

VLAN 9

VLAN 16

VLAN 16

�Â�Ò�¿9Ô�����;���I�O�6�"�,9Õ
�e-l�:�C���,

AP

10
13

25
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'¨  6 'v       �«�–�µ�³�b�¡�Û�«�±�ì
�«�–�µ�³  �¡�Û�«�±�b�É�Û�å�½�å�¢
HSRP �>�|�g�«�±�å�Â�–  �¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³

�«�–�µ�³�c�Í�µ�º�«�±�å�Â�–  �Ý�î�±  �É�ß�º�¥�Ý>& HSRP>'�†�§�Ï�î�º�K�Z�8�•�S�u�«�±�å�Â�–  �¡�Û�«
�±  �¥�Ð�å�»  �«�–�µ�³�b�¢�Ý�î�É�†0¿���[�A�r�M���¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�c�
�M�m�Z�b3û�™�b3?3æ
�\�
�M�m�Z�b�¡�Û�«�±  �Ó�å�Â  �«�–�µ�³�b0¿���_���†'ö#.�K�Z�8�•�S�u�
���b�|�:�^#”�C0¿���†�N�á�K
�r�M��

• �¡�Û�«�±  �¥�Ð�å�»�b�«�–�µ�³  �«�±�µ�¡�_�c�
�«�–�µ�³  �«�±�µ�¡
²�/�_7€���@$Î#Õ�M�•���œ�_
��<
�Z�
�«�±�å�Â�–  �¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�@�²0[�[�M���S�T�K�
�¥�Ð�å�»  �«�–�µ�³�b�«�±�µ�¡  �Ð
�«�±�î�T�E�_7€���@$Î#Õ�K�S���œ�c�
�«�–�µ�³  �«�±�µ�¡�[�‚�K�8�«�±�µ�¡  �Ð�«�±�î�†4E���K�
�¡
�Û�«�±  �¥�Ð�å�»  �«�–�µ�³  �«�±�µ�¡�\�K�Z�b�µ+��†�,�A)E�@�O�•�G�\�@�[�A�r�M��

• �«�±�å�»�”�ß�å�b�¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�b���œ�
 �É�Û�–�Ð�Ü  �¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�b7€
���_
��<�
�«�±�å�Â�–  �¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�†0¿���K�Z�Q�b�µ+��†�,�A)E�@�O�•�|�:�_�K�r
�M��

�¡�Û�«�±  �«�±�å�Â�–  �¢�Ý�î�É �c�
 ���«�±�å�Â�–  �¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�b"I�ö�� >&P.6-3>' �[1��Â�K
�Z�8�•0[�ó�† 6�S�K�S�¥�Ð�å�»�P�Â�«�–�µ�³�b�¢�Ý�î�É�[�M���¡�Û�«�±�H�\�_�
 1 �X�b�¡�Û�«�±  �«�±�å
�Â�–  �¢�Ý�î�É�b�s�m�~�\�Z�•�G�\�@�[�A�r�M��

>&�@>' �¡�Û�«�±  �«�±�å�Â�–  �¢�Ý�î�É�c  HSRP �¢�Ý�î�É�[�M�� HSRP �†�¹�•�­�î�È�Ý�_�M�•�\�
�¡�Û�«�±  �«�±
�å�Â�–  �¢�Ý�î�É�@�¹�•�­�î�È�Ý�_�^�~�r�M��

�¡�Û�«�±  �«�±�å�Â�–  �¢�Ý�î�É�b�«�–�µ�³�c�
 HSRP �É�Û�–�œ�Ü�¸�•�_�ö�Y�8�Z�Û�å�¡�Ü�E�I�€�Z�8�r
�M���¢�Ý�î�É
Æ�[�É�Û�–�œ�Ü�¸�•�b9×�8�«�–�µ�³�c�
 Active Cluster Command Switch>&AC; �”�¡�¸�•
�È �¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³>'�[�M���¢�Ý�î�É
Æ�[���_�É�Û�–�œ�Ü�¸�•�b9×�8�«�–�µ�³�c�
 Standby 
Cluster Command Switch>&SC; �«�±�å�Â�–  �¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³>'�[�M���¡�Û�«�±  �«�±�å�Â�–  
�¢�Ý�î�É�b�Ú�b�«�–�µ�³�c�
 Passive Cluster Command Switch>&PC; �Ã�µ�©�È  �¡�Û�«�±  �¥�Ð�å�»  �«
�–�µ�³>'�[�M���”�¡�¸�•�È  �¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�>�|�g�«�±�å�Â�–  �¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³
�@� �ì�_ �¹�•�­�î�È�Ý�_�^�W�S���œ�
�Ã�µ�©�È  �¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�b�p�[�É�Û�–�œ�Ü�¸�•�@�M
$�9×�8�v�b�@�”�¡�¸�•�È  �¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�_�^�~�r�M��+¬�·�è���b�D7H�¦8o�_�X�8�Z�c�


���¡�Û�«�±0¿���b+¬�·�G�Ÿ�� >&P.6-13>' �†�g!·�K�Z�C�T�I�8�� HSRP �É�Û�–�œ�Ü�¸�•�Í�b�š�f�_�X�8�Z
�c�
 �� HSRP �b�É�Û�–�œ�Ü�¸�•�b0¿���� >&P.46-8>' �†�g!·�K�Z�C�T�I�8���¡�Û�«�±  �«�±�å�Â�–  �¢�Ý�î�É
�b�Ó�å�Â�î�>�|�g�Ý�î�±
Õ6×�¢�Ý�î�É�b�Ó�å�Â�î�b�É�Û�–�œ�Ü�¸�•�b�š�f�_�c�
� �L  HSRP standby 
priority  �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

>&�@>' HSRP �b�«�±�å�Â�–�p�F6ë7x�c�
 hello �±�–�Ò6ë7x�b  3 �¸�è�V�²0[�[�M���¹�Ç�›�Ý�º�b  HSRP �«�±�å�Â
�–�p�F6ë7x�c  10 &Ê�[�M���¹�Ç�›�Ý�º�b  HSRP �«�±�å�Â�–  hello �±�–�Ò  �–�å�±�î�Â�Ý�c  3 &Ê�[�M���«�±
�å�Â�–�p�F6ë7x�>�|�g�«�±�å�Â�–  hello �±�–�Ò6ë7x�b0ò(ý�_�X�8�Z�c�
 �� HSRP 1�0É�>�|�g�±�–�Ð�î�b
0¿���� >&P.46-11>' �†�g!·�K�Z�C�T�I�8��

���b�K)F�_6õ�M�•�@�–�¦8o�_�‘�W�Z�
�«�–�µ�³  �¡�Û�«�±�
�¡�Û�«�±�Ã/õ�
�K)F�I�€�S�«�–�µ�³  �¡�Û�«
�±�
�¿�–�Â�î  �š�µ�ª  �¹�Â�–�«�†+¬�·�è���K�Z�C�T�I�8���G�€�}�b�º�Æ�µ�¡�[�v�«�±�å�Â�–  �¡�Û�«�±  �¥
�Ð�å�»  �«�–�µ�³�b0ò(ý�_�X�8�Z1��Â�K�r�M��

• ���ì�•  IP �”�»�Þ�«�� >&P.6-12>'

• ���¡�Û�«�±  �«�±�å�Â�–  �¢�Ý�î�É�_6õ�M�•�Ú�b*ƒ�Ö�¦8o�� >&P.6-12>'

• ���¡�Û�«�±0¿���b+¬�·�G�Ÿ�� >&P.6-13>'
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'¨  6 'v       �«�–�µ�³�b�¡�Û�«�±�ì
�«�–�µ�³  �¡�Û�«�±�b�É�Û�å�½�å�¢
�ì�•  IP �”�»�Þ�«

�¡�Û�«�±  �«�±�å�Â�–  �¢�Ý�î�É�_�c�
�M�–�b�ì�•  IP �”�»�Þ�«�
�¢�Ý�î�É$��•�
�¢�Ý�î�É�¡�†�m�~�\�Z�•
�²0[�@�6�~�r�M���G�b�_���c�
"I���b  VLAN �r�S�c�”�¡�¸�•�È  �¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�b�Ý�î
�¸�µ�»  �Ï�î�º�[0¿���K�r�M���”�¡�¸�•�È  �¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�c�
�ì�•  IP �”�»�Þ�«���Z�b�º�Û
�Ç�•�µ�¡�†�w�™�K�r�M���¡�Û�«�±�†'ö#.�M�•�_�c�
�¥�Ð�å�»�«�–�µ�³�b  IP �”�»�Þ�«�?�}�[�c�^�C�
�ì
�•  IP �”�»�Þ�«�?�}�”�¡�¸�•�È  �¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�_�”�¡�­�«�M�•�²0[�@�6�~�r�M�� >&�”�¡�¸�•
�È �¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�b  IP �”�»�Þ�«�@�¡�Û�«�±  �«�±�å�Â�–  �¢�Ý�î�É�b�ì�•  IP �”�»�Þ�«�\$�
�^�•���œ>' ��

�”�¡�¸�•�È  �¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�_7€���@$Î#Õ�M�•�\�
�«�±�å�Â�–  �¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³
�@�ì�•  IP �”�»�Þ�«�†�Q#Ý�K�Z�
�”�¡�¸�•�È  �¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�_�^�~�r�M���¡�Û�«�±  �«�±�å
�Â�–  �¢�Ý�î�É�b�Ã�µ�©�È  �«�–�µ�³�c�
�Q�€�R�€�m�~�\�Z�}�€�S�É�Û�–�œ�Ü�¸�•�†�š3Q�K�
�‚�K�8�«�±
�å�Â�–  �¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�†4E���K�r�M���Q�b�‹�
�É�Û�–�œ�Ü�¸�•�b�M$�9×�8�Ã�µ�©�È  �«�±�å
�Â�–  �«�–�µ�³�@�«�±�å�Â�–  �¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�_�^�~�r�M���S�G�”�¡�¸�•�È  �¡�Û�«�±  �¥�Ð�å
�»  �«�–�µ�³�T�W�S�«�–�µ�³�@
Ì�g�”�¡�¸�•�È�_�^�•�\�
�”�¡�¸�•�È  �¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�b�z�m
�†
Ì6ä�K�r�M���Q�b�S�u�
#'�~�”�¡�¸�•�È  �¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�†�¸�\�K�Z�8�•�«�–�µ�³�c
Ì�g
�«�±�å�Â�–  �¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�_�^�~�r�M���«�–�µ�³  �¡�Û�«�±�b  IP �”�»�Þ�«�b0ò(ý�_�X�8�Z
�c�
 �� IP �”�»�Þ�«�� >&P.6-14>' �†�g!·�K�Z�C�T�I�8��

�¡�Û�«�±  �«�±�å�Â�–  �¢�Ý�î�É�_6õ�M�•�Ú�b*ƒ�Ö�¦8o

���b0[�ó�v 6�S�M�²0[�@�6�~�r�M��

• �«�±�å�Â�–  �¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�c�
 �¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�\� �±�–�É�b�«�–�µ�³�[�^
�E�€�d�^�~�r�O�‡���S�\�<�d�
�¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�@  IE 3000 �«�–�µ�³�b���œ�c�
�«�±�å
�Â�–  �¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�v  IE 3000 �«�–�µ�³�_�M�•�²0[�@�6�~�r�M�� �«�±�å�Â�–  �¡�Û�«�±  
�¥�Ð�å�»  �«�–�µ�³�b0[�ó�_�X�8�Z�c�
�Ú�b�¡�Û�«�±�P�Â�«�–�µ�³�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �ž�–
�»�†�g!·�K�Z�C�T�I�8��

�«�–�µ�³  �¡�Û�«�±�_  IE 3000 �«�–�µ�³�@  1 �Ž�µ�r�€�•���œ�c�
�Q�€�†�¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³
�_�K�Z�C�T�I�8��

• �¡�Û�«�±�H�\�_�
 1 �X�b�¡�Û�«�±  �«�±�å�Â�–  �¢�Ý�î�É�b�s�m�~�\�Z�•�G�\�@�[�A�r�M���Ý�î�±
Õ
6×�«�±�å�Â�–  �¢�Ý�î�É�c0
�X�8�B�[�A�r�M��

1 �X�b  HSRP �¢�Ý�î�É�†�¡�Û�«�±  �«�±�å�Â�–  �¢�Ý�î�É�\�Ý�î�±
Õ6×�S�B�¢�Ý�î�É�b�g�‰�_�M�•�G
�\�@�[�A�r�M���S�T�K�
�Ý�î�±
Õ6×�S�B�¢�Ý�î�É�@�¡�Û�«�±  �«�±�å�Â�–  �¢�Ý�î�É�_�^�W�S���œ�

�Q�b�¢�Ý�î�É�V�[�b�Ý�î�±
Õ6×�S�B�c�¹�•�­�î�È�Ý�_�^�~�r�M�� CLI �†�Q#Ý�M�€�d�

Õ6×�S�B�†
Ì
�g�–�¿�î�È�Ý�_�M�•�G�\�@�[�A�r�M�� HSRP �>�|�g�Ý�î�±
Õ6×�S�B�b0ò(ý�_�X�8�Z�c�
 '¨ 46 'v

�� HSRP �>�|�g  VRRP �b0¿���� �†�g!·�K�Z�C�T�I�8��

• �M�m�Z�b�«�±�å�Â�–�¢�Ý�î�É  �Ó�å�Â�c�Q�b�¡�Û�«�±�b�Ó�å�Â�[�6�•�²0[�@�6�~�r�M��

>&�@>' �«�±�å�Â�–  �¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�\�K�Z�m�~�\�Z�•�G�\�@�[�A�•�«�–�µ�³�X�_�D7H�c
�6�~�r�O�‡���S�T�K�
�¡�Û�«�±�b�«�–�µ�³�b)r�X>&�”�¡�¸�•�È  �¡�Û�«�±  �¥�Ð�å�»  �«�–�µ
�³�
�«�±�å�Â�–  �¢�Ý�î�É  �Ó�å�Â�
�>�|�g�¡�Û�«�±  �Ó�å�Â  �«�–�µ�³�†�µ�t>'�c  16 �è
Æ�_�M
�•�²0[�@�6�~�r�M��

• �›�«�±�å�Â�–�¢�Ý�î�É�b�Ó�å�Â>& �W 6-7 �†�g!·>'�c�
� �L  VLAN �†�Ó�K�Z�¡�Û�«�±  �¥�Ð�å�»  �«
�–�µ�³�_�K)F�I�€�Z�8�•�²0[�@�6�~�r�M���G�b�[�b�¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�\�«�±�å�Â�–  �¡�Û
�«�±  �¥�Ð�å�»  �«�–�µ�³�_�c  Catalyst 2970�
 Catalyst 3550�
 Catalyst 3560�
�r�S�c  Catalyst 3750 
�@0ñ�\�K�r�M���›�«�±�å�Â�–�¢�Ý�î�É�b�Ó�å�Â�v�
�«�–�µ�³  �¡�Û�«�±�\� �L  VLAN �†�q�*  1 �X�c
�Ó�~�I�O�Z�

Õ6×�ö�†�â�S�O�^�@�}%&�«�K)F�M�•�²0[�@�6�~�r�M��
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'¨  6 'v       �«�–�µ�³�b�¡�Û�«�±�ì
�«�–�µ�³  �¡�Û�«�±�b�É�Û�å�½�å�¢
Catalyst 1900�
 Catalyst 2820�
 Catalyst 2900 XL�
 Catalyst 2950�
 Catalyst 3500 XL �¡�Û�«�±  �Ó
�å�Â  �«�–�µ�³�c�
 �Q�€�R�€�b'ö#.  VLAN �†�Ó�K�Z�¡�Û�«�±  �«�±�å�Â�–  �¢�Ý�î�É�_�K)F�M�•�²0[�@
�6�~�r�M���«�–�µ�³  �¡�Û�«�±�b  VLAN �b0ò(ý�_�X�8�Z�c�
���b�›8o�†�g!·�K�Z�C�T�I�8��

– ��$��^�•  VLAN �?�}�b�è���� >&P.6-7>'

– ��$��^�•'ö#.  VLAN �?�}�b�è���� >&P.6-8>'

�W 6-7 �«�±�å�Â�–�¢�Ý�î�É  �Ó�å�Â�\�¡�Û�«�±  �Ó�å�Â6ë�b  VLAN �K)F  

�¡�Û�«�±0¿���b+¬�·�G�Ÿ

�”�¡�¸�•�È  �¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�c�
�¡�Û�«�±0¿���_���†�«�±�å�Â�–  �¡�Û�«�±  �¥�Ð�å�»  �«�–�µ
�³�_)E)F$×�_3æ�™�K�r�M>&�¹�Â�–�«0¿���_���c3æ�™�K�r�O�‡>' ���”�¡�¸�•�È  �¡�Û�«�±  �¥�Ð�å�»  �«�–�µ
�³�_7€���@$Î#Õ�K�S���œ�c�
�G�b�_���†�v�\�_�
�«�±�å�Â�–  �¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�@�6�Ù�_�¡�Û
�«�±�†�,�A)E�B�r�M��

+¬�·�è���_�c���b�|�:�^�D7H�@�6�~�r�M��

• �G�b�D7H�c�
 Catalyst 2950�
 Catalyst 3550�
 Catalyst 3560�
 Catalyst 3750 �b�¥�Ð�å�»  �«�–�µ�³�>
�|�g�«�±�å�Â�–  �¡�Û�«�±  �«�–�µ�³�†�µ�t�¡�Û�«�±�b�s�_0ñ�\�K�r�M���”�¡�¸�•�È  �¡�Û�«�±  �¥�Ð�å
�»  �«�–�µ�³�>�|�g�«�±�å�Â�–  �¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�@ � �ì�_ �¹�•�­�î�È�Ý�_�^�W�S���œ�

�Ã�µ�©�È  �¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�b�p�[�É�Û�–�œ�Ü�¸�•�@�M$�9×�8�v�b�@�”�¡�¸�•�È  �¡�Û�«�±  
�¥�Ð�å�»  �«�–�µ�³�_�^�~�r�M���S�T�K�
�S�G�Ã�µ�©�È  �«�±�å�Â�–  �¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�T�W
�S�S�u�
�è�S�b�¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�c�¡�Û�«�±0¿���_���† 3æ�™�K�Z�8�r�O�‡ ���”�¡�¸�•�È  
�¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�c�
 �«�±�å�Â�–  �¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�_�¡�Û�«�±0¿���_���b�s3æ
�™�K�r�M���Q�b�S�u�
�¡�Û�«�±�†
Ì0¿���M�•�²0[�@�6�~�r�M��

• �¡�Û�«�±  �«�±�å�Â�–  �¢�Ý�î�É�_0
�X�b�«�–�µ�³�†�â�X�”�¡�¸�•�È  �¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�_7€
���@$Î#Õ�K�S���œ�
�‚�K�8�¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�c�
�8�?�^�•  Catalyst 1900�

Catalyst 2820�
�>�|�g  Catalyst 2916M XL �b�¡�Û�«�±  �Ó�å�Â  �«�–�µ�³�v�è���K�r�O�‡���G�€�}�b
�¡�Û�«�±  �Ó�å�Â  �«�–�µ�³�†�¡�Û�«�±�_�v�:�M�Ø3ã�•�M�•�²0[�@�6�~�r�M��

• �”�¡�¸�•�È  �¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�_7€���@$Î#Õ�K�Z�²�˜�å�K�S�‹�

Ì�g�”�¡�¸�•�È�_�^�W�S
���œ�
�Q�b�«�–�µ�³�c�8�?�^�•  Catalyst 1900�
 Catalyst 2820�
�>�|�g  Catalyst 2916M XL �¡�Û�«
�±  �Ó�å�Â  �«�–�µ�³�v�è���K�r�O�‡���G�€�}�b�¡�Û�«�±  �Ó�å�Â  �«�–�µ�³�†�¡�Û�«�±�_�v�:�M�Ø3ã�•
�M�•�²0[�@�6�~�r�M��

10
13

26

%¤!�
VLAN 16

�,�2�f�C��
�&�Q�f�<  �:�C���,

VLAN 16VLAN 9

VLAN 9

�&�Q�f�<
�:�C���,

�D�6�*�I
�&�Q�f�<  �:�C���,

�T�f�C�o  �:�C���,

%¤!�
VLAN 9

VLAN 9�” 16 VLAN 9�” 16

%¤!�
VLAN 16
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'¨  6 'v       �«�–�µ�³�b�¡�Û�«�±�ì
�«�–�µ�³  �¡�Û�«�±�b�É�Û�å�½�å�¢
�è�S�”�¡�¸�•�È  �¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�T�W�S�«�–�µ�³�@
Ì�g�”�¡�¸�•�È�_�^�W�S���œ�
�Q�b�«
�–�µ�³�c�q�‚�b�¡�Û�«�±0¿���b�¥�Æ�î>&�²�˜�å�p�_3ã�•�I�€�S�Ó�å�Â�†�µ�t>'�†�”�¡�¸�•�È  �¡�Û�«�±  
�¥�Ð�å�»  �«�–�µ�³�?�}�w�™�K�r�M���”�¡�¸�•�È  �¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�c�
�¡�Û�«�±  �«�±�å�Â�–  
�¢�Ý�î�É�_�¡�Û�«�±0¿���b�¥�Æ�î�†3æ�™�K�r�M��

IP �”�»�Þ�«

IP �_���†�¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�_�m�~�\�Z�•�²0[�@�6�~�r�M���¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�_�c
0
�X�b  IP �”�»�Þ�«�†�m�~�\�Z�•�G�\�@�[�A�r�M���¡�Û�«�±�_�c�
�G�€�}�b�¥�Ð�å�»�«�–�µ�³�b  IP �”�»
�Þ�«�†�Ó�K�Z�”�¡�­�«�[�A�r�M���¡�Û�«�±  �«�±�å�Â�–  �¢�Ý�î�É�†0¿���M�•���œ�
�”�¡�¸�•�È  �¡�Û�«�±  
�¥�Ð�å�»  �«�–�µ�³�?�}�«�±�å�Â�–�¢�Ý�î�É�b�ì�•  IP �”�»�Þ�«�†�Q#Ý�K�Z�
�¡�Û�«�±�†'ö#.�M�•�²0[�@
�6�~�r�M���ì�•  IP �”�»�Þ�«�†�Q#Ý�M�•�\�
�”�¡�¸�•�È  �¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�_7€���@$Î#Õ�K�Z
�«�±�å�Â�–  �¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�@�”�¡�¸�•�È  �¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�_�^�W�S���œ�[�v�

�¡�Û�«�±�l�b�K)F�†&��–�[�A�r�M��

�”�¡�¸�•�È  �¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�_7€���@$Î#Õ�K�Z�«�±�å�Â�–  �¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�@�Q
�b�z�m�†�,�A)E�8�T���œ�
�¡�Û�«�±�b�”�¡�­�«�_�c�
�«�±�å�Â�–�¢�Ý�î�É�b�ì�•  IP �”�»�Þ�«�v�
�‚�K
�8�”�¡�¸�•�È  �¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�[�Q�<�•  IP �”�»�Þ�«�v�Q#Ý�[�A�r�M��

�²8r�[�c�6�~�r�O�‡�@�
 IP �”�»�Þ�«�c�¡�Û�«�±�P�Â�b�«�–�µ�³�_�v�m�~�\�Z�•�G�\�@�[�A�r�M���¡�Û
�«�±  �Ó�å�Â  �«�–�µ�³�c�
�¥�Ð�å�»�«�–�µ�³�b  IP �”�»�Þ�«�†�Q#Ý�K�Z�Ú�b�¡�Û�«�±  �Ó�å�Â  �«�–�µ�³�\
3û�™�K�r�M�� IP �”�»�Þ�«�@�m�~�\�Z�}�€�Z�8�^�8�¡�Û�«�±  �Ó�å�Â  �«�–�µ�³�@�Q�b�¡�Û�«�±�†7³�€�•��
�œ�
�«�±�å�»�”�ß�å  �«�–�µ�³�\�K�Z'ö#.�M�•  IP �”�»�Þ�«�†�m�~�\�Z�•�²0[�@�6�~�r�M��

IP �”�»�Þ�«�b0ò(ý�_�X�8�Z�c�
 '¨ 4 'v���«�–�µ�³�b  IP �”�»�Þ�«�>�|�g�¹�Ç�›�Ý�º  �¤�î�º�˜�™�–�b�m�~
�\�Z�� �†�g!·�K�Z�C�T�I�8��

�Í�«�º�¡

�¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�\�P1ß�b�¡�Û�«�±  �Ó�å�Â�_�c�Í�«�º�¡�†�m�~�\�Z�•�²0[�c�6�~�r�O�‡���S
�T�K�
�¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�_�m�~�\�Z�}�€�S�Í�«�º�¡�c�
�«�–�µ�³  �¡�Û�«�±�†1‘�9�M�•�b�_�z
'g�U�r�M���«�–�µ�³�b�¹�Ç�›�Ý�º�b�Í�«�º�¡�c  Switch �[�M��

�¡�Û�«�±�_�•
°�M�•�«�–�µ�³�_�Í�«�º�¡�@�^�8���œ�
�¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�c�M�–�b�Ó�å�Â$��•
�†+¬3��b�Í�«�º�¡�_3ã�•�K�
�Q�b�«�–�µ�³�_�m�~�\�Z�r�M���G�b��#.�c�¡�Û�«�±�_�•
°�M�•�«�–�µ�³�H
�\�_8p$��_/œ�ƒ�€�r�M���G�G�[�8�:$��•�\�c�
�«�–�µ�³�@�¡�Û�«�±�_3ã�•�I�€�S8p$��†�æ�K�r�M���S�\
�<�d�
 eng-cluster �\�8�:�¡�S�b�¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�_�c�
 5 $��u�b�¡�Û�«�±  �Ó�å�Â�\�K�Z  
eng-cluster-5 �\�8�:�¡�S�@�m�~�\�Z�}�€�r�M��

�«�–�µ�³�_�Í�«�º�¡�@�6�•���œ�
�¡�Û�«�±�l�b�•
°�ì�v�¡�Û�«�±�?�}�b+:3å�ì�v�Q�b�¡�S�@�Q#Ý�I�€�r
�M��

�¡�Û�«�±+:3å�ì�
�r�S�c�‚�K�8�¡�Û�«�±�l�b�•
°�ì�_�Q�b�Ó�å�Â$��•>& 5 �^�]>'�†&��–�M�•�S�u�
�¡�Û
�«�±  �¥�Ð�å�»  �«�–�µ�³�?�}�«�–�µ�³�_�Í�«�º�¡�†3æ�™�K�S���œ�
�Q�€�†�w�™�K�S�«�–�µ�³�c�
�‚�K�8
�¡�Û�«�±�b�¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�b�Í�«�º�¡>& mkg-cluster-5 �^�]>'�[�‚�8�Í�«�º�¡

>&eng-cluster-5 �^�]>'�†�V�i�A�K�r�M���‚�K�8�¡�Û�«�±�[�c�«�–�µ�³�b�Ó�å�Â$��•�†�š�f�M�•���œ>& 3 
�^�]>' �
�«�–�µ�³�c�S�G�b�¡�S>& eng-cluster-5>'�†�M�<�r�M��
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'¨  6 'v       �«�–�µ�³�b�¡�Û�«�±�ì
�«�–�µ�³  �¡�Û�«�±�b�É�Û�å�½�å�¢
�Ã�«�á�î�»

�¡�Û�«�±�b�Ó�å�Â�_�^�•�«�–�µ�³�_�c�Ã�«�á�î�»�†�m�~�\�Z�•�²0[�c�6�~�r�O�‡���«�–�µ�³�c�¥�Ð�å�»
�«�–�µ�³�b�Ã�«�á�î�»�†)E�Ž�K�Z�¡�Û�«�±�_�•
°�K�
+:3å�M�•�\�A�v�Q�b�_���†�–�w�K�S�r�r7³�€�r
�M���¥�Ð�å�»�«�–�µ�³�b�Ã�«�á�î�»�@0¿���I�€�Z�8�^�8���œ�
�¡�Û�«�±  �Ó�å�Â  �«�–�µ�³�c�¾�Ý  �Ã�«
�á�î�»�†�æ�ƒ�~�_)E�Ž�K�r�M���¡�Û�«�±  �Ó�å�Â  �«�–�µ�³�@)E�Ž�M�•�b�c�¥�Ð�å�»�«�–�µ�³�b�Ã�«�á�î
�»�b�s�[�M��

�¥�Ð�å�»�«�–�µ�³�b�Ã�«�á�î�»�\$��^�•�Ó�å�Â�«�–�µ�³�b�Ã�«�á�î�»�†�æ���K�Z�Q�b0¿���†�–�Ñ�K�Z�K
�r�:�\�
�¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�?�}�Q�b�«�–�µ�³�†'ö#.�[�A�^�C�^�~�r�M���G�b"g�Â�c�Ó�å�Â�«
�–�µ�³�b�Ã�«�á�î�»�†�¥�Ð�å�»�«�–�µ�³�b�Ã�«�á�î�»�_�`�M�r�[)F�A�r�M���Ó�å�Â�«�–�µ�³�†
Ì2s�·�K
�Z�v�
�Ã�«�á�î�»�c
–�b�¥�Ð�å�»�«�–�µ�³  �Ã�«�á�î�»�_�c�`�~�r�O�‡���«�–�µ�³�†�¡�Û�«�±�_�•
°�I
�O�S�‹�c�
�Ó�å�Â�«�–�µ�³  �Ã�«�á�î�»�†�š�f�K�^�8�G�\�†�N�á�K�r�M��

�Ã�«�á�î�»�b0ò(ý�_�X�8�Z�c�
 ���«�–�µ�³�l�b�Y�G�”�¡�­�«�b75�F�� >&P.11-1>' �†�g!·�K�Z�C�T�I�8��

Catalyst 1900 �>�|�g  Catalyst 2820 �«�–�µ�³�[�w�b�Ã�«�á�î�»�b*ƒ�Ö�¦8o�_�X�8�Z�c�
�G�€�}�b�«�–�µ
�³�b�–�å�«�º�Þ�î�©�Ù�å  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �ž�–�»�†�g!·�K�Z�C�T�I�8��

SNMP �¥�Ñ�×�½�¸�•  �«�º�Ü�å�¢

�¡�Û�«�±  �Ó�å�Â  �«�–�µ�³�c�
���b�|�:�_�¥�Ð�å�»�«�–�µ�³�b  Read-Only>&RO>'�\  Read-Write>&RW>'
�b�‹�•�_  @esN �†3ã�•�K�S�g�[�¥�Ñ�×�½�¸�•  �«�º�Ü�å�¢�†)E�Ž�K�r�M��

• command-switch-readonly-community-string@esN>8N �_�c�Ó�å�Â�«�–�µ�³�b$��•�@
°�~�r�M��

• command-switch-readwrite-community-string@esN>8N �_�c�Ó�å�Â�«�–�µ�³�b$��•�@
°�~�r�M��

�¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�_0
�X�b  Read-Only �r�S�c  Read-Write �¥�Ñ�×�½�¸�•  �«�º�Ü�å�¢�@�6�•��
�œ�
�¡�Û�«�±  �Ó�å�Â  �«�–�µ�³�_�c�q�6�b  Read-Only �r�S�c  Read-Write �«�º�Ü�å�¢�b�s���Û�I�€�r�M��

�«�–�µ�³�b�¥�Ñ�×�½�¸�•  �«�º�Ü�å�¢�X�\�Q�b6×�I�_�c�D7H�@�6�~�r�O�‡�� SNMP �>�|�g�¥�Ñ�×�½�¸�•  
�«�º�Ü�å�¢�b0ò(ý�_�X�8�Z�c�
 '¨ 36 'v�� SNMP �b0¿���� �†�g!·�K�Z�C�T�I�8��

Catalyst 1900 �>�|�g  Catalyst 2820 �«�–�µ�³�[�w�b  SNMP �b*ƒ�Ö�¦8o�_�X�8�Z�c�
�G�€�}�b�«�–�µ�³
�b�–�å�«�º�Þ�î�©�Ù�å  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �ž�–�»�†�g!·�K�Z�C�T�I�8��

TACACS+ �>�|�g  RADIUS
Terminal Access Controller Access Control System Plus>&TACACS+>'�†�¡�Û�«�±  �Ó�å�Â�_0¿���M�•��
�œ�
�M�m�Z�b�¡�Û�«�±  �Ó�å�Â�_0¿���M�•�²0[�@�6�~�r�M��� �]�_�
 RADIUS �†�¡�Û�«�±  �Ó�å�Â�_0¿��
�M�•���œ�
�M�m�Z�b�¡�Û�«�±  �Ó�å�Â�_0¿���M�•�²0[�@�6�~�r�M���r�S�
 TACACS+ �†0¿���K�S�Ó�å�Â
�\  RADIUS �†0¿���K�S�Ú�b�Ó�å�Â�†� �L�«�–�µ�³  �¡�Û�«�±�_�c3ã�•�[�A�r�O�‡��

TACACS+ �b0ò(ý�_�X�8�Z�c�
 �� TACACS+ �_�|�•�«�–�µ�³  �”�¡�­�«�b�D�š�� >&P.11-11>' �†�g!·�K�Z�C
�T�I�8�� RADIUS �b0ò(ý�_�X�8�Z�c�
 �� RADIUS �_�|�•�«�–�µ�³  �”�¡�­�«�b�D�š�� >&P.11-19>' �†�g!·
�K�Z�C�T�I�8��
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'¨  6 'v       �«�–�µ�³�b�¡�Û�«�±�ì
CLI �_�|�•�«�–�µ�³  �¡�Û�«�±�b'ö#.
LRE �É�ß�Ç�“�–�Ý

�«�–�µ�³  �¡�Û�«�±�_�
�¶�Ç�b�É�ß�Ç�“�–�Ý�\
¶6ä�É�ß�Ç�“�–�Ý�b�g�‰�†�Q#Ý�K�S  Long-Reach Ethernet
>&LRE>'�«�–�µ�³�@�6�•���œ�
0¿���b'‡�œ�@$Î#Õ�K�r�M���¡�Û�«�±�b  1 �X�b  LRE �«�–�µ�³�_
¶6ä�É�ß
�Ç�“�–�Ý�@�m�~�\�Z�}�€�Z�8�•���œ�
�¡�Û�«�±
Æ�b�M�m�Z�b  LRE �«�–�µ�³�_�v� �L�É�ß�Ç�“�–�Ý�†�m
�~�\�Z�•�²0[�@�6�~�r�M�� LRE �«�–�µ�³�†�¡�Û�«�±�_3ã�•�M�•�S�_�
�¡�Û�«�±
Æ�b�Ú�b  LRE �«�–�µ�³
�@� �L
¶6ä�É�ß�Ç�“�–�Ý�†�Q#Ý�K�Z�8�•�?�]�:�?�†&�1��K�Z�C�T�I�8��

�¡�Û�«�±
Æ�_$��^�•�¶�Ç�É�ß�Ç�“�–�Ý�†�Q#Ý�K�Z�8�•  LRE �«�–�µ�³�†�ã�~�I�O�•�G�\�c�[�A�r�M��

CLI �_�|�•�«�–�µ�³  �¡�Û�«�±�b'ö#.
�¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�_�ß�¢�–�å�M�•�G�\�_�|�~�
 CLI �?�}�¡�Û�«�±  �Ó�å�Â  �«�–�µ�³�†0¿���[�A
�r�M�� rcommand �Ø�î�¨  EXEC �¥�Ð�å�»�>�|�g�¡�Û�«�±  �Ó�å�Â  �«�–�µ�³$��•�†
°�Š�K�Z�
 >&�¥�å�¯�î
�Ý�r�S�c  Telnet �K)F�†)�#ä�K�Z>' Telnet �­�µ�©�Ù�å�†6ä���K�
�¡�Û�«�±  �Ó�å�Â  �«�–�µ�³�b  CLI �_�”�¡
�­�«�K�r�M���¥�Ð�å�»  �Ô�î�»�@�š�f�I�€�
3û�–�]�>�~�_  Cisco IOS �¥�Ð�å�»�†�Q#Ý�[�A�•�|�:�_�^�~
�r�M���¡�Û�«�±  �Ó�å�Â  �«�–�µ�³�[  exit "I�’  EXEC �¥�Ð�å�»�†
°�Š�M�•�\�
�¥�Ð�å�»  �«�–�µ�³�b  CLI 
�_�`�~�r�M��

���_�
�¥�Ð�å�»  �«�–�µ�³�b  CLI �?�}�Ó�å�Â  �«�–�µ�³  3 �_�ß�¢�–�å�M�•�[�†&g�K�r�M��

switch#  rcommand 3

�Ó�å�Â  �«�–�µ�³$��•�@�Y�Â�b���œ�c�
�¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�[  show cluster members "I�’  
EXEC �¥�Ð�å�»�†
°�Š�K�r�M�� rcommand �¥�Ð�å�»�>�|�g�Ú�b�M�m�Z�b�¡�Û�«�±  �¥�Ð�å�»�_�X�8�Z�b
0ò(ý�c�
�«�–�µ�³  �¥�Ð�å�»  �Ü�Ç�“�Þ�å�«�†�g!·�K�Z�C�T�I�8��

Telnet �­�µ�©�Ù�å�c�
�¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�\� �L�’7H�Þ�Ë�Ý�[�Ó�å�Â  �«�–�µ�³�b  CLI �_�”�¡�­
�«�K�r�M���Q�b�‹�
 Cisco IOS �¥�Ð�å�»�†3û�–�]�>�~�_�Q#Ý�[�A�r�M���«�–�µ�³�b  Telnet �­�µ�©�Ù�å�b
0¿���m8p�_�X�8�Z�c�
 ���Ã�«�á�î�»�G�Ÿ�b�¹�•�­�î�È�Ý�ì�� >&P.11-5>' �†�g!·�K�Z�C�T�I�8��

Catalyst1900 �>�|�g  Catalyst2820 �b  CLI �_6õ�M�•*ƒ�Ö�¦8o

�«�–�µ�³  �¡�Û�«�±�_  Standard Edition �¯�Ç�º�˜�™�”�@'�
>�K�Z�8�•  Catalyst 1900 �>�|�g  Catalyst 2820 
�«�–�µ�³�@�6�•���œ�
�¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�b�’7H�Þ�Ë�Ý�@  15 �[�6�€�d�
 Telnet �­�µ�©�Ù�å�c'ö
#.�¥�å�¯�î�Ý>&�Ó�½�×�î�‰�'�–�å�±�î�Ç�™�–�«>'�_�”�¡�­�«�K�r�M���¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�b�’
7H�Þ�Ë�Ý�@ 1 >|  14 �[�6�€�d�
�Ã�«�á�î�»�b
°�Š�†0[�Ó�M�•�É�ß�å�É�º�@/²&g�I�€�

°�Š�‹�_�Ó�½�×�î  
�¥�å�¯�î�Ý�_�”�¡�­�«�[�A�r�M��

�¥�Ð�å�»  �«�–�µ�³�b�’7H�Þ�Ë�Ý�\�
 Catalyst 1900 �>�|�g  Catalyst 2820 �¡�Û�«�±  �Ó�å�Â  �«�–�µ�³
>&Standard �>�|�g  Enterprise Edition �¯�Ç�º�˜�™�”�@'�
>>'�\�b�P�Â6õ�€�c�
���b�\�>�~�[�M��

• �¥�Ð�å�»  �«�–�µ�³�b�’7H�Þ�Ë�Ý�@  1 >|  14 �b���œ�
�¡�Û�«�±  �Ó�å�Â  �«�–�µ�³�l�b�”�¡�­�«�c�’7H
�Þ�Ë�Ý  1 �[/œ�ƒ�€�r�M��

• �¥�Ð�å�»  �«�–�µ�³�b�’7H�Þ�Ë�Ý�@  15 �b���œ�
�¡�Û�«�±  �Ó�å�Â  �«�–�µ�³�l�b�”�¡�­�«�c�’7H�Þ�Ë
�Ý 15 �[/œ�ƒ�€�r�M��

>&�@>' Catalyst 1900 �>�|�g  Catalyst 2820 �b  CLI �c�
 Enterprise Edition �¯�Ç�º�˜�™�”�@'�
>�K�Z�8�•
�«�–�µ�³�_7H�W�Z�Q#Ý�[�A�r�M��

Catalyst 1900 �>�|�g  Catalyst 2820 �«�–�µ�³�b0ò(ý�_�X�8�Z�c�
�G�€�}�b�«�–�µ�³�b�–�å�«�º�Þ�î�©�Ù
�å  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �ž�–�»�†�g!·�K�Z�C�T�I�8��
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'¨  6 'v       �«�–�µ�³�b�¡�Û�«�±�ì
SNMP �_�|�•�«�–�µ�³  �¡�Û�«�±�b'ö#.
SNMP �_�|�•�«�–�µ�³  �¡�Û�«�±�b'ö#.
�«�–�µ�³�b�q�6�b2s�·�ì�_�­�µ�º�”�µ�É  �É�ß�¢�Û�Ò�†�Q#Ý�K�Z  IP �_���†
°�Š�K�
�f&g�I�€�S�¥�å�Ç�•
� �×�Þ�î�©�Ù�å�†�G#Ý�K�S���œ�
 SNMP �c�–�¿�î�È�Ý�_0¿���I�€�Z�8�r�M���­�µ�º�”�µ�É  �É�ß�¢�Û�Ò
�†�Q#Ý�K�Z IP �_���†
°�Š�K�Z�8�^�8���œ�c�
 SNMP �c�–�¿�î�È�Ý�[�c�6�~�r�O�‡���Q�b���œ�c�


�� SNMP �b0¿���� >&P.36-6>' �b1��Â�_�‘�W�Z�
 SNMP �†�–�¿�î�È�Ý�_0¿���K�r�M�� Catalyst 1900 �>�|�g  
Catalyst 2820 �«�–�µ�³�[�c�
 SNMP �c�¹�Ç�›�Ý�º�[�–�¿�î�È�Ý�_0¿���I�€�Z�8�r�M��

�¡�Û�«�±�†�8�B�M�•�\�
�¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�@�¡�Û�«�±  �Ó�å�Â  �«�–�µ�³�\  SNMP �”�É�Ü�£�î
�©�Ù�å6ë�b�Ó�µ�­�î�ª�º�n�†'ö#.�K�r�M���¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�V�b�¡�Û�«�±  �¯�Ç�º�˜�™�”�c�

�¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�V�[�q�6�_0¿���I�€�S  Read-Write �>�|�g  Read-Only �¥�Ñ�×�½�¸�•  �«�º�Ü
�å�¢�_�¡�Û�«�±  �Ó�å�Â  �«�–�µ�³$��•>& @esN�
 N �c�«�–�µ�³$��•>'�†3ã�•�K�
�G�€�}�b�«�º�Ü�å�¢�†�¡
�Û�«�±  �Ó�å�Â  �«�–�µ�³�_3æ�™�K�r�M���¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�c�
�G�b�¥�Ñ�×�½�¸�•  �«�º�Ü�å�¢
�†�Q#Ý�K�Z�
 SNMP 'ö#.�«�¸�î�©�Ù�å�\�¡�Û�«�±  �Ó�å�Â  �«�–�µ�³6ë�[�
 get�
 set�
�>�|�g  get-next 
�Ó�µ�­�î�ª�b3?3æ�†�D�š�K�r�M��

>&�@>' �¡�Û�«�±  �«�±�å�Â�–  �¢�Ý�î�É�†0¿���M�•�\�
�Ø�î�¨�@�¼�Ü�?�^�8�:�U�_�¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�@
�š�f�I�€�•���œ�@�6�~�r�M���¡�Û�«�±�_�¡�Û�«�±  �«�±�å�Â�–  �¢�Ý�î�É�†0¿���K�Z�8�•���œ�c�
�¡�Û�«
�±  �¥�Ð�å�»  �«�–�µ�³�\�b3û�™�_�c�
�q�6�_0¿���I�€�S  Read-Write �>�|�g  Read-Only �¥�Ñ�×�½�¸�•  �«
�º�Ü�å�¢�†�Q#Ý�K�Z�C�T�I�8��

�¡�Û�«�±  �Ó�å�Â  �«�–�µ�³�_  IP �”�»�Þ�«�@�m�~�\�Z�}�€�Z�8�^�8���œ�
 �W 6-8 �_&g�M�|�:�_�
 �¡�Û�«�±  
�¥�Ð�å�»  �«�–�µ�³�c�¡�Û�«�±  �Ó�å�Â  �«�–�µ�³�?�}�b�º�Û�µ�É�†'ö#.�«�¸�î�©�Ù�å�_�Ü�²�–�Þ�¡�º�K�r
�M���¡�Û�«�±  �Ó�å�Â  �«�–�µ�³�_�S#Ý�b  IP �”�»�Þ�«�>�|�g�¥�Ñ�×�½�¸�•  �«�º�Ü�å�¢�@�m�~�\�Z�}�€�Z
�8�•���œ�
�Q�b�¡�Û�«�±  �Ó�å�Â  �«�–�µ�³�c�¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�†)�#ä�O�N�
'ö#.�«�¸�î�©�Ù�å
�_%$�K�º�Û�µ�É�†3æ�™�[�A�r�M��

�¡�Û�«�±  �Ó�å�Â  �«�–�µ�³�_�S#Ý�b  IP �”�»�Þ�«�\�¥�Ñ�×�½�¸�•  �«�º�Ü�å�¢�@�m�~�\�Z�}�€�Z�8�•���œ�

�¡�Û�«�±  �¥�Ð�å�»  �«�–�µ�³�_�|�•�”�¡�­�«�b�Ú�_�
�Q�b  IP �”�»�Þ�«�\�¥�Ñ�×�½�¸�•  �«�º�Ü�å�¢�v�Q
#Ý�[�A�r�M�� SNMP �>�|�g�¥�Ñ�×�½�¸�•  �«�º�Ü�å�¢�b0ò(ý�_�X�8�Z�c�
 '¨ 36 'v�� SNMP �b0¿���� �†
�g!·�K�Z�C�T�I�8��

�W 6-8 SNMP �_�|�•�¡�Û�«�±'ö#.

�;�
\�6

�J

�;�\
�6�

J

�;�\�6�J

�&�Q�f�<  �,���6�4

�;�\�6�J  1�”�;�\�6�J  2�”�;�\�6�J  3

�T�f�C�o  1 �T�f�C�o  2 �T�f�C�o  3

33
02

0

SNMP �Q�@�o�+�V
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SNMP �_�|�•�«�–�µ�³  �¡�Û�«�±�b'ö#.
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C H A P T E R 7

�«�–�µ�³�b'ö#.

�G�b'v�[�c�
 IE 3000 �«�–�µ�³�†'ö#.�M�•�S�u�b  1 �G7H�~�b�m8p�_�X�8�Z1��Â�K�r�M���G�b'v�[1��Â�M
�•
Æ���c�
���b�\�>�~�[�M��

• ���©�«�¸�Ò�¥�ì�b'ö#.�� >&P.7-1>'

• ���©�«�¸�Ò�¡�>�|�g�É�ß�å�É�º�b0¿���� >&P.7-7>'

• ���Â�¼�î�b�8�B�� >&P.7-10>'

• �� MAC �”�»�Þ�«  �¸�î�È�Ý�b'ö#.�� >&P.7-12>'

• �� ARP �¸�î�È�Ý�b'ö#.�� >&P.7-24>'

�©�«�¸�Ò�¥�ì�b'ö#.
Network Time Protocol>&NTP>'�^�]�b+¬�·0¿���‰�'�
�r�S�c�m�·0¿���‰�'�†�Q#Ý�K�Z�
�«�–�µ�³�b�©
�«�¸�Ò�¥�ì�†'ö#.�K�r�M��

>&�@>' �G�b8o�[�Q#Ý�K�Z�8�•�¥�Ð�å�»�b�S�e�\�Q#Ý�‰�2�b0ò(ý�_�X�8�Z�c�
 Cisco.com �Ì�î�ª�b  
[Documentation] > [Cisco IOS Software] > [12.2 Mainline] > [Command References] �_�6�•�� Cisco 
IOS Configuration Fundamentals Command Reference���†�g!·�K�Z�C�T�I�8��

�G�G�[�c�
���b0¿���_�X�8�Z1��Â�K�r�M��

• ���©�«�¸�Ò  �¡�ß�µ�¡�b�+0[�� >&P.7-1>'

• �� NTP �b�+0[�� >&P.7-2>'

• �� NTP �Â�î�ª�Ù�å  4��>&P.7-3>'

• ���m�·�[�b�¥�ì�b0¿���� >&P.7-4>'

�©�«�¸�Ò  �¡�ß�µ�¡�b�+0[  
�ì�I�§�î�Å�«�b�p�>�\�^�•�b�c�©�«�¸�Ò  �¡�ß�µ�¡�[�M���G�b�¡�ß�µ�¡�c�©�«�¸�Ò�@�«�±�î�º�”�µ�É�K
�S%•6ë�?�}'�
>�K�
�¥�ì�†�–�ì�º�Û�µ�Ÿ�å�¢�K�r�M��

�©�«�¸�Ò  �¡�ß�µ�¡�c�
���b�¯�î�«�_�|�~0¿���[�A�r�M��

• NTP

• �m�·0¿��
7-1
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'¨  7 'v       �«�–�µ�³�b'ö#.
�©�«�¸�Ò�¥�ì�b'ö#.
�©�«�¸�Ò  �¡�ß�µ�¡�c�
���b�§�î�Å�«�_�ì�I�†�f�j�K�r�M��

• �Ø�î�¨�b  show �¥�Ð�å�»

• �ß�¢�>�|�g�¹�Â�µ�¢  �Ó�µ�­�î�ª

�©�«�¸�Ò  �¡�ß�µ�¡�c�
 Universal Time Coordinated>&UTC; � ���a#ú�ì>' >&�9�¡  GMT>&�¢�Ü�½�µ�ª�† =
�ì>' >'�_�ö�Y�8�Z�©�«�¸�Ò
Æ4Š�b�ì�I�†�–�ì�º�Û�µ�Ÿ�å�¢�K�r�M���ß�î�•�Ý�b�±�–�Ò  �°�î�å�>�|�g�Ÿ�ì
6ë�_6õ�M�•�_���†0¿���M�•�G�\�_�|�~�
�ì�I�@�ß�î�•�Ý�b�±�–�Ò  �°�î�å�_�Â�L�Z�G&��_/²&g�I�€�•�|
�:�_�[�A�r�M��

�©�«�¸�Ò  �¡�ß�µ�¡�c�
�ì�I�_ �™8—�ö�@�6�•�?�]�:�?>&�X�r�~�
�™8—�[�A�•�\0b�^�I�€�•�±�–�Ò  �¯�î�«
�_�|�W�Z�ì�I�@0¿���I�€�Z�8�•�?>'�†�–�ì�º�Û�µ�Ÿ�å�¢�K�r�M���™8—�ö�b�^�8���œ�c�
�ì�I�c/²&g% $×
�[�b�s�Q#Ý�I�€�

Ì4Ä�™�I�€�r�O�‡��0¿���b0ò(ý�_�X�8�Z�c�
 ���m�·�[�b�¥�ì�b0¿���� >&P.7-4>' �†�g!·
�K�Z�C�T�I�8��

NTP �b�+0[

NTP �c�
�¿�µ�º�á�î�¡�V�b�¹�Â�–�«6ë�b�ì�I�b� �‡�ì�†% $×�_0¿0£�I�€�Z�8�r�M�� NTP �c  UDP �['�

>�K�
 UDP �c  IP �V�['�
>�K�r�M�� NTP �c  RFC 1305 �_0d���I�€�Z�8�r�M��

NTP �¿�µ�º�á�î�¡�c3û�–�
�Û�ª�œ  �¡�ß�µ�¡�x�±�–�Ò  �§�î�Â�_�K)F�I�€�S�N�Ê�ì0£�^�]�
�™8—�[�A�•�±
�–�Ò  �¯�î�«�?�}�Q�b�ì�I�†�v�“�K�r�M�� NTP �c�¿�µ�º�á�î�¡�_�G�b�ì�I�†4Ä�™�K�r�M�� NTP �c�A�ƒ�u
�Z� "á$×�[�
 1 �(6ë�_  1 �Ã�£�µ�º�†�Q#Ý�M�•�T�E�[�
 2 �Ž�b�¹�Â�–�«�†  1 �Ñ�Ü&Ê�è
Æ�_� �‡�ì�[�A�r�M��

NTP �c�
 �«�º�Û�±�Ò>&7u�™>' �\�8�:�+�Õ�†�Q#Ý�K�Z�
�™8—�[�A�•�±�–�Ò  �¯�î�«�\�¹�Â�–�«�@7³�€�Z�8
�•  NTP �Í�µ�É�†0°3Ù�K�r�M���«�º�Û�±�Ò  1 �±�–�Ò  �§�î�Â�_�c�
�Û�ª�œ  �¡�ß�µ�¡�r�S�c�N�Ê�ì0£�@%$�K
�K)F�I�€�Z�>�~�
�«�º�Û�±�Ò  2 �±�–�Ò  �§�î�Â�c�
 NTP �†�Q#Ý�K�Z�«�º�Û�±�Ò  1 �±�–�Ò  �§�î�Â�?�}�ì�I
�†�v�“�K�r�M>&�è7F�b�«�º�Û�±�Ò�v� �]�[�M>' �� NTP �@'�
>�M�•�¹�Â�–�«�c�
�±�–�Ò  �¯�î�«�\�K�Z�

NTP �†�Q#Ý�K�Z3û�™�M�•�«�º�Û�±�Ò$��•�@�q�`�b�¹�Â�–�«�†+¬�·$×�_4E�¥�K�r�M���G�b�‰�2�_�|�W�Z�

NTP �ì�I4Ä�™�b+¬�·)…�B�º�¶�Ü�î�@� "á$×�_�S(��I�€�r�M��

NTP �[�c�
� �‡�ì�I�€�Z�8�^�8�¹�Â�–�«�\� �‡�ì�K�^�8�G�\�_�|�W�Z�
�ì�I�@�G&��[�^�8�¹�Â�–�«�\
�b� �‡�ì�†75�B�r�M���r�S�
 NTP �[�c�
0
�X�b�¹�Â�–�«�?�}���Ì�I�€�•�ì�I�†�š3Q�K�Z�
�«�º�Û�±�Ò
�b$��•�@�`�I�C�Z�v�
�ì�I�@�Ú�b�¹�Â�–�«�\�±�œ�_$��^�•�¹�Â�–�«�\�c� �‡�ì�K�r�O�‡��

NTP �@'�
>�M�•�¹�Â�–�«6ë�b3û�™>& �”�¯�©�š�î�©�Ù�å >'�c�
3û�–7ü$×�_0¿���I�€�r�M���›�¹�Â�–�«�_
�c�
�”�¯�©�š�î�©�Ù�å�†�8�B�M�m�A�M�m�Z�b�¹�Â�–�«�b  IP �”�»�Þ�«�@�Z�<�}�€�r�M���”�¯�©�š�î�©�Ù
�å�b�Ì�”�\�^�•�¹�Â�–�«6ë�[  NTP �Ó�µ�­�î�ª�†�º�n�M�•�G�\�_�|�W�Z�
�G&��^�ì�I�b)T�â�@�•+��_�^
�~�r�M���S�T�K�
 LAN #”�C�[�c�
�æ�ƒ�~�_  IP �È�ß�î�»�Ÿ�Õ�«�º  �Ó�µ�­�î�ª�†�Q#Ý�M�•�|�:�_  NTP �†
0¿���[�A�r�M���›�¹�Â�–�«�†�
�"�_�È�ß�î�»�Ÿ�Õ�«�º  �Ó�µ�­�î�ª�†3æ�w�™�M�•�|�:�_0¿���M�€�d�|�8
�b�[�
�G�b�æ�p�m�•�_�|�W�Z0¿���b0
7§�I�@)†�ô�I�€�r�M���S�T�K�
�_���b�v�€�c�M�‰�¥�_7H�}�€�r
�M��

�¹�Â�–�«�V�[)T�â�I�€�•�ì�I�c�
5�0[�^�Ü�¯�î�«�[�M�� NTP �b�­�Ÿ�×�Ü�¸�•�µ+��†�Q#Ý�K�Z�
�Y�G&�
�^�ì�I�@1��W�Z�6�•�8�c�–�W$×�_0¿���I�€�•�G�\�†75�F�K�Z�C�T�I�8���”�¡�­�«  �Ü�«�º�†�Q#Ý�K�Z�D
7H�M�•�‰�'�>�|�g�/�•�ì1�0É�Ó�•�½�¬�Ò�b�
 2 '�8®�b�Ó�•�½�¬�Ò�†�Q#Ý�[�A�r�M��

�©�«�¥�b  NTP �[�c�«�º�Û�±�Ò  1 �§�î�Å�«�†�§�Ï�î�º�K�Z�8�^�8�b�[�
�Û�ª�œ  �¡�ß�µ�¡�r�S�c�”�º�Ñ�µ
�¡  �¡�ß�µ�¡�_�K)F�[�A�r�O�‡���¿�µ�º�á�î�¡�b�ì�I�§�î�Å�«�c�
 IP �–�å�±�î�¿�µ�º�V�b�Ã�È�Ü�µ�¡  
NTP �§�î�Â�?�}�v�“�M�•�G�\�†�N�á�K�r�M��
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'¨  7 'v       �«�–�µ�³�b'ö#.
�©�«�¸�Ò�¥�ì�b'ö#.
�W 7-1 �_�
 NTP �†�Q#Ý�M�•�M+á$×�^�¿�µ�º�á�î�¡�[�†&g�K�r�M���«�–�µ�³  A �c�
 NTP �§�î�Â  �Ô�î�»�[
0¿���K�S�«�–�µ�³  B�
 C�
 D �b  NTP �Ð�«�±�î�[�M���«�–�µ�³  B�
 C�
 D �\�«�–�µ�³  A �\�b6ë�_�c�§�î
�Â �”�¯�©�š�î�©�Ù�å�@0¿���I�€�Z�8�r�M���«�–�µ�³  E �c�
�”�µ�É�«�º�Ü�î�Ò  �«�–�µ�³>&�«�–�µ�³  B>'
�>�|�g�²�˜�å�«�º�Ü�î�Ò  �«�–�µ�³>&�«�–�µ�³  F>'�b  NTP �Æ�”�\�K�Z0¿���I�€�Z�8�r�M��

�W 7-1 �M+á$×�  ̂NTP �¿�µ�º�á�î�¡�b�S�B

�¿�µ�º�á�î�¡�@�–�å�±�î�¿�µ�º�?�}�)�~7³�I�€�Z�8�•���œ�
�©�«�¥�b  NTP �_�|�W�Z�
��7•�_�c�
�Ú�b
�‰�2�[�ì�I�†�Û*f�K�Z�8�•�_�v�?�?�ƒ�}�N�
�¹�Â�–�«�@  NTP �†�Q#Ý�K�Z� �‡�ì�K�Z�8�•�|�:�_�·�8�†
0¿���[�A�r�M���Ú�b�¹�Â�–�«�c�
 NTP �_�|�~�G�b�¹�Â�–�«�\� �‡�ì�I�€�r�M��

0
�X�b�±�–�Ò  �¯�î�«�@�6�•���œ�c�
 NTP �c�–�_�
�|�~�™8—�ö�@�6�•�\0b�^�I�€�r�M�� NTP �b�ì�I�c�

�Ú�b�‰�2�_�|�•�ì�I�_
ƒ
›�K�r�M��

+¬&k�b�Í�«�º  �©�«�¸�Ò�_  NTP �¯�Ç�º�˜�™�”�†)��s3¸�‡�[�8�•�Ó�î�•�î�@�X&k�6�~�
�r�S�
 UNIX �©�«
�¸�Ò#Ý�b�Â�î�ª�Ù�å�x�Q�b�t#Õ�¯�Ç�º�˜�™�”�v�M+á�_
°�m�[�A�r�M���G�b�¯�Ç�º�˜�™�”�_�|�W�Z�
�Í�«
�º  �©�«�¸�Ò�v�ì6ë�@� �‡�ì�I�€�r�M��

NTP �Â�î�ª�Ù�å  4
NTP �Â�î�ª�Ù�å  4 �@�
�«�–�µ�³�_��/æ�I�€�Z�8�r�M�� NTPv4 �c  NTP �Â�î�ª�Ù�å  3 �b�Ñ�G"'�[�M��
NTPv4 �c  IPv4 �\  IPv6 �b�g�‰�†�§�Ï�î�º�K�
 NTPv3 �\�b�W�)�«�n�ö�@�6�~�r�M��

NTPv4 �c���b�«�n�ö�†�f�j�K�r�M��

• IPv6 �b�§�Ï�î�º��

�,���6�4  F

�,���6�4  A

�b �o�"�,�9�o�*�Z�f

�b �o�"�,�9�o�*�Z�f

�`�o���^
�b �o�"�#�^�o�J

�(�o�C

10
13

49

�,���6�4  B

�,���6�4  E

�,���6�4  C �,���6�4  D
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�©�«�¸�Ò�¥�ì�b'ö#.
• NTPv3 �|�~�I�}�_�¥�V�K�S�­�Ÿ�×�Ü�¸�•�� NTPv4 �É�ß�º�¥�Ý�c�

¶6ä�Ÿ�î�/�•�ì�>�|�g�† =  
X509 1�0É�_�ö�Y�C�­�Ÿ�×�Ü�¸�•  �Ç�Þ�î�Ò�á�î�¡�†�f�j�K�r�M��

• �¿�µ�º�á�î�¡�_�P�M�•�ì6ë�(�x�Ä�š�Û�Ý�Ÿ�î�b+¬�·0£'ì��"I���b�Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É�†�Q#Ý
�K�Z�
 NTPv4 �c�
�q�v�*�8�•�æ�œ�¥�«�º�[�q9×�b�ì6ë(­�Ø�†4)�B�M�•�§�î�Â�b�Ä�š�Û�Ý�Ÿ�î�†+¬
�·$×�_0¿���K�r�M���G�b�µ+��[�c�
�§�–�º�ß�î�•�Ý  IPv6 �Ð�Ý�³�Ÿ�Õ�«�º  �”�»�Þ�«�@�q#Ý�I�€�r
�M��

NTPv4 �b0¿���b0ò(ý�_�X�8�Z�c�
 �� Cisco IOS IPv6 Configuration Guide, Release 12.4T���†�g!·�K�Z�C
�T�I�8��

�m�·�[�b�¥�ì�b0¿��

�Ú�b�±�–�Ò  �¯�î�«�@�Q#Ý�[�A�^�8���œ�c�
�©�«�¸�Ò�b
Ì2s�·�‹�
�m�·�[�¥�ì�†0¿���[�A�r�M���ì�I�c�

���_�©�«�¸�Ò�†
Ì2s�·�M�•�r�[�G&��[�M���m�·0¿���c�q�‹�b�m�•�\�K�Z�b�s�Q#Ý�M�•�G�\�†�N�á�K�r
�M���«�–�µ�³�†� �‡�ì�[�A�•�¥4Š�¯�î�«�@�6�•���œ�c�
�m�·�[�©�«�¸�Ò  �¡�ß�µ�¡�†0¿���M�•�²0[�c�6
�~�r�O�‡��

�G�G�[�c�
���b0¿���_�X�8�Z1��Â�K�r�M��

• ���©�«�¸�Ò  �¡�ß�µ�¡�b0¿���� >&P.7-4>'

• ���¥�ì0¿���b/²&g�� >&P.7-5>'

• ���±�–�Ò  �°�î�å�b0¿���� >&P.7-5>'

• ���Ÿ�ì6ë�b0¿���� >&P.7-6>'

�©�«�¸�Ò  �¡�ß�µ�¡�b0¿��

�¿�µ�º�á�î�¡�V�_�
 NTP �§�î�Â�^�]�b�ì�I�§�î�Å�«�†�f�j�M�•�¥4Š�¯�î�«�@�6�•���œ�
�m�·�[�©�«�¸
�Ò �¡�ß�µ�¡�†0¿���M�•�²0[�c�6�~�r�O�‡��

�©�«�¸�Ò  �¡�ß�µ�¡�†0¿���M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

���_�
�©�«�¸�Ò  �¡�ß�µ�¡�†�m�·�[   2001 �º�b  7 �v  23 �¥���‹  1 �ì  32 �(�_0¿���M�•�[�†&g�K�r�M��

Switch# clock set 13:32:00 23 July 2001

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 clock set hh:mm:ss day month year

�r�S�c  

clock set hh:mm:ss month day year

���b�8�N�€�?�b�i�'�[�
�m�·�[�©�«�¸�Ò  �¡�ß�µ�¡�†0¿���K�r�M��

• hh:mm:ss �_�c�
�ì�I�†�ì6ë>& 24 �ì6ë�g�'>' �
�(�
&Ê�[�æ���K�r�M��
�æ���I�€�S�ì�I�c�
0¿���I�€�S�±�–�Ò  �°�î�å�_�ö�Y�A�r�M��

• day �_�c�
�\�v�b�¥�Ü�[�¥�†�æ���K�r�M��

• month �_�c�
�v�†�¡�S�[�æ���K�r�M��

• year �_�c�
�º�†�æ���K�r�M>&�–�_  4 �F�[�æ��>' ��
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'¨  7 'v       �«�–�µ�³�b'ö#.
�©�«�¸�Ò�¥�ì�b'ö#.
�¥�ì0¿���b/²&g

�¥�ì�b0¿���†/²&g�M�•�_�c�
 show clock [detail] "I�’  EXEC �¥�Ð�å�»�†�Q#Ý�K�r�M��

�©�«�¸�Ò  �¡�ß�µ�¡�c�
�™8—�ö�@�6�•>&�G&��[�6�•�\�™�L�}�€�•>'�?�]�:�?�†&g�M  authoritative �Ç�Û�¢
�†)T�â�K�r�M���©�«�¸�Ò  �¡�ß�µ�¡�@�±�–�Ñ�å�¢  �¯�î�«�_�|�W�Z0¿���I�€�Z�8�•���œ�c�
�Ç�Û�¢�†0¿��
�K�r�M���ì�I�@�™8—�ö�b�^�8�v�b�[�6�•���œ�c�
/²&g% $×�[�b�s�Q#Ý�I�€�r�M���¡�ß�µ�¡�@�™8—�[�A
�N�
 authoritative �Ç�Û�¢�v0¿���I�€�Z�8�^�8���œ�c�
�Æ�”�b�ì�I�@!“� �[�v�
�Ç�Û�¢�c�Æ�”�@�¡�ß�µ�¡
�\� �‡�K�^�8�|�:�_�K�r�M��

show clock �b/²&g�b�S�_�6�•0°�•�c�
���b�–�á�@�6�~�r�M��

• *>8�ì�I�c�™8—�[�A�r�O�‡��

• >&'5$Ñ>'>8�ì�I�c�™8—�[�A�r�M��

• .>8�ì�I�c�™8—�[�A�r�M�@�
 NTP �c� �‡�K�Z�8�r�O�‡��

�±�–�Ò  �°�î�å�b0¿��  

�m�·�[�±�–�Ò  �°�î�å�†0¿���M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

clock timezone �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�b  minutes-offset �š�X�c�
#'�…�b�±�–�Ò  
�°�î�å�\  UTC �\�b�ì�j�@�(�"�)�[�6�•���œ�_�Q#Ý�[�A�r�M���S�\�<�d�
�•�¼�²�±0Y�R�"�Ê�b�6�•�
�æ
�b�±�–�Ò  �°�î�å>& Atlantic Standard Time>&AST; �±0Y�R�† =�ì>' >'�c  UTC-3.5 �[�M���G�b���œ�
 3 �c  3 
�ì6ë�
 .5 �c  50% �†�–�á�K�r�M���G�b���œ�
�²0[�^�¥�Ð�å�»�c  clock timezone AST -3 30 �[�M��

�ì�I�†  UTC �_0¿���M�•�_�c�
 no clock timezone �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý
�K�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 clock timezone zone hours-offset 
[minutes-offset]

�±�–�Ò  �°�î�å�†0¿���K�r�M��

�«�–�µ�³�c
Æ4Š�ì�I�†  UTC �['ö#.�M�•�b�[�
�G�b�¥�Ð�å�»�c/²&g% $×
�b���œ�>�|�g�m�·�[�ì�I�†0¿���K�S���œ�_7H�W�Z�Q#Ý�K�r�M��

• zone �_�c�
�† =�ì6ë�@�‹/œ�I�€�Z�8�•�\�A�_/²&g�I�€�•�±�–�Ò�°�î
�å�b�¡�S�†
°�Š�K�r�M���¹�Ç�›�Ý�º�c  UTC �[�M��

• hours-offset �_�c�
 UTC �?�}�b�ì�j�†
°�Š�K�r�M��

• >&�õ�–>' minutes-offset �_�c�
 UTC �?�}�b�(�j�†
°�Š�K�r�M��

�«�̧ �µ�É 3 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 4 show running-config 0¿���†&�1��K�r�M��

�«�̧ �µ�É 5 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��
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'¨  7 'v       �«�–�µ�³�b'ö#.
�©�«�¸�Ò�¥�ì�b'ö#.
�Ÿ�ì6ë�b0¿��

�–�º"I���b�Y�¥�_�Ÿ�ì6ë�@6ä���K�Z)
�¢�M�•�…�æ�_�Ÿ�ì6ë�†0¿���M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b
�m8p�†��/œ�K�r�M��

clock summer-time �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�b�q�6�b4Š�(�[�c�Ÿ�ì6ë�b6ä���ì�‡
�†�
 2 $��u�b4Š�(�[�c)
�¢�ì�‡�†�æ���K�r�M���M�m�Z�b�ì�I�c�
#'�…�b�±�–�Ò  �°�î�å�†�ö =�_�K�Z�8�r
�M��6ä���ì6ë�c�† =�ì�†�ö =�_�K�Z�8�r�M��)
�¢�ì6ë�c�Ÿ�ì6ë�†�ö =�_�K�Z�8�r�M��6ä���v�@)
�¢�v�|
�~�‹�b���œ�c�
�©�«�¸�Ò�[�c�!��#+�_�8�•�\0b�^�I�€�r�M��

���_�
�Ÿ�ì6ë�@  4 �v�b'¨�M�¥�Y�b  2 �ì�_���r�~�
 10 �v�b�q)
�¥�Y�b  2 �ì�_)
�ƒ�•�|�:�_�æ���M�•�[�†
&g�K�r�M��

Switch(config)# clock summer-time PDT recurring 1 Sunday April 2:00 last Sunday October 
2:00 

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 clock summer-time zone recurring  
[week day month hh:mm week day month 
hh:mm [offset]]

�–�º�æ���K�S�¥�_6ä���>�|�g)
�¢�M�•�|�:�_�Ÿ�ì6ë�†0¿���K�r�M��

�Ÿ�ì6ë�c�¹�Ç�›�Ý�º�[�¹�•�­�î�È�Ý�_0¿���I�€�Z�8�r�M���Ã�Û�Ó�î�±�^
�K�[  clock summer-time zone recurring �†�æ���M�•�\�
�Ÿ�ì6ë�b�Ý�î�Ý
�c(•�\�b�Ý�î�Ý�†�¹�Ç�›�Ý�º�_�K�r�M��

• zone �_�c�
�Ÿ�ì6ë�@�‹/œ�I�€�Z�8�•�\�A�_/²&g�I�€�•�±�–�Ò  �°�î�å
�b�¡�S>&�S�\�<�d  PDT>'�†
°�Š�K�r�M��

• >&�õ�–>' week �_�c�
�v�b�14�% �?�†�æ���K�r�M>& 1 >|  5�
�r�S�c  
last>'��

• >&�õ�–>' day �_�c�
�Y�¥�†�æ���K�r�M>& Sunday�
 Monday �^�]>' ��

• >&�õ�–>' month �_�c�
�v�†�æ���K�r�M>& January�
 February �^�]>' ��

• >&�õ�–>' hh:mm �_�c�
�ì�I�†�ì6ë>& 24 �ì6ë�g�'>'�\�(�[�æ���K�r�M��

• >&�õ�–>' offset �_�c�
�Ÿ�ì6ë�b6ë�
3ã�•�M�•�(�b�X�†�æ���K�r�M���¹
�Ç�›�Ý�º�c  60 �[�M��

�«�̧ �µ�É 3 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 4 show running-config 0¿���†&�1��K�r�M��

�«�̧ �µ�É 5 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��
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'¨  7 'v       �«�–�µ�³�b'ö#.
�©�«�¸�Ò�¡�>�|�g�É�ß�å�É�º�b0¿��
�Ø�î�¨�b�ƒ�+�…�æ�b�Ÿ�ì6ë�@���‡$×�^�Ã�±�î�å�_�‘�ƒ�^�8>&���b�Ÿ�ì6ë�b�–�Ë�å�º�b�G&��^�¥�ì�†0¿��
�M�•>'���œ�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

clock summer-time �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�b�q�6�b4Š�(�[�c�Ÿ�ì6ë�b6ä���ì�‡
�†�
 2 $��u�b4Š�(�[�c)
�¢�ì�‡�†�æ���K�r�M���M�m�Z�b�ì�I�c�
#'�…�b�±�–�Ò  �°�î�å�†�ö =�_�K�Z�8�r
�M��6ä���ì6ë�c�† =�ì�†�ö =�_�K�Z�8�r�M��)
�¢�ì6ë�c�Ÿ�ì6ë�†�ö =�_�K�Z�8�r�M��6ä���v�@)
�¢�v�|
�~�‹�b���œ�c�
�©�«�¸�Ò�[�c�!��#+�_�8�•�\0b�^�I�€�r�M��

�Ÿ�ì6ë�†�¹�•�­�î�È�Ý�_�M�•�_�c�
 no clock summer-time �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å
�»�†�Q#Ý�K�r�M��

���_�
�Ÿ�ì6ë�@  2000 �º  10 �v  12 �¥�b  2 �ì�_���r�~�
 2001 �º  4 �v  26 �¥�b  2 �ì�_)
�ƒ�•�|�:�_0¿���M
�•�[�†&g�K�r�M��

Switch(config)# clock summer-time pdt date 12 October 2000 2:00 26 April 2001 2:00

�©�«�¸�Ò�¡�>�|�g�É�ß�å�É�º�b0¿��
�«�–�µ�³�_�©�«�¸�Ò�¡�†0¿���K�Z"I���K�r�M���¹�Ç�›�Ý�º�[�c�
�©�«�¸�Ò�¡�>�|�g�É�ß�å�É�º�c  
Switch �[�M��  

�©�«�¸�Ò  �É�ß�å�É�º�†0¿���K�Z�8�^�8���œ�c�
�©�«�¸�Ò�¡�b�q�6�b  20 �e�Ð�†�©�«�¸�Ò  �É�ß�å�É�º�\�K
�Z�Q#Ý�K�r�M���±�^�~0°�•>& >>'�@�Ü�•�I�€�r�M���©�«�¸�Ò�¡�@�š�f�I�€�•�\�
�É�ß�å�É�º�c�f�‚�I�€
�r�M��

�G�b8o�[�Q#Ý�K�Z�8�•�¥�Ð�å�»�b�S�e�\�Q#Ý�‰�2�b0ò(ý�_�X�8�Z�c�
 Cisco.com �Ì�î�ª�b  
[Documentation] > [Cisco IOS Software] > [12.2 Mainline] > [Command References] �_�6�•�� Cisco 
IOS Configuration Fundamentals Command Reference���>�|�g�� Cisco IOS IP Command Reference, 
Volume 2 of 3: Routing Protocols���†�g!·�K�Z�C�T�I�8��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 clock summer-time zone date [month 
date year hh:mm month date year hh:mm 
[offset]]

�r�S�c

clock summer-time zone date [date 
month year hh:mm date month year 
hh:mm [offset]]

�q�6�b�¥�Ü�[�Ÿ�ì6ë6ä���b�¥�Ü�†�
 2 $��u�b�¥�Ü�[)
�¢�b�¥�Ü�†0¿���K
�r�M��

�Ÿ�ì6ë�c�¹�Ç�›�Ý�º�[�¹�•�­�î�È�Ý�_0¿���I�€�Z�8�r�M��

• zone �_�c�
�Ÿ�ì6ë�@�‹/œ�I�€�Z�8�•�\�A�_/²&g�I�€�•�±�–�Ò  �°�î�å
�b�¡�S>&�S�\�<�d  PDT>'�†
°�Š�K�r�M��

• >&�õ�–>' week �_�c�
�v�b�14�% �?�†�æ���K�r�M>& 1 >|  5�
�r�S�c  
last>'��

• >&�õ�–>' day �_�c�
�Y�¥�†�æ���K�r�M>& Sunday�
 Monday �^�]>' ��

• >&�õ�–>' month �_�c�
�v�†�æ���K�r�M>& January�
 February �^�]>' ��

• >&�õ�–>' hh:mm �_�c�
�ì�I�†�ì6ë>& 24 �ì6ë�g�'>'�\�(�[�æ���K�r�M��

• >&�õ�–>' offset �_�c�
�Ÿ�ì6ë�b6ë�
3ã�•�M�•�(�b�X�†�æ���K�r�M���¹
�Ç�›�Ý�º�c  60 �[�M��

�«�̧ �µ�É 3 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 4 show running-config 0¿���†&�1��K�r�M��

�«�̧ �µ�É 5 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��
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'¨  7 'v       �«�–�µ�³�b'ö#.
�©�«�¸�Ò�¡�>�|�g�É�ß�å�É�º�b0¿��
�G�G�[�c�
���b0¿���_�X�8�Z1��Â�K�r�M��

• ���¹�Ç�›�Ý�º�b�©�«�¸�Ò�¡�>�|�g�É�ß�å�É�º�b0¿���� >&P.7-8>'

• ���©�«�¸�Ò�¡�b0¿���� >&P.7-8>'

• �� DNS �b�+0[�� >&P.7-8>'

�¹�Ç�›�Ý�º�b�©�«�¸�Ò�¡�>�|�g�É�ß�å�É�º�b0¿��

�¹�Ç�›�Ý�º�b�«�–�µ�³�b�©�«�¸�Ò�¡�>�|�g�É�ß�å�É�º�c  Switch �[�M��

�©�«�¸�Ò�¡�b0¿��

�m�·�[�©�«�¸�Ò�¡�†0¿���M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

�©�«�¸�Ò�¡�†0¿���M�•�\�
�©�«�¸�Ò  �É�ß�å�É�º�\�K�Z�v�Q#Ý�I�€�r�M��

�¹�Ç�›�Ý�º�b�Í�«�º�¡�_�`�M�_�c�
 no hostname �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý
�K�r�M��

DNS �b�+0[

�»�Ó�–�å  �¿�î�Ò  �©�«�¸�Ò>& DNS>'�É�ß�º�¥�Ý�c�
�(�S�º�¹�î�±�Ë�î�«  DNS �†�D�š�K�
�G�€�_�|�~�Í
�«�º�¡�†  IP �”�»�Þ�«�_�Ð�µ�Æ�å�¢�[�A�r�M���«�–�µ�³�V�_  DNS �†0¿���M�•�\�
 ping�
 telnet�

connect �^�]�b�M�m�Z�b  IP �¥�Ð�å�»�x�
6õ4��M�•  Telnet �§�Ï�î�º�ï�8�ì�_�
 IP �”�»�Þ�«�b�æ�ƒ�~�_�Í
�«�º�¡�†�Q#Ý�[�A�r�M��

IP �_�|�W�Z��*O�I�€�•7u�™�º�b�è�¡�‰�'�[�c�
�¹�Â�–�«�†���d�r�S�c�»�Ó�–�å�["I���[�A�r�M���»�Ó
�–�å�¡�c�
�Æ�Ü�œ�»>& .>'�†�
�)�~�e�Ð�\�K�Z�Q#Ý�K�Z�S�B�I�€�Z�8�r�M���S�\�<�d�
�©�«�¥�c�
 IP �[  
com �\�8�:�»�Ó�–�å�¡�_�(8®�I�€�•�_��)�)Ê�^�b�[�
�»�Ó�–�å�¡�c  cisco.com �\�^�~�r�M���G�b�»�Ó�–
�å
Æ�b"I���b�¹�Â�–�«�
�S�\�<�d  FTP>&�Ç�“�–�Ý3?3æ�É�ß�º�¥�Ý>'�©�«�¸�Ò�c�
 ftp.cisco.com �[/²�I
�€�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 hostname name �m�·�[�©�«�¸�Ò�¡�†0¿���K�r�M��

�¹�Ç�›�Ý�º0¿���c  switch �[�M��

�¡�S�c  ARPANET �Í�«�º�¡�b�Ý�î�Ý�_�‘�:�²0[�@�6�~�r�M���G�b�Ý�î�Ý
�[�c�Í�«�º�¡�c�e�Ð�[���r�~�
�e�Ð�r�S�c�X�Ð�[)
�ƒ�~�
�Q�b6ë�_�c�e
�Ð�
�X�Ð�
�r�S�c�Á�–�Ç�å�K�?�Q#Ý�[�A�r�O�‡���¡�S�_�c  63 �e�Ð�r�[�Q
#Ý�[�A�r�M��

�«�̧ �µ�É 3 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 4 show running-config 0¿���†&�1��K�r�M��

�«�̧ �µ�É 5 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��
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'¨  7 'v       �«�–�µ�³�b'ö#.
�©�«�¸�Ò�¡�>�|�g�É�ß�å�É�º�b0¿��
IP �[�c�»�Ó�–�å�¡�†�º�Û�µ�Ÿ�å�¢�M�•�S�u�_�
�»�Ó�–�å  �¿�î�Ò  �§�î�Â�\�8�:�+�Õ�@��*O�I�€�Z�8�r
�M���»�Ó�–�å  �¿�î�Ò  �§�î�Â�b�z�m�c�
�¡�S�?�}  IP �”�»�Þ�«�l�b�Ð�µ�Æ�å�¢�†�Ÿ�Õ�µ�©�×>&�r�S�c�¹�î
�±�Ë�î�«>'�_�–�Ñ�M�•�G�\�[�M���»�Ó�–�å�¡�†  IP �”�»�Þ�«�_�Ð�µ�Æ�å�¢�M�•�_�c�
�r�N�
�Í�«�º�¡�†
�Â&g�K�
�¿�µ�º�á�î�¡�V�_�Ñ�~�M�•�¿�î�Ò  �§�î�Â�†�æ���K�
 DNS �†�–�¿�î�È�Ý�_�K�r�M��

�G�G�[�c�
���b0¿���_�X�8�Z1��Â�K�r�M��

• �� DNS �b�¹�Ç�›�Ý�º0¿���� >&P.7-9>'

• �� DNS �b0¿���� >&P.7-9>'

• �� DNS �b0¿���b/²&g�� >&P.7-10>'

DNS �b�¹�Ç�›�Ý�º0¿��

/² 7-1 �_�
 DNS �b�¹�Ç�›�Ý�º0¿���†&g�K�r�M��

DNS �b0¿��

DNS �†�Q#Ý�M�•�|�:�_�«�–�µ�³�†0¿���M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

/² 7-1 DNS �b�¹�Ç�›�Ý�º0¿��

�µ+� �¹�Ç�›�Ý�º0¿��

DNS �–�¿�î�È�Ý  �«�¸�î�º �–�¿�î�È�Ý

DNS �¹�Ç�›�Ý�º  �»�Ó�–�å�¡ �•0¿��

DNS �§�î�Â �¿�î�Ò  �§�î�Â�b�”�»�Þ�«�@�•0¿��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 ip domain-name name �•�Ÿ8í�b�Í�«�º�¡>&�»�µ�º�Ü�A  10 4
/²0°�»�Ó�–�å�¡�b�^�8�¡�S>'�†�ö�B�I�O
�•�S�u�_�¯�Ç�º�˜�™�”�@�Q#Ý�M�•�
�¹�Ç�›�Ý�º�b�»�Ó�–�å�¡�†��*O�K�r�M��

�»�Ó�–�å�¡�†�•�Ÿ8í�b�¡�S�?�}�
�)�•�S�u�_�Q#Ý�I�€�•�q�6�b�Æ�Ü�œ�»�c
°�€
�^�8�[�C�T�I�8��

2s�·�ì�_�c�»�Ó�–�å�¡�c0¿���I�€�Z�8�r�O�‡�@�
 BOOTP �r�S�c  Dynamic 
Host Configuration Protocol>&DHCP>'�§�î�Â�?�}�«�–�µ�³  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å�†�v�“�K�Z�8�•���œ�c�
 BOOTP �r�S�c  DHCP �§�î�Â�_�|�W�Z�¹�Ç�›�Ý
�º�b�»�Ó�–�å�¡�@0¿���I�€�•�G�\�@�6�~�r�M>&�§�î�Â�_�G�b�_���@0¿���I�€�Z
�8�•���œ>' ��

�«�̧ �µ�É 3 ip name-server server-address1 
[server-address2 ... 
server-address6]

1 �X�r�S�c0
�X�b�¿�î�Ò  �§�î�Â�b�”�»�Þ�«�†�æ���K�Z�
�¡�S�>�|�g�”�»�Þ�«�b
0Ž�ô�_�Q#Ý�K�r�M��

�q�±  6 �X�b�¿�î�Ò  �§�î�Â�†�æ���[�A�r�M���›�§�î�Â  �”�»�Þ�«�c�«�Ì�î�«�[�

�)�~�r�M���q�6�_�æ���I�€�S�§�î�Â�@�
�É�Û�–�Ð�Ü  �§�î�Â�[�M���«�–�µ�³�c�

�q�6�_�É�Û�–�Ð�Ü  �§�î�Â�_  DNS �¡�š�Ü�î�†3æ�™�K�r�M���Q�b�¡�š�Ü�î�@�»�K
�K�S���œ�c�
�Â�µ�¡�”�µ�É  �§�î�Â�_�¡�š�Ü�î�@3æ�™�I�€�r�M��
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'¨  7 'v       �«�–�µ�³�b'ö#.
�Â�¼�î�b�8�B
�«�–�µ�³�b  IP �”�»�Þ�«�†�Q�b�Í�«�º�¡�\�K�Z�Q#Ý�M�•���œ�c�
 IP �”�»�Þ�«�@�Q#Ý�I�€�
 DNS �¡�š�Ü�î
�c$Î#Õ�K�r�O�‡���Æ�Ü�œ�»>& .>'�^�K�[�Í�«�º�¡�†0¿���M�•�\�
�Æ�Ü�œ�»�\�
�Q�€�_)F�C�¹�Ç�›�Ý�º�b
�»�Ó�–�å�¡�@�Í�«�º�¡�_3ã�•�I�€�
�Q�b�‹�[  DNS �¡�š�Ü�î�@/œ�ƒ�€�
�¡�S�†  IP �”�»�Þ�«�_�Ð�µ�Æ�å�¢
�K�r�M���¹�Ç�›�Ý�º�b�»�Ó�–�å�¡�c�
 ip domain-name �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»
�_�|�W�Z0¿���I�€�•�Í�[�M���Í�«�º�¡�_�Æ�Ü�œ�»>& .>'�@�6�•���œ�c�
 Cisco IOS �¯�Ç�º�˜�™�”�c�
�Í�«
�º�¡�_�¹�Ç�›�Ý�º�b�»�Ó�–�å�¡�†3ã�•�O�N�_  IP �”�»�Þ�«�†�è(ô�K�r�M��

�»�Ó�–�å�¡�†�P7V�M�•�_�c�
 no ip domain-name name �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»
�†�Q#Ý�K�r�M���¿�î�Ò�§�î�Â�b�”�»�Þ�«�†�P7V�M�•�_�c�
 no ip name-server server-address �¢�ß�î�Â
�Ý �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M���«�–�µ�³�V�b  DNS �†�¹�•�­�î�È�Ý�_�M�•�_�c�

no ip domain-lookup �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

DNS �b0¿���b/²&g

DNS 0¿���_���†/²&g�M�•�_�c�
 show running-config "I�’  EXEC �¥�Ð�å�»�†�Q#Ý�K�r�M��

�Â�¼�î�b�8�B
Message-of-The-Day>&MoTD>'�Â�¼�î�>�|�g�ß�¢�–�å  �Â�¼�î�†�8�B�[�A�r�M�� MoTD �Â�¼�î�c�ß�¢�–
�å�ì�_�K)F�K�Z�8�•�M�m�Z�b'ƒ�Ž�[/²&g�I�€�
�M�m�Z�b�¿�µ�º�á�î�¡  �Ø�î�¨�_�s8j�b�6�•�Ó�µ�­�î�ª

>&�©�«�¸�Ò�b�©�Õ�µ�º�²�˜�å�£�Ì�^�]>'�†3æ�™�M�•�b�_�}�<�[�M��

�ß�¢�–�å  �Â�¼�î�v�
�K)F�K�Z�8�•�M�m�Z�b'ƒ�Ž�[/²&g�I�€�r�M��/²&g�I�€�•�b�c�
 MoTD �Â�¼�î�b�‹
�[�
�ß�¢�–�å  �É�ß�å�É�º�@/²&g�I�€�•�S�[�M��

>&�@>' �G�b8o�[�Q#Ý�K�Z�8�•�¥�Ð�å�»�b�S�e�\�Q#Ý�‰�2�b0ò(ý�_�X�8�Z�c�
 Cisco.com �Ì�î�ª�b  
[Documentation] > [Cisco IOS Software] > [12.2 Mainline] > [Command References] �_�6�•�� Cisco 
IOS Configuration Fundamentals Command Reference, Release 12.2���†�g!·�K�Z�C�T�I�8��

�G�G�[�c�
���b0¿���_�X�8�Z1��Â�K�r�M��

• ���Â�¼�î�b�¹�Ç�›�Ý�º0¿���� >&P.7-11>'

• �� MoTD �ß�¢�–�å  �Â�¼�î�b0¿���� >&P.7-11>'

• ���ß�¢�–�å  �Â�¼�î�b0¿���� >&P.7-12>'

�«�̧ �µ�É 4 ip domain-lookup >&�õ�–>'�«�–�µ�³�V�[�
 DNS �Ë�î�«�b�Í�«�º�¡�b�”�»�Þ�«�l�b�š�n�†�–�¿�î�È
�Ý�_�K�r�M���G�b�µ+��c�
�¹�Ç�›�Ý�º�[�–�¿�î�È�Ý�_�I�€�Z�8�r�M��

�Ø�î�¨�b�¿�µ�º�á�î�¡�¹�Â�–�«�@�
�¡�S�b�m�~�\�Z�†�D�š�[�A�^�8�¿�µ�º�á�î
�¡
Æ�b�¹�Â�–�«�\�K)F�M�•�²0[�@�6�•���œ�
�¢�ß�î�Â�Ý�^�–�å�±�î�¿�µ�º�b
�¿�î�Ñ�å�¢�‰�'>& DNS>'�†�Q#Ý�K�Z�
�Ø�î�¨�b�¹�Â�–�«�†�M�–�_1‘�9�M�•�¹�Â
�–�«�¡�†�·$×�_�m�~�\�Z�•�G�\�@�[�A�r�M��

�«�̧ �µ�É 5 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 6 show running-config 0¿���†&�1��K�r�M��

�«�̧ �µ�É 7 copy running-config 
startup-config

>&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��

�¥�Ð�å�» % $×
7-10
Cisco IE 3000 �«�–�µ�³  �¯�Ç�º�˜�™�”  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �ž�–�»

OL-27302-01-J



 

'¨  7 'v       �«�–�µ�³�b'ö#.
�Â�¼�î�b�8�B
�Â�¼�î�b�¹�Ç�›�Ý�º0¿��

MoTD �>�|�g�ß�¢�–�å  �Â�¼�î�c0¿���I�€�r�O�‡��

MoTD �ß�¢�–�å  �Â�¼�î�b0¿��

�Ø�î�¨�@�«�–�µ�³�_�ß�¢�–�å�K�S�\�A�_�
#ì8��_/²&g�I�€�•  1 /œ�r�S�c0
�X/œ�b�Ó�µ�­�î�ª�Â�¼�î�†�8
�B�[�A�r�M��

MoTD �ß�¢�–�å  �Â�¼�î�†0¿���M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

MoTD �Â�¼�î�†�P7V�M�•�_�c�
 no banner motd �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý
�K�r�M��

���_�
�Ï�å�»0°�•>& #>'�†6ä���>�|�g)
�¢�b�
�)�~�e�Ð�\�K�Z�Q#Ý�K�
�«�–�µ�³�b  MoTD �Â�¼�î�†0¿��
�M�•�[�†&g�K�r�M��

Switch(config)# banner motd #
This is a secure site. Only authorized users are allowed.
For access, contact technical support.
#
Switch(config)#

���_�
�S�b0¿���_�|�~/²&g�I�€�S�Â�¼�î�b�[�†&g�K�r�M��

Unix> telnet 172.2.5.4
Trying 172.2.5.4...
Connected to 172.2.5.4.
Escape character is '^]'.

This is a secure site. Only authorized users are allowed.
For access, contact technical support.

User Access Verification

Password:

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 banner motd c message c MoTD �Â�¼�î�†�æ���K�r�M��

c �_�c�
�õ�–�b�
�)�~�e�Ð�
�S�\�<�d�Ï�å�»0°�•>& #>'�†
°�Š�K�Z�

Return �Ÿ�î�†�²�K�r�M���
�)�~�e�Ð�c�Â�¼�î  �¸�Ÿ�«�º�b���r�~�\)
�ƒ
�~�†/²�K�r�M��)
�ƒ�~�b�
�)�~�e�Ð�b�‹�•�b�e�Ð�c�ë� �I�€�r�M��

message �_�c�
 255 �e�Ð�r�[�b�Â�¼�î  �Ó�µ�­�î�ª�†
°�Š�K�r�M���Ó�µ
�­�î�ª
Æ�_�c�
�)�~�e�Ð�†�Q#Ý�[�A�r�O�‡��

�«�̧ �µ�É 3 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 4 show running-config 0¿���†&�1��K�r�M��

�«�̧ �µ�É 5 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��
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'¨  7 'v       �«�–�µ�³�b'ö#.
MAC �”�»�Þ�«  �¸�î�È�Ý�b'ö#.
�ß�¢�–�å  �Â�¼�î�b0¿��

�K)F�I�€�S�M�m�Z�b'ƒ�Ž�[�ß�¢�–�å  �Â�¼�î�@/²&g�I�€�•�|�:�_0¿���[�A�r�M���Â�¼�î�@/²&g�I�€�•�b
�c�
 MoTD �Â�¼�î�b�‹�[�
�ß�¢�–�å  �É�ß�å�É�º�@/²&g�I�€�•�S�[�M��

�ß�¢�–�å  �Â�¼�î�†0¿���M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

�ß�¢�–�å  �Â�¼�î�†�P7V�M�•�_�c�
 no banner login �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q
#Ý�K�r�M��

���_�
�»�Ý0°�•>& $>'�†6ä���>�|�g)
�¢�b�
�)�~�e�Ð�\�K�Z�Q#Ý�K�
�«�–�µ�³�b�ß�¢�–�å  �Â�¼�î�†0¿��
�M�•�[�†&g�K�r�M��

Switch(config)# banner login $
Access for authorized users only. Please enter your username and password.
$
Switch(config)#

MAC �”�»�Þ�«  �¸�î�È�Ý�b'ö#.
MAC �”�»�Þ�«  �¸�î�È�Ý�_�c�
�«�–�µ�³�@�Ï�î�º6ë�b�º�Û�Ç�•�µ�¡3?3æ�_�Q#Ý�M�•�”�»�Þ�«�_���@�µ�r
�€�Z�8�r�M���G�b�”�»�Þ�«  �¸�î�È�Ý�_$Ï6��I�€�S�M�m�Z�b  MAC �”�»�Þ�«�c�
 1 �X�r�S�c0
�X�b�Ï�î�º
�_�P�Â�K�Z�8�r�M���”�»�Þ�«  �¸�î�È�Ý�_�µ�r�€�•�”�»�Þ�«  �±�–�É�_�c�
���b�v�b�@�6�~�r�M��

• �²�–�¼�Ñ�µ�¡  �”�»�Þ�«>8�«�–�µ�³�@�Û*f�K�
�Q#Ý�I�€�^�C�^�W�S�ì!l�[�‡7H�)�€�\�^�•3æ�™
–  
MAC �”�»�Þ�«

• �«�±�¸�•�µ�¡  �”�»�Þ�«>8�m�·�[
°�Š�I�€�
�‡7H�)�€�_�^�}�N�
�«�–�µ�³�b�Ü�­�µ�º�ì�_�v�˜�d�I
�€�^�8�Ø�½�Ÿ�Õ�«�º�r�S�c�Ð�Ý�³�Ÿ�Õ�«�º  �”�»�Þ�«

�”�»�Þ�«  �¸�î�È�Ý�c�
��
›  MAC �”�»�Þ�«�
�P�Â�M�•  VLAN>&�ì�•  LAN>' ID�
�”�»�Þ�«�_�P�Â�Ü�E�}
�€�S�Ï�î�º$��•�
�>�|�g�±�–�É>&�«�±�¸�•�µ�¡�r�S�c�²�–�¼�Ñ�µ�¡>'�b�Ü�«�º�[�M��

>&�@>' �G�G�[�Q#Ý�M�•�¥�Ð�å�»�b�S�e�>�|�g�Q#Ý�‰�2�b0ò(ý�_�X�8�Z�c�
�G�b�Ü�Ü�î�«�_�P�Â�M�•�¥�Ð�å�»  
�Ü�Ç�“�Þ�å�«�†�g!·�K�Z�C�T�I�8��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 banner login c message c �ß�¢�–�å  �Ó�µ�­�î�ª�†�æ���K�r�M��

c �_�c�
�õ�–�b�
�)�~�e�Ð�
�S�\�<�d�Ï�å�»0°�•>& #>'�†
°�Š�K�Z�
 Return 
�Ÿ�î�†�²�K�r�M���
�)�~�e�Ð�c�Â�¼�î  �¸�Ÿ�«�º�b���r�~�\)
�ƒ�~�†/²�K�r
�M��)
�ƒ�~�b�
�)�~�e�Ð�b�‹�•�b�e�Ð�c�ë� �I�€�r�M��

message �_�c�
 255 �e�Ð�r�[�b�ß�¢�–�å  �Ó�µ�­�î�ª�†
°�Š�K�r�M���Ó�µ
�­�î�ª
Æ�_�c�
�)�~�e�Ð�†�Q#Ý�[�A�r�O�‡��

�«�̧ �µ�É 3 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 4 show running-config 0¿���†&�1��K�r�M��

�«�̧ �µ�É 5 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��
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'¨  7 'v       �«�–�µ�³�b'ö#.
MAC �”�»�Þ�«  �¸�î�È�Ý�b'ö#.
�G�G�[�c�
���b0¿���_�X�8�Z1��Â�K�r�M��

• ���”�»�Þ�«  �¸�î�È�Ý�b�8�B�� >&P.7-13>'

• �� MAC �”�»�Þ�«�>�|�g  VLAN ��>&P.7-13>'

• �� MAC �”�»�Þ�«  �¸�î�È�Ý�b�¹�Ç�›�Ý�º0¿���� >&P.7-14>'

• ���”�»�Þ�«  �š�î�ª�å�¢  �±�–�Ò�b�š�f�� >&P.7-14>'

• ���²�–�¼�Ñ�µ�¡  �”�»�Þ�«  �š�å�º�Ü�b�P7V�� >&P.7-15>'

• �� MAC �”�»�Þ�«�š�f3û%±�º�Û�µ�É�b0¿���� >&P.7-15>'

• �� MAC �”�»�Þ�«&ã�·3û%±�º�Û�µ�É�b0¿���� >&P.7-17>'

• �� MAC �K�A�8�Í3û%±�º�Û�µ�É�b0¿���� >&P.7-19>'

• ���«�±�¸�•�µ�¡  �”�»�Þ�«  �š�å�º�Ü�b3ã�•�>�|�g�P7V�� >&P.7-20>'

• ���Ø�½�Ÿ�Õ�«�º  MAC �”�»�Þ�«  �Ç�•�Ý�±�Ü�å�¢�b0¿���� >&P.7-21>'

• �� VLAN �b  MAC �”�»�Þ�«  �Û�î�½�å�¢�b�¹�•�­�î�È�Ý�ì�� >&P.7-22>'

• ���”�»�Þ�«  �¸�î�È�Ý  �š�å�º�Ü�b/²&g�� >&P.7-24>'

�”�»�Þ�«  �¸�î�È�Ý�b�8�B

�M�m�Z�b�Ï�î�º�[�§�Ï�î�º�I�€�•0
�X�b  MAC �”�»�Þ�«�_�|�W�Z�
�«�–�µ�³�b�õ�–�b�Ï�î�º�†�›�á�î�¡
�«�¸�î�©�Ù�å�
�Ü�Æ�î�±�
�«�–�µ�³�
�Ý�î�±�
�6�•�8�c�Q�b�Ú�b�¿�µ�º�á�î�¡�¹�Â�–�«�_�K)F�[�A�r
�M���›�Ï�î�º�[�w�™�M�•�Ã�£�µ�º�b3æ�™
–�”�»�Þ�«�†�v�“�K�
�”�»�Þ�«  �¸�î�È�Ý�_�”�»�Þ�«�\�Q�b�P
�Â�M�•�Ï�î�º$��•�†3ã�•�M�•�G�\�_�|�W�Z�
�«�–�µ�³�c�·$×�^�”�»�Þ�«�æ���†/œ�8�r�M���¿�µ�º�á�î�¡
�[�«�¸�î�©�Ù�å�b�Q0¿�r�S�c�v�~�¥�K�@/œ�ƒ�€�•�\�
�«�–�µ�³�c�”�»�Þ�«  �¸�î�È�Ý�†�f�‚�K�
�‚�K�8
�²�–�¼�Ñ�µ�¡  �”�»�Þ�«�†3ã�•�K�
�Q#Ý�I�€�Z�8�^�8�”�»�Þ�«�c�‡7H�)�€�_�K�r�M��

�š�î�ª�å�¢6ë7x�c�¢�ß�î�Â�Ý�_0¿���I�€�r�M���S�T�K�
�«�–�µ�³�c  VLAN �H�\�_�”�»�Þ�«  �¸�î�È�Ý�†
)T�â�K�
 STP>&�«�Ã�½�å�¢�¶�Ü�î  �É�ß�º�¥�Ý>'�_�|�W�Z  VLAN �"�)�[�w� �‡6ë�†%·)°�[�A�r�M��

�«�–�µ�³�c�
�w�™�K�S�Ã�£�µ�º�b��
›�”�»�Þ�«�_�ö�Y�8�Z�
�õ�–�b)��s�œ�ƒ�O�b�Ï�î�º6ë�[�Ã�£�µ�º�†
3æ�™�K�r�M��MAC �”�»�Þ�«  �¸�î�È�Ý�†�Q#Ý�M�•�G�\�_�|�W�Z�
�«�–�µ�³�c�
��
›�”�»�Þ�«�_�P�Â�Ü�E
�}�€�S�Ï�î�º>&0
�X�•>'�_7H���K�Z�Ã�£�µ�º�†3?3æ�K�r�M����
›�”�»�Þ�«�@�Ã�£�µ�º�†3æ�™�K�S�Ï�î�º
�V�_�6�•���œ�c�
�Ã�£�µ�º�c�Ç�•�Ý�±�Ü�å�¢��#.�I�€�
3?3æ�I�€�r�O�‡���«�–�µ�³�c�
�–�_�«�º�”  �”
�å�»  �Ç�›�á�î�»�‰�'�†�Q#Ý�K�r�M���G�b�S�u�
�ö
²�^�Ã�£�µ�º�†�8�W�S�‡�–�Ñ�K�Z�š�Û�î�@�^�8�?�è
���K�Z�?�}��3æ�K�r�M��

MAC �”�»�Þ�«�>�|�g  VLAN
�”�»�Þ�«�c�M�m�Z�
 VLAN �\�P�Â�Ü�E�}�€�r�M�� 1 �X�b�”�»�Þ�«�†0
�X�b  VLAN �_�P�Â�Ü�E�
�Q�€�R
�€�[$��^�•��
›�†0¿���[�A�r�M���S�\�<�d�
�Ø�½�Ÿ�Õ�«�º  �”�»�Þ�«�†  VLAN 1 �b�Ï�î�º  1 �>�|�g  
VLAN 5 �b�Ï�î�º  9�
 10�
 1 �_3?3æ�M�•�\�8�W�S�G�\�@�•+��[�M��

VLAN �H�\�_�
"‚+¬�b1=#.�”�»�Þ�«  �¸�î�È�Ý�@)T�â�I�€�r�M���6�•  VLAN �[1�1‘�I�€�Z�8�•�”�»�Þ�«
�@�9�b VLAN �[1�1‘�I�€�•�_�c�
�9�b  VLAN 
Æ�b�Ï�î�º�_�|�W�Z�Û*f�I�€�•�?�
�r�S�c�9�b  VLAN 

Æ�b�Ï�î�º�_�«�±�¸�•�µ�¡�_�P�Â�Ü�E�}�€�•�²0[�@�6�~�r�M��
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'¨  7 'v       �«�–�µ�³�b'ö#.
MAC �”�»�Þ�«  �¸�î�È�Ý�b'ö#.
�É�Û�–�Ë�î�º  VLAN �@0¿���I�€�Z�8�•���œ�
�”�»�Þ�«�Û*f�c���b�|�:�_  MAC �”�»�Þ�«�b�±�–�É�_�e
�‘�I�€�r�M��

• �É�Û�–�Ë�î�º  VLAN �b  1 �X�b  VLAN �[�Û*f�K�S�²�–�¼�Ñ�µ�¡  MAC �”�»�Þ�«�c�
6õ4�  VLAN �[
0
0��I�€�r�M���S�\�<�d�
�É�Û�–�Ë�î�º  VLAN �b�­�•�å�²�Ü  VLAN �[�Û*f�I�€�S  MAC �”�»�Þ�«
�c�É�Û�–�Ð�Ü  VLAN �_0
0��I�€�r�M��

• �É�Û�–�Ð�Ü�r�S�c�­�•�å�²�Ü  VLAN �_0¿���I�€�S�«�±�¸�•�µ�¡  MAC �”�»�Þ�«�c6õ4�  VLAN �_�c
0
0��I�€�r�O�‡���É�Û�–�Ë�î�º  VLAN �b�É�Û�–�Ð�Ü�r�S�c�­�•�å�²�Ü  VLAN 
Æ�_�«�±�¸�•�µ�¡  
MAC �”�»�Þ�«�†0¿���K�S���œ�
 � �L�«�±�¸�•�µ�¡  MAC �”�»�Þ�«�†�M�m�Z�b6õ4�  VLAN �_0¿���M
�•�²0[�@�6�~�r�M��

MAC �”�»�Þ�«  �¸�î�È�Ý�b�¹�Ç�›�Ý�º0¿��

/² 7-2 �_�
 MAC �”�»�Þ�«  �¸�î�È�Ý�b�¹�Ç�›�Ý�º0¿���†&g�K�r�M��

�”�»�Þ�«  �š�î�ª�å�¢  �±�–�Ò�b�š�f

�²�–�¼�Ñ�µ�¡  �”�»�Þ�«�c�
�«�–�µ�³�@�Û*f�K�
�Q#Ý�I�€�^�C�^�•�\�‡7H�)�€�_�^�•3æ�™
–  MAC �”�»
�Þ�«�[�M���M�m�Z�b  VLAN �r�S�c�æ���I�€�S  VLAN �_�P�K�Z�
�š�î�ª�å�¢  �±�–�Ò�b0¿���†�š�f�[�A
�r�M��

�š�î�ª�å�¢  �±�–�Ò�†%·�C0¿���K�M�B�•�\�
�”�»�Þ�«�@�q#Ý�I�€�^�8�r�r�¸�î�È�Ý�?�}�P7V�I�€�•�•+�
�ö�@�6�~�r�M���Q�b���œ�
�«�–�µ�³�c��
›�@�Y�Â�b�Ã�£�µ�º�†�w�™�M�•�\�
�w�™�Ï�î�º�\� �L  VLAN 

Æ�b�M�m�Z�b�Ï�î�º�_�
�Q�b�Ã�£�µ�º�†�Ç�Û�µ�¹�•�å�¢�I�O�r�M���G�b�Y�²0[�^�Ç�Û�µ�¹�•�å�¢�_�|�W
�Z�
�Ã�Ç�›�î�Ð�å�«�_�O�s8j�†�l�p�M�•+��ö�@�6�~�r�M���r�S�
�š�î�ª�å�¢  �±�–�Ò�†6×�C0¿���K�M�B
�•�\�
�”�»�Þ�«  �¸�î�È�Ý�@�•�Q#Ý�b�”�»�Þ�«�[�8�W�e�8�_�^�~�
�G�€�_�|�W�Z�‚�K�8�”�»�Þ�«�†�Û*f
�[�A�^�C�^�~�r�M���G�b)��Ý�Ç�Û�µ�¹�•�å�¢�\�^�~�
�«�–�µ�³�b�Ã�Ç�›�î�Ð�å�«�_�O�s8j�†�l�p�M�•+�
�ö�@�6�~�r�M��

�²�–�¼�Ñ�µ�¡  �”�»�Þ�«  �¸�î�È�Ý�b�š�î�ª�å�¢  �±�–�Ò�†0¿���M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†
��/œ�K�r�M��

/² 7-2 MAC �”�»�Þ�«  �¸�î�È�Ý�b�¹�Ç�›�Ý�º0¿��

�µ+� �¹�Ç�›�Ý�º0¿��

�š�î�ª�å�¢  �±�–�Ò 300 &Ê

�²�–�¼�Ñ�µ�¡  �”�»�Þ�« +¬�·�Û*f

�«�±�¸�•�µ�¡  �”�»�Þ�« �•0¿��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 mac address-table aging-time [0 | 
10-1000000] [vlan vlan-id]

�²�–�¼�Ñ�µ�¡  �š�å�º�Ü�@�Q#Ý�r�S�c�f�‚�I�€�S�‹�
 MAC �”�»�Þ�«  
�¸�î�È�Ý
Æ�_�–�â�I�€�•�ì6ë�†0¿���K�r�M��

�æ���[�A�•(
�V�c  10 >|  1000000 &Ê�[�M���¹�Ç�›�Ý�º�Í�c  300 �[
�M�� 0 �†
°�Š�K�Z�‡7H�)�€�†�¹�•�­�î�È�Ý�_�M�•�G�\�v�[�A�r�M��
�«�±�¸�•�µ�¡  �”�»�Þ�«�c�
�‡7H�)�€�_�^�•�G�\�v�¸�î�È�Ý�?�}�P7V
�I�€�•�G�\�v�6�~�r�O�‡��

vlan-id �b�w� (
�V�c�
 1 >|  4094 �[�M��

�«�̧ �µ�É 3 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��
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'¨  7 'v       �«�–�µ�³�b'ö#.
MAC �”�»�Þ�«  �¸�î�È�Ý�b'ö#.
�¹�Ç�›�Ý�º�Í�_�`�M�_�c�
 no mac address-table aging-time �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð
�å�»�†�Q#Ý�K�r�M��

�²�–�¼�Ñ�µ�¡  �”�»�Þ�«  �š�å�º�Ü�b�P7V

�²�–�¼�Ñ�µ�¡  �š�å�º�Ü�†�M�m�Z�P7V�M�•�_�c�
 "I�’  EXEC �Ô�î�»�[  clear mac address-table dynamic 
�¥�Ð�å�»�†�Q#Ý�K�r�M��"I���b  MAC �”�»�Þ�«>& clear mac address-table dynamic address 
mac-address>'�
�æ���I�€�S"@#.�Ï�î�º�r�S�c�Ï�î�º�³�Õ�¿�Ý�V�b�M�m�Z�b�”�»�Þ�«>& clear mac 
address-table dynamic interface interface-id>'�
�r�S�c�æ���I�€�S  VLAN �V�b�M�m�Z�b�”�»�Þ�«

>&clear mac address-table dynamic vlan vlan-id>'�b�P7V�v�[�A�r�M��

�²�–�¼�Ñ�µ�¡  �š�å�º�Ü�@�P7V�I�€�S�G�\�†&�1��M�•�_�c�
 show mac address-table dynamic "I�’  
EXEC �¥�Ð�å�»�†�Q#Ý�K�r�M��

MAC �”�»�Þ�«�š�f3û%±�º�Û�µ�É�b0¿��

MAC �”�»�Þ�«�š�f3û%±�c�
 MAC �”�»�Þ�«�š�f�”�¡�¸�•�Å�¸�•�†�–�Ñ�M�•�G�\�[�¿�µ�º�á�î�¡�V�b
�Ø�î�¨�†3ã2§�[�A�r�M���«�–�µ�³�@  MAC �”�»�Þ�«�†�Û*f�r�S�c�P7V�M�•�\�
 SNMP 3û%±�º�Û�µ�É�†  
NMS �_3æ�™�I�O�•�G�\�@�[�A�r�M���¿�µ�º�á�î�¡�?�}�¨�X�b�Ø�î�¨�b��
°�~�@�6�•���œ�c�
�º�Û�µ�É  
�–�å�±�î�Â�Ý  �±�–�Ò�†0¿���K�Z3û%±�º�Û�µ�É�†)��s3¸�s�
�¿�µ�º�á�î�¡  �º�Û�Ç�•�µ�¡�†�P�ö�[�A�r�M��
MAC 3û%±�š�T�¸�î�È�Ý�c�
�º�Û�µ�É�@0¿���I�€�S�Ï�î�º�H�\�b  MAC �”�»�Þ�«  �”�¡�¸�•�Å�¸�•�†�–�Ñ
�K�r�M�� MAC �”�»�Þ�«�š�f3û%±�c�
�²�–�¼�Ñ�µ�¡�r�S�c�­�Ÿ�×�”  MAC �”�»�Þ�«�_�P�K�Z�T�E#Õ�B�I
�€�r�M��+¬�”�»�Þ�«�
�Ð�Ý�³�Ÿ�Õ�«�º  �”�»�Þ�«�
�r�S�c�Ú�b�«�±�¸�•�µ�¡  �”�»�Þ�«�_�X�8�Z�c�
3û%±
�c#Õ�B�I�€�r�O�‡��

�«�̧ �µ�É 4 show mac address-table aging-time 0¿���†&�1��K�r�M��

�«�̧ �µ�É 5 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��

�¥�Ð�å�» % $×
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'¨  7 'v       �«�–�µ�³�b'ö#.
MAC �”�»�Þ�«  �¸�î�È�Ý�b'ö#.
NMS �Í�«�º�_  MAC �”�»�Þ�«�š�f3û%±�º�Û�µ�É�†3æ�™�M�•�|�:�_�«�–�µ�³�†0¿���M�•�_�c�
"I�’  
EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä��
�K�r�M��

�«�̧ �µ�É 2 snmp-server host host-addr { traps | informs} { version { 1 
| 2c | 3}} community-string notification-type

�º�Û�µ�É  �Ó�µ�­�î�ª�b�w�™
��†�æ���K�r�M��

• host-addr �_�c�
 NMS �b�¡�S�r�S�c  IP �”�»�Þ
�«�†�æ���K�r�M��

• SNMP �º�Û�µ�É�†�Í�«�º�_3æ�™�M�•�_�c�

traps>&�¹�Ç�›�Ý�º>'�†�æ���K�r�M�� SNMP �_
���†�Í�«�º�_3æ�™�M�•�_�c�
 informs �†�æ���K
�r�M��

• �§�Ï�î�º�M�•  SNMP �Â�î�ª�Ù�å�†�æ���K�r�M��
informs �_�c�Â�î�ª�Ù�å  1>&�¹�Ç�›�Ý�º>'�†�Q#Ý
�[�A�r�O�‡��

• community-string �_�c�
3û%±�·�8�ì�_3æ�™�M�•
�«�º�Ü�å�¢�†�æ���K�r�M�� snmp-server host �¥
�Ð�å�»�†�Q#Ý�K�Z�G�b�«�º�Ü�å�¢�†0¿���[�A�r
�M�@�
�G�b�«�º�Ü�å�¢�†��*O�M�•�_�c�

snmp-server community �¥�Ð�å�»�†�Q#Ý�K�

���_  snmp-server host �¥�Ð�å�»�†�Q#Ý�M�•�G
�\�†�N�á�K�r�M��

• notification-type �_�c�
 mac-notification �Ÿ�î
�á�î�»�†�Q#Ý�K�r�M��

�«�̧ �µ�É 3 snmp-server enable traps mac-notification change �«�–�µ�³�@  MAC �”�»�Þ�«�š�f3û%±�†  NMS �_3æ�™
�[�A�•�|�:�_�K�r�M��

�«�̧ �µ�É 4 mac address-table notification change MAC �”�»�Þ�«�š�f3û%±�µ+��†�–�¿�î�È�Ý�_�K�r�M��

�«�̧ �µ�É 5 mac address-table notification change [interval  value] 
[history-size value]

�º�Û�µ�É  �–�å�±�î�Â�Ý  �±�–�Ò�\�š�T�¸�î�È�Ý�b�§
�–�¬�†
°�Š�K�r�M��

• >&�õ�–>' interval  value �_�c�
 NMS �_�P�K�Z#Õ
�B�I�€�•�›�º�Û�µ�É  �­�µ�º6ë�b3û%±�º�Û�µ�É  �–
�å�±�î�Â�Ý�†&Ê�"�)�[�æ���K�r�M���æ���[�A�•
(
�V�c  0 >|  2147483647 &Ê�[�M���¹�Ç�›�Ý�º�c  
1 &Ê�[�M��

• >&�õ�–>' history-size value �_�c�
 MAC 3û%±�š
�T�¸�î�È�Ý�b�q�±�š�å�º�Ü�X�†�æ���K�r�M���æ
���[�A�•(
�V�c  0 >|  500 �[�M���¹�Ç�›�Ý�º�c  1 
�[�M��

�«�̧ �µ�É 6 interface interface-id �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»
�†6ä���K�
 SNMP MAC �”�»�Þ�«3û%±�º�Û�µ�É�†�–
�¿�î�È�Ý�_�M�•�Þ�–�Ö  2 �–�å�±�î�Ç�™�–�«�†�æ���K
�r�M��
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'¨  7 'v       �«�–�µ�³�b'ö#.
MAC �”�»�Þ�«  �¸�î�È�Ý�b'ö#.
MAC �”�»�Þ�«�š�f3û%±�º�Û�µ�É�†�¹�•�­�î�È�Ý�_�M�•�_�c�
 no snmp-server enable traps 
mac-notification change �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��"I���b�–�å�±�î
�Ç�™�–�«�V�[  MAC �”�»�Þ�«�š�f3û%±�º�Û�µ�É�†�¹�•�­�î�È�Ý�_�M�•�_�c�
 no snmp trap 
mac-notification change {added | removed} �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q
#Ý�K�r�M�� MAC �”�»�Þ�«�š�f3û%±�µ+��†�¹�•�­�î�È�Ý�_�M�•�_�c�
 no mac address-table 
notification change �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

���_�
 NMS �\�K�Z  172.20.10.10 �†�æ���K�
�«�–�µ�³�_�|�•  NMS �l�b  MAC �”�»�Þ�«3û%±�º�Û�µ�É�b
3æ�™�†�–�¿�î�È�Ý�_�K�
 MAC �”�»�Þ�«�š�f3û%±�µ+��†�–�¿�î�È�Ý�_�K�
�–�å�±�î�Â�Ý  �±�–�Ò�†  123 &Ê
�_0¿���K�
�š�T�§�–�¬�†  100 �š�å�º�Ü�_0¿���K�
"I���b�Ï�î�º�[  MAC �”�»�Þ�«�@3ã�•�I�€�S���œ�b�º
�Û�µ�É�†�–�¿�î�È�Ý�_�M�•�[�†&g�K�r�M��

Switch(config)# snmp-server host 172.20.10.10 traps private mac-notification
Switch(config)#  snmp-server enable traps mac-notification change
Switch(config)# mac address-table notification change 
Switch(config)# mac address-table notification change interval 123
Switch(config)# mac address-table notification change history-size 100
Switch(config)#  interface gigabitethernet1/2

Switch(config-if)#  snmp trap mac-notification change added

0¿���†&�1��M�•�_�c�
 show mac address-table notification change interface �>�|�g  show mac 
address-table notification change "I�’  EXEC �¥�Ð�å�»�†
°�Š�K�r�M��

MAC �”�»�Þ�«&ã�·3û%±�º�Û�µ�É�b0¿��

MAC &ã�·3û%±�†0¿���M�•���œ�c�
 MAC �”�»�Þ�«�@�
� �L  VLAN 
Æ�b�6�•�Ï�î�º�?�}�9�b�Ï�î�º�_&ã
�·�M�•�\�–�_�
 SNMP 3û%±�@#Õ�B�I�€�Z�¿�µ�º�á�î�¡'ö#.�©�«�¸�Ò�_3æ�™�I�€�r�M��

�«�̧ �µ�É 7 snmp trap mac-notification change { added | removed} �–�å�±�î�Ç�™�–�«�V�[  MAC �”�»�Þ�«�š�f3û%±�º
�Û�µ�É�†�–�¿�î�È�Ý�_�K�r�M��

• MAC �”�»�Þ�«�@�–�å�±�î�Ç�™�–�«�_3ã�•�I�€
�S>&added>'���œ�_�º�Û�µ�É�†�–�¿�î�È�Ý�_�K
�r�M��

• MAC �”�»�Þ�«�@�–�å�±�î�Ç�™�–�«�?�}�P7V�I
�€�S>&removed>'���œ�_  MAC 3û%±�º�Û�µ�É�†
�–�¿�î�È�Ý�_�K�r�M��

�«�̧ �µ�É 8 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 9 show mac address-table notification change interface

show running-config

0¿���†&�1��K�r�M��

�«�̧ �µ�É 10 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†
�–�Ñ�K�r�M��

�¥�Ð�å�» % $×
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'¨  7 'v       �«�–�µ�³�b'ö#.
MAC �”�»�Þ�«  �¸�î�È�Ý�b'ö#.
NMS �Í�«�º�_  MAC �”�»�Þ�«&ã�·3û%±�º�Û�µ�É�†3æ�™�M�•�|�:�_�«�–�µ�³�†0¿���M�•�_�c�
"I�’  
EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

�«�–�µ�³�_�|�•  MAC �”�»�Þ�«&ã�·3û%±�º�Û�µ�É�b3æ�™�†�¹�•�­�î�È�Ý�_�M�•�_�c�
 no snmp-server 
enable traps mac-notification move �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��
MAC �”�»�Þ�«�š�f3û%±�µ+��†�¹�•�­�î�È�Ý�_�M�•�_�c�
 no mac address-table notification 
mac-move �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

���_�
 NMS �\�K�Z  172.20.10.10 �†�æ���K�
�«�–�µ�³�_�|�•  NMS �l�b  MAC �”�»�Þ�«&ã�·3û%±�º�Û�µ
�É�b3æ�™�†�–�¿�î�È�Ý�_�K�
 MAC �”�»�Þ�«&ã�·3û%±�µ+��†�–�¿�î�È�Ý�_�K�
�6�•�Ï�î�º�?�}�9�b�Ï�î
�º�_  MAC �”�»�Þ�«�@&ã�·�K�S���œ�_�º�Û�µ�É�†�–�¿�î�È�Ý�_�M�•�[�†&g�K�r�M��

Switch(config)# snmp-server host 172.20.10.10 traps private mac-notification
Switch(config)#  snmp-server enable traps mac-notification move
Switch(config)# mac address-table notification mac-move 

show mac address-table notification mac-move "I�’  EXEC �¥�Ð�å�»�†
°�Š�M�€�d�
0¿���†&�1��M�•
�G�\�@�[�A�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä��
�K�r�M��

�«�̧ �µ�É 2 snmp-server host host-addr { traps | informs} { version { 1 
| 2c | 3}} community-string notification-type

�º�Û�µ�É  �Ó�µ�­�î�ª�b�w�™
��†�æ���K�r�M��

• host-addr �_�c�
 NMS �b�¡�S�r�S�c  IP �”�»�Þ
�«�†�æ���K�r�M��

• SNMP �º�Û�µ�É�†�Í�«�º�_3æ�™�M�•�_�c�

traps>&�¹�Ç�›�Ý�º>'�†�æ���K�r�M�� SNMP �_
���†�Í�«�º�_3æ�™�M�•�_�c�
 informs �†�æ���K
�r�M��

• �§�Ï�î�º�M�•  SNMP �Â�î�ª�Ù�å�†�æ���K�r�M��
informs �_�c�Â�î�ª�Ù�å  1>&�¹�Ç�›�Ý�º>'�†�Q#Ý
�[�A�r�O�‡��

• community-string �_�c�
3û%±�·�8�ì�_3æ�™�M�•
�«�º�Ü�å�¢�†�æ���K�r�M�� snmp-server host �¥
�Ð�å�»�†�Q#Ý�K�Z�G�b�«�º�Ü�å�¢�†0¿���[�A�r
�M�@�
�G�b�«�º�Ü�å�¢�†��*O�M�•�_�c�

snmp-server community �¥�Ð�å�»�†�Q#Ý�K�

���_  snmp-server host �¥�Ð�å�»�†�Q#Ý�M�•�G
�\�†�N�á�K�r�M��

• notification-type �_�c�
 mac-notification �Ÿ�î
�á�î�»�†�Q#Ý�K�r�M��

�«�̧ �µ�É 3 snmp-server enable traps mac-notification move �«�–�µ�³�@  MAC �”�»�Þ�«&ã�·3û%±�º�Û�µ�É�†  
NMS �_3æ�™�[�A�•�|�:�_�K�r�M��

�«�̧ �µ�É 4 mac address-table notification mac-move MAC �”�»�Þ�«&ã�·3û%±�µ+��†�–�¿�î�È�Ý�_�K�r�M��

�«�̧ �µ�É 5 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 6 show mac address-table notification mac-move

show running-config

0¿���†&�1��K�r�M��

�«�̧ �µ�É 7 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†
�–�Ñ�K�r�M��
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'¨  7 'v       �«�–�µ�³�b'ö#.
MAC �”�»�Þ�«  �¸�î�È�Ý�b'ö#.
MAC �K�A�8�Í3û%±�º�Û�µ�É�b0¿��

MAC �K�A�8�Í3û%±�†0¿���M�•���œ�c�
 MAC �”�»�Þ�«  �¸�î�È�Ý�b�K�A�8�Í�b�D7H�Í�_4)�M�•�?�
�Q�b
�Í�†2x�<�•�\�
 SNMP 3û%±�@#Õ�B�I�€�Z�¿�µ�º�á�î�¡'ö#.�©�«�¸�Ò�_3æ�™�I�€�r�M��

NMS �Í�«�º�_  MAC �”�»�Þ�«�¸�î�È�Ý�b�K�A�8�Í3û%±�º�Û�µ�É�†3æ�™�M�•�|�:�_�«�–�µ�³�†0¿���M�•
�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä��
�K�r�M��

�«�̧ �µ�É 2 snmp-server host host-addr { traps | informs} { version { 1 
| 2c | 3}} community-string notification-type

�º�Û�µ�É  �Ó�µ�­�î�ª�b�w�™
��†�æ���K�r�M��

• host-addr �_�c�
 NMS �b�¡�S�r�S�c  IP �”�»�Þ
�«�†�æ���K�r�M��

• SNMP �º�Û�µ�É�†�Í�«�º�_3æ�™�M�•�_�c�

traps>&�¹�Ç�›�Ý�º>'�†�æ���K�r�M�� SNMP �_
���†�Í�«�º�_3æ�™�M�•�_�c�
 informs �†�æ���K
�r�M��

• �§�Ï�î�º�M�•  SNMP �Â�î�ª�Ù�å�†�æ���K�r�M��
informs �_�c�Â�î�ª�Ù�å  1>&�¹�Ç�›�Ý�º>'�†�Q#Ý
�[�A�r�O�‡��

• community-string �_�c�
3û%±�·�8�ì�_3æ�™�M�•
�«�º�Ü�å�¢�†�æ���K�r�M�� snmp-server host �¥
�Ð�å�»�†�Q#Ý�K�Z�G�b�«�º�Ü�å�¢�†0¿���[�A�r
�M�@�
�G�b�«�º�Ü�å�¢�†��*O�M�•�_�c�

snmp-server community �¥�Ð�å�»�†�Q#Ý�K�

���_  snmp-server host �¥�Ð�å�»�†�Q#Ý�M�•�G
�\�†�N�á�K�r�M��

• notification-type �_�c�
 mac-notification �Ÿ�î
�á�î�»�†�Q#Ý�K�r�M��

�«�̧ �µ�É 3 snmp-server enable traps mac-notification threshold �«�–�µ�³�@  MAC �K�A�8�Í3û%±�º�Û�µ�É�†  NMS �_
3æ�™�[�A�•�|�:�_�K�r�M��

�«�̧ �µ�É 4 mac address-table notification threshold MAC �”�»�Þ�«�K�A�8�Í3û%±�µ+��†�–�¿�î�È�Ý�_�K
�r�M��

�«�̧ �µ�É 5 mac address-table notification threshold [limit  
percentage] | [interval  time] 

MAC �”�»�Þ�«�K�A�8�Í�b�Q#Ý"g�#�Ô�½�±�b�K�A�8
�Í�†
°�Š�K�r�M��

• >&�õ�–>' limit percentage �_�
 MAC �”�»�Þ�«  
�¸�î�È�Ý�b�Q#Ý"á�†�æ���K�r�M���w� �Í�c  1 >|  
100% �[�M���¹�Ç�›�Ý�º�Í�c  50% �[�M��

• >&�õ�–>' interval time �_�
3û%±�b6ë7x�†�æ���K�r
�M���w� �Í�c  120 &Ê�è�V�[�M���¹�Ç�›�Ý�º�Í�c  
120 &Ê�[�M��

�«�̧ �µ�É 6 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 7 show mac address-table notification threshold 
show running-config

0¿���†&�1��K�r�M��

�«�̧ �µ�É 8 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†
�–�Ñ�K�r�M��
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'¨  7 'v       �«�–�µ�³�b'ö#.
MAC �”�»�Þ�«  �¸�î�È�Ý�b'ö#.
MAC �”�»�Þ�«�K�A�8�Í3û%±�º�Û�µ�É�†�¹�•�­�î�È�Ý�_�M�•�_�c�
 no snmp-server enable traps 
mac-notification threshold �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M�� MAC �”�»�Þ
�«�š�f3û%±�µ+��†�¹�•�­�î�È�Ý�_�M�•�_�c�
 no mac address-table notification threshold �¢�ß�î�Â�Ý  
�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

���_�
 NMS �\�K�Z  172.20.10.10 �†�æ���K�
 MAC �”�»�Þ�«�K�A�8�Í3û%±�µ+��†�–�¿�î�È�Ý�_�K�
�–�å
�±�î�Â�Ý  �±�–�Ò�†  123 &Ê�_0¿���K�
�D7H�†  78% �_0¿���M�•�[�†&g�K�r�M��

Switch(config)# snmp-server host 172.20.10.10 traps private mac-notification
Switch(config)#  snmp-server enable traps mac-notification threshold
Switch(config)# mac address-table notification threshold 
Switch(config)# mac address-table notification threshold interval 123
Switch(config)# mac address-table notification threshold limit 78 

show mac address-table notification threshold "I�’  EXEC �¥�Ð�å�»�†
°�Š�M�€�d�
 0¿���†&�1��M�•�G
�\�@�[�A�r�M��

�«�±�¸�•�µ�¡  �”�»�Þ�«  �š�å�º�Ü�b3ã�•�>�|�g�P7V

�«�±�¸�•�µ�¡  �”�»�Þ�«�_�c�
���b"I�ö�@�6�~�r�M��

• �”�»�Þ�«  �¸�î�È�Ý�l�b3ã�•�>�|�g�”�»�Þ�«  �¸�î�È�Ý�?�}�b�P7V�c�
�m�·�[/œ�:�²0[�@�6�~�r�M��

• �Ø�½�Ÿ�Õ�«�º�r�S�c�Ð�Ý�³�Ÿ�Õ�«�º  �”�»�Þ�«�\�K�Z0¿���[�A�r�M��

• �‡7H�)�€�_�^�•�G�\�c�^�C�
�«�–�µ�³�@
Ì2s�·�K�Z�v)T�â�I�€�r�M��

�«�±�¸�•�µ�¡  �”�»�Þ�«�†3ã�•�>�|�g�P7V�[�A�
�r�S�
�«�±�¸�•�µ�¡  �”�»�Þ�«�b3?3æ�·�8�†��*O�[�A�r
�M��3?3æ�·�8�c�
�Ã�£�µ�º�†�w�™�K�S�Ï�î�º�@�
�9�b�Ï�î�º�_�Ã�£�µ�º�†3?3æ�M�•�·�8�†�ô���K�r�M��
�Ï�î�º�c�²�N�a�^�C�\�v  1 �X�b  VLAN �\�P�Â�K�Z�8�•�b�[�
�«�–�µ�³�c�æ���I�€�S�Ï�î�º�?�}�
�”�»
�Þ�«�_�P�Â�M�•  VLAN ID �†�v�“�K�r�M��3æ�™
–�Ï�î�º�H�\�_�
��
›�Ï�î�º�b�Ü�«�º�†�9���_�æ���[�A
�r�M��

"I���b�”�»�Þ�«�@�«�±�¸�•�µ�¡�\�K�Z
°�Š�I�€�Z�8�^�8  VLAN �_�
�Q�b�«�±�¸�•�µ�¡  �”�»�Þ�«�†�â�X
�Ã�£�µ�º�@�?%T�M�•�\�
�M�m�Z�b�Ï�î�º�_�Ã�£�µ�º�@�Ç�Û�µ�¹�•�å�¢�I�€�
�Û*f�I�€�r�O�‡��

�”�»�Þ�«  �¸�î�È�Ý�_�«�±�¸�•�µ�¡  �”�»�Þ�«�†3ã�•�M�•�_�c�
��
›  MAC �Ø�½�Ÿ�Õ�«�º  �”�»�Þ�«�\�
�Q
�b3æ�™
– VLAN �†�æ���K�r�M���G�b��
›�”�»�Þ�«�[�w�™�K�S�Ã�£�µ�º�c�
 interface-id �œ�É�©�Ù�å�[�æ
���I�€�S�–�å�±�î�Ç�™�–�«�_3?3æ�I�€�r�M��

�É�Û�–�Ë�î�º  VLAN �b�É�Û�–�Ð�Ü�r�S�c�­�•�å�²�Ü  VLAN 
Æ�_�«�±�¸�•�µ�¡  MAC �”�»�Þ�«�†0¿���K
�S���œ�
� �L�«�±�¸�•�µ�¡  MAC �”�»�Þ�«�†�M�m�Z�b6õ4�  VLAN �_0¿���M�•�²0[�@�6�~�r�M���É�Û�–
�Ë�î�º  VLAN �b�É�Û�–�Ð�Ü�r�S�c�­�•�å�²�Ü  VLAN �_0¿���I�€�S�«�±�¸�•�µ�¡  MAC �”�»�Þ�«�c6õ4�  
VLAN �_�c0
0��I�€�r�O�‡���É�Û�–�Ë�î�º  VLAN �b0ò(ý�_�X�8�Z�c�
 '¨ 19 'v���É�Û�–�Ë�î�º  VLAN 
�b0¿���� �†�g!·�K�Z�C�T�I�8��
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'¨  7 'v       �«�–�µ�³�b'ö#.
MAC �”�»�Þ�«  �¸�î�È�Ý�b'ö#.
�«�±�¸�•�µ�¡  �”�»�Þ�«�†3ã�•�M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

�”�»�Þ�«  �¸�î�È�Ý�?�}�«�±�¸�•�µ�¡  �š�å�º�Ü�†�P7V�M�•�_�c�
 no mac address-table static mac-addr 
vlan vlan-id [interface interface-id] �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

���b�[�[�c�
 MAC �”�»�Þ�«  �¸�î�È�Ý�_�«�±�¸�•�µ�¡  �”�»�Þ�«  c2f3.220a.12f4 �†3ã�•�M�•�‰�2�†&g�K
�r�M�� VLAN 4 �[�G�b  MAC �”�»�Þ�«�†��
›�”�»�Þ�«�\�K�Z�Ã�£�µ�º�†�w�™�M�•�\�
�Ã�£�µ�º�c�æ���I
�€�S�Ï�î�º�_3?3æ�I�€�r�M��

Switch(config)# mac address-table static c2f3.220a.12f4 vlan 4 interface 
gigabitethernet1/1

�Ø�½�Ÿ�Õ�«�º  MAC �”�»�Þ�«  �Ç�•�Ý�±�Ü�å�¢�b0¿��

�Ø�½�Ÿ�Õ�«�º  MAC �”�»�Þ�«  �Ç�•�Ý�±�Ü�å�¢�@�–�¿�î�È�Ý�b���œ�
�«�–�µ�³�c�
"I���b3æ�™
–  MAC �”
�»�Þ�«�r�S�c��
›  MAC �”�»�Þ�«�†�â�X�Ã�£�µ�º�†�»�ß�µ�É�K�r�M���G�b�µ+��c�¹�Ç�›�Ý�º�[�c�¹�•
�­�î�È�Ý�[�
�Ø�½�Ÿ�Õ�«�º  �«�±�¸�•�µ�¡  �”�»�Þ�«�T�E�†�§�Ï�î�º�K�Z�8�r�M��

�G�b�µ+��†�Q#Ý�M�•���œ�c�
���b�@�–�¦8o�_�‘�W�Z�C�T�I�8��

• �Ð�Ý�³�Ÿ�Õ�«�º  MAC �”�»�Þ�«�
�È�ß�î�»�Ÿ�Õ�«�º  MAC �”�»�Þ�«�
�>�|�g�Ý�î�±  MAC �”�»�Þ�«
�c�§�Ï�î�º�I�€�r�O�‡�� mac address-table static mac-addr vlan vlan-id drop �¢�ß�î�Â�Ý  �¥�å
�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†
°�Š�M�•�\�A�_�
�G�€�}�b�”�»�Þ�«�b�8�N�€�?�†�æ���M�•�\�
��
�b�8�N�€�?�b�Ó�µ�­�î�ª�@/²&g�I�€�r�M��

% Only unicast addresses can be configured to be dropped

% CPU destined address cannot be configured as drop address

• CPU �_3?3æ�I�€�•�Ã�£�µ�º�v�§�Ï�î�º�I�€�r�O�‡��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 mac address-table static mac-addr vlan 
vlan-id interface interface-id 

MAC �”�»�Þ�«  �¸�î�È�Ý�_�«�±�¸�•�µ�¡  �”�»�Þ�«�†3ã�•�K�r�M��

• mac-addr �_�c�
�”�»�Þ�«  �¸�î�È�Ý�_3ã�•�M�•��
›  MAC �Ø�½�Ÿ�Õ
�«�º  �”�»�Þ�«�†�æ���K�r�M���G�b��
›�”�»�Þ�«�†�â�X�Ã�£�µ�º�@�æ
���K�S  VLAN �_%T�™�M�•�\�
�æ���K�S�–�å�±�î�Ç�™�–�«�_3?3æ�I�€
�r�M��

• vlan-id �_�c�
�æ���K�S  MAC �”�»�Þ�«�†�â�X�Ã�£�µ�º�†�w�™�M�•  
VLAN �†�æ���K�r�M���æ���[�A�•  VLAN ID �b(
�V�c  1 >|  4094 �[
�M��

• interface-id �_�c�
�w�™�K�S�Ã�£�µ�º�b3?3æ
›�–�å�±�î�Ç�™�–�«�†�æ
���K�r�M���w� �^�–�å�±�î�Ç�™�–�«�c�
"@#.�Ï�î�º�r�S�c�Ï�î�º  
�³�Õ�¿�Ý�[�M���«�±�¸�•�µ�¡  �Ð�Ý�³�Ÿ�Õ�«�º  �”�»�Þ�«�b���œ�
0
�X
�b�–�å�±�î�Ç�™�–�«  ID �†
°�Š�[�A�r�M���«�±�¸�•�µ�¡  �Ø�½�Ÿ�Õ�«
�º  �”�»�Þ�«�b���œ�
�–�å�±�î�Ç�™�–�«�c� �ì�_  1 �X�K�?
°�Š�[�A�r
�O�‡���S�T�K�
� �L  MAC �”�»�Þ�«�>�|�g  VLAN ID �†�æ���M�•�\�

�¥�Ð�å�»�†0
�X�G
°�Š�[�A�r�M��

�«�̧ �µ�É 3 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 4 show mac address-table static 0¿���†&�1��K�r�M��

�«�̧ �µ�É 5 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��
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'¨  7 'v       �«�–�µ�³�b'ö#.
MAC �”�»�Þ�«  �¸�î�È�Ý�b'ö#.
• �Ø�½�Ÿ�Õ�«�º  MAC �”�»�Þ�«�†�«�±�¸�•�µ�¡  �”�»�Þ�«�\�K�Z3ã�•�K�
 �Ø�½�Ÿ�Õ�«�º  MAC �”�»�Þ�«  
�Ç�•�Ý�±�Ü�å�¢�†0¿���M�•���œ�c�
�q�‹�_
°�Š�I�€�S�¥�Ð�å�»�_�Â�L�Z�
�«�–�µ�³�c  MAC �”�»�Þ
�«�†�«�±�¸�•�µ�¡  �”�»�Þ�«�\�K�Z3ã�•�M�•�?�
�r�S�c�Q�b  MAC �”�»�Þ�«�†�â�X�Ã�£�µ�º�†�»�ß�µ
�É�K�r�M�� 2 $��u�_
°�Š�K�S�¥�Ð�å�»�c�
�q�6�b�¥�Ð�å�»�†�V�i�A�K�r�M��

�S�\�<�d�
 mac address-table static mac-addr vlan vlan-id interface interface-id �¢�ß�î�Â�Ý  �¥�å
�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�b�‹�_  mac address-table static mac-addr vlan vlan-id drop �¥�Ð�å
�»�†
°�Š�K�S���œ�c�
�«�–�µ�³�c3æ�™
–�r�S�c��
›�\�K�Z�æ���I�€�S  MAC �”�»�Þ�«�†�â�X�Ã�£�µ
�º�†�»�ß�µ�É�K�r�M��

mac address-table static mac-addr vlan vlan-id drop �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å
�»�b�‹�_  mac address-table static mac-addr vlan vlan-id interface interface-id �¥�Ð�å�»�†
°�Š�K
�S���œ�c�
�«�–�µ�³�@�Q�b  MAC �”�»�Þ�«�†�«�±�¸�•�µ�¡  �”�»�Þ�«�\�K�Z3ã�•�K�r�M��

�Ø�½�Ÿ�Õ�«�º  MAC �”�»�Þ�«  �Ç�•�Ý�±�Ü�å�¢�†�–�¿�î�È�Ý�_�K�Z�
�«�–�µ�³�@"I���b�”�»�Þ�«�†�â�X
�Ã�£�µ�º�†�»�ß�µ�É�M�•�|�:�_0¿���M�•�_�c�
3æ�™
–�r�S�c��
›�Ø�½�Ÿ�Õ�«�º  MAC �”�»�Þ�«�>�|�g�w
�™
��b  VLAN �†�æ���K�r�M��

�«�–�µ�³�@3æ�™
–�r�S�c��
›�Ø�½�Ÿ�Õ�«�º  �«�±�¸�•�µ�¡  �”�»�Þ�«�†�»�ß�µ�É�M�•�|�:0¿���M�•�_�c�

"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

�Ø�½�Ÿ�Õ�«�º  MAC �”�»�Þ�«  �Ç�•�Ý�±�Ü�å�¢�†�¹�•�­�î�È�Ý�_�M�•�_�c�
 no mac address-table static 
mac-addr vlan vlan-id �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

���b�[�[�c�
�Ø�½�Ÿ�Õ�«�º  MAC �”�»�Þ�«  �Ç�•�Ý�±�Ü�å�¢�†�–�¿�î�È�Ý�_�K�
 c2f3.220a.12f4 �b3æ�™

–�r�S�c��
›�”�»�Þ�«�†�â�X�Ã�£�µ�º�†�»�ß�µ�É�M�•�|�:�_�«�–�µ�³�†0¿���M�•�‰�2�†&g�K�r�M��3æ�™

–�r�S�c��
›�\�K�Z�G�b  MAC �”�»�Þ�«�†�â�X�Ã�£�µ�º�@  VLAN4 �V�[�w�™�I�€�S���œ�
�Ã�£�µ�º�@�»
�ß�µ�É�I�€�r�M��

Switch(config)# mac address-table static c2f3.220a.12f4 vlan 4 drop

VLAN �b  MAC �”�»�Þ�«  �Û�î�½�å�¢�b�¹�•�­�î�È�Ý�ì

�¹�Ç�›�Ý�º�[�c�
 MAC �”�»�Þ�«  �Û�î�½�å�¢�c�
�«�–�µ�³�b�M�m�Z�b  VLAN �[�–�¿�î�È�Ý�[�M��
VLAN �[  MAC �”�»�Þ�«  �Û�î�½�å�¢�†�D�š�M�•�\�
 MAC �”�»�Þ�«�†�Û*f�[�A�•  VLAN �
�I�}�_�Ï�î
�º�†�D�š�M�•�G�\�[�
�<#Ý�•+��^  MAC �”�»�Þ�«  �¸�î�È�Ý  �«�Ì�î�«�†'ö#.�[�A�r�M�� MAC �”�»�Þ�«  

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 mac address-table static mac-addr vlan 
vlan-id drop 

�Ø�½�Ÿ�Õ�«�º  MAC �”�»�Þ�«  �Ç�•�Ý�±�Ü�å�¢�†�–�¿�î�È�Ý�_�K�
�«�–�µ
�³�@�æ���K�S3æ�™
–�r�S�c��
›�Ø�½�Ÿ�Õ�«�º  �«�±�¸�•�µ�¡  �”�»�Þ�«�†�â
�X�Ã�£�µ�º�†�»�ß�µ�É�M�•�|�:�_0¿���K�r�M��

• mac-addr �_�c�
3æ�™
–�r�S�c��
›�Ø�½�Ÿ�Õ�«�º  MAC �”�»�Þ�«�†�æ
���K�r�M���G�b  MAC �”�»�Þ�«�†�â�X�Ã�£�µ�º�c�»�ß�µ�É�I�€�r�M��

• vlan-id �_�c�
�æ���K�S  MAC �”�»�Þ�«�†�â�X�Ã�£�µ�º�†�w�™�M�•  
VLAN �†�æ���K�r�M���æ���[�A�•  VLAN ID �b(
�V�c  1 >|  4094 �[
�M��

�«�̧ �µ�É 3 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 4 show mac address-table static 0¿���†&�1��K�r�M��

�«�̧ �µ�É 5 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��
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'¨  7 'v       �«�–�µ�³�b'ö#.
MAC �”�»�Þ�«  �¸�î�È�Ý�b'ö#.
�Û�î�½�å�¢�†�¹�•�­�î�È�Ý�_�M�•�S�_�
�¿�µ�º�á�î�¡  �º�Ï�ß�ª�\�«�–�µ�³  �©�«�¸�Ò0¿���_0ò�K�8�G�\
�†&�1��K�Z�C�T�I�8�� VLAN �[  MAC �”�»�Þ�«  �Û�î�½�å�¢�†�¹�•�­�î�È�Ý�_�M�•�\�
�¿�µ�º�á�î�¡�[
�Ç�Û�µ�¹�•�å�¢�†�,�A2s�G�M�•+��ö�@�6�~�r�M��

VLAN �b  MAC �”�»�Þ�«  �Û�î�½�å�¢�†�¹�•�­�î�È�Ý�_�M�•�\�A�c�
���b�@�–�¦8o�_�‘�W�Z�C�T�I�8��

• Switch Virtual Interface>&SVI; �«�–�µ�³�ì�•�–�å�±�î�Ç�™�–�«>'�«�–�µ�³�†0¿���í�s�b  VLAN �[  
MAC �”�»�Þ�«  �Û�î�½�å�¢�†�¹�•�­�î�È�Ý�_�M�•���œ�c�
���(�@�–�K�Z�C�T�I�8���G�b���œ�
�«
�–�µ�³�c�Þ�–�Ö  2 �»�Ó�–�å�_�M�m�Z�b  IP �Ã�£�µ�º�†�Ç�Û�µ�¹�•�å�¢�K�r�M��

• MAC �”�»�Þ�«  �Û�î�½�å�¢�c�
 1 �X�b  VLAN ID >&�[>8no mac address-table learning vlan 223>'
�r�S�c  VLAN ID �b(
�V>&�[>8 no mac address-table learning vlan 1-20, 15>'�[�¹�•�­�î�È�Ý�_�M
�•�G�\�@�[�A�r�M��

• MAC �”�»�Þ�«  �Û�î�½�å�¢�b�¹�•�­�î�È�Ý�ì�c�
�Ï�î�º�†  2 �X�µ�t  VLAN �T�E�[/œ�:�G�\�†�N�á
�K�r�M�� 3 �X�è�V�b�Ï�î�º�†�µ�t  VLAN �[  MAC �”�»�Þ�«  �Û�î�½�å�¢�†�¹�•�­�î�È�Ý�_�K�S���œ
�c�
�«�–�µ�³�_%T�™�M�•�M�m�Z�b�Ã�£�µ�º�c�
�Q�b  VLAN �»�Ó�–�å�[�Ç�Û�µ�¹�•�å�¢�K�r�M��

• �«�–�µ�³�@
Æ4Š$×�_�Q#Ý�M�•  VLAN �[�c�
 MAC �”�»�Þ�«  �Û�î�½�å�¢�†�¹�•�­�î�È�Ý�_�[�A�r�O
�‡��
°�Š�K�S  VLAN ID �@
Æ4Š VLAN �[�6�•���œ�c�
�«�–�µ�³�c�š�Û�î�Ó�µ�­�î�ª�†#Õ�B�K�Z�¥
�Ð�å�»�†�Ä�°�K�r�M���Q#Ý�K�Z�8�•
Æ4Š  VLAN �†/²&g�M�•�_�c�
 show vlan internal usage "I�’  
EXEC �¥�Ð�å�»�†
°�Š�K�r�M��

• �É�Û�–�Ë�î�º  VLAN �b�É�Û�–�Ð�Ü  VLAN �\�K�Z0¿���I�€�S  VLAN �[  MAC �”�»�Þ�«  �Û�î�½�å�¢
�†�¹�•�­�î�È�Ý�_�M�•�\�
 MAC �”�»�Þ�«�c�
�Q�b�É�Û�–�Ë�î�º  VLAN �_�“�M�•�­�•�å�²�Ü  
VLAN �V�[�,�A)F�A�Û*f�I�€�S�‹�
�É�Û�–�Ð�Ü  VLAN �V�[0
0��I�€�r�M���É�Û�–�Ë�î�º  VLAN 
�b�É�Û�–�Ð�Ü  VLAN �[�^�C�
 �­�•�å�²�Ü  VLAN �[  MAC �”�»�Þ�«  �Û�î�½�å�¢�†�¹�•�­�î�È�Ý�_�M
�•�\�
 MAC �”�»�Þ�«  �Û�î�½�å�¢�c�É�Û�–�Ð�Ü  VLAN �V�[��/œ�I�€�Z�­�•�å�²�Ü  VLAN �V�[0
0�
�I�€�r�M��

• RSPAN VLAN �[  MAC �”�»�Þ�«  �Û�î�½�å�¢�c�¹�•�­�î�È�Ý�_�[�A�r�O�‡��0¿���M�•�G�\+¬�/�[�A
�r�O�‡��

• �­�Ÿ�×�”  �Ï�î�º�†�µ�t  VLAN �[  MAC �”�»�Þ�«  �Û�î�½�å�¢�†�¹�•�­�î�È�Ý�_�M�•���œ�
�Q�b�Ï�î
�º�[  MAC �”�»�Þ�«  �Û�î�½�å�¢�c�¹�•�­�î�È�Ý�_�^�~�r�O�‡���Ï�î�º  �­�Ÿ�×�Ü�¸�•�†�¹�•�­�î�È
�Ý�_�M�•�\�
0¿���I�€�S  MAC �”�»�Þ�«  �Û�î�½�å�¢�b"g�Â�@�–�¿�î�È�Ý�_�^�~�r�M��

VLAN �[  MAC �”�»�Þ�«  �Û�î�½�å�¢�†�¹�•�­�î�È�Ý�_�M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ
�K�r�M��

VLAN �[  MAC �”�»�Þ�«  �Û�î�½�å�¢�†
Ì�g�–�¿�î�È�Ý�_�M�•�_�c�
 default mac address-table 
learning vlan vlan-id �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M�� mac address-table 
learning vlan vlan-id �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�Z�v�
 VLAN �[  MAC �”

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 no mac address-table learning vlan 
vlan-id 

�æ���I�€�S  1 �X�r�S�c0
�X�b  VLAN �[  MAC �”�»�Þ�«  �Û�î�½�å�¢�†
�¹�•�­�î�È�Ý�_�K�r�M�� 1 �X�b  VLAN ID �†�æ���
�r�S�c  VLAN ID �b(

�V�†�Á�–�Ç�å�r�S�c�•�å�Ð�[�
�)�W�Z�æ���[�A�r�M���æ���[�A�•  VLAN 
ID �b(
�V�c  1 >|  4094 �[�M��

�«�̧ �µ�É 3 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 4 show mac address-table learning [vlan 
vlan-id]

0¿���†&�1��K�r�M��

�«�̧ �µ�É 5 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��
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'¨  7 'v       �«�–�µ�³�b'ö#.
ARP �¸�î�È�Ý�b'ö#.
�»�Þ�«  �Û�î�½�å�¢�†
Ì�g�–�¿�î�È�Ý�_�[�A�r�M���q�6�b>& default>'�¥�Ð�å�»�†�Q#Ý�M�•�\�¹�Ç�›�Ý�º
"g�Â�_�`�•�S�u�
 show running-config �¥�Ð�å�»�?�}�b���Š�_0¿���@/²&g�I�€�r�O�‡�� 2 $��u�b�¥�Ð�å
�»�†�Q#Ý�M�•�\�
 show running-config "I�’  EXEC �¥�Ð�å�»���Š�_0¿���@/²&g�I�€�r�M��

���_�
 VLAN 200 �[  MAC �”�»�Þ�«  �Û�î�½�å�¢�†�¹�•�­�î�È�Ý�_�M�•�[�†&g�K�r�M��

Switch(config)#  no mac address-table learning vlan 200

show mac-address-table learning [vlan vlan-id] "I�’  EXEC �¥�Ð�å�»�†
°�Š�M�•�\�
 �M�m�Z�b VLAN �

�r�S�c�æ���K�S  VLAN �b  MAC �”�»�Þ�«  �Û�î�½�å�¢�b�«�¸�î�±�«�†/²&g�[�A�r�M��

�”�»�Þ�«  �¸�î�È�Ý  �š�å�º�Ü�b/²&g

/² 7-3 �_&g�M 1 �X�r�S�c0
�X�b"I�’  EXEC �¥�Ð�å�»�†�Q#Ý�M�•�\�
 MAC �”�»�Þ�«  �¸�î�È�Ý�†/²&g�[
�A�r�M��

ARP �¸�î�È�Ý�b'ö#.
�¹�Â�–�«�\3û�™�M�•�_�c>&�–�î�§�¿�µ�º�V�b�¹�Â�–�«�^�]>' �
�¯�Ç�º�˜�™�”�c�q�6�_�Q�b�¹�Â�–�«�b  48 
�Å�µ�º  MAC �”�»�Þ�«�r�S�c�ß�î�•�Ý  �¹�î�±  �Ü�å�¡  �”�»�Þ�«�†�Û*f�M�•�²0[�@�6�~�r�M�� IP �”�»�Þ�«
�?�}�ß�î�•�Ý  �¹�î�±  �Ü�å�¡  �”�»�Þ�«�†�Û*f�M�•�É�ß�­�«�†�
 �”�»�Þ�«0Ž�ô �\�8�8�r�M��

Address Resolution Protocol>&ARP; �”�»�Þ�«0Ž�ô�É�ß�º�¥�Ý>'�c�
�Í�«�º  IP �”�»�Þ�«�†�
0ñ�\�M�•�Ó
�¹�•�”�r�S�c  MAC �”�»�Þ�«�>�|�g  VLAN ID �_�P�Â�Ü�E�r�M�� IP �”�»�Þ�«�†�Q#Ý�K�Z�
 ARP �c�P�Â
�M�•  MAC �”�»�Þ�«�†0b�X�E�r�M�� MAC �”�»�Þ�«�@0b�X�?�•�\�
 IP �\  MAC �”�»�Þ�«�\�b�P�Â�†  ARP 
�Ÿ�Õ�µ�©�×�_�A(á�K�
�M�d�x�C�è(ô�[�A�•�|�:�_�K�r�M���Q�b�‹�
 IP �¹�î�±�¢�Û�Ò�@�Ü�å�¡�™�Ç�Þ�î
�Ò�_�•�É�­�Ý�ì�I�€�
�¿�µ�º�á�î�¡�†3û�L�Z3æ�™�I�€�r�M���–�î�§�¿�µ�º�è�¥�b  IEEE 802 �¿�µ�º�á�î
�¡�_�>�E�•  IP �¹�î�±�¢�Û�Ò�b�•�É�­�Ý�ì�>�|�g  ARP 0[�Ó / �Â'Å�_�X�8�Z�c�
 Subnetwork Access 
Protocol>&SNAP; �§�È�¿�µ�º�á�î�¡  �”�¡�­�«  �É�ß�º�¥�Ý>'�[0d���I�€�Z�8�r�M�� IP �–�å�±�î�Ç�™�–�«
�[�c�
�† =$×�^�–�î�§�¿�µ�º�g�'�b  ARP �•�É�­�Ý�ì>& arpa �Ÿ�î�á�î�»�[/²�I�€�•>'�@�¹�Ç�›�Ý�º�[�–
�¿�î�È�Ý�_0¿���I�€�Z�8�r�M��

/² 7-3 MAC �”�»�Þ�«  �¸�î�È�Ý/²&g#Ý�b�¥�Ð�å�»

�¥�Ð�å�» 1��Â

show ip igmp snooping groups �M�m�Z�b VLAN �r�S�c�æ���I�€�S  VLAN �_�P�M�•�Þ�–�Ö  2 �Ð�Ý�³�Ÿ�Õ�«�º  �š�å
�º�Ü�†/²&g�K�r�M��

show mac address-table address �æ���I�€�S  MAC �”�»�Þ�«�b  MAC �”�»�Þ�«  �¸�î�È�Ý�_���†/²&g�K�r�M��

show mac address-table aging-time �M�m�Z�b VLAN �r�S�c�æ���I�€�S  VLAN �b�š�î�ª�å�¢  �±�–�Ò�†/²&g�K�r�M��

show mac address-table count �M�m�Z�b VLAN �r�S�c�æ���I�€�S  VLAN �[�Ñ�~�K�Z�8�•�”�»�Þ�«�X�†/²&g�K�r
�M��

show mac address-table dynamic �²�–�¼�Ñ�µ�¡  MAC �”�»�Þ�«  �¸�î�È�Ý  �š�å�º�Ü�b�s�†/²&g�K�r�M��

show mac address-table interface �æ���I�€�S�–�å�±�î�Ç�™�–�«�b  MAC �”�»�Þ�«  �¸�î�È�Ý�_���†/²&g�K�r�M��

show mac address-table learning �M�m�Z�b VLAN �r�S�c�æ���K�S  VLAN �b  MAC �”�»�Þ�«  �Û�î�½�å�¢�b�«�¸�î�±
�«�†/²&g�K�r�M��

show mac address-table notification MAC 3û%±�Ã�Û�Ó�î�±�>�|�g�š�T�¸�î�È�Ý�†/²&g�K�r�M��

show mac address-table static �«�±�¸�•�µ�¡  MAC �”�»�Þ�«  �¸�î�È�Ý  �š�å�º�Ü�T�E�†/²&g�K�r�M��

show mac address-table vlan �æ���I�€�S  VLAN �b  MAC �”�»�Þ�«  �¸�î�È�Ý�_���†/²&g�K�r�M��
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'¨  7 'v       �«�–�µ�³�b'ö#.
ARP �¸�î�È�Ý�b'ö#.
�m�·�[�¸�î�È�Ý�_3ã�•�I�€�S  ARP �š�å�º�Ü�c�‡7H�)�€�_�^�}�^�8�b�[�
�m�·�[�P7V�M�•�²0[�@�6�~�r
�M��

>&�@>' CLI �b�m8p�b0ò(ý�_�X�8�Z�c�
 Cisco.com �b�Ì�î�ª�b  [Documentation] > [Cisco IOS Software] > [12.2 
Mainline] �_�6�•  Cisco IOS Release 12.2 �b�Ð�½�×�”�Ý�†�g!·�K�Z�C�T�I�8��
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'¨  7 'v       �«�–�µ�³�b'ö#.
ARP �¸�î�È�Ý�b'ö#.
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C H A P T E R 8

PTP �b0¿��

• ��9×(­�Ø�ì6ë�É�ß�º�¥�Ý�b�+0[�� >&P.8-1>'

• �� PTP �b0¿���� >&P.8-2>'

• �� PTP 0¿���b/²&g�� >&P.8-4>'

9×(­�Ø�ì6ë�É�ß�º�¥�Ý�b�+0[
IEEE 1588 �† =�[�c�
�¿�µ�º�á�î�¡�V�b�Ü�”�Ý�±�–�Ò  �¡�ß�µ�¡�b�Ç�›�î�Ý�º�º�Þ�Û�å�º� �‡�b  PTP �b
�Q#Ý�_�X�8�Z0°3Ù�I�€�Z�8�r�M��

PTP �¿�µ�º�á�î�¡�b�¡�ß�µ�¡�c�
�Ð�«�±�î / �«�Þ�î�È7u�™�[�S�B�I�€�Z�8�r�M���¢�Û�å�»�Ð�«�±�î  �¡
�ß�µ�¡�c�Ë�«�º  �Ð�«�±�î  �¡�ß�µ�¡>& BMC>'�\�ç�d�€�
�Ð�«�±�î / �«�Þ�î�È  �¡�ß�µ�¡7u�™�b�Ý�î�º�[
�M�� PTP �c�
�Ð�«�±�î  �¡�ß�µ�¡�\�^�•�q�v�G&��^�¡�ß�µ�¡�†�â�X�¹�Â�–�«�_�K)F�I�€�S�«�–�µ�³  �Ï�î�º
�†1‘�9�M�•�
 BMC �”�Ý�¦�Ü�¬�Ò�†�Q#Ý�K�r�M��

�Ð�«�±�î  �¡�ß�µ�¡�c�
�¢�ß�î�Â�Ý  �Ï�ª�©�Ù�½�å�¢  �©�«�¸�Ò>& GPS>'�ì6ë�?�}�¡�ß�µ�¡  �¯�î�«�†�w�™�K�r
�M���«�Þ�î�È�c�
�Ð�«�±�î  �¡�ß�µ�¡�_+¬�(�b�¡�ß�µ�¡�†� �‡�M�•�Ú�b�¿�µ�º�á�î�¡  �¹�Â�–�«�[�M��0v
�c�
�Ó�å�Â�b�«�Þ�î�È  �¡�ß�µ�¡�@� �‡�M�•�¡�ß�µ�¡�[�M���Ð�«�±�î  �¡�ß�µ�¡�\�«�Þ�î�È  �¡�ß�µ�¡6ë�b
�±�–�Ñ�å�¢  �Ó�µ�­�î�ª�c�
)E)F$×�^� �‡�†�–0É�K�r�M��

� �‡�·�8�c�
�«�–�µ�³�[0¿���M�•  PTP �¡�ß�µ�¡0¿���Ô�î�»�_�|�W�Z$��^�~�r�M���Ô�î�»�_�c�
�C#ú�

�š�å�»�¶�î�š�å�»  �º�Û�å�«�Ì�”�Þ�å�º�
�r�S�c3?3æ�@�6�~�r�M��

�C#ú�Ô�î�»�b�«�–�µ�³  �¡�ß�µ�¡�c�
�q�v�G&��^�Ð�«�±�î  �¡�ß�µ�¡�b4E�¥�_�g�•�K�r�M���|�~�G&��^�¡
�ß�µ�¡�@�è���I�€�^�8���œ�
�Q�b�«�–�µ�³  �¡�ß�µ�¡�@�Ð�«�±�î  �¡�ß�µ�¡�_�^�~�r�M���«�Þ�î�È  �¡�ß�µ
�¡6ë�[�|�~�G&��^�¡�ß�µ�¡�@�è���I�€�S���œ�
�«�–�µ�³�c�Q�b�¡�ß�µ�¡�_� �‡�K�
�«�Þ�î�È  �¡�ß�µ�¡
�_�^�~�r�M���q�6�b� �‡�b�6�\�
�«�–�µ�³�\�K)F�í�s/æ*(�c�
�±�–�Ñ�å�¢  �Ó�µ�­�î�ª�†�º�n�K�Z�
�¡
�ß�µ�¡�b�œ�Ç�­�µ�º�\�¿�µ�º�á�î�¡�b4����_�|�•�ì6ë�b�š�f�†�Ÿ�G�K�r�M��

�š�å�»�¶�î�š�å�»  �º�Û�å�«�Ì�”�Þ�å�º  �Ô�î�»�b�«�–�µ�³  �¡�ß�µ�¡�c�
�M�m�Z�b�«�–�µ�³  �Ï�î�º�†�Ð�«
�±�î  �¡�ß�µ�¡�_� �‡�K�r�M���G�b�«�–�µ�³�c�
�Ð�«�±�î  �¡�ß�µ�¡�b4E�¥�_�g�•�O�N�
�M�m�Z�b�Ï�î�º
�[�¹�Ç�›�Ý�º  PTP �¡�ß�µ�¡  �Ô�î�»�†�Q#Ý�K�r�M��

3?3æ�Ô�î�»�b�«�–�µ�³  �¡�ß�µ�¡�_�|�~�
�w�™  PTP �Ã�£�µ�º�@�«�–�µ�³�†3û�–�b�Ð�Ý�³�Ÿ�Õ�«�º  �º�Û
�Ç�•�µ�¡�\�K�Z�Ã�«�«�Ý�î�[�A�•�|�:�_�K�r�M��

�«�–�µ�³�@  PTP 3?3æ�Ô�î�»�b���œ�
 PTP �Ô�î�»�†�Ú�b�Ô�î�»�_�š�f�M�•���œ�†7V�A�
 PTP 0¿���†�Q#Ý
�M�•�G�\�c�[�A�r�O�‡���«�–�µ�³�@�C#ú�Ô�î�»�b���œ�c�
�Ï�î�º�"�)�b  PTP �T�E�†0¿���[�A�r�M��

�«�–�µ�³�b�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†��/œ�M�•�G�\�_�|�W�Z�
 PTP �Ã�«�«�Ý�î��#.�†�–
�¿�î�È�Ý�_�[�A�r�M�� PTP �Ã�«�«�Ý�î�†�–�¿�î�È�Ý�_�M�•�\�
�M�m�Z�b  PTP �Ó�µ�­�î�ª�c�
�Ã�£�µ�º
�†�w�™�M�•  VLAN 
Æ�b�Ñ�G�Ô�ª�×�î�Ý�b�Ï�î�º�\�b6ë�[�w�E�û�I�€�r�M��
8-1
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 '¨  8 'v       PTP �b0¿��
PTP �b0¿��
PTP �Ã�«�«�Ý�î�µ+��_�c�
�ì�•�Ý�î�¸�•�å�¢�>�|�g3?3æ>& VRF>'�
�Ï�Ü�©�î�Ë�î�«  �Ý�î�¸�•�å�¢
>&PBR>'�
�>�|�g  PVLAN>&�É�Û�–�Ë�î�º�ì�•�ß�î�•�Ý  �š�Ü�”  �¿�µ�º�á�î�¡>'�µ+��\�b�«�n�ö�@�6�~�r
�O�‡��

PTP �b0¿��
• ���¹�Ç�›�Ý�º  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�� >&P.8-2>'

• �� PTP �b0¿���� >&P.8-3>'

�¹�Ç�›�Ý�º  �¥�å�Ç�•� �×�Þ�î�©�Ù�å

�¹�Ç�›�Ý�º�[�c�
�Ë�î�«  �«�–�µ�³  �Ô�ª�×�î�Ý�b�M�m�Z�b�Ç�“�«�º  �–�î�§�¿�µ�º  �Ï�î�º�>�|�g� �ž�Å�µ
�º  �–�î�§�¿�µ�º  �Ï�î�º�[  PTP �@�–�¿�î�È�Ý�_�^�W�Z�8�r�M���M�m�Z�b�Ï�î�º�_�>�E�•�¹�Ç�›�Ý�º�b  
PTP �Ô�î�»�c�
�š�å�»�¶�î�š�å�»  �º�Û�å�«�Ì�”�Þ�å�º�[�M��

/² 8-1 �¹�Ç�›�Ý�º�b  PTP 0¿��

�µ+� �¹�Ç�›�Ý�º0¿��

PTP �C#ú�Ô�î�»  �¹�•�­�î�È�Ý

PTP 3?3æ�Ô�î�» �¹�•�­�î�È�Ý

PTP �š�å�»�¶�î�š�å�»  �º�Û�å�«�Ì�”�Þ�å
�º  �Ô�î�»

�–�¿�î�È�Ý

PTP �É�Û�–�œ�Ü�¸�•  1 �>�|�g  PTP �É�Û�–
�œ�Ü�¸�•  2

�¹�Ç�›�Ý�º�b�É�Û�–�œ�Ü�¸�•$��•�c  128 �[�M��

PTP �”�¼�˜�å�«6ë7x 2 &Ê 

PTP �”�¼�˜�å�«  �±�–�Ò�”�˜�º  8 &Ê

PTP 4���0[�Ó6ë7x 32 &Ê

PTP � �‡6ë7x 1 &Ê

PTP � �‡�D7H  500000000 �¼�À&Ê

PTP �Ã�«�«�Ý�î �¹�•�­�î�È�Ý
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 '¨  8 'v       PTP �b0¿��
PTP �b0¿��
PTP �b0¿��  
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 ptp { mode { boundary | 
e2etransparent | forward } | 
priority1  value | priority2  value | 
passthrough}

� �‡�¡�ß�µ�¡�†�æ���K�r�M��

• mode boundary>8�M�m�Z�b�K)F�¹�Â�–�«�_�P�M�•�¢�Û�å�»�Ð�«�±�î  �¡
�ß�µ�¡�>�|�g0v�¡�ß�µ�¡�\�K�Z�·�8�K�r�M���q�v�G&��^�Ð�«�±�î  �¡�ß�µ�¡
�b4E�¥�_�g�•�M�•�«�–�µ�³�†�–�¿�î�È�Ý�_�K�r�M��

�G�b�Ô�î�»�c�
4#2�,´�r�S�c5�2�,´�b"g�Â�_�|�~�±�A�^4����ª�µ�±�@#Õ�L
�•�\�A�_�Q#Ý�K�r�M��

• mode e2etransparent>&�š�å�»�¶�î�š�å�»  �º�Û�å�«�Ì�”�Þ�å�º>' >8�M�m�Z
�b�«�–�µ�³  �Ï�î�º�†�Ð�«�±�î  �¡�ß�µ�¡�_� �‡�ì�K�r�M��  �G�€�@�¹�Ç�›�Ý�º
�b�¡�ß�µ�¡  �Ô�î�»�[�M��

�ª�µ�±�\�š�Û�î�b(ü'��†�ö�}�M�_�c�
�G�b�Ô�î�»�†�Q#Ý�K�r�M��

• mode forward>8�w�™ PTP �Ã�£�µ�º�@3û�–�b�Ð�Ý�³�Ÿ�Õ�«�º  �º�Û�Ç�•�µ�¡
�\�K�Z�«�–�µ�³�†�Ã�«�«�Ý�î�M�•�G�\�†0Á�•�K�r�M��

�«�–�µ�³  �Ï�î�º�@�C#ú�Ô�î�»�b���œ�_�
�¡�ß�µ�¡  �É�Û�–�œ�Ü�¸�•�b�É�ß�Ã
�¸�•�†�æ���K�r�M��

• priority1  value>8�q�v�G&��^�Ð�«�±�î  �¡�ß�µ�¡�†4E�¥�M�•�S�u�_�
�¹�Ç�›
�Ý�º�b�²�ó>&�¡�ß�µ�¡��2A�
�¡�ß�µ�¡  �¡�Û�«�^�]>'�†�V�i�A�K�r�M���*�8
�Í�@
ƒ
›�I�€�r�M���w� �^(
�V�c  0 >|  255 �[�M���¹�Ç�›�Ý�º�c  128 �[�M��

• priority2  value>82 �X�b�«�–�µ�³�@�¹�Ç�›�Ý�º�b�²�ó�_�M+´�M�•���œ�_�

�M�‰�@4E�¥�I�€�•�|�:�_�K�r�M���S�\�<�d�
�É�Û�–�œ�Ü�¸�•  2 �Í�†�Q#Ý�K
�Z�
� '¼�b�«�–�µ�³�_�«�–�µ�³  �É�Û�–�œ�Ü�¸�•�†�Ü�Z�M�•�G�\�@�[�A�r
�M���w� �^(
�V�c  0 >|  255 �[�M���¹�Ç�›�Ý�º�c  128 �[�M��

PTP �Ã�«�«�Ý�î  �œ�É�©�Ù�å�†�æ���K�r�M��

• passthrough>8�Ñ�G�Ô�ª�×�î�Ý  �Ï�î�º�V�[  PTP �Ó�µ�­�î�ª�†�–�¿�î�È�Ý�_
�K�r�M��

�G�b�œ�É�©�Ù�å�c�
�«�–�µ�³  �Ï�î�º�@�C#ú�Ô�î�»�r�S�c�º�Û�å�«�Ì�”�Þ�å
�º  �Ô�î�»�b���œ�_�Q#Ý�[�A�r�M��

�«�̧ �µ�É 3 interface interface-id �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��
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 '¨  8 'v       PTP �b0¿��
PTP 0¿���b/²&g
PTP 0¿���b/²&g

�«�̧ �µ�É 4 ptp { announce { interval value | 
timeout value}  | delay-req 
interval value | enable | sync 
{ interval value | limit value}}

�±�–�Ñ�å�¢  �Ó�µ�­�î�ª�b0¿���†�æ���K�r�M���G�€�}�b�œ�É�©�Ù�å�c�
�«�–�µ
�³�@�C#ú�Ô�î�»�b���œ�_�b�s�Q#Ý�[�A�r�M��

• announce interval value>8�”�¼�˜�å�«  �Ó�µ�­�î�ª�†3æ�™�M�•�ì6ë�†0¿���K
�r�M���æ���[�A�•(
�V�c  0 >|  4 &Ê�[�M���¹�Ç�›�Ý�º�c  1>&2 &Ê>'�[�M��

• announce timeout value>8�±�–�Ò�”�˜�º  �Ó�µ�­�î�ª�†�”�¼�˜�å�«�M�•�ì6ë
�†0¿���K�r�M���æ���[�A�•(
�V�c  2 >|  10 &Ê�[�M���¹�Ç�›�Ý�º�c  3>&8 &Ê>'
�[�M��

• delay-req interval value>8�Ï�î�º�@�Ð�«�±�î  �¡�ß�µ�¡"g�Â�b���œ�_�
�«
�Þ�î�È  �¹�Â�–�«�@4���0[�Ó�Ó�µ�­�î�ª�†3æ�™�M�•�ì6ë�†0¿���K�r�M���æ��
�[�A�•(
�V�c  -1 >|  6 &Ê�[�M���¹�Ç�›�Ý�º�c  5>&32 &Ê>'�[�M��

• enable>8�Ï�î�º  �Ë�î�«�b�Ô�ª�×�î�Ý�[  PTP �†�–�¿�î�È�Ý�_�K�r�M��

• sync interval value>8� �‡�Ó�µ�­�î�ª�†3æ�™�M�•�ì6ë�†0¿���K�r�M��
°�Š
�[�A�•(
�V�c  –1 >|  1 &Ê�[�M���¹�Ç�›�Ý�º�c  1 &Ê�[�M��

• sync limit value>8PTP �@
Ì� �‡�†0è�s�•�r�[�b�
�q�±�¡�ß�µ�¡  �œ�Ç�­�µ
�º�Í�†0¿���K�r�M��(
�V�c  50 >|  500000000 �¼�À&Ê�[�M���¹�Ç�›�Ý�º�c  
500000000 �¼�À&Ê�[�M��

�«�̧ �µ�É 5 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 6 show running-config 
°�Š�†&�1��K�r�M��

�«�̧ �µ�É 7 copy running-config 
startup-config

>&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��

/² 8-2 PTP 0¿���†/²&g�M�•�S�u�b�¥�Ð�å�»  

�¥�Ð�å�» % $×

show ptp clock PTP �¡�ß�µ�¡  �É�ß�Ã�¸�•�†/²&g�K�r�M��

show ptp foreign-master-record PTP �¥4Š�Ð�«�±�î  �¹�î�±  �­�µ�º�†/²&g�K�r�M��

show ptp parent 0v�>�|�g�¢�Û�å�»�Ð�«�±�î  �¡�ß�µ�¡�b�É�ß�Ã�¸�•�†/²&g�K�r�M��

show ptp passthrough PTP �b�Ã�«�«�Ý�î�_���†/²&g�K�r�M��

show ptp port �M�m�Z�b PTP �Ï�î�º  �É�ß�Ã�¸�•�†/²&g�K�r�M��

show ptp port FastEthernet interface �æ���K�S�Ï�î�º�b  PTP FastEthernet �É�ß�Ã�¸�•�†/²&g�K�r�M��

show ptp port GigabitEthernet interface �æ���K�S�Ï�î�º�b  PTP � �ž�Å�µ�º  �–�î�§�¿�µ�º  �É�ß�Ã�¸�•�†/²&g�K�r�M��

show ptp time-property PTP �ì6ë�É�ß�Ã�¸�•�†/²&g�K�r�M��

�¥�Ð�å�» % $×
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C H A P T E R 9

PROFINET �b0¿��

�G�b'v�[�c�
 Cisco IE 3000 �«�–�µ�³�[  PROFINET �µ+��†0¿���M�•�m8p�_�X�8�Z1��Â�K�r�M��

• �� PROFINET �b�+0[�� >&P.9-1>'

• �� PROFINET �b0¿���� >&P.9-4>'

• �� PROFINET 0¿���b/²&g�� >&P.9-5>'

• �� PROFINET �b�º�Û�È�Ý�©�×�î�¸�•�å�¢�� >&P.9-5>'

PROFINET �b�+0[
PROFINET �c  PROFIBUS International>&PI>'�b�œ�î�É�å�^�d���–�î�§�¿�µ�º�† =�[�6�~�
�œ�î�º�Ó�î
�©�Ù�å  �¥�å�º�ß�î�Ý#Ý�_  TCP/IP �>�|�g  IT �† =�†�Q#Ý�K�Z�8�r�M�� PROFINET �c�
/æ*(�>�|�g�¸�«�º
�µ�þ�b�·�A�x(­�Ø�b�D�š�@5�0[�[�6�•�d���œ�î�º�Ó�î�©�Ù�å  �©�«�¸�Ò�x�É�ß�­�«�D�š�¿�µ�º�á�î�¡�_
"I�_�w#Ý�[�M�� PROFINET �c�¹�î�±�º�n�†5�0i�K�Z�>�~�
3ÿ�Ø0[�ó�_�œ�W�S3û�™�Ã�«�†��*O�K�Z�8�r
�M�� PROFINET 3û�™�c�
���b  3 �X�b!l�[�«�£�î�Û�È�Ý�[�M��

• �† =�b8��Ü�”�Ý�±�–�Ò3û�™�[�c  TCP/IP �†�Q#Ý�K�
(Ù  100 ms �b�Â�«  �§�–�¡�Ý  �±�–�Ò�@��#'�I�€�r
�M��

• �Ü�”�Ý�±�–�Ò3û�™�[�c�
(Ù  10 ms �b�§�–�¡�Ý  �±�–�Ò�@��#'�I�€�r�M��

• '¼�ì6ë7x�b�Ü�”�Ý�±�–�Ò3û�™�[�c�
(Ù  1 ms �b�§�–�¡�Ý  �±�–�Ò�@��#'�I�€�r�M��

>&�@>' �G�b�«�–�µ�³�[�c�
'¼�ì6ë7x�b�Ü�”�Ý�±�–�Ò3û�™�³�Õ�¿�Ý�c�§�Ï�î�º�I�€�Z�8�r�O�‡��

PROFINET IO �c�
�(�S�º�œ�î�º�Ó�î�©�Ù�å  �”�É�Ü�£�î�©�Ù�å#Ý�b�Ô�ª�×�Û3û�™�Ç�Þ�î�Ò�á�î�¡�[�M��
PROFINET IO �c�`�G�º�b�¹�î�±3?3æ�†�Q#Ý�K�Z�
�É�ß�¢�Û�Ð�È�Ý  �¥�å�º�ß�î�Û�

°�Š / ���Š>& I/O>'/æ
*(�
�>�|�g�Q�b�Ú�b�œ�î�º�Ó�î�©�Ù�å  �¥�å�º�ß�î�Û>&�Ô�î�©�Ù�å  �¥�å�º�ß�î�Û�^�]>'�\�¹�î�±�
�”�Û�î
�Ò�
0Ç�•�_���†�º�n�K�r�M��

PROFINET IO �c�
���b  3 �X�b�¡�Û�«�b/æ*(�†1�1‘�K�r�M��

• IO /æ*(

• IO �¥�å�º�ß�î�Û

• IO �«�î�Ã�î�Â�–�¨
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 '¨  9 'v       PROFINET �b0¿��
PROFINET �b�+0[
PROFINET /æ*(�b�z�m

�W 9-1�_�
 3 '�8®�b/æ*(�b�z�m�†&g�K�r�M��

�W 9-1 PROFINET /æ*(�b�z�m

IO �¥�å�º�ß�î�Û�c  IO /æ*(�†�D�š�M�•  Programmable Logic Controller>&PLC; �É�ß�¢�Û�Ð�È�Ý  �ß�ª�µ
�¡  �¥�å�º�ß�î�Û>'�[�6�~�
�œ�î�º�Ó�î�©�Ù�å  �É�ß�¢�Û�Ò�†3û�K�Z0¿���
�”�Û�î�Ò�
 IO �¹�î�±�^�]�b
�¹�î�±�†�º�n�K�r�M�� IO �¥�å�º�ß�î�Û�\  IO �«�î�Ã�î�Â�–�¨�c0Ç�•�_���†�º�n�K�r�M�� IO �¥�å�º�ß�î
�Û�c  IO /æ*(�\0¿���x
°�Š / ���Š�_���†
¹�w�K�
 IO /æ*(�?�}�”�Û�î�Ò�†�w�™�K�r�M��

PROFINET �c�
�O�M�r�S�c�É�Û�–�Ð�Ü�b'ö#.�©�«�¸�Ò�\�K�Z�Q#Ý�M�•�|�:0¿0£�I�€�Z�8�r�M�� IO �¥�å
�º�ß�î�Û�c  Discovery and Configuration Protocol>&DCP; �è�� / �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �É�ß�º�¥�Ý>'
�[�«�–�µ�³�†�è���K�
/æ*(�¡�\  IP �”�»�Þ�«�†0¿���M�•�S�u�
�ö�•$×�^0¿���_  Cisco IOS �¥�Ð�å�»�c�²
0[�6�~�r�O�‡���Ñ�G0¿��>& QoS �x  DHCP �^�]�b�µ+�>'�†/œ�:�_�c�
�«�–�µ�³�V�[  Cisco IOS �¥�Ð�å�»
�†�Q#Ý�M�•�²0[�@�6�~�r�M�� PROFINET �†�Q#Ý�K�Z�
�G�€�}�b�µ+��b0¿���c�[�A�r�O�‡��

IO �«�î�Ã�î�Â�–�¨�c  Human Machine Interface>&HMI; �Ä�×�î�Ð�å  �Ð�©�å  �–�å�±�î�Ç�™�–�«>'�x  PC �^
�]�b�š�å�ª�½�”�Ü�å�¢  �«�¸�î�©�Ù�å�[�6�~�
�¥�Ñ�µ�©�Ù�½�å�¢�
�Ô�½�±�Ü�å�¢�
0Ç�•�(�Ò�_�Q#Ý�I�€
�r�M�� IO �«�î�Ã�î�Â�–�¨�c  IO /æ*(�\0Ç�•�_���
�«�¸�î�±�«�_���
�D�š�_���
�Ã�Û�Ó�î�±�_���†�º�n�K
�r�M��

IO /æ*(�c�
�­�å�§�î�
�”�¡�³�×�š�î�±�
�Ô�î�©�Ù�å  �¥�å�º�ß�î�Û�^�]�b�(�S�º
°�Š / ���Š/æ*(�[�M��

>&�@>' �«�–�µ�³�c  IO /æ*(�\�K�Z�·�8�K�
 IO �¥�å�º�ß�î�Û�l�b  PROFINET 'ö#.�K)F�†/œ�8�r�M��

PROFINET IO �©�«�¸�Ò�[�c�
 �Â�«  �§�–�¡�Ý  �±�–�Ò  100 ms �• 6�b�œ�î�º�Ó�î�©�Ù�å#Ø��0[�ó�† 6�S�M
�S�u�
�M�m�Z�b  IO /æ*(�@�–�î�§�¿�µ�º3û�™�¿�µ�º�á�î�¡�†�Ó�K�Z3û�™�K�r�M���G�b�¿�µ�º�á�î�¡�[
�c�
�¹�î�±�b/ª':�†4J�E�•�S�u�
�«�–�µ�³�\
²�§5��¹�î�±�º�n�@�Q#Ý�I�€�r�M��

PROFINET /æ*(�b�¹�î�±�º�n

PROFINET �@ DCP �†�Q#Ý�K�Z�«�–�µ�³�^�]�b/æ*(�†�è���M�•�\�
�”�É�Ü�£�î�©�Ù�å6õ�€>& AR>'�>�|
�g3û�™6õ�€>&CR>'�@&�'g�I�€�r�M���K)F�@&�'g�I�€�
/æ*(�Ã�Û�Ó�î�±�_6õ�M�•�_���@�º�n�I�€�S�}�


°�Š�¹�î�±�\���Š�¹�î�±�@�º�n�I�€�r�M���«�–�µ�³�c8��Ü�”�Ý�±�–�Ò  CR �†�Q#Ý�K�Z�
 /² 9-1 �>�|�g
/² 9-2 �_&g�M�¹�î�±�“�ö�†�º�n�K�r�M��

���o�(�@�6�;

27
63

94

IO �ù�8���8���ä�ö
�¢���-�ð�)���3�ð�:�W /PC�£IO �ó�3���-�8�) /PLC

IO �:�W
�¢���ã�8�+�	�:�W�£

�&�R�6�*�Z �> �f�#�”
.3�».;�¿

IO -]'Î�é�Ù�î�Å���î
�:�o�2�é
d�µ

I/O �:�o�2�é
.’�ú� �È
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 '¨  9 'v       PROFINET �b0¿��
PROFINET �b�+0[
/² 9-1  PROFINET IO �«�–�µ�³�“�ö  

PROFINET IO �«�–�µ�³0¿���“�ö �Í�r�S�c�”�¡�©�Ù�å

�¹�Â�–�«�¡ /æ*(�b�¡�S�†0¿���K�r�M��

TCP/IP IP �”�»�Þ�«�
�§�È�¿�µ�º  �Ð�«�¡�
�¹�Ç�›�Ý�º  �¤�î�º�˜�™�–�
 SVI��

�É�Û�–�Ð�Ü ��Ø�”�Û�î�Ò �æ���K�S�”�Û�î�Ò�b�Ô�½�±�Ü�å�¢�†�–�¿�î�È�Ý�r�S�c�¹�•�­�î�È�Ý�_�K
�r�M��

�­�•�å�²�Ü ��Ø�”�Û�î�Ò �æ���K�S�”�Û�î�Ò�b�Ô�½�±�Ü�å�¢�†�–�¿�î�È�Ý�r�S�c�¹�•�­�î�È�Ý�_�K
�r�M��

RPS 7€���”�Û�î�Ò �æ���K�S�”�Û�î�Ò�b�Ô�½�±�Ü�å�¢�†�–�¿�î�È�Ý�r�S�c�¹�•�­�î�È�Ý�_�K
�r�M��

CF 7€���”�Û�î�Ò �æ���K�S�”�Û�î�Ò�b�Ô�½�±�Ü�å�¢�†�–�¿�î�È�Ý�r�S�c�¹�•�­�î�È�Ý�_�K
�r�M��

�Ü�Þ�î  �Ó�ª�Õ�î  �”�Û�î�Ò �æ���K�S�”�Û�î�Ò�b�Ô�½�±�Ü�å�¢�†�–�¿�î�È�Ý�r�S�c�¹�•�­�î�È�Ý�_�K
�r�M��

�Ü�Þ�î  �Ð�–�¼�î  �”�Û�î�Ò �æ���K�S�”�Û�î�Ò�b�Ô�½�±�Ü�å�¢�†�–�¿�î�È�Ý�r�S�c�¹�•�­�î�È�Ý�_�K
�r�M��

��,´�ì�¹�Ç�›�Ý�º�l�b�Ü�­�µ�º PROFINET IO �¥�å�º�ß�î�Û�†�Q#Ý�K�Z�
�«�–�µ�³�†��,´�ì�¹�Ç�›�Ý�º
�_�Ü�­�µ�º�K�r�M���G�b�”�¡�©�Ù�å�_�|�~�
�«�±�î�º�”�µ�É  �¥�å�Ç�•
� �×�Þ�î�©�Ù�å�@�P7V�I�€�
�«�–�µ�³�@�Ü�ß�î�»�I�€�r�M��

�Ü�Þ�î  �Ó�ª�Õ�î0¿�� �Ó�ª�Õ�î  �Ü�Þ�î�†�º�Ü�ž�î�M�•�Ï�î�º  �”�Û�î�Ò>&�Ü�å�¡7€���^�]>'�b
�±�–�É�†�æ���K�r�M���æ���K�S�”�Û�î�Ò  �±�–�É�[0¿���I�€�S�õ�–�b
�Ï�î�º�@�Ó�ª�Õ�î  �Ü�Þ�î�†�º�Ü�ž�î�[�A�r�M��

�Ü�Þ�î  �Ð�–�¼�î0¿�� �Ð�–�¼�î  �Ü�Þ�î�†�º�Ü�ž�î�M�•�Ï�î�º  �”�Û�î�Ò>&�Ü�å�¡7€���^�]>'�b
�±�–�É�†�æ���K�r�M���æ���K�S�”�Û�î�Ò  �±�–�É�[0¿���I�€�S�õ�–�b
�Ï�î�º�@�Ð�–�¼�î  �Ü�Þ�î�†�º�Ü�ž�î�[�A�r�M��

/² 9-2 PROFINET IO �Ï�î�º�“�ö  

PROFINET IO �Ï�î�º0¿���“�ö �Í�r�S�c�”�¡�©�Ù�å

3ÿ�Ø 10�
 100�
 1000�
+¬�·��

�¹�×�É�Þ�µ�¡�« ���§5� / 
²�§5� / +¬�·��

�Ï�î�º  �Ô�î�» �”�¡�­�« / �º�Û�å�¡��

VLAN VLAN �_����

�Ü�å�¡  �«�¸�î�±�« �©�Õ�µ�º�²�˜�å / �©�Õ�µ�º�²�˜�å�^�K��

0¿���Þ�î�º�b�D7H �È�ß�î�»�Ÿ�Õ�«�º�
�Ø�½�Ÿ�Õ�«�º�
�Ð�Ý�³�Ÿ�Õ�«�º�b�K�A�8�Í�@0¿���I
�€�S�Þ�Ë�Ý�†2x�<�Z�8�r�M��

�Ï�î�º  �Ü�å�¡7€���”�Û�î�Ò �æ���K�S�”�Û�î�Ò�b�Ô�½�±�Ü�å�¢�†�–�¿�î�È�Ý�r�S�c�¹�•�­�î�È�Ý�_�K
�r�M��

Port not forwarding �”�Û�î�Ò �æ���K�S�”�Û�î�Ò�b�Ô�½�±�Ü�å�¢�†�–�¿�î�È�Ý�r�S�c�¹�•�­�î�È�Ý�_�K
�r�M��

Port not operating �”�Û�î�Ò �æ���K�S�”�Û�î�Ò�b�Ô�½�±�Ü�å�¢�†�–�¿�î�È�Ý�r�S�c�¹�•�­�î�È�Ý�_�K
�r�M��

�Ï�î�º  FCS �K�A�8�Í�”�Û�î�Ò �æ���K�S�”�Û�î�Ò�b�Ô�½�±�Ü�å�¢�†�–�¿�î�È�Ý�r�S�c�¹�•�­�î�È�Ý�_�K
�r�M��
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PROFINET �b0¿��
PROFINET /æ*(�c  General Station Description>&GSD>'�Ç�“�–�Ý�†�Q#Ý�K�Z)+�œ�I�€�r�M���G�b�Ç�“
�–�Ý�_�c�
�š�å�ª�½�”�Ü�å�¢#Ý�b�¹�î�±�x�
 IO �¥�å�º�ß�î�Û�
 IO �«�î�Ã�î�Â�–�¨�
�>�|�g  IO /æ*(

>&�«�–�µ�³�^�]>'6ë�b�¹�î�±�º�n#Ý�b�¹�î�±�@�µ�r�€�Z�8�r�M���›  PROFINET IO �Ç�•�î�Ý�»/æ*(�_�c�

/æ*(�b�É�ß�Ã�¸�•�@0°3Ù�I�€�
0¿���_�²0[�^���b�_���@�M�m�Z�µ�r�€�S  GSD �Ç�“�–�Ý�@6õ4��Ü�E�}�€
�Z�8�•�²0[�@�6�~�r�M��

• /æ*( ID �_��>&/æ*(  ID�
�Ë�å�²�î  ID �>�|�g�Ë�å�²�î�¡�
0����Ç�“�Ñ�Ü�
�Ï�î�º�X>' ��

• %T+:�•+��Ô�ª�×�î�Ý�b�X�>�|�g�±�–�É��

• Cisco IE 3000 8 �Ï�î�º�Ñ�G�Ô�ª�×�î�Ý�c�Í�µ�º�«�á�µ�É�•+��[�c�6�~�r�O�‡���Ñ�G�Ô�ª�×�î�Ý�b
�K)F�x�)�•�†/œ�:�S�_�
�«�–�µ�³�†�œ�Ç�_�K�Z�C�T�I�8��

• 0Ç�•�_���b�š�Û�î  �¸�Ÿ�«�º��

• IO /æ*(�b3û�™�Ã�Û�Ó�î�±>&�q�`�§�–�¡�Ý  �±�–�Ò�
�Ü�²�¡�©�Ù�å�š"á�
�˜�›�µ�³  �»�µ�¢  �±�–�Ò�^
�]>' ��

>&�@>' Cisco IE 3000 �«�–�µ�³�b�¹�Ç�›�Ý�º�b�Ü�²�¡�©�Ù�å�š"á�c  128 ms �[�M�@�
�«�–�µ�³�_0
7§�^
0¿���†�Q#Ý�M�•���œ�c�
�«�–�µ�³�b  CPU �_�P�M�•2�,´�†�ö�}�M�S�u�
�Ü�²�¡�©�Ù�å�š"á�†  256 
ms �r�S�c  512 ms �_�M�•�G�\�†�N�á�K�r�M��

• IO /æ*(�Ô�ª�×�î�Ý�_6õ�M�•0¿���¹�î�±>&3ÿ�Ø�
�¹�×�É�Þ�µ�¡�«�
 VLAN �
�Ï�î�º  �­�Ÿ�×�Ü�¸�•�_
���
�”�Û�î�Ò�
�È�ß�î�»�Ÿ�Õ�«�º  �Þ�î�º�D7H�b�K�A�8�Í�^�]>' ��

• /² 9-2 �_�Ü�«�º�I�€�S�“�ö�_�P�K�Z0¿���I�€�S�
 IO /æ*(�Ô�ª�×�î�Ý�b�Ã�Û�Ó�î�±��

GSD �Ç�“�–�Ý�c�«�–�µ�³�_6õ�M�•�v�b�[�M�@�
 IO �«�î�Ã�î�Â�–�¨�c�G�b�Ç�“�–�Ý�†�Q#Ý�K�r�M��

>&�@>' PROFINET �¿�µ�º�á�î�¡�†'ö#.�M�•�_�c�
�«�–�µ�³�V�b  Cisco IOS Release �\6õ4��Ü�E�}�€�S  GSD 
�Ç�“�–�Ý�†�Q#Ý�M�•�²0[�@�6�~�r�M�� IO �«�î�Ã�î�Â�–�¨�\  Cisco IOS �¯�Ç�º�˜�™�”�c�]�U�}�v�
 GSD 
�Ç�“�–�Ý�\�«�–�µ�³�b  Cisco IOS �¯�Ç�º�˜�™�”  �Â�î�ª�Ù�å6ë�b�Y�M+´�†3û%±�K�r�M��

PROFINET �b0¿��
�ö�•$×�^�«�–�µ�³0¿���_�c�
 IO �«�î�Ã�î�Â�–�¨�V�b  PROFINET �¯�Ç�º�˜�™�”�?  Cisco IOS �¯�Ç�º�˜�™
�”�b�8�N�€�?�†�Q#Ý�[�A�r�M��

• ���¹�Ç�›�Ý�º  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�� >&P.9-4>'

• �� PROFINET �b�–�¿�î�È�Ý�ì�� >&P.9-5>'

�¹�Ç�›�Ý�º  �¥�å�Ç�•� �×�Þ�î�©�Ù�å

Cisco IOS �¯�Ç�º�˜�™�”  �Ü�Ü�î�«  12.2(52)SE �è7F�
 PROFINET �c�M�m�Z�b�Ë�î�«  �«�–�µ�³  �Ô�ª�×�î
�Ý�>�|�g�Ñ�G�Ø�½�µ�º�b�–�î�§�¿�µ�º  �Ï�î�º�V�[�
�¹�Ç�›�Ý�º�_�|�~�–�¿�î�È�Ý�_�^�W�Z�8�r�M��
PROFINET �@�¹�•�­�î�È�Ý�_�^�W�Z�8�•���œ�c�
 �� PROFINET �b�–�¿�î�È�Ý�ì�� >&P.9-5>' �b�m8p�_
�‘�W�Z�C�T�I�8��
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 '¨  9 'v       PROFINET �b0¿��
PROFINET 0¿���b/²&g
PROFINET �b�–�¿�î�È�Ý�ì  
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

�«�–�µ�³�V�[  PROFINET �†�¹�•�­�î�È�Ý�_�M�•�_�c�
 no profinet �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù
�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

PROFINET 0¿���b/²&g
show profinet "I�’  EXEC �¥�Ð�å�»�†�Q#Ý�K�
 /² 9-3 �_&g�M�Ÿ�î�á�î�»�b�8�N�€�?�†�æ���K�r�M��

PROFINET �b�º�Û�È�Ý�©�×�î�¸�•�å�¢
PLC �b  LED �c�”�Û�î�Ò�@$Î#Õ�M�•�\2e�_�^�~�
 IO �«�î�Ã�î�Â�–�¨�b�¯�Ç�º�˜�™�”�c�G�€�}�b�”�Û�î
�Ò�†�o�Î�K�r�M��

PROFINET �b�º�Û�È�Ý�©�×�î�¸�•�å�¢�†/œ�:�_�c�
 debug profinet "I�’  EXEC �¥�Ð�å�»�†�Q#Ý�K�

/² 9-4 �_&g�M�Ÿ�î�á�î�»�†�æ���K�r�M�� debug �¥�Ð�å�»�b���Š�_�|�~�
�©�Ü�”�Ý  �Ü�å�¡�_�š�Û�î�@$Î
#Õ�M�•�•+��ö�@�6�•�b�[�@�–�K�Z�C�T�I�8���G�€�}�b�¥�Ð�å�»�†�Q#Ý�M�•7•�_�c�
�²�N�©�«�¥�b�¸�¡�½

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 profinet �«�–�µ�³�V�[  PROFINET �†�–�¿�î�È�Ý�_�K�r�M��

�«�̧ �µ�É 3 profinet id  line >&�õ�–>'Cisco IOS �¯�Ç�º�˜�™�”�†�Q#Ý�K�Z  PROFINET /æ*( ID �†0¿���K�r�M��

�q�±6×�c  240 �e�Ð�[�M���Q#Ý�•+��^"I�f�e�Ð�c�Æ�Ü�œ�»>& .>'�\�Á�–�Ç�å>& ->'
�b�s�[�M���G�€�}�b�e�Ð�c  ID �e�Ð�4
Æ�b"I���b�œ�É�©�Ù�å�[�b�s�Q#Ý�•+��[
�M���e�Ð�4
Æ�_�c0
�X�b�Û�Ë�Ý�†�µ�u�•�G�\�@�[�A�r�M���›�Û�Ë�Ý�_�Q#Ý�[�A
�•�e�Ð�X�c  1 >|  63 �e�Ð�[�M��0
�X�b�Û�Ë�Ý�c�Æ�Ü�œ�»>& .>'�[�
�)�•�²0[�@�6
�~�r�M���e�Ð�4
Æ�b�Ž�•�e�Ð�c�®�ß>& 0>'�_�K�^�8�[�C�T�I�8��

PROFINET ID �b0¿���b0ò(ý�_�X�8�Z�c�
 PROFINET �b�Ù�]�
�e�i$��•  
TC2-06-0007a�
�Ç�“�–�Ý�¡  PN-AL-protocol_2722_V22_Oct07 �†�g!·�K�Z�C
�T�I�8>& PROFIBUS �?�}
°�m�[�A�r�M>' ��

�«�̧ �µ�É 4 profinet vlan vlan id >&�õ�–>' VLAN $��•�†�š�f�K�r�M���¹�Ç�›�Ý�º�b  VLAN $��•�c  1 �[�M���æ���[
�A�•  VLAN ID �b(
�V�c  1 >|  4094 �[�M��

�«�̧ �µ�É 5 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 6 show running-config 
°�Š
Æ���†&�1��K�r�M��

�«�̧ �µ�É 7 copy running-config 
startup-config

>&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��

/² 9-3 PROFINET �b0¿���†/²&g�M�•�S�u�b�¥�Ð�å�»  

�¥�Ð�å�» % $×

show profinet sessions #'�~�K)F�I�€�Z�8�•  PROFINET �­�µ�©�Ù�å�†/²&g�K�r�M��

show profinet status PROFINET �§�È�©�«�¸�Ò�b�«�¸�î�±�«�†/²&g�K�r�M��
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 '¨  9 'v       PROFINET �b0¿��
PROFINET �b�º�Û�È�Ý�©�×�î�¸�•�å�¢
�•�Ý  �§�Ï�î�º�b�š�å�ª�½�”�b�æ&g�_�‘�W�Z�C�T�I�8���G�b�¥�Ð�å�»�b�Q#Ý�ì�_�c�
�©�Ü�”�Ý  �Ï�î�º�[
�c�^�C�–�î�§�¿�µ�º�†�Q#Ý�K�Z�
 Telnet �[  Cisco IOS �b�¥�Ð�å�»�Û�–�å  �–�å�±�î�Ç�™�–�«>& CLI>'�_�”
�¡�­�«�K�Z�C�T�I�8��

/² 9-4 PROFINET �b0¿���†�º�Û�È�Ý�©�×�î�¸�•�å�¢�M�•�S�u�b�¥�Ð�å�»

�¥�Ð�å�» % $×

debug profinet alarm �”�Û�î�Ò  �«�¸�î�±�«>&�œ�å�r�S�c�œ�Ç>'�\  PROFINET �”�Û�î�Ò�b
Æ���†/²
&g�K�r�M��

debug profinet cyclic �±�–�Ò  �§�–�¡�Ý  �Ë�î�«�b  PROFINET �–�î�§�¿�µ�º  �Ç�Þ�î�Ò�_6õ�M�•�_���†
/²&g�K�r�M��

debug profinet error PROFINET �­�µ�©�Ù�å  �š�Û�î�†/²&g�K�r�M��

debug profinet packet ethernet PROFINET �–�î�§�¿�µ�º  �Ã�£�µ�º�_6õ�M�•�_���†/²&g�K�r�M��

debug profinet packet udp PROFINET Upper Layer Data Protocol>&UDP>'�Ã�£�µ�º�_6õ�M�•�_���†/²&g
�K�r�M��

debug profinet platform Cisco IOS �\  PROFINET 6ë�b4�� �_6õ�M�•�_���†/²&g�K�r�M��

debug profinet topology �w�™�K�S PROFINET �º�Ï�ß�ª  �Ã�£�µ�º�†/²&g�K�r�M��

debug profinet trace 3ã2§�I�€�S�¹�Â�µ�¢���Š�ß�¢�b�¢�Ý�î�É�†/²&g�K�r�M��
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C H A P T E R 10

SDM �¸�å�É�Þ�î�º�b0¿��

SDM �¸�å�É�Þ�î�º�b�+0[
Switch Database Management>&SDM>'�¸�å�É�Þ�î�º�c�
�«�–�µ�³�V�["I���b�µ+��†�§�Ï�î�º�M�•�S�u
�_�
�©�«�¸�Ò  �Á�î�»�˜�™�”  �Ü�¯�î�«�†�m�~�\�Z�r�M��"I���b�µ+��_6õ�K�Z�
�©�«�¸�Ò�Q#Ý"á�†�q�±�_
�M�•  SDM �¸�å�É�Þ�î�º�†4E�¥�[�A�r�M���S�\�<�d�
�¹�Ç�›�Ý�º�b�¸�å�É�Þ�î�º�†�Q#Ý�K�Z�©�«�¸�Ò  �Ü
�¯�î�«�†�’/®�ì�K�
 LAN �Ë�î�«  �Ý�î�¸�•�å�¢  �¸�å�É�Þ�î�º�†�Q#Ý�M�•�G�\�_�|�~�
�«�–�µ�³�ì�•�–�å
�±�î�Ç�™�–�«>& SVI>'�V�b�«�±�¸�•�µ�¡  �Ý�î�º�b�X�†�q�±�_�[�A�r�M��

SDM �¸�å�É�Þ�î�º�†4E�¥�M�•�\�
���_&g�M�µ+��†�q�±7H�_�§�Ï�î�º�[�A�r�M��

• �¹�Ç�›�Ý�º>8�M�m�Z�b�Þ�–�Ö  2 �µ+��†�’'¼�_�·�8�I�O�r�M��

• LAN �Ë�î�«  �Ý�î�¸�•�å�¢>8�«�±�¸�•�µ�¡  �Ý�î�¸�•�å�¢  SVI �†0¿���M�•�S�u�b  IPv4 �Ø�½�Ÿ�Õ�«�º  
�Ý�î�º�†�§�Ï�î�º�K�r�M��

• �¹�×�”�Ý  IPv4/IPv6>8IPv4 �\  IPv6 �b�g�‰�b�º�Û�Ç�•�µ�¡�†�§�Ï�î�º�M�•�¹�×�”�Ý  �«�±�µ�¡#”�C�[
�«�–�µ�³�†�Q#Ý�[�A�r�M�� IPv4 �º�Û�Ç�•�µ�¡�T�E�†3?3æ�M�•���œ�c�
�G�b�¸�å�É�Þ�î�º�†�Q#Ý�M
�m�A�[�c�6�~�r�O�‡�� ���¹�×�”�Ý  IPv4/IPv6 SDM �¸�å�É�Þ�î�º�� >&P.10-2>' �†�g!·�K�Z�C�T�I�8��

• QoS>8Quality of Service>&QoS>'�”�¡�­�«  �¥�å�º�ß�î�Ý  �š�å�º�Ü>& ACE>'�b�S�u�b�©�«�¸�Ò  �Ü
�¯�î�«�†�q�±�_�K�r�M��

• �Ý�î�¸�•�å�¢>8�Ý�î�¸�•�å�¢  �¸�å�É�Þ�î�º�c�
�M+á$×�_�
�¿�µ�º�á�î�¡�b�p�°�_�6�•�Ý�î�±�r�S
�c�”�¢�Ü�¤�î�±�[�²0[�\�^�~�r�M�� IPv4 �Ø�½�Ÿ�Õ�«�º  �Ý�î�¸�•�å�¢�_�P�K�Z�
�©�«�¸�Ò  �Ü�¯�î�«
�†�q�±�ì�K�r�M���Ý�î�¸�•�å�¢  �¸�å�É�Þ�î�º�†0¿���M�•�_�c�
�«�–�µ�³�V�[  IP �§�î�Å�«  �–�Ó�î�ª
�@'�
>�K�Z�8�•�²0[�@�6�~�r�M��

>&�@>' �«�–�µ�³�[�Ý�î�¸�•�å�¢  �¸�å�É�Þ�î�º�†0¿���M�•�_�c�
 Cisco IOS Release 12.2(52)SE �è7F�†��/œ�K�Z
�8�•�²0[�@�6�~�r�M��

/² 10-1 IPv4 �¸�å�É�Þ�î�º�_�|�W�Z0Á���I�€�•�µ+��Ü�¯�î�«�b�+'ì  

�Ü�¯�î�« �¹�Ç�›�Ý�º  
LAN �Ë�î
�«  QoS

�Ý�î�¸�•�å
�¢  

�Ø�½�Ÿ�Õ�«�º  MAC �”�»�Þ�« 8 K 8 K 8 K 2 K

IGMP �¢�Ý�î�É�\�Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�º 256 256 256 1 K

�Ø�½�Ÿ�Õ�«�º  �Ý�î�º 0 750 4 K

• �Í�«�º�_%$�K�K)F 0 750 2 K

• 6ë�K�Ý�î�º 0 16 2 K
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'¨  10 'v       SDM �¸�å�É�Þ�î�º�b0¿��
SDM �¸�å�É�Þ�î�º�b�+0[
/²�b�q�6�b  8 /œ>&�Ø�½�Ÿ�Õ�«�º MAC �”�»�Þ�«�?�}�­�Ÿ�×�Ü�¸�•  ACE �r�[>'�c�
�›�¸�å�É�Þ�î�º�@4E
�¥�I�€�S�\�A�_0¿���I�€�•�Á�î�»�˜�™�”�b�>�>�|�Q�b7H�Ø�†/²�K�r�M���Á�î�»�˜�™�”  �Ü�¯�î�«�b�6�•
4Š�(�@�8�W�e�8�b���œ�c�
��#.�b�œ�î�Â�î�Ç�ß�î�c�M�m�Z  CPU �_3æ�}�€�
�«�–�µ�³�b�Ã�Ç�›�î�Ð�å�«
�@--�K�C�*�W�K�r�M���q�‹�b/œ�c�
�«�–�µ�³�b�Þ�–�Ö  2 VLAN �b�X�_6õ4��M�•�Á�î�»�˜�™�”  �Ü�¯�î�«
�˜2�5��†0£'ì�M�•�S�u�b% �ó�[�M��

�¹�×�”�Ý  IPv4/IPv6 SDM �¸�å�É�Þ�î�º

���_&g�M  SDM �¸�å�É�Þ�î�º�c�
 IPv4 �>�|�g  IPv6 #”�C�†�§�Ï�î�º�K�Z�8�r�M��

• �¹�×�”�Ý  IPv4/IPv6 �¹�Ç�›�Ý�º  �¸�å�É�Þ�î�º>8 IPv4 �b���œ�c�Þ�–�Ö  2�
 QoS�
�>�|�g  ACL �†�§
�Ï�î�º�K�
 IPv6 �b���œ�c�
�Þ�–�Ö  2�
 IPv6 �Í�«�º�
�>�|�g  ACL �†�§�Ï�î�º�K�r�M��

• �¹�×�”�Ý  IPv4/IPv6 �Ý�î�¸�•�å�¢  �¸�å�É�Þ�î�º>8 IPv4 �b���œ�c�
�Þ�–�Ö  2�
�Ð�Ý�³�Ÿ�Õ�«�º�

�Ý�î�¸�•�å�¢>&�Ï�Ü�©�î�Ë�î�«  �Ý�î�¸�•�å�¢�†�µ�t>' �
 QoS�
�>�|�g  ACL �†�§�Ï�î�º�K�
 IPv6 �b
���œ�c�Þ�–�Ö  2�
�Ý�î�¸�•�å�¢�
�>�|�g  ACL �†�§�Ï�î�º�K�r�M��

>&�@>' �¹�×�”�Ý  IPv4/IPv6 �¸�å�É�Þ�î�º�c�
 IP �§�î�Å�«  �–�Ó�î�ª�†'�
>�K�Z�8�•�«�–�µ�³�V�[�T�E�Q#Ý�[�A
�r�M��

>&�@>' �G�b�¯�Ç�º�˜�™�”  �Ü�Ü�î�«�c�
 IPv4 �Ï�Ü�©�î�Ë�î�«  �Ý�î�¸�•�å�¢>& PBR>'�T�E�†�§�Ï�î�º�K�r�M��
IPv6 �º�Û�Ç�•�µ�¡�b3?3æ�ì�c�
 PBR �†�§�Ï�î�º�K�r�O�‡��

�Ï�Ü�©�î�Ë�î�«  �Ý�î�¸�•�å�¢  ACE 0 0 512

QoS �(8® ACE 375 375 625 625

�­�Ÿ�×�Ü�¸�•�b  ACE 375 375 125 375

�Þ�–�Ö  2 VLAN 1 K 1 K 1 K 1 K

/² 10-1 IPv4 �¸�å�É�Þ�î�º�_�|�W�Z0Á���I�€�•�µ+��Ü�¯�î�«�b�+'ì  >&)F�A>' 

�Ü�¯�î�« �¹�Ç�›�Ý�º  
LAN �Ë�î
�«  QoS

�Ý�î�¸�•�å
�¢  

/² 10-2 �¹�×�”�Ý  IPv4/IPv6 �¸�å�É�Þ�î�º 1 �_�|�W�Z0Á���I�€�•�µ+��Ü�¯�î�«�b�+'ì

�Ü�¯�î�«

IPv4 �>�|�g  
IPv6 �b�¹�Ç�›
�Ý�º  

IPv4 �>�|�g  
IPv6 �b�Ý�î
�¸�•�å�¢

�Ø�½�Ÿ�Õ�«�º  MAC �”�»�Þ�« 8 K 1 K 

IPv4 IGMP �¢�Ý�î�É�>�|�g�Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î
�º

0.25 K 0.5 K

IPv4 �Ø�½�Ÿ�Õ�«�º  �Ý�î�º�b�œ0£ 0 2 K 

• IPv4 �Í�«�º�_%$�K�K)F 0 1 K 

• 6ë�K IPv4 �Ý�î�º 0 1 K

IPv6 �Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É 0.375 K 0.625 K
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'¨  10 'v       SDM �¸�å�É�Þ�î�º�b0¿��
�«�–�µ�³  SDM �¸�å�É�Þ�î�º�b0¿��
�«�–�µ�³  SDM �¸�å�É�Þ�î�º�b0¿��
�G�G�[�c�
���b0¿���_�X�8�Z1��Â�K�r�M��

• ���¹�Ç�›�Ý�º�b  SDM �¸�å�É�Þ�î�º�� >&P.10-3>'

• �� SDM �¸�å�É�Þ�î�º�b0¿���ì�b�@�–�¦8o�� >&P.10-3>'

• �� SDM �¸�å�É�Þ�î�º�b0¿���� >&P.10-4>'

�¹�Ç�›�Ý�º�b  SDM �¸�å�É�Þ�î�º

�¹�Ç�›�Ý�º  �¸�å�É�Þ�î�º�c�
�¹�Ç�›�Ý�º�b  SDM �¸�å�É�Þ�î�º�[�M��

SDM �¸�å�É�Þ�î�º�b0¿���ì�b�@�–�¦8o

SDM �¸�å�É�Þ�î�º�†4E�¥�>�|�g0¿���M�•���œ�c�
���b�@�–�¦8o�_�‘�W�Z�C�T�I�8��

• SDM �¸�å�É�Þ�î�º�b4E�¥�\0¿���†/œ�:7•�
0¿���†�w� �_�M�•�S�u�
�«�–�µ�³�†�Ü�ß�î�»�M�•�²0[
�@�6�~�r�M��

• �Ý�î�¸�•�å�¢�†�§�Ï�î�º�K�Z�8�^�8�Þ�–�Ö  2 �«�–�µ�³�å�¢�S#Ý�«�–�µ�³�V�[�b�s�
 sdm prefer 
vlan �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�Z�C�T�I�8�� VLAN �¸�å�É�Þ�î�º�†�Q
#Ý�M�•���œ�
�©�«�¸�Ò  �Ü�¯�î�«�c�Ý�î�¸�•�å�¢  �š�å�º�Ü�_�£(Ù�I�€�r�O�‡���Ý�î�¸�•�å�¢�c�¯�Ç
�º�˜�™�”�[��/œ�I�€�r�M���G�€�_�|�~�
 CPU �c4#2�,´�\�^�~�
�Ý�î�¸�•�å�¢  �Ã�Ç�›�î�Ð�å�«�c�±
�œ�_�*�W�K�r�M��

• �«�–�µ�³�V�[�Ý�î�¸�•�å�¢�@�–�¿�î�È�Ý�_�^�W�Z�8�^�8���œ�
�Ý�î�¸�•�å�¢  �¸�å�É�Þ�î�º�†�Q#Ý
�K�^�8�[�C�T�I�8�� sdm prefer routing �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�Z�

�Ú�b�µ+��_�Ý�î�¸�•�å�¢  �¸�å�É�Þ�î�º�b�Ø�½�Ÿ�Õ�«�º  �Ý�î�¸�•�å�¢�_�m�~�\�Z�S�Ó�Ô�Ü�†�Q#Ý�I
�O�^�8�|�:�_�K�r�M��

IPv6 �Ø�½�Ÿ�Õ�«�º  �Ý�î�º�b�œ0£ 0 1.375 K

• %$�K�K)F�I�€�S  IPv6 �”�»�Þ�« 0 1 K 

• 6ë�K IPv6 �Ø�½�Ÿ�Õ�«�º  �Ý�î�º 0 0.375 K

IPv4 �Ï�Ü�©�î  �Ë�î�«  �Ý�î�¸�•�å�¢  ACE 0 0.125 K

IPv4 �r�S�c  MAC QoS ACE>&�œ0£>' 0.375 K 0.375 K

IPv4 �r�S�c  MAC �­�Ÿ�×�Ü�¸�•�b  ACE>&�œ0£>' 0.375 K 0.125 K

IPv6 �Ï�Ü�©�î  �Ë�î�«  �Ý�î�¸�•�å�¢  ACE2 0 0.125 K

IPv6 QoS ACE 0 0.125 K

IPv6 �­�Ÿ�×�Ü�¸�•�b  ACE 0.125 K 0.125 K

1. �G�b0b'��v�~�_�c�
 8 �X�b�Ý�î�¸�µ�»  �–�å�±�î�Ç�™�–�«�
(Ù  1000 �¶�b  VLAN �@0¿���I�€�S�«
�–�µ�³�†�Q#Ý�K�Z�8�r�M��

2. IPv6 �Ï�Ü�©�î�Ë�î�«  �Ý�î�¸�•�å�¢�c�§�Ï�î�º�I�€�r�O�‡��

/² 10-2 �¹�×�”�Ý  IPv4/IPv6 �¸�å�É�Þ�î�º 1 �_�|�W�Z0Á���I�€�•�µ+��Ü�¯�î�«�b�+'ì  >&)F�A>'

�Ü�¯�î�«

IPv4 �>�|�g  
IPv6 �b�¹�Ç�›
�Ý�º  

IPv4 �>�|�g  
IPv6 �b�Ý�î
�¸�•�å�¢
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'¨  10 'v       SDM �¸�å�É�Þ�î�º�b0¿��
�«�–�µ�³  SDM �¸�å�É�Þ�î�º�b0¿��
• IP �§�î�Å�«  �–�Ó�î�ª�†�²�˜�å�ß�î�»�K�Z�
�Þ�–�Ö  3 �µ+��†�Q#Ý�M�•���œ�c�
�Ý�î�¸�•�å�¢  SDM 
�¸�å�É�Þ�î�º�†�Q#Ý�M�•�²0[�@�6�~�r�M��

• �¹�×�”�Ý  IPv4/IPv6 �¸�å�É�Þ�î�º�†�q�6�_4E�¥�K�^�8�[  IPv6 �µ+��†0¿���K�|�:�\�M�•�\�
1™�Ì
�Ó�µ�­�î�ª�@#Õ�B�I�€�r�M��

• �¹�×�”�Ý  IPv4/IPv6 �¸�å�É�Þ�î�º�_�|�~�
�›�Ü�¯�î�«�_�m�~�\�Z�}�€�•  Ternary Content 
Addressable Memory>&TCAM>'�@�|�~�a�^�C�^�~�r�M���G�€�_�|�~�
�Á�î�»�˜�™�”�[3?3æ�I�€�•
�š�å�º�Ü�X�@�ö�a�K�r�M�� IPv4 �º�Û�Ç�•�µ�¡�T�E�†3?3æ�M�•���œ�c�
�G�€�}�b�¸�å�É�Þ�î�º�†�Q
#Ý�K�^�8�[�C�T�I�8��

>&�@>' �«�–�µ�³�[  lanbase-routing �¸�å�É�Þ�î�º�†0¿���M�•�_�c�
 Cisco IOS Release 15.0(2)SE �è7F�†
��/œ�K�Z�8�•�²0[�@�6�~�r�M��

SDM �¸�å�É�Þ�î�º�b0¿��

SDM �¸�å�É�Þ�î�º�†0¿���M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

�©�«�¸�Ò�b
Ì2s�·�‹�
 show sdm prefer "I�’  EXEC �¥�Ð�å�»�†�Q#Ý�K�Z�
�‚�K�8�¸�å�É�Þ�î�º0¿���†
&�1��[�A�r�M�� reload "I�’  EXEC �¥�Ð�å�»�†
°�Š�M�•�S�_�
 show sdm prefer �¥�Ð�å�»�†
°�Š�M�•�\�

show sdm prefer �¥�Ð�å�»�_�|�~�
#'�~�Q#Ý�K�Z�8�•�¸�å�É�Þ�î�º�>�|�g�Ü�ß�î�»�‹�_�”�¡�¸�•�È�_�^
�•�¸�å�É�Þ�î�º�@/²&g�I�€�r�M  ��

���c�
�¸�å�É�Þ�î�º�†�š�f�‹�_�«�–�µ�³�†�Ü�ß�î�»�K�^�?�W�S���œ�b���Š/²&g�b�M�[�[�M��

Switch# show sdm prefer

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 sdm prefer {default | lanbase-routing | 
dual-ipv4-and-ipv6 {default | routing} | qos 
| routing}  

�«�–�µ�³�[�Q#Ý�M�•  SDM �¸�å�É�Þ�î�º�†�æ���K�r�M��

�Ÿ�î�á�î�»�b�–�á�c���b�\�>�~�[�M��

• default>8�M�m�Z�b�µ+��_�’'¼�_�Ü�¯�î�«�†�m�~�\�Z�r�M��

• lanbase-routing>8SVI �V�[  IPv4 �«�±�¸�•�µ�¡  �Ý�î�¸�•�å�¢�†
0¿���M�•�S�u�b�©�«�¸�Ò  �Ü�¯�î�«�†�q�±�ì�K�r�M��

• dual-ipv4-and-ipv6>8IPv4/IPv6 �Ý�î�¸�•�å�¢�b�g�‰�†�§�Ï�î
�º�M�•�¸�å�É�Þ�î�º�†4E�¥�K�r�M��

– default>8IPv4/IPv6 �b�Þ�–�Ö  2 �>�|�g�Þ�–�Ö  3 �µ+��†�’/®
�ì�K�r�M��

– routing>8IPv4 �Ï�Ü�©�î�Ë�î�«  �Ý�î�¸�•�å�¢�†�µ�t  
IPv4/IPv6 �Ý�î�¸�•�å�¢�†�q�±7H�_�Q#Ý�K�r�M��

• qos>8QoS ACE #Ý�b�©�«�¸�Ò  �Ü�¯�î�«�†�q�±�_�K�r�M��

• routing>8�«�–�µ�³�[�b  IPv4 �Ý�î�¸�•�å�¢�†�q�±�ì�K�r�M��

�«�–�µ�³�†�¹�Ç�›�Ý�º  �¸�å�É�Þ�î�º�_0¿���M�•�_�c�
 no sdm 
prefer �¥�Ð�å�»�†�Q#Ý�K�r�M��

�«�̧ �µ�É 3 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 4 reload �œ�Ì�Þ�î�¸�•�å�¢  �©�«�¸�Ò�†�Ü�ß�î�»�K�r�M��
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'¨  10 'v       SDM �¸�å�É�Þ�î�º�b0¿��
SDM �¸�å�É�Þ�î�º�b/²&g
 The current template is "default" template.
 The selected template optimizes the resources in
 the switch to support this level of features for
 0 routed interfaces and 1024 VLANs.

number of unicast mac addresses:                  8K
  number of IPv4 IGMP groups:                       0.25K
  number of IPv4/MAC qos aces:                      0.375k
  number of IPv4/MAC security aces:                 0.375k

 On next reload, template will be "routing" template.

�¹�Ç�›�Ý�º�b�¸�å�É�Þ�î�º�_�`�M�_�c�
 no sdm prefer �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»
�†�Q#Ý�K�r�M��

���_�
�Ý�î�¸�•�å�¢  �¸�å�É�Þ�î�º�†�â�X�«�–�µ�³�b0¿���[�†&g�K�r�M��

Switch(config)# sdm prefer routing
Switch(config)# end
Switch# reload
Proceed with reload?[confirm]

���_�
�«�–�µ�³�V�[�¹�Ç�›�Ý�º�b�¹�×�”�Ý  IPv4/IPv6 �¸�å�É�Þ�î�º�†0¿���M�•�[�†&g�K�r�M��

Switch(config)# sdm prefer dual-ipv4-and-ipv6 default
Switch(config)# exit
Switch# reload
Proceed with reload? [confirm]

SDM �¸�å�É�Þ�î�º�b/²&g
�”�¡�¸�•�È  �¸�å�É�Þ�î�º�†/²&g�M�•�_�c�
"I�’  EXEC �Ô�î�»�[  show sdm prefer �¥�Ð�å�»�†�Q#Ý�K�r
�M��

�æ���K�S�¸�å�É�Þ�î�º�[�§�Ï�î�º�I�€�Z�8�•�Ü�¯�î�«�X�†/²&g�M�•�_�c�
 "I�’  EXEC �¥�Ð�å�»�[  show 
sdm prefer [default | dual-ipv4-and-ipv6 {default | routing } | qos | routing ] �¥�Ð�å�»�†�Q#Ý�K�r�M��

���_�
�Q#Ý�p�b�¸�å�É�Þ�î�º�†/²&g�M�•  show sdm prefer �¥�Ð�å�»�b���Š�[�†&g�K�r�M��

���_�
 show sdm prefer routing �¥�Ð�å�»�b���Š�[�†&g�K�r�M��

Switch# show sdm prefer routing
 "routing" template:
 The selected template optimizes the resources in
 the switch to support this level of features for
 8 routed interfaces and 1024 VLANs.

number of unicast mac addresses:                  2K
  number of IPv4 IGMP groups + multicast routes:    1K
  number of IPv4 unicast routes:                    4K
    number of directly-connected IPv4 hosts:        2K
    number of indirect IPv4 routes:                 2K
  number of IPv4 policy based routing aces:         0.5K
  number of IPv4/MAC qos aces:                      0.625k
  number of IPv4/MAC security aces:                 0.375k
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'¨  10 'v       SDM �¸�å�É�Þ�î�º�b0¿��
SDM �¸�å�É�Þ�î�º�b/²&g
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C H A P T E R 11

�«�–�µ�³  �Ë�î�«1�0É�b0¿��

�G�b'v�[�c�
 IE 3000 �«�–�µ�³�[�b�«�–�µ�³�Ë�î�«1�0É�b0¿���‰�2�_�X�8�Z1��Â�K�r�M���G�b'v�[1��Â
�M�•
Æ���c�
���b�\�>�~�[�M��

• ���«�–�µ�³�l�b�Y�G�”�¡�­�«�b75�F�� >&P.11-1>'

• ��"I�’  EXEC �¥�Ð�å�»�l�b�”�¡�­�«�b�–1¤�� >&P.11-2>'

• �� TACACS+ �_�|�•�«�–�µ�³  �”�¡�­�«�b�D�š�� >&P.11-11>'

• �� RADIUS �_�|�•�«�–�µ�³  �”�¡�­�«�b�D�š�� >&P.11-19>'

• �� Kerberos �_�|�•�«�–�µ�³  �”�¡�­�«�b�D�š�� >&P.11-41>'

• ���«�–�µ�³�b�ß�î�•�Ý1�0É�>�|�g0Á�•�b0¿���� >&P.11-46>'

• �� SSH �b�S�u�b�«�–�µ�³�b0¿���� >&P.11-47>'

• �� SSL HTTP �b�S�u�b�«�–�µ�³�b0¿���� >&P.11-51>'

• �� SCP �b�S�u�b�«�–�µ�³�b0¿���� >&P.11-57>'

�«�–�µ�³�l�b�Y�G�”�¡�­�«�b75�F
�Y�G�Ø�î�¨�_�|�•�
�«�–�µ�³�b
Ì0¿���x0¿���_���b7�0t�†75�F�[�A�r�M���M+á$×�_�c�
�¿�µ�º�á�î�¡'ö
#.*…�?�}�«�–�µ�³�l�b�”�¡�­�«�†0Á�•�M�•�M�‰�
8�� �‡�Ï�î�º�†#Ý�8�Z�¿�µ�º�á�î�¡�¥�?�}�²�–�Ö�Ý
�”�µ�É�K)F�M�•�Ø�î�¨�x�
�©�Ü�”�Ý  �Ï�î�º�†3û�L�Z�¿�µ�º�á�î�¡�¥�?�}�K)F�M�•�Ø�î�¨�
�r�S�c�ß�î
�•�Ý  �¿�µ�º�á�î�¡
Æ�b'ƒ�Ž�r�S�c�á�î�¡�«�¸�î�©�Ù�å�?�}�K)F�M�•�Ø�î�¨�_�|�•�”�¡�­�«�†�D7H�K�r
�M��

�«�–�µ�³�l�b�Y�G�”�¡�­�«�†75�F�M�•�_�c�
���b�­�Ÿ�×�Ü�¸�•�µ+��†  1 �X�r�S�c0
�X0¿���K�r�M��

• �q�*7H�b�­�Ÿ�×�Ü�¸�•�\�K�Z�
�›�«�–�µ�³  �Ï�î�º�[�Ã�«�á�î�»�>�|�g�’7H�†0¿���K�r�M���G�b�Ã
�«�á�î�»�c�
�«�–�µ�³�_�ß�î�•�Ý�_�–�Ñ�I�€�r�M���Ø�î�¨�@�Ï�î�º�r�S�c�G)z�†3û�L�Z�«�–�µ�³�_
�”�¡�­�«�K�|�:�\�M�•�\�A�
�Ï�î�º�r�S�c�G)z�_�æ���I�€�S�Ã�«�á�î�»�†
°�Š�K�Z�?�}�[�^�E�€
�d�
�«�–�µ�³�_�”�¡�­�«�[�A�r�O�‡��0ò(ý�_�X�8�Z�c�
 ��"I�’  EXEC �¥�Ð�å�»�l�b�”�¡�­�«�b�–
1¤��>&P.11-2>' �†�g!·�K�Z�C�T�I�8��  

• 3ã�•�b�­�Ÿ�×�Ü�¸�•  �Þ�–�Ö�\�K�Z�
�Ø�î�¨�¡�\�Ã�«�á�î�»�†�Ì�”�[0¿���[�A�r�M���G�b�Ì�”�c�«
�–�µ�³�[�ß�î�•�Ý�_�–�Ñ�I�€�r�M���G�b�Ì�”�c�G)z�r�S�c�Ï�î�º�_�m�~�\�Z�}�€�
�›�Ø�î�¨�†1�0É
�K�r�M���Ø�î�¨�c1�0É�‹�
�«�–�µ�³�_�”�¡�­�«�[�A�r�M���’7H�Þ�Ë�Ý�†��*O�K�Z�8�•���œ�c�
�Ø�î
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'¨  11 'v       �«�–�µ�³  �Ë�î�«1�0É�b0¿��
"I�’  EXEC �¥�Ð�å�»�l�b�”�¡�­�«�b�–1¤
�¨�¡�\�Ã�«�á�î�»�b�›�Ì�”�_"I���b�’7H�Þ�Ë�Ý�†�
�P�Â�M�•�’�<�>�|�g�’7H�\�\�v�_�m�~�\�Z�•�G
�\�v�[�A�r�M��0ò(ý�_�X�8�Z�c�
 ���Ø�î�¨�¡�\�Ã�«�á�î�»�b�Ì�”�b0¿���� >&P.11-7>' �†�g!·�K�Z�C�T
�I�8��  

• �Ø�î�¨�¡�\�Ã�«�á�î�»�b�Ì�”�†�Q#Ý�K�S�8�@�
�Q�b�Ì�”�†�ß�î�•�Ý�[�c�^�C�p�¸�b�§�î�Â�_�–�Ñ�K
�S�8���œ�c�
�­�Ÿ�×�Ü�¸�•  �§�î�Â�V�b�¹�î�±�Ë�î�«�_�–�Ñ�[�A�r�M���G�€�_�|�~�
0
�X�b�¿�µ�º
�á�î�Ÿ�å�¢  �¹�Â�–�«�@� �L�¹�î�±�Ë�î�«�†�Q#Ý�K�Z�Ø�î�¨1�0É�_���†>&�²0[�_�Â�L�Z0Á�•�_���v>'
�“�•�G�\�@�[�A�r�M��0ò(ý�_�X�8�Z�c�
 �� TACACS+ �_�|�•�«�–�µ�³  �”�¡�­�«�b�D�š�� >&P.11-11>'
�†�g!·�K�Z�C�T�I�8��  

• �r�S�
�»�K�K�S�ß�¢�–�å0è/œ�†�ß�¢�_0°6��M�•�ß�¢�–�å�Ñ�G�µ+��v�–�¿�î�È�Ý�_�M�•�G�\�v�[�A�r
�M���ß�¢�–�å�Ñ�G�c�
0¿���K�S�G�X�b�ß�¢�–�å�@�»�K�K�S�6�\�_�
�Q�€�è7F�b�ß�¢�–�å0è/œ�†�È
�ß�µ�¡�M�•�S�u�_0¿���M�•�G�\�v�[�A�r�M��0ò(ý�_�X�8�Z�c�
���b  URL �b�� Cisco IOS Login 
Enhancements���†�g!·�K�Z�C�T�I�8��
http://www.cisco.com/en/US/docs/ios/12_3t/12_3t4/feature/guide/gt_login.html

"I�’  EXEC �¥�Ð�å�»�l�b�”�¡�­�«�b�–1¤
�¿�µ�º�á�î�¡�['ƒ�Ž�b�”�¡�­�«  �¥�å�º�ß�î�Ý�†/œ�:(F�"�^�‰�2�c�
�Ã�«�á�î�»�†�Q#Ý�K�Z�’7H�Þ�Ë�Ý
�†�m�~�\�Z�•�G�\�[�M���Ã�«�á�î�»�–1¤�_�|�W�Z�
�¿�µ�º�á�î�¡�r�S�c�¿�µ�º�á�î�¡  �¹�Â�–�«�l�b�”
�¡�­�«�@�D7H�I�€�r�M���’7H�Þ�Ë�Ý�_�|�W�Z�
�¿�µ�º�á�î�¡  �¹�Â�–�«�_�ß�¢�–�å�‹�
�Ø�î�¨�@�]�b�|
�:�^�¥�Ð�å�»�†�Q#Ý�[�A�•�?�@��*O�I�€�r�M��

>&�@>' �G�b8o�[�Q#Ý�M�•�¥�Ð�å�»�b�S�e�\�Q#Ý�‰�2�b0ò(ý�_�X�8�Z�c�
 Cisco.com �Ì�î�ª�b  [Documentation] 
> [Cisco IOS Software] > [12.2 Mainline] > [Command References] �_�6�•�� Cisco IOS Security 
Command Reference, Release 12.2���†�g!·�K�Z�C�T�I�8��

�G�G�[�c�
���b0¿���_�X�8�Z1��Â�K�r�M��

• ���¹�Ç�›�Ý�º�b�Ã�«�á�î�»�>�|�g�’7H�Þ�Ë�Ý0¿���� >&P.11-3>'

• ���«�±�¸�•�µ�¡  �–�¿�î�È�Ý  �Ã�«�á�î�»�b0¿���r�S�c�š�f�� >&P.11-3>'

• ���/�•�ì�_�|�•�–�¿�î�È�Ý�>�|�g�–�¿�î�È�Ý  �©�î�¡�Þ�µ�º  �Ã�«�á�î�»�b�–1¤�� >&P.11-4>'

• ���Ã�«�á�î�»�G�Ÿ�b�¹�•�­�î�È�Ý�ì�� >&P.11-5>'

• ��'ƒ�Ž�G)z�_�P�M�•  Telnet �Ã�«�á�î�»�b0¿���� >&P.11-6>'

• ���Ø�î�¨�¡�\�Ã�«�á�î�»�b�Ì�”�b0¿���� >&P.11-7>'

• ��0
�X�b�’7H�Þ�Ë�Ý�b0¿���� >&P.11-9>'
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'¨  11 'v       �«�–�µ�³  �Ë�î�«1�0É�b0¿��
"I�’  EXEC �¥�Ð�å�»�l�b�”�¡�­�«�b�–1¤
�¹�Ç�›�Ý�º�b�Ã�«�á�î�»�>�|�g�’7H�Þ�Ë�Ý0¿��

/² 11-1 �_�
�¹�Ç�›�Ý�º�b�Ã�«�á�î�»�>�|�g�’7H�Þ�Ë�Ý0¿���†&g�K�r�M��

�«�±�¸�•�µ�¡  �–�¿�î�È�Ý  �Ã�«�á�î�»�b0¿���r�S�c�š�f

�–�¿�î�È�Ý  �Ã�«�á�î�»�c�
"I�’  EXEC �Ô�î�»�l�b�”�¡�­�«�†�D�š�K�r�M���«�±�¸�•�µ�¡  �–�¿�î�È�Ý  �Ã
�«�á�î�»�†0¿���r�S�c�š�f�M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

�Ã�«�á�î�»�†�P7V�M�•�_�c�
 no enable password �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý
�K�r�M��

/² 11-1 �¹�Ç�›�Ý�º�b�Ã�«�á�î�»�>�|�g�’7H�Þ�Ë�Ý0¿��

�µ+� �¹�Ç�›�Ý�º0¿��

�–�¿�î�È�Ý  �Ã�«�á�î�»�>�|�g�’7H�Þ�Ë�Ý �Ã�«�á�î�»�c��*O�I�€�Z�8�r�O�‡���¹�Ç�›�Ý�º�c�Þ�Ë�Ý  15 �[�M>&"I�’  
EXEC �Þ�Ë�Ý>'���Ã�«�á�î�»�c�
�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý
Æ�[
�c�/�•�ì�I�€�Z�8�^�8"g�Â�[�M��

�–�¿�î�È�Ý  �©�î�¡�Þ�µ�º  �Ã�«�á�î�»�>�|�g�’7H
�Þ�Ë�Ý

�Ã�«�á�î�»�c��*O�I�€�Z�8�r�O�‡���¹�Ç�›�Ý�º�c�Þ�Ë�Ý  15 �[�M>&"I�’  
EXEC �Þ�Ë�Ý>'���Ã�«�á�î�»�c�
�/�•�ì�I�€�Z�?�}�¥�å�Ç�•� �×�Þ�î�©�Ù
�å  �Ç�“�–�Ý�_�i�A3¸�r�€�r�M��

�G)z�Ã�«�á�î�» �Ã�«�á�î�»�c��*O�I�€�Z�8�r�O�‡��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 enable password password "I�’  EXEC �Ô�î�»�l�b�”�¡�­�«#Ý�_�
�‚�K�8�Ã�«�á�î�»�†��*O�M�•�?�

�¤�Ñ�b�Ã�«�á�î�»�†�š�f�K�r�M��

�¹�Ç�›�Ý�º�[�c�
�Ã�«�á�î�»�c��*O�I�€�r�O�‡��

password �_�c�
 1 >|  25 �e�Ð�b,e�X�Ð�b�«�º�Ü�å�¢�†�æ���K�r�M���«�º
�Ü�å�¢�†�X�Ð�[���u�•�G�\�c�[�A�r�O�‡���±�e�Ð�\�`�e�Ð�†�
�9�K�
�«
�Ì�î�«�†�Q#Ý�[�A�r�M�@�

›/œ�«�Ì�î�«�c!“0i�I�€�r�M��$2�e'¢>& ?>'
�c�
�Ã�«�á�î�»�†�8�B�M�•���œ�_�
$2�e'¢�b�S�_  Ctrl+v �†
°�Š�M�€�d�Q
#Ý�[�A�r�M���S�\�<�d�
�Ã�«�á�î�»  abc?123 �†�8�B�M�•�\�A�c�
���b�|
�:�_�K�r�M��

abc �†
°�Š�K�r�M��

Ctrl+v �†
°�Š�K�r�M��

?123 �†
°�Š�K�r�M��

�©�«�¸�Ò�?�}�–�¿�î�È�Ý  �Ã�«�á�î�»�†
°�Š�M�•�|�:�_�Ó�u�}�€�S���œ�

$2�e'¢�b�S�_  Ctrl+v �†
°�Š�M�•�²0[�c�^�C�
�Ã�«�á�î�»�b�É�ß�å�É�º�_
�Q�b�r�r  abc?123 �\
°�Š�[�A�r�M��

�«�̧ �µ�É 3 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 4 show running-config 0¿���†&�1��K�r�M��

�«�̧ �µ�É 5 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��

�–�¿�î�È�Ý  �Ã�«�á�î�»�c�/�•�ì�I�€�N�
�«�–�µ�³�b�¥�å�Ç�•� �×�Þ�î
�©�Ù�å  �Ç�“�–�Ý
Æ�[�c1��s�v�•�G�\�@�[�A�•"g�Â�[�M��
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'¨  11 'v       �«�–�µ�³  �Ë�î�«1�0É�b0¿��
"I�’  EXEC �¥�Ð�å�»�l�b�”�¡�­�«�b�–1¤
���_�
�–�¿�î�È�Ý  �Ã�«�á�î�»�†  l1u2c3k4y5 �_�š�f�M�•�[�†&g�K�r�M���Ã�«�á�î�»�c�/�•�ì�I�€�Z�>�}
�N�
�Þ�Ë�Ý  15 �b�”�¡�­�«�@�Z�<�}�€�r�M>&�‘�¶�b"I�’  EXEC �Ô�î�»  �”�¡�­�«>' ��

Switch(config)# enable password l1u2c3k4y5

�/�•�ì�_�|�•�–�¿�î�È�Ý�>�|�g�–�¿�î�È�Ý  �©�î�¡�Þ�µ�º  �Ã�«�á�î�»�b�–1¤

3ã�•�b�­�Ÿ�×�Ü�¸�•  �Þ�–�Ö�†�
"I�_�¿�µ�º�á�î�¡�†2z�<�•�Ã�«�á�î�»�x  TFTP �§�î�Â�_�–�Ñ�I�€�Z�8
�•�Ã�«�á�î�»�_�P�K�Z0¿���M�•���œ�_�c�
 enable password �r�S�c  enable secret �¢�ß�î�Â�Ý  �¥�å�Ç�•
� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�[�A�r�M���¥�Ð�å�»�b�8#Ý�c�]�U�}�v� �L�[�M���G�b�¥�Ð�å�»�_�|�~�

�/�•�ì�I�€�S�Ã�«�á�î�»�†0¿���[�A�r�M��"I�’  EXEC �Ô�î�»>&�¹�Ç�›�Ý�º0¿��>'�r�S�c"I���b�’7H�Þ
�Ë�Ý�_�”�¡�­�«�M�•�Ø�î�¨�c�
�G�b�Ã�«�á�î�»�†
°�Š�M�•�²0[�@�6�~�r�M��

�|�~9×�Ø�^�/�•�ì�”�Ý�¦�Ü�¬�Ò�@�Q#Ý�I�€�•�b�[�
 enable secret �¥�Ð�å�»�†�Q#Ý�M�•�G�\�†�N�á�K�r
�M��

enable secret �¥�Ð�å�»�†0¿���K�S���œ�
�G�b�¥�Ð�å�»�c  enable password �¥�Ð�å�»�|�~�v
ƒ
›�I�€�r
�M��� �ì�_  2 �X�b�¥�Ð�å�»�†�w� �_�c�[�A�r�O�‡��

�–�¿�î�È�Ý�>�|�g�–�¿�î�È�Ý  �©�î�¡�Þ�µ�º  �Ã�«�á�î�»�_�/�•�ì�†0¿���M�•�_�c�
"I�’  EXEC �Ô�î�»�[
���b�m8p�†��/œ�K�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 enable password [level level] { password | 
encryption-type encrypted-password}

�r�S�c

enable secret [level level] { password | 
encryption-type encrypted-password}

"I�’  EXEC �Ô�î�»�l�b�”�¡�­�«#Ý�_�
�‚�K�8�Ã�«�á�î�»�†
��*O�M�•�?�
�¤�Ñ�b�Ã�«�á�î�»�†�š�f�K�r�M��

�r�S�c

�©�î�¡�Þ�µ�º  �Ã�«�á�î�»�†��*O�K�
8��•3ë�/�•�‰�'�†�Q#Ý
�K�Z�–�Ñ�K�r�M��

• >&�õ�–>' level �_�æ���[�A�•(
�V�c  0 >|  15 �[�M���Þ�Ë�Ý  
1 �@3û�–�b�Ø�î�¨  EXEC �Ô�î�»�’7H�[�M���¹�Ç�›�Ý�º  
�Þ�Ë�Ý�c  15 �[�M>&"I�’  EXEC �Ô�î�»�’7H>' ��

• password �_�c�
 1 >|  25 �e�Ð�b,e�X�Ð�b�«�º�Ü�å�¢�†�æ
���K�r�M���«�º�Ü�å�¢�†�X�Ð�[���u�•�G�\�c�[�A�r�O
�‡���±�e�Ð�\�`�e�Ð�†�
�9�K�
�«�Ì�î�«�†�Q#Ý�[�A�r
�M�@�

›/œ�«�Ì�î�«�c!“0i�I�€�r�M���¹�Ç�›�Ý�º�[�c�

�Ã�«�á�î�»�c��*O�I�€�r�O�‡��

• >&�õ�–>' encryption-type �_�c�
�©�«�¥"‚+¬�b�/�•�ì�”�Ý
�¦�Ü�¬�Ò�[�6�•�±�–�É  5 �K�?�Q#Ý�[�A�r�O�‡���/�•�ì
�±�–�É�†�æ���M�•���œ�c�
�/�•�ì�I�€�S�Ã�«�á�î�»�†
�Q#Ý�M�•�²0[�@�6�~�r�M���G�b�/�•�ì�Ã�«�á�î�»�c�

�9�b�«�–�µ�³�b0¿���?�}�¥�Æ�î�K�r�M��

>&�@>' �/�•�ì�±�–�É�†�æ���K�Z�¡�Ü�”  �¸�Ÿ�«�º  �Ã�«�á�î
�»�†
°�Š�K�S���œ�c�

Ì�g"I�’  EXEC �Ô�î�»�†6ä��
�M�•�G�\�c�[�A�r�O�‡���/�•�ì�I�€�S�Ã�«�á�î�»�@
�»�ƒ�€�S���œ�c�
�]�b�|�:�^�‰�2�[�v�G�Ÿ�M�•�G�\
�c�[�A�r�O�‡��
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'¨  11 'v       �«�–�µ�³  �Ë�î�«1�0É�b0¿��
"I�’  EXEC �¥�Ð�å�»�l�b�”�¡�­�«�b�–1¤
�–�¿�î�È�Ý�>�|�g�–�¿�î�È�Ý  �©�î�¡�Þ�µ�º  �Ã�«�á�î�»�b�g�‰�@��*O�I�€�Z�8�•���œ�
�Ø�î�¨�c�–�¿�î
�È�Ý  �©�î�¡�Þ�µ�º  �Ã�«�á�î�»�†
°�Š�M�•�²0[�@�6�~�r�M��

"I���b�’7H�Þ�Ë�Ý�b�Ã�«�á�î�»�†��*O�M�•���œ�c�
 level �Ÿ�î�á�î�»�†�Q#Ý�K�r�M���Þ�Ë�Ý�†�æ���K�Z
�Ã�«�á�î�»�†0¿���K�S�}�
�Q�b�Þ�Ë�Ý�[�”�¡�­�«�M�•�²0[�b�6�•�Ø�î�¨�T�E�_�Q�b�Ã�«�á�î�»�†�û�K�Z
�C�T�I�8���I�r�J�r�^�Þ�Ë�Ý�[�”�¡�­�«�•+��^�¥�Ð�å�»�†�æ���M�•���œ�c�
 privilege level �¢�ß�î�Â�Ý  
�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��0ò(ý�_�X�8�Z�c�
 ��0
�X�b�’7H�Þ�Ë�Ý�b0¿����

>&P.11-9>' �†�g!·�K�Z�C�T�I�8��  

�Ã�«�á�î�»�b�/�•�ì�†�–�¿�î�È�Ý�_�M�•�\�
�Ø�î�¨�¡�Ã�«�á�î�»�
1�0É�Ÿ�î  �Ã�«�á�î�»�
�–�¿�î�È�Ý  
�¥�Ð�å�»  �Ã�«�á�î�»�
�¥�å�¯�î�Ý�>�|�g�ì�•'ƒ�Ž�G)z�Ã�«�á�î�»�^�]�
�M�m�Z�b�Ã�«�á�î�»�_4:#Ý�I
�€�r�M��

�Ã�«�á�î�»�\�Þ�Ë�Ý�†�P7V�M�•�_�c�
 no enable password [level level] �r�S�c  no enable secret [level 
level] �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M���Ã�«�á�î�»�b�/�•�ì�†�¹�•�­�î�È
�Ý�_�M�•�_�c�
 no service password-encryption �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý
�K�r�M��

���_�
�’7H�Þ�Ë�Ý  2 �_�P�K�Z�/�•�ì�Ã�«�á�î�»  $1$FaD0$Xyti5Rkls3LoyxzS8 �†0¿���M�•�[�†&g�K�r
�M��

Switch(config)# enable secret level 2 5 $1$FaD0$Xyti5Rkls3LoyxzS8

�Ã�«�á�î�»�G�Ÿ�b�¹�•�­�î�È�Ý�ì

�«�–�µ�³�_"@#.$×�_�”�¡�­�«�[�A�•�š�å�»  �Ø�î�¨�c�
�¹�Ç�›�Ý�º�[�
�«�–�µ�³�b7Á ;�ž
°�ì�_�È�î�º  
�É�ß�­�«�_�m�~3¸�s�
�‚�K�8�Ã�«�á�î�»�†
°�Š�M�•�G�\�_�|�W�Z�
�»�ƒ�€�S�Ã�«�á�î�»�†�G�Ÿ�[�A�r
�M��

�Ã�«�á�î�»�G�Ÿ�¹�•�­�î�È�Ý�ì�µ+��[�c�
�G�b�µ+��b�M4Š�†�¹�•�­�î�È�Ý�_�M�•�G�\�_�|�~�«�–�µ�³�b
�Ã�«�á�î�»�l�b�”�¡�­�«�†�–1¤�[�A�r�M���G�b�µ+��@�–�¿�î�È�Ý�b���œ�
�š�å�»  �Ø�î�¨�c�
�©�«�¸�Ò
�†�¹�Ç�›�Ý�º0¿���_�`�M�G�\�_� �–�K�S���œ�_7H�~�
�È�î�º  �É�ß�­�«�_�m�~3¸�t�G�\�@�[�A�r�M���Ã
�«�á�î�»�G�Ÿ�†�¹�•�­�î�È�Ý�_�K�Z�v�
�È�î�º  �É�ß�­�«�_�m�~3¸�‡�[�Ã�«�á�î�»�†�š�f�[�A�r�M�@�

�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý>& config.text>'�>�|�g  VLAN �¹�î�±�Ë�î�«  �Ç�“�–�Ý>& vlan.dat>'�c
�P7V�I�€�r�M��

>&�@>' �Ã�«�á�î�»�G�Ÿ�†�¹�•�­�î�È�Ý�_�M�•���œ�c�
�š�å�»  �Ø�î�¨�@�È�î�º  �É�ß�­�«�_�m�~3¸�‡�[�©�«�¸�Ò
�†�¹�Ç�›�Ý�º�b"g�Â�_�`�M�|�:�^���œ�_
��<�
�­�Ÿ�×�”  �§�î�Â�_�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�b
�Â�µ�¡�”�µ�É  �¥�Æ�î�†�–�Ñ�K�Z�>�C�G�\�†�N�á�K�r�M���«�–�µ�³�V�[�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–
�Ý�b�Â�µ�¡�”�µ�É  �¥�Æ�î�†�–�Ñ�K�^�8�[�C�T�I�8�� VTP>&VLAN �º�Û�å�Ÿ�å�¢  �É�ß�º�¥�Ý>'�º�Û�å�«
�Ì�”�Þ�å�º  �Ô�î�»�[�«�–�µ�³�@�·�8�K�Z�8�•���œ�c�
 VLAN �¹�î�±�Ë�î�«  �Ç�“�–�Ý�b�Â�µ�¡�”�µ�É  �¥

�«�̧ �µ�É 3 service password-encryption >&�õ�–>'�Ã�«�á�î�»�†��*O�M�•�\�A�
�r�S�c0¿���†�–�Ñ�M�•
�\�A�_�
�Ã�«�á�î�»�†�/�•�ì�K�r�M��

�/�•�ì�†/œ�:�\�
�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý
Æ�[�Ã
�«�á�î�»�@1��s�v�~�•+��^�g�'�_�^�•�b�†75�F�[�A�r�M��

�«�̧ �µ�É 4 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 5 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r
�M��

�¥�Ð�å�» % $×
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'¨  11 'v       �«�–�µ�³  �Ë�î�«1�0É�b0¿��
"I�’  EXEC �¥�Ð�å�»�l�b�”�¡�­�«�b�–1¤
�Æ�î�v� �]�_�­�Ÿ�×�”  �§�î�Â�_�–�Ñ�K�Z�C�T�I�8���«�–�µ�³�@�©�«�¸�Ò�b�¹�Ç�›�Ý�º0¿���_�`�W�S�\
�A�_�
 XMODEM �É�ß�º�¥�Ý�†�Q#Ý�K�Z�
�–�Ñ�K�S�Ç�“�–�Ý�†�«�–�µ�³�_�²�˜�å�ß�î�»�[�A�r�M��0ò
(ý�_�X�8�Z�c�
 ���Ã�«�á�î�»�†�À�€�S���œ�b�G�Ÿ�� >&P.53-3>' �†�g!·�K�Z�C�T�I�8��  

�Ã�«�á�î�»�b�G�Ÿ�†�¹�•�­�î�È�Ý�_�M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

�Ã�«�á�î�»�b�G�Ÿ�†
Ì�g�–�¿�î�È�Ý�_�M�•�_�c�
 service password-recovery �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×
�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

>&�@>' �Ã�«�á�î�»�G�Ÿ�b�¹�•�­�î�È�Ý�ì�c�
 boot manual �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q
#Ý�K�Z�m�·�[�È�î�º�M�•�|�:�_�«�–�µ�³�†0¿���K�Z�8�•���œ�c!“� �[�M���G�b�¥�Ð�å�»�c�
�«�–�µ�³�b
7Á ;�b
Ì�ž
°�‹�
�È�î�º�ß�î�²  �É�ß�å�É�º>& switch:>'�†/²&g�I�O�r�M��

'ƒ�Ž�G)z�_�P�M�•  Telnet �Ã�«�á�î�»�b0¿��

�6�u�Z�«�–�µ�³�_7Á ;�†�ž
°�M�•�\�
+¬�·�­�µ�º�”�µ�É  �É�ß�¢�Û�Ò�@2s�·�K�Z  IP �_���†�m�~�\�Z�
�G
�b�‹)F�E�Z�Q#Ý�[�A�•�|�:�_�¹�Ç�›�Ý�º0¿���†�8�B�K�r�M���I�}�_�
�­�µ�º�”�µ�É  �É�ß�¢�Û�Ò�c�
�Ã
�«�á�î�»�_�|�•  Telnet �”�¡�­�«#Ý�_�«�–�µ�³�†0¿���M�•�G�\�†0[�Ó�K�r�M���­�µ�º�”�µ�É  �É�ß�¢�Û�Ò
�b��/œ�p�_�G�b�Ã�«�á�î�»�†0¿���K�^�?�W�S���œ�c�
�G�b�ì!l�[�¥�Ð�å�»�Û�–�å  �–�å�±�î�Ç�™�–�«

>&CLI>'�†�Q#Ý�K�Z0¿���[�A�r�M��

�«�–�µ�³�†  Telnet �”�¡�­�«#Ý�_0¿���M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 no service password-recovery �Ã�«�á�î�»�b�G�Ÿ�†�¹�•�­�î�È�Ý�_�K�r�M��

�G�b0¿���c�
�Ç�Û�µ�©�×  �Ó�Ô�Ü�b�p�[�
�È�î�º�ß�î�²�>�|�g  Cisco IOS 
�–�Ó�î�ª�@�”�¡�­�«�[�A�•8•�æ�_�–�Ñ�I�€�r�M�@�
�Ç�“�–�Ý  �©�«�¸�Ò�_
�c�µ�r�€�r�O�‡���r�S�
�Ø�î�¨�@�”�¡�­�«�M�•�G�\�c�[�A�r�O�‡��

�«�̧ �µ�É 3 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 4 show version �¥�Ð�å�»���Š�b�q�‹�b�X/œ�†�³�™�µ�¡�M�•�G�\�_�|�W�Z�
0¿���†&�1��K
�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 �š�Ñ�×�Þ�î�©�Ù�å  �¯�Ç�º�˜�™�”�†
��<�S  PC �r�S�c�á�î�¡�«�¸�î�©�Ù�å
�\�«�–�µ�³�b�¥�å�¯�î�Ý  �Ï�î�º�†�K)F�K�r�M��

�¥�å�¯�î�Ý  �Ï�î�º�b�¹�Ç�›�Ý�º�b�¹�î�±"I�ö�c�
 9600 �Î�î�
 8 �¹�î�±  
�Å�µ�º�
 1 �«�º�µ�É  �Å�µ�º�
�Ã�Ü�¸�•�^�K�[�M���¥�Ð�å�»�Û�–�å  �É�ß�å
�É�º�@/²&g�I�€�•�r�[�
 Return �Ÿ�î�†�1�G�?�²�M�²0[�@�6�~�r�M��

�«�̧ �µ�É 2 enable password password "I�’  EXEC �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 3 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��
11-6
Cisco IE 3000 �«�–�µ�³  �¯�Ç�º�˜�™�”  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �ž�–�»

OL-27302-01-J



 

'¨  11 'v       �«�–�µ�³  �Ë�î�«1�0É�b0¿��
"I�’  EXEC �¥�Ð�å�»�l�b�”�¡�­�«�b�–1¤
�Ã�«�á�î�»�†�P7V�M�•�_�c�
 no password �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

���_�
 Telnet �Ã�«�á�î�»�†  let45me67in89 �_0¿���M�•�[�†&g�K�r�M��

Switch(config)# line vty 10
Switch(config-line)# password let45me67in89

�Ø�î�¨�¡�\�Ã�«�á�î�»�b�Ì�”�b0¿��

�Ø�î�¨�¡�\�Ã�«�á�î�»�b�Ì�”�†0¿���[�A�r�M���G�b�Ì�”�c�«�–�µ�³�V�[�ß�î�•�Ý�_�–�Ñ�I�€�r�M���G�b
�Ì�”�c�G)z�r�S�c�Ï�î�º�_�m�~�\�Z�}�€�
�›�Ø�î�¨�†1�0É�K�r�M���Ø�î�¨�c1�0É�‹�
�«�–�µ�³�_�”�¡�­
�«�[�A�r�M���’7H�Þ�Ë�Ý�†��*O�K�Z�8�•���œ�c�
�Ø�î�¨�¡�\�Ã�«�á�î�»�b�›�Ì�”�_"I���b�’7H�Þ�Ë�Ý
�†�
�P�Â�M�•�’�<�>�|�g�’7H�\�\�v�_�m�~�\�Z�•�G�\�v�[�A�r�M��

�«�̧ �µ�É 4 line vty 0 15 Telnet �­�µ�©�Ù�å>&�G)z>'�b�X�†0¿���K�
�Û�–�å  �¥�å�Ç�•� �×�Þ�î�©�Ù
�å  �Ô�î�»�†6ä���K�r�M��

�¥�Ð�å�»�P�Â�«�–�µ�³�[�c�
�q�±  16 �b�­�µ�©�Ù�å�@�•+��[�M�� 0 �>�|�g  
15 �†�æ���M�•�\�
�Q#Ý�[�A�•  16 �b  Telnet �­�µ�©�Ù�å�M�m�Z�†0¿���M�•
�G�\�_�^�~�r�M��

�«�̧ �µ�É 5 password password 1 �X�r�S�c0
�X�b�G)z�_�P�Â�M�•  Telnet �Ã�«�á�î�»�†
°�Š�K�r�M��

password �_�c�
 1 >|  25 �e�Ð�b,e�X�Ð�b�«�º�Ü�å�¢�†�æ���K�r�M���«�º
�Ü�å�¢�†�X�Ð�[���u�•�G�\�c�[�A�r�O�‡���±�e�Ð�\�`�e�Ð�†�
�9�K�
�«
�Ì�î�«�†�Q#Ý�[�A�r�M�@�

›/œ�«�Ì�î�«�c!“0i�I�€�r�M���¹�Ç�›�Ý�º�[
�c�
�Ã�«�á�î�»�c��*O�I�€�r�O�‡��

�«�̧ �µ�É 6 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 7 show running-config 0¿���†&�1��K�r�M��

�¥�Ð�å�»  line vty 0 15 �b�W�_�Ã�«�á�î�»�@/²&g�I�€�r�M��

�«�̧ �µ�É 8 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��

�¥�Ð�å�» % $×
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'¨  11 'v       �«�–�µ�³  �Ë�î�«1�0É�b0¿��
"I�’  EXEC �¥�Ð�å�»�l�b�”�¡�­�«�b�–1¤
�Ø�î�¨�¡�Ë�î�«�b1�0É�©�«�¸�Ò�†0¿���M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M���G�b1�
0É�©�«�¸�Ò�[�c�
�ß�¢�–�å  �Ø�î�¨�¡�\�Ã�«�á�î�»�@0[�Ó�I�€�r�M��

"I���Ø�î�¨�b�Ø�î�¨�¡1�0É�†�¹�•�­�î�È�Ý�_�M�•�_�c�
 no username name �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×
�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M���Ã�«�á�î�»  �³�™�µ�¡�†�¹�•�­�î�È�Ý�_�K�
�Ã�«�á�î�»�^�K�[�b�K
)F�†�•+��_�M�•�_�c�
 no login �Û�–�å  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 username name [privilege level] 
{ password encryption-type password} 

�›�Ø�î�¨�b�Ø�î�¨�¡�
�’7H�Þ�Ë�Ý�
�Ã�«�á�î�»�†
°�Š�K�r�M��

• name �_�c�
�Ø�î�¨  ID �†  1 �á�î�»�[�æ���K�r�M���«�Ì�î�«�\�,#Ý'¢
�c�Q#Ý�[�A�r�O�‡��

• >&�õ�–>' level �_�c�
�”�¡�­�«�’�†�“�S�Ø�î�¨�_0¿���M�•�’7H�Þ�Ë�Ý
�†�æ���K�r�M���æ���[�A�•(
�V�c  0 >|  15 �[�M���Þ�Ë�Ý  15 �[�c"I�’  
EXEC �Ô�î�»�[�b�”�¡�­�«�@�•+��[�M���Þ�Ë�Ý  1 �[�c�
�Ø�î�¨  
EXEC �Ô�î�»�[�b�”�¡�­�«�\�^�~�r�M��

• encryption-type �_�c�
�/�•�ì�I�€�Z�8�^�8�Ã�«�á�î�»�@�‹�•�_)F�C
���œ�c  0 �†�
  �/�•�ì�I�€�S�Ã�«�á�î�»�@�‹�•�_)F�C���œ�c  7 �†�æ��
�K�r�M��

• password �_�c�
�Ø�î�¨�@�«�–�µ�³�_�”�¡�­�«�M�•���œ�_
°�Š�M�•�²
0[�b�6�•�Ã�«�á�î�»�†�æ���K�r�M���Ã�«�á�î�»�c  1 >|  25 �e�Ð�[�
�Ù
�u3¸�s�«�Ì�î�«�†�Q#Ý�[�A�
 username �¥�Ð�å�»�b�q�‹�b�œ�É�©�Ù
�å�\�K�Z�æ���K�r�M��

�«�̧ �µ�É 3 line console 0

�r�S�c  

line vty 0 15

�Û�–�å  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�
�¥�å�¯�î�Ý  �Ï�î�º
>&�G)z 0>'�r�S�c  VTY �G)z>&�G)z 0 >|  15>'�†0¿���K�r�M��

�«�̧ �µ�É 4 login local �ß�¢�–�å�ì�b�ß�î�•�Ý  �Ã�«�á�î�»  �³�™�µ�¡�†�–�¿�î�È�Ý�_�K�r�M��1�0É
�c�
�«�¸�µ�É  2 �[�æ���I�€�S�Ø�î�¨�¡�_�ö�Y�A�r�M��

�«�̧ �µ�É 5 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 6 show running-config 0¿���†&�1��K�r�M��

�«�̧ �µ�É 7 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��
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'¨  11 'v       �«�–�µ�³  �Ë�î�«1�0É�b0¿��
"I�’  EXEC �¥�Ð�å�»�l�b�”�¡�­�«�b�–1¤
0
�X�b�’7H�Þ�Ë�Ý�b0¿��

Cisco IOS �¯�Ç�º�˜�™�”�c�¹�Ç�›�Ý�º�[�
 2 '�8®�b�Ã�«�á�î�»  �­�Ÿ�×�Ü�¸�•  �Ô�î�»�†�Q#Ý�K�r�M���Ø�î
�¨  EXEC �>�|�g"I�’  EXEC �[�M���Ô�î�»�H�\�_�
�¥�Ð�å�»�b7u�™�Þ�Ë�Ý�†  16 �r�[0¿���[�A�r�M��0

�X�b�Ã�«�á�î�»�†0¿���M�•�G�\�_�|�~�
�I�r�J�r�^�Ø�î�¨  �¢�Ý�î�É�_�P�K�Z"I���b�¥�Ð�å�»�l�b�”�¡
�­�«�†0Á�•�[�A�r�M��

�S�\�<�d�
�¨�C�b�Ø�î�¨�_  clear line �¥�Ð�å�»�l�b�”�¡�­�«�†0Á�•�M�•���œ�
�Þ�Ë�Ý  2 �b�­�Ÿ�×�Ü�¸�•
�†�m�~�\�Z�
�Þ�Ë�Ý  2 �b�Ã�«�á�î�»�†�È(
�V�b�Ø�î�¨�_4Ä�x�[�A�r�M���r�S�
 configure �¥�Ð�å�»�l�b
�”�¡�­�«�D7H�†�I�ì�M�•���œ�c�
�Þ�Ë�Ý  3 �b�­�Ÿ�×�Ü�¸�•�†�m�~�\�Z�
�Q�b�Ã�«�á�î�»�†7H�}�€�S�Ø�î
�¨  �¢�Ý�î�É�_4Ä�x�M�•�G�\�v�[�A�r�M��

�G�G�[�c�
���b0¿���_�X�8�Z1��Â�K�r�M��

• ���¥�Ð�å�»�b�’7H�Þ�Ë�Ý�b0¿���� >&P.11-9>'

• ���G)z�_�P�M�•�¹�Ç�›�Ý�º�b�’7H�Þ�Ë�Ý�b�š�f�� >&P.11-10>'

• ���’7H�Þ�Ë�Ý�l�b�ß�¢�–�å�>�|�g)
�¢�� >&P.11-11>'

�¥�Ð�å�»�b�’7H�Þ�Ë�Ý�b0¿��

�¥�Ð�å�»  �Ô�î�»�b�’7H�Þ�Ë�Ý�†0¿���M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 privilege mode level level command �¥�Ð�å�»�b�’7H�Þ�Ë�Ý�†0¿���K�r�M��

• mode �_�c�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�b���œ�c  
configure �†�
 EXEC �Ô�î�»�b���œ�c  exec �†�
�–�å�±�î�Ç�™�–�«  �¥
�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�b���œ�c  interface �†�
�Û�–�å  �¥�å
�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�b���œ�c  line �†�Q�€�R�€
°�Š�K�r�M��

• level �_�æ���[�A�•(
�V�c  0 >|  15 �[�M���Þ�Ë�Ý  1 �@3û�–�b�Ø�î�¨  
EXEC �Ô�î�»�’7H�[�M���Þ�Ë�Ý  15 �c�
 enable �Ã�«�á�î�»�_�|�W�Z
0Á�•�I�€�•�”�¡�­�«  �Þ�Ë�Ý�[�M��

• command �_�c�
�”�¡�­�«�†�D7H�K�S�8�¥�Ð�å�»�†�æ���K�r�M��

�«�̧ �µ�É 3 enable password level level password �’7H�Þ�Ë�Ý�_�P�Â�M�•�–�¿�î�È�Ý  �Ã�«�á�î�»�†�æ���K�r�M��

• level �_�æ���[�A�•(
�V�c  0 >|  15 �[�M���Þ�Ë�Ý  1 �@3û�–�b�Ø�î�¨  
EXEC �Ô�î�»�’7H�[�M��

• password �_�c�
 1 >|  25 �e�Ð�b,e�X�Ð�b�«�º�Ü�å�¢�†�æ���K�r�M��
�«�º�Ü�å�¢�†�X�Ð�[���u�•�G�\�c�[�A�r�O�‡���±�e�Ð�\�`�e�Ð�†�

�9�K�
�«�Ì�î�«�†�Q#Ý�[�A�r�M�@�

›/œ�«�Ì�î�«�c!“0i�I�€�r�M��
�¹�Ç�›�Ý�º�[�c�
�Ã�«�á�î�»�c��*O�I�€�r�O�‡��

�«�̧ �µ�É 4 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 5 show running-config

�r�S�c

show privilege

0¿���†&�1��K�r�M��

show running-config �¥�Ð�å�»�c�Ã�«�á�î�»�\�”�¡�­�«  �Þ�Ë�Ý�b0¿���†
/²&g�K�r�M�� show privilege �¥�Ð�å�»�c�
�’7H�Þ�Ë�Ý�b0¿���†/²&g�K�r
�M��

�«�̧ �µ�É 6 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��
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'¨  11 'v       �«�–�µ�³  �Ë�î�«1�0É�b0¿��
"I�’  EXEC �¥�Ð�å�»�l�b�”�¡�­�«�b�–1¤
�¥�Ð�å�»�†�6�•�’7H�Þ�Ë�Ý�_0¿���M�•�\�
�S�e�@�Q�b�¥�Ð�å�»�b�§�È�­�µ�º�[�6�•�¥�Ð�å�»�c�M�m�Z�

�Q�b�Þ�Ë�Ý�_0¿���I�€�r�M���S�\�<�d�
 show ip traffic �¥�Ð�å�»�†�Þ�Ë�Ý  15 �_0¿���M�•�\�
 show �¥
�Ð�å�»�>�|�g  show ip �¥�Ð�å�»�c�
�Q�€�R�€�9�b�Þ�Ë�Ý�_0¿���K�^�87H�~�
+¬�·$×�_�Þ�Ë�Ý  15 �_0¿��
�I�€�r�M��

"I���b�¥�Ð�å�»�_�X�8�Z�
�¹�Ç�›�Ý�º�b�’7H�_�`�M�_�c�
 no privilege mode level level command �¢
�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

configure �¥�Ð�å�»�†�’7H�Þ�Ë�Ý  14 �_0¿���K�
�Þ�Ë�Ý  14 �b�¥�Ð�å�»�†�Q#Ý�M�•���œ�_�Ø�î�¨�@
°�Š�M
�•�Ã�«�á�î�»�\�K�Z  SecretPswd14 �†��*O�M�•�[�†&g�K�r�M��

Switch(config)# privilege exec level 14 configure
Switch(config)# enable password level 14 SecretPswd14

�G)z�_�P�M�•�¹�Ç�›�Ý�º�b�’7H�Þ�Ë�Ý�b�š�f

�G)z�_�P�M�•�¹�Ç�›�Ý�º�b�’7H�Þ�Ë�Ý�†�š�f�M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

�Ø�î�¨�c�
�G)z�_�ß�¢�–�å�K�
�9�b�’7H�Þ�Ë�Ý�†�–�¿�î�È�Ý�_0¿���M�•�G�\�_�|�~�
 privilege level �Û
�–�å  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�Z0¿���I�€�S�’7H�Þ�Ë�Ý�†�V�i�A�[�A�r�M���r�S�

disable �¥�Ð�å�»�†�Q#Ý�M�•�G�\�_�|�~�
�’7H�Þ�Ë�Ý�†�,�A�W�F�•�G�\�@�[�A�r�M���V�)�b�’7H�Þ�Ë�Ý
�b�Ã�«�á�î�»�@�ƒ�?�W�Z�8�€�d�
�Ø�î�¨�c�Q�b�Ã�«�á�î�»�†�Q#Ý�K�Z�V�)�b�’7H�Þ�Ë�Ý�†�–�¿�î�È�Ý�_
�[�A�r�M���G)z�b�Q#Ý�†�D7H�M�•�_�c�
�¥�å�¯�î�Ý�G)z�_9×�8�Þ�Ë�Ý�r�S�c�’7H�Þ�Ë�Ý�†�æ���K�Z�C�T
�I�8��

�G)z�†�¹�Ç�›�Ý�º�b�’7H�Þ�Ë�Ý�_�`�M�_�c�
 no privilege level �Û�–�å  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å
�»�†�Q#Ý�K�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 line vty line �”�¡�­�«�†�D7H�M�•�ì�•'ƒ�Ž�G)z�†4E�¥�K�r�M��

�«�̧ �µ�É 3 privilege level level �G)z�b�¹�Ç�›�Ý�º�b�’7H�Þ�Ë�Ý�†�š�f�K�r�M��

level �_�æ���[�A�•(
�V�c  0 >|  15 �[�M�� �Þ�Ë�Ý  1 �@3û�–�b�Ø�î�¨  EXEC 
�Ô�î�»�’7H�[�M���Þ�Ë�Ý  15 �c�
 enable �Ã�«�á�î�»�_�|�W�Z0Á�•�I�€�•
�”�¡�­�«  �Þ�Ë�Ý�[�M��

�«�̧ �µ�É 4 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 5 show running-config

�r�S�c

show privilege

0¿���†&�1��K�r�M��

show running-config �¥�Ð�å�»�c�Ã�«�á�î�»�\�”�¡�­�«  �Þ�Ë�Ý�b0¿���†
/²&g�K�r�M�� show privilege �¥�Ð�å�»�c�
�’7H�Þ�Ë�Ý�b0¿���†/²&g�K�r
�M��

�«�̧ �µ�É 6 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��
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'¨  11 'v       �«�–�µ�³  �Ë�î�«1�0É�b0¿��
TACACS+ �_�|�•�«�–�µ�³  �”�¡�­�«�b�D�š
�’7H�Þ�Ë�Ý�l�b�ß�¢�–�å�>�|�g)
�¢

�æ���K�S�’7H�Þ�Ë�Ý�_�ß�¢�–�å�M�•�
�r�S�c�æ���K�S�’7H�Þ�Ë�Ý�†)
�¢�M�•�_�c�
"I�’  EXEC �Ô�î�»�[
���b�m8p�†��/œ�K�r�M��

TACACS+ �_�|�•�«�–�µ�³  �”�¡�­�«�b�D�š  
�G�G�[�c�
 Terminal Access Controller Access Control System Plus>&TACACS+>'�†�–�¿�î�È�Ý�_�K�Z
0¿���M�•�‰�2�_�X�8�Z1��Â�K�r�M�� TACACS+ �c�
0ò(ý�^�”�•�˜�å�¸�•�å�¢�_���†�p7Ÿ�K�
1�0É�>�|
�g0Á�•�É�ß�­�«�_�P�K�Z��3>�^'ö#.�†/œ�8�r�M�� TACACS+ �c�
 Authentication, Authorization, 
Accounting>&AAA; 1�0É�
0Á�•�
�”�•�˜�å�¸�•�å�¢>'�µ+��_�|�~�Ñ�G�I�€�Z�>�~�
 TACACS+ �†�–
�¿�î�È�Ý�_�M�•�_�c  AAA �¥�Ð�å�»�†�Q#Ý�M�•�²0[�@�6�~�r�M��

Cisco IOS Release 12.2(58)SE �è7F�
�«�–�µ�³�c  IPv6 �P�Â�b  TACACS+ �†�§�Ï�î�º�K�Z�8�r�M���G�b
�µ+��b0¿���_�X�8�Z�c�
 �� Cisco IOS XE IPv6 Configuration Guide, Release 2���b�� Implementing 
ADSL for IPv6���b'v�†�g!·�K�Z�C�T�I�8��

>&�@>' �G�G�[�Q#Ý�M�•�¥�Ð�å�»�b�S�e�>�|�g�Q#Ý�‰�2�b0ò(ý�_�X�8�Z�c�
 �� Cisco IOS Security Command 
Reference, Release 12.2���†�g!·�K�Z�C�T�I�8��

�G�G�[�c�
���b0¿���_�X�8�Z1��Â�K�r�M��

• �� TACACS+ �b�+0[�� >&P.11-11>'

• �� TACACS+ �b�·�8�� >&P.11-13>'

• �� TACACS+ �b0¿���� >&P.11-14>'

• �� TACACS+ 0¿���b/²&g�� >&P.11-19>'

TACACS+ �b�+0[

TACACS+ �c�
�«�–�µ�³�_�”�¡�­�«�K�|�:�\�M�•�Ø�î�¨�b�è0É�†7Ÿ�p$×�_/œ�:�­�Ÿ�×�Ü�¸�•  �”�É�Ü
�£�î�©�Ù�å�[�M�� TACACS+ �§�î�Å�«�c�
3û�–  UNIX �r�S�c  Windows NT �á�î�¡�«�¸�î�©�Ù�å�V�['�

>�M�•  TACACS+ �¹�î�Ô�å�b�¹�î�±�Ë�î�«�['ö#.�I�€�r�M���«�–�µ�³�_  TACACS+ �µ+��†0¿���M�•�_
�c�
 TACACS+ �§�î�Â�_�”�¡�­�«�K�Z  TACACS+ �§�î�Â�†0¿���K�Z�>�C�²0[�@�6�~�r�M��

TACACS+ �[�c�
�¶�9�b�
�>�|�g�Ô�ª�×�î�Ý�[�b1�0É�
1��•�
�>�|�g�”�•�˜�å�¸�•�å�¢�µ+��@�f�j�I
�€�r�M�� TACACS+ �[�c�
�"�M�b�”�¡�­�«  �¥�å�º�ß�î�Ý  �§�î�Â>& TACACS+ �¹�î�Ô�å>'�@�›�§�î�Å�«

>&1�0É�
0Á�•�
�>�|�g�”�•�˜�å�¸�•�å�¢>'�†�9�¶�_�f�j�K�r�M���›�§�î�Å�«�†�[�w�b�¹�î�±�Ë�î�«�_)�
�œ�K�
�¹�î�Ô�å�b�µ+��_�Â�L�Z�Q�b�§�î�Â�r�S�c�¿�µ�º�á�î�¡�[�Q#Ý�[�A�•�Ú�b�§�î�Å�«�†�Q#Ý�[�A�r
�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 enable level �æ���K�S�’7H�Þ�Ë�Ý�_�ß�¢�–�å�K�r�M��

level �_�æ���[�A�•(
�V�c  0 >|  15 �[�M��

�«�̧ �µ�É 2 disablelevel �æ���K�S�’7H�Þ�Ë�Ý�†)
�¢�K�r�M��

level �_�æ���[�A�•(
�V�c  0 >|  15 �[�M��
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'¨  11 'v       �«�–�µ�³  �Ë�î�«1�0É�b0¿��
TACACS+ �_�|�•�«�–�µ�³  �”�¡�­�«�b�D�š
TACACS+ �b% $×�c�
 1 �X�b'ö#.�§�î�Å�«�?�}0
�X�b�¿�µ�º�á�î�¡  �”�¡�­�«  �Ï�–�å�º�†'ö#.�M�•�‰�'
�†�f�j�M�•�G�\�[�M���«�–�µ�³�c�
�Ú�b  Cisco �Ý�î�±�x�”�¡�­�«  �§�î�Â�\�\�v�_�¿�µ�º�á�î�¡  �”�¡�­
�«  �§�î�Â�_�[�A�r�M���¿�µ�º�á�î�¡  �”�¡�­�«  �§�î�Â�c�
�¶���b�Ø�î�¨�
�¿�µ�º�á�î�¡�r�S�c�§�È�¿�µ
�º�á�î�¡�
�>�|�g%&�«�K)F�I�€�S�¿�µ�º�á�î�¡�\�b�K)F�†��#'�K�r�M>& �W 11-1 �†�g!·>' ��

�W 11-1 �M+á$×�  ̂TACACS+ �¿�µ�º�á�î�¡�S�B

TACACS+ �c�
 AAA �­�Ÿ�×�Ü�¸�•  �§�î�Å�«�_�|�W�Z'ö#.�I�€�
���b�|�:�^�§�î�Å�«�†�f�j�K�r�M��

• 1�0É>8�ß�¢�–�å�>�|�g�Ã�«�á�î�»  �²�–�”�ß�¢�
�³�Õ�Þ�å�ª�>�|�g�Â'Å�
�Ó�µ�­�î�ª  �§�Ï�î�º�_
�|�W�Z1�0É�b�ö
²�D�š�†/œ�8�r�M��

1�0É�µ+��c�
�Ø�î�¨�\�b�P0ð�†��/œ�[�A�r�M>&�S�\�<�d�
�Ø�î�¨�¡�\�Ã�«�á�î�»�@
°�Š�I�€�S�‹�

+¬�ï�b�+�d�
�•0v�b�§�#�
�§�î�Å�«  �±�–�É�
&k�
�–7d$��•�^�]�b�8�C�X�?�b2A�e�†�M�•�G�\�_�|
�~�Ø�î�¨�†&�1��K�r�M>' �� TACACS+ 1�0É�§�î�Å�«�c�
�Ø�î�¨#ì8��_�Ó�µ�­�î�ª�†3æ�™�M�•�G�\�v
�[�A�r�M���S�\�<�d�
�
&k�b�Ã�«�á�î�»�w� �‡6ë�Ï�Ü�©�î�_�‘�8�
�Ã�«�á�î�»�b�š�f�b�²0[�@�6�•
�G�\�†�Ø�î�¨�_3û%±�M�•�G�\�v�[�A�r�M��

• 0Á�•>8autocommand�
�”�¡�­�«  �¥�å�º�ß�î�Ý�
�­�µ�©�Ù�å�‡6ë�
�É�ß�º�¥�Ý  �§�Ï�î�º�b0¿���\
�8�W�S�
�Ø�î�¨  �­�µ�©�Ù�å�ì�b�Ø�î�¨�µ+��_�X�8�Z�A�u(ý�?�C�D�š�K�r�M���r�S�
 TACACS+ 0Á
�•�µ+��_�|�W�Z�
�Ø�î�¨�@��/œ�[�A�•�¥�Ð�å�»�†�D7H�M�•�G�\�v�[�A�r�M��

• �”�•�˜�å�¸�•�å�¢>81"5 �
%����
�>�|�g�Þ�Ï�î�º�_�Q#Ý�M�•�_���†�p7Ÿ�K�Z  TACACS+ �¹�î�Ô�å
�_3æ�™�K�r�M���¿�µ�º�á�î�¡�b'ö#.*…�c�
�”�•�˜�å�¸�•�å�¢�µ+��†�Q#Ý�K�Z�
�­�Ÿ�×�Ü�¸�•%����b
�S�u�_�Ø�î�¨�b�q�·"g�#�†�º�Û�µ�Ÿ�å�¢�K�S�~�
�Ø�î�¨1"5 #Ý�b�_���†�f�j�K�S�~�[�A�r�M���”�•
�˜�å�¸�•�å�¢  �Þ�¥�î�»�_�c�
�Ø�î�¨  ID�
6ä���ì�I�>�|�g)
�¢�ì�I�
��/œ�I�€�S�¥�Ð�å�»>& PPP �^
�]>' �
�Ã�£�µ�º�X�
�>�|�g�Â�–�º�X�@�µ�r�€�r�M��  

10
12

30

UNIX �b �o�"�,�9�o�*�Z�f
9ÔTACACS+
�(�o�C  29Õ

UNIX �b �o�"�,�9�o�*�Z�f
9ÔTACACS+
�(�o�C  19Õ

TACACS+ �(�o�C  ���<�_�,�
�0�o�Ò�á
�� �,���6�4�
.3�o�Ò�ù�Ô�•
.z.=3›�
.3�o�Ò�ù�Ô
� � 9 ÔTACACS+ �(�o�C�æ�ý
�� �+�Ó3›�
.3�o�Ò�ù�Ô9Õ�•
AAA �
���@�o�I�^�æ�Ò�ù�Ô�•
�`�#���f.z.=�Ç�|�]�,�;�

Þ�‘�Ò�ù�Ô�•
%5�Ã�Á'"�æ�]�,�;�
1¡!ª�Ò�ù�Ô�•
��-Ð�æ���Ó�á.5���Å���î�������f�9���f�#�é
�� �Ç�|�]�,�;�

Þ�‘�Ò�ù�Ô�•

Catalyst 6500
�*�]�o�-  �,���6�4

�b �o�"�,�9�o�*�Z�f

171.20.10.8

171.20.10.7

�b �o�"�,�9�o�*�Z�f
11-12
Cisco IE 3000 �«�–�µ�³  �¯�Ç�º�˜�™�”  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �ž�–�»

OL-27302-01-J



 

'¨  11 'v       �«�–�µ�³  �Ë�î�«1�0É�b0¿��
TACACS+ �_�|�•�«�–�µ�³  �”�¡�­�«�b�D�š
TACACS+ �É�ß�º�¥�Ý�c�
�«�–�µ�³�\  TACACS+ �¹�î�Ô�å6ë�b1�0É�†/œ�8�
�«�–�µ�³�\  TACACS+ 
�¹�î�Ô�å6ë�b�É�ß�º�¥�Ý�º�n�†�M�m�Z�/�•�ì�M�•�G�\�_�|�W�Z�µ�&�–�â�†��#'�K�r�M��

�«�–�µ�³�[  TACACS+ �†�Q#Ý�M�•�_�c�
 TACACS+ �¹�î�Ô�å  �¯�Ç�º�˜�™�”�@'�
>�M�•�©�«�¸�Ò�@�²0[
�[�M��

TACACS+ �b�·�8

�Ø�î�¨�@�
 TACACS+ �†�Q#Ý�K�Z�8�•�«�–�µ�³�_�P�K�Z(F�Æ  ASCII �ß�¢�–�å�†0è/œ�K�
1�0É�@�²0[�_
�^�•�\�
���b�É�ß�­�«�@$Î#Õ�K�r�M��

1. �K)F�@&�'g�I�€�•�\�
�«�–�µ�³�c  TACACS+ �¹�î�Ô�å�_�K)F�K�Z�Ø�î�¨�¡�É�ß�å�É�º�†�v�“�K�

�G�€�†�Ø�î�¨�_/²&g�K�r�M���Ø�î�¨�@�Ø�î�¨�¡�†
°�Š�M�•�\�
�«�–�µ�³�c  TACACS+ �¹�î�Ô�å�_
�K)F�K�Z�Ã�«�á�î�»  �É�ß�å�É�º�†�v�“�K�r�M���«�–�µ�³�_�|�W�Z�Ã�«�á�î�»  �É�ß�å�É�º�@/²&g�I
�€�
�Ø�î�¨�@�Ã�«�á�î�»�†
°�Š�M�•�\�
�Q�b�Ã�«�á�î�»�@  TACACS+ �¹�î�Ô�å�_3æ�™�I�€�r�M��

TACACS+ �_�|�W�Z�
�¹�î�Ô�å�\�Ø�î�¨�\�b6ë�b�P0ð�@�•+��_�^�~�
�¹�î�Ô�å�c�Ø�î�¨�†1�0É�[�A
�•�T�E�b�_���†�v�“�[�A�•�|�:�_�^�~�r�M���¹�î�Ô�å�c�
�Ø�î�¨�¡�\�Ã�«�á�î�»�b)��s�œ�ƒ�O�†
°
�Š�M�•�|�:�Ó�u�r�M�@�
�Ø�î�¨�b�•0v�b�§�#�^�]�
�Q�b�Ú�b8o% �†�µ�u�•�G�\�v�[�A�r�M��

2. �«�–�µ�³�c�
�q)
$×�_  TACACS+ �¹�î�Ô�å�?�}���b�8�N�€�?�b�Â'Å�†�“�r�M��

• ACCEPT>8�Ø�î�¨�@1�0É�I�€�
�§�î�Å�«�†6ä���[�A�r�M��0Á�•�†�²0[�\�M�•�|�:�_�«�–�µ�³�@
0¿���I�€�Z�8�•���œ�c�
�G�b�ì!l�[0Á�•��#.�@6ä���I�€�r�M��

• REJECT>8�Ø�î�¨�c1�0É�I�€�r�O�‡�� TACACS+ �¹�î�Ô�å�_�Â�L�Z�
�Ø�î�¨�c�”�¡�­�«�†�Ä�°
�I�€�•�?�
�ß�¢�–�å  �©�î�£�å�«�†
Ì0è/œ�M�•�|�:�_�Ó�u�}�€�r�M��

• ERROR>8�¹�î�Ô�å�_�|�•1�0É�§�î�Å�«�b�6�•�ì!l�[�
�r�S�c�¹�î�Ô�å�\�«�–�µ�³�b6ë�b�¿�µ
�º�á�î�¡�K)F�_�>�8�Z�š�Û�î�@$Î#Õ�K�r�K�S�� ERROR �Â'Å�@/²&g�I�€�S���œ�c�
�«�–�µ�³
�c�
3û�–�9�b�‰�2�[�Ø�î�¨�†1�0É�K�|�:�\�K�r�M��

• CONTINUE>8�Ø�î�¨�c�
�I�}�_1�0É�_���b
°�Š�†�Ó�u�}�€�r�M��

1�0É�‹�
�«�–�µ�³�[0Á�•�@�–�¿�î�È�Ý�_�^�W�Z�8�•���œ�
�Ø�î�¨�c3ã�•�b0Á�•�Ç�™�î�¬�_
°�~�r
�M���Ø�î�¨�c  TACACS+ 0Á�•�_4
�t�S�_�
�r�N  TACACS+ 1�0É�†�G�–�_�ö�¢�M�•�²0[�@�6�~�r�M��

3. TACACS+ 0Á�•�@�²0[�^���œ�c�

Ì�g  TACACS+ �¹�î�Ô�å�_�K)F�K�
�¹�î�Ô�å�@  ACCEPT �r�S�c  
REJECT �b0Á�•�Â'Å�†3É�K�r�M�� ACCEPT �Â'Å�@3É�I�€�S���œ�c�
�Q�b�Â'Å�_�
�Q�b�Ø�î�¨�>�|
�g�Q�b�Ø�î�¨�@�”�¡�­�«�[�A�•�§�î�Å�«�b�
 EXEC �r�S�c  NETWORK �­�µ�©�Ù�å���Z�b�“�ö�b�g
�'�[�¹�î�±�@�µ�r�€�Z�8�r�M��

• Telnet�
 Secure Shell>&SSH; �­�Ÿ�×�”  �©�™�Ý>'�
 rlogin�
�r�S�c"I�’  EXEC �§�î�Å�«

• �K)F�Ã�Û�Ó�î�±>&�Í�«�º�r�S�c�¡�Û�–�”�å�º�b  IP �”�»�Þ�«�
�”�¡�­�«  �Ü�«�º�
�>�|�g�Ø�î�¨  
�±�–�Ò�”�˜�º�†�µ�t>'
11-13
Cisco IE 3000 �«�–�µ�³  �¯�Ç�º�˜�™�”  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �ž�–�»

OL-27302-01-J 



 

'¨  11 'v       �«�–�µ�³  �Ë�î�«1�0É�b0¿��
TACACS+ �_�|�•�«�–�µ�³  �”�¡�­�«�b�D�š
TACACS+ �b0¿��

�G�G�[�c�
 TACACS+ �†�§�Ï�î�º�M�•�|�:�_�«�–�µ�³�†0¿���M�•�‰�2�_�X�8�Z1��Â�K�r�M���q�*7H�

TACACS+ �¹�î�Ô�å�†)T�â�M�•�Í�«�º>& 1 �X�r�S�c0
�X>'�†"I���K�
 TACACS+ 1�0É�b�‰�'�Ü�«�º�†��
*O�M�•�²0[�@�6�~�r�M���r�S�
�õ�–�[  TACACS+ 0Á�•�>�|�g�”�•�˜�å�¸�•�å�¢�b�‰�'�Ü�«�º�†��*O�M
�•�G�\�v�[�A�r�M���‰�'�Ü�«�º�_�|�W�Z�
�Ø�î�¨�b1�0É�
0Á�•�
�r�S�c�”�•�˜�å�º)T�â�b�S�u�b8p�Î�\
�‰�'�†��*O�K�r�M���‰�'�Ü�«�º�†�Q#Ý�K�Z�
�Q#Ý�M�•�­�Ÿ�×�Ü�¸�•  �É�ß�º�¥�Ý�†  1 �X�r�S�c0
�X�æ��
�[�A�•�b�[�
�q�6�b�‰�'�@�»�K�K�S���œ�b�Â�µ�¡�”�µ�É  �©�«�¸�Ò�@&��–�I�€�r�M���¯�Ç�º�˜�™�”�c�

�Ü�«�º
Æ�b�q�6�b�‰�'�†�Q#Ý�K�Z�Ø�î�¨�b1�0É�
0Á�•�
�”�•�˜�å�º�b)T�â�†/œ�8�r�M���Q�b�‰�'�[�Â'Å
�@�“�}�€�^�?�W�S���œ�
�¯�Ç�º�˜�™�”�c�Q�b�Ü�«�º�?�}���b�‰�'�†4E�¥�K�r�M���G�b�É�ß�­�«�c�
�Ü�«
�º
Æ�b�‰�'�_�|�•3û�™�@�B�Œ�M�•�?�
�‰�'�Ü�«�º�b�‰�'�†�M�m�Z0è�K)
�ƒ�•�r�[)F�A�r�M��

�G�G�[�c�
���b0¿���_�X�8�Z1��Â�K�r�M��

• �� TACACS+ �b�¹�Ç�›�Ý�º0¿���� >&P.11-14>'

• �� TACACS+ �§�î�Â  �Í�«�º�b"I���>�|�g1�0É�Ÿ�î�b0¿���� >&P.11-14>'

• �� TACACS+ �ß�¢�–�å1�0É�b0¿���� >&P.11-15>'

• ��"I�’  EXEC �”�¡�­�«�>�|�g�¿�µ�º�á�î�¡  �§�î�Å�«#Ý�b  TACACS+ 0Á�•�b0¿���� >&P.11-17>'

• �� TACACS+ �”�•�˜�å�¸�•�å�¢�b2s�·�� >&P.11-18>'

TACACS+ �b�¹�Ç�›�Ý�º0¿��

TACACS+ �\  AAA �c�
�¹�Ç�›�Ý�º�[�¹�•�­�î�È�Ý�_0¿���I�€�r�M��

�­�Ÿ�×�Ü�¸�•�b�»� �†75�F�M�•�S�u�
�¿�µ�º�á�î�¡'ö#.�”�É�Ü�£�î�©�Ù�å�†�Q#Ý�K�Z  TACACS+ �†0¿
���M�•�G�\�c�[�A�r�O�‡�� TACACS+ �†�–�¿�î�È�Ý�_0¿���K�S���œ�
 CLI �†3û�L�Z�«�–�µ�³�_�”�¡�­�«
�M�•�Ø�î�¨�†1�0É�[�A�r�M��

>&�@>' TACACS+ �b0¿���c  CLI �†�Q#Ý�K�Z/œ�8�r�M�@�
 TACACS+ �§�î�Â�c�’7H�Þ�Ë�Ý  15 �_0¿���I�€�S  
HTTP �K)F�†0Á�•�K�r�M��

TACACS+ �§�î�Â  �Í�«�º�b"I���>�|�g1�0É�Ÿ�î�b0¿��

1�0É#Ý�_ 1 �X�b�§�î�Â�†�Q#Ý�M�•�G�\�v�
�r�S�
�¤�Ñ�b�§�î�Â  �Í�«�º�†�¢�Ý�î�É�ì�M�•�S�u�_  AAA 
�§�î�Â  �¢�Ý�î�É�†�Q#Ý�M�•�|�:�_0¿���M�•�G�\�v�[�A�r�M���§�î�Â�†�¢�Ý�î�É�ì�K�Z0¿���í�s�§�î�Â  
�Í�«�º�b�§�È�­�µ�º�†4E�¥�K�
"I���b�§�î�Å�«�_�Q�b�§�î�Â�†�Q#Ý�[�A�r�M���§�î�Â  �¢�Ý�î�É�c�
�¢
�ß�î�Â�Ý  �§�î�Â  �Í�«�º  �Ü�«�º�\�\�v�_�Q#Ý�I�€�
4E�¥�I�€�S�§�î�Â  �Í�«�º�b  IP �”�»�Þ�«�b�Ü�«�º�@
�µ�r�€�Z�8�r�M��
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'¨  11 'v       �«�–�µ�³  �Ë�î�«1�0É�b0¿��
TACACS+ �_�|�•�«�–�µ�³  �”�¡�­�«�b�D�š
TACACS+ �§�î�Â�†)T�â�M�•  IP �Í�«�º�†"I���K�
�õ�–�[�/�•�Ÿ�î�†0¿���M�•�_�c�
"I�’  EXEC �Ô�î�»
�[���b�m8p�†��/œ�K�r�M��

�æ���I�€�S  TACACS+ �§�î�Â�¡�r�S�c�”�»�Þ�«�†�P7V�M�•�_�c�
 no tacacs-server host hostname �¢
�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��0¿���Ü�«�º�?�}�§�î�Â  �¢�Ý�î�É�†�P7V�M�•
�_�c�
 no aaa group server tacacs+ group-name �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý
�K�r�M�� TACACS+ �§�î�Â�b  IP �”�»�Þ�«�†�P7V�M�•�_�c�
 no server ip-address �§�î�Â  �¢�Ý�î�É  �§�È
�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

TACACS+ �ß�¢�–�å1�0É�b0¿��

AAA 1�0É�†0¿���M�•�_�c�
1�0É�‰�'�b�¡�S�Ü�A�Ü�«�º�†�8�B�K�Z�?�}�
�›'��Ï�î�º�_�Q�b�Ü�«�º�†4:
#Ý�K�r�M���‰�'�Ü�«�º�c��/œ�I�€�•1�0É�b�±�–�É�\��/œ8p�Î�†��*O�K�r�M���G�b�Ü�«�º�†"I���b�Ï�î�º
�_4:#Ý�K�Z�?�}�
��*O�í�s1�0É�‰�'�†��/œ�M�•�²0[�@�6�~�r�M���O�M�b�[�¥�c�¹�Ç�›�Ý�º�b�‰�'�Ü�«�º

>&
�!›�_  default �\�¡�S�@�Ü�E�}�€�Z�8�•>'�[�M���¹�Ç�›�Ý�º�b�‰�'�Ü�«�º�c�
�¡�S�Ü�A�‰�'�Ü�«�º�†�Â
&g$×�_��*O�I�€�S�–�å�±�î�Ç�™�–�«�†7V�8�Z�
+¬�·$×�_�M�m�Z�b�Ï�î�º�_4:#Ý�I�€�r�M����*O�í�s�b�‰
�'�Ü�«�º�c�
�¹�Ç�›�Ý�º�b�‰�'�Ü�«�º�_
ƒ
›�K�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 tacacs-server host hostname [port 
integer] [ timeout integer] [key string]

TACACS+ �§�î�Â�†)T�â�M�•  IP �Í�«�º>& 1 �X�r�S�c0
�X>'�†"I���K�r
�M���G�b�¥�Ð�å�»�†0
�X�G
°�Š�K�Z�

ƒ
›�Í�«�º�b�Ü�«�º�†�8�B�K�r�M��
�¯�Ç�º�˜�™�”�c�
�æ���I�€�S8p�Î�[�Í�«�º�†�è(ô�K�r�M��

• hostname �_�c�
�Í�«�º�b�¡�S�r�S�c  IP �”�»�Þ�«�†�æ���K�r�M��

• >&�õ�–>' port  integer �_�c�
�§�î�Â�b�Ï�î�º$��•�†�æ���K�r�M���¹
�Ç�›�Ý�º�c�Ï�î�º  49 �[�M���æ���[�A�•(
�V�c  1 >|  65535 �[�M��

• >&�õ�–>' timeout integer �_�c�
�«�–�µ�³�@�¹�î�Ô�å�?�}�b�Â'Å�†�…
�X�ì6ë�†&Ê�X�[�æ���K�r�M���G�€�†4#�B�•�\�«�–�µ�³�c�±�–�Ò�”�˜
�º�K�Z�š�Û�î�†�	0•�K�r�M���¹�Ç�›�Ý�º�c  5 &Ê�[�M���æ���[�A�•(

�V�c  1 >|  1000 &Ê�[�M��

• >&�õ�–>' key string �_�c�
�«�–�µ�³�\  TACACS+ �¹�î�Ô�å6ë�b�M�m�Z
�b�º�Û�Ç�•�µ�¡�†�/�•�ì�>�|�g�/�•0Ž7V�M�•�S�u�b�/�•�Ÿ�î�†�æ��
�K�r�M���/�•�ì�@�B�Œ�M�•�_�c�
 TACACS+ �¹�î�Ô�å�_� �L�Ÿ�î�†
0¿���M�•�²0[�@�6�~�r�M��

�«�̧ �µ�É 3 aaa new-model AAA �†�–�¿�î�È�Ý�_�K�r�M��

�«�̧ �µ�É 4 aaa group server tacacs+ group-name >&�õ�–>'�¢�Ý�î�É�¡�[  AAA �§�î�Â  �¢�Ý�î�É�†��*O�K�r�M��

�G�b�¥�Ð�å�»�_�|�W�Z�
�«�–�µ�³�c�§�î�Â  �¢�Ý�î�É  �§�È�¥�å�Ç�•� �×
�Þ�î�©�Ù�å  �Ô�î�»�_�^�~�r�M��

�«�̧ �µ�É 5 server ip-address >&�õ�–>'"I���b  TACACS+ �§�î�Â�†��*O�í�s�§�î�Â  �¢�Ý�î�É�_�P�Â�Ü�E
�r�M�� AAA �§�î�Â  �¢�Ý�î�É�b�›  TACACS+ �§�î�Â�_�P�K�Z�G�b�«�¸�µ
�É�†)Þ�~3É�K�r�M��

�¢�Ý�î�É�b�›�§�î�Â�c�
�«�¸�µ�É  2 �[��*O�í�s�b�v�b�[�^�E�€�d�^�~�r
�O�‡��

�«�̧ �µ�É 6 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 7 show tacacs 0¿���†&�1��K�r�M��

�«�̧ �µ�É 8 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��
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'¨  11 'v       �«�–�µ�³  �Ë�î�«1�0É�b0¿��
TACACS+ �_�|�•�«�–�µ�³  �”�¡�­�«�b�D�š
�‰�'�Ü�«�º�c�
�Ø�î�¨1�0É�b�S�u�_�¡�š�Ü�î3æ�™�†/œ�:�m8p�\1�0É�‰�'�†0°3Ù�K�S�v�b�[�M��1�0É�_�Q
#Ý�M�• 1 �X�r�S�c0
�X�b�­�Ÿ�×�Ü�¸�•  �É�ß�º�¥�Ý�†�æ���[�A�•�b�[�
�q�6�b�‰�'�@�»�K�K�S���œ�b
�Â�µ�¡�”�µ�É  �©�«�¸�Ò�@&��–�I�€�r�M���¯�Ç�º�˜�™�”�c�
�Ü�«�º
Æ�b�q�6�b�‰�'�†�Q#Ý�K�Z�Ø�î�¨�†
1�0É�K�r�M���Q�b�‰�'�[�Â'Å�@�“�}�€�^�?�W�S���œ�
�¯�Ç�º�˜�™�”�c�Q�b�Ü�«�º�?�}���b�‰�'�†4E�¥�K
�r�M���G�b�É�ß�­�«�c�
�Ü�«�º
Æ�b1�0É�‰�'�_�|�•3û�™�@�B�Œ�M�•�?�
��*O�I�€�S�‰�'�†�M�m�Z0è�K)

�ƒ�•�r�[)Þ�~3É�I�€�r�M���G�b��#.�b�6�•�ì!l�[1�0É�@�»�K�K�S���œ>&�X�r�~�
�­�Ÿ�×�Ü�¸�•  �§�î�Â
�r�S�c�ß�î�•�Ý�b�Ø�î�¨�¡�¹�î�±�Ë�î�«�@�Ø�î�¨  �”�¡�­�«�†�Ä�°�M�•�\�Â'Å�K�S���œ>' �
1�0É�É�ß�­�«
�c�õ�F�K�
�Q�€�è�V1�0É�‰�'�@0è/œ�I�€�•�G�\�c�6�~�r�O�‡��

�ß�¢�–�å1�0É�†0¿���M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 aaa new-model AAA �†�–�¿�î�È�Ý�_�K�r�M��

�«�̧ �µ�É 3 aaa authentication login { default | 
list-name} method1 [method2...]

�ß�¢�–�å1�0É�‰�'�Ü�«�º�†�8�B�K�r�M��

• login authentication �¥�Ð�å�»�_�¡�S�Ü�A�Ü�«�º�@�æ���I�€ �^�?�W�S
���œ�_�Q#Ý�I�€�•�¹�Ç�›�Ý�º�b�Ü�«�º�†�8�B�M�•�_�c�
 default �Ÿ�î
�á�î�»�b�‹�•�_�¹�Ç�›�Ý�º"g�#�[�Q#Ý�M�•�‰�'�†�æ���K�r�M���¹
�Ç�›�Ý�º�b�‰�'�Ü�«�º�c�
+¬�·$×�_�M�m�Z�b�Ï�î�º�_4:#Ý�I�€�r�M��

• list-name �_�c�
�8�B�M�•�Ü�«�º�b�¡�S�\�K�Z�Q#Ý�M�•�e�Ð�4�†�æ��
�K�r�M��

• method1... �_�c�
1�0É�”�Ý�¦�Ü�¬�Ò�@0è/œ�M�•��7•�b�‰�'�†�æ���K
�r�M��3ã�•�b1�0É�‰�'�c�
�Q�b�S�b�‰�'�[�š�Û�î�@3É�I�€�S���œ�_
7H�~�Q#Ý�I�€�r�M���S�b�‰�'�@�»�K�K�S���œ�c�Q#Ý�I�€�r�O�‡��

���b�8�N�€�?�b�‰�'�†4E�¥�K�r�M��

• enable>8�–�¿�î�È�Ý  �Ã�«�á�î�»�†1�0É�_�Q#Ý�K�r�M���G�b1�0É�‰�'
�†�Q#Ý�M�•�_�c�
�6�}�?�L�u  enable password �¢�ß�î�Â�Ý  �¥�å�Ç�•
� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�Z�–�¿�î�È�Ý  �Ã�«�á�î�»�†��*O�K
�Z�>�C�²0[�@�6�~�r�M��

• group tacacs+>8TACACS+ 1�0É�†�Q#Ý�K�r�M���G�b1�0É�‰�'�†�Q#Ý
�M�•�_�c�
�6�}�?�L�u  TACACS+ �§�î�Â�†0¿���K�Z�>�C�²0[�@�6�~
�r�M��0ò(ý�_�X�8�Z�c�
 �� TACACS+ �§�î�Â  �Í�«�º�b"I���>�|�g1�
0É�Ÿ�î�b0¿���� >&P.11-14>' �†�g!·�K�Z�C�T�I�8��  

• line>8�G)z�Ã�«�á�î�»�†1�0É�_�Q#Ý�K�r�M���G�b1�0É�‰�'�†�Q#Ý�M
�•�_�c�
�6�}�?�L�u�G)z�Ã�«�á�î�»�†��*O�K�Z�>�C�²0[�@�6�~�r�M��
password password �Û�–�å  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý
�K�r�M��

• local>8�ß�î�•�Ý  �Ø�î�¨�¡�¹�î�±�Ë�î�«�†1�0É�_�Q#Ý�K�r�M���¹�î�±
�Ë�î�«�_�Ø�î�¨�¡�_���†
°�Š�K�Z�>�C�²0[�@�6�~�r�M�� username 
password �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r
�M��

• local-case>8�±�e�Ð�\�`�e�Ð�@�
�9�I�€�•�ß�î�•�Ý  �Ø�î�¨�¡�¹�î�±
�Ë�î�«�†1�0É�_�Q#Ý�K�r�M�� username name password �¢�ß�î�Â�Ý  
�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�Z�
�Ø�î�¨�¡�_���†�¹�î
�±�Ë�î�«�_
°�Š�M�•�²0[�@�6�~�r�M��

• none>8�ß�¢�–�å�_1�0É�†�Q#Ý�K�r�O�‡��
11-16
Cisco IE 3000 �«�–�µ�³  �¯�Ç�º�˜�™�”  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �ž�–�»

OL-27302-01-J



 

'¨  11 'v       �«�–�µ�³  �Ë�î�«1�0É�b0¿��
TACACS+ �_�|�•�«�–�µ�³  �”�¡�­�«�b�D�š

, 
AAA �†�¹�•�­�î�È�Ý�_�M�•�_�c�
 no aaa new-model �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†
�Q#Ý�K�r�M�� AAA 1�0É�†�¹�•�­�î�È�Ý�_�M�•�_�c�
 no aaa authentication login {default | list-name} 
method1 [method2...] �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M���ß�¢�–�å�b  
TACACS+ 1�0É�†�¹�•�­�î�È�Ý�_�M�•�?�¹�Ç�›�Ý�º�Í�_�`�M���œ�c�
 no login authentication { default 
| list-name} �Û�–�å  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

>&�@>' AAA �‰�'�†�Q#Ý�K�Z  HTTP �”�¡�­�«�_�P�K�«�–�µ�³�b�­�Ÿ�×�Ü�¸�•�†&��–�M�•�_�c�
 ip http 
authentication aaa �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�[�«�–�µ�³�†0¿���M�•�²0[�@�6�~�r
�M�� AAA 1�0É�†0¿���K�Z�v�
 AAA �‰�'�†�Q#Ý�K�S  HTTP �”�¡�­�«�_�P�K�«�–�µ�³�b�­�Ÿ�×�Ü�¸�•�c
&��–�K�r�O�‡��

ip http authentication �¥�Ð�å�»�b0ò(ý�_�X�8�Z�c�
 Cisco.com �Ì�î�ª�b  [Documentation] > [Cisco IOS 
Software] > [12.2 Mainline] > [Command References] �_�6�• �� Cisco IOS Security Command Reference
Release 12.2���†�g!·�K�Z�C�T�I�8��

"I�’  EXEC �”�¡�­�«�>�|�g�¿�µ�º�á�î�¡  �§�î�Å�«#Ý�b  TACACS+ 0Á�•�b0¿��

AAA 1�0É�_�|�W�Z�Ø�î�¨�@�Q#Ý�[�A�•�§�î�Å�«�@�D7H�I�€�r�M�� AAA 1�0É�@�–�¿�î�È�Ý�_0¿���I�€
�Z�8�•�\�
�«�–�µ�³�c�Ø�î�¨�b�É�ß�Ç�“�–�Ý�?�}�v�“�K�S�_���†�Q#Ý�K�r�M���G�b�É�ß�Ç�“�–�Ý�c�

�ß�î�•�Ý�b�Ø�î�¨  �¹�î�±�Ë�î�«�r�S�c�­�Ÿ�×�Ü�¸�•  �§�î�Â�V�_�6�~�
�Ø�î�¨�b�­�µ�©�Ù�å�†0¿���K�r
�M���Ø�î�¨�c�
�Ø�î�¨  �É�ß�Ç�“�–�Ý
Æ�b�_���[1��u�}�€�Z�8�•���œ�_7H�~�
0[�Ó�K�S�§�î�Å�«�b�”�¡
�­�«�@1��•�I�€�r�M��

aaa authorization �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�_  tacacs+ �Ÿ�î�á�î�»�†�Ü�E�Z�Q#Ý�M
�•�\�
"I�’  EXEC �Ô�î�»�l�b�Ø�î�¨�b�¿�µ�º�á�î�¡  �”�¡�­�«�†�D7H�M�•�Ã�Û�Ó�î�±�†0¿���[�A�r�M��

aaa authorization exec tacacs+ local �¥�Ð�å�»�c�
���b0Á�•�Ã�Û�Ó�î�±�†0¿���K�r�M��

• TACACS+ �†�Q#Ý�K�Z1�0É�†/œ�W�S���œ�c�
 "I�’  EXEC �”�¡�­�«0Á�•�_  TACACS+ �†�Q#Ý�K�r�M��

• 1�0É�_  TACACS+ �†�Q#Ý�K�^�?�W�S���œ�c�
�ß�î�•�Ý  �¹�î�±�Ë�î�«�†�Q#Ý�K�r�M��

>&�@>' 0Á�•�@0¿���I�€�Z�8�Z�v�
 CLI �†�Q#Ý�K�Z�ß�¢�–�å�K�
1�0É�I�€�S�Ø�î�¨�_�P�K�Z�c�
0Á�•�c%,$��I�€
�r�M��

�«�̧ �µ�É 4 line [console | tty  | vty] line-number 
[ending-line-number]

�Û�–�å  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�
1�0É�Ü�«�º�b4:#Ý�P1ß
�\�M�•�G)z�†0¿���K�r�M��

�«�̧ �µ�É 5 login authentication { default | 
list-name}

�G)z�r�S�c�G)z�­�µ�º�_�P�K�Z�
1�0É�Ü�«�º�†4:#Ý�K�r�M��

• default �†�æ���M�•���œ�c�
 aaa authentication login �¥�Ð�å�»�[�8
�B�K�S�¹�Ç�›�Ý�º�b�Ü�«�º�†�Q#Ý�K�r�M��

• list-name �_�c�
 aaa authentication login �¥�Ð�å�»�[�8�B�K�S�Ü�«
�º�†�æ���K�r�M��

�«�̧ �µ�É 6 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 7 show running-config 0¿���†&�1��K�r�M��

�«�̧ �µ�É 8 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��

�¥�Ð�å�» % $×
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TACACS+ �_�|�•�«�–�µ�³  �”�¡�­�«�b�D�š
"I�’  EXEC �”�¡�­�«�>�|�g�¿�µ�º�á�î�¡  �§�î�Å�«�_6õ�M�•  TACACS+ 0Á�•�†�æ���M�•�_�c�
"I�’  
EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

0Á�•�†�¹�•�­�î�È�Ý�_�M�•�_�c�
 no aaa authorization { network | exec} method1 �¢�ß�î�Â�Ý  �¥�å�Ç�•
� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

TACACS+ �”�•�˜�å�¸�•�å�¢�b2s�·

AAA �”�•�˜�å�¸�•�å�¢�µ+��c�
�Ø�î�¨�@�”�¡�­�«�K�S�§�î�Å�«�\�
�˜2��K�S�¿�µ�º�á�î�¡  �Ü�¯�î�«5�
�†�º�Û�µ�Ÿ�å�¢�K�r�M�� AAA �”�•�˜�å�¸�•�å�¢�†�–�¿�î�È�Ý�_�M�•�\�
�«�–�µ�³�c�Ø�î�¨�b�q�·"g�#
�†�”�•�˜�å�¸�•�å�¢  �Þ�¥�î�»�b�g�'�[  TACACS+ �­�Ÿ�×�Ü�¸�•  �§�î�Â�_���Ì�K�r�M���›�”�•�˜�å�¸�•
�å�¢  �Þ�¥�î�»�_�c�”�•�˜�å�¸�•�å�¢�b  Attribute-Value>&AV>'�Ì�”�@�µ�r�€�
�Þ�¥�î�»�c�­�Ÿ�×�Ü�¸�•  
�§�î�Â�_�A(á�I�€�r�M���G�b�¹�î�±�†�
�¿�µ�º�á�î�¡'ö#.�
�¡�Û�–�”�å�º13�Ó�
�r�S�c%����b�S�u�_�(
�Ò�[�A�r�M��

Cisco IOS �b�’7H�Þ�Ë�Ý�>�|�g�¿�µ�º�á�î�¡  �§�î�Å�«�_6õ�M�•  TACACS+ �”�•�˜�å�¸�•�å�¢�†�–�¿�î
�È�Ý�_�M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

�”�•�˜�å�¸�•�å�¢�†�¹�•�­�î�È�Ý�_�M�•�_�c�
 no aaa accounting { network | exec} { start-stop} 
method1... �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 aaa authorization network tacacs+ �¿�µ�º�á�î�¡6õ4��b�M�m�Z�b�§�î�Å�«0[�Ó�_�P�M�•�Ø�î�¨  TACACS+ 0Á
�•�†�
�«�–�µ�³�_0¿���K�r�M��

�«�̧ �µ�É 3 aaa authorization exec tacacs+ �Ø�î�¨�_"I�’  EXEC �b�”�¡�­�«�’7H�@�6�•���œ�
�Ø�î�¨  TACACS+ 0Á�•
�†�«�–�µ�³�_0¿���K�r�M��

exec �Ÿ�î�á�î�»�†�æ���M�•�\�
�Ø�î�¨  �É�ß�Ç�“�–�Ý�_��
>&autocommand �_���^�]>'�@3É�I�€�•���œ�@�6�~�r�M��

�«�̧ �µ�É 4 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 5 show running-config 0¿���†&�1��K�r�M��

�«�̧ �µ�É 6 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 aaa accounting network start-stop 
tacacs+

�¿�µ�º�á�î�¡6õ4��b�M�m�Z�b�§�î�Å�«0[�Ó�_�X�8�Z�
 TACACS+ �”�•
�˜�å�¸�•�å�¢�†�–�¿�î�È�Ý�_�K�r�M��

�«�̧ �µ�É 3 aaa accounting exec start-stop tacacs+ TACACS+ �”�•�˜�å�¸�•�å�¢�_�|�~�
"I�’  EXEC �É�ß�­�«�b�q�6�_0°
6�6ä���”�•�˜�å�¸�•�å�¢3û%±�
�q�‹�_0°6��õ�F3û%±�†3æ�™�M�•�|�:�_
0¿���K�r�M��

�«�̧ �µ�É 4 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 5 show running-config 0¿���†&�1��K�r�M��

�«�̧ �µ�É 6 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��
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'¨  11 'v       �«�–�µ�³  �Ë�î�«1�0É�b0¿��
RADIUS �_�|�•�«�–�µ�³  �”�¡�­�«�b�D�š
AAA �§�î�Â�@�?4)�Y+��^���œ�b�Ý �î�±�\�b�­�µ�©�Ù�å�b&�'g

aaa accounting system guarantee-first �¥�Ð�å�»�c�
�©�«�¸�Ò  �”�•�˜�å�¸�•�å�¢�@�q�6�b�Þ�¥�î�»�_
�^�•�G�\�†�–0É�K�r�M���G�€�c�¹�Ç�›�Ý�º�b"g�Â�[�M�����œ�_�|�W�Z�c�
�©�«�¸�Ò�@�Ü�ß�î�»�I�€�•�r
�[�¥�å�¯�î�Ý�r�S�c'ƒ�Ž�K)F�[�­�µ�©�Ù�å�†6ä���[�A�^�8���œ�@�6�~�r�M���©�«�¸�Ò�b�Ü�ß�î�»�_�?�?
�•�ì6ë�c  3 �(�†2x�<�•�G�\�@�6�~�r�M��

�Ý�î�±�b�Ü�ß�î�»�ì�_  AAA �§�î�Â�@�?4)�Y+��^���œ�
�Ý�î�±�\�b�¥�å�¯�î�Ý�r�S�c  Telnet �­�µ�©�Ù�å
�†&�'g�M�•�_�c�
 no aaa accounting system guarantee-first �¥�Ð�å�»�†�Q#Ý�K�r�M��

TACACS+ 0¿���b/²&g

TACACS+ �§�î�Â)+0£�_���†/²&g�M�•�_�c�
 show tacacs "I�’  EXEC �¥�Ð�å�»�†�Q#Ý�K�r�M��

RADIUS �_�|�•�«�–�µ�³  �”�¡�­�«�b�D�š  
�G�G�[�c�
 RADIUS �†�–�¿�î�È�Ý�_�K�Z0¿���M�•�‰�2�_�X�8�Z1��Â�K�r�M�� RADIUS �c�
0ò(ý�^�”�•
�˜�å�¸�•�å�¢�_���†�p7Ÿ�K�
1�0É�>�|�g0Á�•�É�ß�­�«�_�P�K�Z��3>�^'ö#.�†/œ�8�r�M�� RADIUS �c�

AAA �†�Ó�K�Z��/æ�I�€�
 AAA �¥�Ð�å�»�†�Q#Ý�K�Z�b�s�–�¿�î�È�Ý�_�[�A�r�M��

Cisco IOS Release 12.2(58)SE �è7F�
�«�–�µ�³�c  IPv6 �P�Â�b  RADIUS �†�§�Ï�î�º�K�Z�8�r�M���G�b�µ
+��b0¿���_�X�8�Z�c�
 �� Cisco IOS XE IPv6 Configuration Guide, Release 2���b�� Implementing ADSL 
for IPv6���†�g!·�K�Z�C�T�I�8��

>&�@>' �G�b8o�[�Q#Ý�M�•�¥�Ð�å�»�b�S�e�\�Q#Ý�‰�2�b0ò(ý�_�X�8�Z�c�
 Cisco.com �Ì�î�ª�b  [Documentation] 
> [Cisco IOS Software] > [12.2 Mainline] > [Command References] �_�6�•�� Cisco IOS Security 
Command Reference, Release 12.2���†�g!·�K�Z�C�T�I�8��

�G�G�[�c�
���b0¿���_�X�8�Z1��Â�K�r�M��

• �� RADIUS �b�+0[�� >&P.11-19>'

• �� RADIUS �b�·�8�� >&P.11-21>'

• �� RADIUS 0Á�•�b�š�f�� >&P.11-21>'

• �� RADIUS �b0¿���� >&P.11-28>'

• �� RADIUS �b0¿���b/²&g�� >&P.11-41>'

RADIUS �b�+0[

RADIUS �c�
�Y�G�^�”�¡�­�«�?�}�¿�µ�º�á�î�¡�b�­�Ÿ�×�Ü�¸�•�†�–1¤�M�•�(�S�¡�Û�–�”�å�º / �§�î�Â  
�©�«�¸�Ò�[�M�� RADIUS �¡�Û�–�”�å�º�c�
�§�Ï�î�º�P1ß�b  Cisco �Ý�î�±�>�|�g�«�–�µ�³�V�['�
>�K�r
�M���¡�Û�–�”�å�º�c�p�¸�b  RADIUS �§�î�Â�_1�0É0[�Ó�†3æ�~�r�M���p�¸�b  RADIUS �§�î�Â�_�c�M�m�Z
�b�Ø�î�¨1�0É�_���
�¿�µ�º�á�î�¡  �§�î�Å�«  �”�¡�­�«�_���@$Ï6��I�€�Z�8�r�M�� RADIUS �Í�«�º�c�
3û
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RADIUS �_�|�•�«�–�µ�³  �”�¡�­�«�b�D�š
�–�
�©�«�¥>& Cisco Secure Access Control Server �Â�î�ª�Ù�å  3.0>'�
 Livingston�
 Merit�
 Microsoft�
�r
�S�c�Ú�b�¯�Ç�º�˜�™�”  �É�ß�Â�–�²�î�b  RADIUS �§�î�Â  �¯�Ç�º�˜�™�”�@'�
>�K�Z�8�•�Ð�Ý�³�Ø�î�¨  �©
�«�¸�Ò�[�M��0ò(ý�_�X�8�Z�c�
 RADIUS �§�î�Â�b�Ð�½�×�”�Ý�†�g!·�K�Z�C�T�I�8��

RADIUS �c�
�”�¡�­�«�b�­�Ÿ�×�Ü�¸�•�@�²0[�^�
���b�¿�µ�º�á�î�¡#”�C�[�Q#Ý�K�r�M��

• �Q�€�R�€�@ RADIUS �†�§�Ï�î�º�M�•�
�Ð�Ý�³�Ë�å�²�î  �”�¡�­�«  �§�î�Â�_�|�•�¿�µ�º�á�î�¡���S�\
�<�d�
0
�X�b�Ë�å�²�î�b�”�¡�­�«  �§�î�Â�@�
 1 �X�b  RADIUS �§�î�Â�Ë�î�«  �­�Ÿ�×�Ü�¸�•  �¹�î�±
�Ë�î�«�†�Q#Ý�K�r�M��0
�X�Ë�å�²�î�b�”�¡�­�«  �§�î�Â�?�}�^�•  IP �Ë�î�«�b�¿�µ�º�á�î�¡�[�c�
�²
�–�Ö�Ý�–�å  �Ø�î�¨�c  RADIUS �§�î�Â�†3û�L�Z1�0É�I�€�r�M�� RADIUS �§�î�Â�c�
 Kerberos �­
�Ÿ�×�Ü�¸�•  �©�«�¸�Ò�[�·�8�M�•�|�:�_�•�«�±�Ð�–�¬�I�€�Z�8�r�M��

• �”�É�Ü�£�î�©�Ù�å�@  RADIUS �É�ß�º�¥�Ý�†�§�Ï�î�º�M�•�±�î�å�Ÿ�î  �¿�µ�º�á�î�¡  �­�Ÿ�×�Ü�¸�•#”
�C���S�\�<�d�
 �«�Ð�î�º  �•�î�»  �”�¡�­�«  �¥�å�º�ß�î�Ý  �©�«�¸�Ò�†�Q#Ý�M�•�”�¡�­�«#”�C���6�•
�£�î�«�[�c�
 RADIUS �c  Enigma �b�­�Ÿ�×�Ü�¸�•  �•�î�»�\�\�v�_�Q#Ý�K�Z�Ø�î�¨�†&�1��K�
�¿�µ
�º�á�î�¡  �Ü�¯�î�«�l�b�”�¡�­�«�†0Á�•�K�r�M��

• �M�[�_  RADIUS �†�Q#Ý�p�b�¿�µ�º�á�î�¡�� RADIUS �¡�Û�–�”�å�º/æ
��b  Cisco �«�–�µ�³�†�¿�µ�º
�á�î�¡�_3ã�•�[�A�r�M���G�€�@  TACACS+ �§�î�Â�l�b&ã/œ�b�q�6�b�«�¸�µ�É�\�^�•�G�\�v�6�~�r
�M�� �W 11-2>&P.11-21>' �†�g!·�K�Z�C�T�I�8��

• �Ø�î�¨�@  1 �X�b�§�î�Å�«�_�K�?�”�¡�­�«�[�A�^�8�¿�µ�º�á�î�¡�� RADIUS �†�Q#Ý�M�•�\�
�Ø�î�¨
�b�”�¡�­�«�†  1 �X�b�Í�«�º�
 Telnet �^�]�b  1 �X�b�Ø�î�¸�•�Ü�¸�•�
�r�S�c  IEEE 802.1x �^�]�b�É�ß
�º�¥�Ý�†�Q#Ý�M�•�¿�µ�º�á�î�¡�_�D�š�[�A�r�M���G�b�É�ß�º�¥�Ý�b0ò(ý�_�X�8�Z�c�
 '¨ 12 'v

�� IEEE 802.1x �Ï�î�º�Ë�î�«1�0É�b0¿���� �†�g!·�K�Z�C�T�I�8��

• �Ü�¯�î�«  �”�•�˜�å�¸�•�å�¢�@�²0[�^�¿�µ�º�á�î�¡�� RADIUS 1�0É�r�S�c0Á�•�\�c�9�¶�_  RADIUS 
�”�•�˜�å�¸�•�å�¢�†�Q#Ý�[�A�r�M�� RADIUS �”�•�˜�å�¸�•�å�¢�µ+��_�|�W�Z�
�§�î�Å�«�b6ä���>
�|�g)
�¢�ì!l�[�¹�î�±�†3æ�™�K�
�G�b�­�µ�©�Ù�å�p�_�Q#Ý�I�€�•�Ü�¯�î�«>&�ì6ë�
�Ã�£�µ�º�
�Â�–
�º�^�]>'�b5��†/²&g�[�A�r�M���–�å�±�î�¿�µ�º  �§�î�Å�«  �É�ß�Â�–�²�î�c�
 RADIUS �”�¡�­�«  �¥�å
�º�ß�î�Ý�>�|�g�”�•�˜�å�¸�•�å�¢  �¯�Ç�º�˜�™�”�b�Ç�Ü�î�˜�™�”  �Â�î�ª�Ù�å�†�Q#Ý�K�Z�
"I�f�^�­
�Ÿ�×�Ü�¸�•�>�|�g1"5 �_�P�M�•�½�î�¬�† 6�S�M�G�\�v�[�A�r�M��

RADIUS �c�
���b�|�:�^�¿�µ�º�á�î�¡  �­�Ÿ�×�Ü�¸�•"g�#�_�c4:�K�Z�8�r�O�‡��

• �Ð�Ý�³�É�ß�º�¥�Ý  �”�¡�­�«#”�C�� RADIUS �c�
 AppleTalk Remote Access>&ARA>'�
 NetBIOS 
Frame Control Protocol>&NBFCP>'�
 NetWare Asynchronous Services Interface>&NASI>'�
�r�S�c  
X.25 PAD �K)F�†�§�Ï�î�º�K�r�O�‡��

• �«�–�µ�³6ë�r�S�c�Ý�î�±6ë"g�Â�� RADIUS �c�
�n�‰�¥1�0É�†/œ�8�r�O�‡�� RADIUS �c�
�Ú&k0��b
�¹�Â�–�«�@1�0É�†�²0[�\�M�•���œ�_�
�6�•�¹�Â�–�«�?�}�Ú&k0��b�¹�Â�–�«�l�b1�0É�_�Q#Ý�[�A�r
�M��

• �›'��b�§�î�Å�«�†�Q#Ý�M�•�¿�µ�º�á�î�¡�� RADIUS �c�
�M+á�_  1 �Ç�b�Ø�î�¨�†  1 �X�b�§�î�Å�«  �Ô
�¹�Ý�_�Â�–�å�»�K�r�M��
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'¨  11 'v       �«�–�µ�³  �Ë�î�«1�0É�b0¿��
RADIUS �_�|�•�«�–�µ�³  �”�¡�­�«�b�D�š
�W 11-2 RADIUS �§�î�Å�«�?�}  TACACS+ �§�î�Å�«�l�b&ã/œ

RADIUS �b�·�8

RADIUS �§�î�Â�_�|�W�Z�”�¡�­�«  �¥�å�º�ß�î�Ý�I�€�•�«�–�µ�³�_�
�Ø�î�¨�@�ß�¢�–�å�>�|�g1�0É�†0è
�s�•�\�
���b�–�Ë�å�º�@$Î#Õ�K�r�M��

1. �Ø�î�¨�¡�>�|�g�Ã�«�á�î�»�b
°�Š�†0[�Ó�M�•�É�ß�å�É�º�@/²&g�I�€�r�M��

2. �Ø�î�¨�¡�>�|�g�/�•�ì�I�€�S�Ã�«�á�î�»�@�
�¿�µ�º�á�î�¡)�#ä�[  RADIUS �§�î�Â�_3æ�™�I�€�r�M��

3. �Ø�î�¨�c  RADIUS �§�î�Â�?�}�
���b�8�N�€�?�b�Â'Å�†�w�™�K�r�M��

a. ACCEPT>8�Ø�î�¨�@1�0É�I�€�S�G�\�†/²�K�r�M��

b. REJECT>8�Ø�î�¨�b1�0É�@�»�K�K�
�Ø�î�¨�¡�>�|�g�Ã�«�á�î�»�b
Ì
°�Š�@0[�Ó�I�€�•�?�
�r�S
�c�”�¡�­�«�@�Ä�°�I�€�r�M��

c. CHALLENGE>8�Ø�î�¨�_3ã�•�¹�î�±�†0[�Ó�K�r�M��

d. CHALLENGE PASSWORD>8�Ø�î�¨�c�‚�K�8�Ã�«�á�î�»�†4E�¥�M�•�|�:�_0[�Ó�I�€�r�M��

ACCEPT �r�S�c  REJECT �Â'Å�_�c�
"I�’  EXEC �r�S�c�¿�µ�º�á�î�¡0Á�•�_�Q#Ý�M�•3ã�•�¹�î�±�@�Â�å
�»�Ý�I�€�Z�8�r�M���Ø�î�¨�c  RADIUS 0Á�•�_4
�t�S�_�
�r�N  RADIUS 1�0É�†�G�–�_�ö�¢�M�•�²0[�@�6
�~�r�M>&�–�¿�î�È�Ý�_0¿���I�€�Z�8�•���œ>' �� ACCEPT �r�S�c  REJECT �Ã�£�µ�º�_�c���b3ã�•�¹�î�±
�@�µ�r�€�r�M��

• Telnet�
 SSH�
 rlogin�
�r�S�c"I�’  EXEC �§�î�Å�«

• �K)F�Ã�Û�Ó�î�±>&�Í�«�º�r�S�c�¡�Û�–�”�å�º�b  IP �”�»�Þ�«�
�”�¡�­�«  �Ü�«�º�
�>�|�g�Ø�î�¨  �±�–
�Ò�”�˜�º�†�µ�t>'

RADIUS 0Á�•�b�š�f

�G�G�[�c�
�Q#Ý�•+��^�É�Ü�Ñ�¸�•�È�>�|�g�Q�€�}�b  Change of Authorization>&CoA>'�[�b�Q#Ý�‰�2�†
�µ�t�
 RADIUS �–�å�±�î�Ç�™�–�«�b�+0[�_�X�8�Z1��Â�K�r�M��

• ���+0[�� >&P.11-22>'

• �� Change-of-Authorization 0[�Ó��>&P.11-22>'

86
89

1

RADIUS
�(�o�C

RADIUS
�(�o�C

TACACS+
�(�o�C

TACACS+
�(�o�C

R1

R2

T1

T2�]�U�o�;
PC

�b �o�"�,�9�o�*�Z�f
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RADIUS �_�|�•�«�–�µ�³  �”�¡�­�«�b�D�š
• �� CoA 0[�Ó�Â'Å�¥�î�»�� >&P.11-24>'

• �� CoA 0[�Ó�¥�Ð�å�»�� >&P.11-25>'

• ���­�µ�©�Ù�å
Ì1�0É�� >&P.11-25>'

�+0[

�† =  RADIUS �–�å�±�î�Ç�™�–�«�c3û�–�
�¿�µ�º�á�î�¡�_�K)F�K�Z�8�•�¹�Â�–�«�?�}0[�Ó�@3æ�™�I�€�

�¡�š�Ü�î�@3æ�™�I�€�S�§�î�Â�@�Â'Å�M�•�É�Ý  �Ô�¹�Ý�[�Q#Ý�I�€�r�M�� Catalyst �«�–�µ�³�c�
3û�–�É�µ
�©�×  �Ô�¹�Ý�[�Q#Ý�I�€�•  RFC 5176 �[0d���I�€�S  RADIUS Change of Authorization>&CoA>'�Ñ�G�µ+�
�†�§�Ï�î�º�K�
�¥4Š�b1�0É�
0Á�•�
�>�|�g�”�•�˜�å�¸�•�å�¢>& AAA >'�r�S�c�Ï�Ü�©�î�§�î�Â�?�}�b
�­�µ�©�Ù�å�b�²�–�¼�Ñ�µ�¡
Ì0¿���@�[�A�•�|�:�_�K�r�M��

Cisco IOS Release 12.2(52)SE �è7F�[�c�
�G�€�}�b�­�µ�©�Ù�å�H�\�b  CoA 0[�Ó�@�«�–�µ�³�_�§�Ï�î�º
�I�€�Z�8�r�M��

• �­�µ�©�Ù�å
Ì1�0É

• �­�µ�©�Ù�å)
�¢

• �Ï�î�º  �©�Õ�µ�º�²�˜�å�[�b�­�µ�©�Ù�å)
�¢

• �Ï�î�º  �Â�˜�å�«�[�b�­�µ�©�Ù�å)
�¢

�G�b�µ+��c�
 Cisco Secure Access Control Server>&ACS>' 5.1 �_)+�œ�I�€�Z�8�r�M�� ACS �b0ò(ý�_�X�8
�Z�c�
���b  URL �†�g!·�K�Z�C�T�I�8��
http://www.cisco.com/en/US/products/ps9911/tsd_products_support_series_home.html

Catalyst �«�–�µ�³�[�
 RADIUS �–�å�±�î�Ç�™�–�«�c�¹�Ç�›�Ý�º�[�–�¿�î�È�Ý�_0¿���I�€�Z�8�r�M���S
�T�K�
�M4Š�b�ö�•$×�^0¿���[�c���b�“�ö�@�²0[�[�M��

• �­�Ÿ�×�Ü�¸�•�>�|�g�Ã�«�á�î�»>8 �� Catalyst 3750 Switch Software Configuration Guide, Cisco 
Release 12.2(50)SE���b�� Configuring Switch-Based Authentication���b'v�b�� Preventing 
Unauthorized Access to Your Switch���†�g!·�K�Z�C�T�I�8��

• �”�•�˜�å�¸�•�å�¢>8 �� Catalyst 3750 Switch Software Configuration Guide12.2(50)SE���b
�� Configuring Switch-Based Authentication���b'v�b�� Starting RADIUS Accounting���†�g!·�K�Z
�C�T�I�8��

Change-of-Authorization 0[�Ó

Change of Authorization>&CoA>'0[�Ó�c�
 RFC 5176 �_0°3U�I�€�Z�8�•�|�:�_�
�É�µ�©�×  �Ô�¹�Ý�[�Q#Ý
�M�•�G�\�_�|�W�Z�
�­�µ�©�Ù�å1‘�9�
�Í�«�º
Ì1�0É�
�>�|�g�­�µ�©�Ù�å)
�¢�†/œ�:�G�\�@�[�A�r�M���G
�b�Ô�¹�Ý�c�
 1 �X�b0[�Ó>&CoA-Request>'�\  2 �X�b�•+��^�Â'Å�¥�î�»�[�S�B�I�€�Z�8�r�M��

• CoA acknowledgement>&ACK>' [CoA-ACK] 

• CoA non-acknowledgement>&NAK>' [CoA-NAK] 

0[�Ó�c  CoA �¡�Û�–�”�å�º>&3û�–�c  RADIUS �r�S�c�Ï�Ü�©�î  �§�î�Â>'�?�}$Î�™�I�€�Z�
�Ü�«�¼�î�\�K
�Z�·�8�M�•�«�–�µ�³�_3æ�™�I�€�r�M��

�G�G�[�c�
���b
Æ���_�X�8�Z1��Â�K�r�M��

• CoA 0[�Ó�Â'Å�¥�î�»

• CoA 0[�Ó�¥�Ð�å�»

• �­�µ�©�Ù�å
Ì1�0É  
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RADIUS �_�|�•�«�–�µ�³  �”�¡�­�«�b�D�š
RFC 5176 0d��  

Disconnect Request �Ó�µ�­�î�ª�c  Packet of Disconnect>&POD>'�\�v�ç�d�€�r�M�@�
�­�µ�©�Ù�å)
�¢�_
�P�K�Z�«�–�µ�³�[�§�Ï�î�º�I�€�Z�8�r�M��

/² 11-2 �_�c�
�G�b�µ+��[�§�Ï�î�º�I�€�Z�8�•  IETF �“�ö�†&g�K�r�M��

/² 11-3 �_�c�
 Error-Cause �“�ö�[�v�•�G�\�@�[�A�•�Í�†&g�K�r�M��

�S�f�²�ó  

CoA �–�å�±�î�Ç�™�–�«�†�Q#Ý�M�•�_�c�
�«�–�µ�³�_�­�µ�©�Ù�å�@�M�[�_�Ñ�~�K�Z�8�•�²0[�@�6�~�r�M��
CoA �†�Q#Ý�M�•�\�
�­�µ�©�Ù�å�b1‘�9�\�K)F0Ž7V0[�Ó�†��/œ�[�A�r�M���”�µ�É�¹�î�º�c�
�æ���I�€�S
�­�µ�©�Ù�å�_�T�E�8#Ý�K�r�M��

/² 11-2 �§�Ï�î�º�I�€�Z�8�•  IETF �“�ö

�“�ö$��• �“�ö�¡

24 State

31 Calling-Station-ID

44 Acct-Session-ID

80 Message-Authenticator

101 Error-Cause

/² 11-3 Error-Cause �b�Í

� Í 1 �� Â

201 �P7V�I�€�S�g$��­�µ�©�Ù�å  �¥�å�¸�Ÿ�«�º

202 !“� �^  EAP �Ã�£�µ�º>&!“0i>'

401 �§�Ï�î�º�I�€�Z�8�^�8�“�ö

402 0b�X�?�}�^�8�“�ö

403 NAS 1‘�9�_���b�Ñ�«�Ð�µ�³

404 !“� �^0[�Ó

405 �§�Ï�î�º�I�€�Z�8�^�8�§�î�Å�«

406 �§�Ï�î�º�I�€�Z�8�^�8�Ñ�G�µ+�

407 !“� �^�“�ö�Í

501 'ö#.�V�b&—�F

502 �Ý�î�º�Y�•+��^0[�Ó>&�É�ß�Ÿ�©>'

503 �­�µ�©�Ù�å  �¥�å�¸�Ÿ�«�º�@�è���I�€�^�8

504 �­�µ�©�Ù�å  �¥�å�¸�Ÿ�«�º�@�P7V�[�A�^�8

505 �Q�b�Ú�b�É�ß�Ÿ�©��#.�š�Û�î

506 �Ü�¯�î�«�@�Q#Ý�Y�•+�

507 0[�Ó�@$Î�™�I�€�S

508 �Ð�Ý�³  �­�µ�©�Ù�å�b4E�¥�@�§�Ï�î�º�I�€�Z�^�8
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RADIUS �_�|�•�«�–�µ�³  �”�¡�­�«�b�D�š
CoA 0[�Ó�Â'Å�¥�î�»

CoA 0[�Ó�Â'Å�¥�î�»�†�Q#Ý�M�•�\�
�«�–�µ�³�_�¥�Ð�å�»�†��4)�[�A�r�M���§�Ï�î�º�I�€�Z�8�•�¥�Ð�å
�»�† /² 11-4>&P.11-25>' �_&g�K�r�M��

�­�µ�©�Ù�å�b1‘�9

"I���b�­�µ�©�Ù�å�_�¥�E�}�€�S�)�•�\  CoA 0[�Ó�_�X�8�Z�c�
�«�–�µ�³�c  1 �X�è�V�b���b�“�ö�_�ö�Y�8
�Z�
�­�µ�©�Ù�å�†�è(ô�K�r�M��

• Calling-Station-Id>&�Í�«�º�b  MAC �”�»�Þ�«�†�µ�t  IETF �“�ö  31>' 

• Audit-Session-Id VSA>&�©�«�¥�b  Vendor-Specific Attribute>&VSA; �Ë�å�²�î�[�w�“�ö>' >'

• Acct-Session-Id>&IETF �“�ö  44>'

CoA �Ó�µ�­�î�ª�_�µ�r�€�•�M�m�Z�b�­�µ�©�Ù�å  ID �“�ö�@�Q�b�­�µ�©�Ù�å�\�M+´�K�^�8�?�B�~�
�«�–�µ
�³�c�� Invalid Attribute Value���š�Û�î  �¥�î�»�“�ö�†�µ�t  Disconnect-NAK �r�S�c  CoA-NAK �†3É�K�r
�M��

"I���b�­�µ�©�Ù�å�_�P�M�•�K)F0Ž7V�>�|�g  CoA 0[�Ó�b���œ�
���b�8�N�€�?�b�­�µ�©�Ù�å  ID �†�Q#Ý�[
�A�r�M��

• Calling-Station-ID>&MAC �”�»�Þ�«�†�µ�t  IETF �“�ö  31>'

• Audit-Session-ID>&�©�«�¥�b�Ë�å�²�î�[�w�“�ö>'

• Accounting-Session-ID>&IETF �“�ö  44>'

�Ó�µ�­�î�ª�_0
�X�b�­�µ�©�Ù�å  ID �“�ö�@�µ�r�€�•���œ�
�M�m�Z�b�“�ö�@�­�µ�©�Ù�å�\�M+´�M�•�²0[�@
�6�~�r�M���M+´�K�^�8���œ�c�
�«�–�µ�³�@�� Invalid Attribute Value���š�Û�î  �¥�î�»�†�µ�t  
Disconnect-Negative Acknowledgement>&NAK; �°��&�1��Â'Å>'�r�S�c  CoA-NAK �†3É�K�r�M��

RFC 5176 �[��*O�I�€�Z�8�•  CoA 0[�Ó�¥�î�»�b�Ã�£�µ�º�b�g�'�c�
�¥�î�»�
 ID�
6×�I�
�œ�î�­�å�¸�•
�£�î�±�
�>�|�g  Type Length Value>&TLV; �±�–�É�
6×�I�
�Í>'�g�'�b�“�ö�?�}�S�B�I�€�r�M��

    0                   1                   2                   3
    0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
   |     Code      |  Identifier   |            Length             |
   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
   |                                                               |
   |                         Authenticator                         |
   |                                                               |
   |                                                               |
   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
   |  Attributes ...
   +-+-+-+-+-+-+-+-+-+-+-+-+-

�“�ö�Ç�•�î�Ý�»�c�
 Cisco Vendor-Specific Attribute>&VSA; �Ë�å�²�î�[�w�“�ö>'�†3æ�™�M�•�S�u�_�Q#Ý
�K�r�M��

CoA ACK �Â'Å�¥�î�»

0Á�•�«�¸�î�º�b�š�f�_�B�Œ�K�S���œ�c�
*ï��&�1��Â'Å>& ACK>'�@3æ�™�I�€�r�M�� CoA ACK 
Æ�[3É�I
�€�•�“�ö�c  CoA 0[�Ó�_�|�W�Z$��^�~�
�¶���b  CoA �¥�Ð�å�»�[�è0¦�I�€�r�M��

CoA NAK �Â'Å�¥�î�»

�°��&�1��Â'Å>& NAK>'�c0Á�•�«�¸�î�º�b�š�f�_�»�K�K�S�G�\�†&g�K�
�š�Û�î�b#.#ä�†&g�M�“�ö�†�µ�u
�•�G�\�@�[�A�r�M�� CoA �@�B�Œ�K�S�?�†&�1��M�•�_�c�
 show �¥�Ð�å�»�†�Q#Ý�K�r�M��
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RADIUS �_�|�•�«�–�µ�³  �”�¡�­�«�b�D�š
CoA 0[�Ó�¥�Ð�å�»

�G�b8o�[�c�
���b
Æ���_�X�8�Z1��Â�K�r�M��

• �­�µ�©�Ù�å
Ì1�0É

• �­�µ�©�Ù�å�b)
�¢

• CoA �K)F0Ž7V0[�Ó

• CoA 0[�Ó>8�Í�«�º  �Ï�î�º�b�¹�•�­�î�È�Ý�ì

• CoA 0[�Ó>8�Â�˜�å�«  �Ï�î�º

Cisco IOS Release 12.2(52)SE �è7F�[�c�
 /² 11-4 �_&g�I�€�•�¥�Ð�å�»�@�«�–�µ�³�_�§�Ï�î�º�I�€�Z�8
�r�M��

�­�µ�©�Ù�å
Ì1�0É

�Y�Â�^  ID �r�S�c�Ï�«�³�Õ�†�â�X�Í�«�º�@�¿�µ�º�á�î�¡�_�•
°�K�Z�
�D7H�I�€�S�”�¡�­�«0Á�•�É�ß�Ç�“
�–�Ý>&�S�\�<�d�
�¤�«�º  VLAN >'�_6õ4��Ü�E�}�€�•�\�
 AAA �§�î�Â�c3û�–�
�­�µ�©�Ù�å
Ì1�0É0[�Ó�†
#Õ�B�K�r�M��
Ì1�0É0[�Ó�c�
�¡�Þ�¹�å�©�Õ�Ý�@�Y�Â�[�6�•���œ�_�Í�«�º�@4:�)�^1�0É�¢�Ý�î�É�_4Ä*(�I
�€�•�G�\�†0Á�•�K�r�M��

�­�µ�©�Ù�å1�0É�†6ä���M�•�S�u�_�
 AAA �§�î�Â�c  
Cisco:Avpair="subscriber:command=reauthenticate" �b�g�'�[�©�«�¥�b�Ë�å�²�î�[�w�“�ö>& VSA>'�\  
1 �X�è�V�b�­�µ�©�Ù�å  ID �“�ö�†�µ�t�† =  CoA 0[�Ó�Ó�µ�­�î�ª�†3æ�™�K�r�M��

#'�~�b�­�µ�©�Ù�å  �«�¸�î�º�c�
�Ó�µ�­�î�ª�_�P�M�•�«�–�µ�³�b�Â'Å�†�ô���K�r�M���­�µ�©�Ù�å�@#'�~�

IEEE 802.1x �_�|�W�Z1�0É�I�€�Z�8�•���œ�
�«�–�µ�³�c  Extensible Authentication Protocol over LAN

>&EAPOL; LAN )�#ä�b�Ñ�G1�0É�É�ß�º�¥�Ý>' RequestId �Ó�µ�­�î�ª�†�§�î�Â�_3æ�™�M�•�G�\�[�Â'Å�K�r
�M��

#'�~�
�­�µ�©�Ù�å�@  MAC Authentication Bypass>&MAB; MAC 1�0É�Â�–�Ã�«>'�[1�0É�I�€�Z�8�•���œ
�c�
�«�–�µ�³�c�§�î�Â�_�”�¡�­�«0[�Ó�†3æ�™�K�
�6�‡�G�–1�0É�[�Q#Ý�I�€�•�v�b�\� �L  ID �“�ö�†�û�K
�r�M��

�«�–�µ�³�@�¥�Ð�å�»�†�w�™�K�S�\�A�_�­�µ�©�Ù�å1�0É�@��/œ�p�[�6�•���œ�c�
�«�–�µ�³�c�É�ß�­�«�†)

�¢�K�
1�0É�©�î�£�å�«�†
Ì6ä�K�
�q�6�_0è/œ�I�€�•�|�:�_0¿���I�€�S�‰�'�[6ä���K�r�M��

�­�µ�©�Ù�å�@�r�T1�0É�I�€�Z�^�8�
�6�•�8�c�¤�«�º  VLAN �
�¡�Ü�¸�•�•�Ý  VLAN �
�r�S�c� �]�b�Ï�Ü
�©�î�[1�0É�I�€�Z�8�•���œ�c�

Ì1�0É�Ó�µ�­�î�ª�@�”�¡�­�«  �¥�å�º�ß�î�Ý�‰�'�†
Ì6ä�K�
�q�6�_0è/œ
�I�€�•�|�:�_0¿���I�€�S�‰�'�[6ä���K�r�M���­�µ�©�Ù�å�b#'�~�b0Á�•�c�

Ì1�0É�_�|�W�Z$��^�•1�0É)�
�Ý�_�^�•�r�[)T�â�I�€�r�M��

/² 11-4 �«�–�µ�³�[�§�Ï�î�º�I�€�•  CoA �¥�Ð�å�»

�¥�Ð�å�» 1

1. �M�m�Z�b CoA �¥�Ð�å�»�_�c�
�«�–�µ�³�\  CoA �¡�Û�–�”�å�º6ë�b�­�µ�©�Ù�å1‘�9�_���@�µ�r�€�Z�8�•�²0[�@�6
�~�r�M��

�©�«�¥�b  VSA
Reauthenticate host Cisco:Avpair="subscriber:command=reauthenticate"

Terminate session �G�€�c�
 VSA �†0[�Ó�K�^�8�
�† =�b�K)F0Ž7V0[�Ó�[�M��

Bounce host port Cisco:Avpair="subscriber:command=bounce-host-port"

Disable host port Cisco:Avpair="subscriber:command=disable-host-port"
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 Disconnect-ACK �\�� Session Context 
Not Found���š�Û�î  �¥�î�»�“�ö�@3æ�™�I�€�r�M��

CoA 0[�Ó>8�Í�«�º  �Ï�î�º�b�¹�•�­�î�È�Ý�ì

�G�b�¥�Ð�å�»�c�
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>&�@>' 
Ì3æ�™�¥�Ð�å�»�b�‹�_�K)F0Ž7V0[�Ó�@�»�K�M�•�\�
 >&�K)F0Ž7V ACK �@3æ�™�I�€�Z�^�8���œ�_>'�³�™�å
�ª�œ�î�Â�î�S�_�­�µ�©�Ù�å�@�G�–)
�¢�K�
�r�S�c
–�b�¥�Ð�å�»�@��/œ�I�€�Z�«�±�å�Â�–  �«�–�µ�³�@�”
�¡�¸�•�È�_�^�•�r�[�b6ë�_$Î#Õ�K�S�Ú�b�‰�2>&�S�\�<�d�
�Ü�å�¡7€��>'�_�|�~�­�µ�©�Ù�å�@)
�¢�M�•�G
�\�@�6�~�r�M��

CoA 0[�Ó>8�Â�˜�å�«  �Ï�î�º  

�G�b�¥�Ð�å�»�c�
���b  VSA �†�µ�t�† =�b  CoA-Request �Ó�µ�­�î�ª�[��4)�I�€�r�M��
Cisco:Avpair="subscriber:command=bounce-host-port"
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Ì6ä�I�€�r�M��
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�±�–�Ò�”�˜�º�

Ì3æ�™�G�X�
�>�|�g�/�•�Ÿ�î�b�Í�c�
�M�m�Z�b  RADIUS �§�î�Â�_�P�K�Z�¢�ß�î�Â�Ý�_
0¿���M�•�G�\�v�[�A�r�M�K�
�§�î�Â�"�)�[0¿���M�•�G�\�v�[�A�r�M���r�S�
�¢�ß�î�Â�Ý�^0¿���\�§�î�Â
�"�)�[�b0¿���†)��s�œ�ƒ�O�•�G�\�v�[�A�r�M���«�–�µ�³�\3û�™�M�•�M�m�Z�b  RADIUS �§�î�Â�_�P�K�Z�

�G�€�}�b0¿���†�¢�ß�î�Â�Ý�_4:#Ý�M�•�_�c�
 radius-server timeout�
 radius-server retransmit�
�>�|
�g  radius-server key �b  3 �X�b�[�w�b�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M�� �G�€
�}�b0¿���†"I���b  RADIUS �§�î�Â�_4:#Ý�M�•�_�c�
 radius-server host �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

>&�@>' �«�–�µ�³�V�_�¢�ß�î�Â�Ý�^�µ+��\�§�î�Â�"�)�[�b�µ+�>&�±�–�Ò�”�˜�º�

Ì3æ�™�G�X�
�>�|�g�Ÿ�î�¥�Ð�å
�»>'�†0¿���K�S���œ�
�§�î�Â�"�)�[0¿���K�S�±�–�Ò�”�˜�º�

Ì3æ�™�G�X�
�>�|�g�Ÿ�î�_6õ�M�•�¥�Ð�å�»
�c�
�¢�ß�î�Â�Ý�_0¿���K�S�±�–�Ò�”�˜�º�

Ì3æ�™�G�X�
�>�|�g�Ÿ�î�_6õ�M�•�¥�Ð�å�»�†�V�i�A�K�r�M��
�M�m�Z�b RADIUS �§�î�Â�_�P�K�Z�G�€�}�b�Í�†0¿���M�•�‰�2�_�X�8�Z�c�
 ���M�m�Z�b  RADIUS �§�î�Â
�b0¿���� >&P.11-37>' �†�g!·�K�Z�C�T�I�8��

�¤�Ñ�b�§�î�Â  �Í�«�º�†1�0É#Ý�_�¢�Ý�î�É�ì�M�•�S�u�
 AAA �§�î�Â  �¢�Ý�î�É�†�Q#Ý�M�•�|�:�_�«�–�µ�³
�†0¿���[�A�r�M��0ò(ý�_�X�8�Z�c�
 �� AAA �§�î�Â  �¢�Ý�î�É�b��*O�� >&P.11-33>' �†�g!·�K�Z�C�T�I�8��  
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'¨  11 'v       �«�–�µ�³  �Ë�î�«1�0É�b0¿��
RADIUS �_�|�•�«�–�µ�³  �”�¡�­�«�b�D�š
�§�î�Â�"�)�[  RADIUS �§�î�Â�\�b3û�™�†0¿���M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��
�G�b�m8p�c�²8r�[�M��

"I���b  RADIUS �§�î�Â�†�P7V�M�•�_�c�
 no radius-server host { hostname | ip-address} �¢�ß�î�Â�Ý  �¥
�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

���_�
 1 �X�b  RADIUS �§�î�Â�†1�0É#Ý�_�
�v�:  1 �X�b  RADIUS �§�î�Â�†�”�•�˜�å�¸�•�å�¢#Ý�_0¿���M
�•�[�†&g�K�r�M��

Switch(config)# radius-server host 172.29.36.49 auth-port 1612 key rad1

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 radius-server host { hostname | 
ip-address} [ auth-port  port-number] 
[acct-port port-number] [ timeout 
seconds] [retransmit  retries] [key 
string]

�Ü�Ô�î�º  RADIUS �§�î�Â  �Í�«�º�b  IP �”�»�Þ�«�r�S�c�Í�«�º�¡�†�æ���K
�r�M��

• >&�õ�–>' auth-port port-number �_�c�
1�0É0[�Ó�b  UDP ��
›�Ï�î�º�†
�æ���K�r�M��

• >&�õ�–>' acct-port port-number �_�c�
�”�•�˜�å�¸�•�å�¢0[�Ó�b  UDP 
��
›�Ï�î�º�†�æ���K�r�M��

• >&�õ�–>' timeout seconds �_�c�
�«�–�µ�³�@  RADIUS �§�î�Â�b�Â'Å�†
�…�µ�K�Z
Ì3æ�™�M�•�r�[�b�ì6ë6ë7x�†�æ���K�r�M���æ���[�A�•(
�V
�c  1 >|  1000 �[�M���G�b0¿���c�
 radius-server timeout �¢�ß�î�Â�Ý  
�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�_�|�•0¿���†�V�i�A�K�r�M��
radius-server host �¥�Ð�å�»�[�±�–�Ò�”�˜�º�†0¿���K�^�8���œ�c�

radius-server timeout �¥�Ð�å�»�b0¿���@�Q#Ý�I�€�r�M��

• >&�õ�–>' retransmit  retries �_�c�
�§�î�Â�@�Â'Å�K�^�8���œ�
�r�S�c
�Â'Å�@4��8���œ�_�
 RADIUS 0[�Ó�†�§�î�Â�_
Ì3æ�™�M�•�G�X�†�æ��
�K�r�M���æ���[�A�•(
�V�c  1 >|  1000 �[�M�� radius-server host �¥�Ð
�å�»�[
Ì3æ�™�G�X�†�æ���K�^�8���œ�
 radius-server retransmit �¢
�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�b0¿���@�Q#Ý�I�€�r�M��

• >&�õ�–>' key string �_�c�
 RADIUS �§�î�Â�V�[�·�8�M�•  RADIUS 
�¹�î�Ô�å�\�«�–�µ�³�b6ë�[�Q#Ý�M�•1�0É�>�|�g�/�•�Ÿ�î�†�æ���K�r
�M��

>&�@>' key �c�e�Ð�4�[�6�~�
 RADIUS �§�î�Â�[�Q#Ý�I�€�Z�8�•�/�•�ì
�Ÿ�î�\�M+´�M�•�²0[�@�6�~�r�M���Ÿ�î�c�–�_  radius-server host 
�¥�Ð�å�»�b�q�‹�b�”�–�¸�Ò�\�K�Z0¿���K�Z�C�T�I�8��
›8Œ�b�«
�Ì�î�«�c!“0i�I�€�r�M�@�
 key �b�p6ë�>�|�g�Ž�•�b�«�Ì�î�«�c�Q
#Ý�I�€�r�M���Ÿ�î�_�«�Ì�î�«�†�Q#Ý�M�•���œ�c�
�,#Ý'¢�@�Ÿ�î�b
�M4Š�(�[�6�•���œ�†7V�A�
�,#Ý'¢�[�Ÿ�î�†�V�r�^�8�[�C�T�I�8��

1 �X�b  IP �”�»�Þ�«�_�P�Â�M�•0
�X�b�Í�«�º  �š�å�º�Ü�†�«�–�µ�³�@1�1‘�M
�•�|�:�_0¿���M�•�_�c�
�Q�€�R�€$��^�•  UDP �Ï�î�º$��•�†�Q#Ý�K�Z�

�G�b�¥�Ð�å�»�†�²0[�^�G�X�T�E
°�Š�K�r�M���«�–�µ�³  �¯�Ç�º�˜�™�”�c�

�æ���I�€�S8p�Î�_�‘�W�Z�
�Í�«�º�†�è(ô�K�r�M���›  RADIUS �Í�«�º�[�Q
#Ý�M�•�±�–�Ò�”�˜�º�

Ì3æ�™�G�X�
�>�|�g�/�•�Ÿ�î�†�Q�€�R�€0¿���K�Z
�C�T�I�8��

�«�̧ �µ�É 3 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 4 show running-config 0¿���†&�1��K�r�M��

�«�̧ �µ�É 5 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��
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'¨  11 'v       �«�–�µ�³  �Ë�î�«1�0É�b0¿��
RADIUS �_�|�•�«�–�µ�³  �”�¡�­�«�b�D�š
Switch(config)# radius-server host 172.20.36.50 acct-port 1618 key rad2

���_�
 host1 �†  RADIUS �§�î�Â�\�K�Z0¿���K�
1�0É�>�|�g�”�•�˜�å�¸�•�å�¢�b�g�‰�_�¹�Ç�›�Ý�º�b
�Ï�î�º�†�Q#Ý�M�•�|�:�_0¿���M�•�[�†&g�K�r�M��

Switch(config)# radius-server host host1

>&�@>' RADIUS �§�î�Â�V�[�v�
�8�C�X�?�b�Í�†0¿���M�•�²0[�@�6�~�r�M���G�€�}�b0¿���Í�\�K�Z�c�
�«�–�µ
�³�b  IP �”�»�Þ�«�
�>�|�g�§�î�Â�\�«�–�µ�³�b�n�‰�[
¹�w�M�•�Ÿ�î  �«�º�Ü�å�¢�@�6�~�r�M��0ò(ý�_�X�8
�Z�c�
 RADIUS �§�î�Â�b�Ð�½�×�”�Ý�†�g!·�K�Z�C�T�I�8��

RADIUS �ß�¢�–�å1�0É�b0¿��

AAA 1�0É�†0¿���M�•�_�c�
1�0É�‰�'�b�¡�S�Ü�A�Ü�«�º�†�8�B�K�Z�?�}�
�›'��Ï�î�º�_�Q�b�Ü�«�º�†4:
#Ý�K�r�M���‰�'�Ü�«�º�c��/œ�I�€�•1�0É�b�±�–�É�\��/œ8p�Î�†��*O�K�r�M���G�b�Ü�«�º�†"I���b�Ï�î�º
�_4:#Ý�K�Z�?�}�
��*O�í�s1�0É�‰�'�†��/œ�M�•�²0[�@�6�~�r�M���O�M�b�[�¥�c�¹�Ç�›�Ý�º�b�‰�'�Ü�«�º

>&
�!›�_  default �\�¡�S�@�Ü�E�}�€�Z�8�•>'�[�M���¹�Ç�›�Ý�º�b�‰�'�Ü�«�º�c�
�¡�S�Ü�A�‰�'�Ü�«�º�†�Â
&g$×�_��*O�I�€�S�–�å�±�î�Ç�™�–�«�†7V�8�Z�
+¬�·$×�_�M�m�Z�b�Ï�î�º�_4:#Ý�I�€�r�M��

�‰�'�Ü�«�º�c�
�Ø�î�¨1�0É�b�S�u�_�¡�š�Ü�î3æ�™�†/œ�:�m8p�\1�0É�‰�'�†0°3Ù�K�S�v�b�[�M��1�0É�_�Q
#Ý�M�• 1 �X�r�S�c0
�X�b�­�Ÿ�×�Ü�¸�•  �É�ß�º�¥�Ý�†�æ���[�A�•�b�[�
�q�6�b�‰�'�@�»�K�K�S���œ�b
�Â�µ�¡�”�µ�É  �©�«�¸�Ò�@&��–�I�€�r�M���¯�Ç�º�˜�™�”�c�
�Ü�«�º
Æ�b�q�6�b�‰�'�†�Q#Ý�K�Z�Ø�î�¨�†
1�0É�K�r�M���Q�b�‰�'�[�Â'Å�@�“�}�€�^�?�W�S���œ�
�¯�Ç�º�˜�™�”�c�Q�b�Ü�«�º�?�}���b�‰�'�†4E�¥�K
�r�M���G�b�É�ß�­�«�c�
�Ü�«�º
Æ�b1�0É�‰�'�_�|�•3û�™�@�B�Œ�M�•�?�
��*O�I�€�S�‰�'�†�M�m�Z0è�K)

�ƒ�•�r�[)Þ�~3É�I�€�r�M���G�b��#.�b�6�•�ì!l�[1�0É�@�»�K�K�S���œ>&�X�r�~�
�­�Ÿ�×�Ü�¸�•  �§�î�Â
�r�S�c�ß�î�•�Ý�b�Ø�î�¨�¡�¹�î�±�Ë�î�«�@�Ø�î�¨  �”�¡�­�«�†�Ä�°�M�•�\�Â'Å�K�S���œ>' �
1�0É�É�ß�­�«
�c�õ�F�K�
�Q�€�è�V1�0É�‰�'�@0è/œ�I�€�•�G�\�c�6�~�r�O�‡��

�ß�¢�–�å1�0É�†0¿���M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M���G�b�m8p�c�²8r�[�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 aaa new-model AAA �†�–�¿�î�È�Ý�_�K�r�M��
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'¨  11 'v       �«�–�µ�³  �Ë�î�«1�0É�b0¿��
RADIUS �_�|�•�«�–�µ�³  �”�¡�­�«�b�D�š
�«�̧ �µ�É 3 aaa authentication login { default 
| list-name} method1 [method2...]

�ß�¢�–�å1�0É�‰�'�Ü�«�º�†�8�B�K�r�M��

• login authentication �¥�Ð�å�»�_�¡�S�Ü�A�Ü�«�º�@�æ���I�€ �^�?�W�S ���œ
�_�Q#Ý�I�€�•�¹�Ç�›�Ý�º�b�Ü�«�º�†�8�B�M�•�_�c�
 default �Ÿ�î�á�î�»�b
�‹�•�_�¹�Ç�›�Ý�º"g�#�[�Q#Ý�M�•�‰�'�†�æ���K�r�M���¹�Ç�›�Ý�º�b�‰�'
�Ü�«�º�c�
+¬�·$×�_�M�m�Z�b�Ï�î�º�_4:#Ý�I�€�r�M��

• list-name �_�c�
�8�B�M�•�Ü�«�º�b�¡�S�\�K�Z�Q#Ý�M�•�e�Ð�4�†�æ���K�r
�M��

• method1... �_�c�
1�0É�”�Ý�¦�Ü�¬�Ò�@0è/œ�M�•��7•�b�‰�'�†�æ���K�r�M��
3ã�•�b1�0É�‰�'�c�
�Q�b�S�b�‰�'�[�š�Û�î�@3É�I�€�S���œ�_7H�~�Q#Ý�I
�€�r�M���S�b�‰�'�@�»�K�K�S���œ�c�Q#Ý�I�€�r�O�‡��

���b�8�N�€�?�b�‰�'�†4E�¥�K�r�M��

– enable>8�–�¿�î�È�Ý  �Ã�«�á�î�»�†1�0É�_�Q#Ý�K�r�M���G�b1�0É�‰�'
�†�Q#Ý�M�•�_�c�
�6�}�?�L�u  enable password �¢�ß�î�Â�Ý  �¥�å�Ç�•
� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�Z�–�¿�î�È�Ý  �Ã�«�á�î�»�†��*O�K
�Z�>�C�²0[�@�6�~�r�M��

– group radius>8RADIUS 1�0É�†�Q#Ý�K�r�M���G�b1�0É�‰�'�†�Q#Ý�M
�•�_�c�
�6�}�?�L�u  RADIUS �§�î�Â�†0¿���K�Z�>�C�²0[�@�6�~�r�M��
0ò(ý�_�X�8�Z�c�
 �� RADIUS �§�î�Â  �Í�«�º�b1‘�9�� >&P.11-29>' �†�g!·
�K�Z�C�T�I�8��  

– line>8�G)z�Ã�«�á�î�»�†1�0É�_�Q#Ý�K�r�M���G�b1�0É�‰�'�†�Q#Ý�M�•
�_�c�
�6�}�?�L�u�G)z�Ã�«�á�î�»�†��*O�K�Z�>�C�²0[�@�6�~�r�M��
password password �Û�–�å  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý
�K�r�M��

– local>8�ß�î�•�Ý  �Ø�î�¨�¡�¹�î�±�Ë�î�«�†1�0É�_�Q#Ý�K�r�M���¹�î�±
�Ë�î�«�_�Ø�î�¨�¡�_���†
°�Š�K�Z�>�C�²0[�@�6�~�r�M�� username 
name password �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý
�K�r�M��

– local-case>8�±�e�Ð�\�`�e�Ð�@�
�9�I�€�•�ß�î�•�Ý  �Ø�î�¨�¡�¹�î�±
�Ë�î�«�†1�0É�_�Q#Ý�K�r�M�� username password �¢�ß�î�Â�Ý  �¥�å
�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�Z�
�Ø�î�¨�¡�_���†�¹�î�±
�Ë�î�«�_
°�Š�M�•�²0[�@�6�~�r�M��

– none>8�ß�¢�–�å�_1�0É�†�Q#Ý�K�r�O�‡��

�«�̧ �µ�É 4 line [console | tty  | vty] 
line-number [ending-line-number]

�Û�–�å  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�
1�0É�Ü�«�º�b4:#Ý�P1ß�\�M
�•�G)z�†0¿���K�r�M��

�«�̧ �µ�É 5 login authentication { default | 
list-name}

�G)z�r�S�c�G)z�­�µ�º�_�P�K�Z�
1�0É�Ü�«�º�†4:#Ý�K�r�M��

• default �†�æ���M�•���œ�c�
 aaa authentication login �¥�Ð�å�»�[�8�B�K
�S�¹�Ç�›�Ý�º�b�Ü�«�º�†�Q#Ý�K�r�M��

• list-name �_�c�
 aaa authentication login �¥�Ð�å�»�[�8�B�K�S�Ü�«�º�†�æ
���K�r�M��

�«�̧ �µ�É 6 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 7 show running-config 0¿���†&�1��K�r�M��

�«�̧ �µ�É 8 copy running-config 
startup-config

>&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��

�¥�Ð�å�» % $×
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RADIUS �_�|�•�«�–�µ�³  �”�¡�­�«�b�D�š

, 
AAA �†�¹�•�­�î�È�Ý�_�M�•�_�c�
 no aaa new-model �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†
�Q#Ý�K�r�M�� AAA 1�0É�†�¹�•�­�î�È�Ý�_�M�•�_�c�
 no aaa authentication login {default | list-name} 
method1 [method2...] �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M���ß�¢�–�å�_6õ�M�•  
RADIUS 1�0É�†�¹�•�­�î�È�Ý�_�M�•�
�6�•�8�c�¹�Ç�›�Ý�º�Í�_�`�M�_�c�
 no login authentication 
{ default | list-name} �Û�–�å  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

>&�@>' AAA �‰�'�†�Q#Ý�K�Z  HTTP �”�¡�­�«�_�P�K�«�–�µ�³�b�­�Ÿ�×�Ü�¸�•�†&��–�M�•�_�c�
 ip http 
authentication aaa �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�[�«�–�µ�³�†0¿���M�•�²0[�@�6�~�r
�M�� AAA 1�0É�†0¿���K�Z�v�
 AAA �‰�'�†�Q#Ý�K�S  HTTP �”�¡�­�«�_�P�K�«�–�µ�³�b�­�Ÿ�×�Ü�¸�•�c
&��–�K�r�O�‡��

ip http authentication �¥�Ð�å�»�b0ò(ý�_�X�8�Z�c�
 Cisco.com �Ì�î�ª�b  [Documentation] > [Cisco IOS 
Software] > [12.2 Mainline] > [Command References] �_�6�• �� Cisco IOS Security Command Reference
Release 12.2���†�g!·�K�Z�C�T�I�8��

AAA �§�î�Â  �¢�Ý�î�É�b��*O

�¤�Ñ�b�§�î�Â  �Í�«�º�†1�0É#Ý�_�¢�Ý�î�É�ì�M�•�S�u�
 AAA �§�î�Â  �¢�Ý�î�É�†�Q#Ý�M�•�|�:�_�«�–�µ�³
�†0¿���[�A�r�M��0¿���í�s�b�§�î�Â  �Í�«�º�b�§�È�­�µ�º�†4E�¥�K�Z�
�Q�€�†"I���b�§�î�Å�«�_�Q#Ý�K
�r�M���§�î�Â  �¢�Ý�î�É�c�
4E�¥�I�€�S�§�î�Â  �Í�«�º�b  IP �”�»�Þ�«�b�Ü�«�º�†�µ�t�¢�ß�î�Â�Ý�^�§�î�Â  
�Í�«�º  �Ü�«�º�\�\�v�_�Q#Ý�I�€�r�M��

�§�î�Â  �¢�Ý�î�É�_�c�
� �L�§�î�Â�b0
�X�b�Í�«�º  �š�å�º�Ü�†�µ�u�•�G�\�v�[�A�r�M�@�
�›�š�å�º�Ü�@
�M�–�b  ID>&IP �”�»�Þ�«�\  UDP �Ï�î�º$��•�b)��s�œ�ƒ�O>'�†�â�W�Z�8�•�G�\�@�²�ó�[�M���G�b���œ�

�¶���b�Ï�î�º�†�Q�€�R�€"I���b  AAA �§�î�Å�«�†�f�j�M�•  RADIUS �Í�«�º�\�K�Z��*O�[�A�r�M��� �L  
RADIUS �§�î�Â�V�b$��^�•  2 �X�b�Í�«�º  �š�å�º�Ü�_� �L�§�î�Å�«>&�S�\�<�d�”�•�˜�å�¸�•�å�¢>'�†0¿
���K�S���œ�
 2 $��u�_0¿���K�S�Í�«�º  �š�å�º�Ü�c�
�q�6�_0¿���K�S�Í�«�º  �š�å�º�Ü�b�Ç�™�î�Ý�œ�î
�Â�î  �Â�µ�¡�”�µ�É�\�K�Z�·�8�K�r�M��

��*O�K�S�¢�Ý�î�É  �§�î�Â�_"I���b�§�î�Â�†�P�Â�Ü�E�•�_�c�
 server �¢�Ý�î�É  �§�î�Â  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M���§�î�Â�†  IP �”�»�Þ�«�["I���M�•�G�\�v�[�A�r�M�K�
�õ�–�æ���b  
auth-port  �>�|�g  acct-port �Ÿ�î�á�î�»�†�Q#Ý�K�Z0
�X�b�Í�«�º  �–�å�«�±�å�«�r�S�c�š�å�º�Ü�†"I���M
�•�G�\�v�[�A�r�M��
11-33
Cisco IE 3000 �«�–�µ�³  �¯�Ç�º�˜�™�”  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �ž�–�»

OL-27302-01-J 



 

'¨  11 'v       �«�–�µ�³  �Ë�î�«1�0É�b0¿��
RADIUS �_�|�•�«�–�µ�³  �”�¡�­�«�b�D�š
AAA �§�î�Â  �¢�Ý�î�É�†��*O�K�
�Q�b�¢�Ý�î�É�_"I���b  RADIUS �§�î�Â�†�P�Â�Ü�E�•�_�c�
"I�’  
EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 radius-server host { hostname | 
ip-address} [ auth-port  
port-number] [acct-port 
port-number] [ timeout seconds] 
[retransmit  retries] [key string]

�Ü�Ô�î�º  RADIUS �§�î�Â  �Í�«�º�b  IP �”�»�Þ�«�r�S�c�Í�«�º�¡�†�æ���K�r
�M��

• >&�õ�–>' auth-port port-number �_�c�
1�0É0[�Ó�b  UDP ��
›�Ï�î�º�†�æ
���K�r�M��

• >&�õ�–>' acct-port port-number �_�c�
�”�•�˜�å�¸�•�å�¢0[�Ó�b  UDP ��
›
�Ï�î�º�†�æ���K�r�M��

• >&�õ�–>' timeout seconds �_�c�
�«�–�µ�³�@  RADIUS �§�î�Â�b�Â'Å�†�…
�µ�K�Z
Ì3æ�™�M�•�r�[�b�ì6ë6ë7x�†�æ���K�r�M���æ���[�A�•(
�V�c  1 >|  
1000 �[�M���G�b0¿���c�
 radius-server timeout �¢�ß�î�Â�Ý  �¥�å�Ç�•
� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�_�|�•0¿���†�V�i�A�K�r�M�� radius-server 
host �¥�Ð�å�»�[�±�–�Ò�”�˜�º�†0¿���K�^�8���œ�c�
 radius-server 
timeout �¥�Ð�å�»�b0¿���@�Q#Ý�I�€�r�M��

• >&�õ�–>' retransmit  retries �_�c�
�§�î�Â�@�Â'Å�K�^�8���œ�
�r�S�c�Â'Å
�@4��8���œ�_�
 RADIUS 0[�Ó�†�§�î�Â�_
Ì3æ�™�M�•�G�X�†�æ���K�r�M��
�æ���[�A�•(
�V�c  1 >|  1000 �[�M�� radius-server host �¥�Ð�å�»�[
Ì3æ�™
�G�X�†�æ���K�^�8���œ�
 radius-server retransmit �¢�ß�î�Â�Ý  �¥�å�Ç�•
� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�b0¿���@�Q#Ý�I�€�r�M��

• >&�õ�–>' key string �_�c�
 RADIUS �§�î�Â�V�[�·�8�M�•  RADIUS �¹�î�Ô
�å�\�«�–�µ�³�b6ë�[�Q#Ý�M�•1�0É�>�|�g�/�•�Ÿ�î�†�æ���K�r�M��

>&�@>' key �c�e�Ð�4�[�6�~�
 RADIUS �§�î�Â�[�Q#Ý�I�€�Z�8�•�/�•�ì�Ÿ�î
�\�M+´�M�•�²0[�@�6�~�r�M���Ÿ�î�c�–�_  radius-server host �¥�Ð�å
�»�b�q�‹�b�”�–�¸�Ò�\�K�Z0¿���K�Z�C�T�I�8��
›8Œ�b�«�Ì�î�«�c!“
0i�I�€�r�M�@�
 key �b�p6ë�>�|�g�Ž�•�b�«�Ì�î�«�c�Q#Ý�I�€�r�M��
�Ÿ�î�_�«�Ì�î�«�†�Q#Ý�M�•���œ�c�
�,#Ý'¢�@�Ÿ�î�b�M4Š�(�[�6�•��
�œ�†7V�A�
�,#Ý'¢�[�Ÿ�î�†�V�r�^�8�[�C�T�I�8��

1 �X�b  IP �”�»�Þ�«�_�P�Â�M�•0
�X�b�Í�«�º  �š�å�º�Ü�†�«�–�µ�³�@1�1‘�M�•
�|�:�_0¿���M�•�_�c�
�Q�€�R�€$��^�•  UDP �Ï�î�º$��•�†�Q#Ý�K�Z�
�G�b�¥
�Ð�å�»�†�²0[�^�G�X�T�E
°�Š�K�r�M���«�–�µ�³  �¯�Ç�º�˜�™�”�c�
�æ���I�€�S
8p�Î�_�‘�W�Z�
�Í�«�º�†�è(ô�K�r�M���›  RADIUS �Í�«�º�[�Q#Ý�M�•�±�–�Ò
�”�˜�º�

Ì3æ�™�G�X�
�>�|�g�/�•�Ÿ�î�†�Q�€�R�€0¿���K�Z�C�T�I�8��

�«�̧ �µ�É 3 aaa new-model AAA �†�–�¿�î�È�Ý�_�K�r�M��

�«�̧ �µ�É 4 aaa group server radius 
group-name

AAA �§�î�Â  �¢�Ý�î�É�†�
"I���b�¢�Ý�î�É�¡�[��*O�K�r�M��

�G�b�¥�Ð�å�»�†�Q#Ý�M�•�\�
�«�–�µ�³�c�§�î�Â  �¢�Ý�î�É  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å  �Ô�î�»�_�^�~�r�M��

�«�̧ �µ�É 5 server ip-address "I���b  RADIUS �§�î�Â�†��*O�í�s�b�§�î�Â  �¢�Ý�î�É�_�P�Â�Ü�E�r�M�� AAA 
�§�î�Â  �¢�Ý�î�É�b  RADIUS �§�î�Â�H�\�_�
�G�b�«�¸�µ�É�†)Þ�~3É�K�r�M��

�¢�Ý�î�É�b�›�§�î�Â�c�
�«�¸�µ�É  2 �[��*O�í�s�b�v�b�[�^�E�€�d�^�~�r�O
�‡��

�«�̧ �µ�É 6 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 7 show running-config 0¿���†&�1��K�r�M��
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'¨  11 'v       �«�–�µ�³  �Ë�î�«1�0É�b0¿��
RADIUS �_�|�•�«�–�µ�³  �”�¡�­�«�b�D�š
"I���b  RADIUS �§�î�Â�†�P7V�M�•�_�c�
 no radius-server host { hostname | ip-address} �¢�ß�î�Â�Ý  �¥
�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M���§�î�Â  �¢�Ý�î�É�†�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ü�«�º�?�}
�P7V�M�•�_�c�
 no aaa group server radius group-name �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»
�†�Q#Ý�K�r�M�� RADIUS �§�î�Â�b  IP �”�»�Þ�«�†�P7V�M�•�_�c�
 no server ip-address �§�î�Â  �¢�Ý�î�É  
�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

���b�[�[�c�
 2 �X�b$��^�•  RADIUS �¢�Ý�î�É  �§�î�Â>& group1 �>�|�g  group2>'�†1�1‘�M�•�|�:�_�«
�–�µ�³�†0¿���K�Z�8�r�M�� group1 �[�c�
� �L  RADIUS �§�î�Â�V�b$��^�•  2 �X�b�Í�«�º  �š�å�º�Ü�†�
� 
�L�§�î�Å�«#Ý�_0¿���K�Z�8�r�M�� 2 $��u�b�Í�«�º  �š�å�º�Ü�@�
�q�6�b�š�å�º�Ü�b�Ç�™�î�Ý�œ�î�Â�î  
�Â�µ�¡�”�µ�É�\�K�Z�·�8�K�r�M��

Switch(config)# radius-server host 172.20.0.1 auth-port 1000 acct-port 1001
Switch(config)# radius-server host 172.10.0.1 auth-port 1645 acct-port 1646
Switch(config)# aaa new-model
Switch(config)# aaa group server radius group1
Switch(config-sg-radius)# server 172.20.0.1 auth-port 1000 acct-port 1001
Switch(config-sg-radius)# exit
Switch(config)# aaa group server radius group2
Switch(config-sg-radius)# server 172.20.0.1 auth-port 2000 acct-port 2001
Switch(config-sg-radius)# exit

�Ø�î�¨  �–�¿�î�È�Ý  �”�¡�­�«�>�|�g�¿�µ�º�á�î�¡  �§�î�Å�«�_6õ�M�•  RADIUS 0Á�•�b0¿��

AAA 1�0É�_�|�W�Z�Ø�î�¨�@�Q#Ý�[�A�•�§�î�Å�«�@�D7H�I�€�r�M�� AAA 1�0É�†�–�¿�î�È�Ý�_�M�•�\�

�«�–�µ�³�c>&�ß�î�•�Ý  �Ø�î�¨  �¹�î�±�Ë�î�«�r�S�c�­�Ÿ�×�Ü�¸�•  �§�î�Â�V�_�Ñ�~�M�•>'�Ø�î�¨�b�É�ß
�Ç�“�–�Ý�?�}�v�“�K�S�_���†�Q#Ý�K�Z�
�Ø�î�¨�b�­�µ�©�Ù�å�†0¿���K�r�M���Ø�î�¨�c�
�Ø�î�¨  �É�ß
�Ç�“�–�Ý
Æ�b�_���[1��u�}�€�Z�8�•���œ�_7H�~�
0[�Ó�K�S�§�î�Å�«�b�”�¡�­�«�@1��•�I�€�r�M��

"I�’  EXEC �Ô�î�»�l�b�Ø�î�¨�b�¿�µ�º�á�î�¡  �”�¡�­�«�†�D7H�M�•�Ã�Û�Ó�î�±�†0¿���M�•�_�c�
 radius 
�Ÿ�î�á�î�»�†�æ���K�Z  aaa authorization �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

aaa authorization exec radius local �¥�Ð�å�»�c�
���b0Á�•�Ã�Û�Ó�î�±�†0¿���K�r�M��

• RADIUS �†�Q#Ý�K�Z1�0É�†/œ�W�S���œ�c�
 RADIUS �†�Q#Ý�K�Z"I�’  EXEC �”�¡�­�«�†0Á�•�K�r
�M��

• 1�0É�_  RADIUS �†�Q#Ý�K�^�?�W�S���œ�c�
�ß�î�•�Ý  �¹�î�±�Ë�î�«�†�Q#Ý�K�r�M��

>&�@>' 0Á�•�@0¿���I�€�Z�8�Z�v�
 CLI �†�Q#Ý�K�Z�ß�¢�–�å�K�
1�0É�I�€�S�Ø�î�¨�_�P�K�Z�c�
0Á�•�c%,$��I�€
�r�M��

�«�̧ �µ�É 8 copy running-config 
startup-config

>&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��

�«�̧ �µ�É 9 RADIUS �ß�¢�–�å1�0É�†�–�¿�î�È�Ý�_�K�r�M�� �� RADIUS �ß�¢�–�å1�0É�b0¿
���� >&P.11-31>' �†�g!·�K�Z�C�T�I�8��

�¥�Ð�å�» % $×
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'¨  11 'v       �«�–�µ�³  �Ë�î�«1�0É�b0¿��
RADIUS �_�|�•�«�–�µ�³  �”�¡�­�«�b�D�š
"I�’  EXEC �”�¡�­�«�>�|�g�¿�µ�º�á�î�¡  �§�î�Å�«�_6õ�M�•  RADIUS 0Á�•�†�æ���M�•�_�c�
"I�’  
EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

0Á�•�†�¹�•�­�î�È�Ý�_�M�•�_�c�
 no aaa authorization { network | exec} method1 �¢�ß�î�Â�Ý  �¥�å�Ç�•
� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

RADIUS �”�•�˜�å�¸�•�å�¢�b2s�·

AAA �”�•�˜�å�¸�•�å�¢�µ+��c�
�Ø�î�¨�@�”�¡�­�«�K�S�§�î�Å�«�\�
�˜2��K�S�¿�µ�º�á�î�¡  �Ü�¯�î�«5�
�†�º�Û�µ�Ÿ�å�¢�K�r�M�� AAA �”�•�˜�å�¸�•�å�¢�†�–�¿�î�È�Ý�_�M�•�\�
�«�–�µ�³�c�Ø�î�¨�b�q�·"g�#
�†�”�•�˜�å�¸�•�å�¢  �Þ�¥�î�»�b�g�'�[  RADIUS �­�Ÿ�×�Ü�¸�•  �§�î�Â�_���Ì�K�r�M���›�”�•�˜�å�¸�•�å
�¢  �Þ�¥�î�»�_�c�”�•�˜�å�¸�•�å�¢�b  Attribute-Value>&AV>'�Ì�”�@�µ�r�€�
�Þ�¥�î�»�c�­�Ÿ�×�Ü�¸�•  
�§�î�Â�_�A(á�I�€�r�M���G�b�¹�î�±�†�
�¿�µ�º�á�î�¡'ö#.�
�¡�Û�–�”�å�º13�Ó�
�r�S�c%����b�S�u�_�(
�Ò�[�A�r�M��

Cisco IOS �b�’7H�Þ�Ë�Ý�>�|�g�¿�µ�º�á�î�¡  �§�î�Å�«�_6õ�M�•  RADIUS �”�•�˜�å�¸�•�å�¢�†�–�¿�î�È
�Ý�_�M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

�”�•�˜�å�¸�•�å�¢�†�¹�•�­�î�È�Ý�_�M�•�_�c�
 no aaa accounting { network | exec} { start-stop} 
method1... �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 aaa authorization network radius �¿�µ�º�á�î�¡6õ4��b�M�m�Z�b�§�î�Å�«0[�Ó�_�P�M�•�Ø�î�¨  RADIUS 0Á�•
�†�
�«�–�µ�³�_0¿���K�r�M��

�«�̧ �µ�É 3 aaa authorization exec radius �Ø�î�¨�_"I�’  EXEC �b�”�¡�­�«�’7H�@�6�•���œ�
�Ø�î�¨  RADIUS 0Á�•
�†�
�«�–�µ�³�_0¿���K�r�M��

exec �Ÿ�î�á�î�»�†�æ���M�•�\�
�Ø�î�¨  �É�ß�Ç�“�–�Ý�_��
>&autocommand �_���^�]>'�@3É�I�€�•���œ�@�6�~�r�M��

�«�̧ �µ�É 4 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 5 show running-config 0¿���†&�1��K�r�M��

�«�̧ �µ�É 6 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 aaa accounting network start-stop 
radius

�¿�µ�º�á�î�¡6õ4��b�M�m�Z�b�§�î�Å�«0[�Ó�_�X�8�Z�
 RADIUS �”�•�˜
�å�¸�•�å�¢�†�–�¿�î�È�Ý�_�K�r�M��

�«�̧ �µ�É 3 aaa accounting exec start-stop radius RADIUS �”�•�˜�å�¸�•�å�¢�_�|�~�
"I�’  EXEC �É�ß�­�«�b�q�6�_0°6�
6ä���”�•�˜�å�¸�•�å�¢3û%±�
�q�‹�_0°6��õ�F�”�•�˜�å�¸�•�å�¢3û%±�†
3æ�™�M�•�|�:�_0¿���K�r�M��

�«�̧ �µ�É 4 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 5 show running-config 0¿���†&�1��K�r�M��

�«�̧ �µ�É 6 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��
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'¨  11 'v       �«�–�µ�³  �Ë�î�«1�0É�b0¿��
RADIUS �_�|�•�«�–�µ�³  �”�¡�­�«�b�D�š
AAA �§�î�Â�@�?4)�Y+��^���œ�b�Ý �î�±�\�b�­�µ�©�Ù�å�b&�'g

aaa accounting system guarantee-first �¥�Ð�å�»�c�
�©�«�¸�Ò  �”�•�˜�å�¸�•�å�¢�@�q�6�b�Þ�¥�î�»�_
�^�•�G�\�†�–0É�K�r�M���G�€�c�¹�Ç�›�Ý�º�b"g�Â�[�M�����œ�_�|�W�Z�c�
�©�«�¸�Ò�@�Ü�ß�î�»�I�€�•�r
�[�¥�å�¯�î�Ý�r�S�c'ƒ�Ž�K)F�[�­�µ�©�Ù�å�†6ä���[�A�^�8���œ�@�6�~�r�M���©�«�¸�Ò�b�Ü�ß�î�»�_�?�?
�•�ì6ë�c  3 �(�†2x�<�•�G�\�@�6�~�r�M��

�Ý�î�±�b�Ü�ß�î�»�ì�_  AAA �§�î�Â�@�?4)�Y+��^���œ�
�Ý�î�±�\�b�¥�å�¯�î�Ý�r�S�c  Telnet �­�µ�©�Ù�å
�†&�'g�M�•�_�c�
 no aaa accounting system guarantee-first �¥�Ð�å�»�†�Q#Ý�K�r�M��

�M�m�Z�b  RADIUS �§�î�Â�b0¿��

�«�–�µ�³�\�M�m�Z�b  RADIUS �§�î�Â6ë�[�¢�ß�î�Â�Ý�_3û�™�†0¿���M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b
�m8p�†��/œ�K�r�M��


Ì3æ�™�G�X�
�±�–�Ò�”�˜�º�
�>�|�g�…�µ�ì6ë�b0¿���†�¹�Ç�›�Ý�º�_�`�M�_�c�
�G�€�}�b�¥�Ð�å�»�b  no 
�g�'�†�Q#Ý�K�r�M��

�Ë�å�²�î�[�w�b  RADIUS �“�ö�†�Q#Ý�M�•�«�–�µ�³0¿��

Internet Engineering Task Force>&IETF>'�»�Û�Ç�º0d�A�_�
�Ë�å�²�î�[�w�b�“�ö>&�“�ö  26>'�†�Q#Ý�K
�Z�
�«�–�µ�³�\  RADIUS �§�î�Â6ë�[�Ë�å�²�î�[�w�b�_���†3û�™�M�•�S�u�b�‰�'�@���u�}�€�Z�8�r�M��
�›�Ë�å�²�î�c�
 Vendor-Specific Attribute>&VSA>'�†�Q#Ý�M�•�G�\�_�|�W�Z�
�M+á$×�^#Ý3õ�_�c4:�I�^
�8"‚+¬�b�Ñ�G�“�ö�†�§�Ï�î�º�[�A�r�M���©�«�¥�@��/æ�M�•  RADIUS �[�c�
�G�b�Ù�]�[�N�á�I�€�•

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 radius-server key string �«�–�µ�³�\�M�m�Z�b  RADIUS �§�î�Â6ë�[
¹�w�I�€�•�©�î�¡�Þ�µ�º  �¸�Ÿ�«
�º  �«�º�Ü�å�¢�†�æ���K�r�M��

>&�@>' key �c�e�Ð�4�[�6�~�
 RADIUS �§�î�Â�[�Q#Ý�I�€�Z�8�•�/�•�ì
�Ÿ�î�\�M+´�M�•�²0[�@�6�~�r�M��
›8Œ�b�«�Ì�î�«�c!“0i�I�€�r�M
�@�
 key �b�p6ë�>�|�g�Ž�•�b�«�Ì�î�«�c�Q#Ý�I�€�r�M���Ÿ�î�_�«
�Ì�î�«�†�Q#Ý�M�•���œ�c�
�,#Ý'¢�@�Ÿ�î�b�M4Š�(�[�6�•���œ�†7V
�A�
�,#Ý'¢�[�Ÿ�î�†�V�r�^�8�[�C�T�I�8��

�«�̧ �µ�É 3 radius-server retransmit retries �«�–�µ�³�@  RADIUS 0[�Ó�†�§�î�Â�_
Ì3æ�™�M�•�G�X�†�æ���K�r�M���¹
�Ç�›�Ý�º�c  3 �[�M���æ���[�A�•(
�V�c  1 >|  1000 �[�M��

�«�̧ �µ�É 4 radius-server timeout seconds �«�–�µ�³�@  RADIUS 0[�Ó�_�P�M�•�Â'Å�†�…�W�Z�
0[�Ó�†
Ì3æ�™�M�•�r�[
�b�ì6ë>&&Ê>'�†�æ���K�r�M���¹�Ç�›�Ý�º�c  5 &Ê�[�M���æ���[�A�•(
�V�c  1 
>|  1000 �[�M��

�«�̧ �µ�É 5 radius-server deadtime minutes 1�0É0[�Ó�_�Â'Å�K�^�8  RADIUS �§�î�Â�†�«�Ÿ�µ�É�M�•�ì6ë>&�(>'�†�æ��
�K�
0[�Ó�@�±�–�Ò�”�˜�º�M�•�r�[�…�µ�M�•�G�\�^�C�
���_0¿���I�€�Z�8�•
�§�î�Â�†0è/œ�[�A�•�|�:�_�K�r�M���¹�Ç�›�Ý�º�c  0 �[�M���æ���[�A�•(
�V
�c  0 >|  1440 �(�[�M��

�«�̧ �µ�É 6 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 7 show running-config 0¿���Í�†&�1��K�r�M��

�«�̧ �µ�É 8 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��
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'¨  11 'v       �«�–�µ�³  �Ë�î�«1�0É�b0¿��
RADIUS �_�|�•�«�–�µ�³  �”�¡�­�«�b�D�š
�Ç�›�î�Ð�µ�º�†�Q#Ý�K�Z�
�Ë�å�²�î�[�w�b�œ�É�©�Ù�å�†  1 �X�§�Ï�î�º�K�Z�8�r�M���©�«�¥�b�Ë�å�²�î  
ID �c  9 �[�6�~�
�§�Ï�î�º�P1ß�b�œ�É�©�Ù�å�c�Ë�å�²�î  �±�–�É  1>&�¡�S�c  cisco-avpair>'�[�M���G�b�Í
�c�
���b�Ç�›�î�Ð�µ�º�b�«�º�Ü�å�¢�[�M��

protocol : attribute sep value *

protocol �c�
"I���b0Á�•�±�–�É�_�Q#Ý�M�•�©�«�¥�b�É�ß�º�¥�Ý�“�ö�b�Í�[�M�� attribute �>�|�g  value 
�c�
�©�«�¥�b  TACACS+ �Ù�]�[��*O�I�€�Z�8�•4:�)�^  Attribute Value>&AV; �“�ö�Í>'�Ì�”�[�M�� sep 
�c�
�²8r�b�“�ö�b���œ�c  = �
�õ�–�æ���b�“�ö�b���œ�c  *  �[�M�� TACACS+ 0Á�•�[�Q#Ý�[�A�•�M�m�Z�b�µ
+��c�
 RADIUS �[�v�Q#Ý�[�A�r�M��

�S�\�<�d�
���b  AV �Ì�”�†�æ���M�•�\�
 IP 0Á�•�ì>& PPP �b  IPCP �”�»�Þ�«�b�m�~�\�Z�ì>'�_�
�©�«�¥�b
0
�X�b�¡�S�Ü�A  IP �”�»�Þ�«  �É�î�Ý �µ+��@�w� �_�^�~�r�M��

cisco-avpair= ”ip:addr-pool=first“

���_�
�«�–�µ�³�?�}"I�’  EXEC �¥�Ð�å�»�l�b�6�ì�”�¡�­�«�@�•+��\�^�•�Ø�î�¨  �ß�¢�–�å�†�f�j�M�•�[
�†&g�K�r�M��

cisco-avpair= ”shell:priv-lvl=15“  

���_�
 RADIUS �§�î�Â  �¹�î�±�Ë�î�«
Æ�b0Á�•  VLAN �†�æ���M�•�[�†&g�K�r�M��

cisco-avpair= ”tunnel-type(#64)=VLAN(13)”
cisco-avpair= ”tunnel-medium-type(#65)=802 media(6)”
cisco-avpair= ”tunnel-private-group-id(#81)=vlanid”

���_�
�G�b�K)F�p�_  ASCII �g�'�b
°�Š  ACL �†�–�å�±�î�Ç�™�–�«�_4:#Ý�M�•�[�†&g�K�r�M��

cisco-avpair= “ip:inacl#1=deny ip 10.10.10.10 0.0.255.255 20.20.20.20 255.255.0.0”
cisco-avpair= “ip:inacl#2=deny ip 10.10.10.10 0.0.255.255 any”
cisco-avpair= “mac:inacl#3=deny any any decnet-iv”

���_�
�G�b�K)F�p�_  ASCII �g�'�b���Š  ACL �†�–�å�±�î�Ç�™�–�«�_4:#Ý�M�•�[�†&g�K�r�M��

cisco-avpair= “ip:outacl#2=deny ip 10.10.10.10 0.0.255.255 any”

�Ú�b�Ë�å�²�î�_�v�
�Q�€�R�€"‚+¬�b�Ë�å�²�î  ID�
�œ�É�©�Ù�å�
�>�|�g�P�Â�M�•  VSA �@�6�~�r�M���Ë�å
�²�î  ID �>�|�g  VSA �b0ò(ý�_�X�8�Z�c�
 RFC 2138�� Remote Authentication Dial-In User Service 
(RADIUS)���†�g!·�K�Z�C�T�I�8��

�«�–�µ�³�@  VSA �†1�1‘�K�Z�Q#Ý�M�•�|�:�_0¿���M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r
�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 radius-server vsa send [accounting | 
authentication]

�«�–�µ�³�@  VSA>&RADIUS IETF �“�ö  26 �[��*O>'�†1�1‘�K�Z�Q#Ý�[�A�•
�|�:�_�K�r�M��

• >&�õ�–>'1�1‘�I�€�•�Ë�å�²�î�[�w�“�ö�b7Ÿ�œ�†�”�•�˜�å�¸�•�å�¢�“�ö
�T�E�_7H���M�•�_�c�
 accounting �Ÿ�î�á�î�»�†�Q#Ý�K�r�M��

• >&�õ�–>'1�1‘�I�€�•�Ë�å�²�î�[�w�“�ö�b7Ÿ�œ�†1�0É�“�ö�T�E�_7H���M
�•�_�c�
 authentication �Ÿ�î�á�î�»�†�Q#Ý�K�r�M��

�Ÿ�î�á�î�»�†�æ���O�N�_�G�b�¥�Ð�å�»�†
°�Š�M�•�\�
�”�•�˜�å�¸�•�å�¢�>
�|�g1�0É�b�Ë�å�²�î�[�w�“�ö�b�g�‰�@�Q#Ý�I�€�r�M��

�«�̧ �µ�É 3 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 4 show running-config 0¿���Í�†&�1��K�r�M��

�«�̧ �µ�É 5 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��
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'¨  11 'v       �«�–�µ�³  �Ë�î�«1�0É�b0¿��
RADIUS �_�|�•�«�–�µ�³  �”�¡�­�«�b�D�š
>&�@>' RADIUS �“�ö�b0ò(ý�^�Ü�«�º�r�S�c�Ë�å�²�î�[�w�“�ö  26 �b0ò(ý�_�X�8�Z�c�
 Cisco.com �b�Ì�î�ª�b  
[Documentation] > [Cisco IOS Software] > [12.2 Mainline] >[Command References] �_�6�• �� Cisco IOS 
Security Configuration Guide, Release 12.2���b�Ü6��� RADIUS Attributes���†�g!·�K�Z�C�T�I�8��

�Ë�å�²�î"‚+¬�b  RADIUS �§�î�Â�\�b3û�™�_6õ�M�•�«�–�µ�³0¿��

RADIUS �_6õ�M�•  IETF �»�Û�Ç�º0d�A�[�c�
�«�–�µ�³�\  RADIUS �§�î�Â6ë�[�Ë�å�²�î"‚+¬�Ù�]�b�_��
�†3û�™�M�•�‰�'�_�X�8�Z���u�}�€�Z�8�r�M�@�
 RADIUS �“�ö�­�µ�º�†"‚+¬�_�µ+��Ñ�G�K�Z�8�•�Ë�å
�²�î�v�6�~�r�M�� Cisco IOS �¯�Ç�º�˜�™�”�c�
�Ë�å�²�î"‚+¬�Ù�]�b  RADIUS �“�ö�b�§�È�­�µ�º�†�§
�Ï�î�º�K�Z�8�r�M��

�S3Ù�K�S�|�:�_�
 RADIUS>&�Ë�å�²�î�b"‚+¬�Ù�]�_�|�•�v�b�?�
 IETF �»�Û�Ç�º�_ =�Ð�M�•�v�b�?�†�e
�ƒ�N>'�†0¿���M�•�_�c�
 RADIUS �§�î�Â  �¹�î�Ô�å�@'�
>�K�Z�8�•�Í�«�º�\�
�Q�b�Í�«�º�@�«�–�µ�³�\

¹�w�M�•�©�î�¡�Þ�µ�º  �¸�Ÿ�«�º  �«�º�Ü�å�¢�†�æ���M�•�²0[�@�6�~�r�M�� RADIUS �Í�«�º�>�|�g�©�î�¡
�Þ�µ�º  �¸�Ÿ�«�º  �«�º�Ü�å�¢�†�æ���M�•�_�c�
 radius-server �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð
�å�»�†�Q#Ý�K�r�M��

�Ë�å�²�î"‚+¬�Ù�]�b  RADIUS �§�î�Â  �Í�«�º�
�>�|�g
¹�w�I�€�•�©�î�¡�Þ�µ�º  �¸�Ÿ�«�º  �«�º�Ü�å�¢�†
�æ���M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

�Ë�å�²�î"‚+¬�Ù�]�b  RADIUS �Í�«�º�†�P7V�M�•�_�c�
 no radius-server host { hostname | ip-address}  
non-standard �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»  �†�Q#Ý�K�r�M���Ÿ�î�†�¹�•�­�î�È�Ý�_�M
�•�_�c�
 no radius-server key �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K
�r�M��

�«�̧ �µ�É 2 radius-server host { hostname | ip-address}  non-standard �Ü�Ô�î�º  RADIUS �§�î�Â  �Í�«�º�b  IP �”�»�Þ�«�r�S
�c�Í�«�º�¡�†�æ���K�
�Q�b�Í�«�º�@�
�Ë�å�²�î�@"‚
+¬�_��/æ�K�S  RADIUS �†�Q#Ý�K�Z�8�•�G�\�†�æ���K
�r�M��

�«�̧ �µ�É 3 radius-server key string �«�–�µ�³�\�Ë�å�²�î"‚+¬�Ù�]�b  RADIUS �§�î�Â�\�b
6ë�[
¹�w�I�€�•�©�î�¡�Þ�µ�º  �¸�Ÿ�«�º  �«�º�Ü�å�¢�†
�æ���K�r�M���«�–�µ�³�>�|�g  RADIUS �§�î�Â�c�
�G
�b�¸�Ÿ�«�º  �«�º�Ü�å�¢�†�Q#Ý�K�Z�
�Ã�«�á�î�»�b�/
�•�ì�>�|�g�Â'Å�b�º�n�†/œ�8�r�M��

>&�@>' key �c�e�Ð�4�[�6�~�
 RADIUS �§�î�Â�[�Q#Ý
�I�€�Z�8�•�/�•�ì�Ÿ�î�\�M+´�M�•�²0[�@�6�~
�r�M��
›8Œ�b�«�Ì�î�«�c!“0i�I�€�r�M�@�

key �b�p6ë�>�|�g�Ž�•�b�«�Ì�î�«�c�Q#Ý�I�€
�r�M���Ÿ�î�_�«�Ì�î�«�†�Q#Ý�M�•���œ�c�
�,
#Ý'¢�@�Ÿ�î�b�M4Š�(�[�6�•���œ�†7V�A�
�,#Ý
'¢�[�Ÿ�î�†�V�r�^�8�[�C�T�I�8��

�«�̧ �µ�É 4 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 5 show running-config 0¿���Í�†&�1��K�r�M��

�«�̧ �µ�É 6 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†
�–�Ñ�K�r�M��
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'¨  11 'v       �«�–�µ�³  �Ë�î�«1�0É�b0¿��
RADIUS �_�|�•�«�–�µ�³  �”�¡�­�«�b�D�š
���_�
�Ë�å�²�î"‚+¬�Ù�]�b  RADIUS �Í�«�º�†�æ���K�
�«�–�µ�³�\�§�î�Â�b6ë�[  rad124 �\�8�:&Î�&
�Ÿ�î�†�Q#Ý�M�•�[�†&g�K�r�M��

Switch(config)# radius-server host 172.20.30.15 nonstandard
Switch(config)# radius-server key rad124

�«�–�µ�³�V�[�b  CoA �b0¿��

�«�–�µ�³�V�[  CoA �†0¿���M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M���G�b�m8p�c�²8r�[
�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 aaa new-model AAA �†�–�¿�î�È�Ý�_�K�r�M��

�«�̧ �µ�É 3 aaa server radius dynamic-author �«�–�µ�³�†1�0É�
0Á�•�
�>�|�g�”�•�˜�å�¸�•�å�¢>& AAA >'�§�î�Â�_0¿��
�K�
�¥4Š�Ï�Ü�©�î�§�î�Â�\�b%&�«�8#Ý�†��/œ�K�r�M��

�«�̧ �µ�É 4 client { ip-address | name} [ vrf  vrfname] 
[server-key string] 

�²�–�¼�Ñ�µ�¡1�0É�ß�î�•�Ý  �§�î�Â  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä
���K�
�¹�Â�–�«�@  CoA �†�w�E�v�~�
0[�Ó�†�v�~�¥�M  RADIUS �¡�Û�–�”
�å�º�†�æ���K�r�M��

�«�̧ �µ�É 5 server-key [0 | 7] string RADIUS �Ÿ�î�†�¹�Â�–�«�\  RADIUS �¡�Û�–�”�å�º�\�b6ë�[
¹�w�I�€�•
�|�:�_0¿���K�r�M��

�«�̧ �µ�É 6 port  port-number 0¿���I�€�S  RADIUS �¡�Û�–�”�å�º�?�}  RADIUS 0[�Ó�†�¹�Â�–�«�@�w�™
�M�•�Ï�î�º�†�æ���K�r�M��

�«�̧ �µ�É 7 auth-type { any | all | session-key} �«�–�µ�³�@  RADIUS �¡�Û�–�”�å�º�_�Q#Ý�M�•0Á�•�b�±�–�É�†�æ���K�r
�M��

�¡�Û�–�”�å�º�c�
0Á�•#Ý�_0¿���I�€�S�M�m�Z�b�“�ö�\�M+´�K�Z�8�^�E�€
�d�^�~�r�O�‡��

�«�̧ �µ�É 8 ignore session-key >&�õ�–>'�­�µ�©�Ù�å  �Ÿ�î�†!“0i�M�•�|�:�_�«�–�µ�³�†0¿���K�r�M��

ignore �¥�Ð�å�»�b0ò(ý�_�X�8�Z�c�
 Cisco.com �b�� Cisco IOS Intelligent 
Services Gateway Command Reference���†�g!·�K�Z�C�T�I�8��

�«�̧ �µ�É 9 ignore server-key >&�õ�–>'�§�î�Â  �Ÿ�î�†!“0i�M�•�|�:�_�«�–�µ�³�†0¿���K�r�M��

ignore �¥�Ð�å�»�b0ò(ý�_�X�8�Z�c�
 Cisco.com �b�� Cisco IOS Intelligent 
Services Gateway Command Reference���†�g!·�K�Z�C�T�I�8��

�«�̧ �µ�É 10 authentication command bounce-port 
ignore 

>&�õ�–>' CoA 0[�Ó�†!“0i�K�Z�
�­�µ�©�Ù�å�†�Í�«�¸�•�å�¢�M�•�Ï�î�º�†
�M�ì$×�_�¹�•�­�î�È�Ý�_�M�•�|�:�_�«�–�µ�³�†0¿���K�r�M���Ï�î�º�†�M
�ì$×�_�¹�•�­�î�È�Ý�_�M�•% $×�c�
 VLAN �b�š�f�@$Î#Õ�K�Z�v�
�Q�b�š
�f�†�è���M�•�§�É�Ü�•�å�º�@�š�å�»�Ï�–�å�º�V�_�^�8���œ�_�
�Í�«�º�?
�}  DHCP 
Ì�¿�¦�©�š�î�©�Ù�å�†/œ�ƒ�O�•�G�\�[�M��

�«�̧ �µ�É 11 authentication command disable-port 
ignore

>&�õ�–>'�­�µ�©�Ù�å�†�Í�«�¸�•�å�¢�K�Z�8�•�Ï�î�º�†'ö#.�V�b�©�Õ�µ�º�²
�˜�å"g�Â�_�M�•�G�\�†0[�Ó�M�•8��† =�¥�Ð�å�»�†!“0i�M�•�|�:�_�«�–�µ
�³�†0¿���K�r�M���Ï�î�º�†�©�Õ�µ�º�²�˜�å�M�•�\�
�­�µ�©�Ù�å�@)
�¢�K
�r�M��

�Ï�î�º�†
Ì�g�–�¿�î�È�Ý�_�M�•�_�c�
 �† =�b  CLI �r�S�c  SNMP �¥�Ð�å�»
�†�Q#Ý�K�r�M��

�«�̧ �µ�É 12 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��
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'¨  11 'v       �«�–�µ�³  �Ë�î�«1�0É�b0¿��
Kerberos �_�|�•�«�–�µ�³  �”�¡�­�«�b�D�š

 

AAA �†�¹�•�­�î�È�Ý�_�M�•�_�c�
 no aaa new-model �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†
�Q#Ý�K�r�M���«�–�µ�³�V�b  AAA �§�î�Â�µ+��†�¹�•�­�î�È�Ý�_�M�•�_�c�
 no aaa server radius 
dynamic authorization �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

CoA �µ+��b�Ô�½�±�Ü�å�¢�>�|�g�º �Û�È�Ý�©�×�î�¸�•�å�¢

���b  Cisco IOS �¥�Ð�å�»�†�Q#Ý�K�Z�
�«�–�µ�³�V�b  CoA �µ+��†�Ô�½�±�>�|�g�º�Û�È�Ý�©�×�î�¸�•�å�¢
�K�r�M��

• debug radius

• debug aaa coa

• debug aaa pod

• debug aaa subsys

• debug cmdhd [detail | error  | events]

• show aaa attributes protocol radius

RADIUS �§�î�Â  �ß�î�»  �Â�Û�å�©�å�¢�b0¿��

�G�b�µ+��†�Q#Ý�M�•�\�
�”�¡�­�«0[�Ó�>�|�g1�0É0[�Ó�†�
�§�î�Â  �¢�Ý�î�É
Æ�b�M�m�Z�b  RADIUS �§�î
�Â�_�P�K�Z�’'¼�_3æ�™�[�A�r�M��0ò(ý�_�X�8�Z�c�
 �� Cisco IOS Security Configuration Guide, Release
12.2���b�� RADIUS Server Load Balancing���b'v�†�g!·�K�Z�C�T�I�8�� URL �c���b�\�>�~�[�M��
http://www.ciscosystems.com/en/US/docs/ios/12_2sb/feature/guide/sbrdldbl.html

RADIUS �b0¿���b/²&g

RADIUS �b0¿���†/²&g�M�•�_�c�
 show running-config "I�’  EXEC �¥�Ð�å�»�†�Q#Ý�K�r�M��

Kerberos �_�|�•�«�–�µ�³  �”�¡�­�«�b�D�š
�G�G�[�c�
 Kerberos �­�Ÿ�×�Ü�¸�•  �©�«�¸�Ò�†�–�¿�î�È�Ý�_�K�Z0¿���M�•�‰�2�_�X�8�Z1��Â�K�r�M��
Kerberos �­�Ÿ�×�Ü�¸�•  �©�«�¸�Ò�c�
�™8—�[�A�•�§�î�»�Ã�î�¸�•�†�Q#Ý�K�Z�¿�µ�º�á�î�¡  �Ü�¯�î�«�_�P
�M�•0[�Ó�†1�0É�K�r�M���G�b�µ+��†�Q#Ý�M�•�_�c�
�«�–�µ�³�_�«�–�µ�³  �¯�Ç�º�˜�™�”�b�/�•�ì�Â�î
�ª�Ù�å�†�–�å�«�º�î�Ý�M�•�²0[�@�6�~�r�M��

�G�b�µ+��†�Q#Ý�K�
 Cisco.com �?�}�/�•�ì�¯�Ç�º�˜�™�”  �Ç�“�–�Ý�†�²�˜�å�ß�î�»�M�•�_�c0Á�•�†�“�•
�²0[�@�6�~�r�M��0ò(ý�_�X�8�Z�c�
�G�b�Ü�Ü�î�«�b�Ü�Ü�î�«  �À�î�º�†�g!·�K�Z�C�T�I�8��

�G�G�[�c�
���b�_���_�X�8�Z1��Â�K�r�M��

• �� Kerberos �b�+0[�� >&P.11-42>'

• �� Kerberos �b�·�8�� >&P.11-44>'

• �� Kerberos �b0¿���� >&P.11-45>'

�«�̧ �µ�É 13 show running-config 0¿���†&�1��K�r�M��

�«�̧ �µ�É 14 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��

�¥�Ð�å�» % $×
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'¨  11 'v       �«�–�µ�³  �Ë�î�«1�0É�b0¿��
Kerberos �_�|�•�«�–�µ�³  �”�¡�­�«�b�D�š
Kerberos �b0¿���[�_�X�8�Z�c�
 �� Cisco IOS Security Configuration Guide, Release 12.2���b�� Security 
Server Protocols���b'v�b�� Kerberos Configuration Examples���†�g!·�K�Z�C�T�I�8��

�G�G�[�Q#Ý�M�•�¥�Ð�å�»�b�S�e�>�|�g�Q#Ý�‰�2�b0ò(ý�_�X�8�Z�c�
 �� Cisco IOS Security Command 
Reference, Release 12.2���b�� Security Server Protocols���b'v�b�� Kerberos Commands���†�g!·�K�Z�C
�T�I�8��

>&�@>' Kerberos 0¿���[�>�|�g�� Cisco IOS Security Command Reference, Release 12.2���[�c�
�™8—�[�A�•�§�î
�»  �Ã�î�¸�•�c�
 Kerberos �†�§�Ï�î�º�K�
�¿�µ�º�á�î�¡  �­�Ÿ�×�Ü�¸�•  �§�î�Â�\�K�Z0¿���I�€�
 Kerberos 
�É�ß�º�¥�Ý�†�Q#Ý�K�Z�Ø�î�¨�†1�0É�[�A�•  IE 3000 �«�–�µ�³�[�M��

Kerberos �b�+0[

Kerberos �c�Ð�§�³�×�î�­�µ�¶�d&É�±�Û>& MIT>'�@6ä$Î�K�S&Î�&�Ÿ�î�_�|�•�¿�µ�º�á�î�¡1�0É�É�ß�º�¥
�Ý�[�M�� Data Encryption Standard>&DES; �¹�î�±�/�•�ì0d�A>'�\�8�:�/�•�ì�”�Ý�¦�Ü�¬�Ò�†�/�•�ì�\1�
0É�_�Q#Ý�K�
�¿�µ�º�á�î�¡  �Ü�¯�î�«�_�P�M�•0[�Ó�†1�0É�K�r�M�� Kerberos �c�
�™8—�[�A�•�§�î�»�Ã�î
�¸�•�\�8�:�+�Õ�†�Q�W�Z�Ø�î�¨�\�§�î�Å�«�_�P�K�Z�­�Ÿ�×�Ü�¸�•�b�è0É�†��/œ�K�r�M���G�b�™8—�[�A�•
�§�î�»�Ã�î�¸�•�†  Key Distribution Center>&KDC; �Ÿ�î$Î/œ�•>'�\�ç�g�r�M��

Kerberos �c�
�Ø�î�¨�@1!�[�6�•�?�
�Q�b�Ø�î�¨�@�Q#Ý�K�Z�8�•�¿�µ�º�á�î�¡  �§�î�Å�«�c�1�[�6�•�?�†
�è0É�K�r�M���G�€�†��/œ�M�•�S�u�_�
 KDC>&�X�r�~�™8—�[�A�•  Kerberos �§�î�Â>'�@�Ø�î�¨�_�³�£�µ�º
�†$Î/œ�K�r�M���G�€�}�b�³�£�µ�º�_�c�w� �‡7H�@�6�~�
�Ø�î�¨  �¡�Þ�¹�å�©�Õ�Ý�b�Ÿ�Õ�µ�©�×�_�–�Ñ�I
�€�r�M�� Kerberos �§�î�Â�c�
�Ø�î�¨�¡�x�Ã�«�á�î�»�b�æ�ƒ�~�_�³�£�µ�º�†�Q�W�Z�Ø�î�¨�\�¿�µ�º�á�î
�¡  �§�î�Å�«�†1�0É�K�r�M��

>&�@>' Kerberos �§�î�Â�c�
�¿�µ�º�á�î�¡  �­�Ÿ�×�Ü�¸�•  �§�î�Â�\�K�Z0¿���I�€�
 Kerberos �É�ß�º�¥�Ý�†�Q#Ý�K
�Z�Ø�î�¨�†1�0É�[�A�•  IE 3000 �«�–�µ�³�[�M��

Kerberos �b�¡�Þ�¹�å�©�Õ�Ý$Î/œ�«�Ÿ�î�Ò�[�c�
 single logon �\�8�:�m8p�†�Q#Ý�K�r�M���G�b�m8p�[�c�

�Ø�î�¨�†  1 �G1�0É�M�•�\�
�Ø�î�¨  �¡�Þ�¹�å�©�Õ�Ý�@�w� �^6ë�c>&�Ú�b�Ã�«�á�î�»�b�/�•�ì�†/œ�ƒ�N�_>'
�­�Ÿ�×�”1�0É�@�•+��_�^�~�r�M��

�G�b�¯�Ç�º�˜�™�”  �Ü�Ü�î�«�c  Kerberos 5 �_�P�Â�K�Z�8�r�M�� Kerberos 5 �[�c�
�M�[�_  Kerberos 5 �†�Q
#Ý�K�Z�8�•)�)Ê�@�
 >&UNIX �§�î�Â�x  PC �^�]�b>'�Ú�b�¿�µ�º�á�î�¡  �Í�«�º�@�Q#Ý�K�Z�8�•  KDC �V�b  
Kerberos 1�0É�¹�î�±�Ë�î�«�†�Q#Ý�[�A�r�M��

�G�b�¯�Ç�º�˜�™�”  �Ü�Ü�î�«�[�c�
 Kerberos �c���b�¿�µ�º�á�î�¡  �§�î�Å�«�†�§�Ï�î�º�K�Z�8�r�M��

• Telnet

• rlogin

• rsh>&�Ü�Ô�î�º  �©�™�Ý �É�ß�º�¥�Ý>'
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'¨  11 'v       �«�–�µ�³  �Ë�î�«1�0É�b0¿��
Kerberos �_�|�•�«�–�µ�³  �”�¡�­�«�b�D�š
/² 11-5 �_�
�M+á$×�^  Kerberos 6õ4�#Ý1��\�Q�b��*O�†&g�K�r�M��

/² 11-5 Kerberos �b#Ý1�

#Ý1� ��*O

1�0É �Ø�î�¨�x�§�î�Å�«�@�Ú�b�§�î�Å�«�_�P�K�Z+¬�(+¬3��b3�
–�†0É�Â�M�•�m
8p���S�\�<�d�
�¡�Û�–�”�å�º�c�«�–�µ�³�_�P�K�Z1�0É�†�“�Z�
�«�–�µ�³
�c�Ú�b�«�–�µ�³�_�P�K�Z1�0É�†�“�r�M��

0Á�• �Ø�î�¨�@�¿�µ�º�á�î�¡�x�«�–�µ�³�_�>�8�Z�]�b�|�:�^�’7H�†�w�K�Z�>
�~�
�r�S�]�b�|�:�^�·�8�†��/œ�[�A�•�?�†�
�«�–�µ�³�@1‘�9�M�•�m�•

�¡�Þ�¹�å�©�Õ�Ý 1�0É�³�£�µ�º>& TGT1 �x�§�î�Å�«  �¡�Þ�¹�å�©�Õ�Ý�^�]>'�†/²�M)r&à��
Kerberos �¡�Þ�¹�å�©�Õ�Ý�[�
�Ø�î�¨�r�S�c�§�î�Å�«�b  ID �†�è0É�K�r
�M���¿�µ�º�á�î�¡  �§�î�Å�«�@�³�£�µ�º�†$Î/œ�K�S  Kerberos �§�î�Â�†�™
8—�M�•�G�\�_�K�S���œ�
�Ø�î�¨�¡�x�Ã�«�á�î�»�†
Ì
°�Š�M�•�æ�ƒ�~�_�G
�€�†�Q#Ý�[�A�r�M���¡�Þ�¹�å�©�Õ�Ý�b�w� �‡7H�c�
 8 �ì6ë�@�¹�Ç�›�Ý�º
�b0¿���[�M��

�–�å�«�±�å�« Kerberos �É�Ü�å�©�Ã�Ý�b�Ž1��Þ�Ë�Ý  �Û�Ë�Ý���o�\�‡�]�b  Kerberos �É�Ü
�å�©�Ã�Ý�c�
 user@REALM �\�8�:�g�'�[�M>&�S�\�<�d�

smith@EXAMPLE.COM>'�� Kerberos �–�å�«�±�å�«�b�6�•  Kerberos �É
�Ü�å�©�Ã�Ý�c�
 user/instance@REALM �\�8�:�g�'�[�M>&�S�\�<�d�

smith/admin@EXAMPLE.COM>'�� Kerberos �–�å�«�±�å�«�c�
1�0É�@�B
�Œ�K�S���œ�b�Ø�î�¨�b�Ž1��Þ�Ë�Ý�†�æ���M�•�S�u�_�Q#Ý�[�A�r�M���›
�¿�µ�º�á�î�¡  �§�î�Å�«�b�§�î�Â�c�
 Kerberos �–�å�«�±�å�«�b0Á�•�Ð�µ�Æ
�å�¢�†4:#Ý�K��/œ�[�A�r�M�@�
�²8r�[�c�6�~�r�O�‡��  

>&�@>' Kerberos �É�Ü�å�©�Ã�Ý�¡�>�|�g�–�å�«�±�å�«�¡�c�M�m�Z�`�e�Ð
�[ �^�E�€�d�^�~�r�O�‡ ��

>&�@>' Kerberos �Þ�Ý�Ò�¡�c�M�m�Z�±�e�Ð�[ �^�E�€�d�^�~�r�O�‡ ��

KDC2 �¿�µ�º�á�î�¡  �Í�«�º�['�
>�M�•  Kerberos �§�î�Â�>�|�g�¹�î�±�Ë�î�«  �É
�ß�¢�Û�Ò�[�S�B�I�€�•�Ÿ�î$Î/œ�•

Kerberos �P�Â Kerberos �¡�Þ�¹�å�©�Õ�Ý�b�–�å�Ç�Û�«�º�Û�¡�³�Õ�†�§�Ï�î�º�M�•�S�u
�_�š�f�I�€�S�”�É�Ü�£�î�©�Ù�å�x�§�î�Å�«�b�G�\�†�æ�M#Ý1�

Kerberos �Þ�Ý�Ò Kerberos �§�î�Â�_$Ï6��I�€�S�Ø�î�¨�
�Í�«�º�
�>�|�g�¿�µ�º�á�î�¡  
�§�î�Å�«�[�S�B�I�€�•�»�Ó�–�å�� Kerberos �§�î�Â�†�™8—�K�Z�
�Ø�î�¨
�r�S�c�¿�µ�º�á�î�¡  �§�î�Å�«�_�P�M�•�9�b�Ø�î�¨�r�S�c�¿�µ�º�á�î�¡  
�§�î�Å�«�b  ID �†�è0É�K�r�M��

>&�@>' Kerberos �Þ�Ý�Ò�¡�c�M�m�Z�±�e�Ð�[ �^�E�€�d�^�~�r�O�‡ ��

Kerberos �§�î�Â �¿�µ�º�á�î�¡  �Í�«�º�['�
>�K�Z�8�•�¹�î�Ô�å���Ø�î�¨�>�|�g�¿�µ�º�á�î
�¡  �§�î�Å�«�c�Q�€�R�€  Kerberos �§�î�Â�_  ID �†$Ï6��K�r�M���¿�µ�º
�á�î�¡  �§�î�Å�«�c  Kerberos �§�î�Â�_�¡�š�Ü�î�†3æ�™�K�Z�
�Ú�b�¿�µ�º
�á�î�¡  �§�î�Å�«�b1�0É�†�“�r�M��

KEYTAB 3 �¿�µ�º�á�î�¡  �§�î�Å�«�@  KDC �\
¹�w�M�•�Ã�«�á�î�»�� Kerberos 5 �è7F
�b�Â�î�ª�Ù�å�[�c�
�¿�µ�º�á�î�¡  �§�î�Å�«�c  KEYTAB �†�Q�W�Z�/�•�ì
�I�€�S�§�î�Å�«  �¡�Þ�¹�å�©�Õ�Ý�†�/�•0Ž7V�K�Z1�0É�K�r�M�� KEYTAB 
�c  Kerberos 5 �|�~�v�S�b�Â�î�ª�Ù�å�[�c�
 SRVTAB4 �\�ç�d�€�Z�8�r
�M��

�É�Ü�å�©�Ã�Ý Kerberos ID �\�v�ç�d�€�
 Kerberos �§�î�Â�_�ö�Y�A�
�Ø�î�¨�@1!�[�6�•
�?�
�§�î�Å�«�@�1�[�6�•�?�†/²�K�r�M��

>&�@>' Kerberos �É�Ü�å�©�Ã�Ý�¡�c�M�m�Z�`�e�Ð�[ �^�E�€�d�^�~�r�O�‡ ��
11-43
Cisco IE 3000 �«�–�µ�³  �¯�Ç�º�˜�™�”  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �ž�–�»

OL-27302-01-J 



 

'¨  11 'v       �«�–�µ�³  �Ë�î�«1�0É�b0¿��
Kerberos �_�|�•�«�–�µ�³  �”�¡�­�«�b�D�š
Kerberos �b�·�8

Kerberos �§�î�Â�_�c�
�¿�µ�º�á�î�¡  �­�Ÿ�×�Ü�¸�•  �§�î�Â�\�K�Z0¿���I�€�Z�8�Z�
 Kerberos �É�ß�º�¥�Ý
�†#Ý�8�Z�Ü�Ô�î�º  �Ø�î�¨�†1�0É�[�A�•�«�–�µ�³�†�Q#Ý�[�A�r�M�� Kerberos �†�•�«�±�Ð�–�¬�M�•�‰�2�c
�8�C�X�?�6�~�r�M�@�
�¿�µ�º�á�î�¡  �§�î�Å�«�_�”�¡�­�«�K�|�:�\�M�•�Ü�Ô�î�º  �Ø�î�¨�c�
 3 �X�b�­
�Ÿ�×�Ü�¸�•  �Þ�–�Ö�†3û4#�K�^�8�\�¿�µ�º�á�î�¡  �§�î�Å�«�_�”�¡�­�«�[�A�r�O�‡��

Kerberos �§�î�Â�\�K�Z�«�–�µ�³�†�Q#Ý�K�
�Ü�Ô�î�º  �Ø�î�¨�@�¿�µ�º�á�î�¡  �§�î�Å�«�_�P�K�Z1�0É�†�“
�•�m8p�c�
���b�\�>�~�[�M��

1. ���C#ú�«�–�µ�³�_�P�M�•1�0É�b�v�“�� >&P.11-44>'

2. �� KDC �?�}�b  TGT �b�v�“�� >&P.11-45>'

3. ���¿�µ�º�á�î�¡  �§�î�Å�«�_�P�M�•1�0É�b�v�“�� >&P.11-45>'

 �C#ú�«�–�µ�³�_�P�M�•1�0É�b�v�“

�G�G�[�c�
�Ü�Ô�î�º  �Ø�î�¨�@3û4#�K�^�E�€�d�^�}�^�8�q�6�b�­�Ÿ�×�Ü�¸�•  �Þ�–�Ö�_�X�8�Z1��Â�K�r�M��
�Ø�î�¨�c�
�r�N�C#ú�«�–�µ�³�_�P�K�Z1�0É�†�“�^�E�€�d�^�~�r�O�‡���Ü�Ô�î�º  �Ø�î�¨�@�C#ú�«�–�µ�³
�_�P�K�Z1�0É�†�“�•���œ�
���b�É�ß�­�«�@$Î#Õ�K�r�M��

1. �Ø�î�¨�@�C#ú�«�–�µ�³�_�P�K�Z�
 Kerberos �•�P�Â�b  Telnet �K)F�†6ä���K�r�M��

2. �Ø�î�¨�¡�\�Ã�«�á�î�»�b
°�Š�†�Ó�u�•�É�ß�å�É�º�†�«�–�µ�³�@/²&g�K�r�M��

3. �«�–�µ�³�@�
�G�b�Ø�î�¨�b  TGT �†  KDC �_0[�Ó�K�r�M��

4. KDC �@�Ø�î�¨  ID �†�µ�t�/�•�ì�I�€�S  TGT �†�«�–�µ�³�_3æ�™�K�r�M��

5. �«�–�µ�³�c�
�Ø�î�¨�@
°�Š�K�S�Ã�«�á�î�»�†�Q�W�Z  TGT �b�/�•0Ž7V�†0è/œ�K�r�M��

• �/�•0Ž7V�_�B�Œ�K�S���œ�c�
�Ø�î�¨�c�«�–�µ�³�_�P�K�Z1�0É�†�“�r�M��

• �/�•0Ž7V�_�B�Œ�K�^�8���œ�c�
�Ø�î�¨�¡�\�Ã�«�á�î�»�†
Ì
°�Š>& Caps Lock �r�S�c  Num Lock 
�b�œ�å / �œ�Ç�_�@�–>'�M�•�?�
�9�b�Ø�î�¨�¡�\�Ã�«�á�î�»�†
°�Š�K�Z�«�¸�µ�É  2 �b�m8p�†)Þ�~
3É�K�r�M��

�§�î�Å�«  �¡�Þ�¹�å�©�Õ�Ý �¿�µ�º�á�î�¡  �§�î�Å�«�b�¡�Þ�¹�å�©�Õ�Ý�� KDC �?�}�¡�Þ�¹�å�©�Õ�Ý�@
$Î/œ�I�€�•�\�
�¿�µ�º�á�î�¡  �§�î�Å�«�\  KDC �@
¹�w�M�•�Ã�«�á�î�»�[
�/�•�ì�I�€�r�M���Ø�î�¨  TGT �\�v�Ã�«�á�î�»�†
¹�w�K�r�M��

SRVTAB �¿�µ�º�á�î�¡  �§�î�Å�«�@  KDC �\
¹�w�M�•�Ã�«�á�î�»�� SRVTAB �c�

Kerberos 5 �è7F�b�Â�î�ª�Ù�å�[�c  KEYTAB �\�ç�d�€�Z�8�r�M��

TGT 3��(0É�Â�i�b�G�\�[�
 KDC �@1�0É�í�s�Ø�î�¨�_$Î/œ�M�•�¡�Þ�¹�å�©�Õ
�Ý�� TGT �†�w�E�v�W�S�Ø�î�¨�c�
 KDC �@&g�K�S Kerberos �Þ�Ý�Ò
Æ�b
�¿�µ�º�á�î�¡  �§�î�Å�«�_�P�K�Z1�0É�†�“�•�G�\�@�[�A�r�M��

1. TGT = Ticket Granting Ticket>&3��(0É�Â�i>'  

2. KDC = Key Distribution Center>&�Ÿ�î$Î/œ�•>'

3. KEYTAB = key table>&�Ÿ�î  �¸�î�È�Ý>'

4. SRVTAB = server table>&�§�î�Â  �¸�î�È�Ý>'

/² 11-5 Kerberos �b#Ý1�  >&)F�A>'

#Ý1� ��*O
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'¨  11 'v       �«�–�µ�³  �Ë�î�«1�0É�b0¿��
Kerberos �_�|�•�«�–�µ�³  �”�¡�­�«�b�D�š
Kerberos �•�P�Â�b  Telnet �­�µ�©�Ù�å�†6ä���K�
�C#ú�«�–�µ�³�b1�0É�†�“�Z�8�•�Ü�Ô�î�º  �Ø�î�¨�c�Ç�“
�–�”�˜�›�î�Ý�b
Æ
��_�8�r�M�@�
�¿�µ�º�á�î�¡  �§�î�Å�«�_�”�¡�­�«�M�•�_�c�
 KDC �?�}%$�K1�0É�†�“
�•�²0[�@�6�~�r�M���Ø�î�¨�@  KDC �?�}1�0É�†�“�^�E�€�d�^�}�^�8�b�c�
 KDC �@$Î/œ�M�• TGT �c�«
�–�µ�³�_�–�Ñ�I�€�Z�>�~�
�Ø�î�¨�@�G�b�«�–�µ�³�_�ß�¢�œ�å�K�^�8�?�B�~�
3ã�•�b1�0É�_�Q#Ý�[�A�^�8
�?�}�[�M��

KDC �?�}�b  TGT �b�v�“

�G�G�[�c�
�Ü�Ô�î�º  �Ø�î�¨�@3û4#�K�^�E�€�d�^�}�^�8  2 $��u�b�­�Ÿ�×�Ü�¸�•  �Þ�–�Ö�_�X�8�Z1��Â�K�r
�M���Ø�î�¨�c�
�¿�µ�º�á�î�¡  �§�î�Å�«�_�”�¡�­�«�M�•�S�u�_�
�G�b�Þ�–�Ö�[  KDC �b1�0É�†�“�Z�

KDC �?�}  TGT �†�v�“�K�^�E�€�d�^�~�r�O�‡��

KDC �_�P�K�Z1�0É�†�“�•�‰�2�_�X�8�Z�c�
 �� Cisco IOS Security Configuration Guide, Release 12.2���b
�� Security Server Protocols���b'v�_�6�•�� Obtaining a TGT from a KDC���†�g!·�K�Z�C�T�I�8��

�¿�µ�º�á�î�¡  �§�î�Å�«�_�P�M�•1�0É�b�v�“

�G�G�[�c�
�Ü�Ô�î�º  �Ø�î�¨�@3û4#�K�^�E�€�d�^�}�^�8  3 $��u�b�­�Ÿ�×�Ü�¸�•  �Þ�–�Ö�_�X�8�Z1��Â�K�r
�M�� TGT �†�v�“�K�S�Ø�î�¨�c�
�G�b�Þ�–�Ö�[  Kerberos �Þ�Ý�Ò
Æ�b�¿�µ�º�á�î�¡  �§�î�Å�«�_�P�K�Z1�0É
�†�“�^�E�€�d�^�~�r�O�‡��

�¿�µ�º�á�î�¡  �§�î�Å�«�_�P�K�Z1�0É�†�“�•�‰�2�_�X�8�Z�c�
 �� Cisco IOS Security Configuration Guide, 
Release 12.2���b�� Security Server Protocols���b'v�b�� Authenticating to Network Services���†�g!·�K
�Z�C�T�I�8��

Kerberos �b0¿��

�Ü�Ô�î�º  �Ø�î�¨�@�¿�µ�º�á�î�¡  �§�î�Å�«�_�P�K�Z1�0É�†�“�•�_�c�
 Kerberos �Þ�Ý�Ò
Æ�b�Í�«�º�\  
KDC �†0¿���K�
�Ø�î�¨�\�¿�µ�º�á�î�¡  �§�î�Å�«�b�g�‰�_3û�™�†/œ�8�
%&�«�_1�0É�I�O�•�²0[�@�6�~�r
�M���G�€�†��#'�M�•�_�c�
�«�8�b1‘�9�@�²0[�[�M�� KDC �V�b  Kerberos �¹�î�±�Ë�î�«�_�Í�«�º�b�š�å�º
�Ü�†3ã�•�K�
 Kerberos �Þ�Ý�Ò
Æ�b�M�m�Z�b�Í�«�º�_  KDC �@#Õ�B�K�S KEYTAB �Ç�“�–�Ý�†3ã�•�K�r
�M���r�S�
 KDC �¹�î�±�Ë�î�«�_�Ø�î�¨#Ý�b�š�å�º�Ü�v�8�B�K�r�M��

�Í�«�º�>�|�g�Ø�î�¨�b�š�å�º�Ü�†3ã�•�r�S�c�8�B�M�•���œ�b�@�–�¦8o�c���b�\�>�~�[�M��

• Kerberos �É�Ü�å�©�Ã�Ý�¡�c�M�m�Z�`�e�Ð�[ �^�E�€�d�^�~�r�O�‡ ��

• Kerberos �–�å�«�±�å�«�¡�c�M�m�Z�`�e�Ð�[ �^�E�€�d�^�~�r�O�‡ ��

• Kerberos �Þ�Ý�Ò�¡�c�M�m�Z�±�e�Ð�[ �^�E�€�d�^�~�r�O�‡ ��

>&�@>' Kerberos �§�î�Â�_�c�
�¿�µ�º�á�î�¡  �­�Ÿ�×�Ü�¸�•  �§�î�Â�\�K�Z0¿���I�€�Z�8�Z�
 Kerberos �É�ß�º�¥�Ý
�†#Ý�8�Z�Ø�î�¨�†1�0É�[�A�•�«�–�µ�³�†�Q#Ý�[�A�r�M��

Kerberos 1�0É�í�s�§�î�Â / �¡�Û�–�”�å�º  �©�«�¸�Ò�†0¿���M�•�m8p�c�
���b�\�>�~�[�M��

• Kerberos �¥�Ð�å�»�†�Q#Ý�K�Z  KDC �†0¿���K�r�M��

• Kerberos �É�ß�º�¥�Ý�†�Q#Ý�M�•�|�:�_�«�–�µ�³�†0¿���K�r�M��

0¿���_�X�8�Z�c�
 �� Cisco IOS Security Configuration Guide, Release 12.2���b�� Security Server 
Protocols���b'v�b�� Kerberos Configuration Task List���†�g!·�K�Z�C�T�I�8��
11-45
Cisco IE 3000 �«�–�µ�³  �¯�Ç�º�˜�™�”  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �ž�–�»

OL-27302-01-J 



 

'¨  11 'v       �«�–�µ�³  �Ë�î�«1�0É�b0¿��
�«�–�µ�³�b�ß�î�•�Ý1�0É�>�|�g0Á�•�b0¿��
�«�–�µ�³�b�ß�î�•�Ý1�0É�>�|�g0Á�•�b0¿��
�ß�î�•�Ý  �Ô�î�»�[  AAA �†��/æ�M�•�|�:�_�«�–�µ�³�†0¿���M�•�\�
�§�î�Â�@�^�C�Z�v�·�8�M�•�|�:�_  
AAA �†0¿���[�A�r�M���G�b���œ�
�«�–�µ�³�c1�0É�>�|�g0Á�•�b��#.�†/œ�8�r�M���G�b0¿���[�c�”�•�˜
�å�¸�•�å�¢�µ+��c�Q#Ý�[�A�r�O�‡��

�«�–�µ�³�†�ß�î�•�Ý  AAA #Ý�_0¿���M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

AAA �†�¹�•�­�î�È�Ý�_�M�•�_�c�
 no aaa new-model �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†
�Q#Ý�K�r�M��0Á�•�†�¹�•�­�î�È�Ý�_�M�•�_�c�
 no aaa authorization { network | exec} method1 �¢�ß�î
�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

>&�@>' AAA �‰�'�†�Q#Ý�K�Z  HTTP �”�¡�­�«�_�P�K�«�–�µ�³�b�­�Ÿ�×�Ü�¸�•�†&��–�M�•�_�c�
 ip http 
authentication aaa �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�[�«�–�µ�³�†0¿���M�•�²0[�@�6�~�r
�M�� AAA 1�0É�†0¿���K�Z�v�
 AAA �‰�'�†�Q#Ý�K�S  HTTP �”�¡�­�«�_�P�K�«�–�µ�³�b�­�Ÿ�×�Ü�¸�•�c
&��–�K�r�O�‡��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 aaa new-model AAA �†�–�¿�î�È�Ý�_�K�r�M��

�«�̧ �µ�É 3 aaa authentication login default 
local

�ß�î�•�Ý�b�Ø�î�¨�¡�¹�î�±�Ë�î�«�†�Q#Ý�M�•�|�:�_�ß�¢�–�å1�0É�†0¿���K�r
�M�� default �Ÿ�î�á�î�»�_�|�~�
�ß�î�•�Ý  �Ø�î�¨  �¹�î�±�Ë�î�«1�0É�@�M�m�Z
�b�Ï�î�º�_4:#Ý�I�€�r�M��

�«�̧ �µ�É 4 aaa authorization exec local �Ø�î�¨�b  AAA 1�0É�†0¿���K�
�ß�î�•�Ý  �¹�î�±�Ë�î�«�†&�1��K�Z�
�Q�b�Ø�î
�¨�_  EXEC �©�™�Ý�b��/œ�†0Á�•�K�r�M��

�«�̧ �µ�É 5 aaa authorization network local �¿�µ�º�á�î�¡6õ4��b�M�m�Z�b�§�î�Å�«0[�Ó�_�P�M�•�Ø�î�¨  AAA 1�0É�†0¿��
�K�r�M��

�«�̧ �µ�É 6 username name [privilege level] 
{ password encryption-type 
password}

�ß�î�•�Ý  �¹�î�±�Ë�î�«�†�Q#Ý�K�
�Ø�î�¨�¡�Ë�î�«�b1�0É�©�«�¸�Ò�†0¿���K
�r�M��

�Ø�î�¨�H�\�_�¥�Ð�å�»�†)Þ�~3É�K
°�Š�K�r�M��

• name �_�c�
�Ø�î�¨  ID �†  1 �á�î�»�[�æ���K�r�M���«�Ì�î�«�\�,#Ý'¢�c�Q
#Ý�[�A�r�O�‡��

• >&�õ�–>' level �_�c�
�”�¡�­�«�’�†�“�S�Ø�î�¨�_0¿���M�•�’7H�Þ�Ë�Ý�†�æ
���K�r�M���æ���[�A�•(
�V�c  0 >|  15 �[�M���Þ�Ë�Ý  15 �[�c"I�’  EXEC 
�Ô�î�»�[�b�”�¡�­�«�@�•+��[�M���Þ�Ë�Ý  0 �[�c�
�Ø�î�¨  EXEC �Ô�î�»�[
�b�”�¡�­�«�\�^�~�r�M��

• encryption-type �_�c�
�/�•�ì�I�€�Z�8�^�8�Ã�«�á�î�»�@�‹�•�_)F�C���œ
�c  0 �†�
  �/�•�ì�I�€�S�Ã�«�á�î�»�@�‹�•�_)F�C���œ�c  7 �†�æ���K�r�M��

• password �_�c�
�Ø�î�¨�@�«�–�µ�³�_�”�¡�­�«�M�•���œ�_
°�Š�M�•�²0[
�b�6�•�Ã�«�á�î�»�†�æ���K�r�M���Ã�«�á�î�»�c  1 >|  25 �e�Ð�[�
�Ù�u3¸
�s�«�Ì�î�«�†�Q#Ý�[�A�
 username �¥�Ð�å�»�b�q�‹�b�œ�É�©�Ù�å�\�K�Z
�æ���K�r�M��

�«�̧ �µ�É 7 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 8 show running-config 0¿���†&�1��K�r�M��

�«�̧ �µ�É 9 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��
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'¨  11 'v       �«�–�µ�³  �Ë�î�«1�0É�b0¿��
SSH �b�S�u�b�«�–�µ�³�b0¿��

se 
ip http authentication �¥�Ð�å�»�b0ò(ý�_�X�8�Z�c�
 �� Cisco IOS Security Command Reference, Relea
12.2���†�g!·�K�Z�C�T�I�8��

SSH �b�S�u�b�«�–�µ�³�b0¿��
�G�G�[�c�
 SSH �µ+��†0¿���M�•�‰�2�_�X�8�Z1��Â�K�r�M���G�b�µ+��†�Q#Ý�M�•�_�c�
�/�•>&�/�•�ì>'
�¯�Ç�º�˜�™�”  �–�Ó�î�ª�†�«�–�µ�³�_�–�å�«�º�î�Ý�M�•�²0[�@�6�~�r�M���G�b�µ+��†�Q#Ý�K�
 Cisco.com 
�?�}�/�•�ì�¯�Ç�º�˜�™�”  �Ç�“�–�Ý�†�²�˜�å�ß�î�»�M�•�_�c0Á�•�†�“�•�²0[�@�6�~�r�M��0ò(ý�_�X�8�Z
�c�
�G�b�Ü�Ü�î�«�b�Ü�Ü�î�«  �À�î�º�†�g!·�K�Z�C�T�I�8��

�G�G�[�c�
���b�_���_�X�8�Z1��Â�K�r�M��

• �� SSH �b�+0[�� >&P.11-47>'

• �� SSH �b0¿���� >&P.11-48>'

• �� SSH �b0¿���>�|�g�«�¸�î�±�«�b/²&g�� >&P.11-51>'

SSH �b0¿���[�_�X�8�Z�c�
���b  URL �_�6�•�� Cisco IOS Security Configuration Guide, Cisco IOS 
Release 12.2���b�� Configuring Secure Shell���b�� SSH Configuration Examples���†�g!·�K�Z�C�T�I
�8��

IPv6 �_�>�E�•  SSH �c�
 IPv4 �_�>�E�•  SSH �\� �L�|�:�_�µ+��K�
� �L�<!l�†�f�j�K�r�M�� SSH �l�b  
IPv6 �b�µ+��Ñ�G�_�|�~�
 IPv6 �”�»�Þ�«�@�§�Ï�î�º�I�€�•�S�u�
 Cisco �Ý�î�±�c  IPv6 �º�Û�å�«�Ï�î�º�†
�Ó�K�Z�Ü�Ô�î�º  IPv6 �À�î�»�\�b�­�Ÿ�×�”�^�/�•�ì�I�€�S�K)F�†�w�E
°�€�S�~�
&�'g�K�S�~�[�A�r�M��

>&�@>' �G�G�[�Q#Ý�M�•�¥�Ð�å�»�b�S�e�>�|�g�Q#Ý�‰�2�b0ò(ý�_�X�8�Z�c�
�G�b�Ü�Ü�î�«�_�P�Â�M�•�¥�Ð�å�»  
�Ü�Ç�“�Þ�å�«�>�|�g  Cisco IOS Release 12.2 �b�¥�Ð�å�»  �Ü�Ç�“�Þ�å�«�†�g!·�K�Z�C�T�I�8��

SSH �b�+0[  
SSH �c�
�¹�Â�–�«�_�P�M�•�ó
²�^�Ü�Ô�î�º�K)F�†�•+��_�M�•�É�ß�º�¥�Ý�[�M�� SSH �c�
�¹�Â�–�«�b1�
0É�ì�_�I�Š�^�/�•�ì�†/œ�:�G�\�[�
�Ü�Ô�î�º�K)F�_�X�8�Z  Telnet �è�V�b�­�Ÿ�×�Ü�¸�•�†��#'�K�r�M��
�G�b�¯�Ç�º�˜�™�”  �Ü�Ü�î�«�c�
 SSH �Â�î�ª�Ù�å  1>&SSHv1>'�>�|�g  SSH �Â�î�ª�Ù�å  2>&SSHv2>'�†�§
�Ï�î�º�K�Z�8�r�M��

�G�G�[�c�
���b
Æ���_�X�8�Z1��Â�K�r�M��

• �� SSH �§�î�Â�
)+�œ�¡�Û�–�”�å�º�
�>�|�g�§�Ï�î�º�I�€�Z�8�•�Â�î�ª�Ù�å�� >&P.11-47>'

• ���D7H�¦8o�� >&P.11-48>'

SSH �§�î�Â�
)+�œ�¡�Û�–�”�å�º�
�>�|�g �§�Ï�î�º�I�€�Z�8�•�Â�î�ª�Ù�å

SSH �µ+��_�c  SSH �§�î�Â�>�|�g  SSH )+�œ�¡�Û�–�”�å�º�@�6�~�
�G�€�}�c�«�–�µ�³�V�[��/œ�I�€�•�”
�É�Ü�£�î�©�Ù�å�[�M�� SSH �¡�Û�–�”�å�º�†�Q#Ý�M�•�\�
 SSH �§�î�Â�@'�
>�M�•�«�–�µ�³�_�K)F�[�A�r
�M�� SSH �§�î�Â�c�
�G�b�Ü�Ü�î�«�[�§�Ï�î�º�I�€�Z�8�•  SSH �¡�Û�–�”�å�º�>�|�g�
�Ú&k0��b  SSH �¡
�Û�–�”�å�º�\�Q#Ý�K�r�M���r�S�
 SSH �¡�Û�–�”�å�º�c�
�G�b�Ü�Ü�î�«�[�§�Ï�î�º�I�€�Z�8�•  SSH �§�î
�Â�>�|�g�Ú&k0��b  SSH �§�î�Â�\�Q#Ý�K�r�M��

�«�–�µ�³�c�
 SSHv1 �r�S�c  SSHv2 �§�î�Â�†�§�Ï�î�º�K�r�M��

�«�–�µ�³�c�
 SSHv1 �¡�Û�–�”�å�º�†�§�Ï�î�º�K�Z�8�r�M��
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'¨  11 'v       �«�–�µ�³  �Ë�î�«1�0É�b0¿��
SSH �b�S�u�b�«�–�µ�³�b0¿��
SSH �c�
 DES �/�•�ì�”�Ý�¦�Ü�¬�Ò�
 Triple DES>&3DES>'�/�•�ì�”�Ý�¦�Ü�¬�Ò�
�>�|�g�Ã�«�á�î�»
�Ë�î�«�b1�0É�†�§�Ï�î�º�K�Z�8�r�M��

SSH �c���b�Ø�î�¨1�0É�‰�'�†�§�Ï�î�º�K�Z�8�r�M��

• TACACS+>&0ò(ý�_�X�8�Z�c�
 �� TACACS+ �_�|�•�«�–�µ�³  �”�¡�­�«�b�D�š�� >&P.11-11>' �†�g!·�K
�Z�C�T�I�8>'

• RADIUS>&0ò(ý�_�X�8�Z�c�
 �� RADIUS �_�|�•�«�–�µ�³  �”�¡�­�«�b�D�š�� >&P.11-19>' �†�g!·�K�Z�C
�T�I�8>'

• �ß�î�•�Ý1�0É�>�|�g0Á�•>&0ò(ý�_�X�8�Z�c�
 ���«�–�µ�³�b�ß�î�•�Ý1�0É�>�|�g0Á�•�b0¿����
>&P.11-46>' �†�g!·>'

>&�@>' �G�b�¯�Ç�º�˜�™�”  �Ü�Ü�î�«�c�
 IP Security>&IPSec>'�†�§�Ï�î�º�K�Z�8�r�O�‡��

�D7H�¦8o  

SSH �_�c�
���b�D7H�¦8o�@4:#Ý�I�€�r�M��

• �«�–�µ�³�c�
 Rivest, Shamir, and Adelman>&RSA>'1�0É�†�§�Ï�î�º�K�r�M��

• SSH �c�
��/œ�©�™�Ý  �”�É�Ü�£�î�©�Ù�å�T�E�†�§�Ï�î�º�K�r�M��

• SSH �§�î�Â�>�|�g  SSH �¡�Û�–�”�å�º�c�
 DES>&56 �Å�µ�º>'�>�|�g  3DES>&168 �Å�µ�º>'�¹�î�±�/
�•�ì�¯�Ç�º�˜�™�”�[�b�s�§�Ï�î�º�I�€�r�M��

• �«�–�µ�³�c�
 128 �Å�µ�º  �Ÿ�î�
 192 �Å�µ�º  �Ÿ�î�
�r�S�c  256 �Å�µ�º  �Ÿ�î�b  Advanced Encryption 
Standard>&AES; 9×�Ø�/�•�ì0d�A>'�/�•�ì�”�Ý�¦�Ü�¬�Ò�†�§�Ï�î�º�K�r�M���S�T�K�
�Ÿ�î�†�/�•�ì
�M�•�P&à�/�•�ì  AES �c�§�Ï�î�º�I�€�r�O�‡��

SSH �b0¿��


Æ���c���b�\�>�~�[�M��

• ��0¿���ì�b�@�–�¦8o�� >&P.11-48>'

• ���«�–�µ�³�[  SSH �†��/œ�M�•�S�u�b�­�µ�º�”�µ�É�� >&P.11-49>'>&�²8r>'

• �� SSH �§�î�Â�b0¿���� >&P.11-50>'>&�«�–�µ�³�†  SSH �§�î�Â�\�K�Z0¿���M�•���œ�b�s�²8r>'

0¿���ì�b�@�–�¦8o

�«�–�µ�³�†  SSH �§�î�Â�r�S�c  SSH �¡�Û�–�”�å�º�\�K�Z0¿���M�•���œ�c�
���b�@�–�¦8o�_�‘�W�Z�C�T�I
�8��

• SSHv2 �§�î�Â�c�
 SSHv1 �§�î�Â�[#Õ�B�I�€�•  RSA �Ÿ�î�b�Ì�”�†�Q#Ý�[�A�r�M>&3ë�b���œ�v� �]
�[�M>'��

• crypto key generate rsa �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†
°�Š�K�S�‹�
 CLI �š�Û�î  
�Ó�µ�­�î�ª�@/²&g�I�€�•���œ�
 RSA �Ÿ�î�Ì�”�c#Õ�B�I�€�Z�8�r�O�‡���Í�«�º�¡�>�|�g�»�Ó�–�å�†

Ì0¿���K�Z�?�}�
 crypto key generate rsa �¥�Ð�å�»�†
°�Š�K�Z�C�T�I�8��0ò(ý�_�X�8�Z�c�
 ���«
�–�µ�³�[  SSH �†��/œ�M�•�S�u�b�­�µ�º�”�µ�É�� >&P.11-49>' �†�g!·�K�Z�C�T�I�8��  

• RSA �Ÿ�î�b�Ì�”�†#Õ�B�M�•���œ�_�
�Ó�µ�­�î�ª�� No host name specified ���@/²&g�I�€�•�G�\�@
�6�~�r�M���G�b�Ó�µ�­�î�ª�@/²&g�I�€�S���œ�c�
 hostname �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  
�¥�Ð�å�»�†�Q#Ý�K�Z�Í�«�º�¡�†0¿���M�•�²0[�@�6�~�r�M��
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'¨  11 'v       �«�–�µ�³  �Ë�î�«1�0É�b0¿��
SSH �b�S�u�b�«�–�µ�³�b0¿��
• RSA �Ÿ�î�b�Ì�”�†#Õ�B�M�•���œ�_�
�Ó�µ�­�î�ª�� No domain specified ���@/²&g�I�€�•�G�\�@�6�~
�r�M���G�b�Ó�µ�­�î�ª�@/²&g�I�€�S���œ�c�
 ip domain-name �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  
�¥�Ð�å�»�†�Q#Ý�K�Z  IP �»�Ó�–�å�¡�†0¿���M�•�²0[�@�6�~�r�M��

• �ß�î�•�Ý1�0É�>�|�g0Á�•�b�‰�2�†0¿���M�•���œ�_�
�¥�å�¯�î�Ý�V�[  AAA �@�¹�•�­�î�È�Ý�_�I�€�Z
�8�•�G�\�†&�1��K�Z�C�T�I�8��

�«�–�µ�³�[  SSH �†��/œ�M�•�S�u�b�­�µ�º�”�µ�É

SSH �†��/œ�M�•�|�:�_�«�–�µ�³�†�­�µ�º�”�µ�É�M�•�_�c�
���b�m8p�†��/œ�K�Z�C�T�I�8��

1. �/�•�ì�¯�Ç�º�˜�™�”  �–�Ó�î�ª�†  Cisco.com �?�}�²�˜�å�ß�î�»�K�r�M���G�b�m8p�c�²8r�[�M��0ò(ý
�_�X�8�Z�c�
�G�b�Ü�Ü�î�«�b�Ü�Ü�î�«  �À�î�º�†�g!·�K�Z�C�T�I�8��

2. �«�–�µ�³�b�Í�«�º�¡�>�|�g  IP �»�Ó�–�å�¡�†0¿���K�r�M���G�b�m8p�†��/œ�M�•�b�c�
�«�–�µ�³�†  
SSH �§�î�Â�\�K�Z0¿���M�•���œ�T�E�[�M��

3. �«�–�µ�³�@  SSH �†+¬�·$×�_�–�¿�î�È�Ý�_�M�•�S�u�b  RSA �Ÿ�î�b�Ì�”�†#Õ�B�K�r�M���G�b�m8p�†��
/œ�M�•�b�c�
�«�–�µ�³�†  SSH �§�î�Â�\�K�Z0¿���M�•���œ�T�E�[�M��

4. �ß�î�•�Ý  �”�¡�­�«�r�S�c�Ü�Ô�î�º  �”�¡�­�«#Ý�_�Ø�î�¨1�0É�†0¿���K�r�M���G�b�m8p�c�²8r�[�M��
0ò(ý�_�X�8�Z�c�
 ���«�–�µ�³�b�ß�î�•�Ý1�0É�>�|�g0Á�•�b0¿���� >&P.11-46>' �†�g!·�K�Z�C�T�I�8��   

�Í�«�º�¡�\  IP �»�Ó�–�å�¡�†0¿���K�
 RSA �Ÿ�î�b�Ì�”�†#Õ�B�M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†
��/œ�K�r�M���G�b�m8p�†��/œ�M�•�b�c�
�«�–�µ�³�†  SSH �§�î�Â�\�K�Z0¿���M�•���œ�T�E�[�M��

RSA �Ÿ�î�b�Ì�”�†�P7V�M�•�_�c�
 crypto key zeroize rsa �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å
�»�†�Q#Ý�K�r�M�� RSA �Ÿ�î�b�Ì�”�†�P7V�M�•�\�
 SSH �§�î�Â�c+¬�·$×�_�¹�•�­�î�È�Ý�_�^�~�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 hostname hostname �«�–�µ�³�b�Í�«�º�¡�†0¿���K�r�M��

�«�̧ �µ�É 3 ip domain-name domain_name �«�–�µ�³�b�Í�«�º  �»�Ó�–�å�†0¿���K�r�M��

�«�̧ �µ�É 4 crypto key generate rsa �«�–�µ�³�V�[�ß�î�•�Ý�>�|�g�Ü�Ô�î�º1�0É#Ý�_  SSH �§�î�Â�†�–�¿�î�È�Ý
�_�K�
 RSA �Ÿ�î�b�Ì�”�†#Õ�B�K�r�M��

�q�`�Ô�ª�×�Û�«  �§�–�¬�c�
 1024 �Å�µ�º�_�M�•�G�\�†�N�á�K�r�M��

RSA �Ÿ�î�b�Ì�”�†#Õ�B�M�•���œ�_�
�Ô�ª�×�Û�«�b6×�I�b
°�Š�†�Ó�u�}�€
�r�M���Ô�ª�×�Û�«�@6×�C�^�•�o�]�ó
²�[�M�@�
#Õ�B�\�Q#Ý�_�ì6ë�@�?�?
�~�r�M��

�«�̧ �µ�É 5 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 6 show ip ssh

�r�S�c

show ssh

SSH �§�î�Â�b�Â�î�ª�Ù�å�>�|�g0¿���_���†/²&g�K�r�M��

�«�–�µ�³�V�b  SSH �§�î�Â�b�«�¸�î�±�«�†/²&g�K�r�M��

�«�̧ �µ�É 7 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��
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'¨  11 'v       �«�–�µ�³  �Ë�î�«1�0É�b0¿��
SSH �b�S�u�b�«�–�µ�³�b0¿��
SSH �§�î�Â�b0¿��

SSH �§�î�Â�†0¿���M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

�¹�Ç�›�Ý�º�b  SSH �D�š�Ã�Û�Ó�î�±�_�`�M�_�c�
 no ip ssh { timeout | authentication-retries} �¢�ß�î�Â
�Ý �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 ip ssh version [1 | 2] >&�õ�–>' SSHv1 �r�S�c  SSHv2 �†��/œ�M�•�|�:�_�«�–�µ�³�†0¿���K�r�M��

• 1>8SSHv1 �†��/œ�M�•�|�:�_�«�–�µ�³�†0¿���K�r�M��

• 2>8SSHv2 �†��/œ�M�•�|�:�_�«�–�µ�³�†0¿���K�r�M��

�G�b�¥�Ð�å�»�†
°�Š�K�^�8���œ�
�r�S�c�Ÿ�î�á�î�»�†�æ���K�^�8���œ�

SSH �§�î�Â�c�
 SSH �¡�Û�–�”�å�º�[�§�Ï�î�º�I�€�Z�8�•�q�‚�Â�î�ª�Ù�å
�b  SSH �†4E�¥�K�r�M���S�\�<�d�
 SSH �¡�Û�–�”�å�º�@  SSHv1 �>�|�g  
SSHv2 �†�§�Ï�î�º�M�•���œ�
 SSH �§�î�Â�c  SSHv2 �†4E�¥�K�r�M��

�«�̧ �µ�É 3 ip ssh { timeout seconds | 
authentication-retries number}

SSH �D�š�Ã�Û�Ó�î�±�†0¿���K�r�M��

• �±�–�Ò�”�˜�º�Í�c&Ê�"�)�[�æ���K�r�M>&�¹�Ç�›�Ý�º�Í�c  120 &Ê>'���æ
���[�A�•(
�V�c  0 >|  120 &Ê�[�M���G�b�Ã�Û�Ó�î�±�c�
 SSH �¿�¦�©
�š�î�©�Ù�å  �Ç�™�î�¬�_4:#Ý�I�€�r�M���K)F�@&�'g�I�€�•�\�
�«�–�µ
�³�c  CLI �Ë�î�«  �­�µ�©�Ù�å�b�¹�Ç�›�Ý�º�b�±�–�Ò�”�˜�º�Í�†�Q#Ý�K
�r�M��

�¹�Ç�›�Ý�º�[�c�
�¿�µ�º�á�î�¡�V�b0
�X�b  CLI �Ë�î�«  �­�µ�©�Ù�å
>&�­�µ�©�Ù�å  0 >|  4>'�_�P�K�Z�
�q�±  5 �X�b�/�•�ì� �ì  SSH �K)F�†�Q
#Ý�[�A�r�M����/œ�©�™�Ý�@2s�·�M�•�\�
 CLI �Ë�î�«  �­�µ�©�Ù�å�b�±
�–�Ò�”�˜�º�Í�c�¹�Ç�›�Ý�º�b  10 �(�_�`�~�r�M��

• �¡�Û�–�”�å�º�†�§�î�Â�l
Ì1�0É�[�A�•�G�X�†�æ���K�r�M���¹�Ç�›�Ý
�º�c  3 �[�M���æ���[�A�•(
�V�c  0 >|  5 �[�M��

�g�‰�b�Ã�Û�Ó�î�±�†0¿���M�•���œ�c�G�b�m8p�†)Þ�~3É�K�r�M��

�«�̧ �µ�É 4 line vty line_number 
[ending_line_number]

transport input ssh

>&�õ�–>'�ì�•'ƒ�Ž�G)z0¿���†0¿���K�r�M��

• �Û�–�å  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�Z�
�ì�•'ƒ�Ž�G)z0¿
���†0¿���K�r�M�� line_number �>�|�g  ending_line_number �_�P�K
�Z�
 1 �G)z�Ì�”�†�æ���K�r�M���æ���[�A�•(
�V�c  0 >|  15 �[�M��

• �«�–�µ�³�[8�  SSH Telnet �K)F�†�G4J�M�•�|�:�_0¿���K�r�M���G�€�_
�|�~�
�Ý�î�±�c  SSH �K)F�_7H���I�€�r�M��

�«�̧ �µ�É 5 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 6 show ip ssh

�r�S�c

show ssh

SSH �§�î�Â�b�Â�î�ª�Ù�å�>�|�g0¿���_���†/²&g�K�r�M��

�«�–�µ�³�V�b  SSH �§�î�Â�b�K)F�«�¸�î�±�«�†/²&g�K�r�M��

�«�̧ �µ�É 7 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��
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'¨  11 'v       �«�–�µ�³  �Ë�î�«1�0É�b0¿��
SSL HTTP �b�S�u�b�«�–�µ�³�b0¿��
SSH �b0¿���>�|�g�«�¸�î�±�«�b/²&g

SSH �§�î�Â�b0¿���>�|�g�«�¸�î�±�«�†/²&g�M�•�_�c�
 /² 11-6 �b"I�’  EXEC �¥�Ð�å�»�†  1 �X�r�S�c0
�X
�Q#Ý�K�r�M��

�G�€�}�b�¥�Ð�å�»�b0ò(ý�_�X�8�Z�c�
 �� Cisco IOS Security Command Reference, Cisco IOS Release 
12.2���b�� Other Security Features���b'v�_�6�•�� Secure Shell Commands���†�g!·�K�Z�C�T�I�8��

SSL HTTP �b�S�u�b�«�–�µ�³�b0¿��  
�G�G�[�c�
 HTTP 1.1 �b�§�î�Â�>�|�g�¡�Û�–�”�å�º�_�P�Â�K�S  Secure Socket Layer>&SSL>'�Â�î�ª�Ù�å  
3.0 �†0¿���M�•�‰�2�_�X�8�Z1��Â�K�r�M�� SSL �c�
�­�Ÿ�×�”  HTTP 3û�™�†��#'�M�•�S�u�_�
 HTTP �¡�Û
�–�”�å�º1�0É�T�E�[�^�C�
�§�î�Â1�0É�
�/�•�ì�
�>�|�g�Ó�µ�­�î�ª�b�ö
²�ö�v�f�j�K�r�M�� SSL �†�Q
#Ý�M�•�_�c�
�/�•�ì�¯�Ç�º�˜�™�”  �–�Ó�î�ª�@�«�–�µ�³�_�–�å�«�º�î�Ý�I�€�Z�8�•�²0[�@�6�~�r�M���G
�b�µ+��†�Q#Ý�K�
 Cisco.com �?�}�/�•�ì�¯�Ç�º�˜�™�”  �Ç�“�–�Ý�†�²�˜�å�ß�î�»�M�•�_�c0Á�•�†�“�•�²
0[�@�6�~�r�M���/�•�ì�–�Ó�î�ª�b0ò(ý�_�X�8�Z�c�
�G�b�Ü�Ü�î�«�b�Ü�Ü�î�«  �À�î�º�†�g!·�K�Z�C�T�I
�8��

�G�G�[�c�
���b�_���_�X�8�Z1��Â�K�r�M��

• ���­�Ÿ�×�”  HTTP �§�î�Â�>�|�g�¡�Û�–�”�å�º�b�+0[�� >&P.11-51>'

• ���­�Ÿ�×�”  HTTP �§�î�Â�>�|�g�¡�Û�–�”�å�º�b0¿���� >&P.11-53>'

• ���­�Ÿ�×�”  HTTP �§�î�Â�>�|�g�¡�Û�–�”�å�º�b�«�¸�î�±�«�b/²&g�� >&P.11-57>'

�G�G�[�Q#Ý�M�•0¿���[�x�¥�Ð�å�»�b�S�e�>�|�g�Q#Ý�‰�2�b0ò(ý�_�X�8�Z�c�
 Cisco IOS Release 
12.2(15)T �b�� HTTPS>8HTTP Server and Client with SSL 3.0���b�µ+�1��Â�†�g!·�K�Z�C�T�I�8��

�­�Ÿ�×�”  HTTP �§�î�Â�>�|�g�¡�Û�–�”�å�º�b�+0[

�­�Ÿ�×�”  HTTP �K)F�b���œ�
 HTTP �§�î�Â�@3æ�w�™�M�•�¹�î�±�c�/�•�ì�I�€�Z�–�å�±�î�¿�µ�º�_3æ�™
�I�€�r�M�� SSL �/�•�ì�†���:  HTTP �c�
 Web �È�Û�˜�¨�?�}�«�–�µ�³�†0¿���M�•�|�:�^�µ+��_�
�­�Ÿ�×
�”�^�K)F�†�f�j�K�r�M���©�«�¥�@��/æ�M�•�­�Ÿ�×�”  HTTP �§�î�Â�>�|�g  HTTP �¡�Û�–�”�å�º�[�c�
�”
�É�Ü�£�î�©�Ù�å�™�b�/�•�ì�_  SSL �Â�î�ª�Ù�å  3.0 �†�Q#Ý�K�r�M�� HTTP over SSL �c�
 HTTPS �\%,$��I
�€�r�M>&�­�Ÿ�×�”�^�K)F�b���œ�
 URL �@ http://�b�æ�ƒ�~�_  https://�[���r�~�r�M>' ��

�­�Ÿ�×�”  HTTP �§�î�Â>&�«�–�µ�³>'�b�z�^�z�m�c�
�æ���b�Ï�î�º>&�¹�Ç�›�Ý�º�b  HTTPS �Ï�î�º�c  
443>'�[  HTTPS 0[�Ó�†�…�U�w�E�Z�
 HTTP 1.1 Web �§�î�Â�l�Q�b0[�Ó�†�û�M�G�\�[�M�� HTTP 1.1 �§�î
�Â�c�Q�b0[�Ó�†��#.�K�Z�
�­�Ÿ�×�”  HTTP �§�î�Â�l�Â'Å>&�ç�g���M>'�K�r�M���­�Ÿ�×�”  HTTP �§�î�Â
�c  HTTP 1.1 �§�î�Â�b�æ�ƒ�~�_�

–�b0[�Ó�_�Â�<�r�M��

�­�Ÿ�×�”  HTTP �¡�Û�–�”�å�º>& Web �È�Û�˜�¨>'�b�z�^�z�m�c�
 Cisco IOS �”�É�Ü�£�î�©�Ù�å0[�Ó�_�Â
'Å�K�Z�
�Q�b�”�É�Ü�£�î�©�Ù�å�@0[�Ó�K�S  HTTPS User Agent �§�î�Å�«�†��/œ�K�
�Â'Å�†>&�Q�b�”�É�Ü
�£�î�©�Ù�å�_>'3É�M�G�\�[�M��

/² 11-6 SSH �§�î�Â�b0¿���>�|�g�«�¸�î�±�«�†/²&g�M�•�¥�Ð�å�»

�¥�Ð�å�» % $×

show ip ssh SSH �§�î�Â�b�Â�î�ª�Ù�å�>�|�g0¿���_���†/²&g�K�r�M��

show ssh SSH �§�î�Â�b�«�¸�î�±�«�†/²&g�K�r�M��
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'¨  11 'v       �«�–�µ�³  �Ë�î�«1�0É�b0¿��
SSL HTTP �b�S�u�b�«�–�µ�³�b0¿��
CA �b�º�Û�«�º�Ï�–�å�º

Certificate Authority>&CA; 1�0É�•>'�c�
0[�Ó�†1��•�K�Z�g�•�M�•�¿�µ�º�á�î�¡  �¹�Â�–�«�_0É�Â�i�†$Î
/œ�K�r�M���G�€�}�b�§�î�Å�«�c�
�g�•�M�•�¹�Â�–�«�_�P�M�•�p�¸7Ÿ�p$×�^�­�Ÿ�×�Ü�¸�•  �Ÿ�î�>�|�g0É
�Â�i�b'ö#.�†�f�j�K�r�M��"I���b  CA �§�î�Â�c �º�Û�«�º�Ï�–�å�º �\�ç�d�€�r�M��

�K)F�@��/œ�I�€�•�\�
 HTTPS �§�î�Â�c�
�º�Û�«�º�Ï�–�å�º�\�^�•"I���b  CA �?�}�“�S  X.509v3 �b0É�Â
�i�†$Î/œ�M�•�G�\�[�
�­�Ÿ�×�”�^�K)F�†�¡�Û�–�”�å�º�_�f�j�K�r�M���¡�Û�–�”�å�º>&3û�–�
 Web �È�Û
�˜�¨>'�c�
�Q�b0É�Â�i�b1�0É�_�²0[�^
¶6ä�Ÿ�î�†�–�w�K�Z�8�r�M��

�­�Ÿ�×�”  HTTP �K)F�_�c�
 CA �b�º�Û�«�º�Ï�–�å�º�†0¿���M�•�G�\�†�I�C�N�á�K�r�M�� HTTPS �§�î�Â
�†��/œ�K�Z�8�•�¹�Â�–�«�_  CA �b�º�Û�«�º�Ï�–�å�º�@0¿���I�€�Z�8�^�8�\�
�§�î�Â�c+¬3��†1�0É�K�Z�²
0[�^  RSA �b�Ÿ�î�b�Ì�”�†#Õ�B�K�r�M��+¬3��[1�0É�K�S>&+¬�k*+�¡>'0É�Â�i�c4:�)�^�­�Ÿ�×�Ü�¸�•�[�c
�^�8�b�[�
�K)F�M�•�¡�Û�–�”�å�º�c�Q�b0É�Â�i�@+¬�k0É�Â�i�[�6�•�G�\�†3û%±�K�
�Ø�î�¨�_�K)F�b4E�¥

>&&�'g�r�S�c�Ä�°>'�†�I�O�•�²0[�@�6�~�r�M���G�b4E�¥*å�c
Æ4Š�¿�µ�º�á�î�¡  �º�Ï�ß�ª>&�¸�«�º#Ý�^
�]>'�_�z'g�U�r�M��

CA �b�º�Û�«�º�Ï�–�å�º�†0¿���K�Z�8�^�8�\�
�­�Ÿ�×�”  HTTP �K)F�†�w� �_�K�S���œ�
�Q�b�­�Ÿ�×�”  
HTTP �§�î�Â>&�r�S�c�¡�Û�–�”�å�º>'�_�P�M�•�M�ì$×�r�S�c�Ì)F$×�^+¬�k*+�¡0É�Â�i�@+¬�·$×�_#Õ�B�I
�€�r�M��

• �«�–�µ�³�_�Í�«�º�¡�\�»�Ó�–�å�¡�@0¿���I�€�Z�^�8���œ�
#Õ�B�I�€�•+¬�k*+�¡0É�Â�i�c�M�ì$×�^�v
�b�[�M���«�–�µ�³�†
Ì2s�·�M�•�\�
�G�b�M�ì$×�^+¬�k*+�¡0É�Â�i�c�»�ƒ�€�
�‚�S�_+¬�k*+�¡0É�Â�i

>&�M�ì$×�_>'�@�m�~�\�Z�}�€�r�M��

• �«�–�µ�³�_�Í�«�º�¡�\�»�Ó�–�å�¡�@0¿���I�€�Z�8�•���œ�
#Õ�B�I�€�•+¬�k*+�¡0É�Â�i�c�Ì)F$×�^�v
�b�[�M���G�b0É�Â�i�c�
�«�–�µ�³�†
Ì2s�·�K�Z�v�
�­�Ÿ�×�”  HTTP �§�î�Â�†!“� �_�K�Z�v�w� �b
�r�r�[�M���Q�b�S�u�

Ì�Ø�­�Ÿ�×�”  HTTP �K)F�†�w� �_�K�S�\�A�_�Q#Ý�[�A�r�M��

>&�@>' 1�0É�•�>�|�g�º�Û�«�º�Ï�–�å�º�c�
�¶���b�¹�Â�–�«�[0¿���M�•�²0[�@�6�~�r�M���Ú�b�¹�Â�–�«�?�}�¥
�Æ�î�M�•�\�
�Q�€�}�c�«�–�µ�³�V�[!“� �_�^�~�r�M��

+¬�k*+�¡0É�Â�i�@#Õ�B�I�€�S���œ�
�Q�b�_���c  show running-config "I�’  EXEC �¥�Ð�å�»�[���Š�[�A
�r�M��+¬�k*+�¡0É�Â�i�†/²&g�M�•�¥�Ð�å�»�b���Š>& show running-config �¥�Ð�å�»>'�†�[�\�K�Z�M4Š&g
�K�r�M��

Switch# show running-config
Building configuration...

<output truncated>

crypto pki trustpoint TP-self-signed-3080755072
 enrollment selfsigned
 subject-name cn=IOS-Self-Signed-Certificate-3080755072
 revocation-check none
 rsakeypair TP-self-signed-3080755072
!
!
crypto ca certificate chain TP-self-signed-3080755072
 certificate self-signed 01
  3082029F 30820208 A0030201 02020101 300D0609 2A864886 F70D0101 04050030
  59312F30 2D060355 04031326 494F532D 53656C66 2D536967 6E65642D 43657274
  69666963 6174652D 33303830 37353530 37323126 30240609 2A864886 F70D0109

<output truncated>

+¬�k*+�¡0É�Â�i�c�
�­�Ÿ�×�”  HTTP �§�î�Â�†!“� �_�K�Z�
 no crypto pki trustpoint 
TP-self-signed-30890755072 �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†
°�Š�M�•�G�\�[�P7V�[�A
�r�M���Q�b�‹�
�­�Ÿ�×�”  HTTP �§�î�Â�†
Ì�Ø�w� �_�M�•�\�
+¬�k*+�¡0É�Â�i�@�‚�S�_#Õ�B�I�€�r�M��
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SSL HTTP �b�S�u�b�«�–�µ�³�b0¿��
>&�@>' TP self-signed �b�‹�•�_/²&g�I�€�Z�8�•�Í�c�
�¹�Â�–�«�b�©�Ü�”�Ý$��•�_�|�W�Z$��^�~�r�M��

�œ�É�©�Ù�å�b�¥�Ð�å�»>& ip http secure-client-auth>'�†�Q#Ý�M�•�\�
 HTTPS �§�î�Â�@�¡�Û�–�”�å�º�?
�}�b  X.509v3 0É�Â�i�†0[�Ó�K�r�M���¡�Û�–�”�å�º�b1�0É�c�
�§�î�Â+¬3��b1�0É�|�~�v9×�8�­�Ÿ�×�Ü
�¸�•�†�f�j�K�r�M��

1�0É�•�b0ò(ý�_�X�8�Z�c�
 Cisco.com �Ì�î�ª�b  [Documentation] > [Cisco IOS Software] > [12.2 
Mainline] > [Command References] �_�6�•�� Cisco IOS Security Configuration Guide, Release 12.2���b

�� Configuring Certification Authority Interoperability���†�g!·�K�Z�C�T�I�8��

CipherSuite

CipherSuite �c�/�•�ì�”�Ý�¦�Ü�¬�Ò�>�|�g�²�–�ª�™�«�º  �”�Ý�¦�Ü�¬�Ò�†�æ���K�Z�
 SSL �K)F�_�Q#Ý�K�r
�M�� HTTPS �§�î�Â�_�K)F�M�•�\�
�¡�Û�–�”�å�º�b  Web �È�Û�˜�¨�c�
�§�Ï�î�º�P1ß�b  CipherSuite �b�Ü
�«�º�†�f�j�K�r�M���Q�b�‹�¡�Û�–�”�å�º�\�§�î�Â�c�
�g�‰�[�§�Ï�î�º�I�€�Z�8�•�/�•�ì�”�Ý�¦�Ü�¬�Ò�[
�q4:�^�v�b�†�Ü�«�º�?�}4E�¥�K�Z�¿�¦�©�š�î�º�K�r�M���S�\�<�d�
 Netscape Communicator 4.76 �c�

(•�\�b  �­�Ÿ�×�Ü�¸�•>& RSA 
¶6ä�Ÿ�î�/�•  MD2�
 MD5�
 RC2-CBC�
 RC4�
 DES-CBC�
�>�|�g  
DES-EDE3-CBC>'�†�§�Ï�î�º�K�Z�8�r�M��

�q4:�^�/�•�ì�_�c�
 128 �Å�µ�º�/�•�ì�†�§�Ï�î�º�M�•�¡�Û�–�”�å�º  �È�Û�˜�¨>& Microsoft Internet 
Explorer �Â�î�ª�Ù�å  5.5 �è7F�r�S�c  Netscape Communicator �Â�î�ª�Ù�å  4.76 �è7F�^�]>'�@�²0[�[�M��
SSL_RSA_WITH_DES_CBC_SHA CipherSuite �c�
 128 �Å�µ�º�/�•�ì�†�f�j�K�^�8�S�u�
�Ú�b  
CipherSuite �|�~�v�­�Ÿ�×�Ü�¸�•�@�*�C�^�~�r�M��

CipherSuite �c�
�|�~�­�Ÿ�×�Ü�¸�•�@9×�C�
0
7§�_�^�€�d�^�•�o�]�
�ƒ�N�?�[�M�@��#.�ì6ë�@�²0[�_�^
�~�r�M�����_�
�«�–�µ�³�[�§�Ï�î�º�I�€�•  CipherSuite �>�|�g�Ý�î�±�b��#.2�,´>&3ÿ�I>'�_�|�•  
CipherSuite �b�Û�å�¡>&3ÿ�88p>'�†��*O�K�r�M��

1. SSL_RSA_WITH_DES_CBC_SHA>8�Ó�µ�­�î�ª�b�/�•�ì�_  DES-CBC�
�>�|�g�Ó�µ�­�î�ª  �²�–
�ª�™�«�º�_  SHA �†�Q#Ý�K�S RSA �b�Ÿ�î�º�n>& RSA 
¶6ä�Ÿ�î�/�•�ì>'

2. SSL_RSA_WITH_RC4_128_MD5>8RC4 128 �Å�µ�º�/�•�ì�
�>�|�g�Ó�µ�­�î�ª  �²�–�ª�™�«�º�_  
MD5 �†�Q#Ý�K�S RSA �b�Ÿ�î�º�n

3. SSL_RSA_WITH_RC4_128_SHA>8RC4 128 �Å�µ�º�/�•�ì�
�>�|�g�Ó�µ�­�î�ª  �²�–�ª�™�«�º�_  
SHA �†�Q#Ý�K�S RSA �b�Ÿ�î�º�n

4. SSL_RSA_WITH_3DES_EDE_CBC_SHA>8�Ó�µ�­�î�ª�b�/�•�ì�_  3DES �\  DES-EDE3-CBC�

�>�|�g�Ó�µ�­�î�ª  �²�–�ª�™�«�º�_  SHA �†�Q#Ý�K�S RSA �b�Ÿ�î�º�n>& RSA 
¶6ä�Ÿ�î�/�•�ì>'

>&�/�•�ì�>�|�g�²�–�ª�™�«�º  �”�Ý�¦�Ü�¬�Ò�†�Q�€�R�€�æ���K�Z)��s�œ�ƒ�O�S>' RSA �c�
 SSL �K)F�_�>
�8�Z�Ÿ�î�b#Õ�B�>�|�g1�0É�b�g�‰�_�Q#Ý�I�€�r�M���G�€�c�
 CA �b�º�Û�«�º�Ï�–�å�º�@0¿���I�€�Z�8�•
�?�]�:�?�_�?�?�ƒ�~�r�O�‡��

�­�Ÿ�×�”  HTTP �§�î�Â�>�|�g�¡�Û�–�”�å�º�b0¿��

�G�G�[�c�
���b0¿���_�X�8�Z1��Â�K�r�M��

• �� SSL �b�¹�Ç�›�Ý�º0¿���� >&P.11-54>'

• �� SSL �b0¿���ì�b�@�–�¦8o�� >&P.11-54>'

• �� CA �b�º�Û�«�º�Ï�–�å�º�b0¿���� >&P.11-54>'

• ���­�Ÿ�×�”  HTTP �§�î�Â�b0¿���� >&P.11-55>'

• ���­�Ÿ�×�”  HTTP �¡�Û�–�”�å�º�b0¿���� >&P.11-56>'
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SSL HTTP �b�S�u�b�«�–�µ�³�b0¿��
SSL �b�¹�Ç�›�Ý�º0¿��

�† =�b  HTTP �§�î�Â�c�–�¿�î�È�Ý�_0¿���I�€�Z�8�r�M��

SSL �c�–�¿�î�È�Ý�_0¿���I�€�Z�8�r�M��

CA �b�º�Û�«�º�Ï�–�å�º�c0¿���I�€�Z�8�r�O�‡��

+¬�k*+�¡0É�Â�i�c#Õ�B�I�€�Z�8�r�O�‡��

SSL �b0¿���ì�b�@�–�¦8o

SSL �†�«�–�µ�³  �¡�Û�«�±�[�Q#Ý�M�•�\�
 SSL �­�µ�©�Ù�å�@�¡�Û�«�±  �¥�Ð�å�²�[)
�¢�K�r�M���¡�Û�«�±  
�Ó�å�Â�b�«�–�µ�³�c�† =�b  HTTP �[�·�8�I�O�•�²0[�@�6�~�r�M��

CA �b�º�Û�«�º�Ï�–�å�º�†0¿���M�•�S�_�
�©�«�¸�Ò  �¡�ß�µ�¡�@0¿���I�€�Z�8�•�G�\�†&�1��K�Z�C�T�I
�8���¡�ß�µ�¡�@0¿���I�€�Z�8�^�8�\�
�Y�G�^�¥�Ü�_�|�~0É�Â�i�@�Ä�°�I�€�r�M��

CA �b�º�Û�«�º�Ï�–�å�º�b0¿��

�­�Ÿ�×�”  HTTP �K)F�_�c�
 CA �b�º�Û�«�º�Ï�–�å�º�†�G�'�_0¿���M�•�G�\�†�N�á�K�r�M�� CA �b�º�Û�«
�º�Ï�–�å�º�c�
+¬�k*+�¡0É�Â�i�|�~9×�8�­�Ÿ�×�Ü�¸�•�@�6�~�r�M��

CA �b�º�Û�«�º�Ï�–�å�º�†0¿���M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 hostname hostname �«�–�µ�³�b�Í�«�º�¡�†�æ���K�r�M>&�è�S�Í�«�º�¡�†0¿���K�Z�8�^�8���œ
�b�s�²8r>' ���Í�«�º�¡�c�­�Ÿ�×�Ü�¸�•  �Ÿ�î�\0É�Â�i�_�²0[�[�M��

�«�̧ �µ�É 3 ip domain-name domain-name �«�–�µ�³�b  IP �»�Ó�–�å�¡�†�æ���K�r�M>&�è�S  IP �»�Ó�–�å�¡�†0¿���K�Z
�8�^�8���œ�b�s�²8r>' �� IP �»�Ó�–�å�¡�c�­�Ÿ�×�Ü�¸�•  �Ÿ�î�\0É�Â�i�_�²
0[�[�M��

�«�̧ �µ�É 4 crypto key generate rsa >&�õ�–>' RSA �Ÿ�î�b�Ì�”�†#Õ�B�K�r�M�� RSA �Ÿ�î�b�Ì�”�c�
�«�–�µ�³�b
0É�Â�i�†
°�m�M�•�S�_�²0[�[�M�� RSA �Ÿ�î�b�Ì�”�c+¬�·$×�_#Õ�B�I�€�r
�M���²0[�[�6�€�d�
�G�b�¥�Ð�å�»�†�Q#Ý�K�Z�Ÿ�î�†
Ì#Õ�B�[�A�r�M��

�«�̧ �µ�É 5 crypto ca trustpoint name CA �b�º�Û�«�º�Ï�–�å�º�_�ß�î�•�Ý�b0¿���¡�†�æ���K�Z�
 CA �º�Û�«�º�Ï
�–�å�º  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 6 enrollment url url 0É�Â�i�b0[�Ó�b3æ�™
›�«�–�µ�³�b  URL �†�æ���K�r�M��

�«�̧ �µ�É 7 enrollment http-proxy host-name 
port-number

>&�õ�–>'HTTP �É�ß�Ÿ�©  �§�î�Â�†)�#ä�K�Z  CA �?�}0É�Â�i�†
°�m�M�•�|�:
�_�«�–�µ�³�†0¿���K�r�M��

�«�̧ �µ�É 8 crl query url �Æ�”�b0É�Â�i�@�v�~�˜�I�€�Z�8�^�8�?�†&�1��M�•�S�u�_�
 Certificate 
Revocation List>&CRL; 0É�Â�i�»� �Ü�«�º>'�†0[�Ó�M�•�|�:�_�«�–�µ�³
�†0¿���K�r�M��

�«�̧ �µ�É 9 primary >&�õ�–>'�º�Û�«�º�Ï�–�å�º�@  CA 0[�Ó�_�P�K�Z�É�Û�–�Ð�Ü>&�¹�Ç�›�Ý�º>'
�º�Û�«�º�Ï�–�å�º�\�K�Z�Q#Ý�I�€�•�|�:�_�æ���K�r�M��

�«�̧ �µ�É 10 exit CA �º�Û�«�º�Ï�–�å�º  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†)
�¢�K�
�¢�ß�î
�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 11 crypto ca authentication name CA �b
¶6ä�Ÿ�î�†�v�“�K�Z  CA �†1�0É�K�r�M���«�¸�µ�É  5 �[�Q#Ý�K�S�¡
�S�\� �L�v�b�†�Q#Ý�K�r�M��
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'¨  11 'v       �«�–�µ�³  �Ë�î�«1�0É�b0¿��
SSL HTTP �b�S�u�b�«�–�µ�³�b0¿��
no crypto ca trustpoint name �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�Z�
 CA �_6õ4��M
�•�M�m�Z�b  ID �_���>�|�g0É�Â�i�†�P7V�[�A�r�M��

�­�Ÿ�×�”  HTTP �§�î�Â�b0¿��

0É�Â�_0É�Â�i�b1�0É�†�Q#Ý�M�•���œ�
�S�b�m8p�†�Q#Ý�K�Z�«�–�µ�³�b  CA �º�Û�«�º�Ï�–�å�º�†0¿���K�Z
�?�}�
 HTTP �§�î�Â�†�w� �_�M�•�²0[�@�6�~�r�M�� CA �b�º�Û�«�º�Ï�–�å�º�†0¿���K�Z�8�^�8���œ�
�­
�Ÿ�×�”  HTTP �§�î�Â�†�q�6�_�w� �_�K�S�ì!l�[�
+¬�k*+�¡0É�Â�i�@#Õ�B�I�€�r�M���§�î�Â�†0¿���K�S
�‹�
�† =�>�|�g�­�Ÿ�×�”  HTTP �§�î�Â�g�‰�_4:#Ý�M�•�œ�É�©�Ù�å>&�Ã�«�
4:#Ý�M�•�”�¡�­�«  �Ü�«�º�

�q�±�K)F�X�
�r�S�c�±�–�Ò�”�˜�º  �Ï�Ü�©�î>'�†0¿���[�A�r�M��

�­�Ÿ�×�”  HTTP �§�î�Â�†0¿���M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

�«�̧ �µ�É 12 crypto ca enroll name �æ���b  CA �b�º�Û�«�º�Ï�–�å�º�?�}0É�Â�i�†�v�“�K�r�M���G�b�¥�Ð�å�»
�c�
�›  RSA �Ÿ�î�b�Ì�”�_�P�K�Z  1 �X�b*+�¡
°�~�b0É�Â�i�†0[�Ó�K�r�M��

�«�̧ �µ�É 13 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 14 show crypto ca trustpoints 0¿���†&�1��K�r�M��

�«�̧ �µ�É 15 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��

�¥�Ð�å�» % $×

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 show ip http server status >&�õ�–>' HTTP �§�î�Â�b�«�¸�î�±�«�†/²&g�K�Z�
�­�Ÿ�×�”  HTTP �§�î�Â�b
�µ+��@�¯�Ç�º�˜�™�”�[�§�Ï�î�º�I�€�Z�8�•�?�]�:�?�†�8�•�K�r�M�����Š
�[�
���b�Û�–�å�b�]�U�}�?�†&�1��K�Z�C�T�I�8��

HTTP secure server capability: Present
or
HTTP secure server capability: Not present

�«�̧ �µ�É 2 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 3 ip http secure-server HTTPS �§�î�Â�@�¹�•�­�î�È�Ý�b���œ�
�–�¿�î�È�Ý�_�K�r�M�� HTTPS 
�§�î�Â�c�
�¹�Ç�›�Ý�º�[�–�¿�î�È�Ý�_0¿���I�€�Z�8�r�M��

�«�̧ �µ�É 4 ip http secure-port port-number >&�õ�–>' HTTPS �§�î�Â�_�Q#Ý�M�•�Ï�î�º$��•�†�æ���K�r�M���¹�Ç�›�Ý�º
�b�Ï�î�º$��•�c  443 �[�M�� 443 �r�S�c  1025 >|  65535 �b(
�V�[�æ���[�A
�r�M��

�«�̧ �µ�É 5 ip http secure-ciphersuite 
{[ 3des-ede-cbc-sha] [ rc4-128-md5] 
[rc4-128-sha] [des-cbc-sha]}

>&�õ�–>' HTTPS �K)F�b�/�•�ì�_�Q#Ý�M�•  CipherSuite>&�/�•�ì�”�Ý�¦�Ü�¬
�Ò>'�†�æ���K�r�M��"I���b  CipherSuite �†�æ���M�•#.#ä�@�^�E�€�d�

�§�î�Â�\�¡�Û�–�”�å�º�@�
�g�‰�@�§�Ï�î�º�M�•  CipherSuite �[�¿�¦�©
�š�î�º�M�•�|�:�_0¿���K�r�M���G�€�c�¹�Ç�›�Ý�º�[�M��

�«�̧ �µ�É 6 ip http secure-client-auth >&�õ�–>' HTTP �§�î�Â�†0¿���K�Z�
�K)F��#.�b6ë�
1�0É�b�S�u�_�
�¡�Û�–
�”�å�º�?�}�b  X.509v3 0É�Â�i�†0[�Ó�K�r�M���¹�Ç�›�Ý�º�[�c�
�¡�Û�–�”
�å�º�@�§�î�Â�?�}�b0É�Â�i�†0[�Ó�M�•0¿���_�^�W�Z�8�r�M�@�
�§�î�Â�c
�¡�Û�–�”�å�º�†1�0É�K�^�8�|�:�_�^�W�Z�8�r�M��

�«�̧ �µ�É 7 ip http secure-trustpoint name X.509v3 �­�Ÿ�×�Ü�¸�•0É�Â�i�b�v�“�>�|�g�¡�Û�–�”�å�º�b0É�Â�i�K)F�b
1�0É�_�Q#Ý�M�•  CA �b�º�Û�«�º�Ï�–�å�º�†�æ���K�r�M��

>&�@>' �G�b�¥�Ð�å�»�b�Q#Ý�c�
�S�b�m8p�_�‘�W�Z  CA �b�º�Û�«�º�Ï�–�å
�º�†�M�[�_0¿���K�Z�8�•�\�8�:�S�f�†2Ã�r�<�Z1��Â�K�Z�8�r�M��
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'¨  11 'v       �«�–�µ�³  �Ë�î�«1�0É�b0¿��
SSL HTTP �b�S�u�b�«�–�µ�³�b0¿��
�† =�b  HTTP �§�î�Â�†�¹�•�­�î�È�Ý�_�M�•�_�c�
 no ip http server �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù
�å  �¥�Ð�å�»�†�Q#Ý�K�r�M���­�Ÿ�×�”  HTTP �§�î�Â�†�¹�•�­�î�È�Ý�_�M�•�_�c�
 no ip http 
secure-server �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M���¹�Ç�›�Ý�º�b0¿���_�`�M�_
�c�
 no ip http secure-port �>�|�g  no ip http secure-ciphersuite �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  
�¥�Ð�å�»�†�Q#Ý�K�r�M���¡�Û�–�”�å�º1�0É�b0[�ó�†�P7V�M�•�_�c�
 no ip http secure-client-auth �¢
�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

Web �È�Û�˜�¨�†�Q#Ý�K�Z�­�Ÿ�×�”  HTTP �K)F�†&�1��M�•�_�c�
 https://URL �†
°�Š�K�r�M>& URL �c  IP 
�”�»�Þ�«�
�r�S�c�§�î�Â  �«�–�µ�³�b�Í�«�º�¡>' ���¹�Ç�›�Ý�º  �Ï�î�º�è�¥�b�Ï�î�º�†0¿���K�Z�8�•���œ�

URL �b�‹�•�_�Ï�î�º$��•�v�æ���M�•�²0[�@�6�~�r�M�����_�[�†&g�K�r�M��

https://209.165.129:1026

�r�S�c  

https://host.domain.com:1026

�­�Ÿ�×�”  HTTP �¡�Û�–�”�å�º�b0¿��

�† =�b  HTTP �¡�Û�–�”�å�º�>�|�g�­�Ÿ�×�”  HTTP �¡�Û�–�”�å�º�c�–�_�–�¿�î�È�Ý�[�M��0É�Â�i�b1�0É
�_�c�­�Ÿ�×�”  HTTP �¡�Û�–�”�å�º�b0É�Â�i�@�²0[�[�M�����b�m8p�[�c�
�S�b�m8p�[  CA �b�º�Û�«�º�Ï
�–�å�º�†�«�–�µ�³�_0¿���K�Z�8�•�G�\�†�S�f�_�K�Z�8�r�M�� CA �b�º�Û�«�º�Ï�–�å�º�@0¿���I�€�Z�>�}
�N�
�Ü�Ô�î�º�b  HTTPS �§�î�Â�@�¡�Û�–�”�å�º�b1�0É�†0[�Ó�K�S���œ�
�­�Ÿ�×�”  HTTP �¡�Û�–�”�å�º�l
�b�K)F�c�»�K�K�r�M��

�«�̧ �µ�É 8 ip http path  path-name >&�õ�–>' HTML �Ç�“�–�Ý�b�Ë�î�«�\�^�•  HTTP �Ã�«�†0¿���K�r�M���Ã�«
�c�
 �ß�î�•�Ý  �©�«�¸�Ò�_�6�•  HTTP �§�î�Â  �Ç�“�–�Ý�b���d�†�æ���K�r�M

>&3û�–�
�©�«�¸�Ò�b�Ç�Û�µ�©�×  �Ó�Ô�Ü�†�æ���K�r�M>' ��

�«�̧ �µ�É 9 ip http access-class access-list-number>&�õ�–>' HTTP �§�î�Â�l�b�”�¡�­�«�b0Á�•�_�Q#Ý�M�•�”�¡�­�«  �Ü�«�º�†
�æ���K�r�M��

�«�̧ �µ�É 10 ip http max-connections value >&�õ�–>' HTTP �§�î�Â�l�b� �ì�q�±�K)F�X�†�æ���K�r�M���æ���[�A�•(
�V
�c  1 >|  16 �[�M���¹�Ç�›�Ý�º�c  5 �[�M��

�«�̧ �µ�É 11 ip http timeout-policy idle seconds life 
seconds requests value

>&�õ�–>'�æ���b"g�#�W�_�>�E�•�
 HTTP �§�î�Â�l�b�K)F�q�±�ì6ë�†�æ���K
�r�M��

• idle>8�¹�î�±�b�w�™�@�^�8�?�
�Â'Å�¹�î�±�@3æ�™�[�A�^�8���œ�b�q
�±�ì6ë���æ���[�A�•(
�V�c  1 >|  600 &Ê�[�M���¹�Ç�›�Ý�º�Í�c  180 &Ê

>&3 �(>'�[�M��

• life>8�K)F�†&�'g�K�Z�8�•�q�±�ì6ë���æ���[�A�•(
�V�c  1 >|  86400 &Ê
>&24 �ì6ë>'�[�M���¹�Ç�›�Ý�º�Í�c  180 &Ê�[�M��

• requests>8�Ì)F$×�^�K)F�[��#.�I�€�•0[�Ó�b�q�±�X���q�±�Í�c  
86400 �[�M���¹�Ç�›�Ý�º�c  1 �[�M��

�«�̧ �µ�É 12 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 13 show ip http server secure status �­�Ÿ�×�”  HTTP �§�î�Â�b�«�¸�î�±�«�†/²&g�K�Z�
0¿���†&�1��K�r�M��

�«�̧ �µ�É 14 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��

�¥�Ð�å�» % $×
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'¨  11 'v       �«�–�µ�³  �Ë�î�«1�0É�b0¿��
SCP �b�S�u�b�«�–�µ�³�b0¿��
�­�Ÿ�×�”  HTTP �¡�Û�–�”�å�º�†0¿���M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

�¡�Û�–�”�å�º�b�º�Û�«�º�Ï�–�å�º�b0¿���†�P7V�M�•�_�c�
 no ip http client secure-trustpoint name �¥
�Ð�å�»�†�Q#Ý�K�r�M���¡�Û�–�”�å�º�_�M�[�_0¿���I�€�Z�8�•  CipherSuite �Ù�]�†�P7V�M�•�_�c�
 no ip 
http client secure-ciphersuite �¥�Ð�å�»�†�Q#Ý�K�r�M��

�­�Ÿ�×�”  HTTP �§�î�Â�>�|�g�¡�Û�–�”�å�º�b�«�¸�î�±�«�b/²&g

SSL �­�Ÿ�×�”  �§�î�Â�>�|�g�¡�Û�–�”�å�º�b�«�¸�î�±�«�†/²&g�M�•�_�c�
 /² 11-7 �_0°3U�I�€�S"I�’  
EXEC �¥�Ð�å�»�†�Q#Ý�K�r�M��

SCP �b�S�u�b�«�–�µ�³�b0¿��
Secure Copy Protocol>&SCP>'�µ+��c�
�«�–�µ�³�b0¿���x�–�Ó�î�ª  �Ç�“�–�Ý�b�¥�Æ�î�_�­�Ÿ�×�”�^1�0É
�‰�'�†�f�j�K�r�M�� SCP �_�c�
 Berkeley r-tool �_�æ�ƒ�•�­�Ÿ�×�Ü�¸�•�b9×�8�”�É�Ü�£�î�©�Ù�å�>�|�g
�É�ß�º�¥�Ý�[�6�•�­�Ÿ�×�”  �©�™�Ý>&SSH>'�@�²0[�[�M��

SSH �†�·�8�I�O�•�_�c�
�«�–�µ�³�_  RSA �b
¶6ä�Ÿ�î�\&Î�&�Ÿ�î�b�Ì�”�@�²0[�[�M���G�€�c  SSH �@�²
0[�^  SCP �v� �]�[�
�­�Ÿ�×�”�^3?3æ�†��#'�I�O�•�_�c�
�G�€�}�b�Ÿ�î�b�Ì�”�@�²0[�[�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 ip http client secure-trustpoint name >&�õ�–>'�Ü�Ô�î�º�b  HTTP �§�î�Â�@�¡�Û�–�”�å�º1�0É�†0[�Ó�K�S���œ�_
�Q#Ý�M�•�
 CA �b�º�Û�«�º�Ï�–�å�º�†�æ���K�r�M���G�b�¥�Ð�å�»�b�Q#Ý
�c�
�S�b�m8p�†�Q#Ý�K�Z  CA �b�º�Û�«�º�Ï�–�å�º�†�M�[�_0¿���K�Z�8�•
�\�8�:�S�f�†2Ã�r�<�Z1��Â�K�Z�8�r�M���¡�Û�–�”�å�º1�0É�@�²0[�^�8��
�œ�
�r�S�c�É�Û�–�Ð�Ü�b�º�Û�«�º�Ï�–�å�º�@�M�[�_0¿���I�€�Z�8�•���œ
�c�
�G�b�¥�Ð�å�»�c�õ�–�[�M��

�«�̧ �µ�É 3 ip http client secure-ciphersuite 
{[ 3des-ede-cbc-sha] [ rc4-128-md5] 
[rc4-128-sha] [des-cbc-sha]}

>&�õ�–>' HTTPS �K)F�b�/�•�ì�_�Q#Ý�M�•  CipherSuite>&�/�•�ì�”�Ý�¦�Ü�¬
�Ò>'�†�æ���K�r�M��"I���b  CipherSuite �†�æ���M�•#.#ä�@�^�E�€�d�

�§�î�Â�\�¡�Û�–�”�å�º�@�
�g�‰�@�§�Ï�î�º�M�•  CipherSuite �[�¿�¦�©
�š�î�º�M�•�|�:�_0¿���K�r�M���G�€�c�¹�Ç�›�Ý�º�[�M��

�«�̧ �µ�É 4 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 5 show ip http client secure status �­�Ÿ�×�”  HTTP �§�î�Â�b�«�¸�î�±�«�†/²&g�K�Z�
0¿���†&�1��K�r�M��

�«�̧ �µ�É 6 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��

/² 11-7 SSL �­�Ÿ�×�”  �§�î�Â�>�|�g�¡�Û�–�”�å�º�b�«�¸�î�±�«�†/²&g�M�•�¥�Ð�å�»

�¥�Ð�å�» % $×

show ip http client 
secure status

�­�Ÿ�×�”  HTTP �¡�Û�–�”�å�º�b0¿���†/²&g�K�r�M��

show ip http server 
secure status

�­�Ÿ�×�”  HTTP �§�î�Â�b0¿���†/²&g�K�r�M��

show running-config �­�Ÿ�×�”  HTTP �K)F�_�P�K�Z#Õ�B�I�€�S+¬�k*+�¡0É�Â�i�†/²&g�K�r�M��
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'¨  11 'v       �«�–�µ�³  �Ë�î�«1�0É�b0¿��
SCP �b�S�u�b�«�–�µ�³�b0¿��
�r�S�
 SSH �_�c  AAA 1�0É�@�²0[�b�S�u�
4:�)�_0¿���M�•�_�c�
 SCP �_�v  AAA 1�0É�@�²0[�_�^�~�r
�M��

• SCP �†�–�¿�î�È�Ý�_�M�•�S�_�
�«�–�µ�³�b  SSH�
1�0É�
0Á�•�
�>�|�g�”�•�˜�å�¸�•�å�¢�†4:�)�_
0¿���K�Z�C�T�I�8��

• SCP �c  SSH �†�Q#Ý�K�Z�­�Ÿ�×�”�^3?3æ�†��/œ�M�•�S�u�
�Ý�î�±�_�c  RSA �Ÿ�î�b�Ì�”�@�²0[�[�M��

>&�@>' SCP �†�Q#Ý�M�•���œ�
 copy �¥�Ð�å�»�_�Ã�«�á�î�»�†
°�Š�M�•�G�\�c�[�A�r�O�‡���É�ß�å�É�º�@/²&g�I
�€�S�\�A�_�

°�Š�M�•�²0[�@�6�~�r�M��

Secure Copy �_6õ�M�•�_��  

Secure Copy �µ+��†0¿���M�•�_�c�
���b�+�Õ�†#.0Ž�M�•�²0[�@�6�~�r�M��

SCP �c�M4��b  Berkeley �b  r-tools �_�ö�Y�8�Z0¿0£�I�€�Z�8�•�S�u�
�Q�b�·�8
Æ���c�
 SCP �@ SSH �b�­
�Ÿ�×�Ü�¸�•�_�P�Â�K�Z�8�•!l�†7V�E�d�
 Remote Copy Protocol>&RCP>'�\8®���K�Z�8�r�M���r�S�
 SCP 
�b0¿���_�c  AAA �b0Á�•�v�²0[�^�S�u�
�Ý�î�±�c�Ø�î�¨�@�G�K�8�’7H�Þ�Ë�Ý�†�–�w�K�Z�8�•�?&�1��M�•
�²0[�@�6�~�r�M��

4:�)�^0Á�•�†�“�Z�8�•�Ø�î�¨�c�
 SCP �†�Q#Ý�K�Z Cisco IOS File System>&IFS>'�b�Ç�“�–�Ý�†�«�–�µ�³
�_>&�r�S�c�«�–�µ�³�?�}>'+¬#ä�_�¥�Æ�î�[�A�r�M���¥�Æ�î�_�c  copy �¥�Ð�å�»�†�Q#Ý�K�r�M���r�S�
0Á
�•�I�€�Z�8�•'ö#.*…�v�G�b�8���†�á�î�¡�«�¸�î�©�Ù�å�?�}��/œ�[�A�r�M��

SCP �b0¿���>�|�g�è0É�‰�2�b0ò(ý�_�X�8�Z�c�
���b  URL �_�6�•�� Cisco IOS Security Configuration 
Guide: Securing User Services, Release 12.4���b�� Secure Copy Protocol���†�g!·�K�Z�C�T�I�8��
http://www.cisco.com/en/US/docs/ios/sec_user_services/configuration/guide/sec_secure_copy_ps6350
_TSD_Products_Configuration_Guide_Chapter.html
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C H A P T E R 12
, 
IEEE 802.1x �Ï�î�º�Ë�î�«1�0É�b0¿��

IEEE 802.1x �Ï�î�º�Ë�î�«1�0É�c�
�Y�G�^�¹�Â�–�«>&�¡�Û�–�”�å�º>'�_�|�•�¿�µ�º�á�î�¡  �”�¡�­�«�†
75�F�K�r�M�� IE 3000 �«�–�µ�³�b�¥�Ð�å�»  �Ü�Ç�“�Þ�å�«�\�
 �� Cisco IOS Security Command Reference
Release 12.2���b�� RADIUS Commands���_�
�¥�Ð�å�»�b�S�e�\�Q#Ý�‰�2�b�_���@�6�~�r�M��

�G�b'v�[1��Â�M�•
Æ���c�
���b�\�>�~�[�M��

• �� IEEE 802.1x �Ï�î�º�Ë�î�«1�0É�b�+0[�� >&P.12-1>'

• �� 802.1x 1�0É�b0¿���� >&P.12-32>'

• �� 802.1x �b)+0£�_���>�|�g�«�¸�î�±�«�b/²&g�� >&P.12-65>'

IEEE 802.1x �Ï�î�º�Ë�î�«1�0É�b�+0[
IEEE 802.1x 0d�A�[�c�
�M+á�b�Ç�@�”�¡�­�«�•+��^�Ï�î�º�?�}�¡�Û�–�”�å�º�@  LAN �_�K)F�K�^�8�|�:
�_0d�D�M�•�
�¡�Û�–�”�å�º / �§�î�Â  �Ë�î�«�b�”�¡�­�«  �¥�å�º�ß�î�Ý�>�|�g1�0É�É�ß�º�¥�Ý�†0d���K�Z
�8�r�M��1�0É�§�î�Â�@�«�–�µ�³  �Ï�î�º�_�K)F�M�•�›�¡�Û�–�”�å�º�†1�0É�K�S�:�<�[�
�«�–�µ�³�r�S�c  
LAN �§�î�Å�«�†�<#Ý�[�A�•�|�:�_�K�r�M��

IEEE 802.1x �”�¡�­�«  �¥�å�º�ß�î�Ý�[�c�
�¡�Û�–�”�å�º�†1�0É�M�•�r�[�b6ë�
�Q�b�¡�Û�–�”�å�º�@�K
)F�K�Z�8�•�Ï�î�º)�#ä�[�c  Extensible Authentication Protocol over LAN>&EAPOL>'�
 Cisco Discovery 
Protocol>&CDP>'�
�>�|�g  Spanning-Tree Protocol>&STP; �«�Ã�½�å�¢�¶�Ü�î  �É�ß�º�¥�Ý>'�º�Û�Ç�•�µ�¡
�K�?0Á�•�I�€�r�O�‡��1�0É�‹�
3û�–�b�º�Û�Ç�•�µ�¡�†�Ï�î�º)�#ä�[3æ�w�™�[�A�r�M��

• ���¹�Â�–�«�b�z�m�� >&P.12-2>'

• ��1�0É�É�ß�­�«�� >&P.12-3>'

• ��1�0É�b6ä���>�|�g�Ó�µ�­�î�ª�º�n�� >&P.12-5>'

• ��1�0É�Ð�¿�î�ª�Õ�� >&P.12-7>'

• ��0Á�•�«�¸�î�º�>�|�g!“0Á�•�«�¸�î�º�b�Ï�î�º�� >&P.12-10>'

• �� 802.1x �b�Í�«�º  �Ô�î�»�� >&P.12-11>'

• ���Ð�Ý�³�»�Ó�–�å1�0É�� >&P.12-12>'

• �� 802.1x 0
�X1�0É�Ô�î�»�� >&P.12-13>'

• �� MAC Move��>&P.12-13>'

• �� MAC *(�n�� >&P.12-14>'

• �� 802.1x �”�•�˜�å�¸�•�å�¢�� >&P.12-14>'

• �� 802.1x �”�•�˜�å�¸�•�å�¢�“�ö�Í�Ì�”�� >&P.12-15>'

• �� 802.1x  =
�"g�Â�³�™�µ�¡�� >&P.12-16>'
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IEEE 802.1x �Ï�î�º�Ë�î�«1�0É�b�+0[
• �� VLAN �m�~�\�Z�†�Q#Ý�K�S  802.1x 1�0É��>&P.12-16>'

• ���Ø�î�¨�"�)  ACL �†�Q#Ý�K�S 802.1x 1�0É�b�Q#Ý��>&P.12-17>'

• ���¤�«�º  VLAN �†�Q#Ý�K�S 802.1x 1�0É��>&P.12-21>'

• ���D7H�Ü�A  VLAN �†�Q#Ý�K�S 802.1x 1�0É��>&P.12-22>'

• ���”�¡�­�«�Y+�1�0É�Â�–�Ã�«�†�Q#Ý�K�S  802.1x 1�0É��>&P.12-23>'

• ��8b�Œ VLAN �Ï�î�º�†�Q#Ý�K�S  802.1x 1�0É��>&P.12-25>'

• ���Ï�î�º  �­�Ÿ�×�Ü�¸�•�†�Q#Ý�K�S  802.1x 1�0É��>&P.12-25>' 

• �� Wake-on-LAN �†�Q#Ý�K�S 802.1x 1�0É��>&P.12-25>'

• �� MAC 1�0É�Â�–�Ã�«�_�|�•  802.1x 1�0É��>&P.12-26>'

• �� 802.1x �Ø�î�¨  �¹�•�«�º�Ü�Å�×�î�©�Ù�å�� >&P.12-27>'

• �� Network Admission Control �Þ�–�Ö  2 802.1x �è0É��>&P.12-28>'

• ����3>�^1�0É�b8p�Î0¿���� >&P.12-28>'

• �� Open1x 1�0É��>&P.12-29>'

• ��8b�Œ1�1‘  802.1x �­�Ÿ�×�Ü�¸�•�b�Q#Ý�� >&P.12-29>'

• �� Network Edge Access Topology>&NEAT>'�†�Q#Ý�K�S  802.1x �§�É�Ü�•�å�º�>�|�g�œ�î�­�å�¸�•
�£�î�±�� >&P.12-29>'

• ���²�˜�å�ß�î�»�•+�  ACL �>�|�g�Ü�²�–�Þ�¡�º  URL �†�Q#Ý�K�S 802.1x 1�0É��>&P.12-19>'

• �� ACL �>�|�g  RADIUS Filter-Id �“�ö�†�Q#Ý�K�S  IEEE 802.1x 1�0É�b�Q#Ý��>&P.12-31>'

• ���¥�Ô�å  �­�µ�©�Ù�å  ID��>&P.12-31>'

�¹�Â�–�«�b�z�m

802.1X �Ï�î�º�Ë�î�«�b1�0É�[�b/æ*(�b�z�m>8

�W 12-1 802.1x �_�>�E�•�¹�Â�–�«�b�z�m

10
12

29

�b �o�"�,�9�o�*�Z�f
9Ô�"�\�����f�;9Õ

.z.=
�(�o�C

9ÔRADIUS9Õ
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'¨  12 'v       IEEE 802.1x �Ï�î�º�Ë�î�«1�0É�b0¿��
IEEE 802.1x �Ï�î�º�Ë�î�«1�0É�b�+0[
• �¡�Û�–�”�å�º >8LAN �>�|�g�«�–�µ�³  �§�î�Å�«�l�b�”�¡�­�«�†0[�Ó�K�
�«�–�µ�³�?�}�b0[�Ó�_�Â'Å
�M�•�¹�Â�–�«>&�á�î�¡�«�¸�î�©�Ù�å>' ���á�î�¡�«�¸�î�©�Ù�å�[�c�
 Microsoft Windows XP OS>&�œ
�Ì�Þ�î�¸�•�å�¢  �©�«�¸�Ò>'�_�Ü�“�K�Z�8�•�|�:�^  802.1x  =�Ð�b�¡�Û�–�”�å�º  �¯�Ç�º�˜�™�”�†��/œ
�M�•�²0[�@�6�~�r�M  >&�¡�Û�–�”�å�º�c�
 802.1x �† =�[�c �§�É�Ü�•�å�º �\�8�8�r�M>' ��

>&�@>' Windows XP �b�¿�µ�º�á�î�¡�K)F�\  802.1x 1�0É�b�e8Ÿ�†0Ž�ô�M�•�_�c�
���b  URL �_�6�•
�� Microsoft Knowledge Base���†�g!·�K�Z�C�T�I�8��
http://support.microsoft.com/support/kb/articles/Q303/5/97.ASP

• 1�0É�§�î�Â >8�¡�Û�–�”�å�º�b��7•�b1�0É�†/œ�8�r�M��1�0É�§�î�Â�c�¡�Û�–�”�å�º�b1‘�9�_���†&�1�
�K�
�Q�b�¡�Û�–�”�å�º�_  LAN �>�|�g�«�–�µ�³  �§�î�Å�«�l�b�”�¡�­�«�†0Á�•�M�m�A�?�]�:�?�†�«
�–�µ�³�_3û%±�K�r�M���«�–�µ�³�c�É�ß�Ÿ�©�\�K�Z�·�8�M�•�b�[�
1�0É�§�î�Å�«�c�¡�Û�–�”�å�º�_�P
�K�Z3ñ4#$×�_/œ�ƒ�€�r�M���Ò�G�b�Ü�Ü�î�«�[�§�Ï�î�º�I�€�•1�0É�§�î�Â�c�
 Extensible 
Authentication Protocol>&EAP>'�Ñ�G�µ+��†
��<�S  Remote Authentication Dial-In User Service

>&RADIUS>'�­�Ÿ�×�Ü�¸�•  �©�«�¸�Ò�T�E�[�M���G�€�c  Cisco Secure Access Control Server �Â�î�ª�Ù
�å  3.0 �è7F�[�<#Ý�[�A�r�M�� RADIUS �c�¡�Û�–�”�å�º / �§�î�Â  �Ô�¹�Ý�[�·�8�K�
 RADIUS �§�î�Â
�\  1 �X�r�S�c0
�X�b  RADIUS �¡�Û�–�”�å�º�\�b6ë�[�­�Ÿ�×�”1�0É�_���†�º�n�K�r�M��

• �«�–�µ�³ >&�š�µ�ª  �«�–�µ�³�r�S�c�á�–�Ö�Þ�«  �”�¡�­�«  �Ï�–�å�º>' >8�¡�Û�–�”�å�º�b1�0É�«�¸�î�±
�«�_�ö�Y�8�Z�
�¿�µ�º�á�î�¡�l�b"@#.�”�¡�­�«�†�D�š�K�r�M���«�–�µ�³�c�¡�Û�–�”�å�º�\1�0É�§�î
�Â�\�b�ð�Ó�¹�Â�–�«>&�É�ß�Ÿ�©>'�\�K�Z�·�8�K�
�¡�Û�–�”�å�º�_1‘�9�_���†0[�Ó�K�
�Q�b�_���†1�
0É�§�î�Â�[&�1��K�
�¡�Û�–�”�å�º�_�Â'Å�†�Ü�Þ�î�K�r�M���«�–�µ�³�_�c�
 EAP �Ç�Þ�î�Ò�b�•�É�­
�Ý�ì�\�•�É�­�Ý�ì0Ž7V�
�>�|�g1�0É�§�î�Â�\�b�P0ð�†��#.�M�•  RADIUS �¡�Û�–�”�å�º�@�µ�r�€�Z
�8�r�M  >&�«�–�µ�³�c�
 802.1x �† =�[�c �œ�î�­�å�¸�•�£�î�± �\�8�8�r�M>' ��

�«�–�µ�³�@  EAPOL �Ç�Þ�î�Ò�†�w�™�K�Z1�0É�§�î�Â�_�Ü�Þ�î�M�•���œ�
�–�î�§�¿�µ�º  �Ê�µ�²�î�@
�v�~7V�?�€�
�g�~�b  EAP �Ç�Þ�î�Ò�@  RADIUS �Ç�›�î�Ð�µ�º�_
Ì�•�É�­�Ý�ì�I�€�r�M���•�É�­�Ý�ì
�[�c  EAP �Ç�Þ�î�Ò�b�š�f�c/œ�ƒ�€�^�8�S�u�
1�0É�§�î�Â�c�¿�–�¸�•�È  �Ç�Þ�î�Ò  �Ç�›�î�Ð�µ�º�b  
EAP �†�§�Ï�î�º�M�•�²0[�@�6�~�r�M���«�–�µ�³�@1�0É�§�î�Â�?�}�Ç�Þ�î�Ò�†�w�™�M�•�\�
�§�î�Â
�b�Ç�Þ�î�Ò  �Ê�µ�²�î�@�P7V�I�€�
�g�~�b  EAP �Ç�Þ�î�Ò�@�–�î�§�¿�µ�º#Ý�_�•�É�­�Ý�ì�I�€�
�¡�Û
�–�”�å�º�_3æ�™�I�€�r�M��

�ð�Ó/æ*(�\�K�Z�·�8�[�A�•/æ*(�c�
 IE 3000�
 Catalyst 3750-E�
 Catalyst 3560-E�
 Catalyst 3750�

Catalyst 3560�
 Catalyst 3550�
 Catalyst 2975�
 Catalyst 2970�
 Catalyst 2960�
 Catalyst 2955�

Catalyst 2950�
 Catalyst 2940 �b�›�«�–�µ�³�x�
�á�–�Ö�Þ�«  �”�¡�­�«  �Ï�–�å�º�^�]�[�M���G�€�}�b
�¹�Â�–�«�[�c�
 RADIUS �¡�Û�–�”�å�º�>�|�g  802.1x 1�0É�†�§�Ï�î�º�M�•�¯�Ç�º�˜�™�”�@'�
>�K�Z
�8�•�²0[�@�6�~�r�M��

1�0É�É�ß�­�«

802.1x �Ï�î�º�Ë�î�«1�0É�@�–�¿�î�È�Ý�[�6�~�
�¡�Û�–�”�å�º�@  802.1x  =�Ð�b�¡�Û�–�”�å�º  �¯�Ç�º�˜�™
�”�†�§�Ï�î�º�K�Z�8�•���œ�
���b�–�Ë�å�º�@$Î#Õ�K�r�M��

• �¡�Û�–�”�å�º  ID �@�w� �[  802.1x 1�0É�_�B�Œ�K�S���œ�
�«�–�µ�³�c�¡�Û�–�”�å�º�_�¿�µ�º�á�î�¡�l
�b�”�¡�­�«�†0Á�•�K�r�M��

• EAPOL �Ó�µ�­�î�ª�º�n�b�…�µ�p�_  802.1x 1�0É�@�±�–�Ò�”�˜�º�K�
 MAC 1�0É�Â�–�Ã�«�@�–�¿�î�È
�Ý�b���œ�
�«�–�µ�³�c�¡�Û�–�”�å�º  MAC �”�»�Þ�«�†1�0É#Ý�_�Q#Ý�K�r�M���G�b�¡�Û�–�”�å�º  
MAC �”�»�Þ�«�@�w� �[1�0É�_�B�Œ�K�S���œ�
�«�–�µ�³�c�¡�Û�–�”�å�º�_�¿�µ�º�á�î�¡�l�b�”�¡�­
�«�†0Á�•�K�r�M���¡�Û�–�”�å�º  MAC �”�»�Þ�«�@!“� �[1�0É�_�»�K�K�S���œ�
�¤�«�º  VLAN �@0¿
���I�€�Z�8�€�d�
�«�–�µ�³�c�¡�Û�–�”�å�º�_7H��$×�^�§�î�Å�«�†�f�j�M�•�¤�«�º  VLAN �†�m�~�\
�Z�r�M��
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IEEE 802.1x �Ï�î�º�Ë�î�«1�0É�b�+0[
• �«�–�µ�³�@  802.1x �P�Â�¡�Û�–�”�å�º�?�}!“� �^  ID �†�v�“�K�
�D7H�Ü�A  VLAN �@�æ���I�€�Z�8�•
���œ�
�«�–�µ�³�c�¡�Û�–�”�å�º�_7H��$×�^�§�î�Å�«�†�f�j�M�•�D7H�Ü�A  VLAN �†�m�~�\�Z�•�G�\
�@�[�A�r�M��

• RADIUS 1�0É�§�î�Â�@�Q#Ý�[�A�N>&�²�˜�å�K�Z�8�Z>'�”�¡�­�«�[�A�^�81�0É�Â�–�Ã�«�@�–�¿�î�È
�Ý�b���œ�
�«�–�µ�³�c�
 RADIUS 0¿��  VLAN �r�S�c�Ø�î�¨�æ���”�¡�­�«  VLAN �[�
�Ï�î�º�†�¡
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Cisco IOS Release 12.2(50)SE �|�~�v�S�b�Ü�Ü�î�«�[�c�
�Ø�î�¨�"�)  ACL �>�|�g  Filter-Id �@�§�Ï�î�º
�I�€�Z�8�•�b�c�
�©�å�¢�Ý  �Í�«�º  �Ô�î�»�T�E�[�K�S�� Cisco IOS Release 12.2(50) �[�c�
 MDA �>�|�g
0
�X1�0É>&multiauth>'�†�–�¿�î�È�Ý�_�K�S�Ï�î�º�b�§�Ï�î�º�@3ã�•�I�€�r�K�S�� 12.2(52)SE �è7F�[�c�

�Ð�Ý�³�Í�«�º  �Ô�î�»�b�Ï�î�º�b�§�Ï�î�º�@3ã�•�I�€�r�K�S��

Cisco IOS Release 12.2(50)SE �|�~�v�S�b�Ü�Ü�î�«�[�c�
�«�–�µ�³�[0¿���I�€�S  ACL �c�

Catalyst 6000 �«�–�µ�³�^�]�
 Cisco IOS �¯�Ç�º�˜�™�”�†��/œ�M�•�9�b�¹�Â�–�«�[0¿���I�€�S  ACL �\�«
�n�ö�@�6�~�r�O�‡�[�K�S��

Cisco IOS Release 12.2(50)SE �è7F�[�c�
�«�–�µ�³�[0¿���I�€�S  ACL �c�
 Cisco IOS �Ü�Ü�î�«�†��/œ
�M�•�Ú�b�¹�Â�–�«�[0¿���I�€�S  ACL �\�«�n�ö�@�6�~�r�M��

>&�@>' any �c�
 ACL �b$Î�™
–�\�K�Z�T�E0¿���[�A�r�M��

>&�@>' �Ð�Ý�³  �Í�«�º  �Ô�î�»�[0¿���I�€�S  ACL �[�c�
�«�¸�î�º�Ó�å�º�b$Î�™
–4Š�(�c  any �[�^�E�€�d�^�~�r
�O�‡  >&�S�\�<�d�
 permit icmp any host 10.10.1.1>'��

��*O�I�€�S  ACL �b$Î�™
–�Ï�î�º�_�c  any �†�æ���M�•�²0[�@�6�~�r�M���æ���K�^�8���œ�
 ACL �c4:#Ý�[
�A�N�
1�0É�c�»�K�K�r�M���©�å�¢�Ý  �Í�«�º�c�O�M�[�¥$×�_�‹�‰�«�n�ö�†�§�Ï�î�º�K�r�M��

MDA �P�Â�Ï�î�º�>�|�g�Ð�Ý�³1�0É�Ï�î�º�[�c�
0
�X�b�Í�«�º�†1�0É�[�A�r�M���Í�«�º�_4:#Ý�I�€�•  
ACL �Ï�Ü�©�î�c�
�9�b�Í�«�º�b�º�Û�Ç�•�µ�¡�_�c�s8j�†�Z�<�r�O�‡��

�Ð�Ý�³  �Í�«�º  �Ï�î�º�[1�0É�I�€�•�Í�«�º�@  1 �X�T�E�[�
�Ú�b�Í�«�º�@1�0É�^�K�[�¿�µ�º�á�î�¡  �”�¡�­
�«�†�v�“�M�•���œ�
$Î�™
–�”�»�Þ�«�_  any �†�æ���M�•�G�\�[�
�q�6�b�Í�«�º�b  ACL �Ï�Ü�©�î�†�Ú�b�K
)F�Í�«�º�_4:#Ý�[�A�r�M��

NAC �Þ�–�Ö  2 IP �è0É Filter-Id �“�ö 3

�²�˜�å�ß�î�»�•+�  
ACL

�Ü�²�–�Þ�¡�º  URL

Filter-Id �“�ö 3

�²�˜�å�ß�î�»�•+�  
ACL

�Ü�²�–�Þ�¡�º  URL

Filter-Id �“�ö 3

�²�˜�å�ß�î�»�•+�  
ACL

�Ü�²�–�Þ�¡�º  URL

Filter-Id �“�ö 3

�²�˜�å�ß�î�»�•+�  
ACL3

�Ü�²�–�Þ�¡�º  URL3

�Ç�›�î�Ý�Â�µ�¡  �Ó�¯�µ�»�\�K�Z�b  
Web 1�0É5

Proxy ACL

Filter-Id �“�ö 3

�²�˜�å�ß�î�»�•+�  
ACL3

Proxy ACL

Filter-Id �“�ö 3

�²�˜�å�ß�î�»�•+�  
ACL3

Proxy ACL

Filter-Id �“�ö 3

�²�˜�å�ß�î�»�•+�  
ACL3

Proxy ACL3

Filter-Id �“�ö 3

�²�˜�å�ß�î�»�•+�  
ACL3

1. MDA = �Ð�Ý�³�»�Ó�–�å1�0É��

2. multiauth �\�v�ç�d�€�r�M��

3. Cisco IOS Release 12.2(50)SE �è7F�[�§�Ï�î�º�I�€�Z�8�r�M��

4. Cisco IOS Release 12.2(50)SE �è7F�[�§�Ï�î�º�I�€�Z�8�r�M��

5. 802.1x 1�0É�†�§�Ï�î�º�K�Z�8�^�8�¡�Û�–�”�å�º�b���œ��

/² 12-1 802.1x �b�µ+�  >&)F�A>'

1�0É�‰�2

�Ô�î�»

�©�å�¢�Ý  �Í�«�º �Ð�Ý�³  �Í�«�º MDA1 0
�X1�0É 2
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IEEE 802.1x �Ï�î�º�Ë�î�«1�0É�b�+0[
1�0É�Ð�¿�î�ª�Õ  CLI �¥�Ð�å�»

1�0É�Ð�¿�î�ª�Õ  �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�c�
 802.1x�
 MAC 1�0É�Â�–�Ã�«
�>�|�g  Web 1�0É�^�]�
�M�m�Z�b1�0É�‰�2�†�D�š�K�r�M��1�0É�Ð�¿�î�ª�Õ  �¥�Ð�å�»�c�
�K)F�Í�«�º�_4:
#Ý�I�€�•1�0É�‰�2�b�É�Û�–�œ�Ü�¸�•�\8p�Î�†�ô���K�r�M��

1�0É�Ð�¿�î�ª�Õ  �¥�Ð�å�»�c�
�Í�«�º  �Ô�î�»�
4*�o�Ô�î�»�>�|�g1�0É�±�–�Ð�î�^�]�
�M+á$×�^1�0É�µ+�
�†�D�š�K�r�M���M+á$×�^1�0É�¥�Ð�å�»�_�c�
 authentication host-mode�
 authentication violation �>
�|�g  authentication timer �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�@�6�~�r�M��

802.1x �S#Ý�¥�Ð�å�»�c�
8Œ�_  dot1x �r�S�c  authentication �Ÿ�î�á�î�»�@�Ü�A�r�M��  �S�\�<�d�

authentication port-control auto �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�c�
�–�å�±�î
�Ç�™�–�«�[�b1�0É�†�–�¿�î�È�Ý�_�K�r�M���S�T�K�
 dot1x system-authentication control �¢�ß�î�Â�Ý  
�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�c�–�_�¢�ß�î�Â�Ý�_  802.1x 1�0É�†�–�¿�î�È�Ý�r�S�c�¹�•�­�î�È�Ý�_
�K�r�M��

>&�@>' 802.1x 1�0É�@�¢�ß�î�Â�Ý�_�¹�•�­�î�È�Ý�ì�I�€�Z�v�
 Web 1�0É�^�]�Ú�b1�0É�‰�2�c�Q�b�Ï�î�º�[�–
�¿�î�È�Ý�b�r�r�[�M��

authentication manager �¥�Ð�å�»�c�
�è�S�b  802.1x �¥�Ð�å�»�\� �L�µ+��†�f�j�K�r�M��

/² 12-2 1�0É�Ð�¿�î�ª�Õ  �¥�Ð�å�»�>�|�g�è�S�b  802.1x �¥�Ð�å�»

Cisco IOS Release 12.2(50)SE 
�è7F�[�b1�0É�Ð�¿�î�ª�Õ  �¥�Ð�å�»  

Cisco IOS Release 12.2(46)SE 
�è�S�[�b� '¼�b  802.1x �¥�Ð�å�» 1��Â

authentication control-direction 
{both | in}

dot1x control-direction {both | 
in}

Wake-on-LAN>&WoL>'�µ+��†�Q#Ý�K�S1�0É�†�–
�¿�î�È�Ý�_�K�
�Ï�î�º�D�š�†�"�M�‰�¥�r�S�c�n�‰
�¥�_0¿���K�r�M��

authentication event dot1x auth-fail vlan

dot1x critical>&�–�å�±�î�Ç�™�–�«  
�¥�å�Ç�•� �×�Þ�î�©�Ù�å>'  

dot1x guest-vlan6

�Ï�î�º�V�[�D7H�Ü�A  VLAN �†�–�¿�î�È�Ý�_�K�r
�M��

�”�¡�­�«�Y+�1�0É�Â�–�Ã�«�µ+��†�–�¿�î�È�Ý�_�K
�r�M��

�”�¡�¸�•�È  VLAN �†�¤�«�º  VLAN �\�K�Z�æ���K
�r�M��

authentication fallback 
fallback-profile

dot1x fallback fallback-profile 1�0É�†�§�Ï�î�º�K�^�8�¡�Û�–�”�å�º#Ý�b�Ç�›�î�Ý
�Â�µ�¡�‰�2�\�K�Z  Web 1�0É�†�Q#Ý�M�•�|�:�Ï�î
�º�†0¿���K�r�M��

authentication host-mode 
[multi-auth  | multi-domain  | 
multi-host | single-host]

dot1x host-mode { single-host | 
multi-host | multi-domain}

1��•�Ï�î�º�[�©�å�¢�Ý  �Í�«�º>&�¡�Û�–�”�å�º>'�r
�S�c�Ð�Ý�³  �Í�«�º�†0Á�•�K�r�M��

authentication order dot1x mac-auth-bypass �Q#Ý�I�€�•1�0É�‰�2�b8p�Î�†��3>�_��*O�[�A�•�|
�:�_�K�r�M��

authentication periodic dot1x reauthentication �¡�Û�–�”�å�º�b���‡$×
Ì1�0É�†�–�¿�î�È�Ý�_�K�r
�M��

authentication port-control  { auto 
| force-authorized | force-un 
authorized}

dot1x port-control {auto | 
force-authorized | 
force-unauthorized}

�Ï�î�º�b0Á�•�«�¸�î�º�b�m�·�D�š�†�–�¿�î�È�Ý�_
�K�r�M��
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IEEE 802.1x �Ï�î�º�Ë�î�«1�0É�b�+0[
Cisco IOS Release 12.2(55)SE �è7F�b�Ü�Ü�î�«�[�c�
1�0É�Ð�¿�î�ª�Õ�[#Õ�B�I�€�S
Õ6×�^�©�«�¸�Ò  �Ó�µ
�­�î�ª�†�Ç�•�Ý�±�Ü�å�¢�[�A�r�M��3û�–�
�Ç�•�Ý�±�Ü�å�¢�I�€�S
Æ���c�
1�0É�b�B�Œ�\6õ�€�K�Z�8�r
�M�� 802.1x 1�0É�>�|�g  MAB 1�0É�b
Õ6×�^�Ó�µ�­�î�ª�†�Ç�•�Ý�±�Ü�å�¢�M�•�G�\�v�[�A�r�M��1�0É�‰
�'�H�\�_$��^�•�¥�Ð�å�»�@#Ý�–�I�€�Z�8�r�M��

• no authentication logging verbose �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�c�
1�0É�Ð�¿�î
�ª�Õ�?�}�b
Õ6×�^�Ó�µ�­�î�ª�†�Ç�•�Ý�±�Ü�å�¢�K�r�M��

• no dot1x logging verbose �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�c�
 802.1x 1�0É�b
Õ6×�^
�Ó�µ�­�î�ª�†�Ç�•�Ý�±�Ü�å�¢�K�r�M��

• no mab logging verbose �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�c�
 MAC Authentication 
Bypass>&MAB; MAC 1�0É�Â�–�Ã�«>'�b
Õ6×�^�Ó�µ�­�î�ª�†�Ç�•�Ý�±�Ü�å�¢�K�r�M��

0ò(ý�_�X�8�Z�c�
�G�b�Ü�Ü�î�«�b�¥�Ð�å�»  �Ü�Ç�“�Þ�å�«�†�g!·�K�Z�C�T�I�8��

0Á�•�«�¸�î�º�>�|�g!“0Á�•�«�¸�î�º�b�Ï�î�º

802.1x 1�0É�p�_�
�«�–�µ�³�b�Ï�î�º  �«�¸�î�º�_�|�W�Z�
�«�–�µ�³�c�¿�µ�º�á�î�¡�l�b�¡�Û�–�”�å�º  �”
�¡�­�«�†0Á�•�K�r�M���Ï�î�º�c�q�6�
 !“0Á�• �«�¸�î�º�[�M���G�b�«�¸�î�º�[�c�
8b�Œ  VLAN >&�ì�•  
LAN>'�Ï�î�º�\�K�Z0¿���I�€�Z�8�^�8�Ï�î�º�c  802.1x 1�0É�
 CDP�
�>�|�g  STP �Ã�£�µ�º�†7V�C�M�m
�Z�b
°�Š�>�|�g���Š�º�Û�Ç�•�µ�¡�†&—�F�K�r�M���¡�Û�–�”�å�º�b1�0É�@�B�Œ�M�•�\�
�Ï�î�º�c 0Á�• �«
�¸�î�º�_�š�f�K�
�¡�Û�–�”�å�º�b�º�Û�Ç�•�µ�¡3æ�w�™�†3û�–�]�>�~�_0Á�•�K�r�M���Ï�î�º�@8b�Œ  
VLAN �Ï�î�º�\�K�Z0¿���I�€�Z�8�•���œ�
 VoIP �º�Û�Ç�•�µ�¡�>�|�g  802.1x �É�ß�º�¥�Ý  �Ã�£�µ�º�@0Á
�•�I�€�S�‹�¡�Û�–�”�å�º�@�G�–�_1�0É�I�€�r�M��

802.1x 1�0É�†�§�Ï�î�º�K�Z�8�^�8�¡�Û�–�”�å�º�@�
!“0Á�•�«�¸�î�º�b  802.1x �Ï�î�º�_�K)F�M�•�\�
�«
�–�µ�³�c�Q�b�¡�Û�–�”�å�º�b1‘�9�_���†0[�Ó�K�r�M���G�b"g�#�[�c�
�¡�Û�–�”�å�º�c0[�Ó�_�Â'Å�O�N�

�Ï�î�º�c�,�A)F�A!“0Á�•�«�¸�î�º�\�^�~�
�¡�Û�–�”�å�º�c�¿�µ�º�á�î�¡  �”�¡�­�«�†0Á�•�I�€�r�O�‡��

�o�P�_�
 802.1x �P�Â�b�¡�Û�–�”�å�º�@�
 802.1x �† =�@'�
>�K�Z�8�^�8�Ï�î�º�_�K)F�M�•�\�
�¡�Û�–�”
�å�º�c  EAPOL-Start �Ç�Þ�î�Ò�†3æ�™�K�Z1�0É�É�ß�­�«�†6ä���K�r�M���Â'Å�@�^�E�€�d�
�¡�Û�–�”�å�º
�c� �L0[�Ó�†�d���b�G�X�T�E3æ�™�K�r�M���Â'Å�@�^�8�b�[�
�¡�Û�–�”�å�º�c�Ï�î�º�@0Á�•�«�¸�î�º�[�6
�•�v�b�\�K�Z�Ç�Þ�î�Ò3æ�™�†6ä���K�r�M��

authentication port-control �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�>�|�g���b�Ÿ�î�á�î
�»�†�Q#Ý�K�Z�
�Ï�î�º�b0Á�•�«�¸�î�º�†�D�š�[�A�r�M��

• force-authorized>8802.1x 1�0É�†�¹�•�­�î�È�Ý�_�K�
1�0É�_���b�º�n�†�²0[�\�O�N�_�
�Ï�î�º�†0Á
�•�«�¸�î�º�_�š�f�K�r�M���Ï�î�º�c�¡�Û�–�”�å�º�\�b  802.1x �Ë�î�«1�0É�†/œ�ƒ�N�_�
3û�–�b�º�Û
�Ç�•�µ�¡�†3æ�w�™�K�r�M���G�€�@�¹�Ç�›�Ý�º�b0¿���[�M��

• force-unauthorized>8�¡�Û�–�”�å�º�?�}�b1�0É�b0è�s�†�M�m�Z!“0i�K�
�Ï�î�º�†!“0Á�•�«�¸�î�º�b
�r�r�_�K�r�M���«�–�µ�³�c�Ï�î�º�†�Ó�K�Z�¡�Û�–�”�å�º�_1�0É�§�î�Å�«�†�f�j�[�A�r�O�‡��

authentication timer dot1x timeout �±�–�Ð�î�†0¿���K�r�M��

authentication violation { protect | 
restrict  | shutdown}

dot1x violation-mode { shutdown 
| restrict  | protect}

�‚�K�8�¹�Â�–�«�@�Ï�î�º�_�K)F�I�€�S���œ�
�r�S
�c�q�±�X�b�¹�Â�–�«�@�Ï�î�º�_�K)F�I�€�S�‹�_�‚
�K�8�¹�Â�–�«�@�Q�b�Ï�î�º�_�K)F�I�€�S���œ�_$Î
#Õ�M�•4*�o�Ô�î�»�†0¿���K�r�M��

/² 12-2 1�0É�Ð�¿�î�ª�Õ  �¥�Ð�å�»�>�|�g�è�S�b  802.1x �¥�Ð�å�»  >&)F�A>'

Cisco IOS Release 12.2(50)SE 
�è7F�[�b1�0É�Ð�¿�î�ª�Õ  �¥�Ð�å�»  

Cisco IOS Release 12.2(46)SE 
�è�S�[�b� '¼�b  802.1x �¥�Ð�å�» 1��Â
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IEEE 802.1x �Ï�î�º�Ë�î�«1�0É�b�+0[
• auto>8802.1x 1�0É�†�–�¿�î�È�Ý�_�K�r�M���Ï�î�º�c�q�6�
!“0Á�•�«�¸�î�º�[�6�~�
�Ï�î�º)�#ä�[
3æ�w�™�[�A�•�b�c  EAPOL �Ç�Þ�î�Ò�T�E�[�M���Ï�î�º�b�Ü�å�¡  �«�¸�î�º�@�²�˜�å�?�}�”�µ�É�_�š
�f�K�S�\�A�
�r�S�c  EAPOL-Start �Ç�Þ�î�Ò�†�w�™�K�S�\�A�_�
1�0É�É�ß�­�«�@6ä���I�€�r�M���«
�–�µ�³�c�¡�Û�–�”�å�º�b1‘�9�_���†0[�Ó�K�
�¡�Û�–�”�å�º�\1�0É�§�î�Â�\�b6ë�[1�0É�Ó�µ�­�î�ª�b
�Ü�Þ�î�†6ä���K�r�M���«�–�µ�³�c�¡�Û�–�”�å�º�b  MAC �”�»�Þ�«�†�Q#Ý�K�Z�
�¿�µ�º�á�î�¡  �”�¡�­
�«�†0è�s�•�›�¡�Û�–�”�å�º�†�M�–�_1‘�9�K�r�M��

�¡�Û�–�”�å�º�@1�0É�_�B�Œ�M�•�\>&1�0É�§�î�Â�?�}  Accept �Ç�Þ�î�Ò�†�w�™�M�•�\>' �
�Ï�î�º�@0Á�•�«
�¸�î�º�_�š�ƒ�~�
1�0É�I�€�S�¡�Û�–�”�å�º�?�}�b
²�Ç�Þ�î�Ò�@�Ï�î�º)�#ä�[�b3æ�w�™�†0Á�•�I�€�r�M��
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IEEE 802.1x �Ï�î�º�Ë�î�«1�0É�b�+0[
MAC Move �c�M�m�Z�b�Í�«�º  �Ô�î�»�[�§�Ï�î�º�I�€�r�M  >&1�0É�Í�«�º�c�
�Ï�î�º�[�–�¿�î�È�Ý�_�I�€
�Z�8�•�Í�«�º  �Ô�î�»�_6õ�€�^�C�
�«�–�µ�³�b�õ�–�b�Ï�î�º�_&ã�·�[�A�r�M>' ��

MAC �”�»�Þ�«�@�6�•�Ï�î�º�?�}�9�b�Ï�î�º�_&ã�·�M�•�\�
�«�–�µ�³�c
–�b�Ï�î�º�[1�0É�í�s�­�µ�©�Ù
�å�†)
�¢�K�
�‚�K�8�Ï�î�º�[�‚�K�81�0É�©�î�£�å�«�†6ä���K�r�M��

MAC Move �b�µ+��c�
8b�Œ�>�|�g�¹�î�±  �Í�«�º�b�g�‰�_4:#Ý�I�€�r�M��

>&�@>' �œ�î�É�å1�0É�Ô�î�»�[�c�
 MAC �”�»�Þ�«�c�
�‚�K�8�Ï�î�º�[�b0Á�•�†�²0[�\�O�N�_�

–�b�Ï�î�º�?�}
�‚�K�8�Ï�î�º�l�S�T�U�_&ã�·�K�r�M��

0ò(ý�_�X�8�Z�c�
 �� MAC Move �b�–�¿�î�È�Ý�ì�� >&P.12-47>' �†�g!·�K�Z�C�T�I�8 ��

MAC *(�n
Cisco IOS Release 12.2(55)SE �è7F�b�Ü�Ü�î�«�[�c�
 MAC *(�n�µ+��†0¿���K�Z�
�¦�S�_�9�b�Í�«�º�@
1�0É�I�€�S�Ï�î�º�_�Í�«�º�@�K)F�†0è�s�•�\�A�_$Î#Õ�M�•4*�o�_�P���[�A�•�|�:�_�^�~�r�K�S��

>&�@>' 4*�o�c�Ð�Ý�³1�0É�Ô�î�»�[�c$Î#Õ�K�^�8�S�u�
�Ð�Ý�³1�0É�Ô�î�»�b�Ï�î�º�_�G�b�µ+��c4:#Ý�I�€�r�O
�‡���Ð�Ý�³�Í�«�º  �Ô�î�»�[1�0É�@�²0[�^�b�c�q�6�b�Í�«�º�T�E�^�b�[�
�G�b�µ+��c�G�b�Ô�î�»�b�Ï�î
�º�_�c4:#Ý�I�€�r�O�‡��

replace �Ÿ�î�á�î�»�†�æ���K�Z  authentication violation �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥
�Ð�å�»�†0¿���M�•�\�
�Ð�Ý�³�»�Ó�–�å  �Ô�î�»�b�Ï�î�º�[�b1�0É�É�ß�­�«�c�
���b�|�:�_�^�~�r�M��

• �¤�Ñ�b1�0É�í�s  MAC �”�»�Þ�«�†�Q#Ý�M�•�Ï�î�º�[�‚�K�8  MAC �”�»�Þ�«�@�w�™�I�€�r�M��

• 1�0É�Ð�¿�î�ª�Õ�c�
�Ï�î�º�V�b#'�~�b�¹�î�±  �Í�«�º�b  MAC �”�»�Þ�«�†�
�‚�K�8  MAC �”�»�Þ�«�[
*(�A�n�<�r�M��

• 1�0É�Ð�¿�î�ª�Õ�c�
�‚�K�8  MAC �”�»�Þ�«�_�P�M�•1�0É�É�ß�­�«�†6ä���K�r�M��

• 1�0É�Ð�¿�î�ª�Õ�_�|�W�Z�‚�K�8�Í�«�º�@8b�Œ�Í�«�º�[�6�•�\�8�•�I�€�S���œ�

–�b8b�Œ�Í�«�º�c�P
7V�I�€�r�M��

�Ï�î�º�@�œ�î�É�å1�0É�Ô�î�»�_�^�W�Z�8�•���œ�
 MAC �”�»�Þ�«�c�S�T�U�_  MAC �”�»�Þ�«  �¸�î�È�Ý�_
3ã�•�I�€�r�M��

0ò(ý�_�X�8�Z�c�
 �� MAC *(�n�b�–�¿�î�È�Ý�ì�� >&P.12-48>' �†�g!·�K�Z�C�T�I�8��

802.1x �”�•�˜�å�¸�•�å�¢

802.1x �† =�[�c�
�Ø�î�¨�b1�0É�>�|�g�Ø�î�¨�b�¿�µ�º�á�î�¡  �”�¡�­�«�_�P�M�•0Á�•�‰�2�†��*O�K�Z�8
�r�M���S�T�K�
�¿�µ�º�á�î�¡�b�Q#Ý�2�_�X�8�Z�c�º�Û�µ�Ÿ�å�¢�K�r�O�‡�� 802.1x �”�•�˜�å�¸�•�å�¢�c�

�¹�Ç�›�Ý�º�[�¹�•�­�î�È�Ý�[�M�� 802.1x �”�•�˜�å�¸�•�å�¢�†�–�¿�î�È�Ý�_�M�•�\�
���b��#.�†  802.1x 
�P�Â�b�Ï�î�º�V�[�Ô�½�±�[�A�r�M��

• �G�–�_�Ø�î�¨�†1�0É�K�r�M��

• �Ø�î�¨�@�ß�¢  �œ�Ç�K�r�M��

• �Ü�å�¡�²�˜�å�@$Î#Õ�K�r�M��

• 
Ì1�0É�@�G�–�_/œ�ƒ�€�r�M��

• 
Ì1�0É�@�»�K�K�r�M��
12-14
Cisco IE 3000 �«�–�µ�³  �¯�Ç�º�˜�™�”  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �ž�–�»

OL-27302-01-J



 

'¨  12 'v       IEEE 802.1x �Ï�î�º�Ë�î�«1�0É�b0¿��
IEEE 802.1x �Ï�î�º�Ë�î�«1�0É�b�+0[
�«�–�µ�³�c  802.1x �”�•�˜�å�¸�•�å�¢�_���†0°6��K�r�O�‡���Q�b�æ�ƒ�~�
�«�–�µ�³�c�G�b�_���†  
RADIUS �§�î�Â�_3æ�™�K�r�M�� RADIUS �§�î�Â�c�
�”�•�˜�å�¸�•�å�¢  �Ó�µ�­�î�ª�†0°6��M�•�|�:�_0¿
���M�•�²0[�@�6�~�r�M��

802.1x �”�•�˜�å�¸�•�å�¢�“�ö�Í�Ì�”

RADIUS �§�î�Â�_3æ�™�I�€�S�_���c�
 Attribute Value>&AV; �“�ö�Í>'�Ì�”�b�g�'�[/²&g�I�€�r�M���G�€
�}�b  AV �Ì�”�b�¹�î�±�c�
�›'��”�É�Ü�£�î�©�Ù�å�_�|�W�Z�Q#Ý�I�€�r�M  >&�S�\�<�d1"5 �”�É�Ü�£�î
�©�Ù�å�b���œ�
 RADIUS �Ã�£�µ�º�b  Acct-Input-Octets �r�S�c  Acct-Output-Octets �“�ö�b�_���@�²0[�[
�M>'��

AV �Ì�”�c�
 802.1x �”�•�˜�å�¸�•�å�¢�@0¿���I�€�Z�8�•�«�–�µ�³�_�|�W�Z+¬�·$×�_3æ�™�I�€�r�M�����b
'�8®�b  RADIUS �”�•�˜�å�¸�•�å�¢  �Ã�£�µ�º�@�«�–�µ�³�_�|�W�Z3æ�™�I�€�r�M��

• START>8�‚0d�Ø�î�¨  �­�µ�©�Ù�å�@���r�•�\3æ�™�I�€�r�M��

• INTERIM>8�¤�Ñ�b�­�µ�©�Ù�å�@�f�‚�I�€�•�\3æ�™�I�€�r�M��

• STOP>8�­�µ�©�Ù�å�@)
�¢�M�•�\3æ�™�I�€�r�M��

���b /² 12-3 �_�
 AV �Ì�”�>�|�g�«�–�µ�³�_�|�W�Z3æ�™�I�€�•  AV �Ì�”�b�²�ó�†&g�K�r�M��

/² 12-3 �”�•�˜�å�¸�•�å�¢  AV �Ì�”

�“�ö$��• AV �Ì�”�¡ START INTERIM STOP

�“�ö  [1] User-Name �–�ì3æ�™ �–�ì3æ�™ �–�ì3æ�™

�“�ö  [4] NAS-IP-Address �–�ì3æ�™ �–�ì3æ�™ �–�ì3æ�™

�“�ö  [5] NAS-Port �–�ì3æ�™ �–�ì3æ�™ �–�ì3æ�™

�“�ö  [8] Framed-IP-Address 8�3æ�™ �²�ó�_�Â�L
�Z3æ�™1

1. �Í�«�º�_�P�K�Z�w� �^  Dynamic Host Control Protocol>&DHCP>'�Â�–�å�¹�•�å�¢�@  DHCP �«
�¾�î�Æ�å�¢  �Â�–�å�¹�•�å�¢  �¸�î�È�Ý�_�Ñ�~�K�Z�8�•���œ�_�b�s�
 Framed-IP-Address �b  AV �Ì
�”�c3æ�™�I�€�r�M��

�²�ó�_�Â�L
�Z3æ�™1

�“�ö  [25] Class �–�ì3æ�™ �–�ì3æ�™ �–�ì3æ�™

�“�ö  [30] Called-Station-ID �–�ì3æ�™ �–�ì3æ�™ �–�ì3æ�™

�“�ö  [31] Calling-Station-ID �–�ì3æ�™ �–�ì3æ�™ �–�ì3æ�™

�“�ö  [40] Acct-Status-Type �–�ì3æ�™ �–�ì3æ�™ �–�ì3æ�™

�“�ö  [41] Acct-Delay-Time �–�ì3æ�™ �–�ì3æ�™ �–�ì3æ�™

�“�ö  [42] Acct-Input-Octets 8�3æ�™ �–�ì3æ�™ �–�ì3æ�™

�“�ö  [43] Acct-Output-Octets 8�3æ�™ �–�ì3æ�™ �–�ì3æ�™

�“�ö  [44] Acct-Session-ID �–�ì3æ�™ �–�ì3æ�™ �–�ì3æ�™

�“�ö  [45] Acct-Authentic �–�ì3æ�™ �–�ì3æ�™ �–�ì3æ�™

�“�ö  [46] Acct-Session-Time 8�3æ�™ �–�ì3æ�™ �–�ì3æ�™

�“�ö  [49] Acct-Terminate-Cause 8�3æ�™ 8�3æ�™ �–�ì3æ�™

�“�ö  [61] NAS-Port-Type �–�ì3æ�™ �–�ì3æ�™ �–�ì3æ�™
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se 

�«�–�µ�³�_�|�W�Z3æ�™�I�€�S  AV �Ì�”�c�
 debug radius accounting "I�’  EXEC �¥�Ð�å�»�†
°�Š�M�•�G
�\�[/²&g�[�A�r�M���G�b�¥�Ð�å�»�b0ò(ý�_�X�8�Z�c�
 �� Cisco IOS Debug Command Reference, Relea
12.2���†�g!·�K�Z�C�T�I�8��

AV �Ì�”�b0ò(ý�_�X�8�Z�c�
 RFC 3580�� 802.1x Remote Authentication Dial In User Service (RADIUS) 
Usage Guidelines���†�g!·�K�Z�C�T�I�8��

802.1x  =
�"g�Â�³�™�µ�¡

802.1x  =
�"g�Â�³�™�µ�¡�c�
�M�m�Z�b�«�–�µ�³  �Ï�î�º�b  802.1x �”�¡�¸�•�Å�¸�•�†�Ô�½�±�Ü�å�¢�K�

802.1x �†�§�Ï�î�º�M�•�Ï�î�º�_�K)F�I�€�Z�8�•�¹�Â�–�«�b�_���†/²&g�K�r�M���G�b�µ+��†�Q#Ý�K�Z�

�«�–�µ�³  �Ï�î�º�_�K)F�I�€�Z�8�•�¹�Â�–�«�@  802.1x �_�P�Â�[�A�•�?�]�:�?�†�8�9�[�A�r�M�� 802.1x �µ
+��†�§�Ï�î�º�K�Z�8�^�8�¹�Â�–�«�[�c�
 MAC 1�0É�Â�–�Ã�«�r�S�c  Web 1�0É�^�]�b�æ�p1�0É�†�Q#Ý�K
�r�M��

�G�b�µ+��@�w#Ý�^�b�c�
�¡�Û�–�”�å�º�b�§�É�Ü�•�å�º�[  NOTIFY EAP 3û%±�Ã�£�µ�º�[�b�¡�š�Ü�î�@�§
�Ï�î�º�I�€�Z�8�•���œ�T�E�[�M���¡�Û�–�”�å�º�c�
 802.1x �±�–�Ò�”�˜�º�Í
Æ�_�Â'Å�K�^�E�€�d�^�~�r
�O�‡��

802.1x  =
�"g�Â�³�™�µ�¡�b�«�–�µ�³�b0¿���_�X�8�Z�c�
 �� 802.1x  =
�"g�Â�³�™�µ�¡�b0¿���� >&P.12-36>'
�†�g!·�K�Z�C�T�I�8��

VLAN �m�~�\�Z�†�Q#Ý�K�S  802.1x 1�0É

RADIUS �§�î�Â�c�
 VLAN �m�~�\�Z�†3æ�™�K�
�«�–�µ�³  �Ï�î�º�†0¿���K�r�M�� RADIUS �§�î�Â  �¹�î
�±�Ë�î�«�c�
�Ø�î�¨�¡�\  VLAN �b�Ð�µ�Æ�å�¢�†)T�â�K�
�«�–�µ�³  �Ï�î�º�_�K)F�M�•�¡�Û�–�”�å�º�b
�Ø�î�¨�¡�_�ö�Y�8�Z  VLAN �†�m�~�\�Z�r�M���G�b�µ+��†�Q#Ý�K�Z�
"I���b�Ø�î�¨�b�¿�µ�º�á�î�¡  �”�¡
�­�«�†�D7H�[�A�r�M��

8b�Œ/æ*(�@1��•�I�€�
 RADIUS �§�î�Â�@1��•�í�s�b  VLAN �†3É�K�S���œ�
�Ï�î�º�V�b8b�Œ  VLAN �c�

�m�~�\�Z�}�€�S8b�Œ  VLAN �[�Ã�£�µ�º�†3æ�w�™�M�•�|�:�_0¿���I�€�r�M��8b�Œ  VLAN �m�~�\�Z�c�
�Ð
�Ý�³�»�Ó�–�å1�0É>& MDA >'�P�Â�b�Ï�î�º�[�b�¹�î�±  VLAN �m�~�\�Z�\� �L�|�:�_�µ+��K�r�M��0ò(ý�_
�X�8�Z�c�
 ���Ð�Ý�³�»�Ó�–�å1�0É�� >&P.12-12>' �†�g!·�K�Z�C�T�I�8��  

�«�–�µ�³�\  RADIUS �§�î�Â�V�[0¿���I�€�S���œ�
 VLAN �m�~�\�Z�†�Q#Ý�K�S  802.1x 1�0É�_�c���b"I
�ö�@�6�~�r�M��

• RADIUS �§�î�Â�?�}  VLAN �@�f�j�I�€�^�8���œ�
�r�S�c  802.1x 1�0É�@�¹�•�­�î�È�Ý�b���œ�
1�
0É�@�B�Œ�M�•�\�Ï�î�º�c�”�¡�­�«  VLAN �_0¿���I�€�r�M���”�¡�­�«  VLAN �\�c�
�”�¡�­�«  �Ï�î
�º�_�m�~�\�Z�}�€�S  VLAN �[�M���G�b�Ï�î�º�V�[3æ�w�™�I�€�•�Ã�£�µ�º�c�M�m�Z�
�G�b  VLAN �_
�d�“�K�r�M��

• 802.1x 1�0É�@�–�¿�î�È�Ý�[�
 RADIUS �§�î�Â�?�}�b  VLAN �_���@�w� �[�^�8���œ�
1�0É�_�»�K�K
�Z�
0¿���í�s�b  VLAN �@�,�A)F�A�Q#Ý�I�€�r�M���G�€�_�|�~�
0¿���š�Û�î�_�|�W�Z�Y4:�)�^  
VLAN �_�£�‡�O�`�Ï�î�º�@#'�€�•�G�\�†75�B�r�M��

0¿���š�Û�î�_�c�
�Ý�î�¸�µ�»  �Ï�î�º�b  VLAN �
6ë4*�W�S  VLAN ID �
�Ñ�~�K�^�8�r�S�c
Æ4Š>&�Ý�î
�¸�µ�»  �Ï�î�º>' VLAN ID �
 RSPAN VLAN�
�©�Õ�µ�º�²�˜�å�r�S�c�M�ì�õ�F�K�Z�8�•  VLAN �b�æ
���^�]�@�6�~�r�M���Ð�Ý�³�»�Ó�–�å  �Í�«�º  �Ï�î�º�b���œ�
0¿���š�Û�î�_�c�
0¿���í�s�r�S�c�m�~
�\�Z�í�s  VLAN ID �\�M+´�M�•�¹�î�±  VLAN �b�m�~�\�Z0è/œ>&�r�S�c�Q�b3ë>'�b�S�u�_$Î#Õ�M�•
�v�b�v�6�~�r�M��

• 802.1x 1�0É�@�–�¿�î�È�Ý�[�
 RADIUS �§�î�Â�?�}�b�M�m�Z�b�_���@�w� �b���œ�
0Á�•�I�€�S�¹�Â
�–�«�c1�0É�‹�
�æ���K�S  VLAN �_4Ä*(�I�€�r�M��
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• 802.1x �Ï�î�º�[�Ð�Ý�³  �Í�«�º  �Ô�î�»�@�–�¿�î�È�Ý�b���œ�
�M�m�Z�b�Í�«�º�c�q�6�_1�0É�I�€�S�Í
�«�º�\� �L  VLAN >&RADIUS �§�î�Â�_�|�~�æ��>'�_4Ä*(�I�€�r�M��

• �Ï�î�º  �­�Ÿ�×�Ü�¸�•�†�–�¿�î�È�Ý�ì�K�Z�v�
 RADIUS �§�î�Â�@�m�~�\�Z�}�€�S  VLAN �b�·�8�_�c
�s8j�K�r�O�‡��

• 802.1x 1�0É�@�Ï�î�º�[�¹�•�­�î�È�Ý�b���œ�
0¿���í�s�b�”�¡�­�«  VLAN �\0¿���í�s�b8b�Œ   
VLAN �_�`�~�r�M��

• 802.1x �Ï�î�º�@1�0É�I�€�
 RADIUS �§�î�Â�_�|�W�Z�m�~�\�Z�}�€�S  VLAN �_4Ä*(�I�€�•�\�
�Q�b
�Ï�î�º�b�”�¡�­�«  VLAN 0¿���l�b�š�f�c�w� �_�^�~�r�O�‡���Ð�Ý�³�»�Ó�–�å  �Í�«�º�b���œ�
�Ï�î
�º�@�ö
²�_�G�€�}�b�[�¥�[0Á�•�I�€�Z�8�•���œ�
� �L�G�\�@8b�Œ�¹�Â�–�«�_4:#Ý�I�€�r�M��

– �6�•�¹�Â�–�«�[  VLAN 0¿���†�š�f�K�S�G�\�_�|�~�
�Ú�b�¹�Â�–�«�_0¿���í�s�r�S�c�m�~�\�Z
�í�s�b  VLAN �\�M+´�K�S���œ�
�Ï�î�º�V�b
²�¹�Â�–�«�b1�0É�@�p�•�K�Z�
�¹�î�±�>�|�g8b�Œ
�¹�Â�–�«�_0¿���í�s�b  VLAN �@�M+´�K�^�C�^�•�|�:�^�w� �^0¿���@�Ÿ
–�I�€�•�r�[�
�Ð�Ý�³
�»�Ó�–�å  �Í�«�º  �Ô�î�»�@�¹�•�­�î�È�Ý�_�^�~�r�M��

– 8b�Œ�¹�Â�–�«�@0Á�•�I�€�Z�
�²�˜�å�ß�î�»�I�€�S8b�Œ  VLAN �†�Q#Ý�K�Z�8�•���œ�
8b�Œ  
VLAN 0¿���†�P7V�K�S�~0¿���Í�†  dot1p �r�S�c  untagged �_�Ÿ�G�K�S�~�M�•�\�
8b�Œ�¹�Â�–�«
�@�•0Á�•�_�^�~�
�Ð�Ý�³�»�Ó�–�å  �Í�«�º  �Ô�î�»�@�¹�•�­�î�È�Ý�_�^�~�r�M��

�Ï�î�º�@�
�I�D0Á�•>& force-authorized>'�«�¸�î�º�
�I�D!“0Á�•>& force-unauthorized>'�«�¸�î�º�
!“0Á
�•�«�¸�î�º�
�r�S�c�©�Õ�µ�º�²�˜�å  �«�¸�î�º�b���œ�
�Ï�î�º�c0¿���í�s�b�”�¡�­�«  VLAN �_4Ä*(�I�€
�r�M��

�º�Û�å�¡  �Ï�î�º�
�²�–�¼�Ñ�µ�¡  �Ï�î�º�
�r�S�c  VLAN Membership Policy Server>&VMPS; VLAN �Ó
�å�Â�î�©�µ�É  �Ï�Ü�©�î  �§�î�Â>'�_�|�•�²�–�¼�Ñ�µ�¡  �”�¡�­�«  �Ï�î�º�m�~�\�Z�b���œ�
 VLAN �m�~�\
�Z�µ+��†�Q#Ý�K�S  802.1x 1�0É�c�§�Ï�î�º�I�€�r�O�‡��

VLAN �m�~�\�Z�†0¿���M�•�_�c�
���b�8���†��/œ�M�•�²0[�@�6�~�r�M��

• network �Ÿ�î�á�î�»�†�Q#Ý�K�Z  AAA 1�0É�†�–�¿�î�È�Ý�_�K�
 RADIUS �§�î�Â�?�}�b�–�å�±�î
�Ç�™�–�«0¿���†�•+��_�K�r�M��

• 802.1x 1�0É�†�–�¿�î�È�Ý�_�K�r�M�� >&�”�¡�­�«  �Ï�î�º�[  802.1x 1�0É�†0¿���M�•�\�
 VLAN �m�~�\
�Z�µ+��c+¬�·$×�_�–�¿�î�È�Ý�_�^�~�r�M>' ��

• RADIUS �§�î�Â�_�Ë�å�²�î�[�w�b�º�å�¿�Ý�“�ö�†�m�~�\�Z�r�M�� RADIUS �§�î�Â�c���b�“�ö�†�«
�–�µ�³�_3É�M�²0[�@�6�~�r�M��

– [64] Tunnel-Type = VLAN

– [65] Tunnel-Medium-Type = 802

– [81] Tunnel-Private-Group-ID = VLAN �¡�
 VLAN ID �r�S�c  VLAN-Group

– [83] Tunnel-Preference

�“�ö  [64] �c�
�Í  VLAN>&�±�–�É  13>'�[�^�E�€�d�^�~�r�O�‡���“�ö  [65] �c�
�Í  802>&�±�–�É  6>'�[
�^�E�€�d�^�~�r�O�‡�� �“�ö  [81] �c�
 802.1x 1�0É�Ø�î�¨�_�m�~�\�Z�}�€�S  VLAN �¡ �r�S�c  VLAN ID 
�†�æ���K�r�M��

�º�å�¿�Ý�“�ö�b�[�_�X�8�Z�c�
 ���Ë�å�²�î�[�w�b  RADIUS �“�ö�†�Q#Ý�M�•�«�–�µ�³0¿���� >&P.11-37>' �†
�g!·�K�Z�C�T�I�8��

�Ø�î�¨�"�)  ACL �†�Q#Ý�K�S  802.1x 1�0É�b�Q#Ý

�Ø�î�¨�"�)  Access Control List>&ACL; �”�¡�­�«  �¥�å�º�ß�î�Ý  �Ü�«�º>'�†�–�¿�î�È�Ý�_�K�Z�
$��^�•�Þ
�Ë�Ý�b�¿�µ�º�á�î�¡  �”�¡�­�«�>�|�g�§�î�Å�«�†  802.1x 1�0É�Ø�î�¨�_�f�j�[�A�r�M�� RADIUS �§�î�Â
�c�
 802.1x �Ï�î�º�_�K)F�I�€�•�Ø�î�¨�†1�0É�M�•���œ�
�Ø�î�¨  ID �_�ö�Y�8�Z  ACL �“�ö�†�w�E�v�~�

�G�€�}�†�«�–�µ�³�_3æ�™�K�r�M���«�–�µ�³�c�
�Ø�î�¨  �­�µ�©�Ù�å�b�‡6ë�p�
�Q�b�“�ö�†  802.1x �Ï�î�º
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'¨  12 'v       IEEE 802.1x �Ï�î�º�Ë�î�«1�0É�b0¿��
IEEE 802.1x �Ï�î�º�Ë�î�«1�0É�b�+0[
�_4:#Ý�K�r�M���­�µ�©�Ù�å�@)
�¢�M�•�\�
1�0É�@�»�K�K�S���œ�
�r�S�c�Ü�å�¡�²�˜�å"g�Â�b$Î#Õ�ì�_�

�Ø�î�¨�"�)  ACL 0¿���@�P7V�I�€�r�M���«�–�µ�³�c�
 RADIUS �æ���b  ACL �†��/œ�¥�å�Ç�•� �×�Þ�î
�©�Ù�å�_�c�–�Ñ�K�r�O�‡���Ï�î�º�@!“0Á�•�b���œ�
�«�–�µ�³�c�Q�b�Ï�î�º�?�}  ACL �†�P7V�K�r�M��

�Ø�î�¨�c� �M�b�«�–�µ�³�V�[�
�Ý�î�±  ACL �>�|�g
°�Š�Ï�î�º  ACL �†�Q#Ý�[�A�r�M���S�T�K�
�Ï�î�º
�b  ACL �c�Ý�î�±  ACL �|�~
ƒ
›�I�€�r�M��
°�Š�Ï�î�º  ACL �†  VLAN �_�“�M�•�–�å�±�î�Ç�™�–�«�_4:
#Ý�M�•���œ�
�Ï�î�º  ACL �c  VLAN �–�å�±�î�Ç�™�–�«�_4:#Ý�M�•
°�Š�Ý�î�±  ACL �|�~�v
ƒ
›�I�€�r
�M���Ï�î�º  ACL �@4:#Ý�I�€�S�Ï�î�º�V�[�w�™�K�S%T�™�Ã�£�µ�º�c�
�Ï�î�º  ACL �_�|�W�Z�Ç�•�Ý�±�Ü
�å�¢�I�€�r�M���Q�b�Ú�b�Ï�î�º�_%T�™�K�S�Ý�î�¸�µ�»  �Ã�£�µ�º�c�
�Ý�î�±  ACL �_�|�W�Z�Ç�•�Ý�±�Ü�å
�¢�I�€�r�M��$Î�™�M�•�Ý�î�¸�µ�»  �Ã�£�µ�º�_�c�
�Ý�î�±  ACL �b�Ç�•�Ý�±�@4:#Ý�I�€�r�M���¥�å�Ç�•
� �×�Þ�î�©�Ù�å�b%©%*�†�G4J�M�•�_�c�
 RADIUS �§�î�Â�_�–�Ñ�M�•�Ø�î�¨  �É�ß�Ç�“�–�Ý�†�Å5��_0£#ì
�K�^�E�€�d�^�~�r�O�‡��

RADIUS �c�
�Ë�å�²�î�[�w�“�ö�^�]�b�Ø�î�¨�"�)�“�ö�†�§�Ï�î�º�K�r�M�� Vendor-Specific Attribute
>&VSA; �Ë�å�²�î�[�w�“�ö>'�c�
�œ�¡�¸�µ�º  �«�º�Ü�å�¢�g�'�[�
1�0É�É�ß�­�«�p�_�«�–�µ�³�_�û�I�€�r
�M���Ø�î�¨�"�)  ACL �_�Q#Ý�I�€�•  VSA �c�

°�Š�‰�¥�[�c  inacl#< n> �[�
���Š�‰�¥�[�c  outacl#< n> 
�[�M�� MAC ACL �c�

°�Š�‰�¥�_7H�~�§�Ï�î�º�I�€�r�M�� VSA �c
°�Š�‰�¥�_7H�~�§�Ï�î�º�I�€�r�M��
�Þ�–�Ö  2 �Ï�î�º�b���Š�‰�¥�[�c�Ï�î�º  ACL �†�§�Ï�î�º�K�r�O�‡��0ò(ý�_�X�8�Z�c�
 '¨ 38 'v�� ACL �_
�|�•�¿�µ�º�á�î�¡  �­�Ÿ�×�Ü�¸�•�b0¿���� �†�g!·�K�Z�C�T�I�8��

�Ñ�G ACL �S�e�g�'�T�E�†�Q#Ý�K�Z�
 RADIUS �§�î�Â�_�–�Ñ�M�•�Ø�î�¨�"�)�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†
��*O�K�r�M�� RADIUS �§�î�Â�?�}��*O�@�û�I�€�•���œ�
�Ñ�G�è�¡0d�N�†�Q#Ý�K�Z�8�B�I�€�r�M���S�T
�K�
 Filter-Id �“�ö�†�Q#Ý�M�•���œ�
�† =  ACL �†&g�M�G�\�@�[�A�r�M��

Filter-Id �“�ö�†�Q#Ý�K�Z�
�M�[�_�«�–�µ�³�_0¿���I�€�Z�8�•�–�å�Â�˜�å�»�r�S�c�”�˜�º�Â�˜�å�»  ACL 
�†�æ���[�A�r�M���“�ö�_�c�
 ACL $��•�\�
�Q�b�‹�•�_
°�Š�Ç�•�Ý�±�Ü�å�¢�
���Š�Ç�•�Ý�±�Ü�å�¢�†&g
�M .in �r�S�c  .out �@�µ�r�€�Z�8�r�M�� RADIUS �§�î�Â�@  .in �r�S�c  .out �S�e�†0Á�•�K�^�8���œ�
�”�¡�­
�«  �Ü�«�º�c�¹�Ç�›�Ý�º�[$Î�™  ACL �_4:#Ý�I�€�r�M�� �«�–�µ�³�[�b  Cisco IOS �b�”�¡�­�«  �Ü�«�º�_6õ�M
�•�§�Ï�î�º�@�D7H�I�€�Z�8�•�S�u�
 Filter-ID �“�ö�c  1 >|  199 �>�|�g  1300 >|  2699 �b  IP ACL>&IP �† =  
ACL �>�|�g  IP �Ñ�G ACL>'�_�P�K�Z�T�E�§�Ï�î�º�I�€�r�M��

�Ø�î�¨�"�)  ACL �b�q�±�§�–�¬�c�
 4000 ASCII �e�Ð�[�M�@�
 RADIUS �§�î�Â�b�Ø�î�¨�"�)  ACL �b�q�±
�§�–�¬�_�|�~�D7H�I�€�r�M��

�Ë�å�²�î�[�w�“�ö�b�[�_�X�8�Z�c�
 ���Ë�å�²�î�[�w�b  RADIUS �“�ö�†�Q#Ý�M�•�«�–�µ�³0¿����
>&P.11-37>' �†�g!·�K�Z�C�T�I�8�� ACL �b0¿���b0ò(ý�_�X�8�Z�c�
 '¨ 38 'v�� ACL �_�|�•�¿�µ�º�á�î�¡  
�­�Ÿ�×�Ü�¸�•�b0¿����  �†�g!·�K�Z�C�T�I�8��

>&�@>' �Ø�î�¨�"�)  ACL �@�§�Ï�î�º�I�€�•�b�c�©�å�¢�Ý  �Í�«�º  �Ô�î�»�T�E�[�M��

�Ø�î�¨�"�)  ACL �†0¿���M�•�_�c�
���b�8���†��/œ�M�•�²0[�@�6�~�r�M��

• AAA 1�0É�†�–�¿�î�È�Ý�_�K�r�M��

• network �Ÿ�î�á�î�»�†�Q#Ý�K�Z  AAA 1�0É�†�–�¿�î�È�Ý�_�K�
 RADIUS �§�î�Â�?�}�b�–�å�±�î
�Ç�™�–�«0¿���†�•+��_�K�r�M��

• 802.1x 1�0É�†�–�¿�î�È�Ý�_�K�r�M��

• RADIUS �§�î�Â�_�Ø�î�¨  �É�ß�Ç�“�–�Ý�\  VSA �†0¿���K�r�M��

• 802.1x �Ï�î�º�†�©�å�¢�Ý  �Í�«�º  �Ô�î�»�_0¿���K�r�M��

0¿���b0ò(ý�_�X�8�Z�c�
 ��1�0É�Ð�¿�î�ª�Õ�� >&P.12-7>' �†�g!·�K�Z�C�T�I�8��
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'¨  12 'v       IEEE 802.1x �Ï�î�º�Ë�î�«1�0É�b0¿��
IEEE 802.1x �Ï�î�º�Ë�î�«1�0É�b�+0[
�²�˜�å�ß�î�»�•+�  ACL �>�|�g�Ü�²�–�Þ�¡�º  URL �†�Q#Ý�K�S  802.1x 1�0É

ACL �>�|�g�Ü�²�–�Þ�¡�º  URL �c�
�Í�«�º�b  802.1x 1�0É�r�S�c  MAC 1�0É�Â�–�Ã�«�p�_�
 RADIUS 
�§�î�Â�?�}�«�–�µ�³�_�²�˜�å�ß�î�»�[�A�r�M���r�S�
 Web 1�0É�p�_  ACL �†�²�˜�å�ß�î�»�M�•�G�\�v�[
�A�r�M��

>&�@>' �²�˜�å�ß�î�»�•+��^  ACL �c  dACL �\�v�ç�d�€�r�M��

0
�X�b�Í�«�º�@1�0É�I�€�
�Q�€�}�b�Í�«�º�@�©�å�¢�Ý  �Í�«�º  �Ô�î�»�
 MDA �Ô�î�»�
�r�S�c�Ð�Ý�³1�
0É�Ô�î�»�[�6�•���œ�
�«�–�µ�³�c  ACL �b3æ�™
–�”�»�Þ�«�†�Í�«�º  IP �”�»�Þ�«�_�š�f�K�r�M��

ACL �>�|�g�Ü�²�–�Þ�¡�º  URL �c�
 802.1x �P�Â�b�Ï�î�º�_�K)F�I�€�•�M�m�Z�b�¹�Â�–�«�_4:#Ý�[�A�r
�M��

ACL �@ 802.1x 1�0É�p�_�²�˜�å�ß�î�»�I�€�^�8���œ�
�«�–�µ�³�c�
�Ï�î�º�b�«�±�¸�•�µ�¡  �¹�Ç�›�Ý�º  
ACL �†�Í�«�º�_4:#Ý�K�r�M���Ð�Ý�³1�0É�Ô�î�»�r�S�c  MDA �Ô�î�»�[0¿���I�€�S8b�Œ  VLAN �Ï�î�º�[
�c�
�«�–�µ�³�c  ACL �†1�0É�Ï�Ü�©�î�b�M4Š�\�K�Z7Á0ð�_�T�E4:#Ý�K�r�M��

Cisco IOS Release 12.2(55)SE �è7F�b�Ü�Ü�î�«�[�c�
�Ï�î�º�V�_�«�±�¸�•�µ�¡  ACL �@�^�8���œ�
�²�–
�¼�Ñ�µ�¡�^1�0É�¹�Ç�›�Ý�º  ACL �@�8�B�I�€�
 dACL �@�²�˜�å�ß�î�»�I�€�Z4:#Ý�I�€�•�S�_�Ï�Ü�©�î�@
���‹�I�€�r�M��

>&�@>' 1�0É�¹�Ç�›�Ý�º  ACL �c�
��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�[�c/²&g�I�€�r�O�‡��

1�0É�¹�Ç�›�Ý�º  ACL �c�
�Ï�î�º�[0Á�•�Ï�Ü�©�î�†�â�X�Í�«�º�@  1 �X�è�V�è���I�€�•�\�8�B�I�€�r�M��
1�0É�¹�Ç�›�Ý�º  ACL �c�
�q�‹�b1�0É�­�µ�©�Ù�å�@)
�¢�M�•�\�P7V�I�€�r�M��1�0É�¹�Ç�›�Ý�º  ACL �c�

ip access-list extended auth-default-acl �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�Z�8�B
�[�A�r�M��

>&�@>' 1�0É�¹�Ç�›�Ý�º  ACL �c�
�©�å�¢�Ý  �Í�«�º  �Ô�î�»�b  Cisco Discovery Protocol>&CDP>'�Â�–�Ã�«�†�§
�Ï�î�º�K�Z�8�r�O�‡�� CDP �Â�–�Ã�«�†�§�Ï�î�º�M�•�_�c�
�–�å�±�î�Ç�™�–�«�V�b�«�±�¸�•�µ�¡  ACL �†
0¿���M�•�²0[�@�6�~�r�M��

802.1x �>�|�g  MAB 1�0É�‰�'�[�c�
 �œ�î�É�å �>�|�g �¡�ß�î�¬ �b  2 �X�b1�0É�‰�'�@�§�Ï�î�º�I�€�r�M��
�¡�ß�î�¬ 1�0É�Ô�î�»�b�Ï�î�º�_�«�±�¸�•�µ�¡  ACL �@�^�8���œ�
���b�|�:�_�^�~�r�M��

• 1�0É�¹�Ç�›�Ý�º  ACL �@�8�B�I�€�r�M��

• 1�0É�¹�Ç�›�Ý�º  ACL �c�
�Ï�Ü�©�î�@���‹�I�€�•�r�[  DHCP �º�Û�Ç�•�µ�¡�b�s�†0Á�•�K�r�M��

• �q�6�b�Í�«�º1�0É�[�c�
0Á�•�Ï�Ü�©�î�c  IP �”�»�Þ�«�†��
°�O�N�_4:#Ý�I�€�r�M��

• �9�b�Í�«�º�@�è���I�€�•�\�
�q�6�b�Í�«�º�b�Ï�Ü�©�î�@�Ü�Ç�Þ�µ�©�×�I�€�
�q�6�b�­�µ�©�Ù�å�\�‹
)F�­�µ�©�Ù�å�b�Ï�Ü�©�î�@  IP �”�»�Þ�«�†��
°�K�Z���‹�I�€�r�M��

�œ�î�É�å 1�0É�Ô�î�»�b�Ï�î�º�_�«�±�¸�•�µ�¡  ACL �@�^�8���œ�
���b�|�:�_�^�~�r�M��

• 1�0É�¹�Ç�›�Ý�º  ACL-OPEN �@�8�B�I�€�
�M�m�Z�b�º�Û�Ç�•�µ�¡�@0Á�•�I�€�r�M��

• �­�Ÿ�×�Ü�¸�•4*�o�†75�D�S�u�_�
 IP �”�»�Þ�«�†��
°�K�Z�Ï�Ü�©�î�@���‹�I�€�r�M��

• Web 1�0É�c�
1�0É�¹�Ç�›�Ý�º  ACL-OPEN �_�‘�8�r�M��

0Á�•�Ï�Ü�©�î�b�^�8�Í�«�º�l�b�”�¡�­�«�†�D�š�M�•�S�u�_�
�¹�•�Þ�¡�¸�•�È�†0¿���M�•�G�\�@�[�A�r
�M���§�Ï�î�º�I�€�Z�8�•�¹�•�Þ�¡�¸�•�È�b�Í�c�
 open �\  default �[�M�� open �¹�•�Þ�¡�¸�•�È�†0¿���M
�•�\�
�M�m�Z�b�º�Û�Ç�•�µ�¡�@0Á�•�I�€�r�M�� default �¹�•�Þ�¡�¸�•�È�c�
�Ï�î�º�?�}�f�j�I�€�•�”�¡
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IEEE 802.1x �Ï�î�º�Ë�î�«1�0É�b�+0[
�­�«�_�º�Û�Ç�•�µ�¡�†�‘�ƒ�O�r�M���¹�•�Þ�¡�¸�•�È�c�
 AAA �§�î�Â�V�b�Ø�î�¨  �É�ß�Ç�“�–�Ý�
�r�S�c
�«�–�µ�³�V�b�8�N�€�?�[0¿���[�A�r�M�� AAA �§�î�Â�V�[�¹�•�Þ�¡�¸�•�È�†0¿���M�•�_�c�

authz-directive =<open/default> �¢�ß�î�Â�Ý  �¥�Ð�å�»�†�Q#Ý�K�r�M���«�–�µ�³�V�[�¹�•�Þ�¡�¸�•�È�†
0¿���M�•�_�c�
 epm access-control open �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

>&�@>' �¹�•�Þ�¡�¸�•�È�b�¹�Ç�›�Ý�º�Í�c  default �[�M��

0¿���I�€�S  ACL �^�K�[�Ï�î�º�V�b  Web 1�0É�_�Í�«�º�@�Ç�›�î�Ý�Â�µ�¡�M�•���œ�c�
���b�|�:�_�^�~�r
�M��

• �Ï�î�º�@�œ�î�É�å1�0É�Ô�î�»�b���œ�
1�0É�¹�Ç�›�Ý�º  ACL-OPEN �@�8�B�I�€�r�M��

• �Ï�î�º�@�¡�ß�î�¬1�0É�Ô�î�»�b���œ�
1�0É�¹�Ç�›�Ý�º  ACL �@�8�B�I�€�r�M��

�Ç�›�î�Ý�Â�µ�¡  ACL �b�”�¡�­�«  �¥�å�º�ß�î�Ý  �š�å�º�Ü>& ACE>'�c�
�Ø�î�¨�"�)�b�š�å�º�Ü�_�š�n�I
�€�r�M��0¿���I�€�S�Ç�›�î�Ý�Â�µ�¡  �É�ß�Ç�“�–�Ý�_�Ç�›�î�Ý�Â�µ�¡  ACL �@�µ�r�€�Z�8�^�8���œ�
�Í�«
�º�c�Ï�î�º�_6õ4��Ü�E�}�€�S1�0É�¹�Ç�›�Ý�º  ACL �_�‘�8�r�M��

>&�@>' Web 1�0É�[�•�«�±�Ò  �ß�¦�†�Q#Ý�K�
�Q�€�†�¥4Š�§�î�Â�_�A(á�M�•���œ�
1�0É�b�S�_�Ï�î�º�b  ACL �[�¥
4Š�§�î�Â�l�b�”�¡�­�«�†0Á�•�M�•�²0[�@�6�~�r�M���¥4Š�§�î�Â�_4:�)�^�”�¡�­�«�†�f�j�M�•�_�c�
�«�±
�¸�•�µ�¡  �Ï�î�º  ACL �†0¿���M�•�?�
1�0É�¹�Ç�›�Ý�º  ACL �†�š�f�M�•�²0[�@�6�~�r�M��

Cisco Secure ACS �>�|�g�Ü�²�–�Þ�¡�º  URL �b�“�ö�\�Í�b�Ì�”

�«�–�µ�³�c�G�€�}�b  cisco-av-pair VSA �†�Q#Ý�K�r�M��

• url-redirect �c  HTTP to HTTPS URL �[�M��

• url-redirect-acl �c�«�–�µ�³  ACL �¡�r�S�c$��•�[�M��

�«�–�µ�³�c�
 CiscoSecure-Defined-ACL �“�ö�Í�Ì�”�†�Q#Ý�K�Z�
�š�å�»  �Ï�–�å�º  �¹�Â�–�«�?�}�b  
HTTP �r�S�c  HTTPS �Ü�¡�š�«�º�†�æ/œ�w�™�K�r�M���«�–�µ�³�c�
�¡�Û�–�”�å�º  Web �È�Û�˜�¨�†�æ��
�I�€�S�Ü�²�–�Þ�¡�º  �”�»�Þ�«�_3?3æ�K�r�M�� Cisco Secure ACS �b  url-redirect �“�ö�Í�Ì�”�_�c�
 Web 
�È�Û�˜�¨�@�Ü�²�–�Þ�¡�º�I�€�•  URL �@�µ�r�€�r�M�� url-redirect-acl �“�ö�Í�Ì�”�_�c�
�Ü�²�–�Þ�¡�º�M
�•  HTTP �r�S�c  HTTPS �º�Û�Ç�•�µ�¡�†�æ���M�•  ACL �b�¡�S�r�S�c$��•�@�µ�r�€�r�M�� ACL �b  
permit ACE �\�M+´�M�•�º�Û�Ç�•�µ�¡�@�Ü�²�–�Þ�¡�º�I�€�r�M��

>&�@>' �«�–�µ�³�b  URL �Ü�²�–�Þ�¡�º  ACL �>�|�g�¹�Ç�›�Ý�º  �Ï�î�º  ACL �†��*O�K�r�M��

�Ü�²�–�Þ�¡�º  URL �@1�0É�§�î�Â�b�¡�Û�–�”�å�º�_0¿���I�€�•���œ�
�K)F�I�€�•�¡�Û�–�”�å�º�b�«�–�µ
�³  �Ï�î�º�b�¹�Ç�›�Ý�º  �Ï�î�º  ACL �v0¿���M�•�²0[�@�6�~�r�M��

Cisco Secure ACS �>�|�g�²�˜�å�ß�î�»�•+��^  ACL �b�“�ö�\�Í�b�Ì�”

RADIUS �b  cisco-av-pair Vendor-Specific Attribute>&VSA; �Ë�å�²�î�[�w�“�ö>'�†�Q#Ý�M�•�\�
 Cisco 
Secure ACS �[  CiscoSecure-Defined-ACL Attribute Value>&AV; �“�ö�Í>'�Ì�”�†0¿���[�A�r�M���G�b�Ì
�”�c�
 #ACL#-IP-name-number �“�ö�†�Q�W�Z�
 Cisco Secure ACS �[�²�˜�å�ß�î�»�•+��^  ACL �b�¡�S
�†�æ���K�r�M��

• name �c  ACL �b�¡�S�[�M��

• number �c�Â�î�ª�Ù�å$��•>&�S�\�<�d  3f783768>'�[�M��
12-20
Cisco IE 3000 �«�–�µ�³  �¯�Ç�º�˜�™�”  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �ž�–�»

OL-27302-01-J



 

'¨  12 'v       IEEE 802.1x �Ï�î�º�Ë�î�«1�0É�b0¿��
IEEE 802.1x �Ï�î�º�Ë�î�«1�0É�b�+0[
�²�˜�å�ß�î�»�•+��^  ACL �@1�0É�§�î�Â�b�¡�Û�–�”�å�º�_0¿���I�€�•���œ�
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�–�µ�³  �Ï�î�º�b�¹�Ç�›�Ý�º  �Ï�î�º  ACL �v0¿���M�•�²0[�@�6�~�r�M��
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�G�b  ACL �c�
�«�–�µ�³  �Ï�î�º�_
0¿���I�€�Z�8�•�¹�Ç�›�Ý�º  ACL �|�~
ƒ
›�I�€�r�M���S�T�K�
�«�–�µ�³�@  Cisco Secure ACS �?�}�Í�«
�º  �”�¡�­�«  �Ï�Ü�©�î�†�w�™�K�
�¹�Ç�›�Ý�º  ACL �@0¿���I�€�Z�8�^�8���œ�
0Á�•�»�K�@�	0•�I�€�r�M��

0¿���b0ò(ý�_�X�8�Z�c�
 ��1�0É�Ð�¿�î�ª�Õ�� >&P.12-7>' �>�|�g ���²�˜�å�ß�î�»�•+�  ACL �>�|�g�Ü�²�–�Þ
�¡�º  URL �†�Q#Ý�K�S 802.1x 1�0É�b0¿���� >&P.12-60>' �†�g!·�K�Z�C�T�I�8��

VLAN ID �Ë�î�«  MAC 1�0É

�²�˜�å�ß�î�»�•+��^  VLAN �[�c�^�C�«�±�¸�•�µ�¡  VLAN ID �_�ö�Y�8�Z�Í�«�º�†1�0É�M�•���œ�

VLAN ID �Ë�î�«  MAC 1�0É�†�Q#Ý�[�A�r�M�� �«�–�µ�³�_�«�±�¸�•�µ�¡  VLAN �Ï�Ü�©�î�@0¿���I�€�Z�8
�•�\�
1�0É�M�•�›�Í�«�º�b  MAC �”�»�Þ�«�\�\�v�_  VLAN �b�_���@  IAS>&Microsoft>'RADIUS �§�î�Â
�_3æ�™�I�€�r�M���K)F�Ï�î�º�_0¿���I�€�Z�8�•  VLAN ID �c  MAC 1�0É�_�Q#Ý�I�€�r�M�� VLAN ID 
�Ë�î�«  MAC 1�0É�†  IAS �§�î�Â�[�Q#Ý�M�•�G�\�[�
�¿�µ�º�á�î�¡�[�M���X�b  VLAN �†�Q#Ý�[�A�r�M��

�G�b�µ+��†�Q#Ý�M�•�\�
 STP �_�|�~�Ô�½�±�Ü�å�¢�>�|�g��#.�I�€�•  VLAN �b�X�v�D7H�I�€�r�M���¿�µ
�º�á�î�¡�c�
�[��  VLAN �\�K�Z'ö#.�[�A�r�M��

>&�@>' �G�b�µ+��c  Cisco ACS Server �[�c�§�Ï�î�º�I�€�Z�8�r�O�‡  >&ACS �§�î�Â�c�
�‚�K�8�Í�«�º�_3æ�™�I�€
�•  VLAN-ID �†!“0i�K�Z�
 MAC �”�»�Þ�«�_�ö�Y�8�S1�0É�T�E�†/œ�8�r�M>' ��

0¿���b0ò(ý�_�X�8�Z�c�
 �� VLAN ID �Ë�î�«  MAC 1�0É�b0¿���� >&P.12-62>' �†�g!·�K�Z�C�T�I�8��3ã�•0¿
���c�
� �]�b  MAC 1�0É�Â�–�Ã�«�[�M>&�� MAC 1�0É�Â�–�Ã�«�b0¿���� >&P.12-56>' �†�g!·�K�Z�C�T�I�8>' ��

�¤�«�º  VLAN �†�Q#Ý�K�S  802.1x 1�0É

�«�–�µ�³�V�b�›  802.1x �Ï�î�º�_�¤�«�º  VLAN �†0¿���K�
�¡�Û�–�”�å�º�_�P�K�Z7H��$×�^�§�î�Å�«�†�f
�j�[�A�r�M>& 802.1x �¡�Û�–�”�å�º�b�²�˜�å�ß�î�»�^�]>' ���G�€�}�b�¡�Û�–�”�å�º�c  802.1x 1�0É#Ý�_�©
�«�¸�Ò�†�”�µ�É�¢�Þ�î�»�[�A�•���œ�@�6�~�r�M�@�
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�«�–�µ�³�@  EAP Request/Identity �Ç�Þ�î�Ò�_�P�M�•�Â'Å�†�w�™�K�Z�8�^�8���œ�
 �r�S�c  EAPOL �Ã�£�µ
�º�@�¡�Û�–�”�å�º�_�|�W�Z3æ�™�I�€�^�8���œ�_�
 802.1x �Ï�î�º�V�[�¤�«�º  VLAN �†�–�¿�î�È�Ý�_�M�•
�\�
�«�–�µ�³�c�¡�Û�–�”�å�º�_�¤�«�º  VLAN �†�m�~�\�Z�r�M���Ï�î�º�c�
�Ð�Ý�³�Í�«�º  �Ô�î�»�_+¬�·
$×�_0¿���I�€�r�M��

�«�–�µ�³�c  EAPOL �Ã�£�µ�º�š�T�†�–�â�K�r�M�� EAPOL �Ã�£�µ�º�@�Ü�å�¡�b�Ñ)F�ì6ë�p�_�–�å�±�î
�Ç�™�–�«�[�è���I�€�S���œ�
�«�–�µ�³�c�Q�b�–�å�±�î�Ç�™�–�«�_�K)F�I�€�Z�8�•�¹�Â�–�«�@  802.1x �P
�Â�b�v�b�[�6�•�\�8�•�K�r�M���–�å�±�î�Ç�™�–�«�c�¤�«�º  VLAN �«�¸�î�º�_�c�^�~�r�O�‡���–�å�±�î
�Ç�™�–�«�b�Ü�å�¡  �«�¸�î�±�«�@�²�˜�å�K�S���œ�
 EAPOL �š�T�c�¡�Ü�”�I�€�r�M�� EAPOL �Ã�£�µ�º�@
�–�å�±�î�Ç�™�–�«�[�è���I�€�^�8���œ�
�Q�b�–�å�±�î�Ç�™�–�«�c�¤�«�º  VLAN �b�«�¸�î�º�_�^�~�r�M��

�Ü�å�¡�b�Ñ)F�ì6ë�p�_�¹�Â�–�«�@  EAPOL �Ã�£�µ�º�†3æ�™�K�S���œ�
�«�–�µ�³�c�¤�«�º  VLAN �l�b1�
0É�”�¡�­�«�_�»�K�K�S�¡�Û�–�”�å�º�†0Á�•�K�r�O�‡��
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�«�–�µ�³  �Ï�î�º�@�«
�Ã�½�å�¢�¶�Ü�î�b�È�ß�µ�Ÿ�å�¢  �«�¸�î�º�?�}�š�ƒ�•�G�\�@�[�A�^�C�^�~�r�M���D7H�Ü�A  VLAN �b�µ+�
�†�Q#Ý�M�•�G�\�[�
�¡�Û�–�”�å�º�b1�0É0è/œ�G�X�†�æ���K>&�¹�Ç�›�Ý�º�Í�c  3 �G>'�
�M���G�X�‹�_�«
�–�µ�³  �Ï�î�º�†�D7H�Ü�A  VLAN �b"g�Â�_&ã/œ�I�O�•�G�\�@�[�A�r�M��
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�Ï�î�º�@�D7H�Ü�A  VLAN �b"g�Â�_�š�ƒ�~�r�M���»�K�K�S0è/œ�G�X�c�
 RADIUS �§�î�Â�@  
EAP failure �[�Â'Å�K�S�\�A�x�
 EAP �Ã�£�µ�º�^�K�b'5�b�Â'Å�†3É�K�S�\�A�?�}�•�˜�å�º�I�€�r�M��
�Ï�î�º�@�D7H�Ü�A  VLAN �_�š�ƒ�W�S�}�
�G�b�•�˜�å�º�X�c�Ü�­�µ�º�I�€�r�M��

1�0É�_�»�K�K�S�Ø�î�¨�b  VLAN �c�
�v�:�M�Ø1�0É�†��/œ�M�•�r�[�D7H�I�€�S"g�Â�@)F�A�r�M�� VLAN 

Æ�b�Ï�î�º�c0¿���I�€�S6ë7x�_�‘�W�Z
Ì1�0É�†0è�s�r�M>&�¹�Ç�›�Ý�º�c  60 &Ê>'��
Ì1�0É�_�»�K�K�Z�8�•
6ë�c�
�Ï�î�º�b  VLAN �c�D7H�I�€�S"g�Â�@)F�A�r�M��
Ì1�0É�_�B�Œ�K�S���œ�
�Ï�î�º�c0¿���I�€�S  
VLAN �v�K�C�c  RADIUS �§�î�Â�_�|�W�Z3æ�™�I�€�S  VLAN �_&ã/œ�K�r�M��
Ì1�0É�c�¹�•�­�î�È�Ý�_
�M�•�G�\�v�[�A�r�M�@�
  �¹�•�­�î�È�Ý�_�M�•�\�
 link down �r�S�c  EAP logoff �–�Ë�å�º�†�w�™�K�^�87H
�~�
�Ï�î�º�b1�0É�É�ß�­�«�†
Ì2s�·�[�A�r�O�‡���¡�Û�–�”�å�º�@�Á�È�†�Ó�K�Z�K)F�K�Z�8�•���œ�

Ì1�
0É�µ+��c�–�¿�î�È�Ý�_�K�Z�>�C�G�\�†�N�á�K�r�M���¡�Û�–�”�å�º�b�K)F�†�Á�È�?�}�)�~7³�M�\�
�Ï�î�º
�_  link down �x  EAP logoff �–�Ë�å�º�@3æ�™�I�€�^�8���œ�@�6�~�r�M��

�Ï�î�º�@�D7H�Ü�A  VLAN �_&ã/œ�M�•�\�
 EAP �B�Œ�b$2���Ó�µ�­�î�ª�@�¡�Û�–�”�å�º�_3æ�™�I�€�r�M��
�G�b�Ó�µ�­�î�ª�_�|�W�Z�
)Þ�~3É�K��/œ�K�Z�8�•
Ì1�0É�†�õ�F�I�O�•�G�\�@�[�A�r�M���¡�Û�–�”�å�º�_
�|�W�Z�c>& Windows XP �@'�
>�K�Z�8�•�¹�Â�–�«�^�]>' �
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�D7H�Ü�A VLAN �c�
�Þ�–�Ö  2 �Ï�î�º�_�6�•  802.1x �Ï�î�º�V�[�©�å�¢�Ý  �Í�«�º  �Ô�î�»�b���œ�T�E�§
�Ï�î�º�I�€�r�M��

RSPAN VLAN�
�É�Û�–�Ð�Ü  �É�Û�–�Ë�î�º  VLAN �
8b�Œ VLAN �†7V�8�Z�
�”�¡�¸�•�È  VLAN �†  
802.1X �D7H�Ü�A VLAN �\�K�Z0¿���[�A�r�M���D7H�Ü�A  VLAN �µ+��c�

Æ4Š  VLAN>&�Ý�î�¸�µ�»  �Ï�î
�º>'�r�S�c�º�Û�å�¡  �Ï�î�º�[�c�§�Ï�î�º�I�€�Z�8�r�O�‡���”�¡�­�«  �Ï�î�º�V�[�T�E�§�Ï�î�º�I�€�r�M��  

�²�–�¼�Ñ�µ�¡  ARP �–�å�«�Ì�¡�©�Ù�å�
 DHCP �«�¾�î�Æ�å�¢�
�>�|�g  IP 3æ�™
–�ž�î�»�b�|�:�^�Ú�b�­
�Ÿ�×�Ü�¸�•�µ+��c�
�D7H�Ü�A  VLAN �_�P�K�Z�¶�9�_0¿���[�A�r�M��

0ò(ý�_�X�8�Z�c�
 ���D7H�Ü�A  VLAN �b0¿���� >&P.12-50>' �†�g!·�K�Z�C�T�I�8��   

�”�¡�­�«�Y+�1�0É�Â�–�Ã�«�†�Q#Ý�K�S  802.1x 1�0É

�«�–�µ�³�@0¿���I�€�S  RADIUS �§�î�Â�_�?4)�[�A�N�
�‚�K�8�Í�«�º�†1�0É�[�A�^�8���œ�
�”�¡�­�«�Y
+�1�0É�Â�–�Ã�«�µ+��†�Q#Ý�K�r�M���G�b�µ+��c�
 �¡�Ü�¸�•�•�Ý1�0É �r�S�c  AAA �»�K�Ï�Ü�©�î �\�v�ç�d
�€�r�M���G�€�}�b�Í�«�º�† �¡�Ü�¸�•�•�Ý  �Ï�î�º �_�K)F�M�•�|�:�_�«�–�µ�³�†0¿���[�A�r�M��

�‚�K�8�Í�«�º�@�¡�Ü�¸�•�•�Ý  �Ï�î�º�_�K)F�K�|�:�\�M�•�\�
�Q�b�Í�«�º�c�Ø�î�¨�æ���b�”�¡�­�«  
VLAN �
 �¡�Ü�¸�•�•�Ý  VLAN �_&ã�·�I�€�r�M��'ö#.*…�c�G�€�}�b�Í�«�º�_�D7H�Ü�A1�0É�†�Ü�Z�K�r�M��

�«�–�µ�³�c�
�¡�Ü�¸�•�•�Ý  �Ï�î�º�_�K)F�I�€�Z�8�•�Í�«�º�†1�0É�K�|�:�\�M�•���œ�
0¿���I�€�Z�8�•  
RADIUS �§�î�Â�b�«�¸�î�±�«�†�³�™�µ�¡�K�r�M���<#Ý�•+��^�§�î�Â�@  1 �X�6�€�d�
�«�–�µ�³�c�Í�«�º
�†1�0É�[�A�r�M���S�T�K�
�M�m�Z�b  RADIUS �§�î�Â�@�<#Ý�Y�•+��^���œ�c�
�«�–�µ�³�c�Í�«�º�l�b
�¿�µ�º�á�î�¡  �”�¡�­�«�†0Á�•�K�Z�
�Ï�î�º�†1�0É�«�¸�î�º�b"I�9�^�£�î�«�[�6�• �¡�Ü�¸�•�•�Ý1�0É �«
�¸�î�º�_�K�r�M��

0
�X1�0É�Ï�î�º�b�§�Ï�î�º

�Ï�î�º�@�õ�–�b�Í�«�º  �Ô�î�»�[0¿���I�€�Z�8�Z�
 AAA �§�î�Â�†�Q#Ý�[�A�^�8���œ�
�Ï�î�º�c�Ð�Ý�³�Í
�«�º  �Ô�î�»�_0¿���I�€�
�¡�Ü�¸�•�•�Ý  VLAN �_&ã�·�I�€�r�M���Ð�Ý�³1�0É>& multiauth>'�Ï�î�º�[�
�G
�b�”�¡�­�«�Y+��Â�–�Ã�«�†�§�Ï�î�º�M�•�_�c�
 authentication event server dead action reinitialize 
vlan vlan-id �¥�Ð�å�»�†�Q#Ý�K�r�M���‚�K�8�Í�«�º�@�¡�Ü�¸�•�•�Ý  �Ï�î�º�_�K)F�K�|�:�\�M�•�\�
�Q�b
�Ï�î�º�c
Ì�6�‡�ì�I�€�
�K)F�I�€�Z�8�•�M�m�Z�b�Í�«�º�@�Ø�î�¨�æ���b�”�¡�­�«  VLAN �_&ã�·�I�€�r
�M��

�G�b�¥�Ð�å�»�c�
�M�m�Z�b�Í�«�º  �Ô�î�»�[�§�Ï�î�º�I�€�r�M��
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1�0É)��Ý

�”�¡�­�«�Y+�1�0É�Â�–�Ã�«�µ+��b�·�8�c�
�Ï�î�º�b0Á�•�«�¸�î�º�_�|�~$��^�~�r�M��

• �¡�Ü�¸�•�•�Ý  �Ï�î�º�_�K)F�I�€�Z�8�•�Í�«�º�@1�0É�K�|�:�\�M�•7•�_�Ï�î�º�@!“0Á�•�[�M�m�Z�b
�§�î�Â�@�<#Ý�[�A�^�8���œ�
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• �Ï�î�º�@0Á�•�í�s�[�

Ì1�0É�@/œ�ƒ�€�S���œ�
�«�–�µ�³�c#'�~�b  VLAN >&�¦�S�_  RADIUS �§�î�Â
�_�|�~�m�~�\�Z�}�€�S>'�[�¡�Ü�¸�•�•�Ý  �Ï�î�º�†�¡�Ü�¸�•�•�Ý1�0É�«�¸�î�º�_�K�r�M��

• 1�0É�º�n�p�_  RADIUS �§�î�Â�@�<#Ý�Y�•+��\�^�W�S���œ�
#'�~�b�º�n�c�±�–�Ò  �”�˜�º�\�^�~�
�«
�–�µ�³�c���b1�0É0è/œ�b6ë�_�¡�Ü�¸�•�•�Ý  �Ï�î�º�†�¡�Ü�¸�•�•�Ý1�0É�«�¸�î�º�\�K�r�M��

RADIUS �§�î�Â�@
Ì�g�Q#Ý�•+��_�^�W�S�\�A�_�Í�«�º�†
Ì�6�‡�ì�K�
�¡�Ü�¸�•�•�Ý  VLAN �?�}&ã�·�M
�•�|�:�_�
�¡�Ü�¸�•�•�Ý  �Ï�î�º�†0¿���[�A�r�M���G�b�|�:�_0¿���K�S���œ�
�¡�Ü�¸�•�•�Ý1�0É�«�¸�î
�º�b�M�m�Z�b�¡�Ü�¸�•�•�Ý  �Ï�î�º�c+¬�·$×�_
Ì1�0É�I�€�r�M��0ò(ý�_�X�8�Z�c�
�G�b�Ü�Ü�î�«�b�¥�Ð
�å�»  �Ü�Ç�“�Þ�å�«�>�|�g ���”�¡�­�«�Y+�1�0É�Â�–�Ã�«�µ+��b0¿���� >&P.12-52>' �†�g!·�K�Z�C�T�I�8��

�µ+��b%&�«�8#Ý

�”�¡�­�«�Y+�1�0É�Â�–�Ã�«�c�
���b�µ+��\%&�«�_�8#Ý�K�r�M��

• �¤�«�º  VLAN>8�”�¡�­�«�Y+�1�0É�Â�–�Ã�«�c�
�¤�«�º  VLAN �\�«�n�ö�@�6�~�r�M���¤�«�º  VLAN 
�@ 8021.x �Ï�î�º�[�–�¿�î�È�Ý�b���œ�
�G�b�µ+��c���b�|�:�_%&�«�_�8#Ý�K�r�M��

– �«�–�µ�³�@  EAP Request/Identity �Ç�Þ�î�Ò�l�b�Â'Å�†�w�™�K�^�8�\�A�
�r�S�c  EAPOL �Ã�£�µ
�º�@�¡�Û�–�”�å�º�_�|�W�Z3æ�™�I�€�^�8�\�A�_�
�a�^�C�\�v  1 �X�b  RADIUS �§�î�Â�@�Q#Ý�[
�A�€�d�
�«�–�µ�³�c�¡�Û�–�”�å�º�_�¤�«�º  VLAN �†�m�~�\�Z�r�M��

– �M�m�Z�b RADIUS �§�î�Â�@�Q#Ý�[�A�N�
�¡�Û�–�”�å�º�@�¡�Ü�¸�•�•�Ý  �Ï�î�º�_�K)F�I�€�Z�8
�•���œ�
�«�–�µ�³�c�¡�Û�–�”�å�º�†1�0É�K�Z�
�¡�Ü�¸�•�•�Ý  �Ï�î�º�†  RADIUS 1�0É�í�s  
VLAN �r�S�c�Ø�î�¨�æ���b�”�¡�­�«  VLAN �[�¡�Ü�¸�•�•�Ý1�0É�«�¸�î�º�_�K�r�M��

– �M�m�Z�b RADIUS �§�î�Â�@�Q#Ý�[�A�N�
�¡�Û�–�”�å�º�@�¡�Ü�¸�•�•�Ý  �Ï�î�º�_�K)F�I�€�Z�8
�^�8���œ�
�¤�«�º  VLAN �@0¿���I�€�Z�8�Z�v�
�«�–�µ�³�c�¡�Û�–�”�å�º�_�¤�«�º  VLAN �†�m
�~�\�Z�}�€�r�O�‡��

– �M�m�Z�b RADIUS �§�î�Â�@�Q#Ý�[�A�N�
�¡�Û�–�”�å�º�@�¡�Ü�¸�•�•�Ý  �Ï�î�º�_�K)F�I�€�Z�8
�Z�
�M�[�_�¤�«�º  VLAN �@�m�~�\�Z�}�€�Z�8�•���œ�
�«�–�µ�³�c�Q�b�Ï�î�º�†�¤�«�º  VLAN 
�_�–�â�K�r�M��

• �D7H�Ü�A VLAN >8�Ï�î�º�@�M�[�_�D7H�Ü�A  VLAN �[0Á�•�I�€�Z�8�Z  RADIUS �§�î�Â�@�Q#Ý�[�A
�^�8���œ�
�«�–�µ�³�c�¡�Ü�¸�•�•�Ý  �Ï�î�º�†�D7H�Ü�A  VLAN �[�¡�Ü�¸�•�•�Ý1�0É�«�¸�î�º�_�K�r
�M��

• 802.1x �”�•�˜�å�¸�•�å�¢>8 RADIUS �§�î�Â�@�Q#Ý�[�A�^�8���œ�
�”�•�˜�å�¸�•�å�¢�c�s8j�†�w�E
�r�O�‡��

• �É�Û�–�Ë�î�º  VLAN>8�É�Û�–�Ë�î�º  VLAN �Í�«�º  �Ï�î�º�_�”�¡�­�«�Y+�1�0É�Â�–�Ã�«�†0¿���[�A
�r�M���”�¡�­�«  VLAN �c�
�­�•�å�²�Ü  VLAN �[�^�E�€�d�^�~�r�O�‡��

• 8b�Œ VLAN>8�”�¡�­�«�Y+�1�0É�Â�–�Ã�«�c8b�Œ  VLAN �\�«�n�ö�@�6�~�r�M�@�
 RADIUS 0¿���í�s  
VLAN �r�S�c�Ø�î�¨�æ���b�”�¡�­�«  VLAN �c�
8b�Œ  VLAN �\$��^�W�Z�8�^�E�€�d�^�~�r�O�‡��

• Remote Switched Port Analyzer>&RSPAN>'>8�”�¡�­�«�Y+�1�0É�Â�–�Ã�«�b  RADIUS 0¿���r�S�c
�Ø�î�¨�æ���b�”�¡�­�«  VLAN �\�K�Z  RSPAN VLAN �†�æ���K�^�8�[�C�T�I�8��
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8b�Œ VLAN �Ï�î�º�†�Q#Ý�K�S  802.1x 1�0É

8b�Œ VLAN �Ï�î�º�c"I�f�^�”�¡�­�«  �Ï�î�º�[�
���b  2 �X�b  VLAN ID �@�P�Â�Ü�E�}�€�Z�8�r�M��

• IP Phone �\�b6ë�[8b�Œ�º�Û�Ç�•�µ�¡�†��3æ�M�•  VVID �� VVID �c�
�Ï�î�º�_�K)F�I�€�S  IP Phone 
�†0¿���M�•�S�u�_�Q#Ý�I�€�r�M��

• IP Phone �†3û�L�Z�
�«�–�µ�³�\�K)F�K�Z�8�•�á�î�¡�«�¸�î�©�Ù�å�\�b6ë�[�¹�î�±  �º�Û�Ç�•�µ�¡�†
��3æ�M�•  PVID�� PVID �c�
�Ï�î�º�b�¿�–�¸�•�È  VLAN �[�M��

�Ï�î�º�b0Á�•�«�¸�î�º�_�?�?�ƒ�}�N�
 IP Phone �c8b�Œ�º�Û�Ç�•�µ�¡�_�P�K�Z  VVID �†�Q#Ý�K�r�M���G
�€�_�|�~�
 IP Phone �c  802.1x 1�0É�\�c"‚'g�K�Z�·�8�[�A�r�M��

�©�å�¢�Ý  �Í�«�º  �Ô�î�»�[�c�
 IP Phone �T�E�@8b�Œ VLAN �[0Á�•�I�€�r�M���Ð�Ý�³  �Í�«�º  �Ô�î�»�[�c�

�§�É�Ü�•�å�º�@  PVID �[1�0É�I�€�S�‹�
3ã�•�b�¡�Û�–�”�å�º�@�º�Û�Ç�•�µ�¡�†8b�Œ  VLAN �V�[3æ�™�[
�A�r�M���Ð�Ý�³  �Í�«�º  �Ô�î�»�@�–�¿�î�È�Ý�b���œ�
�§�É�Ü�•�å�º1�0É�c  PVID �\  VVID �b�g�‰�_�s8j
�K�r�M��

�Ü�å�¡�@�6�•�\�A�
8b�Œ  VLAN �Ï�î�º�c�”�¡�¸�•�È�_�^�~�
 IP Phone �?�}�b�q�6�b  CDP �Ó�µ�­�î�ª
�†�w�E�v�•�\�¹�Â�–�«�b  MAC �”�»�Þ�«�@/²&g�I�€�r�M�� Cisco IP Phone �c�
�Ú�b�¹�Â�–�«�?�}�w�E
�v�W�S CDP �Ó�µ�­�î�ª�†�Ü�Þ�î�K�r�O�‡���Q�b)��Ý�
0
�X�b  IP Phone �@%$�4�_�K)F�I�€�Z�8�•���œ�

�«�–�µ�³�c%$�K�K)F�I�€�Z�8�•  1 �Ž�b  IP Phone �b�s�†1�1‘�K�r�M��8b�Œ  VLAN �Ï�î�º�[  802.1x 1�0É
�@�–�¿�î�È�Ý�b���œ�
�«�–�µ�³�c  2 �Í�µ�É�è�V7³�€�S1�1‘�I�€�^�8  IP Phone �?�}�b�Ã�£�µ�º�†�»�ß�µ
�É�K�r�M��

802.1x 1�0É�†�Ï�î�º�V�[�–�¿�î�È�Ý�_�M�•�\�
8b�Œ  VLAN �b�µ+��†�â�X�Ï�î�º  VLAN �c0¿���[�A�r
�O�‡��

>&�@>' 8b�Œ VLAN �@0¿���I�€�
 Cisco IP Phone �@�K)F�I�€�Z�8�•�”�¡�­�«  �Ï�î�º�[  802.1x 1�0É�†�–�¿�î�È
�Ý�_�K�S���œ�
 Cisco IP Phone �b�«�–�µ�³�l�b�K)F�@�q�±  30 &Ê6ë�»�ƒ�€�r�M��

8b�Œ VLAN �b0ò(ý�_�X�8�Z�c�
 '¨ 18 'v��8b�Œ  VLAN �b0¿���� �†�g!·�K�Z�C�T�I�8��

�Ï�î�º  �­�Ÿ�×�Ü�¸�•�†�Q#Ý�K�S  802.1x 1�0É

3û�–�
 IEEE 802.1x �@�–�¿�î�È�Ý�b���œ�_�
�Ï�î�º  �­�Ÿ�×�Ü�¸�•�†�–�¿�î�È�Ý�_�M�•�G�\�c�N�á�I�€
�r�O�‡�� IEEE 802.1x �@�Ï�î�º�H�\�_>&�r�S�c  IP �¸�Þ�Ç�›�½�î�_  MDA �@0¿���I�€�Z�8�•���œ�c  
VLAN �H�\�_>'�"�M�b  MAC �”�»�Þ�«�†�I�D�M�•�S�u�
�Ï�î�º  �­�Ÿ�×�Ü�¸�•�@
Õ6×�_�^�~�
�G�–�^  
IEEE 802.1x �ï�8�@�	���I�€�•���œ�v�6�~�r�M��

Wake-on-LAN �†�Q#Ý�K�S  802.1x 1�0É

802.1x 1�0É�b  Wake-on-LAN>&WoL>'�µ+��†�Q#Ý�M�•�\�
�«�–�µ�³�_ �Ð�ª�µ�¡  �Ã�£�µ�º �\�ç�d�€�•"I
���b�–�î�§�¿�µ�º  �Ç�Þ�î�Ò�†�w�™�I�O�Z�
���F"g�Â�b  PC �†2s�·�I�O�•�G�\�@�[�A�r�M���G�b�µ+��c�

'ö#.*…�@���F"g�Â�b�©�«�¸�Ò�l�K)F�K�^�E�€�d�^�}�^�8���œ�_�z'g�U�r�M��

WoL �†�Q#Ý�M�•�Í�«�º�@  802.1x �Ï�î�º�†3û�L�Z�K)F�I�€�
�Í�«�º�b7Á ;�@�œ�Ç�_�^�•�\�
 802.1x 
�Ï�î�º�c!“0Á�•�_�^�~�r�M��!“0Á�•�_�^�W�S�Ï�î�º�c  EAPOL �Ã�£�µ�º�K�?3æ�w�™�[�A�^�8�S�u�

WoL �Ð�ª�µ�¡  �Ã�£�µ�º�c�Í�«�º�_�†�A�r�O�‡���I�}�_  PC �@���F"g�Â�_�^�•�\�
 PC �@1�0É�I�€�^�C�^
�•�S�u�
�«�–�µ�³  �Ï�î�º�c6â�L�S�r�r�_�^�~�r�M��
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'¨  12 'v       IEEE 802.1x �Ï�î�º�Ë�î�«1�0É�b0¿��
IEEE 802.1x �Ï�î�º�Ë�î�«1�0É�b�+0[
�«�–�µ�³�@  WoL �µ+��†�w� �_�K�S  802.1x 1�0É�†�Q#Ý�K�Z�8�•���œ�
�«�–�µ�³�c�Ð�ª�µ�¡  �Ã�£�µ�º�†
�µ�t�º�Û�Ç�•�µ�¡�†!“0Á�•�b  802.1x �Ï�î�º�_3?3æ�K�r�M���Ï�î�º�@!“0Á�•�b6ë�
�«�–�µ�³�c  EAPOL 
�Ã�£�µ�º�è�¥�b
°�Š�º�Û�Ç�•�µ�¡�†�È�ß�µ�¡�K)F�E�r�M���Í�«�º�c�Ã�£�µ�º�†�w�™�[�A�r�M�@�
�Ã�£�µ
�º�†�¿�µ�º�á�î�¡
Æ�_�6�•�Ú�b�¹�Â�–�«�_3æ�™�[�A�r�O�‡��

>&�@>' PortFast �@�Ï�î�º�[�–�¿�î�È�Ý�_�^�W�Z�8�^�8�\�
�Q�b�Ï�î�º�c�I�D$×�_�n�‰�¥�«�¸�î�º�_�^�~�r�M��

authentication control-direction in  �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�Z
�Ï�î�º�†�"�M�‰�¥�_0¿���M�•�\�
�Q�b�Ï�î�º�c�«�Ã�½�å�¢�¶�Ü�î  �Ç�›�á�î�¹�•�å�¢  �«�¸�î�º�_�š�ƒ�~
�r�M���Ï�î�º�c�
�Í�«�º�_�Ã�£�µ�º�†3æ�™�[�A�r�M�@�
�w�™�c�[�A�r�O�‡��

authentication control-direction both �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�Z
�Ï�î�º�†�n�‰�¥�_0¿���M�•�\�
�Q�b�Ï�î�º�b�”�¡�­�«�@�n�‰�¥�[�D�š�I�€�r�M���Ï�î�º�c�
�Í�«�º�\�b
6ë�[�Ã�£�µ�º�†3æ�w�™�K�r�O�‡��

MAC 1�0É�Â�–�Ã�«�_�|�•  802.1x 1�0É

MAC 1�0É�Â�–�Ã�«�µ+��†�Q#Ý�K�
�¡�Û�–�”�å�º  MAC �”�»�Þ�«>& �W 12-2>&P.12-4>' �†�g!·>'�_�ö�Y�8
�Z�¡�Û�–�”�å�º�†0Á�•�M�•�|�:�_�«�–�µ�³�†0¿���[�A�r�M���S�\�<�d�
�É�Ü�å�±�^�]�b�¹�Â�–�«�_�K)F
�I�€�S  802.1x �Ï�î�º�[�G�b�µ+��†�–�¿�î�È�Ý�_�[�A�r�M��

�¡�Û�–�”�å�º�?�}�b  EAPOL �Â'Å�b�…�µ�p�_  802.1x 1�0É�@�±�–�Ò�”�˜�º�K�S���œ�
�«�–�µ�³�c  MAC 
1�0É�Â�–�Ã�«�†�Q#Ý�K�Z�¡�Û�–�”�å�º�†0Á�•�K�|�:�\�K�r�M��

MAC 1�0É�Â�–�Ã�«�µ+��@  802.1x �Ï�î�º�[�–�¿�î�È�Ý�b���œ�
�«�–�µ�³�c�¡�Û�–�”�å�º  ID �\�K�Z  
MAC �”�»�Þ�«�†�Q#Ý�K�r�M��1�0É�§�î�Â�_�c�
�¿�µ�º�á�î�¡  �”�¡�­�«�†0Á�•�I�€�S�¡�Û�–�”�å�º  
MAC �”�»�Þ�«�b�¹�î�±�Ë�î�«�@�6�~�r�M�� 802.1X �Ï�î�º�[�¡�Û�–�”�å�º�†�è���K�S�6�\�
�«�–�µ�³
�c�¡�Û�–�”�å�º�?�}�–�î�§�¿�µ�º  �Ã�£�µ�º�†�…�U�r�M���«�–�µ�³�c�
 MAC �”�»�Þ�«�_�ö�Y�8�S�Ø�î�¨
�¡�>�|�g�Ã�«�á�î�»�†�â�X  RADIUS-access/request �Ç�Þ�î�Ò�†1�0É�§�î�Â�_3æ�™�K�r�M��1�0É�_�B�Œ
�M�•�\�
�«�–�µ�³�c�¡�Û�–�”�å�º�_�¿�µ�º�á�î�¡�l�b�”�¡�­�«�†0Á�•�K�r�M��0Á�•�@�»�K�K�S���œ�
�¤
�«�º  VLAN �@0¿���I�€�Z�8�€�d�
�«�–�µ�³�c�Ï�î�º�†�¤�«�º  VLAN �_�m�~�\�Z�r�M��

�Ü�å�¡�b�Û�–�Ç�±�–�Ò�p�_  EAPOL �Ã�£�µ�º�@�–�å�±�î�Ç�™�–�«�V�[�è���I�€�S���œ�
�«�–�µ�³�c�
�Q
�b�–�å�±�î�Ç�™�–�«�_�K)F�I�€�Z�8�•�¹�Â�–�«�@  802.1x �P�Â�§�É�Ü�•�å�º�[�6�•�G�\�†&�1��K�


>&MAC 1�0É�Â�–�Ã�«�µ+��[�c�^�C>' 802.1x 1�0É�†�Q#Ý�K�Z�–�å�±�î�Ç�™�–�«�†1�0É�K�r�M���–�å�±�î
�Ç�™�–�«�b�Ü�å�¡  �«�¸�î�±�«�@�²�˜�å�K�S���œ�
 EAPOL �š�T�c�¡�Ü�”�I�€�r�M��

�«�–�µ�³�@�M�[�_  MAC 1�0É�Â�–�Ã�«�†�Q#Ý�K�Z�Ï�î�º�†0Á�•�K�
 802.1x �§�É�Ü�•�å�º�†�è���K�Z�8
�•���œ�
�«�–�µ�³�c�Ï�î�º�_�K)F�I�€�Z�8�•�¡�Û�–�”�å�º�†0Á�•�K�r�M�� Termination-Action 
RADIUS �“�ö�b�Í�@  DEFAULT �[�6�•�\�8�:#.#ä�[%$�S�b�­�µ�©�Ù�å�@)
�¢�K�S���œ�
�«�–�µ�³�c
Ì
1�0É�ì�_�
 802.1x 1�0É�†
ƒ
›
Ì1�0É�É�ß�­�«�\�K�Z�Q#Ý�K�r�M��

MAC 1�0É�Â�–�Ã�«�[1�0É�I�€�S�¡�Û�–�”�å�º�c
Ì1�0É�[�A�r�M��
Ì1�0É�É�ß�­�«�c�
 802.1x �†�Q#Ý�K
�Z1�0É�I�€�S�¡�Û�–�”�å�º�_�P�M�•�É�ß�­�«�\� �L�[�M��
Ì1�0É�p�c�
�Ï�î�º�c�S�_�m�~�\�Z�}�€�S  
VLAN �b�r�r�[�M��
Ì1�0É�_�B�Œ�M�•�\�
�«�–�µ�³�c�Ï�î�º�†� �L  VLAN �_�–�â�K�r�M��
Ì1�0É�_�»
�K�K�S���œ�
�¤�«�º  VLAN �@0¿���I�€�Z�8�€�d�
�«�–�µ�³�c�Ï�î�º�†�¤�«�º  VLAN �_�m�~�\�Z�r�M��


Ì1�0É�@ Session-Timeout RADIUS �“�ö>&�“�ö  [27]>'�
�>�|�g  Termination-Action RADIUS �“�ö>&�“
�ö  [29]>'�_�ö�Y�8�Z/œ�ƒ�€�•�\�A�_�
 Termination-Action RADIUS �“�ö>&�“�ö  [29]>'�b�”�¡�©�Ù�å�@  
Initialize>&�“�ö�Í�c  DEFAULT>'�[�6�•���œ�
 MAC 1�0É�Â�–�Ã�«  �­�µ�©�Ù�å�c)
�¢�K�

Ì1�0É�b6ë�b
�K)F�c�»�ƒ�€�r�M�� MAC 1�0É�Â�–�Ã�«�µ+��@�–�¿�î�È�Ý�[�
  802.1x 1�0É�@�±�–�Ò�”�˜�º�K�S���œ�
�«
�–�µ�³�c  MAC 1�0É�Â�–�Ã�«�µ+��†�Q#Ý�K�Z
Ì1�0É�†6ä���K�r�M�� AV �Ì�”�b0ò(ý�_�X�8�Z�c�
 RFC 
3580�� 802.1X Remote Authentication Dial In User Service (RADIUS) Usage Guidelines���†�g!·�K�Z�C�T
�I�8��
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'¨  12 'v       IEEE 802.1x �Ï�î�º�Ë�î�«1�0É�b0¿��
IEEE 802.1x �Ï�î�º�Ë�î�«1�0É�b�+0[
MAC 1�0É�Â�–�Ã�«�c�
���b�µ+��\%&�«�_�8#Ý�K�r�M��

• 802.1x 1�0É>8802.1x 1�0É�@�Ï�î�º�[�–�¿�î�È�Ý�b���œ�_�T�E  MAC 1�0É�Â�–�Ã�«�†�–�¿�î�È�Ý�_
�[�A�r�M��

• �¤�«�º  VLAN >8�¡�Û�–�”�å�º�b  MAC �”�»�Þ�«  ID �@!“� �^���œ�
�¤�«�º  VLAN �@0¿���I�€�Z�8
�€�d�
�«�–�µ�³�c  VLAN �_�¡�Û�–�”�å�º�†�m�~�\�Z�r�M��

• �D7H�Ü�A VLAN >8802.lx �Ï�î�º�_�K)F�I�€�Z�8�•�¡�Û�–�”�å�º�@  MAC 1�0É�Â�–�Ã�«�[1�0É�I�€
�Z�8�•���œ�_�c�
�G�b�µ+��c�§�Ï�î�º�I�€�r�O�‡��

• �Ï�î�º  �­�Ÿ�×�Ü�¸�•>8 ���Ï�î�º  �­�Ÿ�×�Ü�¸�•�†�Q#Ý�K�S  802.1x 1�0É��>&P.12-25>' �†�g!·�K�Z�C�T
�I�8��

• 8b�Œ VLAN >8��8b�Œ VLAN �Ï�î�º�†�Q#Ý�K�S  802.1x 1�0É��>&P.12-25>' �†�g!·�K�Z�C�T�I�8��

• VLAN �Ó�å�Â�î�©�µ�É  �Ï�Ü�©�î  �§�î�Â>& VMPS>'>8802.1x �>�|�g  VMPS �c%&�«�_�<�Ú$×�[�M��

• �É�Û�–�Ë�î�º  VLAN >8�¡�Û�–�”�å�º�†�É�Û�–�Ë�î�º  VLAN �_�m�~�\�Z�}�€�r�M��

• �©�«�¥  �¿�µ�º�á�î�¡  �”�»�Ñ�µ�©�Ù�å�¥�å�º�ß�î�Ý>& NAC>'�Þ�–�Ö  2 IP �è0É>8�G�b�µ+��c�

802.1X �Ï�î�º�@�[�¥�Ü�«�º
Æ�b�Í�«�º�†�µ�t  MAC 1�0É�Â�–�Ã�«�†�Q#Ý�K�Z1�0É�I�€�•�\�w� �_
�^�~�r�M��

• Network Edge Access Topology>&NEAT>'>8MAB �\  NEAT �c%&�«�_�<�Ú$×�[�M���–�å�±�î�Ç�™�–
�«�V�[  NEAT �@�–�¿�î�È�Ý�b���œ�c�
 MAB �†�–�¿�î�È�Ý�_�[�A�r�O�‡���r�S�
�–�å�±�î�Ç�™�–�«
�V�[  MAB �@�–�¿�î�È�Ý�b���œ�c�
 NEAT �†�–�¿�î�È�Ý�_�[�A�r�O�‡��

0¿���b0ò(ý�_�X�8�Z�c�
 ��1�0É�Ð�¿�î�ª�Õ�� >&P.12-7>' �†�g!·�K�Z�C�T�I�8��

Cisco IOS Release 12.2(55)SE �è7F�[�c�

Õ6×  MAB �©�«�¸�Ò  �Ó�µ�­�î�ª�b�Ç�•�Ý�±�Ü�å�¢�†�§�Ï�î�º
�K�r�M�� ��1�0É�Ð�¿�î�ª�Õ  CLI �¥�Ð�å�»�� >&P.12-9>' �†�g!·�K�Z�C�T�I�8��

802.1x �Ø�î�¨  �¹�•�«�º�Ü�Å�×�î�©�Ù�å

802.1x �Ø�î�¨  �¹�•�«�º�Ü�Å�×�î�©�Ù�å�†0¿���M�•�\�
0
�X�b$��^�•  VLAN �[� �L�¢�Ý�î�É�¡�b�Ø�î�¨
�b�ß�î�»  �Â�Û�å�©�å�¢�†/œ�:�G�\�@�[�A�r�M��

VLAN �c�
 RADIUS �§�î�Â�_�|�~�f�j�I�€�•�?�
 VLAN �¢�Ý�î�É�¡�[�«�–�µ�³  CLI �†�Ó�K�Z0¿���K�r
�M��

• RADIUS �§�î�Â�†0¿���K�Z�
�Ø�î�¨�b0
�X�b  VLAN �¡�†3æ�™�K�r�M��0
�X�b  VLAN �¡�c�
�Ø�î
�¨�l�b�Â'Å�b�M4Š�\�K�Z3æ�™�[�A�r�M�� 802.1x �Ø�î�¨  �¹�•�«�º�Ü�Å�×�î�©�Ù�å�c�
"I���b  VLAN 
�b�M�m�Z�b�Ø�î�¨�†3ã2§�K�
0Á�•�I�€�S�Ø�î�¨�†�Ø�î�¨�X�@�q�v�a�^�8  VLAN �_&ã�·�M�•�G�\�[
�ß�î�»  �Â�Û�å�©�å�¢�†/œ�8�r�M��

• RADIUS �§�î�Â�†0¿���K�Z�Ø�î�¨�b  VLAN �¢�Ý�î�É�¡�†3æ�™�K�r�M�� VLAN �¢�Ý�î�É�¡�c�
�Ø�î
�¨�l�b�Â'Å�b�M4Š�\�K�Z3æ�™�[�A�r�M���«�–�µ�³  CLI �†�Q#Ý�K�Z0¿���K�S  VLAN �¢�Ý�î�É�¡�[�

4E�¥�I�€�S  VLAN �¢�Ý�î�É�¡�†�è(ô�[�A�r�M�� VLAN �¢�Ý�î�É�¡�@�è���I�€�•�\�
�G�b  VLAN 
�¢�Ý�î�É�¡�[�P�Â�M�•  VLAN �†�è(ô�K�Z�
�Ø�î�¨�X�@�q�v�a�^�8  VLAN �@�è���I�€�r�M���ß�î�»  
�Â�Û�å�©�å�¢�c�
�P�Â�M�•0Á�•�í�s�Ø�î�¨�†�Q�b  VLAN �_&ã�·�M�•�G�\�[/œ�ƒ�€�r�M��

>&�@>' RADIUS �§�î�Â�c�
 VLAN-ID �
 VLAN �¡�r�S�c  VLAN �¢�Ý�î�É�†�õ�–�_)��s�œ�ƒ�O�Z  
VLAN �_���†3æ�™�[�A�r�M��

802.1x �Ø�î�¨  �¹�•�«�º�Ü�Å�×�î�©�Ù�å�b0¿���ì�b�@�–�¦8o

• �a�^�C�\�v  1 �X�b  VLAN �@ VLAN �¢�Ý�î�É�_�Ð�µ�Æ�å�¢�I�€�•�G�\�†&�1��K�Z�C�T�I�8��
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�X�b  VLAN �†  VLAN �¢�Ý�î�É�_�Ð�µ�Æ�å�¢�[�A�r�M��

• VLAN �†3ã�•�r�S�c�P7V�M�•�G�\�[�
 VLAN �¢�Ý�î�É�†�š�f�[�A�r�M��

• �¤�Ñ�b  VLAN �†  VLAN �¢�Ý�î�É�¡�?�}�¡�Ü�”�M�•���œ�
 VLAN �b1�0É�í�s�Ï�î�º�c�¡�Ü�”�I�€
�r�O�‡�@�
�¤�Ñ�b  VLAN �¢�Ý�î�É�?�}�Ð�µ�Æ�å�¢�@�P7V�I�€�r�M��

• �q�‹�b  VLAN �†  VLAN �¢�Ý�î�É�¡�?�}�¡�Ü�”�M�•�\�
 VLAN �¢�Ý�î�É�@�¡�Ü�”�I�€�r�M��

• �”�¡�¸�•�È  VLAN �@�¢�Ý�î�É�_�Ð�µ�Æ�å�¢�I�€�Z�v  VLAN �¢�Ý�î�É�†�¡�Ü�”�[�A�r�M�� VLAN 
�¢�Ý�î�É�†�¡�Ü�”�M�•�\�
�¢�Ý�î�É
Æ�[�õ�–�b  VLAN �b1�0É�«�¸�î�º�[�6�•�Ï�î�º�r�S�c�Ø�î�¨
�c�¡�Ü�”�I�€�r�O�‡�@�
 VLAN �b  VLAN �¢�Ý�î�É�l�b�Ð�µ�Æ�å�¢�c�¡�Ü�”�I�€�r�M��

0ò(ý�_�X�8�Z�c�
 �� 802.1x �Ø�î�¨  �¹�•�«�º�Ü�Å�×�î�©�Ù�å�b0¿���� >&P.12-56>' �†�g!·�K�Z�C�T�I�8��  

Network Admission Control �Þ�–�Ö  2 802.1x �è0É

�«�–�µ�³�c�
�¹�Â�–�«�b�¿�µ�º�á�î�¡  �”�¡�­�«�†0Á�•�M�•�S�b�
�š�å�»�Ï�–�å�º  �©�«�¸�Ò�x�¡�Û�–�”
�å�º�b�˜�–�Ý�«�P'Ç�b"g�Â�r�S�c �Ï�«�³�Õ �†�³�™�µ�¡�M�•  Network Admission Control>&NAC>'�Þ�–�Ö  
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���b�8���†��/œ�[�A�r
�M��

• Session-Timeout RADIUS �“�ö>&�“�ö  [27]>'�\  Termination-Action RADIUS �“�ö>&�“�ö  [29]>'�†
1�0É�§�î�Â�?�}�²�˜�å�ß�î�»�K�r�M��

• Session-Timeout RADIUS �“�ö>&�“�ö  [27]>'�b�Í�\�K�Z
Ì1�0É0è/œ6ë�b&Ê�X�†�æ���K�
 RADIUS 
�§�î�Â�?�}�¡�Û�–�”�å�º�b�”�¡�­�«  �Ï�Ü�©�î�†�v�“�K�r�M��

• �«�–�µ�³�@  Termination-Action RADIUS �“�ö>&�“�ö [29]>'�†�Q#Ý�K�Z�¡�Û�–�”�å�º�†
Ì1�0É�M�•
7•�b�”�¡�©�Ù�å�†0¿���K�r�M���Í�@  DEFAULT �[�6�•�?�
�Í�@0¿���I�€�Z�8�^�8���œ�
�­�µ�©�Ù�å
�c)
�¢�K�r�M���Í�@  RADIUS 0[�Ó�b���œ�

Ì1�0É�É�ß�­�«�@6ä���K�r�M��

• VLAN �b$��•�x�¡�S�
�r�S�c  VLAN �¢�Ý�î�É�¡�b�Ü�«�º�†  Tunnel Group Private ID>&�“�ö  [81]>'
�b�Í�\�K�Z0¿���K�
 VLAN �b$��•�x�¡�S�
�r�S�c  VLAN �¢�Ý�î�É�¡�b�É�Ü�Ç�“�Þ�å�«�†  Tunnel 
Preference>&�“�ö  [83]>'�b�Í�\�K�Z0¿���K�r�M�� Tunnel Preference �†0¿���K�^�8���œ�
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Tunnel Group Private ID>&�“�ö  [81]>'�“�ö�@�Ü�«�º�?�}4E�¥�I�€�r�M��

• show authentication "I�’  EXEC �¥�Ð�å�»�†�Q#Ý�K�Z�
�¡�Û�–�”�å�º�b�Ï�«�³�Õ�†/²&g�M�•  NAC 
�Ï�«�³�Õ  �º�î�¡�å�†/²&g�K�r�M��

• �¤�«�º  VLAN �\�K�Z�­�•�å�²�Ü  �É�Û�–�Ë�î�º  VLAN �†0¿���K�r�M��

NAC �Þ�–�Ö  2 802.1x �è0É�b0¿���c�
 RADIUS �§�î�Â�_�Ï�«�³�Õ  �º�î�¡�å�†0¿���M�•�²0[�@�6�•�G�\
�†7V�8�Z�
 802.1x �Ï�î�º�Ë�î�«1�0É�\���Z�8�r�M�� NAC �Þ�–�Ö  2 802.1x �è0É�b0¿���_6õ�M�•0ò(ý�_�X
�8�Z�c�
 �� NAC �Þ�–�Ö  2 802.1x �è0É�b0¿���� >&P.12-57>' �>�|�g �����‡$×�^
Ì1�0É�b0¿���� >&P.12-43>' �†
�g!·�K�Z�C�T�I�8��

NAC �b0ò(ý�_�X�8�Z�c�
 �� Network Admission Control Software Configuration Guide���†�g!·�K�Z�C�T
�I�8��

0¿���b0ò(ý�_�X�8�Z�c�
 ��1�0É�Ð�¿�î�ª�Õ�� >&P.12-7>' �†�g!·�K�Z�C�T�I�8��

��3>�^1�0É�b8p�Î0¿��

��3>�^1�0É�b8p�Î0¿���†�Q#Ý�K�Z�
�Ï�î�º�@�‚�K�8�Í�«�º�†1�0É�M�•�\�A�_�Q#Ý�M�•�‰�2�b8p�Î�†0¿��
�[�A�r�M�� MAC 1�0É�Â�–�Ã�«�>�|�g  802.1x �c�
�É�Û�–�Ð�Ü�r�S�c�­�•�å�²�Ü1�0É�‰�2�\�K�Z�Q#Ý�K�

Web 1�0É�c�
�G�€�}�b1�0É�b�8�N�€�?�
�r�S�c�g�‰�@�»�K�K�S���œ�b�Ç�›�î�Ý�Â�µ�¡�‰�2�\�K�Z�Q#Ý
�[�A�r�M��0ò(ý�_�X�8�Z�c�
 ����3>�^1�0É8p�Î�b0¿���� >&P.12-63>' �†�g!·�K�Z�C�T�I�8��
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�‚�K�8�Í�«�º�c�Ï�î�º�_��*O�I�€�Z�8�•�”�¡�­�«  �¥�å
�º�ß�î�Ý  �Ü�«�º>& ACL>'�_�ö�Y�8�Z�º�Û�Ç�•�µ�¡�†�û�K�r�M���Í�«�º�@1�0É�I�€�•�\�
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>&�@>' �œ�î�É�å1�0É�@0¿���I�€�Z�8�•���œ�c�
�Ú�b1�0É�D�š�|�~�v
ƒ
›�I�€�r�M���G�€�c�
 authentication 
open �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�S���œ�
 authentication 
port-control  �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�_6õ�€�^�C�
�Ï�î�º�@�Í�«�º�_�”�¡
�­�«�’�†�Ü�Z�M�•�G�\�†�–�á�K�r�M��

8b�Œ1�1‘ 802.1x �­�Ÿ�×�Ü�¸�•�b�Q#Ý

8b�Œ1�1‘ 802.1x �­�Ÿ�×�Ü�¸�•�µ+��†�Q#Ý�K�Z�
�­�Ÿ�×�Ü�¸�•4*�o�@$Î#Õ�K�S���œ�_�¹�î�±�r�S�c8b�Œ  
VLAN �_6õ�€�^�C  VLAN �T�E�†�¹�•�­�î�È�Ý�_�M�•�|�:�_�«�–�µ�³�†0¿���K�r�M���è�S�b�Ü�Ü�î�«�[
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�G�b�µ+��c�
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  8b�Œ VLAN �b
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Network Edge Access Topology >&NEAT>'�†�Q#Ý�K�S  802.1x �§�É�Ü�•
�å�º�>�|�g�œ�î�­�å�¸�•�£�î�±  

Network Edge Access Topology>&NEAT>'�µ+��c�
�á�–�Ö�Ü�å�¢  �¡�ß�î�®�µ�º>&�
1Ÿ�
�^�]>'�¥�b8•
�æ�r�[1‘�9�†�Ñ�G�K�r�M���G�€�_�|�~�
�õ�–�b�±�–�É�b�¹�Â�–�«�†�Ï�î�º�[1�0É�[�A�r�M��

• 802.1x �«�–�µ�³  �§�É�Ü�•�å�º>8 802.1x �§�É�Ü�•�å�º�µ+��†�Q#Ý�M�•�G�\�[�
�9�b�«�–�µ�³�b�§�É
�Ü�•�å�º�\�K�Z�µ+��M�•�|�:�_�«�–�µ�³�†0¿���[�A�r�M���G�b0¿���c�
�S�\�<�d�
�«�–�µ�³�@�á�–
�Ö�Ü�å�¢  �¡�ß�î�®�µ�º�¥�_�6�~�
�º�Û�å�¡  �Ï�î�º�†�Ó�K�Z�”�µ�É�«�º�Ü�î�Ò  �«�–�µ�³�_�K)F�I�€
�•���œ�_�z�_'g�U�r�M�� 802.1x �«�–�µ�³  �§�É�Ü�•�å�º�µ+��†�Q#Ý�K�Z0¿���I�€�S�«�–�µ�³�c�
�­
�Ÿ�×�”�^�K)F�b�S�u�_�”�µ�É�«�º�Ü�î�Ò  �«�–�µ�³�[1�0É�K�r�M��

�§�É�Ü�•�å�º  �«�–�µ�³�@1�0É�_�B�Œ�M�•�\�
�Ï�î�º  �Ô�î�»�@�”�¡�­�«�?�}�º�Û�å�¡�_�š�f�I�€�r
�M��
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4
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ACS �?�}�b  IP �† =�>�|�g  IP �Ñ�G�Ï�î�º  ACL �T�E�@ Filter-Id �“�ö�†�§�Ï�î�º�K�r�M���G�€�c  ACL �b
�¡�S�r�S�c$��•�†�æ���K�r�M�� Filter-id �“�ö�c�
�‰�¥>&�–�å�Â�˜�å�»�r�S�c�”�˜�º�Â�˜�å�»>' �
�>�|�g
�Ø�î�¨�r�S�c�Ø�î�¨�@�“�M�•�¢�Ý�î�É�v�æ���[�A�r�M��

• �Ø�î�¨�b  Filter-Id �“�ö�c�
�¢�Ý�î�É�b  Filter-Id �“�ö�|�~�v
ƒ
›�I�€�r�M��

• ACS �?�}�b  Filter-Id �“�ö�@�
�M�[�_0¿���I�€�Z�8�•  ACL �†�æ���M�•���œ�
�G�€�c�
�Ø�î�¨0¿��  
ACL �|�~�v
ƒ
›�I�€�r�M��

• RADIUS �§�î�Â�@0
�X�b  Filter-Id �“�ö�†3æ�™�M�•���œ�
�q�‹�b�“�ö�T�E�@4:#Ý�I�€�r�M��

Filter-Id �“�ö�@�«�–�µ�³�[��*O�I�€�Z�8�^�8���œ�
1�0É�@�»�K�K�
�Ï�î�º�@!“0Á�•�«�¸�î�º�_�`�~�r
�M��

�¥�Ô�å  �­�µ�©�Ù�å  ID
1�0É�Ð�¿�î�ª�Õ�c�
�Q#Ý�M�•1�0É�‰�'�_6õ�€�^�C�
�¡�Û�–�”�å�º#Ý�_�S�T  1 �X�b�­�µ�©�Ù�å  ID>&
¹3û
�­�µ�©�Ù�å  ID �\�ç�d�€�r�M>'�†�Q#Ý�K�r�M���G�b  ID �c�
/²&g�¥�Ð�å�»�x  Management Information 
Base>&MIB; 'ö#.�_���Ë�î�«>'�^�]�b�M�m�Z�b�Þ�Ï�î�º�_�Q#Ý�I�€�r�M���­�µ�©�Ù�å  ID �c�
�­�µ�©�Ù
�å�"�)�b�M�m�Z�b  Syslog �Ó�µ�­�î�ª�_/²&g�I�€�r�M��

�­�µ�©�Ù�å  ID �_�c�
���b�_���@�µ�r�€�r�M��

• Network Access Device>&NAD; �¿�µ�º�á�î�¡  �”�¡�­�«  �¹�Â�–�«>'�b  IP �”�»�Þ�«

• �M�–�b  32 �Å�µ�º�Z�X>&�µ�”$×�_�Q�•�K�r�M>'

• �­�µ�©�Ù�å6ä���±�–�Ò  �«�±�å�É>& 32 �Å�µ�º�Z�X>'

���_�
 show authentication �¥�Ð�å�»�b���Š�_�­�µ�©�Ù�å  ID �@/²&g�I�€�•�[�†&g�K�r�M���G�b�[�[�c�

�­�µ�©�Ù�å  ID �c  160000050000000B288508E5 �[�M��

Switch# show authentication sessions

Interface  MAC Address     Method   Domain   Status         Session ID
Fa4/0/4    0000.0000.0203  mab      DATA     Authz Success  160000050000000B288508E5
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���_�
 Syslog ���Š�_�­�µ�©�Ù�å  ID �@/²&g�I�€�•�[�†&g�K�r�M���G�b�[�[�v�
�­�µ�©�Ù�å  ID �c  
160000050000000B288508E5 �[�M��

1w0d: %AUTHMGR-5-START: Starting 'mab' for client (0000.0000.0203) on Interface Fa4/0/4 
AuditSessionID 160000050000000B288508E5
1w0d: %MAB-5-SUCCESS: Authentication successful for client (0000.0000.0203) on Interface 
Fa4/0/4 AuditSessionID 160000050000000B288508E5
1w0d: %AUTHMGR-7-RESULT: Authentication result 'success' from 'mab' for client 
(0000.0000.0203) on Interface Fa4/0/4 AuditSessionID 160000050000000B288508E5

�­�µ�©�Ù�å  ID �c�
 NAD�
 AAA �§�î�Â�
�Q�b�Ú�b�Þ�Ï�î�º�(�Ò�”�É�Ü�£�î�©�Ù�å�[�¡�Û�–�”�å�º�†1‘
�9�M�•�S�u�_�Q#Ý�I�€�r�M�� ID �c+¬�·$×�_/²&g�I�€�r�M��0¿���c�²0[�6�~�r�O�‡��

802.1x 1�0É�b0¿��
�G�G�[�c�
���b0¿���_�X�8�Z1��Â�K�r�M��

• �� 802.1x 1�0É�b�¹�Ç�›�Ý�º0¿���� >&P.12-33>'

• �� 802.1x 1�0É0¿���ì�b�@�–�¦8o�� >&P.12-34>'

• �� 802.1x  =
�"g�Â�³�™�µ�¡�b0¿���� >&P.12-36>'>&�õ�–>'

• ��8b�Œ�P�Â  802.1x �­�Ÿ�×�Ü�¸�•�b0¿���� >&P.12-37>'>&�õ�–>'

• �� 802.1x 4*�o�Ô�î�»�b0¿���� >&P.12-38>'>&�õ�–>'

• ���«�–�µ�³�>�|�g  RADIUS �§�î�Â6ë�b3û�™�b0¿���� >&P.12-41>'>&�²8r>'

• ���Í�«�º  �Ô�î�»�b0¿���� >&P.12-42>'>&�õ�–>'

• �����‡$×�^
Ì1�0É�b0¿���� >&P.12-43>'>&�õ�–>'

• ���Ï�î�º�_�K)F�M�•�¡�Û�–�”�å�º�b�m�·�[�b
Ì1�0É�� >&P.12-44>'>&�õ�–>'

• ���…�µ�ì6ë�b�š�f�� >&P.12-44>'>&�õ�–>'

• ���«�–�µ�³�?�}�¡�Û�–�”�å�º�l�b
Ì3æ�™�ì6ë�b�š�f�� >&P.12-45>'>&�õ�–>'

• ���«�–�µ�³�?�}�¡�Û�–�”�å�º�l�b�Ç�Þ�î�Ò
Ì3æ�™�G�X�b0¿���� >&P.12-46>'>&�õ�–>'

• ��
Ì1�0É�G�X�b0¿���� >&P.12-46>'>&�õ�–>'

• �� 802.1X �”�•�˜�å�¸�•�å�¢�b0¿���� >&P.12-48>'>&�õ�–>'

• �� MAC Move �b�–�¿�î�È�Ý�ì�� >&P.12-47>'>&�õ�–>'

• �� MAC *(�n�b�–�¿�î�È�Ý�ì�� >&P.12-48>'>&�õ�–>'

• ���¤�«�º  VLAN �b0¿���� >&P.12-49>'>&�õ�–>'

• ���D7H�Ü�A  VLAN �b0¿���� >&P.12-50>'>&�õ�–>'

• ���”�¡�­�«�Y+�1�0É�Â�–�Ã�«�µ+��b0¿���� >&P.12-52>'>&�õ�–>'

• �� WoL �†�Q#Ý�K�S 802.1x 1�0É�b0¿���� >&P.12-55>'>&�õ�–>'

• �� MAC 1�0É�Â�–�Ã�«�b0¿���� >&P.12-56>'>&�õ�–>'

• �� NAC �Þ�–�Ö  2 802.1x �è0É�b0¿���� >&P.12-57>'>&�õ�–>'

• �� NEAT �†�Q#Ý�K�S�œ�î�­�å�¸�•�£�î�±  �«�–�µ�³�>�|�g�§�É�Ü�•�å�º  �«�–�µ�³�b0¿���� >&P.12-58>'

• ���²�˜�å�ß�î�»�•+�  ACL �>�|�g�Ü�²�–�Þ�¡�º  URL �†�Q#Ý�K�S 802.1x 1�0É�b0¿���� >&P.12-60>'

• ����3>�^1�0É8p�Î�b0¿���� >&P.12-63>'
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• ���Ï�î�º�V�[�b  802.1x 1�0É�b�¹�•�­�î�È�Ý�ì�� >&P.12-64>'>&�õ�–>'

• �� 802.1x 1�0É0¿���b�¹�Ç�›�Ý�º�Í�l�b�Ü�­�µ�º�� >&P.12-65>'>&�õ�–>'

802.1x 1�0É�b�¹�Ç�›�Ý�º0¿��

/² 12-4 �_�
 802.1x 1�0É�b�¹�Ç�›�Ý�º0¿���†&g�K�r�M��

/² 12-4 802.1x 1�0É�b�¹�Ç�›�Ý�º0¿��

�µ+� �¹�Ç�›�Ý�º0¿��

�«�–�µ�³�b  802.1x �–�¿�î�È�Ý  �«�¸�î�º �¹�•�­�î�È�Ý

�Ï�î�º�"�)�b  802.1x �–�¿�î�È�Ý  �«�¸�î�º �¹�•�­�î�È�Ý>& force-authorized>' 

�Ï�î�º�c�¡�Û�–�”�å�º�\�b  802.1x �Ë�î�«1�0É�†/œ�ƒ�N�_�
3û�–�b�º�Û�Ç�•�µ
�¡�†3æ�w�™�K�r�M��

AAA �¹�•�­�î�È�Ý

RADIUS �§�î�Â

• IP �”�»�Þ�«

• UDP 1�0É�Ï�î�º

• Key

• �æ���^�K

• 1812

• �æ���^�K

�Í�«�º  �Ô�î�» �©�å�¢�Ý  �Í�«�º  �Ô�î�»

�D�š�‰�¥ �n�‰�¥�D�š

���‡$×�^
Ì1�0É �¹�•�­�î�È�Ý


Ì1�0É�b6ë7x>&&Ê>' 3600 &Ê


Ì1�0É�G�X  2 �G>&�Ï�î�º�@!“0Á�•�«�¸�î�º�_�š�ƒ�•�S�_�
�«�–�µ�³�@1�0É�É�ß�­�«�†
Ì6ä
�M�•�G�X>'

�…�µ�ì6ë  60 &Ê>&�«�–�µ�³�@�¡�Û�–�”�å�º�\�b1�0É�_���b�º�n�_�»�K�K�S�‹�
�…�µ"g�Â
�†)F�E�•&Ê�X>'


Ì3æ�™�ì6ë 30 &Ê>&�«�–�µ�³�@ EAP-Request/Identity �Ç�Þ�î�Ò�_�P�M�•�¡�Û�–�”�å�º�?�}
�b�Â'Å�†�…�U�
0[�Ó�†
Ì3æ�™�M�•�r�[�b&Ê�X>'

�q�±
Ì3æ�™�G�X 2 �G>&�«�–�µ�³�@1�0É�É�ß�­�«�†
Ì6ä�M�•�S�_�
 EAP-Request/Identity �Ç�Þ�î
�Ò�†3æ�™�M�•�G�X>'

�¡�Û�–�”�å�º  �±�–�Ò�”�˜�º�ì6ë  30 &Ê>&1�0É�§�î�Â�?�}�b0[�Ó�†�¡�Û�–�”�å�º�_�Ü�Þ�î�M�•�\�A�
�«�–�µ�³�@
3É'Å�†�…�U�
�¡�Û�–�”�å�º�_0[�Ó�†
Ì3æ�™�M�•�r�[�b�ì6ë>'

1�0É�§�î�Â  �±�–�Ò�”�˜�º�ì6ë  30 &Ê>&�¡�Û�–�”�å�º�?�}�b�Â'Å�†1�0É�§�î�Â�_�Ü�Þ�î�M�•�\�A�
�«�–�µ�³�@
�Â'Å�†�…�U�
�Â'Å�†�§�î�Â�_
Ì3æ�™�M�•�r�[�b�ì6ë>'

authentication timer server �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð
�å�»�†�Q#Ý�M�•�\�
�G�b�±�–�Ò�”�˜�º�ì6ë�†�š�f�[�A�r�M��

!“�q�·�±�–�Ò�”�˜�º �¹�•�­�î�È�Ý

�¤�«�º  VLAN �æ���^�K

�”�¡�­�«�Y+�1�0É�Â�–�Ã�« �¹�•�­�î�È�Ý

�D7H�Ü�A VLAN �æ���^�K

�œ�î�­�å�¸�•�£�î�±>&�«�–�µ�³>'�Ô�î�» �æ���^�K
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802.1x 1�0É0¿���ì�b�@�–�¦8o

�G�G�[�c�
���b�µ+��_�>�E�•�@�–�¦8o�†1��Â�K�r�M��

• �� 802.1x 1�0É��>&P.12-34>'

• �� VLAN �m�~�\�Z�
�¤�«�º  VLAN �
�D7H�Ü�A  VLAN �
�”�¡�­�«�Y+�1�0É�Â�–�Ã�«�� >&P.12-35>'

• �� MAC 1�0É�Â�–�Ã�«�� >&P.12-36>'

• ���Ï�î�º�6�S�~�b�¹�Â�–�«�b�q�±�X�� >&P.12-36>'

802.1x 1�0É 

• 802.1x 1�0É�†�–�¿�î�È�Ý�_�M�•�\�
�Ú�b�Þ�–�Ö  2 �r�S�c�Þ�–�Ö  3 �µ+��@�–�¿�î�È�Ý�_�^�•�S�_�

�Ï�î�º�@1�0É�I�€�r�M��

• 802.1x �P�Â�Ï�î�º�@�m�~�\�Z�}�€�Z�8�•  VLAN �@�š�f�I�€�S���œ�
�G�b�š�f�c3ñ4#$×�[�«�–�µ�³
�_�c�s8j�K�r�O�‡���S�\�<�d�
�Ï�î�º�@  RADIUS �§�î�Â�_�m�~�\�Z�}�€�S  VLAN �_�m�~�\�Z�}
�€�

Ì1�0É�‹�_�9�b  VLAN �_�m�~�\�Z�}�€�S���œ�_�
�G�b�š�f�@$Î#Õ�K�r�M��

802.1x �Ï�î�º�@�m�~�\�Z�}�€�Z�8�•  VLAN �@�©�Õ�µ�º�²�˜�å�
�¹�•�­�î�È�Ý�
�r�S�c�P7V�I�€�•
���œ�
�Ï�î�º�c!“0Á�•�_�^�~�r�M���S�\�<�d�
�Ï�î�º�@�m�~�\�Z�}�€�S�”�¡�­�«  VLAN �@�©�Õ�µ
�º�²�˜�å�r�S�c�P7V�I�€�S�‹�
�Ï�î�º�c!“0Á�•�_�^�~�r�M��

• 802.1x �É�ß�º�¥�Ý�c�
�Þ�–�Ö  2 �«�±�¸�•�µ�¡�”�¡�­�«  �Ï�î�º�
8b�Œ  VLAN �Ï�î�º�
�>�|�g�Þ�–�Ö  
3 �Ý�î�¸�µ�»  �Ï�î�º�[�§�Ï�î�º�I�€�r�M�@�
���b�Ï�î�º  �±�–�É�[�c�§�Ï�î�º�I�€�r�O�‡��

– �º�Û�å�¡  �Ï�î�º>8�º�Û�å�¡  �Ï�î�º�V�[  802.1x 1�0É�†�–�¿�î�È�Ý�_�K�|�:�\�M�•�\�
�š�Û�î  
�Ó�µ�­�î�ª�@/²&g�I�€�
 802.1x 1�0É�c�–�¿�î�È�Ý�_�^�~�r�O�‡�� 802.1x �P�Â�Ï�î�º�b�Ô�î�»
�†�º�Û�å�¡�_�š�f�K�|�:�\�K�Z�v�
�š�Û�î  �Ó�µ�­�î�ª�@/²&g�I�€�
�Ï�î�º  �Ô�î�»�c�š�f�I�€
�r�O�‡��

– �²�–�¼�Ñ�µ�¡  �Ï�î�º>8�²�–�¼�Ñ�µ�¡  �Ô�î�»�b�Ï�î�º�c�
�¿�–�Â�î�\�º�Û�å�¡  �Ï�î�º�l�b�š�f
�†�¿�¦�©�š�î�º�M�•���œ�@�6�~�r�M���²�–�¼�Ñ�µ�¡  �Ï�î�º�[  802.1x 1�0É�†�–�¿�î�È�Ý�_�K�|
�:�\�M�•�\�
�š�Û�î  �Ó�µ�­�î�ª�@/²&g�I�€�
 802.1x 1�0É�c�–�¿�î�È�Ý�_�^�~�r�O�‡�� 802.1x 
�P�Â�Ï�î�º�b�Ô�î�»�†�²�–�¼�Ñ�µ�¡�_�š�f�K�|�:�\�K�Z�v�
�š�Û�î  �Ó�µ�­�î�ª�@/²&g�I�€�

�Ï�î�º  �Ô�î�»�c�š�f�I�€�r�O�‡��

– �²�–�¼�Ñ�µ�¡  �”�¡�­�«  �Ï�î�º>8�²�–�¼�Ñ�µ�¡  �”�¡�­�«>& VLAN Query Protocol>&VQP>'>'
�Ï�î�º�[  802.1x 1�0É�†�–�¿�î�È�Ý�_�K�|�:�\�M�•�\�
�š�Û�î  �Ó�µ�­�î�ª�@/²&g�I�€�
 802.1x 
1�0É�c�–�¿�î�È�Ý�_�^�~�r�O�‡�� 802.1x �P�Â�Ï�î�º�†�š�f�K�Z�²�–�¼�Ñ�µ�¡  VLAN �†�m�~�\
�Z�|�:�\�K�Z�v�
�š�Û�î  �Ó�µ�­�î�ª�@/²&g�I�€�
 VLAN 0¿���c�š�f�I�€�r�O�‡��

MAC 1�0É�Â�–�Ã�« �¹�•�­�î�È�Ý

8b�Œ1�1‘�­�Ÿ�×�Ü�¸�• �¹�•�­�î�È�Ý

/² 12-4 802.1x 1�0É�b�¹�Ç�›�Ý�º0¿��  >&)F�A>'

�µ+� �¹�Ç�›�Ý�º0¿��
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– EtherChannel �Ï�î�º>8�”�¡�¸�•�È�r�S�c�”�¡�¸�•�È�[�^�8  EtherChannel �Ó�å�Â�†  802.1x 
�Ï�î�º�\�K�Z0¿���K�^�8�[�C�T�I�8�� EtherChannel �Ï�î�º�[  802.1x 1�0É�†�–�¿�î�È�Ý�_�K�|
�:�\�M�•�\�
�š�Û�î  �Ó�µ�­�î�ª�@/²&g�I�€�
 802.1x 1�0É�c�–�¿�î�È�Ý�_�^�~�r�O�‡��

– Switched Port Analyzer>&SPAN; �«�–�µ�³�»  �Ï�î�º  �”�¼�Û�–�¨>'�>�|�g  Remote SPAN
>&RSPAN; �Ü�Ô�î�º  SPAN>'��
›�Ï�î�º>8 SPAN �r�S�c  RSPAN ��
›�Ï�î�º�[�6�•�Ï�î�º�b  
802.1x 1�0É�†�–�¿�î�È�Ý�_�M�•�G�\�@�[�A�r�M���S�T�K�
�Ï�î�º�†  SPAN �r�S�c  RSPAN ��

›�Ï�î�º�\�K�Z�P7V�M�•�r�[�c�
 802.1x 1�0É�c�¹�•�­�î�È�Ý�_�^�~�r�M�� SPAN �r�S�c  
RSPAN 3æ�™
–�Ï�î�º�[�c  802.1x 1�0É�†�–�¿�î�È�Ý�_�M�•�G�\�@�[�A�r�M��

• �«�–�µ�³�V�[�
 dot1x system-auth-control �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†
°�Š�K
�Z  802.1x 1�0É�†�¢�ß�î�Â�Ý�_�–�¿�î�È�Ý�_�M�•�S�_�
 802.1x 1�0É�\  EtherChannel �@0¿���I�€�Z
�8�•�–�å�±�î�Ç�™�–�«�?�}�
 EtherChannel �b0¿���†�P7V�K�Z�C�T�I�8��

• Cisco IOS Release 12.2(55)SE �è7F�b�Ü�Ü�î�«�[�c�
 802.1x 1�0É�_6õ4��M�•�©�«�¸�Ò  �Ó�µ�­�î�ª�b
�Ç�•�Ý�±�Ü�å�¢�@�§�Ï�î�º�I�€�Z�8�r�M�� ��1�0É�Ð�¿�î�ª�Õ  CLI �¥�Ð�å�»�� >&P.12-9>' �†�g!·�K�Z�C
�T�I�8��

VLAN �m�~�\�Z�
�¤�«�º  VLAN�
�D7H�Ü�A  VLAN�
�”�¡�­�«�Y+�1�0É�Â�–�Ã�«

• 802.1x 1�0É�†�Ï�î�º�V�[�–�¿�î�È�Ý�_�M�•�\�
8b�Œ  VLAN �b�µ+��†�â�X�Ï�î�º  VLAN �c0¿���[
�A�r�O�‡��

• �º�Û�å�¡  �Ï�î�º�
�²�–�¼�Ñ�µ�¡  �Ï�î�º�
�r�S�c  VMPS �_�|�•�²�–�¼�Ñ�µ�¡  �”�¡�­�«  �Ï�î�º�m�~
�\�Z�b���œ�
 VLAN �m�~�\�Z�µ+��†�Q#Ý�K�S  802.1x 1�0É�c�§�Ï�î�º�I�€�r�O�‡��

• 802.1X 1�0É�†�É�Û�–�Ë�î�º  VLAN �Ï�î�º�_0¿���[�A�r�M�@�
�Ï�î�º  �­�Ÿ�×�Ü�¸�•�
8b�Œ  VLAN �

�¤�«�º  VLAN �
�D7H�Ü�A  VLAN �
�r�S�c�Ø�î�¨�"�)  ACL �@�Ü�8�S 802.1X 1�0É�†�É�Û�–�Ë�î�º  
VLAN �Ï�î�º�_0¿���[�A�r�O�‡��

• RSPAN VLAN�
�É�Û�–�Ë�î�º  VLAN �
8b�Œ VLAN �†7V�C�6�}�z�•  VLAN �†  802.1X �¤�«�º  
VLAN �\�K�Z0¿���[�A�r�M���¤�«�º  VLAN �b�µ+��c�

Æ4Š  VLAN >&�Ý�î�¸�µ�»  �Ï�î�º>'�r�S�c
�º�Û�å�¡  �Ï�î�º�V�[�c�§�Ï�î�º�I�€�r�O�‡���§�Ï�î�º�I�€�•�b�c�”�¡�­�«  �Ï�î�º�T�E�[�M��

• DHCP �¡�Û�–�”�å�º�@�K)F�I�€�Z�8�•  802.1x �Ï�î�º�b�¤�«�º  VLAN �†0¿���K�S�‹�
 DHCP �§�î
�Â�?�}�Í�«�º  IP �”�»�Þ�«�†�v�“�M�•�²0[�@�6�~�r�M���¡�Û�–�”�å�º�V�b  DHCP �É�ß�­�«�@�ì6ë�)
�€�\�^�~  DHCP �§�î�Â�?�}�Í�«�º  IP �”�»�Þ�«�†�v�“�K�|�:�\�M�•�S�_�
�«�–�µ�³�V�b  802.1x 1�
0É�É�ß�­�«�†
Ì2s�·�M�•0¿���†�š�f�[�A�r�M�� 802.1x 1�0É�É�ß�­�«�b0¿���†3M�ö�K�r�M

>&authentication timer inactivity  �>�|�g  authentication timer reauthentication �–�å�±�î�Ç�™�–�«  
�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»>' ��0¿���b�ö�a5��c�
�K)F�I�€�S  802.1x �¡�Û�–�”�å�º�b�±�–�É
�_�|�W�Z$��^�~�r�M��

• �”�¡�­�«�Y+�1�0É�Â�–�Ã�«�µ+��†0¿���M�•7•�_�c�
���b�@�–�¦8o�_�‘�W�Z�C�T�I�8��

– �G�b�µ+��c�©�å�¢�Ý  �Í�«�º  �Ô�î�»�>�|�g�Ð�Ý�³�Í�«�º  �Ô�î�»�b  802.1x �Ï�î�º�[�§�Ï�î�º�I�€
�r�M��

– Windows XP �†'�
>�K�Z�8�•�¡�Û�–�”�å�º�_�K)F�I�€�S�Ï�î�º�@�¡�Ü�¸�•�•�Ý1�0É�«�¸�î�º�b
���œ�
 Windows XP �c�–�å�±�î�Ç�™�–�«�@1�0É�I�€�^�8�\���Ì�M�•���œ�@�6�~�r�M��

– Windows XP �¡�Û�–�”�å�º�[  DHCP �@0¿���I�€�
 DHCP �§�î�Â�?�}�b  IP �”�»�Þ�«�@�6�•��
�œ�
�¡�Ü�¸�•�•�Ý  �Ï�î�º�[  EAP 1�0É�B�Œ�Ó�µ�­�î�ª�†�w�™�K�Z�v  DHCP 0¿���É�ß�­�«�†
Ì�6
�‡�ì�K�r�O�‡��

– �”�¡�­�«�Y+�1�0É�Â�–�Ã�«�µ+��>�|�g�D7H  VLAN �†  802.1x �Ï�î�º�V�_0¿���[�A�r�M���«�–�µ
�³�@�D7H�Ü�A VLAN 
Æ�[�¡�Ü�¸�•�•�Ý  �Ï�î�º�†
Ì1�0É�K�|�:�\�K�
 �M�m�Z�b RADIUS �§�î�Â
�@�<#Ý�Y�•+��^���œ�
�«�–�µ�³�c�Ï�î�º  �«�¸�î�º�†�¡�Ü�¸�•�•�Ý1�0É�«�¸�î�º�_�š�f�K�
�D
7H�Ü�A VLAN �_�g�~�r�M��
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'¨  12 'v       IEEE 802.1x �Ï�î�º�Ë�î�«1�0É�b0¿��
802.1x 1�0É�b0¿��
• RSPAN VLAN �r�S�c8b�Œ  VLAN �†7V�C�6�}�z�•  VLAN �†�
 802.1x �D7H�Ü�A VLAN �\�K�Z0¿��
�[�A�r�M���D7H�Ü�A  VLAN �µ+��c�

Æ4Š  VLAN >&�Ý�î�¸�µ�»  �Ï�î�º>'�r�S�c�º�Û�å�¡  �Ï�î�º�[
�c�§�Ï�î�º�I�€�Z�8�r�O�‡���”�¡�­�«  �Ï�î�º�V�[�T�E�§�Ï�î�º�I�€�r�M��

MAC 1�0É�Â�–�Ã�«

• "I�_�Â0°�K�Z�8�^�87H�~�
 MAC 1�0É�Â�–�Ã�«�b�@�–�¦8o�c  802.1x 1�0É�b�v�b�\� �L�[�M��0ò(ý
�_�X�8�Z�c�
 �� 802.1x 1�0É��>&P.12-34>' �†�g!·�K�Z�C�T�I�8��  

• �Ï�î�º�@  MAC �”�»�Þ�«�[0Á�•�I�€�S�‹�_�
�Ï�î�º�?�}  MAC 1�0É�Â�–�Ã�«�†�¹�•�­�î�È�Ý�_�K�Z
�v�
�Ï�î�º  �«�¸�î�º�_�s8j�c�6�~�r�O�‡��

• �Ï�î�º�@�•0Á�•�«�¸�î�º�[�6�~�
�¡�Û�–�”�å�º  MAC �”�»�Þ�«�@1�0É�§�î�Â  �¹�î�±�Ë�î�«�_�^�8��
�œ�
�Ï�î�º�c�•0Á�•�«�¸�î�º�b�r�r�[�M���S�T�K�
�¡�Û�–�”�å�º  MAC �”�»�Þ�«�@�¹�î�±�Ë�î�«�_
3ã�•�I�€�•�\�
�«�–�µ�³�c  MAC 1�0É�Â�–�Ã�«�µ+��†�Q#Ý�K�Z�Ï�î�º�†
Ì1�0É�[�A�r�M��

• �Ï�î�º�@1�0É�«�¸�î�º�_�^�8���œ�

Ì1�0É�@/œ�ƒ�€�•�r�[�Ï�î�º�c�G�b�«�¸�î�º�†)T�â�K�r�M��

• MAC 1�0É�Â�–�Ã�«�_�|�~�K)F�I�€�Z�8�•�@�
8��”�¡�¸�•�È�^�Í�«�º�b�±�–�Ò�”�˜�º�ì6ë�†0¿���[
�A�r�M���æ���[�A�•(
�V�c  1 >|  65535 &Ê�[�M��

�Ï�î�º�6�S�~�b�¹�Â�–�«�b�q�±�X

802.1x �P�Â�b�Ï�î�º�_�K)F�[�A�•�¹�Â�–�«�b�q�±�X�[�M��

• �©�å�¢�Ý  �Í�«�º  �Ô�î�»�b���œ�
�”�¡�­�«  VLAN �[�K)F�[�A�•�¹�Â�–�«�c  1 �Ž�T�E�[�M���Ï�î�º�@8b
�Œ VLAN �[�v0¿���I�€�Z�8�•���œ�
 8b�Œ VLAN �†�Ó�K�Z3æ�w�™�[�A�•  Cisco IP Phone �b�X�_�c�D7H
�c�6�~�r�O�‡��

• �Ð�Ý�³�»�Ó�–�å1�0É>& MDA >'�Ô�î�»�b���œ�
�”�¡�­�«  VLAN �[  1 �Ž�b�¹�Â�–�«�
8b�Œ  VLAN �[  
1 �Ž�b  IP Phone �@0Á�•�I�€�r�M��      

• �Ð�Ý�³  �Í�«�º  �Ô�î�»�b���œ�
 1 �Ž�b  802.1x �§�É�Ü�•�å�º�T�E�@�Ï�î�º�[0Á�•�I�€�r�M���S�T�K�

�”�¡�­�«  VLAN �[0Á�•�I�€�•  802.1x 8��P�Â�Í�«�º�b�X�_�c�D7H�c�6�~�r�O�‡��8b�Œ  VLAN �[0Á
�•�I�€�•�¹�Â�–�«�b�X�_�c�D7H�c�6�~�r�O�‡��

802.1x  =
�"g�Â�³�™�µ�¡�b0¿��

802.1x  =
�"g�Â�³�™�µ�¡�c�
�M�m�Z�b�«�–�µ�³  �Ï�î�º�b  802.1x �”�¡�¸�•�Å�¸�•�†�Ô�½�±�Ü�å�¢�K�

802.1x �†�§�Ï�î�º�M�•�Ï�î�º�_�K)F�I�€�Z�8�•�¹�Â�–�«�b�_���†/²&g�K�r�M���G�b�µ+��†�Q#Ý�K�Z�

�«�–�µ�³  �Ï�î�º�_�K)F�I�€�Z�8�•�¹�Â�–�«�@  802.1x �_�P�Â�[�A�•�?�]�:�?�†�8�9�[�A�r�M��

802.1x  =
�"g�Â�³�™�µ�¡�c�
 802.1x �[0¿���[�A�•�M�m�Z�b�Ï�î�º�[�Q#Ý�[�A�r�M�� =
�"g�Â�³�™�µ�¡
�c�
 dot1x force-unauthorized �\�K�Z0¿���I�€�•�Ï�î�º�[�c�Q#Ý�[�A�r�O�‡��

 =
�"g�Â�³�™�µ�¡�†�«�–�µ�³�[�–�¿�î�È�Ý�_�M�•���œ�
���b�@�–�¦8o�_�‘�W�Z�C�T�I�8��

•  =
�"g�Â�³�™�µ�¡�c3û�–�
 802.1x �@�«�–�µ�³�[�–�¿�î�È�Ý�_�I�€�•�S�_�Q#Ý�I�€�r�M��

• �–�å�±�î�Ç�™�–�«�†�æ���O�N�_  dot1x test eapol-capable "I�’  EXEC �¥�Ð�å�»�†�Q#Ý�M�•�\�
�«
�–�µ�³  �«�±�µ�¡�b�M�m�Z�b�Ï�î�º�@�¸�«�º�I�€�r�M��

• dot1x test eapol-capable �¥�Ð�å�»�†  802.1x �P�Â�b�Ï�î�º�[0¿���K�
�Ü�å�¡�@�”�µ�É�_�^�•�\�

�Ï�î�º�c�
 802.1x �_�P�Â�M�•�?�]�:�?�
�K)F�¡�Û�–�”�å�º�[�¡�š�Ü�î�†��/œ�K�r�M���¡�Û�–�”�å
�º�@3û%±�Ã�£�µ�º�_�Â'Å�M�•�\�
 802.1x �P�Â�[�M���¡�Û�–�”�å�º�@�±�–�Ò�”�˜�º�ì6ë
Æ�_�Â'Å�M
�•�\  Syslog �Ó�µ�­�î�ª�@#Õ�B�I�€�r�M���¡�Û�–�”�å�º�@�¡�š�Ü�î�_�Â'Å�K�^�8���œ�
�¡�Û�–�”�å
�º�c 802.1x �_�P�Â�K�Z�8�r�O�‡�� Syslog �Ó�µ�­�î�ª�c#Õ�B�I�€�r�O�‡��
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'¨  12 'v       IEEE 802.1x �Ï�î�º�Ë�î�«1�0É�b0¿��
802.1x 1�0É�b0¿��
•  =
�"g�Â�³�™�µ�¡�c�
0
�X�b�Í�«�º>&�S�\�<�d�
 IP Phone �_�K)F�I�€�•  PC>'�†�…�:�Ï�î�º�_3æ�™
�[�A�r�M�� Syslog �Ó�µ�­�î�ª�c�
�±�–�Ð�î�ì6ë
Æ�_ =
�"g�Â�³�™�µ�¡�_�Â'Å�M�•�›�¡�Û�–�”�å�º
�_#Õ�B�I�€�r�M��

�«�–�µ�³�V�[  802.1x  =
�"g�Â�³�™�µ�¡�†�–�¿�î�È�Ý�_�M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ
�K�r�M��

���b�[�[�c�
�«�–�µ�³�V�b =
�"g�Â�³�™�µ�¡�†�–�¿�î�È�Ý�_�K�Z�
�Ï�î�º�†!·�
�M�•�‰�2�†&g�K�r�M��
�r�S�
!·�
�í�s�Ï�î�º�?�}�w�™�K�S�Â'Å�v&g�K�
�K)F�K�Z�8�•�¹�Â�–�«�@  802.1x �P�Â�[�6�•�G�\�†&�
1��K�r�M��

switch# dot1x test eapol-capable interface gigabitethernet1/2

DOT1X_PORT_EAPOL_CAPABLE:DOT1X: MAC 00-01-02-4b-f1-a3 on gigabitethernet1/2 is EAPOL 
capable

8b�Œ�P�Â 802.1x �­�Ÿ�×�Ü�¸�•�b0¿��

8b�Œ1�1‘ 802.1x �­�Ÿ�×�Ü�¸�•�µ+��†�«�–�µ�³�[�Q#Ý�K�Z�
�­�Ÿ�×�Ü�¸�•4*�o�@$Î#Õ�K�S���œ�_�¹�î�±
�r�S�c8b�Œ  VLAN �_6õ�€�^�C  VLAN �T�E�†�¹�•�­�î�È�Ý�_�K�r�M���G�b�µ+��c�
 PC �@ IP Phone �_�K
)F�I�€�Z�8�•  IP Phone #”�C�[�Q#Ý�[�A�r�M���¹�î�±  VLAN �[�­�Ÿ�×�Ü�¸�•4*�o�@�è���I�€�•�\�
�¹�î
�±  VLAN �T�E�@�©�Õ�µ�º�²�˜�å�I�€�r�M��8b�Œ  VLAN �b�º�Û�Ç�•�µ�¡�c�p�•�M�•�G�\�^�C�«�–�µ�³�[
3æ�w�™�I�€�r�M��

�«�–�µ�³�[8b�Œ1�1‘  802.1x 8b�Œ�­�Ÿ�×�Ü�¸�•�†0¿���M�•���œ�
���b�@�–�¦8o�_�‘�W�Z�C�T�I�8��

• errdisable detect cause security-violation shutdown vlan �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥
�Ð�å�»�†
°�Š�K�Z�
8b�Œ1�1‘  802.1x �­�Ÿ�×�Ü�¸�•�†�–�¿�î�È�Ý�_�K�r�M��8b�Œ1�1‘  802.1x �­�Ÿ�×
�Ü�¸�•�†�¹�•�­�î�È�Ý�_�M�•�_�c�
�G�b�¥�Ð�å�»�b  no �Â�î�ª�Ù�å�†
°�Š�K�r�M���G�b�¥�Ð�å�»�c�

�«�–�µ�³�b  802.1x 0¿���Ï�î�º�b�M�m�Z�_4:#Ý�I�€�r�M��

>&�@>' shutdown vlan �Ÿ�î�á�î�»�†�æ���K�^�8���œ�
 errdisable �«�¸�î�º�_�^�W�S�\�A�_�Ï�î�º
²�/�@�©�Õ�µ
�º�²�˜�å�I�€�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 dot1x test eapol-capable [interface 
interface-id]

�«�–�µ�³�V�[  802.1x  =
�"g�Â�³�™�µ�¡�†�–�¿�î�È�Ý�_�K�r�M��

>&�õ�–>' interface-id �_�c�
 802.1x  =
�"g�Â�³�™�µ�¡�†��/œ�M�•�Ï�î�º�†
�æ���K�r�M��

>&�@>' �œ�É�©�Ù�å�b  interface �Ÿ�î�á�î�»�†%,$��K�S���œ�
�«�–�µ�³�b
�M�m�Z�b�–�å�±�î�Ç�™�–�«�@�¸�«�º�I�€�r�M��

�«�̧ �µ�É 1 configure terminal >&�õ�–>'�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 dot1x test timeout timeout >&�õ�–>' EAPOL �Â'Å�b�…�µ�_�Q#Ý�M�•�±�–�Ò�”�˜�º�†0¿���K�r�M���æ��
�[�A�•(
�V�c  1 >|  65535 &Ê�[�M���¹�Ç�›�Ý�º�c  10 &Ê�[�M��

�«�̧ �µ�É 3 end >&�õ�–>'"I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 4 show running-config >&�õ�–>'�š�f�K�S�±�–�Ò�”�˜�º�Í�†&�1��K�r�M��
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'¨  12 'v       IEEE 802.1x �Ï�î�º�Ë�î�«1�0É�b0¿��
802.1x 1�0É�b0¿��
• errdisable recovery cause security-violation �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý
�K�Z�
 errordisable �Ü�•�Â�Ü�†0¿���M�•�\�
�Ï�î�º�c+¬�·$×�_
Ì�g�–�¿�î�È�Ý�_�I�€�r�M��
errordisable �Ü�•�Â�Ü�@�Ï�î�º�[0¿���I�€�Z�8�^�8���œ�
 shutdown �>�|�g  no-shutdown �–�å�±�î
�Ç�™�–�« �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�Z�Ï�î�º�†
Ì�g�–�¿�î�È�Ý�_�K�r�M��

• �¶���b  VLAN �†
Ì�g�–�¿�î�È�Ý�_�M�•�_�c�
 clear errdisable interface interface-id vlan 
[vlan-list] "I�’  EXEC �¥�Ð�å�»�†�Q#Ý�K�r�M��(
�V�†�æ���K�^�8���œ�
�Ï�î�º�b�M�m�Z�b  VLAN 
�@�–�¿�î�È�Ý�_�I�€�r�M��

8b�Œ1�1‘ 802.1x �­�Ÿ�×�Ü�¸�•�†�–�¿�î�È�Ý�_�M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

���_�
�­�Ÿ�×�Ü�¸�•4*�o�š�Û�î�@$Î#Õ�K�S�õ�–�b  VLAN �†�©�Õ�µ�º�²�˜�å�M�•�|�:�_�«�–�µ�³�†0¿��
�M�•�[�†&g�K�r�M��

Switch(config)#  errdisable detect cause security-violation shutdown vlan

���b�[�[�c�
 errdisable �_�^�W�Z�8�•�M�m�Z�b  VLAN �†
Ì�g�–�¿�î�È�Ý�_�M�•�‰�2�†&g�K�r�M��

Switch# clear errdisable interface gigabitethernet1/2 vlan

show errdisable detect "I�’  EXEC �¥�Ð�å�»�†
°�Š�M�•�\�
0¿���†&�1��[�A�r�M��

802.1x 4*�o�Ô�î�»�b0¿��

���_&g�M"g�#�[�
�©�Õ�µ�º�²�˜�å�
 Syslog �š�Û�î�†#Õ�B�
�r�S�c�‚�K�8�¹�Â�–�«�?�}�b�Ã�£�µ�º�†�ë
� �M�•�|�:�_  802.1x �Ï�î�º�†0¿���[�A�r�M��

• �¹�Â�–�«�@  802.1x �P�Â�b�Ï�î�º�_�K)F�K�S

• �Ï�î�º�[1�0É�I�€�•�¹�Â�–�«�b�q�±�X�_4)�K�S

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 errdisable detect cause 
security-violation shutdown vlan

�­�Ÿ�×�Ü�¸�•4*�o�š�Û�î�@$Î#Õ�K�S�M�m�Z�b  VLAN �†�©�Õ�µ�º�²�˜�å�K
�r�M��

>&�@>' shutdown vlan �Ÿ�î�á�î�»�†�æ���K�^�8���œ�
 �M�m�Z�b�Ï�î�º�@  
errdisable �«�¸�î�º�_�^�~�
�©�Õ�µ�º�²�˜�å�I�€�r�M��

�«�̧ �µ�É 3 errdisable recovery cause 
security-violation 

>&�õ�–>'+¬�·  VLAN �"�)�š�Û�î  �Ü�•�Â�Ü�†�–�¿�î�È�Ý�_�K�r�M��

�«�̧ �µ�É 4 clear errdisable interface interface-id 
vlan [vlan-list]

>&�õ�–>' errordisable �_�^�W�Z�8�•�¶���b  VLAN �†
Ì�g�–�¿�î�È�Ý�_�K�r
�M��

• interface-id �b���œ�
�¶���b  VLAN �†
Ì�g�–�¿�î�È�Ý�_�M�•�Ï�î�º
�†�æ���K�r�M��

• >&�õ�–>' vlan-list �b���œ�

Ì�g�–�¿�î�È�Ý�_�M�•  VLAN �b�Ü�«�º�†
�æ���K�r�M�� vlan-list �†�æ���K�^�8���œ�c�
�M�m�Z�b  VLAN �@
Ì�g
�–�¿�î�È�Ý�_�^�~�r�M��

�«�̧ �µ�É 5 shutdown 

no-shutdown

>&�õ�–>' errordisable �b  VLAN �†
Ì�g�–�¿�î�È�Ý�_�K�Z�
�M�m�Z�b  
errordisable �æ&g�†�¡�Ü�”�K�r�M��

�«�̧ �µ�É 6 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 7 show errdisable detect 0¿���†&�1��K�r�M��

�«�̧ �µ�É 8 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��
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'¨  12 'v       IEEE 802.1x �Ï�î�º�Ë�î�«1�0É�b0¿��
802.1x 1�0É�b0¿��
�«�–�µ�³�V�_�­�Ÿ�×�Ü�¸�•4*�o�”�¡�©�Ù�å�†0¿���M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r
�M��

802.1x 1�0É�b0¿��

802.1x �Ï�î�º�Ë�î�«1�0É�†0¿���M�•�_�c�
1�0É�
0Á�•�
�”�•�˜�å�¸�•�å�¢>& AAA >'�†�–�¿�î�È�Ý�_�K
�Z1�0É�‰�'�Ü�«�º�†�æ���M�•�²0[�@�6�~�r�M���‰�'�Ü�«�º�c�
�Ø�î�¨1�0É�b�S�u�_�¡�š�Ü�î3æ�™�†/œ�:
�m8p�\1�0É�‰�'�†0°3Ù�K�S�v�b�[�M��

�Ø�î�¨�"�)  ACL �r�S�c  VLAN �m�~�\�Z�†�•+��_�M�•�_�c�
 AAA 0Á�•�†�–�¿�î�È�Ý�_�K�Z�¿�µ�º�á�î
�¡6õ4��b�M�m�Z�b�§�î�Å�«0[�Ó�_�P�K�Z�«�–�µ�³�†0¿���M�•�²0[�@�6�~�r�M��

���_�
 802.1x �b  AAA �É�ß�­�«�†&g�K�r�M��

�«�¸�µ�É 1 �Ø�î�¨�@�«�–�µ�³�b�Ï�î�º�_�K)F�K�r�M��

�«�¸�µ�É 2 1�0É�@��/œ�I�€�r�M��

�«�¸�µ�É 3 RADIUS �§�î�Â0¿���_�ö�Y�8�Z�
 VLAN �m�~�\�Z�@4:���–�¿�î�È�Ý�_�^�~�r�M��

�«�¸�µ�É 4 �«�–�µ�³�@6ä���Ó�µ�­�î�ª�†�”�•�˜�å�¸�•�å�¢  �§�î�Â�_3æ�™�K�r�M��

�«�¸�µ�É 5 �²0[�_�Â�L�Z�

Ì1�0É�@��/œ�I�€�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 aaa new-model AAA �†�–�¿�î�È�Ý�_�K�r�M��

�«�̧ �µ�É 3 aaa authentication dot1x { default} 
method1

802.1x 1�0É�‰�'�Ü�«�º�†�8�B�K�r�M��

authentication �¥�Ð�å�»�_�¡�S�Ü�A�Ü�«�º�@ �æ���I�€�Z�8�^�8 ���œ�_�Q
#Ý�M�•�¹�Ç�›�Ý�º�b�Ü�«�º�†�8�B�M�•�_�c�
�¹�Ç�›�Ý�º"g�#�[�Q#Ý�M�•
�G�\�_�^�W�Z�8�•�‰�2�_)F�8�Z  default �Ÿ�î�á�î�»�†�Q#Ý�K�r�M���¹
�Ç�›�Ý�º�b�‰�'�Ü�«�º�c�
+¬�·$×�_�M�m�Z�b�Ï�î�º�_4:#Ý�I�€�r�M��

method1 �_�c�
 group radius �Ÿ�î�á�î�»�†
°�Š�K�Z�
1�0É#Ý�b�M�m�Z�b  
RADIUS �§�î�Â  �Ü�«�º�†�Q#Ý�[�A�•�|�:�_�K�r�M��

>&�@>' group radius �Ÿ�î�á�î�»�è�¥�_�v�¥�Ð�å�»�Û�–�å�b�Ê�Ý�É  �«�º
�Ü�å�¢�_/²&g�I�€�r�M�@�
�§�Ï�î�º�I�€�Z�8�r�O�‡��

�«�̧ �µ�É 4 interface interface-id 802.1x 1�0É�†�–�¿�î�È�Ý�_�M�•�¡�Û�–�”�å�º�_�K)F�K�Z�8�•�Ï�î�º�†�æ
���K�
�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 5 switchport mode access �Ï�î�º�†�”�¡�­�«  �Ô�î�»�_�K�r�M��

�«�̧ �µ�É 6 authentication violation { shutdown | 
restrict  | protect | replace}

4*�o�Ô�î�»�†0¿���K�r�M���Ÿ�î�á�î�»�b�–�á�c���b�\�>�~�[�M��

• shutdown>8�Ï�î�º�†  errordisable �_�K�r�M��

• restrict >8Syslog �š�Û�î�†#Õ�B�K�r�M��

• protect>8�º�Û�Ç�•�µ�¡�†�Ï�î�º�_3æ�™�M�•�M�m�Z�b�‚�K�8�¹�Â�–�«
�?�}�Ã�£�µ�º�†�»�ß�µ�É�K�r�M��

• replace>8#'�~�b�­�µ�©�Ù�å�†�P7V�K�
�‚�K�8�Í�«�º�[1�0É�K�r�M��

�«�̧ �µ�É 7 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 8 show authentication 0¿���†&�1��K�r�M��

�«�̧ �µ�É 9 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��
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'¨  12 'v       IEEE 802.1x �Ï�î�º�Ë�î�«1�0É�b0¿��
802.1x 1�0É�b0¿��
�«�¸�µ�É 6 �«�–�µ�³�@�ì�b�”�•�˜�å�¸�•�å�¢  �”�µ�É�¹�î�º�†�

Ì1�0É)��Ý�_�ö�Y�8�S�”�•�˜�å�¸�•�å�¢  �§�î�Â�_
3æ�™�K�r�M��

�«�¸�µ�É 7 �Ø�î�¨�@�Ï�î�º�?�}�)�•�K�r�M��

�«�¸�µ�É 8 �«�–�µ�³�@�õ�F�Ó�µ�­�î�ª�†�”�•�˜�å�¸�•�å�¢  �§�î�Â�_3æ�™�K�r�M��

802.1x �Ï�î�º�Ë�î�«1�0É�†0¿���M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 aaa new-model AAA �†�–�¿�î�È�Ý�_�K�r�M��

�«�̧ �µ�É 3 aaa authentication dot1x { default} 
method1

802.1x 1�0É�‰�'�Ü�«�º�†�8�B�K�r�M��

authentication �¥�Ð�å�»�_�¡�S�Ü�A�Ü�«�º�@ �æ���I�€�Z�8�^�8 ���œ�_�Q
#Ý�M�•�¹�Ç�›�Ý�º�b�Ü�«�º�†�8�B�M�•�_�c�
�¹�Ç�›�Ý�º"g�#�[�Q#Ý�M�•
�G�\�_�^�W�Z�8�•�‰�2�_)F�8�Z  default �Ÿ�î�á�î�»�†�Q#Ý�K�r�M���¹
�Ç�›�Ý�º�b�‰�'�Ü�«�º�c�
+¬�·$×�_�M�m�Z�b�Ï�î�º�_4:#Ý�I�€�r�M��

method1 �_�c�
 group radius �Ÿ�î�á�î�»�†
°�Š�K�Z�
1�0É#Ý�b�M�m�Z�b  
RADIUS �§�î�Â  �Ü�«�º�†�Q#Ý�[�A�•�|�:�_�K�r�M��

>&�@>' group radius �Ÿ�î�á�î�»�è�¥�_�v�¥�Ð�å�»�Û�–�å�b�Ê�Ý�É  �«�º
�Ü�å�¢�_/²&g�I�€�r�M�@�
�§�Ï�î�º�I�€�Z�8�r�O�‡��

�«�̧ �µ�É 4 dot1x system-auth-control �«�–�µ�³�[  802.1x 1�0É�†�¢�ß�î�Â�Ý�_�–�¿�î�È�Ý�_�K�r�M��

�«�̧ �µ�É 5 aaa authorization network { default} 
group radius

>&�õ�–>'�Ø�î�¨�"�)  ACL �x  VLAN �m�~�\�Z�^�]�
�¿�µ�º�á�î�¡6õ4��b�M
�m�Z�b�§�î�Å�«0[�Ó�_�P�M�•�Ø�î�¨  RADIUS 0Á�•�†�«�–�µ�³�_0¿���K�r
�M��

�Ø�î�¨�"�)  ACL �†0¿���M�•�_�c�
�©�å�¢�Ý�Í�«�º  �Ô�î�»�†0¿���M�•�²
0[�@�6�~�r�M���G�b0¿���c�
�¹�Ç�›�Ý�º�[�M��

�«�̧ �µ�É 6 radius-server host ip-address >&�õ�–>' RADIUS �§�î�Â�b  IP �”�»�Þ�«�†�æ���K�r�M��

�«�̧ �µ�É 7 radius-server key string >&�õ�–>' RADIUS �§�î�Â�V�[�·�8�M�•  RADIUS �¹�î�Ô�å�\�«�–�µ�³�b6ë
�[�Q#Ý�M�•1�0É�>�|�g�/�•�Ÿ�î�†�æ���K�r�M��

�«�̧ �µ�É 8 interface interface-id 802.1x 1�0É�†�–�¿�î�È�Ý�_�M�•�¡�Û�–�”�å�º�_�K)F�K�Z�8�•�Ï�î�º�†�æ
���K�
�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 9 switchport mode access >&�õ�–>'�«�¸�µ�É  6 �>�|�g  7 �[  RADIUS �§�î�Â�†0¿���K�S���œ�b�s�

�Ï�î�º�†�”�¡�­�«  �Ô�î�»�_0¿���K�r�M��

�«�̧ �µ�É 10 authentication port-control auto �Ï�î�º�V�[  802.1x 1�0É�†�–�¿�î�È�Ý�_�K�r�M��

�µ+��b%&�«�8#Ý�_�X�8�Z�c�
 �� 802.1x 1�0É0¿���ì�b�@�–�¦8o�� >&P.12-34>'
�†�g!·�K�Z�C�T�I�8��

�«�̧ �µ�É 11 dot1x pae authenticator �–�å�±�î�Ç�™�–�«�b�Ï�î�º  �”�¡�­�«  �š�å�¸�•�¸�•�†�
�œ�î�­�å�¸�•�£�î
�±�\�K�Z�b�s�·�8�K�
�§�É�Ü�•�å�º#Ý�b�Ó�µ�­�î�ª�c!“0i�M�•�|�:�_0¿
���K�r�M��

�«�̧ �µ�É 12 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 13 show authentication 0¿���†&�1��K�r�M��

�«�̧ �µ�É 14 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��
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'¨  12 'v       IEEE 802.1x �Ï�î�º�Ë�î�«1�0É�b0¿��
802.1x 1�0É�b0¿��
�«�–�µ�³�>�|�g  RADIUS �§�î�Â6ë�b3û�™�b0¿��

RADIUS �­�Ÿ�×�Ü�¸�•  �§�î�Â�c�
�Í�«�º�¡�r�S�c  IP �”�»�Þ�«�
�Í�«�º�¡�\"I���b  UDP �Ï�î�º$��•�

�r�S�c  IP �”�»�Þ�«�\"I���b  UDP �Ï�î�º$��•�_�|�W�Z1‘�9�K�r�M�� IP �”�»�Þ�«�\  UDP �Ï�î�º$��•�b)�
�s�œ�ƒ�O�_�|�W�Z�
�M�–�b  ID �@�8�B�I�€�
�§�î�Â�b� �M  IP �”�»�Þ�«�V�_�6�•0
�X�b  UDP �Ï�î�º�_  
RADIUS 0[�Ó�†3æ�™�[�A�•�|�:�_�^�~�r�M�� � �L  RADIUS �§�î�Â�V�b$��^�•  2 �X�b�Í�«�º  �š�å�º�Ü�_
� �L�§�î�Å�«>&�S�\�<�d1�0É>'�†0¿���K�S���œ�
 2 $��u�_0¿���I�€�S�Í�«�º  �š�å�º�Ü�c�
�q�6�_0¿���I
�€�S�Í�«�º  �š�å�º�Ü�b�Ç�™�î�Ý�œ�î�Â�î  �Â�µ�¡�”�µ�É�\�K�Z�·�8�K�r�M�� RADIUS �Í�«�º  �š�å�º�Ü
�c�
0¿���K�S8p�Î�_�‘�W�Z0è/œ�I�€�r�M��

�«�–�µ�³�V�_  RADIUS �§�î�Â  �Ã�Û�Ó�î�±�†0¿���M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r
�M���G�b�m8p�c�²8r�[�M��

"I���b  RADIUS �§�î�Â�†�¡�Ü�”�M�•�_�c�
 no radius-server host { hostname | ip-address} �¢�ß�î�Â�Ý  
�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

���_�
 IP �”�»�Þ�«  172.20.39.46 �b�§�î�Â�†  RADIUS �§�î�Â�\�K�Z�æ���K�
�Ï�î�º  1612 �†0Á�•�Ï�î�º
�\�K�Z�Q#Ý�K�
�/�•�Ÿ�î�†  RADIUS �§�î�Â�V�b�Ÿ�î�\� �L  rad123 �_0¿���M�•�[�†&g�K�r�M��

Switch(config)#  radius-server host 172.l20.39.46 auth-port 1612 key rad123

radius-server host �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�Z�
�±�–�Ò�”�˜�º�

Ì3æ�™
�G�X�
�/�•�ì�Ÿ�î�b�Í�†�
�M�m�Z�b  RADIUS �§�î�Â�_�¢�ß�î�Â�Ý�_0¿���[�A�r�M���G�€�}�b�œ�É�©�Ù
�å�†�§�î�Â�"�)�[0¿���M�•�_�c�
 radius-server timeout�
 radius-server retransmit�
�>�|�g  
radius-server key �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��0ò(ý�_�X�8�Z�c�
 ���M
�m�Z�b  RADIUS �§�î�Â�b0¿���� >&P.11-37>' �†�g!·�K�Z�C�T�I�8��  

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 radius-server host { hostname | 
ip-address} auth-port  port-number key 
string

RADIUS �§�î�Â  �Ã�Û�Ó�î�±�†0¿���K�r�M��

hostname | ip-address �_�c�
 �Ü�Ô�î�º  RADIUS �§�î�Â�b�Í�«�º�¡�r�S�c  
IP �”�»�Þ�«�†�æ���K�r�M��

auth-port  port-number �_�c�
1�0É0[�Ó�b  UDP ��
›�Ï�î�º�†�æ���K�r
�M���¹�Ç�›�Ý�º�c  1812 �[�M���æ���[�A�•(
�V�c  0 >|  65536 �[�M��

key string �_�c�
�«�–�µ�³�\�
 RADIUS �§�î�Â�V�[�·�8�M�•  RADIUS 
�¹�î�Ô�å�\�b6ë�[�Q#Ý�M�•1�0É�>�|�g�/�•�Ÿ�î�†�æ���K�r�M�� key �c�e
�Ð�4�[�6�~�
 RADIUS �§�î�Â�[�Q#Ý�I�€�Z�8�•�/�•�ì�Ÿ�î�\�M+´�M�•�²
0[�@�6�~�r�M��

>&�@>' �Ÿ�î�b
›/œ�«�Ì�î�«�c!“0i�I�€�r�M�@�
3õ�p�>�|�g�Ž�•�b�«�Ì�î
�«�c�w� �^�b�[�
�Ÿ�î�c�²�N  radius-server host �¥�Ð�å�»�S�e�b
�q�‹�b8o% �\�K�Z0¿���K�Z�C�T�I�8���Ÿ�î�_�«�Ì�î�«�†�Q#Ý�M�•
���œ�c�
�,#Ý'¢�@�Ÿ�î�b�M4Š�(�[�6�•���œ�†7V�A�
�,#Ý'¢�[�Ÿ�î
�†�V�r�^�8�[�C�T�I�8���Ÿ�î�c  RADIUS �¹�î�Ô�å�[�Q#Ý�M�•�/
�•�_�M+´�K�Z�8�•�²0[�@�6�~�r�M��

0
�X�b  RADIUS �§�î�Â�†�Q#Ý�M�•���œ�_�c�
�G�b�¥�Ð�å�»�†)Þ�~3É�K
°
�Š�K�r�M��

�«�̧ �µ�É 3 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 4 show running-config 0¿���†&�1��K�r�M��

�«�̧ �µ�É 5 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��
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'¨  12 'v       IEEE 802.1x �Ï�î�º�Ë�î�«1�0É�b0¿��
802.1x 1�0É�b0¿��
RADIUS �§�î�Â�V�[�v�
�8�C�X�?�b�Í�†0¿���M�•�²0[�@�6�~�r�M���G�€�}�b0¿���Í�\�K�Z�c�
�«�–�µ
�³�b  IP �”�»�Þ�«�
�>�|�g�§�î�Â�\�«�–�µ�³�b�n�‰�[
¹�w�M�•�Ÿ�î  �«�º�Ü�å�¢�@�6�~�r�M��0ò(ý�_�X�8
�Z�c�
 RADIUS �§�î�Â�b�Ð�½�×�”�Ý�†�g!·�K�Z�C�T�I�8��

�Í�«�º  �Ô�î�»�b0¿��

802.1X 1�0É�í�s�Ï�î�º�V�[�©�å�¢�Ý�Í�«�º>&�¡�Û�–�”�å�º>'�r�S�c0
�X�b�Í�«�º�†0Á�•�M�•�_�c�
"I
�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M�� multi-domain  �Ÿ�î�á�î�»�†�Q#Ý�K�Z�
�Ð�Ý�³�»�Ó�–�å1�0É

>&MDA >'�†0¿���K�
� �L�«�–�µ�³  �Ï�î�º�V�b  IP Phone>&�©�«�¥0����r�S�c�Ú&k0���>'�^�]�
�Í�«�º�\
8b�Œ�¹�Â�–�«�b�g�‰�b1�0É�†�–�¿�î�È�Ý�_�K�r�M��

�G�b�m8p�c�õ�–�[�M��

�Ï�î�º�[0
�X�b�Í�«�º�†�¹�•�­�î�È�Ý�_�M�•�_�c�
 no authentication host-mode �r�S�c  no dot1x 
host-mode multi-host �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 radius-server vsa send authentication VSA>&Vendor-Specific Attribute; �Ë�å�²�î�[�w�“�ö>'�†1�1‘�K�Q#Ý�M�•
�S�u�_�
�¿�µ�º�á�î�¡  �”�¡�­�«  �§�î�Â�†0¿���K�r�M��

�«�̧ �µ�É 3 interface interface-id 0
�X�Í�«�º�@6ë�K$×�_�K)F�I�€�Z�8�•�Ï�î�º�†�æ���K�
�–�å�±�î�Ç�™�–
�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 4 authentication host-mode [multi-auth  | 
multi-domain  | multi-host | single-host]

�Ÿ�î�á�î�»�b�–�á�c���b�\�>�~�[�M��

• multi-auth >88b�Œ VLAN �[  1 �¡�Û�–�”�å�º�
�¹�î�±  VLAN �[0
�X
�b1�0É�¡�Û�–�”�å�º�†0Á�•�K�r�M���›�Í�«�º�c�¶�9�_1�0É�I�€�r�M��

>&�@>' multi-auth  �Ÿ�î�á�î�»�†�Q#Ý�[�A�•�b�c�
 authentication 
host-mode �¥�Ð�å�»�T�E�[�M��

• multi-host>8�©�å�¢�Ý  �Í�«�º�b1�0É�‹�_  802.1x 0Á�•�Ï�î�º�[0
�X�b
�Í�«�º>&�¡�Û�–�”�å�º>'�b�K)F�†0Á�•�K�r�M��

• multi-domain>8IP Phone>&�©�«�¥0��r�S�c�Ú&k0�>'�^�]�
�Í�«�º�>
�|�g8b�Œ�b�g�‰�b�¹�Â�–�«�†  802.1x 0Á�•�Ï�î�º�[1�0É�[�A�•�|�:�_
�K�r�M��

>&�@>' �Í�«�º  �Ô�î�»�@  multi-domain �_0¿���I�€�Z�8�•���œ�
 IP Phone 
�b8b�Œ VLAN �†0¿���M�•�²0[�@�6�~�r�M��0ò(ý�_�X�8�Z�c�

'¨ 18 'v��8b�Œ  VLAN �b0¿����  �†�g!·�K�Z�C�T�I�8��

• single-host>8802.1x 0Á�•�Ï�î�º�[�©�å�¢�Ý  �Í�«�º>&�¡�Û�–�”�å�º>'
�b�K)F�†0Á�•�K�r�M��

�æ���M�•�–�å�±�î�Ç�™�–�«�[�
 authentication port-control �–�å�±�î
�Ç�™�–�« �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�@  auto �_0¿���I�€�Z�8�•�G
�\�†&�1��K�Z�C�T�I�8��

�«�̧ �µ�É 5 switchport voice vlan vlan-id >&�õ�–>'8b�Œ VLAN �†0¿���K�r�M��

�«�̧ �µ�É 6 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 7 show authentication interface 
interface-id

0¿���†&�1��K�r�M��

�«�̧ �µ�É 8 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��
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'¨  12 'v       IEEE 802.1x �Ï�î�º�Ë�î�«1�0É�b0¿��
802.1x 1�0É�b0¿��
���_�
 802.1x 1�0É�†�–�¿�î�È�Ý�_�K�Z�
0
�X�b�Í�«�º�†0Á�•�M�•�[�†&g�K�r�M��

Switch(config)# interface gigabitethernet1/2
Switch(config-if)# authentication port-control auto
Switch(config-if)# authentication host-mode multi-host
Switch(config-if)# end

���_�
 MDA �†�–�¿�î�È�Ý�_�K�Z�
�Ï�î�º�[�Í�«�º�>�|�g8b�Œ�¹�Â�–�«�b�g�‰�†0Á�•�M�•�[�†&g�K�r
�M��

Switch(config)# interface gigabitethernet1/2
Switch(config-if)# authentication port-control auto
Switch(config-if)# authentication host-mode multi-domain
Switch(config-if)# switchport voice vlan  101
Switch(config-if)# end

���‡$×�^
Ì1�0É�b0¿��

802.1x �¡�Û�–�”�å�º�b���‡$×�^
Ì1�0É�†�–�¿�î�È�Ý�_�K�

Ì1�0É�b6ë7x�†�æ���[�A�r�M��
Ì1�0É�†/œ
�:6ë7x�†�æ���K�^�8���œ�
 3600 &Ê�>�A�_
Ì1�0É�@0è�s�}�€�r�M��

�¡�Û�–�”�å�º�b���‡$×�^
Ì1�0É�†�–�¿�î�È�Ý�_�K�

Ì1�0É�†/œ�:6ë7x>&&Ê>'�†0¿���M�•�_�c�
"I�’  
EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M���G�b�m8p�c�õ�–�[�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 interface interface-id 0¿���M�•�Ï�î�º�†�æ���K�
�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  
�Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 3 authentication periodic �¡�Û�–�”�å�º�b���‡$×�^
Ì1�0É>&�¹�Ç�›�Ý�º�[�c�¹�•�­�î�È�Ý>'�†�–
�¿�î�È�Ý�_�K�r�M��

>&�@>' �¹�Ç�›�Ý�º�Í�c  3600 &Ê�[�M��
Ì1�0É�±�–�Ð�î�b�Í�†�š�f�M�•
�?�
�«�–�µ�³�[  RADIUS-provided �­�µ�©�Ù�å  �±�–�Ò�”�˜�º�†�Q
#Ý�M�•�|�:�_�M�•�_�c�
 authentication timer reauthenticate �¥
�Ð�å�»�†
°�Š�K�r�M��

�«�̧ �µ�É 4 authentication timer {{[ inactivity  | 
reauthenticate]} { restart value}}


Ì1�0É�b0è/œ�b6ë7x>&&Ê>'�†0¿���K�r�M��

authentication timer �Ÿ�î�á�î�»�b�–�á�c���b�\�>�~�[�M��

• inactivity >8�¡�Û�–�”�å�º�?�}�b�”�¡�¸�•�Å�¸�•�@�^�C�^�~!“0Á�•�_
�^�•�r�[�b6ë7x>&&Ê�"�)>' ��

• reauthenticate>8+¬�·
Ì1�0É�@6ä���M�•�r�[�b�ì6ë>&&Ê�"�)>' ��

• restart value>8!“0Á�•�Ï�î�º�b1�0É�†0è/œ�M�•�r�[�b6ë7x>&&Ê�"
�)>' ��

�G�b�¥�Ð�å�»�@�«�–�µ�³�b�·�8�_�s8j�M�•�b�c�
���‡$×�^
Ì1�0É�†�–
�¿�î�È�Ý�_0¿���K�S���œ�T�E�[�M��

�«�̧ �µ�É 5 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 6 show authentication interface 
interface-id

0¿���†&�1��K�r�M��

�«�̧ �µ�É 7 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��
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'¨  12 'v       IEEE 802.1x �Ï�î�º�Ë�î�«1�0É�b0¿��
802.1x 1�0É�b0¿��
���‡$×�^
Ì1�0É�†�¹�•�­�î�È�Ý�_�M�•�_�c�
 no authentication periodic �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•
� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M���¹�Ç�›�Ý�º�b
Ì1�0É0è/œ6ë7x�_�`�M�_�c�
 no authentication 
timer  �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

���_�
���‡$×�^
Ì1�0É�†�–�¿�î�È�Ý�_�K�

Ì1�0É�b6ë7x�†  4000 &Ê�_0¿���M�•�[�†&g�K�r�M��

Switch(config-if)#  authentication periodic
Switch(config-if)#  authentication timer reauthenticate 4000

�Ï�î�º�_�K)F�M�•�¡�Û�–�”�å�º�b�m�·�[�b
Ì1�0É

dot1x re-authenticate interface interface-id "I�’  EXEC �¥�Ð�å�»�†
°�Š�M�•�\�
�8�X�[�v"I���b�Ï�î
�º�_�K)F�M�•�¡�Û�–�”�å�º�†�m�·�[
Ì1�0É�[�A�r�M���G�b�m8p�c�õ�–�[�M�����‡$×�^
Ì1�0É�†�–�¿�î�È
�Ý�r�S�c�¹�•�­�î�È�Ý�_�M�•�‰�2�_�X�8�Z�c�
 �����‡$×�^
Ì1�0É�b0¿���� >&P.12-43>' �†�g!·�K�Z�C�T�I
�8��

���_�
�Ï�î�º�_�K)F�M�•�¡�Û�–�”�å�º�†�m�·�[
Ì1�0É�M�•�[�†&g�K�r�M��

Switch# dot1x re-authenticate interface gigabitethernet1/2

�…�µ�ì6ë�b�š�f

�«�–�µ�³�c�¡�Û�–�”�å�º�†1�0É�[�A�^�?�W�S���œ�_�
�d���b�ì6ë�T�E�”�–�»�Ý"g�Â�†)F�E�
�Q�b�‹
Ì�g
1�0É�†0è�s�r�M�� authentication timer inactivity �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»
�c�
�”�–�»�Ý�ì6ë�†�D�š�K�r�M���¡�Û�–�”�å�º1�0É�@�»�K�M�•#.#ä�\�K�Z�c�
�¡�Û�–�”�å�º�@!“� �^�Ã
�«�á�î�»�†�f&g�K�S���œ�^�]�@*ƒ�<�}�€�r�M���¹�Ç�›�Ý�º�|�~�v�`�I�8�Í�†
°�Š�M�•�G�\�_�|�W�Z�

�Ø�î�¨�l�b�Â'Å�ì6ë�†%·)°�[�A�r�M��

�…�µ�ì6ë�†�š�f�M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M���G�b�m8p�c�õ�–�[�M��

�¹�Ç�›�Ý�º�b�…�µ�ì6ë�_�`�M�_�c�
 no authentication timer inactivity  �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•
� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

���_�
�«�–�µ�³�b�…�µ�ì6ë�†  30 &Ê�_0¿���M�•�[�†&g�K�r�M��

Switch(config-if)#  authentication timer inactivity 30

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 interface interface-id 0¿���M�•�Ï�î�º�†�æ���K�
�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  
�Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 3 authentication timer inactivity seconds �«�–�µ�³�@�¡�Û�–�”�å�º�\�b1�0É�_���b�º�n�_�»�K�K�S�‹�
�…�µ"g�Â�†
)F�E�•&Ê�X�†0¿���K�r�M��

�æ���[�A�•(
�V�c  1 >|  65535 &Ê�[�M���¹�Ç�›�Ý�º�c  60 &Ê�[�M��

�«�̧ �µ�É 4 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 5 show authentication interface 
interface-id

0¿���†&�1��K�r�M��

�«�̧ �µ�É 6 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��
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'¨  12 'v       IEEE 802.1x �Ï�î�º�Ë�î�«1�0É�b0¿��
802.1x 1�0É�b0¿��
�«�–�µ�³�?�}�¡�Û�–�”�å�º�l�b
Ì3æ�™�ì6ë�b�š�f

�¡�Û�–�”�å�º�c�«�–�µ�³�?�}�b  EAP-Request/Identity �Ç�Þ�î�Ò�_�P�K�
 EAP-Response/Identity �Ç�Þ�î
�Ò�[�Â'Å�K�r�M���«�–�µ�³�@�G�b�Â'Å�†�w�™�[�A�^�?�W�S���œ�
�d���b�ì6ë>&
Ì3æ�™�ì6ë>'�T�E�…�µ
�K�
�Q�b�‹�Ç�Þ�î�Ò�†
Ì3æ�™�K�r�M��

>&�@>' �G�b�¥�Ð�å�»�b�¹�Ç�›�Ý�º�Í�c�
�Ü�å�¡�b�™8—�ö�@�*�W�K�S���œ�x�
"I���b�¡�Û�–�”�å�º�>�|�g1�0É
�§�î�Â�b�·�8�_�e8Ÿ�@�6�•���œ�^�]�
$��–�^"g�#�_�P�M�•1*�Z�†/œ�:�²0[�@�6�•�\�A�_7H�W�Z�š�f�K�Z
�C�T�I�8��

�«�–�µ�³�@�¡�Û�–�”�å�º�?�}�b3û%±�†�…�µ�M�•�ì6ë�†�š�f�M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†
��/œ�K�r�M���G�b�m8p�c�õ�–�[�M��

�¹�Ç�›�Ý�º�b
Ì3æ�™�ì6ë�_�`�M�_�c�
 no authentication timer reauthenticate �–�å�±�î�Ç�™�–�«  �¥�å
�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

���_�
�«�–�µ�³�@  EAP-Request/Identity �Ç�Þ�î�Ò�_�P�M�•�¡�Û�–�”�å�º�?�}�b�Â'Å�†�…�U�
0[�Ó�†
Ì
3æ�™�M�•�r�[�b�ì6ë�†  60 &Ê�_0¿���M�•�[�†&g�K�r�M��

Switch(config-if)#  authentication timer reauthenticate 60

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 interface interface-id 0¿���M�•�Ï�î�º�†�æ���K�
�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  
�Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 3 authentication timer reauthenticate 
seconds

�«�–�µ�³�@  EAP-Request/Identity �Ç�Þ�î�Ò�_�P�M�•�¡�Û�–�”�å�º�?�}�b
�Â'Å�†�…�U�
0[�Ó�†
Ì3æ�™�M�•�r�[�b&Ê�X�†0¿���K�r�M��

�æ���[�A�•(
�V�c  1 >|  65535 &Ê�[�M���¹�Ç�›�Ý�º�c  5 &Ê�[�M��

�«�̧ �µ�É 4 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 5 show authentication interface 
interface-id

0¿���†&�1��K�r�M��

�«�̧ �µ�É 6 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��
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'¨  12 'v       IEEE 802.1x �Ï�î�º�Ë�î�«1�0É�b0¿��
802.1x 1�0É�b0¿��
�«�–�µ�³�?�}�¡�Û�–�”�å�º�l�b�Ç�Þ�î�Ò
Ì3æ�™�G�X�b0¿��

>&�¡�Û�–�”�å�º�?�}�Â'Å�@�“�}�€�^�?�W�S���œ�_>'�«�–�µ�³�@1�0É�É�ß�­�«�†
Ì2s�·�M�•�S�_�
�¡�Û�–
�”�å�º�_  EAP-Request/Identity �Ç�Þ�î�Ò�†3æ�™�M�•�G�X�†�š�f�[�A�r�M��

>&�@>' �G�b�¥�Ð�å�»�b�¹�Ç�›�Ý�º�Í�c�
�Ü�å�¡�b�™8—�ö�@�*�W�K�S���œ�x�
"I���b�¡�Û�–�”�å�º�>�|�g1�0É
�§�î�Â�b�·�8�_�e8Ÿ�@�6�•���œ�^�]�
$��–�^"g�#�_�P�M�•1*�Z�†/œ�:�²0[�@�6�•�\�A�_7H�W�Z�š�f�K�Z
�C�T�I�8��

�«�–�µ�³�?�}�¡�Û�–�”�å�º�l�b�Ç�Þ�î�Ò
Ì3æ�™�G�X�†0¿���M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†
��/œ�K�r�M���G�b�m8p�c�õ�–�[�M��


Ì3æ�™�G�X�†�¹�Ç�›�Ý�º�_�`�M�_�c�
 no dot1x max-req �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥
�Ð�å�»�†�Q#Ý�K�r�M��

���_�
�«�–�µ�³�@1�0É�É�ß�­�«�†
Ì2s�·�M�•�S�_�
 EAP-Request/Identity 0[�Ó�†3æ�™�M�•�G�X�† 5 �_0¿
���M�•�[�†&g�K�r�M��

Switch(config-if)#  dot1x max-reauth-req 5


Ì1�0É�G�X�b0¿��

�Ï�î�º�@!“0Á�•�«�¸�î�º�_�š�ƒ�•�S�_�
�«�–�µ�³�@1�0É�É�ß�­�«�†
Ì6ä�M�•�G�X�†�š�f�M�•�G�\�v�[�A
�r�M��

>&�@>' �G�b�¥�Ð�å�»�b�¹�Ç�›�Ý�º�Í�c�
�Ü�å�¡�b�™8—�ö�@�*�W�K�S���œ�x�
"I���b�¡�Û�–�”�å�º�>�|�g1�0É
�§�î�Â�b�·�8�_�e8Ÿ�@�6�•���œ�^�]�
$��–�^"g�#�_�P�M�•1*�Z�†/œ�:�²0[�@�6�•�\�A�_7H�W�Z�š�f�K�Z
�C�T�I�8��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 interface interface-id 0¿���M�•�Ï�î�º�†�æ���K�
�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  
�Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 3 dot1x max-reauth-req count �«�–�µ�³�@1�0É�É�ß�­�«�†
Ì2s�·�M�•�S�_�
 EAP-Request/Identity �Ç
�Þ�î�Ò�†3æ�™�M�•�G�X�†0¿���K�r�M���æ���[�A�•(
�V�c  1 >|  10 �[�M���¹
�Ç�›�Ý�º�Í�c  2 �[�M��

�«�̧ �µ�É 4 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 5 show authentication interface 
interface-id

0¿���†&�1��K�r�M��

�«�̧ �µ�É 6 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��
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'¨  12 'v       IEEE 802.1x �Ï�î�º�Ë�î�«1�0É�b0¿��
802.1x 1�0É�b0¿��

Ì1�0É�G�X�†0¿���M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M���G�b�m8p�c�õ�–�[�M��


Ì1�0É�G�X�†�¹�Ç�›�Ý�º�_�`�M�_�c�
 no dot1x max-reauth-req �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

���b�[�[�c�
�Ï�î�º�@!“0Á�•�«�¸�î�º�_&ã/œ�M�•�S�_�
�«�–�µ�³�@1�0É�É�ß�­�«�†
Ì2s�·�M�•�G�X�†  4 
�_0¿���M�•�‰�2�†&g�K�r�M��

Switch(config-if)#  dot1x max-reauth-req 4

MAC Move �b�–�¿�î�È�Ý�ì

MAC Move �†�Q#Ý�M�•�\�
1�0É�I�€�S�Í�«�º�†�«�–�µ�³�b�Ï�î�º6ë�[&ã�·�[�A�r�M��

�«�–�µ�³�[  MAC Move �†�¢�ß�î�Â�Ý�_�–�¿�î�È�Ý�_�M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K
�r�M���G�b�m8p�c�õ�–�[�M��

���b�[�[�c�
�«�–�µ�³�[  MAC Move �†�¢�ß�î�Â�Ý�_�–�¿�î�È�Ý�_�M�•�‰�2�†&g�K�r�M��

Switch(config)# authentication mac-move permit

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 interface interface-id 0¿���M�•�Ï�î�º�†�æ���K�
�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  
�Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 3 dot1x max-req count �Ï�î�º�@!“0Á�•�«�¸�î�º�_�š�ƒ�•�S�_�
�«�–�µ�³�@1�0É�É�ß�­�«�†
Ì6ä
�M�•�G�X�†0¿���K�r�M���æ���[�A�•(
�V�c  0 >|  10 �[�M���¹�Ç�›�Ý�º�c  2 
�[�M��

�«�̧ �µ�É 4 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 5 show authentication interface 
interface-id

0¿���†&�1��K�r�M��

�«�̧ �µ�É 6 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 authentication mac-move permit �«�–�µ�³�[  MAC Move �†�–�¿�î�È�Ý�_�K�r�M��

�«�̧ �µ�É 3 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 4 show running-config >&�õ�–>'0¿���†&�1��K�r�M��

�«�̧ �µ�É 5 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��
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'¨  12 'v       IEEE 802.1x �Ï�î�º�Ë�î�«1�0É�b0¿��
802.1x 1�0É�b0¿��
MAC *(�n�b�–�¿�î�È�Ý�ì

MAC *(�n�†�Q#Ý�M�•�\�
�Í�«�º�c�Ï�î�º�V�b1�0É�Í�«�º�†*(�n�[�A�r�M��

�–�å�±�î�Ç�™�–�«�V�[  MAC *(�n�†�–�¿�î�È�Ý�_�M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r
�M���G�b�m8p�c�õ�–�[�M��

���_�
�–�å�±�î�Ç�™�–�«�V�[  MAC *(�n�†�–�¿�î�È�Ý�_�M�•�[�†&g�K�r�M��

Switch(config)# interface gigabitethernet2/0/2
Switch(config-if)# authentication violation replace

802.1X �”�•�˜�å�¸�•�å�¢�b0¿��

802.1x �”�•�˜�å�¸�•�å�¢�†�Q#Ý�K�Z�
 AAA �©�«�¸�Ò  �”�•�˜�å�¸�•�å�¢�†�–�¿�î�È�Ý�_�M�•�\�
�ß� 
�å�¢�b�S�u�_�©�«�¸�Ò  �Ü�ß�î�»  �–�Ë�å�º�†�”�•�˜�å�¸�•�å�¢  RADIUS �§�î�Â�_3æ�™�[�A�r�M���§�î�Â
�c�
�”�¡�¸�•�È�^  802.1x �­�µ�©�Ù�å�M�m�Z�@)
�¢�K�S�v�b�\�8�•�K�r�M��

RADIUS �c�™8—�ö�b�*�8  UDP �º�Û�å�«�Ï�î�º  �É�ß�º�¥�Ý�†�Q#Ý�M�•�S�u�
�¿�µ�º�á�î�¡"g�Â�@,��ò
�[�^�8�\�
�”�•�˜�å�¸�•�å�¢  �Ó�µ�­�î�ª�@�»�ƒ�€�•�G�\�@�6�~�r�M��0¿���K�S�G�X�b�”�•�˜�å�¸�•�å
�¢0[�Ó�b
Ì3æ�™�‹�
�«�–�µ�³�@  RADIUS �§�î�Â�?�}�”�•�˜�å�¸�•�å�¢�Â'Å�Ó�µ�­�î�ª�†�w�™�K�^�8��
�œ�
���b�Ó�µ�­�î�ª�@/²&g�I�€�r�M��

Accounting message %s for session %s failed to receive Accounting Response.

�G�b�«�º�µ�É  �Ó�µ�­�î�ª�@�G�–�_3æ�™�I�€�^�8���œ�
���b�Ó�µ�­�î�ª�@/²&g�I�€�r�M��

00:09:55: %RADIUS-4-RADIUS_DEAD: RADIUS server 172.20.246.201:1645,1646 is not responding. 

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 interface interface-id 0¿���M�•�Ï�î�º�†�æ���K�
�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  
�Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 3 authentication violation { protect | 
replace | restrict | shutdown}

�–�å�±�î�Ç�™�–�«�V�[  MAC *(�n�†�–�¿�î�È�Ý�_�M�•�_�c�
 replace �Ÿ�î
�á�î�»�†�Q#Ý�K�r�M���Ï�î�º�@#'�~�b�­�µ�©�Ù�å�†�P7V�K�
�‚�K�8�Í�«
�º�†�Q#Ý�K�Z1�0É�†6ä���K�r�M��

�Ú�b�Ÿ�î�á�î�»�c�
���b�|�:�^�µ+��@�6�~�r�M��

• protect>8�Ï�î�º�c�
�©�«�¸�Ò  �Ó�µ�­�î�ª�†#Õ�B�O�N�_�
�£�‡�K�^�8  
MAC �†�Q#Ý�M�•�Ã�£�µ�º�†�»�ß�µ�É�K�r�M��

• restrict>84*�o�Ã�£�µ�º�@  CPU �_�|�W�Z�»�ß�µ�É�I�€�
�©�«�¸�Ò  
�Ó�µ�­�î�ª�@#Õ�B�I�€�r�M��

• shutdown>8�Ï�î�º�c�
�£�‡�K�^�8  MAC �”�»�Þ�«�†�w�™�M�•�\  
errdisable �_�^�~�r�M��

�«�̧ �µ�É 4 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 5 show running-config 0¿���†&�1��K�r�M��

�«�̧ �µ�É 6 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��
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'¨  12 'v       IEEE 802.1x �Ï�î�º�Ë�î�«1�0É�b0¿��
802.1x 1�0É�b0¿��
>&�@>' �ß� �å�¢�b6ä���
�õ�F�
�ì�b�”�µ�É�¹�î�º  �Ó�µ�­�î�ª�
�±�–�Ò  �«�±�å�É�^�]�b�”�•�˜�å�¸�•�å�¢  �±�«
�¡�†��/œ�M�•�|�:�_�
 RADIUS �§�î�Â�†0¿���M�•�²0[�@�6�~�r�M���G�€�}�b�µ+��†�œ�å�_�M�•�_�c�

RADIUS �§�î�Â�b  [Network Configuration] �±�È�b  [Update/Watchdog packets from this AAA client] �b
�ß� �å�¢�†�–�¿�î�È�Ý�_�K�r�M�����_�
 RADIUS �§�î�Â�b  [System Configuration] �±�È�b  [CVS 
RADIUS Accounting] �†�–�¿�î�È�Ý�_�K�r�M��

AAA �@�«�–�µ�³�[�–�¿�î�È�Ý�_�^�W�S�‹�
 802.1x �”�•�˜�å�¸�•�å�¢�†0¿���M�•�_�c�
"I�’  EXEC 
�Ô�î�»�[���b�m8p�†��/œ�K�r�M���G�b�m8p�c�õ�–�[�M��

�”�•�˜�å�¸�•�å�¢�Â'Å�Ó�µ�­�î�ª�†�w�™�K�^�8  RADIUS �Ó�µ�­�î�ª�X�†/²&g�M�•�_�c�
 show radius 
statistics "I�’  EXEC �¥�Ð�å�»�†�Q#Ý�K�r�M��

���_�
 802.1x �”�•�˜�å�¸�•�å�¢�†0¿���M�•�[�†&g�K�r�M���q�6�b�¥�Ð�å�»�c�
�”�•�˜�å�¸�•�å�¢�b  
UDP �Ï�î�º�\�K�Z  1813 �†�æ���K�Z�
 RADIUS �§�î�Â�†0¿���K�r�M��

Switch(config)# radius-server host 172.120.39.46 auth-port 1812 acct-port 1813 key rad123
Switch(config)# aaa accounting dot1x default start-stop group radius
Switch(config)# aaa accounting system default start-stop group radius

�¤�«�º  VLAN �b0¿��

�§�î�Â�@  EAP Request/Identity �Ç�Þ�î�Ò�_�P�M�•�Â'Å�†�w�™�K�^�8���œ�
 �¤�«�º  VLAN �†0¿���M�•�\�

802.1x �P�Â�[�^�8�¡�Û�–�”�å�º�c�¤�«�º  VLAN �_4Ä*(�I�€�r�M�� 802.1x �P�Â�[�6�W�Z�v�
1�0É�_�»�K
�K�S�¡�Û�–�”�å�º�c�
�¿�µ�º�á�î�¡�l�b�”�¡�­�«�@0Á�•�I�€�r�O�‡���«�–�µ�³�c�
�©�å�¢�Ý  �Í�«�º  
�Ô�î�»�r�S�c�Ð�Ý�³  �Í�«�º  �Ô�î�»�[�¤�«�º  VLAN �†�§�Ï�î�º�K�r�M��

�¤�«�º  VLAN �†0¿���M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M���G�b�m8p�c�õ�–�[�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 interface interface-id 0¿���M�•�Ï�î�º�†�æ���K�
�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  
�Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 3 aaa accounting dot1x default 
start-stop group radius

�M�m�Z�b RADIUS �§�î�Â�b�Ü�«�º�†�Q#Ý�K�Z�
 802.1x �”�•�˜�å�¸�•�å
�¢�†�–�¿�î�È�Ý�_�K�r�M��

�«�̧ �µ�É 4 aaa accounting system default 
start-stop group radius 

>&�õ�–>'�©�«�¸�Ò  �”�•�˜�å�¸�•�å�¢�†�–�¿�î�È�Ý�_�K>&�M�m�Z�b  
RADIUS �§�î�Â�b�Ü�«�º�†�Q#Ý>' �
�«�–�µ�³�@�Ü�ß�î�»�M�•�\�A�_�©�«
�¸�Ò  �”�•�˜�å�¸�•�å�¢  �Ü�ß�î�»  �–�Ë�å�º  �Ó�µ�­�î�ª�†#Õ�B�K�r�M��

�«�̧ �µ�É 5 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 6 show running-config 0¿���†&�1��K�r�M��

�«�̧ �µ�É 7 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 interface interface-id 0¿���M�•�Ï�î�º�†�æ���K�
�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  
�Ô�î�»�†6ä���K�r�M���§�Ï�î�º�I�€�•�Ï�î�º�b�±�–�É�_�X�8�Z�c�


�� 802.1x 1�0É0¿���ì�b�@�–�¦8o�� >&P.12-34>' �†�g!·�K�Z�C�T�I�8��
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'¨  12 'v       IEEE 802.1x �Ï�î�º�Ë�î�«1�0É�b0¿��
802.1x 1�0É�b0¿��
�¤�«�º  VLAN �†�¹�•�­�î�È�Ý�_�K�Z�P7V�M�•�_�c�
 no authentication event no-response action 
authorize vlan vlan-id �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M���Ï�î�º�c!“
0Á�•�«�¸�î�º�_�`�~�r�M��

���_�
 VLAN 2 �†  802.1x �¤�«�º  VLAN �\�K�Z�–�¿�î�È�Ý�_�M�•�[�†&g�K�r�M��

Switch(config)# interface gigabitethernet1/2
Switch(config-if)# authentication event no-response action authorize vlan 2

���_�
�«�–�µ�³�b�…�µ�ì6ë�\�K�Z  3 �†�
0[�Ó�b
Ì3æ�™�S�_�¡�Û�–�”�å�º�?�}�b  EAP-Request/Identify 
�Ç�Þ�î�Ò�Â'Å�†�…�µ�M�•�ì6ë>&&Ê>'�†  15 �_0¿���K�
 802.1x �Ï�î�º�b  DHCP �¡�Û�–�”�å�º�K)F�ì�_�

VLAN 2 �†  802.1x �¤�«�º  VLAN �\�K�Z�–�¿�î�È�Ý�_�M�•�[�†&g�K�r�M��

Switch(config-if)#  authentication timer inactivity 3
Switch(config-if)#  authentication timer reauthenticate 15
Switch(config-if)#  authentication event no-response action authorize vlan 2

�D7H�Ü�A VLAN �b0¿��

�«�–�µ�³�V�_�D7H�Ü�A  VLAN �†0¿���K�Z�8�•�
1�0É�§�î�Â�@�w� �^�Ø�î�¨�¡�r�S�c�Ã�«�á�î�»�†�w�™
�[�A�^�8���œ�\�
 802.1X �_ =�Ð�K�S���œ�¡�Û�–�”�å�º�c�D7H�Ü�A  VLAN �_&ã�I�€�r�M���«�–�µ�³�c�

�©�å�¢�Ý  �Í�«�º  �Ô�î�»�[�b�s�D7H�Ü�A  VLAN �†�§�Ï�î�º�K�r�M��

�D7H�Ü�A VLAN �†0¿���M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M���G�b�m8p�c�õ�–�[�M��

�«�̧ �µ�É 3 switchport mode access

�r�S�c  

switchport mode private-vlan host

�Ï�î�º�†�”�¡�­�«  �Ô�î�»�_�K�r�M��

�r�S�c  

�Þ�–�Ö  2 �Ï�î�º�†�É�Û�–�Ë�î�º  VLAN �Í�«�º  �Ï�î�º�\�K�Z0¿���K�r�M��

�«�̧ �µ�É 4 authentication port-control auto �Ï�î�º�V�[  802.1x 1�0É�†�–�¿�î�È�Ý�_�K�r�M��

�«�̧ �µ�É 5 authentication event no-response 
action authorize vlan vlan-id

�”�¡�¸�•�È  VLAN �†  802.1x �¤�«�º  VLAN �\�K�Z�æ���K�r�M���æ���[�A
�•(
�V�c  1 >| 4094 �[�M��


Æ4Š VLAN >&�Ý�î�¸�µ�»  �Ï�î�º>' �
 RSPAN VLAN�
�É�Û�–�Ð�Ü  �É�Û�–
�Ë�î�º  VLAN �
�r�S�c8b�Œ  VLAN �†7V�A�
�õ�–�b�”�¡�¸�•�È  VLAN �†  
802.1X �¤�«�º  VLAN �\�K�Z0¿���[�A�r�M��

�«�̧ �µ�É 6 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 7 show authentication interface 
interface-id

0¿���†&�1��K�r�M��

�«�̧ �µ�É 8 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��

�¥�Ð�å�» % $×

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 interface interface-id 0¿���M�•�Ï�î�º�†�æ���K�
�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  
�Ô�î�»�†6ä���K�r�M���§�Ï�î�º�I�€�•�Ï�î�º�b�±�–�É�_�X�8�Z�c�


�� 802.1x 1�0É0¿���ì�b�@�–�¦8o�� >&P.12-34>' �†�g!·�K�Z�C�T�I�8��

�«�̧ �µ�É 3 switchport mode access

�r�S�c  

switchport mode private-vlan host

�Ï�î�º�†�”�¡�­�«  �Ô�î�»�_�K�r�M��

�r�S�c  

�Þ�–�Ö  2 �Ï�î�º�†�É�Û�–�Ë�î�º  VLAN �Í�«�º  �Ï�î�º�\�K�Z0¿���K�r�M��
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'¨  12 'v       IEEE 802.1x �Ï�î�º�Ë�î�«1�0É�b0¿��
802.1x 1�0É�b0¿��
�D7H�Ü�A VLAN �†�¹�•�­�î�È�Ý�_�K�Z�P7V�M�•�_�c�
 no authentication event fail action authorize 
vlan-id �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M���Ï�î�º�c!“0Á�•�«�¸�î�º�_
�`�~�r�M��

���_�
 VLAN 2 �†  IEEE 802.1x �D7H�Ü�A VLAN �\�K�Z�–�¿�î�È�Ý�_�M�•�[�†&g�K�r�M��

Switch(config)# interface gigabitethernet1/2
Switch(config-if)# authentication event fail action authorize 2

�Ø�î�¨�_�D7H�Ü�A  VLAN �†�m�~�\�Z�•�S�_�
 authentication event retry retry count �–�å�±�î�Ç�™�–�«  
�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�Z�
1�0É0è/œ�G�X�†�q�±�_0¿���[�A�r�M���æ���[�A�•1�0É
0è/œ�G�X�c 1 >|  3 �G�[�M���¹�Ç�›�Ý�º�c  3 �G�_0¿���I�€�Z�8�r�M��

1�0É0è/œ�G�X�†�q�±�_0¿���M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M���G�b�m8p�c�õ�–�[
�M��

�«�̧ �µ�É 4 authentication port-control auto �Ï�î�º�V�[  802.1x 1�0É�†�–�¿�î�È�Ý�_�K�r�M��

�«�̧ �µ�É 5 authentication event fail action 
authorize vlan-id

�”�¡�¸�•�È  VLAN �†  802.1x �D7H�Ü�A VLAN �\�K�Z�æ���K�r�M���æ���[
�A�•(
�V�c  1 >| 4094 �[�M��


Æ4Š VLAN >&�Ý�î�¸�µ�»  �Ï�î�º>' �
 RSPAN VLAN�
�É�Û�–�Ð�Ü  �É�Û�–
�Ë�î�º  VLAN �
�r�S�c8b�Œ  VLAN �†7V�A�
�õ�–�b�”�¡�¸�•�È  VLAN �†  
802.1X �D7H�Ü�A VLAN �\�K�Z0¿���[�A�r�M��

�«�̧ �µ�É 6 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 7 show authentication interface 
interface-id

>&�õ�–>'0¿���†&�1��K�r�M��

�«�̧ �µ�É 8 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��

�¥�Ð�å�» % $×

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 interface interface-id 0¿���M�•�Ï�î�º�†�æ���K�
�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  
�Ô�î�»�†6ä���K�r�M���§�Ï�î�º�I�€�•�Ï�î�º�b�±�–�É�_�X�8�Z�c�


�� 802.1x 1�0É0¿���ì�b�@�–�¦8o�� >&P.12-34>' �†�g!·�K�Z�C�T�I�8��

�«�̧ �µ�É 3 switchport mode access

�r�S�c  

switchport mode private-vlan host

�Ï�î�º�†�”�¡�­�«  �Ô�î�»�_�K�r�M��

�r�S�c

�Þ�–�Ö  2 �Ï�î�º�†�É�Û�–�Ë�î�º  VLAN �Í�«�º  �Ï�î�º�\�K�Z0¿���K�r�M��

�«�̧ �µ�É 4 authentication port-control auto �Ï�î�º�V�[  802.1x 1�0É�†�–�¿�î�È�Ý�_�K�r�M��

�«�̧ �µ�É 5 authentication event fail action 
authorize vlan-id

�”�¡�¸�•�È  VLAN �†  802.1x �D7H�Ü�A VLAN �\�K�Z�æ���K�r�M���æ���[
�A�•(
�V�c  1 >| 4094 �[�M��


Æ4Š VLAN >&�Ý�î�¸�µ�»  �Ï�î�º>' �
 RSPAN VLAN�
�É�Û�–�Ð�Ü  �É�Û�–
�Ë�î�º  VLAN �
�r�S�c8b�Œ  VLAN �†7V�A�
�õ�–�b�”�¡�¸�•�È  VLAN �†  
802.1X �D7H�Ü�A VLAN �\�K�Z0¿���[�A�r�M��

�«�̧ �µ�É 6 authentication event retry retry count �Ï�î�º�@�D7H�Ü�A  VLAN �_&ã/œ�M�•�S�u�b1�0É0è/œ�G�X�†�æ���K�r�M��
�æ���[�A�•(
�V�c  1 >|  3 �[�M���¹�Ç�›�Ý�º�c  3 �[�M��

�«�̧ �µ�É 7 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 8 show authentication interface 
interface-id

>&�õ�–>'0¿���†&�1��K�r�M��

�«�̧ �µ�É 9 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��
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'¨  12 'v       IEEE 802.1x �Ï�î�º�Ë�î�«1�0É�b0¿��
802.1x 1�0É�b0¿��
�¹�Ç�›�Ý�º�Í�_�`�M�_�c�
 no authentication event retry �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  
�¥�Ð�å�»�†�Q#Ý�K�r�M��

���_�
�Ï�î�º�†�D7H�Ü�A  VLAN �_�M�•�S�u�_�
1�0É0è/œ�G�X�†  2 �_0¿���M�•�‰�2�†&g�K�r�M��

Switch(config-if)#  authentication event retry 2

�”�¡�­�«�Y+�1�0É�Â�–�Ã�«�µ+��b0¿��

�”�¡�­�«�Y+�1�0É�Â�–�Ã�«�µ+�>&�¡�Ü�¸�•�•�Ý1�0É�r�S�c  AAA �»�K�Ï�Ü�©�î�\�v�ç�d�€�r�M>'�†0¿��
�[�A�r�M��

�Ï�î�º�†�¡�Ü�¸�•�•�Ý  �Ï�î�º�\�K�Z0¿���K�
�”�¡�­�«�Y+�1�0É�Â�–�Ã�«�µ+��†�–�¿�î�È�Ý�_�M�•�_�c�

"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M���G�b�m8p�c�õ�–�[�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 radius-server dead-criteria 
time time tries tries

>&�õ�–>' RADIUS �§�î�Â�@�Q#Ý�[�A�^�8�
�r�S�c  dead �\0b�^�I�€�•�\�A�†�8�9�M
�•�b�_�Q�ƒ�€�•�²�ó�†0¿���K�r�M��

�æ���[�A�•  time �b(
�V�c  1 >|  120 &Ê�[�M���«�–�µ�³�c�
�¹�Ç�›�Ý�º�b  seconds �Í
�†  10 >|  60 &Ê�b6ë�[�·$×�_�ô���K�r�M��

�æ���[�A�•  tries �b(
�V�c  1 >|  100 �[�M���«�–�µ�³�c�
�¹�Ç�›�Ý�º�b  tries �Ã�Û�Ó�î
�±�†  10 >|  100 �b6ë�[�·$×�_�ô���K�r�M��

�«�̧ �µ�É 3 radius-server deadtime 
minutes

>&�õ�–>' RADIUS �§�î�Â�_0[�Ó�@3æ�™�I�€�^�8�(�X�†0¿���K�r�M���æ���[�A�•(
�V
�c  0 >|  1440 �(>& 24 �ì6ë>'�[�M���¹�Ç�›�Ý�º�Í�c  0 �(�[�M��
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'¨  12 'v       IEEE 802.1x �Ï�î�º�Ë�î�«1�0É�b0¿��
802.1x 1�0É�b0¿��
�«�̧ �µ�É 4 radius-server host ip-address 
[acct-port udp-port] 
[auth-port  udp-port] [ test 
username name [idle-time 
time] [ ignore-acct-port] 
[ignore-auth-port]] [ key 
string]

>&�õ�–>'���b�Ÿ�î�á�î�»�†�Q#Ý�K�Z  RADIUS �§�î�Â  �Ã�Û�Ó�î�±�†0¿���K�r�M��

• acct-port udp-port>8RADIUS �”�•�˜�å�¸�•�å�¢  �§�î�Â�b  UDP �Ï�î�º�†�æ��
�K�r�M�� UDP �Ï�î�º$��•�b(
�V�c  0 >|  65536 �[�M���¹�Ç�›�Ý�º�Í�c  1646 �[
�M��

• auth-port  udp-port>8RADIUS 1�0É�§�î�Â�b  UDP �Ï�î�º�†�æ���K�r�M�� UDP 
�Ï�î�º$��•�b(
�V�c  0 >|  65536 �[�M���¹�Ç�›�Ý�º�Í�c  1645 �[�M��

>&�@>' RADIUS �”�•�˜�å�¸�•�å�¢  �§�î�Â�b  UDP �Ï�î�º�\  RADIUS 1�0É�§�î�Â�b  
UDP �Ï�î�º�†8��¹�Ç�›�Ý�º�Í�_0¿���K�r�M��

• test username name>8RADIUS �§�î�Â  �«�¸�î�±�«�b+¬�·�¸�«�º�†�–�¿�î�È�Ý
�_�K�Z�
�Q#Ý�M�•�Ø�î�¨�¡�†�æ���K�r�M��

• idle-time time>8�«�–�µ�³�@�¸�«�º  �Ã�£�µ�º�†�§�î�Â�_3æ�™�K�S�‹�b6ë7x�†�(
�X�[0¿���K�r�M���æ���[�A�•(
�V�c  1 >|  35791 �(�[�M���¹�Ç�›�Ý�º�c  60 �(

>&1 �ì6ë>'�[�M��

• ignore-acct-port>8RADIUS �§�î�Â  �”�•�˜�å�¸�•�å�¢  �Ï�î�º�b�¸�«�º�†�¹�•
�­�î�È�Ý�_�K�r�M��

• ignore-auth-port>8RADIUS �§�î�Â1�0É�Ï�î�º�b�¸�«�º�†�¹�•�­�î�È�Ý�_�K�r
�M��

• key string>8�«�–�µ�³�\  RADIUS �¹�î�Ô�å�\�b6ë�b�M�m�Z�b  RADIUS 3û�™�[
�Q#Ý�M�•1�0É�>�|�g�/�•�Ÿ�î�†�æ���K�r�M��

>&�@>' �Ÿ�î�b
›/œ�«�Ì�î�«�c!“0i�I�€�r�M�@�
3õ�p�>�|�g�Ž�•�b�«�Ì�î�«�c�w� 
�^�b�[�
�Ÿ�î�c�²�N  radius-server host �¥�Ð�å�»�S�e�b�q�‹�b8o% �\�K�Z
0¿���K�Z�C�T�I�8���Ÿ�î�_�«�Ì�î�«�†�Q#Ý�M�•���œ�c�
�,#Ý'¢�@�Ÿ�î�b�M
4Š�(�[�6�•���œ�†7V�A�
�,#Ý'¢�[�Ÿ�î�†�V�r�^�8�[�C�T�I�8���Ÿ�î�c  
RADIUS �¹�î�Ô�å�[�Q#Ý�M�•�/�•�_�M+´�K�Z�8�•�²0[�@�6�~�r�M��

radius-server key {0 string | 7 string | string} �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�Z�v1�0É�>�|�g�/�•�Ÿ�î�†0¿���[�A�r�M��

�«�̧ �µ�É 5 dot1x critical  { eapol | 
recovery delay milliseconds} 

>&�õ�–>'�”�¡�­�«�Y+�1�0É�Â�–�Ã�«�b�Ã�Û�Ó�î�±�†0¿���K�r�M��

eapol>8�«�–�µ�³�@�¡�Ü�¸�•�•�Ý  �Ï�î�º�†�G�–�_1�0É�M�•�\�
�«�–�µ�³�@  EAPOL 
�B�Œ�Ó�µ�­�î�ª�†3æ�™�M�•�|�:�_�æ���K�r�M��

recovery delay milliseconds>8�Q#Ý�[�A�^�8  RADIUS �§�î�Â�@�Q#Ý�[�A�•�|�:�_
�^�W�S�\�A�_�
�«�–�µ�³�@�¡�Ü�¸�•�•�Ý  �Ï�î�º�†
Ì�6�‡�ì�M�•�S�u�_�…�µ�M�•�G
�Ÿ4����‡6ë�†0¿���K�r�M���æ���[�A�•(
�V�c  1 >|  10000 �Ñ�Ü&Ê�[�M���¹�Ç�›�Ý�º
�c  1000 �Ñ�Ü&Ê�[�M>&�Ï�î�º�c�–&Ê
Ì�6�‡�ì�[�A�r�M>' ��

�«�̧ �µ�É 6 interface interface-id 0¿���M�•�Ï�î�º�†�æ���K�
�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä
���K�r�M���§�Ï�î�º�I�€�•�Ï�î�º�b�±�–�É�_�X�8�Z�c�
 �� 802.1x 1�0É0¿���ì�b�@�–
�¦8o�� >&P.12-34>' �†�g!·�K�Z�C�T�I�8��

�«�̧ �µ�É 7 authentication event server 
dead action [authorize | 
reinitialize] vlan  vlan-id 

�G�€�}�b�Ÿ�î�á�î�»�†�Q#Ý�K�Z�
 RADIUS �§�î�Â�@�?4)�Y+��^���œ�_�Ï�î�º�[�Í
�«�º�†&ã�·�K�r�M��

• authorize>81�0É�K�|�:�\�M�•�‚�K�8�Í�«�º�†�Ø�î�¨�æ���b�¡�Ü�¸�•�•�Ý  
VLAN �_&ã�·�K�r�M��

• reinitialize>8�Ï�î�º�b�M�m�Z�b0Á�•�í�s�Í�«�º�†�Ø�î�¨�æ���b�¡�Ü�¸�•�•�Ý  
VLAN �_&ã�·�K�r�M��

�¥�Ð�å�» % $×
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'¨  12 'v       IEEE 802.1x �Ï�î�º�Ë�î�«1�0É�b0¿��
802.1x 1�0É�b0¿��
RADIUS �§�î�Â�b�¹�Ç�›�Ý�º0¿���_�`�M�_�c�
 no radius-server dead-criteria�
 no radius-server 
deadtime�
�>�|�g  no radius-server host �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��
�”�¡�­�«�Y+�1�0É�Â�–�Ã�«�†�¹�Ç�›�Ý�º�b0¿���_�`�M�_�c�
 no authentication event server dead 
action { authorize | reinitialize } �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M�� �”�¡�­�«
�Y+�1�0É�Â�–�Ã�«�†�¹�•�­�î�È�Ý�_�M�•�_�c�
 no authentication event server dead action �–�å�±�î
�Ç�™�–�« �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

���_�
�”�¡�­�«�Y+�1�0É�Â�–�Ã�«�µ+��†0¿���M�•�[�†&g�K�r�M��

Switch(config)#  radius-server dead-criteria time 30 tries 20
Switch(config)#  radius-server deadtime 60
Switch(config)#  radius-server host 1.1.1.2 acct-port 1550 auth-port 1560 test username 
user1 idle-time 30 key abc1234
Switch(config)#  dot1x critical eapol
Switch(config)#  dot1x critical recovery delay 2000
Switch(config)#  interface gigabitethernet 1/1
Switch(config)#  radius-server deadtime 60
Switch(config-if)#  dot1x critical
Switch(config-if)#  dot1x critical recovery action reinitialize
Switch(config-if)#  dot1x critical vlan 20
Switch(config-if)#  end

�«�̧ �µ�É 8 authentication event server 
dead action { authorize | 
reinitialize } vlan vlan-id]

�”�¡�­�«�Y+�1�0É�Â�–�Ã�«�µ+��†�–�¿�î�È�Ý�_�K�Z�
���b�Ÿ�î�á�î�»�†�Q#Ý�K�Z�µ
+��†0¿���K�r�M��

• authorize>8�Ï�î�º�†1�0É�K�r�M��

• reinitialize>8�M�m�Z�b0Á�•�í�s�b�¡�Û�–�”�å�º�†
Ì�6�‡�ì�K�r�M��

�«�̧ �µ�É 9 authentication server dead 
action authorize [vlan]

ACS �§�î�Â�@�²�˜�å�K�Z�8�•���œ�c�
�”�¡�­�«  VLAN �r�S�c0¿���I�€�S  VLAN
>&VLAN �@�æ���I�€�Z�8�•���œ>'�b�«�–�µ�³�†0Á�•�K�r�M��

�«�̧ �µ�É 10 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 11 show authentication 
interface interface-id

>&�õ�–>'0¿���†&�1��K�r�M��

�«�̧ �µ�É 12 copy running-config 
startup-config

>&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��

�¥�Ð�å�» % $×
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'¨  12 'v       IEEE 802.1x �Ï�î�º�Ë�î�«1�0É�b0¿��
802.1x 1�0É�b0¿��
WoL �†�Q#Ý�K�S  802.1x 1�0É�b0¿��

WoL �†�Q#Ý�K�S 802.1x 1�0É�†�–�¿�î�È�Ý�_�M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��
�G�b�m8p�c�õ�–�[�M��

WoL �†�Q#Ý�K�S 802.1x 1�0É�†�¹�•�­�î�È�Ý�_�M�•�_�c�
 no authentication control-direction  �–�å
�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

���_�
 WoL �†�Q#Ý�K�S 802.1x 1�0É�†�–�¿�î�È�Ý�_�K�Z�
�Ï�î�º�†�n�‰�¥�_0¿���M�•�[�†&g�K�r�M��

Switch(config-if)# authentication control-direction both

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 interface interface-id 0¿���M�•�Ï�î�º�†�æ���K�
�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  
�Ô�î�»�†6ä���K�r�M���§�Ï�î�º�I�€�•�Ï�î�º�b�±�–�É�_�X�8�Z�c�


�� 802.1x 1�0É0¿���ì�b�@�–�¦8o�� >&P.12-34>' �†�g!·�K�Z�C�T�I�8��

�«�̧ �µ�É 3 authentication control-direction {both 
| in}

�Ï�î�º�[  WoL �†�Q#Ý�K�Z 802.1x 1�0É�†�–�¿�î�È�Ý�_�K�
���b�Ÿ�î�á�î
�»�†�Q#Ý�K�Z�Ï�î�º�†�n�‰�¥�r�S�c�"�‰�¥�_0¿���K�r�M��

• both>8�Ï�î�º�†�n�‰�¥�_0¿���K�r�M���Ï�î�º�c�
�Í�«�º�_�Ã�£�µ�º
�†3æ�w�™�[�A�r�O�‡���¹�Ç�›�Ý�º�[�c�
�Ï�î�º�c�n�‰�¥�[�M��

• in>8�Ï�î�º�†�"�‰�¥�_0¿���K�r�M���Ï�î�º�c�
�Í�«�º�_�Ã�£�µ�º�†
3æ�™�[�A�r�M�@�
�w�™�c�[�A�r�O�‡��

�«�̧ �µ�É 4 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 5 show authentication interface 
interface-id

0¿���†&�1��K�r�M��

�«�̧ �µ�É 6 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��
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'¨  12 'v       IEEE 802.1x �Ï�î�º�Ë�î�«1�0É�b0¿��
802.1x 1�0É�b0¿��
MAC 1�0É�Â�–�Ã�«�b0¿��

MAC 1�0É�Â�–�Ã�«�†�–�¿�î�È�Ý�_�M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M���G�b�m8p�c
�õ�–�[�M��

MAC 1�0É�Â�–�Ã�«�†�¹�•�­�î�È�Ý�_�M�•�_�c�
 no authentication order �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•
� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

���_�
 MAC 1�0É�Â�–�Ã�«�µ+��†�–�¿�î�È�Ý�_�M�•�[�†&g�K�r�M��

Switch(config-if)# authentication order

802.1x �Ø�î�¨  �¹�•�«�º�Ü�Å�×�î�©�Ù�å�b0¿��

VLAN �¢�Ý�î�É�†0¿���K�Z�
 VLAN �†�Q�b�¢�Ý�î�É�_�Ð�µ�Æ�å�¢�M�•�_�c�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×
�Þ�î�©�Ù�å  �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

���_�
 VLAN �¢�Ý�î�É�†0¿���K�
�Q�b�¢�Ý�î�É�_  VLAN �†�Ð�µ�Æ�å�¢�K�
 VLAN �¢�Ý�î�É  �¥�å�Ç�•
� �×�Þ�î�©�Ù�å�>�|�g�æ��  VLAN �\�b�Ð�µ�Æ�å�¢�†&�1��M�•�[�†&g�K�r�M��

switch(config)# vlan group eng-dept vlan-list 10

switch(config)# show vlan group group-name eng-dept
Group Name                      Vlans Mapped
-------------                   --------------
eng-dept                        10

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 interface interface-id 0¿���M�•�Ï�î�º�†�æ���K�
�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  
�Ô�î�»�†6ä���K�r�M���§�Ï�î�º�I�€�•�Ï�î�º�b�±�–�É�_�X�8�Z�c�


�� 802.1x 1�0É0¿���ì�b�@�–�¦8o�� >&P.12-34>' �†�g!·�K�Z�C�T�I�8��

�«�̧ �µ�É 3 authentication port-control auto �Ï�î�º�V�[  802.1x 1�0É�†�–�¿�î�È�Ý�_�K�r�M��

�«�̧ �µ�É 4 authentication order [mab] { webauth} 1�0É�‰�'�b8p�Î�†0¿���K�r�M��

• mab>81�0É�‰�'�b8p�Î�_  MAC Authentication Bypass>&MAB; MAC 
1�0É�Â�–�Ã�«>'�†3ã�•�K�r�M��

• webauth>81�0É�‰�'�b8p�Î�_  Web 1�0É�†3ã�•�K�r�M��

�«�̧ �µ�É 5 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 6 show authentication interface 
interface-id

0¿���†&�1��K�r�M��

�«�̧ �µ�É 7 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 vlan group vlan-group-name vlan-list vlan-list VLAN �¢�Ý�î�É�†0¿���K�
�"�M�b  VLAN �r�S�c  VLAN �b(
�V
�†�Q�b�¢�Ý�î�É�_�Ð�µ�Æ�å�¢�K�r�M��

�«�̧ �µ�É 2 show vlan group all vlan-group-name 0¿���†&�1��K�r�M��

�«�̧ �µ�É 3 no vlan group vlan-group-name vlan-list 
vlan-list

VLAN �¢�Ý�î�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�r�S�c  VLAN �¢�Ý�î
�É �¥�å�Ç�•� �×�Þ�î�©�Ù�å�b0[(ò�†�¡�Ü�”�K�r�M��
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'¨  12 'v       IEEE 802.1x �Ï�î�º�Ë�î�«1�0É�b0¿��
802.1x 1�0É�b0¿��
switch# show dot1x vlan-group all
Group Name                      Vlans Mapped
-------------                   --------------
eng-dept                        10
hr-dept                         20

���_�
 VLAN �†�¤�Ñ�b  VLAN �¢�Ý�î�É�_3ã�•�K�
 VLAN �@3ã�•�I�€�S�G�\�†&�1��M�•�[�†&g�K�r�M��

switch(config)# vlan group eng-dept vlan-list 30
switch(config)# show vlan group eng-dept
Group Name                      Vlans Mapped
-------------                   --------------
eng-dept                        10,30

���_�
 VLAN �†  VLAN �¢�Ý�î�É�?�}�P7V�M�•�[�†&g�K�r�M��

switch# no vlan group  eng-dept  vlan-list  10

���_�
�M�m�Z�b  VLAN �@ VLAN �¢�Ý�î�É�?�}�¡�Ü�”�I�€�S�\�A�_�
�Q�b  VLAN �¢�Ý�î�É�v�¡�Ü�”�I
�€�•�[�†&g�K�r�M��

switch(config)# no vlan group eng-dept vlan-list 30
Vlan 30 is successfully cleared from vlan group eng-dept.

switch(config)# show vlan group group-name eng-dept

���b�[�[�c�
�M�m�Z�b  VLAN �¢�Ý�î�É�†�¡�Ü�”�M�•�‰�2�†&g�K�r�M��

switch(config)# no vlan group end-dept vlan-list all
switch(config)# show vlan-group all

�G�€�}�b�¥�Ð�å�»�b0ò(ý�_�X�8�Z�c�
 �� Cisco IOS Security Command Reference���†�g!·�K�Z�C�T�I�8��

NAC �Þ�–�Ö  2 802.1x �è0É�b0¿��

NAC �Þ�–�Ö  2 802.1x �è0É�†0¿���[�A�r�M���G�€�c�
 RADIUS �§�î�Â�†�Q#Ý�K�S  802.1x 1�0É�\�v�ç�d
�€�r�M��

NAC �Þ�–�Ö  2 802.1x �è0É�†0¿���M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M���G�b�m8p�c�õ
�–�[�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 interface interface-id 0¿���M�•�Ï�î�º�†�æ���K�
�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  
�Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 3 authentication event no-response 
action authorize vlan vlan-id

�”�¡�¸�•�È  VLAN �†  802.1x �¤�«�º  VLAN �\�K�Z�æ���K�r�M���æ���[�A
�•(
�V�c  1 >|  4094 �[�M��


Æ4Š VLAN >&�Ý�î�¸�µ�»  �Ï�î�º>' �
 RSPAN VLAN�
8b�Œ VLAN �†7V�C
�6�}�z�•�”�¡�¸�•�È  VLAN �†  802.1X �¤�«�º  VLAN �\�K�Z0¿���[�A�r
�M��

�«�̧ �µ�É 4 authentication periodic �¡�Û�–�”�å�º�b���‡$×�^
Ì1�0É>&�¹�Ç�›�Ý�º�[�c�¹�•�­�î�È�Ý>'�†�–
�¿�î�È�Ý�_�K�r�M��

�«�̧ �µ�É 5 authentication timer reauthenticate �¡�Û�–�”�å�º�_�P�M�•
Ì1�0É0è/œ�†0¿���K�r�M>& 1 �ì6ë�_0¿��>' ��

�G�b�¥�Ð�å�»�@�«�–�µ�³�b�·�8�_�s8j�M�•�b�c�
���‡$×�^
Ì1�0É�†�–
�¿�î�È�Ý�_0¿���K�S���œ�T�E�[�M��
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'¨  12 'v       IEEE 802.1x �Ï�î�º�Ë�î�«1�0É�b0¿��
802.1x 1�0É�b0¿��
���_�
 NAC �Þ�–�Ö  2 IEEE 802.1x �è0É�†0¿���M�•�[�†&g�K�r�M��

Switch#  configure terminal
Switch(config)#  interface gigabitethernet1/1
Switch(config-if)#  authentication periodic
Switch(config-if)#  authentication timer reauthenticate

NEAT �†�Q#Ý�K�S�œ�î�­�å�¸�•�£�î�±  �«�–�µ�³�>�|�g�§�É�Ü�•�å�º  �«�–�µ
�³�b0¿��

�G�b�µ+��†0¿���M�•�_�c�
�á�–�Ö�Ü�å�¢  �¡�ß�î�®�µ�º�¥�b  1 �X�b�«�–�µ�³�@�§�É�Ü�•�å�º�\�K�Z0¿��
�I�€�
�œ�î�­�å�¸�•�£�î�±  �«�–�µ�³�_�K)F�I�€�Z�8�•�²0[�@�6�~�r�M��

�+0[�_�X�8�Z�c�
 �� Network Edge Access Topology>&NEAT>'�†�Q#Ý�K�S  802.1x �§�É�Ü�•�å�º�>�|�g
�œ�î�­�å�¸�•�£�î�±�� >&P.12-29>' �†�g!·�K�Z�C�T�I�8��

>&�@>' cisco-av-pairs �c�
 ACS �[  device-traffic-class=switch �\�K�Z0¿���I�€�Z�8�•�²0[�@�6�~�r�M���G�€�c�

�§�É�Ü�•�å�º�@�G�–�_1�0É�I�€�S�‹�[�º�Û�å�¡�\�K�Z�–�å�±�î�Ç�™�–�«�†0¿���K�r�M��

�«�–�µ�³�†�œ�î�­�å�¸�•�£�î�±�_0¿���M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

���_�
�«�–�µ�³�†  802.1x �œ�î�­�å�¸�•�£�î�±�\�K�Z0¿���M�•�[�†&g�K�r�M��

Switch#  configure terminal
Switch(config)# cisp enable

�«�̧ �µ�É 6 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 7 show authentication interface 
interface-id

802.1x 1�0É�b0¿���†&�1��K�r�M��

�«�̧ �µ�É 8 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��

�¥�Ð�å�» % $×

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 cisp enable CISP �†�–�¿�î�È�Ý�_�K�r�M��

�«�̧ �µ�É 3 interface interface-id 0¿���M�•�Ï�î�º�†�æ���K�
�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  
�Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 4 switchport mode access �Ï�î�º  �Ô�î�»�†  access �_0¿���K�r�M��

�«�̧ �µ�É 5 authentication port-control auto �Ï�î�º1�0É�Ô�î�»�†  auto �_0¿���K�r�M��

�«�̧ �µ�É 6 dot1x pae authenticator �–�å�±�î�Ç�™�–�«�†  Port Access Entity>&PAE; �Ï�î�º  �”�¡�­�«  �š�å
�¸�•�¸�•>'�†�œ�î�­�å�¸�•�£�î�±�\�K�Z0¿���K�r�M��

�«�̧ �µ�É 7 spanning-tree portfast �"�M�á�î�¡�«�¸�î�©�Ù�å�r�S�c�§�î�Â�_�K)F�I�€�S�”�¡�­�«  �Ï�î�º�V
�[  PortFast �†�–�¿�î�È�Ý�_�K�r�M��

�«�̧ �µ�É 8 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 9 show running-config interface 
interface-id

0¿���†&�1��K�r�M��

�«�̧ �µ�É 10 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��
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'¨  12 'v       IEEE 802.1x �Ï�î�º�Ë�î�«1�0É�b0¿��
802.1x 1�0É�b0¿��
Switch(config)#  interface gigabitethernet1/1

Switch(config-if)# switchport mode access
Switch(config-if)# authentication port-control auto
Switch(config-if)# dot1x pae authenticator
Switch(config-if)# spanning-tree portfast trunk

�«�–�µ�³�†�§�É�Ü�•�å�º�_0¿���M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

���b�[�[�c�
�«�–�µ�³�†�§�É�Ü�•�å�º�\�K�Z0¿���M�•�‰�2�†&g�K�r�M��

Switch#  configure terminal
Switch(config)# cisp enable
Switch(config)# dot1x credentials test
Switch(config)# username suppswitch
Switch(config)# password myswitch
Switch(config)# dot1x supplicant force-multicast
Switch(config)#  interface gigabitethernet1/1
Switch(config-if)# switchport trunk encapsulation dot1q
Switch(config-if)# switchport mode trunk
Switch(config-if)# dot1x pae supplicant
Switch(config-if)# dot1x credentials test
Switch(config-if)# end

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 cisp enable CISP �†�–�¿�î�È�Ý�_�K�r�M��

�«�̧ �µ�É 3 dot1x credentials profile 802.1x �¡�Þ�¹�å�©�Õ�Ý  �É�ß�Ç�“�–�Ý�†�8�B�K�r�M���G�€�c�
�§�É�Ü�•
�å�º�\�K�Z0¿���I�€�•�Ï�î�º�_�K)F�M�•�²0[�@�6�~�r�M��

�«�̧ �µ�É 4 username suppswitch �Ø�î�¨�¡�†�8�B�K�r�M��

�«�̧ �µ�É 5 password password �‚�K�8�Ø�î�¨�¡�b�Ã�«�á�î�»�†�8�B�K�r�M��

�«�̧ �µ�É 6 dot1x supplicant force-multicast �Ø�½�Ÿ�Õ�«�º�r�S�c�Ð�Ý�³�Ÿ�Õ�«�º  �Ã�£�µ�º�b�8�N�€�?�†�w�™�K�S��
�œ�_�«�–�µ�³�_�I�D$×�_�Ð�Ý�³�Ÿ�Õ�«�º  EAPOL �T�E �†3æ�™�I�O�r�M��

�G�€�_�|�~�
 NEAT �@�M�m�Z�b�Í�«�º  �Ô�î�»�[�b�§�É�Ü�•�å�º  �«�–�µ
�³�[�µ+��[�A�•�|�:�_�v�^�~�r�M��

�«�̧ �µ�É 7 interface interface-id 0¿���M�•�Ï�î�º�†�æ���K�
�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  
�Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 8 switchport trunk encapsulation dot1q �Ï�î�º�†�º�Û�å�¡  �Ô�î�»�_�K�r�M��

�«�̧ �µ�É 9 switchport mode trunk �–�å�±�î�Ç�™�–�«�†  VLAN �º�Û�å�¡  �Ï�î�º�\�K�Z0¿���K�r�M��

�«�̧ �µ�É 10 dot1x pae supplicant �–�å�±�î�Ç�™�–�«�†�Ï�î�º  �”�¡�­�«  �š�å�¸�•�¸�•>& PAE>'�†�§�É�Ü�•
�å�º�\�K�Z0¿���K�r�M��

�«�̧ �µ�É 11 dot1x credentials profile-name 802.1x �¡�Þ�¹�å�©�Õ�Ý  �É�ß�Ç�“�–�Ý�†�–�å�±�î�Ç�™�–�«�_�K)F�K�r
�M��

�«�̧ �µ�É 12 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 13 show running-config interface 
interface-id

0¿���†&�1��K�r�M��

�«�̧ �µ�É 14 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��
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'¨  12 'v       IEEE 802.1x �Ï�î�º�Ë�î�«1�0É�b0¿��
802.1x 1�0É�b0¿��
Auto Smartport �Ð�¡�ß�†�Q#Ý�K�S  NEAT �b0¿��

�«�–�µ�³  VSA �[�c�^�C  Auto Smartport �Ø�î�¨��*O�Ð�¡�ß�†�Q#Ý�K�Z�
�œ�î�­�å�¸�•�£�î�±  �«�–�µ�³
�†0¿���M�•�G�\�v�[�A�r�M��0ò(ý�_�X�8�Z�c�
 �� Auto Smartports Configuration Guide���†�g!·�K�Z�C
�T�I�8��

�²�˜�å�ß�î�»�•+�  ACL �>�|�g�Ü�²�–�Þ�¡�º  URL �†�Q#Ý�K�S  802.1x 1�0É
�b0¿��

�«�–�µ�³�[  802.1x 1�0É�†0¿���M�•�o�?�
 ACS �†0¿���M�•�²0[�@�6�~�r�M��0ò(ý�_�X�8�Z�c�
 Cisco 
Secure ACS �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �ž�–�» �†�g!·�K�Z�C�T�I�8��

>&�@>' �«�–�µ�³�_�²�˜�å�ß�î�»�M�•�S�_�
�²�˜�å�ß�î�»�•+��^  ACL �†  ACS �[0¿���M�•�²0[�@�6�~�r�M��

�Ï�î�º�[�b1�0É�‹�
 show ip access-list "I�’  EXEC �¥�Ð�å�»�†�Q#Ý�K�Z�
�Ï�î�º�_�²�˜�å�ß�î�»�K�S  
ACL �†/²&g�K�r�M��

�²�˜�å�ß�î�»�•+��^  ACL �b0¿��

�G�€�}�b�Ï�Ü�©�î�c�
�¡�Û�–�”�å�º�@1�0É�I�€�
�¡�Û�–�”�å�º  IP �”�»�Þ�«�@  IP �¹�Â�–�«  �º�Û�µ�Ÿ�å
�¢  �¸�î�È�Ý�_3ã�•�I�€�S�‹�[�w� �_�^�~�r�M���Q�b�‹�«�–�µ�³�@�²�˜�å�ß�î�»�•+��^  ACL �†�Ï�î�º�_
4:#Ý�K�r�M��

"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

�²�˜�å�ß�î�»  �Ï�Ü�©�î�b0¿��

"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 ip device tracking IP �¹�Â�–�«  �º�Û�µ�Ÿ�å�¢  �¸�î�È�Ý�†0¿���K�r�M��

�«�̧ �µ�É 3 aaa new-model AAA �†�–�¿�î�È�Ý�_�K�r�M��

�«�̧ �µ�É 4 aaa authorization network default group 
radius

0Á�•�b�‰�2�†�ß�î�•�Ý�_0¿���K�r�M��0Á�•�b�‰�2�†�P7V�M�•�_
�c�
 no aaa authorization network default group radius �¥�Ð�å
�»�†�Q#Ý�K�r�M��

�«�̧ �µ�É 5 radius-server vsa send authentication radius vsa send authentication �†0¿���K�r�M��

�«�̧ �µ�É 6 interface interface-id 0¿���M�•�Ï�î�º�†�æ���K�
�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 7 ip access-group acl-id in �Ï�î�º�b
°�Š�‰�¥�b�¹�Ç�›�Ý�º  ACL �†0¿���K�r�M��

>&�@>' acl-id �c�”�¡�­�«  �Ü�«�º�b�¡�S�r�S�c$��•�[�M��

�«�̧ �µ�É 8 show running-config interface interface-id 0¿���†&�1��K�r�M��

�«�̧ �µ�É 9 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��
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'¨  12 'v       IEEE 802.1x �Ï�î�º�Ë�î�«1�0É�b0¿��
802.1x 1�0É�b0¿��
�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 access-list access-list-number deny 
source source-wildcard log 

3æ�™
–�”�»�Þ�«�>�|�g�á�–�Ý�»�•�î�»�†�Q#Ý�K�Z�¹�Ç�›�Ý�º  �Ï�î�º  
ACL �†��*O�K�r�M��

access-list-number �_�c�
 1 >|  99 �r�S�c  1300 >|  1999 �b  10 4
�X�†�æ��
�K�r�M��

�²�ó�@�M+´�K�S���œ�_�”�¡�­�«�†�Ä�°�M�•���œ�c  deny�
0Á�•�M�•���œ�c  
permit  �†�æ���K�r�M��

source �c�
���b�|�:�^�Ã�£�µ�º�†3æ�™�M�•�¿�µ�º�á�î�¡�r�S�c�Í�«�º�b
3æ�™
–�”�»�Þ�«�[�M��

• �»�µ�º�Ü�A  10 4
/²0°�_�|�•  32 �Å�µ�º6×�b�Í��

• source �>�|�g  source-wildcard �b�Í  0.0.0.0 255.255.255.255 �b%,$�
�g�†�–�á�M�•�Ÿ�î�á�î�»  any�� source-wildcard �Í�†
°�Š�M�•�²0[�c
�6�~�r�O�‡��

• source �>�|�g  source-wildcard �b�Í  source 0.0.0.0 �b%,$��g�†�–�á�M
�•�Ÿ�î�á�î�»  host��

>&�õ�–>' source-wildcard �Å�µ�º�†3æ�™
–�”�»�Þ�«�_4:#Ý�K�r�M��

>&�õ�–>'�ß�¢�†
°�Š�K�Z�
�š�å�º�Ü�\�M+´�M�•�Ã�£�µ�º�_6õ�M�•�_���ß� 
�å�¢  �Ó�µ�­�î�ª�†�¥�å�¯�î�Ý�_3æ�™�K�r�M��

�«�̧ �µ�É 3 interface interface-id �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 4 ip access-group acl-id in �Ï�î�º�b
°�Š�‰�¥�b�¹�Ç�›�Ý�º  ACL �†0¿���K�r�M��

>&�@>' acl-id �c�”�¡�­�«  �Ü�«�º�b�¡�S�r�S�c$��•�[�M��

�«�̧ �µ�É 5 exit �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 6 aaa new-model AAA �†�–�¿�î�È�Ý�_�K�r�M��

�«�̧ �µ�É 7 aaa authorization network default 
group radius

0Á�•�b�‰�2�†�ß�î�•�Ý�_0¿���K�r�M��0Á�•�b�‰�2�†�P7V�M�•�_�c�
 no 
aaa authorization network default group radius �¥�Ð�å�»�†�Q#Ý�K�r
�M��

�«�̧ �µ�É 8 ip device tracking IP �¹�Â�–�«  �º�Û�µ�Ÿ�å�¢  �¸�î�È�Ý�†�–�¿�î�È�Ý�_�K�r�M��

IP �¹�Â�–�«  �º�Û�µ�Ÿ�å�¢  �¸�î�È�Ý�†�¹�•�­�î�È�Ý�_�M�•�_�c�
 no ip 
device tracking �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K
�r�M��

�«�̧ �µ�É 9 ip device tracking probe [count | 
interval  | use-svi]

>&�õ�–>' IP �¹�Â�–�«  �º�Û�µ�Ÿ�å�¢  �¸�î�È�Ý�†0¿���K�r�M��

• count count>8�«�–�µ�³�@  ARP �É�ß�î�È�†3æ�™�M�•�G�X�†0¿���K�r
�M���æ���[�A�•(
�V�c  1 >|  5 �[�M���¹�Ç�›�Ý�º�c  3 �[�M��

• interval  interval>8�«�–�µ�³�@  ARP �É�ß�î�È�†
Ì3æ�™�M�•�r�[�_�Â
'Å�†�…�µ�M�•�ì6ë>&&Ê�"�)>'�†0¿���K�r�M���æ���[�A�•(
�V�c  30>|  
300 &Ê�[�M���¹�Ç�›�Ý�º�c  30 &Ê�[�M��

• use-svi>8Switch Virtual Interface>&SVI; �«�–�µ�³�ì�•�–�å�±�î�Ç�™
�–�«>'�b  IP �”�»�Þ�«�†  ARP �É�ß�î�È�b3æ�™
–�\�K�Z�Q#Ý�K�r�M��

�«�̧ �µ�É 10 radius-server vsa send authentication �Ë�å�²�î�[�w�“�ö�†1�1‘�K�Q#Ý�M�•�S�u�_�
�¿�µ�º�á�î�¡  �”�¡�­�«  �§�î
�Â�†0¿���K�r�M��

>&�@>' �²�˜�å�ß�î�»�•+��^  ACL �@�µ+��M�•�²0[�@�6�~�r�M��
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'¨  12 'v       IEEE 802.1x �Ï�î�º�Ë�î�«1�0É�b0¿��
802.1x 1�0É�b0¿��
���_�
�²�˜�å�ß�î�»  �Ï�Ü�©�î�b�«�–�µ�³�†0¿���M�•�[�†&g�K�r�M��

Switch# config terminal
Enter configuration commands, one per line.  End with CNTL/Z.
Switch(config)# aaa new-model
Switch(config)# aaa authorization network default group radius
Switch(config)# ip device tracking
Switch(config)# ip access-list extended default_acl
Switch(config-ext-nacl)# permit ip any any
Switch(config-ext-nacl)# exit
Switch(config)# radius-server vsa send authentication
Switch(config)#  interface gigabitethernet1/1

Switch(config-if)# ip access-group default_acl in
Switch(config-if)# exit

VLAN ID �Ë�î�«  MAC 1�0É�b0¿��

"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

VLAN ID �Ë�î�«  MAC 1�0É�b�«�¸�î�±�«�†&�1��M�•  show �¥�Ð�å�»�c�6�~�r�O�‡�� debug radius 
accounting "I�’  EXEC �¥�Ð�å�»�†�Q#Ý�K�Z  RADIUS �“�ö  32 �†&�1��[�A�r�M���G�b�¥�Ð�å�»�b0ò(ý�_
�X�8�Z�c�
 �� Cisco IOS Debug Command Reference, Release 12.2���†�g!·�K�Z�C�T�I�8��
http://www.cisco.com/en/US/docs/ios/debug/command/reference/db_q1.html#wp1123741

���b�[�[�c�
�«�–�µ�³�[  VLAN ID �Ë�î�«  MAC 1�0É�†�¢�ß�î�Â�Ý�_�–�¿�î�È�Ý�_�M�•�‰�2�†&g�K�r
�M��

Switch# configure terminal
Enter configuration commands, one per line.  End with CNTL/Z.
Switch(config)# mab request format attribute 32 vlan access-vlan
Switch(config-if)# exit

�«�̧ �µ�É 11 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 12 show ip device tracking all IP �¹�Â�–�«  �º�Û�µ�Ÿ�å�¢  �¸�î�È�Ý
Æ�b�š�å�º�Ü�_6õ�M�•�_���†/²&g�K
�r�M��

�«�̧ �µ�É 13 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��

�¥�Ð�å�» % $×

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä��
�K�r�M��

�«�̧ �µ�É 2 mab request format attribute 32 vlan access-vlan VLAN ID �Ë�î�«  MAC 1�0É�†�–�¿�î�È�Ý�_�K�r�M��

�«�̧ �µ�É 3 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†
�–�Ñ�K�r�M��
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'¨  12 'v       IEEE 802.1x �Ï�î�º�Ë�î�«1�0É�b0¿��
802.1x 1�0É�b0¿��
��3>�^1�0É8p�Î�b0¿��  
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

���_�
�Ï�î�º�@�q�6�_  802.1x 1�0É�†0è/œ�K�Z�?�}  Web 1�0É�†�Ç�›�î�Ý�Â�µ�¡�‰�2�\�K�Z0¿���M�•�[�†
&g�K�r�M��

Switch#  configure terminal
Switch(config)#  interface gigabitethernet1/1

Switch(config)# authentication order dot1x webauth

Open1x �b0¿��

"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 interface interface-id 0¿���M�•�Ï�î�º�†�æ���K�
�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 3 authentication order [dot1x | mab] | 
{ webauth}

>&�õ�–>'�Ï�î�º�V�[�Q#Ý�I�€�•1�0É�‰�'�b8p�Î�†0¿���K�r�M��

�«�̧ �µ�É 4 authentication priority [dot1x | mab] | 
{ webauth}

>&�õ�–>'1�0É�‰�'�†�Ï�î�º  �É�Û�–�œ�Ü�¸�•  �Ü�«�º�_3ã�•�K�r�M��

�«�̧ �µ�É 5 show authentication >&�õ�–>'0¿���†&�1��K�r�M��

�«�̧ �µ�É 6 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 interface interface-id 0¿���M�•�Ï�î�º�†�æ���K�
�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 3 authentication control-direction {both | in} >&�õ�–>'�Ï�î�º�D�š�†�"�M�‰�¥�Ô�î�»�r�S�c�n�‰�¥�Ô�î�»�_0¿��
�K�r�M��

�«�̧ �µ�É 4 authentication fallback name >&�õ�–>' 802.1x 1�0É�†�§�Ï�î�º�K�^�8�¡�Û�–�”�å�º#Ý�b�Ç�›�î�Ý
�Â�µ�¡�‰�2�\�K�Z  Web 1�0É�†�Q#Ý�M�•�|�:�Ï�î�º�†0¿���K�r�M��

�«�̧ �µ�É 5 authentication host-mode [multi-auth  | 
multi-domain  | multi-host | single-host]

>&�õ�–>'�Ï�î�º�V�[1�0É�Ð�¿�î�ª�Õ  �Ô�î�»�†0¿���K�r�M��

�«�̧ �µ�É 6 authentication open >&�õ�–>'�Ï�î�º�V�[�œ�î�É�å  �”�¡�­�«�†�–�¿�î�È�Ý�r�S�c�¹�•
�­�î�È�Ý�_�K�r�M��

�«�̧ �µ�É 7 authentication order [dot1x | mab] | 
{ webauth}

>&�õ�–>'�Ï�î�º�V�[�Q#Ý�I�€�•1�0É�‰�'�b8p�Î�†0¿���K�r�M��

�«�̧ �µ�É 8 authentication periodic >&�õ�–>'�Ï�î�º�V�[
Ì1�0É�†�–�¿�î�È�Ý�r�S�c�¹�•�­�î�È�Ý�_�K
�r�M��

�«�̧ �µ�É 9 authentication port-control { auto | 
force-authorized | force-un authorized}

>&�õ�–>'�Ï�î�º�b0Á�•�«�¸�î�º�b�m�·�D�š�†�–�¿�î�È�Ý�_�K�r�M��
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'¨  12 'v       IEEE 802.1x �Ï�î�º�Ë�î�«1�0É�b0¿��
802.1x 1�0É�b0¿��
���b�[�[�c�
�Ï�î�º�b  Open1x �†0¿���M�•�‰�2�†&g�K�r�M��

Switch#  configure terminal
Switch(config)#  interface gigabitethernet1/1

Switch(config)# authentication control-direction both
Switch(config)# au ten tic at ion fallback  profile1
Switch(config)# authentication host-mode multi-auth
Switch(config)# authentication open
Switch(config)# authentication order dot1x webauth
Switch(config)# authentication periodic
Switch(config)# authentication port-control auto

�Ï�î�º�V�[�b  802.1x 1�0É�b�¹�•�­�î�È�Ý�ì

802.1x 1�0É�†�Ï�î�º�[�¹�•�­�î�È�Ý�_�M�•�_�c�
 no dot1x pae �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

�Ï�î�º�[  802.1x 1�0É�†�¹�•�­�î�È�Ý�_�M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M���G�b�m
8p�c�õ�–�[�M��

802.1x Port Access Entity>&PAE; �Ï�î�º  �”�¡�­�«  �š�å�¸�•�¸�•>'�œ�î�­�å�¸�•�£�î�±�\�K�Z�Ï�î�º�†
0¿���M�•�_�c�
 dot1x pae authenticator �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K
�r�M���G�b0¿���[�c�
�Ï�î�º�[  802.1x �@�–�¿�î�È�Ý�_�^�~�r�M�@�
�Ï�î�º�_�K)F�I�€�S�¡�Û�–�”�å�º
�c0Á�•�I�€�r�O�‡��

���b�[�[�c�
�Ï�î�º�b  802.1x 1�0É�†�¹�•�­�î�È�Ý�_�M�•�‰�2�†&g�K�r�M��

Switch(config)#  interface gigabitethernet1/1

Switch(config-if)# no dot1x pae authenticator

�«�̧ �µ�É 10 show authentication >&�õ�–>'0¿���†&�1��K�r�M��

�«�̧ �µ�É 11 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��

�¥�Ð�å�» % $×

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 interface interface-id 0¿���M�•�Ï�î�º�†�æ���K�
�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  
�Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 3 no dot1x pae �Ï�î�º�V�[  802.1x 1�0É�†�¹�•�­�î�È�Ý�_�K�r�M��

�«�̧ �µ�É 4 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 5 show authentication interface 
interface-id

0¿���†&�1��K�r�M��

�«�̧ �µ�É 6 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��
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802.1x �b)+0£�_���>�|�g�«�¸�î�±�«�b/²&g
802.1x 1�0É0¿���b�¹�Ç�›�Ý�º�Í�l�b�Ü�­�µ�º

802.1x 1�0É0¿���†�¹�Ç�›�Ý�º�Í�_�`�M�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M���G�b�m8p�c
�õ�–�[�M��

802.1x �b)+0£�_���>�|�g�«�¸�î�±�«�b/²&g
�M�m�Z�b�Ï�î�º�_6õ�M�•  802.1x )+0£�_���†/²&g�M�•�_�c�
 show dot1x all statistics "I�’  EXEC �¥�Ð�å
�»�†�Q#Ý�K�r�M��"I���b�Ï�î�º�_6õ�M�•  802.1x )+0£�_���†/²&g�M�•�_�c�
 show dot1x statistics 
interface interface-id "I�’  EXEC �¥�Ð�å�»�†�Q#Ý�K�r�M��

�«�–�µ�³�_6õ�M�•  802.1x 'ö#.�>�|�g�·�8�«�¸�î�±�«�†/²&g�M�•�_�c�
 show dot1x all [details | 
statistics | summary] "I�’  EXEC �¥�Ð�å�»�†�Q#Ý�K�r�M��"I���b�Ï�î�º�_6õ�M�•  802.1x 'ö#.�>�|�g�·
�8�«�¸�î�±�«�†/²&g�M�•�_�c�
 show dot1x interface interface-id "I�’  EXEC �¥�Ð�å�»�†�Q#Ý�K�r�M��

Cisco IOS Release 12.2(55)SE �è7F�[�c�
 no dot1x logging verbose �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù
�å  �¥�Ð�å�»�†�Q#Ý�K�Z�

Õ6×�^  802.1x 1�0É�Ó�µ�­�î�ª�†�Ç�•�Ý�±�Ü�å�¢�[�A�r�M�� ��1�0É�Ð�¿�î�ª�Õ  
CLI �¥�Ð�å�»�� >&P.12-9>' �†�g!·�K�Z�C�T�I�8��

���Š�Ç�•�î�Ý�»�b0ò(ý�_�X�8�Z�c�
�G�b�Ü�Ü�î�«�_�P�Â�M�•�¥�Ð�å�»  �Ü�Ç�“�Þ�å�«�†�g!·�K�Z�C�T�I
�8��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 interface interface-id �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�
0¿���M�•
�Ï�î�º�†�æ���K�r�M��

�«�̧ �µ�É 3 dot1x default 802.1x �Ã�Û�Ó�î�±�†�¹�Ç�›�Ý�º�Í�_�`�K�r�M��

�«�̧ �µ�É 4 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 5 show authentication interface 
interface-id

0¿���†&�1��K�r�M��

�«�̧ �µ�É 6 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��
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802.1x �b)+0£�_���>�|�g�«�¸�î�±�«�b/²&g
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Web �Ë�î�«1�0É�b0¿��

�G�b'v�[�c�
 Web �Ë�î�«1�0É�†0¿���M�•�‰�2�_�X�8�Z1��Â�K�r�M��
Æ���c���b�\�>�~�[�M��

• �� Web �Ë�î�«1�0É�b�+0[�� >&P.13-1>'

• �� Web �Ë�î�«1�0É�b0¿���� >&P.13-9>'

• �� Web �Ë�î�«1�0É�«�¸�î�±�«�b/²&g�� >&P.13-17>'

>&�@>' �G�b'v�[�Q#Ý�M�•�«�–�µ�³  �¥�Ð�å�»�b�S�e�>�|�g�Q#Ý�‰�2�b0ò(ý�_�X�8�Z�c�
�G�b�Ü�Ü�î�«�_�P�Â�M
�•�¥�Ð�å�»  �Ü�Ç�“�Þ�å�«�†�g!·�K�Z�C�T�I�8��

Web �Ë�î�«1�0É�b�+0[
IEEE 802.1x �§�É�Ü�•�å�º�@��/œ�I�€�Z�8�^�8�Í�«�º  �©�«�¸�Ò�b�š�å�»  �Ø�î�¨�†1�0É�M�•�_�c�
 Web 
1�0É�É�ß�Ÿ�© �\�ç�d�€�•  Web �Ë�î�«1�0É�µ+��†�Q#Ý�K�r�M��

>&�@>' Web �Ë�î�«1�0É�c�
�Þ�–�Ö  2 �>�|�g�Þ�–�Ö  3 �–�å�±�î�Ç�™�–�«�V�_0¿���[�A�r�M��

HTTP �­�µ�©�Ù�å�†6ä���M�•�\�
 Web �Ë�î�«1�0É�c�
�Í�«�º�?�}�b
°�Š  HTTP �Ã�£�µ�º�†�æ/œ�w�™�K�

�Ø�î�¨�_  HTML �ß�¢�–�å  �Ì�î�ª�†3æ�™�K�r�M���Ø�î�¨�c�¡�Þ�¹�å�©�Õ�Ý�†
°�Š�K�r�M���G�b�¡�Þ�¹�å
�©�Õ�Ý�c�
 Web �Ë�î�«1�0É�µ+��_�|�~�
1�0É�b�S�u�_  Authentication, Authorization, Accounting

>&AAA; 1�0É�
0Á�•�
�”�•�˜�å�¸�•�å�¢>'�§�î�Â�_3æ�™�I�€�r�M��

1�0É�_�B�Œ�K�S���œ�
 Web �Ë�î�«1�0É�c�
�ß�¢�–�å�b�B�Œ�†&g�M  HTML �Ì�î�ª�†�Í�«�º�_3æ�™�K�

AAA �§�î�Â�?�}3É�I�€�S�”�¡�­�«  �Ï�Ü�©�î�†4:#Ý�K�r�M��

1�0É�_�»�K�K�S���œ�
 Web �Ë�î�«1�0É�c�
�ß�¢�–�å�b�»�K�†&g�M  HTML �Ì�î�ª�†�Ø�î�¨�_3?3æ�K�
�ß
�¢�–�å�†
Ì0è/œ�M�•�|�:�_�
�Ø�î�¨�_�É�ß�å�É�º�†/²&g�K�r�M���q�±0è/œ�G�X�†2x4#�K�S���œ�
 Web 
�Ë�î�«1�0É�c�
�ß�¢�–�å�b�‡7H�)�€�†&g�M  HTML �Ì�î�ª�†�Í�«�º�_3?3æ�K�
�G�b�Ø�î�¨�c�…�µ�‡6ë�p�

�˜�›�µ�³  �Ü�«�º�_3U�O�}�€�r�M��

�G�G�[�c�
 AAA �b�M4Š�\�K�Z�b  Web �Ë�î�«1�0É�b�z�m�_�X�8�Z1��Â�K�r�M��

• ���¹�Â�–�«�b�z�m�� >&P.13-2>'

• ���Í�«�º�b�è���� >&P.13-2>'

• ���­�µ�©�Ù�å�b�8�B�� >&P.13-3>'

• ��1�0É�É�ß�­�«�� >&P.13-3>'
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Web �Ë�î�«1�0É�b�+0[
• �� Web 1�0É�•�«�±�Ð�–�¬�•+��^  Web �Ì�î�ª�� >&P.13-6>'

• ���Q�b�Ú�b�µ+��\  Web �Ë�î�«1�0É�b%&�«�8#Ý�� >&P.13-7>'

�¹�Â�–�«�b�z�m

Web �Ë�î�«1�0É�[�c�
�¿�µ�º�á�î�¡�V�b�¹�Â�–�«�_���b�|�:�^�[�w�b�z�m�@�6�~�r�M��

• �¡�Û�–�”�å�º >8LAN �>�|�g�«�–�µ�³  �§�î�Å�«�l�b�”�¡�­�«�†0[�Ó�K�
�«�–�µ�³�?�}�b0[�Ó�_�Â'Å
�M�•�¹�Â�–�«>&�á�î�¡�«�¸�î�©�Ù�å>' ���G�b�á�î�¡�«�¸�î�©�Ù�å�[�c�
 Java Script �@�–�¿�î�È�Ý�_
0¿���I�€�S  HTML �È�Û�˜�¨�@��/œ�I�€�Z�8�•�²0[�@�6�~�r�M��

• 1�0É�§�î�Â >8�¡�Û�–�”�å�º�†1�0É�K�r�M��1�0É�§�î�Â�c�¡�Û�–�”�å�º�b1‘�9�_���†&�1��K�
�Q�b�¡
�Û�–�”�å�º�_  LAN �>�|�g�«�–�µ�³  �§�î�Å�«�l�b�”�¡�­�«�†0Á�•�M�•�?�
�Ä�°�M�•�?�†�«�–�µ�³�_
3û%±�K�r�M��

• �«�–�µ�³ >8�¡�Û�–�”�å�º�b1�0É�«�¸�î�±�«�_�ö�Y�8�Z�
�¿�µ�º�á�î�¡�l�b"@#.�”�¡�­�«�†�D�š�K�r
�M���«�–�µ�³�c�¡�Û�–�”�å�º�\1�0É�§�î�Â�\�b�ð�Ó/æ*(>&�É�ß�Ÿ�©>'�\�K�Z�·�8�K�
�¡�Û�–�”�å�º
�_1‘�9�_���†0[�Ó�K�
�Q�b�_���†1�0É�§�î�Â�[&�1��K�
�¡�Û�–�”�å�º�_�Â'Å�†�Ü�Þ�î�K�r�M��

�W 13-1 �c�
�¿�µ�º�á�î�¡�[�b�G�€�}�b�¹�Â�–�«�b�z�m�†&g�K�Z�8�r�M��

�W 13-1 Web �Ë�î�«1�0É�¹�Â�–�«�b�z�m

�Í�«�º�b�è��

�«�–�µ�³  �c�
�è���I�€�S�Í�«�º�_6õ�M�•�_���†�A(á�M�•�S�u�_�
 IP �¹�Â�–�«  �º�Û�µ�Ÿ�å�¢  �¸�î�È�Ý�†
)T�â�K�r�M��

>&�@>' �¹�Ç�›�Ý�º�[�c�
�«�–�µ�³�b  IP �¹�Â�–�«  �º�Û�µ�Ÿ�å�¢�µ+��c�¹�•�­�î�È�Ý�_0¿���I�€�Z�8�r�M�� Web 
�Ë�î�«1�0É�†�Q#Ý�M�•�_�c�
 IP �¹�Â�–�«�b�º�Û�µ�Ÿ�å�¢�µ+��†�–�¿�î�È�Ý�_�M�•�²0[�@�6�~�r�M��

�Þ�–�Ö  2 �–�å�±�î�Ç�™�–�«�[�c�
 Web �Ë�î�«1�0É�c�
�G�€�}�b�Ó�•�½�¬�Ò�†�Q#Ý�K�Z�
 IP �Í�«�º�†�è
���K�r�M��

• ARP �Ë�î�«�b�º�Ü�ž�î>8 ARP �Ü�²�–�Þ�¡�º  ACL �_�|�~�
 Web �Ë�î�«1�0É�c�
�«�±�¸�•�µ�¡  IP �”
�»�Þ�«�
�r�S�c�²�–�¼�Ñ�µ�¡  IP �”�»�Þ�«�†�â�X�Í�«�º�†�è���[�A�r�M��

• �²�–�¼�Ñ�µ�¡  ARP �–�å�«�Ì�¡�©�Ù�å��

• DHCP �«�¾�î�Æ�å�¢>8�«�–�µ�³�_�|�~�
�G�b�Í�«�º�_�P�M�•  DHCP �Â�–�å�¹�•�å�¢  �š�å�º�Ü�@�8
�B�I�€�•�\�
 Web �Ë�î�«1�0É�_3û%±�@3æ�}�€�r�M��

�b �o�"�,�9�o�*�Z�f
9Ô�"�\�����f�;9Õ

Catalyst �,���6�4
�ù�Ú�ê

Cisco �^�o�2

.z.=
�(�o�C

9ÔRADIUS9Õ

79
54

9
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Web �Ë�î�«1�0É�b�+0[
�­�µ�©�Ù�å�b�8�B

Web �Ë�î�«1�0É�_�|�~�
�‚�K�8�Í�«�º�@�è���I�€�•�\�
���b�|�:�_�­�µ�©�Ù�å�@�8�B�I�€�r�M��

• �[�¥�Ü�«�º�†�Þ�Å�×�î�K�r�M��

�Í�«�º  IP �@�[�¥�Ü�«�º�_�µ�r�€�Z�8�•���œ�
�G�b�[�¥�Ü�«�º  �š�å�º�Ü�?�}�Ï�Ü�©�î�@4:#Ý�I�€�

�­�µ�©�Ù�å�@&�'g�I�€�r�M��

• 1�0É�Â�–�Ã�«�†�Þ�Å�×�î�K�r�M��

�Í�«�º  IP �@�[�¥�Ü�«�º�_�µ�r�€�Z�8�^�8���œ�
 Web �Ë�î�«1�0É�c  NonResponsive-Host>&NRH; �Â
'Å�K�^�8�Í�«�º>'0[�Ó�†�§�î�Â�_3æ�™�K�r�M��

�§�î�Â�b�Â'Å�@  access accepted �[�6�W�S���œ�
1�0É�c�G�b�Í�«�º�_�Â�–�Ã�«�I�€�r�M���­�µ�©�Ù
�å�@&�'g�I�€�r�M��

• HTTP �–�å�±�î�­�É�º  ACL �†0¿���K�r�M��

NRH 0[�Ó�_�P�M�•�§�î�Â�b�Â'Å�@  access rejected �[�6�W�S���œ�
 HTTP �–�å�±�î�­�É�º  ACL �@
�”�¡�¸�•�È�ì�I�€�
�­�µ�©�Ù�å�c�Í�«�º�?�}�b  HTTP �º�Û�Ç�•�µ�¡�†�…�µ�K�r�M��

1�0É�É�ß�­�«

Web �Ë�î�«1�0É�†�–�¿�î�È�Ý�_�M�•�\�
���b�–�Ë�å�º�@$Î#Õ�K�r�M��

• �Ø�î�¨�@  HTTP �­�µ�©�Ù�å�†6ä���K�r�M��

• HTTP �º�Û�Ç�•�µ�¡�@�æ/œ�w�™�I�€�
1�0É�@6ä���I�€�r�M���«�–�µ�³�c�
�Ø�î�¨�_�ß�¢�–�å  �Ì�î
�ª�†3æ�™�K�r�M���Ø�î�¨�c�Ø�î�¨�¡�\�Ã�«�á�î�»�†
°�Š�K�r�M���«�–�µ�³�c�G�b�š�å�º�Ü�†1�0É
�§�î�Â�_3æ�™�K�r�M��

• 1�0É�_�B�Œ�K�S���œ�
�«�–�µ�³�c�
1�0É�§�î�Â�?�}�G�b�Ø�î�¨�b�”�¡�­�«  �Ï�Ü�©�î�†�²�˜�å�ß�î
�»�K�
�”�¡�¸�•�È�ì�K�r�M���ß�¢�–�å�b�B�Œ�Ì�î�ª�@�Ø�î�¨�_3æ�™�I�€�r�M

• 1�0É�_�»�K�K�S���œ�c�
�«�–�µ�³�c�ß�¢�–�å�b�»�K�Ì�î�ª�†3æ�™�K�r�M���Ø�î�¨�c�ß�¢�–�å�†
Ì0è
/œ�K�r�M���»�K�b�G�X�@0è/œ�G�X�b�q�±�Í�_4)�K�S���œ�
�«�–�µ�³�c�
�ß�¢�–�å�‡7H�)�€�Ì�î�ª�†
3æ�™�K�r�M���G�b�Í�«�º�c�˜�›�µ�³  �Ü�«�º�_
°�€�}�€�r�M���˜�›�µ�³  �Ü�«�º�b�±�–�Ò  �”�˜�º�‹�

�Ø�î�¨�c1�0É�É�ß�­�«�†
Ì0è/œ�M�•�G�\�@�[�A�r�M��

• 1�0É�§�î�Â�@�«�–�µ�³�_�Â'Å�K�^�8���œ�
 AAA �»�K�Ï�Ü�©�î�@0¿���I�€�Z�8�€�d�
�«�–�µ�³�c�»
�K�”�¡�­�«  �Ï�Ü�©�î�_�Í�«�º�†4:#Ý�K�r�M���ß�¢�–�å�b�B�Œ�Ì�î�ª�@�Ø�î�¨�_3æ�™�I�€�r�M  

>&���ß�î�•�Ý  Web 1�0É�Â�¼�î�� >&P.13-4>' �†�g!·>' ��

• �Í�«�º�@�Þ�–�Ö  2 �–�å�±�î�Ç�™�–�«�V�b  ARP �É�ß�î�È�_�Â'Å�K�^�?�W�S���œ�
�r�S�c�Í�«�º�@�Þ
�–�Ö  3 �–�å�±�î�Ç�™�–�«�[�”�–�»�Ý  �±�–�Ò�”�˜�º
Æ�_�º�Û�Ç�•�µ�¡�†3æ�™�K�^�?�W�S���œ�
�«
�–�µ�³  �c�¡�Û�–�”�å�º�†
Ì1�0É�K�r�M��

• �G�b�µ+��c�
�²�˜�å�ß�î�»�I�€�S�±�–�Ò�”�˜�º�
�r�S�c�ß�î�•�Ý�_0¿���I�€�S�­�µ�©�Ù�å  �±�–�Ò
�”�˜�º�†4:#Ý�K�r�M��

• Termination-Action �@ RADIUS �[�6�•���œ�
�G�b�µ+��c�
�§�î�Â�_  NRH 0[�Ó�†3æ�™�K�r�M��
Termination-Action �c�
�§�î�Â�?�}�b�Â'Å�_�µ�r�€�r�M��

• Termination-Action �@�¹�Ç�›�Ý�º�[�6�•���œ�
�­�µ�©�Ù�å�c�ë� �I�€�
4:#Ý�I�€�S�Ï�Ü�©�î�c�P7V
�I�€�r�M��
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Web �Ë�î�«1�0É�b�+0[
�ß�î�•�Ý  Web 1�0É�Â�¼�î

Web 1�0É�†�Q#Ý�K�Z�«�–�µ�³�_�ß�¢�–�å�K�S�\�A�_/²&g�I�€�•�Â�¼�î�†�8�B�[�A�r�M��

�G�b�Â�¼�î�c�
�ß�¢�–�å  �Ì�î�ª�\1�0É)��Ý�Ï�µ�É�”�µ�É  �Ì�î�ª�b�g�‰�_/²&g�I�€�r�M��

• 1�0É�B�Œ

• 1�0É�»�K

• 1�0É�‡7H�)�€

ip admission auth-proxy-banner http �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�Z�
�Â�¼�î
�†�8�B�[�A�r�M���ß�¢�–�å  �Ì�î�ª�_�c�
�¹�Ç�›�Ý�º�b�Â�¼�î�
 Cisco Systems�
�>�|�g  Switch 
host-name Authentication �@/²&g�I�€�r�M�� Cisco Systems �c�
 �W 13-2 �_&g�M�|�:�_�
1�0É)��Ý�b�Ï�µ
�É�”�µ�É  �Ì�î�ª�_/²&g�I�€�r�M��

�W 13-2 1�0É�B�Œ�Â�¼�î

�r�S�
 �W 13-3 �_&g�M�|�:�_�
�Â�¼�î�†�•�«�±�Ð�–�¬�M�•�G�\�v�[�A�r�M��

• �«�–�µ�³�
�Ý�î�±�
�r�S�c�û���¡�†�Â�¼�î�_3ã�•�M�•�_�c�
 ip admission auth-proxy-banner http 
banner-text �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

• �ß�¦�
�r�S�c�¸�Ÿ�«�º  �Ç�“�–�Ý�†�Â�¼�î�_3ã�•�M�•�_�c�
 ip admission auth-proxy-banner http 
file-path �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��
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Web �Ë�î�«1�0É�b�+0[
�W 13-3 �•�«�±�Ð�–�¬�I�€�S  Web �Â�¼�î

�Â�¼�î�@�–�¿�î�È�Ý�_�I�€�Z�8�^�8���œ�
 �W 13-4 �_&g�M�|�:�_�
 Web 1�0É�ß�¢�–�å#ì8��_�c�Ø�î�¨�¡
�\�Ã�«�á�î�»�b�²�–�”�ß�¢�Î�µ�¡�«�T�E�@/²&g�I�€�
�«�–�µ�³�_�ß�¢�–�å�K�S�\�A�_�c�Â�¼�î�c/²&g�I
�€�r�O�‡��

�W 13-4 �Â�¼�î�@/²&g�I�€�Z�8�^�8�ß�¢�–�å#ì8�

0ò(ý�_�X�8�Z�c�
 �� Cisco IOS Security Command Reference���>�|�g �� Web 1�0É�ß�î�•�Ý  �Â�¼�î�b0¿
���� >&P.13-16>' �†�g!·�K�Z�C�T�I�8��
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Web �Ë�î�«1�0É�b�+0[
Web 1�0É�•�«�±�Ð�–�¬�•+��^  Web �Ì�î�ª
Web �Ë�î�«1�0É�É�ß�­�«�[�c�
�«�–�µ�³
Æ4Š�b  HTTP �§�î�Â�c�
1�0É�p�b�¡�Û�–�”�å�º�_4Ä�™�I�€�•  
4 '�8®�b  HTML �Ì�î�ª�†�Í�«�º�K�r�M���§�î�Â�c�G�€�}�b�Ì�î�ª�†�Q#Ý�K�Z�
�Ø�î�¨�_���b  4 '�8®�b
1�0É�É�ß�­�«  �«�¸�î�º�†3û%±�K�r�M��

• �ß�¢�–�å>82(�A�_���@0[�Ó�I�€�Z�8�r�M��

• �B�Œ>8�ß�¢�–�å�_�B�Œ�K�r�K�S��

• �»�K>8�ß�¢�–�å�_�»�K�K�r�K�S��

• �‡7H�)�€>8�ß�¢�–�å�b�»�K�G�X�@�¨�M�B�Z�
�ß�¢�–�å  �­�µ�©�Ù�å�@�‡7H�)�€�_�^�~�r�K�S��

�@�–�¦8o

• �¹�Ç�›�Ý�º�b
Æ4Š  HTML �Ì�î�ª�b�æ�ƒ�~�_�
"‚+¬�b  HTML �Ì�î�ª�†�Q#Ý�M�•�G�\�@�[�A�r�M��

• �ß�¦�†�Q#Ý�M�•�G�\�v�[�A�r�M�K�
 �ß�¢�–�å �
 �B�Œ�
 �»�K �
�>�|�g �‡7H�)�€  Web �Ì�î�ª�[�¸�Ÿ�«
�º�†�æ���M�•�G�\�v�[�A�r�M��

• �Â�¼�î  �Ì�î�ª�[�
�ß�¢�–�å  �Ì�î�ª�b�¸�Ÿ�«�º�†�æ���[�A�r�M��

• �G�€�}�b�Ì�î�ª�c�
 HTML �[0°3Ù�I�€�Z�8�r�M��

• �B�Œ�Ì�î�ª�_�c�
"I���b  URL �_�”�¡�­�«�M�•�S�u�b  HTML �Ü�²�–�Þ�¡�º  �¥�Ð�å�»�†0°
°�M�•�²
0[�@�6�~�r�M��

• �G�b  URL �e�Ð�4�c�w� �^  URL>&�[>8http://www.cisco.com>'�[�^�E�€�d�^�~�r�O�‡���Y�ö
²�^  
URL �c�
 Web �È�Û�˜�¨�[�
 �� �Ì�î�ª�@0b�X�?�~�r�O�‡ ���r�S�c�G�€�_8®���M�•�š�Û�î�b�N�I�\�^�•
�•+��ö�@�6�~�r�M��

• HTTP 1�0É�[�Q#Ý�I�€�•  Web �Ì�î�ª�†0¿���M�•���œ�
�G�€�}�b�Ì�î�ª�_�c4:�)�^  HTML �¥�Ð�å�»
>&�[>8�Ì�î�ª�b�±�–�Ò  �”�˜�º�†0¿���
�/�•�ì�I�€�S�Ã�«�á�î�»�b0¿���
� �L�Ì�î�ª�@  2 �G3æ�™�I�€
�Z�8�^�8�G�\�b&�1��^�]>'�†0°
°�M�•�²0[�@�6�~�r�M .

• 0¿���I�€�S�ß�¢�–�å  �Ç�›�î�Ò�@�–�¿�î�È�Ý�_�I�€�Z�8�•���œ�
"I���b  URL �_�Ø�î�¨�†�Ü�²�–�Þ�¡
�º�M�•  CLI �¥�Ð�å�»�c�Q#Ý�[�A�r�O�‡��'ö#.*…�c�
 Web �Ì�î�ª�_�Ü�²�–�Þ�¡�º�@0¿���I�€�Z�8�•
�G�\�†�–0É�M�•�²0[�@�6�~�r�M��

• 1�0É�‹�
"I���b  URL �_�Ø�î�¨�†�Ü�²�–�Þ�¡�º�M�•  CLI �¥�Ð�å�»�†
°�Š�K�Z�?�}�
 Web �Ì�î�ª�†0¿
���M�•�¥�Ð�å�»�†
°�Š�K�S���œ�
"I���b  URL �_�Ø�î�¨�†�Ü�²�–�Þ�¡�º�M�•  CLI �¥�Ð�å�»�c� �Š�†
�â�U�r�O�‡��

• 0¿���I�€�S  Web �Ì�î�ª�c�
�«�–�µ�³�b�È�î�º  �Ç�Û�µ�©�×�
�r�S�c�Ç�Û�µ�©�×�_�¥�Æ�î�[�A�r�M��

• 0¿���I�€�S�Ì�î�ª�_�c�
�«�±�µ�¡  �Ð�«�±�î�r�S�c�Ó�å�Â�V�b�Ç�Û�µ�©�×�?�}�”�¡�­�«�[�A�r�M��

• �ß�¢�–�å  �Ì�î�ª�†  1 �X�b�Ç�Û�µ�©�×�V�_�
�B�Œ�Ì�î�ª�\�»�K�Ì�î�ª�†�9�b�Ç�Û�µ�©�×>&�S�\�<�d�

�«�±�µ�¡  �Ð�«�±�î�
�r�S�c�Ó�å�Â�b�Ç�Û�µ�©�×>'�_�M�•�G�\�@�[�A�r�M��

• 4 �Ì�î�ª�M�m�Z�†0¿���M�•�²0[�@�6�~�r�M��

• Web �Ì�î�ª�†�Q�W�Z�Â�¼�î  �Ì�î�ª�†0¿���K�S���œ�
�G�b�Â�¼�î  �Ì�î�ª�_�c� �Ý�c�6�~�r�O�‡��

• �©�«�¸�Ò  �¹�•�Þ�¡�º�Ü>&�S�\�<�d�
 flash�
 disk0�
 disk>'�_�–�Ñ�I�€�Z�8�Z�
�ß�¢�–�å  �Ì�î�ª�_/²
&g�M�•�²0[�b�6�•�ß�¦  �Ç�“�–�Ý>&�–�Ó�î�ª�
�Ç�Û�µ�©�×�
�œ�î�¹�•�œ�
�Å�¹�œ�^�]>'�M�m�Z�_�c�

�²�N�
 web_auth_<filename> �b�g�'�[�¡�S�†�X�E�Z�C�T�I�8��

• 0¿���I�€�S1�0É�É�ß�Ÿ�©�µ+��c�
 HTTP �\  SSL �b�g�‰�†�§�Ï�î�º�K�Z�8�r�M��

�W 13-5>&P.13-7>' �_&g�M�|�:�_�
�¹�Ç�›�Ý�º�b
Æ4Š  HTML �Ì�î�ª�†"‚+¬�b  HTML �Ì�î�ª�[*(�A�n�<�•
�G�\�@�[�A�r�M��1�0É�‹�b�Ø�î�¨�b�Ü�²�–�Þ�¡�º
›�[�

Æ4Š�B�Œ�Ì�î�ª�b�æ�ƒ�~�\�^�•  URL �†�æ���M
�•�G�\�v�[�A�r�M��
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Web �Ë�î�«1�0É�b�+0[
�W 13-5 �•�«�±�Ð�–�¬�•+��^1�0É�Ì�î�ª

0ò(ý�_�X�8�Z�c�
 ��1�0É�É�ß�Ÿ�©  Web �Ì�î�ª�b�•�«�±�Ð�–�¬�� >&P.13-14>' �†�g!·�K�Z�C�T�I�8��  

�Q�b�Ú�b�µ+��\  Web �Ë�î�«1�0É�b%&�«�8#Ý

• ���Ï�î�º  �­�Ÿ�×�Ü�¸�•�� >&P.13-7>'

• �� LAN �Ï�î�º  IP��>&P.13-7>'

• ���¤�î�º�˜�™�–  IP��>&P.13-8>'

• �� ACL��>&P.13-8>'

• ���¥�å�¸�Ÿ�«�º�Ë�î�«  �”�¡�­�«  �¥�å�º�ß�î�Ý�� >&P.13-8>'

• �� 802.1x 1�0É��>&P.13-8>'

• �� EtherChannel��>&P.13-8>'

�Ï�î�º  �­�Ÿ�×�Ü�¸�•

Web �Ë�î�«1�0É�\�Ï�î�º  �­�Ÿ�×�Ü�¸�•�c�
� �L�Ï�î�º�_0¿���[�A�r�M�� Web �Ë�î�«1�0É�c�Ï�î�º�†1�
0É�K�
�Ï�î�º  �­�Ÿ�×�Ü�¸�•�c�
�¡�Û�–�”�å�º�b  MAC �”�»�Þ�«�†�µ�t�M�m�Z�b  MAC �”�»�Þ�«�_�P�M�•
�¿�µ�º�á�î�¡  �”�¡�­�«�†'ö#.�K�r�M���G�b���œ�
�G�b�Ï�î�º�†�Ó�K�Z�¿�µ�º�á�î�¡�l�”�¡�­�«�[�A�•
�¡�Û�–�”�å�º�b�X�\�¢�Ý�î�É�†�D7H�[�A�r�M��

�Ï�î�º  �­�Ÿ�×�Ü�¸�•�†�–�¿�î�È�Ý�_�M�•�m8p�_�X�8�Z�c�
 ���Ï�î�º  �­�Ÿ�×�Ü�¸�•�b0¿���� >&P.29-9>' �†
�g!·�K�Z�C�T�I�8��

LAN �Ï�î�º  IP

LAN Port IP>&LPIP; LAN �Ï�î�º  IP>'�\�Þ�–�Ö  2 Web �Ë�î�«1�0É�c�
� �L�Ï�î�º�_0¿���[�A�r�M���Í
�«�º�c�
�r�N  Web �Ë�î�«1�0É�
���_  LPIP �Ï�«�³�Õ�è0É�†�Q#Ý�K�Z1�0É�I�€�r�M�� LPIP �Í�«�º  �Ï�Ü
�©�î�c�
 Web �Ë�î�«1�0É�b�Í�«�º  �Ï�Ü�©�î�_
ƒ
›�I�€�r�M��
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Web �Ë�î�«1�0É�b�+0[
Web �Ë�î�«1�0É�b�”�–�»�Ý�ì6ë�@ 6�¢�M�•�\�
 NAC �Ï�Ü�©�î�c�P7V�I�€�r�M���Í�«�º�@1�0É�I�€�
�Ï
�«�³�Õ�@
Ì�Ø�è0É�I�€�r�M��

�¤�î�º�˜�™�–  IP

VLAN �b�8�N�€�?�b�«�–�µ�³  �Ï�î�º�[  Web �Ë�î�«1�0É�@0¿���I�€�Z�8�•���œ�
�Þ�–�Ö  3 VLAN �–�å
�±�î�Ç�™�–�«�V�_  Gateway IP>&GWIP; �¤�î�º�˜�™�–  IP>'�†0¿���M�•�G�\�c�[�A�r�O�‡��

Web �Ë�î�«1�0É�c�¤�î�º�˜�™�–  IP �\� �L�Þ�–�Ö  3 �–�å�±�î�Ç�™�–�«�_0¿���[�A�r�M���¯�Ç�º�˜�™�”
�[�
�g�‰�b�µ+��b�Í�«�º  �Ï�Ü�©�î�@4:#Ý�I�€�r�M�� GWIP �Í�«�º  �Ï�Ü�©�î�c�
 Web �Ë�î�«1�0É�b�Í�«
�º  �Ï�Ü�©�î�_
ƒ
›�I�€�r�M��

ACL

�–�å�±�î�Ç�™�–�«�[  VLAN ACL �
�r�S�c  Cisco IOS ACL �†0¿���K�S���œ�
 ACL �c�
 Web �Ë�î�«1�0É
�b�Í�«�º  �Ï�Ü�©�î�@4:#Ý�I�€�S�‹�T�E�
�Í�«�º  �º�Û�Ç�•�µ�¡�_4:#Ý�I�€�r�M��

�Þ�–�Ö  2 Web �Ë�î�«1�0É�[�c�
�Ï�î�º�_�K)F�I�€�S�Í�«�º�?�}�b
°�Š�º�Û�Ç�•�µ�¡�_�X�8�Z�
 Port 
ACL>&PACL; �Ï�î�º  ACL>'�†�¹�Ç�›�Ý�º�b�”�¡�­�«  �Ï�Ü�©�î�\�K�Z0¿���M�•�²0[�@�6�~�r�M��1�0É
�‹�
 Web �Ë�î�«1�0É�b�Í�«�º  �Ï�Ü�©�î�c�
 PACL �_
ƒ
›�I�€�r�M��

>&�@>' �É�ß�Ÿ�©  ACL �†  Web �Ë�î�«1�0É�¡�Û�–�”�å�º#Ý�_0¿���M�•�\�
�É�ß�Ÿ�©  ACL �c1��•�É�ß�­�«�b�M4Š
�\�K�Z�²�˜�å�ß�î�»�I�€�
4:#Ý�I�€�r�M���K�S�@�W�Z�
 PACL �c�É�ß�Ÿ�©  ACL �b�”�¡�­�«  �¥�å�º�ß�î
�Ý �š�å�º�Ü>& ACE>'�†/²&g�K�r�M��

MAC ACL �\  Web �Ë�î�«1�0É�†� �L�–�å�±�î�Ç�™�–�«�_0¿���M�•�G�\�c�[�A�r�O�‡��

�”�¡�­�«  VLAN �@ VACL �Ÿ�Õ�É�³�Õ#Ý�_0¿���I�€�Z�8�•�Ï�î�º�_�c  Web �Ë�î�«1�0É�c0¿���[�A�r�O
�‡��

�¥�å�¸�Ÿ�«�º�Ë�î�«  �”�¡�­�«  �¥�å�º�ß�î�Ý

Context-Based Access Control>&CBAC; �¥�å�¸�Ÿ�«�º�Ë�î�«  �”�¡�­�«  �¥�å�º�ß�î�Ý>'�@�
�Ï�î�º  
VLAN �b�Þ�–�Ö  3 VLAN �–�å�±�î�Ç�™�–�«�[0¿���I�€�Z�8�•���œ�
 �Þ�–�Ö  2 �Ï�î�º�[  Web �Ë�î�«1�0É
�c0¿���[�A�r�O�‡��

802.1x 1�0É

�Ç�›�î�Ý�Â�µ�¡1�0É�Ó�¯�µ�»�\�K�Z0¿���M�•���œ�†7V�A�
 Web �Ë�î�«1�0É�c  802.1x 1�0É�\� �L�Ï�î�º
�V�_�c0¿���[�A�r�O�‡���Ç�›�î�Ý�Â�µ�¡1�0É�Ó�¯�µ�»�\�K�Z0¿���M�•���œ�†7V�A�
 Web �Ë�î�«1�0É�c  
802.1x 1�0É�\� �L�Ï�î�º�V�_�c0¿���K�^�8�G�\�†�N�á�K�r�M��

EtherChannel

Web �Ë�î�«1�0É�c�
�Þ�–�Ö  2 EtherChannel �–�å�±�î�Ç�™�–�«�V�_0¿���[�A�r�M�� Web �Ë�î�«1�0É0¿��
�c�
�M�m�Z�b�Ó�å�Â  �³�Õ�¿�Ý�_4:#Ý�I�€�r�M��
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Web �Ë�î�«1�0É�b0¿��
Web �Ë�î�«1�0É�b0¿��
• ���¹�Ç�›�Ý�º�b  Web �Ë�î�«1�0É�b0¿���� >&P.13-9>' 

• �� Web �Ë�î�«1�0É�b0¿���_6õ�M�•�@�–�¦8o�\�D(Ù�¦8o�� >&P.13-9>'

• �� Web �Ë�î�«1�0É�b0¿���±�«�¡  �Ü�«�º�� >&P.13-10>'

• ��1�0É�Ý�î�Ý�\�–�å�±�î�Ç�™�–�«�b0¿���� >&P.13-10>'

• �� AAA 1�0É�b0¿���� >&P.13-11>'

• ���«�–�µ�³�>�|�g  RADIUS �§�î�Â6ë�b3û�™�b0¿���� >&P.13-12>' 

• �� HTTP �§�î�Â�b0¿���� >&P.13-13>'

• �� Web �Ë�î�«1�0É�Ã�Û�Ó�î�±�b0¿���� >&P.13-16>'

• �� Web �Ë�î�«1�0É�Ÿ�Õ�µ�©�×  �š�å�º�Ü�b�P7V�� >&P.13-17>'

�¹�Ç�›�Ý�º�b  Web �Ë�î�«1�0É�b0¿��

/² 13-1 �c�
�¹�Ç�›�Ý�º�b  Web �Ë�î�«1�0É�b0¿���†&g�K�Z�8�r�M��

Web �Ë�î�«1�0É�b0¿���_6õ�M�•�@�–�¦8o�\�D(Ù�¦8o

• Web �Ë�î�«1�0É�c
°�Š�T�E�b�µ+��[�M��

• Web �Ë�î�«1�0É�c�
�”�¡�­�«  �Ï�î�º�T�E�[0¿���[�A�r�M�� Web �Ë�î�«1�0É�c�
�º�Û�å�¡  �Ï�î�º�

EtherChannel �Ó�å�Â  �Ï�î�º�
�r�S�c�²�–�¼�Ñ�µ�¡  �º�Û�å�¡  �Ï�î�º�[�c�§�Ï�î�º�I�€�Z�8�r�O�‡��

• Web �Ë�î�«1�0É�†0¿���M�•�S�_�
�–�å�±�î�Ç�™�–�«�[�¹�Ç�›�Ý�º�b  ACL �†0¿���M�•�²0[�@�6�~�r
�M���Þ�–�Ö  2 �–�å�±�î�Ç�™�–�«�_�P�K�Z�Ï�î�º  ACL �†0¿���M�•�?�
�r�S�c�Þ�–�Ö  3 �–�å�±�î�Ç�™
�–�«�_�P�K�Z  Cisco IOS ACL �†0¿���K�r�M��

• �«�±�¸�•�µ�¡�^  ARP �Ÿ�Õ�µ�©�×�@�m�~�\�Z�}�€�Z�8�•�Þ�–�Ö  2 �–�å�±�î�Ç�™�–�«�V�b�Í�«�º�c1�
0É�[�A�r�O�‡���G�€�}�b�Í�«�º�c  ARP �Ó�µ�­�î�ª�†3æ�™�K�^�8�S�u�
 Web �Ë�î�«1�0É�µ+��[�c�è
���I�€�r�O�‡��

• �¹�Ç�›�Ý�º�[�c�
�«�–�µ�³�b  IP �¹�Â�–�«  �º�Û�µ�Ÿ�å�¢�µ+��c�¹�•�­�î�È�Ý�_0¿���I�€�Z�8�r�M��
Web �Ë�î�«1�0É�†�Q#Ý�M�•�_�c�
 IP �¹�Â�–�«�b�º�Û�µ�Ÿ�å�¢�µ+��†�–�¿�î�È�Ý�_�M�•�²0[�@�6�~
�r�M��

/² 13-1 �¹�Ç�›�Ý�º�b  Web �Ë�î�«1�0É�b0¿��

�µ+� �¹�Ç�›�Ý�º0¿��

AAA �¹�•�­�î�È�Ý

RADIUS �§�î�Â

• IP �”�»�Þ�«

• UDP 1�0É�Ï�î�º

• Key

• �æ���^�K

• 1812

• �æ���^�K

!“�q�·�±�–�Ò�”�˜�º�b�¹�Ç�›�Ý�º�Í 3600 &Ê

!“�q�·�±�–�Ò�”�˜�º �–�¿�î�È�Ý
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Web �Ë�î�«1�0É�b0¿��
• �«�–�µ�³  HTTP �§�î�Â�†��/œ�M�•�_�c�
 IP �”�»�Þ�«�†�a�^�C�\�v  1 �X0¿���M�•�²0[�@�6�~�r�M��
�r�S�
�›�Í�«�º  IP �”�»�Þ�«�_�?4)�M�•�|�:�_�Ý�î�º�†0¿���M�•�²0[�v�6�~�r�M�� HTTP �§�î�Â�c�

�Í�«�º�_  HTTP �ß�¢�–�å  �Ì�î�ª�†3æ�™�K�r�M��

• 2 �Í�µ�É�è�V7³�€�S�\�G�•�_�6�•�Í�«�º�[�c�
 STP �º�Ï�ß�ª�b�š�f�_�|�~�
�Í�«�º  �º�Û�Ç�•�µ�¡�b
�?%T�M�•�Ï�î�º�@�š�ƒ�W�Z�K�r�W�S���œ�
�º�Û�Ç�•�µ�¡�@�õ�F�M�•�•+��ö�@�6�~�r�M���G�€�c�
�Þ
�–�Ö  2>&STP>'�º�Ï�ß�ª�b�š�f�‹�_�
 ARP �>�|�g  DHCP �b�f�‚�@3æ�™�I�€�Z�8�^�8���œ�_$Î#Õ�K
�r�M��

• Web �Ë�î�«1�0É�c�
�²�˜�å�ß�î�»�•+��^�Í�«�º  �Ï�Ü�©�î�\�K�Z�
 VLAN �m�~�\�Z�†�§�Ï�î�º�K�Z
�8�r�O�‡��

• IPv6 �º�Û�Ç�•�µ�¡�_�X�8�Z�c�
 Web �Ë�î�«1�0É�c�§�Ï�î�º�I�€�Z�8�r�O�‡��

• Web �Ë�î�«1�0É�>�|�g  Network Edge Access Topology>&NEAT>'�c�
%&�«�_�<�Ú$×�[�M���–�å
�±�î�Ç�™�–�«�V�[  NEAT �@�–�¿�î�È�Ý�b���œ�
 Web �Ë�î�«1�0É�†�Q#Ý�[�A�N�
�–�å�±�î�Ç�™�–�«
�V�[  Web �Ë�î�«1�0É�@��/œ�I�€�Z�8�•���œ�c�
 NEAT �†�Q#Ý�[�A�r�O�‡��

• Web �Ë�î�«1�0É�c�
 RADIUS 1��•�§�î�Â�T�E�†�§�Ï�î�º�K�r�M�� TACACS+ �§�î�Â�r�S�c�ß�î�•
�Ý1��•�c�Q#Ý�[�A�r�O�‡��

Web �Ë�î�«1�0É�b0¿���±�«�¡  �Ü�«�º

• ��1�0É�Ý�î�Ý�\�–�å�±�î�Ç�™�–�«�b0¿���� >&P.13-10>'

• �� AAA 1�0É�b0¿���� >&P.13-11>'

• ���«�–�µ�³�>�|�g  RADIUS �§�î�Â6ë�b3û�™�b0¿���� >&P.13-12>'

• �� HTTP �§�î�Â�b0¿���� >&P.13-13>'

• �� Web �Ë�î�«1�0É�Ã�Û�Ó�î�±�b0¿���� >&P.13-16>'

• �� Web �Ë�î�«1�0É�Ã�Û�Ó�î�±�b0¿���� >&P.13-16>'

• �� Web �Ë�î�«1�0É�Ÿ�Õ�µ�©�×  �š�å�º�Ü�b�P7V�� >&P.13-17>'

1�0É�Ý�î�Ý�\�–�å�±�î�Ç�™�–�«�b0¿��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 ip admission name name proxy http Web �Ë�î�«1�0É�[�Q#Ý�I�€�•1�0É�Ý�î�Ý�†0¿���K�r�M��

�«�̧ �µ�É 2 interface type slot/port �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�
 Web �Ë�î�«
�b1�0É�b�S�u�_�–�¿�î�È�Ý�_�I�€�•
°�Š�Þ�–�Ö  2 �r�S�c�Þ�–�Ö  3 �–�å�±�î
�Ç�™�–�«�†�æ���K�r�M��

type �_�c�
 fastethernet�
 gigabit ethernet�
�r�S�c  tengigabitethernet �†�æ
���[�A�r�M��

�«�̧ �µ�É 3 ip access-group name �¹�Ç�›�Ý�º  ACL �†4:#Ý�K�r�M��

�«�̧ �µ�É 4  ip admission name �æ���I�€�S�–�å�±�î�Ç�™�–�«�_  Web �Ë�î�«1�0É�†0¿���K�r�M��

�«�̧ �µ�É 5  exit �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 6  ip device tracking IP �¹�Â�–�«  �º�Û�µ�Ÿ�å�¢  �¸�î�È�Ý�†�–�¿�î�È�Ý�_�K�r�M��

�«�̧ �µ�É 7 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��
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Web �Ë�î�«1�0É�b0¿��
���_�
 Fast Ethernet �Ï�î�º  5/1 �[  Web �Ë�î�«1�0É�†�–�¿�î�È�Ý�_�M�•�[�†&g�K�r�M��

Switch(config)# ip admission name webauth1 proxy http
Switch(config)# interface fastethernet 5/1
Switch(config-if)# ip admission webauth1
Switch(config-if)# exit
Switch(config)# ip device tracking

���_�
0¿���†&�1��M�•�[�†&g�K�r�M��

Switch# show ip admission configuration
Authentication Proxy Banner not configured
Authentication global cache time is 60 minutes
Authentication global absolute time is 0 minutes
Authentication global init state time is 2 minutes
Authentication Proxy Watch-list is disabled

Authentication Proxy Rule Configuration
 Auth-proxy name webauth1
    http list not specified inactivity-time 60 minutes

Authentication Proxy Auditing is disabled
Max Login attempts per user is 5

AAA 1�0É�b0¿��

�«�̧ �µ�É 8 show ip admission configuration �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†/²&g�K�r�M��

�«�̧ �µ�É 9 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��

�¥�Ð�å�» % $×

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 aaa new-model AAA �µ+��†�–�¿�î�È�Ý�_�K�r�M��

�«�̧ �µ�É 2  aaa authentication login default group { tacacs+ 
| radius}

�ß�¢�–�å�ì�b1�0É�‰�2�b�Ü�«�º�†��*O�K�r�M��

�«�̧ �µ�É 3  aaa authorization auth-proxy default group 
{ tacacs+ | radius}

Web �Ë�î�«�b1�0É�[�Q#Ý�I�€�•1�0É�‰�2�b�Ü�«�º�†�8�B�K�r
�M��

�«�̧ �µ�É 4 radius-server host { hostname | ip-address} test 
username username

AAA �§�î�Â�†�æ���K�r�M��

�Ü�Ô�î�º  RADIUS �§�î�Â  �Í�«�º�b�Í�«�º�¡�r�S�c  IP �”�»�Þ
�«�†�æ���K�r�M��

test username username �c�
 RADIUS �§�î�Â�K)F�b+¬�·�¸�«
�º�†�–�¿�î�È�Ý�_�M�•�œ�É�©�Ù�å�[�M���æ���I�€�S  username 
�c�w� �^�Ø�î�¨�¡�[�6�•�²0[�c�6�~�r�O�‡��

�«�̧ �µ�É 5  radius-server key string �«�–�µ�³�\�
 RADIUS �§�î�Â�[�·�8�M�•  RADIUS �¹�î�Ô�å6ë
�[�Q#Ý�I�€�•1�0É�>�|�g�/�•�Ÿ�î�†0¿���K�r�M��0
�X�b  
RADIUS �§�î�Â�†�Q#Ý�M�•�_�c�
�Q�€�R�€�b�§�î�Â�[�G�b�¥
�Ð�å�»�†
°�Š�K�Z�C�T�I�8��

�«�̧ �µ�É 6 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r
�M��
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Web �Ë�î�«1�0É�b0¿��
���b�[�[�c�
 AAA �†�–�¿�î�È�Ý�_�M�•�‰�2�†&g�K�r�M��

Switch(config)# aaa new-model
Switch(config)# aaa authentication login default group radius
Switch(config)# aaa authorization auth-proxy default group radius

�«�–�µ�³�>�|�g  RADIUS �§�î�Â6ë�b3û�™�b0¿��  
RADIUS �­�Ÿ�×�Ü�¸�•  �§�î�Â�b1‘�9�_���c���b�\�>�~�[�M��

• �Í�«�º�¡

• �Í�«�º�b  IP �”�»�Þ�«

• �Í�«�º�¡�\"I���b  UDP �Ï�î�º$��•

• IP �”�»�Þ�«�\"I���b  UDP �Ï�î�º$��•  

IP �”�»�Þ�«�\  UDP �Ï�î�º$��•�b)��s�œ�ƒ�O�_�|�W�Z�
�M�–�b  ID �@�8�B�I�€�
�§�î�Â�b� �M  IP �”�»�Þ
�«�V�_�6�•0
�X�b  UDP �Ï�î�º�_  RADIUS 0[�Ó�†3æ�™�[�A�•�|�:�_�^�~�r�M��� �L  RADIUS �§�î�Â�V
�b$��^�•  2 �X�b�Í�«�º  �š�å�º�Ü�_� �L�§�î�Å�«>&�S�\�<�d1�0É>'�†0¿���K�S���œ�
 2 $��u�_0¿���I�€�S
�Í�«�º  �š�å�º�Ü�c�
�q�6�_0¿���I�€�S�Í�«�º  �š�å�º�Ü�b�Ç�™�î�Ý�œ�î�Â�î  �Â�µ�¡�”�µ�É�\�K�Z�·�8�K
�r�M�� RADIUS �Í�«�º  �š�å�º�Ü�c�
0¿���K�S8p�Î�_�‘�W�Z4E�¥�I�€�r�M��

RADIUS �§�î�Â  �Ã�Û�Ó�î�±�†0¿���M�•�m8p�c�
���b�\�>�~�[�M��

RADIUS �§�î�Â  �Ã�Û�Ó�î�±�†0¿���M�•���œ�c�
���b!l�_�@�–�K�Z�C�T�I�8��

• �9�b�¥�Ð�å�»�Û�–�å�_�c�
 key string �†�æ���K�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 ip radius source-interface interface_name RADIUS �Ã�£�µ�º�@�
�æ&g�I�€�S�–�å�±�î�Ç�™�–�«�b  
IP �”�»�Þ�«�†�â�X�G�\�†�æ���K�r�M��

�«�̧ �µ�É 2 radius-server host { hostname | ip-address} test 
username username

�Ü�Ô�î�º  RADIUS �§�î�Â  �Í�«�º�b�Í�«�º�¡�r�S�c  IP �”
�»�Þ�«�†�æ���K�r�M��

test username username �c�
 RADIUS �§�î�Â�K)F�b+¬
�·�¸�«�º�†�–�¿�î�È�Ý�_�M�•�œ�É�©�Ù�å�[�M���æ���I�€
�S username �c�w� �^�Ø�î�¨�¡�[�6�•�²0[�c�6�~�r�O�‡��

key �œ�É�©�Ù�å�c�
�«�–�µ�³�\  RADIUS �§�î�Â�b6ë�[�Q
#Ý�I�€�•1�0É�\�/�•�Ÿ�î�†�æ���K�r�M��

0
�X�b  RADIUS �§�î�Â�†�Q#Ý�M�•�_�c�
�Q�€�R�€�b
�§�î�Â�[�G�b�¥�Ð�å�»�†
°�Š�K�Z�C�T�I�8��

�«�̧ �µ�É 3 radius-server key string RADIUS �§�î�Â�V�[�·�8�M�•�«�–�µ�³�\  RADIUS �¹�î
�Ô�å�b6ë�[�Q#Ý�I�€�•1�0É�>�|�g�/�•�Ÿ�î�†0¿���K�r
�M��

�«�̧ �µ�É 4 radius-server vsa send authentication RADIUS �§�î�Â�?�}�b  ACL �b�²�˜�å�ß�î�»�†�–�¿�î�È
�Ý�_�K�r�M���G�b�µ+��c�
 Cisco IOS Release 
12.2(50)SG �[�§�Ï�î�º�I�€�Z�8�r�M��

�«�̧ �µ�É 5 radius-server dead-criteria tries num-tries RADIUS �§�î�Â�_3æ�™�I�€�S�Ó�µ�­�î�ª�l�b�Â'Å�@�^�8
���œ�_�
�G�b�§�î�Â�@8��”�¡�¸�•�È�[�6�•�\0b�^�M�r�[
�b3æ�™�G�X�†�æ���K�r�M���æ���[�A�•  num-tries �b(
�V
�c  1 >|  100 �[�M��
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Web �Ë�î�«1�0É�b0¿��
• key string �_�c�
�«�–�µ�³�\  RADIUS �§�î�Â�V�[�·�8�M�•  RADIUS �¹�î�Ô�å�\�b6ë�[�Q#Ý�M�•1�
0É�Ÿ�î�>�|�g�/�•�ì�Ÿ�î�†�æ���K�r�M�� key �c�e�Ð�4�[�6�~�
 RADIUS �§�î�Â�[�Q#Ý�I�€�Z�8�•�/
�•�ì�Ÿ�î�\�M+´�M�•�²0[�@�6�~�r�M��

• key string �†�æ���M�•���œ�
�Ÿ�î�b�p6ë�
�>�|�g�Ž�•�_�«�Ì�î�«�†�Q#Ý�K�r�M���Ÿ�î�_�«�Ì�î�«�†
�Q#Ý�M�•���œ�c�
�,#Ý'¢�@�Ÿ�î�b�M4Š�(�[�6�•���œ�†7V�A�
�,#Ý'¢�[�Ÿ�î�†�V�r�^�8�[�C�T�I�8��
�Ÿ�î�c  RADIUS �¹�î�Ô�å�[�Q#Ý�M�•�/�•�_�M+´�K�Z�8�•�²0[�@�6�~�r�M��

• �M�m�Z�b RADIUS �§�î�Â�_�X�8�Z�
�±�–�Ò�”�˜�º�

Ì3æ�™�G�X�
�>�|�g�/�•�Ÿ�î�Í�†�¢�ß�î�Â�Ý
�_0¿���M�•�_�c�
 radius-server host �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��
�G�€�}�b�œ�É�©�Ù�å�†�§�î�Â�"�)�[0¿���M�•�_�c�
 radius-server timeout�
 radius-server 
retransmit �
�>�|�g  radius-server key �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r
�M��0ò(ý�_�X�8�Z�c�
  

�� Cisco IOS Security Configuration Guide Release 12.2���>�|�g��  Cisco IOS Security Command 
Reference Release 12.2���†�g!·�K�Z�C�T�I�8

http://www.cisco.com/en/US/docs/ios/12_2/security/command/reference/fsecur_r.html

>&�@>' RADIUS �§�î�Â�[�c�
�«�–�µ�³  IP �”�»�Þ�«�
�§�î�Â�\�«�–�µ�³�[
¹�w�I�€�•  key string�
�>�|�g  
Downloadable ACL>&DACL; �²�˜�å�ß�î�»�•+��^  ACL>'�^�]�b0¿���†/œ�:�²0[�@�6�~�r�M��0ò(ý�_�X
�8�Z�c�
 RADIUS �§�î�Â�b�Ð�½�×�”�Ý�†�g!·�K�Z�C�T�I�8��

���b�[�[�c�
�«�–�µ�³�[  RADIUS �§�î�Â  �Ã�Û�Ó�î�±�†0¿���M�•�‰�2�†&g�K�r�M��

Switch(config)# ip radius source-interface Vlan80
Switch(config)# radius-server host 172.l20.39.46 test username user1
Switch(config)# radius-server key rad123
Switch(config)# radius-server dead-criteria tries 2

HTTP �§�î�Â�b0¿��

Web �Ë�î�«1�0É�†�Q#Ý�M�•�_�c�
�«�–�µ�³�[  HTTP �§�î�Â�†�–�¿�î�È�Ý�_�M�•�²0[�@�6�~�r�M���G�b
�§�î�Â�c  HTTP �r�S�c  HTTPS �b�8�N�€�?�_�X�8�Z�–�¿�î�È�Ý�_�[�A�r�M��

�•�«�±�Ò1�0É�É�ß�Ÿ�©  Web �Ì�î�ª�†0¿���M�•�?�
�B�Œ�ß�¢�–�å�b�Ü�²�–�Þ�¡�©�Ù�å  URL �†�æ���K�r
�M��

>&�@>' ip http secure-secure �¥�Ð�å�»�†
°�Š�K�S�\�A�_�
�­�Ÿ�×�”1�0É�@&����_/œ�ƒ�€�•�|�:�_�M�•�_�c�

�Ø�î�¨�@  HTTP 0[�Ó�†3æ�™�K�S���œ�[�v�
�ß�¢�–�å  �Ì�î�ª�c�²�N  HTTPS>&�­�Ÿ�×�”  HTTP>'�g�'�_�^
�•�|�:�_�K�r�M��

• 1�0É�É�ß�Ÿ�©  Web �Ì�î�ª�b�•�«�±�Ð�–�¬

• �B�Œ�ß�¢�–�å�_�P�M�•�Ü�²�–�Þ�¡�©�Ù�å  URL �b�æ��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 ip http server HTTP �§�î�Â�†�–�¿�î�È�Ý�_�K�r�M�� Web �Ë�î�«1�0É�µ+��c�
 HTTP �§�î�Â�†�Q#Ý
�K�Z�Í�«�º�\3û�™�K�
�Ø�î�¨1�0É�†/œ�8�r�M��

�«�̧ �µ�É 2 ip http secure-server HTTPS �†�–�¿�î�È�Ý�_�K�r�M��
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Web �Ë�î�«1�0É�b0¿��
1�0É�É�ß�Ÿ�©  Web �Ì�î�ª�b�•�«�±�Ð�–�¬  

Web �Ë�î�«�b1�0É�p�
�«�–�µ�³�b�¹�Ç�›�Ý�º  HTML �Ì�î�ª�[�c�^�C�
�æ�ƒ�~�b  HTML �Ì�î�ª�@�Ø�î
�¨�_/²&g�I�€�•�|�:�_�
 Web 1�0É�†0¿���[�A�r�M��

�•�«�±�Ò1�0É�É�ß�Ÿ�©  Web �Ì�î�ª�b�Q#Ý�†�æ���M�•�_�c�
�r�N�
�•�«�±�Ò  HTML �Ç�“�–�Ý�†�«�–�µ�³
�b�Ç�Û�µ�©�×  �Ó�Ô�Ü�_�–�Ñ�K�
���_�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[�G�b�±�«�¡�†��/œ�K
�r�M��

�•�«�±�Ð�–�¬�I�€�S1�0É�É�ß�Ÿ�©  Web �Ì�î�ª�†0¿���M�•7•�_�c�
���b�@�–�¦8o�_�‘�W�Z�C�T�I�8��

• �•�«�±�Ò  Web �Ì�î�ª�µ+��†�–�¿�î�È�Ý�_�M�•�_�c�
�•�«�±�Ò  HTML �Ç�“�–�Ý�†  4 �¶�M�m�Z�æ���K
�r�M���æ���K�S�Ç�“�–�Ý�b�X�@  4 �¶�• 6�b���œ�

Æ4Š�¹�Ç�›�Ý�º  HTML �Ì�î�ª�@�Q#Ý�I�€�r�M��

• �G�€�}  4 �¶�b  HTML �Ç�“�–�Ý�c�
�«�–�µ�³�b�Ç�Û�µ�©�×  �Ó�Ô�Ü
Æ�_�Ñ�~�K�^�E�€�d�^�~�r�O�‡��
�›  HTML �Ç�“�–�Ý�b�q�±�§�–�¬�c  8 KB �[�M��

• �•�«�±�Ò  �Ì�î�ª�V�b�–�Ó�î�ª�c�M�m�Z�
�”�¡�­�«�•+��^  HTTP �§�î�Â�V�_�Ñ�~�K�^�E�€�d�^�~�r
�O�‡���–�å�±�î�­�É�º  ACL �c�
'ö#.�Ý�î�Ý
Æ�[0¿���K�r�M��

• �•�«�±�Ò  �Ì�î�ª�?�}�b�¥4Š�Ü�å�¡�c�M�m�Z�
'ö#.�Ý�î�Ý
Æ�[�b�–�å�±�î�­�É�º  ACL �b0¿���†�²0[
�\�K�r�M��

• �w� �^  DNS �§�î�Â�_�”�¡�­�«�M�•�_�c�
�¥4Š�Ü�å�¡�r�S�c�–�Ó�î�ª�_�²0[�^�¡�S0Ž�ô�[�
'ö#.
�Ý�î�Ý
Æ�_�–�å�±�î�­�É�º  ACL �†0¿���M�•�²0[�@�6�~�r�M��

• �•�«�±�Ò  Web �Ì�î�ª�µ+��@�–�¿�î�È�Ý�_0¿���I�€�Z�8�•���œ�
0¿���I�€�S  auth-proxy-banner �c�Q
#Ý�I�€�r�O�‡��

• �•�«�±�Ò  Web �Ì�î�ª�µ+��@�–�¿�î�È�Ý�_0¿���I�€�Z�8�•���œ�
�ß�¢�–�å�b�B�Œ�_�P�M�•�Ü�²�–�Þ
�¡�©�Ù�å  URL �c�Q#Ý�[�A�r�O�‡��

• �•�«�±�Ò  �Ç�“�–�Ý�b�æ���†0Ž7V�M�•�_�c�
�G�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M��

�•�«�±�Ò  �ß�¢�–�å  �Ì�î�ª�c�Ã�È�Ü�µ�¡  Web �Ç�›�î�Ò�[�6�•�S�u�
�G�b�Ì�î�ª�_�X�8�Z�c�
���b�@�–�¦
8o�_�‘�W�Z�C�T�I�8��

• �ß�¢�–�å  �Ç�›�î�Ò�c�
�Ø�î�¨�_�|�•�Ø�î�¨�¡�\�Ã�«�á�î�»�b
°�Š�†�w�E�Ü�E�
�G�€�}�†  uname �>
�|�g  pwd �\�K�Z&g�M�²0[�@�6�~�r�M��

• �•�«�±�Ò  �ß�¢�–�å  �Ì�î�ª�c�
�Ì�î�ª  �±�–�Ò�”�˜�º�
�/�•�ì�I�€�S�Ã�«�á�î�»�

Õ6×3æ�™�b75�F�^
�]�
 Web �Ç�›�î�Ò�_�P�M�•�Ë�«�º  �É�Û�¡�¸�•�«�_�‘�:�²0[�@�6�~�r�M��

���b�[�[�c�
�•�«�±�Ò1�0É�É�ß�Ÿ�©  Web �Ì�î�ª�†0¿���M�•�‰�2�†&g�K�r�M��

Switch(config)# ip admission proxy http login page file flash:login.htm
Switch(config)# ip admission proxy http success page file flash:success.htm

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 ip admission proxy http login page file 
device:login-filename

�«�–�µ�³�b�Ó�Ô�Ü  �Ç�“�–�Ý  �©�«�¸�Ò�[�
�¹�Ç�›�Ý�º�b
�ß�¢�–�å  �Ì�î�ª�b�æ�ƒ�~�_�Q#Ý�I�€�•�•�«�±�Ò  HTML 
�Ç�“�–�Ý�b�d�~�…�†�æ���K�r�M�� device: �c�Ç�Û�µ�©�×  
�Ó�Ô�Ü�[�M��

�«�̧ �µ�É 2 ip admission proxy http success page file 
device:success-filename

�¹�Ç�›�Ý�º�b�ß�¢�–�å�B�Œ�Ì�î�ª�b�æ�ƒ�~�_�Q#Ý�I�€�•
�•�«�±�Ò�b  HTML �Ç�“�–�Ý�b�d�~�…�†�æ���K�r�M��

�«�̧ �µ�É 3 ip admission proxy http failure page file 
device:fail-filename

�¹�Ç�›�Ý�º�b�ß�¢�–�å�»�K�Ì�î�ª�b�æ�ƒ�~�_�Q#Ý�I�€�•
�•�«�±�Ò�b  HTML �Ç�“�–�Ý�b�d�~�…�†�æ���K�r�M��

�«�̧ �µ�É 4 ip admission proxy http login expired page file 
device:expired-filename

�¹�Ç�›�Ý�º�b�ß�¢�–�å�‡7H�)�€�Ì�î�ª�b�æ�ƒ�~�_�Q#Ý�I
�€�•�•�«�±�Ò�b  HTML �Ç�“�–�Ý�b�d�~�…�†�æ���K�r�M��
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Web �Ë�î�«1�0É�b0¿��
Switch(config)# ip admission proxy http fail page file flash:fail.htm
Switch(config)# ip admission proxy http login expired page flash flash:expired.htm

���b�[�[�c�
�•�«�±�Ò1�0É�É�ß�Ÿ�©  Web �Ì�î�ª�b0¿���†&�1��M�•�‰�2�†&g�K�r�M��

Switch# show ip admission configuration
Authentication proxy webpage
 Login page           : flash:login.htm
 Success page         : flash:success.htm
 Fail Page            : flash:fail.htm
 Login expired Page   : flash:expired.htm

Authentication global cache time is 60 minutes
Authentication global absolute time is 0 minutes
Authentication global init state time is 2 minutes
Authentication Proxy Session ratelimit is 100
Authentication Proxy Watch-list is disabled
Authentication Proxy Auditing is disabled
Max Login attempts per user is 5

�B�Œ�ß�¢�–�å�_�P�M�•�Ü�²�–�Þ�¡�©�Ù�å  URL �b�æ��

1�0É�‹�_�

Æ4Š �B�Œ HTML �Ì�î�ª�†� �Ý$×�_*(�A�n�<�
�Ø�î�¨�b�Ü�²�–�Þ�¡�º
›�\�^�•  URL �†�æ��
�M�•�G�\�@�[�A�r�M��

�B�Œ�ß�¢�–�å�_�P�M�•�Ü�²�–�Þ�¡�©�Ù�å  URL �†0¿���M�•���œ�
���b�@�–�¦8o�_�‘�W�Z�C�T�I�8��

• �•�«�±�Ò1�0É�É�ß�Ÿ�©  Web �Ì�î�ª�µ+��@�–�¿�î�È�Ý�_0¿���I�€�Z�8�•���œ�
�Ü�²�–�Þ�¡�©�Ù�å  
URL �µ+��c�¹�•�­�î�È�Ý�_�I�€�
 CLI �[�c�Q#Ý�[�A�r�O�‡���Ü�²�–�Þ�¡�©�Ù�å�c�
�•�«�±�Ò  �ß�¢
�–�å�B�Œ�Ì�î�ª�[��/œ�[�A�r�M��

• �Ü�²�–�Þ�¡�©�Ù�å  URL �µ+��@�–�¿�î�È�Ý�_0¿���I�€�Z�8�•���œ�
0¿���I�€�S  auth-proxy-banner 
�c�Q#Ý�I�€�r�O�‡��

• �Ü�²�–�Þ�¡�©�Ù�å  URL �b�æ���†0Ž7V�M�•�_�c�
�G�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M��

���b�[�[�c�
�B�Œ�K�S�ß�¢�–�å�_�P�M�•�Ü�²�–�Þ�¡�©�Ù�å  URL �†0¿���M�•�‰�2�†&g�K�r�M��

Switch(config)# ip admission proxy http success redirect www.cisco.com

���b�[�[�c�
�B�Œ�K�S�ß�¢�–�å�_�P�M�•�Ü�²�–�Þ�¡�©�Ù�å  URL �†&�1��M�•�‰�2�†&g�K�r�M��

Switch# show ip admission configuration
Authentication Proxy Banner not configured
Customizable Authentication Proxy webpage not configured
HTTP Authentication success redirect to URL: http://www.cisco.com
Authentication global cache time is 60 minutes
Authentication global absolute time is 0 minutes
Authentication global init state time is 2 minutes
Authentication Proxy Watch-list is disabled
Authentication Proxy Max HTTP process is 7
Authentication Proxy Auditing is disabled
Max Login attempts per user is 5

�¥�Ð�å�» % $×

ip admission proxy http success redirect url-string �¹�Ç�›�Ý�º�b�ß�¢�–�å�B�Œ�Ì�î�ª�b�æ�ƒ�~�_�
�Ø�î�¨�b
�Ü�²�–�Þ�¡�º
›�\�^�•  URL �†�æ���K�r�M��
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Web �Ë�î�«1�0É�b0¿��
Web �Ë�î�«1�0É�Ã�Û�Ó�î�±�b0¿��

�»�K�[�A�•�ß�¢�–�å0è/œ�G�X�b�q�±�Í�†0¿���K�r�M���»�K�K�S0è/œ�G�X�@�G�b�Í�†2x�<�•�\�
�¡�Û�–�”
�å�º�c�…�µ�‡6ë�p�
�˜�›�µ�³  �Ü�«�º�_3U�O�}�€�r�M��

���b�[�[�c�
�»�K�ß�¢�–�å0è/œ�b�q�±�G�X�†  10 �_0¿���M�•�‰�2�†&g�K�r�M��

Switch(config)# ip admission max-login-attempts 10

Web 1�0É�ß�î�•�Ý  �Â�¼�î�b0¿��

Web 1�0É�@0¿���I�€�Z�8�•�«�–�µ�³�_�ß�î�•�Ý  �Â�¼�î�†0¿���M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p
�†��/œ�K�r�M��

���b�[�[�c�
 �� My Switch���\�8�:�•�«�±�Ò  �Ó�µ�­�î�ª�@/²&g�I�€�Z�8�•�ß�î�•�Ý  �Â�¼�î�†0¿���M�•�‰
�2�†&g�K�r�M��

Switch(config)  configure terminal
Switch(config)# aaa new-model
Switch(config)# aaa ip auth-proxy auth-proxy-banner C My Switch C 
Switch(config) end

ip auth-proxy auth-proxy-banner �¥�Ð�å�»�b0ò(ý�_�X�8�Z�c�
 Cisco.com �b�� Cisco IOS Security 
Command Reference���b�� Authentication Proxy Commands���†�g!·�K�Z�C�T�I�8��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 ip admission max-login-attempts number �»�K�[�A�•�ß�¢�–�å0è/œ�b�q9×�G�X�†0¿���K�r�M���æ��
�[�A�•(
�V�c  1 >|  2147483647 �G�[�M���¹�Ç�›�Ý�º�c  5 
�[�M��

�«�̧ �µ�É 2 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 3 show ip admission configuration 1�0É�É�ß�Ÿ�©0¿���†/²&g�K�r�M��

�«�̧ �µ�É 4 show ip admission cache 1�0É�š�å�º�Ü�b�Ü�«�º�†/²&g�K�r�M��

�«�̧ �µ�É 5 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ
�K�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 ip admission auth-proxy-banner http 
[banner-text | file-path]

�ß�î�•�Ý  �Â�¼�î�†�–�¿�î�È�Ý�_�K�r�M��

>&�õ�–>' C banner-text C �\
°�Š�K�Z�
�•�«�±�Ò  �Â�¼�î�†�8�B�K�r�M��
�G�G�[�
 C �c�
�)�~�e�Ð�
�r�S�c�Â�¼�î�_/²&g�I�€�•�Ç�“�–�Ý>&�[>8
�ß�¦�
�r�S�c�¸�Ÿ�«�º  �Ç�“�–�Ý>'�†&g�M�Ç�“�–�Ý  �Ã�«�[�M��

�«�̧ �µ�É 3 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 4 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��
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Web �Ë�î�«1�0É�«�¸�î�±�«�b/²&g
Web �Ë�î�«1�0É�Ÿ�Õ�µ�©�×  �š�å�º�Ü�b�P7V

���_�
 IP �”�»�Þ�« 209.165.201.1 �b�¡�Û�–�”�å�º�_�P�M�•  Web �Ë�î�«1�0É�­�µ�©�Ù�å�†�P7V�M�•�[�†
&g�K�r�M��

Switch# clear ip auth-proxy cache 209.165.201.1

Web �Ë�î�«1�0É�«�¸�î�±�«�b/²&g
�M�m�Z�b�–�å�±�î�Ç�™�–�«�
�r�S�c"I���b�Ï�î�º�_�P�M�•  Web �Ë�î�«�b1�0É0¿���†/²&g�M�•�m8p�c�

���b�\�>�~�[�M��

���_�
�¢�ß�î�Â�Ý�^  Web �Ë�î�«1�0É�b�«�¸�î�±�«�T�E�†/²&g�M�•�[�†&g�K�r�M��

Switch# show authentication sessions

���_�
� �ž�Å�µ�º  �–�å�±�î�Ç�™�–�«  3/27 �_�P�M�•  Web �Ë�î�«�b1�0É0¿���†/²&g�M�•�[�†&g�K�r�M��

Switch# show authentication sessions interface gigabitethernet 3/27

�¥�Ð�å�» % $×

clear ip auth-proxy cache { * | host ip address} Delete 1�0É�É�ß�Ÿ�©  �š�å�º�Ü�†�P7V�K�r�M�� �Ÿ�Õ�µ�©�×  
�š�å�º�Ü�M�m�Z�†�P7V�M�•�_�c�
�”�«�±�Ü�«�¡�†�Q#Ý�K
�r�M���©�å�¢�Ý  �Í�«�º�b�š�å�º�Ü�†�P7V�M�•�_�c�

½�/
$×�^  IP �”�»�Þ�«�†
°�Š�K�r�M��

clear ip admission cache { * | host ip address} Delete 1�0É�É�ß�Ÿ�©  �š�å�º�Ü�†�P7V�K�r�M�� �Ÿ�Õ�µ�©�×  
�š�å�º�Ü�M�m�Z�†�P7V�M�•�_�c�
�”�«�±�Ü�«�¡�†�Q#Ý�K
�r�M���©�å�¢�Ý  �Í�«�º�b�š�å�º�Ü�†�P7V�M�•�_�c�

½�/
$×�^  IP �”�»�Þ�«�†
°�Š�K�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 show authentication sessions 
[interface type slot/port] 

Web �Ë�î�«1�0É0¿���†/²&g�K�r�M��

type �_�c�
 fastethernet�
 gigabitethernet�
�r�S�c  
tengigabitethernet �†�æ���[�A�r�M��

>&�õ�–>'"I���b�–�å�±�î�Ç�™�–�«�_�P�M�•  Web �Ë�î�«1�
0É0¿���†/²&g�M�•�_�c�
�Ÿ�î�á�î�»  interface �†�Q#Ý�K
�r�M��
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'¨  13 'v       Web �Ë�î�«1�0É�b0¿��
Web �Ë�î�«1�0É�«�¸�î�±�«�b/²&g
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C H A P T E R 14

�–�å�±�î�Ç�™�–�«"I�ö�b0¿��

�G�b'v�[�c�
 IE 3000 �«�–�µ�³�V�_��*O�M�•�–�å�±�î�Ç�™�–�«  �±�–�É�\�
�Q�€�†0¿���M�•�‰�2�_�X�8�Z
1��Â�K�r�M��

�G�b'v�b
Æ���c�
���b�\�>�~�[�M��

• ���–�å�±�î�Ç�™�–�«  �±�–�É�b�+0[�� >&P.14-1>'

• ���–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�b�Q#Ý�‰�2�� >&P.14-8>'

• ���–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�b0¿���� >&P.14-13>'

• ���Þ�–�Ö  3 �–�å�±�î�Ç�™�–�«�b0¿���� >&P.14-22>'

• ���©�«�¸�Ò�q�±��3æ�"�)>& MTU>'�b0¿���� >&P.14-24>'

• ���–�å�±�î�Ç�™�–�«�b�Ô�½�±�Ü�å�¢�>�|�g�Ó�å�¸�¼�å�«�� >&P.14-26>'

>&�@>' �G�b'v�[�Q#Ý�M�•�¥�Ð�å�»�b�S�e�>�|�g�Q#Ý�‰�2�b0ò(ý�_�X�8�Z�c�
�G�b�Ü�Ü�î�«�_�P�Â�M�•�«�–�µ�³  
�¥�Ð�å�»  �Ü�Ç�“�Þ�å�«�>�|�g�� Cisco IOS Interface Command Reference�� Release 12.2 �†�g!·�K�Z�C�T
�I�8���G�€�_�c�
 Cisco.com �b�Í�î�Ò�Ì�î�ª>& [Documentation] > [Cisco IOS Software] > [12.2 
Mainline] > [Command References]>'�?�}�”�¡�­�«�•+��[�M��

�–�å�±�î�Ç�™�–�«  �±�–�É�b�+0[
�G�G�[�c�
�«�–�µ�³�_�|�W�Z�§�Ï�î�º�I�€�•�›'��–�å�±�î�Ç�™�–�«  �±�–�É�_�X�8�Z1��Â�M�•�\�\�v�_�

�G�€�}�b�–�å�±�î�Ç�™�–�«  �±�–�É�b0¿���_6õ�M�•0ò(ý�_���@0°3U�I�€�S'v�_�X�8�Z�v0•�l�K�r�M��

• ���Ï�î�º�Ë�î�«�b  VLAN ��>&P.14-2>'

• ���«�–�µ�³  �Ï�î�º�� >&P.14-2>'

• ���Ý�î�¸�µ�»  �Ï�î�º�� >&P.14-4>'

• ���«�–�µ�³�ì�•�–�å�±�î�Ç�™�–�«�� >&P.14-5>'

• �� EtherChannel �Ï�î�º  �¢�Ý�î�É�� >&P.14-6>'

• ���¹�×�”�Ý�Ã�î�Ã�«  �”�µ�É�Ü�å�¡  �Ï�î�º�� >&P.14-7>'

• ���–�å�±�î�Ç�™�–�«�b�K)F�� >&P.14-7>'
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'¨  14 'v       �–�å�±�î�Ç�™�–�«"I�ö�b0¿��
�–�å�±�î�Ç�™�–�«  �±�–�É�b�+0[
• ���–�å�±�î�Ç�™�–�«�b�K)F�� >&P.14-7>'

�Ï�î�º�Ë�î�«�b  VLAN
VLAN �c�
�Ø�î�¨�b"@#.$×�^�)*(�_6õ�€�^�C�
�µ+��
�³�î�Ò�
�r�S�c�”�É�Ü�£�î�©�Ù�å�^�]�[1=#.$×
�_�(�m�I�€�S�
�«�–�µ�³�_�|�•�¿�µ�º�á�î�¡�[�M��  VLAN �b0ò(ý�_�X�8�Z�c�
 '¨ 16 'v�� VLAN �b0¿
���� �†�g!·�K�Z�C�T�I�8���Ï�î�º�[�w�™�K�S�Ã�£�µ�º�@3?3æ�I�€�•�b�c�
�Q�b�w�™�Ï�î�º�\� �L  
VLAN �_�“�M�•�Ï�î�º�_7H�}�€�r�M��$��^�•  VLAN �V�b�¿�µ�º�á�î�¡  �¹�Â�–�«�c�
 VLAN 6ë�[�º�Û
�Ç�•�µ�¡�†�Ý�î�¸�•�å�¢�M�•�Þ�–�Ö  3 �¹�Â�–�«�@�^�E�€�d�
�«�8�_3û�™�[�A�r�O�‡��

VLAN �_�(�m�M�•�G�\�_�|�~�
 VLAN 
Æ�[�º�Û�Ç�•�µ�¡#Ý�b���[�^�Ç�“�–�”�˜�›�î�Ý�†��#'�K�r�M��
�r�S�
�›  VLAN �_�c�[�w�b  MAC �”�»�Þ�«  �¸�î�È�Ý�@�6�~�r�M�� VLAN �@1�1‘�I�€�•�b�c�
�ß�î�•�Ý  
�Ï�î�º�@  VLAN �_�P�Â�M�•�|�:�_0¿���I�€�S�\�A�
 VLAN �º�Û�å�Ÿ�å�¢  �É�ß�º�¥�Ý>& VTP>'�º�Û�å�¡
�V�b�¿�–�Â�î�?�}�Q�b�Ñ�~�†�Û*f�K�S�\�A�
�r�S�c�Ø�î�¨�@  VLAN �†�8�B�K�S�\�A�[�M��

VLAN �†0¿���M�•�_�c�
 vlan vlan-id �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�Z�

VLAN �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M���† =(
�V  VLAN >&VLAN ID 1 >|  1005>'�b  
VLAN 0¿���c�
 VLAN �¹�î�±�Ë�î�«�_�–�Ñ�I�€�r�M�� VTP �@�Â�î�ª�Ù�å  1 �r�S�c  2 �b���œ�_�
�Ñ�G(

�V VLAN >&VLAN ID �@ 1006 >|  4094>'�†0¿���M�•�_�c�
�q�6�_  VTP �Ô�î�»�†�º�Û�å�«�Ì�”�Þ�å�º�_
0¿���M�•�²0[�@�6�~�r�M���º�Û�å�«�Ì�”�Þ�å�º  �Ô�î�»�[�8�B�I�€�S�Ñ�G(
�V  VLAN �c�
 VLAN �¹�î�±
�Ë�î�«�_�c3ã�•�I�€�r�O�‡�@�
�«�–�µ�³�b��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�_�–�Ñ�I�€�r�M�� VTP �Â�î
�ª�Ù�å  3 �[�c�
 �¡�Û�–�”�å�º�r�S�c�§�î�Â  �Ô�î�»�[�Ñ�G(
�V  VLAN �†�8�B�[�A�r�M�� �G�€�}�b  VLAN 
�c  VLAN �¹�î�±�Ë�î�«�_�A(á�I�€�r�M��

switchport �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�M�•�\�
 VLAN �_�Ï�î�º�@3ã�•
�I�€�r�M��

• �–�å�±�î�Ç�™�–�«�†"I���K�r�M��

• �º�Û�å�¡  �Ï�î�º�_�c�
�º�Û�å�¡"I�ö�†0¿���K�
�²0[�_�Â�L�Z�
�d�“�[�A�•  VLAN �†��*O�K�r�M��

• �”�¡�­�«  �Ï�î�º�_�c�
�d�“�M�•  VLAN �†0¿���K�Z��*O�K�r�M��

• �º�å�¿�Ý  �Ï�î�º�b���œ�c�
 �•�«�±�Ð�î�[�w�b  VLAN �±�¢#Ý�_  VLAN ID �b0¿���\��*O�†/œ�8�r�M��
'¨ 20 'v�� IEEE 802.1Q �º�å�¿�Ü�å�¢�>�|�g�Þ�–�Ö  2 �É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢�b0¿���� �†�g!·�K�Z
�C�T�I�8��

�«�–�µ�³  �Ï�î�º
�«�–�µ�³  �Ï�î�º�c�
"@#.�Ï�î�º�_�P�Â�Ü�E�}�€�S�Þ�–�Ö  2 �S#Ý�–�å�±�î�Ç�™�–�«�[�M���«�–�µ�³  �Ï�î
�º�c�
�”�¡�­�«  �Ï�î�º�
�º�Û�å�¡  �Ï�î�º�
�r�S�c�º�å�¿�Ý  �Ï�î�º�b�8�N�€�?�_0¿���[�A�r�M���Ï�î�º
�c�
�”�¡�­�«  �Ï�î�º�r�S�c�º�Û�å�¡  �Ï�î�º�_0¿���[�A�r�M���r�S�
�Ï�î�º�"�)�[  Dynamic Trunking 
Protocol>&DTP>'�†'�
>�I�O�
�Ü�å�¡�b�v�:�M'ƒ�b�Ï�î�º�\�¿�¦�©�š�î�º�M�•�G�\�[�
�«�–�µ�³  �Ï�î�º  
�Ô�î�»�v0¿���[�A�r�M�� IEEE 802.1Q �º�Û�å�¡  �Ï�î�º�_�K)F�K�S8��P&à�Ü�å�¡�b�M4Š�\�K�Z�
�º�å�¿
�Ý �Ï�î�º�†�m�·�[0¿���M�•�²0[�@�6�~�r�M���«�–�µ�³  �Ï�î�º�c�
"@#.�–�å�±�î�Ç�™�–�«�>�|�g�P�Â�M
�•�Þ�–�Ö  2 �É�ß�º�¥�Ý�b'ö#.�_�Q#Ý�I�€�r�M��

�«�–�µ�³  �Ï�î�º�b0¿���_�c�
 switchport �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K
�r�M���Þ�–�Ö  3 �Ô�î�»�b�–�å�±�î�Ç�™�–�«�†�Þ�–�Ö  2 �Ô�î�»�_�M�•�_�c�
 switchport �¥�Ð�å�»�\  no 
�Ÿ�î�á�î�»�†�Q#Ý�K�r�M��

>&�@>' �Þ�–�Ö  3 �Ô�î�»�b�–�å�±�î�Ç�™�–�«�†�Þ�–�Ö  2 �Ô�î�»�_�K�S���œ�
�s8j�b�6�•�–�å�±�î�Ç�™�–�«�_6õ4�
�M�•�è�S�b0¿���_���@�˜�»�M�•�•+��ö�@�6�~�
�–�å�±�î�Ç�™�–�«�c�¹�Ç�›�Ý�º0¿���_�`�~�r�M��
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'¨  14 'v       �–�å�±�î�Ç�™�–�«"I�ö�b0¿��
�–�å�±�î�Ç�™�–�«  �±�–�É�b�+0[
�”�¡�­�«  �Ï�î�º�>�|�g�º�Û�å�¡  �Ï�î�º"I�ö�b0¿���_6õ�M�•0ò(ý�_�X�8�Z�c�
 '¨ 16 'v�� VLAN �b0¿����
�†�g!·�K�Z�C�T�I�8���º�å�¿�Ý  �Ï�î�º�b0ò(ý�_�X�8�Z�c�
 17 'v�b�� Configuring IEEE 802.1Q and 
Layer 2 Protocol Tunneling���†�g!·�K�Z�C�T�I�8��

�”�¡�­�«  �Ï�î�º

�”�¡�­�«  �Ï�î�º�c>&8b�Œ  VLAN �Ï�î�º�\�K�Z0¿���I�€�Z�8�•���œ�†7V�A>' 1 �X�b  VLAN �T�E�_�d�“
�K�
�Q�b  VLAN �b�º�Û�Ç�•�µ�¡�T�E�†��3æ�K�r�M���º�Û�Ç�•�µ�¡�c�
 VLAN �±�¢�@�Ü�8�Z�8�^�8�¿�–
�¸�•�È�g�'�[3æ�w�™�I�€�r�M���”�¡�­�«  �Ï�î�º�_%T�™�K�S�º�Û�Ç�•�µ�¡�c�
�Ï�î�º�_�m�~�\�Z�}�€�Z
�8�•  VLAN �_�d�“�M�•�\0b�^�I�€�r�M��

�”�¡�­�«  �Ï�î�º�@  802.1Q �±�¢�Ü�A�Ã�£�µ�º�†�w�™�K�S���œ�
�Q�b�Ã�£�µ�º�c�»�ß�µ�É�I�€�
3æ�™
–�”
�»�Þ�«�c�Û*f�I�€�r�O�‡��

2 '�8®�b�”�¡�­�«  �Ï�î�º�@�§�Ï�î�º�I�€�Z�8�r�M��

• �«�±�¸�•�µ�¡  �”�¡�­�«  �Ï�î�º���G�b�Ï�î�º�c�
�m�·�[  VLAN �_�m�~�\�Z�r�M>& IEEE 802.1x �[�Q
#Ý�M�•���œ�c  RADIUS �§�î�Â�†�Q#Ý�K�r�M>' ��0ò(ý�_�X�8�Z�c�
 �� VLAN �m�~�\�Z�†�Q#Ý�K�S  
802.1x 1�0É��>&P.12-16>' �†�g!·�K�Z�C�T�I�8��

• �²�–�¼�Ñ�µ�¡  �”�¡�­�«  �Ï�î�º�b  VLAN �Ó�å�Â�î�©�µ�É�c�
%T�™�Ã�£�µ�º�†3û�L�Z�Û*f�I�€�r�M��
�¹�Ç�›�Ý�º�[�c�
�²�–�¼�Ñ�µ�¡  �”�¡�­�«  �Ï�î�º�c�]�b  VLAN �b�Ó�å�Â�î�[�v�^�C�
�Ï�î�º�\�b��
3æ�c�Ï�î�º�b  VLAN �Ó�å�Â�î�©�µ�É�@�è���I�€�S�\�A�_�T�E�–�¿�î�È�Ý�_�^�~�r�M���«�–�µ�³�V
�b�²�–�¼�Ñ�µ�¡  �”�¡�­�«  �Ï�î�º�c�
 VLAN Membership Policy Server>&VMPS; VLAN �Ó�å�Â�î
�©�µ�É  �Ï�Ü�©�î  �§�î�Â>'�_�|�W�Z  VLAN �_�m�~�\�Z�}�€�r�M�� VMPS �†  Catalyst 6500 �©�Ü�î�¬  
�«�–�µ�³�_�M�•�G�\�c�[�A�r�M�@�
 IE 3000 �«�–�µ�³�c  VMPS �§�î�Â�\�K�Z�Q#Ý�[�A�r�O�‡��

�r�S�
 Cisco IP Phone �\�K)F�M�•�”�¡�­�«  �Ï�î�º�†�
 1 �X�b  VLAN �c8b�Œ�º�Û�Ç�•�µ�¡#Ý�_�
�v�:  1 
�X�b  VLAN �c  Cisco IP Phone �_�K)F�K�Z�8�•�¹�Â�–�«�?�}�b�¹�î�±  �º�Û�Ç�•�µ�¡#Ý�_�Q#Ý�M�•�|�:�_
0¿���[�A�r�M��8b�Œ  VLAN �Ï�î�º�b0ò(ý�_�X�8�Z�c�
 '¨ 18 'v��8b�Œ  VLAN �b0¿����  �†�g!·�K�Z�C�T
�I�8��

�º�Û�å�¡  �Ï�î�º

�º�Û�å�¡  �Ï�î�º�c0
�X�b  VLAN �b�º�Û�Ç�•�µ�¡�†��3æ�K�
�¹�Ç�›�Ý�º�[  VLAN �¹�î�±�Ë�î�«
Æ�b�M
�m�Z�b  VLAN �b�Ó�å�Â�\�^�~�r�M��

�«�–�µ�³�c  IEEE 802.1Q �º�Û�å�¡  �Ï�î�º�T�E�†�§�Ï�î�º�K�r�M�� IEEE 802.1Q �º�Û�å�¡  �Ï�î�º�c�
�±
�¢�Ü�A�\�±�¢�^�K�b�g�‰�b�º�Û�Ç�•�µ�¡�†� �ì�_�§�Ï�î�º�K�r�M�� IEEE 802.1Q �º�Û�å�¡  �Ï�î�º�c�

�¹�Ç�›�Ý�º�b  Port VLAN ID>&PVID; �Ï�î�º  VLAN ID >'�_�m�~�\�Z�}�€�
�M�m�Z�b�±�¢�^�K�º�Û
�Ç�•�µ�¡�c�Ï�î�º�b�¹�Ç�›�Ý�º  PVID �V�†�v�€�r�M�� NULL VLAN ID �†
��<�S�M�m�Z�b�±�¢�^�K�>�|
�g�±�¢�Ü�A�º�Û�Ç�•�µ�¡�c�
�Ï�î�º�b�¹�Ç�›�Ý�º  PVID �_�d�“�M�•�v�b�\0b�^�I�€�r�M��$Î�™�Ï�î�º�b
�¹�Ç�›�Ý�º  PVID �\'¼�K�8  VLAN ID �†�â�X�Ã�£�µ�º�c�
�±�¢�^�K�[3æ�™�I�€�r�M���g�~�b�º�Û�Ç�•�µ
�¡�c�M�m�Z�
 VLAN �±�¢�Ü�A�[3æ�™�I�€�r�M��

�¹�Ç�›�Ý�º�[�c�
�º�Û�å�¡  �Ï�î�º�c�
 VTP �_1�1‘�I�€�Z�8�•�M�m�Z�b  VLAN �b�Ó�å�Â�[�M�@�
�º�Û�å
�¡  �Ï�î�º�H�\�_  VLAN �b0Á�•�Ü�«�º�†0¿���K�Z�
 VLAN �Ó�å�Â�î�©�µ�É�†�D7H�[�A�r�M��0Á�•  
VLAN �b�Ü�«�º�c�
�Q�b�Ú�b�Ï�î�º�_�c�s8j�†�Z�<�r�O�‡�@�
�P�Â�º�Û�å�¡  �Ï�î�º�_�c�s8j�†�Z�<�r
�M���¹�Ç�›�Ý�º�[�c�
�Q#Ý�•+��^�M�m�Z�b  VLAN >&VLAN ID 1 >|  4094>'�@0Á�•�Ü�«�º�_�µ�r�€�r�M��
�º�Û�å�¡  �Ï�î�º�c�
 VTP �@ VLAN �†1�1‘�K�
 VLAN �@�–�¿�î�È�Ý"g�Â�_�6�•���œ�_7H�~�
 VLAN �b
�Ó�å�Â�î�_�^�•�G�\�@�[�A�r�M�� VTP �@�‚�K�8�–�¿�î�È�Ý  VLAN �†1�1‘�K�
�Q�b  VLAN �@�º�Û�å�¡  
�Ï�î�º�b0Á�•�Ü�«�º�_$Ï6��I�€�Z�8�•���œ�
�º�Û�å�¡  �Ï�î�º�c+¬�·$×�_�Q�b  VLAN �b�Ó�å�Â�_�^�~�

�º�Û�Ç�•�µ�¡�c�Q�b  VLAN �b�º�Û�å�¡  �Ï�î�º6ë�[3?3æ�I�€�r�M�� VTP �@�
 VLAN �b�º�Û�å�¡  �Ï�î�º
�b0Á�•�Ü�«�º�_$Ï6��I�€�Z�8�^�8�
�‚�K�8�–�¿�î�È�Ý  VLAN �†1�1‘�K�S���œ�
�Ï�î�º�c�Q�b  VLAN �b
�Ó�å�Â�î�_�c�^�}�N�
�Q�b  VLAN �b�º�Û�Ç�•�µ�¡�c�Q�b�Ï�î�º6ë�[3?3æ�I�€�r�O�‡��

�º�Û�å�¡  �Ï�î�º�b0ò(ý�_�X�8�Z�c�
 '¨ 16 'v�� VLAN �b0¿����  �†�g!·�K�Z�C�T�I�8��
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'¨  14 'v       �–�å�±�î�Ç�™�–�«"I�ö�b0¿��
�–�å�±�î�Ç�™�–�«  �±�–�É�b�+0[
�º�å�¿�Ý  �Ï�î�º

�º�å�¿�Ý  �Ï�î�º�c  IEEE 802.1Q �º�å�¿�Ü�å�¢�[�Q#Ý�I�€�
�§�î�Å�«�É�ß�Â�–�²�î  �¿�µ�º�á�î�¡�b�•�«
�±�Ð�î�b�º�Û�Ç�•�µ�¡�†�
� �L  VLAN $��•�†�Q#Ý�M�•�Q�b�Ú�b�•�«�±�Ð�î�?�}�(7³�K�r�M���§�î�Å�«
�É�ß�Â�–�²�î  �š�µ�ª  �«�–�µ�³�b�º�å�¿�Ý  �Ï�î�º�?�}�•�«�±�Ð�î�b�«�–�µ�³�b  IEEE 802.1Q �º�Û�å�¡  
�Ï�î�º�_�
8��P&à�Ü�å�¡�†0¿���K�r�M���š�µ�ª  �«�–�µ�³�_�º�å�¿�Ý  �Ï�î�º�†
°�Š�M�•�Ã�£�µ�º�c�
�M
�[�_�•�«�±�Ð�î  VLAN �_�|�W�Z  IEEE 802.1Q �±�¢�@�Ü�E�}�€�Z�>�~�
�§�î�Å�«  �É�ß�Â�–�²�î  �¿�µ�º
�á�î�¡�[�›�•�«�±�Ð�î�_�[�w�b  VLAN ID �†�µ�t�
�9�b�Þ�–�Ö�b  IEEE 802.1Q �±�¢>&�Ó�º�ß  �±�¢�\�ç
�d�€�•>'�_�|�W�Z�•�É�­�Ý�ì�I�€�r�M���±�¢�@�§5��_�Ü�8�S�Ã�£�µ�º�c�
�Q�b�Ú�b�•�«�±�Ð�î�b�v�b�\
�c$��^�•�

–�b�•�«�±�Ð�î�b  VLAN �@)T�â�I�€�Z�§�î�Å�«�É�ß�Â�–�²�î  �¿�µ�º�á�î�¡�†3û4#�K�r�M��
$Î�™�–�å�±�î�Ç�™�–�«�
�>�|�g�º�å�¿�Ý  �Ï�î�º�[�c�
�Ó�º�ß  �±�¢�@�P7V�I�€�Z�•�«�±�Ð�î�b�¿�µ�º
�á�î�¡�b�œ�Ü�ª�¼�Ý  VLAN $��•�@�v�“�I�€�r�M��

>&�@>' �º�å�¿�Ý  �Ï�î�º�c�
 IP �§�î�Å�«  �–�Ó�î�ª�@'�
>�K�Z�8�•�«�–�µ�³�[�T�E�§�Ï�î�º�I�€�r�M��

�º�å�¿�Ý  �Ï�î�º�c�
�º�Û�å�¡  �Ï�î�º�r�S�c�”�¡�­�«  �Ï�î�º�_�M�•�G�\�@�[�A�N�
�Q�€�R�€�b�•�«�±
�Ð�î�_�[�w�b  VLAN �_�“�M�•�²0[�@�6�~�r�M��

�º�å�¿�Ý  �Ï�î�º�b0ò(ý�_�X�8�Z�c�
 '¨ 20 'v�� IEEE 802.1Q �º�å�¿�Ü�å�¢�>�|�g�Þ�–�Ö  2 �É�ß�º�¥�Ý  
�º�å�¿�Ü�å�¢�b0¿���� �†�g!·�K�Z�C�T�I�8��

�Ý�î�¸�µ�»  �Ï�î�º
�Ý�î�¸�µ�»  �Ï�î�º�c"@#.�Ï�î�º�[�6�~�
�Ý�î�±�V�_�6�•�Ï�î�º�b�|�:�_�·�8�K�r�M�@�
�Ý�î�±�_�K)F
�I�€�Z�8�•�²0[�c�6�~�r�O�‡���Ý�î�¸�µ�»  �Ï�î�º�c�
�”�¡�­�«  �Ï�î�º�\�c$��^�~�
"I���b  VLAN �_�P
�Â�Ü�E�}�€�Z�8�r�O�‡�� VLAN �§�È�–�å�±�î�Ç�™�–�«�†�§�Ï�î�º�K�^�8!l�†7V�E�d�
3û�–�b�Ý�î�±  �–
�å�±�î�Ç�™�–�«�b�|�:�_�·�8�K�r�M���Ý�î�¸�µ�»  �Ï�î�º�c�
�Þ�–�Ö  3 �Ý�î�¸�•�å�¢  �É�ß�º�¥�Ý�[0¿��
�[�A�r�M���Ý�î�¸�µ�»  �Ï�î�º�c�Þ�–�Ö  3 �–�å�±�î�Ç�™�–�«�S#Ý�[�
 DTP �x  Spanning-Tree Protocol

>&STP; �«�Ã�½�å�¢�¶�Ü�î  �É�ß�º�¥�Ý>'�^�]�b�Þ�–�Ö  2 �É�ß�º�¥�Ý�c�§�Ï�î�º�K�r�O�‡���Ý�î�¸�µ�»  
�Ï�î�º�c�
 IP �Ë�î�«  �–�Ó�î�ª�r�S�c  IP �§�î�Å�«  �–�Ó�î�ª�†'�
>�K�Z�8�•�«�–�µ�³�T�E�[�§�Ï�î�º�I
�€�Z�8�r�M��

�Ý�î�¸�µ�»  �Ï�î�º�†0¿���M�•�_�c�
 no switchport �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å
�»�[�–�å�±�î�Ç�™�–�«�†�Þ�–�Ö  3 �Ô�î�»�_�K�r�M�����_�
�Ï�î�º�_  IP �”�»�Þ�«�†�m�~�\�Z�
�Ý�î�¸�•
�å�¢�†�–�¿�î�È�Ý�_�K�
 ip routing  �>�|�g  router protocol �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å
�»�†�Q#Ý�K�Z�Ý�î�¸�•�å�¢  �É�ß�º�¥�Ý�b"I�ö�†�æ���K�r�M��

>&�@>' no switchport �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†��/œ�M�•�\�
�–�å�±�î�Ç�™�–�«
�@�8�W�S�‡�©�Õ�µ�º�²�˜�å�K�Z�?�}
Ì�Ø�–�¿�î�È�Ý�_�^�~�r�M���G�€�_�|�~�
�–�å�±�î�Ç�™�–�«�@�K)F
�K�Z�8�•�¹�Â�–�«�_6õ�M�•�Ó�µ�­�î�ª�@/²&g�I�€�•�G�\�@�6�~�r�M���Þ�–�Ö  2 �Ô�î�»�b�–�å�±�î�Ç�™�–
�«�†�Þ�–�Ö  3 �Ô�î�»�_�K�S���œ�
�s8j�b�6�•�–�å�±�î�Ç�™�–�«�_6õ4��M�•�è�S�b0¿���@�˜�»�M�•�•+��ö
�@�6�~�r�M��

�¯�Ç�º�˜�™�”�_�
0¿���[�A�•�Ý�î�¸�µ�»  �Ï�î�º�b�¶�X�D7H�c�6�~�r�O�‡���S�T�K�
�Á�î�»�˜�™�”�_�c
7H#ú�@�6�•�S�u�
�G�b�¶�X�\0¿���I�€�Z�8�•�Ú�b�µ+��b�X�\�b%&�«6õ�€�_�|�W�Z  CPU �Ã�Ç�›�î�Ð�å�«
�_�s8j�@�l�j�G�\�@�6�~�r�M���Á�î�»�˜�™�”�b�Ü�¯�î�«�D7H�_4)�K�S�\�A�_�1�@$Î#Õ�M�•�?�_�X�8�Z
�c�
 ���Þ�–�Ö  3 �–�å�±�î�Ç�™�–�«�b0¿���� >&P.14-22>' �†�g!·�K�Z�C�T�I�8��

IP �Ø�½�Ÿ�Õ�«�º�>�|�g�Ð�Ý�³�Ÿ�Õ�«�º�b�Ý�î�¸�•�å�¢�>�|�g�Ý�î�¸�•�å�¢  �É�ß�º�¥�Ý�b0ò(ý�_�X�8�Z
�c�
 '¨ 41 'v�� IP �Ø�½�Ÿ�Õ�«�º  �Ý�î�¸�•�å�¢�b0¿���� �>�|�g '¨ 50 'v�� IP �Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�¸�•�å�¢
�b0¿���� �†�g!·�K�Z�C�T�I�8��
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'¨  14 'v       �–�å�±�î�Ç�™�–�«"I�ö�b0¿��
�–�å�±�î�Ç�™�–�«  �±�–�É�b�+0[
>&�@>' IP �Ë�î�«  �–�Ó�î�ª�c�
�«�±�¸�•�µ�¡  �Ý�î�¸�•�å�¢�>�|�g  Routing Information Protocol>&RIP>'�†�§
�Ï�î�º�K�r�M���ö
²�^�Þ�–�Ö  3 �Ý�î�¸�•�å�¢�r�S�c�Ç�›�î�Ý�Â�µ�¡  �È�Ü�µ�ª�å�¢�†��/œ�M�•�_�c�
 IP 
�§�î�Å�«  �–�Ó�î�ª�†�–�å�«�º�î�Ý�M�•�²0[�@�6�~�r�M��

�«�–�µ�³�ì�•�–�å�±�î�Ç�™�–�«

Switch Virtual Interface>&SVI; �«�–�µ�³�ì�•�–�å�±�î�Ç�™�–�«>'�c�
�«�–�µ�³  �Ï�î�º�b  VLAN �†�
�©
�«�¸�Ò�b�Ý�î�¸�•�å�¢�µ+��r�S�c�È�Ü�µ�ª�å�¢�µ+��_�P�M�•  1 �X�b�–�å�±�î�Ç�™�–�«�\�K�Z/²�K�r�M��
1 �X�b  VLAN �_�P�Â�Ü�E�[�A�•�b�c  1 �X�b  SVI �T�E�[�M�@�
 VLAN 6ë�[�Ý�î�¸�•�å�¢�M�•���œ�

VLAN 6ë�[�Ý�î�¸�•�å�¢�[�A�^�8�É�ß�º�¥�Ý�†�Ç�›�î�Ý�Â�µ�¡  �È�Ü�µ�ª�å�¢�M�•���œ�
�r�S�c�«�–�µ
�³�\  IP �Í�«�º�b�K)F�†/œ�:���œ�T�E�
 VLAN �_  SVI �†0¿���M�•�²0[�@�6�~�r�M��

>&�@>' SVI �c�
 IP �§�î�Å�«  �–�Ó�î�ª�@'�
>�K�Z�8�•�«�–�µ�³�[�T�E�§�Ï�î�º�I�€�r�M��

�¹�Ç�›�Ý�º�[�c�
 SVI �c�¹�Ç�›�Ý�º  VLAN >&VLAN 1>'#Ý�_�8�B�I�€�
�Ü�Ô�î�º  �«�–�µ�³�b'ö#.�†�•
+��_�K�r�M��3ã�•�b  SVI �c�Â&g$×�_0¿���M�•�²0[�@�6�~�r�M��

>&�@>' �–�å�±�î�Ç�™�–�«  VLAN 1 �c�P7V�[�A�r�O�‡��

SVI �c�©�«�¸�Ò�_�K�?  IP �Í�«�º�K)F�†/œ�8�r�O�‡���Þ�–�Ö  3 �Ô�î�»�[�c�
 SVI 
²�/�_�Ý�î�¸�•�å�¢�†
0¿���[�A�r�M��

�«�–�µ�³�c�œ0£  1005 �b  VLAN >&�>�|�g  SVI>'�†�§�Ï�î�º�K�r�M�@�
�Á�î�»�˜�™�”�_�c7H#ú�@�6�•�S
�u�
 SVI �\�Ý�î�¸�µ�»  �Ï�î�º�b�X�>�|�g0¿���I�€�Z�8�•�Ú�b�µ+��b�X�\�b%&�«6õ�€�_�|�W�Z�
 CPU �Ã
�Ç�›�î�Ð�å�«�_�s8j�@�l�j�G�\�@�6�~�r�M���Á�î�»�˜�™�”�b�Ü�¯�î�«�D7H�_4)�K�S�\�A�_�1�@$Î#Õ�M�•
�?�_�X�8�Z�c�
 ���Þ�–�Ö  3 �–�å�±�î�Ç�™�–�«�b0¿���� >&P.14-22>' �†�g!·�K�Z�C�T�I�8��

SVI �c�
 VLAN �–�å�±�î�Ç�™�–�«�_�P�K�Z  vlan �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»
�†��/œ�K�S�\�A�_�6�u�Z�8�B�I�€�r�M�� VLAN �c�
 ISL �r�S�c  IEEE802.1Q �•�É�­�Ý�ì�º�Û�å�¡�V�b
�¹�î�±  �Ç�Þ�î�Ò�_6õ4��Ü�E�}�€�S  VLAN �±�¢�
�6�•�8�c�”�¡�­�«  �Ï�î�º#Ý�_0¿���I�€�S  VLAN ID �_
�P�Â�K�r�M���º�Û�Ç�•�µ�¡�†�Ý�î�¸�•�å�¢�M�•�Q�€�R�€�b  VLAN �_�P�K�Z  VLAN �–�å�±�î�Ç�™�–�«�†
0¿���K�
 IP �”�»�Þ�«�†�m�~�\�Z�Z�C�T�I�8��0ò(ý�_�X�8�Z�c�
 ���m�·�[�b�«�–�µ�³�_���b�m�~�\�Z��

>&P.4-16>' �†�g!·�K�Z�C�T�I�8��  

>&�@>' "@#.�Ï�î�º�\6õ4��Ü�E�}�€�Z�8�^�8���œ�
 SVI �†�8�B�K�Z�v�”�¡�¸�•�È�_�c�^�~�r�O�‡��

SVI �c�
�Ý�î�¸�•�å�¢  �É�ß�º�¥�Ý�\�È�Ü�µ�ª�å�¢0¿���†�§�Ï�î�º�K�r�M�� IP �Ý�î�¸�•�å�¢0¿���b0ò(ý
�_�X�8�Z�c�
 '¨ 41 'v�� IP �Ø�½�Ÿ�Õ�«�º  �Ý�î�¸�•�å�¢�b0¿���� �
 '¨ 50 'v�� IP �Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�¸�•
�å�¢�b0¿���� �>�|�g '¨ 52 'v���Ç�›�î�Ý�Â�µ�¡  �È�Ü�µ�ª�å�¢�b0¿���� �†�g!·�K�Z�C�T�I�8��

>&�@>' IP �Ë�î�«  �–�Ó�î�ª�c�«�±�¸�•�µ�¡  �Ý�î�¸�•�å�¢�>�|�g  RIP �†�§�Ï�î�º�K�r�M���|�~9×�Ø�^�Ý�î�¸�•�å
�¢�x�Ç�›�î�Ý�Â�µ�¡  �È�Ü�µ�ª�å�¢�†/œ�:���œ�c�
 IP �§�î�Å�«  �–�Ó�î�ª�†�š3U�M�•�²0[�@�6�~�r�M��
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'¨  14 'v       �–�å�±�î�Ç�™�–�«"I�ö�b0¿��
�–�å�±�î�Ç�™�–�«  �±�–�É�b�+0[
SVI +¬�·�«�¸�î�º7V�¥

VLAN �V�b0
�X�b�Ï�î�º�†/æ
��K�S  SVI �b�Û�–�å  �«�¸�î�º�c�
���b�²�ó�† 6�S�K�S�\�A�_�c �”�µ�É "g
�Â�_�^�~�r�M��

• VLAN �@�Ñ�~�K�
�«�–�µ�³�b  VLAN �¹�î�±�Ë�î�«�[�”�¡�¸�•�È�[�M��

• VLAN �–�å�±�î�Ç�™�–�«�@�Ñ�~�K�
'ö#.�V�b�²�˜�å"g�Â�[�c�6�~�r�O�‡��

• �a�^�C�\�v  1 �X�b�Þ�–�Ö  2>&�”�¡�­�«�r�S�c�º�Û�å�¡>'�Ï�î�º�@�Ñ�~�K�
�G�b  VLAN �b�Ü�å�¡�@
�”�µ�É "g�Â�[�6�~�
�Ï�î�º�@  VLAN �[�«�Ã�½�å�¢�¶�Ü�î  �Ç�›�á�î�¹�•�å�¢  �«�¸�î�º�[�M��

>&�@>' �P�Â�M�•  VLAN �Ü�å�¡�_�“�M�•�q�6�b�«�–�µ�³�Ï�î�º�@2s�·�K�
 STP �Ç�›�á�î�¹�•�å�¢  �«�¸�î�º�_�^
�•�\�
 VLAN �–�å�±�î�Ç�™�–�«�b�É�ß�º�¥�Ý  �Ü�å�¡  �«�¸�î�º�@�”�µ�É"g�Â�_�^�~�r�M��

VLAN �_0
�X�b�Ï�î�º�@�6�•���œ�b�¹�Ç�›�Ý�º�b�”�¡�©�Ù�å�[�c�
 VLAN 
Æ�b�M�m�Z�b�Ï�î�º�@�²�˜
�å�M�•�\  SVI �v�²�˜�å"g�Â�_�^�~�r�M�� SVI +¬�·�«�¸�î�º7V�¥�µ+��†�Q#Ý�K�Z�
 SVI �Û�–�å�«�¸�î�º  
�”�µ�É�”�å�»�²�˜�å0£'ì�_�µ�r�€�^�8�|�:�_�Ï�î�º�†0¿���[�A�r�M���S�\�<�d�
 VLAN �b�”�¡�¸�•�È  
�Ï�î�º�T�E�@�Ï�î�º�†�Ô�½�±�Ü�å�¢�K�Z�8�•���œ�
�Ï�î�º�_  Autostate Exclude �†0¿���K�
�Ú�b�M�m�Z
�b�Ï�î�º�@�²�˜�å�K�S�\�A�_  VLAN �†�²�˜�å�[�A�•�|�:�_0¿���[�A�r�M���Ï�î�º�@�–�¿�î�È�Ý�[�6�•
���œ�
 +¬�·�«�¸�î�º7V�¥ �c�
�Ï�î�º�V�[�–�¿�î�È�Ý�[�6�•�M�m�Z�b  VLAN �_4:#Ý�I�€�r�M��

VLAN 
Æ�b 1 �X�b�Þ�–�Ö  2 �Ï�î�º�_�p�°�ì6ë�@�6�•���œ>& STP �Ü�«�½�å�¢ / �Û�î�½�å�¢  �«�¸�î�º�?�}
�Ç�›�á�î�¹�•�å�¢  �«�¸�î�º�l�b&ã/œ>' �
 VLAN �–�å�±�î�Ç�™�–�«�@2s�·�K�r�M���G�€�_�|�~�
�Ý�î�¸�•
�å�¢  �É�ß�º�¥�Ý�^�]�b�µ+��c�
�ö
²�_�·�8�K�S���œ�\� �]�_  VLAN �–�å�±�î�Ç�™�–�«�†�Q#Ý�O�N�

�Ý�î�¸�•�å�¢  �È�Û�µ�¡  �Í�î�Ý�^�]�b�Ú�b�e8Ÿ�†�q�`7H�_�K�r�M��+¬�·�«�¸�î�º7V�¥�b0¿���_�X�8�Z�c�


�� SVI +¬�·�«�¸�î�º7V�¥�b0¿���� >&P.14-24>' �†�g!·�K�Z�C�T�I�8��

EtherChannel �Ï�î�º  �¢�Ý�î�É

EtherChannel �Ï�î�º  �¢�Ý�î�É�c�
0
�X�b�«�–�µ�³  �Ï�î�º�†  1 �X�b�«�–�µ�³  �Ï�î�º�\�K�Z�…�8�r�M���G
�b�|�:�^�Ï�î�º  �¢�Ý�î�É�c�
�«�–�µ�³6ë�
�r�S�c�«�–�µ�³�>�|�g�§�î�Â6ë�[9×�•�æ�K)F�†/œ�:�"�M1=
#.�Ï�î�º�\�K�Z�·�8�K�r�M�� EtherChannel �c�
�³�Õ�¿�Ý�b�Ü�å�¡
²�/�[�º�Û�Ç�•�µ�¡�b2�,´�†�(�S�I
�O�r�M�� EtherChannel 
Æ�b�Ü�å�¡�[7€���@$Î#Õ�M�•�\�
�Q�€�r�[�Q�b7€���Ü�å�¡�[��3æ�I�€�Z�8�S�º
�Û�Ç�•�µ�¡�@�g�~�b�Ü�å�¡�_�)�~�p�<�}�€�r�M��0
�X�b�º�Û�å�¡  �Ï�î�º�†  1 �X�b1=#.�º�Û�å�¡  �Ï�î�º
�_�
0
�X�b�”�¡�­�«  �Ï�î�º�†  1 �X�b1=#.�”�¡�­�«  �Ï�î�º�_�
0
�X�b�º�å�¿�Ý  �Ï�î�º�†  1 �X�b1=#.�º�å
�¿�Ý  �Ï�î�º�_�
�r�S�c0
�X�b�Ý�î�¸�µ�»  �Ï�î�º�†  1 �X�b1=#.�Ý�î�¸�µ�»  �Ï�î�º�_�¢�Ý�î�É�ì�[�A�r
�M��

�o�\�‡�]�b�É�ß�º�¥�Ý�c�"�M�b�r�S�c7Ÿ(Ù�«�–�µ�³  �Ï�î�º�[�·�8�K�
�Ï�î�º  �¢�Ý�î�É
Æ�b"@#.�Ï�î�º
�†1�1‘�K�r�O�‡���[�¥�c�
 DTP�
 Cisco Discovery Protocol>&CDP>'�
�>�|�g�Ï�î�º7Ÿ(Ù�É�ß�º�¥�Ý

>&PAgP>'�[�
"@#.�Ï�î�º�V�[�K�?�·�8�K�r�O�‡��

EtherChannel �†0¿���M�•�\�A�
�Ï�î�º�³�Õ�¿�Ý1=#.�–�å�±�î�Ç�™�–�«�†�8�B�K�
 EtherChannel �_�–�å
�±�î�Ç�™�–�«�†�m�~�\�Z�r�M�� channel-group �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q
#Ý�K�Z�
�²�–�¼�Ñ�µ�¡�_�Ï�î�º  �³�Õ�¿�Ý1=#.�–�å�±�î�Ç�™�–�«�†�8�B�K�r�M���G�b�¥�Ð�å�»�c"@#.�>
�|�g1=#.�Ï�î�º�†�Â�–�å�»�K�r�M��

�Þ�–�Ö  3 �–�å�±�î�Ç�™�–�«�b���œ�c�
 interface port-channel �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥
�Ð�å�»�†�Q#Ý�K�Z�m�·�[1=#.�–�å�±�î�Ç�™�–�«�†�8�B�K�r�M���Q�b�6�\�
 channel-group �–�å�±�î
�Ç�™�–�« �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�Z�
�m�·�[  EtherChannel �_�–�å�±�î�Ç�™�–�«�†�m
�~�\�Z�r�M��

0ò(ý�_�X�8�Z�c�
 '¨ 40 'v�� EtherChannel �>�|�g�Ü�å�¡�«�¸�î�º  �º�Û�µ�Ÿ�å�¢�b0¿����  �†�g!·�K�Z�C�T
�I�8��
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'¨  14 'v       �–�å�±�î�Ç�™�–�«"I�ö�b0¿��
�–�å�±�î�Ç�™�–�«  �±�–�É�b�+0[
�¹�×�”�Ý�Ã�î�Ã�«  �”�µ�É�Ü�å�¡  �Ï�î�º
�M4Š�b 2960 �«�–�µ�³�[�c�
�¹�×�”�Ý�Ã�î�Ã�«  �”�µ�É�Ü�å�¡  �Ï�î�º�@�§�Ï�î�º�I�€�Z�8�r�M���›�”�µ
�É�Ü�å�¡  �Ï�î�º�c�¹�×�”�Ý  �Ç�ß�å�º  �š�å�»>& RJ-45 �¥�¿�¡�±�>�|�g  Small Form-factor Pluggable �Ô
�ª�×�î�Ý  �¥�¿�¡�±>'�†�â�X  1 �X�b�–�å�±�î�Ç�™�–�«�\0b�^�I�€�r�M���¹�×�”�Ý  �Ç�ß�å�º  �š�å�»�c
Õ6×
�–�å�±�î�Ç�™�–�«�[�c�6�~�r�O�‡���«�–�µ�³�c�Ì�”�b�:�U�b  1 �X�b�¥�¿�¡�±�b�s�†�”�¡�¸�•�È�_�K�r
�M��

�¹�Ç�›�Ý�º�[�c�
�«�–�µ�³�c�q�6�_�Ü�å�¡�M�•�–�å�±�î�Ç�™�–�«  �±�–�É�†�·$×�_4E�¥�K�r�M���S�T�K�

media-type �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�Z�
 �m�·�[  RJ-45 �¥�¿�¡�±�r
�S�c  SFP �Ô�ª�×�î�Ý  �¥�¿�¡�±�†4E�¥�[�A�r�M���¹�×�”�Ý�Ã�î�Ã�«  �”�µ�É�Ü�å�¡�b�¹�×�É�Þ�µ�¡�«0¿��
�>�|�g3ÿ�Ø0¿���_�X�8�Z�c�
 ���–�å�±�î�Ç�™�–�«3ÿ�Ø�>�|�g�¹�×�É�Þ�µ�¡�«  �Ã�Û�Ó�î�±�b0¿����

>&P.14-18>' �†�g!·�K�Z�C�T�I�8��

�›�”�µ�É�Ü�å�¡  �Ï�î�º�_�c�
 2 �X�b  LED �@�Ü�8�Z�8�r�M�� 1 �X�c  RJ-45 �Ï�î�º�b�«�¸�î�±�«�†&g�M�v
�b�[�
�v�:  1 �X�c  SFP �Ô�ª�×�î�Ý  �Ï�î�º�b�«�¸�î�±�«�†&g�M�v�b�[�M���Ï�î�º  LED �c�
�8�N�€�?�b�¥
�¿�¡�±�@�”�¡�¸�•�È�b�\�A�_!l!I�K�r�M�� LED �b0ò(ý�_�X�8�Z�c�
�Á�î�»�˜�™�”  �–�å�«�º�Þ�î�©�Ù�å  
�ž�–�»�†�g!·�K�Z�C�T�I�8��

�–�å�±�î�Ç�™�–�«�b�K)F

�"�M  VLAN 
Æ�b�¹�Â�–�«�c�
�«�–�µ�³�†3û�L�Z%$�K3û�™�[�A�r�M��$��^�•  VLAN �_�“�M�Ï�î�º6ë�[
�c�
�Ý�î�¸�•�å�¢�¹�Â�–�«�†�Ó�I�^�E�€�d�¹�î�±�†�º�n�[�A�r�O�‡��

�† =�b�Þ�–�Ö  2 �«�–�µ�³�†�Q#Ý�M�•�\�
$��^�•  VLAN �b�Ï�î�º�c�
�Ý�î�±�†3û�L�Z�_���†�º�n�M�•�²
0[�@�6�~�r�M���Ý�î�¸�•�å�¢�@�–�¿�î�È�Ý�_0¿���I�€�S�«�–�µ�³�†�Q#Ý�M�•�G�\�_�|�~�
 IP �”�»�Þ�«
�†�m�~�\�Z�S  SVI �[  VLAN 20 �>�|�g  VLAN 30 �b�g�‰�†0¿���M�•�\�
�¥4Š�Ý�î�±�†�Q#Ý�O�N�_�
�«
�–�µ�³�†�Ó�K�Z�Ã�£�µ�º�†�Í�«�º  A �?�}�Í�«�º  B �_%$�K3æ�™�[�A�r�M>&�W 14-1�†�g!·>' ��

�W 14-1 �Þ�–�Ö  3 �«�–�µ�³�_�|�•  VLAN �b�K)F

IP �§�î�Å�«  �–�Ó�î�ª�†�Q#Ý�M�•���œ�
�«�–�µ�³�c�–�å�±�î�Ç�™�–�«6ë�[�º�Û�Ç�•�µ�¡�†3?3æ�M�•�‰�'
�\�K�Z�
�Ý�î�¸�•�å�¢�>�|�g�Ç�›�î�Ý�Â�µ�¡  �È�Ü�µ�ª�å�¢�b  2 3û�~�†�§�Ï�î�º�K�r�M�� IP �Ë�î�«  �–
�Ó�î�ª�†�Q#Ý�M�•���œ�c�
�ö�•�Ý�î�¸�•�å�¢>&�«�±�¸�•�µ�¡  �Ý�î�¸�•�å�¢�\  RIP>'�T�E�@�§�Ï�î�º�I
�€�r�M��9×�8�Ã�Ç�›�î�Ð�å�«�†)T�â�M�•�S�u�
�•+��^���œ�c�–�_�«�–�µ�³  �Á�î�»�˜�™�”�_�|�W�Z3?3æ

�N�,�;  A

SVI 1172.20.128.1 172.20.129.1SVI 2

�^�o�9���f�#�Ç���@�o�I�^�æ
.3�o�Ð���Ú�_���W  3 �,���6�4

VLAN 20

�N�,�;  B

VLAN 30

10
13

50
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'¨  14 'v       �–�å�±�î�Ç�™�–�«"I�ö�b0¿��
�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�b�Q#Ý�‰�2
�†/œ�8�r�M���S�T�K�
�Á�î�»�˜�™�”
Æ�†�Ý�î�¸�•�å�¢�[�A�•�b�c�
�–�î�§�¿�µ�º  II �•�É�­�Ý�ì�µ+��†

��<�S  IP �Â�î�ª�Ù�å  4 �Ã�£�µ�º�T�E�[�M��8�  IP �º�Û�Ç�•�µ�¡�\�
�Ú�b�•�É�­�Ý�ì�‰�'�†�Q#Ý�K�Z�8�•
�º�Û�Ç�•�µ�¡�c�
�Á�î�»�˜�™�”�_�|�W�Z�Ç�›�î�Ý�Â�µ�¡  �È�Ü�µ�ª�å�¢�[�A�r�M��

• �Ý�î�¸�•�å�¢�µ+��c�
�M�m�Z�b  SVI �>�|�g�Ý�î�¸�µ�»  �Ï�î�º�[�–�¿�î�È�Ý�_�[�A�r�M���«�–�µ�³
�c�
 IP �º�Û�Ç�•�µ�¡�T�E�†�Ý�î�¸�•�å�¢�K�r�M�� IP �Ý�î�¸�•�å�¢  �É�ß�º�¥�Ý  �Ã�Û�Ó�î�±�\�”�»�Þ
�«0¿���@  SVI �r�S�c�Ý�î�¸�µ�»  �Ï�î�º�_3ã�•�I�€�•�\�
�G�b�Ï�î�º�[�w�™�K�S  IP �º�Û�Ç�•�µ�¡�c
�Ý�î�¸�•�å�¢�I�€�r�M�� '¨ 41 'v�� IP �Ø�½�Ÿ�Õ�«�º  �Ý�î�¸�•�å�¢�b0¿���� �
 '¨ 50 'v�� IP �Ð�Ý�³
�Ÿ�Õ�«�º  �Ý�î�¸�•�å�¢�b0¿���� �
�>�|�g '¨ 51 'v�� MSDP �b0¿���� �†�g!·�K�Z�C�T�I�8��

• �Ç�›�î�Ý�Â�µ�¡  �È�Ü�µ�ª�å�¢�†/œ�:�\�
�«�–�µ�³�[�Ý�î�¸�•�å�¢�I�€�^�8�º�Û�Ç�•�µ�¡�x�

DECnet �^�]�b�Ý�î�¸�•�å�¢�[�A�^�8�É�ß�º�¥�Ý�_�“�M�•�º�Û�Ç�•�µ�¡�@3?3æ�I�€�r�M���r�S�

�Ç�›�î�Ý�Â�µ�¡  �È�Ü�µ�ª�å�¢�c�
 2 �X�è�V�b  SVI �r�S�c�Ý�î�¸�µ�»  �Ï�î�º6ë�b�È�Ü�µ�ª�å�¢�_
�|�W�Z�
0
�X�b  VLAN �†  1 �X�b�È�Ü�µ�ª  �»�Ó�–�å�_�K)F�K�r�M���Ç�›�î�Ý�Â�µ�¡  �È�Ü�µ�ª�å�¢�†
0¿���M�•���œ�c�
�È�Ü�µ�ª  �¢�Ý�î�É�_  SVI �r�S�c�Ý�î�¸�µ�»  �Ï�î�º�†�m�~�\�Z�r�M���›  SVI �r�S
�c�Ý�î�¸�µ�»  �Ï�î�º�_�c�Q�€�R�€  1 �X�K�?�È�Ü�µ�ª  �¢�Ý�î�É�@�m�~�\�Z�}�€�r�O�‡��� �L�¢�Ý�î
�É
Æ�b�M�m�Z�b�–�å�±�î�Ç�™�–�«�c�
� �L�È�Ü�µ�ª  �»�Ó�–�å�_�“�K�r�M��0ò(ý�_�X�8�Z�c�
 '¨ 52 
'v���Ç�›�î�Ý�Â�µ�¡  �È�Ü�µ�ª�å�¢�b0¿���� �†�g!·�K�Z�C�T�I�8��

�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�b�Q#Ý�‰
�2

�«�–�µ�³�c�
���b�–�å�±�î�Ç�™�–�«  �±�–�É�†�§�Ï�î�º�K�r�M��

• "@#.�Ï�î�º>8�«�–�µ�³  �Ï�î�º�>�|�g�Ý�î�¸�µ�»  �Ï�î�º

• VLAN >8�«�–�µ�³�ì�•�–�å�±�î�Ç�™�–�«

• �Ï�î�º  �³�Õ�¿�Ý>8 EtherChannel �–�å�±�î�Ç�™�–�«

�–�å�±�î�Ç�™�–�«(
�V�v0¿���[�A�r�M>& ���–�å�±�î�Ç�™�–�«(
�V�b0¿���� >&P.14-10>' �†�g!·>' ��

"@#.�–�å�±�î�Ç�™�–�«>&�Ï�î�º>'�†0¿���M�•�_�c�
�–�å�±�î�Ç�™�–�«  �±�–�É�
�Ô�ª�×�î�Ý$��•�
�>�|�g
�«�–�µ�³  �Ï�î�º$��•�†�æ���K�
�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»  �†6ä���K�r�M��

• �±�–�É>8�«�–�µ�³�[�b�§�Ï�î�º�_�Â�L�S�Ï�î�º  �±�–�É���£�•�I�€�•�±�–�É�_�c�
 10/100 Mb/s �–�î
�§�¿�µ�º�_�c�Ç�“�«�º  �–�î�§�¿�µ�º>& fastethernet �r�S�c  fa>'�
 10/100/1000 Mb/s �–�î�§�¿�µ�º  
�Ï�î�º�_�c� �ž�Å�µ�º  �–�î�§�¿�µ�º >&gigabitethernet �r�S�c  gi>'�
 10,000 Mb/s �_�c  10 � �ž�Å�µ�º  
�–�î�§�¿�µ�º>& tengigabitethernet �r�S�c  te>'�
 Small Form-factor Pluggable>&SFP>'�Ô�ª�×�î�Ý�_
�c� �ž�Å�µ�º  �–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�[�M��

• �Ô�ª�×�î�Ý$��•>8�«�–�µ�³�V�b�Ô�ª�×�î�Ý$��•���Ô�ª�×�î�Ý$��•>& 1 >|  3>'�c�
�Ô�ª�×�î�Ý�@�«
�–�µ�³�r�S�c�Ú�b�Ô�ª�×�î�Ý�\�K)F�M�•�‰�2�_�|�W�Z$��^�~�r�M��

– IE-3000-4TC �>�|�g  IE-3000-8TC �«�–�µ�³�_�P�Â�M�•�Ô�ª�×�î�Ý$��•�c  1 �[�M��

– �«�–�µ�³�_%$�K�K)F�M�•�Ô�ª�×�î�Ý�_�P�Â�M�•�Ô�ª�×�î�Ý$��•�c  2 �[�M��

– �9�b�Ô�ª�×�î�Ý�_�K)F�M�•�Ô�ª�×�î�Ý�_�P�Â�M�•�Ô�ª�×�î�Ý$��•�c  3 �[�M ��
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'¨  14 'v       �–�å�±�î�Ç�™�–�«"I�ö�b0¿��
�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�b�Q#Ý�‰�2
• �Ï�î�º$��•>8�«�–�µ�³�V�b"@#.�–�å�±�î�Ç�™�–�«�b$��•���Ç�“�«�º  �–�î�§�¿�µ�º  �Ï�î�º�[�b  
IE-3000-4TC �«�–�µ�³  �Ô�ª�×�î�Ý�b�Ï�î�º�X�c  1 >|  4 �[�6�~�
� �ž�Å�µ�º  �–�î�§�¿�µ�º  �Ï�î�º�b
���œ�c  1 >|  2 �[�M�� �Ç�“�«�º  �–�î�§�¿�µ�º  �Ï�î�º�[�b  IE-3000-8TC �«�–�µ�³  �Ô�ª�×�î�Ý�b�Ï�î�º
�X�c  1 >|  8 �[�6�~�
� �ž�Å�µ�º  �–�î�§�¿�µ�º  �Ï�î�º�b���œ�c  1 >|  2 �[�M�� /² 14-1 �_�
�«�–�µ�³
�\�Ô�ª�×�î�Ý�b)��s�œ�ƒ�O�>�|�g�–�å�±�î�Ç�™�–�«$��•�†&g�K�r�M��

�«�–�µ�³�†&�1��M�•�G�\�["@#.�–�å�±�î�Ç�™�–�«�†1‘�9�[�A�r�M�� show "I�’  EXEC �¥�Ð�å�»�†�Q#Ý�K
�Z�
�«�–�µ�³�V�b"I���b�–�å�±�î�Ç�™�–�«�r�S�c�M�m�Z�b�–�å�±�î�Ç�™�–�«�_6õ�M�•�_���†/²&g�M�•�G
�\�v�[�A�r�M���è7F�
�G�b'v�[�c�
�z�_"@#.�–�å�±�î�Ç�™�–�«�b0¿���m8p�_�X�8�Z1��Â�K�r�M��

�–�å�±�î�Ç�™�–�«�b0¿���m8p

���b�M+á$×�^�m8p�c�
�M�m�Z�b�–�å�±�î�Ç�™�–�«0¿���É�ß�­�«�_�\�Z�c�r�~�r�M��

�«�¸�µ�É 1 "I�’  EXEC �É�ß�å�É�º�_  configure terminal �¥�Ð�å�»�†
°�Š�K�r�M��

Switch# configure terminal 
Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)# 

�«�¸�µ�É 2 interface �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†
°�Š�K�r�M��

� �ž�Å�µ�º  �–�î�§�¿�µ�º  �Ï�î�º  1 �[�b�–�å�±�î�Ç�™�–�«  �±�–�É�>�|�g�–�å�±�î�Ç�™�–�«$��•�b1‘�9�‰
�2�b�[�c�
���b�\�>�~�[�M��

Switch(config)# interface gigabitethernet1/1 
Switch(config-if)# 

/² 14-1 �«�–�µ�³  �–�å�±�î�Ç�™�–�«$��•

�«�–�µ�³  �Ô�¹�Ý
�Ô�ª�×�î
�Ý$��• �–�å�±�î�Ç�™�–�«�b$��•�Ü�E�‰�'

IE-3000-4TC �«�–�µ�³ 1 �Ç�“�«�º  �–�î�§�¿�µ�º  1/1�
�Ç�“�«�º  �–�î�§�¿�µ
�º  1/2�
�Ç�“�«�º  �–�î�§�¿�µ�º  1/3�
�Ç�“�«�º  �–�î
�§�¿�µ�º  1/4�
� �ž�Å�µ�º  �–�î�§�¿�µ�º  1/1�
�>�|
�g� �ž�Å�µ�º  �–�î�§�¿�µ�º  1/2

IE-3000-8TC �«�–�µ�³ 1 �Ç�“�«�º  �–�î�§�¿�µ�º  1/1�
�Ç�“�«�º  �–�î�§�¿�µ
�º  1/2�
�Ç�“�«�º  �–�î�§�¿�µ�º  1/3�
�Ç�“�«�º  �–�î
�§�¿�µ�º  1/4�
�Ç�“�«�º  �–�î�§�¿�µ�º  1/5�
�Ç�“�«
�º  �–�î�§�¿�µ�º  1/6�
�Ç�“�«�º  �–�î�§�¿�µ�º  1/7�

�Ç�“�«�º  �–�î�§�¿�µ�º  1/8�
� �ž�Å�µ�º  �–�î�§
�¿�µ�º  1/1�
�>�|�g� �ž�Å�µ�º  �–�î�§�¿�µ�º  1/2

IEM-3000-8TM �Ñ�G�Ô�ª�×�î�Ý
>&�«�–�µ�³�_�K)F�í�s>'

2 �Ç�“�«�º  �–�î�§�¿�µ�º  2/1�
�Ç�“�«�º  �–�î�§�¿�µ
�º  2/2�
�Ç�“�«�º  �–�î�§�¿�µ�º  2/3�
�Ç�“�«�º  �–�î
�§�¿�µ�º  2/4�
�Ç�“�«�º  �–�î�§�¿�µ�º  2/5�
�Ç�“�«
�º  �–�î�§�¿�µ�º  2/6�
�Ç�“�«�º  �–�î�§�¿�µ�º  2/7�

�>�|�g�Ç�“�«�º  �–�î�§�¿�µ�º  2/8

IEM-3000-8TM �Ñ�G�Ô�ª�×�î�Ý
>&�9�b�Ô�ª�×�î�Ý�_�K)F�í�s>'

3 �Ç�“�«�º  �–�î�§�¿�µ�º  3/1�
�Ç�“�«�º  �–�î�§�¿�µ
�º  3/2�
�Ç�“�«�º  �–�î�§�¿�µ�º  3/3�
�Ç�“�«�º  �–�î
�§�¿�µ�º  3/4�
�Ç�“�«�º  �–�î�§�¿�µ�º  3/5�
�Ç�“�«
�º  �–�î�§�¿�µ�º  3/6�
�Ç�“�«�º  �–�î�§�¿�µ�º  3/7�

�>�|�g�Ç�“�«�º  �–�î�§�¿�µ�º  3/8
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'¨  14 'v       �–�å�±�î�Ç�™�–�«"I�ö�b0¿��
�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�b�Q#Ý�‰�2
>&�@>' �–�å�±�î�Ç�™�–�«  �±�–�É�\�–�å�±�î�Ç�™�–�«$��•�b6ë�_
°�€�•�«�Ì�î�«�c�œ�É�©�Ù�å�[�M��

�«�¸�µ�É 3 �›  interface �¥�Ð�å�»�b�‹�•�_�
 �–�å�±�î�Ç�™�–�«�_�²0[�^�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  
�¥�Ð�å�»�†)F�E�Z
°�Š�K�r�M��
°�Š�M�•�¥�Ð�å�»�_�|�W�Z�
�Q�b�–�å�±�î�Ç�™�–�«�['�
>�M�•�É�ß�º�¥
�Ý�\�”�É�Ü�£�î�©�Ù�å�@��*O�I�€�r�M���9�b�–�å�±�î�Ç�™�–�«  �¥�Ð�å�»�r�S�c  end �†
°�Š�K�Z"I�’  
EXEC �Ô�î�»�_�`�•�\�
�¥�Ð�å�»�@�p7Ÿ�I�€�Z�–�å�±�î�Ç�™�–�«�_4:#Ý�I�€�r�M��

�r�S�
 interface range �r�S�c  interface range macro �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†
�Q#Ý�M�•�\�
�M��(
�V�b�–�å�±�î�Ç�™�–�«�†0¿���M�•�G�\�v�[�A�r�M���6�•(
�V
Æ�[0¿���K�S�–�å�±�î
�Ç�™�–�«�c�
� �L�±�–�É�[�6�•�²0[�@�6�~�r�M���r�S�
� �L�µ+��œ�É�©�Ù�å�†�æ���K�Z0¿���K�^�E�€�d
�^�~�r�O�‡��

�«�¸�µ�É 4 �–�å�±�î�Ç�™�–�«�†0¿���K�Z�?�}�
 ���–�å�±�î�Ç�™�–�«�b�Ô�½�±�Ü�å�¢�>�|�g�Ó�å�¸�¼�å�«�� >&P.14-26>' 
�_&g�K�S show "I�’  EXEC �¥�Ð�å�»�[�
�Q�b�«�¸�î�±�«�†&�1��K�Z�C�T�I�8��

show interfaces "I�’  EXEC �¥�Ð�å�»�†�Q#Ý�K�Z�
�«�–�µ�³�V�b�r�S�c�«�–�µ�³#Ý�_0¿���I�€�S�M�m�Z
�b�–�å�±�î�Ç�™�–�«�b�Ü�«�º�†/²&g�K�r�M���¹�Â�–�«�@�§�Ï�î�º�M�•�›�–�å�±�î�Ç�™�–�«�r�S�c�æ���K
�S�–�å�±�î�Ç�™�–�«�b�Þ�Ï�î�º�@���Š�I�€�r�M��

�–�å�±�î�Ç�™�–�«(
�V�b0¿��

interface range �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�Z�
� �L�¥�å�Ç�•� �×�Þ�î�©�Ù
�å  �Ã�Û�Ó�î�±�†�â�X0
�X�b�–�å�±�î�Ç�™�–�«�†0¿���[�A�r�M���–�å�±�î�Ç�™�–�«  �Þ�å�ª  �¥�å�Ç�•� �×
�Þ�î�©�Ù�å  �Ô�î�»�†6ä���M�•�\�
�G�b�Ô�î�»�†)
�¢�M�•�r�[�

°�Š�I�€�S�M�m�Z�b�¥�Ð�å�»  �Ã�Û�Ó�î
�±�c�Q�b(
�V
Æ�b�M�m�Z�b�–�å�±�î�Ç�™�–�«�_�P�M�•�v�b�\0b�^�I�€�r�M��

� �L�Ã�Û�Ó�î�±�[�–�å�±�î�Ç�™�–�«(
�V�†0¿���M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 interface range { port-range | macro 
macro_name} 

0¿���M�•�–�å�±�î�Ç�™�–�«(
�V>& VLAN �r�S�c"@#.�Ï�î�º>'�†�æ��
�K�
�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r
�M��

• interface range �¥�Ð�å�»�†�Q#Ý�M�•�\�
�q�±  5 �X�b�Ï�î�º(
�V
�r�S�c��*O�í�s�Ð�¡�ß�†  1 �X0¿���[�A�r�M��

• macro �š�X�_�X�8�Z�c�
 ���–�å�±�î�Ç�™�–�«  �Þ�å�ª  �Ð�¡�ß�b0¿
���>�|�g�Q#Ý�‰�2�� >&P.14-12>' �†�g!·�K�Z�C�T�I�8��

• �•�å�Ð�[�
�)�W�S  port-range �[�c�
�›�š�å�º�Ü�_�P�Â�M�•�–�å
�±�î�Ç�™�–�«  �±�–�É�†
°�Š�K�
�•�å�Ð�b�S�‹�_�«�Ì�î�«�†�µ�u
�r�M��

• �Á�–�Ç�å�[�
�)�W�S  port-range �[�c�
�–�å�±�î�Ç�™�–�«  �±�–�É
�b
Ì
°�Š�c�Y0[�[�M�@�
�Á�–�Ç�å�b�S�‹�_�«�Ì�î�«�†
°�Š�M�•
�²0[�@�6�~�r�M��

�«�̧ �µ�É 3 �G�b�ì!l�[�
3û�–�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�Z�

(
�V
Æ�b�M�m�Z�b�–�å�±�î�Ç�™�–�«�_�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ã�Û
�Ó�î�±�†4:#Ý�K�r�M���›�¥�Ð�å�»�c�

°�Š�I�€�S�\�>�~�_��/œ�I�€
�r�M��
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'¨  14 'v       �–�å�±�î�Ç�™�–�«"I�ö�b0¿��
�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�b�Q#Ý�‰�2
interface range �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�M�•�\�A�c�
���b�@�–�¦8o�_$��–
�K�Z�C�T�I�8��

• �«�–�µ�³�[�b�Ï�î�º  �±�–�É�_�Â�L�S  port-range �b�w� �^�š�å�º�Ü�c���b�\�>�~�[�M��

– vlan vlan-ID - vlan-ID�
 VLAN ID �c  1 >|  4094 

– �Ô�ª�×�î�Ý�c�–�_  0 �[�M��

– fastethernet module/{first port} - { last port} �
�Ô�ª�×�î�Ý�c�–�_  0��

– gigabitethernet module/{first port} - { last port} �
�Ô�ª�×�î�Ý�c�–�_  0��

– port-channel port-channel-number - port-channel-number�
 port-channel-number �c  1 >|  6��

>&�@>' �Ï�î�º  �³�Õ�¿�Ý�†�æ���K�Z  interface range �¥�Ð�å�»�†�Q#Ý�M�•���œ�c�
 
›8Œ�>�|�g�q
�‹�b�³�Õ�¿�Ý$��•�†�”�¡�¸�•�È�^�Ï�î�º  �³�Õ�¿�Ý�_�M�•�²0[�@�6�~�r�M��

• interfacerange �¥�Ð�å�»�†�Q#Ý�M�•�\�A�c�

›8Œ�b�–�å�±�î�Ç�™�–�«$��•�\�Á�–�Ç�å�b6ë�_�«�Ì�î
�«�@�²0[�[�M��

�S�\�<�d�
 interface range gigabitethernet1/1 - 2 �c�w� �^(
�V�æ���[�M�@�
 interface range 
gigabitethernet 1/1-2 �c!“� �[�M��

• interface range �¥�Ð�å�»�@�µ+��M�•�b�c�
 interface vlan �¥�Ð�å�»�[0¿���I�€�S  VLAN �–�å�±�î
�Ç�™�–�«�_7H�}�€�r�M�� show running-config "I�’  EXEC �¥�Ð�å�»�†�Q#Ý�M�•�\�
0¿���I�€�Z�8
�•  VLAN �–�å�±�î�Ç�™�–�«�@/²&g�I�€�r�M�� show running-config �¥�Ð�å�»�[/²&g�I�€�^�8  
VLAN �–�å�±�î�Ç�™�–�«�_  interface range �¥�Ð�å�»�†�Q#Ý�M�•�G�\�c�[�A�r�O�‡��

• �6�•(
�V
Æ�b�M�m�Z�b�–�å�±�î�Ç�™�–�«�c�
� �L�±�–�É>&�M�m�Z�@�Ç�“�«�º  �–�î�§�¿�µ�º  �Ï�î�º�

�M�m�Z�@� �ž�Å�µ�º  �–�î�§�¿�µ�º  �Ï�î�º�
�M�m�Z�@  EtherChannel �Ï�î�º�
�r�S�c�M�m�Z�@  
VLAN >'�[�^�E�€�d�^�~�r�O�‡���S�T�K�
 1 �X�b�¥�Ð�å�»
Æ�[0
�X�b�Þ�å�ª�†)��s�œ�ƒ�O�•�G�\�@
�[�A�r�M��

���b�[�[�c�
 interface range �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�Z�
�Ï�î�º  1 >|  2 
�b3ÿ�Ø�†  100 Mb/s �_0¿���M�•�‰�2�†&g�K�r�M��

Switch# configure terminal
Switch(config)# interface range gigabitethernet1/1 - 2
Switch(config-if-range)# speed 100

�G�b�[�[�c�
�•�å�Ð�†�Q#Ý�K�Z�9�b�–�å�±�î�Ç�™�–�«  �±�–�É  �«�º�Ü�å�¢�†3ã�•�K�
�Ç�“�«�º  �–�î�§
�¿�µ�º  �Ï�î�º  1 >|  3 �\�
� �ž�Å�µ�º  �–�î�§�¿�µ�º  �Ï�î�º  1 �>�|�g  2 �b�g�‰�†�–�¿�î�È�Ý�_�K�
�Ç�ß�î
�D�š�Ï�î�¬  �Ç�Þ�î�Ò�†�w�™�[�A�•�|�:�_�K�r�M��

Switch# configure terminal
SSwitch(config)# interface range fastethernet1/1 - 3, gigabitethernet1/1 - 2 
Switch(config-if-range)# flowcontrol receive on

�–�å�±�î�Ç�™�–�«  �Þ�å�ª  �Ô�î�»�[0
�X�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†
°�Š�K�S���œ�
�›�¥�Ð�å
�»�c
°�Š�K�S�ì!l�[��/œ�I�€�r�M���–�å�±�î�Ç�™�–�«  �Þ�å�ª  �Ô�î�»�†)
�¢�K�S�‹�[�
�¥�Ð�å�»�@�Â�µ
�³��#.�I�€�•�ƒ�E�[�c�6�~�r�O�‡���¥�Ð�å�»�b��/œ�p�_�–�å�±�î�Ç�™�–�«  �Þ�å�ª  �¥�å�Ç�•� �×�Þ�î

�«�̧ �µ�É 4 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 5 show interfaces [interface-id] �æ���K�S(
�V
Æ�b�–�å�±�î�Ç�™�–�«�b0¿���†&�1��K�r�M��

�«�̧ �µ�É 6 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��

�¥�Ð�å�» % $×
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'¨  14 'v       �–�å�±�î�Ç�™�–�«"I�ö�b0¿��
�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�b�Q#Ý�‰�2
�©�Ù�å  �Ô�î�»�†)
�¢�M�•�\�
�M4Š�b�¥�Ð�å�»�@(
�V
Æ�b�M�m�Z�b�–�å�±�î�Ç�™�–�«�_�P�K�Z��/œ�I�€
�^�8���œ�v�6�~�r�M���¥�Ð�å�»  �É�ß�å�É�º�@
Ì/²&g�I�€�•�b�†�…�W�Z�?�}�
�–�å�±�î�Ç�™�–�«(
�V�¥
�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†)
�¢�K�Z�C�T�I�8��

�–�å�±�î�Ç�™�–�«  �Þ�å�ª  �Ð�¡�ß�b0¿���>�|�g�Q#Ý�‰�2

�–�å�±�î�Ç�™�–�«  �Þ�å�ª  �Ð�¡�ß�†�8�B�M�•�\�
0¿���M�•�–�å�±�î�Ç�™�–�«�b(
�V�†+¬�·$×�_4E�¥�[�A
�r�M�� interface range macro �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�[  macro �Ÿ�î�á�î�»�†�Q
#Ý�M�•�_�c�
�r�N  define interface-range �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�[�Ð�¡�ß�†��
*O�M�•�²0[�@�6�~�r�M��

�–�å�±�î�Ç�™�–�«  �Þ�å�ª  �Ð�¡�ß�†0¿���M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

�Ð�¡�ß�†�P7V�M�•�_�c�
 no define interface-range macro_name �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  
�¥�Ð�å�»�†�Q#Ý�K�r�M��

define interface-range �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�M�•�\�A�c�
���b�@�–�¦8o
�_$��–�K�Z�C�T�I�8��

• �«�–�µ�³�[�b�Ï�î�º  �±�–�É�_�Â�L�S  interface-range �b�w� �^�š�å�º�Ü�c���b�\�>�~�[�M��

– vlan vlan-ID - vlan-ID�
 VLAN ID �c  1 >|  4094 

– fastethernet module/{first port} - { last port} �
�Ô�ª�×�î�Ý�c�–�_  0��

– gigabitethernet module/{first port} - { last port} �
�Ô�ª�×�î�Ý�c�–�_  0��

– port-channel port-channel-number - port-channel-number�
 port-channel-number �c  1 >|  6��

>&�@>' �Ï�î�º  �³�Õ�¿�Ý�†�æ���K�Z  interface range �¥�Ð�å�»�†�Q#Ý�M�•���œ�c�
 
›8Œ�>�|�g�q
�‹�b�³�Õ�¿�Ý$��•�†�”�¡�¸�•�È�^�Ï�î�º  �³�Õ�¿�Ý�_�M�•�²0[�@�6�~�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 define interface-range macro_name 
interface-range

�–�å�±�î�Ç�™�–�«  �Þ�å�ª  �Ð�¡�ß�†��*O�K�Z  NVRAM>&�Y�y$Î�ö  
RAM>'�_�–�Ñ�K�r�M��

• macro_name �c�
�q�±  32 �e�Ð�b�e�Ð�4�[�M��

• �Ð�¡�ß�_�c�
�•�å�Ð�[�
�)�W�S�–�å�±�î�Ç�™�–�«�†  5 �X�r�[�æ��
�[�A�r�M��

• �Q�€�R�€�b  interface-range �c�
� �L�Ï�î�º  �±�–�É�[�S�B�I�€�Z
�8�^�E�€�d�^�~�r�O�‡��

�«�̧ �µ�É 3 interface range macro macro_name macro_name �b�¡�S�[�–�å�±�î�Ç�™�–�«  �Þ�å�ª  �Ð�¡�ß�_�–�Ñ�I�€�S
�Í�†�Q#Ý�M�•�G�\�_�|�W�Z�
0¿���M�•�–�å�±�î�Ç�™�–�«�b(
�V�†4E
�¥�K�r�M��

�G�G�[�
3û�–�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�Z�
��*O
�K�S�Ð�¡�ß
Æ�b�M�m�Z�b�–�å�±�î�Ç�™�–�«�_0¿���†4:#Ý�[�A�r�M��

�«�̧ �µ�É 4 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 5 show running-config | include define ��*O�í�s�b�–�å�±�î�Ç�™�–�«  �Þ�å�ª  �Ð�¡�ß�b0¿���†/²&g�K�r�M��

�«�̧ �µ�É 6 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��
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'¨  14 'v       �–�å�±�î�Ç�™�–�«"I�ö�b0¿��
�–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�b0¿��
• interface-range �†
°�Š�M�•�\�A�c�
�q�6�b�–�å�±�î�Ç�™�–�«$��•�\�Á�–�Ç�å�b6ë�_�«�Ì�î�«�†
°�€
�r�M��

�S�\�<�d�
 gigabitethernet1/1 - 2 �c�w� �^(
�V�æ���[�M�@�
 gigabitethernet 1/1-2 �c!“� �[�M��

• VLAN �–�å�±�î�Ç�™�–�«�c�
 interface vlan �¥�Ð�å�»�[0¿���K�Z�>�C�²0[�@�6�~�r�M�� show 
running-config "I�’  EXEC �¥�Ð�å�»�†�Q#Ý�M�•�\�
0¿���I�€�Z�8�•  VLAN �–�å�±�î�Ç�™�–�«�@/²
&g�I�€�r�M�� show running-config �¥�Ð�å�»�[/²&g�I�€�^�8  VLAN �–�å�±�î�Ç�™�–�«�†  
interface-range �\�K�Z�Q#Ý�M�•�G�\�c�[�A�r�O�‡��

• �6�•(
�V
Æ�b�M�m�Z�b�–�å�±�î�Ç�™�–�«�c�
� �L�±�–�É>&�M�m�Z�@�Ç�“�«�º  �–�î�§�¿�µ�º  �Ï�î�º�

�M�m�Z�@� �ž�Å�µ�º  �–�î�§�¿�µ�º  �Ï�î�º�
�M�m�Z�@  EtherChannel �Ï�î�º�
�r�S�c�M�m�Z�@  
VLAN >'�[�^�E�€�d�^�~�r�O�‡���S�T�K�
 1 �X�b�Ð�¡�ß
Æ�[0
�X�b�–�å�±�î�Ç�™�–�«  �±�–�É�†)��s
�œ�ƒ�O�•�G�\�@�[�A�r�M��

���_�
 enet_list �\�8�:�¡�S�b�–�å�±�î�Ç�™�–�«(
�V�Ð�¡�ß�†��*O�K�Z�
�Ï�î�º  1 �>�|�g  2 �†�µ�u�
�Ð�¡
�ß0¿���†&�1��M�•�[�†&g�K�r�M��

Switch# configure terminal
Switch(config)# define interface-range enet_list gigabitethernet1/1 - 2
Switch(config)# end
Switch# show running-config | include define 
Switch# define interface-range enet_list gigabitethernet1/1 - 2

���_�
0
�X�b�±�–�É�b�–�å�±�î�Ç�™�–�«�†�µ�t�Ð�¡�ß  macro1 �†�8�B�M�•�[�†&g�K�r�M��

Switch# configure terminal
Switch(config)# define interface-range macro1 fastethernet1/1 - 2, gigabitethernet1/1 - 2
Switch(config)# end

���_�
�–�å�±�î�Ç�™�–�«  �Þ�å�ª  �Ð�¡�ß  enet_list �_�P�M�•�–�å�±�î�Ç�™�–�«  �Þ�å�ª  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å  �Ô�î�»�†6ä���M�•�[�†&g�K�r�M��

Switch# configure terminal
Switch(config)# interface range macro enet_list  
Switch(config-if-range)# 

���_�
�–�å�±�î�Ç�™�–�«  �Þ�å�ª  �Ð�¡�ß  enet_list �†�P7V�K�
��#.�†&�1��M�•�[�†&g�K�r�M��

Switch# configure terminal
Switch(config)# no define interface-range enet_list  
Switch(config)# end
Switch# show run | include define
Switch# 

�–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�b0¿��
�G�G�[�c�
���b0¿���_�X�8�Z1��Â�K�r�M��

• ���–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�b�¹�Ç�›�Ý�º0¿���� >&P.14-14>'

• ���¹�×�”�Ý�Ã�î�Ã�«  �”�µ�É�Ü�å�¡  �Ï�î�º�b�±�–�É�b0¿���� >&P.14-15>'

• ���–�å�±�î�Ç�™�–�«3ÿ�Ø�>�|�g�¹�×�É�Þ�µ�¡�«  �Ô�î�»�b0¿���� >&P.14-17>'

• �� IEEE 802.3x �Ç�ß�î�D�š�b0¿���� >&P.14-19>'

• ���–�å�±�î�Ç�™�–�«�[�b  Auto-MDIX �b0¿���� >&P.14-20>'

• ���–�å�±�î�Ç�™�–�«�_6õ�M�•0°3Ù�b3ã�•�� >&P.14-21>'
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'¨  14 'v       �–�å�±�î�Ç�™�–�«"I�ö�b0¿��
�–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�b0¿��
�–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�b�¹�Ç�›�Ý�º0¿��

 /² 14-2 �c�
�–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�b�¹�Ç�›�Ý�º0¿���†&g�K�Z�8�r�M��/²�_&g�I�€�Z�8�•  
VLAN �Ã�Û�Ó�î�±�b0ò(ý�_�X�8�Z�c�
 '¨ 16 'v�� VLAN �b0¿���� �†�g!·�K�Z�C�T�I�8���r�S�
�Ï�î�º
�l�b�º�Û�Ç�•�µ�¡�D�š�b0ò(ý�_�X�8�Z�c�
 '¨ 29 'v���Ï�î�º�"�)�b�º�Û�Ç�•�µ�¡�D�š�b0¿����  �†�g!·�K
�Z�C�T�I�8��

>&�@>' �–�å�±�î�Ç�™�–�«�@�Þ�–�Ö  3 �Ô�î�»�b���œ�_�
�Þ�–�Ö  2 �Ã�Û�Ó�î�±�†0¿���M�•�_�c�
�Ã�Û�Ó�î�±�†�æ��
�O�N�_  switchport �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†
°�Š�K�
�–�å�±�î�Ç�™�–�«�†
�Þ�–�Ö  2 �Ô�î�»�_�M�•�²0[�@�6�~�r�M���G�€�_�|�~�
�–�å�±�î�Ç�™�–�«�@�8�W�S�‡�©�Õ�µ�º�²�˜�å�K�Z
�?�}
Ì�Ø�–�¿�î�È�Ý�_�^�~�
�–�å�±�î�Ç�™�–�«�@�K)F�K�Z�8�•�¹�Â�–�«�_6õ�M�•�Ó�µ�­�î�ª�@/²&g�I�€
�•�G�\�@�6�~�r�M���Þ�–�Ö  3 �Ô�î�»�b�–�å�±�î�Ç�™�–�«�†�Þ�–�Ö  2 �Ô�î�»�_�K�S���œ�
�s8j�b�6�•�–�å
�±�î�Ç�™�–�«�_6õ4��M�•�è�S�b0¿���_���@�˜�»�M�•�•+��ö�@�6�~�
�–�å�±�î�Ç�™�–�«�c�¹�Ç�›�Ý�º0¿��
�_�`�~�r�M��

/² 14-2 �Þ�–�Ö  2 �–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�b�¹�Ç�›�Ý�º0¿��

�µ+� �¹�Ç�›�Ý�º0¿��

�·�8�Ô�î�» �Þ�–�Ö  2 �r�S�c�«�–�µ�³�å�¢  �Ô�î�»>& switchport �¥�Ð�å�»>'

VLAN 0Á��(
�V VLAN 1 >|  4094 

�¹�Ç�›�Ý�º  VLAN >&�”�¡�­�«  
�Ï�î�º#Ý>'

VLAN 1>&�Þ�–�Ö 2 �–�å�±�î�Ç�™�–�«�T�E>'

�¿�–�¸�•�È  VLAN>&IEEE 802.1Q 
�º�Û�å�¡#Ý>'

VLAN 1>&�Þ�–�Ö 2 �–�å�±�î�Ç�™�–�«�T�E>'

VLAN �º�Û�å�Ÿ�å�¢ Switchport mode dynamic auto>&DTP �†�§�Ï�î�º>' >&�Þ�–�Ö 2 �–
�å�±�î�Ç�™�–�«�T�E>'

�Ï�î�º  �–�¿�î�È�Ý  �«�¸�î�º �M�m�Z�b�Ï�î�º�@�–�¿�î�È�Ý

�Ï�î�º�b1��Â �•��*O

3ÿ�Ø +¬�·�¿�¦�©�š�î�©�Ù�å  

�¹�×�É�Þ�µ�¡�«  �Ô�î�» +¬�·�¿�¦�©�š�î�©�Ù�å  

�Ç�ß�î�D�š �Ç�ß�î�D�š�c  receive: off �_0¿���I�€�r�M��3æ�™�Ã�£�µ�º�[�c�–
�_�œ�Ç�[�M��

EtherChannel>&PAgP>' �M�m�Z�b�–�î�§�¿�µ�º  �Ï�î�º�[�¹�•�­�î�È�Ý�� '¨ 40 'v
�� EtherChannel �>�|�g�Ü�å�¡�«�¸�î�º  �º�Û�µ�Ÿ�å�¢�b0¿���� �†�g
!·�K�Z�C�T�I�8��

�Ï�î�º  �È�ß�µ�Ÿ�å�¢>&�Y�Â�Ð�Ý�³
�Ÿ�Õ�«�º�>�|�g�Y�Â�Ø�½�Ÿ�Õ�«�º  
�º�Û�Ç�•�µ�¡>'

�¹�•�­�î�È�Ý>&�È�ß�µ�Ÿ�å�¢�I�€�^�8>' >&�Þ�–�Ö 2 �–�å�±�î�Ç�™
�–�«7H��>' �����Ï�î�º  �È�ß�µ�Ÿ�å�¢�b0¿���� >&P.29-7>' �†�g!·�K�Z
�C�T�I�8��

�È�ß�î�»�Ÿ�Õ�«�º�
�Ð�Ý�³�Ÿ�Õ�«
�º�
�>�|�g�Ø�½�Ÿ�Õ�«�º  �«�º�î�Ò
�D�š

�¹�•�­�î�È�Ý  ���«�º�î�Ò�D�š�b�¹�Ç�›�Ý�º0¿���� >&P.29-3>' �†�g
!·�K�Z�C�T�I�8��

�–1¤�Ï�î�º �¹�•�­�î�È�Ý>&�Þ�–�Ö  2 �–�å�±�î�Ç�™�–�«7H��>' �����–1¤�Ï�î�º�b
0¿���� >&P.29-6>' �†�g!·�K�Z�C�T�I�8��

�Ï�î�º  �­�Ÿ�×�Ü�¸�• �¹�•�­�î�È�Ý>&�Þ�–�Ö  2 �–�å�±�î�Ç�™�–�«7H��>' �����Ï�î�º  �­�Ÿ�×
�Ü�¸�•�b�¹�Ç�›�Ý�º0¿���� >&P.29-12>' �†�g!·�K�Z�C�T�I�8��
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'¨  14 'v       �–�å�±�î�Ç�™�–�«"I�ö�b0¿��
�–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�b0¿��
�¹�×�”�Ý�Ã�î�Ã�«  �”�µ�É�Ü�å�¡  �Ï�î�º�b�±�–�É�b0¿��

�M4Š�b 2960 �«�–�µ�³�[�c�
�¹�×�”�Ý�Ã�î�Ã�«  �”�µ�É�Ü�å�¡  �Ï�î�º�@�§�Ï�î�º�I�€�Z�8�r�M���¹�Ç�›
�Ý�º�[�c�
�«�–�µ�³�c�q�6�_�Ü�å�¡�M�•�–�å�±�î�Ç�™�–�«  �±�–�É�†�·$×�_4E�¥�K�r�M���S�T�K�

media-type �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�Z�
 �m�·�[  RJ-45 �¥�¿�¡�±�r
�S�c  SFP �Ô�ª�×�î�Ý  �¥�¿�¡�±�†4E�¥�[�A�r�M��0ò(ý�_�X�8�Z�c�
 ���¹�×�”�Ý�Ã�î�Ã�«  �”�µ�É�Ü�å�¡  
�Ï�î�º�� >&P.14-7>' �†�g!·�K�Z�C�T�I�8��  

3ÿ�Ø�>�|�g�¹�×�É�Þ�µ�¡�«�b0¿���@/œ�<�•�|�:�_�”�¡�¸�•�È�_�M�•�¹�×�”�Ý�Ã�î�Ã�«  �”�µ�É�Ü�å�¡�†4E
�¥�M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M���G�b�m8p�c�õ�–�[�M��

PortFast �¹�•�­�î�È�Ý  ���œ�É�©�Ù�å�b�«�Ã�½�å�¢�¶�Ü�î�µ+��b�¹�Ç�›�Ý�º
0¿���� >&P.23-10>' �†�g!·�K�Z�C�T�I�8��

Auto-MDIX �–�¿�î�È�Ý��

>&�@>' �w7Á�¹�Â�–�«�@�¡�ß�«  �£�î�È�Ý�[�«�–�µ�³�_�K)F�I�€�Z
�8�•���œ�
�«�–�µ�³�c�
 IEEE 802.3af �_�ö
²�_�c =�Ð�K
�Z�8�^�8�
 Cisco IP Phone �x�”�¡�­�«  �Ï�–�å�º�^�]�b =
0d�A�b�w7Á�†�§�Ï�î�º�K�Z�8�^�8���œ�@�6�~�r�M���G�€
�c�
�«�–�µ�³  �Ï�î�º�V�[  Automatic Medium-Dependent 
Interface Crossover>&Auto-MIDX >'�@�–�¿�î�È�Ý�?�]�:
�?�c6õ�€�6�~�r�O�‡��

�Ÿ�î�É�”�Û�–�È  �Ó�µ�­�î�ª SFP �Ô�ª�×�î�Ý�[�¹�•�­�î�È�Ý���Ú�b�M�m�Z�b�Ï�î�º�[�–�¿�î�È
�Ý��

/² 14-2 �Þ�–�Ö  2 �–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�b�¹�Ç�›�Ý�º0¿��  >&)F�A>'

�µ+� �¹�Ç�›�Ý�º0¿��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 interface interface-id 0¿���M�•�¹�×�”�Ý�Ã�î�Ã�«  �”�µ�É�Ü�å�¡  �Ï�î�º�†�æ���K�
�–�å�±�î
�Ç�™�–�« �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��
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'¨  14 'v       �–�å�±�î�Ç�™�–�«"I�ö�b0¿��
�–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�b0¿��
�¹�Ç�›�Ý�º�b0¿���_�`�M�_�c�
 media-type auto interface �r�S�c  no media-type �–�å�±�î�Ç�™�–�«  �¥
�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

�«�–�µ�³�_�|�~�g�‰�b�±�–�É�@3ÿ�Ø�>�|�g�¹�×�É�Þ�µ�¡�«�b+¬�·�¿�¦�©�š�î�©�Ù�å�_0¿���I�€�r�M>&�¹
�Ç�›�Ý�º>' �� auto-select �†0¿���K�S���œ�
 speed �>�|�g  duplex �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å  �¥�Ð�å�»�_�|�•0¿���c/œ�<�r�O�‡��

�«�–�µ�³�b7Á ;�†  ON �_�K�S���œ�
�r�S�c  shutdown �>�|�g  no shutdown �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•
� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�[�¹�×�”�Ý�Ã�î�Ã�«  �”�µ�É�Ü�å�¡  �Ï�î�º�†�–�¿�î�È�Ý�ì�K�S���œ�
 SFP �Ô
�ª�×�î�Ý  �–�å�±�î�Ç�™�–�«�@4E�¥�I�€�r�M���G�€�è�¥�b���œ�
�q�6�_�”�µ�É�b"g�Â�_�^�W�S�Ü�å�¡�b
�±�–�É�_�ö�Y�8�Z�
�”�¡�¸�•�È�^�Ü�å�¡�@4E�¥�I�€�r�M��

�G�b�«�–�µ�³�\  100BASE-x>&-x �c  -BX�
 -FX�
 -FE�
 -LX �b�8�N�€�?>' SFP �Ô�ª�×�î�Ý�†)��s�œ�ƒ�O
�•�\�
���b�|�:�_�·�8�K�r�M��

�«�̧ �µ�É 3 media-type { auto-select | rj45  | sfp} �–�å�±�î�Ç�™�–�«�\�¹�×�”�Ý�Ã�î�Ã�«  �”�µ�É�Ü�å�¡  �Ï�î�º�b�±�–�É
�†4E�¥�K�r�M���Ÿ�î�á�î�»�b�–�á�c���b�\�>�~�[�M��

• auto-select>8�«�–�µ�³�@�·$×�_�±�–�É�†4E�¥�K�r�M���Ü�å�¡�@
�”�µ�É�b"g�Â�_�^�•�\�
�”�¡�¸�•�È�^�Ü�å�¡�@�²�˜�å�b"g�Â�_
�^�•�r�[�
�«�–�µ�³�_�|�~�Q�b�Ú�b�±�–�É�@�¹�•�­�î�È�Ý�ì�I
�€�r�M���”�¡�¸�•�È�^�Ü�å�¡�@�²�˜�å�b"g�Â�_�^�•�\�
�8�N�€
�?�b�Ü�å�¡�@�”�µ�É�b"g�Â�_�^�•�r�[�
�«�–�µ�³�_�|�~�g�‰�b
�±�–�É�@�–�¿�î�È�Ý�ì�I�€�r�M�� auto-select �Ô�î�»�[�c�
�«
�–�µ�³�_�|�~�g�‰�b�±�–�É�@3ÿ�Ø�>�|�g�¹�×�É�Þ�µ�¡�«�b+¬�·
�¿�¦�©�š�î�©�Ù�å�_0¿���I�€�r�M>&�¹�Ç�›�Ý�º>' ���–�å�«�º�î�Ý
�I�€�Z�8�•  SFP �Ô�ª�×�î�Ý�b�±�–�É�_�|�W�Z�
�«�–�µ�³�[+¬�·
$×�_4E�¥�@/œ�<�^�8���œ�v�6�~�r�M��0ò(ý�_�X�8�Z�c�
�G�b�m
8p�b�‹�b1��Â�†�g!·�K�Z�C�T�I�8��

• rj45 >8�«�–�µ�³�@  SFP �Ô�ª�×�î�Ý  �–�å�±�î�Ç�™�–�«�†�¹�•�­�î
�È�Ý�ì�K�r�M���G�b�Ï�î�º�_  SFP �Ô�ª�×�î�Ý�†�K)F�M�•���œ�

RJ-45 
��@�²�˜�å�K�Z�8�•�
�r�S�c�K)F�K�Z�8�^�8���œ�[�v�
�Ü
�å�¡�†&�'g�M�•�G�\�c�[�A�r�O�‡���G�b�Ô�î�»�[�c�
�¹�×�”�Ý
�Ã�î�Ã�«  �Ï�î�º�c  10/100/1000BASE-TX �–�å�±�î�Ç�™�–�«�\� 
�]�b�·�8�†�K�r�M���G�b�–�å�±�î�Ç�™�–�«  �±�–�É�_�P�Â�K�S3ÿ
�Ø�>�|�g�¹�×�É�Þ�µ�¡�«�b0¿���@�•+��[�M��

• sfp>8�«�–�µ�³�@  RJ-45 �–�å�±�î�Ç�™�–�«�†�¹�•�­�î�È�Ý�ì�K�r
�M���G�b  RJ-45 �Ï�î�º�_�£�î�È�Ý�†�K)F�K�Z�8�•���œ�
 SFP �Ô
�ª�×�î�Ý
��@�²�˜�å�K�Z�8�•�
�r�S�c  SFP �Ô�ª�×�î�Ý�@�K)F�K
�Z�8�^�8���œ�[�v�
�Ü�å�¡�†&�'g�M�•�G�\�c�[�A�r�O�‡���–�å
�«�º�î�Ý�I�€�Z�8�•  SFP �Ô�ª�×�î�Ý�b�±�–�É�_�ö�Y�8�Z�
�G�b
�–�å�±�î�Ç�™�–�«  �±�–�É�_�P�Â�K�S3ÿ�Ø�>�|�g�¹�×�É�Þ�µ�¡�«
�b0¿���@�•+��[�M��

3ÿ�Ø�>�|�g�¹�×�É�Þ�µ�¡�«�b0ò(ý�_�X�8�Z�c�
 ��3ÿ�Ø�\�¹�×�É�Þ�µ�¡
�«  �Ô�î�»�b0¿���ì�b�@�–�¦8o�� >&P.14-17>' �†�g!·�K�Z�C�T�I�8��

�«�̧ �µ�É 4 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 5 show interfaces interface-id transceiver 
properties

0¿���Í�†&�1��K�r�M��

�«�̧ �µ�É 6 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��

�¥�Ð�å�» % $×
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'¨  14 'v       �–�å�±�î�Ç�™�–�«"I�ö�b0¿��
�–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�b0¿��
• 100BASE-x SFP �Ô�ª�×�î�Ý�@�Ô�ª�×�î�Ý  �«�ß�µ�º�_�š3U�I�€�Z�8�Z�
 RJ-45 
��_�Ü�å�¡�@�^�8��
�œ�
�«�–�µ�³�_�|�~  RJ-45 �–�å�±�î�Ç�™�–�«�@�¹�•�­�î�È�Ý�ì�I�€�
 SFP �Ô�ª�×�î�Ý  �–�å�±�î
�Ç�™�–�«�@4E�¥�I�€�r�M���£�î�È�Ý�@�K)F�I�€�Z�8�^�8���œ�x�
 SFP �Ô�ª�×�î�Ý
��_�Ü�å�¡�@�^�8
���œ�[�v�
�G�b�|�:�_�^�~�r�M��

• 100BASE-x SFP �Ô�ª�×�î�Ý�@�š3U�I�€�Z�8�Z�
 RJ-45 
��_�Ü�å�¡�@�6�•���œ�
�G�b�Ü�å�¡�†�Q#Ý
�K�Z�·�8�@)F/œ�K�r�M���Ü�å�¡�@�²�˜�å�b"g�Â�_�^�•�\�
�«�–�µ�³�_�|�~  RJ-45 
��@�¹�•�­�î�È�Ý
�ì�I�€�
 SFP �Ô�ª�×�î�Ý  �–�å�±�î�Ç�™�–�«�@4E�¥�I�€�r�M��

• 100BASE-x SFP �Ô�ª�×�î�Ý�†�v�~�¥�M�\�
�«�–�µ�³�_�|�~
Ì�g+¬�·$×�_�±�–�É�@4E�¥�I�€
>&auto-select>'�

Ì�g  RJ-45 
��@�–�¿�î�È�Ý�ì�I�€�r�M��

100BASE-FX-GE SFP �Ô�ª�×�î�Ý�b���œ�
�G�b�µ+��c�6�~�r�O�‡��

�–�å�±�î�Ç�™�–�«3ÿ�Ø�>�|�g�¹�×�É�Þ�µ�¡�«  �Ô�î�»�b0¿��

�§�Ï�î�º�I�€�•�Ï�î�º  �±�–�É�_�Â�L�Z�
�«�–�µ�³�b�–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�c�

²�§5��r�S�c
���§5��Ô�î�»�b�8�N�€�?�[�
 10�
 100�
 1000�
�r�S�c  10,000 Mb/s �[�·�8�K�r�M��
²�§5��Ô�î�»�b��
�œ�
 2 �X�b�«�¸�î�©�Ù�å�@� �ì�_�º�Û�Ç�•�µ�¡�†3æ�w�™�[�A�r�M��3û�–�
 10 Mbps �Ï�î�º�c���§5��Ô�î
�»�[�·�8�K�r�M���G�€�c�
�›�«�¸�î�©�Ù�å�@�º�Û�Ç�•�µ�¡�†�w�™�M�•�?�
3æ�™�M�•�?�b�]�U�}�?�M�‰�K
�?�[�A�^�8�G�\�†�–�á�K�r�M��

�«�–�µ�³  �Ô�¹�Ý�_�c�
�Ç�“�«�º  �–�î�§�¿�µ�º>& 10/100 Mb/s>'�Ï�î�º�
� �ž�Å�µ�º  �–�î�§�¿�µ�º
>&10/100/1000 Mb/s>'�Ï�î�º�
 10 � �ž�Å�µ�º  �Ô�ª�×�î�Ý  �Ï�î�º�
�>�|�g  SFP �Ô�ª�×�î�Ý�†�§�Ï�î�º�M
�•  SFP �Ô�ª�×�î�Ý  �«�ß�µ�º�b)��s�œ�ƒ�O�@�µ�r�€�r�M��

�G�G�[�c�
�–�å�±�î�Ç�™�–�«3ÿ�Ø�\�¹�×�É�Þ�µ�¡�«  �Ô�î�»�b0¿���m8p�_�X�8�Z1��Â�K�r�M��

• ��3ÿ�Ø�\�¹�×�É�Þ�µ�¡�«  �Ô�î�»�b0¿���ì�b�@�–�¦8o�� >&P.14-17>'

• ���–�å�±�î�Ç�™�–�«3ÿ�Ø�>�|�g�¹�×�É�Þ�µ�¡�«  �Ã�Û�Ó�î�±�b0¿���� >&P.14-18>'

3ÿ�Ø�\�¹�×�É�Þ�µ�¡�«  �Ô�î�»�b0¿���ì�b�@�–�¦8o

�–�å�±�î�Ç�™�–�«3ÿ�Ø�>�|�g�¹�×�É�Þ�µ�¡�«  �Ô�î�»�†0¿���M�•�\�A�_�c�
���b�@�–�¦8o�_$��–�K�Z�C
�T�I�8��

• �Ç�“�«�º  �–�î�§�¿�µ�º>& 10/100 Mbps>'�Ï�î�º�c�
�M�m�Z�b3ÿ�Ø�>�|�g�¹�×�É�Þ�µ�¡�«  �œ�É�©�Ù
�å�†�§�Ï�î�º�K�r�M��

• � �ž�Å�µ�º  �–�î�§�¿�µ�º>& 10/100/1000 Mbps>'�Ï�î�º�c�
�M�m�Z�b3ÿ�Ø�œ�É�©�Ù�å�\�¹�×�É�Þ�µ
�¡�«  �œ�É�©�Ù�å>&+¬�·�
���§5��

²�§5�>'�†�§�Ï�î�º�K�r�M���S�T�K�
 1000 Mbps �['�
>�I�O�Z
�8�•� �ž�Å�µ�º  �–�î�§�¿�µ�º  �Ï�î�º�c�
���§5��Ô�î�»�†�§�Ï�î�º�K�r�O�‡��

• SFP �Ô�ª�×�î�Ý  �Ï�î�º�b���œ�
���b  SFP �Ô�ª�×�î�Ý  �±�–�É�_�|�W�Z3ÿ�Ø�\�¹�×�É�Þ�µ�¡�«�b  CLI
>&�¥�Ð�å�»�Û�–�å  �–�å�±�î�Ç�™�–�«>'�œ�É�©�Ù�å�@�š�ƒ�~�r�M��

– 1000 BASE-x>&x �_�c�
 BX�
 CWDM�
 LX �
 SX�
 ZX �@4:��
°�~�r�M>' SFP �Ô�ª�×�î�Ý  �Ï�î
�º�c�
 speed �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�[  nonegotiate �Ÿ�î�á�î�»�†
�§�Ï�î�º�K�r�M���¹�×�É�Þ�µ�¡�«  �œ�É�©�Ù�å�c�§�Ï�î�º�I�€�r�O�‡��

– 1000BASE-T SFP �Ô�ª�×�î�Ý  �Ï�î�º�c�
 10/100/1000 Mbps �Ï�î�º�\� �M�b3ÿ�Ø�\�¹�×�É�Þ�µ
�¡�«  �œ�É�©�Ù�å�†�§�Ï�î�º�K�r�M��

– 100BASE-x>&x �_�c�
 BX�
 CWDM�
 LX �
 SX�
 ZX �@4:��
°�~�r�M>' SFP �Ô�ª�×�î�Ý  �Ï�î�º
�c�
 100 Mbps �b�s�§�Ï�î�º�K�r�M���G�€�}�b�Ô�ª�×�î�Ý�c�

²�§5��>�|�g���§5��œ�É�©�Ù�å
�†�§�Ï�î�º�K�r�M�@�
+¬�·�¿�¦�©�š�î�©�Ù�å�†�§�Ï�î�º�K�r�O�‡��
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'¨  14 'v       �–�å�±�î�Ç�™�–�«"I�ö�b0¿��
�–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�b0¿��
�«�–�µ�³�[�§�Ï�î�º�I�€�•  SFP �Ô�ª�×�î�Ý�_�X�8�Z�c�
�›0����b�Ü�Ü�î�«  �À�î�º�†�g!·�K�Z�C�T
�I�8��

• �G)z�b�g
��[+¬�·�¿�¦�©�š�î�©�Ù�å�@�§�Ï�î�º�I�€�•���œ�c�
�[�A�•�T�E�¹�Ç�›�Ý�º�b  auto �¿�¦
�©�š�î�©�Ù�å�†�Q#Ý�K�Z�C�T�I�8��

• �M�‰�b�–�å�±�î�Ç�™�–�«�@+¬�·�¿�¦�©�š�î�©�Ù�å�†�§�Ï�î�º�K�
�v�:�M�‰�@�§�Ï�î�º�K�^�8���œ
�c�
�g�‰�b�–�å�±�î�Ç�™�–�«�V�[�¹�×�É�Þ�µ�¡�«�\3ÿ�Ø�†0¿���K�r�M���§�Ï�î�º�M�•
��[  auto 0¿
���†�Q#Ý�K�^�8�[�C�T�I�8��

• STP �@�–�¿�î�È�Ý�b���œ�_�Ï�î�º�†
Ì0¿���M�•�\�
 �«�–�µ�³�@�Ý�î�É�b�w!“�†1*�m�•�S�u�_�q�±�[  
30 &Ê�?�?�•�•+��ö�@�6�~�r�M�� STP �b
Ì0¿���@/œ�ƒ�€�Z�8�•6ë�
�Ï�î�º  LED �c�œ�Þ�å�ª�_!l!I�K
�r�M��

�@�– �–�å�±�î�Ç�™�–�«3ÿ�Ø�\�¹�×�É�Þ�µ�¡�«  �Ô�î�»�b0¿���†�š�f�M�•�\�

Ì0¿���p�_�–�å�±�î�Ç�™�–�«
�@�©�Õ�µ�º�²�˜�å�K�

Ì�g�–�¿�î�È�Ý�_�^�•���œ�@�6�~�r�M��

�–�å�±�î�Ç�™�–�«3ÿ�Ø�>�|�g�¹�×�É�Þ�µ�¡�«  �Ã�Û�Ó�î�±�b0¿��

"@#.�–�å�±�î�Ç�™�–�«�b3ÿ�Ø�>�|�g�¹�×�É�Þ�µ�¡�«  �Ô�î�»�†0¿���M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m
8p�†��/œ�K�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 interface interface-id 0¿���M�•"@#.�–�å�±�î�Ç�™�–�«�†�æ���K�
�–�å�±�î�Ç�™�–�«  �¥�å
�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 3 speed { 10 | 100 | 1000 | auto [10 | 100 | 
1000] | nonegotiate}

�–�å�±�î�Ç�™�–�«�_�P�M�•4:�)�^3ÿ�Ø�Ã�Û�Ó�î�±�†
°�Š�K�r�M��

• �–�å�±�î�Ç�™�–�«�b3ÿ�Ø�†�æ���M�•�_�c�
 10�
 100�
�r�S�c  
1000 �†
°�Š�K�r�M�� 1000 �Ÿ�î�á�î�»�†�Q#Ý�[�A�•�b�c�

10/100/1000 Mbps �Ï�î�º�_�P�K�Z�T�E�[�M��

• �–�å�±�î�Ç�™�–�«�_�K)F�I�€�S�¹�Â�–�«�\+¬�·�¿�¦�©�š�î�©�Ù
�å�@/œ�<�•�|�:�_�M�•�_�c�
 auto �†
°�Š�K�r�M�� auto �Ÿ�î�á�î
�»�\�M)t�_  10�
 100�
�r�S�c  1000 �Ÿ�î�á�î�»�†�Q#Ý�K�S���œ�

�Ï�î�º�c�æ���b3ÿ�Ø�[�b�s+¬�·�¿�¦�©�š�î�º�K�r�M��

• nonegotiate �Ÿ�î�á�î�»�†�Q#Ý�[�A�•�b�c�
 SFP �Ô�ª�×�î�Ý  
�Ï�î�º�_�P�K�Z�T�E�[�M�� SFP �Ô�ª�×�î�Ý  �Ï�î�º�c  1000 Mbps 
�T�E�[�·�8�K�r�M�@�
+¬�·�¿�¦�©�š�î�©�Ù�å�†�§�Ï�î�º�K�Z�8
�^�8�¹�Â�–�«�_�K)F�I�€�Z�8�•���œ�c�
�¿�¦�©�š�î�º�K�^�8�|
�:�_0¿���[�A�r�M��

3ÿ�Ø�b0¿���b0ò(ý�_�X�8�Z�c�
 ��3ÿ�Ø�\�¹�×�É�Þ�µ�¡�«  �Ô�î�»�b0¿��
�ì�b�@�–�¦8o�� >&P.14-17>' �†�g!·�K�Z�C�T�I�8��

�«�̧ �µ�É 4 duplex { auto | full | half} �–�å�±�î�Ç�™�–�«�b�¹�×�É�Þ�µ�¡�«  �Ã�Û�Ó�î�±�†
°�Š�K�r�M��

���§5��Ô�î�»�†�–�¿�î�È�Ý�_�K�r�M>& 10 �r�S�c  100Mbps �b�s�[�·
�8�M�•�–�å�±�î�Ç�™�–�«�b���œ>' �� 1000 Mbps �[�·�8�M�•�–�å�±�î
�Ç�™�–�«�_�c���§5��Ô�î�»�†0¿���[�A�r�O�‡��

�¹�×�É�Þ�µ�¡�«�b0¿���b0ò(ý�_�X�8�Z�c�
 ��3ÿ�Ø�\�¹�×�É�Þ�µ�¡�«  
�Ô�î�»�b0¿���ì�b�@�–�¦8o�� >&P.14-17>' �†�g!·�K�Z�C�T�I�8��

�«�̧ �µ�É 5 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��
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'¨  14 'v       �–�å�±�î�Ç�™�–�«"I�ö�b0¿��
�–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�b0¿��
�–�å�±�î�Ç�™�–�«�†�¹�Ç�›�Ý�º�b3ÿ�Ø�>�|�g�¹�×�É�Þ�µ�¡�«0¿��>&+¬�·�¿�¦�©�š�î�©�Ù�å>'�_�`�M�_
�c�
 no speed �>�|�g  no duplex �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M���M
�m�Z�b�–�å�±�î�Ç�™�–�«0¿���†�¹�Ç�›�Ý�º�_�`�M�_�c�
 default interface interface-id �–�å�±�î�Ç�™�–
�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

���_�
 10/100Mbps �Ï�î�º�[�–�å�±�î�Ç�™�–�«�b3ÿ�Ø�†  10 Mbps �_�
�¹�×�É�Þ�µ�¡�«  �Ô�î�»�†���§5�
�_0¿���M�•�[�†&g�K�r�M��

Switch# configure terminal
Switch(config)# interface fasttethernet1/3
Switch(config-if)# speed 10
Switch(config-if)# duplex half

���_�
 10/100/1000 Mbps �Ï�î�º�[�
�–�å�±�î�Ç�™�–�«�b3ÿ�Ø�†  100 Mbps �_0¿���M�•�[�†&g�K�r�M��

Switch# configure terminal
Switch(config)# interface gigabitethernet1/2
Switch(config-if)# speed 100

IEEE 802.3x �Ç�ß�î�D�š�b0¿��  
�Ç�ß�î�D�š�_�|�~�
�K)F�K�Z�8�•�–�î�§�¿�µ�º  �Ï�î�º�c�
3}3u�K�Z�8�•�À�î�»�@�Ü�å�¡�·�8�†�v�:�M
�‰�b'ƒ�[�M�ì�õ�F�[�A�•�|�:�_�M�•�G�\�_�|�W�Z�
3}3u�ì�b�º�Û�Ç�•�µ�¡  �Þ�î�º�†�D�š�[�A�r�M���6
�•�Ï�î�º�[3}3u�@#Õ�L�
�Q�€�è�V�c�º�Û�Ç�•�µ�¡�†�w�™�[�A�^�C�^�W�S���œ�
�Ï�î�¬  �Ç�Þ�î�Ò�†3æ�™
�M�•�G�\�_�|�W�Z�
�Q�b"g�Â�@0Ž�˜�I�€�•�r�[3æ�™�†�p�F�M�•�|�:�_�
�Q�b�Ï�î�º�?�}%&�m�Ï�î�º�_3û
%±�K�r�M���Ï�î�¬  �Ç�Þ�î�Ò�†�w�™�M�•�\�
3æ�™
��¹�Â�–�«�c�¹�î�±  �Ã�£�µ�º�b3æ�™�†�p�F�M�•�b�[�

3}3u�ì�b�¹�î�±  �Ã�£�µ�º�†�»�@75�F�I�€�r�M��

>&�@>' �«�–�µ�³�b�Ï�î�º�c�
�Ï�î�¬  �Ç�Þ�î�Ò�†�w�™�[�A�r�M�@�
3æ�™�c�[�A�r�O�‡��

flowcontrol  �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�Z�
�–�å�±�î�Ç�™�–�«�b�Ï�î
�¬  �Ç�Þ�î�Ò�†�w�™>&receive>'�M�•+��Š�†  on�
 off�
�r�S�c desired �_0¿���K�r�M���¹�Ç�›�Ý�º�b"g�Â�c  
off �[�M��

desired �_0¿���K�S���œ�
�–�å�±�î�Ç�™�–�«�c�Ç�ß�î�D�š�Ã�£�µ�º�b3æ�™�†�²0[�\�M�•�K)F�¹�Â�–�«�

�r�S�c�²0[�[�c�^�8�@�Ç�ß�î�D�š�Ã�£�µ�º�†3æ�™�[�A�•�K)F�¹�Â�–�«�_�P�K�Z�·�8�[�A�r�M��

�¹�Â�–�«�b�Ç�ß�î�D�š0¿���_�c�
���b�Ý�î�Ý�@4:#Ý�I�€�r�M��

• receive on>&�r�S�c  desired>'>8�Ï�î�º�c�Ï�î�¬  �Ç�Þ�î�Ò�†3æ�™�[�A�r�O�‡�@�
�Ï�î�¬  �Ç�Þ�î�Ò�†
3æ�™�M�•�²0[�b�6�•�
�r�S�c3æ�™�[�A�•�K)F�¹�Â�–�«�\)��s�œ�ƒ�O�Z�Q#Ý�[�A�r�M���Ï�î�¬  �Ç
�Þ�î�Ò�b�w�™�c�•+��[�M��

• receive off>8�Ç�ß�î�D�š�c�]�U�}�b�‰�¥�_�v�·�8�K�r�O�‡��3}3u�@#Õ�L�Z�v�
�Ü�å�¡�b%&�m
��_3û
%±�c�^�C�
�]�U�}
��b/æ*(�v���F�Ç�Þ�î�Ò�b3æ�w�™�†/œ�8�r�O�‡��

>&�@>' �¥�Ð�å�»�b0¿���\�
�Q�b)��Ý#Õ�L�•�ß�î�•�Ý�>�|�g�Ü�Ô�î�º  �Ï�î�º�[�b�Ç�ß�î�D�š0Ž�ô�b0ò(ý�_�X�8
�Z�c�
�G�b�Ü�Ü�î�«�b�¥�Ð�å�»  �Ü�Ç�“�Þ�å�«�_0°3U�I�€�S  flowcontrol �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•
� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�g!·�K�Z�C�T�I�8��

�«�̧ �µ�É 6  show interfaces interface-id �–�å�±�î�Ç�™�–�«3ÿ�Ø�>�|�g�¹�×�É�Þ�µ�¡�«  �Ô�î�»0¿���†/²&g�K�r
�M��

�«�̧ �µ�É 7 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��

�¥�Ð�å�» % $×
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'¨  14 'v       �–�å�±�î�Ç�™�–�«"I�ö�b0¿��
�–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�b0¿��
�–�å�±�î�Ç�™�–�«�V�[�Ç�ß�î�D�š�†0¿���M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

�Ç�ß�î�D�š�†�¹�•�­�î�È�Ý�_�M�•�_�c�
 flowcontrol  receive off �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

���_�
�Ï�î�º�V�b�Ç�ß�î�D�š�†�œ�å�_�M�•�[�†&g�K�r�M��

Switch# configure terminal
Switch(config)# interface gigabitethernet1/1
Switch(config-if)# flowcontrol receive on
Switch(config-if)# end

�–�å�±�î�Ç�™�–�«�[�b  Auto-MDIX �b0¿��

�–�å�±�î�Ç�™�–�«�V�b  Auto-MDIX �@�–�¿�î�È�Ý�_0¿���I�€�Z�8�•���œ�
�–�å�±�î�Ç�™�–�«�@�²0[�^
�£�î�È�Ý�K)F�±�–�É>&�«�º�Þ�î�º�r�S�c�¡�ß�«>'�†+¬�·$×�_�è���K�
�K)F�†4:�)�_0¿���K�r�M��
Auto-MDIX �µ+��†�Q#Ý�O�N�_�«�–�µ�³�†�K)F�M�•���œ�
�§�î�Â�
�á�î�¡�«�¸�î�©�Ù�å�
�r�S�c�Ý�î�±
�^�]�b�¹�Â�–�«�b�K)F�_�c�«�º�Þ�î�º  �£�î�È�Ý�†�Q#Ý�K�
�Ú�b�«�–�µ�³�x�Ü�Æ�î�±�b�K)F�_�c�¡�ß�«  
�£�î�È�Ý�†�Q#Ý�M�•�²0[�@�6�~�r�M�� Auto-MDIX �@�–�¿�î�È�Ý�b���œ�
�Ú�b�¹�Â�–�«�\�b�K)F�_�c�]
�U�}�b�£�î�È�Ý�[�v�Q#Ý�[�A�
�£�î�È�Ý�@�G�K�C�^�8���œ�c�–�å�±�î�Ç�™�–�«�@+¬�·$×�_�Ÿ�G�†/œ�8�r
�M���£�î�È�Ý�K)F�b0ò(ý�_�X�8�Z�c�
�Á�î�»�˜�™�”  �–�å�«�º�Þ�î�©�Ù�å  �ž�–�»�†�g!·�K�Z�C�T�I�8��

Auto-MDIX �c�¹�Ç�›�Ý�º�[�–�¿�î�È�Ý�[�M�� Auto-MDIX �†�–�¿�î�È�Ý�_0¿���M�•���œ�
 Auto-MDIX 
�µ+��@�G�K�C�·�8�M�•�|�:�_�–�å�±�î�Ç�™�–�«�b3ÿ�Ø�>�|�g�¹�×�É�Þ�µ�¡�«�†  auto �_0¿���M�•�²0[�@
�6�~�r�M��

Auto-MDIX �c�
�M�m�Z�b  10/100 �>�|�g  10/100/1000 Mb/s �–�å�±�î�Ç�™�–�«�[�§�Ï�î�º�I�€�r�M��
1000BASE-SX �r�S�c  1000BASE-LX SFP �Ô�ª�×�î�Ý  �–�å�±�î�Ç�™�–�«�[�c�§�Ï�î�º�I�€�r�O�‡��

/² 14-3 �_�
 Auto-MDIX �b0¿���>�|�g�£�î�È�Ý�K)F�H�\�b�Ü�å�¡  �«�¸�î�º�†&g�K�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 interface interface-id 0¿���M�•"@#.�–�å�±�î�Ç�™�–�«�†�æ���K�
�–�å�±�î�Ç�™�–�«  �¥
�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 3 flowcontrol  { receive} { on | off | desired} �Ï�î�º�b�Ç�ß�î�D�š�Ô�î�»�†0¿���K�r�M��

�«�̧ �µ�É 4 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 5 show interfaces interface-id �–�å�±�î�Ç�™�–�«  �Ç�ß�î�D�š�b0¿���†&�1��K�r�M��

�«�̧ �µ�É 6 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��

/² 14-3 �Ü�å�¡"g�Â�\  Auto-MDIX �b0¿��

�ß�î�•�Ý
��b  
Auto-MDIX 

�Ü�Ô�î�º
��b  
Auto-MDIX

�£�î�È�Ý�K)F�@�G�K�8
���œ

�£�î�È�Ý�K)F�@�G�K�C
�^�8���œ

On On �Ü�å�¡  �”�µ�É �Ü�å�¡  �”�µ�É

On Off �Ü�å�¡  �”�µ�É �Ü�å�¡  �”�µ�É

Off On �Ü�å�¡  �”�µ�É �Ü�å�¡  �”�µ�É

Off Off �Ü�å�¡  �”�µ�É �Ü�å�¡  �²�˜�å
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'¨  14 'v       �–�å�±�î�Ç�™�–�«"I�ö�b0¿��
�–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�b0¿��
�–�å�±�î�Ç�™�–�«�V�[  Auto-MDIX �†0¿���M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

Auto-MDIX �†�¹�•�­�î�È�Ý�_�M�•�_�c�
 no mdix auto �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥
�Ð�å�»�†�Q#Ý�K�r�M��

���b�[�[�c�
�Ï�î�º�b  Auto MDIX �†�–�¿�î�È�Ý�_�M�•�‰�2�†&g�K�r�M��

Switch# configure terminal
Switch(config)# interface gigabitethernet1/1
Switch(config-if)# speed auto
Switch(config-if)# duplex auto
Switch(config-if)# mdix auto
Switch(config-if)# end

�–�å�±�î�Ç�™�–�«�_6õ�M�•0°3Ù�b3ã�•  
�–�å�±�î�Ç�™�–�«�b�µ+��_6õ�M�•0°3Ù�†3ã�•�[�A�r�M��0°3Ù�c�
"I�’  EXEC �¥�Ð�å�»  show 
configuration�
 show running-config�
 �>�|�g  show interfaces �b���Š�_/²&g�I�€�r�M��

�–�å�±�î�Ç�™�–�«�_6õ�M�•0°3Ù�†3ã�•�M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 interface interface-id 0¿���M�•"@#.�–�å�±�î�Ç�™�–�«�†�æ���K�
�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×
�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 3 speed auto �K)F�I�€�S�¹�Â�–�«�\3ÿ�Ø�b+¬�·�¿�¦�©�š�î�©�Ù�å�†/œ�:�|�:�_�–�å�±�î
�Ç�™�–�«�†0¿���K�r�M��

�«�̧ �µ�É 4 duplex auto �K)F�I�€�S�¹�Â�–�«�\�¹�×�É�Þ�µ�¡�«  �Ô�î�»�b+¬�·�¿�¦�©�š�î�©�Ù�å�†/œ
�:�|�:�_�–�å�±�î�Ç�™�–�«�†0¿���K�r�M��

�«�̧ �µ�É 5 mdix auto �–�å�±�î�Ç�™�–�«�V�[  Auto-MDIX �†�–�¿�î�È�Ý�_�K�r�M��

�«�̧ �µ�É 6 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 7 show controllers ethernet-controller 
interface-id phy

�–�å�±�î�Ç�™�–�«�[  Auto-MDIX �b�·�8�«�¸�î�º�†&�1��K�r�M��

�«�̧ �µ�É 8 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 interface interface-id 0°3Ù�†3ã�•�M�•�–�å�±�î�Ç�™�–�«�†�æ���K�
�–�å�±�î�Ç�™�–�«  �¥�å
�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 3 description string �–�å�±�î�Ç�™�–�«�_6õ�M�•1��Â�†3ã�•�K�r�M>&�q�±  240 �e�Ð>'��

�«�̧ �µ�É 4 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 5 show interfaces interface-id description

�r�S�c

show running-config

0¿���†&�1��K�r�M��

�«�̧ �µ�É 6 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��
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'¨  14 'v       �–�å�±�î�Ç�™�–�«"I�ö�b0¿��
�Þ�–�Ö  3 �–�å�±�î�Ç�™�–�«�b0¿��
0°3Ù�†�P7V�M�•�_�c�
 no description �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r
�M��

���_�
�Ï�î�º�_0°3Ù�†3ã�•�K�Z�
�Q�b1��Â�†&�1��M�•�[�†&g�K�r�M��

Switch# config terminal
Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)# interface gigabitethernet1/2
Switch(config-if)# description Connects to Marketing
Switch(config-if)# end
Switch# show interfaces gigabitethernet1/2 description
Interface Status         Protocol Description
Gi1/2  admin down     down     Connects to Marketing

�Þ�–�Ö  3 �–�å�±�î�Ç�™�–�«�b0¿��
�«�–�µ�³�c�
���b�Þ�–�Ö  3 �–�å�±�î�Ç�™�–�«�†�§�Ï�î�º�K�r�M��

• SVI>8�º�Û�Ç�•�µ�¡�†�Ý�î�¸�•�å�¢�M�•  VLAN �_�P�Â�M�•  SVI �†0¿���M�•�²0[�@�6�~�r�M�� SVI 
�c�
 interface vlan �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�b�6�\�_  VLAN ID �†
°�Š�K�Z�8
�B�K�r�M�� SVI �†�P7V�M�•�_�c�
 no interface vlan �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»
�†�Q#Ý�K�r�M���–�å�±�î�Ç�™�–�«  VLAN 1 �c�P7V�[�A�r�O�‡��

>&�@>' "@#.�Ï�î�º�\6õ4��Ü�E�}�€�Z�8�^�8���œ�
 SVI �†�8�B�K�Z�v�”�¡�¸�•�È�_�c�^�~�r�O�‡��
VLAN �l�b�Þ�–�Ö  2 �Ï�î�º�b�m�~�\�Z�_�X�8�Z�c�
 '¨ 16 'v�� VLAN �b0¿���� �†�g!·�K�Z
�C�T�I�8��

SVI �†0¿���M�•�\�A�
 SVI �Û�–�å�«�¸�î�º  �«�¸�î�±�«�†�8�•�M�•7•�_�µ�u�^�8�|�:�_�M�•�S�u�

SVI +¬�·�«�¸�î�º7V�¥�†  SVI �b�Ï�î�º�_0¿���M�•�G�\�v�[�A�r�M�� �� SVI +¬�·�«�¸�î�º7V�¥�b0¿
���� >&P.14-24>' �†�g!·�K�Z�C�T�I�8��

• �Ý�î�¸�µ�»  �Ï�î�º>8�Ý�î�¸�µ�»  �Ï�î�º�c�
 no switchport �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�Z�Þ�–�Ö  3 �Ô�î�»�_0¿���I�€�S"@#.�Ï�î�º�[�M��

• �Þ�–�Ö  3 EtherChannel �Ï�î�º>8 EtherChannel �–�å�±�î�Ç�™�–�«�c�
�Ý�î�¸�µ�»  �Ï�î�º�[�S�B�I�€
�r�M��

EtherChannel �Ï�î�º  �–�å�±�î�Ç�™�–�«�_�X�8�Z�c�
 '¨ 40 'v�� EtherChannel �>�|�g�Ü�å�¡�«�¸�î
�º  �º�Û�µ�Ÿ�å�¢�b0¿���� �†�g!·�K�Z�C�T�I�8��

�«�–�µ�³�c�
�›�Ý�î�¸�µ�»  �Ï�î�º�>�|�g  SVI �_�m�~�\�Z�}�€�S  IP �”�»�Þ�«�†�â�X�G�\�@�[�A�r�M��

�«�–�µ�³�_0¿���•+��^  SVI �\�Ý�î�¸�µ�»  �Ï�î�º�b�X�_�X�8�Z��*O�í�s�b�D7H�c�6�~�r�O�‡���S�T�K�

�Á�î�»�˜�™�”�_�c7H#ú�@�6�•�S�u�
 SVI �>�|�g�Ý�î�¸�µ�»  �Ï�î�º�b�¶�X�\�
0¿���I�€�Z�8�•�Ú�b�µ+�
�b�¶�X�b)��s�œ�ƒ�O�_�|�W�Z�c�
 CPU �<#Ý"á�@�s8j�†�w�E�•�G�\�@�6�~�r�M���«�–�µ�³�@�q�±7H�b
�Á�î�»�˜�™�”  �Ü�¯�î�«�†�Q#Ý�K�Z�8�•���œ�_�Ý�î�¸�µ�»  �Ï�î�º�r�S�c  SVI �†�8�B�K�|�:�\�M�•�\�
��
�b�|�:�^)��Ý�_�^�~�r�M��

• �‚�S�^�Ý�î�¸�µ�»  �Ï�î�º�†�8�B�K�|�:�\�M�•�\�
�«�–�µ�³�c�–�å�±�î�Ç�™�–�«�†�Ý�î�¸�µ�»  �Ï�î
�º�_�š�n�M�•�S�u�b���(�^�Ü�¯�î�«�@�^�8�G�\�†&g�M�Ó�µ�­�î�ª�†/²&g�K�
�–�å�±�î�Ç�™�–�«�c�«
�–�µ�³�Ï�î�º�b�r�r�\�^�~�r�M��

• �Ñ�G(
�V�b  VLAN �†�8�B�K�|�:�\�M�•�\�
�š�Û�î  �Ó�µ�­�î�ª�@#Õ�B�I�€�
�Ñ�G(
�V�b  VLAN �c
�Ä�°�I�€�r�M��

• VTP �@�‚�S�^  VLAN �†�«�–�µ�³�l3û%±�M�•�\�
�«�–�µ�³�c�Q#Ý�•+��^���(�^�Á�î�»�˜�™�”  �Ü�¯�î
�«�@�^�8�G�\�†&g�M�Ó�µ�­�î�ª�†3æ�~�
�Q�b  VLAN �†�©�Õ�µ�º�²�˜�å�K�r�M�� show vlan �Ø�î�¨  
EXEC �¥�Ð�å�»�b���Š�_�
�§�«�Ì�å�»  �«�¸�î�º�b  VLAN �@&g�I�€�r�M��
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'¨  14 'v       �–�å�±�î�Ç�™�–�«"I�ö�b0¿��
�Þ�–�Ö  3 �–�å�±�î�Ç�™�–�«�b0¿��
• �«�–�µ�³�@�
�Á�î�»�˜�™�”�b�§�Ï�î�º�•+��^�X�†2x�<�•  VLAN �\�Ý�î�¸�µ�»  �Ï�î�º�@0¿���I�€�S
�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�Q�W�Z2s�·�†0è�s�•�\�
 VLAN �c�8�B�I�€�r�M�@�
�Ý�î�¸�µ�»  �Ï�î�º
�c�©�Õ�µ�º�²�˜�å�I�€�
�«�–�µ�³�c�Á�î�»�˜�™�”  �Ü�¯�î�«�@�Y���(�[�6�•�\�8�:#.#ä�†&g�M�Ó�µ
�­�î�ª�†3æ�™�K�r�M��

�M�m�Z�b�Þ�–�Ö  3 �–�å�±�î�Ç�™�–�«�_�c�
�º�Û�Ç�•�µ�¡�†�Ý�î�¸�•�å�¢�M�•�S�u�b  IP �”�»�Þ�«�@�²0[
�[�M�����b�m8p�c�
�Þ�–�Ö  3 �–�å�±�î�Ç�™�–�«�\�K�Z�–�å�±�î�Ç�™�–�«�†0¿���M�•�‰�2�>�|�g�–�å�±�î
�Ç�™�–�«�_  IP �”�»�Þ�«�†�m�~�\�Z�•�‰�2�†&g�K�r�M��

>&�@>' "@#.�Ï�î�º�@�Þ�–�Ö  2 �Ô�î�»�[�6�•>&�¹�Ç�›�Ý�º>'���œ�c�
 no switchport �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•
� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†��/œ�K�Z�–�å�±�î�Ç�™�–�«�†�Þ�–�Ö  3 �Ô�î�»�_�M�•�²0[�@�6�~�r�M�� no 
switchport �¥�Ð�å�»�†��/œ�M�•�\�
�–�å�±�î�Ç�™�–�«�@�¹�•�­�î�È�Ý�_�^�W�Z�?�}
Ì�Ø�–�¿�î�È�Ý�_
�^�~�r�M���G�€�_�|�~�
�–�å�±�î�Ç�™�–�«�@�K)F�K�Z�8�•�¹�Â�–�«�_6õ�M�•�Ó�µ�­�î�ª�@#Õ�B�I�€�•�G
�\�@�6�~�r�M���I�}�_�
�Þ�–�Ö  2 �Ô�î�»�b�–�å�±�î�Ç�™�–�«�†�Þ�–�Ö  3 �Ô�î�»�_�M�•�\�
�s8j�†�w�E�S
�–�å�±�î�Ç�™�–�«�_6õ4��M�•�S�b0¿���_���c�»�ƒ�€�
�–�å�±�î�Ç�™�–�«�c�¹�Ç�›�Ý�º0¿���_�`�•�•+��ö
�@�6�~�r�M��

�Þ�–�Ö  3 �–�å�±�î�Ç�™�–�«�†0¿���M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

�–�å�±�î�Ç�™�–�«�b  IP �”�»�Þ�«�†�P7V�M�•�_�c�
 no ip address �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

���_�
�Ï�î�º�†�Ý�î�¸�µ�»  �Ï�î�º�\�K�Z0¿���K�
 IP �”�»�Þ�«�†�m�~�\�Z�•�[�†&g�K�r�M��

Switch# configure terminal
Enter configuration commands, one per line.End with CNTL/Z.
Switch(config)# interface gigabitethernet1/2
Switch(config-if)# no switchport
Switch(config-if)# ip address 192.20.135.21 255.255.255.0
Switch(config-if)# no shutdown

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r
�M��

�«�̧ �µ�É 2 interface {{ fastethernet | gigabitethernet} interface-id} 
| {vlan vlan-id} | { port-channel port-channel-number}

�Þ�–�Ö  3 �–�å�±�î�Ç�™�–�«�\�K�Z0¿���M�•�–�å�±�î
�Ç�™�–�«�†�æ���K�
�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×
�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 3 no switchport "@#.�Ï�î�º�_7H�~�
�Þ�–�Ö  3 �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 4 ip address ip_address subnet_mask IP �”�»�Þ�«�>�|�g  IP �§�È�¿�µ�º�†0¿���K�r�M��

�«�̧ �µ�É 5 no shutdown �–�å�±�î�Ç�™�–�«�†�–�¿�î�È�Ý�_�K�r�M��

�«�̧ �µ�É 6 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 7 show interfaces [interface-id]

show ip interface [interface-id]

show running-config interface [interface-id]

0¿���†&�1��K�r�M��

�«�̧ �µ�É 8 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–
�Ñ�K�r�M��
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'¨  14 'v       �–�å�±�î�Ç�™�–�«"I�ö�b0¿��
�©�«�¸�Ò�q�±��3æ�"�)>& MTU>'�b0¿��
SVI +¬�·�«�¸�î�º7V�¥�b0¿��

SVI �b�”�¡�­�«�r�S�c�º�Û�å�¡  �Ï�î�º�_  SVI +¬�·�«�¸�î�º7V�¥�†0¿���M�•�\�
� �L  VLAN �_�“�K�Z�8
�S���œ�[�v�
 SVI �«�¸�î�±�«�b0£'ì>&�”�µ�É�r�S�c�²�˜�å  �Û�–�å  �«�¸�î�º>'�?�}�Ï�î�º�†7V�¥�[�A�r
�M��7V�¥�I�€�S�Ï�î�º�@�”�µ�É"g�Â�[�v�
 VLAN 
Æ�b�Ú�b�Ï�î�º�@�M�m�Z�²�˜�å"g�Â�[�6�€�d�
 SVI 
�«�¸�î�º�c�²�˜�å�_�š�f�I�€�r�M  

SVI �Û�–�å  �«�¸�î�º  �”�µ�É�†�–�â�M�•�_�c�
 VLAN �[�a�^�C�\�v  1 �X�b�Ï�î�º�@�”�µ�É�[7V�¥�I�€�Z
�8�^�8�²0[�@�6�~�r�M���G�b�¥�Ð�å�»�†�Q#Ý�K�Z�
 SVI �b�«�¸�î�±�«�†�ô���M�•7•�_�Ô�½�±�Ü�å�¢  
�Ï�î�º�b�«�¸�î�±�«�†7V�¥�[�A�r�M��

SVI �«�¸�î�º�š�f0£'ì�?�}�Ï�î�º�†7V�¥�M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

���_�
 SVI �b�”�¡�­�«�r�S�c�º�Û�å�¡  �Ï�î�º�†0¿���K�Z�
�«�¸�î�±�«0£'ì�?�}7V�¥�M�•�‰�2�†&g�K�r
�M��

Switch# configure terminal
Enter configuration commands, one per line.End with CNTL/Z.
Switch(config)# interface gigabitethernet1/2
Switch(config-if)# switchport autostate exclude
Switch(config-if)# exit

�©�«�¸�Ò�q�±��3æ�"�)>& MTU>'�b0¿��
�M�m�Z�b�–�å�±�î�Ç�™�–�«�[3æ�w�™�I�€�•�Ç�Þ�î�Ò�b�¹�Ç�›�Ý�º  Maximum Transmission Unit>&MTU; 
�q�±��3æ�"�)>'�§�–�¬�c�
 1500 �Â�–�º�[�M�� 10 �r�S�c  100 Mbps �[�·�8�M�•�M�m�Z�b�–�å�±�î�Ç�™�–
�«�[  MTU �§�–�¬�†�Q�x�M�_�c�
 system mtu �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r
�M���r�S�
 system mtu jumbo �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�M�•�\�
�M�m�Z�b
� �ž�Å�µ�º  �–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�V�[�ª�Õ�å�Î  �Ç�Þ�î�Ò�†�§�Ï�î�º�M�•�|�:�_  MTU �§�–�¬
�†�Q�x�M�G�\�@�[�A�r�M��

system mtu routing �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�M�•�\�
 �Ý�î�¸�µ�»  �Ï�î�º�b  
MTU �§�–�¬�†�š�f�[�A�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r
�M��

�«�̧ �µ�É 2 interface interface-id �Þ�–�Ö  2 �–�å�±�î�Ç�™�–�«>&"@#.�Ï�î�º�r�S�c�Ï�î�º  
�³�Õ�¿�Ý>'�†�æ���K�
�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×
�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 3 switchport autostate exclude SVI �Û�–�å  �«�¸�î�º>&�”�µ�É�r�S�c�²�˜�å>'�b�«�¸�î
�±�«�†��*O�M�•7•�
�”�¡�­�«�r�S�c�º�Û�å�¡  �Ï�î�º�†
7V�¥�K�r�M��

�«�̧ �µ�É 4 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 5 show running config interface interface-id

show interface interface-id switchport

>&�õ�–>'��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†&g�K�r�M��

0¿���†&�1��K�r�M��

�«�̧ �µ�É 6 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–
�Ñ�K�r�M��
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'¨  14 'v       �–�å�±�î�Ç�™�–�«"I�ö�b0¿��
�©�«�¸�Ò�q�±��3æ�"�)>& MTU>'�b0¿��
>&�@>' �©�«�¸�Ò  MTU �§�–�¬�†2x�<�•�Ý�î�¸�•�å�¢  MTU �§�–�¬�c0¿���[�A�r�O�‡���©�«�¸�Ò  MTU �§�–�¬�†
#'�~0¿���I�€�Z�8�•�Ý�î�¸�•�å�¢  MTU �§�–�¬�|�~�`�I�8�Í�_�š�f�M�•�\�
0¿���š�f�c�w�E
°�€�}�€�r
�M�@�
���_�«�–�µ�³�†�Ü�­�µ�º�M�•�r�[4:#Ý�I�€�r�O�‡��0¿���š�f�@�w� �_�^�•�\�
�Ý�î�¸�•�å�¢  
MTU �§�–�¬�c+¬�·$×�_�¹�Ç�›�Ý�º�b�‚�K�8�©�«�¸�Ò  MTU �§�–�¬�_�^�~�r�M��

system mtu �¥�Ð�å�»�c� �ž�Å�µ�º  �–�î�§�¿�µ�º  �Ï�î�º�_�c�s8j�O�N�
 system mtu jumbo �¥�Ð�å�»�c  
10/100 �Ï�î�º�_�c�s8j�K�r�O�‡�� system mtu jumbo �¥�Ð�å�»�†0¿���K�Z�8�^�8���œ�
 system mtu �¥
�Ð�å�»�b0¿���c�M�m�Z�b� �ž�Å�µ�º  �–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�_4:#Ý�I�€�r�M��

�¶���b�–�å�±�î�Ç�™�–�«�_  MTU �§�–�¬�†0¿���M�•�G�\�c�[�A�r�O�‡���M�m�Z�b  10/100 �–�å�±�î�Ç�™
�–�«�r�S�c�M�m�Z�b� �ž�Å�µ�º  �–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�_�P�K�Z0¿���I�€�r�M���©�«�¸�Ò�r�S
�c�ª�Õ�å�Î  MTU �§�–�¬�†�š�f�M�•���œ�
�‚0d0¿���†�w� �_�M�•�_�c�«�–�µ�³�†�Ü�­�µ�º�M�•�²0[�@�6
�~�r�M�� system mtu routing �¥�Ð�å�»�c�
�«�–�µ�³�†�Ü�­�µ�º�K�^�C�Z�v�w� �_�^�~�r�M��

�«�–�µ�³�b  CPU �@�w�™�[�A�•�Ç�Þ�î�Ò  �§�–�¬�c�
 system mtu �r�S�c  system mtu jumbo �¥�Ð�å�»�[

°�Š�K�S�Í�_6õ�€�^�C�
 1998 �Â�–�º�_�D7H�I�€�Z�8�r�M��3û�–�
3?3æ�r�S�c�Ý�î�¸�•�å�¢�I�€�S�Ç
�Þ�î�Ò�c  CPU �_�|�W�Z�w�™�I�€�r�O�‡�@�
���œ�_�|�W�Z�c�
�D�š�º�Û�Ç�•�µ�¡�
 SNMP>&(F�Æ�¿�µ�º
�á�î�¡'ö#.�É�ß�º�¥�Ý>' �
 Telnet�
�r�S�c�Ý�î�¸�•�å�¢  �É�ß�º�¥�Ý�l3æ�™�I�€�S�º�Û�Ç�•�µ�¡�^�]�b�Ã
�£�µ�º�@  CPU �l3æ�™�I�€�•�G�\�@�6�~�r�M��

�Ý�î�¸�µ�»  �Ã�£�µ�º�c�
���Š�Ï�î�º�[  MTU �³�™�µ�¡�b�P1ß�\�^�~�r�M���Ý�î�¸�µ�»  �Ï�î�º�[�Q#Ý�I
�€�•  MTU �Í�c>& system mtu jumbo �Í�[�c�^�C>'4:#Ý�I�€�S  system mtu �Í�?�}�³���I�€�r�M���X�r
�~�
�Ý�î�¸�µ�»  MTU �c�]�b  VLAN �b�©�«�¸�Ò  MTU �|�~�v�±�A�C�^�~�r�O�‡���Ý�î�¸�•�å�¢  �É�ß�º
�¥�Ý�c�
7„�K6õ�€�\�Ü�å�¡�b  MTU �†�¿�¦�©�š�î�©�Ù�å�M�•���œ�_�©�«�¸�Ò  MTU �Í�†�Q#Ý�K�r�M���S
�\�<�d�
 Open Shortest Path First>&OSPF>'�É�ß�º�¥�Ý�c�
�Æ�”  �Ý�î�±�\�b7„�K6õ�€�†0¿���M�•�S�_�G
�b  MTU �Í�†�Q#Ý�K�r�M��"I���b  VLAN �b�Ý�î�¸�µ�»  �Ã�£�µ�º�b  MTU �Í�†/²&g�M�•�_�c�
 show 
platform port-asic mvid  "I�’  EXEC �¥�Ð�å�»�†�Q#Ý�K�r�M��

>&�@>' �Þ�–�Ö  2 � �ž�Å�µ�º  �–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�@�
 10/100 �–�å�±�î�Ç�™�–�«�|�~�±�A�8�§�–�¬�b
�Ç�Þ�î�Ò�†�w�E�v�•�|�:�_0¿���I�€�Z�8�•���œ�
�Þ�–�Ö  2 � �ž�Å�µ�º  �–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«
�_%T�™�M�•�ª�Õ�å�Î  �Ç�Þ�î�Ò�\�Þ�–�Ö  2 10/100 �–�å�±�î�Ç�™�–�«�[$Î�™�I�€�•�ª�Õ�å�Î  �Ç�Þ�î�Ò�c�»
�ß�µ�É�I�€�r�M��

�M�m�Z�b 10/100 �r�S�c� �ž�Å�µ�º  �–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�[  MTU �§�–�¬�†�š�f�M�•�_�c�
"I
�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r
�M��

�«�̧ �µ�É 2 system mtu bytes >&�õ�–>' 10 �r�S�c  100 Mb/s �[�·�8�M�•�«�–�µ�³�b�M�m
�Z�b�–�å�±�î�Ç�™�–�«�_�P�K�Z  MTU �§�–�¬�†�š�f�K
�r�M��

�æ���[�A�•(
�V�c�
 1500 >|  1998 �Â�–�º�[�M���¹�Ç�›
�Ý�º�c  1500 �Â�–�º�[�M��

�«�̧ �µ�É 3 system mtu jumbo bytes >&�õ�–>'�«�–�µ�³�b�M�m�Z�b� �ž�Å�µ�º  �–�î�§�¿�µ�º  
�–�å�±�î�Ç�™�–�«�_�P�K�Z  MTU �§�–�¬�†�š�f�K�r�M��

�æ���[�A�•(
�V�c  1500 >|  9000 �Â�–�º�[�M���¹�Ç�›�Ý
�º�c  1500 �Â�–�º�[�M��
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'¨  14 'v       �–�å�±�î�Ç�™�–�«"I�ö�b0¿��
�–�å�±�î�Ç�™�–�«�b�Ô�½�±�Ü�å�¢�>�|�g�Ó�å�¸�¼�å�«
"I���b�–�å�±�î�Ç�™�–�«  �±�–�É�[0Á��(
�V�¥�b�Í�†
°�Š�K�S���œ�
�Q�b�Í�c�w�E
°�€�}�€�r�O�‡��

�«�–�µ�³�b�Ü�ß�î�»�‹�
 show system mtu "I�’  EXEC �¥�Ð�å�»�†
°�Š�M�•�G�\�_�|�W�Z�
0¿���Í�†&�
1��[�A�r�M��

���_�
� �ž�Å�µ�º  �–�î�§�¿�µ�º  �Ï�î�º�b�q�±�Ã�£�µ�º  �§�–�¬�†  1800 �Â�–�º�_0¿���M�•�[�†&g�K�r�M��

Switch(config)# system mtu jumbo 1800
Switch(config)# exit
Switch# reload

���_�
� �ž�Å�µ�º  �–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�†(
�V�¥�b�Í�_0¿���K�|�:�\�K�S���œ�_/²&g�I�€�•
�Â'Å�b�[�†&g�K�r�M��

Switch(config)# system mtu jumbo 25000
                                   ^
% Invalid input detected at '^' marker.

�–�å�±�î�Ç�™�–�«�b�Ô�½�±�Ü�å�¢�>�|�g�Ó�å�¸�¼�å�«
�G�G�[�c�
�–�å�±�î�Ç�™�–�«�b�Ô�½�±�>�|�g�Ó�å�¸�¼�å�«�_�X�8�Z1��Â�K�r�M��

• ���–�å�±�î�Ç�™�–�«  �«�¸�î�±�«�b�Ô�½�±�� >&P.14-26>'

• ���–�å�±�î�Ç�™�–�«�>�|�g�•�˜�å�±�b�¡�Ü�”�\�Ü�­�µ�º�� >&P.14-27>'

• ���–�å�±�î�Ç�™�–�«�b�©�Õ�µ�º�²�˜�å�>�|�g
Ì2s�·�� >&P.14-28>'

�–�å�±�î�Ç�™�–�«  �«�¸�î�±�«�b�Ô�½�±  
"I�’  EXEC �É�ß�å�É�º�_�¥�Ð�å�»�†
°�Š�M�•�G�\�_�|�W�Z�
�¯�Ç�º�˜�™�”�>�|�g�Á�î�»�˜�™�”�b�Â�î
�ª�Ù�å�
�¥�å�Ç�•� �×�Þ�î�©�Ù�å�
�–�å�±�î�Ç�™�–�«�_6õ�M�•)+0£�_���^�]�b�–�å�±�î�Ç�™�–�«�_���†
/²&g�[�A�r�M�� /² 14-4 �_�
�G�b�|�:�^�–�å�±�î�Ç�™�–�«  �Ô�½�± �¥�Ð�å�»�b�M4Š�†&g�K�r�M  >&"I�’  
EXEC �É�ß�å�É�º�_  show ? �¥�Ð�å�»�†
°�Š�M�•�\�
�M�m�Z�b  show �¥�Ð�å�»�b�Ü�«�º�@/²&g�I�€�r
�M>'���G�€�}�b�¥�Ð�å�»�b0ò(ý�^1��Â�_�X�8�Z�c�
 Cisco.com �Ì�î�ª�b  [Documentation] > [Cisco IOS 
Software] > [12.2 Mainline] > [Command References] �_�6�•�� Cisco IOS Interface Command 
Reference, Release 12.2���†�g!·�K�Z�C�T�I�8��

�«�̧ �µ�É 4 system mtu routing bytes >&�õ�–>'�Ý�î�¸�µ�»  �Ï�î�º�b�©�«�¸�Ò  MTU �†�š�f�K�r
�M���æ���[�A�•(
�V�c  1500 >|�©�«�¸�Ò  MTU �Í�[�
�M
�m�Z�b�Ï�î�º�_�Ý�î�¸�•�å�¢�•+��^�q�±  MTU �Í�[�M��

�G�€�|�~�±�A�^�Ã�£�µ�º�c�w�E
°�€�}�€�r�M�@�
�Ý�î
�¸�•�å�¢�I�€�r�O�‡��

�«�̧ �µ�É 5 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 6 copy running-config startup-config �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r
�M��

�«�̧ �µ�É 7 reload �œ�Ì�Þ�î�¸�•�å�¢  �©�«�¸�Ò�†�Ü�ß�î�»�K�r�M��

�¥�Ð�å�» % $×
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'¨  14 'v       �–�å�±�î�Ç�™�–�«"I�ö�b0¿��
�–�å�±�î�Ç�™�–�«�b�Ô�½�±�Ü�å�¢�>�|�g�Ó�å�¸�¼�å�«
�–�å�±�î�Ç�™�–�«�>�|�g�•�˜�å�±�b�¡�Ü�”�\�Ü�­�µ�º

/² 14-5 �_�
�•�˜�å�±�b�¡�Ü�”�\�–�å�±�î�Ç�™�–�«�b�Ü�­�µ�º�_�Q#Ý�[�A�•"I�’  EXEC �Ô�î�»�b  clear 
�¥�Ð�å�»�†&g�K�r�M��

show interfaces "I�’  EXEC �¥�Ð�å�»�_�|�W�Z/²&g�I�€�S�–�å�±�î�Ç�™�–�«  �•�˜�å�±�†�Ü�­�µ�º�M�•�_
�c�
 clear counters "I�’  EXEC �¥�Ð�å�»�†�Q#Ý�K�r�M���œ�É�©�Ù�å�b�,�X�@"I���b�–�å�±�î�Ç�™�–�«
$��•�?�}"I���b�–�å�±�î�Ç�™�–�«  �±�–�É�b�s�†�¡�Ü�”�M�•�|�:�_�æ���M�•���œ�†7V�8�Z�
 clear 
counters �¥�Ð�å�»�c�
�–�å�±�î�Ç�™�–�«�?�}#'�~�b�–�å�±�î�Ç�™�–�«  �•�˜�å�±�†�M�m�Z�¡�Ü�”�K�r�M��

/² 14-4 �–�å�±�î�Ç�™�–�«#Ý�b  show �¥�Ð�å�»

�¥�Ð�å�» % $×

show interfaces [interface-id] >&�õ�–>'�M�m�Z�b�–�å�±�î�Ç�™�–�«�r�S�c"I���b�–�å�±�î�Ç�™�–�«�b
�«�¸�î�±�«�>�|�g0¿���†/²&g�K�r�M��

show interfaces interface-id status [err-disabled] >&�õ�–>'�–�å�±�î�Ç�™�–�«�b�«�¸�î�±�«�
�r�S�c  errdisable �«�¸�î�º
�_�6�•�–�å�±�î�Ç�™�–�«�b�M0t�†/²&g�K�r�M��

show interfaces [interface-id] switchport >&�õ�–>'�«�–�µ�³�å�¢  �Ï�î�º�b'ö#.�V�>�|�g�·�8�V�b�«�¸�î�±�«�†/²
&g�K�r�M���G�b�¥�Ð�å�»�†�Q#Ý�M�•�\�
�Ï�î�º�@�Ý�î�¸�•�å�¢�r�S�c
�«�–�µ�³�å�¢�b�]�U�}�b�Ô�î�»�_�6�•�?�@�8�9�[�A�r�M��

show interfaces [interface-id] description >&�õ�–>' 1 �X�b�–�å�±�î�Ç�™�–�«�r�S�c�M�m�Z�b�–�å�±�î�Ç�™�–�«�_
6õ�M�•0°3Ù�\�–�å�±�î�Ç�™�–�«�b�«�¸�î�±�«�†/²&g�K�r�M��

show ip interface [interface-id] >&�õ�–>' IP �Ý�î�¸�•�å�¢#Ý�_0¿���I�€�S�M�m�Z�b�–�å�±�î�Ç�™�–�«�r
�S�c"I���b�–�å�±�î�Ç�™�–�«�_�X�8�Z�
�Q#Ý�[�A�•�?�]�:�?�†/²&g�K
�r�M��

show interface [interface-id] stats >&�õ�–>'�–�å�±�î�Ç�™�–�«�b�«�–�µ�³�å�¢  �Ã�«�_�|�•
°���Š�Ã�£�µ�º
�†/²&g�K�r�M��

show interfaces transceiver properties >&�õ�–>'�–�å�±�î�Ç�™�–�«�b3ÿ�Ø�>�|�g�¹�×�É�Þ�µ�¡�«0¿���†/²&g�K
�r�M��

show interfaces transceiver detail >&�õ�–>'�–�å�±�î�Ç�™�–�«�b ��Ø�
7Á�}�
7Á�v5��†/²&g�K�r�M��

show interfaces [interface-id] [{ transceiver 
properties | detail}] module number]

SFP �Ô�ª�×�î�Ý�_6õ�M�•"@#.�>�|�g�·�8�«�¸�î�±�«�†/²&g�K�r�M��

show running-config interface [interface-id] �–�å�±�î�Ç�™�–�«�_�P�Â�M�•  RAM �V�b��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å
�†/²&g�K�r�M��

show version �Á�î�»�˜�™�”�S�B�
�¯�Ç�º�˜�™�”�b�Â�î�ª�Ù�å�
�¥�å�Ç�•� �×�Þ�î
�©�Ù�å  �Ç�“�–�Ý�b�¡�S�\�¯�î�«�
�È�î�º  �–�Ó�î�ª�†/²&g�K�r�M��

show controllers ethernet-controller interface-id 
phy

�–�å�±�î�Ç�™�–�«�b  Auto-MDIX �·�8�«�¸�î�º�†/²&g�K�r�M��

/² 14-5 �–�å�±�î�Ç�™�–�«#Ý�b  clear �¥�Ð�å�»

�¥�Ð�å�» % $×

clear counters [interface-id] �–�å�±�î�Ç�™�–�«�b�•�˜�å�±�†�¡�Ü�”�K�r�M��

clear interface interface-id �–�å�±�î�Ç�™�–�«�b�Á�î�»�˜�™�”  �ß�ª�µ�¡�†�Ü�­�µ�º�K�r�M��

clear line [number | console 0 | vty number] 8�� �‡�©�Ü�”�Ý�G)z�_6õ�M�•�Á�î�»�˜�™�”  �ß�ª�µ�¡�†�Ü�­�µ�º�K�r�M��
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'¨  14 'v       �–�å�±�î�Ç�™�–�«"I�ö�b0¿��
�–�å�±�î�Ç�™�–�«�b�Ô�½�±�Ü�å�¢�>�|�g�Ó�å�¸�¼�å�«
>&�@>' clear counters "I�’  EXEC �¥�Ð�å�»�c�
 Simple Network Management Protocol>&SNMP; (F�Æ�¿�µ�º
�á�î�¡'ö#.�É�ß�º�¥�Ý>'�†�Q#Ý�K�Z�v�“�I�€�S�•�˜�å�±�†�¡�Ü�”�K�r�O�‡�� show interface "I�’  
EXEC �¥�Ð�å�»�[/²&g�I�€�•�•�˜�å�±�b�s�†�¡�Ü�”�K�r�M��

�–�å�±�î�Ç�™�–�«�b�©�Õ�µ�º�²�˜�å�>�|�g
Ì2s�·

�–�å�±�î�Ç�™�–�«�†�©�Õ�µ�º�²�˜�å�M�•�\�
�æ���I�€�S�–�å�±�î�Ç�™�–�«�b�M�m�Z�b�µ+��@�¹�•�­�î�È
�Ý�_�^�~�
�Q#Ý�Y�•+��[�6�•�G�\�@�M�m�Z�b�Ô�½�±  �¥�Ð�å�»�b���Š�_/²&g�I�€�r�M���G�b�_���c�
�M
�m�Z�b�²�–�¼�Ñ�µ�¡  �Ý�î�¸�•�å�¢  �É�ß�º�¥�Ý�†3û�L�Z�
�Ú�b�¿�µ�º�á�î�¡  �§�î�Â�_��4)�I�€�r�M��
�Ý�î�¸�•�å�¢  �”�µ�É�¹�î�º�_�c�
�–�å�±�î�Ç�™�–�«�_���c�µ�r�€�r�O�‡��

�–�å�±�î�Ç�™�–�«�†�©�Õ�µ�º�²�˜�å�M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

�–�å�±�î�Ç�™�–�«�†
Ì2s�·�M�•�_�c�
 no shutdown �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å
�»�†�Q#Ý�K�r�M��

�–�å�±�î�Ç�™�–�«�@�¹�•�­�î�È�Ý�_�^�W�Z�8�•�G�\�†&�1��M�•�_�c�
 show interfaces "I�’  EXEC �¥�Ð
�å�»�†�Q#Ý�K�r�M���¹�•�­�î�È�Ý�_�^�W�Z�8�•�–�å�±�î�Ç�™�–�«�c�
���Š�_  administratively down �\
/²&g�I�€�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä��
�K�r�M��

�«�̧ �µ�É 2 interface { vlan vlan-id} | {{ fastethernet | gigabitethernet} 
interface-id} | { port-channel port-channel-number}

0¿���M�•�–�å�±�î�Ç�™�–�«�†4E�¥�K�r�M��

�«�̧ �µ�É 3 shutdown �–�å�±�î�Ç�™�–�«�†�©�Õ�µ�º�²�˜�å�K�r�M��

�«�̧ �µ�É 4 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 5 show running-config 0¿���†&�1��K�r�M��
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C H A P T E R 15

SmartPort �Ð�¡�ß�b0¿��

IE 3000 �«�–�µ�³�b�¥�Ð�å�»  �Ü�Ç�“�Þ�å�«�_�
�¥�Ð�å�»�b�S�e�\�Q#Ý�‰�2�b�_���@�6�~�r�M��

• �� SmartPort �Ð�¡�ß�b�+0[�� >&P.15-1>'

• �� SmartPort �Ð�¡�ß�b0¿���� >&P.15-1>'

• �� SmartPort �Ð�¡�ß�b/²&g�� >&P.15-5>'

SmartPort �Ð�¡�ß�b�+0[
SmartPort �Ð�¡�ß�c�

¹3û�b0¿���†�–�Ñ�>�|�g
¹�w�M�•�b�_�}�<�[�M�� SmartPort �Ð�¡�ß�†�Q#Ý�M�•�\�

�¿�µ�º�á�î�¡�[�b�«�–�µ�³�b���d�_�ö�Y�8�Z�µ+��>�|�g0¿���†�–�¿�î�È�Ý�_�K�S�~�
�¿�µ�º�á�î�¡�†3û
�L�Z�±0d�•�^0¿���†4Ä*(�K�S�~�[�A�r�M��

�›  SmartPort �Ð�¡�ß�c�
��*O�M�•�M4��b  CLI �¥�Ð�å�»�[�M�� SmartPort �Ð�¡�ß�c�
�¤�Ñ�b  CLI �¥�Ð�å�»
�b7Ÿ�r�~�[�6�~�
�‚�K�8  CLI �¥�Ð�å�»�c�µ�r�€�Z�8�r�O�‡��

SmartPort �Ð�¡�ß�†�–�å�±�î�Ç�™�–�«�_4:#Ý�M�•�\�
�Ð�¡�ß
Æ�b  CLI �¥�Ð�å�»�@�–�å�±�î�Ç�™�–�«�_0¿
���I�€�r�M���–�å�±�î�Ç�™�–�«�_  SmartPort �Ð�¡�ß�†4:#Ý�K�Z�v�
�–�å�±�î�Ç�™�–�«�b�¤�Ñ�b0¿���c�»
�ƒ�€�r�O�‡���‚�K�8�¥�Ð�å�»�@�–�å�±�î�Ç�™�–�«�_3ã�•�I�€�
��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý
�_�–�Ñ�I�€�r�M��

SmartPort �Ð�¡�ß�b0¿��
• �� SmartPort �b�¹�Ç�›�Ý�º0¿���� >&P.15-1>'

• �� SmartPort 0¿���ì�b�@�–�¦8o�� >&P.15-2>'

• �� SmartPort �Ð�¡�ß�b4:#Ý�� >&P.15-3>'

SmartPort �b�¹�Ç�›�Ý�º0¿��

�«�–�µ�³�[  SmartPort �Ð�¡�ß�c�–�¿�î�È�Ý�_�^�W�Z�8�r�O�‡��
15-1
�³  �¯�Ç�º�˜�™�”  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �ž�–�»



 

 '¨  15 'v       SmartPort �Ð�¡�ß�b0¿��
SmartPort �Ð�¡�ß�b0¿��
SmartPort 0¿���ì�b�@�–�¦8o

• �Ð�¡�ß�@�«�–�µ�³�r�S�c�«�–�µ�³  �–�å�±�î�Ç�™�–�«�_�¢�ß�î�Â�Ý�_4:#Ý�I�€�Z�8�•���œ�
�–�å
�±�î�Ç�™�–�«�V�b�¤�Ñ�b�M�m�Z�b0¿���@�–�â�I�€�r�M���G�€�c�
�j�(0¿���_4:#Ý�M�•���œ�_�z'g�U
�r�M��

• �S�e�š�Û�î�r�S�c0¿���š�Û�î�b�S�u�_�¥�Ð�å�»�@�»�K�K�S���œ�
�Ð�¡�ß�c�,�A)F�A�g�~�b�¥�Ð�å�»
�†4:#Ý�K�r�M���Ð�¡�ß�†4:#Ý�>�|�g�¹�Â�µ�¢�K�Z�
�S�e�š�Û�î�r�S�c0¿���š�Û�î�†�è���M�•�_�c�

macro global trace macro-name �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�
�r�S�c  macro 
trace macro-name �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�[�A�r�M��

• "I���b�–�å�±�î�Ç�™�–�«  �±�–�É�[�w�b  CLI �¥�Ð�å�»�v�6�~�r�M��0¿���†�w�E
°�€�^�8�–�å�±�î
�Ç�™�–�«�_�Ð�¡�ß�†4:#Ý�M�•�\�
�Ð�¡�ß�@�S�e�r�S�c0¿���b�³�™�µ�¡�_�»�K�K�
�«�–�µ�³�c�š�Û�î  
�Ó�µ�­�î�ª�†3É�K�r�M��

• �–�å�±�î�Ç�™�–�«(
�V�l�b�Ð�¡�ß�b4:#Ý�c�
�"�M�–�å�±�î�Ç�™�–�«�l�b�Ð�¡�ß�b4:#Ý�\� �L�[�M��
�–�å�±�î�Ç�™�–�«�b(
�V�†�Q#Ý�M�•���œ�
�Ð�¡�ß�c�Q�b(
�V
Æ�b�›�–�å�±�î�Ç�™�–�«�_8p$��_4:#Ý
�I�€�r�M�� 1 �X�b�–�å�±�î�Ç�™�–�«�[�Ð�¡�ß  �¥�Ð�å�»�b��/œ�_�»�K�K�Z�v�
�Ð�¡�ß�c�g�~�b�–�å
�±�î�Ç�™�–�«�V�_4:#Ý�I�€�r�M��

/² 15-1 �¹�Ç�›�Ý�º  SmartPort �Ð�¡�ß

�Ð�¡�ß�¡ 1

1. �©�«�¥  �¹�Ç�›�Ý�º  SmartPort �Ð�¡�ß�c�
�«�–�µ�³�[��/œ�I�€�Z�8�•�¯�Ç�º�˜�™�”  �Â�î�ª�Ù�å�_�|�W�Z$��^�~�r�M��

1��Â

cisco-ie-global �G�b�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ð�¡�ß�†�Q#Ý�K�Z�
�«�–�µ�³�b0¿���†�d��#Ý�–�î�§�¿�µ�º�b#”
�C�_�œ�ƒ�O�Z�«�–�µ�³�b0¿���†/œ�8�r�M���G�b�Ð�¡�ß�c�
 Express Setup �†�Q#Ý�K�Z�«�–�µ�³�†�6�‡0¿��
�M�•�\�A�_+¬�·$×�_4:#Ý�I�€�r�M��

>&�@>' cisco-ethernetip �Ð�¡�ß�@4:�)�_�·�8�M�•�S�u�_�
�r�N  cisco-ie-global �Ð�¡�ß�†4:#Ý�M�•�²0[�@
�6�~�r�M��

cisco-ie-desktop PC �b�|�:�^�¹�«�¡�º�µ�É  �¹�Â�–�«�†�«�–�µ�³  �Ï�î�º�_�K)F�M�•���œ�
�¿�µ�º�á�î�¡  �­�Ÿ�×�Ü�¸�•�\�™
8—�ö�†9×�u�•�S�u�_�
�G�b�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ð�¡�ß�†�Q#Ý�K�r�M���G�b�Ð�¡�ß
�c�
�d���œ�î�º�Ó�î�©�Ù�å  �º�Û�Ç�•�µ�¡#Ý�_�q4:�ì�I�€�Z�8�r�M��

cisco-ie-phone Cisco IP Phone �†/æ
��K�S  PC �b�|�:�^�¹�«�¡�º�µ�É  �¹�Â�–�«�†�«�–�µ�³  �Ï�î�º�_�K)F�M�•���œ�
�G�b
�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ð�¡�ß�†�Q#Ý�K�r�M���G�b�Ð�¡�ß�c�
 cisco-ie-desktop �Ð�¡
�ß�b�Ñ�G�[�
� �L�­�Ÿ�×�Ü�¸�•�\�Ÿ
–�Š�µ+��†
��<�Z�8�r�M�@�
4����_�s8j�I�€�x�M�88b�Œ�º�Û�Ç�•�µ
�¡�†�G�K�C��#.�[�A�•�|�:�_�S#Ý�b8b�Œ  VLAN �@3ã�•�I�€�Z�8�r�M���G�b�Ð�¡�ß�c�
�d���œ�î�º�Ó�î
�©�Ù�å  �º�Û�Ç�•�µ�¡#Ý�_�q4:�ì�I�€�Z�8�r�M��

cisco-ie-switch �G�b�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ð�¡�ß�c�
�”�¡�­�«  �«�–�µ�³�\�¹�•�«�º�Ü�Å�×�î�©�Ù
�å  �«�–�µ�³�†�K)F�K�Z�8�•���œ�x�
 Small Form-Factor Pluggable>&SFP>'�Ô�ª�×�î�Ý�†�Q#Ý�K�Z�K)F�I
�€�Z�8�•�”�¡�­�«  �«�–�µ�³6ë�[�K)F�K�Z�8�•���œ�_�Q#Ý�K�r�M���G�b�Ð�¡�ß�c�
�d���œ�î�º�Ó�î�©�Ù�å  
�º�Û�Ç�•�µ�¡#Ý�_�q4:�ì�I�€�Z�8�r�M��

cisco-ie-router �«�–�µ�³�\  WAN �Ý�î�±�†�K)F�M�•���œ�
�G�b�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ð�¡�ß�†�Q#Ý
�K�r�M���G�b�Ð�¡�ß�c�
�d���œ�î�º�Ó�î�©�Ù�å  �º�Û�Ç�•�µ�¡#Ý�_�q4:�ì�I�€�Z�8�r�M��

cisco-ie-wireless �«�–�µ�³�\�á�–�Ö�Þ�«  �”�¡�­�«  �Ï�–�å�º�†�K)F�M�•���œ�
�G�b�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å  �Ð�¡�ß�†�Q#Ý�K�r�M���G�b�Ð�¡�ß�c�
�d���œ�î�º�Ó�î�©�Ù�å  �º�Û�Ç�•�µ�¡#Ý�_�q4:�ì�I�€�Z�8�r
�M��

cisco-ethernetip �G�b�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ð�¡�ß�c�
�«�–�µ�³�†  EtherNet IP /æ*(�_�K)F�K�Z�8�•
�\�A�_�Q#Ý�K�r�M��

>&�@>' cisco-ethernetip �Ð�¡�ß�@4:�)�_�·�8�M�•�S�u�_�
�r�N  cisco-ie-global �Ð�¡�ß�†4:#Ý�M�•�²0[�@
�6�~�r�M��
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 '¨  15 'v       SmartPort �Ð�¡�ß�b0¿��
SmartPort �Ð�¡�ß�b0¿��
• �«�–�µ�³�r�S�c�«�–�µ�³  �–�å�±�î�Ç�™�–�«�_�Ð�¡�ß�†4:#Ý�M�•�\�
�Ð�¡�ß�¡�@+¬�·$×�_�«�–�µ�³
�r�S�c�–�å�±�î�Ç�™�–�«�_3ã�•�I�€�r�M�� show running-config �Ø�î�¨  EXEC �¥�Ð�å�»�†�Q#Ý�K
�Z�
4:#Ý�I�€�S�¥�Ð�å�»�>�|�g�Ð�¡�ß�¡�†/²&g�[�A�r�M��

SmartPort �Ð�¡�ß�b4:#Ý

SmartPort �Ð�¡�ß�†4:#Ý�M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 show parser macro �«�–�µ�³  �¯�Ç�º�˜�™�”�_�Ù�u3¸�r�€�Z�8�•�©�«�¥  �¹�Ç�›�Ý�º  
SmartPort �Ð�¡�ß�†/²&g�K�r�M��

�«�̧ �µ�É 2 show parser macro name macro-name 4:#Ý�M�•"I���b�Ð�¡�ß�†/²&g�K�r�M��

�«�̧ �µ�É 3 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 4 macro global { apply | trace} 
macro-name [parameter { value}] 
[parameter { value}] [ parameter 
{ value}]

�Ð�¡�ß�_��*O�I�€�Z�8�•�¶���b�¥�Ð�å�»�†�«�–�µ�³�_4:#Ý�M�•�_�c�

macro global apply macro-name �†
°�Š�K�r�M�� macro global trace 
macro-name �†�æ���K�Z�
�S�e�r�S�c0¿���š�Û�î�†�8�9�M�•�S�u�_�Ð�¡
�ß�†4:#Ý�>�|�g�¹�Â�µ�¢�K�r�M��

parameter value �Ÿ�î�á�î�»�†�Q#Ý�K�Z�
�²0[�^�Í�†�Ð�¡�ß�_3ã�•�K�r
�M�� $ �[���r�•�Ÿ�î�á�î�»�_�c�
�M�–�b�Ã�Û�Ó�î�±�Í�@�²0[�[�M��

macro global apply macro-name ? �¥�Ð�å�»�†�Q#Ý�M�•�\�
�Ð�¡�ß�_�²
0[�^�Í�†�M0t/²&g�[�A�r�M���Ÿ�î�á�î�»�Í�†
°�Š�O�N�_�Ð�¡�ß�†4:#Ý
�K�S���œ�
�¥�Ð�å�»�c!“� �\�^�~�
�Ð�¡�ß�c4:#Ý�I�€�r�O�‡��

>&�õ�–>'�«�–�µ�³�_�[�w�b�M�–�b�Ã�Û�Ó�î�±�Í�†�æ���K�r�M���q9×  3 �X
�b�Ÿ�î�á�î�»�\�Í�b)��s�œ�ƒ�O�†
°�Š�[�A�r�M���Ã�Û�Ó�î�±  �Ÿ�î�á�î
�»�b!·�œ�[�c�
�±�e�Ð�\�`�e�Ð�@�
�9�I�€�r�M���Ÿ�î�á�î�»�[�M+´�@
0b�}�€�•�\�
�M�m�Z�P�Â�M�•�Í�_*(�A�n�<�}�€�r�M��

�«�̧ �µ�É 5 interface interface-id >&�õ�–>'�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�

�Ð�¡�ß�†4:#Ý�M�•�–�å�±�î�Ç�™�–�«�†�æ���K�r�M��

�«�̧ �µ�É 6 default interface interface-id >&�õ�–>'�æ���b�–�å�±�î�Ç�™�–�«�?�}�M�m�Z�b0¿���_���†�˜�d�K�r�M��

�«�̧ �µ�É 7 macro { apply | trace} macro-name 
[parameter { value}] [ parameter 
{ value}] [ parameter { value}]

macro global apply macro-name �†
°�Š�K�Z�
�Ð�¡�ß�[��*O�I�€�S
�¶���b�¥�Ð�å�»�†�Ï�î�º�_4:#Ý�K�r�M�� macro global trace 
macro-name �†�æ���K�Z�
�S�e�r�S�c0¿���š�Û�î�†�8�9�M�•�S�u�_�Ð�¡
�ß�†4:#Ý�>�|�g�¹�Â�µ�¢�K�r�M��

parameter value �Ÿ�î�á�î�»�†�Q#Ý�K�Z�
�²0[�^�Í�†�Ð�¡�ß�_3ã�•�K�r
�M�� $ �[���r�•�Ÿ�î�á�î�»�_�c�
�M�–�b�Ã�Û�Ó�î�±�Í�@�²0[�[�M��

macro global apply macro-name ? �¥�Ð�å�»�†�Q#Ý�M�•�\�
�Ð�¡�ß�_�²
0[�^�Í�†�M0t/²&g�[�A�r�M���Ÿ�î�á�î�»�Í�†
°�Š�O�N�_�Ð�¡�ß�†4:#Ý
�K�S���œ�
�¥�Ð�å�»�c!“� �\�^�~�
�Ð�¡�ß�c4:#Ý�I�€�r�O�‡��

>&�õ�–>'�«�–�µ�³�_�[�w�b�M�–�b�Ã�Û�Ó�î�±�Í�†�æ���K�r�M���q9×  3 �X
�b�Ÿ�î�á�î�»�\�Í�b)��s�œ�ƒ�O�†
°�Š�[�A�r�M���Ã�Û�Ó�î�±  �Ÿ�î�á�î
�»�b!·�œ�[�c�
�±�e�Ð�\�`�e�Ð�@�
�9�I�€�r�M���Ÿ�î�á�î�»�[�M+´�@
0b�}�€�•�\�
�M�m�Z�P�Â�M�•�Í�_*(�A�n�<�}�€�r�M��

�«�̧ �µ�É 8 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��
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 '¨  15 'v       SmartPort �Ð�¡�ß�b0¿��
SmartPort �Ð�¡�ß�b0¿��
�Ð�¡�ß�_�µ�r�€�•�›�¥�Ð�å�»�b  no �Â�î�ª�Ù�å�†
°�Š�K�S�\�A�_�T�E�
�«�–�µ�³�[4:#Ý�I�€�S�¢�ß�î�Â
�Ý �Ð�¡�ß0¿���†�P7V�[�A�r�M�� default interface interface-id �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù
�å  �¥�Ð�å�»�†
°�Š�M�€�d�
�Ï�î�º�[4:#Ý�I�€�S�Ð�¡�ß�b0¿���†�P7V�[�A�r�M��

���_�
 cisco-ie-desktop �Ð�¡�ß�†/²&g�M�•�[�
�>�|�g�–�å�±�î�Ç�™�–�«�V�[�Ð�¡�ß�†4:#Ý�K�
�”�¡�­�«  
VLAN ID �†  25 �_0¿���M�•�[�†&g�K�r�M��

Switch# show parser macro name cisco-ie-desktop
--------------------------------------------------------------
Macro name : cisco-ie-desktop
Macro type : default interface
# macro keywords ACCESS_VLAN 
#macro name cisco-ie-desktop
switchport mode access
switchport access vlan ACCESS_VLAN
switchport port-security
switchport port-security maximum 1
switchport port-security aging time 2
switchport port-security violation restrict
switchport port-security aging type inactivity
spanning-tree portfast
spanning-tree bpduguard enable
no macro description 
macro description cisco-ie-desktop
--------------------------------------------------------------
Switch#
Switch# configure terminal
Switch(config)# interface  gigabitethernet1/4
Switch(config-if)# macro apply cisco-ie-desktop $AVID 25

���_�
 cisco-ethernetip �Ð�¡�ß�†/²&g�M�•�[�\�
�G�b�Ð�¡�ß�†�–�å�±�î�Ç�™�–�«�_4:#Ý�M�•�[�†&g�K�r
�M��

Switch# show parser macro name cisco-ethernetip
Macro name : cisco-ie-global
Macro type : default interface
#macro name cisco-ethernetip
#macro keywords ACCESS_VLAN
#macro description cisco-ethernetip
switchport host
switchport access vlan ACCESS-VLAN
storm-control broadcast level 3.00 1.00
service-policy input CIP-Traffic
#service-policy input 1588

Switch# configure terminal  
Switch(config)# interface fastethernet 1/1 
Switch(config-if)# macro apply cisco-ethernetip ACCESS_VLAN 1 
switchport mode will be set to access
spanning-tree portfast will be enabled
channel group will be disabled 

�«�̧ �µ�É 9 show running-config interface 
interface-id

�Ð�¡�ß�@�–�å�±�î�Ç�™�–�«�_4:#Ý�I�€�S�G�\�†&�1��K�r�M��

�«�̧ �µ�É 10 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��

�¥�Ð�å�» % $×
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 '¨  15 'v       SmartPort �Ð�¡�ß�b0¿��
SmartPort �Ð�¡�ß�b/²&g
SmartPort �Ð�¡�ß�b/²&g
SmartPort �Ð�¡�ß�†/²&g�M�•�_�c�
 /² 15-2 �b"I�’  EXEC �¥�Ð�å�»�†  1 �X�è�V�Q#Ý�K�r�M��

/² 15-2 SmartPort �Ð�¡�ß�†/²&g�M�•�¥�Ð�å�»

�¥�Ð�å�» % $×

show parser macro �M�m�Z�b SmartPort �Ð�¡�ß�†/²&g�K�r�M��

show parser macro name macro-name "I���b  SmartPort �Ð�¡�ß�†/²&g�K�r�M��

show parser macro brief SmartPort �Ð�¡�ß�b�¡�S�†/²&g�K�r�M��

show parser macro description [interface 
interface-id]

�M�m�Z�b�–�å�±�î�Ç�™�–�«�r�S�c"I���b�–�å�±�î�Ç�™�–�«�_6õ�M�•  
SmartPort �Ð�¡�ß�b1��Â�†/²&g�K�r�M��
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 '¨  15 'v       SmartPort �Ð�¡�ß�b0¿��
SmartPort �Ð�¡�ß�b/²&g
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C H A P T E R 16

VLAN �b0¿��

�G�b'v�[�c�
 IE 3000 �«�–�µ�³�_�† =(
�V  VLAN >&VLAN ID 1 >|  1005>'�>�|�g�Ñ�G(
�V  VLAN
>&VLAN ID 1006 >|  4094>'�†0¿���M�•�m8p�_�X�8�Z1��Â�K�r�M�� VLAN �Ó�å�Â�î�©�µ�É  �Ô�î�»�

VLAN �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�
 VLAN �º�Û�å�¡�
�>�|�g  VLAN Membership Policy Server

>&VMPS; VLAN �Ó�å�Â�î�©�µ�É  �Ï�Ü�©�î  �§�î�Â>'�?�}�b�·$×  VLAN �m�~�\�Z�_�X�8�Z�v1��Â�K�r�M��

>&�@>' �G�b'v�[�Q#Ý�M�•�¥�Ð�å�»�b�S�e�>�|�g�Q#Ý�‰�2�b0ò(ý�_�X�8�Z�c�
�G�b�Ü�Ü�î�«�_�P�Â�M�•�¥�Ð�å�»  
�Ü�Ç�“�Þ�å�«�†�g!·�K�Z�C�T�I�8��

�G�b'v�b
Æ���c�
���b�\�>�~�[�M��

• �� VLAN �b�+0[�� >&P.16-1>'

• ���† =(
�V  VLAN �b0¿���� >&P.16-5>'

• ���Ñ�G(
�V  VLAN �b0¿���� >&P.16-11>'

• �� VLAN �b/²&g�� >&P.16-15>'

• �� VLAN �º�Û�å�¡�b0¿���� >&P.16-15>'

• �� VMPS �b0¿���� >&P.16-26>'

VLAN �b�+0[
VLAN �c�
�Ø�î�¨�b"@#.$×�^�)*(�_6õ�€�^�C�
�µ+��
�É�ß�ª�™�¡�º  �³�î�Ò�
�r�S�c�”�É�Ü�£�î�©�Ù�å
�^�]�[1=#.$×�_�(�m�I�€�S�«�–�µ�³�»  �¿�µ�º�á�î�¡�[�M�� VLAN �c�
"@#.  LAN �\� �L�“�ö�†�M�m�Z

��<�Z�8�r�M�@�
� �L  LAN �­�¢�Ó�å�º�_"@#.$×�_4Ä*(�I�€�Z�8�^�8�š�å�»  �«�¸�î�©�Ù�å�v�¢�Ý�î�É�ì
�[�A�r�M���]�b�«�–�µ�³  �Ï�î�º�v  VLAN �_�m�~�\�Z�•�G�\�@�[�A�r�M���Ø�½�Ÿ�Õ�«�º�
�È�ß�î�»�Ÿ�Õ
�«�º�
�>�|�g�Ð�Ý�³�Ÿ�Õ�«�º  �Ã�£�µ�º�c�
 VLAN 
Æ�b�š�å�»  �«�¸�î�©�Ù�å�T�E�_3?3æ�>�|�g�Ç�Û�µ
�¹�•�å�¢�@/œ�ƒ�€�r�M���›  VLAN �c  1 �X�b1=#.�¿�µ�º�á�î�¡�\0b�^�I�€�
 VLAN �_�m�~�\�Z�}�€�Z�8
�^�8�«�¸�î�©�Ù�å���Z�b�Ã�£�µ�º�c�
�Ý�î�±�r�S�c�Ç�›�î�Ý�Â�µ�¡  �È�Ü�µ�ª�å�¢�†�§�Ï�î�º�M�•�«
�–�µ�³�†)�#ä�K�Z3?3æ�K�^�E�€�d�^�~�r�O�‡>& �W 16-1�†�g!·>' �� VLAN �c�Q�€�R�€�@"‚'g�K�S1=#.
�¿�µ�º�á�î�¡�\0b�^�I�€�•�b�[�
 VLAN �H�\�_"‚+¬�b�È�Ü�µ�ª  MIB>&'ö#.�_���Ë�î�«>'�_���@�6�~�

�«�Ã�½�å�¢�¶�Ü�î�b"‚+¬�b��/æ�†�§�Ï�î�º�[�A�r�M�� '¨ 21 'v�� STP �b0¿���� �†�g!·�K�Z�C�T�I�8��

>&�@>' VLAN �†�8�B�M�•�S�_�
 VLAN Trunking Protocol>&VTP; VLAN �º�Û�å�Ÿ�å�¢  �É�ß�º�¥�Ý>'�†�Q#Ý�K
�Z�¿�µ�º�á�î�¡�b�¢�ß�î�Â�Ý�^  VLAN 0¿���†)T�â�M�•�?�]�:�?�†�ô���M�•�²0[�@�6�~�r�M�� VTP �b0ò
(ý�_�X�8�Z�c�
 '¨ 17 'v�� VTP �b0¿���� �†�g!·�K�Z�C�T�I�8��
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'¨  16 'v       VLAN �b0¿��
VLAN �b�+0[
�W 16-1 �_�
1=#.$×�_��*O�I�€�S�¿�µ�º�á�î�¡�_�­�¢�Ó�å�º�ì�I�€�S  VLAN �b�[�†&g�K�r�M��

�W 16-1 1=#.$×�_��*O�I�€�S�¿�µ�º�á�î�¡�\�K�Z�b  VLAN

VLAN �c3û�–�
 IP �§�È�¿�µ�º�á�î�¡�_�P�Â�Ü�E�}�€�r�M���S�\�<�d�
"I���b  IP �§�È�¿�µ�º�_�µ�r�€�•
�M�m�Z�b�š�å�»  �«�¸�î�©�Ù�å�†� �L  VLAN �_�“�I�O�•���œ�^�]�[�M���«�–�µ�³�V�b�–�å�±�î�Ç�™�–�«
�b  VLAN �Ó�å�Â�î�©�µ�É�c�
�–�å�±�î�Ç�™�–�«�H�\�_�m�·�[�m�~�\�Z�r�M���G�b�‰�2�[�«�–�µ�³  �–�å
�±�î�Ç�™�–�«�†  VLAN �_�m�~�\�Z�S���œ�
�G�€�†�–�å�±�î�Ç�™�–�«  �Ë�î�«>&�r�S�c�«�±�¸�•�µ�¡>'
VLAN �Ó�å�Â�î�©�µ�É�\�ç�g�r�M��

VLAN 6ë�b�º�Û�Ç�•�µ�¡�c�
�Ý�î�¸�•�å�¢�r�S�c�Ç�›�î�Ý�Â�µ�¡  �È�Ü�µ�ª�å�¢�M�•�²0[�@�6�~�r�M��
�«�–�µ�³�c�
 Switch Virtual Interface>&SVI; �«�–�µ�³�ì�•�–�å�±�î�Ç�™�–�«>'�†�Q#Ý�K�Z�
 VLAN 6ë
�[�º�Û�Ç�•�µ�¡�†�Ý�î�¸�•�å�¢�[�A�r�M�� VLAN 6ë�[�º�Û�Ç�•�µ�¡�†�Ý�î�¸�•�å�¢�M�•�_�c�
 SVI �†
�Â&g$×�_0¿���K�Z  IP �”�»�Þ�«�†�m�~�\�Z�•�²0[�@�6�~�r�M��0ò(ý�_�X�8�Z�c�
 ���«�–�µ�³�ì�•�–�å�±�î
�Ç�™�–�«��>&P.14-5>' �>�|�g ���Þ�–�Ö  3 �–�å�±�î�Ç�™�–�«�b0¿���� >&P.14-22>' �†�g!·�K�Z�C�T�I�8��

>&�@>' �«�–�µ�³�_�¨�X�b  VLAN �†0¿���K�
�Ý�î�¸�•�å�¢�†�–�¿�î�È�Ý�ì�K�^�8�£���b���œ�c�
 sdm prefer 
vlan �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�Z  Switch Database Management>&SDM; 
�«�–�µ�³  �¹�î�±�Ë�î�«'ö#.>'�µ+��†  VLAN �¸�å�É�Þ�î�º�_0¿���[�A�r�M���G�b�¸�å�É�Þ�î�º�c�
�q�±
�X�b�Ø�½�Ÿ�Õ�«�º  MAC �”�»�Þ�«�†�§�Ï�î�º�M�•�|�:�_�©�«�¸�Ò  �Ü�¯�î�«�†0¿���K�r�M�� SDM �¸�å�É
�Þ�î�º�b0ò(ý�_�X�8�Z�c�
 '¨ 10 'v�� SDM �¸�å�É�Þ�î�º�b0¿���� �
�r�S�c�G�b�Ü�Ü�î�«�b�¥�Ð�å�»  �Ü
�Ç�“�Þ�å�«�b  sdm prefer �¥�Ð�å�»�†�g!·�K�Z�C�T�I�8��

�§�Ï�î�º�I�€�•  VLAN
�«�–�µ�³�c�
 VTP �¡�Û�–�”�å�º�
�§�î�Â�
�>�|�g�º�Û�å�«�Ì�”�Þ�å�º�b�›�Ô�î�»�[  VLAN �†�§�Ï�î�º
�K�Z�8�r�M�� VLAN �c�
 1 >|  4094 �b$��•�[1‘�9�K�r�M�� VLAN ID 1002 >|  1005 �c�
�º�î�¡�å�Ü�å�¢
�>�|�g�Ç�“�–�Â�(�S�¹�î�±  �–�å�±�î�Ç�™�–�«>& FDDI>' VLAN �S#Ý�[�M��

�H�`��  1

�H�`��  2

���f�+ �> ���]�f�#
VLAN

Cisco �^�o�2

�!���F�6�;
���o�(�@�6�;

�H�`��  3

�Q�o�$�9���f�#
VLAN

�������f�9���f�#
VLAN

90
57

1
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'¨  16 'v       VLAN �b0¿��
VLAN �b�+0[
VTP �Â�î�ª�Ù�å  1 �>�|�g�Â�î�ª�Ù�å  2 �c�
�† =(
�V�b  VLAN >&VLAN ID 1 >|  1005>'�T�E�†�§�Ï�î�º
�K�r�M���G�€�}�b�Â�î�ª�Ù�å�[  1006 >|  4094 �b  VLAN ID �†�8�B�M�•���œ�c�
�«�–�µ�³�†  VTP �º�Û�å
�«�Ì�”�Þ�å�º  �Ô�î�»�_�M�•�²0[�@�6�~�r�M�� Cisco IOS Release 12.2(52)SE �è7F�[�c  VTP �Â�î�ª�Ù�å  
3 �†�§�Ï�î�º�K�r�M�� VTP �Â�î�ª�Ù�å  3 �c�
 VLAN (
�V
²�/>& VLAN 1 >|  4094>'�†�§�Ï�î�º�K�r�M��
�Ñ�G(
�V  VLAN>&VLAN 1006 >|  4094>'�c�
 VTP �Â�î�ª�Ù�å 3 �[�T�E�§�Ï�î�º�I�€�r�M���Ñ�G  VLAN 
�@�»�Ó�–�å�_0¿���I�€�Z�8�•���œ�c�
 VTP �Â�î�ª�Ù�å  3 �?�}  VTP �Â�î�ª�Ù�å  2 �_�š�n�[�A�r�O�‡��

�«�–�µ�³�c�œ0£  1005 �b  VLAN �†�§�Ï�î�º�K�r�M�@�
�Ý�î�¸�µ�»  �Ï�î�º�
 SVI�
�Q�b�Ú�b0¿���í�s�µ
+��b�¶�X�_�|�W�Z�
�«�–�µ�³�b�Á�î�»�˜�™�”�b�Q#Ý"g�#�c�e�‘�I�€�r�M��

�«�–�µ�³�c�
�q�±  128 �b�«�Ã�½�å�¢�¶�Ü�î  �–�å�«�±�å�«�†�â�X  Per-VLAN Spanning-Tree Plus
>&PVST+>'�r�S�c  Rapid PVST+ �†�§�Ï�î�º�K�r�M�� VLAN �H�\�_  1 �X�N�X�«�Ã�½�å�¢�¶�Ü�î  �–�å�«�±
�å�«�†�Q#Ý�[�A�r�M���«�Ã�½�å�¢�¶�Ü�î  �–�å�«�±�å�«�X�>�|�g  VLAN �X�b0ò(ý�_�X�8�Z�c�
 ���† =(

�V VLAN 0¿���ì�b�@�–�¦8o�� >&P.16-6>' �†�g!·�K�Z�C�T�I�8��

VLAN �Ï�î�º  �Ó�å�Â�î�©�µ�É  �Ô�î�»

VLAN �_�d�“�M�•�Ï�î�º�c�
�Ó�å�Â�î�©�µ�É  �Ô�î�»�†�m�~�\�Z�•�G�\�[0¿���K�r�M���Ó�å�Â�î�©�µ�É  
�Ô�î�»�c�
�›�Ï�î�º�@��3æ�[�A�•�º�Û�Ç�•�µ�¡�b'�8®�
�>�|�g�d�“�[�A�•  VLAN �b�X�†�æ���K�r�M��
/² 16-1 �_�
�›'��Ó�å�Â�î�©�µ�É  �Ô�î�»�
�>�|�g�Q�€�R�€�b�Ó�å�Â�î�©�µ�É�\  VTP �b"I�ö�†&g�K�r�M��

/² 16-1 �Ï�î�º�b�Ó�å�Â�î�©�µ�É  �Ô�î�»�\�Q�b"I�ö

�Ó�å�Â�î�©�µ�É  
�Ô�î�» VLAN �Ó�å�Â�î�©�µ�É�b"I�ö VTP �b"I�ö

�«�±�¸�•�µ�¡  �”�¡
�­�«

�«�±�¸�•�µ�¡  �”�¡�­�«  �Ï�î�º�c�
�m�·�[�m�~�\�Z�}�€�

1 �X�b  VLAN �T�E�_�d�“�K�r�M��

0ò(ý�_�X�8�Z�c�
 �� VLAN �l�b�«�±�¸�•�µ�¡  �”�¡�­�«  
�Ï�î�º�b�m�~�\�Z�� >&P.16-10>' �†�g!·�K�Z�C�T�I�8��   

VTP �c�²8r�[�c�6�~�r�O�‡�� VTP �_�¢
�ß�î�Â�Ý�_�_���†���Û�I�O�^�8�|�:�_�M�•
���œ�c�
 VTP �Ô�î�»�†�º�Û�å�«�Ì�”�Þ�å
�º  �Ô�î�»�_0¿���K�r�M�� VTP �_�•
°�M�•
�_�c�
�6�•�«�–�µ�³�b�º�Û�å�¡  �Ï�î�º�_
�K)F�K�S�9�b�«�–�µ�³�V�_  1 �X�r�S�c0
�X
�b�º�Û�å�¡  �Ï�î�º�@�^�E�€�d�^�~�r�O�‡��

�º�Û�å�¡>& ISL �r
�S�c  
IEEE 802.1Q>' 

�¹�Ç�›�Ý�º�[�
�º�Û�å�¡  �Ï�î�º�c�Ñ�G(
�V  VLAN �†�µ�t
�M�m�Z�b VLAN �b�Ó�å�Â�[�M���S�T�K�
�Ó�å�Â�î�©�µ�É
�c0Á�•  VLAN �Ü�«�º�†0¿���K�Z�D7H�[�A�r�M���r�S�
�É
�Ý�î�½�å�¢4:�A�Ü�«�º�†�š�f�K�Z�
�Ü�«�º�_�æ���K�S�º
�Û�å�¡  �Ï�î�º�V�b  VLAN �l�b�Ç�Û�µ�¹�•�å�¢  �º�Û
�Ç�•�µ�¡�†7<�F�M�•�G�\�v�[�A�r�M��

�º�Û�å�¡  �Ï�î�º�b0¿���_�X�8�Z�c�
 ���º�Û�å�¡  �Ï�î�º�\
�K�Z�b�–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�b0¿���� >&P.16-17>'
�†�g!·�K�Z�C�T�I�8��

VTP �†�N�á�K�r�M�@�
�²8r�[�c�6�~�r�O
�‡�� VTP �c�
�¿�µ�º�á�î�¡
²�/�_�ƒ�S�W
�Z  VLAN �b3ã�•�
�P7V�
�¡�S�š�f�†'ö#.
�M�•�G�\�_�|�~�
 VLAN 0¿���b�Z�œ�ö�†
)T�â�K�r�M�� VTP �c�º�Û�å�¡  �Ü�å�¡�†3û
�L�Z�Ú�b�«�–�µ�³�\  VLAN �¥�å�Ç�•� �×
�Þ�î�©�Ù�å  �Ó�µ�­�î�ª�†�º�n�K�r�M��
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'¨  16 'v       VLAN �b0¿��
VLAN �b�+0[
�”�¡�­�«  �Ô�î�»�\�º�Û�å�¡  �Ô�î�»�
�>�|�g�µ+��b��*O�b0ò(ý�_�X�8�Z�c�
 /² 16-4>&P.16-16>' �†�g!·
�K�Z�C�T�I�8��

�Ï�î�º�@  VLAN �_�d�“�M�•�\�
�«�–�µ�³�c  VLAN �"�)�[�
�Ï�î�º�_�P�Â�M�•�”�»�Þ�«�†�Û*f�K�Z'ö#.
�K�r�M��0ò(ý�_�X�8�Z�c�
 �� MAC �”�»�Þ�«  �¸�î�È�Ý�b'ö#.�� >&P.7-12>' �†�g!·�K�Z�C�T�I�8��  

�²�–�¼�Ñ�µ�¡  �”�¡
�­�«

�²�–�¼�Ñ�µ�¡�”�¡�­�«  �Ï�î�º�c  1 �X�b  VLAN>&VLAN ID 
�@ 1 >|  4094>'�_�b�s�d�“�K�
 VMPS �_�|�W�Z�·$×�_�m�~
�\�Z�}�€�r�M�� VMPS �_�c�
�S�\�<�d  Catalyst 5000 �r�S
�c  Catalyst 6500 �©�Ü�î�¬�b�«�–�µ�³�@�Q#Ý�[�A�r�M�@�

IE 3000 �«�–�µ�³�c�Q#Ý�[�A�r�O�‡�� IE 3000 �«�–�µ�³�c  
VMPS �¡�Û�–�”�å�º�[�M��

� �M�«�–�µ�³�V�[�²�–�¼�Ñ�µ�¡�”�¡�­�«  �Ï�î�º�\�º�Û�å
�¡  �Ï�î�º�†�Q#Ý�[�A�r�M�@�
�²�–�¼�Ñ�µ�¡�”�¡�­�«  �Ï�î
�º�c�9�b�«�–�µ�³�[�c�^�C�
�š�å�»  �«�¸�î�©�Ù�å�r�S�c
�Á�È�_�K)F�M�•�²0[�@�6�~�r�M��

0¿���b0ò(ý�_�X�8�Z�c�
 �� VMPS �¡�Û�–�”�å�º�V�b�²�–�¼
�Ñ�µ�¡�”�¡�­�«  �Ï�î�º�b0¿���� >&P.16-29>' �†�g!·�K�Z�C
�T�I�8��

VTP �c�²8r�[�M��

VMPS �>�|�g�¡�Û�–�”�å�º�†� �L  VTP �»
�Ó�–�å�¡�[0¿���K�Z�C�T�I�8��

VTP �_�•
°�M�•�_�c�
�6�•�«�–�µ�³�b�º
�Û�å�¡  �Ï�î�º�@�9�b�«�–�µ�³�b�º�Û�å�¡  
�Ï�î�º�_�K)F�K�Z�8�^�E�€�d�^�~�r�O�‡��

8b�Œ VLAN 8b�Œ VLAN �Ï�î�º�c�
 Cisco IP Phone �_�K)F�K�
7Á0ð�_
�K)F�I�€�S�¹�Â�–�«�?�}�b8b�Œ�º�Û�Ç�•�µ�¡�_  1 �X�b  
VLAN �†�
�¹�î�±  �º�Û�Ç�•�µ�¡�_�9�b  VLAN �†�Q#Ý�M
�•�|�:�_0¿���I�€�S�”�¡�­�«  �Ï�î�º�[�M��

8b�Œ VLAN �Ï�î�º�b0ò(ý�_�X�8�Z�c�
 '¨ 18 'v��8b�Œ  
VLAN �b0¿���� �†�g!·�K�Z�C�T�I�8��

VTP �c�Y0[�[�M�� VTP �c8b�Œ VLAN �_�P
�K�Z!“� �[�M��

�É�Û�–�Ë�î�º  
VLAN

�É�Û�–�Ë�î�º  VLAN �Ï�î�º�c�
�É�Û�–�Ë�î�º  VLAN �b
�É�Û�–�Ð�Ü�r�S�c�­�•�å�²�Ü  VLAN �_�“�M�•�Í�«�º�r�S
�c!“�j�9�Ï�î�º�[�M��

�É�Û�–�Ë�î�º  VLAN �b0ò(ý�_�X�8�Z�c�
 '¨ 19 'v���É�Û
�–�Ë�î�º  VLAN �b0¿���� �†�g!·�K�Z�C�T�I�8��

VTP �Â�î�ª�Ù�å  1 �>�|�g  2 �[�c�
�É�Û�–
�Ë�î�º  VLAN �†0¿���M�•���œ�c�
�«�–�µ
�³�†  VTP �º�Û�å�«�Ì�”�Þ�å�º  �Ô�î�»�_�M
�•�²0[�@�6�~�r�M���É�Û�–�Ë�î�º  VLAN 
�@�«�–�µ�³�_0¿���I�€�Z�8�•���œ�
 VTP 
�Ô�î�»�†�º�Û�å�«�Ì�”�Þ�å�º  �Ô�î�»�?�}
�¡�Û�–�”�å�º  �Ô�î�»�x�§�î�Â  �Ô�î�»�_�š
�f�K�^�8�[�C�T�I�8�� VTP �Â�î�ª�Ù�å  3 
�[�c�
�M�m�Z�b�Ô�î�»�b�É�Û�–�Ë�î�º  
VLAN �†�§�Ï�î�º�K�r�M��

�º�å�¿�Ý
>&dot1q-tunnel>'

�º�å�¿�Ý  �Ï�î�º�c�
 IEEE 802.1Q �º�å�¿�Ü�å�¢#Ý�_�Q#Ý
�I�€�
�§�î�Å�«�É�ß�Â�–�²�î  �¿�µ�º�á�î�¡
²�/�[�•�«�±
�Ð�î  VLAN �b�Z�œ�ö�†)T�â�K�r�M���º�å�¿�Ý  �Ï�î�º�†
�§�î�Å�«�É�ß�Â�–�²�î  �¿�µ�º�á�î�¡�b�š�µ�ª  �«�–�µ�³�V
�_0¿���K�
�•�«�±�Ð�î  �–�å�±�î�Ç�™�–�«�b  IEEE 802.1Q 
�º�Û�å�¡  �Ï�î�º�_�K)F�K�Z�
8��P&à�Ü�å�¡�†�8�B�K�r�M��
�º�å�¿�Ý  �Ï�î�º�c�
�º�å�¿�Ü�å�¢�S#Ý�b�"�M�b  VLAN �_
�“�K�r�M��

�º�å�¿�Ý  �Ï�î�º�b0ò(ý�_�X�8�Z�c�
 '¨ 20 'v�� IEEE 
802.1Q �º�å�¿�Ü�å�¢�>�|�g�Þ�–�Ö  2 �É�ß�º�¥�Ý  �º�å�¿�Ü
�å�¢�b0¿���� �†�g!·�K�Z�C�T�I�8��

VTP �c�²8r�[�c�6�~�r�O�‡�� switchport 
access vlan �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•
� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�Z�
�m
�·�[  VLAN �_�º�å�¿�Ý  �Ï�î�º�†�m�~�\�Z
�r�M��

�Ó�å�Â�î�©�µ�É  
�Ô�î�» VLAN �Ó�å�Â�î�©�µ�É�b"I�ö VTP �b"I�ö
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'¨  16 'v       VLAN �b0¿��
�† =(
�V  VLAN �b0¿��
�† =(
�V  VLAN �b0¿��
�† =(
�V  VLAN �c�
 VLAN ID �@ 1 >|  1005 �b  VLAN �[�M���«�–�µ�³�@  VTP �§�î�Â  �Ô�î�»�r�S�c  
VTP �º�Û�å�«�Ì�”�Þ�å�º  �Ô�î�»�_�6�•���œ�c�
 VLAN �¹�î�±�Ë�î�«
Æ�b  VLAN 2 >|  1001 �_�X�8�Z0¿
���†3ã�•�
�š�f�
�r�S�c�P7V�[�A�r�M  >&VLAN ID 1 �>�|�g  1002 >|  1005 �c+¬�·�8�B�I�€�
�P7V�[�A�r
�O�‡>'��

VTP �Â�î�ª�Ù�å  1 �>�|�g  2 �[�c�
�Ñ�G(
�V  VLAN >&VLAN ID 1006 >|  4094>'�†�8�B�M�•���œ�c�
�«
�–�µ�³�†  VTP �º�Û�å�«�Ì�”�Þ�å�º  �Ô�î�»�_�M�•�²0[�@�6�~�r�M���S�T�K�
�G�€�}�b  VLAN �c  VLAN 
�¹�î�±�Ë�î�«�_�A(á�I�€�r�O�‡�� VTP �Â�î�ª�Ù�å  3 �c�
�Ñ�G(
�V  VLAN �†  VTP �§�î�Â  �Ô�î�»�>�|�g
�º�Û�å�«�Ì�”�Þ�å�º  �Ô�î�»�[�§�Ï�î�º�K�r�M�� ���Ñ�G(
�V  VLAN �b0¿���� >&P.16-11>' �†�g!·�K�Z�C�T�I
�8��

VLAN ID 1 >|  1005 �b0¿���c�Ç�“�–�Ý  vlan.dat>&VLAN �¹�î�±�Ë�î�«>'�_�i�A3¸�r�€�r�M���G�b0¿��
�†/²&g�M�•�_�c�
 show vlan "I�’  EXEC �¥�Ð�å�»�†
°�Š�K�r�M�� vlan.dat �Ç�“�–�Ý�c�Ç�Û�µ�©�×  �Ó�Ô
�Ü�_�A(á�I�€�r�M��

�@�– vlan.dat �Ç�“�–�Ý�†�m�·�[�P7V�K�|�:�\�M�•�\�
 VLAN �¹�î�±�Ë�î�«�b�Y�Z�œ�@#Õ�L�•�•+��ö�@�6
�~�r�M�� VLAN 0¿���†�š�f�M�•���œ�c�
�G�G�_0°3U�I�€�S�¥�Ð�å�»�
�>�|�g�G�b�Ü�Ü�î�«�_�P�Â�M
�•�¥�Ð�å�»  �Ü�Ç�“�Þ�å�«�_0°3U�I�€�S�¥�Ð�å�»�†�Q#Ý�K�r�M�� VTP 0¿���b�š�f�m8p�_�X�8�Z�c�

'¨ 17 'v�� VTP �b0¿���� �†�g!·�K�Z�C�T�I�8��

�I�}�_�
�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†�Q#Ý�K�Z�
�Ï�î�º�b�Ó�å�Â�î�©�µ�É  �Ô�î
�»�b��*O�
 VLAN �_�P�M�•�Ï�î�º�b3ã�•�>�|�g�P7V�†/œ�8�r�M���G�€�}�b�¥�Ð�å�»�b��/œ)��Ý�c�
��
/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_�i�A3¸�r�€�r�M���G�b�Ç�“�–�Ý�†/²&g�M�•�_�c�
 show 
running-config "I�’  EXEC �¥�Ð�å�»�†�Q#Ý�K�r�M��

VLAN �¹�î�±�Ë�î�«�_�‚�K�8�† =(
�V  VLAN �†�8�B�K�S�~�
 VLAN �¹�î�±�Ë�î�«
Æ�b�¤�Ñ�b  VLAN 
�†�š�f�K�S�~�M�•���œ�
���b�Ã�Û�Ó�î�±�†0¿���[�A�r�M��

• VLAN ID

• VLAN �¡

• VLAN �±�–�É>&�–�î�§�¿�µ�º�
 FDDI�
 FDDI Network Entity Title>&NET>'�
 TrBRF �r�S�c  
TrCRF�
�º�î�¡�å�Ü�å�¢�
�º�î�¡�å�Ü�å�¢  Net>'

• VLAN �«�¸�î�º>&�”�¡�¸�•�È�r�S�c�p�•>'

• VLAN �b  Maximum Transmission Unit>&MTU; �q�±��3æ�"�)>'

• Security Association Identifier>&SAID>'

• TrBRF VLAN �b�È�Ü�µ�ª1‘�9$��•

• FDDI �>�|�g  TrCRF VLAN �b�Ü�å�¢$��•

• TrCRF VLAN �b0v VLAN $��•

• TrCRF VLAN �b  Spanning-Tree Protocol>&STP; �«�Ã�½�å�¢�¶�Ü�î  �É�ß�º�¥�Ý>'�±�–�É

• �6�•  VLAN �±�–�É�?�}�9�b  VLAN �±�–�É�_�š�n�M�•�\�A�_�Q#Ý�M�•  VLAN $��•

>&�@>' �G�G�[�c�
�G�€�}�b�Ã�Û�Ó�î�±�b�±4Š�(�b0¿���m8p�_�X�8�Z1��Â�K�r�O�‡�� VLAN 0¿���†�D�š�M�•�¥
�Ð�å�»�>�|�g�Ã�Û�Ó�î�±�b0ò(ý�_�X�8�Z�c�
�G�b�Ü�Ü�î�«�_�P�Â�M�•�¥�Ð�å�»  �Ü�Ç�“�Þ�å�«�†�g!·�K
�Z�C�T�I�8��
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'¨  16 'v       VLAN �b0¿��
�† =(
�V  VLAN �b0¿��
�G�G�[�c�
�† =(
�V  VLAN �b0¿���_���_�X�8�Z1��Â�K�r�M��

• ���º�î�¡�å�Ü�å�¢  VLAN ��>&P.16-6>'

• ���† =(
�V  VLAN 0¿���ì�b�@�–�¦8o�� >&P.16-6>'

• ���† =(
�V  VLAN �b0¿���� >&P.16-7>'

• ���–�î�§�¿�µ�º  VLAN �b�¹�Ç�›�Ý�º0¿���� >&P.16-7>'

• ���–�î�§�¿�µ�º  VLAN �b�8�B�r�S�c�š�f�� >&P.16-8>'

• �� VLAN �b�P7V��>&P.16-9>'

• �� VLAN �l�b�«�±�¸�•�µ�¡  �”�¡�­�«  �Ï�î�º�b�m�~�\�Z�� >&P.16-10>'

�º�î�¡�å�Ü�å�¢  VLAN
�G�b�«�–�µ�³�c�º�î�¡�å�Ü�å�¢�K)F�†�§�Ï�î�º�K�Z�8�r�O�‡�@�
�º�î�¡�å�Ü�å�¢�K)F�†/œ�W�Z�8�•  
Catalyst 5000 �©�Ü�î�¬  �«�–�µ�³�^�]�b�Ü�Ô�î�º  �¹�Â�–�«�†�
�§�Ï�î�º�P1ß�«�–�µ�³�b�:�U�b  1 �Ž�?�}
'ö#.�[�A�r�M�� VTP �Â�î�ª�Ù�å  2 �@'�
>�K�Z�8�•�«�–�µ�³�c�
���b�º�î�¡�å�Ü�å�¢  VLAN �_6õ�M�•�_
���†�”�»�Â�±�–�¬�K�r�M��

• �º�î�¡�å�Ü�å�¢  TrBRF VLAN

• �º�î�¡�å�Ü�å�¢  TrCRF VLAN

�º�î�¡�å�Ü�å�¢  VLAN �b0ò�K�80¿���m8p�_�X�8�Z�c�
 �� Catalyst 5000 Series Software Configuration 
Guide���†�g!·�K�Z�C�T�I�8��

�† =(
�V  VLAN 0¿���ì�b�@�–�¦8o  
�¿�µ�º�á�î�¡
Æ�[�† =(
�V  VLAN �†�8�B�r�S�c�š�f�M�•���œ�_�c�
���b�@�–�¦8o�_�‘�W�Z�C�T�I�8��

• �«�–�µ�³�c�
 VTP �¡�Û�–�”�å�º�
�§�î�Â�
�>�|�g�º�Û�å�«�Ì�”�Þ�å�º�b�›�Ô�î�»�[  1005 �b  
VLAN �†�§�Ï�î�º�K�Z�8�r�M��

• �† =(
�V  VLAN �c�
 1 >|  1001 �b$��•�[1‘�9�K�r�M�� VLAN $��•  1002 >|  1005 �c�
�º�î�¡�å�Ü�å
�¢�>�|�g  FDDI VLAN �S#Ý�[�M��

• VLAN 1 >|  1005 �b  VLAN 0¿���c�
�–�_  VLAN �¹�î�±�Ë�î�«�_�A(á�I�€�r�M�� VTP �Ô�î�»�@�º�Û
�å�«�Ì�”�Þ�å�º  �Ô�î�»�b���œ�
 VTP �\  VLAN �b0¿���v�«�–�µ�³�b��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å  
�Ç�“�–�Ý�_�–�Ñ�I�€�r�M��

• VTP �Â�î�ª�Ù�å  1 �>�|�g  2 �[�c�
�«�–�µ�³�c  VTP �º�Û�å�«�Ì�”�Þ�å�º  �Ô�î�»>& VTP �c�¹�•�­�î
�È�Ý>'�b���œ�T�E�
 VLAN ID 1006 >|  4094 �†�§�Ï�î�º�K�r�M���G�€�}�c�Ñ�G(
�V  VLAN �[�6�~�

0¿���œ�É�©�Ù�å�_�c�D7H�@�6�~�r�M�� VTP �º�Û�å�«�Ì�”�Þ�å�º  �Ô�î�»�[�8�B�I�€�S�Ñ�G(
�V  
VLAN �c�
 VLAN �¹�î�±�Ë�î�«�_�–�Ñ�I�€�N�
���Û�I�€�r�O�‡�� VTP �Â�î�ª�Ù�å  3 �c�
�Ñ�G(
�V  
VLAN >&VLAN 1006 >|  4094>'�¹�î�±�Ë�î�«���Û�†�§�Ï�î�º�K�r�M���Ñ�G  VLAN �†0¿���K�Z�8�•
���œ�c�
 VTP �Â�î�ª�Ù�å  3 �?�}�Â�î�ª�Ù�å  1 �r�S�c  2 �_�š�n�[�A�r�O�‡�� ���Ñ�G(
�V  VLAN �b0¿
���� >&P.16-11>' �†�g!·�K�Z�C�T�I�8��

• VLAN �†�8�B�M�•�S�_�
�«�–�µ�³�†  VTP �§�î�Â  �Ô�î�»�r�S�c  VTP �º�Û�å�«�Ì�”�Þ�å�º  �Ô�î�»�_
�K�Z�>�C�²0[�@�6�~�r�M���«�–�µ�³�@  VTP �§�î�Â�[�6�•���œ�_�c�
 VTP �»�Ó�–�å�†��*O�M�•�²0[
�@�6�~�r�M�� VTP �»�Ó�–�å�†��*O�K�^�8�\�
 VTP �c�µ+��K�r�O�‡��

• �«�–�µ�³�c�
�º�î�¡�å�Ü�å�¢�r�S�c  FDDI �Ó�¹�•�”�†�§�Ï�î�º�K�r�O�‡���«�–�µ�³�c  FDDI�

FDDI-Net�
 TrCRF�
�r�S�c  TrBRF �º�Û�Ç�•�µ�¡�†��3æ�K�r�O�‡�@�
 VTP �†�Ó�K�Z  VLAN 0¿���†
���Û�K�r�M��
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'¨  16 'v       VLAN �b0¿��
�† =(
�V  VLAN �b0¿��
• �«�–�µ�³�c  128 �b�«�Ã�½�å�¢�¶�Ü�î  �–�å�«�±�å�«�†�§�Ï�î�º�K�r�M���«�–�µ�³�b�”�¡�¸�•�È�^  
VLAN �X�@�
�§�Ï�î�º�I�€�Z�8�•�«�Ã�½�å�¢�¶�Ü�î  �–�å�«�±�å�«�X�|�~�v�¨�8���œ�
�«�Ã�½�å�¢
�¶�Ü�î�c  128 �b  VLAN �[�–�¿�î�È�Ý�_�[�A�r�M���g�~�b  VLAN �[�
�«�Ã�½�å�¢�¶�Ü�î�c�¹�•�­�î
�È�Ý�_�^�~�r�M���«�–�µ�³�V�b�Q#Ý�•+��^�«�Ã�½�å�¢�¶�Ü�î  �–�å�«�±�å�«�†�M�m�Z�Q�8�)�W�Z�K
�r�W�S�‹�_�
 VTP �»�Ó�–�å�b�p�_�I�}�_�9�b  VLAN �†3ã�•�M�•�\�
�Q�b�«�–�µ�³�V�_�«�Ã�½�å�¢
�¶�Ü�î�@'�
>�K�^�8  VLAN �@#Õ�B�I�€�r�M���Q�b�«�–�µ�³�b�º�Û�å�¡  �Ï�î�º�V�[�¹�Ç�›�Ý�º�b0Á
�•�Ü�«�º>&�M�m�Z�b  VLAN �†0Á�•�M�•�Ü�«�º>'�@0¿���I�€�Z�8�•�\�
�M�m�Z�b�º�Û�å�¡  �Ï�î�º�V
�_�‚�K�8  VLAN �@�m�~�\�Z�}�€�r�M���¿�µ�º�á�î�¡  �º�Ï�ß�ª�_�|�W�Z�c�
�‚�K�8  VLAN �V�[�

�)�•�I�€�^�8�Ý�î�É�@#Õ�B�I�€�•�G�\�@�6�~�r�M��"I�_�
0
�X�b7„�K�«�–�µ�³�[�«�Ã�½�å�¢�¶�Ü�î  
�–�å�«�±�å�«�†�M�m�Z�Q#Ý�K�Z�K�r�W�Z�8�•���œ�_�c�@�–�@�²0[�[�M���«�Ã�½�å�¢�¶�Ü�î  �–�å�«
�±�å�«�b�m�~�\�Z�†�Q�8�Ý�S�K�S�«�–�µ�³�b�º�Û�å�¡  �Ï�î�º�_0Á�•�Ü�«�º�†0¿���M�•�G�\�_�|�~�

�G�b�|�:�^�•+��ö�†75�D�G�\�@�[�A�r�M��

�«�–�µ�³�V�b  VLAN �b�X�@�§�Ï�î�º�I�€�Z�8�•�«�Ã�½�å�¢�¶�Ü�î  �–�å�«�±�å�«�b�q�±�X�†2x�<�•
���œ�
�«�–�µ�³�V�_  IEEE 802.1s Multiple STP>&MSTP>'�†0¿���K�Z�
0
�X�b  VLAN �†�"�M�b�«
�Ã�½�å�¢�¶�Ü�î  �–�å�«�±�å�«�_�Ð�µ�Æ�å�¢�M�•�G�\�†�N�á�K�r�M�� MSTP �b0ò(ý�_�X�8�Z�c�

'¨ 22 'v�� MSTP �b0¿���� �†�g!·�K�Z�C�T�I�8��

�† =(
�V  VLAN �b0¿��  
VLAN �†  vlan �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�[0¿���M�•�_�c�
 VLAN ID �†
°�Š�K�r
�M���‚0d�b  VLAN ID �†
°�Š�K�Z  VLAN �†�8�B�M�•�?�
�r�S�c�¤�Ñ�b  VLAN ID �†
°�Š�K�Z�Q�b  
VLAN �†�š�f�K�r�M���¹�Ç�›�Ý�º�b  VLAN 0¿���†�Q#Ý�M�•�?>& /² 16-2 �†�g!·>' �
0
�X�b�¥�Ð�å�»�†
°
�Š�K�Z  VLAN �†0¿���[�A�r�M���G�b�Ô�î�»�[�Q#Ý�[�A�•�¥�Ð�å�»�b0ò(ý�_�X�8�Z�c�
�G�b�Ü�Ü�î�«�b
�¥�Ð�å�»  �Ü�Ç�“�Þ�å�«�_0°3U�I�€�Z�8�•  vlan �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�g!·�K
�Z�C�T�I�8��0¿���†)
�¢�K�S�}�
 VLAN �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†)
�¢�K�Z�
0¿���†�w� �_�M
�•�²0[�@�6�~�r�M�� VLAN 0¿���†/²&g�M�•�_�c�
 show vlan "I�’  EXEC �¥�Ð�å�»�†
°�Š�K�r�M��

VLAN ID 1 >|  1005 �b0¿���c�
�–�_  VLAN �¹�î�±�Ë�î�«�_�–�Ñ�I�€�r�M>& vlan.dat �Ç�“�–�Ý>' �� VTP 
�Ô�î�»�@�º�Û�å�«�Ì�”�Þ�å�º  �Ô�î�»�b���œ�
�Q�€�}�b0¿���v�«�–�µ�³�b��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å  
�Ç�“�–�Ý�_�–�Ñ�I�€�r�M�� copy running-config startup-config "I�’  EXEC �¥�Ð�å�»�†�Q#Ý�K�Z�
�«
�±�î�º�”�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�[�A�r�M�� VLAN 0¿���†/²&g�M�•�_�c�

show vlan "I�’  EXEC �¥�Ð�å�»�†
°�Š�K�r�M��

VLAN �>�|�g  VTP �_��>&�Ñ�G(
�V  VLAN 0¿���_���†�µ�t>'�†�«�±�î�º�”�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù
�å  �Ç�“�–�Ý�_�–�Ñ�K�Z�
�«�–�µ�³�†
Ì2s�·�M�•�\�
�«�–�µ�³�b0¿���c���b�|�:�_4E�¥�I�€�r�M��

• �«�±�î�º�”�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�>�|�g  VLAN �¹�î�±�Ë�î�«
Æ�b  VTP �Ô�î�»�@�º�Û�å�«
�Ì�”�Þ�å�º�[�
 VLAN �¹�î�±�Ë�î�«�\�«�±�î�º�”�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�b  VTP 
�»�Ó�–�å�¡�@�M+´�M�•���œ�c�
 VLAN �¹�î�±�Ë�î�«�@!“0i�I�€>&�¡�Ü�”�I�€>' �
�«�±�î�º�”�µ�É  �¥
�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý
Æ�b  VTP �>�|�g  VLAN 0¿���@�Q#Ý�I�€�r�M�� VLAN �¹�î�±�Ë�î
�«
Æ�b VLAN �¹�î�±�Ë�î�«  �Ü�Å�ª�Ù�å$��•�c�š�f�I�€�r�O�‡��

• �«�±�î�º�”�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å
Æ�b  VTP �Ô�î�»�r�S�c�»�Ó�–�å�¡�@  VLAN �¹�î�±�Ë�î
�«�\�M+´�K�^�8���œ�
�q�6�b  1005 �b  VLAN �b�»�Ó�–�å�¡�
 VTP �Ô�î�»�
�>�|�g  VTP 0¿���_�c  
VLAN �¹�î�±�Ë�î�«�_���@�Q#Ý�I�€�r�M��

• VTP �Â�î�ª�Ù�å  1 �>�|�g  2 �[�c�
 VTP �Ô�î�»�@�§�î�Â�b���œ�
�q�6�b  1005 �b  VLAN �T�E�b�»�Ó
�–�å�¡�>�|�g  VLAN 0¿���_�c  VLAN �¹�î�±�Ë�î�«�_���@�Q#Ý�I�€�r�M�� VTP �Â�î�ª�Ù�å  3 �c�

VLAN 1006 >|  4094 �v�§�Ï�î�º�K�r�M��

�–�î�§�¿�µ�º  VLAN �b�¹�Ç�›�Ý�º0¿��

/² 16-2 �_�–�î�§�¿�µ�º  VLAN �b�¹�Ç�›�Ý�º0¿���†&g�K�r�M��
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'¨  16 'v       VLAN �b0¿��
�† =(
�V  VLAN �b0¿��
>&�@>' �«�–�µ�³�@�§�Ï�î�º�M�•�b�c�
�–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�T�E�[�M�� FDDI �>�|�g�º�î�¡�å�Ü�å�¢  
VLAN �c�
�ß�î�•�Ý�[�c�§�Ï�î�º�I�€�^�8�b�[�
 FDDI �>�|�g�º�î�¡�å�Ü�å�¢  �Ó�¹�•�”�[�w�b"I�ö�c�

�Ú�b�«�–�µ�³�_�P�M�•  VTP �¢�ß�î�Â�Ý  �”�»�Â�±�–�¬�_�b�s0¿���K�r�M��

�–�î�§�¿�µ�º  VLAN �b�8�B�r�S�c�š�f

VLAN �¹�î�±�Ë�î�«
Æ�b�›�–�î�§�¿�µ�º  VLAN �_�c�
 1 >|  1001 �b  4 �F�b�M�–�b  ID �@0¿���I�€�Z�8�r
�M�� VLAN ID 1002 >|  1005 �c�
�º�î�¡�å�Ü�å�¢�>�|�g  FDDI VLAN #Ý�_�£(Ù�I�€�Z�8�r�M���† =(
�V  
VLAN �†�8�B�K�Z  VLAN �¹�î�±�Ë�î�«�_3ã�•�M�•�_�c�
 VLAN �_$��•�>�|�g�¡�S�†�m�~�\�Z�r�M��

>&�@>' VTP �Â�î�ª�Ù�å  1 �>�|�g  2 �[�«�–�µ�³�@  VTP �º�Û�å�«�Ì�”�Þ�å�º  �Ô�î�»�b���œ�c�
 1006 �†2x�<�•  
VLAN ID �†�m�~�\�Z�•�G�\�@�[�A�r�M�@�
�Q�€�}�†  VLAN �¹�î�±�Ë�î�«�_3ã�•�[�A�r�O�‡�� ���Ñ�G(

�V VLAN �b0¿���� >&P.16-11>' �†�g!·�K�Z�C�T�I�8��

VLAN �b3ã�•�ì�_�æ���I�€�•�¹�Ç�›�Ý�º  �Ã�Û�Ó�î�±�b�M0t�c�
 ���† =(
�V  VLAN �b0¿���� >&P.16-5>' �†
�g!·�K�Z�C�T�I�8��

/² 16-2 �–�î�§�¿�µ�º  VLAN �b�¹�Ç�›�Ý�º�>�|�g(
�V

�Ã�Û�Ó�î�± �¹�Ç�›�Ý�º (
�V

VLAN ID 1 1 >|  4094 

>&�@>' �Ñ�G(
�V  VLAN >&VLAN ID 1006 >|  
4094>'�c�
 VTP �Â�î�ª�Ù�å  3 �b���œ
�T�E  VLAN �¹�î�±�Ë�î�«�_�–�Ñ�I�€
�r�M��

VLAN �¡ VLANxxxx�� xxxx �c  VLAN ID $��•�_'¼�K�8  4 �F�b
�X�Ð>&
›/œ�®�ß�†�µ�t>'�[�M��

(
�V�^�K

IEEE 802.10 SAID 100001>&100000 �\  VLAN ID �b�ô>' 1 >|  4294967294

MTU �§�–�¬ 1500 1500 >|  18190

�º�Û�å�«�Þ�î�©�Ù�¼�Ý  
�È�Ü�µ�ª  1

0 0 >|  1005

�º�Û�å�«�Þ�î�©�Ù�¼�Ý  
�È�Ü�µ�ª 2

0 0 >|  1005

VLAN �«�¸�î�º active �”�¡�¸�•�È�
�p�•

�Ü�Ô�î�º  SPAN �¹�•�­�î�È�Ý �–�¿�î�È�Ý�
�¹�•�­�î�È�Ý

�É�Û�–�Ë�î�º  VLAN 0¿���^�K 2 >|  1001�
 1006 >|  4094
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'¨  16 'v       VLAN �b0¿��
�† =(
�V  VLAN �b0¿��
�–�î�§�¿�µ�º  VLAN �†�8�B�r�S�c�š�f�M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

VLAN �¡�†�¹�Ç�›�Ý�º�b0¿���_�`�M�_�c�
 no name�
 no mtu �r�S�c  no remote-span �¥�Ð�å�»�†�Q#Ý
�K�r�M��

���_�
�–�î�§�¿�µ�º  VLAN 20 �†�8�B�K�
 test20 �\�8�:�¡�S�†�Ü�E�
 VLAN �¹�î�±�Ë�î�«�_3ã�•�M�•�[
�†&g�K�r�M��

Switch# configure terminal
Switch(config)# vlan 20
Switch(config-vlan)# name test20
Switch(config-vlan)# end

VLAN �b�P7V

VTP �§�î�Â  �Ô�î�»�b�«�–�µ�³�?�}  VLAN �†�P7V�M�•�\�
 VTP �»�Ó�–�å
Æ�b�M�m�Z�b�«�–�µ�³�b  
VLAN �¹�î�±�Ë�î�«�?�}�
�Q�b  VLAN �@�P7V�I�€�r�M�� VTP �º�Û�å�«�Ì�”�Þ�å�º  �Ô�î�»�b�«�–�µ�³
�?�}  VLAN �†�P7V�K�S���œ�
�Q�b�«�–�µ�³�V�_7H�~  VLAN �@�P7V�I�€�r�M��

�–�î�§�¿�µ�º  VLAN 1 �>�|�g  FDDI�
�r�S�c�º�î�¡�å�Ü�å�¢  VLAN 1002 >|  1005 �b�
�Ó�¹�•�”  �±�–�É
�9�b�¹�Ç�›�Ý�º  VLAN �c�P7V�[�A�r�O�‡��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 vlan vlan-id VLAN ID �†
°�Š�K�Z�
 VLAN �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä��
�K�r�M���‚0d�b  VLAN ID �†
°�Š�K�Z  VLAN �†�8�B�M�•�?�
�r�S�c�¤
�Ñ�b  VLAN ID �†
°�Š�K�Z�Q�b  VLAN �†�š�f�K�r�M��

>&�@>' �G�b�¥�Ð�å�»�[�æ���[�A�•  VLAN ID (
�V�c  1 >|  4094 �[�M��
1005 �†2x�<�•  VLAN ID>&�Ñ�G(
�V  VLAN >'�†3ã�•�M�•�m8p�_
�X�8�Z�c�
 ���Ñ�G(
�V  VLAN �b0¿���� >&P.16-11>' �†�g!·�K�Z�C
�T�I�8��

�«�̧ �µ�É 3 name vlan-name >&�õ�–>' VLAN �b�¡�S�†
°�Š�K�r�M�� VLAN �¡�†�æ���K�^�?�W�S���œ
�_�c�
�¹�Ç�›�Ý�º�\�K�Z�
 VLAN �\�8�:1��b�‹�•�_
›/œ�®�ß�†�µ�u�S  
vlan-id �@�Ü�•�I�€�r�M���S�\�<�d�
 VLAN 4 �b�¹�Ç�›�Ý�º�b  VLAN �¡
�c  VLAN0004 �_�^�~�r�M��

�«�̧ �µ�É 4 mtu mtu-size >&�õ�–>' MTU �§�–�¬>&�r�S�c�Ú�b  VLAN "I�ö>'�†�š�f�K�r�M��

�«�̧ �µ�É 5 remote-span >&�@>' >&�õ�–>'�Ü�Ô�î�º  Switched Port Analyzer>&SPAN; �«�–�µ�³�»  
�Ï�î�º  �”�¼�Û�–�¨>'�­�µ�©�Ù�å�_�P�M�•  RSPAN VLAN �\�K
�Z�
 VLAN �†0¿���K�r�M���Ü�Ô�î�º  SPAN �b0ò(ý�c�
 '¨ 30 'v

�� SPAN �>�|�g  RSPAN �b0¿����  �†�g!·�K�Z�C�T�I�8��

�«�̧ �µ�É 6 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 7 show vlan {name vlan-name | id vlan-id} 0¿���†&�1��K�r�M��

�«�̧ �µ�É 8 copy running-config startup config >&�õ�–>'�«�–�µ�³�@  VTP �º�Û�å�«�Ì�”�Þ�å�º  �Ô�î�»�[�6�•���œ�

VLAN 0¿���c��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�\  VLAN �¹�î�±
�Ë�î�«�_�–�Ñ�I�€�r�M���G�b���œ�
�«�–�µ�³�b�«�±�î�º�”�µ�É  �¥�å
�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���@�–�Ñ�I�€�r�M��
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'¨  16 'v       VLAN �b0¿��
�† =(
�V  VLAN �b0¿��
�@�– VLAN �†�P7V�M�•�\�
�Q�b  VLAN �_�m�~�\�Z�}�€�Z�8�S�M�m�Z�b�Ï�î�º�@8��”�¡�¸�•�È�_�^�~�r
�M���G�€�}�b�Ï�î�º�c�
�‚�K�8  VLAN �_�m�~�\�Z�}�€�•�r�[�

–�b  VLAN �_>&8��”�¡�¸�•�È�[>'
�P�Â�Ü�E�}�€�S�r�r�[�M��

�«�–�µ�³�V�[  VLAN �†�P7V�M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

VLAN �l�b�«�±�¸�•�µ�¡  �”�¡�­�«  �Ï�î�º�b�m�~�\�Z

VTP �†�¹�•�­�î�È�Ý�_�M�•�G�\�_�|�W�Z>& VTP �º�Û�å�«�Ì�”�Þ�å�º  �Ô�î�»>' �
 VTP �_  VLAN 0¿���_��
�†�¢�ß�î�Â�Ý�_���Û�I�O�N�_�
�«�±�¸�•�µ�¡  �”�¡�­�«  �Ï�î�º�†  VLAN �_�m�~�\�Z�•�G�\�@�[�A�r�M��

�¡�Û�«�±  �Ó�å�Â  �«�–�µ�³�b�Ï�î�º�†  VLAN �_�m�~�\�Z�•���œ�
�q�6�_  rcommand "I�’  EXEC �¥�Ð�å
�»�†�Q#Ý�K�Z�
�Q�b�¡�Û�«�±  �Ó�å�Â  �«�–�µ�³�_�ß�¢�–�å�K�r�M��

>&�@>' �Ñ�~�K�^�8  VLAN �_�–�å�±�î�Ç�™�–�«�†�m�~�\�Z�•�\�
�‚�K�8  VLAN �@�8�B�I�€�r�M  >&���–�î�§�¿�µ
�º  VLAN �b�8�B�r�S�c�š�f�� >&P.16-8>' �†�g!·>' ��

VLAN �¹�î�±�Ë�î�«
Æ�b  VLAN �_�Ï�î�º�†�m�~�\�Z�•�_�c�
 "I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r
�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 no vlan vlan-id VLAN ID �†
°�Š�K�Z�
 VLAN �†�P7V�K�r�M��

�«�̧ �µ�É 3 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 4 show vlan brief VLAN �@�P7V�I�€�S�G�\�†&�1��K�r�M��

�«�̧ �µ�É 5 copy running-config startup config >&�õ�–>'�«�–�µ�³�@  VTP �º�Û�å�«�Ì�”�Þ�å�º  �Ô�î�»�[�6�•���œ�

VLAN 0¿���c��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�\  VLAN �¹�î
�±�Ë�î�«�_�–�Ñ�I�€�r�M���G�b���œ�
�«�–�µ�³�b�«�±�î�º�”�µ�É  �¥
�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���@�–�Ñ�I�€�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 interface interface-id VLAN �_3ã�•�M�•�–�å�±�î�Ç�™�–�«�†
°�Š�K�r�M��

�«�̧ �µ�É 3 switchport mode access �Ï�î�º>&�Þ�–�Ö  2 �”�¡�­�«  �Ï�î�º>'�b  VLAN �Ó�å�Â�î�©�µ�É  �Ô�î
�»�†��*O�K�r�M��

�«�̧ �µ�É 4 switchport access vlan vlan-id VLAN �_�Ï�î�º�†�m�~�\�Z�r�M���æ���[�A�•  VLAN ID �b(
�V�c  1 
>|  4094 �[�M��

�«�̧ �µ�É 5 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 6 show running-config interface interface-id �–�å�±�î�Ç�™�–�«�b  VLAN �Ó�å�Â�î�©�µ�É  �Ô�î�»�†&�1��K�r�M��

�«�̧ �µ�É 7 show interfaces interface-id switchport /²&g�I�€�S  Administrative Mode �>�|�g  Access Mode VLAN �Ç�•�î
�Ý�»�b0¿���†&�1��K�r�M��

�«�̧ �µ�É 8 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��
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'¨  16 'v       VLAN �b0¿��
�Ñ�G(
�V  VLAN �b0¿��
�–�å�±�î�Ç�™�–�«�†�¹�Ç�›�Ý�º0¿���_�`�M�_�c�
 default interface interface-id �–�å�±�î�Ç�™�–�«  �¥�å
�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

���_�
 VLAN 2 �b�”�¡�­�«  �Ï�î�º�\�K�Z�Ï�î�º�†0¿���M�•�[�†&g�K�r�M��

Switch# configure terminal  
Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)# interface gigabitethernet1/1 
Switch(config-if)# switchport mode access 
Switch(config-if)# switchport access vlan 2
Switch(config-if)# end  

�Ñ�G(
�V  VLAN �b0¿��
VTP �Â�î�ª�Ù�å  1 �>�|�g�Â�î�ª�Ù�å  2 �[�«�–�µ�³�@  VTP �º�Û�å�«�Ì�”�Þ�å�º  �Ô�î�»>& VTP �@�¹�•
�­�î�È�Ý>'�b���œ�
�Ñ�G(
�V  VLAN >&1006 >|  4094>'�†�8�B�[�A�r�M�� VTP �Â�î�ª�Ù�å�c�
�Ñ�G(
�V  
VLAN �†�§�î�Â  �Ô�î�»�>�|�g�º�Û�å�«�Ì�”�Þ�å�º  �Ô�î�»�[�§�Ï�î�º�K�r�M���§�î�Å�«  �É�ß�Â�–�²�î�c
�Ñ�G(
�V  VLAN �†�Q#Ý�M�•�G�\�_�|�~�
�–�å�Ç�Û�«�º�Û�¡�³�Õ�†�Ñ�G�K�Z�
�¨�X�b8³���_�P�Â�[�A�r
�M���Ñ�G(
�V  VLAN ID �c�
 VLAN ID �@0Á�•�I�€�Z�8�•�õ�–�b  switchport �¥�Ð�å�»�[�Q#Ý�[�A�r�M��

VTP �Â�î�ª�Ù�å  1 �r�S�c  2 �[�b�Ñ�G(
�V  VLAN �b0¿���c  VLAN �¹�î�±�Ë�î�«�_�A(á�I�€�r�O�‡���S
�T�K�
 VTP �Ô�î�»�@�º�Û�å�«�Ì�”�Þ�å�º�[�6�•�S�u�
�«�–�µ�³�b��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–
�Ý�_�«�º�”�I�€�r�M��0¿���†�«�±�î�º�”�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_�–�Ñ�M�•�_�c�
 copy 
running-config startup-config "I�’  EXEC �¥�Ð�å�»�†�Q#Ý�K�r�M�� VTP �Â�î�ª�Ù�å  3 �[�8�B�I�€�S�Ñ
�G(
�V  VLAN �c�
 VLAN �¹�î�±�Ë�î�«�_�–�Ñ�I�€�r�M��

>&�@>' �«�–�µ�³�c  4094 �b  VLAN ID �†�§�Ï�î�º�K�r�M�@�
��7•�_�§�Ï�î�º�I�€�•  VLAN �b�X�_�X�8�Z�c�

���§�Ï�î�º�I�€�•  VLAN ��>&P.16-2>' �†�g!·�K�Z�C�T�I�8��

�G�G�[�c�
�Ñ�G(
�V  VLAN �b0¿���_���_�X�8�Z1��Â�K�r�M��

• �� VLAN �b�¹�Ç�›�Ý�º0¿���� >&P.16-11>'

• ���Ñ�G(
�V  VLAN 0¿���ì�b�@�–�¦8o�� >&P.16-11>'

• ���Ñ�G(
�V  VLAN �b�8�B�� >&P.16-12>'

• ��
Æ4Š VLAN ID �†�æ���K�S�Ñ�G(
�V  VLAN �b�8�B�� >&P.16-14>'

VLAN �b�¹�Ç�›�Ý�º0¿��

/² 16-2>&P.16-8>' �_�–�î�§�¿�µ�º  VLAN �b�¹�Ç�›�Ý�º0¿���†&g�K�r�M���Ñ�G(
�V  VLAN �_�X�8�Z�c  
MTU �§�–�¬�
�É�Û�–�Ë�î�º  VLAN �
�>�|�g�Ü�Ô�î�º  SPAN 0¿���«�¸�î�º�K�?�š�f�[�A�r�O�‡���g�~�b
�M�m�Z�b"I�ö�c�¹�Ç�›�Ý�º  �«�¸�î�º�b�r�r�[�^�E�€�d�^�~�r�O�‡��

�Ñ�G(
�V  VLAN 0¿���ì�b�@�–�¦8o

�Ñ�G(
�V  VLAN �†�8�B�M�•�\�A�c���b�@�–�¦8o�_�‘�W�Z�C�T�I�8��

• �Ñ�G(
�V�b  VLAN ID �c�
�«�–�µ�³�@  VTP �Â�î�ª�Ù�å  3 �†��/œ�K�Z�8�^�8���œ�c  VLAN �¹�î�±
�Ë�î�«�_�–�Ñ�I�€�N�
 VTP �[1�1‘�I�€�r�O�‡��

• �É�Ý�î�½�å�¢4:�A(
�V�_�Ñ�G(
�V  VLAN �†�µ�u�•�G�\�c�[�A�r�O�‡��
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'¨  16 'v       VLAN �b0¿��
�Ñ�G(
�V  VLAN �b0¿��
• VTP �Â�î�ª�Ù�å  1 �>�|�g  2 �[�c�
�Ñ�G(
�V  VLAN �†�8�B�M�•���œ�c�
�«�–�µ�³�†  VTP �º�Û�å�«
�Ì�”�Þ�å�º  �Ô�î�»�_�M�•�²0[�@�6�~�r�M�� VTP �Ô�î�»�@�§�î�Â�r�S�c�¡�Û�–�”�å�º�b���œ�
�š
�Û�î  �Ó�µ�­�î�ª�@#Õ�B�I�€�
�Ñ�G(
�V  VLAN �@�Ä�°�I�€�r�M�� VTP �Â�î�ª�Ù�å  3 �c�
�Ñ�G(
�V  
VLAN �†�§�î�Â  �Ô�î�»�>�|�g�º�Û�å�«�Ì�”�Þ�å�º  �Ô�î�»�[�§�Ï�î�º�K�r�M��

• VTP �Â�î�ª�Ù�å  1 �r�S�c  2 �[�c�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[�
 VTP �Ô�î�»�†�º
�Û�å�«�Ì�”�Þ�å�º�_0¿���[�A�r�M�� �� VTP �Ô�î�»�b0¿���� >&P.17-10>' �†�g!·�K�Z�C�T�I�8�� VTP �º
�Û�å�«�Ì�”�Þ�å�º  �Ô�î�»�[�«�–�µ�³�@���·�M�•�|�:�_�
�G�b0¿���†�«�±�î�º�”�µ�É  �¥�å�Ç�•� �×
�Þ�î�©�Ù�å�_�–�Ñ�M�•�²0[�@�6�~�r�M���G�b�|�:�_�K�^�8�\�
�«�–�µ�³�†�Ü�­�µ�º�K�S���œ�_�
�Ñ
�G(
�V  VLAN 0¿���@�»�ƒ�€�r�M�� VTP �Â�î�ª�Ù�å  3 �[�Ñ�G(
�V  VLAN �†�8�B�M�•���œ�c�
 VTP 
�Â�î�ª�Ù�å  1 �r�S�c  2 �_�š�f�[�A�r�O�‡��

• �Ñ�G(
�V  VLAN �[�c�
 STP �c�¹�Ç�›�Ý�º�[�–�¿�î�È�Ý�_�^�~�r�M�@�
 no spanning-tree vlan 
vlan-id �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�Z�¹�•�­�î�È�Ý�_�[�A�r�M���«�–�µ
�³�V�_�q�±�X�b�«�Ã�½�å�¢�¶�Ü�î  �–�å�«�±�å�«�@�Ñ�~�K�Z�8�•���œ�_�
 VLAN �†�‚0d�8�B�M�•�\�

�G�b  VLAN �V�[�«�Ã�½�å�¢�¶�Ü�î�c�¹�•�­�î�È�Ý�_�^�~�r�M���«�–�µ�³�V�b  VLAN �b�X�@�«�Ã�½
�å�¢�¶�Ü�î  �–�å�«�±�å�«�b�q�±�X�†2x�<�•���œ�
�«�–�µ�³�V�_  IEEE 802.1s MSTP �†0¿���K�Z�

0
�X�b  VLAN �†�"�M�b�«�Ã�½�å�¢�¶�Ü�î  �–�å�«�±�å�«�_�Ð�µ�Æ�å�¢�M�•�G�\�†�N�á�K�r�M��
MSTP �b0ò(ý�_�X�8�Z�c�
 '¨ 22 'v�� MSTP �b0¿���� �†�g!·�K�Z�C�T�I�8��

• �«�–�µ�³�V�b�›�Ý�î�¸�µ�»  �Ï�î�º�c�

Æ4Š  VLAN �†�Q#Ý�M�•�S�u�_�8�B�K�r�M���G�b
Æ4Š  VLAN 
�c�Ñ�G(
�V  VLAN $��•�†�Q#Ý�K�
�Q�b
Æ4Š  VLAN ID �c�Ñ�G(
�V  VLAN �_�c�Q#Ý�[�A�r�O�‡��
Æ
4Š VLAN �\�K�Z�m�~�\�Z�í�s�b  VLAN ID �†�æ���K�Z�Ñ�G(
�V  VLAN �†�8�B�M�•�\�
 �š�Û�î  �Ó�µ
�­�î�ª�@#Õ�B�I�€�
�¥�Ð�å�»�c�Ä�°�I�€�r�M��

– 
Æ4Š VLAN ID �c�Ñ�G(
�V�b�W4Š�b�‰�^�b�[�
�Ñ�G(
�V  VLAN �†�8�B�M�•�_�c�q�±�b$��•
>&4094>'�?�}���u�Z�q�`�Í>& 1006>'�l�\�·�8�Z�

Æ4Š  VLAN ID �†�Q#Ý�M�•�•+��ö�†�ö�}�M�G
�\�†�N�á�K�r�M��

– �Ñ�G(
�V  VLAN �†0¿���M�•�S�_�
 show vlan internal usage "I�’  EXEC �¥�Ð�å�»�†
°�Š�K�Z�

�]�b  VLAN �@
Æ4Š VLAN �\�K�Z�m�~�\�Z�}�€�Z�8�•�?�†&�1��K�r�M��

– �²0[�_�Â�L�Z�

Æ4Š  VLAN �_�m�~�\�Z�}�€�S�Ý�î�¸�µ�»  �Ï�î�º�†�©�Õ�µ�º�²�˜�å�[�A�r�M��
�G�€�_�|�~�

Æ4Š  VLAN �@0Ž�:�I�€�
�Ñ�G(
�V  VLAN �†�8�B�K�Z�Ï�î�º�†
Ì�Ø�–�¿�î�È�Ý�_
�K�
�9�b  VLAN �†
Æ4Š VLAN �\�K�Z�Q#Ý�K�r�M�� ��
Æ4Š VLAN ID �†�æ���K�S�Ñ�G(
�V  
VLAN �b�8�B�� >&P.16-14>' �†�g!·�K�Z�C�T�I�8��

• �«�–�µ�³�c�œ0£  1005>&�† =(
�V�>�|�g�Ñ�G(
�V>'�b  VLAN �†�§�Ï�î�º�K�r�M�@�
�Ý�î�¸�µ�»  �Ï�î
�º�
 SVI�
�Q�b�Ú�b0¿���í�s�µ+��b�¶�X�_�|�W�Z�
�«�–�µ�³�b�Á�î�»�˜�™�”�b�Q#Ý"g�#�c�e�‘�I�€
�r�M���Ñ�G(
�V  VLAN �†�8�B�M�•�\�A�_�
�Q#Ý�[�A�•�Á�î�»�˜�™�”  �Ü�¯�î�«�@�Y2Š�K�Z�8�•�\�

�š�Û�î  �Ó�µ�­�î�ª�@#Õ�B�I�€�
�Ñ�G(
�V  VLAN �@�Ä�°�I�€�r�M��

�Ñ�G(
�V  VLAN �b�8�B

�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[�Ñ�G(
�V  VLAN �†�8�B�M�•�_�c�
 vlan �¢�ß�î�Â�Ý  �¥�å
�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†
°�Š�K�
 1006 >|  4094 �b  VLAN ID �†�æ���K�r�M���Ñ�G(
�V  VLAN �c
�–�î�§�¿�µ�º  VLAN �b�¹�Ç�›�Ý�º�b"I�ö�†
��<�Z�>�~>& /² 16-2 �†�g!·>' �
 MTU �§�–�¬�
�É�Û�–�Ë�î
�º  VLAN �
 RSPAN 0¿���T�E�@�š�f�[�A�•�Ã�Û�Ó�î�±�[�M���M�m�Z�b�Ã�Û�Ó�î�±�b�¹�Ç�›�Ý�º�Í�_�X�8
�Z�c�
�¥�Ð�å�»  �Ü�Ç�“�Þ�å�«�_0°3U�I�€�S  vlan �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�b1��Â
�†�g!·�K�Z�C�T�I�8�� VTP �Â�î�ª�Ù�å  1 �r�S�c  2 �[�
�«�–�µ�³�@  VTP �º�Û�å�«�Ì�”�Þ�å�º  �Ô�î�»�[�^
�8���œ�_�Ñ�G(
�V  VLAN ID �†
°�Š�M�•�\�
 VLAN �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�b)
�¢�ì�_�š�Û�î  
�Ó�µ�­�î�ª�@#Õ�B�I�€�
�Ñ�G(
�V  VLAN �@�8�B�I�€�r�O�‡��
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'¨  16 'v       VLAN �b0¿��
�Ñ�G(
�V  VLAN �b0¿��
VTP �Â�î�ª�Ù�å  1 �>�|�g  2 �[�c�
�Ñ�G(
�V  VLAN �c  VLAN �¹�î�±�Ë�î�«�_�–�Ñ�I�€�N�
�«�–�µ�³�b
��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_�–�Ñ�I�€�r�M���Ñ�G(
�V  VLAN 0¿���†�«�–�µ�³�b�«�±�î�º
�”�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_�–�Ñ�M�•�_�c�
 copy running-config startup-config "I�’  
EXEC �¥�Ð�å�»�†�Q#Ý�K�r�M�� VTP �Â�î�ª�Ù�å  3 �c�
�Ñ�G(
�V  VLAN �†  VLAN �¹�î�±�Ë�î�«�_�–�Ñ
�K�r�M��

>&�@>' �Ñ�G(
�V  VLAN �†�8�B�M�•�S�_�
 show vlan internal usage "I�’  EXEC �¥�Ð�å�»�†
°�Š�K�Z�
 VLAN 
ID �@
Æ4Š$×�_�Q#Ý�I�€�Z�8�^�8�G�\�†&�1��K�r�M�� VLAN ID �@
Æ4Š$×�_�Q#Ý�I�€�Z�8�•���œ�_�
�Q�€
�†0Ž�:�M�•�_�c�
 ��
Æ4Š VLAN ID �†�æ���K�S�Ñ�G(
�V  VLAN �b�8�B�� >&P.16-14>' �†�g!·�K�Z�?�}�Ñ�G
(
�V  VLAN �†�8�B�K�Z�C�T�I�8��

�Ñ�G(
�V  VLAN �†�8�B�M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

�Ñ�G(
�V  VLAN �†�P7V�M�•�_�c�
 no vlan vlan-id �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý
�K�r�M��

�«�±�¸�•�µ�¡  �”�¡�­�«  �Ï�î�º�†�Ñ�G(
�V  VLAN �_�m�~�\�Z�•�m8p�c�
�† =(
�V  VLAN �b�m8p�\� �L
�[�M�� �� VLAN �l�b�«�±�¸�•�µ�¡  �”�¡�­�«  �Ï�î�º�b�m�~�\�Z�� >&P.16-10>' �†�g!·�K�Z�C�T�I�8��

���_�
�M�m�Z�¹�Ç�›�Ý�º�b"I�ö�[�Ñ�G(
�V  VLAN �†�‚0d�8�B�K�
 VLAN �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î
�»�†6ä���K�Z�
�‚0d  VLAN �†�«�–�µ�³�b�«�±�î�º�”�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_�–�Ñ�M�•
�[�†&g�K�r�M��

Switch(config)#  vtp mode transparent

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 vtp mode transparent �«�–�µ�³�†  VTP �º�Û�å�«�Ì�”�Þ�å�º  �Ô�î�»�_0¿���K�
 VTP �†�¹�•�­�î
�È�Ý�_�K�r�M��

>&�@>' �G�b�m8p�c�
 VTP �Â�î�ª�Ù�å  3 �[�c�Y0[�[�M��

�«�̧ �µ�É 3 vlan vlan-id �Ñ�G(
�V  VLAN ID �†
°�Š�K�Z�
 VLAN �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»
�†6ä���K�r�M���æ���[�A�•(
�V�c  1006 >|  4094 �[�M��

�«�̧ �µ�É 4 mtu mtu-size >&�õ�–>' MTU �§�–�¬�†�š�f�K�Z�
 VLAN �†�š�f�K�r�M��

>&�@>' CLI �Ê�Ý�É�_�M�m�Z�b  VLAN �¥�Ð�å�»�@/²&g�I�€�r�M�@�
�Ñ�G
(
�V  VLAN �[�§�Ï�î�º�I�€�Z�8�•�b�c�
 mtu mtu-size �¥�Ð�å
�»�
 private-vlan �¥�Ð�å�»�
 remote-span �¥�Ð�å�»�T�E�[�M��

�«�̧ �µ�É 5 remote-span >&�õ�–>' RSPAN VLAN �\�K�Z  VLAN �†0¿���K�r�M�� �� RSPAN VLAN �\
�K�Z�b  VLAN �b0¿���� >&P.30-17>' �†�g!·�K�Z�C�T�I�8��

�«�̧ �µ�É 6 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 7 show vlan id vlan-id VLAN �@�8�B�I�€�S�G�\�†&�1��K�r�M��

�«�̧ �µ�É 8 copy running-config startup config �«�–�µ�³�b�«�±�î�º�”�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†
�–�Ñ�K�r�M���Ñ�G(
�V  VLAN 0¿���†�–�Ñ�M�•�_�c�
 VTP �º�Û�å�«�Ì�”
�Þ�å�º  �Ô�î�»0¿���>�|�g�Ñ�G(
�V  VLAN 0¿���†�«�–�µ�³�b�«�±�î�º
�”�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_�–�Ñ�M�•�²0[�@�6�~�r�M��
�G�€�}�†�–�Ñ�K�^�8�\�
�«�–�µ�³�†�Ü�­�µ�º�K�S���œ�_�
�«�–�µ�³�@�¹
�Ç�›�Ý�º�[  VTP �§�î�Â  �Ô�î�»�_�^�~�
�Ñ�G(
�V  VLAN ID �c�–�Ñ�I�€
�r�O�‡��

>&�@>' VTP �Â�î�ª�Ù�å  3 �[�c�
 VLAN �¥�å�Ç�•� �×�Þ�î�©�Ù�å�c  
VLAN �¹�î�±�Ë�î�«�_�v�–�Ñ�I�€�r�M��
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'¨  16 'v       VLAN �b0¿��
�Ñ�G(
�V  VLAN �b0¿��
Switch(config)#  vlan 2000
Switch(config-vlan)# end
Switch# copy running-config startup config


Æ4Š VLAN ID �†�æ���K�S�Ñ�G(
�V  VLAN �b�8�B


Æ4Š VLAN �_�m�~�\�Z�í�s�b�Ñ�G(
�V  VLAN ID �†
°�Š�M�•�\�
�š�Û�î  �Ó�µ�­�î�ª�@#Õ�B�I�€�
�Ñ�G
(
�V  VLAN �c�Ä�°�I�€�r�M��
Æ4Š  VLAN ID �†�m�·�[0Ž�:�M�•�_�c�

Æ4Š  VLAN ID �†�Q#Ý�K�Z�8�•
�Ý�î�¸�µ�»  �Ï�î�º�†�M�ì$×�_�©�Õ�µ�º�²�˜�å�M�•�²0[�@�6�~�r�M��


Æ4Š VLAN �_�m�~�\�Z�}�€�S  VLAN ID �†0Ž�:�K�Z�Q�b  ID �[�Ñ�G(
�V  VLAN �†�8�B�M�•�_�c�
"I�’  
EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 show vlan internal usage �«�–�µ�³�@
Æ4Š$×�_�Q#Ý�K�Z�8�•  VLAN ID �†/²&g�K�r�M���Q#Ý�K�S�8  
VLAN ID �@
Æ4Š VLAN �[�6�•���œ�c�
�Q�b  VLAN ID �†�Q#Ý�K�Z�8�•
�Ý�î�¸�µ�»  �Ï�î�º�@/²&g�I�€�r�M���Q�b�Ï�î�º$��•�†�«�¸�µ�É  3 �[
°�Š
�K�Z�C�T�I�8��

�«�̧ �µ�É 2 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 3 interface interface-id �Q�b  VLAN ID �†�Q#Ý�K�Z�8�•�Ý�î�¸�µ�»  �Ï�î�º�b�–�å�±�î�Ç�™�–�«  
ID �†�æ���K�
�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä��
�K�r�M��

�«�̧ �µ�É 4 shutdown �Ï�î�º�†�©�Õ�µ�º�²�˜�å�K�Z
Æ4Š  VLAN ID �†0Ž�:�K�r�M��

�«�̧ �µ�É 5 exit �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 6 vtp mode transparent VTP �Ô�î�»�†�º�Û�å�«�Ì�”�Þ�å�º�_0¿���K�Z�Ñ�G(
�V  VLAN �†�8�B�K
�r�M��

>&�@>' �G�b�m8p�c�
 VTP �Â�î�ª�Ù�å  3 �[�c�Y0[�[�M��

�«�̧ �µ�É 7 vlan vlan-id �‚�K�8�Ñ�G(
�V  VLAN ID �†
°�Š�K�
 VLAN �¥�å�Ç�•� �×�Þ�î�©�Ù�å  
�Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 8 exit VLAN �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†)
�¢�K�Z�¢�ß�î�Â�Ý  �¥�å�Ç�•
� �×�Þ�î�©�Ù�å  �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 9 interface interface-id �«�¸�µ�É  4 �[�©�Õ�µ�º�²�˜�å�K�S�Ý�î�¸�µ�»  �Ï�î�º�b�–�å�±�î�Ç�™�–�«  
ID �†�æ���K�
�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä��
�K�r�M��

�«�̧ �µ�É 10 no shutdown �Ý�î�¸�µ�»  �Ï�î�º�†
Ì�Ø�–�¿�î�È�Ý�_�K�r�M���‚�K�8
Æ4Š  VLAN ID �@
�m�~�\�Z�}�€�r�M��

�«�̧ �µ�É 11 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 12 copy running-config startup config �«�–�µ�³�b�«�±�î�º�”�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†
�–�Ñ�K�r�M���Ñ�G(
�V  VLAN 0¿���†�–�Ñ�M�•�_�c�
�«�–�µ�³�b�«�±�î
�º�”�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_  VTP �º�Û�å�«�Ì�”�Þ�å�º  
�Ô�î�»0¿���\�Ñ�G(
�V  VLAN 0¿���†�–�Ñ�M�•�²0[�@�6�~�r�M���G�€�}
�†�–�Ñ�K�^�8�\�
�«�–�µ�³�†�Ü�­�µ�º�K�S���œ�_�
�«�–�µ�³�@�¹�Ç�›�Ý
�º�[  VTP �§�î�Â  �Ô�î�»�_�^�~�
�Ñ�G(
�V  VLAN ID �c�–�Ñ�I�€�r�O�‡��

>&�@>' VTP �Â�î�ª�Ù�å  3 �[�c�
 VLAN �@ VLAN �¹�î�±�Ë�î�«�_�–�Ñ
�I�€�•�S�u�
�G�b�m8p�c�²0[�6�~�r�O�‡��
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'¨  16 'v       VLAN �b0¿��
VLAN �b/²&g
VLAN �b/²&g
�Ñ�G(
�V  VLAN �†�µ�t�
�«�–�µ�³�V�b�M�m�Z�b  VLAN �b�Ü�«�º�†/²&g�M�•�_�c�
 show vlan "I�’  
EXEC �¥�Ð�å�»�†�Q#Ý�K�r�M�� VLAN �«�¸�î�±�«�
�Ï�î�º�
�>�|�g0¿���_���v/²&g�I�€�r�M��

/² 16-3 �_�
 VLAN �†�Ô�½�±�M�•�S�u�b"I�’  EXEC �¥�Ð�å�»�†&g�K�r�M��

show �¥�Ð�å�»  �œ�É�©�Ù�å�>�|�g���Š�Ç�•�î�Ý�»�b0ò(ý�_�X�8�Z�c�
�G�b�Ü�Ü�î�«�_�P�Â�M�•�¥�Ð�å�»  
�Ü�Ç�“�Þ�å�«�†�g!·�K�Z�C�T�I�8��

VLAN �º�Û�å�¡�b0¿��
�G�G�[�c�
���b�+0[�_�X�8�Z1��Â�K�r�M��

• ���º�Û�å�Ÿ�å�¢�b�+0[�� >&P.16-15>'

• ���Þ�–�Ö  2 �–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«  VLAN �b�¹�Ç�›�Ý�º0¿���� >&P.16-17>'

• ���º�Û�å�¡  �Ï�î�º�\�K�Z�b�–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�b0¿���� >&P.16-17>'

• ���º�Û�å�¡  �Ï�î�º�b2�,´�(�S�b0¿���� >&P.16-22>'

�º�Û�å�Ÿ�å�¢�b�+0[

�º�Û�å�¡�\�c�
 1 �X�r�S�c0
�X�b�–�î�§�¿�µ�º  �«�–�µ�³  �–�å�±�î�Ç�™�–�«�\�Ú�b�¿�µ�º�á�î�Ÿ�å�¢  �¹�Â
�–�«>&�Ý�î�±�
�«�–�µ�³�^�]>'�b6ë�b�Ï�–�å�º�¶�î�Ï�–�å�º  �Ü�å�¡�[�M���–�î�§�¿�µ�º  �º�Û�å�¡�c  1 �X
�b�Ü�å�¡�†�Ó�K�Z0
�X�b  VLAN �º�Û�Ç�•�µ�¡�†��3æ�M�•�b�[�
 VLAN �†�¿�µ�º�á�î�¡
²�/�_�Ñ�G�[�A�r
�M���«�–�µ�³�[�c�
 IEEE 802.1Q �•�É�­�Ý�ì�@�§�Ï�î�º�I�€�Z�8�r�M��

�º�Û�å�¡�†0¿���[�A�•�b�c�
 1 �X�b�–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�r�S�c  EtherChannel �Â�å�»�Ý�_�P
�K�Z�[�M�� EtherChannel �b0ò(ý�_�X�8�Z�c�
 '¨ 40 'v�� EtherChannel �>�|�g�Ü�å�¡�«�¸�î�º  �º�Û�µ�Ÿ
�å�¢�b0¿���� �†�g!·�K�Z�C�T�I�8��

�–�î�§�¿�µ�º  �º�Û�å�¡  �–�å�±�î�Ç�™�–�«�c�
 /² 16-4 �_&g�M�º�Û�å�Ÿ�å�¢  �Ô�î�»�†�§�Ï�î�º�K�Z�8�r
�M���–�å�±�î�Ç�™�–�«�†�º�Û�å�Ÿ�å�¢�r�S�c8��º�Û�å�Ÿ�å�¢�\�K�Z0¿���K�S�~�
�¿�–�Â�î  �–�å�±�î
�Ç�™�–�«�\�º�Û�å�Ÿ�å�¢�b�¿�¦�©�š�î�©�Ù�å�†/œ�W�S�~�M�•�|�:�_0¿���[�A�r�M���º�Û�å�Ÿ�å�¢�†+¬�·
�¿�¦�©�š�î�©�Ù�å�M�•�_�c�
�–�å�±�î�Ç�™�–�«�@� �L  VTP �»�Ó�–�å�_�Ñ�~�M�•�²0[�@�6�~�r�M��

�º�Û�å�¡  �¿�¦�©�š�î�©�Ù�å�c�
 PPP>&�Ï�–�å�º�¶�î�Ï�–�å�º  �É�ß�º�¥�Ý>'�[�6�•  Dynamic Trunking 
Protocol>&DTP; �²�–�¼�Ñ�µ�¡  �º�Û�å�Ÿ�å�¢  �É�ß�º�¥�Ý>'�_�|�W�Z'ö#.�I�€�r�M���S�T�K�
�M4Š�b�–�å
�±�î�¿�µ�º�á�î�Ÿ�å�¢  �¹�Â�–�«�_�|�W�Z  DTP �Ç�Þ�î�Ò�@�Y�G�_3?3æ�I�€�Z�
%©%*�K�S0¿���\�^�•���œ
�@�6�~�r�M��

/² 16-3 VLAN �Ô�½�± �¥�Ð�å�»

�¥�Ð�å�» % $×

show interfaces [vlan 
vlan-id]

�«�–�µ�³�V�_0¿���I�€�S�M�m�Z�b�–�å�±�î�Ç�™�–�«�r�S�c"I���b  VLAN �b"I�ö�†/²&g�K�r�M��

show vlan [id vlan-id] �«�–�µ�³�V�b�M�m�Z�b  VLAN �r�S�c"I���b  VLAN �b�Ã�Û�Ó�î�±�†/²&g�K�r�M��
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'¨  16 'v       VLAN �b0¿��
VLAN �º�Û�å�¡�b0¿��
�G�b�¦�Â�†4J�E�•�_�c�
 DTP �†�§�Ï�î�º�K�^�8�¹�Â�–�«�_�K)F�I�€�S�–�å�±�î�Ç�™�–�«�@  DTP �Ç�Þ�î
�Ò�†3?3æ�K�^�8�|�:�_�
�X�r�~  DTP �†�œ�Ç�_�M�•�|�:�_0¿���M�•�²0[�@�6�~�r�M��

• �G�€�}�b�Ü�å�¡�V�[�º�Û�å�Ÿ�å�¢�†/œ�ƒ�^�8���œ�c�
 switchport mode access �–�å�±�î�Ç�™�–�«  
�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�Z�
�º�Û�å�Ÿ�å�¢�†�¹�•�­�î�È�Ý�_�K�r�M��

• DTP �†�§�Ï�î�º�K�Z�8�^�8�¹�Â�–�«�l�b�º�Û�å�Ÿ�å�¢�†�–�¿�î�È�Ý�_�M�•�_�c�
 switchport mode 
trunk  �>�|�g  switchport nonegotiate �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý
�K�Z�
�–�å�±�î�Ç�™�–�«�@�º�Û�å�¡�_�^�W�Z�v  DTP �Ç�Þ�î�Ò�†#Õ�B�K�^�8�|�:�_0¿���K�r�M��

>&�@>' DTP �c�É�Û�–�Ë�î�º  VLAN �Ï�î�º�r�S�c�º�å�¿�Ý  �Ï�î�º�[�c�§�Ï�î�º�I�€�Z�8�r�O�‡��

>&�@>' �G�b�«�–�µ�³�c�Þ�–�Ö  3 �º�Û�å�¡�†�§�Ï�î�º�K�Z�8�r�O�‡��� '¼�b�µ+��†
��<�S�Þ�–�Ö  2 �º�Û�å�¡�>�|
�g�Þ�–�Ö  3 VLAN �–�å�±�î�Ç�™�–�«�†�§�Ï�î�º�K�r�M��

/² 16-4 �Þ�–�Ö  2 �–�å�±�î�Ç�™�–�«  �Ô�î�»

�Ô�î�» �µ+�

switchport mode access �–�å�±�î�Ç�™�–�«>&�”�¡�­�«  �Ï�î�º>'�†�Ì)F$×�^8��º�Û�å�Ÿ�å�¢  �Ô�î�»�_�K�Z�
�Ü�å
�¡�b8��º�Û�å�¡  �Ü�å�¡�l�b�š�n�†�¿�¦�©�š�î�º�K�r�M���–�å�±�î�Ç�™�–�«�c�
�¿�–�Â�î  
�–�å�±�î�Ç�™�–�«�@�º�Û�å�¡  �–�å�±�î�Ç�™�–�«�?�]�:�?�_6õ�€�^�C�
8��º�Û�å�¡  �–�å
�±�î�Ç�™�–�«�_�^�~�r�M��

switchport mode dynamic auto �–�å�±�î�Ç�™�–�«�@�Ü�å�¡�†�º�Û�å�¡  �Ü�å�¡�_�š�n�[�A�•�|�:�_�K�r�M���–�å�±�î�Ç�™
�–�«�c�
�¿�–�Â�î  �–�å�±�î�Ç�™�–�«�@  trunk �r�S�c  desirable �Ô�î�»�_0¿���I�€�Z�8�•
���œ�
�º�Û�å�¡  �–�å�±�î�Ç�™�–�«�_�^�~�r�M���M�m�Z�b�–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–
�«�b�¹�Ç�›�Ý�º�b�«�–�µ�³�Ï�î�º  �Ô�î�»�c  dynamic auto �[�M��

switchport mode dynamic 
desirable

�–�å�±�î�Ç�™�–�«�@�Ü�å�¡�b�º�Û�å�¡  �Ü�å�¡�l�b�š�n�†�”�¡�¸�•�È�_��/œ�M�•�|�:�_�K
�r�M���–�å�±�î�Ç�™�–�«�c�
�¿�–�Â�î  �–�å�±�î�Ç�™�–�«�@  trunk�
 desirable�
�r�S�c  
auto �Ô�î�»�_0¿���I�€�Z�8�•���œ�
�º�Û�å�¡  �–�å�±�î�Ç�™�–�«�_�^�~�r�M��

switchport mode trunk �–�å�±�î�Ç�™�–�«�†�Ì)F$×�^�º�Û�å�Ÿ�å�¢  �Ô�î�»�_�K�Z�
�¿�–�Â�î  �Ü�å�¡�b�º�Û�å�¡  
�Ü�å�¡�l�b�š�n�†�¿�¦�©�š�î�º�K�r�M���–�å�±�î�Ç�™�–�«�c�
�¿�–�Â�î  �–�å�±�î�Ç�™�–
�«�@�º�Û�å�¡  �–�å�±�î�Ç�™�–�«�[�^�8���œ�[�v�
�º�Û�å�¡  �–�å�±�î�Ç�™�–�«�_�^�~�r
�M��

switchport nonegotiate �–�å�±�î�Ç�™�–�«�@  DTP �Ç�Þ�î�Ò�†#Õ�B�K�^�8�|�:�_�K�r�M���G�b�¥�Ð�å�»�c�
�–�å
�±�î�Ç�™�–�«  �«�–�µ�³�Ï�î�º  �Ô�î�»�@  access �r�S�c  trunk �b���œ�T�E�Q#Ý�[�A�r�M��
�º�Û�å�¡  �Ü�å�¡�†&�'g�M�•�_�c�
�m�·�[�¿�–�Â�î  �–�å�±�î�Ç�™�–�«�†�º�Û�å�¡  �–�å
�±�î�Ç�™�–�«�\�K�Z0¿���M�•�²0[�@�6�~�r�M��

switchport mode dot1q-tunnel �–�å�±�î�Ç�™�–�«�†�º�å�¿�Ý>&8��º�Û�å�Ÿ�å�¢>'�Ï�î�º�\�K�Z0¿���K�
 IEEE 802.1Q �º
�Û�å�¡  �Ï�î�º�\8��P&à�Ü�å�¡�[�K)F�I�€�•�|�:�_�K�r�M�� IEEE 802.1Q �º�å�¿�Ü�å�¢
�c�
�§�î�Å�«  �É�ß�Â�–�²�î  �¿�µ�º�á�î�¡
²�/�[�•�«�±�Ð�î  VLAN �b�Z�œ�ö�†)T�â�M�•
�b�_�Q#Ý�I�€�r�M���º�å�¿�Ý  �Ï�î�º�b0ò(ý�_�X�8�Z�c�
 '¨ 20 'v�� IEEE 802.1Q �º�å�¿
�Ü�å�¢�>�|�g�Þ�–�Ö  2 �É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢�b0¿���� �†�g!·�K�Z�C�T�I�8��
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'¨  16 'v       VLAN �b0¿��
VLAN �º�Û�å�¡�b0¿��
IEEE 802.1Q �b0¿���_6õ�M�•*ƒ�Ö�¦8o

IEEE 802.1Q �º�Û�å�¡�c�
�¿�µ�º�á�î�¡�b�º�Û�å�Ÿ�å�¢�‰�'�_�X�8�Z���b�D(Ù�@�6�~�r�M��

• IEEE 802.1Q �º�Û�å�¡�†�Q#Ý�K�Z�K)F�K�Z�8�•  Cisco �«�–�µ�³�b�¿�µ�º�á�î�¡�[�c�
�«�–�µ�³�c�º
�Û�å�¡�V�[0Á���I�€�•  VLAN �H�\�_  1 �X�b�«�Ã�½�å�¢�¶�Ü�î  �–�å�«�±�å�«�†)T�â�K�r�M���Ú&k0�
�b�¹�Â�–�«�c�
�M�m�Z�b  VLAN �[�«�Ã�½�å�¢�¶�Ü�î  �–�å�«�±�å�«�†  1 �X�§�Ï�î�º�M�•���œ�@�6�~
�r�M��

IEEE 802.1Q �º�Û�å�¡�†�Q#Ý�K�Z  Cisco �«�–�µ�³�†�Ú&k0��b�¹�Â�–�«�_�K)F�M�•���œ�
 Cisco �«
�–�µ�³�c�
�º�Û�å�¡�b  VLAN �b�«�Ã�½�å�¢�¶�Ü�î  �–�å�«�±�å�«�†�
�Ú&k0��b  IEEE 802.1Q �«�–�µ
�³�b�«�Ã�½�å�¢�¶�Ü�î  �–�å�«�±�å�«�\)��œ�K�r�M���S�T�K�
�›  VLAN �b�«�Ã�½�å�¢�¶�Ü�î�_��
�c�
�Ú&k0��b  IEEE 802.1Q �«�–�µ�³�?�}�^�•�¡�Û�˜�»�_�|�~�(7³�I�€�S  Cisco �«�–�µ�³�_�|�W�Z
)T�â�I�€�r�M�� Cisco �«�–�µ�³�†�(7³�M�•�Ú&k0��b  IEEE 802.1Q �¡�Û�˜�»�c�
�«�–�µ�³6ë�b�"�M�º
�Û�å�¡  �Ü�å�¡�\�K�Z�…�ƒ�€�r�M��

• IEEE 802.1Q �º�Û�å�¡�_�P�Â�M�•�¿�–�¸�•�È  VLAN �@�
�º�Û�å�¡  �Ü�å�¡�b�g
��[�M+´�K�Z�8�^�E
�€�d�^�~�r�O�‡���º�Û�å�¡�b"&
��b�¿�–�¸�•�È  VLAN �\�o�P
��b�¿�–�¸�•�È  VLAN �@$��^�W�Z�8
�•�\�
�«�Ã�½�å�¢�¶�Ü�î  �Ý�î�É�@$Î#Õ�M�•�•+��ö�@�6�~�r�M��

• �¿�µ�º�á�î�¡�V�b�M�m�Z�b�¿�–�¸�•�È  VLAN �_�X�8�Z�«�Ã�½�å�¢�¶�Ü�î�†�¹�•�­�î�È�Ý�_�O�N�_�

IEEE 802.1Q �º�Û�å�¡�b�¿�–�¸�•�È  VLAN �V�b�«�Ã�½�å�¢�¶�Ü�î�†�¹�•�­�î�È�Ý�_�M�•�\�
�«�Ã
�½�å�¢�¶�Ü�î  �Ý�î�É�@$Î#Õ�M�•�G�\�@�6�~�r�M�� IEEE 802.1Q �º�Û�å�¡�b�¿�–�¸�•�È  VLAN �V�[
�«�Ã�½�å�¢�¶�Ü�î�†�–�¿�î�È�Ý�b�r�r�_�K�Z�>�C�?�
�r�S�c�¿�µ�º�á�î�¡�V�b�M�m�Z�b  VLAN �[
�«�Ã�½�å�¢�¶�Ü�î�†�¹�•�­�î�È�Ý�_�M�•�G�\�†�N�á�K�r�M���r�S�
�¿�µ�º�á�î�¡�_�Ý�î�É�@�^�8�G
�\�†&�1��K�Z�?�}�
�«�Ã�½�å�¢�¶�Ü�î�†�¹�•�­�î�È�Ý�_�K�Z�C�T�I�8��

�Þ�–�Ö  2 �–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«  VLAN �b�¹�Ç�›�Ý�º0¿��

/² 16-5 �_�
�Þ�–�Ö  2 �–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«  VLAN �b�¹�Ç�›�Ý�º0¿���†&g�K�r�M��

�º�Û�å�¡  �Ï�î�º�\�K�Z�b�–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�b0¿��

�º�Û�å�¡  �Ï�î�º�c  VTP �”�»�Â�±�–�¬�†3æ�w�™�M�•�b�[�
 VTP �†�Q#Ý�M�•���œ�c�
�«�–�µ�³�V�[�a�^�C
�\�v  1 �X�b�º�Û�å�¡  �Ï�î�º�@0¿���I�€�Z�>�~�
�Q�b�º�Û�å�¡  �Ï�î�º�@�9�b�«�–�µ�³�b�º�Û�å�¡  �Ï�î�º
�_�K)F�I�€�Z�8�•�G�\�†&�1��M�•�²0[�@�6�~�r�M���Q�:�[�^�8���œ�
�«�–�µ�³�c  VTP �”�»�Â�±�–�¬�†
�w�™�[�A�r�O�‡��

/² 16-5 �Þ�–�Ö  2 �–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«  VLAN �b�¹�Ç�›�Ý�º0¿��

�µ+� �¹�Ç�›�Ý�º0¿��

�–�å�±�î�Ç�™�–�«  �Ô�î�» switchport mode dynamic auto 

VLAN 0Á��(
�V VLAN 1 >|  4094

�É�Ý�î�½�å�¢�_4:�A�^  VLAN (
�V VLAN 2 >|  1001

�¹�Ç�›�Ý�º  VLAN>&�”�¡�­�«  �Ï�î�º#Ý>' VLAN 1

�¿�–�¸�•�È  VLAN >&IEEE 802.1Q �º�Û
�å�¡#Ý>'

VLAN 1
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'¨  16 'v       VLAN �b0¿��
VLAN �º�Û�å�¡�b0¿��
�G�G�[�c�
���b0¿���_�X�8�Z1��Â�K�r�M��

• ���Ú�b�µ+��\�b%&�«�8#Ý�� >&P.16-18>'

• ���º�Û�å�¡�[�b0Á�•  VLAN �b��*O�� >&P.16-20>'

• ���É�Ý�î�½�å�¢4:�A�Ü�«�º�b�š�f�� >&P.16-21>'

• ���±�¢�^�K�º�Û�Ç�•�µ�¡#Ý�¿�–�¸�•�È  VLAN �b0¿���� >&P.16-22>'

>&�@>' �¹�Ç�›�Ý�º�[�c�
�–�å�±�î�Ç�™�–�«�c�Þ�–�Ö  2 �Ô�î�»�[�M���Þ�–�Ö  2 �–�å�±�î�Ç�™�–�«�b�¹�Ç�›�Ý�º  
�Ô�î�»�c�
 switchport mode dynamic auto �[�M��7„�K�–�å�±�î�Ç�™�–�«�@�º�Û�å�Ÿ�å�¢�†�§�Ï�î�º
�K�
�º�Û�å�Ÿ�å�¢�†0Á�•�M�•�|�:�_0¿���I�€�Z�8�•���œ�
�Ü�å�¡�c�Þ�–�Ö  2 �º�Û�å�¡�[�M���r�S�
�–�å
�±�î�Ç�™�–�«�@�Þ�–�Ö  3 �Ô�î�»�b���œ�c�
 switchport �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð
�å�»�†
°�Š�M�•�\�Þ�–�Ö  2 �º�Û�å�¡�_�^�~�r�M��

�Ú�b�µ+��\�b%&�«�8#Ý

�º�Û�å�Ÿ�å�¢�c�Ú�b�µ+��\���b�|�:�_%&�«�8#Ý�K�r�M��

• �º�Û�å�¡  �Ï�î�º�†�­�Ÿ�×�”  �Ï�î�º�_�M�•�G�\�c�[�A�r�O�‡��

• �º�Û�å�¡  �Ï�î�º�c�
�º�å�¿�Ý  �Ï�î�º�_�[�A�r�O�‡��

• �º�Û�å�¡  �Ï�î�º�†�r�\�u�Z  EtherChannel �Ï�î�º  �¢�Ý�î�É�_�M�•�G�\�c�[�A�r�M�@�
�¢�Ý�î�É
Æ�b
�M�m�Z�b�º�Û�å�¡�_� �L0¿���†�M�•�²0[�@�6�~�r�M���¢�Ý�î�É�†�6�u�Z�8�B�K�S�\�A�_�c�
�Q�b�¢
�Ý�î�É�_�q�6�_3ã�•�I�€�S�Ï�î�º�b�Ã�Û�Ó�î�±0¿���Í�†�M�m�Z�b�Ï�î�º�@�,�A)E�B�r�M�����b�Ã�Û
�Ó�î�±�b�8�N�€�?�_�X�8�Z�
0¿���†�š�f�M�•�\�

°�Š�K�S0¿���Í�@�«�–�µ�³�_�|�W�Z�¢�Ý�î�É
Æ�b
�M�m�Z�b�Ï�î�º�_���Û�I�€�r�M��

– 0Á�•  VLAN �Ü�«�º��

– �›  VLAN �b  STP �Ï�î�º  �É�Û�–�œ�Ü�¸�•��

– STP PortFast �b0¿���Í��

– �º�Û�å�¡  �«�¸�î�±�«���Ï�î�º  �¢�Ý�î�É
Æ�b  1 �X�b�Ï�î�º�@�º�Û�å�¡�[�^�C�^�•�\�
�M�m�Z�b
�Ï�î�º�@�º�Û�å�¡�[�^�C�^�~�r�M��

• PVST �Ô�î�»�[0¿���M�•�º�Û�å�¡  �Ï�î�º�b�X�c  24 �r�[�
 MST �Ô�î�»�[0¿���M�•�º�Û�å�¡  �Ï�î�º
�b�X�c  40 �r�[�_�M�•�G�\�†�N�á�K�r�M��

• �º�Û�å�¡  �Ï�î�º�[  IEEE 802.1x �†�–�¿�î�È�Ý�_�K�|�:�\�M�•�\�
�š�Û�î  �Ó�µ�­�î�ª�@/²&g�I�€�

IEEE 802.1x �c�–�¿�î�È�Ý�_�^�~�r�O�‡�� IEEE 802.1x �P�Â�Ï�î�º�b�Ô�î�»�†�º�Û�å�¡�_�š�f�K�|
�:�\�K�Z�v�
�Ï�î�º  �Ô�î�»�c�š�f�I�€�r�O�‡��

• �²�–�¼�Ñ�µ�¡  �Ô�î�»�b�Ï�î�º�c�
�¿�–�Â�î�\�º�Û�å�¡  �Ï�î�º�l�b�š�f�†�¿�¦�©�š�î�º�M�•���œ�@
�6�~�r�M���²�–�¼�Ñ�µ�¡  �Ï�î�º�[  IEEE 802.1x �†�–�¿�î�È�Ý�_�K�|�:�\�M�•�\�
�š�Û�î  �Ó�µ�­�î
�ª�@/²&g�I�€�
 IEEE 802.1x �c�–�¿�î�È�Ý�_�^�~�r�O�‡�� IEEE 802.1x �P�Â�Ï�î�º�†�²�–�¼�Ñ�µ�¡
�_�š�f�K�|�:�\�K�Z�v�
�Ï�î�º  �Ô�î�»�c�š�f�I�€�r�O�‡��
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'¨  16 'v       VLAN �b0¿��
VLAN �º�Û�å�¡�b0¿��
�º�Û�å�¡  �Ï�î�º�b0¿��

�Ï�î�º�†�º�Û�å�¡  �Ï�î�º�\�K�Z0¿���M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

�–�å�±�î�Ç�™�–�«�†�¹�Ç�›�Ý�º0¿���_�`�M�_�c�
 default interface interface-id �–�å�±�î�Ç�™�–�«  �¥�å
�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M���º�Û�å�Ÿ�å�¢  �–�å�±�î�Ç�™�–�«�b�M�m�Z�b�º�Û�å�Ÿ�å�¢
"I�ö�†�¹�Ç�›�Ý�º�_�Ü�­�µ�º�M�•�_�c�
 no switchport trunk  �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù
�å  �¥�Ð�å�»�†�Q#Ý�K�r�M���º�Û�å�Ÿ�å�¢�†�¹�•�­�î�È�Ý�_�M�•�_�c�
 switchport mode access �–�å
�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�Z�
�Ï�î�º�†�«�±�¸�•�µ�¡  �”�¡�­�«  �Ï�î�º�\
�K�Z0¿���K�r�M��

���_�
 IEEE 802.1Q �º�Û�å�¡�\�K�Z�Ï�î�º�†0¿���M�•�[�†&g�K�r�M���G�b�[�[�c�
�¿�–�Â�î  �–�å�±�î
�Ç�™�–�«�@ IEEE 802.1Q �º�Û�å�Ÿ�å�¢�†�§�Ï�î�º�M�•�|�:�_0¿���I�€�Z�8�•�G�\�†�S�f�\�K�Z�8�r�M��

Switch# configure terminal 
Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)# interface gigabitethernet1/2 
Switch(config-if)# switchport mode dynamic desirable 
Switch(config-if)# end  

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 interface interface-id �º�Û�å�¡�_0¿���M�•�Ï�î�º�†�æ���K�
�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×
�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 3 switchport mode { dynamic { auto | 
desirable} | trunk }

�–�å�±�î�Ç�™�–�«�†�Þ�–�Ö  2 �º�Û�å�¡�\�K�Z0¿���K�r�M>&�–�å�±�î�Ç�™
�–�«�@�Þ�–�Ö  2 �”�¡�­�«  �Ï�î�º�r�S�c�º�å�¿�Ý  �Ï�î�º�[�6�~�
�º�Û�å�Ÿ
�å�¢  �Ô�î�»�†0¿���M�•���œ�_7H�~�²0[�\�^�~�r�M>' ��

• dynamic auto>8�¿�–�Â�î  �–�å�±�î�Ç�™�–�«�@  trunk �r�S�c  desirable 
�Ô�î�»�_0¿���I�€�Z�8�•���œ�_�
�–�å�±�î�Ç�™�–�«�†�º�Û�å�¡  �Ü�å
�¡�\�K�Z0¿���K�r�M���G�€�c�¹�Ç�›�Ý�º�[�M��

• dynamic desirable>8�¿�–�Â�î  �–�å�±�î�Ç�™�–�«�@  trunk�

desirable�
�r�S�c  auto �Ô�î�»�_0¿���I�€�Z�8�•���œ�_�
�–�å�±�î
�Ç�™�–�«�†�º�Û�å�¡  �Ü�å�¡�\�K�Z0¿���K�r�M��

• trunk >8�¿�–�Â�î  �–�å�±�î�Ç�™�–�«�@�º�Û�å�¡  �–�å�±�î�Ç�™�–�«�[
�^�8���œ�[�v�
�–�å�±�î�Ç�™�–�«�†�Ì)F$×�^�º�Û�å�Ÿ�å�¢  �Ô�î�»�_
0¿���K�Z�
�Ü�å�¡�†�º�Û�å�¡  �Ü�å�¡�_�š�n�M�•�|�:�_�¿�¦�©�š�î�º
�K�r�M��

�«�̧ �µ�É 4 switchport access vlan vlan-id >&�õ�–>'�–�å�±�î�Ç�™�–�«�@�º�Û�å�Ÿ�å�¢�†�õ�F�K�S���œ�_�Q#Ý�M�•�¹
�Ç�›�Ý�º  VLAN �†�æ���K�r�M��

�«�̧ �µ�É 5 switchport trunk native vlan  vlan-id IEEE 802.1Q �º�Û�å�¡#Ý�b�¿�–�¸�•�È  VLAN �†�æ���K�r�M��

�«�̧ �µ�É 6 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 7 show interfaces interface-id switchport �–�å�±�î�Ç�™�–�«�b�«�–�µ�³�Ï�î�º0¿���†/²&g�K�r�M�� Administrative 
Mode �>�|�g  Administrative Trunking Encapsulation �Ç�•�î�Ý�»�_/²&g
�I�€�r�M��

�«�̧ �µ�É 8 show interfaces interface-id trunk �–�å�±�î�Ç�™�–�«�b�º�Û�å�¡0¿���†/²&g�K�r�M��

�«�̧ �µ�É 9 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��
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'¨  16 'v       VLAN �b0¿��
VLAN �º�Û�å�¡�b0¿��
�º�Û�å�¡�[�b0Á�•  VLAN �b��*O

�¹�Ç�›�Ý�º�[�c�
�º�Û�å�¡  �Ï�î�º�c�M�m�Z�b  VLAN �_�P�K�Z�º�Û�Ç�•�µ�¡�†3æ�w�™�K�r�M���›�º�Û�å
�¡�[�M�m�Z�b  VLAN ID >&1 >|  4094>'�@0Á�•�I�€�r�M���S�T�K�
0Á�•�Ü�«�º�?�}  VLAN �†�P7V�M�•�G
�\�_�|�~�
�Q�€�}�b  VLAN �?�}�b�º�Û�Ç�•�µ�¡�@�º�Û�å�¡�V�†�v�€�^�8�|�:�_�M�•�G�\�@�[�A�r�M��
�º�Û�å�¡�@��3æ�M�•�º�Û�Ç�•�µ�¡�†�D7H�M�•�_�c�
 switchport trunk allowed vlan remove vlan-list �–
�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�Z�
0Á�•�Ü�«�º�?�}"I���b  VLAN �†�P7V�K
�r�M��

>&�@>' VLAN 1 �c�
�M�m�Z�b  Cisco �«�–�µ�³�b�M�m�Z�b�º�Û�å�¡  �Ï�î�º�b�¹�Ç�›�Ý�º  VLAN �[�M���è�S�c�

�M�m�Z�b�º�Û�å�¡  �Ü�å�¡�[  VLAN 1 �†�²�N�–�¿�î�È�Ý�_�M�•�²0[�@�6�~�r�K�S�� VLAN 1 �b�q�`�ì�µ
+��†�Q#Ý�K�Z�
�¶���b  VLAN �º�Û�å�¡  �Ü�å�¡�[  VLAN 1 �†�¹�•�­�î�È�Ý�_0¿���[�A�r�M���G�€�_�|
�~�
�Ø�î�¨  �º�Û�Ç�•�µ�¡>&�«�Ã�½�å�¢�¶�Ü�î  �”�»�Â�±�–�¬�^�]>'�c  VLAN 1 �[3æ�w�™�I�€�^�C�^�~�r
�M��

�«�Ã�½�å�¢�¶�Ü�î  �Ý�î�É�r�S�c�«�º�î�Ò�b�Ü�«�¡�†3M�ö�M�•�_�c�
0Á�•�Ü�«�º�?�}  VLAN 1 �†�P7V�K
�Z�¶���b  VLAN �º�Û�å�¡  �Ï�î�º�[  VLAN 1 �†�¹�•�­�î�È�Ý�_�K�r�M���º�Û�å�¡  �Ï�î�º�?�}  VLAN 1 
�†�P7V�K�S���œ�
�–�å�±�î�Ç�™�–�«�c�,�A)F�A  VLAN 1 
Æ�[  Cisco Discovery Protocol>&CDP>'�
 Port 
Aggregation Protocol>&PAgP>'�
 Link Aggregation Control Protocol>&LACP>'�
 DTP�
�>�|�g  VTP �^�]
�b'ö#.�º�Û�Ç�•�µ�¡�†3æ�w�™�K�r�M��

VLAN 1 �†�¹�•�­�î�È�Ý�_�K�S�º�Û�å�¡  �Ï�î�º�@8��º�Û�å�¡  �Ï�î�º�_�^�•�\�
�Q�b�Ï�î�º�c�”�¡�­�«  
VLAN �_3ã�•�I�€�r�M���”�¡�­�«  VLAN �@ 1 �_0¿���I�€�•�\�
 switchport trunk allowed �b0¿���_�c
6õ�€�^�C�
�Ï�î�º�c  VLAN 1 �_3ã�•�I�€�r�M���Ï�î�º�V�[�¹�•�­�î�È�Ý�_�^�W�Z�8�•�õ�–�b  VLAN �_
�X�8�Z� �]�b�G�\�@�\�Z�c�r�~�r�M��

�º�Û�å�¡  �Ï�î�º�c�
 VLAN �@�–�¿�î�È�Ý�_�^�W�Z�>�~�
 VTP �@ VLAN �†1�1‘�K�
�^�>�?�X�Ï�î�º�b
0Á�•�Ü�«�º�_�Q�b  VLAN �@$Ï6��I�€�Z�8�•���œ�_�
 VLAN �b�Ó�å�Â�_�^�•�G�\�@�[�A�r�M�� VTP �@�‚
�K�C�–�¿�î�È�Ý�_�I�€�S  VLAN �†1�1‘�K�
�Q�b  VLAN �@�º�Û�å�¡  �Ï�î�º�b0Á�•�Ü�«�º�_$Ï6��I�€�Z
�8�•���œ�
�º�Û�å�¡  �Ï�î�º�c+¬�·$×�_�Q�b  VLAN �b�Ó�å�Â�_�^�~�r�M�� VTP �@�‚�K�8  VLAN �†1�1‘
�K�
�Q�b  VLAN �@�º�Û�å�¡  �Ï�î�º�b0Á�•�Ü�«�º�_$Ï6��I�€�Z�8�^�8���œ�_�c�
�º�Û�å�¡  �Ï�î�º�c�Q�b  
VLAN �b�Ó�å�Â�_�c�^�~�r�O�‡��

�º�Û�å�¡�b0Á�•�Ü�«�º�†�š�f�M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 interface interface-id 0¿���M�•�Ï�î�º�†�æ���K�
�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  
�Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 3 switchport mode trunk �–�å�±�î�Ç�™�–�«�†  VLAN �º�Û�å�¡  �Ï�î�º�\�K�Z0¿���K�r�M��

�«�̧ �µ�É 4 switchport trunk allowed vlan {add | all 
| except | remove} vlan-list 

>&�õ�–>'�º�Û�å�¡�V�[0Á�•�I�€�•  VLAN �b�Ü�«�º�†0¿���K�r�M��

add�
 all�
 except�
�>�|�g  remove �Ÿ�î�á�î�»�b�Q#Ý�‰�2�_�X�8�Z�c�

�G�b�Ü�Ü�î�«�_�P�Â�M�•�¥�Ð�å�»  �Ü�Ç�“�Þ�å�«�†�g!·�K�Z�C�T�I�8��

vlan-list �Ã�Û�Ó�î�±�c�
 1 >|  4094 �b�"�M�b  VLAN $��•�
�r�S�c  2 �X�b  
VLAN $��•>&�`�I�8�‰�@
›�
�Á�–�Ç�å�[�
�)�•>'�[�æ���I�€�S  VLAN 
(
�V�[�M���•�å�Ð�[�
�)�W�S  VLAN �Ã�Û�Ó�î�±�b6ë�
�r�S�c�Á�–�Ç�å
�[�æ���K�S(
�V�b6ë�_�c�
�«�Ì�î�«�†
°�€�^�8�[�C�T�I�8��

�¹�Ç�›�Ý�º�[�c�
�M�m�Z�b  VLAN �@0Á�•�I�€�r�M��

�«�̧ �µ�É 5 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��
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'¨  16 'v       VLAN �b0¿��
VLAN �º�Û�å�¡�b0¿��
�M�m�Z�b VLAN �b0Á�•  VLAN �Ü�«�º�†�¹�Ç�›�Ý�º�_�`�M�_�c�
 no switchport trunk allowed vlan �–
�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

���_�
�Ï�î�º�b0Á�•  VLAN �Ü�«�º�?�}  VLAN 2 �†�P7V�M�•�[�†&g�K�r�M��

Switch(config)# interface gigabitethernet1/1
Switch(config-if)# switchport trunk allowed vlan remove 2
Switch(config-if)# end

�É�Ý�î�½�å�¢4:�A�Ü�«�º�b�š�f

�É�Ý�î�½�å�¢4:�A�Ü�«�º�c�
�º�Û�å�¡  �Ï�î�º�T�E�_4:#Ý�I�€�r�M���º�Û�å�¡  �Ï�î�º�H�\�_"‚+¬�b4:�A
�Ü�«�º�@�6�~�r�M���G�b�m8p�†�w� �_�M�•�_�c�
 VTP �É�Ý�î�½�å�¢�@�–�¿�î�È�Ý�_0¿���I�€�Z�8�•�²
0[�@�6�~�r�M�� VTP �É�Ý�î�½�å�¢�†�–�¿�î�È�Ý�_�M�•�‰�2�_�X�8�Z�c�
 �� VTP �É�Ý�î�½�å�¢�b�–�¿�î
�È�Ý�ì�� >&P.17-15>' �†�g!·�K�Z�C�T�I�8��

�º�Û�å�¡  �Ï�î�º�b�É�Ý�î�½�å�¢4:�A�Ü�«�º�?�}  VLAN �†�P7V�M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p
�†��/œ�K�r�M��

�M�m�Z�b VLAN �b�É�Ý�î�½�å�¢4:�A�Ü�«�º�†�¹�Ç�›�Ý�º�_�`�M�_�c�
 no switchport trunk pruning 
vlan �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

�«�̧ �µ�É 6 show interfaces interface-id switchport /²&g�I�€�S  Trunking VLANs Enabled �Ç�•�î�Ý�»�b0¿���†&�1��K�r�M��

�«�̧ �µ�É 7 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��

�¥�Ð�å�» % $×

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 interface interface-id VLAN �É�Ý�î�½�å�¢�†4:#Ý�M�•�º�Û�å�¡  �Ï�î�º�†4E�¥�K�
�–�å�±�î�Ç�™
�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 3 switchport tru nk pruning vlan { add | 
except | none | remove} vlan-list 
[,vlan[,vlan[,,,]]

�º�Û�å�¡�?�}�b�É�Ý�î�½�å�¢�†0Á�•�M�•  VLAN �b�Ü�«�º�†0¿���K�r�M  
>&�� VTP �É�Ý�î�½�å�¢�� >&P.17-5>' �†�g!·>' ��

add�
 except�
 none�
�>�|�g  remove �Ÿ�î�á�î�»�b�Q#Ý�‰�2�_�X�8�Z�c�

�G�b�Ü�Ü�î�«�_�P�Â�M�•�¥�Ð�å�»  �Ü�Ç�“�Þ�å�«�†�g!·�K�Z�C�T�I�8��

4�)F�K�Z�8�^�8  VLAN ID �c�
�•�å�Ð>&�«�Ì�î�«�^�K>'�[�
�)�~�r�M��
ID �b(
�V�c�Á�–�Ç�å�[�æ���K�r�M���w� �^  ID (
�V�c  2 >|  1001 �[�M��
�Ñ�G(
�V  VLAN >&VLAN ID 1006 >|  4094>'�c�É�Ý�î�½�å�¢�[�A�r�O�‡��

�É�Ý�î�½�å�¢�Y4:�A�b  VLAN �c�
�Ç�Û�µ�¹�•�å�¢  �º�Û�Ç�•�µ�¡�†�w�™
�K�r�M��

�¹�Ç�›�Ý�º�[�c�
�É�Ý�î�½�å�¢�@0Á�•�I�€�•  VLAN �b�Ü�«�º�_�c�

VLAN 2 >|  1001 �@�µ�r�€�r�M��

�«�̧ �µ�É 4 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 5 show interfaces interface-id switchport /²&g�I�€�S  Pruning VLANs Enabled �Ç�•�î�Ý�»�b0¿���†&�1��K�r�M��

�«�̧ �µ�É 6 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��
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'¨  16 'v       VLAN �b0¿��
VLAN �º�Û�å�¡�b0¿��
�±�¢�^�K�º�Û�Ç�•�µ�¡#Ý�¿�–�¸�•�È  VLAN �b0¿��

IEEE 802.1Q �±� �å�¢�@0¿���I�€�S�º�Û�å�¡  �Ï�î�º�c�
�±�¢�Ü�A�º�Û�Ç�•�µ�¡�>�|�g�±�¢�^�K�º�Û
�Ç�•�µ�¡�b�g�‰�†�w�™�[�A�r�M���¹�Ç�›�Ý�º�[�c�
�±�¢�^�K�º�Û�Ç�•�µ�¡�c�
�Ï�î�º�_0¿���I�€�S�¿�–
�¸�•�È  VLAN �_3?3æ�I�€�r�M���¿�–�¸�•�È  VLAN �c�
�¹�Ç�›�Ý�º�[�c  VLAN 1 �[�M��

>&�@>' �¿�–�¸�•�È  VLAN �_�c�õ�–�b  VLAN ID �†�m�~�\�Z�•�G�\�@�[�A�r�M��

IEEE 802.1Q 0¿���_�X�8�Z�b0ò(ý�c�
 �� IEEE 802.1Q �b0¿���_6õ�M�•*ƒ�Ö�¦8o�� >&P.16-17>' �†�g!·�K�Z
�C�T�I�8��

IEEE 802.1Q �º�Û�å�¡�[�¿�–�¸�•�È  VLAN �†0¿���M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r
�M��

�¿�–�¸�•�È  VLAN �†�¹�Ç�›�Ý�º>& VLAN 1>'�_�`�M�_�c�
 no switchport trunk native vlan �–�å�±�î
�Ç�™�–�« �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

�Ã�£�µ�º�b  VLAN ID �@���Š�Ï�î�º�b�¿�–�¸�•�È  VLAN ID �\� �L�[�6�€�d�
�Q�b�Ã�£�µ�º�c�±�¢�^�K
�[3æ�™�I�€�r�M���¿�–�¸�•�È  VLAN ID �\$��^�•���œ�c�
�«�–�µ�³�c�Q�b�Ã�£�µ�º�†�±�¢�Ü�A�[3æ�™�K
�r�M��

�º�Û�å�¡  �Ï�î�º�b2�,´�(�S�b0¿��

2�,´�(�S�_�|�~�
�«�–�µ�³�_�K)F�K�Z�8�•�Ã�Û�Þ�Ý  �º�Û�å�¡�b�f�j�M�•�•�æ�œ�@�(�m�I�€�r�M�� STP 
�c3û�–�
�Ý�î�É�†75�F�M�•�S�u�_�
�«�–�µ�³6ë�[  1 �X�b�Ã�Û�Þ�Ý  �Ü�å�¡�è�¥�b�M�m�Z�b�Ü�å�¡�†�È
�ß�µ�¡�K�r�M��2�,´�(�S�†/œ�:�\�
�º�Û�Ç�•�µ�¡�b�d�“�M�•  VLAN �_�ö�Y�8�Z�
�Ü�å�¡6ë�[�º�Û
�Ç�•�µ�¡�@�(�S�I�€�r�M��

�º�Û�å�¡  �Ï�î�º�[2�,´�(�S�†0¿���M�•�_�c�
 STP �Ï�î�º  �É�Û�–�œ�Ü�¸�•�r�S�c  STP �Ã�«  �¥�«�º�†�Q
#Ý�K�r�M�� STP �Ï�î�º  �É�Û�–�œ�Ü�¸�•�†�Q#Ý�K�Z2�,´�(�S�†0¿���M�•���œ�_�c�
�g�‰�b2�,´�(�S�Ü�å
�¡�†� �L�«�–�µ�³�_�K)F�M�•�²0[�@�6�~�r�M�� STP �Ã�«  �¥�«�º�†�Q#Ý�K�Z2�,´�(�S�†0¿���M�•���œ�_
�c�
�Q�€�R�€�b2�,´�(�S�Ü�å�¡�†� �M�b�«�–�µ�³�_�v�
 2 �Ž�b$��^�•�«�–�µ�³�_�v�K)F�[�A�r�M�� STP 
�b0ò(ý�_�X�8�Z�c�
 '¨ 21 'v�� STP �b0¿���� �†�g!·�K�Z�C�T�I�8��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 interface interface-id IEEE 802.1Q �º�Û�å�¡�\�K�Z0¿���M�•�–�å�±�î�Ç�™�–�«�†��*O�K
�Z�
�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r
�M��

�«�̧ �µ�É 3 switchport trunk native vlan  vlan-id �º�Û�å�¡  �Ï�î�º�V�[�±�¢�^�K�º�Û�Ç�•�µ�¡�†3æ�w�™�M�•  VLAN �†
0¿���K�r�M��

vlan-id �_�æ���[�A�•(
�V�c  1 >|  4094 �[�M��

�«�̧ �µ�É 4 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 5 show interfaces interface-id switchport Trunking Native Mode VLAN �Ç�•�î�Ý�»�b0¿���†&�1��K�r�M��

�«�̧ �µ�É 6 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��
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'¨  16 'v       VLAN �b0¿��
VLAN �º�Û�å�¡�b0¿��
STP �Ï�î�º  �É�Û�–�œ�Ü�¸�•�_�|�•2�,´�(�S

� �M�«�–�µ�³�V�b  2 �X�b�Ï�î�º�@�Ý�î�É�†�g�B�M�•�\�
�«�–�µ�³�c  STP �Ï�î�º  �É�Û�–�œ�Ü�¸�•�†�Q#Ý
�K�Z�
�]�b�Ï�î�º�†�–�¿�î�È�Ý�\�K�
�]�b�Ï�î�º�†�È�ß�µ�Ÿ�å�¢  �«�¸�î�º�\�M�•�?�†�8�•�K�r�M���Ã
�Û�Þ�Ý  �º�Û�å�¡  �Ï�î�º�_�É�Û�–�œ�Ü�¸�•�†0¿���M�•�G�\�_�|�~�
�Q�b�Ï�î�º�_�
"I���b  VLAN �b�M�m
�Z�b�º�Û�Ç�•�µ�¡�†��3æ�I�O�•�G�\�@�[�A�r�M�� VLAN �_�P�M�•�É�Û�–�œ�Ü�¸�•�b9×�8>&�Í�b�`�I�8>'
�º�Û�å�¡  �Ï�î�º�@�Q�b  VLAN �b�º�Û�Ç�•�µ�¡�†3?3æ�K�r�M��� �L  VLAN �_�P�K�Z�É�Û�–�œ�Ü�¸�•�b
�*�8>&�Í�b�±�A�8>'�º�Û�å�¡  �Ï�î�º�c�
�Q�b  VLAN �_�P�K�Z�È�ß�µ�Ÿ�å�¢  �«�¸�î�º�b�r�r�[�M�� 1 �X
�b�º�Û�å�¡  �Ï�î�º�@"I���b  VLAN �_6õ�M�•�M�m�Z�b�º�Û�Ç�•�µ�¡�†3æ�w�™�M�•�G�\�_�^�~�r�M��

�W 16-2 �_�
�§�Ï�î�º�P1ß�«�–�µ�³�†�K)F�M�•  2 �X�b�º�Û�å�¡�†&g�K�r�M���G�b�[�[�c�
�«�–�µ�³�c��
�b�|�:�_0¿���I�€�Z�8�r�M��

• VLAN 8 >|  10 �c�
�º�Û�å�¡  1 �[  16 �\�8�:�Ï�î�º  �É�Û�–�œ�Ü�¸�•�@�m�~�\�Z�}�€�Z�8�r�M��

• VLAN 3 >|  6 �c�
�º�Û�å�¡  1 �[�¹�Ç�›�Ý�º�b�Ï�î�º  �É�Û�–�œ�Ü�¸�•�[�6�•  128 �b�r�r�[�M��

• VLAN 3 >|  6 �c�
�º�Û�å�¡  2 �[  16 �\�8�:�Ï�î�º  �É�Û�–�œ�Ü�¸�•�@�m�~�\�Z�}�€�Z�8�r�M��

• VLAN 8 >|  10 �c�
�º�Û�å�¡  2 �[�¹�Ç�›�Ý�º�b�Ï�î�º  �É�Û�–�œ�Ü�¸�•�[�6�•  128 �b�r�r�[�M��

�G�b�|�:�_0¿���M�•�\�
�º�Û�å�¡  1 �@ VLAN 8 >|  10 �b�º�Û�Ç�•�µ�¡�†��3æ�K�
�º�Û�å�¡  2 �@ VLAN 
3 >|  6 �b�º�Û�Ç�•�µ�¡�†��3æ�K�r�M���”�¡�¸�•�È  �º�Û�å�¡�[7€���@2s�A�S���œ�_�c�
�É�Û�–�œ�Ü�¸�•�b
�*�8�º�Û�å�¡�@�,�A)E�B�
�Q�€�}�M�m�Z�b  VLAN �b�º�Û�Ç�•�µ�¡�†��3æ�K�r�M���8�N�€�b�º�Û�å�¡  
�Ï�î�º�V�[�v�
�º�Û�Ç�•�µ�¡�b5�0
�c$Î#Õ�K�r�O�‡��

�W 16-2 STP �Ï�î�º  �É�Û�–�œ�Ü�¸�•�_�|�•2�,´�(�S

�W 16-2 �b�|�:�_�¿�µ�º�á�î�¡�†0¿���M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

93
37

0

�,���6�4  A

�,���6�4  B

�;�\�f�"  2
VLAN 3 :*  69Ô�J�\�����]�9��  169Õ
VLAN 8 :*  109Ô�J�\�����]�9��  1289Õ

�;�\�f�"  1
VLAN 8 :*  109Ô�J�\�����]�9��  169Õ
VLAN 3 :*  69Ô�J�\�����]�9��  1289Õ

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �«�–�µ�³  A �[�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K
�r�M��

�«�̧ �µ�É 2 vtp domain domain-name VTP 'ö#.�»�Ó�–�å�†0¿���K�r�M��

1 >|  32 �e�Ð�b�»�Ó�–�å�¡�†�Q#Ý�[�A�r�M��

�«�̧ �µ�É 3 vtp mode server �«�–�µ�³  A �†  VTP �§�î�Â�\�K�Z0¿���K�r�M��

�«�̧ �µ�É 4 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 5 show vtp status �«�–�µ�³  A �>�|�g  B �b�g�‰�[�
 VTP 0¿���†&�1��K�r�M��

/²&g�I�€�S  VTP Operating Mode �>�|�g  VTP Domain Name �Ç�•�î�Ý
�»�†�³�™�µ�¡�K�r�M��

�«�̧ �µ�É 6 show vlan �«�–�µ�³  A �b�¹�î�±�Ë�î�«�_  VLAN �@�Ñ�~�K�Z�8�•�G�\�†&�1��K�r
�M��
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'¨  16 'v       VLAN �b0¿��
VLAN �º�Û�å�¡�b0¿��
STP �Ã�«  �¥�«�º�_�|�•2�,´�(�S

�º�Û�å�¡�_�Q�€�R�€$��^�•�Ã�«  �¥�«�º�†0¿���K�
�›�Ã�«  �¥�«�º�†�Q�€�R�€$��^�•  VLAN *L�_�P�Â�Ü
�E�
�›  VLAN �[�Ï�î�º�†�È�ß�µ�¡�M�•�G�\�_�|�W�Z�
 VLAN �º�Û�Ç�•�µ�¡�†�(�S�M�•�Ã�Û�Þ�Ý  �º�Û�å
�¡�†0¿���[�A�r�M�� VLAN �c�º�Û�Ç�•�µ�¡�†�(7³�K�
�Ü�å�¡�@�»�ƒ�€�S���œ�_
��<�Z
Õ6×�ö�†)T�â�K
�r�M��

�W 16-3 �[�
�º�Û�å�¡  �Ï�î�º  1 �>�|�g  2 �c  100BASE-T �Ï�î�º�\�K�Z0¿���I�€�Z�8�r�M�����b  VLAN 
�Ã�«  �¥�«�º�@�m�~�\�Z�}�€�Z�8�r�M��

• VLAN 2 >|  4 �c�
�º�Û�å�¡  �Ï�î�º  1 �[  30 �\�8�:�Ã�«  �¥�«�º�@�m�~�\�Z�}�€�Z�8�r�M��

• VLAN 8 >|  10 �c�
�º�Û�å�¡  �Ï�î�º  1 �[  100BASE-T �b�¹�Ç�›�Ý�º�b�Ã�«  �¥�«�º�[�6�•  19 �b�r�r
�[�M��

• VLAN 8 >|  10 �c�
�º�Û�å�¡  �Ï�î�º  2 �[  30 �\�8�:�Ã�«  �¥�«�º�@�m�~�\�Z�}�€�Z�8�r�M��

• VLAN 2 >|  4 �c�
�º�Û�å�¡  �Ï�î�º  2 �[  100BASE-T �b�¹�Ç�›�Ý�º�b�Ã�«  �¥�«�º�[�6�•  19 �b�r�r
�[�M��

�«�̧ �µ�É 7 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 8 interface interface-id_1 �º�Û�å�¡�\�K�Z0¿���M�•�–�å�±�î�Ç�™�–�«�†��*O�K�
�–�å�±�î�Ç�™
�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 9 switchport mode trunk �Ï�î�º�†�º�Û�å�¡  �Ï�î�º�\�K�Z0¿���K�r�M��

�«�̧ �µ�É 10 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 11 show interfaces interface-id_1 switchport VLAN 0¿���†&�1��K�r�M��

�«�̧ �µ�É 12 �«�–�µ�³�b  2 $��u�b�Ï�î�º�_�X�8�Z�
�«�–�µ�³  A �V�[�«�¸�µ�É  7 >|  
10 �†)Þ�~3É�K�r�M��

�«�̧ �µ�É 13 �«�–�µ�³  B �[�«�¸�µ�É  7 >| 10 �†)Þ�~3É�K�
 �«�–�µ�³  A �[0¿���I�€�S
�º�Û�å�¡  �Ï�î�º�_�K)F�M�•�º�Û�å�¡  �Ï�î�º�†0¿���K�r�M��

�«�̧ �µ�É 14 show vlan �º�Û�å�¡  �Ü�å�¡�@�”�¡�¸�•�È�_�^�•�\�
 VTP �@�«�–�µ�³  B �_  VTP 
�>�|�g  VLAN �_���†�û�K�r�M���«�–�µ�³  B �@ VLAN 0¿���†�Û*f�K
�S�G�\�†&�1��K�r�M��

�«�̧ �µ�É 15 configure terminal �«�–�µ�³  A �[�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K
�r�M��

�«�̧ �µ�É 16 interface interface-id_1 STP �b�Ï�î�º  �É�Û�–�œ�Ü�¸�•�†0¿���M�•�–�å�±�î�Ç�™�–�«�†��*O�K�

�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 17 spanning-tree vlan 8-10 port-priority 16 VLAN 8 >|  10 �_�Ï�î�º  �É�Û�–�œ�Ü�¸�•  16 �†�m�~�\�Z�r�M��

�«�̧ �µ�É 18 exit �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 19 interface interface-id_2 STP �b�Ï�î�º  �É�Û�–�œ�Ü�¸�•�†0¿���M�•�–�å�±�î�Ç�™�–�«�†��*O�K�

�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 20 spanning-tree vlan 3-6 port-priority 16 VLAN 3 >|  6 �_�Ï�î�º  �É�Û�–�œ�Ü�¸�•  16 �†�m�~�\�Z�r�M��

�«�̧ �µ�É 21 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 22 show running-config 0¿���†&�1��K�r�M��

�«�̧ �µ�É 23 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��

�¥�Ð�å�» % $×
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'¨  16 'v       VLAN �b0¿��
VLAN �º�Û�å�¡�b0¿��
�W 16-3 �Ã�«  �¥�«�º�_�|�W�Z�º�Û�Ç�•�µ�¡�@�(�S�I�€�•2�,´�(�S�º�Û�å�¡

�W 16-3 �b�|�:�_�¿�µ�º�á�î�¡�†0¿���M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

90
57

3

�,���6�4  A

�,���6�4  B

�;�\�f�"  �P�o�;  1
VLAN 2 :*  49Ô�D�,  �&�,�;  309Õ

VLAN 8 :*  109Ô�D�,  �&�,�;  199Õ

�;�\�f�"  �P�o�;  2
VLAN 8 :*  109Ô�D�,  �&�,�;  309Õ
VLAN 2 :*  49Ô�D�,  �&�,�;  199Õ

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �«�–�µ�³  A �[�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r
�M��

�«�̧ �µ�É 2 interface interface-id_1 �º�Û�å�¡�\�K�Z0¿���M�•�–�å�±�î�Ç�™�–�«�†��*O�K�
�–�å�±�î�Ç�™�–
�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 3 switchport mode trunk �Ï�î�º�†�º�Û�å�¡  �Ï�î�º�\�K�Z0¿���K�r�M��

�«�̧ �µ�É 4 exit �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 5 �«�–�µ�³  A �b  2 $��u�b�–�å�±�î�Ç�™�–�«�[�«�¸�µ�É  2 >|  4 �†)Þ�~3É�K
�r�M��

�«�̧ �µ�É 6 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 7 show running-config 0¿���†&�1��K�r�M��#ì8��[�
�–�å�±�î�Ç�™�–�«�@�º�Û�å�¡  �Ï�î�º�\�K
�Z0¿���I�€�Z�8�•�G�\�†&�1��K�Z�C�T�I�8��

�«�̧ �µ�É 8 show vlan �º�Û�å�¡  �Ü�å�¡�@�”�¡�¸�•�È�_�^�•�\�
�«�–�µ�³  A �@�v�:�M�‰�b�«
�–�µ�³�?�}  VTP �_���†�w�™�K�r�M���«�–�µ�³  A �@ VLAN 0¿���†�Û*f
�K�S�G�\�†&�1��K�r�M��

�«�̧ �µ�É 9 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 10 interface interface-id_1 STP �¥�«�º�†0¿���M�•�–�å�±�î�Ç�™�–�«�†��*O�K�
�–�å�±�î�Ç�™�–�«  
�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 11 spanning-tree vlan 2-4 cost 30 VLAN 2 >|  4 �b�«�Ã�½�å�¢�¶�Ü�î  �Ã�«  �¥�«�º�†  30 �_0¿���K�r�M��

�«�̧ �µ�É 12 end �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 13 �«�–�µ�³  A �_0¿���K�S�v�:�M�‰�b�º�Û�å�¡  �–�å�±�î�Ç�™�–�«�[�
�«
�¸�µ�É  9 >|  12 �†)Þ�~3É�K�
 VLAN 8�
 9�
�>�|�g  10 �b�«�Ã�½�å�¢�¶
�Ü�î  �Ã�«  �¥�«�º�†  30 �_0¿���K�r�M��

�«�̧ �µ�É 14 exit "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 15 show running-config 0¿���†&�1��K�r�M���g�‰�b�º�Û�å�¡  �–�å�±�î�Ç�™�–�«�_�P�K�Z�Ã�«  �¥
�«�º�@�G�K�C0¿���I�€�Z�8�•�G�\�†/²&g�[&�1��K�r�M��

�«�̧ �µ�É 16 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��
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'¨  16 'v       VLAN �b0¿��
VMPS �b0¿��
VMPS �b0¿��
VLAN Query Protocol>&VQP>'�c�
�²�–�¼�Ñ�µ�¡�”�¡�­�«  �Ï�î�º�†�§�Ï�î�º�M�•���œ�_�Q#Ý�K�r�M��
�²�–�¼�Ñ�µ�¡�”�¡�­�«  �Ï�î�º�c  VLAN �_�Ì)F$×�_�m�~�\�Z�}�€�•�b�[�c�^�C�
�Ï�î�º�[1�1‘�I�€�S  
MAC>&�Ó�¹�•�”  �”�¡�­�«  �¥�å�º�ß�î�Ý>'3æ�™
–�”�»�Þ�«�_�ö�Y�8�Z  VLAN �†�m�~�\�Z�r�M���•%±�b  
MAC �”�»�Þ�«�@�è���I�€�•�S�g�_�
�«�–�µ�³�c�Ü�Ô�î�º  VMPS �_  VQP �¡�š�Ü�î�†3æ�™�K�r�M���¡�š
�Ü�î�_�c�‚�S�_�è���I�€�S  MAC �”�»�Þ�«�\�Q�b�”�»�Þ�«�†�è���K�S�Ï�î�º�@�µ�r�€�r�M�� VMPS �c
�Q�b�Ï�î�º�b  VLAN �m�~�\�Z�[�Â'Å�K�r�M���G�b�«�–�µ�³�†  VMPS �§�î�Â�_�M�•�G�\�c�[�A�r�O�‡
�@�
 VMPS �b�¡�Û�–�”�å�º�\�K�Z�µ+��I�O�
 VQP �†�Ó�K�Z3û�™�[�A�r�M��

�G�G�[�c�
���b�_���_�X�8�Z1��Â�K�r�M��

• �� VMPS �b�+0[�� >&P.16-26>'

• �� VMPS �¡�Û�–�”�å�º�b�¹�Ç�›�Ý�º0¿���� >&P.16-27>'

• �� VMPS 0¿���ì�b�@�–�¦8o�� >&P.16-27>'

• �� VMPS �¡�Û�–�”�å�º�b0¿���� >&P.16-28>'

• �� VMPS �b�Ô�½�±�Ü�å�¢�� >&P.16-31>'

• ���²�–�¼�Ñ�µ�¡�”�¡�­�«  �Ï�î�º  VLAN �Ó�å�Â�î�©�µ�É�b�º�Û�È�Ý�©�×�î�¸�•�å�¢�� >&P.16-31>'

• �� VMPS �b0¿���[�� >&P.16-32>'

VMPS �b�+0[

�¡�Û�–�”�å�º  �«�–�µ�³�c�‚�K�8�Í�«�º�b  MAC �”�»�Þ�«�†�w�™�M�•�S�g�_�
 VMPS �_  VQP �¡�š�Ü�î�†
3æ�™�K�r�M���G�b�¡�š�Ü�î�†�w�™�K�S  VMPS �c�
�¹�î�±�Ë�î�«�[  MAC �”�»�Þ�«�\  VLAN �b�Ð�µ�Æ�å
�¢�†�è(ô�K�r�M���§�î�Â�b�Â'Å�c�
�G�b�Ð�µ�Æ�å�¢�\�
�§�î�Â�@�œ�î�É�å  �Ô�î�»�?�­�Ÿ�×�”  �Ô�î�»�?
�_�ö�Y�8�Z/œ�ƒ�€�r�M���­�Ÿ�×�”  �Ô�î�»�b���œ�
�§�î�Â�c�Y�G�^�Í�«�º�@�è���I�€�•�\�
�Ï�î�º�†
�©�Õ�µ�º�²�˜�å�K�r�M���œ�î�É�å  �Ô�î�»�[�c�
�§�î�Â�c�Í�«�º�_�P�K�Z�Ï�î�º  �”�¡�­�«�†�Ä�°�M�•�T
�E�[�M��

�Ï�î�º�@ �•�m�~�\�Z �b���œ>&�X�r�~�
 VLAN �m�~�\�Z�@�r�T0¿���I�€�Z�8�^�8���œ>' �
 VMPS �c���b�8
�N�€�?�b�Â'Å�†/œ�8�r�M��

• �Q�b�Ï�î�º�[�Í�«�º�@0Á�•�I�€�Z�8�•���œ�
 VMPS �c�m�~�\�Z�}�€�S  VLAN �¡�†�æ���K�
�Í�«�º
�l�b�”�¡�­�«�†0Á�•�M�•  VLAN �m�~�\�Z �Â'Å�†�¡�Û�–�”�å�º�_3æ�™�K�r�M��

• �Q�b�Ï�î�º�[�Í�«�º�@0Á�•�I�€�Z�>�}�N�
�^�>�?�X  VMPS �@�œ�î�É�å  �Ô�î�»�b���œ�
 VMPS �c �”
�¡�­�«�Ä�° �Â'Å�†3æ�™�K�r�M��

• �Q�b�Ï�î�º�[  VLAN �@0Á�•�I�€�Z�>�}�N�
�^�>�?�X  VMPS �@�­�Ÿ�×�”  �Ô�î�»�b���œ�
 VMPS �c
�Ï�î�º�©�Õ�µ�º�²�˜�å �Â'Å�†3æ�™�K�r�M��

�Ï�î�º�_  VLAN �m�~�\�Z�@�M�[�_0¿���I�€�Z�8�•���œ�
 VMPS �c���b�8�N�€�?�b�Â'Å�†/œ�8�r�M��

• �¹�î�±�Ë�î�«
Æ�b  VLAN �@�Ï�î�º�V�b#'�~�b  VLAN �\�M+´�K�S���œ�
 VMPS �c �B�Œ�Â'Å�†3æ�™
�K�
�Í�«�º�l�b�”�¡�­�«�†0Á�•�K�r�M��

• �¹�î�±�Ë�î�«
Æ�b  VLAN �@�Ï�î�º�V�b#'�~�b  VLAN �\�M+´�O�N�
 �^�>�?�X�Ï�î�º�V�_�”�¡�¸�•�È  
�Í�«�º�@�Ñ�~�M�•���œ�
 VMPS �c  VMPS �b�­�Ÿ�×�”  �Ô�î�»�_�Â�L�Z�
 �”�¡�­�«�Ä�° �r�S�c �Ï�î�º
�©�Õ�µ�º�²�˜�å �Â'Å�†3æ�™�K�r�M��

VMPS �?�} �”�¡�­�«�Ä�° �Â'Å�†�w�™�K�S���œ�
�«�–�µ�³�c�Q�b�Í�«�º  MAC �”�»�Þ�«�b�º�Û�Ç�•�µ�¡
�†�n�‰�¥�[�,�A)F�A�È�ß�µ�¡�K�r�M���«�–�µ�³�c�Ï�î�º���Z�b�Ã�£�µ�º�†�,�A)F�A�Ô�½�±�K�
�‚�K�8�Í
�«�º  �”�»�Þ�«�†�è���M�•�\  VMPS �_�¡�š�Ü�î�†3æ�™�K�r�M�� VMPS �?�} �Ï�î�º�©�Õ�µ�º�²�˜�å �Â'Å�†
�w�™�K�S���œ�
�«�–�µ�³�c�Q�b�Ï�î�º�†�¹�•�­�î�È�Ý�_�K�r�M�� Network Assistant�
 CLI�
�r�S�c  
SNMP �†�Q#Ý�K�Z�
�Ï�î�º�†�m�·�[
Ì�g�–�¿�î�È�Ý�_�M�•�²0[�@�6�~�r�M��
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'¨  16 'v       VLAN �b0¿��
VMPS �b0¿��
�²�–�¼�Ñ�µ�¡�”�¡�­�«  �Ï�î�º  VLAN �Ó�å�Â�î�©�µ�É

�²�–�¼�Ñ�µ�¡�”�¡�­�«  �Ï�î�º�@�d�“�[�A�•�b�c�
 VLAN ID �@ 1 >|  4094 �b  1 �X�b  VLAN �T�E�[�M�� �Ü
�å�¡�@�”�µ�É�_�^�W�Z�v�
 VMPS �_�|�W�Z  VLAN �@�m�~�\�Z�}�€�•�r�[�
�G�b�Ï�î�º�\�b6ë�[�º�Û
�Ç�•�µ�¡3?3æ�c/œ�ƒ�€�r�O�‡�� VMPS �c�
�²�–�¼�Ñ�µ�¡�”�¡�­�«  �Ï�î�º�_�K)F�K�S�‚�K�8�Í�«�º�b�q
�6�b�Ã�£�µ�º�?�}3æ�™
–  MAC �”�»�Þ�«�†�w�™�K�
 VMPS �¹�î�±�Ë�î�«�b  VLAN �\�Q�b  MAC �”�»�Þ
�«�†!·�œ�K�r�M��

�M+´�K�S���œ�
 VMPS �c�Q�b�Ï�î�º�b  VLAN $��•�†3æ�™�K�r�M���¡�Û�–�”�å�º  �«�–�µ�³�@�r�T0¿���I
�€�Z�8�^�8���œ�c�
�«�–�µ�³�c  VMPS �?�}�º�Û�å�¡  �Ï�î�º�[�w�™�K�S�q�6�b  VTP �Ã�£�µ�º�?�}�b�»
�Ó�–�å�¡�†�Q#Ý�K�r�M���¡�Û�–�”�å�º  �«�–�µ�³�@�M�[�_0¿���I�€�Z�8�•���œ�c�
�¡�š�Ü�î  �Ã�£�µ�º�_
�«�–�µ�³�b�»�Ó�–�å�¡�†�µ�u�Z  VMPS �_3æ�™�K�
VLAN $��•�†�v�“�K�r�M�� VMPS �c�Ã�£�µ�º
Æ�b�»
�Ó�–�å�¡�@+¬3��b�»�Ó�–�å�¡�\�M+´�M�•�G�\�†&�1��K�S�‹�
0[�Ó�†�w�E
°�€�
�¡�Û�–�”�å�º�_�m�~�\�Z
�}�€�S  VLAN $��•�†�Â'Å�K�r�M���M+´�K�^�8���œ�
 >&VMPS �­�Ÿ�×�”  �Ô�î�»�b0¿���_�Â�L�Z>' VMPS 
�c0[�Ó�†�Ä�°�M�•�?�
�Ï�î�º�†�©�Õ�µ�º�²�˜�å�K�r�M��

�²�–�¼�Ñ�µ�¡�”�¡�­�«  �Ï�î�º�V�[0
�X�b�Í�«�º>& MAC �”�»�Þ�«>'�†�”�¡�¸�•�È�_�[�A�r�M�@�
�Q�€�}
�b�Í�«�º�c�M�m�Z� �L  VLAN �_�Ñ�~�M�•�²0[�@�6�~�r�M���S�T�K�
�Ï�î�º�V�[�”�¡�¸�•�È�^�Í�«�º�X
�@ 20 �†2x�<�•�\�
 VMPS �c�²�–�¼�Ñ�µ�¡�”�¡�­�«  �Ï�î�º�†�©�Õ�µ�º�²�˜�å�K�r�M��

�²�–�¼�Ñ�µ�¡�”�¡�­�«  �Ï�î�º�V�[�Ü�å�¡�@�²�˜�å�_�^�•�\�
�Ï�î�º�c�)�~7³�I�€�S"g�Â�_�`�~�

VLAN �b�d�“�?�}�¥�€�r�M���Ï�î�º)�#ä�[�œ�å�Û�–�å�_�^�•�Í�«�º�c  VMPS �_�|�W�Z  VQP )�#ä�[
Ì
�³�™�µ�¡�I�€�Z�?�}�
�Ï�î�º�@  VLAN �_�m�~�\�Z�}�€�r�M��

�²�–�¼�Ñ�µ�¡�”�¡�­�«  �Ï�î�º�c�
%$�K�Í�«�º�K)F�_�Q#Ý�K�S�~�
�¿�µ�º�á�î�¡�_�K)F�K�S�~�[�A�r�M��
�«�–�µ�³�V�b�Ï�î�º�H�\�_�
�q�±  20 �b  MAC �”�»�Þ�«�†�Q#Ý�[�A�r�M���²�–�¼�Ñ�µ�¡�”�¡�­�«  �Ï�î�º
�@�M�Ø�_�d�“�[�A�•  VLAN �c  1 �X�T�E�[�M�@�
 VLAN �c�è���I�€�S  MAC �”�»�Þ�«�_�ö�Y�8�Z�‹�[�š
�f�I�€�•�G�\�@�6�~�r�M��

VMPS �¡�Û�–�”�å�º�b�¹�Ç�›�Ý�º0¿��

/² 16-6 �_�
�¡�Û�–�”�å�º  �«�–�µ�³�V�b  VMPS �>�|�g�²�–�¼�Ñ�µ�¡  �”�¡�­�«  �Ï�î�º�b�¹�Ç�›�Ý�º0¿��
�†&g�K�r�M��

VMPS 0¿���ì�b�@�–�¦8o

�²�–�¼�Ñ�µ�¡�”�¡�­�«  �Ï�î�º  VLAN �Ó�å�Â�î�©�µ�É�_�c�
���b�@�–�¦8o�>�|�g�D7H�¦8o�@�6�~�r�M��

• VMPS �†0¿���K�Z�?�}�
�Ï�î�º�†�²�–�¼�Ñ�µ�¡�”�¡�­�«  �Ï�î�º�\�K�Z0¿���M�•�²0[�@�6�~�r�M��

• �Ï�î�º�†�²�–�¼�Ñ�µ�¡�”�¡�­�«  �Ï�î�º�\�K�Z0¿���M�•�\�
�Q�b�Ï�î�º�_�P�K�Z�«�Ã�½�å�¢�¶�Ü�î
�b  PortFast �µ+��@+¬�·$×�_�–�¿�î�È�Ý�_�^�~�r�M�� PortFast �Ô�î�»�_�|�~�
�Ï�î�º�†�Ç�›�á�î�¹�•
�å�¢  �«�¸�î�º�_&ã/œ�I�O�•�É�ß�­�«�@%·)°�I�€�r�M��

/² 16-6 VMPS �¡�Û�–�”�å�º�>�|�g�²�–�¼�Ñ�µ�¡�”�¡�­�«  �Ï�î�º�b�¹�Ç�›�Ý�º0¿��

�µ+� �¹�Ç�›�Ý�º0¿��

VMPS �»�Ó�–�å  �§�î�Â �^�K

VMPS 
Ì&�1��–�å�±�î�Â�Ý 60 �(

VMPS �§�î�Â
Ì0è/œ�G�X 3

�²�–�¼�Ñ�µ�¡�”�¡�­�«  �Ï�î�º �•0¿��
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'¨  16 'v       VLAN �b0¿��
VMPS �b0¿��
• IEEE 802.1x �Ï�î�º�†�²�–�¼�Ñ�µ�¡�”�¡�­�«  �Ï�î�º�\�K�Z0¿���M�•�G�\�c�[�A�r�O�‡���²�–�¼�Ñ�µ
�¡�”�¡�­�«>& VQP>'�Ï�î�º�[  IEEE 802.1x �†�–�¿�î�È�Ý�_�K�|�:�\�M�•�\�
�š�Û�î  �Ó�µ�­�î�ª�@
/²&g�I�€�
 IEEE 802.1x �c�–�¿�î�È�Ý�_�^�~�r�O�‡�� IEEE 802.1x �P�Â�Ï�î�º�†�š�f�K�Z�²�–�¼
�Ñ�µ�¡  VLAN �†�m�~�\�Z�|�:�\�K�Z�v�
�š�Û�î  �Ó�µ�­�î�ª�@/²&g�I�€�
 VLAN 0¿���c�š�f�I�€�r
�O�‡��

• �º�Û�å�¡  �Ï�î�º�†�²�–�¼�Ñ�µ�¡�”�¡�­�«  �Ï�î�º�_�M�•�G�\�c�[�A�r�O�‡�@�
�º�Û�å�¡  �Ï�î�º�_�P
�K�Z  switchport access vlan dynamic �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†
°�Š
�M�•�G�\�c�•+��[�M���Q�b���œ�
�«�–�µ�³�b0¿���c)T�â�I�€�
�‹�_�”�¡�­�«  �Ï�î�º�\�K�Z0¿���I
�€�S���œ�_�c�
�Q�b0¿���@4:#Ý�I�€�r�M��

�²�–�¼�Ñ�µ�¡�”�¡�­�«0¿���†�w� �_�M�•�_�c�
�Ï�î�º�V�[�º�Û�å�Ÿ�å�¢�†�œ�Ç�_�K�Z�>�C�²0[�@�6
�~�r�M��

• �²�–�¼�Ñ�µ�¡�”�¡�­�«  �Ï�î�º�†�Ô�½�±  �Ï�î�º�_�M�•�G�\�c�[�A�r�O�‡��

• �­�Ÿ�×�”  �Ï�î�º�†�²�–�¼�Ñ�µ�¡�”�¡�­�«  �Ï�î�º�_�M�•�G�\�c�[�A�r�O�‡���Ï�î�º�†�²�–�¼�Ñ�µ�¡
�_�M�•�_�c�
�Ï�î�º�V�[�Ï�î�º  �­�Ÿ�×�Ü�¸�•�†�¹�•�­�î�È�Ý�_�K�Z�>�C�²0[�@�6�~�r�M��

• �É�Û�–�Ë�î�º  VLAN �Ï�î�º�c�
�²�–�¼�Ñ�µ�¡�”�¡�­�«  �Ï�î�º�_�[�A�r�O�‡��

• �²�–�¼�Ñ�µ�¡�”�¡�­�«  �Ï�î�º�†  EtherChannel �¢�Ý�î�É�b�Ó�å�Â�_�M�•�G�\�c�[�A�r�O�‡��

• �Ï�î�º  �³�Õ�¿�Ý�†�²�–�¼�Ñ�µ�¡�”�¡�­�«  �Ï�î�º�\�K�Z0¿���M�•�G�\�c�[�A�r�O�‡��

• �²�–�¼�Ñ�µ�¡�”�¡�­�«  �Ï�î�º�c�
�Ç�›�î�Ý�Â�µ�¡  �È�Ü�µ�ª�å�¢�_�•
°�[�A�r�M��

• VMPS �¡�Û�–�”�å�º�\  VMPS �§�î�Â�b  VTP 'ö#.�»�Ó�–�å�c�
� �L�[�^�E�€�d�^�~�r�O�‡��

• VMPS �§�î�Â�V�_0¿���I�€�S  VLAN �†8b�Œ VLAN �_�K�^�8�[�C�T�I�8��

VMPS �¡�Û�–�”�å�º�b0¿��

�²�–�¼�Ñ�µ�¡  VLAN �†0¿���M�•�_�c�
 VMPS>&�§�î�Â>'�†�Q#Ý�K�r�M���«�–�µ�³�†  VMPS �¡�Û�–�”�å
�º�_�M�•�G�\�c�[�A�r�M�@�
 VMPS �§�î�Â�_�M�•�G�\�c�[�A�r�O�‡��

VMPS �b  IP �”�»�Þ�«�b
°�Š

�«�–�µ�³�†�¡�Û�–�”�å�º�\�K�Z0¿���M�•�_�c�
�§�î�Â�b  IP �”�»�Þ�«�†�q�6�_
°�Š�M�•�²0[�@�6�~�r�M��

>&�@>' �«�–�µ�³  �¡�Û�«�±�_�P�K�Z  VMPS �†��*O�M�•���œ�c�
�¥�Ð�å�»  �«�–�µ�³�_�G�b�”�»�Þ�«�†
°�Š�M�•�²
0[�@�6�~�r�M��

VMPS �b  IP �”�»�Þ�«�†
°�Š�M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 vmps server ipaddress primary �É�Û�–�Ð�Ü  VMPS �§�î�Â�\�K�Z�·�8�M�•�«�–�µ�³�b  IP �”�»�Þ�«�†
°�Š�K
�r�M��

�«�̧ �µ�É 3 vmps server ipaddress >&�õ�–>'�­�•�å�²�Ü  VMPS �§�î�Â�\�K�Z�·�8�M�•�«�–�µ�³�b  IP �”�»�Þ�«�†

°�Š�K�r�M��

�­�•�å�²�Ü  �§�î�Â�b�”�»�Þ�«�c�
 3 �X�r�[
°�Š�[�A�r�M��

�«�̧ �µ�É 4 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��
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'¨  16 'v       VLAN �b0¿��
VMPS �b0¿��
>&�@>' �²�–�¼�Ñ�µ�¡�”�¡�­�«  �Ï�î�º�†�·�8�I�O�•�_�c�
 VMPS �_  IP �K)F�[�A�^�E�€�d�^�~�r�O�‡�� IP �K)F�@
�•+��?�]�:�?�†�¸�«�º�M�•�_�c�
 VMPS �b  IP �”�»�Þ�«�_  ping �†��/œ�K�
�Â'Å�@�“�}�€�•�?�]�:�?�†&�
1��K�r�M��

VMPS �¡�Û�–�”�å�º�V�b�²�–�¼�Ñ�µ�¡�”�¡�­�«  �Ï�î�º�b0¿��

�¡�Û�«�±  �Ó�å�Â  �«�–�µ�³�b�Ï�î�º�†�²�–�¼�Ñ�µ�¡�”�¡�­�«  �Ï�î�º�\�K�Z0¿���M�•�_�c�
�q�6�_  
rcommand "I�’  EXEC �¥�Ð�å�»�†�Q#Ý�K�Z�
�Q�b�¡�Û�«�±  �Ó�å�Â  �«�–�µ�³�_�ß�¢�–�å�K�r�M��

�@�– �²�–�¼�Ñ�µ�¡�”�¡�­�«  �Ï�î�º  VLAN �Ó�å�Â�î�©�µ�É�c�š�å�»  �«�¸�î�©�Ù�å#Ý�
�r�S�c�š�å�»  �«
�¸�î�©�Ù�å�_�K)F�I�€�S�Á�È#Ý�[�M���Ú�b�«�–�µ�³�_�²�–�¼�Ñ�µ�¡�”�¡�­�«  �Ï�î�º�†�K)F�M�•�\�

�K)F�@�)�•�I�€�•�G�\�@�6�~�r�M��

VMPS �¡�Û�–�”�å�º  �«�–�µ�³�_�²�–�¼�Ñ�µ�¡�”�¡�­�«  �Ï�î�º�†0¿���M�•�_�c�
"I�’  EXEC �Ô�î�»�[��
�b�m8p�†��/œ�K�r�M��

�–�å�±�î�Ç�™�–�«�†�¹�Ç�›�Ý�º0¿���_�`�M�_�c�
 default interface interface-id �–�å�±�î�Ç�™�–�«  �¥�å
�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M���–�å�±�î�Ç�™�–�«�†�¹�Ç�›�Ý�º�b�«�–�µ�³�Ï�î�º  �Ô�î�»

>&dynamic auto>'�_�`�M�_�c�
 no switchport mode �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å
�»�†�Q#Ý�K�r�M���”�¡�­�«  �Ô�î�»�†�«�–�µ�³�b�¹�Ç�›�Ý�º  VLAN �_�Ü�­�µ�º�M�•�_�c�
 no 
switchport access vlan �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

VLAN �Ó�å�Â�î�©�µ�É�b
Ì&�1�

�«�–�µ�³�@  VMPS �?�}�w�™�K�S�²�–�¼�Ñ�µ�¡�”�¡�­�«  �Ï�î�º  VLAN �Ó�å�Â�î�©�µ�É�b�m�~�\�Z�†&�
1��M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

�«�̧ �µ�É 5 show vmps /²&g�I�€�S  VMPS Domain Server �Ç�•�î�Ý�»�b0¿���†&�1��K�r�M��

�«�̧ �µ�É 6 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��

�¥�Ð�å�» % $×

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 interface interface-id �š�å�»  �«�¸�î�©�Ù�å�_�K)F�M�•�«�–�µ�³  �Ï�î�º�†�æ���K�
�–�å�±�î
�Ç�™�–�« �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 3 switchport mode access �Ï�î�º�†�”�¡�­�«  �Ô�î�»�_�K�r�M��

�«�̧ �µ�É 4 switchport access vlan dynamic �Ï�î�º�†�²�–�¼�Ñ�µ�¡  VLAN �Ó�å�Â�î�©�µ�É4:�A�\�K�Z0¿���K�r
�M��

�²�–�¼�Ñ�µ�¡�”�¡�­�«  �Ï�î�º�c�
�š�å�»  �«�¸�î�©�Ù�å�_�K)F�I�€�Z
�8�•�²0[�@�6�~�r�M��

�«�̧ �µ�É 5 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 6 show interfaces interface-id switchport /²&g�I�€�S  Operational Mode �Ç�•�î�Ý�»�b0¿���†&�1��K�r�M��

�«�̧ �µ�É 7 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��
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'¨  16 'v       VLAN �b0¿��
VMPS �b0¿��

Ì&�1��–�å�±�î�Â�Ý�b�š�f

VMPS �¡�Û�–�”�å�º�c�
 VMPS �?�}�w�™�M�•  VLAN �Ó�å�Â�î�©�µ�É�b�_���†���‡$×�_
Ì&�1��K�r�M��

Ì&�1��†��/œ�M�•6ë7x�c�X�Ð�†�Q#Ý�K�Z�(�"�)�[0¿���[�A�r�M��

�¡�Û�«�±�b�Ó�å�Â  �«�–�µ�³�†0¿���M�•���œ�
�G�b�Ã�Û�Ó�î�±�c�¥�Ð�å�»  �«�–�µ�³�b
Ì&�1��–�å�±�î�Â
�Ý�b0¿���Í�è�V�[�^�E�€�d�^�~�r�O�‡���Ó�å�Â  �«�–�µ�³�_�ß�¢�–�å�M�•�_�c�
�q�6�_  rcommand "I�’  
EXEC �¥�Ð�å�»�†�Q#Ý�M�•�²0[�@�6�~�r�M��


Ì&�1��–�å�±�î�Â�Ý�†�š�f�M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

�«�–�µ�³�b�¹�Ç�›�Ý�º0¿���_�`�M�_�c�
 no vmps reconfirm �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð
�å�»�†�Q#Ý�K�r�M��


Ì0è/œ�G�X�b�š�f

�«�–�µ�³�@���b�§�î�Â�_�¡�š�Ü�î�†3æ�™�M�•�S�_�
 VMPS �\�b�K)F�†0è/œ�M�•�G�X�†�š�f�M�•�_�c�

"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

�«�–�µ�³�b�¹�Ç�›�Ý�º0¿���_�`�M�_�c�
 no vmps retry �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»
�†�Q#Ý�K�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 vmps reconfirm �²�–�¼�Ñ�µ�¡�”�¡�­�«  �Ï�î�º  VLAN �Ó�å�Â�î�©�µ�É�†
Ì&�1��K�r�M��

�«�̧ �µ�É 2 show vmps �²�–�¼�Ñ�µ�¡  VLAN �b
Ì&�1��«�¸�î�±�«�†&�1��K�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 vmps reconfirm minutes �²�–�¼�Ñ�µ�¡  VLAN �Ó�å�Â�î�©�µ�É�b
Ì&�1��†/œ�:6ë7x>&�(>'�†
°�Š�K
�r�M���æ���[�A�•(
�V�c  1 >|  120 �[�M���¹�Ç�›�Ý�º�c  60 �(�[�M��

�«�̧ �µ�É 3 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 4 show vmps /²&g�I�€�S  Reconfirm Interval �Ç�•�î�Ý�»�b�²�–�¼�Ñ�µ�¡  VLAN �b
Ì&�
1��«�¸�î�±�«�†&�1��K�r�M��

�«�̧ �µ�É 5 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 vmps retry count 
Ì0è/œ�b�G�X�†�š�f�K�r�M���æ���[�A�•
Ì0è/œ�G�X�b(
�V�c  1 >|  10 �[�M��
�¹�Ç�›�Ý�º�c  3 �[�M��

�«�̧ �µ�É 3 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 4 show vmps /²&g�I�€�S  Server Retry Count �Ç�•�î�Ý�»�b0¿���†&�1��K�r�M��

�«�̧ �µ�É 5 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��
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'¨  16 'v       VLAN �b0¿��
VMPS �b0¿��
VMPS �b�Ô�½�±�Ü�å�¢

show vmps "I�’  EXEC �¥�Ð�å�»�†�Q#Ý�K�Z�
 VMPS �_6õ�M�•�_���†/²&g�[�A�r�M�� �«�–�µ�³�c  VMPS 
�_6õ�M�•���b�_���†/²&g�K�r�M��

• VMPS VQP �Â�î�ª�Ù�å>8 VMPS �\�b3û�™�_�Q#Ý�M�•  VQP �b�Â�î�ª�Ù�å���«�–�µ�³�c  VQP �Â�î
�ª�Ù�å  1 �†�Q#Ý�M�•  VMPS �_�¡�š�Ü�î�†3æ�™�K�r�M��

• 
Ì&�1��–�å�±�î�Â�Ý>8�«�–�µ�³�@  VLAN �\  MAC �”�»�Þ�«�b�m�~�\�Z�†
Ì&�1��M�•6ë7x>&�(>' ��

• �§�î�Â
Ì0è/œ�G�X>8 VQP �@ VMPS �_�¡�š�Ü�î�†
Ì3æ�™�M�•�G�X���G�b�G�X�M�m�Z�†0è/œ�K�Z�v�Â
'Å�@�“�}�€�^�8���œ�
�«�–�µ�³�c�­�•�å�²�Ü  VMPS �l�b�¡�š�Ü�î�†6ä���K�r�M��

• VMPS �»�Ó�–�å  �§�î�Â>80¿���I�€�Z�8�•  VLAN �Ó�å�Â�î�©�µ�É  �Ï�Ü�©�î  �§�î�Â�b  IP �”�»�Þ�«��
�«�–�µ�³�c  current �\/²&g�I�€�Z�8�•�§�î�Â�_�¡�š�Ü�î�†3æ�™�K�r�M�� primary �\/²&g�I�€�Z�8�•
�§�î�Â�c�
�É�Û�–�Ð�Ü  �§�î�Â�[�M��

• VMPS �·�8>8�q�‚�b
Ì&�1��b)��Ý��
Ì&�1��c�

Ì&�1��–�å�±�î�Â�Ý�@)�4#�K�S�\�A�_+¬�·$×�_/œ
�ƒ�€�r�M�@�
 vmps reconfirm "I�’  EXEC �¥�Ð�å�»�†
°�Š�M�•�?�
 Network Assistant �r�S�c  
SNMP �[� '¼�b�ï�8�†/œ�:�G�\�_�|�W�Z�
�I�D$×�_
Ì&�1��M�•�G�\�v�[�A�r�M��

���_�
 show vmps "I�’  EXEC �¥�Ð�å�»�b���Š�[�†&g�K�r�M��

Switch# show vmps
VQP Client Status:
--------------------
VMPS VQP Version:   1
Reconfirm Interval: 60 min
Server Retry Count: 3
VMPS domain server: 172.20.128.86 (primary, current)
                    172.20.128.87 
 
Reconfirmation status
---------------------
VMPS Action:         other

�²�–�¼�Ñ�µ�¡�”�¡�­�«  �Ï�î�º  VLAN �Ó�å�Â�î�©�µ�É�b�º�Û�È�Ý�©�×�î�¸�•
�å�¢

VMPS �c���b"g�#�[�²�–�¼�Ñ�µ�¡�”�¡�­�«  �Ï�î�º�†�©�Õ�µ�º�²�˜�å�K�r�M��

• VMPS �@�­�Ÿ�×�”  �Ô�î�»�[�6�~�
�^�>�?�X�Í�«�º�b�Ï�î�º�l�b�K)F�†0Á�•�K�^�8���œ�� VMPS �c
�Ï�î�º�†�©�Õ�µ�º�²�˜�å�K�Z�
�Í�«�º�@�¿�µ�º�á�î�¡�_�K)F�[�A�^�8�|�:�_�K�r�M��

• �²�–�¼�Ñ�µ�¡�”�¡�­�«  �Ï�î�º�V�b�”�¡�¸�•�È  �Í�«�º�@  20 �†2x�<�S���œ��

�¹�•�­�î�È�Ý�_�I�€�Z�8�•�²�–�¼�Ñ�µ�¡�”�¡�­�«  �Ï�î�º�†
Ì�g�–�¿�î�È�Ý�_�M�•�_�c�
 shutdown �–�å
�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�_)F�E�Z�
 no shutdown �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•
� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†
°�Š�K�r�M��
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'¨  16 'v       VLAN �b0¿��
VMPS �b0¿��
VMPS �b0¿���[

�W 16-4 �_�
 VMPS �§�î�Â  �«�–�µ�³�\�
 �²�–�¼�Ñ�µ�¡  �”�¡�­�«  �Ï�î�º�†
��<�S  VMPS �¡�Û�–�”�å�º  �«
�–�µ�³�@�µ�r�€�•�¿�µ�º�á�î�¡�b�[�†&g�K�r�M���G�b�[�b�S�f�²�ó�c���b�\�>�~�[�M��

• VMPS �§�î�Â�\  VMPS �¡�Û�–�”�å�º�c�
�Q�€�R�€�9�b�«�–�µ�³�[�M��

• Catalyst 6500 �©�Ü�î�¬�b�«�–�µ�³  A �@�
�É�Û�–�Ð�Ü  VMPS �§�î�Â�[�M��

• Catalyst 6500 �©�Ü�î�¬�b�«�–�µ�³  C �>�|�g�«�–�µ�³  J �@�
�­�•�å�²�Ü  VMPS �§�î�Â�[�M��

• �š�å�»  �«�¸�î�©�Ù�å�c�¡�Û�–�”�å�º>&�«�–�µ�³  B�
�«�–�µ�³  I>'�_�K)F�I�€�Z�8�r�M��

• �¹�î�±�Ë�î�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�c�
 IP �”�»�Þ�«  172.20.22.7 �b  TFTP �§�î�Â�_�–
�Ñ�I�€�Z�8�r�M��

�W 16-4 �²�–�¼�Ñ�µ�¡  �Ï�î�º  VLAN �Ó�å�Â�î�©�µ�É�b�S�B�[

�J�\���Q�]  VMPS
�(�o�C  1

Catalyst 6500 �*�]�o�-
�.���f�3�]  VMPS

�(�o�C  2 

Catalyst 6500 �*�]�o�-
�.���f�3�]  VMPS

�(�o�C  3 

172.20.26.150

172.20.26.151

Catalyst 6500 �*�]�o�-  �,���6�4  A

172.20.26.152

�,���6�4  C

���o�(�@
�6�;

 �.�#�T
�f�;

9Ô
�;�\�f�"

 �]�f�"9Õ

172.20.26.153

172.20.26.154

172.20.26.155

172.20.26.156

172.20.26.157

172.20.26.158

172.20.26.159

�"�\�����f�;  �,���6�4  I

�"�\�����f�;  �,���6�4  B

���f�<
�,�9�o�*�Z�f  2

���f�<
�,�9�o�*�Z�f  1

TFTP �(�o�C

�3���=�R�6�"���"�.�,  �P�o�;

�3���=�R�6�"���"�.�,  �P�o�;

�,���6�4  J

�,���6�4  D

�,���6�4  E

�,���6�4  F

�,���6�4  G

�,���6�4  H

172.20.22.7

10
13

63
t

�;�\�f�"  �P�o�;

�;�\�f�"  �P�o�;

�+�8�ÿ
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VTP �b0¿��

�G�b'v�[�c�
 VLAN �º�Û�å�Ÿ�å�¢  �É�ß�º�¥�Ý>& VTP>'�\  VLAN �¹�î�±�Ë�î�«�†�Q#Ý�K�Z�
 IE 3000 �«
�–�µ�³�[  VLAN �†'ö#.�M�•�‰�2�_�X�8�Z1��Â�K�r�M��

�G�b'v�[�Q#Ý�M�•�¥�Ð�å�»�b�S�e�>�|�g�Q#Ý�‰�2�b0ò(ý�_�X�8�Z�c�
�G�b�Ü�Ü�î�«�_�P�Â�M�•�¥�Ð�å�»  
�Ü�Ç�“�Þ�å�«�†�g!·�K�Z�C�T�I�8��

�G�b'v�b
Æ���c�
���b�\�>�~�[�M��

• �� VTP �b�+0[�� >&P.17-1>'

• �� VTP �b0¿���� >&P.17-7>'

• �� VTP �b�Ô�½�±��>&P.17-18>'

VTP �b�+0[
VTP �c�
�Þ�–�Ö  2 �b�Ó�µ�­�î�ª  �É�ß�º�¥�Ý�[�6�~�
�¿�µ�º�á�î�¡
²�/�_�ƒ�S�W�Z  VLAN �b3ã�•�
�P
7V�
�¡�S�b�š�f�†'ö#.�M�•�G�\�_�|�~�
 VLAN 0¿���b�Z�œ�ö�†)T�â�K�r�M�� VTP �_�|�~�
 VLAN �¡�b
5�0
�
1��W�S  VLAN �±�–�É�b�æ���
�­�Ÿ�×�Ü�¸�•4*�o�^�]�
�I�r�J�r�^�e8Ÿ�†�,�A2s�G�K�?�a�^�80¿
���b1��~�x%©%*�@�q�`7H�_�š�<�}�€�r�M��

VLAN �†�8�B�M�•�S�_�
�¿�µ�º�á�î�¡�[  VTP �†�Q#Ý�M�•�?�]�:�?�†�ô���M�•�²0[�@�6�~�r�M�� VTP �†
�Q#Ý�M�•�\�
 1 �Ž�r�S�c0
�X�b�«�–�µ�³�V�[�p�¸7Ÿ(Ù$×�_0¿���š�f�†/œ�8�
�Q�b�š�f�†+¬�·$×�_�¿�µ�º
�á�î�¡�V�b�Ú�b�«�–�µ�³�_��4)�[�A�r�M�� VTP �†�Q#Ý�K�^�8���œ�
 VLAN �_���†�Ú�b�«�–�µ�³�_3æ�™
�M�•�G�\�c�[�A�r�O�‡��

VTP �c�
 1 �Ž�b�«�–�µ�³�[/œ�ƒ�€�S�f�‚�@  VTP �†�Ó�K�Z�»�Ó�–�å
Æ�b�Ú�b�«�–�µ�³�_3æ�™�I�€�•#”�C
�[�·�8�M�•�|�:�_0¿0£�I�€�Z�8�r�M�� VLAN �¹�î�±�Ë�î�«�_�P�M�•0
�X�b�f�‚�@� �M�»�Ó�–�å
Æ�b�«
�–�µ�³�V�[� �ì�_$Î#Õ�M�•#”�C�b���œ�
 VTP �c4:�K�Z�8�r�O�‡�� VLAN �¹�î�±�Ë�î�«�b�Y�Z�œ�@#Õ�L
�r�M��

�«�–�µ�³�c  1005 �b  VLAN �†�§�Ï�î�º�K�r�M�@�
0¿���í�s�µ+��b�¶�X�_�|�W�Z�
�«�–�µ�³  �Á�î�»�˜�™
�”�b�Q#Ý�@�e�‘�I�€�r�M�� VTP �@�‚�K�8  VLAN �†�«�–�µ�³�_3û%±�K�
�«�–�µ�³�@�Q#Ý�•+��^�q�±7H�b
�Á�î�»�˜�™�”  �Ü�¯�î�«�†�M�[�_�Q#Ý�K�Z�8�•���œ�
�«�–�µ�³�c�Á�î�»�˜�™�”  �Ü�¯�î�«�Y2Š�†���<�•
�Ó�µ�­�î�ª�†3æ�™�K�Z�
 VLAN �†�©�Õ�µ�º�²�˜�å�K�r�M�� show vlan �Ø�î�¨  EXEC �¥�Ð�å�»�b���Š�_�

�§�«�Ì�å�»  �«�¸�î�º�b  VLAN �@&g�I�€�r�M��

VTP �Â�î�ª�Ù�å  1 �>�|�g�Â�î�ª�Ù�å  2 �c�
�† =(
�V�b  VLAN >&VLAN ID 1 >|  1005>'�T�E�†�§�Ï�î�º
�K�r�M�� Cisco IOS Release 12.2(52)SE �è7F�[�c  VTP �Â�î�ª�Ù�å  3 �†�§�Ï�î�º�K�r�M�� VTP �Â�î�ª�Ù
�å  3 �c�
 VLAN (
�V
²�/>& VLAN 1 >|  4094>'�†�§�Ï�î�º�K�r�M���Ñ�G(
�V  VLAN >&VLAN 1006 >|  
4094>'�c�
 VTP �Â�î�ª�Ù�å 3 �[�T�E�§�Ï�î�º�I�€�r�M���Ñ�G  VLAN �@�»�Ó�–�å�_0¿���I�€�Z�8�•���œ
�c�
 VTP �Â�î�ª�Ù�å  3 �?�}  VTP �Â�î�ª�Ù�å  2 �_�š�n�[�A�r�O�‡��
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VTP �b�+0[
�G�G�[�c�
���b�+0[�_�X�8�Z1��Â�K�r�M��

• �� VTP �»�Ó�–�å�� >&P.17-2>'

• �� VTP �Ô�î�»�� >&P.17-3>'

• �� VTP �”�»�Â�±�–�¬�� >&P.17-3>'

• �� VTP �Â�î�ª�Ù�å  2��>&P.17-4>'

• �� VTP �Â�î�ª�Ù�å  3��>&P.17-5>'

• �� VTP �É�Ý�î�½�å�¢�� >&P.17-5>'

VTP �»�Ó�–�å  
VTP �»�Ó�–�å>&�9�¡  VLAN 'ö#.�»�Ó�–�å>'�c�
 1 �X�b�«�–�µ�³�
�r�S�c� �L  VTP �»�Ó�–�å�¡�†
¹�w�K
�Z� �M'ö#.�W�_�6�•%&�«�K)F�I�€�S0
�X�b�«�–�µ�³�[�S�B�I�€�r�M���«�–�µ�³�c�
 1 �X�b  VTP �»�Ó�–
�å�_�T�E�d�“�[�A�r�M���Q�b�»�Ó�–�å�_�P�K�Z�¢�ß�î�Â�Ý  VLAN �b0¿���†�š�f�K�r�M��

�¹�Ç�›�Ý�º�b0¿���[�c�
�º�Û�å�¡  �Ü�å�¡>&0
�X  VLAN �b�º�Û�Ç�•�µ�¡�†��3æ�M�•�Ü�å�¡>'�†�Ó�K�Z�»
�Ó�–�å�_�X�8�Z�b�”�»�Â�±�–�¬�†�w�™�K�^�87H�~�
�r�S�c�Ø�î�¨�@�»�Ó�–�å�¡�†0¿���K�^�87H�~�
�«
�–�µ�³�c  VTP 8�'ö#.�»�Ó�–�å  �«�¸�î�º�[�M��'ö#.�»�Ó�–�å�¡�†�æ���M�•�?�Û*f�M�•�r�[�c�
 VTP �§�î
�Â�V�[  VLAN �†�8�B�r�S�c�š�f�[�A�r�O�‡���r�S�
 VLAN �_���c�¿�µ�º�á�î�¡�†�Ó�K�Z���Û�I�€�r�O
�‡��

�«�–�µ�³�@�º�Û�å�¡  �Ü�å�¡�†�Ó�K�Z  VTP �”�»�Â�±�–�¬�†�w�™�M�•�\�
�«�–�µ�³�c'ö#.�»�Ó�–�å�¡�>�|
�g  VTP �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ü�Å�ª�Ù�å$��•�†)E�Ž�K�r�M���Q�b�‹�«�–�µ�³�c�
�9�b�»�Ó�–�å�¡�r
�S�c�‚�8�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ü�Å�ª�Ù�å$��•�@�æ���I�€�S�”�»�Â�±�–�¬�_�X�8�Z�c�
�M�m�Z!“0i
�K�r�M��

�@�– VTP �¡�Û�–�”�å�º  �«�–�µ�³�†  VTP �»�Ó�–�å�_3ã�•�M�•�S�_�
�²�N  VTP �¥�å�Ç�•� �×�Þ�î�©�Ù�å  
�Ü�Å�ª�Ù�å$��•�@  VTP �»�Ó�–�å
Æ�b�Ú�b�«�–�µ�³�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ü�Å�ª�Ù�å$��•�|�~
�`�I�8 �G�\�†&�1��K�Z�C�T�I�8�� VTP �»�Ó�–�å
Æ�b�«�–�µ�³�c�–�_�
 VTP �¥�å�Ç�•� �×�Þ�î�©�Ù
�å  �Ü�Å�ª�Ù�å$��•�@�q�±�b�«�–�µ�³�b  VLAN �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�Q#Ý�K�r�M�� VTP �»�Ó�–
�å
Æ�b�Ü�Å�ª�Ù�å$��•�|�~�v�±�A�^�Ü�Å�ª�Ù�å$��•�†�â�X�«�–�µ�³�†3ã�•�M�•�\�
 VTP �§�î�Â�>�|
�g  VTP �»�Ó�–�å�?�}�M�m�Z�b  VLAN �_���@�˜�d�I�€�•���œ�@�6�~�r�M�� VTP �¥�å�Ç�•� �×�Þ�î
�©�Ù�å  �Ü�Å�ª�Ù�å$��•�b&�1��m8p�>�|�g�Ü�­�µ�º�m8p�_�X�8�Z�c�
 �� VTP �»�Ó�–�å�l�b  VTP �¡�Û�–
�”�å�º  �«�–�µ�³�b3ã�•�� >&P.17-16>' �†�g!·�K�Z�C�T�I�8��

VTP �§�î�Â�V�b  VLAN 0¿���†�š�f�M�•�\�
�Q�b�š�f�c  VTP �»�Ó�–�å
Æ�b�M�m�Z�b�«�–�µ�³�_���Û�I
�€�r�M�� VTP �”�»�Â�±�–�¬�c�
 IEEE 802.1Q �†�µ�u�
�M�m�Z�b  IEEE �º�Û�å�¡�K)F�_3æ�™�I�€�r�M��
VTP �c�
0
�X�b  LAN �±�–�É�_�ƒ�S�~�
�[�w�b�¡�S�\
Æ4Š�–�å�¹�µ�¡�«�b�P�Â�_�|�W�Z  VLAN �†�·$×
�_�Ð�µ�Æ�å�¢�K�r�M���G�b�Ð�µ�Æ�å�¢�_�|�~�
�¿�µ�º�á�î�¡'ö#.*…�@�¹�Â�–�«�†'ö#.�M�•�S�u�b�8��2�
�¸�@�±�œ�_3M�ö�I�€�r�M��

VTP �º�Û�å�«�Ì�”�Þ�å�º  �Ô�î�»�[�«�–�µ�³�†0¿���K�S���œ�
 VLAN �b�8�B�>�|�g�š�f�c�•+��[�M�@�

�Q�b�š�f�c�»�Ó�–�å
Æ�b�Ú�b�«�–�µ�³�_�c3æ�™�I�€�r�O�‡���r�S�
�š�f�@�8#Ý�M�•�b�c�
�¶���b�«�–�µ
�³�_7H�}�€�r�M���S�T�K�
�«�–�µ�³�@�G�b�Ô�î�»�b�\�A�_0¿���†�š�f�M�•�\�
�š�f
Æ���@�«�–�µ�³�b��
/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�_�–�Ñ�I�€�r�M���G�b�š�f�c�«�–�µ�³�b�«�±�î�º�”�µ�É  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å  �Ç�“�–�Ý�_�–�Ñ�M�•�G�\�v�[�A�r�M��

�»�Ó�–�å�¡�>�|�g�Ã�«�á�î�»�b0¿���ì�b�@�–�¦8o�_�X�8�Z�c�
 �� VTP 0¿���ì�b�@�–�¦8o�� >&P.17-8>' �†
�g!·�K�Z�C�T�I�8��
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VTP �b�+0[
VTP �Ô�î�»

�§�Ï�î�º�I�€�Z�8�•�«�–�µ�³�c�
 /² 17-1 �_&g�M�8�N�€�?�b  VTP �Ô�î�»�_0¿���[�A�r�M��

VTP �”�»�Â�±�–�¬

VTP �»�Ó�–�å
Æ�b�›�«�–�µ�³�c�
�S#Ý�b�Ð�Ý�³�Ÿ�Õ�«�º  �”�»�Þ�«�_�P�K�Z�
�Q�€�R�€�b�º�Û�å�¡  �Ï�î
�º�?�}�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �”�»�Â�±�–�¬�†���‡$×�_3æ�™�K�r�M���G�b�|�:�^�”�»�Â�±
�–�¬�†�w�™�K�S�¿�–�Â�î  �«�–�µ�³�c�
�²0[�_�Â�L�Z�›+¬�b  VTP �>�|�g  VLAN 0¿���†�”�µ�É�¹�î�º�K
�r�M��

/² 17-1 VTP �Ô�î�»

VTP �Ô�î�» 1��Â

VTP �§�î�Â VTP �§�î�Â  �Ô�î�»�[�c�
 VLAN �b�8�B�
�š�f�
�P7V�@�[�A�r�M���r�S�
 VTP �»�Ó�–�å
²�/�_�P�K�Z�Ú�b
�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ã�Û�Ó�î�±>& VTP �Â�î�ª�Ù�å�^�]>'�†�æ���[�A�r�M�� VTP �§�î�Â�c�
� �M  VTP 
�»�Ó�–�å
Æ�b�Ú�b�«�–�µ�³�_+¬3��b  VLAN 0¿���†�”�»�Â�±�–�¬�K�
�º�Û�å�¡  �Ü�å�¡�†�Ó�K�Z�w�™�K�S�”
�»�Â�±�–�¬�_�ö�Y�8�Z�
+¬3��b  VLAN 0¿���†�Ú�b�«�–�µ�³�\� �‡�I�O�r�M��

VTP �§�î�Â�@�¹�Ç�›�Ý�º�b�Ô�î�»�[�M��

>&�@>' VTP �§�î�Â  �Ô�î�»�[�c�
 VLAN 0¿���c  NVRAM �_�–�Ñ�I�€�r�M���«�–�µ�³�@�¥�å�Ç�•� �×�Þ�î
�©�Ù�å�†  NVRAM �_�i�A3¸�‡�[�8�•6ë�_7€���†�è���M�•�\�
 VTP �Ô�î�»�c�§�î�Â  �Ô�î�»�?�}�¡
�Û�–�”�å�º  �Ô�î�»�_+¬�·$×�_&ã/œ�K�r�M���G�b���œ�
�«�–�µ�³�c  NVRAM �@�·�8�M�•�r�[  VTP 
�§�î�Â  �Ô�î�»�_�`�•�G�\�@�[�A�r�O�‡��

VTP �¡�Û�–�”�å
�º

VTP �¡�Û�–�”�å�º�c  VTP �§�î�Â�\� �]�_�·�8�K�
�P�Â�M�•�º�Û�å�¡�[  VTP �”�µ�É�¹�î�º�†3æ�w�™�K�r
�M�@�
VTP �¡�Û�–�”�å�º�V�[  VLAN �b�8�B�
�š�f�
�P7V�†/œ�:�G�\�c�[�A�r�O�‡�� VLAN �c�
�»�Ó�–�å
�_�µ�r�€�•�
�Ú�b�§�î�Â  �Ô�î�»�b�«�–�µ�³�[0¿���K�r�M��

VTP �Â�î�ª�Ù�å  1 �>�|�g  2 �b  VTP �¡�Û�–�”�å�º  �Ô�î�»�[�c�
 VLAN 0¿���c  NVRAM �_�–�Ñ�I�€�r�O
�‡�� VTP �Â�î�ª�Ù�å  3 �[�c�
 VLAN 0¿���c�¡�Û�–�”�å�º  �Ô�î�»�[  NVRAM �_�–�Ñ�I�€�r�M��

VTP �º�Û�å�«�Ì
�”�Þ�å�º

VTP �º�Û�å�«�Ì�”�Þ�å�º  �«�–�µ�³�c�
 VTP �_�g�•�K�r�O�‡�� VTP �º�Û�å�«�Ì�”�Þ�å�º  �«�–�µ�³�c+¬3�
�b  VLAN 0¿���†�”�»�Â�±�–�¬�O�N�
�w�™�K�S�”�»�Â�±�–�¬�_�ö�Y�8�Z+¬3��b  VLAN 0¿���†� �‡�I�O�•�G
�\�v�6�~�r�O�‡���S�T�K�
 VTP �Â�î�ª�Ù�å  2 �r�S�c�Â�î�ª�Ù�å  3 �[�c�
�º�Û�å�«�Ì�”�Þ�å�º  �«�–�µ�³�c�

�º�Û�å�¡  �–�å�±�î�Ç�™�–�«�†�Ó�K�Z�Ú�b�«�–�µ�³�?�}�w�™�K�S  VTP �”�»�Â�±�–�¬�†3?3æ�K�r�M�� VTP �º
�Û�å�«�Ì�”�Þ�å�º  �Ô�î�»�[�c�
�«�–�µ�³�V�b  VLAN �†�8�B�
�š�f�
�P7V�[�A�r�M��

VTP �Â�î�ª�Ù�å  1 �>�|�g  2 �[�c�
�Ñ�G(
�V  VLAN �†�8�B�M�•�\�A�c�«�–�µ�³�†  VTP �º�Û�å�«�Ì�”�Þ�å
�º  �Ô�î�»�_�M�•�²0[�@�6�~�r�M�� VTP �Â�î�ª�Ù�å  3 �[�v�
�¡�Û�–�”�å�º  �Ô�î�»�r�S�c�§�î�Â  �Ô�î�»�[�b
�Ñ�G(
�V  VLAN �b�8�B�†�§�Ï�î�º�K�Z�8�r�M�� ���Ñ�G(
�V  VLAN �b0¿���� >&P.16-11>' �†�g!·�K�Z�C�T�I
�8��

�«�–�µ�³�@  VTP �º�Û�å�«�Ì�”�Þ�å�º  �Ô�î�»�b���œ�
 VTP �>�|�g  VLAN �b0¿���c  NVRAM �_�–�Ñ�I�€�r
�M�@�
�Ú�b�«�–�µ�³�_�c�”�»�Â�±�–�¬�I�€�r�O�‡���G�b�Ô�î�»�[�c�
 VTP �Ô�î�»�>�|�g�»�Ó�–�å�¡�c�«
�–�µ�³�b��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�_�–�Ñ�I�€�r�M���G�b�_���†�«�–�µ�³�b�«�±�î�º�”�µ�É  �¥�å�Ç�•
� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_�–�Ñ�M�•�_�c�
 copy running-config startup-config "I�’  EXEC �¥�Ð�å�»�†�Q
#Ý�K�r�M��

VTP �œ�Ç VTP �œ�Ç �Ô�î�»�[�b�«�–�µ�³�b�µ+��c�
 �º�Û�å�¡�†�Ó�K�Z  VTP �”�»�Â�±�–�¬�†3?3æ�K�^�8�G�\�†7V�C�\  
VTP �º�Û�å�«�Ì�”�Þ�å�º  �«�–�µ�³�\�K�Z�b�µ+��\� �L�[�M��
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VTP �b�+0[
>&�@>' �º�Û�å�¡  �Ï�î�º�c  VTP �”�»�Â�±�–�¬�Ó�å�º�†3æ�w�™�M�•�b�[�
�«�–�µ�³�V�[�a�^�C�\�v  1 �X�b�º�Û�å
�¡  �Ï�î�º�@0¿���I�€�Z�>�~�
�Q�b�º�Û�å�¡  �Ï�î�º�@�9�b�«�–�µ�³�b�º�Û�å�¡  �Ï�î�º�_�K)F�I�€�Z�8�•
�G�\�†&�1��M�•�²0[�@�6�~�r�M���Q�:�[�^�8���œ�
�«�–�µ�³�c  VTP �”�»�Â�±�–�¬�†�w�™�[�A�r�O�‡��
�º�Û�å�¡  �Ï�î�º�b0ò(ý�_�X�8�Z�c �� VLAN �º�Û�å�¡�b0¿���� >&P.16-15>' �†�g!·�K�Z�C�T�I�8��

VTP �”�»�Â�±�–�¬�_�|�~�
���b�¢�ß�î�Â�Ý  �»�Ó�–�å�_���@4Ä�™�I�€�r�M��

• VTP �»�Ó�–�å�¡

• VTP 0¿���b�Ü�Å�ª�Ù�å$��•

• �”�µ�É�¹�î�º  ID �>�|�g�”�µ�É�¹�î�º  �±�–�Ò�«�±�å�É

• �›  VLAN �b  Maximum Transmission Unit>&MTU; �q�±��3æ�"�)>'�§�–�¬�†�µ�t  MD5 �²�–�ª�™�«
�º  VLAN �¥�å�Ç�•� �×�Þ�î�©�Ù�å

• �Ç�Þ�î�Ò�g�'

VTP �”�»�Â�±�–�¬�[�c�I�}�_�
0¿���I�€�Z�8�•�›  VLAN �_�X�8�Z�
���b  VLAN �_���@4Ä�™�I�€�r�M��

• VLAN ID >&ISL �>�|�g  IEEE 802.1Q>'

• VLAN �¡

• VLAN �±�–�É

• VLAN �«�¸�î�º

• VLAN �±�–�É�[�w�b�Q�b�Ú�b  VLAN 0¿���_��

VTP �Â�î�ª�Ù�å  3 �[�c�
 VTP �”�»�Â�±�–�¬�_�c�É�Û�–�Ð�Ü  �§�î�Â  ID�
�–�å�«�±�å�«$��•�
�>�|�g6ä
���–�å�¹�µ�¡�«�v�µ�r�€�r�M��

VTP �Â�î�ª�Ù�å  2
�¿�µ�º�á�î�¡�[  VTP �†�Q#Ý�M�•���œ�
 VTP �b�]�b�Â�î�ª�Ù�å�†�Q#Ý�M�•�?�†�ô���M�•�²0[�@�6�~�r
�M���¹�Ç�›�Ý�º�[�c�
�Â�î�ª�Ù�å  1 �b  VTP �@�·�8�K�r�M��

VTP �Â�î�ª�Ù�å  1 �[�§�Ï�î�º�I�€�N�
�Â�î�ª�Ù�å  2 �[�§�Ï�î�º�I�€�•�µ+��c�
���b�\�>�~�[�M��

• �º�î�¡�å�Ü�å�¢  �§�Ï�î�º>8 VTP �Â�î�ª�Ù�å  2 �c�
 Token Ring Bridge Relay Function>&TrBRF; 
�º�î�¡�å�Ü�å�¢  �È�Ü�µ�ª  �Ü�Þ�î�µ+�>'�>�|�g  Token Ring Concentrator Relay Function>&TrCRF; 
�º�î�¡�å�Ü�å�¢  �¥�å�­�å�º�Þ�î�±  �Ü�Þ�î�µ+�>' VLAN �†�§�Ï�î�º�K�r�M���º�î�¡�å�Ü�å�¢  VLAN 
�b0ò(ý�_�X�8�Z�c�
 ���† =(
�V  VLAN �b0¿���� >&P.16-5>' �†�g!·�K�Z�C�T�I�8��

• 1�1‘�Y+��^  Type-Length-Value>&TLV>'�b�§�Ï�î�º>8 VTP �§�î�Â�r�S�c  VTP �¡�Û�–�”�å�º�c�

TLV �@0Ž�Ò�Y+��[�6�W�Z�v�
0¿���b�š�f�†�Ú�b�º�Û�å�¡�_���Û�K�r�M��1�1‘�I�€�^�?�W�S  TLV 
�c�
�«�–�µ�³�@  VTP �§�î�Â  �Ô�î�»�[�·�8�K�Z�8�•���œ�
 NVRAM �_�–�Ñ�I�€�r�M��

• �Â�î�ª�Ù�å�k�Ñ�º�º�Û�å�«�Ì�”�Þ�å�º  �Ô�î�»>8 VTP �Â�î�ª�Ù�å  1 �b���œ�
 VTP �º�Û�å�«�Ì�”�Þ�å
�º  �«�–�µ�³�@  VTP �Ó�µ�­�î�ª�p�b�»�Ó�–�å�¡�>�|�g�Â�î�ª�Ù�å�†1*�m�
�Â�î�ª�Ù�å�>�|�g�»�Ó�–
�å�¡�@�M+´�M�•���œ�_7H�~�Ó�µ�­�î�ª�†3?3æ�K�r�M�� VTP �Â�î�ª�Ù�å  2 �@�§�Ï�î�º�M�•�»�Ó�–�å
�c  1 �X�T�E�[�M�@�
 VTP �Â�î�ª�Ù�å  2 �º�Û�å�«�Ì�”�Þ�å�º  �«�–�µ�³�c�
�»�Ó�–�å�¡�@�M+´�K�S��
�œ�b�s�Ó�µ�­�î�ª�†3?3æ�K�r�M��

• �Z�œ�ö�è��>8 VTP �Â�î�ª�Ù�å  2 �b���œ�
 CLI>&�¥�Ð�å�»�Û�–�å  �–�å�±�î�Ç�™�–�«>' �
�r�S�c  SNMP
>&(F�Æ�¿�µ�º�á�î�¡'ö#.�É�ß�º�¥�Ý>'�†�Ó�K�Z�‚�K�8�_���@
°�Š�I�€�S���œ�_7H�~�
 VLAN �Z�œ�ö
�è��>& VLAN �¡�
�Í�^�]>'�†/œ�8�r�M�� VTP �Ó�µ�­�î�ª�?�}�‚�K�8�_���†�v�“�K�S���œ�
�r�S�c  
NVRAM �?�}�_���†1��s3¸�‡�T���œ�_�c�
�Z�œ�ö�è���†/œ�8�r�O�‡���w�™�K�S  VTP �Ó�µ�­�î�ª�b  
MD5 �²�–�ª�™�«�º�@�w� �[�6�€�d�
�_���†�w�E
°�€�r�M��
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'¨  17 'v       VTP �b0¿��
VTP �b�+0[
VTP �Â�î�ª�Ù�å  3
VTP �Â�î�ª�Ù�å  1 �r�S�c  2 �[�§�Ï�î�º�I�€�N�
�Â�î�ª�Ù�å  3 �[�§�Ï�î�º�I�€�•�µ+��c�
���b�\�>�~�[
�M��

• �Ñ�G1�0É>81�0É�† hidden �r�S�c  secret �\�K�Z0¿���[�A�r�M��0¿���†  hidden �_�K�Z�8�•���œ�
�Ã
�«�á�î�»�e�Ð�4�?�}�b&Î�&�Ÿ�î�c  VLAN �b�¹�î�±�Ë�î�«  �Ç�“�–�Ý�_�–�Ñ�I�€�r�M�@�
0¿���_�>�8
�Z�É�Þ�î�å  �¸�Ÿ�«�º�[/²&g�I�€�•�G�\�c�6�~�r�O�‡���æ�ƒ�~�_�
�Ã�«�á�î�»�_6õ4��Ü�E�}�€�Z�8
�•�Ÿ�î�@  16 4
/²0°�[��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�_�–�Ñ�I�€�r�M���»�Ó�–�å�_�¸�–�¡�œ�î�Â�î  �¥
�Ð�å�»�†
°�Š�M�•�\�A�c�
�Ã�«�á�î�»�†
Ì
°�Š�M�•�²0[�@�6�~�r�M���Ÿ�î�á�î�»  secret �†
°�Š�M
�•���œ�
�Ã�«�á�î�»�_&Î�&�Ÿ�î�†%$�K0¿���[�A�r�M��

• �Ñ�G(
�V  VLAN >&VLAN 1006 >|  4094>'�b�¹�î�±�Ë�î�«���Û�b�§�Ï�î�º�� VTP �Â�î�ª�Ù�å  1 �>�|
�g  2 �[���Û�M�•(
�V�c�
 VLAN 1 >|  1005 �T�E�[�M���Ñ�G  VLAN �†0¿���K�Z�8�•���œ�c�
 VTP 
�Â�î�ª�Ù�å  3 �?�}�Â�î�ª�Ù�å  1 �r�S�c  2 �_�š�n�[�A�r�O�‡��

>&�@>' VTP �É�Ý�î�½�å�¢�c�,�A)F�A  VLAN 1 >|  1005 �_�T�E4:#Ý�I�€�
 VLAN 1002 >|  1005 �c�£
(Ù�I�€�S�r�r�[�š�f�[�A�r�O�‡��

• �É�Û�–�Ë�î�º  VLAN �b�§�Ï�î�º��

• �»�Ó�–�å�b�õ�–�b�¹�î�±�Ë�î�«�†�§�Ï�î�º�K�r�M�� VTP �_���b���Û�_�•�<�Z�
�Â�î�ª�Ù�å  3 �c  
Multiple Spanning Tree Protocol>&MSTP>'�¹�î�±�Ë�î�«�_���†���Û�[�A�r�M�� VTP �É�ß�º�¥�Ý�b
�¶�9�–�å�«�±�å�«�@  VTP �†�Q#Ý�M�•�›�”�É�Ü�£�î�©�Ù�å�[��/œ�I�€�r�M��

• VTP �É�Û�–�Ð�Ü  �§�î�Â�\  VTP �­�•�å�²�Ü  �§�î�Â�� VTP �É�Û�–�Ð�Ü  �§�î�Â�c�¹�î�±�Ë�î�«�_���†
�”�µ�É�¹�î�º�K�
�©�«�¸�Ò
Æ�b�M�m�Z�b�¹�Â�–�«�_�|�W�Z/œ�ƒ�€�•�”�µ�É�¹�î�º�†3æ�™�K�r�M��
VTP �­�•�å�²�Ü  �§�î�Â�[��/œ�[�A�•�b�c�
�É�Û�–�Ð�Ü  �§�î�Â�?�}  NVRAM �_�w�E�v�W�S�”�µ�É
�¹�î�º�í�s  VTP �¥�å�Ç�•� �×�Þ�î�©�Ù�å�b�Â�µ�¡�”�µ�É�T�E�[�M��

�¹�Ç�›�Ý�º�[�c�
�M�m�Z�b�¹�Â�–�«�c�­�•�å�²�Ü  �§�î�Â�\�K�Z2s�·�K�r�M�� vtp primary  "I�’  
EXEC �¥�Ð�å�»�†
°�Š�K�Z�É�Û�–�Ð�Ü  �§�î�Â�†�æ���M�•�G�\�@�[�A�r�M���É�Û�–�Ð�Ü  �§�î�Â�b�«
�¸�î�±�«�c�
'ö#.*…�@�»�Ó�–�å�[�¸�–�¡�œ�î�Â�î  �Ó�µ�­�î�ª�†$Î/œ�M�•���œ�
�¹�î�±�Ë�î�«�b
�”�µ�É�¹�î�º#Ý�_�²0[�\�^�•�T�E�[�M���É�Û�–�Ð�Ü  �§�î�Â�^�K�[��#Ý  VTP �»�Ó�–�å�†�â�X�G�\�@
�[�A�r�M���É�Û�–�Ð�Ü  �§�î�Â�b�«�¸�î�±�«�c�
�«�–�µ�³�_�Ã�«�á�î�»�@0¿���I�€�Z�8�•���œ�[�v�

/æ*(�@�Ü�ß�î�»�K�S�~�
�»�Ó�–�å�b�Ã�Û�Ó�î�±�@�š�f�K�S�~�M�•�\�»�ƒ�€�r�M��

• �º�Û�å�¡>&�Ï�î�º>'�"�)�[  VTP �†�œ�å�r�S�c�œ�Ç�_�M�•�œ�É�©�Ù�å�� [no] vtp �–�å�±�î�Ç�™�–�«  
�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�M�•�\�
�Ï�î�º�"�)�[  VTP �†�–�¿�î�È�Ý�r�S�c�¹�•�­�î
�È�Ý�_�[�A�r�M���º�Û�å�¡  �Ï�î�º�V�[  VTP �†�¹�•�­�î�È�Ý�_�M�•�\�
�Q�b�Ï�î�º�b�M�m�Z�b  VTP 
�–�å�«�±�å�«�@�¹�•�­�î�È�Ý�_�^�~�r�M�� VTP �b0¿���†�
 MST �¹�î�±�Ë�î�«�_�c  off �_�M�•�M�‰
�[�
� �L�Ï�î�º�b  VLAN �¹�î�±�Ë�î�«�_�c  on �_�M�•�G�\�c�[�A�r�O�‡��

�¢�ß�î�Â�Ý�_  VTP �Ô�î�»�†�œ�Ç�_0¿���M�•�\�
�©�«�¸�Ò�b�M�m�Z�b�º�Û�å�¡  �Ï�î�º�_�G�b0¿���@
4:#Ý�I�€�r�M���S�T�K�
 VTP �–�å�«�±�å�«  �Ë�î�«�[�G�b�Ô�î�»�b�œ�å�r�S�c�œ�Ç�†�æ���M�•�G�\
�c�[�A�r�M���S�\�<�d�
 VLAN �¹�î�±�Ë�î�«�_�c�
�«�–�µ�³�†  VTP �§�î�Â�\�K�Z0¿���M�•�M�‰
�[�
 MST �¹�î�±�Ë�î�«�_�c  VTP �†  off �_0¿���M�•�G�\�@�[�A�r�M��

VTP �É�Ý�î�½�å�¢

VTP �É�Ý�î�½�å�¢�†�Q#Ý�M�•�\�
�º�Û�Ç�•�µ�¡�@��
›�¹�Â�–�«�_�?4)�M�•�S�u�_�Q#Ý�K�^�E�€�d�^�}
�^�8�º�Û�å�¡  �Ü�å�¡�l�b�Ç�Û�µ�¹�•�å�¢  �º�Û�Ç�•�µ�¡�@�D7H�I�€�•�b�[�
�Q#Ý�•+��^�¿�µ�º�á�î�¡�•
�æ�œ�@�Q�<�r�M�� VTP �É�Ý�î�½�å�¢�†�Q#Ý�K�^�8���œ�
�«�–�µ�³�c�w�™
��b�«�–�µ�³�[�ë� �I�€�•�•
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'¨  17 'v       VTP �b0¿��
VTP �b�+0[
+��ö�@�6�W�Z�v�
 VTP �»�Ó�–�å
Æ�b�M�m�Z�b�º�Û�å�¡  �Ü�å�¡�_�
�È�ß�î�»�Ÿ�Õ�«�º�
�Ð�Ý�³�Ÿ�Õ�«�º�

�>�|�g�Y�Â�b�Ø�½�Ÿ�Õ�«�º  �º�Û�Ç�•�µ�¡�†�Ç�Û�µ�¹�•�å�¢�K�r�M�� VTP �É�Ý�î�½�å�¢�c�¹�Ç�›�Ý�º�[
�¹�•�­�î�È�Ý�[�M��

VTP �É�Ý�î�½�å�¢�c�
�É�Ý�î�½�å�¢4:�A�Ü�«�º�_�æ���I�€�S  VLAN �º�Û�å�¡  �Ï�î�º�l�b�Y0[�^�Ç�Û�µ
�¹�•�å�¢  �º�Û�Ç�•�µ�¡�†7<�F�K�r�M���É�Ý�î�½�å�¢4:�A�Ü�«�º�_�æ���I�€�S  VLAN �T�E�@�
�É�Ý�î�½
�å�¢�b�P1ß�_�^�~�r�M���¹�Ç�›�Ý�º�[�c�
�«�–�µ�³�b�º�Û�å�¡  �Ï�î�º�V�[  VLAN 2 >|  1001 �@�É�Ý�î
�½�å�¢4:�A�[�M���É�Ý�î�½�å�¢�Y4:�A�\�K�Z0¿���K�S  VLAN �_�X�8�Z�c�
�,�A)F�A�Ç�Û�µ�¹�•�å�¢�@
/œ�ƒ�€�r�M�� VTP �É�Ý�î�½�å�¢�c�M�m�Z�b�Â�î�ª�Ù�å�b  VTP �[�§�Ï�î�º�I�€�r�M��

�W 17-1 �_�
 VTP �É�Ý�î�½�å�¢�†�Q#Ý�K�^�8���œ�b�«�–�µ�³�»  �¿�µ�º�á�î�¡�†&g�K�r�M���«�–�µ�³  A 
�b�Ï�î�º  1 �>�|�g�«�–�µ�³  D �b�Ï�î�º  2 �c�
 Red �\�8�:  VLAN �_�m�~�\�Z�}�€�Z�8�r�M�� �«�–�µ�³  A 
�_�K)F�I�€�S�Í�«�º�?�}�È�ß�î�»�Ÿ�Õ�«�º�@3æ�™�I�€�S���œ�
�«�–�µ�³  A �c�
�G�b�È�ß�î�»�Ÿ�Õ�«�º
�†�Ç�Û�µ�¹�•�å�¢�K�r�M�� Red VLAN �_�Ï�î�º�†�â�S�^�8�«�–�µ�³  C�
 E�
 F �v�µ�u�Z�
�¿�µ�º�á�î�¡

Æ�b�M�m�Z�b�«�–�µ�³�@�G�b�È�ß�î�»�Ÿ�Õ�«�º�†�w�™�K�r�M��

�W 17-1 VTP �É�Ý�î�½�å�¢�†�Q#Ý�K�^�8���œ�b�Ç�Û�µ�¹�•�å�¢  �º�Û�Ç�•�µ�¡

�W 17-2 �_�
 VTP �É�Ý�î�½�å�¢�†�–�¿�î�È�Ý�_0¿���K�S�«�–�µ�³�»  �¿�µ�º�á�î�¡�†&g�K�r�M�� �«�–�µ�³  
A �?�}�b�È�ß�î�»�Ÿ�Õ�«�º  �º�Û�Ç�•�µ�¡�c�
�«�–�µ�³  C�
 E�
 F �_�c3?3æ�I�€�r�O�‡���W�_&g�I�€�Z�8
�•�Ü�å�¡  �Ï�î�º>&�«�–�µ�³  B �b�Ï�î�º  5�
�>�|�g�«�–�µ�³  D �b�Ï�î�º  4>'�[�
 Red VLAN �b�º�Û
�Ç�•�µ�¡�@�É�Ý�î�½�å�¢�I�€�•�?�}�[�M��

�,���6�4  D

�,���6�4  E

�,���6�4  C�,���6�4  F �,���6�4  A

�,���6�4  B

�P�o�;  1

�P�o�;  2

Red 
VLAN

89
24

0
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'¨  17 'v       VTP �b0¿��
VTP �b0¿��
�W 17-2 VTP �É�Ý�î�½�å�¢�_�|�•�Ç�Û�µ�¹�•�å�¢  �º�Û�Ç�•�µ�¡�b�q4:�ì

VTP �§�î�Â�[  VTP �É�Ý�î�½�å�¢�†�–�¿�î�È�Ý�_�M�•�\�
'ö#.�»�Ó�–�å
²�/�[�É�Ý�î�½�å�¢�@�–�¿�î�È
�Ý�_�^�~�r�M�� VLAN �†�É�Ý�î�½�å�¢4:�A�r�S�c�Y4:�A�\�K�Z0¿���M�•���œ�
�s8j�†�w�E�•�b�c�
�Q
�b�º�Û�å�¡�V�b  VLAN �b�É�Ý�î�½�å�¢�T�E�[�M>& VTP �»�Ó�–�å
Æ�b�M�m�Z�b�«�–�µ�³�_�s8j�M�•�ƒ�E
�[�c�6�~�r�O�‡>' ��

�� VTP �É�Ý�î�½�å�¢�b�–�¿�î�È�Ý�ì�� >&P.17-15>' �†�g!·�K�Z�C�T�I�8�� VTP �É�Ý�î�½�å�¢�c�
�–�¿�î�È
�Ý�_�K�Z�?�}�X&Ê�‹�_�w� �_�^�~�r�M�� VTP �É�Ý�î�½�å�¢�Y4:�A�b  VLAN �?�}�b�º�Û�Ç�•�µ�¡�c�
�É
�Ý�î�½�å�¢�b�P1ß�_�^�~�r�O�‡�� VLAN 1 �>�|�g  VLAN 1002 >|  1005 �c�–�_�É�Ý�î�½�å�¢�Y4:�A�[�M��
�G�€�}�b  VLAN �?�}�b�º�Û�Ç�•�µ�¡�c�É�Ý�î�½�å�¢�[�A�r�O�‡���Ñ�G(
�V  VLAN >&1005 �†2x�<�•  
VLAN ID >'�v�É�Ý�î�½�å�¢�Y4:�A�[�M��

VTP �É�Ý�î�½�å�¢�c  VTP �º�Û�å�«�Ì�”�Þ�å�º  �Ô�î�»�[�c�µ+��K�^�8�|�:�_0¿0£�I�€�Z�8�r�M���¿�µ�º
�á�î�¡
Æ�_  VTP �º�Û�å�«�Ì�”�Þ�å�º  �Ô�î�»�b�«�–�µ�³�@  1 �Ž�r�S�c0
�X�Ñ�~�M�•���œ�c�
���b�8�N�€
�?�†��/œ�M�•�²0[�@�6�~�r�M��

• �¿�µ�º�á�î�¡
²�/�b  VTP �É�Ý�î�½�å�¢�†�œ�Ç�_�K�r�M��

• VTP �º�Û�å�«�Ì�”�Þ�å�º  �«�–�µ�³�b�”�µ�É�«�º�Ü�î�Ò
��_�6�•�«�–�µ�³�b�º�Û�å�¡�V�[�
�M�m�Z
�b  VLAN �†�É�Ý�î�½�å�¢�Y4:�A�_�M�•�G�\�_�|�W�Z�
 VTP �É�Ý�î�½�å�¢�†�œ�Ç�_�K�r�M��

�–�å�±�î�Ç�™�–�«�_  VTP �É�Ý�î�½�å�¢�†0¿���M�•�_�c�
 switchport trunk pruning vlan  �–�å�±�î�Ç�™
�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M>&���É�Ý�î�½�å�¢4:�A�Ü�«�º�b�š�f�� >&P.16-21>' �†
�g!·>' �� VTP �É�Ý�î�½�å�¢�c�
�–�å�±�î�Ç�™�–�«�@�º�Û�å�Ÿ�å�¢�†��/œ�K�Z�8�•���œ�_�8#Ý�K�r�M��
VLAN �É�Ý�î�½�å�¢�b4:�A�ö�c�
 VTP �»�Ó�–�å�[  VTP �É�Ý�î�½�å�¢�@�–�¿�î�È�Ý�[�6�•�?�]�:�?�
"I
���b  VLAN �@�Ñ�~�M�•�?�]�:�?�
�>�|�g�–�å�±�î�Ç�™�–�«�@#'�~�º�Û�å�Ÿ�å�¢�†��/œ�K�Z�8�•�?�]�:
�?�_�?�?�ƒ�}�N�
0¿���[�A�r�M��

VTP �b0¿��
�G�G�[�c�
���b0¿���_�X�8�Z1��Â�K�r�M��

• �� VTP �b�¹�Ç�›�Ý�º0¿���� >&P.17-8>'

• �� VTP 0¿���ì�b�@�–�¦8o�� >&P.17-8>'

• �� VTP �Ô�î�»�b0¿���� >&P.17-10>'

• �� VTP �Â�î�ª�Ù�å�b�–�¿�î�È�Ý�ì�� >&P.17-14>'

�,���6�4  D

�,���6�4  E

�,���6�4  C�,���6�4  F �,���6�4  A

�,���6�4  B

�P�o�;  1

�P�o�;  2

Red 
VLAN

89
24

1

�P�o�;
4

�H�\�6�:���f�#  �;�\�H���6�"�ê

�J�^�o �> �f�#�Ð���ù�Ô�•

�P�o�;
5

�H�\�6�:���f�#  �;�\�H���6�"�ê

�J�^�o �> �f�#�Ð���ù�Ô�•
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'¨  17 'v       VTP �b0¿��
VTP �b0¿��
• �� VTP �É�Ý�î�½�å�¢�b�–�¿�î�È�Ý�ì�� >&P.17-15>'

• ���Ï�î�º�"�)�b  VTP �b0¿���� >&P.17-16>'

• �� VTP �»�Ó�–�å�l�b  VTP �¡�Û�–�”�å�º  �«�–�µ�³�b3ã�•�� >&P.17-16>'

VTP �b�¹�Ç�›�Ý�º0¿��

/² 17-2 �_�
 VTP �b�¹�Ç�›�Ý�º0¿���†&g�K�r�M��

VTP 0¿���ì�b�@�–�¦8o

VTP �Ã�«�á�î�»�
�Â�î�ª�Ù�å�
 VTP �Ç�“�–�Ý�¡�
�q�‚�b  VTP �_���†�f�j�M�•�–�å�±�î�Ç�™�–�«�
�»
�Ó�–�å�¡�
�>�|�g�Ô�î�»�†0¿���M�•���œ�
�I�}�_�É�Ý�î�½�å�¢�†�¹�•�­�î�È�Ý�r�S�c�–�¿�î�È�Ý�_0¿��
�M�•���œ�_�c�
 vtp �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M���Q#Ý�[�A�•�Ÿ�î�á�î
�»�b0ò(ý�_�X�8�Z�c�
�G�b�Ü�Ü�î�«�_�P�Â�M�•�¥�Ð�å�»  �Ü�Ç�“�Þ�å�«�_0°3U�I�€�Z�8�•�¥�Ð�å�»�b1�
�Â�†�g!·�K�Z�C�T�I�8�� VTP �_���c  VTP VLAN �¹�î�±�Ë�î�«�_�–�Ñ�I�€�r�M�� VTP �Ô�î�»�@�º�Û�å
�«�Ì�”�Þ�å�º�[�6�•���œ�
 VTP �»�Ó�–�å�¡�>�|�g�Ô�î�»�c�«�–�µ�³�b��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å  
�Ç�“�–�Ý�_�v�–�Ñ�I�€�r�M���G�b�_���†�«�–�µ�³�b�«�±�î�º�”�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý
�_�–�Ñ�M�•�_�c�
 copy running-config startup-config "I�’  EXEC �¥�Ð�å�»�†
°�Š�K�r�M���«�–�µ�³�†
�Ü�­�µ�º�K�S���œ�
 VTP �Ô�î�»�†�º�Û�å�«�Ì�”�Þ�å�º�\�K�Z�–�Ñ�M�•�_�c�
�G�b�¥�Ð�å�»�†�Q#Ý�M�•
�²0[�@�6�~�r�M��

�«�–�µ�³�b�«�±�î�º�”�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_  VTP �_���†�–�Ñ�K�Z�
�«�–�µ�³�†
Ì2s
�·�M�•�\�
�«�–�µ�³�b0¿���c���b�|�:�_4E�¥�I�€�r�M��

• �«�±�î�º�”�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�>�|�g  VLAN �¹�î�±�Ë�î�«
Æ�b  VTP �Ô�î�»�@�º�Û�å�«
�Ì�”�Þ�å�º�[�6�~�
 VLAN �¹�î�±�Ë�î�«�\�«�±�î�º�”�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�b  
VTP �»�Ó�–�å�¡�@�M+´�M�•���œ�c�
 VLAN �¹�î�±�Ë�î�«�@!“0i�I�€>&�¡�Ü�”�I�€>'�r�M���«�±�î
�º�”�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý
Æ�b  VTP �>�|�g  VLAN 0¿���@�Q#Ý�I�€�r�M�� VLAN 
�¹�î�±�Ë�î�«
Æ�b  VLAN �¹�î�±�Ë�î�«  �Ü�Å�ª�Ù�å$��•�c�š�f�I�€�r�O�‡��

• �«�±�î�º�”�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å
Æ�b  VTP �Ô�î�»�r�S�c�»�Ó�–�å�¡�@  VLAN �¹�î�±�Ë�î
�«�\�M+´�K�^�8���œ�
�q�6�b  1005 �¶�b  VLAN �b�»�Ó�–�å�¡�
 VTP �Ô�î�»�
�>�|�g  VTP 0¿���_�c  
VLAN �¹�î�±�Ë�î�«�_���@�Q#Ý�I�€�r�M��

/² 17-2 VTP �b�¹�Ç�›�Ý�º0¿��

�µ+� �¹�Ç�›�Ý�º0¿��

VTP �»�Ó�–�å�¡ �¾�Ý

VTP �Ô�î�»>& VTP �Â�î�ª�Ù�å  1 �>�|�g�Â�î
�ª�Ù�å  2>'

�§�î�Â

VTP �Ô�î�»>& VTP �Â�î�ª�Ù�å  3>' �G�b�Ô�î�»�c�
 VTP �Â�î�ª�Ù�å  3 �_�š�n�M�•�S�b�Â�î
�ª�Ù�å  1 �r�S�c  2 �b�Ô�î�»�\� �L�[�M��

VTP �Â�î�ª�Ù�å  �Â�î�ª�Ù�å  1

MST �¹�î�±�Ë�î�«  �Ô�î�» �º�Û�å�«�Ì�”�Þ�å�º

VTP �Â�î�ª�Ù�å  3 �b�§�î�Â  �±�–�É �­�•�å�²�Ü

VTP �Ã�«�á�î�» �^�K��

VTP �É�Ý�î�½�å�¢ �¹�•�­�î�È�Ý
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'¨  17 'v       VTP �b0¿��
VTP �b0¿��
�»�Ó�–�å�¡

VTP �†�6�u�Z0¿���M�•�\�A�c�
�²�N�»�Ó�–�å�¡�†�m�~�\�Z�•�²0[�@�6�~�r�M���r�S�
 VTP �»�Ó�–�å
Æ
�b�M�m�Z�b�«�–�µ�³�†�
� �L�»�Ó�–�å�¡�[0¿���K�^�E�€�d�^�~�r�O�‡�� VTP �º�Û�å�«�Ì�”�Þ�å�º  �Ô�î
�»�b�«�–�µ�³�c�
�Ú�b�«�–�µ�³�\  VTP �Ó�µ�­�î�ª�†�º�n�K�r�O�‡���G�€�}�b�«�–�µ�³�_�X�8�Z�c  VTP 
�»�Ó�–�å�¡�†0¿���M�•�²0[�c�6�~�r�O�‡��

>&�@>' NVRAM �>�|�g  DRAM �b0°���æ�@���(�_�6�•���œ�c�
 VTP �»�Ó�–�å
Æ�b�M�m�Z�b�«�–�µ�³�†  VTP 
�§�î�Â  �Ô�î�»�_�M�•�²0[�@�6�~�r�M��

�@�– �M�m�Z�b�«�–�µ�³�@  VTP �¡�Û�–�”�å�º  �Ô�î�»�[�·�8�K�Z�8�•���œ�c�
 VTP �»�Ó�–�å�†0¿���K�^�8
�[�C�T�I�8���»�Ó�–�å�†0¿���M�•�\�
�Q�b�»�Ó�–�å�b  VLAN 0¿���†�š�f�[�A�^�C�^�~�r�M�� VTP 
�»�Ó�–�å
Æ�b�a�^�C�\�v  1 �Ž�b�«�–�µ�³�†  VTP �§�î�Â  �Ô�î�»�_0¿���K�Z�C�T�I�8��

�Ã�«�á�î�»

VTP �»�Ó�–�å�b�Ã�«�á�î�»�c0¿���[�A�r�M�@�
�²8r�[�c�6�~�r�O�‡���»�Ó�–�å  �Ã�«�á�î�»�†0¿���M�•
���œ�c�
�M�m�Z�b�»�Ó�–�å  �«�–�µ�³�[� �L�Ã�«�á�î�»�†
¹�w�K�
'ö#.�»�Ó�–�å
Æ�b�«�–�µ�³�H�\�_�Ã
�«�á�î�»�†0¿���M�•�²0[�@�6�~�r�M���Ã�«�á�î�»�b�^�8�«�–�µ�³�
�r�S�c�Ã�«�á�î�»�@�Y�G�^�«�–�µ�³
�c�
 VTP �”�»�Â�±�–�¬�†�Ä�°�K�r�M��

�»�Ó�–�å�_  VTP �Ã�«�á�î�»�†0¿���M�•���œ�
 VTP 0¿���^�K�[2s�·�K�S�«�–�µ�³�c�
�G�K�8�Ã�«�á�î�»
�†�Q#Ý�K�Z0¿���K�^�87H�~�
 VTP �”�»�Â�±�–�¬�†�w�™�K�r�O�‡��0¿���‹�
�«�–�µ�³�c� �L�Ã�«�á�î�»
�>�|�g�»�Ó�–�å�¡�†�Q#Ý�K�S  VTP �”�»�Â�±�–�¬�†�w�™�K�r�M��

VTP �µ+��†�â�X�¤�Ñ�b�¿�µ�º�á�î�¡�_�‚�K�8�«�–�µ�³�†3ã�•�K�S���œ�
�Q�b�‚�K�8�«�–�µ�³�_4:�)�^
�Ã�«�á�î�»�†0¿���K�Z�6�u�Z�
�«�–�µ�³�c�»�Ó�–�å�¡�†�Û*f�K�r�M��

�@�– VTP �»�Ó�–�å  �Ã�«�á�î�»�†0¿���K�S�_�v�?�?�ƒ�}�N�
�»�Ó�–�å
Æ�b�›�«�–�µ�³�_'ö#.�»�Ó�–�å  �Ã
�«�á�î�»�†�m�~�\�Z�^�?�W�S���œ�_�c�
'ö#.�»�Ó�–�å�@�G�–�_�·�8�K�r�O�‡��

VTP �Â�î�ª�Ù�å

��/æ�M�•  VTP �Â�î�ª�Ù�å�†�ô���M�•���œ�c�
���b�@�–�¦8o�_�‘�W�Z�C�T�I�8��

• VTP �»�Ó�–�å
Æ�b�M�m�Z�b�«�–�µ�³�c� �L�»�Ó�–�å�¡�†�Q#Ý�M�•�²0[�@�6�~�r�M�@�
�M�m�Z�@� 
�L  VTP �Â�î�ª�Ù�å�†��/œ�M�•�²0[�c�6�~�r�O�‡��

• VTP �Â�î�ª�Ù�å  2 �P�Â�b�«�–�µ�³�V�[  VTP �Â�î�ª�Ù�å  2 �@�¹�•�­�î�È�Ý�_0¿���I�€�Z�8�•���œ�

VTP �Â�î�ª�Ù�å  2 �P�Â�«�–�µ�³�c�
 VTP �Â�î�ª�Ù�å  1 �†��/œ�K�Z�8�•�«�–�µ�³�\� �L  VTP �»�Ó�–
�å�[�·�8�[�A�r�M>&�¹�Ç�›�Ý�º�[�c  VTP �Â�î�ª�Ù�å  2 �c�¹�•�­�î�È�Ý�_�^�W�Z�8�r�M>' ��

• VTP �Â�î�ª�Ù�å  1 �†��/œ�K�Z�8�•�v�b�b�
 VTP �Â�î�ª�Ù�å  2 �_�P�Â�•+��^�«�–�µ�³�@  VTP �Â�î
�ª�Ù�å  3 �”�»�Â�±�–�¬�†�w�™�M�•�\�
�G�b�«�–�µ�³�c  VTP �Â�î�ª�Ù�å  2 �_+¬�·$×�_&ã/œ�K�r�M��

• VTP �Â�î�ª�Ù�å  3 �†��/œ�K�Z�8�•�«�–�µ�³�@  VTP �Â�î�ª�Ù�å  1 �†��/œ�K�Z�8�•�«�–�µ�³�_�K)F�M
�•�\�
 VTP �Â�î�ª�Ù�å  1 �b�«�–�µ�³�c  VTP �Â�î�ª�Ù�å  2 �_&ã/œ�K�
 VTP �Â�î�ª�Ù�å  3 �b�«�–�µ
�³�c�
�«�£�î�Ý�²�˜�å�K�S�Â�î�ª�Ù�å�b  VTP �Ã�£�µ�º�†3æ�™�M�•�S�u�
 VTP �Â�î�ª�Ù�å  2 �«�–�µ
�³�c+¬3��b�¹�î�±�Ë�î�«�†�”�µ�É�¹�î�º�[�A�r�M��

• VTP �Â�î�ª�Ù�å  3 �†��/œ�M�•�«�–�µ�³�c�
�Ñ�G  VLAN �†�â�X���œ�c�Â�î�ª�Ù�å  1 �r�S�c  2 �_&ã/œ
�[�A�r�O�‡��
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VTP �b0¿��
• � �M  VTP �»�Ó�–�å
Æ�b�M�m�Z�b�«�–�µ�³�@�Â�î�ª�Ù�å  2 �_�P�Â�•+��^���œ�†7V�8�Z�
�«�–�µ�³�V
�[  VTP �Â�î�ª�Ù�å  2 �†�–�¿�î�È�Ý�_�K�^�8�[�C�T�I�8���6�•�«�–�µ�³�[�Â�î�ª�Ù�å  2 �†�–�¿�î�È
�Ý�_�M�•�\�
�»�Ó�–�å
Æ�b�M�m�Z�b�Â�î�ª�Ù�å  2 �P�Â�«�–�µ�³�[�Â�î�ª�Ù�å  2 �@�–�¿�î�È�Ý�_�^�~
�r�M���Â�î�ª�Ù�å  1 �S#Ý�b�«�–�µ�³�@�»�Ó�–�å�_�µ�r�€�Z�8�•���œ�
�Q�b�«�–�µ�³�c�Â�î�ª�Ù�å  2 
�P�Â�«�–�µ�³�\�b6ë�[  VTP �_���†�º�n�[�A�r�O�‡��

• VTP �Â�î�ª�Ù�å  1 �>�|�g  2 �b�«�–�µ�³�c  VTP �Â�î�ª�Ù�å  3 �b�”�»�Â�±�–�¬�†3?3æ�K�^�8�S�u�
�G
�€�}�†�¿�µ�º�á�î�¡  �š�µ�ª�_4Ä*(�M�•�G�\�†�N�á�K�r�M��

• �Q#Ý#”�C�_ TrBRF �>�|�g  TrCRF �º�î�¡�å�Ü�å�¢  �¿�µ�º�á�î�¡�@�µ�r�€�Z�8�•���œ�_�
�º�î�¡�å
�Ü�å�¢  VLAN �«�–�µ�³�å�¢�µ+��†�G�K�C�·�8�I�O�•�_�c�
 VTP �Â�î�ª�Ù�å  2 �r�S�c�Â�î�ª�Ù�å  3 
�†�–�¿�î�È�Ý�_�M�•�²0[�@�6�~�r�M���º�î�¡�å�Ü�å�¢�>�|�g�º�î�¡�å�Ü�å�¢  Net �†��/œ�M�•���œ
�c�
 VTP �Â�î�ª�Ù�å  2 �†�¹�•�­�î�È�Ý�_�K�r�M��

• VTP �Â�î�ª�Ù�å  1 �>�|�g�Â�î�ª�Ù�å  2 �c�
�Ñ�G(
�V  VLAN >&VLAN 1006 >|  4094>'�b0¿���_���†
���Û�K�r�O�‡���G�€�}�b  VLAN �c�›/æ*(�[�m�·�_�|�W�Z0¿���M�•�²0[�@�6�~�r�M�� VTP �Â�î�ª�Ù
�å  3 �c�Ñ�G(
�V  VLAN �†�§�Ï�î�º�K�r�M���Ñ�G  VLAN �†0¿���K�Z�8�•���œ�
 VTP �Â�î�ª�Ù�å  3 
�?�}  VTP �Â�î�ª�Ù�å  2 �_�š�n�[�A�r�O�‡��

• VTP �Â�î�ª�Ù�å  3 /æ*(�b�º�Û�å�¡  �Ï�î�º�@  VTP �Â�î�ª�Ù�å  2 /æ*(�?�}�b�Ó�µ�­�î�ª�†�w�™�K�S��
�œ�
�G�b/æ*(�c�
 VLAN �¹�î�±�Ë�î�«�†�«�£�î�Ý�²�˜�å�K�
�Q�b"I���b�º�Û�å�¡�V�[  VTP �Â�î
�ª�Ù�å  2 �Ç�›�î�Ð�µ�º�†�Q#Ý�K�Z3æ�™�K�r�M�� VTP �Â�î�ª�Ù�å  3 /æ*(�c�
�q�6�_�Q�b�º�Û�å�¡  
�Ï�î�º�[  VTP �Â�î�ª�Ù�å  2 �Ã�£�µ�º�†�w�™�K�^�87H�~�
 VTP �Â�î�ª�Ù�å  2 �Ç�›�î�Ð�µ�º�b�Ã�£�µ
�º�†3æ�™�K�r�O�‡��

• VTP �Â�î�ª�Ù�å  3 /æ*(�@�
�6�•�º�Û�å�¡  �Ï�î�º�[  VTP �Â�î�ª�Ù�å  2 /æ*(�†�è���K�S���œ�
�g�‰�b
�¿�–�Â�î�@� �M�º�Û�å�¡�V�[
¹�Ñ�[�A�•�|�:�_�
 VTP �Â�î�ª�Ù�å  2 �Ã�£�µ�º�T�E�[�^�C  VTP �Â�î
�ª�Ù�å  3 �Ã�£�µ�º�b3æ�™�v)E)F�K�r�M��

• VTP �Â�î�ª�Ù�å  3 /æ*(�c�
 VTP �Â�î�ª�Ù�å  2 �r�S�c�Â�î�ª�Ù�å  1 �b/æ*(�?�}�b0¿���_���c�w�E
°
�€�r�O�‡��

• 2 �X�b  VTP �Â�î�ª�Ù�å  3 �Ü�î�ª�Ù�å�c�
 VTP �Â�î�ª�Ù�å  1 �Ü�î�ª�Ù�å�r�S�c�Â�î�ª�Ù�å  2 �Ü�î
�ª�Ù�å�[�c�
�º�Û�å�«�Ì�”�Þ�å�º  �Ô�î�»�[�T�E3û�™�[�A�r�M��

• VTP �Â�î�ª�Ù�å  1 �_�T�E�P�Â�M�•/æ*(�c�
 VTP �Â�î�ª�Ù�å  3 /æ*(�\�b%&�«4 #Ý�c�[�A�r�O�‡��

0¿��0[�ó

VTP �†0¿���M�•���œ�c�
�«�–�µ�³�@�»�Ó�–�å
Æ�b�Ú�b�«�–�µ�³�\  VTP �”�»�Â�±�–�¬�Ó�å�º�†3æ�w�™�[
�A�•�|�:�_�
�º�Û�å�¡  �Ï�î�º�†0¿���M�•�²0[�@�6�~�r�M��

0ò(ý�_�X�8�Z�c�
 �� VLAN �º�Û�å�¡�b0¿���� >&P.16-15>' �†�g!·�K�Z�C�T�I�8��  

�¡�Û�«�±  �Ó�å�Â  �«�–�µ�³�b  VTP �†  VLAN �_0¿���M�•���œ�
 rcommand "I�’  EXEC �¥�Ð�å�»�†�Q#Ý
�K�Z�
�Q�b�Ó�å�Â  �«�–�µ�³�_�ß�¢�–�å�K�r�M���¥�Ð�å�»�b0ò(ý�_�X�8�Z�c�
�G�b�Ü�Ü�î�«�_�P�Â�M�•
�¥�Ð�å�»  �Ü�Ç�“�Þ�å�«�†�g!·�K�Z�C�T�I�8��

VTP �Â�î�ª�Ù�å  1 �>�|�g  2 �[�c�
�Q�b�«�–�µ�³�[�Ñ�G(
�V  VLAN �†0¿���M�•�\�A�
�«�–�µ�³�c  VTP 
�º�Û�å�«�Ì�”�Þ�å�º  �Ô�î�»�[�^�E�€�d�^�~�r�O�‡�� VTP �Â�î�ª�Ù�å  3 �[�v�
�¡�Û�–�”�å�º  �Ô�î�»�r�S
�c�§�î�Â  �Ô�î�»�[�b�Ñ�G(
�V  VLAN �b�8�B�†�§�Ï�î�º�K�Z�8�r�M��

VTP �Ô�î�»�b0¿��

���b�8�N�€�?�_  VTP �Ô�î�»�†0¿���[�A�r�M��

• �«�–�µ�³�@  VTP �§�î�Â  �Ô�î�»�b���œ�_�c�
 VLAN 0¿���†�š�f�K�
�Q�b�š�f�†�¿�µ�º�á�î�¡
²�/�_
���Û�[�A�r�M��
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VTP �b0¿��
• �«�–�µ�³�@  VTP �¡�Û�–�”�å�º  �Ô�î�»�b���œ�_�c�
�Q�b�«�–�µ�³�b  VLAN 0¿���†�š�f�[�A�r�O�‡��
�¡�Û�–�”�å�º  �«�–�µ�³�c�
 VTP �»�Ó�–�å
Æ�b  VTP �§�î�Â�?�}  VTP �”�µ�É�¹�î�º�_���†�w�™�K�

�Q�€�_�ö�Y�8�Z0¿���†�š�f�K�r�M��

• �«�–�µ�³�†  VTP �º�Û�å�«�Ì�”�Þ�å�º  �Ô�î�»�_0¿���M�•�\�
�«�–�µ�³�b  VTP �c�¹�•�­�î�È�Ý�_�^
�~�r�M�� VTP �º�Û�å�«�Ì�”�Þ�å�º  �«�–�µ�³�c  VTP �”�µ�É�¹�î�º�†3æ�™�O�N�
�Ú�b�«�–�µ�³�?�}�w
�™�K�S VTP �”�µ�É�¹�î�º�_�v�o�Â�K�r�O�‡���S�T�K�
 VTP �Â�î�ª�Ù�å  2 �†��/œ�M�•  VTP �º�Û�å
�«�Ì�”�Þ�å�º  �Ô�î�»�b�«�–�µ�³�c�
�P�Â�M�•�º�Û�å�¡  �Ü�å�¡�[�
�w�™�K�S  VTP �”�»�Â�±�–�¬�†3?
3æ�K�r�M��

• VTP �œ�Ç �Ô�î�»�c�
 VTP �”�»�Â�±�–�¬�@3?3æ�I�€�^�8�è�¥�c�
 VTP �º�Û�å�«�Ì�”�Þ�å�º  �Ô�î�»
�\� �L�[�M��

���b�@�–�¦8o�_�‘�W�Z�C�T�I�8��

• VTP �Â�î�ª�Ù�å  1 �>�|�g�Â�î�ª�Ù�å  2 �[�c�
�Ñ�G(
�V  VLAN �@�«�–�µ�³�V�_0¿���I�€�Z�8�•��
�œ�
 VTP �Ô�î�»�†�¡�Û�–�”�å�º�r�S�c�§�î�Â�_�š�f�[�A�r�O�‡���š�Û�î  �Ó�µ�­�î�ª�@/²&g�I�€�

0¿���@0Á�•�I�€�r�O�‡�� VTP �Â�î�ª�Ù�å  1 �>�|�g�Â�î�ª�Ù�å  2 �c�
�Ñ�G(
�V  VLAN>&VLAN 1006 
>|  4094>'�b0¿���_���†���Û�K�r�O�‡���G�€�}�b  VLAN �†�›/æ*(�V�_�m�·�[0¿���M�•�²0[�@�6�~�r
�M��

>&�@>' VTP �Â�î�ª�Ù�å  1 �>�|�g�Â�î�ª�Ù�å  2 �b���œ�
�Ñ�G(
�V  VLAN>&VLAN ID 1006 >|  4094>'�†
�8�B�M�•�_�c�
�¦�S�_  vtp mode transparent �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†
�Q#Ý�K�Z�
 VTP �Ô�î�»�†�º�Û�å�«�Ì�”�Þ�å�º�_0¿���M�•�²0[�@�6�~�r�M�� VTP �º�Û�å�«�Ì�”
�Þ�å�º  �Ô�î�»�[�«�–�µ�³�@6ä���M�•�|�:�_�
�G�b0¿���†�«�±�î�º�”�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù
�å�_�–�Ñ�K�Z�C�T�I�8���G�b�|�:�_�K�^�8�\�
�«�–�µ�³�b�Ü�­�µ�º�ì�_�Ñ�G(
�V  VLAN 0¿���@
�»�ƒ�€�
 VTP �§�î�Â  �Ô�î�»>&�¹�Ç�›�Ý�º>'�[2s�·�K�r�M��

• VTP �Â�î�ª�Ù�å 3 �c�Ñ�G(
�V  VLAN �†�§�Ï�î�º�K�r�M���Ñ�G  VLAN �@0¿���I�€�Z�8�•���œ�c�

VTP �Â�î�ª�Ù�å  3 �?�}  VTP �Â�î�ª�Ù�å 2 �_�š�n�[�A�r�O�‡��

• �«�–�µ�³�†  VTP �¡�Û�–�”�å�º  �Ô�î�»�_0¿���K�S���œ�
 VLAN �¹�î�±�Ë�î�«  �Ç�“�–�Ý>& vlan.dat>'
�c�8�B�I�€�r�O�‡���Q�b�r�r�«�–�µ�³�b7Á ;�†�œ�Ç�_�M�•�\�
 VTP 0¿���c�¹�Ç�›�Ý�º�_�Ü�­�µ�º
�I�€�r�M���«�–�µ�³�@
Ì2s�·�I�€�S�‹�v  VTP 0¿���†  VTP �¡�Û�–�”�å�º  �Ô�î�»�_)T�â�M�•�_�c�

VTP �Ô�î�»�†0¿���M�•�S�_�
 VTP �»�Ó�–�å�¡�†0¿���M�•�²0[�@�6�~�r�M��

�@�– �M�m�Z�b�«�–�µ�³�@  VTP �¡�Û�–�”�å�º  �Ô�î�»�[�·�8�K�Z�8�•���œ�c�
 VTP �»�Ó�–�å�¡�†0¿���K�^
�8�[�C�T�I�8���»�Ó�–�å�¡�†0¿���M�•�\�
�Q�b�»�Ó�–�å�b  VLAN 0¿���†�š�f�[�A�^�C�^�~�r�M���K
�S�@�W�Z�
�a�^�C�\�v  1 �Ž�b�«�–�µ�³�†  VTP �§�î�Â�\�K�Z0¿���K�Z�C�T�I�8��
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VTP �b0¿��
VTP �Ô�î�»�†0¿���M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

0¿���K�S�»�Ó�–�å�¡�c�
�P7V�[�A�r�O�‡���9�b�»�Ó�–�å�_�«�–�µ�³�†
Ì�g�m�~�\�Z�•�K�?�6�~�r�O�‡��

�9�b�Ô�î�»�b�«�–�µ�³�†  VTP �§�î�Â  �Ô�î�»�_�`�M�_�c�
 no vtp mode �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M���«�–�µ�³�†�Ã�«�á�î�»�@�^�8"g�Â�_�`�M�_�c�
 no vtp password �¢�ß�î
�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

���_�
�»�Ó�–�å�¡�@  eng_group�
�Ã�«�á�î�»�@  mypassword �\�8�:  VTP �§�î�Â�\�K�Z�«�–�µ�³�†0¿��
�M�•�[�†&g�K�r�M��

Switch(config)# vtp domain eng_group
Setting VTP domain name to eng_group.
Switch(config)# vtp mode server
Setting device to VTP Server mode for VLANS.
Switch(config)# vtp password mypassword

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 vtp domain domain-name VTP 'ö#.�»�Ó�–�å�¡�†0¿���K�r�M�� 1 >|  32 �e�Ð�b�¡�S�†�Q#Ý�[�A�r�M��
� �M'ö#.�W�_�6�•  VTP �§�î�Â  �Ô�î�»�r�S�c�¡�Û�–�”�å�º  �Ô�î�»�b�«�–�µ
�³�c�
�M�m�Z� �L�»�Ó�–�å�¡�_0¿���M�•�²0[�@�6�~�r�M��

�§�î�Â  �Ô�î�»�è�¥�_�c�G�b�¥�Ð�å�»�c�õ�–�[�M�� VTP �§�î�Â  �Ô�î�»�[�c
�»�Ó�–�å�¡�@�²0[�[�M���«�–�µ�³�[  VTP �»�Ó�–�å�_�º�Û�å�¡�†�K)F�K�Z
�8�•���œ�
�«�–�µ�³�c�»�Ó�–�å�b  VTP �§�î�Â�?�}�»�Ó�–�å�¡�†�Û*f�K�r
�M��

�Ú�b  VTP �Ã�Û�Ó�î�±�†0¿���M�•�S�_�
 VTP �»�Ó�–�å�†0¿���M�•�²0[�@�6
�~�r�M��

�«�̧ �µ�É 3 vtp mode { client | server | 
transparent | off} { vlan | mst | 
unknown} 

VTP �Ô�î�»>&�¡�Û�–�”�å�º�
�§�î�Â�
�º�Û�å�«�Ì�”�Þ�å�º�r�S�c�œ�Ç>'
�b�«�–�µ�³�b0¿����

>&�õ�–>'�¹�î�±�Ë�î�«�†���b�|�:�_0¿���K�r�M��

• vlan>8�1�v0¿���I�€�Z�8�^�8���œ�c  VLAN �¹�î�±�Ë�î�«�@�¹�Ç�›�Ý
�º�[�M��

• mst>8�¨5��«�Ã�½�å�¢�¶�Ü�î>& MST>'�¹�î�±�Ë�î�«��

• unknown>8�¹�î�±�Ë�î�«  �±�–�É�c�Y�Â��

�«�̧ �µ�É 4 vtp password password >&�õ�–>' VTP �»�Ó�–�å#Ý�b�Ã�«�á�î�»�†0¿���K�r�M���Ã�«�á�î�»�_�Q#Ý�[
�A�•�e�Ð�X�c  8 >|  64 �e�Ð�[�M�� VTP �Ã�«�á�î�»�†0¿���K�S�_�v�?�?�ƒ�}
�N�
�»�Ó�–�å
Æ�b�›�«�–�µ�³�_� �L�Ã�«�á�î�»�†�m�~�\�Z�^�?�W�S���œ�_
�c�
 VTP �»�Ó�–�å�@�G�–�_�·�8�K�r�O�‡��

VTP �Â�î�ª�Ù�å  3 �[�Q#Ý�•+��^�œ�É�©�Ù�å�_�X�8�Z�c�
 �� VTP �Â�î�ª�Ù�å  
3 �b�Ã�«�á�î�»�b0¿���� >&P.17-13>' �†�g!·�K�Z�C�T�I�8��

�«�̧ �µ�É 5 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 6 show vtp status /²&g�I�€�S  VTP Operating Mode �>�|�g  VTP Domain Name �Ç�•�î�Ý�»�b
0¿���†&�1��K�r�M��

�«�̧ �µ�É 7 copy running-config startup-config >&�õ�–>'�«�±�î�º�”�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K
�r�M��

>&�@>' �«�–�µ�³�b��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�_�–�Ñ�I�€�
�«�±�î�º
�”�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_�¥�Æ�î�[�A�•�b�c�

VTP �Ô�î�»�>�|�g�»�Ó�–�å�¡�T�E�[�M��
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VTP �b0¿��
Setting device VLAN database password to mypassword.
Switch(config)# end

VTP �Â�î�ª�Ù�å  3 �b�Ã�«�á�î�»�b0¿��

VTP �Â�î�ª�Ù�å  3 �†�Q#Ý�M�•���œ�_�Ã�«�á�î�»�†0¿���M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ
�K�r�M��

�Ã�«�á�î�»�†�¡�Ü�”�M�•�_�c�
 no vtp password �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†
°�Š
�K�r�M��

���_�
8�/²&g�b�Ã�«�á�î�»�b0¿���‰�2�\�Q�b/²&g�‰�2�b�[�†&g�K�r�M��

Switch(config)# vtp password mypassword hidden
Generating the secret associated to the password.
Switch(config)# end
Switch# show vtp password
VTP password: 89914640C8D90868B6A0D8103847A733

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 vtp password password [hidden | 
secret]

>&�õ�–>' VTP �»�Ó�–�å#Ý�b�Ã�«�á�î�»�†0¿���K�r�M���Ã�«�á�î�»�_�Q#Ý�[
�A�•�e�Ð�X�c  8 >|  64 �e�Ð�[�M��

• >&�õ�–>' hidden>8�Ã�«�á�î�»�e�Ð�4�?�}#Õ�B�I�€�S&Î�&�Ÿ�î�@  
nvam:vlan.dat �Ç�“�–�Ý�_�–�Ñ�I�€�•�|�:�_�M�•�_�c�
 hidden �†
°�Š
�K�r�M�� VTP �É�Û�–�Ð�Ü  �§�î�Â�†0¿���K�Z�¸�–�¡�œ�î�Â�î�†0¿���K
�|�:�\�M�•�\�
�Ã�«�á�î�»�b
Ì
°�Š�†0[�Ó�I�€�r�M��

• >&�õ�–>' secret>8�Ã�«�á�î�»�†%$�K0¿���M�•�_�c�
 secret �†
°�Š�K�r
�M���©�î�¡�Þ�µ�º  �Ã�«�á�î�»�_�c  16 4
�X�e�Ð�†  32 �¶�µ�u�•�²0[�@�6
�~�r�M��

�«�̧ �µ�É 3 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 4 show vtp password 0¿���†&�1��K�r�M��

�«�̧ �µ�É 5 copy running-config startup-config >&�õ�–>'�«�±�î�º�”�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K
�r�M��
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VTP �b0¿��
VTP �Â�î�ª�Ù�å  3 �b�É�Û�–�Ð�Ü  �§�î�Â�b0¿��

VTP �§�î�Â�†  VTP �É�Û�–�Ð�Ü  �§�î�Â>&�Â�î�ª�Ù�å  3 7H��>'�\�K�Z0¿���K�
�¸�–�¡�œ�î�Â�î�ï�8�†6ä��
�M�•�_�c�
"I�’  EXEC �Ô�î�»�b  VTP �§�î�Â�[���b�m8p�†��/œ�K�r�M��

���_�
�Ã�«�á�î�»�@8�/²&g�r�S�c�©�î�¡�Þ�µ�º�_0¿���I�€�Z�8�•���œ�_�
 VLAN �¹�î�±�Ë�î�«�b�É�Û
�–�Ð�Ü  �§�î�Â>&�¹�Ç�›�Ý�º>'�\�K�Z�«�–�µ�³�†0¿���M�•�‰�2�b�[�†&g�K�r�M��

Switch# vtp primary vlan
Enter VTP password: mypassword
This switch is becoming Primary server for vlan feature in the VTP  domain

VTP Database Conf Switch ID      Primary Server Revision System Name           
------------ ---- -------------- -------------- -------- --------------------
VLANDB       Yes  00d0.00b8.1400=00d0.00b8.1400 1        stp7                  

Do you want to continue (y/n) [n]? y

VTP �Â�î�ª�Ù�å�b�–�¿�î�È�Ý�ì

�¹�Ç�›�Ý�º�[  VTP �Â�î�ª�Ù�å  2 �>�|�g�Â�î�ª�Ù�å  3 �c�¹�•�­�î�È�Ý�_�^�W�Z�8�r�M��

• �6�•�«�–�µ�³�V�[  VTP �Â�î�ª�Ù�å  2 �†�–�¿�î�È�Ý�_�M�•�\�
 VTP �»�Ó�–�å
Æ�b  VTP �Â�î�ª�Ù�å  
2 �_�P�Â�•+��^�M�m�Z�b�«�–�µ�³�[�Â�î�ª�Ù�å  2 �@�–�¿�î�È�Ý�_�^�~�r�M�� VTP �Â�î�ª�Ù�å  3 �†�–
�¿�î�È�Ý�_�M�•�_�c�
�›�«�–�µ�³�V�[�m�·�_�|�W�Z0¿���M�•�²0[�@�6�~�r�M��

• VTP �Â�î�ª�Ù�å  1 �>�|�g  2 �[�c�
 VTP �§�î�Â  �Ô�î�»�r�S�c�º�Û�å�«�Ì�”�Þ�å�º  �Ô�î�»�b�«�–�µ�³
�[�T�E�Â�î�ª�Ù�å�†0¿���[�A�r�M�� VTP �Â�î�ª�Ù�å  3 �†��/œ�M�•�«�–�µ�³�@�¡�Û�–�”�å�º  �Ô�î�»
�b���œ�
�¤�Ñ�b�Ñ�G  VLAN �x�¤�Ñ�b�É�Û�–�Ë�î�º  VLAN �@�^�C�
�Ã�«�á�î�»�@8�/²&g�_0¿���I�€
�Z�8�^�8�\�A�[�6�€�d�
�Â�î�ª�Ù�å  2 �_�š�f�[�A�r�M��

�@�– � �M  VTP �»�Ó�–�å
Æ�b�«�–�µ�³�V�[�
 VTP �Â�î�ª�Ù�å  1 �\  VTP �Â�î�ª�Ù�å  2 �c%&�«4 #Ý�[�A�r�O
�‡�� VTP �»�Ó�–�å
Æ�b�M�m�Z�b�«�–�µ�³�@  VTP �Â�î�ª�Ù�å  2 �†�§�Ï�î�º�K�Z�8�•���œ�†7V�A�

VTP �Â�î�ª�Ù�å  2 �†�–�¿�î�È�Ý�_�c�K�^�8�[�C�T�I�8��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 vtp primary-server [vlan | mst] 
[force] 

�«�–�µ�³�b�·�8�«�¸�î�º�†�­�•�å�²�Ü  �§�î�Â>&�¹�Ç�›�Ý�º>'�?�}�É�Û�–
�Ð�Ü �§�î�Â�_�š�f�K�
�Q�b0¿���†�»�Ó�–�å�_�”�»�Â�±�–�¬�K�r�M���«
�–�µ�³�b�Ã�«�á�î�»�@  hidden �_0¿���I�€�Z�8�•���œ�c�
�Ã�«�á�î�»�b
Ì

°�Š�†0[�Ó�I�€�r�M��

• >&�õ�–>' vlan>8�¸�–�¡�œ�î�Â�î�µ+��\�K�Z  VLAN �¹�î�±�Ë�î�«�†4E�¥
�K�r�M���G�€�c�¹�Ç�›�Ý�º�[�M��

• >&�õ�–>' mst>8�¸�–�¡�œ�î�Â�î�µ+��\�K�Z  Multiple Spanning Tree
>&MST; �¨5��«�Ã�½�å�¢�¶�Ü�î>'�¹�î�±�Ë�î�«�†4E�¥�K�r�M��

• >&�õ�–>' force>8force �\
°�Š�M�•�\�
'‡�œ�M�•�§�î�Â�b0¿���@�V�i�A
�I�€�r�M�� force �†
°�Š�K�^�8���œ�
�¸�–�¡�œ�î�Â�î�b��/œ�S�_&�1�
�†�Ó�u�}�€�r�M��
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'¨  17 'v       VTP �b0¿��
VTP �b0¿��
• TrCRF �>�|�g  TrBRF �º�î�¡�å�Ü�å�¢#”�C�[�c�
�º�î�¡�å�Ü�å�¢  VLAN �«�–�µ�³�å�¢�µ+��†�G�K
�C�·�8�I�O�•�S�u�_�
 VTP �Â�î�ª�Ù�å  2 �r�S�c  VTP �Â�î�ª�Ù�å  3 �†�–�¿�î�È�Ý�_�M�•�²0[�@�6�~
�r�M���º�î�¡�å�Ü�å�¢�>�|�g�º�î�¡�å�Ü�å�¢  Net �Ó�¹�•�”�b���œ�c�
 VTP �Â�î�ª�Ù�å  2 �†�¹�•
�­�î�È�Ý�_�M�•�²0[�@�6�~�r�M��

• VTP �Â�î�ª�Ù�å  3 �c�
 Cisco IOS Release 12.2(52) SE �è7F�[�§�Ï�î�º�I�€�r�M��

�@�– VTP �Â�î�ª�Ù�å  3 �[�c�
�É�Û�–�Ð�Ü  �§�î�Â�\�­�•�å�²�Ü  �§�î�Â�b�g�‰�@�»�Ó�–�å
Æ�b  1 �X�b�–�å
�«�±�å�«�_�Ñ�~�[�A�r�M��

VTP �Â�î�ª�Ù�å�†0¿���M�•���œ�b�@�–�¦8o�_�X�8�Z�c�
 �� VTP �Â�î�ª�Ù�å�� >&P.17-9>' �†�g!·�K�Z�C�T
�I�8��

VTP �Â�î�ª�Ù�å�†0¿���M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

�¹�Ç�›�Ý�º�b  VTP �Â�î�ª�Ù�å  1 �_�`�•�_�c�
 no vtp version �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð
�å�»�†�Q#Ý�K�r�M��

VTP �É�Ý�î�½�å�¢�b�–�¿�î�È�Ý�ì

�É�Ý�î�½�å�¢�c�
�º�Û�Ç�•�µ�¡�@��
›�¹�Â�–�«�_�?4)�M�•�S�u�_�Q#Ý�K�^�E�€�d�^�}�^�8�º�Û�å�¡  �Ü
�å�¡�T�E�_�Ç�Û�µ�¹�•�å�¢  �º�Û�Ç�•�µ�¡�†�D7H�M�•�G�\�_�|�W�Z�
�Q#Ý�•+��^�•�æ�œ�†�Q�x�K�r�M��
VTP �É�Ý�î�½�å�¢�†�–�¿�î�È�Ý�_�[�A�•�b�c�
�«�–�µ�³�@  VTP �§�î�Â  �Ô�î�»�b���œ�T�E�[�M��

VTP �»�Ó�–�å
Æ�[  VTP �É�Ý�î�½�å�¢�†�–�¿�î�È�Ý�_�M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ
�K�r�M��

VTP �É�Ý�î�½�å�¢�†�¹�•�­�î�È�Ý�_�M�•�_�c�
 no vtp pruning �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥
�Ð�å�»�†�Q#Ý�K�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 vtp version { 1 | 2 | 3} �«�–�µ�³�[  VTP �Â�î�ª�Ù�å�†�–�¿�î�È�Ý�_�K�r�M���¹�Ç�›�Ý�º�c  VTP �Â�î�ª�Ù
�å  1 �[�M��

�«�̧ �µ�É 3 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 4 show vtp status 0¿���I�€�S  VTP �Â�î�ª�Ù�å�@�–�¿�î�È�Ý�[�6�•�G�\�†&�1��K�r�M��

�«�̧ �µ�É 5 copy running-config 
startup-config

>&�õ�–>'�«�±�î�º�”�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 vtp pruning VTP 'ö#.�»�Ó�–�å�[�É�Ý�î�½�å�¢�†�–�¿�î�È�Ý�_�K�r�M��

�É�Ý�î�½�å�¢�c�
�¹�Ç�›�Ý�º�[�c�¹�•�­�î�È�Ý�_0¿���I�€�Z�8�r�M�� VTP �§�î
�Â �Ô�î�»�b  1 �Ž�b�«�–�µ�³�V�_7H�W�Z�É�Ý�î�½�å�¢�†�–�¿�î�È�Ý�_�M�•�²0[�@
�6�~�r�M��

�«�̧ �µ�É 3 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 4 show vtp status /²&g�I�€�S  VTP Pruning Mode �Ç�•�î�Ý�»�b0¿���†&�1��K�r�M��
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'¨  17 'v       VTP �b0¿��
VTP �b0¿��
VTP �Â�î�ª�Ù�å  1 �>�|�g  2 �[�c�
 VTP �§�î�Â�[�É�Ý�î�½�å�¢�†�–�¿�î�È�Ý�_�M�•�\�
�Q�b  VTP �»�Ó
�–�å
²�/�[�É�Ý�î�½�å�¢�@�–�¿�î�È�Ý�_�^�~�r�M�� VTP �Â�î�ª�Ù�å  3 �[�c�
�»�Ó�–�å
Æ�b�›�«�–�µ�³
�V�[�m�·�_�|�W�Z�É�Ý�î�½�å�¢�†�–�¿�î�È�Ý�_�M�•�²0[�@�6�~�r�M��

�É�Ý�î�½�å�¢4:�A�Ü�«�º�_�æ���I�€�S  VLAN �T�E�@�
�É�Ý�î�½�å�¢�b�P1ß�_�^�~�r�M���¹�Ç�›�Ý�º�[
�c�
�º�Û�å�¡  �Ï�î�º�V�[  VLAN 2 >|  1001 �@�É�Ý�î�½�å�¢4:�A�[�M���S#Ý�b  VLAN �>�|�g�Ñ�G(
�V  
VLAN �†�É�Ý�î�½�å�¢�M�•�G�\�c�[�A�r�O�‡���É�Ý�î�½�å�¢4:�A�b  VLAN �†�š�f�M�•�m8p�_�X�8�Z
�c�
 ���É�Ý�î�½�å�¢4:�A�Ü�«�º�b�š�f�� >&P.16-21>' �†�g!·�K�Z�C�T�I�8��

�Ï�î�º�"�)�b  VTP �b0¿��

VTP �Â�î�ª�Ù�å  3 �[�c�
�Ï�î�º�"�)�[  VTP �†�–�¿�î�È�Ý�r�S�c�¹�•�­�î�È�Ý�_�[�A�r�M�� VTP �c�
�º
�Û�å�¡  �Ô�î�»�b�Ï�î�º�V�[�T�E�–�¿�î�È�Ý�_�[�A�r�M�� VTP �º�Û�Ç�•�µ�¡�b%T�™�r�S�c$Î�™�c�È�ß�µ
�¡�I�€�
3?3æ�I�€�r�O�‡��

�Ï�î�º�V�[  VTP �†�–�¿�î�È�Ý�_�M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

�–�å�±�î�Ç�™�–�«�V�[  VTP �†�¹�•�­�î�È�Ý�_�M�•�_�c�
 no vtp �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

Switch(config)# interface gigabitethernet 1/1
Switch(config-if)# vtp
Switch(config-if)# end

VTP �»�Ó�–�å�l�b  VTP �¡�Û�–�”�å�º  �«�–�µ�³�b3ã�•

VTP �¡�Û�–�”�å�º�†  VTP �»�Ó�–�å�_3ã�•�M�•�S�_�
�²�N  VTP �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ü�Å�ª�Ù�å$�
�•�@ VTP �»�Ó�–�å
Æ�b�Ú�b�«�–�µ�³�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ü�Å�ª�Ù�å$��•�|�~ �`�I�8 �G�\�†&�1�
�K�Z�C�T�I�8�� VTP �»�Ó�–�å
Æ�b�«�–�µ�³�c�–�_�
 VTP �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ü�Å�ª�Ù�å$��•�@�q
�±�b�«�–�µ�³�b  VLAN �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�Q#Ý�K�r�M�� VTP �Â�î�ª�Ù�å  1 �>�|�g  2 �[�c�
 VTP 
�»�Ó�–�å
Æ�b�Ü�Å�ª�Ù�å$��•�|�~�v�±�A�^�Ü�Å�ª�Ù�å$��•�†�â�X�«�–�µ�³�†3ã�•�M�•�\�
 VTP �§�î�Â
�>�|�g  VTP �»�Ó�–�å�?�}�M�m�Z�b  VLAN �_���@�˜�d�I�€�•���œ�@�6�~�r�M�� VTP �Â�î�ª�Ù�å  3 �[�c�

VLAN �_���@�˜�d�I�€�•�G�\�c�6�~�r�O�‡��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 interface interface-id �–�å�±�î�Ç�™�–�«�†�æ���K�
�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»
�†6ä���K�r�M��

�«�̧ �µ�É 3 vtp �æ���I�€�S�Ï�î�º�V�[  VTP �†�–�¿�î�È�Ý�_�K�r�M��

�«�̧ �µ�É 4 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 5 show running-config interface 
interface-id

�Ï�î�º�b�š�f�†&�1��K�r�M��

�«�̧ �µ�É 6 show vtp status 0¿���†&�1��K�r�M��
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'¨  17 'v       VTP �b0¿��
VTP �b0¿��
VTP �»�Ó�–�å�_3ã�•�M�• �S�_ �
�«�–�µ�³�V�[  VTP �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ü�Å�ª�Ù�å$��•�†&�1��>�|
�g�Ü�­�µ�º�M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ü�Å�ª�Ù�å$��•�†�Ü�­�µ�º�K�S�‹�_�
�«�–�µ�³�†  VTP �»�Ó�–�å�_3ã�•�K�r
�M��

>&�@>' �«�–�µ�³�V�[  VTP �†�¹�•�­�î�È�Ý�_�K�
 VTP �»�Ó�–�å
Æ�b�Ú�b�«�–�µ�³�_�s8j�†�Z�<�•�G�\�^�C  
VLAN �_���†�š�f�M�•�_�c�
 vtp mode transparent �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q
#Ý�K�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 show vtp status VTP �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ü�Å�ª�Ù�å$��•�†�³�™�µ�¡�K�r�M��

$��•�@  0 �b���œ�c�
�«�–�µ�³�†  VTP �»�Ó�–�å�_3ã�•�K�r�M��

$��•�@  0 �|�~�±�A�8���œ�c�
���b�m8p�_�‘�8�r�M��

a. �»�Ó�–�å�¡�†�i�A$��u�r�M��

b. �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ü�Å�ª�Ù�å$��•�†�i�A$��u�r�M��

c. ���b�«�¸�µ�É�_4
�‡�[�
�«�–�µ�³�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ü�Å�ª�Ù�å$��•
�†�Ü�­�µ�º�K�r�M��

�«�̧ �µ�É 2 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 3 vtp domain domain-name �»�Ó�–�å�¡�†�
�«�¸�µ�É  1 �[/²&g�I�€�S
–�b�¡�S�?�}�‚�K�8�¡�S�_�š�f�K�r�M��

�«�̧ �µ�É 4 end �«�–�µ�³�b  VLAN �_���@�f�‚�I�€�
�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ü�Å�ª�Ù�å$��•�@  0 
�_�Ü�­�µ�º�I�€�r�M��"I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 5 show vtp status �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ü�Å�ª�Ù�å$��•�@  0 �_�Ü�­�µ�º�I�€�Z�8�•�G�\�†&�1��K
�r�M��

�«�̧ �µ�É 6 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 7 vtp domain domain-name �«�–�µ�³�b
–�b�»�Ó�–�å�¡�†
°�Š�K�r�M��

�«�̧ �µ�É 8 end �«�–�µ�³�b  VLAN �_���@�f�‚�I�€�Z�
"I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 9 show vtp status >&�õ�–>'�»�Ó�–�å�¡�@�«�¸�µ�É  1 �b�v�b�\� �L�[�6�~�
�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ü
�Å�ª�Ù�å$��•�@  0 �[�6�•�G�\�†&�1��K�r�M��
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'¨  17 'v       VTP �b0¿��
VTP �b�Ô�½�±
VTP �b�Ô�½�±
VTP �b0¿���_��>&�»�Ó�–�å�¡�
#'�~�b  VTP �Â�î�ª�Ù�å�
 VLAN �X>'�†/²&g�M�•�G�\�_�|�W�Z�
 VTP 
�†�Ô�½�±�K�r�M���«�–�µ�³�[3æ�w�™�I�€�S�”�»�Â�±�–�¬�_6õ�M�•)+0£�_���†/²&g�M�•�G�\�v�[�A�r�M��

/² 17-3 �_�
 VTP �”�¡�¸�•�Å�¸�•�†�Ô�½�±�M�•�S�u�b"I�’  EXEC �¥�Ð�å�»�†&g�K�r�M��

/² 17-3 VTP �Ô�½�± �¥�Ð�å�»

�¥�Ð�å�» % $×

show vtp counters 3æ�w�™�I�€�S VTP �Ó�µ�­�î�ª�_6õ�M�•�•�˜�å�±�†/²&g�K�r�M��

show vtp devices [conflict] �»�Ó�–�å
Æ�b�M�m�Z�b  VTP �Â�î�ª�Ù�å  3 �¹�Â�–�«�_6õ�M�•�_���†/²&g
�K�r�M���É�Û�–�Ð�Ü  �§�î�Â�\'‡�œ�M�•  VTP �Â�î�ª�Ù�å  3 �b/æ*(�@/²&g
�I�€�r�M�� show vtp devices �¥�Ð�å�»�c�
�«�–�µ�³�@�º�Û�å�«�Ì�”�Þ
�å�º  �Ô�î�»�r�S�c�œ�Ç  �Ô�î�»�b�\�A�c�_���†/²&g�K�r�O�‡��

show vtp interface 
[interface-id] 

�M�m�Z�b�–�å�±�î�Ç�™�–�«�r�S�c�æ���I�€�S�–�å�±�î�Ç�™�–�«�_�P�M
�•  VTP �b�«�¸�î�±�«�>�|�g0¿���†/²&g�K�r�M��

show vtp password VTP �Ã�«�á�î�»�†/²&g�K�r�M��/²&g�I�€�•�Ã�«�á�î�»�b�g�'�c�

hidden �Ÿ�î�á�î�»�@
°�Š�I�€�Z�8�•�?�
�r�S�c�
�/�•�ì�@�«�–�µ�³�[
�–�¿�î�È�Ý�ì�I�€�Z�8�•�?�]�:�?�_�|�W�Z$��^�~�r�M��

show vtp status VTP �«�–�µ�³�b0¿���_���†/²&g�K�r�M��
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8b�Œ VLAN �b0¿��

�G�b'v�[�c�
 IE 3000 �«�–�µ�³�[8b�Œ  VLAN �µ+��†0¿���M�•�‰�2�_�X�8�Z1��Â�K�r�M�� Catalyst 6500 
�Ç�“�Ñ�Ü  �«�–�µ�³�b�M4Š�b�Ð�½�×�”�Ý�[�c�
8b�Œ  VLAN �† /õ�“  VLAN �\/²�K�Z�8�r�M��

>&�@>' �G�b'v�[�Q#Ý�M�•�¥�Ð�å�»�b�S�e�>�|�g�Q#Ý�‰�2�b0ò(ý�_�X�8�Z�c�
�G�b�Ü�Ü�î�«�_�P�Â�M�•�¥�Ð�å�»  
�Ü�Ç�“�Þ�å�«�†�g!·�K�Z�C�T�I�8��

�G�b'v�[1��Â�M�•
Æ���c�
���b�\�>�~�[�M��

• ��8b�Œ VLAN �b�+0[�� >&P.18-1>'

• ��8b�Œ VLAN �b0¿���� >&P.18-3>'

• ��8b�Œ VLAN �b/²&g�� >&P.18-7>'

8b�Œ VLAN �b�+0[
8b�Œ VLAN �µ+��†�Q#Ý�M�•�\�
�”�¡�­�«  �Ï�î�º�[  IP Phone �?�}�b  IP 8b�Œ�º�Û�Ç�•�µ�¡�†��3æ�[�A�r
�M���«�–�µ�³�†  Cisco 7960 IP Phone �_�K)F�M�•�\�
 IP Phone �c�Þ�–�Ö  3 IP precedence �>�|�g�Þ�–�Ö  
2 �§�î�Å�«  �¡�Û�«>& CoS>'�Í�†�Q#Ý�K�Z�
8b�Œ�º�Û�Ç�•�µ�¡�†3æ�™�K�r�M���]�U�}�b�Í�v�¹�Ç�›�Ý�º�[
�c  5 �_0¿���I�€�r�M���¹�î�±3æ�™�@�’2A�ö�_���E�•���œ�
 IP Phone �b8b2A�@�*�W�M�•�G�\�@�6�~�r�M��
�Q�b�S�u�
�G�b�«�–�µ�³�[�c�
 IEEE 802.1p CoS �_�ö�Y�C  Quality of Service>&QoS>'�†�§�Ï�î�º�K�Z
�8�r�M�� QoS �c�
�(8®�>�|�g�«�£�ª�×�î�Ü�å�¢�†�Q#Ý�K�Z�
�«�–�µ�³�?�}�b�¿�µ�º�á�î�¡  �º�Û�Ç�•�µ
�¡�†�£ ��•+��^�‰�2�[3æ�™�K�r�M�� QoS �b0ò(ý�_�X�8�Z�c�
 '¨ 39 'v�� QoS �b0¿����  �†�g!·�K�Z�C�T�I
�8��

Cisco7960 IP Phone �c0¿���•+��^�¹�Â�–�«�[�6�~�
 IEEE 802.1p �É�Û�–�œ�Ü�¸�•�_�ö�Y�8�Z�º�Û�Ç�•�µ
�¡�†3?3æ�M�•�|�:�_0¿���[�A�r�M�� Cisco IP Phone �_�|�W�Z�m�~�\�Z�}�€�S�º�Û�Ç�•�µ�¡  �É�Û�–�œ�Ü
�¸�•�†�™8—�M�•�|�:�_�
�r�S�c�V�i�A�M�•�|�:�_�«�–�µ�³�†0¿���[�A�r�M��

Cisco IP Phone �_�c�
 3 �Ï�î�º�b  10/100 �«�–�µ�³�@)+�œ�I�€�Z�8�r�M�� �W 18-1�†�g!·�K�Z�C�T�I�8��
�G�€�}�b�Ï�î�º�c�
���b�¹�Â�–�«�l�b�K)F�S#Ý�[�M��

• �Ï�î�º  1 �c�
�«�–�µ�³�r�S�c�Ú�b  Voice over IP>&VoIP>'�¹�Â�–�«�_�K)F�K�r�M��

• �Ï�î�º  2 �c�
 IP Phone �b�º�Û�Ç�•�µ�¡�†��3æ�M�•
Æ4Š  10/100 �–�å�±�î�Ç�™�–�«�[�M��

• �Ï�î�º  3>&�”�¡�­�«  �Ï�î�º>'�c�
 PC �r�S�c�Ú�b�¹�Â�–�«�_�K)F�K�r�M��
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8b�Œ VLAN �b�+0[
�W 18-1 �_�
 Cisco7960 IP Phone �b�K)F�‰�2�b�[�†&g�K�r�M��

�W 18-1 �«�–�µ�³�_�K)F�I�€�S  Cisco7960 IP Phone

Cisco IP Phone �b8b�Œ�º�Û�Ç�•�µ�¡

Cisco IP Phone �\�K)F�M�•�”�¡�­�«  �Ï�î�º�†�
 1 �X�b  VLAN �c8b�Œ�º�Û�Ç�•�µ�¡#Ý�_�
�v�:  1 �X�b  
VLAN �c  Cisco IP Phone �_�K)F�K�Z�8�•�¹�Â�–�«�?�}�b�¹�î�±  �º�Û�Ç�•�µ�¡#Ý�_�Q#Ý�M�•�|�:�_0¿��
�[�A�r�M���«�–�µ�³�V�b�”�¡�­�«  �Ï�î�º�†0¿���K�Z�
 Cisco Discovery Protocol>&CDP>'�Ã�£�µ�º�†3æ
�™�I�O�•�G�\�@�[�A�r�M�� CDP �_�c�
�K)F�M�•  IP Phone �_�P�K�Z�
���b�8�N�€�?�b�‰�2�[�«�–�µ�³�_
8b�Œ�º�Û�Ç�•�µ�¡�†3æ�™�M�•�|�:�_�æ���K�r�M��

• �Þ�–�Ö  2 CoS �É�Û�–�œ�Ü�¸�•�Í�b�±�¢�Ü�A8b�Œ  VLAN �_�|�•3æ�™

• �Þ�–�Ö  2 CoS �É�Û�–�œ�Ü�¸�•�Í�b�±�¢�Ü�A�”�¡�­�«  VLAN �_�|�•3æ�™

• �±�¢�^�K>&�Þ�–�Ö  2 CoS �É�Û�–�œ�Ü�¸�•�Í�^�K>'�b�”�¡�­�«  VLAN �_�|�•3æ�™

>&�@>' �8�N�€�b0¿���[�v�
8b�Œ�º�Û�Ç�•�µ�¡�c�Þ�–�Ö  3 IP precedence �Í>&8b�Œ�º�Û�Ç�•�µ�¡�c�¹�Ç�›�Ý�º�[  
5�
8b�Œ�D�š�º�Û�Ç�•�µ�¡�c  3>'�†��3æ�K�r�M��

Cisco IP Phone �b�¹�î�±  �º�Û�Ç�•�µ�¡

�«�–�µ�³�c�
 Cisco IP Phone �b�”�¡�­�«  �Ï�î�º�_�K)F�I�€�S�¹�Â�–�«>& �W 18-1�†�g!·>'�?�}3æ�}�€
�S�
�±�¢�Ü�A�¹�î�±  �º�Û�Ç�•�µ�¡>& IEEE 802.1Q �r�S�c  IEEE 802.1p �Ç�Þ�î�Ò  �±�–�É�b�º�Û�Ç�•�µ
�¡>'�†��#.�M�•�G�\�v�[�A�r�M���«�–�µ�³�V�b�Þ�–�Ö  2 �”�¡�­�«  �Ï�î�º�@�
 CDP �Ã�£�µ�º�†3æ�™�M�•
�|�:�_0¿���[�A�r�M�� CDP �c�
�K)F�M�•  IP Phone �_�
���b�8�N�€�?�b�Ô�î�»�[  IP Phone�V�b�”�¡�­�«  
�Ï�î�º�†0¿���M�•�|�:�_�æ���K�r�M��

• trusted>&�™8—�ö�@�6�•>'�Ô�î�»�[�c�
 Cisco IP Phone �b�”�¡�­�«  �Ï�î�º)�#ä�[�w�™�K�S�M�m�Z�b
�º�Û�Ç�•�µ�¡�@�Q�b�r�r  IP Phone �†3û4#�K�r�M��

• untrusted>&�™8—�ö�@�^�8>'�Ô�î�»�[�c�
 Cisco IP Phone �b�”�¡�­�«  �Ï�î�º)�#ä�[�w�™�K�S  IEEE 
802.1Q �>�|�g  IEEE 802.1p �Ç�Þ�î�Ò�b�M�m�Z�b�º�Û�Ç�•�µ�¡�_�
0¿���I�€�S�Þ�–�Ö  2 CoS �Í�†�Z
�<�r�M���¹�Ç�›�Ý�º�b�Þ�–�Ö  2 CoS �Í�c  0 �[�M�� untrusted �Ô�î�»�@�¹�Ç�›�Ý�º�b0¿���[�M��

3 �P�o�;
�,���6�4

P1 P3

P2

���"�.�,
�P�o�;

Cisco IP Phone 7960

PC

10
13

51

5�.d
ASIC
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8b�Œ VLAN �b0¿��
>&�@>' Cisco IP Phone �_�K)F�I�€�S�¹�Â�–�«�?�}�b�±�¢�^�K�º�Û�Ç�•�µ�¡�c�
 IP Phone �b�”�¡�­�«  �Ï�î�º�b
�™8—"g�Â�_6õ�€�^�C�
�Q�b�r�r  IP Phone �†3û4#�K�r�M��

8b�Œ VLAN �b0¿��
�G�G�[�c�
���b0¿���_�X�8�Z1��Â�K�r�M��

• ��8b�Œ VLAN �b�¹�Ç�›�Ý�º0¿���� >&P.18-3>'

• ��8b�Œ VLAN 0¿���ì�b�@�–�¦8o�� >&P.18-3>'

• �� Cisco7960 IP Phone �_�K)F�M�•�Ï�î�º�b0¿���� >&P.18-4>'

8b�Œ VLAN �b�¹�Ç�›�Ý�º0¿��

8b�Œ VLAN �µ+��c�
�¹�Ç�›�Ý�º�[�c�¹�•�­�î�È�Ý�_0¿���I�€�Z�8�r�M��

8b�Œ VLAN �µ+��@�–�¿�î�È�Ý�b���œ�
�M�m�Z�b�±�¢�^�K�º�Û�Ç�•�µ�¡�c�Ï�î�º�b�¹�Ç�›�Ý�º�b  CoS �É
�Û�–�œ�Ü�¸�•�_�‘�W�Z3æ�™�I�€�r�M��

IEEE 802.1p �r�S�c  IEEE 802.1Q �b�±�¢�Ü�A�º�Û�Ç�•�µ�¡�[�c�
 CoS �Í�@�™8—�I�€�r�O�‡��

8b�Œ VLAN 0¿���ì�b�@�–�¦8o

8b�Œ VLAN �b0¿���ì�b�@�–�¦8o�†���_&g�K�r�M��

• 8b�Œ VLAN 0¿���c�«�–�µ�³�b�”�¡�­�«  �Ï�î�º�T�E�[�§�Ï�î�º�I�€�Z�>�~�
�º�Û�å�¡  �Ï�î�º�[�c�§
�Ï�î�º�I�€�Z�8�r�O�‡��

>&�@>' �º�Û�å�¡  �Ï�î�º�c�
�† =  VLAN �\� �]�_�
�õ�–�b�X�b8b�Œ  VLAN �†��3æ�[�A�r�M��8b�Œ  VLAN 
�b0¿���c�
�º�Û�å�¡  �Ï�î�º�[�c�Y0[�[�M��

• IP Phone �[�b3û�™�@4:�)�_/œ�<�•�|�:�_�
8b�Œ  VLAN �c�«�–�µ�³�V�[�”�¡�¸�•�È�_�^�W�Z�8�•�²
0[�@�6�~�r�M�� VLAN �@�Ñ�~�K�Z�8�•�?�]�:�?�†&�1��M�•�_�c�
 show vlan "I�’  EXEC �¥�Ð�å�»
�†�Q#Ý�K�r�M>&�Ü�«�º�[/²&g�I�€�r�M>' �� VLAN �@�Ü�«�º�_�^�?�W�S���œ�
8b�Œ  VLAN �b�8�B�‰
�2�_�X�8�Z�
 '¨ 16 'v�� VLAN �b0¿���� �†�g!·�K�Z�C�T�I�8��

• 8b�Œ VLAN �†�–�¿�î�È�Ý�_�M�•�S�_�
 mls qos �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†
°
�Š�K�Z�«�–�µ�³�V�[  QoS �†�–�¿�î�È�Ý�_0¿���K�
�I�}�_  mls qos trust cos �–�å�±�î�Ç�™�–�«  �¥�å
�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†
°�Š�K�Z�Ï�î�º�b�™8—"g�Â�†  trust �_0¿���K�Z�>�C�G�\�†�N�á�K�r
�M��+¬�·  QoS �µ+��†�Q#Ý�M�•�\�
�G�€�}�c+¬�·$×�_0¿���I�€�r�M��0ò(ý�_�X�8�Z�c�
 '¨ 39 'v

�� QoS �b0¿���� �†�g!·�K�Z�C�T�I�8��

• IP Phone �_�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†3æ�™�M�•�S�u�_�
 Cisco IP Phone �_�K)F�M�•�«�–�µ�³  �Ï�î
�º�V�[  CDP �†�–�¿�î�È�Ý�_�M�•�²0[�@�6�~�r�M  >&�¹�Ç�›�Ý�º0¿���[�c�
 CDP �@�M�m�Z�b�«�–�µ�³  
�–�å�±�î�Ç�™�–�«�[�¢�ß�î�Â�Ý�_�–�¿�î�È�Ý�[�M>' ��

• 8b�Œ VLAN �†0¿���M�•�\�
 PortFast �µ+��@+¬�·$×�_�–�¿�î�È�Ý�_�^�~�r�M��8b�Œ  VLAN �†�¹�•
�­�î�È�Ý�_�K�Z�v�
 PortFast �µ+��c+¬�·$×�_�¹�•�­�î�È�Ý�_�^�~�r�O�‡��
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8b�Œ VLAN �b0¿��
• Cisco IP Phone �\�Q�b  IP Phone �_�K)F�I�€�S�¹�Â�–�«�@� �L  VLAN �V�_�6�•���œ�
 �g�‰�\�v� �L  
IP �§�È�¿�µ�º�_�“�K�Z�8�^�E�€�d�^�~�r�O�‡�����b�²�ó�@ 6�S�I�€�Z�8�•���œ�c�
� �L  VLAN �V
�_�6�~�r�M��

– �g�‰�\�v  IEEE 802.1p �r�S�c�±�¢�^�K�Ç�Þ�î�Ò�†�Q#Ý�M�•��

– Cisco IP Phone �@ IEEE 802.1p �Ç�Þ�î�Ò�†�Q#Ý�K�
�¹�Â�–�«�@�±�¢�^�K�Ç�Þ�î�Ò�†�Q#Ý�M�•��

– Cisco IP Phone �@�±�¢�^�K�Ç�Þ�î�Ò�†�Q#Ý�K�
�¹�Â�–�«�@  IEEE 802.1p �Ç�Þ�î�Ò�†�Q#Ý�M�•��

– Cisco IP Phone �@ IEEE 802.1Q �Ç�Þ�î�Ò�†�Q#Ý�K�
8b�Œ  VLAN �@�”�¡�­�«  VLAN �\� �L�[
�6�•��

• Cisco IP Phone �\  IP Phone �_�K)F�I�€�S�¹�Â�–�«�c�
� �M  VLAN �
� �M�§�È�¿�µ�º�V�_�6�W�Z�v�

�Q#Ý�M�•�Ç�Þ�î�Ò  �±�–�É�@$��^�•���œ�c3û�™�[�A�r�O�‡���º�Û�Ç�•�µ�¡�c� �M�§�È�¿�µ�º�V�[
�Ý�î�¸�•�å�¢�I�€�^�8�?�}�[�M>&�Ý�î�¸�•�å�¢�_�|�W�Z�Ç�Þ�î�Ò  �±�–�É�b%&4*�@�<7V�I�€�r�M>' ��

• 8b�Œ VLAN �_�c�
�«�±�¸�•�µ�¡  �­�Ÿ�×�”  MAC �”�»�Þ�«�†0¿���[�A�r�O�‡��

• 8b�Œ VLAN �Ï�î�º�_�c���b�Ï�î�º  �±�–�É�@�6�~�r�M��

– �²�–�¼�Ñ�µ�¡  �”�¡�­�«  �Ï�î�º��  0ò(ý�_�X�8�Z�c�
 �� VMPS �¡�Û�–�”�å�º�V�b�²�–�¼�Ñ�µ�¡�”�¡
�­�«  �Ï�î�º�b0¿���� >&P.16-29>' �†�g!·�K�Z�C�T�I�8��

– IEEE 802.1x 1�0É�Ï�î�º��0ò(ý�_�X�8�Z�c�
 �� 802.1x  =
�"g�Â�³�™�µ�¡�b0¿���� >&P.12-36>' �†
�g!·�K�Z�C�T�I�8��

>&�@>' 8b�Œ VLAN �@0¿���I�€�
 Cisco IP Phone �@�K)F�I�€�Z�8�•�”�¡�­�«  �Ï�î�º�[  IEEE 
802.1x �†�–�¿�î�È�Ý�_�K�S���œ�
�Q�b  IP Phone �b�«�–�µ�³�l�b�K)F�@�q�±  30 &Ê6ë�»
�ƒ�€�r�M��

– �–1¤�Ï�î�º��0ò(ý�_�X�8�Z�c�
 ���–1¤�Ï�î�º�b0¿���� >&P.29-6>' �†�g!·�K�Z�C�T�I�8��

– Switched Port Analyzer>&SPAN; �«�–�µ�³�»  �Ï�î�º  �”�¼�Û�–�¨>'�r�S�c  Remote SPAN
>&RSPAN>'�­�µ�©�Ù�å�b3æ�™
–�Ï�î�º�r�S�c��
›�Ï�î�º��

– �­�Ÿ�×�”  �Ï�î�º��0ò(ý�_�X�8�Z�c�
 ���Ï�î�º  �­�Ÿ�×�Ü�¸�•�b0¿���� >&P.29-9>' �†�g!·�K�Z�C�T
�I�8��

>&�@>' 8b�Œ VLAN �v0¿���K�Z�8�•�–�å�±�î�Ç�™�–�«�V�[�Ï�î�º  �­�Ÿ�×�Ü�¸�•�†�–�¿�î�È�Ý�_
�M�•���œ�
�Ï�î�º�[0Á���I�€�•�­�Ÿ�×�”  �”�»�Þ�«�b�q�±�X�†�
�”�¡�­�«  VLAN �_�>�E
�•�­�Ÿ�×�”  �”�»�Þ�«�b�q�±�X�_  2 �†2Š�K�S�X�_0¿���M�•�²0[�@�6�~�r�M���Ï�î�º�†  
Cisco IP Phone �_�K)F�K�Z�8�•���œ�
 IP Phone �_�q�±�[  2 �X�b  MAC �”�»�Þ�«�@�²0[
�_�^�~�r�M�� IP Phone �b�”�»�Þ�«�c�
8b�Œ  VLAN �[�Û*f�I�€�
�”�¡�­�«  VLAN �[�v
�Û*f�I�€�•���œ�@�6�~�r�M�� PC �†  IP Phone �_�K)F�M�•���œ�
3ã�•�b  MAC �”�»�Þ�«
�@�²0[�_�^�~�r�M��

Cisco7960 IP Phone �_�K)F�M�•�Ï�î�º�b0¿��

Cisco7960 IP Phone �c�
 PC �r�S�c�Ú�b�¹�Â�–�«�\�b�K)F�v�§�Ï�î�º�K�Z�8�•�b�[�
�«�–�µ�³�†  Cisco 
IP Phone �_�K)F�M�•�Ï�î�º�c�
�I�r�J�r�^'�8®�b�º�Û�Ç�•�µ�¡�†��3æ�[�A�r�M���Ï�î�º�†0¿���M�•�G
�\�_�|�W�Z�
 Cisco IP Phone �_�|�•8b�Œ�º�Û�Ç�•�µ�¡�>�|�g�¹�î�±  �º�Û�Ç�•�µ�¡�b��3æ�‰�2�†�ô���[
�A�r�M��
18-4
Cisco IE 3000 �«�–�µ�³  �¯�Ç�º�˜�™�”  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �ž�–�»

OL-27302-01-J



 

'¨  18 'v       8b�Œ VLAN �b0¿��
8b�Œ VLAN �b0¿��
�G�G�[�c�
���b0¿���_�X�8�Z1��Â�K�r�M��

• �� Cisco IP Phone �b8b�Œ�º�Û�Ç�•�µ�¡�b0¿���� >&P.18-5>'

• ��%T�™�¹�î�±  �Ç�Þ�î�Ò�b�É�Û�–�œ�Ü�¸�•0¿���� >&P.18-6>' 

Cisco IP Phone �b8b�Œ�º�Û�Ç�•�µ�¡�b0¿��  

Cisco IP Phone �_  CDP �Ã�£�µ�º�†3æ�™�K�Z  IP Phone �_�|�•8b�Œ�º�Û�Ç�•�µ�¡�b3æ�™�‰�2�†0¿���M�•�|
�:�_�
 IP Phone �_�K)F�M�•�Ï�î�º�†0¿���[�A�r�M�� IP Phone �c�æ���I�€�S8b�Œ  VLAN �_�
�Þ�–�Ö  2 
CoS �Í�†�Q#Ý�K�Z�
 IEEE 802.1Q �Ç�Þ�î�Ò�b8b�Œ�º�Û�Ç�•�µ�¡�†��3æ�[�A�r�M�� IEEE 802.1p �b�É�Û�–
�œ�Ü�¸�•  �±�¢�†�Q#Ý�M�•�\�
8b�Œ�º�Û�Ç�•�µ�¡�_�I�}�_9×�8�É�Û�–�œ�Ü�¸�•�†�Z�<�
�M�m�Z�b8b�Œ�º
�Û�Ç�•�µ�¡�†�¿�–�¸�•�È>&�”�¡�­�«>' VLAN )�#ä�[3?3æ�[�A�r�M�� Cisco IP Phone �c�±�¢�^�K�b8b�Œ
�º�Û�Ç�•�µ�¡�†3æ�™�M�•�
�r�S�c"‚+¬�b0¿���†�Q#Ý�K�Z�”�¡�­�«  VLAN �[8b�Œ�º�Û�Ç�•�µ�¡�†3æ�™�M
�•�G�\�v�[�A�r�M���8�N�€�b0¿���[�v�
8b�Œ�º�Û�Ç�•�µ�¡�c�Þ�–�Ö  3 IP precedence �Í>&�¹�Ç�›�Ý�º�c  
5>'�†��3æ�K�r�M��

�Ï�î�º�V�[8b�Œ�º�Û�Ç�•�µ�¡�†0¿���M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 interface interface-id IP Phone �_�K)F�M�•�–�å�±�î�Ç�™�–�«�†�æ���K�
�–�å�±�î�Ç�™�–�«  �¥�å
�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 3 mls qos trust cos �Ã�£�µ�º�b  CoS �Í�†�Q#Ý�K�Z%T�™�M�•�º�Û�Ç�•�µ�¡  �Ã�£�µ�º�†�(8®�M�•�|
�:�_�
�–�å�±�î�Ç�™�–�«�†0¿���K�r�M���±�¢�^�K�Ã�£�µ�º�b���œ�
�Ï�î�º
�b�¹�Ç�›�Ý�º  CoS �Í�@�Q#Ý�I�€�r�M��

>&�@>' �Ï�î�º�b�™8—"g�Â�†0¿���M�•�S�_�
 mls qos �¢�ß�î�Â�Ý  �¥�å�Ç�•
� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�M�•�G�\�_�|�W�Z�
 QoS �†�¢�ß�î
�Â�Ý�[�–�¿�î�È�Ý�_0¿���K�Z�>�C�²0[�@�6�~�r�M��

�«�̧ �µ�É 4 switchport voice vlan {vlan-id | 
dot1p | none | untagged}}

Cisco IP Phone �_�|�•8b�Œ�º�Û�Ç�•�µ�¡�b��3æ�‰�2�†0¿���K�r�M��

• vlan-id>8�M�m�Z�b8b�Œ�º�Û�Ç�•�µ�¡�@"I���b  VLAN �†)�#ä�K�Z3?3æ�I
�€�•�|�:�_  IP Phone �†0¿���K�r�M���¹�Ç�›�Ý�º�[�c�
 Cisco IP Phone 
�c  IEEE 802.1p �É�Û�–�œ�Ü�¸�•  5 �†�Q#Ý�K�Z8b�Œ�º�Û�Ç�•�µ�¡�†3?3æ
�K�r�M���æ���[�A�•  VLAN ID �b(
�V�c  1 >|  4094 �[�M��

• dot1p>88b�Œ�º�Û�Ç�•�µ�¡#Ý�_  IEEE 802.1p �É�Û�–�œ�Ü�¸�•  �±� �å�¢
�†�Q#Ý�K�
�¹�Ç�›�Ý�º�b�¿�–�¸�•�È  VLAN >&VLAN 0>'�†�Q#Ý�K�Z�M
�m�Z�b�º�Û�Ç�•�µ�¡�†�™3æ�M�•�|�:�_�
 Cisco IP Phone �†0¿���K�r�M��
�¹�Ç�›�Ý�º�[�c�
 Cisco IP Phone �c  IEEE 802.1p �É�Û�–�œ�Ü�¸�•  5 �†
�Q#Ý�K�Z8b�Œ�º�Û�Ç�•�µ�¡�†3?3æ�K�r�M��

• none>8IP Phone �@"‚+¬�b0¿���†�Q#Ý�K�Z�±�¢�^�K�b8b�Œ�º�Û�Ç�•�µ�¡
�†3æ�™�M�•�|�:�_�K�r�M��

• untagged>8�±�¢�^�K�b8b�Œ�º�Û�Ç�•�µ�¡�†3æ�™�M�•�|�:�_  IP Phone �†
0¿���K�r�M��

�«�̧ �µ�É 5 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 6 show interfaces interface-id 
switchport �r�S�c  

show running-config interface 
interface-id

8b�Œ VLAN �b0¿���†&�1��K�r�M��

QoS �>�|�g8b�Œ  VLAN �b0¿���†&�1��K�r�M��

�«�̧ �µ�É 7 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��
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'¨  18 'v       8b�Œ VLAN �b0¿��
8b�Œ VLAN �b0¿��
���_�
 Cisco IP Phone �_�K)F�I�€�S�Ï�î�º�@�
 CoS �Í�†�Q#Ý�K�Z%T�™�º�Û�Ç�•�µ�¡�†�(8®�K�
8b�Œ�º�Û
�Ç�•�µ�¡�_  IEEE 802.1p �É�Û�–�œ�Ü�¸�•  �±� �å�¢�†�Q#Ý�K�
�¹�Ç�›�Ý�º�b�¿�–�¸�•�È  VLAN

>&VLAN0>'�†�Q#Ý�K�Z�M�m�Z�b�º�Û�Ç�•�µ�¡�†�™3æ�M�•�|�:�_0¿���M�•�[�†&g�K�r�M��

Switch# configure terminal  
Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)# interface gigabitethernet1/1
Switch(config-if)# mls qos trust cos 
Switch(config-if)# switchport voice vlan dot1p
Switch(config-if)# end  

�Ï�î�º�†�¹�Ç�›�Ý�º0¿���_�`�M�_�c�
 no switchport voice vlan �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

%T�™�¹�î�±  �Ç�Þ�î�Ò�b�É�Û�–�œ�Ü�¸�•0¿��

PC �r�S�c�Q�b�Ú�b�¹�î�±  �¹�Â�–�«�†  Cisco IP Phone �Ï�î�º�_�K)F�[�A�r�M���±�¢�Ü�A�¹�î�±  �º�Û
�Ç�•�µ�¡>& IEEE 802.1Q �r�S�c  IEEE 802.1p �Ç�Þ�î�Ò>'�†��#.�M�•�S�u�_�
�«�–�µ�³�@  CDP �Ã�£�µ�º
�†3æ�™�M�•�|�:�_0¿���[�A�r�M�� CDP �c�
 Cisco IP Phone �_�
 IP Phone �V�b�”�¡�­�«  �Ï�î�º�_�K)F�I
�€�S�¹�Â�–�«�?�}�b�¹�î�±  �Ã�£�µ�º�†�]�b�|�:�_3æ�™�M�•�?�†�æ���K�r�M�� PC �c�
 CoS �Í�@�m�~�\�Z
�}�€�S�Ã�£�µ�º�†#Õ�B�[�A�r�M���K)F�¹�Â�–�«�?�}  IP Phone �b�Ï�î�º�_�†�8�S�Ç�Þ�î�Ò�b�É�Û�–�œ�Ü
�¸�•�†�š�f�K�^�8>&�™8—�M�•>'�r�S�c�š�f�M�•>&�™8—�K�^�8>'�|�:�_�
 IP Phone �†0¿���[�A�r�M��

Cisco IP Phone �b8�8b�Œ�Ï�î�º�?�}�w�™�K�S�¹�î�±  �º�Û�Ç�•�µ�¡�b�É�Û�–�œ�Ü�¸�•�†0¿���M�•�_�c�

"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

���_�
 Cisco IP Phone �_�K)F�K�Z�8�•�Ï�î�º�†0¿���K�Z�
 PC �r�S�c�K)F�K�Z�8�•�¹�Â�–�«�?�}�w�™�M
�•�Ç�Þ�î�Ò�b�É�Û�–�œ�Ü�¸�•�†�š�f�K�^�8�|�:�_�M�•�[�†&g�K�r�M��

Switch# configure terminal  
Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)# interface gigabitethernet1/1 
Switch(config-if)# switchport priority extend trust
Switch(config-if)# end  

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 interface interface-id Cisco IP Phone �_�K)F�M�•�–�å�±�î�Ç�™�–�«�†�æ���K�
�–�å�±�î�Ç�™�–�«  �¥
�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 3 switchport priority extend 
{ cos value | trust }

Cisco IP Phone �b�”�¡�­�«  �Ï�î�º�?�}�w�™�K�S�¹�î�±  �º�Û�Ç�•�µ�¡�b�É�Û
�–�œ�Ü�¸�•�†0¿���K�r�M��

• cos value>8PC �r�S�c�K)F�K�Z�8�•�¹�Â�–�«�?�}�w�™�K�S�É�Û�–�œ�Ü
�¸�•�†�æ���b  CoS �Í�_�š�f�M�•�|�:�_�
 IP Phone �†0¿���K�r�M�� �Í�c  0 
>|  7 �[�M�� 7 �@�q9×�b�É�Û�–�œ�Ü�¸�•�[�M���¹�Ç�›�Ý�º�b�É�Û�–�œ�Ü
�¸�•�c  cos 0 �[�M��

• trust>8PC �r�S�c�K)F�K�Z�8�•�¹�Â�–�«�?�}�w�™�K�S�É�Û�–�œ�Ü�¸�•�†
�™8—�M�•�|�:�_  IP Phone �b�”�¡�­�«  �Ï�î�º�†0¿���K�r�M��

�«�̧ �µ�É 4 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 5 show interfaces interface-id 
switchport

0¿���†&�1��K�r�M��

�«�̧ �µ�É 6 copy running-config 
startup-config

>&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��
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8b�Œ VLAN �b/²&g
�Ï�î�º�†�¹�Ç�›�Ý�º0¿���_�`�M�_�c�
 no switchport priority extend �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×
�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

8b�Œ VLAN �b/²&g
�–�å�±�î�Ç�™�–�«�b8b�Œ  VLAN 0¿���†/²&g�M�•�_�c�
 show interfaces interface-id switchport "I�’  
EXEC �¥�Ð�å�»�†�Q#Ý�K�r�M��
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8b�Œ VLAN �b/²&g
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C H A P T E R 19

�É�Û�–�Ë�î�º  VLAN �b0¿��

�G�b'v�[�c�
 IE 3000 �«�–�µ�³�_�É�Û�–�Ë�î�º  VLAN �†0¿���M�•�m8p�_�X�8�Z1��Â�K�r�M���É�Û�–
�Ë�î�º  VLAN �c�
 IP �§�î�Å�«  �–�Ó�î�ª�@'�
>�K�Z�8�•�«�–�µ�³�[�T�E�§�Ï�î�º�I�€�r�M��

>&�@>' �G�b'v�[�Q#Ý�M�•�¥�Ð�å�»�b�S�e�>�|�g�Q#Ý�‰�2�b0ò(ý�_�X�8�Z�c�
�G�b�Ü�Ü�î�«�_�P�Â�M�•�¥�Ð�å�»  
�Ü�Ç�“�Þ�å�«�†�g!·�K�Z�C�T�I�8��

�G�b'v�b
Æ���c�
���b�\�>�~�[�M��

• ���É�Û�–�Ë�î�º  VLAN �b�+0[�� >&P.19-1>'

• ���É�Û�–�Ë�î�º  VLAN �b0¿���� >&P.19-6>'

• ���É�Û�–�Ë�î�º  VLAN �b�Ô�½�±�Ü�å�¢�� >&P.19-15>'

>&�@>' �É�Û�–�Ë�î�º  VLAN �†0¿���K�S���œ�
�«�–�µ�³�c  VLAN Trunking Protocol>&VTP; VLAN �º�Û�å�Ÿ�å
�¢  �É�ß�º�¥�Ý>'�º�Û�å�«�Ì�”�Þ�å�º  �Ô�î�»�[�^�E�€�d�^�~�r�O�‡�� '¨ 17 'v�� VTP �b0¿���� �†�g!·�K
�Z�C�T�I�8��

�É�Û�–�Ë�î�º  VLAN �b�+0[
�É�Û�–�Ë�î�º  VLAN �µ+��c�
�§�î�Å�«  �É�ß�Â�–�²�î�@  VLAN �†�Q#Ý�K�Z�8�•���œ�_%$8��M�•  2 �X�b
�e8Ÿ�_�P���K�r�M��

• �«�£�î�Û�Å�Ü�¸�•>8�«�–�µ�³�c�q�±  1005 �b�”�¡�¸�•�È  VLAN �†�§�Ï�î�º�K�r�M���§�î�Å�«  �É�ß
�Â�–�²�î�@  1 �•�«�±�Ð�î�6�S�~  1 �X�b  VLAN �†�m�~�\�Z�•���œ�
�§�î�Å�«  �É�ß�Â�–�²�î�@�§�Ï�î
�º�[�A�•�•�«�±�Ð�î�X�c�G�€�_�D7H�I�€�r�M��

• IP �Ý�î�¸�•�å�¢�†�–�¿�î�È�Ý�_�M�•�_�c�
 �›  VLAN �_�§�È�¿�µ�º  �”�»�Þ�«'56ë�r�S�c�”�»�Þ�«  �È
�ß�µ�¡�†�m�~�\�Z�r�M�@�
�G�€�_�|�~�
�•�Q#Ý�b  IP �”�»�Þ�«�@!“9O�_�^�~�
 IP �”�»�Þ�«�b'ö#.�_
�e8Ÿ�@2s�A�r�M��

�É�Û�–�Ë�î�º  VLAN �†�Q#Ý�M�•�G�\�[�«�£�î�Û�Å�Ü�¸�•�b�e8Ÿ�_�P���[�A�
�§�î�Å�«  �É�ß�Â�–�²�î�_
�\�W�Z�c  IP �”�»�Þ�«'ö#.�V�b�<�“�@�v�S�}�I�€�
�•�«�±�Ð�î�_�P�K�Z�c�Þ�–�Ö  2 �­�Ÿ�×�Ü�¸�•�†�f�j
�[�A�r�M��  

�É�Û�–�Ë�î�º  VLAN �c�
3û�–�b  VLAN �»�Ó�–�å�†�§�È�»�Ó�–�å�_�(�m�M�•�v�b�[�
0
�X�b  VLAN �Ì
�”>&�›�§�È�»�Ó�–�å�_  1 �X�b  VLAN >'�†�â�X�G�\�[�A�r�M���§�È�»�Ó�–�å�c�
 �É�Û�–�Ð�Ü  VLAN �>�|
�g �­�•�å�²�Ü  VLAN �\�8�:  VLAN �b�Ì�”�[/²#'�I�€�r�M��
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'¨  19 'v       �É�Û�–�Ë�î�º  VLAN �b0¿��
�É�Û�–�Ë�î�º  VLAN �b�+0[
�É�Û�–�Ë�î�º  VLAN 
Æ�b�M�m�Z�b VLAN �Ì�”�c� �L�É�Û�–�Ð�Ü  VLAN �†
¹�w�K�r�M���­�•�å�²�Ü  
VLAN ID �c�
�›�§�È�»�Ó�–�å�b�
�9�_�Q#Ý�I�€�r�M�� �W 19-1 �†�g!·�K�Z�C�T�I�8��

�W 19-1 �É�Û�–�Ë�î�º  VLAN �»�Ó�–�å

�­�•�å�²�Ü  VLAN �_�c�
���b  2 '�8®�@�6�~�r�M��

• "‚'g  VLAN >8"‚'g  VLAN 
Æ�b�Ï�î�º�c�
�Þ�–�Ö  2 �Þ�Ë�Ý�[�c�«�8�_3û�™�[�A�r�O�‡��

• �¥�Ñ�×�½�¸�•  VLAN >8�¥�Ñ�×�½�¸�•  VLAN 
Æ�b�Ï�î�º�c�«�8�_3û�™�[�A�r�M�@�
�Þ�–�Ö  2 �Þ�Ë�Ý
�_�6�•�Ú�b�¥�Ñ�×�½�¸�•
Æ�b�Ï�î�º�\�c3û�™�[�A�r�O�‡��

�É�Û�–�Ë�î�º  VLAN �[�c�
� �L�É�Û�–�Ë�î�º  VLAN 
Æ�b�Ï�î�º6ë�†�Þ�–�Ö  2 �[�(7³�K�r�M���É�Û�–
�Ë�î�º  VLAN �Ï�î�º�_�c�
���b  3 �X�b�±�–�É�@�6�~�r�M��

• !“�j�9>8!“�j�9�Ï�î�º�c�
�É�Û�–�Ë�î�º  VLAN �_�“�K�
�É�Û�–�Ð�Ü  VLAN �\6õ4��K�Z�8�•�­�•�å
�²�Ü  VLAN �_�“�M�•�¥�Ñ�×�½�¸�•  �Ï�î�º�x"‚'g�Í�«�º  �Ï�î�º�^�]�b�
�M�m�Z�b�–�å�±�î�Ç�™�–�«
�\3û�™�[�A�r�M��

• "‚'g>8"‚'g�Ï�î�º�c�
"‚'g�­�•�å�²�Ü  VLAN �_�“�M�•�Í�«�º  �Ï�î�º�[�M���G�€�c�
!“�j�9�Ï�î�º
�†7V�C�
� �L�É�Û�–�Ë�î�º  VLAN 
Æ�b�Ú�b�Ï�î�º�?�}�Þ�–�Ö  2 �[�ö
²�_�(7³�I�€�Z�8�r�M���É�Û
�–�Ë�î�º  VLAN �c�
!“�j�9�Ï�î�º�?�}�b�º�Û�Ç�•�µ�¡�†7V�A�
"‚'g�Ï�î�º���b�º�Û�Ç�•�µ�¡�†�M
�m�Z�È�ß�µ�¡�K�r�M��"‚'g�Ï�î�º�?�}�w�™�I�€�S�º�Û�Ç�•�µ�¡�c�
!“�j�9�Ï�î�º�T�E�_3?3æ�I�€�r
�M��

• �¥�Ñ�×�½�¸�•>8�¥�Ñ�×�½�¸�•  �Ï�î�º�c�
�¥�Ñ�×�½�¸�•  �­�•�å�²�Ü  VLAN �_�“�M�•�Í�«�º  �Ï�î�º�[
�M���¥�Ñ�×�½�¸�•  �Ï�î�º�c�
� �M�¥�Ñ�×�½�¸�•  VLAN �b�Q�b�Ú�b�Ï�î�º�
�>�|�g!“�j�9�Ï�î�º�\
3û�™�K�r�M���G�€�}�b�–�å�±�î�Ç�™�–�«�c�
�Ú�b�¥�Ñ�×�½�¸�•�b�Ú�b�M�m�Z�b�–�å�±�î�Ç�™�–�«�>
�|�g�É�Û�–�Ë�î�º  VLAN 
Æ�b"‚'g�Ï�î�º�\�Þ�–�Ö  2 �[�(7³�I�€�r�M��

>&�@>' �º�Û�å�¡  �Ï�î�º�c�
3û�–�b  VLAN �?�}�b�º�Û�Ç�•�µ�¡�†��3æ�K�
�r�S�É�Û�–�Ð�Ü�
"‚'g�
�>�|�g�¥
�Ñ�×�½�¸�•  VLAN �?�}�b�º�Û�Ç�•�µ�¡�v��3æ�K�r�M��

11
60

83

�J�\���L�o�;�J �\ �� �L �o �;
VLANVLAN

�<�T���f�< �T �� �f

�J�\���L�o�;
VLAN

�<�T���f

�J�\���Q�]
VLAN

�( �I �< �T �� �f�( �I �< �T �� �f

�. �� �f �3 �]
�&�R�X�> �9 ��  VLAN

�. �� �f �3 �]
 [ %� VLAN

�(�I�<�T���f�(�I�<�T���f

�.���f�3�]
�&�R�X �> �9��  VLAN

�.���f�3�]
 [%�  VLAN
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'¨  19 'v       �É�Û�–�Ë�î�º  VLAN �b0¿��
�É�Û�–�Ë�î�º  VLAN �b�+0[
�É�Û�–�Ð�Ü�>�|�g�­�•�å�²�Ü  VLAN �_�c���b�|�:�^"I�ö�@�6�~�r�M��

• �É�Û�–�Ð�Ü  VLAN >8�É�Û�–�Ë�î�º  VLAN �_�c�
�É�Û�–�Ð�Ü  VLAN �†  1 �X�T�E0¿���[�A�r�M���É
�Û�–�Ë�î�º  VLAN 
Æ�b�M�m�Z�b�Ï�î�º�c�
�É�Û�–�Ð�Ü  VLAN �b�Ó�å�Â�î�[�M���É�Û�–�Ð�Ü  
VLAN �c�
!“�j�9�Ï�î�º�?�}�b�"�M�‰�¥�º�Û�Ç�•�µ�¡�b�²�˜�å�«�º�Ü�î�Ò�†�
 >&"‚'g�>�|�g�¥�Ñ�×
�½�¸�•>'�Í�«�º  �Ï�î�º�>�|�g�Ú�b!“�j�9�Ï�î�º�l��3æ�K�r�M��

• "‚'g  VLAN >8�É�Û�–�Ë�î�º  VLAN �b"‚'g  VLAN �c  1 �X�T�E�[�M��"‚'g  VLAN �c�
�Í�«�º�?�}�b
�"�M�‰�¥�º�Û�Ç�•�µ�¡  �”�µ�É�«�º�Ü�î�Ò�†!“�j�9�Ï�î�º�>�|�g�¤�î�º�˜�™�–�l��3æ�M�•�­�•�å�²
�Ü VLAN �[�M��

• �¥�Ñ�×�½�¸�•  VLAN >8�¥�Ñ�×�½�¸�•  VLAN �c�
�¥�Ñ�×�½�¸�•  �Ï�î�º�?�}�b�”�µ�É�«�º�Ü�î�Ò  �º
�Û�Ç�•�µ�¡�†!“�j�9�Ï�î�º  �¤�î�º�˜�™�–�>�|�g� �L�¥�Ñ�×�½�¸�•
Æ�b�Ú�b�Í�«�º  �Ï�î�º�l��3æ�M
�•�­�•�å�²�Ü  VLAN �[�M��0
�X�b�¥�Ñ�×�½�¸�•  VLAN �†  1 �X�b�É�Û�–�Ë�î�º  VLAN �_0¿���[�A
�r�M��

!“�j�9�Ï�î�º�@�…�<�•�b�c�
 1 �X�b�É�Û�–�Ð�Ü  VLAN �
 1 �X�b"‚'g  VLAN �
�>�|�g0
�X�b�¥�Ñ�×�½�¸�•  
VLAN �T�E�[�M���Þ�–�Ö  3 �¤�î�º�˜�™�–�c3û�–!“�j�9�Ï�î�º�†�Ó�K�Z�«�–�µ�³�_�K)F�I�€�Z�8�r�M��
!“�j�9�Ï�î�º�[�c�
�È(
�V�^�¹�Â�–�«�†�É�Û�–�Ë�î�º  VLAN �b�”�¡�­�«  �Ï�–�å�º�\�K�Z�K)F�[�A�r
�M���S�\�<�d�
�M�m�Z�b�É�Û�–�Ë�î�º  VLAN �§�î�Â�†'ö#.�á�î�¡�«�¸�î�©�Ù�å�?�}%�0i�K�S�~�Â�µ�¡
�”�µ�É�K�S�~�M�•�b�_�
!“�j�9�Ï�î�º�†�Q#Ý�[�A�r�M��

�«�–�µ�³#”�C�[�c�
�¶���b�É�Û�–�Ë�î�º  VLAN �\�”�¯�©�š�î�º�I�€�Z�8�•  IP �§�È�¿�µ�º�†�
�›�š�å�»  
�«�¸�î�©�Ù�å�x�š�å�»  �«�¸�î�©�Ù�å�b
¹3û�¢�Ý�î�É�_�m�~�\�Z�•�G�\�@�[�A�r�M���É�Û�–�Ë�î�º  
VLAN �b�¥4Š�\3û�™�M�•�_�c�
�š�å�»  �«�¸�î�©�Ù�å�[�c�
�¹�Ç�›�Ý�º  �¤�î�º�˜�™�–�b�s�\3û�™�M�•�²
0[�@�6�~�r�M��

�É�Û�–�Ë�î�º  VLAN �†�Q#Ý�K�Z�š�å�»  �«�¸�î�©�Ù�å�l�b�”�¡�­�«�†���b�|�:�_�D�š�[�A�r�M��

• �š�å�»  �«�¸�î�©�Ù�å�_�K)F�I�€�Z�8�•�–�å�±�î�Ç�™�–�«�†4E�¥�K�Z"‚'g�Ï�î�º�\�K�Z0¿���K�
�Þ
�–�Ö  2 �b3û�™�†�K�^�8�|�:�_�K�r�M���S�\�<�d�
�š�å�»  �«�¸�î�©�Ù�å�@�§�î�Â�b���œ�
�G�b0¿��
�_�|�~�§�î�Â6ë�b�Þ�–�Ö  2 3û�™�@�[�A�^�C�^�~�r�M��

• �M�m�Z�b�š�å�»  �«�¸�î�©�Ù�å�@�¹�Ç�›�Ý�º  �¤�î�º�˜�™�–�_�”�¡�­�«�[�A�•�|�:�_�M�•�_�c�
�¹
�Ç�›�Ý�º  �¤�î�º�˜�™�–�>�|�g�š�å�»  �«�¸�î�©�Ù�å�_�K)F�I�€�Z�8�•�–�å�±�î�Ç�™�–�«�†�
!“�j�9
�Ï�î�º�\�K�Z0¿���K�r�M��

�É�Û�–�Ð�Ü�
"‚'g�
�>�|�g�¥�Ñ�×�½�¸�•  VLAN �†�É�Û�–�Ë�î�º  VLAN �†�§�Ï�î�º�M�•�Ú�b�¹�Â�–�«�_
�º�Û�å�Ÿ�å�¢�M�•�G�\�[�
�É�Û�–�Ë�î�º  VLAN �†0
�X�b�¹�Â�–�«�_�Ñ�G�[�A�r�M���É�Û�–�Ë�î�º  
VLAN �¥�å�Ç�•� �×�Þ�î�©�Ù�å�b�­�Ÿ�×�Ü�¸�•�†�–�W�Z  VLAN �b�Ú�b�Ø�î�¨�@�É�Û�–�Ë�î�º  VLAN 
�_0¿���I�€�^�8�|�:�_�M�•�_�c�
�É�Û�–�Ë�î�º  VLAN �Ï�î�º�b�^�8�¹�Â�–�«�†�µ�t�
�M�m�Z�b�p6ë�¹
�Â�–�«
Æ�_�É�Û�–�Ë�î�º  VLAN �†0¿���K�r�M��

�É�Û�–�Ë�î�º  VLAN �[�b  IP �”�»�Þ�µ�©�å�¢�‰�'

�›�•�«�±�Ð�î�_�¶�9�b  VLAN �†�m�~�\�Z�•�\�
���b�|�:�_  IP �”�»�Þ�µ�©�å�¢�‰�'�@8�� "á$×�_�^�~�r
�M��

• �•�«�±�Ð�î�b  VLAN �_�”�»�Þ�«  �È�ß�µ�¡�†�m�~�\�Z�•�\�
�•�Q#Ý�b  IP �”�»�Þ�«�@���Z�A�r�M��

• VLAN 
Æ�b�¹�Â�–�«�X�@�Q�•�K�S���œ�
�Q�€�_�P�Â�M�•�T�E�b�”�»�Þ�«�†�m�~�\�Z�}�€�^�8���œ
�@�6�~�r�M��

�G�€�}�b�e8Ÿ�c�
�É�Û�–�Ë�î�º  VLAN �†�Q#Ý�M�•�G�\�[3M�ö�[�A�r�M���G�b���œ�
�É�Û�–�Ë�î�º  
VLAN 
Æ�b�M�m�Z�b�Ó�å�Â�î�@�É�Û�–�Ð�Ü  VLAN �_�m�~�\�Z�}�€�S
¹3û�”�»�Þ�«'56ë�†
¹�w�K�r�M��
�Í�«�º�c�­�•�å�²�Ü  VLAN �_�K)F�I�€�
 DHCP �§�î�Â�@�É�Û�–�Ð�Ü  VLAN �_�m�~�\�Z�}�€�S�”�»�Þ�«  
�È�ß�µ�¡�?�}  IP �”�»�Þ�«�†�m�~�\�Z�r�M���‹)F�b  IP �”�»�Þ�«�c�
� �L�É�Û�–�Ð�Ü  VLAN �_�6�•�9�b
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'¨  19 'v       �É�Û�–�Ë�î�º  VLAN �b0¿��
�É�Û�–�Ë�î�º  VLAN �b�+0[
�­�•�å�²�Ü  VLAN �_�6�•�•�«�±�Ð�î  �¹�Â�–�«�_�m�~�\�Z�•�G�\�@�[�A�r�M���‚�K�8�¹�Â�–�«�@3ã�•�I
�€�•�\�
 DHCP �§�î�Â�c�§�È�¿�µ�º  �”�»�Þ�«�b�±�A�^�É�î�Ý�?�}���_�Q#Ý�•+��^�”�»�Þ�«�†�¹�Â�–�«
�_�m�~�\�Z�r�M��

0
�X�b�«�–�µ�³�b  PVLAN
3û�–�b  VLAN �\� �]�_�
�É�Û�–�Ë�î�º  VLAN �†0
�X�b�«�–�µ�³�_�r�S�@�•�|�:�_0¿���[�A�r�M���º�Û
�å�¡  �Ï�î�º�c�É�Û�–�Ð�Ü  VLAN �>�|�g�­�•�å�²�Ü  VLAN �†7„�K�«�–�µ�³�_��3æ�K�r�M���º�Û�å�¡  
�Ï�î�º�c�É�Û�–�Ë�î�º  VLAN �†�Ú�b  VLAN �\�K�Z�…�8�r�M�� 0
�X�b�«�–�µ�³�_�r�S�@�•�É�Û�–�Ë�î�º  
VLAN �b�µ+��b���œ�
�«�–�µ�³  A �_�6�•"‚'g�Ï�î�º�?�}�b�º�Û�Ç�•�µ�¡�c�«�–�µ�³  B �_�?4)�K�r�O
�‡�� �W 19-2 �†�g!·�K�Z�C�T�I�8��

�W 19-2 0
�X�b�«�–�µ�³�_�r�S�@�•�É�Û�–�Ë�î�º  VLAN

VTP �c�É�Û�–�Ë�î�º  VLAN �†�§�Ï�î�º�K�^�8�b�[�
�Þ�–�Ö  2 �¿�µ�º�á�î�¡
Æ�b�M�m�Z�b�«�–�µ�³�_�É
�Û�–�Ë�î�º  VLAN �†�m�·�[0¿���M�•�²0[�@�6�~�r�M���¿�µ�º�á�î�¡
Æ�b�M4Š�b�«�–�µ�³�_�É�Û�–�Ð�Ü
�>�|�g�­�•�å�²�Ü  VLAN �b6õ4��†0¿���K�^�8���œ�
�G�€�}�b�«�–�µ�³�b�Þ�–�Ö  2 �¹�î�±�Ë�î�«�c)+�œ
�I�€�r�O�‡���G�€�_�|�~�
�G�€�}�b�«�–�µ�³�_�É�Û�–�Ë�î�º  VLAN �º�Û�Ç�•�µ�¡�b�Y0[�^�Ç�Û�µ�¹�•
�å�¢�@$Î#Õ�M�•�•+��ö�@�6�~�r�M��

>&�@>' �É�Û�–�Ë�î�º  VLAN �†�«�–�µ�³�_0¿���M�•�\�A�_�
�Ø�½�Ÿ�Õ�«�º  �Ý�î�º�\�Þ�–�Ö  2 �š�å�º�Ü�\�b6ë�b
�©�«�¸�Ò  �Ü�¯�î�«�b�Â�Û�å�«�†�v�•�S�u�_�
�–�_�¹�Ç�›�Ý�º�b  Switch Database Management>&SDM>'
�¸�å�É�Þ�î�º�†�Q#Ý�K�Z�C�T�I�8���9�b  SDM �¸�å�É�Þ�î�º�@0¿���I�€�Z�8�•���œ�
�¹�Ç�›�Ý�º  �¸�å�É
�Þ�î�º�†0¿���M�•�b�_  sdm prefer default �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��
'¨ 10 'v�� SDM �¸�å�É�Þ�î�º�b0¿���� �†�g!·�K�Z�C�T�I�8��

11
60

84

VLAN 100

VLAN 201 VLAN 202

�,���6�4  B

VLAN 100

VLAN 100 = �J�\���Q�]  VLAN
VLAN 201 = �.���f�3�] [%�  VLAN
VLAN 202 = �.���f�3�]  �&�R�X �> �9��  VLAN

VLAN 201

VLAN 100�”
201�”�Å���î  202 �é�;�\�H���6�"�

µ1M

�;�\�f�"  �P�o�;

VLAN 202

�,���6�4  A
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'¨  19 'v       �É�Û�–�Ë�î�º  VLAN �b0¿��
�É�Û�–�Ë�î�º  VLAN �b�+0[
�É�Û�–�Ë�î�º  VLAN �b�Ú�µ+��\�b%&�«�8#Ý

�É�Û�–�Ë�î�º  VLAN �_�c�
���b�|�:�_�Ú�b�µ+��\%&�«�8#Ý�@�6�~�r�M��

• ���É�Û�–�Ë�î�º  VLAN �\�Ø�½�Ÿ�Õ�«�º�
�È�ß�î�»�Ÿ�Õ�«�º�
�>�|�g�Ð�Ý�³�Ÿ�Õ�«�º  �º�Û�Ç�•�µ�¡��
>&P.19-5>'

• ���É�Û�–�Ë�î�º  VLAN �\  SVI��>&P.19-5>'

���­�•�å�²�Ü  VLAN �>�|�g�É�Û�–�Ð�Ü  VLAN �b0¿���� >&P.19-7>' �b�W�_�6�• ���É�Û�–�Ë�î�º  VLAN 0¿
���ì�b�@�–�¦8o�� �v�g!·�K�Z�C�T�I�8��

�É�Û�–�Ë�î�º  VLAN �\�Ø�½�Ÿ�Õ�«�º�
�È�ß�î�»�Ÿ�Õ�« �º�
�>�|�g�Ð�Ý�³�Ÿ�Õ�«�º  �º�Û�Ç�•�µ
�¡  

3û�–�b  VLAN �[�c�
� �L  VLAN �_�6�•�¹�Â�–�«�c�Þ�–�Ö  2 �Þ�Ë�Ý�[�«�8�_3û�™�K�r�M�@�
�9�b  
VLAN �_�6�•�–�å�±�î�Ç�™�–�«�_�K)F�I�€�S�¹�Â�–�«�\�c�Þ�–�Ö  3 �Þ�Ë�Ý�[3û�™�M�•�²0[�@�6�~�r�M��
�É�Û�–�Ë�î�º  VLAN �[�c�
!“�j�9�Ï�î�º�c�É�Û�–�Ð�Ü  VLAN �b�Ó�å�Â�î�[�
�Í�«�º  �Ï�î�º�c�­�•�å
�²�Ü  VLAN �_�“�K�Z�8�r�M���­�•�å�²�Ü  VLAN �c�É�Û�–�Ð�Ü  VLAN �_�P�Â�Ü�E�}�€�Z�8�•�S�u�
�G
�€�}�b  VLAN �b�Ó�å�Â�î�c�Þ�–�Ö  2 �Þ�Ë�Ý�[�«�8�_3û�™�[�A�r�M��

3û�–�b  VLAN �[�c�
�È�ß�î�»�Ÿ�Õ�«�º�c�Q�b  VLAN 
Æ�b�M�m�Z�b�Ï�î�º�_3?3æ�I�€�r�M���É�Û�–�Ë�î
�º  VLAN �È�ß�î�»�Ÿ�Õ�«�º3?3æ�c�
���b�|�:�_�È�ß�î�»�Ÿ�Õ�«�º�†3æ�™�M�•�Ï�î�º�_�e�‘�I�€�r�M��

• "‚'g�Ï�î�º�c�È�ß�î�»�Ÿ�Õ�«�º�†!“�j�9�Ï�î�º�r�S�c�º�Û�å�¡  �Ï�î�º�_�T�E3æ�™�K�r�M��

• �¥�Ñ�×�½�¸�•  �Ï�î�º�c�
�M�m�Z�b!“�j�9�Ï�î�º�
�º�Û�å�¡  �Ï�î�º�
�>�|�g� �L�¥�Ñ�×�½�¸�•  
VLAN 
Æ�b�Ï�î�º�_�È�ß�î�»�Ÿ�Õ�«�º�†3æ�™�K�r�M��

• !“�j�9�Ï�î�º�c�
�É�Û�–�Ë�î�º  VLAN �b�M�m�Z�b�Ï�î�º>&�Ú�b!“�j�9�Ï�î�º�
�º�Û�å�¡  �Ï�î�º�

"‚'g�Ï�î�º�
�¥�Ñ�×�½�¸�•  �Ï�î�º>'�_�È�ß�î�»�Ÿ�Õ�«�º�†3æ�™�K�r�M��

�Ð�Ý�³�Ÿ�Õ�«�º  �º�Û�Ç�•�µ�¡�c�
�É�Û�–�Ë�î�º  VLAN �C#ú�†2z�<�Z�"�M�b�¥�Ñ�×�½�¸�•  VLAN 
Æ�_
�Ý�î�¸�•�å�¢�r�S�c�È�Ü�µ�ª�å�¢�I�€�r�M���Ð�Ý�³�Ÿ�Õ�«�º  �º�Û�Ç�•�µ�¡�c�
� �L"‚'g  VLAN 
Æ�b
�Ï�î�º6ë�[3?3æ�I�€�N�
�r�S�9�b�­�•�å�²�Ü  VLAN 
Æ�b�Ï�î�º6ë�[�v3?3æ�I�€�r�O�‡��

�É�Û�–�Ë�î�º  VLAN �\  SVI

�Þ�–�Ö  3 �«�–�µ�³�[�c�
 Switch Virtual Interface>&SVI; �«�–�µ�³�ì�•�–�å�±�î�Ç�™�–�«>'�@  VLAN �b
�Þ�–�Ö  3 �–�å�±�î�Ç�™�–�«�†/²�K�r�M���Þ�–�Ö  3 �¹�Â�–�«�c�
�­�•�å�²�Ü  VLAN �[�c�^�C�É�Û�–�Ð�Ü  
VLAN �†�Ó�K�Z�T�E�É�Û�–�Ë�î�º  VLAN �\3û�™�K�r�M�� �Þ�–�Ö  3 VLAN �–�å�±�î�Ç�™�–�«�†�É�Û�–�Ð
�Ü VLAN �_�P�K�Z�T�E0¿���K�r�M���Þ�–�Ö  3 VLAN �–�å�±�î�Ç�™�–�«�†�­�•�å�²�Ü  VLAN #Ý�_0¿��
�[�A�r�O�‡�� VLAN �@�­�•�å�²�Ü  VLAN �\�K�Z0¿���I�€�Z�8�•6ë�
�­�•�å�²�Ü  VLAN �b  SVI �c8��”
�¡�¸�•�È�_�^�~�r�M��

• �”�¡�¸�•�È  SVI �†0¿���K�S  VLAN �†�­�•�å�²�Ü  VLAN �\�K�Z0¿���K�|�:�\�M�•�\�
 SVI �†�¹�•
�­�î�È�Ý�_�M�•�r�[0¿���@0Á�•�I�€�r�O�‡��

• �­�•�å�²�Ü  VLAN �\�K�Z0¿���I�€�Z�8�•  VLAN �_  SVI �†�8�B�K�|�:�\�K�Z�­�•�å�²�Ü  VLAN �@
�M�[�_�Þ�–�Ö  3 �_�Ð�µ�Æ�å�¢�I�€�Z�8�•���œ�
 SVI �c�8�B�I�€�N�
�š�Û�î�@3É�I�€�r�M�� SVI �@�Þ
�–�Ö  3 �_�Ð�µ�Æ�å�¢�I�€�Z�8�^�8���œ�
 SVI �c�8�B�I�€�r�M�@�
+¬�·$×�_�©�Õ�µ�º�²�˜�å�I�€�r
�M��

�É�Û�–�Ð�Ü  VLAN �@�­�•�å�²�Ü  VLAN �_�P�Â�Ü�E�}�€�Z�8�Z�Ð�µ�Æ�å�¢�I�€�Z�8�•�\�
�É�Û�–�Ð�Ü  
VLAN �V�b0¿���c�­�•�å�²�Ü  VLAN SVI �_���Û�I�€�r�M���S�\�<�d�
 IP �§�È�¿�µ�º�†�É�Û�–�Ð�Ü  
VLAN SVI �_�m�~�\�Z�•���œ�
�G�b�§�È�¿�µ�º�c�É�Û�–�Ë�î�º  VLAN 
²�/�b  IP �§�È�¿�µ�º  �”�»�Þ�«
�[�M��
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'¨  19 'v       �É�Û�–�Ë�î�º  VLAN �b0¿��
�É�Û�–�Ë�î�º  VLAN �b0¿��
�É�Û�–�Ë�î�º  VLAN �b0¿��
�G�G�[�c�
���b0¿���_�X�8�Z1��Â�K�r�M��

• ���É�Û�–�Ë�î�º  VLAN �b0¿���m8p�� >&P.19-6>'

• ���¹�Ç�›�Ý�º�b�É�Û�–�Ë�î�º  VLAN 0¿���� >&P.19-6>'

• ���É�Û�–�Ë�î�º  VLAN 0¿���ì�b�@�–�¦8o�� >&P.19-6>'

• ���É�Û�–�Ë�î�º  VLAN 
Æ�b VLAN �b0¿���>�|�g�P�Â�Ü�E�� >&P.19-10>'

• ���É�Û�–�Ë�î�º  VLAN �Í�«�º  �Ï�î�º�\�K�Z�b�Þ�–�Ö  2 �–�å�±�î�Ç�™�–�«�b0¿���� >&P.19-11>'

• ���É�Û�–�Ë�î�º  VLAN !“�j�9�Ï�î�º�\�K�Z�b�Þ�–�Ö  2 �–�å�±�î�Ç�™�–�«�b0¿���� >&P.19-12>'

• ���­�•�å�²�Ü  VLAN �b�É�Û�–�Ð�Ü  VLAN �Þ�–�Ö  3 VLAN �–�å�±�î�Ç�™�–�«�l�b�Ð�µ�Æ�å�¢��
>&P.19-13>'

�É�Û�–�Ë�î�º  VLAN �b0¿���m8p

�É�Û�–�Ë�î�º  VLAN �†0¿���M�•�_�c�
���b�m8p�†��/œ�K�r�M��

�«�¸�µ�É 1 VTP �Ô�î�»�†�º�Û�å�«�Ì�”�Þ�å�º�_0¿���K�r�M��

�«�¸�µ�É 2 �É�Û�–�Ð�Ü�>�|�g�­�•�å�²�Ü  VLAN �†�8�B�K�Z�G�€�}�†�P�Â�Ü�E�K�r�M�� ���É�Û�–�Ë�î�º  VLAN 
Æ�b 
VLAN �b0¿���>�|�g�P�Â�Ü�E�� >&P.19-10>' �†�g!·�K�Z�C�T�I�8��

>&�@>' VLAN �@�r�T�8�B�I�€�Z�8�^�8���œ�
�É�Û�–�Ë�î�º  VLAN 0¿���É�ß�­�«�[�G�€�†�8�B�K�r�M��

�«�¸�µ�É 3 �–�å�±�î�Ç�™�–�«�†"‚'g�Ï�î�º�r�S�c�¥�Ñ�×�½�¸�•  �Í�«�º  �Ï�î�º�_0¿���K�Z�
 �Í�«�º  �Ï�î�º�_  VLAN 
�Ó�å�Â�î�©�µ�É�†�m�~�\�Z�r�M�� ���É�Û�–�Ë�î�º  VLAN �Í�«�º  �Ï�î�º�\�K�Z�b�Þ�–�Ö  2 �–�å�±�î�Ç�™
�–�«�b0¿���� >&P.19-11>' �†�g!·�K�Z�C�T�I�8��

�«�¸�µ�É 4 �–�å�±�î�Ç�™�–�«�†!“�j�9�Ï�î�º�\�K�Z0¿���K�
!“�j�9�Ï�î�º�†�É�Û�–�Ð�Ü�>�|�g�­�•�å�²�Ü  VLAN 
�b�Ì�”�_�Ð�µ�Æ�å�¢�K�r�M�� ���É�Û�–�Ë�î�º  VLAN !“�j�9�Ï�î�º�\�K�Z�b�Þ�–�Ö  2 �–�å�±�î�Ç�™�–�«�b
0¿���� >&P.19-12>' �†�g!·�K�Z�C�T�I�8��

�«�¸�µ�É 5 VLAN 6ë�Ý�î�¸�•�å�¢�†�Q#Ý�K�Z�8�•���œ�
�É�Û�–�Ð�Ü  SVI �†0¿���K�
�­�•�å�²�Ü  VLAN �†�É�Û�–�Ð
�Ü SVI �_�Ð�µ�Æ�å�¢�K�r�M�� ���­�•�å�²�Ü  VLAN �b�É�Û�–�Ð�Ü  VLAN �Þ�–�Ö  3 VLAN �–�å�±�î�Ç�™�–
�«�l�b�Ð�µ�Æ�å�¢�� >&P.19-13>' �†�g!·�K�Z�C�T�I�8��

�«�¸�µ�É 6 �É�Û�–�Ð�Ü  VLAN 0¿���†&�1��K�r�M��

�¹�Ç�›�Ý�º�b�É�Û�–�Ë�î�º  VLAN 0¿��

�É�Û�–�Ë�î�º  VLAN �c0¿���I�€�Z�8�r�O�‡��

�É�Û�–�Ë�î�º  VLAN 0¿���ì�b�@�–�¦8o

�É�Û�–�Ë�î�º  VLAN 0¿���ì�b�@�–�¦8o�c�
���b�•�¸�¦�Ü�_�(�E�}�€�r�M��

• ���­�•�å�²�Ü  VLAN �>�|�g�É�Û�–�Ð�Ü  VLAN �b0¿���� >&P.19-7>'
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'¨  19 'v       �É�Û�–�Ë�î�º  VLAN �b0¿��
�É�Û�–�Ë�î�º  VLAN �b0¿��
• ���É�Û�–�Ë�î�º  VLAN �Ï�î�º0¿���� >&P.19-8>'

• ���Ú�b�µ+��_6õ4��M�•�D(Ù�¦8o�� >&P.19-9>'

�­�•�å�²�Ü  VLAN �>�|�g�É�Û�–�Ð�Ü  VLAN �b0¿��

�É�Û�–�Ë�î�º  VLAN �b0¿���†/œ�:�\�A�c�
���b�@�–�¦8o�_�‘�W�Z�C�T�I�8��

• �«�–�µ�³�[  VTP �Â�î�ª�Ù�å  1 �r�S�c  2 �@'�
>�K�Z�8�•���œ�c�
 VTP �†�º�Û�å�«�Ì�”�Þ�å�º  �Ô�î�»
�_0¿���M�•�²0[�@�6�~�r�M���É�Û�–�Ë�î�º  VLAN �†0¿���K�S�‹�[�
 VTP �Ô�î�»�†�¡�Û�–�”�å�º�r
�S�c�§�î�Â�_�š�f�[�A�r�O�‡�� VTP �b0ò(ý�_�X�8�Z�c�
 '¨ 17 'v�� VTP �b0¿���� �†�g!·�K�Z�C�T
�I�8�� VTP �Â�î�ª�Ù�å  3 �[�c�
�É�Û�–�Ë�î�º  VLAN �c�M�m�Z�b�Ô�î�»�[�§�Ï�î�º�I�€�r�M��

• VTP �Â�î�ª�Ù�å  1 �r�S�c  2 �[�É�Û�–�Ë�î�º  VLAN �†0¿���‹�
 copy running-config startup config 
"I�’  EXEC �¥�Ð�å�»�†�Q#Ý�K�Z  VTP �º�Û�å�«�Ì�”�Þ�å�º  �Ô�î�»0¿���>�|�g�É�Û�–�Ë�î�º  VLAN 
0¿���†�«�–�µ�³  �«�±�î�º�”�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_�–�Ñ�K�r�M���–�Ñ�K�^�8�\�

�«�–�µ�³�†�Ü�­�µ�º�K�S���œ�
�¹�Ç�›�Ý�º�b  VTP �§�î�Â  �Ô�î�»�_�^�~�
�É�Û�–�Ë�î�º  VLAN �†
�§�Ï�î�º�K�^�C�^�~�r�M�� VTP �Â�î�ª�Ù�å  3 �[�c�É�Û�–�Ë�î�º  VLAN �†�§�Ï�î�º�K�r�M��

• VTP �Â�î�ª�Ù�å  1 �>�|�g  2 �[�c�
�É�Û�–�Ë�î�º  VLAN 0¿���b���Û�c/œ�ƒ�€�r�O�‡���É�Û�–�Ë�î�º  
VLAN �Ï�î�º�@�²0[�^�¹�Â�–�«�[  VTP �Â�î�ª�Ù�å  3 �@��/œ�I�€�Z�8�^�8���œ�c�
�Q�b�¹�Â�–�«�V
�[�É�Û�–�Ë�î�º  VLAN �†0¿���M�•�²0[�@�6�~�r�M��

• VLAN 1 �r�S�c  VLAN 1002 >|  1005 �†�É�Û�–�Ð�Ü  VLAN �r�S�c�­�•�å�²�Ü  VLAN �\�K�Z0¿���[
�A�r�O�‡���Ñ�G  VLAN >&VLAN ID 1006 >|  4094>'�c�É�Û�–�Ë�î�º  VLAN �_�“�M�•�G�\�@�[�A�r
�M��

• �É�Û�–�Ð�Ü  VLAN �_�c�
 1 �X�b"‚'g  VLAN �>�|�g0
�X�b�¥�Ñ�×�½�¸�•  VLAN �†6õ4��Ü�E�•�G�\
�@�[�A�r�M��"‚'g�r�S�c�¥�Ñ�×�½�¸�•  VLAN �_�c�
�G�€�_�P�Â�Ü�E�}�€�S�É�Û�–�Ð�Ü  VLAN �†  1 
�X�T�E0¿���[�A�r�M��

• �É�Û�–�Ë�î�º  VLAN �_�c0
�X�b  VLAN �@�µ�r�€�r�M�@�
�É�Û�–�Ë�î�º  VLAN 
²�/�[��/œ�•+��^
�«�Ã�½�å�¢�¶�Ü�î  �É�ß�º�¥�Ý>& STP>'�–�å�«�±�å�«�c  1 �X�T�E�[�M���­�•�å�²�Ü  VLAN �@�É�Û�–
�Ð�Ü VLAN �_6õ4��Ü�E�}�€�Z�8�•���œ�
�É�Û�–�Ð�Ü  VLAN �b  STP �Ã�Û�Ó�î�±�@�­�•�å�²�Ü  
VLAN �_���Û�I�€�r�M��

• �É�Û�–�Ë�î�º  VLAN �[  DHCP �«�¾�î�Æ�å�¢�†�–�¿�î�È�Ý�_�[�A�r�M���É�Û�–�Ð�Ü  VLAN �[  
DHCP �«�¾�î�Æ�å�¢�†�–�¿�î�È�Ý�_�M�•���œ�
�­�•�å�²�Ü  VLAN �_���Û�I�€�r�M���­�•�å�²�Ü  
VLAN �[  DHCP �†0¿���K�Z�v�
�É�Û�–�Ð�Ü  VLAN �†�M�[�_0¿���K�Z�8�•���œ�
�Q�b0¿���c�w� �_
�^�~�r�O�‡��

• �É�Û�–�Ë�î�º  VLAN �Ï�î�º�[  IP �¯�î�«  �ž�î�»�†�–�¿�î�È�Ý�_�M�•���œ�c�
�É�Û�–�Ð�Ü  VLAN �[  
DHCP �«�¾�î�Æ�å�¢�†�–�¿�î�È�Ý�_�M�•�²0[�@�6�~�r�M��

• �É�Û�–�Ë�î�º  VLAN 
Æ�[�º�Û�Ç�•�µ�¡�†��3æ�K�Z�8�^�8�¹�Â�–�«�b�º�Û�å�¡�?�}�É�Û�–�Ë�î�º  
VLAN �†�É�Ý�î�½�å�¢�M�•�G�\�†�N�á�K�r�M��

• �É�Û�–�Ð�Ü  VLAN �
"‚'g  VLAN �
�>�|�g�¥�Ñ�×�½�¸�•  VLAN �_�c�
�9���b  Quality of Service
>&QoS>'�†4:#Ý�[�A�r�M��

• Sticky ARP

– sticky ARP �š�å�º�Ü�\�c�
 SVI �>�|�g�Þ�–�Ö  3 �–�å�±�î�Ç�™�–�«�V�[�Û*f�I�€�•�š�å�º�Ü�[
�M�� Sticky ARP �š�å�º�Ü�_�c�‡7H�)�€�@�6�~�r�O�‡��

– ip sticky-arp �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�c�
 �É�Û�–�Ë�î�º  VLAN �_�“�M�•  
SVI �[�T�E�§�Ï�î�º�I�€�r�M��

– ip sticky-arp �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�c�
���b�V�[�T�E�§�Ï�î�º
�I�€�r�M��

�Þ�–�Ö  3 �–�å�±�î�Ç�™�–�«
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'¨  19 'v       �É�Û�–�Ë�î�º  VLAN �b0¿��
�É�Û�–�Ë�î�º  VLAN �b0¿��
�† =  VLAN �_�“�M�•  SVI 

�É�Û�–�Ë�î�º  VLAN �_�“�M�•  SVI

ip sticky-arp �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�>�|�g  ip sticky-arp �–�å�±�î�Ç�™�–�«  
�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�b�Q#Ý�b0ò(ý�_�X�8�Z�c�
�G�b�Ü�Ü�î�«�†�g!·�K�Z�C�T�I�8��

• �É�Û�–�Ð�Ü�>�|�g�­�•�å�²�Ü  VLAN �[  VLAN �Ð�µ�É�†0¿���[�A�r�M>& �� VLAN �Ð�µ�É�b0¿����
>&P.38-31>' �†�g!·>' ���S�T�K�
�É�Û�–�Ë�î�º  VLAN �b�É�Û�–�Ð�Ü�>�|�g�­�•�å�²�Ü  VLAN �_� �L  
VLAN �Ð�µ�É�†0¿���M�•�G�\�†�N�á�K�r�M��

• �Ç�Þ�î�Ò�@�É�Û�–�Ë�î�º  VLAN 
Æ�[3?3æ�I�€�•�Þ�–�Ö  2 �b���œ�
� �L  VLAN �Ð�µ�É�@
°�Š
��\��
�Š
��b�g�‰�_4:#Ý�I�€�r�M���Ç�Þ�î�Ò�@�É�Û�–�Ë�î�º  VLAN �b
Æ
��?�}�¥4Š�Ï�î�º�_�Ý�î�¸�•�å
�¢�I�€�•���œ�
�É�Û�–�Ë�î�º  VLAN �Ð�µ�É�@
°�Š
��_4:#Ý�I�€�r�M��

– �Í�«�º  �Ï�î�º�?�}!“�j�9�Ï�î�º�l�b�”�µ�É�«�º�Ü�î�Ò�[3æ�™�I�€�•�Ç�Þ�î�Ò�b���œ�
�­�•�å
�²�Ü  VLAN �_0¿���I�€�Z�8�•  VLAN �Ð�µ�É�@4:#Ý�I�€�r�M��

– !“�j�9�Ï�î�º�?�}�Í�«�º  �Ï�î�º�l�b�²�˜�å�«�º�Ü�î�Ò�[3æ�™�I�€�•�Ç�Þ�î�Ò�b���œ�
�É�Û�–
�Ð�Ü VLAN �_0¿���I�€�Z�8�•  VLAN �Ð�µ�É�@4:#Ý�I�€�r�M��

�É�Û�–�Ë�î�º  VLAN �b"I��  IP �º�Û�Ç�•�µ�¡�†�Ç�•�Ý�±�Ü�å�¢�M�•�_�c�
�É�Û�–�Ð�Ü  VLAN �>�|
�g�­�•�å�²�Ü  VLAN �b�g�‰�_  VLAN �Ð�µ�É�†4:#Ý�M�•�²0[�@�6�~�r�M��

• �É�Û�–�Ð�Ü  VLAN SVI �_�T�E�Ý�î�±  Access Control List>&ACL; �”�¡�­�«  �¥�å�º�ß�î�Ý  �Ü�«�º>'
�†4:#Ý�[�A�r�M�� ACL �c�É�Û�–�Ð�Ü�>�|�g�­�•�å�²�Ü  VLAN �b�Þ�–�Ö  3 �º�Û�Ç�•�µ�¡�_4:#Ý�I�€
�r�M��

• �É�Û�–�Ë�î�º  VLAN �@�Þ�–�Ö 2 �[�Í�«�º�†�(7³�K�Z�8�Z�v�
�Í�«�º�c�Þ�–�Ö  3 �[�«�8�_3û�™�[�A
�r�M��

• �É�Û�–�Ë�î�º  VLAN �[�c�
���b�«�–�µ�³�»  �Ï�î�º  �”�¼�Û�–�¨>& SPAN>'�µ+��@�§�Ï�î�º�I�€�r�M��

– �É�Û�–�Ë�î�º  VLAN �†  SPAN 3æ�™
–�Ï�î�º�\�K�Z0¿���[�A�r�M��

– VLAN �Ë�î�«�b  SPAN>&VSPAN>'�c�É�Û�–�Ð�Ü  VLAN �
"‚'g  VLAN �
�>�|�g�¥�Ñ�×�½�¸�•  
VLAN �[�Q#Ý�[�A�r�M���r�S�
���Š�r�S�c
°�Š�º�Û�Ç�•�µ�¡�†�9���_�Ô�½�±�M�•�S�u�_�
 1 �X
�b  VLAN �[�T�E  SPAN �†�Q#Ý�[�A�r�M��

�É�Û�–�Ë�î�º  VLAN �Ï�î�º0¿��

�É�Û�–�Ë�î�º  VLAN �Ï�î�º�b0¿���†/œ�:�\�A�c�
���b�@�–�¦8o�_�‘�W�Z�C�T�I�8��

• �É�Û�–�Ð�Ü  VLAN �
"‚'g  VLAN �
�r�S�c�¥�Ñ�×�½�¸�•  VLAN �_�Ï�î�º�†�m�~�\�Z�•�_�c�
�É�Û�–
�Ë�î�º  VLAN �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�T�E�†�Q#Ý�K�r�M���É�Û�–�Ð�Ü  VLAN �
"‚'g  
VLAN �
�r�S�c�¥�Ñ�×�½�¸�•  VLAN �\�K�Z0¿���K�S  VLAN �_�m�~�\�Z�}�€�S�Þ�–�Ö  2 �”�¡�­�«  
�Ï�î�º�c�
 VLAN �@�É�Û�–�Ë�î�º  VLAN 0¿���b�M4Š�b6ë�c8��”�¡�¸�•�È�_�^�~�r�M���Þ�–�Ö  2 �º
�Û�å�¡  �–�å�±�î�Ç�™�–�«�c  STP �Ç�›�á�î�¹�•�å�¢  �«�¸�î�º�b�r�r�[�M��

• �Ï�î�º7Ÿ(Ù�É�ß�º�¥�Ý�r�S�c  Link Aggregation Control Protocol>&LACP>' EtherChannel �_�“�M�•
�Ï�î�º�†�É�Û�–�Ë�î�º  VLAN �Ï�î�º�\�K�Z0¿���K�^�8�[�C�T�I�8���Ï�î�º�@�É�Û�–�Ë�î�º  VLAN 
0¿���_�µ�r�€�Z�8�•�\�
�Ï�î�º�b  EtherChannel 0¿���@8��”�¡�¸�•�È�_�^�~�r�M��

• 1��W�S0¿���_�|�•  STP �Ý�î�É�†$Î#Õ�I�O�N�
 STP �¥�å�Â�î�ª�™�å�«�†9×3ÿ�_�M�•�S�u�_�
"‚'g�>
�|�g�¥�Ñ�×�½�¸�•  �Í�«�º  �Ï�î�º�[  PortFast �>�|�g  Bridge Protocol Data Unit>&BPDU; �È�Ü�µ�ª  �É
�ß�º�¥�Ý  �¹�î�±  �Ø�½�µ�º>'�ž�î�»�†�–�¿�î�È�Ý�_�K�r�M>& '¨ 23 'v���œ�É�©�Ù�å�b�«�Ã�½�å�¢�¶
�Ü�î�µ+��b0¿���� �†�g!·>' ���–�¿�î�È�Ý�b���œ�
 STP �c�M�m�Z�b  PortFast �@0¿���I�€�S�Þ�–�Ö  2 
LAN �Ï�î�º�_  BPDU �ž�î�»�µ+��†4:#Ý�K�r�M�� PortFast �>�|�g  BPDU �ž�î�»�†!“�j�9�Ï�î�º�[�–
�¿�î�È�Ý�_�K�^�8�[�C�T�I�8��

• �É�Û�–�Ë�î�º  VLAN 0¿���[  VLAN �†�P7V�K�S���œ�
 VLAN �_�P�Â�Ü�E�}�€�S�É�Û�–�Ë�î�º  
VLAN �Ï�î�º�@8��”�¡�¸�•�È�_�^�~�r�M��
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'¨  19 'v       �É�Û�–�Ë�î�º  VLAN �b0¿��
�É�Û�–�Ë�î�º  VLAN �b0¿��
• �¹�Â�–�«�@�º�Û�å�¡�_�K)F�I�€�Z�8�Z�É�Û�–�Ð�Ü�>�|�g�­�•�å�²�Ü  VLAN �@�º�Û�å�¡�?�}�P7V�I
�€�Z�8�^�8���œ�
�É�Û�–�Ë�î�º  VLAN �Ï�î�º�†�9�b�¿�µ�º�á�î�¡  �¹�Â�–�«�V�_0¿���[�A�r�M��

�Ú�b�µ+��_6õ4��M�•�D(Ù�¦8o

�É�Û�–�Ë�î�º  VLAN �†0¿���M�•7•�_�
�Ú�b�µ+��\�b6ë�[���b�|�:�^�D7H�@�6�•�G�\�_$��–�K�Z�C�T�I
�8��

>&�@>' �š�Û�î  �Ó�µ�­�î�ª�^�K�[0¿���@�w�E
°�€�}�€�Z�8�Z�v�
�¥�Ð�å�»�@�µ+��K�^�8���œ�@�6�~�r�M��

• �É�Û�–�Ë�î�º  VLAN �@0¿���I�€�S�«�–�µ�³�_�Ç�›�î�Ý�Â�µ�¡  �È�Ü�µ�ª�å�¢�†0¿���K�^�8�[�C�T�I
�8��

• Internet Group Management Protocol>&IGMP>'�«�¾�î�Æ�å�¢�@�«�–�µ�³�V�[�–�¿�î�È�Ý>&�¹�Ç�›
�Ý�º>'�b���œ�
�«�–�µ�³�@�§�Ï�î�º�M�•�É�Û�–�Ë�î�º  VLAN �»�Ó�–�å�X�c�
 20 �r�[�[�M��

• Remote SPAN>&RSPAN; �Ü�Ô�î�º  SPAN>'�†�É�Û�–�Ë�î�º  VLAN �b�É�Û�–�Ð�Ü�r�S�c�­�•�å�²�Ü  
VLAN �\�K�Z0¿���K�^�8�[�C�T�I�8��

SPAN �b0ò(ý�_�X�8�Z�c�
 '¨ 30 'v�� SPAN �>�|�g  RSPAN �b0¿���� �†�g!·�K�Z�C�T�I�8��

• ���b�|�:�^�µ+��@0¿���I�€�Z�8�•�–�å�±�î�Ç�™�–�«�_�É�Û�–�Ë�î�º  VLAN �Ï�î�º�†0¿���K�^�8�[
�C�T�I�8��

– �²�–�¼�Ñ�µ�¡�”�¡�­�«  �Ï�î�º  VLAN �Ó�å�Â�î�©�µ�É

– �²�–�¼�Ñ�µ�¡  �º�Û�å�Ÿ�å�¢  �É�ß�º�¥�Ý>& DTP>' 

– Port Aggregation Protocol>&PAgP; �Ï�î�º7Ÿ(Ù�É�ß�º�¥�Ý>'

– �Ü�å�¡  �”�¢�Ü�¤�î�©�Ù�å�D�š�É�ß�º�¥�Ý>& LACP>' 

– Multicast VLAN Registration>&MVR; �Ð�Ý�³�Ÿ�Õ�«�º  VLAN �Þ�ª�«�º�Þ�î�©�Ù�å>'

– 8b�Œ VLAN

– Web Cache Communication Protocol>&WCCP>'

• �É�Û�–�Ë�î�º  VLAN �Ï�î�º�c�­�Ÿ�×�”  �Ï�î�º�_�c�[�A�^�8�b�[�
�–1¤�Ï�î�º�\�K�Z0¿���[�A�r�O
�‡��

• IEEE 802.1X �Ï�î�º�Ë�î�«1�0É�†�É�Û�–�Ë�î�º  VLAN �Ï�î�º�_0¿���[�A�r�M�@�
 IEEE 802.1X �\
�Ï�î�º  �­�Ÿ�×�Ü�¸�•�
8b�Œ  VLAN �
�r�S�c�Ï�î�º�"�)�b�Ø�î�¨  ACL �†�
�É�Û�–�Ë�î�º  VLAN 
�Ï�î�º�_0¿���[�A�r�O�‡��

• �É�Û�–�Ë�î�º  VLAN �Í�«�º�r�S�c!“�j�9�Ï�î�º�c  SPAN ��
›�Ï�î�º�_�c�[�A�r�O�‡�� SPAN ��
›
�Ï�î�º�†�É�Û�–�Ë�î�º  VLAN �Ï�î�º�_0¿���K�S���œ�
�Ï�î�º�c8��”�¡�¸�•�È�_�^�~�r�M��

• �É�Û�–�Ð�Ü  VLAN 
Æ�b!“�j�9�Ï�î�º�_�«�±�¸�•�µ�¡  MAC �”�»�Þ�«�†0¿���K�S���œ�
� �L�«�±
�¸�•�µ�¡  �”�»�Þ�«�†�M�m�Z�b6õ4��­�•�å�²�Ü  VLAN �_3ã�•�M�•�²0[�@�6�~�r�M���­�•�å�²�Ü  
VLAN 
Æ�Í�«�º  �Ï�î�º�_�«�±�¸�•�µ�¡  MAC �”�»�Þ�«�†0¿���K�S���œ�
� �L�«�±�¸�•�µ�¡  �”�»�Þ
�«�†�M�m�Z�b6õ4��É�Û�–�Ð�Ü  VLAN �_3ã�•�M�•�²0[�@�6�~�r�M���«�±�¸�•�µ�¡  MAC �”�»�Þ�«�†
�É�Û�–�Ë�î�º  VLAN �Ï�î�º�?�}�P7V�M�•7•�_�
0¿���I�€�Z�8�•  MAC �”�»�Þ�«�b�M�m�Z�b�–�å�«
�±�å�«�†�É�Û�–�Ë�î�º  VLAN �?�}�P7V�M�•�²0[�@�6�~�r�M��

>&�@>' �É�Û�–�Ë�î�º  VLAN �b  1 �X�b  VLAN �[�Û*f�K�S�²�–�¼�Ñ�µ�¡  MAC �”�»�Þ�«�c�
6õ4�  
VLAN �[0
0��I�€�r�M���S�\�<�d�
�­�•�å�²�Ü  VLAN �[�Û*f�I�€�S  MAC �”�»�Þ�«�c�É�Û
�–�Ð�Ü  VLAN �_0
0��I�€�r�M��
–�b�²�–�¼�Ñ�µ�¡  MAC �”�»�Þ�«�@�P7V�I�€�S�~�‡7H�@�)
�€�S���œ�
0
0��”�»�Þ�«�c  MAC �”�»�Þ�«  �¸�î�È�Ý�?�}�P7V�I�€�r�M��
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'¨  19 'v       �É�Û�–�Ë�î�º  VLAN �b0¿��
�É�Û�–�Ë�î�º  VLAN �b0¿��
• �Þ�–�Ö  3 VLAN �–�å�±�î�Ç�™�–�«�†�É�Û�–�Ð�Ü  VLAN �_�P�K�Z�T�E0¿���K�r�M��

�É�Û�–�Ë�î�º  VLAN 
Æ�b VLAN �b0¿���>�|�g�P�Â�Ü�E  
�É�Û�–�Ë�î�º  VLAN �†0¿���M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†/œ�8�r�M��

>&�@>' private-vlan �¥�Ð�å�»�c  VLAN �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†)
�¢�M�•�r�[�µ+��K�r�O�‡��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 vtp mode transparent VTP �Ô�î�»�†�º�Û�å�«�Ì�”�Þ�å�º�_0¿���K�r�M>& VTP �†�¹�•�­�î�È�Ý
�_�K�r�M>' ��

�«�̧ �µ�É 3 vlan vlan-id VLAN �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�Z�
 �É�Û�–�Ð�Ü  VLAN 
�\�^�•  VLAN �†�æ���M�•�?�8�B�K�r�M�� VLAN ID �b(
�V�c  2 >|  1001 
�>�|�g  1006 >|  4094 �[�M��

�«�̧ �µ�É 4 private-vlan primary VLAN �†�É�Û�–�Ð�Ü  VLAN �\�K�Z�æ���K�r�M��

�«�̧ �µ�É 5 exit �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 6 vlan vlan-id >&�õ�–>' VLAN �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�Z�
"‚'g  
VLAN �\�^�•  VLAN �†�æ���M�•�?�8�B�K�r�M�� VLAN ID �b(
�V�c  2 
>|  1001 �>�|�g  1006 >|  4094 �[�M��

�«�̧ �µ�É 7 private-vlan isolated VLAN �†"‚'g  VLAN �\�K�Z�æ���K�r�M��

�«�̧ �µ�É 8 exit �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 9 vlan vlan-id >&�õ�–>' VLAN �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�Z�
�¥�Ñ�×�½
�¸�•  VLAN �\�^�•  VLAN �†�æ���M�•�?�8�B�K�r�M�� VLAN ID �b(
�V
�c  2 >|  1001 �>�|�g  1006 >|  4094 �[�M��

�«�̧ �µ�É 10 private-vlan community VLAN �†�¥�Ñ�×�½�¸�•  VLAN �\�K�Z�æ���K�r�M��

�«�̧ �µ�É 11 exit �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 12 vlan vlan-id �«�¸�µ�É  2 �[�æ���K�S�É�Û�–�Ð�Ü  VLAN #Ý�b VLAN �¥�å�Ç�•� �×
�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 13 private-vlan association [add | remove] 
secondary_vlan_list

�­�•�å�²�Ü  VLAN �†�É�Û�–�Ð�Ü  VLAN �_6õ4��Ü�E�r�M��

�«�̧ �µ�É 14 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 15 show vlan private-vlan [type] 

�r�S�c  

show interfaces status

0¿���†&�1��K�r�M��

�«�̧ �µ�É 16 copy running-config startup config �«�–�µ�³�b�«�±�î�º�”�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†
�–�Ñ�K�r�M���É�Û�–�Ë�î�º  VLAN 0¿���†�–�Ñ�M�•�_�c�
�«�–�µ�³�b�«
�±�î�º�”�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_  VTP �º�Û�å�«�Ì�”
�Þ�å�º  �Ô�î�»0¿���\�É�Û�–�Ë�î�º  VLAN 0¿���†�–�Ñ�M�•�²0[�@�6�~�r
�M���–�Ñ�K�^�8�\�
�«�–�µ�³�†�Ü�­�µ�º�K�S���œ�
�¹�Ç�›�Ý�º�b  VTP 
�§�î�Â  �Ô�î�»�_�^�~�
�É�Û�–�Ë�î�º  VLAN �†�§�Ï�î�º�K�^�C�^�~�r
�M��
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'¨  19 'v       �É�Û�–�Ë�î�º  VLAN �b0¿��
�É�Û�–�Ë�î�º  VLAN �b0¿��
�­�•�å�²�Ü  VLAN �†�É�Û�–�Ð�Ü  VLAN �_6õ4��Ü�E�•7•�_�
�S�e�_6õ�K�Z���b�G�\�_$��–�K�Z�C�T�I
�8��

• secondary_vlan_list �Ã�Û�Ó�î�±�_�c�
�«�Ì�î�«�†�µ�u�^�8�[�C�T�I�8���•�å�Ð�[�
�)�W�S0
�X�b
8o% �†�µ�u�•�G�\�@�[�A�r�M���›8o% �\�K�Z
°�Š�[�A�•�b�c�
�"�M�b�É�Û�–�Ë�î�º  VLAN ID �r�S
�c�Á�–�Ç�å�[4�)��K�S�É�Û�–�Ë�î�º  VLAN ID �[�M��

• secondary_vlan_list �Ã�Û�Ó�î�±�_�c0
�X�b�¥�Ñ�×�½�¸�•  VLAN ID �†�µ�u�}�€�r�M�@�
"‚'g  
VLAN ID �c  1 �X�T�E�[�M��

• secondary_vlan_list �†
°�Š�M�•�?�
�r�S�c  add �Ÿ�î�á�î�»�†�æ���K�S  secondary_vlan_list �†�Q#Ý
�K�Z�­�•�å�²�Ü  VLAN �\�É�Û�–�Ð�Ü  VLAN �†6õ4��Ü�E�r�M��

• remove �Ÿ�î�á�î�»�\�\�v�_  secondary_vlan_list �†�Q#Ý�K�Z�
�­�•�å�²�Ü  VLAN �\�É�Û�–�Ð�Ü  
VLAN �b6õ4��Ü�E�†0Ž7V�K�r�M��

• �G�b�¥�Ð�å�»�c�
 VLAN �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†)
�¢�M�•�r�[�µ+��K�r�O�‡��

���_�
 VLAN 20 �†�É�Û�–�Ð�Ü  VLAN �
 VLAN 501 �†"‚'g  VLAN �
 VLAN 502 �>�|�g  503 �†�¥�Ñ�×�½
�¸�•  VLAN �\�K�Z0¿���K�
�G�€�}�†�É�Û�–�Ë�î�º  VLAN 
Æ�[6õ4��Ü�E�K�Z�
0¿���†&�1��M�•�[�†&g�K
�r�M��

Switch# configure terminal  
Switch(config)# vlan 20  
Switch(config-vlan)# private-vlan primary  
Switch(config-vlan)# exit  
Switch(config)# vlan 501  
Switch(config-vlan)# private-vlan isolated  
Switch(config-vlan)# exit  
Switch(config)# vlan 502  
Switch(config-vlan)# private-vlan community  
Switch(config-vlan)# exit  
Switch(config)# vlan 503  
Switch(config-vlan)# private-vlan community  
Switch(config-vlan)# exit  
Switch(config)# vlan 20  
Switch(config-vlan)# private-vlan association 501-503
Switch(config-vlan)# end
Switch(config)# show vlan private vlan  
Primary Secondary Type              Ports
------- --------- ----------------- ------------------------------------------
20      501       isolated          
20      502       community         
20      503       community         
20      504       non-operational

�É�Û�–�Ë�î�º  VLAN �Í�«�º  �Ï�î�º�\�K�Z�b�Þ�–�Ö  2 �–�å�±�î�Ç�™�–�«�b0¿
��

�Þ�–�Ö  2 �–�å�±�î�Ç�™�–�«�†�É�Û�–�Ë�î�º  VLAN �Í�«�º  �Ï�î�º�\�K�Z0¿���K�
�G�€�†�É�Û�–�Ð�Ü�>�|
�g�­�•�å�²�Ü  VLAN �\6õ4��Ü�E�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

>&�@>' "‚'g�>�|�g�¥�Ñ�×�½�¸�•  VLAN �c�8�N�€�v�­�•�å�²�Ü  VLAN �[�M��
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'¨  19 'v       �É�Û�–�Ë�î�º  VLAN �b0¿��
�É�Û�–�Ë�î�º  VLAN �b0¿��
���_�
�–�å�±�î�Ç�™�–�«�†�É�Û�–�Ë�î�º  VLAN �Í�«�º  �Ï�î�º�\�K�Z0¿���K�
�G�€�_�É�Û�–�Ë�î�º  
VLAN �Ì�”�†6õ4��Ü�E�Z�
0¿���†&�1��M�•�[�†&g�K�r�M��

Switch# configure terminal  
Switch(config)# interface gigatibethernet1/2
Switch(config-if)# switchport mode private-vlan host  
Switch(config-if)# switchport private-vlan host-association 20 25  
Switch(config-if)# end  
Switch# show interfaces gigabitethernet1/2 switchport
Name: Gi1/2 
Switchport: Enabled
Administrative Mode: private-vlan host
Operational Mode: private-vlan host
Administrative Trunking Encapsulation: negotiate
Operational Trunking Encapsulation: native
Negotiation of Trunking: Off
Access Mode VLAN: 1 (default)
Trunking Native Mode VLAN: 1 (default)
Administrative Native VLAN tagging: enabled
Voice VLAN: none
Administrative private-vlan host-association: 20 (VLAN0020) 25 (VLAN0025)
Administrative private-vlan mapping: none
Administrative private-vlan trunk native VLAN: none
Administrative private-vlan trunk Native VLAN tagging: enabled
Administrative private-vlan trunk encapsulation: dot1q
Administrative private-vlan trunk normal VLANs: none
Administrative private-vlan trunk private VLANs: none
Operational private-vlan:
20 (VLAN0020) 25 (VLAN0025)

<output truncated>

�É�Û�–�Ë�î�º  VLAN !“�j�9�Ï�î�º�\�K�Z�b�Þ�–�Ö  2 �–�å�±�î�Ç�™�–�«�b0¿
��

�Þ�–�Ö  2 �–�å�±�î�Ç�™�–�«�†�É�Û�–�Ë�î�º  VLAN !“�j�9�Ï�î�º�\�K�Z0¿���K�
�G�€�†�É�Û�–�Ð�Ü�>�|
�g�­�•�å�²�Ü  VLAN �_�Ð�µ�Æ�å�¢�M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r
�M��

�«�̧ �µ�É 2 interface interface-id �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä��
�K�
0¿���M�•�Þ�–�Ö  2 �–�å�±�î�Ç�™�–�«�†�æ���K�r�M��

�«�̧ �µ�É 3 switchport mode private-vlan host �Þ�–�Ö  2 �Ï�î�º�†�É�Û�–�Ë�î�º  VLAN �Í�«�º  �Ï�î�º�\
�K�Z0¿���K�r�M��

�«�̧ �µ�É 4 switchport private-vl an host-association 
primary_vlan_id secondary_vlan_id 

�Þ�–�Ö  2 �Ï�î�º�†�É�Û�–�Ë�î�º  VLAN �_6õ4��Ü�E�r�M��

�«�̧ �µ�É 5 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 6 show interfaces [interface-id] switchport 0¿���†&�1��K�r�M��

�«�̧ �µ�É 7 copy running-config startup config >&�õ�–>'�«�–�µ�³�b�«�±�î�º�”�µ�É  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��
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'¨  19 'v       �É�Û�–�Ë�î�º  VLAN �b0¿��
�É�Û�–�Ë�î�º  VLAN �b0¿��
>&�@>' "‚'g�>�|�g�¥�Ñ�×�½�¸�•  VLAN �c�8�N�€�v�­�•�å�²�Ü  VLAN �[�M��

�Þ�–�Ö  2 �–�å�±�î�Ç�™�–�«�†�É�Û�–�Ë�î�º  VLAN !“�j�9�Ï�î�º�\�K�Z0¿���K�S���œ�
�S�e�_6õ�K�Z��
�b�G�\�_$��–�K�Z�C�T�I�8��

• secondary_vlan_list �Ã�Û�Ó�î�±�_�c�
�«�Ì�î�«�†�µ�u�^�8�[�C�T�I�8���•�å�Ð�[�
�)�W�S0
�X�b
8o% �†�µ�u�•�G�\�@�[�A�r�M���›8o% �\�K�Z
°�Š�[�A�•�b�c�
�"�M�b�É�Û�–�Ë�î�º  VLAN ID �r�S
�c�Á�–�Ç�å�[4�)��K�S�É�Û�–�Ë�î�º  VLAN ID �[�M��

• secondary_vlan_list �†
°�Š�M�•�?�
�r�S�c  add �Ÿ�î�á�î�»�†�æ���K�S  secondary_vlan_list �†�Q#Ý
�K�Z�­�•�å�²�Ü  VLAN �\�É�Û�–�Ð�Ü  VLAN �†�É�Û�–�Ë�î�º  VLAN !“�j�9�Ï�î�º�_�Ð�µ�Æ�å�¢�K
�r�M��

• remove �Ÿ�î�á�î�»�†�æ���K�S  secondary_vlan_list �†�Q#Ý�K�Z�
�­�•�å�²�Ü  VLAN �\�É�Û�–�Ë�î
�º  VLAN !“�j�9�Ï�î�º�b�Ð�µ�Æ�å�¢�†0Ž7V�K�r�M��

���_�
�–�å�±�î�Ç�™�–�«�†�É�Û�–�Ë�î�º  VLAN !“�j�9�Ï�î�º�\�K�Z0¿���K�Z�Q�€�†�É�Û�–�Ë�î�º  
VLAN �_�Ð�µ�Æ�å�¢�M�•�[�†&g�K�r�M���–�å�±�î�Ç�™�–�«�c�
�É�Û�–�Ð�Ü  VLAN 20 �b�Ó�å�Â�[�
�­�•
�å�²�Ü  VLAN 501 >|  503 �@�Ð�µ�Æ�å�¢�I�€�r�M��

Switch# configure terminal  
Switch(config)# interface gigatibethernet1/2
Switch(config-if)# switchport mode private-vlan promiscuous  
Switch(config-if)# switchport private-vlan mapping 20 add 501-503 
Switch(config-if)# end 

show vlan private-vlan �r�S�c  show interface status "I�’  EXEC �¥�Ð�å�»�†�Q#Ý�K�Z�É�Û�–�Ð�Ü�>�|
�g�­�•�å�²�Ü  VLAN �\�«�–�µ�³�V�b�É�Û�–�Ë�î�º  VLAN �Ï�î�º�†/²&g�K�r�M��

�­�•�å�²�Ü  VLAN �b�É�Û�–�Ð�Ü  VLAN �Þ�–�Ö  3 VLAN �–�å�±�î�Ç�™�–�«
�l�b�Ð�µ�Æ�å�¢

�É�Û�–�Ë�î�º  VLAN �@ VLAN 6ë�Ý�î�¸�•�å�¢�_�Q#Ý�I�€�•���œ�
 SVI �†�É�Û�–�Ð�Ü  VLAN �_0¿���K
�Z�­�•�å�²�Ü  VLAN �†  SVI �_�Ð�µ�Æ�å�¢�[�A�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r
�M��

�«�̧ �µ�É 2 interface interface-id �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä��
�K�
0¿���M�•�Þ�–�Ö  2 �–�å�±�î�Ç�™�–�«�†�æ���K�r�M��

�«�̧ �µ�É 3 switchport mode private-vlan promiscuous �Þ�–�Ö  2 �Ï�î�º�†�É�Û�–�Ë�î�º  VLAN !“�j�9�Ï�î�º�\�K
�Z0¿���K�r�M��

�«�̧ �µ�É 4 switchport privat e-vlan mapping primary_vlan_id 
{ add | remove} secondary_vlan_list

�É�Û�–�Ë�î�º  VLAN !“�j�9�Ï�î�º�†�
�É�Û�–�Ð�Ü  
VLAN �\4E�¥�K�S�­�•�å�²�Ü  VLAN �_�Ð�µ�Æ�å�¢�K�r
�M��

�«�̧ �µ�É 5 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 6 show interfaces [interface-id] switchport 0¿���†&�1��K�r�M��

�«�̧ �µ�É 7 copy running-config startup config >&�õ�–>'�«�–�µ�³�b�«�±�î�º�”�µ�É  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��
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'¨  19 'v       �É�Û�–�Ë�î�º  VLAN �b0¿��
�É�Û�–�Ë�î�º  VLAN �b0¿��
>&�@>' "‚'g�>�|�g�¥�Ñ�×�½�¸�•  VLAN �c�8�N�€�v�­�•�å�²�Ü  VLAN �[�M��

�­�•�å�²�Ü  VLAN �†�É�Û�–�Ð�Ü  VLAN �b  SVI �_�Ð�µ�Æ�å�¢�K�Z�É�Û�–�Ë�î�º  VLAN �º�Û�Ç�•�µ�¡�b
�Þ�–�Ö  3 �«�–�µ�³�å�¢�†�•+��_�M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

>&�@>' private-vlan mapping �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�c�
�Þ�–�Ö  3 �«�–�µ�³�å�¢
�I�€�Z�8�•�É�Û�–�Ë�î�º  VLAN �º�Û�Ç�•�µ�¡�_�T�E�s8j�K�r�M��

�­�•�å�²�Ü  VLAN �†�É�Û�–�Ð�Ü  VLAN �b�Þ�–�Ö  3 VLAN �–�å�±�î�Ç�™�–�«�_�Ð�µ�Æ�å�¢�M�•7•�
�S
�e�_�X�8�Z���b!l�_$��–�K�Z�C�T�I�8��

• secondary_vlan_list �Ã�Û�Ó�î�±�_�c�
�«�Ì�î�«�†�µ�u�^�8�[�C�T�I�8���•�å�Ð�[�
�)�W�S0
�X�b
8o% �†�µ�u�•�G�\�@�[�A�r�M���›8o% �\�K�Z
°�Š�[�A�•�b�c�
�"�M�b�É�Û�–�Ë�î�º  VLAN ID �r�S
�c�Á�–�Ç�å�[4�)��K�S�É�Û�–�Ë�î�º  VLAN ID �[�M��

• secondary_vlan_list �†
°�Š�M�•�?�
�r�S�c  add �Ÿ�î�á�î�»�†�æ���K�S  secondary_vlan_list �†�Q#Ý
�K�Z�­�•�å�²�Ü  VLAN �†�É�Û�–�Ð�Ü  VLAN �_�Ð�µ�Æ�å�¢�K�r�M��

• remove �Ÿ�î�á�î�»�†�æ���K�S  secondary_vlan_list �†�Q#Ý�K�Z�
�­�•�å�²�Ü  VLAN �\�É�Û�–�Ð�Ü  
VLAN �b�Ð�µ�Æ�å�¢�†0Ž7V�K�r�M��

���_�
 VLAN 501 �>�|�g  502 �b�–�å�±�î�Ç�™�–�«�†�É�Û�–�Ð�Ü  VLAN 10 �_�Ð�µ�Æ�å�¢�M�•�[�†&g�K�r
�M�� VLAN 10 �[�c�
�É�Û�–�Ë�î�º  VLAN 501 �?�}  502 �l�b�­�•�å�²�Ü  VLAN 
°�Š�º�Û�Ç�•�µ�¡�b
�Ý�î�¸�•�å�¢�@0Á�•�I�€�r�M��

Switch# configure terminal  
Switch(config)# interface vlan 10  
Switch(config-if)# private-vlan mapping 501-502  
Switch(config-if)# end  
Switch# show interfaces private-vlan mapping  
Interface Secondary VLAN Type
--------- -------------- -----------------
vlan10    501            isolated
vlan10    502            community

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 interface vlan primary_vlan_id �É�Û�–�Ð�Ü  VLAN �[�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†
6ä���K�Z  VLAN �†  SVI �\�K�Z0¿���K�r�M�� VLAN ID �b(
�V�c  2 >|  1001 
�>�|�g  1006 >|  4094 �[�M��

�«�̧ �µ�É 3 private-vlan mapping [add | remove] 
secondary_vlan_list 

�­�•�å�²�Ü  VLAN �†�É�Û�–�Ð�Ü  VLAN �b�Þ�–�Ö  3 VLAN �–�å�±�î�Ç�™�–
�«�_�Ð�µ�Æ�å�¢�K�Z�É�Û�–�Ë�î�º  VLAN 
°�Š�º�Û�Ç�•�µ�¡�b�Þ�–�Ö  3 �«
�–�µ�³�å�¢�†�•+��_�K�r�M��

�«�̧ �µ�É 4 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 5 show interface private-vlan mapping 0¿���†&�1��K�r�M��

�«�̧ �µ�É 6 copy running-config startup config >&�õ�–>'�«�–�µ�³�b�«�±�î�º�”�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿
���†�–�Ñ�K�r�M��
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'¨  19 'v       �É�Û�–�Ë�î�º  VLAN �b0¿��
�É�Û�–�Ë�î�º  VLAN �b�Ô�½�±�Ü�å�¢
�É�Û�–�Ë�î�º  VLAN �b�Ô�½�±�Ü�å�¢

���_�
 show vlan private-vlan �¥�Ð�å�»�b���Š�[�†&g�K�r�M��

Switch(config)# show vlan private-vlan  
Primary Secondary Type              Ports
------- --------- ----------------- ------------------------------------------
10      501       isolated  Gi1/1, Gi1/3
10      502       community  Gi1/5, Gi1/4

10      503       non-operational

/² 19-1 �É�Û�–�Ë�î�º  VLAN �Ô�½�±�Ü�å�¢  �¥�Ð�å�»

�¥�Ð�å�» % $×

show interfaces status �d�“�M�•  VLAN �†�µ�t�
�–�å�±�î�Ç�™�–�«�b�«�¸�î�±�«�†/²&g�K�r�M��

show vlan private-vlan [type] �«�–�µ�³�b�É�Û�–�Ë�î�º  VLAN �_���†/²&g�K�r�M��

show interface switchport �–�å�±�î�Ç�™�–�«�V�b�É�Û�–�Ë�î�º  VLAN 0¿���†/²&g�K�r�M��

show interface private-vlan mapping VLAN SVI �b�É�Û�–�Ë�î�º  VLAN �Ð�µ�Æ�å�¢�_6õ�M�•�_���†/²&g�K�r�M��
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'¨  19 'v       �É�Û�–�Ë�î�º  VLAN �b0¿��
�É�Û�–�Ë�î�º  VLAN �b�Ô�½�±�Ü�å�¢
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C H A P T E R 20

IEEE 802.1Q �º�å�¿�Ü�å�¢�>�|�g�Þ�–�Ö  2 �É
�ß�º�¥�Ý  �º�å�¿�Ü�å�¢�b0¿��

Virtual Private Network>&VPN; �Â�î�³�Õ�Ý  �É�Û�–�Ë�î�º  �¿�µ�º�á�î�¡>'�[�c�
�¨�C�b���œ�_�–�î�§
�¿�µ�º�Ë�î�«�b
¹�w�–�å�Ç�Û�«�º�Û�¡�³�Õ�[�6�•�û��0d�•�b�K)F�_�
�É�Û�–�Ë�î�º  �¿�µ�º�á�î�¡�\� 
�L�­�Ÿ�×�Ü�¸�•�
�É�Û�–�œ�Ü�¸�•�
�™8—�ö�
'ö#.�b���Æ�I�@�f�j�I�€�r�M���º�å�¿�Ü�å�¢�c�
�§�î�Å�«  
�É�ß�Â�–�²�î�b�¿�µ�º�á�î�¡�†2z�<�Z0
�X�b�•�«�±�Ð�î�b�º�Û�Ç�•�µ�¡�†4 �g�
�Q�b�Ú�b�•�«�±�Ð�î�b
�º�Û�Ç�•�µ�¡�_�s8j�†�Z�<�N�_�
�Q�€�R�€�b�•�«�±�Ð�î�b  VLAN �>�|�g�Þ�–�Ö  2 �É�ß�º�¥�Ý�b0¿���†
)T�â�M�•�²0[�@�6�•�§�î�Å�«  �É�ß�Â�–�²�î#Ý�_0¿0£�I�€�S�µ+��[�M�� IE 3000 �«�–�µ�³�c�
 IP �§�î�Å
�«  �–�Ó�î�ª�†'�
>�K�Z�8�•���œ�_�
 IEEE 802.1Q �º�å�¿�Ü�å�¢�\�Þ�–�Ö  2 �É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢�†
�§�Ï�î�º�K�r�M��

>&�@>' �G�b'v�[�Q#Ý�M�•�¥�Ð�å�»�b�S�e�>�|�g�Q#Ý�‰�2�b0ò(ý�_�X�8�Z�c�
�G�b�Ü�Ü�î�«�_�P�Â�M�•�¥�Ð�å�»  
�Ü�Ç�“�Þ�å�«�†�g!·�K�Z�C�T�I�8��

�G�b'v�[1��Â�M�•
Æ���c�
���b�\�>�~�[�M��

• �� IEEE 802.1Q �º�å�¿�Ü�å�¢�b�+0[�� >&P.20-1>'

• �� IEEE 802.1Q �º�å�¿�Ü�å�¢�b0¿���� >&P.20-4>'

• ���Þ�–�Ö  2 �É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢�b�+0[�� >&P.20-8>'

• ���Þ�–�Ö  2 �É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢�b0¿���� >&P.20-11>'

• ���º�å�¿�Ü�å�¢  �«�¸�î�±�«�b�Ô�½�±�Ü�å�¢�>�|�g�Ó�å�¸�¼�å�«�� >&P.20-18>'

IEEE 802.1Q �º�å�¿�Ü�å�¢�b�+0[
�§�î�Å�«  �É�ß�Â�–�²�î�b�Å�ª�¿�«  �•�«�±�Ð�î�_�c�
�¨�C�b���œ�
�§�Ï�î�º�M�•  VLAN ID �>�|�g  
VLAN �b�X�_�[�w�b0[�ó�@�6�~�r�M��� �M�§�î�Å�«�É�ß�Â�–�²�î  �¿�µ�º�á�î�¡�b�I�r�J�r�^�•�«�±
�Ð�î�@�²0[�\�M�•  VLAN (
�V�c5�0
�K�
�–�å�Ç�Û�«�º�Û�¡�³�Õ�†3û�•�•�«�±�Ð�î�b�º�Û�Ç�•�µ�¡�c�ã
�œ�K�Z�K�r�:�G�\�@�6�~�r�M���Q�€�R�€�b�•�«�±�Ð�î�_  VLAN ID �b�[�w�b(
�V�†�m�~�\�Z�•�\�
�•�«
�±�Ð�î�b0¿���@�D7H�I�€�
 IEEE 802.1Q �Ù�]�b  VLAN �D7H>&4096>'�†(F�"�_2x�<�Z�K�r�:�G�\�@�6�~
�r�M��

�§�î�Å�«  �É�ß�Â�–�²�î�c�
 IEEE 802.1Q �º�å�¿�Ü�å�¢�µ+��†�Q#Ý�M�•�\�
�"�M�b  VLAN �†�Q#Ý�K�Z�

0
�X�b  VLAN �†�µ�t�•�«�±�Ð�î�†�§�Ï�î�º�[�A�r�M���•�«�±�Ð�î�b  VLAN ID �c�
� �M  VLAN �_�6�•
�|�:�_0b�<�Z�v�–1¤�I�€�
�I�r�J�r�^�•�«�±�Ð�î�b�º�Û�Ç�•�µ�¡�c�
�§�î�Å�«�É�ß�Â�–�²�î  �¿�µ�º
�á�î�¡
Æ�[�
�9�I�€�r�M�� IEEE 802.1Q �º�å�¿�Ü�å�¢�†�Q#Ý�M�•���œ�
 VLAN-in-VLAN 7u�™�S4��>�|
�g�±�¢�Ü�A�Ã�£�µ�º�l�b
Ì�±�¢�Ü�E�_�|�W�Z�
 VLAN �«�Ì�î�«�†�Ñ�G�[�A�r�M�� IEEE 802.1Q �º�å�¿
�Ü�å�¢�†�§�Ï�î�º�M�•�|�:�_0¿���K�S�Ï�î�º�c�
 �º�å�¿�Ý  �Ï�î�º �\�ç�d�€�r�M���º�å�¿�Ü�å�¢�†0¿��
20-1
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'¨  20 'v       IEEE 802.1Q �º�å�¿�Ü�å�¢�>�|�g�Þ�–�Ö  2 �É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢�b0¿��
IEEE 802.1Q �º�å�¿�Ü�å�¢�b�+0[
�M�•���œ�c�
�º�å�¿�Ü�å�¢�S#Ý�b  VLAN ID �_�º�å�¿�Ý  �Ï�î�º�†�m�~�\�Z�r�M���Q�€�R�€�b�•�«�±
�Ð�î�_�c�9�¶�b�§�î�Å�«�É�ß�Â�–�²�î  VLAN ID �@�²0[�[�M�@�
�Q�b  VLAN ID �[�c�M�m�Z�b�•�«�±
�Ð�î�b  VLAN �@�§�Ï�î�º�I�€�r�M��

4:�)�^  VLAN ID �[3û�–�]�>�~�_�±�¢�Ü�E�I�€�S�•�«�±�Ð�î�b�º�Û�Ç�•�µ�¡�c�
�•�«�±�Ð�î  �¹�Â�–�«
�b  IEEE 802.1Q �º�Û�å�¡  �Ï�î�º�?�}�§�î�Å�«�É�ß�Â�–�²�î�b�š�µ�ª  �«�–�µ�³�b�º�å�¿�Ý  �Ï�î�º�_$Î�™
�I�€�r�M���•�«�±�Ð�î  �¹�Â�–�«�\�š�µ�ª  �«�–�µ�³6ë�b�Ü�å�¡�c�
"&�‰�@  IEEE 802.1Q �º�Û�å�¡  �Ï�î�º
�\�K�Z0¿���I�€�
�v�:�M�‰�@�º�å�¿�Ý  �Ï�î�º�\�K�Z0¿���I�€�Z�8�•�b�[8��P&à�[�M���Q�€�R�€�b�•�«
�±�Ð�î�_�[�w�b�”�¡�­�«  VLAN ID �_�c�
�º�å�¿�Ý  �Ï�î�º  �–�å�±�î�Ç�™�–�«�†�m�~�\�Z�r�M�� �W 20-1 
�†�g!·�K�Z�C�T�I�8��

�W 20-1 �§�î�Å�«  �É�ß�Â�–�²�î  �¿�µ�º�á�î�¡�_�>�E�•  IEEE 802.1Q �º�å�¿�Ý  �Ï�î�º

�•�«�±�Ð�î�b�º�Û�å�¡  �Ï�î�º�?�}�§�î�Å�«  �É�ß�Â�–�²�î�b�š�µ�ª  �«�–�µ�³�b�º�å�¿�Ý  �Ï�î�º�_$Î�™�I
�€�•�Ã�£�µ�º�_�c�
3û�–�
4:�)�^  VLAN ID �\�\�v�_  IEEE 802.1Q �±�¢�@�Ü�8�Z�8�r�M���±�¢�c�«
�–�µ�³
Æ�[�Q�b�r�r�g�~�
�±�¢�Ü�A�Ã�£�µ�º�@�º�Û�å�¡  �Ï�î�º�?�}�§�î�Å�«�É�ß�Â�–�²�î  �¿�µ�º�á�î
�¡�_$Î�™�I�€�•�\�
�•�«�±�Ð�î�_�[�w�b  VLAN ID �†�µ�t  IEEE 802.1Q �±�¢�b�9�b�Þ�–�Ö>& �Ó�º�ß  �±
�¢ �\�ç�d�€�•>'�[�•�É�­�Ý�ì�I�€�r�M���•�«�±�Ð�î�b
–�b  IEEE 802.1Q �±�¢�c�
�•�É�­�Ý�ì�I�€�S�Ã
�£�µ�º
Æ�[�–1¤�I�€�r�M���G�b�S�u�
�§�î�Å�«�É�ß�Â�–�²�î  �¿�µ�º�á�î�¡�_
°�•�Ã�£�µ�º�_�c�
�•�«
�±�Ð�î�b�”�¡�­�«  VLAN ID �†�µ�t�¥4Š>&�Ó�º�ß>'�±�¢�
�>�|�g%T�™�º�Û�Ç�•�µ�¡�b�v�b�[�6�•
Æ4Š  
VLAN ID �\�8�:�
�§5��b�±�¢�@�Ü�8�Z�8�r�M��

�§5��±�¢  �Ã�£�µ�º�@�§�î�Å�«�É�ß�Â�–�²�î  �¥�”  �«�–�µ�³�b�9�b�º�Û�å�¡  �Ï�î�º�_
°�•�\�
�«�–�µ�³�@
�Ã�£�µ�º�†��#.�M�•6ë�_�¥4Š�±�¢�@�¥�I�€�r�M���Ã�£�µ�º�@�
�Q�b�¥�”  �«�–�µ�³�b�9�b�º�Û�å�¡  �Ï�î
�º�†���•�\�A�
� �L�Ó�º�ß  �±�¢�@�Ã�£�µ�º�_
Ì�g3ã�•�I�€�r�M�� �W 20-2 �c�
�§5��±�¢  �Ã�£�µ�º�b�±�¢
�S4��[�M��

>&�@>' �•�É�­�Ý�ì�I�€�S%T�™�Ã�£�µ�º�_�|�W�Z�Q�b�º�Û�å�¡  �Ï�î�º�@  errdisable �_�š�f�I�€�S�S�u�
 �º�Û�å�¡  
�Ï�î�º�?�}�Þ�–�Ö  2 �É�ß�º�¥�Ý0¿���†�P7V�K�r�M���•�É�­�Ý�ì�I�€�S$Î�™  VTP>&CDP �>�|�g  STP>'�Ã
�£�µ�º�@�
�Q�b�º�Û�å�¡�?�}�»�ß�µ�É�I�€�r�M��

���,�2�Q�o  A
VLAN 1 :*  100

���,�2�Q�o  B
VLAN 1 :*  200

���,�2�Q�o  B
VLAN 1 :*  200

���,�2�Q�o  A
VLAN 1 :*  100

�;�f�@�^  �P�o�;
VLAN 40

�;�f�@�^  �P�o�;
VLAN 30

�;�\�f�"
�P�o�;

�;�\�f�"
�P�o�;

�;�f�@�^  �P�o�;
VLAN 30

�;�f�@�^  �P�o�;
VLAN 40

�(�o�F�,
�J�`�C���3�o

802.1Q �;�\�f�"  �P�o�;

74
01

6

�;�\�f�"
5V�»$“�]�f�"

�;�f�@�^  �P�o�;
VLAN 30

802.1Q �;�\�f�"  �P�o�; 802.1Q �;�\�f�"  �P�o�;

802.1Q �;�\�f�"  �P�o�;

802.1Q �;�\�f�"  �P�o�;
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IEEE 802.1Q �º�å�¿�Ü�å�¢�b�+0[
�W 20-2 
–�b>&3û�–>'�–�î�§�¿�µ�º  �Ã�£�µ�º�
 IEEE 802.1Q �–�î�§�¿�µ�º  �Ã�£�µ�º�
�§5��±�¢  �–�î�§
�¿�µ�º  �Ã�£�µ�º�b�g�'

�Ã�£�µ�º�@�§�î�Å�«  �É�ß�Â�–�²�î���Š�«�–�µ�³�b�º�Û�å�¡  �Ï�î�º�_
°�•�\�
�«�–�µ�³�@�Ã�£�µ�º�†
Æ
4Š��#.�M�•6ë�_�¥4Š�±�¢�c
Ì�g�¥�I�€�r�M���S�T�K�
�Ã�£�µ�º�@�š�µ�ª  �«�–�µ�³�b�º�å�¿�Ý  �Ï�î�º�?
�}�•�«�±�Ð�î  �¿�µ�º�á�î�¡�_3æ�™�I�€�•�\�A�
�Ó�º�ß  �±�¢�c3ã�•�I�€�r�O�‡���Ã�£�µ�º�c3û�–�b  IEEE 
802.1Q �±�¢  �Ç�Þ�î�Ò�\�K�Z3æ�™�I�€�
�•�«�±�Ð�î  �¿�µ�º�á�î�¡
Æ�[
–�b  VLAN $��•�c�–1¤�I�€�r�M��

�W 20-1 �[�c�
�•�«�±�Ð�î  A �_  VLAN 30 �@�
�•�«�±�Ð�î  B �_  VLAN 40 �@�m�~�\�Z�}�€�Z�8�r�M��
�š�µ�ª  �«�–�µ�³�b�º�å�¿�Ý  �Ï�î�º�_
°�•�
 IEEE 802.1Q �±�¢�@�Ü�8�S�Ã�£�µ�º�_�c�
�§�î�Å�«�É�ß�Â
�–�²�î  �¿�µ�º�á�î�¡�_
°�•�\�A�
 VLAN ID 30 �r�S�c  40 �†4:�)�_�µ�t�¥4Š�±�¢�
 �>�|�g  VLAN 100 �^
�]�b
–�b  VLAN $��•�†�µ�t
Æ4Š�±�¢�@�Ü�8�Z�§5��±�¢�_�^�~�r�M���•�«�±�Ð�î  A �\�•�«�±�Ð�î  B �b�g
�‰�@�
�Q�€�R�€�b�¿�µ�º�á�î�¡
Æ�[  VLAN 100 �†�µ�‡�[�8�Z�v�
�¥4Š�±�¢�@$��^�•�b�[�
�§�î�Å�«�É
�ß�Â�–�²�î  �¿�µ�º�á�î�¡
Æ�[�
�9�I�€�r�M���Q�€�R�€�b�•�«�±�Ð�î�c�
�Q�b�Ú�b�•�«�±�Ð�î�@�Q#Ý�M
�•  VLAN $��•�«�Ì�î�«�
�>�|�g�§�î�Å�«�É�ß�Â�–�²�î  �¿�µ�º�á�î�¡�@�Q#Ý�M�•  VLAN $��•�«�Ì�î�«
�?�}"‚'g�K�S�
"‚+¬�b  VLAN $��•�«�Ì�î�«�†�D�š�K�r�M��

$Î�™�º�å�¿�Ý  �Ï�î�º�[�c�
�•�«�±�Ð�î�b�¿�µ�º�á�î�¡�V�b
–�b  VLAN $��•�@�G�Ÿ�I�€�r�M���º�å�¿�Ü
�å�¢�>�|�g�±�¢�Ü�E�†0
�X�b�Þ�Ë�Ý�_�M�•�G�\�v�[�A�r�M�@�
�G�b�Ü�Ü�î�«�b�«�–�µ�³�[�c  1 �Þ�Ë�Ý�T
�E�@�§�Ï�î�º�I�€�r�M��

�•�«�±�Ð�î  �¿�µ�º�á�î�¡�?�}$Î�™�I�€�•�º�Û�Ç�•�µ�¡�_�±�¢>&�¿�–�¸�•�È  VLAN �Ç�Þ�î�Ò>'�@�Ü�8�Z
�8�^�8���œ�
�Q�b�Ã�£�µ�º�b�È�Ü�µ�ª�å�¢�r�S�c�Ý�î�¸�•�å�¢�c3û�–�Ã�£�µ�º�\�K�Z/œ�ƒ�€�r�M���š�µ
�ª  �«�–�µ�³�b�º�å�¿�Ý  �Ï�î�º�†3û�W�Z�§�î�Å�«�É�ß�Â�–�²�î  �¿�µ�º�á�î�¡�_
°�•�M�m�Z�b�Ã�£�µ�º
�c�
�±�¢�@�Ü�8�Z�8�^�8�?�
 IEEE 802.1Q �Ê�µ�²�î�[�M�[�_�±�¢�@�Ü�8�Z�8�•�?�_6õ�€�^�C�
�±�¢�^
�K�Ã�£�µ�º�\�K�Z�…�ƒ�€�r�M���Ã�£�µ�º�c�
 IEEE 802.1Q �º�Û�å�¡  �Ï�î�º�[�§�î�Å�«�É�ß�Â�–�²�î  
�¿�µ�º�á�î�¡�†3û�L�Z3æ�™�I�€�•���œ�
�Ó�º�ß  �±�¢  VLAN ID >&�º�å�¿�Ý  �Ï�î�º�b�”�¡�­�«  VLAN �_
0¿��>'�[�•�É�­�Ý�ì�I�€�r�M���Ó�º�ß  �±�¢�b�É�Û�–�œ�Ü�¸�•  �Ç�•�î�Ý�»�c�
�º�å�¿�Ý  �Ï�î�º�[0¿���I
�€�Z�8�•�–�å�±�î�Ç�™�–�«  �§�î�Å�«  �¡�Û�«>& CoS>'�É�Û�–�œ�Ü�¸�•�_0¿���I�€�r�M  >&0¿���I�€�Z�8�^
�8���œ�
�¹�Ç�›�Ý�º�c�®�ß�[�M>' ��

�(�o�F�,  �J�`�C���3�o�é
���f�H�\�,�;�\�"�4�V
��æ�½��
�2�#�Ç
Q2€�æ
ƒ�¿�Ú�H�_�o�S

���,�2�Q�o  �@�6�; �b �o�"�Æ���é
IEE 802.1Q �H�_�o�S

�0�é���o�(�@�6�;  �H�_�o�S

�p�5
���<�_�,

43�Ð/
���o�(�@�6�;  �2���J

�H�_�o�S  �4���6�"
�*�o�$�f�,

1M�>�0
���<�_�,

SADA Len/Etype �:�o�2 FCS

SADA Len/Etype �:�o�2Etype �2�# FCS

SADA Len/Etype �:�o�2Etype �2�# Etype �2�# FCS

74
07

2
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IEEE 802.1Q �º�å�¿�Ü�å�¢�b0¿��
IEEE 802.1Q �º�å�¿�Ü�å�¢�b0¿��
�G�G�[�c�
���b0¿���_�X�8�Z1��Â�K�r�M��

• �� IEEE 802.1Q �º�å�¿�Ü�å�¢�b�¹�Ç�›�Ý�º0¿���� >&P.20-4>'

• �� IEEE 802.1Q �º�å�¿�Ü�å�¢0¿���ì�b�@�–�¦8o�� >&P.20-4>'

• �� IEEE 802.1Q �º�å�¿�Ü�å�¢�>�|�g�Q�b�Ú�b�µ+��� >&P.20-6>'

• �� IEEE 802.1Q �º�å�¿�Ü�å�¢  �Ï�î�º�b0¿���� >&P.20-6>'

IEEE 802.1Q �º�å�¿�Ü�å�¢�b�¹�Ç�›�Ý�º0¿��

�¹�Ç�›�Ý�º�[�c�
�¹�Ç�›�Ý�º  switchport �Ô�î�»�@  dynamic auto �[�6�•�S�u�
 IEEE 802.1Q �º�å�¿�Ý�c
�¹�•�­�î�È�Ý�[�M���M�m�Z�b  IEEE 802.1Q �º�Û�å�¡  �Ï�î�º�_�>�E�•  IEEE 802.1Q �¿�–�¸�•�È  VLAN 
�Ã�£�µ�º�b�±�¢�Ü�E�v�¹�•�­�î�È�Ý�[�M��

IEEE 802.1Q �º�å�¿�Ü�å�¢0¿���ì�b�@�–�¦8o

IEEE 802.1Q �º�å�¿�Ü�å�¢�†0¿���M�•���œ�c�
�•�«�±�Ð�î  �¹�Â�–�«�>�|�g�š�µ�ª  �«�–�µ�³�b6ë�[8��P
&à�Ü�å�¡�†�–�_�Q#Ý�M�•�²0[�@�6�~�r�M���•�«�±�Ð�î  �¹�Â�–�«�b�Ï�î�º�†  IEEE 802.1Q �º�Û�å�¡  �Ï�î
�º�_�
�š�µ�ª  �«�–�µ�³�b�Ï�î�º�†�º�å�¿�Ý  �Ï�î�º�\�K�Z0¿���K�Z�C�T�I�8��

�º�å�¿�Ü�å�¢�_�Q#Ý�M�•  VLAN �T�E�_�º�å�¿�Ý  �Ï�î�º�†�m�~�\�Z�Z�C�T�I�8��

�¿�–�¸�•�È  VLAN �>�|�g  Maximum Transmission Unit>&MTU; �q�±��3æ�"�)>'�b0¿��0[�ó�_�X�8�Z�c�

���b8o�[1��Â�K�r�M��

�¿�–�¸�•�È  VLAN

�š�µ�ª  �«�–�µ�³�[  IEEE 802.1Q �º�å�¿�Ü�å�¢�†0¿���M�•���œ�c�
�§�î�Å�«�É�ß�Â�–�²�î  �¿�µ�º�á�î�¡
�_�Ã�£�µ�º�†3æ�™�M�•�S�u�_�
 IEEE 802.1Q �º�Û�å�¡  �Ï�î�º�†�Q#Ý�M�•�²0[�@�6�~�r�M���S�T�K�

�§�î�Å�«�É�ß�Â�–�²�î  �¿�µ�º�á�î�¡�b�¥�”�†3û4#�M�•�Ã�£�µ�º�c�
 IEEE 802.1Q �º�Û�å�¡�
 Inter 
Switch Link>&ISL; �«�–�µ�³6ë�Ü�å�¡>'�º�Û�å�¡�
8��º�Û�å�Ÿ�å�¢  �Ü�å�¡�b�8�N�€�?�[3æ�™�[�A�r�M��
�¥�”  �«�–�µ�³�[  IEEE 802.1Q �º�Û�å�¡�†�Q#Ý�M�•���œ�
 IEEE 802.1Q �º�Û�å�¡�b�¿�–�¸�•�È  VLAN 
�†�
� �M�«�–�µ�³�b8��º�Û�å�Ÿ�å�¢>&�º�å�¿�Ü�å�¢>'�Ï�î�º�b�¿�–�¸�•�È  VLAN �\�M+´�I�O�•�G�\�c
�[�A�r�O�‡���¿�–�¸�•�È  VLAN �b�º�Û�Ç�•�µ�¡�_�
 IEEE 802.1Q 3æ�™�º�Û�å�¡  �Ï�î�º�[�±�¢�@�Ü�?�^
�8�S�u�[�M��

�W 20-3 �†�g!·�K�Z�C�T�I�8�� VLAN 40 �c�
�§�î�Å�«�É�ß�Â�–�²�î  �¿�µ�º�á�î�¡�b
°�Š�š�µ�ª  �«�–�µ
�³>&�«�–�µ�³  B>'�_�>�8�Z�
�•�«�±�Ð�î  X �?�}�b  IEEE 802.1Q �º�Û�å�¡  �Ï�î�º�b�¿�–�¸�•�È  VLAN 
�\�K�Z0¿���I�€�Z�8�r�M���•�«�±�Ð�î  X �b�«�–�µ�³  A �c�
 VLAN 30 �b�±�¢�Ü�A�Ã�£�µ�º�†�
�”�¡�­�«  
VLAN 40 �_�“�M�•�
�§�î�Å�«�É�ß�Â�–�²�î  �¿�µ�º�á�î�¡�b�«�–�µ�³  B �b
°�Š�º�å�¿�Ý  �Ï�î�º�_3æ�™
�K�r�M���º�å�¿�Ý  �Ï�î�º�b�”�¡�­�«  VLAN >&VLAN 40>'�c�
�š�µ�ª  �«�–�µ�³�b�º�Û�å�¡  �Ï�î�º�b�¿
�–�¸�•�È  VLAN>&VLAN 40>'�\� �L�^�b�[�
�º�å�¿�Ý  �Ï�î�º�?�}�w�™�K�S�±�¢�Ü�A�Ã�£�µ�º�_�Ó�º�ß  
�±�¢�c3ã�•�I�€�r�O�‡���Ã�£�µ�º�_�c  VLAN 30 �±�¢�T�E�@�Ü�8�Z�
�§�î�Å�«�É�ß�Â�–�²�î  �¿�µ�º�á�î
�¡�[���Š�š�µ�ª  �«�–�µ�³>&�«�–�µ�³  C>'�b�º�Û�å�¡  �Ï�î�º�_3æ�™�I�€�
���Š�«�–�µ�³  �º�å�¿�Ý�_�|�W
�Z�•�«�±�Ð�î  Y �_6ë4*�<�Z3æ�™�I�€�r�M��
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IEEE 802.1Q �º�å�¿�Ü�å�¢�b0¿��
�G�b�e8Ÿ�b0Ž�ô�‰�2�c���b�\�>�~�[�M��

• vlan dot1q tag native �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�
 �¿�–�¸�•�È  VLAN 
�†�µ�t�
 IEEE 802.1Q �º�Û�å�¡�?�}$Î�™�I�€�•�M�m�Z�b�Ã�£�µ�º�@�±�¢�Ü�E�I�€�•�|�:�_�š�µ�ª  
�«�–�µ�³�†0¿���K�r�M���M�m�Z�b  IEEE 802.1Q �º�Û�å�¡�[�¿�–�¸�•�È  VLAN �Ã�£�µ�º�_�±�¢�†�Ü
�E�•�|�:�_�«�–�µ�³�†0¿���K�S���œ�
�«�–�µ�³�c�±�¢�^�K�Ã�£�µ�º�†�w�™�K�r�M�@�
�±�¢�Ü�A�Ã
�£�µ�º�T�E�†3æ�™�K�r�M��

• �š�µ�ª  �«�–�µ�³�b�º�Û�å�¡  �Ï�î�º�b�¿�–�¸�•�È  VLAN ID �@�
�•�«�±�Ð�î  VLAN (
�V
Æ�[�^�8�G
�\�†&�1��K�r�M���S�\�<�d�º�Û�å�¡  �Ï�î�º�@  VLAN100 >|  200 �b�º�Û�Ç�•�µ�¡�†4 �j���œ�c�
�G
�b(
�V�è�¥�b$��•�†�¿�–�¸�•�È  VLAN �_�m�~�\�Z�r�M��

�W 20-3 IEEE 802.1Q �º�å�¿�Ü�å�¢�>�|�g�¿�–�¸�•�È  VLAN �_ ¯�~�M�•�e8Ÿ

�©�«�¸�Ò  MTU

�«�–�µ�³�b�º�Û�Ç�•�µ�¡�b�¹�Ç�›�Ý�º  �©�«�¸�Ò�q�±��3æ�"�)�c  1500�Â�–�º�[�M�� system mtu �¢�ß�î
�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�M�•�\�
 1500 �Â�–�º�|�~�±�A�8�Ç�Þ�î�Ò�†�§�Ï�î�º�M�•
�|�:�_�Ç�“�«�º  �–�î�§�¿�µ�º  �Ï�î�º�†0¿���[�A�r�M�� system mtu jumbo �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×
�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�M�•�\�
 1500 �Â�–�º�|�~�±�A�8�Ç�Þ�î�Ò�†�§�Ï�î�º�M�•�|�:�_� �ž�Å�µ�º  
�–�î�§�¿�µ�º  �Ï�î�º�†0¿���[�A�r�M�� IEEE 802.1Q �º�å�¿�Ü�å�¢�µ+��[�c�
�Ó�º�ß  �±�¢�@3ã�•�I�€�•
�\�
�Ç�Þ�î�Ò  �§�–�¬�@  4 �Â�–�º�Q�•�M�•�b�[�
�«�–�µ�³  �©�«�¸�Ò  MTU �§�–�¬�†�q�*  1504 �Â�–�º�_�Q
�•�K�Z�q�±�Ç�Þ�î�Ò�†��#.�[�A�•�|�:�_�
�§�î�Å�«  �É�ß�Â�–�²�î  �¿�µ�º�á�î�¡�b�M�m�Z�b�«�–�µ�³�†
0¿���M�•�²0[�@�6�~�r�M��� �ž�Å�µ�º  �–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�b�q�±0Á���©�«�¸�Ò  MTU �c  
9000 �Â�–�º�[�M�� �Ç�“�«�º  �–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�b�q�±�©�«�¸�Ò  MTU �c  1998 �Â�–�º�[�M��

802.1Q
�;�\�f�"  �P�o�;
VLAN 30 :*  40
�@���9���I  VLAN 40

�;�f�@�^  �P�o�;�é
���"�.�,  VLAN 30

�;�f�@�^  �P�o�;

�(�o�F�,
�J�`�C���3�o

�2�#�ê  VLAN 40 �æ
1J
��Ð���å�¿

�2�#�Ç
�å4°�Ð����

VLAN 5 :*  50

�,���6�4  D
���,�2�Q�o  X

VLAN 30 :*  40
�@���9���I  VLAN 40

�,���6�4  B �,���6�4  C

Q Q

�,���6�4  E
���,�2�Q�o  Y

�,���6�4  A
���,�2�Q�o  X

�@���9���I
VLAN 40

10
18

20

�;�\�f�"
5V�»$“�]�f�"
�;�\�H���6�"�é�\�Ò�¿�D�,
�,���6�4  B �é1M�>�æ����
�@���9���I  VLAN �é#f"ë�Ç
Ú�Ã�ã�å��
�;�\�H���6�"�é.‹�Þ�Ú�D�,

Q = 802.1Q �;�\�f�"  �P�o�;

�;�f�@�^  �P�o�;
���"�.�,  VLAN 40

VLAN 30 �é
�2�#
ƒ�È�D�$�6�;

VLAN 40
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'¨  20 'v       IEEE 802.1Q �º�å�¿�Ü�å�¢�>�|�g�Þ�–�Ö  2 �É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢�b0¿��
IEEE 802.1Q �º�å�¿�Ü�å�¢�b0¿��
IEEE 802.1Q �º�å�¿�Ü�å�¢�>�|�g�Q�b�Ú�b�µ+�

IEEE 802.1Q �º�å�¿�Ü�å�¢�c�Þ�–�Ö  2 �Ã�£�µ�º  �«�–�µ�³�å�¢�[4:�)�_�·�8�K�r�M�@�
�M4Š�b�Þ�–�Ö  2 
�µ+��>�|�g�Þ�–�Ö  3 �«�–�µ�³�å�¢�b6ë�_�c8��«�n�ö�@�6�~�r�M��

• �º�å�¿�Ý  �Ï�î�º�c�Ý�î�¸�µ�»  �Ï�î�º�_�[�A�r�O�‡��

• IEEE 802.1Q �Ï�î�º�†�µ�t  VLAN �[�c  IP �Ý�î�¸�•�å�¢�@�§�Ï�î�º�I�€�r�O�‡���º�å�¿�Ý  �Ï�î�º
�?�}�w�™�K�S�Ã�£�µ�º�c�
�Þ�–�Ö  2 �_���T�E�_�ö�Y�8�Z3?3æ�I�€�r�M���º�å�¿�Ý  �Ï�î�º�†�µ�t  
Switch Virtual Interface>&SVI; �«�–�µ�³�ì�•�–�å�±�î�Ç�™�–�«>'�[�Ý�î�¸�•�å�¢�@�–�¿�î�È�Ý�[�6
�•���œ�
�º�å�¿�Ý  �Ï�î�º�?�}�w�™�K�S�±�¢�^�K  IP �Ã�£�µ�º�c�
�«�–�µ�³�_1�1‘�I�€�Z�Ý�î�¸�•�å
�¢�I�€�r�M���•�«�±�Ð�î�c�
�¿�–�¸�•�È  VLAN �[�–�å�±�î�¿�µ�º�_�”�¡�­�«�[�A�r�M���G�b�”�¡
�­�«�@�²0[�^�8���œ�c�
�º�å�¿�Ý  �Ï�î�º�†�µ�t  VLAN �[  SVI �†0¿���K�^�8�[�C�T�I�8��

• �Ç�›�î�Ý�Â�µ�¡  �È�Ü�µ�ª�å�¢�c�
�º�å�¿�Ý  �Ï�î�º�[�§�Ï�î�º�I�€�r�O�‡���º�å�¿�Ý  �Ï�î�º�?�}�w
�™�K�S�M�m�Z�b IEEE 802.1Q �±�¢�Ü�A�Ã�£�µ�º�c  IP �è�¥�b�Ã�£�µ�º�\�K�Z�…�ƒ�€�•�b�[�
�º�å�¿
�Ý �Ï�î�º�@0¿���I�€�Z�8�•  VLAN �[�Ç�›�î�Ý�Â�µ�¡  �È�Ü�µ�ª�å�¢�@�–�¿�î�È�Ý�[�6�•���œ�
 IP �Ã
�£�µ�º�c  VLAN �†2z�<�Z�Y4:�)�_�È�Ü�µ�ª�å�¢�I�€�r�M���G�b�S�u�
�º�å�¿�Ý  �Ï�î�º�†�µ�t  
VLAN �[�c�Ç�›�î�Ý�Â�µ�¡  �È�Ü�µ�ª�å�¢�†�–�¿�î�È�Ý�_ �K�^�8�[�C�T�I�8 ��

• �º�å�¿�Ý  �Ï�î�º�[�c  IP Access Control List>&ACL; �”�¡�­�«  �¥�å�º�ß�î�Ý  �Ü�«�º>'�@�§�Ï�î�º�I
�€�r�O�‡��

• �Þ�–�Ö  3 �b  Quality of Service>&QoS>'ACL �>�|�g�Þ�–�Ö  3 �_���_6õ4��M�•�Ú�b  QoS �µ+��c�
�º�å
�¿�Ý  �Ï�î�º�[�c�§�Ï�î�º�I�€�Z�8�r�O�‡�� MAC �Ë�î�«  QoS �c�º�å�¿�Ý  �Ï�î�º�[�§�Ï�î�º�I�€�r
�M��

• IEEE 802.1Q 0¿���@ EtherChannel �Ï�î�º  �¢�Ý�î�É
Æ�[%©%*�K�^�8���œ�
 EtherChannel �Ï�î�º  �¢
�Ý�î�É�_�c�º�å�¿�Ý  �Ï�î�º�\�b�«�n�ö�@�6�~�r�M��

• �Ï�î�º7Ÿ(Ù�É�ß�º�¥�Ý�
 Link Aggregation Control Protocol>&LACP>'�
 UniDirectional Link 
Detection>&UDLD; �"�M�‰�¥�Ü�å�¡�è��>'�c�
 IEEE 802.1Q �º�å�¿�Ý  �Ï�î�º�[�§�Ï�î�º�I�€�r�M��

• �º�å�¿�Ý  �Ï�î�º�\�º�Û�å�¡  �Ï�î�º�[8��P&à�Ü�å�¡�†�m�·�[0¿���M�•�²0[�@�6�•�b�[�
 Dynamic 
Trunking Protocol>&DTP; �²�–�¼�Ñ�µ�¡  �º�Û�å�Ÿ�å�¢  �É�ß�º�¥�Ý>'�_�c  IEEE 802.1Q �º�å�¿�Ü�å
�¢�\�b�«�n�ö�@�6�~�r�O�‡��

• VLAN Trunking Protocol>&VTP; VLAN �º�Û�å�Ÿ�å�¢  �É�ß�º�¥�Ý>'�c�
8��P&à�Ü�å�¡�[�K)F�I�€
�Z�8�•�¹�Â�–�«6ë�
�r�S�c�º�å�¿�Ý�†3û�K�Z3û�™�†/œ�:�¹�Â�–�«6ë�[�·�8�K�r�O�‡��

• IEEE 802.1Q �º�å�¿�Ý  �Ï�î�º�[�c�
�Ý�î�É�Â�µ�¡�è���@�§�Ï�î�º�I�€�r�M��

• IEEE 802.1Q �º�å�¿�Ý  �Ï�î�º�\�K�Z�Ï�î�º�†0¿���M�•�\�
 �«�Ã�½�å�¢�¶�Ü�î  Bridge Protocol Data 
Unit>&BPDU; �È�Ü�µ�ª  �É�ß�º�¥�Ý  �¹�î�±  �Ø�½�µ�º>'�Ç�•�Ý�±�Ü�å�¢�@�–�å�±�î�Ç�™�–�«�[+¬�·$×
�_�–�¿�î�È�Ý�_�^�~�r�M�� Cisco Discovery Protocol>&CDP>'�>�|�g  Layer Link Discovery 
Protocol>&LLDP>'�c�
�–�å�±�î�Ç�™�–�«�[+¬�·$×�_�¹�•�­�î�È�Ý�_�^�~�r�M��

IEEE 802.1Q �º�å�¿�Ü�å�¢  �Ï�î�º�b0¿��

IEEE 802.1Q �º�å�¿�Ý  �Ï�î�º�\�K�Z�Ï�î�º0¿���M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r
�M��
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'¨  20 'v       IEEE 802.1Q �º�å�¿�Ü�å�¢�>�|�g�Þ�–�Ö  2 �É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢�b0¿��
IEEE 802.1Q �º�å�¿�Ü�å�¢�b0¿��
dynamic desirable �b�¹�Ç�›�Ý�º"g�Â�_�Ï�î�º�†�`�M�_�c�
 no switchport mode dot1q-tunnel �–�å�±�î
�Ç�™�–�« �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M���¿�–�¸�•�È  VLAN �Ã�£�µ�º�b�±�¢�Ü�E�†
�¹�•�­�î�È�Ý�_�M�•�_�c�
 no vlan dot1q tag native �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q
#Ý�K�r�M��

�è�W�c�
�º�å�¿�Ý  �Ï�î�º�\�K�Z�–�å�±�î�Ç�™�–�«�†0¿���K�Z�¿�–�¸�•�È  VLAN �Ã�£�µ�º�b�±�¢�Ü�E�†
�–�¿�î�È�Ý�_�K�
0¿���†&�1��M�•�‰�2�b�[�[�M���G�b0¿���[�c�
� �ž�Å�µ�º  �–�î�§�¿�µ�º  �–�å�±�î
�Ç�™�–�« 7 �_�K)F�M�•�•�«�±�Ð�î�b  VLAN ID �c�
 VLAN 22 �_�^�~�r�M��

Switch(config)# interface gigabitethernet1/7
Switch(config-if)# switchport access vlan 22
% Access VLAN does not exist. Creating vlan 22
Switch(config-if)# switchport mode dot1q-tunnel
Switch(config-if)# exit
Switch(config)# vlan dot1q tag native
Switch(config)# end
Switch# show dot1q-tunnel interface gigabitethernet1/7
Port
-----
Gi1/1Port

-----
Switch# show vlan dot1q tag native
dot1q native vlan tagging is enabled

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 interface interface-id �º�å�¿�Ý  �Ï�î�º�\�K�Z0¿���M�•�–�å�±�î�Ç�™�–�«�b�–�å�±�î�Ç�™�–�«  �¥
�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M���G�€�c�
�•�«�±�Ð�î  �«�–�µ
�³�_�K)F�M�•�§�î�Å�«�É�ß�Â�–�²�î  �¿�µ�º�á�î�¡�b�š�µ�ª  �Ï�î�º�[�6�•
�²0[�@�6�~�r�M���w� �^�–�å�±�î�Ç�™�–�«�_�c�
"@#.�–�å�±�î�Ç�™�–�«
�>�|�g�Ï�î�º�³�Õ�¿�Ý1=#.�–�å�±�î�Ç�™�–�«>&�Ï�î�º  �³�Õ�¿�Ý  1 >|  48>'
�@�µ�r�€�r�M��

�«�̧ �µ�É 3 switchport access vlan vlan-id �¹�Ç�›�Ý�º  VLAN �†�æ���K�r�M���G�€�c�
�–�å�±�î�Ç�™�–�«�@�º�Û�å�Ÿ
�å�¢�†�õ�F�K�S���œ�_�Q#Ý�I�€�r�M���G�b  VLAN ID �c"I���•�«�±�Ð�î
�_�[�w�[�M��

�«�̧ �µ�É 4 switchport mode dot1q-tunnel IEEE 802.1Q �º�å�¿�Ý  �Ï�î�º�\�K�Z�–�å�±�î�Ç�™�–�«�†0¿���K�r�M��

�«�̧ �µ�É 5 exit �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 6 vlan dot1q tag native >&�õ�–>'�M�m�Z�b  IEEE 802.1Q �º�Û�å�¡  �Ï�î�º�[�¿�–�¸�•�È  VLAN �Ã
�£�µ�º�b�±�¢�Ü�E�†�–�¿�î�È�Ý�_�M�•�|�:�_�«�–�µ�³�†0¿���K�r�M���G
�€�†0¿���O�N�
�•�«�±�Ð�î  VLAN ID �@�¿�–�¸�•�È  VLAN �\� �L�[�6�•
���œ�
�º�Û�å�¡  �Ï�î�º�c�Ó�º�ß  �±�¢�†4:#Ý�O�N�
�Ã�£�µ�º�c1��W�S��
›
�_3æ�™�I�€�•�•+��ö�@�6�~�r�M��

�«�̧ �µ�É 7 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 8 show running-config

show dot1q-tunnel

IEEE 802.1Q �º�å�¿�Ü�å�¢#Ý�_0¿���K�S�Ï�î�º�†/²&g�K�r�M��

�º�å�¿�Ü�å�¢  �Ô�î�»�_�^�W�Z�8�•�Ï�î�º�†/²&g�K�r�M��

�«�̧ �µ�É 9 show vlan dot1q tag native IEEE 802.1Q �¿�–�¸�•�È  VLAN �±�¢�Ü�E�«�¸�î�±�«�†/²&g�K�r�M��

�«�̧ �µ�É 10 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��
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'¨  20 'v       IEEE 802.1Q �º�å�¿�Ü�å�¢�>�|�g�Þ�–�Ö  2 �É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢�b0¿��
�Þ�–�Ö  2 �É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢�b�+0[
�Þ�–�Ö  2 �É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢�b�+0[
�§�î�Å�«�É�ß�Â�–�²�î  �¿�µ�º�á�î�¡�†2z�<�Z�K)F�I�€�Z�8�•�
�I�r�J�r�^�§�–�º�_�S�~�M�•�•�«�±
�Ð�î�c�
�I�r�J�r�^�Þ�–�Ö  2 �É�ß�º�¥�Ý�†�Q#Ý�K�Z�º�Ï�ß�ª�†�«�£�î�Ý�K�
�M�m�Z�b�Ü�Ô�î�º  �§�–�º
�>�|�g�ß�î�•�Ý  �§�–�º�†�µ�u�•�²0[�@�6�~�r�M�� STP �†4:�)�_�·�8�I�O�•�²0[�@�6�~�
�§�î�Å�«�É�ß
�Â�–�²�î  �¿�µ�º�á�î�¡�†2z�<�S�ß�î�•�Ý  �§�–�º�>�|�g�M�m�Z�b�Ü�Ô�î�º  �§�–�º�†�µ�t�
4:�)�^�«�Ã�½
�å�¢�¶�Ü�î�†�M�m�Z�b  VLAN �[�S(��M�•�²0[�@�6�~�r�M�� CDP �[�c�
7„�K�M�•�©�«�¥  �¹�Â�–�«�†�ß�î
�•�Ý  �§�–�º�>�|�g�Ü�Ô�î�º  �§�–�º�?�}�è���M�•�²0[�@�6�~�r�M�� VTP �[�c�
�•�«�±�Ð�î  �¿�µ�º�á�î�¡
�b�M�m�Z�b�§�–�º�[%©%*�K�^�8  VLAN 0¿���†�f�j�M�•�²0[�@�6�~�r�M��

�É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢�@�–�¿�î�È�Ý�[�6�•���œ�
�§�î�Å�«�É�ß�Â�–�²�î  �¿�µ�º�á�î�¡�b%T�™
��b
�š�µ�ª  �«�–�µ�³�[�c�
"I�f  MAC �”�»�Þ�«�[�Þ�–�Ö  2 �É�ß�º�¥�Ý�Ã�£�µ�º�@�•�É�­�Ý�ì�I�€�
�§�î�Å
�«�É�ß�Â�–�²�î  �¿�µ�º�á�î�¡�†2z�<�Z3æ�™�I�€�r�M���¿�µ�º�á�î�¡�b�¥�”  �«�–�µ�³�[�c�
�G�b�Ã�£�µ
�º�@��#.�I�€�N�_3û�–�b�Ã�£�µ�º�\�K�Z3?3æ�I�€�r�M�� CDP�
 STP�
 VTP �b�Þ�–�Ö 2 Protocol Data 
Unit>&PDU; �É�ß�º�¥�Ý  �¹�î�±  �Ø�½�µ�º>'�c�
�§�î�Å�«�É�ß�Â�–�²�î  �¿�µ�º�á�î�¡�†�r�S�@�~�
�§�î
�Å�«�É�ß�Â�–�²�î  �¿�µ�º�á�î�¡�b$Î�™
��b�•�«�±�Ð�î  �«�–�µ�³�_4Ä�™�I�€�r�M��� �M�Ã�£�µ�º�c� �L  
VLAN �b�M�m�Z�b�•�«�±�Ð�î  �Ï�î�º�[�w�™�I�€�
���b�|�:�^)��Ý�_�^�~�r�M��

• �Q�€�R�€�b�•�«�±�Ð�î  �§�–�º�b�Ø�î�¨�c  STP �†4:�)�_��/œ�[�A�
�M�m�Z�b  VLAN �[�c�
�ß�î�•�Ý  
�§�–�º�T�E�[�c�^�C�
�M�m�Z�b�§�–�º�?�}�b�Ã�Û�Ó�î�±�_�ö�Y�8�Z�
�G�K�8�«�Ã�½�å�¢�¶�Ü�î�@�S
(��I�€�r�M��

• CDP �[�c�
�§�î�Å�«�É�ß�Â�–�²�î  �¿�µ�º�á�î�¡�_�|�W�Z�K)F�I�€�Z�8�•�Q�b�Ú�b�©�«�¥  �¹�Â�–�«
�_6õ�M�•�_���@�è���I�€�Z/²&g�I�€�r�M��

• VTP �[�c�•�«�±�Ð�î  �¿�µ�º�á�î�¡
²�/�[%©%*�K�^�8  VLAN 0¿���@�f�j�I�€�
�§�î�Å�«  �É�ß�Â�–
�²�î�†3û�K�Z�M�m�Z�b�«�–�µ�³�_���Û�I�€�r�M��

>&�@>' �§�î�»�Ã�î�¸�•  �Ë�å�²�î�\�b%&�«4 #Ý�ö�†�f�j�M�•�_�c�
�Þ�–�Ö  2 �É�ß�º�¥�Ý�º�å�¿�Ý  �Â�–�Ã�«�µ+�
�†�Q#Ý�K�r�M���Â�–�Ã�«  �Ô�î�»�[�c�
�É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢�b�D�š�‰�2�@$��^�•�Ë�å�²�î  �«�–�µ�³
�_�D�š  PDU �@3ñ4#$×�_3?3æ�I�€�r�M���Â�–�Ã�«  �Ô�î�»�†��/æ�M�•�_�c�
���Š�º�Û�å�¡  �Ï�î�º�[�Þ�–
�Ö 2 �É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢�†�–�¿�î�È�Ý�_�K�r�M���Þ�–�Ö  2 �É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢�@�º�Û�å�¡  
�Ï�î�º�[�–�¿�î�È�Ý�b���œ�
�•�É�­�Ý�ì�I�€�S  MAC �”�»�Þ�«�@�P7V�I�€�Z�
�É�ß�º�¥�Ý  �Ã�£�µ�º�_
3û�–�b  MAC �”�»�Þ�«�†�â�X�|�:�_�^�~�r�M��

�Þ�–�Ö  2 �É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢�c�¶�9�_�Q#Ý�[�A�r�M���Þ�–�Ö  2 �É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢�[�c�

IEEE 802.1Q �º�å�¿�Ü�å�¢�†�¥�V�I�O�•�G�\�@�[�A�r�M�� IEEE 802.1Q �º�å�¿�Ü�å�¢  �Ï�î�º�[�É�ß�º
�¥�Ý  �º�å�¿�Ü�å�¢�†�–�¿�î�È�Ý�_�K�Z�8�^�8���œ�
�§�î�Å�«�É�ß�Â�–�²�î  �¿�µ�º�á�î�¡�b�w�™
��b�Ü
�Ô�î�º  �«�–�µ�³�[�c  PDU �@�w�™�I�€�N�
 STP�
 CDP�
 VTP �†4:�)�_��/œ�[�A�r�O�‡���É�ß�º�¥�Ý  �º
�å�¿�Ü�å�¢�@�–�¿�î�È�Ý �[�6�• ���œ�
�Q�€�R�€�b�•�«�±�Ð�î  �¿�µ�º�á�î�¡�b�Þ�–�Ö  2 �É�ß�º�¥�Ý�c�

�§�î�Å�«�É�ß�Â�–�²�î  �¿�µ�º�á�î�¡
Æ�[�·�8�K�Z�8�•�v�b�?�}�ö
²�_�
�9�I�€�r�M�� IEEE 802.1Q �º
�å�¿�Ü�å�¢�[�§�î�Å�«�É�ß�Â�–�²�î  �¿�µ�º�á�î�¡�†3û�K�Z�º�Û�Ç�•�µ�¡�†3æ�™�M�•�
�I�r�J�r�^�§�–
�º�b�•�«�±�Ð�î  �«�–�µ�³�[�c�
�•�«�±�Ð�î  VLAN �@�ö
²�_1�1‘�I�€�r�M�� IEEE 802.1Q �º�å�¿�Ü�å�¢
�†�Q#Ý�K�^�8���œ�c�
�”�¡�­�«  �Ï�î�º�[�•�«�±�Ð�î  �«�–�µ�³�_�K)F�K�
�§�î�Å�«�É�ß�Â�–�²�î�b�”�¡
�­�«  �Ï�î�º�[�º�å�¿�Ü�å�¢�†�–�¿�î�È�Ý�_�M�•�G�\�[�
�Þ�–�Ö  2 �É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢�†�–�¿�î�È
�Ý�_�[�A�r�M��

�S�\�<�d �W 20-4�b���œ�
�•�«�±�Ð�î  X �_�c� �M  VLAN �_  4 �X�b�«�–�µ�³�@�6�~�
�§�î�Å�«�É�ß�Â�–
�²�î  �¿�µ�º�á�î�¡�[�K)F�I�€�Z�8�r�M���¿�µ�º�á�î�¡�[  PDU �@�º�å�¿�Ý�I�€�^�8���œ�
�¿�µ�º�á�î�¡
�b�¥�G�:
��b�«�–�µ�³�[�c�
 STP�
 CDP�
 VTP �†4:�)�_��/œ�[�A�r�O�‡���S�\�<�d�
�•�«�±�Ð�î  X �b
�§�–�º  1 
Æ�b�«�–�µ�³�V�b  VLAN �_�P�M�•  STP �c�
�§�–�º  2 �b�•�«�±�Ð�î  X �b�«�–�µ�³�_�ö�Y�C�¥
�å�Â�î�ª�™�å�«  �Ã�Û�Ó�î�±�†*ƒ�Ö�O�N�_�
�§�–�º  1 �b�«�–�µ�³�V�_�«�Ã�½�å�¢�¶�Ü�î�†�S(��K�r�M��
�Q�b�º�Ï�ß�ª�† �W 20-5�_&g�K�r�M��
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'¨  20 'v       IEEE 802.1Q �º�å�¿�Ü�å�¢�>�|�g�Þ�–�Ö  2 �É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢�b0¿��
�Þ�–�Ö  2 �É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢�b�+0[
�W 20-4 �Þ�–�Ö  2 �É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢

�W 20-5 4:�)�^�¥�å�Â�î�ª�™�å�«�†�µ�r�^�8�Þ�–�Ö  2 �¿�µ�º�á�î�¡  �º�Ï�ß�ª

�§�î�Å�«�É�ß�Â�–�²�î  �¿�µ�º�á�î�¡�[�c�
�Þ�–�Ö  2 �É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢�†�Q#Ý�K�
�Ï�–�å�º�¶�î
�Ï�–�å�º  �¿�µ�º�á�î�¡  �º�Ï�ß�ª�†�š�Ñ�×�Þ�î�º�K�Z�
 EtherChannel �b�8�B�†�¥�V�I�O�•�G�\�@�[�A�r
�M���§�î�Å�«�É�ß�Â�–�²�î  �«�–�µ�³�[�É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢>& PAgP �r�S�c  LACP>'�†�–�¿�î�È�Ý
�_�M�•�\�
�Ü�Ô�î�º  �•�«�±�Ð�î  �«�–�µ�³�[�c  PDU �@�w�™�I�€�
 EtherChannel �b+¬�·�8�B�†�¿�¦�©
�š�î�©�Ù�å�[�A�•�|�:�_�^�~�r�M��

���,�2�Q�o  X �é�(���;  2
VLAN 1 :*  100

���,�2�Q�o  Y �é�(���;  2
VLAN 1 :*  200

���,�2�Q�o  Y �é�(���;  1
VLAN 1 :*  200

���,�2�Q�o  X �é�(���;  1
VLAN 1 :*  100

VLAN 30

�;�\�f�"
�P�o�;

�,���6�4  A

�;�\�f�"
�P�o�;

VLAN 30

VLAN 40

�(�o�F�,
�J�`�C���3�o

10
18

22

�;�\�f�"
5V�»$“�]�f�"

VLAN 30

VLAN 40

�;�\�f�"
�P�o�;

�,���6�4  B

�,���6�4  C

�,���6�4  D

�;�\�f�"
�P�o�;

10
18

21

���,�2�Q�o  X

’�Ð�@�6�; �b �o�"

VLAN 1 :*  100
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'¨  20 'v       IEEE 802.1Q �º�å�¿�Ü�å�¢�>�|�g�Þ�–�Ö  2 �É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢�b0¿��
�Þ�–�Ö  2 �É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢�b�+0[
�S�\�<�d �W 20-6 �b���œ�
�•�«�±�Ð�î  A �_�c� �M  VLAN �_  2 �X�b�«�–�µ�³�@�6�~�
�§�î�Å�«  �É�ß�Â�–
�²�î�¿�µ�º�á�î�¡�[�K)F�I�€�Z�8�r�M���¿�µ�º�á�î�¡�[  PDU �@�º�å�¿�Ü�å�¢�I�€�•�\�
�¿�µ�º�á�î�¡
�b�¥�G�:
��b�«�–�µ�³�[�c�
�S#Ý�G)z�†�²0[�\�O�N�_�
 EtherChannel �b+¬�·�8�B�†�¿�¦�©�š�î�©�Ù�å
�[�A�r�M���m8p�_�X�8�Z�c�
 �� EtherChannel �b�Þ�–�Ö  2 �º�å�¿�Ü�å�¢�b0¿���� >&P.20-15>' �†�g!·�K�Z�C
�T�I�8��

�W 20-6 EtherChannel �b�Þ�–�Ö  2 �É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢

�,���6�4  A

VLAN 17

VLAN 18

VLAN 19

VLAN 20

VLAN 17

VLAN 18

VLAN 19

VLAN 20
�,���6�4  B

�,���6�4  C

�(�o�F�,
�J�`�C���3�o

EtherChannel 1

���,�2�Q�o  A �é
�(���;  1

���,�2�Q�o  A �é
�(���;  2

10
18

44

�,���6�4  D

EtherChannel 1

�;�\�f�"

5V�»$“�]�f�"
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'¨  20 'v       IEEE 802.1Q �º�å�¿�Ü�å�¢�>�|�g�Þ�–�Ö  2 �É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢�b0¿��
�Þ�–�Ö  2 �É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢�b0¿��
�Þ�–�Ö  2 �É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢�b0¿��
�§�î�Å�«�É�ß�Â�–�²�î  �¿�µ�º�á�î�¡�b�š�µ�ª  �«�–�µ�³�[�
�•�«�±�Ð�î�_�K)F�I�€�Z�8�•�Ï�î�º�_�>�8
�Z�
�Þ�–�Ö  2 �É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢�†�É�ß�º�¥�Ý�H�\�_�–�¿�î�È�Ý�_�[�A�r�M���•�«�±�Ð�î  �«�–�µ
�³�_�K)F�I�€�Z�8�•�§�î�Å�«�É�ß�Â�–�²�î  �š�µ�ª  �«�–�µ�³�[�c�
�º�å�¿�Ü�å�¢��#.�@��/œ�I�€�r�M��
�š�µ�ª�«�–�µ�³  �º�å�¿�Ý  �Ï�î�º�c�
�•�«�±�Ð�î�b  IEEE 802.1Q �º�Û�å�¡  �Ï�î�º�_�K)F�K�r�M���š�µ�ª
�«�–�µ�³  �”�¡�­�«  �Ï�î�º�c�
�•�«�±�Ð�î  �”�¡�­�«  �Ï�î�º�_�K)F�K�r�M���•�«�±�Ð�î  �«�–�µ�³�_�K)F
�I�€�Z�8�•�š�µ�ª  �«�–�µ�³�[�c�
�º�å�¿�Ü�å�¢��#.�@��/œ�I�€�r�M��

�”�¡�­�«  �Ï�î�º�r�S�c�º�å�¿�Ý  �Ï�î�º�b�8�N�€�?�\�K�Z0¿���I�€�Z�8�•�Ï�î�º�[�c�
�Þ�–�Ö  2 �É�ß�º
�¥�Ý  �º�å�¿�Ü�å�¢�†�–�¿�î�È�Ý�_�[�A�r�M�� switchport �Ô�î�»�@  dynamic auto>&�¹�Ç�›�Ý�º  �Ô�î�»>'
�r�S�c  dynamic desirable �_0¿���I�€�Z�8�•�Ï�î�º�[�c�
�Þ�–�Ö  2 �É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢�c�–�¿�î
�È�Ý�_�[�A�r�O�‡��

�«�–�µ�³�[�c�
 CDP�
 STP�
 VTP �b�Þ�–�Ö  2 �É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢�@�§�Ï�î�º�I�€�r�M���Ï�–�å�º
�¶�î�Ï�–�å�º  �¿�µ�º�á�î�¡  �º�Ï�ß�ª�b�š�Ñ�×�Þ�î�º�b���œ�c�
 PAgP�
 LACP�
 UDLD �b�É�ß�º�¥�Ý�v
�§�Ï�î�º�I�€�r�M���«�–�µ�³�c�
 LLDP �b�Þ�–�Ö  2 �É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢�†�§�Ï�î�º�K�r�O�‡��

�@�– PAgP�
 LACP�
 UDLD �É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢�[�c�
�Ï�–�å�º�¶�î�Ï�–�å�º  �º�Ï�ß�ª�b�š�Ñ�×
�Þ�î�º�T�E�@% $×�[�M��0¿���†6ë4*�<�S�G�\�_�|�~�º�å�¿�Ü�å�¢  �Ã�£�µ�º�@�¨�C�b�Ï�î�º�_3æ�™�I
�€�•�\�
�¿�µ�º�á�î�¡7€���@$Î#Õ�M�•�•+��ö�@�6�~�r�M��

�Þ�–�Ö  2 �É�ß�º�¥�Ý�@�–�¿�î�È�Ý�_�^�W�Z�8�•�Ï�î�º�[�§�î�Å�«�É�ß�Â�–�²�î�b%T�™�š�µ�ª  �«�–�µ�³
�_
°�W�S�Þ�–�Ö  2 PDU �@�
�º�Û�å�¡  �Ï�î�º�?�}�§�î�Å�«�É�ß�Â�–�²�î  �¿�µ�º�á�î�¡�_���•���œ�
�«
�–�µ�³�[�c�
�•�«�±�Ð�î  PDU ��
›  MAC �”�»�Þ�«�@�
�Ø%±�b�©�«�¥�[�w�b�Ð�Ý�³�Ÿ�Õ�«�º  �”�»�Þ�«

>&01-00-0c-cd-cd-d0>'�[�V�i�A�I�€�r�M�� IEEE 802.1Q �º�å�¿�Ü�å�¢�@�–�¿�î�È�Ý�[�6�•���œ�
�Ã�£�µ
�º�_�c�±�¢�@�§5��_�Ü�A�r�M���¥4Š�±�¢�c�•�«�±�Ð�î�b�Ó�º�ß  �±�¢�[�6�~�

Æ4Š�±�¢�c�•�«�±�Ð�î�b  
VLAN �±�¢�[�M���¥�”  �«�–�µ�³�[�c
Æ4Š�±�¢�@!“0i�I�€�
� �L�Ó�º�ß  VLAN �b�M�m�Z�b�º�Û�å�¡  
�Ï�î�º�_�Ã�£�µ�º�@3?3æ�I�€�r�M��$Î�™
��b�š�µ�ª  �«�–�µ�³�[�c�
4:�)�^�Þ�–�Ö  2 �É�ß�º�¥�Ý�_���>
�|�g  MAC �”�»�Þ�«�_���@�Ÿ
–�I�€�
� �L�Ó�º�ß  VLAN �b�M�m�Z�b�º�å�¿�Ý  �Ï�î�º�?�”�¡�­�«  �Ï�î�º
�_�Ã�£�µ�º�@3?3æ�I�€�r�M���G�b�S�u�
�Þ�–�Ö  2 PDU �c�Q�b�r�r�g�~�
�§�î�Å�«�É�ß�Â�–�²�î  �–�å�Ç
�Û�«�º�Û�¡�³�Õ�†2z�<�Z�•�«�±�Ð�î  �¿�µ�º�á�î�¡�b�o�P
��_4Ä�™�I�€�r�M��

�W 20-4�†�g!·�K�Z�C�T�I�8���•�«�±�Ð�î  X �>�|�g�•�«�±�Ð�î  Y �@�
�Q�€�R�€�”�¡�­�«  VLAN 30 �>�|
�g  40 �_�^�W�Z�8�r�M��8��P&à�Ü�å�¡�_�|�~�
�§�–�º  1 �b�•�«�±�Ð�î�c�
�§�î�Å�«�É�ß�Â�–�²�î  �¿�µ�º
�á�î�¡�b�š�µ�ª  �«�–�µ�³�_�K)F�I�€�Z�8�r�M���§�–�º  1 �b�•�«�±�Ð�î  Y �?�}�«�–�µ�³  2 �_$Î�™�I�€�S
�Þ�–�Ö  2 PDU>&�S�\�<�d  BPDU>'�c�
�¤%±�b  MAC �”�»�Þ�«�@��
›  MAC �”�»�Þ�«�_�^�W�Z�8�•  �§5�
�±�¢  �Ã�£�µ�º�\�K�Z�–�å�Ç�Û�«�º�Û�¡�³�Õ�_3?3æ�I�€�r�M���G�b�§5��±�¢  �Ã�£�µ�º�_�c�
 40 �\�8�:�Ó
�º�ß  VLAN �±�¢�
�>�|�g  VLAN 100 �^�]�b
Æ4Š  VLAN �±�¢�@�Ü�8�Z�8�r�M���§5��±�¢  �Ã�£�µ�º�@�«
�–�µ�³  D �_
°�•�\�
�¥4Š  VLAN �±�¢  40 �@�¥�I�€�Z�Ø%±�b  MAC �”�»�Þ�«�@�Q�€�R�€�b�Þ�–�Ö  2 �É�ß
�º�¥�Ý  MAC �”�»�Þ�«�[*(�A�n�ƒ�~�
�Ã�£�µ�º�c�
 VLAN 100 �b  1 5��±�¢  �Ç�Þ�î�Ò�\�K�Z�§�–�º  2 �b
�•�«�±�Ð�î  Y �_3æ�™�I�€�r�M��

�•�«�±�Ð�î  �«�–�µ�³�b�”�¡�­�«  �Ï�î�º�r�S�c�º�Û�å�¡  �Ï�î�º�_�K)F�I�€�Z�8�•�š�µ�ª  �«�–�µ�³�b�”�¡
�­�«  �Ï�î�º�[�v�
�Þ�–�Ö  2 �É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢�†�–�¿�î�È�Ý�_�[�A�r�M���G�b���œ�c�
�•�É�­�Ý
�ì�É�ß�­�«�\�•�É�­�Ý6ä�:�É�ß�­�«�@�
�S�b�•- �[1��Â�K�S�v�b�\� �L�[�M�@�
�Ã�£�µ�º�c�§�î�Å�«�É
�ß�Â�–�²�î  �¿�µ�º�á�î�¡�[�§5��±�¢�_�^�~�r�O�‡���•�«�±�Ð�î�[�w�b�”�¡�­�«  VLAN �±�¢�b  1 5��±�¢
�_�^�~�r�M��

�G�G�[�c�
���b0¿���_�X�8�Z1��Â�K�r�M��

• ���Þ�–�Ö  2 �É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢�b�¹�Ç�›�Ý�º0¿���� >&P.20-12>'

• ���Þ�–�Ö  2 �É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢0¿���ì�b�@�–�¦8o�� >&P.20-12>'

• ���Þ�–�Ö  2 �É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢�b0¿���� >&P.20-13>'
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'¨  20 'v       IEEE 802.1Q �º�å�¿�Ü�å�¢�>�|�g�Þ�–�Ö  2 �É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢�b0¿��
�Þ�–�Ö  2 �É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢�b0¿��
• �� EtherChannel �b�Þ�–�Ö  2 �º�å�¿�Ü�å�¢�b0¿���� >&P.20-15>'

�Þ�–�Ö  2 �É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢�b�¹�Ç�›�Ý�º0¿��

/² 20-1 �_�
�Þ�–�Ö  2 �É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢�b�¹�Ç�›�Ý�º0¿���†&g�K�r�M��

�Þ�–�Ö  2 �É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢0¿���ì�b�@�–�¦8o

�è�W�c�
�Þ�–�Ö  2 �É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢�b0¿���ì�b�@�–�¦8o�>�|�g�·�8"I�ö�[�M��

• �«�–�µ�³�[�c�
 CDP�
 STP>&Multiple STP>&MSTP>'�†�µ�t>' �
 VTP �b�º�å�¿�Ü�å�¢�@�§�Ï�î�º�I
�€�r�M���É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢�c�¹�Ç�›�Ý�º�[�¹�•�­�î�È�Ý�_�^�W�Z�8�r�M�@�
 IEEE 802.1Q 
�º�å�¿�Ý  �Ï�î�º�
�r�S�c�”�¡�­�«  �Ï�î�º�[�É�ß�º�¥�Ý�H�\�_�–�¿�î�È�Ý�_�[�A�r�M��

• �«�–�µ�³�[�c�
 switchport �Ô�î�»�@  dynamic auto �r�S�c  dynamic desirable �_0¿���I�€�Z�8�•
�Ï�î�º�_�>�8�Z�
�Þ�–�Ö  2 �É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢�@�§�Ï�î�º�I�€�r�O�‡��

• DTP �c�Þ�–�Ö  2 �É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢�\�«�n�ö�@�6�~�r�O�‡��

• �§�î�Å�«�É�ß�Â�–�²�î  �¿�µ�º�á�î�¡�b$Î�™
��b�š�µ�ª  �«�–�µ�³�[�c�
4:�)�^�Þ�–�Ö  2 �É�ß�º�¥�Ý
�_���>�|�g  MAC �”�»�Þ�«�_���@�Ÿ
–�I�€�
� �L�Ó�º�ß  VLAN �b�M�m�Z�b�º�å�¿�Ý  �Ï�î�º�>�|�g
�”�¡�­�«  �Ï�î�º�_�Ã�£�µ�º�@3?3æ�I�€�r�M��

• �§�î�»�Ã�î�¸�•  �Ë�å�²�î  �«�–�µ�³�\�b%&�«4 #Ý�ö�b�S�u�
�«�–�µ�³�[�c�Þ�–�Ö  2 �É�ß�º�¥�Ý�º�å
�¿�Ý  �Â�–�Ã�«�µ+��@�§�Ï�î�º�I�€�r�M���Â�–�Ã�«  �Ô�î�»�[�c�
�É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢�b�D�š�‰
�2�@$��^�•�Ë�å�²�î  �«�–�µ�³�_�D�š  PDU �@3ñ4#$×�_3?3æ�I�€�r�M���«�–�µ�³�b
°�Š�Ï�î�º�[�Þ�–
�Ö 2 �É�ß�º�¥�Ý  �º�å�¿�Ý�@�–�¿�î�È�Ý�[�6�•���œ�c�
���Š�º�Û�å�¡  �Ï�î�º�_�|�~�
�º�å�¿�Ü�å�¢
�I�€�S�Ã�£�µ�º�@"I�f�^�•�É�­�Ý�ì�[3?3æ�I�€�r�M�����Š�º�Û�å�¡  �Ï�î�º�[�v�Þ�–�Ö  2 �É�ß�º�¥
�Ý �º�å�¿�Ü�å�¢�†�–�¿�î�È�Ý�_�M�•�\�
�G�b�·�8�@�Â�–�Ã�«�I�€�Z�
�«�–�µ�³�_�|�W�Z�
��#.�x
�Ÿ�G�@/œ�ƒ�€�N�_�D�š  PDU �@3?3æ�I�€�r�M��

• �«�–�µ�³�[�c�
�Ï�–�å�º�¶�î�Ï�–�å�º  �¿�µ�º�á�î�¡  �º�Ï�ß�ª�b�š�Ñ�×�Þ�î�º�b���œ�
 PAgP�

LACP�
 UDLD �b�º�å�¿�Ü�å�¢�@�§�Ï�î�º�I�€�r�M���É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢�c�¹�Ç�›�Ý�º�[
�¹�•�­�î�È�Ý�_�^�W�Z�8�r�M�@�
 IEEE 802.1Q �º�å�¿�Ý  �Ï�î�º�
�r�S�c�”�¡�­�«  �Ï�î�º�[�É�ß�º
�¥�Ý�H�\�_�–�¿�î�È�Ý�_�[�A�r�M��

• PAgP �º�å�¿�Ü�å�¢�r�S�c  LACP �º�å�¿�Ü�å�¢�b���œ�c�
�Ü�å�¡7€���è���†9×3ÿ�_�M�•�S�u�
�–�å
�±�î�Ç�™�–�«�[  UDLD �v�–�¿�î�È�Ý�_�M�•�G�\�†�N�á�K�r�M��

/² 20-1 �Þ�–�Ö  2 �–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«  VLAN �b�¹�Ç�›�Ý�º0¿��

�µ+� �¹�Ç�›�Ý�º0¿��

�Þ�–�Ö  2 �É�ß�º�¥�Ý  �º�å�¿�Ü�å
�¢

�¹�•�­�î�È�Ý

�©�Õ�µ�º�²�˜�å�K�A�8�Í �•0¿����

�»�ß�µ�É�K�A�8�Í �•0¿����

CoS �Í  �–�å�±�î�Ç�™�–�«�[  CoS �Í�@0¿���I�€�Z�8�•���œ�c�
�Q�b�Í�@�Þ
�–�Ö  2 �É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢�b  BPDU CoS �Í�†0¿���M�•�S�u
�_�Q#Ý�I�€�r�M���–�å�±�î�Ç�™�–�«  �Þ�Ë�Ý�[  CoS �Í�@0¿���I�€�Z
�^�8���œ�c�
 L2 �É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢  BPDU �b  CoS �Ð�î�Ÿ�å
�¢�b�¹�Ç�›�Ý�º�Í�c  5 �_�^�~�r�M���G�€�c�¹�î�±  �º�Û�Ç�•�µ�¡�_
4:#Ý�I�€�r�O�‡��
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'¨  20 'v       IEEE 802.1Q �º�å�¿�Ü�å�¢�>�|�g�Þ�–�Ö  2 �É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢�b0¿��
�Þ�–�Ö  2 �É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢�b0¿��
• PAgP �Ã�£�µ�º�
 LACP �Ã�£�µ�º�
 UDLD �Ã�£�µ�º�b�:�U�8�N�€�?�b�Þ�–�Ö  2 �É�ß�º�¥�Ý  �º�å�¿�Ü
�å�¢�[�c�
�Ý�î�É�Â�µ�¡�è���@�§�Ï�î�º�I�€�r�O�‡��

• IEEE 802.1Q 0¿���@ EtherChannel �Ï�î�º  �¢�Ý�î�É
Æ�[%©%*�K�^�8���œ�
 EtherChannel �Ï�î�º  �¢
�Ý�î�É�_�c�º�å�¿�Ý  �Ï�î�º�\�b�«�n�ö�@�6�~�r�M��

• "‚+¬�b��
›  MAC �”�»�Þ�«�[�•�É�­�Ý�ì�I�€�S  PDU �@�
�Þ�–�Ö  2 �º�å�¿�Ü�å�¢�@�–�¿�î�È�Ý�_
�^�W�Z�8�•�º�å�¿�Ý  �Ï�î�º�r�S�c�”�¡�­�«  �Ï�î�º�?�}�w�™�I�€�•���œ�
�º�å�¿�Ý  �Ï�î�º�c�
�Ý�î
�É�†75�F�M�•�S�u�_�©�Õ�µ�º�²�˜�å�I�€�r�M���G�b�Ï�î�º�c�
�É�ß�º�¥�Ý#Ý�_0¿���I�€�S�©�Õ�µ�º
�²�˜�å�K�A�8�Í�_4)�K�S���œ�_�v�©�Õ�µ�º�²�˜�å�I�€�r�M�� shutdown �¥�Ð�å�»�_)F�E�Z  no 
shutdown �¥�Ð�å�»�†
°�Š�M�•�\�
�Ï�î�º�†
Ì�g�m�·�[�–�¿�î�È�Ý�_�[�A�r�M�� errdisable 
recovery �@�–�¿�î�È�Ý�[�6�•���œ�c�
�æ���I�€�S6ë7x�[�·�8�@
Ì0è/œ�I�€�r�M��

• �•�É�­�Ý�ì�@0Ž7V�I�€�S  PDU �T�E�@�•�«�±�Ð�î  �¿�µ�º�á�î�¡�_3?3æ�I�€�r�M���§�î�Å�«�É�ß�Â�–
�²�î  �¿�µ�º�á�î�¡�V�[�·�8�K�Z�8�•�«�Ã�½�å�¢�¶�Ü�î  �–�å�«�±�å�«�[�c�
 BPDU �@�º�å�¿�Ý  �Ï�î
�º�_3?3æ�I�€�r�O�‡�� CDP �Ã�£�µ�º�c�º�å�¿�Ý  �Ï�î�º�?�}3?3æ�I�€�r�O�‡��

• �–�å�±�î�Ç�™�–�«�[�É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢�@�–�¿�î�È�Ý�[�6�•���œ�c�
�•�«�±�Ð�î  �¿�µ�º�á�î
�¡�_�|�W�Z#Õ�B�I�€�S  PDU #Ý�_�
�É�ß�º�¥�Ý�H�\�b�©�Õ�µ�º�²�˜�å�K�A�8�Í�x�Ï�î�º�H�\�b
�©�Õ�µ�º�²�˜�å�K�A�8�Í�†0¿���[�A�r�M���D7H�†2x�<�•�\�
�Ï�î�º�c�©�Õ�µ�º�²�˜�å�I�€�r�M��
QoS ACL �>�|�g�Ï�Ü�©�î  �Ð�µ�É�†�º�å�¿�Ý  �Ï�î�º�[�Q#Ý�M�•�\�
 BPDU �Þ�î�º�†�D7H�M�•�G�\�v
�[�A�r�M��

• �–�å�±�î�Ç�™�–�«�[�É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢�@�–�¿�î�È�Ý�[�6�•���œ�c�
�•�«�±�Ð�î  �¿�µ�º�á�î
�¡�_�|�W�Z#Õ�B�I�€�S  PDU #Ý�_�
�É�ß�º�¥�Ý�H�\�b�»�ß�µ�É�K�A�8�Í�x�Ï�î�º�H�\�b�»�ß�µ�É�K
�A�8�Í�†0¿���[�A�r�M���D7H�†2x�<�•�\�
�Ï�î�º�@  PDU �†�w�™�M�•�Þ�î�º�@�»�ß�µ�É�K�A�8�Í�•
 6�_�^�•�r�[�
�Ï�î�º�[  PDU �@�»�ß�µ�É�I�€�r�M��

• �º�å�¿�Ü�å�¢�I�€�S  PDU>&"I�_  STP BPDU>'�c�
�•�«�±�Ð�î�b�ì�•�¿�µ�º�á�î�¡�@�G�K�C�·�8�M
�•�S�u�_�M�m�Z�b�Ü�Ô�î�º  �§�–�º�_4Ä�™�I�€�•�²0[�@�6�•�b�[�
� �L�º�å�¿�Ý  �Ï�î�º�?�}�w�™�I
�€�•�¹�î�±  �Ã�£�µ�º�|�~�v  PDU �b�É�Û�–�œ�Ü�¸�•�†�§�î�Å�«�É�ß�Â�–�²�î  �¿�µ�º�á�î�¡
Æ�[9×�C
�[�A�r�M���¹�Ç�›�Ý�º�b���œ�
 PDU �[�c�¹�î�±  �Ã�£�µ�º�\� �L  CoS �Í�@�Q#Ý�I�€�r�M��

�Þ�–�Ö  2 �É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢�b0¿��

�Þ�–�Ö  2 �É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢#Ý�_�Ï�î�º�†0¿���M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K
�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 interface interface-id �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�
�º�å�¿�Ý  
�Ï�î�º�\�K�Z0¿���M�•�–�å�±�î�Ç�™�–�«�†
°�Š�K�r�M���G�€�c�
�•�«�±
�Ð�î  �«�–�µ�³�_�K)F�M�•�§�î�Å�«�É�ß�Â�–�²�î  �¿�µ�º�á�î�¡�b�š�µ�ª  
�Ï�î�º�[�6�•�²0[�@�6�~�r�M���w� �^�–�å�±�î�Ç�™�–�«�c�
"@#.�–�å�±�î
�Ç�™�–�«�>�|�g�Ï�î�º�³�Õ�¿�Ý1=#.�–�å�±�î�Ç�™�–�«>&�Ï�î�º  �³�Õ�¿�Ý  1 
>|  48>'�[�M��

�«�̧ �µ�É 3 switchport mode access
�r�S�c
switchport mode dot1q-tunnel

�”�¡�­�«  �Ï�î�º�r�S�c  IEEE 802.1Q �º�å�¿�Ý  �Ï�î�º�\�K�Z�–�å�±�î�Ç�™
�–�«�†0¿���K�r�M��

�«�̧ �µ�É 4 l2protocol-tunnel [cdp | stp | vtp] % $×�b�É�ß�º�¥�Ý�b�É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢�†�–�¿�î�È�Ý�_�K�r�M���Ÿ�î
�á�î�»�†
°�Š�K�^�8���œ�
�º�å�¿�Ü�å�¢�c�
 3 �X�M�m�Z�b�Þ�–�Ö  2 �É�ß�º
�¥�Ý�[�–�¿�î�È�Ý�_�^�~�r�M��
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'¨  20 'v       IEEE 802.1Q �º�å�¿�Ü�å�¢�>�|�g�Þ�–�Ö  2 �É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢�b0¿��
�Þ�–�Ö  2 �É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢�b0¿��
�8�N�€�?�b�Þ�–�Ö  2 �É�ß�º�¥�Ý�r�S�c  3 �X�M�m�Z�b�Þ�–�Ö  2 �É�ß�º�¥�Ý�b�É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢�†
�¹�•�­�î�È�Ý�_�M�•�_�c�
 no l2protocol-tunnel [cdp | stp | vtp] �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M���©�Õ�µ�º�²�˜�å�K�A�8�Í�>�|�g�»�ß�µ�É�K�A�8�Í�†�¹�Ç�›�Ý�º0¿���_
�`�M�_�c�
 no l2protocol-tunnel shutdown-threshold [cdp | stp | vtp] �¥�Ð�å�»�>�|�g  no 
l2protocol-tunnel drop-threshold [cdp | stp | vtp] �¥�Ð�å�»�†�Q#Ý�K�r�M��

�è�W�c�
 CDP�
 STP�
 VTP �b�Þ�–�Ö  2 �É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢�†0¿���K�
0¿���†&�1��M�•�‰�2�b�[�[
�M��

Switch(config)# interface fastethernet1/11
Switch(config-if)# l2protocol-tunnel cdp
Switch(config-if)# l2protocol-tunnel stp
Switch(config-if)# l2protocol-tunnel vtp
Switch(config-if)# l2protocol-tunnel shutdown-threshold 1500
Switch(config-if)# l2protocol-tunnel drop-threshold 1000
Switch(config-if)# exit
Switch(config)# l2protocol-tunnel cos 7
Switch(config)# end
Switch# show l2protocol
COS for Encapsulated Packets: 7

�«�̧ �µ�É 5 l2protocol-tunnel 
shutdown-threshold [cdp | stp | vtp] 
value

>&�õ�–>'�•�É�­�Ý�ì#Ý�_  1 &Ê6ë�_�w�™�M�•�Ã�£�µ�º�X�b�K�A�8�Í�†0¿���K
�r�M��0¿���K�S�K�A�8�Í�†2x�<�•�\�
�–�å�±�î�Ç�™�–�«�c�¹�•�­�î�È�Ý�_
�^�~�r�M���É�ß�º�¥�Ý  �œ�É�©�Ù�å�†�æ���K�^�8���œ�
�K�A�8�Í�c�
�Q�€�R
�€�b�º�å�¿�Ü�å�¢�I�€�S�Þ�–�Ö  2 �É�ß�º�¥�Ý  �±�–�É�_4:#Ý�I�€�r�M���æ��
�[�A�•(
�V�c  1 >|  4096 �[�M���¹�Ç�›�Ý�º�[�c�
�K�A�8�Í�c0¿���I�€�r�O
�‡��

>&�@>' �G�b�–�å�±�î�Ç�™�–�«�[�»�ß�µ�É�K�A�8�Í�v0¿���M�•���œ�

�©�Õ�µ�º�²�˜�å�K�A�8�Í�b�Í�c�
�»�ß�µ�É�K�A�8�Í�b�Í�è�V�\�M
�•�²0[�@�6�~�r�M��

�«�̧ �µ�É 6 l2protocol-tunnel drop-threshold 
[cdp | stp | vtp] value

>&�õ�–>'�•�É�­�Ý�ì#Ý�_  1 &Ê6ë�_�w�™�M�•�Ã�£�µ�º�X�b�K�A�8�Í�†0¿���K
�r�M��0¿���K�S�K�A�8�Í�†2x�<�•�\�
�–�å�±�î�Ç�™�–�«�_�|�W�Z�Ã�£�µ�º
�@�»�ß�µ�É�I�€�r�M���É�ß�º�¥�Ý  �œ�É�©�Ù�å�†�æ���K�^�8���œ�
�K�A�8�Í
�c�
�Q�€�R�€�b�º�å�¿�Ü�å�¢�I�€�S�Þ�–�Ö  2 �É�ß�º�¥�Ý  �±�–�É�_4:#Ý�I�€
�r�M���æ���[�A�•(
�V�c  1 >|  4096 �[�M���¹�Ç�›�Ý�º�[�c�
�K�A�8�Í�c0¿
���I�€�r�O�‡��

�G�b�–�å�±�î�Ç�™�–�«�[�©�Õ�µ�º�²�˜�å�K�A�8�Í�v0¿���M�•���œ�
�»�ß�µ
�É�K�A�8�Í�b�Í�c�
�©�Õ�µ�º�²�˜�å�K�A�8�Í�b�Í�è�W�[�6�•�²0[�@�6�~�r
�M��

�«�̧ �µ�É 7 exit �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 8 errdisable recovery cause l2ptguard>&�õ�–>'�–�å�±�î�Ç�™�–�«�†
Ì�g�–�¿�î�È�Ý�_�K�Z
Ì0è/œ�[�A�•�|�:�_�M
�•�S�u�
�Þ�–�Ö  2 �q�±�Þ�î�º  �š�Û�î�?�}�b�G�Ÿ�Ó�•�½�¬�Ò�†0¿���K�r�M��
errdisable recovery �c�¹�Ç�›�Ý�º�[�¹�•�­�î�È�Ý�_�^�W�Z�8�r�M���–�¿�î
�È�Ý�_�K�S���œ�
�¹�Ç�›�Ý�º�b6ë7x�c  300 &Ê�[�M��

�«�̧ �µ�É 9 l2protocol-tunnel cos value >&�õ�–>'�º�å�¿�Ü�å�¢�I�€�S�M�m�Z�b�Þ�–�Ö  2 PDU �b  CoS �Í�†0¿���K�r
�M��(
�V�c  0 >|  7 �[�M���¹�Ç�›�Ý�º�c�
�–�å�±�î�Ç�™�–�«�b�¹�Ç�›�Ý�º  
CoS �Í�[�M��0¿���I�€�Z�8�^�8���œ�
�¹�Ç�›�Ý�º�c  5 �[�M��

�«�̧ �µ�É 10 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 11 show l2protocol 0¿���I�€�Z�8�•�É�ß�º�¥�Ý�
�K�A�8�Í�
�•�˜�å�±�†�µ�u�S�
�«�–�µ�³�b�Þ
�–�Ö  2 �º�å�¿�Ý  �Ï�î�º�†/²&g�K�r�M��

�«�̧ �µ�É 12 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��

�¥�Ð�å�» % $×
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'¨  20 'v       IEEE 802.1Q �º�å�¿�Ü�å�¢�>�|�g�Þ�–�Ö  2 �É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢�b0¿��
�Þ�–�Ö  2 �É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢�b0¿��
Port    Protocol Shutdown  Drop      Encapsulation Decapsulation Drop
                 Threshold Threshold Counter       Counter       Counter
------- -------- --------- --------- ------------- ------------- -------------
Fa1/11 cdp           1500      1000 2288          2282          0
        stp           1500      1000 116           13            0
        vtp           1500      1000 3             67            0
        pagp          ----      ---- 0             0             0
        lacp          ----      ---- 0             0             0
        udld          ----      ---- 0             0             0

EtherChannel �b�Þ�–�Ö  2 �º�å�¿�Ü�å�¢�b0¿��

�Þ�–�Ö  2 �Ï�–�å�º�¶�î�Ï�–�å�º  �º�å�¿�Ü�å�¢�†0¿���K�Z  EtherChannel �b+¬�·�8�B�†���Æ�_�M�•�_�c�

�§�î�Å�«�É�ß�Â�–�²�î  �š�µ�ª  �«�–�µ�³�>�|�g�•�«�±�Ð�î  �«�–�µ�³�b�g�‰�†0¿���M�•�²0[�@�6�~�r�M��

�§�î�Å�«�É�ß�Â�–�²�î  �š�µ�ª  �«�–�µ�³�b0¿��

EtherChannel �b�Þ�–�Ö  2 �É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢#Ý�_�§�î�Å�«�É�ß�Â�–�²�î  �š�µ�ª  �«�–�µ�³�†0¿���M
�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 interface interface-id �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�
�º�å�¿�Ý  
�Ï�î�º�\�K�Z0¿���M�•�–�å�±�î�Ç�™�–�«�†
°�Š�K�r�M���G�€�c�
�•�«�±
�Ð�î  �«�–�µ�³�_�K)F�M�•�§�î�Å�«�É�ß�Â�–�²�î  �¿�µ�º�á�î�¡�b�š�µ�ª  
�Ï�î�º�[�6�•�²0[�@�6�~�r�M���w� �^�–�å�±�î�Ç�™�–�«�c"@#.�–�å�±�î
�Ç�™�–�«�[�M��

�«�̧ �µ�É 3 switchport mode dot1q-tunnel IEEE 802.1Q �º�å�¿�Ý  �Ï�î�º�\�K�Z�–�å�±�î�Ç�™�–�«�†0¿���K�r�M��

�«�̧ �µ�É 4 l2protocol-tunnel point-to-point  
[pagp | lacp | udld]

>&�õ�–>'% $×�b�É�ß�º�¥�Ý�b�Ï�–�å�º�¶�î�Ï�–�å�º  �É�ß�º�¥�Ý  �º�å�¿�Ü�å
�¢�†�–�¿�î�È�Ý�_�K�r�M���Ÿ�î�á�î�»�†
°�Š�K�^�8���œ�
�º�å�¿�Ü�å�¢
�c�
 3 �X�M�m�Z�b�É�ß�º�¥�Ý�[�–�¿�î�È�Ý�_�^�~�r�M��

�@�– �¿�µ�º�á�î�¡7€���†4J�E�•�S�u�
�¿�µ�º�á�î�¡�@�Ï�–�å�º�¶�î
�Ï�–�å�º  �º�Ï�ß�ª�_�^�W�Z�8�•�G�\�†&�1��K�Z�?�}�
 PAgP �Ã
�£�µ�º�
 LACP �Ã�£�µ�º�
 UDLD �Ã�£�µ�º�b�:�U�8�N�€�?�b�º
�å�¿�Ü�å�¢�†�–�¿�î�È�Ý�_�K�Z�C�T�I�8��

�«�̧ �µ�É 5 l2protocol-tunnel 
shutdown-threshold [point-to-point  
[pagp | lacp | udld]] value

>&�õ�–>'�•�É�­�Ý�ì#Ý�_  1 &Ê6ë�_�w�™�M�•�Ã�£�µ�º�X�b�K�A�8�Í�†0¿���K
�r�M��0¿���K�S�K�A�8�Í�†2x�<�•�\�
�–�å�±�î�Ç�™�–�«�c�¹�•�­�î�È�Ý�_
�^�~�r�M���É�ß�º�¥�Ý  �œ�É�©�Ù�å�†�æ���K�^�8���œ�
�K�A�8�Í�c�
�Q�€�R
�€�b�º�å�¿�Ü�å�¢�I�€�S�Þ�–�Ö  2 �É�ß�º�¥�Ý  �±�–�É�_4:#Ý�I�€�r�M���æ��
�[�A�•(
�V�c  1 >|  4096 �[�M���¹�Ç�›�Ý�º�[�c�
�K�A�8�Í�c0¿���I�€�r�O
�‡��

>&�@>' �G�b�–�å�±�î�Ç�™�–�«�[�»�ß�µ�É�K�A�8�Í�v0¿���M�•���œ�

�©�Õ�µ�º�²�˜�å�K�A�8�Í�b�Í�c�
�»�ß�µ�É�K�A�8�Í�b�Í�è�V�\�M
�•�²0[�@�6�~�r�M��
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'¨  20 'v       IEEE 802.1Q �º�å�¿�Ü�å�¢�>�|�g�Þ�–�Ö  2 �É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢�b0¿��
�Þ�–�Ö  2 �É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢�b0¿��
�8�N�€�?�b�Þ�–�Ö  2 �É�ß�º�¥�Ý�r�S�c  3 �X�M�m�Z�b�Þ�–�Ö  2 �É�ß�º�¥�Ý�b�Ï�–�å�º�¶�î�Ï�–�å�º  �É�ß
�º�¥�Ý  �º�å�¿�Ü�å�¢�†�¹�•�­�î�È�Ý�_�M�•�_�c�
 no l2protocol-tunnel [point-to-point  [pagp | lacp | 
udld]] �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M���©�Õ�µ�º�²�˜�å�K�A�8�Í�>
�|�g�»�ß�µ�É�K�A�8�Í�†�¹�Ç�›�Ý�º0¿���_�`�M�_�c�
 no l2protocol-tunnel shutdown-threshold 
[point-to-point  [pagp | lacp | udld]] �¥�Ð�å�»�>�|�g  no l2protocol-tunnel drop-threshold 
[[ point-to-point  [pagp | lacp | udld]] �¥�Ð�å�»�†�Q#Ý�K�r�M��

�•�«�±�Ð�î  �«�–�µ�³�b0¿��

�§�î�Å�«�É�ß�Â�–�²�î  �š�µ�ª  �«�–�µ�³�†0¿���K�S�}�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�

EtherChannel �b�Þ�–�Ö  2 �É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢#Ý�_�•�«�±�Ð�î  �«�–�µ�³�†0¿���K�r�M��

�«�̧ �µ�É 6 l2protocol-tunnel drop-threshold 
[point-to-point  [pagp | lacp | udld]] 
value

>&�õ�–>'�•�É�­�Ý�ì#Ý�_  1 &Ê6ë�_�w�™�M�•�Ã�£�µ�º�X�b�K�A�8�Í�†0¿���K
�r�M��0¿���K�S�K�A�8�Í�†2x�<�•�\�
�–�å�±�î�Ç�™�–�«�_�|�W�Z�Ã�£�µ�º
�@�»�ß�µ�É�I�€�r�M���É�ß�º�¥�Ý  �œ�É�©�Ù�å�†�æ���K�^�8���œ�
�K�A�8�Í
�c�
�Q�€�R�€�b�º�å�¿�Ü�å�¢�I�€�S�Þ�–�Ö  2 �É�ß�º�¥�Ý  �±�–�É�_4:#Ý�I�€
�r�M���æ���[�A�•(
�V�c  1 >|  4096 �[�M���¹�Ç�›�Ý�º�[�c�
�K�A�8�Í�c0¿
���I�€�r�O�‡��

>&�@>' �G�b�–�å�±�î�Ç�™�–�«�[�©�Õ�µ�º�²�˜�å�K�A�8�Í�v0¿���M�•���œ�

�»�ß�µ�É�K�A�8�Í�b�Í�c�
�©�Õ�µ�º�²�˜�å�K�A�8�Í�b�Í�è�W�[�6
�•�²0[�@�6�~�r�M��

�«�̧ �µ�É 7 no cdp enable �–�å�±�î�Ç�™�–�«�V�[  CDP �†�¹�•�­�î�È�Ý�_�K�r�M��

�«�̧ �µ�É 8 spanning-tree bpdufilter enable �–�å�±�î�Ç�™�–�«�V�[  BPDU �Ç�•�Ý�±�Ü�å�¢�†�–�¿�î�È�Ý�_�K�r�M��

�«�̧ �µ�É 9 exit �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 10 errdisable recovery cause l2ptguard>&�õ�–>'�–�å�±�î�Ç�™�–�«�†
Ì�g�–�¿�î�È�Ý�_�K�Z
Ì0è/œ�[�A�•�|�:�_�M
�•�S�u�
�Þ�–�Ö  2 �q�±�Þ�î�º  �š�Û�î�?�}�b�G�Ÿ�Ó�•�½�¬�Ò�†0¿���K�r�M��
errdisable recovery �c�¹�Ç�›�Ý�º�[�¹�•�­�î�È�Ý�_�^�W�Z�8�r�M���–�¿�î
�È�Ý�_�K�S���œ�
�¹�Ç�›�Ý�º�b6ë7x�c  300 &Ê�[�M��

�«�̧ �µ�É 11 l2protocol-tunnel cos value >&�õ�–>'�º�å�¿�Ü�å�¢�I�€�S�M�m�Z�b�Þ�–�Ö  2 PDU �b  CoS �Í�†0¿���K�r
�M��(
�V�c  0 >|  7 �[�M���¹�Ç�›�Ý�º�c�
�–�å�±�î�Ç�™�–�«�b�¹�Ç�›�Ý�º  
CoS �Í�[�M��0¿���I�€�Z�8�^�8���œ�
�¹�Ç�›�Ý�º�c  5 �[�M��

�«�̧ �µ�É 12 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 13 show l2protocol 0¿���I�€�Z�8�•�É�ß�º�¥�Ý�
�K�A�8�Í�
�•�˜�å�±�†�µ�u�S�
�«�–�µ�³�b�Þ
�–�Ö  2 �º�å�¿�Ý  �Ï�î�º�†/²&g�K�r�M��

�«�̧ �µ�É 14 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��

�¥�Ð�å�» % $×

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 interface interface-id �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M���G�€�c�

�•�«�±�Ð�î  �«�–�µ�³  �Ï�î�º�_�M�•�²0[�@�6�~�r�M��

�«�̧ �µ�É 3 switchport trunk encapsulation 
dot1q

�º�Û�å�Ÿ�å�¢  �•�É�­�Ý�ì�g�'�†  IEEE 802.1Q �_0¿���K�r�M��

�«�̧ �µ�É 4 switchport mode trunk �–�å�±�î�Ç�™�–�«�V�[�º�Û�å�Ÿ�å�¢�†�–�¿�î�È�Ý�_�K�r�M��

�«�̧ �µ�É 5 udld enable �–�å�±�î�Ç�™�–�«�b 3û�–�Ô�î�»�[  UDLD �†�–�¿�î�È�Ý�_�K�r�M��
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'¨  20 'v       IEEE 802.1Q �º�å�¿�Ü�å�¢�>�|�g�Þ�–�Ö  2 �É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢�b0¿��
�Þ�–�Ö  2 �É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢�b0¿��
�–�å�±�î�Ç�™�–�«�†�¹�Ç�›�Ý�º0¿���_�`�M�_�c�
 no switchport mode trunk�
 no udld enable�
 no 
channel group channel-group-number mode desirable �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð
�å�»�†�Q#Ý�K�r�M��

EtherChannel �b���œ�c�
 �§�î�Å�«�É�ß�Â�–�²�î  �š�µ�ª  �«�–�µ�³�>�|�g�•�«�±�Ð�î  �«�–�µ�³�†�Þ�–�Ö  2 
�É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢#Ý�_0¿���M�•�²0[�@�6�~�r�M  >&�W 20-6>&P.20-10>' �†�g!·>' ��

�è�W�c�
�§�î�Å�«  �É�ß�Â�–�²�î�b�š�µ�ª  �«�–�µ�³  1 �>�|�g�š�µ�ª  �«�–�µ�³  2 �†0¿���M�•�‰�2�b�[�[
�M�� VLAN 17�
 18�
 19�
 20 �c�”�¡�­�«  VLAN �
�Ç�“�«�º  �–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«  1 �>�|�g  2 
�c  PAgP �>�|�g  UDLD �@�–�¿�î�È�Ý�_�^�W�Z�8�•�Ï�–�å�º�¶�î�Ï�–�å�º  �º�å�¿�Ý  �Ï�î�º�
�»�ß�µ�É�K
�A�8�Í�c  1000�
�Ç�“�«�º  �–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«  3 �c�º�Û�å�¡  �Ï�î�º�[�M��

�§�î�Å�«�É�ß�Â�–�²�î  �š�µ�ª  �«�–�µ�³  1 �b0¿���c���b�\�>�~�[�M��

Switch(config)# interface fastethernet1/1
Switch(config-if)# switchport access vlan 17
Switch(config-if)# switchport mode dot1q-tunnel
Switch(config-if)# l2protocol-tunnel point-to-point pagp
Switch(config-if)# l2protocol-tunnel point-to-point udld
Switch(config-if)# l2protocol-tunnel drop-threshold point-to-point pagp 1000
Switch(config-if)# exit
Switch(config)# interface fastethernet1/2
Switch(config-if)# switchport access vlan 18
Switch(config-if)# switchport mode dot1q-tunnel
Switch(config-if)# l2protocol-tunnel point-to-point pagp
Switch(config-if)# l2protocol-tunnel point-to-point udld
Switch(config-if)# l2protocol-tunnel drop-threshold point-to-point pagp 1000
Switch(config-if)# exit
Switch(config)# interface fastethernet1/3
Switch(config-if)# switchport trunk encapsulation dot1q
Switch(config-if)# switchport mode trunk

�§�î�Å�«�É�ß�Â�–�²�î  �š�µ�ª  �«�–�µ�³  2 �b0¿���c���b�\�>�~�[�M��

Switch(config)# interface fastethernet1/1
Switch(config-if)# switchport access vlan 19
Switch(config-if)# switchport mode dot1q-tunnel
Switch(config-if)# l2protocol-tunnel point-to-point pagp
Switch(config-if)# l2protocol-tunnel point-to-point udld
Switch(config-if)# l2protocol-tunnel drop-threshold point-to-point pagp 1000
Switch(config-if)# exit
Switch(config)# interface fastethernet1/2

�«�̧ �µ�É 6 channel-group channel-group-number 
mode desirable

�³�Õ�¿�Ý  �¢�Ý�î�É�_�–�å�±�î�Ç�™�–�«�†�m�~�\�Z�
 PAgP �Ô�î�»�_  
desirable �†�æ���K�r�M�� EtherChannel �b0¿���b0ò(ý�_�X�8�Z�c�
 '¨ 40 
'v�� EtherChannel �>�|�g�Ü�å�¡�«�¸�î�º  �º�Û�µ�Ÿ�å�¢�b0¿���� �†�g!·�K
�Z�C�T�I�8��

�«�̧ �µ�É 7 exit �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 8 interface port-channel port-channel 
number

�Ï�î�º�³�Õ�¿�Ý  �–�å�±�î�Ç�™�–�«  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 9 shutdown �–�å�±�î�Ç�™�–�«�†�©�Õ�µ�º�²�˜�å�K�r�M��

�«�̧ �µ�É 10 no shutdown �–�å�±�î�Ç�™�–�«�†�–�¿�î�È�Ý�_�K�r�M��

�«�̧ �µ�É 11 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 12 show l2protocol 0¿���I�€�Z�8�•�É�ß�º�¥�Ý�
�K�A�8�Í�
�•�˜�å�±�†�µ�u�S�
�«�–�µ�³�b�Þ
�–�Ö  2 �º�å�¿�Ý  �Ï�î�º�†/²&g�K�r�M��

�«�̧ �µ�É 13 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��

�¥�Ð�å�» % $×
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'¨  20 'v       IEEE 802.1Q �º�å�¿�Ü�å�¢�>�|�g�Þ�–�Ö  2 �É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢�b0¿��
�º�å�¿�Ü�å�¢  �«�¸�î�±�«�b�Ô�½�±�Ü�å�¢�>�|�g�Ó�å�¸�¼�å�«
Switch(config-if)# switchport access vlan 20
Switch(config-if)# switchport mode dot1q-tunnel
Switch(config-if)# l2protocol-tunnel point-to-point pagp
Switch(config-if)# l2protocol-tunnel point-to-point udld
Switch(config-if)# l2protocol-tunnel drop-threshold point-to-point pagp 1000
Switch(config-if)# exit
Switch(config)# interface fastethernet1/3
Switch(config-if)# switchport trunk encapsulation dot1q
Switch(config-if)# switchport mode trunk

���c�
�§�–�º  1 �b�•�«�±�Ð�î  �«�–�µ�³�†0¿���M�•�‰�2�b�[�[�M���Ç�“�«�º  �–�î�§�¿�µ�º  �–�å�±�î�Ç�™
�–�«  1�
 2�
 3�
 4 �c  IEEE 802.1Q �º�Û�å�Ÿ�å�¢#Ý�_0¿���I�€�Z�>�~�
 UDLD �c�–�¿�î�È�Ý�

EtherChannel �¢�Ý�î�É  1 �c�–�¿�î�È�Ý�
�Ï�î�º  �³�Õ�¿�Ý�c�©�Õ�µ�º�²�˜�å�I�€�S�‹�[�–�¿�î�È�Ý�_�^
�~  EtherChannel 0¿���@�”�¡�¸�•�È�_�^�~�r�M��

Switch(config)# interface fastethernet1/1
Switch(config-if)# switchport trunk encapsulation dot1q
Switch(config-if)# switchport mode trunk
Switch(config-if)# udld enable
Switch(config-if)# channel-group 1 mode desirable
Switch(config-if)# exit
Switch(config)# interface fastethernet1/2
Switch(config-if)# switchport trunk encapsulation dot1q
Switch(config-if)# switchport mode trunk
Switch(config-if)# udld enable
Switch(config-if)# channel-group 1 mode desirable
Switch(config-if)# exit
Switch(config)# interface fastethernet1/3
Switch(config-if)# switchport trunk encapsulation dot1q
Switch(config-if)# switchport mode trunk
Switch(config-if)# udld enable
Switch(config-if)# channel-group 1 mode desirable
Switch(config-if)# exit
Switch(config)# interface fastethernet1/4
Switch(config-if)# switchport trunk encapsulation dot1q
Switch(config-if)# switchport mode trunk
Switch(config-if)# udld enable
Switch(config-if)# channel-group 1 mode desirable
Switch(config-if)# exit
Switch(config)# interface port-channel 1
Switch(config-if)# shutdown
Switch(config-if)# no shutdown
Switch(config-if)# exit

�º�å�¿�Ü�å�¢  �«�¸�î�±�«�b�Ô�½�±�Ü�å�¢�>�|�g�Ó�å�¸�¼�å�«
/² 20-2 �c�
 IEEE 802.1Q �º�å�¿�Ü�å�¢�>�|�g�Þ�–�Ö  2 �É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢�b�Ô�½�±�Ü�å�¢�\�Ó�å
�¸�¼�å�«�†/œ�:"I�’  EXEC �¥�Ð�å�»�b1��Â�[�M��

/² 20-2 �º�å�¿�Ü�å�¢�b�Ô�½�±�>�|�g�Ó�å�¸�¼�å�«�b�S�u�b�¥�Ð�å�»

�¥�Ð�å�» % $×

clear l2protocol-tunnel counters �Þ�–�Ö  2 �É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢  �Ï�î�º�b�É�ß�º�¥�Ý  �•�˜�å�±�†�¡�Ü�”
�K�r�M��

show dot1q-tunnel �«�–�µ�³�b  IEEE 802.1Q �º�å�¿�Ý  �Ï�î�º�†/²&g�K�r�M��

show dot1q-tunnel interface interface-id "I���–�å�±�î�Ç�™�–�«�@�º�å�¿�Ý  �Ï�î�º�[�6�•�?�]�:�?�†&�1��K�r�M��

show l2protocol-tunnel �Þ�–�Ö  2 �É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢  �Ï�î�º�_6õ�M�•�_���†/²&g�K�r�M��
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'¨  20 'v       IEEE 802.1Q �º�å�¿�Ü�å�¢�>�|�g�Þ�–�Ö  2 �É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢�b0¿��
�º�å�¿�Ü�å�¢  �«�¸�î�±�«�b�Ô�½�±�Ü�å�¢�>�|�g�Ó�å�¸�¼�å�«
�G�b/²&g�b0ò(ý�_�X�8�Z�c�
�G�b�Ü�Ü�î�«�_�P�Â�M�•�¥�Ð�å�»  �Ü�Ç�“�Þ�å�«�†�g!·�K�Z�C�T�I�8��

show errdisable recovery �Þ�–�Ö  2 �É�ß�º�¥�Ý  �º�å�¿�Ý  �š�Û�î  �¹�•�­�î�È�Ý"g�Â�?�}�b�G�Ÿ�±�–
�Ð�î�@�–�¿�î�È�Ý�?�]�:�?�†&�1��K�r�M��

show l2protocol-tunnel interface interface-id "I���Þ�–�Ö  2 �É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢  �Ï�î�º�_6õ�M�•�_���†/²&g�K�r�M��

show l2protocol-tunnel summary �Þ�–�Ö  2 �É�ß�º�¥�Ý�b�§�Ð�Ü�î�_���T�E�†/²&g�K�r�M��

show vlan dot1q tag native �«�–�µ�³�b�¿�–�¸�•�È  VLAN �±�¢�b�«�¸�î�±�«�†/²&g�K�r�M��

/² 20-2 �º�å�¿�Ü�å�¢�b�Ô�½�±�>�|�g�Ó�å�¸�¼�å�«�b�S�u�b�¥�Ð�å�»  >&)F�A>'

�¥�Ð�å�» % $×
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'¨  20 'v       IEEE 802.1Q �º�å�¿�Ü�å�¢�>�|�g�Þ�–�Ö  2 �É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢�b0¿��
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C H A P T E R 21

STP �b0¿��

�G�b'v�[�c�
 IE3000 �«�–�µ�³�b�Ï�î�º�Ë�î�«  VLAN �[�«�Ã�½�å�¢�¶�Ü�î  �É�ß�º�¥�Ý>& STP>'�†0¿���M
�•�‰�2�_�X�8�Z1��Â�K�r�M���G�b�«�–�µ�³�c�
 IEEE 802.1D �† =�_ =�Ð�K�S  Per-VLAN Spanning-Tree 
plus>&PVST+>'�\�©�«�¥"‚+¬�b�Ñ�G�µ+��b)��s�œ�ƒ�O�?�
�v�K�C�c  IEEE 802.1w �† =�_ =�Ð�K�S  
Rapid Per-VLAN Spanning-Tree plus>&Rapid PVST+>'�É�ß�º�¥�Ý�b�8�N�€�?�†�Q#Ý�[�A�r�M��

Multiple Spanning-Tree Protocol>&MSTP>'�>�|�g0
�X�b  VLAN �†� �M�b�«�Ã�½�å�¢�¶�Ü�î  �–�å�«�±
�å�«�_�Ð�µ�Æ�å�¢�M�•�‰�2�_�X�8�Z�c�
 '¨ 22 'v�� MSTP �b0¿���� �†�g!·�K�Z�C�T�I�8�� PortFast�

UplinkFast�
�Ý�î�º  �ž�î�»�^�]�b�Q�b�Ú�b�«�Ã�½�å�¢�¶�Ü�î�b�µ+��_�X�8�Z�c�
 '¨ 23 'v���œ�É�©�Ù�å
�b�«�Ã�½�å�¢�¶�Ü�î�µ+��b0¿���� �†�g!·�K�Z�C�T�I�8��

>&�@>' �G�b'v�[�Q#Ý�M�•�¥�Ð�å�»�b�S�e�>�|�g�Q#Ý�‰�2�b0ò(ý�_�X�8�Z�c�
�G�b�Ü�Ü�î�«�_�P�Â�M�•�¥�Ð�å�»  
�Ü�Ç�“�Þ�å�«�†�g!·�K�Z�C�T�I�8��

�G�b'v�[1��Â�M�•
Æ���c�
���b�\�>�~�[�M��

• ���«�Ã�½�å�¢�¶�Ü�î�µ+��b�+0[�� >&P.21-1>'

• ���«�Ã�½�å�¢�¶�Ü�î�µ+��b0¿���� >&P.21-11>'

• ���«�Ã�½�å�¢�¶�Ü�î  �«�¸�î�±�«�b/²&g�� >&P.21-23>'

�«�Ã�½�å�¢�¶�Ü�î�µ+��b�+0[
�G�G�[�c�
���b�+0[�_�X�8�Z1��Â�K�r�M��

• �� STP �b�+0[�� >&P.21-2>'

• ���«�Ã�½�å�¢�¶�Ü�î  �º�Ï�ß�ª�\  BPDU��>&P.21-3>'

• ���È�Ü�µ�ª  ID�
�«�–�µ�³  �É�Û�–�œ�Ü�¸�•�
�>�|�g�Ñ�G�©�«�¸�Ò  ID��>&P.21-4>'

• ���«�Ã�½�å�¢�¶�Ü�î  �–�å�±�î�Ç�™�–�«  �«�¸�î�º�� >&P.21-4>'

• ���«�–�µ�³�r�S�c�Ï�î�º�@�Ý�î�º  �«�–�µ�³�r�S�c�Ý�î�º  �Ï�î�º�_�^�•�Ù)��s�� >&P.21-7>'

• ���«�Ã�½�å�¢�¶�Ü�î�>�|�g
Õ6×�K)F�� >&P.21-8>'

• ���«�Ã�½�å�¢�¶�Ü�î  �”�»�Þ�«�b'ö#.�� >&P.21-8>'

• ���K)F�†)T�â�M�•�S�u�b�š�î�ª�å�¢  �±�–�Ò�b%·)°�� >&P.21-9>'

• ���«�Ã�½�å�¢�¶�Ü�î  �Ô�î�»�>�|�g�É�ß�º�¥�Ý�� >&P.21-9>'

• ���§�Ï�î�º�I�€�•�«�Ã�½�å�¢�¶�Ü�î  �–�å�«�±�å�«�� >&P.21-10>'

• ���«�Ã�½�å�¢�¶�Ü�î�b%&�«4 #Ý�ö�\�W�)�«�n�ö�� >&P.21-10>'
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'¨  21 'v       STP �b0¿��
�«�Ã�½�å�¢�¶�Ü�î�µ+��b�+0[
• �� STP �>�|�g  IEEE 802.1Q �º�Û�å�¡�� >&P.21-10>'

• �� VLAN �È�Ü�µ�ª  �«�Ã�½�å�¢�¶�Ü�î�� >&P.21-11>'

0¿���b0ò(ý�_�X�8�Z�c�
 ���«�Ã�½�å�¢�¶�Ü�î�µ+��b0¿���� >&P.21-11>' �†�g!·�K�Z�C�T�I�8��

�œ�É�©�Ù�å�b�«�Ã�½�å�¢�¶�Ü�î�µ+��_�X�8�Z�c�
 '¨ 23 'v���œ�É�©�Ù�å�b�«�Ã�½�å�¢�¶�Ü�î�µ+��b0¿
���� �†�g!·�K�Z�C�T�I�8��

STP �b�+0[

STP �c�
�¿�µ�º�á�î�¡�V�[�Ý�î�É�†75�F�K�^�@�}�
�Ã�«�b
Õ6×�ö�†��#'�M�•�Þ�–�Ö  2 �Ü�å�¡'ö#.�É�ß
�º�¥�Ý�[�M���Þ�–�Ö  2 �–�î�§�¿�µ�º  �¿�µ�º�á�î�¡�@�G�–�_�·�8�M�•�_�c�
�õ�–�b  2 �X�b�«�¸�î�©�Ù�å
6ë�[�Ñ�~�[�A�•�”�¡�¸�•�È  �Ã�«�c  1 �X�T�E�[�M���š�å�»  �«�¸�î�©�Ù�å6ë�_0
�X�b�”�¡�¸�•�È  �Ã�«�@�6
�•�\�
�¿�µ�º�á�î�¡�_�Ý�î�É�@#Õ�L�r�M���G�b�Ý�î�É�@�¿�µ�º�á�î�¡�_$Î#Õ�M�•�\�
�š�å�»  �«�¸�î
�©�Ù�å�_�Ó�µ�­�î�ª�@5�0
�K�Z�?%T�M�•�•+��ö�@�6�~�r�M���r�S�
�«�–�µ�³�v0
�X�b�Þ�–�Ö  2 �–�å�±�î
�Ç�™�–�«�b�š�å�»  �«�¸�î�©�Ù�å  MAC �”�»�Þ�«�†�Û*f�M�•�•+��ö�@���Z�A�r�M���G�b�|�:�^"g�#�_
�|�W�Z�
�¿�µ�º�á�î�¡�@�Y�ó���_�^�~�r�M���«�Ã�½�å�¢�¶�Ü�î�b�·�8�c3ñ4#$×�[�6�~�
�š�å�»  �«�¸�î
�©�Ù�å
��[�
�"�M  LAN �­�¢�Ó�å�º�_�K)F�I�€�Z�8�•�b�?�
0
�X�­�¢�Ó�å�º�?�}�^�•�«�–�µ�³�»  LAN 
�_�K)F�I�€�Z�8�•�b�?�†�è���M�•�G�\�c�[�A�r�O�‡��

STP �c�
�«�Ã�½�å�¢�¶�Ü�î  �”�Ý�¦�Ü�¬�Ò�†�Q#Ý�K�
�«�Ã�½�å�¢�¶�Ü�î�b�Ý�î�º�\�K�Z
Õ6×�K)F�¿�µ�º
�á�î�¡
Æ�b�«�–�µ�³�†  1 �X4E�¥�K�r�M���«�Ã�½�å�¢�¶�Ü�î  �”�Ý�¦�Ü�¬�Ò�c�
�”�¡�¸�•�È  �º�Ï�ß�ª�[�b
�Ï�î�º�b�z�m�_�ö�Y�8�Z�›�Ï�î�º�_�z�m�†�m�~�\�Z�•�G�\�_�|�~�
�«�–�µ�³�»  �Þ�–�Ö  2 �¿�µ�º�á�î�¡
�V�[�q,��b�Ý�î�É�Ç�Ü�î  �Ã�«�†'ì���K�r�M��

• �Ý�î�º>8�«�Ã�½�å�¢�¶�Ü�î  �º�Ï�ß�ª�_�P�K�Z4E���I�€�•3?3æ�Ï�î�º

• �æ��>8�›�«�–�µ�³�»  LAN �­�¢�Ó�å�º�_�P�K�Z4E���I�€�•3?3æ�Ï�î�º

• �æ�p>8�«�Ã�½�å�¢�¶�Ü�î�b�Ý�î�º  �È�Ü�µ�ª�l�b�æ�p�Ã�«�\�^�•�È�ß�µ�¡  �Ï�î�º

• �Â�µ�¡�”�µ�É>8�Ý�î�É�Â�µ�¡  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�b�È�ß�µ�¡  �Ï�î�º

�M�m�Z�b �Ï�î�º�_�z�m�@�æ���I�€�Z�8�•�«�–�µ�³�
�r�S�c�Â�µ�¡�”�µ�É�b�z�m�@�æ���I�€�Z�8�•�«�–�µ
�³�c�Ý�î�º  �«�–�µ�³�[�M���a�^�C�\�v  1 �X�b �Ï�î�º�_�z�m�@�æ���I�€�Z�8�•�«�–�µ�³�c�
�æ���«�–�µ
�³�†�–�á�K�r�M��


Õ6×�¹�î�±  �Ã�«�c�«�Ã�½�å�¢�¶�Ü�î�_�|�W�Z�
�I�D$×�_�«�±�å�Â�–>&�È�ß�µ�¡�I�€�S>'�«�¸�î�º�_�I
�€�r�M���«�Ã�½�å�¢�¶�Ü�î�b�¿�µ�º�á�î�¡  �­�¢�Ó�å�º�[�š�Û�î�@$Î#Õ�K�S�\�A�_
Õ6×�Ã�«�@�Ñ�~�M�•
���œ�c�
�«�Ã�½�å�¢�¶�Ü�î  �”�Ý�¦�Ü�¬�Ò�@�«�Ã�½�å�¢�¶�Ü�î  �º�Ï�ß�ª�†
Ì0£'ì�K�
�«�±�å�Â�–  �Ã�«�†
�”�¡�¸�•�È�_�K�r�M���«�–�µ�³�c�
���‡$×�_  Bridge Protocol Data Unit>&BPDU; �È�Ü�µ�ª  �É�ß�º�¥�Ý  
�¹�î�±  �Ø�½�µ�º>'�\�ç�d�€�•�«�Ã�½�å�¢�¶�Ü�î  �Ç�Þ�î�Ò�†3æ�w�™�K�r�M���«�–�µ�³�c�G�b�Ç�Þ�î�Ò�†
3?3æ�K�r�O�‡�@�
�G�b�Ç�Þ�î�Ò�†�Q#Ý�K�Z�Ý�î�É�Ç�Ü�î  �Ã�«�†�S(��K�r�M�� BPDU �_�c�
3æ�™
��«
�–�µ�³�>�|�g�Q�b�Ï�î�º�_�X�8�Z�
�«�–�µ�³�>�|�g  MAC �”�»�Þ�«�
�«�–�µ�³  �É�Û�–�œ�Ü�¸�•�
�Ï�î
�º  �É�Û�–�œ�Ü�¸�•�
�Ã�«  �¥�«�º�^�]�b�_���@�µ�r�€�r�M���«�Ã�½�å�¢�¶�Ü�î�c�G�b�_���†�Q#Ý�K�Z�

�«�–�µ�³�»  �¿�µ�º�á�î�¡#Ý�b�Ý�î�º  �«�–�µ�³�>�|�g�Ý�î�º  �Ï�î�º�†4E���K�
�I�}�_�
�›�«�–�µ�³�»  �­
�¢�Ó�å�º�b�Ý�î�º  �Ï�î�º�>�|�g�æ���Ï�î�º�†4E���K�r�M��

�«�–�µ�³�b  2 �X�b�Ï�î�º�@�Ý�î�É�b�M4Š�_�^�W�Z�8�•���œ�
�«�Ã�½�å�¢�¶�Ü�î  �Ï�î�º  �É�Û�–�œ�Ü�¸�•
�\�Ã�«  �¥�«�º�b0¿���Í�_�|�W�Z�
�]�U�}�b�Ï�î�º�†�Ç�›�á�î�¹�•�å�¢  �«�¸�î�º�_�M�•�?�
�]�U�}�†�È
�ß�µ�Ÿ�å�¢  �«�¸�î�º�_�M�•�?�@�D�š�I�€�r�M���«�Ã�½�å�¢�¶�Ü�î  �Ï�î�º  �É�Û�–�œ�Ü�¸�•�Í�c�
�¿�µ�º
�á�î�¡  �º�Ï�ß�ª�_�>�E�•�Ï�î�º�b�)*(�\�\�v�_�
�º�Û�Ç�•�µ�¡3?3æ�_�>�E�•�Ï�î�º�b�)*(�@�]�€�T�E
4:�)�[�6�•�?�†/²�K�r�M���Ã�«  �¥�«�º�b�Í�c�
�Ó�¹�•�”�b3ÿ�Ø�†/²�K�r�M��
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'¨  21 'v       STP �b0¿��
�«�Ã�½�å�¢�¶�Ü�î�µ+��b�+0[
>&�@>' �¹�Ç�›�Ý�º�[�c�
 Small Form-factor Pluggable>&SFP>'�†�š3U�K�Z�8�^�8�–�å�±�î�Ç�™�–�«�_�T�E�
�«
�–�µ�³�@�Ÿ�î�É�”�Û�–�È  �Ó�µ�­�î�ª�†>&�K)F�@�w� �?&�1��M�•�S�u�_>'3æ�™�K�r�M�� [no] keepalive �–
�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�Z�–�å�±�î�Ç�™�–�«�b�¹�Ç�›�Ý�º�†�š�f�M
�•�G�\�@�[�A�r�M��

�«�Ã�½�å�¢�¶�Ü�î  �º�Ï�ß�ª�\  BPDU
�«�–�µ�³�»  �¿�µ�º�á�î�¡
Æ�b�ó���K�S�”�¡�¸�•�È  �«�Ã�½�å�¢�¶�Ü�î  �º�Ï�ß�ª�c�
���b0[(ò�_�|�W�Z�D
�š�I�€�r�M��

• �›�«�–�µ�³�b�Q�€�R�€�b  VLAN �_�P�Â�Ü�E�}�€�S�M�–�b�È�Ü�µ�ª  ID>&�«�–�µ�³  �É�Û�–�œ�Ü�¸�•�>
�|�g  MAC �”�»�Þ�«>'  

• �Ý�î�º  �«�–�µ�³�_�P�M�•�«�Ã�½�å�¢�¶�Ü�î  �Ã�«  �¥�«�º��

• �›�Þ�–�Ö  2 �–�å�±�î�Ç�™�–�«�_�P�Â�Ü�E�}�€�S�Ï�î�º  ID>&�Ï�î�º  �É�Û�–�œ�Ü�¸�•�>�|�g  MAC �”
�»�Þ�«>' ��

�¿�µ�º�á�î�¡
Æ�b�«�–�µ�³�_7Á ;�@�ž
°�I�€�•�\�
�Q�€�R�€�@�Ý�î�º  �«�–�µ�³�\�K�Z�µ+��K�r�M���›
�«�–�µ�³�c�
�Q�b�M�m�Z�b�Ï�î�º�?�}�¥�å�Ç�•� �×�Þ�î�©�Ù�å  BPDU �†3æ�™�K�r�M�� BPDU �_�|�W�Z
3û�™�@/œ�ƒ�€�
�«�Ã�½�å�¢�¶�Ü�î  �º�Ï�ß�ª�@0£'ì�I�€�r�M���›�¥�å�Ç�•� �×�Þ�î�©�Ù�å  BPDU �_�c�

���b�_���@�µ�r�€�r�M��

• 3æ�™
��«�–�µ�³�@�Ý�î�º  �«�–�µ�³�\0b�^�K�S�«�–�µ�³�b�[�w�È�Ü�µ�ª  ID

• �Ý�î�º�_�P�M�•�«�Ã�½�å�¢�¶�Ü�î  �Ã�«  �¥�«�º

• 3æ�™
��«�–�µ�³�b�È�Ü�µ�ª  ID

• �Ó�µ�­�î�ª  �š�î�ª

• 3æ�™
��–�å�±�î�Ç�™�–�«  ID

• hello �±�–�Ð�î�
3?3æ4����±�–�Ð�î�
�>�|�g�q�±�š�î�ª�å�¢�É�ß�º�¥�Ý  �±�–�Ð�î�b�Í

�«�–�µ�³�c�
 
ƒ�)�b �_��>&�|�~�`�I�8�È�Ü�µ�ª  ID�
�|�~�*�8�Ã�«  �¥�«�º�^�]>'�†�A(á�K�S�¥�å�Ç�•
� �×�Þ�î�©�Ù�å  BPDU �†�w�™�M�•�\�
�Q�b�Ï�î�º�b�S�u�_�G�b�_���†�–�Ñ�K�r�M���«�–�µ�³�c�
�G�b  
BPDU �†�Ý�î�º  �Ï�î�º�[�w�™�K�S���œ�c�
�f�‚�I�€�S�Ó�µ�­�î�ª�Ü�A�[�
+¬3��@�æ���«�–�µ�³�[�6�•
�M�m�Z�b�K)F  LAN �_�P�K�Z  BPDU �†3?3æ�K�r�M��

�Q�b�Ï�î�º�_�P�K�Z#'�~�–�Ñ�I�€�Z�8�•�v�b�|�~ �W�) �b�_���†�A(á�K�S�¥�å�Ç�•� �×�Þ�î�©�Ù�å  
BPDU �†�w�™�K�S���œ�c�
 BPDU �c�ë� �I�€�r�M���«�–�µ�³�@�
�W�)  BPDU �b3æ�™
–�b LAN �b�æ��
�«�–�µ�³�[�6�•���œ�c�
�Q�b�Ï�î�º#Ý�_�–�Ñ�I�€�S�q�‚�_���†�A(á�K�S  BPDU �†�Q�b  LAN �_3æ�™�K�r
�M���G�b�|�:�_�K�Z�W�)�_���c�ë� �I�€�

ƒ�)�_���@�¿�µ�º�á�î�¡�[���Û�I�€�r�M��

BPDU �b�º�n�_�|�W�Z�
���b��#.�@/œ�ƒ�€�r�M��

• �¿�µ�º�á�î�¡
Æ�b  1 �Ž�b�«�–�µ�³�@�Ý�î�º  �«�–�µ�³>&�«�–�µ�³�»  �¿�µ�º�á�î�¡�b�«�Ã�½�å�¢�¶
�Ü�î  �º�Ï�ß�ª�b1=#.$×�^�p�°>'�\�K�Z4E�¥�I�€�r�M��

�›  VLAN �[�
�«�–�µ�³�b�É�Û�–�œ�Ü�¸�•�@�q�v9×�8>&�É�Û�–�œ�Ü�¸�•�Í�@�X�Í$×�_�q�v�`�I�8>'
�«�–�µ�³�@�Ý�î�º  �«�–�µ�³�\�K�Z4E���I�€�r�M���M�m�Z�b�«�–�µ�³�@�¹�Ç�›�Ý�º�b�É�Û�–�œ�Ü
�¸�•>& 32768>'�[0¿���I�€�Z�8�•���œ�c�
 VLAN 
Æ�[�q�`�b  MAC �”�»�Þ�«�†�â�X�«�–�µ�³�@�Ý�î
�º  �«�–�µ�³�_�^�~�r�M���«�–�µ�³�b�É�Û�–�œ�Ü�¸�•�Í�c�
�È�Ü�µ�ª  ID �b�q�V�)�Å�µ�º�†�(�u�r�M

>&/² 21-1>&P.21-4>' �†�g!·>' ��

• �›�«�–�µ�³>&�Ý�î�º  �«�–�µ�³�†7V�C>'�_�P�K�Z  1 �X�b�Ý�î�º  �Ï�î�º�@4E�¥�I�€�r�M���G�b�Ï�î�º
�c�
�«�–�µ�³�_�|�W�Z�Ã�£�µ�º�@�Ý�î�º  �«�–�µ�³�_3?3æ�I�€�•�\�A�_�
�q4:�^�Ã�«>&�q�`�¥�«�º>'
�†�f�j�K�r�M��  
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'¨  21 'v       STP �b0¿��
�«�Ã�½�å�¢�¶�Ü�î�µ+��b�+0[
• �«�–�µ�³�H�\�_�
�Ã�«  �¥�«�º�_�ö�Y�8�Z�Ý�î�º  �«�–�µ�³�r�[�b�q%·2¥7³�@0£'ì�I�€�r�M��

• �›  LAN �­�¢�Ó�å�º�b�æ���«�–�µ�³�@4E���I�€�r�M���æ���«�–�µ�³�[�c�
 LAN �?�}�Ý�î�º  �«�–�µ
�³�l�b�Ã�£�µ�º3?3æ�b���œ�
�Ã�«  �¥�«�º�@�q�`�\�^�~�r�M���æ���«�–�µ�³�@  LAN �_�K)F�M�•�Ï�î
�º�b�G�\�†�æ���Ï�î�º�\�ç�g�r�M��

�«�–�µ�³�»  �¿�µ�º�á�î�¡�V�b�M�m�Z�b�…!l�?�}�Ý�î�º  �«�–�µ�³�_�?4)�M�•���œ�_�²0[�b�^�8�Ã�«�c�M
�m�Z�
�«�Ã�½�å�¢�¶�Ü�î  �È�ß�µ�Ÿ�å�¢  �Ô�î�»�_�^�~�r�M��

�È�Ü�µ�ª  ID�
�«�–�µ�³  �É�Û�–�œ�Ü�¸�•�
�>�|�g�Ñ�G�©�«�¸�Ò  ID
IEEE 802.1D 0d�A�[�c�
�›�«�–�µ�³�_�M�–�b�È�Ü�µ�ª1‘�9�Ê>&�È�Ü�µ�ª  ID>'�†0¿���M�•�²0[�@�6�~�r
�M���G�b  ID �_�|�W�Z�Ý�î�º  �«�–�µ�³�b4E�¥�@�D�š�I�€�r�M���›  VLAN �c  PVST+ �\  Rapid PVST+ �_
�|�W�Z$��^�• 1=#.�È�Ü�µ�ª �\0b�^�I�€�•�b�[�
� �M�b�«�–�µ�³�c0¿���I�€�S�›  VLAN �\�c$��^�•�È
�Ü�µ�ª  ID �†�–�w�K�Z�8�•�²0[�@�6�~�r�M�� �«�–�µ�³�V�b�›  VLAN �_�c�M�–�b  8 �Â�–�º  �È�Ü�µ�ª  ID �@
0¿���I�€�r�M���V�)�b  2 �Â�–�º�c�«�–�µ�³  �É�Û�–�œ�Ü�¸�•�_�Q#Ý�I�€�
�g�~�b  6 �Â�–�º�@�«�–�µ�³�b  
MAC �”�»�Þ�«�?�}�v�“�I�€�r�M��

�«�–�µ�³�[�c  IEEE 802.1t �«�Ã�½�å�¢�¶�Ü�î�Ñ�G�µ+��@�§�Ï�î�º�I�€�
�‘�¶�c�«�–�µ�³  �É�Û�–�œ�Ü
�¸�•�_�Q#Ý�I�€�Z�8�S�Å�µ�º�b�M4Š�@  VLAN ID �\�K�Z�Q#Ý�I�€�•�|�:�_�^�~�r�K�S���Q�b)��Ý�
�«
�–�µ�³�_�m�~�\�Z�}�€�•  MAC �”�»�Þ�«�@�a�^�C�^�~�
�|�~�È�8(
�V�b  VLAN ID �†�§�Ï�î�º�[�A�•�|
�:�_�^�~�
�K�?�v�È�Ü�µ�ª  ID �b�M�–�ö�†�†�^�:�G�\�v�6�~�r�O�‡�� /² 21-1 �_&g�M�|�:�_�
�‘�¶�c�«
�–�µ�³  �É�Û�–�œ�Ü�¸�•�_�Q#Ý�I�€�Z�8�S  2 �Â�–�º�@�
 4 �Å�µ�º�b�É�Û�–�œ�Ü�¸�•�Í�\  12 �Å�µ�º�b�Ñ�G
�©�«�¸�Ò  ID �Í>& VLAN ID �\� �L>'�_�m�~�\�Z�}�€�Z�8�r�M��

�«�Ã�½�å�¢�¶�Ü�î�c�
�È�Ü�µ�ª  ID �†  VLAN �H�\�_�M�–�_�M�•�S�u�_�
�Ñ�G�©�«�¸�Ò  ID�
�«�–�µ�³  �É
�Û�–�œ�Ü�¸�•�
�>�|�g�m�~�\�Z�}�€�S�«�Ã�½�å�¢�¶�Ü�î  MAC �”�»�Þ�«�†�Q#Ý�K�r�M��

�Ñ�G�©�«�¸�Ò  ID �b�§�Ï�î�º�_�|�~�
�Ý�î�º  �«�–�µ�³�
�­�•�å�²�Ü  �Ý�î�º  �«�–�µ�³�
�>�|�g  VLAN �b
�«�–�µ�³  �É�Û�–�œ�Ü�¸�•�b�m�·�[�b0¿���‰�2�_�s8j�@#Õ�L�r�M���S�\�<�d�
�«�–�µ�³�b�É�Û�–�œ�Ü
�¸�•�Í�†�š�f�M�•�\�
�Ý�î�º  �«�–�µ�³�\�K�Z4E���I�€�•�•+��ö�v�š�f�I�€�•�G�\�_�^�~�r�M���±�A�8
�Í�†0¿���M�•�\�•+��ö�@�*�W�K�
�Í�@�`�I�8�\�•+��ö�@�Q�±�K�r�M��0ò(ý�_�X�8�Z�c�
 ���Ý�î�º  �«�–�µ
�³�b0¿���� >&P.21-15>'�
���­�•�å�²�Ü  �Ý�î�º  �«�–�µ�³�b0¿���� >&P.21-17>'�
�>�|�g �� VLAN �b�«�–�µ�³  
�É�Û�–�œ�Ü�¸�•�b0¿���� >&P.21-20>' �†�g!·�K�Z�C�T�I�8��

�«�Ã�½�å�¢�¶�Ü�î  �–�å�±�î�Ç�™�–�«  �«�¸�î�º

�É�ß�º�¥�Ý�_���@�«�–�µ�³�»  LAN �†3û4#�M�•�\�A�
���Û4����@#Õ�L�•�G�\�@�6�~�r�M���Q�b)��Ý�
�«
�–�µ�³�»  �¿�µ�º�á�î�¡�b�I�r�J�r�^�ì!l�>�|�g���d�[�º�Ï�ß�ª�b�š�ì�@$Î#Õ�K�r�M���–�å�±�î�Ç�™�–
�«�@�«�Ã�½�å�¢�¶�Ü�î  �º�Ï�ß�ª�_�µ�r�€�Z�8�^�8"g�Â�?�}�Ç�›�á�î�¹�•�å�¢  �«�¸�î�º�_%$�K&ã/œ�M�•
�\�
�M�ì$×�_�¹�î�±  �Ý�î�É�@�g�B�I�€�•�G�\�@�6�~�r�M���–�å�±�î�Ç�™�–�«�c�‚�K�8�º�Ï�ß�ª�_���@
�«�–�µ�³�»  LAN �V�[���Û�I�€�•�r�[�…�µ�K�
�Ç�Þ�î�Ò3?3æ�†6ä���M�•�²0[�@�6�~�r�M���–�å�±�î�Ç�™
�–�«�c�I�}�_�
�‚�8�º�Ï�ß�ª�[�Q#Ý�I�€�Z�8�S3?3æ�Ç�Þ�î�Ò�b�Ç�Þ�î�Ò�Ñ)F�ì6ë�† 6�¢�I�O�•�G�\�v�²
0[�[�M��

/² 21-1 �«�–�µ�³  �É�Û�–�œ�Ü�¸�•�Í�>�|�g�Ñ�G�©�«�¸�Ò  ID 

�«�–�µ�³  �É�Û�–�œ�Ü�¸�•�Í �Ñ�G�©�«�¸�Ò  ID>&VLAN ID �\� 0¿��>'

�Å�µ�º  
16

�Å�µ�º  
15

�Å�µ�º  
14

�Å�µ�º  
13

�Å�µ�º  
12

�Å�µ�º  
11

�Å�µ�º  
10

�Å�µ�º  
9

�Å�µ�º  
8

�Å�µ�º  
7

�Å�µ�º  
6

�Å�µ�º  
5

�Å�µ�º  
4

�Å�µ�º  
3

�Å�µ�º  
2

�Å�µ�º  
1

32768 16384 8192 4096 2048 1024 512 256 128 64 32 16 8 4 2 1
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'¨  21 'v       STP �b0¿��
�«�Ã�½�å�¢�¶�Ü�î�µ+��b�+0[
�«�Ã�½�å�¢�¶�Ü�î�†�Q#Ý�K�Z�8�•�«�–�µ�³�b�›�Þ�–�Ö  2 �–�å�±�î�Ç�™�–�«�c�
���b�8�N�€�?�b�«�¸�î�º
�_�^�~�r�M��

• �È�ß�µ�Ÿ�å�¢>8�–�å�±�î�Ç�™�–�«�c�Ç�Þ�î�Ò3?3æ�_6õ�Z�K�r�O�‡��

• �Ü�«�½�å�¢>8�–�å�±�î�Ç�™�–�«�†�Ç�Þ�î�Ò3?3æ�_6õ�Z�I�O�•�G�\�†�«�Ã�½�å�¢�¶�Ü�î�@�ô���K�S��
�œ�
�È�ß�µ�Ÿ�å�¢  �«�¸�î�º�?�}�q�6�_&ã/œ�M�•�«�¸�î�º�[�M��

• �Û�î�½�å�¢>8�–�å�±�î�Ç�™�–�«�c�Ç�Þ�î�Ò3?3æ�_6õ�Z�M�• =
��†�K�Z�8�•"g�Â�[�M��

• �Ç�›�á�î�¹�•�å�¢>8�–�å�±�î�Ç�™�–�«�c�Ç�Þ�î�Ò�†3?3æ�K�r�M��

• �¹�•�­�î�È�Ý>8�–�å�±�î�Ç�™�–�«�c�«�Ã�½�å�¢�¶�Ü�î�_�µ�r�€�r�O�‡���©�Õ�µ�º�²�˜�å  �Ï�î�º�[
�6�•�?�
�Ï�î�º�V�_�Ü�å�¡�@�^�8�?�
�r�S�c�Ï�î�º�V�[�«�Ã�½�å�¢�¶�Ü�î  �–�å�«�±�å�«�@'�
>�K
�Z�8�^�8�S�u�[�M��

�–�å�±�î�Ç�™�–�«�c���b�|�:�_�
�«�¸�î�º�†&ã/œ�K�r�M��

• �6�‡�ì�?�}�È�ß�µ�Ÿ�å�¢

• �È�ß�µ�Ÿ�å�¢�?�}�Ü�«�½�å�¢�r�S�c�¹�•�­�î�È�Ý

• �Ü�«�½�å�¢�?�}�Û�î�½�å�¢�r�S�c�¹�•�­�î�È�Ý

• �Û�î�½�å�¢�?�}�Ç�›�á�î�¹�•�å�¢�r�S�c�¹�•�­�î�È�Ý

• �Ç�›�á�î�¹�•�å�¢�?�}�¹�•�­�î�È�Ý

�W 21-1 �_�
�–�å�±�î�Ç�™�–�«�@�«�¸�î�º�†�]�b�|�:�_&ã/œ�M�•�?�†&g�K�r�M��

�W 21-1 �«�Ã�½�å�¢�¶�Ü�î  �–�å�±�î�Ç�™�–�«  �«�¸�î�º

�¹�Ç�›�Ý�º0¿���[�c�
�«�–�µ�³�†2s�·�M�•�\�«�Ã�½�å�¢�¶�Ü�î�@�–�¿�î�È�Ý�_�^�~�r�M���Q�b�‹�
�«
�–�µ�³�b�›�–�å�±�î�Ç�™�–�«�
 VLAN �
�¿�µ�º�á�î�¡�@�È�ß�µ�Ÿ�å�¢  �«�¸�î�º�?�}�Ü�«�½�å�¢�>�|�g
�Û�î�½�å�¢�\�8�:&ã/œ�«�¸�î�º�†3û4#�K�r�M���«�Ã�½�å�¢�¶�Ü�î�c�
�Ç�›�á�î�¹�•�å�¢  �«�¸�î�º�r�S
�c�È�ß�µ�Ÿ�å�¢  �«�¸�î�º�[�›�–�å�±�î�Ç�™�–�«�†�ó���I�O�r�M��

�«�Ã�½�å�¢�¶�Ü�î  �”�Ý�¦�Ü�¬�Ò�@�Þ�–�Ö  2 �–�å�±�î�Ç�™�–�«�†�Ç�›�á�î�¹�•�å�¢  �«�¸�î�º�_�M�•���œ�

���b�É�ß�­�«�@$Î#Õ�K�r�M��

1. �«�Ã�½�å�¢�¶�Ü�î�@�–�å�±�î�Ç�™�–�«�†�È�ß�µ�Ÿ�å�¢  �«�¸�î�º�_&ã/œ�I�O�•�É�ß�º�¥�Ý�_���†�…
�X6ë�
�–�å�±�î�Ç�™�–�«�c�Ü�«�½�å�¢  �«�¸�î�º�_�^�~�r�M��

5��.�é�I
�Ë�¼
{

�I�`�6� �f�#
�,�9�o�;

43
56

9

�]�, �> �f�#
�,�9�o�;

�:���.�o�I�^
�,�9�o�;

�\�o �> �f�#
�,�9�o�;

�H�� �b �o�:���f�#
�,�9�o�;
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'¨  21 'v       STP �b0¿��
�«�Ã�½�å�¢�¶�Ü�î�µ+��b�+0[
2. �«�Ã�½�å�¢�¶�Ü�î�c3?3æ4����±�–�Ð�î�b 6�¢�†�…�U�
�–�å�±�î�Ç�™�–�«�†�Û�î�½�å�¢  �«�¸�î�º�_
&ã/œ�I�O�
3?3æ4����±�–�Ð�î�†�Ü�­�µ�º�K�r�M��

3. �Û�î�½�å�¢  �«�¸�î�º�[�
�«�–�µ�³�@�¹�î�±�Ë�î�«3?3æ�b�S�u�_�š�å�»  �«�¸�î�©�Ù�å�b�)*(�_���†
�Û*f�K�Z�8�•6ë�
�–�å�±�î�Ç�™�–�«�c�Ç�Þ�î�Ò3?3æ�†�,�A)F�A�È�ß�µ�¡�K�r�M��

4. 3?3æ4����±�–�Ð�î�@ 6�¢�M�•�\�
�«�Ã�½�å�¢�¶�Ü�î�c�–�å�±�î�Ç�™�–�«�†�Ç�›�á�î�¹�•�å�¢  �«
�¸�î�º�_&ã/œ�I�O�
�G�b�\�A�Û�î�½�å�¢�\�Ç�Þ�î�Ò3?3æ�b�g�‰�@�•+��_�^�~�r�M��

�È�ß�µ�Ÿ�å�¢  �«�¸�î�º

�È�ß�µ�Ÿ�å�¢  �«�¸�î�º�b�Þ�–�Ö  2 �–�å�±�î�Ç�™�–�«�c�Ç�Þ�î�Ò�b3?3æ�_6õ�Z�K�r�O�‡���6�‡�ì�‹�
�«
�–�µ�³�b�›�–�å�±�î�Ç�™�–�«�_  BPDU �@3æ�™�I�€�r�M���«�–�µ�³�c�q�6�
�Ú�b�«�–�µ�³�\  BPDU �†�º
�n�M�•�r�[�
�Ý�î�º�\�K�Z�·�8�K�r�M���G�b  BPDU �º�n�_�|�W�Z�
�¿�µ�º�á�î�¡�V�b�]�b�«�–�µ�³�@
�Ý�î�º�
�X�r�~�Ý�î�º  �«�–�µ�³�[�6�•�?�@&�'g�I�€�r�M���¿�µ�º�á�î�¡�_�«�–�µ�³�@  1 �Ž�K�?�^�8��
�œ�
�º�n�c/œ�ƒ�€�N�
3?3æ4����±�–�Ð�î�@ 6�¢�K�
�–�å�±�î�Ç�™�–�«�@�Ü�«�½�å�¢  �«�¸�î�º�_�^�~�r
�M���–�å�±�î�Ç�™�–�«�c�«�–�µ�³�b�6�‡�ì�‹�
�²�N�È�ß�µ�Ÿ�å�¢  �«�¸�î�º�_�^�~�r�M��

�È�ß�µ�Ÿ�å�¢  �«�¸�î�º�b�–�å�±�î�Ç�™�–�«�c�
���b�µ+��†��/œ�K�r�M��

• �–�å�±�î�Ç�™�–�«�V�[�w�™�K�S�Ç�Þ�î�Ò�†�ë� �K�r�M��

• 3?3æ#Ý�_�Ú�b�–�å�±�î�Ç�™�–�«�?�}�«�–�µ�³�å�¢�I�€�S�Ç�Þ�î�Ò�†�ë� �K�r�M��

• �”�»�Þ�«�†�Û*f�K�r�O�‡��

• BPDU �†�w�™�K�r�M��

�Ü�«�½�å�¢  �«�¸�î�º

�Ü�«�½�å�¢  �«�¸�î�º�c�
�È�ß�µ�Ÿ�å�¢  �«�¸�î�º�†)��Z�
�Þ�–�Ö  2 �–�å�±�î�Ç�™�–�«�@�q�6�_&ã/œ�M�•
�«�¸�î�º�[�M���–�å�±�î�Ç�™�–�«�@�Ü�«�½�å�¢  �«�¸�î�º�_�^�•�b�c�
�«�Ã�½�å�¢�¶�Ü�î�_�|�W�Z�Q�b
�–�å�±�î�Ç�™�–�«�b�Ç�Þ�î�Ò3?3æ�l�b6õ�Z�@�ô���I�€�S���œ�[�M��

�Ü�«�½�å�¢  �«�¸�î�º�b�–�å�±�î�Ç�™�–�«�c�
���b�µ+��†��/œ�K�r�M��

• �–�å�±�î�Ç�™�–�«�V�[�w�™�K�S�Ç�Þ�î�Ò�†�ë� �K�r�M��

• 3?3æ#Ý�_�Ú�b�–�å�±�î�Ç�™�–�«�?�}�«�–�µ�³�å�¢�I�€�S�Ç�Þ�î�Ò�†�ë� �K�r�M��

• �”�»�Þ�«�†�Û*f�K�r�O�‡��

• BPDU �†�w�™�K�r�M��

�Û�î�½�å�¢  �«�¸�î�º

�Û�î�½�å�¢  �«�¸�î�º�b�Þ�–�Ö  2 �–�å�±�î�Ç�™�–�«�c�
�Ç�Þ�î�Ò�b3?3æ�_6õ�Z�[�A�•�|�:�_ =
��K�r�M��
�–�å�±�î�Ç�™�–�«�c�Ü�«�½�å�¢  �«�¸�î�º�?�}�Û�î�½�å�¢  �«�¸�î�º�_&ã/œ�K�r�M��

�Û�î�½�å�¢  �«�¸�î�º�b�–�å�±�î�Ç�™�–�«�c�
���b�µ+��†��/œ�K�r�M��

• �–�å�±�î�Ç�™�–�«�V�[�w�™�K�S�Ç�Þ�î�Ò�†�ë� �K�r�M��

• 3?3æ#Ý�_�Ú�b�–�å�±�î�Ç�™�–�«�?�}�«�–�µ�³�å�¢�I�€�S�Ç�Þ�î�Ò�†�ë� �K�r�M��

• �”�»�Þ�«�†�Û*f�K�r�M��

• BPDU �†�w�™�K�r�M��
21-6
Cisco IE 3000 �«�–�µ�³  �¯�Ç�º�˜�™�”  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �ž�–�»

OL-27302-01-J



 

'¨  21 'v       STP �b0¿��
�«�Ã�½�å�¢�¶�Ü�î�µ+��b�+0[
�Ç�›�á�î�¹�•�å�¢  �«�¸�î�º

�Ç�›�á�î�¹�•�å�¢  �«�¸�î�º�b�Þ�–�Ö  2 �–�å�±�î�Ç�™�–�«�c�
�Ç�Þ�î�Ò�†3?3æ�K�r�M���–�å�±�î�Ç�™�–
�«�c�Û�î�½�å�¢  �«�¸�î�º�?�}�Ç�›�á�î�¹�•�å�¢  �«�¸�î�º�_&ã/œ�K�r�M��

�Ç�›�á�î�¹�•�å�¢  �«�¸�î�º�b�–�å�±�î�Ç�™�–�«�c�
���b�µ+��†��/œ�K�r�M��

• �–�å�±�î�Ç�™�–�«�V�[�Ç�Þ�î�Ò�†�w�™�K�Z3?3æ�K�r�M��

• �Ú�b�–�å�±�î�Ç�™�–�«�?�}�«�–�µ�³�å�¢�I�€�S�Ç�Þ�î�Ò�†3?3æ�K�r�M��

• �”�»�Þ�«�†�Û*f�K�r�M��

• BPDU �†�w�™�K�r�M��

�¹�•�­�î�È�Ý  �«�¸�î�º

�È�ß�µ�Ÿ�å�¢  �«�¸�î�º�b�Þ�–�Ö  2 �–�å�±�î�Ç�™�–�«�c�
�Ç�Þ�î�Ò�b3?3æ�x�«�Ã�½�å�¢�¶�Ü�î�_6õ�Z�K
�r�O�‡���¹�•�­�î�È�Ý  �«�¸�î�º�b�–�å�±�î�Ç�™�–�«�c�·�8�Y+��[�M��

�¹�•�­�î�È�Ý  �–�å�±�î�Ç�™�–�«�c�
���b�µ+��†��/œ�K�r�M��

• �–�å�±�î�Ç�™�–�«�V�[�w�™�K�S�Ç�Þ�î�Ò�†�ë� �K�r�M��

• 3?3æ#Ý�_�Ú�b�–�å�±�î�Ç�™�–�«�?�}�«�–�µ�³�å�¢�I�€�S�Ç�Þ�î�Ò�†�ë� �K�r�M��

• �”�»�Þ�«�†�Û*f�K�r�O�‡��

• BPDU �†�w�™�K�r�O�‡��

�«�–�µ�³�r�S�c�Ï�î�º�@�Ý�î�º  �«�–�µ�³�r�S�c�Ý�î�º  �Ï�î�º�_�^�•�Ù)��s

�¿�µ�º�á�î�¡�V�b�M�m�Z�b�«�–�µ�³�@�¹�Ç�›�Ý�º�b�«�Ã�½�å�¢�¶�Ü�î0¿���[�–�¿�î�È�Ý�_�^�W�Z�8�•��
�œ�
�q�`�b  MAC �”�»�Þ�«�†�â�X�«�–�µ�³�@�Ý�î�º  �«�–�µ�³�_�^�~�r�M�� �W 21-2 �[�c�
�«�–�µ�³  A �@
�Ý�î�º  �«�–�µ�³�\�K�Z4E���I�€�r�M>&�M�m�Z�b�«�–�µ�³�b�«�–�µ�³  �É�Û�–�œ�Ü�¸�•�@�¹�Ç�›�Ý�º

>&32768>'�_0¿���I�€�Z�>�~�
�«�–�µ�³  A �b  MAC �”�»�Þ�«�@�q�`�[�6�•�S�u>' ���S�T�K�
�º�Û�Ç�•�µ�¡  
�Ã�±�î�å�
3?3æ�–�å�±�î�Ç�™�–�«�b�X�
�r�S�c�Ü�å�¡  �±�–�É�_�|�W�Z�c�
�«�–�µ�³  A �@�q4:�^�Ý�î�º  
�«�–�µ�³�\�c7H�~�r�O�‡���Ý�î�º  �«�–�µ�³�_�^�•�|�:�_�
�q4:�^�«�–�µ�³�b�É�Û�–�œ�Ü�¸�•�†�,�A�V
�F�•>&�X�Í�†�,�A�W�F�•>'�\�
�«�Ã�½�å�¢�¶�Ü�î�b
Ì0£'ì�@�I�D$×�_/œ�ƒ�€�
�q4:�^�«�–�µ�³�†�Ý�î�º
�\�K�S�‚�K�8�º�Ï�ß�ª�@�g�B�I�€�r�M��

�W 21-2 �«�Ã�½�å�¢�¶�Ü�î  �º�Ï�ß�ª

86
47

5

DP

DP

RP

DPRP

DP

RP = �^�o�;  �P�o�;
DP = �0�o�P�o�;

DP

RP

DA

CB
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�«�Ã�½�å�¢�¶�Ü�î�µ+��b�+0[
�«�Ã�½�å�¢�¶�Ü�î  �º�Ï�ß�ª�@�¹�Ç�›�Ý�º�b�Ã�Û�Ó�î�±�_�ö�Y�8�Z'ì���I�€�S���œ�
�«�–�µ�³�»  �¿�µ�º
�á�î�¡�b3æ�™
–�š�å�»  �«�¸�î�©�Ù�å�?�}��
›�š�å�»  �«�¸�î�©�Ù�å�r�[�b�Ã�«�@�q4:�_�^�}�^�8���œ�@
�6�~�r�M���S�\�<�d�
�Ý�î�º  �Ï�î�º�|�~�É�Û�–�œ�Ü�¸�•�b9×�8�–�å�±�î�Ç�™�–�«�_9×3ÿ�Ü�å�¡�†�K)F
�M�•�\�
�Ý�î�º  �Ï�î�º�@�š�f�I�€�•�•+��ö�@�6�~�r�M���q9×3ÿ�b�Ü�å�¡�†�Ý�î�º  �Ï�î�º�_�M�•�G�\�@
5�0[�[�M��

�S�\�<�d�
�«�–�µ�³  B �b�6�•�Ï�î�º�@� �ž�Å�µ�º  �–�î�§�¿�µ�º  �Ü�å�¡�[�
�9�b�Ï�î�º>& 10/100 �Ü�å
�¡>'�@�Ý�î�º  �Ï�î�º�[�6�•�\�ì���K�r�M���¿�µ�º�á�î�¡  �º�Û�Ç�•�µ�¡�c� �ž�Å�µ�º  �–�î�§�¿�µ�º  �Ü�å
�¡�_�v�M�‰�@� "á$×�[�M��� �ž�Å�µ�º  �–�î�§�¿�µ�º  �Ï�î�º�b�«�Ã�½�å�¢�¶�Ü�î  �Ï�î�º  �É�Û�–�œ�Ü�¸�•
�†�Ý�î�º  �Ï�î�º�|�~9×�C�M�•>&�X�Í�†�`�I�C�M�•>'�\�
� �ž�Å�µ�º  �–�î�§�¿�µ�º  �Ï�î�º�@�‚�K�8�Ý�î
�º  �Ï�î�º�_�^�~�r�M��

�«�Ã�½�å�¢�¶�Ü�î�>�|�g
Õ6×�K)F

2 �X�b�«�–�µ�³  �–�å�±�î�Ç�™�–�«�†�9�b  1 �Ž�b�¹�Â�–�«�
 �r�S�c  2 �Ž�b$��^�•�¹�Â�–�«�_�K)F�M�•�G�\
�_�|�~�
�«�Ã�½�å�¢�¶�Ü�î�†�Q#Ý�K�Z
Õ6×�Â�µ�¡�Î�î�å�†�8�B�[�A�r�M>& �W 21-3�†�g!·>' ���«�Ã�½�å�¢
�¶�Ü�î�c�M�‰�b�–�å�±�î�Ç�™�–�«�†+¬�·$×�_�¹�•�­�î�È�Ý�_�K�
�Ú�‰�[�š�Û�î�@$Î#Õ�K�S���œ�_�c�Q�b
�¹�•�­�î�È�Ý�_�K�Z�8�S�‰�†�–�¿�î�È�Ý�_�K�r�M���M�‰�b�Ü�å�¡�@9×3ÿ�[�
�Ú�‰�@�*3ÿ�b���œ�
�²�N�

�*3ÿ�b�‰�b�Ü�å�¡�@�¹�•�­�î�È�Ý�_�^�~�r�M��3ÿ�Ø�@� �L���œ�
�Ï�î�º  �É�Û�–�œ�Ü�¸�•�\�Ï�î�º  ID �@
�•'ì�I�€�
�Í�b�`�I�8�Ü�å�¡�@�«�Ã�½�å�¢�¶�Ü�î�_�|�W�Z�¹�•�­�î�È�Ý�_�I�€�r�M��

�W 21-3 �«�Ã�½�å�¢�¶�Ü�î�>�|�g
Õ6×�K)F

EtherChannel �¢�Ý�î�É�†�Q#Ý�K�Z�
�«�–�µ�³6ë�_
Õ6×�Ü�å�¡�†0¿���M�•�G�\�v�[�A�r�M��0ò(ý�_�X�8
�Z�c�
 '¨ 40 'v�� EtherChannel �>�|�g�Ü�å�¡�«�¸�î�º  �º�Û�µ�Ÿ�å�¢�b0¿���� �†�g!·�K�Z�C�T�I�8��

�«�Ã�½�å�¢�¶�Ü�î  �”�»�Þ�«�b'ö#.

IEEE 802.1D �[�c�
�›'��È�Ü�µ�ª  �É�ß�º�¥�Ý�_�Q#Ý�I�O�•�S�u�_�
 0x00180C2000000 >|  
0x0180C2000010 �b(
�V�[  17 �b�Ð�Ý�³�Ÿ�Õ�«�º  �”�»�Þ�«�@0d���I�€�Z�8�r�M���G�€�}�b�”�»�Þ�«�c�P
7V�[�A�^�8�«�±�¸�•�µ�¡  �”�»�Þ�«�[�M��

�«�Ã�½�å�¢�¶�Ü�î  �«�¸�î�º�_6õ�€�^�C�
�›�«�–�µ�³�c  0x0180C2000000 >|  0x0180C200000F �b�”�»�Þ
�«���b�Ã�£�µ�º�†�w�™�K�r�M�@�
3?3æ�c/œ�8�r�O�‡��

10
12

26

�b �o�"�,�9�o�*�Z�f

���"�9���I  �]�f�"

�I�`�6�"�Ð���Ú�]�f�"
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�«�Ã�½�å�¢�¶�Ü�î�µ+��b�+0[
�«�Ã�½�å�¢�¶�Ü�î�@�–�¿�î�È�Ý�^���œ�
 �«�–�µ�³�b  CPU �c  0x0180C2000000 �>�|�g  0x0180C2000010 
���b�Ã�£�µ�º�†�w�™�K�r�M���«�Ã�½�å�¢�¶�Ü�î�@�¹�•�­�î�È�Ý�^���œ�c�
�«�–�µ�³�c�
�Q�€�}�b�Ã�£�µ
�º�†�Y�Â�b�Ð�Ý�³�Ÿ�Õ�«�º  �”�»�Þ�«�\�K�Z3?3æ�K�r�M��

�K)F�†)T�â�M�•�S�u�b�š�î�ª�å�¢  �±�–�Ò�b%·)°

�²�–�¼�Ñ�µ�¡  �”�»�Þ�«�b�š�î�ª�å�¢  �±�–�Ò�c�¹�Ç�›�Ý�º�[  5 �(�[�M���G�€�c�
 mac address-table 
aging-time �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�b�¹�Ç�›�Ý�º�Í�[�M���S�T�K�
�«�Ã�½�å�¢�¶
�Ü�î�b
Ì�S�B�_�|�~�
�¨�X�b�«�¸�î�©�Ù�å�b�)*(�@�š�f�I�€�•�G�\�@�6�~�r�M���G�b�|�:�^�«�¸�î�©�Ù
�å�c�

Ì�S�B�p�
 5 �(�è�V�_�ƒ�S�W�Z�?4)�[�A�^�8�G�\�@�6�•�b�[�
�”�»�Þ�«  �¸�î�È�Ý�?�}�«�¸�î�©�Ù
�å  �”�»�Þ�«�†�P7V�K�
�5�u�Z�Û*f�[�A�•�|�:�_�
�”�»�Þ�«  �š�î�ª�å�¢  �±�–�Ò�@%·)°�I�€�r�M���«�Ã�½
�å�¢�¶�Ü�î
Ì�S�B�ì�_%·)°�I�€�•�š�î�ª�å�¢  �±�–�Ò�c�
3?3æ4����Ã�Û�Ó�î�±�Í>& spanning-tree vlan 
vlan-id forward-time  seconds �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»>'�\� �L�[�M��

�›  VLAN �c�Q�€�R�€"‚'g�K�S�«�Ã�½�å�¢�¶�Ü�î  �–�å�«�±�å�«�^�b�[�
�«�–�µ�³�c  VLAN �"�)�[�š�î
�ª�å�¢  �±�–�Ò�†%·)°�K�r�M���6�•  VLAN �[�«�Ã�½�å�¢�¶�Ü�î�b
Ì�S�B�@/œ�ƒ�€�•�\�
�Q�b  VLAN �[
�Û*f�I�€�S�²�–�¼�Ñ�µ�¡  �”�»�Þ�«�@�š�î�ª�å�¢  �±�–�Ò%·)°�b�P1ß�_�^�~�r�M���Ú�b  VLAN �b�²�–�¼
�Ñ�µ�¡  �”�»�Þ�«�c�s8j�†�w�E�N�
�«�–�µ�³�[0¿���I�€�S�š�î�ª�å�¢  �±�–�Ò�@�Q�b�r�r4:#Ý�I�€�r�M��

�«�Ã�½�å�¢�¶�Ü�î  �Ô�î�»�>�|�g�É�ß�º�¥�Ý

�G�b�«�–�µ�³�[�§�Ï�î�º�I�€�•�Ô�î�»�>�|�g�É�ß�º�¥�Ý�c�
���b�\�>�~�[�M��

• PVST+>8�G�b�«�Ã�½�å�¢�¶�Ü�î  �Ô�î�»�c�
 IEEE 802.1D �† =�>�|�g�©�«�¥"‚+¬�b�Ñ�G�µ+��_ =�Ð
�K�r�M���M�m�Z�b�–�î�§�¿�µ�º  �Ï�î�º�Ë�î�«�b  VLAN �[�Q#Ý�I�€�•�«�Ã�½�å�¢�¶�Ü�î�b�¹�Ç�›�Ý
�º  �Ô�î�»�[�M�� PVST+ �c�«�–�µ�³�V�b�›  VLAN �[�§�Ï�î�º�I�€�•�q�±�X�r�[�·�8�K�
�›  VLAN 
�_�¿�µ�º�á�î�¡�V�[�b�Ý�î�É�Ç�Ü�î  �Ã�«�†�f�j�K�r�M��

PVST+ �c�
�P1ß�\�^�•  VLAN �_�Þ�–�Ö  2 �ß�î�»  �Â�Û�å�©�å�¢�†�f�j�K�r�M���¿�µ�º�á�î�¡�V�b  
VLAN �†�Q#Ý�K�Z�I�r�J�r�^1=#.�º�Ï�ß�ª�†�8�B�K�
"I���b�Ü�å�¡�_�ë�}�^�8�|�:�_�M�m�Z�b�Ü
�å�¡�†�Q#Ý�[�A�•�|�:�_�K�r�M�� VLAN �V�b  PVST+ �–�å�«�±�å�«�H�\�_�
�Q�€�R�€  1 �X�b�Ý�î�º  
�«�–�µ�³�@�6�~�r�M���G�b�Ý�î�º  �«�–�µ�³�c�
�Q�b  VLAN �_�P�Â�M�•�«�Ã�½�å�¢�¶�Ü�î�_���†�

�¿�µ�º�á�î�¡�V�b�Ú�b�M�m�Z�b�«�–�µ�³�_��3æ�K�r�M���G�b�É�ß�­�«�_�|�~�
�›�«�–�µ�³�@�¿�µ�º
�á�î�¡�_6õ�M�•
¹3û�b�_���†�â�X�|�:�_�^�•�b�[�
�¿�µ�º�á�î�¡  �º�Ï�ß�ª�@&����_)T�â�I�€�r�M��

• Rapid PVST+>8�G�b�«�Ã�½�å�¢�¶�Ü�î  �Ô�î�»�c�
 IEEE 802.1w �† =�_ =�Ð�K�S9×3ÿ�¥�å�Â�î�ª�™
�å�«�†�Q#Ý�M�•�è�¥�c  PVST+ �\� �L�[�M��9×3ÿ�¥�å�Â�î�ª�™�å�«�†/œ�:�S�u�
 Rapid PVST+ �c�º
�Ï�ß�ª�š�f�†�w�™�M�•�\�
�Ï�î�º�"�)�[�²�–�¼�Ñ�µ�¡�_�Û*f�K�S  MAC �”�»�Þ�«  �š�å�º�Ü�†�S�T�U
�_�P7V�K�r�M���G�b�|�:�^���œ�
 PVST+ �[�c�
�²�–�¼�Ñ�µ�¡�_�Û*f�K�S  MAC �”�»�Þ�«  �š�å�º�Ü
�_�c%·�8�š�î�ª�å�¢  �±�–�Ò�@�Q#Ý�I�€�r�M��

Rapid PVST+ �c  PVST+ �\� �L0¿���†�Q#Ý�K�Z�8�•�b�[>&"I�_�Â0°�M�•���œ�†7V�C>' �
�²0[�^�G�\
�c�q�`7H�b3ã�•0¿���b�s�[�M�� Rapid PVST+ �b�<!l�c�
�±0d�•�^  PVST+ �b�–�å�«�º�î�Ý  �Ë�î�«
�†  Rapid PVST+ �_&ã/œ�M�•�b�_�
0
7§�^  MSTP 0¿���b�Û*f�x�¿�µ�º�á�î�¡
Ì0¿���b�²0[�@�^�8�G
�\�[�M�� Rapid PVST+ �Ô�î�»�[�c�
�›  VLAN �c"‚+¬�b�«�Ã�½�å�¢�¶�Ü�î  �–�å�«�±�å�«�†�q�±�X��
/œ�K�r�M��

• MSTP>8�G�b�«�Ã�½�å�¢�¶�Ü�î  �Ô�î�»�c  IEEE 802.1s �† =�_ =�Ð�K�Z�8�r�M��0
�X�b  VLAN �†� 
�M�b�«�Ã�½�å�¢�¶�Ü�î  �–�å�«�±�å�«�_�Ð�µ�Æ�å�¢�K�
�¨�X�b  VLAN �†�§�Ï�î�º�M�•���œ�_�²0[�\
�^�•�«�Ã�½�å�¢�¶�Ü�î  �–�å�«�±�å�«�b�X�†�ö�}�M�G�\�@�[�A�r�M�� MSTP �c  Rapid Spanning-Tree 
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�«�Ã�½�å�¢�¶�Ü�î�µ+��b�+0[
Protocol>&RSTP>'>&IEEE 802.1w  =�Ð>'�V�[��/œ�I�€�
3?3æ4����†0Ž�˜�K�
�Ý�î�º  �Ï�î�º�>�|�g
�æ���Ï�î�º�†�Ç�›�á�î�¹�•�å�¢  �«�¸�î�º�_�M�d�x�C&ã/œ�M�•�G�\�_�|�~�
�«�Ã�½�å�¢�¶�Ü�î�b9×
3ÿ�¥�å�Â�î�ª�™�å�«�†�•+��_�K�r�M�� RSTP �†�Q#Ý�K�^�8���œ�
 MSTP �c'�
>�[�A�r�O�‡��

MSTP �†�_
°�M�•���œ�
�q�v�M+á$×�^�b�c�
�Þ�–�Ö  2 �«�–�µ�³�»  �¿�µ�º�á�î�¡�b�Â�µ�¡�Î�î�å�>
�|�g�¹�•�«�º�Ü�Å�×�î�©�Ù�å  �Þ�–�Ö�l�b4Ä
��[�M��0ò(ý�_�X�8�Z�c�
 '¨ 22 'v�� MSTP �b0¿���� �†
�g!·�K�Z�C�T�I�8��

�§�Ï�î�º�I�€�•�«�Ã�½�å�¢�¶�Ü�î  �–�å�«�±�å�«�X�_�X�8�Z�c�
���b8o�†�g!·�K�Z�C�T�I�8��

�§�Ï�î�º�I�€�•�«�Ã�½�å�¢�¶�Ü�î  �–�å�«�±�å�«

PVST+ �r�S�c  Rapid PVST+ �Ô�î�»�[�c�
�«�–�µ�³�c�q�±  128 �b�«�Ã�½�å�¢�¶�Ü�î  �–�å�«�±�å�«�†�§
�Ï�î�º�K�r�M��

MSTP �Ô�î�»�[�c�
�«�–�µ�³�c�q�±  65 MST �–�å�«�±�å�«�†�§�Ï�î�º�K�r�M��"I���b  MST �–�å�«�±�å
�«�_�Ð�µ�Æ�å�¢�•+��^  VLAN �X�_�D7H�c�6�~�r�O�‡��

�«�Ã�½�å�¢�¶�Ü�î�\  VLAN Trunking Protocol>&VTP; VLAN �º�Û�å�Ÿ�å�¢  �É�ß�º�¥�Ý>'�b%&�«�8#Ý�_
�X�8�Z�c�
 ���«�Ã�½�å�¢�¶�Ü�î0¿���ì�b�@�–�¦8o�� >&P.21-12>' �†�g!·�K�Z�C�T�I�8��

�«�Ã�½�å�¢�¶�Ü�î�b%&�«4 #Ý�ö�\�W�)�«�n�ö

/² 21-2 �_�
�¿�µ�º�á�î�¡�[�§�Ï�î�º�I�€�•�«�Ã�½�å�¢�¶�Ü�î  �Ô�î�»6ë�b%&�«4 #Ý�ö�\�W�)�«�n�ö�†&g
�K�r�M��

MSTP �>�|�g  PVST+ �@�ã�~�K�S�¿�µ�º�á�î�¡�[�c�
 Common Spanning-Tree>&CST>'�b�Ý�î�º�c  
MST �Â�µ�¡�Î�î�å�b
Æ
��_4Ä*(�M�•�²0[�@�6�~�
 PVST+ �«�–�µ�³�†0
�X�b  MST �Ü�î�ª�Ù�å�_�K)F�M
�•�G�\�c�[�A�r�O�‡��

�¿�µ�º�á�î�¡
Æ�_  Rapid PVST+ �@'�
>�K�Z�8�•�«�–�µ�³�\  PVST+ �@'�
>�K�Z�8�•�«�–�µ�³�@�Ñ�~�M
�•���œ�
 Rapid PVST+ �«�–�µ�³�\  PVST+ �«�–�µ�³�†�9�b�«�Ã�½�å�¢�¶�Ü�î  �–�å�«�±�å�«�_�M�•�G�\
�†�N�á�K�r�M�� Rapid PVST+ �«�Ã�½�å�¢�¶�Ü�î  �–�å�«�±�å�«�[�c�
�Ý�î�º  �«�–�µ�³�c  Rapid PVST+ 
�«�–�µ�³�[�^�E�€�d�^�~�r�O�‡�� PVST+ �–�å�«�±�å�«�[�c�
�Ý�î�º  �«�–�µ�³�c  PVST+ �«�–�µ�³�[�^
�E�€�d�^�~�r�O�‡�� PVST+ �«�–�µ�³�c�¿�µ�º�á�î�¡�b�š�µ�ª�_4Ä*(�M�•�²0[�@�6�~�r�M��

STP �>�|�g  IEEE 802.1Q �º�Û�å�¡

VLAN �º�Û�å�¡�_6õ�M�•  IEEE 802.1Q 0d�A�c�
�¿�µ�º�á�î�¡�b�«�Ã�½�å�¢�¶�Ü�î  �«�º�Û�¸�ª�_�M���b
�D7H�†0¿�E�Z�8�r�M���G�b0d�A�[�c�
�º�Û�å�¡�V�[�Q#Ý�[�A�• �M�m�Z�b  VLAN �_�P�K�Z�
 1 �X�b�«�Ã
�½�å�¢�¶�Ü�î  �–�å�«�±�å�«�K�?1��u�}�€�r�O�‡���S�T�K�
 IEEE 802.1Q �º�Û�å�¡�_�|�W�Z�K)F�I�€�S  
Cisco �«�–�µ�³�b�¿�µ�º�á�î�¡�[�c�
�«�–�µ�³�c�º�Û�å�¡�V�[�Q#Ý�[�A�• �›  VLAN �_  1 �X�N�X�
�«�Ã
�½�å�¢�¶�Ü�î  �–�å�«�±�å�«�†)T�â�K�r�M��

/² 21-2 PVST+�
 MSTP�
�>�|�g  Rapid PVST+ �b%&�«4 #Ý�ö

PVST+ MSTP Rapid PVST+

PVST+ �6�~ �6�~>&�D7H�6�~>' �6�~>& PVST+ �_�`�•>'

MSTP �6�~>&�D7H�6�~>' �6�~ �6�~>& PVST+ �_�`�•>'

Rapid PVST+ �6�~>&PVST+ �_�`�•>' �6�~>& PVST+ �_�`�•>' �6�~
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'¨  21 'v       STP �b0¿��
�«�Ã�½�å�¢�¶�Ü�î�µ+��b0¿��
IEEE 802.1Q �º�Û�å�¡�†�Q#Ý�K�Z  Cisco �«�–�µ�³�†�Ú&k0��b�¹�Â�–�«�_�K)F�M�•���œ�
 Cisco �«�–�µ�³
�c  PVST+ �†�Q#Ý�K�Z�«�Ã�½�å�¢�¶�Ü�î�b%&�«4 #Ý�ö�†��#'�K�r�M�� Rapid PVST+ �@�–�¿�î�È�Ý�b��
�œ�
�«�–�µ�³�c  PVST+ �[�c�^�C  Rapid PVST+ �†�Q#Ý�K�r�M���«�–�µ�³�c�
�º�Û�å�¡�b  IEEE 802.1Q 
VLAN �b�«�Ã�½�å�¢�¶�Ü�î  �–�å�«�±�å�«�\�Ú&k�b  IEEE 802.1Q �«�–�µ�³�b�«�Ã�½�å�¢�¶�Ü�î  �–�å�«�±
�å�«�†)��œ�K�r�M��

�S�T�K�
 PVST+ �r�S�c  Rapid PVST+ �b�_���c�M�m�Z�
�Ú&k0��b  IEEE 802.1Q �«�–�µ�³�?�}�^�•�¡�Û
�˜�»�_�|�~�(7³�I�€�S  Cisco �«�–�µ�³�_�|�W�Z)T�â�I�€�r�M�� Cisco �«�–�µ�³�†�(7³�M�•�Ú&k0��b  
IEEE 802.1Q �¡�Û�˜�»�c�
�«�–�µ�³6ë�b�"�M�º�Û�å�¡  �Ü�å�¡�\�K�Z�…�ƒ�€�r�M��

PVST+ �c  IEEE 802.1Q �º�Û�å�¡�[+¬�·$×�_�–�¿�î�È�Ý�_�^�•�b�[�
�Ø�î�¨
��[0¿���M�•�²0[�c�6�~�r
�O�‡���”�¡�­�«  �Ï�î�º�>�|�g�«�–�µ�³6ë�Ü�å�¡>& ISL>'�º�Û�å�¡  �Ï�î�º�[�b�¥4Š�«�Ã�½�å�¢�¶�Ü�î�b
�·�8�c�
 PVST+ �b�s8j�†�w�E�r�O�‡��

IEEE 802.1Q �º�Û�å�¡�b0ò(ý�_�X�8�Z�c�
 '¨ 16 'v�� VLAN �b0¿���� �†�g!·�K�Z�C�T�I�8��

VLAN �È�Ü�µ�ª  �«�Ã�½�å�¢�¶�Ü�î

�©�«�¥  VLAN �È�Ü�µ�ª  �«�Ã�½�å�¢�¶�Ü�î�c�
�Ç�›�î�Ý�Â�µ�¡  �È�Ü�µ�ª�å�¢�µ+�>&�È�Ü�µ�ª  �¢�Ý�î�É>'
�[�Q#Ý�K�
 DECnet �^�]�b  IP �è�¥�b�É�ß�º�¥�Ý�†  2 �X�è�V�b  VLAN �È�Ü�µ�ª  �»�Ó�–�å�r�S�c�Ý�î�¸�µ
�»  �Ï�î�º6ë�[��3æ�K�r�M�� VLAN �È�Ü�µ�ª  �«�Ã�½�å�¢�¶�Ü�î�_�|�~�
�È�Ü�µ�ª  �¢�Ý�î�É�c�¶���b  
VLAN �«�Ã�½�å�¢�¶�Ü�î�b�V4Š�_�«�Ã�½�å�¢�¶�Ü�î�†�g�B�[�A�•�b�[�
 VLAN 6ë�[0
�X�b�K)F�@�6�•
���œ�_�
�Ý�î�É�@�g�B�I�€�^�8�|�:�_�K�r�M���r�S�
�È�Ü�µ�ª�å�¢�I�€�Z�8�•  VLAN �?�}�b�¶���b�«
�Ã�½�å�¢�¶�Ü�î�@�"�M�b�«�Ã�½�å�¢�¶�Ü�î�_)°�`�K�^�8�|�:�_�M�•
>�A�v�K�r�M��

VLAN �È�Ü�µ�ª  �«�Ã�½�å�¢�¶�Ü�î�†�§�Ï�î�º�M�•�_�c�
�M4Š�b�«�Ã�½�å�¢�¶�Ü�î  �±�–�Ð�î�†�Q�x�K�r
�M���Ç�›�î�Ý�Â�µ�¡  �È�Ü�µ�ª�å�¢�µ+��†�Q#Ý�M�•�_�c�
�«�–�µ�³�_  IP �§�î�Å�«  �–�Ó�î�ª�†�–�å�«�º�î
�Ý�M�•�²0[�@�6�~�r�M��0ò(ý�_�X�8�Z�c�
 '¨ 52 'v���Ç�›�î�Ý�Â�µ�¡  �È�Ü�µ�ª�å�¢�b0¿���� �†�g!·�K�Z
�C�T�I�8��

�«�Ã�½�å�¢�¶�Ü�î�µ+��b0¿��
�G�G�[�c�
���b0¿���_�X�8�Z1��Â�K�r�M��

• ���«�Ã�½�å�¢�¶�Ü�î�µ+��b�¹�Ç�›�Ý�º0¿���� >&P.21-12>'

• ���«�Ã�½�å�¢�¶�Ü�î0¿���ì�b�@�–�¦8o�� >&P.21-12>'

• ���«�Ã�½�å�¢�¶�Ü�î  �Ô�î�»�b�š�f�� >&P.21-14>'>&�²8r>'

• ���«�Ã�½�å�¢�¶�Ü�î�b�¹�•�­�î�È�Ý�ì�� >&P.21-15>'>&�õ�–>'

• ���Ý�î�º  �«�–�µ�³�b0¿���� >&P.21-15>'>&�õ�–>'

• ���­�•�å�²�Ü  �Ý�î�º  �«�–�µ�³�b0¿���� >&P.21-17>'>&�õ�–>'

• ���Ï�î�º  �É�Û�–�œ�Ü�¸�•�b0¿���� >&P.21-17>'>&�õ�–>'

• ���Ã�«  �¥�«�º�b0¿���� >&P.21-19>'>&�õ�–>'

• �� VLAN �b�«�–�µ�³  �É�Û�–�œ�Ü�¸�•�b0¿���� >&P.21-20>'>&�õ�–>'

• ���«�Ã�½�å�¢�¶�Ü�î  �±�–�Ð�î�b0¿���� >&P.21-21>'>&�õ�–>'
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'¨  21 'v       STP �b0¿��
�«�Ã�½�å�¢�¶�Ü�î�µ+��b0¿��
�«�Ã�½�å�¢�¶�Ü�î�µ+��b�¹�Ç�›�Ý�º0¿��

/² 21-3 �_�
�«�Ã�½�å�¢�¶�Ü�î�µ+��b�¹�Ç�›�Ý�º0¿���†&g�K�r�M��

�«�Ã�½�å�¢�¶�Ü�î0¿���ì�b�@�–�¦8o

VTP �_�«�Ã�½�å�¢�¶�Ü�î  �–�å�«�±�å�«�|�~�v�¨�C�b  VLAN �@��*O�I�€�Z�8�•���œ�
 PVST+ �r�S�c  
Rapid PVST+ �†�–�¿�î�È�Ý�_�[�A�•�b�c�
�«�–�µ�³�V�b  128 �b  VLAN �_7H�}�€�r�M���g�~�b  VLAN 
�c�
�«�Ã�½�å�¢�¶�Ü�î�@�¹�•�­�î�È�Ý�b"g�Â�[�·�8�K�r�M���S�T�K�
 MSTP �†�Q#Ý�K�Z0
�X�b  VLAN 
�†� �M�b�«�Ã�½�å�¢�¶�Ü�î  �–�å�«�±�å�«�_�Ð�µ�Æ�å�¢�M�•�G�\�@�•+��[�M��0ò(ý�_�X�8�Z�c�
 '¨ 22 'v

�� MSTP �b0¿���� �†�g!·�K�Z�C�T�I�8��

128 �b�«�Ã�½�å�¢�¶�Ü�î  �–�å�«�±�å�«�@�M�[�_�Q#Ý�I�€�Z�8�•���œ�
 VLAN �b  1 �X�[�«�Ã�½�å�¢�¶
�Ü�î�†�¹�•�­�î�È�Ý�_�K�Z�
 STP �†'�
>�I�O�S�8�9�b  VLAN �[�–�¿�î�È�Ý�_�[�A�r�M�� no 
spanning-tree vlan vlan-id �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�Z�
"I���b  VLAN 
�[�«�Ã�½�å�¢�¶�Ü�î�†�¹�•�­�î�È�Ý�_�K�
 spanning-tree vlan vlan-id �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�Z�
�d���b  VLAN �[�«�Ã�½�å�¢�¶�Ü�î�†�–�¿�î�È�Ý�_�K�r�M��

�@�– �«�Ã�½�å�¢�¶�Ü�î�@'�
>�K�Z�8�^�8�«�–�µ�³�c�
�«�Ã�½�å�¢�¶�Ü�î  �–�å�«�±�å�«�@'�
>�K�Z�8�•  
VLAN �V�b�Ú�b�«�–�µ�³�@�Ý�î�É�†�)�•�[�A�•�|�:�_�
�w�™�K�S  BPDU �†�,�A)F�A3?3æ�K�r�M��
�K�S�@�W�Z�
�«�Ã�½�å�¢�¶�Ü�î�c�
�¿�µ�º�á�î�¡�V�b�M�m�Z�b�Ý�î�É�†�)�•�[�A�•�|�:�_���(�^�X
�b�«�–�µ�³�V�['�
>�K�Z�8�•�²0[�@�6�~�r�M���S�\�<�d�
 VLAN �b�›�Ý�î�É�[�a�^�C�\�v  1 �Ž�b�«

/² 21-3 �«�Ã�½�å�¢�¶�Ü�î�µ+��b�¹�Ç�›�Ý�º0¿��

�µ+� �¹�Ç�›�Ý�º0¿��

�–�¿�î�È�Ý  �«�¸�î�º  VLAN 1 �V�[�–�¿�î�È�Ý

0ò(ý�_�X�8�Z�c�
 ���§�Ï�î�º�I�€�•�«�Ã�½
�å�¢�¶�Ü�î  �–�å�«�±�å�«�� >&P.21-10>' �†�g
!·�K�Z�C�T�I�8��  

�«�Ã�½�å�¢�¶�Ü�î  �Ô�î�» PVST+ >&Rapid PVST+ �\  MSTP �c�¹�•
�­�î�È�Ý>'

�«�–�µ�³  �É�Û�–�œ�Ü�¸�• 32768

�«�Ã�½�å�¢�¶�Ü�î  �Ï�î�º  �É�Û�–�œ�Ü�¸�•>&�–�å�±�î�Ç�™�–�«�"�)�[0¿���•+�>' 128

�«�Ã�½�å�¢�¶�Ü�î  �Ï�î�º  �¥�«�º>&�–�å�±�î�Ç�™�–�«�"�)�[0¿���•+�>'  1000 Mb/s>84

100 Mb/s>819

10 Mb/s>8100

�«�Ã�½�å�¢�¶�Ü�î  VLAN �Ï�î�º  �É�Û�–�œ�Ü�¸�•>& VLAN �"�)�[0¿���•+�>' 128

�«�Ã�½�å�¢�¶�Ü�î  VLAN �Ï�î�º  �¥�«�º>& VLAN �"�)�[0¿���•+�>' 1000 Mb/s>84

100 Mb/s>819

10 Mb/s>8100

�«�Ã�½�å�¢�¶�Ü�î  �±�–�Ð�î hello �±�–�Ò>82 &Ê

3?3æ4����ì6ë>8 15 &Ê

�q�±�š�î�ª�å�¢  �±�–�Ò>820 &Ê

3?3æ�–$��•�˜�å�º>8 6 BPDU
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'¨  21 'v       STP �b0¿��
�«�Ã�½�å�¢�¶�Ü�î�µ+��b0¿��
�–�µ�³�@�«�Ã�½�å�¢�¶�Ü�î�†'�
>�K�Z�8�•�²0[�@�6�~�r�M�� VLAN 
Æ�b�M�m�Z�b�«�–�µ�³�[�«�Ã�½
�å�¢�¶�Ü�î�†'�
>�I�O�•�²0[�c�6�~�r�O�‡���S�T�K�
�q�`7H�b�X�b�«�–�µ�³�T�E�[�«�Ã�½�å�¢�¶
�Ü�î�@'�
>�K�Z�8�•"g�#�[�c�
�Y�@�–�^�¿�µ�º�á�î�¡�š�f�_�|�W�Z  VLAN �_�9�b�Ý�î�É�@$Î#Õ�K�

�È�ß�î�»�Ÿ�Õ�«�º  �«�º�î�Ò�†�,�A2s�G�M�•+��ö�@�6�~�r�M��

>&�@>' �«�–�µ�³�V�b�Q#Ý�•+��^�«�Ã�½�å�¢�¶�Ü�î  �–�å�«�±�å�«�†�M�m�Z�Q�8�)�W�Z�K�r�W�S�‹�_�
 VTP �»�Ó
�–�å
Æ�_�I�}�_�9�b  VLAN �†3ã�•�M�•�\�
�Q�b�«�–�µ�³�V�_�«�Ã�½�å�¢�¶�Ü�î�@'�
>�K�^�8  VLAN �@
#Õ�B�I�€�r�M���Q�b�«�–�µ�³�b�º�Û�å�¡  �Ï�î�º�V�[�¹�Ç�›�Ý�º�b0Á�•�Ü�«�º�@0¿���I�€�Z�8�•�\�
�M
�m�Z�b�º�Û�å�¡  �Ï�î�º�V�_�‚�K�8  VLAN �@�m�~�\�Z�}�€�r�M���¿�µ�º�á�î�¡  �º�Ï�ß�ª�_�|�W�Z�c�
�‚
�K�8  VLAN �V�[�
�)�•�I�€�^�8�Ý�î�É�@#Õ�B�I�€�•�G�\�@�6�~�r�M��"I�_�
0
�X�b7„�K�«�–�µ�³�[�«
�Ã�½�å�¢�¶�Ü�î  �–�å�«�±�å�«�†�M�m�Z�Q#Ý�K�Z�K�r�W�Z�8�•���œ�_�c�@�–�@�²0[�[�M���«�Ã�½�å�¢�¶
�Ü�î  �–�å�«�±�å�«�b�m�~�\�Z�†�Q�8�Ý�S�K�S�«�–�µ�³�b�º�Û�å�¡  �Ï�î�º�_0Á�•�Ü�«�º�†0¿���M�•�G�\
�_�|�~�
�G�b�|�:�^�•+��ö�†75�D�G�\�@�[�A�r�M���S�T�K�
�¿�µ�º�á�î�¡�_  VLAN �†3ã�•�M�•�\�A�|
�~�¨�C�b�8���†���:�G�\�_�^�•�b�[�
3û�–�
0Á�•�Ü�«�º�b0¿���c�²0[�6�~�r�O�‡��

VLAN �«�Ã�½�å�¢�¶�Ü�î  �–�å�«�±�å�«�b0¿���c�«�Ã�½�å�¢�¶�Ü�î  �¥�Ð�å�»�_�|�W�Z�D�š�I�€�r�M���«
�Ã�½�å�¢�¶�Ü�î  �–�å�«�±�å�«�c�
 VLAN �_�–�å�±�î�Ç�™�–�«�†�m�~�\�Z�•�\�A�_�8�B�K�r�M���«�Ã�½
�å�¢�¶�Ü�î  �–�å�«�±�å�«�c�q)
�–�å�±�î�Ç�™�–�«�@�9�b  VLAN �_&ã�I�€�S�\�A�_�P7V�I�€�r�M���«�Ã
�½�å�¢�¶�Ü�î  �–�å�«�±�å�«�b�8�B�S�_�
�«�–�µ�³�\�Ï�î�º�b�Ã�Û�Ó�î�±�†0¿���[�A�r�M��0¿���I�€�S
�Ã�Û�Ó�î�±�c�
�«�Ã�½�å�¢�¶�Ü�î  �–�å�«�±�å�«�†�8�B�M�•�\�A�_4:#Ý�I�€�r�M��

�«�–�µ�³�c�
 PVST+�
 Rapid PVST+�
�>�|�g  MSTP �†�§�Ï�î�º�K�r�M�@�
�”�¡�¸�•�È�_�[�A�•�Â�î
�ª�Ù�å�c�–�_  1 �X�T�E�[�M  >&�S�\�<�d�
�M�m�Z�b  VLAN �[  PVST+ �†�Q#Ý�M�•�?�
�M�m�Z�b  VLAN �[  
Rapid PVST+ �†�Q#Ý�M�•�?�
�r�S�c�M�m�Z�b  VLAN �[  MSTP �†�Q#Ý�M�•�G�\�_�^�~�r�M>' ���I�r�J�r
�^�«�Ã�½�å�¢�¶�Ü�î  �Ô�î�»�>�|�g%&�«4 #Ý�ö�_�X�8�Z�c�
 ���«�Ã�½�å�¢�¶�Ü�î�b%&�«4 #Ý�ö�\�W�)�«�n
�ö�� >&P.21-10>' �†�g!·�K�Z�C�T�I�8��

UplinkFast �>�|�g  BackboneFast �b0¿���ì�b�@�–�¦8o�_�X�8�Z�c�
 ���œ�É�©�Ù�å�b�«�Ã�½�å�¢�¶�Ü�î0¿
���ì�b�@�–�¦8o�� >&P.23-10>' �†�g!·�K�Z�C�T�I�8��

�@�– �Ý�î�É  �ž�î�»�c�
�Ï�–�å�º�¶�î�Ï�–�å�º  �Ü�å�¡�[�b�s�§�Ï�î�º�I�€�r�M���Ü�å�¡�b�›)
'ƒ�_�c�

STP �†��/œ�M�•�¹�Â�–�«�†%$�K�K)F�M�•�G�\�†�N�á�K�r�M��
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'¨  21 'v       STP �b0¿��
�«�Ã�½�å�¢�¶�Ü�î�µ+��b0¿��
�«�Ã�½�å�¢�¶�Ü�î  �Ô�î�»�b�š�f

�«�–�µ�³�c�
 PVST+�
 Rapid PVST+�
�>�|�g  MSTP �b  3 �X�b�«�Ã�½�å�¢�¶�Ü�î  �Ô�î�»�†�§�Ï�î�º�K�r
�M���¹�Ç�›�Ý�º�[�
�«�–�µ�³�c  PVST+ �É�ß�º�¥�Ý�†�Q#Ý�K�r�M��

�«�Ã�½�å�¢�¶�Ü�î  �Ô�î�»�†�š�f�M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M���¹�Ç�›�Ý�º  
�Ô�î�»�è�¥�b�Ô�î�»�†�–�¿�î�È�Ý�_�M�•���œ�
�G�b�m8p�c�²8r�[�M��

�¹�Ç�›�Ý�º�b0¿���Í�_�`�M���œ�c�
 no spanning-tree mode �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð
�å�»�†�Q#Ý�K�r�M���Ï�î�º�†�¹�Ç�›�Ý�º0¿���_�`�M�_�c�
 no spanning-tree link-type �–�å�±�î�Ç�™�–
�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 spanning-tree mode { pvst | mst | 
rapid-pvst}

�«�Ã�½�å�¢�¶�Ü�î  �Ô�î�»�†0¿���K�r�M��

• pvst �†�æ���K�Z�
 PVST+ �†�–�¿�î�È�Ý�_�K�r�M>&�¹�Ç�›�Ý�º0¿
��>' ��

• mst �†�æ���K�Z�
 MSTP>&�>�|�g  RSTP>'�†�–�¿�î�È�Ý�_�K�r�M��
0¿���m8p�b0ò(ý�_�X�8�Z�c�
 '¨ 22 'v�� MSTP �b0¿���� �†�g!·�K�Z
�C�T�I�8��

• rapid-pvst �†�æ���K�Z�
 Rapid PVST+ �†�–�¿�î�È�Ý�_�K�r�M��

�«�̧ �µ�É 3 interface interface-id >&Rapid PVST+ �Ô�î�»�b���œ�b�s�N�á>'0¿���M�•�–�å�±�î�Ç�™�–�«�†
�æ���K�
�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r
�M���w� �^�–�å�±�î�Ç�™�–�«�\�K�Z�c�
"@#.�Ï�î�º�
 VLAN �
�Ï�î�º  
�³�Õ�¿�Ý�^�]�@�6�~�r�M�� VLAN ID �b(
�V�c  1 >|  4094 �[�M���Ï�î�º  
�³�Õ�¿�Ý�b(
�V�c  1 >|  6 �[�M��

�«�̧ �µ�É 4 spanning-tree link-type point-to-point >&Rapid PVST+ �Ô�î�»�b���œ�b�s�N�á>'�G�b�Ï�î�º�b�Ü�å�¡  �±�–�É�†
�Ï�–�å�º�¶�î�Ï�–�å�º�_�æ���K�r�M��

�G�b�Ï�î�º>&�ß�î�•�Ý  �Ï�î�º>'�†�Ï�–�å�º�¶�î�Ï�–�å�º  �Ü�å�¡�[�Ü
�Ô�î�º  �Ï�î�º�\�K)F�K�
�ß�î�•�Ý  �Ï�î�º�@�æ���Ï�î�º�_�^�•�\�
�«
�–�µ�³�c�Ü�Ô�î�º  �Ï�î�º�\�¿�¦�©�š�î�©�Ù�å�K�
�ß�î�•�Ý  �Ï�î�º�†
�Ç�›�á�î�¹�•�å�¢  �«�¸�î�º�_9×3ÿ�š�f�K�r�M��

�«�̧ �µ�É 5 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 6 clear spanning-tree detected-protocols >&Rapid PVST+ �Ô�î�»�b���œ�b�s�N�á>'�«�–�µ�³�V�b�õ�–�b�Ï�î�º�@  
IEEE 802.1D  =�Ð�b�Þ�ž�©�î  �«�–�µ�³�b�Ï�î�º�\�K)F�I�€�Z�8�•���œ
�_�
�«�–�µ�³
²�/�[�É�ß�º�¥�Ý&ã/œ�É�ß�­�«�†
Ì6ä�K�r�M��

�G�b�«�¸�µ�É�c�
�G�b�«�–�µ�³�[  Rapid PVST+ �@'�
>�K�Z�8�•�G�\�†
�æ���«�–�µ�³�@�è���M�•���œ�b�œ�É�©�Ù�å�[�M��

�«�̧ �µ�É 7 show spanning-tree summary

�>�|�g

show spanning-tree interface interface-id

0¿���†&�1��K�r�M��

�«�̧ �µ�É 8 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��
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'¨  21 'v       STP �b0¿��
�«�Ã�½�å�¢�¶�Ü�î�µ+��b0¿��
�«�Ã�½�å�¢�¶�Ü�î�b�¹�•�­�î�È�Ý�ì

�«�Ã�½�å�¢�¶�Ü�î�c�¹�Ç�›�Ý�º�[�
 VLAN 1 �>�|�g ���§�Ï�î�º�I�€�•�«�Ã�½�å�¢�¶�Ü�î  �–�å�«�±�å�«��
>&P.21-10>' �b�«�Ã�½�å�¢�¶�Ü�î7H�Ø�†�V7H�\�K�Z�‚�K�C�8�B�I�€�S�M�m�Z�b  VLAN �V�[�–�¿�î�È�Ý�[
�M���«�Ã�½�å�¢�¶�Ü�î�†�¹�•�­�î�È�Ý�_�M�•�b�c�
�¿�µ�º�á�î�¡  �º�Ï�ß�ª�_�Ý�î�É�@�^�8�G�\�@&���
�^���œ�T�E�_�K�Z�C�T�I�8��

�@�– �«�Ã�½�å�¢�¶�Ü�î�@�¹�•�­�î�È�Ý�[�6�~�^�@�}�
�º�Ï�ß�ª�_�Ý�î�É�@�Ñ�~�K�Z�8�•�\�
�5�(�^�º�Û
�Ç�•�µ�¡�@$Î#Õ�K�
�Ã�£�µ�º�b5�0
�@!“7H�_)Þ�~3É�I�€�•�G�\�_�|�W�Z�
�¿�µ�º�á�î�¡�b�Ã�Ç�›�î
�Ð�å�«�@�±�œ�_�*�W�K�r�M��

VLAN �"�)�[�«�Ã�½�å�¢�¶�Ü�î�†�¹�•�­�î�È�Ý�_�M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r
�M���G�b�m8p�c�õ�–�[�M��

�«�Ã�½�å�¢�¶�Ü�î�†
Ì�g�–�¿�î�È�Ý�_�M�•�_�c�
 spanning-tree vlan vlan-id �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×
�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

�Ý�î�º  �«�–�µ�³�b0¿��

�«�–�µ�³�c�
�«�–�µ�³�V�[0¿���I�€�Z�8�•�”�¡�¸�•�È  VLAN �H�\�_  1 �X�N�X�
�¶�9�b�«�Ã�½�å�¢�¶
�Ü�î  �–�å�«�±�å�«�†)T�â�K�r�M���›�–�å�«�±�å�«�_�c�
�«�–�µ�³  �É�Û�–�œ�Ü�¸�•�\�«�–�µ�³�b  MAC 
�”�»�Þ�«�?�}�^�•�È�Ü�µ�ª  ID �@�P�Â�Ü�E�}�€�r�M�� VLAN �H�\�_�
�È�Ü�µ�ª  ID �@�q�`�b�«�–�µ�³�@
�Q�b  VLAN �b�Ý�î�º  �«�–�µ�³�_�^�~�r�M��

"I���b  VLAN �[�«�–�µ�³�@�Ý�î�º�_�^�•�|�:�_0¿���M�•�_�c�
 spanning-tree vlan vlan-id root �¢�ß�î
�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�Z�
�«�–�µ�³  �É�Û�–�œ�Ü�¸�•�†�¹�Ç�›�Ý�º�Í>& 32768>'
�?�}�?�^�~�`�I�8�Í�_�š�f�K�r�M���G�b�¥�Ð�å�»�†
°�Š�M�•�\�
�¯�Ç�º�˜�™�”�@�›  VLAN �_�X�8�Z�

�Ý�î�º  �«�–�µ�³�b�«�–�µ�³  �É�Û�–�œ�Ü�¸�•�†�³�™�µ�¡�K�r�M���Ñ�G�©�«�¸�Ò  ID �†�§�Ï�î�º�M�•�S�u�

�«�–�µ�³�c�æ���I�€�S  VLAN �b+¬3��b�É�Û�–�œ�Ü�¸�•�†  24576 �_0¿���K�r�M���G�b�Í�_�|�W�Z�
�G�b
�«�–�µ�³�†�æ���I�€�S  VLAN �b�Ý�î�º�_0¿���[�A�r�M��

�æ���I�€�S  VLAN �b�Ý�î�º  �«�–�µ�³�_  24576 �_ 6�S�^�8�«�–�µ�³  �É�Û�–�œ�Ü�¸�•�@0¿���I�€�Z�8�•
���œ�c�
�«�–�µ�³�c�Q�b  VLAN �_�X�8�Z�
+¬3��b�É�Û�–�œ�Ü�¸�•�†�q�`�b�«�–�µ�³  �É�Û�–�œ�Ü�¸�•�|
�~  4096 �T�E�`�I�8�Í�_0¿���K�r�M  >&4096 �c  4 �Å�µ�º  �«�–�µ�³  �É�Û�–�œ�Ü�¸�•�b�q�W�)�Å�µ�º�b�Í�[
�M�� /² 21-1>&P.21-4>' �†�g!·>' ��

>&�@>' �Ý�î�º  �«�–�µ�³�\�K�Z0¿���M�•�²0[�b�6�•�Í�@  1 �• 6�b���œ�
 spanning-tree vlan vlan-id root �¢�ß�î
�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�c�»�K�K�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 no spanning-tree vlan vlan-id vlan-id �_�æ���[�A�•(
�V�c  1 >|  4094 �[�M��

�«�̧ �µ�É 3 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 4 show spanning-tree vlan vlan-id 0¿���†&�1��K�r�M��

�«�̧ �µ�É 5 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��
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'¨  21 'v       STP �b0¿��
�«�Ã�½�å�¢�¶�Ü�î�µ+��b0¿��
>&�@>' �¿�µ�º�á�î�¡�V�_�Ñ�G�©�«�¸�Ò  ID �†�§�Ï�î�º�M�•�«�–�µ�³�\�§�Ï�î�º�K�^�8�«�–�µ�³�@�ã�~�M�•���œ
�c�
�Ñ�G�©�«�¸�Ò  ID �†�§�Ï�î�º�M�•�«�–�µ�³�@�Ý�î�º  �«�–�µ�³�_�^�•�G�\�c�o�p�6�~�r�O�‡���Ñ�G�©
�«�¸�Ò  ID �_�|�W�Z�
�§�¯�Ç�º�˜�™�”�@'�
>�M�•�K)F�«�–�µ�³�b�É�Û�–�œ�Ü�¸�•�|�~  VLAN $��•�@�±
�A�C�^�•�S�g�_�
�«�–�µ�³  �É�Û�–�œ�Ü�¸�•�Í�@�Q�±�K�r�M��

>&�@>' �›�«�Ã�½�å�¢�¶�Ü�î  �–�å�«�±�å�«�b�Ý�î�º  �«�–�µ�³�c�
�Â�µ�¡�Î�î�å  �«�–�µ�³�r�S�c�¹�•�«�º�Ü
�Å�×�î�©�Ù�å  �«�–�µ�³�_�M�•�²0[�@�6�~�r�M���”�¡�­�«  �«�–�µ�³�†�«�Ã�½�å�¢�¶�Ü�î�b�É�Û�–�Ð�Ü  
�Ý�î�º�\�K�Z0¿���K�^�8�[�C�T�I�8��

�Þ�–�Ö  2 �¿�µ�º�á�î�¡�b%$�„>&�X�r�~�
�Þ�–�Ö  2 �¿�µ�º�á�î�¡�V�b�õ�–�b  2 �X�b�š�å�»  �«�¸�î�©�Ù�å
6ë�b�q�±�«�–�µ�³  �Í�µ�É  �•�˜�å�º>'�†�æ���M�•�_�c�
 diameter �Ÿ�î�á�î�»�†�æ���K�r�M���¿�µ�º�á�î
�¡�b%$�„�†�æ���M�•�\�
�Q�b%$�„�b�¿�µ�º�á�î�¡�_�q4:�^  hello �±�–�Ò�
3?3æ4����ì6ë�
�>�|�g�q�±
�š�î�ª�å�¢  �±�–�Ò�†�«�–�µ�³�@+¬�·$×�_0¿���M�•�b�[�
�¥�å�Â�î�ª�™�å�«�b�d0[�ì6ë�†�±�œ�_%·)°�[
�A�r�M�� hello �Ÿ�î�á�î�»�†�Q#Ý�K�Z�
+¬�·$×�_0£'ì�I�€�•  hello �±�–�Ò�†�V�i�A�M�•�G�\�@�[�A�r�M��

>&�@>' �Ý�î�º  �«�–�µ�³�\�K�Z0¿���K�S�‹�[�
 spanning-tree vlan vlan-id hello-time�
 spanning-tree vlan 
vlan-id forward-time �
�>�|�g  spanning-tree vlan vlan-id max-age �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù
�å  �¥�Ð�å�»�†�Q#Ý�K�Z�
 hello �±�–�Ò�
3?3æ4����ì6ë�
�>�|�g�q�±�š�î�ª�å�¢  �±�–�Ò�†�m�·�[0¿���M�•
�G�\�c�N�á�[�A�r�O�‡��

�«�–�µ�³�@"I���b  VLAN �b�Ý�î�º�_�^�•�|�:�_0¿���M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K
�r�M���G�b�m8p�c�õ�–�[�M��

�¹�Ç�›�Ý�º�b0¿���Í�_�`�M���œ�c�
 no spanning-tree vlan vlan-id root �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 spanning-tree vlan vlan-id root primary  
[diameter net-diameter [hello-time seconds]]

�æ���I�€�S  VLAN �b�Ý�î�º�_�^�•�|�:�_�
�«�–�µ�³�†0¿���K
�r�M��

• vlan-id �_�c�
 VLAN ID �[1‘�9�I�€�S�"�M�b  VLAN �
�Á
�–�Ç�å�[�
�)�}�€�S(
�V�b  VLAN �
�r�S�c�•�å�Ð�[�
�)
�}�€�S�M4��b  VLAN �†�æ���[�A�r�M���æ���[�A�•(
�V�c  
1 >|  4094 �[�M��

• >&�õ�–>'diameter net-diameter �_�c�
 �õ�–�b  2 �X�b�š�å�»  
�«�¸�î�©�Ù�å6ë�b�q�±�«�–�µ�³�X�†�æ���K�r�M���æ���[
�A�•(
�V�c  2 >|  7 �[�M��

• >&�õ�–>' hello-time seconds �_�c�
�Ý�î�º  �«�–�µ�³�_�|�W
�Z�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ó�µ�­�î�ª�@#Õ�B�I�€�•6ë7x
�†&Ê�X�[�æ���K�r�M���æ���[�A�•(
�V�c  1 >|  10 �[�M���¹
�Ç�›�Ý�º�Í�c  2 �[�M��

�«�̧ �µ�É 3 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 4 show spanning-tree detail 0¿���†&�1��K�r�M��

�«�̧ �µ�É 5 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r
�M��
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'¨  21 'v       STP �b0¿��
�«�Ã�½�å�¢�¶�Ü�î�µ+��b0¿��
�­�•�å�²�Ü  �Ý�î�º  �«�–�µ�³�b0¿��

�«�–�µ�³�†�­�•�å�²�Ü  �Ý�î�º�\�K�Z0¿���M�•�\�
�«�–�µ�³  �É�Û�–�œ�Ü�¸�•�@�¹�Ç�›�Ý�º�Í>& 32768>'
�?�}  28672 �_�š�f�I�€�r�M���K�S�@�W�Z�
�É�Û�–�Ð�Ü  �Ý�î�º  �«�–�µ�³�[7€���@$Î#Õ�K�S���œ�_�
�G�b
�«�–�µ�³�@�æ���I�€�S  VLAN �b�Ý�î�º  �«�–�µ�³�_�^�•�•+��ö�@9×�C�^�~�r�M���G�€�c�
�Ú�b�¿�µ�º
�á�î�¡  �«�–�µ�³�@�¹�Ç�›�Ý�º�b�«�–�µ�³  �É�Û�–�œ�Ü�¸�•  32768 �†�Q#Ý�K�
�Ý�î�º  �«�–�µ�³�_�^�•�•+�
�ö�@�*�8�G�\�@�S�f�[�M��

0
�X�b�«�–�µ�³�[�G�b�¥�Ð�å�»�†��/œ�M�•�\�
0
�X�b�Â�µ�¡�”�µ�É  �Ý�î�º  �«�–�µ�³�†0¿���[�A�r�M��
spanning-tree vlan vlan-id root primary �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�[�É�Û�–�Ð�Ü  
�Ý�î�º  �«�–�µ�³�†0¿���K�S�\�A�\� �L�¿�µ�º�á�î�¡%$�„�>�|�g  hello �±�–�Ò�Í�†�Q#Ý�K�Z�C�T�I�8��

�«�–�µ�³�@"I���b  VLAN �b�­�•�å�²�Ü  �Ý�î�º�_�^�•�|�:�_0¿���M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m
8p�†��/œ�K�r�M���G�b�m8p�c�õ�–�[�M��

�¹�Ç�›�Ý�º�b0¿���Í�_�`�M���œ�c�
 no spanning-tree vlan vlan-id root �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

�Ï�î�º  �É�Û�–�œ�Ü�¸�•�b0¿��

�Ý�î�É�@$Î#Õ�K�S���œ�
�«�Ã�½�å�¢�¶�Ü�î�c�Ï�î�º  �É�Û�–�œ�Ü�¸�•�†�Q#Ý�K�Z�
�Ç�›�á�î�¹�•�å�¢  �«
�¸�î�º�_�M�•�–�å�±�î�Ç�™�–�«�†4E�¥�K�r�M���q�6�_4E�¥�I�€�•�–�å�±�î�Ç�™�–�«�_�c9×�8�É�Û�–�œ�Ü
�¸�•�Í>&�`�I�8�X�Í>'�†�m�~�\�Z�
�q�‹�_4E�¥�I�€�•�–�å�±�î�Ç�™�–�«�_�c�*�8�É�Û�–�œ�Ü�¸�•�Í>&9×
�8�X�Í>'�†�m�~�\�Z�•�G�\�@�[�A�r�M���M�m�Z�b�–�å�±�î�Ç�™�–�«�_� �L�É�Û�–�œ�Ü�¸�•�Í�@�Z�<�}�€
�Z�8�•���œ�
�«�Ã�½�å�¢�¶�Ü�î�c�–�å�±�î�Ç�™�–�«$��•�@�q�`�b�–�å�±�î�Ç�™�–�«�†�Ç�›�á�î�¹�•�å�¢  
�«�¸�î�º�_�K�
�Ú�b�–�å�±�î�Ç�™�–�«�†�È�ß�µ�¡�K�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 spanning-tree vlan vlan-id root secondary 
[diameter net-diameter [hello-time 
seconds]] 

�æ���I�€�S  VLAN �b�­�•�å�²�Ü  �Ý�î�º�_�^�•�|�:�_�
�«�–�µ�³�†
0¿���K�r�M��

• vlan-id �_�c�
 VLAN ID �[1‘�9�I�€�S�"�M�b  VLAN �
�Á�–�Ç�å
�[�
�)�}�€�S(
�V�b  VLAN �
�r�S�c�•�å�Ð�[�
�)�}�€�S�M4��b  
VLAN �†�æ���[�A�r�M���æ���[�A�•(
�V�c  1 >|  4094 �[�M��

• >&�õ�–>' diameter net-diameter �_�c�
�õ�–�b  2 �X�b�š�å�»  �«
�¸�î�©�Ù�å6ë�b�q�±�«�–�µ�³�X�†�æ���K�r�M���æ���[�A�•(
�V
�c  2 >|  7 �[�M  

• >&�õ�–>' hello-time seconds �_�c�
�Ý�î�º  �«�–�µ�³�_�|�W�Z�¥�å
�Ç�•� �×�Þ�î�©�Ù�å  �Ó�µ�­�î�ª�@#Õ�B�I�€�•6ë7x�†&Ê�X�[�æ��
�K�r�M���æ���[�A�•(
�V�c  1 >|  10 �[�M���¹�Ç�›�Ý�º�Í�c  2 �[
�M��

�É�Û�–�Ð�Ü  �Ý�î�º  �«�–�µ�³�†0¿���K�S�\�A�\� �L�¿�µ�º�á�î�¡%$�„
�>�|�g  hello �±�–�Ò�Í�†�Q#Ý�K�Z�C�T�I�8�� ���Ý�î�º  �«�–�µ�³�b0¿
���� >&P.21-15>' �†�g!·�K�Z�C�T�I�8��

�«�̧ �µ�É 3 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 4 show spanning-tree detail 0¿���†&�1��K�r�M��

�«�̧ �µ�É 5 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��
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'¨  21 'v       STP �b0¿��
�«�Ã�½�å�¢�¶�Ü�î�µ+��b0¿��
�–�å�±�î�Ç�™�–�«�b�Ï�î�º  �É�Û�–�œ�Ü�¸�•�†0¿���M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r
�M���G�b�m8p�c�õ�–�[�M��

>&�@>' show spanning-tree interface interface-id "I�’  EXEC �¥�Ð�å�»�[�_���@/²&g�I�€�•�b�c�
�Ï�î�º�@�Ü
�å�¡�”�µ�É�·�8�•+��b"g�Â�_�6�•���œ�_7H�}�€�r�M���Ï�î�º�@�Ü�å�¡�”�µ�É�·�8"g�Â�_�^�W�Z�8�^�8��
�œ�c�
 show running-config interface "I�’  EXEC �¥�Ð�å�»�†�Q#Ý�K�Z0¿���†&�1��[�A�r�M��

�¹�Ç�›�Ý�º�b0¿���Í�_�`�M���œ�c�
 no spanning-tree [vlan vlan-id] port-priority �–�å�±�î�Ç�™�–�«  �¥
�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M���«�Ã�½�å�¢�¶�Ü�î  �Ï�î�º  �É�Û�–�œ�Ü�¸�•�†�Q#Ý�K�Z�º
�Û�å�¡  �Ï�î�º�_2�,´�(�S�†0¿���M�•�m8p�_�X�8�Z�c�
 ���º�Û�å�¡  �Ï�î�º�b2�,´�(�S�b0¿���� >&P.16-22>'
�†�g!·�K�Z�C�T�I�8��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 interface interface-id 0¿���M�•�–�å�±�î�Ç�™�–�«�†�æ���K�
�–�å�±�î�Ç�™�–�«  
�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�w� �^�–�å�±�î�Ç�™�–�«�c�
"@#.�Ï�î�º�>�|�g�Ï�î�º  
�³�Õ�¿�Ý1=#.�–�å�±�î�Ç�™�–�«>& port-channel 
port-channel-number>'�[�M��

�«�̧ �µ�É 3 spanning-tree port-priority priority �–�å�±�î�Ç�™�–�«�_�Ï�î�º  �É�Û�–�œ�Ü�¸�•�†0¿���K�r�M��

priority �_�æ���[�A�•(
�V�c  0 >|  240 �[�
 16 �N�X�Q�•�K�r
�M���¹�Ç�›�Ý�º�c  128 �[�M���w� �^�Í�c  0�
 16�
 32�
 48�

64�
 80�
 96�
 112�
 128�
 144�
 160�
 176�
 192�
 208�

224�
 240 �[�M���Q�b�Ú�M�m�Z�b�Í�c�Ä�°�I�€�r�M���Í�@
�`�I�8�o�]�
�É�Û�–�œ�Ü�¸�•�@9×�C�^�~�r�M��

�«�̧ �µ�É 4 spanning-tree vlan vlan-id port-priority  priority VLAN �_�Ï�î�º  �É�Û�–�œ�Ü�¸�•�†0¿���K�r�M��

• vlan-id �_�c�
 VLAN ID �[1‘�9�I�€�S�"�M�b  VLAN �

�Á�–�Ç�å�[�
�)�}�€�S(
�V�b  VLAN �
�r�S�c�•�å�Ð
�[�
�)�}�€�S�M4��b  VLAN �†�æ���[�A�r�M���æ���[
�A�•(
�V�c  1 >|  4094 �[�M��

• priority �_�æ���[�A�•(
�V�c  0 >|  240 �[�
 16 �N�X�Q�•
�K�r�M���¹�Ç�›�Ý�º�c  128 �[�M���w� �^�Í�c  0�
 16�

32�
 48�
 64�
 80�
 96�
 112�
 128�
 144�
 160�
 176�

192�
 208�
 224�
 240 �[�M���Q�b�Ú�M�m�Z�b�Í�c�Ä�°
�I�€�r�M���Í�@�`�I�8�o�]�
�É�Û�–�œ�Ü�¸�•�@9×�C�^
�~�r�M��

�«�̧ �µ�É 5 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 6 show spanning-tree interface interface-id

�r�S�c

show spanning-tree vlan vlan-id

0¿���†&�1��K�r�M��

�«�̧ �µ�É 7 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K
�r�M��
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'¨  21 'v       STP �b0¿��
�«�Ã�½�å�¢�¶�Ü�î�µ+��b0¿��
�Ã�«  �¥�«�º�b0¿��

�«�Ã�½�å�¢�¶�Ü�î  �Ã�«  �¥�«�º�b�¹�Ç�›�Ý�º�Í�c�
�–�å�±�î�Ç�™�–�«�b�Ó�¹�•�”3ÿ�Ø�_�ö�Y�A�r�M��
�Ý�î�É�@$Î#Õ�K�S���œ�
�«�Ã�½�å�¢�¶�Ü�î�c�¥�«�º�†�Q#Ý�K�Z�
�Ç�›�á�î�¹�•�å�¢  �«�¸�î�º�_�M�•�–
�å�±�î�Ç�™�–�«�†4E�¥�K�r�M���q�6�_4E�¥�I�O�S�8�–�å�±�î�Ç�™�–�«�_�c�`�I�8�¥�«�º�Í�†�Z�<�
�q�‹
�_4E�¥�I�O�S�8�–�å�±�î�Ç�™�–�«�_�c�±�A�8�¥�«�º�Í�†�Z�<�r�M���M�m�Z�b�–�å�±�î�Ç�™�–�«�_� �L�¥
�«�º�Í�@�Z�<�}�€�Z�8�•���œ�
�«�Ã�½�å�¢�¶�Ü�î�c�–�å�±�î�Ç�™�–�«$��•�@�q�`�b�–�å�±�î�Ç�™�–�«�†
�Ç�›�á�î�¹�•�å�¢  �«�¸�î�º�_�K�
�Ú�b�–�å�±�î�Ç�™�–�«�†�È�ß�µ�¡�K�r�M��

�–�å�±�î�Ç�™�–�«�b�¥�«�º�†0¿���M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M���G�b�m8p�c
�õ�–�[�M��

>&�@>' show spanning-tree interface interface-id "I�’  EXEC �¥�Ð�å�»�[�_���@/²&g�I�€�•�b�c�
�Ü�å�¡�”�µ
�É�·�8�•+��b"g�Â�_�6�•�Ï�î�º�_7H�}�€�r�M���Ï�î�º�@�Ü�å�¡�”�µ�É�·�8"g�Â�_�^�W�Z�8�^�8���œ�c�

show running-config "I�’  EXEC �¥�Ð�å�»�†�Q#Ý�K�Z0¿���†&�1��[�A�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 interface interface-id 0¿���M�•�–�å�±�î�Ç�™�–�«�†�æ���K�
�–�å�±�î�Ç�™�–�«  �¥�å
�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M���w� �^�–�å�±�î�Ç�™
�–�«�c�
"@#.�Ï�î�º�>�|�g�Ï�î�º  �³�Õ�¿�Ý1=#.�–�å�±�î�Ç�™�–
�«>&port-channel port-channel-number>'�[�M��

�«�̧ �µ�É 3 spanning-tree cost cost �–�å�±�î�Ç�™�–�«�_�¥�«�º�†0¿���K�r�M��

�Ý�î�É�@$Î#Õ�K�S���œ�
�«�Ã�½�å�¢�¶�Ü�î�c�Ã�«  �¥�«�º�†�Q#Ý
�K�Z�
�Ç�›�á�î�¹�•�å�¢  �«�¸�î�º�_�M�•�–�å�±�î�Ç�™�–�«�†4E
�¥�K�r�M���*�8�Ã�«  �¥�«�º�c9×3ÿ3æ�™�†/²�K�r�M��

cost �b(
�V�c  1 >|  200000000 �[�M���¹�Ç�›�Ý�º�Í�c�–�å�±�î
�Ç�™�–�«�b�Ó�¹�•�”3ÿ�Ø�?�}�t#Õ�K�r�M��

�«�̧ �µ�É 4 spanning-tree vlan vlan-id cost cost VLAN �_�¥�«�º�†0¿���K�r�M��

�Ý�î�É�@$Î#Õ�K�S���œ�
�«�Ã�½�å�¢�¶�Ü�î�c�Ã�«  �¥�«�º�†�Q#Ý
�K�Z�
�Ç�›�á�î�¹�•�å�¢  �«�¸�î�º�_�M�•�–�å�±�î�Ç�™�–�«�†4E
�¥�K�r�M���*�8�Ã�«  �¥�«�º�c9×3ÿ3æ�™�†/²�K�r�M��

• vlan-id �_�c�
 VLAN ID �[1‘�9�I�€�S�"�M�b  VLAN �
�Á�–
�Ç�å�[�
�)�}�€�S(
�V�b  VLAN �
�r�S�c�•�å�Ð�[�
�)�}�€
�S�M4��b  VLAN �†�æ���[�A�r�M���æ���[�A�•(
�V�c  1 >|  
4094 �[�M��

• cost �b(
�V�c  1 >|  200000000 �[�M���¹�Ç�›�Ý�º�Í�c�–�å
�±�î�Ç�™�–�«�b�Ó�¹�•�”3ÿ�Ø�?�}�t#Õ�K�r�M��

�«�̧ �µ�É 5 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 6 show spanning-tree interface interface-id

�r�S�c

show spanning-tree vlan vlan-id

0¿���†&�1��K�r�M��

�«�̧ �µ�É 7 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��
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'¨  21 'v       STP �b0¿��
�«�Ã�½�å�¢�¶�Ü�î�µ+��b0¿��
�¹�Ç�›�Ý�º�b0¿���Í�_�`�M���œ�c�
 no spanning-tree [vlan vlan-id] cost �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•
� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M���«�Ã�½�å�¢�¶�Ü�î  �Ã�«  �¥�«�º�†�Q#Ý�K�Z�º�Û�å�¡  �Ï�î�º�_2�
,´�(�S�†0¿���M�•�m8p�_�X�8�Z�c�
 ���º�Û�å�¡  �Ï�î�º�b2�,´�(�S�b0¿���� >&P.16-22>' �†�g!·�K�Z�C�T�I
�8��

VLAN �b�«�–�µ�³  �É�Û�–�œ�Ü�¸�•�b0¿��

�«�–�µ�³  �É�Û�–�œ�Ü�¸�•�†0¿���K�Z�
�«�–�µ�³�@�Ý�î�º �«�–�µ�³�\�K�Z4E�¥�I�€�•�|�:�_�M�•�G�\�@
�[�A�r�M��

>&�@>' �G�b�¥�Ð�å�»�b�Q#Ý�_�c�@�–�K�Z�C�T�I�8���«�–�µ�³  �É�Û�–�œ�Ü�¸�•�b�š�f�_�c�
3û�–�c�

spanning-tree vlan vlan-id root primary  �>�|�g  spanning-tree vlan vlan-id root secondary �¢�ß�î�Â
�Ý �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�M�•�G�\�†�N�á�K�r�M��

VLAN �b�«�–�µ�³  �É�Û�–�œ�Ü�¸�•�†0¿���M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M���G�b
�m8p�c�õ�–�[�M��

�¹�Ç�›�Ý�º�b0¿���Í�_�`�M���œ�c�
 no spanning-tree vlan vlan-id priority �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×
�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 spanning-tree vlan vlan-id priority  priority VLAN �b�«�–�µ�³  �É�Û�–�œ�Ü�¸�•�†0¿���K�r�M��

• vlan-id �_�c�
 VLAN ID �[1‘�9�I�€�S�"�M�b  VLAN �

�Á�–�Ç�å�[�
�)�}�€�S(
�V�b  VLAN �
�r�S�c�•�å�Ð�[
�
�)�}�€�S�M4��b  VLAN �†�æ���[�A�r�M���æ���[�A�•
(
�V�c  1 >|  4094 �[�M��

• priority �b(
�V�c  0 >|  61440 �[�
 4096 �N�X�Q�•�K�r�M��
�¹�Ç�›�Ý�º�c  32768 �[�M���X�Í�@�`�I�8�o�]�
�«�–�µ�³
�@�Ý�î�º  �«�–�µ�³�\�K�Z4E�¥�I�€�•�•+��ö�@9×�C�^�~
�r�M��

�w� �^�É�Û�–�œ�Ü�¸�•�Í�c  4096�
 8192�
 12288�

16384�
 20480�
 24576�
 28672�
 32768�
 36864�

40960�
 45056�
 49152�
 53248�
 57344�
 61440 �[�M��
�Q�b�Ú�M�m�Z�b�Í�c�Ä�°�I�€�r�M��

�«�̧ �µ�É 3 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 4 show spanning-tree vlan vlan-id 0¿���†&�1��K�r�M��

�«�̧ �µ�É 5 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r
�M��
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'¨  21 'v       STP �b0¿��
�«�Ã�½�å�¢�¶�Ü�î�µ+��b0¿��
�«�Ã�½�å�¢�¶�Ü�î  �±�–�Ð�î�b0¿��

/² 21-4 �[�
�«�Ã�½�å�¢�¶�Ü�î�b�Ã�Ç�›�î�Ð�å�«
²�/�†�e�‘�M�•�±�–�Ð�î�_�X�8�Z1��Â�K�r�M��

�è7F�_0¿���m8p�†&g�K�r�M��

hello �±�–�Ò�b0¿��

hello �±�–�Ò�†�š�f�M�•�G�\�_�|�W�Z�
�Ý�î�º  �«�–�µ�³�_�|�W�Z�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ó�µ�­�î�ª�@
#Õ�B�I�€�•6ë7x�†0¿���[�A�r�M��

>&�@>' �G�b�¥�Ð�å�»�b�Q#Ý�_�c�@�–�K�Z�C�T�I�8�� hello �±�–�Ò�b�š�f�_�c�
3û�–�
 spanning-tree vlan 
vlan-id root primary �>�|�g  spanning-tree vlan vlan-id root secondary �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�M�•�G�\�†�N�á�K�r�M��

VLAN �b  hello �±�–�Ò�†0¿���M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M���G�b�m8p�c�õ�–
�[�M��

/² 21-4 �«�Ã�½�å�¢�¶�Ü�î  �±�–�Ð�î

�š�X 1��Â

hello �±�–�Ð�î �«�–�µ�³�?�}�Ú�b�«�–�µ�³�l  hello �Ó�µ�­�î�ª�†�È�ß�î�»�Ÿ�Õ�«�º�M�•8–�Ø�†�D�š�K�r�M��

3?3æ4����±�–�Ð�î �–�å�±�î�Ç�™�–�«�@3?3æ�†6ä���M�•�r�[�_�
�Ü�«�½�å�¢  �«�¸�î�º�>�|�g�Û�î�½�å�¢  �«�¸�î�º�@)E
)F�M�•�ì6ë�†�D�š�K�r�M��

�q�±�š�î�ª�å�¢  �±�–
�Ð�î

�–�å�±�î�Ç�™�–�«�@�w�™�K�S�É�ß�º�¥�Ý�_���†�«�–�µ�³�_�–�Ñ�I�O�Z�>�C�ì6ë�†�D�š�K�r�M��

3?3æ�–$��•�˜�å�º 1 &Ê6ë�õ�F�M�•�S�_3æ�™�[�A�•  BPDU �X�†�D�š�K�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 spanning-tree vlan vlan-id hello-time seconds VLAN �b  hello �±�–�Ò�†0¿���K�r�M�� hello �±�–�Ò�c�Ý�î�º  �«
�–�µ�³�@�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ó�µ�­�î�ª�†#Õ�B�M�•6ë7x
�[�M���G�€�}�b�Ó�µ�­�î�ª�c�
�«�–�µ�³�@�”�¡�¸�•�È�[�6�•
�G�\�†�–�á�K�r�M��

• vlan-id �_�c�
 VLAN ID �[1‘�9�I�€�S�"�M�b  VLAN �
�Á
�–�Ç�å�[�
�)�}�€�S(
�V�b  VLAN �
�r�S�c�•�å�Ð�[�
�)
�}�€�S�M4��b  VLAN �†�æ���[�A�r�M���æ���[�A�•(
�V�c  
1 >|  4094 �[�M��

• seconds �_�æ���[�A�•(
�V�c  1 >|  10 �[�M���¹�Ç�›�Ý�º�Í
�c  2 �[�M��

�«�̧ �µ�É 3 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 4 show spanning-tree vlan vlan-id 0¿���†&�1��K�r�M��

�«�̧ �µ�É 5 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r
�M��
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'¨  21 'v       STP �b0¿��
�«�Ã�½�å�¢�¶�Ü�î�µ+��b0¿��
�¹�Ç�›�Ý�º�b0¿���Í�_�`�M���œ�c�
 no spanning-tree vlan vlan-id hello-time �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×
�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

VLAN �b3?3æ4����ì6ë�b0¿��

VLAN �b3?3æ4����ì6ë�†0¿���M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M���G�b�m8p�c�õ�–
�[�M��

�¹�Ç�›�Ý�º�b0¿���Í�_�`�M���œ�c�
 no spanning-tree vlan vlan-id forward-time �¢�ß�î�Â�Ý  �¥�å�Ç�•
� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

VLAN �b�q�±�š�î�ª�å�¢  �±�–�Ò�b0¿��

VLAN �b�q�±�š�î�ª�å�¢  �±�–�Ò�†0¿���M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M���G�b�m
8p�c�õ�–�[�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 spanning-tree vlan vlan-id forward-time  
seconds

VLAN �b3?3æ�ì6ë�†0¿���K�r�M��3?3æ4����ì6ë�c�
�«�Ã�½�å�¢
�¶�Ü�î  �Û�î�½�å�¢  �«�¸�î�º�>�|�g�Ü�«�½�å�¢  �«�¸�î�º�?�}�Ç�›
�á�î�¹�•�å�¢  �«�¸�î�º�_&ã/œ�M�•�r�[�_�
�–�å�±�î�Ç�™�–�«�@
�…�µ�M�•&Ê�X�[�M��

• vlan-id �_�c�
 VLAN ID �[1‘�9�I�€�S�"�M�b  VLAN �
�Á�–�Ç
�å�[�
�)�}�€�S(
�V�b  VLAN �
�r�S�c�•�å�Ð�[�
�)�}�€�S�M
4��b  VLAN �†�æ���[�A�r�M���æ���[�A�•(
�V�c  1 >|  4094 �[
�M��

• seconds �_�æ���[�A�•(
�V�c  4 >|  30 �[�M���¹�Ç�›�Ý�º�Í�c  
15 �[�M��

�«�̧ �µ�É 3 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 4 show spanning-tree vlan vlan-id 0¿���†&�1��K�r�M��

�«�̧ �µ�É 5 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 spanning-tree vlan vlan-id max-age seconds VLAN �b�q�±�š�î�ª�å�¢  �±�–�Ò�†0¿���K�r�M���q�±�š�î�ª�å
�¢  �±�–�Ò�c�

Ì�S�B�†0è/œ�M�•�r�[�_�«�–�µ�³�@�«�Ã�½�å�¢�¶
�Ü�î  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ó�µ�­�î�ª�†�w�™�O�N�_�…�µ�M
�•&Ê�X�[�M��

• vlan-id �_�c�
 VLAN ID �[1‘�9�I�€�S�"�M�b  VLAN �
�Á�–
�Ç�å�[�
�)�}�€�S(
�V�b  VLAN �
�r�S�c�•�å�Ð�[�
�)�}�€
�S�M4��b  VLAN �†�æ���[�A�r�M���æ���[�A�•(
�V�c  1 >|  
4094 �[�M��

• seconds �_�æ���[�A�•(
�V�c  6 >|  40 �[�M���¹�Ç�›�Ý�º�c  
20 �[�M��

�«�̧ �µ�É 3 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��
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'¨  21 'v       STP �b0¿��
�«�Ã�½�å�¢�¶�Ü�î  �«�¸�î�±�«�b/²&g
�¹�Ç�›�Ý�º�b0¿���Í�_�`�M���œ�c�
 no spanning-tree vlan vlan-id max-age �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×
�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

3?3æ�–$��•�˜�å�º�b0¿��  

3?3æ�–$��•�˜�å�º�Í�†�š�f�M�•�G�\�[�
 BPDU �b�Â�î�«�º  �§�–�¬�†0¿���[�A�r�M��

>&�@>' �G�b�Ã�Û�Ó�î�±�†�|�~9×�8�Í�_�š�f�M�•�\�
 CPU �b�Q#Ý"á�@8��–�_�±�A�C�^�~�r�M>& Rapid PVST 
�Ô�î�»�ì�_"I�_8§--�_�š�ì�K�r�M>' ��3ë�_�
�G�b�Í�†�*�C0¿���M�•�\�
�­�µ�©�Ù�å�_�|�W�Z�c�¥�å�Â�î
�ª�™�å�«�†�š�<�•�G�\�@�[�A�r�M���G�b�Í�c�
�¹�Ç�›�Ý�º0¿���[�Q#Ý�M�•�G�\�†�N�á�K�r�M��

3?3æ�–$��•�˜�å�º�†0¿���M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M���G�b�m8p�c�õ�–�[�M��

�¹�Ç�›�Ý�º�b0¿���Í�_�`�M���œ�c�
 no spanning-tree transmit hold-count value �¢�ß�î�Â�Ý  �¥�å�Ç�•
� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

�«�Ã�½�å�¢�¶�Ü�î  �«�¸�î�±�«�b/²&g
�«�Ã�½�å�¢�¶�Ü�î  �«�¸�î�±�«�†/²&g�M�•�_�c�
 /² 21-5 �b"I�’  EXEC �¥�Ð�å�»�†  1 �X�r�S�c0
�X�Q#Ý�K
�r�M��

�«�̧ �µ�É 4 show spanning-tree vlan vlan-id 0¿���†&�1��K�r�M��

�«�̧ �µ�É 5 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��

�¥�Ð�å�» % $×

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 spanning-tree transmit hold-count value 1 &Ê6ë�õ�F�M�•�S�_3æ�™�[�A�•  BPDU �X�†0¿���K�r�M��

value �_�æ���[�A�•(
�V�c  1 >|  20 �[�M���¹�Ç�›�Ý�º�Í�c  6 �[
�M��

�«�̧ �µ�É 3 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 4 show spanning-tree detail 0¿���†&�1��K�r�M��

�«�̧ �µ�É 5 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��

/² 21-5 �«�Ã�½�å�¢�¶�Ü�î  �«�¸�î�±�«/²&g#Ý�b�¥�Ð�å�»

�¥�Ð�å�» % $×

show spanning-tree active �”�¡�¸�•�È  �–�å�±�î�Ç�™�–�«�_6õ�M�•�«�Ã�½�å�¢�¶�Ü�î�_���T�E�†/²&g�K
�r�M��

show spanning-tree detail �–�å�±�î�Ç�™�–�«�_���b0ò(ý�§�Ð�Ü�î�†/²&g�K�r�M��

show spanning-tree interface interface-id �æ���K�S�–�å�±�î�Ç�™�–�«�b�«�Ã�½�å�¢�¶�Ü�î�_���†/²&g�K�r�M��

show spanning-tree summary [totals] �–�å�±�î�Ç�™�–�«  �«�¸�î�º�b�§�Ð�Ü�î�†/²&g�K�r�M���r�S�c  STP �«�¸�î
�º  �­�¡�©�Ù�å�b�M�m�Z�b/œ�†/²&g�K�r�M��
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'¨  21 'v       STP �b0¿��
�«�Ã�½�å�¢�¶�Ü�î  �«�¸�î�±�«�b/²&g
clear spanning-tree [interface interface-id] "I�’  EXEC �¥�Ð�å�»�†�Q#Ý�K�Z�
�«�Ã�½�å�¢�¶�Ü�î  �•�˜
�å�±�†�¡�Ü�”�[�A�r�M��

show spanning-tree "I�’  EXEC �¥�Ð�å�»�b�Ú�b�Ÿ�î�á�î�»�_�X�8�Z�c�
�G�b�Ü�Ü�î�«�_�P�Â�M�•�¥�Ð
�å�»  �Ü�Ç�“�Þ�å�«�†�g!·�K�Z�C�T�I�8��
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C H A P T E R 22

MSTP �b0¿��

�G�b'v�[�c�
 IE 3000 �«�–�µ�³�V�_  IEEE 802.1s Multiple Spanning Tree Protocol>&MSTP; �Ð�Ý�³  �«�Ã
�½�å�¢�¶�Ü�î  �É�ß�º�¥�Ý>'�b�©�«�¥��/æ�†0¿���M�•�‰�2�_�X�8�Z1��Â�K�r�M��

>&�@>' Multiple Spanning-Tree>&MST; �¨5��«�Ã�½�å�¢�¶�Ü�î>'��/æ�c  IEEE 802.1s �† =�_ =�Ð�K�Z�8�r�M��

MSTP �c0
�X�b  VLAN �†� �M�b�«�Ã�½�å�¢�¶�Ü�î  �–�å�«�±�å�«�_�Ð�µ�Æ�å�¢�[�A�•�|�:�_�K�Z�
�¨�X
�b  VLAN �†�§�Ï�î�º�M�•���œ�_�²0[�\�^�•�«�Ã�½�å�¢�¶�Ü�î  �–�å�«�±�å�«�b�X�†�ö�}�K�r�M�� MSTP 
�c�
�¹�î�±  �º�Û�Ç�•�µ�¡#Ý�_0
�X�b3?3æ�Ã�«�†�f�j�K�
�ß�î�»  �Â�Û�å�©�å�¢�†�•+��_�K�r�M�� MSTP 
�†�Q#Ý�M�•�\�
 1 �X�b�–�å�«�±�å�«>&3?3æ�Ã�«>'�[7€���@$Î#Õ�K�Z�v�Ú�b�–�å�«�±�å�«>&3?3æ�Ã�«>'�c
�s8j�†�w�E�^�8�b�[�
�¿�µ�º�á�î�¡�b�Ç�›�î�Ý�º�º�Þ�Û�å�«�@�¥�V�K�r�M�� MSTP �†�_
°�M�•���œ�

�q�v�M+á$×�^�b�c�
�Þ�–�Ö  2 �«�–�µ�³�»  �¿�µ�º�á�î�¡�b�Â�µ�¡�Î�î�å�>�|�g�¹�•�«�º�Ü�Å�×�î�©�Ù�å  
�Þ�–�Ö�l�b�_
°�[�M�� MSTP �b�_
°�_�|�~�
�§�î�Å�«  �É�ß�Â�–�²�î#”�C�_�Ó�u�}�€�•9×�•#Ý�ö�¿�µ�º
�á�î�¡�†��#'�[�A�r�M��

�«�–�µ�³�@  MST �Ô�î�»�b���œ�
 IEEE 802.1w  =�Ð�b  Rapid Spanning-Tree Protocol>&RSTP>'�@+¬�·$×
�_�–�¿�î�È�Ý�_�^�~�r�M�� RSTP �c�
 IEEE 802.1D �b3?3æ4����†3M�ö�K�
�Ý�î�º  �Ï�î�º�>�|�g�æ��
�Ï�î�º�†�Ç�›�á�î�¹�•�å�¢  �«�¸�î�º�_�M�d�x�C&ã/œ�M�•�Â&g$×�^�Á�å�»�©�™�–�¡�_�|�W�Z�
�«�Ã�½�å
�¢�¶�Ü�î�b9×3ÿ�¥�å�Â�î�ª�™�å�«�†��#'�K�r�M��

RSTP �\  MSTP �c�
>&�œ�Ü�ª�¼�Ý>'IEEE 802.1D �«�Ã�½�å�¢�¶�Ü�î =�Ð�¹�Â�–�«�
�¤�Ñ�b�©�«�¥"‚+¬�b  
Multiple Instance STP>&MISTP>'�
�>�|�g�¤�Ñ�b�©�«�¥  Per-VLAN Spanning-Tree plus>&PVST+>'�\�b
�W�)�«�n�ö�†�–�U�^�@�}�
�«�Ã�½�å�¢�¶�Ü�î�b�·�8�†�¥�V�I�O�r�M�� PVST+ �>�|�g  Rapid PVST+ �_
�X�8�Z�c�
 '¨ 21 'v�� STP �b0¿���� �†�g!·�K�Z�C�T�I�8�� PortFast�
 UplinkFast�
�Ý�î�º  �ž�î�»�^�]�b
�Q�b�Ú�b�«�Ã�½�å�¢�¶�Ü�î�b�µ+��_�X�8�Z�c�
 '¨ 23 'v���œ�É�©�Ù�å�b�«�Ã�½�å�¢�¶�Ü�î�µ+��b0¿����
�†�g!·�K�Z�C�T�I�8��
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²�/�†)Y*6�M�•  CIST 
�b�§�È�¶�Ü�î�\�K�Z0b�^�I�€�r�M���§�È�¶�Ü�î�b�Ý�î�º�c  CIST �Ü�î�ª�Ù�¼�Ý  �Ý�î�º�[�M�� MST �Ü�î
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�º�c�C#ú�[�[���I�€�•�S�u�
 AB 6ë�[�b�ß�î�»  �Â�Û�å�©�å�¢�@�[�A�^�C�^�~�r�M��� �M�b�e8Ÿ�c�­�¢�Ó
�å�º  X �[�v$Î#Õ�K�r�M�@�
 B �@�º�Ï�ß�ª�b�š�f�†3?3æ�M�•���œ�@�6�~�r�M��

�W 22-2 �† =�«�–�µ�³�>�|�g
›/œ�† =�b�«�–�µ�³�[�b%&�«4 #Ý

>&�@>' �† =�\
›/œ�† =�b  MST ��/æ�b6ë�[�b�¸�î�†�a�^�C�M�•�G�\�†�N�á�K�r�M��

�.�#�T�f�;  X MST
�]�o�+�Z�f

�.�#�T�f�;  Y 92
72

1

�,���6�4  A

�,���6�4  B
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MSTP �b�+0[
�"�M�‰�¥�Ü�å�¡�b�»�K�b�è��

IEEE MST �† =�_�c�G�b�µ+��@�Ñ�~�K�Z�8�r�O�‡�@�
 Cisco IOS Release �_�c�•�<�}�€�Z�8�r�M���¯�Ç
�º�˜�™�”�†�Q#Ý�M�•�G�\�[�
�w�™�K�S  BPDU �?�}�Ï�î�º�b�z�m�\�«�¸�î�º�b�M2��ö�†&�1��K�
�"�M�‰
�¥�Ü�å�¡�@�»�K�K�Z�È�Ü�µ�ª��#.�b�Ý�î�É�†�,�A2s�G�K�Z�8�^�8�?�]�:�?�†�è0É�[�A�r�M��

�æ���Ï�î�º�[%©%*�@�è���I�€�S���œ�
�z�m�_�c�‘�8�r�M�@�
�È�Ü�µ�ª��#.�b�Ý�î�É�†�,�A2s�G�M�|�~
�c�
%©%*�_�|�•�K)F�p�•�b�‰�@�ƒ�r�K�8"g�Â�b�S�u�
�ë� �«�¸�î�º�l�`�~�r�M��

�W 22-3 �_�
�È�Ü�µ�ª��#.�b�Ý�î�É�†�,�A2s�G�M�M+á$×�^�"�M�‰�¥�Ü�å�¡�b�»�K�[�†&g�K�r�M���«�–�µ
�³  A �c�Ý�î�º  �«�–�µ�³�[�M���«�–�µ�³  B �l�¥�?�:�Ü�å�¡�V�[�
 BPDU �@(î�»�K�Z�8�r�M�� RSTP �\  
MST BPDU �_�c�
3æ�™�Ï�î�º�b�z�m�\�«�¸�î�º�@�µ�r�€�Z�8�r�M���G�b�_���@�6�€�d�
�«�–�µ�³  A 
�c�
3æ�™�K�S
ƒ�)  BPDU �_�«�–�µ�³  B �@�o�Â�K�^�8�G�\�
�I�}�_�«�–�µ�³  B �c�Ý�î�º  �«�–�µ�³�[�c�^
�C�æ���«�–�µ�³�[�6�•�G�\�†�è���[�A�r�M��)��Ý�\�K�Z�
�«�–�µ�³  A �c+¬3��b�Ï�î�º�†�È�ß�µ�¡�K

>&�r�S�c�È�ß�µ�¡�†)T�â�K�Z>' �
�È�Ü�µ�ª��#.�b�Ý�î�É�†�G4J�K�r�M��

�W 22-3 �"�M�‰�¥�Ü�å�¡�b�»�K�b�è��

IEEE 802.1D STP �\�b%&�«4 #Ý�ö

MSTP �@'�
>�K�Z�8�•�«�–�µ�³�c�
 IEEE 802.1D  =�Ð�b�Þ�ž�©�î  �«�–�µ�³�\�b%&�«4 #Ý�†�•+��_�M�•
)��s3¸�s�º�b�É�ß�º�¥�Ý&ã/œ�Ó�•�½�¬�Ò�†�§�Ï�î�º�K�r�M���G�b�«�–�µ�³�c�
�Þ�ž�©�î  IEEE 802.1D 
�¥�å�Ç�•� �×�Þ�î�©�Ù�å  BPDU>&�É�ß�º�¥�Ý�Â�î�ª�Ù�å�@  0 �_0¿���I�€�Z�8�•  BPDU>'�†�w�™�M�•�\�

�Q�b�Ï�î�º�V�[�c  IEEE 802.1D BPDU �b�s�†3æ�™�K�r�M���r�S�
 MSTP �«�–�µ�³�c�
�Þ�ž�©�î  
BPDU�
�9�b�Ü�î�ª�Ù�å�_6õ4��Ü�E�}�€�Z�8�•  MSTP BPDU>&�Â�î�ª�Ù�å  3>'�
�r�S�c  RSTP BPDU

>&�Â�î�ª�Ù�å  2>'�†�w�™�M�•�G�\�_�|�W�Z�
�Ï�î�º�@�Ü�î�ª�Ù�å�b�C#ú�_�)*(�K�Z�8�•�G�\�†�è���[�A
�r�M��

�S�T�K�
�Þ�ž�©�î  �«�–�µ�³�@�æ���«�–�µ�³�[�^�8���œ�
�Þ�ž�©�î  �«�–�µ�³�@�Ü�å�¡�?�}�P7V�I�€�Z�8
�•�?�]�:�?�è���[�A�^�8�b�[�
�«�–�µ�³�c  IEEE 802.1D BPDU �†�w�E�v�}�^�C�^�W�S���œ�[�v�
+¬�·
$×�_ MSTP �Ô�î�»�_�c�`�~�r�O�‡���I�}�_�«�–�µ�³�c�
�K)F
›�«�–�µ�³�@�Ü�î�ª�Ù�å�_�•
°�K�S���œ
�[�6�W�Z�v�
�,�A)F�A�Ï�î�º�_�C#ú�b�z�m�†�æ���M�•�•+��ö�@�6�~�r�M���É�ß�º�¥�Ý&ã/œ�É�ß�­�«�†
Ì
2s�·�M�•>&�¿�–�Â�î  �«�–�µ�³�\�b
Ì�¿�¦�©�š�î�©�Ù�å�†�I�D�M�•>'�_�c�
 clear spanning-tree 
detected-protocols "I�’  EXEC �¥�Ð�å�»�†�Q#Ý�K�r�M��

�Ü�å�¡�V�b�M�m�Z�b�Þ�ž�©�î  �«�–�µ�³�@  RSTP �«�–�µ�³�[�6�€�d�
�G�€�}�b�«�–�µ�³�c�
 RSTP BPDU 
� �]�_  MSTP BPDU �†��#.�[�A�r�M���K�S�@�W�Z�
 MSTP �«�–�µ�³�c�
�Â�î�ª�Ù�å  0 �¥�å�Ç�•� �×
�Þ�î�©�Ù�å�\  TCN BPDU �r�S�c�Â�î�ª�Ù�å  3 MSTP BPDU �b�8�N�€�?�†�C#ú�Ï�î�º�[3æ�™�K�r�M�� �C
#ú�Ï�î�º�c�
�æ���«�–�µ�³�@�©�å�¢�Ý  �«�Ã�½�å�¢�¶�Ü�î  �«�–�µ�³�r�S�c$��^�•  MST �¥�å�Ç�•� �×
�Þ�î�©�Ù�å�†�â�X�«�–�µ�³�b�8�N�€�?�[�6�•  LAN �_�K)F�I�€�r�M��


�
Ï  BPDU�”
�0�o  + �\�o �> �f�#  �F�6�;�.�6�;

��
Ï
BPDU�,���6�4

A
�,���6�4

B

92
72

2
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RSTP �b�+0[
RSTP �b�+0[
RSTP �c�
�Ï�–�å�º�¶�î�Ï�–�å�º�b4Ä)z�†�<#Ý�K�Z�
�«�Ã�½�å�¢�¶�Ü�î�b9×3ÿ�¥�å�Â�î�ª�™�å�«�†��#'
�K�r�M���r�S�
 1 &Ê�• 6�b6ë�_�
�«�Ã�½�å�¢�¶�Ü�î�†
Ì�S�B�[�A�r�M>& IEEE 802.1D �«�Ã�½�å�¢�¶�Ü�î
�b�¹�Ç�›�Ý�º�_0¿���I�€�Z�8�•  50 &Ê�\�c$��^�~�r�M>' ��

�G�G�[�c�
 RSTP �b�µ+��_�X�8�Z1��Â�K�r�M��

• ���Ï�î�º�b�z�m�>�|�g�”�¡�¸�•�È  �º�Ï�ß�ª�� >&P.22-9>'

• ��9×3ÿ�¥�å�Â�î�ª�™�å�«�� >&P.22-10>'

• ���Ï�î�º  �ß�î�Ý�b� �‡�� >&P.22-11>'

• �� BPDU �b�Ç�›�î�Ð�µ�º�>�|�g�É�ß�­�«�� >&P.22-12>'

0¿���_�X�8�Z�c�
 �� MSTP �µ+��b0¿���� >&P.22-14>' �†�g!·�K�Z�C�T�I�8��  

�Ï�î�º�b�z�m�>�|�g�”�¡�¸�•�È  �º�Ï�ß�ª

RSTP �c�
�Ï�î�º�_�z�m�†�m�~�\�Z�Z�
�”�¡�¸�•�È  �º�Ï�ß�ª�†�Û*f�M�•�G�\�_�|�W�Z9×3ÿ�¥�å�Â�î
�ª�™�å�«�†��#'�K�r�M�� ���«�Ã�½�å�¢�¶�Ü�î  �º�Ï�ß�ª�\  BPDU��>&P.21-3>' �[1��Â�K�S�|�:�_�
 RSTP 
�c�
 IEEE 802.1D STP �_�ö�Y�A�
�«�–�µ�³  �É�Û�–�œ�Ü�¸�•�@�q�v9×�8>&�É�Û�–�œ�Ü�¸�•�b�Í�@�q�v�`
�I�8>'�«�–�µ�³�†�Ý�î�º  �«�–�µ�³�_4E�¥�K�r�M�� RSTP �c�I�}�_�
�›�Ï�î�º�_���b�8�N�€�?  1 �X�b�z�m
�†�m�~�\�Z�r�M��

• �Ý�î�º  �Ï�î�º>8�«�–�µ�³�?�}�Ý�î�º  �«�–�µ�³�l�Ã�£�µ�º�†3?3æ�M�•���œ�b�q4:�Ã�«>&�q�v�*�¥�«
�º�^�Ã�«>'�†�f�j�K�r�M��

• �æ���Ï�î�º>8�æ���«�–�µ�³�_�K)F�K�r�M���G�€�_�|�~�
 LAN �?�}�Ý�î�º  �«�–�µ�³�l�Ã�£�µ�º�†3?
3æ�M�•�\�A�b�Ã�«  �¥�«�º�@�q�`�_�^�~�r�M���æ���«�–�µ�³�@  LAN �_�K)F�M�•�Ï�î�º�b�G�\�†�æ��
�Ï�î�º�\�ç�g�r�M��

• �æ�p�Ï�î�º>8#'�~�b�Ý�î�º  �Ï�î�º�@�f�j�K�S�Ã�«�_�æ�ƒ�•�Ý�î�º  �«�–�µ�³�l�b�æ�p�Ã�«�†�f�j�K
�r�M��

• �Â�µ�¡�”�µ�É  �Ï�î�º>8�æ���Ï�î�º�@�f�j�K�S�
�«�Ã�½�å�¢�¶�Ü�î�b�Ü�î�Ç�_�¥�?�:�Ã�«�b�Â�µ�¡
�”�µ�É�\�K�Z�µ+��K�r�M���Â�µ�¡�”�µ�É  �Ï�î�º�@�Ñ�~�[�A�•�b�c�
 2 �X�b�Ï�î�º�@�Ï�–�å�º�¶�î�Ï
�–�å�º  �Ü�å�¡�_�|�W�Z�Ý�î�É�Â�µ�¡�[�K)F�I�€�Z�8�•���œ�
�r�S�c  1 �X�b�«�–�µ�³�_
¹�w  LAN �­
�¢�Ó�å�º�l�b�K)F�@  2 �X�è�V�6�•���œ�[�M��

• �¹�•�­�î�È�Ý  �Ï�î�º>8�«�Ã�½�å�¢�¶�Ü�î�b�·�8�_�>�8�Z�1�v�z�m�@�Z�<�}�€�Z�8�r�O�‡��

�Ý�î�º  �Ï�î�º�r�S�c�æ���Ï�î�º�b�z�m�†�m�~�\�Z�}�€�S�Ï�î�º�c�
�”�¡�¸�•�È  �º�Ï�ß�ª�b�M4Š�\�^�~
�r�M���æ�p�Ï�î�º�r�S�c�Â�µ�¡�”�µ�É  �Ï�î�º�b�z�m�†�m�~�\�Z�}�€�S�Ï�î�º�c�
�”�¡�¸�•�È  �º�Ï�ß�ª
�?�}7V�¥�I�€�r�M��
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'¨  22 'v       MSTP �b0¿��
RSTP �b�+0[
�¿�µ�º�á�î�¡
²�/�b�Ï�î�º�b�z�m�_%©%*�b�^�8�ó���K�S�º�Ï�ß�ª�[�c�
 RSTP �c�
�M�m�Z�b�Ý�î�º  
�Ï�î�º�>�|�g�æ���Ï�î�º�@�S�T�U�_�Ç�›�á�î�¹�•�å�¢  �«�¸�î�º�_&ã/œ�K�
�æ�p�Ï�î�º�\�Â�µ�¡�”�µ�É  
�Ï�î�º�@�²�N�ë� �«�¸�î�º>& IEEE 802.1D �b�È�ß�µ�Ÿ�å�¢  �«�¸�î�º�\� �L>'�_�^�•�|�:�_�–0É�K�r�M��
�Ç�›�á�î�¹�•�å�¢  �É�ß�­�«�>�|�g�Û�î�½�å�¢  �É�ß�­�«�b�·�8�c�Ï�î�º  �«�¸�î�º�_�|�W�Z�D�š�I�€�r
�M�� /² 22-2 �_�
 IEEE 802.1D �\  RSTP �b�Ï�î�º  �«�¸�î�º�b�š3Q�†&g�K�r�M��

�©�«�¥�b  STP ��/æ0���
Æ�[�Z�œ�ö�†�W�•�S�u�
�G�b�Ð�½�×�”�Ý�[�c�
�Ï�î�º�b �ë�  �«�¸�î�º�† �È�ß�µ
�Ÿ�å�¢ �\��*O�K�Z�8�r�M���æ���Ï�î�º�c�
�Ü�«�½�å�¢  �«�¸�î�º�?�}6ä���K�r�M��

9×3ÿ�¥�å�Â�î�ª�™�å�«

RSTP �†�Q#Ý�M�•�\�
�«�–�µ�³�
�«�–�µ�³  �Ï�î�º�
�r�S�c  LAN �_7€���@$Î#Õ�K�Z�v�
�S�T�U�_�K)F�†
�G�Ÿ�[�A�r�M�� RSTP �c�
�š�µ�ª  �Ï�î�º�
�‚�K�8�Ý�î�º  �Ï�î�º�
�>�|�g�Ï�–�å�º�¶�î�Ï�–�å�º  �Ü�å�¡
�[�K)F�I�€�Z�8�•�Ï�î�º�_���b�|�:�^9×3ÿ�¥�å�Â�î�ª�™�å�«�†�f�j�K�r�M��

• �š�µ�ª  �Ï�î�º>8 spanning-tree portfast �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q
#Ý�K�Z�
 RSTP �«�–�µ�³�V�b  1 �X�b�Ï�î�º�†�š�µ�ª  �Ï�î�º�_0¿���M�•�\�
�Q�b�š�µ�ª  �Ï�î�º�c�S
�T�U�_�Ç�›�á�î�¹�•�å�¢  �«�¸�î�º�_�^�~�r�M���š�µ�ª  �Ï�î�º�c  PortFast �P�Â�Ï�î�º�\� �L�[�
�G
�€�†�–�¿�î�È�Ý�_�[�A�•�b�c�
�"�M�b�š�å�»  �«�¸�î�©�Ù�å�_�K)F�I�€�Z�8�•�Ï�î�º�V�T�E�[�M��

• �Ý�î�º  �Ï�î�º>8 RSTP �c�
�‚�K�8�Ý�î�º  �Ï�î�º�†4E�¥�M�•�\�
�‚�8�Ý�î�º  �Ï�î�º�†�È�ß�µ�¡�K�Z�

�‚�K�8�Ý�î�º  �Ï�î�º�†�S�T�U�_�Ç�›�á�î�¹�•�å�¢  �«�¸�î�º�_�K�r�M��

• �Ï�–�å�º�¶�î�Ï�–�å�º  �Ü�å�¡>8 2 �X�b�Ï�î�º�†�Ï�–�å�º�¶�î�Ï�–�å�º  �Ü�å�¡�[�K)F�K�
�ß�î�•�Ý  
�Ï�î�º�@�æ���Ï�î�º�_�^�•�\�
�Q�b�æ���Ï�î�º�c�
�f�L / �œ�–�Á�å�»�©�™�–�¡�†�Q#Ý�K�Z�
%&�m
�
�Ï�î�º�\9×3ÿ&ã/œ�†�¿�¦�©�š�î�©�Ù�å�K�
�Ý�î�É�b�^�8�º�Ï�ß�ª�†�–0É�K�r�M��

�W 22-4 �[�c�
 �«�–�µ�³  A �\�«�–�µ�³  B �c�Ï�–�å�º�¶�î�Ï�–�å�º  �Ü�å�¡�†3û�L�Z�K)F�I�€�
 �M�m�Z
�b�Ï�î�º�@�È�ß�µ�Ÿ�å�¢  �«�¸�î�º�_�^�W�Z�8�r�M���«�–�µ�³  A �b�É�Û�–�œ�Ü�¸�•�Í�@�«�–�µ�³  B 
�b�É�Û�–�œ�Ü�¸�•�Í�|�~�`�I�8�X�Í�[�6�•���œ�
  �«�–�µ�³  A �c�«�–�µ�³  B �_�f�L�Ó�µ�­�î�ª >&�f�L
�Ç�Û�¢�@0¿���I�€�S�¥�å�Ç�•� �×�Þ�î�©�Ù�å  BPDU>'�†3æ�™�K�
�«�–�µ�³  A +¬3��@�æ���«�–�µ�³
�_�^�•�G�\�†�f�L�K�r�M��

�«�–�µ�³  B �c�
�f�L�Ó�µ�­�î�ª�†�w�™�M�•�\�
�f�L�Ó�µ�­�î�ª�†�w�™�K�S�Ï�î�º�†�‚�K�8�Ý�î�º  
�Ï�î�º�\�K�Z4E�¥�K�
�M�m�Z�b8��š�µ�ª  �Ï�î�º�†�È�ß�µ�Ÿ�å�¢  �«�¸�î�º�_�K�r�M���I�}�_�
�‚�K
�8�Ý�î�º  �Ï�î�º)�#ä�[�œ�–�Ó�µ�­�î�ª>&�œ�–�Ç�Û�¢�@0¿���I�€�S  BPDU>'�†3æ�™�K�r�M��

�«�–�µ�³  A �c�
�«�–�µ�³  B �b�œ�–�Ó�µ�­�î�ª�†�w�™�M�•�\�
�S�T�U�_+¬3��b�æ���Ï�î�º�†�Ç�›
�á�î�¹�•�å�¢  �«�¸�î�º�_�K�r�M���«�–�µ�³  B �c�Q�b8��š�µ�ª  �Ï�î�º�†�M�m�Z�È�ß�µ�¡�K�
�r�S�«
�–�µ�³  A �\�«�–�µ�³  B �c�Ï�–�å�º�¶�î�Ï�–�å�º  �Ü�å�¡�[�K)F�I�€�Z�8�•�b�[�
�¿�µ�º�á�î�¡�_
�Ý�î�É�c�g�B�I�€�r�O�‡��

/² 22-2 �Ï�î�º  �«�¸�î�º�b�š3Q

�·�8�«�¸�î�±�«
STP �Ï�î�º  �«�¸�î
�º>&IEEE 802.1D>'

RSTP �Ï�î�º  �«
�¸�î�º

�Ï�î�º�@�”�¡�¸�•�È  �º�Ï�ß�ª�_  
�µ�r�€�Z�8�•�?

�–�¿�î�È�Ý �È�ß�µ�Ÿ�å�¢ �ë�  No

�–�¿�î�È�Ý �Ü�«�½�å�¢ �ë�  No

�–�¿�î�È�Ý �Û�î�½�å�¢ �Û�î�½�å�¢ Yes

�–�¿�î�È�Ý �Ç�›�á�î�¹�•�å�¢ �Ç�›�á�î�¹�•�å�¢ Yes

�¹�•�­�î�È�Ý �¹�•�­�î�È�Ý �ë�  No
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RSTP �b�+0[
�«�–�µ�³  C �@�«�–�µ�³  B �_�K)F�I�€�S���œ�v�
� �]�b�Á�å�»�©�™�–�¡  �Ó�µ�­�î�ª�@�º�n�I�€�r�M��
�«�–�µ�³  C �c�«�–�µ�³  B �_�K)F�I�€�S�Ï�î�º�†�Ý�î�º  �Ï�î�º�\�K�Z4E�¥�K�
�g'ƒ�b�Ï�î�º�c�S�T
�U�_�Ç�›�á�î�¹�•�å�¢  �«�¸�î�º�_&ã/œ�K�r�M���”�¡�¸�•�È  �º�Ï�ß�ª�_�«�–�µ�³�@3ã�•�I�€�•�S�g
�_�
�G�b�Á�å�»�©�™�–�¡  �É�ß�­�«�@��/œ�I�€�r�M���¿�µ�º�á�î�¡�@�p�°�M�•�\�
�G�b�f�L / �œ�–�Á
�å�»�©�™�–�¡�@�Ý�î�º�?�}�«�Ã�½�å�¢  �¶�Ü�î�b�Ü�î�Ç�l�\4
�s�r�M��

�«�–�µ�³�c�Ï�î�º�b�¹�×�É�Þ�µ�¡�«  �Ô�î�»�_�|�W�Z�Ü�å�¡  �±�–�É�†�Û*f�K�r�M��
²�§5��Ï�î�º�c
�Ï�–�å�º�¶�î�Ï�–�å�º�K)F�\0b�^�I�€�
���§5��K)F�c
¹�w�K)F�\0b�^�I�€�r�M�� spanning-tree 
link-type  �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�M�•�\�
�¹�×�É�Þ�µ�¡�«0¿��
�[�D�š�I�€�S�¹�Ç�›�Ý�º�b0¿���Í�†�V�i�A�[�A�r�M��

�W 22-4 9×3ÿ�¥�å�Â�î�ª�™�å�«�b�f�L�\�œ�–�b�Á�å�»�©�™�–�¡

�Ï�î�º  �ß�î�Ý�b� �‡

�«�–�µ�³�b�Ï�î�º�b  1 �X�[�f�L�Ó�µ�­�î�ª�@�w�™�I�€�
�Q�b�Ï�î�º�@�‚�K�8�Ý�î�º  �Ï�î�º�_4E�¥�I�€
�•�\�
 RSTP �c�Ú�b�M�m�Z�b�Ï�î�º�†�‚�K�8�Ý�î�º�b�_���_� �‡�I�O�r�M��

�Ú�b�M�m�Z�b�Ï�î�º�@� �‡�ì�I�€�•�\�
�«�–�µ�³�c�Ý�î�º  �Ï�î�º�[�w�™�K�S
ƒ�)�b�Ý�î�º�_���_� �‡
�ì�I�€�r�M���«�–�µ�³�V�b�¶���b�Ï�î�º�c���b���œ�_� �‡�ì�I�€�S"g�Â�\�^�~�r�M��  

• �È�ß�µ�Ÿ�å�¢  �«�¸�î�º�[�6�•���œ

• �š�µ�ª  �Ï�î�º�[�6�•���œ>&�¿�µ�º�á�î�¡�b�š�µ�ª�\�K�Z0¿���I�€�Z�8�•�Ï�î�º>'

�æ���Ï�î�º�@�Ç�›�á�î�¹�•�å�¢  �«�¸�î�º�[�6�~�
�^�>�?�X�š�µ�ª  �Ï�î�º�\�K�Z0¿���I�€�Z�8�^�8���œ�

RSTP �_�|�W�Z�‚�K�8�Ý�î�º�_���[�I�D$×�_� �‡�ì�I�€�•�\�
�Q�b�æ���Ï�î�º�c�È�ß�µ�Ÿ�å�¢  �«�¸�î
�º�_�^�~�r�M���M+á$×�_�
 RSTP �@�Ï�î�º�†�‚�K�8�Ý�î�º�_���[�I�D$×�_� �‡�ì�M�•���œ�_�
�Q�b�Ï�î
�º�@�V0°�b�8�N�€�b�²�ó�v 6�S�K�Z�8�^�8���œ�
�Ï�î�º�b�«�¸�î�º�c�È�ß�µ�Ÿ�å�¢�_0¿���I�€�r�M��

�­�z�,���6�4  A �,���6�4  B

FF

RPDP

FF

RPDP

FF

RPDP

FF

RPDP

�,���6�4  C

88
76

0

�'�ç�^�o�;
�0�o

�,���6�4

�^�o�;
�0�o

�,���6�4 �­�z

�^�o�;
�0�o

�,���6�4 �'�ç

DP = �0�o�P�o�;
RP = �^�o�;  �P�o�;
F = �H�� �b �o�:���f�#
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RSTP �b�+0[
�«�–�µ�³�c�
�M�m�Z�b�Ï�î�º�@� �‡�ì�I�€�S�G�\�†&�1��M�•�\�
�Q�b�Ý�î�º  �Ï�î�º�_�P�Â�M�•�æ���«
�–�µ�³�_�œ�–�Ó�µ�­�î�ª�†3æ�™�K�r�M���Ï�–�å�º�¶�î�Ï�–�å�º  �Ü�å�¡�[�K)F�I�€�S�«�–�µ�³�@�Ï�î�º
�b�z�m�_�X�8�Z�«�8�_�œ�–�M�•�\�
 RSTP �c�Ï�î�º  �«�¸�î�º�†�S�T�U�_�Ç�›�á�î�¹�•�å�¢  �«�¸�î�º�_
&ã/œ�I�O�r�M���G�b�M4��b�–�Ë�å�º�† �W 22-5 �_&g�K�r�M��

�W 22-5 9×3ÿ�¥�å�Â�î�ª�™�å�«�p�b�–�Ë�å�º�b�©�î�£�å�«

BPDU �b�Ç�›�î�Ð�µ�º�>�|�g�É�ß�­�«

RSTP BPDU �b�Ç�›�î�Ð�µ�º�c�
 �É�ß�º�¥�Ý  �Â�î�ª�Ù�å�@  2 �_0¿���I�€�Z�8�•!l�†7V�A�
 IEEE 802.1D 
BPDU �b�Ç�›�î�Ð�µ�º�\� �L�[�M���‚�K�8  1 �Â�–�º�b�Â�î�ª�Ù�å  1 �b  Length �Ç�•�î�Ý�»�c  0 �_0¿���I
�€�r�M���G�€�c�Â�î�ª�Ù�å  1 �b�É�ß�º�¥�Ý�b�_���@�^�8�G�\�†&g�K�Z�8�r�M�� /² 22-3 �_�
 RSTP �b�Ç
�Û�¢  �Ç�•�î�Ý�»�†&g�K�r�M��

2. �I�`�6�"
9. 0©1M

1. �­�z4. �'�ç

6. �­�z

�^�o�;  �P�o�;
�0�o�P�o�;

8. �'�ç 10. �'�ç

���6�+  �P�o�;

7. �­�z

5. 0©1M

3. �I�`�6�"
11. 0©1M

88
76

1

/² 22-3 RSTP BPDU �Ç�Û�¢

�Å�µ�º �µ+�

0 �º�Ï�ß�ª�b�š�f>& TC>'

1 �f�L

2 >|  3

00

01

10

11

�Ï�î�º�b�z�m>8

Unknown

�æ�p�Ï�î�º

�Ý�î�º  �Ï�î�º

�æ���Ï�î�º

4 �Û�î�½�å�¢

5 �Ç�›�á�î�¹�•�å�¢

6 �œ�–

7 �º�Ï�ß�ª�b�š�f�b&�1�>& TCA>'
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RSTP �b�+0[
3æ�™�«�–�µ�³�c�
+¬3��†  LAN �V�b�æ���«�–�µ�³�_�M�•�S�u�_�
 RSTP BPDU �_�f�L�Ç�Û�¢�†0¿���K�r
�M���f�L�Ó�µ�­�î�ª�[�c�
�Ï�î�º�b�z�m�c�–�_�æ���Ï�î�º�_0¿���I�€�r�M��

3æ�™�«�–�µ�³�c�
�f�L�†�w�E
°�€�•���œ�
 RSTP BPDU �_�œ�–�Ç�Û�¢�†0¿���K�r�M���œ�–�Ó�µ�­�î�ª�[
�c�
�Ï�î�º�b�z�m�c�–�_�Ý�î�º  �Ï�î�º�_0¿���I�€�r�M��

RSTP �_�c�¶�9�b  Topology Change Notification>&TCN; �º�Ï�ß�ª�š�f3û%±>' BPDU �c�6�~�r�O�‡���º
�Ï�ß�ª�b�š�f�†&g�M�_�c�
�º�Ï�ß�ª�š�f>& TC>'�Ç�Û�¢�@�Q#Ý�I�€�r�M���S�T�K�
 IEEE 802.1D �«�–�µ
�³�\�b%&�«4 #Ý�ö�†�–�X�S�u�_�
 RSTP �«�–�µ�³�c  TCN BPDU �b��#.�\#Õ�B�†/œ�8�r�M��

�Û�î�½�å�¢�\�Ç�›�á�î�¹�•�å�¢�b�Ç�Û�¢�c�
3æ�™�Ï�î�º�b�«�¸�î�º�_�Â�L�Z0¿���I�€�r�M��


ƒ�)  BPDU �_���b��#.

#'�~�–�Ñ�I�€�Z�8�•�Ý�î�º�_���|�~�v
ƒ�)�b�Ý�î�º�_��>&�`�I�8�«�–�µ�³  ID�
�*�Ã�«  �¥�«�º�^�]>'�†
�Ï�î�º�@�w�™�M�•�\�
 RSTP �c
Ì�S�B�†6ä���K�r�M���Q�b�Ï�î�º�@�‚�K�8�Ý�î�º  �Ï�î�º�\�K�Z�f�L�I
�€�
4E�¥�I�€�•�\�
 RSTP �c�Ú�b�M�m�Z�b�Ï�î�º�†�I�D$×�_� �‡�ì�K�r�M��

�w�™�K�S BPDU �@�f�L�Ç�Û�¢�b0¿���I�€�S  RSTP BPDU �[�6�•���œ�
�«�–�µ�³�c�Ú�b�M�m�Z�b�Ï�î�º
�†� �‡�ì�K�S�‹�
�œ�–�Ó�µ�­�î�ª�†3æ�™�K�r�M�� BPDU �@ IEEE 802.1D BPDU �[�6�•���œ�
�«�–�µ�³
�c�f�L�Ç�Û�¢�†0¿���O�N�_�
�Q�b�Ï�î�º�b3?3æ4����±�–�Ð�î�†2s�·�K�r�M���‚�K�8�Ý�î�º  �Ï�î�º�c
�Ç�›�á�î�¹�•�å�¢  �«�¸�î�º�_&ã/œ�M�•�S�u�_  2 �¸�b3?3æ4����ì6ë�†�²0[�\�K�r�M��

�Ï�î�º�[
ƒ�)�b�_���@�w�™�I�€�S�S�u�_�
�Q�b�Ï�î�º�@�Â�µ�¡�”�µ�É  �Ï�î�º�r�S�c�æ�p�Ï�î�º�_�^�•
���œ�
 RSTP �c�Q�b�Ï�î�º�†�È�ß�µ�Ÿ�å�¢  �«�¸�î�º�_0¿���K�
�œ�–�Ó�µ�­�î�ª�c3æ�™�K�r�O�‡���æ��
�Ï�î�º�c�
3?3æ4����±�–�Ð�î�@ 6�¢�M�•�r�[�f�L�Ç�Û�¢�b0¿���I�€�S  BPDU �b3æ�™�†)F�E�r�M���±�–
�Ð�î�@ 6�¢�M�•�\�
�Ï�î�º�c�Ç�›�á�î�¹�•�å�¢  �«�¸�î�º�_&ã/œ�K�r�M��

�W�)  BPDU �_���b��#.

�æ���Ï�î�º�b�z�m�Ç�Û�¢�@0¿���I�€�S�W�)  BPDU>&�Q�b�Ï�î�º�_#'�~�–�Ñ�I�€�Z�8�•�Í�|�~�±�A�8�«
�–�µ�³  ID�
9×�8�Ã�«  �¥�«�º�^�]>'�†�æ���Ï�î�º�@�w�™�K�S���œ�
�Q�b�æ���Ï�î�º�c�
�S�T�U�_#'�~�b
+¬3��b�_���†�Â'Å�K�r�M��

�º�Ï�ß�ª�b�š�f

�G�G�[�c�
�«�Ã�½�å�¢�¶�Ü�î  �º�Ï�ß�ª�b�š�f��#.�_�X�8�Z�
 RSTP �\  IEEE 802.1D �b%&4*�†1��Â�K�r
�M��

• �è��>8 IEEE 802.1D �[�c�È�ß�µ�Ÿ�å�¢�\�Ç�›�á�î�¹�•�å�¢  �«�¸�î�º6ë�[�b �M�m�Z�b&ã/œ�_�|�W�Z
�º�Ï�ß�ª�b�š�f�@#Õ�L�r�M�@�
 RSTP �[�c�º�Ï�ß�ª�b�š�f�@#Õ�L�•�b�c�
�È�ß�µ�Ÿ�å�¢�?�}�Ç�›
�á�î�¹�•�å�¢�_�«�¸�î�º�@&ã/œ�M�•���œ �b�s �[�M>&�º�Ï�ß�ª�b�š�f�\0b�^�I�€�•�b�c�
%&�«�K)F�ö
�@�¥�V�M�•���œ�T�E�[�M>' ���š�µ�ª  �Ï�î�º�[�«�¸�î�º�@�š�f�I�€�Z�v�
�º�Ï�ß�ª�b�š�f�c#Õ�L�r�O
�‡�� RSTP �«�–�µ�³�c�
�º�Ï�ß�ª�b�š�f�†�è���M�•�\�
�Q�b�«�–�µ�³�b�M�m�Z�b8��š�µ�ª  �Ï�î�º

>&TC 3û%±�†�w�™�K�S�Ï�î�º�†7V�C>'�[�Û*f�K�S�_���†�P7V�K�r�M��

• 3û%±>8IEEE 802.1D �c  TCN BPDU �†�Q#Ý�K�r�M�@�
 RSTP �c�Q#Ý�K�r�O�‡���S�T�K�
 IEEE 
802.1D �\�b%&�«4 #Ý�ö�†�–�X�S�u�_�
 RSTP �«�–�µ�³�c  TCN BPDU �b��#.�\#Õ�B�†/œ�8�r�M��
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MSTP �µ+��b0¿��
• &�1�>8RSTP �«�–�µ�³�c�
�æ���Ï�î�º�[  IEEE 802.1D �«�–�µ�³�?�}  TCN �Ó�µ�­�î�ª�†�w�™�K�S��
�œ�
 TCA �Å�µ�º�@0¿���I�€�S  IEEE 802.1D �¥�å�Ç�•� �×�Þ�î�©�Ù�å  BPDU �[�Â'Å�K�r�M���S�T
�K�
 IEEE 802.1D �«�–�µ�³�_�K)F�I�€�S�Ý�î�º  �Ï�î�º�[  TC �ì6ë�±�–�Ð�î>& IEEE 802.1D �b�º�Ï
�ß�ª�š�f�±�–�Ð�î�\� �L>'�@�”�¡�¸�•�È�[�6�~�
 TCA �Å�µ�º�@0¿���I�€�S�¥�å�Ç�•� �×�Þ�î�©�Ù
�å  BPDU �@�w�™�I�€�S���œ�
 TC �ì6ë�±�–�Ð�î�c�Ü�­�µ�º�I�€�r�M��

�G�b��#.�c�
 IEEE 802.1D �«�–�µ�³�†�§�Ï�î�º�M�•% $×�[�b�s�²0[�\�I�€�r�M�� RSTP BPDU �[
�c�
 TCA �Å�µ�º�c0¿���I�€�r�O�‡��

• ���Û>8 RSTP �«�–�µ�³�c�
�æ���Ï�î�º�r�S�c�Ý�î�º  �Ï�î�º�†�Ó�K�Z�9�b�«�–�µ�³�?�}  TC �Ó�µ�­�î
�ª�†�w�™�M�•�\�
+¬3��b�M�m�Z�b8��š�µ�ª  �Ï�î�º�
�æ���Ï�î�º�
�>�|�g�Ý�î�º  �Ï�î�º>&�G�b  TC 
�Ó�µ�­�î�ª�†�w�™�K�S�Ï�î�º�†7V�C>'�_�š�f�†���Û�K�r�M���«�–�µ�³�c�
�G�€�}�b�M�m�Z�b�Ï�î�º
�b  TC �ì6ë�±�–�Ð�î�†2s�·�K�
�G�€�}�b�Ï�î�º�V�[�Û*f�K�S�_���†�P7V�K�r�M��

• �É�ß�º�¥�Ý�b&ã/œ>8 IEEE 802.1D �«�–�µ�³�\�b�W�)�«�n�ö�†�–�X�S�u�
 RSTP �c  IEEE 802.1D �¥
�å�Ç�•� �×�Þ�î�©�Ù�å  BPDU �>�|�g  TCN BPDU �†�Ï�î�º�"�)�[�²0[�_�Â�L�Z3æ�™�K�r�M��

�Ï�î�º�@�6�‡�ì�I�€�•�\�
&ã/œ4����±�–�Ð�î�@2s�·�I�€>& RSTP BPDU �†3æ�™�M�•�q�`�ì6ë�†�æ
��>' �
 RSTP BPDU �@3æ�™�I�€�r�M���G�b�±�–�Ð�î�@�”�¡�¸�•�È�^6ë�
�«�–�µ�³�c�Q�b�Ï�î�º�[�w
�™�K�S�M�m�Z�b BPDU �†��#.�K�
�É�ß�º�¥�Ý  �±�–�É�†!“0i�K�r�M��

�«�–�µ�³�c�Ï�î�º�b&ã/œ4����±�–�Ð�î�@ 6�¢�K�S�‹�_  IEEE 802.1D BPDU �†�w�™�K�S���œ�
 IEEE 
802.1D �«�–�µ�³�_�K)F�I�€�Z�8�•�\�•���K�
 IEEE 802.1D BPDU �b�s�b�Q#Ý�†6ä���K�r�M���S�T
�K�
 RSTP �«�–�µ�³�@  1 �X�b�Ï�î�º�[  IEEE 802.1D BPDU �†�Q#Ý�K�Z�8�Z�
�±�–�Ð�î�@ 6�¢�K�S
�‹�_  RSTP BPDU �†�w�™�K�S���œ�
�±�–�Ð�î�@
Ì2s�·�K�
�Q�b�Ï�î�º�[  RSTP BPDU �b�Q#Ý�@6ä
���I�€�r�M��

MSTP �µ+��b0¿��
�G�G�[�c�
���b0¿���_�X�8�Z1��Â�K�r�M��

• �� MSTP �b�¹�Ç�›�Ý�º0¿���� >&P.22-15>'

• �� MSTP 0¿���ì�b�@�–�¦8o�� >&P.22-15>'

• �� MST �Ü�î�ª�Ù�å�b0¿���>�|�g  MSTP �b�–�¿�î�È�Ý�ì�� >&P.22-16>'>&�²8r>'

• ���Ý�î�º  �«�–�µ�³�b0¿���� >&P.22-18>'>&�õ�–>'

• ���­�•�å�²�Ü  �Ý�î�º  �«�–�µ�³�b0¿���� >&P.22-19>'>&�õ�–>'

• ���Ï�î�º  �É�Û�–�œ�Ü�¸�•�b0¿���� >&P.22-20>'>&�õ�–>'

• ���Ã�«  �¥�«�º�b0¿���� >&P.22-21>'>&�õ�–>'

• ���«�–�µ�³�b�É�Û�–�œ�Ü�¸�•�b0¿���� >&P.22-22>'>&�õ�–>'

• �� hello �±�–�Ò�b0¿���� >&P.22-23>'>&�õ�–>'

• ��3?3æ4����ì6ë�b0¿���� >&P.22-24>'>&�õ�–>'

• ���q�±)�4#�ì6ë�b0¿���� >&P.22-24>'>&�õ�–>'

• ���q�±�Í�µ�É  �•�˜�å�º�b0¿���� >&P.22-25>'>&�õ�–>'

• ���Ü�å�¡  �±�–�É�b�æ���_�|�•9×3ÿ&ã/œ�b�–0É�� >&P.22-25>'>&�õ�–>'

• ���¿�–�Â�î  �±�–�É�b�æ���� >&P.22-26>'>&�õ�–>'

• ���É�ß�º�¥�Ý&ã/œ�É�ß�­�«�b
Ì2s�·�� >&P.22-26>'>&�õ�–>'
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'¨  22 'v       MSTP �b0¿��
MSTP �µ+��b0¿��
MSTP �b�¹�Ç�›�Ý�º0¿��

/² 22-4 �_�
 MSTP �b�¹�Ç�›�Ý�º0¿���†&g�K�r�M��

�§�Ï�î�º�I�€�•�«�Ã�½�å�¢�¶�Ü�î  �–�å�«�±�å�«�X�_�X�8�Z�c�
 ���§�Ï�î�º�I�€�•�«�Ã�½�å�¢�¶�Ü�î  �–�å
�«�±�å�«�� >&P.21-10>' �†�g!·�K�Z�C�T�I�8��

MSTP 0¿���ì�b�@�–�¦8o

�G�G�[�c�
 MSTP �b0¿���ì�b�@�–�¦8o�†1��Â�K�r�M��

• spanning-tree mode mst �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�Z�
 MST �†�–
�¿�î�È�Ý�_�M�•�\�
 RSTP �@+¬�·$×�_�–�¿�î�È�Ý�_�^�~�r�M��

• 2 �X�è�V�b�«�–�µ�³�†� �L  MST �Ü�î�ª�Ù�å�_0¿���M�•�_�c�
 �Q�b  2 �X�b�«�–�µ�³�_� �L  VLAN/ �–
�å�«�±�å�«  �Ð�µ�Æ�å�¢�
� �L�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ü�Å�ª�Ù�å$��•�
� �L�¡�S�†0¿���K�^�E�€
�d�^�~�r�O�‡��

• �«�–�µ�³�c�q�±  65 �b  MST �–�å�«�±�å�«�†�§�Ï�î�º�K�r�M��"I���b  MST �–�å�«�±�å�«�_�Ð�µ�Æ�å
�¢�•+��^  VLAN �X�_�D7H�c�6�~�r�O�‡��

• PVST+�
 Rapid PVST+�
�>�|�g  MSTP �c�§�Ï�î�º�I�€�r�M�@�
�”�¡�¸�•�È�_�[�A�•�b�c  1 �X�b
�Â�î�ª�Ù�å�T�E�[�M  >&�S�\�<�d�
�M�m�Z�b  VLAN �[  PVST+ �†�Q#Ý�M�•�?�
�M�m�Z�b  VLAN �[  
Rapid PVST+ �†�Q#Ý�M�•�?�
�r�S�c�M�m�Z�b  VLAN �[  MSTP �†�Q#Ý�M�•�G�\�_�^�~�r�M>' ��0ò(ý
�_�X�8�Z�c�
 ���«�Ã�½�å�¢�¶�Ü�î�b%&�«4 #Ý�ö�\�W�)�«�n�ö�� >&P.21-10>' �†�g!·�K�Z�C�T�I�8���N
�á�M�•�º�Û�å�¡  �Ï�î�º0¿���b0ò(ý�_�X�8�Z�c�
 ���Ú�b�µ+��\�b%&�«�8#Ý�� >&P.16-18>' �†�g!·�K�Z�C
�T�I�8��

• MST �¥�å�Ç�•� �×�Þ�î�©�Ù�å�b  VLAN Trunking Protocol>&VTP; VLAN �º�Û�å�Ÿ�å�¢  �É�ß�º�¥
�Ý>'���Û�µ+��c�§�Ï�î�º�I�€�r�O�‡���S�T�K�
�¥�Ð�å�»�Û�–�å  �–�å�±�î�Ç�™�–�«>& CLI>'�r�S�c  
SNMP>&(F�Æ�¿�µ�º�á�î�¡'ö#.�É�ß�º�¥�Ý>'�§�Ï�î�º�†3û�L�Z�
 MST �Ü�î�ª�Ù�å
Æ�b�›�«�–�µ�³
�[  MST �¥�å�Ç�•� �×�Þ�î�©�Ù�å>&�Ü�î�ª�Ù�å�¡�
�Ü�Å�ª�Ù�å$��•�
�>�|�g  VLAN �\�–�å�«�±�å
�«�b�Ð�µ�Æ�å�¢>'�†�m�·�[0¿���M�•�G�\�c�•+��[�M��

/² 22-4 MSTP �b�¹�Ç�›�Ý�º0¿��

�µ+� �¹�Ç�›�Ý�º0¿��

�«�Ã�½�å�¢�¶�Ü�î  �Ô�î�» PVST+>&Rapid PVST+ �\  MSTP �c�¹�•�­�î�È
�Ý>'

�«�–�µ�³  �É�Û�–�œ�Ü�¸�•>& CIST �Ï�î�º�"�)�[0¿���•+�>' 32768

�«�Ã�½�å�¢�¶�Ü�î  �Ï�î�º  �É�Û�–�œ�Ü�¸�•>& CIST �Ï�î�º�"�)�[0¿���•+�>'  128

�«�Ã�½�å�¢�¶�Ü�î  �Ï�î�º  �¥�«�º>& CIST �Ï�î�º�"�)�[0¿���•+�>'  1000 Mbps>84

100 Mbps>819

10 Mbps>8100

hello �±�–�Ò 2 &Ê

3?3æ4����ì6ë 15 &Ê

�q�±�š�î�ª�å�¢  �±�–�Ò 20 &Ê

�q�±�Í�µ�É  �•�˜�å�º 20 �Í�µ�É
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'¨  22 'v       MSTP �b0¿��
MSTP �µ+��b0¿��
• �¿�µ�º�á�î�¡
Æ�b
Õ6×�Ã�«�[�ß�î�»  �Â�Û�å�©�å�¢�†�µ+��I�O�•�_�c�
�M�m�Z�b  VLAN/ �–�å�«�±�å
�«  �Ð�µ�Æ�å�¢�b�m�~�\�Z�@�M+´�K�Z�8�•�²0[�@�6�~�r�M���M+´�K�Z�8�^�8�\�
�M�m�Z�b�º�Û
�Ç�•�µ�¡�@  1 �X�b�Ü�å�¡�V�[��3æ�I�€�r�M��

• PVST+ �¡�Û�˜�»�\  MST �¡�Û�˜�»�b6ë�
�r�S�c  rapid-PVST+ �¡�Û�˜�»�\  MST �¡�Û�˜�»�b6ë�[
�ß�î�»  �Â�Û�å�©�å�¢�†��#'�M�•�_�c�
�M�m�Z�b  MST �C#ú�Ï�î�º�@�Ç�›�á�î�¹�•�å�¢  �«�¸�î�º�[�^
�E�€�d�^�~�r�O�‡���Q�b�S�u�_�c�
 MST �¡�Û�˜�»�b  IST �Ð�«�±�î�@  CST �b�Ý�î�º�†
À�a�Z�8�•�²
0[�@�6�~�r�M�� MST �¡�Û�˜�»�@0
�X�b  MST �Ü�î�ª�Ù�å�[�S�B�I�€�Z�8�•���œ�c�
 MST �Ü�î�ª�Ù
�å�b  1 �X�_  CST �Ý�î�º�@�µ�r�€�Z�>�~�
�Ú�b�M�m�Z�b  MST �Ü�î�ª�Ù�å�_�>�8�Z�
 MST �¡�Û�˜�»
�_�µ�r�€�Z�8�•�Ý�î�º�l�b�Ã�«�b�‰�@  PVST+ �r�S�c  rapid-PVST+ �¡�Û�˜�»)�#ä�b�Ã�«�|�~�v
ƒ�€
�Z�8�•�²0[�@�6�~�r�M���¡�Û�˜�»
Æ�b�«�–�µ�³�†�m�·�[0¿���K�^�E�€�d�^�}�^�8���œ�v�6�~�r�M��

• �¿�µ�º�á�î�¡�†�¨�X�b�Ü�î�ª�Ù�å�_�(�m�M�•�G�\�c�N�á�[�A�r�O�‡���S�T�K�
�]�:�K�Z�v�(�m�O�J
�•�†�“�^�8���œ�c�
�«�–�µ�³�»  LAN �†�Ý�î�±�r�S�c8��Þ�–�Ö  2 �¹�Â�–�«�[%&�«�K)F�I�€�S�`0d�•
�^  LAN �_�(�m�M�•�G�\�†�N�á�K�r�M��

• UplinkFast �>�|�g  BackboneFast �b0¿���ì�b�@�–�¦8o�_�X�8�Z�c�
 ���œ�É�©�Ù�å�b�«�Ã�½�å�¢�¶
�Ü�î0¿���ì�b�@�–�¦8o�� >&P.23-10>' �†�g!·�K�Z�C�T�I�8��

MST �Ü�î�ª�Ù�å�b0¿���>�|�g  MSTP �b�–�¿�î�È�Ý�ì

2 �X�è�V�b�«�–�µ�³�†� �L  MST �Ü�î�ª�Ù�å�_0¿���M�•�_�c�
�Q�b  2 �X�b�«�–�µ�³�_� �L  VLAN/ �–�å
�«�±�å�«  �Ð�µ�Æ�å�¢�
� �L�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ü�Å�ª�Ù�å$��•�
� �L�¡�S�†0¿���K�^�E�€�d�^�~
�r�O�‡��

�Ü�î�ª�Ù�å�c�
� �L  MST �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�â�X  1 �X�r�S�c0
�X�b�Ó�å�Â�[�S�B�I�€�r�M��
�Ü�î�ª�Ù�å�b�›�Ó�å�Â�c  RSTP BPDU �†��#.�M�•�µ+��†
��<�Z�8�•�²0[�@�6�~�r�M���¿�µ�º�á�î�¡
Æ
�b  MST �Ü�î�ª�Ù�å�b�X�_�c�D7H�c�6�~�r�O�‡�@�
�›�Ü�î�ª�Ù�å�@�§�Ï�î�º�[�A�•�«�Ã�½�å�¢�¶�Ü�î  �–
�å�«�±�å�«�b�X�c  65 �r�[�[�M�� VLAN �_�c�
�M�Ø�_  1 �X�b�«�Ã�½�å�¢�¶�Ü�î  �–�å�«�±�å�«�b�s�m�~�\
�Z�•�G�\�@�[�A�r�M��

MST �Ü�î�ª�Ù�å�b0¿���†/œ�8�
 MSTP �†�–�¿�î�È�Ý�_�M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ
�K�r�M���G�b�m8p�c�²8r�[�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 spanning-tree mst configuration MST �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 3 instance instance-id vlan vlan-range VLAN �†  MST �–�å�«�±�å�«�_�P�Â�Ü�E�r�M��

• instance-id �_�æ���[�A�•(
�V�c�
 0 >|  4094 �[�M��

• vlan vlan-range �_�æ���[�A�•(
�V�c�
 1 >|  4094 �[�M��

MST �–�å�«�±�å�«�_  VLAN �†�Ð�µ�Æ�å�¢�M�•���œ�
�Ð�µ�Æ�å�¢�c
�–�å�¡�Ü�Ó�å�±�Ý�_/œ�ƒ�€�
�¥�Ð�å�»�[�æ���I�€�S  VLAN �@�M�[�_
�Ð�µ�Æ�å�¢�í�s�b  VLAN �_�P�K�Z3ã�•�r�S�c�P7V�I�€�r�M��

VLAN �b(
�V�†�æ���M�•���œ�c�
�Á�–�Ç�å�†�Q#Ý�K�r�M���S�\�<�d�

instance 1 vlan 1-63 �\
°�Š�M�•�\�
 VLAN 1 >|  63 �@ MST �–�å�«�±�å
�«  1 �_�Ð�µ�Æ�å�¢�I�€�r�M��

�M4��b  VLAN �†�æ���M�•���œ�c�
�•�å�Ð�†�Q#Ý�K�r�M���S�\�<�d�

instance 1 vlan 10, 20, 30 �\
°�Š�M�•�\�
 VLAN 10�
 20�
 30 �@ MST �–
�å�«�±�å�«  1 �_�Ð�µ�Æ�å�¢�I�€�r�M��
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'¨  22 'v       MSTP �b0¿��
MSTP �µ+��b0¿��
�¹�Ç�›�Ý�º�b  MST �Ü�î�ª�Ù�å  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�_�`�M�_�c�
 no spanning-tree mst 
configuration �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M�� VLAN �–�å�«�±�å�«  �Ð�µ
�Æ�å�¢�†�¹�Ç�›�Ý�º�b0¿���_�`�M�_�c�
 no instance instance-id [vlan vlan-range] MST �¥�å�Ç�•� �×
�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M���¹�Ç�›�Ý�º�b�¡�S�_�`�M�_�c�
 no name MST �¥�å�Ç�•� �×�Þ�î
�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M���¹�Ç�›�Ý�º�b�Ü�Å�ª�Ù�å$��•�_�`�M�_�c�
 no revision MST �¥�å�Ç�•
� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�
  PVST+ �†�–�¿�î�È�Ý�_�`�M�_�c�
 no spanning-tree mode �r�S�c  
spanning-tree mode pvst �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

���b�[�[�c�
 MST �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�Z  VLAN 10 >|  20 �†  MST �–�å�«�±�å�«  1 
�_�Ð�µ�Æ�å�¢�K�
�Ü�î�ª�Ù�å�_  region1 �\�¡�S�†�Ü�E�Z�
�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ü�Å�ª�Ù�å�†  1 �_0¿
���K�r�M���Q�b�‹�
�š�f&�1��S�b0¿���†/²&g�K�Z�š�f�†4:#Ý�K�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  
�Ô�î�»�_�`�•�‰�2�†&g�K�r�M��

Switch(config)# spanning-tree mst configuration
Switch(config-mst)# instance 1 vlan 10-20
Switch(config-mst)# name region1
Switch(config-mst)# revision 1
Switch(config-mst)# show pending
Pending MST configuration
Name      [region1]
Revision  1
Instance Vlans Mapped
--------  ---------------------
0         1-9,21-4094
1         10-20
-------------------------------

Switch(config-mst)# exit
Switch(config)#

�«�̧ �µ�É 4 name name �¥�å�Ç�•� �×�Þ�î�©�Ù�å�¡�†�æ���K�r�M�� name �«�º�Ü�å�¢�_�c�q�±  32 
�e�Ð�Q#Ý�[�A�
�±�e�Ð�\�`�e�Ð�@�
�9�I�€�r�M��

�«�̧ �µ�É 5 revision version �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ü�Å�ª�Ù�å$��•�†�æ���K�r�M���æ���[�A�•(
�V
�c  0 >|  65535 �[�M

�«�̧ �µ�É 6 show pending 
°�Š�K�S0¿���†/²&g�K�Z�
&�1��K�r�M��

�«�̧ �µ�É 7 exit �š�f�†4:#Ý�K�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 8 spanning-tree mode mst MSTP �†�–�¿�î�È�Ý�_�K�r�M�� RSTP �v�–�¿�î�È�Ý�_�^�~�r�M��

�@�– �«�Ã�½�å�¢�¶�Ü�î  �Ô�î�»�†�š�f�M�•�\�
�M�m�Z�b�«�Ã�½�å�¢
�¶�Ü�î  �–�å�«�±�å�«�c�è�S�b�Ô�î�»�[�6�•�S�u�õ�F�K�
�‚�K
�8�Ô�î�»�[
Ì2s�·�M�•�b�[�
�º�Û�Ç�•�µ�¡�†�p�•�I�O�•�•+�
�ö�@�6�~�r�M��

MSTP �\  PVST+ �r�S�c  MSTP �\  Rapid PVST+ �†� �ì�_��/œ�M�•�G�\
�c�[�A�r�O�‡��

�«�̧ �µ�É 9 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 10 show running-config 0¿���†&�1��K�r�M��

�«�̧ �µ�É 11 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��

�¥�Ð�å�» % $×
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'¨  22 'v       MSTP �b0¿��
MSTP �µ+��b0¿��
�Ý�î�º  �«�–�µ�³�b0¿��

�«�–�µ�³�c�
�«�Ã�½�å�¢�¶�Ü�î  �–�å�«�±�å�«�†  VLAN �¢�Ý�î�É�\�Ð�µ�Æ�å�¢�K�Z)T�â�K�r�M���›�–�å
�«�±�å�«�_�c�
�«�–�µ�³  �É�Û�–�œ�Ü�¸�•�\�«�–�µ�³�b  MAC �”�»�Þ�«�?�}�^�•�«�–�µ�³  ID �@�P�Â�Ü�E
�}�€�r�M���q�`�b�«�–�µ�³  ID �†�â�X�«�–�µ�³�@�Q�b  VLAN �¢�Ý�î�É�b�Ý�î�º  �«�–�µ�³�_�^�~�r�M��

"I���b�«�–�µ�³�@�Ý�î�º�_�^�•�|�:�_0¿���M�•�_�c�
 spanning-tree mst instance-id root �¢�ß�î�Â�Ý  
�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�Z�
�«�–�µ�³  �É�Û�–�œ�Ü�¸�•�†�¹�Ç�›�Ý�º�Í>& 32768>'�?
�}�A�ƒ�u�Z�`�I�8�Í�_�š�f�K�r�M���G�€�_�|�~�
�Q�b�«�–�µ�³�@�æ���I�€�S�«�Ã�½�å�¢�¶�Ü�î  �–�å�«
�±�å�«�b�Ý�î�º  �«�–�µ�³�_�^�•�G�\�@�[�A�r�M���G�b�¥�Ð�å�»�†
°�Š�M�•�\�
�«�–�µ�³�c�
�Ý�î�º  �«
�–�µ�³�b�«�–�µ�³  �É�Û�–�œ�Ü�¸�•�†&�1��K�r�M���Ñ�G�©�«�¸�Ò  ID �b�§�Ï�î�º�b�S�u�
�«�–�µ�³�c�æ��
�I�€�S�–�å�«�±�å�«�_�X�8�Z�
+¬3��b�É�Û�–�œ�Ü�¸�•�†  24576 �_0¿���K�r�M>&�G�b�Í�_�|�W�Z�
�G�b
�«�–�µ�³�@�æ���I�€�S�«�Ã�½�å�¢�¶�Ü�î  �–�å�«�±�å�«�b�Ý�î�º�_�^�•���œ>' ��

�æ���I�€�S�–�å�«�±�å�«�b�Ý�î�º  �«�–�µ�³�_�
 24576 �_ 6�S�^�8�«�–�µ�³  �É�Û�–�œ�Ü�¸�•�@0¿���I�€
�Z�8�•���œ�c�
�«�–�µ�³�c+¬3��b�É�Û�–�œ�Ü�¸�•�†�q�`�b�«�–�µ�³  �É�Û�–�œ�Ü�¸�•�|�~  4096 �T�E�`�I
�8�Í�_0¿���K�r�M  >&4096 �c  4 �Å�µ�º  �«�–�µ�³  �É�Û�–�œ�Ü�¸�•�b�q�W�)�Å�µ�º�b�Í�[�M�� /² 21-1

>&P.21-4>' �†�g!·>' ��

�¿�µ�º�á�î�¡�V�_�Ñ�G�©�«�¸�Ò  ID �†�§�Ï�î�º�M�•�«�–�µ�³�\�§�Ï�î�º�K�^�8�«�–�µ�³�@�ã�~�M�•���œ
�c�
�Ñ�G�©�«�¸�Ò  ID �†�§�Ï�î�º�M�•�«�–�µ�³�@�Ý�î�º  �«�–�µ�³�_�^�•�G�\�c�o�p�6�~�r�O�‡���Ñ�G�©
�«�¸�Ò  ID �_�|�W�Z�
�§�¯�Ç�º�˜�™�”�@'�
>�M�•�K)F�«�–�µ�³�b�É�Û�–�œ�Ü�¸�•�|�~  VLAN $��•�@�±
�A�C�^�•�S�g�_�
�«�–�µ�³  �É�Û�–�œ�Ü�¸�•�Í�@�Q�±�K�r�M��

�›�«�Ã�½�å�¢�¶�Ü�î  �–�å�«�±�å�«�b�Ý�î�º  �«�–�µ�³�c�
�Â�µ�¡�Î�î�å  �«�–�µ�³�r�S�c�¹�•�«�º�Ü
�Å�×�î�©�Ù�å  �«�–�µ�³�_�M�•�²0[�@�6�~�r�M���”�¡�­�«  �«�–�µ�³�†�«�Ã�½�å�¢�¶�Ü�î�b�É�Û�–�Ð�Ü  
�Ý�î�º�\�K�Z0¿���K�^�8�[�C�T�I�8��

�Þ�–�Ö  2 �¿�µ�º�á�î�¡�b%$�„>&�X�r�~�
�Þ�–�Ö  2 �¿�µ�º�á�î�¡�V�b�õ�–�b  2 �X�b�š�å�»  �«�¸�î�©�Ù�å
6ë�b�q�±�«�–�µ�³  �Í�µ�É  �•�˜�å�º>'�†�æ���M�•�_�c�
 diameter �Ÿ�î�á�î�»�†�æ���K�r�M>& MST �–�å
�«�±�å�«  0 �b���œ�b�s�Q#Ý�•>' ���¿�µ�º�á�î�¡�b%$�„�†�æ���M�•�\�
�Q�b%$�„�b�¿�µ�º�á�î�¡�_�q4:�^  
hello �±�–�Ò�
3?3æ4����ì6ë�
�>�|�g�q�±�š�î�ª�å�¢  �±�–�Ò�†�«�–�µ�³�@+¬�·$×�_0¿���M�•�b�[�
�¥�å
�Â�î�ª�™�å�«�b�d0[�ì6ë�†�±�œ�_%·)°�[�A�r�M�� hello �Ÿ�î�á�î�»�†�Q#Ý�K�Z�
+¬�·$×�_0£'ì�I�€�•  
hello �±�–�Ò�†�V�i�A�M�•�G�\�@�[�A�r�M��

>&�@>' �«�–�µ�³�†�Ý�î�º  �«�–�µ�³�\�K�Z0¿���K�S�‹�_�
 spanning-tree mst hello-time�
 spanning-tree mst 
forward-time �
�>�|�g  spanning-tree mst max-age �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q
#Ý�K�Z�
 hello �±�–�Ò�
3?3æ4����ì6ë�
�q�±�š�î�ª�å�¢  �±�–�Ò�†�m�·�[0¿���M�•�G�\�c�N�á�[�A�r�O
�‡��
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'¨  22 'v       MSTP �b0¿��
MSTP �µ+��b0¿��
�«�–�µ�³�†�Ý�î�º  �«�–�µ�³�_0¿���M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M���G�b�m8p�c
�õ�–�[�M��

�«�–�µ�³�†�¹�Ç�›�Ý�º0¿���_�`�M�_�c�
 no spanning-tree mst instance-id root �¢�ß�î�Â�Ý  �¥�å�Ç�•
� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

�­�•�å�²�Ü  �Ý�î�º  �«�–�µ�³�b0¿��

�Ñ�G�©�«�¸�Ò  ID �†�§�Ï�î�º�M�•�«�–�µ�³�†�­�•�å�²�Ü�Ý�î�º�\�K�Z0¿���M�•�\�
�«�–�µ�³  �É�Û�–�œ�Ü
�¸�•�c�¹�Ç�›�Ý�º�Í>& 32768>'�?�}  28672 �_�š�f�I�€�r�M���Q�b)��Ý�
�É�Û�–�Ð�Ü  �Ý�î�º  �«�–�µ�³�_
7€���@$Î#Õ�K�S���œ�_�
�G�b�«�–�µ�³�@�
�æ���I�€�S�–�å�«�±�å�«�b�Ý�î�º  �«�–�µ�³�_�^�•�•+��ö�@
9×�C�^�~�r�M���G�€�c�
�Ú�b�¿�µ�º�á�î�¡  �«�–�µ�³�@�¹�Ç�›�Ý�º�b�«�–�µ�³  �É�Û�–�œ�Ü�¸�•  32768 �†
�Q#Ý�K�
�Ý�î�º  �«�–�µ�³�_�^�•�•+��ö�@�*�8�G�\�@�S�f�[�M��

0
�X�b�«�–�µ�³�[�G�b�¥�Ð�å�»�†��/œ�M�•�\�
0
�X�b�Â�µ�¡�”�µ�É  �Ý�î�º  �«�–�µ�³�†0¿���[�A�r�M��
spanning-tree mst instance-id root primary �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�[�É�Û�–�Ð
�Ü �Ý�î�º  �«�–�µ�³�†0¿���K�S�\�A�\� �L�¿�µ�º�á�î�¡%$�„�>�|�g  hello �±�–�Ò�Í�†�Q#Ý�K�Z�C�T�I�8��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 spanning-tree mst instance-id root primary  
[diameter net-diameter [hello-time seconds]]

�«�–�µ�³�†�Ý�î�º  �«�–�µ�³�_0¿���K�r�M��

• instance-id �_�c�
�"�M�b�–�å�«�±�å�«�
�Á�–�Ç�å�[�
�)
�}�€�S(
�V�b�–�å�«�±�å�«�
�r�S�c�•�å�Ð�[�
�)�}�€�S
�M4��b�–�å�«�±�å�«�†�æ���[�A�r�M�� �æ���[�A�•(
�V�c  0 
>|  4094 �[�M  

• >&�õ�–>'diameter net-diameter �_�c�
 �õ�–�b  2 �X�b�š�å�»  
�«�¸�î�©�Ù�å6ë�b�q�±�«�–�µ�³�X�†�æ���K�r�M���æ���[
�A�•(
�V�c  2 >|  7 �[�M���G�b�Ÿ�î�á�î�»�c�
 MST �–�å�«
�±�å�«  0 �_�T�E�Q#Ý�[�A�r�M��

• >&�õ�–>' hello-time seconds �_�c�
�Ý�î�º  �«�–�µ�³�_�|�W
�Z�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ó�µ�­�î�ª�@#Õ�B�I�€�•6ë7x
�†&Ê�X�[�æ���K�r�M���æ���[�A�•(
�V�c  1 >|  10 &Ê�[�M��
�¹�Ç�›�Ý�º�c  2 &Ê�[�M��

�«�̧ �µ�É 3 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 4 show spanning-tree mst instance-id 0¿���†&�1��K�r�M��

�«�̧ �µ�É 5 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r
�M��
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'¨  22 'v       MSTP �b0¿��
MSTP �µ+��b0¿��
�«�–�µ�³�†�­�å�•�å�²�Ü  �Ý�î�º  �«�–�µ�³�_0¿���M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r
�M���G�b�m8p�c�õ�–�[�M��

�«�–�µ�³�†�¹�Ç�›�Ý�º0¿���_�`�M�_�c�
 no spanning-tree mst instance-id root �¢�ß�î�Â�Ý  �¥�å�Ç�•
� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

�Ï�î�º  �É�Û�–�œ�Ü�¸�•�b0¿��

�Ý�î�É�@$Î#Õ�K�S���œ�
 MSTP �c�Ï�î�º  �É�Û�–�œ�Ü�¸�•�†�Q#Ý�K�Z�
�Ç�›�á�î�¹�•�å�¢  �«�¸�î�º�_�M
�•�–�å�±�î�Ç�™�–�«�†4E�¥�K�r�M���q�6�_4E�¥�I�€�•�–�å�±�î�Ç�™�–�«�_�c9×�8�É�Û�–�œ�Ü�¸�•�Í>&�`
�I�8�X�Í>'�†�m�~�\�Z�
�q�‹�_4E�¥�I�€�•�–�å�±�î�Ç�™�–�«�_�c�*�8�É�Û�–�œ�Ü�¸�•�Í>&9×�8�X�Í>'�†
�m�~�\�Z�•�G�\�@�[�A�r�M���M�m�Z�b�–�å�±�î�Ç�™�–�«�_� �L�É�Û�–�œ�Ü�¸�•�Í�@�Z�<�}�€�Z�8�•��
�œ�
 MSTP �c�–�å�±�î�Ç�™�–�«$��•�@�q�`�b�–�å�±�î�Ç�™�–�«�†�Ç�›�á�î�¹�•�å�¢  �«�¸�î�º�_�K�
�Ú
�b�–�å�±�î�Ç�™�–�«�†�È�ß�µ�¡�K�r�M��

�–�å�±�î�Ç�™�–�«�b  MSTP �Ï�î�º  �É�Û�–�œ�Ü�¸�•�†0¿���M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��
/œ�K�r�M���G�b�m8p�c�õ�–�[�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 spanning-tree mst instance-id root 
secondary [diameter net-diameter 
[hello-time seconds]] 

�«�–�µ�³�†�­�•�å�²�Ü  �Ý�î�º  �«�–�µ�³�_0¿���K�r�M��

• instance-id �_�c�
�"�M�b�–�å�«�±�å�«�
�Á�–�Ç�å�[�
�)�}�€�S
(
�V�b�–�å�«�±�å�«�
�r�S�c�•�å�Ð�[�
�)�}�€�S�M4��b�–�å�«
�±�å�«�†�æ���[�A�r�M���æ���[�A�•(
�V�c  0 >|  4094 �[�M

• >&�õ�–>' diameter net-diameter �_�c�
�õ�–�b  2 �X�b�š�å�»  �«
�¸�î�©�Ù�å6ë�b�q�±�«�–�µ�³�X�†�æ���K�r�M���æ���[�A�•(
�V
�c  2 >|  7 �[�M���G�b�Ÿ�î�á�î�»�c�
 MST �–�å�«�±�å�«  0 �_�T�E
�Q#Ý�[�A�r�M��

• >&�õ�–>' hello-time seconds �_�c�
�Ý�î�º  �«�–�µ�³�_�|�W�Z�¥�å
�Ç�•� �×�Þ�î�©�Ù�å  �Ó�µ�­�î�ª�@#Õ�B�I�€�•6ë7x�†&Ê�X�[�æ��
�K�r�M���æ���[�A�•(
�V�c  1 >|  10 &Ê�[�M���¹�Ç�›�Ý�º�c  2 &Ê�[
�M��

�É�Û�–�Ð�Ü  �Ý�î�º  �«�–�µ�³�†0¿���K�S�\�A�\� �L�¿�µ�º�á�î�¡%$�„
�>�|�g  hello �±�–�Ò�Í�†�Q#Ý�K�Z�C�T�I�8�� ���Ý�î�º  �«�–�µ�³�b0¿
���� >&P.22-18>' �†�g!·�K�Z�C�T�I�8��

�«�̧ �µ�É 3 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 4 show spanning-tree mst instance-id 0¿���†&�1��K�r�M��

�«�̧ �µ�É 5 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 interface interface-id 0¿���M�•�–�å�±�î�Ç�™�–�«�†�æ���K�
�–�å�±�î�Ç�™�–�«  
�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�w� �^�–�å�±�î�Ç�™�–�«�_�c�
"@#.�Ï�î�º�\�Ï�î�º  �³�Õ
�¿�Ý1=#.�–�å�±�î�Ç�™�–�«�@�6�~�r�M���Ï�î�º  �³�Õ�¿�Ý
�b(
�V�c  1 >|  6 �[�M��
22-20
Cisco IE 3000 �«�–�µ�³  �¯�Ç�º�˜�™�”  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �ž�–�»

OL-27302-01-J



 

'¨  22 'v       MSTP �b0¿��
MSTP �µ+��b0¿��
>&�@>' show spanning-tree mst interface interface-id "I�’  EXEC �¥�Ð�å�»�_�|�W�Z/²&g�I�€�•�b�c�
�Ü�å�¡  
�”�µ�É�·�8�•+�"g�Â�b�Ï�î�º�b�_���T�E�[�M���Ï�î�º�@�Ü�å�¡�”�µ�É�·�8"g�Â�_�^�W�Z�8�^�8���œ�c�

show running-config interface "I�’  EXEC �¥�Ð�å�»�†�Q#Ý�K�Z0¿���†&�1��[�A�r�M��

�–�å�±�î�Ç�™�–�«�†�¹�Ç�›�Ý�º0¿���_�`�M�_�c�
 no spanning-tree mst instance-id port-priority �–�å
�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

�Ã�«  �¥�«�º�b0¿��

MSTP �Ã�«  �¥�«�º�b�¹�Ç�›�Ý�º�Í�c�
�–�å�±�î�Ç�™�–�«�b�Ó�¹�•�”3ÿ�Ø�_�ö�Y�A�r�M���Ý�î�É�@$Î#Õ
�K�S���œ�
 MSTP �c�¥�«�º�†�Q#Ý�K�Z�
�Ç�›�á�î�¹�•�å�¢  �«�¸�î�º�_�M�•�–�å�±�î�Ç�™�–�«�†4E�¥�K
�r�M���q�6�_4E�¥�I�O�S�8�–�å�±�î�Ç�™�–�«�_�c�`�I�8�¥�«�º�Í�†�Z�<�
�q�‹�_4E�¥�I�O�S�8�–�å�±�î
�Ç�™�–�«�_�c�±�A�8�¥�«�º�Í�†�Z�<�r�M���M�m�Z�b�–�å�±�î�Ç�™�–�«�_� �L�¥�«�º�Í�@�Z�<�}�€�Z�8�•
���œ�
 MSTP �c�–�å�±�î�Ç�™�–�«$��•�@�q�`�b�–�å�±�î�Ç�™�–�«�†�Ç�›�á�î�¹�•�å�¢  �«�¸�î�º�_�K�

�Ú�b�–�å�±�î�Ç�™�–�«�†�È�ß�µ�¡�K�r�M��

�–�å�±�î�Ç�™�–�«�b  MSTP �¥�«�º�†0¿���M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M���G�b
�m8p�c�õ�–�[�M��

�«�̧ �µ�É 3 spanning-tree mst instance-id port-priority  priority �Ï�î�º  �É�Û�–�œ�Ü�¸�•�†0¿���K�r�M��

• instance-id �_�c�
�"�M�b�–�å�«�±�å�«�
�Á�–�Ç�å�[�

�)�}�€�S(
�V�b�–�å�«�±�å�«�
�r�S�c�•�å�Ð�[�
�)�}
�€�S�M4��b�–�å�«�±�å�«�†�æ���[�A�r�M���æ���[�A�•
(
�V�c  0 >|  4094 �[�M

• priority �_�æ���[�A�•(
�V�c  0 >|  240 �[�
 16 �N�X�Q�•
�K�r�M���¹�Ç�›�Ý�º�c  128 �[�M���Í�@�`�I�8�o�]�
�É
�Û�–�œ�Ü�¸�•�@9×�C�^�~�r�M��

�É�Û�–�œ�Ü�¸�•�Í�c�
 0�
 16�
 32�
 48�
 64�
 80�
 96�

112�
 128�
 144�
 160�
 176�
 192�
 208�
 224�
�>�|
�g  240 �[�M���Q�b�Ú�M�m�Z�b�Í�c�Ä�°�I�€�r�M��

�«�̧ �µ�É 4 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 5 show spanning-tree mst interface interface-id

�r�S�c

show spanning-tree mst instance-id

0¿���†&�1��K�r�M��

�«�̧ �µ�É 6 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K
�r�M��

�¥�Ð�å�» % $×

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 interface interface-id 0¿���M�•�–�å�±�î�Ç�™�–�«�†�æ���K�
�–�å�±�î�Ç�™�–�«  �¥�å
�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M���w� �^�–�å�±�î�Ç�™
�–�«�_�c�
"@#.�Ï�î�º�\�Ï�î�º  �³�Õ�¿�Ý1=#.�–�å�±�î�Ç�™�–�«
�@�6�~�r�M���Ï�î�º  �³�Õ�¿�Ý�b(
�V�c  1 >|  6 �[�M��
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'¨  22 'v       MSTP �b0¿��
MSTP �µ+��b0¿��
>&�@>' show spanning-tree mst interface interface-id "I�’  EXEC �¥�Ð�å�»�_�|�W�Z/²&g�I�€�•�b�c�
�Ü�å�¡  
�”�µ�É�·�8�•+�"g�Â�b�Ï�î�º�b�_���T�E�[�M���Ï�î�º�@�Ü�å�¡�”�µ�É�·�8"g�Â�_�^�W�Z�8�^�8���œ�c�

show running-config "I�’  EXEC �¥�Ð�å�»�†�Q#Ý�K�Z0¿���†&�1��[�A�r�M��

�–�å�±�î�Ç�™�–�«�†�¹�Ç�›�Ý�º0¿���_�`�M�_�c�
 no spanning-tree mst instance-id cost �–�å�±�î�Ç�™
�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

�«�–�µ�³�b�É�Û�–�œ�Ü�¸�•�b0¿��

�«�–�µ�³  �É�Û�–�œ�Ü�¸�•�†0¿���K�Z�
�«�–�µ�³�@�Ý�î�º  �«�–�µ�³�\�K�Z4E�¥�I�€�•�|�:�_�M�•�G�\�@
�[�A�r�M��

>&�@>' �G�b�¥�Ð�å�»�b�Q#Ý�_�c�@�–�K�Z�C�T�I�8���«�–�µ�³  �É�Û�–�œ�Ü�¸�•�b�š�f�_�c�
3û�–�c�

spanning-tree vlan vlan-id root primary  �>�|�g  spanning-tree vlan vlan-id root secondary �¢�ß�î�Â
�Ý �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�M�•�G�\�†�N�á�K�r�M��

�«�̧ �µ�É 3 spanning-tree mst instance-id cost cost �¥�«�º�†0¿���K�r�M��

�Ý�î�É�@$Î#Õ�K�S���œ�
 MSTP �c�Ã�«  �¥�«�º�†�Q#Ý�K�Z�
�Ç�›
�á�î�¹�•�å�¢  �«�¸�î�º�_�M�•�–�å�±�î�Ç�™�–�«�†4E�¥�K�r�M��
�*�8�Ã�«  �¥�«�º�c9×3ÿ3æ�™�†/²�K�r�M��

• instance-id �_�c�
�"�M�b�–�å�«�±�å�«�
�Á�–�Ç�å�[�
�)�}
�€�S(
�V�b�–�å�«�±�å�«�
�r�S�c�•�å�Ð�[�
�)�}�€�S�M4��b
�–�å�«�±�å�«�†�æ���[�A�r�M���æ���[�A�•(
�V�c  0 >|  4094 
�[�M

• cost �b(
�V�c  1 >|  200000000 �[�M���¹�Ç�›�Ý�º�Í�c�–�å
�±�î�Ç�™�–�«�b�Ó�¹�•�”3ÿ�Ø�?�}�t#Õ�K�r�M��

�«�̧ �µ�É 4 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 5 show spanning-tree mst interface interface-id

�r�S�c

show spanning-tree mst instance-id

0¿���†&�1��K�r�M��

�«�̧ �µ�É 6 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��

�¥�Ð�å�» % $×
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'¨  22 'v       MSTP �b0¿��
MSTP �µ+��b0¿��
�«�–�µ�³  �É�Û�–�œ�Ü�¸�•�†0¿���M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M���G�b�m8p�c�õ
�–�[�M��

�«�–�µ�³�†�¹�Ç�›�Ý�º0¿���_�`�M�_�c�
 no spanning-tree mst instance-id priority �¢�ß�î�Â�Ý  �¥�å
�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

hello �±�–�Ò�b0¿��

hello �±�–�Ò�†�š�f�M�•�G�\�_�|�W�Z�
�Ý�î�º  �«�–�µ�³�_�|�W�Z�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ó�µ�­�î�ª�@
#Õ�B�I�€�•6ë7x�†0¿���[�A�r�M��

�M�m�Z�b MST �–�å�«�±�å�«�b  hello �±�–�Ò�†0¿���M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r
�M���G�b�m8p�c�õ�–�[�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 spanning-tree mst instance-id priority  priority �«�–�µ�³  �É�Û�–�œ�Ü�¸�•�†0¿���K�r�M��

• instance-id �_�c�
�"�M�b�–�å�«�±�å�«�
�Á�–�Ç�å�[�
�)
�}�€�S(
�V�b�–�å�«�±�å�«�
�r�S�c�•�å�Ð�[�
�)�}�€�S
�M4��b�–�å�«�±�å�«�†�æ���[�A�r�M���æ���[�A�•(
�V�c  
0 >|  4094 �[�M

• priority �b(
�V�c  0 >|  61440 �[�
 4096 �N�X�Q�•�K�r�M��
�¹�Ç�›�Ý�º�c  32768 �[�M���X�Í�@�`�I�8�o�]�
�«�–�µ�³
�@�Ý�î�º  �«�–�µ�³�\�K�Z4E�¥�I�€�•�•+��ö�@9×�C�^�~
�r�M��

�É�Û�–�œ�Ü�¸�•�Í�c�
 0�
 4096�
 8192�
 12288�
 16384�

20480�
 24576�
 28672�
 32768�
 36864�
 40960�

45056�
 49152�
 53248�
 57344�
 61440 �[�M���Q�b�Ú�M
�m�Z�b�Í�c�Ä�°�I�€�r�M��

�«�̧ �µ�É 3 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 4 show spanning-tree mst instance-id 0¿���†&�1��K�r�M��

�«�̧ �µ�É 5 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r
�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 spanning-tree mst hello-time seconds �M�m�Z�b MST �–�å�«�±�å�«�b  hello �±�–�Ò�†0¿���K�r�M��
hello �±�–�Ò�c�Ý�î�º  �«�–�µ�³�@�¥�å�Ç�•� �×�Þ�î�©�Ù�å  
�Ó�µ�­�î�ª�†#Õ�B�M�•6ë7x�[�M���G�€�}�b�Ó�µ�­�î�ª�c�
�«
�–�µ�³�@�”�¡�¸�•�È�[�6�•�G�\�†�–�á�K�r�M��

seconds �_�æ���[�A�•(
�V�c  1 >|  10 �[�M���¹�Ç�›�Ý�º�Í�c  2 
�[�M��

�«�̧ �µ�É 3 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 4 show spanning-tree mst 0¿���†&�1��K�r�M��

�«�̧ �µ�É 5 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r
�M��
22-23
Cisco IE 3000 �«�–�µ�³  �¯�Ç�º�˜�™�”  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �ž�–�»

OL-27302-01-J 



 

'¨  22 'v       MSTP �b0¿��
MSTP �µ+��b0¿��
�«�–�µ�³�†�¹�Ç�›�Ý�º0¿���_�`�M�_�c�
 no spanning-tree mst hello-time �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×
�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

3?3æ4����ì6ë�b0¿��

�M�m�Z�b MST �–�å�«�±�å�«�b3?3æ4����ì6ë�†0¿���M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r
�M���G�b�m8p�c�õ�–�[�M��

�«�–�µ�³�†�¹�Ç�›�Ý�º0¿���_�`�M�_�c�
 no spanning-tree mst forward-time �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×
�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

�q�±)�4#�ì6ë�b0¿��

�M�m�Z�b MST �–�å�«�±�å�«�b�q�±�š�î�ª�å�¢  �±�–�Ò�†0¿���M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p
�†��/œ�K�r�M���G�b�m8p�c�õ�–�[�M��

�«�–�µ�³�†�¹�Ç�›�Ý�º0¿���_�`�M�_�c�
 no spanning-tree mst max-age �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 spanning-tree mst forward-time  seconds �M�m�Z�b MST �–�å�«�±�å�«�b3?3æ4����ì6ë�†0¿���K�r�M��3?3æ
4����ì6ë�c�
�«�Ã�½�å�¢�¶�Ü�î  �Û�î�½�å�¢  �«�¸�î�º�>�|�g�Ü�«
�½�å�¢  �«�¸�î�º�?�}�Ç�›�á�î�¹�•�å�¢  �«�¸�î�º�_&ã/œ�M�•�r�[
�_�
�Ï�î�º�@�…�µ�M�•&Ê�X�[�M��

seconds �_�æ���[�A�•(
�V�c  4 >|  30 �[�M���¹�Ç�›�Ý�º�Í�c  15 �[
�M��

�«�̧ �µ�É 3 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 4 show spanning-tree mst 0¿���†&�1��K�r�M��

�«�̧ �µ�É 5 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 spanning-tree mst max-age seconds �M�m�Z�b MST �–�å�«�±�å�«�b�q�±�š�î�ª�å�¢  �±�–�Ò�†0¿���K
�r�M���q�±�š�î�ª�å�¢  �±�–�Ò�c�

Ì�S�B�†0è/œ�M�•�r�[�_�«
�–�µ�³�@�«�Ã�½�å�¢�¶�Ü�î  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ó�µ�­�î
�ª�†�w�™�O�N�_�…�µ�M�•&Ê�X�[�M��

seconds �_�æ���[�A�•(
�V�c  6 >|  40 �[�M���¹�Ç�›�Ý�º�c  20 �[
�M��

�«�̧ �µ�É 3 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 4 show spanning-tree mst 0¿���†&�1��K�r�M��

�«�̧ �µ�É 5 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��
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'¨  22 'v       MSTP �b0¿��
MSTP �µ+��b0¿��
�q�±�Í�µ�É  �•�˜�å�º�b0¿��

�M�m�Z�b MST �–�å�«�±�å�«�b�q�±�Í�µ�É  �•�˜�å�º�†0¿���M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†
��/œ�K�r�M���G�b�m8p�c�õ�–�[�M��

�«�–�µ�³�†�¹�Ç�›�Ý�º0¿���_�`�M�_�c�
 no spanning-tree mst max-hops �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

�Ü�å�¡  �±�–�É�b�æ���_�|�•9×3ÿ&ã/œ�b�–0É

2 �X�b�Ï�î�º�†�Ï�–�å�º�¶�î�Ï�–�å�º  �Ü�å�¡�[�K)F�K�
�ß�î�•�Ý  �Ï�î�º�@�æ���Ï�î�º�_�^�•�\�
 RSTP 
�c�f�L / �œ�–�Á�å�»�©�™�–�¡�†�Q#Ý�K�Z�
%&�m
��Ï�î�º�\9×3ÿ&ã/œ�†�¿�¦�©�š�î�©�Ù�å�K�
�Ý�î�É�b�^
�8�º�Ï�ß�ª�†�–0É�K�r�M>& ��9×3ÿ�¥�å�Â�î�ª�™�å�«�� >&P.22-10>' �†�g!·>' ��

�¹�Ç�›�Ý�º�[�c�
�Ü�å�¡  �±�–�É�c�
�–�å�±�î�Ç�™�–�«�b�¹�×�É�Þ�µ�¡�«  �Ô�î�»�_�|�W�Z�D�š�I�€�r�M��

²�§5��Ï�î�º�c�Ï�–�å�º�¶�î�Ï�–�å�º�K)F�\0b�^�I�€�
���§5��K)F�c
¹�w�K)F�\0b�^�I�€�r�M�� MSTP 
�@'�
>�K�Z�8�•�Ü�Ô�î�º  �«�–�µ�³�V�b  1 �X�b�Ï�î�º�\"@#.$×�_�Ï�–�å�º�¶�î�Ï�–�å�º�[�K)F�I�€�Z�8
�•���§5��Ü�å�¡�@�Ñ�~�M�•���œ�c�
�Ü�å�¡  �±�–�É�b�¹�Ç�›�Ý�º0¿���Í�†�š�f�K�Z�
�Ç�›�á�î�¹�•�å�¢  
�«�¸�î�º�l�b9×3ÿ&ã/œ�†�–�¿�î�È�Ý�_�[�A�r�M��

�Ü�å�¡  �±�–�É�b�¹�Ç�›�Ý�º0¿���†�š�f�M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M���G�b�m
8p�c�õ�–�[�M��

�Ï�î�º�†�¹�Ç�›�Ý�º0¿���_�`�M�_�c�
 no spanning-tree link-type �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 spanning-tree mst max-hops hop-count BPDU �@�ë� �I�€�
�Ï�î�º�_)T�â�I�€�Z�8�S�_���@�‡7H�)�€�_
�^�•�r�[�b�
�Ü�î�ª�Ù�å
Æ�[�b�Í�µ�É  �•�˜�å�º�†�æ���K�r�M��

hop-count �_�æ���[�A�•(
�V�c  1 >|  255 �[�M���¹�Ç�›�Ý�º�Í�c  
20 �[�M��

�«�̧ �µ�É 3 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 4 show spanning-tree mst 0¿���†&�1��K�r�M��

�«�̧ �µ�É 5 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 interface interface-id 0¿���M�•�–�å�±�î�Ç�™�–�«�†�æ���K�
�–�å�±�î�Ç�™�–�«  �¥�å
�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M���w� �^�–�å�±�î�Ç�™
�–�«�_�c�
"@#.�Ï�î�º�
 VLAN �
�>�|�g�Ï�î�º  �³�Õ�¿�Ý1=#.�–
�å�±�î�Ç�™�–�«�@�6�~�r�M�� VLAN ID �b(
�V�c  1 >|  4094 �[
�M���Ï�î�º  �³�Õ�¿�Ý�b(
�V�c  1 >|  6 �[�M��

�«�̧ �µ�É 3 spanning-tree link-type point-to-point �Ï�î�º�b�Ü�å�¡  �±�–�É�†�Ï�–�å�º�¶�î�Ï�–�å�º�_�æ���K�r�M��

�«�̧ �µ�É 4 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 5 show spanning-tree mst interface interface-id 0¿���†&�1��K�r�M��

�«�̧ �µ�É 6 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��
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'¨  22 'v       MSTP �b0¿��
MSTP �µ+��b0¿��
�¿�–�Â�î  �±�–�É�b�æ��

�º�Ï�ß�ª�_�c�

›/œ�† =�_ =�Ð�K�S�¹�Â�–�«�\  IEEE 802.1s �† = =�Ð�b�¹�Â�–�«�b�g�‰�†�•�<�•�G�\�@
�[�A�r�M���¹�Ç�›�Ý�º�[�c�
�Ï�î�º�c+¬�·$×�_
›/œ�† =�b�¹�Â�–�«�†�è���K�r�M���S�T�K�
�Ï�î�º+¬�/
�c�
�† =�\
›/œ�† =�b  BPDU �†�g�‰�w�™�[�A�r�M���¹�Â�–�«�\�¿�–�Â�î�b6ë�_�Y�M+´�@�6�€�d�
 CIST 
�b�s�@�–�å�±�î�Ç�™�–�«�V�[�·�8�K�r�M��

�Ï�î�º�†4E�¥�K�Z�

›/œ�† =�b  BPDU �b�s3æ�™�M�•�|�:�_0¿���[�A�r�M��
›/œ�† =�b�Ç�Û�¢�c�
�Ï�î
�º�@ STP �«�n�Ô�î�»�_�6�•���œ�[�v�
�M�m�Z�b  show �¥�Ð�å�»�[/²&g�I�€�r�M��

�Ü�å�¡  �±�–�É�b�¹�Ç�›�Ý�º0¿���†�š�f�M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M���G�b�m
8p�c�õ�–�[�M��

�Ï�î�º�†�¹�Ç�›�Ý�º0¿���_�`�M�_�c�
 no spanning-tree mst prestandard �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•
� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

�É�ß�º�¥�Ý&ã/œ�É�ß�­�«�b
Ì2s�·

MSTP �@'�
>�K�Z�8�•�«�–�µ�³�c�
 IEEE 802.1D  =�Ð�b�Þ�ž�©�î  �«�–�µ�³�\�b%&�«4 #Ý�†�•+��_�M�•
)��s3¸�s�º�b�É�ß�º�¥�Ý&ã/œ�Ó�•�½�¬�Ò�†�§�Ï�î�º�K�r�M���G�b�«�–�µ�³�c�
�Þ�ž�©�î  IEEE 802.1D 
�¥�å�Ç�•� �×�Þ�î�©�Ù�å  BPDU>&�É�ß�º�¥�Ý�Â�î�ª�Ù�å�@  0 �_0¿���I�€�Z�8�•  BPDU>'�†�w�™�M�•�\�

�Q�b�Ï�î�º�V�[�c  IEEE 802.1D BPDU �b�s�†3æ�™�K�r�M���r�S�
 MSTP �«�–�µ�³�c�
�Þ�ž�©�î  
BPDU�
�9�b�Ü�î�ª�Ù�å�_6õ4��Ü�E�}�€�Z�8�•  MST BPDU>&�Â�î�ª�Ù�å  3>'�
�r�S�c  RST BPDU

>&�Â�î�ª�Ù�å  2>'�†�w�™�M�•�G�\�_�|�W�Z�
�Ï�î�º�@�Ü�î�ª�Ù�å�b�C#ú�_�)*(�K�Z�8�•�G�\�†�è���[�A
�r�M��

�S�T�K�
�Þ�ž�©�î  �«�–�µ�³�@�æ���«�–�µ�³�[�^�8���œ�
�Þ�ž�©�î  �«�–�µ�³�@�Ü�å�¡�?�}�P7V�I�€�Z�8
�•�?�]�:�?�è���[�A�^�8�b�[�
�«�–�µ�³�c  IEEE 802.1D BPDU �†�w�E�v�}�^�C�^�W�S���œ�[�v�
+¬�·
$×�_ MSTP �Ô�î�»�_�c�`�~�r�O�‡���I�}�_�«�–�µ�³�c�
�K)F
›�«�–�µ�³�@�Ü�î�ª�Ù�å�_�•
°�K�S���œ
�[�6�W�Z�v�
�Ï�î�º�_�P�K�Z�,�A)F�A�
�C#ú�b�z�m�†�m�~�\�Z�•�•+��ö�v�6�~�r�M��

�«�–�µ�³�[�É�ß�º�¥�Ý&ã/œ�É�ß�­�«�†
Ì2s�·�M�•>&�¿�–�Â�î  �«�–�µ�³�\�b
Ì�¿�¦�©�š�î�©�Ù�å�†�I�D
�M�•>'�_�c�
 clear spanning-tree detected-protocols "I�’  EXEC �¥�Ð�å�»�†�Q#Ý�K�r�M��

"I���b�–�å�±�î�Ç�™�–�«�[�É�ß�º�¥�Ý&ã/œ�É�ß�­�«�†
Ì6ä�M�•�_�c�
 clear spanning-tree 
detected-protocols interface interface-id "I�’  EXEC �¥�Ð�å�»�†�Q#Ý�K�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 interface interface-id 0¿���M�•�–�å�±�î�Ç�™�–�«�†�æ���K�
�–�å�±�î�Ç�™�–�«  �¥�å
�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M���w� �^�–�å�±�î�Ç�™
�–�«�_�c�
"@#.�Ï�î�º�@�µ�r�€�r�M��

�«�̧ �µ�É 3 spanning-tree mst pre-standard 
›/œ�† =�b  BPDU �b�s3æ�™�M�•�|�:�_�Ï�î�º�†�æ���K�r�M��

�«�̧ �µ�É 4 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 5 show spanning-tree mst interface interface-id 0¿���†&�1��K�r�M��

�«�̧ �µ�É 6 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��
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'¨  22 'v       MSTP �b0¿��
MST �¥�å�Ç�•� �×�Þ�î�©�Ù�å�>�|�g�«�¸�î�±�«�b/²&g
MST �¥�å�Ç�•� �×�Þ�î�©�Ù�å�>�|�g�«�¸�î�±�«�b/²&g
�«�Ã�½�å�¢�¶�Ü�î  �«�¸�î�±�«�†/²&g�M�•�_�c�
 /² 22-5 �b"I�’  EXEC �¥�Ð�å�»�†  1 �X�r�S�c0
�X�Q#Ý�K
�r�M��

show spanning-tree "I�’  EXEC �¥�Ð�å�»�b�Ú�b�Ÿ�î�á�î�»�_�X�8�Z�c�
�G�b�Ü�Ü�î�«�_�P�Â�M�•�¥�Ð
�å�»  �Ü�Ç�“�Þ�å�«�†�g!·�K�Z�C�T�I�8��

/² 22-5 MST �«�¸�î�±�«�†/²&g�M�•�¥�Ð�å�»

�¥�Ð�å�» % $×

show spanning-tree mst configuration MST �Ü�î�ª�Ù�å�b0¿���†/²&g�K�r�M��

show spanning-tree mst configuration digest #'�~�b  MSTCI �_�µ�r�€�Z�8�•  Message Digest 5>&MD5>'�²�–�ª�™�«�º�†
/²&g�K�r�M��

show spanning-tree mst instance-id �æ���K�S�–�å�«�±�å�«�b  MST �_���†/²&g�K�r�M��

show spanning-tree mst interface interface-id �æ���K�S�–�å�±�î�Ç�™�–�«�b  MST �_���†/²&g�K�r�M��
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'¨  22 'v       MSTP �b0¿��
MST �¥�å�Ç�•� �×�Þ�î�©�Ù�å�>�|�g�«�¸�î�±�«�b/²&g
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C H A P T E R 23

�œ�É�©�Ù�å�b�«�Ã�½�å�¢�¶�Ü�î�µ+��b0¿��

�G�b'v�[�c�
 IE 3000 �«�–�µ�³�[�œ�É�©�Ù�å�b�«�Ã�½�å�¢�¶�Ü�î�µ+��†0¿���M�•�‰�2�_�X�8�Z1��Â�K�r
�M���«�–�µ�³�@  Per-VLAN Spanning-Tree Plus>&PVST+>'�†��/œ�K�Z�8�•���œ�
�G�€�}�b�M�m�Z�b�µ
+��†0¿���[�A�r�M���«�–�µ�³�@  Multiple Spanning-Tree Protocol>&MSTP>'�r�S�c  Rapid Per-VLAN 
Spanning-Tree Plus>&Rapid PVST+>'�É�ß�º�¥�Ý�†'�
>�K�Z�8�•���œ�c�
�Â0°�K�S�µ+��T�E�†0¿���[�A
�r�M��

PVST+ �>�|�g  Rapid PVST+ �b0ò(ý�_�X�8�Z�c�
 '¨ 21 'v�� STP �b0¿���� �†�g!·�K�Z�C�T�I�8�� MSTP 
�b0ò(ý�>�|�g0
�X�b  VLAN �†� �M�«�Ã�½�å�¢�¶�Ü�î  �–�å�«�±�å�«�_�Ð�µ�Æ�å�¢�M�•�‰�2�_�X�8�Z�c�

'¨ 22 'v�� MSTP �b0¿���� �†�g!·�K�Z�C�T�I�8��

>&�@>' �G�b'v�[�Q#Ý�M�•�¥�Ð�å�»�b�S�e�>�|�g�Q#Ý�‰�2�b0ò(ý�_�X�8�Z�c�
�G�b�Ü�Ü�î�«�_�P�Â�M�•�¥�Ð�å�»  
�Ü�Ç�“�Þ�å�«�†�g!·�K�Z�C�T�I�8��

�G�b'v�b
Æ���c�
���b�\�>�~�[�M��

• ���œ�É�©�Ù�å�b�«�Ã�½�å�¢�¶�Ü�î�µ+��b�+0[�� >&P.23-1>'

• ���œ�É�©�Ù�å�b�«�Ã�½�å�¢�¶�Ü�î�µ+��b0¿���� >&P.23-9>'

• ���«�Ã�½�å�¢�¶�Ü�î  �«�¸�î�±�«�b/²&g�� >&P.23-17>'

�œ�É�©�Ù�å�b�«�Ã�½�å�¢�¶�Ü�î�µ+��b�+0[
�G�G�[�c�
���b�+0[�_�X�8�Z1��Â�K�r�M��

• �� PortFast �b�+0[�� >&P.23-2>'

• �� BPDU �ž�î�»�b�+0[�� >&P.23-2>'

• �� BPDU �Ç�•�Ý�±�Ü�å�¢�b�+0[�� >&P.23-3>'

• �� UplinkFast �b�+0[�� >&P.23-3>'

• �� BackboneFast �b�+0[�� >&P.23-5>'

• �� EtherChannel �ž�î�»�b�+0[�� >&P.23-7>'

• ���Ý�î�º  �ž�î�»�b�+0[�� >&P.23-8>'

• ���Ý�î�É  �ž�î�»�b�+0[�� >&P.23-9>'
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'¨  23 'v       �œ�É�©�Ù�å�b�«�Ã�½�å�¢�¶�Ü�î�µ+��b0¿��
�œ�É�©�Ù�å�b�«�Ã�½�å�¢�¶�Ü�î�µ+��b�+0[
PortFast �b�+0[

PortFast �µ+��†�Q#Ý�M�•�\�
�”�¡�­�«  �Ï�î�º�r�S�c�º�Û�å�¡  �Ï�î�º�\�K�Z0¿���I�€�Z�8�•�–�å�±�î
�Ç�™�–�«�@�
�Ü�«�½�å�¢  �«�¸�î�º�>�|�g�Û�î�½�å�¢  �«�¸�î�º�†)�#ä�O�N�_�
�È�ß�µ�Ÿ�å�¢  �«�¸�î�º�?
�}%$�K�Ç�›�á�î�¹�•�å�¢  �«�¸�î�º�_&ã/œ�K�r�M���"�M�b�á�î�¡�«�¸�î�©�Ù�å�r�S�c�§�î�Â�_�K)F�I�€
�S�–�å�±�î�Ç�™�–�«�V�[  PortFast �†�Q#Ý�M�•�\�
�«�Ã�½�å�¢�¶�Ü�î�@�p�°�M�•�b�†�…�S�N�_�¹�Â�–�«
�†�S�T�U�_�¿�µ�º�á�î�¡�_�K)F�[�A�r�M>& �W 23-1�†�g!·>' ��

1 �Ž�b�á�î�¡�«�¸�î�©�Ù�å�r�S�c�§�î�Â�_�K)F�I�€�S�–�å�±�î�Ç�™�–�«�@  Bridge Protocol Data Unit
>&BPDU; �È�Ü�µ�ª  �É�ß�º�¥�Ý  �¹�î�±  �Ø�½�µ�º>'�†�w�™�K�^�8�|�:�_�M�•�²0[�@�6�~�r�M���«�–�µ�³�†

Ì2s�·�M�•�\�
 PortFast �@�–�¿�î�È�Ý�_0¿���I�€�Z�8�•�–�å�±�î�Ç�™�–�«�c3û�–�b�«�Ã�½�å�¢�¶�Ü�î  
�«�¸�î�±�«�b4D&ã�†�S�]�~�r�M��

>&�@>' PortFast �b% $×�c�
�–�å�±�î�Ç�™�–�«�@�«�Ã�½�å�¢�¶�Ü�î�b�¥�å�Â�î�ª�™�å�«�†�…�µ�M�•�ì6ë�†�q�`7H
�_�š�<�•�G�\�[�M���K�S�@�W�Z�
 PortFast �c�š�å�»  �«�¸�î�©�Ù�å�_�K)F�I�€�S�–�å�±�î�Ç�™�–�«�V�[
�Q#Ý�M�•���œ�_�b�s�w� �[�M���Ú�b�«�–�µ�³�_�K)F�M�•�–�å�±�î�Ç�™�–�«�[  PortFast �†�–�¿�î�È�Ý�_
�M�•�\�
�«�Ã�½�å�¢�¶�Ü�î�b�Ý�î�É�@#Õ�L�•�>�Q�€�@�6�~�r�M��

�G�b�µ+��†�–�¿�î�È�Ý�_�M�•�_�c�
 spanning-tree portfast �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  
�¥�Ð�å�»�
�r�S�c  spanning-tree portfast default �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý
�K�r�M��

�W 23-1 PortFast �P�Â�–�å�±�î�Ç�™�–�«

BPDU �ž�î�»�b�+0[

BPDU �ž�î�»�µ+��c�«�–�µ�³�V�[�¢�ß�î�Â�Ý�_�–�¿�î�È�Ý�_�M�•�G�\�v�
�Ï�î�º�"�)�[�–�¿�î�È�Ý�_
�M�•�G�\�v�[�A�r�M���S�T�K�
�G�€�}�b�·�8�c���b!l�[$��^�~�r�M��

�¢�ß�î�Â�Ý  �Þ�Ë�Ý�b���œ�c�
 spanning-tree portfast bpduguard default �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×
�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�Z�
 PortFast �P�Â�Ï�î�º�V�[  BPDU �ž�î�»�†�–�¿�î�È�Ý�_�[�A�r�M���G
�€�}�b�Ï�î�º�V�[  BPDU �@�w�™�I�€�•�\�
�«�Ã�½�å�¢�¶�Ü�î�c�
 PortFast �[�·�8�K�Z�8�•�Ï�î�º�†
�©�Õ�µ�º�²�˜�å�K�r�M��0¿���@�w� �[�6�€�d�
 PortFast �P�Â�Ï�î�º�c  BPDU �†�w�™�K�r�O�‡�� PortFast 
�P�Â�Ï�î�º�@  BPDU �†�w�™�K�S���œ�c�
1��•�I�€�Z�8�^�8�¹�Â�–�«�b�K)F�^�]�b!“� �^0¿���@�Ñ�~�M
�•�G�\�†&g�K�Z�>�~�
 BPDU �ž�î�»�µ+��_�|�W�Z�Ï�î�º�c  errdisable �«�¸�î�º�_�^�~�r�M���G�b"g�Â�_
�^�•�\�
�«�–�µ�³�c4*�o�@$Î#Õ�K�S�Ï�î�º
²�/�†�©�Õ�µ�º�²�˜�å�K�r�M��

�b �o�"�,�9�o�*�Z�f�b �o�"�,�9�o�*�Z�f

�(�o�C

PortFast �»��
�P�o�;PortFast 

�»��
�P�o�;

10
12

25
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'¨  23 'v       �œ�É�©�Ù�å�b�«�Ã�½�å�¢�¶�Ü�î�µ+��b0¿��
�œ�É�©�Ù�å�b�«�Ã�½�å�¢�¶�Ü�î�µ+��b�+0[
�Ï�î�º�†�©�Õ�µ�º�²�˜�å�K�^�8�|�:�_�M�•�_�c�
 errdisable detect cause bpduguard shutdown vlan 
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�Z�
4*�o�@$Î#Õ�K�S�Ï�î�º�V�b�N�I�\�^�W�Z�8
�•  VLAN �T�E�†�©�Õ�µ�º�²�˜�å�K�r�M��

�–�å�±�î�Ç�™�–�«  �Þ�Ë�Ý�b���œ�c�
 PortFast �µ+��†�–�¿�î�È�Ý�_�K�^�C�Z�v�
 spanning-tree 
bpduguard enable �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�Z�
�õ�–�b�Ï�î�º�V
�[  BPDU �ž�î�»�†�–�¿�î�È�Ý�_�[�A�r�M�� BPDU �†�w�™�K�S�Ï�î�º�c�
 errdisable �«�¸�î�º�_�^�~�r
�M��

�–�å�±�î�Ç�™�–�«�†�m�·�[
Ì�g�·�8�I�O�^�E�€�d�^�}�^�8���œ�
!“� �^0¿���†75�D�_�c�
 BPDU �ž�î
�»�µ+��@�z�_'g�U�r�M���§�î�Å�«�É�ß�Â�–�²�î  �¿�µ�º�á�î�¡
Æ�[�”�¡�­�«  �Ï�î�º�@�«�Ã�½�å�¢�¶�Ü�î
�_�g�•�K�^�8�|�:�_�M�•�_�c�
 BPDU �ž�î�»�µ+��†�Q#Ý�K�r�M��

BPDU �Ç�•�Ý�±�Ü�å�¢�b�+0[

BPDU �Ç�•�Ý�±�Ü�å�¢�µ+��c�«�–�µ�³�V�[�¢�ß�î�Â�Ý�_�–�¿�î�È�Ý�_�M�•�G�\�v�
�–�å�±�î�Ç�™�–�«
�"�)�[�–�¿�î�È�Ý�_�M�•�G�\�v�[�A�r�M���S�T�K�
�G�€�}�b�·�8�c���b!l�[$��^�~�r�M��

�¢�ß�î�Â�Ý  �Þ�Ë�Ý�b���œ�c�
 spanning-tree portfast bpdufilter default �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�Z�
 PortFast �P�Â�–�å�±�î�Ç�™�–�«�V�[  BPDU �Ç�•�Ý�±�Ü�å�¢�†�–�¿�î�È�Ý
�_�[�A�r�M���G�b�¥�Ð�å�»�†�Q#Ý�M�•�\�
 PortFast �·�8�«�¸�î�º�b�–�å�±�î�Ç�™�–�«�c  BPDU �†3æ�w
�™�[�A�^�C�^�~�r�M���S�T�K�
�Ü�å�¡�@&�'g�K�Z�?�}�«�–�µ�³�@$Î�™  BPDU �b�Ç�•�Ý�±�Ü�å�¢�†6ä��
�M�•�r�[�b6ë�_�
�G�b�–�å�±�î�Ç�™�–�«�?�}  BPDU �@�8�C�X�?3æ�™�I�€�r�M���G�€�}�b�–�å�±�î�Ç�™
�–�«�_�K)F�I�€�S�Í�«�º�@  BPDU �†�w�™�K�^�8�|�:�_�M�•�_�c�
�«�–�µ�³�V�[  BPDU �Ç�•�Ý�±�Ü�å�¢
�†�¢�ß�î�Â�Ý�_�–�¿�î�È�Ý�_�M�•�²0[�@�6�~�r�M�� BPDU �†�w�™�K�S PortFast �P�Â�–�å�±�î�Ç�™�–�«
�[�c  PortFast �·�8�«�¸�î�±�«�@0Ž7V�I�€�
 BPDU �Ç�•�Ý�±�Ü�å�¢�@�¹�•�­�î�È�Ý�_�^�~�r�M��

�–�å�±�î�Ç�™�–�«  �Þ�Ë�Ý�b���œ�c�
 PortFast �µ+��†�–�¿�î�È�Ý�_�K�^�C�Z�v�
 spanning-tree 
bpdufilter enable �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�Z�
�õ�–�b�–�å�±�î
�Ç�™�–�«�V�[  BPDU �Ç�•�Ý�±�Ü�å�¢�†�–�¿�î�È�Ý�_�[�A�r�M���G�b�¥�Ð�å�»�†��/œ�M�•�\�
�–�å�±�î
�Ç�™�–�«�c  BPDU �†3æ�w�™�[�A�^�C�^�~�r�M��

�@�– BPDU �Ç�•�Ý�±�Ü�å�¢�†"I���b�–�å�±�î�Ç�™�–�«�V�[�–�¿�î�È�Ý�_�M�•�G�\�c�
�Q�b�–�å�±�î�Ç�™
�–�«�V�[�«�Ã�½�å�¢�¶�Ü�î�†�¹�•�­�î�È�Ý�_�M�•�G�\�\� �L�[�6�~�
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�³�Ÿ�Õ�«�º  �Ã�£�µ�º�†�Ç�Û�µ�¹�•�å�¢�K�
�–�å�±�î�Ç�™�–�«�V�[�Û*f�K�S�›�”�»�Þ�«�_�Ã�£�µ�º�†3æ
�™�K�r�M�� max-update-rate �Ã�Û�Ó�î�±�b�Í�†�`�I�C�M�•�G�\�[�
�G�€�}�b�Ð�Ý�³�Ÿ�Õ�«�º  �º�Û�Ç�•�µ
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�µ+��†�Q#Ý�K�Z�v�
�w� �\�c7H�~�r�O�‡��
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%$�K�Ü�å�¡7€��$Î#Õ�‹�_9×3ÿ�¥�å�Â�î�ª�™�å�«�†/œ�8�
�”�µ�É�Ü�å�¡  �¢�Ý�î�É�†�Q#Ý
�K�Z�
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�å�¡�[7€���@$Î#Õ�K�S���œ�_�
�æ�p�Ã�«�†�f�j�K�r�M��

�W 23-3 �_�
�Ü�å�¡7€���@$Î#Õ�K�Z�8�^�8�º�Ï�ß�ª�b�[�†&g�K�r�M���Ý�î�º  �«�–�µ�³�[�6�•�«�–�µ�³  A 
�c�
�Ü�å�¡  L1 �†�Ó�K�Z�«�–�µ�³  B �_�
�Ü�å�¡  L2 �†�Ó�K�Z�«�–�µ�³  C �_%$�K�K)F�I�€�Z�8�r�M���«
�–�µ�³  B �_%$�K�K)F�I�€�Z�8�•�«�–�µ�³  C �b�Þ�–�Ö  2 �–�å�±�î�Ç�™�–�«�c�
�È�ß�µ�Ÿ�å�¢  �«�¸�î�º�[
�M��
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�œ�É�©�Ù�å�b�«�Ã�½�å�¢�¶�Ü�î�µ+��b�+0[
�W 23-3 %$�K�Ü�å�¡7€��$Î#Õ�S�b  UplinkFast �b�[

C �@�
�Ý�î�º  �Ï�î�º�b#'�~�”�¡�¸�•�È  �Ü�å�¡�[�6�•  L2 �[�Ü�å�¡7€��>& %$�K�Ü�å�¡7€��>'�†�è���M�•
�\�
 UplinkFast �@�«�–�µ�³  C �[�È�ß�µ�¡�I�€�Z�8�S�–�å�±�î�Ç�™�–�«�b�È�ß�µ�¡�†0Ž7V�K�
�Ü�«�½�å
�¢  �«�¸�î�º�>�|�g�Û�î�½�å�¢  �«�¸�î�º�†)�#ä�O�N�_�
%$�K�Ç�›�á�î�¹�•�å�¢  �«�¸�î�º�_&ã/œ�I�O�r�M

>&�W 23-4 �†�g!·>' ���G�b�)�~�p�<�_�²0[�^�ì6ë�c�
(Ù  1 >|  5 &Ê�[�M��

�W 23-4 %$�K�Ü�å�¡7€��$Î#Õ�‹�b  UplinkFast �b�[

BackboneFast �b�+0[

BackboneFast �c�
�Â�µ�¡�Î�î�å�b�¥�”�_�>�E�•6ë�K7€���†�è���K�r�M�� BackboneFast �c�
 UplinkFast 
�µ+��†/õ�ö�M�•�¸�¡�À�ß�ª�î�[�M�� UplinkFast �c�
�”�¡�­�«  �«�–�µ�³�_%$�K�K)F�I�€�S�Ü�å�¡�b7€��
�_�P�Â�K�r�M�� BackboneFast �c�
�q�±�š�î�ª�å�¢  �±�–�Ð�î�†�q4:�ì�K�r�M���q�±�š�î�ª�å�¢  �±�–�Ð�î
�_�|�W�Z�
�«�–�µ�³�@�–�å�±�î�Ç�™�–�«�[�w�™�K�S�É�ß�º�¥�Ý�_���†�–�Ñ�K�Z�>�C�ì6ë�b6×�I�@�D�š�I
�€�r�M���«�–�µ�³�@�9�b�«�–�µ�³�b�æ���Ï�î�º�?�}�W�)  BPDU �†�w�™�K�S���œ�
 BPDU �c�Ú�b�«�–�µ
�³�[�Ý�î�º�r�[�b�Ã�«�@�»�ƒ�€�S�•+��ö�†&g�M�©�¢�¼�Ý�\�^�~�
 BackboneFast �c�Ý�î�º�r�[�b�9�b�Ã
�«�†0b�X�E�|�:�\�K�r�M��

BackboneFast �†�–�¿�î�È�Ý�_�M�•�_�c�
 spanning-tree backbonefast �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M���«�–�µ�³�V�b�Ý�î�º  �Ï�î�º�r�S�c�È�ß�µ�¡  �–�å�±�î�Ç�™�–�«�@�æ���«
�–�µ�³�?�}�W�)  BPDU �†�w�™�M�•�\�
 BackboneFast �@6ä���K�r�M���W�)  BPDU �c�
�Ý�î�º  �È�Ü�µ�ª
�\�æ���«�–�µ�³�b�g�‰�†�	0•�K�Z�8�•�«�–�µ�³�†1‘�9�K�r�M���«�–�µ�³�@�W�)  BPDU �†�w�™�K�S���œ�

�Q�b�«�–�µ�³�@%$�K�K)F�I�€�Z�8�^�8�Ü�å�¡>& 6ë�K�Ü�å�¡>'�[7€���@$Î#Õ�K�S�G�\�†�–�á�K�r�M>&�æ��
�«�–�µ�³�\�Ý�î�º  �«�–�µ�³6ë�b�K)F�@�)�•�I�€�Z�8�r�M>' ���«�Ã�½�å�¢�¶�Ü�î�b�Ý�î�Ý�\�K�Z�

spanning-tree vlan vlan-id max-age �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�_�|�W�Z0¿���I�€�S
�q�±�š�î�ª�å�¢  �±�–�Ò�b6ë�
�«�–�µ�³�c�W�)  BPDU �†!“0i�K�r�M��
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�«�–�µ�³�c�
�Ý�î�º  �«�–�µ�³�l�b�æ�p�Ã�«�b�w!“�†�8�9�K�r�M���W�)  BPDU �@�È�ß�µ�¡  �–�å�±�î�Ç�™
�–�«�_�?4)�K�S���œ�
�«�–�µ�³�V�b�Ý�î�º  �Ï�î�º�>�|�g�Ú�b�È�ß�µ�¡  �–�å�±�î�Ç�™�–�«�@�Ý�î�º  �«
�–�µ�³�l�b�æ�p�Ã�«�_�^�~�r�M  >&�­�Ý�Ç�Ý�î�É  �Ï�î�º�c�
�Ý�î�º  �«�–�µ�³�l�b�æ�p�Ã�«�\�c0b�^�I�€
�r�O�‡>' ���W�)  BPDU �@�Ý�î�º  �Ï�î�º�_�?4)�K�S���œ�
�M�m�Z�b�È�ß�µ�¡  �–�å�±�î�Ç�™�–�«�@�Ý�î�º  
�«�–�µ�³�l�b�æ�p�Ã�«�_�^�~�r�M���W�)  BPDU �@�Ý�î�º  �Ï�î�º�_�?4)�K�
�K�?�v�È�ß�µ�¡  �–�å�±�î
�Ç�™�–�«�@�^�8���œ�
�«�–�µ�³�c�Ý�î�º  �«�–�µ�³�l�b�K)F�@�)�•�I�€�S�v�b�\0b�^�K�
�Ý�î�º  �Ï�î�º
�b�q�±�š�î�ª�å�¢  �±�–�Ò�@)�4#�M�•�r�[�…�U�
3û�–�b�«�Ã�½�å�¢�¶�Ü�î  �Ý�î�Ý�_�‘�W�Z�Ý�î�º  �«�–�µ
�³�_�^�~�r�M��

�«�–�µ�³�@�æ�p�Ã�«�[�Ý�î�º  �«�–�µ�³�_�?4)�[�A�•���œ�
�«�–�µ�³�c�Q�b�æ�p�Ã�«�†�Q#Ý�K�Z�
 Root 
Link Query>&RLQ>'0[�Ó�†3æ�™�K�r�M���«�–�µ�³�c�
�M�m�Z�b�æ�p�Ã�«�_  RLQ 0[�Ó�†3æ�™�K�
�¿�µ�º
�á�î�¡
Æ�b�Ú�b�«�–�µ�³�?�}�b  RLQ �Â'Å�†�…�µ�K�r�M��

�Ý�î�º�l�b�æ�p�Ã�«�@�r�T�Ñ�~�K�Z�8�•�\�8�•�K�S�«�–�µ�³�c�
�W�)  BPDU �†�w�™�K�S�–�å�±�î�Ç�™
�–�«�b�q�±�š�î�ª�å�¢  �±�–�Ò�@)�4#�M�•�r�[�…�U�r�M���Ý�î�º  �«�–�µ�³�l�b�M�m�Z�b�æ�p�Ã�«�@�
�«
�–�µ�³�\�Ý�î�º  �«�–�µ�³6ë�b�K)F�@�)�•�I�€�Z�8�•�G�\�†&g�K�Z�8�•���œ�
�«�–�µ�³�c  RLQ �Â'Å�†�w
�™�K�S�–�å�±�î�Ç�™�–�«�b�q�±�š�î�ª�å�¢  �±�–�Ò�† 6�¢�I�O�r�M�� 1 �X�r�S�c0
�X�b�æ�p�Ã�«�?�}�Ý�î
�º  �«�–�µ�³�l�,�A)F�A�K)F�[�A�•���œ�
�«�–�µ�³�c�W�)  BPDU �†�w�™�K�S�M�m�Z�b�–�å�±�î�Ç�™�–�«
�†�æ���Ï�î�º�_�K�Z�
 >&�È�ß�µ�Ÿ�å�¢  �«�¸�î�º�_�^�W�Z�8�S���œ>'�È�ß�µ�Ÿ�å�¢  �«�¸�î�º�†0Ž7V�K�
�Ü
�«�½�å�¢  �«�¸�î�º�
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 �«�–�µ�³  C �c�Ü�å�¡  L1 �_%$�K�K)F�I�€�Z�8�^�8�b�[�
 �Q
�b7€���†�è���[�A�r�O�‡���M�‰�«�–�µ�³  B �c�
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+¬�}�†�Ý�î�º�\�K�Z"I���K�S"g�Â�[  BPDU 
�†�«�–�µ�³  C �l3æ�™�K���u�r�M���«�–�µ�³  B �?�}�W�)  BPDU �†�w�™�K�S�«�–�µ�³  C �c�
6ë�K7€���@$Î
#Õ�K�Z�8�•�\0b�^�K�r�M���G�b�ì!l�[�
 BackboneFast �c�
�«�–�µ�³  C �b�È�ß�µ�¡  �–�å�±�î�Ç�™�–�«
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�–�å�±�î�Ç�™�–�«�b�q�±�š�î�ª�å�¢  �±�–�Ò�@ 6�¢�M�•�r�[�…�S�N�_�
�S�T�U�_�Ü�«�½�å�¢  �«�¸�î
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���_�
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�å�¢  �«�¸�î�º�_&ã/œ�I�O�
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�_�c(Ù  30 &Ê�²0[�[�M���G�€�c3?3æ4����ì6ë�@�¹�Ç�›�Ý�º�b  15 &Ê�_0¿���I�€�Z�8�€�d�Q�b�¸�b�ì6ë�[
�M�� �W 23-6 �[�c�
�Ü�å�¡  L1 �[7€���@$Î#Õ�K�S���œ  BackboneFast �@�]�b�|�:�_�º�Ï�ß�ª�†
Ì�S�B�M�•
�?�†&g�K�r�M��

L1

L2 L3

�,���6�4  C

�,���6�4  A
9Ô�^�o�;9Õ �,���6�4  B

�I�`�6�"  �P�o�;

44
96
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'¨  23 'v       �œ�É�©�Ù�å�b�«�Ã�½�å�¢�¶�Ü�î�µ+��b0¿��
�œ�É�©�Ù�å�b�«�Ã�½�å�¢�¶�Ü�î�µ+��b�+0[
�W 23-6 6ë�K�Ü�å�¡7€��$Î#Õ�‹�b  BackboneFast �b�[

�W 23-7 �b�|�:�_�
�‚�K�8�«�–�µ�³�@�Ó�¹�•�”
¹�w�º�º�Ï�ß�ª�_)��s3¸�r�€�S���œ�
1�1‘�I�€�S�æ���«
�–�µ�³>&�«�–�µ�³  B>'�?�}�W�)  BPDU �@�†�8�Z�8�^�8�b�[�
 BackboneFast �c�”�¡�¸�•�È�_�^�~�r�O
�‡���‚�K�8�«�–�µ�³�c�
+¬3��@�Ý�î�º  �«�–�µ�³�[�6�•�G�\�†���<�•�W�)  BPDU �b3æ�™�†6ä���K�r�M��
�S�T�K�
�Ú�b�«�–�µ�³�c�G�€�}�b�W�)  BPDU �†!“0i�K�
�‚�K�8�«�–�µ�³�c�«�–�µ�³  B �@�Ý�î�º  �«�–�µ
�³�[�6�•�«�–�µ�³  A �l�b�æ���«�–�µ�³�[�6�•�G�\�†�Û*f�K�r�M��

�W 23-7 �Ó�¹�•�”
¹�w�º�º�Ï�ß�ª�_�>�E�•�«�–�µ�³�b3ã�•

EtherChannel �ž�î�»�b�+0[

EtherChannel �ž�î�»�†�Q#Ý�M�•�\�
�«�–�µ�³�\�K)F�K�S�¹�Â�–�«6ë�[�b  EtherChannel �b0¿���b%©%*�†
�è���[�A�r�M���«�–�µ�³  �–�å�±�î�Ç�™�–�«�c  EtherChannel �\�K�Z0¿���I�€�Z�8�•�v�b�b�
�v�:�M�‰�b
�¹�Â�–�«�b�–�å�±�î�Ç�™�–�«�[�c�Q�b0¿���@/œ�ƒ�€�Z�8�^�8���œ�
0¿���b%©%*�@$Î#Õ�K�r�M���r�S�

EtherChannel �b�g'ƒ�[�³�Õ�¿�Ý�b�Ã�Û�Ó�î�±�@$��^�•���œ�_�v�
0¿���b%©%*�@$Î#Õ�K�r�M��
EtherChannel 0¿���ì�b�@�–�¦8o�_�X�8�Z�c�
 �� EtherChannel 0¿���ì�b�@�–�¦8o�� >&P.40-10>' �†�g!·�K�Z
�C�T�I�8��

�«�–�µ�³�@�
�Ú�b�¹�Â�–�«�V�[0¿���b%©%*�†�è���K�S���œ�
 EtherChannel �ž�î�»�c�
�«�–�µ�³�b�–�å
�±�î�Ç�™�–�«�†  errdisable �«�¸�î�º�_�K�
�š�Û�î  �Ó�µ�­�î�ª�†/²&g�K�r�M��

L1

L2 L3

�,���6�4  C

�,���6�4  A
9Ô�^�o�;9Õ �,���6�4  B

�]�f�"�é�,�Œ

44
96

4

BackboneFast �ê�]�, �> �f�#  �,�9�o�;�Å���î
�\�o �> �f�#  �,�9�o�;�
&»!±�Ò�á�”�P�o�;�
  
�H�� �b �o�:���f�#  �,�9�o�;�æ���•�Ò�ù�Ô�•

�,���6�4  A
9Ô�^�o�;9Õ

�,���6�4  C �,���6�4  B
9Ô�0�o�I�]�6�+9Õ

1J
��Ð���Ú�,���6�4

44
96

5

�I�`�6�"  �P�o�;
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'¨  23 'v       �œ�É�©�Ù�å�b�«�Ã�½�å�¢�¶�Ü�î�µ+��b0¿��
�œ�É�©�Ù�å�b�«�Ã�½�å�¢�¶�Ü�î�µ+��b�+0[
spanning-tree etherchannel guard misconfig �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K
�Z�G�b�µ+��†�–�¿�î�È�Ý�_�[�A�r�M��

�Ý�î�º  �ž�î�»�b�+0[

Service Provider>&SP; �§�î�Å�«  �É�ß�Â�–�²�î>'�b�Þ�–�Ö  2 �¿�µ�º�á�î�¡�_�c�
 SP �è�¥�@�d�w�M�•�«
�–�µ�³�l�b�K)F�@�¨�C�µ�r�€�Z�8�•���œ�@�6�~�r�M���G�b�|�:�^�º�Ï�ß�ª�[�c�
�«�Ã�½�å�¢�¶�Ü�î�@
Ì
�S�B�I�€�
 �•�«�±�Ð�î  �«�–�µ�³ �†�Ý�î�º  �«�–�µ�³�\�K�Z4E�¥�M�•�•+��ö�@�6�~�r�M>& �W 23-8>'���G�b
"g�#�†75�D�_�c�
�•�«�±�Ð�î  �¿�µ�º�á�î�¡
Æ�b�«�–�µ�³�_�K)F�M�•  SP �«�–�µ�³  �–�å�±�î�Ç�™�–�«�V
�[�Ý�î�º  �ž�î�»�µ+��†�–�¿�î�È�Ý�_0¿���K�r�M���«�Ã�½�å�¢�¶�Ü�î�b0£'ì�_�|�W�Z�•�«�±�Ð�î  �¿�µ�º
�á�î�¡
Æ�b�–�å�±�î�Ç�™�–�«�@�Ý�î�º  �Ï�î�º�\�K�Z4E�¥�I�€�•�\�
�Ý�î�º  �ž�î�»�@�Q�b�–�å�±�î�Ç�™
�–�«�†  root-inconsistent>&�È�ß�µ�Ÿ�å�¢>'�«�¸�î�º�_�K�Z�
�•�«�±�Ð�î�b�«�–�µ�³�@�Ý�î�º  �«�–�µ�³�_
�^�}�^�8�|�:�_�
�r�S�c�Ý�î�º�l�b�Ã�«�_)��s3¸�r�€�^�8�|�:�_�K�r�M��

SP �¿�µ�º�á�î�¡�¥�b�«�–�µ�³�@�Ý�î�º  �«�–�µ�³�_�^�•�\�
�–�å�±�î�Ç�™�–�«�@�È�ß�µ�¡�I�€
>&root-inconsistent �«�¸�î�º�_�^�~>' �
�«�Ã�½�å�¢�¶�Ü�î�@�‚�K�8�Ý�î�º  �«�–�µ�³�†4E�¥�K�r�M���•�«�±
�Ð�î�b�«�–�µ�³�@�Ý�î�º  �«�–�µ�³�_�^�•�G�\�c�^�C�
�Ý�î�º�l�b�Ã�«�_)��s3¸�r�€�•�G�\�v�6�~�r�O
�‡��

�«�–�µ�³�@  MST �Ô�î�»�[�·�8�K�Z�8�•���œ�
�Ý�î�º  �ž�î�»�@�I�D$×�_�Q�b�–�å�±�î�Ç�™�–�«�†�æ��
�Ï�î�º�_�K�r�M���r�S�
�C#ú�Ï�î�º�@�Ý�î�º  �ž�î�»�_�|�W�Z  Internal Spanning-Tree>&IST>'�–�å�«�±
�å�«�[�È�ß�µ�¡�I�€�Z�8�•���œ�_�v�
�G�b�–�å�±�î�Ç�™�–�«�c�M�m�Z�b  MST �–�å�«�±�å�«�[�v�È�ß�µ
�¡�I�€�r�M���C#ú�Ï�î�º�c�
�æ���«�–�µ�³�@  IEEE 802.1D �«�–�µ�³�r�S�c$��^�•  MST �Ü�î�ª�Ù�å0¿��
�†�â�X�«�–�µ�³�b�8�N�€�?�[�6�•  LAN �_�K)F�I�€�•�–�å�±�î�Ç�™�–�«�[�M��

1 �X�b�–�å�±�î�Ç�™�–�«�V�[�Ý�î�º  �ž�î�»�†�–�¿�î�È�Ý�_�M�•�\�
�Q�b�–�å�±�î�Ç�™�–�«�@�d�“�M�•�M
�m�Z�b  VLAN �_�Ý�î�º  �ž�î�»�@4:#Ý�I�€�r�M�� VLAN �c�
 MST �–�å�«�±�å�«�_�P�K�Z�¢�Ý�î�É�ì�I
�€�S�‹�
�Ð�µ�Æ�å�¢�I�€�r�M��

spanning-tree guard root �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�Z�G�b�µ+��†
�–�¿�î�È�Ý�_�[�A�r�M��

�@�– �Ý�î�º  �ž�î�»�µ+��c�Q�8�‰�†1��•�\�
�K)F�@�)�•�I�€�•�G�\�@�6�~�r�M��
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'¨  23 'v       �œ�É�©�Ù�å�b�«�Ã�½�å�¢�¶�Ü�î�µ+��b0¿��
�œ�É�©�Ù�å�b�«�Ã�½�å�¢�¶�Ü�î�µ+��b0¿��
�W 23-8 �§�î�Å�«  �É�ß�Â�–�²�î  �¿�µ�º�á�î�¡�b�Ý�î�º  �ž�î�»

�Ý�î�É  �ž�î�»�b�+0[

�Ý�î�É  �ž�î�»�†�Q#Ý�M�•�\�
�æ�p�Ï�î�º�r�S�c�Ý�î�º  �Ï�î�º�@�
�"�M�‰�¥�Ü�å�¡�b�N�I�\�^�•7€���_
�|�W�Z�æ���Ï�î�º�_�^�•�G�\�†75�B�r�M���G�b�µ+��c�
�«�–�µ�³�»  �¿�µ�º�á�î�¡
²�/�[�–�¿�î�È�Ý�_
�K�S���œ�_�q�v� �Ý�@�6�~�r�M���Ý�î�É  �ž�î�»�_�|�W�Z�
�æ�p�Ï�î�º�>�|�g�Ý�î�º  �Ï�î�º�@�æ���Ï�î
�º�_�^�•�G�\�@75�F�I�€�
�«�Ã�½�å�¢�¶�Ü�î�@�Ý�î�º  �Ï�î�º�r�S�c�æ�p�Ï�î�º�[  BPDU �†3æ�™�M�•�G
�\�c�6�~�r�O�‡��

spanning-tree loopguard default �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�Z�G�b�µ+��†
�–�¿�î�È�Ý�_�[�A�r�M��

�«�–�µ�³�@  PVST+ �r�S�c  Rapid PVST+ �Ô�î�»�[�·�8�K�Z�8�•���œ�
�Ý�î�É  �ž�î�»�_�|�W�Z�
�æ�p
�Ï�î�º�>�|�g�Ý�î�º  �Ï�î�º�@�æ���Ï�î�º�_�^�•�G�\�@75�F�I�€�
�«�Ã�½�å�¢�¶�Ü�î�@�Ý�î�º  �Ï�î�º�r
�S�c�æ�p�Ï�î�º�[  BPDU �†3æ�™�M�•�G�\�c�6�~�r�O�‡��

�«�–�µ�³�@  MST �Ô�î�»�[�·�8�K�Z�8�•�\�A�
�Ý�î�É  �ž�î�»�_�|�W�Z�M�m�Z�b  MST �–�å�«�±�å�«�[�–
�å�±�î�Ç�™�–�«�@�È�ß�µ�¡�I�€�Z�8�•���œ�_�b�s�
8��C#ú�Ï�î�º�[  BPDU �†3æ�™�K�r�O�‡���C#ú�Ï�î
�º�[�c�
�Ý�î�É  �ž�î�»�@�M�m�Z�b  MST �–�å�«�±�å�«�[�–�å�±�î�Ç�™�–�«�†�È�ß�µ�¡�K�r�M��

�œ�É�©�Ù�å�b�«�Ã�½�å�¢�¶�Ü�î�µ+��b0¿��
�G�G�[�c�
���b0¿���_�X�8�Z1��Â�K�r�M��

• ���œ�É�©�Ù�å�b�«�Ã�½�å�¢�¶�Ü�î�µ+��b�¹�Ç�›�Ý�º0¿���� >&P.23-10>'

• ���œ�É�©�Ù�å�b�«�Ã�½�å�¢�¶�Ü�î0¿���ì�b�@�–�¦8o�� >&P.23-10>'

• �� PortFast �b�–�¿�î�È�Ý�ì�� >&P.23-10>'>&�õ�–>'

• �� BPDU �ž�î�»�b�–�¿�î�È�Ý�ì�� >&P.23-11>'>&�õ�–>'

• �� BPDU �Ç�•�Ý�±�Ü�å�¢�b�–�¿�î�È�Ý�ì�� >&P.23-12>'>&�õ�–>'

• ��
Õ6×�Ü�å�¡#Ý  UplinkFast �b�–�¿�î�È�Ý�ì�� >&P.23-14>'>&�õ�–>'

10
12

32

�0�o
�^�o�;  �,���6�4

���,�2�Q�o  �@�6�; �b �o�"

�^�o�;  ���o�<�
���@�o�I�^�æ�Ö�Õ�æ
�,�D �> �f�#  �7�]�o�é�^�o�;�ã�å��

��(»�H�é�½���,���6�4

�^�o�;  ���o�<�Ï(»�Ç�Î�����é
���f�2�o�H�����,�
���@�o�I�^�æ�Ò�á
���,�2�Q�o  �@�6�; �b �o�"�]�é�,���6�4�Ç
�^�o�;  �,���6�4�æ�å���å�¿���Á�æ�”
�ù�Ú�ê�^�o�;�ó�é�D�,�æ
&µ�ú1��ù���å�¿���Á�æ�Ò�ù�Ô�•

�(�o�F�,  �J�`�C���3�o  �@�6�; �b �o�"
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'¨  23 'v       �œ�É�©�Ù�å�b�«�Ã�½�å�¢�¶�Ü�î�µ+��b0¿��
�œ�É�©�Ù�å�b�«�Ã�½�å�¢�¶�Ü�î�µ+��b0¿��
• �� BackboneFast �b�–�¿�î�È�Ý�ì�� >&P.23-14>'>&�õ�–>'

• �� EtherChannel �ž�î�»�b�–�¿�î�È�Ý�ì�� >&P.23-15>'>&�õ�–>'

• ���Ý�î�º  �ž�î�»�b�–�¿�î�È�Ý�ì�� >&P.23-16>'>&�õ�–>'

• ���Ý�î�É  �ž�î�»�b�–�¿�î�È�Ý�ì�� >&P.23-16>'>&�õ�–>'

�œ�É�©�Ù�å�b�«�Ã�½�å�¢�¶�Ü�î�µ+��b�¹�Ç�›�Ý�º0¿��

/² 23-1 �_�
�œ�É�©�Ù�å�b�«�Ã�½�å�¢�¶�Ü�î�µ+��b�¹�Ç�›�Ý�º0¿���†&g�K�r�M��

�œ�É�©�Ù�å�b�«�Ã�½�å�¢�¶�Ü�î0¿���ì�b�@�–�¦8o

�«�–�µ�³�[  PVST+�
 Rapid PVST+�
�r�S�c  MSTP �@'�
>�K�Z�8�•���œ�
 PortFast�
 BPDU �ž�î�»�

BPDU �Ç�•�Ý�±�Ü�å�¢�
 EtherChannel �ž�î�»�
�Ý�î�º  �ž�î�»�
�r�S�c�Ý�î�É  �ž�î�»�†0¿���[�A�r�M��

Rapid PVST+ �r�S�c  MSTP #Ý�_�
 UplinkFast �r�S�c  BackboneFast �µ+��†0¿���[�A�r�M���S�T�K�
�«
�Ã�½�å�¢�¶�Ü�î  �Ô�î�»�†  PVST+ �_�š�f�M�•�r�[�
�G�b�µ+��c�¹�•�­�î�È�Ý>&8��”�¡�¸�•�È>'�b�r�r�[
�M��

PortFast �b�–�¿�î�È�Ý�ì

PortFast �µ+��@�–�¿�î�È�Ý�_0¿���I�€�Z�8�•�–�å�±�î�Ç�™�–�«�c�
�† =�b3?3æ4����ì6ë�b)�4#�†�…�S�N
�_�
�S�T�U�_�«�Ã�½�å�¢�¶�Ü�î  �Ç�›�á�î�¹�•�å�¢  �«�¸�î�º�_&ã/œ�I�€�r�M��

�@�– PortFast �†�Q#Ý�M�•�b�c�
�"�M�š�å�»  �«�¸�î�©�Ù�å�†�”�¡�­�«  �Ï�î�º�r�S�c�º�Û�å�¡  �Ï�î�º�_�K
)F�M�•���œ�_ 7H�� �K�Z�C�T�I�8���«�–�µ�³�r�S�c�Á�È�_�K)F�M�•�–�å�±�î�Ç�™�–�«�V�[�G�b�µ+��†
�–�¿�î�È�Ý�_�M�•�\�
�«�Ã�½�å�¢�¶�Ü�î�@�¿�µ�º�á�î�¡  �Ý�î�É�†�è���r�S�c7<�F�[�A�^�C�^�~�
�Q
�b)��Ý�
�È�ß�î�»�Ÿ�Õ�«�º  �«�º�î�Ò�>�|�g�”�»�Þ�«  �Û�î�½�å�¢�b7€���@2s�A�•�•+��ö�@�6�~�r�M��

8b�Œ VLAN �µ+��†�–�¿�î�È�Ý�_�M�•�\�
 PortFast �µ+��@+¬�·$×�_�–�¿�î�È�Ý�_�^�~�r�M��8b�Œ  VLAN 
�†�¹�•�­�î�È�Ý�_�K�Z�v�
 PortFast �µ+��c+¬�·$×�_�¹�•�­�î�È�Ý�_�^�~�r�O�‡��0ò(ý�_�X�8�Z�c�

'¨ 18 'v��8b�Œ  VLAN �b0¿���� �†�g!·�K�Z�C�T�I�8��

�«�–�µ�³�[  PVST+�
 Rapid PVST+�
�r�S�c  MSTP �@'�
>�K�Z�8�•���œ�
�G�b�µ+��†�–�¿�î�È�Ý�_�[�A
�r�M��

/² 23-1 �œ�É�©�Ù�å�b�«�Ã�½�å�¢�¶�Ü�î�µ+��b�¹�Ç�›�Ý�º0¿��

�µ+� �¹�Ç�›�Ý�º0¿��

PortFast�
 BPDU �Ç�•�Ý�±�Ü�å�¢�
 BPDU �ž�î�»  �¢�ß�î�Â�Ý�_�¹�•�­�î�È�Ý>&�–�å�±�î�Ç�™�–�«�"�)�[�¶�9�_
0¿���M�•���œ�†7V�C>'

UplinkFast �¢�ß�î�Â�Ý�_�¹�•�­�î�È�Ý  

BackboneFast �¢�ß�î�Â�Ý�_�¹�•�­�î�È�Ý

EtherChannel �ž�î�» �¢�ß�î�Â�Ý�_�–�¿�î�È�Ý

�Ý�î�º  �ž�î�» �M�m�Z�b�–�å�±�î�Ç�™�–�«�[�¹�•�­�î�È�Ý

�Ý�î�É  �ž�î�» �M�m�Z�b�–�å�±�î�Ç�™�–�«�[�¹�•�­�î�È�Ý
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'¨  23 'v       �œ�É�©�Ù�å�b�«�Ã�½�å�¢�¶�Ü�î�µ+��b0¿��
�œ�É�©�Ù�å�b�«�Ã�½�å�¢�¶�Ü�î�µ+��b0¿��
PortFast �†�–�¿�î�È�Ý�_�M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M���G�b�m8p�c�õ�–�[�M��

>&�@>' spanning-tree portfast default �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�M�•�\�
�M�m�Z�b
8��º�Û�å�¡  �Ï�î�º�V�[  PortFast �µ+��†�¢�ß�î�Â�Ý�_�–�¿�î�È�Ý�_�[�A�r�M��

PortFast �µ+��†�¹�•�­�î�È�Ý�_�M�•�_�c�
 spanning-tree portfast disable �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•
� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

BPDU �ž�î�»�b�–�¿�î�È�Ý�ì

PortFast �P�Â�Ï�î�º>& PortFast �·�8�«�¸�î�º�b�Ï�î�º>'�[  BPDU �ž�î�»�†�¢�ß�î�Â�Ý�_�–�¿�î�È�Ý�_
�M�•�\�
�«�Ã�½�å�¢�¶�Ü�î�c�
�Q�b�Ï�î�º�[�b�·�8�†)E)F�K�r�M���Q�b�Ï�î�º�c�
 BPDU �†�w�™�K�^
�E�€�d2s�·�K�S�r�r�_�^�~�r�M��

0¿���@�w� �[�6�€�d�
 PortFast �P�Â�Ï�î�º�c  BPDU �†�w�™�K�r�O�‡�� PortFast �P�Â�Ï�î�º�@  BPDU �†
�w�™�K�S���œ�c�
1��•�I�€�Z�8�^�8�¹�Â�–�«�b�K)F�^�]�b!“� �^0¿���@�Ñ�~�M�•�G�\�†&g�K�Z�>�~�

BPDU �ž�î�»�µ+��_�|�W�Z�Ï�î�º�c  errdisable �«�¸�î�º�_�^�~�r�M���G�b"g�Â�_�^�•�\�
�«�–�µ�³�c4*
�o�@$Î#Õ�K�S�Ï�î�º
²�/�†�©�Õ�µ�º�²�˜�å�K�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 interface interface-id 0¿���M�•�–�å�±�î�Ç�™�–�«�†�æ���K�
�–�å�±�î�Ç�™�–�«  �¥�å
�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 3 spanning-tree portfast [trunk ] �"�M�á�î�¡�«�¸�î�©�Ù�å�r�S�c�§�î�Â�_�K)F�I�€�S�”�¡�­�«  
�Ï�î�º�V�[  PortFast �†�–�¿�î�È�Ý�_�K�r�M�� trunk �Ÿ�î�á�î�»
�†�æ���M�•�\�
�º�Û�å�¡  �Ï�î�º�V�[  PortFast �†�–�¿�î�È�Ý�_�[
�A�r�M��

>&�@>' �º�Û�å�¡  �Ï�î�º�[  PortFast �†�–�¿�î�È�Ý�_�M�•�_�c�

spanning-tree portfast trunk  �–�å�±�î�Ç�™�–�«  �¥�å
�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�M�•�²0[�@�6�~�r
�M�� spanning-tree portfast �¥�Ð�å�»�c�
�º�Û�å�¡  �Ï�î
�º�V�[�c�µ+��K�^�8�S�u�[�M��

�@�– �º�Û�å�¡  �Ï�î�º�V�[  PortFast �†�–�¿�î�È�Ý�_�M�•��
�œ�c�
�¦�S�_�
�º�Û�å�¡  �Ï�î�º�\�á�î�¡�«�¸�î�©�Ù
�å�r�S�c�§�î�Â�b6ë�_�Ý�î�É�@�^�8�G�\�†&�1��K�Z�C
�T�I�8��

�¹�Ç�›�Ý�º�[�c�
 PortFast �c�M�m�Z�b�–�å�±�î�Ç�™�–�«�[�¹�•
�­�î�È�Ý�[�M��

�«�̧ �µ�É 4 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 5 show spanning-tree interface interface-id 
portfast

0¿���†&�1��K�r�M��

�«�̧ �µ�É 6 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��
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'¨  23 'v       �œ�É�©�Ù�å�b�«�Ã�½�å�¢�¶�Ü�î�µ+��b0¿��
�œ�É�©�Ù�å�b�«�Ã�½�å�¢�¶�Ü�î�µ+��b0¿��
�Ï�î�º�†�©�Õ�µ�º�²�˜�å�K�^�8�|�:�_�M�•�_�c�
 errdisable detect cause bpduguard shutdown vlan 
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�Z�
4*�o�@$Î#Õ�K�S�Ï�î�º�V�b�N�I�\�^�W�Z�8
�•  VLAN �T�E�†�©�Õ�µ�º�²�˜�å�K�r�M��

�m�·�[�Ï�î�º�†
Ì�g�·�8�I�O�^�E�€�d�^�}�^�8�b�[�
 BPDU �ž�î�»�µ+��c!“� �^0¿���_�P�M�•�ó
²�P
'Ç�_�^�~�r�M���§�î�Å�«�É�ß�Â�–�²�î  �¿�µ�º�á�î�¡
Æ�[�”�¡�­�«  �Ï�î�º�@�«�Ã�½�å�¢�¶�Ü�î�_�g�•�K
�^�8�|�:�_�M�•�_�c�
 BPDU �ž�î�»�µ+��†�Q#Ý�K�r�M��

�@�– PortFast �c�
�š�å�»  �«�¸�î�©�Ù�å�_�K)F�M�•�Ï�î�º�_7H�W�Z0¿���K�r�M���Q�:�K�^�8�\�

�$Î$×�^
�º�Ï�ß�ª  �Ý�î�É�@�N�I�[�¹�î�±  �Ã�£�µ�º  �Ý�î�É�@$Î#Õ�K�
�«�–�µ�³�>�|�g�¿�µ�º�á�î�¡�b�·�8�@
�	�F�}�€�•�>�Q�€�@�6�~�r�M��

PortFast �µ+��†�–�¿�î�È�Ý�_�K�^�C�Z�v�
 spanning-tree bpduguard enable �–�å�±�î�Ç�™�–�«  �¥�å
�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�Z�
�õ�–�b�Ï�î�º�[  BPDU �ž�î�»�†�–�¿�î�È�Ý�_�M�•�G�\�v�[
�A�r�M�� BPDU �†�w�™�K�S�Ï�î�º�c�
 errdisable �«�¸�î�º�_�^�~�r�M��

�«�–�µ�³�[  PVST+�
 Rapid PVST+�
�r�S�c  MSTP �@'�
>�K�Z�8�•���œ�
 BPDU �ž�î�»�µ+��†�–�¿�î
�È�Ý�_�[�A�r�M��

BPDU �ž�î�»�µ+��†�¢�ß�î�Â�Ý�_�–�¿�î�È�Ý�_�M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��
�G�b�m8p�c�õ�–�[�M��

BPDU �ž�î�»�†�¹�•�­�î�È�Ý�_�M�•�_�c�
 no spanning-tree portfast bpduguard default �¢�ß�î�Â�Ý  
�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

no spanning-tree portfast bpduguard default �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�b0¿���†
�V�i�A�M�•�_�c�
 spanning-tree bpduguard enable �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å
�»�†�Q#Ý�K�r�M��

BPDU �Ç�•�Ý�±�Ü�å�¢�b�–�¿�î�È�Ý�ì

PortFast �P�Â�–�å�±�î�Ç�™�–�«�[  BPDU �Ç�•�Ý�±�Ü�å�¢�†�¢�ß�î�Â�Ý�_�–�¿�î�È�Ý�_�M�•�\�
 PortFast 
�·�8�«�¸�î�º�b�–�å�±�î�Ç�™�–�«�c  BPDU �†3æ�w�™�[�A�^�C�^�~�r�M���S�T�K�
�Ü�å�¡�@&�'g�K�Z�?
�}�«�–�µ�³�@$Î�™  BPDU �b�Ç�•�Ý�±�Ü�å�¢�†6ä���M�•�r�[�b6ë�_�
�G�b�–�å�±�î�Ç�™�–�«�?�}  BPDU 
�@�8�C�X�?3æ�™�I�€�r�M���G�€�}�b�–�å�±�î�Ç�™�–�«�_�K)F�I�€�S�Í�«�º�@  BPDU �†�w�™�K�^�8�|�:

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 spanning-tree portfast bpduguard default BPDU �ž�î�»�†�¢�ß�î�Â�Ý�_�–�¿�î�È�Ý�_�K�r�M��

BPDU �ž�î�»�c�
�¹�Ç�›�Ý�º�[�c�¹�•�­�î�È�Ý�_0¿���I�€�Z�8�r
�M��

�«�̧ �µ�É 3 interface interface-id �š�å�»  �«�¸�î�©�Ù�å�_�K)F�M�•�–�å�±�î�Ç�™�–�«�†�æ���K�
�–�å
�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 4 spanning-tree portfast PortFast �µ+��†�–�¿�î�È�Ý�_�K�r�M��

�«�̧ �µ�É 5 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 6 show running-config 0¿���†&�1��K�r�M��

�«�̧ �µ�É 7 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��
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'¨  23 'v       �œ�É�©�Ù�å�b�«�Ã�½�å�¢�¶�Ü�î�µ+��b0¿��
�œ�É�©�Ù�å�b�«�Ã�½�å�¢�¶�Ü�î�µ+��b0¿��
�_�M�•�_�c�
�«�–�µ�³�V�[  BPDU �Ç�•�Ý�±�Ü�å�¢�†�¢�ß�î�Â�Ý�_�–�¿�î�È�Ý�_�M�•�²0[�@�6�~�r�M��
BPDU �†�w�™�K�S PortFast �P�Â�–�å�±�î�Ç�™�–�«�[�c  PortFast �·�8�«�¸�î�±�«�@0Ž7V�I�€�
 BPDU 
�Ç�•�Ý�±�Ü�å�¢�@�¹�•�­�î�È�Ý�_�^�~�r�M��

�@�– PortFast �c�
�š�å�»  �«�¸�î�©�Ù�å�_�K)F�M�•�–�å�±�î�Ç�™�–�«�_7H�W�Z0¿���K�r�M���Q�:�K�^�8
�\�
�£�‡�K�^�8�º�Ï�ß�ª  �Ý�î�É�@�N�I�[�¹�î�±�b�Ã�£�µ�º  �Ý�î�É�@$Î#Õ�K�
�«�–�µ�³�>�|�g�¿�µ�º
�á�î�¡�b�·�8�@�	�F�}�€�•�G�\�@�6�~�r�M��

PortFast �µ+��†�–�¿�î�È�Ý�_�K�^�C�Z�v�
 spanning-tree bpdufilter enable �–�å�±�î�Ç�™�–�«  �¥�å
�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�Z�
�õ�–�b�–�å�±�î�Ç�™�–�«�[  BPDU �Ç�•�Ý�±�Ü�å�¢�†�–�¿�î
�È�Ý�_�M�•�G�\�v�[�A�r�M���G�b�¥�Ð�å�»�†��/œ�M�•�\�
�–�å�±�î�Ç�™�–�«�c  BPDU �†3æ�w�™�[�A�^
�C�^�~�r�M��

�@�– BPDU �Ç�•�Ý�±�Ü�å�¢�†"I���b�–�å�±�î�Ç�™�–�«�V�[�–�¿�î�È�Ý�_�M�•�G�\�c�
�Q�b�–�å�±�î�Ç�™
�–�«�V�[�«�Ã�½�å�¢�¶�Ü�î�†�¹�•�­�î�È�Ý�_�M�•�G�\�\� �L�[�6�~�
�«�Ã�½�å�¢�¶�Ü�î  �Ý�î�É�@$Î
#Õ�M�•�G�\�@�6�~�r�M��

�«�–�µ�³�[  PVST+�
 Rapid PVST+�
�r�S�c  MSTP �@'�
>�K�Z�8�•���œ�
 BPDU �Ç�•�Ý�±�Ü�å�¢�µ+�
�†�–�¿�î�È�Ý�_�[�A�r�M��

BPDU �Ç�•�Ý�±�Ü�å�¢�µ+��†�¢�ß�î�Â�Ý�_�–�¿�î�È�Ý�_�M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��
/œ�K�r�M���G�b�m8p�c�õ�–�[�M��

BPDU �Ç�•�Ý�±�Ü�å�¢�†�¹�•�­�î�È�Ý�_�M�•�_�c�
 no spanning-tree portfast bpdufilter default �¢
�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

no spanning-tree portfast bpdufilter default �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�b0¿���†�V
�i�A�M�•�_�c�
 spanning-tree bpdufilter enable �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»
�†�Q#Ý�K�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 spanning-tree portfast bpdufilter default BPDU �Ç�•�Ý�±�Ü�å�¢�†�¢�ß�î�Â�Ý�_�–�¿�î�È�Ý�_�K�r�M��

BPDU �Ç�•�Ý�±�Ü�å�¢�c�
�¹�Ç�›�Ý�º�[�c�¹�•�­�î�È�Ý�_0¿��
�I�€�Z�8�r�M��

�«�̧ �µ�É 3 interface interface-id �š�å�»  �«�¸�î�©�Ù�å�_�K)F�M�•�–�å�±�î�Ç�™�–�«�†�æ���K�
�–
�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 4 spanning-tree portfast PortFast �µ+��†�–�¿�î�È�Ý�_�K�r�M��

�«�̧ �µ�É 5 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 6 show running-config 0¿���†&�1��K�r�M��

�«�̧ �µ�É 7 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��
23-13
Cisco IE 3000 �«�–�µ�³  �¯�Ç�º�˜�™�”  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �ž�–�»

OL-27302-01-J 



 

'¨  23 'v       �œ�É�©�Ù�å�b�«�Ã�½�å�¢�¶�Ü�î�µ+��b0¿��
�œ�É�©�Ù�å�b�«�Ã�½�å�¢�¶�Ü�î�µ+��b0¿��

Õ6×�Ü�å�¡#Ý  UplinkFast �b�–�¿�î�È�Ý�ì

�«�–�µ�³  �É�Û�–�œ�Ü�¸�•�@0¿���I�€�Z�8�•  VLAN �V�[  UplinkFast �†�–�¿�î�È�Ý�_�M�•�G�\�c�[�A�r�O
�‡���«�–�µ�³  �É�Û�–�œ�Ü�¸�•�@0¿���I�€�Z�8�•  VLAN �V�[  UplinkFast �†�–�¿�î�È�Ý�_�M�•���œ�c�
�q
�6�_  no spanning-tree vlan vlan-id priority �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�M�•
�G�\�_�|�W�Z�
 VLAN �b�«�–�µ�³  �É�Û�–�œ�Ü�¸�•�†�¹�Ç�›�Ý�º�Í�_�`�M�²0[�@�6�~�r�M��

>&�@>' UplinkFast �†�–�¿�î�È�Ý�_�M�•�\�
�«�–�µ�³�b�M�m�Z�b  VLAN �_�s8j�K�r�M���¶���b  VLAN �_  
UplinkFast �†0¿���M�•�G�\�c�[�A�r�O�‡��

Rapid PVST+ �r�S�c  MSTP #Ý�_�
 UplinkFast �µ+��†0¿���[�A�r�M���S�T�K�
�«�Ã�½�å�¢�¶�Ü�î  �Ô�î�»
�†  PVST+ �_�š�f�M�•�r�[�
�G�b�µ+��c�¹�•�­�î�È�Ý>&8��”�¡�¸�•�È>'�b�r�r�[�M��

UplinkFast �†�–�¿�î�È�Ý�_�M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M���G�b�m8p�c�õ�–�[
�M��

UplinkFast �†�–�¿�î�È�Ý�_�M�•�\�
 �M�m�Z�b VLAN �b�«�–�µ�³  �É�Û�–�œ�Ü�¸�•�c  49152 �_0¿���I�€�r
�M�� UplinkFast �†�–�¿�î�È�Ý�_�M�•���œ�
�r�S�c  UplinkFast �@�M�[�_�–�¿�î�È�Ý�_0¿���I�€�Z�8�•��
�œ�_�
�Ã�«  �¥�«�º�†  3000 �• 6�b�Í�_�š�f�M�•�\�
�M�m�Z�b�–�å�±�î�Ç�™�–�«�>�|�g  VLAN �º�Û�å�¡
�b�Ã�«  �¥�«�º�@  3000 �T�E�Q�•�K�r�M>&�Ã�«  �¥�«�º�†  3000 �è�V�b�Í�_�š�f�K�S���œ�
�Ã�«  �¥�«�º�c�š
�f�I�€�r�O�‡>' ���«�–�µ�³  �É�Û�–�œ�Ü�¸�•�>�|�g�Ã�«  �¥�«�º�†�š�f�M�•�\�
�«�–�µ�³�@�Ý�î�º  �«�–�µ
�³�_�^�•�•+��ö�@�*�C�^�~�r�M��

�¹�Ç�›�Ý�º�Í�†�š�f�K�Z�8�^�8���œ�
 UplinkFast �†�¹�•�­�î�È�Ý�_�M�•�\�
�M�m�Z�b  VLAN �b�«�–�µ
�³  �É�Û�–�œ�Ü�¸�•�\�M�m�Z�b�–�å�±�î�Ç�™�–�«�b�Ã�«  �¥�«�º�@�¹�Ç�›�Ý�º�Í�_0¿���I�€�r�M��

�”�µ�É�¹�î�º  �Ã�£�µ�º  �Þ�î�º�†�¹�Ç�›�Ý�º�b0¿���Í�_�`�M���œ�c�
 no spanning-tree uplinkfast 
max-update-rate �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M�� UplinkFast �†�¹�•�­�î
�È�Ý�_�M�•���œ�c�
 no spanning-tree uplinkfast �¥�Ð�å�»�†�Q#Ý�K�r�M��

BackboneFast �b�–�¿�î�È�Ý�ì

BackboneFast �†�–�¿�î�È�Ý�_�M�•�\�
6ë�K�Ü�å�¡7€���†�è���K�
�«�Ã�½�å�¢�¶�Ü�î�b
Ì�S�B�†�|�~�©
�C6ä���[�A�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 spanning-tree uplinkfast [max-update-rate 
pkts-per-second]

UplinkFast �†�–�¿�î�È�Ý�_�K�r�M��

>&�õ�–>'pkts-per-second �_�æ���[�A�•(
�V�c�–&Ê  0 >|  32000 �Ã�£�µ
�º�[�M���¹�Ç�›�Ý�º�Í�c  150 �[�M��

0 �†
°�Š�M�•�\�
�«�¸�î�©�Ù�å�Û*f�Ç�Þ�î�Ò�@#Õ�B�I�€�^�8�b�[�

�K)F�)�•�‹�«�Ã�½�å�¢�¶�Ü�î  �º�Ï�ß�ª�@�¥�å�Â�î�ª�™�å�«�M�•3ÿ
�Ø�@4��C�^�~�r�M��

�«�̧ �µ�É 3 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 4 show spanning-tree summary 0¿���†&�1��K�r�M��

�«�̧ �µ�É 5 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��
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'¨  23 'v       �œ�É�©�Ù�å�b�«�Ã�½�å�¢�¶�Ü�î�µ+��b0¿��
�œ�É�©�Ù�å�b�«�Ã�½�å�¢�¶�Ü�î�µ+��b0¿��
>&�@>' BackboneFast �†�Q#Ý�M�•���œ�c�
�¿�µ�º�á�î�¡�V�b�M�m�Z�b�«�–�µ�³�[�–�¿�î�È�Ý�_�M�•�²0[�@�6�~
�r�M�� BackboneFast �c�
�º�î�¡�å�Ü�å�¢  VLAN �V�[�c�§�Ï�î�º�I�€�r�O�‡���G�b�µ+��c�Ú&k0��«�–�µ
�³�[�b�Q#Ý�_�§�Ï�î�º�I�€�Z�8�r�M��

Rapid PVST+ �r�S�c  MSTP #Ý�_�
 BackboneFast �µ+��†0¿���[�A�r�M���S�T�K�
�«�Ã�½�å�¢�¶�Ü�î  
�Ô�î�»�†  PVST+ �_�š�f�M�•�r�[�
�G�b�µ+��c�¹�•�­�î�È�Ý>&8��”�¡�¸�•�È>'�b�r�r�[�M��

BackboneFast �†�–�¿�î�È�Ý�_�M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M���G�b�m8p�c�õ�–
�[�M��

BackboneFast �µ+��†�¹�•�­�î�È�Ý�_�M�•�_�c�
 no spanning-tree backbonefast �¢�ß�î�Â�Ý  �¥�å�Ç�•
� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

EtherChannel �ž�î�»�b�–�¿�î�È�Ý�ì

�«�–�µ�³�[  PVST+�
 Rapid PVST+�
�r�S�c  MSTP �@'�
>�K�Z�8�•���œ�
 EtherChannel �b0¿���b%©%*
�†�è���M�•  EtherChannel �ž�î�»�µ+��†�–�¿�î�È�Ý�_�[�A�r�M��

EtherChannel �ž�î�»�†�–�¿�î�È�Ý�_�M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M���G�b�m8p
�c�õ�–�[�M��

EtherChannel �ž�î�»�µ+��†�¹�•�­�î�È�Ý�_�M�•�_�c�
 no spanning-tree etherchannel guard 
misconfig �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

show interfaces status err-disabled "I�’  EXEC �¥�Ð�å�»�†�Q#Ý�M�•�G�\�[�
 EtherChannel �b0¿��%©%*
�@�N�I�[�¹�•�­�î�È�Ý�_�^�W�Z�8�•�«�–�µ�³  �Ï�î�º�†/²&g�[�A�r�M���Ü�Ô�î�º  �¹�Â�–�«�V�[�c�
 show 
etherchannel summary "I�’  EXEC �¥�Ð�å�»�†�Q#Ý�K�Z�
 EtherChannel �b0¿���†&�1��[�A�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r
�M��

�«�̧ �µ�É 2 spanning-tree backbonefast BackboneFast �†�–�¿�î�È�Ý�_�K�r�M��

�«�̧ �µ�É 3 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 4 show spanning-tree summary 0¿���†&�1��K�r�M��

�«�̧ �µ�É 5 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ
�K�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r
�M��

�«�̧ �µ�É 2 spanning-tree etherchannel guard 
misconfig

EtherChannel �ž�î�»�†�–�¿�î�È�Ý�_�K�r�M��

�«�̧ �µ�É 3 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 4 show spanning-tree summary 0¿���†&�1��K�r�M��

�«�̧ �µ�É 5 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ
�K�r�M��
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'¨  23 'v       �œ�É�©�Ù�å�b�«�Ã�½�å�¢�¶�Ü�î�µ+��b0¿��
�œ�É�©�Ù�å�b�«�Ã�½�å�¢�¶�Ü�î�µ+��b0¿��
0¿���†�Ÿ�G�K�S�‹�
1��W�Z0¿���K�Z�8�S�Ï�î�º  �³�Õ�¿�Ý  �–�å�±�î�Ç�™�–�«�V�[�
 shutdown �>�|�g  no 
shutdown �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†
°�Š�K�Z�C�T�I�8��

�Ý�î�º  �ž�î�»�b�–�¿�î�È�Ý�ì

1 �X�b�–�å�±�î�Ç�™�–�«�V�[�Ý�î�º  �ž�î�»�†�–�¿�î�È�Ý�_�M�•�\�
�Q�b�–�å�±�î�Ç�™�–�«�@�d�“�M�•�M
�m�Z�b  VLAN �_�Ý�î�º  �ž�î�»�@4:#Ý�I�€�r�M�� UplinkFast �µ+��@�Q#Ý�M�•�–�å�±�î�Ç�™�–�«�[�
�Ý�î
�º  �ž�î�»�†�–�¿�î�È�Ý�_�K�^�8�[�C�T�I�8�� UplinkFast �†�Q#Ý�M�•�\�
7€��$Î#Õ�ì�_>&�È�ß�µ�¡  �«
�¸�î�º�b>'�Â�µ�¡�”�µ�É  �–�å�±�î�Ç�™�–�«�@�Ý�î�º  �Ï�î�º�_�^�~�r�M���S�T�K�
� �ì�_�Ý�î�º  �ž�î�»
�v�–�¿�î�È�Ý�_�^�W�Z�8�S���œ�c�
 UplinkFast �µ+��@�Q#Ý�M�•�M�m�Z�b�Â�µ�¡�”�µ�É  �–�å�±�î�Ç�™�–
�«�@ root-inconsistent>&�È�ß�µ�¡>'�«�¸�î�º�_�^�~�
�Ç�›�á�î�¹�•�å�¢  �«�¸�î�º�_&ã/œ�[�A�^�C�^�~�r
�M��

>&�@>' �Ý�î�º  �ž�î�»�\�Ý�î�É  �ž�î�»�b�g�‰�†� �ì�_�–�¿�î�È�Ý�_�M�•�G�\�c�[�A�r�O�‡��

�«�–�µ�³�[  PVST+�
 Rapid PVST+�
�r�S�c  MSTP �@'�
>�K�Z�8�•���œ�
�G�b�µ+��†�–�¿�î�È�Ý�_�[�A
�r�M��

�–�å�±�î�Ç�™�–�«�V�[�Ý�î�º  �ž�î�»�†�–�¿�î�È�Ý�_�M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K
�r�M���G�b�m8p�c�õ�–�[�M��

�Ý�î�º  �ž�î�»�†�¹�•�­�î�È�Ý�_�M�•�_�c�
 no spanning-tree guard �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×
�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

�Ý�î�É  �ž�î�»�b�–�¿�î�È�Ý�ì

�Ý�î�É  �ž�î�»�†�Q#Ý�M�•�\�
�æ�p�Ï�î�º�r�S�c�Ý�î�º  �Ï�î�º�@�
�"�M�‰�¥�Ü�å�¡�b�N�I�\�^�•7€���_
�|�W�Z�æ���Ï�î�º�_�^�•�G�\�†75�B�r�M���G�b�µ+��c�
�«�–�µ�³�»  �¿�µ�º�á�î�¡
²�/�_0¿���K�S���œ
�_�q�v� �Ý�@�6�~�r�M���Ý�î�É  �ž�î�»�c�
�«�Ã�½�å�¢�¶�Ü�î�@�Ï�–�å�º�¶�î�Ï�–�å�º�\0b�^�M�–�å
�±�î�Ç�™�–�«�V�[�b�s�·�8�K�r�M��

>&�@>' �Ý�î�É  �ž�î�»�\�Ý�î�º  �ž�î�»�b�g�‰�†� �ì�_�–�¿�î�È�Ý�_�M�•�G�\�c�[�A�r�O�‡��

�«�–�µ�³�[  PVST+�
 Rapid PVST+�
�r�S�c  MSTP �@'�
>�K�Z�8�•���œ�
�G�b�µ+��†�–�¿�î�È�Ý�_�[�A
�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 interface interface-id 0¿���M�•�–�å�±�î�Ç�™�–�«�†�æ���K�
�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 3 spanning-tree guard root �–�å�±�î�Ç�™�–�«�[�Ý�î�º  �ž�î�»�†�–�¿�î�È�Ý�_0¿���K�r�M��

�¹�Ç�›�Ý�º�[�c�
�Ý�î�º  �ž�î�»�c�M�m�Z�b�–�å�±�î�Ç�™�–�«�[�¹�•�­�î�È
�Ý�[�M��

�«�̧ �µ�É 4 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 5 show running-config 0¿���†&�1��K�r�M��

�«�̧ �µ�É 6 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��
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'¨  23 'v       �œ�É�©�Ù�å�b�«�Ã�½�å�¢�¶�Ü�î�µ+��b0¿��
�«�Ã�½�å�¢�¶�Ü�î  �«�¸�î�±�«�b/²&g
�Ý�î�É  �ž�î�»�†�–�¿�î�È�Ý�_�M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M���G�b�m8p�c�õ�–
�[�M��

�Ý�î�É  �ž�î�»�†�¢�ß�î�Â�Ý�_�¹�•�­�î�È�Ý�_�M�•�_�c�
 no spanning-tree loopguard default �¢�ß�î�Â
�Ý �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M�� no spanning-tree loopguard default �¢�ß�î�Â�Ý  
�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�b0¿���†�V�i�A�M�•�_�c�
 spanning-tree guard loop �–�å�±�î�Ç�™
�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

�«�Ã�½�å�¢�¶�Ü�î  �«�¸�î�±�«�b/²&g
�«�Ã�½�å�¢�¶�Ü�î  �«�¸�î�±�«�†/²&g�M�•�_�c�
 /² 23-2 �b"I�’  EXEC �¥�Ð�å�»�†  1 �X�r�S�c0
�X�Q#Ý�K
�r�M��

clear spanning-tree [interface interface-id] "I�’  EXEC �¥�Ð�å�»�†�Q#Ý�K�Z�
�«�Ã�½�å�¢�¶�Ü�î  �•�˜
�å�±�†�¡�Ü�”�[�A�r�M��

show spanning-tree "I�’  EXEC �¥�Ð�å�»�b�Ú�b�Ÿ�î�á�î�»�_�X�8�Z�c�
�G�b�Ü�Ü�î�«�_�P�Â�M�•�¥�Ð
�å�»  �Ü�Ç�“�Þ�å�«�†�g!·�K�Z�C�T�I�8��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 show spanning-tree active

�r�S�c

show spanning-tree mst

�]�b�–�å�±�î�Ç�™�–�«�@�æ�p�Ï�î�º�r�S�c�Ý�î�º  �Ï�î�º�[�6
�•�?�†&�1��K�r�M��

�«�̧ �µ�É 2 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 3 spanning-tree loopguard default �Ý�î�É  �ž�î�»�†�–�¿�î�È�Ý�_�K�r�M��

�Ý�î�É  �ž�î�»�c�
�¹�Ç�›�Ý�º�[�c�¹�•�­�î�È�Ý�_0¿���I�€�Z
�8�r�M��

�«�̧ �µ�É 4 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 5 show running-config 0¿���†&�1��K�r�M��

�«�̧ �µ�É 6 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r
�M��

/² 23-2 �«�Ã�½�å�¢�¶�Ü�î  �«�¸�î�±�«�†/²&g�M�•�S�u�b�¥�Ð�å�»

�¥�Ð�å�» % $×

show spanning-tree active �”�¡�¸�•�È  �–�å�±�î�Ç�™�–�«�_6õ�M�•�«�Ã�½�å�¢�¶�Ü�î�_���T�E�†/²&g
�K�r�M��

show spanning-tree detail �–�å�±�î�Ç�™�–�«�_���b0ò(ý�§�Ð�Ü�î�†/²&g�K�r�M��

show spanning-tree interface interface-id �æ���K�S�–�å�±�î�Ç�™�–�«�b�«�Ã�½�å�¢�¶�Ü�î�_���†/²&g�K�r�M��

show spanning-tree mst interface interface-id �æ���K�S�–�å�±�î�Ç�™�–�«�b  MST �_���†/²&g�K�r�M��

show spanning-tree summary [totals] �–�å�±�î�Ç�™�–�«  �«�¸�î�º�b�§�Ð�Ü�î�†/²&g�K�r�M���r�S�c�«�Ã�½�å�¢
�¶�Ü�î  �«�¸�î�º  �­�¡�©�Ù�å�b�M�m�Z�b/œ�†/²&g�K�r�M��
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'¨  23 'v       �œ�É�©�Ù�å�b�«�Ã�½�å�¢�¶�Ü�î�µ+��b0¿��
�«�Ã�½�å�¢�¶�Ü�î  �«�¸�î�±�«�b/²&g
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OL-27302-01-J 
C H A P T E R 24

Resilient Ethernet Protocol �b0¿��  

�G�b'v�[�c�
 IE 3000 �«�–�µ�³�[  Resilient Ethernet Protocol>&REP>'�†�Q#Ý�M�•�‰�2�_�X�8�Z1��Â�K�r
�M�� REP �c�©�«�¥"‚+¬�b�É�ß�º�¥�Ý�[�
�«�Ã�½�å�¢�¶�Ü�î  �É�ß�º�¥�Ý>& STP>'�_�æ�ƒ�•�É�ß�º�¥�Ý�\
�K�Z�
�¿�µ�º�á�î�¡  �Ý�î�É�b�D�š�
�Ü�å�¡7€���b��#.�
�¥�å�Â�î�ª�™�å�«�ì6ë�b�5�•�†��#'�K�r�M��
REP �c�
�­�¢�Ó�å�º�_�K)F�I�€�Z�8�•�Ï�î�º�b�¢�Ý�î�É�†�D�š�M�•�G�\�[�
�­�¢�Ó�å�º�@�È�Ü�µ�ª�å
�¢  �Ý�î�É�†�8�B�M�•�b�†75�B�
�­�¢�Ó�å�º
Æ�b�Ü�å�¡7€���_�Â'Å�K�r�M�� REP �c�
�|�~0
7§�^�¿�µ�º
�á�î�¡�†�S(��M�•�S�u�b�ö%��†�f�j�K�
 VLAN �ß�î�»  �Â�Û�å�©�å�¢�†�§�Ï�î�º�K�r�M��

�G�b'v�[1��Â�M�•
Æ���c�
���b�\�>�~�[�M��

• �� REP �b�+0[�� >&P.24-1>'

• �� REP �b0¿���� >&P.24-6>'

• �� REP �b�Ô�½�±��>&P.24-15>'

REP �b�+0[
1 REP �­�¢�Ó�å�º�c�
%&�«�K)F�K�Z�8�•�Ï�î�º�b�³�™�î�å�[�
�­�¢�Ó�å�º  ID �@0¿���I�€�Z�8�r�M���›
�­�¢�Ó�å�º�c�
�† =>&8��š�µ�ª>'�­�¢�Ó�å�º  �Ï�î�º�\�
 2 �X�b�Ø�î�¨0¿���š�µ�ª  �Ï�î�º�[�S�B�I�€�Z
�8�r�M�� 1 �«�–�µ�³�_�
� �L�­�¢�Ó�å�º�_�“�M�•�G�\�@�[�A�•�Ï�î�º�c  2 �X�r�[�[�
�›�­�¢�Ó�å�º  �Ï�î
�º�_�6�•�¥4Š�¿�–�Â�î�c  1 �X�T�E�[�M���­�¢�Ó�å�º�c
¹�w�Ó�¹�•�”�†3û4#�[�A�r�M�@�
�]�b�Ü�å�¡�[
�6�W�Z�v� �L�­�¢�Ó�å�º�_�“�M�•�G�\�@�[�A�•�b�c  2 �Ï�î�º�T�E�[�M�� REP �c�
�Þ�–�Ö  2 �º�Û�å�¡  �–
�å�±�î�Ç�™�–�«�T�E�[�§�Ï�î�º�I�€�r�M��

�W 24-1 �_�
 4 �X�b�«�–�µ�³�_�r�S�@�•  6 �X�b�Ï�î�º�[�S�B�I�€�Z�8�•�­�¢�Ó�å�º�b�[�†&g�K�r�M��
�Ï�î�º  E1 �>�|�g  E2 �@�š�µ�ª  �Ï�î�º�\�K�Z0¿���I�€�Z�8�r�M�� >&�e
��b�­�¢�Ó�å�º�b�|�:�_>'�M�m�Z�b
�Ï�î�º�@�·�8�•+��b���œ�
�s)z�[/²�K�Z�8�•�|�:�_�"�M�Ï�î�º�@�È�ß�µ�¡�I�€�r�M���‘
��b�W�b�|�:�_
�¿�µ�º�á�î�¡�_7€���@$Î#Õ�M�•�\�
�È�ß�µ�¡�I�€�S�Ï�î�º�@�Ç�›�á�î�¹�•�å�¢  �«�¸�î�º�_�Ÿ�•�K�Z�

�¿�µ�º�á�î�¡�b�p�•�†�q�`7H�_�K�r�M��
24-1
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'¨  24 'v       Resilient Ethernet Protocol �b0¿��
REP �b�+0[
�W 24-1 REP �œ�î�É�å  �­�¢�Ó�å�º

�W 24-1 �_&g�I�€�S�­�¢�Ó�å�º�c�
�œ�î�É�å  �­�¢�Ó�å�º�[�
 2 �X�b�š�µ�ª  �Ï�î�º6ë�c�K)F�I�€�Z�8�r�O
�‡�� REP �­�¢�Ó�å�º�c�
�È�Ü�µ�ª�å�¢  �Ý�î�É�\�^�•�•+��ö�@�^�C�
�­�¢�Ó�å�º  �š�µ�ª�@�ó
²�_�õ�–�b
�¿�µ�º�á�î�¡�_�K)F�I�€�r�M���­�¢�Ó�å�º
Æ�b�«�–�µ�³�_�K)F�I�€�Z�8�•�M�m�Z�b�Í�«�º�_�c�
�š�µ�ª  
�Ï�î�º�†3û�L�Z�g�~�b�¿�µ�º�á�î�¡�_�K)F�M�•�‰�2�@  2 �X�6�~�r�M�@�
�8�X�[�v�”�¡�­�«�•+��^�b�c  1 
�X�T�E�[�M��7€���_�|�~�
�Í�«�º�@3û�–�b�¤�î�º�˜�™�–�_�”�¡�­�«�[�A�^�8���œ�
 REP �@�M�m�Z�b
�Ï�î�º�b�È�ß�µ�¡�†0Ž7V�K�Z�
�Ú�b�¤�î�º�˜�™�–�†3û�L�S�K)F�†&��–�K�r�M��

�W 24-2 �[&g�K�Z�8�•�­�¢�Ó�å�º�c�
 �g�‰�b�š�µ�ª  �Ï�î�º�@� �L�«�–�µ�³
Æ�_�6�•�Ü�å�¢  �­�¢�Ó�å�º�[
�M���G�b0¿���[�c�
�­�¢�Ó�å�º�†3û�L�Z�š�µ�ª  �Ï�î�º�\�K)F�K�r�M���G�b0¿���†�Q#Ý�M�•�\�
�­�¢�Ó
�å�º
Æ�b�õ�–�b  2 �«�–�µ�³6ë�[
Õ6×�K)F�†�g�B�M�•�G�\�@�[�A�r�M��

�W 24-2 REP �Ü�å�¢  �­�¢�Ó�å�º

REP �­�¢�Ó�å�º�_�c���b�|�:�^"I�©�@�6�~�r�M��

• �­�¢�Ó�å�º
Æ�b
²�Ï�î�º�@�·�8�•+��^���œ�
 1 �Ï�î�º>& �æ�p�Ï�î�º�\�ç�d�€�•>'�@�›  VLAN �[�È
�ß�µ�¡  �«�¸�î�º�\�^�~�r�M�� VLAN �ß�î�»  �Â�Û�å�©�å�¢�@0¿���I�€�Z�8�•���œ�c�
�­�¢�Ó�å�º
Æ
�b  2 �X�b�Ï�î�º�@  VLAN �b�È�ß�µ�¡  �«�¸�î�º�†�D�š�K�r�M��

• �­�¢�Ó�å�º
Æ�b  1 �X�r�S�c0
�X�b�Ï�î�º�@�·�8�Y+��_�^�•�\�
�Ü�å�¡7€���@$Î#Õ�K�Z�
�M�m�Z�b
�Ï�î�º�@�M�m�Z�b  VLAN �º�Û�Ç�•�µ�¡�†3?3æ�K�Z�
�K)F�ö�†&��–�K�r�M��

• �Ü�å�¡7€���b���œ�
�[�A�•�T�E�©�‡�_�æ�p�Ï�î�º�b�È�ß�µ�¡�@0Ž7V�I�€�r�M��7€���Ü�å�¡�@�Ÿ�§�M
�•�\�
�¿�µ�º�á�î�¡�b�p�•�†�q�`7H�_�š�<�^�@�}1=#.$×�_�È�ß�µ�¡�I�€�•�Ï�î�º�@  VLAN �H�\�_
4E�¥�I�€�r�M��

E2E1 E2E1

E1 ���6�+  �P�o�;

�I�`�6�"�Ð���Ú�P�o�;

�]�f�"4Ú�‚

20
18

88

E2E1

20
18

89
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'¨  24 'v       Resilient Ethernet Protocol �b0¿��
REP �b�+0[
REP �­�¢�Ó�å�º�_�ö�Y�8�Z�
�o�\�‡�]�b�¿�µ�º�á�î�¡  �±�–�É�†�S�B�M�•�G�\�@�[�A�r�M���r�S  REP 
�c�
�É�Û�–�Ð�Ü  �š�µ�ª  �Ï�î�º�[�D�š�I�€�Z�8�•�@�
�­�¢�Ó�å�º
Æ�b�õ�–�b�Ï�î�º�[$Î#Õ�M�•�
 VLAN 
�ß�î�»  �Â�Û�å�©�å�¢�†�§�Ï�î�º�K�Z�8�r�M��

�”�¡�­�«  �Ü�å�¢  �º�Ï�ß�ª�[�c�
�¿�–�Â�î  �«�–�µ�³�[  REP �@�§�Ï�î�º�I�€�Z�8�^�8���œ�@�6�~�r�M
>&�W 24-3 �†�g!·>' ���G�b���œ�
�Q�b�«�–�µ�³
��b�Ï�î�º>& E1 �\  E2>'�†8��¿�–�Â�î  �š�µ�ª  �Ï�î�º�\�K�Z
0¿���[�A�r�M���G�€�}�b�Ï�î�º�c�
�š�µ�ª  �Ï�î�º�b�M�m�Z�b"I�ö�†)E�Ž�M�•�S�u�
�Ú�b�š�µ�ª  �Ï�î�º
�\� �L�|�:�_0¿���[�A�r�M���S�\�<�d�
 STP �x  REP �b�º�Ï�ß�ª�š�f3û%±�†7Ÿ(Ù�«�–�µ�³�_3æ�™�M�•�|
�:�_0¿���M�•�G�\�v�[�A�r�M���Q�b���œ�
3æ�™�I�€�•  STP �º�Ï�ß�ª�š�f3û%±>& TCN>'�c�
�Ð�Ý�³  �«�Ã
�½�å�¢�¶�Ü�î>& MST>' STP �Ó�µ�­�î�ª�_�^�~�r�M��

�W 24-3 8��¿�–�Â�î  �š�µ�ª  �Ï�î�º

REP �_�c���b�|�:�^�D7H�¦8o�@�6�~�r�M��

• �›�­�¢�Ó�å�º  �Ï�î�º�†0¿���M�•�²0[�@�6�~�r�M��0¿���†6ë4*�<�•�\�
�¿�µ�º�á�î�¡
Æ�[�Ç�›�á�î
�¹�•�å�¢  �Ý�î�É�@$Î#Õ�K�r�M��

• REP �c�­�¢�Ó�å�º
Æ�b�"�M7€���Ï�î�º�T�E�†'ö#.�[�A�r�M�� REP �­�¢�Ó�å�º
Æ�b0
�X�Ï�î�º7€��
�b���œ�
�¿�µ�º�á�î�¡�b�K)F�@�p�•�K�r�M��

• 
Õ6×�¿�µ�º�á�î�¡
Æ�T�E�_  REP �†0¿���K�r�M��
Õ6×�ö�b�^�8�¿�µ�º�á�î�¡�_  REP �†0¿���M�•�\�

�K)F�@�»�ƒ�€�r�M��

�Ü�å�¡�ö
²�ö

REP �c�
�Ü�å�¡�ö
²�ö�†&�1��M�•�S�u�_�š�µ�ª  �Ï�î�º6ë�[�š�å�»�¶�î�š�å�»  �Ï�î�Ü�å�¢  �Ó�•�½�¬�Ò�†
�Q#Ý�K�Z�8�r�O�‡���ß�î�•�Ý  �Ü�å�¡7€���è���†��/æ�K�Z�8�r�M�� REP Link Status Layer>&LSL; �Ü�å�¡  
�«�¸�î�±�«  �Þ�–�Ö>'�@ REP �P�Â�¿�–�Â�î�†�è���K�Z�
�­�¢�Ó�å�º
Æ�b�K)F�ö�†&�'g�K�r�M���M�m�Z�b  
VLAN �c�
�¿�–�Â�î�@�è���I�€�•�r�[�–�å�±�î�Ç�™�–�«�V�[�È�ß�µ�¡�I�€�r�M���¿�–�Â�î�@"I���I�€
�S�6�\�
 REP �@�æ�p�Ï�î�º�\�^�•�¿�–�Â�î  �Ï�î�º�\�
�º�Û�Ç�•�µ�¡�†3?3æ�M�•�Ï�î�º�†�ô���K�r�M��

�­�¢�Ó�å�º
Æ�b�Ï�î�º�H�\�_�
�M�–�b�Ï�î�º  ID �@�m�~�\�Z�}�€�r�M���Ï�î�º  ID �Ç�›�î�Ð�µ�º�c�
�«
�Ã�½�å�¢�¶�Ü�î  �”�Ý�¦�Ü�¬�Ò�[�Q#Ý�I�€�•�v�b�\8®���K�Z�>�~�
�Ï�î�º$��•>&�È�Ü�µ�ª�V�[�M�–>'�\�

6õ4� MAC �”�»�Þ�«>&�¿�µ�º�á�î�¡
Æ�[�M�–>'�?�}�S�B�I�€�r�M���­�¢�Ó�å�º  �Ï�î�º�@2s�·�M�•�\�


E1 �Å���î  E2 �ê5V1-�’
���6�+  �P�o�;�ã�Ò�á.3�o�Ð���ù�Ô

27
37

92
REP �P�o�;

REP �ê
�(�P�o�;�Ð���ù�Ö��

E2

E1
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'¨  24 'v       Resilient Ethernet Protocol �b0¿��
REP �b�+0[
�Ï�î�º�b  LSL �@�­�¢�Ó�å�º  ID �>�|�g�Ï�î�º  ID �†�µ�t�Ã�£�µ�º�b3æ�™�†6ä���K�r�M���Ï�î�º�c�
� �L
�­�¢�Ó�å�º
Æ�b�¿�–�Â�î�\�b�«�Ü�î�˜�™�–  �Á�å�»�©�™�–�¡�†��/œ�K�S�6�\�[�
�·�8�•+��\�	0•�I�€�r
�M��

���b�|�:�^���œ�
�­�¢�Ó�å�º  �Ï�î�º�c�·�8�•+��_�^�~�r�O�‡��

• �¿�–�Â�î�_� �L�­�¢�Ó�å�º  ID �@�^�8��

• 0
�X�b�¿�–�Â�î�_� �L�­�¢�Ó�å�º  ID �@�6�•��

• �¿�–�Â�î�@�Æ�”�\�K�Z�
�ß�î�•�Ý  �Ï�î�º�_&�1��Â'Å�K�^�8��

�›�Ï�î�º�c�
%$3Æ�b�¿�–�Â�î�\7„�K6õ�€�†&�'g�K�r�M���¿�–�Â�î6õ�€�@&�'g�I�€�•�\�
�Ï�î�º�@�­�¢�Ó
�å�º�b  1 �X�b�È�ß�µ�¡�I�€�S�Ï�î�º>&�æ�p�Ï�î�º>'�†�ô���M�•�|�:�_�¿�¦�©�š�î�º�K�r�M���Q�b�Ú�b
�Ï�î�º�b�È�ß�µ�¡�c0Ž7V�I�€�r�M���¹�Ç�›�Ý�º�[�
 REP �Ã�£�µ�º�c  Bridge Protocol Data Unit

>&BPDU; �È�Ü�µ�ª  �É�ß�º�¥�Ý  �¹�î�±  �Ø�½�µ�º>'�¡�Û�«  MAC �”�»�Þ�«�_3æ�™�I�€�r�M���Ã�£�µ�º�c�

�©�«�¥  �Ð�Ý�³�Ÿ�Õ�«�º  �”�»�Þ�«�_�v3æ�™�[�A�r�M�@�
�­�¢�Ó�å�º�_7€���@$Î#Õ�K�S���œ�_  Blocked 
Port Advertisement>&BPA; �È�ß�µ�¡�I�€�S�Ï�î�º�b�”�»�Â�±�–�¬>'�Ó�µ�­�î�ª�b3æ�™�T�E�_�Q#Ý�I�€
�r�M���Ã�£�µ�º�c�
 REP �@�·�8�K�Z�8�^�8/æ*(�_�|�W�Z�ë� �I�€�r�M��

%·�ì6ë�[�b�¥�å�Â�î�ª�™�å�«

REP �@"@#.�Ü�å�¡ �Ë�î�«�[�·�8�K�
 VLAN �"�)�Ë�î�«�[�·�8�K�^�8�S�u�
�²0[�^�b�c
²  VLAN �[  1 
Hello �Ó�µ�­�î�ª�T�E�^�b�[�
�É�ß�º�¥�Ý�b2�,´�@�*�ö�K�r�M���æ���­�¢�Ó�å�º
Æ�b
²�«�–�µ�³�[)E)F
$×�_ VLAN �†�8�B�K�
 REP �º�Û�å�¡  �Ï�î�º�V�_� �L0Á��  VLAN �†0¿���M�•�G�\�†�N�á�K�r�M���¯�Ç
�º�˜�™�”�[�b�Ó�µ�­�î�ª�b�Ü�Þ�î�_�|�W�Z$Î#Õ�M�•4����†�G4J�M�•�S�u�_�
 REP �[�c�8�C�X�?�b�Ã
�£�µ�º�†3û�–�b�Ð�Ý�³�Ÿ�Õ�«�º  �”�»�Þ�«�_�Ç�Û�µ�¹�•�å�¢�M�•�G�\�v�•+��[�M���G�€�}�b�Ó�µ�­�î�ª
�c  Hardware Flood Layer>&HFL; �Á�î�»�˜�™�”  �Ç�Û�µ�»  �Þ�–�Ö>'�[�·�8�K�
 REP �­�¢�Ó�å�º�T�E�[�c
�^�C�¿�µ�º�á�î�¡
²�/�_�Ç�Û�µ�¹�•�å�¢�I�€�r�M���­�¢�Ó�å�º�_�“�K�Z�8�^�8�«�–�µ�³�c�
�G�€�}�b
�Ó�µ�­�î�ª�†�¹�î�±  �º�Û�Ç�•�µ�¡�\�K�Z�…�8�r�M���»�Ó�–�å
²�/�[�S#Ý�b'ö#.  VLAN �†0¿���M�•�G�\
�[�
�G�€�}�b�Ó�µ�­�î�ª�b�Ç�Û�µ�¹�•�å�¢�†�D�š�M�•�G�\�@�[�A�r�M��

�Ç�“�–�Â  �–�å�±�î�Ç�™�–�«�b�¥�å�Â�î�ª�™�å�«�Ÿ�§�ì6ë�b�N���Í�c�
 200 �b  VLAN �@0¿���I�€�S�ß�î
�•�Ý  �­�¢�Ó�å�º�[  200 �Ñ�Ü&Ê�• 6�[�M�� VLAN �ß�î�»  �Â�Û�å�©�å�¢�b�¥�å�Â�î�ª�™�å�«�c  300 �Ñ�Ü&Ê
�è�W�[�M��

VLAN �ß�î�»  �Â�Û�å�©�å�¢

REP �­�¢�Ó�å�º
Æ�b  1 �š�µ�ª  �Ï�î�º�@�É�Û�–�Ð�Ü  �š�µ�ª  �Ï�î�º�\�K�Z�µ+��K�
 �v�:�M�‰�@�­�•�å�²�Ü  
�š�µ�ª  �Ï�î�º�\�^�~�r�M���­�¢�Ó�å�º
Æ�b  VLAN �ß�î�»  �Â�Û�å�©�å�¢�_�–�_�g�•�K�Z�8�•�b�@�É�Û�–
�Ð�Ü �š�µ�ª  �Ï�î�º�[�M�� REP VLAN �Â�Û�å�©�å�¢�c�
0¿���I�€�S�æ�p�Ï�î�º�[�8�C�X�?�b  VLAN �†
�È�ß�µ�¡�K�
�É�Û�–�Ð�Ü  �š�µ�ª  �Ï�î�º�[�Q�b�Ú�b
²  VLAN �†�È�ß�µ�¡�M�•�G�\�[��/œ�I�€�r�M��
VLAN �ß�î�»  �Â�Û�å�©�å�¢�†0¿���M�•7•�_�
���b  3 '�8®�b�‰�2�b�8�N�€�?�†�Q#Ý�K�Z�æ�p�Ï�î�º�†�æ
���[�A�r�M��

• �–�å�±�î�Ç�™�–�«�_�Ï�î�º  ID �†
°�Š�K�r�M���­�¢�Ó�å�º
Æ�b�Ï�î�º  ID �†1‘�9�M�•�_�c�
�Ï�î�º
�b  show interface rep detail �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†
°�Š�K�r�M��

• �­�¢�Ó�å�º
Æ�b�Ï�î�º�b�¿�–�Â�î  �œ�Ç�­�µ�º$��•�†
°�Š�K�r�M���G�€�c�
�š�µ�ª  �Ï�î�º�b�²�˜�å
�«�º�Ü�î�Ò  �¿�–�Â�î  �Ï�î�º�†1‘�9�M�•�v�b�[�M���¿�–�Â�î  �œ�Ç�­�µ�º$��•�b(
�V�c�
 -256 >|  
+256 �[�
 0 �Í�c!“� �[�M���É�Û�–�Ð�Ü  �š�µ�ª  �Ï�î�º�c�œ�Ç�­�µ�º$��•  1 �[�M�� 1 �†2x�<�•�G�X�c
�É�Û�–�Ð�Ü  �š�µ�ª  �Ï�î�º�b�²�˜�å�«�º�Ü�î�Ò  �¿�–�Â�î�†1‘�9�K�r�M��2��X�c�
�­�•�å�²�Ü  �š�µ�ª  
�Ï�î�º>&�œ�Ç�­�µ�º$��•  -1>'�\�Q�b�²�˜�å�«�º�Ü�î�Ò  �¿�–�Â�î�†&g�K�r�M��
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'¨  24 'v       Resilient Ethernet Protocol �b0¿��
REP �b�+0[
>&�@>' �É�Û�–�Ð�Ü>&�r�S�c�­�•�å�²�Ü>'�š�µ�ª  �Ï�î�º�?�}�Ï�î�º�b�²�˜�å�«�º�Ü�î�Ò�)*(�†1‘�9�M�•
�G�\�[�
�É�Û�–�Ð�Ü  �š�µ�ª  �Ï�î�º�b�œ�Ç�­�µ�º$��•�†0¿���K�r�M��$��•  1 �c�É�Û�–�Ð�Ü  �š�µ
�ª  �Ï�î�º+¬�/�b�œ�Ç�­�µ�º$��•�^�b�[�
�œ�Ç�­�µ�º$��•  1 �c
°�Š�K�^�8�[�C�T�I�8��

�W 24-4 �_�
 E1 �@�É�Û�–�Ð�Ü �š�µ�ª  �Ï�î�º�[  E2 �@�­�•�å�²�Ü  �š�µ�ª  �Ï�î�º�b���œ�b�
�­�¢�Ó�å
�º�b�¿�–�Â�î  �œ�Ç�­�µ�º$��•�†&g�K�r�M���Ü�å�¢�b
Æ
��_�6�•2e�8$��•�c�
�É�Û�–�Ð�Ü  �š�µ�ª  
�Ï�î�º�?�}�b�œ�Ç�­�µ�º$��•�[�
�Ü�å�¢�b�¥
��_�6�•;î�8$��•�@�­�•�å�²�Ü  �š�µ�ª  �Ï�î�º�?�}�b
�œ�Ç�­�µ�º$��•�[�M���G�b�œ�Ç�­�µ�º$��•>&�É�Û�–�Ð�Ü  �š�µ�ª  �Ï�î�º�?�}�b�²�˜�å�«�º�Ü�î�Ò�)
*(>'�r�S�c2��b�œ�Ç�­�µ�º$��•>&�­�•�å�²�Ü  �š�µ�ª  �Ï�î�º�?�}�b�²�˜�å�«�º�Ü�î�Ò�)*(>'�b�8�N
�€�?�_�|�~�
 >&�É�Û�–�Ð�Ü �š�µ�ª  �Ï�î�º�†7V�C>'
²�Ï�î�º�†1‘�9�M�•�G�\�@�[�A�r�M�� E2 �@�É�Û
�–�Ð�Ü  �š�µ�ª  �Ï�î�º�_�^�•�\�œ�Ç�­�µ�º$��•  1 �\�^�~�
 E1 �b�œ�Ç�­�µ�º$��•�@  -1 �_�^�~�r�M��

• preferred �Ÿ�î�á�î�»�†
°�Š�K�r�M���G�€�_�|�~�
 rep segment segment-id preferred �–�å�±�î
�Ç�™�–�« �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�[
ƒ
›�æ�p�Ï�î�º�\�K�Z�M�[�_0¿���I�€�Z�8�•�Ï�î�º
�†4E�¥�K�r�M��

�W 24-4 �­�¢�Ó�å�º
Æ�b�¿�–�Â�î  �œ�Ç�­�µ�º$��•  

REP �­�¢�Ó�å�º�@�ö�¢�M�•�\�
�M�m�Z�b  VLAN �@�È�ß�µ�¡�I�€�r�M�� VLAN �ß�î�»  �Â�Û�å�©�å�¢�†
0¿���M�•7•�_�c�
���b  2 '�8®�b�‰�2�b�8�N�€�?�†�Q#Ý�K�Z�º�Ü�ž�î�†0¿���M�•�²0[�v�6�~�r�M��

• �É�Û�–�Ð�Ü  �š�µ�ª  �Ï�î�º�b�6�•�«�–�µ�³�V�[  rep preempt segment segment-id "I�’  EXEC �¥�Ð
�å�»�†
°�Š�M�•�G�\�[�
�8�X�[�v�m�·�[  VLAN �ß�î�»  �Â�Û�å�©�å�¢�†�º�Ü�ž�î�M�•�G�\�@�[�A�r
�M��

• rep preempt delay seconds �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†
°�Š�M�•�\�
�É
�Ü�š�å�É�©�Ù�å4����ì6ë�†0¿���[�A�r�M���Ü�å�¡7€���@$Î#Õ�K�Z�G�Ÿ�M�•�\�
0¿���I�€�S�É�Ü�š�å
�É�©�Ù�å�‡6ë�b)�4#�‹�_  VLAN �ß�î�»  �Â�Û�å�©�å�¢�@6ä���I�€�r�M��0¿���ì6ë�@)�4#�M�•�S�_�9
�b�Ï�î�º�[7€���@$Î#Õ�K�S���œ�
4����±�–�Ð�î�@
Ì6ä�I�€�•�G�\�_�@�–�K�Z�C�T�I�8��

>&�@>' VLAN �ß�î�»  �Â�Û�å�©�å�¢�@0¿���I�€�Z�8�•���œ�
�m�·�[�b�Ó
°�r�S�c�Ü�å�¡7€���>�|�g�G�Ÿ�_�|�W
�Z�º�Ü�ž�î�I�€�•�r�[�
�·�8�@6ä���I�€�r�O�‡��

VLAN �ß�î�»  �Â�Û�å�©�å�¢�@�º�Ü�ž�î�I�€�•�\�
�É�Û�–�Ð�Ü  �š�µ�ª  �Ï�î�º�@�Ó�µ�­�î�ª�†3æ�™�K�Z�

�­�¢�Ó�å�º
Æ�b
²�–�å�±�î�Ç�™�–�«�_�É�Ü�š�å�É�©�Ù�å�_�X�8�Z1™�Ì�K�r�M���Ó�µ�­�î�ª�@�­�•�å�²�Ü  
�Ï�î�º�[�w�™�I�€�•�\�
�G�€�@�¿�µ�º�á�î�¡�_�o�Î�I�€�
�Ó�µ�­�î�ª
Æ�[�æ���I�€�S  VLAN �­�µ�º�†
�È�ß�µ�¡�M�•�|�:�_�æ�p�Ï�î�º�_3û%±�K�
�g�~�b  VLAN �†�È�ß�µ�¡�M�•�|�:�_�É�Û�–�Ð�Ü  �š�µ�ª  �Ï�î
�º�_3û%±�K�r�M��

E2E1

-1

-2

-3

-4

-5
-6

-7

-8

-9 2
1 10

9

8

7

65

4

3

20
18

90

E1 = �É�Û�–�Ð�Ü  �š�µ�ª���Ï�î�º
E2 = �­�•�å�²�Ü  �š�µ�ª���Ï�î�º

�É�Û�–�Ð�Ü  �š�µ�ª  �Ï�î�º�?�}�b�œ�Ç�­�µ�º�X�Í
�­�•�å�²�Ü  �š�µ�ª  �Ï�î�º�?�}�b�œ�Ç�­�µ�º�X�Í

>&2��X>'
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'¨  24 'v       Resilient Ethernet Protocol �b0¿��
REP �b0¿��
�r�S�M�m�Z�b  VLAN �†�È�ß�µ�¡�M�•�S�u�_�
�­�¢�Ó�å�º
Æ�b"I���Ï�î�º�†0¿���[�A�r�M���É�Û�–�Ð�Ü  
�š�µ�ª  �Ï�î�º�T�E�_�|�W�Z  VLAN �ß�î�»  �Â�Û�å�©�å�¢�@6ä���I�€�
�­�¢�Ó�å�º�@�›�š�å�»�[�š�µ�ª  
�Ï�î�º�_�|�W�Z)
'ƒ�I�€�Z�8�^�8���œ6ä���M�•�G�\�@�[�A�r�O�‡���É�Û�–�Ð�Ü  �š�µ�ª  �Ï�î�º�c�
�ß�î
�•�Ý  VLAN �ß�î�»  �Â�Û�å�©�å�¢0¿���†�ô���K�r�M��

�ß�î�»  �Â�Û�å�©�å�¢�†
Ì0¿���M�•�_�c�
�É�Û�–�Ð�Ü  �š�µ�ª  �Ï�î�º�†
Ì0¿���K�r�M���ß�î�»  �Â�Û�å�©�å
�¢0¿���†�š�f�M�•�\�
�É�Û�–�Ð�Ü  �š�µ�ª  �Ï�î�º�[�c�

Ì�g  rep preempt segment �¥�Ð�å�»�@��/œ�I�€
�•�?�
�Ï�î�º7€���>�|�g�Ÿ�§�b�6�\�[0¿���í�s�É�Ü�š�å�É�º4����‡6ë�@)�4#�K�Z�?�}�
�‚0d0¿���@��/œ
�I�€�r�M���š�µ�ª  �Ï�î�º�†3û�–�­�¢�Ó�å�º  �Ï�î�º�_�š�f�K�Z�v�
�¤�Ñ�b  VLAN �ß�î�»  �Â�Û�å�©�å�¢  
�«�¸�î�±�«�c�š�f�I�€�r�O�‡���‚0d�š�µ�ª  �Ï�î�º�†0¿���M�•�\�
�‚0d�º�Ï�ß�ª0¿���_�^�•�•+��ö�@�6
�~�r�M��

�«�Ã�½�å�¢�¶�Ü�î  �–�å�±�Û�¡�©�Ù�å

REP �c�
 STP �\�v  Flex Link �µ+��\�v�P0ð�K�r�O�‡�@�
�]�U�}�\�v
¹�Ñ�[�A�r�M���­�¢�Ó�å�º�_�“�K�Z
�8�•�Ï�î�º�c�«�Ã�½�å�¢�¶�Ü�î�b�D�š�?�}�P7V�I�€�•�S�u�
�­�¢�Ó�å�º  �Ï�î�º�[�c  STP BPDU �b3æ�w
�™�c/œ�ƒ�€�r�O�‡���K�S�@�W�Z�
 STP �c�­�¢�Ó�å�º�V�[��/œ�[�A�r�O�‡��

STP �Ü�å�¢  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�?�}  REP �­�¢�Ó�å�º  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�_&ã/œ�M�•�_�c�
 �r
�N�Ü�å�¢
Æ�b�"�M�Ï�î�º�†�­�¢�Ó�å�º�b�M4Š�\�K�Z0¿���K�
���_�­�¢�Ó�å�º�X�†�q�`7H�_�M�•�|�:�_7„
�K�M�•�Ï�î�º�†0¿���K�r�M���›�­�¢�Ó�å�º�_�c�
�–�_�È�ß�µ�¡�I�€�S�Ï�î�º�@�µ�r�€�Z�8�•�b�[�
�­�¢
�Ó�å�º�@0
�X�_�^�•�\�È�ß�µ�¡�I�€�S�Ï�î�º�v0
�X�_�^�~�
�K)F�@�»�ƒ�€�•�•+��ö�@�6�~�r�M���­�¢�Ó
�å�º�@�š�µ�ª  �Ï�î�º�b���d�r�[�g�‰�¥�_0¿���I�€�S�}�
���_�š�µ�ª  �Ï�î�º�†0¿���K�r�M��

REP �Ï�î�º
REP �­�¢�Ó�å�º
Æ�b�Ï�î�º�c�
7€���
�œ�î�É�å�
�æ�p�b�8�N�€�?�_�^�~�r�M��

• �† =�­�¢�Ó�å�º  �Ï�î�º�\�K�Z0¿���I�€�S�Ï�î�º�c�
7€���Ï�î�º�\�K�Z2s�·�K�r�M��

• �¿�–�Â�î�\�b7„�K6õ�€�@&�'g�I�€�•�\�
�Ï�î�º�c�æ�p�Ï�î�º  �«�¸�î�º�_&ã/œ�K�Z�
�–�å�±�î�Ç�™
�–�«
Æ�b
²  VLAN �†�È�ß�µ�¡�K�r�M���È�ß�µ�¡�I�€�S�Ï�î�º�b�¿�¦�©�š�î�©�Ù�å�@$Î#Õ�K�Z�
�­
�¢�Ó�å�º�@�ó���M�•�\�
�È�ß�µ�¡�I�€�S�Ï�î�º�b�:�U�b  1 �X�@�æ�p�ß�î�Ý�b�r�r�_�^�W�Z�Ú�b�M�m
�Z�b�Ï�î�º�@�œ�î�É�å  �Ï�î�º�_�^�~�r�M��

• �Ü�å�¡
Æ�_7€���@$Î#Õ�M�•�\�
�M�m�Z�b�Ï�î�º�@7€���«�¸�î�º�_&ã/œ�K�r�M���æ�p�Ï�î�º�c�
7€��
3û%±�†�w�™�M�•�\�
�M�m�Z�b  VLAN �†3?3æ�M�•�œ�î�É�å  �«�¸�î�º�_4D&ã�K�r�M��

3û�–�­�¢�Ó�å�º  �Ï�î�º�†�š�µ�ª  �Ï�î�º�_�š�n�K�Z�v�
�š�µ�ª  �Ï�î�º�†3û�–�­�¢�Ó�å�º  �Ï�î�º�_�š�n�K
�Z�v�
�²�N�º�Ï�ß�ª�š�f�@$Î#Õ�M�•�ƒ�E�[�c�6�~�r�O�‡���š�µ�ª  �Ï�î�º�†3û�–�­�¢�Ó�å�º  �Ï�î�º�_�š
�f�M�•���œ�
0¿���I�€�•�r�[  VLAN �ß�î�»  �Â�Û�å�©�å�¢�c��/æ�I�€�r�O�‡�� VLAN �ß�î�»  �Â�Û�å�©
�å�¢�b���œ�
�­�¢�Ó�å�º
Æ�_  2 �X�b�š�µ�ª  �Ï�î�º�†0¿���M�•�²0[�@�6�~�r�M��

�«�Ã�½�å�¢�¶�Ü�î  �Ï�î�º�\�K�Z
Ì0¿���I�€�S�­�¢�Ó�å�º  �Ï�î�º�c�
�«�Ã�½�å�¢�¶�Ü�î0¿���_�‘�W�Z
Ì
2s�·�K�r�M���¹�Ç�›�Ý�º�[�c�
�G�€�c�æ���È�ß�µ�Ÿ�å�¢  �Ï�î�º�[�M�� PortFast �@0¿���I�€�Z�8�S�~�

STP �@�¹�•�­�î�È�Ý�b���œ�
�Ï�î�º�c�Ç�›�á�î�¹�•�å�¢  �«�¸�î�º�_�^�~�r�M��

REP �b0¿��
�­�¢�Ó�å�º�c�
�³�™�î�å�[%&�«�K)F�K�Z�8�•�Ï�î�º�b7Ÿ�œ�[�
�­�¢�Ó�å�º  ID �@0¿���I�€�Z�8�r�M��
REP �­�¢�Ó�å�º�†0¿���M�•�_�c�
 REP 'ö#.  VLAN �†0¿���K>&�r�S�c�¹�Ç�›�Ý�º  VLAN 1 �†�Q#Ý�K>'�

���_�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†�Q#Ý�K�Z�­�¢�Ó�å�º�_�Ï�î�º�†3ã�•�K�r�M�� 2 
�X�b�š�µ�ª  �Ï�î�º�†�­�¢�Ó�å�º
Æ�_0¿���K�Z�
 1 �X�†�É�Û�–�Ð�Ü  �š�µ�ª  �Ï�î�º�
�v�:  1 �X�†�¹�Ç�›�Ý
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'¨  24 'v       Resilient Ethernet Protocol �b0¿��
REP �b0¿��
�º�[�­�•�å�²�Ü  �š�µ�ª  �Ï�î�º�_�K�r�M�� 1 �­�¢�Ó�å�º
Æ�b�É�Û�–�Ð�Ü  �š�µ�ª  �Ï�î�º�c  1 �X�T�E�[�M��
�9�b�«�–�µ�³�b�Ï�î�º�^�]�
�­�¢�Ó�å�º
Æ�[  2 �X�b�Ï�î�º�†�É�Û�–�Ð�Ü  �š�µ�ª  �Ï�î�º�_0¿���M�•�\�

REP �@�Q�b�:�U�b�8�N�€�?�†4E�¥�K�Z�­�¢�Ó�å�º�b�É�Û�–�Ð�Ü  �š�µ�ª  �Ï�î�º�\�K�Z�µ+��I�O�r�M���œ
�É�©�Ù�å�[�
 Segment Topology Change Notice>&STCN; �­�¢�Ó�å�º  �º�Ï�ß�ª�š�f3û%±>'�>�|�g  VLAN 
�ß�î�»  �Â�Û�å�©�å�¢�†3æ�™�M�•���d�†0¿���M�•�G�\�v�[�A�r�M��

• �� REP �b�¹�Ç�›�Ý�º0¿���� >&P.24-7>'

• �� REP 0¿���ì�b�@�–�¦8o�� >&P.24-7>'

• �� REP 'ö#.  VLAN �b0¿���� >&P.24-9>'

• �� REP �–�å�±�î�Ç�™�–�«�b0¿���� >&P.24-10>'

• �� VLAN �ß�î�»  �Â�Û�å�©�å�¢�b�m�·�_�|�•�É�Ü�š�å�É�©�Ù�å�b0¿���� >&P.24-14>'

• �� REP �b  SNMP �º�Û�µ�É0¿���� >&P.24-14>'

REP �b�¹�Ç�›�Ý�º0¿��

REP �c�M�m�Z�b�–�å�±�î�Ç�™�–�«�V�[�¹�•�­�î�È�Ý�[�M���–�¿�î�È�Ý�_�M�•7•�_�
�š�µ�ª  �Ï�î�º�\�K
�Z0¿���I�€�Z�8�^�E�€�d�–�å�±�î�Ç�™�–�«�c3û�–�­�¢�Ó�å�º  �Ï�î�º�_�^�~�r�M��

REP �†�–�¿�î�È�Ý�_�M�•7•�_�
 STCN �b3æ�™�c�¹�•�­�î�È�Ý�[�
�M�m�Z�b  VLAN �c�È�ß�µ�¡�I�€�
'ö
#.  VLAN �c  VLAN 1 �_�^�~�r�M��

VLAN �ß�î�»  �Â�Û�å�©�å�¢�@�–�¿�î�È�Ý�b���œ�
�¹�Ç�›�Ý�º�c�m�·�[�b�É�Ü�š�å�É�©�Ù�å�[�
4����±
�–�Ð�î�c�¹�•�­�î�È�Ý�_�^�W�Z�8�r�M�� VLAN �ß�î�»  �Â�Û�å�©�å�¢�@0¿���I�€�Z�8�^�8���œ�
�m�·�[
�b�É�Ü�š�å�É�©�Ù�å�‹�b�¹�Ç�›�Ý�º�·�8�c�
�É�Û�–�Ð�Ü  �š�µ�ª  �Ï�î�º�[
²  VLAN �@�È�ß�µ�¡�\�^�~�r
�M��

REP 0¿���ì�b�@�–�¦8o

REP �b0¿���ì�_�c�
���b�@�–�¦8o�_�‘�W�Z�C�T�I�8��

• �r�N  1 �Ï�î�º�b0¿���?�}���u�Z�
�­�¢�Ó�å�º�X�\�È�ß�µ�¡�I�€�S�Ï�î�º�b�X�†�q�`7H�_�š�<�•�|�:
�_7„�K�M�•�Ï�î�º�†0¿���M�•�G�\�†�N�á�K�r�M��

• �¥4Š�¿�–�Â�î�@0¿���I�€�Z�>�}�N�­�¢�Ó�å�º
Æ�[�c  3 �X�è�V�b�Ï�î�º�_7€���@$Î#Õ�K�S���œ�
 1 
�Ï�î�º�@�¹�î�±  �Ã�«#Ý�b�Ç�›�á�î�¹�•�å�¢  �«�¸�î�º�_�^�~�
0¿���p�b�K)F�ö�b)T�â�_�z'g�U�r�M��
show rep interface "I�’  EXEC �¥�Ð�å�»���Š�[�c�
 �G�b�Ï�î�º�b�Ï�î�º  �ß�î�Ý�c  Fail Logical Open 
�\/²&g�I�€�
�Ú�b7€���Ï�î�º�b�Ï�î�º  �ß�î�Ý�c  Fail No Ext Neighbor �\/²&g�I�€�r�M��7€���Ï�î�º
�b�¥4Š�¿�–�Â�î�@0¿���I�€�Z�8�•���œ�
�Ï�î�º�c�æ�p�Ï�î�º  �«�¸�î�º�_&ã/œ�K�Z�
�æ�p�Ï�î�º4E
���Ó�•�½�¬�Ò�_�ö�Y�8�Z�q)
$×�_�œ�î�É�å  �«�¸�î�º�_�^�•�?�
�æ�p�Ï�î�º�b�r�r�_�^�~�r�M��

• REP �Ï�î�º�c�
�Þ�–�Ö  2 �º�Û�å�¡  �Ï�î�º�[�6�•�²0[�@�6�~�r�M��

• Telnet �K)F�†3û�L�Z  REP �†0¿���M�•7•�_�c�@�–�K�Z�C�T�I�8���9�b  REP �–�å�±�î�Ç�™�–�«�@�Ó�µ
�­�î�ª�†3æ�™�K�Z�È�ß�µ�¡0Ž7V�M�•�r�[  REP �c�M�m�Z�b  VLAN �†�È�ß�µ�¡�M�•�S�u�
� �L�–�å
�±�î�Ç�™�–�«�†3û�L�Z�«�–�µ�³�_�”�¡�­�«�M�•  Telnet �­�µ�©�Ù�å�[  REP �†�–�¿�î�È�Ý�_�M�•�\�

�«�–�µ�³�l�b�K)F�@�»�ƒ�€�•�•+��ö�@�6�~�r�M��

• REP �\  STP �r�S�c  REP �\  Flex Link �†� �L�­�¢�Ó�å�º�x�–�å�±�î�Ç�™�–�«�[��/œ�[�A�r�O�‡��

• STP �¿�µ�º�á�î�¡�†  REP �­�¢�Ó�å�º�_�K)F�M�•���œ�
�K)F�c�­�¢�Ó�å�º  �š�µ�ª�[�6�•�G�\�†&�1�
�K�Z�C�T�I�8���š�µ�ª�[��/œ�I�€�Z�8�^�8  STP �K)F�c�
 REP �­�¢�Ó�å�º�[�c  STP �@��/œ�I�€�^�8
�S�u�
�È�Ü�µ�ª�å�¢  �Ý�î�É�@$Î#Õ�M�•�•+��ö�@�6�~�r�M���M�m�Z�b  STP BPDU �c�
 REP �–�å�±�î
�Ç�™�–�«�[�ë� �I�€�r�M��
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'¨  24 'v       Resilient Ethernet Protocol �b0¿��
REP �b0¿��
• � �L0Á��  VLAN �­�µ�º�[�­�¢�Ó�å�º
Æ�b�M�m�Z�b�º�Û�å�¡  �Ï�î�º�†0¿���M�•�²0[�@�6�~�r�M���Q
�:�[�^�8���œ�
0¿���Ñ�«�@$Î#Õ�K�r�M��

• REP �Ï�î�º�c�è�W�b0d�N�_�‘�8�r�M��

– �«�–�µ�³�V�b  REP �Ï�î�º�b�X�_�D7H�c�6�~�r�O�‡�@�
� �L  REP �­�¢�Ó�å�º�_�“�M�•�G�\�@�[
�A�•�«�–�µ�³�V�b�Ï�î�º�c  2 �X�T�E�[�M��

– �­�¢�Ó�å�º
Æ�_�«�–�µ�³�V�b  1 �Ï�î�º�T�E�@0¿���I�€�Z�8�•���œ�
�Q�b�Ï�î�º�@�š�µ�ª  �Ï�î�º
�\�^�~�r�M��

– � �L�­�¢�Ó�å�º
Æ�_�“�M�•�«�–�µ�³�_  2 �X�b�Ï�î�º�@�6�•���œ�
�g�‰�b�Ï�î�º�@�š�µ�ª  �Ï�î�º
�[�6�•�?�
�g�‰�b�Ï�î�º�@3û�–�­�¢�Ó�å�º  �Ï�î�º�[�6�•�?�
�M�‰�@3û�–�Ï�î�º�[�v�:�M�‰�@
8��¿�–�Â�î  �š�µ�ª  �Ï�î�º�[�6�•�²0[�@�6�~�r�M���«�–�µ�³�V�b�š�µ�ª  �Ï�î�º�\3û�–�­�¢�Ó�å
�º  �Ï�î�º�@� �L�­�¢�Ó�å�º�_�“�M�•�G�\�c�[�A�r�O�‡��

– �«�–�µ�³�V�b  2 �Ï�î�º�@� �L�­�¢�Ó�å�º�_�“�K�Z�8�Z�
 1 �X�@�š�µ�ª  �Ï�î�º�\�K�Z0¿���I�€�

�v�:  1 �X�@3û�–�­�¢�Ó�å�º  �Ï�î�º�_0¿���I�€�Z�8�•���œ>&0¿���Ñ�«>' �
�š�µ�ª  �Ï�î�º�c3û�–�­
�¢�Ó�å�º  �Ï�î�º�\�K�Z�…�ƒ�€�r�M��

• REP �–�å�±�î�Ç�™�–�«�@�È�ß�µ�¡  �«�¸�î�º�_�^�~�
�È�ß�µ�¡0Ž7V�K�Z�v�ó
²�[�6�•�\3û%±�I�€�•
�r�[�È�ß�µ�¡  �«�¸�î�º�b�r�r�_�^�~�r�M��':!›�b�K)F�)�•�†4J�E�•�S�u�_�
�G�€�†�–1‘�K�Z�>�C
�²0[�@�6�~�r�M��

• REP �c�¿�–�¸�•�È  VLAN �V�_�>�8�Z�M�m�Z�b  LSL PDU �†�±�¢�^�K�Ç�Þ�î�Ò�[3æ�™�K�r�M���©�«
�¥  �Ð�Ý�³�Ÿ�Õ�«�º  �”�»�Þ�«�_3æ�™�I�€�S  BPA �Ó�µ�­�î�ª�c�
'ö#.  VLAN �[3æ�™�I�€�r�M���G�€
�c�¹�Ç�›�Ý�º�[  VLAN 1 �[�M��

• �¿�–�Â�î�?�}�b  hello �@�w�™�I�€�^�8�r�r�]�b�C�}�8�b�ì6ë�@)�4#�M�•�\  REP �–�å�±�î�Ç�™�–�«�@
�²�˜�å�M�•�?�†0¿���[�A�r�M�� rep lsl-age-timer value �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  
�¥�Ð�å�»�†�Q#Ý�K�Z�
 120 >|  10000 �Ñ�Ü&Ê�b�ì6ë�†0¿���K�r�M�� LSL hello �±�–�Ð�î�c�
�G�b�š�î
�ª�å�¢  �±�–�Ð�î�b�Í�†  3 �[�m�W�S�Í�_0¿���I�€�r�M��3û�–�b�·�8�[�c�
�Æ�”  �«�–�µ�³�b�š�î�ª�å
�¢  �±�–�Ð�î�@ 6�¢�_�^�W�Z  hello �Ó�µ�­�î�ª�@&�1��I�€�•�r�[�_  LSL hello �@ 3 �G3æ�™�I�€�r�M��

– Cisco IOS Release 12.2(52)SE �[�c�
 LSL �š�î�ª�å�¢  �±�–�Ð�î�b(
�V�@  3000 >|  10000 �Ñ�Ü&Ê
>&500 �Ñ�Ü&Ê�"�)>'�?�}  120 >|  10000 �Ñ�Ü&Ê>&40 �Ñ�Ü&Ê�"�)>'�_�š�f�I�€�Z�8�r�M�� REP �¿�–
�Â�î/æ*(�[  Cisco IOS release 12.2(52)SE �è7F�@��/œ�I�€�Z�8�^�8���œ�c�
�±�–�Ð�î�b�Í�†  
3000 �Ñ�Ü&Ê�• 6�_0¿���K�^�8�[�C�T�I�8�� 3000 �Ñ�Ü&Ê�• 6�b�Í�†0¿���M�•�\�
0[�Ó�I�€�Z�8
�•�ì6ë
Æ�_�¿�–�Â�î  �«�–�µ�³�@�Â'Å�K�^�8�S�u�
�Ï�î�º�@�©�Õ�µ�º�²�˜�å�K�r�M��

– EtherChannel �Ï�î�º  �³�Õ�¿�Ý  �–�å�±�î�Ç�™�–�«�[�c�
 1000 �Ñ�Ü&Ê�• 6�b  LSL �š�î�ª�å�¢  �±
�–�Ð�î�Í�c�§�Ï�î�º�I�€�Z�8�r�O�‡���Ï�î�º  �³�Õ�¿�Ý�[  1000 �Ñ�Ü&Ê�• 6�b�Í�†0¿���K�|�:�\
�M�•�\�
�š�Û�î  �Ó�µ�­�î�ª�@/²&g�I�€�Z�¥�Ð�å�»�@�Ä�°�I�€�r�M��

• REP LSL �š�î�ª�å�¢  �±�–�Ð�î�†0¿���M�•�\�A�_�c�
�Ü�å�¡�b�g'ƒ�[� �L�Í�†0¿���M�•�|�:�_�K�Z
�C�T�I�8���Ü�å�¡�b�g'ƒ�[� �L�Í�@0¿���I�€�Z�8�^�8�\�
 REP �Ü�å�¡  �Ç�Û�µ�É�@$Î#Õ�K�r�M��

• REP �Ï�î�º�c�
�G�€�}�b�Ï�î�º  �±�–�É�b�8�N�€�?�_0¿���[�A�r�O�‡��

– SPAN ��
›�Ï�î�º

– �º�å�¿�Ý  �Ï�î�º

– �”�¡�­�«  �Ï�î�º

• REP �c  EtherChannel �[�§�Ï�î�º�I�€�Z�8�r�M�@�
 EtherChannel �_�“�M�•�¶�9�b�Ï�î�º�[�c�§�Ï�î
�º�I�€�r�O�‡��

• �«�–�µ�³�H�\�_�q�±�[  64 REP �­�¢�Ó�å�º�[�M��
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'¨  24 'v       Resilient Ethernet Protocol �b0¿��
REP �b0¿��
REP 'ö#.  VLAN �b0¿��

�ß�î�»  �Â�Û�å�©�å�¢�ì�b�Ü�å�¡7€���x  VLAN �È�ß�µ�Ÿ�å�¢�b3û%±�b�Ó�µ�­�î�ª�†�¯�Ç�º�˜�™�”�[�Ü
�Þ�î�M�•�G�\�_�|�W�Z$Î#Õ�M�•4����†�G4J�M�•�S�u�_�
 REP �c  HFL �[3û�–�b�Ð�Ý�³�Ÿ�Õ�«�º  �”�»�Þ�«
�_�Ã�£�µ�º�†�Ç�Û�µ�¹�•�å�¢�K�r�M���G�€�}�b�Ó�µ�­�î�ª�c  REP �­�¢�Ó�å�º�T�E�[�c�^�C�¿�µ�º�á�î
�¡
²�/�_�Ç�Û�µ�¹�•�å�¢�I�€�r�M���»�Ó�–�å
²�/�b'ö#.  VLAN �†0¿���M�•�G�\�[�
�G�€�}�b�Ó�µ�­�î
�ª�b�Ç�Û�µ�¹�•�å�¢�†�D�š�M�•�G�\�@�[�A�r�M��

REP 'ö#.  VLAN �†0¿���M�•���œ�
���b�@�–�¦8o�_�‘�W�Z�C�T�I�8��

• 'ö#.  VLAN �†0¿���K�^�8���œ�
�¹�Ç�›�Ý�º�c  VLAN 1 �[�M��

• �«�–�µ�³�\�­�¢�Ó�å�º�[  1 �X�b'ö#.  VLAN �T�E�@�•+��[�M���S�T�K�
�G�€�c�¯�Ç�º�˜�™�”�_�|�W
�Z�I�D$×�_0¿���I�€�r�O�‡��

• 'ö#.  VLAN �c  RSPAN VLAN �_�^�~�r�O�‡��

REP 'ö#.  VLAN �†0¿���M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

���_�
 'ö#.  VLAN �†  VLAN 100 �\�K�Z0¿���K�Z�
 REP �–�å�±�î�Ç�™�–�«�b  1 �X�_  show interface rep 
detail �¥�Ð�å�»�†
°�Š�K�Z0¿���†&�1��M�•�[�†&g�K�r�M��

Switch# configure terminal
Switch (conf)# rep admin vlan 100
Switch (conf-if)# end
Switch# show interface gigabitethernet1/1 rep detail
GigabitEthernet1/1 REP enabled
Segment-id: 2 (Edge)
PortID: 00010019E7144680
Preferred flag: No
Operational Link Status: TWO_WAY
Current Key: 0002001121A2D5800E4D
Port Role: Open
Blocked Vlan: <empty>
Admin-vlan: 100
Preempt Delay Timer: disabled
LSL Ageout Timer: 5000 ms
Configured Load-balancing Block Port: none
Configured Load-balancing Block VLAN: none
STCN Propagate to: none
LSL PDU rx: 3322, tx: 1722
HFL PDU rx: 32, tx: 5
BPA TLV rx: 16849, tx: 508
BPA (STCN, LSL) TLV rx: 0, tx: 0

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r
�M��

�«�̧ �µ�É 2 rep admin vlan vlan-id 'ö#.  VLAN �†�æ���K�r�M���æ���[�A�•(
�V�c  2 >|  4094 
�[�M���¹�Ç�›�Ý�º�c  VLAN 1 �[�M��'ö#.  VLAN �†  1 �_
0¿���M�•�_�c�
 no rep admin vlan �¢�ß�î�Â�Ý  �¥�å�Ç�•
� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†��/œ�K�r�M��

�«�̧ �µ�É 3 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 4 show interface [interface-id] rep detail REP �–�å�±�î�Ç�™�–�«�b�8�N�€�?  1 �X�b0¿���†&�1��K�r
�M��

�«�̧ �µ�É 5 copy running-config startup config >&�õ�–>'�«�–�µ�³�b�«�±�î�º�”�µ�É  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��
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REP �b0¿��
BPA (STCN, HFL) TLV rx: 0, tx: 0
EPA-ELECTION TLV rx: 118, tx: 118
EPA-COMMAND TLV rx: 0, tx: 0
EPA-INFO TLV rx: 4214, tx: 4190 

REP �–�å�±�î�Ç�™�–�«�b0¿��

REP �·�8�b���œ�
�›�­�¢�Ó�å�º  �–�å�±�î�Ç�™�–�«�[�G�€�†�–�¿�î�È�Ý�_�K�Z�
�­�¢�Ó�å�º  ID �†�æ���K
�r�M���G�b�«�¸�µ�É�c�²8r�[�
�Ú�b  REP 0¿���b�S�_��/œ�M�•�²0[�@�6�~�r�M���r�S�
�›�­�¢�Ó�å�º�_
�É�Û�–�Ð�Ü�>�|�g�­�•�å�²�Ü  �š�µ�ª  �Ï�î�º�†0¿���M�•�²0[�@�6�~�r�M���Q�b�Ú�b�«�¸�µ�É�c�M�m�Z�õ
�–�[�M��

�–�å�±�î�Ç�™�–�«�V�[  REP �†�–�¿�î�È�Ý�_�K�Z0¿���M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K
�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 interface interface-id �–�å�±�î�Ç�™�–�«�†�æ���K�Z�
�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å  �Ô�î�»�†6ä���K�r�M���–�å�±�î�Ç�™�–�«�c"@#.�Þ�–�Ö  2 �–�å
�±�î�Ç�™�–�«�r�S�c�Ï�î�º  �³�Õ�¿�Ý>&1=#.�–�å�±�î�Ç�™�–�«>'�_0¿
���[�A�r�M���Ï�î�º  �³�Õ�¿�Ý(
�V�c  1 >|  48 �[�M��

�«�̧ �µ�É 3 switchport mode trunk �–�å�±�î�Ç�™�–�«�†�Þ�–�Ö  2 �º�Û�å�¡  �Ï�î�º�\�K�Z0¿���K�r�M��
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�«�̧ �µ�É 4 rep segment segment-id [edge [no-neighbor] 
[primary ]] [ preferred]

�–�å�±�î�Ç�™�–�«�[  REP �†�–�¿�î�È�Ý�_�K�Z�
�­�¢�Ó�å�º$��•�†
�æ���K�r�M���æ���[�A�•�­�¢�Ó�å�º  ID �b(
�V�c  1 >|  1024 �[�M���G
�€�}�b�õ�–�b�Ÿ�î�á�î�»�c�<#Ý�•+��[�M��

>&�@>' �›�­�¢�Ó�å�º�_  1 �X�b�É�Û�–�Ð�Ü  �š�µ�ª  �Ï�î�º�†�µ�u�Z�
 2 
�X�b�š�µ�ª  �Ï�î�º�†0¿���M�•�²0[�@�6�~�r�M��

• edge �†
°�Š�K�Z�
�Ï�î�º�†�š�µ�ª  �Ï�î�º�\�K�Z0¿���K�r�M��
primary  �Ÿ�î�á�î�»�^�K�[  edge �†
°�Š�M�•�\�
�Ï�î�º�@�­�•
�å�²�Ü  �š�µ�ª  �Ï�î�º�\�K�Z0¿���I�€�r�M���›�­�¢�Ó�å�º�_�6�•
�š�µ�ª  �Ï�î�º�c  2 �X�T�E�[�M��

• >&�õ�–>'�š�µ�ª  �Ï�î�º�V�[�
 primary  �†
°�Š�K�Z�Ï�î�º�†�É�Û
�–�Ð�Ü  �š�µ�ª  �Ï�î�º�\�K�Z0¿���K�
 VLAN �ß�î�»  �Â�Û�å�©�å
�¢�†0¿���M�•�Ï�î�º�†0¿���M�•�G�\�@�[�A�r�M��

• >&�õ�–>' no-neighbor �†
°�Š�K�Z�
�¥4Š  REP �¿�–�Â�î�†�â�S�^
�8�Ï�î�º�†�š�µ�ª  �Ï�î�º�\�K�Z0¿���K�r�M���Q�b�Ï�î�º�c�š�µ
�ª  �Ï�î�º�b�M�m�Z�b"I�ö�†)E�Ž�M�•�S�u�
�Ú�b�š�µ�ª  �Ï�î�º�\
� �L�|�:�_0¿���[�A�r�M��

>&�@>' �›�­�¢�Ó�å�º�_�6�•�É�Û�–�Ð�Ü  �š�µ�ª  �Ï�î�º�c  1 �X�T�E�[
�M�@�
2 �X�b$��^�•�«�–�µ�³�_�š�µ�ª  �Ï�î�º�†0¿���K�Z  
primary  �Ÿ�î�á�î�»�†�g�‰�b�«�–�µ�³�_
°�Š�K�Z�v�
�Q�b
0¿���c0Á���I�€�r�M���S�T�K�
 REP �[�c�­�¢�Ó�å�º  �É�Û�–
�Ð�Ü �š�µ�ª  �Ï�î�º�\�K�Z  1 �X�b�Ï�î�º�T�E�@4E�¥�I�€�r�M��
show rep topology "I�’  EXEC �¥�Ð�å�»�†
°�Š�M�•�\�
 �­�¢
�Ó�å�º�b�É�Û�–�Ð�Ü  �š�µ�ª  �Ï�î�º�†�æ���M�•�G�\�@�[�A�r
�M��

• >&�õ�–>' preferred �†
°�Š�K�Z�
�Ï�î�º�@
ƒ
›�æ�p�Ï�î�º�[�6�•
�?�
 VLAN �ß�î�»  �Â�Û�å�©�å�¢�b
ƒ
›�Ï�î�º�[�6�•�b�?�†&g�K
�r�M��

>&�@>' �Ï�î�º�†
ƒ
›�_0¿���K�Z�v�
�æ�p�Ï�î�º�_�^�•�\�c7H�~�r
�O�‡��� '¼�_�•+��ö�b�6�•�Ï�î�º�|�~�x�x�•+��ö�@9×�C�^
�•�T�E�[�M��3û�–�
�S�_7€���@$Î#Õ�K�S�Ï�î�º�@�
�æ�p
�Ï�î�º�\�^�~�r�M��

�«�̧ �µ�É 5 rep stcn { interface interface-id | segment 
id-list | stp}

>&�õ�–>' STCN �†3æ�™�M�•�|�:�_�š�µ�ª  �Ï�î�º�†0¿���K�r�M��

• interface interface-id �†
°�Š�K�Z�
 STCN �†�w�™�M�•�S�u�b"@
#.�–�å�±�î�Ç�™�–�«�r�S�c�Ï�î�º  �³�Õ�¿�Ý�†�æ���K�r�M��

• segment id-list �†
°�Š�K�Z�
 STCN �†�w�™�M�•�S�u�b  1 �X�r�S
�c0
�X�b�­�¢�Ó�å�º�†�æ���K�r�M���w� (
�V�c  1 >|  1024 �[�M��

• stp �†
°�Š�K�Z�
 STCN �†  STP �¿�µ�º�á�î�¡�_3æ�™�K�r�M��

�¥�Ð�å�» % $×
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'¨  24 'v       Resilient Ethernet Protocol �b0¿��
REP �b0¿��
�«�̧ �µ�É 6 rep block port { id port-id | neighbor_offset | 
preferred} vlan { vlan-list | all}

>&�õ�–>'�É�Û�–�Ð�Ü  �š�µ�ª  �Ï�î�º�_  VLAN �ß�î�»  �Â�Û�å�©�å�¢�†
0¿���K�Z�
 3 �X�b�‰�2�b�8�N�€�?�†�Q#Ý�K�Z  REP �æ�p�Ï�î�º�†"I��
�K�
�æ�p�Ï�î�º�[�È�ß�µ�¡�I�€�•�|�:�_  VLAN �†0¿���K�r�M��

• id port-id �†
°�Š�K�Z�
�Ï�î�º  ID �[�æ�p�Ï�î�º�†�æ���K�r�M��
�­�¢�Ó�å�º
Æ�b�›�Ï�î�º�_�Ï�î�º  ID �@+¬�·$×�_#Õ�B�I�€�r�M��
show interface interface-id rep [detail] "I�’  EXEC �¥�Ð�å�»�†

°�Š�K�Z�
�–�å�±�î�Ç�™�–�«  �Ï�î�º  ID �†/²&g�[�A�r�M��

• neighbor_offset $��•�†
°�Š�K�Z�
�æ�p�Ï�î�º�†�š�µ�ª  �Ï�î�º�?
�}�b�²�˜�å�«�º�Ü�î�Ò  �¿�–�Â�î�\�K�Z�æ���K�r�M���w� (
�V�c  
-256 >|  256 �[�
2��X�c�­�•�å�²�Ü  �š�µ�ª  �Ï�î�º�?�}�b�²�˜�å
�«�º�Ü�î�Ò  �¿�–�Â�î�†&g�K�r�M���Í  0 �c!“� �[�M�� -1 �†
°�Š�K
�Z�
�­�•�å�²�Ü  �š�µ�ª  �Ï�î�º�†�æ�p�Ï�î�º�\�K�Z1‘�9�K�r�M��
�¿�–�Â�î  �œ�Ç�­�µ�º$��•�Ü�E�b�[�_�X�8�Z�c�
 �W 24-4

>&P.24-5>' �†�g!·�K�Z�C�T�I�8��

>&�@>' �É�Û�–�Ð�Ü  �š�µ�ª  �Ï�î�º>&�œ�Ç�­�µ�º$��•  1>'�_�G�b�¥�Ð
�å�»�†
°�Š�M�•�b�[�
�æ�p�Ï�î�º�†"I���M�•�b�_�œ�Ç�­�µ
�º�Í  1 �†
°�Š�K�r�O�‡��

• preferred �†
°�Š�K�Z�
�M�[�_  VLAN �ß�î�»  �Â�Û�å�©�å�¢�b
ƒ

›�æ�p�Ï�î�º�\�K�Z�æ���I�€�Z�8�•3û�–�­�¢�Ó�å�º  �Ï�î�º�†4E
�¥�K�r�M��

• vlan vlan-list �†
°�Š�K�Z�
 1 VLAN �r�S�c  VLAN (
�V�†�È
�ß�µ�¡�K�r�M��

• vlan all �†
°�Š�K�Z�
�M�m�Z�b  VLAN �†�È�ß�µ�¡�K�r�M��

>&�@>' REP �É�Û�–�Ð�Ü  �š�µ�ª  �Ï�î�º�V�_�b�s�G�b�¥�Ð�å�»�†
°�Š
�K�r�M��

�«�̧ �µ�É 7 rep preempt delay seconds >&�õ�–>'�Ü�å�¡7€���>�|�g�G�Ÿ�‹�_+¬�·$×�_  VLAN �ß�î�»  �Â�Û�å�©
�å�¢�†�º�Ü�ž�î�M�•���œ�
�G�b�¥�Ð�å�»�†
°�Š�K�Z�
�É�Ü�š�å�É
�©�Ù�å4����ì6ë�†0¿���M�•�²0[�@�6�~�r�M��4����ì6ë�b(
�V�c  15 
>|  300 &Ê�[�M���¹�Ç�›�Ý�º�c�
4����ì6ë�b�^�8�m�·�_�|�•�É�Ü�š�å
�É�©�Ù�å�[�M��

>&�@>' REP �É�Û�–�Ð�Ü  �š�µ�ª  �Ï�î�º�V�_�b�s�G�b�¥�Ð�å�»�†
°�Š
�K�r�M��

�«�̧ �µ�É 8 rep lsl-age-timer value >&�õ�–>'�¿�–�Â�î�?�}�b  hello �@�w�™�I�€�^�8�r�r�]�b�C�}�8�b�ì6ë
>&�Ñ�Ü&Ê>'�@)�4#�M�•�\  REP �–�å�±�î�Ç�™�–�«�@�²�˜�å�M�•�?�†0¿
���K�r�M��

�æ���[�A�•(
�V�c  120 >|  10000 �Ñ�Ü&Ê>&40 �Ñ�Ü&Ê�"�)>'�[�M���¹
�Ç�›�Ý�º�Í�c  5000 �Ñ�Ü&Ê>&5 &Ê>'�[�M��

>&�@>' �¿�–�Â�î/æ*(�[  Cisco IOS Release 12.2(52)SE �è7F�@��/œ�I
�€�Z�8�^�8���œ�c�
�æ���[�A�•(
�V�@  3000 >|  10000 �Ñ�Ü&Ê

>&500 �Ñ�Ü&Ê�"�)>'�_�^�~�r�M�� EtherChannel �Ï�î�º  �³�Õ�¿
�Ý �–�å�±�î�Ç�™�–�«�[�c�
 1000 �Ñ�Ü&Ê�• 6�b  LSL �š�î�ª
�å�¢  �±�–�Ð�î�Í�c�§�Ï�î�º�I�€�Z�8�r�O�‡��

�«�̧ �µ�É 9 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�¥�Ð�å�» % $×
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'¨  24 'v       Resilient Ethernet Protocol �b0¿��
REP �b0¿��
�¹�Ç�›�Ý�º0¿���_�`�M�_�c�
�›�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M�� show rep topology "I�’  EXEC �¥�Ð
�å�»�†
°�Š�K�Z�
�­�¢�Ó�å�º
Æ�b�]�b�Ï�î�º�@�É�Û�–�Ð�Ü  �š�µ�ª  �Ï�î�º�^�b�?�†&�1��K�r�M��

���_�
�–�å�±�î�Ç�™�–�«�†�­�¢�Ó�å�º  1 �b�É�Û�–�Ð�Ü  �š�µ�ª  �Ï�î�º�_0¿���K�
 STCN �†�­�¢�Ó�å�º  2 
>|  5 �_3æ�™�K�
�æ�p�Ï�î�º�†�Ï�î�º  ID 0009001818D68700 �b�Ï�î�º�\�K�Z0¿���K�Z�
�­�¢�Ó�å�º  
�Ï�î�º7€���>�|�g�G�Ÿ�‹�b  60 &Ê�b�É�Ü�š�å�É�©�Ù�å4����‹�_�M�m�Z�b  VLAN �†�È�ß�µ�¡�M�•�[�†&g�K
�r�M���G�b�–�å�±�î�Ç�™�–�«�c�
�¿�–�Â�î�?�}�b  hello �@�w�™�I�€�^�8�r�r  6000 �Ñ�Ü&Ê�@)�4#�M�•�\
�²�˜�å�M�•�|�:�_0¿���I�€�Z�8�r�M��

Switch# configure terminal
Switch (conf)# interface gigabitethernet1/1
Switch (conf-if)# rep  segment 1 edge primary  
Switch (conf-if)# rep stcn segment 2-5 
Switch (conf-if)# rep block port 0009001818D68700 vlan all
Switch (conf-if)# rep preempt delay 60 
Switch (conf-if)# rep lsl-age-timer 6000 
Switch (conf-if)# end

���_�
�–�å�±�î�Ç�™�–�«�_�¥4Š  REP �¿�–�Â�î�@�^�8���œ�b� �L0¿���b�[�†&g�K�r�M��

Switch# configure terminal
Switch (conf)# interface gigabitethernet1/1
Switch (conf-if)# rep  segment 1 edge no-neighbor primary  
Switch (conf-if)# rep stcn segment 2-5 
Switch (conf-if)# rep block port 0009001818D68700 vlan all
Switch (conf-if)# rep preempt delay 60 
Switch (conf-if)# rep lsl-age-timer 6000 

���_�
 �W 24-5 �b�
 VLAN �È�ß�µ�Ÿ�å�¢  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†0¿���M�•�[�†&g�K�r�M���æ�p�Ï�î�º
�c�
�¿�–�Â�î  �œ�Ç�­�µ�º$��•  4 �b�¿�–�Â�î�[�M���m�·�_�|�•�É�Ü�š�å�É�©�Ù�å�b�6�\�_�
 VLAN 100 
>|  200 �@�G�b�Ï�î�º�[�È�ß�µ�¡�I�€�
�Q�b�Ú�b�M�m�Z�b  VLAN �@�É�Û�–�Ð�Ü �š�µ�ª  �Ï�î�º  E1>&� �ž
�Å�µ�º  �–�î�§�¿�µ�º  �Ï�î�º  1/0/1>'�[�È�ß�µ�¡�I�€�r�M��

Switch# configure terminal
Switch (conf)# interface gigabitethernet1/1
Switch (conf-if)# rep  segment 1 edge primary  
Switch (conf-if)# rep block port 4 vlan 100-200
Switch (conf-if)# end

�«�̧ �µ�É 10 show interface [interface-id] rep [detail] REP �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†&�1��K�r�M��

�«�̧ �µ�É 11 copy running-config startup config >&�õ�–>'�«�–�µ�³�b�«�±�î�º�”�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–
�Ý�_0¿���†�–�Ñ�K�r�M��

�¥�Ð�å�» % $×
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'¨  24 'v       Resilient Ethernet Protocol �b0¿��
REP �b0¿��
�W 24-5 VLAN �È�ß�µ�Ÿ�å�¢�b�[

VLAN �ß�î�»  �Â�Û�å�©�å�¢�b�m�·�_�|�•�É�Ü�š�å�É�©�Ù�å�b0¿��

�É�Û�–�Ð�Ü  �š�µ�ª  �Ï�î�º�[�É�Ü�š�å�É�©�Ù�å4����ì6ë�†0¿���M�•  rep preempt delay seconds �–�å
�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†
°�Š�K�^�8���œ�
�¹�Ç�›�Ý�º�[�c�
�­�¢�Ó�å�º�[�b  
VLAN �ß�î�»  �Â�Û�å�©�å�¢�b�º�Ü�ž�î�c�m�·�_�^�W�Z�8�r�M���m�·�[  VLAN �ß�î�»  �Â�Û�å�©�å�¢�†
�É�Ü�š�å�É�º�M�•�S�_�
�Ú�b�M�m�Z�b�­�¢�Ó�å�º0¿���@�ö�¢�K�Z�8�•�?�]�:�?&�1��K�Z�C�T�I�8�� rep 
preempt segment segment-id �¥�Ð�å�»�†
°�Š�M�•�\�
�É�Ü�š�å�É�©�Ù�å�_�|�W�Z�¿�µ�º�á�î�¡�@�p�•
�M�•�•+��ö�@�6�•�S�u�
�¥�Ð�å�»��/œ�S�_&�1��Ó�µ�­�î�ª�@/²&g�I�€�r�M��

REP �b  SNMP �º�Û�µ�É0¿��

�Ü�å�¡�·�8�«�¸�î�±�«�š�f�>�|�g�Ï�î�º  �ß�î�Ý�š�f�_�X�8�Z  SNMP �§�î�Â�_3û%±�M�•�S�u�_�
 REP �[
�w�b�º�Û�µ�É�b3æ�™�†�«�–�µ�³�_0¿���[�A�r�M�� REP �º�Û�µ�É�†0¿���M�•�_�c�
"I�’  EXEC �Ô�î�»�[
���b�m8p�†��/œ�K�r�M��

E2E1

4 20
18

91
•�§�P�o�;9Ô���H�.�6�;  49Õ�ê
 VLAN 100 :*  200 �
�I�̀ �6�"�Ò�ù�Ô�•

�J�\���Q�]  ���6�+  �P�o�;  E1 �ê  
VLAN 100 :*  200 �
4°�Ê

�Ô�ô�á�é  VLAN �
�I�̀ �6�"�Ò�ù�Ô�•

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 rep preempt segment segment-id �m�·�_�|�~�
�­�¢�Ó�å�º�V�b  VLAN �ß�î�»  �Â�Û�å�©�å�¢�†�º
�Ü�ž�î�K�r�M��

��/œ�S�_�¥�Ð�å�»�†&�1��M�•�²0[�@�6�~�r�M��

�«�̧ �µ�É 2 show rep topology REP �º�Ï�ß�ª�_���†/²&g�K�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 snmp mib rep trap-rate  value REP �º�Û�µ�É�†3æ�™�M�•�|�:�_�«�–�µ�³�[�–�¿�î�È�Ý�_�K�Z�

1 &Ê�6�S�~�b�º�Û�µ�É�b3æ�™�X�†0¿���K�r�M���æ���[�A�•(
�V
�c  0 >|  1000 �[�M���¹�Ç�›�Ý�º�c  0>&�D7H�^�K�
$Î#Õ�M�•�S�g
�_�º�Û�µ�É�@3æ�™�I�€�•>'�[�M��

�«�̧ �µ�É 3 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 4 show running-config REP �º�Û�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†&�1��K�r�M��

�«�̧ �µ�É 5 copy running-config startup config >&�õ�–>'�«�–�µ�³�b�«�±�î�º�”�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  
�Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��
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REP �b�Ô�½�±
�º�Û�µ�É�†�P7V�M�•�_�c�
 no snmp mib rep trap-rate �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†

°�Š�K�r�M��

1 &Ê�6�S�~ 10 �b�m�œ�[  REP �º�Û�µ�É�†3æ�™�M�•�|�:�_�«�–�µ�³�†0¿���M�•�[�†&g�K�r�M��

Switch(config)# snmp mib rep trap-rate 10 

REP �b�Ô�½�±

/² 24-1 REP �Ô�½�± �¥�Ð�å�»

�¥�Ð�å�» % $×

show interface [interface-id] rep [detail] "I���b�–�å�±�î�Ç�™�–�«�r�S�c�M�m�Z�b�–�å�±�î�Ç�™�–�«�b  REP �b0¿���\�«
�¸�î�±�«�†/²&g�K�r�M��

show rep topology [segment segment_id] 
[archive] [detail] 

�­�¢�Ó�å�º
Æ�b�É�Û�–�Ð�Ü�>�|�g�­�•�å�²�Ü  �š�µ�ª  �Ï�î�º�†�µ�t�
 1 �­�¢�Ó
�å�º�r�S�c
²�­�¢�Ó�å�º�b  REP �º�Ï�ß�ª�_���†/²&g�K�r�M��
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Flex Link �>�|�g  MAC �”�»�Þ�«  �¸�î�È�Ý&ã
�·�f�‚�µ+��b0¿��

�G�b'v�[�c�
 Flex Link �b0¿���‰�2�_�X�8�Z1��Â�K�r�M���G�€�c�
%&�«�Â�µ�¡�”�µ�É�†�f�j�M�•  
IE 3000 �«�–�µ�³�V�b�–�å�±�î�Ç�™�–�«�b�Ì�”�[�M���r�S�
 MAC Address-Table Move Update Feature

>&MAC �”�»�Þ�«  �¸�î�È�Ý&ã�·�f�‚�µ+��
 Flex Links �b�n�‰�¥9×3ÿ�¥�å�Â�î�ª�™�å�«�µ+��\�v�ç�d�€�r
�M>'�b0¿���‰�2�v1��Â�K�r�M��

>&�@>' �G�b'v�[�Q#Ý�M�•�¥�Ð�å�»�b�S�e�>�|�g�Q#Ý�‰�2�b0ò(ý�_�X�8�Z�c�
�G�b�Ü�Ü�î�«�_�P�Â�M�•�¥�Ð�å�»  
�Ü�Ç�“�Þ�å�«�†�g!·�K�Z�C�T�I�8��

�G�b'v�b
Æ���c�
���b�\�>�~�[�M��

• �� Flex Link �>�|�g  MAC �”�»�Þ�«  �¸�î�È�Ý&ã�·�f�‚�µ+��b�+0[�� >&P.25-1>'

• �� Flex Link �>�|�g  MAC �”�»�Þ�«  �¸�î�È�Ý&ã�·�f�‚�b0¿���� >&P.25-7>'

• �� Flex Link �>�|�g  MAC �”�»�Þ�«  �¸�î�È�Ý&ã�·�f�‚�µ+��b�Ô�½�±�� >&P.25-15>'

Flex Link �>�|�g  MAC �”�»�Þ�«  �¸�î�È�Ý&ã�·�f�‚�µ+��b�+
0[

�G�G�[�c�
���b�_���_�X�8�Z1��Â�K�r�M��

• �� Flex Link��>&P.25-1>'

• �� VLAN Flex Link �ß�î�»  �Â�Û�å�©�å�¢�>�|�g�§�Ï�î�º�� >&P.25-2>'

• �� Flex Link �Ð�Ý�³�Ÿ�Õ�«�º9×3ÿ�¥�å�Â�î�ª�™�å�«�� >&P.25-3>'

• �� MAC �”�»�Þ�«  �¸�î�È�Ý&ã�·�f�‚�� >&P.25-6>'

Flex Link

Flex Link �c�
�Þ�–�Ö  2 �–�å�±�î�Ç�™�–�«>&�«�–�µ�³  �Ï�î�º�r�S�c�Ï�î�º  �³�Õ�¿�Ý>'�b�Ì�”�[�
 1 �X�b
�–�å�±�î�Ç�™�–�«�@�v�:�M�‰�b�Â�µ�¡�”�µ�É�\�K�Z�µ+��M�•�|�:�_0¿���I�€�Z�8�r�M���G�b�µ+��c�

Spanning Tree Protocol>&STP; �«�Ã�½�å�¢�¶�Ü�î  �É�ß�º�¥�Ý>'�b�æ�p�¯�Ü�×�î�©�Ù�å�[�M���Ø�î�¨�c�

STP �†�¹�•�­�î�È�Ý�_�K�Z�v�
�ö�•$×�Ü�å�¡
Õ6×�ö�†�–�X�G�\�@�[�A�r�M�� Flex Link �c�
3û�–�
�>��
25-1
�³  �¯�Ç�º�˜�™�”  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �ž�–�»
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Flex Link �>�|�g  MAC �”�»�Þ�«  �¸�î�È�Ý&ã�·�f�‚�µ+��b�+0[
�]�@�«�–�µ�³�[  STP �†��/œ�K�^�8���œ�b�§�î�Å�«  �É�ß�Â�–�²�î�r�S�c�û���¿�µ�º�á�î�¡�_0¿���I�€�r
�M���«�–�µ�³�@  STP �†��/œ�p�b���œ�c�
 STP �@�M�[�_�Ü�å�¡�Þ�Ë�Ý�b
Õ6×�ö�r�S�c�Â�µ�¡�”�µ�É�†�f
�j�K�Z�8�•�S�u�
 Flex Link �c�Y0[�[�M��

�9�b�Þ�–�Ö  2 �–�å�±�î�Ç�™�–�«�†  Flex Link �r�S�c�Â�µ�¡�”�µ�É  �Ü�å�¡�\�K�Z�m�~�\�Z�•�G�\�[�
 1 �X
�b�Þ�–�Ö  2 �–�å�±�î�Ç�™�–�«>&�”�¡�¸�•�È  �Ü�å�¡>'�_  Flex Link �†0¿���K�r�M���Ü�å�¡�b  1 �X�@�”�µ�É
�[�º�Û�Ç�•�µ�¡�†3?3æ�K�Z�8�•�\�A�c�
�v�:�M�‰�b�Ü�å�¡�@�«�±�å�Â�–  �Ô�î�»�[�
�G�b�Ü�å�¡�@
�©�Õ�µ�º  �²�˜�å�K�S���œ�_�º�Û�Ç�•�µ�¡�b3?3æ�†6ä���[�A�•�|�:�_ =
��K�Z�8�r�M���]�b�ì!l�[�v�
 1 
�X�b�–�å�±�î�Ç�™�–�«�b�s�@�Ü�å�¡�”�µ�É  �«�¸�î�º�[�º�Û�Ç�•�µ�¡�†3?3æ�K�Z�8�r�M���É�Û�–�Ð�Ü  �Ü
�å�¡�@�©�Õ�µ�º�²�˜�å�I�€�•�\�
�«�±�å�Â�–  �Ü�å�¡�@�º�Û�Ç�•�µ�¡�b3?3æ�†���u�r�M���”�¡�¸�•�È  �Ü
�å�¡�@�”�µ�É�_�`�W�S���œ�c�«�±�å�Â�–  �Ô�î�»�_�^�~�
�º�Û�Ç�•�µ�¡�@3?3æ�I�€�r�O�‡�� STP �c  Flex 
Link �–�å�±�î�Ç�™�–�«�[�¹�•�­�î�È�Ý�[�M��

�W 25-1 �[�c�
�«�–�µ�³  A �b�Ï�î�º  1 �>�|�g�Ï�î�º  2 �@�”�µ�É�Ü�å�¡  �«�–�µ�³  B �>�|�g�”�µ�É�Ü�å�¡  
�«�–�µ�³  C �_�K)F�I�€�Z�8�r�M���G�€�}�b�«�–�µ�³�c  Flex Link �\�K�Z0¿���I�€�Z�8�•�b�[�
�]�U�}�?
�b�–�å�±�î�Ç�™�–�«�@�º�Û�Ç�•�µ�¡�†3?3æ�K�
�v�:�M�‰�b�–�å�±�î�Ç�™�–�«�c�«�±�å�Â�–  �Ô�î�»�_�^
�~�r�M���Ï�î�º  1 �@�”�¡�¸�•�È  �Ü�å�¡�_�^�•���œ�
�Ï�î�º  1 �\�«�–�µ�³  B �\�b6ë�[�º�Û�Ç�•�µ�¡�b3?
3æ�†6ä���K�
�Ï�î�º  2>&�Â�µ�¡�”�µ�É  �Ü�å�¡>'�\�«�–�µ�³  C �\�b6ë�b�Ü�å�¡�[�c�
�º�Û�Ç�•�µ�¡�c3?
3æ�I�€�r�O�‡���Ï�î�º  1 �@�²�˜�å�K�S���œ�c�Ï�î�º  2 �@�”�µ�É�K�
�º�Û�Ç�•�µ�¡�†�«�–�µ�³  C �_3?3æ
�K���u�r�M���Ï�î�º  1 �c�

Ì�g�·�8�†6ä���M�•�\�«�±�å�Â�–  �Ô�î�»�_�^�~�
�º�Û�Ç�•�µ�¡�†3?3æ�K�r
�O�‡���Ï�î�º  2 �@�º�Û�Ç�•�µ�¡3?3æ�†)F�E�r�M��

�r�S�

ƒ
›�K�Z�º�Û�Ç�•�µ�¡�b3?3æ�_�Q#Ý�M�•�Ï�î�º�†�æ���K�Z�
�É�Ü�š�å�É�º  �Ó�•�½�¬�Ò�†0¿���M
�•�G�\�v�[�A�r�M���S�\�<�d�
 �W 25-1 �[�c�
 Flex Link �Ì�”�†�É�Ü�š�å�É�º  �Ô�î�»�[0¿���M�•�G�\�_
�|�~�
  �Ï�î�º  2 �|�~�•�æ�œ�b�±�A�8�Ï�î�º  1 �@
Ì�g�·�8�†6ä���K�S�‹�
�Ï�î�º  1 �@ 60 &Ê�‹�_�º�Û
�Ç�•�µ�¡�b3?3æ�†6ä���K�
  �Ï�î�º  2 �@�«�±�å�Â�–�\�^�~�r�M���G�€�†/œ�:�_�c�
 switchport backup 
interface preemption mode bandwidth �>�|�g  switchport backup interface preemption delay �–�å
�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†
°�Š�K�r�M��

�W 25-1 Flex Link �b0¿���[

�É�Û�–�Ð�Ü>&3?3æ>'�Ü�å�¡�@�²�˜�å�M�•�\�
�º�Û�µ�É�_�|�W�Z�¿�µ�º�á�î�¡'ö#.�«�¸�î�©�Ù�å�@3û%±�†
�w�E�r�M���«�±�å�Â�–  �Ü�å�¡�@�²�˜�å�M�•�\�
�º�Û�µ�É�_�|�W�Z�Ø�î�¨�@3û%±�†�w�E�r�M��

Flex Link �c�Þ�–�Ö  2 �Ï�î�º�>�|�g�Ï�î�º  �³�Õ�¿�Ý�T�E�[�§�Ï�î�º�I�€�
 VLAN �r�S�c�Þ�–�Ö  3 �Ï�î�º
�[�c�§�Ï�î�º�I�€�r�O�‡��

VLAN Flex Link �ß�î�»  �Â�Û�å�©�å�¢�>�|�g�§�Ï�î�º

VLAN Flex Link �ß�î�»  �Â�Û�å�©�å�¢�_�|�~�
�Ø�î�¨�c%&�«�_�<�Ú$×�^  VLAN �b�º�Û�Ç�•�µ�¡�†�g�‰
�b�Ï�î�º�[� �ì�_3?3æ�M�•�|�:�_  Flex Link �Ì�”�†0¿���[�A�r�M���S�\�<�d�
 Flex Link �Ï�î�º�@  1 >|  
100 �b  VLAN �_�P�K�Z0¿���I�€�Z�8�•���œ�
�q�6�b  50 �b  VLAN �b�º�Û�Ç�•�µ�¡�†  1 �X�b�Ï�î�º�[3?
3æ�K�
�g�~�b  VLAN �b�º�Û�Ç�•�µ�¡�†�v�:�M�‰�b�Ï�î�º�[3?3æ�[�A�r�M���]�U�}�?�b�Ï�î�º�[7€���@
$Î#Õ�K�S���œ�_�c�
�v�:�M�‰�b�”�¡�¸�•�È  �Ï�î�º�@�M�m�Z�b�º�Û�Ç�•�µ�¡�†3?3æ�K�r�M��7€���@$Î#Õ

�,���6�4  A

���6�J�]�f�"
�,���6�4  B

�P�o�;  1 �P�o�;  2

���6�J�]�f�"
�,���6�4  C

11
60

82
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Flex Link �>�|�g  MAC �”�»�Þ�«  �¸�î�È�Ý&ã�·�f�‚�µ+��b�+0[
�K�S�Ï�î�º�@
–�_�`�•�\�

ƒ
›  VLAN �b�º�Û�Ç�•�µ�¡�b3?3æ�†
Ì6ä�K�r�M���G�b�|�:�_�
 Flex Link �b
�Ì�”�c
Õ6×�ö�†�f�j�M�•�T�E�[�^�C�
�ß�î�»  �Â�Û�å�©�å�¢�b#Ý3õ�_�Q#Ý�[�A�r�M���r�S�
 Flex Link 
VLAN �ß�î�»  �Â�Û�å�©�å�¢�_�|�W�Z�”�µ�É�Ü�å�¡  �«�–�µ�³�@�D(Ù�†�w�E�•�G�\�c�6�~�r�O�‡��

�W 25-2 VLAN Flex Link �ß�î�»  �Â�Û�å�©�å�¢�b0¿���[

Flex Link �Ð�Ý�³�Ÿ�Õ�«�º9×3ÿ�¥�å�Â�î�ª�™�å�«

Flex Link �Ð�Ý�³�Ÿ�Õ�«�º9×3ÿ�¥�å�Â�î�ª�™�å�«�_�|�~�
 Flex Link �b7€��$Î#Õ�‹�b�Ð�Ý�³�Ÿ�Õ�«�º  �º
�Û�Ç�•�µ�¡  �¥�å�Â�î�ª�™�å�«�ì6ë�@%·)°�I�€�r�M�� Flex Link �Ð�Ý�³�Ÿ�Õ�«�º9×3ÿ�¥�å�Â�î�ª�™�å�«
�c�
���b�›�¯�Ü�×�î�©�Ù�å�†)��s�œ�ƒ�O�•�G�\�_�|�~��/æ�I�€�r�M��

• ���Q�b�Ú�b  Flex Link �Ï�î�º�†  mrouter �Ï�î�º�\�K�Z�Û*f�� >&P.25-3>'

• �� IGMP �Þ�Ï�î�º�b#Õ�B�� >&P.25-4>'

• �� IGMP �Þ�Ï�î�º�b�Ü�î�¡�� >&P.25-4>'

• ��0¿���[�� >&P.25-4>'

�Q�b�Ú�b  Flex Link �Ï�î�º�†  mrouter �Ï�î�º�\�K�Z�Û*f

3û�–�b�Ð�Ý�³�Ÿ�Õ�«�º  �¿�µ�º�á�î�¡�[�c�
�¶���b  VLAN �_�X�8�Z  1 �X�b�¡�š�Ü�”�@4E���I�€�r�M��
�¿�µ�º�á�î�¡  �š�µ�ª�_�Ž6ä�I�€�S�«�–�µ�³�_�c�
�¡�š�Ü�î�†�w�™�M�•�8�N�€�?�b  Flex Link �Ï�î�º�@�Ñ
�~�K�r�M�� Flex Link �Ï�î�º�c�–�_�
3?3æ"g�Â�_�^�~�r�M��

�¡�š�Ü�î�†�w�™�M�•�Ï�î�º�@�
�«�–�µ�³�b  mrouter �Ï�î�º�\�K�Z3ã�•�I�€�r�M�� mrouter �Ï�î�º�c�
�«
�–�µ�³�@�Û*f�K�S�M�m�Z�b�Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É�b  1 �X�\�K�Z1�1‘�I�€�r�M���)�~�p�<�b�‹�
�¡�š
�Ü�î�c�9�b  Flex Link �Ï�î�º�_�|�W�Z�w�™�I�€�r�M���G�b�9�b  Flex Link �Ï�î�º�c  mrouter �Ï�î�º�\�K
�Z1�1‘�I�€�•�|�:�_�^�~�r�M���)�~�p�<�b�‹�
�Ð�Ý�³�Ÿ�Õ�«�º  �º�Û�Ç�•�µ�¡�c�9�b  Flex Link �Ï�î�º�†
�Ó�K�Z�v�€�r�M���º�Û�Ç�•�µ�¡  �¥�å�Â�î�ª�™�å�«�†9×3ÿ�ì�M�•�S�u�_�
�8�N�€�?�M�‰�b  Flex Link �Ï�î
�º�@ mrouter �Ï�î�º�\�K�Z�Û*f�I�€�•�\�
�g�‰�b  Flex Link �Ï�î�º�@  mrouter �Ï�î�º�\�K�Z1�1‘�I�€�r
�M���8�N�€�b  Flex Link �Ï�î�º�v�–�_�
�Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É�b�M4Š�\�K�Z�…�ƒ�€�r�M��

3û�–�b�·�8�Ô�î�»�[�c�8�N�€�b  Flex Link �Ï�î�º�v�¢�Ý�î�É�b�M4Š�\�K�Z1�1‘�I�€�r�M�@�
�Â�µ�¡�”�µ
�É �Ï�î�º�†3û4#�M�•�º�Û�Ç�•�µ�¡�c�M�m�Z�È�ß�µ�¡�I�€�r�M���K�S�@�W�Z�
 mrouter �Ï�î�º�\�K�Z�Â�µ
�¡�”�µ�É  �Ï�î�º�†3ã�•�K�Z�v�
3û�–�b�Ð�Ý�³�Ÿ�Õ�«�º  �¹�î�±  �Ç�ß�î�@�s8j�†�w�E�•�G�\�c�6�~�r�O
�‡���)�~�p�<�@#Õ�L�•�\�
�Â�µ�¡�”�µ�É  �Ï�î�º�b�È�ß�µ�¡�@0Ž7V�I�€�
�º�Û�Ç�•�µ�¡�@�v�€�•�|�:�_
�^�~�r�M���G�b���œ�
�Â�µ�¡�”�µ�É  �Ï�î�º�b�È�ß�µ�¡�@0Ž7V�I�€�•�\�S�T�U�_�
�”�µ�É�«�º�Ü�î�Ò  
�¹�î�±�@�v�€���u�r�M��

�,���6�4  A

���6�J�]�f�"
�,���6�4  B

gi2/0/6

0©1M
9Ô1-509Õ

gi2/0/8

0©1M
9Ô51-1009Õ

���6�J�]�f�"
�,���6�4  C

20
13

98
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Flex Link �>�|�g  MAC �”�»�Þ�«  �¸�î�È�Ý&ã�·�f�‚�µ+��b�+0[
IGMP �Þ�Ï�î�º�b#Õ�B

�)�~�p�<�b�‹�
�Â�µ�¡�”�µ�É  �Ü�å�¡�@�”�µ�É"g�Â�_�^�•�\�
�”�µ�É�«�º�Ü�î�Ò�[�b�‚�K�8�¹�•�«�º�Ü
�Å�×�î�©�Ù�å  �«�–�µ�³�[�b�Ð�Ý�³�Ÿ�Õ�«�º  �¹�î�±�b3?3æ�c6ä���I�€�r�O�‡���G�€�c�
�È�ß�µ�¡�I�€�S  
Flex Link �Ï�î�º�_�K)F�I�€�Z�8�•�”�µ�É�«�º�Ü�î�Ò  �Ý�î�±�b�Ï�î�º�@�
�8�N�€�b�Ð�Ý�³�Ÿ�Õ�«�º  �¢
�Ý�î�É�b�M4Š�\�K�Z�v1�1‘�I�€�^�8�?�}�[�M���Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É�b�Þ�Ï�î�º�c�
�Â�µ�¡�”�µ�É  
�Ü�å�¡�@�È�ß�µ�¡�I�€�Z�8�•�S�u�
�²�˜�å�«�º�Ü�î�Ò  �«�–�µ�³�[�c3?3æ�I�€�r�O�‡���G�b�Ï�î�º�b
�¹�î�±�c�
�Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É�@�Û*f�I�€�•�r�[�v�€�r�O�‡���Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É�b�Û*f�c�

�Þ�Ï�î�º�†�w�™�K�S�‹�_�T�E/œ�ƒ�€�r�M��

�Þ�Ï�î�º�c�
�M+á�¡�š�Ü�î�@�w�™�I�€�•�\�
�Í�«�º�|�~3æ�™�I�€�r�M���M+á�¡�š�Ü�î�c�
3û�–�b�©�¼�Ü
�œ�[�6�€�d  60 &Ê�è
Æ�_3æ�™�I�€�r�M���Â�µ�¡�”�µ�É  �Ü�å�¡�@3?3æ�†6ä���K�
�Ð�Ý�³�Ÿ�Õ�«�º  �¹�î�±�†
9×3ÿ�[�p�°�[�A�•�|�:�_�^�•�\�
�²�˜�å�«�º�Ü�î�Ò  �«�–�µ�³�@�M+á�¡�š�Ü�î�†�…�X�G�\�^�C�
�S�T�U
�_�G�b�Ï�î�º�V�b�M�m�Z�b�Û*f�í�s�¢�Ý�î�É�_�P�K�
�É�ß�Ÿ�©  �Þ�Ï�î�º�†3æ�™�K�r�M��

IGMP �Þ�Ï�î�º�b�Ü�î�¡

�Ð�Ý�³�Ÿ�Õ�«�º  �º�Û�Ç�•�µ�¡�†�q�`7H�b�†�»�[�p�°�I�O�•�S�u�_�
 Flex Link �b�”�¡�¸�•�È  �Ü�å�¡�@�²
�˜�å�M�•�S�_
Õ6×�¹�î�±  �Ã�«�†0¿���K�Z�>�C�²0[�@�6�~�r�M���Ð�Ý�³�Ÿ�Õ�«�º  �º�Û�Ç�•�µ�¡�b�¥�å
�Â�î�ª�™�å�«�c�
 Flex Link �Â�µ�¡�”�µ�É  �Ü�å�¡�_  IGMP �Þ�Ï�î�º  �Ã�£�µ�º�T�E�†�Ü�î�¡�I�O�€�d/œ
�<�r�M���G�:�K�Z�Ü�î�¡�I�O�S  IGMP �Þ�Ï�î�º  �Ó�µ�­�î�ª�@�”�µ�É�«�º�Ü�î�Ò�b�¹�•�«�º�Ü�Å�×�î
�©�Ù�å  �Ý�î�±�[��#.�I�€�•�S�u�
�Ð�Ý�³�Ÿ�Õ�«�º  �¹�î�±�b�º�Û�Ç�•�µ�¡�c�Â�µ�¡�”�µ�É  �–�å�±�î�Ç�™
�–�«�_3?3æ�I�€�r�M���Â�µ�¡�”�µ�É  �–�å�±�î�Ç�™�–�«�b%T�™�º�Û�Ç�•�µ�¡�c�M�m�Z�”�¡�­�«  �«�–�µ�³
�b
°�~�•4Š�(�[�»�ß�µ�É�I�€�•�S�u�
�Í�«�º�@5�0
�K�S�Ð�Ý�³�Ÿ�Õ�«�º  �º�Û�Ç�•�µ�¡�†�w�™�M�•�G�\
�c�6�~�r�O�‡�� Flex Link �b�”�¡�¸�•�È  �Ü�å�¡�_7€���@$Î#Õ�K�S���œ�
�S�T�U�_�”�¡�­�«  �«�–�µ�³�@
�Â�µ�¡�”�µ�É  �Ü�å�¡�?�}�b�º�Û�Ç�•�µ�¡�†�w�E
°�€���u�r�M���G�b�«�Ÿ�î�Ò�b�O�M�b��!l�c�
�¹�•�«
�º�Ü�Å�×�î�©�Ù�å  �«�–�µ�³6ë�b�Ü�å�¡�
�>�|�g�¹�•�«�º�Ü�Å�×�î�©�Ù�å  �«�–�µ�³�\�”�¡�­�«  �«�–�µ�³
�b6ë�b�Â�µ�¡�”�µ�É  �Ü�å�¡�[�•�æ�œ�@�±�œ�_�˜2��I�€�•!l�[�M���G�b�µ+��c�¹�Ç�›�Ý�º�[�¹�•�­�î�È
�Ý�_�^�W�Z�8�r�M�� switchport backup interface interface-id multicast fast-convergence �¥�Ð�å�»�†
�Q#Ý�K�Z�
0¿���†�š�f�[�A�r�M��

�)�~�p�<�ì�_�G�b�µ+��@�–�¿�î�È�Ý�_�^�W�Z�8�•���œ�
�«�–�µ�³�[�c3?3æ�Ï�î�º�_0¿���I�€�S�Â�µ�¡
�”�µ�É  �Ï�î�º�V�[�É�ß�Ÿ�©  �Þ�Ï�î�º�c#Õ�B�I�€�r�O�‡��

0¿���[

���_�
 Flex Link �Ï�î�º�†0¿���K�S�\�A�_�Ú�b  Flex Link �Ï�î�º�†  mrouter �Ï�î�º�\�K�Z�Û*f�M�•�[�\�

show interfaces switchport backup �¥�Ð�å�»�b���Š�†&g�K�r�M��

Switch# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)# interface GigabitEthernet1/1
Switch(config-if)# switchport trunk encapsulation dot1q
Switch(config-if)# switchport mode trunk
Switch(config-if)# switchport backup interface GigabitEthernet1/2
Switch(config-if)# exit
Switch(config)# interface GigabitEthernet1/2
Switch(config-if)# switchport mode trunk
Switch(config-if)# end
Switch# show interfaces switchport backup detail
Switch Backup Interface Pairs:
Active Interface Backup Interface State
Preemption Mode : off
Multicast Fast Convergence : Off
Mac Address Move Update Vlan : auto
25-4
Cisco IE 3000 �«�–�µ�³  �¯�Ç�º�˜�™�”  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �ž�–�»

OL-27302-01-J



 

'¨  25 'v       Flex Link �>�|�g  MAC �”�»�Þ�«  �¸�î�È�Ý&ã�·�f�‚�µ+��b0¿��
Flex Link �>�|�g  MAC �”�»�Þ�«  �¸�î�È�Ý&ã�·�f�‚�µ+��b�+0[
���b���Š�c�
"I���b�Ï�î�º�†�Ó�K�Z�«�–�µ�³�_�?4)�M�•�¡�š�Ü�î�†�â�X�
 VLAN 1 �>�|�g  VLAN 401 
�b�¡�š�Ü�”�†&g�K�r�M��

Switch# show ip igmp snooping querier
Vlan IP Address IGMP Version Port
-------------------------------------------------------------
1 1.1.1.1 v2 Gi0/1
401 41.41.41.1 v2 Gi0/1

���_�
 VLAN 1 �>�|�g  VLAN 401 #Ý�b show ip igmp snooping mrouter �¥�Ð�å�»�b���Š�†&g�K�r�M��

Switch# show ip igmp snooping mrouter
Vlan ports
---- -----
1 Gi1/1(dynamic), Gi1/2(dynamic)
401 Gi1/1(dynamic), Gi1/2(dynamic)

� �]�_�
�g�‰�b  Flex Link �Ï�î�º�c�Û*f�I�€�S�¢�Ý�î�É�_�“�K�Z�8�r�M���G�b�[�[�c�

GigabitEthernet1/1 �c  VLAN 1 �b�Þ�©�î�Â / �Í�«�º�[�6�~�
 2 �X�b�Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É�_6õ4��K�Z
�8�r�M��

Switch# show ip igmp snooping groups
Vlan Group Type Version Port List
-----------------------------------------------------------------------
1 228.1.5.1 igmp v2 Gi1/1, Gi1/2, Fa2/1
1 228.1.5.2 igmp v2 Gi1/1, Gi1/2, Fa2/1

�Í�«�º�@�M+á�¡�š�Ü�î�_�Â'Å�M�•�\�A�_�
�«�–�µ�³�c�M�m�Z�b�Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�±  �Ï�î�º�_6õ�M�•
�G�b�Þ�Ï�î�º�†3?3æ�K�r�M���G�b�[�[�c�
�Í�«�º�@�¢�Ý�î�É  228.1.5.1 �b�Þ�Ï�î�º�†3æ�™�M�•�\�A�

�Â�µ�¡�”�µ�É  �Ï�î�º  GigabitEthernet1/2 �c�È�ß�µ�¡�I�€�Z�8�•�b�[�
�Þ�Ï�î�º�c  GigabitEthernet1/1 
�[�T�E3æ�™�I�€�r�M���”�¡�¸�•�È  �Ü�å�¡�b  GigabitEthernet1/1 �@�²�˜�å�M�•�\�
�Â�µ�¡�”�µ�É  �Ï�î�º
�b  GigabitEthernet1/2 �@3?3æ�†6ä���K�r�M��

�G�b�Ï�î�º�@3?3æ�†6ä���M�•�\�
�S�T�U�_�Í�«�º�_�æ�ƒ�~�
 228.1.5.1 �\  228.1.5.2 �b�¢�Ý�î�É�_�É�ß�Ÿ
�© �Þ�Ï�î�º�†3æ�™�K�r�M���”�µ�É�«�º�Ü�î�Ò  �Ý�î�±�c�¢�Ý�î�É�†�Û*f�K�
�Ð�Ý�³�Ÿ�Õ�«�º  �¹�î�±�b3?
3æ�†6ä���K�r�M���G�€�c�
 Flex Link �b�¹�Ç�›�Ý�º�b�·�8�[�M���Ø�î�¨�@  switchport backup interface 
GigabitEthernet1/2 multicast fast-convergence �¥�Ð�å�»�†�Q#Ý�K�Z9×3ÿ�¥�å�Â�î�ª�™�å�«�†0¿���M�•
�\�
�G�b�·�8�c�š�f�I�€�r�M�����_�
�G�b�µ+��†0¿���M�•�[�†&g�K�r�M��

Switch# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)# interface GigabitEthernet1/1
Switch(config-if)# switchport backup interface GigabitEthernet1/2 multicast 
fast-convergence
Switch(config-if)# exit
Switch# show interfaces switchport backup detail

Switch Backup Interface Pairs:
Active Interface Backup Interface State
------------------------------------------------------------------------
GigabitEthernet1/1 GigabitEthernet1/2 Active Up/Backup Standby
Preemption Mode : off
Multicast Fast Convergence : On
Mac Address Move Update Vlan : auto

���b���Š�c�
0¿���I�€�S�Ï�î�º�†�Ó�K�Z�«�–�µ�³�_�?4)�M�•�¡�š�Ü�î�†�â�X�
 VLAN 1 �>�|�g  VLAN 
401 �b�¡�š�Ü�”�†&g�K�r�M��

Switch# show ip igmp snooping querier
Vlan IP Address IGMP Version Port
-------------------------------------------------------------
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Flex Link �>�|�g  MAC �”�»�Þ�«  �¸�î�È�Ý&ã�·�f�‚�µ+��b�+0[
1 1.1.1.1 v2 Gi1/1
401 41.41.41.1 v2 Gi1/1

���_  VLAN 1 �\  401 �_�P�M�•  show ip igmp snooping mrouter �¥�Ð�å�»�b���Š�†&g�K�r�M��

Switch# show ip igmp snooping mrouter
Vlan ports
---- -----
1 Gi1/1(dynamic), Gi1/2(dynamic)
401 Gi1/1(dynamic), Gi1/2(dynamic)

� �]�_�
�g�‰�b  Flex Link �Ï�î�º�c�Û*f�I�€�S�¢�Ý�î�É�_�“�K�Z�8�r�M���G�b�[�[�c�
�Ï�î�º�c  VLAN 
1 �b�Þ�©�î�Â / �Í�«�º�[�6�~�
 2 �X�b�Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É�_6õ4��K�Z�8�r�M��

Switch# show ip igmp snooping groups
Vlan Group Type Version Port List
-----------------------------------------------------------------------
1 228.1.5.1 igmp v2 Gi1/1, Gi1/2, Gi1/1
1 228.1.5.2 igmp v2 Gi1/1, Gi1/2, Gi1/1

�M+á�¡�š�Ü�î�_�P�K�Z�6�•�Í�«�º�@�Â'Å�M�•�\�²�N�
�«�–�µ�³�@�M�m�Z�b  mrouter �Ï�î�º�_6õ�M�•�G�b
�Þ�Ï�î�º�†3?3æ�K�r�M���¥�Ð�å�»�Û�–�å  �Ï�î�º�†�Ó�K�Z�G�b�µ+��†�œ�å�_�K�
0¿���I�€�S  
GigabitEthernet1/1 �V�b�«�–�µ�³�_�|�W�Z�Þ�Ï�î�º�@3?3æ�I�€�•�\�
�Þ�Ï�î�º�c�Â�µ�¡�”�µ�É  �Ï�î�º  
GigabitEthernet1/2 �_�v�Ü�î�¡�I�€�r�M���”�µ�É�«�º�Ü�î�Ò  �Ý�î�±�c�¢�Ý�î�É�†�Û*f�K�
�Ð�Ý�³�Ÿ�Õ�«
�º  �¹�î�±�b3?3æ�†6ä���K�r�M�� GigabitEthernet1/2 �c�È�ß�µ�¡�I�€�Z�8�•�b�[�
�G�b�¹�î�±�c
°�Š�[�ë
� �I�€�r�M���”�¡�¸�•�È  �Ü�å�¡�b  GigabitEthernet1/1 �@�²�˜�å�M�•�\�
�Â�µ�¡�”�µ�É  �Ï�î�º�b  
GigabitEthernet1/2 �@3?3æ�†6ä���K�r�M���Ð�Ý�³�Ÿ�Õ�«�º  �¹�î�±�c�M�[�_�”�µ�É�«�º�Ü�î�Ò  �Ý�î�±�_
�|�~3?3æ�I�€�Z�8�•�S�u�
�8�N�€�b�É�ß�Ÿ�©  �Þ�Ï�î�º�v3æ�™�M�•�²0[�c�6�~�r�O�‡���Â�µ�¡�”�µ�É  
�Ï�î�º�_�Þ�Ï�î�º�†�Ü�î�¡�I�O�•�G�\�_�|�~�

Õ6×�Ð�Ý�³�Ÿ�Õ�«�º  �Ã�«�@0¿���I�€�•�S�u�
�Ð�Ý�³
�Ÿ�Õ�«�º  �º�Û�Ç�•�µ�¡  �¥�å�Â�î�ª�™�å�«�_0[�M�•�ì6ë�@�q�`7H�_�š�<�}�€�r�M��

MAC �”�»�Þ�«  �¸�î�È�Ý&ã�·�f�‚

MAC �”�»�Þ�«  �¸�î�È�Ý&ã�·�f�‚�µ+��_�|�~�
�É�Û�–�Ð�Ü>&3?3æ>'�Ü�å�¡�@�²�˜�å�K�Z�«�±�å�Â�–  �Ü
�å�¡�@�º�Û�Ç�•�µ�¡�b3?3æ�†6ä���K�S�\�A�_�
�«�–�µ�³�[9×3ÿ�n�‰�¥�¥�å�Â�î�ª�™�å�«�@�f�j�I�€�r
�M��

�W 25-3 �[�c�
�«�–�µ�³  A �@�”�¡�­�«  �«�–�µ�³�[�
�«�–�µ�³  A �b�Ï�î�º  1 �>�|�g  2 �@ Flex Link �Ì�”
)�#ä�[�”�µ�É�Ü�å�¡  �«�–�µ�³�b  B �\  D �_�K)F�I�€�r�M���Ï�î�º  1 �c�º�Û�Ç�•�µ�¡�b3?3æ�p�[�
�Ï�î�º  
2 �c�Â�µ�¡�”�µ�É  �«�¸�î�º�[�M�� PC �?�}�§�î�Â�l�b�º�Û�Ç�•�µ�¡�c�Ï�î�º  1 �?�}�Ï�î�º  3 �_3?3æ�I�€
�r�M�� PC �b  MAC �”�»�Þ�«�@�
�«�–�µ�³  C �b�Ï�î�º  3 �[�Û*f�I�€�Z�8�r�M���§�î�Â�?�}  PC �l�b�º�Û
�Ç�•�µ�¡�c�Ï�î�º  3 �?�}�Ï�î�º  1 �_3?3æ�I�€�r�M��

MAC �”�»�Þ�«  �¸�î�È�Ý&ã�·�f�‚�µ+��@0¿���I�€�Z�>�}�N�
�Ï�î�º  1 �@�²�˜�å�K�S���œ�c�
�Ï�î�º  2 �@
�º�Û�Ç�•�µ�¡�b3?3æ�†6ä���K�r�M���K�?�K�
�a�K�b6ë�
�«�–�µ�³  C �@�Ï�î�º  3 )�#ä�[�§�î�Â�?�}  PC �_
�º�Û�Ç�•�µ�¡�†3?3æ�K)F�E�•�S�u�
�Ï�î�º  1 �@�²�˜�å�K�Z�8�•�G�\�_�|�~�
 PC �l�b�º�Û�Ç�•�µ�¡�@3õ
�)�€�r�M���«�–�µ�³  C �@�Ï�î�º  3 �[  PC �b  MAC �”�»�Þ�«�†�P7V�K�
�Ï�î�º  4 �[
Ì�Ø�Û*f�K�S���œ�c�

�º�Û�Ç�•�µ�¡�c�Ï�î�º  2 )�#ä�[�§�î�Â�?�}  PC �l3?3æ�I�€�•�•+��ö�@�6�~�r�M��

�W 25-3 �[  MAC �”�»�Þ�«  �¸�î�È�Ý&ã�·�f�‚�µ+��@0¿���I�€�
�›�«�–�µ�³�[�–�¿�î�È�Ý�_�^�W�Z�8�Z�

�Ï�î�º  1 �@�²�˜�å�K�S���œ�c�
�Ï�î�º  2 �@ PC �?�}�§�î�Â�l�b�º�Û�Ç�•�µ�¡�b3?3æ�†6ä���K�r�M���«
�–�µ�³�c�
�Ï�î�º  2 �?�}  MAC �”�»�Þ�«  �¸�î�È�Ý&ã�·�f�‚�Ã�£�µ�º�†3æ���K�r�M���«�–�µ�³  C �c�G�b
�Ã�£�µ�º�†�Ï�î�º  4 �[�w�™�K�
�S�T�U�_  PC �b  MAC �”�»�Þ�«�†�Ï�î�º  4 �[�Û*f�K�r�M���G�€�_�|�~�


Ì�p�°�ì6ë�@%·)°�I�€�r�M��

�”�¡�­�«�«�–�µ�³�[�6�•�«�–�µ�³  A �†0¿���K�
 MAC �”�»�Þ�«  �¸�î�È�Ý&ã�·�f�‚�Ó�µ�­�î�ª�†3æ�™
>&send>'�M�•�G�\�@�[�A�r�M���r�S�
�”�µ�É�Ü�å�¡  �«�–�µ�³  B�
 C�
�>�|�g  D �†0¿���K�Z�
 MAC �”�»
�Þ�«  �¸�î�È�Ý&ã�·�f�‚�Ó�µ�­�î�ª�b�v�“>& get>'�>�|�g��#.�†/œ�:�G�\�v�[�A�r�M���«�–�µ�³  C �@�«
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Flex Link �>�|�g  MAC �”�»�Þ�«  �¸�î�È�Ý&ã�·�f�‚�b0¿��
�–�µ�³  A �?�}  MAC �”�»�Þ�«  �¸�î�È�Ý&ã�·�f�‚�Ó�µ�­�î�ª�†�w�™�M�•�\�
 �«�–�µ�³  C �c�Ï�î�º  4 �[  PC 
�b  MAC �”�»�Þ�«�†�Û*f�K�r�M���«�–�µ�³  C �c�
 PC �b3?3æ�¸�î�È�Ý  �š�å�º�Ü�†�µ�u�
 MAC �”�»�Þ�«  
�¸�î�È�Ý�†�”�µ�É�¹�î�º�K�r�M��

�«�–�µ�³  A �@�
 MAC �”�»�Þ�«  �¸�î�È�Ý&ã�·�f�‚�†�…�µ�M�•�²0[�c�6�~�r�O�‡���«�–�µ�³�c�Ï�î�º  1 
�V�b7€���†�è���M�•�\�
�S�T�U�_�
�‚�K�83?3æ�Ï�î�º�[�6�•�Ï�î�º  2 �?�}�b�§�î�Â  �º�Û�Ç�•�µ�¡�b3?
3æ�†6ä���K�r�M���G�b�š�f�c�
 100 �Ñ�Ü&Ê>&ms>'�è
Æ�_/œ�ƒ�€�r�M�� PC �c�«�–�µ�³  A �_%$�K�K)F�I
�€�
�Q�b�K)F"g�Â�_�š�f�c�6�~�r�O�‡���«�–�µ�³  A �_�|�•�
 MAC �”�»�Þ�«  �¸�î�È�Ý�[�b  PC �š�å�º�Ü
�b�f�‚�c�²0[�6�~�r�O�‡��

�W 25-3 MAC �”�»�Þ�«  �¸�î�È�Ý&ã�·�f�‚�b�[

Flex Link �>�|�g  MAC �”�»�Þ�«  �¸�î�È�Ý&ã�·�f�‚�b0¿��
�G�G�[�c�
���b�_���_�X�8�Z1��Â�K�r�M��

• ���¹�Ç�›�Ý�º0¿���� >&P.25-8>'

• ��0¿���ì�b�@�–�¦8o�� >&P.25-8>'

• �� Flex Link �b0¿���� >&P.25-9>'

• �� Flex Link �b  VLAN �ß�î�»  �Â�Û�å�©�å�¢�b0¿���� >&P.25-11>'

�,���6�4  C

�P�o�;  3

�P�o�;  1 �P�o�;  2

�P�o�;  4

�,���6�4  A

�,���6�4  B �,���6�4  D

�(�o�C

PC

14
12

23
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Flex Link �>�|�g  MAC �”�»�Þ�«  �¸�î�È�Ý&ã�·�f�‚�b0¿��
• �� MAC �”�»�Þ�«  �¸�î�È�Ý&ã�·�f�‚�µ+��b0¿���� >&P.25-12>'

�¹�Ç�›�Ý�º0¿��

Flex Link �c0¿���I�€�Z�>�}�N�
�Â�µ�¡�”�µ�É  �–�å�±�î�Ç�™�–�«�c��*O�I�€�Z�8�r�O�‡��

�É�Ü�š�å�É�º  �Ô�î�»�c�œ�Ç�[�M��

�É�Ü�š�å�É�º4����c  35 &Ê�[�M��

MAC �”�»�Þ�«  �¸�î�È�Ý&ã�·�f�‚�µ+��c�
�«�–�µ�³�[0¿���I�€�Z�8�r�O�‡��

0¿���ì�b�@�–�¦8o

Flex Link �b0¿���ì�_�c�
���b�@�–�¦8o�_�‘�W�Z�C�T�I�8��

• �q�±  16 �b�Â�µ�¡�”�µ�É  �Ü�å�¡�†0¿���[�A�r�M��

• �õ�–�b�”�¡�¸�•�È  �Ü�å�¡�_�P�K�Z0¿���•+��^  Flex Link �Â�µ�¡�”�µ�É  �Ü�å�¡�c  1 �X�T�E�[�
�”�¡
�¸�•�È  �–�å�±�î�Ç�™�–�«�\�c$��^�•�–�å�±�î�Ç�™�–�«�[�^�E�€�d�^�~�r�O�‡��

• �–�å�±�î�Ç�™�–�«�@�d�“�[�A�•  Flex Link �Ì�”�c  1 �X�T�E�[�M���–�å�±�î�Ç�™�–�«�c�
 1 �X�T�E�b
�”�¡�¸�•�È  �Ü�å�¡�b�Â�µ�¡�”�µ�É  �Ü�å�¡�_�M�•�G�\�@�[�A�r�M���”�¡�¸�•�È  �Ü�å�¡�c�9�b  Flex 
Link �Ì�”�_�“�M�•�G�\�c�[�A�r�O�‡��

• �]�U�}�b�Ü�å�¡�v  EtherChannel �_�“�M�•�Ï�î�º�_�M�•�G�\�@�[�A�r�O�‡���S�T�K�
 2 �X�b�Ï�î�º  
�³�Õ�¿�Ý>& EtherChannel 1=#.�–�å�±�î�Ç�™�–�«>'�†  Flex Link �\�K�Z0¿���[�A�
�Ï�î�º  �³�Õ�¿�Ý
�>�|�g"@#.�–�å�±�î�Ç�™�–�«�†  Flex Link �\�K�Z0¿���K�Z�
�Ï�î�º  �³�Õ�¿�Ý�?"@#.�–�å�±�î�Ç�™�–
�«�b�]�U�}�?�†�”�¡�¸�•�È  �Ü�å�¡�_�M�•�G�\�@�[�A�r�M��

• �Â�µ�¡�”�µ�É  �Ü�å�¡�c�”�¡�¸�•�È  �Ü�å�¡�\� �L�±�–�É>&�Ç�“�«�º  �–�î�§�¿�µ�º�
� �ž�Å�µ�º  �–�î
�§�¿�µ�º�
�r�S�c�Ï�î�º  �³�Õ�¿�Ý>'�_�M�•�²0[�c�6�~�r�O�‡���S�T�K�
�«�±�å�Â�–  �Ü�å�¡�@�º�Û
�Ç�•�µ�¡3?3æ�†6ä���K�S���œ�_�Ý�î�É�@$Î#Õ�K�S�~�·�8�@�š�f�K�S�~�K�^�8�|�:�_�
�g�‰�b  Flex 
Link �†� �]�b"I�ö�[0¿���M�•�²0[�@�6�~�r�M��

• STP �c  Flex Link �Ï�î�º�[�¹�•�­�î�È�Ý�[�M���Ï�î�º�V�_�6�•  VLAN �@ STP #Ý�_0¿���I�€�Z�8�•
���œ�[�v�
 Flex Link �Ï�î�º�c  STP �_�g�•�K�r�O�‡�� STP �@�–�¿�î�È�Ý�[�^�8���œ�c�
0¿���I�€�Z
�8�•�º�Ï�ß�ª�î�[�Ý�î�É�@$Î#Õ�K�^�8�|�:�_�K�Z�C�T�I�8�� Flex Link 0¿���@�P7V�I�€�•�\�
�Q�b
�Ï�î�º�b  STP �c
Ì�g�–�¿�î�È�Ý�_�^�~�r�M��

Flex Link �µ+��_�|�•  VLAN �ß�î�»  �Â�Û�å�©�å�¢�†0¿���M�•�\�A�_�c�
���b�@�–�¦8o�_�‘�W�Z�C�T�I
�8��

• Flex Link VLAN �ß�î�»  �Â�Û�å�©�å�¢�[�c�
�Â�µ�¡�”�µ�É  �–�å�±�î�Ç�™�–�«�V�[
ƒ
›�I�€�•  
VLAN �†4E�¥�M�•�²0[�@�6�~�r�M��

• � �L  Flex Link �Ì�”�_�P�K�Z�
�É�Ü�š�å�É�º  �Ó�•�½�¬�Ò�\  VLAN �ß�î�»  �Â�Û�å�©�å�¢�†0¿���M�•
�G�\�c�[�A�r�O�‡��

MAC �”�»�Þ�«  �¸�î�È�Ý&ã�·�f�‚�µ+��b0¿���ì�_�c�
���b�@�–�¦8o�_�‘�W�Z�C�T�I�8��

• �”�¡�­�«  �«�–�µ�³�[�G�b�µ+��b�–�¿�î�È�Ý�ì�\0¿���†/œ�:�\�
 MAC �”�»�Þ�«  �¸�î�È�Ý&ã�·�f�‚�†
3æ�™>&send>'�M�•�G�\�@�[�A�r�M��

• �”�µ�É�Ü�å�¡  �«�–�µ�³�[�G�b�µ+��b�–�¿�î�È�Ý�ì�\0¿���†/œ�:�\�
 MAC �”�»�Þ�«  �¸�î�È�Ý&ã�·�f
�‚�†�w�™>& receive>'�M�•�G�\�@�[�A�r�M��
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'¨  25 'v       Flex Link �>�|�g  MAC �”�»�Þ�«  �¸�î�È�Ý&ã�·�f�‚�µ+��b0¿��
Flex Link �>�|�g  MAC �”�»�Þ�«  �¸�î�È�Ý&ã�·�f�‚�b0¿��
Flex Link �b0¿��

Flex Link �b�Ì�”�†0¿���M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

Flex Link �Â�µ�¡�”�µ�É  �–�å�±�î�Ç�™�–�«�†�¹�•�­�î�È�Ý�_�M�•�_�c�
 no switchport backup 
interface interface-id �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

���_�
�–�å�±�î�Ç�™�–�«�†�Â�µ�¡�”�µ�É  �–�å�±�î�Ç�™�–�«�_0¿���K�
0¿���†&�1��M�•�[�†&g�K�r�M��

Switch# configure terminal
Switch(conf)# interface gigabitethernet1/1
Switch(conf-if)# switchport backup interface gigabitethernet1/2
Switch(conf-if)# end

Switch# show interfaces switchport backup
Switch Backup Interface Pairs:

Active Interface        Backup Interface        State
------------------------------------------------------------------------
Vlans Preferred on Active Interface: 1-3,5-4094
        Vlans Preferred on Backup Interface: 4

Flex Link �Ì�”�b�É�Ü�š�å�É�º�‰�'�†0¿���M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r
�M��

�«�̧ �µ�É 2 interface interface-id �–�å�±�î�Ç�™�–�«�†�æ���K�Z�
�–�å�±�î�Ç�™�–�«  �¥�å
�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M���–�å�±�î�Ç�™
�–�«�c"@#.�Þ�–�Ö  2 �–�å�±�î�Ç�™�–�«�r�S�c�Ï�î�º  �³�Õ
�¿�Ý>&1=#.�–�å�±�î�Ç�™�–�«>'�_0¿���[�A�r�M���æ���[
�A�•�Ï�î�º�³�Õ�¿�Ý�b(
�V�c  1 >|  6 �[�M��

�«�̧ �µ�É 3 switchport backup interface interface-id "@#.�Þ�–�Ö 2 �–�å�±�î�Ç�™�–�«>&�Ï�î�º  �³�Õ�¿�Ý>'�†�–
�å�±�î�Ç�™�–�«�@�6�•  Flex Link �Ì�”�b�M4Š�\�K�Z0¿��
�K�r�M�� 1 �X�b�Ü�å�¡�@�º�Û�Ç�•�µ�¡�†3?3æ�K�Z�8�•��
�œ�
�v�:�M�‰�b�–�å�±�î�Ç�™�–�«�c�«�±�å�Â�–  �Ô�î�»�[
�M��

�«�̧ �µ�É 4 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 5 show interfaces [interface-id] switchport backup 0¿���†&�1��K�r�M��

�«�̧ �µ�É 6 copy running-config startup config >&�õ�–>'�«�–�µ�³�b�«�±�î�º�”�µ�É  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r
�M��

�«�̧ �µ�É 2 interface interface-id �–�å�±�î�Ç�™�–�«�†�æ���K�Z�
�–�å�±�î�Ç�™�–�«  �¥�å
�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M���–�å�±�î�Ç�™
�–�«�c"@#.�Þ�–�Ö  2 �–�å�±�î�Ç�™�–�«�r�S�c�Ï�î�º  �³�Õ
�¿�Ý>&1=#.�–�å�±�î�Ç�™�–�«>'�_0¿���[�A�r�M���Ï�î�º  
�³�Õ�¿�Ý�b(
�V�c  1 >|  6 �[�M��
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'¨  25 'v       Flex Link �>�|�g  MAC �”�»�Þ�«  �¸�î�È�Ý&ã�·�f�‚�µ+��b0¿��
Flex Link �>�|�g  MAC �”�»�Þ�«  �¸�î�È�Ý&ã�·�f�‚�b0¿��
�É�Ü�š�å�É�º�‰�'�†�P7V�M�•�_�c�
 no switchport backup interface interface-id preemption mode �–
�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��4����ì6ë�†�¹�Ç�›�Ý�º�_�Ü�­�µ�º�M
�•�_�c�
 no switchport backup interface interface-id preemption delay �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•
� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

���_�
�Â�µ�¡�”�µ�É  �–�å�±�î�Ç�™�–�«�b�Ì�”�_�P�K�Z�É�Ü�š�å�É�º  �Ô�î�»�†  forced �_0¿���K�
0¿���†
&�1��M�•�[�†&g�K�r�M��

Switch# configure terminal
Switch(conf)# interface gigabitethernet1/1
Switch(conf-if)# switchport backup interface gigabitethernet1/2 preemption mode forced
Switch(conf-if)# switchport backup interface gigabitethernet1/2 preemption delay 50
Switch(conf-if)# end

Switch# show interfaces switchport backup detail
Active Interface Backup Interface State
------------------------------------------------------------------------
GigabitEthernet1/1 GigabitEthernet1/2 Active Up/Backup Standby 
Interface Pair : Gi1/1, Gi1/2
Preemption Mode : forced
Preemption Delay : 50 seconds
Bandwidth : 100000 Kbit (Gi1/1), 100000 Kbit (Gi1/2)
Mac Address Move Update Vlan : auto

�«�̧ �µ�É 3 switchport backup interface interface-id "@#.�Þ�–�Ö 2 �–�å�±�î�Ç�™�–�«>&�Ï�î�º  �³�Õ�¿�Ý>'�†�–
�å�±�î�Ç�™�–�«�@�6�•  Flex Link �Ì�”�b�M4Š�\�K�Z0¿��
�K�r�M�� 1 �X�b�Ü�å�¡�@�º�Û�Ç�•�µ�¡�†3?3æ�K�Z�8�•��
�œ�
�v�:�M�‰�b�–�å�±�î�Ç�™�–�«�c�«�±�å�Â�–  �Ô�î�»�[
�M��

�«�̧ �µ�É 4 switchport backup interface interface-id preemption 
mode [forced | bandwidth | off] 

Flex Link �–�å�±�î�Ç�™�–�«  �Ì�”�b�É�Ü�š�å�É�º  �Ó�•�½
�¬�Ò�\�É�Ü�š�å�É�º4����†0¿���K�r�M�����b�É�Ü�š�å�É
�º  �Ô�î�»�†0¿���M�•�G�\�@�[�A�r�M��

• Forced>8�”�¡�¸�•�È  �–�å�±�î�Ç�™�–�«�@�–�_�Â�µ�¡
�”�µ�É  �–�å�±�î�Ç�™�–�«�|�~
›�_�Q#Ý�I�€�r�M��

• Bandwidth>8�|�~�±�A�8�•�æ�œ�b�–�å�±�î�Ç�™�–�«
�@�–�_�”�¡�¸�•�È  �–�å�±�î�Ç�™�–�«�\�K�Z�·�8�K�r
�M��

• Off>8�”�¡�¸�•�È  �–�å�±�î�Ç�™�–�«�\�Â�µ�¡�”�µ�É  
�–�å�±�î�Ç�™�–�«�b�]�U�}�v
ƒ
›�I�€�r�O�‡��

�«�̧ �µ�É 5 switchport backup interface interface-id preemption 
delay delay-time

�Ï�î�º�@�Ú�b�Ï�î�º�|�~
›�_�Q#Ý�I�€�•�r�[�b4����ì6ë
�†0¿���K�r�M��

>&�@>' 4����ì6ë�b0¿���c�
 forced �Ô�î�»�>�|�g  
bandwidth �Ô�î�»�[�b�s�w� �[�M��

�«�̧ �µ�É 6 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 7 show interfaces [interface-id] switchport backup 0¿���†&�1��K�r�M��

�«�̧ �µ�É 8 copy running-config startup config >&�õ�–>'�«�–�µ�³�b�«�±�î�º�”�µ�É  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��

�¥�Ð�å�» % $×
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'¨  25 'v       Flex Link �>�|�g  MAC �”�»�Þ�«  �¸�î�È�Ý&ã�·�f�‚�µ+��b0¿��
Flex Link �>�|�g  MAC �”�»�Þ�«  �¸�î�È�Ý&ã�·�f�‚�b0¿��
Flex Link �b  VLAN �ß�î�»  �Â�Û�å�©�å�¢�b0¿��

Flex Link �b  VLAN �ß�î�»  �Â�Û�å�©�å�¢�†0¿���M�•�_�c�
 "I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

VLAN �ß�î�»  �Â�Û�å�©�å�¢�µ+��†�¹�•�­�î�È�Ý�_�M�•�_�c�
 no switchport backup interface 
interface-id prefer vlan vlan-range �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

���_�
�«�–�µ�³�_  VLAN 1 >|  50�
 60�
�>�|�g  100 >|  120 �†0¿���M�•�[�†&g�K�r�M��

Switch(config)# interface gigabitEthernet 1/2
Switch(config-if)# switchport backup interface gigabitEthernet 1/2 prefer vlan 60,100-120

�g�‰�b�–�å�±�î�Ç�™�–�«�@�·�8�p�b���œ�
 GigabitEthernet1/1 �c  VLAN 60 �>�|�g  100 >|  120 �b�º�Û
�Ç�•�µ�¡�†3?3æ�K�
 GigabitEthernet1/2 �c  VLAN 1 >|  50 �b�º�Û�Ç�•�µ�¡�†3?3æ�K�r�M��

Switch# show interfaces switchport backup
Switch Backup Interface Pairs:

Active Interface        Backup Interface        State
------------------------------------------------------------------------
GigabitEthernet1/1 GigabitEthernet1/2 Active Up/Backup Standby
Vlans Preferred on Active Interface: 1-50
Vlans Preferred on Backup Interface: 60, 100-120

Flex Link �–�å�±�î�Ç�™�–�«�@�²�˜�å�M�•�\>& LINK_DOWN>'�
�G�b�–�å�±�î�Ç�™�–�«�[
ƒ
›�I�€�•  
VLAN �c�
 Flex Link �Ì�”�b�Æ�”  �–�å�±�î�Ç�™�–�«�_&ã�·�K�r�M���G�b�[�[�c�
�–�å�±�î�Ç�™�–�«  
Gigabit Ethernet1/1 �@�²�˜�å�K�S���œ�
 Gigabit Ethernet1/2 �@ Flex Link �Ì�”�b�M�m�Z�b  VLAN �†�,
�A)E�B�r�M��

Switch# show interfaces switchport backup
Switch Backup Interface Pairs:

Active Interface        Backup Interface        State
------------------------------------------------------------------------
GigabitEthernet1/1 GigabitEthernet1/2 Active Down/Backup Up

Vlans Preferred on Active Interface: 1-50
Vlans Preferred on Backup Interface: 60, 100-120

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r
�M��

�«�̧ �µ�É 2 interface interface-id �–�å�±�î�Ç�™�–�«�†�æ���K�Z�
�–�å�±�î�Ç�™�–�«  �¥�å
�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M���–�å�±�î�Ç�™
�–�«�c"@#.�Þ�–�Ö  2 �–�å�±�î�Ç�™�–�«�r�S�c�Ï�î�º  �³�Õ
�¿�Ý>&1=#.�–�å�±�î�Ç�™�–�«>'�_0¿���[�A�r�M���æ���[
�A�•�Ï�î�º�³�Õ�¿�Ý�b(
�V�c  1 >|  6 �[�M��

�«�̧ �µ�É 3 switchport backup interface interface-id prefer vlan 
vlan-range

"@#.�Þ�–�Ö 2 �–�å�±�î�Ç�™�–�«>&�r�S�c�Ï�î�º  �³�Õ�¿
�Ý>'�†�–�å�±�î�Ç�™�–�«�@�6�•  Flex Link �Ì�”�b�M4Š�\
�K�Z0¿���K�r�M�� VLAN ID �b(
�V�c  1 >|  4094 �[�M��

�«�̧ �µ�É 4 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 5 show interfaces [interface-id] switchport backup 0¿���†&�1��K�r�M��

�«�̧ �µ�É 6 copy running-config startup config >&�õ�–>'�«�–�µ�³�b�«�±�î�º�”�µ�É  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��
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'¨  25 'v       Flex Link �>�|�g  MAC �”�»�Þ�«  �¸�î�È�Ý&ã�·�f�‚�µ+��b0¿��
Flex Link �>�|�g  MAC �”�»�Þ�«  �¸�î�È�Ý&ã�·�f�‚�b0¿��
Flex Link �–�å�±�î�Ç�™�–�«�@�”�µ�É�_�^�•�\�
�G�b�–�å�±�î�Ç�™�–�«�[
ƒ
›�I�€�•  VLAN �c�Æ�”  �–
�å�±�î�Ç�™�–�«�[�È�ß�µ�¡�I�€�
�”�µ�É�K�S�–�å�±�î�Ç�™�–�«�[�Ç�›�á�î�¹�•�å�¢  �«�¸�î�º�_�^�~�r
�M���G�b�[�[�c�
�–�å�±�î�Ç�™�–�«  Gigabit Ethernet1/1 �@�”�µ�É�_�^�W�Z�
�G�b�–�å�±�î�Ç�™�–�«�_
�æ���I�€�Z�8�S  VLAN �@�Æ�” �–�å�±�î�Ç�™�–�«  Gigabit Ethernet1/2 �V�[�È�ß�µ�¡�I�€�
 Gigabit 
Ethernet1/1 �_3?3æ�I�€�r�M��

Switch# show interfaces switchport backup
Switch Backup Interface Pairs:

Active Interface        Backup Interface        State
------------------------------------------------------------------------
GigabitEthernet1/1 GigabitEthernet1/2 Active Down/Backup Up

Vlans Preferred on Active Interface: 1-50
Vlans Preferred on Backup Interface: 60, 100-120

Switch# show interfaces switchport backup detail
Switch Backup Interface Pairs:

Active Interface        Backup Interface        State
------------------------------------------------------------------------
FastEthernet1/3 FastEthernet1/4       Active Down/Backup Up

Vlans Preferred on Active Interface: 1-2,5-4094
Vlans Preferred on Backup Interface: 3-4
Preemption Mode  : off
Bandwidth : 10000 Kbit (Fa1/3), 100000 Kbit (Fa1/4)
Mac Address Move Update Vlan : auto

MAC �”�»�Þ�«  �¸�î�È�Ý&ã�·�f�‚�µ+��b0¿��

�G�G�[�c�
���b�_���_�X�8�Z1��Â�K�r�M��

• MAC �”�»�Þ�«  �¸�î�È�Ý&ã�·�f�‚�†3æ�™�M�•�S�u�b�«�–�µ�³�b0¿��

• MAC �”�»�Þ�«  �¸�î�È�Ý&ã�·�f�‚�†�w�™�M�•�S�u�b�«�–�µ�³�b0¿��

MAC �”�»�Þ�«  �¸�î�È�Ý&ã�·�f�‚�†3æ�™�M�•�|�:�_�”�¡�­�«  �«�–�µ�³�†0¿���M�•�_�c�
"I�’  EXEC 
�Ô�î�»�[���b�m8p�†��/œ�K�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r
�M��

�«�̧ �µ�É 2 interface interface-id �–�å�±�î�Ç�™�–�«�†�æ���K�Z�
�–�å�±�î�Ç�™�–�«  �¥�å
�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M���–�å�±�î�Ç�™
�–�«�c"@#.�Þ�–�Ö  2 �–�å�±�î�Ç�™�–�«�r�S�c�Ï�î�º  �³�Õ
�¿�Ý>&1=#.�–�å�±�î�Ç�™�–�«>'�_0¿���[�A�r�M���Ï�î�º  
�³�Õ�¿�Ý�b(
�V�c  1 >|  6 �[�M��
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'¨  25 'v       Flex Link �>�|�g  MAC �”�»�Þ�«  �¸�î�È�Ý&ã�·�f�‚�µ+��b0¿��
Flex Link �>�|�g  MAC �”�»�Þ�«  �¸�î�È�Ý&ã�·�f�‚�b0¿��
MAC �”�»�Þ�«  �¸�î�È�Ý&ã�·�f�‚�µ+��†�¹�•�­�î�È�Ý�_�M�•�_�c�
 no mac address-table move update 
transmit  �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M�� MAC �”�»�Þ�«  �¸�î�È�Ý
&ã�·�f�‚�_���†/²&g�M�•�_�c�
 show mac address-table move update "I�’  EXEC �¥�Ð�å�»�†�Q#Ý�K�r
�M��

�«�̧ �µ�É 3 switchport backup interface interface-id

�r�S�c

switchport backup interface interface-id mmu primary 
vlan vlan-id

"@#.�Þ�–�Ö 2 �–�å�±�î�Ç�™�–�«>&�Ï�î�º  �³�Õ�¿�Ý>'�†�–
�å�±�î�Ç�™�–�«�@�6�•  Flex Link �Ì�”�b�M4Š�\�K�Z0¿��
�K�r�M�� MAC �”�»�Þ�«  �¸�î�È�Ý&ã�·�f�‚  VLAN �c�–�å
�±�î�Ç�™�–�«�[�q�v�*�8  VLAN ID �[�M��

"@#.�Þ�–�Ö 2 �–�å�±�î�Ç�™�–�«>&�Ï�î�º  �³�Õ�¿�Ý>'�†0¿
���K�
 MAC �”�»�Þ�«  �¸�î�È�Ý&ã�·�f�‚�b3æ�™�_�Q#Ý�I
�€�•�–�å�±�î�Ç�™�–�«�b  VLAN ID �†�æ���K�r�M��

1 �X�b�Ü�å�¡�@�º�Û�Ç�•�µ�¡�†3?3æ�K�Z�8�•���œ�
�v�:
�M�‰�b�–�å�±�î�Ç�™�–�«�c�«�±�å�Â�–  �Ô�î�»�[�M��

�«�̧ �µ�É 4 end �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 5 mac address-table move update transmit �É�Û�–�Ð�Ü  �Ü�å�¡�@�²�˜�å�K�
�«�–�µ�³�@�«�±�å�Â�–  �Ü
�å�¡)�#ä�[�º�Û�Ç�•�µ�¡�b3?3æ�†6ä���K�S���œ�c�
�”�¡
�­�«  �«�–�µ�³�†�–�¿�î�È�Ý�_�K�Z�
 MAC �”�»�Þ�«  �¸�î
�È�Ý&ã�·�f�‚�†�¿�µ�º�á�î�¡�V�b�Ú�b�«�–�µ�³�_3æ�™�K
�r�M��

�«�̧ �µ�É 6 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 7 show mac address-table move update 0¿���†&�1��K�r�M��

�«�̧ �µ�É 8 copy running-config startup config >&�õ�–>'�«�–�µ�³�b�«�±�î�º�”�µ�É  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��

�¥�Ð�å�» % $×
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Flex Link �>�|�g  MAC �”�»�Þ�«  �¸�î�È�Ý&ã�·�f�‚�b0¿��
���b�[�[�c�
�”�¡�­�«  �«�–�µ�³�@  MAC �”�»�Þ�«  �¸�î�È�Ý&ã/œ�f�‚�Ó�µ�­�î�ª�†3æ�™�M�•�|�:�_0¿��
�M�•�‰�2�†&g�K�r�M��

Switch(conf)# interface gigabitethernet1/1
Switch(conf-if)# switchport backup interface gigabitethernet1/2 mmu primary vlan 2
Switch(conf-if)# exit  
Switch(conf)# mac address-table move update transmit
Switch(conf)# end

���_�
0¿���†&�1��M�•�[�†&g�K�r�M��

Switch#  show mac-address-table move update  
Switch-ID : 010b.4630.1780
Dst mac-address : 0180.c200.0010
Vlans/Macs supported : 1023/8320
Default/Current settings: Rcv Off/On, Xmt Off/On
Max packets per min : Rcv 40, Xmt 60 
Rcv packet count : 5
Rcv conforming packet count : 5
Rcv invalid packet count : 0
Rcv packet count this min : 0
Rcv threshold exceed count : 0
Rcv last sequence# this min : 0
Rcv last interface : Po2
Rcv last src-mac-address : 000b.462d.c502
Rcv last switch-ID : 0403.fd6a.8700 
Xmt packet count : 0
Xmt packet count this min : 0
Xmt threshold exceed count : 0
Xmt pak buf unavail cnt : 0
Xmt last interface : None

MAC �”�»�Þ�«  �¸�î�È�Ý&ã�·�f�‚�Ó�µ�­�î�ª�b�w�™�>�|�g��#.�†/œ�:�|�:�_�«�–�µ�³�†0¿���M�•�_�c�

"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

MAC �”�»�Þ�«  �¸�î�È�Ý&ã�·�f�‚�µ+��†�¹�•�­�î�È�Ý�_�M�•�_�c�
 no mac address-table move update 
receive �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M�� MAC �”�»�Þ�«  �¸�î�È�Ý&ã
�·�f�‚�_���†/²&g�M�•�_�c�
 show mac address-table move update "I�’  EXEC �¥�Ð�å�»�†�Q#Ý�K�r
�M��

���_�
�«�–�µ�³�†0¿���K�Z�
 MAC �”�»�Þ�«  �¸�î�È�Ý&ã�·�f�‚�Ó�µ�­�î�ª�b�w�™�\��#.�†/œ�:�[�†&g�K
�r�M��

Switch# configure terminal  
Switch(conf)# mac address-table move update receive
Switch(conf)# end

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r
�M��

�«�̧ �µ�É 2 mac address-table move update receive �«�–�µ�³�†�–�¿�î�È�Ý�_�K�Z�
 MAC �”�»�Þ�«  �¸�î�È�Ý
&ã�·�f�‚�b�w�™�>�|�g��#.�†/œ�8�r�M��

�«�̧ �µ�É 3 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 4 show mac address-table move update 0¿���†&�1��K�r�M��

�«�̧ �µ�É 5 copy running-config startup config >&�õ�–>'�«�–�µ�³�b�«�±�î�º�”�µ�É  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��
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Flex Link �>�|�g  MAC �”�»�Þ�«  �¸�î�È�Ý&ã�·�f�‚�µ+��b�Ô�½�±
Flex Link �>�|�g  MAC �”�»�Þ�«  �¸�î�È�Ý&ã�·�f�‚�µ+��b�Ô
�½�±

/² 25-1 �c�
 Flex Link 0¿���\  MAC �”�»�Þ�«  �¸�î�È�Ý&ã�·�f�‚�_���†�Ô�½�±�M�•"I�’  EXEC �¥�Ð�å�»
�†&g�K�r�M��

/² 25-1 Flex Link �>�|�g  MAC �”�»�Þ�«  �¸�î�È�Ý&ã�·�f�‚�b�Ô�½�±  �¥�Ð�å�»

�¥�Ð�å�» % $×

show interfaces [interface-id] switchport 
backup

�6�•�–�å�±�î�Ç�™�–�«#Ý�_0¿���I�€�S  Flex Link �Â�µ�¡�”�µ�É  �–�å�±�î
�Ç�™�–�«�
�r�S�c0¿���I�€�S�M�m�Z�b  Flex Link �\�
�›�”�¡�¸�•�È  �–�å
�±�î�Ç�™�–�«�>�|�g�Â�µ�¡�”�µ�É  �–�å�±�î�Ç�™�–�«�b"g�Â>&�”�µ�É�r�S�c
�«�±�å�Â�–  �Ô�î�»>'�†/²&g�K�r�M�� VLAN �ß�î�»  �Â�Û�å�©�å�¢�@�–�¿�î�È
�Ý�[�6�•�\�
���Š�_�c�
�”�¡�¸�•�È  �–�å�±�î�Ç�™�–�«�>�|�g�Â�µ�¡�”�µ�É  
�–�å�±�î�Ç�™�–�«�b
ƒ
›  VLAN �@/²&g�I�€�r�M��

show mac address-table move update �«�–�µ�³�_  MAC �”�»�Þ�«  �¸�î�È�Ý&ã/œ�f�‚�_���†/²&g�K�r�M��
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DHCP �µ+��\  IP �¯�î�«  �ž�î�»�µ+��b0¿��

�G�b'v�[�c�
 IE 3000 �«�–�µ�³�_�
 DHCP>&DHCP; �²�–�¼�Ñ�µ�¡  �Í�«�º  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �É�ß
�º�¥�Ý>'�«�¾�î�Æ�å�¢�µ+��
 DHCP Option 82 �¹�î�±��
°�µ+��
�>�|�g  DHCP �§�î�Â�b�Ï�î�º�Ë�î�«
�b�”�»�Þ�«�m�~�\�Z�µ+��†0¿���M�•�‰�2�_�X�8�Z1��Â�K�r�M���r�S�
 IP �¯�î�«  �ž�î�»�µ+��b0¿���‰�2
�_�X�8�Z�v1��Â�K�r�M��

>&�@>' �G�b'v�[�Q#Ý�I�€�•�¥�Ð�å�»�b�S�e�>�|�g�Q#Ý�‰�2�b0ò(ý�_�X�8�Z�c�
�G�b�Ü�Ü�î�«�b�¥�Ð�å�»  �Ü
�Ç�“�Þ�å�«�
�>�|�g  Cisco.com �Ì�î�ª�b  [Documentation] > [Cisco IOS Software] > [12.2 Mainline] > 
[Command References] �_�6�•�� Cisco IOS IP Command Reference, Volume 1 of 3: Addressing and
Services, Release 12.2���b�� DHCP Commands���†�g!·�K�Z�C�T�I�8��

�G�b'v�b
Æ���c�
���b�\�>�~�[�M��

• �� DHCP �«�¾�î�Æ�å�¢�b#.0Ž�� >&P.26-1>'

• �� DHCP �«�¾�î�Æ�å�¢�b0¿���� >&P.26-9>'

• �� DHCP �«�¾�î�Æ�å�¢�_���b/²&g�� >&P.26-16>'

• �� IP �¯�î�«  �ž�î�»�b�+0[�� >&P.26-17>'

• �� IP �¯�î�«  �ž�î�»�b0¿���� >&P.26-19>'

• �� IP �¯�î�«  �ž�î�»�_���b/²&g�� >&P.26-28>'

• �� DHCP �§�î�Â  �Ï�î�º�Ë�î�«�b�”�»�Þ�«�m�~�\�Z�b�+0[�� >&P.26-28>'

• �� DHCP �§�î�Â  �Ï�î�º�Ë�î�«�b�”�»�Þ�«�m�~�\�Z�b0¿���� >&P.26-28>'

• �� DHCP �§�î�Â  �Ï�î�º�Ë�î�«�b�”�»�Þ�«�m�~�\�Z�b/²&g�� >&P.26-31>'

DHCP �«�¾�î�Æ�å�¢�b#.0Ž
DHCP �c�
�p�¸�b�§�î�Â�?�}�Í�«�º  IP �”�»�Þ�«�†�·$×�_�m�~�\�Z�•�S�u�_  LAN #”�C�[�È�C�Q#Ý�I�€
�Z�>�~�
�Q�€�_�|�W�Z  IP �”�»�Þ�«'ö#.�b�œ�î�Â�î�Ê�µ�»�@�±�œ�_3M�ö�I�€�r�M�� DHCP �[�c�
�¿�µ�º
�á�î�¡�_�K)F�I�€�S�Í�«�º�T�E�@  IP �”�»�Þ�«�†�Q#Ý�K�
 IP �”�»�Þ�«�†�Ì)F$×�_�Í�«�º�_�m�~�\�Z�•�²
0[�@�^�C�^�•�S�u�
7H�}�€�S  IP �”�»�Þ�«'56ë�†(�(Ù�[�A�r�M��

�G�G�[�c�
���b�_���_�X�8�Z1��Â�K�r�M��

• �� DHCP �§�î�Â�� >&P.26-2>'

• �� DHCP �Ü�Þ�î  �š�î�ª�™�å�º�� >&P.26-2>'

• �� DHCP Snooping��>&P.26-2>'
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DHCP �«�¾�î�Æ�å�¢�b#.0Ž
• �� Option 82 �¹�î�±��
°�� >&P.26-4>'

• �� Cisco IOS DHCP �§�î�Â  �¹�î�±�Ë�î�«�� >&P.26-7>'

• �� DHCP �«�¾�î�Æ�å�¢  �Â�–�å�¹�•�å�¢  �¹�î�±�Ë�î�«�� >&P.26-7>'

DHCP �¡�Û�–�”�å�º�b0ò(ý�_�X�8�Z�c�
 Cisco.com �Ì�î�ª�b  [Documentation] > [Cisco IOS Software] 
> [12.2 Mainline] > [Configuration Guides] �_�6�•�� Cisco IOS IP Configuration Guide, Release 12.2��
�b�� IP Addressing and Services���b�� Configuring DHCP���†�g!·�K�Z�C�T�I�8��

DHCP �§�î�Â

DHCP �§�î�Â�c�
 �«�–�µ�³�r�S�c�Ý�î�±�V�b�æ���I�€�S�”�»�Þ�«  �É�î�Ý�?�}  DHCP �¡�Û�–�”�å�º�_  IP 
�”�»�Þ�«�†�m�~�\�Z�
�Q�€�}�b�”�»�Þ�«�†'ö#.�K�r�M�� DHCP �§�î�Â�@�Q�b�¹�î�±�Ë�î�«�?�}0[�Ó�I
�€�S0¿���Ã�Û�Ó�î�±�†�v�“�K�Z  DHCP �¡�Û�–�”�å�º�_�û�M�G�\�@�[�A�^�8���œ�c�
�¿�µ�º�á�î�¡'ö#.
*…�@��*O�K�S 1 �X�r�S�c0
�X�b�­�•�å�²�Ü  DHCP �§�î�Â�_0[�Ó�†3?3æ�K�r�M��

DHCP �Ü�Þ�î  �š�î�ª�™�å�º

DHCP �Ü�Þ�î  �š�î�ª�™�å�º�c�
�¡�Û�–�”�å�º�\�§�î�Â�b6ë�[  DHCP �Ã�£�µ�º�†3?3æ�M�•�Þ�–�Ö  3 �¹�Â
�–�«�[�M���Ü�Þ�î  �š�î�ª�™�å�º�c�
� �L"@#.�§�È�¿�µ�º�V�_�^�8�¡�Û�–�”�å�º�\�§�î�Â�b6ë�[0[�Ó�>
�|�g�Â'Å�†3?3æ�K�r�M���Ü�Þ�î  �š�î�ª�™�å�º�_�|�•3?3æ�c�
 IP �¹�î�±�¢�Û�Ò�†�¿�µ�º�á�î�¡6ë�[3ñ4#
$×�_�º�n�M�•�Þ�–�Ö  2 �[�b3û�–�b3?3æ�\�c$��^�~�r�M���Ü�Þ�î  �š�î�ª�™�å�º�c�
 DHCP �Ó�µ�­�î�ª�†
�w�E�v�•�\�
�‚�K�8  DHCP �Ó�µ�­�î�ª�†#Õ�B�K�Z�
���Š�–�å�±�î�Ç�™�–�«�V�[3æ�™�K�r�M��

DHCP Snooping

DHCP �«�¾�î�Æ�å�¢�c�
 �™8—�[�A�^�8  DHCP �Ó�µ�­�î�ª�b�Ç�•�Ý�±�Ü�å�¢�\  DHCP �«�¾�î�Æ�å�¢  �Â�–
�å�¹�•�å�¢  �¹�î�±�Ë�î�«>& DHCP �«�¾�î�Æ�å�¢  �Â�–�å�¹�•�å�¢  �¸�î�È�Ý�\�v�ç�d�€�•>'�b�8�B�>�|�g
'ö#.�_�|�W�Z�¿�µ�º�á�î�¡  �­�Ÿ�×�Ü�¸�•�†&��–�M�•  DHCP �­�Ÿ�×�Ü�¸�•�µ+��[�M��

DHCP �«�¾�î�Æ�å�¢�c�
�™8—�[�A�^�8�Í�«�º�\  DHCP �§�î�Â�b6ë�[�Ç�“�–�”�˜�›�î�Ý�_���S�z�m�†�Ý
�S�K�r�M�� DHCP �«�¾�î�Æ�å�¢�†�Q#Ý�M�•�G�\�_�|�~�
�š�å�»  �Ø�î�¨�_�K)F�I�€�S�™8—�[�A�^�8�–�å
�±�î�Ç�™�–�«�\  DHCP �§�î�Â�r�S�c�9�b�«�–�µ�³�_�K)F�I�€�S�™8—�[�A�•�–�å�±�î�Ç�™�–�«�†�
�9�[
�A�r�M��

>&�@>' DHCP �«�¾�î�Æ�å�¢�†�G�K�C�µ+��I�O�•�S�u�_�c�
�M�m�Z�b  DHCP �§�î�Â�†�™8—�[�A�•�–�å�±�î�Ç�™
�–�«)�#ä�[�«�–�µ�³�_�K)F�M�•�²0[�@�6�~�r�M��

�™8—�[�A�^�8  DHCP �Ó�µ�­�î�ª�\�c�
�¿�µ�º�á�î�¡�r�S�c�Ç�“�–�”�˜�›�î�Ý�b�¥
��?�}3æ�™�I�€�S
�Ó�µ�­�î�ª�b�G�\�[�M���§�î�Å�«  �É�ß�Â�–�²�î#”�C�[  DHCP �«�¾�î�Æ�å�¢�†�Q#Ý�M�•���œ�c�
�•�«�±
�Ð�î�b�«�–�µ�³�^�]�
�§�î�Å�«  �É�ß�Â�–�²�î  �¿�µ�º�á�î�¡�V�_�^�8�¹�Â�–�«�?�}3æ�™�I�€�S�Ó�µ�­�î
�ª�@�™8—�[�A�^�8�Ó�µ�­�î�ª�\�^�~�r�M���Y�Â�^�¹�Â�–�«�?�}3æ�™�I�€�S�Ó�µ�­�î�ª�c�
�º�Û�Ç�•�µ�¡
�7�Á�b�N�I�_�^�~�:�•�S�u�
�™8—�[�A�r�O�‡��

DHCP �«�¾�î�Æ�å�¢  �Â�–�å�¹�•�å�¢  �¹�î�±�Ë�î�«�_�c�
 MAC �”�»�Þ�«�
 IP �”�»�Þ�«�
�Ü�î�«�‡6ë�

�Â�–�å�¹�•�å�¢�b'�8®�
 VLAN $��•�
�>�|�g�«�–�µ�³�b�™8—�[�A�^�8�ß�î�•�Ý  �–�å�±�î�Ç�™�–�«�b�–
�å�±�î�Ç�™�–�«�_���@�µ�r�€�Z�8�r�M���G�b�¹�î�±�Ë�î�«�_�c�
�™8—�[�A�•�–�å�±�î�Ç�™�–�«�_�K)F�I
�€�S�Í�«�º�b�_���c�6�~�r�O�‡��
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DHCP �«�¾�î�Æ�å�¢�b#.0Ž
�§�î�Å�«  �É�ß�Â�–�²�î  �¿�µ�º�á�î�¡�[�c�
� �L�¿�µ�º�á�î�¡
Æ�b�¹�Â�–�«�b�Ï�î�º�_�K)F�I�€�S�–�å
�±�î�Ç�™�–�«�@�™8—�[�A�•�–�å�±�î�Ç�™�–�«�\�^�~�r�M���¿�µ�º�á�î�¡
Æ�b�™8—�[�A�^�8�–�å�±�î�Ç�™
�–�«�r�S�c�¿�µ�º�á�î�¡�_�“�I�^�8�¹�Â�–�«�b�–�å�±�î�Ç�™�–�«�_�K)F�I�€�S�–�å�±�î�Ç�™�–�«�c�
�™
8—�[�A�^�8�–�å�±�î�Ç�™�–�«�\�^�~�r�M��

�«�–�µ�³�@�™8—�[�A�^�8�–�å�±�î�Ç�™�–�«�[�Ã�£�µ�º�†�w�™�K�
�Q�b�–�å�±�î�Ç�™�–�«�@�“�K�Z�8�•  
VLAN �[  DHCP �«�¾�î�Æ�å�¢�@�–�¿�î�È�Ý�_0¿���I�€�Z�8�•���œ�
�«�–�µ�³�c3æ�™
–  MAC �”�»�Þ�«
�\  DHCP �¡�Û�–�”�å�º�b�Á�î�»�˜�™�”  �”�»�Þ�«�†�š3Q�K�r�M���”�»�Þ�«�@�M+´�K�S���œ>&�¹�Ç�›�Ý
�º>'�
�«�–�µ�³�c�Ã�£�µ�º�†3?3æ�K�r�M���”�»�Þ�«�@�M+´�K�^�8���œ�
�«�–�µ�³�c�Ã�£�µ�º�†�»�ß�µ�É
�K�r�M��

�«�–�µ�³�c�
���b�8�N�€�?�b"g�#�@$Î#Õ�K�S���œ�_  DHCP �Ã�£�µ�º�†�»�ß�µ�É�K�r�M��

• DHCPOFFER �Ã�£�µ�º�
 DHCPACK �Ã�£�µ�º�
 DHCPNAK �Ã�£�µ�º�
 DHCPLEASEQUERY �Ã
�£�µ�º�^�]�
 DHCP �§�î�Â�?�}�b�Ã�£�µ�º�@�¿�µ�º�á�î�¡�r�S�c�Ç�“�–�”�˜�›�î�Ý�b�¥
��?�}%T
�™�K�S��

• �Ã�£�µ�º�@�™8—�[�A�^�8�–�å�±�î�Ç�™�–�«�_%T�™�K�
3æ�™
–  MAC �”�»�Þ�«�\  DHCP �¡�Û�–�”�å
�º�b�Á�î�»�˜�™�”  �”�»�Þ�«�@�M+´�K�^�8��

• �«�–�µ�³�@  DHCPRELEASE �r�S�c  DHCPDECLINE �È�ß�î�»�Ÿ�Õ�«�º  �Ó�µ�­�î�ª�†�w�™�K�
�Q
�b  MAC �”�»�Þ�«�c  DHCP �«�¾�î�Æ�å�¢  �Â�–�å�¹�•�å�¢  �¹�î�±�Ë�î�«�_�µ�r�€�Z�8�•�@�
�Â�–�å
�¹�•�å�¢  �¹�î�±�Ë�î�«
Æ�b�–�å�±�î�Ç�™�–�«�_���@�Ó�µ�­�î�ª�†�w�™�K�S�–�å�±�î�Ç�™�–�«�\�M
+´�K�^�8��

• DHCP �Ü�Þ�î  �š�î�ª�™�å�º�@  0.0.0.0 �è�¥�b�Ü�Þ�î  �š�î�ª�™�å�º  IP �”�»�Þ�«�†�µ�t  DHCP �Ã�£�µ
�º�†3?3æ�K�
 Option 82 �_���@�µ�r�€�^�8�Ã�£�µ�º�†�™8—�[�A�^�8�Ï�î�º�_3?3æ�M�•��

DHCP �«�¾�î�Æ�å�¢�†�§�Ï�î�º�M�•7Ÿ(Ù�«�–�µ�³�[�6�~�
 DHCP Option 82 �_���†��
°�M�•�š�µ�ª  �«
�–�µ�³�_�K)F�I�€�Z�8�•�«�–�µ�³�c�
 Option 82 �_���†�µ�t�Ã�£�µ�º�@�™8—�[�A�^�8�–�å�±�î�Ç�™�–�«
�_%T�™�K�S���œ�
�Q�€�}�b�Ã�£�µ�º�†�»�ß�µ�É�K�r�M�� DHCP �«�¾�î�Æ�å�¢�@�–�¿�î�È�Ý�_0¿���I�€
�Z�8�•���œ�_�
�Ã�£�µ�º�@�™8—�[�A�•�Ï�î�º�_%T�™�K�Z�v�
7Ÿ(Ù�«�–�µ�³�c�K)F�I�€�S�¹�Â�–�«�b  
DHCP �«�¾�î�Æ�å�¢  �Â�–�å�¹�•�å�¢�†1�1‘�O�N�
�ö
²�^  DHCP �«�¾�î�Æ�å�¢  �Â�–�å�¹�•�å�¢  �¹�î�±
�Ë�î�«�†�8�B�[�A�r�O�‡��

7Ÿ(Ù�«�–�µ�³�†�™8—�[�A�^�8�–�å�±�î�Ç�™�–�«)�#ä�[�š�µ�ª  �«�–�µ�³�_�K)F�[�A�•���œ�
 ip dhcp 
snooping information option allow-untrusted �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†
°�Š�M
�•�\�
 7Ÿ(Ù�«�–�µ�³�c�š�µ�ª  �«�–�µ�³�_�|�W�Z��
°�I�€�S  Option 82 �_���†�µ�t�Ã�£�µ�º�†�w�E
°�€�r
�M��7Ÿ(Ù�«�–�µ�³�c�
�™8—�[�A�^�8�«�–�µ�³  �–�å�±�î�Ç�™�–�«�†�Ó�K�Z�K)F�I�€�S�Í�«�º�b�Â�–�å
�¹�•�å�¢�†1�1‘�K�r�M��7Ÿ(Ù�«�–�µ�³�[�
�²�–�¼�Ñ�µ�¡  ARP �–�å�«�Ì�¡�©�Ù�å�x  IP �¯�î�«  �ž�î�»�^
�]�
 DHCP �­�Ÿ�×�Ü�¸�•�µ+��†�–�¿�î�È�Ý�_0¿���M�•�G�\�v�[�A�r�M�@�
�Q�b���œ�[�v�«�–�µ�³�c  
Option 82 �_���†�µ�t�Ã�£�µ�º�†�Í�«�º�@�K)F�I�€�Z�8�•�™8—�[�A�^�8
°�Š�–�å�±�î�Ç�™�–�«�[�w�™�K
�r�M��7Ÿ(Ù�«�–�µ�³�V�b�š�µ�ª  �«�–�µ�³�\�b�K)F�Ï�î�º�c�
�™8—�[�A�•�–�å�±�î�Ç�™�–�«�\�K�Z0¿��
�M�•�²0[�@�6�~�r�M��
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Option 82 �¹�î�±��
°

�+�ï�…�æ�_�6�•�Ó�º�ß�Ï�Ü�±�å  �–�î�§�¿�µ�º  �”�¡�­�«#”�C�[�c�
 DHCP �c�¨�X�b�•
°*…�_�P�K�
 IP �”
�»�Þ�«�b�m�~�\�Z�†�M
–$×�_'ö#.�[�A�r�M���«�–�µ�³�[  DHCP �«�¾�î�Æ�å�¢�b  Option 82 �µ+��†�–
�¿�î�È�Ý�_�M�•�\�
�•
°*…/æ*(�c  MAC �”�»�Þ�«�T�E�[�^�C�
�Q�b/æ*(�†�¿�µ�º�á�î�¡�_�K)F�M�•�«
�–�µ�³  �Ï�î�º�_�|�W�Z�v1‘�9�I�€�r�M���§�È�«�¡�Û�–�Â  LAN �V�b0
�X�b�Í�«�º�†�”�¡�­�«  �«�–�µ�³
�b� �L�Ï�î�º�_�K)F�[�A�r�M���G�€�}�b�Í�«�º�c�M�–�_1‘�9�I�€�r�M��

>&�@>' DHCP Option 82 �µ+��c�
 DHCP �«�¾�î�Æ�å�¢�@�¢�ß�î�Â�Ý�_�–�¿�î�È�Ý�[�6�~�
�G�b�µ+��†�Q#Ý�M�•
�•
°*…/æ*(�@�m�~�\�Z�}�€�S  VLAN �[�v�–�¿�î�È�Ý�[�6�•���œ�_7H�~�§�Ï�î�º�I�€�r�M��

�W 26-1 �_�
�M
–$×�^  DHCP �§�î�Â�@�”�¡�­�«  �Þ�–�Ö�b�«�–�µ�³�_�K)F�I�€�S�•
°*…�_  IP �”�»�Þ�«�†
�m�~�\�Z�•�Ó�º�ß�Ï�Ü�±�å  �–�î�§�¿�µ�º  �¿�µ�º�á�î�¡�b�[�†&g�K�r�M�� DHCP �¡�Û�–�”�å�º�\�Q�€�}
�_6õ4��Ü�E�}�€�S  DHCP �§�î�Â�c� �L  IP �¿�µ�º�á�î�¡�r�S�c�§�È�¿�µ�º
Æ�_�Ñ�~�K�^�8�S�u�
 DHCP 
�Ü�Þ�î  �š�î�ª�™�å�º>& Catalyst �«�–�µ�³>'�_�Ê�Ý�Ã�î  �”�»�Þ�«�†0¿���M�•�G�\�_�|�~�
�È�ß�î�»�Ÿ�Õ
�«�º3?3æ�†�–�¿�î�È�Ý�_�K�
�¡�Û�–�”�å�º�\�§�î�Â6ë�[  DHCP �Ó�µ�­�î�ª�†3?3æ�K�r�M��

�W 26-1 �Ó�º�ß�Ï�Ü�±�å  �–�î�§�¿�µ�º  �¿�µ�º�á�î�¡�_�>�E�•  DHCP �Ü�Þ�î  �š�î�ª�™�å�º

�«�–�µ�³�[  DHCP �«�¾�î�Æ�å�¢�_���œ�É�©�Ù�å  Option 82 �†�–�¿�î�È�Ý�_�M�•�\�
���b�–�Ë�å�º�@�G
�b8p�Î�[$Î#Õ�K�r�M��

• �Í�«�º>& DHCP �¡�Û�–�”�å�º>'�c  DHCP 0[�Ó�†#Õ�B�K�
�G�€�†�¿�µ�º�á�î�¡�V�_�È�ß�î�»�Ÿ�Õ�«
�º�K�r�M��

• �«�–�µ�³�c�
�G�b  DHCP 0[�Ó�†�w�™�M�•�\�
�Ã�£�µ�º�_  Option 82 �_���†3ã�•�K�r�M���¹�Ç�›�Ý
�º�[�c�
�Ü�Ô�î�º  ID �§�È�œ�É�©�Ù�å�c�«�–�µ�³�b  MAC �”�»�Þ�«�[�6�~�
�G)z  ID �§�È�œ�É�©�Ù�å
�c�
�Ã�£�µ�º�b�w�™�Ï�î�º�b  ID �[�6�•  vlan-mod-port �[�M��

• �Ü�Þ�î  �š�î�ª�™�å�º�b  IP �”�»�Þ�«�@0¿���I�€�Z�8�•���œ�
�«�–�µ�³�c�G�b  IP �”�»�Þ�«�†  DHCP 
�Ã�£�µ�º�_3ã�•�K�r�M��

• �«�–�µ�³�c�
 Option 82 �Ç�•�î�Ý�»�†�µ�t  DHCP 0[�Ó�†  DHCP �§�î�Â�_3?3æ�K�r�M��


��I(*

Catalyst �,���6�4
9ÔDHCP �]�_�o  ���o�+���f�;9Õ

�N�,�;  A
9ÔDHCP �"�\�����f�;9Õ

���"�.�,  �_���W

DHCP
�(�o�C

�N�,�;  B
9ÔDHCP �"�\�����f�;9Õ

98
81

3

VLAN 10
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• DHCP �§�î�Â�c�G�b�Ã�£�µ�º�†�w�™�K�r�M�� Option 82 �_�P�Â�K�Z�8�•�§�î�Â�[�6�€�d�
�Ü�Ô�î�º  
ID �\�G)z  ID �b�8�N�€�?�M�‰�r�S�c�g�‰�†�Q#Ý�K�Z�
 IP �”�»�Þ�«�†�m�~�\�Z�S�~�
 1 �X�b�Ü�Ô�î�º  
ID �r�S�c�G)z  ID �_�m�~�\�Z�•�G�\�@�[�A�•  IP �”�»�Þ�«�b�X�†�D7H�M�•�|�:�^�Ï�Ü�©�î�†��/æ�K
�S�~�[�A�r�M�����_  DHCP �§�î�Â�c�
 DHCP �Â'Å
Æ�_ Option 82 �Ç�•�î�Ý�»�†�š�¥�î�K�r�M��

• �«�–�µ�³�_�|�W�Z0[�Ó�@�§�î�Â�_�Ü�Þ�î�I�€�S���œ�
 DHCP �§�î�Â�c�Â'Å�†�«�–�µ�³�_�Ø�½�Ÿ�Õ
�«�º�K�r�M���«�–�µ�³�c�
�Ü�Ô�î�º ID �Ç�•�î�Ý�»�\�
���œ�_�|�W�Z�c�G)z ID �Ç�•�î�Ý�»�†1*�m�

Option 82 �¹�î�±�@��
°�í�s�[�6�•�G�\�†&�1��K�r�M���«�–�µ�³�c  Option 82 �Ç�•�î�Ý�»�†�P7V�K
�Z�?�}�
 DHCP 0[�Ó�†3æ�™�K�S DHCP �¡�Û�–�”�å�º�_�K)F�M�•�«�–�µ�³  �Ï�î�º�_�Ã�£�µ�º�†3?3æ
�K�r�M��

�¹�Ç�›�Ý�º�b�§�È�œ�É�©�Ù�å0¿���[�c�
�S3Ù�b�–�Ë�å�º�b�©�î�£�å�«�@$Î#Õ�M�•�\�
 �W 26-2 �_�6�•��
�b�Ç�•�î�Ý�»�b�Í�c�š�ì�K�r�O�‡��

• �G)z  ID �§�È�œ�É�©�Ù�å  �Ç�•�î�Ý�»

– �§�È�œ�É�©�Ù�å  �±�–�É

– �§�È�œ�É�©�Ù�å  �±�–�É�b6×�I

– �G)z  ID �±�–�É

– �G)z  ID �±�–�É�b6×�I

• �Ü�Ô�î�º  ID �§�È�œ�É�©�Ù�å  �Ç�•�î�Ý�»

– �§�È�œ�É�©�Ù�å  �±�–�É

– �§�È�œ�É�©�Ù�å  �±�–�É�b6×�I

– �Ü�Ô�î�º  ID �±�–�É

– �Ü�Ô�î�º  ID �±�–�É�b6×�I

�G)z  ID �§�È�œ�É�©�Ù�å�b�Ï�î�º  �Ç�•�î�Ý�»�[�c�
�Ï�î�º$��•�c  3 �?�}���r�~�r�M���S�\�<�d�
 8 �X�b  
10/100 �Ï�î�º�\  Small Form-Factor Pluggable>&SFP>'�Ô�ª�×�î�Ý  �«�ß�µ�º�†
��<�S�«�–�µ�³�[�c�

�Ï�î�º  3 �@ Fast Ethernet 1/1 �Ï�î�º�
�Ï�î�º  4 �@ Fast Ethernet 1/2 �Ï�î�º�^�]�b�|�:�_�^�~�r�M�� �Ï�î
�º 11 �c  SFP �Ô�ª�×�î�Ý  �«�ß�µ�º 1/1 �^�]�_�^�~�r�M��

�W 26-2 �_�
�¹�Ç�›�Ý�º�b�§�È�œ�É�©�Ù�å0¿���@�Q#Ý�I�€�Z�8�•���œ�b�Ü�Ô�î�º  ID �§�È�œ�É�©�Ù�å�>
�|�g�G)z  ID �§�È�œ�É�©�Ù�å�b�Ã�£�µ�º  �Ç�›�î�Ð�µ�º�†&g�K�r�M���«�–�µ�³�@�G�€�}�b�Ã�£�µ�º�g�'�†
�Q#Ý�M�•�b�c�
 DHCP �«�¾�î�Æ�å�¢�†�¢�ß�î�Â�Ý�_�–�¿�î�È�Ý�_�K�
 ip dhcp snooping information 
option �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†
°�Š�K�S���œ�[�M��
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�W 26-2 �§�È�œ�É�©�Ù�å�b�Ã�£�µ�º�g�'

�W 26-3 �c�
�Ø�î�¨0¿���b�Ü�Ô�î�º  ID �§�È�œ�É�©�Ù�å�
�>�|�g�G)z  ID �§�È�œ�É�©�Ù�å�b�Ã�£�µ�º�g�'
�†&g�K�Z�8�r�M���«�–�µ�³�[�c�
 DHCP �«�¾�î�Æ�å�¢�†�¢�ß�î�Â�Ý�_�–�¿�î�È�Ý�_�K�
 ip dhcp 
snooping information option format remote-id �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�
�>�|
�g  ip dhcp snooping vlan information option format -type circuit-id string �–�å�±�î�Ç�™�–�«  �¥�å
�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†
°�Š�K�S���œ�_�
�G�€�}�b�Ã�£�µ�º�@�Q#Ý�I�€�r�M��

�Ã�£�µ�º�[�c�
�Ü�Ô�î�º  ID �>�|�g�G)z  ID �§�È�œ�É�©�Ù�å�†���b�|�:�_0¿���K�S���œ�
�G�€�}�b
�Ç�•�î�Ý�»�b�Í�@�¹�Ç�›�Ý�º�Í�?�}�š�f�I�€�r�M��

• �G)z  ID �§�È�œ�É�©�Ù�å  �Ç�•�î�Ý�»

– �G)z  ID �±�–�É�@ 1 �[�6�•��

– 0¿���K�S�e�Ð�4�b6×�I�_�Â�L�Z�
6×�I�b�Í�@�š�ì�M�•��

• �Ü�Ô�î�º  ID �§�È�œ�É�©�Ù�å  �Ç�•�î�Ý�»

– �Ü�Ô�î�º  ID �±�–�É�@ 1 �[�6�•��

– 0¿���K�S�e�Ð�4�b6×�I�_�Â�L�Z�
6×�I�b�Í�@�š�ì�M�•��

43�Ð 43�Ð

�Á'"
ID �2���J

�(�I���J�*�Z�f
�2���J

�Å�ô  ID �õ���ê���÷�'�3  ���,�8�  ���é�8������

�*�"�8��  ID �õ���ê���÷�'�3  ���,�8�  ���é�8������

6 �C���;

MAC ���<�_�,

1 �C���; 1 �C���; 1 �C���;

�(�I���J�*�Z�f
�2���J

1 �C���;

43�Ð 43�Ð

�]�U�o�;
ID �2���J

1 �C���; 1 �C���; 1 �C���;1 �C���; 11
63

00

4061

6082

�U�+�X�o�^ �P�o�;

1 �C���; 1 �C���;2 �C���;

VLAN
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�W 26-3 �Ø�î�¨0¿���b�§�È�œ�É�©�Ù�å�b�Ã�£�µ�º�g�'

Cisco IOS DHCP �§�î�Â  �¹�î�±�Ë�î�«

DHCP �Ë�î�«�b+¬�·0¿���É�ß�­�«�b6ë�
�æ��  DHCP �§�î�Â�c  Cisco IOS DHCP �§�î�Â  �¹�î�±�Ë�î�«�†
�Q#Ý�K�r�M���G�€�_�c  IP �”�»�Þ�«�
 �”�»�Þ�«  �Â�–�å�¹�•�å�¢ �
�>�|�g�È�î�º  �Ç�“�–�Ý�^�]�b0¿���Ã�Û
�Ó�î�±�@�µ�r�€�r�M��

�”�»�Þ�«  �Â�–�å�¹�•�å�¢�c�
 Cisco IOS DHCP �§�î�Â  �¹�î�±�Ë�î�«
Æ�b�Í�«�º�b  IP �”�»�Þ�«�>�|�g  
MAC �”�»�Þ�«6ë�b�Ð�µ�Æ�å�¢�[�M���¡�Û�–�”�å�º  IP �”�»�Þ�«�†�m�·�[�m�~�\�Z�•�G�\�
�r�S�c�

DHCP �§�î�Â�@  DHCP �”�»�Þ�«  �É�î�Ý�?�}  IP �”�»�Þ�«�†�m�~�\�Z�•�G�\�@�•+��[�M���m�·�>�|�g+¬
�·�”�»�Þ�«  �Â�–�å�¹�•�å�¢�b0ò(ý�_�X�8�Z�c�
 [Documentation] > [Cisco IOS Software] > [12.2 
Mainline] > [Configuration Guides] �b�W�_�6�•  Cisco.com �b�Ì�î�ª�?�}�� Cisco IOS IP Configuration 
Guide, Release 12.2���b�� Configuring DHCP���b'v�†�g!·�K�Z�C�T�I�8��

DHCP �«�¾�î�Æ�å�¢  �Â�–�å�¹�•�å�¢  �¹�î�±�Ë�î�«

DHCP �«�¾�î�Æ�å�¢�†�–�¿�î�È�Ý�_�M�•�\�
�«�–�µ�³�c�™8—�[�A�^�8�–�å�±�î�Ç�™�–�«�_6õ�M�•�_��
�†  DHCP �«�¾�î�Æ�å�¢  �Â�–�å�¹�•�å�¢  �¹�î�±�Ë�î�«�_�–�Ñ�K�r�M���¹�î�±�Ë�î�«�_�c�
 8192 �b�Â�–
�å�¹�•�å�¢�†�µ�u�•�G�\�@�[�A�r�M��

�›�¹�î�±�Ë�î�«  �š�å�º�Ü>& �Â�–�å�¹�•�å�¢ >'�c�
 IP �”�»�Þ�«�
�Q�€�_6õ4��Ü�E�}�€�S  MAC �”�»�Þ�«�

�Ü�î�«�‡6ë>& 16 4
�g�'>' �
�Â�–�å�¹�•�å�¢�@4:#Ý�I�€�•�–�å�±�î�Ç�™�–�«�
�>�|�g�–�å�±�î�Ç�™�–�«�@
�“�M�•  VLAN �[�S�B�I�€�r�M���¹�î�±�Ë�î�«  �š�î�ª�™�å�º�c�
0¿���I�€�S���d�b�Ç�“�–�Ý�_�Â�–�å
�¹�•�å�¢�†�–�Ñ�K�r�M���›�š�å�º�Ü�b�Ž�•�_�6�•�³�™�µ�¡�§�Ò�c�
�Ç�“�–�Ý�b
›8Œ�b�Â�–�º�†�µ�u�
�š
�å�º�Ü�_6õ4��Ü�E�}�€�S�M�m�Z�b�Â�–�º�†�P1ß�\�K�Z0£'ì�I�€�r�M���›�š�å�º�Ü�c�
�r�N  72 �Â�–�º�b
�¹�î�±�@�6�~�
�Q�b�‹�_  1 �X�b�«�Ì�î�«�\�³�™�µ�¡�§�Ò�Í�@)F�A�r�M��

�«�–�µ�³�b�Ü�ß�î�»�‹�v�Â�–�å�¹�•�å�¢�†�–�â�M�•�_�c�
 DHCP �«�¾�î�Æ�å�¢  �¹�î�±�Ë�î�«  �š�î�ª�™
�å�º�†�Q#Ý�M�•�²0[�@�6�~�r�M���š�î�ª�™�å�º�@�¹�•�­�î�È�Ý�[�
�²�–�¼�Ñ�µ�¡  ARP �–�å�«�Ì�¡�©�Ù
�å�r�S�c  IP �¯�î�«  �ž�î�»�@�–�¿�î�È�Ý�_�I�€�
 DHCP �«�¾�î�Æ�å�¢  �Â�–�å�¹�•�å�¢  �¹�î�±�Ë�î�«�@

43�Ð 43�Ð

�Á'"
ID �2���J

�(�I���J�*�Z�f
�2���J

�Á'"�Á'"  ID  ID �(�I���J�*�Z�f�( �I �� �J �* �Z �f  �H�_�o�S�H�_ �o �S �H���o�Q�6�;9Ô�Y�o�).3�o�é�,�;�]�f�#9Õ�H�� �o �Q�6 �; 9Ô�Y�o �) .3 �o �é �, �; �] �f �# 9Õ

�]�U�o�;�] �U�o �;  ID  ID �(�I���J�*�Z�f�( �I �� �J �* �Z �f  �H�_�o�S�H�_ �o �S �H���o�Q�6�;9Ô�Y�o�).3�o�é�,�;�]�f�#9Õ�H�� �o �Q�6 �; 9Ô�Y�o �) .3 �o �é �, �; �] �f �# 9Õ

�(�I���J�*�Z�f
�2���J

43�Ð 43�Ð

�]�U�o�;
ID �2���J

14
57

74

N1N+2 1

N1N+2 2

ASCII �Á'"  ID �,�;�]�f�#

1 �C���; 1 �C���; 1 �C���; N �C���;9Ô N = 3-639Õ

ASCII �]�U�o�;  ID �,�;�]�f�#�ù�Ú�ê�N�,�;�,

N �C���;9Ô N = 1-639Õ

1 �C���;

1 �C���; 1 �C���; 1 �C���;1 �C���;
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 '¨  26 'v       DHCP �µ+��\  IP �¯�î�«  �ž�î�»�µ+��b0¿��
DHCP �«�¾�î�Æ�å�¢�b#.0Ž
�²�–�¼�Ñ�µ�¡�Â�–�å�¹�•�å�¢�I�€�Z�8�•���œ�
�«�–�µ�³�c�K)F�†�)�•�I�€�r�M���G�b�š�î�ª�™�å�º�@
�¹�•�­�î�È�Ý�[�
 DHCP �«�¾�î�Æ�å�¢�T�E�@�–�¿�î�È�Ý�[�6�•���œ�
�«�–�µ�³�b�K)F�c�)�•�I�€�r�O
�‡�@�
 DHCP �«�¾�î�Æ�å�¢�c  DHCP �«�É�î�Ç�•�å�¢�7�Á�†75�F�[�A�^�8�G�\�@�6�~�r�M��

�Ü�ß�î�»�M�•�\�
�«�–�µ�³�c�Â�–�å�¹�•�å�¢  �Ç�“�–�Ý�†1��s3¸�s�
 DHCP �«�¾�î�Æ�å�¢  �Â�–�å�¹�•�å
�¢  �¹�î�±�Ë�î�«�†�8�B�K�r�M���«�–�µ�³�c�
�¹�î�±�Ë�î�«�_�š�f�@�•�<�}�€�S�\�A�_�c�Â�–�å�¹�•�å
�¢  �Ç�“�–�Ý�†�f�‚�K�r�M��

�«�–�µ�³�c�
�‚�K�8�Â�–�å�¹�•�å�¢�†1�1‘�M�•�?�
�Â�–�å�¹�•�å�¢�†�»�:�\�
�S�T�U�_�¹�î�±�Ë�î�«
Æ
�b�š�å�º�Ü�†�f�‚�K�r�M���«�–�µ�³�c�Â�–�å�¹�•�å�¢  �Ç�“�–�Ý
Æ�b�š�å�º�Ü�v�f�‚�K�r�M���Â�–�å
�¹�•�å�¢  �Ç�“�–�Ý�b�f�‚8–�Ø�c0¿���•+��^4����ì6ë�_�|�W�Z�ô�r�~�
�f�‚�c�Â�µ�³��#.�I�€�r�M��
�Ç�“�–�Ý�@�æ���I�€�S�ì6ë
Æ>&�i�A3¸�s4����>�|�g�p�•�±�–�Ò�”�˜�º�b�Í�_�|�W�Z0¿���I�€�•>'�_�f�‚
�I�€�^�8���œ�
�f�‚�c�õ�F�K�r�M��

�Â�–�å�¹�•�å�¢�@�µ�r�€�•�Ç�“�–�Ý�b�g�'�c���b�\�>�~�[�M��

<initial-checksum> 
TYPE DHCP-SNOOPING 
VERSION 1 
BEGIN 
<entry-1> <checksum-1> 
<entry-2> <checksum-1-2> 
... 
... 
<entry-n> <checksum-1-2-..-n> 
END 

�G�b�Ç�“�–�Ý�b�›�š�å�º�Ü�_�c�³�™�µ�¡�§�Ò�Í�†&g�M�±�¢�@�Ü�E�}�€�r�M���«�–�µ�³�c�
�Ç�“�–�Ý�†1�
�s�v�•�\�A�_�
�G�b�³�™�µ�¡�§�Ò�†�Q#Ý�K�Z�š�å�º�Ü�†�è0É�K�r�M���q�6�b/œ�b  initial-checksum �š�å
�º�Ü�c�
�q�‚�b�Ç�“�–�Ý�f�‚�_6õ4��M�•�š�å�º�Ü�†�è�S�b�Ç�“�–�Ý�f�‚�_6õ4��M�•�š�å�º�Ü�\�
�9�K�r
�M��

���_�
�Â�–�å�¹�•�å�¢  �Ç�“�–�Ý�b�[�†&g�K�r�M��

2bb4c2a1
TYPE DHCP-SNOOPING
VERSION 1
BEGIN
192.1.168.1 3 0003.47d8.c91f 2BB6488E interface-id  21ae5fbb
192.1.168.3 3 0003.44d6.c52f 2BB648EB interface-id  1bdb223f
192.1.168.2 3 0003.47d9.c8f1 2BB648AB interface-id  584a38f0
END

�«�–�µ�³�@2s�·�K�
0£'ì�I�€�S�³�™�µ�¡�§�Ò�Í�@�–�Ñ�I�€�Z�8�•�³�™�µ�¡�§�Ò�Í�\�M+´�K�S���œ�
�«
�–�µ�³�c�Â�–�å�¹�•�å�¢  �Ç�“�–�Ý�b�š�å�º�Ü�†1��s�v�~�
�Â�–�å�¹�•�å�¢�†  DHCP �«�¾�î�Æ�å�¢  �Â�–
�å�¹�•�å�¢  �¹�î�±�Ë�î�«�_3ã�•�K�r�M�����b�8�N�€�?�b"g�#�@$Î#Õ�K�S���œ�
�«�–�µ�³�c�š�å�º�Ü�†
!“0i�K�r�M��

• �«�–�µ�³�@�š�å�º�Ü�†1��s�v�~�
0£'ì�I�€�S�³�™�µ�¡�§�Ò�Í�@�–�Ñ�I�€�Z�8�•�³�™�µ�¡�§�Ò�Í�\�M
+´�K�^�8���G�b���œ�
�Q�b�š�å�º�Ü�\�Q�€�è7F�b�š�å�º�Ü�c!“0i�I�€�r�M��

• �š�å�º�Ü�_�µ�r�€�Z�8�•�Ü�î�«�‡6ë�@)
�¢�K�Z�8�•>&�«�–�µ�³�c�Ü�î�«�‡6ë�b)
�¢�ì�_�Â�–�å�¹�•
�å�¢  �š�å�º�Ü�†�P7V�K�^�8�G�\�@�6�•>' ��

• �š�å�º�Ü�_�µ�r�€�•�–�å�±�î�Ç�™�–�«�@#'�~�c�©�«�¸�Ò�_�Ñ�~�K�^�8��

• �–�å�±�î�Ç�™�–�«�@�Ý�î�¸�µ�»  �–�å�±�î�Ç�™�–�«�r�S�c  DHCP �«�¾�î�Æ�å�¢�_�>�E�•�™8—�[�A�•
�–�å�±�î�Ç�™�–�«�[�6�•��
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DHCP �«�¾�î�Æ�å�¢�b0¿��
DHCP �«�¾�î�Æ�å�¢�b0¿��
�G�G�[�c�
���b0¿���_�X�8�Z1��Â�K�r�M��

• �� DHCP �«�¾�î�Æ�å�¢�b�¹�Ç�›�Ý�º0¿���� >&P.26-9>'

• �� DHCP �«�¾�î�Æ�å�¢0¿���ì�b�@�–�¦8o�� >&P.26-10>'

• �� DHCP �Ü�Þ�î  �š�î�ª�™�å�º�b0¿���� >&P.26-11>'

• ���Ã�£�µ�º3?3æ�”�»�Þ�«�b�æ���� >&P.26-11>'

• �� DHCP �«�¾�î�Æ�å�¢�>�|�g  Option 82 �b�–�¿�î�È�Ý�ì�� >&P.26-13>'

• ���É�Û�–�Ë�î�º  VLAN �[�b  DHCP �«�¾�î�Æ�å�¢�b�–�¿�î�È�Ý�ì�� >&P.26-14>'

• �� Cisco IOS DHCP �§�î�Â  �¹�î�±�Ë�î�«�b�–�¿�î�È�Ý�ì�� >&P.26-15>'

• �� DHCP �«�¾�î�Æ�å�¢  �Â�–�å�¹�•�å�¢  �¹�î�±�Ë�î�«  �š�î�ª�™�å�º�b�–�¿�î�È�Ý�ì�� >&P.26-15>'

DHCP �«�¾�î�Æ�å�¢�b�¹�Ç�›�Ý�º0¿��

/² 26-1 �_�
 DHCP �«�¾�î�Æ�å�¢�b�¹�Ç�›�Ý�º0¿���†&g�K�r�M��

/² 26-1 DHCP �«�¾�î�Æ�å�¢�b�¹�Ç�›�Ý�º0¿��

�µ+� �¹�Ç�›�Ý�º0¿��

DHCP �§�î�Â Cisco IOS �¯�Ç�º�˜�™�”�[�c�–�¿�î�È�Ý�
0¿���@�²0[�� 1

1. �«�–�µ�³�c�
 DHCP �§�î�Â�\�K�Z0¿���I�€�Z�8�•���œ�_7H�~  DHCP 0[�Ó�_�Â'Å�K�r�M��

DHCP �Ü�Þ�î  �š�î�ª�™�å�º �–�¿�î�È�Ý 2

2. �«�–�µ�³�c�
 DHCP �§�î�Â�b  IP �”�»�Þ�«�@  DHCP �¡�Û�–�”�å�º�b  SVI �_0¿���I�€�Z�8�•���œ�_7H�~  DHCP �Ã�£�µ�º�†�Ü�Þ�î�K�r�M��

DHCP �Ã�£�µ�º3?3æ�”�»�Þ�« �•0¿��

�Ü�Þ�î  �š�î�ª�™�å�º�_���b&�1� �–�¿�î�È�Ý>&!“� �^�Ó�µ�­�î�ª�c�ë� >' �� 2

DHCP �Ü�Þ�î  �š�î�ª�™�å�º3?3æ�Ï�Ü�©�î �¤�Ñ�b�Ü�Þ�î  �š�î�ª�™�å�º�_���†*(�n�� 2

DHCP �«�¾�î�Æ�å�¢�†�¢�ß�î�Â�Ý�_�–�¿�î�È�Ý �¹�•�­�î�È�Ý

DHCP �«�¾�î�Æ�å�¢�_���œ�É�©�Ù�å �–�¿�î�È�Ý

�Ã�£�µ�º�†�™8—�[�A�^�8
°�Š�–�å�±�î�Ç�™�–�«�[
�w�E�v�•  DHCP �«�¾�î�Æ�å�¢  �œ�É�©�Ù�å3

3. �G�b�µ+��c�
�«�–�µ�³�@�š�µ�ª  �«�–�µ�³�_�|�W�Z  Option 82 �@��
°�I�€�S�Ã�£�µ�º�†�w�™�M�•7Ÿ(Ù�«�–�µ�³�[�6�•���œ�_�Q#Ý�K�r�M��

�¹�•�­�î�È�Ý

DHCP �«�¾�î�Æ�å�¢  �Þ�î�º�D7H �•0¿��

DHCP �«�¾�î�Æ�å�¢�™8—"g�Â �™8—�[�A�^�8

DHCP �«�¾�î�Æ�å�¢  VLAN �¹�•�­�î�È�Ý

DHCP �«�¾�î�Æ�å�¢�b  MAC �”�»�Þ�«�è0É �–�¿�î�È�Ý

Cisco IOS DHCP �§�î�Â  �Â�–�å�¹�•�å�¢  �¹�î�±
�Ë�î�«

Cisco IOS �¯�Ç�º�˜�™�”�[�c�–�¿�î�È�Ý�
0¿���@�²0[��

>&�@>' �«�–�µ�³�c�
 DHCP �§�î�Â�\�K�Z0¿���I�€�Z�8�•�¹�Â�–�«�?�}
�T�E�
�¿�µ�º�á�î�¡  �”�»�Þ�«�>�|�g0¿���Ã�Û�Ó�î�±�†�v�“�K�r
�M��

DHCP �«�¾�î�Æ�å�¢  �Â�–�å�¹�•�å�¢  �¹�î�±�Ë�î
�«  �š�î�ª�™�å�º

Cisco IOS �¯�Ç�º�˜�™�”�[�c�–�¿�î�È�Ý�
0¿���@�²0[���G�b�µ+��c��
›
�@0¿���I�€�Z�8�•���œ�_7H�~�w� ��
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DHCP �«�¾�î�Æ�å�¢�b0¿��
DHCP �«�¾�î�Æ�å�¢0¿���ì�b�@�–�¦8o

�G�G�[�c�
 DHCP �b0¿���ì�b�@�–�¦8o�†1��Â�K�r�M��

• DHCP �«�¾�î�Æ�å�¢�c�
�«�–�µ�³�V�[�¢�ß�î�Â�Ý�_�–�¿�î�È�Ý�_�M�•�²0[�@�6�~�r�M��

• DHCP �«�¾�î�Æ�å�¢�c�
 VLAN �[  DHCP �«�¾�î�Æ�å�¢�@�–�¿�î�È�Ý�_�^�•�r�[�”�¡�¸�•�È�_�^�~
�r�O�‡��

• �«�–�µ�³�V�[  DHCP �«�¾�î�Æ�å�¢�†�¢�ß�î�Â�Ý�_�–�¿�î�È�Ý�_�M�•�S�_�
 DHCP �§�î�Â�x  DHCP 
�Ü�Þ�î  �š�î�ª�™�å�º�\�K�Z�µ+��M�•�¹�Â�–�«�@0¿���I�€�
�–�¿�î�È�Ý�_�^�W�Z�8�•�G�\�†&�1��K
�Z�C�T�I�8��

• �«�–�µ�³�[  DHCP �«�¾�î�Æ�å�¢�_���œ�É�©�Ù�å�†0¿���M�•�S�_�
 DHCP �§�î�Â�\�K�Z�µ+��M�•�¹
�Â�–�«�†0¿���K�Z�C�T�I�8���S�\�<�d�
 DHCP �§�î�Â�@�m�~�\�Z�S�~7V�¥�K�S�~�[�A�•  IP �”�»�Þ
�«�†�æ���M�•�?�
�r�S�c�Q�€�}�b�¹�Â�–�«�b  DHCP �œ�É�©�Ù�å�†0¿���M�•�²0[�@�6�~�r�M��

• �«�–�µ�³�V�[�e�Ð�X�b�¨�8�§�î�Ÿ�µ�º  ID �†0¿���M�•���œ�
 Nonvolatile Random-Access Memory 
(NVRAM; �Y�y$Î�ö  RAM) �r�S�c�Ç�Û�µ�©�×  �Ó�Ô�Ü�_6×�8�e�Ð�4�@�Z�<�•�s8j�†*ƒ�Ö�K�Z�C�T�I
�8���§�î�Ÿ�µ�º  ID 0¿���@�Q�b�Ú�b�¹�î�±�\)��s�œ�ƒ�I�€�S���œ�
 NVRAM �r�S�c�Ç�Û�µ�©�×  �Ó�Ô
�Ü�b��5��†2x�<�Z�K�r�8�
�š�Û�î  �Ó�µ�­�î�ª�@/²&g�I�€�r�M��

• �«�–�µ�³�[  DHCP �Ü�Þ�î  �š�î�ª�™�å�º�†0¿���M�•�S�_�
 DHCP �§�î�Â�\�K�Z�µ+��M�•�¹�Â�–�«�†
0¿���K�Z�C�T�I�8���S�\�<�d�
 DHCP �§�î�Â�@�m�~�\�Z�S�~7V�¥�K�S�~�[�A�•  IP �”�»�Þ�«�†�æ��
�M�•�?�
�¹�Â�–�«�b  DHCP �œ�É�©�Ù�å�†0¿���M�•�?�
�r�S�c  DHCP �¹�î�±�Ë�î�«  �š�î�ª�™�å�º�†
�­�µ�º�”�µ�É�M�•�²0[�@�6�~�r�M��

• DHCP �Ü�Þ�î  �š�î�ª�™�å�º�@�–�¿�î�È�Ý�[�
 DHCP �«�¾�î�Æ�å�¢�@�¹�•�­�î�È�Ý�[�6�•���œ�

DHCP Option 82 �¹�î�±��
°�µ+��c�§�Ï�î�º�I�€�r�O�‡��

• �«�–�µ�³  �Ï�î�º�@  DHCP �§�î�Â�_�K)F�I�€�Z�8�•���œ�c�
 ip dhcp snooping trust �–�å�±�î�Ç�™
�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†
°�Š�K�Z�
�Ï�î�º�†�™8—�[�A�•�Ï�î�º�\�K�Z0¿���K�Z�C
�T�I�8��

• �«�–�µ�³  �Ï�î�º�@  DHCP �¡�Û�–�”�å�º�_�K)F�I�€�Z�8�•���œ�c�
 no ip dhcp snooping trust �–�å
�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†
°�Š�K�Z�
�Ï�î�º�†�™8—�[�A�^�8�Ï�î�º�\�K�Z
0¿���K�Z�C�T�I�8��

• DHCP �«�¾�î�Æ�å�¢  �Â�–�å�¹�•�å�¢  �¹�î�±�Ë�î�«�†0¿���M�•�\�A�_�c�
���b�@�–�¦8o�_�‘�W�Z�C
�T�I�8��

– NVRAM �\�Ç�Û�µ�©�×  �Ó�Ô�Ü�c�
�8�N�€�v0°����5��@7H�}�€�Z�8�•�S�u�
�Â�–�å�¹�•�å�¢  
�Ç�“�–�Ý�†  TFTP �§�î�Â�_�–�Ñ�M�•�G�\�†�N�á�K�r�M��

– �¿�µ�º�á�î�¡  �Ë�î�«�b  URL>&TFTP �x  FTP �^�]>'�_�X�8�Z�c�
�«�–�µ�³�@�Â�–�å�¹�•�å�¢�†
�Q�b  URL �b�Â�–�å�¹�•�å�¢  �Ç�“�–�Ý�_�6�u�Z�i�A3¸�t�S�_�
0¿���I�€�S  URL �_'5�b�Ç�“�–
�Ý�†�8�B�M�•�²0[�@�6�~�r�M��'5�b�Ç�“�–�Ý�†�§�î�Â�V�_�8�B�M�•�²0[�@�6�•�?�]�:�?�_�X�8
�Z�c�
 TFTP �§�î�Â�b�Ð�½�×�”�Ý�†�g!·�K�Z�C�T�I�8�� TFTP �§�î�Â�_�|�W�Z�c�
�Q�b�|�:�_
0¿���[�A�^�8�G�\�@�6�~�r�M��

– �¹�î�±�Ë�î�«�_�G�K�8�Ü�î�«�‡6ë�@0°6��I�€�•�|�:�_�
 NTP �†�–�¿�î�È�Ý�_�K�
0¿���M�•�G
�\�†�N�á�K�r�M��0ò(ý�_�X�8�Z�c�
 ���m�·�[�b�¥�ì�b0¿���� >&P.7-4>' �†�g!·�K�Z�C�T�I�8��

– NTP �@0¿���I�€�Z�8�•���œ�
�«�–�µ�³�b�©�«�¸�Ò  �¡�ß�µ�¡�@  NTP �\� �‡�ì�I�€�S�\�A�_�T
�E�
�«�–�µ�³�@�Â�–�å�¹�•�å�¢�b�š�f
Æ���†�Â�–�å�¹�•�å�¢  �Ç�“�–�Ý�_�i�A3¸�s�r�M��

• �™8—�[�A�^�8�¹�Â�–�«�@�K)F�I�€�S�”�¢�Ü�¤�î�©�Ù�å  �«�–�µ�³�_  ip dhcp snooping information 
option allow-untrusted �¥�Ð�å�»�†
°�Š�K�^�8�[�C�T�I�8���G�b�¥�Ð�å�»�†
°�Š�M�•�\�
�™8—�[�A
�^�8�¹�Â�–�«�@  Option 82 �_���†�«�É�î�Ç�•�å�¢�M�•�•+��ö�@�6�~�r�M��
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 '¨  26 'v       DHCP �µ+��\  IP �¯�î�«  �ž�î�»�µ+��b0¿��
DHCP �«�¾�î�Æ�å�¢�b0¿��
• show ip dhcp snooping statistics �Ø�î�¨  EXEC �¥�Ð�å�»�†
°�Š�K�Z  DHCP �«�¾�î�Æ�å�¢)+0£�_��
�†/²&g�K�S�~�
 clear ip dhcp snooping statistics "I�’  EXEC �¥�Ð�å�»�†
°�Š�K�Z�«�¾�î�Æ�å�¢)+
0£�_���†�¡�Ü�”�K�S�~�[�A�•�|�:�_�^�~�r�K�S��

>&�@>' RSPAN VLAN �[�c�
 Dynamic Host Configuration Protocol>&DHCP>'�«�¾�î�Æ�å�¢�†�–�¿�î
�È�Ý�_�K�^�8�[�C�T�I�8�� RSPAN VLAN �[  DHCP �«�¾�î�Æ�å�¢�†�–�¿�î�È�Ý�_�M�•�\�

DHCP �Ã�£�µ�º�@  RSPAN ��
›�Ï�î�º�_�†�?�^�8�•+��ö�@�6�~�r�M��

DHCP �Ü�Þ�î  �š�î�ª�™�å�º�b0¿��  
�«�–�µ�³�V�[  DHCP �Ü�Þ�î  �š�î�ª�™�å�º�†�–�¿�î�È�Ý�_�M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��
/œ�K�r�M��

DHCP �§�î�Â�>�|�g  DHCP �Ü�Þ�î  �š�î�ª�™�å�º�†�¹�•�­�î�È�Ý�_�M�•�_�c�
 no service dhcp �¢�ß�î
�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

���b�m8p�_�X�8�Z�c�
 Cisco.com �Ì�î�ª�b  [Documentation] > [Cisco IOS Software] > [12.2 Mainline] 
> [Configuration Guides] �_�6�•�� Cisco IOS IP Configuration Guide, Release 12.2���b�� IP Addressing 
and Services���b�� Configuring DHCP���†�g!·�K�Z�C�T�I�8��

• �Ü�Þ�î  �š�î�ª�™�å�º�_���b�³�™�µ�¡>&�è0É>'

• �Ü�Þ�î  �š�î�ª�™�å�º3?3æ�Ï�Ü�©�î�b0¿��

�Ã�£�µ�º3?3æ�”�»�Þ�«�b�æ��

DHCP �§�î�Â�>�|�g  DHCP �¡�Û�–�”�å�º�@$��^�•�¿�µ�º�á�î�¡�r�S�c�§�È�¿�µ�º�_�6�•���œ�
�«�–�µ
�³�†  ip helper-address address �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�[0¿���M�•�²0[�@
�6�~�r�M���M+á$×�^�Ý�î�Ý�c�
�¡�Û�–�”�å�º�_�q�v3Æ�8�Þ�–�Ö  3 �–�å�±�î�Ç�™�–�«�V�_�¥�Ð�å�»�†0¿��
�M�•�G�\�[�M�� ip helper-address �¥�Ð�å�»�[�Q#Ý�I�€�Z�8�•�”�»�Þ�«�c�
"I���b  DHCP �§�î�Â  IP �”
�»�Þ�«�?�
�r�S�c�Ú�b  DHCP �§�î�Â�@��
›�¿�µ�º�á�î�¡  �­�¢�Ó�å�º�_�6�•���œ�c�¿�µ�º�á�î�¡  �”�»�Þ
�«�_�M�•�G�\�@�[�A�r�M���¿�µ�º�á�î�¡  �”�»�Þ�«�†�Q#Ý�M�•�G�\�[�
�]�b  DHCP �§�î�Â�v0[�Ó�_�Â'Å
�[�A�•�|�:�_�^�~�r�M��

�Ã�£�µ�º3?3æ�”�»�Þ�«�†�æ���M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 service dhcp �«�–�µ�³�V�[  DHCP �§�î�Â�>�|�g  DHCP �Ü�Þ�î  �š�î�ª�™�å�º�†�–�¿�î
�È�Ý�_�K�r�M���G�b�µ+��c�¹�Ç�›�Ý�º�[�–�¿�î�È�Ý�[�M��

�«�̧ �µ�É 3 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 4 show running-config 0¿���†&�1��K�r�M��

�«�̧ �µ�É 5 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��
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 '¨  26 'v       DHCP �µ+��\  IP �¯�î�«  �ž�î�»�µ+��b0¿��
DHCP �«�¾�î�Æ�å�¢�b0¿��
DHCP �Ã�£�µ�º3?3æ�”�»�Þ�«�†�P7V�M�•�_�c�
 no ip helper-address address �–�å�±�î�Ç�™�–�«  �¥�å
�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K
�r�M��

�«�̧ �µ�É 2 interface vlan vlan-id VLAN ID �†
°�Š�K�Z�«�–�µ�³�b�ì�•�–�å�±�î�Ç�™�–
�«�†�8�B�K�
�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 3 ip address ip-address subnet-mask �–�å�±�î�Ç�™�–�«�_  IP �”�»�Þ�«�>�|�g  IP �§�È�¿�µ
�º�†0¿���K�r�M��

�«�̧ �µ�É 4 ip helper-address address DHCP �Ã�£�µ�º3?3æ�”�»�Þ�«�†�æ���K�r�M��

�Ê�Ý�Ã�î  �”�»�Þ�«�c"I���b  DHCP �§�î�Â  �”�»�Þ�«
�_�M�•�?�
�Ú�b  DHCP �§�î�Â�@��
›�¿�µ�º�á�î�¡  �­
�¢�Ó�å�º�_�6�•���œ�c�
�¿�µ�º�á�î�¡  �”�»�Þ�«�_�M
�•�G�\�@�[�A�r�M���¿�µ�º�á�î�¡  �”�»�Þ�«�†�Q#Ý�M
�•�G�\�[�
�Ú�b�§�î�Â�v  DHCP 0[�Ó�_�Â'Å�[�A�•�|
�:�_�^�~�r�M��

0
�X�b�§�î�Â�@�6�•���œ�
�›�§�î�Â�_  1 �X�b�Ê�Ý
�Ã�î  �”�»�Þ�«�†0¿���[�A�r�M��

�«�̧ �µ�É 5 exit �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�_�`�~�r
�M��

�«�̧ �µ�É 6 interface range port-range

�r�S�c

interface interface-id

DHCP �¡�Û�–�”�å�º�_�K)F�I�€�Z�8�•0
�X�b"@#.
�Ï�î�º�†0¿���K�
�–�å�±�î�Ç�™�–�«(
�V�¥�å�Ç�•
� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�r�S�c

DHCP �¡�Û�–�”�å�º�_�K)F�I�€�Z�8�•�"�M�b"@#.
�Ï�î�º�†0¿���K�
�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×
�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 7 switchport mode access �Ï�î�º�b  VLAN �Ó�å�Â�î�©�µ�É  �Ô�î�»�†��*O�K�r
�M��

�«�̧ �µ�É 8 switchport access vlan vlan-id �«�¸�µ�É  2 �[0¿���K�S�b�\� �L  VLAN �†�Ï�î�º�_�m
�~�\�Z�r�M��

�«�̧ �µ�É 9 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 10 show running-config 
°�Š
Æ���†&�1��K�r�M��

�«�̧ �µ�É 11 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†
�–�Ñ�K�r�M��
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 '¨  26 'v       DHCP �µ+��\  IP �¯�î�«  �ž�î�»�µ+��b0¿��
DHCP �«�¾�î�Æ�å�¢�b0¿��
DHCP �«�¾�î�Æ�å�¢�>�|�g  Option 82 �b�–�¿�î�È�Ý�ì

�«�–�µ�³�V�[  DHCP �«�¾�î�Æ�å�¢�†�–�¿�î�È�Ý�_�M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r
�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 ip dhcp snooping DHCP �«�¾�î�Æ�å�¢�†�¢�ß�î�Â�Ý�_�–�¿�î�È�Ý�ì�K�r�M��

�«�̧ �µ�É 3 ip dhcp snooping vlan vlan-range 1 �X�b  VLAN �r�S�c  VLAN (
�V�[  DHCP �«�¾�î�Æ�å�¢�†�–�¿�î�È�Ý�_
�K�r�M���æ���[�A�•(
�V�c  1 >| 4094 �[�M��

VLAN ID $��•�_�|�W�Z"I���I�€�•�"�M�b  VLAN ID �
�Q�€�R�€�†�•�å�Ð
�[�
�)�W�S�M4��b  VLAN ID �
�Á�–�Ç�å�†6ë�_��
°�K�S  VLAN ID �b(

�V�
�r�S�c
›8Œ�>�|�g�Ž�•�b  VLAN ID �[�
�)�}�€�S  VLAN ID �b(
�V
�†
°�Š�M�•�G�\�@�[�A�r�M���G�€�}�c�«�Ì�î�«�[�
�)�~�r�M��

�«�̧ �µ�É 4 ip dhcp snooping information option �«�–�µ�³�@  DHCP �§�î�Â�l�b  DHCP 0[�Ó�Ó�µ�­�î�ª�_�>�8�Z  DHCP �Ü
�Þ�î�_��>& Option 82 �Ç�•�î�Ý�»>'�†��
°�>�|�g�P7V�[�A�•�|�:�_�K�r
�M���G�€�@�¹�Ç�›�Ý�º�b0¿���[�M��

�«�̧ �µ�É 5 ip dhcp snooping information option 
format remote-id [string  ASCII-string | 
hostname]

>&�õ�–>'�Ü�Ô�î�º  ID �§�È�œ�É�©�Ù�å�†0¿���K�r�M��

���b�|�:�_�Ü�Ô�î�º  ID �†0¿���[�A�r�M��

• 63 �e�Ð�r�[�b  ASCII �e�Ð�4>&�«�Ì�î�«�^�K>'

• �«�–�µ�³�_0¿���I�€�S�Í�«�º�¡

>&�@>' �Í�«�º�¡�@  64 �e�Ð�è�V�b���œ�
�Ü�Ô�î�º  ID 0¿���[  63 �e�Ð�_�)
�~���Z�}�€�r�M��

�¹�Ç�›�Ý�º�b�Ü�Ô�î�º  ID �c�«�–�µ�³  MAC �”�»�Þ�«�[�M��

�«�̧ �µ�É 6 ip dhcp snooping information option 
allow-untrusted

>&�õ�–>'�«�–�µ�³�@�š�µ�ª  �«�–�µ�³�_�K)F�I�€�S7Ÿ(Ù�«�–�µ�³�[�6�•��
�œ�
�«�–�µ�³�@�š�µ�ª  �«�–�µ�³�_�|�W�Z  Option 82 �_���@��
°�I�€�S%T
�™ DHCP �«�¾�î�Æ�å�¢  �Ã�£�µ�º�†�w�E
°�€�•�|�:�_�K�r�M��

�¹�Ç�›�Ý�º0¿���c�¹�•�­�î�È�Ý�[�M��

>&�@>' �G�b�¥�Ð�å�»�c�
�™8—�[�A�•�¹�Â�–�«�_�K)F�I�€�S7Ÿ(Ù�«�–�µ
�³�T�E�[
°�Š�K�Z�C�T�I�8��

�«�̧ �µ�É 7 interface interface-id 0¿���M�•�–�å�±�î�Ç�™�–�«�†�æ���K�
�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×
�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 8 ip dhcp snooping vlan vlan information 
option format-t ype circuit-id 
[override] string ASCII-string 

>&�õ�–>'�æ���K�S�–�å�±�î�Ç�™�–�«�[�G)z  ID �§�È�œ�É�©�Ù�å�†0¿���K�r
�M��

1 >|  4094 �b(
�V�b  VLAN ID �†�Q#Ý�K�Z�
 VLAN �>�|�g�Ï�î�º  ID �†�æ
���K�r�M���¹�Ç�›�Ý�º�b�G)z  ID �c�Ï�î�º  ID �[�
�Ç�›�î�Ð�µ�º�c  
vlan-mod-port �[�M��

�G)z ID �c  3 >|  63 �b  ASCII �e�Ð�4>&�«�Ì�î�«�^�K>'�†0¿���[�A�r�M��

>&�õ�–>' override �Ÿ�î�á�î�»�c�
�•
°*…�_���†��*O�M�•�S�u�b  TLV �g�'
�_�G)z  ID �§�È�œ�É�©�Ù�å�†��
°�K�S�C�^�8���œ�_�Q#Ý�K�r�M��

�«�̧ �µ�É 9 ip dhcp snooping trust >&�õ�–>'�–�å�±�î�Ç�™�–�«�†�™8—�[�A�•�–�å�±�î�Ç�™�–�«�r�S�c�™8—�[
�A�^�8�–�å�±�î�Ç�™�–�«�\�K�Z0¿���K�r�M���™8—�[�A�^�8�¡�Û�–�”�å�º
�?�}�b�Ó�µ�­�î�ª�†�w�™�M�•�|�:�_�–�å�±�î�Ç�™�–�«�†0¿���M�•�_�c�

no �Ÿ�î�á�î�»�†�Q#Ý�K�r�M���¹�Ç�›�Ý�º0¿���c  untrusted �[�M��
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 '¨  26 'v       DHCP �µ+��\  IP �¯�î�«  �ž�î�»�µ+��b0¿��
DHCP �«�¾�î�Æ�å�¢�b0¿��
DHCP �«�¾�î�Æ�å�¢�†�¹�•�­�î�È�Ý�_�M�•�_�c�
 no ip dhcp snooping �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M�� 1 �X�b  VLAN �r�S�c  VLAN �b(
�V�[  DHCP �«�¾�î�Æ�å�¢�†�¹�•�­�î
�È�Ý�_�M�•�_�c�
 no ip dhcp snooping vlan vlan-range �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»
�†�Q#Ý�K�r�M�� Option 82 �Ç�•�î�Ý�»�b��
°�>�|�g�P7V�†�¹�•�­�î�È�Ý�_�M�•�_�c�
 no ip dhcp 
snooping information option �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M���š�µ�ª  �«
�–�µ�³�_�|�W�Z  Option 82 �_���@��
°�I�€�S%T�™  DHCP �«�¾�î�Æ�å�¢  �Ã�£�µ�º�†�»�ß�µ�É�M�•�|�:�_
7Ÿ(Ù�«�–�µ�³�†0¿���M�•�_�c�
 no ip dhcp snooping information option allow-untrusted �¢�ß�î�Â�Ý  
�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

���_�
 DHCP �«�¾�î�Æ�å�¢�†�¢�ß�î�Â�Ý�>�|�g  VLAN 10 �[�–�¿�î�È�Ý�_�K�
�Ï�î�º�b�Þ�î�º�D7H�†  1 
&Ê�6�S�~ 100 �Ã�£�µ�º�_0¿���M�•�[�†&g�K�r�M��

Switch(config)# ip dhcp snooping
Switch(config)# ip dhcp snooping vlan 10
Switch(config)# ip dhcp snooping information option
Switch(config)# interface gigabitethernet1/1
Switch(config-if)# ip dhcp snooping limit rate 100

�É�Û�–�Ë�î�º  VLAN �[�b  DHCP �«�¾�î�Æ�å�¢�b�–�¿�î�È�Ý�ì

DHCP �«�¾�î�Æ�å�¢�c�É�Û�–�Ë�î�º  VLAN �V�[�–�¿�î�È�Ý�_�[�A�r�M�� DHCP �«�¾�î�Æ�å�¢�@�–�¿�î
�È�Ý�b���œ�
0¿���c�É�Û�–�Ð�Ü  VLAN �>�|�g6õ4��Ü�E�}�€�Z�8�•�­�•�å�²�Ü  VLAN �b�g�‰�_���Û�K�r
�M�� DHCP �«�¾�î�Æ�å�¢�@�É�Û�–�Ð�Ü  VLAN �[�–�¿�î�È�Ý�b���œ�
�­�•�å�²�Ü  VLAN �[�v�–�¿�î�È�Ý
�_0¿���I�€�Z�8�r�M��

DHCP �«�¾�î�Æ�å�¢�@�M�[�_�É�Û�–�Ð�Ü  VLAN �_0¿���I�€�Z�8�Z  DHCP �«�¾�î�Æ�å�¢�†�­�•�å�²�Ü  
VLAN �\�c$��^�•�|�:�_0¿���K�S���œ�
�­�•�å�²�Ü  VLAN �b0¿���c�w� �_�^�~�r�O�‡���É�Û�–�Ð�Ü  
VLAN �_  DHCP �«�¾�î�Æ�å�¢�†0¿���M�•�²0[�@�6�~�r�M���É�Û�–�Ð�Ü  VLAN �_  DHCP �«�¾�î�Æ�å�¢
�@0¿���I�€�Z�8�^�8���œ�c�
 VLAN 200 �^�]�b�­�•�å�²�Ü  VLAN �_  DHCP �«�¾�î�Æ�å�¢�†0¿���M�•�\
�A�_�
���b�Ó�µ�­�î�ª�@/²&g�I�€�r�M��

�«�̧ �µ�É 10 ip dhcp snooping limit rate rate >&�õ�–>'�–�å�±�î�Ç�™�–�«�@�w�™�[�A�•  1 &Ê�6�S�~�b  DHCP �Ã�£�µ�º�X
�†0¿���K�r�M���æ���[�A�•(
�V�c  1 >|  2048 �[�M���¹�Ç�›�Ý�º�[�c�

�Þ�î�º�D7H�c0¿���I�€�r�O�‡��

>&�@>' �™8—�[�A�^�8�–�å�±�î�Ç�™�–�«�b�Þ�î�º�D7H�†  1 &Ê�6�S�~ 100 
�Ã�£�µ�º�è�W�_0¿���M�•�G�\�†�N�á�K�r�M���™8—�[�A�•�–�å
�±�î�Ç�™�–�«�b�Þ�î�º�D7H�†0¿���M�•���œ�
 DHCP �«�¾�î�Æ�å
�¢�†�Q�W�S0
�X�b  VLAN �_�m�~�\�Z�}�€�S�º�Û�å�¡  �Ï�î�º�[
�c�
�Þ�î�º�D7H�b�Í�†�±�A�C�M�•�G�\�@�²0[�_�^�•�G�\�@�6�~
�r�M��

�«�̧ �µ�É 11 exit �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 12 ip dhcp snooping verify mac-address >&�õ�–>'�™8—�[�A�^�8�Ï�î�º�_%T�™�K�S  DHCP �Ã�£�µ�º�b3æ�™
–  MAC 
�”�»�Þ�«�@�Ã�£�µ�º�b�¡�Û�–�”�å�º  �Á�î�»�˜�™�”  �”�»�Þ�«�\�M+´�M�•
�G�\�†&�1��M�•�|�:�_�«�–�µ�³�†0¿���K�r�M���¹�Ç�›�Ý�º�[�c�
3æ�™
–  
MAC �”�»�Þ�«�@�Ã�£�µ�º�b�¡�Û�–�”�å�º  �Á�î�»�˜�™�”  �”�»�Þ�«�\�M+´
�M�•�G�\�†&�1��K�r�M��

�«�̧ �µ�É 13 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 14 show running-config 0¿���†&�1��K�r�M��

�«�̧ �µ�É 15 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��

�¥�Ð�å�» % $×
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 '¨  26 'v       DHCP �µ+��\  IP �¯�î�«  �ž�î�»�µ+��b0¿��
DHCP �«�¾�î�Æ�å�¢�b0¿��
2w5d:%DHCP_SNOOPING-4-DHCP_SNOOPING_PVLAN_WARNING:DHCP Snooping configuration may not take 
effect on secondary vlan 200.DHCP Snooping configuration on secondary vlan is derived from 
its primary vlan.

show ip dhcp snooping "I�’  EXEC �¥�Ð�å�»���Š�[�c�
 DHCP �«�¾�î�Æ�å�¢�@�–�¿�î�È�Ý�[�6�•�É�Û
�–�Ð�Ü�>�|�g�­�•�å�²�Ü  �É�Û�–�Ë�î�º  VLAN �†�µ�t�
�M�m�Z�b  VLAN �†/²&g�K�r�M��

Cisco IOS DHCP �§�î�Â  �¹�î�±�Ë�î�«�b�–�¿�î�È�Ý�ì

Cisco IOS DHCP �§�î�Â  �¹�î�±�Ë�î�«�†�–�¿�î�È�Ý�_�K�Z0¿���M�•�m8p�_�X�8�Z�c�
 Cisco.com �Ì�î�ª
�b  [Documentation] > [Cisco IOS Software] > [12.2 Mainline] > [Configuration Guides] �_�6�• �� Cisco 
IOS IP Configuration Guide, Release 12.2���b�� Configuring DHCP���b�� DHCP Configuration Task 
List���†�g!·�K�Z�C�T�I�8��

DHCP �«�¾�î�Æ�å�¢  �Â�–�å�¹�•�å�¢  �¹�î�±�Ë�î�«  �š�î�ª�™�å�º�b�–�¿�î
�È�Ý�ì

�«�–�µ�³�V�[  DHCP �«�¾�î�Æ�å�¢  �Â�–�å�¹�•�å�¢  �¹�î�±�Ë�î�«  �š�î�ª�™�å�º�†�–�¿�î�È�Ý�_�K�
 0¿��
�M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 ip dhcp snooping database 
{ flash:/filename | 
ftp:// user:password@host/filename | 
http:// [[ username:password]@]{ hostna
me | host-ip}[/ directory]
/image-name.tar | 
rcp://user@host/filename}| 
tftp:// host/filename

���b�8�N�€�?�b�g�'�†�Q#Ý�K�Z�
�¹�î�±�Ë�î�«  �š�î�ª�™�å�º�r�S�c�Â�–
�å�¹�•�å�¢  �Ç�“�–�Ý�b  URL �†�æ���K�r�M��

• flash:/filename

• ftp:// user:password@host/filename 

• http:// [[ username:password]@]{ hostname | host-ip}[/ directory]
/image-name.tar

• rcp://user@host/filename

• tftp:// host/filename

�«�̧ �µ�É 3 ip dhcp snooping database timeout 
seconds

�¹�î�±�Ë�î�«3?3æ�É�ß�­�«�@�ö�¢�M�•�b�†�…�U�
�Q�€�r�[�_�ö�¢�K�^�8
���œ�c�É�ß�­�«�†�õ�F�M�•�ì6ë>&&Ê�X>'�†�æ���K�r�M��

�¹�Ç�›�Ý�º�c  300 &Ê�[�M���æ���[�A�•(
�V�c  0 >|  86400 �[�M��!“�‡7H�b
�‡6ë�†��*O�M�•�_�c�
 0 �†�Q#Ý�K�r�M���G�€�c3?3æ�†!“�‡7H�_0è/œ�M�•
�G�\�†�–�á�K�r�M��

�«�̧ �µ�É 4 ip dhcp snooping database write-delay 
seconds

�Â�–�å�¹�•�å�¢  �¹�î�±�Ë�î�«�@�š�f�I�€�Z�?�}3?3æ�†6ä���M�•�r�[�b4�
���ì6ë�†�æ���K�r�M���æ���[�A�•(
�V�c  15 >|  86400 &Ê�[�M���¹�Ç�›�Ý
�º�c  300 &Ê>&5 �(>'�[�M��

�«�̧ �µ�É 5 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��
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 '¨  26 'v       DHCP �µ+��\  IP �¯�î�«  �ž�î�»�µ+��b0¿��
DHCP �«�¾�î�Æ�å�¢�_���b/²&g
�¹�î�±�Ë�î�«  �š�î�ª�™�å�º�>�|�g�Â�–�å�¹�•�å�¢  �Ç�“�–�Ý�b�Q#Ý�†�õ�F�M�•�_�c�
 no ip dhcp 
snooping database �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M���±�–�Ò�”�˜�º�r�S�c
4����ì6ë�b�Í�†
Ì�­�µ�º�M�•�_�c�
 ip dhcp snooping database timeout seconds �r�S�c  ip dhcp 
snooping database write-delay seconds �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

DHCP �«�¾�î�Æ�å�¢  �Â�–�å�¹�•�å�¢  �¹�î�±�Ë�î�«  �š�î�ª�™�å�º�b)+0£�_���†�¡�Ü�”�M�•�_�c�
 clear 
ip dhcp snooping database statistics "I�’  EXEC �¥�Ð�å�»�†�Q#Ý�K�r�M���¹�î�±�Ë�î�«�†�f�‚�M�•�_
�c�
 renew ip dhcp snooping database "I�’  EXEC �¥�Ð�å�»�†�Q#Ý�K�r�M��

DHCP �«�¾�î�Æ�å�¢  �Â�–�å�¹�•�å�¢  �¹�î�±�Ë�î�«�?�}�Â�–�å�¹�•�å�¢  �š�å�º�Ü�†�P7V�M�•�_�c�
 no 
ip dhcp snooping binding mac-address vlan vlan-id ip-address interface interface-id "I�’  EXEC �¥�Ð
�å�»�†�Q#Ý�K�r�M���G�b�¥�Ð�å�»�c�
�P7V�M�•�š�å�º�Ü�H�\�_
°�Š�K�r�M��

DHCP �«�¾�î�Æ�å�¢�_���b/²&g
DHCP �«�¾�î�Æ�å�¢�_���†/²&g�M�•�_�c�
 /² 26-2 �_&g�M"I�’  EXEC �¥�Ð�å�»�†�Q#Ý�K�r�M��

>&�@>' DHCP �«�¾�î�Æ�å�¢�@�–�¿�î�È�Ý�[�–�å�±�î�Ç�™�–�«�@�²�˜�å  �«�¸�î�º�_�š�f�I�€�S���œ�
7ü$×�_0¿
���I�€�S�Â�–�å�¹�•�å�¢�c�P7V�I�€�r�O�‡��

�«�̧ �µ�É 6 ip dhcp snooping binding mac-address 
vlan vlan-id ip-address interface 
interface-id expiry seconds

>&�õ�–>' DHCP �«�¾�î�Æ�å�¢  �Â�–�å�¹�•�å�¢  �¹�î�±�Ë�î�«�_�Â�–�å�¹�•
�å�¢  �š�å�º�Ü�†3ã�•�K�r�M�� vlan-id �b(
�V�c  1 >|  4904 �[�M�� seconds 
�b(
�V�c  1 >|  4294967295 �[�M��

�G�b�¥�Ð�å�»�c�
3ã�•�M�•�š�å�º�Ü�H�\�_
°�Š�K�r�M��

>&�@>' �G�b�¥�Ð�å�»�c�
�«�–�µ�³�†�¸�«�º�r�S�c�¹�Â�µ�¢�M�•�\�A�_
�Q#Ý�K�r�M��

�«�̧ �µ�É 7 show ip dhcp snooping database 
[detail]

DHCP �«�¾�î�Æ�å�¢  �Â�–�å�¹�•�å�¢  �¹�î�±�Ë�î�«  �š�î�ª�™�å�º�b�«
�¸�î�±�«�>�|�g)+0£�_���†/²&g�K�r�M��

�«�̧ �µ�É 8 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��

�¥�Ð�å�» % $×

/² 26-2 DHCP �_���†/²&g�M�•�S�u�b�¥�Ð�å�»

�¥�Ð�å�» % $×

show ip dhcp snooping �«�–�µ�³�b  DHCP �«�¾�î�Æ�å�¢0¿���†/²&g�K�r�M��

show ip dhcp snooping binding  DHCP �«�¾�î�Æ�å�¢  �Â�–�å�¹�•�å�¢  �¹�î�±�Ë�î�«
Æ�b�·$×�_0¿���I�€�S�Â�–�å
�¹�•�å�¢�T�E�†/²&g�K�r�M���G�b�|�:�^�Â�–�å�¹�•�å�¢�c�
�Â�–�å�¹�•�å�¢  �¸�î�È
�Ý�\�v�ç�d�€�r�M��

show ip dhcp snooping database DHCP �«�¾�î�Æ�å�¢  �Â�–�å�¹�•�å�¢  �¹�î�±�Ë�î�«�b�«�¸�î�±�«�>�|�g)+0£�_���†/²
&g�K�r�M��

show ip dhcp snooping statistics DHCP �«�¾�î�Æ�å�¢�b)+0£�_���†0[(Ù�r�S�c0ò(ý�g�'�[/²&g�K�r�M��

show ip source binding �·$×�>�|�g7ü$×�_0¿���I�€�S�Â�–�å�¹�•�å�¢�†/²&g�K�r�M��
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 '¨  26 'v       DHCP �µ+��\  IP �¯�î�«  �ž�î�»�µ+��b0¿��
IP �¯�î�«  �ž�î�»�b�+0[
IP �¯�î�«  �ž�î�»�b�+0[
IPSG �c�
 DHCP �«�¾�î�Æ�å�¢  �Â�–�å�¹�•�å�¢  �¹�î�±�Ë�î�«�
�>�|�g�m�·�[0¿���I�€�S  IP �¯�î�«  �Â�–
�å�¹�•�å�¢�_�ö�Y�8�Z�º�Û�Ç�•�µ�¡�†�Ç�•�Ý�±�Ü�å�¢�M�•�G�\�_�|�~�
8��Ý�î�¸�µ�»  �Þ�–�Ö  2 �–�å
�±�î�Ç�™�–�«�[�b  IP �º�Û�Ç�•�µ�¡�†�D7H�M�•�­�Ÿ�×�Ü�¸�•�µ+��[�M�� IP �¯�î�«  �ž�î�»�†�Q#Ý�K�Z�
�Í
�«�º�@�
�Q�b�¿�–�Â�î�b  IP �”�»�Þ�«�b�Q#Ý�†0è�s�S���œ�b�º�Û�Ç�•�µ�¡�7�Á�†75�D�G�\�@�[�A�r�M��

IP �¯�î�«  �ž�î�»�c�
�™8—�[�A�^�8�–�å�±�î�Ç�™�–�«�V�[  DHCP �«�¾�î�Æ�å�¢�@�–�¿�î�È�Ý�_�I�€�Z�8
�•���œ�_�–�¿�î�È�Ý�_�[�A�r�M���–�å�±�î�Ç�™�–�«�V�[  IPSG �†�–�¿�î�È�Ý�_�M�•�\�
�«�–�µ�³�c�

DHCP �«�¾�î�Æ�å�¢�_�|�~0Á�•�I�€�S  DHCP �Ã�£�µ�º�†7V�A�
�G�b�–�å�±�î�Ç�™�–�«�[�w�™�K�S�M�m
�Z�b  IP �º�Û�Ç�•�µ�¡�†�È�ß�µ�¡�K�r�M���Ï�î�º  �”�¡�­�«  �¥�å�º�ß�î�Ý  �Ü�«�º>& ACL>'�c�
�G�b�–�å
�±�î�Ç�™�–�«�_4:#Ý�I�€�r�M���Ï�î�º  ACL �c�
 IP �¯�î�«  �Â�–�å�¹�•�å�¢  �¸�î�È�Ý�_3æ�™
–  IP �”�»�Þ
�«�†�â�X  IP �º�Û�Ç�•�µ�¡�T�E�†0Á�•�K�
�Q�b�Ú�b�º�Û�Ç�•�µ�¡�c�M�m�Z�Ä�°�K�r�M��

>&�@>' �Ï�î�º  ACL �c�
� �L�–�å�±�î�Ç�™�–�«�_�s8j�†�Z�<�•�Q�b�Ú�b�Ý�î�±  ACL �x  VLAN �Ð�µ�É�|�~�v
ƒ

›�I�€�r�M��

IP �¯�î�«  �Â�–�å�¹�•�å�¢  �¸�î�È�Ý  �Â�–�å�¹�•�å�¢�c�
 DHCP �«�¾�î�Æ�å�¢�_�|�~�Û*f�I�€�•�?�
�r�S
�c�m�·�[0¿���I�€�r�M>&�«�±�¸�•�µ�¡  IP �¯�î�«  �Â�–�å�¹�•�å�¢>' ���G�b�¸�î�È�Ý�b�š�å�º�Ü�c�M�m�Z�

MAC �”�»�Þ�«�\  VLAN $��•�@6õ4��Ü�E�}�€�S  IP �”�»�Þ�«�†�â�U�r�M���«�–�µ�³�c�
 IP �¯�î�«  �ž�î�»
�@�–�¿�î�È�Ý�_�I�€�Z�8�•���œ�T�E�
 IP �¯�î�«  �Â�–�å�¹�•�å�¢  �¸�î�È�Ý�†�Q#Ý�K�r�M��

IPSG �@�§�Ï�î�º�I�€�Z�8�•�b�c�
 �”�¡�­�«  �Ï�î�º�>�|�g�º�Û�å�¡  �Ï�î�º�†�µ�t�Þ�–�Ö  2 �Ï�î�º�T�E�[
�M��3æ�™
– IP �”�»�Þ�«  �Ç�•�Ý�±�Ü�å�¢�x�
3æ�™
–  IP �>�|�g  MAC �”�»�Þ�«  �Ç�•�Ý�±�Ü�å�¢�†�Q#Ý�K
�Z�
 IPSG �†0¿���M�•�G�\�@�[�A�r�M��

• ��3æ�™
– IP �”�»�Þ�«�b�Ç�•�Ý�±�Ü�å�¢�� >&P.26-17>'

• ��3æ�™
– IP �”�»�Þ�«�>�|�g  MAC �”�»�Þ�«�b�Ç�•�Ý�±�Ü�å�¢�� >&P.26-17>'

• ���«�±�¸�•�µ�¡  �Í�«�º#Ý  IP �¯�î�«  �ž�î�»�� >&P.26-18>'

3æ�™
– IP �”�»�Þ�«�b�Ç�•�Ý�±�Ü�å�¢

IPSG �[�G�b�œ�É�©�Ù�å�@�–�¿�î�È�Ý�_�I�€�Z�8�•���œ�
 IP �º�Û�Ç�•�µ�¡�c�
3æ�™
–  IP �”�»�Þ�«�_�ö
�Y�8�Z�Ç�•�Ý�±�Ü�å�¢�I�€�r�M���«�–�µ�³�c�
3æ�™
–  IP �@ DHCP �«�¾�î�Æ�å�¢  �Â�–�å�¹�•�å�¢  �¹�î
�±�Ë�î�«�b�š�å�º�Ü�
�r�S�c  IP �¯�î�«  �Â�–�å�¹�•�å�¢  �¸�î�È�Ý�b�Â�–�å�¹�•�å�¢�\�M+´�M�•���œ�_�

IP �º�Û�Ç�•�µ�¡�†3?3æ�K�r�M��

�–�å�±�î�Ç�™�–�«�V�[�
 DHCP �«�¾�î�Æ�å�¢  �Â�–�å�¹�•�å�¢�
�r�S�c�«�±�¸�•�µ�¡  IP �¯�î�«  �Â�–�å
�¹�•�å�¢�@3ã�•�
�š�f�
�r�S�c�P7V�I�€�S���œ�
�«�–�µ�³�c  IP �¯�î�«  �Â�–�å�¹�•�å�¢�b�š�f�†�Q#Ý�K
�Z�
�Ï�î�º  ACL �†�š�f�K�
�G�b�Ï�î�º  ACL �†�–�å�±�î�Ç�™�–�«�_
Ì�Ø4:#Ý�K�r�M��

IP �¯�î�«  �Â�–�å�¹�•�å�¢>& DHCP �«�¾�î�Æ�å�¢�_�|�~�·$×�_�Û*f�I�€�S�
�r�S�c�m�·�[0¿���I�€�S�v
�b>'�@0¿���I�€�Z�8�^�8�–�å�±�î�Ç�™�–�«�V�[  IPSG �†�–�¿�î�È�Ý�_�K�S���œ�
�«�–�µ�³�c�G�b�–�å
�±�î�Ç�™�–�«�V�[  IP �º�Û�Ç�•�µ�¡�M�m�Z�†�Ä�°�M�•�Ï�î�º  ACL �†�8�B�K�
4:#Ý�K�r�M�� IP �¯�î�«  
�ž�î�»�†�¹�•�­�î�È�Ý�_�K�S���œ�
�«�–�µ�³�c�–�å�±�î�Ç�™�–�«�?�}�Ï�î�º  ACL �†�P7V�K�r�M��

3æ�™
– IP �”�»�Þ�«�>�|�g  MAC �”�»�Þ�«�b�Ç�•�Ý�±�Ü�å�¢

IP �º�Û�Ç�•�µ�¡�c�
3æ�™
–  IP �”�»�Þ�«�>�|�g  MAC �”�»�Þ�«�_�ö�Y�8�Z�Ç�•�Ý�±�Ü�å�¢�I�€�r�M���«
�–�µ�³�c�
3æ�™
–  IP �”�»�Þ�«�\  MAC �”�»�Þ�«�@  IP �¯�î�«  �Â�–�å�¹�•�å�¢  �¸�î�È�Ý�b�š�å�º�Ü�\�M
+´�M�•���œ�T�E�
�º�Û�Ç�•�µ�¡�†3?3æ�K�r�M��
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 '¨  26 'v       DHCP �µ+��\  IP �¯�î�«  �ž�î�»�µ+��b0¿��
IP �¯�î�«  �ž�î�»�b�+0[
�”�»�Þ�«  �Ç�•�Ý�±�Ü�å�¢�@�–�¿�î�È�Ý�b���œ�
�«�–�µ�³�c  IP �º�Û�Ç�•�µ�¡�\8�  IP �º�Û�Ç�•�µ�¡�†
�Ç�•�Ý�±�Ü�å�¢�K�r�M�� IP �Ã�£�µ�º�
 �r�S�c8�  IP �Ã�£�µ�º�b3æ�™
–  MAC �”�»�Þ�«�@�w� �^  IP �¯�î�«  
�Â�–�å�¹�•�å�¢�\�M+´�M�•���œ�
�«�–�µ�³�c�G�b�Ã�£�µ�º�†3?3æ�K�r�M�� DHCP �Ã�£�µ�º�†7V�A�
�Q
�b�Ú�b'�8®�b�Ã�£�µ�º�c�M�m�Z�
�«�–�µ�³�_�|�~�»�ß�µ�É�I�€�r�M��

�«�–�µ�³�c�
3æ�™
–  MAC �”�»�Þ�«�b�Ç�•�Ý�±�Ü�å�¢�_�Ï�î�º  �­�Ÿ�×�Ü�¸�•�†�Q#Ý�K�r�M���Ï�î�º  �­
�Ÿ�×�Ü�¸�•4*�o�@$Î#Õ�K�S���œ�
�–�å�±�î�Ç�™�–�«�c�©�Õ�µ�º�²�˜�å�K�r�M��

�«�±�¸�•�µ�¡  �Í�«�º#Ý  IP �¯�î�«  �ž�î�»

>&�@>' �”�µ�É�Ü�å�¡  �Ï�î�º�
�r�S�c�º�Û�å�¡  �Ï�î�º�[�
�«�±�¸�•�µ�¡  �Í�«�º#Ý  IP �¯�î�«  �ž�î�»>& IPSG>'�†
�Q#Ý�K�^�8�[�C�T�I�8��

�«�±�¸�•�µ�¡  �Í�«�º#Ý  IPSG �c�
 IPSG �b�µ+��†  DHCP �[�c�^�8�
�«�±�¸�•�µ�¡�^#”�C�_�Ñ�G�M�•�v�b
�[�M���G�€�r�[�b  IPSG �c�
 DHCP �«�¾�î�Æ�å�¢�_�|�~�8�B�I�€�S�š�å�º�Ü�†�Q#Ý�K�Z�
�«�–�µ�³�_�K
)F�I�€�S�Í�«�º�†�è0É�K�Z�8�r�K�S���Í�«�º�?�}�w�™�K�S�º�Û�Ç�•�µ�¡�b�:�U�
�w� �^  DHCP �†�â�S
�^�8�v�b�c�M�m�Z�»�ß�µ�É�I�€�r�M���G�b�­�Ÿ�×�Ü�¸�•�µ+��_�|�W�Z�
�Ý�î�¸�•�å�¢�I�€�^�8�Þ�–�Ö  2 
�–�å�±�î�Ç�™�–�«�V�b  IP �º�Û�Ç�•�µ�¡�@�D7H�I�€�r�M���G�b�µ+��c�
 DHCP �«�¾�î�Æ�å�¢  �Â�–�å�¹�•
�å�¢  �¹�î�±�Ë�î�«�
�>�|�g�m�·�[0¿���I�€�S  IP �¯�î�«  �Â�–�å�¹�•�å�¢�_�ö�Y�8�Z�º�Û�Ç�•�µ�¡�†�Ç�•
�Ý�±�Ü�å�¢�K�r�M���S�Â�î�ª�Ù�å�b  IPSG �[�c�
 IPSG �†�·�8�I�O�•�S�u�_  DHCP #”�C�@�²0[�[�K�S��

�«�±�¸�•�µ�¡  �Í�«�º#Ý  IPSG �[�c�
 DHCP �^�K�[  IPSG �†�·�8�I�O�•�G�\�@�[�A�r�M���«�±�¸�•�µ�¡  
�Í�«�º#Ý  IPSG �c�
�Ï�î�º  ACL �†�–�å�«�º�î�Ý�M�•�S�u�_  IP �¹�Â�–�«  �º�Û�µ�Ÿ�å�¢  �¸�î�È�Ý  �š�å�º
�Ü�_�k�Ñ�K�Z�8�r�M���G�b�«�–�µ�³�c�
�æ���I�€�S�Ï�î�º�[�w� �^�Í�«�º�b�Ü�«�º�†)T�â�M�•�S�u�_�

ARP �Ü�¡�š�«�º�
�r�S�c�Q�b�Ú�b  IP �Ã�£�µ�º�_�ö�Y�8�Z�«�±�¸�•�µ�¡  �š�å�º�Ü�†�8�B�K�r�M���r�S�

�æ���I�€�S�Ï�î�º�_�º�Û�Ç�•�µ�¡�†3æ�™�[�A�•�Í�«�º�b�X�†�æ���M�•�G�\�v�[�A�r�M���G�€�c�Þ�–�Ö  3 
�[�b�Ï�î�º  �­�Ÿ�×�Ü�¸�•�\� �L�[�M��

�«�±�¸�•�µ�¡  �Í�«�º#Ý  IPSG �c�²�–�¼�Ñ�µ�¡  �Í�«�º�v�§�Ï�î�º�K�Z�8�r�M���²�–�¼�Ñ�µ�¡  �Í�«�º�@�

IP DHCP �«�¾�î�Æ�å�¢  �¸�î�È�Ý�_�Ñ�~�M�•  DHCP �@�m�~�\�Z�}�€�S  IP �”�»�Þ�«�†�w�™�M�•�\�
 IP �¹
�Â�–�«  �º�Û�µ�Ÿ�å�¢  �¸�î�È�Ý�c� �L�š�å�º�Ü�†�Û*f�K�r�M��  show ip device tracking all "I�’  EXEC �¥
�Ð�å�»�†
°�Š�M�•�\�
 IP �¹�Â�–�«  �º�Û�µ�Ÿ�å�¢  �¸�î�È�Ý�_�c�
�G�€�}�b�š�å�º�Ü�@  ACTIVE �[�6�•
�\/²&g�I�€�r�M��

>&�@>' 0
�X�b�¿�µ�º�á�î�¡  �–�å�±�î�Ç�™�–�«�†�â�X  IP �Í�«�º�b�M4Š�c�
�¿�µ�º�á�î�¡  �–�å�±�î�Ç�™
�–�«�_!“� �^�Ã�£�µ�º�†�@
°�M�•�G�\�@�[�A�r�M���G�b!“� �^�Ã�£�µ�º�_�c�
�¯�î�«  �”�»�Þ�«
�\�K�Z�
�9�b�Í�«�º  �¿�µ�º�á�î�¡  �–�å�±�î�Ç�™�–�«�b  IP �”�»�Þ�«�
�r�S�c  MAC �”�»�Þ�«�@
�µ�r�€�r�M���G�b!“� �Ã�£�µ�º�c�
�«�±�¸�•�µ�¡  �Í�«�º#Ý  IPSG �@�Í�«�º�_�K)F�I�€�
!“� �^  
IP �”�»�Þ�«  �Â�–�å�¹�•�å�¢�r�S�c  MAC �”�»�Þ�«  �Â�–�å�¹�•�å�¢�@�Û*f�I�€�Z�
�w� �^�Â�–
�å�¹�•�å�¢�@�Ä�°�I�€�•�N�I�\�^�~�r�M���Í�«�º�_�|�•!“� �^�Ã�£�µ�º�b�@
°�†�G4J�M�•�‰�2
�_�X�8�Z�c�
�P�Â�M�•�œ�Ì�Þ�î�¸�•�å�¢�©�«�¸�Ò�\�¿�µ�º�á�î�¡  �–�å�±�î�Ç�™�–�«�b�Ë�å�²�î
�_�>�e�8�œ�ƒ�O�C�T�I�8��

�q�6�
�«�±�¸�•�µ�¡  �Í�«�º#Ý  IPSG �c  ACL �Ë�î�«�b�«�¾�î�Æ�å�¢  �Ó�•�½�¬�Ò�†3û�L�Z�
�·$×�_  IP �Â
�–�å�¹�•�å�¢�
�r�S�c  MAC �Â�–�å�¹�•�å�¢�†�Û*f�K�r�M�� IP �Â�–�å�¹�•�å�¢�
�r�S�c  MAC �Â�–�å
�¹�•�å�¢�c�
 ARP �Ã�£�µ�º�
�>�|�g  IP �Ã�£�µ�º�_�|�~�
�«�±�¸�•�µ�¡  �Í�«�º�?�}�Û*f�I�€�r�M���G�€
�}�c�¹�Â�–�«  �º�Û�µ�Ÿ�å�¢  �¹�î�±�Ë�î�«�_�–�Ñ�I�€�r�M���æ���I�€�S�Ï�î�º�[�·$×�_�Û*f�
�r�S�c7ü
$×�_0¿���I�€�S  IP �”�»�Þ�«�b�X�@�q�±�Í�_4)�K�S���œ�
�‚�K�8  IP �”�»�Þ�«�†�â�X�Ã�£�µ�º�c�M�m�Z�

�Á�î�»�˜�™�”�_�|�~�»�ß�µ�É�I�€�r�M���1�}�?�b#.#ä�[&ã�·�I�€�S�
�r�S�c�^�C�^�W�S�Í�«�º�†0Ž�ô�M
�•�S�u�_�
�«�±�¸�•�µ�¡  �Í�«�º#Ý  IPSG �c  IP �¹�Â�–�«  �º�Û�µ�Ÿ�å�¢�†�q#Ý�K�Z�
�·$×�_�Û*f�K�S  IP 
�”�»�Þ�«  �Â�–�å�¹�•�å�¢�†�š�î�ª�å�¢  �”�˜�º�K�r�M���G�b�µ+��c�
 DHCP �«�¾�î�Æ�å�¢�\�\�v�_�Q#Ý
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 '¨  26 'v       DHCP �µ+��\  IP �¯�î�«  �ž�î�»�µ+��b0¿��
IP �¯�î�«  �ž�î�»�b0¿��
�[�A�r�M��0
�X�Â�–�å�¹�•�å�¢�c�
 DHCP �Í�«�º�\�«�±�¸�•�µ�¡  �Í�«�º�b�g�‰�_�K)F�I�€�S�Ï�î�º�_
&�'g�I�€�r�M���S�\�<�d�
�Â�–�å�¹�•�å�¢�c�
�¹�Â�–�«  �º�Û�µ�Ÿ�å�¢  �¹�î�±�Ë�î�«�\  DHCP �«�¾�î�Æ
�å�¢  �Â�–�å�¹�•�å�¢  �¹�î�±�Ë�î�«�b�g�‰�_�–�Ñ�I�€�r�M��

IP �¯�î�«  �ž�î�»�b0¿��
• ���¹�Ç�›�Ý�º�b  IP �¯�î�«  �ž�î�»0¿���� >&P.26-19>'

• �� IP �¯�î�«  �ž�î�»0¿���ì�b�@�–�¦8o�� >&P.26-19>'

• �� IP �¯�î�«  �ž�î�»�b�–�¿�î�È�Ý�ì�� >&P.26-20>'

• ���«�±�¸�•�µ�¡  �Í�«�º#Ý  IP �¯�î�«  �ž�î�»�b0¿���� >&P.26-21>'

�¹�Ç�›�Ý�º�b  IP �¯�î�«  �ž�î�»0¿��

IP �¯�î�«  �ž�î�»�c�
�¹�Ç�›�Ý�º�[�c�¹�•�­�î�È�Ý�_0¿���I�€�Z�8�r�M��

IP �¯�î�«  �ž�î�»0¿���ì�b�@�–�¦8o

• �«�±�¸�•�µ�¡  IP �Â�–�å�¹�•�å�¢�c�
8��Ý�î�¸�µ�»  �Ï�î�º�T�E�[0¿���[�A�r�M���Ý�î�¸�µ�»  �–�å
�±�î�Ç�™�–�«�[  ip source binding mac-address vlan vlan-id ip-address interface interface-id �¢
�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†
°�Š�M�•�\�
���b�š�Û�î  �Ó�µ�­�î�ª�@/²&g�I�€�r
�M��

Static IP source binding can only be configured on switch port.

• 3æ�™
– IP �Ç�•�Ý�±�Ü�å�¢�µ+��†�â�X  IP �¯�î�«  �ž�î�»�@�–�å�±�î�Ç�™�–�«�[�–�¿�î�È�Ý�_�I�€�Z�8
�•���œ�
�G�b�–�å�±�î�Ç�™�–�«�b�”�¡�­�«  VLAN �[�
 DHCP �«�¾�î�Æ�å�¢�†�–�¿�î�È�Ý�_�K�Z�>
�C�²0[�@�6�~�r�M��

• 0
�X�b  VLAN �†�â�X�º�Û�å�¡  �–�å�±�î�Ç�™�–�«�V�[  IP �¯�î�«  �ž�î�»�†�–�¿�î�È�Ý�_�K�
�G�€�}
�M�m�Z�b VLAN �[  DHCP �«�¾�î�Æ�å�¢�†�–�¿�î�È�Ý�_�K�S���œ�
�M�m�Z�b  VLAN �_�
3æ�™
– IP 
�”�»�Þ�«  �Ç�•�Ý�±�@4:#Ý�I�€�r�M��

>&�@>' IP �¯�î�«  �ž�î�»�@�–�¿�î�È�Ý�_�I�€�Z�8�•�\�A�_�
�º�Û�å�¡  �–�å�±�î�Ç�™�–�«�b  VLAN 
�V�[  DHCP �«�¾�î�Æ�å�¢�†�–�¿�î�È�Ý�
�r�S�c�¹�•�­�î�È�Ý�_�K�S���œ�
�«�–�µ�³�c4:�)
�_�º�Û�Ç�•�µ�¡�†�Ç�•�Ý�±�Ü�å�¢�[�A�^�8�•+��ö�@�6�~�r�M��

• 3æ�™
– IP �>�|�g  MAC �”�»�Þ�«  �Ç�•�Ý�±�Ü�å�¢�_�|�•  IP �¯�î�«  �ž�î�»�†�–�¿�î�È�Ý�_�M�•�_�c�

�–�å�±�î�Ç�™�–�«�b  DHCP �«�¾�î�Æ�å�¢�\�Ï�î�º  �­�Ÿ�×�Ü�¸�•�†�–�¿�î�È�Ý�_�M�•�²0[�@�6�~�r
�M���r�S�
 ip dhcp snooping information option �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†

°�Š�K�Z�
 DHCP �§�î�Â�_&����_  Option 82 �†�§�Ï�î�º�I�O�•�²0[�v�6�~�r�M�� MAC �”�»�Þ�«  
�Ç�•�Ý�±�Ü�å�¢�\�\�v�_  IP �¯�î�«  �ž�î�»�†�–�¿�î�È�Ý�_�K�S���œ�
 DHCP �Í�«�º�_�|�~�Ü�î�«�@
1��•�I�€�•�r�[�
�G�b�Í�«�º�b  MAC �”�»�Þ�«�c�Û*f�I�€�r�O�‡���§�î�Â�?�}�Í�«�º�_�Ã�£�µ�º�†
3?3æ�M�•���œ�
 DHCP �«�¾�î�Æ�å�¢�c  Option 82 �¹�î�±�†�Q#Ý�K�Z�
�Í�«�º  �Ï�î�º�†1‘�9�K�r�M��

• �É�Û�–�Ë�î�º  VLAN �@0¿���I�€�Z�8�•�–�å�±�î�Ç�™�–�«�_  IP �¯�î�«  �ž�î�»�†0¿���K�S���œ�
 �Ï�î
�º  �­�Ÿ�×�Ü�¸�•�c�§�Ï�î�º�I�€�r�O�‡��

• EtherChannels �[�c�
 IP �¯�î�«  �ž�î�»�c�§�Ï�î�º�I�€�r�O�‡��

• �G�b�µ+��c�
 802.1x �Ï�î�º�Ë�î�«�b1�0É�@�–�¿�î�È�Ý�_�I�€�Z�8�•���œ�_�–�¿�î�È�Ý�_�[�A�r�M��
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 '¨  26 'v       DHCP �µ+��\  IP �¯�î�«  �ž�î�»�µ+��b0¿��
IP �¯�î�«  �ž�î�»�b0¿��
• Ternary Content Addressable Memory>&TCAM>'�š�å�º�Ü�b�X�@�q�±�Í�†2x�<�S���œ�
 CPU �b�Q
#Ý"á�c�Q�•�K�r�M��

IP �¯�î�«  �ž�î�»�b�–�¿�î�È�Ý�ì

"I�’  EXEC �Ô�î�»�[6ä���K�r�M��

3æ�™
– IP �”�»�Þ�«  �Ç�•�Ý�±�Ü�å�¢�_�|�•  IP �¯�î�«  �ž�î�»�†�¹�•�­�î�È�Ý�_�M�•�_�c�
 no ip verify 
source �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

�«�±�¸�•�µ�¡  IP �¯�î�«  �Â�–�å�¹�•�å�¢  �š�å�º�Ü�†�P7V�M�•�_�c�
 no ip source �¢�ß�î�Â�Ý  �¥�å�Ç�•
� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

���_�
 IP �¯�î�«  �ž�î�»�\3æ�™
–  IP �>�|�g  MAC �Ç�•�Ý�±�Ü�å�¢�†  VLAN 10 �>�|�g  VLAN 11 �[�–
�¿�î�È�Ý�_�M�•�[�†&g�K�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 interface interface-id 0¿���M�•�–�å�±�î�Ç�™�–�«�†�æ���K�
�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×
�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 3 ip verify source 

�r�S�c  

ip verify source port-security

3æ�™
– IP �”�»�Þ�«  �Ç�•�Ý�±�Ü�å�¢�_�|�•  IP �¯�î�«  �ž�î�»�†�–�¿�î�È�Ý
�_�K�r�M��

3æ�™
– IP �>�|�g  MAC �”�»�Þ�«  �Ç�•�Ý�±�Ü�å�¢�_�|�•  IP �¯�î�«  �ž�î�»
�†�–�¿�î�È�Ý�_�K�r�M��

>&�@>' ip verify source port-security �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×
�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�Z�
 IP �¯�î�«  �ž�î�»�\�Ï�î�º  �­
�Ÿ�×�Ü�¸�•�b�g�‰�†�–�¿�î�È�Ý�_�M�•���œ�c���b  2 !l�_�@�–�K
�Z�C�T�I�8��

• DHCP �§�î�Â�c  Option 82 �†�§�Ï�î�º�M�•�²0[�@�6�~�r�M���§
�Ï�î�º�K�Z�8�^�8���œ�
�¡�Û�–�”�å�º�_�c  IP �”�»�Þ�«�†�m�~�\
�Z�•�G�\�@�[�A�r�O�‡��

• DHCP �Ã�£�µ�º�b  MAC �”�»�Þ�«�@�
�­�Ÿ�×�”  �”�»�Þ�«�\�K�Z
�Û*f�I�€�•�G�\�c�6�~�r�O�‡�� DHCP �¡�Û�–�”�å�º�b  MAC �”
�»�Þ�«�@�­�Ÿ�×�”  �”�»�Þ�«�\�K�Z�Û*f�I�€�•�_�c�
�«�–�µ�³�@
8�  DHCP �¹�î�±  �º�Û�Ç�•�µ�¡�†�w�™�K�S���œ�T�E�[�M��

�«�̧ �µ�É 4 exit �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 5 ip source binding mac-address vlan 
vlan-id ip-address inteface interface-id

�«�±�¸�•�µ�¡  IP �¯�î�«  �Â�–�å�¹�•�å�¢�†3ã�•�K�r�M��

�«�±�¸�•�µ�¡  �Â�–�å�¹�•�å�¢�H�\�_�G�b�¥�Ð�å�»�†
°�Š�K�r�M��

�«�̧ �µ�É 6 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 7 show ip verify source [interface 
interface-id]

IP �¯�î�«  �ž�î�»�b0¿���†&�1��K�r�M��

�«�̧ �µ�É 8 show ip source binding [ip-address] 
[mac-address] [dhcp-snooping | static] 
[ inteface interface-id] [vlan vlan-id] 

�«�–�µ�³�
"I���b  VLAN �
�r�S�c"I���b�–�å�±�î�Ç�™�–�«�V�_  IP �¯�î
�«  �Â�–�å�¹�•�å�¢�†/²&g�K�r�M��

�«�̧ �µ�É 9 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��
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 '¨  26 'v       DHCP �µ+��\  IP �¯�î�«  �ž�î�»�µ+��b0¿��
IP �¯�î�«  �ž�î�»�b0¿��
Switch# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)# interface gigabitethernet1/1
Switch(config-if)# ip verify source port-security
Switch(config-if)# exit
Switch(config)# ip source binding 0100.0022.0010 vlan 10 10.0.0.2 interface 
gigabitethernet1/1
Switch(config)# ip source binding 0100.0230.0002 vlan 11 10.0.0.4 interface 
gigabitethernet1/1
Switch(config)# end

�«�±�¸�•�µ�¡  �Í�«�º#Ý  IP �¯�î�«  �ž�î�»�b0¿��

• ���Þ�–�Ö  2 �”�¡�­�«  �Ï�î�º�[�b�«�±�¸�•�µ�¡  �Í�«�º#Ý  IP �¯�î�«  �ž�î�»�b0¿���� >&P.26-21>'

• ���É�Û�–�Ë�î�º  VLAN �Í�«�º  �Ï�î�º�V�b�«�±�¸�•�µ�¡  �Í�«�º�b  IP �¯�î�«  �ž�î�»�b0¿����
>&P.26-25>'

�Þ�–�Ö  2 �”�¡�­�«  �Ï�î�º�[�b�«�±�¸�•�µ�¡  �Í�«�º#Ý  IP �¯�î�«  �ž�î�»�b0¿��

>&�@>' �«�±�¸�•�µ�¡  �Í�«�º#Ý  IPSG �†�·�8�I�O�•�_�c�
 ip device tracking maximum limit-number �–�å�±�î
�Ç�™�–�« �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�¢�ß�î�Â�Ý�_0¿���M�•�²0[�@�6�~�r�M���G�b�¥�Ð�å�»�†
�Ï�î�º�_�P�K�Z��/œ�K�S�@�
 IP �¹�Â�–�«  �º�Û�µ�Ÿ�å�¢�†�¢�ß�î�Â�Ý�_�–�¿�î�È�Ý�_�K�Z�8�^�8�
�r�S
�c  IP device tracking maximum �†�Q�b�–�å�±�î�Ç�™�–�«�_�P�K�Z0¿���K�Z�8�^�8���œ�c�
 �«�±�¸�•�µ�¡  
�Í�«�º�b  IPSG �_�|�W�Z�
�Q�b�–�å�±�î�Ç�™�–�«�?�}�b  IP �º�Û�Ç�•�µ�¡�c�M�m�Z�Ä�°�I�€�r�M���G�b
0[�ó�c�
�«�±�¸�•�µ�¡  �Í�«�º�b  IPSG �@�É�Û�–�Ë�î�º  VLAN �Í�«�º  �Ï�î�º�V�[�Q#Ý�I�€�•���œ�_�v4:
#Ý�I�€�r�M��

"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r
�M��

�«�̧ �µ�É 2 ip device tracking IP �Í�«�º  �¸�î�È�Ý�†�œ�å�_�K�
 IP �¹�Â�–�«  �º�Û�µ�Ÿ�å
�¢�†�¢�ß�î�Â�Ý�_�–�¿�î�È�Ý�_�K�r�M��

�«�̧ �µ�É 3 interface interface-id �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä
���K�r�M��

�«�̧ �µ�É 4 switchport mode access �Ï�î�º�†�”�¡�­�«�\�K�Z0¿���K�r�M��

�«�̧ �µ�É 5 switchport access vlan vlan-id �G�b�Ï�î�º#Ý�b  VLAN �†0¿���K�r�M��
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 '¨  26 'v       DHCP �µ+��\  IP �¯�î�«  �ž�î�»�µ+��b0¿��
IP �¯�î�«  �ž�î�»�b0¿��
���_�
�–�å�±�î�Ç�™�–�«�V�[�«�±�¸�•�µ�¡  �Í�«�º�†�Q�W�Z  IPSG �†�õ�F�M�•�[�†&g�K�r�M��

Switch(config-if)# no ip verify source
Switch(config-if)# no ip device tracking max

���_�
�Ï�î�º�V�[�«�±�¸�•�µ�¡  �Í�«�º�†�Q�W�Z  IPSG �†�–�¿�î�È�Ý�_�M�•�[�†&g�K�r�M��

Switch(config)# ip device tracking
Switch(config)# ip device tracking max 10

�«�̧ �µ�É 6 ip verify source tracking port-security MAC �”�»�Þ�«  �Ç�•�Ý�±�Ü�å�¢�\�\�v�_�«�±�¸�•�µ�¡  
�Í�«�º#Ý  IPSG �†�–�¿�î�È�Ý�_�K�r�M��

>&�@>' ip verify source port-security �–�å�±�î�Ç�™�–
�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K
�Z�
 IP �¯�î�«  �ž�î�»�\�Ï�î�º  �­�Ÿ�×�Ü�¸�•�b
�g�‰�†�–�¿�î�È�Ý�_�M�•���œ�


• DHCP �§�î�Â�c  Option 82 �†�§�Ï�î�º�M�•�²0[
�@�6�~�r�M���§�Ï�î�º�K�Z�8�^�8���œ�
�¡�Û�–
�”�å�º�_�c  IP �”�»�Þ�«�†�m�~�\�Z�•�G�\�@�[
�A�r�O�‡��

• DHCP �Ã�£�µ�º�b  MAC �”�»�Þ�«�@�
 �­�Ÿ�×�”  
�”�»�Þ�«�\�K�Z�Û*f�I�€�•�G�\�c�6�~�r�O�‡��
DHCP �¡�Û�–�”�å�º�b  MAC �”�»�Þ�«�@�­�Ÿ�×
�”  �”�»�Þ�«�\�K�Z�Û*f�I�€�•�_�c�
�«�–�µ�³
�@8� DHCP �¹�î�±  �º�Û�Ç�•�µ�¡�†�w�™�K�S��
�œ�T�E�[�M��

�«�̧ �µ�É 7 ip device tracking maximum number �Q�b�Ï�î�º�[�
 IP �¹�Â�–�«  �º�Û�µ�Ÿ�å�¢  �¸�î�È�Ý�_�|
�~0Á�•�I�€�•�«�±�¸�•�µ�¡  IP �X�b�V7H�†0¿���K�r�M��
�æ���[�A�•(
�V�c  1 >|  10 �[�M���q�±�Í�c  10 �[�M��

>&�@>' ip device tracking maximum limit-number �–�å
�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»
�†0¿���M�•�²0[�@�6�~�r�M��

�«�̧ �µ�É 8 switchport port-security >&�õ�–>'�G�b�Ï�î�º�b�Ï�î�º  �­�Ÿ�×�Ü�¸�•�†�”�¡�¸�•�È
�_�K�r�M��

�«�̧ �µ�É 9 switchport port-security maximum value >&�õ�–>'�G�b�Ï�î�º�_�P�M�•  MAC �”�»�Þ�«�b�q�±�Í�†
0¿���K�r�M��

�«�̧ �µ�É 10 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 11 show ip verify source interface interface-id 0¿���†&�1��K�
�«�±�¸�•�µ�¡  �Í�«�º�_�P�M�•  IPSG 0Á
�•  ACL �†/²&g�K�r�M��

�«�̧ �µ�É 12 show ip device track all
[active | inactive] count

�«�–�µ�³  �–�å�±�î�Ç�™�–�«�V�b�æ���I�€�S�Í�«�º�_�P
�M�•  IP/MAC �Â�–�å�¹�•�å�¢�†/²&g�K�Z�
0¿���†&�1�
�K�r�M��

• all active>8�”�¡�¸�•�È�^  IP �r�S�c  MAC �Â�–�å
�¹�•�å�¢  �š�å�º�Ü�T�E�†/²&g�K�r�M

• all inactive>88��”�¡�¸�•�È�^  IP �r�S�c  MAC �Â�–
�å�¹�•�å�¢  �š�å�º�Ü�T�E�†/²&g�K�r�M

• all>8�”�¡�¸�•�È�>�|�g8��”�¡�¸�•�È�^  IP �r�S�c  
MAC �Â�–�å�¹�•�å�¢  �š�å�º�Ü�†/²&g�K�r�M

�¥�Ð�å�» % $×
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 '¨  26 'v       DHCP �µ+��\  IP �¯�î�«  �ž�î�»�µ+��b0¿��
IP �¯�î�«  �ž�î�»�b0¿��
Switch(config-if)# ip verify source tracking port-security

���_�
�Þ�–�Ö  2 �”�¡�­�«  �Ï�î�º�[  IP �Ç�•�Ý�±�†�Q#Ý�K�Z�«�±�¸�•�µ�¡  �Í�«�º#Ý  IPSG �†�–�¿�î�È�Ý�_
�K�
�–�å�±�î�Ç�™�–�«  Gi0/3 �[�w� �^  IP �Â�–�å�¹�•�å�¢�†&�1��M�•�[�†&g�K�r�M��

Switch# configure terminal  
Enter configuration commands, one per line.  End with CNTL/Z.
Switch(config)# ip device tracking
Switch(config)# interface gigabitethernet 0/3
Switch(config-if)# switchport mode access  
Switch(config-if)# switchport access vlan 10
Switch(config-if)# ip device tracking maximum 5
Switch(config-if)# ip verify source tracking
Switch(config-if)# end

Switch# show ip verify source
Interface  Filter-type  Filter-mode  IP-address       Mac-address        Vlan
---------  -----------  -----------  ---------------  -----------------  ----
Gi0/3      ip trk       active       40.1.1.24                           10   
Gi0/3      ip trk       active       40.1.1.20                           10  
Gi0/3      ip trk       active       40.1.1.21                           10   

���_�
�Þ�–�Ö  2 �”�¡�­�«  �Ï�î�º�[  IP-MAC �Ç�•�Ý�±�†�Q#Ý�K�Z�«�±�¸�•�µ�¡  �Í�«�º#Ý  IPSG �†�–�¿�î
�È�Ý�_�K�
�–�å�±�î�Ç�™�–�«  Gi0/3 �[�w� �^  IP-MAC �Â�–�å�¹�•�å�¢�†&�1��K�Z�?�}�
�G�b�–�å�±�î
�Ç�™�–�«�V�[�V7H�_4)�K�S�Â�–�å�¹�•�å�¢�b�X�†&�1��M�•�[�†&g�K�r�M��

Switch# configure terminal  
Enter configuration commands, one per line.  End with CNTL/Z.
Switch(config)# ip device tracking
Switch(config)# interface gigabitethernet 0/3
Switch(config-if)# switchport mode access  
Switch(config-if)# switchport access vlan 1
Switch(config-if)# ip device tracking maximum 5
Switch(config-if)# switchport port-security  
Switch(config-if)# switchport port-security maximum 5
Switch(config-if)# ip verify source tracking port-security  
Switch(config-if)# end

Switch# show ip verify source
Interface  Filter-type  Filter-mode  IP-address       Mac-address        Vlan
---------  -----------  -----------  ---------------  -----------------  ----
Gi0/3      ip-mac trk   active       40.1.1.24        00:00:00:00:03:04  1   
Gi0/3      ip-mac trk   active       40.1.1.20        00:00:00:00:03:05  1   
Gi0/3      ip-mac trk   active       40.1.1.21        00:00:00:00:03:06  1   
Gi0/3      ip-mac trk   active       40.1.1.22        00:00:00:00:03:07  1   
Gi0/3      ip-mac trk   active       40.1.1.23        00:00:00:00:03:08  1  

�G�b�[�c�
�M�m�Z�b�–�å�±�î�Ç�™�–�«�_�P�M�•  IP �r�S�c  MAC �Â�–�å�¹�•�å�¢  �š�å�º�Ü�†�M�m�Z/²&g
�K�r�M�� CLI �c�”�¡�¸�•�È  �š�å�º�Ü�\8��”�¡�¸�•�È  �š�å�º�Ü�b�g�‰�†/²&g�K�r�M���–�å�±�î�Ç�™�–�«
�[�Í�«�º�@�Û*f�I�€�•�\�
�G�b�‚�K�8�š�å�º�Ü�c�
�”�¡�¸�•�È�\�Ð�î�¡�I�€�r�M���G�b�Í�«�º�†�G�b�–
�å�±�î�Ç�™�–�«�?�}�)�•�K�
�9�b�–�å�±�î�Ç�™�–�«�_�K)F�M�•�\�
�Í�«�º�†�è���M�•�\� �ì�_�
�‚�K�8  
IP �r�S�c  MAC �Â�–�å�¹�•�å�¢  �š�å�º�Ü�@�”�¡�¸�•�È�\�K�Z/²&g�I�€�r�M���è�S�b�–�å�±�î�Ç�™�–�«
�[�c�
�G�b�Í�«�º�_�P�M�•�‚�8�š�å�º�Ü�@8��”�¡�¸�•�È�\�Ð�î�¡�I�€�r�M��

Switch# show ip device tracking all  
IP Device Tracking = Enabled
IP Device Tracking Probe Count = 3
IP Device Tracking Probe Interval = 30
---------------------------------------------------------------------
  IP Address     MAC Address   Vlan  Interface              STATE    
---------------------------------------------------------------------
200.1.1.8       0001.0600.0000  8    GigabitEthernet0/1     INACTIVE
200.1.1.9       0001.0600.0000  8    GigabitEthernet0/1     INACTIVE
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 '¨  26 'v       DHCP �µ+��\  IP �¯�î�«  �ž�î�»�µ+��b0¿��
IP �¯�î�«  �ž�î�»�b0¿��
200.1.1.10      0001.0600.0000  8    GigabitEthernet0/1     INACTIVE
200.1.1.1       0001.0600.0000  9    GigabitEthernet0/2     ACTIVE
200.1.1.1       0001.0600.0000  8    GigabitEthernet0/1     INACTIVE
200.1.1.2       0001.0600.0000  9    GigabitEthernet0/2     ACTIVE
200.1.1.2       0001.0600.0000  8    GigabitEthernet0/1     INACTIVE
200.1.1.3       0001.0600.0000  9    GigabitEthernet0/2     ACTIVE
200.1.1.3       0001.0600.0000  8    GigabitEthernet0/1     INACTIVE
200.1.1.4       0001.0600.0000  9    GigabitEthernet0/2     ACTIVE
200.1.1.4       0001.0600.0000  8    GigabitEthernet0/1     INACTIVE
200.1.1.5       0001.0600.0000  9    GigabitEthernet0/2     ACTIVE
200.1.1.5       0001.0600.0000  8    GigabitEthernet0/1     INACTIVE
200.1.1.6       0001.0600.0000  8    GigabitEthernet0/1     INACTIVE
200.1.1.7       0001.0600.0000  8    GigabitEthernet0/1     INACTIVE

�G�b�[�c�
�M�m�Z�b�–�å�±�î�Ç�™�–�«�_�P�M�•�”�¡�¸�•�È�^  IP �r�S�c  MAC �Â�–�å�¹�•�å�¢  �š�å�º�Ü
�†�M�m�Z/²&g�K�r�M��

Switch# show ip device tracking all active
IP Device Tracking = Enabled
IP Device Tracking Probe Count = 3
IP Device Tracking Probe Interval = 30
---------------------------------------------------------------------
  IP Address     MAC Address   Vlan  Interface              STATE    
---------------------------------------------------------------------
200.1.1.1       0001.0600.0000  9    GigabitEthernet0/1     ACTIVE
200.1.1.2       0001.0600.0000  9    GigabitEthernet0/1     ACTIVE
200.1.1.3       0001.0600.0000  9    GigabitEthernet0/1     ACTIVE
200.1.1.4       0001.0600.0000  9    GigabitEthernet0/1     ACTIVE
200.1.1.5       0001.0600.0000  9    GigabitEthernet0/1     ACTIVE

�G�b�[�c�
�M�m�Z�b�–�å�±�î�Ç�™�–�«�_�P�M�•8��”�¡�¸�•�È�^  IP �r�S�c  MAC �Â�–�å�¹�•�å�¢  �š�å�º
�Ü�†�M�m�Z/²&g�K�r�M���G�b�Í�«�º�c�r�N�
 GigabitEthernet 0/1 �[�Û*f�I�€�
���_  GigabitEthernet 0/2 
�[&ã�·�I�€�r�M�� GigabitEthernet 0/1 �[�Û*f�I�€�S  IP �r�S�c  MAC �Â�–�å�¹�•�å�¢  �š�å�º�Ü�c8��”�¡
�¸�•�È�\�Ð�î�¡�I�€�r�M��

Switch# show ip device tracking all inactive
IP Device Tracking = Enabled
IP Device Tracking Probe Count = 3
IP Device Tracking Probe Interval = 30
---------------------------------------------------------------------
  IP Address     MAC Address   Vlan  Interface              STATE    
---------------------------------------------------------------------
200.1.1.8       0001.0600.0000  8    GigabitEthernet0/1     INACTIVE
200.1.1.9       0001.0600.0000  8    GigabitEthernet0/1     INACTIVE
200.1.1.10      0001.0600.0000  8    GigabitEthernet0/1     INACTIVE
200.1.1.1       0001.0600.0000  8    GigabitEthernet0/1     INACTIVE
200.1.1.2       0001.0600.0000  8    GigabitEthernet0/1     INACTIVE
200.1.1.3       0001.0600.0000  8    GigabitEthernet0/1     INACTIVE
200.1.1.4       0001.0600.0000  8    GigabitEthernet0/1     INACTIVE
200.1.1.5       0001.0600.0000  8    GigabitEthernet0/1     INACTIVE
200.1.1.6       0001.0600.0000  8    GigabitEthernet0/1     INACTIVE
200.1.1.7       0001.0600.0000  8    GigabitEthernet0/1     INACTIVE

�G�b�[�c�
�M�m�Z�b�–�å�±�î�Ç�™�–�«�_�P�M�•�M�m�Z�b  IP �¹�Â�–�«  �º�Û�µ�Ÿ�å�¢  �Í�«�º  �š�å�º�Ü�b
)r�X�†/²&g�K�r�M��

Switch# show ip device tracking all count
Total IP Device Tracking Host entries: 5
---------------------------------------------------------------------
  Interface           Maximum Limit           Number of Entries      
---------------------------------------------------------------------
Gi0/3                  5 
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 '¨  26 'v       DHCP �µ+��\  IP �¯�î�«  �ž�î�»�µ+��b0¿��
IP �¯�î�«  �ž�î�»�b0¿��
�É�Û�–�Ë�î�º  VLAN �Í�«�º  �Ï�î�º�V�b�«�±�¸�•�µ�¡  �Í�«�º�b  IP �¯�î�«  �ž�î�»�b0¿��

>&�@>' �«�±�¸�•�µ�¡  �Í�«�º�b  IPSG �†�µ+��I�O�•�_�c�
 ip device tracking maximum limit-number �–�å�±�î
�Ç�™�–�« �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�¢�ß�î�Â�Ý�_0¿���M�•�²0[�@�6�~�r�M���G�b�¥�Ð�å�»�†
�Ï�î�º�_�P�K�Z��/œ�K�S�@�
 IP �¹�Â�–�«  �º�Û�µ�Ÿ�å�¢�†�¢�ß�î�Â�Ý�_�–�¿�î�È�Ý�_�K�Z�8�^�8�
�r�S
�c  IP device tracking maximum �†�Q�b�–�å�±�î�Ç�™�–�«�_�P�K�Z0¿���K�Z�8�^�8���œ�c�
 �«�±�¸�•�µ�¡  
�Í�«�º�b  IPSG �_�|�W�Z�
�Q�b�–�å�±�î�Ç�™�–�«�?�}�b  IP �º�Û�Ç�•�µ�¡�c�M�m�Z�Ä�°�I�€�r�M���G�b
0[�ó�c�
�«�±�¸�•�µ�¡  �Í�«�º�b  IPSG �@�Þ�–�Ö 2 �”�¡�­�«  �Ï�î�º�V�[�Q#Ý�I�€�•���œ�_�v4:#Ý�I�€�r
�M��

"I�’  EXEC �Ô�î�»�[�
���_&g�M�m8p�†��/œ�K�Z�Þ�–�Ö  2 �”�¡�­�«  �Ï�î�º�V�b�«�±�¸�•�µ�¡  �Í�«�º�b  
IPSG �\  IP �Ç�•�Ý�±�†0¿���K�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r
�M��

�«�̧ �µ�É 2 vlan vlan-id1 VLAN �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 3 private-vlan primary �É�Û�–�Ð�Ü  VLAN �†�É�Û�–�Ë�î�º  VLAN �Ï�î�º�V�_0¿
���K�r�M��

�«�̧ �µ�É 4 exit VLAN �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†)
�¢�K�r�M��

�«�̧ �µ�É 5 vlan vlan-id2 �9�b  VLAN �b  VLAN �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»
�†6ä���K�r�M��

�«�̧ �µ�É 6 private-vlan isolated "‚'g  VLAN �†�É�Û�–�Ë�î�º  VLAN �Ï�î�º�V�_0¿���K�r
�M��

�«�̧ �µ�É 7 exit VLAN �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†)
�¢�K�r�M��

�«�̧ �µ�É 8 vlan vlan-id1 VLAN �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 9 private-vlan association 201 VLAN �†"‚'g�É�Û�–�Ë�î�º  VLAN �Ï�î�º�_6õ4��Ü�E�r
�M��

�«�̧ �µ�É 10 exit VLAN �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†)
�¢�K�r�M��

�«�̧ �µ�É 11 interface fastEthernet interface-id �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä
���K�r�M��

�«�̧ �µ�É 12 switchport mode private-vlan host >&�õ�–>'�Ï�î�º�†�É�Û�–�Ë�î�º  VLAN �Í�«�º�\�K�Z0¿��
�K�r�M��

�«�̧ �µ�É 13 switchport private-vlan host-association vlan-id1 
vlan-id2

>&�õ�–>'�G�b�Ï�î�º�_�
�P�Â�M�•�É�Û�–�Ë�î�º  VLAN �†
6õ4��Ü�E�r�M��

�«�̧ �µ�É 14 ip device tracking maximum number �G�b�Ï�î�º�_�P�K�Z  IP �¹�Â�–�«  �º�Û�µ�Ÿ�å�¢  �¸�î�È�Ý
�_�–�â�[�A�•�«�±�¸�•�µ�¡  IP �b�X�b�V7H�†0¿���K�r�M��

�q�±�Í�c  10 �[�M��

>&�@>' �«�±�¸�•�µ�¡  �Í�«�º�b  IPSG �†�µ+��I�O�•�_
�c�
 ip device tracking maximum number �–�å
�±�î�Ç�™�–�«  �¥�Ð�å�»�†�¢�ß�î�Â�Ý�_0¿���M�•
�²0[�@�6�~�r�M��

�«�̧ �µ�É 15 ip verify source tracking [port-security] �G�b�Ï�î�º�V�b�«�±�¸�•�µ�¡  �Í�«�º�b  IPSG �\  MAC �”
�»�Þ�«  �Ç�•�Ý�±�Ü�å�¢�†�”�¡�¸�•�È�_�K�r�M��
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 '¨  26 'v       DHCP �µ+��\  IP �¯�î�«  �ž�î�»�µ+��b0¿��
IP �¯�î�«  �ž�î�»�b0¿��
�«�̧ �µ�É 16 end �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†)

�¢�K�r�M��

�«�̧ �µ�É 17 show ip device tracking all 0¿���†&�1��K�r�M��

�«�̧ �µ�É 18 show ip verify source interface interface-id IP �¯�î�«  �ž�î�»�b0¿���†&�1��K�r�M���«�±�¸�•�µ�¡  �Í
�«�º�b  IPSG �b0Á�•  ACL �†/²&g�K�r�M��

�¥�Ð�å�» % $×
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 '¨  26 'v       DHCP �µ+��\  IP �¯�î�«  �ž�î�»�µ+��b0¿��
IP �¯�î�«  �ž�î�»�b0¿��
���_�
�É�Û�–�Ë�î�º  VLAN �Í�«�º  �Ï�î�º�V�[�«�±�¸�•�µ�¡  �Í�«�º�b  IPSG �\  IP �Ç�•�Ý�±�†�–�¿�î�È
�Ý�_�M�•�[�†&g�K�r�M��

Switch(config)# vlan 200
Switch(config-vlan)# private-vlan primary
Switch(config-vlan)# exit
Switch(config)# vlan 201
Switch(config-vlan)# private-vlan isolated  
Switch(config-vlan)# exit
Switch(config)# vlan 200
Switch(config-vlan)# private-vlan association 201
Switch(config-vlan)# exit
Switch(config)# int fastEthernet 4/3
Switch(config-if)# switchport mode private-vlan host  
Switch(config-if)# switchport private-vlan host-association 200 201
Switch(config-if)# ip device tracking maximum 8
Switch(config-if)# ip verify source tracking

Switch# show ip device tracking all
IP Device Tracking = Enabled
IP Device Tracking Probe Count = 3
IP Device Tracking Probe Interval = 30
---------------------------------------------------------------------
  IP Address     MAC Address   Vlan  Interface              STATE    
---------------------------------------------------------------------
40.1.1.24       0000.0000.0304  200  FastEthernet0/3        ACTIVE
40.1.1.20       0000.0000.0305  200  FastEthernet0/3        ACTIVE
40.1.1.21       0000.0000.0306  200  FastEthernet0/3        ACTIVE
40.1.1.22       0000.0000.0307  200  FastEthernet0/3        ACTIVE
40.1.1.23       0000.0000.0308  200  FastEthernet0/3        ACTIVE

���Š�_�c�
�–�å�±�î�Ç�™�–�«  Fa0/3 �V�[�Û*f�I�€�S  5 �X�b�w� �^  IP-MAC �Â�–�å�¹�•�å�¢�@/²&g�I�€
�Z�8�r�M���É�Û�–�Ë�î�º  VLAN �b���œ�c�
�Â�–�å�¹�•�å�¢�_�c�É�Û�–�Ð�Ü  VLAN ID �@6õ4��Ü�E�}�€
�r�M���K�S�@�W�Z�
�G�b�[�[�c�É�Û�–�Ð�Ü  VLAN ID �[�6�•  200 �@/²�_/²&g�I�€�Z�8�r�M��

Switch# show ip verify source
Interface  Filter-type  Filter-mode  IP-address       Mac-address        Vlan
---------  -----------  -----------  ---------------  -----------------  ----
Fa0/3      ip trk       active       40.1.1.23                           200 
Fa0/3      ip trk       active       40.1.1.24                           200 
Fa0/3      ip trk       active       40.1.1.20                           200 
Fa0/3      ip trk       active       40.1.1.21                           200 
Fa0/3      ip trk       active       40.1.1.22                           200 
Fa0/3      ip trk       active       40.1.1.23                           201 
Fa0/3      ip trk       active       40.1.1.24                           201 
Fa0/3      ip trk       active       40.1.1.20                           201 
Fa0/3      ip trk       active       40.1.1.21                           201 
Fa0/30/3 ip trk       active       40.1.1.22                           201

�G�b���Š�?�}�c�
 5 �X�b�w� �^  IP-MAC �Â�–�å�¹�•�å�¢�c�É�Û�–�Ð�Ü�\�­�•�å�²�Ü�b�g�‰�b  VLAN �V
�_�6�•�G�\�@�ƒ�?�~�r�M��
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 '¨  26 'v       DHCP �µ+��\  IP �¯�î�«  �ž�î�»�µ+��b0¿��
IP �¯�î�«  �ž�î�»�_���b/²&g
IP �¯�î�«  �ž�î�»�_���b/²&g
IP �¯�î�«  �ž�î�»�_���†/²&g�M�•�_�c�
 /² 26-3�b"I�’  EXEC �¥�Ð�å�»�†  1 �X�è�V�Q#Ý�K�r�M��

DHCP �§�î�Â  �Ï�î�º�Ë�î�«�b�”�»�Þ�«�m�~�\�Z�b�+0[
DHCP �§�î�Â  �Ï�î�º�Ë�î�«�b�”�»�Þ�«�m�~�\�Z�c�
�K)F�I�€�S�¹�Â�–�«  �¡�Û�–�”�å�º�b  ID �r�S�c�¡
�Û�–�”�å�º  �Á�î�»�˜�™�”  �”�»�Þ�«�_6õ�€�^�C�
 DHCP �@�–�î�§�¿�µ�º  �«�–�µ�³  �Ï�î�º�[� �L  IP �”�»
�Þ�«�†)T�â�[�A�•�|�:�_�M�•�µ+��[�M��

�¿�µ�º�á�î�¡�_�_
°�I�€�S�–�î�§�¿�µ�º  �«�–�µ�³�c�
%$�K�K)F�I�€�S�¹�Â�–�«�_�K)F�†�f�j�K�r�M��
�d���b�8�����^�]�
�M4Š�b#”�C�[�c�
�6�•�¹�Â�–�«�[�Y
½�œ�@$Î#Õ�K�S���œ�c�
�Q�€�\� �ì�_�
�Q�b
�¿�µ�º�á�î�¡�[�æ�ƒ�~�b�¹�Â�–�«�@�·�8�†6ä���K�^�E�€�d�^�~�r�O�‡��#'�~�b  DHCP ��/æ�[�c�
�G�b
�æ�ƒ�~�b�¹�Â�–�«�_�
 DHCP �@� �L  IP �”�»�Þ�«�†�f�j�M�•�–0É�c�6�~�r�O�‡���¥�å�º�ß�î�Ý�x�Ô�½�±
�Ü�å�¢�^�]�†/œ�:�¯�Ç�º�˜�™�”�c�
�›�¹�Â�–�«�_6õ4��Ü�E�}�€�S  IP �”�»�Þ�«�@�M���[�6�•�G�\�†�‡�…
�K�Z�8�r�M���¹�Â�–�«�†�º�n�K�S���œ�
 DHCP �¡�Û�–�”�å�º�@�š�f�I�€�S���œ�[�v�
�”�»�Þ�«�b�m�~
�\�Z�c�M���b�r�r�[�^�E�€�d�^�~�r�O�‡��

DHCP �§�î�Â  �Ï�î�º�Ë�î�«�b�”�»�Þ�«�m�~�\�Z�µ+��@0¿���I�€�Z�8�•���œ�
�G�b�µ+��_�|�~�
�6�•�K
)F�Ï�î�º�[�w�™�I�€�S  DHCP �Ó�µ�­�î�ª�[�¡�Û�–�”�å�º  ID �x�¡�Û�–�”�å�º  �Á�î�»�˜�™�”  �”�»�Þ�«�@
�š�f�I�€�S�\�K�Z�v�
� �L�K)F�Ï�î�º�_�c�–�_� �L  IP �”�»�Þ�«�@�f�j�I�€�•�G�\�@�–0É�I�€�r�M��
DHCP �É�ß�º�¥�Ý�c�
 DHCP �Ã�£�µ�º�b�¡�Û�–�”�å�º  ID �œ�É�©�Ù�å�_�|�~�
 DHCP �¡�Û�–�”�å�º�†1‘
�9�K�r�M���¡�Û�–�”�å�º  ID �œ�É�©�Ù�å�†�µ�r�^�8�¡�Û�–�”�å�º�c�
�¡�Û�–�”�å�º  �Á�î�»�˜�™�”  �”�»�Þ
�«�_�|�~1‘�9�I�€�r�M���G�b�µ+��†0¿���M�•�\�
�–�å�±�î�Ç�™�–�«�b�Ï�î�º�¡�@�
�¡�Û�–�”�å�º  ID �r
�S�c�Á�î�»�˜�™�”  �”�»�Þ�«�|�~�v
ƒ
›�I�€�
��7•�b�K)F�Ï�–�å�º�[�6�•�«�–�µ�³  �Ï�î�º�@�¡�Û�–�”�å
�º  ID �_�^�~�r�M��

�M�m�Z�b�£�î�«�[�
� �L�Ï�î�º�_�–�î�§�¿�µ�º  �£�î�È�Ý�†�K)F�M�•�G�\�_�|�~�
�K)F�I�€�S�¹�Â�–�«
�_�
 DHCP )�#ä�[� �L  IP �”�»�Þ�«�@�m�~�\�Z�}�€�r�M��

DHCP �§�î�Â  �Ï�î�º�Ë�î�«�b�”�»�Þ�«�m�~�\�Z�µ+��@�§�Ï�î�º�I�€�Z�8�•�b�c�
 Cisco IOS DHCP 
�§�î�Â�T�E�[�M���§�î�»�Ã�î�¸�•0��b�§�î�Â�[�c�§�Ï�î�º�I�€�Z�8�r�O�‡��

DHCP �§�î�Â  �Ï�î�º�Ë�î�«�b�”�»�Þ�«�m�~�\�Z�b0¿��
�G�G�[�c�
���b0¿���_���_�X�8�Z1��Â�K�r�M��

• ���Ï�î�º�Ë�î�«�b�”�»�Þ�«  �¸�î�È�Ý�b�¹�Ç�›�Ý�º0¿���� >&P.26-29>'

• ���Ï�î�º�Ë�î�«�b�”�»�Þ�«�m�~�\�Z0¿���ì�b�@�–�¦8o�� >&P.26-29>'

• �� DHCP �§�î�Â  �Ï�î�º�Ë�î�«�b�”�»�Þ�«�m�~�\�Z�b�–�¿�î�È�Ý�ì�� >&P.26-29>'

/² 26-3 IP �¯�î�«  �ž�î�»�_���†/²&g�M�•�S�u�b�¥�Ð�å�»

�¥�Ð�å�» % $×

show ip device tracking �M�m�Z�b�–�å�±�î�Ç�™�–�«�_�P�K�Z�”�¡�¸�•�È�^  IP �r�S�c  MAC �Â�–�å�¹�•�å�¢  �š
�å�º�Ü�†/²&g�K�r�M��

show ip source binding �«�–�µ�³�V�b  IP �¯�î�«  �Â�–�å�¹�•�å�¢�†/²&g�K�r�M��

show ip verify source �«�–�µ�³�V�b  IP �¯�î�«  �ž�î�»0¿���†/²&g�K�r�M��
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 '¨  26 'v       DHCP �µ+��\  IP �¯�î�«  �ž�î�»�µ+��b0¿��
DHCP �§�î�Â  �Ï�î�º�Ë�î�«�b�”�»�Þ�«�m�~�\�Z�b0¿��
�Ï�î�º�Ë�î�«�b�”�»�Þ�«  �¸�î�È�Ý�b�¹�Ç�›�Ý�º0¿��

�¹�Ç�›�Ý�º�[�c�
 DHCP �§�î�Â  �Ï�î�º�Ë�î�«�b�”�»�Þ�«�m�~�\�Z�c�¹�•�­�î�È�Ý�_�I�€�Z�8�r�M��

�Ï�î�º�Ë�î�«�b�”�»�Þ�«�m�~�\�Z0¿���ì�b�@�–�¦8o

�G�G�[�c�
 DHCP �Ï�î�º�Ë�î�«�b�”�»�Þ�«�m�~�\�Z0¿���ì�b�@�–�¦8o�†1��Â�K�r�M��

• 1 �X�b�Ï�î�º�_�X�A�m�~�\�Z�•�G�\�@�[�A�•  IP �”�»�Þ�«�c  1 �X�T�E�[�M��

• �S#Ý�”�»�Þ�«>&�¦�S�_0¿���I�€�S�”�»�Þ�«>'�c�
 clear ip dhcp binding �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×
�Þ�î�©�Ù�å  �¥�Ð�å�»�[�c�¡�Ü�”�[�A�r�O�‡��

• �¦�S�_0¿���I�€�S�”�»�Þ�«�c�
3û�–�b�·$×�^  IP �”�»�Þ�«�m�~�\�Z�?�}�c+¬�·$×�_7V�¥�I�€�r�M��
�Í�«�º  �É�î�Ý�[�c�
�¦�S�_0¿���I�€�S�”�»�Þ�«�c�Q#Ý�[�A�r�O�‡�@�
 1 �X�b  DHCP �”�»�Þ�«  �É�î
�Ý�_�P�K�Z0
�X�b�”�»�Þ�«�†�¦�S�_0¿���M�•�G�\�c�[�A�r�M��

• DHCP �É�î�Ý�?�}�¦�S�_0¿���I�€�S�£(Ù�l�b�m�~�\�Z�†�D7H�M�•>&�£(Ù�I�€�Z�8�^�8�”�»�Þ�«�c
�¡�Û�–�”�å�º�_�f�j�I�€�N�
�Q�b�Ú�b�¡�Û�–�”�å�º�c�É�î�Ý�_�|�•�§�î�Å�«�†�w�E�^�8>'�S�u�_�

reserved-only DHCP �É�î�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†
°�Š�M�•�G�\�@�[�A�r�M��

DHCP �§�î�Â  �Ï�î�º�Ë�î�«�b�”�»�Þ�«�m�~�\�Z�b�–�¿�î�È�Ý�ì

�Ï�î�º�Ë�î�«�b�”�»�Þ�«�m�~�\�Z�†�¢�ß�î�Â�Ý�_�–�¿�î�È�Ý�ì�K�
�–�å�±�î�Ç�™�–�«�V�[�•
°*…  ID �†
+¬�·$×�_#Õ�B�M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K
�r�M��

�«�̧ �µ�É 2 ip dhcp use subscriber-id client-id �M�m�Z�b%T�™ DHCP �Ó�µ�­�î�ª�[�
�•
°*…  ID �@�¡
�Û�–�”�å�º  ID �\�K�Z�¢�ß�î�Â�Ý�_�Q#Ý�I�€�•�|�:�_  
DHCP �§�î�Â�†0¿���K�r�M��

�«�̧ �µ�É 3 ip dhcp subscriber-id interface-name �–�å�±�î�Ç�™�–�«�b%·�8�¡�S�_�ö�Y�8�Z�
�•
°*…  ID 
�†+¬�·$×�_#Õ�B�K�r�M��

"I���b�–�å�±�î�Ç�™�–�«�[0¿���I�€�S�•
°*…  ID �c�

�G�b�¥�Ð�å�»�[
ƒ
›�I�€�r�M��

�«�̧ �µ�É 4 interface interface-id 0¿���M�•�–�å�±�î�Ç�™�–�«�†�æ���K�
�–�å�±�î�Ç�™
�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 5 ip dhcp server use subscriber-id client-id �–�å�±�î�Ç�™�–�«�V�[�M�m�Z�b%T�™  DHCP �Ó�µ�­�î
�ª�[�
�•
°*…  ID �@�¡�Û�–�”�å�º  ID �\�K�Z�Q#Ý�I�€
�•�|�:�_  DHCP �§�î�Â�†0¿���K�r�M��

�«�̧ �µ�É 6 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 7 show running config 
°�Š
Æ���†&�1��K�r�M��

�«�̧ �µ�É 8 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†
�–�Ñ�K�r�M��
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 '¨  26 'v       DHCP �µ+��\  IP �¯�î�«  �ž�î�»�µ+��b0¿��
DHCP �§�î�Â  �Ï�î�º�Ë�î�«�b�”�»�Þ�«�m�~�\�Z�b0¿��
�«�–�µ�³�V�[�b  DHCP �Ï�î�º�Ë�î�«�b�”�»�Þ�«�m�~�\�Z�†�–�¿�î�È�Ý�_�K�S�‹�[�
 ip dhcp pool �¢
�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�Z�
 IP �”�»�Þ�«�b�¦�S�m�~�\�Z�\�
�¡�Û�–�”�å�º
�l�b6õ4��Ü�E�†/œ�8�r�M�� DHCP �É�î�Ý�?�}�¦�S�_0¿���I�€�S�£(Ù�l�b�m�~�\�Z�†�D7H�M�•�S�u�_�

reserved-only DHCP �É�î�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†
°�Š�M�•�G�\�@�[�A�r�M���¿�µ�º
�á�î�¡�_�µ�r�€�Z�8�•�”�»�Þ�«�x�É�î�Ý(
�V�_�6�•�”�»�Þ�«�[�v�
�£(Ù�I�€�Z�8�^�8�”�»�Þ�«�c�¡�Û�–
�”�å�º�_�f�j�I�€�N�
�Ú�b�¡�Û�–�”�å�º�_�c  DHCP �É�î�Ý�b�§�î�Å�«�@�f�j�I�€�r�O�‡���G�b�¥�Ð�å
�»�b
°�Š�_�|�~�
�Ø�î�¨�c�

¹3û�b  IP �§�È�¿�µ�º�†
¹�w�K�
�Ú�b�«�–�µ�³�b�¡�Û�–�”�å�º�?�}�b0[�Ó
�†!“0i�M�•  DHCP �É�î�Ý�†�â�X�«�–�µ�³�b�¢�Ý�î�É�†0¿���[�A�r�M��

IP �”�»�Þ�«�†�¦�S�_�m�~�\�Z�
�G�€�†�–�å�±�î�Ç�™�–�«�¡�[1‘�9�I�€�•�¡�Û�–�”�å�º�_6õ4��Ü�E�•�_
�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

DHCP �Ï�î�º�Ë�î�«�b�”�»�Þ�«�m�~�\�Z�†�¹�•�­�î�È�Ý�_�M�•�_�c�
 no ip dhcp use subscriber-id 
client-id �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M���•
°*…  ID �b+¬�·#Õ�B�†�¹�•
�­�î�È�Ý�_�M�•�_�c�
 no ip dhcp subscriber-id interface-name �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  
�¥�Ð�å�»�†�Q#Ý�K�r�M���–�å�±�î�Ç�™�–�«�V�[�•
°*…  ID �†�¹�•�­�î�È�Ý�_�M�•�_�c�
 no ip dhcp 
server use subscriber-id client-id �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

DHCP �É�î�Ý�?�}  IP �”�»�Þ�«�b�£(Ù�†�P7V�M�•�_�c�
 no address ip-address client-id string DHCP 
�É�î�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M���”�»�Þ�«  �É�î�Ý�†8��D7H�_�š�f�M�•�_�c�
 no 
reserved-only DHCP �É�î�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†
°�Š�K�r�M��

���b�[�[�c�
�•
°*…  ID �@+¬�·$×�_#Õ�B�I�€�
 DHCP �§�î�Â�c  DHCP �Ó�µ�­�î�ª
Æ�b�¡�Û�–�”�å�º  ID 
�Ç�•�î�Ý�»�†�M�)!“0i�K�Z�
�Q�b�æ�ƒ�~�_�
�•
°*…�b  ID �†�Q#Ý�K�Z�8�r�M���•
°*…  ID �c�–�å�±�î
�Ç�™�–�«�b�©�Ù�î�º�¡�_�ö�Y�A�r�M���r�S�
�¡�Û�–�”�å�º�b�¦�S�m�~�\�Z�I�€�S  IP �”�»�Þ�«�c  
10.1.1.7 �[�M��

switch# show running config
Building configuration...
Current configuration : 4899 bytes
!

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K
�r�M��

�«�̧ �µ�É 2 ip dhcp pool poolname DHCP �É�î�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä��
�K�
 DHCP �É�î�Ý�b�¡�S�†��*O�K�r�M���É�î�Ý�¡�_
�c1ß�©$×�^�e�Ð�4>& Engineering �^�]>'�r�S�c�Z�X

>&0 �^�]>'�†�Q#Ý�[�A�r�M��

�«�̧ �µ�É 3 network network-number [mask | /prefix-length] DHCP �”�»�Þ�«  �É�î�Ý�b�§�È�¿�µ�º  �¿�µ�º�á�î�¡$�
�•�\�Ð�«�¡�†�æ���K�r�M��

�«�̧ �µ�É 4 address ip-address client-id string [ascii] �–�å�±�î�Ç�™�–�«�¡�[�æ���I�€�S  DHCP �¡�Û�–�”�å
�º�b  IP �”�»�Þ�«�†�£(Ù�K�r�M��

string>8ASCII �Í�
�r�S�c  16 4
�X�Í�b�8�N�€�?�[
�M��

�«�̧ �µ�É 5 reserved-only >&�õ�–>' DHCP �”�»�Þ�«  �É�î�Ý�[�c�
�£(Ù�I�€�S�”
�»�Þ�«�T�E�†�Q#Ý�K�r�M���¹�Ç�›�Ý�º�[�c�
�É�î�Ý  
�”�»�Þ�«�c�D7H�I�€�r�O�‡��

�«�̧ �µ�É 6 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 7 show ip dhcp pool DHCP �É�î�Ý0¿���†&�1��K�r�M��

�«�̧ �µ�É 8 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†
�–�Ñ�K�r�M��
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 '¨  26 'v       DHCP �µ+��\  IP �¯�î�«  �ž�î�»�µ+��b0¿��
DHCP �§�î�Â  �Ï�î�º�Ë�î�«�b�”�»�Þ�«�m�~�\�Z�b/²&g
version 12.2
!
hostname switch
!
no aaa new-model
clock timezone EST 0
ip subnet-zero
ip dhcp relay information policy removal pad
no ip dhcp use vrf connected
ip dhcp use subscriber-id client-id
ip dhcp subscriber-id interface-name
ip dhcp excluded-address 10.1.1.1 10.1.1.3
!         
ip dhcp pool dhcppool
 network 10.1.1.0 255.255.255.0
 address 10.1.1.7 client-id “Et1/0” ascii
<output truncated>

���_�
�¦�S�m�~�\�Z�I�€�S�”�»�Þ�«�@  DHCP �É�î�Ý�_�G�–�_�£(Ù�I�€�S�[�†&g�K�r�M��

switch# show ip dhcp pool dhcppool
Pool dhcp pool:
 Utilization mark (high/low) : 100 / 0
 Subnet size (first/next) : 0 / 0 
 Total addresses : 254
 Leased addresses : 0
 Excluded addresses : 4
 Pending event : none
 1 subnet is currently in the pool:
 Current index   IP address range         Leased/Excluded/Total
 10.1.1.1        10.1.1.1 - 10.1.1.254     0     / 4 / 254 
 1 reserved address is currently in the pool
 Address         Client
 10.1.1.7 Et1/0

DHCP �§�î�Â  �Ï�î�º�Ë�î�«�b�”�»�Þ�«�m�~�\�Z�µ+��b0¿���b0ò(ý�_�X�8�Z�c�
 Cisco.com �_�”�¡�­�«
�K�
 [Search] �Ç�•�î�Ý�»�_�� Cisco IOS IP Addressing Services���\
°�Š�K�Z�
 Cisco IOS �¯�Ç�º�˜�™�”  
�Ð�½�×�”�Ý�†�g!·�K�Z�C�T�I�8���Ð�½�×�”�Ý�c���b  URL �?�}�v
°�m�[�A�r�M��
http://www.cisco.com/en/US/docs/ios/ipaddr/command/reference/iad_book.html

DHCP �§�î�Â  �Ï�î�º�Ë�î�«�b�”�»�Þ�«�m�~�\�Z�b/²&g
DHCP �§�î�Â  �Ï�î�º�Ë�î�«�b�”�»�Þ�«�m�~�\�Z�_���†/²&g�M�•�_�c�
 /² 26-4 �b"I�’  EXEC �¥�Ð�å�»
�†  1 �X�è�V�Q#Ý�K�r�M��

/² 26-4 DHCP �Ï�î�º�Ë�î�«�b�”�»�Þ�«�m�~�\�Z�_���†/²&g�M�•�S�u�b�¥�Ð�å�»

�¥�Ð�å�» % $×

show interface interface id "I���b�–�å�±�î�Ç�™�–�«�b�«�¸�î�±�«�>�|�g0¿���†/²&g�K�r�M��

show ip dhcp pool DHCP �”�»�Þ�«  �É�î�Ý�†/²&g�K�r�M��

show ip dhcp binding Cisco IOS DHCP �§�î�Â�[�b�”�»�Þ�«  �Â�–�å�¹�•�å�¢�†/²&g�K�r�M��
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 '¨  26 'v       DHCP �µ+��\  IP �¯�î�«  �ž�î�»�µ+��b0¿��
DHCP �§�î�Â  �Ï�î�º�Ë�î�«�b�”�»�Þ�«�m�~�\�Z�b/²&g
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�²�–�¼�Ñ�µ�¡  ARP �–�å�«�Ì�¡�©�Ù�å�b0¿��  

>&�@>' �G�b'v�[�c�
 IE 3000 �«�–�µ�³�_�²�–�¼�Ñ�µ�¡  �”�»�Þ�«0Ž�ô�É�ß�º�¥�Ý  �–�å�«�Ì�¡�©�Ù�å>&�²�–�¼
�Ñ�µ�¡  ARP �–�å�«�Ì�¡�©�Ù�å>'�†0¿���M�•�‰�2�_�X�8�Z1��Â�K�r�M���G�b�µ+��_�|�~�
� �L  VLAN

>&�ì�•  LAN>'
Æ�b�Ú�b�Ï�î�º�b!“� �^  ARP 0[�Ó�x�Â'Å�†�™8—�K�^�8�|�:�_�K�Z�
�«�–�µ�³�[�b�O�–�b
�6�•�7�Á�†�G4J�[�A�r�M���G�b'v�[�Q#Ý�M�•�¥�Ð�å�»�b�S�e�>�|�g�Q#Ý�‰�2�b0ò(ý�_�X�8�Z�c�
�G�b�Ü
�Ü�î�«�_�P�Â�M�•�¥�Ð�å�»  �Ü�Ç�“�Þ�å�«�†�g!·�K�Z�C�T�I�8��

�G�b'v�b
Æ���c�
���b�\�>�~�[�M��

• ���²�–�¼�Ñ�µ�¡  ARP �–�å�«�Ì�¡�©�Ù�å�b�+0[�� >&P.27-1>'

• ���²�–�¼�Ñ�µ�¡  ARP �–�å�«�Ì�¡�©�Ù�å�b0¿���� >&P.27-5>'

• ���²�–�¼�Ñ�µ�¡  ARP �–�å�«�Ì�¡�©�Ù�å�_���b/²&g�� >&P.27-15>'

�²�–�¼�Ñ�µ�¡  ARP �–�å�«�Ì�¡�©�Ù�å�b�+0[
ARP �[�c�
 IP �”�»�Þ�«�†  MAC �”�»�Þ�«�_�Ð�µ�Æ�å�¢�M�•�G�\�[�
�Þ�–�Ö  2 �È�ß�î�»�Ÿ�Õ�«�º  �»�Ó�–
�å
Æ�b IP 3û�™�†��#'�K�r�M���S�\�<�d�
�Í�«�º  B �c�Í�«�º  A �_�_���†3æ�™�M�•�²0[�@�6�~�r�M�@�

ARP �Ÿ�Õ�µ�©�×�_�Í�«�º  A �b  MAC �”�»�Þ�«�†�â�W�Z�8�^�8�\�K�r�M���Í�«�º  B �c�
�Í�«�º  A �b  IP 
�”�»�Þ�«�\6õ4��Ü�E�}�€�S  MAC �”�»�Þ�«�†�v�“�M�•�S�u�_�
�G�b�È�ß�î�»�Ÿ�Õ�«�º  �»�Ó�–�å�_�6�•
�Í�«�º�M�m�Z�_�P�K�Z�È�ß�î�»�Ÿ�Õ�«�º  �Ó�µ�­�î�ª�†#Õ�B�K�r�M���G�b�È�ß�î�»�Ÿ�Õ�«�º  �»�Ó�–�å
Æ
�b�Í�«�º�c�M�m�Z  ARP 0[�Ó�†�w�™�K�
�Í�«�º  A �c  MAC �”�»�Þ�«�[�Â'Å�K�r�M���K�?�K�
 ARP �c�

ARP 0[�Ó�@�w�™�I�€�^�?�W�S���œ�[�v�
�Í�«�º�?�}�b�5�(�^�Â'Å�†0Á�•�M�•�S�u�
 ARP �«�É�î�Ç�•�å
�¢�7�Á�x  ARP �Ÿ�Õ�µ�©�×�b�Ï�–�¬�½�å�¢�@$Î#Õ�M�•�G�\�@�6�~�r�M���7�Á�@6ä���I�€�•�\�
�7�Á�†�w
�E�S�¹�Â�–�«�?�}�b�M�m�Z�b�º�Û�Ç�•�µ�¡�c�
�7�Á*…�b�¥�å�Æ�×�î�±�†)�#ä�K�Z�Ý�î�±�
�«�–�µ�³�
�r
�S�c�Í�«�º�_3æ�™�I�€�•�|�:�_�^�~�r�M��

�O�–�b�6�•�Ø�î�¨�c�
�§�È�¿�µ�º�_�K)F�I�€�Z�8�•�©�«�¸�Ò�b  ARP �Ÿ�Õ�µ�©�×�†�Ï�–�¬�½�å�¢�K�
�G
�b�§�È�¿�µ�º�V�b�Ú�b�Í�«�º�†% $×�\�M�•�º�Û�Ç�•�µ�¡�†�æ/œ�w�™�M�•�G�\�_�|�~�
�Þ�–�Ö  2 �¿�µ�º
�á�î�¡�_�K)F�I�€�Z�8�•�Í�«�º�
�«�–�µ�³�
�>�|�g�Ý�î�±�†�7�Á�M�•�G�\�@�[�A�r�M�� �W 27-1 �_�

ARP �Ÿ�Õ�µ�©�×  �Ï�–�¬�½�å�¢�b�[�†&g�K�r�M��
27-1
�³  �¯�Ç�º�˜�™�”  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �ž�–�»



 

'¨  27 'v       �²�–�¼�Ñ�µ�¡  ARP �–�å�«�Ì�¡�©�Ù�å�b0¿��
�²�–�¼�Ñ�µ�¡  ARP �–�å�«�Ì�¡�©�Ù�å�b�+0[
�W 27-1 ARP �Ÿ�Õ�µ�©�×  �Ï�–�¬�½�å�¢

�Í�«�º  A�
 B�
�>�|�g  C �c�
�–�å�±�î�Ç�™�–�«  A�
 B�
�>�|�g  C �V�_�6�•�«�–�µ�³�_�K)F�I�€�Z�8�r
�M���G�€�}�c�M�m�Z� �M�b�§�È�¿�µ�º�V�_�6�~�r�M���•�µ�¥
Æ�_&g�I�€�Z�8�•�b�c�
�G�€�}�b  IP �”�»
�Þ�«�
�>�|�g  MAC �”�»�Þ�«�[�M���S�\�<�d�
�Í�«�º  A �@�Q#Ý�M�• IP �”�»�Þ�«�c  IA�
 MAC �”�»�Þ�«
�c  MA �[�M���Í�«�º  A �@ IP �Þ�–�Ö�_�6�•�Í�«�º  B �\3û�™�M�•�²0[�@�6�•���œ�
�Í�«�º  A �c  IP �”�»�Þ
�«  IB �\6õ4��Ü�E�}�€�Z�8�•  MAC �”�»�Þ�«�_  ARP 0[�Ó�†�È�ß�î�»�Ÿ�Õ�«�º�K�r�M�� �«�–�µ�³�\�Í�«�º  
B �c�
�G�b  ARP 0[�Ó�†�w�™�M�•�\�
 IP �”�»�Þ�«�@  IA �[�
 MAC �”�»�Þ�«�@  MA �b�Í�«�º�_�P�M�•  
ARP �Â�–�å�¹�•�å�¢�†  ARP �Ÿ�Õ�µ�©�×�_1��s3¸�s�r�M���S�\�<�d�
 IP �”�»�Þ�«  IA �c�
 MAC �”�»�Þ
�«  MA �_�Â�–�å�»�I�€�Z�8�r�M���Í�«�º  B �@�Â'Å�M�•�\�
�«�–�µ�³�
�>�|�g�Í�«�º  A �c�
 IP �”�»�Þ�«
�@ IB �[�
 MAC �”�»�Þ�«�@  MB �b�Í�«�º�_�P�M�•�Â�–�å�¹�•�å�¢�†  ARP �_1��s3¸�s�r�M��

�Í�«�º  C �c�
 IP �”�»�Þ�«�@  IA>&�r�S�c  IB>'�[�
 MAC �”�»�Þ�«�@  MC �b�Í�«�º�_�P�M�•�Â�–�å�¹�•�å
�¢�†�â�X
�4�  ARP �Â'Å�†�È�ß�î�»�Ÿ�Õ�«�º�M�•�G�\�_�|�~�
�«�–�µ�³�
�Í�«�º  A�
�>�|�g�Í�«�º  B �b  
ARP �Ÿ�Õ�µ�©�×�†�Ï�–�¬�½�å�¢�M�•�G�\�@�[�A�r�M�� ARP �Ÿ�Õ�µ�©�×�@�Ï�–�¬�½�å�¢�I�€�S�Í�«�º
�c�
 IA �r�S�c  IB ���Z�b�º�Û�Ç�•�µ�¡�_�
��
›  MAC �”�»�Þ�«�\�K�Z  MAC �”�»�Þ�«  MC �†�Q#Ý�K�r
�M���X�r�~�
�Í�«�º  C �@�G�b�º�Û�Ç�•�µ�¡�†�æ/œ�w�™�M�•�G�\�_�^�~�r�M���Í�«�º  C �c  IA �>�|�g  IB 
�_6õ4��Ü�E�}�€�S�•"@�b  MAC �”�»�Þ�«�†%±�W�Z�8�•�S�u�
�G�K�8  MAC �”�»�Þ�«�†��
›�\�K�Z�Q#Ý�M
�•�G�\�[�
�æ/œ�w�™�K�S�º�Û�Ç�•�µ�¡�†�G�€�}�b�Í�«�º�_3?3æ�[�A�r�M���Í�«�º  C �c+¬3��†�Í�«�º  A 
�?�}�Í�«�º  B �l�b�º�Û�Ç�•�µ�¡  �«�º�Ü�î�Ò�_��
°�K�r�M���>�^�L�s�b  �p6ë*…�7�Á�[�M��

�²�–�¼�Ñ�µ�¡  ARP �–�å�«�Ì�¡�©�Ù�å�c�
�¿�µ�º�á�î�¡
Æ�b  ARP �Ã�£�µ�º�b�G�\�ö�†&�1��M�•�­�Ÿ�×
�Ü�¸�•�µ+��[�M���Y�G�^  IP/MAC �”�»�Þ�«  �Â�–�å�¹�•�å�¢�†�â�X  ARP �Ã�£�µ�º�†�æ/œ�w�™�K�
�ß�¢�_
0°6��K�Z�
�ë� �K�r�M���G�b�µ+��_�|�~�
�¿�µ�º�á�î�¡�†�6�•'��b�p6ë*…�7�Á�?�}�–1¤�M�•�G�\�@�[�A
�r�M��

�²�–�¼�Ñ�µ�¡  ARP �–�å�«�Ì�¡�©�Ù�å�_�|�~�
�w� �^  ARP 0[�Ó�\�Â'Å�T�E�@&����_�Ü�Þ�î�I�€�•�|�:
�_�^�~�r�M���«�–�µ�³�@��/œ�M�•�µ+��c���b�\�>�~�[�M��

• �™8—�[�A�^�8�Ï�î�º�†)�#ä�K�S�M�m�Z�b  ARP 0[�Ó�>�|�g  ARP �Â'Å�†�æ/œ�w�™�K�r�M��

• �æ/œ�w�™�K�S�›�Ã�£�µ�º�@�
 IP �”�»�Þ�«�\  MAC �”�»�Þ�«�b�w� �^�Â�–�å�¹�•�å�¢�†�â�X�G�\�†&�
1��K�Z�?�}�
�ß�î�•�Ý  ARP �Ÿ�Õ�µ�©�×�†�f�‚�M�•�?�
�r�S�c4:�)�^��
›�_�Ã�£�µ�º�†3?3æ�K�r�M��

• !“� �^  ARP �Ã�£�µ�º�c�»�ß�µ�É�K�r�M��

�²�–�¼�Ñ�µ�¡  ARP �–�å�«�Ì�¡�©�Ù�å�c�
�™8—�[�A�•�¹�î�±�Ë�î�«�[�6�•  DHCP �«�¾�î�Æ�å�¢  �Â�–�å
�¹�•�å�¢  �¹�î�±�Ë�î�«�_�A(á�I�€�Z�8�•�w� �^  IP/MAC �”�»�Þ�«  �Â�–�å�¹�•�å�¢�_�ö�Y�8�Z�
 ARP �Ã
�£�µ�º�b�G�\�ö�†�8�•�K�r�M���G�b�¹�î�±�Ë�î�«�c�
 VLAN �>�|�g�«�–�µ�³�V�[  DHCP �«�¾�î�Æ�å�¢
�@�–�¿�î�È�Ý�_�^�W�Z�8�•���œ�_�
 DHCP �«�¾�î�Æ�å�¢�_�|�~�S(��I�€�r�M���™8—�[�A�•�–�å�±�î
�Ç�™�–�«�[  ARP �Ã�£�µ�º�@�w�™�I�€�•�\�
�«�–�µ�³�c�1�v�³�™�µ�¡�O�N�_�
�G�b�Ã�£�µ�º�†3?3æ�K�r
�M���™8—�[�A�^�8�–�å�±�î�Ç�™�–�«�[�c�
�«�–�µ�³�c�G�b�Ã�£�µ�º�@�w� �[�6�•���œ�T�E�
�G�b�Ã�£�µ
�º�†3?3æ�K�r�M��

ip arp inspection vlan vlan-range �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�Z�
 VLAN �H
�\�_�²�–�¼�Ñ�µ�¡  ARP �–�å�«�Ì�¡�©�Ù�å�†�–�¿�î�È�Ý�_�M�•�G�\�@�[�A�r�M��0¿���b0ò(ý�_�X�8�Z
�c�
 �� DHCP #”�C�[�b�²�–�¼�Ñ�µ�¡  ARP �–�å�«�Ì�¡�©�Ù�å�b0¿���� >&P.27-7>' �†�g!·�K�Z�C�T�I�8��

A B

C

�N�,�;  A
9ÔIA�” MA9Õ

�N�,�;  B
9ÔIB�” MB9Õ

�N�,�;  C9Ô
�4F(*9Õ
9ÔIC�” MC9Õ 11
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 '¨  27 'v       �²�–�¼�Ñ�µ�¡  ARP �–�å�«�Ì�¡�©�Ù�å�b0¿��
�²�–�¼�Ñ�µ�¡  ARP �–�å�«�Ì�¡�©�Ù�å�b�+0[
8�  DHCP #”�C�[�c�
�²�–�¼�Ñ�µ�¡  ARP �–�å�«�Ì�¡�©�Ù�å�c�
7ü$×�_0¿���I�€�S  IP �”�»�Þ�«�†�â�X�Í
�«�º�_�P�M�•�Ø�î�¨0¿���b  ARP Access Control List>&ACL; �”�¡�­�«  �¥�å�º�ß�î�Ý  �Ü�«�º>'�\!·�}�K
�œ�ƒ�O�Z�
 ARP �Ã�£�µ�º�b�G�\�ö�†&�1��M�•�G�\�@�[�A�r�M�� ARP ACL �†��*O�M�•�_�c�
 arp 
access-list acl-name �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��0¿���b0ò(ý�_�X�8�Z
�c�
 ��8�  DHCP #”�C�[�b  ARP ACL �b0¿���� >&P.27-9>' �†�g!·�K�Z�C�T�I�8���«�–�µ�³�c�»�ß�µ�É�I�€
�S�Ã�£�µ�º�†�ß�¢�_0°6��K�r�M���ß�¢  �Â�µ�Ç�“�b0ò(ý�_�X�8�Z�c�
 ���ë� �Ã�£�µ�º�b�ß� �å�¢��

>&P.27-5>' �†�g!·�K�Z�C�T�I�8��

�Ã�£�µ�º�b  IP �”�»�Þ�«�@!“� �[�6�•���œ�
�r�S�c  ARP �Ã�£�µ�º�b�•�e�_�6�•  MAC �”�»�Þ�«�@�
�–�î
�§�¿�µ�º  �Ê�µ�²�î�[�æ���I�€�S�”�»�Þ�«�\�M+´�K�^�8���œ�
 ARP �Ã�£�µ�º�†�»�ß�µ�É�M�•�|�:�_�²�–
�¼�Ñ�µ�¡  ARP �–�å�«�Ì�¡�©�Ù�å�†0¿���M�•�G�\�@�[�A�r�M���G�b�S�u�_�c�
 ip arp inspection 
validate {[ src-mac] [dst-mac] [ ip]} �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��0ò(ý
�_�X�8�Z�c�
 ��&�1��è���b��/œ�� >&P.27-12>' �†�g!·�K�Z�C�T�I�8��  

�–�å�±�î�Ç�™�–�«�b�™8—"g�Â�\�¿�µ�º�á�î�¡  �­�Ÿ�×�Ü�¸�•

�²�–�¼�Ñ�µ�¡  ARP �–�å�«�Ì�¡�©�Ù�å�c�
�«�–�µ�³�b�›�–�å�±�î�Ç�™�–�«�_�™8—"g�Â�†6õ4��Ü�E�r�M��
�™8—�[�A�•�–�å�±�î�Ç�™�–�«�_�?%T�M�•�Ã�£�µ�º�c�
�²�–�¼�Ñ�µ�¡  ARP �–�å�«�Ì�¡�©�Ù�å�b&�1��è��
�†�M�m�Z�Â�–�Ã�«�K�
�™8—�[�A�^�8�–�å�±�î�Ç�™�–�«�_�?%T�M�•�Ã�£�µ�º�_�c�
�²�–�¼�Ñ�µ�¡  ARP �–
�å�«�Ì�¡�©�Ù�å�b�è0É�É�ß�­�«�†�w�E�r�M��

�M+á$×�^�¿�µ�º�á�î�¡�S�B�[�c�
�Í�«�º  �Ï�î�º�_�K)F�I�€�Z�8�•�«�–�µ�³  �Ï�î�º�M�m�Z�†�™8—�[�A�^
�8�v�b�_0¿���K�
�«�–�µ�³�_�K)F�I�€�Z�8�•�«�–�µ�³  �Ï�î�º�M�m�Z�†�™8—�[�A�•�v�b�_0¿���K�r�M��
�G�b�S�B�[�c�
�æ���I�€�S�«�–�µ�³�?�}�¿�µ�º�á�î�¡�_
°�W�Z�C�•  ARP �Ã�£�µ�º�c�M�m�Z�
�­�Ÿ�×�Ü
�¸�•  �³�™�µ�¡�†�Â�–�Ã�«�K�r�M�� VLAN 
Æ�
�r�S�c�¿�µ�º�á�î�¡
Æ�b�Q�b�Ú�b���d�[�c�
�Ú�b�è���†
��/œ�M�•�²0[�c�6�~�r�O�‡���™8—"g�Â�†0¿���M�•�_�c�
 ip arp inspection trust �–�å�±�î�Ç�™�–�«  �¥�å
�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

�@�– �™8—"g�Â�b0¿���c�
�Å5��_/œ�W�Z�C�T�I�8���™8—�M�m�A�–�å�±�î�Ç�™�–�«�†�™8—�[�A�^�8�–�å�±�î
�Ç�™�–�«�\�K�Z0¿���M�•�\�
�K)F�@�»�ƒ�€�•���œ�@�6�~�r�M��

�W 27-2 �[�c�
 �«�–�µ�³  A �\�«�–�µ�³  B �b�g�‰�@�
�Í�«�º  1 �\�Í�«�º  2 �†�µ�t  VLAN �[�²�–�¼�Ñ�µ�¡  
ARP �–�å�«�Ì�¡�©�Ù�å�†��/œ�K�Z�8�•�\�K�r�M���Í�«�º  1 �\�Í�«�º  2 �@�
�«�–�µ�³  A �_�K)F�K�Z�8�•  
DHCP �§�î�Â�?�}  IP �”�»�Þ�«�†�v�“�K�Z�8�•���œ�
�«�–�µ�³  A �T�E�@�
�Í�«�º  1 �b  IP/MAC �”�»�Þ
�«�†�Â�–�å�¹�•�å�¢�K�r�M���K�S�@�W�Z�
�«�–�µ�³  A �\�«�–�µ�³  B �b6ë�b�–�å�±�î�Ç�™�–�«�@�™8—�[
�A�^�8���œ�
�Í�«�º  1 �?�}�b  ARP �Ã�£�µ�º�c�
�«�–�µ�³  B �_�|�~�»�ß�µ�É�I�€�r�M���G�:�K�Z�
�Í�«
�º  1 �\�Í�«�º  2 �b6ë�b�K)F�@�»�ƒ�€�r�M��
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'¨  27 'v       �²�–�¼�Ñ�µ�¡  ARP �–�å�«�Ì�¡�©�Ù�å�b0¿��
�²�–�¼�Ñ�µ�¡  ARP �–�å�«�Ì�¡�©�Ù�å�b�+0[
�W 27-2 �²�–�¼�Ñ�µ�¡  ARP �–�å�«�Ì�¡�©�Ù�å�b�S�u�_�–�¿�î�È�Ý�_�I�€�S  VLAN �V�b  ARP �Ã�£�µ�º�è
0É

��7•�_�c�™8—�[�A�^�8�–�å�±�î�Ç�™�–�«�†�™8—�[�A�•�–�å�±�î�Ç�™�–�«�\�K�Z0¿���M�•�\�
�¿�µ�º�á�î
�¡
Æ�_�­�Ÿ�×�Ü�¸�•  �Í�î�Ý�@#Õ�L�r�M�� �«�–�µ�³  A �[�²�–�¼�Ñ�µ�¡  ARP �–�å�«�Ì�¡�©�Ù�å�@��/œ�I�€
�Z�8�^�8���œ�
�Í�«�º  1 �c�«�–�µ�³  B �b  ARP �Ÿ�Õ�µ�©�×�†(F�"�_�Ï�–�¬�½�å�¢�[�A�r�M>&�>�|�g�
�G
�€�}�b�«�–�µ�³�b6ë�b�Ü�å�¡�@�™8—�[�A�•�v�b�\�K�Z0¿���I�€�Z�8�•���œ�c�Í�«�º  2>'���G�b"g�#�c�

�«�–�µ�³  B �@�²�–�¼�Ñ�µ�¡  ARP �–�å�«�Ì�¡�©�Ù�å�†��/œ�K�Z�8�•���œ�[�v$Î#Õ�K�r�M��

�²�–�¼�Ñ�µ�¡  ARP �–�å�«�Ì�¡�©�Ù�å�c�
�²�–�¼�Ñ�µ�¡  ARP �–�å�«�Ì�¡�©�Ù�å�†��/œ�K�Z�8�•�«�–�µ
�³�_�K)F�I�€�S>&�™8—�[�A�^�8�–�å�±�î�Ç�™�–�«�V�b>'�Í�«�º�@�
�Q�b�¿�µ�º�á�î�¡�_�6�•�Q�b�Ú�b�Í
�«�º�b  ARP �Ÿ�Õ�µ�©�×�†�Ï�–�¬�½�å�¢�K�Z�8�^�8�G�\�†�–0É�K�r�M���K�?�K�
�²�–�¼�Ñ�µ�¡  ARP �–
�å�«�Ì�¡�©�Ù�å�_�|�~�
�¿�µ�º�á�î�¡�b�Ú�b4Š�(�_�6�•�Í�«�º�@�
�²�–�¼�Ñ�µ�¡  ARP �–�å�«�Ì�¡�©�Ù
�å�†��/œ�K�Z�8�•�«�–�µ�³�_�K)F�I�€�Z�8�•�Í�«�º�b�Ÿ�Õ�µ�©�×�†�Ï�–�¬�½�å�¢�[�A�^�8�|�:�_�M�•�G
�\�c�[�A�r�O�‡��

VLAN �b�«�–�µ�³�b�M4Š�@�²�–�¼�Ñ�µ�¡  ARP �–�å�«�Ì�¡�©�Ù�å�†��/œ�K�
�g�~�b�«�–�µ�³�c��/œ�K�Z
�8�^�8���œ�
�G�b�|�:�^�«�–�µ�³�_�K)F�K�Z�8�•�–�å�±�î�Ç�™�–�«�c�™8—�[�A�^�8�v�b�\�K�Z0¿���K�r
�M���S�T�K�
8��²�–�¼�Ñ�µ�¡  ARP �–�å�«�Ì�¡�©�Ù�å�«�–�µ�³�?�}�Ã�£�µ�º�b�Â�–�å�¹�•�å�¢�†�è0É�M
�•�_�c�
 ARP ACL �†�Q#Ý�K�Z�
�²�–�¼�Ñ�µ�¡  ARP �–�å�«�Ì�¡�©�Ù�å�†��/œ�M�•�«�–�µ�³�†0¿���K�r
�M���Q�b�|�:�^�Â�–�å�¹�•�å�¢�†�Þ�–�Ö  3 �[�8�9�[�A�^�8���œ�
�²�–�¼�Ñ�µ�¡  ARP �–�å�«�Ì�¡�©�Ù�å
�†��/œ�K�Z�8�•�«�–�µ�³�†�
�²�–�¼�Ñ�µ�¡  ARP �–�å�«�Ì�¡�©�Ù�å�†��/œ�K�Z�8�^�8�«�–�µ�³�?�}�(7³
�K�r�M��0¿���b0ò(ý�_�X�8�Z�c�
 ��8�  DHCP #”�C�[�b  ARP ACL �b0¿���� >&P.27-9>' �†�g!·�K�Z�C�T�I
�8��

>&�@>' DHCP �§�î�Â�\�¿�µ�º�á�î�¡�b0¿���_�|�W�Z�c�
 VLAN �V�b�M�m�Z�b�«�–�µ�³�[�æ���I�€�S  ARP �Ã
�£�µ�º�†�è0É�[�A�^�8�•+��ö�@�6�~�r�M��

ARP �Ã�£�µ�º�b�Þ�î�º�D7H

�«�–�µ�³�b  CPU �c�
�²�–�¼�Ñ�µ�¡  ARP �–�å�«�Ì�¡�©�Ù�å&�1��è���†��/œ�K�r�M���K�S�@�W�Z�
 DoS 
�7�Á�†7<�F�M�•�S�u�_�
%T�™  ARP �Ã�£�µ�º�X�c�Þ�î�º�D7H�I�€�r�M���¹�Ç�›�Ý�º�[�c�
�™8—�[�A�^�8
�–�å�±�î�Ç�™�–�«�b�Þ�î�º�c  15 �Ã�£�µ�º / &Ê>&pps>'�[�M���™8—�[�A�•�–�å�±�î�Ç�™�–�«�c�Þ�î�º�D7H
�I�€�r�O�‡���G�b0¿���†�š�f�M�•�_�c�
 ip arp inspection limit  �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

DHCP �(�o�C

�,���6�4  A �,���6�4  B

�N�,�;  1 �N�,�;  2

�P�o�;  1 �P�o�;  3
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 '¨  27 'v       �²�–�¼�Ñ�µ�¡  ARP �–�å�«�Ì�¡�©�Ù�å�b0¿��
�²�–�¼�Ñ�µ�¡  ARP �–�å�«�Ì�¡�©�Ù�å�b0¿��
%T�™ ARP �Ã�£�µ�º�b�Þ�î�º�@0¿���I�€�S�D7H�†2x�<�•�\�
�«�–�µ�³�c�Ï�î�º�†  errdisable �«�¸�î�º�_
�K�r�M���Ø�î�¨�@�Ó
°�M�•�r�[�
�Ï�î�º�c�G�b"g�Â�†)T�â�K�r�M�� errdisable recovery �¢�ß�î�Â�Ý  �¥
�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�M�•�\�
 errdisable �«�¸�î�º�b�G�Ÿ�†�–�¿�î�È�Ý�_�[�A�r�M���G
�€�_�|�W�Z�
�Ï�î�º�c�æ���b�±�–�Ò�”�˜�º�ì6ë�@)�4#�M�•�\�
�G�b"g�Â�?�}+¬�·$×�_�G�Ÿ�M�•�|�:�_�^
�~�r�M��

0¿���b0ò(ý�_�X�8�Z�c�
 ��%T�™ ARP �Ã�£�µ�º�b�Þ�î�º�D7H�� >&P.27-11>' �†�g!·�K�Z�C�T�I�8��

ARP ACL �>�|�g  DHCP �«�¾�î�Æ�å�¢  �š�å�º�Ü�b%&�P$×�^�É�Û�–�œ�Ü�¸�•

�²�–�¼�Ñ�µ�¡  ARP �–�å�«�Ì�¡�©�Ù�å�[�c�
�w� �^  IP/MAC �”�»�Þ�«  �Â�–�å�¹�•�å�¢�b�Ü�«�º�\�K�Z�

DHCP �«�¾�î�Æ�å�¢  �Â�–�å�¹�•�å�¢  �¹�î�±�Ë�î�«�@�Q#Ý�I�€�r�M��

DHCP �«�¾�î�Æ�å�¢  �Â�–�å�¹�•�å�¢  �¹�î�±�Ë�î�«
Æ�b�š�å�º�Ü�|�~�
 ARP ACL �b�‰�@
ƒ
›�I�€�r�M��
�«�–�µ�³�@  ACL �†�Q#Ý�M�•�b�c�
 ACL �@ ip arp inspection filter vlan  �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�Z�8�B�I�€�Z�8�•���œ�T�E�[�M���«�–�µ�³�c�
�r�N�
 ARP �Ã�£�µ�º�†�Ø�î�¨
0¿���b  ARP ACL �\�š3Q�K�r�M�� DHCP �«�¾�î�Æ�å�¢�_�|�~�¹�î�±�@
°�Š�I�€�S�¹�î�±�Ë�î�«�_�w� 
�^�Â�–�å�¹�•�å�¢�@�Ñ�~�K�Z�8�Z�v�
 ARP ACL �@ ARP �Ã�£�µ�º�†�Ä�°�M�•���œ�
�«�–�µ�³�v�G�b�Ã
�£�µ�º�†�Ä�°�K�r�M��

�ë� �Ã�£�µ�º�b�ß� �å�¢

�«�–�µ�³�@�Ã�£�µ�º�†�»�ß�µ�É�M�•�\�
�ß�¢  �Â�µ�Ç�“�_�š�å�º�Ü�@0°6��I�€�
�Q�b�m�œ�_�Â�L�Z�
�©
�«�¸�Ò  �Ó�µ�­�î�ª�@#Õ�B�I�€�r�M���Ó�µ�­�î�ª�b#Õ�B�‹�
�«�–�µ�³�_�|�~�
�ß�¢  �Â�µ�Ç�“�?�}�G�b�š
�å�º�Ü�@�˜�d�I�€�r�M���›�ß�¢  �š�å�º�Ü�_�c�
�w�™
��b  VLAN �
�Ï�î�º$��•�
3æ�™
–�>�|�g��
›  IP �”
�»�Þ�«�
3æ�™
–�>�|�g��
›  MAC �”�»�Þ�«�\�8�W�S�Ç�ß�î�_���@0°6��I�€�r�M��

ip arp inspection log-buffer �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�Z�
�Â�µ�Ç�“
Æ�b
�š�å�º�Ü�X�x�
�©�«�¸�Ò  �Ó�µ�­�î�ª#Õ�B�r�[�b�æ���b�–�å�±�î�Â�Ý�_�²0[�\�I�€�•�š�å�º�Ü�X�†0¿��
�K�r�M��0°6��I�€�•�Ã�£�µ�º�b'�8®�†�æ���M�•�_�c�
 ip arp inspection vlan logging �¢�ß�î�Â�Ý  �¥�å
�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��0¿���b0ò(ý�_�X�8�Z�c�
 ���ß�¢  �Â�µ�Ç�“�b0¿����

>&P.27-13>' �†�g!·�K�Z�C�T�I�8��

�²�–�¼�Ñ�µ�¡  ARP �–�å�«�Ì�¡�©�Ù�å�b0¿��
�G�G�[�c�
���b0¿���_�X�8�Z1��Â�K�r�M��

• ���²�–�¼�Ñ�µ�¡  ARP �–�å�«�Ì�¡�©�Ù�å�b�¹�Ç�›�Ý�º0¿���� >&P.27-6>'

• ���²�–�¼�Ñ�µ�¡  ARP �–�å�«�Ì�¡�©�Ù�å0¿���ì�b�@�–�¦8o�� >&P.27-6>'

• �� DHCP #”�C�[�b�²�–�¼�Ñ�µ�¡  ARP �–�å�«�Ì�¡�©�Ù�å�b0¿���� >&P.27-7>'>&DHCP #”�C�[�c�²8r>'

• ��8�  DHCP #”�C�[�b  ARP ACL �b0¿���� >&P.27-9>'>&8� DHCP #”�C�[�c�²8r>'

• ��%T�™ ARP �Ã�£�µ�º�b�Þ�î�º�D7H�� >&P.27-11>'>&�õ�–>'

• ��&�1��è���b��/œ�� >&P.27-12>'>&�õ�–>'

• ���ß�¢  �Â�µ�Ç�“�b0¿���� >&P.27-13>'>&�õ�–>'
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'¨  27 'v       �²�–�¼�Ñ�µ�¡  ARP �–�å�«�Ì�¡�©�Ù�å�b0¿��
�²�–�¼�Ñ�µ�¡  ARP �–�å�«�Ì�¡�©�Ù�å�b0¿��
�²�–�¼�Ñ�µ�¡  ARP �–�å�«�Ì�¡�©�Ù�å�b�¹�Ç�›�Ý�º0¿��

/² 27-1 �_�
�²�–�¼�Ñ�µ�¡  ARP �–�å�«�Ì�¡�©�Ù�å�b�¹�Ç�›�Ý�º0¿���†&g�K�r�M��

�²�–�¼�Ñ�µ�¡  ARP �–�å�«�Ì�¡�©�Ù�å0¿���ì�b�@�–�¦8o

�²�–�¼�Ñ�µ�¡  ARP �–�å�«�Ì�¡�©�Ù�å0¿���ì�b�@�–�¦8o�c���b�\�>�~�[�M��

• �²�–�¼�Ñ�µ�¡  ARP �–�å�«�Ì�¡�©�Ù�å�c
°�Š�­�Ÿ�×�Ü�¸�•�µ+��[�M�����Š�³�™�µ�¡�c�r�W�S�C/œ�8
�r�O�‡��

• �²�–�¼�Ñ�µ�¡  ARP �–�å�«�Ì�¡�©�Ù�å�c�
 �²�–�¼�Ñ�µ�¡  ARP �–�å�«�Ì�¡�©�Ù�å�†�§�Ï�î�º�K�Z�8�^
�8�«�–�µ�³�
�r�S�c�G�b�µ+��@�–�¿�î�È�Ý�_�I�€�Z�8�^�8�«�–�µ�³�_�K)F�I�€�•�Í�«�º�_�P�K�Z�c
�w� �[�c�6�~�r�O�‡���p6ë*…�7�Á�c�"�M�b�Þ�–�Ö  2 �È�ß�î�»�Ÿ�Õ�«�º  �»�Ó�–�å�_�D7H�I�€�Z�8�•
�S�u�
�³�™�µ�¡�I�€�^�8�»�Ó�–�å�\�
�²�–�¼�Ñ�µ�¡  ARP �–�å�«�Ì�¡�©�Ù�å�_�|�~�³�™�µ�¡�I�€�•
�»�Ó�–�å�c�
�9�K�r�M���G�b�”�¡�©�Ù�å�c�
�²�–�¼�Ñ�µ�¡  ARP �–�å�«�Ì�¡�©�Ù�å�b�S�u�_�–�¿�î
�È�Ý�_�I�€�Z�8�•�»�Ó�–�å�[�Í�«�º�b  ARP �Ÿ�Õ�µ�©�×�†�–1¤�K�r�M��

• %T�™ ARP 0[�Ó�
�>�|�g  ARP �Â'Å�[  IP/MAC �”�»�Þ�«  �Â�–�å�¹�•�å�¢�†�è0É�M�•�S�u�_�
�²�–�¼
�Ñ�µ�¡  ARP �–�å�«�Ì�¡�©�Ù�å  DHCP �«�¾�î�Æ�å�¢  �Â�–�å�¹�•�å�¢  �¹�î�±�Ë�î�«�b�š�å�º�Ü�_�k
�Ñ�K�r�M�� IP �”�»�Þ�«�†�·$×�_�m�~�\�Z�}�€�S  ARP �Ã�£�µ�º�†0Á�•�M�•�_�c�
 DHCP �«�¾�î�Æ�å
�¢�†�–�¿�î�È�Ý�_�M�•�²0[�@�6�~�r�M���¥�å�Ç�•� �×�Þ�î�©�Ù�å�_�X�8�Z�c�
 '¨ 26 'v�� DHCP �µ
+��\  IP �¯�î�«  �ž�î�»�µ+��b0¿���� �†�g!·�K�Z�C�T�I�8��

DHCP �«�¾�î�Æ�å�¢�†�¹�•�­�î�È�Ý�_�K�Z�8�•���œ�
�r�S�c  DHCP �è�¥�b#”�C�[�c�
 ARP ACL 
�†�Q#Ý�K�Z�Ã�£�µ�º�b0Á�•�r�S�c�Ä�°�†/œ�8�r�M��

/² 27-1 �²�–�¼�Ñ�µ�¡  ARP �–�å�«�Ì�¡�©�Ù�å�b�¹�Ç�›�Ý�º0¿��

�µ+� �¹�Ç�›�Ý�º0¿��

�²�–�¼�Ñ�µ�¡  ARP �–�å�«�Ì�¡�©�Ù�å�� �M�m�Z�b  VLAN �[�¹�•�­�î�È�Ý��

�–�å�±�î�Ç�™�–�«�b�™8—"g�Â �M�m�Z�b�–�å�±�î�Ç�™�–�«�c  untrusted��

%T�™ ARP �Ã�£�µ�º�b�Þ�î�º�D7H 1 &Ê6ë�_ 15 �Ž�b�‚0d�Í�«�º�_�K)F�M�•�Í�«�º�@4Ä*(�I
�€�S�«�–�µ�³�»  �¿�µ�º�á�î�¡�b���œ�
�™8—�[�A�^�8�–
�å�±�î�Ç�™�–�«�b�Þ�î�º�c  15 pps �_0¿���I�€�r�M��

�™8—�[�A�•�M�m�Z�b�–�å�±�î�Ç�™�–�«�[�c�
�Þ�î�º�D
7H�c/œ�ƒ�€�r�O�‡��

�Â�î�«�º  �–�å�±�î�Â�Ý�c  1 &Ê�[�M��

8�  DHCP #”�C�_�P�M�•  ARP ACL ARP ACL �c��*O�I�€�r�O�‡��

�w� �ö�è�� �è���c��/œ�I�€�r�O�‡��

�ß�¢  �Â�µ�Ç�“ �²�–�¼�Ñ�µ�¡  ARP �–�å�«�Ì�¡�©�Ù�å�@�–�¿�î�È�Ý�ì�I
�€�•�\�
�Ä�°�r�S�c�»�ß�µ�É�I�€�S  ARP �Ã�£�µ�º�c�M
�m�Z�@0°6��I�€�r�M��

�ß�¢
Æ�b�š�å�º�Ü�X�c  32 �[�M��

�©�«�¸�Ò  �Ó�µ�­�î�ª�X�c�
�–&Ê  5 �X�_�D7H�I�€�r�M��

�ß� �å�¢�Þ�î�º  �–�å�±�î�Â�Ý�c�
 1 &Ê�[�M��

VLAN �"�)�b�ß� �å�¢ �Ä�°�r�S�c�ë� �I�€�S�M�m�Z�b  ARP �Ã�£�µ�º�@0°6��I
�€�r�M��
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 '¨  27 'v       �²�–�¼�Ñ�µ�¡  ARP �–�å�«�Ì�¡�©�Ù�å�b0¿��
�²�–�¼�Ñ�µ�¡  ARP �–�å�«�Ì�¡�©�Ù�å�b0¿��
• �²�–�¼�Ñ�µ�¡  ARP �–�å�«�Ì�¡�©�Ù�å�c�
�”�¡�­�«  �Ï�î�º�
�º�Û�å�¡  �Ï�î�º�
 EtherChannel �Ï�î
�º�
�>�|�g�É�Û�–�Ë�î�º  VLAN �Ï�î�º�V�[�§�Ï�î�º�I�€�Z�8�r�M��

>&�@>' RSPAN VLAN �[�c�
�²�–�¼�Ñ�µ�¡  ARP �–�å�«�Ì�¡�©�Ù�å�†�–�¿�î�È�Ý�_�K�^�8�[�C�T�I�8��
RSPAN VLAN �[�²�–�¼�Ñ�µ�¡  ARP �–�å�«�Ì�¡�©�Ù�å�†�–�¿�î�È�Ý�_�M�•�\�
�²�–�¼�Ñ�µ�¡  
ARP �–�å�«�Ì�¡�©�Ù�å  �Ã�£�µ�º�@  RSPAN ��
›�Ï�î�º�_�†�?�^�8�•+��ö�@�6�~�r�M��

• "@#.�Ï�î�º�†  EtherChannel �Ï�î�º  �³�Õ�¿�Ý�_)��œ�M�•�_�c�
�G�b"@#.�Ï�î�º�\�³�Õ�¿�Ý  �Ï�î�º�b
�™8—"g�Â�@�M+´�M�•�²0[�@�6�~�r�M���Q�:�[�^�8"@#.�Ï�î�º�c�
�Ï�î�º  �³�Õ�¿�Ý
Æ�[�p�•"g�Â�b
�r�r�\�^�~�r�M���Ï�î�º  �³�Õ�¿�Ý�c�
�³�Õ�¿�Ý�\)��œ�I�€�S�q�6�b"@#.�Ï�î�º�b�™8—"g�Â�†)E�Ž
�K�r�M���K�S�@�W�Z�
�q�6�b"@#.�Ï�î�º�b�™8—"g�Â�c�
�³�Õ�¿�Ý�b�™8—"g�Â�\�M+´�M�•�²0[�c�6�~
�r�O�‡��

3ë�_�
�Ï�î�º  �³�Õ�¿�Ý�[�™8—"g�Â�†�š�f�M�•�\�
�«�–�µ�³�c�
�³�Õ�¿�Ý�†�S�B�M�•�M�m�Z�b"@#.
�Ï�î�º�[�‚�K�8�™8—"g�Â�†0¿���K�r�M��

• �Ï�î�º  �³�Õ�¿�Ý�b�·�8�Þ�î�º�c�
�³�Õ�¿�Ý
Æ�b�M�m�Z�b"@#.�Ï�î�º�_�|�•(ü'��Í�[�M���S�\�<�d�

�Ï�î�º  �³�Õ�¿�Ý�b  ARP �Þ�î�º�D7H�†  400 pps �_0¿���M�•�\�
�G�b�³�Õ�¿�Ý�_)��œ�I�€�S�M�m�Z�b
�–�å�±�î�Ç�™�–�«�c�
�œ0£�[  400 pps �†�w�™�K�r�M�� EtherChannel �Ï�î�º�b%T�™  ARP �Ã�£�µ�º�b
�Þ�î�º�c�

²�³�Õ�¿�Ý  �Ó�å�Â�î�?�}�b�Ã�£�µ�º�b%T�™�Þ�î�º�†�œ0£�K�S�v�b�[�M�� EtherChannel 
�Ï�î�º�b�Þ�î�º�D7H�c�
�›�³�Õ�¿�Ý  �Ï�î�º  �Ó�å�Â�@�w�™�M�• ARP �Ã�£�µ�º�b�Þ�î�º�†&�1��K�Z�?
�}0¿���K�Z�C�T�I�8��

"@#.�Ï�î�º�[�w�™�I�€�•�Ã�£�µ�º�b�Þ�î�º�c�
"@#.�Ï�î�º�b0¿���[�c�^�C�
�Ï�î�º  �³�Õ�¿�Ý�b0¿
���_!·�œ�K�Z�è���I�€�r�M���Ï�î�º  �³�Õ�¿�Ý�V�b�Þ�î�º�D7H0¿���c�
"@#.�Ï�î�º�b0¿���_�k�Ñ�K
�r�O�‡��

EtherChannel �@�
0¿���K�S�Þ�î�º�|�~�¨�C�b  ARP �Ã�£�µ�º�†�w�™�M�•�\�
�G�b�³�Õ�¿�Ý>&�M�m�Z
�b"@#.�Ï�î�º�†�µ�t>'�c  errdisable �«�¸�î�º�\�^�~�r�M��

• %T�™�º�Û�å�¡  �Ï�î�º�[�c�
 ARP �Ã�£�µ�º�†�²�N�Þ�î�º�D7H�K�Z�C�T�I�8���º�Û�å�¡  �Ï�î�º�b7Ÿ(Ù
�†�o�Î�K�
0
�X�b�²�–�¼�Ñ�µ�¡  ARP �–�å�«�Ì�¡�©�Ù�å�@�–�¿�î�È�Ý�_�I�€�S  VLAN �_�ƒ�S�W�Z�Ã
�£�µ�º�†��#.�M�•�S�u�_�
�º�Û�å�¡  �Ï�î�º�b�Þ�î�º�†�|�~9×�C0¿���K�r�M���r�S�
 ip arp 
inspection limit none �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�Z�
�Þ�î�º�†
!“�D7H�_0¿���M�•�G�\�v�[�A�r�M�� 1 �X�b  VLAN �_9×�8�Þ�î�º�D7H�Í�†0¿���M�•�\�
�¯�Ç�º�˜�™
�”�_�|�W�Z�G�b�Ï�î�º�@  errdisable �«�¸�î�º�_�I�€�S���œ�_�
�Ú�b  VLAN �l�b  DoS �7�Á�†�Í�C�•
+��ö�@�6�~�r�M��

• �«�–�µ�³�[�
�²�–�¼�Ñ�µ�¡  ARP �–�å�«�Ì�¡�©�Ù�å�†�–�¿�î�È�Ý�_�M�•�\�
 ARP �º�Û�Ç�•�µ�¡�†�Ï
�Ü�©�å�¢�M�•�|�:�_0¿���I�€�S�Ï�Ü�§�î�b�w� �ö�c�»�ƒ�€�r�M���G�b)��Ý�
�M�m�Z�b  ARP �º�Û
�Ç�•�µ�¡�c  CPU �_3æ�™�I�€�r�M��

DHCP #”�C�[�b�²�–�¼�Ñ�µ�¡  ARP �–�å�«�Ì�¡�©�Ù�å�b0¿��

�G�b�m8p�[�c�
 2 �X�b�«�–�µ�³�@�²�–�¼�Ñ�µ�¡  ARP �–�å�«�Ì�¡�©�Ù�å�†�§�Ï�î�º�K�Z�8�•�\�A�_�
�G
�b�µ+��†0¿���M�•�‰�2�†&g�K�r�M�� �W 27-2>&P.27-4>' �_&g�M�\�>�~�
�Í�«�º  1 �c�«�–�µ�³  A �_�
�Í�«�º  
2 �c�«�–�µ�³  B �_�K)F�I�€�Z�8�r�M���«�–�µ�³�c�g�‰�\�v�
�Í�«�º�b4Ä*(�I�€�Z�8�•  VLAN 1 �[�²�–
�¼�Ñ�µ�¡  ARP �–�å�«�Ì�¡�©�Ù�å�†��/œ�K�Z�8�r�M�� DHCP �§�î�Â�c�«�–�µ�³  A �_�K)F�I�€�Z�8�r�M��
�g�‰�b�Í�«�º�c�
� �M�b  DHCP �§�î�Â�?�}  IP �”�»�Þ�«�†�v�“�K�r�M���K�S�@�W�Z�
�«�–�µ�³  A �c�Í�«
�º  1 �>�|�g�Í�«�º  2 �_�P�M�•�Â�–�å�¹�•�å�¢�†�
�«�–�µ�³  B �c�Í�«�º 2 �_�P�M�•�Â�–�å�¹�•�å�¢�†�â
�U�r�M��
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'¨  27 'v       �²�–�¼�Ñ�µ�¡  ARP �–�å�«�Ì�¡�©�Ù�å�b0¿��
�²�–�¼�Ñ�µ�¡  ARP �–�å�«�Ì�¡�©�Ù�å�b0¿��
>&�@>' %T�™ ARP 0[�Ó�
�>�|�g  ARP �Â'Å�[  IP/MAC �”�»�Þ�«  �Â�–�å�¹�•�å�¢�†�è0É�M�•�S�u�_�
�²�–�¼�Ñ�µ
�¡  ARP �–�å�«�Ì�¡�©�Ù�å  DHCP �«�¾�î�Æ�å�¢  �Â�–�å�¹�•�å�¢  �¹�î�±�Ë�î�«�b�š�å�º�Ü�_�k�Ñ�K�r�M��
IP �”�»�Þ�«�†�·$×�_�m�~�\�Z�}�€�S  ARP �Ã�£�µ�º�†0Á�•�M�•�_�c�
 DHCP �«�¾�î�Æ�å�¢�†�–�¿�î�È�Ý
�_�M�•�²0[�@�6�~�r�M���¥�å�Ç�•� �×�Þ�î�©�Ù�å�_�X�8�Z�c�
 '¨ 26 'v�� DHCP �µ+��\  IP �¯�î�«  �ž�î
�»�µ+��b0¿���� �†�g!·�K�Z�C�T�I�8��

�«�–�µ�³�b  1 �X�T�E�@�G�b�µ+��†�§�Ï�î�º�K�Z�8�•���œ�_�²�–�¼�Ñ�µ�¡  ARP �–�å�«�Ì�¡�©�Ù�å�†0¿��
�M�•�‰�2�b0ò(ý�_�X�8�Z�c�
 ��8�  DHCP #”�C�[�b  ARP ACL �b0¿���� >&P.27-9>' �†�g!·�K�Z�C�T�I�8��

�²�–�¼�Ñ�µ�¡  ARP �–�å�«�Ì�¡�©�Ù�å�†0¿���M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M���G
�b��#.�c�
�g�‰�b�«�–�µ�³�[/œ�:�²0[�@�6�~�r�M���G�b�m8p�c�²8r�[�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 show cdp neighbors �«�–�µ�³6ë�b�K)F�†&�1��K�r�M��

�«�̧ �µ�É 2 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 3 ip arp inspection vlan vlan-range VLAN �"�)�[�
�²�–�¼�Ñ�µ�¡  ARP �–�å�«�Ì�¡�©�Ù�å�†�–�¿�î
�È�Ý�_�K�r�M���¹�Ç�›�Ý�º�[�c�
�M�m�Z�b  VLAN �V�[�²�–�¼
�Ñ�µ�¡  ARP �–�å�«�Ì�¡�©�Ù�å�c�¹�•�­�î�È�Ý�_�^�W�Z�8�r�M��

vlan-range �_�c�
 VLAN ID $��•�[1‘�9�I�€�S�"�M�b  VLAN �

�Á�–�Ç�å�[�
�)�}�€�S(
�V�b  VLAN �
�r�S�c�•�å�Ð�[�
�)�}�€
�S�M4��b  VLAN �†�æ���[�A�r�M���æ���[�A�•(
�V�c  1 >|  4094 
�[�M��

�g�‰�b�«�–�µ�³�_� �L  VLAN ID �†�æ���K�r�M��

�«�̧ �µ�É 4 interface interface-id �v�:  1 �X�b�«�–�µ�³�_�K)F�M�•�–�å�±�î�Ç�™�–�«�†�æ���K�
�–
�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 5 ip arp inspection trust �«�–�µ�³6ë�b�K)F�†�
�™8—�[�A�•�v�b�_0¿���K�r�M��

�¹�Ç�›�Ý�º�[�c�
�M�m�Z�b�–�å�±�î�Ç�™�–�«�c�™8—�[�A�r�O�‡��

�«�–�µ�³�c�
�™8—�[�A�•�–�å�±�î�Ç�™�–�«�_�6�•�v�:  1 �X�b�«
�–�µ�³�?�}�w�™�K�S  ARP �Ã�£�µ�º�c&�1��K�r�O�‡���G�b���œ�

�Ã�£�µ�º�c�Q�b�r�r3?3æ�I�€�r�M��

�™8—�[�A�^�8�–�å�±�î�Ç�™�–�«�[�c�
�«�–�µ�³�c�M�m�Z�b  ARP 
0[�Ó�\�Â'Å�†�æ/œ�w�™�K�r�M���Ý�î�±�c�
�æ/œ�w�™�K�S�›�Ã
�£�µ�º�@�
 IP �”�»�Þ�«�\  MAC �”�»�Þ�«�\�b�w� �^�Â�–�å�¹�•
�å�¢�†�â�X�G�\�†&�1��K�Z�?�}�
�ß�î�•�Ý  �Ÿ�Õ�µ�©�×�†�f�‚�M
�•�?�
4:�)�^��
›�_�Ã�£�µ�º�†3?3æ�K�r�M���«�–�µ�³�c�
!“� 
�^�Ã�£�µ�º�†�»�ß�µ�É�K�
 ip arp inspection vlan logging �¢
�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�[�æ���I�€�S�ß� �å
�¢0¿���_�‘�W�Z�ß�¢  �Â�µ�Ç�“�_0°6��K�r�M��0ò(ý�_�X�8�Z�c�


���ß�¢  �Â�µ�Ç�“�b0¿���� >&P.27-13>' �†�g!·�K�Z�C�T�I�8��

�«�̧ �µ�É 6 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 7 show ip arp inspection interfaces

show ip arp inspection vlan vlan-range

�²�–�¼�Ñ�µ�¡  ARP �–�å�«�Ì�¡�©�Ù�å�b0¿���†&�1��K�r�M��

�«�̧ �µ�É 8 show ip dhcp snooping binding DHCP �Â�–�å�¹�•�å�¢�†&�1��K�r�M��

�«�̧ �µ�É 9 show ip arp inspection statistics vlan vlan-range �²�–�¼�Ñ�µ�¡  ARP �–�å�«�Ì�¡�©�Ù�å)+0£�_���†&�1��K�r�M��

�«�̧ �µ�É 10 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��
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 '¨  27 'v       �²�–�¼�Ñ�µ�¡  ARP �–�å�«�Ì�¡�©�Ù�å�b0¿��
�²�–�¼�Ñ�µ�¡  ARP �–�å�«�Ì�¡�©�Ù�å�b0¿��
�²�–�¼�Ñ�µ�¡  ARP �–�å�«�Ì�¡�©�Ù�å�†�¹�•�­�î�È�Ý�_�M�•�_�c�
 no ip arp inspection vlan 
vlan-range �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M�� �–�å�±�î�Ç�™�–�«�†  untrusted 
�«�¸�î�º�_�`�M�_�c�
 no ip arp inspection trust �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»
�†�Q#Ý�K�r�M��

���b�[�[�c�
 VLAN 1 �b�«�–�µ�³  A �[�²�–�¼�Ñ�µ�¡  ARP �–�å�«�Ì�¡�©�Ù�å�†0¿���M�•�‰�2�†&g�K�r
�M���«�–�µ�³  B �[�v� �]�b�m8p�†��/œ�K�r�M��

Switch(config)# ip arp inspection vlan 1
Switch(config)# interface gigabitethernet1/1
Switch(config-if)# ip arp inspection trust

8�  DHCP #”�C�[�b  ARP ACL �b0¿��

�G�b�m8p�c�
 �W 27-2>&P.27-4>' �_&g�M�«�–�µ�³  B �@�²�–�¼�Ñ�µ�¡  ARP �–�å�«�Ì�¡�©�Ù�å�
�r�S�c  
DHCP �«�¾�î�Æ�å�¢�†�§�Ï�î�º�K�Z�8�^�8�\�A�_�²�–�¼�Ñ�µ�¡  ARP �–�å�«�Ì�¡�©�Ù�å�†0¿���M�•�‰�2
�†&g�K�Z�8�r�M��

�«�–�µ�³  A �b�Ï�î�º  1 �†�™8—�[�A�•�v�b�\�K�Z0¿���K�S���œ�
�«�–�µ�³  A �\�Í�«�º 1 �c�g�‰�\�v�
�«
�–�µ�³  B �r�S�c�Í�«�º  2 �_�|�~�7�Á�I�€�•�•+��ö�@�6�•�S�u�
�­�Ÿ�×�Ü�¸�•  �Í�î�Ý�@�8�~���I�€�r�M��
�G�€�†7<�F�M�•�_�c�
�«�–�µ�³  A �b�Ï�î�º  1 �†�™8—�[�A�^�8�v�b�\�K�Z0¿���M�•�²0[�@�6�~�r�M���Í
�«�º  2 �?�}�b  ARP �Ã�£�µ�º�†0Á�•�M�•�_�c�
 ARP ACL �†0¿���K�Z  VLAN 1 �_4:#Ý�M�•�²0[�@�6�~�r
�M���Í�«�º  2 �b  IP �”�»�Þ�«�@�«�±�¸�•�µ�¡�[�c�^�8>&�«�–�µ�³  A �[  ACL 0¿���†4:#Ý�M�•�G�\�c�Y�•
+��[�6�•>'���œ�
�Þ�–�Ö  3 �[�«�–�µ�³  A �†�«�–�µ�³  B �?�}�(7³�K�
�G�€�}�b6ë�[�c�
�Ý�î�±�†�Q#Ý�K
�Z�Ã�£�µ�º�†�Ý�î�º�M�•�²0[�@�6�~�r�M��

�«�–�µ�³  A �V�[  ARP ACL �†0¿���M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M���G�b�m8p�c�

8�  DHCP #”�C�[�c�²8r�[�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 arp access-list acl-name ARP ACL �†��*O�K�
 ARP �”�¡�­�«  �Ü�«�º  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å  �Ô�î�»�†6ä���K�r�M���¹�Ç�›�Ý�º�[�c�
 ARP �”�¡�­�«  
�Ü�«�º�c��*O�I�€�r�O�‡��

>&�@>' ARP �”�¡�­�«  �Ü�«�º�b�Ž�•�_�/;ò$×�^  deny ip any 
mac any �¥�Ð�å�»�@�æ���I�€�Z�8�r�M��

�«�̧ �µ�É 3 permit ip host sender-ip mac host sender-mac 
[log]

�æ���I�€�S�Í�«�º>&�Í�«�º  2>'�?�}�b  ARP �Ã�£�µ�º�†0Á�•�K
�r�M��

• sender-ip �_�c�
�Í�«�º  2 �b  IP �”�»�Þ�«�†
°�Š�K�r�M��

• sender-mac �_�c�
�Í�«�º  2 �b  MAC �”�»�Þ�«�†
°�Š�K�r
�M��

• >&�õ�–>'�Ã�£�µ�º�@  Access Control Entry>&ACE; �”�¡�­�«  
�¥�å�º�ß�î�Ý  �š�å�º�Ü>'�\�M+´�M�•�\�A�_�
�ß�¢  �Â�µ
�Ç�“�_�G�b�Ã�£�µ�º�†�ß�¢�M�•�_�c�
 log �†�æ���K�r�M��
ip arp inspection vlan logging �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×
�Þ�î�©�Ù�å  �¥�Ð�å�»�[  matchlog �Ÿ�î�á�î�»�†0¿���K�Z�8
�•���œ�v�
�M+´�K�S�Ã�£�µ�º�@�ß�¢0°6��I�€�r�M��0ò(ý�_
�X�8�Z�c�
 ���ß�¢  �Â�µ�Ç�“�b0¿���� >&P.27-13>' �†�g!·�K�Z
�C�T�I�8��  

�«�̧ �µ�É 4 exit �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�_�`�~�r�M��
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'¨  27 'v       �²�–�¼�Ñ�µ�¡  ARP �–�å�«�Ì�¡�©�Ù�å�b0¿��
�²�–�¼�Ñ�µ�¡  ARP �–�å�«�Ì�¡�©�Ù�å�b0¿��
�«�̧ �µ�É 5 ip arp inspection filter  arp-acl-name vlan 
vlan-range [static]

ARP ACL �†  VLAN �_4:#Ý�K�r�M���¹�Ç�›�Ý�º�[�c�
��*O�í�s
�b  ARP ACL �c�
�]�b�|�:�^  VLAN �_�v4:#Ý�I�€�r�O�‡��

• arp-acl-name �_�c�
�«�¸�µ�É  2 �[�8�B�K�S  ACL �b�¡�S�†
�æ���K�r�M��

• vlan-range �_�c�
�«�–�µ�³�\�Í�«�º�@�Ñ�~�M�•  VLAN �†
�æ���K�r�M�� VLAN ID $��•�[1‘�9�I�€�S  1 �X�b  VLAN �

�Q�€�R�€�†�Á�–�Ç�å�[�
�)�W�S  VLAN (
�V�
�r�S�c�•�å
�Ð�[�
�)�W�S�M4��b  VLAN �†�æ���[�A�r�M���æ���[�A�•
(
�V�c  1 >|  4094 �[�M��

• >&�õ�–>' static �†�æ���M�•�\�
 ARP ACL 
Æ�b�/;ò$×�^�Ä�°
�@�Â&g$×�^�Ä�°�\0b�^�I�€�
�Q�€�è�S�_�æ���I�€�S  ACL 
�ƒ�_�M+´�K�^�8�Ã�£�µ�º�c�ë� �I�€�r�M�� DHCP �Â�–�å
�¹�•�å�¢�c�Q#Ý�I�€�r�O�‡��

�G�b�Ÿ�î�á�î�»�†�æ���K�^�8���œ�c�
 ACL 
Æ�_�c�Ã�£�µ
�º�†�Ä�°�M�•�Â&g$×�^�Ä�°�@�Ñ�~�K�^�8�G�\�_�^�~�r�M��
�G�b���œ�c�
 ACL �ƒ�_�M+´�K�^�8�Ã�£�µ�º�†0Á�•�M�•�?
�Ä�°�M�•�?�c�
 DHCP �Â�–�å�¹�•�å�¢�_�|�W�Z�ô���I�€�r
�M��

IP �”�»�Þ�«�\  MAC �”�»�Þ�«�\�b�Â�–�å�¹�•�å�¢�K�?�â�S�^�8  
ARP �Ã�£�µ�º�c�
 ACL �_!·�œ�I�€�r�M���Ã�£�µ�º�c�
�”�¡�­
�«  �Ü�«�º�[0Á�•�I�€�S���œ�T�E�_0Á�•�I�€�r�M��

�«�̧ �µ�É 6 interface interface-id �«�–�µ�³  B �_�K)F�M�•�«�–�µ�³  A �–�å�±�î�Ç�™�–�«�†�æ���K�

�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r
�M��

�«�̧ �µ�É 7 no ip arp inspection trust �«�–�µ�³  B �_�K)F�I�€�S�«�–�µ�³  A �–�å�±�î�Ç�™�–�«�†�™8—
�[�A�^�8�v�b�\�K�Z0¿���K�r�M��

�¹�Ç�›�Ý�º�[�c�
�M�m�Z�b�–�å�±�î�Ç�™�–�«�c�™8—�[�A�r�O
�‡��

�™8—�[�A�^�8�–�å�±�î�Ç�™�–�«�[�c�
�«�–�µ�³�c�M�m�Z�b  
ARP 0[�Ó�\�Â'Å�†�æ/œ�w�™�K�r�M���Ý�î�±�c�
�æ/œ�w�™�K�S
�›�Ã�£�µ�º�@�
 IP �”�»�Þ�«�\  MAC �”�»�Þ�«�\�b�w� �^�Â�–�å
�¹�•�å�¢�†�â�X�G�\�†&�1��K�Z�?�}�
�ß�î�•�Ý  �Ÿ�Õ�µ�©�×�†
�f�‚�M�•�?�
4:�)�^��
›�_�Ã�£�µ�º�†3?3æ�K�r�M���«�–�µ�³
�c�
!“� �^�Ã�£�µ�º�†�»�ß�µ�É�K�
 ip arp inspection vlan 
logging �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�[�æ���I
�€�S�ß� �å�¢0¿���_�‘�W�Z�ß�¢  �Â�µ�Ç�“�_0°6��K�r�M��0ò(ý
�_�X�8�Z�c�
 ���ß�¢  �Â�µ�Ç�“�b0¿���� >&P.27-13>' �†�g!·�K�Z�C
�T�I�8��

�«�̧ �µ�É 8 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 9 show arp access-list [acl-name]

show ip arp inspection vlan vlan-range

show ip arp inspection interfaces 

0¿���†&�1��K�r�M��

�«�̧ �µ�É 10 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r
�M��

�¥�Ð�å�» % $×
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 '¨  27 'v       �²�–�¼�Ñ�µ�¡  ARP �–�å�«�Ì�¡�©�Ù�å�b0¿��
�²�–�¼�Ñ�µ�¡  ARP �–�å�«�Ì�¡�©�Ù�å�b0¿��
ARP ACL �†�P7V�M�•�_�c�
 no arp access-list �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K
�r�M�� VLAN �_�K)F�I�€�S  ARP ACL �†�P7V�M�•�_�c�
 no ip arp inspection filter arp-acl-name vlan 
vlan-range �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

���_�
�«�–�µ�³  A �[  ARP ACL host2 �†0¿���K�Z�
�Í�«�º  2>&IP �”�»�Þ�«  1.1.1.1�
�>�|�g  MAC �”�»
�Þ�«  0001.0001.0001>'�?�}�b  ARP �Ã�£�µ�º�†0Á�•�K�
�G�b  ACL �†  VLAN 1 �_4:#Ý�K�Z�?�}�
�«�–�µ
�³  A �b�Ï�î�º  1 �†�™8—�[�A�^�8�v�b�_0¿���M�•�[�†&g�K�r�M��

Switch(config)# arp access-list host2
Switch(config-arp-acl)# permit ip host 1.1.1.1 mac host 1.1.1
Switch(config-arp-acl)# exit
Switch(config)# ip arp inspection filter host2 vlan 1
Switch(config)# interface gigabitethernet1/1
Switch(config-if)# no ip arp inspection trust

%T�™ ARP �Ã�£�µ�º�b�Þ�î�º�D7H

�«�–�µ�³�b  CPU �c�
�²�–�¼�Ñ�µ�¡  ARP �–�å�«�Ì�¡�©�Ù�å&�1��è���†��/œ�K�r�M���K�S�@�W�Z�
 DoS 
�7�Á�†7<�F�M�•�S�u�_�
%T�™  ARP �Ã�£�µ�º�X�c�Þ�î�º�D7H�I�€�r�M��

%T�™ ARP �Ã�£�µ�º�b�Þ�î�º�@0¿���I�€�S�D7H�†2x�<�•�\�
�«�–�µ�³�c�Ï�î�º�†  errdisable �«�¸�î�º�_
�K�r�M�� errordisable �G�Ÿ�†�–�¿�î�È�Ý�_�K�Z�
�æ���I�€�S�±�–�Ò�”�˜�º�ì6ë�b�‹�_�Ï�î�º�@�G�b�«
�¸�î�º�?�}+¬�·$×�_�¤�E���M�|�:�_�M�•�r�[�
�Ï�î�º�c�G�b�«�¸�î�º�b�r�r�[�M��

>&�@>' �–�å�±�î�Ç�™�–�«�V�b�Þ�î�º�D7H�†0¿���K�^�87H�~�
�–�å�±�î�Ç�™�–�«�b�™8—"g�Â�†�š�f�M�•�G�\�c�

�Þ�î�º�D7H�†�Q�b�™8—"g�Â�b�¹�Ç�›�Ý�º�Í�_�š�f�M�•�G�\�_�^�~�r�M���Þ�î�º�D7H�†0¿���M�•�\�
�™8—
"g�Â�@�š�f�I�€�S���œ�[�v�–�å�±�î�Ç�™�–�«�c�Þ�î�º�D7H�†�–�U�r�M�� no ip arp inspection limit �–�å
�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†
°�Š�M�•�\�
�–�å�±�î�Ç�™�–�«�c�¹�Ç�›�Ý�º�b�Þ�î
�º�D7H�_�`�~�r�M��

�º�Û�å�¡  �Ï�î�º�
�>�|�g  EtherChannel �Ï�î�º�_�P�M�•�Þ�î�º�D7H0¿���ì�b�@�–�¦8o�_�X�8�Z�c�
 ���²
�–�¼�Ñ�µ�¡  ARP �–�å�«�Ì�¡�©�Ù�å0¿���ì�b�@�–�¦8o�� >&P.27-6>' �†�g!·�K�Z�C�T�I�8��

%T�™ ARP �Ã�£�µ�º�b�Þ�î�º�†�D7H�M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M���G�b�m8p�c
�õ�–�[�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 interface interface-id �Þ�î�º�D7H�I�€�S�–�å�±�î�Ç�™�–�«�†�æ���K�
�–�å�±�î�Ç�™�–�«  �¥�å
�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��
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'¨  27 'v       �²�–�¼�Ñ�µ�¡  ARP �–�å�«�Ì�¡�©�Ù�å�b0¿��
�²�–�¼�Ñ�µ�¡  ARP �–�å�«�Ì�¡�©�Ù�å�b0¿��
�¹�Ç�›�Ý�º�b�Þ�î�º�D7H0¿���_�`�•�_�c�
 no ip arp inspection limit �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×
�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M���²�–�¼�Ñ�µ�¡  ARP �–�å�«�Ì�¡�©�Ù�å�b�š�Û�î�G�Ÿ�†�¹�•�­�î�È�Ý
�_�M�•�_�c�
 no errdisable recovery cause arp-inspection �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å
�»�†�Q#Ý�K�r�M��

&�1��è���b��/œ

�²�–�¼�Ñ�µ�¡  ARP �–�å�«�Ì�¡�©�Ù�å�c�
�Y�G�^  IP/MAC �”�»�Þ�«  �Â�–�å�¹�•�å�¢�†�â�X  ARP �Ã�£�µ
�º�†�æ/œ�w�™�K�
�ß�¢�_0°6��K�Z�
�ë� �K�r�M����
›  MAC �”�»�Þ�«�
3æ�™
��>�|�g��
›�b  IP �”�»�Þ
�«�
�>�|�g3æ�™
–  MAC �”�»�Þ�«�[3ã�•�è0É�†��/œ�M�•�|�:�_�
�«�–�µ�³�†0¿���[�A�r�M��

�«�̧ �µ�É 3 ip arp inspection limit { rate pps [burst 
interval  seconds] | none}

�–�å�±�î�Ç�™�–�«�[�b%T�™  ARP 0[�Ó�>�|�g�Â'Å�b�Þ�î�º�†�D7H�K�r
�M��

�¹�Ç�›�Ý�º  �Þ�î�º�c�
�™8—�[�A�^�8�–�å�±�î�Ç�™�–�«�[�c  15 pps�
�™
8—�[�A�•�–�å�±�î�Ç�™�–�«�[�c!“�D7H�[�M���Â�î�«�º  �–�å�±�î�Â�Ý�c  
1 &Ê�[�M��

�Ÿ�î�á�î�»�b�–�á�c���b�\�>�~�[�M��

• rate pps �_�c�
 1 &Ê�6�S�~�_��#.�I�€�•%T�™�Ã�£�µ�º�X�b�V7H�†�æ
���K�r�M���w� �^(
�V�c  0 >|  2048 pps �[�M��

• >&�õ�–>' burst interval  seconds �c�
�Þ�î�º�b9×�8  ARP �Ã�£�µ�º�b
�w!“�_�X�8�Z�–�å�±�î�Ç�™�–�«�@�Ô�½�±�Ü�å�¢�I�€�•6ë7x>&&Ê>'
�†�æ���K�r�M���æ���[�A�•(
�V�c  1 >|  15 �[�M��

• rate none �[�c�
��#.�[�A�•%T�™  ARP �Ã�£�µ�º�b�Þ�î�º�b�V7H�†
0¿���K�r�O�‡��

�«�̧ �µ�É 4 exit �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 5 errdisable recovery cause 
arp-inspection interval interval

>&�õ�–>'�²�–�¼�Ñ�µ�¡  ARP �–�å�«�Ì�¡�©�Ù�å  errdisable �«�¸�î�º�?�}
�b�š�Û�î�G�Ÿ�†�–�¿�î�È�Ý�_�K�r�M��

�¹�Ç�›�Ý�º�[�c�
�G�Ÿ�c�¹�•�­�î�È�Ý�[�
�G�Ÿ�b�–�å�±�î�Â�Ý�c  300 
&Ê�[�M��

interval  interval �_�c�
 errdisable �«�¸�î�º�?�}�G�Ÿ�M�•�ì6ë�†&Ê�"�)
�[�æ���K�r�M���æ���[�A�•(
�V�c  30 >|  86400 �[�M��

�«�̧ �µ�É 6 exit "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 7 show ip arp inspection interfaces

show errdisable recovery

0¿���Í�†&�1��K�r�M��

�«�̧ �µ�É 8 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��

�¥�Ð�å�» % $×
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 '¨  27 'v       �²�–�¼�Ñ�µ�¡  ARP �–�å�«�Ì�¡�©�Ù�å�b0¿��
�²�–�¼�Ñ�µ�¡  ARP �–�å�«�Ì�¡�©�Ù�å�b0¿��
%T�™ ARP �Ã�£�µ�º�["I���b�è0É�†��/œ�M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M���G�b�m
8p�c�õ�–�[�M��

�è0É�†�¹�•�­�î�È�Ý�_�M�•�_�c�
 no ip arp inspection validate [src-mac] [dst-mac] [ ip] �¢�ß�î�Â�Ý  �¥
�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��3?3æ�I�€�S�Ã�£�µ�º�
�»�ß�µ�É�I�€�S�Ã�£�µ�º�
 MAC 
�>�|�g  IP �è0É�_�»�K�K�S�Ã�£�µ�º�b)+0£�†/²&g�M�•�_�c�
 show ip arp inspection statistics "I�’  
EXEC �¥�Ð�å�»�†�Q#Ý�K�r�M��

�ß�¢  �Â�µ�Ç�“�b0¿��

�«�–�µ�³�@�Ã�£�µ�º�†�»�ß�µ�É�M�•�\�
�ß�¢  �Â�µ�Ç�“�_�š�å�º�Ü�@0°6��I�€�
�Q�b�m�œ�_�Â�L�Z�
�©
�«�¸�Ò  �Ó�µ�­�î�ª�@#Õ�B�I�€�r�M���Ó�µ�­�î�ª�b#Õ�B�‹�
�«�–�µ�³�_�|�~�
�ß�¢  �Â�µ�Ç�“�?�}�G�b�š
�å�º�Ü�@�˜�d�I�€�r�M���›�ß�¢  �š�å�º�Ü�_�c�
�w�™
��b  VLAN �
�Ï�î�º$��•�
3æ�™
–�>�|�g��
›  IP �”
�»�Þ�«�
3æ�™
–�>�|�g��
›  MAC �”�»�Þ�«�\�8�W�S�Ç�ß�î�_���@0°6��I�€�r�M��

�ß�¢�Â�µ�Ç�“  �š�å�º�Ü�c�
0
�X�b�Ã�£�µ�º�†/²�M�G�\�@�[�A�r�M���S�\�<�d�
�–�å�±�î�Ç�™�–�«�@� 
�L  ARP �Ã�Û�Ó�î�±�†�Q#Ý�K�Z� �L  VLAN �V�[�¨�X�b�Ã�£�µ�º�†�w�™�K�S���œ�
�«�–�µ�³�c�G�€�}�b�Ã
�£�µ�º�†)��s�œ�ƒ�O�Z  1 �X�b�š�å�º�Ü�\�K�Z�ß�¢  �Â�µ�Ç�“�_�A(á�K�
�š�å�º�Ü�\�K�Z  1 �X�b�©�«�¸�Ò  
�Ó�µ�­�î�ª�†#Õ�B�K�r�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 ip arp inspection validate 
{[ src-mac] [dst-mac] [ ip]}

%T�™ ARP �Ã�£�µ�º�_�P�K�Z"I���b�è0É�†��/œ�K�r�M���¹�Ç�›�Ý�º�[�c�
�è0É�c��
/œ�I�€�r�O�‡��

�Ÿ�î�á�î�»�b�–�á�c���b�\�>�~�[�M��

• src-mac �[�c�
�–�î�§�¿�µ�º  �Ê�µ�²�î�b3æ�™
–  MAC �”�»�Þ�«�\  ARP �•�e�b
3æ�™
– MAC �”�»�Þ�«�@�š3Q�I�€�r�M���G�b�è���c�
 ARP 0[�Ó�>�|�g  ARP �Â
'Å�b�g�‰�_�P�K�Z��/œ�I�€�r�M���–�¿�î�È�Ý�_�M�•�\�
$��^�•  MAC �”�»�Þ�«
�†�â�X�Ã�£�µ�º�c!“� �Ã�£�µ�º�\�K�Z�(8®�I�€�
�ë� �I�€�r�M��

• dst-mac �[�c�
�–�î�§�¿�µ�º  �Ê�µ�²�î�b��
›  MAC �”�»�Þ�«�\  ARP �•�e�b��

›  MAC �”�»�Þ�«�@�š3Q�I�€�r�M���G�b�è���c�
 ARP �Â'Å�_�P�K�Z��/œ�I�€�r
�M���–�¿�î�È�Ý�_�M�•�\�
$��^�•  MAC �”�»�Þ�«�†�â�X�Ã�£�µ�º�c!“� �Ã�£�µ
�º�\�K�Z�(8®�I�€�
�ë� �I�€�r�M��

• ip �[�c�
 ARP �•�e�?�}�
!“� �^  IP �”�»�Þ�«�x�£�‡�K�^�8  IP �”�»�Þ�«�@�^�8�?
�†&�1��K�r�M���”�»�Þ�«�_�c  0.0.0.0�
 255.255.255.255�
�>�|�g�M�m�Z�b  IP �Ð
�Ý�³�Ÿ�Õ�«�º  �”�»�Þ�«�@�µ�r�€�r�M��3æ�™
–  IP �”�»�Þ�«�c�M�m�Z�b  ARP 0[�Ó
�>�|�g  ARP �Â'Å
Æ�[�è���I�€�
��
›  IP �”�»�Þ�«�c  ARP �Â'Å
Æ�T�E�[�è���I
�€�r�M��

�a�^�C�\�v  1 �X�b�Ÿ�î�á�î�»�†�æ���M�•�²0[�@�6�~�r�M���¥�Ð�å�»�†��/œ�M�•�S�g
�_�
�Q�b�S�b�¥�Ð�å�»�b0¿���c�V�i�A�I�€�r�M���X�r�~�
�¥�Ð�å�»�@  src �>�|�g  
dst mac �b�è0É�†�–�¿�î�È�Ý�_�K�
�9�b�¥�Ð�å�»�@  IP �è0É�T�E�†�–�¿�î�È�Ý�_�M�•
�\�
 2 $��u�b�¥�Ð�å�»�_�|�W�Z  src �>�|�g  dst mac �b�è0É�@�¹�•�­�î�È�Ý�_�^�~�r
�M��

�«�̧ �µ�É 3 exit "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 4 show ip arp inspection vlan 
vlan-range

0¿���Í�†&�1��K�r�M��

�«�̧ �µ�É 5 copy running-config 
startup-config

>&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��
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'¨  27 'v       �²�–�¼�Ñ�µ�¡  ARP �–�å�«�Ì�¡�©�Ù�å�b0¿��
�²�–�¼�Ñ�µ�¡  ARP �–�å�«�Ì�¡�©�Ù�å�b0¿��
�ß�¢  �Â�µ�Ç�“�[�œ�î�Â�î�Ç�ß�î�@#Õ�L�S���œ�c�
 1 �X�b�ß�¢  �–�Ë�å�º�@�ß�¢  �Â�µ�Ç�“
Æ�_�p�r�}�^
�?�W�S�G�\�†�–�á�K�
 show ip arp inspection log "I�’  EXEC �¥�Ð�å�»�_�|�•���Š�@�s8j�†�w�E�r�M��
�Ã�£�µ�º�X�>�|�g�ì6ë�è�¥�b�M�m�Z�b�¹�î�±�b�æ�ƒ�~�_  -- �@/²&g�I�€�r�M���G�b�š�å�º�Ü�_�P�K�Z�c�

�Q�b�Ú�b)+0£�_���c/²&g�I�€�r�O�‡�����Š�_�G�b�|�:�^�š�å�º�Ü�@/²&g�I�€�•���œ�
�ß�¢  �Â�µ�Ç�“
Æ
�b�š�å�º�Ü�X�†�Q�x�M�?�
�ß� �å�¢  �Þ�î�º�†�Q�x�K�r�M��

�ß�¢  �Â�µ�Ç�“�†0¿���M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M���G�b�m8p�c�õ�–�[�M��

�¥�Ð�å�» % $×

�«�̧ �µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�̧ �µ�É 2 ip arp inspection log-buffer { entries 
number | logs number interval 
seconds}

�²�–�¼�Ñ�µ�¡  ARP �–�å�«�Ì�¡�©�Ù�å  �ß�¢  �Â�µ�Ç�“�†0¿���K�r�M��

�¹�Ç�›�Ý�º�[�c�
�²�–�¼�Ñ�µ�¡  ARP �–�å�«�Ì�¡�©�Ù�å�@�–�¿�î�È�Ý�ì�I
�€�•�\�
�Ä�°�r�S�c�»�ß�µ�É�I�€�S  ARP �Ã�£�µ�º�@0°6��I�€�r�M���ß�¢  
�š�å�º�Ü�X�c�
 32 �[�M���©�«�¸�Ò  �Ó�µ�­�î�ª�X�c�
�–&Ê  5 �X�_�D7H�I�€�r
�M���ß� �å�¢�Þ�î�º  �–�å�±�î�Â�Ý�c�
 1 &Ê�[�M��

�Ÿ�î�á�î�»�b�–�á�c���b�\�>�~�[�M��

• entries number �c�
�Â�µ�Ç�“�_0°6��I�€�•�š�å�º�Ü�X�†/²�K�r�M���æ
���[�A�•(
�V�c  0 >|  1024 �[�M

• logs number interval seconds �c�
�æ���I�€�S�–�å�±�î�Â�Ý�[�©�«�¸�Ò  
�Ó�µ�­�î�ª�†#Õ�B�M�•�š�å�º�Ü�b�X�†/²�K�r�M��

logs number �_�æ���[�A�•(
�V�c  0 >|  1024 �[�M�� 0 �c�
�š�å�º�Ü�c�ß
�¢  �Â�µ�Ç�“
Æ�_
°�Š�I�€�r�M�@�
�©�«�¸�Ò  �Ó�µ�­�î�ª�@#Õ�B�I�€�^�8
�G�\�†�–�á�K�r�M��

�æ���[�A�•  interval  seconds �b(
�V�c  0 >|  86400 &Ê>&1 �¥>'�[�M�� 0 
�c�
�©�«�¸�Ò  �Ó�µ�­�î�ª�@�S�T�U�_#Õ�B�I�€�•�G�\�†�–�á�K�r�M���G
�b���œ�
�ß�¢  �Â�µ�Ç�“�c�–�_'5�\�^�~�r�M��

�–�å�±�î�Â�Ý�Í�†  0 �_0¿���M�•�\�
�ß�¢�Í  0 �c�V�i�A�I�€�r�M��

logs �>�|�g  interval  �b0¿���c�
%&�«�_�8#Ý�K�r�M�� logs number X �@ 
interval  seconds Y �|�~�±�A�8���œ�
 X �m�•  Y>&X/Y>'�b�©�«�¸�Ò  �Ó�µ
�­�î�ª�@�–&Ê3æ�™�I�€�r�M���Q�:�[�^�8���œ�
 1 �X�b�©�«�¸�Ò  �Ó�µ�­�î�ª
�@ Y �m�•  X>&Y/X>'&Ê�H�\�_3æ�™�I�€�r�M��
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 '¨  27 'v       �²�–�¼�Ñ�µ�¡  ARP �–�å�«�Ì�¡�©�Ù�å�b0¿��
�²�–�¼�Ñ�µ�¡  ARP �–�å�«�Ì�¡�©�Ù�å�_���b/²&g
�¹�Ç�›�Ý�º�b�ß�¢  �Â�µ�Ç�“0¿���_�`�•�_�c�
 no ip arp inspection log-buffer { entries | logs} �¢�ß�î�Â
�Ý �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M���¹�Ç�›�Ý�º�b  VLAN �ß�¢0¿���_�`�•�_�c�
 no ip 
arp inspection vlan vlan-range logging {acl-match | dhcp-bindings} �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M���ß�¢  �Â�µ�Ç�“�†�¡�Ü�”�M�•�_�c�
 clear ip arp inspection log "I�’  
EXEC �¥�Ð�å�»�†�Q#Ý�K�r�M��

�²�–�¼�Ñ�µ�¡  ARP �–�å�«�Ì�¡�©�Ù�å�_���b/²&g
�²�–�¼�Ñ�µ�¡  ARP �–�å�«�Ì�¡�©�Ù�å�_���†/²&g�M�•�_�c�
 /² 27-2 �_0°3U�I�€�S"I�’  EXEC �¥�Ð�å�»
�†�Q#Ý�K�r�M��

�«�̧ �µ�É 3 ip arp inspection vlan vlan-range 
logging { acl-match { matchlog | 
none} | dhcp-bindings { all | none | 
permit }}

VLAN �"�)�[0°6��M�•�Ã�£�µ�º�b�±�–�É�†�D�š�K�r�M���¹�Ç�›�Ý�º�[�c�

�Ä�°�r�S�c�»�ß�µ�É�I�€�S�Ã�£�µ�º�c�
�M�m�Z0°6��I�€�r�M�� �ß�¢�_0°6�
�I�€�• �\�8�:/²#'�c�
�š�å�º�Ü�@�ß�¢  �Â�µ�Ç�“�_�A(á�I�€�
�©�«�¸�Ò  �Ó�µ
�­�î�ª�@#Õ�B�I�€�•�G�\�†�–�á�K�Z�8�r�M��

�Ÿ�î�á�î�»�b�–�á�c���b�\�>�~�[�M��

• vlan-range �_�c�
 VLAN ID $��•�[1‘�9�I�€�S�"�M�b  VLAN �
�Á�–�Ç
�å�[�
�)�}�€�S(
�V�b  VLAN �
�r�S�c�•�å�Ð�[�
�)�}�€�S�M4��b  
VLAN �†�æ���[�A�r�M���æ���[�A�•(
�V�c  1 >|  4094 �[�M��

• acl-match matchlog �c�
 ACE �ß� �å�¢0¿���_�ö�Y�8�Z�Ã�£�µ�º�†�ß
�¢�_0°6��K�r�M���G�b�¥�Ð�å�»�_  matchlog �Ÿ�î�á�î�»�†�æ���K�Z�

�I�}�_  permit  �r�S�c  deny ARP �”�¡�­�«  �Ü�«�º  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å  �¥�Ð�å�»�_  log �Ÿ�î�á�î�»�†�æ���M�•�\�
 ACL �_�|�W�Z0Á�•�r
�S�c�Ä�°�I�€�S  ARP �Ã�£�µ�º�@0°6��I�€�r�M��

• acl-match none �[�c�
 ACL �_�M+´�M�•�Ã�£�µ�º�c0°6��I�€�r�O�‡��

• dhcp-bindings all �[�c�
 DHCP �Â�–�å�¹�•�å�¢�_�M+´�M�•�Ã�£�µ�º�@
�M�m�Z0°6��I�€�r�M��

• dhcp-bindings none �[�c�
 DHCP �Â�–�å�¹�•�å�¢�_�M+´�M�•�Ã�£�µ�º
�c0°6��I�€�r�O�‡��

• dhcp-bindings permit �[�c�
 DHCP �Â�–�å�¹�•�å�¢�@0Á�•�I�€�S�Ã
�£�µ�º�@0°6��I�€�r�M��

�«�̧ �µ�É 4 exit "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�̧ �µ�É 5 show ip arp inspection log 0¿���Í�†&�1��K�r�M��

�«�̧ �µ�É 6 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��

�¥�Ð�å�» % $×

/² 27-2 �²�–�¼�Ñ�µ�¡  ARP �–�å�«�Ì�¡�©�Ù�å�_���†/²&g�M�•�S�u�b�¥�Ð�å�»

�¥�Ð�å�» 1��Â

show arp access-list [acl-name] ARP ACL �_�X�8�Z�b0ò(ý�_���†/²&g�K�r�M��

show ip arp inspection interfaces [interface-id] �æ���I�€�S�–�å�±�î�Ç�™�–�«�r�S�c�M�m�Z�b�–�å�±�î�Ç�™�–�«�b  ARP 
�Ã�£�µ�º�b�™8—"g�Â�>�|�g�Þ�î�º�D7H�†/²&g�K�r�M��

show ip arp inspection vlan vlan-range �æ���I�€�S  VLAN �b�²�–�¼�Ñ�µ�¡  ARP �–�å�«�Ì�¡�©�Ù�å�b0¿���>�|�g
�·�8�«�¸�î�º�†/²&g�K�r�M�� VLAN �@�æ���I�€�Z�8�^�8���œ�
�r�S�c(

�V�@�æ���I�€�Z�8�•���œ�c�
�²�–�¼�Ñ�µ�¡  ARP �–�å�«�Ì�¡�©�Ù�å�@�–
�¿�î�È�Ý�_�I�€�S>&�”�¡�¸�•�È>' VLAN �T�E�b�_���†/²&g�K�r�M��
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'¨  27 'v       �²�–�¼�Ñ�µ�¡  ARP �–�å�«�Ì�¡�©�Ù�å�b0¿��
�²�–�¼�Ñ�µ�¡  ARP �–�å�«�Ì�¡�©�Ù�å�_���b/²&g
�²�–�¼�Ñ�µ�¡  ARP �–�å�«�Ì�¡�©�Ù�å�b)+0£�†�¡�Ü�”�
�r�S�c/²&g�M�•�_�c�
 /² 27-3 �_0°3U�I�€�S"I
�’  EXEC �¥�Ð�å�»�†�Q#Ý�K�r�M��

show ip arp inspection statistics �¥�Ð�å�»�[�c�
�«�–�µ�³�c�™8—�I�€�S�²�–�¼�Ñ�µ�¡  ARP �–�å�«�Ì�¡
�©�Ù�å  �Ï�î�º�V�b�›  ARP 0[�Ó�>�|�g�Â'Å�Ã�£�µ�º�b3?3æ�í�s�Ã�£�µ�º�X�†�Q�•�I�O�r�M���«�–�µ�³
�c�
3æ�™
–  MAC�
��
›  MAC�
�r�S�c  IP �è0É�³�™�µ�¡�_�|�W�Z�Ä�°�I�€�S�›�Ã�£�µ�º�b  ACL �r�S�c  
DHCP 0Á�•�í�s�Ã�£�µ�º�X�†�Q�•�I�O�
4:�)�^�»�K�X�†�Q�•�I�O�r�M��

�²�–�¼�Ñ�µ�¡  ARP �–�å�«�Ì�¡�©�Ù�å�b�ß�¢�_���†�¡�Ü�”�
�r�S�c/²&g�M�•�_�c�
 /² 27-4 �_0°3U�I�€
�S"I�’  EXEC �¥�Ð�å�»�†�Q#Ý�K�r�M��

�G�b�¥�Ð�å�»�b0ò(ý�_�X�8�Z�c�
�G�b�Ü�Ü�î�«�b�¥�Ð�å�»  �Ü�Ç�“�Þ�å�«�†�g!·�K�Z�C�T�I�8��

/² 27-3 �²�–�¼�Ñ�µ�¡  ARP �–�å�«�Ì�¡�©�Ù�å)+0£�†�¡�Ü�”�r�S�c/²&g�M�•�S�u�b�¥�Ð�å�»

�¥�Ð�å�» 1��Â

clear ip arp inspection statistics �²�–�¼�Ñ�µ�¡  ARP �–�å�«�Ì�¡�©�Ù�å)+0£�_���†�¡�Ü�”�K�r�M��

show ip arp inspection statistics [vlan 
vlan-range]

�æ���b  VLAN �_�>�8�Z�
3?3æ�I�€�S�Ã�£�µ�º�
�ë� �I�€�S�Ã�£�µ�º�

MAC �è0É�_�»�K�K�S�Ã�£�µ�º�
 IP �è0É�_�»�K�K�S�Ã�£�µ�º�
 ACL �_
�|�W�Z0Á�•�>�|�g�Ä�°�I�€�S�Ã�£�µ�º�
 DHCP �_�|�W�Z0Á�•�>�|�g�Ä�°
�I�€�S�Ã�£�µ�º�b)+0£�_���†/²&g�K�r�M�� VLAN �@�æ���I�€�Z�8�^�8��
�œ�
�r�S�c(
�V�@�æ���I�€�Z�8�•���œ�c�
�²�–�¼�Ñ�µ�¡  ARP �–�å�«�Ì
�¡�©�Ù�å�@�–�¿�î�È�Ý�_�I�€�S>&�”�¡�¸�•�È>' VLAN �T�E�b�_���†/²&g
�K�r�M��

/² 27-4 �²�–�¼�Ñ�µ�¡  ARP �–�å�«�Ì�¡�©�Ù�å  �ß�¢�_���†�¡�Ü�”�r�S�c/²&g�M�•�S�u�b�¥�Ð�å�»

�¥�Ð�å�» 1��Â

clear ip arp inspection log �²�–�¼�Ñ�µ�¡  ARP �–�å�«�Ì�¡�©�Ù�å  �ß�¢  �Â�µ�Ç�“�†�¡�Ü�”�K
�r�M��

show ip arp inspection log �²�–�¼�Ñ�µ�¡  ARP �–�å�«�Ì�¡�©�Ù�å  �ß�¢  �Â�µ�Ç�“�b0¿���\
Æ
���†/²&g�K�r�M��
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IGMP �«�¾�î�Æ�å�¢�>�|�g  MVR �b0¿��

�G�b'v�[�c�
�ß�î�•�Ý�b  IGMP �«�¾�î�Æ�å�¢  �”�É�Ü�£�î�©�Ù�å�
�Ð�Ý�³�Ÿ�Õ�«�º  VLAN �Þ�ª�«�º�Þ�î
�©�Ù�å>&MVR>'�^�]�b IE 3000 �«�–�µ�³�_�–�å�±�î�¿�µ�º  �¢�Ý�î�É'ö#.�É�ß�º�¥�Ý>& IGMP>'�«�¾�î
�Æ�å�¢�†0¿���M�•�m8p�_�X�8�Z1��Â�K�r�M���r�S�
 IGMP �Ç�•�Ý�±�Ü�å�¢�†�Q#Ý�K�S�Ð�Ý�³�Ÿ�Õ�«�º  
�¢�Ý�î�É  �Ó�å�Â�î�©�µ�É�b�D�š�\�
 IGMP �«�ß�µ�º�Ü�å�¢  �”�¡�©�Ù�å�b0¿���m8p�_�X�8�Z�v1��Â�K�r
�M��

>&�@>' IP Version 6>&IPv6>'�º�Û�Ç�•�µ�¡�[�c�
 Multicast Listener Discovery>&MLD >'�«�¾�î�Æ�å�¢�@  IPv4 
�º�Û�Ç�•�µ�¡�_�P�M�•  IGMP �«�¾�î�Æ�å�¢�\� �L�µ+��†��/œ�K�r�M�� MLD �«�¾�î�Æ�å�¢�b0ò(ý�_�X�8
�Z�c�
 '¨ 44 'v�� IPv6 MLD �«�¾�î�Æ�å�¢�b0¿���� �†�g!·�K�Z�C�T�I�8��

>&�@>' �G�b'v�[�Q#Ý�I�€�•�¥�Ð�å�»�b�S�e�\�Q#Ý�‰�2�b0ò(ý�_�X�8�Z�c�
�G�b�Ü�Ü�î�«�b�«�–�µ�³  �¥�Ð�å�»  
�Ü�Ç�“�Þ�å�«�\�
 �� Cisco IOS IP Command Reference, Volume 3 of 3:Multicast, Release 12.2���b�� IP 
Multicast Routing Commands���†�g!·�K�Z�C�T�I�8���G�b�Ü�Ü�î�«�c�
 Cisco.com �Ì�î�ª�b  
[Documentation] > [Cisco IOS Software] > [12.2 Mainline] > [Command References] �_�6�~�r�M��

�G�b'v�[1��Â�M�•
Æ���c�
���b�\�>�~�[�M��

• �� IGMP �«�¾�î�Æ�å�¢�b�+0[�� >&P.28-2>'

• �� IGMP �«�¾�î�Æ�å�¢�b0¿���� >&P.28-7>'

• �� IGMP �«�¾�î�Æ�å�¢�_���b/²&g�� >&P.28-16>'

• �� MVR �b�+0[�� >&P.28-18>'

• �� MVR �b0¿���� >&P.28-20>'

• �� MVR �_���b/²&g�� >&P.28-24>'

• �� IGMP �Ç�•�Ý�±�Ü�å�¢�>�|�g�«�ß�µ�º�Ü�å�¢�b0¿���� >&P.28-25>'

• �� IGMP �Ç�•�Ý�±�Ü�å�¢�>�|�g  IGMP �«�ß�µ�º�Ü�å�¢0¿���b/²&g�� >&P.28-30>'

>&�@>' IGMP �«�¾�î�Æ�å�¢�
 MVR �^�]�b�µ+��†�Q#Ý�K�Z  IP �Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É  �”�»�Þ�«�†'ö#.�M�•�G
�\�v�[�A�r�M�K�
�«�±�¸�•�µ�¡  IP �”�»�Þ�«�†�Q#Ý�M�•�G�\�v�[�A�r�M��
28-1
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'¨  28 'v       IGMP �«�¾�î�Æ�å�¢�>�|�g  MVR �b0¿��
IGMP �«�¾�î�Æ�å�¢�b�+0[
IGMP �«�¾�î�Æ�å�¢�b�+0[
�Þ�–�Ö  2 �«�–�µ�³�c  IGMP �«�¾�î�Æ�å�¢�†�Q#Ý�K�Z�
�Þ�–�Ö  2 �–�å�±�î�Ç�™�–�«�†�·$×�_0¿���K�
�Ð
�Ý�³�Ÿ�Õ�«�º  �º�Û�Ç�•�µ�¡�@  IP �Ð�Ý�³�Ÿ�Õ�«�º  �¹�Â�–�«�\�P�Â�Ü�E�}�€�S�–�å�±�î�Ç�™�–�«�_�T�E3?
3æ�I�€�•�|�:�_�M�•�G�\�_�|�W�Z�
�Ð�Ý�³�Ÿ�Õ�«�º  �º�Û�Ç�•�µ�¡�b�Ç�Û�µ�¹�•�å�¢�†�D7H�[�A�r�M��
�¡&à�@&g�M�\�>�~�
 IGMP �«�¾�î�Æ�å�¢�b���œ�c�
 LAN �«�–�µ�³�[�Í�«�º�\�Ý�î�±6ë�b  IGMP ��3æ�†
�«�¾�î�Æ�å�¢�K�
�Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É�\�Ó�å�Â  �Ï�î�º�†3ã2§�M�•�²0[�@�6�~�r�M��"I���b�Ð�Ý�³
�Ÿ�Õ�«�º  �¢�Ý�î�É�_�X�8�Z�
�Í�«�º�?�}  IGMP �Þ�Ï�î�º�†�w�™�K�S�«�–�µ�³�c�
�Í�«�º�b�Ï�î�º$��•
�†3?3æ�¸�î�È�Ý  �š�å�º�Ü�_3ã�•�K�r�M���Í�«�º�?�}  IGMP Leave Group �Ó�µ�­�î�ª�†�w�™�K�S���œ�c�

�¸�î�È�Ý  �š�å�º�Ü�?�}�Í�«�º  �Ï�î�º�†�P7V�K�r�M���Ð�Ý�³�Ÿ�Õ�«�º  �¡�Û�–�”�å�º�?�}  IGMP �Ó�å�Â�î
�©�µ�É  �Þ�Ï�î�º�†�w�™�K�^�?�W�S���œ�_�v�
�«�–�µ�³�c�š�å�º�Ü�†���‡$×�_�P7V�K�r�M��

>&�@>' IP �Ð�Ý�³�Ÿ�Õ�«�º�>�|�g  IGMP �b0ò(ý�_�X�8�Z�c�
 RFC 1112 �>�|�g  RFC 2236 �†�g!·�K�Z�C�T�I�8��

�Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�±�c�
�M�m�Z�b  VLAN �_�M+á�¡�š�Ü�î�†���‡$×�_3æ�™�K�r�M���G�b�Ð�Ý�³�Ÿ�Õ�«
�º  �º�Û�Ç�•�µ�¡�_6õ�°�b�6�•�Í�«�º�c�M�m�Z  Join 0[�Ó�†3æ�™�K�
3?3æ�¸�î�È�Ý�b�š�å�º�Ü�_3ã�•�I�€
�r�M���«�–�µ�³�c�
 IGMP Join 0[�Ó�b3æ�™
–�\�^�•�›�¢�Ý�î�É�b  IGMP �«�¾�î�Æ�å�¢  IP �Ð�Ý�³�Ÿ�Õ�«
�º3?3æ�¸�î�È�Ý�[�
 VLAN �H�\�_  1 �X�N�X�š�å�º�Ü�†�8�B�K�r�M��

�«�–�µ�³�c�
 MAC �”�»�Þ�«�_�ö�Y�C�¢�Ý�î�É�[�c�^�C�
 IP �Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É�_�ö�Y�C�È�Ü�µ
�ª�å�¢�†�§�Ï�î�º�K�Z�8�r�M���Ð�Ý�³�Ÿ�Õ�«�º  MAC �”�»�Þ�«�_�ö�Y�C�¢�Ý�î�É�b���œ�
0¿���I�€�Z�8
�•  IP �”�»�Þ�«�†0¿���í�s�b  MAC �”�»�Þ�«>&�š�–�Ü�”�«>'�r�S�c�£(Ù�í�s�b�Ð�Ý�³�Ÿ�Õ�«�º  MAC �”
�»�Þ�«>& 224.0.0.xxx �b(
�V
Æ>'�_�š�n�M�•�\�
�¥�Ð�å�»�@�š�Û�î�_�^�~�r�M���«�–�µ�³�[�c  IP �Ð�Ý�³
�Ÿ�Õ�«�º  �¢�Ý�î�É�†�Q#Ý�M�•�b�[�
�”�»�Þ�«  �š�–�Ü�”�«�b�e8Ÿ�c$Î#Õ�K�r�O�‡��

IGMP �«�¾�î�Æ�å�¢�_�|�W�Z�
 IP �Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É�c�·$×�_�Û*f�I�€�r�M���S�T�K�
 ip igmp 
snooping vlan vlan-id static ip_address interface interface-id �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥
�Ð�å�»�†�Q#Ý�M�•�\�
�Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É�†7ü$×�_0¿���[�A�r�M���¢�Ý�î�É  �Ó�å�Â�î�©�µ�É�†�Ð
�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É  �”�»�Þ�«�_7ü$×�_�æ���M�•�\�
�Q�b0¿���Í�c  IGMP �«�¾�î�Æ�å�¢�_�|�•+¬�·�ï
�8�|�~
ƒ
›�I�€�r�M���Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É  �Ó�å�Â�î�©�µ�É�b�Ü�«�º�c�
�Ø�î�¨�@��*O�K�S0¿���Í
�>�|�g  IGMP �«�¾�î�Æ�å�¢�_�|�W�Z�Û*f�I�€�S0¿���Í�b�g�‰�[�S�B�[�A�r�M��

�Ð�Ý�³�Ÿ�Õ�«�º  �º�Û�Ç�•�µ�¡�c�Ý�î�¸�•�å�¢�M�•�²0[�@�^�8�b�[�Ð�Ý�³�Ÿ�Õ�«�º  �–�å�±�î�Ç�™�–�«�†
�Q#Ý�O�N�_�
�§�È�¿�µ�º�b  IGMP �«�¾�î�Æ�å�¢�†�§�Ï�î�º�M�•�|�:  IGMP �«�¾�î�Æ�å�¢  �¡�š�Ü�î�†0¿
���[�A�r�M�� IGMP �«�¾�î�Æ�å�¢  �¡�š�Ü�”�b0ò(ý�_�X�8�Z�c�
 �� IGMP �«�¾�î�Æ�å�¢  �¡�š�Ü�”�b0¿����

>&P.28-14>' �†�g!·�K�Z�C�T�I�8��

�Ï�î�º  �«�Ã�½�å�¢�¶�Ü�î�
�Ï�î�º  �¢�Ý�î�É�
�r�S�c  VLAN ID �@�š�f�I�€�S���œ�
 VLAN �V�b�G�b
�Ï�î�º�?�}  IGMP �«�¾�î�Æ�å�¢�[�Û*f�I�€�S�Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É�c�P7V�I�€�r�M��

�G�G�[�c�
 IGMP �«�¾�î�Æ�å�¢�b"I�ö�_�X�8�Z1��Â�K�r�M��

• �� IGMP �b�Â�î�ª�Ù�å�� >&P.28-3>'

• ���Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É�l�b�•
°�� >&P.28-3>'

• ���Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É�?�}�b+:3å�� >&P.28-5>'

• ���6�ì+:3å�� >&P.28-5>'

• �� IGMP +:3å�±�–�Ð�î�b0¿���� >&P.28-6>'

• �� IGMP �Þ�Ï�î�º�š�D�� >&P.28-6>'
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'¨  28 'v       IGMP �«�¾�î�Æ�å�¢�>�|�g  MVR �b0¿��
IGMP �«�¾�î�Æ�å�¢�b�+0[
IGMP �b�Â�î�ª�Ù�å

�«�–�µ�³�c�
 IGMP �Â�î�ª�Ù�å  1�
 IGMP �Â�î�ª�Ù�å  2�
�>�|�g  IGMP �Â�î�ª�Ù�å  3 �†�§�Ï�î�º�K�Z�8
�r�M���G�€�}  3 �X�b�Â�î�ª�Ù�å�c�
�«�–�µ�³�V�[�Q�€�R�€%&�«4 #Ý�[�A�r�M���S�\�<�d�
 IGMPv2 �«
�–�µ�³�V�[  IGMP �«�¾�î�Æ�å�¢�@�–�¿�î�È�Ý�b���œ�
�G�b�«�–�µ�³�@  IGMPv3 �Þ�Ï�î�º�†�Í�«�º�?�}
�w�™�M�•�\�
�G�b  IGMPv3 �Þ�Ï�î�º�†�Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�±�l3?3æ�[�A�r�M��

>&�@>' �«�–�µ�³�c�
��
›�Ð�Ý�³�Ÿ�Õ�«�º  MAC �”�»�Þ�«�b�s�_�ö�Y�8�Z  IGMPv3 �«�¾�î�Æ�å�¢�†�§�Ï�î�º�K
�Z�8�r�M��3æ�™
–  MAC �”�»�Þ�«�x�É�ß�Ÿ�©  �Þ�Ï�î�º�_�ö�Y�8�Z�«�¾�î�Æ�å�¢�†�§�Ï�î�º�M�•�G�\�c
�6�~�r�O�‡��

IGMPv3 �«�–�µ�³�c�
 Basic IGMPv3 Snooping Support>&BISS>'�†�§�Ï�î�º�K�Z�8�r�M�� BISS �c�

IGMPv1 �>�|�g  IGMPv2 �«�–�µ�³�[�b�«�¾�î�Æ�å�¢�µ+��\�
 IGMPv3 �Ó�å�Â�î�©�µ�É  �Þ�Ï�î�º  �Ó�µ
�­�î�ª�†�§�Ï�î�º�K�Z�8�r�M���¿�µ�º�á�î�¡�_  IGMPv3 �Í�«�º�@�6�•���œ�
 BISS �_�|�~�Ð�Ý�³�Ÿ�Õ�«
�º  �º�Û�Ç�•�µ�¡�b�Ç�Û�µ�¹�•�å�¢�c�š�D�I�€�r�M���º�Û�Ç�•�µ�¡�c�
 IGMPv2 �r�S�c  IGMPv1 �Í�«�º
�b  IGMP �«�¾�î�Æ�å�¢�µ+��b���œ�\�o�p� �L�Ï�î�º  �­�µ�º�_�š�D�I�€�r�M��

>&�@>' IGMP �Ç�•�Ý�±�Ü�å�¢�r�S�c  MVR �@��/œ�I�€�Z�8�•�«�–�µ�³�c�
 IGMPv3 Join �>�|�g  Leave �Ó�µ
�­�î�ª�†�§�Ï�î�º�K�Z�8�r�O�‡��

IGMPv3 �«�–�µ�³�c�
 Source Specific Multicast>&SSM>'�µ+��†��/œ�K�Z�8�•�¹�Â�–�«�\�Ó�µ�­�î�ª�b
3æ�w�™�†/œ�:�G�\�@�[�A�r�M��

�Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É�l�b�•
°

�«�–�µ�³�_�K)F�K�S�Í�«�º�@  IP �Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É�_�•
°�K�
�^�>�?�X�Q�b�Í�«�º�@  IGMP �Â�î
�ª�Ù�å  2 �¡�Û�–�”�å�º�b���œ�
�Í�«�º�c�•
°�M�•  IP �Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É�†�æ���K�S8�3æ�™13�Ó  
IGMP Join �Ó�µ�­�î�ª�†3æ�™�K�r�M���9�b�‰�2�\�K�Z�
�Ý�î�±�?�}�M+á�¡�š�Ü�î�†�w�™�K�S�«�–�µ�³
�c�
�Q�b�¡�š�Ü�î�†  VLAN 
Æ�b�M�m�Z�b�Ï�î�º�_3?3æ�K�r�M�� IGMP �Â�î�ª�Ù�å  1 �r�S�c�Â�î�ª�Ù�å  
2 �b�Í�«�º�@�Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É�_�•
°�M�•���œ�
�Í�«�º�c�«�–�µ�³�_  Join �Ó�µ�­�î�ª�†3æ�™�M
�•�G�\�_�|�W�Z�Â'Å�K�r�M���«�–�µ�³�b  CPU �c�
�Q�b�¢�Ý�î�É�b�Ð�Ý�³�Ÿ�Õ�«�º3?3æ�¸�î�È�Ý  �š�å�º
�Ü�@�r�T�Ñ�~�K�Z�8�^�8�b�[�6�€�d�
�š�å�º�Ü�†�8�B�K�r�M�� CPU �c�I�}�_�
 Join �Ó�µ�­�î�ª�†�w�™
�K�S�–�å�±�î�Ç�™�–�«�†3?3æ�¸�î�È�Ý  �š�å�º�Ü�_3ã�•�K�r�M���Q�b�–�å�±�î�Ç�™�–�«�\�P�Â�Ü�E�}�€
�S�Í�«�º�@�
�Q�b�Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É#Ý�b�Ð�Ý�³�Ÿ�Õ�«�º  �º�Û�Ç�•�µ�¡�†�w�™�K�r�M�� �W 28-1 �†
�g!·�K�Z�C�T�I�8��
28-3
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'¨  28 'v       IGMP �«�¾�î�Æ�å�¢�>�|�g  MVR �b0¿��
IGMP �«�¾�î�Æ�å�¢�b�+0[
�W 28-1 �q�6�b  IGMP Join �Ó�µ�­�î�ª

�Ý�î�±  A �@�«�–�µ�³�_�M+á�¡�š�Ü�î�†3æ�~�
�«�–�µ�³�c�Q�b�¡�š�Ü�î�†�Ï�î�º  2 >|  5�
�X�r�~� �M  
VLAN �b�M�m�Z�b�Ó�å�Â�_3?3æ�K�r�M�� �Í�«�º  1 �c�Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É  224.1.2.3 �_�•
°�M�•�S�u
�_�
�¢�Ý�î�É�_  IGMP �Ó�å�Â�î�©�µ�É  �Þ�Ï�î�º>& IGMP Join �Ó�µ�­�î�ª>'�†�Ð�Ý�³�Ÿ�Õ�«�º�K�r�M��
�«�–�µ�³�b  CPU �c  IGMP �Þ�Ï�î�º�b�_���†�Q#Ý�K�Z�
 3?3æ�¸�î�È�Ý�b�š�å�º�Ü�†0¿���K�r�M >&/² 28-1 
�†�g!·>' ��3?3æ�¸�î�È�Ý�_�c�Í�«�º  1 �>�|�g�Ý�î�±�_�K)F�K�Z�8�•�Ï�î�º$��•�@�µ�r�€�r�M��

�«�–�µ�³�b�Á�î�»�˜�™�”�c�
�Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É�b�Ú�b�Ã�£�µ�º�\  IGMP �_���Ã�£�µ�º�†�
�9�[
�A�r�M���¸�î�È�Ý�b�_���c�
 224.1.2.3 �Ð�Ý�³�Ÿ�Õ�«�º  IP �”�»�Þ�«���Z�b�
 IGMP �Ã�£�µ�º�[�c�^�8�Ç
�Þ�î�Ò�†�
�Ý�î�±�>�|�g�¢�Ý�î�É�_�•
°�K�S�Í�«�º�_�P�K�Z3æ�™�M�•�|�:�_�
�«�–�µ�³�å�¢  �š�å�ª�å
�_�æ&g�K�r�M��

�9�b�Í�«�º>&�S�\�<�d�
�Í�«�º  4>'�@� �L�¢�Ý�î�É�_8�3æ�™13�Ó�b  IGMP Join �Ó�µ�­�î�ª�†3æ�™�M�•��
�œ>&�W 28-2 �†�g!·>' �
 CPU �c�Ó�µ�­�î�ª�†�w�™�K�Z�
3?3æ�¸�î�È�Ý�_�Í�«�º  4 �b�Ï�î�º$��•�†3ã�•�K
�r�M>&/² 28-2 �†�g!·>' ��3?3æ�¸�î�È�Ý�_�|�W�Z�
 CPU �T�E�_  IGMP �Ó�µ�­�î�ª�@3?3æ�I�€�•�b�[�
�«
�–�µ�³�V�b�Ú�b�Ï�î�º�_�Ó�µ�­�î�ª�@�Ç�Û�µ�¹�•�å�¢�I�€�•�G�\�c�6�~�r�O�‡���¤%±�b�Ð�Ý�³�Ÿ�Õ�«�º  
�º�Û�Ç�•�µ�¡�c�M�m�Z�
 CPU �[�c�^�C�¢�Ý�î�É�_3?3æ�I�€�r�M��

0©1M
�9�o�I�^

CPU

�N�,�;  1 �N�,�;  2 �N�,�;  3 �N�,�;  4

�^�o�2  A

IGMP �_�P�o�;  224.1.2.3

VLAN
PFC

1

0

2 3 4 5

45
75

0

/² 28-1 IGMP �«�¾�î�Æ�å�¢3?3æ�¸�î�È�Ý

��
›�”�»�Þ�« �Ã�£�µ�º�b�±�–�É �Ï�î�º

224.1.2.3 IGMP 1�
 2 
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'¨  28 'v       IGMP �«�¾�î�Æ�å�¢�>�|�g  MVR �b0¿��
IGMP �«�¾�î�Æ�å�¢�b�+0[
�W 28-2 2 $��u�b�Í�«�º�b�Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É�l�b�•
°

�Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É�?�}�b+:3å

�Ý�î�±�c�Ð�Ý�³�Ÿ�Õ�«�º�M+á�¡�š�Ü�î�†���‡$×�_3æ�™�K�
�«�–�µ�³�c�Q�€�}�b�¡�š�Ü�î�†  VLAN �b�M
�m�Z�b�Ï�î�º�†3û�L�Z3?3æ�K�r�M��6õ�°�b�6�•�Í�«�º�@�¡�š�Ü�î�_�Â'Å�K�r�M�� VLAN 
Æ�b�a�^�C�\
�v  1 �X�b�Í�«�º�@�Ð�Ý�³�Ÿ�Õ�«�º  �º�Û�Ç�•�µ�¡�†�w�™�K�^�E�€�d�^�}�^�8���œ�
�Ý�î�±�c  VLAN �_�,
�A)F�A�
�Ð�Ý�³�Ÿ�Õ�«�º  �º�Û�Ç�•�µ�¡�†3?3æ�K�r�M���«�–�µ�³�c�
�Q�b  IGMP �«�¾�î�Æ�å�¢�_�|�W�Z
)T�â�I�€�S  IP �Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É�b3?3æ�¸�î�È�Ý�[�æ���I�€�S�Í�«�º�_�P�K�Z�T�E�
�Ð�Ý�³�Ÿ�Õ
�«�º  �¢�Ý�î�É  �º�Û�Ç�•�µ�¡�†3?3æ�K�r�M��

�Í�«�º�@�Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É�?�}+:3å�M�•���œ�
�1�v3û%±�O�N�_+:3å�M�•�G�\�v�
 Leave �Ó�µ
�­�î�ª�†3æ�™�M�•�G�\�v�[�A�r�M���Í�«�º�?�}  Leave �Ó�µ�­�î�ª�†�w�™�K�S�«�–�µ�³�c�
�¢�Ý�î�É�[
�w�b�¡�š�Ü�î�†3æ�™�K�Z�
�Q�b�–�å�±�î�Ç�™�–�«�_�K)F�I�€�S�Ú�b�¹�Â�–�«�@�d���b�Ð�Ý�³�Ÿ�Õ�«�º  
�¢�Ý�î�É�b�º�Û�Ç�•�µ�¡�_6õ�Z�K�Z�8�•�?�]�:�?�†�Û*f�K�r�M���«�–�µ�³�c�I�}�_�
3?3æ�¸�î�È�Ý�[�Q
�b  MAC �¢�Ý�î�É�b�_���†�f�‚�K�
�Q�b�¢�Ý�î�É�b�Ð�Ý�³�Ÿ�Õ�«�º  �º�Û�Ç�•�µ�¡�b�w�™�_6õ�°�b�6�•
�Í�«�º�T�E�@�
3?3æ�¸�î�È�Ý�_�æ���I�€�•�|�:�_�K�r�M���Ý�î�±�@  VLAN �?�}�Þ�Ï�î�º�†�w�™�K�^
�?�W�S���œ�
�Q�b  VLAN #Ý�b�¢�Ý�î�É�c  IGMP �Ÿ�Õ�µ�©�×�?�}�P7V�I�€�r�M��

�6�ì+:3å  
�6�ì+:3å�µ+��†�§�Ï�î�º�M�•�b�c�
 IGMP �Â�î�ª�Ù�å  2 �@'�
>�K�Z�8�•�Í�«�º�T�E�[�M��

�«�–�µ�³�c  IGMP �«�¾�î�Æ�å�¢�b�6�ì+:3å�†�Q#Ý�K�Z�

›�_�«�–�µ�³�?�}�–�å�±�î�Ç�™�–�«�_�¢�Ý�î
�É�[�w�b�¡�š�Ü�î�†3æ�™�K�^�C�Z�v�
 Leave �Ó�µ�­�î�ª�†3æ�™�M�•�–�å�±�î�Ç�™�–�«�†3?3æ�¸�î�È�Ý�?
�}�P7V�[�A�•�|�:�_�K�r�M�� VLAN �–�å�±�î�Ç�™�–�«�c�
�q�6�b  Leave �Ó�µ�­�î�ª�[�æ���I�€�S�Ð�Ý

/² 28-2 �f�‚�I�€�S  IGMP �«�¾�î�Æ�å�¢3?3æ�¸�î�È�Ý

��
›�”�»�Þ�« �Ã�£�µ�º�b�±�–�É �Ï�î�º

224.1.2.3 IGMP 1�
 2�
 5

0©1M
�9�o�I�^

CPU

�N�,�;  1 �N�,�;  2 �N�,�;  3 �N�,�;  4

�^�o�2  A

PFC
VLAN

1

0

2 3 4 5

45
75

1
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