show

Cisco NX-0S show

Cisco Nexus 7000 NX-0OS
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show |

M show aaa accounting

show aaa accounting

AAA show aaa accounting

show aaa accounting

network-admin
network-operator
vdc-admin
vdc-operator

4.0(1)

switch# show aaa accounting
default: local

Cisco Nexus 7000 NX-0OS
m‘ 0L-25805-01-J |



| show

show aaa authentication

AAA

show aaa authentication

show aaa authentication

show aaa authentication [login error-enable | login chap | login mschap | login mschapv2

| login ascii-authentication]

login error-enable

login chap CHAP

login mschap MS-CHAP

login mschapv2 MS-CHAP V2

login ascii-authentication TACACS+ ASCII

network-admin
network-operator
vdc-admin
vdc-operator

5.0(2) chap

4.2(1) mschapv2

4.1(2) ascii-authentication
4.0(1)

switch# show aaa authentication

default: local
console: local

dotlx: not configured
eou: not configured

Cisco Nexus 7000 NX-0OS
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show

Bl show aaa authentication

switch# show aaa authentication login error-enable
disabled

CHAP

switch# show aaa authentication login chap
disabled

MSCHAP

switch# show aaa authentication login mschap
disabled

MSCHAP V2

switch# show aaa authentication login mschapv2
enabled

ASCII

switch(config)# show aaa authentication login ascii-authentication
disabled

aaa authentication login TACACS+ ASCII
ascii-authentication

aaa authentication login chap CHAP
enable

aaa authentication login AAA
error-enable

aaa authentication login MSCHAP
mschap enable

aaa authentication login MSCHAP V2
mschapv2 enable

Cisco Nexus 7000 NX-0OS
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| show

show aaa authorization W

show aaa authorization

AAA show aaa authorization

show aaa authorization [all]

all

network-admin
network-operator
vdc-admin
vdc-operator

4.2(1)

switch# show aaa authorization
pki-ssh-cert: local
pki-ssh-pubkey: local
AAA command authorization:
default authorization for config-commands: none
cts: group radius

switch# show aaa authorization all
pki-ssh-cert: local
pki-ssh-pubkey: local
AAA command authorization:
default authorization for config-commands: none
default authorization for commands: local
cts: group radius

Cisco Nexus 7000 NX-OS
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show |

Il show aaa authorization

aaa authorization AAA
feature cts Cisco TrustSec
feature ldap LDAP

feature tacacs+ TACACS+

Cisco Nexus 7000 NX-0OS
m‘ 0L-25805-01-J |



| show

show aaa groups W

show aaa groups

AAA show aaa groups

show aaa groups

network-admin
network-operator
vdc-admin
vdc-operator

4.0(1)

AAA

switch# show aaa groups
radius
TacServer

Cisco Nexus 7000 NX-OS
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show |

W show aaa user default-role

show aaa user default-role

AAA show aaa user default-role

show aaa user default-role

network-admin
network-operator
vdc-admin
vdc-operator

4.0(3)

AAA aaa user default-role
AAA

switch# show aaa user default-role

enabled

aaa user default-role AAA

Cisco Nexus 7000 NX-0OS
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| show

show access-lists

IPv4 Access Control List ACL;

ACL ACL

show access-lists [access-list-name] [expanded | summary]

show access-lists

show access-lists W

IPv6 ACL MAC

access-list-name

ACL 64

expanded

summary

ACL

network-admin
network-operator
vdc-admin
vdc-operator

4.2(1)

ACL

fragments

41(2)

IPv6 ACL

4.0(1)

access-list-name

ACL

expanded

object-group ip address
port

summary

ACL

ACL

object-group ipv6 address
ACL ACL

ACL

Cisco Nexus 7000 NX-0OS

ACL

ACL

ACL

object-group ip
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show

Bl show access-lists

e fragments IP ACL
e ACL ACL
ACL
ACL
e ACL
e ACL
show access-lists ACL
e ACL statistics per-entry
. ACL
IPACL fragments
ACL
fragments
IP ACL MACACL 1 ACL show

access-lists

switch# show access-lists

IP access list ip-v4-filter
10 permit ip any any
MAC access list mac-filter
10 permit 00c0.4f00.0000 0000.00Ff.FFFF 0060.3e00.0000 0000.00FF.FFFF ip

show access-lists MainLab
ipv4-RandD-outbound-web IPv4 ACL

switch# show access-lists ipv4-RandD-outbound-web

IP access list ipv4-RandD-outbound-web
statistics per-entry
1000 permit ahp any any [match=732]
1005 permit tcp addrgroup MainLab any eq telnet
1010 permit tcp any any eq www [match=820421]

show access-lists ipv4-RandD-outbound-web IPv4 ACL
expanded

switch# show access-lists ipv4-RandD-outbound-web expanded

IP access list ipv4-RandD-outbound-web
statistics per-entry
1000 permit ahp any any [match=732]
1005 permit tcp 10.52.34.4/32 any eq telnet [match=5032]
1005 permit tcp 10.52.34.27/32 any eq telnet [match=433]
1010 permit tcp any any eq www [match=820421]

summary show access-lists ACL

ACL ipv4-RandD-outbound-web
IPv4 ACL

switch# show access-lists ipv4-RandD-outbound-web summary

Cisco Nexus 7000 NX-0OS
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| show ¥Pa»

show access-lists W

IPV4 ACL ipv4-RandD-outbound-web

Statistics enabled
Total ACEs Configured: 4
Configured on interfaces:
Ethernet2/4 - ingress (Router ACL)
Active on interfaces:
Ethernet2/4 - ingress (Router ACL)

604 ¥Pa» ¥Pa» 1A
fragments IPACL C5VEYH\#Tf; £ 0 C: 30000~
ip access-list IPv4 ACL 30000~
mac access-list MAC ACL 300u0-
show ip access-lists O064aé IPvAACLUUEGS0E IPV4ACL -+$ OuO-

show mac access-lists 064aé MACACL uUé$o0é MACACL -+$ Oub-

Cisco Nexus 7000 ©Ufi- NX-OS -YxU,« ¥b&» UG“Pé«
I oL-25805-01-



show ¥Da» |

M show accounting log

show accounting log

fo f#é #]" +$ O x=e” show accounting log& Qf< 62000

show accounting logsize| last-index | start-seqnumnumber| start-time year month day
HH:MM:S3

Sebl A size 90>¢90-+$ O “#é( -90C ;+190 «-28&%, D& 0:* 250000

ad-

last-index 90>¢90 " #1é"Ré f:6" I8 -+$ Oul-

start-seqnumnumber 905> ¢90-+$ é° C4?ZD " #]é*0$f, I8 000UOD-
%, Dé1:* 100000040 «

start-time year month 905>¢90 " é-+$ C4?72D " #]é4?72(b 00000 year

day HHMM:SS e™g” yyyy» |40+ monthe™é&” 3 ¥<¢)+teél0.tad. day-
™% Delr 3140« HH:MM:SS.™&”{0 24 (4F»|a0-

1CHrY© a0

¥Pa» Oi» >c€6&Qf<  Uox<

§li°1€. 01" BiY  network-admin
network-operator
vdc-admin

vdc-operator

¥PAa»3T U007« sfad
4.2(1) last-index obo<  J*ZfA i start-seqnum obo<  J
*ZfC1lJ B uOU-
4.0(1) 16&Qf<C1) B uOU-
Q#YVbz-»U-& fé&Qf<aeée”\ .f,8 -D% 00 -

Cisco Nexus 7000 ©U7- NX-OS -YxU,« ¥b&» UG“Péc«
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| show ¥Pa»

show accounting log

4e” 9 f# “#KO +$3 0 $0ub-

switch#  show accounting log

Sat Feb 16 10:44:24 2008:update:/dev/pts/1_172.28.254.254:admin:show system uptime
Sat Feb 16 10:44:25 2008:update:/dev/pts/1_172.28.254.254:admin:show clock

Sat Feb 16 10:45:20 2008:update:/dev/pts/1_172.28.254.254:admin:show logging log
file start-time 2008 Feb 16 10:44:11

Sat Feb 16 10:45:23 2008:update:/dev/pts/1_172.28.254.254:admin:show accounting
log start-time 2008 Feb 16 10:08:57

Sat Feb 16 10:45:24 2008:update:/dev/pts/1_172.28.254.254:admin:show system uptime
Sat Feb 16 10:45:25 2008:update:/dev/pts/1_172.28.254.254:admin:show clock

Sat Feb 16 10:46:20 2008:update:/dev/pts/1_172.28.254.254:admin:show logging log
file start-time 2008 Feb 16 10:45:11

Sat Feb 16 10:46:22 2008:update:/dev/pts/1_172.28.254.254:admin:show accounting

4= 9 f# “#é 400C ; +$0 $OuO-

switch#  show accounting log 400

Sat Feb 16 21:15:24 2008:update:/dev/pts/1_172.28.254.254:admin:show accounting log
start-time 2008 Feb 16 18:31:21

Sat Feb 16 21:15:25 2008:update:/dev/pts/1_172.28.254.254:admin:show system uptime
Sat Feb 16 21:15:26 2008:update:/dev/pts/1_172.28.254.254:admin:show clock

O
¥
O;
c
O

42”2008 2 - 16 ¢ 16:00:00%4? 20 fo f# T# -+$
switch(config)# show accounting log start-time 2008 Feb 16 16:00:00

Sat Feb 16 16:00:18 2008:update:/dev/pts/1_172.28.254.254:admin:show logging log file
start-time 2008 Feb 16 15:59:16

Sat Feb 16 16:00:26 2008:update:/dev/pts/1_172.28.254.254:admin:show accounting log
start-time 2008 Feb 16 12:05:16

Sat Feb 16 16:00:27 2008:update:/dev/pts/1_172.28.254.254:admin:show system uptime
Sat Feb 16 16:00:28 2008:update:/dev/pts/1_172.28.254.254:admin:show clock

Sat Feb 16 16:01:18 2008:update:/dev/pts/1_172.28.254.254:admin:show logging log file
start-time 2008 Feb 16 16:00:16

Sat Feb 16 16:01:26 2008:update:/dev/pts/1_172.28.254.254:admin:show accounting log
start-time 2008 Feb 16 12:05:16

Sat Feb 16 16:01:27 2008:update:/dev/pts/1_172.28.254.254:admin:show system uptime
Sat Feb 16 16:01:29 2008:update:/dev/pts/1_172.28.254.254:admin:show clock

Sat Feb 16 16:02:18 2008:update:/dev/pts/1_172.28.254.254:admin:show logging log file
start-time 2008 Feb 16 16:01:16

Sat Feb 16 16:02:26 2008:update:/dev/pts/1_172.28.254.254:admin:show accounting log
start-time 2008 Feb 16 12:05:16

Sat Feb 16 16:02:28 2008:update:/dev/pts/1_172.28.254.254:admin:show system uptime

4" Ré f:6" 8 +$0 $0u00-
switch#  show accounting log last-index
accounting-log last-index : 1814

604 ¥Pa»

¥Pa» 1A

clear accounting log fo f# “# -d30u0-.

c/
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show ¥Da» |

M show arp access-lists

show arp access-lists

O064aé ARP Access Control LISOACL9O U Ué&$0é ARPACL -+$ O =é&” show arp
access-lists& Qf< 820U«

show arp access-listfaccess-list-nane

Sebl A access-list-name 90> c9OARP ACL é,e+,8aé7"a 64 ¥<@)r M< GRAE""¥<
AE¥<Cc™ip 00

1C>vo 80

¥Pa» Oi» >cé&Qf< Uo<

§ifol1€. @1 BTY  network-admin
network-operator
vdc-admin

vdc-operator

¥PDa»s3T U0T« sfad
4.0(1) 16&Qf<C1) B uOU-

Q#YVbz-»U-& access-list-name ™ 61204 ACL 000 ' 4°;4":C ,e0064a¢é ARP ACL -+
$0ub-
Té&Qf<aee”\ .f,8 D% 00 -

[ 4 @ " show arp access-list Qf< 6120 4” 2Ré ARPACL ,R:C ,a004aé ARP

ACL +$0 $0u00-
switch#  show arp access-lists
ARP access list arp-permit-all
10 permit ip any mac any

ARP access list arp-lab-subnet
10 permit request ip 10.32.143.0 255.255.255.0 mac any

4 @ " show arp access-list Qf< 6204” arp-permit-alla ¢, A,eé ARPACL -+$ O
$0u0-
switch#  show arp access-lists arp-permit-all

ARP access list arp-permit-all
10 permit ip any mac any

Cisco Nexus 7000 ©U7- NX-OS -YxU,« ¥b&» UG“Péc«
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| show ¥Pa»

show arp access-lists ||

604 ¥Da» ¥Pa» 1A

arp access-list ARP ACL 30000

ip arp inspection filter VLAN @& ARP ACL 1irOu0-

Cisco Nexus 7000 ©Ufi- NX-OS -YxU,« ¥b&» UG“Pé«
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show ¥Da» |

Bl show class-map type control-plane

show class-map type control-plane

&f; on J_of "\, Q6J+Z-+$ O =é&” show class-map tpe control-plane & Q f
< 6000

show class-map type control-plangclass-map-nanje

Sebl A class-map-name 905>¢90&f; 0” J_of "\, Q6Jé,e
iC>Vo 80
¥Ppa&» Ofi» >Cé&Qf< Uo<
§lio1€@i" B1Y  network-admin
network-operator
vdc-admin

vdc-operator

¥PDAa»sT U0T« §fad
4.0(1) 1é&Qf<C1J P uOU-
Q#YVbZ-»0-& Té&Qf<é:H ~;é'P:C , &f9 ,;9060 vDC9OlaéusraEnd-.

Té&Qf<aee”\ .f,é6 D% 00 -

[ 4a"&f; 0N J_of "\, Q6J+xZ-+3$0 $0u00-

switch#  show class-map type control-plane

class-map type control-plane match-any copp-system-class-critical
match access-grp name copp-system-acl-arp
match access-grp name copp-system-acl-msdp

class-map type control-plane match-any copp-system-class-important
match access-grp hame copp-system-acl-gre
match access-grp name copp-system-acl-tacas

class-map type control-plane match-any copp-system-class-normal
match access-grp name copp-system-acl-icmp
match redirect dhcp-snoop
match redirect arp-inspect
match exception ip option
match exception ip icmp redirect
match exception ip icmp unreachable

Cisco Nexus 7000 ©U7- NX-OS -YxU,« ¥b&» UG“Péc«
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| show ¥Pa»

show cli syntax roles network-admin

show cli syntax roles network-admin

Sebl A

1@,?0

¥pa» Of»

§iiole @i g7y

network-admin- o~ C62aE4 vdc-admin ' 0~ ColRAE&, &Qf<ét¥ -+$ O @~
show cli syntax roles network-admin& Qf< 620 u0-«

show cli syntax roles network-admin

Té&Qf<eé”s™quUé obo<é% 00 -

>CEe&Qf< Uo<

network-admin
network-operator

¥PDaA»sT

Q#YVbz-»U-4

U017« §fa
ié

d
5.1(1) &Qf<C1l B uOU-

fé&Qf<eée™\ .f, 8 D% U0 »

4 &= " network-admin® o~ Co62aE4a  vdc-admin'o”"Co6l2aE&:; &Qf<ét¥ -+$ O
$0u0-

switch#  show cli syntax roles network-admin

MODE exec

(0) show debug license

(1) show debug bootvar

(2) show debug cmpproxy

(3) show debug exceptionlog

(4) show debug device_test

(5) show debug diagmgr

(6) show debug diagclient

(7) show debug ntp

(8) show debug port_Ib

(9) show debug copp

(10) show debug copp bypass

(11) show license usage vdc-all [ { detail | <license-feature>} ]

(12) show system internal license event-history

(13) show system internal license mem-stats [ detail ]

(14) show system internal loader configuration

(15) show system internal bootvar log

(16) show system internal cmpproxy install-logs

(17) show system internal cmpproxy [ event-history ] errors

(18) show system internal cmpproxy [ event-history ] msgs

(19) show system internal cmpproxy mem-stats [ detail ]

OL-25805-01-J
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show ¥Da» |

W show cli syntax roles network-admin

(20) show system internal epld logging

(21) show system internal access-list status [ ]

(22) show system internal copp ppf-database { policy { subscriptions | sessions
| instances | all } }

(23) show system internal copp [ event-history ] errors
(24) show system internal copp [ event-history ] logs
(25) show system internal copp [ event-history ] msgs
(26) show system internal copp mem-stats [ detail ]
(27) show system internal copp info

(28) show system reset-reason

(29) show system reset-reason module <module>
(30) show system reset-reason <s0> <santa-cruz-range>
(31) show system redundancy status

(32) show system redundancy ha status

(33) show logging level { license | licmgr }

(34) show logging level bootvar

(35) show logging level cmpproxy

(36) show logging level diagnostic device_test

(37) show logging level diagnostic diagmgr

(38) show logging level diagnostic diagclient

(39) show logging level ntp

(40) show logging level copp

(41) show running-config res_mgr

(42) show running-config vdc [ all ]

(43) show running-config diagnostic [ all ]

(44) show running-config cmp

(45) show running-config ntp [ all ]

(46) show running-config vdc-all [ all ]

(47) show running-config copp [ all ]

(48) show startup-config vdc [ all ]

(49) show startup-config diagnostic [ all ]

(50) show startup-config ntp [ all ]

(51) show startup-config vdc-all

(52) show startup-config copp [ all ]

(53) show tech-support gold

(54) show tech-support cmp

(55) show tech-support dcbx

(56) show tech-support ntp

(57) show tech-support forwarding 12 multicast vdc-all
(58) show tech-support forwarding I3 unicast vdc-all [ module <module> ]

--More--

604 ¥Da» ¥Pa» 1A
show cli syntax roles network-operator o~ C612aE4&  vdc-operator o~ C 6l2aE & ¢
network-operator &Qf<ét¥ +$ Oulb-

Cisco Nexus 7000 ©U7- NX-OS -YxU,« ¥b&» UG“Péc«
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| show ¥Pa»

show copp diff profie

show copp diff profile

2 A 1T"Aé&f; 0N J _of P]*f#90 CoPmOéL,; J\"9 , P]*04F "1
vea=1j2p a¢ :H ~:é CoPPéL,; J\"9 , Pl*oa " Aé CoPPéL,;
J\"9 , P]*0é4FéAld -+$ O = é” show copp diff profile & Qf< 620U
show copp diff profile {lenient | moderate| strict} [ prior-ver] profile {lenient| moderate
| strict}
Sebl A lenient “eJH A~ 43000
moderate $Y2éJ°H ~-+$ 00l
strict 6'8J°H ~-+$0u0-
profile J’H ~ 00000~
prior-ver «2é6J'H ~ 000Uu0-
1CHYo© ao
¥Ppa» Of» >cé&Qf< Uo<
§iio1e @i BTY  network-admin
network-operator
vdc-admin

vdc-operator

¥DAa»sT U007« sfa
[K:

d
5.2(1) &Qf<Cl) P uOU-

Q#YVbz-»0-2& prior-ver J*Zf 0008¢+'"16&Qf<é&"0+1j2D &g 2RBé:H ~:é
CoPPéL,; J\"9 , P]*090 0+1i!2D 4¢ é'&P]*040+1j2D &
$Y2¢éP]*04890¢A1E -+ Oul-
prior-ver J*Zf 000U+'"1é&Qf<é&”0+1j2D a¢ :H ~;é CoPPL,
;o J\"9 Pl*oasealilOU:H ~;é CoPPL,; J\"9 , Pl*oél ¢
+$ Oud90 0 +1j12D 4, é'aP]*0&-e1ijrOU-¢,P]*08a90 .

f6&Qf<eée™\ .f, 8 D% U0 »

[ 4e"0+1i2D &¢ :H 7 é CoPPL,; J\"9 , Pl*oa"Aé  CoPPL,; J
\"9 Pl*oéAlda +$ 0 $Oul-

switch# show copp diff profile moderate applied latest

Cisco Nexus 7000 ©Ufi- NX-OS -YxU,« ¥b&» UG“Pé«
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show ¥Da» |

M show copp diff profile

604 ¥Da» ¥Pa» 1A
show copp profile "\,A TP](oo0&dayee” CoPPL,; J\"9 , Pl*oé
f&! -+$ Ou b

Cisco Nexus 7000 ©U7- NX-OS -YxU,« ¥b&» UG“Péc«
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| show ¥Pa»

show copp profile W

show copp profile

&f; on J _of P]*f#90 CoPPOL,; J\"9 , Pl*oé.f& ""\,A 1P
](oo&daye+$ O xé” show copp profile & Qf< 62000

show copp profile{lenient | moderate | stric}

Sebl A lenient “eJH A+ 000
moderate $Y2¢63J°H ~-+$ 000~
strict 6'48J°H "~ -+$0ub-

1CHY© ao

¥P&» Of» »¢cé&Qf<  Uocx<

§iio1€ @i BiY  network-admin
network-operator
vdc-admin
vdc-operator

¥Pa»s3T U007« sfad
5.2(1) 16&Qf<C1) ® uOU-

Q#YVbz-»U-4

fé&Qf<eée™\ .f, 8 D% U0 »

4@”""\,A 1P](0o0ddyeae” CoPPL,; J\"9 , Pl*oéf&l -+$ O
$0ud-
switch# show copp profile moderate

ip access-list copp-system-p-acl-bgp
permit tcp any gt 1024 any eq bgp
permit tcp any eq bgp any gt 1024
ipv6 access-list copp-system-p-acl-bgp6
permit tcp any gt 1024 any eq bgp
permit tcp any eq bgp any gt 1024
ip access-list copp-system-p-acl-cts
permit tcp any any eq 64999
permit tcp any eq 64999 any
ip access-list copp-system-p-acl-dhcp
permit udp any eq bootpc any
permit udp any neq bootps any eq bootps
ip access-list copp-system-p-acl-dhcp-relay-response
permit udp any eq bootps any

| oL-25805-01-J
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show ¥Da» |

W show copp profile

permit udp any any eq bootpc
ip access-list copp-system-p-acl-eigrp
permit eigrp any any
ip access-list copp-system-p-acl-ftp
permit tcp any any eq ftp-data
permit tcp any any eq ftp
permit tcp any eq ftp-data any
permit tcp any eq ftp any
ip access-list copp-system-p-acl-glbp
permit udp any eq 3222 224.0.0.0/24 eq 3222

--More--
604 ¥Da» ¥Pa» 1A

copp profile

copp clone profile

show copp diff profile a-+1j2p a, :H ~;é CoPPL,; J\"9 , Pl*0&"
AuUeé.eé CoPPL,; J\"9 , Pl*oéAlda -+$ Oud-

show copp status "Ré30GPA 10é,902,44" CoPPé¢,902, -+$ O
ube

show running-config  s- &fH IX_o*Zf]é CoPP.30 -+$ OuO-

copp

Bl _Cisco Nexus 7000 ©UT- NX-OS -YxU,» ¥Péd» UC“Pac
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| show ¥Pa»

show cli syntax roles network-operator

show cli syntax roles network-operator

Sebl A

1@,?0

¥pa» Of»

§iiole @i g7y

network-operator o~ C 6l2aE4&  vdc-operator o"ColPAE&, & Qf<ét¥ -+$ O =

&” show cli syntax roles network-operator & Qf< 62000

show cli syntax roles network-operator

Té&Qf<eé”s™quUé obo<é% 00 -

>CEe&Qf< Uo<

network-admin
network-operator

¥PDaA»sT

Q#YVbz-»U-4

U017« §fa
ié

d
5.1(1) &Qf<C1l B uOU-

fé&Qf<eée™\ .f, 8 D% U0 »

4 & "network-operator o*C 612aE4&  vdc-operator 0" C6l2PaE&: & Qf<ét¥ -+$
O $0u0-

switch#  show cli syntax roles network-operator

MODE exec

(0) show debug license

(1) show debug cmpproxy

(2) show debug exceptionlog

(3) show debug device_test

(4) show debug diagmgr

(5) show debug diagclient

(6) show debug ntp

(7) show debug port_Ib

(8) show debug copp

(9) show license usage vdc-all [ { detail | <license-feature> } ]
(10) show system internal license event-history

(11) show system internal license mem-stats [ detail ]

(12) show system internal loader configuration

(13) show system internal bootvar log

(14) show system internal cmpproxy install-logs

(15) show system internal cmpproxy [ event-history ] errors
(16) show system internal cmpproxy [ event-history ] msgs
(17) show system internal cmpproxy mem-stats [ detail ]
(18) show system internal epld logging

(19) show system internal access-list status [ ]

OL-25805-01-J
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show ¥Da» |

M show cli syntax roles network-operator

(20) show system internal copp ppf-database { policy { subscriptions | sessions

| instances | all } }
(21) show system internal copp [ event-history ] errors

--More--

604 ¥Da» ¥Pas» 1A
show cli syntax roles network-admin* o~ C612aE4  vdc-admin*o”"Col2PaE&¢ &Q
network-admin f<ét¥Y +$ 000

Cisco Nexus 7000 ©U7- NX-OS -YxU,« ¥b&» UG“Péc«
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| show ¥Pa»

show copp status

Sebl A

1@,?0

¥pa» Of»

§iiole @i g7y

Control Plane PolicingCoP®0.30,902, -+$ O ®é”

ud-

show copp status

Té&Qf<eé”s™quUé obo<é% 00 -

sCE&FH IX_o0*Zf

network-admin
vdc-admin
network-operator
vdc-operator

show copp status

show copp status& Qf< 8120

¥PDaA»sT

Q#YVbz-»U-4

U017« §fa
ié

d
4.0(2) &Qf<Cll B uOU-

Té&Qf<é:H ~;é’D:C &f9 ,:90
Té&Qf<aee”\ .f,6 D% 00O -
42" CoPP.30,902,272 +30 $0u0-

switch#  show copp status

Last Config Operation: service-policy input copp-system-policy
Last Config Operation Timestamp: 21:57:58 UTC Jun 4 2008
Last Config Operation Status: Success

Policy-map attached to the control-plane: new-copp-policy

VDC9O Jaé o

a

ud

| oL-25805-01-J
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show ¥D&»

M show crypto ca certificates

show crypto ca certificates

30D a¢ ;\,;P f;.=y +$0 =é”
Oubd-

show crypto ca certificatestrustpoint-label

show crypto ca certificates& Qf< ¢!2

Sebl A

1Q)Y0

¥Pa» Of»

§lioI€ @1 B1Y

trustpoint-label \,;P f;é,8¢,2a8""¥<aE¥<C™ID 00
a0
>cé&FfH IX_o*Zf Uo<

network-admin
network-operator
vdc-admin
vdc-operator

¥PDa»s8T

Q#YVbZ-»0-&

UUT« $fad

4.1(2) 1é&Qf<C1J P uOU-

Té&Qf< 62O a” :f9 9 .=y &H 0°<C% +'&"@ +$ 0ul-

&icad” CA=y % H o0r<90ulUé&”"4 ofé«'&""ybeyéLk "DAN, o
y ua’& CA=y 90 -+$ Oude+;\,;P f;,C00D acd¢c+'"004aé

P f=y éf&lC+$ D ul-

&Qf<eé”\ .f,&6 -D¥% 00 -

Ll

8

O;
c
(@)

42730D a¢ ;\,;P f;.=y +$30 $

switch#  show crypto ca certificates

Trustpoint: admin-ca

certificate:

subject= /CN=switch160

issuer= /C=US/O=cisco/CN=Aparna CA2
serial=6CDB2D9E000100000006

notBefore=Jun 9 10:51:45 2005 GMT

notAfter=May 3 23:10:36 2006 GMT

MD5 Fingerprint=0A:22:DC:A3:07:2A:9F:9A:C2:2C:BA:96:EC:D8:0A:95
purposes: ssiserver ssiclient ike

CA certificate 0O:

subject= /C=US/O=cisco/CN=Aparna CA2

issuer= /emailAddress=amandke@cisco.com/C=IN/ST=Maharashtra/L=Pune/O=cisco/OU=ne
tstorage/CN=Aparna CA1

Bl _Cisco Nexus 7000 ©UT- NX-OS -YxU,» ¥Péd» UC“Pac
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| show ¥Pa»

show crypto ca certificates

serial=14A3A877000000000005

notBefore=May 5 18:43:36 2005 GMT

notAfter=May 3 23:10:36 2006 GMT

MD5 Fingerprint=32:50:26:9B:16:B1:40:A5:D0:09:53:0A:98:6C:14:CC
purposes: sslserver ssiclient ike

CA certificate 1:

subject= /emailAddress=amandke@cisco.com/C=IN/ST=Maharashtra/L=Pune/O=cisco/OU=n
etstorage/CN=Aparna CA1l

issuer= /emailAddress=amandke@cisco.com/C=IN/ST=Karnataka/L=Bangalore/O=Cisco/OU
=netstorage/CN=Aparna CA

serial=611B09A1000000000002

notBefore=May 3 23:00:36 2005 GMT

notAfter=May 3 23:10:36 2006 GMT

MD5 Fingerprint=65:CE:DA:75:0A:AD:B2:ED:69:93:EF:5B:58:D4:E7:AD

purposes: ssiserver ssiclient ike

CA certificate 2:

subject= /emailAddress=amandke@cisco.com/C=IN/ST=Karnataka/L=Bangalore/O=Cisco/O
U=netstorage/CN=Aparna CA

issuer= /emailAddress=amandke@cisco.com/C=IN/ST=Karnataka/L=Bangalore/O=Cisco/OU
=netstorage/CN=Aparna CA

serial=0560D289ACB419944F4912258CAD197A

notBefore=May 3 22:46:37 2005 GMT

notAfter=May 3 22:55:17 2007 GMT

MD5 Fingerprint=65:84:9A:27:D5:71:03:33:9C:12:23:92:38:6F:78:12

purposes: sslserver ssiclient ike

604 ¥Da»

¥PDa» 1A
crypto ca authenticate CA é=y .z=0u0-
show ca trustpoints \,:P f:.30 -+ 000~

OL-25805-01-J
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show ¥Da» |

M show crypto ca certstore

show crypto ca certstore

=y ,; .30+ 0 e show crypto ca certstore& Qf< 62000 .

show crypto ca certstore

Sebl A Té&Qf<aeé”s™yUé obo<é¥ 0O -
1C>Y© ao
¥Ppa» Of» >cé&FfH IX_o*Zf Uo<
§iiol1€. @1 BIY  network-admin
network-operator
vdc-admin

vdc-operator

¥DAaA»sT UU0T« §fa
Té

d
5.0(2) &Qf<Cll P uOU-

Q#YVbz-»U-4 Té&Qf<axeé”\ .f,8 -D% 10O -

[ 42"=y ,; 3040 $0ub-

switch#  show crypto ca certstore
Certstore lookup: REMOTE

604 ¥Da» ¥Pa&» 1A
crypto ca lookup =y z=26k0 =y ,; 00000-
show crypto ca JUo;é cert-storeé.30 -+$ OO0

remote-certstore

Cisco Nexus 7000 ©U7- NX-OS -YxU,« ¥b&» UG“Péc«
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| show ¥Pa»

show crypto ca crl

30D a¢ =y ,27,:90
O

show crypto ca crltrustpoint-label

CRL9O -+$ O =e”

showcryptocacrl W

show cryptocacrl &Qf< 620U

Sebl A trustpoint-label \,;P f;é,8e\Lhaé""¥<aE¥<C™iD uOb-
1C,vo 80
¥pa» Oi» >Gé&FH IX _o*Zf Uo<
§l1o1€. 01" 81Y  network-admin
network-operator
vdc-admin

vdc-operator

¥DAaA»sST UU0T« §fad

4.1(2) 1é&Qf<C1J P uOU-

Q#YVbZ-»0-& 6&Qf< 920 a"00D U;\,;P f:é
o -+$ 000

]
]
Té&Qf<aee”\ .f,8 D% 00 -

O'
c
O

[ 42”"30D a¢ CRL -+$ 0 %

switch#  show crypto ca crl admin-ca
Trustpoint: admin-ca
CRL:
Certificate Revocation List (CRL):
Version 2 (0x1)
Signature Algorithm: shalWithRSAEncryption

CRL&,20U0.=y é*] MR ¢

Issuer: /emailAddress=rviyyoka@cisco.com/C=IN/ST=Kar/L=Bangalore/O=Cisco

Systems/OU=1/CN=cisco-blr
Last Update: Sep 22 07:05:23 2005 GMT
Next Update: Sep 29 19:25:23 2005 GMT
CRL extensions:
X509v3 Authority Key Identifier:

keyid:CF:72:E1:FE:14:60:14:6E:B0:FA:8D:87:18:6B:E8:5F:70:69:05:3F

1.3.6.1.4.1.311.21.1:

Revoked Certificates:
Serial Number: 1IEOAE838000000000002

Cisco Nexus 7000 ©UT-

| oL-25805-01-J
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show ¥D&»

W show crypto cacrl

Revocation Date: Mar 15 09:12:36 2005 GMT
Serial Number: 1IEOAE9AB000000000003
Revocation Date: Mar 15 09:12:45 2005 GMT
Serial Number: 1E721E50000000000004
Revocation Date: Apr 5 11:04:20 2005 GMT
Serial Number: 3D26E445000000000005
Revocation Date: Apr 5 11:04:16 2005 GMT
Serial Number: 3D28F8DF000000000006
Revocation Date: Apr 5 11:04:12 2005 GMT
Serial Number: 3D2C6EF3000000000007
Revocation Date: Apr 5 11:04:09 2005 GMT
Serial Number: 3D4D7DDC000000000008
Revocation Date: Apr 5 11:04:05 2005 GMT
Serial Number: 5BF1FE87000000000009
Revocation Date: Apr 5 11:04:01 2005 GMT
Serial Number: 5BF22FB300000000000A
Revocation Date: Apr 5 11:03:45 2005 GMT
Serial Number: 5BFA4A4900000000000B
Revocation Date: Apr 5 11:03:42 2005 GMT
Serial Number: 5C0BC22500000000000C
Revocation Date: Apr 5 11:03:39 2005 GMT
Serial Number: 5CODA95E00000000000D
Revocation Date: Apr 5 11:03:35 2005 GMT
Serial Number: 5C13776900000000000E
Revocation Date: Apr 5 11:03:31 2005 GMT
Serial Number: 4864FD5A00000000000F
Revocation Date: Apr 5 11:03:28 2005 GMT
Serial Number: 48642E2E000000000010
Revocation Date: Apr 5 11:03:24 2005 GMT
Serial Number: 486D4230000000000011
Revocation Date: Apr 5 11:03:20 2005 GMT
Serial Number: 7FCB75B9000000000012
Revocation Date: Apr 5 10:39:12 2005 GMT
Serial Number: 1A7519000000000013
Revocation Date: Apr 5 10:38:52 2005 GMT
Serial Number: 20F1B0000000000014
Revocation Date: Apr 5 10:38:38 2005 GMT
Serial Number: 436E43A9000000000023
Revocation Date: Sep 9 09:01:23 2005 GMT
CRL entry extensions:
X509v3 CRL Reason Code:
Cessation Of Operation
Serial Number: 152D3C5E000000000047
Revocation Date: Sep 22 07:12:41 2005 GMT
Serial Number: 1533AD7F000000000048
Revocation Date: Sep 22 07:13:11 2005 GMT
Serial Number: 1F9EBSEA00000000006D
Revocation Date: Jul 19 09:58:45 2005 GMT
CRL entry extensions:
X509v3 CRL Reason Code:
Cessation Of Operation
Serial Number: 1IFCA9DC600000000006E
Revocation Date: Jul 19 10:17:34 2005 GMT
CRL entry extensions:
X509v3 CRL Reason Code:
Cessation Of Operation
Serial Number: 2F1B5E2E000000000072
Revocation Date: Jul 22 09:41:21 2005 GMT
CRL entry extensions:
X509v3 CRL Reason Code:
Cessation Of Operation

Uc“pa«

l_Cisco Nexus 7000 ©UT- NX-OS -YxU,» ¥Pa»
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| show ¥Pa»

showcryptocacrl W

Signature Algorithm: shalWithRSAEncryption
4e:3b:4e:7a:55:6b:f2:ec:72:29:70:16:2a:fd:d9:9a:9b:12:
f9:cd:dd:20:cc:e0:89:30:3b:4f:00:4b:88:03:2d:80:4e:22:
9f.46:a5:41:25:f4:a5:26:b7:b6:db:27:a9:64:67:b9:¢c0:88:
30:37:cf:74:57:7a:45:5f:5e:d0

664 ¥Pa» ¥D4a» 1A
crypto ca crl request  :\,:P f: CA &2»04"CRL 300 £"uUéa=¢éyé
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show ¥Da» |

M show crypto ca remote-certstore

show crypto ca remote-certstore

]JUo;=y ,; 30 +$ O a=é&" show crypto ca remote-certstore& Qf< 62000

show crypto ca remote-certstore

Sebl A Té&Qf<aeé”s™yUé obo<é¥ 0O -
1C>Y© ao
¥Ppa» Of» >cé&FfH IX_o*Zf Uo<
§iiol1€. @1 BIY  network-admin
network-operator
vdc-admin

vdc-operator

¥DAaA»sT UU0T« §fa
Té

d
5.0(2) &Qf<Cll P uOU-

Q#YVbz-»U-4 Té&Qf<axeé”\ .f,8 -D% 10O -

[ 4@"]U0:=y ,: 30450 $00U0-.

switch#  show crypto ca remote-certstore
Remote Certstore: NONE

604 ¥Da» ¥Da» 1A
crypto ca lookup =y z=®6”r0 =y ,; 000u0-
show crypto ca 30&0é=y ,; -+$0u0-
certstore

Cisco Nexus 7000 ©U7- NX-OS -YxU,« ¥b&» UG“Péc«
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| show ¥Pa»

show crypto ca trustpoints ||

show crypto ca trustpoints

\,;P f;é30 +$ 0 *é&” show crypto ca trustpoints & Qf< 62000+

show crypto ca trustpoints

Sebl A fé&Qf<aeé”s™yUé obo<é¥ 00O -
1C>Y© ao
¥Ppa» Of» >cé&FfH IX_o*Zf Uo<
§iiol1€. @1 BIY  network-admin
network-operator
vdc-admin

vdc-operator

¥DAaA»sT UU0T« §fa
Té

d
4.1(2) &Qf<Cll B uOU-

Q#YVbz-»U-4 Té&Qf<axeé”\ .f,8-D% 10O -

[ 42”300 4¢ ;\,;P f; 430 $0ub-

switch#  show crypto ca trustpoints
trustpoint: CAname; key:
revokation methods: crl

664 ¥Da» ¥D4» 1A
crypto ca authenticate CA é=y .z=0uO0-
crypto ca trustpoint :C ,¢>510 -BC% ;\,;P f;z=& u Ould-
show crypto ca 30D 4¢ ;\,;P f;.=y -+$ 000

certificates
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show ¥Da» |

W show crypto certificatemap

show crypto certificatemap

Sebl A

IC)YO

¥Ppa» Oi»

§iiole @i g7y

show crypto certificatemap

Té&Qf<eé”s™uUé obo<é% 00 -

>¢e&FfH ' X _o*Zf Uo<

network-admin
network-operator
vdc-admin
vdc-operator

=Y Q6Gf# H 72 -+$0 =é&” show crypto certificatemap & Qf< 62000

¥PDaA»sT

Q#YVbz-»U-4

U017« §fa
ié

d
5.0(2) &Qf<Cll P uOU-

fé&Qf<eée™\ .f, &8 D% U0 »

4a"=y Q6GT# H2"2-+3$0 $000-.

switch#  show crypto certificatemap

604 ¥Da»

¥Pa» 1A

crypto certificatemap H 22 Q6J P‘OuUOD-.
mapname

filter H "2 Q6J]a=y Q6Gf#éH "2
uld-

1R0U6&,™300

Bl _Cisco Nexus 7000 ©UT- NX-OS -YxU,» ¥Péd» UC“Pac
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| show ¥Pa»

show crypto key mypubkey rsa ||

show crypto key mypubkey rsa

RSA 04? 030 +$ O xé” show crypto key mypubkey rsa& Qf< 62000

show crypto key mypubkey rsa

Sebl A fé&Qf<aeé”s™yUé obo<é¥ 00O -
1C>Y© ao
¥Ppa» Of» >cé&FfH IX_o*Zf Uo<
§iiol1€. @1 BIY  network-admin
network-operator
vdc-admin

vdc-operator

¥DAaA»sT UU0T« §fa
Té

d
4.1(2) &Qf<Cll B uOU-

Q#YVbz-»U-4 Té&Qf<axeé”\ .f,8-D% 10O -

[ 4" RSA04? 030 -+30 $0u0-

switch#  show crypto key mypubkey rsa
key label: myrsa

key size: 512

exportable: yes

604 ¥Pa» ¥Pa» 1A
crypto ca enroll , 64é RSA o M é=y -bbOub-
crypto key generatersa RSA o M 1¢'Ou0.
rsakeypair N, P fré RSA o M éf& 30000
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show ¥Da» |

W show crypto ssh-auth-map

show crypto ssh-auth-map

SSH.z=12&30b UQ6GT# H "2 +$0 =eé” show crypto ssh-auth-map& Q f <
020u0-

show crypto ssh-auth-map

Sebl A Té&Qf<aeé”s™yUé obo<é¥ 0O -
1C>Y© ao
¥Pa» Of» >GE&fH IX_o*Zf Uo<
§iiol1€. @1 BIY  network-admin
network-operator
vdc-admin

vdc-operator

¥DAaA»sT UU0T« §fa
Té

d
5.0(2) &Qf<Cll P uOU-

Q#YVbz-»U-4 Té&Qf<axeé”\ .f,8 -D% 10O -

[ 4®”SSH.z=2®230Db UQ6GT# H"2-+3$0 $0u00-

switch#  show crypto ssh-auth-map
Default Map : filtermapl

604 ¥Da» ¥Pa» 1A
crypto certificatemap H 22 Q6J P‘OuUO-
mapname
crypto cert SSHJ ;&"é=y Q6Gf# H "2 30000-
ssh-authorize
filter H "2 Q6J]a=y Q6Gf#éH "2 1RuU&,™300
ul-

Cisco Nexus 7000 ©U7- NX-OS -YxU,« ¥b&» UG“Péc«
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| show ¥Pa»

showcts W

show cts

# 0C" Cisco TrustSec3o -+$ O = é” showcts&Qf< 6”2Oud-

show cts
Sebl A Té&Qf<ee”™yUé obo<é®% 0l -
1C>Y© ao
¥Ppa» Of» >CE&FTH IX_o*Zf Uo<
§lioI€ @i BiY  network-admin
vdc-admin

network-operator
vdc-operator

¥DAaA»sT UU0T« §fa
Té

d
4.0(1) &Qf<Cll B uOU-

Q#YVbi-»U-& Té&aQf< 620 aé” feature cts & Qf< 61204  Cisco TrustSed(» @ol*a&0
bDC% ulb-.

Té&Qf<eaeé” Advanced Services .f,C -Dad-

[ 4" Cisco TrustSec#t"oC”30 +$ 0 $0ub-

switch#  show cts
CTS Global Configuration

CTS support : enabled
CTS device identity : Devicel
CTS caching support : disabled

Number of CTS interfaces in
DOT1X mode : 0
Manual mode : 0

604 ¥Da» ¥PDAa» 1A

feature cts Cisco TrustSed(» @ol"&Ou0l-

Cisco Nexus 7000 ©Ufi- NX-OS -YxU,« ¥b&» UG“Pé«
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show ¥Da» |

W show cts credentials

show cts credentials

Cisco TrustSec C ,é"_:f*V"é30 -+$ O =é” show cts credentials& Qf< ©
POu0-.

show cts credentials

Sebl A Té&Qf<aeée”™yUé obo<é®% 0l -
1G>Y© ao
¥Pa» Of» >GE&TfH IX_o*Zf Uo<
§lioI€ @i BiY  network-admin
vdc-admin

network-operator
vdc-operator

¥DAaA»sT UU0T« §fa
Té

d
4.0(1) &Qf<Cll B uOU-

Q#YVbi-»U-& Té&aQf< 620 aé” feature cts & Qf< 61204  Cisco TrustSed(» @ol*a&0
bDC% ulb-.
Té&Qf<eaeé” Advanced Services .f,C -Dad-

[ 4" Cisco TrustSeag " _:f*V~é30 +$ 0 $0ul-

switch#  show cts credentials
CTS password is defined in keystore, device-id = Devicel

664 ¥Pa» ¥Pa» 1A
feature cts Cisco TrustSed(» @ol”*&0u0-
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| show ¥Pa»

show cts environment-data Il

show cts environment-data

# 0C" Cisco TrustSetc°:02 -+$ O = é” show cts environment-data& Q f< 62 O
e

show cts environment-data

Sebl A Té&Qf<ee”™yUé obo<é®% 0l -
1G>Y© ao
¥Pa» Of» >GE&TfH IX_o*Zf Uo<
§lioI€ @i BiY  network-admin
vdc-admin

network-operator
vdc-operator

¥DAaA»sT UU0T« §fa
Té

d
4.0(1) &Qf<Cll B uOU-

Q#YVbi-»U-& Té&aQf< 620 aé” feature cts & Qf< 61204  Cisco TrustSed(» @ol*a&0
bDC% ulb-.
Cisco NX-OS:C ,é":C ,a Cisco TrustSec" :f*V~ 300" Authentication,
Authorization, and AccountiifAAA; .z.="z » {9 f#90 300U % 4" ACS £

Cisco TrustSetc°:02 3 fo<OQul-
Té&Qf<aeé” Advanced Services .f,C -Dad-

[ 4z " Cisco TrustSetc°:02 +$ O $ 000~

switch# show cts environment-data
CTS Environment Data

Current State : CTS_ENV_DNLD_ST_ENV_DOWNLOAD_DONE
Last Status . CTS_ENV_SUCCESS

Local Device SGT : 0x0002

Transport Type : CTS_ENV_TRANSPORT_DIRECT

Data loaded from cache : FALSE

Env Data Lifetime : 300 seconds after last update

Last Update Time : Sat Jan 5 16:29:52 2008

Server List : ACSServerListl
AID:74656d70672617279 1P:10.64.65.95 Port:1812
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show ¥Da» |

Bl show cts environment-data

604 ¥Da» ¥Pa» 1A

feature cts Cisco TrustSed(» @ol"&OQu0l-

Cisco Nexus 7000 ©U7- NX-OS -YxU,« ¥b&» UG“Péc«
0L-25805-01-J |



| show ¥Pa»

show cts interface

show cts interface

f2o0H ,é Cisco TrustSect Z -+$ O & &” show cts interface& Qf< 62000«

show cts interface{all | ethernetslot/port}

Sebl A all O6aé f2o0H ,é Cisco TrustSect Z -+$ Ou O
interface slot/port $0é f20H ,é Cisco TrustSect Z -+$ Ou O+
1C>Y© ao
¥pa» Of» >¢ée&FfH ' X _o*Zf Uo<
§iiol€.@i" BY  network-admin
vdc-admin

network-operator
vdc-operator

¥DAaA»sT UU0T« §fa
Té

d
4.0(1) &Qf<Cll P uOU-

Q#YVbi-»U-& Té&aQf< 620 aé” feature cts & Qf< 61204  Cisco TrustSed(» @ol*a&0
bC% ulb-.

Té&Qf<eaeé” Advanced Services .f,C -Dad-
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show ¥Da» |

W show cts interface

15
O;
c
O

[ 427064é f20H ,é Cisco TrustSe3 o -+$ O

switch# show cts interface all
CTS Information for Interface Ethernet2/24:
CTS is enabled, mode: CTS_MODE_DOT1X

IFC state: CTS_IFC_ST_CTS_OPEN_STATE
Authentication Status: CTS_AUTHC_SUCCESS
Peer Identity: indial
Peer is: CTS Capable
802.1X role: CTS_ROLE_AUTH

Last Re-Authentication:

Authorization Status: CTS_AUTHZ_SUCCESS
PEER SGT: 2
Peer SGT assignment: Trusted
Global policy fallback access list:

SAP Status: CTS_SAP_SUCCESS
Configured pairwise ciphers: GCM_ENCRYPT
Replay protection: Enabled
Replay protection mode: Strict
Selected cipher: GCM_ENCRYPT
Current receive SPI: sci:1b54c1fbff0000 an:0
Current transmit SPI: sci:1b54c1fc000000 an:0

CTS Information for Interface Ethernet2/25:
CTS is enabled, mode: CTS_MODE_DOT1X

IFC state: CTS_IFC_ST_CTS_OPEN_STATE
Authentication Status: CTS_AUTHC_SUCCESS
Peer Identity: indial
Peer is: CTS Capable
802.1X role: CTS_ROLE_SUP

Last Re-Authentication:

Authorization Status: CTS_AUTHZ_SUCCESS
PEER SGT: 2
Peer SGT assignment: Trusted
Global policy fallback access list:

SAP Status: CTS_SAP_SUCCESS
Configured pairwise ciphers: GCM_ENCRYPT
Replay protection: Enabled
Replay protection mode: Strict
Selected cipher: GCM_ENCRYPT
Current receive SPI: sci:1b54c1fc000000 an:0
Current transmit SPI: sci:1b54c1fbff0000 an:0

Cisco Nexus 7000 ©U7- NX-OS -YxU,« ¥b&» UG“Péc«
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| show ¥Pa»

4x2"%0¢é f20H ,é

switch#  show cts interface ethernet 2/24
CTS Information for Interface Ethernet2/24:

CTS is enabled, mode: CTS_MODE_DOT1X
CTS_IFC_ST_CTS_OPEN_STATE

IFC state:

Cisco TrustSec3 o -+$ O

$0u0-

Authentication Status: CTS_AUTHC_SUCCESS

Peer Identity: indial
Peer is: CTS Capable
802.1X role: CTS_ROLE_AUTH
Last Re-Authentication:

Authorization Status:
PEER SGT: 2
Peer SGT assignment: Trusted
Global policy fallback access list:

SAP Status: CTS_SAP_SUCCESS

Configured pairwise ciphers: GCM_ENCRYPT

Replay protection: Enabled
Replay protection mode: Strict
Selected cipher: GCM_ENCRYPT

Current receive SPI: sci:1b54c1fbff0000 an:0
Current transmit SPI: sci:1b54¢1fc000000 an:0

-+ 2-18&”

P2 2-1 show cts interface

CTS_AUTHZ_SUCCESS

show cts interface& Qf<”~ a-+$ b

0@4P0O +7 'yOacule.

¥Pa» Sbibl A

show cts interface

10E«, T2« GeiY»

CTS_AUTHC_INIT

z= f+fe"Ev%uA al-

CTS_AUTHC_SUCCESS

Z=C\fiae- 0wOU-

CTS_AUTHC_NO_RESPONSE

Cisco Access Control SengACS90

2 01.aEU0

CiscOACSZA %uC¥% 00 -

CTS_AUTHC_UNAUTHORIZED z=¢6£ al-
CTS_AUTHC_SKPPED_CONFIG Cisco TrustSec30é”:C ,C.z=J" ., "0 O

BDC¥% 1d$0asu0-
CTS_AUTHC_REJECT Cisco ACSé”.z=-bp 80u0OU-
1eg, T« GCeiY»
CTS_AUTHZ_INIT z f+fé"EvA al-.
CTS_AUTHZ_SUCCESS .z C\flee- 0OU-
CTS_AUTHZ_REJECT ACS C.z -bp 80uOU-
CTS_AUTHZ_SKIPPED_CONFIG Cisco TrustSec3oé”:C ,C.z J ., "I0O

DC% 1a$0acule

CTS_AUTHZ_POL_ACQ_FAILURE

.z P]*o2¢C,EQOuUOU-

CTS_AUTHZ_HW_FAILURE

Bo< .z J'#\Rf#C,EOuUOU

CTS_AUTHZ_RBACL_FAILURE

Security Group Access Control Gr@dBGACL90é 3 f

“o<4a f,;0"C,EQOUOU-

CTS_AUTHZ_INCOMPLETE

z 6£1 a0

OL-25805-01-J
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show ¥D&»

W show cts interface

7 2-1

show cts interface ¥Da» Sbibl A

>&)F A>'

SAP «,Tt« GC*TY»

CTS_SAP_INIT

Security Association ProtocSAPIO @ '* 0*ZfC
EvuA a0-

CTS_SAP_SUCCESS

SAP@'* 0*ZfC\fiee- 0OU-

CTS_SAP_FAILURE

SAP@'* 0*ZfC,EOUOU.

CTS_SAP_SKIPPED_CONFIG

Cisco TrustSec3oé” :C ,C
"MO bC% 1a$ 04,00

SAP@'* o*Zf

CTS_SAP_REKEY

SAP oéclt é£l ald-

CTS_SAP_INCOMPLETE

SAP@'* o*Zféfl alb-

604 ¥Pa»

¥DPDa» 1A

feature cts

Cisco TrustSed(»

@ol*"eQub-
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| show ¥Pa»

show cts pacs W

show cts pacs

EAP-FAST & bP&aJ F+Z>f#b U Cisco TrustSec Protect Access Creden@@aCcod -+
$0 =é” showctspacs& Qf< 62000

show cts pacs

Sebl A Té&Qf<ee”™yUé obo<é®% 0l -
1G>Y© ao
¥Pa» Of» >GE&TfH IX_o*Zf Uo<
§lioI€ @i BiY  network-admin
vdc-admin

network-operator
vdc-operator

¥DAaA»sT UU0T« §fa
Té

d
4.0(1) &Qf<Cll B uOU-

Q#YVbi-»U-& Té&aQf< 620 aé” feature cts & Qf< 61204  Cisco TrustSed(» @ol*a&0
bDC% ulb-.

Té&Qf<eaeé” Advanced Services .f,C -Dad-

[ 4" Cisco TrustSec#t"oC”30 +$ 0 $0ub-
switch#  show cts pacs
PAC Info :
PAC Type : unknown
AID . 74656d706f72617279
I-ID :indial
AID Info 1 ACS Info

Credential Lifetime : Thu Apr 3 00:36:04 2008

PAC Opaque : 0002008300020004000974656d706f7261727900060070000101001d
6321a2a55fa81e05cd705c714beall16907503aab89490b07fcbb2bd455b8d873f21b5b6b403eb1d8
125897d93b94669745cfelabbObaf01a00b77aacfObdadfbaf7dcd54528b782d8206a7751afdde42
1ff4a3db6a349c652fea81809fbadf30b1fffb7bfffaf9a6608

Cisco Nexus 7000 ©Ufi- NX-OS -YxU,« ¥b&» UG“Pé«
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show ¥Da» |

M show cts pacs

604 ¥Da» ¥Ppa» 1A

feature cts Cisco TrustSed(» @ol"&OQu0l-

Cisco Nexus 7000 ©U7- NX-OS -YxU,« ¥b&» UG“Péc«
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| show ¥Pa»

show cts role-based access-list ||

show cts role-based access-list

# 0C~ Cisco TrustSec Security Group Access ControldtBGACL90.30 -+$ O ®&é” show
cts role-based access-lis&a Qf< 612000«

show cts role-based access-lifist-namg

Sebl A list-name 90> G9BSGACL ,4 0 »
1CH>Y© a0
¥Pp&» Of» >GE&FH IX_o0*Zf Uo<
§l101€ @1 1Y  network-admin
vdc-admin

network-operator
vdc-operator

¥Pa»sT U007« §fad
4.2(1) ]l.;,6+™ 1) OuOU-
4.0(1) 16&Qf<C1) B udOU-

Q#YVbi-»U-& Té&aQf< 620 aé” feature cts & Qf< 61204  Cisco TrustSed(» @ol*a&0
DC¥% U0

Té&Qf<eaeé” Advanced Services .f,C -Dad-

[ 4 & " Cisco TrustSec SGACI30 -+3 0 $ Oul-

switch#  show cts role-based access-list
rbacl:test-3

deny ip
rbacl:test-1

deny ip

deny icmp

deny tcp src eq 1000 dest eq 2000

deny udp src range 1000 2000
rbacl:test-2

permit icmp

permit igmp

permit tcp src It 2000

permit udp dest gt 4000

Cisco Nexus 7000 ©Ufi- NX-OS -YxU,« ¥b&» UG“Pé«
I oL-25805-01-



show ¥Da» |

W show cts role-based access-list

604 ¥Da» ¥Pa» 1A

feature cts Cisco TrustSed(» @ol"&OQu0l-

Cisco Nexus 7000 ©U7- NX-OS -YxU,« ¥b&» UG“Péc«
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| show ¥Pa»

show cts role-based counters ||

show cts role-based counters

‘o”Lo, , &f; on ]1.:90 RBACL90&0O. +7é.30,902, -+$ 0”064
¢ RBACL P]*0¢é&0. +7 0-6-+$ O & é” show cts role-based counter& Qf< 6120
ul-
show cts role-based counterfsgt {sgt-valug| any | unknown}] [ dgt { dgt-value| any |
unknown}]
Sebl A sgt 0o, Security Group Te@(8GT90 000U«
sgt-value IM>0SGT éo%,Dé 0:* 6551940+
any »¢é SGTuUé DGT 000u0b-
unknown A#né SGTuUeé DGT 000uO0-
dgt p 5 Security Group Tag(5GT9O 000Ul
dgt-value p5 SGT éo+%, Dé 0:* 6551940«
1C,vo 80
¥pa» Oi» >Gé&FfH IX _o*Zf Uo<
§l1o1€. 01" 8Y  network-admin
vdc-admin
network-operator
vdc-operator
¥Pa»sT U017« sfad
5.0(2) 16&Qf<C1) B uOU-

Q#YVbZ-»0-&

Tée&Qf< 620 =é”

DC¥% 00

feature cts & Qf< 61204  Cisco TrustSed(» @ol”a&0

Té&Qf<eaeé” Advanced Services .f,C -Dad-

| oL-25805-01-J
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show ¥D&»

M show cts role-based counters

42" RBACL&O. +7¢é.30,902,4"%06
D$6;é". ™ +$ 0O $0ud-

switch#  show cts role-based counters sgt 10 dgt 20

RBACL policy counters enabled

sgt: 10 dgt: 20 [180]

rbacl testl:

deny tcp src eq 1111 dest eq 2222 [75]
deny tcp src eq 2222 dest eq 3333 [25]
rbacl test2:

deny udp src eq 1111 dest eq 2222 [30]
deny udp src eq 2222 dest eq 3333 [50]

SGTA i DGT ¢é RBACL P]*oeaed)LO

604 ¥Pa»

¥Pa» 1A

clear cts role-based counters ©064aé f2C

"1 Ou0-

>

N«

0x].6;D Az RBACL &0. +

cts role-based counters enableRBACL &0. + 7

@olr"a@0ubd-

Bl _Cisco Nexus 7000 ©UT- NX-OS -YxU,» ¥Péd» UC“Pac
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| show ¥Pa»

show cts role-based enable ||

show cts role-based enable

VLAN A 7 Virtual Routing and Forwardi®9gQ/RF90 f,2f,é Cisco TrustSec Security Group
Access Control LISGSGACL90 @ol” ,902, +$ O =é” show cts role-based enabl&
Qf< 612000

show cts role-based enable

Sebl A Té&Qf<ee”™yUé obo<é®% 0l -
1C>Y© ao
¥Pa» Of» >GE&TH I X_o*Zf Uo<
§lioI€ @i BiY  network-admin
vdc-admin

network-operator
vdc-operator

¥DAaA»sT UU0T« §fa
Té

d
4.0(1) &Qf<Cll P uOU-

Q#YVbi-»U-& Té&aQf< 620 aé” feature cts & Qf< 61204  Cisco TrustSed(» @ol*a&0
bDC% ulb-.
Té&Qf<eaeé” Advanced Services .f,C -Dad-e

[ 4 & " Cisco TrustSec SGACItU,902, +$ 0 $ Oul-
switch# show cts role-based enable
vian:1

vrf:1
vrf:3

664 ¥Pa» ¥Pa» 1A
feature cts Cisco TrustSed(» @ol”*&0u0-

Cisco Nexus 7000 ©Ufi- NX-OS -YxU,« ¥b&» UG“Pé«
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show ¥Da» |

W show cts role-based policy

show cts role-based policy

# 0Cn Cisco TrustSec Security Group Access Controld88GACL9O P ]*0 -+$ O = é”
show cts role-based policy& Qf< 62000

show cts role-based policy

Sebl A Té&Qf<aeée”™yUé obo<é®% 0l -
1G>Y© ao
¥Pa» Of» >GE&TfH IX_o*Zf Uo<
§lioI€ @i BiY  network-admin
vdc-admin

network-operator
vdc-operator

¥DAaA»sT UU0T« §fa
Té

d
4.0(1) &Qf<Cll B uOU-

Q#YVbi-»U-& Té&aQf< 620 aé” feature cts & Qf< 61204  Cisco TrustSed(» @ol*a&0
bDC% ulb-.
Té&Qf<eaeé” Advanced Services .f,C -Dad-

Cisco Nexus 7000 ©U7- NX-OS -YxU,« ¥b&» UG“Péc«
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| show ¥Pa»

4 @ " Cisco TrustSec SGACIP]*o0 -+$ O

switch#  show cts role-based policy

sgt:unknown

dgt:unknown  rbacl:test-2
permit icmp
permit igmp
permit tcp src It 2000
permit udp dest gt 4000

sgt:1000
dgt:2000 rbacl:test-1
deny ip
deny icmp
deny tcp src eq 1000 dest eq 2000
deny udp src range 1000 2000

sgt:any
dgt:any rbacl:test-3
deny ip

(@]

O

show cts role-based policy

604 ¥Da»

¥Pa» 1A

feature cts

Cisco TrustSed(»

@olr"a0ubd-.

OL-25805-01-J
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show ¥Da» |

M show cts role-based sgt-map

show cts role-based sgt-map

# 0Cn Cisco TrustSec Security Group PABGTOO Q6 Gf#30 -+$ O = é” show cts
role-based sgt-map& Qf< 62O U0«

show cts role-based sgt-map

Sebl A Té&Qf<aeée”™yUé obo<é®% 0l -
1G>Y© ao
¥Pa» Of» >GE&TfH IX_o*Zf Uo<
§lioI€ @i BiY  network-admin
vdc-admin

network-operator
vdc-operator

¥DAaA»sT UU0T« §fa
Té

d
4.0(1) &Qf<Cll B uOU-

Q#YVbi-»U-& Té&aQf< 620 aé” feature cts & Qf< 61204  Cisco TrustSed(» @ol*a&0
bDC% ulb-.

Té&Qf<eaeé” Advanced Services .f,C -Dad-

[ 4" Cisco TrustSec SGW6Gf#30 -+3 O $ Oub-
switch#  show cts role-based sgt-map
IP ADDRESS SGT VRF/VLAN SGT CONFIGURATION
5,555 5 vlan:10 CLI Configured
5.5.5.6 6 vlan:10 CLI Configured
5.5.5.7 7 vlan:10 CLI Configured
5.5.5.8 8 vlan:10 CLI Configured
10.10.10.10 10 vrf:3 CLI Configured
10.10.10.20 20 vrf:3 CLI Configured
10.10.10.30 30 vrf:3 CLI Configured
604 ¥Pa» ¥Pa» 1A
feature cts Cisco TrustSed(» @ol*a2e0u0b-

Cisco Nexus 7000 ©U7- NX-OS -YxU,« ¥b&» UG“Péc«
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| show ¥Pa»

showctssxp W

show cts sxp

Cisco TrustSec Security Group BABGTO&EXchange Protocof8XP90.30 -+$ O = é” show cts
SXp &Qf< 820u0-

show cts sxp

Sebl A Té&Qf<ee”™yUé obo<é®% 0l -
1G>Y© ao
¥Pa» Of» >GE&TfH IX_o*Zf Uo<
§lioI€ @i BiY  network-admin
vdc-admin

network-operator
vdc-operator

¥DAaA»sT UU0T« §fa
Té

d
4.0(1) &Qf<Cll B uOU-

Q#YVbi-»U-& Té&aQf< 620 aé” feature cts & Qf< 61204  Cisco TrustSed(» @ol*a&0
bDC% ulb-.

Té&Qf<eaeé” Advanced Services .f,C -Dad-

[ 4" Cisco TrustSec SXBo +$ 0 $ Oul-

switch#  show cts sxp
CTS SXP Configuration:
SXP enabled

SXP retry timeout:60

SXP reconcile timeout:120

604 ¥Pa» ¥Pa» 1A

feature cts Cisco TrustSed(» @ol*&0u0-

Cisco Nexus 7000 ©Ufi- NX-OS -YxU,« ¥b&» UG“Pé«
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show ¥D&»

W show cts sxp connection

show cts sxp connection

Cisco TrustSec Security Group PG TOExchange ProtocelsXPI0 '&i+7Z -+$ O = é”
show cts sxp connectiol& Qf< 62000

Sebl A

1@,?0

¥Ppa» Ofl»

§iiole @i g7y

show cts sxp connection

Té&Qf<eé”s™uUé obo<é% 00 -

>ce&fH

network-admin
vdc-admin
network-operator
vdc-operator

IX_o*Zf

Uo<

¥PDaA»sT

Q#YVbz-»U-4

UU0T«

4.0(1)

Sfad
1é&Qf<C1J B uOU-

Té&Qf< 6120 =é”

bDC% ulb-.

Té&Qf<axee”

Advanced Service$

feature cts & Qf< 61204 Cisco TrustSed(» @ol”*&0

.f,c -bpad.

4 & " Cisco TrustSec Security Group BaBGToEXchange ProtocofBXPI0 '&i+Z -+$ O

$0u0-
switch#  show cts sxp connection
PEER_IP_ADDR VRF PEER_SXP_MODE SELF_SXP_MODE CONNECTION STATE
10.10.3.3 default listener speaker initializing
604 ¥Pa» ¥Da» 1A

feature cts

Cisco TrustSed(» @ol*a&@0u0-.

Cisco Nexus 7000 ©U7- NX-OS -YxU,« ¥b&» UG“Péc«
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| show ¥Pa»

show dotix

show dotlx

802.1X1(»,902, -+$ O =é” show dotlx & Qf< 82O uU0 -
show dotlx
Sebl A Té&Qf<ee”™yUé obo<é®% 0l -
1C>Y© ao
¥Ppa» Of» >cé&Qf< Uo<
§ifo1€+@i BIY  network-admin
network-operator
vdc-admin

vdc-operator

¥DAaA»sT UU0T« §fa
Té

d
4.0(1) &Qf<Cll B uOU-

Q#YVbz-»U-4 Tée&Qf< 620 éa” feature dotlx & Qf< 6204&  802.1XI(» @ol"*&e 0
bDC% ulb-
Té&Qf<aee”\ .f,6 D% 00O -

[ 42" 802.1X1(»,902, +30 $0u0-

switch# show dotlx
Sysauthcontrol Enabled
Dot1x Protocol Version 2

604 ¥Pa» ¥Da» 1A
feature dotlx 802.1Xi(» @ol”*"aeOul-

Cisco Nexus 7000 ©Ufi- NX-OS -YxU,« ¥b&» UG“Pé«
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show ¥Da» |

W show dotlx all

show dotlx all

0b64aé 802.1X1(»,902,A 1.30+7Z +$ O =é&” show dotlx all & Qf< 8120
O
show dotlx all[details | statistics| summary]
Sebl A details 905>¢90802.1X.30&4P O f&l+Z -+$ Oul-«
statistics 90> ¢90802.1X&0. +Z -+$ OuO-
summary 905 ¢90802.1X + Z é-B&, -+$ Ou O
1CHY© # 0CAA 1 f20H ,é 802.1X.30 -+$ OuO-
¥P&» Oi» »¢cé&Qf<  Uocx<
§li°1€. 01" BiY  network-admin
vdc-admin

vdc-operator

¥PDaA»sT U071« sfa
1é

d
4.0(1) &Qf<Cl) P uOU.

Q#YVbi-»U-& Té&aQf< 620 ea” feature dotlx & Qf< 61204 802.1Xi(» @ol”&e0
DbC% ulb-
Té&Qf<aeée”\ .f,&6 D% 1O -

Cisco Nexus 7000 ©U7- NX-OS -YxU,« ¥b&» UG“Péc«
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| show ¥Pa»

[ 42"0064é 802.1X1(»,902,A 730x7Z +$ 0 $0Oud-
switch# show dotlx all

Sysauthcontrol Enabled
Dotlx Protocol Version 2

Dotlx Info for Ethernet2/1

PAE = AUTHENTICATOR
PortControl = FORCE_AUTH
HostMode = SINGLE HOST
ReAuthentication = Disabled
QuietPeriod = 60
ServerTimeout = 30
SuppTimeout = 30
ReAuthPeriod = 3600 (Locally configured)
ReAuthMax = 2
MaxReq = 2
TxPeriod = 30
RateLimitPeriod = 0

show dotlx all

604 ¥Da» ¥Pa» 1A

feature dotlx 802.1Xi(» @ol*"aeOul-

Cisco Nexus 7000 ©Ufi- NX-OS -YxU,« ¥b&» UG“Pé«
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show ¥D&»

Bl show dotlx interface ethernet

show dotlx interface ethernet

0(@6; f2o0H ,é 802.1X1i(»,902,A 1.30+7Z -+$ O =é” show
dotlx interface ethernet& Qf< 82Qu -«
show dotlx interface etherneslot/port [details | statistics | summary]
Sebl A slot/port f2oH ,é,°6;A TPo;é ID .
details 905>¢90 f20H ,éf& 4 802.1X+Z -+$ OuO-
statistics 905>¢90 f20H ,é 802.1X&0. +Z -+$ Ou O
summary 90>¢90 f20H ,é 802.1X +Z é-D&, -+$ OuO -
1CHY© f2o0H 802.1X.30 -+$ Ou O+
¥P&» Ofi» >cé&Qf< Uox<
§iio1€ @i BiY  network-admin
network-operator
vdc-admin
vdc-operator
¥Pa»sT UUT« sfad
4.0(1) T6&Qf<Cl) P UOU-
Q#YVbz-»U-& Té&Qf< 620 ea” feature dotlx & Qf< 61204 802.1X1i(» @ol”&e )
DC¥% ulb-

fjé&Qf<eée™\ .f, &8 D% U0 »

Bl _Cisco Nexus 7000 ©UT- NX-OS -YxU,» ¥Péd» UC“Pac
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| show ¥Pa»

show dotlx interface ethernet

[ 4" 0(@6; f2o0H ,é 802.1X1(»,902,A 130x7Z -+$ O

O-

switch# show dotlx interface ethernet 2/1

Dotlx Info for Ethernet2/1

PAE = AUTHENTICATOR
PortControl = FORCE_AUTH
HostMode = SINGLE HOST
ReAuthentication = Disabled
QuietPeriod = 60
ServerTimeout = 30
SuppTimeout = 30
ReAuthPeriod = 3600 (Locally configured)
ReAuthMax = 2
MaxReq = 2
TxPeriod = 30
RateLimitPeriod = 0

$0u

604 ¥Da» ¥Pa» 1A

feature dotlx 802.1Xi(» @ol*&0Oul-
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show ¥D&»

M show encryption service stat

show encryption service stat

g {(0F,é,902, +$ 0 =eé” show encryption service st& Qf< 62000+

Sebl A

IC)YO

¥Ppa» Oi»

§iiole @i g7y

show encryption service stat

Té&Qf<eé”s™uUé obo<é% 00 -

>CEe&Qf< Uo<

network-admin
network-operator
vdc-admin
vdc-operator

¥PDaA»sT

Q#YVbz-»U-4

U017« §fa
ié

d
5.2(1) &Qf<C1l B uOU-

fé&Qf<eée™\ .f, &8 D% U0 »

42”g {(0F,é,902,-+$0 $000-

switch#  show encryption service stat
Encryption service is enabled

Master Encryption Key is configured.
Type-6 encryption is being used
switch#

604 ¥Da»

¥Pa» 1A

show key chain $0é 04 ofé30 -+$ OuD-
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| show ¥Pa»

show eou

Extensible Authentication Protobover User Datagram Proto®GEAPoUDPO ,902,A 130

+7 +$ O ®é&” showeou&Qf< 62000

show eou[all | authentication { clientless| eap| static} | interface ethernetslot/port |
ip-addressipv4-addresg mac-addressnac-addres$ posturetoken[namd]

show eou

Sebl A

§liole @i BIY

all 90>¢90064¢é EAPOUDP.6*Zf -+$ OuO-

authentication 90>¢90$0é.z=2 Jé EAPOUDP.6*Zf -+$ OuO-

clientless "\ f; P,4V = 61204&az=b U.6*Zf 0
o00UuO-

eap EAPoUDP ¢6204.z=D U.6*Zf 000uO-

static 5R»&30D U ],; 6204&R%e.z=D U.6*Zf
0o0OUuO-

interface ethernetslot/port 90>¢90 $0é f20H ,é EAPOUDP.6*Zf -+$ O U
O

ip-addressipv4-address  90,¢90 $0é IPv4 <_,é

EAPOUDP .6*Zf -+$ Ou O+

mac-addressmac-address 90> ¢90 $0é MAC < _,é

EAPOUDP .6*Zf -+$ Ou O~

posturetokenname 90>¢90P,4V ;0"fé EAPOUDP.6*Zf-+$ OuO-

name 905¢90;0"f,

# 0C” EAPOUDP.30 -+$ OuO-

>cé&Qf< Uo<

network-admin
vdc-admin
vdc-operator

¥DAa»sT

Q#YVbz-»0-&

UUT« §fa
Té

d
4.0(1) &Qf<Cl) P uOU-

Té&Qf< 620 éa” feature eou & Qf< 61204
C% ul-
Té&Qf<aee”\ .f, 8 D% 0l -

802.1X i(»

@olr"xe b

| oL-25805-01-J
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show ¥D&»

W show eou

42"0064é 802.1X1(»,902,A 73072 +$ 0 $0Oud-

switch# show eou all

42" 802.1X"\ f; ,z=+7Z +$ 0 3$0u0O-.

switch# show eou authentication clientless

42" 802.1XEAP.z=27Z +$ 0 $0u0O0-

switch# show eou authentication eap

42" 802.1X,29 6"z=+27Z +$ 0 $0ub-

switch#  show eou interface ethernet 2/1

4" 0(@6; f2oH ,é 802.1X+7 -+$ O
switch#  show eou ip-address 10.10.10.1

4"P,4V ;0"fé 802.1X+Z -+$0O0 $0ub-

switch# show eou mac-address 0019.076c.dac4

4"P,4V ;0"fé 802.1X+Z -+$0O0 $0ub-

switch# show eou po sturetoken healthy

$0u0-

604 ¥Da»

¥Pa» 1A

feature eou 802.1Xi(» @ol*=eOud-
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| show ¥Pa»

show fips status

show fips status

1j1i+Z£ 090 FIP®OUo0<é¢,902, +$ 0 *é&” show fips status& Qf< 620
O

show fips status

Sebl A Té&Qf<ee”™yUé obo<é®% 0l -
1C>Y© a0
¥Pa» Of» > ¢
§lioI€ @i BiY  network-admin
vdc-admin

network-operator
vdc-operator

¥DAaA»sT UU0T« §fa
Té

d
5.1(1) &Qf<Cll P uOU-

Q#YVbz-»U-4 Té&Qf<axeé”\ .f,8-D% 10O -

[ 4" FIPSUo0<é,902, +30 $0u0-

switch# show fips status
FIPS mode is disabled

604 ¥Pa» ¥Pa» 1A
fips mode enable FIPSUo< @ol*a2e0ub-

Cisco Nexus 7000 ©Ufi- NX-OS -YxU,« ¥b&» UG“Pé«
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show ¥D&»

W show

show

&Qf<al3ob ag IO U+Xo0r&ed4P O +7

show

+$ 0O =é”

show & Qf< 820 u0 -

Sebl A Té&Qf<aeée”™yUé obo<é®% 0l -
1C>Y© ao
¥Ppa» Of» >cé&Qf< Uo<
§ifo1€+@i BIY  network-admin
vdc-admin
vdc-operator
¥Pa»s3T U007« sfad
4.2(1) 16&Qf<C1) B udOU-

Q#YVbz-»U-4

fé&Qf<eée™\ .f, &8 D% U0 »
/IO U+X0"C&Qf<a30D 4¢dce'"

4227&Qf<a30b U /IOU+Xo” -+$ O

switch# show
Module 1 enabled
Module 3 enabled

switch#

$000-

show & Qf<axy” B 00 -

604 ¥Da»

¥Pa» 1A

ACL Lo,él(» ba”

-, ™é TCAM Cf"

1RuUE, ™6
0lRAEUOD .

/O U+Xo" &
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| show ¥Pa»

show hardware access-list status module ||

show hardware access-list status module

. &f; on 1,:90 ACL9O VJI4V.30 -+$ O e~ show hardware access-list
status module & Qf< 62000

show hardware access-list status modulslot

Sebl A slot ,'6; IDe-28% Dé 1 18a0-
1CHYe© a0
¥Ppa» Ofi» »cé&Qf< Uoc<

§l101€ @1 1Y  network-admin
network-operator
vdc-admin
vdc-operator

¥Da»sT UU0T« §fa
Te

d
5.2(1) &Qf<C1d B uOU-

Q#YVbZ-»0-& fé&Qf<aeée”\ .f,&8 -D¥% 00 -
[ 4’ ., &f; o” 1,;90 ACL90O VJ4V30+$0O $000-
switch(config)# show hardware access-list status module 5

Non-Atomic ACL updates Disabled.
TCAM Default Result is Deny.

Resource-pooling: Disabled

switch(config)#

604 ¥Pa» ¥Pa» 1A
hardware access-list 6&paé'D:C , &f9 ,:90 VDC9O a ., &f: on
capture 1,:90 ACL9Oé vI4AV @ol*"aeOul-

Cisco Nexus 7000 ©Ufi- NX-OS -YxU,« ¥b&» UG“Pé«
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show ¥Da» |

Bl show hardware rate-limiter

show hardware rate-limiter

_0;U4¢é6304880. +7 +$ O =é”

show hardware rate-limiter & Qf< 612000«

show rate-limiter hardware rate-limiter {access-list-logmodule modulg | copy[module
modulg | f1 {rl-1 [module modulg | rl-2 [module modul§ | rI-3 [module modulg |
rl-4 [module modulg | rI-5 [module moduld} | layer-2 {I12pt [module module] |
mcast-snooping [module modulg | port-security [module modulg | storm-control
[module modulg | vpc-low [module modulg} | layer-3 {control [module modul§ |
glean[module modulg | mtu [module modulg | multicast{directly-connect[module
modulg | local-groups[module modulg | rpf-leak [module modulg} | ttl [module
modulg} | module module| receive[module modulg

Sebl A

Bl _Cisco Nexus 7000 ©UT- NX-OS -YxU,» ¥Péd» UC“Pac

access-list-log

"1 “# D$6;é _0:U04¢80. +7 -+ O0uO-

module module

U+XoMR 000ud--28% Deé 1* 1840~

copy &Go D$6;¢_o0;U04¢80. 7 -+$ OuO-

f1 FILU+X0o"&E ,0DoC )6éUiTD$6; 000uO-

r-1 F1 _o; ]R62 1 000uO0-

r-2 F1_o; ]R62 2 000u0-

r-3 F1_o; ]R62 3 00000

rl-4 F1 _o; ]R62 4 000UuO0-

rl-5 F1_o; ]R62 5 00000~

layer-2 90>¢90 W 2D$6;é_o;U4¢ -+$ Q0O

[2pt W 2:;f@”r J°:&790 L2TPIOD$6;:é o;U4¢&0. £7

0oOud-

mcast-snooping

_ W 2Q7"4 V,;,?20Gf#
0oOub-

D$6;é_o0;U4¢80. +7

port-security

W 2Po; . X]9

D$6;é_o0;U4¢&0. £Z 000U

Ol

storm-control

W 2,;0SUID$6;é _0:;U4¢80. +Z 00000~

vpc-low VPClow Xoaé_ W 2UiID$6;¢é_o0;U4¢&0. £+Z 0o
Ould-

layer-3 90>¢c90 W 3D$6:é_o;U4¢ -+$ Oul-

control _ W 3UiID$6;é_0;U4¢80. £+Z 0000O0-

glean _ W 3#]o>f# D$6;é_0;U4¢80. +Z 00000

mtu _ W 3 Maximum Transmission USEMTU; ""piMY >6;90D $6
;6 _0;U4¢80. +Z 00000

multicast _ W 3Q74 V,;é_o;U4¢ 000uO0-

directly-connected

W 3Q7"4 V,"8''&iD$6:é 0:;U4¢80. 7 000
a0

local-groups W 3074 V,; ‘o & #20J) D$6;é_o0;U04¢80.
Z 000u0d-
rpf-leak W 3Q7"4 V,; Reverse Path ForwardiagRPPRO o D $6

(€& _0;U4¢80. +Z 00000

ttl

W 3 Time-to-LiveOOITL; =&i (» (4F90 D $6;¢é _o; U4¢&0.
+7 00000
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| show ¥Pa»

1CHYO©

¥Pa» Of»

§iioI€ @1 B1Y

show hardware rate-limiter

module module

90>¢90%0é6U+X0"é_0;U4¢&0. +Z -+$ Oud+U+Xo
AR & 1+ 1840

receive

905>¢90 >D$6;:é _o0;U4¢80. £7Z +3 Oud-e

O0b64aé o;U4¢&0.

> &Qf< Uo<

network-admin

+72 +$0u0-

¥PDa»sT

Q#YVbz-»0-2&

U007« sfad

5.1(1) f17rl-1"rl-2"r1-3" rl-4” rI-5" A T module obo<C1J
uOU-

5.0(2) 2pt obo<Cll) B uOU-

4.0(3) port-security obo<ClJ ® uOU-

4.0(1) 16&Qf<C1) B uOU-

Té&Qf<é”:H ~;é'P:C , &f9 ,;90 vDCco9OaUisraEwob-.

Té&Qf<aee”\ .f,8 D% 0l -

OL-25805-01-J

Cisco Nexus 7000 ©Uf- NX-OS -YxU,« ¥ba» UGC“Péd« N



show ¥D&»

Bl show hardware rate-limiter

42"0064é o0;U4¢30A 1&0. +72 +$ 0 $
switch# show hardware rate-limiter

Units for Config: packets per second
Allowed, Dropped & Total: aggregated since last clear counters

Rate Limiter Class Parameters

layer-3 mtu Config :500
Allowed : 0
Dropped :0
Total :0

layer-3 ttl Config :500
Allowed :0
Dropped : 0
Total :0

layer-3 control Config : 10000
Allowed :0
Dropped :0
Total :0

layer-3 glean Config :100
Allowed : 0
Dropped :0
Total :0

layer-3 multicast directly-connected  Config : 3000

Allowed :0
Dropped :0
Total :0
layer-3 multicast local-groups Config : 3000
Allowed :0
Dropped :0
Total :0
layer-3 multicast rpf-leak Config :500
Allowed :0
Dropped :0
Total :0

(@2
c

O
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| show ¥Pa»

show hardware rate-limiter

layer-2 storm-control Config : Disabled

access-list-log Config :100
Allowed :0
Dropped : 0
Total :0

copy Config : 30000
Allowed :0
Dropped :0
Total :0

receive Config : 30000
Allowed : 0
Dropped :0
Total :0

layer-2 port-security Config : Disabled

layer-2 mcast-snooping Config : 10000
Allowed :0
Dropped :0
Total :0

layer-2 vpc-low Config : 4000
Allowed :0
Dropped :0
Total :0

layer-2 12pt Config :500
Allowed :0
Dropped :0
Total :0

4e” "1, “# D$6;é_o0;U4¢30A 1&0.+7Z +$0O $0u0-

switch#  show hardware rate-limiter access-list-log

Units for Config: packets per second
Allowed, Dropped & Total: aggregated since last clear counters

Rate Limiter Class Parameters
access-list-log Config :100
Allowed :0
Dropped :0
Total :0
604 ¥Da» ¥D&» 1A
clear hardware rate-limiter _0;U4¢80. £7 "] Oub-
hardware rate-limiter _o0:;U0U4¢ 30000

Cisco Nexus 7000 ©Ufi- NX-OS -YxU,« ¥b&» UG“Pé«
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show ¥Da» |

W show identity policy

show identity policy

:f9 9 Pl*o -+$ O x=eé” show identity policy & Qf< 62000+

show identity policy [policy-namé

Sebl A policy-name 90>c90P]*0é,8+,2a6""¥<aE¥<C™Ip ulb-
1CHYo© Obaé :f9 9 Pl]*0éxZ +$ OuO-
¥Ppa&» Ofi» >cé&Qf< Uo<
§l1o1€. 01" 8Y  network-admin
vdc-admin
VDC Yo)
¥PDAa»sT U017« sfad
4.0(1) 1é&Qf<C1J P uOU-
Q#YVbz-»U-& Té&Qf<eeée”\ .f,é -D% U0 -
[ 4" :f9 9 Pl*0é0064é+xZ +$ 0O $0u0-

switch# show identity policy

4x="%$0é :f9 9 Pl*0éxZ +$0 $0u00-
switch# show identity policy AdminPolicy

604 ¥Da» ¥Pa» 1A
identity policy :f9 9 Pl*o .300u0-

Cisco Nexus 7000 ©U7- NX-OS -YxU,« ¥b&» UG“Péc«
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| show ¥Pa»

show identity profile

:f9 9

Pl*o -+$ O x=eé”

show identity profile [eapoudgd

show identity profle Il

show identity profile & Qf< 620 u0-«

Sebl A eapoudp 90 > ¢90Extensible Authentication Prototover User Datagram Protocol
9CEAPOUDPO :f9 9 J’H ~-+$0u0-

1CHYo© Obaé :f9 9 J'H "éxZ +$0u0-
¥Ppa» Of» >cé&Qf< Uo<
§lio1€@i" 81Y  network-admin

vdc-admin

VDC Yo)
¥Pa»sT UUT« sfad

4.0(1) 1é&Qf<C1J P uOU-
Q#YVbZ-»0-& fé&Qf<aeée”\ .f,&8 -D% 00 -
[ 4" :f9 9 JJH ~+$0 $0u00-

switch# show identity profile

42 ” EAPOUDP :f9 9 J'’H ~30-+$0 $0u00-

switch# show identity profile eapoudp
604 ¥Pa» ¥Pa» 1A

identity profile eapoudp  EAPoOUDP :f9 9 J’H ~ 30000~
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show ¥Da» |

M show ip access-lists

show ip access-lists

O b64é IPv4 Access Control ListACL; ., &f; on ]1,;90u0Ués%0¢é IPv4 ACL
-+$ O ®é” showip access-list Qf< 620U

show ip access-listfaccess-list-nanijg expanded | summary

Sebl A access-list-name 90> codIPv4 ACL é,é+,8487 "4 64 ¥<é)r™< GRAE""¥<
dE¥<Cc™ib 00
expanded 905>¢90 1+ "; #7r0Jé,e0laaE” IPv4 <_, #70JuU
&@Po; #7%0Jé]" +$3 0 Ax000u00-
summary 90>¢90&Qf<C ACL.30488E” ACL ®4P0O +Z +$0 A&0

00U0-f&l@Bsac” Vor & <\ f 6-04EUD-

1CHY° ao
¥P&» Oi» »¢cé&Qf<  Uocx<
§iio1.@i" RiY  network-admin

network-operator
vdc-admin
vdc-operator

¥Pa»sT U0T« sfad

4.2(1) &Qf<” &”" ACL ,2 ba "H L6;5A200;D 00"
fragments & Qf<é(Po;C1) P uOU-

4.0(1) 1é&Qf<C1J B uOU-

Q#YVbz-»U-4 access-list-name ™ 1204 ACL 000 ' 4°sa4":C ,e0064¢ IPv4 ACL -+
$0ub.
ACL , 000&¢e+'":C ,ae” ACL ,2 P& "H L65A= ACL é],;C-+%$
D ud-
expanded obo< 6120 «'4°;4” IPv4 <, I+ " #20JA 1 IPPo;
I+ " #720Jé,e0la+$ D 0Ol
expanded obo< 6120 &”" I+ "; #r0Jé,e0l1a8E" ACL aoslap ag¢

I+ " #7r0Jéf& -+$ AEUO. I+ "; #7r0J®4P O &' xRy ae”

object-group ip address& Qf<A T  object-group ip port & Qf< 6-OA4EUD -

Cisco Nexus 7000 ©U7- NX-OS -YxU,« ¥b&» UG“Péc«
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| show ¥Pa»

show ip access-lists W

summary obo< 620 &~ ACL .308484E ACL ®4PO 7 -+$ AEu0+$ D

+728746]°C=0 00

o f;]1x1é80.x7C ACL &@»0430D a¢ EAALE-

« fragments & Qf<C ACL ®&»04a30b a, FaAL-

e ACL .30]é”0"™efg™@g":C ,C f20H ,elj®?D &Eea ACL Je=
0 ;1™ 0 Oud . ACL ]é707C I+ "; #70J 68120 71

2p &4Eé ACL 1é f;]™é"~o~"™ @& EF=x"EE4 1aC% ul-
« ACL Cli®?b a¢ f20H e
« ACLC "9 IA é f20H -

show ip access-listst Qf<é”4é CEA CH ée'&” ACL 1¢é& f;]1é&0. £7 -+
$0ud-

* ACL .30 & statistics per-entry & Qf<C=u0 &a¢ -

e %u! 6JA é f20H e ACL C1i2Db &a¢ -

IP ACL sfragments & Qf<C=0 «'"y$" a5 ~o”~A 1T 820"ée
C+$ D ub.UUO":C ,aé"sVEVH\#Tf:C ACL é+é0
@0)L0&¢'01” fragments & Qf<CSVE Vi H\#Tf;a&li2D ul-
Té&Qf<axeeé”\ .f,86 D% 0l -

4 @ " show ip access-list Qf< 620a"+0é IPv4 ACL ,R:C ,a004aé IPv4
ACL +$O0 $0u0-
switch#  show ip access-lists

IP access list ipv4-open-filter

10 permit ip any any
4 @ " show ip access-list Qf< 6204” MainLab I+ "; #7r0J 4°E f;]é
f;1+71€&0. +7Z =04a” ipv4-RandD-outbound-weléi ¢ A, &¢é IPv4 ACL -+$ O
$0ud-
switch#  show ip access-lists ipv4-RandD-outbound-web

IP access list ipv4-RandD-outbound-web
statistics per-entry
fragments deny-all
1000 permit ahp any any [match=732]
1005 permit tcp addrgroup MainLab any eq telnet
1010 permit tcp any any eq www [match=820421]

4 @ " show ip access-list Qf< 6204” ipv4-RandD-outbound-weldi ¢ A, e¢é IPv4 ACL
+$0 $000- expanded obo< 6120 &” f;]+1é&0. +7Z =04"é

é é I+ "; #700JE]"C-+$ D 00

switch#  show ip access-lists ipv4-RandD-outbound-web expanded

IP access list ipv4-RandD-outbound-web
statistics per-entry
1000 permit ahp any any [match=732]
1005 permit tcp 10.52.34.4/32 any eq telnet [match=5032]
1005 permit tcp 10.52.34.27/32 any eq telnet [match=433]
1010 permit tcp any any eq www [match=820421]

OL-25805-01-J
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show ¥D&»

show ip access-lists

4&” summary obo<aaye

show ip access-list Qf< 6204a”  ACL Clj2b a¢

f20H ,” ACL C "9 IA é f2o0H ,aaé ipv4-RandD-outbound-weld
¢A,eé IPVAACL @4PO 272 430 $0ub-
switch#  show ip access-lists ipv4-RandD-outbound-web summary

IPV4 ACL ipv4-RandD-outbound-web

Statistics enabled

Total ACEs Configured: 4
Configured on interfaces:

Ethernet2/4 - ingress (Router ACL)

Active on interfaces:

Ethernet2/4 - ingress (Router ACL)

604 ¥Da» ¥Pa»

1A

fragments

IPACL C5VEY%H\#Tf; £ 0 ¢: 30000~

ip access-list

IPv4 ACL 30000

show access-lists

064aé ACLuUésoé ACL -+3000-

show mac access-lists

MAC ACL -+$ Oul-

statistics per-entry
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| show ¥Pa»

show ip access-lists capture session

show ip access-lists capture session

ACL é VJ4V
620U

.6*2fé30 +$ O x=é&” show ip access-lists capture sessiofaQ f <

show ip access-lists capture sessigession

Sebl A session .6*72f ID*00AE %, Dé 0:* 429496729530 -
1CHYo© ao
¥Ppa&» Ofi» >cé&Qf< Uo<

§lioI€ @1 B1Y

¥PDa»s8T

Q#YVbZ-»0-&

network-admin
network-operator
vdc-admin
vdc-operator

U017« gf
i

a
5.2(1) é

d
& Qf<C1J B uOU-

Té&Qf<aee”\ .f,6 D% 00O -

42" ACL é VI4V .6*Zfé30+$ 0 $0ub-.

switch#  show ip access-lists capture session 5

switch#

604 ¥Da»

¥Pa» 1A

monitor sessionsession ACL VJ4V .6*Zf 30000

type acl-capture

destination interface ACL VvJ4V D$6;ép5 .300u0-

Cisco Nexus 7000 ©Uf- NX-OS -YxU,« ¥ba» UGC“Péd« N
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show ¥D&»

M show ip arp inspection

show ip arp inspection

Sebl A

1@,?0

¥Ppa» Ofl»

§iiole @i g7y

Dynamic ARP Inspectid®®@@®AI; 3 =R6"

&” show ip arp inspection& Qf< 620u0 .

show ip arp inspection

Té&Qf<eé”s™uUé obo<é% 00 -

>CEe&Qf< Uo<

network-admin
network-operator
vdc-admin
vdc-operator

ARP f,M"*Z2f90.30,902, -+$ 0 @

¥PDaA»sT

Q#YVbz-»U-4

UU0T«

4.0(1)

3fa
Té

d
&Qf<C1l B uOU-

fé&Qf<eée™\ .f, 8 D% U0 »
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| show ¥Pa»

show ip arp inspection 1l

42" DAl 306,902, 430 $0ub-

switch#  show ip arp inspection

Source Mac Validation

: Enabled

Destination Mac Validation : Enabled
IP Address Validation : Enabled

Configuration : Enabled
Operation State : Active

ARP Req Forwarded =0
ARP Res Forwarded =0
ARP Req Dropped =0
ARP Res Dropped =0
DHCP Drops =0
DHCP Permits =0
SMAC Fails-ARP Req =0
SMAC Fails-ARP Res =0
DMAC Fails-ARP Res =0
IP Fails-ARP Req =0

IP Fails-ARP Res =0

604 ¥Da»

¥Da» 1A

ip arp inspection vian VLAN é00b U],;é DAl @olrae0ub-

show ip arp inspection 0Oob U f2o0H ,é>51A A1 ARPDS$6; _o;
interface +$ Oud-.

show ip arp inspectionlog DAl é #30 -+$ Ou .

show ip arp inspection

statistics

DAI &0. +Z -+$ Ou Ol

show ip arp inspection vlan VLAN é00b U], ;é DAl ,902, -+$ OuOl-

show running-config dhcp  DAI .30 =it 4” DHCP,?20Gf#30 -+$ Ou0-

OL-25805-01-J
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show ¥Da» |

M show ip arp inspection interface

show ip arp inspection interface

0Oob U f2o0H ,é>51A -+$0 xeé” show ip arp inspection interface & Q f <
020u0-

show ip arp inspection interface{ ethernet slot/port | port-channelchannel-numbgr

Sebl A ethernetslot/port 90>¢90° C o(@6; f2o0H (2238 Az000Uu0-
port-channel 90>¢90" CPo;4v@" f2o0H (224 Aax000uO0--
channel-number 2&Po;4V@~ R &~ 1:* 409640

1(;)Y° a0

¥Ppa» Of» »¢é&Qf<  Uocx<

§iiol1€. @1 BIY  network-admin
network-operator
vdc-admin

vdc-operator

¥DAaA»sT UU0T« §fa
Té

d
4.0(1) &Qf<Cll B uOU-

Q#YVbz-»U-4 Té&Qf<axeé”\ .f,8 -D% U0 -

[ 4x">514E f20H ,é>5iA -+30 $0u0-
switch#  show ip arp inspection interface ethernet 2/1

Interface Trust State

Ethernet2/46 Trusted

switch#
604 ¥Da» ¥Pa» 1A
ip arp inspection vian VLAN é00b U],;é Dynamic ARP Inspecti®@fDAIl; 3 =
R6" ARP f,M"*Zf90 @ol*&Oul-
show ip arp inspection DAl 30,902, +$ Ou0b-

show ip arp inspection log DAl é #30 -+$ OO0«

Cisco Nexus 7000 ©U7- NX-OS -YxU,« ¥b&» UG“Péc«
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| show ¥Pa»

show ip arp inspection interface ||
¥Da» 1A
show ip arp inspection DAI &0. +Z -+$ OuO -
statistics
show ip arp inspection vlan VLAN é0o0b U],;é DAl ,902, -+$ OuO-

show running-config dhcp DAl .30 =i4” DHCP,?0Gf#30 -+$ Oul-

Cisco Nexus 7000 ©Ufi- NX-OS -YxU,« ¥b&» UG“Pé«
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show ¥Da» |

M show ip arp inspection log

show ip arp inspection log

Dynamic ARP Inspectid@DAI90 “#.30 -+$ O = é&”  show ip arp inspection log& Qf< &
rOu0-.

show ip arp inspection log

Sebl A Té&Qf<aeée”™yUé obo<é®% 0l -
1C>Y© ao
¥P&» Oi» »¢cé&Qf<  Uocx<
§ifo1€+@i BIY  network-admin
network-operator
vdc-admin

vdc-operator

¥DAaA»sT UU0T« §fa
Té

d
4.0(1) &Qf<Cll B uOU-

Q#YVbz-»U-4 Té&Qf<axeé”\ .f,8 -D% 10O -

[ 4"DAl "#30 -+$ 0 $ 000

switch#  show ip arp inspection log

Syslog Buffer Size : 32

Syslog Rate : 5 entries per 1 seconds
switch#
604 ¥Da» ¥Pa» 1A

clear ip arp inspection log DAl “1f# C6H "] Oubd-.
ip arp inspection log-buffer DAl é*# C6H ( - .300u0-

show ip arp inspection DAl 30,902, +3$ Oul-
show ip arp inspection 0Oob U f20H ,é>51A A1 ARPD$6; _o
interface c+$ 0ub-

show running-config dhcp DAl .30 =ii4a” DHCP,?0Gf#30 -+$ OuO-

Cisco Nexus 7000 ©U7- NX-OS -YxU,« ¥b&» UG“Péc«
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| show ¥Pa»

show ip arp inspection statistics ||

show ip arp inspection statistics

Dynamic ARP Inspectid@DAI90&0. +Z -+$ O & é&” show ip arp inspection statistics & Q f
< 620ude 1Ré VLAN 0Ué VLAN é% B 00aEul-

show ip arp inspection statisticgvlan vlian-lisf]

Sebl A vlan vlan-list 905>¢90DAI &0. +Z -+$ O  VLAN é]1,; 000u0--24 VLAN
ID 8" 1:* 409640«

1C>vo 80

¥Ppa» Of» >cé&Qf< Uo<

§ifol1€. @1 BTY  network-admin
network-operator
vdc-admin

vdc-operator

¥P&»3T UU0T« sfad

4.0(1) 1é&Qf<C1J P uOU-
Q#YVbZ-»0-& fé&Qf<aeée”\ .f,6 -D¥% 00 -
[ 42" VLAN1 é DAI&D. +7Z +$3 O $ OuOb-

switch#  show ip arp inspection statistics vlan 1

ARP Req Forwarded =0
ARP Res Forwarded =0
ARP Req Dropped =0
ARP Res Dropped =0
DHCP Drops =0
DHCP Permits =0
SMAC Fails-ARP Req =0
SMAC Fails-ARP Res =0
DMAC Fails-ARP Res =0
IP Fails-ARP Req =0

IP Fails-ARP Res =0
switch#
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show ¥Da» |

M show ip arp inspection statistics

604 ¥Da» ¥Pa» 1A

clear ip arp inspection 0ob U VLAN é DAI&D. £+7Z -300u0-
statistics vlan

show ip arp inspection DAl 30,902, -+$ OuOl-

show ip arp inspection 0Oob U f20H ,é>51A A1 ARPD$6; _o;
interface +$ Oud-

show ip arp inspection log DAl é #.30 -+$ Ou O

show running-configdhcp DAl .30 =i4” DHCP,?0Gf#30 -+$ OuO-

Cisco Nexus 7000 ©U7- NX-OS -YxU,« ¥b&» UG“Péc«
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| show ¥Pa»

show ip arp inspection vian ||

show ip arp inspection vlan

0OoPb U VLAN é],;é¢  Dynamic ARP Inspecti®@DAI90,902, -+$ O = é” show ip
arp inspection vlan & Qf< 612000 .

show ip arp inspection vlanvlan-list

Sebl A vlan-list Té&Qf<C DAI ,902, +$ 0 VLAN - vlan-list « ™ 120
4"+0é VLANID "VLANID é% bruUé fQa™ib U IDA 1
%, D 00aEU090Y 6-90 «-2& VLANID é&” 1:* 409640

1C,vo 80

¥Ppa» Of» >cé&Qf< Uo<

§ifol1€. @1 BTY  network-admin
network-operator
vdc-admin

vdc-operator

¥PDa»sT UU0T« sfad
4.0(1) 16&Qf<C1) B uOU-
[ 42" VLAN1 A 7 VLAN13 é DAl ,902, +$0 $0ub-

switch#  show ip arp inspection vlan 1,13

Source Mac Validation  : Enabled
Destination Mac Validation : Enabled
IP Address Validation : Enabled

Configuration : Enabled
Operation State : Active

Vlan : 13

Configuration : Enabled
Operation State : Inactive
switch#

Cisco Nexus 7000 ©Ufi- NX-OS -YxU,« ¥b&» UG“Pé«
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show ¥Da» |

W show ip arp inspection vian

604 ¥Da» ¥PAa» 1A

clearip arp inspection 0ob U VLAN é DAI&D. +7Z -30u0-
statistics vlan

ip arp inspectionvlan VLAN é00D U],;é DAl @ol"e0ub-
show ip arp inspection DAI .30,902, -+$ OuOl-
show ip arp inspection 0ob U f20H ,é>51A A 1 ARPDS$6; _o; -+
interface $0ub-
Z:OW running-config DAl .30 =i4” DHCP,?0Gf#30 -+$ Ou0-
cp

Cisco Nexus 7000 ©U7- NX-OS -YxU,« ¥b&» UG“Péc«
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| show ¥Pa»

show ip device tracking M

show ip device tracking

IP:C, ;\6 f#x7Z -+$0 =é” show ip device tracking& Qf< 62000+

show ip device tracking{all | interface ethernetslot/port | ip-addressipv4-addresg
mac-addressmac-address

Sebl A all Ovaé IP:C, ;\6 f#+xZ +$0u0-
interface ethernetslot/port  f2o0H ,é IP:\6 f# 'C ,+Z +30u0-
ip-addressipv4-address AB.C.D »|é IPv4d <_,é IP:\6 f# :C ,+7 +$
Oouod-
mac-addressmac-address XXXX.XXXX.XXXX »|é MAC <_,é IP;\6 f#x27
-+$ OuO0-
iC>Yo 80
¥P&» Ofi» >cé&Qf<  Uox<
§iio1€ @i BIY  network-admin
vdc-admin
VDC Yo)
¥PAa»s3T UU0T« sfad
4.0(1) 16&Qf<C1) D uOU-
Q#YVbz-»U-& fé&Qf<aeée”\ .f,&6 -D% 00 -
[ 4x2"0064é IP:C, ;\6 f#+xZ-+30 $000-

switch# show ip device tracking all

42" f20H ,é IP:C , \6 f#+7Z 430 3$0ud-

switch# show ip device tracking ethernet 1/2

4="IP < _,6 IP:C, ;\6 f#+7Z-+$0 $0u0-
switch# show ip device tracking ip-address 10.10.1.1

4" MAC <_,é IP:C , A6 f#+7Z +30O0 $0ul-
switch# show ip device tracking mac-address 0018.bad8.3fbd
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show ¥Da» |

M show ip device tracking

604 ¥Da» ¥Ppa» 1A

ip device tracking IP:C , \6 f# 30000
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| show ¥Pa»

showip dhcprelay W

show ip dhcp relay

f2oH , &.30Db &g DHCP (oC < _, =10 DHCP ,?0Gf# ]_oé,
902, +$ 0 x=é&” show ip dhcprelay & Qf< 620U«

show ip dhcp relay

Sebl A Té&Qf<ee”™yUé obo<é®% 0l -
1C>Y© ao
¥P&» Of» »¢cé&Qf<  Uocx<
§ifo1€+@i BIY  network-admin
network-operator
vdc-admin

vdc-operator

¥DAaA»sT UU0T« §fa
Té

d
5.0(2) &Qf<Cll P uOU-

Q#YVbz-»U-4 Té&Qf<axeé”\ .f,8-D% 10O -

[ 42" DHCP] _06,902,A 1.30406 DHCP (0C <_, +$0 $0u0-

switch#  show ip dhcp relay

DHCP relay service is enabled

Insertion of option 82 is enabled

Insertion of VPN suboptions is enabled

Helper addresses are configured on the following interfaces:
Interface Relay Address VRF Name

Ethernetl/4 10.10.10.1 red

switch#
664 ¥PDa» ¥PDa» 1A
feature dhcp :C ,é DHCP,?0Gf#i» @ol*&0ub-
ip dhcp relay DHCP] o o+ f; @ol*&0ul-.
show ip dhcp relay address :C ,.30D & DHCP (oC <_, +$0u0-
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show ¥Da» |

W show ip dhcp relay address

show ip dhcp relay address

:C ,e30b a¢ DHCP (oC <_, +$ 0 =é&” show ip dhcprelay address & Q
f< 62000

show ip dhcp relay addresginterface {ethernetlist | port-channel list}]

show ip dhcp relay addresginterface interface-lis}

Sebl A interface 90>¢90 o(@6;uUéP0;4V@" f2o0H LA (I f
20H ,é% bulé.6;x30D a¢ DHCP < _,a& U
4¢00u0-

ethernet 905>¢90 o(@6; f2o0H A 7(1 f20H ,é%,DuU
&.6;230b a¢ DHCP < _,&  U4¢OQud-
list +0é f20H ,” f20H ,é% D "ulUé fQa™¥%pU
f2o0H ,8% D90 Y é5A 6-04EUD:9O -
port-channel 90>¢90Po;4V@~ f20H A i(l f20H ,é%, DU
Ué.6;230b ag¢ DHCP < ,a& " U4¢0ub-
1C>Y© ao
¥Ppa&» Ofi» > &Qf< Uo<
§ifol1€. @1 BfY  network-admin
network-operator
vdc-admin

vdc-operator

¥PAa»3T 00T« §fad
5.0(2) interface obo<A T  VRFa» O Uié(Po;Cl) P U
OoU-
4.2(1) 1é&Qf<C1J B uOU-
Q#YVbz-»U-4 Té&Qf<axeé”\ .f,8 -D% 10O -
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| show ¥Pa»

show ip dhcp relay address

[ 4x":C ,230b a; 0b64aé DHCP]_o <_,-+ 0 $0u0-
switch#  show ip dhcp relay address
Interface Relay Address VRF Name
Ethernet1/2 10.1.1.1
Ethernetl/3 10.1.1.1 red
Ethernetl/4 10.1.1.1 red
Ethernetl/5 10.1.1.1 red
Ethernetl/6 10.1.1.1 red
Ethernetl/7 10.1.1.1 red
Ethernet1/8 10.1.1.1 red
switch#
4e” 0o(@6; f2o0H 1/2 & 1/4/3\T0(@6; 1/8 ®30b U DHCP ]
0 <_,-+$0 $0u00-.
switch(config-if)# show ip dhcp relay address interface ethernet 1/2-4,ethernet 1/8
Interface Relay Address VRF Name
Ethernet1/2 10.1.1.1
Ethernetl/3 10.1.1.1 red
Ethernetl/4 10.1.1.1 red
Ethernet1/8 10.1.1.1 red

664 ¥Da» ¥Pa» 1A
feature dhcp :C ,é DHCP,?0Gf#i» @ol*a20ub-
ip dhcp relay DHCP]_o o+ f; @ol?*&00u0-
show ip dhcp relay :C ,®=30b a¢ DHCP]_o0é,902,A i(oC <

_,+$0u0-
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show ¥D&»

M show ip dhcp snooping

show ip dhcp snooping

DHCP ,?0Gf#€é0)x,902,+7Z +$ O x=é” show ip dhcp snooping& Q f< 6120

ud-

show ip dhcp snooping

Sebl A Té&Qf<aeée”™yUé obo<é®% 0l -
1C>Y© ao
¥P&» Oi» »¢cé&Qf<  Uocx<
§ifo1€+@i BIY  network-admin
network-operator
vdc-admin

vdc-operator

¥DAaA»sT UU0T« §fa
Té

d
4.0(1) &Qf<Cll B uOU-

Q#YVbz-»U-4 Té&Qf<axeé”\ .f,8 -D% 10O -

[ 4@”" DHCP ,?0Gf#@®4P 0O 0)x,902,2Z +$3 0 $0u0-

switch#  show ip dhcp snooping

DHCP snooping service is enabled

Switch DHCP snooping is enabled

DHCP snooping is configured on the following VLANS:

1,13

DHCP snooping is operational on the following VLANS:

1

Insertion of Option 82 is disabled

Verification of MAC address is enabled

DHCP snooping trust is configured on the following interfaces:

Interface Trusted
Ethernet2/3 Yes
switch#
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| show ¥Pa»

show ip dhcp snooping M

604 ¥Pa» ¥PAa» 1A
feature dhcp :C ,é& DHCP,?20Gf#i(» @ol*"&e0u0b-
ip dhcp snooping :C ,é6 DHCP,?0Gf# # 0C"® @ol*"&0ud-
show ip dhcp snooping ,29 6" IPOo, f:] =0a” IP-MAC <_, C f:
binding f# -+$ Oub-
show ip dhcp snooping DHCP , 20 Gf#8&0. +Z -+$ Ou O
statistics
show running-config DHCP ,?0Gf#30 -+$ Ou0-
dhcp
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show ¥D&»

M show ip dhcp snooping binding

show ip dhcp snooping binding

é¢ f2o0H ,uUé%$0é f20H ,é

A"

xe e
f;]C=0 4,00+,29 6"

O06a
$ 0

file”

show ip dhcp snooping binding& Qf< 620ube 1
[Type]

IP-to-MAC < _, C f: f# -+
®é,29 6" IPOo,
\Sa VY static +$ D ub-

show ip dhcp snooping bindindIP-addres$[MAC-addresE[interface ethernetslot/port]

[vlan vian-id]
show ip dhcp snooping binding dynamic]

show ip dhcp snooping binding static]

Sebl A IP-address 905>¢90-+$ B C f: f#ee=10 IPv4 < _,¢-2
4 f;]e"<6;fE 101t-+% a0 »
MAC-address 90>¢90-+$ B C f: f#e=10 MAC <_,+-2
4 f;]e"<6;fE 161t-+% a0 »
interface ethernet 90> ¢90-+$ & C f: f#&4Pljfi o(@6; f
slot/port 20H , 000UO-
vlan vlan-id 90>¢90-+$ B C f: f#ea@d4Pljfl VLANID Oo
Oub+-28 VLANID &” 1:* 409640+
dynamic 90>¢9000064¢é3 =R6" IP-MAC <_, C f: f#
& U4oud-
static 90>¢900064¢,29 6" IP-MAC <_, C f: f#
& U4oud-
1(;)Y° a0
¥Ppa» Of» »¢é&Qf<  Uocx<
§iiol1€. @1 BIY  network-admin
network-operator
vdc-admin
vdc-operator
¥PDAa»sT U0T« §fad
4.0(1) 1é&Qf<C1J P uOU-
Q#YVbZ-»0-& fé&Qf<aeé”\ .f,&8 -D% 00 -
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OL-25805-01-J



| show ¥Pa»

show ip dhcp snooping binding ||

[ 42e"006aécC f: f#-+$0 $0u00-
switch#  show ip dhcp snooping binding
MacAddress IpAddress LeaseSec Type VLAN Interface
0f:00:60:b3:23:33 10.3.2.2 infinite static 13 Ethernet2/46
0f:00:60:b3:23:35 10.2.2.2 infinite static 100 Ethernet2/10
switch#
604 ¥Da» ¥Da» 1A
clear ip dhcp snooping DHCP ,?0Gf# C f: f# :02Lo, -8000-
binding
feature dhcp :C ,é DHCP,?0Gf#i» @ol*a20ub-
ip dhcp relay DHCP] o o+ f; @ol*uUé: .0l 0ul-
ip dhcp snooping :C ,é6 DHCP,?0Gf# # 0C"&® @ol*"a&0ud-

show ip dhcp snooping DHCP ,?0Gf#a4P O G)x»>a+Z -+$ Oul-«

show ip dhcp snooping DHCP , 20 Gf#&0. +Z -+$ Ou O
statistics

show running-config IP 0o, o0<30 =u&a" DHCP ,?0Gf#30 -+$ OuO0-
dhcp
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show ¥D&»

M show ip dhcp snooping statistics

show ip dhcp snooping statistics

DHCP ,?0Gf#&0. +7Z -+$ O = é” show ip dhcp snooping statistics& Q f< 6120 0

Sebl A

1@,?0

¥Ppa» Ofl»

§iiole @i g7y

O

show ip dhcp snooping statistics

Té&Qf<eé”s™uUé obo<é% 00 -

>CEe&Qf< Uo<

network-admin
network-operator
vdc-admin
vdc-operator

¥PDaA»sT

Q#YVbz-»U-4

U017« §fa
ié

d
4.0(1) &Qf<Cll B uOU-

fé&Qf<eée™\ .f, 8 D% U0 »

42" DHCP ,?20Gf#80. +Z -+ 0 $0u0-

switch#  show ip dhcp snooping statistics

Packets processed 0

Packets received through cfsoe 0

Packets forwarded 0

Packets forwarded on cfsoe 0

Total packets dropped 0

Packets dropped from untrusted ports 0

Packets dropped due to MAC address check failure 0
Packets dropped due to Option 82 insertion failure O
Packets dropped due to o/p intf unknown 0

Packets dropped which were unknown 0

Packets dropped due to dhcp relay not enabled 0
Packets dropped due to no binding entry O

Packets dropped due to interface error/no interface 0
Packets dropped due to max hops exceeded 0
switch#
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| show ¥Pa»

show ip dhcp snooping statistics ||

604 ¥Pba» ¥D&a» 1A
feature dhcp :C ,é& DHCP,?20Gf#i(» @ol*"&e0u0b-
ip dhcp snooping :C ,é& DHCP,?0Gf# # 0C?&®e @ol*"=e0Qub-
service dhcp DHCP]_o o+ f; @ol”r0uUé: .ol*"&0ul-
show ip dhcp snooping DHCP ,?0Gf#a4P O G)x»a+Z -+$ Oul-«
show ip dhcp snooping , 29 6" IP 0o, f;] =ua” IP-MAC < _, C f:
binding f# -+ Oude.
show running-config DHCP ,?0Gf#30 -+3 OuO-
dhcp
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show ¥D&»

M show ip verify source

show ip verify source

IP-to-MAC <_, C f: f# +$0 «=é&” show ip verify source & Qf< 612000 »

show ip verify source[interface { ethernet slot/port | port-channel channel-numbét

Sebl A

¥Ppa» Ofl»

§iiole @i g7y

interface 90>¢90" C$o0é f20H ,é IP-to-MAC <_, C f: f#
eU4D Azx00000-
ethernetslot/port 905>¢90" C20é 0(@6; f2o0H ,éC f: f#2eU4¢D
A&e0oOuO-
port-channel 90>¢90" GC20éPo;4V@~" f2o0H ,éC f: f#ae U4dc
channel-number p A®000u0+-24P0;4V@"IR &~ 1:* 409640 -
ao

>CEe&Qf< Uo<

network-admin
network-operator
vdc-admin
vdc-operator

¥PDaA»sT

Q#YVbz-»U-4

U071« 5fa
ié

d
4.0(1) &Qf<C1l B uOU-

fé&Qf<ee™\ .f, 8 D% U0 »

4" IPto-MAC <_, C f: f#-+$0 3$0u00-

switch#  show ip verify source
switch#

604 ¥Da»

¥Pa» 1A

ip source binding 000U o(@6; f2oH ,é,29 6" IPOo, f;
] PrOud-

ip verify source f2o0H ,é IPOo, o< @ol*"&0ul-
dhcp-snooping-vilan

show running-config |P 0o, o0<.30 =04&" DHCP ,?0Gf#30 -+$ OuO-»
dhcp
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| show ¥Pa»

show ipv6 access-lists W

show ipv6 access-lists

O0o64aé IPv6 Access Control LISBACL9O tUé$o0é IPv6 ACL -+$ O = é&” show ipvé
access-lists& Qf< 820U«

show ipv6 access-listtaccess-list-nanjgdexpanded | summary

Sebl A access-list-name 905> c9dIPv6 ACL ¢,é+,8487 "4 64 ¥<é)r™M< GRAE""¥<
A4E¥<Cc™ip 00
expanded 905>¢90 1+ "; #r0Jé,e01a8E" IPv6 <_, #70JuU
@Po; #70Jé]" +$3 0 Ax000u00-
summary 90>¢90&Qf<C ACL.30488E” ACL ®4PO0O 7 +$0 A&0

00U0-f&l@Bsac” Vo & <\ f 6-04EUD -

1gHY?° ao

¥P&» Of» »¢cé&Qf<  Uocx<

§ifo1€+@i BIY  network-admin
network-operator
vdc-admin

vdc-operator

¥Pa»sT U0T« Sfad

4.2(1) &Qf<” &” ACL ,2 b4 "H L6:5A=00;D 00
fragments & Qf<é(Po;C1J P uOU-

4.1(2) 16&Qf<C1) B udOU-

Q#YVbz-»U-4 access-listname ™ 6204 ACL 000 ' 4°;4":C ,6004é IPv6 ACL -+
$000-
ACL , 000&¢e+'":C ,ae” ACL ,2 P& "H L65A = ACL é],;C-+%$
D ud-
expanded obo< 6120 «'4°;4” IPv6 < [+ " #20JA 1 IPPo;
I+ " #70Jé,e01a+$D 0l
expanded obo< 6120 &” I+ "; #r0Jé,e0l1a8E" ACL aosl2p ag¢

I+ " #7r0Jéf& -+$ AEUO. I+ "; #7r0J®4P O &' xRy ae”

object-group ipv6 address& Qf<A 1  object-group ip port &Qf< 6-OA4AEUD »
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show ¥D&»

M show ipv6 access-lists

summary obo< 620 &~ ACL .308484E ACL ®4PO 7 -+$ AEu0+$ D

+728746]°C=0 00

o f;]1x1é80. x7C ACL &@»0430D a¢ EAALE-

« fragments & Qf<C ACL ®&»04a30b a, FaAL-

e ACL .30]é"0"™efg™@g":C ,C f20H ,elj®D &Eea ACL Jee=
0 ;1™ 0 Oud . ACL ]é707C I+ "; #70J 68120 o'l

2p &4Eé ACL 1é f;]™é"~o~r™ @& EF=x"EE4 1aC% ul-
« ACL Cl1i®b a¢, f2o0oH .

« ACLC "9 IA é f20H =

show ipv6 access-listR Qf<é&"4¢é CEéA C# é+'a” ACL 1é& f;]1¢é&0. £7
+$ Oub-

* ACL .30 & statistics per-entry & Qf<C=u0 a¢ -

e %u! 6JA é f20H e ACL C1i2Db &¢ -

IP ACL sfragments & Qf<C=0 «'"y$" a5 ~o"~A 1T 82r0"ée
C+$ D ub.UUO":C ,aé"sVEVH\#Tf:C ACL é+é60
@0)L0&¢'01” fragments & Qf<CSVE Y H\#Tf;&li2D ul-
Té&Qf<axeeé”\ .f,é6 D% 00 -

4 @ " show ipv6 access-list& Qf< 6l20a"+0é IPv6 ACL ,R:C
ACL +$O0 $0u0-

switch#  show ipv6 access-lists

IPv6

a»
O
(@)}
an
[N

IPv6 access list ipv6-main-filter
10 permit ipv6 any any

é f;]1x168&0. +7 =u4a” ipv6-RandD-outbound-weldi ¢, A, eé¢é IPv6 ACL -+$ O
$0u00-.

switch#  show ipv6 access-lists ipv6-RandD-outbound-web

4 @ " show ipv6 access-list Qf< 61204” LowerLab I+ "; #720J 4°E f;]

IPv6 access list ipv6-RandD-outbound-web
statistics per-entry
fragments deny-all
1000 permit ahp any any [match=732]
1005 permit tcp addrgroup LowerLab any eq telnet
1010 permit tcp any any eq www [match=820421]

4 @ " show ipv6 access-list Qf< 61204” ipv6-RandD-outbound-weldi ; A, e¢é IPv6
ACL +$0 $0u0- expanded obo< 6120 &” f;]x1é&0. 7 =i

a'eé é I+ ", #700J6]1°C-+$ D ul-

switch#  show ipv6 access-lists ipv6-RandD-outbound-web expanded

IPv6 access list ipv6-RandD-outbound-web
statistics per-entry
1000 permit ahp any any [match=732]
1005 permit tcp 2001:db8:0:3ab0::1/128 any eq telnet [match=5032]
1005 permit tcp 2001:db8:0:3ab0::32/128 any eq telnet [match=433]
1010 permit tcp any any eq www [match=820421]

Cisco Nexus 7000 ©U7- NX-OS -YxU,« ¥b&» UG“Péc«
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| show ¥Pa»

show ipv6 access-lists W

4=”summary obo<&ddya  showipvb access-list& Qf< 6204” ACL C1li®b a

¢ f2oH 7 ACL C "9 IA é f2o0H ,aaé ipv6-RandD-outbound-web
d¢A,eé IPV6BACL&4PO 272 +30 $ 000

switch#  show ipv6 access-lists ipv6-RandD-outbound-web summary

IPV6 ACL ipv6-RandD-outbound-web

Statistics enabled
Total ACEs Configured: 4
Configured on interfaces:
Ethernet2/4 - ingress (Router ACL)
Active on interfaces:
Ethernet2/4 - ingress (Router ACL)

604 ¥Pa» ¥DAa» 1A
fragments IPACL C5VEYH\#Tf; £ 0 C: .300u0-
ipv6 access-list IPv6 ACL 300u0-
show access-lists O064aé ACLuUésoé ACL -+30u0-
show ip access-lists Obaé IPAACLUUES$S0é IPVAACL -+$ Oul-
show mac access-lists 064aé MACACL uUé$0é MACACL -+$ Oul-
statistics per-entry ACL 1é& f;]la5 uUé 8P UD$6;é80. +7é.%3s

427000

Cisco Nexus 7000 ©Ufi- NX-OS -YxU,« ¥b&» UG“Pé«
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show ¥D&»

M show key chain

show key chain

$0é 04 0fé30 -+$0 =& show key chain& Qf< 612000

show key chainkeychain-namémode decrypf

Sebl A keychain-name 300 04 ofé,é« " 63 ¥<6)- ™M< 00AEUOD-
mode decrypt 905>¢90"]1 9 ,;4 o 9 ,;.30-+$0ub.16 J*zfe"
network-admina U & vdc-adminYo) “o~C °a UYo)
f:a:C ,e ".,0 aEU0i6”raEUOD-.
1C>Y° ao
¥Ppa&» Ofi» > &Qf< Uo<
§ifo1€+@i BIY  network-admin
network-operator
vdc-admin
vdc-operator
¥PDAa»sT U0T« §fad
4.0(1) 16&Qf<C1) B udOU-
Q#YVbZ-»0-& fé&Qf<aeée”\ .f,&8 -D¥ 00 -
[ 42"%$0é 11 \ H2 SA 1IM>\ H2 S R 1R3¢ 090 o 1390 =0 o
4 of (glbp-keyé 04 0f30-+$0 $0u0-
switch#  show key chain
Key-Chain glbp-keys
Key 13 -- text 7 071a33595¢1d0c1702170203163e3e21213¢c20361a021f11
accept lifetime UTC (00:00:00 Jun 13 2008) - (23:59:59 Sep 12 2008)
send lifetime UTC (00:00:00 Jun 13 2008) - (23:59:59 Aug 12 2008)
604 ¥Da» ¥Pa» 1A
accept-lifetime 0é il \ H2 S 30000~
key 0.300u00-
key chain 04 of 300u0-
key-string 0é,;]f# 30000

send-lifetime 061IM>\ H2 S 30000~

¥Péd» UC“pPac«
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| show ¥Pa»

show Idap-search-map

show Idap-search-map

30D U Lightweight Directory Access Proto@@ DAP9O 0HQ6J 4P O +Z +$ O = é
show Idap-search-map& Qf< 612000 .

show ldap-search-map

Sebl A Té&Qf<ee”™yUé obo<é®% 0l -
1C>Y© ao
¥P&» Of» »¢cé&Qf<  Uocx<
§ifo1€+@i BIY  network-admin
network-operator
vdc-admin

vdc-operator

¥DAaA»sT UU0T« §fa
Té

d
5.0(2) &Qf<Cll P uOU-

Q#YVbi-»U-& LDAP 27 -+$ O eéa&” featureldap &Qf< 6120 -BC% 1O
Té&Qf<aee”\ .f,6 D% 00O -

[ 42"3040é LDAP 0HQ6J24P0O 7 +$ 0 $Oub-

switch#  show ldap-search-map
total number of search maps : 1

following LDAP search maps are configured:
SEARCH MAP sO0:
User Profile:
BaseDN: DN1
Attribute Name: mapl
Search Filter: filterl

604 ¥Da» ¥Pa» 1A
attribute-name Yo) J'H A~A">514aE =y ” CRL".=y DN Q)L
04? oQ)L”aUeé  user-switchgroup* 6" 6J & 2béQ
H,” &H ~2"A iLo, DN .300u0-
feature Idap LDAP @ol”*"&0ul-

Cisco Nexus 7000 ©Ufi- NX-OS -YxU,« ¥b&» UG“Pé«
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show ¥Da» |

W show Idap-search-map

¥Pa» 1A

Idap search-map LDAP & Q6J .300u0-

Idap-server host LDAP (oCé IPv4uUeé IPv6 <_,” % ¢&éN,;, 0
o0UuUO-

Cisco Nexus 7000 ©U7- NX-OS -YxU,« ¥b&» UG“Péc«
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| show ¥Pa»

show Idap-server W

show Idap-server

Lightweight Directory Access Proto@i DAP90 (0 C.30 +$ O & é&”  show ldap-server& Q
f< 62000

show ldap-server

Sebl A Té&Qf<ee”™yUé obo<é®% 0l -
1C>Y© ao
¥P&» Of» »¢cé&Qf<  Uocx<
§ifo1€+@i BIY  network-admin
network-operator
vdc-admin

vdc-operator

¥DAaA»sT UU0T« §fa
Té

d
5.0(2) &Qf<Cll P uOU-

Q#YVbi-»U-& LDAP 27 -+$ O eéa&” featureldap &Qf< 6120 -BC% 1O
Té&Qf<aee”\ .f,6 D% 00O -

[ 42" LDAP (0C30 +$0 $0u00-

switch#  show ldap-server
timeout : 5
port : 389
deadtime : 0
total number of servers : 0

664 ¥Pa» ¥Péa» 1A
feature Idap LDAP @ol*&0ub-
Idap-server host LDAP (oCé IPv4auUé IPv6 <_,” % ¢éN,;, O
oOud-
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show ¥Da» |

W show Idap-server groups

show Idap-server groups

Lightweight Directory Access Proto@d DAP9O (o C #70J.30 -+$ O = é” show
Idap-server groups & Qf< 62000

show ldap-server groups

Sebl A Té&Qf<aeée”™yUé obo<é®% 0l -
1C>Y© ao
¥P&» Oi» »¢cé&Qf<  Uocx<
§ifo1€+@i BIY  network-admin
network-operator
vdc-admin

vdc-operator

¥DAaA»sT UU0T« §fa
Té

d
5.0(2) &Qf<Cll P uOU-

Q#YVbi-»U-& LDAP 27 -+$ O eéa&” featureldap &Qf< 6120 -BDC% 1O
Té&Qf<aee”\ .f,6 D% 00 -

[ 42" LDAP (oC #70J30-+30 $0u0-

switch#  show ldap-server groups
total number of groups: 1

following LDAP server groups are configured:

group LDAPgroupl:
Use-vrf: default
Mode: UnSecure
Authentication: Search and Bind
Bind and Search : append with basedn (cn=$userid)
Authentication: Do bind instead of compare
Bind and Search : compare passwd attribute userPassword
Authentication Mech: Default(PLAIN)
Search map:

Cisco Nexus 7000 ©U7- NX-OS -YxU,« ¥b&» UG“Péc«
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| show ¥Pa»

show Idap-server groups W

604 ¥Da» ¥Pa» 1A
aaa group server ldap LDAP (oC #"0J P'O”"@é#"0Jé LDAP (oC #
"oJ &fH IX _o*Zf Uo< 4?2000
feature Idap LDAP @ol*&0ub-

Cisco Nexus 7000 ©Ufi- NX-OS -YxU,« ¥b&» UG“Pé«
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show ¥D&»

M show Idap-server statistics

show Idap-server statistics

Lightweight Directory Access Proto@i DAP90 (0 C&0. +7Z -+$ O =&~
statistics & Qf< 6820 ud -«

show ldap-server statisticqipv4-addresd ipv6-addresqd host-namg

show ldap-server

Sebl A ipv4-address AB.CD»|é(oCé IPv4 <_,
ipv6-address XX:X:X»|é(oCé IPv6 <_,
host-name (0C,,2é")+™<a000u0"¥<aE¥<C™ID "y

<™@g256a0-

1CHYo© ao

¥P&» Oi» »¢cé&Qf<  Uocx<

§ifo1€+@i BIY  network-admin
network-operator
vdc-admin

vdc-operator

¥PDaA»sT U071« sfa
1é

d
5.0(2) &Qf<C1) B udU-

Q#YVbi-»U-& LDAP =7 -+$ O eéa&” featureldap &Qf< 6120 -BDC% 1O
Té&Qf<aee”\ .f,6 D% 00O -

[ 42" LDAP (0Cé&0. +Z +$ 0O $0u0-

switch#  show ldap-server statistics 10.10.1.1
Server is not monitored

Authentication Statistics
failed transactions: 0
sucessfull transactions: 0
requests sent: 0
requests timed out: 0
responses with no matching requests: 0
responses not processed: 0
responses containing errors: 0

Bl _Cisco Nexus 7000 ©UT- NX-OS -YxU,» ¥Péd» UC“Pac
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| show ¥Pa»

show Idap-server statistics ||

604 ¥Da» ¥Pa» 1A
feature Idap LDAP @ol*&0ub-
Idap-server host LDAP (oCé IPv4uUeé IPv6 <_,” % ¢&éN,;, 0
o00ub-

Cisco Nexus 7000 ©Ufi- NX-OS -YxU,« ¥b&» UG“Pé«
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show ¥D&»

M show mac access-lists

show mac access-lists

064é MAC Access Control LISOACL9O 0 U&$0¢é MACACL -+$ O =é” show mac
access-lists& Qf< 820U«
show mac access-listaccess-list-namd summary]
Sebl A access-list-name 965> c9OMAC ACL é,é+,6aé""a 64 ¥<@)r M< QBAE""¥
<AE¥<Cc™IpP ul-
summary 905>¢90&Qf<C ACL .30a64E” ACL @4PO +Z -+$ 0 A0
o00uOf&laeRsaé” Yol é <\ f 6-04EUD-
1C>Y°© ao
¥Ppa&» Ofi» >cé&Qf< Uo<
§l1o1€. 01" 8Y  network-admin
network-operator
vdc-admin
vdc-operator
¥Pa»sT U0T« Sfad
4.2(1) &Qf<” &” ACL ,&2 P& "H L6;5A200;D 00~
4.0(1) 16&Qf<C1) B udOU-
Q#YVbz-»U-4 access-list-name ™ 204 ACL 000 «'4°;4":C ,60064¢é MAC ACL
$000-
ACL , 000&¢e+'":C ,ae” ACL ,2 P& "H L65A= ACL é],;C-+%$
D ud-
summary obo< 61”20 &~ ACL 30884E ACL ®4PO =7 -+$ aEUO++$ D

t7e6”4é]°C=0 ul-
o f;]1x1680. £7C ACL 2»0430b a¢ AAALE-
e ACL .30]é”0"™e.jg™g":C ,C f20H ,eli”P &aEe

u f;1™ 0 Ould - ACL ]é~ro™C I+ ", #20J 6120

2p &4Eé ACL ]é f;]™é""o"™ & AFax"EE4 14C% ul-
« ACL Cli®?b &¢ f20H o
« ACLC "9 IA é f20H -

ACL Je&=

R
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| show ¥Pa»

show mac access-lists ||

show mac access-list& Qf<é”4é CEéA C# é+'a” ACL 1é& f;]1é&0. +7
-+$ OUO-

+ ACL .30 & statistics per-entry & Qf<C=0 &¢ -

e %ul 6JA é f20H e ACL C1i?Db &a¢ -

Té&Qf<aee”\ .f,8 D% 00 -

[ 4 @ " show mac access-list& Qf< 6204"x0é MAC ACL ,r:C ,a0o64¢
MACACL +$ 0 $0Ou0-
switch#  show mac access-lists
MAC access list mac-filter
10 permit any any ip
4 & " show mac access-list& Qf< 620a” f;]+x16&0. +7 =014" mac-lab-filter
d,A,éé MACACL +30 $0ul-
switch#  show mac access-lists mac-lab-filter
MAC access list mac-lab-filter
statistics per-entry
10 permit 0600.ea5f.22ff 0000.0000.0000 any [match=820421]
20 permit 0600.050b.3ee3 0000.0000.0000 any [match=732]
4=”summary obo<ddyae  show mac access-list& Qf< 61204” ACL C1i#b a
¢ f2oH 7 ACL C "9 IA é f2o0H ,aaé¢ mac-lab-filtera ¢ A, e é
MAC ACL 24P 0O +7 +$0 $0u0-
switch#  show mac access-lists mac-lab-filter summary
MAC ACL mac-lab-filter
Statistics enabled
Total ACEs Configured: 2
Configured on interfaces:
Ethernet2/3 - ingress (Port ACL)
Active on interfaces:
Ethernet2/3 - ingress (Port ACL)
604 ¥Da» ¥Pa» 1A
mac access-list MAC ACL 300u0-.
show access-lists O064aé ACLuUés$o0oé ACL -+$0uO-
show ip access-lists O064aé IPvAACLUUEGSO0E IPVAACL +$ Oul-
show ipv6 access-lists O064é IPVGACLUUé$S0é IPV6ACL -+$ Oube.

OL-25805-01-J
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show ¥D&»

M show password strength-check

show password strength-check

D,bo<és2é#D0.z,902, +$ O x=é&"
oud-

show password strength-check

show password strength-check& Q f< 6!2

Sebl A Té&Qf<aeée”™yUé obo<é®% 0l -
1C>Y© ao
¥P&» Oi» »¢cé&Qf<  Uocx<
§ifo1€+@i BIY  network-admin
network-operator
vdc-admin
vdc-operator
¥PDAa»3T U0T« sfad
4.0(3) 16&Qf<C1) B udOU-

Q#YVbz-»U-4 Té&Qf<axeé”\ .f,8 -D% 10O -

[ 4x"D,bo<é+2é#0.2,902, +$ O

switch#  show password strength-check
Password strength check enabled

$0ul-

604 ¥Da» ¥Pa» 1A

password strength-check

D,bo<é«2¢D.z

@olr"aedubd-.

show running-config security
O

s- &fH IX_0*Zfé. X]9 1(»30 +$ O
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| show ¥Pa»

show policy-map type control-plane ||

show policy-map type control-plane

&f; on J_of Q6J+x7Z -+$ 0 =e”

Qf< 820Ul

P]l*o show policy-map type control-plane &

show policy-map type control-plangexpand] [name policy-map-nampe

Sebl A

1C)Yo

¥Pa» Of»

§lioI€ @1 B1Y

expand 90>¢90 > U&f; 0o” J _of Q6JxZ -+$ O

name policy-map-nameg® > ¢90 & f; o * J_of PJ]*o
ae""¥<aE¥<c™ip 00

Pl*o

O

Q6Jé,&8 000ub-., e

>Ce&Qf< Uo<

network-admin
network-operator
vdc-admin
vdc-operator

¥PDa»s8T

Q#YVbZ-»0-&

U017« §fa
ié

d
4.0(1) &Qf<C1l B uOU-

Té&Qf<é:H ~;é'D:C , vDCo9OlaéuoslraEnd.

Té&Qf<aee”\ .f,8 D% 00 -

| oL-25805-01-J

Cisco Nexus 7000 ©Uf- NX-OS -YxU,« ¥ba» UGC“Péd« N



show ¥D&»

show policy-map type control-plane

4z"&f; 0N J _of P]*o Q6JxZ-+3$30O0 $0ul-

switch#  show policy-map type control-plane

policy-map type control-plane copp-system-policy
class copp-system-class-critical
police cir 2000 kbps bc 1500 bytes pir 3000 kbps be 1500 bytes conform transmit
exceed transmit violate drop
class copp-system-class-important
police cir 1000 kbps bc 1500 bytes pir 1500 kbps be 1500 bytes conform transmit
exceed transmit violate drop
class copp-system-class-normal
police cir 400 kbps bc 1500 bytes pir 600 kbps be 1500 bytes conform transmit
exceed transmit violate drop
class class-default
police cir 200 kbps bc 1500 bytes pir 300 kbps be 1500 bytes conform transmit
exceed transmit violate drop
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| show ¥Pa»

show port-security

show port-security

:C ,éPo; . X]9 éA +3$ 0 =é” show port-security & Qf< 82000«

show port-security [state]

Sebl A state 90>¢90Po0; . X]9 C @ol"&@b a¢ 14 -+$ Oul-
1CHYo© ao
¥pa&» Of» >cé&Qf< Uo<
§l1o1€. 01" 8Y  network-admin
network-operator
vdc-admin

vdc-operator

¥P&»3T 00T« sfad
4.2(1) _ W 2Po; 4V@" f20H ,C(Po;D A=x=a
uOU-
4.0(1) T6&Qf<Cll D uOU-
Q#YVbz-»U-4 Té&Qf<aee”\ .f,6 D% 00O -
[ 4 @ " show port-security & Qf< 6204”:C ,éPo; X19 i(»é,902,

+$0 $0ub-
switch#  show port-security

Total Secured Mac Addresses in System (excluding one mac per port) : 0
Max Addresses limit in System (excluding one mac per port) : 8192

Secure Port MaxSecureAddr CurrentAddr SecurityViolation Security Action
(Count) (Count) (Count)

Ethernetl/4 5 1 0 Shutdown

switch#

Cisco Nexus 7000 © Ui~ NX-OS -YxU, e«

¥Pa»
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show ¥Da» |

M show port-security

604 ¥Da» ¥Da» 1A
feature port-security Po; . X]91» @ol*ae0ul-
show port-security Po; . X]9 I»ae bP&a;/ b a¢ MAC <_, -+$
address Oubd-.
show port-security $0é f20H ,éPo; . X]9 ,902, -+$ O
interface O
switchport port-security W 2 f20oH ,&Po; . X119 300u00-

Cisco Nexus 7000 ©U7- NX-OS -YxU,« ¥b&» UG“Péc«
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| show ¥Pa»

show port-security address ||

show port-security address

Po; . X]9 Il»ee P&,/ B a¢ MAC <_,x4P0 +7Z +$ 0 x=eé” show
port-security address & Qf< 812000«

show port-security addresdinterface {port-channel channel-numbefethernet

slot/port}]
Sebl A interface 90>¢90Po0;. X]9 MAC <_,*Z $0é f20H ,zU
46000
port-channel W 2Po;4v@~ f20H , 00000- channel-number ™
channel-number zé”1:* 4096é>™ 0oAaEUWOD-
ethernet slot/port 0(@6; f2o0H , 000OUOD-
1CHY© ao
¥P&» Of» »¢cé&Qf<  Uocx<
§ifo1€+@i BIY  network-admin
network-operator
vdc-admin
vdc-operator
¥PDaA»sT U071« sfad
4.2(1) W 2Po; 4V@" f20H ,C(Po;P A=za
uOU-
4.0(1) 16&Qf<C1J P uOU-

Q#YVbz-»U-&

Té&Qf<aee”\ .f, 8 D% 0l -

| oL-25805-01-J
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show ¥D&»

show port-security address

064é MAC <_,24P0O +7Z +$ 0 $0ub-
switch#  show port-security address

Total Secured Mac Addresses in System (excluding one mac per port) :0
Max Addresses limit in System (excluding one mac per port) : 8192

Secure Mac Address Table

Vlan Mac Address Type Ports  Remaining Age
(mins)

1 0054.AAB3.770F STATIC port-channell O
1 OOEE.378A.ABCE STATIC Ethernetl/4 0

4 & " show port-security address& Qf< 620 4"Po; . X]9 & ba;/ b a¢

switch#
4 @ " show port-security address& Qf< 6204a” o(@6; 1/4 f2o0H , éPo
: X19 i(»ee P&/ b &a¢ MAC <_,-+$0 $0u00-
switch#  show port-security address interface ethernet 1/4
Secure Mac Address Table
Vlan Mac Address Type Ports  Remaining Age
(mins)
1 OO0EE.378A.ABCE STATIC Ethernetl/4 0
switch#
604 ¥Pa» ¥DAa» 1A
feature port-security Po; . X]9 i» @ol*"ae0ul-
show port-security Po; . X]9 i»é,902, +$ 000
show port-security $0é f20H ,éPo; . X119 ,902, -+$ O
interface O-
switchport port-security W 2 f20oH ,aPo; . X119 30000-
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| show ¥Pa»

show port-security interface ||

show port-security interface

$0é f20H , éPo; . X]9 éA -+3 0 =e” show port-security
interface & Qf< 612000

show port-security interface{port-channel channel-numbefethernet slot/port}

Sebl A port-channel _ W 2Po;4V@" f20H , 000uO- channel-number ™
channel-number gz é”1:* 4096é>™ Q0oAaEuUO-
ethernet slot/port 0(@6; f2oH , 000OUOD-
1(;)Y° ao
¥Ppa» Of» »¢é&Qf<  Uocx<
§iiol1€. @1 RiY  network-admin
network-operator
vdc-admin

vdc-operator

¥PDAa»3T U0T« §fad
4.2(1) W 2Po; 4V@" f20H ,C(Po;P A=za
uOU-
4.0(1) 1é&Qf<C1J P uOU-
Q#YVbz-»U-4 fé&Qf<aeée”\ .f,&6 -D¥% 00 -
[ 4 @ " show port-security interface & Qf< 61204” o(@ 6; 1/4 f2o0H ,éPo

.. X]9 i»é,902, +$ 0 $0uO-

switch#  show port-security interface ethernet 1/4

Port Security : Enabled
Port Status : Secure Down
Violation Mode : Shutdown
Aging Time : 0 mins
Aging Type : Absolute
Maximum MAC Addresses  : 5
Total MAC Addresses 01

Configured MAC Addresses : 1
Sticky MAC Addresses :0
Security violation count : 0
switch#

Cisco Nexus 7000 ©Ufi- NX-OS -YxU,« ¥b&» UG“Pé«
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show ¥Da» |

M show port-security interface

664 ¥Da» ¥PAa» 1A
feature port-security Po; . X]91» @ol*ae0ul-
show port-security Po; . X]9 i»é,902, +$0u0-
show port-security Po; . X]9 I»ae bP&a;/ b a¢ MAC < _, -+$
address Oud-
switchport port-security W 2 f20oH ,&Po; . X119 300u00-

Cisco Nexus 7000 ©U7- NX-OS -YxU,« ¥b&» UG“Péc«
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| show ¥Pa»

show privilege

0+é-4¢_L~A"Yo),”A 1&¥$i-4¢(Po0;é,902, +$ O =é”

&Qf< 6120u0-

show privilege

Sebl A
1¢>Y?° ao
¥P&» Of» »¢cé&Qf<  Uocx<

network-admin
network-operator
vdc-admin
vdc-operator

§iiole @i g7y

Té&Qf<eé”s™quUé obo<é% 00 -

show priviege M

show privilege

¥Da»sT U017«

5.0(2)

3fa
Té

d
&Qf<C1l B uOU-

Q#YVbz-»U-4

fé&Qf<eée™\ .f, 8 D% U0 »

[ 4 @ " show privilege & Qf< 61204 0+é-4¢_L""Yo0),"A 1&¥$i-4¢(Po;¢é
,902, +30 $0u00-
switch#  show privilege

User name: admin
Current privilege level: -1
Feature privilege: Enabled
switch#

604 ¥Da» ¥Pa»

1A

enablelevel

1é$-_Lr"6éYo)éup @ol*=0uld-

enable secret priv-Ivi

$06-4¢_LNE*0"_6; D,bo<

@ol*xe0ude

feature privilege

TACACS+ (0Ca6&Qf<z a»0 " 0AE&¥SI-4¢
I"@Oulb-

@o

usernameusername
priv-lvl

Yo0)Cz a®-4¢_L" 612PaE AaOul-

| oL-25805-01-J
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show ¥Da» |

W show radius

show radius

RADIUS Cisco Fabric ServicO8CF202)>,902 ,A 1@é«é.f& -+$ O xé” show
radius & Qf< 612000«

show radius{distribution status | merge status| pending[cmdg | pending-diff | session
status| status}

Sebl A distribution status RADIUS CFS2)>¢,902, -+$ OuO0-
merge status RADIUS Qo+é,902, -+$ OuO-
pending s- &fH I'X_o*ZfeulUlij”lD a¢d¢ ;' é.30 -+$
Oud-
cmds 90>¢90;P ¢é30a&»0 &Qf< -+$ Oul-
pending-diff "9 143040 é30864Fél1'¢y -+$ OuO0-
session status RADIUSCFS.6*7Zfé,902, -+$ Oul-.
status RADIUS CFSé,902, -+$ Ou 0
1(;)Y° ao
¥Ppa» O1» >cé&Qf< Uo<
§iiol1€. @1 RiY  network-admin
network-operator
vdc-admin
vdc-operator
¥PDAa»3T U007« §fad
4.0(1) 1é&Qf<C1J B uOU-

Q#YVbz-»U-4

fé&Qf<eée™\ .f, 8 D% U0 »

4" RADIUS CFS2)>,902, -+$ 0 C: $0ul-

switch#  show radius distribution status
distribution : enabled

session ongoing: no

session db: does not exist

merge protocol status: not yet initiated after enable

last operation: enable
last operation status: success

Cisco Nexus 7000 ©U7- NX-OS -YxU,« ¥b&» UG“Péc«
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| show ¥Pa»

42" RADIUS Qo+ ,902, -+$30 $0u00-

switch#  show radius merge status
Result: Waiting

42" RADIUSCFS.6*Zf 902, +$0 %

switch#  show radius session status
Last Action Time Stamp  : None

Last Action : Distribution Enable
Last Action Result : Success

Last Action Failure Reason : none

42" RADIUSCFS,902, +$0 $0u0-

switch#  show radius status

distribution : enabled

session ongoing: no

session db: does not exist

merge protocol status: not yet initiated after enable

last operation: enable
last operation status: success

42" 6 RADIUSé30 -+$30 $0uD-

switch#  show radius pending

radius-server host 10.10.1.1 key 7 gxz123aaa group server radius aaa-private-sg

4”;!b é RADIUS &fH !'X_o*Zf &Qf< -+$ O

switch#  show radius pending cmds

radius-server host 10.10.1.1 key 7 gqxz12345 auth_port 1812 acct_port 1813 authentication

accounting

4=";'b € RADIUS é308"0+¢ RADIUS é.30¢éAla -+$ O

switch(config)# show radius pending-diff
+radius-server host 10.10.1.1 authentication accounting

O4
O

Oa
(@)

show radius

OL-25805-01-J
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show ¥D&»

M show radius-server

show radius-server

RADIUS (oC+7Z -+$ O a=é” showradius-server & Qf< -+$ Ou O+

show radius-server[hostnamq ipv4-addresq ipv6-addresk
[directed-request| groups | sorted | statistic$

Sebl A hostname 905> ¢90RADIUS (o Cé Domain Name ServeéDNS; <T f @o0S
(0C90 ,¢,éaé""¥<aE¥<Cc™ip ud.

ipv4-address 905>¢90A.B.C.D»|é RADIUS (0Cé IPv4 < _, e
ipv6-address 905> c90X:X:X:X »|é RADIUS (0Cé IPV6 <_, e
directed-request 90,>¢9000-DbP.30 -+$ OUO-
groups 90>¢90.30D U RADIUS (0C #70J&4P O 7 +$ Oul-
sorted 90> ¢90RADIUS (0Ca&4P O ,8400;D U+tZ -+$ OuO-
statistics 90> ¢90RADIUS (0 Cé RADIUS&O. +Z -+$ OuO-

1C>Y© #'0C” RADIUS (0C.30 -+$ OuO-

¥P&» Oi» »¢cé&Qf<  Uocx<

§iio1€.@1" BIY  network-admin
network-operator
vdc-admin
vdc-operator

¥PDAa»3T U0T« §fad
4.0(1) 1é&Qf<C1J B uOU-

Q#YVbz-»U-4

RADIUS PéR- 0é&” showradius-server& Qf<” @é-+$ b uld - RADIUS PeR -

0-+$0 xeé” show running-config radius & Qf< 62000«
Té&Qf<axee”\ .f,6 D% 00O -

Cisco Nexus 7000 ©U7- NX-OS -YxU,« ¥b&» UG“Péc«
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| show ¥Pa»

show radius-server M

[ 42"0064aé RADIUS (0CézxZ -+$ 0 $0uO0-
switch# show radius-server
Global RADIUS shared secret;*****¥xx
retransmission count:1
timeout value:5
deadtime value:0
total number of servers:2

following RADIUS servers are configured:
10.10.1.1:
available for authentication on port:1812
available for accounting on port:1813
10.10.2.2:
available for authentication on port:1812
available for accounting on port:1813

c
O
[ ]

42"00D U RADIUS (0Cé+Z +$ 0 $0O

switch#  show radius-server 10.10.1.1
10.10.1.1:
available for authentication on port:1812
available for accounting on port:1813
idle time:0
test user:test
test password:rrrrrrx

42" RADIUS 00-BDbP.30 -+30 $0u0-

switch#  show radius-server directed-request
enabled

42" RADIUS (0C #"0Jé+xZ +$ 0 $0Oub-

switch# show radius-server groups
total number of groups:2

following RADIUS server groups are configured:
group radius:
server: all configured radius servers
group RadServer:
deadtime is 0
vrf is management

4x2"00D U RADIUS (oC #"0Jé*xZ -+$ 0 $0u00-

switch#  show radius-server groups RadServer
group RadServer:
deadtime is 0
vrf is management

Cisco Nexus 7000 ©Ufi- NX-OS -YxU,« ¥b&» UG“Pé«
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show ¥Da» |

M show radius-server

42”0064é RADIUS (0Cé00;D UxZ +$0 $
switch#  show radius-server sorted
Global RADIUS shared secret:*******
retransmission count:1
timeout value:5
deadtime value:0
total number of servers:2

O;
c
O

following RADIUS servers are configured:
10.10.0.0:
available for authentication on port:1812
available for accounting on port:1813
10.10.1.1:
available for authentication on port:1812
available for accounting on port:1813

4®2"00D U RADIUS (0Cé&0. +7Z +$ 0 $

switch#  show radius-server statistics 10.10.1.1
Server is not monitored

O4
c
O

Authentication Statistics
failed transactions: 0
sucessfull transactions: 0
requests sent: 0
requests timed out: 0
responses with no matching requests: 0
responses not processed: 0
responses containing errors: 0

Accounting Statistics
failed transactions: 0
sucessfull transactions: 0
requests sent: 0
requests timed out: 0
responses with no matching requests: 0
responses not processed: 0
responses containing errors: 0

664 ¥Da» ¥Pa» 1
show running-config radius s- &fH !X _o*Zf H ~é¢ RADIUS +Z -+$ Ou

>

O

Cisco Nexus 7000 ©U7- NX-OS -YxU,« ¥b&» UG“Péc«
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| show ¥Pa»

showrole W

show role

Yo) "o~r30 +$ 0O =é” show role & Qf< 82O u0O-

show role[namerole-namé

Sebl A namerole-name 90>¢90%0éY0) ‘07, é%27 -+$ Oub+"0",4a
8""¥<aE¥<Cc™ip 0l

1CHYo© O064éYo) “o0nréxZ +$0u0-
¥Pa» Ofi» »¢é&Qf<  Uoc<
§lio1€@i" 81Y  network-admin

network-operator

vdc-admin

vdc-operator

¥PDAa»sT U007« sfad
4.0(1) 16&Qf<C1) B uOU-
Q#YVbZ-»0-& fé&Qf<aeée”\ .f,&8 -D% 00 -
[ 4e"$0éYo0) "07réxZ +$30O $0u0-
switch(config)# show role name MyRole
role: MyRole

description: new role
vlan policy: deny
permitted vlan

1-10

interface policy: deny
permitted interface
Ethernet2/1-8

vrf policy: permit (default)

Cisco Nexus 7000 ©Ufi- NX-OS -YxU,« ¥b&» UG“Pé«
I oL-25805-01-



show ¥Da» |

H show role

4ee”:H ",é¢’D:C , &f9 ,;90 VDCI9OéObAéYo) “0néxZ -+$ 0
$0ub-
switch(config)# show role

role: network-admin
description: Predefined network admin role has access to all commands
on the switch

Rule Perm Type Scope Entity

1 permit read-write

role: network-operator
description: Predefined network operator role has access to all read
commands on the switch

Rule Perm Type Scope Entity

1 permit read

role: vdc-admin
description: Predefined vdc admin role has access to all commands within
a VDC instance

Rule Perm Type Scope Entity

1 permit read-write

role: vdc-operator
description: Predefined vdc operator role has access to all read commands
within a VDC instance

Rule Perm Type Scope Entity

1 permit read

role: MyRole
description: new role
vlan policy: deny
permitted vlan
1-10
interface policy: deny
permitted interface
Ethernet2/1-8
vrf policy: permit (default)

Cisco Nexus 7000 ©U7- NX-OS -YxU,« ¥b&» UG“Péc«
SEC-680 OL-25805-01-J |



| show ¥Pa»

4x”":H ~;» ¢'D:C , &f9 ,;90 VvVDC9OéebodaéYOD)

$000-
switch-MyVDC# show role

role: vdc-admin

description: Predefined vdc admin role has access to all commands within
a VDC instance

Rule Perm Type Scope Entity

1 permit read-write

role: vdc-operator
description: Predefined vdc operator role has access to all read commands
within a VDC instance

Rule Perm Type Scope Entity

1 permit read

show role

604 ¥Da»

¥Pa» 1A

role name Yo) "o~ .300u0-

OL-25805-01-J
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show ¥D&»

Bl show role feature

show role feature

Yo) ‘ori» +$ O xé” show role feature & Qf< 8”20 0u 0.

show role feature[detail | namefeature-namg

Sebl A

detail 9

0>5¢900064¢éi(»é.f&+7Z +$ Oub-
namefeature-name 90>¢90 $0¢i(»é.f&+Z +$ OuO-i(»,a8""¥<
AE¥<Cc™Iip ul-
1C>Y© Yo) “oni(»,é],; +$ Oul-
¥Ppa&» Ofi» > &Qf< Uo<
§ifo1€+@i BIY  network-admin
network-operator
vdc-admin
vdc-operator
¥PDAa»sT U0T« §fad
4.0(1) 16&Qf<C1) B udOU-

Q#YVbz-»U-4

Té&Qf<aee”\ .f,6 D% 00O -

Bl _Cisco Nexus 7000 ©UT- NX-OS -YxU,» ¥Péd» UC“Pac

OL-25805-01-J



| show ¥Pa»

42"Yo) ‘ori» +$0O $0u0-.
switch(config)# show role feature
feature: aaa

feature: access-list

feature: arp

feature: callhome

feature: cdp

feature: crypto

feature: gold

feature: install

feature: 1I3vm

feature: license

feature: ping

feature: platform

feature: gosmgr

feature: radius

feature: scheduler

feature: snmp

feature: syslog

<content deleted>

42 "004éY0) “oriéfel+Z -+$0 $
switch(config)# show role feature detail
feature: aaa
show aaa *
configt; aaa*
aaa *
clear aaa *
debug aaa *
show accounting *
config t ; accounting *
accounting *
clear accounting *
debug accounting *
feature: access-list
show ip access-list *
show ipv6 access-list *
show mac access-list *
show arp access-list *
show vlan access-map *
config t; ip access-list *
config t ; ipv6 access-list *
config t ; mac access-list *
config t ; arp access-list *
config t ; vlan access-map *
clear ip access-list *
clear ipv6 access-list *
clear mac access-list *
clear arp access-list *
clear vlan access-map *
debug aclmgr *
feature: arp
show arp *
show ip arp *
config t; ip arp *
cleariparp *
debug ip arp *
debug-filter ip arp *
<content deleted>

o;
c
O

show role feature

| oL-25805-01-J
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show ¥Da» |

Bl show role feature

4x"%$0€éY0) “ori(péf&l+Z 430 $0U0-
switch(config)# show role feature name dotlx
feature: dotlx

show dot1x *

config t ; dotlx *

dotlx *

clear dotlx *

debug dotlx *

604 ¥Pa» ¥Da» 1A
role feature-group Yo) “0réi»#"0J 30000
rule Yo) “o”é”o” 30000

Cisco Nexus 7000 ©U7- NX-OS -YxU,« ¥b&» UG“Péc«
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| show ¥Pa»

show role feature-group

Yo) “ori»#"0d -+$ O xé”

show role feature-group

show role feature-group & Qf< 62000«

show role feature-group[detail | namegroup-namég

Sebl A

IC)YO

O
-
¥

¥Pa»

§iiole @i g7y

detail 90,>¢900064¢i»#"0Jéf& 2272 +$ Oul-
name group-name 90>¢90$0éi»#70Jéf&+7Z +$ Oube#"0J,
aée""¥<aE¥<c™ip 00

Yo) “ori»#20Jé],; +$ Oul-

>Ce&Qf< Uo<

network-admin
network-operator
vdc-admin
vdc-operator

¥PDa»sT

Q#YVbz-»U-4

U017« §fa
4.0(1) e

d
&Qf<C1l B uOU-

Té&Qf<aee”\ .f,6 D% 00O -

onNi(»#20d -+ O

show role feature-group

4&"Yo0)
switch(config)#

feature group: L3
feature: router-bgp
feature: router-eigrp
feature: router-isis
feature: router-ospf
feature: router-rip

feature group: SecGroup
feature: aaa

feature: radius

feature: tacacs

Cisco Nexus 7000 ©UT- NX-OS

$Oul-

| oL-25805-01-J
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show ¥Da» |

W show role feature-group

O
©+
O4
c
O

4270064éYo0) “onN(»>#20J 4P O &7 -+$

switch(config)# show role feature-group detail

feature group: L3
feature: router-bgp

show bgp *

config t; bgp *

bgp *

clear bgp *

debug bgp *

show ip bgp *

show ip mbgp *

show ipv6 bgp *

show ipv6 mbgp *

clear ip bgp *

clear ip mbgp *

debug-filter ip *

debug-filter ip bgp *

config t ; router bgp *
feature: router-eigrp

show eigrp *

config t; eigrp *

eigrp *

clear eigrp *

debug eigrp *

show ip eigrp *

clear ip eigrp *

debug ip eigrp *

config t ; router eigrp *
feature: router-isis

show isis *

config t; isis *

isis *

clear isis *

debug isis *

debug-filter isis *

config t; router isis *
feature: router-ospf

show ospf *

config t ; ospf *

ospf *

clear ospf *

debug ospf *

show ip ospf *

show ospfv3 *

show ipv6 ospfv3 *

debug-filter ip ospf *

debug-filter ospfv3 *

debug ip ospf *

debug ospfv3 *

clear ip ospf *

clear ip ospfv3 *

config t ; router ospf *

config t ; router ospfv3 *
feature: router-rip

show rip *

configt; rip *

rip *

clear rip *

debug rip *

show ip rip *

show ipv6 rip *

overload rip *

Cisco Nexus 7000 ©U7- NX-OS -YxU,« ¥b&» UG“Péc«
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| show ¥Pa»

show role feature-group M

debug-filter rip *
clear ip rip *

clear ipv6 rip *
config t ; router rip *

4x2"%06éY0) “ori»#20Jéx7Z 430 $ 000

switch(config)# show role feature-group name SecGroup

feature group: SecGroup
feature: aaa

feature: radius

feature: tacacs

604 ¥Da» ¥Pa» 1A
role feature-group Yo) “0réi»#”0J 30000
rule Yo) ‘o”é”0o”.300u0-

Cisco Nexus 7000 ©Ufi- NX-OS -YxU,« ¥b&» UG“Pé«
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show ¥D&»

M show role pending

show role pending

Cisco Fabric Service®)>.6*Zfé;!'D éYo) ‘0r30é1'¢ +$ O xé” show role
pending & Qf< 62000«
show role pending
Sebl A Té&Qf<aeé”s™yUé obo<é¥ 0O -
1C>Y© ao
¥P&» Oi» »¢cé&Qf<  Uocx<
§iio1€.@1" BiY  network-admin
network-operator
vdc-admin
vdc-operator
¥Pa»sT U0T« Sfad
4.1(2) 1é&Qf<C1J B uOU-
Q#YVbz-»U-4 Té&Qf<axeé”\ .f,8 -D% 10O -
[ Cisco Fabric Services6*ZféY o) ‘0r306€él'¢ 430 6”20OUO0-
switch#  show role pending
Role: test-user
Description: new role
Vlan policy: permit (default)
Interface policy: permit (default)
Vrf policy: permit (default)
Rule Perm Type Scope Entity
1 permit read-write feature aaa
604 ¥Da» ¥Da» 1A
role distribute Yo) ‘o~3o0&»0” Cisco Fabric Servicez) > @ol"
®000-
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| show ¥Pa»

show role pending-diff

show role pending-diff

Cisco Fabric Service®)>.6*Zfds- &fH ' X_o0*Zfé4Faé”;'b éYo) ‘o
30él'¢ +$ 0 =eé” show role pending-diff &8 Qf< 612000

show role pending-diff

Sebl A Té&Qf<ee”™yUé obo<é®% 0l -
1C>Y© ao
¥P&» Of» »¢cé&Qf<  Uocx<
§ifo1€+@i BIY  network-admin
network-operator
vdc-admin

vdc-operator

¥DAaA»sT UU0T« §fa
Té

d
4.1(2) &Qf<Cll B uOU-

Q#YVbz-»U-4 Té&Qf<axeé”\ .f,8-D% 10O -

[ Cisco Fabric Services6*ZféY o) ‘0”306€él'y 430 6”20OUO-

switch#  show role pending
+Role: test-user
+ Description: new role

+ Vlan policy: permit (default)
+ Interface policy: permit (default)
+ Vrf policy: permit (default)
+
+ Rule Perm Type Scope Entity
+
+1 permit read-write feature aaa
664 ¥Da» ¥Pa» 1A
role distribute Yo) ‘o~30ax»0” Cisco Fabric Servicez) > @ol*

20ub-.

Cisco Nexus 7000 ©Ufi- NX-OS -YxU,« ¥b&» UG“Pé«
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show ¥D&»

Bl show role session

show role session

Yo) "o~ Cisco Fabric Services6*Zfé,902,+7Z -+$ O &é”

&Qf< 6120u0-

show role session status

show role session

Sebl A

status 905>¢90 ' 0"é.6*Z2fé,902, +$ OuO-

1Q)Y0

¥Pa» Of»

§lioI€ @1 B1Y

>Ce&Qf< Uo<

network-admin
network-operator
vdc-admin
vdc-operator

¥PDa»s8T

Q#YVbZ-»0-&

UUT« $fad

4.1(2) 1é&Qf<C1J P uOU-

Té&Qf<aee”\ .f,6 D% 00O -

Cisco Fabric Services6*ZféY o) “0r3061'¢ +$3 0 8O UO0-.

switch#  show role session status

Last Action Time Stamp  : Thu Nov 20 12:43:26 2008
Last Action : Distribution Enable

Last Action Result : Success

Last Action Failure Reason : none

604 ¥Da»

¥DAa» 1A
role distribute Yo) ‘o~3o0a»0” Cisco Fabric Servicez) > @ol*
®000-

Bl _Cisco Nexus 7000 ©UT- NX-OS -YxU,» ¥Péd» UC“Pac
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| show ¥Pa»

show role status

Yo)
< 8”rOub-

Of»

§iiole @i g7y

“oNi(»é

show role status

Té&Qf<eé”s™quUé obo<é% 00 -

>CEe&Qf< Uo<

network-admin
network-operator
vdc-admin
vdc-operator

Cisco Fabric Servicezd)>é,902, -+$ O = é”

show role status W

show role status& Q f

¥PDaA»sT

UU0T«

§fad
4.1(2) 1é&Qf<C1J B uOU-

Q#YVbz-»U-4

fé&Qf<eée™\ .f, 8 D% U0 »

Cisco Fabric Services6*ZféYo) ‘oM306é1¢
switch#  show role status

Distribution: Enabled

Session State: Locked

+$ O 612000

604 ¥Pa»

¥DAa» 1A
role distribute Yo) ‘o~3o0a»0” Cisco Fabric Servicez) > @ol*
®000-
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show ¥Da» |

M show running-config aaa

show running-config aaa

s- &fH IX_o*Zfé Authentication, Authorization, and AccountB@pAA; .z.=".z ”
f9 903027 +$ 0 x=é&” show running-config aaa& Qf< 612000 »

show running-config aaalall]

Sebl A all 905¢90.3040A T:H ~;é6+Z +$ 000~
1CHYo© ao
¥Ppa&» Ofi» >Cé&Qf< Uo<

§l101€ @1 1Y  network-admin
network-operator
vdc-admin
vdc-operator

¥Da»3T UU0T« sfad
4.0(1) 16&Qf<C1) B uOU-
Q#YVbZ-»0-& fé&Qf<aeée”\ .f,8 -D¥% 00 -
[ 4x"s- &fH !X _o0*Zfé.304a0 AAA £7 43O $0u00-.

switch#  show running-config aaa
version 4.0(1)

Cisco Nexus 7000 ©U7- NX-OS -YxU,« ¥b&» UG“Péc«
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| show ¥Pa»

show running-config acimgr ||

show running-config acimgr

s- &fH IX_0*ZféYo)30é "., &f; on 1,;90 ACL9O -+$ O =eé”
show running-config acimgr & Qf< 6”20 u0 -«

show running-config acimgr[all | inactive-if-config]

Sebl A

§iiole @i g7y

all s- &fH IX_o*Zf]lé:H ~:90 CoPP.3090ACL aYo)
30 ACL é C-+$ 000~

inactive-if-config s- &fH I!X_o0*Zf]é5v "9 | Pl]*o -+$ Oul-

a0

> ¢

network-admin
network-operator
vdc-admin
vdc-operator

¥PDa»s8T

Q#YVbZ-»0-&

U017« §fa
ié

d
5.2(1) &Qf<Cll P uOU-

Té&Qf<aee”\ .f,6 D% 00O -

4a@”"s- &fH !X _o*ZféYo)3o0 ACL +$0 $0u0-

switch# show running-config acimgr all
ICommand: show running-config aclmgr all
ITime: Wed May 25 08:03:46 2011

version 5.2(1)
ip access-list acll
ip access-list cisco123-copp-acl-bgp
10 permit tcp any gt 1024 any eq bgp
20 permit tcp any eq bgp any gt 1024
ipv6 access-list cisco123-copp-acl-bgp6
10 permit tcp any gt 1024 any eq bgp
20 permit tcp any eq bgp any gt 1024
ip access-list cisco123-copp-acl-cts
10 permit tcp any any eq 64999
20 permit tcp any eq 64999 any
ip access-list cisco123-copp-acl-dhcp
10 permit udp any eq bootpc any
20 permit udp any neq bootps any eq bootps

| oL-25805-01-J

Cisco Nexus 7000 ©Uf- NX-OS -YxU,« ¥ba» UGC“Péd« N



show ¥Da» |

M show running-config acimgr

ip access-list cisco123-copp-acl-dhcp-relay-response
10 permit udp any eq bootps any
20 permit udp any any eq bootpc
ip access-list cisco123-copp-acl-eigrp
10 permit eigrp any any
ip access-list cisco123-copp-acl-ftp
10 permit tcp any any eq ftp-data
20 permit tcp any any eq ftp
30 permit tcp any eq ftp-data any
40 permit tcp any eq ftp any
ip access-list cisco123-copp-acl-glbp
10 permit udp any eq 3222 224.0.0.0/24 eq 3222
ip access-list cisco123-copp-acl-hsrp
10 permit udp any 224.0.0.0/24 eq 1985
ipv6 access-list ciscol23-copp-acl-hsrp6
10 permit udp any ff02::66/128 eq 2029
ip access-list cisco123-copp-acl-icmp
10 permit icmp any any echo
20 permit icmp any any echo-reply
ipv6 access-list cisco123-copp-acl-icmp6
10 permit icmp any any echo-request
20 permit icmp any any echo-reply
ipv6 access-list cisco123-copp-acl-icmp6-msgs
10 permit icmp any any router-advertisement
20 permit icmp any any router-solicitation
30 permit icmp any any nd-na
40 permit icmp any any nd-ns
50 permit icmp any any mld-query
60 permit icmp any any mid-report
70 permit icmp any any mld-reduction
ip access-list cisco123-copp-acl-igmp
10 permit igmp any 224.0.0.0/3
mac access-list cisco123-copp-acl-mac-cdp-udld-vtp
10 permit any 0100.0ccc.cccc 0000.0000.0000
mac access-list cisco123-copp-acl-mac-cfsoe
10 permit any 0180.c200.000e 0000.0000.0000 0x8843
mac access-list cisco123-copp-acl-mac-dotlx
10 permit any 0180.c200.0003 0000.0000.0000 0x888e
mac access-list cisco123-copp-acl-mac-fabricpath-isis
10 permit any 0180.c200.0015 0000.0000.0000
20 permit any 0180.¢200.0014 0000.0000.0000
mac access-list cisco123-copp-acl-mac-flow-control
10 permit any 0180.c200.0001 0000.0000.0000 0x8808
mac access-list cisco123-copp-acl-mac-gold
10 permit any any 0x3737
mac access-list cisco123-copp-acl-mac-I12pt
10 permit any 0100.0ccd.cdd0 0000.0000.0000
mac access-list cisco123-copp-acl-mac-lacp
10 permit any 0180.c200.0002 0000.0000.0000 0x8809
mac access-list cisco123-copp-acl-mac-lidp
10 permit any 0180.c200.000c 0000.0000.0000 0x88cc
mac access-list cisco123-copp-acl-mac-otv-isis
10 permit any 0100.0cdf.dfdf 0000.0000.0000
mac access-list cisco123-copp-acl-mac-sdp-srp
10 permit any 0180.c200.000e 0000.0000.0000 0x3401
mac access-list cisco123-copp-acl-mac-stp
10 permit any 0100.0ccc.cccd 0000.0000.0000
20 permit any 0180.c200.0000 0000.0000.0000
mac access-list cisco123-copp-acl-mac-undesirable
10 permit any any
--More--
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| show ¥Pa»

show running-config acimgr ||

604 ¥Pa» ¥PAa» 1A
show running-config  s- &fH IX_o*Zf]é CoPP.30 -+$ Oul-
copp
show startup-config ,20; 6J &fH IX_o0*ZféYo)3o0 ACL -+$ Ou0-
aclmgr
show startup-config ,20; 6J &fH IX_o*zflé CoPP.30 -+$ OuO-
copp
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show ¥D&»

M show running-config copp

show running-config copp

s- &fH IX_o0*Zfé&f; o J_of P]*f#30xZ +$ 0 =é” show

running-config copp & Qf< 6”20u0d-

show running-config copp[all]

Sebl A

1Q)Y0

¥Pa» Of»

§lioI€ @1 B1Y

all 90>¢90.3040A T:H ~;é6+Z +$ OuO-

>Ce&Qf< Uo<

network-admin
network-operator
vdc-admin
vdc-operator

¥PDa»s8T

Q#YVbZ-»0-&

UUT« $fad
4.0(1) 1é&Qf<C1J P uOU-
Té&Qf<é:H ~;é'D:C , &f9 ,;9060 vDC9OlaéusraEnd-.

Té&Qf<aee”\ .f,é6 D% 00 -

4e"s- &fH 'X_o*Zfé.3o0au&f; o J_of
$0u0-
switch#  show running-config copp
version 4.0(1)
class-map type control-plane match-any copp-system-class-critical
match access-group name copp-system-acl-arp
match access-group name copp-system-acl-msdp
class-map type control-plane match-any copp-system-class-important
match access-group name copp-system-acl-gre
match access-group name copp-system-acl-tacas
class-map type control-plane match-any copp-system-class-normal
match access-group name copp-system-acl-icmp
match redirect dhcp-snoop
match redirect arp-inspect
match exception ip option
match exception ip icmp redirect
match exception ip icmp unreachable

Pl*f#+7Z -+$ O
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| show ¥Pa»

show running-config copp ||

policy-map type control-plane copp-system-policy
class copp-system-class-critical
police cir 2000 kbps bc 1500 bytes pir 3000 kbps be 1500 bytes conform transmit exceed
transmit violate drop
class copp-system-class-important
police cir 1000 kbps bc 1500 bytes pir 1500 kbps be 1500 bytes conform transmit exceed
transmit violate drop
class copp-system-class-normal
police cir 400 kbps bc 1500 bytes pir 600 kbps be 1500 bytes conform transmit exceed
transmit violate drop
class class-default
police cir 200 kbps bc 1500 bytes pir 300 kbps be 1500 bytes conform transmit exceed
transmit violate drop

4a”s- &fH I'X_o*Zfé30a0A T:H ~;é&f; 0N J_of P]*f#
+72 430 $0u00-
switch#  show running-config copp all
version 4.0(1)
class-map type control-plane match-any copp-system-class-critical
match access-group name copp-system-acl-arp
match access-group name copp-system-acl-msdp
class-map type control-plane match-any copp-system-class-important
match access-group name copp-system-acl-gre
match access-group name copp-system-acl-tacas
class-map type control-plane match-any copp-system-class-normal
match access-group name copp-system-acl-icmp
match redirect dhcp-snoop
match redirect arp-inspect
match exception ip option
match exception ip icmp redirect
match exception ip icmp unreachable
policy-map type control-plane copp-system-policy
class copp-system-class-critical
police cir 2000 kbps bc 1500 bytes pir 3000 kbps be 1500 bytes conform transmit exceed
transmit violate drop
class copp-system-class-important
police cir 1000 kbps bc 1500 bytes pir 1500 kbps be 1500 bytes conform transmit exceed
transmit violate drop
class copp-system-class-normal
police cir 400 kbps bc 1500 bytes pir 600 kbps be 1500 bytes conform transmit exceed
transmit violate drop
class class-default
police cir 200 kbps bc 1500 bytes pir 300 kbps be 1500 bytes conform transmit exceed
transmit violate drop
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show ¥D&»

M show running-config cts

show running-config cts

Sebl A

1@,?0

¥Ppa» Ofl»

§iiole @i g7y

s- &fH !'X_o*Zfé Cisco TrustSec3o -+$ O & &”  show running-config cts & Q f

< 8”rOub-.

show running-config cts

Té&Qf<eé”s™uUé obo<é% 00 -

>¢e&FfH ' X _o*Zf Uo<

network-admin
vdc-admin
network-operator
vdc-operator

¥PDaA»sT

Q#YVbz-»U-4

U017« §fad

4.0(1) 16&Qf<C1) B udOU-

fée&Qf< 620 =é” featurects & Qf< 61204&  Cisco TrustSed(» @ol*&e O
DC% Ul

Té&Qf<eaeé” Advanced Services .f,C -Dad-

4x"s- &fH !X _o*Zfé Cisco TrustSec3o -+$ O $ Oul-

switch#  show running-config cts
version 4.0(1)
feature cts
cts role-based enforcement
cts role-based sgt-map 10.10.1.1 10
cts role-based access-list MySGACL
permit icmp
cts role-based sgt 65535 dgt 65535 access-list MySGACL
cts sxp enable
cts sxp connection peer 10.10.3.3 source 10.10.2.2 password default mode listener
vian 1
cts role-based enforcement
vrf context MyVRF
cts role-based enforcement
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| show ¥Pa»

show running-configcts

604 ¥Da» ¥Pa» 1A

feature cts Cisco TrustSed(» @ol"&Qu0l-
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show ¥Da» |

M show running-config dhcp

show running-config dhcp

s- &fH IX_0*Zfé3 =R6" N,; &fH IX_o*Zf J :&"90 DHCPIO,
?20Gf#30 +$ O xé” show running-config dhcp & Qf< 612000 »

show running-config dhcp[all]

Sebl A all 905>¢90.30a0UA T:H ~;é6+Z +$ Oul-
1CH>Y© a0
¥Ppa» Ofi» >¢é&Qf<  Uoc<
§l101€ @1 1Y  network-admin
vdc-admin

network-operator
vdc-operator

¥DAa»3T UU0T« sfad
4.0(1) 1é&Qf<C1J P uOU-
Q#YVbZ-»0-& fé&Qf< 6RO =e” feature dhcp & Qf< 6204 DHCP ,?0Gf#i» @ol

"ed PC% ulb-.
Té&Qf<aee”\ .f,8 D% 00 -

[ 4é aé” DHCP,?0Gf#30-+$30 C:$0u0-

switch#  show running-config dhcp
version 4.0(1)
feature dhcp

interface Ethernet2/46
ip verify source dhcp-snooping-vlan
ip arp inspection trust
ip dhcp snooping
ip arp inspection validate src-mac dst-mac ip
ip source binding 10.3.2.2 0f00.60b3.2333 vlan 13 interface Ethernet2/46
ip source binding 10.2.2.2 0060.3454.4555 vlan 100 interface Ethernet2/10
ip dhcp snooping vlan 1
ip arp inspection vlan 1
ip dhcp snooping vlan 13
ip arp inspection vlan 13

switch#

Cisco Nexus 7000 ©U7- NX-OS -YxU,« ¥b&» UG“Péc«
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| show ¥Pa»

show running-config dhcp ||

604 ¥Pba» ¥D&a» 1A
feature dhcp :C ,é& DHCP,?20Gf#i(» @ol*"&e0u0b-
ip dhcp snooping :C ,é6 DHCP,?0Gf# # 0C"® @ol*"&0ud-
service dhcp DHCP]_o o+ f; @ol”r0uUé: .ol*"&0ul-
show ip dhcp snooping DHCP ,?0Gf#a4P O G)x»a+Z -+$ Oul-«
show ip dhcp snooping , 29 6" IPOo, f;] =04&” IP-MAC <_, C f:
binding f# -+ Oude.
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show ¥Da» |

M show running-config dotlx

show running-config dotlx

s- &fH IX_o*Zfé 802.1X.30+7Z -+$ O = é” show running-config dotlx & Q f
< 6000

show running-config dotx1 [all]

Sebl A all 905¢90.3040A T:H ~;é6+Z +$ 000~
1CHYo© ao
¥Ppa&» Ofi» >Cé&Qf< Uo<
§l101€ @1 8Y  network-admin
network-operator
vdc-admin

vdc-operator

¥DAa»3T UU0T« sfad
4.0(1) 16&Qf<C1) B uOU-

Q#YVbZ-»0-& Té&Qf< 6120 ea” feature dotlx & Qf< 61204  802.1Xi(» @ol*=e0
DC¥% ulbe

Té&Qf<aee”\ .f,é6 D% 00 -

[ 4a@"s- &fH !X _o*Zfé3040 802.1X+Z -+$ 0 $Oub-

switch#  show running-config dotlx
version 4.0(1)
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| show ¥Pa»

show running-config eou

show running-config eou

s- &fH !'X_o*Zfé Extensible Authentication Protocover User Datagram Protocol
9CEAPoUDPMO.30+Z -+$ O & é&”  show running-configeou& Qf< 6”20u0d-

show running-config eoufall]

Sebl A

1Q)Y0

¥Pa» Of»

§lioI€ @1 B1Y

all 90>¢90.3040A T:H ~;é6+Z +$ OuO-

> &Qf< Uo<

network-admin
network-operator
vdc-admin
vdc-operator

¥PDa»s8T

Q#YVbZ-»0-&

UUT« $fad

4.0(1) 1é&Qf<C1J P uOU-

Té&Qf< 620 éa” feature eou & Qf< 6204 EAPoUDPIi(» @ol”&e 0
DC¥% ulbe

Té&Qf<aee”\ .f,8 D% 00 -

4@”"s- &fH !X _o*Zfé.3040 EAPoUDP+Z +$ 0 $0Ou0b-

switch#  show running-config eou
version 4.0(1)

| oL-25805-01-J
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show ¥D&»

M show running-config Idap

show running-config Idap

s- &fH IX_o*Zfé
& é&” showrunning-config Ildap & Qf< 62000

show running-config Idap[all]

Lightweight Directory Access Proto®@@ DAP9O (o C+Z -+$ O

Sebl A

all 90>¢90:H ~:;é¢ LDAP.30+7Z -+$ Ou0-

1Q)Y0

¥Pa» Of»

§lioI€ @1 B1Y

>Ce&Qf< Uo<

network-admin
network-operator
vdc-admin
vdc-operator

¥PDa»s8T

Q#YVbZ-»0-&

UUT« $fad

5.0(2) 16&Qf<C1) B uOU-

LDAP +7Z +$ O éa” featureldap & Qf< 6120
Té&Qf<aee”\ .f,é6 D% 00 -

4”s- &fH I'X_o*Zfé LDAP 7 +$ O

switch#  show running-config Idap

DC¥% ulbe

$0u0-

604 ¥Pa»

¥PDa» 1A

show ldap-server

LDAP +Z +$ OuO-
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| show ¥Pa»

show running-config port-security ||

show running-config port-security

s- &fH I'X_o0*ZféPo;. X]9 2Z +$ 0O =é” showrunning-config
port-security & Qf< 62000+

show running-config port-security [all]

Sebl A all 90>¢90:H ~;éPo;. X]9 30+£Z -+$ Oul-
1CHYo© ao
¥Ppa&» Ofi» >cé&Qf< Uo<
§l101€ @1 8Y  network-admin
network-operator
vdc-admin

vdc-operator

¥Da»3T UU0T« sfad

4.0(3) 16&Qf<C1) B uOU-
Q#YVbZ-»0-& fé&Qf<aeée”\ .f,6 -D¥% 00 -
[ 4"s- &fH IX_o*ZféPo;. X]9 é+xZ2 -+$30 $0ub-

switch#  show running-port-security
version 4.0(3)

feature port-security

logging level port-security 5

interface Ethernet2/3
switchport port-security

604 ¥Pa» ¥Da» 1A
show startup-config ,20; 6J &fH IX_o0*ZféPo;. X]9
port-security +7Z +$ 000
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show ¥Da» |

M show running-config radius

show running-config radius

s- &fH IX_o*Zfé RADIUS (oC+Z -+$ O x=é” showrunning-config radius &
Qf< 612000

show running-config radius [all]

Sebl A all 90>¢90:H ~;é RADIUS.30xZ -+$ OuO-
1CHYo© ao
¥Ppa&» Ofi» >Cé&Qf< Uo<
§l101€ @1 8Y  network-admin
network-operator
vdc-admin

vdc-operator

¥Da»3T UU0T« sfad
4.0(1) 1é&Qf<C1J P uOU-
Q#YVbZ-»0-& fé&Qf<aeée”\ .f,8 -D¥% 00 -
[ 4x"s- &fH !X _o*Zfé RADIUS é+7 +$ 0 $0ub-

switch#  show running-config radius

604 ¥Da» ¥Pa» 1A
show radius-server RADIUS +7 +$ Ou b«
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| show ¥Pa»

show running-config security ||
s- &fH IX_o0*ZféYo) f;7. X * 90 SSHIO (oC”A 1 Telnet
(0C+tZ +$ O x=e” showrunning-config security & Qf< 62000
show running-config security[all]
Sebl A all 90>¢90:H ~;éYo) f;” SSH(oC"A 7  Telnet(o
C &fH IX_0*Zf+Z -+$ Ou0-
1C>vo 80
¥Ppa» Of» >cé&Qf< Uo<
§l1o1€. 01" 8Y  network-admin
network-operator
vdc-admin
vdc-operator
¥PDAa»sT U017« s§fad
4.0(1) 16&Qf<C1) B uOU-
Q#YVbZ-»0-& fé&Qf<aeée”\ .f,6 -D¥% 00 -
[ 4x"s- &fH X _0*ZféYo) fi” SSH(oC"A 1 Telnet (o C+Z -+

$O0 $0ub-

switch#  show running-config security

version 5.1(1)

username admin password 5 $1$7Jwg/LDM$XFOM/UWeT43DmtjZy8VP91 role network-admin
username adminbackup password 5 $1$0ip/C5Ci$00dx70JSIBCFpNRmMQK4na. role network-operator
username userl password 5 $1$gEcIQ5Rx$CAX9IfXiAoFPYSvbVzpazj/ role network-operator

telnet server enable

ssh key rsa 1024 force
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show ¥Da» |

W show running-config tacacs+

show running-config tacacs+

s- &fH IX_o*Zfé TACACS+ (0C+Z +$ O =&~ showrunning-config tacacs+
&Qf< 6120u0-

show running-config tacacs+all]

Sebl A all 90>¢90:H ~;é  TACACS+.30+Z -+$ OuO-+
1CHYo© ao
¥Ppa&» Ofi» >Cé&Qf< Uo<
§l101€ @1 8Y  network-admin
network-operator
vdc-admin

vdc-operator

¥PDAa»sT U017« §fad
4.0(1) 1é&Qf<C1J P uOU-

Q#YVbz-»U-& TACACS+ +7 +$ O éa” featuretacacs+&Qf< 620 -BDC% ul-
Té&Qf<aee”\ .f,8 D% 00 -

[ 4@"s- &fH IX_o*Zfé TACACS+ 7 +$ O $0Oub-

switch#  show running-config tacacs+

664 ¥Da» ¥Da» 1A
show tacacs-server TACACS+ +7 -+30u0-
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| show ¥Pa»

showsshkey W

show ssh key

'P:C , &f9 ,;90 VDC90 éSecure Shedi(BSH; . X * 90 (oC o-+$ 0O
@ é” show ssh key& Qf< 612000

show ssh key

Sebl A Té&Qf<ee”™yUé obo<é®% 0l -
1C>Y© ao
¥P&» Of» »¢cé&Qf<  Uocx<
§ifo1€+@i BIY  network-admin
network-operator
vdc-admin

vdc-operator

¥DAaA»sT UU0T« §fa
Té

d
4.0(1) &Qf<Cll B uOU-

Q#YVbz-»U-4 fé&Qf<ée” featuressh&Qf< 61204 SSHC @ol”~éatEUIs”RraEU0-.
Té&Qf<aee”\ .f,6 D% 00 -

[ 42”"SSH(0oC o0-+$0 $0u0-

switch# show ssh key

rsa Keys generated:Wed Aug 11 11:45:14 2010

ssh-rsa AAAAB3NzaC1lyc2EAAAADAQABAAAAgQDYpfN6FSHZDbFPWEo0z7sgWCamhfoqjqYNoZMvySSh4
056LhWZ75D90KP0o+G+XTo7QAyQMpLJISkwKcRkidgD4lwJaDd/Ic/SI5SJ3i0jyM61Bwvi+8+J3Joldft
AvgH47GT5BdDD6hM7aUHQg+efSQSq8pGyDAR4CWEUdYIHNAWOTW==

bitcount:1024
fingerprint:
cd:8d:e3:0c:2a:df:58:d3:6e:9c:bd:72:75:3f.2e:45

could not retrieve dsa key information
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show ¥Da» |

M show ssh key

604 ¥Da» ¥Pa» 1A
ssh server key SSH(oC o0 .30000-
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| show ¥Pa»

showsshserver W

show ssh server

'P:C , &f9 ,90 VDC90é Secure ShadtsSHO(oC ,902, +$ O =é” show
sshserver&Qf< 620ud-

show ssh server

Sebl A Té&Qf<ee”™yUé obo<é®% 0l -
1C>Y© ao
¥P&» Of» »¢cé&Qf<  Uocx<
§ifo1€+@i BIY  network-admin
network-operator
vdc-admin

vdc-operator

¥DAaA»sT UU0T« §fa
Té

d
4.0(1) &Qf<Cll B uOU-

Q#YVbz-»U-4 Té&Qf<axeé”\ .f,8-D% 10O -

[ 42" SSH(oC ,902, +30 3$0u0-.

switch# show ssh server
ssh is enabled
version 2 enabled

604 ¥D & » ¥Da» 1A
feature ssh SSH(oC @ol*"&e0ub-
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show ¥Da» |

M show startup-config aaa

show startup-config aaa

,20; 61J &fH 'X_o*Zfé Authentication, Authorization, and AccountB@AAA; .z
="z " 9 f#90.30+x7Z -+$ 0 x=é” show startup-config aaa& Qf< 6120
ul-

show startup-config aaa

Sebl A Té&Qf<aeée”™yUé obo<é®% 0l -
1C>Y© ao
¥Ppa» O1» >cé&Qf< Uo<
§iio1.@i" RiY  network-admin
network-operator
vdc-admin

vdc-operator

¥DAaA»sT UU0T« §fa
Té

d
4.0(1) &Qf<Cll P uOU-

Q#YVbz-»U-4 Té&Qf<axeé”\ .f,8 -D% 10O -

[ 4e”,20; 6J &fH !X _o*Zfé AAA 27 +$30 $0u0-

switch#  show startup-config aaa
version 4.0(1)

Cisco Nexus 7000 ©U7- NX-OS -YxU,« ¥b&» UG“Péc«
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| show ¥Pa»

show startup-config aclmgr

show startup-config acimgr ||

,20; 61J &fH !X _0*ZféYo)30é "., &f; on 1,;90 ACL9O -+$%
O = é” show startup-config acimgr& Qf< 620U«
show startup-config acimgr[all]
Sebl A all ,20; 6J &fH IX_o0*zf]lé:H ~:90 CoPP.3090
ACL 4Y0)30 ACL é C -+$ 000~
1¢HYo° a0
¥pa» Ofi» > ¢
§lio1€@i" 81Y  network-admin
network-operator
vdc-admin
vdc-operator
¥PDAa»sT U007« s§fad
5.2(1) 16&Qf<C1) B uOU-
Q#YVbZ-»0-& fé&Qf<aeée”\ .f,&8 -D% 00 -
[ 4ax”,20; 6J &fH !X _o0*ZféYo)3o ACL +$0 3$0u0-
switch(config)# show startup-config aclmgr all

ICommand: show startup-config aclmgr all
ITime: Wed May 25 08:04:36 2011
IStartup config saved at: Mon May 23 05:44:16 2011

version 5.2(1)
ip access-list acll
ip access-list copp-system-p-acl-bgp
10 permit tcp any gt 1024 any eq bgp
20 permit tcp any eq bgp any gt 1024
ipv6 access-list copp-system-p-acl-bgp6
10 permit tcp any gt 1024 any eq bgp
20 permit tcp any eq bgp any gt 1024
ip access-list copp-system-p-acl-cts
10 permit tcp any any eq 64999
20 permit tcp any eq 64999 any
ip access-list copp-system-p-acl-dhcp
10 permit udp any eq bootpc any
20 permit udp any neq bootps any eq bootps

Cisco Nexus 7000 ©@Ui-~ NX-OS -YxU,e ¥Pda»
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show ¥D&»

M show startup-config acimgr

ip access-list copp-system-p-acl-dhcp-relay-response
10 permit udp any eq bootps any
20 permit udp any any eq bootpc
ip access-list copp-system-p-acl-eigrp
10 permit eigrp any any
ip access-list copp-system-p-acl-ftp
10 permit tcp any any eq ftp-data
20 permit tcp any any eq ftp
30 permit tcp any eq ftp-data any
40 permit tcp any eq ftp any
ip access-list copp-system-p-acl-glbp
10 permit udp any eq 3222 224.0.0.0/24 eq 3222
ip access-list copp-system-p-acl-hsrp
10 permit udp any 224.0.0.0/24 eq 1985
ipv6 access-list copp-system-p-acl-hsrp6
10 permit udp any ff02::66/128 eq 2029
ip access-list copp-system-p-acl-icmp
10 permit icmp any any echo
20 permit icmp any any echo-reply
ipv6 access-list copp-system-p-acl-icmp6
10 permit icmp any any echo-request
20 permit icmp any any echo-reply
ipv6 access-list copp-system-p-acl-icmp6-msgs
10 permit icmp any any router-advertisement
20 permit icmp any any router-solicitation
30 permit icmp any any nd-na
40 permit icmp any any nd-ns
50 permit icmp any any mld-query
60 permit icmp any any mid-report
70 permit icmp any any mld-reduction
ip access-list copp-system-p-acl-igmp
10 permit igmp any 224.0.0.0/3
mac access-list copp-system-p-acl-mac-cdp-udld-vtp
10 permit any 0100.0ccc.cccc 0000.0000.0000
mac access-list copp-system-p-acl-mac-cfsoe
10 permit any 0180.c200.000e 0000.0000.0000 0x8843
mac access-list copp-system-p-acl-mac-dotlx
10 permit any 0180.c200.0003 0000.0000.0000 0x888e
mac access-list copp-system-p-acl-mac-fabricpath-isis
10 permit any 0180.c200.0015 0000.0000.0000
20 permit any 0180.¢200.0014 0000.0000.0000
mac access-list copp-system-p-acl-mac-flow-control
--More--

604 ¥Pa»

Bl _Cisco Nexus 7000 ©UT- NX-OS -YxU,» ¥Péd» UC“Pac
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show running-config  s- &fH !X _o0*ZféYo).30

aclmgr

-+$ Ould-

show running-config s- &fH !X _o*zflé

copp

CoPP30 -+$ OuO-

show startup-config ,20; 6J &fH
copp

IX_0*Zf]é

CoPP.30 -+$ Ou O+«

OL-25805-01-J



| show ¥Pa»

show startup-config copp ||

show startup-config copp

,20; 6J &fH I X_o*Zfé&f; o”

_of P]*f#90 CoP®mO.30zx7Z -+
$ O &é” show startup-config copp& Qf< 62000

[

show startup-config copp

Sebl A Té&Qf<ee”™yUé obo<é®% 0l -
1C>Y© ao
¥P&» Of» »¢cé&Qf<  Uocx<
§ifo1€+@i BIY  network-admin
network-operator
vdc-admin

vdc-operator

¥DAaA»sT UU0T« §fa
Té

d
4.0(1) &Qf<Cll B uOU-

Q#YVbz-»U-4 fé&Qf<é:H ";é'P:C , &f9 ,;90 VDC9Olaéuoracul-.
Té&Qf<aee”\ .f,6 D% 00O -

[ 4e”,20; 6J &fH IX_o*zZfé&f; o" J_of P]*f#iz-+$f)

$Oul-

switch#  show startup-config copp

version 4.0(1)

class-map type control-plane match-any MyClassMap
match redirect dhcp-snoop

class-map type control-plane match-any copp-system-class-critical
match access-group hame copp-system-acl-arp
match access-group name copp-system-acl-msdp

class-map type control-plane match-any copp-system-class-important
match access-group hame copp-system-acl-gre
match access-group name copp-system-acl-tacas

class-map type control-plane match-any copp-system-class-normal
match access-group name copp-system-acl-icmp
match redirect dhcp-snoop
match redirect arp-inspect
match exception ip option
match exception ip icmp redirect
match exception ip icmp unreachable

Cisco Nexus 7000 ©Ufi- NX-OS -YxU,« ¥b&» UG“Pé«
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show ¥D&»

show startup-config copp

policy-map type control-plane MyPolicyMap
class MyClassMap
police cir 0 bps bc 0 bytes conform drop violate drop
policy-map type control-plane copp-system-policy
class copp-system-class-critical
police cir 2000 kbps bc 1500 bytes pir 3000 kbps be 1500 bytes conform transmit exceed
transmit violate drop
class copp-system-class-important
police cir 1000 kbps bc 1500 bytes pir 1500 kbps be 1500 bytes conform transmit exceed
transmit violate drop
class copp-system-class-normal
police cir 400 kbps bc 1500 bytes pir 600 kbps be 1500 bytes conform transmit exceed
transmit violate drop
class class-default
police cir 200 kbps bc 1500 bytes pir 300 kbps be 1500 bytes conform transmit exceed
transmit violate drop
policy-map type control-plane x
class class-default
police cir 0 bps bc 0 bytes conform drop violate drop

Cisco Nexus 7000 ©U7- NX-OS -YxU,« ¥b&» UG“Péc«
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| show ¥Pa»

show startup-config dhcp

show startup-config dhcp

,20; 6J &fH ! X_0*Zfé3 =R6" N,; &fH IX_o*Zf

J ;&N
9MHCPIO ,?0Gf#30 -+$ O = e” show startup-config dhcp & Qf< 62000

show startup-config dhcpl[all]

Sebl A all 905>¢90.30a0UA T:H ~;é6+Z +$ Oul-
1CH>Y© a0
¥Ppa» Ofi» >¢é&Qf<  Uoc<
§l101€ @1 1Y  network-admin
vdc-admin

network-operator
vdc-operator

¥DAa»3T UU0T« $fad
4.0(1) T6&Qf<Cll D UOU-
Q#YVbZ-»0-& fé&Qf< 6RO =e” feature dhcp & Qf< 6204 DHCP ,?0Gf#i» @ol

r"ed PC% ub-.
Té&Qf<aee”\ .f,8 D% 00 -

O;
c
O

[ 42”,20: 6J &fH !X _o*Zfé DHCP ,?0Gf#30 -+$ O %

switch#  show startup-config dhcp
version 4.0(1)
feature dhcp

interface Ethernet2/46
ip verify source dhcp-snooping-vian
ip arp inspection trust
ip dhcp snooping
ip arp inspection validate src-mac dst-mac ip
ip source binding 10.3.2.2 0f00.60b3.2333 vlan 13 interface Ethernet2/46
ip source binding 10.2.2.2 0060.3454.4555 vlan 100 interface Ethernet2/10
ip dhcp snooping vlan 1
ip arp inspection vian 1
ip dhcp snooping vlan 13
ip arp inspection vlan 13

switch#

Cisco Nexus 7000 ©Ufi- NX-OS -YxU,« ¥b&» UG“Pé«
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show ¥Da» |

M show startup-config dhcp

604 ¥Pba» ¥DAa» 1A
feature dhcp :C ,é& DHCP,?20Gf#i(» @ol*"&eQub-
show running-config  s- &fH IX_o*Zfé DHCP ,?0Gf#30 +$ Ou O«
dhcp
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| show ¥Pa»

show startup-config dot1x ||

show startup-config dotlx

,20; 61J &fH IX_o*Zfé 802.1X.30+7Z -+$ O = &” show startup-config
dotlx & Qf< 820 ud-«

show startup-config dotlx

Sebl A Té&Qf<ee”™yUé obo<é®% 0l -
1C>Y© ao
¥P&» Of» »¢cé&Qf<  Uocx<
§ifo1€+@i BIY  network-admin
network-operator
vdc-admin

vdc-operator

¥DAaA»sT UU0T« §fa
Té

d
4.0(1) &Qf<Cll B uOU-

Q#YVbz-»U-4 Tée&Qf< 620 éa” feature dotlx & Qf< 6204&  802.1XI(» @ol"*&e 0
bDC% ulb-
Té&Qf<aee”\ .f,6 D% 00O -

[ 42”,20; 6J &fH !X _o*Zfé 802.1X+7Z -+ 0 $0ub-

switch#  show startup-config dot1x
version 4.0(1)

Cisco Nexus 7000 ©Ufi- NX-OS -YxU,« ¥b&» UG“Pé«
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show ¥D&»

W show startup-config eou

show startup-config eou

,20; 6J &fH

IX _o*Zfé

ProtocobCEAPOUDPO.30+7 -+$ O &

show startup-config eou

Extensible Authentication Btocol over User Datagram

e

" show startup-config eou& Qf< 820U«

Sebl A Té&Qf<aeée”™yUé obo<é®% 0l -
1C>Y© ao
¥P&» Oi» »¢cé&Qf<  Uocx<
§ifo1€+@i BIY  network-admin
network-operator
vdc-admin
vdc-operator
¥PDAa»3T U0T« sfad
4.0(1) 16&Qf<C1) B udOU-

Té&Qf< 6120 éa”
DbC% ulb-

Q#YVbz-»U-4

Té&Qf<aee”\ .f,6 D% 00O -

[ 4e”,20; 6J &fH

switch#  show startup-config eou
version 4.0(1)

Cisco Nexus 7000 © U7~ NX-OS -YxU, e«

¥Da»

feature eou& Qf< 61204

IX _o*zfé

EAPoOUDPI» @ol”a&0

EAPoUDPzZ +$ 0 $0Oub-

Uc“pa«
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| show ¥Pa»

show startup-config Idap

show startup-config Idap

,20; 61J &fH IX_o*Zfé Lightweight Directory Access Proto®il DAP90.30+ Z
-+$ O ®é” show startup-config ldap & Qf< 62000+

show startup-config Idap

Sebl A Té&Qf<ee”™yUé obo<é®% 0l -
1C>Y© ao
¥P&» Of» »¢cé&Qf<  Uocx<
§ifo1€+@i BIY  network-admin
network-operator
vdc-admin

vdc-operator

¥DAaA»sT UU0T« §fa
Té

d
5.0(2) &Qf<Cll P uOU-

Q#YVbi-»U-& LDAP 27 -+$ O eéa&” featureldap &Qf< 6120 -BC% 1O
Té&Qf<aee”\ .f,6 D% 00O -

[ 42”,20; 6J &fH !X _o*Zfé LDAP +7Z +$ O $ Oul-

switch#  show startup-config Idap

ICommand: show startup-config Idap

ITime: Wed Feb 17 13:02:31 2010

IStartup config saved at: Wed Feb 17 10:32:23 2010

version 5.0(2)

feature Idap

aaa group server l[dap LDAPgroupl
no ldap-search-map

aaa group server Idap LdapServerl
no ldap-search-map

664 ¥Pa» ¥Péa» 1A
show Idap-server LDAP 7 -+$ Ou O+
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show ¥D&»

W show startup-config port-security

show startup-config port-security

,20; 6J &fH IX_0*ZféPo;. X]9 =Z +$ O ax=é” show
startup-config port-security & Qf< 62000
show startup-config port-security[all]
Sebl A all 90>¢90:H ~;éPo;. X]9 30+£Z -+$ Oul-
iC>Vo 80
¥Ppa&» Ofi» >Ce&Qf< Uo<
§lio1€@i" B1Y  network-admin
network-operator
vdc-admin
vdc-operator
¥Pa»sT U017« sfad
4.0(3) 1é&Qf<C1J P uOU-
Q#YVbZ-»0-& fé&Qf<aeée”\ .f,&8 -D¥ 00 -
[ 4x",20; 6J &fH I'X_o0*ZféPo;. X]9 é+x7Z +$0O0 $0ub-.
switch#  show startup-port-security
version 4.0(3)
feature port-security
logging level port-security 5
interface Ethernet2/3
switchport port-security
604 ¥Da» ¥Da» 1A
show running-config ,20; 6J &fH IX_o0*ZféPo;. X]9

port-security

+7 +$0u0-
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| show ¥Pa»

show startup-config radius ||

show startup-config radius

,20; 61J &fH IX_o*Zfé RADIUS .30+Z -+$ O = é” show startup-config
radius & Qf< 612000«

show startup-config radius

Sebl A Té&Qf<ee”™yUé obo<é®% 0l -
1C>Y© ao
¥P&» Of» »¢cé&Qf<  Uocx<
§ifo1€+@i BIY  network-admin
network-operator
vdc-admin

vdc-operator

¥DAaA»sT UU0T« §fa
Té

d
4.0(1) &Qf<Cll B uOU-

Q#YVbz-»U-4 Té&Qf<axeé”\ .f,8-D% 10O -

[ 4e”,20; 6J &fH !X _o*Zfé RADIUS +Z -+$3 0 $0u0-

switch#  show startup-config radius
version 4.0(1)
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show ¥D&»

W show startup-config security

show startup-config security

,20; 6J &fH IX_0*ZféYo) fi” Secure Shedi(BSH; . X * A0
(oC”A 1 Telnet (o C &fH !X _o*Zf+Z +$ O axé” show startup-config

§iiole @i g7y

security & Qf< 62000+

show startup-config security

Té&Qf<eé”s™uUé obo<é% 00 -

> &Qf< Uo<

network-admin
network-operator
vdc-admin
vdc-operator

¥PDaA»sT

Q#YVbz-»U-4

U017« §fa
ié

d
4.0(1) &Qf<Cll P uOU-

fé&Qf<eée™\ .f, 8 D% U0 »

42",20; 6J &fH I'X_o0*ZféYo) fi” SSH(oC"A i
C+tZ2-+$0 $0u0-

switch#  show startup-config security

version 5.1(1)

username admin password 5 $1$7Jwg/LDM$XFOM/UWeT43DmtjZy8VP91 role network-admin
username adminbackup password 5 $1$0ip/C5Ci$00dx70JSIBCFpNRmMQK4na. role network-operator
username userl password 5 $1$gEcIQ5Rx$CAX9IfXiAoFPYSvbVzpazj/ role network-operator

telnet server enable

ssh key rsa 1024 force

Telnet (o
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| show ¥Pa»

show startup-config tacacs+ ||

show startup-config tacacs+

,20; 61J &fH IX_o*Zfé TACACS+.30+Z -+$ O & é&”  show startup-config
tacacs+ & Qf< 612000«

show startup-config tacacs+

Sebl A Té&Qf<ee”™yUé obo<é®% 0l -
1C>Y© ao
¥P&» Of» »¢cé&Qf<  Uocx<
§ifo1€+@i BIY  network-admin
network-operator
vdc-admin

vdc-operator

¥DAaA»sT UU0T« §fa
Té

d
4.0(1) &Qf<Cll B uOU-

Q#YVbz-»U-4 Té&Qf<axeé”\ .f,8-D% 10O -

[ 4e”,20; 6J &fH !X _o*Zfé TACACS++7Z 430 $0Uu0-

switch#  show startup-config tacacs+
version 4.0(1)

Cisco Nexus 7000 ©Ufi- NX-OS -YxU,« ¥b&» UG“Pé«
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show ¥Da» |

W show system internal pktmgr  internal control sw-rate-limit

show system internal pktmgr internal control
sw-rate-limit

,oDoC ) U+Xo0"re01eO D$6:é fCf<A T ;Cf<é# oCAh _0;
U4t é30 -+$ O ®é”  show system internal pktmgrinternal control sw-rate-limit & Q f<
612000

show system internal pktmgr internal control sw-rate-limit

Sebl A Té&Qf<aeé”s™yUé obo<él U0 -
1C>Y° a0

¥Pa» OT» > ¢

§lTol€ @1 1Y  network-admin

network-operator

¥Da»sT UU0T« $fad
5.1(1) 16&Qf<C1) B uOU-
Q#YVbZ-»0-& fé&Qf<aeée”\ .f,8 -D¥% 00 -
[ 4", 0DoC ) U+Xo0”r®&01e0 D$6;¢é fCf<A 7 ;Cf<é# oCh

_0:;U4té30-+30 $0ub-
switch#  show system internal pktmgr internal control sw-rate-limit
inband pps global threshold 12500 outband pps global threshold 15500

switch#
604 ¥Pa» ¥Pa» 1A
rate-limit cpu ,oDoC ) U+Xo0”re01:0 D$6;é:C ,é_o;U4¢
direction pps action # ' 0C*x300u0-.
log
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| show ¥Pa»

show tacacs+ W

show tacacs+

TACACS+ Cisco Fabric Service€CFR02)>,902 ,A 1gé-.é1& -+$ O =é” show
tacacs+ & Qf< 612000

show tacacs+H{ distribution status | pending [cmdq | pending-diff}

Sebl A distribution status TACACS+ CFS2)>¢é,902, +$ OuO-
pending s- &fH IX_o*ZfeulUli”PD a¢d¢ ;D é30 -+$
Oud-
cmds 905>¢90 ;1D é30a»0 &Qf< -+ Ould-
pending-diff "9 14304;!D é308é4Fél'¢y -+$ OuO-
1(;)Y° ao
¥P&» Ofi» >cé&Qf<  Uox<
§iio1€ @i BiY  network-admin
network-operator
vdc-admin

vdc-operator

¥PAa»s3T U007« sfa
1é

d
4.0(1) &Qf<C1l B uOU-

Q#YVbz-»U-& fé&Qf<aeée”\ .f,&6 -D% 00 -

[ 42 ” TACACS+ CFSé,902, +$ 0 $0u0-

switch# show tacacs+ distribution status
distribution : enabled

session ongoing: no

session db: does not exist

merge protocol status: not yet initiated after enable

last operation: enable
last operation status: success
42" TACACS+ Qo+ ,902, +30 $0u0-

switch#  show tacacs+ merge status
Result: Waiting
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show ¥D&»

M show tacacs+

4" é TACACS+é30-+$0 $0ub-

switch#  show tacacs+ pending
tacacs-server host 10.10.2.2 key 7 qxz12345

4e”;ib é TACACS+ &fH IX_o0o*Zf &Qf< -+$ O

switch#  show tacacs+ pending cmds
tacacs-server host 10.10.2.2 key 7 qxz12345 port 49

4z";'D é TACACS+é30a"0+é TACACS+ é.30éAl1da -+$ O

switch#  show tacacs+ pending-diff
+tacacs-server host 10.10.2.2

04
c
O

$0u00-
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| show ¥Pa»

show tacacs-server M

show tacacs-server

TACACS+ (0oC+7Z +$ O =é” showtacacs-server& Qf< -+$ Ou O

show tacacs-servefhostnamgq ip4-addresq ipv6-addresk
[directed-request| groups | sorted | statistic$

Sebl A hostname 90> ¢c90TACACS+ (0 C é Domain Name Sen@®bDNS; <T f @o0S
(0C90 , e "¥<( -8 25640
ipv4-address 90>¢90A.B.C.D»|é TACACS+ (0Cé IPv4 <_,»
ipv6-address 905 ¢I0X: X:X::X »|é TACACS+ (0Cé IPV6 < _,
directed-request 90>¢9000-DP.30 -+$ OuO-
groups 90>¢90.30D U TACACS+ (0C #"0Ja4PO +Z -+$ Ou
O L]
sorted 90 > ¢9OTACACS+ (0 Ca&4P O ,8400;D U+tZ -+$ OuO-
statistics 90 > ¢9O0TACACS+ (0 Cé TACACS+&0. +Z -+$ OuO-
1C>Y© #'0C” TACACS+ (0C.30 -+$ OuO-
¥Ppa» Of» »¢é&Qf<  Uocx<
§ifo1€+@i BIY  network-admin
network-operator
vdc-admin

vdc-operator

¥DAaA»sT UU0T« §fa
Té

d
4.0(1) &Qf<Cll B ulOU-

Q#YVbz-»U-4 TACACS+ PéR- 0é&” showtacacs-server& Qf<” &é-+$ D 10 » TACACS+ P e
R- 0-+$0 =é” show running-config tacacs+& Qf< 62000 -

TACACS+ 7 +$ O e=” featuretacacs+&Qf< 620 -DC% 0O«
Té&Qf<aee”\ .f,8 D% 00 -
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show ¥Da» |

M show tacacs-server

[ 42"0064aé TACACS+ (0Cé+7Z +$0 $0O
switch# show tacacs-server
Global TACACS+ shared secret:****xxxx
timeout value:5
deadtime value:0
total number of servers:2

c
O
[ ]

following TACACS+ servers are configured:
10.10.2.2:
available on port:49
10.10.1.1:
available on port:49

42”000 U TACACS+ (0Cé+Z +$0 $0u0D-
switch#  show tacacs-server 10.10.2.2
10.10.2.2:
available for authentication on port:1812
available for accounting on port:1813
idle time:0
test user:test
test password:¥rrrrrrx

42" TACACS+ 00-Pb.30 430 $0ub-

switch#  show tacacs-server directed-request
enabled

42" TACACS+ (0C #70Jé+7Z -+30 $0u0O-

switch# show tacacs-server groups
total number of groups:1

following TACACS+ server groups are configured:
group TacServer:
server 10.10.2.2 on port 49
deadtime is 0
vrf is vrf3

4x2700D U TACACS+ (oC #70JézZ +$ 0 $
switch#  show tacacs-server groups TacServer
group TacServer:
server 10.10.2.2 on port 49
deadtime is 0
vrf is vrf3

o»
c
(@)

42"00646é TACACS+ (o0Cé0o0;b U+xZ -+$ O $0ub-
switch#  show tacacs-server sorted

Global TACACS+ shared secret:*****#**

timeout value:5

deadtime value:0

total number of servers:2

following TACACS+ servers are configured:
10.10.1.1:
available on port:49
10.10.2.2:
available on port:49

Cisco Nexus 7000 ©U7- NX-OS -YxU,« ¥b&» UG“Péc«
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| show ¥Pa»

4®2"00D U TACACS+ (0Cé&0. +7Z +$0 $

switch#  show tacacs-server statistics 10.10.2.2
Server is not monitored

Authentication Statistics
failed transactions: 0
sucessfull transactions: 0
requests sent: 0
requests timed out: 0
responses with no matching requests: 0
responses not processed: 0
responses containing errors: 0

Authorization Statistics
failed transactions: 0
sucessfull transactions: 0
requests sent: 0
requests timed out: 0
responses with no matching requests: 0
responses not processed: 0
responses containing errors: 0

Accounting Statistics
failed transactions: 0
sucessfull transactions: 0
requests sent: 0
requests timed out: 0
responses with no matching requests: 0
responses not processed: 0
responses containing errors: 0

(@]
c

O

show tacacs-server

604 ¥D a» ¥Da» 1A
show running-config tacacs+ s- &fH IX_o*Zf H ~é TACACS+ +7 -+$
oub-

OL-25805-01-J
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show ¥Da» |

Bl show telnet server

show telnet server

Sebl A

1@,?0

¥Ppa» Ofl»

§iiole @i g7y

'P:C , &f9 ,:90
&Qf< 6120u0-

show telnet server

VDC90 éTelnet (o C

Té&Qf<eé”s™uUé obo<é% 00 -

>CEe&Qf< Uo<

network-admin
network-operator
vdc-admin
vdc-operator

,902, +3 0 a8~

show telnet server

¥PDaA»sT

Q#YVbz-»U-4

U017« §fa
ié

4.0(1)

d
&Qf<C1l B uOU-

fé&Qf<eée™\ .f, 8 D% U0 »

[ 42" Telnet(oC ,902, +$ 0 $ 000
switch# show telnet server
telnet service enabled

604 ¥Pa» ¥PAa» 1A

telnet server enable

Telnet (0oC @ol*a@0ub-

-YXU,°

¥Da»

Uc“pa«

Il Cisco Nexus 7000 ©@UT- NX-OS
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| show ¥Pa»

show time-range W

show time-range

Ob64é(4F% PuUé$oé(4F% D -+$ O = e~ show time-range & Qf< 62000

show time-range[time-range-namie

Sebl A time-range-name 90> ¢90 (4F%, D é,e+""a 64 ¥<g)r ™M< GlRAE""¥<EE¥<
c™ip ube.
1C,>Y0 80
¥Pa» Ofi» »¢é&Qf<  Uoc<
§l101€ @1 1Y  network-admin
network-operator
vdc-admin

vdc-operator

¥PDAa»sT U017« §fad
4.0(1) 1é&Qf<C1J P uOU-

Q#YVbz-»U-2 time-range-name ™ 61204 (4F%, D 000 ' 4°;4":C ,6 0046 (4F%, D -+

$0ub-.
(4F%,D, 000&¢+'":C ,®@"(4F%, D, b4 "H L6;5Ae (4F% Dé],;
C-+$D 00~

show time-range & Qf<é” é"(4F%,bC "9 la¥ "Bu ":C ,é0+é*,9
S(@AFC.30b U(@4F% bleliu £2ALE $0ub-

fé&Qf<eée™\ .f, 8 D% U0 »

[ 42"0CEé5V "9 la"+«Cé "9 la¥x 2R3é(4F%,BDC.30D 4a¢ :C ,é(
4F%, D, 0004&¢;a showtime-range&Qf< 620 $ 000
switch(config-time-range)# show time-range

time-range entry: december (inactive)

10 absolute start 0:00:00 1 December 2009 end 11:59:59 31 December 2009
time-range entry: november (active)

10 absolute start 0:00:00 1 November 2009 end 23:59:59 30 November 2009

Cisco Nexus 7000 ©Ufi- NX-OS -YxU,« ¥b&» UG“Pé«
I oL-25805-01-



show ¥Da» |
M show time-range

664 ¥Da» ¥PAa» 1A
time-range (4F%. D 300u0-
permit9@GPv490 IPv4 ACL &.5 90permind~o” 30000+
permit9QPv690 IPv6 ACL &.5 90permind~o” 30000+
permit9MAC 90 MAC ACL .5 90permivd~o” 300u0-
show access-lists O064aé ACLuUés$oé ACL -+$0u0-
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| show ¥Pa»

show user-account

show user-account

'P:C , &f9 ,;90 VDCIOévYo) f;éx72 +$ 0 x=eé” show user-account
&Qf< 6120u0-

show user-account

Sebl A Té&Qf<ee”™yUé obo<é®% 0l -
1C>Y© ao
¥P&» Of» »¢cé&Qf<  Uocx<
§ifo1€+@i BIY  network-admin
network-operator
vdc-admin

vdc-operator

¥DAaA»sT UU0T« §fa
Té

d
4.0(1) &Qf<Cll B uOU-

Q#YVbz-»U-4 Té&Qf<axeé”\ .f,8-D% 10O -

[ 4e":H ~;é'P:C , &f9 ,;90 VDC9OéYo) f6+x72-+$0 $
Oouod-.
switch# show user-account
user:admin

this user account has no expiry date

roles:network-admin
user:adminbackup

this user account has no expiry date

roles:network-operator

4ae”:H N;» & VDC éYo) f;éx72-+$0 $0ub-
switch-MyVDC# show user-account
user:admin

this user account has no expiry date
roles:vdc-admin

604 ¥Da» ¥Pa» 1A
telnet server enable Telnet(oC @ol*&0ub-
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show ¥D&»

Bl show username

show username

000UY0)é04? 0 -+$ O ax=é” show username& Qf< 612000

show usernameusernamekeypair

Sebl A

§iiole @i g7y

username Yo),o"" 28 ¥<g)+™< | AEUO0-
keypair Secure ShedicBSHO Yo) o -+$ Ou b
a0

> &Qf< Uo<

network-admin
network-operator
vdc-admin
vdc-operator

¥PDaA»sT

Q#YVbz-»U-4

U017« §fa
ié

d
5.0(2) &Qf<Cll P uOU-

Té&Qf<xeé”\ .f,é6 -D% 10 -
X]19 élI+/F "16&Qf<a$’ 06+ D ud -

42"000UY0)é04? 0 43O $0ub-

switch# show username admin keypair

rsa Keys generated:Mon Feb 15 08:10:45 2010

ssh-rsa AAAAB3NzaC1lyc2EAAAABIWAAAIEAO+rieMgXwv004It/hwOoyqlKbFGI1tmkFNm/tozuazfL
4dH/asAXZo0JePDdiO1ILBGfrQgzyS5u3prXuXfgnWkTu0/4WIDODF/EPdsd3NNzNbpPFzNDVyIPDyDfR
X5SfVICIoEirX9Y59DZP+Nng6rJD7Z/YHVXs/[RNLPBOIs=

bitcount:262144
fingerprint:
ad:a7:b1:d1:43:09:49:6f:7¢:f8:60:62:8¢e:a2:c1:d1

could not retrieve dsa key information

switch#

Bl _Cisco Nexus 7000 ©UT- NX-OS -YxU,» ¥Péd» UC“Pac
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| show ¥Pa»

show username W

604 ¥Da» ¥Pa» 1A
usernameusernamekeypair SSH 04? oA 1%’ 01¢‘0O"@ 000UYo0)é
generate Cisco NX-OS:C ,é6No0S o _":le:;=0ul-.
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show ¥Da» |

W show users

show users

'P:C , &f9 ,;90 VDCIDéYo) .6*Zf+x7Z -+$ 0O e~ show users& Q f <
6rOu0d -
show users
Sebl A Té&Qf<aeé”s™yUé obo<é¥ 0O -
1C>Y© ao
¥P&» Oi» »¢cé&Qf<  Uocx<
§iiol1€. @1 RiY  network-admin
network-operator
vdc-admin

vdc-operator

¥DAaA»sT UU0T« §fa
Té

d
4.0(1) &Qf<Cll B uOU-

Q#YVbz-»U-4 Té&Qf<axeé”\ .f,8 -D% 10O -
[ 4”":H ~;é'D:C &f9 ,;90 VDC9OéYo) .6*zf+Z +$0 $0O
ulde.
switch# show users
NAME LINE TIME IDLE PID COMMENT
admin pts/1 Mar 17 15:18 . 5477 (172.28.254.254)
admin pts/9 Mar 19 11:19 . 23101 (10.82.234.56)*
4ae”:H N;» & VDC éYo) f;éx72-+$0 $0ub-.
switch-MyVDC# show users
admin  pts/10 Mar 19 12:54 . 30965 (10.82.234.56)*
604 ¥Pa» ¥Pa» 1A
username Yo) f; 30000~
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show ¥PAa»

show vlan access-list W
IPv4 Access Control LISOACL9O &1~ IPV6 ACL é]""0Ués$o0¢é VLAN ., Q6Jea
4P1jf1  &¢ MAC ACL -+$ O @=é” show vlan access-lisi& Qf< 612000«
show vlan access-lisaccess-list-name
Sebl A access-list-name VLAN *"., Q6Jé,8+,6aé""a 64 ¥<é)r M< GRAE"
"¥<aE¥<C™IiD 0l
1¢HYo° a0
¥Ppa» Of» >cé&Qf< Uo<
§lio1€@i" 81Y  network-admin
network-operator
vdc-admin
vdc-operator
¥Pa»sT U017« sfad
4.0(1) 1é&Qf<C1J P uOU-
Q#YVbZ-»0-& fé&Qf<aeée”\ .f,&8 -D% 00 -
[ 4 & "show vlan access-lis&t Qf< 61204” wvacl-01a¢,A,éé VLAN "., Q6JCola
D Az30b &g ACL ¢]1"+30 $0u0-
switch# show vlan access-list vacl-01
IP access list ipv4acl
5deny ip 10.1.1.1/32 any
10 permit ip any any
664 ¥Pa» ¥DAa» 1A
vlan access-map VLAN ", Q6J .300u0-
show access-lists 064é ACLuUés$oé ACL -+30u0-

show ip access-lists O064é IPVAACLUUGSO0E

IPv4 ACL -+$ OuO-

Cisco Nexus 7000 ©Ui- NX-OS -YxU
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show ¥Da» |

Bl show vian access-list

>

¥Pa» 1

show mac access-lists 064aé MACACL uUé$o0é MACACL -+$ Oub-

show vlan access-map 664aé VLAN "., Q6JuUésoé VLAN ., Q6J
+$ Oud-

Cisco Nexus 7000 ©U7- NX-OS -YxU,« ¥b&» UG“Péc«
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| show ¥Pa»

show vian access-map I

show vlan access-map

0b64aé VLAN ., Q6JuUé 1Ré VLAN ., Q6J -+$ O x=e” show vlan
access-map& Qf< 620u0-.

show vlan access-mamap-name

Sebl A map-name VLAN "., Q6J+""a 64 ¥<é)+r M< BlraE""¥<&aE¥<
c™ip ub.
1C>vo 80
¥Ppa» Of» >cé&Qf< Uo<
§ifol1€. @1 BTY  network-admin
network-operator
vdc-admin

vdc-operator

¥PDa»s3T U0T« $fad
4.2(1) &Qf<” &” ACL , ba "H L6:5A®00:D 00«
4.0(1) 16&Qf<C1) B udOU-

Q#YVbZ-»0-& map-names ™ 204 "., Q6J 000 «'4°,4":C ,6004é VLAN "
., Q6J-+$0u0-
".,Q6J, 000&¢+'":C ,aé” ".,Q6J,é6 "H L6;5A= VLAN
Q6JC+$ D ud-
+$ D & VLAN ., Q6Jae»04a”:C ,& ".,06J,” match & Qf<a0o
D U ACL"A 7 action &Qf<a0ob UEl -+$ Quld-
VLAN ., Q6JCli?Db a¢ VLAN #0.z0 @ é&” showvlanfilter & Qf< 6120
ule

fé&Qf<eée™\ .f, &8 D% U0 »

[ 4" 0(@6; 2/1 f20H & GH&G( D U. X MAC < _, &4°0
$000-
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show ¥Da» |

M show vian access-map

switch#  show vlan access-map
Vlan access-map austin-vlan-map

match ip: austin-corp-acl
action: forward

604 ¥Pa» ¥PAa» 1A

action VLAN ., Q6Ja;\H 6" H ~2]f#é "*xZf
000Uub-

match VLAN ., Q6Ja;\H 6" H ~"2]f#é ACL 000
e

show vlan filter VLAN ., Q6JCLiPP 4, GC:@4PO +Z -+$ Ou
O

vlan access-map VLAN ., Q6J 30000

vlan filter 1R+ & VLAN a&VLAN ., Q6J 12000

Cisco Nexus 7000 ©U7- NX-OS -YxU,« ¥b&» UG“Péc«
0L-25805-01-J |



| show ¥Pa»

show vlan filter

&Qf<ae PAC5AD VLAN
é f,2f,24P0O +7 +$ O = é”

".,Q6JA 1
show vlan filter & Qf< 620 ud -«

show vian filter

VLANID =04&" vlanfilter & Qf<

show vlan filter [access-mapmap-namg vlan vian-I1D]

Sebl A access-map 90>¢90 00D U ., Q6JCLi2D &y VLAN @&  U4¢O0u
map-name O
vlan vlan-1D 90>¢9000D U VLAN Uleeli?b a¢ ., Q6Jax” U4t
Oub+-28 VLANID &” 1:* 409640+
1¢>Y?° access-map obo< 6204 "., Q6J 000 «'"uUe vlan obo< 6120
4 VLANID 000 «'4°;4” :C ,é& VLAN &1i®b &g VLAN ., Q6Jé
O0o6aeé f,2f, +$ Oul-
¥Ppa» Ofi» »¢é&Qf<  Uocx<
§lio1€.@1" BY  network-admin
network-operator
vdc-admin
vdc-operator
¥Pa»s§T U017« §fad
4.0(1) 1é6&Qf<C1J P uOU-
Q#YVbz-»0-2& fé&Qf<aeée”\ .f,8 -D¥% ud -
[ 4”1 RBé VLAN ., Q 6 J90austin-vlan-mapd U1 C VLAN 20 :* 35 A 7 42:* 80 eel;
2P 4¢ :C ,6004¢é VLAN ., Q6J+7Z +$30 $0ul-
switch#  show vlan filter
vlan map austin-vlan-map:
Configured on VLANs: 20-35,42-80

Cisco Nexus 7000 ©UT-
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show |

Hl show vian filter

action VLAN

match VLAN ACL
show vlan access-map VLAN 1 VLAN

vlan access-map VLAN

vlan filter 1 VLAN VLAN

Cisco Nexus 7000 NX-0OS
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