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aaa accounting default

Authentication, Authorization, and Accounting AAA,;
aaa accounting default

no

aaa accounting default {group group-list | local}

no aaa accounting default {group group-list | local}

group
group-list

e radius — RADIUS

o RADIUS TACACS+
local
local

network-admin
vdc-admin

4.0(1)
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W aaa accounting default

group group-list
radius-server host tacacs-server host
aaa group server

RADIUS show aaa group

group local

NX-0S

AAA RADIUS

switch# config t
switch(config)# aaa accounting default group radius

aaa group server AAA RADIUS
radius-server host RADIUS
show aaa accounting AAA

show aaa group AAA
tacacs-server host TACACS+

Cisco NX-OS Security Release 4.0
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aaa accounting dotlx

aaa accounting dotix M

802.1X AAA aaa accounting dotlx
no
aaa accounting dot1x {group group-list | local}
no aaa accounting dotlx {group group-list | local}
group
group-list  RADIUS
e radius — RADIUS
. RADIUS
8
local
local
network-admin
vdc-admin
4.0(1)
group group-list RADIUS

radius-server host
aaa group server

RADIUS

group local

Cisco NX-OS Security
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M aaa accounting dot1x

AAA RADIUS

switch# config t
switch(config)# aaa accounting default group radius

aaa group server radius  AAA RADIUS

radius-server host RADIUS
show aaa accounting AAA
show aaa group AAA

Cisco NX-OS Security Release 4.0
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aaa authentication cts default group W

aaa authentication cts default group

Cisco TrustSec AAA RADIUS aaa authentication
cts default group AAA
no

aaa authentication cts default group group-list

no aaa authentication cts default group group-list

group-list  RADIUS

e radius — RADIUS
. RADIUS

network-admin

vdc-admin
4.0(1)
feature cts Cisco TrustSec
group-list RADIUS
radius-server host aaa group
server
RADIUS show aaa group

NX-0S

Advanced Services

Cisco NX-OS Security Rel 4.0
I oL-15811-01-J



H aaa authentication cts default group

Cisco TrustSec AAA RADIUS

switch# config t
swtich(config)# aaa authentication cts default group RadGroup

aaa group server AAA
feature cts Cisco TrustSec
radius-server host RADIUS

show aaa authentication AAA

show aaa group AAA

Cisco NX-OS Security Release 4.0
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aaa authentication dot1x default group W

aaa authentication dotlx default group

802.1X AAA aaa authentication dotlx default group
no

aaa authentication dotlx default group group-list

no aaa authentication dotlx default group group-list

group-list  RADIUS

e radius — RADIUS
o RADIUS

network-admin
vdc-admin

4.0(1)

802.1X feature dotlx

group-list RADIUS
radius-server host aaa group
server

RADIUS show aaa group

NX-0S
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H aaa authentication dot1x default group

802.1X

switch# config t
switch(config)# aaa authentication dolx default group DotlxGroup

802.1X

switch# config t
switch(config)# no aaa authentication dolx default group DotlxGroup

feature dotlx 802.1X

radius-server host RADIUS

show aaa authentication AAA

show aaa group AAA

Cisco NX-OS Security Release 4.0 |
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aaa authentication eou default group

EAP over UDP EoU

aaa authentication eou default group W

aaa authentication eou default group

no
aaa authentication eou default group group-list
no aaa authentication eou default group group-list
group-list  RADIUS
e radius — RADIUS
. RADIUS
network-admin
vdc-admin
4.0(1)
EAPoUDP feature eou EAPoUDP
group-list RADIUS
radius-server host aaa group
server
RADIUS show aaa group
NX-0S
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l aaa authentication eou default group

EAPoUDP
switch# config t

switch(config)# aaa authentication eou default group EoUGroup

EAPoUDP

switch# config t
switch(config)# no aaa authentication eou default group EoUGroup

feature eou EAPoUDP

radius-server host RADIUS

show aaa authentication AAA

show aaa group AAA
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aaa authentication login console

AAA

aaa authentication login console WM

aaa authentication login console
no

aaa authentication login console {group group-list} [none] | local | none}

no aaa authentication login console {group group-list [none] | local | none}

group
group-list

e radius — RADIUS

e tacacst+ — TACACS+

. RADIUS TACACS+
none
local
local

network-admin
vdc-admin

4.0(1)

group radius group tacacs+
TACACS+
host

RADIUS

group local
none

group group-list

group

VDC VDC1

Cisco NX-OS Security

RADIUS
radius-server host tacacs-server
aaa group server

show aaa group
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M  aaa authentication login console

AAA

switch# config t
switch(config)# aaa authentication login console group radius

AAA

switch# config t
switch(config)# no aaa authentication login console group radius

aaa group server AAA
radius-server host RADIUS
show aaa authentication AAA
show aaa group AAA
tacacs-server host TACACS+

Cisco NX-OS Security Release 4.0
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aaa authentication login default

AAA

aaa authentication login default W

aaa authentication login default

no

aaa authentication login default {group group-list} [none] | local | none}

no aaa authentication login default {group group-list [none] | local | none}

group
group-list

e radius — RADIUS

e tacacst+ — TACACS+

. RADIUS TACACS+
none
local
local

network-admin
vdc-admin

4.0(1)

group radius
TACACS+
host

group

group tacacs+

RADIUS

local
group

group group-list

Cisco NX-OS Security

RADIUS
radius-server host tacacs-server
aaa group server

show aaa group
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M aaa authentication login default

AAA

switch# config t
switch(config)# aaa authentication login default group radius

AAA

switch# config t
switch(config)# no aaa authentication login default group radius

aaa group server AAA
radius-server host RADIUS
show aaa authentication AAA
show aaa group AAA
tacacs-server host TACACS+

Cisco NX-OS Security Release 4.0
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aaa authentication login error-enable WM

aaa authentication login error-enable

AAA aaa authentication login

error-enable no

aaa authentication login error-enable

no aaa authentication login error-enable

network-admin
vdc-admin

4.0(1)

AAA

Remote AAA servers unreachable; local authentication done.
Remote AAA servers unreachable; local authentication failed.

AAA

switch# config t
switch(config)# aaa authentication login error-enable

AAA

switch# config t

switch(config)# no aaa authentication login error-enable

show aaa authentication login  AAA
error-enable
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M aaa authentication login mschap

aaa authentication login mschap

Microsoft Challenge Handshake Authentication Protocol MS-CHAP;
aaa authentication login
mschap no

aaa authentication login mschap

no aaa authentication login mschap

network-admin
vdc-admin

4.0(1)

MSCHAP

switch# config t

switch(config)# aaa authentication login mschap
MSCHAP

switch# config t
switch(config)# no aaa authentication login mschap

show aaa authentication login mschap ~ MSCHAP

Cisco NX-OS Security Release 4.0
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aaa authorization cts default group W

aaa authorization cts default group

Cisco TrustSec AAA RADIUS aaa authorization
cts default group AAA
no

aaa authorization cts default group group-list

no aaa authorization cts default group group-list

group-list  RADIUS

e radius — RADIUS
. RADIUS

network-admin

vdc-admin
4.0(1)
feature cts Cisco TrustSec
group-list RADIUS
radius-server host aaa group
server
RADIUS show aaa group

NX-0S
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M aaa authorization cts default group

Cisco TrustSec AAA RADIUS

switch# config t
swtich(config)# aaa authorization cts default group RadGroup

feature cts Cisco TrustSec
show aaa authorization AAA
show aaa group AAA

Cisco NX-OS Security Release 4.0
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aaa group server radius

RADIUS RADIUS
aaa group server radius RADIUS
no

aaa group server radius group-name

no aaa group server radius group-name

aaa group server radius W

group-name  RADIUS
64

network-admin
vdc-admin

4.0(1)

RADIUS RADIUS

switch# config t
switch(config)# aaa group server radius RadServer
switch(config-radius) #

RADIUS

switch# config t
switch(config)# no aaa group server radius RadServer

show aaa groups

Cisco NX-OS Security
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N aaa group server tacacs+

aaa group server tacacs+

TACACS+ TACACS+
aaa group server tacacs+
no

aaa group server tacacs+ group-name

No aaa group server tacacs+ group-name

TACACS+

group-name  TACACS+

64
network-admin
vdc-admin
4.0(2)
TACACS+ feature tacacs+
TACACS+ TACACS+

switch# config t
switch(config)# aaa group server tacacs+ TacServer
switch(config-radius) #

TACACS+

switch# config t
switch(config)# no aaa group server tacacs+ TacServer

feature tacacs+ TACACS+

show aaa groups
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aaa user default-role

RADIUS

no
aaa user default-role

no aaa user default-role

network-admin
vdc-admin

aaa user default-role l

TACACS+
aaa user default-role

4.0(3)

Virtual Device Context VDC;

network-operator VDC

AAA

switch# configure terminal
switch(config)# aaa user default-role

AAA

switch# configure terminal
switch(config)# no aaa user default-role

VDC
VDC

vdc-operator

show aaa user default-role AAA

Cisco NX-OS Security
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Ml absolute

absolute

absolute
no
[sequence-number] absolute [start time date] [end time date]
no {sequence-number | absolute [start time date] [end time date]}
sequence-number
1 4294967295
10
10
resequence
start time date permit
deny
permit deny
time date
end time date permit deny
permit deny
time date

network-admin
vdc-admin

4.0(0)

Cisco NX-OS Security Release 4.0
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start end

time hours:minutes hours:minutes:seconds 24
24 8:00a.m. 8:00 8:00p.m. 20:00

date day month year

23:59:59 31 December 2037

2007 9 17 7 2007 9 19

switch# config t
switch(config)# time-range conference-remote-access

absolute H

00:00:00 1 January 1970

11

59 59

switch(config-time-range)# absolute start 07:00 17 September 2007 end 23:59:59 19

September 2007

periodic

time-range IPv4 ACL

Cisco NX-OS Security
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Wl accept-lifetime

accept-lifetime
accept-lifetime
no
accept-lifetime [local] start-time [duration duration-value | infinite | end-time]

no accept-lifetime [local] start-time [duration duration-value | infinite | end-time]

local
start-time end-time
uTC
start-time
start-time
duration duration-value 2147483646
68
infinite
end-time
time of day date
infinite
network-admin
vdc-admin
4.0(1)
uTC
infinite
start-time end-time
hour[:minute[:second]] month day year
24 24 8:00 am. 8:00 8:00p.m. 20:00
start-time  00:00:00 Jan 1 1970 start-time  23:59:59 Dec 31 2037
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accept-lifetime W

2008 6 13 2008 8 12 11 59 59

switch# configure terminal
switch(config)# key chain glbp-keys
switch(config-keychain)# key 13

switch(config-keychain-key)# accept-lifetime 00:00:00 Jun 13 2008 23:59:59 Sep 12 2008
switch(config-keychain-key) #

key
keychain

key-string

send-lifetime

show key chain
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Wl action

action

VLAN Access Control List VACL; VLAN permit
action
action no

action drop [log]

no action drop [log]

action forward [capture]

no action forward [capture]

action redirect {ethernet slot/port | port-channel channel-number.subinterface-number}

no action redirect {ethernet slot/port | port-channel channel-number.subinterface-number}

drop

log drop

forward

capture

redirect

ethernet slot/port

port-channel
channel-number.subinterface-
number

S

channel-number subinterface-number

VALN

network-admin
vdc-admin

4.0(0)

Cisco NX-OS Security Release 4.0
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action H

action match ACL

vlan-map-01 VLAN ip-acl-01 IPv4 ACL

ACL

switch# config t
switch(config)# vlan access-map vlan-map-01
switch(config-access-map)# match ip address ip-acl-01
switch(config-access-map)# action forward
switch(config-access-map)# statistics
match VLAN ACL
show vlan access-map 1 VLAN
show vlan filter VLAN
statistics Access Control List ACL; VLAN
vlan access-map VLAN
vlan filter 1 VLAN VLAN

Cisco NX-OS Security R
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M arp access-list

arp access-list

Address Resolution Protocol ARP; ACL ARP ACL

ARP arp access-list
ARP ACL no

arp access-list access-list-name

no arp access-list access-list-name

access-list-name ARP ACL 64

network-admin
vdc-admin

4000

DHCP ARP ACL ARP

ARP ACL

arp access-list ARP

ARP deny permit
ACL ACL

ARP ACL VLAN ip arp inspection filter

arp-acl-01 ARP ACL ARP

switch# conf t
switch(config)# arp access-list arp-acl-01
switch(config-arp-acl) #

deny ARP ARP ACL

ip arp inspection filter ARP ACL VLAN

permit ARP ARP ACL

show arp access-lists ARP ACL ARP ACL

Cisco NX-OS Security Release 4.0
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C Cisco NX-OS Security

class

class
no

class {class-map-name [insert-before class-map-name2] | class-default}

no class class-map-name

class-map-name

insert-before class-map-name2

class-default

network-admin
vdc-admin

4.0(1)

Virtual Device Context VDC;

Cisco NX-OS Security Release 4.0
| oL-15811-01-J



W class

switch# config t

switch(config)# policy-map type control-plane PolicyMapA
switch(config-pmap)# class ClassMapA

swtich (config-pmap-c)

switch# config t
switch(config)# policy-map type control-plane PolicyMapA
switch(config-pmap)# no class ClassMapA

policy-map type control-plane

show policy-map type
control-plane

Cisco NX-OS Security Release 4.0
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class-map type control-plane W

class-map type control-plane

class-map type control-plane
no

class-map type control-plane [match-all | match-any] class-map-name

no class-map type control-plane [match-all | match-any] class-map-name

match-all

match-any

class-map-name
64

match-any

network-admin
vdc-admin

4.0(1)

match-all match-any

VDC

switch# config t
switch(config)# class-map type control-plane ClassMapA
switch(config-cmap) #

switch# config t
switch(config)# no class-map type control-plane ClassMapA

class-default

show class-map type
control-plane

Cisco NX-OS Security

| oL-15811-01-J



M clear access-list counters

clear access-list counters

1 IPv4 Access Control List ACL;
ACL clear access-list counters

clear access-list counters [access-list-name]

MAC

access-list-name ACL

64

EXEC

network-admin
vdc-admin

4.0(1)

IPv4 ACL MAC ACL
switch# clear access-list counters
switch#

acl-ipv4-01 IPv4 ACL

switch# clear access-list counters acl-ipv4-01
switch#

clear ip access-list counters IPv4 ACL

clear mac access-list counters MAC ACL

show access-lists 1 IPv4 ACL MAC ACL

Jll_ Cisco NX-OS Security Release 4.0
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clear accounting log

clear accounting log

network-admin
vdc-admin

clear accounting log

clear accountinglog W

4.0(0)

VDC VDC1

switch# clear accounting log

show accounting log

Cisco NX-OS Security
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M clear copp statistics

clear copp statistics

CoPP clear copp statistics

clear copp statistics

network-admin
vdc-admin

4.0(1)

VDC

switch# clear copp statistics

show policy-map interface CoPP
control-plane

Cisco NX-OS Security Release 4.0
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clear dotlx

clear dotix W

802.1X clear dotlx
clear dotlx {all | interface ethernet slot/port}

all 802.1X

interface ethernet slot/port 802.1X

network-admin
vdc-admin

4.0(1)

802.1X feature dotlx

802.1X

switch# clear dotlx all

802.1X

switch# clear dotlx interface ethernet 1/1

feature dotlx 802.1X

show dotlx all 802.1X

Cisco NX-OS Security
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W clear eou

clear eou

Extensible Authentication Protocol over User Datagram Protocol EAPoUDP
clear eou

clear eou {all | authentication {clientless | eap | static} | interface ethernet slot/port | ip-address
ipv4-address | mac-address mac-address | posturetoken type}

all EAPoUDP
authentication EAPoUDP

clientless

eap EAPoUDP

static

interface ethernet slot/port
ip-address ipv4-address IPv4 AB.C.D

mac-address mac-address MAC

posturetoken type

network-admin
vdc-admin

4.0(1)

feature eou EAPoUDP clear eou
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switch# clear

switch# clear

switch# clear

IP

switch# clear

MAC

switch# clear

switch# clear

EAPoUDP

eou all

EAPoUDP

eou authentication static

EAPoUDP

eou interface ethermet 1/1

EAPoUDP

eou ip-address 10.10.1.1

EAPoUDP

eou mac-address 0019.076c.dac4

Checkup EAPoUDP

eou posturetoken healthy

cleareou W

feature eou

EAPoUDP

show eou

EAPoUDP

Cisco NX-OS Security
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W clear hardware rate-limiter

clear hardware rate-limiter

clear hardware rate-limiter

clear rate-limiter {access-list-log | all | copy | layer-2 storm-control | layer-3 {control | glean | mtu |
multicast {directly-connected | local-groups | rpf-leak} | ttl} | receive}

access-list-log

all
copy
layer-2 storm-control 2
layer-3 3
control 3
glean 3
mtu 3 maximum transmission unit; MTU
multicast 3
directly-connected 3
local-groups 3
rpf-leak 3 RPE
ttl 3 Time-to-Live TTL;
receive
network-admin
4.0(2)
VvDC

Cisco NX-OS Security Release 4.0
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switch#

switch#

switch#

switch#

switch#

switch#

clear hardware

clear hardware

2

clear hardware

3

clear hardware

clear hardware

clear hardware

rate-limiter

rate-limiter

rate-limiter

rate-limiter

rate-limiter

rate-limiter

clear hardware rate-limiter W

all

access-list-log

layer-2 storm-control

layer-3 glean

layer-3 multicast directly-connected

receive

platform rate-limit

show hardware rate-limit

Cisco NX-OS Security Rel
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M clear ip access-list counters

clear ip access-list counters

1 IPv4 ACL

clear ip access-list counters [access-list-name]

clear ip access-list counters

access-list-name

IPv4 ACL 64
EXEC
network-admin
vdc-admin
4.0(1)
IPv4 ACL
switch# clear ip access-list counters
switch#
acl-ipv4-101 IP ACL
switch# clear ip access-list counters acl-ipv4-101
switch#
clear access-list counters IPv4 ACL MAC ACL
clear mac access-list counters MAC ACL
show access-lists 1 IPv4 ACL MAC ACL
show ip access-lists 1 IPv4 ACL
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clear ip arp inspection log W

clear ip arp inspection log

Dynamic Address Resolution Protocol ARP; Inspection DA,
ARP clear ip arp inspection log

clear ip arp inspection log

network-admin

vdc-admin
4.0(1)

DAI
switch# clear ip arp inspection log
switch#
ip arp inspection log-buffer DAI
show ip arp inspection DAI
show ip arp inspection log DAI
show ip arp inspection statistics DAI
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M clear ip arp inspection statistics vian

clear ip arp inspection statistics vian

VLAN DAl

clear ip arp inspection statistics vlan

clear ip arp inspection statistics vlan vlan-list

vlan vlan-list DAI
vlan-list VLAN ID VLAN ID
ID Examples VLAN ID
1 4094

network-admin

vdc-admin

4.0(1)

VLAN 2 DAI

switch# clear ip arp inspection statistics vlan 2

switch#

VLANS5 12 DAl

switch# clear ip arp inspection statistics vlan 5-12

switch#

VLAN 2 VLANS 12 DAl

switch# clear ip arp inspection statistics vlan 2,5-12

switch#

clear ip arp inspection log DAI

ip arp inspection log-buffer DAI

show ip arp inspection DAI

show ip arp inspection vlan VLAN DAl
Release 4.0
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clear ip device tracking

clear ip device tracking WM

IP clear ip device tracking
clear ip device tracking {all | interface ethernet slot/port | ip-address ipv4-address | mac-address
mac-address}
all IP
interface ethernet slot/port IP
ip-address ipv4-address A.B.CD 1Pv4 1P
mac-address mac-address XXX XXX XXXX MAC IP
network-admin
vdc-admin
VvDC
4.0(1)
IP
switch# clear ip device tracking all
IP
switch# clear ip device tracking interface ethernet 1/1
IP IP
switch# clear ip device tracking ip-address 10.10.1.1
MAC IP
switch# clear ip device tracking mac-address 000c.30da.86£f4
ip device tracking IP
show ip device tracking [P

Cisco NX-OS Security
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W clear ip dhcp snooping binding

clear ip dhcp snooping binding

DHCP clear ip dhcp snooping binding

clear ip dhcp snooping binding

clear ip dhcp snooping binding [vlan vlan-id mac mac-address ip ip-address interface ethernet

slot/port[.subinterface-number]]

clear ip dhcp snooping binding [vlan vlan-id mac mac-address ip ip-address interface port-channel

channel-number[.subchannel-number]]

vlan vlan-id vlan-id
VLAN ID DHCP
mac-address mac-address MAC
16 mac-address
ip ip-address IPv4
10 ip-address
interface ethernet slot/port
.subinterface-number
N
port subinterface-number
interface port-channel
channel-number
.subchannel-number
N
channel-number subchannel-number

network-admin
vdc-admin
VDC
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clear ip dhcp snooping binding WM

4.0(1)
4.0(3)

vlan

DHCP

switch# clear ip dhcp snooping binding
switch#

DHCP

switch# clear ip dhcp snooping binding vlan 23 mac 0060.3aeb.54f0 ip 10.34.54.9
interface ethermnet 2/11
switch#

ip dhcp snooping DHCP
show ip dhcp snooping DHCP

show ip dhcp snooping IP IP-MAC
binding

show ip dhcp snooping DHCP
statistics

show running-config IP DHCP
dhcp
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M clear mac access-list counters

clear mac access-list counters

1 MAC ACL clear mac access-list counters

clear mac access-list counters [access-list-name]

access-list-name MAC ACL 64

EXEC

network-admin
vdc-admin

4.0(1)

MAC ACL

switch# clear mac access-list counters
switch#

acl-mac-0060 MAC ACL
switch# clear mac access-list counters acl-ipv4-0060
switch#
clear access-list counters IPv4 ACL MAC ACL
clear ip access-list counters IPv4 ACL
show access-lists 1 IPv4 ACL MAC ACL
show mac access-lists 1 MAC ACL
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clear port-security W

clear port-security

MAC
MAC clear port-security

clear port-security {dynamic} {interface ethernet slot/port | address address} [vlan vlan-id]

dynamic MAC
interface ethernet MAC
slot/port

address address MAC address MAC

vlan vlan-id MAC VLAN VLAN
ID 1 4096

dynamic

network-admin
vdc-admin

4.0(1)

feature port-security clear
port-security

MAC 2/1

switch# config t
switch(config)# clear port-security dynamic interface ethernet 2/1

MAC 0019.D2D0.00AE

switch# config t
switch(config)# clear port-security dynamic address 0019.D2D0.00AE

debug port-security
feature port-security

show port-security

switchport port-security 2
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M clear ssh hosts

clear ssh hosts

VDC  Secure Shell SSH; clear ssh hosts

clear ssh hosts

network-admin
vdc-admin

4.0(1)

SSH

switch# clear ssh hosts

ssh server enable  SSH

Cisco NX-OS Security Release 4.0
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clearuser W

clear user

VvDC clear user

clear user user-id

user-id ID

network-admin
vdc-admin

4.0(0)

show users

SSH

switch# clear user userl

show users
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W cts device-id

cts device-id

Cisco TrustSec ID cts device-id

cts device-id device-id password [7] password

device-id  Cisco TrustSec ID
32
7
password  EAP-FAST
password 32
Cisco TrustSec ID

network-admin

vdc-admin
4.0(1)
feature cts Cisco TrustSec
Cisco TrustSec ID Cisco TrustSec
Advanced Services
Cisco TrustSec ID

switch# config t
swtich(config)# cts device-id DeviceA password Cisco321

feature cts Cisco TrustSec
show cts credentials Cisco TrustSec

Cisco NX-OS Security Release 4.0
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cts dotlx

ctsdotix W

Cisco TrustSec Cisco TrustSec 802.1X
cts dotlx
no
cts dotlx
no cts dotlx
network-admin
vdc-admin
4.0(2)
feature cts Cisco TrustSec

shutdown/no shutdown

Advanced Services

Cisco TrustSec

switch# config t

switch(config)# interface ethernet 2/3
switch(config-if)# cts dotlx
switch(config-if-cts-dotlx)# exit
switch(config-if)# shutdown
switch(config-if)# no shutdown

Cisco TrustSec

switch# config t

switch(config)# interface ethernet 2/3
switch(config-if)# no cts dotlx
switch(config-if)# shutdown
switch(config-if)# no shutdown

feature cts Cisco TrustSec

show cts interface Cisco TrustSec

Cisco NX-OS Security
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Wl cts manual

cts manual

Cisco TrustSec cts manual
no

cts manual

no cts manual
network-admin
vdc-admin
4.0(1)

feature cts Cisco TrustSec

shutdown/no shutdown

Advanced Services

Cisco TrustSec

switch# config t

switch(config)# interface etherent 2/4
switch(config-if)# cts manual
switch(config-if-cts-manual)#

Cisco TrustSec

switch# config t

switch(config)# interface etherent 2/4
switch(config-if)# no cts manual
switch(config-if)# shutdown
switch(config-if)# no shutdown

feature cts Cisco TrustSec
show cts interface Cisco TrustSec
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cts refresh role-based-policy

cts refresh role-based-policy W

Cisco Secure ACS Cisco TrustSec Security Group ACL SGACL;

ACL cts refresh role-based-policy

cts refresh role-based-policy

network-admin
vdc-admin

4.0(1)

feature cts

Advanced Services

Cisco TrustSec

switch# cts refresh role-based-policy

Cisco TrustSec

feature cts Cisco TrustSec

show cts role-based policy Cisco TrustSec SGACL

Cisco NX-OS Security
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W cts rekey

cts rekey

Cisco TrustSec

cts rekey ethernet slot/port

cts rekey

ethernet slot/port

network-admin
vdc-admin

4.0(0)

feature cts

Advanced Services

Cisco TrustSec

switch# cts rekey ethernet 2/3

Cisco TrustSec

feature cts Cisco TrustSec

show cts interface Cisco TrustSec
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cts role-based access-list W

cts role-based access-list

Cisco TrustSec SGACL ACL

cts role-based access-list SGACL
no

cts role-based access-list list-name

no cts role-based access-list list-name

list-name SGACL 32

network-admin
vdc-admin

4.0(1)

feature cts Cisco TrustSec

Advanced Services

Cisco TrustSec SGACL

switch# config t
switch(config)# cts role-based access-list MySGACL

switch (config-rbacl) #

Cisco TrustSec SGACL

switch# config t
switch(config)# no cts role-based access-list MySGACL

feature cts Cisco TrustSec
show cts role-based access-list  Cisco TrustSec SGACL
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W cts role-based enforcement

cts role-based enforcement

VLAN Virtual Routing and Forwarding Instance VREF; /

Cisco TrustSec SGACL

cts role-based enforcement

no cts role-based enforcement

VLAN
VRF

network-admin
vdc-admin

cts role-based enforcement
no

4.0(1)

feature cts

Advanced Services

VRF  Cisco TrustSec SGACL
switch# config t
switch(config)# cts role-based enforcement
VLAN  Cisco TrustSec SGACL

switch# config t
switch(config)# vlan 1
switch(config-vlan)# cts role-based enforcement

VRF  Cisco TrustSec SGACL

switch# config t
switch(config)# vrf context MyVRF
switch(config-vrf)# cts role-based enforcement

Cisco TrustSec SGACL

switch# config t
switch(config)# no cts role-based enforcement

Cisco TrustSec

feature cts Cisco TrustSec

show cts role-based enable Cisco TrustSec SGACL
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cts role-based sgt

SGACL  Cisco TrustSec Security Group Tag SGT,;

cts role-based sgt SGACL  SGT
no

cts role-based sgt {sgt-value | any | unknown} dgt {dgt-value | unknown}
access-list list-name

no cts role-based sgt {sgt-value | any | unknown} dgt {dgt-value | unknown}

cts role-based sgt W

sgt-value SGT 0 65533
any SGT

unknown SGT

dgt SGT

dgt-value SGT 0 65533

access-list list-name SGACL

network-admin

vdc-admin
4.0(2)
feature cts Cisco TrustSec
SGT SGACL
Advanced Services
SGACL  SGT

switch# config t
switch(config)# cts role-based sgt 3 dgt 10 access-list MySGACL

SGACL  SGT

switch# config t
switch(config)# no cts role-based sgt 3 sgt 10

feature cts Cisco TrustSec

show cts role-based policy SGACL  Cisco TrustSec SGT

Cisco NX-OS Security Rel
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W cts role-based sgt-map

cts role-based sgt-map

IP Cisco TrustSec SGT cts role-based sgt-map
SGT no

cts role-based sgt-map ipv4-address sgt-value

no cts role-based sgt-map ipv4-address

ipv4-address  |Pv4 AB.C.D
sgt-value SGT 0 65533
VLAN

VRF

network-admin
vdc-admin

4.0(0)

feature cts Cisco TrustSec

Cisco TrustSec IPv4

Advanced Services

Cisco TrustSec SGT

switch# config t
switch(config)# cts role-based sgt-map 10.10.1.1 3
switch(config-rbacl) #

Cisco TrustSec SGT

switch# config t
switch(config)# no ccts role-based sgt-map 10.10.1.1

feature cts Cisco TrustSec
show cts role-based sgt-map Cisco TrustSec SGT
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ctssgt W
Cisco TrustSec SGT cts sgt

cts sgt tag
tag Oxhhhh 16 SGT 0x0  Oxffff

network-admin
vdc-admin

4.0(0)

feature cts Cisco TrustSec

Advanced Services

Cisco TrustSec SGT

switch# config t
switch(config)# cts sgt 0x3

feature cts Cisco TrustSec

show cts environment-data Cisco TrustSec
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W cts sxp connection peer

Cts sxp connection peer

Cisco TrustSec

SGT Exchange Protocol SXP

SXP

cts sxp connection peer

no

cts sxp connection peer peer-ipv4-addr [source src-ipv4-addr] password [default | none | required
password] mode {speaker | listener} [vrf vrf-name]

no cts sxp connection peer peer-ipv4-addr [vrf vrf-name]

peer-ipv4-addr IPv4
source src-ipv4-addr IPv4
password SXP
default SXP SXP
none SXP
required password SXP
mode
speaker
listener
vrf vrf-name VRF
SXP
SXP IPv4

VRF

network-admin
vdc-admin

4.0(0)

Cisco TrustSec

IPv4
SXP IPv4

SXP

feature cts

IPv4

Cisco TrustSec

cts sxp default source-ip

Advanced Services

Release 4.0

cts sxp default password
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OL-15811-01-J |



cts sxp connection peer W

SXP

switch# config t

switch(config)# cts sxp connection peer 10.10.1.1 source 10.10.2.2 password default
mode listener

SXP

switch# config t
switch(config)# no cts sxp connection peer 10.10.1.1

cts sxp default password SXP
cts sxp default source-ip SXP IPv4
feature cts Cisco TrustSec

show cts sxp connection  Cisco TrustSec SXP

Cisco NX-OS Security Rel 4.0
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M cts sxp default password

cts sxp default password

SGT SXP cts sxp default password
no

cts sxp default password password

no cts sxp default password

password SXP
32
network-admin
vdc-admin
4.0(1)
feature cts Cisco TrustSec

Advanced Services

SXP

switch# config t
switch(config)# cts sxp default password Cisco654

SXP

switch# config t
switch(config)# no cts sxp default password

feature cts Cisco TrustSec
show cts sxp  Cisco TrustSec SXP

Cisco NX-OS Security Release 4.0
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cts sxp default source-ip W

cts sxp default source-ip

SGT SXP IPv4 cts sxp default source-ip
no

cts sxp default source-ip ipv4-address

no cts sxp default source-ip ipv4-address

ipv4-address SXP IPv4

network-admin
vdc-admin

4.0(1)

feature cts Cisco TrustSec

Cisco TrustSec IPv4

Advanced Services

SXP IP

switch# config t
switch(config)# cts sxp default source-ip 10.10.3.3

SXP IP

switch# config t
switch(config)# no cts sxp default source-ip

feature cts Cisco TrustSec
show cts sxp  Cisco TrustSec SXP

Cisco NX-OS Security Rel 4.0
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M cts sxp enable

cts sxp enable

SGT SXP cts sxp enable
no

cts sxp enable

no cts sxp enable

network-admin
vdc-admin

4.0(1)

feature cts Cisco TrustSec

Advanced Services

SXP

switch# config t
switch(config)# cts sxp enable
SXP

switch# config t
switch(config)# no cts sxp enable

feature cts Cisco TrustSec
show cts sxp  Cisco TrustSec SXP

Cisco NX-OS Security Release 4.0
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cts sxp reconcile-period

cts sxp reconcile-period W

switch# config t

switch(config)# cts sxp reconcile-period 120

SXP

switch# config t

switch(config)# no cts sxp reconcile-period

SGT SXP cts sxp reconcile-period
no

cts sxp reconcile-period seconds

no cts sxp reconcile-period
seconds 0 64000
60 1
network-admin
vdc-admin
4.0(1)

feature cts Cisco TrustSec
SXP
SXP SXP
NX-0S SGT
Y
SXP 0
Advanced Services
SXP

feature cts Cisco TrustSec

show cts sxp connection  Cisco TrustSec SXP

Cisco NX-OS Security
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M cts sxp retry-period

cts sxp retry-period

SGT SXP cts sxp retry-period
no

cts sxp retry-period seconds

no cts sxp retry-period

seconds 0 64000

120 2

network-admin

vdc-admin
4.0(1)
feature cts Cisco TrustSec
SXP NX-0S SXP SXP
NX-0S SXP
A Y
SXP 0
Advanced Services
SXP

switch# config t
switch(config)# cts sxp retry-period 120

SXP

switch# config t
switch(config)# no cts sxp retry-period

feature cts Cisco TrustSec

show cts sxp connection  Cisco TrustSec SXP
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D Cisco NX-OS Security

deadtime

RADIUS TACACS+ deadtime
no

deadtime minutes

no deadtime minutes

minutes 0 1440

N

RADIUS
TACACS+

network-admin
vdc-admin

4.0(1)

TACACS+ feature tacacs+

Cisco NX-OS Security Release 4.0
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M deadtime

RADIUS 2

switch# config t
switch(config)# aaa group server radius RadServer
switch(config-radius)# deadtime 2

TACACS+ 5

switch# config t

switch(config)# feature tacacs+

switch(config)# aaa group server tacacs+ TacServer
switch(config-tacacs+)# deadtime 5

switch# config t

switch(config)# feature tacacs+

switch(config)# aaa group server tacacs+ TacServer
switch(config-tacacs+)# no deadtime 5

aaa group server AAA
radius-server host RADIUS
show radius-server groups RADIUS
show tacacs-server groups TACACS+
feature tacacs+ TACACS+
tacacs-server host TACACS+

Cisco NX-OS Security Release 4.0
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deny ARP

deny ARP N

ARP ARP ACL deny
no

[sequence-number] deny ip {any | host sender-IP | sender-1P sender-1P-mask} mac {any | host
sender-MAC | sender-MAC sender-MAC-mask} [log]

[sequence-number] deny request ip {any | host sender-IP | sender-IP sender-1P-mask} mac {any | host
sender-MAC | sender-MAC sender-MAC-mask} [log]

[sequence-number] deny response ip {any | host sender-IP | sender-IP sender-1P-mask} {any | host
target-1P | target-IP target-IP-mask} mac {any | host sender-MAC |
sender-MAC sender-MAC-mask} [any | host target-MAC | target-MAC target-MAC-mask] [log]

no sequence—number

no deny ip {any | host sender-IP | sender-IP sender-IP-mask} mac {any | host sender-MAC |
sender-MAC sender-MAC-mask} [log]

no deny request ip {any | host sender-IP | sender-IP sender-IP-mask} mac {any | host sender-MAC |
sender-MAC sender-MAC-mask} [log]

no deny response ip {any | host sender-IP | sender-IP sender-1P-mask} {any | host target-1P | target-1P
target-1P-mask} mac {any | host sender-MAC | sender-MAC sender-MAC-mask} [any | host
target-MAC | target-MAC target-MAC-mask] [log]

sequence-number deny
ACL
1 4294967295
ACL 10
ACL
10
resequence
ip IP
any any
any IP IP
MAC MAC
host sender-IP ARP IP sender-1P
ARP sender-IP
10 IPv4
sender-1P IP IPv4
sender-1P-mask IPv4 sender-1P sender-1P-mask
10 sender-1P-mask
255.255.255.255 host
mac MAC

| oL-15811-01-J
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W deny ARP

host sender-MAC ARP MAC sender-MAC
ARP
sender-MAC 16 MAC
sender-MAC MAC MAC
sender-MAC-mask MAC sender-MAC sender-MAC-mask
16 sender-MAC-mask
FFffFAEFFAF host
log ARP
request ARP
N
request response
ARP
response ARP
)
request response
ARP
host target-IP ARP IP target-IP
ARP response
host target-1P target-1P
10 IPv4
target-1P IP IPv4
target-1P-mask IPv4 response
target-1P target-1P-mask target-1P target-1P-mask
10 target-1P-mask
255.255.255.255 host
host target-MAC ARP MAC target-MAC
ARP response
host target-MAC
target-MAC 16 MAC
target-MAC MAC MAC
target-MAC-mask MAC response
target-MAC target-MAC-mask target-MAC
target-MAC-mask 16
target-MAC-mask LHiiALALL host

ARP ACL

Cisco NX-OS Security
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deny ARP N

network-admin

vdc-admin
4.0(1)
ARP ACL
ACL
10
ARP ACL ACL

response request ARP

arp-acl-01 ARP ACL ARP

10.32.143.0 IP ARP

switch# conf t
switch(config)# arp access-list arp-acl-01
switch(config-arp-acl)# deny request ip 10.32.143.0 255.255.255.0 mac any

arp access-list ARP ACL

ip arp inspection filter ARP ACL VLAN

permit ARP ARP ACL

remark ACL

show arp access-list 1 ARP ACL

Cisco NX-OS Security Rel 4.0
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N deny IPv4

deny IPv4

IPv4 ACL deny
no

[sequence-number] deny protocol source destination [dscp dscp | precedence precedence] [fragments]
[log] [time-range time-range-name]

no deny protocol source destination [dscp dscp | precedence precedence] [fragments] [log] [time-range
time-range-name]

no sequence-number
Internet Control Message Protocol ICMP;

[sequence-number] deny icmp source destination [icmp-message] [dscp dscp | precedence precedence]
[fragments] [log] [time-range time-range-name]

Internet Group Management Protocol IGMP;

[sequence-number] deny igmp source destination [igmp-message] [dscp dscp | precedence precedence]
[fragments] [log] [time-range time-range-name]

IP 4 1Pv4

[sequence-number] deny ip source destination [dscp dscp | precedence precedence] [fragments] [log]
[time-range time-range-name]

Transmission Control Protocol TCP

[sequence-number] deny tcp source [operator port [port] | portgroup portgroup] destination [operator
port [port] | portgroup portgroup] [dscp dscp | precedence precedence] [fragments] [log]
[time-range time-range-name] [flags] [established]

User Datagram Protocol UDP;

[sequence-number] deny udp source [operator port [port] | portgroup portgroup] destination [operator
port [port] | portgroup portgroup] [dscp dscp | precedence precedence] [fragments] [log]
[time-range time-range-name]

Cisco NX-OS Security Release 4.0
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deny IPv4 ||
sequence-number deny
ACL
1 4294967295
ACL 10
ACL
10
resequence
protocol 0
255
e icmp— ICMP
protocol
icmp-message
e igmp — IGMP
protocol
igmp-type
e ip — IPv4
IPv4
dscp
fragments
log
precedence
time-range
e tcp— TCP
protocol
flags operator portgroup
established
e udp — UDP
protocol
operator portgroup
source IPv4
destination IPv4
Cisco NX-OS Security Rel 4.0
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N deny IPv4

dscp dscp IP DSCP 6
Differentiated Service DiffServ;
dscp
1
e 0 63—DSCP 6 10 10
DSCP 001010
e afll — Assured Forwarding AF; 1
001010

e afl2 —AF 1 001100

e afl3—AF 1 001110

e af2l —AF 2 010010

e af22 — AF 2 010100

e af23—AF 2 010110

e af3l —AF 3 011010

e af32 —AF 3 011100

e af33—AF 3 011110

e afdl — AF 4 100010

e afd2 — AF 4 100100

e af4d3— AF 4 100110

* sl — Class Selector CS; 1 1 001000

e ¢s2—CS2 2 010000

e ¢s3—CS3 3 011000

* cs4—CS4 4 100000

e ¢s5—CS5 5 101000

* (s6—CS6 6 110000

e cs7—CS7 7 111000

e default— DSCP 000000

e ef — Expedited Forwarding EF; 101110
precedence IP precedence precedence
precedence

precedence
e 0 7—IP precedence 3 10 3
DSCP 011

e critical — 5 101

e flash — 3 011

¢ flash-override — 4 100

e immediate — 2 010

e internet — 6 110

* network — 7 111

* priority — 1 001

* routine — 0 000

Cisco NX-OS Security Release 4.0
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deny IPv4 ||

fragments
4
TCP
4
log
e ACL
. TCP UDP ICMP
time-range time-range
time-range-name time-range-name 64
icmp-message ICMP ICMP
0 255 ICMP
1
igmp-message IGMP IGMP igmp-message
IGMP 0 15
1
e dvmrp — Distance Vector Multicast Routing Protocol DVMRP;
e host-query —
e host-report —
e pim—PIM
* trace —
operator port TCP UDP operator port
[port]
source destination
port TCP UDP
0 65535
TCP UDP
2 port operator
operator 1
* eq— port
o gt— port
o Jt— port
* neq — port
* range —?2 port port

2 port

| oL-15811-01-J
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N deny IPv4

portgroup TCP UDP portgroup IP
portgroup
portgroup 64
IP
source destination

IP object-group ip

port
flags TCP TCP flags

1

e ack

e fin

e psh

* st

* syn

e urg
established TCP TCP

ACK RST TCP
IPv4 ACL
ACL
10

IPv4 ACL

network-admin

vdc-admin
4.0(2)

IPv4 ACL ACL
source destination 1

1
source destination

Cisco NX-OS Security Release 4.0
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o |IP — IPv4
destination IPv4
object-group ip address

addrgroup address-group-name

lab-gateway-svrs 1Pv4
switch(config-acl)# deny ip any addrgroup lab-gateway-svrs

o — IPv4

IPv4-address network-wildcard

192.168.67.0 IPv4
source

switch(config-acl)# deny tcp 192.168.67.0 0.0.0.255 any

. Variable-Length Subnet Mask VLSM;
VLSM

IPv4-address/prefix-len

192.168.67.0 IPv4 VLSM
switch(config-acl)# deny udp 192.168.67.0/24 any
. — host IPv4

host IPv4-address

IPv4-address/32 IPv4-address 0.0.0.0
host 192.168.67.132 IPv4

switch(config-acl)# deny icmp host 192.168.67.132 any

. — any
any
any
ICMP
icmp-message ICMP 0 255
1

e administratively-prohibited —
e alternate-address —

e conversion-error —

e dod-host-prohibited —

e dod-net-prohibited —

e echo— PING

e echo-reply —

e general-parameter-problem —

deny IPv4 ||

source

destination

— IPv4

source

source

IPv4

Cisco NX-OS Security
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N deny IPv4

* host-isolated —

* host-precedence-unreachable — Host Unreachable
¢ host-redirect —

* host-tos-redirect — ToS

e host-tos-unreachable — ToS
* host-unknown —

¢ host-unreachable —

e information-reply —

e information-request —

* mask-reply —

* mask-request —

* mobile-redirect —

* net-redirect —

e net-tos-redirect — ToS

* net-tos-unreachable — ToS
* net-unreachable —

* network-unknown —

* no-room-for-option —

e option-missing —

e packet-too-big — DF
e parameter-problem —

e port-unreachable —

e precedence-unreachable —
e protocol-unreachable —

e reassembly-timeout —

e redirect —

* router-advertisement —

e router-solicitation —

e source-quench —

* source-route-failed —

e time-exceeded —

e timestamp-reply —

e timestamp-request —

e traceroute —

e ttl-exceeded — Time-To-Live TTL;
* unreachable —

TCP

protocol tep port TCP 0 65535
1

bgp — Border Gateway Protocol BGP; 179

chargen — Character Generator 19

cmd — remd 514

Cisco NX-OS Security Release 4.0
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deny
daytime — 13
discard — 9
domain — 53
drip — RIP 3949
echo — 7
exec — EXEC rsh 512
finger — Finger 79
ftp — Fingerile Transfer Protocol FTP; 21
ftp-data — FTP 2
gopher — Gopher 7
hostname — NIC 11
ident — Ident 113
irc — Internet Relay Chat IRC; 194
klogin — Kerberos 543
kshell — Kerberos 544
login — rlogin 513
Ipd — 515
nntp — Network News Transport Protocol NNTP 119
pim-auto-rp — PIM Auto-RP 496
pop2 — POPv2 19
pop3 —POPvV3 11
smtp — Simple Mail Transport Protocol SMTP 25
sunrpc — Sun Remote Procedure Call SunRPC 111
tacacs — TAC Access Control System TACACS 49
talk — Talk 517
telnet — Telnet 23
time — Time 37
uucp — UNIX-to-UNIX Copy Program 54
whois — WHOIS/NICNAME 43
www — World Wide Web HTTP 8
UDP
protocol udp port UDP 0 65535
1
biff — biff comsat 512
bootpc — Bootstrap Protocol BOOTP; 68

| oL-15811-01-J
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N deny IPv4

bootps — BOOTP 67

discard — 9

dnsix — DNSIX 195
domain — DNS 53
echo — 7

isakmp — Internet Security Association and Key Management Protocol ISAKMP 5

mobile-ip — Mobile IP 434

nameserver — IEN116 42
netbios-dgm — NetBIOS 138
netbios-ns — NetBIOS 137
netbios-ss — NetBIOS 139

non500-isakmp — Internet Security Association and Key Management Protocol ISAKMP 45
ntp — Network Time Protocol NTP; 123

pim-auto-rp — PIM Auto-RP 496

rip — RIP in.routed 52
snmp — Simple Network Management Protocol SNMP; 161
snmptrap — SNMP 162

sunrpc — Sun Remote Procedure Call SunRPC 111
syslog — 514

tacacs — TAC Access Control System TACACS 49
talk — Talk 517

tftp — TFTP 69

time — Time 37

who — who rwho 513

xdmcp — X DMCP 177

10.23.0.0 10.176.0.0 192.168.37.0 10.176.0.0 TCP UDP
IPv4
acl-lab-01 IPv4 ACL

switch# config t

switch(config)# ip access-list acl-lab-01
switch(config-acl)# deny tcp 10.23.0.0/16 10.176.0.0/16
switch(config-acl)# deny udp 10.23.0.0/16 10.176.0.0/16
switch(config-acl)# deny tcp 192.168.37.0/16 10.176.0.0/16
switch(config-acl)# deny udp 192.168.37.0/16 10.176.0.0/16
switch(config-acl)# permit ip any any

Cisco NX-OS Security Release 4.0
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deny IPv4 ||

eng_workstations IPv4 marketing_group
IP IP
IPv4 acl-eng-to-marketing
IPv4 ACL

switch# config t

switch(config)# ip access-list acl-eng-to-marketing

switch(config-acl)# deny ip addrgroup eng workstations addrgroup marketing group
switch(config-acl)# permit ip any any

ip access-list IPv4 ACL

object-group ip address  |Pv4

object-group ip port IP

permit IPv4 IPv4 ACL

remark IPv4 ACL

show ip access-list IPv4 ACL 1 IPv4 ACL
statistics per-entry ACL

time-range

Cisco NX-OS Security Rel 4.0
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N deny MAC

deny MAC

MAC Access Control List ACL;
+ deny
no

[sequence-number] deny source destination [protocol] [cos cos-value] [vlan VLAN-ID]
no deny source destination [protocol] [cos cos-value] [vlan VLAN-ID]

no sequence—number

sequence-number deny
ACL
1 4294967295
ACL 10
ACL
10
resequence
source MAC
destination MAC
protocol 0x0
Oxffff
MAC
cos cos-value cos-value Class of Service CoS;
IEEE 802.1Q
cos-value 0o 7
vlan VLAN-ID VLAN ID IEEE 802.1Q
VLAN-ID
1 4094
MAC ACL
ACL
10
MAC ACL

network-admin
vdc-admin

Cisco NX-OS Security Release 4.0
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deny MAC ||

4.0(1)
MAC ACL ACL
source destination 2
1
source destination
o — MAC 1
MAC-address MAC-mask
MAC 00c0.4f03.0a72  source
switch(config-acl)# deny 00c0.4£03.0a72 0000.0000.0000 any
MAC 00603e MAC destination
switch(config-acl)# deny any 0060.3e00.0000 0000.0000.0000
. —any MAC
any
any
MAC
protocol MAC 0x
4 16 0x0  Oxffff

e aarp — AppleTalk ARP 0x80f3

e appletalk — AppleTalk 0x809b

e decnet-iv — DECnet Phase IV 0x6003

e diagnostic — DEC Diagnostic Protocol 0x6005
e etype-6000 — EtherType 0x6000 0x6000

e etype-8042 — EtherType 0x8042 0x8042

e ip—IPv4 0x0800

e lat— DEC LAT 0x6004

e lavc-sca— DEC LAVC SCA 0x6007

e mop-console — DEC MOP Remote Console 0x6002
e  mop-dump — DEC MOP Dump 0x6001

¢ vines-echo — VINES Echo 0xObaf

Cisco NX-OS Security R
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N deny MAC

2 MAC IPv4
mac-ip-filter MAC ACL

switch# config t
switch(config)# mac access-list mac-ip-filter

switch(config-mac-acl)# deny 00c0.4£00.0000 0000.00ff.£f£f£ff 0060.3e00.0000
0000.00f£.£££ff ip

switch(config-mac-acl)# permit any any

mac access-list MAC ACL

permit MAC MAC ACL

remark ACL

show mac access-list 1 MAC ACL
statistics per-entry ACL

Cisco NX-OS Security Release 4.0
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deny

SGACL
deny

ACL

deny

no

acL N

deny {all | icmp | igmp | ip | {{tcp | udp} [{src | dest} {{eq | gt | It | neq} port-number} |
range port-numberl port-number2}]}

no deny {all | icmp | igmp | ip | {{tcp | udp} [{src | dest} {{eq | gt | It | neq} port-number} |
range port-numberl port-number2}]}

all

icmp ICMP

igmp IGMP

ip IP

tcp TCP

udp UDP

src

dest

eq

gt

It

neq

port-number  TCP UDP 0 65535

range TCP UDP

port-numberl 0 65535

port-number2 0 65535
ACL

network-admin
vdc-admin

4.0(1)

feature cts

Advanced Services

Cisco NX-OS Security
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N deny ACL

SGACL

switch# config t

switch(config)# cts role-based access-list MySGACL
switch(config-rbacl)# deny icmp

SGACL

switch# config t

switch(config)# cts role-based access-list MySGACL
switch(config-rbacl)# no deny icmp

cts role-based access-list Cisco TrustSec SGACL

feature cts Cisco TrustSec

show cts role-based access-list  Cisco TrustSec SGACL
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description

description

description
no

description "'text"’

no description

Ttext
100

network-admin
vdc-admin

VDC

4.0(1)

switch# config t
switch(config)# identity policy AdminPolicy
switch(config-id-policy)# description "Administrator identity policy"

switch# config t
switch(config)# identity policy AdminPolicy
switch(config-id-policy)# no description

identity policy

show identity policy

Cisco NX-OS Security R
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N description

description

description
no

description text

no description

text
128

network-admin
vdc-admin

4.0(1)

switch# config t
switch(config)# role name MyRole
switch(config-role)# description User role for my user account.

switch# config t
switch(config)# role name MyRole
switch(config-role)# no description

role name

show role

Cisco NX-OS Security Release 4.0
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device

Extensible Authentication Protocol over User Datagram Protocol EAPoUDP

no

device

device W

device {authenticate | not-authenticate} {ip-address ipv4-address [subnet-mask] | mac-address

mac-address [mac-address-mask]} policy policy-name

no device {authenticate | not-authenticate} {ip-address ipv4-address [subnet-mask] | mac-address

mac-address [mac-address-mask]} policy policy-name

authenticate

not-authenticate

ip-address ipv4-address IPv4 AB.C.D
subnet-mask IPv4 IPv4
mac-address mac-address MAC XXXXK XXX X XXXX

mac-address-mask

MAC

policy policy-name

network-admin
vdc-admin
VDC

4.0(0)

Cisco NX-OS Security

| oL-15811-01-J



H device

EAPoUDP

switch# config t
switch(config)# identity profile eapoupd
switch(config-id-policy)# device authenticate 10.10.1.1 255.255.255.245 policy

AdminPolicy

EAPoUDP

switch# config t

switch(config)# identity profile eapoupd

switch(config-id-policy)# no device authenticate 10.10.2.2 255.255.255.245 policy
UserPolicy

identity policy

show identity policy

Cisco NX-OS Security Release 4.0
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dotix defauit W

dotlx default

802.1X dotlx
default

dotlx default

network-admin
vdc-admin

4.0(0)

802.1X feature dotlx

802.1X

switch# config t
switch(config)# dotlx default

802.1X

switch# config t
switch(config)# interface ethernet 2/1
switch(config-if)# dotlx default

feature dotlx 802.1X
show dotlx 802.1X
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Ml dot1x host-mode

dotlx host-mode

1 802.1X dotlx
host-mode no

dotlx host-mode {multi-host | single-host}

no dotlx host-mode

mutli-host 802.1X
single-host 1 802.1X
single-host

network-admin
vdc-admin

4.0(1)

802.1X feature dotlx

802.1X

switch# config t
switch(config)# interface ethernet 2/1
switch(config-if)# dotlx host-mode multi-host

switch# config t
switch(config)# interface ethernet 2/1
switch(config-if)# no dotlx host-mode

feature dotlx 802.1X
show dotlx all 802.1X
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dot1x initialize W

dotlx initialize

802.1X dotlx initialize

dotlx initialize [interface ethernet slot/port]

interface ethernet slot/port 802.1X

network-admin
vdc-admin

4.0(0)

802.1X feature dotlx

NX-0S 802.1X

switch# dotlx initialize

802.1X

switch# dotlx initialize interface ethernet 2/1

feature dotlx 802.1X

show dotlx all 802.1X
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M dot1x mac-auth-bypass

dotlx mac-auth-bypass

802.1X MAC
dotlx mac-auth-bypass MAC
no

dotlx mac-auth-bypass [eap]

no dotlx mac-auth-bypass

eap Extensible Authentication Protocol EAP

network-admin
vdc-admin

4.0(1)

802.1X feature dotlx

MAC

switch# config t
switch(config)# interface ethernet 1/1
switch(config-if)# dotlx mac-auth-bypass

MAC

switch# config t
switch(config)# interface ethernet 1/1
switch(config-if)# no dotlx mac-auth-bypass

feature dotlx 802.1X
show dotlx all 802.1X
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dotlx max-reauth-req

NX-0S

no

dotlx max-reauth-req retry-count

no dotlx max-reauth-req

dotlx max-reauth-req

dot1x max-reauth-req M

retry-count

network-admin
vdc-admin

4.0(1)

802.1X feature dotlx

switch# config t
switch(config)# interface ethernet 1/1
switch(config-if)# dotlx max-reauth-req 3

switch# config t
switch(config)# interface ethernet 1/1
switch(config-if)# no dotlx max-reauth-req

feature dotlx 802.1X

show dotlx all 802.1X
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Ml dot1x max-req

dotlx max-req

802.1X NX-0S
dotlx max-req no

dotlx max-req retry-count

no dotlx max-req

retry-count 802.1X

1 10
2
network-admin
vdc-admin
4.0(2)
802.1X feature dotlx
802.1X

switch# config t
switch(config)# dotlx max-req 3

802.1X

switch# config t
switch(config)# no dotlx max-req

switch# config t
switch(config)# interface ethernet 1/1
switch(config-if)# dotlx max-req 4
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dotix max-req M

switch# config t
switch(config)# interface ethernet 1/1
switch(config-if)# no dotlx max-req

feature dotlx 802.1X

show dotlx all 802.1X
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M dot1x port-control

dotlx port-control

802.1X dotlx port-control
no

dotlx port-control {auto | force-authorized | force-unauthorized}

no dotlx port-control {auto | force-authorized | force-unauthorized}

auto 802.1X
force-authorized 802.1X

force-unauthorized

force-authorized

network-admin
vdc-admin

4.0(0)

802.1X feature dotlx

802.1X

switch# config t
switch(config)# interface ethernet 2/1
switch(config-if)# dotlx port-control auto

802.1X

switch# config t
switch(config)# interface ethernet 2/1
switch(config-if)# dotlx port-control auto

feature dotlx 802.1X
show dotlx interface ethernet 802.1X
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dot1x radius-accounting W

dotlx radius-accounting

802.1X RADIUS dotlx radius-accounting
no

dotlx radius-accounting

no dotlx radius-accounting

network-admin

vdc-admin

4.0(1)

802.1X feature dotlx
802.1X RADIUS

switch# config t
switch(config)# dotlx radius-accounting

802.1X RADIUS

switch# config t
switch(config)# no dotlx radius-accounting

feature dotlx 802.1X

show running-config dotlx all 802.1X
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W dotix re-authentication EXEC

dotlx re-authentication EXEC

802.1X dotlx re-authentication

dotlx re-authentication [interface ethernet slot/port]

interface ethernet slot/port

EXEC

network-admin
vdc-admin

4.0(0)

802.1X feature dotlx

802.1X

switch# dotlx re-authentication

802.1X

switch# dotlx re-authentication interface ethernet 2/1

feature dotlx 802.1X
show dotlx all 802.1X
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dot1x re-authentication

dotlx re-authentication

802.1X

dotlx re-authentication

no dotlx re-authentication

network-admin
vdc-admin

no

dotlx re-authentication

4.0(0)

802.1X feature dotlx

802.1X

switch# config t
switch(config)# dotlx re-authentication

802.1X

switch# config t
switch(config)# no dotlx re-authentication

802.1X

switch# config t
switch(config)# interface ethernet 2/1
switch(config-if)# dotlx re-authentication

NX-0S

Cisco NX-OS Security
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W dotix re-authentication

802.1X

switch# config t
switch(config)# interface ethernet 2/1
switch(config-if)# no dotlx re-authentication

feature dotlx 802.1X

show dotlx all 802.1X
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dotlx system-auth-control

dot1x system-auth-control W

802.1X dotlx system-auth-control 802.1X
no

dotlx system-auth-control

no dotlx system-auth-control
network-admin
vdc-admin
4.0(2)
dotlx system-auth-control 802.1X
802.1X feature dotlx

802.1X

switch# config t

switch(config)# no dotlx system-auth-control

802.1X

switch# config t

switch(config)# dotlx system-auth-control

feature dotlx 802.1X

show dotlx 802.1X
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M dot1x timeout quiet-period

dotlx timeout quiet-period

802.1X dotlx
timeout quiet-period no

dotlx timeout quiet-period seconds

no dotlx timeout quiet-period

seconds 802.1X 1 65535

60

network-admin
vdc-admin

4.0(1)

802.1X

802.1X feature dotlx

802.1X
switch# config t

switch(config)# dotlx timeout quiet-period 45

802.1X

switch# config t
switch(config)# no dotlx timeout quiet-period

Cisco NX-OS Security Release 4.0
[ 104 | oL-15811-01-J |



802.1X

switch# config t
switch(config)# interface ethernet 1/1
switch(config-if)# dotlx timeout quiet-period 50

802.1X
switch# config t

switch(config)# interface ethernet 1/1
switch(config-if)# no dotlx timeout quiet-period

dot1x timeout quiet-period W

feature dotlx 802.1X

show dotlx all 802.1X
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M dot1x timeout ratelimit-period

dotlx timeout ratelimit-period

802.1X dotlx
timeout ratelimit-period no

dotlx timeout ratelimit-period seconds

no dotlx timeout ratelimit-period

seconds 802.1X 1 65535

network-admin
vdc-admin

4.0(0)

802.1X
EAPOL-Start

802.1X feature dotlx

802.1X

switch# config t
switch(config)# interface ethernet 2/1
switch(config-if)# dotlx timeout ratelimit-period 60

802.1X

switch# config t
switch(config)# interface ethernet 2/1
switch(config-if)# dotlx timeout ratelimit-period 60

feature dotlx 802.1X

show dotlx interface ethernet 802.1X
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dot1x timeout re-authperiod W

dotlx timeout re-authperiod

802.1X
dotlx timeout re-authperiod
no

dotlx timeout re-authperiod seconds

no dotlx timeout re-authperiod

seconds 802.1X 1 65535

3600

network-admin
vdc-admin

4.0(0)

802.1X

802.1X feature dotlx

802.1X

switch# config t
switch(config)# dotlx timeout re-authperiod 3000

802.1X

switch# config t
switch(config)# interface ethernet 1/1
switch(config-if)# dotlx timeout re-authperiod 3300

feature dotlx 802.1X
show dotlx all 802.1X
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Ml dot1x timeout server-timeout

dotlx timeout server-timeout

802.1X dotlx timeout server-timeout
no
dotlx timeout server-timeout seconds
no dotlx timeout server-timeout
seconds 802.1X 1 65535

30

network-admin

vdc-admin
4.0(1)
802.1X NX-0S
802.1X feature dotlx
~
802.1X

switch# config t
switch(config)# interface ethernet 2/1
switch(config-if)# dotlx timeout server-timeout 45

802.1X

switch# config t
switch(config)# interface ethernet 2/1
switch(config-if)# dotlx timeout server-timeout 45

feature dotlx 802.1X

show dotlx interface ethernet 802.1X
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dotlx timeout supp-timeout

802.1X

dotlx timeout supp-timeout seconds

no dotlx timeout supp-timeout

dot1x timeout supp-timeout W

dotlx timeout supp-timeout
no

seconds 802.1X

65535

30

network-admin

vdc-admin
4.0(1)
802.1X NX-0S
EAP NX-0S
802.1X feature dotlx
~
802.1X

switch# config t
switch(config)# interface ethernet 2/1
switch(config-if)# dotlx timeout supp-timeout 45

802.1X

switch# config t
switch(config)# interface ethernet 2/1
switch(config-if)# no dotlx timeout supp-timeout

feature dotlx 802.1X

show dotlx interface ethernet 802.1X
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M dot1x timeout tx-period

dotlx timeout tx-period

802.1X dotlx
timeout tx-period no

dotlx timeout tx-period seconds

no dotlx timeout tx-period

seconds 802.1X 1 65535

60

network-admin
vdc-admin

4.0(1)

802.1X NX-0S
EAP /

802.1X feature dotlx

802.1X

switch# config t
switch(config)# dotlx timeout tx-period 45

802.1X

switch# config t
switch(config)# no dotlx timeout tx-period
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802.1X

switch# config t
switch(config)# interface ethernet 1/1
switch(config-if)# dotlx timeout tx-period 45

802.1X
switch# config t

switch(config)# interface ethernet 1/1
switch(config-if)# no dotlx timeout tx-period

dot1x timeout tx-period W

feature dotlx 802.1X

show dotlx all 802.1X
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M dot1x timeout tx-period
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E Cisco NX-OS Security

eou allow clientless

Extensible Authentication Protocol over User Datagram
Protocol EAPoUDP eou allow clientless

no
eou allow clientless

no eou allow clientless

network-admin
vdc-admin

4.0(1)

EAPoUDP feature eou
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Wl eou allow clientless

EAPoUDP

switch# config t
switch(config)# eou allow clientless

EAPoUDP

switch# config t
switch(config)# no eou allow clientless

feature eou EAPoUDP

show eou EAPoUDP
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eou default W

eou default

EAPoUDP eou default

eou default

network-admin
vdc-admin

4.0(0)

EAPoUDP feature eou

EAPoUDP

switch# config t
switch(config)# eou default

EAPoUDP

switch# config t
switch(config)# interface ethernet 1/1
switch(config-if)# eou default

feature eou EAPoUDP
showeou  EAPoUDP
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W eou initialize

eou Initialize
EAPoUDP eou initialize

eou initialize {all | authentication {clientless | eap | static} | interface ethernet slot/port | ip-address
ipv4-address | mac-address mac-address | posturetoken name}

all EAPoUDP

authentication EAPoUDP
clientless

eap EAPoUDP

static

interface ethernet slot/port EAPoUDP
ip-address ipv4-address IPv4 EAPoUDP
mac-address mac-address MAC EAPoUDP
posturetoken name EAPoUDP

network-admin
vdc-admin

4.0(1)

EAPoUDP feature eou

EAPoUDP

switch# eou initialize all

EAPoUDP

switch# eou initialize authentication static

EAPoUDP

switch# eou initialize interface ethernet 1/1
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eou initialize W

IP EAPoUDP

switch# eou initialize ip-address 10.10.1.1

MAC EAPoUDP

switch# eou initialize mac-address 0019.076c.dac4

EAPoUDP

switch# eou initialize posturetoken healthy

feature eou EAPoUDP
showeou  EAPoUDP

Cisco NX-OS Security Rel 4.0
I oL-15811-01-J



W eoulogging

eou logging
EAPoUDP eou logging EAPoUDP
no
eou logging

no eou logging

network-admin

vdc-admin
4.0(2)
EAPoUDP
EAPoUDP feature eou
EAPoUDP

switch# config t
switch(config)# eou logging

EAPoUDP

switch# config t
switch(config)# no eou logging

EAPoUDP

switch# config t
switch(config)# interface ethernet 1/1
switch(config-if)# eou logging

EAPoUDP
switch# config t

switch(config)# interface ethernet 1/1
switch(config-if)# no eou logging

feature eou EAPoUDP
showeou  EAPoUDP
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eou max-retry

EAPoUDP
max-retry

eou max-retry count

no eou max-retry

eou max-retry W

eou
no

count

network-admin
vdc-admin

4.0(1)

EAPoUDP feature eou

EAPoUDP

switch# config t
switch(config)# eou max-retry 2

EAPoUDP

switch# config t
switch(config)# no eou max-retry

EAPoUDP

switch# config t
switch(config) interface ethernet 1/1
switch(config-if)# eou max-retry 3

EAPoUDP

switch# config t
switch(config) interface ethernet 1/1
switch(config-if)# no eou max-retry

feature eou EAPoUDP

show eou  EAPoUDP
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Ml eouport

eou port

EAPoOUDP  User Datagram Protocol UDP;
eou port no

eou port udp-port

no eou port

udp-port UDP 1 65535

21862 (0x5566

network-admin
vdc-admin

4.0(1)

EAPoUDP feature eou

EAPoUDP  UDP

switch# config t
switch(config)# eou port 21856

EAPoUDP  UDP

switch# config t
switch(config)# no eou port

feature eou EAPoUDP
showeou  EAPoUDP
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eou ratelimit

EAPoUDP
no

eou ratelimit sessions

no eou ratelimit

eou ratelimit

eou ratelimit W

sessions EAPoUDP

200

20

network-admin
vdc-admin

4.0(0)

EAPoUDP 0
EAPoUDP

EAPoUDP feature eou

EAPoUDP

switch# config t
switch(config)# eou ratelimit 30

EAPoUDP

switch# config t
switch(config)# no eou ratelimit

EAPoUDP

switch# config t
switch(config)# interface ethernet 1/1
switch(config-if)# eou ratelimit 30

EAPoUDP
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E
Ml eou ratelimit

EAPoUDP

switch# config t
switch(config)# interface ethernet 1/1
switch(config-if)# no eou ratelimit

feature eou EAPoUDP

showeou  EAPoUDP
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eou revalidate EXeC W

eou revalidate EXEC

EAPoUDP eou revalidate

eou revalidate {all | authentication {clientless | eap | static} | interface ethernet slot/port | ip-address
ipv4-address | mac-address mac-address | posturetoken name}

all EAPoUDP

authentication EAPoUDP

clientless

eap EAPoUDP

static

interface ethernet slot/port EAPoUDP

ip-address ipv4-address IPv4 EAPoUDP

mac-address mac-address MAC EAPoUDP

posturetoken name EAPoUDP

NX-0S eou revalidate

EXEC eou revalidate

network-admin
vdc-admin

4.0(0)

EAPoUDP feature eou

EAPoUDP

switch# eou revalidate all

EAPoUDP

switch# eou revalidate authentication static
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W eourevalidate EXEC

EAPoUDP

switch# eou revalidate interface ethernet 1/1

EAPoUDP

switch# eou revalidate ip-address 10.10.1.1

EAPoUDP

switch# eou revalidate mac-address 0019.076c.dac4

EAPoUDP

switch# eou revalidate posturetoken healthy

feature eou EAPoUDP
showeou  EAPoUDP
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eou revalidate

eou revalidate

EAPoUDP
eou revalidate
no

eou revalidate

no eou revalidate

network-admin

vdc-admin
4.0(2)
~
NX-0S EXEC eou revalidate
EXEC eou revalidate
EAPoUDP feature eou
EAPoUDP

switch# config t
switch(config)# no eou revalidate

EAPoUDP

switch# config t
switch(config)# eou revalidate
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W eou revalidate

EAPoUDP

switch# config t
switch(config)# no eou revalidate

EAPoUDP

switch# config t
switch(config)# eou revalidate

feature eou EAPoUDP

eou timeout  EAPoUDP

show eou EAPoUDP
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eou timeout

EAPoUDP

no

eou timeout

EAPoUDP

eou timeout W

eou timeout {aaa seconds | hold-period seconds | retransmit seconds | revalidation seconds |

status-query seconds}

no eou timeout {aaa | hold-period | retransmit | revalidation | status-query}

aaa seconds

AAA

A

60

AAA

hold-period
seconds

60

86400

retransmit
seconds

1

60

revalidation
seconds

5 86400

status-query
seconds

10 1800

AAA

network-admin
vdc-admin

60 1
180 3
3
36000 10

4.0(1)

EAPoUDP

feature eou
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MW eoutimeout

AAA

switch# config t
switch(config)# eou timeout aaa 50

AAA

switch# config t
switch(config)# interface ethernet 1/1
switch(config-if)# eou timeout aaa 60

switch# config t
switch(config)# eou timeout hold-period 480

switch# config t
switch(config)# interface ethernet 1/1
switch(config-if)# eou timeout hold-period 540

switch# config t
switch(config)# eou timeout retransmit 5

switch# config t
switch(config)# interface ethernet 1/1
switch(config-if)# eou timeout retransmit 4

switch# config t
switch(config)# eou timeout revalidation 34000

switch# config t
switch(config)# interface ethernet 1/1
switch(config-if)# eou timeout revalidation 30000

switch# config t
switch(config)# eou timeout status-query 240

switch# config t
switch(config)# interface ethernet 1/1
switch(config-if)# eou timeout status-query 270

feature eou EAPoUDP
eou revalidate

show eou EAPoUDP
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eq W

no
[sequence-number] eq port-number

no {sequence-number | eq port-number}

sequence-number
1 4294967295

10
port-number 0 65535

network-admin
vdc-admin

4.0(0)

ACL

443 port-group-05
IP
switch# config t

switch(config)# object-group ip port port-group-05
switch(config-port-ogroup)# eq 443
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gt IP
It IP
neq IP
object-group ip port IP
range IP

show object-group
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F Cisco NX-0S

feature

feature
no
feature feature-name
no feature feature-name
feature-name  show role feature NX-0S

network-admin
vdc-admin

4.0(1)

show role feature
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W feature

switch# config t

switch(config)# role feature-group name
switch(config-role-featuregrp)# feature
switch(config-role-featuregrp)# feature
switch(config-role-featuregrp)# feature

switch# config t

SecGroup
aaa
radius
tacacs

switch(config)# role feature-group name MyGroup
switch(config-role-featuregrp)# no feature callhome

show role feature-group
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feature cts

Cisco TrustSec
no

feature cts

no feature cts

network-admin
vdc-admin

featurects M

4.0(1)

feature dotlx

Cisco TrustSec

Cisco TrustSec

Cisco TrustSec

switch# config t
switch(config)# feature cts

Cisco TrustSec

switch# config t
switch(config)# no feature cts

feature dotlx 802.1X

show cts Cisco TrustSec
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W feature dhcp

feature dhcp

DHCP
DHCP

feature dhcp

no feature dhcp

network-admin
vdc-admin

feature dhcp

no

4.0(1)

DHCP
DHCP

APR IP

DHCP
DHCP
no ip dhcp snooping

DHCP

switch# configure terminal
switch(config)# feature dhcp
switch(config)#

DHCP

DHCP

DHCP

DHCP

DHCP
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feature dhcp M

clear ip dhcp snooping binding DHCP

ip dhcp snooping DHCP

service dhcp DHCP

show ip dhcp snooping DHCP

show running-config dhcp IP DHCP
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M feature dotix

feature dotlx

802.1X
no

feature dotlx

no feature dotlx

network-admin
vdc-admin

feature dotlx

4.0(1)

802.1X feature dotlx

802.1X

802.1X

no dotlx system-auth-control

802.1X

802.1X

switch# config t

switch(config)# feature dotlx

802.1X

switch# config t

switch(config)# no feature dotlx

show dotlx 802.1X

Release 4.0

Jll_ Cisco NX-OS Security

OL-15811-01-J |



featureeou M

feature eou

Extensible Authentication Protocol over User Datagram Protocol EAPoUDP
feature eou EAPoUDP no

feature eou

no feature eou

network-admin

vdc-admin
4.0(1)
EAPoUDP feature eou
Y
EAPoUDP NX-0S EXPoUDP
EAPoUDP

switch# config t
switch(config)# feature eou

EAPoUDP

switch# config t
switch(config)# no feature eou

feature eou EAPoUDP
showeou  EAPoUDP
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M feature port-security

feature port-security

feature port-security
no

feature port-security

no feature port-security

network-admin
vdc-admin

4.0(1)

Virtual Device Context VDC;
VvDC

MAC
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feature port-security W

switch# config t

switch(config)# feature port-security
switch(config)#

clear port-security MAC
debug port-security

show port-security

switchport port-security 2
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M feature tacacs+

feature tacacs+

TACACS+ feature tacacs+
no

feature tacacs+

no feature tacacs+

network-admin

TACACS+

vdc-admin
4.0(1)
TACACS+ feature tacacs+
~
TACACS+ NX-0S TACACS+
TACACS+

switch# config t
switch(config)# feature tacacs+

TACACS+

switch# config t
switch(config)# no feature tacacs+

show tacacs+ TACACS+
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G Cisco NX-0S

gt

IP greater-than gt

greater-than
greater-than

no
[sequence-number] gt port-number

no {sequence-number | gt port-number}

sequence-number

1 4294967295
10

port-number
port-number 0 65535

network-admin
vdc-admin

40(1)
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G
b gt

ACL

port-group-05 IP 49151 65535

switch# config t
switch(config)# object-group ip port port-group-05
switch(config-port-ogroup)# gt 49151

eq IP equal-to
It IP less-than
neq IP not-equal-to

object-group ip port |P

range IP port-range

show object-group

Cisco NX-OS Security Release 4.0
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H Cisco NX-0OS
host IPv4
IPv4
host IPv4
no

[sequence-number] host IPv4-address

no {sequence-number | host IPv4-address}
[sequence-number] IPv4-address network-wildcard
no IPv4-address network-wildcard
[sequence-number] IPv4-address/prefix-len

no IPv4-address/prefix-len

sequence-number

1 4294967295

10
host IPv4-address IPv4 IPv4-address
10
| Pv4-addrt_ass IPv4 IPv4-address
network-wildcard network-wildcard 10 IPv4-address

network-wildcard

switch(config-ipaddr-ogroup)# 10.23.176.0 0.0.0.255

network-wildcard 0.0.0.0 IPv4

Cisco NX-OS Security Release 4.0
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W host IPv4

IPv4-address/prefix-len  |py4 IPv4-address
10 IPv4-address
prefix-len

switch(config-ipaddr-ogroup)# 10.23.176.0/24

prefix-len 32 1Pv4

1Pv4

network-admin
vdc-admin

4000

[sequence-number] IPv4-address network-wildcard

[sequence-number] IPv4-address/prefix-len

show object-group
IP-address/prefix-len

1Pv4

[sequence-number] host IPv4-address
[sequence-number] IPv4-address 0.0.0.0

[sequence-number] IPv4-address/32

IPv4 show object-group
host IP-address

Cisco NX-OS Security Release 4.0
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host Ipv4a M

ipv4-addr-group-13 1Pv4
2 IPv4 1 10.23.176.0

switch# config t
switch(config)# object-group ip address ipv4-addr-group-13
switch(config-ipaddr-ogroup)# host 10.121.57.102
switch(config-ipaddr-ogroup)# 10.121.57.234/32
switch(config-ipaddr-ogroup)# 10.23.176.0 0.0.0.255
switch(config-ipaddr-ogroup)# show object-group ipv4-addr-group-13
10 host 10.121.57.102
20 host 10.121.57.234
30 10.23.176.0/24
switch(config-ipaddr-ogroup) #

object-group ip address  |Pv4

show object-group

| oL-15811-01-J
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W host IPv6

host IPv6

IPv6
host IPv6
no

[sequence-number] host IPv6-address
no {sequence-number | host IPv6-address}
[sequence-number] IPv6-address/network-prefix

no IPv6-address/network-prefix

sequence-number

1 4294967295

10
host IPv6-address IPv6 IPv6-address
10
IPv6-address/network-prefix IPV6 IPv6-address
16 IPv6-address

network-prefix

switch(config-ipv6addr-ogroup)# 2001:db8:0:3ab7::/96

network-prefix 128 IPv6

IPv6

network-admin
vdc-admin

4.0(0)
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host IPve M

[sequence-number] IPv6-address/network-prefix

IPv6

[sequence-number] host IPv6-address

[sequence-number] IPv6-address/128

IPv6 show object-group
host IPv6-address

ipv6-addr-group-A7 IPv6
2 IPv6 1 2001:db8:0:3ab7::

switch# config t
switch(config)# object-group ipvé address ipvé6-addr-group-A7
switch(config-ipvéaddr-ogroup)# host 2001:db8:0:3ab0::1
switch(config-ipvé6addr-ogroup)# 2001:db8:0:3ab0::2/128
switch(config-ipv6addr-ogroup)# 2001:db8:0:3ab7::/96
switch(config-ipvéaddr-ogroup)# show object-group ipvé6-addr-group-A7
10 host 2001:db8:0:3ab0::1
20 host 2001:db8:0:3ab0::2
30 2001:db8:0:3ab7::/96
switch(config-ipvé6addr-ogroup) #

object-group ipv6 address IPv6

show object-group

| oL-15811-01-J
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W host IPv6
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| Cisco NX-0S

iIdentity policy

identity policy
no

identity policy policy-name

no identity policy policy-name

policy-name 100

network-admin
vdc-admin
VDC user

4.0(1)

Cisco NX-OS Security Release 4.0
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M identity policy

switch# config t
switch(config)# identity policy AdminPolicy
switch(config-id-policy) #

switch# config t
switch(config)# no identity policy AdminPolicy

show identity policy

Cisco NX-OS Security Release 4.0
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iIdentity profile eapoudp

Extensible Authentication Protocol over User Datagram Protocol EAPoUDP

identity profile eapoudp

identity profile eapoudp

no identity profile eapoudp

network-admin
vdc-admin
VDC user

EAPoUDP
no

identity profile eapoudp W

4.0(0)

EAPoUDP

switch# config t

switch(config)# identity profile eapoudp

switch(config-id-policy) #

EAPoUDP

switch# config t

switch(config)# no identity profile eapoudp

show identity profile

Cisco NX-OS Security
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W interface policy deny

Interface policy deny

interface policy deny
no

interface policy deny

no interface policy deny

network-admin
vdc-admin

4.0(1)

permit interface

switch# config t

switch(config)# role name MyRole
switch(config-role)# interface policy deny
switch(config-role-interface)#

switch# config t
switch(config)# role name MyRole
switch(config-role)# no interface policy deny

permit interface

role name

show role

Cisco NX-OS Security Release 4.0
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ip access-group W

Ip access-group

IPv4 Access Control List ACL; ACL
ip access-group IPv4 ACL
no

ip access-group access-list-name {in | out}

no ip access-group access-list-name {in | out}

access-list-name IPv4 ACL 64
in ACL
out ACL

network-admin
vdc-admin

4.0(1)

IPv4 ACL

ip access-group IPv4 ACL
ACL

* VLAN

S

VLAN VLAN
Cisco NX-OS Interfaces Command
Reference feature interface-vlan

. 3
ip access-group IPv4 ACL
ACL
. 2

Cisco NX-OS Security Rel 4.0
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M ip access-group

. 2
ip access-group 2 ACL
3 IPv4 ACL ACL
ip port access-group
IPvd ACL VLAN ACL match  VLAN
p.191
ACL
ACL ACL
ICMP
ACL
ICMP
ACL ACL
ACL
2/1 ip-acl-01 IPv4 ACL
switch# config t
switch(config)# interface ethernet 2/1
switch(config-if)# ip access-group ip-acl-01 in
2/1 ip-acl-01 IPv4 ACL
switch# config t
switch(config)# interface ethernet 2/1
switch(config-if)# no ip access-group ip-acl-01 in
ip access-list IPv4 ACL
ip port access-group IPv4 ACL ACL
show access-lists ACL
show ip access-lists IPv4 ACL IPv4 ACL
show running-config interface
Release 4.0

Jll_ Cisco NX-OS Security
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ip access-list W

Ip access-list

IPv4 Access Control List ACL; ACL IP
ip access-list
IPv4 ACL no

ip access-list access-list-name

no ip access-list access-list-name

access-list-name IPv4 ACL 64

network-admin

vdc-admin
4.0(1)
IPv4 ACL
IPv4 IPv4 ACL
ip access-list IP
IPv4 deny permit ACL

ACL ACL

ACL ACL ip access-group
ACL ACL ip port access-group

IPv4 ACL

deny ip any any
IP
IPv4 ACL Address
Resolution Protocol ARP;
IPv4 ACL ARP

IPv4 ACL statistics per-entry

deny ip any any

Cisco NX-OS Security Rel 4.0
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M ip access-list

ip-acl-01

switch# conf t

IPv4A ACL IP

switch(config)# ip access-list ip-acl-01

switch(config-acl)#

access-class

IPv4 ACL VTY

deny 1Pv4 IPv4 ACL deny
ip access-group IPV4 ACL ACL
ip port access-group IPV4 ACL ACL
permit IPv4 IPv4 ACL permit
show ip access-lists IPv4 ACL IPv4 ACL
statistics per-entry ACL
Release 4.0
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Ip arp inspection filter

ARP Access Control List ACL;

ip arp inspection filter

VLAN

ip
arp inspection filter VLAN ARP ACL
no
ip arp inspection filter acl-name vlan vlan-list
no ip arp inspection filter acl-name vlan vlan-list
acl-name ARP ACL 64
vlan vlan-list  ARP ACL VLAN vlan-list
VLANID VLANID ID
VLAN ID 1 4096
network-admin
vdc-admin
4.0(1)
VLAN 15 37 48 arp-acl-01 ARP ACL

switch# configure terminal

switch(config)# ip arp inspection filter arp-acl-01 vlan 15,37-48

switch(config) #

arp access-list ARP ACL

ip arp inspection vlan VLAN Dynamic ARP Inspection DAI
show ip arp inspection DAI

show running-config dhcp DAI DHCP

Cisco NX-OS Security
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|
W ip arp inspection log-buffer

Ip arp inspection log-buffer

Dynamic ARP Inspection DAl ip arp inspection
log-buffer DAI
no

ip arp inspection log-buffer entries number

no ip arp inspection log-buffer entries number

entries number 0 1024

network-admin
vdc-admin

4.0(1)

DAI 32

DAI

switch# configure terminal

switch(config)# ip arp inspection log-buffer entries 64
switch(config)#

clear ip arp inspection log DAI
show ip arp inspection DAI
show running-config dhcp DAI DHCP

Cisco NX-OS Security Release 4.0
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ip arp inspection trust Wl

Ip arp inspection trust

2 ARP ip arp
inspection trust 2 ARP
no

ip arp inspection trust

no ip arp inspection trust

ARP

network-admin
vdc-admin

4.0(1)

ARP 2

2 ARP

switch# configure terminal

switch(config)# interface ethernet 2/1
switch(config-if)# ip arp inspection trust
switch(config-if)#

show ip arp inspection Dynamic ARP Inspection DAI
show ip arp inspection interface

ARP

show running-config dhcp DAI DHCP
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W ip arp inspection validate

Ip arp inspection validate
Dynamic ARP Inspection DAI ip arp inspection validate
DAI no
ip arp inspection validate {dst-mac [ip] [src-mac]}
ip arp inspection validate {[dst-mac] ip [src-mac]}
ip arp inspection validate {[dst-mac] [ip] src-mac}
no ip arp inspection validate {dst-mac [ip] [src-mac]}
no ip arp inspection validate {[dst-mac] ip [src-mac]}

no ip arp inspection validate {[dst-mac] [ip] src-mac}

dst-mac MAC ARP ARP
MAC MAC
ip ARP IP
0.0.0.0 255.255.255.255 IP
IP ARP ARP
IP ARP
src-mac MAC ARP
ARP MAC MAC

network-admin
vdc-admin

4.0(1)

DAl

switch# configure terminal
switch(config)# ip arp inspection validate src-mac dst-mac ip
switch(config) #

show ip arp inspection DAI
show running-config dhcp DAI DHCP

Cisco NX-OS Security Release 4.0
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ip arp inspection vian ||

Ip arp inspection vian

VLAN Dynamic ARP Inspection DAI ip arp inspection
vlan VLAN DAI no

ip arp inspection vlan vlan-list [logging dhcp-bindings {permit | all | none}]

no ip arp inspection vlan vlan-list [logging dhcp-bindings {permit | all | none}]

vlan-list DAI VLAN vlan-list VLANID VLAN ID
ID
VLAN ID 1 4096
logging VLAN DAl
all — DHCP
none — DHCP

permit — DHCP

dhcp-bindings DHCP
permit DHCP

all

none

network-admin
vdc-admin

4.0(0)

DAl

Cisco NX-OS Security Rel 4.0
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W ip arp inspection vian

VLAN 13 15 17 23 DAl

switch# configure terminal

switch(config)# ip arp inspection vlan 13,15,17-23
switch(config)#

ip arp inspection validate DAI

show ip arp inspection DAI

show ip arp inspection vlan VLAN DAI
show running-config dhcp DAI DHCP
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ip dhcp relay address W

Ip dhcp relay address

DHCP IP

ip dhcp relay address
DHCP IP no
ip dhcp relay address IP-address
no ip dhcp relay address IP-address
IP-address DHCP IPv4
network-admin
vdc-admin
4.0(2)
4.0(3) 3
4 ip dhcp relay address
DHCP
feature dhcp
3 VLAN
3 4 DHCP IP
Cisco NX-OS Release 4.0.2 1 DHCP
IP 1
DHCP BOOTREQUEST
DHCP IP
DHCP
3 BOOTREQUEST
2 DHCP IP
switch# configure terminal
switch(config)# interface ethernet 2/1
switch(config-if)# ip dhcp relay address 10.132.7.120
switch(config-if)# ip dhcp relay address 10.132.7.175
switch(config-if)#
Cisco NX-OS Security Rel
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l ip dhcp relay address

VLAN DHCP IP

switch# configure terminal

switch(config)# interface vlan 13

switch(config-if)# ip dhcp relay address 10.132.7.120
switch(config-if)#

3 DHCP IP

switch# configure terminal

switch(config)# interface port-channel 7
switch(config-if)# ip dhcp relay address 10.132.7.120
switch(config-if)#

ip dhcp relay information  DHCP option-82
option

ip dhcp snooping DHCP

service dhcp DHCP

show ip dhcp snooping DHCP

show running-config dhcp |p DHCP

Cisco NX-OS Security Release 4.0
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|1
ip dhcp relay information option ||

Ip dhcp relay information option

DHCP option-82
ip dhcp relay information option option-82
no
ip dhcp relay information option
no ip dhcp relay information option
DHCP option-82
network-admin
vdc-admin
4.0(2)
DHCP
feature dhcp
DHCP option-82

switch# configure terminal
switch(config)# ip dhcp relay information option

switch(config)#

ip dhcp relay address DHCP IP

ip dhcp snooping DHCP

ip dhcp snooping DHCP DHCP
information option option-82

service dhcp DHCP

show running-config dhcp |p DHCP
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l ip dhcp snooping

Ip dhcp snooping

DHCP ip dhcp snooping
DHCP no

ip dhcp snooping
no ip dhcp snooping

DHCP

network-admin
vdc-admin

4.0(1)

DHCP
feature dhcp

no ip dhcp snooping DHCP
DHCP

DHCP

switch# configure terminal
switch(config)# ip dhcp snooping
switch(config)#

feature dhcp DHCP

ip dhcp snooping DHCP DHCP
information option option-82

ip dhcp snooping trust DHCP

ip dhcp snooping vlan VLAN DHCP

service dhcp DHCP

show ip dhcp snooping DHCP

show running-config dhcp  |p DHCP
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ip dhcp snooping information option ||

Ip dhcp snooping information option

DHCP option-82
information option option-82
no

ip dhcp snooping

ip dhcp snooping information option

no ip dhcp snooping information option

option-82
network-admin
vdc-admin
4.0(2)
DHCP
feature dhcp
DHCP opiton-82

switch# configure terminal

switch(config)# ip dhcp snooping information option
switch(config)#

ip dhcp relay information DHCP option-82
option
ip dhcp snooping DHCP
ip dhcp snooping trust DHCP
ip dhcp snooping vlan VLAN DHCP
show ip dhcp snooping DHCP
show running-config dhcp |p DHCP
Cisco NX-OS Security Rel
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l ip dhcp snooping trust

Ip dhcp snooping trust

DHCP ip dhcp snooping
trust DHCP
no

ip dhcp snooping trust

no ip dhcp snooping trust

DHCP

network-admin
vdc-admin

4.0(1)

DHCP
feature dhcp

DHCP
. 2
. VLAN

DHCP

switch# configure terminal
switch(config)# interface ethernet 2/1
switch(config-if)# ip dhcp snooping trust
switch(config-if)#

Cisco NX-OS Security Release 4.0
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ip dhcp snooping trust Il

ip dhcp snooping DHCP

ip dhcp snooping information DHCP DHCP
option option-82

ip dhcp snooping verify MAC DHCP

mac-address

ip dhcp snooping vlan

VLAN DHCP

show ip dhcp snooping

DHCP

show running-config dhcp

IP DHCP

| oL-15811-01-J
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W ip dhcp snooping verify mac-address

Ip dhcp snooping verify mac-address

DHCP MAC ip dhcp snooping verify
mac-address DHCP MAC
no

ip dhcp snooping verify mac-address

no ip dhcp snooping verify mac-address

network-admin
vdc-admin

4.0(1)

DHCP MAC

DHCP
feature dhcp

MAC DHCP

DHCP MAC

switch# configure terminal
switch(config)# ip dhcp snooping verify mac-address
switch(config)#

Cisco NX-OS Security Release 4.0
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ip dhcp snooping verify mac-address ||

ip dhcp snooping DHCP
ip dhcp snooping information DHCP DHCP
option option-82

ip dhcp snooping trust

DHCP

ip dhcp snooping vlan

VLAN DHCP

service dhcp DHCP
show ip dhcp snooping DHCP
show running-config dhcp IP DHCP

| oL-15811-01-J
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ip dhep snooping vian

Ip dhcp snooping vian

1 VLAN DHCP

1 VLAN DHCP
no

ip dhcp snooping vlan vlan-list

no ip dhcp snooping vlan vlan-list

ip dhcp snooping vlan

vlan-list DHCP VLAN vlan-list
ID VLAN ID ID
VLAN ID 1 4096

VLAN

VLAN DHCP

network-admin
vdc-admin

4.0(0)

DHCP
feature dhcp

VLAN 100 200 250 252 DHCP

switch# configure terminal

switch(config)# ip dhcp snooping vlan 100,200,250-252
switch(config)#

ip dhcp snooping DHCP

ip dhcp snooping information DHCP
option option-82

DHCP

ip dhcp snooping trust DHCP

ip dhcp snooping verify MAC DHCP
mac-address

show ip dhcp snooping DHCP

show running-config dhcp IP DHCP

Jll_ Cisco NX-OS Security Release 4.0
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ip port access-group

ip port access-group W

IPv4 Access Control List ACL; ACL
ip port access-group IPv4 ACL
no
ip port access-group access-list-name in
no ip port access-group access-list-name in
access-list-name IPv4 ACL 64
in ACL
in
network-admin
vdc-admin
4.0(2)
IPv4 ACL
ip port access-group IPv4
ACL ACL
. 2
J 2
ip port access-group IPv4 ACL
ACL
e VLAN

S

VLAN

Reference

feature interface-vlan

VLAN

Cisco NX-OS Interfaces Command

Cisco NX-OS Security
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ip port access-group

Jll_ Cisco NX-OS Security

ip port access-group 3 ACL
2
IPv4 ACL ACL ip access-group
IPvda ACL VLAN ACL match  VLAN
p.191
ACL
ACL
ICMP
ACL ACL
ACL
2/1 ip-acl-01 IPv4 ACL ACL
switch# config t
switch(config)# interface ethernet 2/1
switch(config-if)# ip port access-group ip-acl-01 in
2/1 ip-acl-01 IPv4 ACL
switch# config t
switch(config)# interface ethernet 2/1
switch(config-if)# no ip port access-group ip-acl-01 in
ip access-group IPV4 ACL ACL
ip access-list IPv4 ACL
show access-lists ACL
show ip access-lists IPv4 ACL IPv4 ACL
show running-config interface
statistics per-entry ACL
Release 4.0
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ip source binding WM

Ip source binding

2 IP ip source
binding IP
no

ip source binding IP-address MAC-address vlan vlan-id interface ethernet slot/port

no ip source binding IP-address MAC-address vlan vlan-id interface ethernet slot/port

IP-address IPv4
10

MAC-address MAC
16

vlan vlan-id IP VLAN

interface ethernet slot/port IP 2

network-admin
vdc-admin

4.0(1)

213 VLAN 100 IP

switch# configure terminal
switch(config)# ip source binding 10.5.22.7 001£f.28bd.0013 vlan 100 interface ethernet

2/3
switch(config)#

ip verify source IP
dhcp-snooping-vilan

show ip verify source IP MAC

show running-config dhcp |p DHCP

| oL-15811-01-J
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W ip verify source dhcp-snooping-vian

Ip verify source dhcp-snooping-vilan

2 IP ip verify
source dhcp-snooping-vilan IP

no
ip verify source dhcp-snooping-vian

no ip verify source dhcp-snooping-vlan

network-admin
vdc-admin

4.0(1)

IP

switch# configure terminal
switch(config)# interface ethernet 2/1

switch(config-if)# ip verify source dhcp-snooping-vlan
switch(config-if)#

ip source binding IP

show ip verify source IP MAC

Cisco NX-OS Security Release 4.0
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ip verify unicast source reachable-via Wl

Ip verify unicast source reachable-via

Unicast Reverse Path Forwarding RPF ip
verify unicast source reachable-via RPF
no

ip verify unicast source reachable-via {any [allow-default] | rx}

no ip verify unicast source reachable-via {any [allow-default] | rx}

any
allow-default MAC
rx

network-admin

vdc-admin

4.0(1)

RPF 1
RPF —
o RPF Forwarding Information Base FIB;
. FIB PRF
1
RPF
RPF — FIB
1 FIB

FIB
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W ip verify unicast source reachable-via

RPF

switch# configure terminal
switch(config)# interface ethernet 2/3
switch(config-if)# ip verify unicast source reachable-via any

RPF

switch# configure terminal
switch(config)# interface ethernet 2/3
switch(config-if)# ip verify unicast source reachable-via rx

show ip interface ethernet IP

show running-config interface

ethernet

show running-config ip IP

show startup-config interface

ethernet

show startup-config ip 2]

Cisco NX-OS Security Release 4.0
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K Cisco NX-0S
key
key
no
key key-1D
no key key-1D
key-1D ID ID 0 65535

network-admin
vdc-admin

4.0(1)

glbp-keys 13

switch# configure terminal
switch(config)# key chain glbp-keys
switch(config-keychain)# key 13
switch(config-keychain-key) #

Cisco NX-OS Security
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W key

accept-lifetime
key chain

key-string

send-lifetime

show key chain
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key-string W
key-string
key-string
no
key-string [encryption-type] text-string
no key-string text-string
encryption-type encryption-type
o (00—
o 7 —
NX-0S show
key chain
text-string 63

network-admin
vdc-admin

4000

NX-0OS show key chain

13

switch# configure terminal

switch(config)# key chain glbp-keys
switch(config-keychain)# key 13
switch(config-keychain-key)# key-string 7
071a33595c1d0c1702170203163e3e21213¢c20361a021£f11
switch(config-keychain-key) #
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M key-string

accept-lifetime
key
key chain

send-lifetime

show key chain
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key chain W

key chain

key chain
no

key chain keychain-name

no key chain keychain-name

keychain-name 63

network-admin
vdc-admin

4.0(1)

glbp-keys

switch# configure terminal
switch(config)# key chain glbp-keys
switch(config-keychain) #

accept-lifetime
key
key-string

send-lifetime

show key chain

Cisco NX-OS Security Rel 4.0
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M key chain
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It

L Cisco NX-0S
IP less-than
less-than
less-than
no

[sequence-number] It port-number

no {sequence-number | It port-number}

sequence-number

1 4294967295

10

port-number
0 65535

network-admin
vdc-admin

4.0(1)

Cisco NX-OS Security
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ACL

port-group-05 IP 1 49151

switch# config t
switch(config)# object-group ip port port-group-05
switch(config-port-ogroup)# 1t 49152

eq IP equal-to

gt IP greater-than
neq IP not-equal-to
object-group ip port IP

range IP port-range

show object-group

Cisco NX-OS Security Release 4.0
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M Cisco NX-0OS

mac access-list

Mac Access Control List ACL;
MAC
MAC ACL

mac access-list access-list-name

no mac access-list access-list-name

mac access-list
no

ACL

access-list-name MAC ACL

64

network-admin
vdc-admin

4.0(1)

MAC ACL

MAC ACL

mac access-list

MAC deny

ACL

ACL

Cisco NX-OS Security

MAC ACL

permit ACL

ACL

mac port access-group

| oL-15811-01-J
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M mac access-list

MAC ACL

deny any any protocol

2
MAC ACL statistics per-entry
deny
mac-acl-01 MACACL MAC
switch# conf t
switch(config)# mac access-1list mac-acl-01
switch(config-acl) #
deny MAC MAC ACL  deny
mac port access-group MAC ACL
permit MAC MAC ACL  permit
show mac access-lists MAC ACL MAC ACL
statistics per-entry ACL
Cisco NX-OS Security Release 4.0
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mac port access-group M

mac port access-group

MAC Access Control List ACL;
mac port access-group MAC ACL
no

mac port access-group access-list-name

No mac port access-group access-list-name

access-list-name MAC ACL 64

network-admin

vdc-admin
4.0(2)
MAC ACL
3 MAC
ACL IP MAC ACL
mac port access-group
MAC ACL ACL
o 2
MAC ACL VLANACL match VLAN
p.191
MAC ACL MAC ACL
ACL
ICMP
ACL ACL
ACL

Cisco NX-OS Security Rel 4.0
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Bl mac port access-group

2/1 mac-acl-01 MAC ACL

switch# config t
switch(config)# interface ethernet 2/1
switch(config-if)# mac port access-group mac-acl-01

2/1 mac-acl-01 MAC ACL

switch# config t
switch(config)# interface ethernet 2/1
switch(config-if)# no mac port access-group mac-acl-01 in

mac access-list MAC ACL
show access-lists ACL
show mac access-lists MAC ACL MAC ACL

show running-config interface

Cisco NX-OS Security Release 4.0
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| m
match VLAN ||
VLAN Access Control List ACL;
match VLAN
match no
match {ip | mac} address access-list-name
no match {ip | mac} address access-list-name
address access-list-name  ACL 64
ip ACL IPv4 ACL
mac ACL MACACL
VLAN
network-admin
vdc-admin
4.0(2)
1 1 match
IPv4 IPv4 ACL
MAC ACL
vlan-map-01 VLAN ip-acl-01 IPv4 ACL

ACL

switch# config t

switch(config)# vlan access-map vlan-map-01
switch(config-access-map)# match ip address ip-acl-01
switch(config-access-map)# action forward
switch(config-access-map)# statistics per-entry

Cisco NX-OS Security
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W maich VLAN

action VLAN
show vlan access-map VLAN 1 VLAN
show vlan filter VLAN
vlan access-map VLAN
vlan filter 1 VLAN VLAN
Release 4.0
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match

match ||

match
no

match access-group name access-list

match exception {[ip | ipv6] {icmp {redirect | unreachable} | option}}

match protocol arp

match redirect {arp-inspect | dhcp-snoop}

no match access-group name access-list

no match exception {J[ip | ipv6] {icmp {redirect | unreachable} | option}}

no match protocol arp

no match redirect {arp-inspect | dhcp-snoop}

access-group name access-list IP ACL MAC ACL
exception

ip IPv4

ipv6 IPv6

icmp IPv4 IPv6 ICMP
redirect IPv4 IPv6 ICMP
unreachable IPv4 IPv6 ICMP
option IPv4 IPv6 ICMP

protocol arp

Address Resolution Protocol ARP;

redirect {arp-inspect | dhcp-snoop}

ARP DHCP

network-admin
vdc-admin

4.0(0)

4.0(3) IPV6

| oL-15811-01-J
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M match

ACL IP ACL MAC ACL

VDC

switch# config t

switch(config)# class-map type control-plane ClassMapA
switch(config-pmap)# match exception ip icmp redirect
switch(config-pmap)# match redirect arp-inspect

switch# config t
switch(config)# class-map type control-plane ClassMapA
switch(config-pmap)# no match exception ip icmp redirect

class-map type control-plane

show class-map type
control-plane
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N Cisco NX-0S
nac enable
Network Admission Control NAC nac enable
NAC no
nac enable

no nac enable

network-admin
vdc-admin

4.0(1)

nac enable feature eou

EAPoUDP

Cisco NX-OS Security Release 4.0
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Ml nac enable

NAC

switch# config t

switch(config)# interface ethernet 1/1
switch(config-if)# switchport
switch(config-if)# switchport mode access
switch(config-if)# nac enable

NAC

switch# config t
switch(config)# interface ethernet 1/1
switch(config-if)# no nac enable

feature eou EAPoUDP
showeou  EAPoUDP

Cisco NX-OS Security Release 4.0
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neq M
IP not-equal-to neq
not-equal-to
no

[sequence-number] neq port-number

no {sequence-number | neq port-number}
sequence-number

1 4294967295
10
port-number 0 65535
IP
network-admin
vdc-admin
4.0(2)
not-equal-to
IP neq
ACL
port-group-05 IP 80

switch# config t
switch(config)# object-group ip port port-group-05
switch(config-port-ogroup)# neq 80

Cisco NX-OS Security Rel 4.0
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W neq

eq IP equal-to

gt IP greater-than
It IP less-than
object-group ip port IP

range IP port-range

show object-group

Release 4.0
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(0] Cisco NX-0OS

object-group

MAC Access Control List ACL;
object-group ACL
no

object-group acl-name

no object-group acl-name

acl-name MAC ACL

network-admin
vdc-admin
VDC user

4.0(1)

mac access-list MAC ACL

Cisco NX-OS Security Release 4.0
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N object-group

ACL

switch# config t
switch(config)# identity policy AdminPolicy
switch(config-id-policy)# object-group

ACL

switch# config t
switch(config)# identity policy AdminPolicy
switch(config-id-policy)# no object-group

identity policy

mac access-list MAC ACL MAC ACL

show identity policy

Cisco NX-OS Security Release 4.0
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object-group ip address W

object-group ip address

IPv4 IPv4
object-group ip
address 1Pv4
no
object-group ip address name

no object-group ip address name

name IPv4 64

network-admin

vdc-admin
4.0(1)
1Pv4 Ipv4 Access Control List ACL;
permit deny
IP
IPv4 ACL
ipv4-addr-group-13 1Pv4
2 IPv4 1 10.23.176.0

switch# config t
switch(config)# object-group ip address ipv4-addr-group-13
switch(config-ipaddr-ogroup)# host 10.121.57.102
switch(config-ipaddr-ogroup)# 10.121.57.234/32
switch(config-ipaddr-ogroup)# 10.23.176.0 0.0.0.255
switch(config-ipaddr-ogroup)# show object-group ipv4-addr-group-13
10 host 10.121.57.102
20 host 10.121.57.234
30 10.23.176.0/24
switch(config-ipaddr-ogroup) #

host IPv4 IPv4
show object-group

Cisco NX-OS Security Rel 4.0
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M object-group ip port

object-group ip port

IP IP
object-group ip port
IP no

object-group ip port name

no object-group ip port name

hame IP 64

network-admin

vdc-admin
4.0(1)
IP Ipv4 Access Control List ACL,;
permit deny
IP
ACL
port-group-05 IP 443

switch# config t

switch(config)# object-group ip port port-group-05

switch(config-port-ogroup)# eq 443

switch(config-port-ogroup)# show object-group port-group-05
10 eq 443

switch(config-port-ogroup) #

Cisco NX-OS Security Release 4.0
[ 202 | oL-15811-01-J |



object-group ip port WM

eq IP equal-to

gt IP greater-than
It IP less-than
neq IP not-equal-to
range IP port-range

show object-group

Cisco NX-OS Security
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M object-group ipv6 address

object-group ipv6 address

IPv6 IPv6
IPv6 object-group ipv6
address IPv6
no
object-group ipv6 address name
no object-group ipv6 address name
name IPv6 64

network-admin

vdc-admin
4.0(2)
ipv6-addr-group-A7 IPv6
2 IPv6 1 2001:db8:0:3ab7::

switch# config t

switch(config)# object-group ipvé address ipv6-addr-group-A7
switch(config-ipvéaddr-ogroup)# host 2001:db8:0:3ab0::1

switch(config-ipvéaddr-ogroup)# 2001:db8:0:3ab7::/96

(

switch(config-ipv6addr-ogroup)# 2001:db8:0:3ab0::2/128
(
(

switch(config-ipvé6addr-ogroup)# show object-group ipvé6-addr-group-A7

10 host 2001:db8:0:3ab0::1

20 host 2001:db8:0:3ab0::2

30 2001:db8:0:3ab7::/96
switch(config-ipv6addr-ogroup) #

host IPv6 IPv6

show object-group

Jll_ Cisco NX-OS Security Release 4.0
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P Cisco NX-0OS

password strength-check

password strength-check
no

password strength-check

no password strength-check

network-admin

vdc-admin
4.0(3)
NX-OS
o 8
o “abcd”
. “aaabbb”

Cisco NX-OS Security Release 4.0
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M password strength-check

o If2CoM18
o 2004AsdfLkj30
e Cb1955S21

switch# configure terminal
switch(config)# password strength-check

switch# configure terminal
switch(config)# no password strength-check

show password strength-check

show running-config security
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periodic W
periodic
1 1 periodic
no
[sequence-number] periodic weekday time to [weekday] time
no {sequence-number | periodic weekday time to [weekday] time}
[sequence-number] periodic list-of-weekdays time to time
no {sequence-number | periodic list-of-weekdays time to time}
sequence-number
1 4294967295
10
1
10
resequence
weekday
2 2
weekday
e monday
e tuesday
e wednesday
e thursday
e friday
e saturday
e sunday
time
2
time 24 hours:minutes
hours:minutes:seconds 8: 8:00 8 20:00
to time 2

list-of-weekdays

monday thursday friday

e daily —
e weekdays — Monday — Friday
e weekend — Saturday — Sunday

Cisco NX-OS Security
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W periodic

to

network-admin
vdc-admin

4.0(1)

weekend-remote-access-times 4 10

switch# config t
switch(config)# time-range weekend-remote-access-times
switch(config-time-range)# periodic weekend 04:00:00 to 22:00:00

nwf-evening 6 10

switch# config t
switch(config)# time-range mwf-evening
switch(config-time-range)# periodic monday wednesday friday 18:00:00 to 22:00:00

absolute
time-range 1Pv4 ACL

Cisco NX-OS Security Release 4.0
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permit

AR

permit ARP ||

P

ARP ARP ACL permit
no

[sequence-number] permit ip {any | host sender-IP | sender-1P sender-1P-mask} mac {any | host
sender-MAC | sender-MAC sender-MAC-mask} [log]

[sequence-number] permit request ip {any | host sender-1P | sender-IP sender-1P-mask} mac {any | host
sender-MAC | sender-MAC sender-MAC-mask} [log]

[sequence-number] permit response ip {any | host sender-1P | sender-1P sender-1P-mask} {any | host
target-1P | target-IP target-1P-mask} mac {any | host sender-MAC |
sender-MAC sender-MAC-mask} [any | host target-MAC | target-MAC target-MAC-mask] [log]

no sequence—number

no permit ip {any | host sender-IP | sender-IP sender-IP-mask} mac {any | host sender-MAC |
sender-MAC sender-MAC-mask} [log]

no permit request ip {any | host sender-IP | sender-1P sender-1P-mask} mac {any | host sender-MAC |
sender-MAC sender-MAC-mask} [log]

no permit response ip {any | host sender-IP | sender-IP sender-1P-mask} {any | host target-IP |
target-1P target-IP-mask} mac {any | host sender-MAC | sender-MAC sender-MAC-mask} [any |
host target-MAC | target-MAC target-MAC-mask] [log]

sequence-number permit
ACL
1 4294967295
ACL 10
ACL 1
10
resequence
ip IP
any any
IP IP MAC
MAC any
host sender-1P ARP IP sender-IP
sender-I1P
10 IPv4
sender-1P IP IPv4 IPv4
sender-1P-mask sender-IP sender-I1P-mask 10
sender-1P-mask 255.255.255.255
host
mac MAC

| oL-15811-01-J
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N permit ARP

host sender-MAC ~ ARP MAC sender-MAC
sender-MAC
16 MAC
sender-MAC MAC MAC MAC
sender-MAC-mask sender-MAC sender-MAC-mask
16 sender-MAC-mask
FFffFAEF FAEF host
log ARP
request ARP
Y
request response
ARP
response ARP
A
request response
ARP
host target-IP ARP IP target-1P
host target-1P
response target-1P
10 IPv4
target-1P IPv4 IPv4
target-1P-mask target-IP target-1P-mask response
target-IP target-1P-mask
10 target-1P-mask 255.255.255.255
host
host target-MAC ARP MAC target-MAC
host target-MAC
response target-MAC
16 MAC
target-MAC MAC MAC MAC
target-MAC-mask target-MAC target-MAC-mask response
target-MAC target-MAC-mask
16 target-MAC-mask
Frff.FAF FAF host
ip
ARP ACL
network-admin
vdc-admin
Release 4.0
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permit ARP ||

4.0(2)
ARP ACL
ACL 10
ARP ACL ACL
response request ARP
arp-acl-ol ARP ACL ARP
10.32.143.0 IP ARP

switch# conf t
switch(config)# arp access-list arp-acl-01
switch(config-arp-acl)# permit request ip 10.32.143.0 255.255.255.0 mac any

deny ARP ARP ACL deny

arp access-list ARP ACL

ip arp inspection filter ARP ACL VLAN

remark ACL

show arp access-list ARP ACL 1 ARP ACL

Cisco NX-OS Security Rel 4.0
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N permit IPv4

permit 1Pv4

IPv4 Access Control List ACL;
permit
no

[sequence-number] permit protocol source destination [dscp dscp | precedence precedence] [fragments]
[log] [time-range time-range-name]

no permit protocol source destination [dscp dscp | precedence precedence] [fragments] [log]
[time-range time-range-name]

no sequence-number
Internet Control Message Protocol ICMP;

[sequence-number] permit icmp source destination [icmp-message] [dscp dscp | precedence
precedence] [fragments] [log] [time-range time-range-name]

Internet Group Management Protocol IGMP;

[sequence-number] permit igmp source destination [igmp-message] [dscp dscp | precedence
precedence] [fragments] [log] [time-range time-range-name]

Internet Protocol v4 IPv4; v4

[sequence-number] permit ip source destination [dscp dscp | precedence precedence] [fragments] [log]
[time-range time-range-name]

Transmission Control Protocol TCP

[sequence-number] permit tcp source [operator port [port] | portgroup portgroup] destination [operator
port [port] | portgroup portgroup] [dscp dscp | precedence precedence] [fragments] [log]
[time-range time-range-name] [flags] [established]

User Datagram Protocol UDP;

[sequence-number] permit udp source [operator port [port] | portgroup portgroup] destination
[operator port [port] | portgroup portgroup] [dscp dscp | precedence precedence] [fragments] [log]
[time-range time-range-name]
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permit IPv4 ||

sequence-number permit
ACL
1 4294967295
ACL 10
ACL 1
10
resequence
protocol 0
255
e icmp— ICMP
protocol
icmp-message
e igmp— IGMP
protocol
igmp-type
e ip— IPv4
IPv4
dscp
fragments
log
precedence
time-range
* fcp— TCP
protocol
flags operator portgroup established
e udp— UDP
protocol
operator portgroup
source IPv4
destination IPv4

Cisco NX-OS Security
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N permit IPv4

dscp dscp IP DSCP 6 diffserv
dscp
e 0 63—DSCP 6 10 10
DSCP
001010.

e afll — Assured Forwarding AF 1 001010

e afl2 —AF 1 001100

e afl3—AF 1 001110

e af2l — AF 2 010010

e af22 — AF 2 010100

e af23 —AF 2 010110

e af3l —AF 3 011010

e af32 — AF 3 011100

e af33—AF 3 011110

e af4l —AF 4 100010

e afd2 — AF 4 100100

e af4d3— AF 4 100110

* sl — Class-selector CS 1 1 001000

e ¢s2—CS2 2 010000

e (s3—CS3 3 011000

* cs4—CS4 4 100000

e ¢s5—CS5 5 101000

* ¢s6—CS6 6 110000

e ¢s7—CS7 7 111000

e default — DSCP 000000

e if— 101110
precedence precedence IP Precedence
precedence precedence

e 0 7— IP Precedence 3 10

3 IP Precedence
011

e critical — Precedence5 101

e flash — Precedence 3 011

e flash-override — Precedence 4 100
e immediate — Precedence 2 010

e internet — Precedence 6 110

* network — Precedence 7 111

e priority — Precedence 1 001

* routine — Precedence 0 000

Cisco NX-OS Security Release 4.0
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permit IPv4 ||

fragments
TCP 4
log
* ACL
L ]
. TCP UDP ICMP
[ ]
time-range
time-range-name .
time-range
icmp-message ICMP ICMP
0 255 ICMP
1
igmp-message IGMP IGMP
igmp-message 0 15 IGMP
e dvmrp — Distance Vector Multicast Routing Protocol DVMRP;
e host-query —
e host-report —
e pim — Protocol Independent Multicast PIM
e trace —
operator port [port] TCP UDP operator port
source destination
port TCP UDP
0 65535
TCP UDP
2 port operator
operator
* eq— port
e gt— port
o t— port
* neq— port
* range — 2 port port
2 port
Cisco NX-OS Security Rel
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N permit IPv4

portgroup TCP UDP portgroup IP
portgroup

source destination

IP object-group ip
port

flags TCP TCP
flags 1

e ack
e fin

* psh
* rst

* syn
* urg

established TCP TCP
ACK RST TCP

IPv4 ACL
ACL 10

IPv4 ACL

network-admin

vdc-admin
4.0(2)
IPv4 ACL ACL
source destination
source destination
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IP — IPv4
destination 1Pv4
object-group ip address

addrgroup address-group-name

lab-gateway-svrs 1Pv4
switch(config-acl)# permit ip any addrgroup lab-gateway-svrs

— IPv4

IPv4-address network-wildcard

192.168.67.0 IPv4
source

switch(config-acl)# permit tcp 192.168.67.0 0.0.0.255 any

Variable-Length Subnet Mask VLSM;
VLSM

IPv4-address/prefix-len

192.168.67.0 IPv4 VLSM

switch(config-acl)# permit udp 192.168.67.0/24 any

— host IPv4
host IPv4-address
IPv4-address/32 IPv4-address 0.0.0.0
host 192.168.67.132 IPv4

switch(config-acl)# permit icmp host 192.168.67.132 any

. — any
any
any
ICMP
icmp-message 0 255 ICMP

administratively-prohibited —
alternate-address —
conversion-error —
dod-host-prohibited —
dod-net-prohibited —

echo — ping
echo-reply —
general-parameter-problem —

host-isolated —

permit IPv4 ||

source

destination

— IPv4

source

source

IPv4

Cisco NX-OS Security
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N permit IPv4

e host-precedence-unreachable —
* host-redirect —

* host-tos-redirect — ToS

* host-tos-unreachable — ToS
¢ host-unknown —

¢ host-unreachable —

e information-reply —

¢ information-request —

e mask-reply —

* mask-request —

e mobile-redirect —

* net-redirect —

* net-tos-redirect — ToS

¢ net-tos-unreachable — ToS
* net-unreachable —

e network-unknown —

e no-room-for-option —

e option-missing —

e packet-too-big — DF
e parameter-problem —

e port-unreachable —

e precedence-unreachable —
e protocol-unreachable —

e reassembly-timeout —

e redirect —

* router-advertisement —

* router-advertisement —

e source-quench —

* source-route-failed —

* time-exceeded —

e timestamp-reply —

e timestamp-request —

e traceroute —

e ttl-exceeded — TTL

* unreachable —

TCP

protocol tep port 0 65535 TCP

bgp — Border Gateway Protocol BGP; 179
chargen — 19
cmd — rcemd 514

daytime — 13
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discard — 9
domain — Domain Name Service DNS;

drip — Dynamic Routing Information Protocol DRIP;
3949

echo — 7

exec — Exec rsh 512

finger — 79
ftp — File Transfer Protocol FTP; 21
ftp-data — FTP 2

gopher — Gopher 7
hostname — NIC 11
ident — ldent 113

irc — Internet Relay Chat IRC;

klogin — Kerberos 543
kshell — Kerberos 544
login — rlogin 513
Ipd — 515

nntp — Network News Transport Protocol NNTP 119
pim-auto-rp — PIM Auto-RP 496

pop2 — Post Office Protocol v2 POP2 19

pop3 — Post Office Protocol v3 POP3 11

smtp — Simple Mail Transport Protocol SMTP;
sunrpc — Sun Remote Procedure Call RPC;

tacacs — TAC Access Control System 49

talk — Talk 517

telnet — Telnet 23

time — Time 37

uucp — UNIX-to-UNIX Copy Program  UUCP; UNIX
whois — WHOIS/NICNAME 43

www — World Wide Web HTTP 8

UDP
protocol udp port 0 65535
biff — BIFF comsat 512

bootpc — Bootstrap Protocol BOOTP;

Cisco NX-OS Security
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194

25
111

54

UDP

68
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N permit IPv4

bootps — Bootstrap Protocol BOOTP; 67
discard — 9

dnsix — DNSIX 195

domain — Domain Name Service DNS; 53

echo — 7

isakmp — Internet Security Association and Key Management Protocol ISAKMP 5

mobile-ip — IP 434
nameserver — IEN116 42
netbios-dgm — NetBIOS 138
netbios-ns — NetBIOS 137
netbios-ss — NetBIOS 139

non500-isakmp — Internet Security Association and Key Management Protocol ISAKMP 45
ntp — Network Time Protocol NTP; 123

pim-auto-rp — PIM Auto-RP 496

rip — Routing Information Protocol RIP in.routed 52

snmp — Simple Network Management Protocol SNMP; 161
snmptrap — SNMP 162

sunrpc — Sun Remote Procedure Call RPC; 111

syslog — 514

tacacs — TAC Access Control System 49

talk — Talk 517

tftp — Trivial File Transfer Protocol TFTP; 69
time — Time 37

who — Who rwho 513

xdmcp — X Display Manager Control Protocol XDMCP (177)

acl-lab-01 IPv4 ACL 10.23.0.0 192.168.37.0 10.176.0.0
TCP uUbP

switch# config t

switch(config)# ip access-list acl-lab-01
switch(config-acl)# permit tcp 10.23.0.0/16 10.176.0.0/16
switch(config-acl)# permit udp 10.23.0.0/16 10.176.0.0/16
switch(config-acl)# permit tcp 192.168.37.0/16 10.176.0.0/16
switch(config-acl)# permit udp 192.168.37.0/16 10.176.0.0/16
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permit IPv4 ||

acl-eng-to-marketing IPv4 ACL eng_workstations IP
marketing_group IP IP

switch# config t
switch(config)# ip access-list acl-eng-to-marketing
switch(config-acl)# permit ip addrgroup eng workstations addrgroup marketing group

deny IPv4 IPv4 ACL deny

ip access-list IPv4 ACL

object-group ip address V4

object-group ip port IP

remark ACL

show ip access-list IPv4 ACL 1 IPv4 ACL
statistics per-entry ACL

time-range
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N permit MAC

permit MAC

MAC ACL permit
no

[sequence-number] permit source destination [protocol] [cos cos-value] [vlan VLAN-ID]
no permit source destination [protocol] [cos cos-value] [vlan VLAN-ID]

no sequence-number

sequence-number permit
ACL
1 4294967295
ACL 10
ACL 1
10
resequence
source MAC
destination MAC
protocol 0x0
Oxffff
MAC
cos cos-value IEEE 802.1Q cos-value Class of Service CoS;
cos-value 0 7
vlan VLAN-ID IEEE 802.1Q VLAN ID
VLAN-ID 1 4094
MAC ACL

network-admin
vdc-admin

4.0(0)

Cisco NX-OS Security Release 4.0
[ 222 | oL-15811-01-J |



MAC ACL
ACL 10
MAC ACL ACL
source destination
source destination
. — MAC 1
MAC-address MAC-mask
source MAC 00c0.4f03.0a72

switch(config-acl)# permit 00c0.4£03.0a72 0000.0000.0000 any

destination MAC 00603e

switch(config-acl)# permit any 0060.3e00.0000 0000.0000.0000

. —any
any
any
MAC
protocol MAC
0x 4 16 0x0

e aarp — Appletalk ARP 0x80f3

e appletalk — Appletalk 0x809b

* decnet-iv— DECnet Phase IV  0x6003

e diagnostic — DEC Diagnostic Protocol 0x6005
e etype-6000 — Ethertype 0x6000 0x6000

e etype-8042 — Ethertype 0x8042 0x8042

e ip— Internet Protocol v4 0x0800

e lat— DECLAT 0x6004

¢ lavc-sca— DEC LAVC SCA 0x6007

e mop-console — DEC MOP 0x6002
e mop-dump — DEC MOP 0x6001
e vines-echo — VINES 0xObaf
Cisco NX-OS Security R
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N permit MAC

mac-ip-filter MAC ACL 2 MAC IPv4

switch# config t
switch(config)# mac access-list mac-ip-filter

switch(config-mac-acl)# permit 00c0.4£00.0000 0000.00ff.££f£f£f 0060.3e00.0000
0000.00f£.£££ff ip

deny MAC MAC ACL deny

mac access-list MAC ACL

remark ACL

statistics per-entry ACL

show mac access-list MAC ACL 1 MAC ACL

Cisco NX-OS Security Release 4.0
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permit

Security Group Access Control List SGACL;
permit
no

permit

permit {all | icmp | igmp | ip | {{tcp | udp} [{src | dest} {{eq | gt | It | neq} port-number} |

range port-numberl port-number2}]}

no permit {all | icmp | igmp | ip | {{tcp | udp} [{src | dest} {{eq | gt | It | neq} port-number} |

range port-numberl port-number2}]}

all

icmp Internet Control Message Protocol ICMP;
igmp Internet Group Management Protocol IGMP;
ip IP

tep TCP

udp User Datagram Protocol UDP;

src

dest

€q

gt

It

neq

port-number  TCP UDP 65535
range TCP UDP

port-numberl 0 65535
port-number2 0 65535

network-admin
vdc-admin

4.0(1)

feature cts

Cisco NX-OS Security
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N permit

SGACL

switch# config t
switch(config)# cts role-based access-list MySGACL
switch(config-rbacl)# permit icmp

SGACL

switch# config t
switch(config)# cts role-based access-list MySGACL
switch(config-rbacl)# no permit icmp

cts role-based access-list Cisco TrustSec SGACL
deny SGACL
feature cts Cisco TrustSec

show cts role-based access-list  Cisco TrustSec SGACL

Cisco NX-OS Security Release 4.0
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permit interface M

permit interface

permit interface
no

permit interface {ethernet slot/port[- port2]| interface-list}

no permit interface

ethernet slot/port
- port

interface-list

network-admin
vdc-admin

4.0(1)

interface policy deny permit interface

switch# config t

switch(config)# role name MyRole

switch(config-role)# interface policy deny
switch(config-role-interface)# permit interface ethernet 2/1 - 8

switch# config t

switch(config)# role name MyRole

switch(config-role)# interface policy deny

switch(config-role-interface)# permit interface ethernet 1/1, ethernet 1/3, ethernet
1/5, ethernet 1/7

switch# config t

switch(config)# role name MyRole

switch(config-role)# interface policy deny
switch(config-role-interface)# no permit interface ethernet 2/1

Cisco NX-OS Security Rel 4.0
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M permit interface

interface policy deny

role name

show role

Cisco NX-OS Security Release 4.0
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permit vlian

VLAN VLAN
no

permit vlan {vlan-id[- vlan-id2] | vlan-list}

no permit vlan

permit vlian

permitvian W

VLAN

vlan-id VLAN 1 3967

4048 4093

- vlan-id2 VLAN
VLAN

VLAN

vlan-list VLAN

VLAN

VLAN

network-admin
vdc-admin

4.0(1)

vlan policy deny permit vlian
VLAN

VLAN VLAN

switch# config t

switch(config)# role name MyRole
switch(config-role)# vlan policy deny
switch(config-role-vlan)# permit vlan 8

VLAN VLAN

switch# config t

switch(config)# role name MyRole
switch(config-role)# vlan policy deny
switch(config-role-vlan)# permit vlan 1-8

VLAN VLAN

switch# config t
switch(config)# role name MyRole
switch(config-role)# vlan policy deny

switch(config-role-vlan)# permit vlan 1, 10, 12,

VLAN

20

Cisco NX-OS Security R
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P
W permitvian

VLAN VLAN

switch# config t

switch(config)# role name MyRole
switch(config-role)# vlan policy deny
switch(config-role-vlan)# no permit vlan 2

vlan policy deny VLAN

role name

show role

Jll_ Cisco NX-OS Security Release 4.0
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permitvrf W
permit vrf
VRF Virtual Routing and Forwarding VRF
permit vrf VRF no
permit vrf vrf-name
no permit vrf vrf-name
vrf-name VRF
VRF
VRF
network-admin
vdc-admin
4.0(2)
vrf policy deny permit vrf VRF VRF
VRF
VRF VRF

switch# config t

switch(config)# role name MyRole
switch(config-role)# vrf policy deny
switch(config-role-vrf)# permit vrf management

VRF VRF

switch# config t

switch(config)# role name MyRole
switch(config-role)# vrf policy deny
switch(config-role-vrf)# no permit vrf engineering

vrf policy deny VRF

role name

show role

Cisco NX-OS Security
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W platform access-list update

platform access-list update

Access Control List ACL;
110 platform access-list
no

platform access-list update {atomic | default-result permit}

no platform access-list update {atomic | default-result permit}

atomic
NX-0S
ACL
default-result permit ACL

atomic

network-admin
vdc-admin

4.0(1)

NX-0S ACL
ACL
1/0 ACL

1/0
110 ACL

1/10 no platform access-list update atomic
ACL

ACL ACL

ACL
platform access-list update default-result permit

Cisco NX-OS Security Release 4.0
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platform access-list update W

ACL

switch# config t
switch(config)# no platform access-list update atomic

ACL

switch# config t
switch(config)# platform access-list update default-result permit

switch# config t
switch(config)# no access-list update default-result permit
switch(config)# platform access-list update atomic

show running-config all

| oL-15811-01-J

Cisco NX-OS Security Rel 40 W



M platform rate-limit

platform rate-limit

/ platform rate-limit
no

platform rate-limit {access-list-log | copy | layer-2 {port-security | storm-control} | layer-3 {control
| glean | mtu | multicast {directly-connect | local-groups | rpf-leak} | ttl} | receive} packets

no platform rate-limit {access-list-log | copy | layer-2 {port-security | storm-control} | layer-3
{control | glean | mtu | multicast {directly-connect | local-groups | rpf-leak} | ttl} | receive}

[packets]

access-list-log

100 /
copy
30000 /
layer-2 storm-control 0
/
layer-2 1
port-security
storm-control
layer-3 3
control 3 10000
/
glean 3
100 /
mtu 3MTU
500 /
multicast 3 /
directly-connect
10000 /
local-groups
10000 /
rpf-leak Reverse Path Forwarding RPF
500 /
ttl 3TTL
500 /
receive
30000 /
packets / 1 33554431
Release 4.0
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platform rate-limit W

network-admin
vdc-admin

4.0(1)
4.0(3) port-security

switch# config t
switch(config)# platform rate-limit layer-3 control 20000

switch# config t
switch(config)# no platform rate-limit layer-3 control

show running-config

Cisco NX-OS Security Rel 4.0
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Ml police

police

police

no
police [cir] cir-rate [bps | gbps | kbps | mbps | pps]
police [cir] cir-rate [bps | gbps | kbps | mbps] [bc] burst-size [bytes | kbytes | mbytes | ms | packets | us]

police [cir] cir-rate [bps | gbps | kbps | mbps | pps]
conform {drop | set-cos-transmit cos-value | set-dscp-transmit dscp-value | set-prec-transmit
prec-value | transmit} [exceed {drop | set dscp dscp table cir-markdown-map | transmit}]
[violate {drop | set dscp dscp table pir-markdown-map | transmit}]

police [cir] cir-rate [bps | gbps | kbps | mbps | pps]
pir pir-rate [bps | gbps | kbps | mbps] [[be] extended-burst-size [bytes | Kbytes | mbytes | ms |
packets | us]]

no police [cir] cir-rate [bps | gbps | kbps | mbps | pps]

n o police [cir] cir-rate [bps | gbps | kKbps | mbps | pps] [bc] burst-size [bytes | kbytes | mbytes | ms |
packets | us]

no police [cir] cir-rate [bps | gbps | kbps | mbps | pps]
conform {drop | set-cos-transmit cos-value | set-dscp-transmit dscp-value | set-prec-transmit
prec-value | transmit} [exceed {drop | set dscp dscp table cir-markdown-map | transmit}]
[violate {drop | set dscp dscp table pir-markdown-map | transmit}]

no police [cir] cir-rate [bps | gbps | kbps | mbps | pps]
pir pir-rate [bps | gbps | kbps | mbps | pps] [[be] extended-burst-size [bytes | kbytes | mbytes | ms
| packets | us]]

cir Commited Information Rate CIR;

cir-rate CIR 0 80000000000

bps | gbps | kbps | mbps | / /
pps / / /

bc

burst-size 1 512000000

bytes | kbytes | mbytes |
ms | | packets | us

conform

drop

set-cos-transmit Class of Service CoS; 0
cos-value 7

set-dscp-transmit IPv4 IPv6 Differentiated Services Code Point DSCP;
dscp-value DiffServ 0 63
set-prec-transmit IPv4 IPV6 0 7
prec-value

transmit

exceed

set dscp dscp table CIR

cir-markdown-map

Cisco NX-OS Security Release 4.0
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police W

violate

set dscp dscp table PIR
pir-markdown-map

pir pir-rate PIR

be

extended-burst-size 1 512000000

network-admin
vdc-admin

4.0(1)

VDC

switch# config t

switch(config)# policy-map type control-plane PolicyMapA
switch(config-pmap)# class ClassMapA
switch(config-pmap-c)# police cir 2000 kbps

switch# config t

switch(config)# policy-map type control-plane PolicyMapA
switch(config-pmap)# class ClassMapA
switch(config-pmap-c)# no police 2000 kbps

class

show policy-map type
control-plane

Cisco NX-OS Security
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MW policy

policy

Cisco TrustSec Security Group Tag SGT;
Cisco TrustSec policy
no

policy {dynamic identity device-id | static sgt sgt-value [trusted]}

no policy {dynamic | static}
dynamic identity  Cisco TrustSec
device-id Cisco TrustSec
static sgt SGT
sgt-value Cisco TrustSec SGT Oxhhhh Ox1  Oxfffd
trusted SGT
Cisco TrustSec
network-admin
vdc-admin
4.0(2)
4.0(3) no dynamic static

feature cts Cisco TrustSec

shutdown/no shutdown

Cisco NX-OS Security Release 4.0
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Cisco TrustSec

switch# config t

switch(config)# interface ethernet 2/3

switch(config-if)# cts manual

switch(config-if-cts-manual)# policy dynamic identity DeviceB
switch(config-if-cts-manual)# exit
switch(config-if)# shutdown
switch(config-if)# no shutdown

Cisco TrustSec

switch# config t

switch(config)# interface ethernet 2/3

switch(config-if)# cts manual

switch(config-if-cts-manual)# no policy dynamic identity DeviceB
switch(config-if-cts-manual)# exit
switch(config-if)# shutdown
switch(config-if)# no shutdown

Cisco TrustSec

switch# config t

switch(config)# interface ethernet 2/4
switch(config-if)# cts manual
switch(config-if-cts-manual)# policy static sgt 0x100
switch(config-if-cts-manual)# exit
switch(config-if)# shutdown
switch(config-if)# no shutdown

Cisco TrustSec

switch# config t

switch(config)# interface ethernet 2/4
switch(config-if)# cts manual
switch(config-if-cts-manual)# no policy static sgt 0x100
switch(config-if-cts-manual)# exit
switch(config-if)# shutdown
switch(config-if)# no shutdown

policy W

cts manual Cisco TrustSec
feature cts Cisco TrustSec
show cts interface Cisco TrustSec

Cisco NX-OS Security
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M policy-map type control-plane

policy-map type control-plane

policy-map type control-plane

no
policy-map type control-plane policy-map-name
no policy-map type control-plane policy-map-name
policy-map-name 64

network-admin
vdc-admin

4.0(1)

VDC

switch# config t

switch(config)# policy-map type control-plane PolicyMapA
switch (config-pmap) #

switch# config t
switch(config)# no policy-map type control-plane PolicyMapA

show policy-map type
control-plane

Cisco NX-OS Security Release 4.0
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propagate-sgt

propagate-sgt ll

2 Cisco TrustSec SGT propagate-sgt
SGT no
propagate-sgt
no propagate-sgt
network-admin
vdc-admin
4.0(3)
SGT Cisco TrustSec
SGT
feature cts Cisco TrustSec
shutdown/no shutdown
SGT

switch# configure terminal

switch(config)# interface ethernet 2/1
switch(config-if)# cts dotlx
switch(config-if-cts-dotlx)# no propagate-sgt
switch(config-if-cts-dotlx)# exit
switch(config-if)# shutdown
switch(config-if)# no shutdown

SGT

switch# configure terminal

switch(config)# interface ethernet 2/1
switch(config-if)# cts dotlx
switch(config-if-cts-dotlx)# propagate-sgt
switch(config-if-cts-dotlx)# exit
switch(config-if)# shutdown
switch(config-if)# no shutdown

Cisco NX-OS Security
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M propagate-sgt

cts dotlx Cisco TrustSec 802.1X
feature cts Cisco TrustSec
show cts interface Cisco TrustSec
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R Cisco NX-0S

radius-server deadtime

NX-0S RADIUS radius-server
deadtime no

radius-server deadtime minutes

no radius-server deadtime minutes

minutes 1 1440

network-admin
vdc-admin

4.0(0)

NX-0S RADIUS

RADIUS

Cisco NX-OS Security Release 4.0
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WM radius-server deadtime

RADIUS

switch# config t
switch(config)# radius-server deadtime 5

RADIUS

switch# config t
switch(config)# no radius-server deadtime 5

show radius-server RADIUS

Cisco NX-OS Security Release 4.0
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radius-server directed-request W

radius-server directed-request

RADIUS radius-server
directed-request no
radius-server directed-request
no radius-server directed-request
RADIUS
network-admin
vdc-admin
4.0(2)
username@vrfname:hostname vrfname Virtual Routing and
Forwarding VRF; VPN hostname RADIUS
RADIUS
RADIUS

switch# config t
switch(config)# radius-server directed-request

RADIUS

switch# config t
switch(config)# no radius-server directed-request

show radius-server directed-request RADIUS

Cisco NX-OS Security

| oL-15811-01-J



radius-server host

radius-server host

RADIUS
no

radius-server host

radius-server host {hostname | ipv4-address | ipv6-address}

[key [0 | 7] shared-secret [pac]] [accounting]

[acct-port port-number] [auth-port port-number] [authentication] [retransmit count]
[test {idle-time time | password password | username name}]

[timeout seconds [retransmit count]]

no radius-server host {hostname | ipv4-address | ipv6-address}

[key [0 | 7] shared-secret [pac]] [accounting]

[acct-port port-number] [auth-port port-number] [authentication] [retransmit count]
[test {idle-time time | password password | username name}]

[timeout seconds [retransmit count]]

hostname RADIUS Domain Name Server DNS
256
ipv4-address AB.CD IPv4
ipv6-address X:X:X1:X IPv6
key RADIUS
0 RADIUS
7 RADIUS
shared-secret RADIUS
63
pac Cisco TrustSec RADIUS Cisco Access Control
Server ACS Protected Access Credentials PAC
accounting
acct-port port-number RADIUS
0 65535
auth-port port-number RADIUS 0 65535
authentication
retransmit count RADIUS
1 5
1
test RADIUS
idle-time time 1
1440
password password
32
username name
32
timeout seconds RADIUS
5 60

Jll_ Cisco NX-OS Security Release 4.0
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radius-server host W

1813
1812
1
5
test
test

network-admin

vdc-admin

4.0(1)

0 RADIUS
RADIUS

switch# config terminal
switch(config)# radius-
switch(config)# radius-
switch(config)# radius-
switch(config)# radius-
switch(config)# radius-
switch(config)# radius-
switch(config)# radius-
switch(config)# radius-
switch(config)# radius-

server host
server host
server host
server host
server host
server host
server host
server host
server host

10.10.2.3 key HostKey
10.10.2.3 auth-port 2003
10.10.2.3 acct-port 2004
10.10.2.3 accounting

radius2 key 0 abcd

radius3 key 7 1234

10.10.2.3 test idle-time 10
10.10.2.3 test username tester
10.10.2.3 test password 2B9kas

show radius-server

RADIUS

Cisco NX-OS Security
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M radius-server key

radius-server key

RADIUS radius-server key
no

radius-server key [0 | 7] shared-secret

no radius-server key [0 | 7] shared-secret

0 RADIUS

7 RADIUS

shared-secret RADIUS

ASCII
63
network-admin
vdc-admin
4.0(2)
RADIUS RADIUS
63 ASCII
RADIUS
radius-server