Ma<>F

ZOFETIE, M ThHED CiscoNX-OS X =2 U7 ¢ a~<2 RIZOWTHHALET,

mac access-list

Mac Access Control List (ACL; 727 &2 2> hm—/L U R N) ZERT B0, 38K ED ACL @
MACT7Z7®AURL ar74X¥al—y 3 T— REHET DHI2I1E. mac aceess-list =~ R&#
FAILEJ, MACACL ZHIBR3 521X, Zoa~> Ko ne IBXEHHL 7,

mac access-list access-list-name

no mac access-list access-list-name

X DEREA

TI2HIE

avV K E—F

#ik—rEhd1-¥ O0-)

access-list-name ~ MAC ACL O£ i, K 64 LFET, KXFL/ILFEXH LT THEEL
FT, AR—AFELEFFIAMFIIEATEETA,

L

Ja—nR) a7 4 F¥al— g

network-admin

vdc-admin
av Yy FERE Jy—= EFERNR
4.0(1) Zoavry RRBMENE LR,

EREDHA R4

T 74 hTiE, MAC ACL IZERINFEHA,

FIP NT 740 &T4NE Y TT 5121, MACACL 2R LES, ~ry honEET 4 E—
T LTS AIE. MACACL #EHLT, $_XTONT T4 v 7274 NE Y T TEET,
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B mac access-list

mac access-list 2~ FZfEfA+T5E, MACT7Z7EA VAN a7 F¥al—3i gy B— NREL
SNET, ZOE—FT, MACdeny =~ > RE X permit =~ > REHEHA L, ACL O/V—/L %%
FELET, FHELZ ACL REFEELARWVWEAIX., Zoa<y ROANRRZH L ACL MERSHhET,

ACL A V% —7 = A AZ#AT 5I21L, mac port access-group =~ > FEfFEHL 9,
T _TH MAC ACL %, Bk —L & LT, ROBERL—ABRESHLET,

deny any any protocol
ZORBONL— MY, FT T4 v I DLA Y2~y X —ITRESNET e FavicBRRL . —
LW hT 74w 7 BERERIESTSNET,

MAC ACL O/ — NV OffFHE# & ftdkd 5 121%, statistics per-entry 2~ R&EHEH L ET, 73
A 2, BEEL— L OREHER 2SR L A, BB — B LTy P OREHER &2 e T D
WZiE, Xy D deny (FEER) M— A EPRIICRET D2LERH D F75,

Zoawy R, 74 B R FIARETT,

i &Iz, mac-acl-01 £WW9 MACACLOMACT7/7t®A VAN a7 4Xalb—v gy T— RaeBith
T5HERLET,
switch# conf t

switch (config) # mac access-list mac-acl-01
switch (config-acl) #

BEa<YU R avwUF i
deny (MAC) MAC ACL (2457 (deny) NV—/L&RELET,
mac port access-group MACACL A ¥ —7 A AZHEH L E 7,
permit (MAC) MAC ACL IZ permit (FFf]) V—AZEZERELET,
show mac access-lists F_TH MAC ACL £ 721345 D MAC ACL #F R LET,
statistics per-entry ACL o= b OFGHERDOINEL A R—T VT LET,
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mac packet-classify W

mac packet-classify

L340

gljlg

R

TI2FIE

avYkE—F

#h—r&hd1—4 0-)

LAY 2 A4 8—=Tx2AAD MAC 7y M3fEE A X—7 /W T 212X, mac packet-classify =~
VREMHEHLET, MAC N7y N3 ET 4 =7 ICT 2ICIE, Z0a~vy Ko no JBRAEMH L
7.

mac packet-classify

no mac packet-classify

Zoawy RiZiE, 5lIEETF—V—FEH 0 8 A,

L

Ay B —Taf A AT Fal—a

network-admin

vdc-admin
avy FER Jyy—=x EFERA
4.2(1) Zoawy RpBIMEnE L,

BEREDAA FS54>

Zoavwy R, 794 B R FARETT,

MAC Xy by BEEERTAE, LAY2 A0 2 —T7 24 A LEOMACACL 2, IP v T 7 4 v 0 %
Gle, AU HE—T 2 A AZADTXTCO N T 7 4 w7 IZ#EHESND, £FIEIP VT 7 40 v 7720
WA SN0 %E, av ba—LTxET,

LAY2A40 =724 AETMAC X7y MR AR—TNMICENTWNEEE A F—T AR
FEOMACACLIZ, IP "o 74 v 2 &Gt A H—T 2 AZADTRTONT 7 4 v 7 IZJE &
NEY, Fo. A F—T 24 ALEDOIPFA—F ACLIFZHEHTE A,

LAY 2408 —T x4 A LETMAC X7y NpEBRT 4 E—T7 SN TWHEE A v X —T oA
ALEDOMACACL X, A v Z—T =4 RZADIEIP N7 74 w7 FICEHEINET, £/2, 4
=Tz A LDOIP R—F ACL 2@EHATx £,

LAXY2ALE =T AA AL LTA LV F—T oA ZAZHEICT HITIE, switchport =< FEHEH L
ij‘o
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M  mac packet-classify

1 ROBTIE, A =Ry F A HZ—T A ANRLATY2A X —T A AL LTEETDHLOREL.
MAC % v N3 ¥E A X —T T 5 HEE R LET,

switch# conf t

switch (config)# interface ethernet 2/3
switch (config-if) # switchport

switch (config-if)# mac packet-classify
switch (config-if) #

WIZ, MAC /X7y RGN A X —TND L&, £ X —T A AZIPA— b ACL O #3173
LI, FRENDIA—F Ry P A F—T 2 RELTT— A v —VORELZEBRT D HiEET
LET,

switch (config) # show running-config interface ethernet 2/3

!Command: show running-config interface Ethernet2/3
!Time: Wed Jun 24 13:06:49 2009

version 4.2 (1)

interface Ethernet2/3
ip access-group ipacl in
mac port access-group macacl
switchport
mac packet-classify

switch(config)# interface ethernet 2/3

switch (config-if)# ip port access-group ipacl in

ERROR: The given policy cannot be applied as mac packet classification is enable
d on this port

switch (config-if) #

EEav2 R avvk LA
ip port access-group IPV4ACL ZKR—FMACL & LTA v Z—T A AZEHALET,
ipv6 port traffic-filter IPV6 ACL ZR—h ACL £ LCA ¥ —7 = A AT LET,
switchport AVB =T 2 A AR, bAT2A 0 H =Tz A AL LTEETH LI
ELET.
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mac port access-group M

mac port access-group

MAC Access Control List (ACL; 727t A a2 fua—/L URK) A X —7 A AZH#HAT DI,
mac port access-group =~ FEHHLES, A ¥ —7 =1 A0 H MAC ACL ZHIR7 212i%, Z
Da~xy RO no BREHEHLET,

mac port access-group access-list-name

no mac port access-group access-list-name

B DEREA
TI2F+ILE
avY KR E—F

#h—rEhd1—4 o—)

access-list-name MAC ACL D4 Hil, K 64 XFT, KXFL/NILFEEZRH LIZEmEFETHEEL
9,

L

Ao B =Tz A a7 4Fal—3ar

network-admin

vdc-admin
av Yy FER yy—=x EERNE
4.0(1) Zoa<wry RRNEBMENRE LT,

EREDAA FS54>

FTHNBRTEH, A ¥ —7 x4 AZMACACL F#EH S EH A,

TNRAALICVA T 3~y X =TS T 7 4 v VERREIN TV RWES % RE MAC ACL
FFEIP N7 70 w7 ICEAISNET, X7y My ERT 4 E—T7 L O8%AETE. MAC ACL 33 _TO
FT T4y ZICHEA S NET,

mac port access-group =~ > REMFHAT L LX), RO X —T x4 R XA TSR LT,
MACACL #KR— K ACL & LCHEHATEET,

e LAV 2A4 U F—T AR

e LAY2A— YRy N A= bFr RNV A FX—T AR

MAC ACL # VLANACL L LC#EHTDHZ T ET, MoV TIE, P339 ® match (VLAN
TIRA ) avr REBRLTLIEES N,

MACACL MEH SN DIE, A" R b I 74 v 75T, MACACL BNiEHIND &, /)
7y EBACL DNV— VL TTF =y 7 SNET, BUIIO—BL— Lo TARry bBRFRTIND
L. Oy MEBIERELBINET, O —BL—MITL > TRy FBREGRISND &, 2D
Ny MEI Ry 7 &, ICMP AR MEEAREA vE—VRRINET,

FNA APSEEED ACL 2B LIZHE. A VX —T7 2 A A0HZ D ACL ZHIFRL2< T, Bk
L7ZACLIBA Y E—T 2 A A LD T 7 4 v 7 ITIIHBELEEA,

Zoavy RiZiE, 74 R IARETT,
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M mac port access-group

1 WL, £ =Yy b A F—TxAA2/1 % LT, mac-acl-01 &5 MAC ACL %M 4 56 % %
LET,

switch# config t
switch (config)# interface ethernet 2/1
switch (config-if)# mac port access-group mac-acl-01

WIZ, 41—V Xy b A ¥ —TxAA2/1 7»5, mac-acl-01 &9 MAC ACL #HIBRT 2612~ L F
ﬁ—o

switch# config t
switch (config)# interface ethernet 2/1
switch (config-if)# no mac port access-group mac-acl-01 in

BREaOTY R avwyk EA
mac access-list MAC ACL #8%E L £7,
show access-lists T_TH ACL #F L ET,
show mac access-lists B D MAC ACL £72134 T MAC ACL #FERLET,
show running-config FRCOA v H—T oA AETAEEDA v —T = A ADEFa L
interface T4 F¥ a2l —varEFERALET,
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match (V95X <%v )

aryha—NFL—r TRy T O—FHEELFETHIZ1E, match =2~ FEFEHLET, 2
fa—n FL—r R v— <y TO—FEEZHIFRT DT, Zoa~vr Fono BEXEHEHLET,

match (452 <7 M

match access-group name access-list

match exception {[ip | ipv6] {icmp {redirect | unreachable} | option}}

match protocol arp

match redirect {arp-inspect | dhcp-snoop}

no match access-group name access-list

no match exception {[ip | ipv6] {icmp {redirect | unreachable} | option}}

no match protocol arp

no match redirect {arp-inspect | dhcp-snoop}

B
TIAILE
Ok E—F

#ih—rEhd1—F -

access-group name access-list

IP ACL £721%3 MAC ACL & —H ¥ £7,

exception BISANT y b= SEET,

ip IPv4 Gilsh Ny h a2 —BEEET,

ipvé IPv6 st N7 N2 —B S HET,

icmp IPv4 £7213 IPv6 @ ICMP /%7 v b & —E S F 7,

redirect IPv4 £721X1Pv6 D ICMP U ¥ A L7 ks Nory Ne—HX®
EJraN

unreachable IPv4 £ 7213 IPv6 @ ICMP ElZEARGRE T > M E—HSEE T,

option IPv4 721 [Pv6 O ICMP 47> a v RXry e —HIEZE

‘é‘o

protocol arp

Address Resolution Protocol (ARP; 7 F L Rk~ v k 2)L)
Nry be—HIEET,

redirect {arp-inspect | dhcp-snoop}

FAF w7 ARPA > A=Y 2 %121 DHCP A X —t
T IVEAVI N Ty Ne—HIHET,

L

PIARy S a7 Fal—ar

network-admin
vdc-admin
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W match (/52297

avy FEE

yy—= EFERRE
4.0(3) KUY 7 IPv6 X7y FOHYR— IR EMENE L,
4.0(1) Zoawy RBMEMEShE L,

EREDHA R4

]

Do~y RT ACL 2783 51203, FAlc IP ACL £721% MAC ACL 2B L TH< LERH Y £
j‘o
Doy REMEATEXS01X, F7 44 kO VDC £ T,

Zoavwy R, 74 B A FIARETT,

Wiz, aryra— T —r 7R vy TO—FHEELIBET IR ERLET,

switch# config t

switch (config) # class-map type control-plane ClassMapA
switch (config-pmap) # match exception ip icmp redirect
switch (config-pmap) # match redirect arp-inspect

WL, avyia—L =y 75 <y 7 O—BEELZHIBRTIHERLET,

switch# config t
switch (config)# class-map type control-plane ClassMapA
switch (config-pmap) # no match exception ip icmp redirect

BBEav> R

avwvk H L)

class-map type control-plane = L o—/ L —0 752 v FEERELITHELTC. 7 T A
v vl arg Xal—varET—RERBLET,

show class-map type arvbr—nL FL—r R v— vy TOREGERERTLET,

control-plane
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match (VLAN 79X <=v ) B

match (VLAN 79X <% v 7)

VLAN 7 78R~y THNONTF 7 47 7402 Y 7 HE LT Access Control List (ACL; 77 &
A ayita—/ AN ZFEET5I2E, match 2~ FEEHALET, VLAN 7272 R ~ v 7k
match =~ RZHIBRT 5121, Zoa<r Fone BRNE2HEHL £,

match {ip | ipv6 | mac} address access-list-name

no match {ip | ipv6 | mac} address access-list-name

B DEREA
T2+ EK
Ok E—F

#ih—rEhd1—F -

address ACL D4R, R 64 XF T, RXFE/NCFE KB LB FTHRELET,
access-list-name

ip ACL 28 IPv4 ACL IZ72 5 L9 IZHRELE T,

ipvé ACL 23 IPv6 ACL 12725 X ) ICHELE T,

mac ACL 28 MAC ACL {2725 K 5 IZHE L £7,

L

VIAN 7 7t A~vy S a7 4Xal—3 gy

network-admin

vdc-admin

avy FEEE yy—= EENE
4.1(2) ipve F— U — RANBMENE LT,
4.0(1) Zoa<wy RRNEBMERE L,

EREDAHA R34y

VLAN 727t A v TlE, 1 DO > FUIZHONWT 1 DF 771385 match 2~ RE{EE T F
ﬁ—o

T HINTE, TRARZED T 74 v 7B ES, IPvd N T 7 4 v 7121% IPv4d ACL 723,
IPv6 T 7 4 v 711X IPv6 ACL 8, Z DD+ _THO T 7 4 v 7121 MAC ACL A S £,

Zoavy RiZiE, 74 B R IARETT,
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W match (VLAN 77 &R 29 7)

i WOFTIE, vlan-map-01 &£\ I 4ETO VLAN 727 & X < v 7&K L. TNEHIC 2 -0 match =
< R& 12D action 2~ R2H5 250y ) 23BN+ HEEZ2RLET,

vlan access-map vlan-map-01
match ip address ip-acl-01
action forward

match mac address mac-acl-00f

switch (config-access-map) #

switch (config-access-map) #

switch (config-access-map) #

switch (config-access-map) #

switch (config-access-map)# vlan access-map vlan-map-01
switch (config-access-map) # match ip address ip-acl-320
switch (config-access-map)# match mac address mac-acl-00e
( ) # action drop

( ) # show vlan access-map

switch (config-access-map
switch (config-access-map

Vlan access-map vlan-map-01 10
match ip: ip-acl-01
match mac: mac-acl-00f
action: forward

Vlan access-map vlan-map-01 20
match ip: ip-acl-320
match mac: mac-acl-00e
action: drop

BEaIU kR avwvk BieA

action VLAN 7 78R~ hT T4 0T TANEY L TOTIar%k
BELET,

show vlan access-map TRTOVLAN T 7 ®8A v 7 ERIT1IDODOVLANT 7R~y 7%
ERLET,

show vlan filter VLAN 7 7 A = v 7R #EA SN T D FIECHET A EREFZ TR LET,

vlan access-map VLAN 77 A ~ v 7HHFEELET,

vlan filter 1 >F 713D VLANIC VLAN 77 v 2 ~ v 72 EHA L7,
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