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CDP NTP n
CDP VLAN ID 2 CDP
CDP VLAN ID
2 CDP
CDP VLAN ID
VLAN VLAN ID
VLAN ID CDP VLAN
URL Cisco NX-OS Layer 2 Switching Configuration Guide, Release 4.0

http://www.cisco.com/en/US/docs/switches/datacenter/sw/4_0/nx-os/layer2/configuration/guide/I2_nx-o0s_bo

ok.html
NTP
NTP
NTP UDP
NTP UTC NTP
NTP NTP 1
2 1
NTP stratum NTP
Stratum 1
Stratum2  NTP Stratum 1 NTP NTP
NTP
NTP

Cisco NX-0OS Stratum 1
NTP

Cisco NX-0S
NTP
NTP
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1 2 NTP 1  Stratum-2 1
2 Stratum-2 2 Stratum-2 1
1 2
Cisco NX-0S CDP NTP
Cisco NX-0OS
URL Cisco NX-OS High

Availability and Redundancy Guide, Release 4.0

http://www.cisco.com/en/US/docs/switches/datacenter/sw/4_0/nx-os/high_availability/configuration/guide

NTP NTP
Cisco NX-0OS VDC Virtual Device Context; 1
CDP NTP
1 NTP VDC
VvDC Cisco NX-0S vDC
VDC URL Cisco NX-OS Virtual Device Context

Configuration Guide, Release 4.0

http://lwww.cisco.com/en/US/docs/switches/datacenter/sw/4_0/nx-os/virtual_device_context/configuration/gu
ide/vdc_nx-os_book.html
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NX-OS CDP NTP
Cisco NX-0S
NX-OS URL
Cisco NX-OS Licensing Guide
http://www.cisco.com/en/US/docs/switches/datacenter/sw/4_0/nx-os/licensing/configuration/
guide/nx-os_licensing.html
CDP NTP
e NTP NTP 1
e NTP VvDC
. VDC VDC NTP
VDC Advanced Services VDC
URL Cisco NX-OS Virtual Device Context Configuration Guide,
Release 4.0

http://www.cisco.com/en/US/docs/switches/datacenter/sw/4_0/nx-os/virtual_device_context/configuration/gu
ide/vdc_nx-o0s_book.html
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W cor NTP

CDP NTP

e CDP p.2-6
. CDP p.2-7
e CDP p.2-8

e NTP p.2-9

e NTP p.2-9

N

Cisco 10S CLI Cisco NX-0S
Cisco I0S

CDP
CDP CDP

CDP CDP
CDP
CDP CDP

VvVDC switchto vdc

1. configt
2. feature cdp

3. copy running-config startup-config

1 config t

switch# config t
switch(config)#

2 feature cdp CDP
CDP

switch(config)# feature cdp

3 copy running-config startup-config

switch(config)# copy running-config
startup-config
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| 2 cDP

NTP

CDP

CcDP NTP ||

no feature cdp

no feature cdp

switch(config)# no feature cdp

CDP

CDP

switch# config t
switch(config)# feature cdp

CDP

CDP
CDP
CDP
[p.2-6]

VDC
1. configt
2. interface interface-type slot/port
3. cdpenable
4. show cdp interface interface-type slot/port
5. copy running-config startup-config

CDP

CDP
CDP

CDP

switchto vdc

config t

switch# config t
switch(config)#

interface interface-type slot/port

switch(config)# interface ethernet 1/2

switch(config-if)#
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N cor NTP
3 cdp enable CDP
CDP

switch(config-if)# cdp enable

4 show cdp interface interface-type CDP
slot/port
switch(config-if)# show cdp interface
ethernet 1/2

5 copy running-config startup-config
switch(config-if)# copy running-config
startup-config

12 CDP

switch# config t

switch(config)# interface ethernet 1/2
switch(config-if)# no cdp enable

switch(config-if)# copy running-config startup-config

2 CDP
switch# config t
switch(config)# interface port-channel 2

switch(config-if)# cdp enable
switch(config-if)# copy running-config startup-config

CDP

CDP
cdp advertise {vl | v2} CDP
v2
switch(config)# cdp advertise vl
cdp format device-id {mac-address | CDP ID
other | serial-number}
[ ] - JR—
switch(config)# cdp format device-id mac-address MAC
mac-address e other —
e serial-number — /OUlI
other
cdp holdtime seconds CDP
10 255
switch(config)# cdp holdtime 150 180
cdp timer seconds CDP
5
switch(config)# cdp timer 50 254 60

Cisco NX-OS System Management Release 4.0
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| 2 cDP NTP

NTP
NTP

VDC

1. configt
2. ntpenable

3. copy running-config startup-config

CDP

NTP

switchto vdc

NTP n

1 config t

switch# config t
switch(config)#

2 ntp enable

switch(config)# ntp enable

NTP
NTP

3 copy running-config startup-config

switch(config)# copy running-config
startup-config

NTP

no ntp enable

no ntp enable

switch(config)# no ntp enable

NTP

NTP

switch# config t
switch(config)# no ntp enable

NTP

NTP 1Pv4 IPv6

VDC

Cisco NX-OS System Management

DNS

switchback
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CDP

NTP |

W cor NTP

a & 0 bh

config t

ntp server {ip-address | ipv6-address | dns-name}

ntp peer {ip-address | ipv6-address | dns-name}

show ntp peers

copy running-config startup-config

config t

switch# config t
switch(config)#

ntp server {ip-address | ipvé-address
| dns-name}

switch(config)# ntp server 192.0.2.10

ntp peer {ip-address | ipvé6-address |
dns-name}

switch(config)# ntp peer
2001:0db8::4101

show ntp peers

switch(config)# show ntp peers

v

DNS

copy running-config startup-config

switch(config-if)# copy running-config
startup-config

NTP

switch# config t
switch(config)# ntp server 192.0.2.10
switch(config# ntp peer 2001:04b8::4101

Release 4.0
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| 2 cDP NTP

CcDP NTP ||
CDP
show cdp all CDP
show cdp entry {all | name entry-name} CDP
show cdp global CDP
show cdp interface interface-type slot/port CDP
show cdp neighbors {device-id | interface CDP device-id
interface-type slot/port} [detail] Cisco NX-0S
Release 4.0(2)
show cdp traffic interface interface-type CDP
slot/port
CDP clear cdp counters
1 CDP clear cdp table
NTP

show ntp peer-status NTP
show ntp peers NTP
show ntp statistics {io | local | NTP

memory | peer {ip-address | dns-name}

show ntp status NTP

show ntp timestamp status

NTP clear ntp session

NTP clear ntp statistics

Cisco NX-OS System Management
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2 CDP NTP |

W cor NTP

CDP NTP

CDP

config t

feature cdp

cdp timer 50

cdp holdtime 100

NTP

config t
ntp server 192.0.2.10

2-1 CDP NTP

2-1 CDP NTP

CDP
CDP version 2
CDP device ID
CDP timer 60

CDP hold timer 180
NTP

Cisco NX-OS System Management Release 4.0
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2 CDP NTP

CDP NTP
o p.2-13
e MIB p.2-13
CDP NTP  CLI Cisco NX-OS System Management Command Reference, Release 4.0 URL

http://www.cisco.com/en/US/docs/switches/datacenter/sw/4_0/nx-os/system_management/c
ommand/reference/sm_cmd_ref.html

VDC VRF Cisco NX-OS Virtual Device Context Configuration Guide, Release 4.0  URL

http://www.cisco.com/en/US/docs/switches/datacenter/sw/4_0/nx-os/virtual_device_context
/configuration/guide/vdc_nx-os_book.html

MIB
MiB MIiB
e CISCO-CDP-MIB MIB URL
* CISCO-NTP-MIB http://www.cisco.com/public/sw-center/netmgmt/cmtk/mibs.shtml
2-2
22 CDP NTP
NTP 4.0(3) NTP

Cisco NX-OS System Management Rel 4.0
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2 cDP NTP |

W cor NTP
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CHAPTER 3

. p.3-2

. p.3-3
o p.3-3

. p.3-4

o p.3-12

o p.3-12

. p.3-13

. p.3-l3
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Syslog

RFC 3164
Cisco NX-OS System Messages
Reference

p.3-4

p.3-6

3-1

0—
1—
2 __
3
4—
5__
6 —
7 —

01 2 100 NVRAM
NVRAM

Cisco NX-OS System Management Command Reference,
Release 4.0
p.3-7

Cisco NX-OS System Management Release 4.0
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||
e syslog p.3-3
. p.3-3
syslog
syslog syslog
3 syslog syslog
syslog p.3-9
Y
syslog
VDC Virtual Device Context;
VDC

VDC URL Cisco NX-0S Virtual Device Context Configuration

Guide, Release 4.0

http://www.cisco.com/en/US/docs/switches/datacenter/sw/4_0/nx-os/virtual_device_context/configuration/gu
ide/vdc_nx-o0s_book.html

NX-0S

Cisco NX-0S
NX-0OS URL
Cisco NX-OS Licensing Guide, Release 4.0

http://www.cisco.com/en/US/docs/switches/datacenter/sw/4_0/nx-os/licensing/configuration/
guide/nx-os_licensing.html

Cisco NX-OS System Management Rel 4.0
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o p.3-4
° p3-6
i p.3-7
e syslog p.3-9
° p3-ll
S
Cisco 10S CLI Cisco NX-0S
Cisco I0S
Telnet SSH
VvDC switchto vdc

1. terminal monitor

2. configt

3. logging console [severity-level]
no logging console

4. show logging console

5. logging monitor [severity-level]
no logging monitor
show logging monitor

copy running-config startup-config

Cisco NX-OS System Management Release 4.0
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terminal monitor

switch# terminal monitor

config t

switch# config t
switch(config)#

logging console [severity-level]

switch(config)# logging console 3

3-1

no logging console [severity-levell

switch(config)# no logging console

show logging console

switch(config)# show logging console

logging monitor [severity-levell]

switch(config)# logging monitor 3

Telnet
3-1

SSH

no logging monitor [severity-levell]

switch(config)# no logging monitor

Telnet

SSH

show logging monitor

switch(config)# show logging monitor

copy running-config startup-config

switch(config)# copy running-config
startup-config

Cisco NX-OS System Management
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log:messages

p.3-11
VDC switchto vdc
config t
logging logfile logfile-name severity-level [size bytes]
no logging logfile [logfile-name severity-level [size bytes]]
show logging info
copy running-config startup-config
config t
switch# config t
switch(config)#
logging logfile logfile-name
severity-level [size bytes]
switch(config)# logging logfile my_ log 5 10485760
6
3-1
4096 10485760

no logging logfile [logfile-name
severity-level [size bytes]]

switch(config)# no logging logfile

show logging info

switch(config)# show logging info

copy running-config startup-config

switch(config)# copy running-config
startup-config

Release 4.0
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VvVDC switchto vdc

config t

logging module [severity-level]

no logging module

show logging module

logging level facility severity-level

no logging level [facility severity-level]

show logging level [facility]

logging timestamp {microseconds | milliseconds | seconds}
no logging timestamp {microseconds | milliseconds | seconds}
show logging timestamp

copy running-config startup-config

config t

switch# config t
switch(config)#

logging module [severity-levell]

switch(config)# logging module 3 0

3-1

no logging module [severity-levell]

switch(config)# no logging module

show logging module

switch(config)# show logging module

Cisco NX-OS System Management
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4 logging level facility severity-level

switch(config)# logging level aaa 2

Cisco NX-OS System
Management Command Reference, Release 4.0
3-1

facility  all
show
logging level

no logging level [facility

severity-levell

switch(config)# no logging level aaa 3

5 show logging level

[facility]

switch(config)# show logging level aaa

6 logging timestamp {microseconds |
milliseconds | seconds}

switch(config)# logging timestamp

milliseconds

no logging timestamp {microseconds \
milliseconds | seconds}

switch(config)# no logging timestamp

milliseconds

7 show logging timestamp

switch(config)# show logging timestamp

8 copy running-config startup-config

switch(config)# copy running-config

startup-config

Release 4.0
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syslog 3

VRF Virtual Routing and Forwarding syslog
VRF Cisco NX-OS Unicast Routing Configuration Guide,
Release 4.0 URL
http://www.cisco.com/en/US/docs/switches/datacenter/sw/4_0/nx-os/unicast/configuration/guide/I3_nxos-bo
ok.html

VvDC switchto vdc

1. configt

2. logging server host [severity-level [use_vrf vrf-name]]
no logging server host
show logging server

copy running-config startup-config

1 config t

switch# config t
switch(config)#

2 logging server host [severity-level 1Pv4/1Pv6 syslog

[use-vrf vrf-name]]
use_vrf

1 VRF
switch(config)# logging server 3-1 0 7
192.0.2.253

2 local7

switch(config)# logging server
192.0.254.254 5 use_vrf red 1 local 7

2 VRF red 5

no logging server host

switch(config)# no logging server host

3 show logging server syslog

switch(config)# show logging server

X

Cisco NX-OS System Management

4.0
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4 copy running-config startup-config

switch(config)# copy running-config
startup-config

/etc/syslog.conf UNIX Linux syslog

facility.level <five tab characters> action
3-2 syslog

3-2 syslog.conf syslog

facility auth authpriv cron daemon kern Ipr mail mark news
*

syslog user local0  local7

S

level debug info notice warning err crit
alert emerg *
none
action @
*
UNIX Linux syslog
1 /etc/syslog.conf local7

Ivar/log/myfile.log

debug.local’ /var/log/myfile.log

2

$ touch /var/log/myfile.log

$ chmod 666 /var/log/myfile.log
3 myfile.log

$ kill -HUP ~cat /etc/syslog.pid~

Cisco NX-OS System Management Release 4.0
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NVRAM

VvVDC switchto vdc

1. show logging last number-lines
2. show logging logfile [start-time yyyy mmm dd hh:mm:ss] [end-time yyyy mmm dd hh:mm:ss]
3. show logging nvram [last number-lines]
4. clear logging logfile
5. clear logging nvram
1 show logging last number-lines
1 9999
switch# show logging last 40
2 show logging logfile [start-time yyyy
mmm dd hh:mm:ss] [end-time yyyy mmm dd
hh:mm:ss]
3
switch# show logging logfile
start-time 2007 nov 1 15:10:0
3 show logging nvram [last number-lines] |NVRAM
switch# show logging nvram last 10 1 100

4 clear logging logfile

switch# clear logging logfile

5 clear logging nvram NVRAM

switch# clear logging nvram

Cisco NX-OS System Management Rel 4.0
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show logging console

show logging info

show logging last number-lines

show logging level [facility]

show logging logfile [start-time yyyy mmm dd
hh:mm:ss] [end-time yyyy mmm dd hh:mm:ss]

show logging module

show logging monitor

show logging nvram [last number-lines]

NVRAM

show logging server

syslog

show logging session

show logging status

show logging timestamp

System Management Command Reference, Release 4.0

Cisco NX-OS

http://www.cisco.com/en/US/docs/switches/datacenter/sw/4_0/nx-os/system_management/command/referen

ce/sm_cmd_ref.html

config t
logging console 3
logging monitor 3
logging logfile my_log 6
logging module 3
logging level aaa 2
logging timestamp milliseconds
logging server 172.28.254.253
logging server 172.28.254.254 5 local3
copy running-config startup-config

Release 4.0

i Cisco NX-OS System Management
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3-3
3-3
2
5
5
5
Cisco NX-OS System Management
Command Reference, Release 4.0
syslog
. p.3-13
. p.3-13
CLI Cisco NX-OS System Management Command Reference  URL

http://www.cisco.com/en/US/docs/switches/datacenter/sw/4_0/nx-0s/system_managemen
t/command/reference/sm_cmd_ref.html

Cisco NX-OS System Messages Reference  URL

http://www.cisco.com/en/US/docs/switches/datacenter/sw/system_messages/reference/sl
_nxos_hook.html

[ oL-15809-03-J
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CHAPTER I

Smart Call Home

Smart Call Home

e Call Home p.4-2

e Call Home p.4-8

e Call Home p.4-8

. p.4-8
e Call Home p.4-9

e Call Home p.4-21

e Call Home p.4-22

o p.4-22

o p.4-23

Cisco NX-OS System Management Release 4.0
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4 Smart Call Home |

W call Home
Call Home
Call Home E Cisco NX-OS
E XML
NOC
E Cisco Smart Call Home TAC
e Call Home p.4-2
. p.4-3
e Call Home p.4-3
e Call Home p.4-6
e Smart Call Home p.4-6
. p.4-7
. p.4-7
. p.4-7
Call Home
Call Home
Call Home [p.4-3]
Call Home
[p.4-23] Cisco NX-0S
CLI Cisco NX-0OS
Call Home
CLI Call Home
p.4-3
Call Home
. CLlI
Short Text —
Full Text —
XML — XML Extensible Markup Language AML Adaptive Messaging Language XSD
XML Schema Definition AML XSD
Cisco.com  Web http://www.cisco.com/ XML
TAC
J 50 E

Release 4.0
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| 4 Smart Call Home

Call Home ||
e 1 — Call Home
° 1 E J—
Call Home
. — Call Home
XML
. — Cisco NX-0OS E
Call Home
Call Home Call Home Call Home
p.4-6 Call Home
Cisco NX-0OS
Cisco NX-0S
e Cisco TAC-1 — XML Cisco-TAC
callhome@cisco.com E
0
¢ full-text-destination —
e short-text-destination —
p.4-24
Call Home
Cisco NX-0OS Call Home
Call Home Cisco NX-0OS
E Call Home Call Home
Call
Home
Call Home [p.4-6]
4-1 Call
Home CLI

Cisco NX-OS System Management
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4 Smart Call Home |

W call Home

4-1

Cisco-TAC Smart Call Home

Configuration show module

show running-configuration vdc-all all
show startup-configuration vdc-all
show vdc current

show vdc membership

show version

Diagnostic show diagnostic result module all detail
show diagnostic result module number detail
show module

show tech-support gold

show tech-support platform

show tech-support sysmgr

show vdc current

show vdc membership

EEM EEM show diagnostic result module all detail
show diagnostic result module number detail
show module

show tech-support gold

show tech-support platform

show tech-support sysmgr

show vdc current

show vdc membership

Environmental show environment
show logging last 200
show module

show vdc current
show vdc membership
show version

Inventory FRU show inventory

show module

show system uptime
show sprom all

show vdc current
show vdc membership
show version

License show license usage

show logging last 200
show tech-support ethpm
show vdc current

show vdc membership

Cisco NX-OS System Management Release 4.0
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| 4 Smart Call Home

4-1

Call Home

Linemodule hardware

show diagnostic result module all detail
show diagnostic result module number detail
show module

show tech-support gold

show tech-support platform

show tech-support sysmgr

show vdc current

show vdc membership

Supervisor hardware

show diagnostic result module all detail
show diagnostic result module number detail
show module

show tech-support gold

show tech-support platform

show tech-support sysmgr

show vdc current

show vdc membership

Syslog port group

syslog PORT

show license usage

show logging last 200
show tech-support ethpm
show vdc current

show vdc membership

System

show diagnostic result module all detail
show diagnostic result module number detail
show module

show tech-support gold

show tech-support platform

show tech-support sysmgr

show vdc current

show vdc membership

Test

show module

show vdc current
show vdc membership
show version

Call Home

show

Cisco NX-OS System Management

Call Home
[p.4-6]
CLI show

Call Home

XML
128 show
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Smart Call Home |

W call Home
Call Home
Call Home
Call Home
Cisco NX-0S Call Home
Call Home 0 9
0 Cisco NX-0OS
syslog Call Home syslog Call Home
Y
Call Home syslog Call
Home syslog Cisco NX-OS System
Messages Guide
4-2 Call Home syslog
syslog
4-2 syslog
Call Home
syslog
9 Catastrophic
8 Disaster
7 Fatal 0
6 Critical 1
5 Major 2
4 Minor 3
3 Warning 4
2 Notification
1 Normal 6
0 Debugging 7
Smart Call Home
Smart Call Home
Smart Call Home Call Home
TAC  Automatic Service
Request
Release 4.0
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| 4 Smart Call Home

Smart Call Home

. Call Home
TAC
o TG
. Call Home Call Home
Web

. switch SMARTnet

e E

e (Cisco.com ID
Smart Call Home URL
http://www.cisco.com/go/smartcall/
Cisco NX-0OS Call Home

Cisco NX-OS
Cisco NX-0OS VDC Virtual Device Context;
1 Smart Call Home
VvDC
Call Home VvDC
URL
http://www.cisco.com/go/smartcall/
Smart Call Home VvVDC
Cisco NX-0S VvDC

Virtual Device Context Configuration Guide

CallHome VRF Virtual Routing and Forwarding
SMTP Call Home

Cisco NX-OS System Management

Call Home ||

Automatic Service Request

TG

Smart Call Home

Call Home
VDC
Smart
VvDC
Smart Call Home  Web
Call Home
VDC Call Home

Cisco NX-0OS
VRF Call Home
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4 Smart Call Home |

W call Home
Call Home
NX-OS Call Home
Cisco NX-0OS
NX-0OS Cisco NX-OS Licensing
Guide
Call Home
Call Home
e E
e Call Home SNMP
o E IP
e Smart Call Home
e VDC Advanced Services VvDC
Cisco NX-OS Virtual Device Context Configuration Guide
Call Home VDC
e VDC VDC
Call Home
e |P VRF
Cisco NX-OS  Call Home
. SMTP
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| 4 Smart Call Home

Call Home ||

Call Home
e Call Home p.4-9
° p4-10
. p.4-12
o p.4-13
. p.4-15
. show p.4-16
e E p.4-17
° p4-19
o p.4-20
e Call Home p.4-20
e Call Home p.4-21
e Call Home p.4-21
S
Cisco 10S CLI Cisco NX-0S
Cisco I10S
Call Home
Call Home

1

2

3 1

4 show

5

6 Call Home

7 Call Home

Cisco NX-OS System Management
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Smart Call Home |

W call Home

Call Home E

©

© N o g kw2

ID ID

VDC

config t

snmp-server contact sys-contact

callhome

email-contact email-address
phone-contact international-phone-number
streetaddress address

contract-id contract-number

customer-id customer-number

site-id site-number

10. switch-priority numbers

11. show callhome

12. copy running-config startup-config

switchto vdc

config t

switch# config t
switch(config)#

snmp-server contact sys-contact

switch(config)# snmp-server contact
personname@companyname . com

SNMP sysContact

callhome

switch(config)# callhome
switch(config-callhome) #

callhome

email-contact email-address

switch(config-callhome)# email-contact
admin@Mycompany . com

255

s

Release 4.0
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| 4 Smart Call Home

10

11

12

Call Home

phone-contact
international-phone-number

17
switch(config-callhome)# phone-contact
+1-800-123-4567

¢

streetaddress address

switch(config-callhome)# streetaddress 255
123 Anystreet st. Anytown, AnyWhere

contract-id contract-number

switch(config-callhome)# contract-id 255
Contract5678

customer-id customer-number

switch(config-callhome)# customer-id
Customerl23456

255

site-id site-number

switch(config-callhome)# site-id Sitel

255

switch-priority number

switch(config-callhome) #
switch-priority 3

show callhome Call Home

switch(config-callhome)# show callhome

copy running-config startup-config

switch(config)# copy running-config
startup-config

Call Home

switch# config t
switch(config)# snmp-server contact personname@companyname.com
switch(config)# callhome
switch(config-callhome)# email-contact admin@Mycompany.com
(
(

switch(config-callhome)# phone-contact +1-800-123-4567

switch(config-callhome)# street-address 123 Anystreet st. Anytown,AnyWhere

Cisco NX-OS System Management

X

4.0
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4 Smart Call Home

W call Home

o a ks o nh -

VDC

config t
callhome

destination-profile name

switchto vdc

destination-profile name format {XML | full-txt | short-txt}

show callhome destination-profile [profile name]

copy running-config startup-config

config t

switch# config t
switch(config)#

callhome

switch(config)# callhome
switch(config-callhome) #

callhome

destination-profile name

switch(config-callhome) #
destination-profile Nocl01

31

destination-profile name format {XML |
full-txt | short-txt}

switch(config-callhome) #
destination-profile Nocl01l format
full-txt

31

show callhome destination-profile
[profile name]

switch(config-callhome)# show callhome
destination-profile profile Nocl01

copy running-config startup-config

switch(config)# copy running-config
startup-config

Release 4.0
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| 4 Smart Call Home

Call Home ||

Call Home

switch# config t

switch(config)# callhome

switch(config-callhome)# destination-profile Nocl101
switch(config-callhome)# destination-profile Nocl0l1l format full-text

XML
. — Call Home
. — E Call Home

p.4-15

N

Cisco TAC-1

VvVDC switchto vdc

1. configt
callhome

destination profile {name | CiscoTAC-1 | full-txt-destination | short-txt-destination} email-addr
address

4. destination profile {name | CiscoTAC-1 | full-txt-destination | short-txt-destination} message-level
number

5. destination profile {name | CiscoTAC-1 | full-txt-destination | short-txt-destination} message-size
number

show call-home destination-profile [profile name]

7. copy running-config startup-config

[ oL-15809-03-J
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4 Smart Call Home |

W call Home

1 config t

switch# config t
switch(config)#

2 callhome callhome

switch(config)# callhome
switch(config-callhome) #

3 destination-profile {name | CiscoTAC-1
| full-txt-destination |
short-txt-destination} email-addr

address
fe

switch(config-callhome) #
destination-profile
full-txt-destination email-addr
person@place.com

4 destination-profile {name | CiscoTAC-1 Call Home
| full-txt-destination | .
short-txt-destination} message-level Cisco NX-OS
number Call Home

switch(config-callhome) #
destination-profile
full-txt-destination message-level 5

5 destination-profile {name | CiscoTAC-1
| full-txt-destination |
short-txt-destination} message-size

number 2500000

0 5000000

switch(config-callhome) #
destination-profile
full-txt-destination message-size
100000

6 show callhome destination-profile 1
[profile name]

switch(config-callhome)# show callhome
destination-profile profile
full-text-destination

7 copy running-config startup-config

switch(config)# copy running-config
startup-config

Call Home

switch# config t

switch(config)# callhome

switch(config-callhome)# destination-profile full-text-destination email-addr
person@place.com

switch(config-callhome)# destination-profile full-text-destination message-level 5
switch(config-callhome)# destination-profile full-text-destination message-size 10000

Cisco NX-OS System Management Release 4.0
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Call Home ||

1 1

VvVDC switchto vdc
1. configt
2. callhome

destination profile name alert-group {All | Cisco-TAC | Configuration | Diagnostic | EEM |
Environmental | Inventory | License | Linemodule-Hardware | Supervisor-Hardware |
Syslog-group-port | System | Test}

4. show callhome destination-profile [profile name]

copy running-config startup-config

1 config t

switch# config t
switch(config)#

2 callhome callhome

switch(config)# callhome
switch(config-callhome) #

3 destination-profile name alert-group
{All | cisco-TAC | Configuration |
Diagnostic | EEM | Environmental |
Inventory | License | All
Linemodule-Hardware |
Supervisor-Hardware |
Syslog-group-port | System | Test}

switch(config-callhome) #
destination-profile Nocl01l alert-group
All

4 show callhome destination-profile 1
[profile name]

switch(config-callhome)# show callhome
destination-profile profile NoclO01l

5 copy running-config startup-config

switch(config)# copy running-config
startup-config

Cisco NX-OS System Management Rel 4.0
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W call Home

Noc101

switch# config t
switch(config)# callhome
switch(config-callhome)# destination-profile Nocl0l alert-group All

show
1 CLI show 5
Y
Cisco TAC-1 CLI show
VvDC switchto vdc
1. configt
2. callhome

3. alert-group {Configuration | Diagnostic | EEM | Environmental | Inventory | License |
Linemodule-Hardware | Supervisor-Hardware | Syslog-group-port | System | Test} user-def-cmd
show-cmd

4. show call-home user-def-cmds

copy running-config startup-config

1 config t

switch# config t
switch(config)#

2 callhome callhome

switch(config)# callhome
switch(config-callhome) #

3 alert-group {Configuration |
Diagnostic | FEM | Environmental | Call Home show
Inventory | License |
Linemodule-Hardware | show
Supervisor-Hardware | show
Syslog-group-port | System | Test}
user-def-cmd show-cmd

switch(config-callhome)# alert-group
Configuration user-def-cmd “show ip
routing”

Cisco NX-OS System Management Release 4.0
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Call Home ||

show callhome user-def-cmds

show

switch(config-callhome)# show callhome
user-def-cmds

copy running-config startup-config

switch(config)# copy running-config
startup-config

Cisco-TAC show ip routing

switch# config t
switch(config)# callhome
switch(config-callhome)# alert-group Configuration user-def-cmd “show ip routing”

Call Home SMTP
E

VvVDC switchto vdc

config t

callhome

transport email smtp-server ip-address [port number] [use-vrf vrf-name]
transport email from email-address

transport email reply-to email-address

show callhome transport-email

N o a ke bd-

copy running-config startup-config

[ oL-15809-03-J
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W call Home

config t
switch# config t
switch(config)#
callhome callhome
switch(config)# callhome
switch(config-callhome) #
transport email smtp-server ip-address |DNS 1Pv4
[port number] [use-vrf vrf-name] IPV6 SMTP
switch(config-callhome)# transport 1 65535
email smtp-server 192.0.2.1 use-vrf 25
Red

SMTP

VRF

transport email from email-address Call Home email from E
switch(config-callhome)# transport
email from person@company.com
transport email reply-to email-address Call Home email reply-to E
switch(config-callhome)# transport
email reply-to person@company.com
show callhome transport-email Call Home E
switch(config-callhome)# show callhome
transport-email
copy running-config startup-config
switch(config)# copy running-config
startup-config

Call Home

switch# config t

switch(config)# callhome
switch(config-callhome)# transport email

( smtp-server 192.0.2.10 use-vrf Red
switch(config-callhome)# transport email from person@company.com
switch(config-callhome)# transport email reply-to person@company.com
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Call Home

Cisco NX-0OS 2 Call Home

VDC switchto vdc

1. configt
2. callhome
3. periodic-inventory notification [interval days | timeofday time]
4. show callhome
5. copy running-config startup-config
1 config t

switch# config t
switch(config)#

2 callhome callhome

switch(config)# callhome
switch(config-callhome) #

3 periodic-inventory notification
[interval days] [timeofday time]

1 30
7 ToD HH:MM

switch(config-callhome) #
periodic-inventory notification
interval 20

4 show callhome Call Home

switch(config-callhome)# show callhome

5 copy running-config startup-config

switch(config)# copy running-config
startup-config

20

switch# config t
switch(config)# callhome
switch(config-callhome)# periodic-inventory notification interval 20

Cisco NX-OS System Management Rel 4.0
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W call Home
Cisco NX-0S
2
30 Cisco NX-0S
Call Home
no duplicate-message throttle Call Home
switch(config-callhome) # no
duplicate-message throttle
Call Home
Call Home
Call Home Call Home

enable Call Home
switch(config-callhome)# enable

Call Home Call Home

no enable Call Home

switch(config-callhome)# no enable

Cisco NX-OS System Management Release 4.0
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Call Home

Call Home

Call Home

Call Home ||

callhome send [configuration |
diagnostic | inventoryl]

switch(config-callhome)# callhome send
diagnostic

Call Home

callhome test

switch(config-callhome)# callhome test

Call Home

Call Home

show callhome

Call Home

show callhome destination-profile name

1

Call Home

show callhome status

Call Home

show callhome transport-email

Call Home

show callhome user-def-cmds

CLI

show running-config callhome [all]

Call Home

show startup-config callhome [all]

Call Home

show tech-support callhome

Call Home

Cisco NX-OS System Management
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W call Home
Call Home
Noc101 Cisco-TAC
E
config t
snmp-server contact person@company.com
callhome

email-contact admin@Mycompany .com

phone-contact +1-800-123-4567

street-address 123 Anystreet st. Anytown, AnyWhere
destination-profile Nocl01

destination-profile Nocl01l full-text

destination-profile full-text-destination email-addr person@company.com
destination-profile full-text-destination message-level 5
destination-profile NoclOl alert-group Configuration
alert-group Configuration user-def-cmd “show ip routing”
transport email smtp-server 192.0.2.10 use-vrf Red

enable

4-3 Call Home

4-3 Call Home

2500,000

XML 2500,000

4000

SMTP 25

full-text-destination short-text-destination
CiscoTAC-1
cisco-tac

XML
Call Home 0
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Call Home

o p.4-23

. p.4-24

e syslog

e syslog XML

. p.4-35
o p.4-35
MIB p.4-35

4-4

p.4-28
p.4-31

Call Home

Call Home

Configuration

PERIODIC_CONFIGURATION

Diagnostic DIAGNOSTIC_MAJOR_ALERT GOLD 7
DIAGNOSTIC_MINOR_ALERT GOLD 4
DIAGNOSTIC_NORMAL_ALERT Call Home 2

Environmental FAN_FAILURE 5

CISCO_TAC POWER_SUPPLY_ALERT 6
POWER_SUPPLY_FAILURE 6
POWER_SUPPLY_SHUTDOWN 6
TEMPERATURE_ALARM 6

Inventory COLD_BOOT 2

CISCO_TAC
HARDWARE_INSERTION 2
HARDWARE_REMOVAL 2
PERIODIC_INVENTORY 2

License LICENSE_VIOLATION 6

Line module Hardware
CISCO_TAC

LINEmodule_FAILURE

Line module

Hardware Supervisor
Hardware
CISCO_TAC

BOOTFLASH_FAILURE

EOBC_FAILURE

Cisco NX-OS System Management
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[ |
4-4
Call Home
Supervisor Hardware |CMP_FAILURE CMP 5
CISCO_TAC |POWER_UP_DIAGNOSTICS_FAILURE 7
SUP_FAILURE 7
Syslog-group-port PORT_FAILURE syslog 6
SYSLOG_ALERT syslog 5
System SW_CRASH 5
CISCO_TAC
SW_SYSTEM_INCONSISTENT 5
Test TEST 2
CISCO_TAC
Call Home
. XML
4-5
4-5

Device identification

Date/time stamp

Error isolation message

Alarm urgency level

Cisco NX-OS System Management Release 4.0
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4-6 XML
4-6 XML
XML
XML XML XML
Time stamp 1SO faml/header/time
YYYY-MM-DD HH:MM:SS GMT+HH:MM
Message name 4-4 faml/header/name
Message type reactive proactive faml/header/type
Message group syslog /aml/header/group
Severity level Call Home [p.4-6] faml/header/level
Source ID Catalyst 6500 faml/header/source
Device ID uDlI /aml/ header/deviceld
type@Sid@
serial
* type IDPROM
s @
e Sid C ID
e serial Sid
WS-C6509@C@12345678
Customer ID ID /aml/ header/customerID
Contract ID 1D faml/ header /contractld
Site ID ID faml/ header/siteld
Server ID /aml/header/serverld
uDlI
type@Sid@serial
e type IDPROM
s @
e Sid C ID
e serial Sid
WS-C6509@C@12345678
Message description /aml/body/msgDesc

sl

Cisco NX-OS System Management 4.0
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|
4-6 XML
XML
XML XML XML
Device name /aml/body/sysName
Contact name /aml/body/sysContact
Contact e-mail faml/body/sysContactEmail
Contact phone number /aml/body/sysContactPhoneNumber
Street address RMA /aml/body/sysStreetAddress
Model name /aml/body/chassis/name
Serial number /aml/body/chassis/serialNo
Chassis part number /aml/body/chassis/partNo
CLI
Command output CLI /aml/attachments/attachment/name
name
Attachment type /aml/attachments/attachment/type
MIME type /aml/attachments/attachment/mime
Command output text Call Home /aml/attachments/attachment/atdata
[p-4-3]
4-7 XML
4-7
XML
XML XML XML
Chassis hardware /aml/body/chassis/hwVersion
version
Supervisor module /aml/body/chassis/swVersion
software version
Affected FRU name FRU faml/body/fru/name
Affected FRU serial FRU faml/body/fru/serialNo
number
Affected FRU part FRU /aml/body/fru/partNo
number
FRU slot FRU /aml/body/fru/slot
FRU hardware version FRU faml/body/fru/hwVersion
FRU software version FRU faml/body/fru/swVersion
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4-8 XML
4-8
XML
XML XML XML
Chassis hardware /aml/body/chassis/hwVersion
version
Supervisor module /aml/body/chassis/swVersion
software version
FRU name FRU faml/body/fru/name
FRU s/n FRU /aml/body/fru/serialNo
FRU part number FRU /aml/body/fru/partNo
FRU slot FRU faml/body/fru/slot
FRU hardware version |FRU faml/body/fru/hwVersion
FRU software version |FRU faml/body/fru/swVersion
4-9 XML
4-9
XML
XML XML XML
Process 1D ID /aml/body/process/id
Process state running [ ] halted [ ] /aml/body/process/processState

Process exception

/aml/body/process/exception

Cisco NX-OS System Management
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syslog
syslog port

Severity Level:5

Series:Nexus7000

Switch Priority:0

Device Id:N7K-C7010@QC@TXX12345678

Server Id:N7K-C7010@C@TXX12345678

Time of Event:2008-01-17 16:31:33 GMT+0000 Message Name:

Message Type:syslog

System Name:dc3-test

Contact Name:Jay Tester

Contact Email:contact@example.com

Contact Phone:+91-80-1234-5678

Street Address:#1 Any Street

Event Description:SYSLOG_ALERT 2008 Jan 17 16:31:33 dc3-test $ETHPORT-2-IF_SEQ_ERROR:
Error (0x20) while communicating with component MTS_SAP_ELTM
opcode:MTS_OPC_ETHPM_PORT_PHY_CLEANUP (for:RID_PORT: Ethernet3/1)

syslog_facility:ETHPORT
start chassis information:
Affected Chassis:N7K-C7010
Affected Chassis Serial Number:TXX12345678 Affected Chassis Hardware Version:0.405
Affected Chassis Software Version:4.0(1) Affected Chassis Part No:73-10900-04 end
chassis information:
start attachment

name:show logging logfile | tail -n 200

type:text

data:

2008 Jan 17 10:57:51 dc3-test %SYSLOG-1-SYSTEM_MSG : Logging logfile (messages)
cleared by user

2008 Jan 17 10:57:53 dc3-test %VSHD-5-VSHD_SYSLOG_CONFIG_I: Configuring console
from /dev/ttyS0 /dev/ttySO_console

2008 Jan 17 10:58:35 dc3-test %$VSHD-5-VSHD_SYSLOG_CONFIG_I: Configuring console
from /dev/ttyS0 /dev/ttyS0_console

2008 Jan 17 10:59:00 dc3-test %$DAEMON-3-SYSTEM_MSG: error: setsockopt IP_TOS 16:
Invalid argument: - sshd[14484]

2008 Jan 17 10:59:05 dc3-test %VSHD-5-VSHD_SYSLOG_CONFIG_I: Configuring console
from /dev/ttyS0 /dev/ttySO_console

2008 Jan 17 12:11:18 dc3-test %$SYSMGR-STANDBY-5-SUBPROC_TERMINATED: "System Manager
(gsync controller)" (PID 12000) has finished with error code
SYSMGR_EXITCODE_GSYNCFAILED_NONFATAL (12).

2008 Jan 17 16:28:03 dc3-test $VSHD-5-VSHD_SYSLOG_CONFIG_I: Configuring console
from /dev/ttyS0 /dev/ttyS0_console

2008 Jan 17 16:28:44 dc3-test $SYSMGR-3-BASIC_TRACE: core_copy: PID 2579 with
message Core not generated by system for eltm(0). WCOREDUMP(9) returned zero

2008 Jan 17 16:28:44 dc3-test %$SYSMGR-2-SERVICE_CRASHED: Service "eltm" (PID 3504)
hasn't caught signal 9 (no core).

2008 Jan 17 16:29:08 dc3-test $SYSMGR-3-BASIC_TRACE: core_copy: PID 2579 with
message Core not generated by system for eltm(0). WCOREDUMP(9) returned zero.

2008 Jan 17 16:29:08 dc3-test %SYSMGR-2-SERVICE_CRASHED: Service "eltm" (PID 23210)
hasn't caught signal 9 (no core).

2008 Jan 17 16:29:17 dc3-test %SYSMGR-3-BASIC_TRACE: core_copy: PID 2579 with
message Core not generated by system for eltm(0). WCOREDUMP(9) returned zero.

2008 Jan 17 16:29:17 dc3-test %SYSMGR-2-SERVICE_CRASHED: Service "eltm" (PID 23294)
hasn't caught signal 9 (no core).

2008 Jan 17 16:29:25 dc3-test %$SYSMGR-2-HASWITCHOVER_PRE_START: This supervisor is
becoming active (pre-start phase).

2008 Jan 17 16:29:25 dc3-test %SYSMGR-2-HASWITCHOVER_START: This supervisor is
becoming active.

2008 Jan 17 16:29:26 dc3-test %USER-3-SYSTEM_MSG: crdcfg_get_srvinfo: mts_send
failed - device_test

2008 Jan 17 16:29:27 dc3-test SNETSTACK-3-IP_UNK_MSG_MAJOR: netstack [4336]
Unrecognized message from MRIB. Major type 1807

2008 Jan 17 16:29:27 dc3-test %IM-5-IM_INTF_STATE: mgmtO is DOWN in wvdc

2008 Jan 17 16:29:27 dc3-test %$IM-5-IM_INTF_STATE: mgmt0 is DOWN in vdc

2008 Jan 17 16:29:27 dc3-test $IM-5-IM_INTF_STATE: mgmt0 is DOWN in vdc

2008 Jan 17 16:29:27 dc3-test %IM-5-IM_INTF_STATE: mgmtO is DOWN in wvdc

Cisco NX-OS System Management Release 4.0
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2008 Jan 17 16:29:28 dc3-test $SYSMGR-2-SWITCHOVER_OVER: Switchover completed.
2008 Jan 17 16:29:28 dc3-test %DAEMON-3-SYSTEM_MSG: ntp:socket family : 2 -

ntpd[19045]

2008 Jan 17 16:29:28 dc3-test %$DAEMON-3-SYSTEM_MSG: ntp:socket family : 10 -
ntpd[19045]

2008 Jan 17 16:29:28 dc3-test %DAEMON-3-SYSTEM_MSG: ntp:ipv6 only defined -
ntpd[19045]

2008 Jan 17 16:29:28 dc3-test %DAEMON-3-SYSTEM_MSG: ntp:bindvé only defined -
ntpd[19045]

2008 Jan 17 16:29:28 dc3-test %$DAEMON-3-SYSTEM_MSG: ntp:socket family : 2 -
ntpd[19045]

2008 Jan 17 16:29:28 dc3-test %DAEMON-3-SYSTEM_MSG: ntp:socket family : 0 -
ntpd[19045]

2008 Jan 17 16:29:28 dc3-test %DAEMON-3-SYSTEM_MSG: ntp:socket family : 0 -
ntpd[19045]

2008 Jan 17 16:29:28 dc3-test $NETSTACK-3-CLIENT_GET: netstack [4336] HA client
filter recovery failed (0)

2008 Jan 17 16:29:28 dc3-test $NETSTACK-3-CLIENT_GET: netstack [4336] HA client
filter recovery failed (0)

2008 Jan 17 16:29:29 dc3-test %DAEMON-3-SYSTEM_MSG: ssh disabled, removing -
dcos-xinetd[19072]

2008 Jan 17 16:29:29 dc3-test %$DAEMON-3-SYSTEM_MSG: telnet disabled, removing -
dcos-xinetd[19072]

2008 Jan 17 16:29:31 dc3-test %DAEMON-3-SYSTEM_MSG: telnet disabled, removing -
dcos-xinetd[19073]

2008 Jan 17 16:29:32 dc3-test %DAEMON-3-SYSTEM_MSG: ssh disabled, removing -
dcos-xinetd[19079]

2008 Jan 17 16:29:32 dc3-test $DAEMON-3-SYSTEM_MSG: telnet disabled, removing -
dcos-xinetd[19079]

2008 Jan 17 16:29:34 dc3-test %IM-5-IM_INTF_STATE: mgmtO is UP in vdc 1

2008 Jan 17 16:29:34 dc3-test $IM-5-IM_INTF_STATE: mgmt0 is UP in vdc 2

2008 Jan 17 16:29:34 dc3-test %IM-5-IM_INTF_STATE: mgmtO is UP in vdc 3

2008 Jan 17 16:29:34 dc3-test %IM-5-IM_INTF_STATE: mgmtO is UP in vdc 4

2008 Jan 17 16:29:34 dc3-test %$DAEMON-3-SYSTEM_MSG: ssh disabled, removing -
dcos-xinetd[19105]

2008 Jan 17 16:29:34 dc3-test %DAEMON-3-SYSTEM_MSG: telnet disabled, removing -
dcos-xinetd[19105]

2008 Jan 17 16:29:35 dc3-test $PLATFORM-2-PS_AC_IN MISSING: Power supply 2 present
but all AC inputs are not connected, ac-redundancy might be affected

2008 Jan 17 16:29:35 dc3-test $PLATFORM-2-PS_AC_IN MISSING: Power supply 3 present
but all AC inputs are not connected, ac-redundancy might be affected

2008 Jan 17 16:29:38 dc3-test $CALLHOME-2-EVENT: SUP_FAILURE

2008 Jan 17 16:29:46 dc3-test vsh[19166]: CLIC-3-FAILED_EXEC: Can not exec command
<more> return code <14>

2008 Jan 17 16:30:24 dc3-test vsh[23810]: CLIC-3-FAILED_EXEC: Can not exec command
<more> return code <14>

2008 Jan 17 16:30:24 dc3-test vsh[23803]: CLIC-3-FAILED_EXEC: Can not exec command
<more> return code <14>

2008 Jan 17 16:30:24 dc3-test vsh[23818]: CLIC-3-FAILED_EXEC: Can not exec command
<more> return code <14>

2008 Jan 17 16:30:47 dc3-test %SYSMGR-3-BASIC_TRACE: core_copy: PID 2630 with
message Core not generated by system for eltm(0). WCOREDUMP(9) returned zero

2008 Jan 17 16:30:47 dc3-test %$SYSMGR-2-SERVICE_CRASHED: Service "eltm" (PID 4820)
hasn't caught signal 9 (no core).

2008 Jan 17 16:31:02 dc3-test %SYSMGR-3-BASIC_TRACE: core_copy: PID 2630 with
message Core not generated by system for eltm(0). WCOREDUMP(9) returned zero

2008 Jan 17 16:31:02 dc3-test %$SYSMGR-2-SERVICE_CRASHED: Service "eltm" (PID 24239)
hasn't caught signal 9 (no core).

2008 Jan 17 16:31:14 dc3-test %SYSMGR-3-BASIC_TRACE: core_copy: PID 2630 with
message Core not generated by system for eltm(0). WCOREDUMP(9) returned zero

2008 Jan 17 16:31:14 dc3-test %SYSMGR-2-SERVICE_CRASHED: Service "eltm" (PID 24401)
hasn't caught signal 9 (no core).

2008 Jan 17 16:31:23 dc3-test $CALLHOME-2-EVENT: SW_CRASH alert for service: eltm

2008 Jan 17 16:31:23 dc3-test %SYSMGR-3-BASIC_TRACE: core_copy: PID 2630 with
message Core not generated by system for eltm(0). WCOREDUMP(9) returned zero

2008 Jan 17 16:31:23 dc3-test %$SYSMGR-2-SERVICE_CRASHED: Service "eltm" (PID 24407)
hasn't caught signal 9 (no core).

2008 Jan 17 16:31:24 dc3-test vsh[24532]: CLIC-3-FAILED_EXEC: Can not exec command
<more> return code <14>
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2008 Jan 17 16:31:24 dc3-test vsh[24548]:

<more> return code <14>

2008 Jan 17 16:31:24 dc3-test vsh[24535]:

<more> return code <14>

2008 Jan 17 16:31:33 dc3-test SNETSTACK-3-INTERNAL_ERROR:

CLIC-3-FAILED_EXEC: Can not exec command

CLIC-3-FAILED_EXEC: Can not exec command

netstack [4336] (null)

2008 Jan 17 16:31:33 dc3-test $ETHPORT-2-IF_SEQ_ ERROR: Error (0x20) while
communicating with component MTS_SAP_ELTM opcode:MTS_OPC_ETHPM_ PORT_PHY_ CLEANUP
(for:RID_PORT: Ethernet3/1l) end attachment start attachment

name: show vdc membership

type:text

data:

vdc_id: 1 vdc_name: dc3-test interfaces:
Ethernet3/1 Ethernet3/2
Ethernet3/4 Ethernet3/5
Ethernet3/7 Ethernet3/8
Ethernet3/10 Ethernet3/11
Ethernet3/13 Ethernet3/14
Ethernet3/16 Ethernet3/17
Ethernet3/19 Ethernet3/20
Ethernet3/22 Ethernet3/23
Ethernet3/25 Ethernet3/26
Ethernet3/28 Ethernet3/29
Ethernet3/31 Ethernet3/32
Ethernet3/34 Ethernet3/35
Ethernet3/37 Ethernet3/38
Ethernet3/40 Ethernet3/41
Ethernet3/43 Ethernet3/44
Ethernet3/46 Ethernet3/47

vdc_id: 2 vdc_name: dc3-aaa interfaces:

vdc_id: 3 vdc_name: dc3-rbac interfaces:

vdc_id: 4 vdc_name: dc3-call interfaces:

end attachment
start attachment
name: show vdc current-vdc
type:text
data:
Current vdc is 1 - dc3-test
end attachment
start attachment
name:show license usage

Ethernet3/3

Ethernet3/6

Ethernet3/9

Ethernet3/12
Ethernet3/15
Ethernet3/18
Ethernet3/21
Ethernet3/24
Ethernet3/27
Ethernet3/30
Ethernet3/33
Ethernet3/36
Ethernet3/39
Ethernet3/42
Ethernet3/45
Ethernet3/48

Status Expiry Date Comments

type:text

data:

Feature Ins Lic
Count

LAN_ADVANCED_SERVICES_PKG Yes -

LAN_ENTERPRISE_SERVICES_PKG Yes -

In use Never
Unused Never

end attachment
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syslog

XML

XML
syslog port

<?xml version="1.0" encoding="UTF-8" ?>
<soap-env:Envelope xmlns:soap-env="http://www.w3.0rg/2003/05/soap-envelope">
<soap-env:Header>
<aml-session:Session xmlns:aml-session="http://www.cisco.com/2004/01/aml-session"
soap-env:mustUnderstand="true"

soap-env:role="http://www.w3.0rg/2003/05/soap-envelope/role/next">

<aml-session:To>http://tools.cisco.com/neddce/services/DDCEService</aml-session:To>
<aml-session:Path>

<aml-session:Via>http://www.cisco.com/appliance/uri</aml-session:Via>

</aml-session:Path>

<aml-session:From>http://www.cisco.com/appliance/uri</aml-session:From>
<aml-session:MessageId>1004:TXX12345678:478F82E6</aml-session:MessageId>

</aml-session:Session>

</soap-env:

Header>

<soap-env:Body>
Block xmlns:aml-block="http://www.cisco.com/2004/01/aml-block">

<aml-block:
<aml-block:
<aml-block:
<aml-block:
<aml-block:
<aml-block:

Header>

Type>http://www.cisco.com/2005/05/callhome/syslog</aml-block:Type>
CreationDate>2008-01-17 16:31:33 GMT+0000</aml-block:CreationDate>

Builder> <aml-block:Name>DC3</aml-block:Name>
Version>4.0</aml-block:Version>

</aml-block:Builder>

<aml-block:
<aml-block:
<aml-block:
<aml-block:
<aml-block:
<aml-block:

BlockGroup>
GroupId>1005:TXX12345678:478F82E6</aml-block:GroupId>
Number>0</aml-block:Number>
IsLast>true</aml-block:IsLast>
IsPrimary>true</aml-block:IsPrimary>
WaitForPrimary>false</aml-block:WaitForPrimary>

</aml-block:BlockGroup>

<aml-block:

Severity>5</aml-block:Severity>

</aml-block:Header>

<aml-block:

Content>

<ch:CallHome xmlns:ch="http://www.cisco.com/2005/05/callhome" version="1.0">
<ch:EventTime>2008-01-17 16:31:33 GMT+0000</ch:EventTime>

<ch:MessageDescription>SYSLOG_ALERT 2008 Jan 17 16:31:33 dc3-test

$ETHPORT-2-IF_SEQ_ERROR: Error (0x20) while communicating with component MTS_SAP_ELTM

opcode:MTS_OPC_ETHPM_PORT_PHY_ CLEANUP (for:RID_PORT: Ethernet3/1)

Cisco NX-OS System Management
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</ch:MessageDescription> <ch:Event> <ch:Type>syslog</ch:Type>
<ch:SubType></ch:SubType> <ch:Brand>Cisco</ch:Brand> <ch:Series>Nexus7000</ch:Series>
</ch:Event> <ch:CustomerData> <ch:UserData> <ch:Email>contact@example.com</ch:Email>
</ch:UserData>

<ch:ContractData>

<ch:DeviceId>N7K-C7010@CQ@TXX12345678</ch:DeviceId>

</ch:ContractData>

<ch:SystemInfo>

<ch:Name>dc3-test</ch:Name>

<ch:Contact>Jay Tester</ch:Contact>
<ch:ContactEmail>contact@example.com</ch:ContactEmail>
<ch:ContactPhoneNumber>+91-80-1234-5678</ch:ContactPhoneNumber>

<ch:StreetAddress>#1, Any Street</ch:StreetAddress> </ch:SystemInfo>
</ch:CustomerData> <ch:Device> <rme:Chassis xmlns:rme="http://www.cisco.com/rme/4.0">
<rme:Model>N7K-C7010</rme:Model>

<rme:HardwareVersion>0.405</rme:HardwareVersion>
<rme:SerialNumber>TXX12345678</rme:SerialNumber>

</rme:Chassis>

</ch:Device>

</ch:CallHome>

</aml-block:Content>

<aml-block:Attachments>

<aml-block:Attachment type="inline">

<aml-block:Name>show logging logfile \ tail -n 200</aml-block:Name> <aml-block:Data
encoding="plain">

<! [CDATA[2008 Jan 17 10:57:51 dc3-test %SYSLOG-1-SYSTEM MSG : Logging logfile
(messages) cleared by user

2008 Jan 17 10:57:53 dc3-test %VSHD-5-VSHD_SYSLOG_CONFIG_I: Configuring console from
/dev/ttyS0 /dev/ttyS0_console

2008 Jan 17 10:58:35 dc3-test %VSHD-5-VSHD_SYSLOG_CONFIG_I: Configuring console from
/dev/ttyS0 /dev/ttyS0_console

2008 Jan 17 10:59:00 dc3-test $DAEMON-3-SYSTEM_MSG: error: setsockopt IP_TOS 16:
Invalid argument: - sshd[14484]

2008 Jan 17 10:59:05 dc3-test $VSHD-5-VSHD_SYSLOG_CONFIG_I: Configuring console from
/dev/ttyS0 /dev/ttyS0_console

2008 Jan 17 12:11:18 dc3-test $SYSMGR-STANDBY-5-SUBPROC_TERMINATED: \"System Manager
(gsync controller)\" (PID 12000) has finished with error code
SYSMGR_EXITCODE_GSYNCFAILED_NONFATAL (12).

2008 Jan 17 16:28:03 dc3-test %VSHD-5-VSHD_SYSLOG_CONFIG_I: Configuring console from
/dev/ttyS0 /dev/ttyS0_console

2008 Jan 17 16:28:44 dc3-test %SYSMGR-3-BASIC_TRACE: core_copy: PID 2579 with message
Core not generated by system for eltm(0). WCOREDUMP(9) returned zero

2008 Jan 17 16:28:44 dc3-test %SYSMGR-2-SERVICE_CRASHED: Service \"eltm\" (PID 3504)
hasn&apos;t caught signal 9 (no core).

2008 Jan 17 16:29:08 dc3-test %SYSMGR-3-BASIC_TRACE: core_copy: PID 2579 with message
Core not generated by system for eltm(0). WCOREDUMP(9) returned zero

2008 Jan 17 16:29:08 dc3-test %$SYSMGR-2-SERVICE_CRASHED: Service \"eltm\" (PID 23210)
hasn&apos;t caught signal 9 (no core).

2008 Jan 17 16:29:17 dc3-test %SYSMGR-3-BASIC_TRACE: core_copy: PID 2579 with message
Core not generated by system for eltm(0). WCOREDUMP(9) returned zero

2008 Jan 17 16:29:17 dc3-test %$SYSMGR-2-SERVICE_CRASHED: Service \"eltm\" (PID 23294)
hasn&apos;t caught signal 9 (no core).

2008 Jan 17 16:29:25 dc3-test %SYSMGR-2-HASWITCHOVER_PRE_START: This supervisor is
becoming active (pre-start phase).

2008 Jan 17 16:29:25 dc3-test %$SYSMGR-2-HASWITCHOVER_START: This supervisor is
becoming active.

2008 Jan 17 16:29:26 dc3-test %USER-3-SYSTEM_MSG: crdcfg get_srvinfo: mts_send failed
- device_test

2008 Jan 17 16:29:27 dc3-test $NETSTACK-3-IP_UNK_MSG_MAJOR: netstack [4336]
Unrecognized message from MRIB. Major type 1807

2008 Jan 17 16:29:27 dc3-test %$IM-5-IM_INTF_STATE: mgmt0 is DOWN in vdc
2008 Jan 17 16:29:27 dc3-test %IM-5-IM_INTF_STATE: mgmtO is DOWN in wvdc
2008 Jan 17 16:29:27 dc3-test %IM-5-IM_INTF_STATE: mgmtO is DOWN in vdc
2008 Jan 17 16:29:27 dc3-test $IM-5-IM_INTF_STATE: mgmt0 is DOWN in vdc 4
2008 Jan 17 16:29:28 dc3-test %$SYSMGR-2-SWITCHOVER_OVER: Switchover completed.
2008 Jan 17 16:29:28 dc3-test %DAEMON-3-SYSTEM_MSG: ntp:socket family : 2 -
ntpd[19045]

2008 Jan 17 16:29:28 dc3-test %DAEMON-3-SYSTEM_MSG: ntp:socket family : 10 -
ntpd[19045]

Cisco NX-OS System Management Release 4.0
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2008 Jan 17
ntpd[19045]
2008 Jan 17
ntpd[19045]
2008 Jan 17
ntpd[19045]
2008 Jan 17
ntpd[19045]
2008 Jan 17
ntpd[19045]
2008 Jan 17 16:29:28

16:29:28

16:29:28

16:29:28

16:29:28

16:29:28

filter recovery failed

2008 Jan 17 16:29:28

filter recovery failed

2008 Jan 17 16:29:29
dcos-xinetd[19072]
2008 Jan 17 16:29:29
dcos-xinetd[19072]
2008 Jan 17 16:29:31
dcos-xinetd[19073]
2008 Jan 17 16:29:32
dcos-xinetd[19079]
2008 Jan 17 16:29:32
dcos-xinetd[19079]
2008 Jan 17 16:29:34
2008 Jan 17 16:29:34
2008 17 16:29:34
2008 Jan 17 16:29:34
2008 Jan 17 16:29:34
dcos-xinetd[19105]
2008 Jan 17 16:29:34
dcos-xinetd[19105]
2008 Jan 17 16:29:35
all AC inputs are

Jan

all AC inputs are

&lt;more&gt;

&lt;more&gt;

&lt;more&gt;

&lt;more&gt;
2008 Jan 17 16:30:47

Core not generated by system for eltm(0).

dc3-test
dc3-test
dc3-test
dc3-test
dc3-test
dc3-test
(0)

dc3-test
(0)

dc3-test
dc3-test
dc3-test
dc3-test
dc3-test
dc3-test
dc3-test
dc3-test
dc3-test
dc3-test

dc3-test

dc3-test

not connected,

not connected,

dc3-test

%$DAEMON-3-SYSTEM_MSG:

%$DAEMON-3-SYSTEM_MSG:

%$DAEMON-3-SYSTEM_MSG:

%$DAEMON-3-SYSTEM_MSG:

%$DAEMON-3-SYSTEM_MSG:

SNETSTACK-3-CLIENT_GET:

SNETSTACK-3-CLIENT GET:

%$DAEMON-3-SYSTEM_MSG:
%$DAEMON-3-SYSTEM_MSG:
$DAEMON-3-SYSTEM_MSG:
%$DAEMON-3-SYSTEM_MSG:
%$DAEMON-3-SYSTEM_MSG:
%$IM-5-IM_INTF_STATE:
%$IM-5-IM_INTF_STATE:
%$IM-5-IM_INTF_STATE:
%$IM-5-IM_INTF_STATE:

%$DAEMON-3-SYSTEM_MSG:

%$DAEMON-3-SYSTEM_MSG:

$SPLATFORM-2-PS_AC_IN_MISSING:
ac-redundancy might be affected
2008 Jan 17 16:29:35 dc3-test %$PLATFORM-2-PS_AC_IN_MISSING:
ac-redundancy might be affected
2008 Jan 17 16:29:38 dc3-test %CALLHOME-2-EVENT:
2008 Jan 17 16:29:46 dc3-test vsh[19166]:
return code &1t;1l4&gt;

2008 Jan 17 16:30:24 dc3-test vsh[23810]:
return code &lt;1l4&gt;

2008 Jan 17 16:30:24 dc3-test vsh[23803]:
return code &lt;l4&gt;

2008 Jan 17 16:30:24 dc3-test vsh[23818]:
return code &1t;1l4&gt;

$SYSMGR-3-BASIC_TRACE:
WCOREDUMP (9)

ntp:

ntp:

ntp:

ntp:

ntp:

ssh

telnet disabled,

telnet disabled,

ssh

telnet disabled,

mgmt 0
mgmt 0
mgmt 0
mgmt 0

ssh

telnet disabled,

CLIC-3-FAILED_EXEC: Can

CLIC-3-FAILED_EXEC: Can

CLIC-3-FAILED_EXEC: Can not

2008 Jan 17 16:30:47 dc3-test %SYSMGR-2-SERVICE_CRASHED:

hasn&apos;t caught signal 9
2008 Jan 17 16:31:02 dc3-test $SYSMGR-3-BASIC_TRACE:
Core not generated by system for eltm(0).

2008 Jan 17 16:31:02

hasn&apos;t caught signal 9
2008 Jan 17 16:31:14 dc3-test $SYSMGR-3-BASIC_TRACE:
Core not generated by system for eltm(0). WCOREDUMP (9)

dc3-test

(no core).

WCOREDUMP (9)

%¥SYSMGR-2-SERVICE_CRASHED:

(no core).

2008 Jan 17 16:31:14 dc3-test %SYSMGR-2-SERVICE_CRASHED:

hasn&apos;t caught signal 9

2008 Jan 17 16:31:23

2008 Jan 17 16:31:23 dc3-test $SYSMGR-3-BASIC_TRACE:
Core not generated by system for eltm(0).

2008 Jan 17 16:31:23

hasn&apos;t caught signal 9
2008 Jan 17 16:31:24 dc3-test vsh[24532]:
return code &lt;l4&gt;
2008 Jan 17 16:31:24 dc3-test vsh[24548]:
return code &1t;1l4&gt;
2008 Jan 17 16:31:24 dc3-test vsh[24535]:
return code &1lt;1l4&gt;
2008 Jan 17 16:31:33 dc3-test SNETSTACK-3-INTERNAL_ERROR:

&lt;more&gt;

&lt;more&gt;

&lt;more&gt;

dc3-test

dc3-test

(no core).

%$CALLHOME-2-EVENT :

WCOREDUMP (9)

%¥SYSMGR-2-SERVICE_CRASHED:

(no core).

Cisco NX-OS System Management

netstack [4336]

netstack

ipvée only defined -
bindvé
socket family : 2
socket family : 0
socket family : 0

HA
[4336] HA
disabled, removing

removi
removi
disabled, removing

removi

vdc
vdc

UP in
Uup
Up

is UP in
disabled,

is

is in

w N

vdc
vdc 4
removing

in

is

removi

Power supply 2

Power supply 3

SUP_FAILURE
CLIC-3-FAILED_EXEC: Can

not exec

not exec
not exec

exec

Service \"eltm\" (

Service \"eltm\" (

Service \"eltm\" (

SW_CRASH alert for service:
core_copy: PID 2630 with message
returned zero

Service \"eltm\" (

netstack [4336]

Rel 4.

only defined -

client

client

ng -

ng -

ng -

ng -

present but

present but

command

command

command

command

core_copy: PID 2630 with message
returned zero

PID 4820)

core_copy: PID 2630 with message
returned zero

PID 24239)

core_copy: PID 2630 with message
returned zero

PID 24401)

eltm

PID 24407)

CLIC-3-FAILED_EXEC: Can not exec command

CLIC-3-FAILED_EXEC: Can not exec command

CLIC-3-FAILED_EXEC: Can not exec command

(null)
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2008 Jan 17 16:31:33 dc3-test SETHPORT-2-IF_SEQ_ERROR: Error (0x20) while
communicating with component MTS_SAP_ELTM opcode:MTS_OPC_ETHPM_ PORT_PHY_CLEANUP
(for:RID_PORT: Ethernet3/1) ]]> </aml-block:Data> </aml-block:Attachment>
<aml-block:Attachment type="inline"> <aml-block:Name>show vdc
membership</aml-block:Name> <aml-block:Data encoding="plain"> <! [CDATA]

vdc_id: 1 vdc_name: dc3-test interfaces:
Ethernet3/1 Ethernet3/2 Ethernet3/3
Ethernet3/4 Ethernet3/5 Ethernet3/6
Ethernet3/7 Ethernet3/8 Ethernet3/9
Ethernet3/10 Ethernet3/11 Ethernet3/12
Ethernet3/13 Ethernet3/14 Ethernet3/15
Ethernet3/16 Ethernet3/17 Ethernet3/18
Ethernet3/19 Ethernet3/20 Ethernet3/21
Ethernet3/22 Ethernet3/23 Ethernet3/24
Ethernet3/25 Ethernet3/26 Ethernet3/27
Ethernet3/28 Ethernet3/29 Ethernet3/30
Ethernet3/31 Ethernet3/32 Ethernet3/33
Ethernet3/34 Ethernet3/35 Ethernet3/36
Ethernet3/37 Ethernet3/38 Ethernet3/39
Ethernet3/40 Ethernet3/41 Ethernet3/42
Ethernet3/43 Ethernet3/44 Ethernet3/45
Ethernet3/46 Ethernet3/47 Ethernet3/48

vdc_id: 2 vdc_name: dc3-aaa interfaces:
vdc_id: 3 vdc_name: dc3-rbac interfaces:

vdc_id: 4 vdc_name: dc3-call interfaces:

11>

</aml-block:Data>

</aml-block:Attachment>

<aml-block:Attachment type="inline">

<aml-block:Name>show vdc current-vdc</aml-block:Name> <aml-block:Data
encoding="plain"> <! [CDATA[Current vdc is 1 - dc3-test ]]> </aml-block:Data>
</aml-block:Attachment> <aml-block:Attachment type="inline"> <aml-block:Name>show
license usage</aml-block:Name> <aml-block:Data encoding="plain">

<! [CDATA [Feature Ins Lic Status Expiry Date Comments
Count

LAN_ADVANCED_SERVICES_PKG Yes - In use Never -

LAN_ENTERPRISE_SERVICES_PKG Yes - Unused Never -

11>

</aml-block:Data>
</aml-block:Attachment>
</aml-block:Attachments>
</aml-block:Block>
</soap-env:Body>
</soap-env:Envelope>

i Cisco NX-OS System Management Release 4.0
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Call Home CLI Cisco NX-OS System Management Command Line Reference
VDC VRF Cisco NX-OS Virtual Device Contexts Configuration Guide
MIB
MIB MIB

¢ CISCO-CALLHOME-MIB MIB URL

http://www.cisco.com/public/sw-center/netmgmt/cmtk/mibs.shtml

Cisco NX-OS System Management
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. p.5-4
o p.5-5
e Session Manager p.5-7
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. Session Manager p.5-10
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. p.5-11
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N Session Manager

Session Manager

o p.5-2
Session Manager p.5-2

. p.5-3
o p.5-3

Cisco NX-0S

Cisco
NX-OS ASCII

Cisco NX-0OS

Session Manager

Session Manager Session Manager

. — Cisco NX-0S

Cisco NX-0S

o — Cisco NX-0S
Cisco NX-0OS

Cisco NX-OS System Management Release 4.0
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Session Manager ||
Session Manager
Cisco NX-0S VDC Virtual Device Context;
VDC
VDC VDC
Cisco NX-0S VDC Cisco
NX-OS Virtual Device Context Configuration Guide
VDC
VDC
Session Manager
NX-0S Session Manager
Cisco NX-0OS
NX-0S Cisco
NX-OS Licensing Guide

Session Manager

VDC Advanced Services VDC
Cisco NX-OS Virtual Device Context Configuration Guide

network-admin vdc-admin
Session Manager
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e 1 VDC 10
. VDC VDC

VDC

b auto

b summary summary

1 vDC 1

. clear checkpoint database

Session Manager

e Session Manager ACL
o 1 VDC 32
. ISSU
ISSU
. 1 VDC 20K

Cisco NX-OS System Management Release 4.0
OL-15809-03-J |



Session Manager

. p.5-5
. p.5-6

N

Cisco 10S
Cisco I0S

CLI

Cisco NX-0S

1 VDC

VDC

1. checkpoint [name]

2. show checkpoint [name]

10

switchto vdc

1 checkpoint [name]

switch# checkpoint stable
NX-0OS

79
Cisco
‘auto-<number>

number 1 10

2 show checkpoint [name]

switch# show checkpoint stable

switch# checkpoint stable

no checkpoint name

switch# no checkpoint stable

Cisco NX-OS System Management
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VvVDC switchto vdc

1. show diff rollback-patch {checkpoint name | running-config | startup-config} {checkpoint name |
running-config | startup-config}

2. rollback running-config checkpoint name [atomic | best-effort | stop-at-first-failure]

1 show diff rollback-patch {checkpoint
name | running-config |
startup-config} {checkpoint name \
running-config | startup-config}

switch# show diff rollback-patch
checkpoint stable running-config

2 rollback running-config checkpoint
name [atomic | best-effort |
stop-at-first-failure]

switch# rollback running-config e atomic —
checkpoint stable

e best-effort —

e stop-at-first-failure —

best-effort

switch# rollback running-config checkpoint stable

Cisco NX-OS System Management Release 4.0
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Session Manager

Session Manager

. p.5-7

. ACL p.5-8
. p.5-8

o p.5-9

. p.5-9

o p.5-9

N

Cisco 10S CLI Cisco NX-0S
Cisco I10S

32

VDC switchto vdc

1. configure session name
2. show configuration session [name]

3. save location

1 configure session name

switch# configure session myACLs
switch(config-s)#

2 show configuration session [name]

switch(config-s)# show configuration
session myACLs

3 save location

bootflash: slotO: volatile:

switch(config-s)# save
bootflash:sessions/myACLs

Cisco NX-OS System Management Rel 4.0
| oL-15800-03-J



Session Manager |

W Ssession Manager

ACL
ACL

VDC switchto vdc
1. configure session name
2. ACL
3. show configuration session [name]

1 configure session name
switch# configure session myacls
switch(config-s)#

2 ip access-list name ACL
switch(config-s)# ip access-list acll
switch(config-s-acl)#

3 permit protocol source destination ACL
switch(config-s-acl)# permit tcp any
any

4 interface interface-type number
switch(config-s-acl)# interface e 2/1
switch(config-s-if)#

5 ip access-group name {in | out}
switch(config-s-if)# ip access-group
acll in

6 show configuration session [name]
switch(config-s)# show configuration
session myacls

verify [verbose]
switch(config-s)# verify
Release 4.0

i Cisco NX-OS System Management
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commit [verbose]
switch(config-s)# commit
save location
bootflash: slot0: volatile:

switch(config-s)# save
bootflash:sessions/myACLs

abort

switch(config-s)# abort
switch#

Cisco NX-OS System Management
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N Session Manager

Session Manager

show checkpoint name

show checkpoint summary VDC

show diff rollback-patch {checkpoint name| |2
running-config | startup-config} {checkpoint
name | running-config | startup-config}

clear checkpoint database

Session Manager

show configuration session [name]

show configuration session status [name]

show configuration session summary

Session Manager

checkpoint stable
rollback running-config checkpoint stable

ACL

configure session name test2
ip access-list acl2
permit tcp any any

interface Ethernetl/2
ip access-group acl2 in

Cisco NX-OS Fundamentals Configuration
Guide, Release 4.0

Cisco NX-OS System Management Release 4.0
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5-1 Session Manager
5-1
rollback type best-effort
J p.5-11
. p.5-11
Session Manager Cisco NX-OS System Management Command Reference, Release 4.0
CLI
Cisco NX-OS Fundamentals Configuration Guide, Release 4.0
VvDC Cisco NX-OS Virtual Device Context Configuration Guide, Release 4.0

Cisco NX-OS System Management Rel 4.0
| oL-15800-03-J



5 Session Manager |

Cisco NX-OS System Management Release 4.0
OL-15809-03-J |



CHAPTER 6

Cisco NX-0S

o p.6-2

. p.6-3
o p.6-3

o p.6-5

. p.6-11

o p.6-12

o p.6-12
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Cisco NX-0S
1
. p.6-3
EXEC

QoS Quality Of Service

p.6-2
p.6-2

p.6-3

p.6-3

Daily — CiscoNX-0S 1 1
Weekly — Cisco NX-OS 1 1
Monthly — Cisco NX-OS 1

Delta — Cisco XN-OS
days:hours:minutes

— Cisco NX-0S

Cisco NX-0OS
Cisco NX-0OS

Release 4.0

CLI

Cisco NX-OS CLI
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Cisco NX-0OS VDC Virtual Device Context;
Cisco NX-0S VvDC
Cisco NX-OS Virtual Device Context Configuration Guide, Release 4.0
NX-0S
Cisco NX-0S
NX-0S Cisco NX-0OS
Licensing Guide, Release 4.0

. network-admin vdc-admin
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. copy bootflash: file ftp:
URI write erase
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[p.6-5]
[p.6-6]
[p.6-7]
[p.6-9]
[p.6-11]
. p.6-5
° p6-6
. p.6-7
. p.6-9
VDC switchto vdc
feature scheduler VDC

switch(config)# feature scheduler

[ oL-15809-03-J
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VDC

no feature scheduler VDC

switch(config)# no feature scheduler

AAA

VvVDC switchto vdc

config t
scheduler aaa-authentication password [0 | 7] password
scheduler aaa-authentication username name password [0 | 7] password

show running-config | include “scheduler aaa-authentication”

a > 0 nh -

copy running-config startup-config

Cisco NX-OS System Management Release 4.0
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1 config t

switch# config t
switch(config)#

2 scheduler aaa-authentication password
[0 | 7] password

switch(config)# scheduler
aaa-authentication password X12y34Z56a

3 scheduler aaa-authentication username
name password [0 | 7] password

switch(config)# scheduler
aaa-authentication username newuser
password Z98y76X54b

4 show running-config | include
“scheduler aaa-authentication”

switch(config)# show running-config |
include “scheduler aaa-authentication”

5 copy running-config startup-config

switch(config)# copy running-config
startup-config

show running-config
7 ASCII

CLI

VDC switchto vdc

Cisco NX-OS System Management Rel 4.0
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1. configt
2. scheduler job name string
3. commandl; [command2;command?;...]
4. exit
5. show scheduler job [name]
6. copy running-config startup-config
1 config t

switch# config t
switch(config)#

2 scheduler job name string

switch(config)# scheduler job name
bringup
switch(config-job)

3 commandl; [command2;commandZ2;...]

switch(config-job)# config t;interface
ethernet 2/1;no shutdown;show
interface ethernet 2/1
switch(config-job)# exit
switch(config)#

4 exit

switch(config-job)# exit
switch(config)#

5 show scheduler job [name]

switch(config)# show scheduler job

6 copy running-config startup-config

switch(config)# copy running-config
startup-config

no scheduler job name string

switch(config)# no scheduler job name
bringup

Cisco NX-OS System Management Release 4.0
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> 0 h =

VDC switchto vdc

config t
scheduler schedule name string
job name strings

time daily time

time weekly [[dow:]HH:]MM

time monthly [[dow:]HH:] MM

time start {now | start-time | delta-time} [repeat]

exit
show scheduler schedule [name]

copy running-config startup-config

config t

switch# config t
switch(config)#

scheduler schedule name string

switch(config)# scheduler schedule
name weekendbackupgos
switch(config-schedule) #

job name string

switch(config-schedule)# job name
offpeakZoning
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4  time daily time time
HH:MM
switch(config-schedule)# time daily
23:00
time weekly [[dow:]HH:]MM dow

switch(config-schedule)# time weekly
Sun:23:00

o Sun

10
time monthly [ [dm:]HH:]MM dm

dn 29 30 31

switch(config-schedule)# time monthly
28:23:00

time start {now | start-time |
delta-time} [repeat]
repeat interval

start-time [[[[yyyy:Immm:]dd:]HH]:MM

switch(config-schedule)# time start
now repeat 48:00 .
delta-time

delta-time
+[[dd:]HH:]MM

[[dd:]HH:]MM

48

5 exit

switch(config-schedule)# exit
switch(config)#

6 show scheduler schedule [name]

switch(config)# show scheduler
schedule

7 copy running-config startup-config

switch(config)# copy running-config
startup-config
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time
2008
e time start 23:00 repeat 4:00:00 23 00
e time daily 55 22 55
e time weekly 23:00 23
e time monthly 23:00 24 23
)
1
2 22 00
22 02 1 22 03
22 05
1024 KB
16 KB
scheduler logfile size value 16
1024 KB 16 KB

switch(config)# scheduler logfile size
1024

clear scheduler logfile

show scheduler config

show scheduler job [name string]

show scheduler logfile

show scheduler schedule [name string]
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6-1
6-1
16 KB
o p.6-12
o p.6-12
CLI Cisco NX-OS System Management Configuration Guide, Release 4.0
VDC Cisco NX-OS Virtual Device Context Configuration Guide, Release 4.0
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7 SNMP |

W snwp

SNMP SNMP

SNMP

e SNMP p.7-2

¢ SNMP p.7-2

e SNMPv3 p.7-3

¢ SNMP EEM p.7-5

o p.7-6

o p.7-6

. p.7-7
SNMP

SNMP 3

¢ SNMP — SNMP

e SNMP —

Cisco NX-0OS
MIB SNMP
e MIB management information base; — SNMP
SNMP  RFC 3411 3418
Y

Cisco NX-0S SNMP

Cisco NX-OS  SNMPvl SNMPv2c SNMPv3 SNMPv1 SNMPv2c
SNMP

SNMP 1 SNMP

SNMP
Cisco NX-0OS SNMP
SNMP
VRF SNMP [p.7-12]
SNMP SNMP
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| 7 SNMP

SNMP
SNMP
Cisco NX-0S
SNMP SNMP PDU
Cisco NX-0OS
Cisco NX-0S
SNMP p.7-11
SNMPv3
SNMPv3
SNMPv3
SNMPv3
SNMP
e SNMPv1 v2 v3 p.7-3
. p.7-4
e CLI SNMP p.7-5
o SNMP p.7-5
SNMPv1 v2 v3
SNMP
e noAuthNoPriv —
e authNoPriv —
e authPriv—
3 SNMPv1 SNMPv2c SNMPv3
SNMP
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7 SNMP

W snwp

7-1
7-1 SNMP
vl noAuthNoPriv
v2c noAuthNoPriv
v3 noAuthNoPriv
v3 authNoPriv HMAC-MD5 HMAC MD5 HMAC
HMAC-SHA SHA
v3 authPriv HMAC-MD5 DES HMAC-MD5 HMAC-SHA
HMAC-SHA CBC
DES -56
DES 56
SNMPv3 User-Based Security Model USM SNMP
SNMPv3 SNMP
Cisco NX-0S SNMPv3 2
e HMAC-MD5-96
¢ HMAC-SHA-96
Cisco NX-0S SNMPv3 1 AES
RFC 3826
priv SNMP DES 128 AES
priv aes-128
128 AES
AES priv
130
Y
AAA SNMPv3 AAA
AES
Release 4.0
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SNMP | |

CLI SNMP
SNMPv3 Access Authentication and Accounting AAA
Cisco NX-OS  SNMP AAA
SNMP PDU
AAA SNMP
/
SNMP  AAA
Cisco NX-0S

® snmp-server user CLI
® username SNMP
e SNMP CLI SNMP  CLI
. SNMP  CLI

e CLI SNMP
Y

/ / Cisco NX-0OS
Cisco NX-0S 60
AAA p.7-18
SNMP
Y
SNMP SNMP
SNMP SNMP CLI
SNMP EEM
EEM Embedded Event Manager SNMP MIB
SNMP 1
EEM  SNMP CISCO-EMBEDDED-EVENT-MGR-MIB  cEventMgrPolicyEvent
EEM 10 Embedded Event Manager
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7 SNMP

W snwp

i Cisco NX-OS System Management Release 4.0

VRF
MIB
OSPF-MIB 1
OSPF
SNMPv3 SNMP
SNMP
SNMP
SNMP
MIB 1
Cisco NX-0S Release 4.0(2) NX-OS  SNMP
CISCO-CONTEXT-MAPPING-MIB
SNMP VRF
SNMPv3 SNMPv3 PDU  contextName
contextName VRF
SNMPv2 SNMP-COMMUNITY-MIB  snmpCommunityContextName MIB
SNMP RFC 3584
CISCO-CONTEXT-MAPPING-MIB CLI snmpCommunityContextName
VRF

SNMP
SNMPv3
SNMPv3

SNMPv3 SNMPv2

p.7-16

Cisco NX-0OS SNMP
Cisco NX-0S
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SNMP ||
Cisco NX-0S VDC Virtual Device Context; SNMP
1 Cisco NX-0S VvDC
Cisco NX-OS Virtual Device Context Configuration Guide, Release
4.0
Cisco NX-OS Release 4.0(2) SNMP MIB
p.7-6
SNMP  VRF VRF SNMP
SNMP VRF SHMP
SNMP VRF
SNMP p.7-12
NX-0S SNMP
Cisco NX-0S
NX-0S Cisco NX-OS Licensing Guide
SNMP
e VDC Advanced Services VDC
Cisco NX-OS Virtual Device Context Configuration Guide
SNMP
e Cisco NX-0S SNMP MIB

URL Cisco NX-OS MIB
http://www.cisco.com/public/sw-center/netmgmt/cmtk/mibs.shtml
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W snwp
SNMP

e SNMP p.7-8

e SNMP p.7-9

. SNMPv3 p.7-10

e SNMP p.7-10

e SNMP p.7-11

. p.7-11

* VRF SNMP p.7-12

e SNMP p.7-13

. linkUp/linkDown p.7-15

e TCP SNMP p.7-15

e SNMP p.7-15

o p.7-16

e SNMP p.7-18

o AAA p.7-18

S
Cisco 10S CLI Cisco NX-0S
Cisco 10S

SNMP

SNMP

VDC switchto vdc

config t

snmp-server user name [auth {md5 | sha} passphrase [auto] [priv [aes-128] passphrase] [enginelD id]

[localizedkey]]
show snmp user

copy running-config startup-config

Release 4.0
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| 7 SNMP

SNMP
1 config t
switch# config t
switch(config)#
2 snmp-server user name [auth {md5
sha} passphrase [auto] [priv [aes-128]
. , SNMP
passphrase] [engineID id]
[localizedkey]] 64
localizekey
switch(config)# snmp-server user Admin
auth sha abcdl234 priv abcdefgh 130
enginelD 12 10
3 show snmp user 1 SNMP
switch(config-callhome)# show snmp
user
4 copy running-config startup-config
switch(config)# copy running-config
startup-config
SNMP
switch# config t
switch(config)# snmp-server user Admin auth sha abcdl1234 priv abcdefgh
SNMP SNMP
SNMPv3
Cisco NX-OS  noAuthoNoPriv authNoPriv  securityLevel
SNMPv3 PDU authorizationError
SNMP
snmp-server user name enforcePriv SNMP

switch(config)# snmp-server user Admin
enforcePriv

Cisco NX-OS System Management Rel 4.0
| oL-15809-03-J .m
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W snwp

SNMP

snmp-server globalEnforcePriv SNMP

switch(config)# snmp-server
globalEnforcePriv

SNMPv3

SNMP
Y
network-admin
SNMP
snmp-server user name group SNMP

switch(config)# snmp-server user Admin

superuser
SNMP
SNMPv1 SNMPv2c SNMP
SNMP
snmp-server community name group {ro | SNMP
rw}

switch(config)# snmp-server community

public ro

Release 4.0
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| 7 SNMP

SNMP

SNMP

SNMPv1

Cisco NX-0OS

SNMP ||

snmp-server host ip-address traps
version 1 community [udp_port number]

switch(config)# snmp-server host
192.0.2.1 traps version 1 public

SNMPv1

UDP

255

65535

SNMPv2c

snmp-server host ip-address {traps |
informs} version 2c¢c community
[udp_port number]

switch(config)# snmp-server host
192.0.2.1 informs version 2c public

SNMPv2c

65535

ubP

255

SNMPv3

snmp-server host ip-address {traps |
informs} version 3 {auth | noauth |
priv} username [udp_port number]

switch(config)# snmp-server host
192.0.2.1 informs version 3 auth NMS

SNMPv2c

UDP
65535

255

SNMP SNMPv3
SNMP enginelD

authKey/PrivKey

Cisco NX-0OS

SNMPv3

Cisco NX-OS
SNMPv3

INFORM PDU

Cisco NX-0S

Cisco NX-OS System Management
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W snwp

VRF

snmp-server user name [auth {md5 |
sha} passphrase [auto] [priv [aes-128]
passphrase] [engineID id]

switch(config)# snmp-server user NMS
auth sha abcdl234 priv abcdefgh
enginelD
00:00:00:63:00:01:00:10:20:15:10:03

enginelD
enginelD
12 10

SNMP

SNMP VRF

CISCO-SNMP-TARGET-EXT-MIB

SNMP
CExtSnmpTargetVrfTable

VRF

VRF

Cisco NX-0OS

VRF

snmp-server host ip-address use-vrf
vrf_name [udp_port number]

switch(config)# snmp-server host
192.0.2.1 use-vrf Blue

VRF
SNMP VRF 255
UbP
CISCO-

ExtSnmpTargetVrfTable

0 65535
SNMP-TARGET-EXT-MB

no snmp-server host ip-address use-vrf VRF
vrt_name [udp_poxt number] CISCO-SNMP-TARGET-EXT-MB  ExtSnmpTarget
VrfTable
switch(config)# no snmp-server host
192.0.2.1 use-vrf Blue
VRF Cisco NX-0OS
Release 4.0
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| 7 SNMP
SNMP n
VRF
snmp-server host ip-address filter_vrf VRF
vrf _name [udp_port number] VRE
255 UDP
switch(config)# snmp-server host 0 65535
192.0.2.1 filter_vrf Red
CISCO-SNMP-TARGET-
EXT-MB  ExtSnmpTargetVrfTable
no snmp-server host ip-address VRF
filter vef vrfname CISCO-SNMP-TARGET-EXT-MB  ExtSnmpTarget
VrfTable
switch(config)# no snmp-server host
192.0.2.1 filter_vrf Red
SNMP
Cisco NX-0S
7-2 Cisco NX-0OS CLI

snmp-server enable traps CLI

7-2 SNMP

MIB

snmp-server enable traps

CISCO-AAA-SERVER-MIB

snmp-server enable traps aaa

CISCO-STP-BRIGE-MIB

snmp-server enable traps bridge

CISCO-CALLHOME-MIB

snmp-server enable traps callhome

EIGRP4-MIB

snmp-server enable traps eigrp

ENITY-MIB
CISCO-ENTITY-FRU-CONTROL-MIB
CISCO-ENTITY-SENSOR-MIB

snmp-server enable traps entity
snmp-server enable traps entity fru

CISCO-LICENSE-MGR-MIB

snmp-server enable traps license

IF-MIB snmp-server enable traps link
CISCO-PSM-MIB snmp-server enable traps port-security
SNMPv2-MIB snmp-server enable traps snmp

snmp-server enable traps snmp authentication

CISCO-STPX-MIB

snmp-server enable traps stpx

Cisco NX-OS System Management
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7 SNMP

snmp-server enable traps

switch(config)# snmp-server enable
traps

SNMP

snmp-server enable traps aaa
[server-state-change]

switch(config)# snmp-server enable
traps aaa

AAA SNMP

snmp-server enable traps bridge
[newroot | topologychange]

switch(config)# snmp-server enable
traps bridge newroot

STP SNMP

snmp-server enable traps callhome

switch(config)# snmp-server enable
traps callhome

CISCO-CALLHOME-MIB SNMP

snmp-server enable traps eigrp

switch(config)# snmp-server enable
traps eigrp

EIGRPv4-MIB SNMP

snmp-server enable traps entity [fru]

switch(config)# snmp-server enable
traps entity

ENTITY-MIB SNMP

snmp-server enable traps license

switch(config)# snmp-server enable
traps license

SNMP

snmp-server enable traps link

switch(config)# snmp-server enable
traps link

SNMP

snmp-server enable traps port-security

switch(config)# snmp-server enable
traps port-security

SNMP

Release 4.0
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TCP

SNMP

SNMP

snmp-server enable traps snmp
[authentication]

switch(config)# snmp-server enable
traps snmp

SNMP

snmp-server enable traps stpx
[inconsistency | loop-inconsistency |
root-inconsistency]

switch(config)# snmp-server enable
traps stpx root-inconsistency

STPX SNMP

linkUp/linkDown
linkUp

linkUp/linkDown

linkDown

no snmp trap link-status

switch(config-if)# no snmp trap
link-status

SNMP

SNMP

TCP 1 SNMP

TCP SNMP

snmp-server tcp-session [auth]

switch(config)# snmp-server
tcp-session

TCP 1 SNMP

32

VDC

Cisco NX-OS System Management

switchto vdc
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W snwp

config t
snmp-server contact name
snmp-server location name

show snmp

a & 0 bh

copy running-config startup-config

1 config t

switch# config t
switch(config)#

2 snmp-server contact name

switch(config)# snmp-server contact
Admin

SNMP

sysContact

3 snmp-server location name

switch(config)# snmp-server location
Lab-7

SNMP

sysLocation

4 show snmp

switch(config)# show snmp

5 copy running-config startup-config

switch(config)# copy running-config
startup-config

SNMP

switch# config t
switch(config)# snmp contact Admin
switch(config)# snmp location Lab-7

VRF

VDC

switchto vdc

VRF

SNMP

Cisco NX-OS Unicast Routing Configuration Guide, Release 4.0 Cisco
NX-OS Multicast Routing Configuration Guide, Release 4.0

Release 4.0
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config t

snmp-server mib community-map community-name context context-name

show snmp context

a & 0 bh

copy running-config startup-config

SNMP ||

snmp-server context context-name [instance instance-name] [vrf vrf-name] [topology topology-name]

1 config t

switch# config t
switch(config)#

2 snmp-server context context-name SNMP
[instance instance-name] [vrf
VRF
vrf-name] [topology topology-name]

32

switch(config)# snmp-server context
publicl vrf red

3 snmp-server mib community-map SNMPv2¢c
community-name context context-name

switch(config)# snmp-server mib
community-map public context publicl

SNMP
32

4 show snmp context 1 SNMP

switch(config)# show snmp

5 copy running-config startup-config

switch(config)# copy running-config
startup-config

VRFred SNMPv2c

switch# config t

switch(config)# vrf context red

switch(config-vrf)# exit

switch(config)# snmp-server context publicl vrf red

switch(config)# snmp-server mib community-map public context publicl

OSPF Enterprise SNMPv2c

switch# config t

switch(config)# feature ospf

switch(config)# router ospf Enterprise

switch(config-router)# exit

switch(config)# snmp-server context publicl instance Enterprise
(

switch(config)# snmp-server mib community-map public context publicl

Cisco NX-OS System Management Rel
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W snwp

SNMP

no snmp-server context context-name SNMP
[instance instance-name] [vrf
VRF
vrf-name] [topology topology-name]
32
switch(config)# no snmp-server context QS%
publicl
VRF
instance vrf
topology
SNMP

SNMP

no snmp-server protocol enable SNMP

switch(config)# no snmp-server
protocol enable

Cisco NX-0OS
AAA
snmp-server aaa-user cache-timeout AAA
seconds 1 86400
3600
switch(config)# snmp-server aaa-user
cache-timeout 1200.
i Cisco NX-OS System Management Release 4.0
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| 7 SNMP

SNMP

SNMP

SNMP ||

SNMP

show running-config snmp [all] SNMP

show snmp SNMP

show snmp community SNMP

show snmp context SNMP

show snmp enginelD SNMP enginelD

show snmp group SNMP

show snmp session SNMP

show snmp trap SNMP

show snmp user SNMPv3

Blue VRF Cisco linkUp/linkDown
Cisco NX-0S Admin  NMS 2 SNMP
config t

snmp-server contact Admin@company.com

snmp-server user Admin auth sha abcdl234 priv abcdefgh
snmp-server user NMS auth sha abcdl234 priv abcdefgh engineID
00:00:00:63:00:01:00:22:32:15:10:03

snmp-server host 192.0.2.1 informs version 3 auth NMS
snmp-server host 192.0.2.1 use-vrf Blue

snmp-server enable traps link cisco

7-3 SNMP

7-3 SNMP

license notifications

Cisco NX-OS System Management
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|
SNMP
o p.7-20
J p.7-20
e MIB p.7-20
SNMP CLI Cisco NX-OS System Management Configuration Guide, Release 4.0 URL
http://www.cisco.com/en/US/docs/switches/datacenter/sw/4_0/nx-os/system_management/configuration/g
uide/sm_nx-os_config.html
VDC VRF Cisco NX-OS Virtual Device Context Configuration Guide, Release 4.0 URL
http://www.cisco.com/en/US/docs/switches/datacenter/sw/4_0/nx-os/virtual_device_context/configuration
/guide/vdc_nx-os_book.html
MIB http://www.cisco.com/public/sw-center/netmgmt/cmtk/mibs.shtml
MIB
MIB MIB
¢ SNMP-COMMUNITY-MIB MIB URL

¢ SNMP-FRAMEWORK-MIB
* SNMP-NOTIFICATION-MIB
¢ SNMP-TARGET-MIB

¢ SNMPv2-MIB

http://www.cisco.com/public/sw-center/netmgmt/cmtk/mibs.shtml

SNMP
7-4
7-4  SNMP
SNMP AAA 4.0(3)
SNMP 4.0(3) SNMP

Cisco NX-OS System Management Release 4.0
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CHAPTER

RMON
¢ RMON p.8-2
e RMON p.8-3
¢ RMON p.8-3
. p.8-4
e RMON p.8-4
¢ RMON p.8-6
¢ RMON p.8-7
i p.8-7
o p.8-7
. p.8-8
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H RrmON

RMON

RMON
SNMP IETF
Cisco NX-OS  Cisco NX-0S
RMON

RMON MIB management information base;
RMON RMON
SNMP

RMON Cisco NX-0S
RMON CLI SNMP

RMON p.8-2
RMON p.8-3
o p.8-3
. p.8-3

RMON

SNMP INTEGER MIB MIB
SNMP
MIB 1.3.6.1.2.1.2.2.1.14  ifInOctets.14

. MIB

. — MIB Cisco NX-0OS
. — MIB

. — Cisco NX-0S

. — Cisco NX-0S

. — Cisco NX-0OS

64 MIB hcalarms

MIB
SNMP

Cisco NX-OS System Management Release 4.0
OL-15809-03-J |



| s RMON

RMON n
RMON
RMON RMON
e SNMP notification — SNMP risingAlarm fallingAlarm
e Log— RMON
e Both — SNMP RMON
Cisco NX-0S RMON
Cisco NX-0S
Cisco NX-0S VDC Virtual Device Context; RMON
1 Cisco NX-0OS VDC
URL Cisco NX-OS Virtual Device Context Configuration
Guide
http://www.cisco.com/en/US/docs/switches/datacenter/sw/4_0/nx-os/interfaces/configuration/guide/if_nxos_
book.html
RMON  VRF Virtual Routing and Forwarding VRF RMON SMTP
RMON
NX-0S RMON
Cisco NX-0S
NX-0S Cisco NX-OS Licensing Guide
RMON
VDC Advanced Services VDC
URL Cisco NX-OS Virtual Device Context Configuration Guide,
Release 4.0

http://www.cisco.com/en/US/docs/switches/datacenter/sw/4_0/nx-os/interfaces/configuration/guide/if_nxos_
book.html

Cisco NX-OS System Management Rel 4.0
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RMON

e  SNMP notification SNMP

* RMON MIB

RMON

e RMON p.8-4
e RMON p.8-5

Cisco 10S CLI Cisco NX-0S
Cisco I0S

RMON
RMON SNMP MIB

SNMP SNMP SNMP
[p.7-8]
VvDC switchto vdc

1. configt

2. rmon alarm index mib-object sample-interval {absolute | delta} rising-threshold value [event-index]
falling-threshold value [event-index] [owner name]

rmon hcalarm index mib-object sample-interval {absolute | delta} rising-threshold-high value
rising-threshold-low value [event-index] falling-threshold-high value falling-threshold-low value
[event-index] [owner name] [storagetype type]

3. show rmon [alarms | hcalarms]

copy running-config startup-config

Cisco NX-OS System Management Release 4.0
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RMON

RMON

config t

switch# config t
switch(config)#

rmon alarm index mib-object
sample-interval {absolute | delta}
rising-threshold value [event-index]
falling-threshold value [event-index]
[owner name]

switch(config)# rmon alarm 20
1.3.6.1.2.1.2.2.1.14 2900 delta
rising-threshold 1500 1
falling-threshold 0 owner test

RMON

—2147483647 2147483647

rmon hcalarm index mib-object
sample-interval {absolute | delta}
rising-threshold-high value
rising-threshold-low value
[event-index] falling-threshold-high
value falling-threshold-low value
[event-index] [owner name]
[storagetype type]

switch(config)# rmon alarm 20
1.3.6.1.2.1.2.2.1.14.16777216 2900
delta rising-threshold-high 15
rising-threshold-low 151
falling-threshold-high 0
falling-threshold-low 0 owner test

RMON

—2147483647 2147483647

show rmon {alarms | hcalarms}

switch(config)# show rmon alarms

RMON

copy running-config startup-config

switch(config)# copy running-config
startup-config

RMON

RMON

SNMP SNMP
[p.7-8]

VDC

RMON

SNMP

switchto vdc

Cisco NX-OS System Management
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8

RMON

H RrmON

config t

show rmon events

Eol A A

copy running-config startup-config

rmon event index [description string] [log] [trap] [owner name]

1 config t

switch# config t
switch(config)#

2 rmon event index [description string]
[log] [trap] [owner name]

switch(config)# rmon event 1 trap

RMON

3 show rmon events

switch(config)# show rmon events

RMON

4 copy running-config startup-config

switch(config)# copy running-config
startup-config

RMON

RMON

show rmon alarms

RMON

show rmon events

RMON

show rmon hcalarms

RMON hcalarm

show rmon logs

RMON

Release 4.0

i Cisco NX-OS System Management
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| s RMON

RMON

RMON

ifInOctets.14

config t

rmon alarm 20 1.3.6.1.2.1.2.2.1.14 2900 delta rising-threshold 1500 1
falling-threshold 0 owner test

rmon event 1 trap

o SNMP p.7-1
8-1  RMON
8-1 RMON

Cisco NX-OS System Management Rel 4.0
| oL-15800-03-J



8 RMON |

|
RMON
o p.8-8
. p.8-8
e MIB p.8-8
RMON CLI Cisco NX-OS System Management Command Reference, Release 4.0 URL
http://www.cisco.com/en/US/docs/switches/datacenter/sw/4_0/nx-os/system_management/command/refer
ence/sm_cmd_ref.html
VDC VRF Cisco NX-OS Virtual Device Context Configuration Guide, Release 4.0 URL
http://www.cisco.com/en/US/docs/switches/datacenter/sw/4_0/nx-os/interfaces/configuration/guide/if_nx
0s_hook.html
MIB
MIB MIB
¢ RMON-MIB MIB URL

http://www.cisco.com/public/sw-center/netmgmt/cmtk/mibs.shtml

Cisco NX-OS System Management Release 4.0
8-8 OL-15809-03-J |
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http://www.cisco.com/en/US/docs/switches/datacenter/sw/4_0/nx-os/interfaces/configuration/guide/if_nxos_book.html
http://www.cisco.com/public/sw-center/netmgmt/cmtk/mibs.shtml
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Generic Online Diagnostics GOLD

o p.9-2

. p.9-6
o p.9-6

o p.9-7

. p.9-11

o p.9-12

o p.9-12

v

Cisco NX-OS System Management
Command Reference, Release 4.0

Cisco NX-OS System Management Release 4.0
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. p.9-2
. p.9-3
o p.9-4
. p.9-5
. p.9-5
o p.9-6
ASIC

online insertion and removal: OIR

Cisco NX-OS System Management Release 4.0
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Cisco NX-0OS
ASIC
9-1
9-1
ID

1 ManagementPortLoopback
2 EOBCPortLoopback
4 usB

uUsB
5 CryptoDevice

Cisco Trusted Security CTS

Y
ID1 EOBCPortLoopback
OBFL Onboard Failure Logging syslog
/ LED
Cisco NX-0S

p.9-7

Cisco NX-OS System Management Rel 4.0
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|
HM
9-2 ID
9-2
ID
3 ASICRegisterCheck 20 ASIC
6 NVRAM 30 NVRAM
7 RealTimeClock 5
8 PrimaryBootROM 30
9 SecondaryBootROM 30
10 CompactFlash 30
11 ExternalCompactFlash 30
12 PwrMgmtBus 30
13 SpineControlBus 30
14 SystemMgmtBus 30

Release 4.0

i Cisco NX-OS System Management
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9-3
9-3
ID

2 ASICRegisterCheck 1 ASIC
3 PrimaryBootROM 30

4 SecondaryBootROM 30

5 PortLoopback 15

ADMIN DOWN
6 RewriteEngineLoopback |10 Rewrite Engine ASIC
p.9-9
Cisco NX-0OS

Cisco NX-0OS

Cisco NX-OS System Management

[ oL-15809-03-J



Cisco NX-0S VDC Virtual Device Context;
1 Cisco NX-0OS VDC
Cisco NX-OS Virtual Device Context Configuration Guide, Release 4.0

VRF Virtual Routing and Forwarding VRF
SMTP

NX-0S

Cisco NX-0S

NX-0OS Cisco NX-OS Licensing
Guide
e VDC Advanced services VvDC
Cisco NX-OS Virtual Device Context Configuration Guide,
Release 4.0

Cisco NX-OS System Management Release 4.0
OL-15809-03-J |



p.9-7
p.9-8

p.9-9

Cisco 10S CLlI Cisco NX-0S
Cisco 10S
complete

VDC switchto vdc
1. configt
2. diagnostic bootup level [complete | bypass]
3. show diagnostic bootup level
4. copy running-config startup-config

config t

switch# config t
switch(config)#

diagnostic bootup level [complete |
bypass]

switch(config)# diagnostic bootup
level complete

complete —
complete

bypass —

Cisco NX-OS System Management

[ oL-15809-03-J



3 show diagnostic bootup level

bypass complete

switch(config)# show diagnostic bootup
level

4 copy running-config startup-config

switch(config)# copy running-config
startup-config

VvVDC switchto vdc

config t
diagnostic monitor interval module slot test [test-id | name | all] hour hour min minutes second sec

diagnostic monitor module slot test [test-id | name | all]

> L h =

show diagnostic content module slot

1 config t

switch# config t
switch(config)#

2 diagnostic monitor interval module
slot test [test-id | name | all] hour
hour min minutes second sec

switch(config)# diagnostic monitor
interval module 6 test 3 hour 1 min 0
sec 0

e slot— 1 10

e test-id — 1 14
* name — 32

e hour— 0 23

* minute — 0 59
e second — 0 59

Cisco NX-OS System Management Release 4.0
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3 diagnostic monitor module slot test
[test-id | name | all]

switch(config)# diagnostic monitor e slot— 1 10
interval module 6 test 3 i
e test-id — 1 14
* name — 32
4 show diagnostic content module slot
switch(config)# show diagnostic
content module 6
no diagnostic monitor module slot test
[test-id | name | all]
switch(config)# no diagnostic monitor e slot— 1 10
interval module 6 test 3 .
e test-id — 1 14
* name — 32
VDC switchto vdc

diagnostic ondemand iteration number
diagnostic ondemand action-on-failure {continue failure-count num-fails | stop}
diagnostic start module slot test [test-id | name | all | non-disruptive] [port port-number | all]

diagnostic stop module slot test [test-id | name | all]

a > w0 bh =

show diagnostic content module slot

Cisco NX-OS System Management Rel 4.0
| oL-15800-03-J



diagnostic ondemand iteration number

switch# diagnostic ondemand iteration
5

999

diagnostic ondemand action-on-failure
{continue failure-count num-fails |
stop}

switch# diagnostic ondemand
action-on-failure stop

num-fails

1

1 999

diagnostic start module slot test
[test-id | name | all |
non-disruptive] [port port-number |
all]

switch# diagnostic start module 6 test
all

test-id

14

32
48

diagnostic stop module slot test
[test-id | name | all]

switch# diagnostic stop module 6 test
all

test-id

14

32

show diagnostic status module slIot

switch# show diagnostic status module
6

diagnostic clear result module [slot
all] test {test-id | all}

switch# diagnostic clear result module
2 test all

slot —
test-id —

10

14

Release 4.0

i Cisco NX-OS System Management
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diagnostic test simulation module slot test-id
test test-id {fail | random-fail |
success} [port number | all]

switch# diagnostic test simulation
module 2 test 2 fail

diagnostic test simulation module slot
test test-id clear

test-id 1 14

switch# diagnostic test simulation
module 2 test 2 clear

show diagnostic bootup level

show diagnostic content module slot

show diagnostic description module slot test
[test-name | all]

show diagnostic ondemand setting

show diagnostic results module slot [test
[test-name | all]] [detail]

show diagnostic simulation module slot

show diagnostic status module slot

Cisco NX-OS System Management Rel 4.0
| oL-15800-03-J



6

diagnostic start module 6 test all

conf t
diagnostic monitor module 6 test 2

diagnostic monitor interval module 6 test 2 hour 3 min 30 sec 0

9-4

9-4

complete

active

. p.9-12
o p.9-12

CLI Cisco NX-OS System Management Command Reference, Release 4.0
VDC VRF Cisco NX-OS Virtual Device Context Command Reference, Release 4.0

Cisco NX-OS System Management Release 4.0
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CHAPTER 10

Embedded Event Manager

EEM Embedded Event Manager

 EEM p.10-2

e EEM p.10-6

e EEM p.10-6

o p.10-7
e EEM p.10-7

e EEM p.10-16

 EEM p.10-16

. p.10-17

. p.10-17

Cisco NX-OS System Management Release 4.0
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N EEm
EEM
EEM
e EEM p.10-2
o p.10-2
o p.10-4
. p.10-5
e VSH p.10-5
o p.10-5
o p.10-6
o p.10-6
EEM
EEM 3
. — Cisco NX-0S
. —E
EEM
. — 1
EEM 1
EEM
10-1 EEM 2
10-1 EEM
EEM 7K1 &—
ARV X FTovarx
SRTLICHER : COBED DATLIZHETR : EDANU b
AR CDREEEZLZITET, NRELEGEIF. ROLSIC
+| LEF,
fzEZIE. A—FHARYSNSHh fERIE A—RABYNEH
%8 TY, B, FRERRLET. |4
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10 Embedded Event Manager

EEM ||
EEM CLI VSH
EEM EEM
EEM
EEM
EEM
Cisco NX-0S
2 _
EEM
CLI
p.10-7
show event

manager system-policy

p.10-13

N

show running-config eem

Cisco NX-OS System Management Rel 4.0
| oL-15800-03-J



10

Embedded Event Manager

W Eem

10-2 EEM

EEM

10-2 EEM

Sysem switchover
VDC_Evens
File_System_Events
Standby Evens

HAP_Reset
Plugn_Everts
OIR

fanabsent
fanbad
memalert
tempsenso
module_failure
object monitor
cli

AR b

link_flap

storm_control
metro_crc_fcs

metro_fatal
metro_p1@2_bu
metro_fabric_i/f_ill egal_code
metro_fifo_full_fatal
metro_fifo_full_non_fatal
metro_illegd_pkt_len
metro_seq_mim_mismatch
metro_intr_thresh
URE_eror
LTL_paiity_error

1I—FRERY S —

(FILy hERER -y
T T CLlI &
LTES) .

BELET,

r2d2_internal_mon-fatl_inter
r2d2_internal_fatalinterrupt
r2d2_cpu fatal_interrupts
r2d2_gkt_mgr_fatal.interrups

r2d2_TMC_fatal_interupts

r2d2_DMC_non-fatal_nterrupts
r2d2_sbrm_counter_gslog_da
r2d2_sbrm_counter_gslog_go

r2d2_gkt_mgr_ron-fatl_interr
r2d2_rkt_queue_fadl_interrup
r2d2_ingressside_buffer_fata
r2d2_ingressside_buffer_non-
r2d2_egressside_buffer_fatal
r2d2_10G_MAC_non-fatalinterr
r2d2_MAC_MII_link_charge
r2d2_Lanif_MAC_non-fatal_nte
r2d2_RMVC_fatal interrugs

octopus fatal_erior
octopus severeerror
octopus chico_error
gold

countr

ANV EIR—D %

e A—HEBEDNKR —FREBRFEL T

AR FEHMERERLET,
RYL—TFHoavERRLET,

e ARV EREZLEY,

EEM

° RDEWREFAFTIVIICEELET,
— ARV I+E
— AR FOERHA
— ARV THIIY
— ARVE RS A%
e ARVLETANRYTLTRY V=&
HAEDEFET,

o4y

g

EEM

Release 4.0

186904
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| 10

Embedded Event Manager

VSH

EEM

EEM

EEM

e CLI

e syslog

Call Home
SNMP

VHS

VSH p.10-12

EEM

10-1 EEM action 1

10-1

switch (config-eem-policy)# action 1.0 forceshut module 1 reset-reson “EEM action.”

[ oL-15809-03-J
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W Eem

default-reason 10-2

10-2

switch (config-eem-policy)# action 1.0 foreshut module 1 reset-reason $default-reason

p.10-15

Cisco NX-0S EEM

Cisco NX-0S
VDC Virtual Device Context; EEM
Cisco NX-0S VvVDC
VvDC
VvDC
network-admin vdc-admin
VDC Cisco NX-OS Virtual Device Context Configuration Guide, Release 4.0
NX-0S EEM
Cisco NX-0S
NX-0OS Cisco NX-OS Licensing Guide, Release
4.0
EEM
e EEM network-admin vdc-admin

Cisco NX-OS System Management Release 4.0
OL-15809-03-J |



| 10 Embedded Event Manager

EEM

EEM

e CLI
e VSH
e VSH
o p.10-13

CLI
cLl

. p.10-9
. p.10-11

VDC

config t
event manager applet applet-name
description policy-description

event event-statement

a > 0 bh -

action number action-statement

o

show event manager policy name

copy running-config startup-config

p.10-7
p.10-12
p.10-13

switchto vdc

Cisco NX-OS System Management Rel

[ oL-15809-03-J
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Embedded Event Manager |

W Eem

config t

switch# config t
switch(config)#

event manager applet applet-name

switch(config)# event manager applet
monitorShutdown
switch(config-applet)#

EEM

32

applet-name

description policy-description

switch(config-applet)# description
“Monitors interface shutdown.”

80

event event-statement

switch(config-applet)# event cli match
“shutdown”

p.10-9

action action-statement

switch(config-applet)# action 1.0 cli
“show interface e 3/1"

p.10-11

show event manager policy name

switch(config-applet)# show event
manager policy monitorShutdown

copy running-config startup-config

switch(config)# copy running-config
startup-config

Release 4.0

i Cisco NX-OS System Management
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Embedded Event Manager

EEM

EEM ||

event cli match expression [count
repeats | time seconds]

switch(config-applet)# event cli match
“shutdown”

4294967295

CLI
repeats 0
time 0 4294967295

event counter name counter entry-val
entry entry-op {eq | ge | gt | le | 1t
|ne} [exit-val exit exit-op {eq | ge |
gt | le | 1t |ne}]

switch(config-applet)# event counter
name mycounter entry-val 20 gt

co
32

unter name
entry exit
0 2147483647

event fanabsent [fan number] time

seconds

switch(config-applet)# event fanabsent
time 300

0

number 1 4 seconds

4294967295

event fanbad [fan number] time seconds

switch(config-applet)# event fanbad
time 3000

number

4 seconds 0 4294967295

event gold module {slot | all} test
test-name [severity {major | minor |
moderate}] testing-type {bootup |
monitoring | ondemand | scheduled}
consecutive-failure count

switch(config-applet)# event gold
module 2 test ASICRegisterCheck
testing-type ondemand
consecutive-failure 2

slot
test-name

count 1 1000

event memory {critical | minor
severe}

switch(config-applet)# event memory
critical

event module-failure type failure-type
module {slot | all} count repeats
[time seconds]

switch(config-applet)# event
module-failure type lc-failed module 3
count 1

Cisco NX-OS System Management Command

Reference, Release 4.0

slot
429496

1 10 repeats 1

7295 seconds 1 4294967295

Cisco NX-OS System Management

[ oL-15809-03-J
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W Eem

event oir {fan | module | powersupply}
{anyoir | insert | remove} [number]

switch(config-applet)# event oir fan
remove 4

number

. — 1 4

. — 10

. — 1 3
event policy-default count repeats
[time seconds]
switch(config-applet)# event
policy-default count 3 repeats 1 4294967295 seconds

1 4294967295

event poweroverbudget [time seconds]

switch(config-applet)# event
poweroverbudget

event snmp oid oid get-type {exact |
next} entry-op {eq | ge | gt | le | 1t
|ne} entry-val entry [exit-comb {and |
or}] exit-op {eq | ge | gt | le | 1t
|ne} exit-val exit exit-time time
polling-interval interval

switch(config-applet)# event snmp oid
1.3.6.1.2.1.31.1.1.1.6 get-type next

entry-op 1t 300 entry-val 0 exit-op eq
400 exit-time 30 polling-interval 300

SNMP OID

OID 10 entry
exit 0 18446744073709551615
time interval 0 2147483647

event storm-control

switch(config-applet)# event
storm-control

event temperature [module slot]
[sensor number] threshold {any | major
| minor}

switch(config-applet)# event
temperature module 2 threshold any

slot 1 10
sensor 1 18

event track object-number state {any \
down | up}

switch(config-applet)# event track 1
state down

object-number 1 500

Release 4.0

i Cisco NX-OS System Management
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Embedded Event Manager

EEM
EEM

action number|[.number2] cli commandl CLI
[command2...] [locall]
switch(config-applet)# action 1.0 cli numberl.number2
“show interface e 3/1"

number 16

number2 0 9
action number|[.number2] counter name
counter value val op {dec | inc | nop
| set}

numberl.number2
switch(config-applet)# action 2.0 number 16
counter name mycounter value 20 op inc number2 0 9

counter name 32

val 0 2147483647

action number|[.number2] event-default
switch(config-applet)# action 1.0 numberl.number2
event-default.

number 16

number2 0 9
action number|[.number2] forceshut
[module slot | xbar xbar-number]
reset-reason seconds

numberl.number2

switch(config-applet)# action 1.0 number 16
forceshut module 2 reset-reason number2 0 9
“flapping links”

slot 1 10

xbar-number 1 4

80

action number(.number2] overbudgetshut 1
[module slot [- slot]]
switch(config-applet)# action 1.0
overbudgetshut module 3-5 number 16

number2 0 9

slot 1 10

Cisco NX-OS System Management Rel 4.0
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N EEm
action number|.number?2] policy-default
switch(config-applet)# action 1.0 numberl.number2
policy-default.
number 16
number2 0 9
action number|.number2] reload [module |[1{
slot [= slot]]
switch(config-applet)# action 1.0 number 16
reload module 3-5 number2 0 9
slot 1 10
action number|[.number2] snmp-trap SNMP
{[intdatal data [intdata2 data]
[strdata string]} number 16
number2 0 9
switch(config-applet)# action 1.0 data 80 stﬂng
snmp-trap strdata “temperature 80
problem”
action number]|.number2] syslog
riorit rio-val] msg error-message
e Y p I msg 7€ lsyslog number 16
number2 0 9
switch(config-applet)# action 1.0
syslog priority notifications msg “cpu
high” error-message 80
VSH
VDC switchto vdc
CLI
bootflash://feem/user_script_policies
Release 4.0

i Cisco NX-OS System Management
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EEM

VSH
VSH
VDC switchto vdc
1. configt
2. event manager policy policy-script
3. show event manager policy name
4. copy running-config startup-config

1 config t

switch# config t
switch(config)#

2 event manager policy policy-script EEM
policy-script

switch(config)# event manager policy 32
moduleScript

3 show event manager policy name

switch(config-applet)# show event
manager policy moduleScript

4 copy running-config startup-config

switch(config)# copy running-config
startup-config

VvVDC switchto vdc

Cisco NX-OS System Management Rel 4.0
| oL-15800-03-J
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W Eem

config t

show event manager policy-state system-policy

event manager applet applet-name override system-policy
description policy-description

event event-statement

@ a s b=

action number action-statement
(Repeat Step 6 for multiple action statements.)

N

show event manager policy-state name

copy running-config startup-config

1 config t

switch# config t
switch(config)#

2 show event manager policy-state
system-policy

show event manager system-
switch(config-applet)# show event pO"Cy
manager policy-state _ _ethpm_link_flap
Policy _ _ethpm link_flap

Cfg count : 5

Cfg time interval : 10.000000
(seconds)

Hash default, Count 0

3 event manager applet applet-name
override system-policy apth

name 32

switch(config)# event manager applet syaenhpoﬁcy

ethport override __ _ethpm_link flap

switch(config-applet)#

4 description policy-description

80

switch(config-applet)# description
“Overrides link flap policy.”

5 event event-statement
p.10-9

switch(config-applet)# event
policy-default count 2 time 1000

6 action action-statement

p.10-11
switch(config-applet)# action 1.0
syslog priority warnings msg “Link is
flapping.”

Cisco NX-OS System Management Release 4.0
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Embedded Event Manager

EEM ||

show event manager policy-state name

switch(config-applet)# show event
manager policy-state ethport

copy running-config startup-config

switch(config)# copy running-config
startup-config

switchto vdc

EEM
VDC
1. configt
2. event manager environment variable-name variable-value
3. show event manager environment
4. copy running-config startup-config

config t

switch# config t
switch(config)#

event manager environment
variable-name variable-value

switch(config)# event manager
environment emailto
“admin@anyplace.com”

EEM

variable-value

32

variable-name

32

show event manager environment

switch(config-applet)# show event
manager environment

copy running-config startup-config

switch(config)# copy running-config
startup-config

Cisco NX-OS System Management
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W Eem

EEM

EEM

show event manager environment
[variable-name | all]

show event manager event-types [event | all |
module slot]

show event manager history events [detail]
[maximum num-events] [severity {catastrophic
| minor | moderate | severe}]

show event manager policy [policy-name]
[inactive]

show event manager policy-state policy-name

show event manager script system
[policy-name | all]

show event manager system-policy [all]

show running-config eem EEM
show startup-config eem EEM
3
__lem_module_failure syslog
__lem_module_failure
event manager applet example2 override __lcm_module_failure

event module-failure type hitless-upgrade-failure module 3 count 2
action 1 syslog priority errors msg module 3 “upgrade is not a hitless upgrade!”
action 2 policy-default

__ethpm_link_flap

event manager applet ethport override __ethpm_link_flap
event policy-default count 2 time 1000
action 1 cli conf t
action 2 cli int etl/1
action 3 cli no shut

Cisco NX-OS System Management Release 4.0
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10-1 EEM
10-1 EEM
active
EEM
. p.10-17
. p.10-17
EEM CLI Cisco NX-OS System Management Configuration Guide, Release 4.0 URL

http://www.cisco.com/en/US/docs/switches/datacenter/sw/4_0/nx-os/system_management/configuration/g
uide/sm_nx-os_config.html

VvDC Cisco NX-OS Virtual Device Context Configuration Guide, Release 4.0  URL
http://www.cisco.com/en/US/docs/switches/datacenter/sw/4_0/nx-os/virtual_device_context/configuration
/guide/vdc_nx-os_book.html
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OBFL

Cisco NX-OS  OBFL Onboard Failure Logging

e OBFL p.11-2

e OBFL p.11-2

e OBFL p.11-3

o p.11-3
e OBFL p.11-3

e OBFL p.11-4

e OBFL p.11-5

. p.11-5

. p.11-5
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N oBFL
e OBFL p.11-2
. p.11-2
OBFL
Cisco NX-0S
OBFL

OBFL

. BIOS FPGA ASIC

e CPU hog

e OBFL

e ASIC

e ASIC
OBFL  Cisco NX-0S
OBFL VDC Virtual Device Context;

VvDC Cisco NX-OS Virtual

Device Context Configuration Guide, Release 4.0

NX-0S OBFL

Cisco NX-0S
NX-0OS Cisco NX-OS Licensing Guide, Release
4.0
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OBFL

OBFL

OBFL ||

VDC Advanced Services VDC
Cisco NX-OS Virtual Device Context Configuration Guide, Release 4.0

network-admin

OBFL

e OBFL
e OBFL

VDC

Cisco 10S CLI
Cisco I10S

Cisco NX-0S

OBFL

hw-module logging onboard

OBFL

hw-module logging onboard
environmental-history

OBFL

hw-module logging onboard error-stats

OBFL

hw-module logging onboard interrupt-stats

OBFL

hw-module logging onboard module slot

OBFL

hw-module logging onboard obfl-log

OBFL

no hw-module logging onboard

OBFL
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W oBFL

OBFL

OBFL show logging onboard status

switch# show logging onboard status

Switch OBFL Log: Enabled
Module: 2 OBFL Log: Enabled
cpu-hog Enabled
environmental-history Enabled
error-stats Enabled
exception-log Enabled
interrupt-stats Enabled
mem-leak Enabled
miscellaneous-error Enabled
obfl-log (boot-uptime/device-version/obfl-history) Enabled
register-log Enabled
stack-trace Enabled
system-health Enabled
Module: 6 OBFL Log: Enabled
cpu-hog Enabled
environmental-history Enabled
error-stats Enabled
exception-log Enabled
interrupt-stats Enabled
mem-leak Enabled
miscellaneous-error Enabled
obfl-log (boot-uptime/device-version/obfl-history) Enabled
register-log Enabled
stack-trace Enabled
system-health Enabled
temp Error Enabled
OBFL

show logging onboard boot-uptime

show logging onboard counter-stats ASIC

show logging onboard device-version

show logging onboard endtime OBFL

show logging onboard environmental-history

show logging onboard error-stats

show logging onboard exception-log

show logging onboard interrupt-stats

show logging onboard kernel-trace

show logging onboard module slot OBFL

show logging onboard obfl-history

show logging onboard obfl-logs

show logging onboard stack-trace

show logging onboard starttime OBFL

show logging onboard status OBFL

Cisco NX-OS System Management Release 4.0
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OBFL n
S
show OBFL clear logging onboard
2 OBFL
conf t
hw-module logging onboard module 2 environmental-history
11-1 OBFL
11-1 OBFL
OBFL
OBFL
. p.11-5
. p.11-5
OBFL CLI Cisco NX-OS System Management Configuration Guide, Release 4.0
Cisco NX-OS Fundamentals Configuration Guide, Release 4.0
VvDC Cisco NX-OS Virtual Device Context Configuration Guide, Release 4.0
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SPAN

e SPAN p.12-2

e SPAN p.12-4
e SPAN p.12-5

o p.12-5
e SPAN p.12-6

e SPAN p.12-14

e SPAN p.12-15

. p.12-18
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H span
SPAN
SPAN
SPAN
e SPAN p.12-2
. SPAN p.12-3
. SPAN p.12-4
o p.12-4
. p.12-4
SPAN
18 SPAN
2
12-1 SPAN 3
2/5
12-1  SPAN
=
REET |AE FESER— k
A b
E 2/ Rx E2/5
E2/5l
E 2/2 Rx, Tx
B o -

SPAN VLAN
CPU

SPAN RSPAN VLAN

NX-OS RSPAN
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SPAN
SPAN
~
SPAN 2
SPAN SPAN p.12-6
SPAN
SPAN VLAN
VLAN SPAN
VLAN
12-2 SPAN SPAN 3 VLAN
3 VLAN
12-2
1 VLAN
~
SPAN
VLAN
12-2 SPAN

Y T=0 TFIAH
VLAN 10

l E2/5
BIEXT (M3 Tq v FEER—

.‘ E 26 Egl VLAN 1 DA

10 Rx E 2/5
VLAN 11 e 11 Rx, Tx
’ E 2/7
12 Tx

186284

| Rx 315

T2y RT—=9 TFIA4Y TxIFEE
VLAN 12

SPAN SPAN p.12-9
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N span
SPAN
18 SPAN SPAN 2
SPAN
SPAN SPAN
p.12-13
SPAN
Cisco NX-0OS
VDC Virtual Device Context;
SPAN VDC
Y
VDC VDC
VDC URL Cisco NX-OS Virtual Device Context Configuration
Guide, Release 4.0
http://www.cisco.com/en/US/docs/switches/datacenter/sw/4_0/nx-os/virtual_device_context/configuration/gu
ide/vdc_nx-os_book.html

NX-0S SPAN
Cisco NX-0S

NX-0S URL Cisco
NX-OS Licensing Guide, Release 4.0

http://www.cisco.com/en/US/docs/switches/datacenter/sw/4_0/nx-os/licensing/configuration/
guide/nx-os_licensing.html

Cisco NX-OS System Management Release 4.0
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| 12 SPAN

SPAN

SPAN ||

SPAN

SPAN
URL Cisco NX-OS Interfaces Configuration Guide, Release 4.0

http://www.cisco.com/en/US/docs/switches/datacenter/sw/4_0/nx-os/interfaces/configuration/guide/if_n
xos_book.html

e switchport monitor SPAN
SPAN
. SPAN 18
. SPAN 2
. 1 SPAN
e 1
¢ RSPAN
. SPAN BPDU
STP hello
¢ SPAN
. VLAN SPAN VLAN
2 1 1
e VLAN SPAN VLAN 2
. VDC VDC
¢ RSPAN VLAN SPAN

[ oL-15809-03-J

Cisco NX-OS System Management Rel 40 W


http://www.cisco.com/en/US/docs/switches/datacenter/sw/4_0/nx-os/interfaces/configuration/guide/if_nxos_book.html

12 SPAN |

H span

SPAN

SPAN

SPAN VLAN
VLAN

SPAN p.12-6
SPAN p.12-9
RSPAN VLAN p.12-12
SPAN p.12-13

Cisco 10S CLI Cisco NX-0S
Cisco I0S

SPAN

SPAN
SPAN

VLAN RSPAN VLAN SPAN VLAN

SPAN

. VDC switchto vdc

. URL
Cisco NX-OS Interfaces Configuration Guide, Release 4.0
http://www.cisco.com/en/US/docs/switches/datacenter/sw/4_0/nx-os/interfaces/configuration/guide/if_n
xos_book.html

config t
interface ethernet slot/port[-port]
switchport monitor
2 3 SPAN
no monitor session session-number

monitor session session-number

N o a0 bd=

description description

Cisco NX-OS System Management Release 4.0
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| 12 SPAN

SPAN n
8. source {interface type | vlan {number | range} [rx | tx | both]
9. 8 SPAN
10. filter vlan {number | range}
11. 10 VLAN
12. destination interface type {number | range}
13. 12 SPAN
14. no shut
15. show monitor session {all | session-number | range session-range} [brief]
16. copy running-config startup-config
1 config t
switch# config t
switch(config)#
2 interface ethernet slot/port[-port]
switch(config)# interface ethernet 2/5
switch(config-if)#
3 switchport monitor SPAN
switch(config-if)# switchport monitor
allowed vlan 3-5 Q%h
4 2 3 —
SPAN
5 no monitor session session-number SPAN
switch(config)# no monitor session 3
6 monitor session session-number
switch(config)# monitor session 3
switch(config-monitor) #
7 description description
32
switch(config-monitor)# description
my_span_session_3

[ oL-15809-03-J
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H spaN

8 source {interface type | vlan} {number
| range} [rx | tx | both]
1
switch(config-monitor)# source VLAN
interface ethernet 2/1-3, ethernet 3/1
rx 1
2
switch(config-monitor)# source
interface port-channel 2 1 128 VLAN
3 1 3967 4048 4093
switch(config-monitor)# source
interface sup-eth 0 both rx
tx both
4 both
switch(config-monitor)# source vlan 3,
6-8 tx
N
VDC
VDC
9 8 —
SPAN
10 filter vlan {number | range} VLAN
VLAN 1
switch(config-monitor)# filter vlan
3-5, 7
VLAN 1 3967 4048 4093
1 10 —
VLAN
12 destination interface type {number |
range} 1
switch(config-monitor)# destination
interface ethernet 2/5, ethernet 3/7 1 128
N
SPAN
switchport monitor
13 12 —
SPAN

Cisco NX-OS System Management Release 4.0
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SPAN

14

15

16

SPAN ||

no shut

switch(config-monitor)# no shut

SPAN

¢

SPAN 2

show monitor session {all |
session-number | range session-range}
[brief]

switch(config-monitor)# show monitor
session 3

SPAN

copy running-config startup-config

switch(config-monitor)# copy
running-config startup-config

© © N o0 P w b=

SPAN

VLAN RSPAN VLAN
SPAN

VLAN RSPAN VLAN

VDC

VLAN

switchto vdc
URL Cisco

NX-OS Interfaces Configuration Guide, Release 4.0
http://www.cisco.com/en/US/docs/switches/datacenter/sw/4_0/nx-os/interfaces/configuration/guide/if_n

x0s_hook.html

switchport monitor

config t
no monitor session session-number

monitor session session-number

4

6
no shut

Cisco NX-OS System Management

destination interface type {number | range}

SPAN

source {interface type | vlan} {number | range} [rx | tx | both]

SPAN VLAN

SPAN

show monitor session {all | session-number | range session-range} [brief]

[ oL-15809-03-J
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12 SPAN |

H span

10. interface ethernet slot/port[-port]

11. switchport trunk allowed vlan {{number | range}| add {number | range} | except {number | range} |
remove {number | range} | all | none}

12. 10 11 VLAN
13. show interface ethernet slot/port[-port] trunk

14. copy running-config startup-config

1 config t

switch# config t
switch(config)#

2 no monitor session session-number SPAN

switch(config)# no monitor session 3

3 monitor session session-number

switch(config)# monitor session 3
switch(config-monitor) #

4 source {interface type | vlan} {number
| range} [rx | tx | both] 1
switch(config-monitor)# source vlan 3,
6-8 t
* 1 128
VLAN 1 3967 4048
4093
X
tx both
both
5 4 —
SPAN VLAN
6 destination interface type {number |
range} 1
switch(config-monitor)# destination
interface ethernet 2/5, ethernet 3/7 1 128
N
Cisco NX-0S

Interfaces Configuration Guide, Release 4.0

SPAN

Cisco NX-OS System Management Release 4.0
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10

11

12

13

14

SPAN

no shut SPAN
switch(config-monitor)# no shut

S

SPAN
show monitor session {all | SPAN
session-number | range session-range}
[brief]
switch(config-monitor)# show monitor
session 3
interface ethernet slot/port|[-port]
switch(config)# interface ethernet 2/5
switch(config-if)#
switchport trunk allowed vlan {{number VLAN
| range} | add {number | range} |
except {number | range} | remove VLAN
{number | range} | all | none} VLAN
VLAN

switch(config-if)# switchport trunk VLAN
allowed vlan 3-5

VLAN

VLAN 1

VLAN
1 3967 4048 4093

10 11

VLAN

show interface ethernet
slot/port[-port] trunk

switch(config-if)# show interface
ethernet 2/5 trunk

copy running-config startup-config

switch(config-if)# copy running-config
startup-config

Cisco NX-OS System Management
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SPAN |

H span

RSPAN VLAN

RSPAN  SPAN

I L S e

VDC

config t
vlan vlan
remote-span
exit

show vlan

copy running-config startup-config

switchto vdc

config t

switch# config t
switch(config)#

vlan vlan

switch(config)# vlan 901
switch(config-vlan)#

VLAN  VLAN

remote-span

switch(config-vlan)# remote-span

VLAN RSPAN VLAN

exit VLAN
switch(config-vlan)# exit
switch(config)#
show vlan VLAN RSPAN VLAN
switch(config)# show vlan
copy running-config startup-config
switch(config)# copy running-config
startup-config
Release 4.0

i Cisco NX-OS System Management
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SPAN
SPAN
SPAN
SPAN 1
SPAN
SPAN
SPAN
SPAN
VDC switchto vdc
1. configt
2. monitor session {session-range | all} shut
3. no monitor session {session-range | all} shut
4. monitor session session-number
5. shut
6. no shut
7. show monitor
8. copy running-config startup-config
1 config t
switch# config t
switch(config)#
2 monitor session {session-range | all} SPAN
shut 1 18
switch(config)# monitor session 3 shut 2

Cisco NX-OS System Management

[ oL-15809-03-J
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H spaN

3 no monitor session {session-range | SPAN
all} shut 1 18
switch(config)# no monitor session 3 2
shut

v

monitor session
shut no monitor
session shut

4 monitor session session-number

switch(config)# monitor session 3
switch(config-monitor) #

5 shut SPAN

switch(config-monitor)# shut

6 no shut SPAN

switch(config-monitor)# no shut

v

SPAN 2

7 show monitor SPAN

switch(config-monitor)# show monitor

8 copy running-config startup-config

switch(config-monitor)# copy
running-config startup-config

SPAN

SPAN

show monitor session {all | session-number | SPAN
range session-range} [brief]

URL Cisco NX-OS System
Management Command Reference

http://www.cisco.com/en/US/docs/switches/datacenter/sw/4_0/nx-os/system_management/command/referen
ce/sm_cmd_ref.html
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| 12 SPAN

SPAN

* SPAN
. SPAN
* SPAN
SPAN
SPAN

switch# config t

p.12-15
p.12-16

VLAN p.12-17

SPAN

switch(config)# interface ethernet 2/5

switch(config-if)#
switch(config-if)#
switch(config-if)#
switch(config-if)#
switch(config-if)#
switch(config) #

2 SPAN

switchport

switchport mode trunk
switchport monitor
no shut

exit

switch(config)# no monitor session 3
switch(config)# monitor session 3
switch(config-monitor)# source interface ethernet 2/1-3, ethernet 3/1 rx

switch
switch
switch
switch
switch
switch

config-monitor)# source interface port-channel 2
config-monitor)# source interface sup-eth 0 both
config-monitor)# source vlan 3, 6-8 tx
config-monitor)# filter vlan 3-5, 7
config-monitor)# destination interface ethernet 2/5
config-monitor)# no shut

switch(config-monitor)# exit
switch(config)# show monitor session 3
switch(config)# copy running-config startup-config

Cisco NX-OS System Management

SPAN ||

[ oL-15809-03-J



12 SPAN |

H span

SPAN
SPAN

1 SPAN

switch# config t

switch(config)# interface ethernet 3/1

switch(config-if)# switchport

config-if)# switchport mode trunk
config-if)# switchport trunk allowed vlan add 100-200
config-if)# switchport monitor

switch(config-if)# no shut

switch(config-if)# exit
switch(config)# interface ethernet 3/2

switch(config-if)# switchport

switch(config-if)# switchport mode trunk
(config-if)# switchport trunk allowed vlan add 201-300
(
(

switch
switch
switch

switch

switch(config-if)# switchport monitor

switch(config-if)# no shut

switch(config-if)# exit
switch(config)#

2 SPAN

switch(config)# no monitor session 3

switch(config)# monitor session 3
switch(config-monitor)# source vlan 100-300
switch(config-monitor)# destination interface ethernet 3/1-2
switch(config-monitor)# no shut
switch(config-monitor)# exit

switch(config)# show monitor session 3

switch(config)# copy running-config startup-config

Cisco NX-OS System Management Release 4.0
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SPAN

VLAN
VLAN SPAN

1 VLAN

switch# config t

switch(config)# wvlan 100
switch(config-vlan)# private-vlan primary
switch(config-vlan)# exit

switch(config)# interface ethernet 3/1
switch(config-if)# switchport
switch(config-if)# switchport access vlan 100
switch(config-if)# no shut
switch(config-if)# exit

switch(config)# interface ethernet 3/2
switch(config-if)# switchport
switch(config-if)# switchport mode trunk
switch(config-if)# switchport trunk native vlan 100
switch(config-if)# no shut
switch(config-if)# exit

switch(config)#

2 SPAN

switch# config t

switch(config)# interface ethernet 3/3
switch(config-if)# switchport
switch(config-if)# switchport mode trunk
switch(config-if)# switchport trunk allowed vlian add 100-200
switch(config-if)# switchport monitor
switch(config-if)# no shut
switch(config-if)# exit

switch(config)#

3 SPAN

switch(config)# no monitor session 3

switch(config)# monitor session 3
switch(config-monitor)# source vlan 100
switch(config-monitor)# destination interface ethernet 3/3
switch(config-monitor)# no shut
switch(config-monitor)# exit

switch(config)# show monitor session 3

switch(config)# copy running-config startup-config

Cisco NX-OS System Management

SPAN ||
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|
SPAN
o p.12-18
J p.12-18
VDC Cisco NX-OS Virtual Device Context Configuration Guide, Release 4.0 URL
http://www.cisco.com/en/US/docs/switches/datacenter/sw/4_0/nx-os/virtual_device_c
ontext/configuration/guide/vdc_nx-os_book.html
SPAN Cisco NX-OS System Management Command Reference  URL
http://www.cisco.com/en/US/docs/switches/datacenter/sw/4_0/nx-os/system_manage
ment/command/reference/sm_cmd_ref.html
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Cisco NX-OS  NetFlow

e NetFlow p.13-2

* NetFlow p.13-5

e NetFlow p.13-5

. p.13-6
* NetFlow p.13-7

e NetFlow p.13-18

e NetFlow p.13-18

. p.13-19

o p.13-19

Cisco NX-OS System Management Release 4.0
| oL-15809-03-J



13 NetFlow |

| NetFlow
NetFlow
NetFlow IP IP
NetFlow
e NetFlow p.13-2
o p.13-4
o p.13-5
NetFlow
NetFlow
VLAN
Cisco NX-0OS NetFlow
IP
p.13-3
1
NetFlow
NetFlow
NetFlow Cisco NX-0S NetFlow
UDP
. 1
p.13-3
NetFlow
p.13-4
Cisco NX-OS NetFlow
Cisco NX-0OS
Cisco
NX-0S
p.13-4
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NetFlow

NetFlow
NetFlow
Cisco NX-0OS

32 64
Cisco NX-0OS
match

e match interface input
e match interface output
e match flow direction

p.13-8

NetFlow

e UDP NetFlow

N

NetFlow IP

Cisco NX-0S TCP Fin
Rst

. — Cisco NX-0OS

. — Cisco NX-0S
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W NetFlow

Cisco NX-0S Version 9
Version 9

. — Cisco NX-0S
Cisco NX-0S

. NetFlow — NetFlow

N

Cisco NX-0S 4
UDP

Version 5 IPv4 Version 5

NetFlow
CPU

e N M— 10,000 100
. — 100 1

NetFlow

Cisco NX-OS NetFlow
Cisco NX-0OS
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NetFlow ||
Cisco NX-0S VDC Virtual Device Context; NetFlow
Cisco NX-0S VvVDC
VvDC
URL Cisco NX-OS Virtual Device Context Configuration Guide

http://www.cisco.com/en/US/docs/switches/datacenter/sw/4_0/nx-os/virtual_device_context/configuration/gu
ide/vdc_nx-os_book.html

NetFlow
NX-0S NetFlow
Cisco NX-0S
NX-0S URL
Cisco NX-OS Licensing Guide
http://www.cisco.com/en/US/docs/switches/datacenter/sw/4_0/nx-os/licensing/configuration/
guide/nx-os_licensing.html
NetFlow
NetFlow
e NetFlow CPU
VDC Advanced Services VDC

ULR Cisco NX-OS Virtual Device Context Configuration Guide

http://www.cisco.com/en/US/docs/switches/datacenter/sw/4_0/nx-os/virtual_device_context/configuration/gu
ide/vdc_nx-os_book.html
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13

NetFlow |

NetFlow

Cisco NX-0OS NetFlow

switch(config)# flow record Test
switch(config-flow-record) #

switch(config)# flow exporter ExportTest
switch(config-flow-exporter)#

switch(config)-flow-exporter# version 9
switch(config-flow-exporter-version-9)#

switch(config)# flow monitor MonitorTest
switch(config-flow-monitor) #

Version 9

i Cisco NX-OS System Management Release 4.0
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NetFlow ||
NetFlow

NetFlow
1 NetFlow NetFlow [p.13-8]
2

[p.13-8]
3
[p.13-11]
4
[p.13-13]
5 VLAN
[p.13-15] VLAN VLAN NetFlow

[p.13-16]

e NetFlow p.13-8

o p.13-8

. p.13-11

o p.13-13

. p.13-14

. pl3-15

e VLAN NetFlow p.13-16

e NetFlow p.13-17

Y
Cisco 10S CLI Cisco NX-0OS
Cisco 10S

Cisco NX-OS System Management
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W NetFlow

NetFlow
NetFlow

NetFlow

feature netflow NetFlow

switch(config)# feature netflow

NetFlow

no feature netflow NetFlow

switch(config)# no feature netflow

Cisco
NX-0S match

e match interface input

e match interface output

e match flow direction

NetFlow NetFlow [p.13-8]

VvVDC switchto vdc

config t

flow record name
description string
match type
collect type

show flow record [name]

N o a ke bd-

copy running-config startup-config
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match

NetFlow ||

config t

switch# config t
switch(config)#

flow record name

switch(config)# flow record Test
switch(config-flow-record) #

description string

switch(config-flow-record) #
description Ipv4Flow

63

match type

switch(config-flow-record)# match
interface input

match

type

p.13-9

collect type

switch(config-flow-record)# collect
counter packets

p.13-10

collect

type

show flow record [name]

switch(config-flow-exporter)# show
flow record

NetFlow

copy running-config startup-config

switch(config-flow-exporter)# copy
running-config startup-config

match

match flow direction

switch(config-flow-record)# match flow
direction

match interface

switch(config-flow-record)# match
interface

match ip {protocol | tos}

switch(config-flow-record)# match ip
protocol

ToS

Cisco NX-OS System Management
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W NetFlow
match ipv4 {destination source} IPv4
address
switch(config-flow-record)# match ipv4
destination address
match transport {destination-port |
source-port}
switch(config-flow-record)# match
transport destination-port

collect

collect 1

collect counter {bytes | packets}

[long] 64

switch(config-flow-record)# collect
counter packets

collect flow {direction | sampler id}

switch(config-flow-record)# collect
flow direction

collect interface {input | output}

switch(config-flow-record)# collect
interface input

collect routing {destination | source}
as [peer]

AS

switch(config-flow-record)# collect
routing destination as

collect routing forwarding-status

switch(config-flow-record)# collect
routing forwarding-status

collect routing next-hop address ipv4
[bgp]

switch(config-flow-record)# collect
routing next-hop address ipv4

Cisco NX-OS System Management Release 4.0
OL-15809-03-J |



| 13 NetFlow

NetFlow ||

collect timestamp sys-uptime {first |
last}

switch(config-flow-record)# collect
timestamp sys-uptime last

collect transport tcp flags

switch(config-flow-record)# collect
transport tcp flags

TCP

NetFlow NetFlow

VvVDC switchto vdc

config t

flow exporter name

destination {ipv4-address | ipv6-address} [use-vrf name]
source interface-type number

version {5|9}

show flow exporter [name]

N o a e bd-

copy running-config startup-config

[p.13-8]

config t

switch# config t
switch(config)#

flow exporter name

switch(config)# flow exporter
ExportTest
switch(config-flow-exporter) #

destination {ipv4-address |
ipv6-address} [use-vrf name]

switch(config-flow-exporter) #
destination 192.0.2.1

IPv4 IPv6
NetFlow
VRF
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W NetFlow

4 source interface-type number NetFlow

switch(config-flow-exporter)# source
ethernet 2/1

5 version {5 | 9} NetFlow
Version 9
switch(config-flow-exporter)# version
9
switch(config-flow-exporter-version-9)
#
6 show flow exporter [name] NetFlow

switch(config-flow-exporter)# show
flow exporter

7 copy running-config startup-config

switch(config-flow-exporter)# copy
running-config startup-config

description string 63

switch(config-flow-exporter)#
description ExportV9

dscp value DSCP DiffServ
0 63
switch(config-flow-exporter)# dscp 0
transport udp number NetFlow UDP
0 65535

switch(config-flow-exporter) #
transport udp 200

option {exporter-stats |
interface-table | sampler-table}

timeout seconds 1 86400
switch(config-flow-exporter-version-9)
# option exporter-stats timeout 1200
template data timeout seconds
1 86400

switch(config-flow-exporter-version-9)
# template data timeout 1200
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NetFlow ||

NetFlow NetFlow [p.13-8]

VDC switchto vdc

config t

flow monitor name
description string
exporter name
record name

show flow monitor [name]

N o a ke b=

copy running-config startup-config

1 config t

switch# config t
switch(config)#

2 flow monitor name

switch(config)# flow monitor
MonitorTest
switch(config-flow-monitor) #

3 description string 63

switch(config-flow-monitor) #
description Ipv4Monitor

4 exporter name

switch(config-flow-monitor)# exporter
Exportv9

5 record name

switch(config-flow-monitor)# record
IPv4Flow

Cisco NX-OS System Management Rel 4.0
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W NetFlow
6 show flow monitor [name] NetFlow
switch(config-flow-monitor)# show flow
monitor
7 copy running-config startup-config
switch(config-flow-monitor)# copy
running-config startup-config
NetFlow
NetFlow NetFlow [p.13-8]
VDC switchto vdc
1. configt
2. sampler name
3. description string
4. mode samples out-of packets
5. show sampler [name]
6. copy running-config startup-config
1 config t
switch# config t
switch(config)#
2 sampler name
switch(config)# sampler SampleTest
switch(config-flow-sampler) #
3 description string 63
switch(config-flow-sampler) #
description Samples
4 mode samples out-of packets
1 64
switch(config-flow-sampler)# mode 1 1 8192

out-of 100
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NetFlow ||
5 show sampler [name] NetFlow
switch(config-flow-sampler)# show
sampler
6 copy running-config startup-config
switch(config-flow-sampler)# copy
running-config startup-config
NetFlow NetFlow [p.13-8]
VDC switchto vdc
1. configt
2. interface interface-type number
3. ip flow monitor name {input | output} [sampler name]
4. show flow interface [interface-type number]
5. copy running-config startup-config
1 config t
switch# config t
switch(config)#
2 interface interface-type number
switch(config)# interface ethernet 2/1 VLAN
switch(config-if)#
3 ip flow monitor name {input \ output}

[sampler name]

switch(config-if)# ip flow monitor
MonitorTest input
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W NetFlow

4 show flow interface |[interface-type
number]

switch(config-if# show flow interface

NetFlow

5 copy running-config startup-config

switch(config-if)# copy running-config
startup-config

VLAN NetFlow

NetFlow

VDC

config t

vlan vlan-id

ip flow monitor name {input | output} [sampler name]

Eal A A

copy running-config startup-config

VLAN

NetFlow [p.13-8]

switchto vdc

1 config t

switch# config t
switch(config)#

2 vlan vlan-id VLAN

switch(config)# vlan 30 4093
switch(config-vlan)#

vlan-id 1 3967 4048

3 ip flow monitor name {input | output}
[sampler name]

switch(config-vlan)# ip flow monitor
MonitorTest input

VLAN

4 copy running-config startup-config

switch(config-vlan)# copy
running-config startup-config
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NetFlow

NetFlow

NetFlow timeout

NetFlow ||

flow timeout active seconds
60 4092

switch(config)# flow timeout active 90

flow timeout aggressive threshold

ercent
P Flow

50 99%

switch(config)# flow timeout
aggressive threshold 90

Net

flow timeout fast seconds threshold
packets

32

switch(config)# flow timeout fast 40 1 4000
threshold 1200

512

flow timeout inactive seconds
15 4092

switch(config)# flow timeout inactive
900

flow timeout session TCP

switch(config)# flow timeout session
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W NetFlow

NetFlow

NetFlow

NetFlow

show flow exporter [name]

NetFlow

show flow interface [interface-type number]

NetFlow

show flow monitor [name] [cache [detailed]]

NetFlow

show flow record [name]

NetFlow

show flow timeout

NetFlow

show hardware flow aging [vdc vdc_id] [detail]
[module module]

NetFlow

show hardware flow entry address
table-address type {ip | ipv6} [module module]

NetFlow

show hardware flow ip [interface type number |
monitor monitor_name | profile profile-id | vdc
vdc_id | vlan vlan_id] [detail] [module module]

NetFlow IPv4

show hardware flow sampler [all | count | index
number | name sampler-name | vdc vdc_id]
[detail] [module module]

NetFlow

show hardware flow utilization [module
module]

NetFlow

show sampler [name]

NetFlow

feature netflow
flow exporter ee

version 9
flow record rr

match ipv4 source address
match ipv4 destination address
collect counter bytes
collect counter packets
flow monitor foo

record rr

exporter ee

interface Ethernet2/45

ip flow monitor foo output
ip address 10.20.1.1/24

no shutdown
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13-1 NetFlow

13-1 NetFlow
8 K
512 K
NetFlow
p.13-19
p.13-19
MIB p.13-19

NetFlow CLI Cisco NX-OS System Management Command Reference, Release 4.0  URL
http://www.cisco.com/en/US/docs/switches/datacenter/sw/4_0/nx-os/system_management/command/refer
ence/sm_cmd_ref.html

VDC VRF Cisco NX-OS Virtual Device Context Configuration Guide, Release 4.0 URL

http://www.cisco.com/en/US/docs/switches/datacenter/sw/4_0/nx-os/virtual_device_context/configuration
/guide/vdc_nx-os_book.html

Cisco NetFlow

http://cisco.com/en/US/products/ps6601/products_ios_protocol_group_home.html

MIB
MIB MIB
* CISCO-NETFLOW-MIB MIB URL

http://www.cisco.com/public/sw-center/netmgmt/cmtk/mibs.shtml

sl
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Cisco NX-OS Release 4.0 IETF
RFC

RFC

RFC2819 Remote Network Monitoring Management Information Base
RFC 3164 BSD syslog Protocol

RFC 3411 3418 SNMP RFC
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