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arkA—=)L FL—2 V95 RTYTDRE
ayviar—n FL—r R —paria— FL—r JIFGRA vy TEBRETHLERNH Y F
j—o

¥ %R T BHIIC
T 74/ N VDCIZWB Z &R LET (F 7213 switchto vde 2~ > REFH),

JTA <y THNIZACE v b B U v X EMHAT 2581, IPACL (5510 % [P ACL O &) %
M) F72IZTMACACL (35 11 2 IMAC ACL OR T 22 NRELTHAHZ LR LET,

FIEDOBE
1. configt
class-map type control-plane [match-all | match-any] class-map-name
3. match access-group name access-list-name
match exception ip icmp redirect
match exception ip icmp unreachable
match exception ip option
match protocol arp
match redirect arp-inspect
match redirect dhcp-snoop
exit
show class-map type control-plane [class-map-name]

copy running-config startup-config

7T FIR

=1 N B&
XFw T 1 config t Ja—)L a7 4 Fal— gy F—
n BB L ET,

switch# config t
switch(config)#
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AFw S 2 class-map type control-plane [match-all |
match-any] class-map-name

i :

switch(config)# class-may type control-plane
ClassMapA
switch (config-cmap) #

arvhp—) FlL—r V53R vy T
ELZIAwy T ar7 4 ¥alb—va
Y E—REBRBLES, 774V DT T
A —%1% match-any C§, 4 Rl K 64 3C
FT, RXFE/DLFEIRBI SN ET,

~

(GX)  class-default, match-all, F7-1%
match-any % 7 7 A < v 7424
A4z LiiTcEEda,

AT w7 3 match access-group name access-list-name

&l :
switch(config-cmap)# match access-group name
MyAccessList

IPACL O~ v F o 7 &¥gELET, EKD
IPACL O~ v F o 75T 58BE81F. 2D =*
Ty T EBVIRLET,

match exception ip icmp redirect

Bl :
switch (config-cmap)# match exception ip icmp
redirect

IPICMP U XA L7 "MISry D~ v
FU T ERELET,

match exception ip icmp unreachable

Bl -
switch(config-cmap)# match exception ip icmp
unreachable

IP ICMP ZZEREEHIS T > b D~ v F
TEBELET,

match exception ip option

Bl :

switch(config-cmap)# match exception ip option

IP A7 a il by v~y Fo s
ERRELET,

match protocol arp

i :

switch(config-cmap)# match protocol arp

IPARP X7y "D~y F T HBELE
‘a‘o

match redirect arp-inspect

Bl :
switch(config-cmap)# match redirect
arp-inspect

ARP BV XA V7 s Xy hD~< v F
Y EREELET,

match redirect dhcp-snoop

Bl :

switch(config-cmap)# match redirect dhcp-snoop

DHCP AX—Y 7 VHE A VLI ks Ry
cO~vF U T EEBELET,

ATy T 4 exit

E
switch(config-cmap)# exit
switch(config) #

JIANy T a7 4 X¥al—vay
T FERTLES,

ATw T 5 show class-map type control-plane
[class-map-namel

Bl -
switch(config)# show class-map type
control-plane

(FE) arybe—L FL—r VTR <y
TORTEERLET,

AFv 7 6 copy running-config startup-config

Bl -
switch(config)# copy running-config
startup-config

(B Efrav 74 F¥al—vargx, A
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CoPP DR 2 — v 7P HRETHLERHY ET, RV o— <~y FIZER) T RTRA—2 %
EGOFET, JTAODRIV—2RELR>T8A. T 74NV ORI ——FKT 7 aid, K
0y 7 CY, FV—=0 T Ry MEIFT 740N 7T RAEEALTRY Yo7 EhET, NX-08
7 =TiE V=2 TRV T2 V=3B T—RI T EYER—-FLET,

EXZBAHRT SR

FIROHE

T 74 N VDCIZWB Z L aiER LET (F721T switchto vde =~ > FEMFEH),

ayha— L T —r I TRy TRRELTHDIEEMERLET (o bo—L T L—r
7T A~y TOERE] [p20-7] 5 H),

7.
8.
9.

AP w0 bdb =

config t

policy-map type control-plane policy-map-name

class {class-map-name [insert-before class-map-name] | class-default}

police [cir] cir-rate [bps | gbps | kbps | mbps | pps]

police [cir] cir-rate [bps | gbps | kbps | mbps | pps] [bc] burst-size [bytes | kbytes | mbytes | ms | packets
| us]

police [cir] cir-rate [bps | gbps | kbps | mbps | pps]

conform {drop | set-cos-transmit cos-value | set-dscp-transmit dscp-value | set-prec-transmit
prec-value | transmit} [exceed {drop | set dscp dscp table cir-markdown-map | transmit}] [violate
{drop | set dscp dscp table pir-markdown-map | transmit} |

police [cir] cir-rate [bps | gbps | kbps | mbps | pps]

pir pir-rate [bps | gbps | kbps | mbps | pps] [[be] extended-burst-size [bytes | kbytes | mbytes | ms |
packets | us]]

(fEE) set cos [inner] cos-value

({7 set dscp [tunnel] {dscp-value | af11 | af12 | af13 | af21 | af22 | af23 | af31 | af32 | af33 | afd1 |
af42 | af43 | cs1 | cs2 | cs3 | cs4 | cs5 | cs6 | cs7 | sf | default}

(f:&) set precedence [tunnel] prec-value
exit

exit

10. show policy-map type control-plane [expand] [name policy-map-name]

11. copy running-config startup-config
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AFv 7T 1 config t Jua—n)ary7 4 Xal—varET— K%
. BAA L =T
switch# config t
switch(config) #
AFw T 2 policy-map type control-plane ayvbhu—)L L —r R — <y R
policy-map-name EL\ ZT{}U‘\/“*‘??7O:13/74’3’\;\:L L—g
Bl YE=RERBLET. KA v— <y THIT
switch(config)# policy-may type K 64 CFT, RICF-E/DSUFIERBI S v E
control-plan ClassMapA +
switch (config-pmap) # °
AFw T 3 class {class-map-name [insert-before arvir—NF—r VTR TLEER

class-map-name2] | class-default}

i :

switch(config-pmap)# class ClassMapA
switch (config-pmap-c)#

79 AFT 74V EEREL, =2 be—/L
TL— VTR a4 F¥al—g v
ET— FEBIEL £,

~

GE)  class-default 7 7 A ~ v 7, LT R
Vo— <7D F7A <y UAXLb
DORRBIALELET,
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police [cir] {cir-rate [bps | gbps | kbps |
mbps | pps] | percent percent}

i :

switch(config-pmap-c)# police cir 52000

CIR #8E LE T, L'— b OFR e HPHIZ 0 ~
80000000000 T3, CIR OF 7 4 /L b BALIX
bps T9,

police [cir] {cir-rate [bps | gbps | kbps |
mbps | pps] | percent percent} [be]
burst-size [bytes | kbytes | mbytes | ms |
packets | us]

%l :
switch(config-pmap-c)# police cir 52000 bc
1000

CIR & Be #fiE L £ 7, CIR OHZ7ZREFHIT
0 ~ 80000000000 T, Bc ®A 72X 0 ~
512000000 T4, CIR ®F 7 /L s HfZiZ bps
T. Bc %A DT 7 /)b NEALIT byte T,

police [cir] {cir-rate [bps | gbps | kbps |
mbps | pps] | percent percent} conform
{drop | set-cos-transmit cos-value |
set-dscp-transmit dscp-value |
set-prec-transmit prec-value | transmit}
[exceed {drop | set dscp dscp table
cir-markdown-map | transmit}] [violate
{drop | set dscp dscp table
pir-markdown-map | transmit}]

il :
switch(config-pmap-c)# police cir 52000
conform transmit exceed drop

CRR &t —%7 7 varvaHRELET.CIROA
Zh7e & X 0 ~ 80000000000 TF, L — kD
T 7 4V N EALIE bps T3, cos-value &
prec-value B DA N2 &HIZ 0 ~ 7 T,
dscp-value 51D AN 72 #iPHIZ 0 ~ 63 T,

AT aFROLEBY TY,

e drop— /X7y hERry 7 LET,

* set-cos-transmit — CoS fH% % E L £,

e set-dscp-transmit — DSCP fHZ T L
o

 set-prec-transmit — IP precedence i % 5% &
LET,

e transmit— N7 v FEEFELET,

¢ set dscp dscp table cir-markdown-map —
#BIE (exceed) 77 v a % CIR~—27 4
vy vy TICHRELET,

* set dscp dscp table pir-markdown-map —
B (violate) 727 v a & PIR~v—7 &
T~y FIRELET,

S

(GE)

[ U CIR IZ Be & —% (conform) 7 7
varEBETEET,

police [cir] {cir-rate [bps | gbps | kbps |
mbps | pps] | percent percent} pir pir-rate
[bps | gbps | kbps| mbps] [[be] burst-size
[bytes | kbytes | mbytes | ms | packets |
us]]

il :
switch(config-pmap-c)# police cir 52000 pir
78000 be 2000

CIR & PIR (Peak Information Rate; fix K 1 #
L— ) 2fELET, CIR OFR7EMIE0
~ 80000000000 C. PIR OHFZN&PHIL 1 ~
80000000000 T9~, T T Be 1 X&FHET
X F¥, Be ORI 1 ~ 512000000 T
9, CIR ®F 7 # /b h H{L|Z bps, PIR ®F
7 AV N HALIE bps, BE OV Be A XD T
7 4V NHEALI byte TY,

~

()

R U CIR {Z Be, —3% (conform) 7 2
Tar, BXUPRR Z2fETXx X7,

set cos [inner] cos-value

i :

switch(config-pmap-c)# set cos 1

(fLE) 802.1Q CoS fEZH5E L 77, Q-in-Q B
BT inner ¥— UV — R LE, A7
FHIZO0~7THY, T 74V MHEIX0 TT,
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AT9F 6 set dscp [tunnel] {dscp-value | afll | afl2 |({1-i&) IPv4 & IPv6 /<%~ k@ DSCP %5

| af13 | af21 | af22 | af23 | af3l | af32 | |, 3 o . E,
&L 12 B b>
af33 | af4l | af42 | af43 | csl | cs2 | cs3 ELET. hrpV BT EMMCERET 55

| cs4 | cs5 | cs6 | cs7 | ef | default} A1, tunnel ¥—7U— RZFEHLET, B
- RFEPHIZ 0~ 63 THY, 774/ MEIZ 0T
switch(config—pmap—c)# set dscp 10 7r°
AFw T T set precedence [tunnel] {prec-value | (f£:&) IPv4 & IPv6 /X4 v k@ IP precedence
critical | flash | flash-override | i NS o .
immediate | internmet | network | priority | EEfRELET, b AL BT BLERUE
routine} T AHEAIL, tunnel F—U— F&2{EH L E9,
BRRHPHIT0~T7 THY 7 74/ MEIEO
switch(config-pmap-c)# set precedence 2 °
AT9T 8 exit BV — v T VTR a7 F¥al—

. vayv E—RERTLET,

switch(config-pmap-c)# exit
switch (config-pmap) #

ATV T 9 exit RV — v ar74 21— 3

— KA
. E—REZETLET,

switch(config-pmap)# exit
switch(config)#

AT v 7T 10 show policy-map type control-plane [expand] (FEE) zvbae—L FL—r R v— <y
[name class-map-name] FOBEEERLET,
i :

switch(config)# show policy-map type
control-plane

AT 97T 11 copy running-config startup-config fEE) Eiftar 74 FXalb—a g, A
Bl - = Ty arg4Falb—rarila
switch(config)# copy running-config v—L%7,

startup-config

arvko—JL FL—2 H—ER RYS—DHTE
CoPP H—E ARV v —IZR LTI OFERITHEHEOR) v— <= v TERETEET,

e ZRMRT BAIIC
TN F VDCIZWAH Z LR L ET (F721 switchto vde =~ RZ&EH),
ayiho— FL—r RIS — <o 7RRELTHLZEEZMRLET (v bo—L FL—
VAR — =y T ORE] [p20-9] M),

FIgDHE

config t

control-plane

service-policy input policy-map-name
exit

show running-config copp [all]

o e A~ wbd =

copy running-config startup-config
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| £520E CoPP DERE
CoPP #iittstrok s W
A FIR
avwvFk BY
ATy 7T 1 configt Ja—sSyar74X¥al—vary B—RKE
- BB LET,

A7y 2

AFvT 3

ARTvT 4

AFvT 5

switch# config t
switch(config) #

control-plane

i :

switch(config)# control-plane
switch(config-cp) #

ayhkp—)L FL—r ary74Xal— 3
vE— RERBLET,

service-policy input policy-map-name

il :
switch(config-cp)# service-policy input
PolicyMapA

AT T4 DRY)— <y THEREL
F9, RV v— <o RN EEHIEAIT. 20
ATy TEBOIRLET,

exit

il :
switch(config-cp)# exit
switch(config) #

ayvhkp—)L FL—r ary74Xal—3
VE—REKRTLET,

show running-config copp [all]

Bl :

switch(config)# show running-config copp

(EE) CoPP OEREEF R LET,

copy running-config startup-config

Bl -
switch(config)# copy running-config
startup-config

(BB #fF7ar 74 Xal—Tarvkr, A¥—
NP7 arv7 4 Fal—varilat—L
i‘j‘o

CoPP #EtEEHR D T~

ERZRET SIS

FIROHE

B FIE

ATFvTA1

CoPP ¥tz £/ R TE £,

TN E VDCIZWAH Z LR L ET (F£721 switchto vde =~ RZ&EH),

1. show policy-map interface control-plane

avwy kR

Ry

show policy-map interface control-plane

Bl :
switch# show policy-map interface
control-plane

aybe— - ERER I LET,

Zoavy ROWMNITERREND T 4 —/N FOFEMIZDOWTIX, [Cisco NX-OS Security Command

Reference, Release 4.0 %S L T E &0,

| oL-12914-01-J
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$£20E CoPP OEBE |

W CoPP #EHERO I U7

CoPP #EtEHD Y U7

CoPP ¥t AE 7 )V 7 c&a £,

YEEZRAMRT BAIIC
TN F VDCIZWAH Z LR L ET (F721% switchto vde =~ RZ&EH),

FIEDOHE

1. show policy-map interface control-plane

2. clear copp statistics

M FIE

avwvF By
ATvw 7T 1 show policy-map interface control-plane (FEE) vy ha—)L L —UEHEREFER

L/i‘a_o

&l :
switch# show policy-map interface
control-plane

AFw S 2 clear copp statistics CoPP #EtE®RE 7 VU 7 LET,

Bl :

switch# clear copp statistics

CoPP SREDHER

CoPP OREMFMA RN 2121E, WROMEED DT NINETVET,

=1 N Hi

show class-map type control-plane [class-map-name] |2 fa—)L FL—2 752 <= TORE
EFRRLET,

show policy-map type control-plane [expand] [name |z L~ —/)L L —2 R o— < v 7O

policy-map-name) ExFnrLET,

show running-config copp [all] FITar 7 ¥z b—v 3 HNO CoPP & E
ERAILET,

show startup-config copp AR — KT T ary74F¥Falb—ra  HND
CoPP EZFRLET,

ZDavy ROWMINIERRIND T 4 —V FOFEMIZOWTIX, [Cisco NX-OS Security Command
Reference, Release 4.0 %S L T E &0,
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| £520E CoPP DERE

corp nem M

CoPP DX EHI
&IZ, IPACL & MAC ACL #flifl9 % CoPP &% ET BHlz R LET,

config t
ip access-list copp-system-acl-igmp
permit igmp any 10.0.0.0/24

ip access-list copp-system-acl-msdp
permit tcp any any eq 639

mac access-list copp-system-acl-arp
permit any any 0x0806

ip access-list copp-system-acl-tacas
permit udp any any eq 49

ip access-list copp-system-acl-gre
permit 47 any any

ip access-list copp-system-acl-ntp
permit udp any 10.0.1.1/23 eq 123

ip access-list copp-system-acl-icmp
permit icmp any any

class-map type control-plane match-any copp-system-class-critical
match access-group name copp-system-acl-igmp
match access-group name copp-system-acl-msdp
match access-group name copp-system-acl-arp

class-map type control-plane match-any copp-system-class-important
match access-group name copp-system-acl-tacas
match access-group name copp-system-acl-gre

class-map type control-plane match-any copp-system-class-normal
match access-group name copp-system-acl-icmp

match exception ip icmp redirect

match exception ip icmp unreachable

match exception ip option

match redirect dhcp-snoop

match redirect arp-inspect

policy-map type control-plane copp-system-policy

class copp-system-class-critical

police cir 2000 kbps bc 1500 bytes pir 3000 kbps be 1500 bytes conform transmit exceed
transmit violate drop

class copp-system-class-important
police cir 1000 kbps bc 1500 bytes pir 1500 kbps be 1500 bytes conform transmit exceed
transmit violate drop

class copp-system-class-normal
police cir 400 kbps bc 1500 bytes pir 600 kbps be 1500 bytes conform transmit exceed
transmit violate drop

class class-default
police cir 200 kbps bc 1500 bytes pir 300 kbps be 1500 bytes conform transmit exceed
transmit violate drop

control-plane
service-policy input copp-system-policy
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$£20E CoPP OEBE |

B Fo+LrsE

FI4I FERE

#20-112, CoOPP RT A—H DT 7 )V hREZE R LET,

£20-1 TI#IFDCoPPIRFTA—4

RFA—=8 |FIF+ILE
§§j7;*/b/% class-map type control-plane match-any copp-system-class-critical
ﬂflli/*‘ match access-group name copp-system-acl-bgp
match access-group name copp-system-acl-eigrp
match access-group name copp-system-acl-igmp
match access-group name copp-system-acl-msdp
match access-group name copp-system-acl-ospf
match access-group name copp-system-acl-pim
match access-group name copp-system-acl-rip
class-map type control-plane match-any copp-system-class-exception
match exception ip option
match exception ip icmp unreachable
class-map type control-plane match-any copp-system-class-important
match access-group name copp-system-acl-glbp
match access-group name copp-system-acl-hsrp
match access-group name copp-system-acl-vrrp
class-map type control-plane match-any copp-system-class-management
match access-group name copp-system-acl-ftp
match access-group name copp-system-acl-ntp
match access-group name copp-system-acl-radius
match access-group name copp-system-acl-snmp
match access-group name copp-system-acl-ssh

match access-group name copp-system-acl-tacacs
match access-group name copp-system-acl-telnet
match access-group name copp-system-acl-tftp
class-map type control-plane match-any copp-system-class-monitoring
match access-group name copp-system-acl-icmp
match access-group name copp-system-acl-traceroute
class-map type control-plane match-any copp-system-class-normal
match protocol arp
class-map type control-plane match-any copp-system-class-redirect
match redirect dhcp-snoop
match redirect arp-inspect
class-map type control-plane match-any copp-system-class-undesirable
match access-group name copp-system-acl-undesirable
policy-map type control-plane copp-system-policy
class copp-system-class-critical
police cir 40900 kbps bc 250 ms conform transmit violate drop
class copp-system-class-important
police cir 1060 kbps bc 250 ms conform transmit violate drop
class copp-system-class-management
police cir 1580 kbps bc 250 ms conform transmit violate drop
class copp-system-class-normal
police cir 680 kbps bc 250 ms conform transmit violate drop
class copp-system-class-redirect
police cir 280 kbps bc 250 ms conform transmit violate drop
class copp-system-class-monitoring
police cir 100 kbps bc 250 ms conform transmit violate drop
class copp-system-class-exception
police cir 360 kbps bc 250 ms conform transmit violate drop
class copp-system-class-undesirable
police cir 32 kbps bc 250 ms conform drop violate drop
class class-default
police cir 100 kbps bc 250 ms conform transmit violate drop
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| £520E CoPP DERE

roensEry W

ZTDDSEEH
CoPP D24 T BE# 4 A 2B MIC OV TIX, WESRL T EE W,
o BEERE (p.20-17)
o K (p.20-17)

BEER 24 kL

FA4EBUR [ Cisco NX-OS Licensing Guide, Release 4.0

av R YT77 LR [ Cisco NX-OS Security Command Reference, Release 4.0
IP ACL IP ACL DFRE

MAC ACL MAC ACL D% E

R 24 kL

RFC 2698 A Two Rate Three Color Marker
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$£20E CoPP OEBE |

N zomoszEas
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