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AAA u
2-1
1. Cisco NX-0S Telnet SSH
2. AAA NX-0S
AAA
AAA AAA
AAA
3. NX-0S AAA
AAA RADIUS cisco-av-pair
AAA TACACS+
AAA vdc-operator

Cisco NX-OS Security
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__IYYY

2-1

b

O—AJL

ITARTD
H—NERE

BRHERIE
RDY—13D
RE

RADIUS #—/3®
Rt

RADIUS
"R

(=2}
(o2}
o
0
@

v

AAA AAA
VDC AAA
VDC AAA VvDC
VvDC VvDC
VDC Cisco NX-OS Virtual Device Context Configuration Guide, Release 4.0

Cisco NX-OS Security
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| 2 AAA

AAA ||
NX-0S AAA Cisco
NX-0S NX-0S
Cisco NX-OS Licensing Guide, Release 4.0
AAA
. 1 RADIUS TACACS+ IP
RADIUS [p.3-7] TACACS+ [p.4-9]
e NX-OS AAA
. NX-0S AAA
. NX-0S RADIUS
[p.3-18] TACACS+
[p.4-20]
RADIUS
e Cisco NX-0S RADIUS TACACS+
AAA
NX-0S
. Cisco NX-0S AAA
Cisco NX-0S AAA

Cisco NX-OS Security
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2 AAA |

__IYYY

AAA

e AAA p.2-8

. p.2-8

o p.2-10

o p.2-11

e MSCHAP p.2-12

o AAA p.2-13

e Cisco NX-OS AAA VSA p.2-15

Cisco IOS CLI Cisco NX-0OS Cisco I0S

AAA
AAA

1 RADIUS TACACS+ NX-0S
3 RADIUS 4 TACACS+

2 [p.2-8]

[p.2-10]

4 AAA AAA
[p.2-13]

N

802.1X 802.1X  AAA p.7-11
EAPOUDP EAPOUDP AAA
p.8-17

RADIUS
RADIUS TACACS+
NX-0S

b none

Cisco NX-OS Security
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AAA ||

AAA VDC
aaa authentication group radius group server-name
RADIUS radius server-host
aaa group server radius
VDC
RADIUS TACACS+
1. configt
2. aaa authentication login console {group group-list [none] | local | none}
3. exit
4. show aaa authentication
5. copy running-config start-config

config t

switch# config t
switch(config)#

aaa authentication login console {group
group-list [none]| local | none}

switch(config)# aaa authentication
login console group radius

group-list

radius — RADIUS

named-group — TACACS+ RADIUS

local

none

local

Cisco NX-OS Security
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__IYYY

3 exit

switch(config)# exit
switch#

4 show aaa authentication

switch# show aaa authentication

5 copy running-config startup-config

switch# copy running-config
startup-config

¢ RADIUS

e RADIUS TACACS+

¢ NX-0S

VDC switchto vdc
RADIUS TACACS+

1. configt
2. aaa authentication login default {group group-list [none] | local | none}
3. exit
4. show aaa authentication
5. copy running-config start-config

1 config t

switch# config t
switch(config)#

Cisco NX-OS Security
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AAA n
2 aaa authentication login default {group
group-list [none]| local | none}
group-list
switch(config)# aaa authentication
login default gro radius .
9t ook group radid e radius— RADIUS
e named-group — TACACS+ RADIUS

local
none

local

3 exit

switch(config)# exit
switch#

4 show aaa authentication

switch# show aaa authentication

5 copy running-config startup-config

switch# copy running-config
startup-config

AAA

Remote AAA servers unreachable; local authentication done.
Remote AAA servers unreachable; local authentication failed.

VvVDC switchto vdc

config t
aaa authentication login error-enable
exit

show aaa authentication

a > 0 bh -

copy running-config start-config

Cisco NX-OS Security
[ oL-12914-01-J



2 AAA |

N aaAA
1 config t
switch# config t
switch(config)#
2 aaa authentication login error-enable
switch(config)# aaa authentication login
error-enable
3 exit
switch(config)# exit
switch#
4 show aaa authentication
switch# show aaa authentication
5 copy running-config startup-config
switch# copy running-config startup-config
MSCHAP
Microsoft Challenge Handshake Authentication Protocol MS-CHAP;
CHAP  Microsoft RADIUS
TACACS+ NX-0S MSCHAP
NX-0OS Password Authentication Protocol PAP;
MSCHAP MSCHAP
VSA vendor-specific attribute; RADIUS
Cisco NX-0S AAA VSA p.2-15
2-3 MSCHAP RADIUS VSA
2-3 MSCHAP RADIUS VSA
Vendor-ID Vendor-Type VSA
311 11 MSCHAP-Challenge |AAA MSCHAP
Access-Request Access-Challenge
211 11 MSCHAP-Response MSCHAP
Access-Request
VDC switchto vdc
1. configt

Cisco NX-OS Security
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AAA n

2. aaa authentication login mschap enable

3. exit

4. show aaa authentication login mschap

5. copy running-config start-config

config t

switch# config t

switch(config)#

aaa authentication login mschap enable MS-CHAP
switch(config)# aaa authentication mschap

enable

exit

switch(config)# exit

switch#

show aaa authentication login mschap MS-CHAP

switch# show aaa authentication login

mschap

copy running-config startup-config

switch# copy running-config startup-config
Cisco NX-0S TACACS+ RADIUS

NX-0S TACACS+
RADIUS
AV AAA

AAA NX-0S

e RADIUS — RADIUS

. — RADIUS TACACS+

Cisco NX-OS Security
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__IYYY

VDC switchto vdc
RADIUS TACACS+

config t
aaa accounting default {group group-list | local}
exit

show aaa accounting

a > o nh =

copy running-config start-config

1 config t

switch# config t
switch(config)#

2 aaa accounting default {group group-list

local}

switch(config)# aaa accounting default group-list

group radius
e radius — RADIUS
e named-group — TACACS+ RADIUS
local

local

3 exit

switch(config)# exit
switch#

Cisco NX-OS Security
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AAA u
4 show aaa accounting AAA
switch# show aaa accounting
5 copy running-config startup-config
switch# copy running-config startup-config
Cisco NX-OS AAA VSA
VSA AAA Cisco NX-0S SNMPv3
e VSA p.2-15
e VSA p.2-15
e AAA Cisco NX-0S SNMPv3 p.2-16
VSA
Internet Engineering Task Force IETF;
RADIUS VSA vendor-specific attribute;
IETF 26 VSA
RADIUS IETF 1
ID 9 1
cisco-av-pair
protocol : attribute seperator value *
protocol separator
= *
Cisco NX-0OS RADIUS RADIUS
RADIUS
VSA
VSA
VSA Cisco NX-0S
e shell — access-accept
e Accounting — accounting-request
Cisco NX-0OS
e roles—
network-operator vdc —
admin network-operator vdc-admin

Cisco NX-OS Security
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__IYYY

Access-Accept VSA RADIUS

shell:roles="network-operator vdc-admin”
shell:roles*“network-operator vdc-admin”

FreeRADIUS

Cisco-AVPair = ”shell:roles=\"“network-operator vdc-admin\””
Cisco-AVPair = “shell:roles*\“network-operator vdc-admin\””

A

VSA  shell:roles*"network-operator vdc-admin™ "shell:roles*\"network-operator vdc-
admin\"™" VSA

e accountinginfo — RADIUS
RADIUS
Account-Request VSA
PDU

AAA Cisco NX-OS SNMPv3
AAA VSA  cisco-av-pair Cisco NX-0S

shell:roles="roleA roleB .."
cisco-av-pair
network-operator

SNMPv3

shell:roles="roleA roleB..." snmpv3:auth=SHA priv=AES-128

SNMPv3 SHA MD5
AES-128 DES cisco-av-pair
MD5 DES

6 RBAC

Cisco NX-OS Security
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AAA
AAA
NX-0S AAA
Y
AAA vDC vDC
vDC
AAA vDC

1. show accounting log [size] [start-time year month day hh:mm:ss]

2. clear accounting log

1 show accounting log [size] [start-time
year month day hh:mm:ss]

250,000

switch# show accounting log size

0 250000

2 clear accounting log

switch# clear aaa accounting log

Cisco NX-OS Security
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AAA

AAA

show aaa accounting AAA

show aaa authentication [login {error-enable | mschap}] |AAA

show aaa groups AAA

show running-config aaa [all] AAA

show startup-config aaa
AAA

Cisco NX-OS Security Command
Reference, Release 4.0

AAA
AAA

aaa authentication login default group radius
aaa authentication login console group radius
aaa accounting default group radius

2-4 AAA

24 AAA

MSCHAP

250 KB

Cisco NX-OS Security
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| 2 AAA

AAA
o p.2-19
. p.2-19
e MIB p.2-19

NX-0S Cisco NX-OS Licensing Guide, Release 4.0
Cisco NX-OS Security Command Reference, Release 4.0
RADIUS 3 RADIUS
TACACS+ 4 TACACS+
MIB
MIB MIB
¢ CISCO-AAA-SERVER-MIB MIB URL

¢ CISCO-AAA-SERVER-EXT-MIB

http://www.cisco.com/public/sw-center/netmgmt/cmtk/mibs.shtml
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RADIUS

NX-0S Remote Access Dial-In User Service RADIUS
e RADIUS p.3-2
e RADIUS p.3-5
* RADIUS p.3-5
o p.3-5
e RADIUS p.3-6
e RADIUS p.3-19
e RADIUS p.3-19
e RADIUS p.3-20
. p.3-20
. p.3-20
. p.3-21

Cisco NX-OS Security
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W RADIUS
RADIUS /
RADIUS Cisco NX-0OS
RADIUS
e RADIUS p.3-2
* RADIUS p.3-2
e VSA p.3-4
o p.3-5
RADIUS
RADIUS
RADIUS
. RADIUS
1 RADIUS
. RADIUS RADIUS Cisco NX-0OS
AAA
. RADIUS RADIUS
RADIUS
Internet service provider ISP;
RADIUS
. RADIUS
AAA
RADIUS
RADIUS
RADIUS NX-0S
1.
RADIUS
3. RADIUS
ACCEPT —
REJECT —
CHALLENGE — RADIUS
CHANGE PASSWORD — RADIUS

Jll_ Cisco NX-OS Security
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RADIUS
ACCEPT REJECT EXEC
RADIUS RADIUS ACCEPT
REJECT
e Telnet rlogin Local-Area Transport LAT;
Point-to-Point Protocol PPP  Serial Line Internet Protocol SLIP EXEC
o IPv4/IPv6
RADIUS
RADIUS AAA AAA
RADIUS RADIUS
NX-0S RADIUS
dead RADIUS AAA NX-0S
RADIUS
RADIUS AAA
RADIUS SNMP
NX-0S 3-1
3-1 RADIUS
TS5A4 T 'J=!E—I~ H—N
BLUEMA FIUr—ay | DLDIBE
ZRpuE
s _ i &% L
T34 TRk AAA /37y kD Fy R
BEUTRE EE D —
=2k AAA E3R
TYRBELU B Ty K 24 <v—HRYh b3
TA K < 2
N

RADIUS

RADIUS

Cisco NX-OS Security
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B RADIUS
VSA
Internet Engineering Task Force IETF;
RADIUS VSA vendor-specific attribute;
IETF 26 VSA
RADIUS IETF 1
ID 9 1
cisco-av-pair
protocol : attribute separator value *
protocol separator
= *
Cisco NX-0OS RADIUS RADIUS
RADIUS
VSA
VSA Cisco NX-0S
e shell — access-accept

e Accounting — accounting-request

Cisco NX-0S
e roles —
network-operator vdc — admin
network-operator vdc-admin
Access-Accept VSA RADIUS
Cisco ACS
shell:roles="network-operator vdc-admin”
shell:roles*“network-operator vdc-admin”
FreeRADIUS
Cisco-AVPair = ”shell:roles=\"“network-operator vdc-admin\””
Cisco-AVPair = “shell:roles*\“network-operator vdc-admin\””
N
VSA  shell:roles*"network-operator vdc-admin™ "shell:roles*\"network-operator vdc-
admin\"" VSA
e accountinginfo — RADIUS
RADIUS
Account-Request VSA

Protocol Data Unit PDU;

Cisco NX-OS Security
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RADIUS ||

RADIUS Virtual Device Context VDC VvDC
Cisco NX-OS Virtual Device Context Configuration Guide, Release 4.0

NX-0S Virtual Routing and Forwarding instance VRF TACACS+
VRF Cisco NX-OS Unicast Routing Configuration Guide, Release

4.0
RADIUS
NX-0S RADIUS

Cisco NX-0OS NX-0S
Cisco NX-OS Licensing Guide, Release 4.0

RADIUS

RADIUS

* RADIUS IPv4 IPv6
* RADIUS
* NX-0S AAA RADIUS

RADIUS

¢ NX-0S 64 RADIUS

. Cisco NX-OS AAA
Cisco NX-OS AAA

| oL-12914-01-J
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3 RADIUS |

W RADIUS
e RADIUS p.3-6
e RADIUS p.3-7
i p.3-7
e RADIUS p.3-8
e RADIUS p.3-9
° RADIUS p.3-11
e RADIUS p.3-12
o RADIUS p.3-13
e RADIUS p.3-14
e RADIUS p.3-15
. p.3-17
e RADIUS p.3-18
Y
Cisco IOS CLI Cisco NX-0OS Cisco I0S
RADIUS
RADIUS
RADIUS NX-0S RADIUS [p.3-7]
RADIUS [p-3-7]
AAA RADIUS RADIUS
RADIUS [p.3-11] AAA
[p.2-8]
. [p.3-17]
o RADIUS RADIUS
[p.3-11]
. RADIUS
[p.3-12]
. RADIUS
[p.3-14]
RADIUS RADIUS
[p.3-15]

Jll_ Cisco NX-OS Security
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RADIUS
RADIUS
RADIUS IPv4 IPv6
RADIUS RADIUS
64 RADIUS
VDC switchto vdc
1. configt
2. radius-server host {ipv4-address | ipv6-address | host-name}
3. exit
4. show radius-server
5. copy running-config startup-config
1 config t
switch# config t
switch(config)#
2 radius-server host {ipvé4-address RADIUS |Pv4 IPV6

ipvé-address | host-name}

switch(config)# radius-server host 10.10.1.1

3 exit

switch(config)# exit
switch#

4 show radius-server

switch# show radius-server

RADIUS

5 copy running-config startup-config

switch# copy running-config startup-config

NX-0S
NX-0OS

VDC

RADIUS

RADIUS

switchto vdc

Cisco NX-OS Security
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RADIUS |

W RADIUS

config t
radius-server key [0 | 7] key-value
exit

show radius-server

a & 0 bh

copy running-config startup-config

1 config t

switch# config t
switch(config)#

2 radius-server key [0 | 7] key-value

switch(config)# radius-server key 0
QsEfThUKO

RADIUS

63

3 exit

switch(config)# exit
switch#

4 show radius-server

switch# show radius-server

N

RADIUS

show running-config

5 copy running-config startup-config

switch# copy running-config startup-config

RADIUS
RADIUS

NX-0S

VvVDC switchto vdc

RADIUS

RADIUS

Jll_ Cisco NX-OS Security
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RADIUS ||

config t
radius-server host {ipv4-address | ipv6-address | host-name} key key-value
exit

show radius-server

a & 0 bh

copy running-config startup-config

1 config t

switch# config t
switch(config)#

2 radius-server host {ipv4-address | RADIUS
ipv6-address | host-name} key [0 | 7]
key-value

63

switch(config)# radius-server host
10.10.1.1 key 0 P1IjUhYg

3 exit

switch(config)# exit
switch#

4 show radius-server RADIUS

N

switch# show radius-server —=

show running-config

5 copy running-config startup-config

switch# copy running-config
startup-config

RADIUS

1 AAA
RADIUS
VDC 100

AAA
AAA AAA p.2-3

VDC switchto vdc

Cisco NX-OS Security
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W RADIUS

config t

aaa group server radius group-name

server {ipv4-address | ipv6-address | server-name}
deadtime minutes

use-vrf vrf-name

exit

show radius-server groups [group-name]

© N o g kb2

copy running-config startup-config

1 config t

switch# config t
switch(config)#

2 aaa group server radius group-name RADIUS
RADIUS
switch(config)# aaa group server radius group-name
RadServer 127

switch(config-radius) #

3 server {ipv4-address | ipvé6-address | RADIUS RADIUS
server-name}

switch(config-radius)# server 10.10.1.1 ﬁl

RADIUS
radius-server host

4 deadtime minutes

switch(config-radius)# deadtime 30 1440

S

RADIUS

[p.3-17]

5 use-vrf vrf-name
VRF

switch(config-radius)# use-vrf vrfl

6 exit

switch(config-radius)# exit
switch(config)#

Cisco NX-OS Security
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RADIUS u
7 show radius-server groups [group-name] RADIUS
switch(config)# show radius-server
group
8 copy running-config startup-config
switch(config)# copy running-config
startup-config
RADIUS
N
NX-OS AAA
NX-0S directed-request
VRF RADIUS
username@vrfname:hostname
vrfname VRF hostname RADIUS
Telnet
VvDC switchto vdc
1. configt
2. radius-server directed-request
3. exit
4. show radius-server directed-request
5. copy running-config startup-config
1 config t
switch# config t
switch(config)#
2 switch(config)# radius-server RADIUS

directed-request

switch(config)# radius-server
directed-request

3 exit

switch(config)# exit
switch#

| oL-12914-01-J
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RADIUS |

W RADIUS

4 show radius-server directed-request

switch# show radius-server directed-request

5 copy running-config startup-config

switch# copy running-config startup-config

RADIUS

RADIUS
RADIUS 1

NX-0S RADIUS

VvDC switchto vdc

config t

radius-server retransmission count
radius-server timeout seconds

exit

show radius-server

o a s 0 bh =

copy running-config startup-config

1 config t

switch# config t
switch(config)#

2 switch(config)# radius-server retransmit RADIUS
count

switch(config)# radius-server retransmit 3

3 switch(config)# radius-server timeout RADIUS
seconds

switch(config)# radius-server timeout 10

4 exit

switch(config)# exit
switch#

Jll_ Cisco NX-OS Security
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RADIUS

5 show radius-server RADIUS

switch# show radius-server

6 copy running-config startup-config

switch# copy running-config startup-config

RADIUS
NX-0S RADIUS 1
5

NX-0OS RADIUS

VDC switchto vdc
1. configt
2. radius-server host {ipv4-address | ipv6-address | host-name} retransmit count
3. radius-server host {ipv4-address | ipv6-address | host-name} timeout seconds
4. exit
5. show radius-server
6. copy running-config startup-config

1 config t

switch# config t
switch(config)#

2 switch(config)# radius-server host RADIUS
{ipv4-address |ipvé6-address | host-name}
retransmit count

N

switch(config)# radius-server host serverl RADIUS
retransmit 3

RADIUS

Cisco NX-OS Security
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B RADIUS
3 switch(config)# radius-server host
{ipv4-address |ipvé6-address | host-name}
timeout seconds
N
switch(config)# radius-server host serverl RADIUS
timeout 10 3
RADIUS
4 exit
switch(config)# exit
switch#
5 show radius-server RADIUS
switch# show radius-server
6 copy running-config startup-config
switch# copy running-config startup-config
RADIUS
RADIUS
RADIUS
RADIUS UDP
VDC switchto vdc
1. configt
2. radius-server host {ipv4-address | ipv6-address | host-name} acct-port udp-port
3. radius-server host {ipv4-address | ipv6-address | host-name} accounting
4. radius-server host {ipv4-address | ipv6-address | host-name} auth-port udp-port
5. radius-server host {ipv4-address | ipv6-address | host-name} authentication
6. exit
7. show radius-server
8. copy running-config startup-config

Cisco NX-OS Security
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RADIUS n
config t
switch# config t
switch(config)#
radius-server host {ipv4-address | RADIUS
ipv6-address | host-name} acct-port UDP
udp-port
UDP 1812 0
65535
switch(config)# radius-server host
10.10.1.1 acct-port 2004
radius-server host {ipv4-address | RADIUS
ipv6-address | host-name} accounting
switch(config)# radius-server host
10.10.1.1 accounting
radius-server host {ipv4-address | RADIUS
ipvé-address host-name} auth-port
b | P UDP uDP
udp-port
1812 0 65535
switch(config)# radius-server host
10.10.2.2 auth-port 2005
radius-server host {ipv4-address | RADIUS
ipv6-address | host-name} authentication
switch(config)# radius-server host
10.10.2.2 authentication
exit
switch(config)# exit
switch#
show radius-server RADIUS
switch(config)# show radius-server
copy running-config startup-config
switch# copy running-config startup-config
RADIUS
RADIUS
NX-0S
N
RADIUS

Cisco NX-OS Security
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W RADIUS

RADIUS
NX-0S
Y
0 0 NX-0S
RADIUS
VDC switchto vdc
1. configt
2. radius-server host {ipv4-address | ipv6-address | host-name} test {idle-time minutes | password
password [idle-time minutes] | username name [password password [idle-time minutes]]}
3. radius-server dead-time minutes
4. exit
5. show radius-server
6. copy running-config startup-config

1 config t

switch# config t
switch(config)#

2 radius-server host {ipv4-address |
ipv6-address | host-name} test {idle-time

minutes | password password [idle-time test
minutes] | username name [password test
password [idle-time minutes]]} 0 0
1440
switch(config)# radius-server host
10.10.1.1 test username userl password Q%k
Ur2Gd2BH idle-time 3 RADIUS
0
3 radius-server dead-time minutes RADIUS
NX-0OS
switch(config)# radius-server dead-time 5 0
1 1440
4 exit

switch(config)# exit
switch#

Cisco NX-OS Security
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RADIUS

5 show radius-server

switch# show radius-server

RADIUS

6 copy running-config startup-config

switch# copy running-config startup-config

RADIUS
RADIUS

NX-OS

0 RADIUS
RADIUS

[p-3-9]

RADIUS

VDC switchto vdc

config t
radius-server dead-time minutes
exit

show radius-server

a > w0 bh =

copy running-config startup-config

1 config t

switch# config t
switch(config)#

2 switch(config)# radius-server deadtime
minutes

switch(config)# radius-server deadtime 5

1 1440

3 exit

switch(config)# exit
switch#

Cisco NX-OS Security
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W RADIUS
4 show radius-server RADIUS
switch# show radius-server
5 copy running-config startup-config
switch# copy running-config startup-config
RADIUS
VDC switchto vdc

1. test aaa server radius {ipv4-address | ipv6-address | host-name} [vrf vrf-name] username password

2. test aaa group group-name username password

1 test aaa server radius {ipv4-address | RADIUS
ipv6-address | server-name} [vrf vrf-name]
username password

switch# test aaa server radius 10.10.1.1
userl Ur2Gd2BH

2 test aaa group group-name username RADIUS
password

switch# test aaa group RadGroup user2
As3He3CI

Cisco NX-OS Security
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RADIUS ||

RADIUS

RADIUS

show running-config radius [all]

RADIUS
show startup-config radius
RADIUS
show radius-server [server-name | ipv4-address | RADIUS

ipv6-address] [directed-request | groups | sorted | statistics]

Cisco NX-OS Security Command
Reference, Release 4.0

RADIUS

NX-0S RADIUS

VvVDC switchto vdc

1. show radius-server statistics {hostname | ipv4-address | ipv6-address}

1 switch# show radius-server statistics {hostname |RADIUS
| ipv4-address | ipvé6-address}

switch# show radius-server statistics 10.10.1.1

Cisco NX-OS Security Command
Reference, Release 4.0

Cisco NX-OS Security
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3 RADIUS |

W RADIUS

RADIUS
RADIUS

radius-server key 7 "ToIKkLhPpG"
radius-server host 10.10.1.1 key 7 "ShMoMhT1l" authentication accounting
aaa group server radius RadServer

server 10.10.1.1

RADIUS AAA 2
AAA

3-1 RADIUS

3-1 RADIUS

o |0 | k| O

test

test
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RADIUS
o p.3-21
. p.3-21
e MIB p.3-21

NX-0S Cisco NX-OS Licensing Guide, Release 4.0
Cisco NX-OS Security Command Reference, Release 4.0
VRF Cisco NX-OS Unicast Routing Configuration Guide, Release 4.0
MIB
MIB MIB
e CISCO-AAA-SERVER-MIB MIB URL

¢ CISCO-AAA-SERVER-EXT-MIB

http://www.cisco.com/public/sw-center/netmgmt/cmtk/mibs.shtml
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TACACS+

NX-0S TACACS+
e TACACS+ p.4-2
e TACACS+ p.4-6
e TACACS+ p.4-6
. p.4-6
e TACACS+ p.4-7
e TACACS+ p.4-21
e TACACS+ p.4-22
e TACACS+ p.4-22
o p.4-22
. p.4-22
o p.4-23
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4 TACACS+

W TACACS+
TACACS+
TACACS+ NX-0S
TACACS+ UNIX Windows NT
TACACS+ NX-0S
TACACS+ TACACS+ TACACS+
TACACS+ TACACS+
1 TACACS+
TACACS+ / TCP TCP 49
Cisco NX-0S TACACS+
e TACACS+ p.4-2
. TACACS+ p.4-2
. TACACS+ p.4-3
e TACACS+ p.4-3
e VSA p4-4
. p.4-5
TACACS+
TACACS+ RADIUS
e AAA NX-0OS
* AAA TCP
° AAA
RADIUS
TACACS+
TACACS+ NX-0S Password Authentication Protocol PAP;
1. NX-0OS TACACS+
Y
TACACS+

Cisco NX-OS Security
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TACACS+ u
2. NX-0S TACACS+
a. ACCEPT — NX-0S
b. REJECT — TACACS+
c. ERROR —
NX-0S NX-0S
ERROR
NX-0S
TACACS+ TACACS+
3. TACACS+ NX-0S TACACS+
ACCEPT REJECT ACCEPT
EXEC NETWORK
e Telnet rlogin PPP Serial Line Internet Protocol SLIP;
EXEC
. IP IPv4/IPv6
TACACS+
TACACS+ TACACS+
NX-0S TACACS+
63 ASCII
NX-0OS TACACS+
TACACS+ key
TACACS+
TACACS+ AAA AAA
TACACS+ TACACS+
NX-0S TACACS+
dead TACACS+ AAA NX-0S
TACACS+
TACACS+ AAA
TACACS+ SNMP
NX-0S
4-1

Cisco NX-OS Security
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4 TACACS+ |

B TACACS+
4-1 TACACS+
7547 YE—F H—\
BLUEA FIVr—vay | DbORE
ERDunE
_ _ ] AL
T34 TRk AAA /37y R D Fy R
BLUTRE %5 4?
HRYIN AAHZE "
TA kL
TYRBKU [ Ty F 247 —HRIh 3
FR b < b
Y
TACACS+ TACACS+
VSA
Internet Engineering Task Force IETF;
TACACS+ VSA vendor-specific attribute;
IETF 26 VSA
. VSA p.4-4
J TACACS+ p.4-5
VSA
TACACS+ IETF 1
ID 9
1 cisco-av-pair
protocol : attribute separator value *
protocol separator
Cisco NX-0OS TACACS+ TACACS+
TACACS+
VSA
VSA Cisco NX-0S

Jll_ Cisco NX-OS Security
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||

TACACS+
e shell — access-accept
e Accounting — accounting-request
Cisco NX-0S
e roles —
network-operator vdc — admin
network-operator vdc-admin
Access-Accept VSA TACACS+
Cisco ACS
shell:roles="network-operator vdc-admin”
shell:roles*“network-operator vdc-admin”
Y
VSA  shell:roles*"network-operator vdc-admin” VSA
e accountinginfo — TACACS+
TACACS+
Account-Request VSA
Protocol Data Unit PDU;
TACACS+
TACACS+ NX-0S
15 Cisco NX-0OS
VDC  network-admin VDC  vdc-admin
vdc-operator
6 RBAC
)
cisco-av-pair
TACACS+ Virtual Device Context VDC VDC
Cisco NX-OS Virtual Device Context Configuration Guide, Release 4.0
NX-0S Virtual Routing and Forwarding instance VRF TACACS
VRF Cisco NX-OS Unicast Routing Configuration Guide, Release

4.0

Cisco NX-OS Security
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4

TACACS+ |

W TACACS+
TACACS+
NX-0S TACACS+
Cisco NX-0S NX-0S
Cisco NX-OS Licensing Guide, Release 4.0
TACACS+
TACACS+
e TACACS+ IPv4 IPv6
e TACACS+
e NX-0S AAA TACACS+
TACACS+
e NX-0OS 64 TACACS+
o Cisco NX-0S AAA
Cisco NX-0S AAA
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TACACS+ ||

TACACS+

e TACACS+ p.4-7

e TACACS+ p.4-8

e TACACS+ p.4-9

o p.4-10

e TACACS+ p.4-11

e TACACS+ p.4-12

. TACACS+ p.4-13

. TACACS+ p.4-14
. p.4-15

e TCP p.4-16

e TACACS+ p.4-17
o p.4-19

e TACACS+ p.4-20
e TACACS+ p.4-20

Cisco 10S CLI Cisco NX-OS Cisco I10S

TACACS+
TACACS+

1 TACACS+ TACACS+ [p.4-8]

2 TACACS+ NX-OS TACACS+ [p.4-9]

3 TACACS+ [p.4-10]
TACACS+ [p.4-11]

4 AAA TACACS+ TACACS+
TACACS+ [p.4-12] AAA [p.2-8]

. [p.4-19]

. TACACS+ TACACS+
[p.4-13]

. TACACS+ [p.4-14]
e TCP TCP [p.4-16]

Cisco NX-OS Security
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B TACACS+
6 TACACS+ TACACS+
[p.4-17]
TACACS+
Cisco NX-0S TACACS+
TACACS+
VDC switchto vdc

1. configt

2. feature tacacs+

3. exit

4. copy running-config startup-config

1 config t

switch# config t
switch(config)#

2 feature tacacs+ TACACS+

switch(config)# feature tacacs+

3 exit

switch(config)# exit
switch#

4 copy running-config startup-config

switch# copy running-config startup-config

Cisco NX-OS Security
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| a4 TACACS+

TACACS+
TACACS+
TACACS+ Cisco NX-0S TACACS+
IPv4 IPv6 TACACS+
TACACS+ 64 TACACS+
TACACS+
TACACS+
[p.4-10] TACACS+ [p.4-11]
VDC switchto vdc

TACACS+ TACACS+ [p.4-8]

TACACS+ IPv4 IPv6
1. configt
2. tacacs-server host {ipv4-address | ipv6-address | host-name}
3. exit
4. show tacacs-server
5. copy running-config startup-config

1 config t
switch# config t
switch(config)#
2 tacacs-server host {ipv4-address TACACS+ IPv4 1Pv6

ipvé-address | host-name}

switch(config)# tacacs-server host
10.10.2.2

3 exit

switch(config)# exit
switch#

4 show tacacs-server TACACS+

switch# show tacacs-server

5 copy running-config startup-config

switch# copy running-config startup-config

TACACS+

Cisco NX-OS Security
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4

TACACS+

W TACACS+

Cisco NX-0S

NX-0S TACACS+

VvDC switchto vdc

TACACS+ TACACS+
TACACS+

config t
tacacs-server key [0 | 7] key-value
exit

show tacacs-server

a > 0 nh -

copy running-config startup-config

[p-4-8]

1 config t

switch# config t
switch(config)#

2 tacacs-server key [0 | 7] key-value

switch(config)# tacacs-server key 0
QsEfThUkO

TACACS+

63

3 exit

switch(config)# exit
switch#

4 show tacacs-server

switch# show tacacs-server

N

TACACS+

show running-config

5 copy running-config startup-config

switch# copy running-config startup-config

Jll_ Cisco NX-OS Security
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TACACS+

TACACS+
TACACS+ NX-0S TACACS+

VvVDC switchto vdc
TACACS+ TACACS+ [p.4-8]
TACACS+

config t
tacacs-server host {ipv4-address | ipv6-address | host-name} key key-value
exit

show tacacs-server

a > e bh =

copy running-config startup-config

1 config t

switch# config t
switch(config)#

2 tacacs-server host {ipv4-address | TACACS+
ipvé-address | host-name} key [0 | 7]
key-value

63

switch(config)# tacacs-server host
10.10.1.1 key 0 P1IjUhYg

3 exit

switch(config)# exit
switch#

4 show tacacs-server TACACS+

N

switch# show tacacs-server —=*

show running-config

5 copy running-config startup-config

switch# copy running-config startup-config

Cisco NX-OS Security
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W TACACS+
TACACS+
1 AAA
TACACS+
AAA
AAA AAA p.2-3
VvVDC switchto vdc
TACACS+ TACACS+ [p.4-8]

config t

aaa group server tacacs+ group-name

server {ipv4-address | ipv6-address | host-name}
deadtime minutes

use-vrf vrf-name

exit

show tacacs-server groups

© N o g kDb

copy running-config startup-config

1 config t

switch# config t
switch(config)#

2 aaa group server tacacs+ group-name TACACS+
TACACS+

switch(config)# aaa group server tacacs+
TacServer
switch(config-tacacs+)#

3 server {ipv4-address | ipvé6-address TACACS+ TACACS+
host-name}

switch(config-tacacs+)# server 10.10.2.2 ﬁl

RADIUS
tacacs-server host

Cisco NX-OS Security
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TACACS+

4 deadtime minutes

switch(config-tacacs+)# deadtime 30 0 1440

TACACS+

[p.4-19]

5 wuse-vrf vrf-name

Virtual Routing and Forwarding instance VRF

switch(config-tacacs+)# use-vrf vrfl

6 exit

switch(config-tacacs+)# exit
switch(config)#

7 show tacacs-server groups TACACS+

switch(config)# show tacacs-server groups

8 copy running-config startup-config

switch(config)# copy running-config
startup-config

TACACS+
directed-request
TACACS+ Cisco NX-0S
AAA
username@vrfname:hostname vrfname
VRF hostname RADIUS
Y
Telnet
VDC switchto vdc
TACACS+ TACACS+ [p.4-8]
1. configt
2. tacacs-server directed-request
3. exit
4. show tacacs-server directed-request
5. copy running-config startup-config

Cisco NX-OS Security
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4 TACACS+

W TACACS+

1 config t

switch# config t
switch(config)#

2 tacacs-server directed-request TACACS+

switch(config)# tacacs-server
directed-request

3 exit

switch(config)# exit
switch#

4 show tacacs-server directed-request TACACS+

switch# show tacacs-server
directed-request

5 copy running-config startup-config

switch# copy running-config startup-config

TACACS+
Cisco NX-0OS TACACS+
Cisco
NX-OS TACACS+
VDC switchto vdc
TACACS+ TACACS+ [p.4-8]
1. configt
2. tacacs-server timeout seconds
3. exit
4. show tacacs-server
5. copy running-config startup-config

Cisco NX-OS Security
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TACACS+

1 config t

switch# config t
switch(config)#

2 tacacs-server timeout seconds TACACS+
switch(config)# tacacs-server timeout 10 1 60
3 exit

switch(config)# exit
switch#

4 show tacacs-server TACACS+

switch# show tacacs-server

5 copy running-config startup-config

switch# copy running-config startup-config

Cisco NX-0S TACACS+
Cisco NX-0OS

TACACS+

VDC switchto vdc
TACACS+ TACACS+ [p.4-8]
1. configt
2. tacacs-server host {ipv4-address | ipv6-address | host-name} timeout seconds
3. exit
4. show tacacs-server
5. copy running-config startup-config

Cisco NX-OS Security
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W TACACS+

1 config t

switch# config t
switch(config)#

2 switch(config)# tacacs-server host
{ipv4-address | ipvé6-address | host-name}
timeout seconds

N

switch(config) # tacacs-server host serverl TACACS+
timeout 10

TACACS+

3 exit

switch(config)# exit
switch#

4 show tacacs-server TACACS+

switch# show tacacs-server

5 copy running-config startup-config

switch# copy running-config startup-config

TCP

TACACS+ TCP
Cisco NX-0S TACACS+ 49

VvDC switchto vdc

TACACS+ TACACS+ [p.4-8]

config t
tacacs-server host {ipv4-address | ipv6-address | host-name} port tcp-port
exit

show tacacs-server

a > e bh =

copy running-config startup-config

Cisco NX-OS Security
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TACACS+

TACACS+

TACACS+

config t

switch# config t

switch(config)#

tacacs-server host {ipv4-address | TACACS+

ipv6-address | host-name} port tcp-port TCP

TCP 49 1 65535

switch(config)# tacacs-server host

10.10.1.1 port 2

exit

switch(config)# exit

switch#

show tacacs-server TACACS+

switch# show tacacs-server

copy running-config startup-config

switch# copy running-config startup-config

TACACS+

TACACS+
Cisco NX-0S
1
TACACS+
TACACS+
Cisco NX-0OS
0 0 TACACS+
VDC switchto vdc

TACACS+ TACACS+ [p.4-8]

Cisco NX-OS Security
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W TACACS+

1. configt

N

tacacs-server host {ipv4-address | ipv6-address | host-name} test {idle-time minutes | password

password [idle-time minutes] | username name [password password [idle-time minutes]]}

3. tacacs-server dead-time minutes

4. exit

5. show tacacs-server

6. copy running-config startup-config
config t

switch# config t
switch(config)#

tacacs-server host {ipv4-address |
ipv6-address | host-name} test {idle-time

minutes | password password [idle-time test
minutes] | username name [password test
password [idle-time minutes]]} 0 0
1440
switch(config)# tacacs-server host
10.10.1.1 test username userl password Q%h
Ur2Gd2BH idle-time 3 TACACS+
0
tacacs-server dead-time minutes TACACS+
NX-0OS
switch(config)# tacacs-server dead-time 5 0
0 1440
exit
switch(config)# exit
switch#
show tacacs-server TACACS+

switch# show tacacs-server

copy running-config startup-config

switch# copy running-config startup-config

Jll_ Cisco NX-OS Security
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TACACS+ n
TACACS+ Cisco
NX-0S TACACS+
N
0 TACACS+
TACACS+
[p.4-12]
VDC switchto vdc
TACACS+ TACACS+ [p.4-8]
1. configt
2. tacacs-server deadtime minutes
3. exit
4. show tacacs-server
5. copy running-config startup-config
1 config t
switch# config t
switch(config)#
2 tacacs-server deadtime minutes
0 1 1440
switch(config)# tacacs-server deadtime 5
3 exit
switch(config)# exit
switch#
4 show tacacs-server TACACS+
switch# show tacacs-server
5 copy running-config startup-config
switch# copy running-config startup-config

Cisco NX-OS Security
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B TACACS+
TACACS+
TACACS+
VvDC switchto vdc
TACACS+ TACACS+ [p.4-8]
1. test aaa server tacacs+ {ipv4-address | ipv6-address | host-name} [vrf vrf-name] username password
2. test aaa group group-name username password
1 test aaa server tacacs+ {ipv4-address | TACACS+
ipvé-address | host-name} [vrf vrf-name]
username password
switch# test aaa server tacacs+ 10.10.1.1
userl Ur2Gd2BH
2 test aaa group group-name username password TACACS+
switch# test aaa group TacGroup user2 As3He3CI
TACACS+
TACACS+
TACACS+
VvDC switchto vdc
1. configt
2. no feature tacacs+
3. exit
4. copy running-config startup-config

Cisco NX-OS Security
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TACACS+ ||

1 config t

switch# config t
switch(config)#

2 no feature tacacs+ TACACS+

switch(config)# no feature tacacs+

3 exit

switch(config)# exit
switch#

4 copy running-config startup-config

switch# copy running-config startup-config

TACACS+

Cisco NX-0OS TACACS+
VvVDC switchto vdc
TACACS+ TACACS+ [p.4-8]

1. show tacacs-server statistics {hostname | ipv4-address | ipv6-address}

1 switch# show tacacs-server statistics {hostname |TACACS+
| ipv4-address | ipvé-address}

switch# show tacacs-server statistics 10.10.1.1

Cisco NX-OS Security Command
Reference, Release 4.0
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W TACACS+

TACACS+

TACACS+

show running-config tacacs [all]
TACACS+

show startup-config tacacs
TACACS+

show tacacs-server [host-name | ipv4-address | ipv6-address] |TACACS+
[directed-request | groups | sorted | statistics]

Cisco NX-OS Security Command
Reference, Release 4.0

TACACS+
TACACS+

feature tacacs+
tacacs-server key 7 "ToIKLhPpG"
tacacs-server host 10.10.2.2 key 7 "ShMoMhT1"
aaa group server tacacs+ TacServer
server 10.10.2.2

TACACS+ AAA 2
AAA

4-1 TACACS+

4-1 TACACS+
TACACS+
0
5
0
test
test

Cisco NX-OS Security
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TACACS+
o p.4-23
. p.4-23
e MIB p.4-23

NX-0S Cisco NX-OS Licensing Guide, Release 4.0
Cisco NX-OS Security Command Reference, Release 4.0
VRF Cisco NX-OS Unicast Routing Configuration Guide, Release 4.0
MIB
MIB MIB
e CISCO-AAA-SERVER-MIB MIB URL

¢ CISCO-AAA-SERVER-EXT-MIB

http://www.cisco.com/public/sw-center/enigmatic/cant/mibs.shtml
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Telnet

e SSH
e SSH
e SSH

e SSH
e Telnet
e SSH
e SSH

Telnet

Cisco NX-0S Secure Shell SSH;

Telnet p.5-2
Telnet p.5-3
p.5-3
p.5-3
p.5-4
p.5-11
Telnet
p.5-14
p.5-15
p.5-15

p.5-13
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W ssH Telnet

SSH Telnet

e SSH p.5-2

e SSH p.5-2

e SSH p.5-2

e Telnet p.5-3

. p.5-3

SSH

SSH SSH Cisco NX-0OS
SSH Cisco NX-0S
SSH SSH

SSH RADIUS TACACS+

SSH

SSH SSH
Cisco NX-0OS SSH Cisco NX-0S
SSH
SSH

Cisco NX-0S SSH SSH

SSH

SSH Cisco NX-0S SSH
SSH

e SSH 2 Rivest Shamir Adelman [RSA]
e SSH 2 Digital System Algrorithm [DSA]

SSH SSH
SSH SSH SSH
SSH 2 2

e dsa SSH 2 DSA
* rsa SSH 2 RSA

Cisco NX-0S 1024 RSA
SSH
¢ OpenSSH

e IETFSSH SECSH
e Privacy-Enhanced Mail PEM

Cisco NX-OS Security
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SSH Telnet ||
SSH SSH
Telnet
Telnet TCP/IP Telnet
TCP
Telnet IP
Telnet NX-0S
SSH Telnet Virtual Device Context VDC VDC
Cisco NX-OS Virtual Device Context Configuration Guide, Release 4.0
SSH Telnet
NX-0OS SSH Telnet
Cisco NX-0S NX-0OS
Cisco NX-OS Licensing Guide, Release 4.0
SSH Telnet
o 3 IP mgmt 0
SSH Telnet
e Cisco NX-0OS SSH 2 SSHv2
S
Cisco 10S CLI Cisco NX-OS Cisco I0S

Cisco NX-OS Security
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5 SSH Telnet |
W ssH
e SSH p.5-4
. SSH p.5-5
e SSH p.5-7
e SSH p.5-8
e SSH p.5-8
e SSH p.5-9
e SSH p.5-10
SSH
SSH SSH 1024
RSA
VDC switchto vdc

1. configt
2. no ssh server enable
3. ssh key {dsa [force] | rsa [bits [force]]}
4. sshserver enable
5. exit
6. show ssh key
7. copy running-config startup-config
config t
switch# config t
switch(config)#
no ssh server enable SSH
switch(config)# no ssh server enable
ssh key {dsa [force] | rsa [bits [force]]} |SSH

. . bits
switch(config)# ssh key rsa 2048 768 2048

1024
force

Jll_ Cisco NX-OS Security
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SSH

4 ssh server enable SSH

switch(config)# ssh server enable

5 exit

switch(config)# exit
switch#

6 show ssh key SSH

switch# show ssh key

7 copy running-config startup-config

switch# copy running-config startup-config

SSH
SSH SSH
3 SSH
e OpenSSH
e |ETF SECSH
e PEM
OpenSSH SSH
OpenSSH SSH
VDC switchto vdc
OpenSSH SSH
1. configt
2. username username sshkey ssh-key
3. exit
4. show user-account
5. copy running-config startup-config

Cisco NX-OS Security
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W ssH

1 config t

switch# config t
switch(config)#

2 username username sshkey ssh-key OpenSSH SSH

switch(config)# username Userl sshkey ssh-rsa
AAAAB3NzaClyc2EAAAABIWAAATIEAY190F6Qazl9G+3£f1X
swK30iW4H7YyUyuA50rv7gsEPJhOBYmsi6PAVKuilnIf/
DQhum+1JINgJP/eLowb7ub0+1VKRXFY/G+1JINIQW3g9igG
30c6k6+XVn+NjnI1B7ihvpVh7dLddMOXwOnXHYshXmSiH
3UD/vKyziEh5S4Tplx8=

3 exit

switch(config)# exit
switch#

4 show user-account

switch# show user-account

5 copy running-config startup-config

switch# copy running-config startup-config

IETF SECSH SSH
IETF SECSH SSH

VDC switchto vdc
IETF SCHSH SSH

copy server-file bootflash:filename

config t

username username sshkey file bootflash:filename
exit

show user-account

I L e

copy running-config startup-config

Cisco NX-OS Security
[ 56 | oL-12914-01-J |



| 5 SSH

Telnet

SSH

SSH

copy server-file bootflash: filename

switch# copy tftp://10.10.1.1/secsh_file.pub

IETF SECSH SSH

FTP securecopy SCP  secure FTP SFTP

bootflash:secsh_file.pub TETP

config t

switch# config t

switch(config)#

username username sshkey file IETF SECSH SSH

bootflash: filename

switch(config)# username Userl sshkey file
bootflash:secsh_file.pub

exit

switch(config)# exit
switch#

show user-account

switch# show user-account

copy running-config startup-config

switch# copy running-config startup-config

Cisco NX-0S IPv4 IPv6

SSH

SSH

1. ssh [username@]{hostname | username@hostname} [vrf vrf-name]

ssh6 [username@]{hostname | username@hostname} [vrf vrf-name]

Cisco NX-OS Security
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W ssH
1 ssh [username@]{ipv4-address | hostname} IPvV4 SSH IPv4
[vrf vrf-namel VRF
VRF

switch# ssh 10.10.1.1

ssh6 [username@]{ipvé-address | hostname} IPV6 SSH IPv6

[vrf vrf-namel

switch# ssh6 HostA
SSH

SCP SFTP
SSH SSH
SSH
VDC switchto vdc
1. clear ssh hosts
1 clear ssh hosts SSH

switch# clear ssh hosts

SSH
SSH NX-OS SSH
SSH
VDC switchto vdc

config t
no ssh server enable
exit

show ssh server

a > w0 bh =

copy running-config startup-config

Cisco NX-OS Security
| 58 | oL-12914-01-J |




| 5 SSH Telnet

SSH

SSH

1 config t

switch# config t

switch(config)#
2 no ssh server enable SSH

switch(config)# no ssh server enable
3 exit

switch(config)# exit

switch#
4 show ssh server SSH

switch# show ssh server
5 copy running-config startup-config

switch# copy running-config startup-config

SSH SSH

Y
SSH SSH SSH
[p.5-4]
VDC switchto vdc

1. configt

2. no ssh server enable

3. nosshkey [dsa | rsa]

4. exit

5. show ssh key

6. copy running-config startup-config

| oL-12914-01-J

Cisco NX-OS Security ||



5 SSH Telnet |

W ssH

1 config t

switch# config t
switch(config)#

2 no ssh server enable SSH

switch(config)# no ssh server enable

3 no ssh key [dsa | rsa] SSH

SSH

switch(config)# no ssh key rsa

4 exit

switch(config)# exit
switch#

5 show ssh key SSH

switch# show ssh key

6 copy running-config startup-config

switch# copy running-config startup-config

SSH
Cisco NX-0S SSH

VDC switchto vdc

1. show users

2. clear line vty-line

1 show users

switch# show users

2 clear line vty-line SSH

switch(config)# clear line pts/12

Cisco NX-OS Security
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Telnet
Telnet
e Telnet p.5-11
. Telnet p.5-12
e Telnet p.5-12
Telnet
Telnet Cisco NX-0S Telnet
VvDC switchto vdc
1. configt
2. telnet server enable
3. exit
4. show telnet server
5. copy running-config startup-config
config t
switch# config t
switch(config)#
telnet server enable Telnet

switch(config)# telnet server enable

exit

switch(config)# exit
switch#

show telnet server

switch# show telnet server

Telnet

copy running-config startup-config

switch# copy running-config startup-config

Cisco NX-OS Security
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W Telnet
Telnet
Cisco NX-0S SSH
NX-0S Telnet Telnet [p.5-11]
Telnet
1. telnet {ipv4-address | hostname} [port-number] [vrf vrf-name]
1 telnet {ipv4-address | host-name} IPv4 Telnet
[port-number] [vrf vrf-namel]
23 1 65535
switch# telnet 10.10.1.1 VVRF VRE
Telnet
Telnet Cisco NX-0OS
VvDC switchto vdc
NX-0OS Telnet
1. show users
2. clear line vty-line
1 show users
switch# show users
2 clear line vty-line Telnet
switch(config)# clear line pts/12

Jll_ Cisco NX-OS Security
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SSH Telnet ||
SSH Telnet
SSH Telnet
show ssh key [dsa | rsa] SSH
show running-config security [all] SSH
all SSH
show ssh server SSH
show telnet server Telnet

Cisco NX-OS Security Command
Reference, Release 4.0
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W ssH

SSH

OpenSSH SSH

1 SSH

switch# config t
switch(config)# no ssh server enable

2 SSH

switch(config)# ssh key rsa
generating rsa key (1024 bits).....

generated rsa key

3 SSH

switch(config)# ssh server enable

4 SSH

switch(config)# show ssh key
rsa Keys generated:Sat Sep 29 00:10:39 2007

ssh-rsa AAAAB3NzaClyc2EAAAABIWAAAIEAVWhEBsSF550aPHNDBnpXOTw6+/0dHOLJZKr+MZm99n2U0
ChzZG4svRWmHUJY4PeDW10e5yE3g3E03pjDDmt923siNiv5aSgab0K361r3 9HMXL6VgpRVN1XQFiBwn4
na+H1d3Q0hDt+uWEAOtka2uOtX1DhliEmn4HVXO]jGhFhoNE=

bitcount:1024
fingerprint:
51:6d:de:1c:c3:29:50:88:df:cc:95:£0:15:5d:9a:df

R R R R o

could not retrieve dsa key information
PR R R R R R R EEEEEEEEEEEEEEEEEEEEEEEEEEEE S ST

5 OpenSSH SSH

switch(config)# username Userl sshkey ssh-rsa
AAAAB3NzaClyc2EAAAABIWAAATIEAY190F6QaZl19G+3f1XswK30iW4H7YyUyuA50rv7gsEPjhOBYmsi6PAVKuil
nIf/DQhum+1JINgJP/eLowb7ubO+1VKRXFY/G+1INIQW3g9igG30c6k6+XVn+NjnI1lB7ihvpVh7dLAAMOXwONnXH
YshXmSiH3UD/vKyziEh5S4Tplx8=

switch(config)# copy running-config startup-config

Cisco NX-OS Security
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5-1 SSH Telnet
5-1 SSH Telnet
SSH
SSH 1024 RSA
RSA 1024
Telnet
RBAC
. p.5-15
. p.5-15
e MIB p.5-15
Cisco NX-OS Licensing Guide, Release 4.0
Cisco NX-OS Security Command Reference, Release 4.0
VRF Cisco NX-OS Unicast Routing Configuration Guide, Release 4.0
MIB
MIB MIB
e CISCO-SECURE-SHELL-MIB MIB URL

http://www.cisco.com/public/sw-center/netmgmt/cmtk/mibs.shtml
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NX-OS

p.6-8

p.6-16
p.6-17

RBAC
RBAC
p.6-5
p.6-6

RBAC
RBAC

CHAPTER

RBAC

Role-Based Access Control RBAC;

p.6-2
p.6-4

p.6-15
p.6-15
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u RBAC
NX-0S
RBAC

o p.6-2

i p.6-2

o p.6-3

. p.6-4

. p.6-4

256
expire
VDC 1
VDC VvDC

bin daemon adm Ip sync
shutdown halt mail news uucp operator games gopher ftp nobody nscd mailnull rpc

rpcuser xfs gdm mtsuser ftpuser man Sys
Y
Cisco NX-0S TACACS+ RADIUS
AAA
. 8
° Habcd”
. “aaabbb”

Cisco NX-OS Security
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e [|f2CoM18
e 2004AsdfLkj30
e (Cb1955521
~
$
NX-0S
rolel role2
rolel role2

Forwarding instance VRF

Cisco NX-0S
¢ network-admin — NX-OS
DVC
¢ network-operator — NX-OS

DVC
e vdc-admin — VDC
e vdc-operator — VDC

VLAN Virtual Routing and

Y

VvDC

show exit end configure terminal
VDC VDC
VDC
Y
RoleA
RoleB

Cisco NX-OS Security
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| RBAC

o — NX-0S

L3

256

network-admin network-operator
switchto vdc VDC
VDC VDC
VDC
Configuration Guide, Release 4.0

RBAC

NX-0OS

VDC

vDC
Cisco NX-0OS Virtual Device Context

NX-0S RBAC
Cisco NX-0OS
NX-0OS

Cisco NX-OS Licensing Guide, Release 4.0
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RBAC
o 1 VvDC 64 vDC
4 VvDC 2
o 1 256
o 1 VvDC 64
L3
o 1 vDC 256
. 64
. Cisco NX-0S AAA
Cisco NX-0S AAA
~
Cisco IOS CLI Cisco NX-0OS Cisco I0S
~
1
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NX-0S 256
64
RBAC p.6-8
VDC network-admin network-operator
VDC switchto vdc
VDC
Y
VDC switchto vdc
1. configt
2. showrole
3. username user-id [password password] [expire date] [role role-name]
4. exit
5. show user-account
6. copy running-config startup-config

1 config t

switch# config t
switch(config)#

2 show role

switch(config)# show role [p6'8]

Cisco NX-OS Security
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3 username user-id [password password] user-id
[expire date] [role role-namel 28
switch(config)# username NewUser password
4Ty18Rnt
A Y
NX-0OS
SSH
SSH
p.5-5
expire date YYYY-MM-DD
64
VDC
network-admin
network-operator vdc-admin
vdc-operator
VDC
vdc-operator
A
network-admin network-operator
VDC
4 exit
switch(config)# exit
switch#
5 show user-account
switch# show user-account
6 copy running-config startup-config

switch# copy running-config startup-config

Cisco NX-OS Security
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W RBAC

RBAC

o p.6-8
° pG-lO
o p.6-11
. VLAN p.6-12
. VRF p.6-13
VDC 64 256
1
1 3 3 2 1
VvVDC switchto vdc
1. configt

role name role-name

rule number {deny | permit} command command-string

rule number {deny | permit} {read | read-write}

rule number {deny | permit} {read | read-write} feature feature-name

rule number {deny | permit} {read | read-write} feature-group group-name
description text

exit

show role

N o a &

copy running-config startup-config

1 config t

switch# config t
switch(config)#

2 role name role-name
role-name

switch(config)# role name UserA 16
switch(config-role)#

Cisco NX-OS Security
| 6-8 | oL-12914-01-J |



| 6 RBAC
RBAC n
rule number {deny | permit} command
command-string
command-string
switch(config-role)# rule 1 deny command interface
clear users ethernet *
rule number {deny | permit} {read |
read-write} /
switch(config-role)# rule 2 deny
read-write
rule number {deny | permit} {read | /
read-write} feature feature-name
switch(config-role)# rule 3 permit read show role feature
feature router-bgp
rule number {deny | permit} {read |
read-write} feature-group group-name /

switch(config-role)# rule 4 deny
read-write L3

show
role feature-group

description text

switch(config-role)# description This role
does not allow users to use clear commands

exit

switch(config-role)# exit
switch(config)#

show role

switch(config)# show role

copy running-config startup-config

switch(config)# copy running-config
startup-config

Cisco NX-OS Security
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W RBAC

Cisco NX-OS
1 VDC
64
Y
L3
VDC switchto vdc
1. configt
2. role feature-group group-name
3. feature feature-name
4. exit
5. show role feature-group
6. copy running-config startup-config

1 config t

switch# config t
switch(config)#

2 role feature-group group-name

switch(config)# role feature GroupA
switch(config-role-featuregrp) #
group-name 32

3 feature feature-name

switch(config-role-featuregrp)# feature
vdc

show
role component

4 exit

switch(config-role-featuregrp)# exit
switch(config)#

Cisco NX-OS Security
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show role feature-group

switch(config)# show role feature-group

copy running-config startup-config

switch(config)# copy running-config
startup-config

VDC

VDC switchto vdc

config t

role name role-name
interface policy deny

permit interface interface-list
exit

show role

N o a ke bd =

copy running-config startup-config

[p.6-8]

config t

switch# config t
switch(config)#

role name role-name

switch(config)# role name UserA
switch(config-role)#

interface policy deny

switch(config-role)# interface policy deny
switch(config-role-interface)#

Cisco NX-OS Security
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W RBAC

4 permit interface interface-list

switch(config-role-interface)# permit
interface ethernet 2/1-4

5 exit

switch(config-role-interface)# exit
switch(config-role)#

6 show role

switch(config-role)# show role

7 copy running-config startup-config

switch(config-role)# copy running-config
startup-config

VLAN

VLAN
VDC VLAN

VvVDC switchto vdc

config t

role name role-name
vlan policy deny
permit vlan vlan-range
exit

show role

N o a ko bd-

copy running-config startup-config

VLAN

[p.6-8]
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config t

switch# config t
switch(config)#

role name role-name

switch(config)# role name UserA
switch(config-role)#

vlan policy deny

switch(config-role)# vlan policy deny
switch(config-role-vlan) #

VLAN

permit vlan vlan-list

switch(config-role-vlan)# permit vlian 1-4

VLAN

VLAN

exit

switch(config-role-vlan)# exit
switch(config-role)#

VLAN

show role

switch(config-role)# show role

copy running-config startup-config

switch(config-role)# copy running-config
startup-config

VRF
VRF

VDC VRF

VRF

VvVDC switchto vdc

config t

role name role-name
vrf policy deny
permit vrf vrf-name

exit

a > w0 bh =

Cisco NX-OS Security
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W RBAC

6. show role

7. copy running-config startup-config

1 config t

switch# config t
switch(config)#

2 role name role-name

switch(config)# role name UserA
switch(config-role)#

3 «vrf policy deny VRF

switch(config-role)# vrf policy deny
switch(config-role-vrf)#

4 permit vrf vrf-name VRF

VRF

switch(config-role-vrf)# permit vrf vrfl

5 exit VRF

switch(config-role-vrf)# exit
switch(config-role)#

6 show role

switch(config-role)# show role

7 copy running-config startup-config

switch(config-role)# copy running-config
startup-config

Cisco NX-OS Security
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RBAC ||

RBAC

RBAC

show role

show role feature

show role feature-group

show startup-config security

show running-config security [all]
all

show user-account

Cisco NX-OS Security Command
Reference, Release 4.0

RBAC

role name UserA
rule 3 permit read feature 1l2nac
rule 2 permit read feature dotlx
rule 1 deny command clear *

role feature-group name Security-features

feature radius

feature tacacs

feature dotlx

feature aaa

feature 1l2nac

feature acl

feature access-list

Cisco NX-OS Security
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6-1 RABC
6-1 RBAC
VDC network-admin
network-operator vdc-admin
vdc-operator
VDC vdc-admin vdc-operator
vDC network-admin network-operator vdc-admin
vdc-operator
VDC vdc-admin vdc-operator
VLAN VLAN
VRF VRF
L3

Cisco NX-OS Security
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RBAC
o p.6-17
. p.6-17
e MIB p.6-17

NX-0S Cisco NX-OS Licensing Guide, Release 4.0
Cisco NX-OS Security Command Reference, Release 4.0
VRF Cisco NX-OS Unicast Routing Configuration Guide, Release 4.0
MIB
MIB MIB
e CISCO-COMMON-MGMT-MIB MIB URL

http://www.cisco.com/public/sw-center/netmgmt/cmtk/mibs.shtml
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NX-0S IEEE 802.1X
e 802.1X p.7-2
e 802.1X p.7-8
e 802.1X p.7-8
e 802.1X p.7-8
e 802.1X p.7-9
e 802.1X p.7-32
e 802.1X p.7-32
e 802.1X p.7-33
o p.7-33
o p.7-34
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W s02.1x
802.1X
LAN
NX-0OS
802.1X
Extensible Authentication Protocol over LAN EAPOL
802.1X
. p.7-2
o p.7-3
. p.7-4
* MAC p.7-5
. 802.1X p.7-7
. p.7-7
o p.7-7
802.1X 7-1
71 802.1X
=HE;

m

N

!

(D347 k)

DC-0S VAT L
- s — y—
D—HRF—vay EI

";"fli‘
(RADIUS)

=
3 m

A/ §
7-1
. — LAN NX-0S NX-0S
Microsoft Windows
XP 802.1X
)
Windows XP 802.1X
URL Microsoft Knowledge Base

http://support.microsoft.com/support/kb/articles/Q303/5/97.ASP
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7 802.1X

802.1X ||
LAN NX-0S
NX-0S NX-0OS
Extensible
Authentication Protocol EAP Remote Authentication Dial-In User Service
RADIUS Cisco Secure
Access Control Server 3.0 RADIUS
RADIUS 1 RADIUS
EAP
/ RADIUS
EAPOL
EAP RADIUS
EAP
EAP
EAP
S
NX-0S 802.1X
NX-0S
EAP-Request/Identity
1 Identity/Request
EAP-Response/ldentity
EAP-Request/Identity
EAPOL
Y
802.1X
NX-0S EAPOL
3 EAP-Request/Identity

p.7-4

EAP

p.7-4

Cisco NX-OS Security
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W s02.1x

EAP 7-2
RADIUS One-Time-Password OTP;
OoTP
7-2
FRRE
- H—
2247k DC-0OS Y X T L (RADIUS)
O = =
= Ed -
y A —

EAPOL-Start
EAP-Request/Identity
EAP-Response/ldentity RADIUS Access-Request

>

A

A
A

B EAP-Request/OTP _ RADIUS Access-Challenge
EAP-Response/OTP o RADIUS Access-Request
P EAP-Success _ RADIUS Access-Accept

R— MZFFRIHREE

EAPOL-Logoff

Y

183988

R— b REEFIRRE

802.1X 802.1X

802.1X 802.1X
EAPOL

¢ force authorized — 802.1X
802.1X

802.1X
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802.1X ||
e force unauthorized —
e auto — 802.1X
EAPOL
EAPOL
MAC
Accept
EAPOL
EAPOL
MAC
MAC MAC
NX-0S
802.1X
EAPOL 802.1X MAC
NX-0S
MAC NX-0OS MAC
ID
MAC NX-0S
NX-OS
MAC RADIUS /
NX-0S
VLAN
VLAN
EAPOL
802.1X NX-0S
MAC 802.1X
EAPOL
NX-0S MAC 802.1X
NX-0S
Termination-Auction RADIUS
DEFAULT NX-0S 802.1X

Cisco NX-OS Security
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W s02.1x

VLAN
VLAN
VLAN

Attribute [27] Termination-Action RADIUS

Termination-Action RADIUS Attribute

MAC
802.1X
VLAN
Session-Timeout RADIUS
Attribute [29]
[29]
MAC

AV RFC 3580
(RADIUS) Usage Guidelines
MAC
802.1X — 802.1X
Network Admission Control NAC 21P

MAC
802.1X 1

1
802.1X
802.1X

MAC

Security Association SA;
1
3
802.1X

EAPOL

SA

DEFAULT MAC

MAC 802.1X

IEEE 802.1X Remote Authentication Dial In User Service

MAC
802.1X  p.7-7
— 802.1X
1
NX-OS
NX-0S
MAC
MAC EAPOL
NX-OS 2

Jll_ Cisco NX-OS Security
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802.1X ||
802.1X
NX-0OS 2 802.1X
802.1X RADIUS
MAC MAC
2 NX-0OS
802.1X
2
802.1X 802.1X
MAC
MAC
NX-0OS
13
8021X 2
o LAN
7-1[p.7-2] 802.1X NX-0S
1
7-3 LAN 802.1X 802.1X
1
EAPOL NX-0OS
7-3 LAN
-l . i
—— TO9tEX R4+ H—/\
A
o DC-0S ¥R T I (RADIUS)
JLXYLR 54Tk 1|=l| == =
AT — gg -
—
),
—— 2
802.1X Virtual Device Context VDC VDC

Cisco NX-OS Virtual Device Context Configuration Guide, Release 4.0

Cisco NX-OS Security
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W s02.1x

802.1X

NX-0S 802.1X

Cisco NX-0S NX-0S
Cisco NX-OS Licensing Guide, Release 4.0

802.1X
802.1X

i 1 RADIUS

e MAC MAC
[p.7-22] 802.1X

802.1X
802.1X

¢ NX-0S 802.1X
NX-0S 802.1X

802.1X

NX-0S
802.1X

NX-0S

NX-0S MAC

NX-0S 802.1X
VLAN ID 1
Web

VLAN

Cisco NX-OS Security
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802.1X

e 802.1X
e 802.1X
e 802.1X

e 802.1X

* MAC

¢ NX-0S
e 802.1X
e 802.1X
e 802.1X

p.7-27

e 8021.X
e 802.1X

802.1X

p.7-9
p.7-10
AAA p.7-11
802.1X p.7-12
p.7-13
p.7-15
p.7-16
802.1X p.7-17
p.7-17
802.1X p.7-19
p.7-21
p.7-22
802.1X p.7-23
p.7-24
p.7-25
p.7-26

p.7-28
RADIUS p.7-29
AAA p.7-30
p.7-31

Cisco IOS CLI

Cisco NX-0OS Cisco I0S

802.1X
802.1X

1 802.1X

802.1X [p.7-10]

2 RADIUS 802.1X AAA [p.7-11]

802.1X

802.1X
[p.7-12]

| oL-12914-01-J
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W 502.1x
802.1X
. [p.7-13]
. [p.7-16]
e 802.1X 802.1X [p.7-17]
e 802.1X 802.1X
[p.7-17]
U 802.1X 802.1X
[p.7-19]

[p.7-21]
o MAC MAC

[p.7-22]
e 802.1X NX-0S 802.1X [p.7-23]
e 802.1X 802.1X [p.7-24]
e 802.1X 802.1X

[p.7-25]
U 802.1X 802.1X
[p.7-26]
[p.7-27]
e 802.1X RADIUS 8021.X RADIUS
[p.7-29]
e 802.1X AAA 802.1X AAA
[p.7-30]
e 802.1X
[p.7-28]
e 802.1X
[p.7-31]
802.1X
NX-0S 802.1X
VvVDC switchto vdc

1. configt
2. feature dotlx
3. exit
4. show dotlx
5.

copy running-config startup-config

Cisco NX-OS Security
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802.1X ||

1 config t

switch# config t
switch(config)#

2 feature dotlx 802.1X

switch(config)# feature dotlx

3 exit

switch(config)# exit
switch#

4 show dotlx 802.1X

switch# show dotlx

5 copy running-config startup-config

switch# copy running-config startup-config

802.1X AAA

802.1X RADIUS RADIUS RADIUS
AAA NX-0OS 802.1X

RADIUS 3 RADIUS RADIUS
2 AAA

VvDC switchto vdc

RADIUS

config t

aaa authentication dotlx default group group-list
exit

show radius-server

show radius-server group [group-name]

I L e

copy running-config startup-config

Cisco NX-OS Security
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1 config t

switch# config t
switch(config)#

2 aaa authentication dotlx default group 802.1X RADIUS
group-list

switch(config)# aaa authentication dotlx group-list

default group rad2

e radius — RADIUS

¢ named-group — RADIUS

3 exit

switch(config)# exit
switch#

4 show radius-server RADIUS

switch# show radius-server

5 show radius-server group [group-name] RADIUS

switch# show radius-server group rad2

6 copy running-config startup-config

switch# copy running-config startup-config

802.1X
802.1X 802.1X
e auto— 802.1X
e force-authorized — 802.1X
¢ force-unauthorized —
VDC switchto vdc
NX-0S 802.1X 802.1X [p.7-10]

Cisco NX-OS Security
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config t

interface ethernet slot/port

exit
show dotlx all

show dotlx interface ethernet slot/port

No a b

copy running-config startup-config

802.1X

dotlx port-control {auto | forced-authorized | forced-unauthorized}

config t

switch# config t
switch(config)#

interface ethernet slot/port

switch(config)# interface ethernet 2/1
switch(config-if)#

dotlx port-control {auto |
force-authorized | forced-unauthorized}

switch(config-if)# dotlx port-control auto

802.1X
force-authorized

exit

switch(config)# exit

switch#
show dotlx all 802.1X
switch# show dotlx all
show dotlx interface ethernet slot/port 802.1X
switch# show dotlx interface ethernet 2/1
copy running-config startup-config
switch# copy running-config startup-config
802.1X
3600 1
p.7-16

Cisco NX-OS Security
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W s02.1x

VvDC switchto vdc

NX-0S 802.1X

config t

dotlx re-authentication

dotlx timeout re-authperiod seconds
exit

show dotlx all

IR S

copy running-config startup-config

802.1X

[p.7-10]

1 config t

switch# config t
switch(config)#

2 dotlx re-authentication

switch(config)# dotlx re-authentication

NX-0S

3 dotlx timeout re-authperiod seconds

switch(config)# dotlx timeout
re-authperiod 3000

3600
65535

NX-0S

4 exit

switch(config)# exit
switch#

5 show dotlx all

switch# show dotlx

802.1X

6 copy running-config startup-config

switch# copy running-config startup-config

Jll_ Cisco NX-OS Security
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802.1X

802.1X

p.7-16

VvDC switchto vdc

NX-0S 802.1X 802.1X [p.7-10]

config t

interface ethernet slot/port

dotlx re-authentication

dotlx timeout re-authperiod seconds
exit

show dotlx all

N o a e bd-

copy running-config startup-config

1 config t

switch# config t
switch(config)#

2 interface ethernet slot/port

switch(config)# interface ethernet 2/1
switch(config-if)#

3 dotlx re-authentication

switch(config-if)# dotlx re-authentication

Cisco NX-OS Security
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W s02.1x

4 dotlx timeout re-authperiod seconds
3600 1
switch(config-if)# dotlx timeout 65535
re-authperiod 3300
S
NX-0S
5 exit
switch(config-if)# exit
switch(config)#
6 show dotlx all 802.1X
switch(config)# show dotlx
7 copy running-config startup-config
switch(config)# copy running-config
startup-config
NX-0OS
Y
VDC switchto vdc
NX-0S 802.1X 802.1X [p.7-10]

1. dotlx re-authenticate [interface ethernet slot/port]

1 dotlx re-authenticate [interface slot/port] NX-0S

switch# dotlx re-authenticate interface 2/1

Cisco NX-OS Security
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802.1X
802.1X

NX-0S

Y
VDC switchto vdc
NX-0S 802.1X 802.1X [p.7-10]
1. dotlx initialize [interface ethernet slot/port]
1 dotlx initialize [interface ethernet slot/port] |NX-OS
802.1X
switch# dotlx initialize interface ethernet 2/1
802.1X
NX-0S 802.1X
. — NX-0S
60 1 65535
. — NX-0S
EAP-Request/Identity EAP-Response/ldentity NX-0S
30 1 65535
Y
802.1X [p.7-19]

N

Cisco NX-OS Security
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VvVDC switchto vdc

NX-0S 802.1X 802.1X [p.7-10]

config t

dotlx timeout quiet-period seconds
dotlx timeout tx-period seconds
exit

show dotlx all

o a s 0 h =

copy running-config startup-config

1 config t

switch# config t
switch(config)#

2 dotlx timeout quiet-period seconds NX-0S
switch(config)# dotlx timeout quiet-period 60
30 1 65535

3 dotlx timeout tx-period seconds NX-0S EAP-Request/Identity

switch(config)# dotlx timeout tx-period 20

30
1 65535
4 exit
switch(config-if)# exit
switch(config)#
5 show dotlx all 802.1X

switch(config)# show dotlx all

6 copy running-config startup-config

switch(config)# copy running-config
startup-config

Cisco NX-OS Security
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2
3
4
5.
6
7
8
9

interface ethernet slot/port

dotlx timeout quiet-period seconds
dotlx timeout ratelimit-period seconds
dotlx timeout server-timeout seconds
dotlx timeout supp-timeout seconds
dotlx timeout tx-period seconds

exit

show dotlx all

10. copy running-config startup-config

Cisco NX-OS Security
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802.1X n
802.1X
NX-0S 802.1X
. — NX-0S
1 65535
EAPOL-Start
EAPOL-Start 0
EAPOL-Start 1 65535
. 4 I
4
NX-0S
30 1 65535
e EAP —
NX-0S EAP-Request/Identity EAP-Response/ldentity
NX-0S
30 1 65535
e EAP —
NX-OS EAP
1
65535
Y
VDC switchto vdc
NX-0S 802.1X 802.1X [p.7-10]
config t
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W s02.1x

1 config t

switch# config t
switch(config)#

2 interface ethernet slot/port

switch(config)# interface ethernet 2/1
switch(config-if)

3 dotlx timeout quiet-period seconds EAP-Request/Identity

switch(config-if)# dotlx timeout
quiet-period 25

1
65535
4 dotlx timeout ratelimit-period seconds
EAPOL-Start
switch(config-if)# dotlx timeout 0
ratelimit-period 10 1 65535
5 dotlx timeout server-timeout seconds NX-0S
switch(config-if)# dotlx timeout 30 1 65535
server-timeout 60
6 dotlx timeout supp-timeout seconds NX-0S EAP
EAP
switch(config-if)# dotlx timeout
supp-timeout 20 30 1
65535
7 dotlx timeout tx-period seconds EAP
EAP
switch(config-if)# dotlx timeout
tx-period 40
1 65535
8 exit
switch(config)# exit
switch#
9 show dotlx all 802.1X

switch# show dotlx all

10 copy running-config startup-config

switch# copy running-config
startup-config

Cisco NX-OS Security
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802.1X
VDC switchto vdc
NX-0S 802.1X 802.1X [p.7-10]
1. configt
2. interface ethernet slot/port
3. dotlx host-mode {multi-host | single-host}
4. exit
5. show dotlx all
6. copy running-config startup-config
1 config t
switch# config t
switch(config)#
2 interface ethernet slot/port
switch(config)# interface ethernet 2/1
switch(config-if)
3 dotlx host-mode {multi-host |
ingle-h .
single-host) single-host
switch(config-if)# dotlx host-mode QS%
multi-host dotlx
port-control
auto

4 exit

switch(config-if)# exit
switch(config)#

5 show dotlx all 802.1X

switch# show dotlx all

Cisco NX-OS Security
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W s02.1x

MAC

6

copy running-config startup-config

switch(config)# copy running-config
startup-config

VDC

NX-0S 802.1X

config t

interface ethernet slot/port
dotlx mac-auth-bypass [eap]
exit

show dotlx all

o a0 bd =

copy running-config startup-config

MAC

switchto vdc

802.1X

[p.7-10]

config t

switch# config t
switch(config)#

interface ethernet slot/port

switch(config)# interface ethernet 2/1
switch(config-if)

dotlx mac-auth-bypass [eap]

switch(config-if)# dotlx mac-auth-bypass

MAC

eap

NX-0S

EAP

exit

switch(config-if)# exit
switch(config)#

show dotlx all

switch# show dotlx all

802.1X

Jll_ Cisco NX-OS Security
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802.1X n

copy running-config startup-config

switch(config)# copy running-config

startup-config

NX-OS 802.1X
NX-0S 802.1X 802.1X
NX-0S 802.1X
802.1X NX-0S NX-0S
802.1X 802.1X
Y
802.1X
force-authorized
802.1X [p.7-12] 802.1X NX-0S
VDC switchto vdc

NX-0OS 802.1X 802.1X [p.7-10]
1. configt
2. no dotlx system-auth-control
3. exit
4. show dotlx
5. copy running-config startup-config

config t

switch# config t

switch(config)#

no dotlx system-auth-control NX-0S 802.1X

switch(config)# no dotlx

system-auth-control &

NX-0S 802.1X

dotlx system-auth-control

Cisco NX-OS Security

| oL-12914-01-J

g 72 |



7

802.1X

W s02.1x

802.1X

exit

switch(config)# exit
switch#

show dotlx

switch# show dotlx

802.1X

copy running-config startup-config

switch# copy running-config
startup-config

NX-0S 802.1X

802.1X

802.1X NX-0S

802.1X NX-0S

802.1X

p.7-23

VDC

NX-0S 802.1X

config t
no feature dotlx

exit

> w0 np

copy running-config startup-config

switchto vdc

802.1X

[p.7-10]

config t

switch# config t
switch(config)#

no feature dotlx

switch(config)# no feature dotlx

802.1X

802.1X
802.1X

Jll_ Cisco NX-OS Security
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802.1X

802.1X

exit

switch(config)# exit
switch#

copy running-config startup-config

switch# copy running-config
startup-config

802.1X

VvVDC switchto vdc

NX-0S 802.1X 802.1X

config t
dotlx default
exit

show dotlx all

a & 0 bh

copy running-config startup-config

[p.7-10]

config t

switch# config t
switch(config)#

dotlx default 802.1X

switch(config)# dotlx default

exit

switch(config)# exit
switch#

show dotlx all 802.1X

switch# show dotlx all

copy running-config startup-config

switch# copy running-config startup-config

Cisco NX-OS Security
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802.1X
802.1X
VDC switchto vdc
NX-0S 802.1X 802.1X [p.7-10]
1. configt
2. interface ethernet slot/port
3. dotlx default
4. exit
5. show dotlx all
6. copy running-config startup-config
1 config t
switch# config t
switch(config)#
2 interface ethernet slot/port
switch(config)# interface ethernet 2/1
switch(config-if)
3 dotlx default 802.1X
switch(config-if)# dotlx default
4 exit
switch(config-if)# exit
switch(config)#
5 show dotlx all 802.1X
switch(config)# show dotlx all
6 copy running-config startup-config
switch(config)# copy running-config
startup-config

Jll_ Cisco NX-OS Security
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NX-0S
EAP-Request/Identity

VDC switchto vdc

NX-0S 802.1X 802.1X [p.7-10]

config t
dotlx max-req retry-count
exit

show dotlx all

a & 0 bh

copy running-config startup-config

1 config t

switch# config t
switch(config)#

2 dotlx max-req retry-count 802.1X

switch(config)# dotlx max-req 3 1 10

dotlx
port-control

auto

3 exit

switch(config)# exit
switch#

Cisco NX-OS Security
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show dotlx all 802.1X

switch(config)# show dotlx all

copy running-config startup-config

switch# copy running-config startup-config

NX-0S
2 1 10
VDC switchto vdc

NX-0S 802.1X 802.1X [p.7-10]
1. configt

2. interface ethernet slot/port
3. dotlx max-req count
4. exit
5. show dotlx all
6. copy running-config startup-config

config t

switch# config t

switch(config)#

interface ethernet slot/port

switch(config)# interface ethernet 2/1

switch(config-if)#

dotlx max-req count

2 1 10

switch(config-if)# dotlx max-req 3

exit

switch(config)# exit
switch#
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1X

8021.X

802.1X

5 show dotlx all

switch# show dotlx all

802.1X

6 copy running-config startup-config

switch(config)# copy running-config
startup-config

RADIUS
802.1X RADIUS

VvVDC switchto vdc

NX-0S 802.1X

config t
dotlx radius-accounting
exit

show dotlx

a > w0 bh =

copy running-config startup-config

802.1X [p.7-10]

1 config t

switch# config t
switch(config)#

2 dotlx radius-accounting

switch(config)# dotlx radius-accounting

8021.X RADIUS

3 exit

switch(config)# exit
switch#

4 show dotlx

switch# show dotlx

802.1X

5 copy running-config startup-config

switch# copy running-config startup-config

Cisco NX-OS Security
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W g02.1x
802.1X AAA
802.1X AAA
VDC switchto vdc
NX-0S 802.1X 802.1X [p.7-10]
1. configt
2. aaaaccounting dotlx default group group-list
3. exit
4. show aaa accounting
5. copy running-config startup-config

1 config t

switch# config t
switch(config)#

2 aaa accounting dotlx default group 8021.X AAA
group-list

switch(config)# dotlx aaa accounting .
default group radius group-list

e radius — RADIUS

e named-group — RADIUS

3 exit

switch(config)# exit
switch#

4 show aaa accounting AAA

switch# show aaa accounting

5 copy running-config startup-config

switch# copy running-config startup-config

Cisco NX-OS Security
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802.1X
NX-0S
2 1 10
VvDC switchto vdc
NX-0OS 802.1X 802.1X [p.7-10]
1. configt
2. interface ethernet slot/port
3. dotlx max-reauth-req retry-count
4. exit
5. show dotlx all
6. copy running-config startup-config
config t
switch# config t
switch(config)#
interface ethernet slot/port
switch(config)# interface ethernet 2/1
switch(config-if)#
dotlx max-reauth-req retry-count
2 1 10

switch(config-if)# dotlx max-reauth-reqg 3

exit

switch(config)# exit
switch#

show dotlx all

switch# show dotlx all

802.1X

copy running-config startup-config

switch(config)# copy running-config
startup-config

Cisco NX-OS Security
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W s02.1x

802.1X

802.1X

show dotlx

802.1X

show dotlx all [details | statistics | summary]

802.1X

show dotlx interface ethernet slot/port [details |
statistics | summary]

802.1X

show running-config dotlx [all]

802.1X

show startup-config dotlx

802.1X

Reference, Release 4.0

802.1X

NX-0S 802.1X

VDC

NX-0S 802.1X

switchto vdc

802.1X

1. show dotlx {all | interface ethernet slot/port} statistics

Cisco NX-OS Security Command

[p.7-10]

1 switch# show dotlx {all | interface ethernet [g02.1X

slot/port} statistics

switch# show dotlx all statistics

Reference, Release 4.0

Cisco NX-OS Security Command

Jll_ Cisco NX-OS Security
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802.1X
802.1X
feature dotlx
aaa authentication dotlx default group rad2
interface Ethernet2/1
dotlx port-control auto
S
802.1X dotlx port-control auto
7-1 802.1X
7-1 802.1X
802.1X
AAA 802.1X
802.1X force-authorized
S
802.1X
3600
60 NX-0S
30 NX-0S EAP-Request/Identity
2 NX-0OS
EAP-Request/ldentity
30
NX-0S
30
NX-0S
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o p.7-34
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NX-0S Cisco NX-OS Licensing Guide, Release 4.0

Cisco NX-OS Security Command Reference, Release 4.0

VRF

Cisco NX-OS Unicast Routing Configuration Guide, Release 4.0

IEEE Std 802.1X- 2004 |EEE Std 802.1X-2001

802.1X IEEE Standard for Local and Metropolitan Area Networks
Port-Based Network Access Control

RFC 2284 PPP Extensible Authentication Protocol (EAP)
RFC 3580 IEEE 802.1X Remote Authentication Dial In User Service (RADIUS)
Usage Guidelines
MIB
MIB MIB
e |EEE8021-PAE-MIB MIB URL

http://www.cisco.com/public/sw-center/netmgmt/cmtk/mibs.shtml
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NAC
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NAD
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AAA
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NAC u
LPIP ARP IP
IP NAD
ARP DHCP
NAD DHCP
DHCP ARP
DHCP ARP DHCP
DHCP
ARP
Y
DHCP ARP
ARP
IP IP
16
IP
o p.8-7
e EAPOUDP p.8-7
IP MAC
NAD
NAD
EAPoUDP
NAD EAPoUDP
NAD
NAD  EAPoUDP
NAD EAPoUDP Cisco Secure ACS NAD
ACS Access-Accept Access-Reject
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)

Access-Reject EAPoUDP

Access-Accept NAD  Policy-based ACL PACL

EAP PACL ACL

p.8-8
Access-Preject NAD
Held
Y
DHCP NAD
ACL
LPIP PACL
NAD AAA Accept-Reject PACL
MAC ACL
Port ACL [PACL] MAC ACL PACL
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PACL IP
PACL IP NAD
IP
NAD LPIP NAD PACL
ACL IP
NAD ACL Cisco Secure ACS NAD
NAD NAD
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NAD ACL NAD
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EAPoUDP
NAC Cisco Secure ACS  Accept-Reject
NAD 180

3

EAPoUDP
NAD Cisco Secure ACS
NAD
DoS
AAA
AAA NAD AAA
60
Y
NAD
3
S
EAPoUDP
NAD NAC
36000 10
Cisco NX-0S AAA Cisco Secure ACS Access-Accept
Session-Timeout RADIUS Attribute [27]
Termination-Action RADIUS-REQUEST Attribute [29] NAD
Session-Timeout NAD
NAD Termination-Action
e Termination-Action RADIUS
e NAD Termination-Action
EAPoUDP
e Termination-Action RADIUS NAD
. Termination-Action EAPoUDP
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NAD NAD
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e 802.1X p8-11
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e DHCP p.8-12
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o ACE p.8-12
. PACL p.8-13
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802.1X
802.1X LPIP 802.1X MAC
802.1X
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IP
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DHCP

DHCP
DHCP

DHCP

DAI

MAC/IP

LPIP
DHCP

14

LPIP
DAI

DHCP

DHCP

NX-0OS

DAI
ARP

ARP
DAl
ARP
ARP

LPIP
DAI

LPIP

DAl

ARP
NX-0S
NX-0S

DHCP

NX-OS

DAl

DAl

NX-0S

15 DAI

DHCP

NAD

ACE
NX-0OS

PACL
NX-0S

ACE
PACL

DHCP
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NAD
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PACL PACL 802.1X AAA
PACL
Y
DHCP DAI NAD PACL
VACL
NX-0S
Y
DHCP DAI NAD VACL
NAC Virtual Device Context VDC
VDC Cisco NX-OS Virtual Device Context Configuration Guide, Release 4.0
NX-0S NAC Cisco
NX-0S NX-0S
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NAC
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NAC

NAC

* NAC
e EAPoOUDP
e EAPoUDP

e EAPoOUDP
e EAPoOUDP

e EAPoUDP
e EAPoOUDP

e EAPoOUDP

e EAPOUPD

e EAPoOUDP

p.8-15
p.8-16
AAA p.8-17
PACL p.8-18
NAC p.8-19

p.8-22
p.8-23
p.8-24
EAPoUDP p.8-25
UDP p.8-26

p.8-28
p.8-29
p.8-30
EAPoUDP p.8-31
p.8-33
EAPoUPD
p.8-35
p.8-37
EAPoOUDP p.8-38
EAPoUDP p.8-39
p.8-40

NAC

p.8-20

p.8-27

p.8-34

Cisco I0S CLI

Cisco NX-0OS

Cisco I0S

NAC

EAPoUDP

AAA
[p.8-17]

PACL

EAPoUDP [p.8-16]

EAPoUDP AAA

PACL
[p-8-18]
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N NAC
4 NAC
NAC [p.8-19]
NAC
e LPIP
[p.8-20]
. LPIP
[p.8-22]
e EAPoUDP EAPoUDP
[p.8-23]
e EAPoOUDP EAPoUDP
[p.8-24]
e EAPOUDP EAPoOUDP
[p.8-25]
e EAPOUDP NX-0S UDP EAPoUDP
UDP [p.8-26]
o EAPoUDP EAPoUDP
[p.8-27]
° LPIP
[p.8-28]
U LPIP
[p.8-29]
e LPIP EAPoOUDP EAPoOUDP
[p.8-30]
e LPIP EAPoUDP
EAPoUDP [p.8-31]
e EAPoOUDP EAPoUPD
[p.8-33]
U EAPoUDP
EAPoOUPD [p.8-34]
e IP IP [p.8-35]
e EAPoOUDP EAPoUDP
[p.8-38]
e EAPoOUDP EAPoUDP
[p.8-39]
EAPoUDP
NX-0OS EAP NAC
NX-0S EAPoUDP
VvVDC switchto vdc
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EAPoUDP

config t
feature eou

exit

Eol A A

copy running-config startup-config

NAC

config t

switch# config t
switch(config)#

feature eou

switch(config)# feature eou

EAPoUDP

exit

switch(config)# exit
switch#

copy running-config startup-config

switch# copy running-config startup-config

AAA

EAPoUDP AAA
2 AAA
RADIUS

RADIUS

AAA

LPIP RADIUS

VDC

EAPoUDP EAPoUDP

RADIUS TACACS+

config t

exit

show aaa authentication

a k0 bh =

copy running-config startup-config

switchto vdc

[p.8-16]

aaa authentication eou default group group-list

Cisco NX-OS Security

| oL-12914-01-J



NAC

M nNAC
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config t

switch# config t
switch(config)#

aaa authentication eou default group EAPoUDP AAA

group-list

switch(config)# aaa authentication eou

default group RadServer

1 RADIUS
group-list

e radius — RADIUS

e named-group — RADIUS

exit

switch(config)# exit
switch#

show aaa authentication

switch# show aaa authentication

AAA

copy running-config startup-config

switch# copy running-config startup-config

o a s 0 nh =

PACL

AAA PACL

PACL

PACL 11

VDC

MAC ACL

config t
interface ethernet slot/port
mac access-group access-list

exit

Cisco NX-OS Security

show running-config interface

NAD LPIP

MAC ACL

switchto vdc

copy running-config startup-config
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NAC n
config t
switch# config t
switch(config)#
interface ethernet slot/port
switch(config)# interface ethernet 2/1
switch(config-if)#
mac access-group access-1list
PACL

switch(config-if)# mac access-group acl-01 Q&

%

PACL 1
PACL PACL

exit
switch(config-if)# exit
switch(config)#
show running-config interface PACL

switch(config)# show running-config
interface

copy running-config startup-config

switch(config)# copy running-config
startup-config

NAC

VDC

EAPoUDP EAPoUDP

config t

interface ethernet slot/port
switchport

switchport mode access

nac enalbe

I L e

exit

Cisco NX-OS Security

NAC

switchto vdc

[p.8-16]
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7. show running-config interface

8. copy running-config startup-config

1 config t

switch# config t
switch(config)#

2 interface ethernet slot/port

switch(config)# interface ethernet 2/1
switch(config-if)#

3 switchport 2

switch(config-if)# switchport 3

4 switchport mode access

switch(config-if)# switchport mode access

5 nac enable NAC

switch(config-if)# nac enable

6 exit

switch(config-if)# exit
switch(config)#

7 show running-config interface PACL

switch(config)# show running-config
interface

8 copy running-config startup-config

switch(config)# copy running-config
startup-config

LPIP
LPIP

NX-0S PACL
PACL

VvVDC switchto vdc

Cisco NX-OS Security
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config t

identity policy policy-name
object-group access-list
description "'text"’

exit

show identity policy
identity profile eapoudp

© N o g kb2

mac-address [mac-subnet-mask]} policy name
9. exit
10. show identity profile eapoudp

11. copy running-config startup-config

NAC ||

device {authenticate | not-authenticate} {ip-address ipv4-address [ipv4-subnet-mask] | mac-address

config t

switch# config t
switch(config)#

identity policy policy-name

switch(config)# identity policy AccTypel
switch(config-id-policy)#

1024

100

object-group access-1ist

switch(config-id-policy)# object-group
maxaclx

IP ACP MAC ACL

description "text"

switch(config-id-policy)# description
"This policy prevents endpoint device
without a PA"

100

exit

switch(config-id-policy)# exit
switch(config)#

show identity policy

switch(config)# show identity policy

identity profile eapoudp

switch(config)# identity profile eapoudp
switch(config-id-prof)#

EAPoUDP

Cisco NX-OS Security
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8 device {authenticate | not-authenticate}
{ip-address ipv4-address 5000
[ipv4-subnet-mask] | mac-address
mac-address [mac-subnet-mask]} policy name
switch(config-id-prof)# device
authenticate ip-address 10.10.2.2 policy
AccTypel

9 exit
switch(config-id-prof)# exit
switch(config)#

10 show identity profile eapoudp
switch(config)# show identity profile
eapoudp

11 copy running-config startup-config
switch# copy running-config startup-config

PA
VDC switchto vdc
EAPOUDP EAPOUDP [p.8-16]
AAA
1. configt
2. eou allow clientless
3. exit
4. show eou
5. copy running-config startup-config

Cisco NX-OS Security
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NAC

1 config t

switch# config t
switch(config)#

2 eou allow clientless

switch(config)# eou allow clientless

3 exit

switch(config)# exit
switch#

4 show eou EAPoUDP

switch# show eou

5 copy running-config startup-config

switch# copy running-config startup-config

EAPoUDP
EAPoUDP EAPoUDP
syslog
VDC switchto vdc
EAPoUDP EAPoUDP [p.8-16]
1. configt
2. eou logging
3. exit
4. show eou
5. copy running-config startup-config

1 config t

switch# config t
switch(config)#

Cisco NX-OS Security
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2 eou logging EAPoUDP

switch(config)# eou logging

3 exit

switch(config)# exit
switch#

4 show eou EAPoOUDP

switch)# show eou

5 copy running-config startup-config

switch# copy running-config startup-config

EAPoUDP
EAPoUDP 3

VvVDC switchto vdc

EAPOUDP EAPOUDP [p.8-16]

config t
eou max-retry count
exit

show eou

a & 0 bh

copy running-config startup-config

1 config t

switch# config t
switch(config)#

2 eou max-retry count EAPoUDP

switch(config)# eou max-retry 2

3 exit

switch(config)# exit
switch#

Cisco NX-OS Security
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NAC

show eou EAPOUDP

switch# show eou

copy running-config startup-config

switch# copy running-config startup-config

EAPoUDP
EAPoUDP 3
VDC switchto vdc
EAPOUDP EAPOUDP [p.8-16]
NAC NAC

[p.8-19]

1. configt

2. interface ethernet slot/port

3. eou max-retry count

4. exit

5. show eou

6. copy running-config startup-config

config t

switch# config t

switch(config)#

interface ethernet slot/port

switch(config)# interface ethernet 2/1

switch(config-if)#

eou max-retry count EAPoUDP

3 1

switch(config-if)# eou max-retry 2

exit

switch(config-if)# exit

switch(config)#

Cisco NX-OS Security
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5 show eou EAPoUDP
switch(config)# show eou
6 copy running-config startup-config
switch(config)# copy running-config
startup-config
EAPoUDP UDP
EAPoUDP UDP 21862
VDC switchto vdc
EAPOUDP EAPOUDP [p.8-16]
1. configt
2. eou port udp-port
3. exit
4. show eou
5. copy running-config startup-config
1 config t
switch# config t
switch(config)#
2 eou port udp-port EAPoUDP UDP
21862 1
switch(config)# eou port 27180 65535
3 exit
switch(config)# exit
switch#
4 show eou EAPoUDP
switch# show eou
5 copy running-config startup-config
switch# copy running-config startup-config

Jll_ Cisco NX-OS Security
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EAPoUDP
EAPoUDP EAPoUDP
20
0
VvDC switchto vdc
EAPoUDP EAPoUDP [p.8-16]

config t
eou ratelimit number-of-sessions
exit

show eou

a > e bh -

copy running-config startup-config

1 config t

switch# config t
switch(config)#

2 eou ratelimit number-of-sessions EAPoUDP

20
switch(config)# eou ratelimit 15 0 200

0
3 exit
switch(config)# exit
switch#
4 show eou EAPoUDP

switch# show eou

5 copy running-config startup-config

switch# copy running-config startup-config

Cisco NX-OS Security
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8-28

NX-0S

I L o e

NX-0S
36,000

10

VvDC switchto vdc

EAPoUDP EAPoUDP

config t

eou revalidate

eou timeout revalidation seconds
exit

show eou

copy running-config startup-config

[p.8-16]

config t

switch# config t
switch(config)#

eou revalidate

switch(config)# eou revalidate

eou timeout revalidation seconds

switch(config)# eou timeout revalidation
30000

36000
86400

no eou revalidate

exit

switch(config)# exit
switch#

show eou

switch# show eou

EAPoUDP

copy running-config startup-config

switch# copy running-config startup-config

Cisco NX-OS Security
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NX-0S

VDC
EAPoUDP

NAC
[p.8-19]

config t

interface ethernet slot/port

eou revalidate

eou timeout revalidation seconds
exit

show eou

No a b

NX-0S
36,000 10

switchto vdc
EAPoUDP [p.8-16]

NAC

copy running-config startup-config

NAC

config t

switch# config t
switch(config)#

interface ethernet slot/port

switch(config)# interface ethernet 2/1

switch(config-if)#

eou revalidate

switch(config-if)# eou revalidate

no eou revalidate

eou timeout revalidation seconds

switch(config-if)# eou timeout
revalidation 30000

36000
86400

exit

switch(config-if)# exit
switch(config)#

Cisco NX-OS Security
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6 show eou

switch(config)# show eou

EAPoUDP

7 copy running-config startup-config

switch(config)# copy running-config

startup-config

EAPoUDP
NX-0S

Accept-Reject

NAD

VDC

EAPoUDP

config t

exit

show eou

© 9o N o o Ddhd =

EAPoUDP
NAD

— EAPoUDP
NAC
NAD

NAD
EAPoUDP

NAC

NAD

NAC

switchto vdc

EAPoUDP

eou timeout aaa seconds

eou timeout hold-period seconds
eou timeout retransmit seconds
eou timeout revalidation seconds

eou timeout status-query seconds

copy running-config startup-config

p.8-9

AAA

Cisco Secure ACS

EAPoUDP

[p.8-16]

Jll_ Cisco NX-OS Security
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config t
switch# config t
switch(config)#
eou timeout aaa seconds AAA
60 1
switch(config)# eou timeout aaa 30 0 60
eou timeout hold-period seconds
180 3
switch(config)# eou timeout hold-period 60 86400
300
eou timeout retransmit seconds
3 1
switch(config)# eou timeout retransmit 10 60
eou timeout revalidation seconds
36000 5
switch(config)# eou timeout revalidation 86400
30000
eou timeout status-query seconds
300
switch(config)# eou timeout status-query 10 1800
360
exit
switch(config)# exit
switch#
show eou EAPoUDP
switch# show eou
copy running-config startup-config
switch# copy running-config startup-config
EAPoUDP
NX-0S NAC EAPoUDP
e AAA — NAD AAA
. — EAPoOUDP
NAC Cisco Secure ACS
Accept-Reject NAD
. — NAD

Cisco NX-OS Security
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NAD

VDC

EAPoUDP

[p.8-19]

1
2
3
4
5.
6
7
8
9

config t

EAPoUDP
NAC
NAD EAPoUDP
NAC p.8-9
switchto vdc
EAPoUDP [p.8-16]
NAC NAC

interface ethernet slot/port

eou timeout aaa seconds

eou timeout hold-period seconds

eou timeout retransmit seconds

eou timeout revalidation seconds

eou timeout status-query seconds

exit

show eou

10. copy running-config startup-config

1 config t

switch# config t

switch(config)#

2 interface ethernet slot/port

switch(config)# interface ethernet 2/1
switch(config-if)#

3 eou timeout aaa seconds AAA
60 1
switch(config-if)# eou timeout aaa 50 0 60
4 eou timeout hold-period seconds
180 3
switch(config-if)# eou timeout hold-period 60 86400

300

Jll_ Cisco NX-OS Security
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NAC
5 eou timeout retransmit seconds
3
switch(config-if)# eou timeout retransmit 60
10
6 eou timeout revalidation seconds
36000
switch(config-if)# eou timeout 86400
revalidation 30000
7 eou timeout status-query seconds
300
switch(config-if)# eou timeout 10 1800
status-query 360
8 exit
switch(config-if)# exit
switch(config)#
9 show eou EAPoOUDP
switch(config)# show eou
10 copy running-config startup-config
switch(config)# copy running-config
startup-config
EAPoUPD
EAPoOUDP
VDC switchto vdc
EAPoUDP EAPoUDP [p.8-16]
1. configt
2. eou default
3. exit
4. show eou
5. copy running-config startup-config

Cisco NX-OS Security
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1 config t

switch# config t
switch(config)#

2 eou default EAPoUDP

switch(config)# eou default

3 exit

switch(config)# exit
switch#

4 show eou EAPoUDP

switch# show eou

5 copy running-config startup-config

switch# copy running-config startup-config

EAPoUPD
EAPoUDP
VDC switchto vdc
EAPoUDP EAPoUDP [p.8-16]
NAC NAC
[p.8-19]
1. configt
2. interface ethernet slot/port
3. eou default
4. exit
5. show eou
6. copy running-config startup-config

Cisco NX-OS Security
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NAC
1 config t
switch# config t
switch(config)#
2 interface ethernet slot/port
switch(config)# interface ethernet 2/1
switch(config-if)#
3 eou default EAPoUDP
switch(config-if)# eou default
4 exit
switch(config)# exit
switch#
5 show eou interface ethernet slot/port EAPoUDP
switch(config)# show eou interface
ethernet 2/1
6 copy running-config startup-config
switch(config)# copy running-config
startup-config
IP AAA IP
1. NX-0S
2. AAA NX-0S IP
AAA DOWN
3. AAA
N
AAA
NX-0OS IP AAA
NX-OS
VvDC switchto vdc
1. configt

2. ip device tracking enable

Cisco NX-OS Security
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ip device tracking probe {count count | interval seconds}

4. radius server host {hostname | ip-address} text [username username [password password]] [idle-time
minutes]

5. exit

6. show ip device tracking all

7. show radius-server {hostname | ip-address}

8. copy running-config startup-config

1 config t
switch# config t
switch(config)#
2 ip device tracking enable 1P
switch(config)# ip device tracking
enable
3 ip device tracking probe {count count | IP
interval seconds}
L] J— -
switch(config)# ip device tracking count count NX-0S ARP
probe count 4
1 5 3
e interval interval — NX-OS ARP
1 302300
30
4 radius-server host {hostname RADIUS
ip-address} test [username username test
[password password]] [idle-time
minutes] test
idle-time
switch(config)# radius-server host
10.10.1.1 test username User2 password
Glr2D37&k idle-time 5 RADIUS
NAD
RADIUS
0
RADIUS
5 exit
switch(config)# exit
switch#
6 show ip device tracking all 1P
switch# show ip device tracking all

Cisco NX-OS Security
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IP

NAC ||

show radius-server {hostname
ip-address}

switch# show radius-server 10.10.1.1

RADIUS

copy running-config startup-config

switch# copy running-config
startup-config

AAA IP

VvVDC switchto vdc

clear ip device tracking all
clear ip device tracking interface ethernet slot/port
clear ip device tracking ip-address ipv4-address

clear ip device tracking mac-address mac-address

a > e bh =

show ip device tracking all

clear ip device tracking all

switch# clear ip device tracking all

EAPoUDP

clear ip device tracking interface ethernet
slot/port

switch# clear ip device tracking interface
ethernet 2/1

EAPoUDP

clear ip device tracking ip-address ipv4-address

switch# clear ip device tracking ip-address
10.10.1.1

IPv4 AB.CD
EAPoUDP

clear ip device tracking mac-address mac-address

switch# clear ip device tracking mac-address
000c.30da.86f4

MAC
XXXXXXXXXXXX
EAPoUDP

show ip device tracking all

switch# show ip device tracking all

IP

Cisco NX-OS Security
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EAPoUDP
EAPoUDP

VvVDC switchto vdc
EAPoUDP EAPoUDP [p.8-16]

eou initialize all

eou initialize authentication {clientless | eap | static}
eou initialize interface ethernet slot/port

eou initialize ip-address ipv4-address

eou initialize mac-address mac-address

eou initialize posturetoken name

No a e b

show eou all

1 eou initialize all EAPoUDP

switch# eou initialize all

2 eou initialize authentication {clientless | EAPoUDP
eap | static}

switch# eou initialize authentication static

3 eou initialize interface ethermet slot/port

EAPoUDP
switch# eou initialize interface ethernet 2/1
4 eou initialize ip-address ipv4-address IPv4 A.B.C.D
EAPoUDP
switch# eou initialize ip-address 10.10.1.1
5 eou initialize mac-address mac-address MAC
XXXXXXXXKXXXX EAPoOUDP
switch# eou initialize mac-address
000c.30da.86f4
6 eou initialize posturetoken name
EAPoUDP
switch# eou initialize posturetoken Healthy Q&
%
show eou all
7 show eou all EAPoUDP

switch# show eou all

Cisco NX-OS Security
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EAPoUDP
EAPoUDP

VvVDC switchto vdc
EAPoUDP EAPoUDP [p.8-16]

eou revalidate all

eou revalidate authentication {clientless | eap | static}
eou revalidate interface ethernet slot/port

eou revalidate ip-address ipv4-address

eou revalidate mac-address mac-address

eou revalidate posturetoken name

No a e b

show eou all

1 eou revalidate all EAPoUDP

switch# eou revalidate all

2 eou revalidate authentication {clientless | EAPoUDP
eap | static}

switch# eou revalidate authentication static

3 eou revalidate interface ethermet slot/port

EAPoUDP

switch# eou revalidate interface ethernet 2/1

4 eou revalidate ip-address ipv4-address 1Pv4 EAPoUDP

switch# eou revalidate ip-address 10.10.1.1

5 eou revalidate mac-address mac-address MAC EAPoUDP

switch# eou revalidate mac-address
000c.30da.86f4

6 eou revalidate posturetoken name

EAPoUDP

switch# eou revalidate posturetoken Healthy QS}
%

show
eou all

7 show eou all EAPoOUDP

switch# show eou all

| oL-12914-01-J
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EAPoUDP

EAPoUDP Cisco NX-0S

VvVDC switchto vdc

EAPoUDP EAPoUDP

clear eou all

clear eou authentication {clientless | eap | static}
clear eou interface ethernet slot/port

clear eou ip-address ipv4-address

clear eou mac-address mac-address

clear eou posturetoken name

No a e b

show eou all

[p.8-16]

clear eou all

switch# clear eou all

EAPoUDP

clear eou authentication {clientless | eap |
static}

switch# clear eou authentication static

EAPoUDP

clear eou interface ethernet slot/port

switch# clear eou interface ethernet 2/1

EAPoUDP

clear eou ip-address ipv4-address

switch# clear eou ip-address 10.10.1.1

1Pv4 EAPoUDP

clear eou mac-address mac-address

switch# clear eou mac-address 000c.30da.86f4

MAC EAPoUDP

clear eou posturetoken name

switch# clear eou posturetoken Healthy

A

EAPoUDP

show
eou all

show eou all

switch# show eou all

EAPoUDP

Cisco NX-OS Security
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EAPoUDP

NX-0S EAPoUDP

A

NAC

EAPoUDP NX-0S

EAPoUDP

VvVDC switchto vdc

NX-0S 802.1X

config t
no feature eou

exit

> 0 h =

copy running-config startup-config

802.1X [p.7-10]

1 config t

switch# config t
switch(config)#

2 no feature eou

switch(config)# no feature eou

EAPoUDP

A

EAPoUDP
EAPoUDP

3 exit

switch(config)# exit
switch#

4 copy running-config startup-config

switch# copy running-config startup-config

Cisco NX-OS Security
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NAC

NAC

show eou [all | authentication {clientless | eap | static} | EAPoUDP
interface ethernet slot/port | ip-address ipv4-address |
mac-address mac-address | posturetoken name]

show ip device tracking [all | interface ethernet slot/port | ||P
ip-address ipv4-address | mac-address mac-address]
show running-config eou [all]

EAPoUDP

show startup-config eou
EAPoUDP

Cisco NX-OS Security Command
Reference, Release 4.0

Cisco NX-OS Security
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| s NAC

NAC

NAC

NAC

feature eou
aaa authentication eou default group radius
mac access-list macacl-01
10 permit any any 0x100
interface Ethernet8/1
mac access-group macacl-01

81  NAC
8-1 NAC
EAPOUDP
EAP UDP 21862 0x5566
36000 10
3
300
180 3
AAA 60 1
3
EAPoUDP 20
EAPOUDP
1P
NAC
. p.8-43

Cisco NX-OS Licensing Guide, Release 4.0

Cisco NX-OS Security Command Reference, Release 4.0

Cisco NX-OS Security
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Cisco TrustSec

NX-0S Cisco TrustSec
e Cisco TrustSec p.9-2
e Cisco TrustSec p.9-11
e Cisco TrustSec p.9-12
. p.9-12
e Cisco TrustSec p.9-13
e Cisco TrustSec p.9-43
e Cisco TrustSec p.9-44
. p.9-47
o p.9-47

Cisco NX-OS Security

| oL-12914-01-J



9 Cisco TrustSec |

W Cisco TrustSec

Cisco TrustSec

e Cisco TrustSec p.9-2

N p.9-4

e SGACL SGT p.9-7

o p.9-10

. p.9-10

¢ RADIUS p.9-11

o p.9-11

Cisco TrustSec

Cisco TrusSec

Cisco TrustSec
Cisco TrustSec

SGT
SGT

Cisco TrustSec
Cisco TrustSec

9-1 Cisco TrustSec Cisco TrustSec
1
1 1 Cisco
TrustSec

Cisco NX-OS Security
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Cisco TrustSec ||

9-1 Cisco TrustSec

&
-
= -~

AL YF
—&REIVVD
- -RREUVY

187006

Cisco TrustSec

. — Cisco TrustSec

o — Cisco TrustSec

. — Cisco TrustSec

Cisco TrustSec 3

. — Cisco TrustSec
. AT — Cisco TrustSec

AT

1. 802.1X —

2. — SGT ACL
3 AT

3. Security Association Protocol SAP — AT EAPOL-Key
Security Parameter Index SPI;
3

Security Association SA,;

SAP 9-2

| oL-12914-01-J
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92 SAP
$TVATE AT AS
1
e e
\1
<SAP 23> xT—3 3 5
SAP

e Galois/Counter Mode GCM

e GCM GMAC
Cisco TrustSec IEEE 802.1AE ESP-128 GCM GMAC
Cisco TrustSec Cisco
TrustSec Extensible Authentication Protocol EAP Extensible Authentication Protocol
Flexible Authentication via Secure Tunnel EAP-FAST 802.1X

e Cisco TrustSec p.9-4

° p9'6

o p.9-7

N p.9-7

Cisco TrustSec
Cisco TrustSec EAP-FAST EAP-FAST
EAP-FAST EAP
Microsoft Challenge Handshake Authentication Protocol Version 2 MSCHAPv2
EAP-FAST
9-3 EAP-FAST Cisco TrustSec

Cisco NX-OS Security
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Cisco TrustSec ||
9-3 Cisco TrustSec
SWIH1 (BWFYHh2 k) SW2 (A—t>TF1H5—4) AS
EAP-FAST bR IJLDFEL
< 802.1X T EAP-FAST: _ RADIUS T®OEAP-FAST >
JVUBA4L JOEYSa Uy
‘ FINA R
e
I EAP-FAST kY RILDERR .
R o—DE#F (RADIUS)
R —DEmE
F—DHEIL (SAP)
BEMLTEFr—1UTJLyPa
Cisco TrustSec
AAYF 1 2
e EAP-FAST Cisco TrustSec p.9-5
e 802.1X p.9-6
e Cisco TrustSec p.9-6
EAP-FAST Cisco TrustSec
Cisco TrustSec  EAP-FAST
. — AT Protected Access
Credential PAC AT AT
AT IP
RADIUS

Cisco NX-OS Security
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W Cisco TrustSec

802.1X

Cisco TrustSec

AT EAP-FAST
type-length-value TLV AT AT  Cisco
TrustSec Access-
Accept RADIUS

Cisco TrustSec AT
RADIUS Access-Requests
o AT — AT
802.1X AT IP AT  RADIUS over UDP/IP
AT PC
2
Cisco TrustSec 802.1X
NX-0OS AT Cisco TrustSec
AT NX-0S
NX-0S RADIUS IP
AT AT
NX-0OS RADIUS
AT
NX S RADIUS
EAP over LAN EAPOL MAC
MAC NX-0S AT NX-0S
Cisco TrustSec
. AT
Cisco TrustSec AT
. ID
o Cisco TrustSec
e SAP
Cisco TrustSec IP MAC
Cisco TrustSec NX-0S Cisco TrustSec
ID ID

Jll_ Cisco NX-OS Security
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Cisco TrustSec ||
Cisco TrustSec
Cisco TrustSec
MSCHAPvV2
EAP-FAST 0
PAC Cisco TrustSec
PAC EAP-FAST 0
EAP-FAST 1 2 EAP-FAST 1
PAC Cisco TrustSec
PAC
Cisco TrustSec
Cisco TrustSec
PAC
EAP-FAST
0
Cisco TrustSec
MSCHAPvV2 LEAP Generic Token Card [GTC] OTP
Cisco TrustSec EAP-FAST 2
EAP-FAST
SGACL SGT
SGACL
NX-0S 1
Cisco TrustSec SGT 16
NX-0OS SGT
SGT Cisco
TrustSec
SGT
Cisco TrustSec
SGT
Cisco TrustSec SGT

SGT

Cisco NX-OS Security

Cisco TrustSec
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W Cisco TrustSec

Cisco TrustSec Cisco
TrustSec
9-4 SGACL
9-4 SGACL
SGACL R!) & — PermissionList A
SGTx DGTy PermissionList A permit igmp
SGTz DGTy PermissionList B deny all
ANY DGTy PermissionListC
Implicit Deny
PermissionList C PermissionList B
permit icmp permit tcp
deny all deny all
Cisco TrustSec 9-5 SGT SGACL
9-5 Cisco TrustSec SGT SGACL
SGACL D&l
— et -4 i)

Ol S 4

Cisco TrustSec Web H—/\

187009

SGT M f+in

NX-0S ACL IP Cisco TrustSec

ACL

IP ACE

ACE = X
Cisco TrustSec

ACE =

Cisco NX-OS Security
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o p.9-9
° p9-9
e SXP SGT p.9-9
Cisco TrustSec Cisco TrustSec
SGT Cisco TrustSec
SGT SGT
SGACL
SGT
. SGT — Cisco TrustSec
SGT
e Cisco TrustSec SGT —
Cisco TrustSec SGT
Cisco TrustSec
. IP SGT — IP
SGT SGT
Exchange Protocol SXP IP-address-to-SGT
Cisco TrustSec SGACL
SGACL
Cisco TrustSec
o SGT
. IP SGT
SXP SGT
NX-0S Cisco TrustSec Cisco
TrustSec Cisco TrustSec SGT
SXP Cisco TrustSec
SGT
SXP
SXP SGT Cisco TrustSec IP

Cisco TrustSec
9-6

Cisco NX-OS Security
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W Cisco TrustSec

9-6 SXP SG

J
———(4

KRR A
(1.1.1.2)

T

SrcIP=1.1.1.1

SGT & JfF1F

Src IP=1.1.1.1/SGT =3

— 3

5

e

A—

KA ~B
(1.1.1.1)

SXP 70O kLD
IP:1.1.1.1: SGT:3

IP:1.1.1.2: SGT:5

Cisco TrustSec -V 7 ko7
Cisco TrustSec JExt G/ N— K =7

AT

AT

TrustSec

e Cisco TrustSec

. SGT —

Cisco TrustSec

Je

Cisco TrustSec {7 ko7
BLUVN—FDxT

SGT

SGT SGACL

Cisco TrustSec

187011

AT
Cisco

SGT

SGACL

AV

Cisco TrustSec

Cisco TrustSec

Cisco TrustSec

Cisco TrustSec

Cisco TrustSec

Cisco NX-OS Security

Cisco TrustSec

Cisco TrustSec
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Cisco TrustSec ||
RADIUS
. — RADIUS
. SGT —
. — Cisco TrustSec
RADIUS
802.1X Cisco TrustSec AT NX-0S
IP UDP/IP RADIUS
IP
IP Cisco TrustSec AT RADIUS
RADIUS IP UDP Cisco TrustSec AT
EAP over LAN EAPOL RADIUS Cisco TrustSec AT
EAPOL RADIUS UDP/IP
RADIUS Cisco TrustSec AT EAPOL
Cisco TrustSec Virtual Device Context VDC VvDC
Cisco NX-OS Virtual Device Context Configuration Guide, Release 4.0
Cisco TrustSec
NX-0OS VDC Advanced Services NX-0S
Cisco NX-OS

A

Licensing Guide, Release 4.0

Cisco TrustSec

Advanced Services

Cisco TrustSec

Cisco NX-OS Security
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W Cisco TrustSec

Cisco TrustSec
Cisco TrustSec

e Advance Service
e 802.1X

Cisco TrustSec

e Cisco TrustSec RADIUS
e 1 Cisco TrustSec  802.1X
Cisco TrustSec  EAP-FAST
802.1X
e Cisco TrustSec  AAA Cisco Secure Access Control Server ACS

Cisco TrustSec  IPv4
e SXP mgmt 0
. Cisco TrustSec

Cisco NX-OS Security
[ 912 | oL-12914-01-J |



Cisco TrustSec

Cisco TrustSec

Cisco TrustSec

Cisco TrustSec
Cisco TrustSec
Cisco TrustSec ~ AAA
Cisco TrustSec SAP

Cisco TrustSec
SGACL

SXP

p.9-27
p.9-37

Cisco TrustSec

N

p.9-13
p.9-14

p.9-15

p.9-25

NX-0S 802.1X

Cisco TrustSec

p.9-19

Cisco TrustSec

Cisco TrustSec

802.1X

IR S

VDC

config t
feature dotlx
feature cts
exit

show cts

copy running-config startup-config

switchto vdc

1 config t

switch# config t
switch(config)#

2 feature dotlx

switch(config)# feature dotlx

802.1X

3 feature cts

switch(config)# feature cts

Cisco TrustSec

Cisco NX-OS Security
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W Cisco TrustSec

4 exit

switch(config)# exit
switch#

5 show cts Cisco TrustSec

switch# show cts

6 copy running-config startup-config

switch# copy running-config startup-config

Cisco TrustSec

Cisco TrustSec NX-0S Cisco TrustSec
Cisco TrustSec

Cisco Secure ACS NX-0S Cisco TrustSec
Configuration Guide for the Cisco Secure ACS

VDC switchto vdc
Cisco TrustSec Cisco TrustSec
[p.9-13]
1. configt
2. cts device-id name password password
3. exit
4. show cts
5.

copy running-config startup-config

1 config t

switch# config t
switch(config)#

2 cts device-id name password password ID

name 32

switch(config)# cts device-id MyDevicel
password Cisc0321

Cisco NX-OS Security
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Cisco TrustSec ||
3 exit
switch(config)# exit
switch#
4 show cts Cisco TrustSec
switch# show cts
5 copy running-config startup-config
switch# copy running-config startup-config
Cisco TrustSec AAA
Cisco TrustSec Cisco Secure ACS Cisco TrustSec
NX-0S 1 RADIUS AAA
Cisco TrustSec  RADIUS AAA
Cisco Secure ACS NX-0OS Cisco
TrustSec NX-0S Cisco TrustSec
AAA aaa-private-sg NX-0S VRF
Cisco Secure ACS
Y
Cisco TrustSec Cisco Secure ACS
RADIUS 3 RADIUS RADIUS
2 AAA
e Cisco TrustSec NX-0S AAA p.9-15
e Cisco TrustSec NX-0OS AAA p.9-18
Cisco TrustSec NX-0S AAA
Cisco TrustSec NX-0S AAA
Y
NX-0S AAA RADIUS VRF
VRF
VRF VRF
Cisco TrustSec NX-0S AAA [p.9-18]
VvVDC switch to vdc
Cisco ACS IPv4 IPv6

Cisco NX-OS Security
[ oL-12914-01-J



9 Cisco TrustSec |

W Cisco TrustSec

Cisco TrustSec Cisco TrustSec
[p.9-13]

config t

radius-server host {ipv4-address | ipv6-address | hostname} password password pac
show radius-server

aaa group server radius group-name

server {ipv4-address | ipv6-address | hostname}

use-vrf vrf-name

exit

© N o g kw2

aaa authentication dotlx default group group-name
9. aaa authorization cts default group group-name

10. exit

11. show radius-server groups [group-name]

12. show aaa authentication

13. show aaa authorization

14. copy running-config startup-config

1 config t

switch# config t
switch(config)#

2 radius-server host {ipv4-address | RADIUS PAC
ipv6-address | hostname} password password
pac

switch(config)# radius-server host
10.10.1.1 password LlaOK2s9 pac

3 show radius-server RADIUS

switch# show radius-server

4 aaa group server radius group-name RADIUS RADIUS

switch(config)# aaa group server radius
Radl
switch(config-radius)#

5 server {ipv4-address | ipvé-address RADIUS
hostname}

switch(config-radius)# server 10.10.1.1

Cisco NX-OS Security
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6

10

11

12

13

14

15

Cisco TrustSec

use-vrf vrf-name AAA VRF
switch(config-radius)# use-vrf management
S
VRF
VRF
VRF
Cisco TrustSec
NX-OS AAA
[p.9-18]
exit RADIUS
switch(config-radius)# exit
switch(config)#
aaa authentication dotlx default group 802.1X RADIUS
group-name
switch(config)# aaa authentication dotlx
default group Radl
aaa authorization cts default group Cisco TrustSec RADIUS
group-name
switch(config)# aaa authentication cts
default group Radl
exit
switch(config)# exit
switch#
show radius-server groups [group-name] RADIUS
switch# show radius-server group rad2
show aaa authentication AAA
switch# show aaa authentication
show aaa authorization AAA
switch# show aaa authorization
show cts pacs Cisco TrustSec PAC

switch# show show cts pacs

copy running-config startup-config

switch# copy running-config startup-config

Cisco NX-OS Security
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W Cisco TrustSec

Cisco TrustSec NX-OS AAA
Cisco TrustSec NX-0S aaa-private-sg
AAA aaa-private-sg Cisco Secure
ACS VRF NX-0S
VRF VRF
NX-0S aaa-private-sg
VDC switch to vdc
Cisco TrustSec Cisco TrustSec
[p.9-13]
NX-0S Cisco TrustSec
NX-0S AAA [p.9-15]
1. configt
2. aaagroup server radius aaa-private-sg
3. use-vrf vrf-name
4. exit
5. show radius-server groups [group-name]
6. copy running-config startup-config

1 config t

switch# config t
switch(config)#

2 aaa group server radius aaa-private-sg RADIUS aaa-private-sg
RADIUS

switch(config)# aaa group server radius
aaa-private-sg
switch(config-radius) #

3 use-vrf vrf-name AAA VRF

switch(config-radius)# use-vrf MyVRF

4 exit

switch(config-radius)# exit
switch(config)#

5 show radius-server groups aaa-private-sg RADIUS

switch(config)# show radius-server groups
aaa-private-sg

Cisco NX-OS Security
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Cisco TrustSec

6 copy running-config startup-config

switch(config)# copy running-config
startup-config

Cisco TrustSec SAP
e Cisco TrustSec p.9-19
. Cisco TrustSec p.9-21
. Cisco TrustSec SAP p.9-22
. SAP p.9-24

Cisco TrustSec

Cisco TrustSec

1 Cisco TrustSec Cisco TrustSec [p.9-13]

2 Cisco TrustSec Cisco TrustSec [p.9-19]

3 Cisco TrustSec ~ 802.1X Cisco TrustSec
[p.9-19]

Cisco TrustSec

Cisco TrustSec

SAP GCM-encrypt
Cisco TrustSec
Y
Cisco TrustSec  802.1X SAP
VDC switchto vdc

Cisco NX-OS Security
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9 Cisco TrustSec |

W Cisco TrustSec

config t

interface ethernet slot/port [- port2]

cts dotlx

exit

no data-path replay protection

sap modelist {gmc-encrypt | gmac | no-encap | null}
shutdown

no shutdown

© o N O e Ddhd=

exit

show cts interface all

-t wh
- O

copy running-config startup-config

1 config t

switch# config t
switch(config)#

2 interface ethernet slot/port [- port2]

switch(config)# interface ethernet 2/2
switch(config-if)#

3 cts dotlx Cisco TrustSec  802.1X
Cisco TrustSec 802.1X

switch(config-if)# cts dotlx
switch(config-if-cts-dotlx)#

4 no replay-protection

switch(config-if-cts-dotlx)# no
replay-protection

5 sap modelist {gcm-encrypt | gmac | SAP
no-encap | null}

L[] - J—
switch(config-if-cts-dotlx)# sap modelist gem-encrypt GCM

gcm-encrypt ® gmac — GCM
® no-encap — SAP
SGT
® null —

gcm-encrypt
6 exit Cisco TrustSec 802.1X

switch(config-if-cts-dotlx)# exit
switch(config-if)#

Cisco NX-OS Security
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Cisco TrustSec ||

7 shutdown

switch(config-if)# shutdown

8 no shutdown
Cisco TrustSec

switch(config-if)# no shutdown

9 exit

switch(config-if)# exit
switch(config)#

10 show cts interface all Cisco TrustSec

switch(config)# show cts interface all

11 copy running-config startup-config

switch(config)# copy running-config
startup-config

Cisco TrustSec

NX-OS
SAP 2 Cisco TrustSec
VvDC switch to vdc
Cisco TrustSec Cisco
TrustSec [p.9-19]

config t
interface ethernet slot/port [- port2]
cts dotlx

no replay-protection

1
2

3

4

5. exit
6. shutdown

7. no shutdown
8. exit

9. show cts

10. copy running-config startup-config

Cisco NX-OS Security
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W Cisco TrustSec

1 config t

switch# config t
switch(config)#

2 interface ethernet slot/port [- port2]

switch(config)# interface ethernet 2/2
switch(config-if)#

3 cts dotlx Cisco TrustSec  802.1X
Cisco TrustSec 802.1X

switch(config-if)# cts dotlx
switch(config-if-cts-dotlx)#

4 no replay-protection

switch(config-if-cts-dotlx)# no
replay-protection

5 exit Cisco TrustSec 802.1X

switch(config-if-cts-dotlx)# exit
switch(config-if)#

6 shutdown

switch(config-if)# shutdown

7 no shutdown

switch(config-if)# no shutdown

8 exit

switch(config-if)# exit
switch(config)#

9 show cts interface all Cisco TrustSec

switch(config)# show cts interface all

10 copy running-config startup-config

switch(config)# copy running-config
startup-config

Cisco TrustSec SAP

2 Cisco TrustSec SAP SAP
GCM-encrypt

SAP

Cisco NX-OS Security
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VDC
Cisco TrustSec
TrustSec [p.9-19]
config t

interface ethernet slot/port [- port2]
cts dotlx

Eol A A

sap modelist gcm-encrypt
sap modelist gmac

sap modelist no-encap
sap modelist null

5. exit

6. shutdown

7. no shutdown
8. exit

9. show cts interface all

10. copy running-config startup-config

Cisco TrustSec

switch to vdc

Cisco

config t

switch# config t
switch(config)#

interface ethernet slot/port [- port2]

switch(config)# interface ethernet 2/2
switch(config-if)#

cts dotlx

switch(config-if)# cts dotlx
switch(config-if-cts-dotlx)#

Cisco TrustSec  802.1X
Cisco TrustSec 802.1X

Cisco NX-OS Security
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W cisco TrustSec
4 sap modelist gcm-encrypt GCM SAP
switch(config-if-cts-dotlx)# sap modelist
gcm-encrypt
gcm-encrypt
sap modelist gmac GCM SAP
switch(config-if-cts-dotlx)# sap modelist
gmac
sap modelist no-encap SGT
SAP
switch(config-if-cts-dotlx)# sap modelist
no-encap
sap modelist null
SAP
switch(config-if-cts-dotlx)# sap modelist SGT
null
5 exit Cisco TrustSec 802.1X

switch(config-if-cts-dotlx)#
switch(config-if)#

exit

6 shutdown

switch(config-if)# shutdown

7 no shutdown

switch(config-if)# no shutdown

SAP

8 exit

switch(config-if)# exit
switch(config)#

9 show cts interface all

switch(config)# show cts interface all

Cisco TrustSec

10 copy running-config startup-config

switch(config)# copy running-config

startup-config

SAP
SAP

VDC

Cisco TrustSec
[p.9-13]

switchto vdc

Cisco TrustSec

Jll_ Cisco NX-OS Security
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Cisco TrustSec ||
1. cts rekey ethernet slot/port
2. show cts interface all
1 cts rekey ethernet slot/port SAP

switch# cts rekey ethernet 2/3

2 show cts interface all

switch# show cts interface all

Cisco TrustSec

Cisco TrustSec

NX-0S Cisco Secure ACS

MAC
Cisco TrustSec

Cisco TrustSec
show interface

Cisco TrustSec

VDC

Cisco TrustSec
[p.9-13]

config t
interface ethernet slot/port

cts manual

a > 0 bh -

policy dynamic identity peer-name

policy static sgt tag [trusted]

o

exit

shutdown

switch to vdc

Cisco TrustSec

sap pmk key modelist {gcm-encrypt | gmac | no-encap | null}

| oL-12914-01-J
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W Cisco TrustSec

8. no shutdown
9. exit
10. show cts interface all

11. copy running-config startup-config

1 config t

switch# config t
switch(config)#

2 interface ethernet slot/port

switch(config)# interface ethernet 2/2
switch(config-if)#

3 cts manual Cisco TrustSec
switch(config-if)# cts manual
switch(config-if-cts-manual) # Q%k

Cisco TrustSec

4 sap pmk key [modelist {gcm-encrypt | gmac |SAP  Pairwise Master Key PMK
| no-encap | null}] key 32

16

switch(config-if-cts-manual)# sap pmk
fedbaa modelist gmac

e gcm-encrypt — GCM
e gmac— GCM
* no-encap — SGT

e null — SGT

gcm-encrypt

Cisco NX-OS Security
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Cisco TrustSec ||
5 ©policy dynamic identity peer-name
peer-name
switch(config-if-cts-manual)# policy Cisco TrustSec ID
dynamic identity MyDevice?2
S
Cisco TrustSec
Cisco TrustSec
[p.9-14] Cisco
TrustSec  AAA
Cisco TrustSec AAA
[p.9-15]
policy static sgt tag [trusted] tag
0x0 16
switch(config-if-cts-manual)# policy trusted SGT

SGACL

10

11

static sgt 0x03

exit

switch(config-if-cts-manual)# exit

switch(config-if)#

Cisco TrustSec

shutdown

switch(config-if)#

shutdown

no shutdown

switch(config-1if)#

no shutdown

Cisco TrustSec

exit

switch(config-if)#
switch(config)#

exit

show cts interface

all

switch# show cts interface all

Cisco TrustSec

copy running-config startup-config

switch# copy running-config startup-config

e SGACL p.9-28

e VLAN SGACL p.9-28
s VRF SGACL p.9-29
o IPv4 SGACL SGT p.9-31
s SGACL p.9-33

. SGACL p.9-36

Cisco NX-OS Security
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W Cisco TrustSec

o SGACL p.9-36
SGACL

Cisco TrustSec  SGACL

1 2 Cisco TrustSec

VLAN SGACL VLAN
[p.9-28]
2 3 Cisco TrustSec
VRF SGACL VRF
[p.9-29]
3 SGACL Cisco Secure ACS AAA
IPv4 SGACL SGT
[p.9-31] SGACL [p.9-33]
VLAN SGACL
SGACL Cisco TrustSec 2
VLAN SGACL
VvVDC switchto vdc

Cisco TrustSec Cisco TrustSec
[p.9-13]
1. configt
2. vlanvlan-id
3. ctsrole-based enforcement
4. exit
5. show cts role-based enable
6. copy running-config startup-config

SGACL

SGACL

SGACL

Jll_ Cisco NX-OS Security
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Cisco TrustSec ||
config t
switch# config t
switch(config)#
vlan vlan-id VLAN VLAN
switch(config)# vlan 10
switch(config-vlan)#
cts role-based enforcement VLAN Cisco TrustSec SGACL
switch(config-vlan)# cts role-based
enforcement
exit VLAN
switch(config-vlan)# exit
switch(config)#
show cts role-based enable Cisco TrustSec SGACL
switch(config)# show cts role-based enable
copy running-config startup-config
switch(config)# copy running-config
startup-config
VRF SGACL
SGACL Cisco TrustSec 3
VRF SGACL
A
VRF SGACL
VDC switchto vdc

Cisco TrustSec
[p.9-13]

Address Resolution Protocol
15 DAI

ARP;

Cisco NX-OS Security

Cisco TrustSec

Dynamic Host Configuration Protocol DHCP

14 DHCP
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W Cisco TrustSec

config t

vrf context vrf-name

cts role-based enforcement
exit

show cts role-based enable

@ a s b=

copy running-config startup-config

1 config t

switch# config t
switch(config)#

2 vrf context vrf-name VRF VRE

switch(config)# vrf context MyVrf
switch(config-vrf)#

3 cts role-based enforcement VRF Cisco TrustSec SGACL

switch(config-vrf)# cts role-based
enforcement

4 exit VRF

switch(config-vrf)# exit
switch(config)#

5 show cts role-based enable Cisco TrustSec SGACL

switch(config)# show cts role-based enable

6 copy running-config startup-config

switch(config)# copy running-config
startup-config

Cisco TrustSec SGT
SGACL Cisco TrustSec SGT

N

Cisco Secure ACS NX-0S Cisco TrustSec

VvVDC switchto vdc

Cisco NX-OS Security
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config t
cts sgt tag
exit

show cts environment-data

a & 0 bh

copy running-config startup-config

Cisco TrustSec ||

config t

switch# config t
switch(config)#

cts sgt tag

switch(config)# cts device-id MyDevicel
password Cisc0321

SGT
tag Oxhhhh 16
0x1  Oxfffd

exit

switch(config)# exit
switch#

show cts environment-data

switch# show cts environment-data

Cisco TrustSec

copy running-config startup-config

switch# copy running-config startup-config

SGACL SGT

SGACL Cisco Secure ACS IPv4

SGACL SGT VLAN VRF

Secure ACS ARP DHCP

VvDC
Cisco TrustSec
[p.9-13]

VLAN SGACL
[p.-9-28]
VRF

Cisco NX-OS Security

NX-0S Cisco

switchto vdc

Cisco TrustSec

VLAN SGACL
VRF SGACL

SGACL [p.9-29]
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W Cisco TrustSec

SUMMARY STEPS
1. configt

N

vlan vlan-id

vrf context vrf-name

cts role-based sgt-map ipv4-address tag
exit

show cts role-based enable

AR

copy running-config startup-config

1 config t

switch# config t
switch(config)#

2 vlan vlan-id VLAN VLAN

switch(config)# vlan 10
switch(config-vlan)#

vrf context vrf-name VRF VRF

switch(config)# vrf context MyVrf
switch(config-vrf)#

3 cts role-based sgt-map ipv4-address tag VLAN SGACL SGT

switch(config-vlan)# cts role-based sgt-map
10.10.1.1 100

cts role-based sgt-map ipv4-address tag VRF SGACL SGT

switch(config-vrf)# cts role-based sgt-map
10.10.1.1 100

4 exit VLAN

switch(config-vlan)# exit
switch(config)#

exit VRF

switch(config-vrf)# exit
switch(config)#

5 show cts role-based sgt-map Cisco TrustSec SGACL SGT

switch(config)# show cts role-based sgt-map

6 copy running-config startup-config

switch(config)# copy running-config
startup-config

Cisco NX-OS Security
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Cisco TrustSec ||
SGACL
SGACL Cisco Secure ACS NX-0S
SGACL
VvVDC switchto vdc
Cisco TrustSec Cisco TrustSec
[p.9-13]
VLAN SGACL VLAN SGACL
[p.9-28] VRF SGACL
VRF SGACL [p.9-29]
1. configt
cts role-based access-list list-name
3. denyall
deny icmp
deny igmp
deny ip

deny tcp [{dest | src} {{eq | gt | It | neq} port-number | range port-numberl port-number2}]
deny udp [{dest | src} {{eq | gt | It | neq} port-number | range port-numberl port-number2}]
4. permitall
permit icmp
permit igmp
permit ip
permit tcp [{dest | src} {{eq | gt| It | neq} port-number | range port-numberl port-number2}]
permit udp [{dest | src} {{eq | gt | It | neq} port-number | range port-numberl port-number2}]
exit
cts role-based sgt {sgt-value | any | unknown} dgt {dgt-value | any | unknown} access-list list-name

show cts role-based access-list

© N o o

copy running-config startup-config

Cisco NX-OS Security
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W Cisco TrustSec

config t

switch# config t
switch(config)#

cts role-based access-list list-name

switch(config)# cts role-based access-1list
MySGACL
switch(config-rbacl) #

SGACL

list-name
32

deny all

switch(config-rbacl)# deny all

deny icmp

switch(config-rbacl)# deny icmp

Denies Internet Control Message Protocol ICMP;

deny igmp

switch(config-rbacl)# deny igmp

Denies Internet Group Management Protocol
IGMP;

deny all IP
switch(config-rbacl)# deny ip
deny tcp [{dest | src} {{eq | gt | 1t | TCP
neq} port-number | range port-numberl TCP
port-number2}]
port-number port-numberl port-number2
0 65535
switch(config-rbacl)# deny tcp src 1t 10
deny udp [{dest | src} {{eq | gt | 1t | UDP
neq} port-number | range port-numberl UDP
port-number2}]
port-number port-numberl port-number2
0 65535

switch(config-rbacl)# deny udp dest eqg 100

Jll_ Cisco NX-OS Security
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Cisco TrustSec

permit all

switch(config-rbacl)# permit all

permit icmp ICMP
switch(config-rbacl)# permit icmp

permit igmp IGMP
switch(config-rbacl)# permit igmp

permit ip IP
switch(config-rbacl)# permit ip

permit tcp [{dest | src} {{eq | gt | 1t | TCP

neq} port-number | range port-numberl
port-number2} ]

switch(config-rbacl)# permit tcp

TCP
port-number port-numberl port-number2
0 65535 port-number2
port-numberl

permit udp [{dest | src} {{eaq | gt | 1t |
neq} port-number | range port-numberl
port-number2}]

switch(config-rbacl)# permit udp dest ne
2000

UDP
UDP
port-number port-numberl port-number2
0 65535 port-number2
port-numberl

exit

switch(config-rbacl)# exit
switch(config)#

cts role-based sgt {sgt-value | any |
unknown} dgt {dgt-value | any | unknown}
access-list list-name

SGT SGACL
dgt-value 0 65520

N

sgt-value

switch(config)# cts role-based sgt 3 dgt SGT SGACL
10 access-list MySGACL SGACL
show cts role-based access-list Cisco TrustSec SGACL

switch(config)# show cts role-based
access-list

copy running-config startup-config

switch(config)# copy running-config
startup-config

Cisco NX-OS Security
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W Cisco TrustSec

SGACL
Cisco TrustSec AAA Cisco Secure ACS Cisco
TrustSec SGACL NX-0S
SXP IPv4 SGACL SGT
SGT SGACL
VvDC switchto vdc
Cisco TrustSec Cisco TrustSec
[p.9-13]

1. show cts role-based access-list

1 show cts role-based access-list Cisco TrustSec SGACL Cisco Secure
ACS NX-0S

switch# show cts role-based access-list

SGACL
Cisco Secure ACS NX-0S SGACL
VvDC switchto vdc
Cisco TrustSec Cisco TrustSec
[p.9-13]

1. cts refresh role-based-policy

2. show cts role-based policy

1 cts refresh policy Cisco Secure ACS Cisco TrustSec SGACL

switch# cts refresh policy

2 show cts role-based policy Cisco TrustSec SGACL

switch# show cts role-based policy

Cisco NX-OS Security
[ 9-36 | oL-12914-01-J |




| 9 Cisco TrustSec

SXP

SGT Exchange Protocol
SG
TrustSec SXP

e Cisco TrustSec

e Cisco TrustSec SXP
e Cisco TrustSec SXP
. SXP
. SXP

Cisco TrustSec ||

SXP Cisco TrustSec
T NX-0OS Cisco

p.9-19
p.9-37
p.9-38
p.9-39
IP p.9-40

o SXP p.9-41

e SXP

Cisco TrustSec SXP
Cisco TrustSec SXP

1 Cisco TrustSec

2 VRF SGACL
3 Cisco TrustSec SXP

[p.9-38]

N

p.9-42

Cisco TrustSec [p.9-13]

VRF SGACL
[p-9-29]

Cisco TrustSec SXP [p.9-37]

Cisco TrustSec SXP

SXP

mgmt 0

Cisco TrustSec SXP

VDC

Cisco TrustSec
[p.9-13]

1. configt

2. ctssxpenable

Cisco TrustSec SXP

switchto vdc

Cisco TrustSec

| oL-12914-01-J
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W Cisco TrustSec

3. exit
4. show cts sxp

5. copy running-config startup-config

1 config t

switch# config t
switch(config)#

2 cts sxp enable Cisco TrustSec  SXP

switch(config)# cts sxp enable

3 exit

switch(config)# exit
switch#

4 show cts sxp SXP

switch# show cts sxp

5 copy running-config startup-config

switch# copy running-config startup-config

Cisco TrustSec SXP
SXP

SXP IP SXP
NX-0S IP SXP IP
NX-0OS TCP SXP
VvDC switchto vdc
Cisco TrustSec Cisco TrustSec
[p.9-13]
SXP Cisco TrustSec SXP [p.9-37]
VRF SGACL VRF
SGACL [p.9-29]

Cisco NX-OS Security
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1. configt

password} mode {speaker | listener} [vrf vrf-name]
exit

show cts sxp

5. copy running-config startup-config

Cisco TrustSec ||

cts sxp connection peer peer-ipv4-addr [source src-ipv4-addr] password {default | none | required

config t

switch# config t
switch(config)#

cts sxp connection peer peer-ipv4-addr SXP

[source src-ipv4-addr] password {default |
none | required password} mode {speaker |

listener} [vrf vrf-name] 4&}
.

switch(config)# cts sxp connection peer
10.10.1.1 source 20.20.1.1 password
default mode speaker

vrf
VRF

mgmt 0

exit

switch(config)# exit
switch#

show cts sxp

switch# show cts sxp

copy running-config startup-config

switch# copy running-config startup-config

SXP
SXP

VDC

Cisco TrustSec
[p.9-13]

SXP

Cisco NX-OS Security

switchto vdc

NX-0S

Cisco TrustSec

Cisco TrustSec SXP [p.9-37]
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W cisco TrustSec
1. configt
2. cts sxp default password password
3. exit
4. show cts sxp
5. show running-config cts
6. copy running-config startup-config
1 config t
switch# config t
switch(config)#
2 cts sxp default password password SXP
switch(config)# cts sxp default password
A2Q3d4F5
3 exit
switch(config)# exit
switch#
4 show cts sxp SXP
switch# show cts sxp
5 show running-config cts SXP
switch# show running-config cts
6 copy running-config startup-config
switch# copy running-config startup-config
SXP IP
NX-0S IP TCP
IP SXP IP
TCP
VDC switchto vdc
Cisco TrustSec Cisco TrustSec
[p.9-13]
SXP Cisco TrustSec SXP [p.9-37]

Jll_ Cisco NX-OS Security
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Cisco TrustSec

SXP

config t
cts sxp default source-ip src-ip-addr
exit

show cts sxp

a & 0 bh

copy running-config startup-config

Cisco TrustSec ||

config t

switch# config t
switch(config)#

cts sxp default source-ip src-ip-addr

switch(config)# cts sxp default source-ip
10.10.3.3

SXP IP

exit

switch(config)# exit
switch#

show cts sxp

switch# show cts sxp

SXP

copy running-config startup-config

switch# copy running-config startup-config

SXP

NX-0S

VDC

Cisco TrustSec
[p.9-13]

SXP

Cisco NX-OS Security

SXP SXP
SGT
120 2 SXP

switchto vdc

Cisco TrustSec

Cisco TrustSec SXP [p.9-37]
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W Cisco TrustSec

config t
cts sxp reconcile-period seconds
exit

show cts sxp

a & 0 bh

copy running-config startup-config

1 config t

switch# config t
switch(config)#

2 cts sxp reconcile-period seconds

switch(config)# cts sxp reconcile-period
180

SXP
120 2

0

64000

3 exit

switch(config)# exit
switch#

4 show cts sxp

switch# show cts sxp

SXP

5 copy running-config startup-config

switch# copy running-config startup-config

SXP

SXP NX-0S
NX-OS

VDC

Cisco TrustSec
[p.9-13]

SXP

1. configt

2. cts sxp retry-period seconds

SXP
SXP
60 1 SXP

switchto vdc

Cisco TrustSec

Cisco TrustSec SXP

SXP

[p.9-37]

Jll_ Cisco NX-OS Security
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Cisco TrustSec n
3. exit
4. show cts sxp
5. copy running-config startup-config
1 config t
switch# config t
switch(config)#
2 cts sxp retry-period seconds SXP
60 1 0 64000
switch(config)# cts sxp retry-period 120
3 exit
switch(config)# exit
switch#
4 show cts sxp SXP
switch# show cts sxp
5 copy running-config startup-config
switch# copy running-config startup-config
Cisco TrustSec
Cisco TrustSec
show cts Cisco TrustSec
show cts credentials EAP-FAST  Cisco TrustSec
show cts environment-data Cisco TrustSec
show cts interface Cisco TrustSec
show cts pacs Cisco TrustSec PAC
show cts role-based access-list  |Cisco TrustSec  SGACL
show cts role-based enable Cisco TrustSec SGACL
show cts role-based policy Cisco TrustSec  SGACL
show cts role-based sgt-map Cisco TrustSec SGACL SGT
show cts sxp Cisco TrustSec SXP
show running-config cts Cisco TrustSec

Cisco NX-OS Security Command Reference, Release
4.0

Cisco NX-OS Security
[ oL-12914-01-J
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9 Cisco TrustSec |

W Cisco TrustSec

Cisco TrustSec

e Cisco TrustSec p.9-44

. NX-0S Cisco TrustSec AAA p.9-44
. Cisco TrustSec

. Cisco TrustSec p.9-45

e VRF Cisco TrustSec

. VRF Cisco TrustSec

e VLAN Cisco TrustSec

. VRF IPv4 SGACL SGT

. VRF IPv4 SGACL SGT
* VLAN IPv4 SGACL SGT

e Cisco TrustSec SGACL p.9-46

. 3 Cisco TrustSec p.9-46

o SXP p.9-47

Cisco TrustSec
Cisco TrustSec

switch# config t

switch(config)# feature dotlx

switch(config)# feature cts

switch(config)# cts device-id devicel password Cisco321

NX-OS Cisco TrustSec AAA

Cisco TrustSec  AAA

switch# config t

p.9-44
p.9-45
p.9-45
p.9-45
p.9-46
p.9-46
p.9-46

switch(config)# radius-server host 10.10.1.1 key Ciscol23 pac

switch(config)# aaa group server radius Radl
switch(config-radius)# server 10.10.1.1
switch(config-radius)# use-vrf management
switch(config-radius)# exit

(

(

switch(config)# aaa authentication dotlx default group Radl

switch(config)# aaa authorization cts default group Radl
Cisco TrustSec

switch# config t

switch(config)# interface ethernet 2/1
switch(config-if)# cts dotlx
switch(config-if-cts-dotlx)# exit
switch(config-if)# shutdown
switch(config-if)# no shutdown

Cisco TrustSec

Jll_ Cisco NX-OS Security
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Cisco TrustSec

Cisco TrustSec

switch# config t

switch(config)# interface ethernet 2/1
switch(config-if)# cts dotlx
switch(config-if-cts-dotlx)# exit
switch(config-if)# shutdown
switch(config-if)# no shutdown

Cisco TrustSec

VRF

VLAN

Cisco TrustSec

switch# config t

switch(config)# interface ethernet 2/1

switch(config-if)# cts manual
switch(config-if-cts-manual)# sap pmk abcdef modelist gmac
switch(config-if-cts-manual)# policy static sgt 0x20
switch(config-if-cts-manual)# exit

switch(config)# interface ethernet 2/2

switch(config-if)# cts manual
switch(config-if-cts-manual)# policy dynamic identity device2
switch(config-if-cts-manual)# exit

switch(config-if)#

Cisco TrustSec
VRF Cisco TrustSec

switch# config t
switch(config)# cts role-based enforcement
switch(config)# show cts role-based enable

VRF Cisco TrustSec
VRF Cisco TrustSec

switch# config t

switch(config)# vrf context test
switch(config-vrf)# cts role-based enforcement
switch(config-vrf)# exit

switch(config)# show cts role-based enable

Cisco TrustSec
VLAN Cisco TrustSec

switch# config t

switch(config)# vlan 10

switch(config-vlan)# cts role-based enforcement
switch(config-vlan)# exit

switch(config)# show cts role-based enable

| oL-12914-01-J

Cisco NX-OS Security ||
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W Cisco TrustSec

VRF IPv4 SGACL SGT

VRF Cisco TrustSec IPv4
SGACL SGT

switch# config t
switch(config)# cts role-based sgt-map 10.1.1.1 20

VRF IPv4 SGACL SGT

VRF Cisco TrustSec IPv4
SGACL SGT

switch# config t

switch(config)# vrf context test

switch(config-vrf)# cts role-based sgt-map 30.1.1.1 30
switch(config-vrf)# exit

switch(config)#

VLAN IPv4 SGACL SGT
VLAN Cisco TrustSec IPv4 SGACL SGT

switch# config t

switch(config)# wvlan 10

switch(config-vlan)# cts role-based sgt-map 20.1.1.1 20
switch(config-vlan)# exit

switch(config)#

Cisco TrustSec SGACL
Cisco TrustSec SGACL

switch# config t

switch(config)# cts role-based access-list abcd
switch(config-rbacl)# permit icmp

switch(config-rbacl)# exit

switch(config)# cts role-based sgt 10 dgt 20 access-list abcd

3 Cisco TrustSec
3 Cisco TrustSec

switch# config t

switch(config)# cts 13 spi 1000 10.2.2.2/24
switch(config)# interface ethernet 2/3
switch(config-if)# cts 13 spi 1000

Cisco NX-OS Security
| 9-46 | oL-12914-01-J |
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SXP

switchl

switchl# config t

switchl (config)# cts
switchl (config)# cts
switchl (config)# cts

switch2

switch2# config t

switch2 (config)# cts
switch2 (config)# cts
switch2 (config)# cts

9-1  Cisco TrustSec

VRF  SXP

SXp enable
role-based enforcement
sxp connection peer 10.1.2.3 password none mode speaker

VRF  SXP

sxp enable
role-based enforcement
sxp connection peer 10.2.3.4 password none mode listener

9-1 Cisco TrustSec

Cisco TrustSec

SXP

SXP

SXP 120 2
SXP 60 1

Cisco TrustSec

o p.9-47

Cisco Secure ACS

Cisco Secure Access Control Server Engine Solution

Cisco NX-OS Security Command Reference, Release 4.0

802.1X

7 802.1X

Cisco NX-OS Security

| oL-12914-01-J
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9 Cisco TrustSec |

Cisco NX-OS Security
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NX-0OS IP Access Control List ACL;

CHAPTER

1

IPACL IPv4 ACL

e ACL

e IPACL
e |IPACL
e IPACL
e |IPACL
e |IPACL
e |IPACL

p.10-2
p.10-11
p.10-11
p.10-11
p.10-12
p.10-19
p.10-19
p.10-19
p.10-20
p.10-23
p.10-24
p.10-29
p.10-30
p.10-30

Cisco NX-OS Security
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N acL
ACL
ACL
p.10-6
ACL
ACL
HTTP ACL
HTTP IP ACL
IP
e ACL p.10-2
e ACL p.10-3
o p.10-5
o p.10-8
e PBACL p.10-9
o p.10-10
e IPACL Session Manager p.10-10
o p.10-10
ACL
ACL
e |Pv4 ACLs — IPv4
e Media Access Control MAC; ACL — IP
MAC ACL p.11-2
. ACL SGACL — Cisco TrustSec
9 Cisco TrustSec
IPv4 ACL MAC ACL
. ACL — 2
. ACL — 3

e VLANACLVLAN
10-1 ACL

Jll_ Cisco NX-OS Security

OoL-12914-01-J |
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IP ACL

ACL
10-1 ACL
ACL
ACL | e e |Pv4 ACL
. 2 e MACACL
ACL ACL
VLAN
ACL | ¢ VLAN Switch Virtual Interface SVI; e IPv4 ACL
A Y
A MAC ACL
VLAN VLAN
Cisco NX-OS Interface Configuration
Guide
° 3
o 3
VLAN ACL e VLAN e |Pv4 ACL
VLAN ACL 12 VLAN ACL * MACACL
ACL
ACL ACL
1. ACL
2. VACL
3. ACL
4., SGACL
5. ACL
6. VACL
VLAN ACL 10-1

Cisco NX-OS Security

| oL-12914-01-J
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N acL
10-1 ACL
Y AR wH L wmm
VLAN : L—73 =43 VLAN
R— k ACL ACL : ACL ACL ; ACL
IRy b E 5 g
VLAN X ! VLANY &
""""""""""""""""" " EFayFq HU—TFACL e E
10-2 ACL
VLAN
ACL 2
VLAN VLAN ACL ACL
VLAN VACL
VACL
SGACL 9 Cisco TrustSec
10-2 ACL
tXayFqa IN—7
AR ACL HAL—4
JL—4 ACL ‘I' ACL
c L—73 A//r\\ ]
AR H A
£—4%%y b £—H%%y b
ZzAR JI4R
] VLAN
R— b~ ACL ACL

tXalUTqa =7
ACL

186690

Jll_ Cisco NX-OS Security
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permit

ACL ||

deny

Cisco NX-OS Security Command Reference

permit deny

. p.10-5
o p.10-5
o p.10-6
o p.10-6
o p.10-6
o p.10-7
o p.10-8
IPvd ACL MAC ACL
Cisco NX-OS Se
permit deny
IPv4 ACL MAC ACL
IPv4 ACL
MAC ACL
16 MAC ACL
IPv4 ACL
Layer 2 Tunneling Protocol L2TP; 2
ACL
Reference permit deny

Cisco NX-OS Security

curity Command Reference

ICMP
Ethertype
IP 0x0800
115

Cisco NX-OS Security Command

| oL-12914-01-J
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W AcL

IP ACL MAC ACL
ACL
IPv4 ACL
deny ip any any
IP
MAC ACL
deny any any protocol
2
ACL
e |Pv4 ACL
4
TCP UDP
ICMP
IGMP
Precedence
Differentiated Services Code Point DSCP; DiffServ
ACK FIN PSH RST SYN URG TCP
TCP
e MACACL
3
VLAN ID
Class of Service CoS;
Cisco NX-OS Security
Command Reference permit deny
ACL
ACL 100 110
1 105

Cisco NX-OS Security
[ 10-6 | oL-12914-01-J |
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ACL ||
switch(config-acl)# no permit tcp 10.0.0.0/8 any
101
switch(config-acl)# no 101
o — ACL
2
ACL
10 ACL
225
235
NX-0S ACL
ACL 100 101
1
TCP UDP IP ACL
Logical Operator Unit LOU;
Cisco Nexus
7000 104 LOU
LOU
e eqLOU
e gt—1/2L0U
e Lt—1/2L0U
e Neq—1/2LOU
e range—1LOU
LOU
LOU
gt 10 gt11 LOU
gt 10 It 10
LOU
gt 10
gt 10 LOU
LOU 1 gt 10
LOU

Cisco NX-OS Security
[ oL-12914-01-J
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W AcL

e ACL
e TCP UDP ICMP
ACL
ACL ACL
ACL ACL
110
IPv4 ACL MACACL ACL
N ACL
ACL
1 64
1 2
ACL
ACL

Cisco NX-OS Security
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ACL
J — 1
ACL
Y
NX-0S

100
. 1 — 1
. 1 — 1
. 1

1
1
PB ACL
Policy-Based ACL PBACL; ACL PBACL

IP TCP UDP

IP
IPv4 ACL

ACL
IP 3
1P
PBACL ACL ACL
PBACL
1 1
PBACL

VLAN ACL

e |Pv4 — IPv4 ACL
permit deny
addrgroup
. — IPv4 TCP UDP
permit
portgroup

Cisco NX-OS Security
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W acL
IPv4 ACL MAC ACL 1
ACL ACL
Y
ACL
ACL ACL
ACL ACL
ACL
IP ACL IP ACL p.10-19
MAC ACL MAC ACL p.11-9
IP ACL Session Manager
Session Manager  IP ACL MAC ACL
ACL
Session Manager Cisco NX-OS System

Management Guide

Virtual Device Context VDC; IP ACL MAC ACL
e ACL VvDC VvDC ACL VvDC
e ACL VDC ACL VvDC
o ACL vDC

Cisco NX-OS Security
[ 10-10 | oL-12914-01-J |
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IP ACL

IP ACL

NX-0S

IPACL
NX-0OS

Cisco NX-OS Licensing Guide

Cisco
NX-OS

IP ACL

IP ACL

e |IPACL IP
e ACL

IP ACL

e ACL Session Manager

Session Manager
Management Guide

o IP ACL 110
3 ACL
IP
. ACL ACL
1/0
e IPACL VLAN VLAN
VLAN

NX-OS Interfaces Configuration Guide

Cisco NX-OS Security

ACL

Cisco NX-OS System

1/0

Cisco

| oL-12914-01-J
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W paAcL

IP ACL

e IPACL p.10-12
e IPACL p.10-13
e |[PACL p.10-14
e |IPACL p.10-15
. ACL IP ACL p.10-16
. ACL IP ACL p.10-17
¢ VACL IP ACL p.10-18
IP ACL
IPv4 ACL
VDC switch to vdc
VvDC ACL VvDC
1. configt
2. ip access-list name
3. [sequence-number] {permit | deny} protocol source destination
4. statistics
5. show ip access-lists name
6. copy running-config startup-config

1 config t

switch# config t
switch(config)#

2 ip access-list name IP ACL IP ACL
name
switch(config)# ip access-list acl-01 64
switch(config-acl) #
3 [sequence-number] {permit | deny} protocol |[|P ACL
source destination
sequence-number 1
4294967295
switch(config-acl)# permit ip .
192.168.2.0/24 any permit deny

Cisco NX-OS Security

Command Reference

Jll_ Cisco NX-OS Security
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IP ACL

IP ACL

statistics ACL
switch(config-acl)# statistics
show ip access-lists name IP ACL

switch(config-acl)# show ip access-lists
acl-01

copy running-config startup-config

switch(config-acl)# copy running-config
startup-config

IPv4 ACL

resequence
IPACL

VDC
VDC ACL

config t

ip access-list name

[no] statistics

show ip access-list name

N o a ke b2

copy running-config startup-config

switch to vdc
VDC

[sequence-number] {permit | deny} protocol source destination

no {sequence-number | {permit | deny} protocol source destination}

config t

switch# config t
switch(config)#

ip access-list name

switch(config)# ip access-list acl-01
switch(config-acl)#

ACL

IP ACL

Cisco NX-OS Security

| oL-12914-01-J
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N pacL
[sequence-number] {permit | demy} protocol IP ACL
source destination ACL
switch(config-acl)# 100 permit ip
192.168.2.0/24 an
ol sequence-number 1 4294967295
permit deny
Cisco NX-OS Security
Command Reference
no {sequence-number | {permit | deny} IP ACL
protocol source destination}
switch(config-acl)# no 80 permlt deny
Cisco NX-OS Security
Command Reference
[no] statistics ACL
switch(config-acl)# statistics
no
ACL
show ip access-lists name IP ACL
switch(config-acl)# show ip access-lists
acl-01
copy running-config startup-config
switch(config-acl)# copy running-config
startup-config

IP ACL

VDC
VvDC ACL

ACL
ACL ACL
ACL

1. configt
2. no ip access-list name
3. show running-config aclmgr
4. copy running-config startup-config

switch to vdc
VDC

ACL

Jll_ Cisco NX-OS Security
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IP ACL

IP ACL

IP ACL ||

config t

switch# config t
switch(config)#

no ip access-1list name

switch(config)# no ip access-1list acl-01

IP ACL

show running-config aclmgr

switch(config)# show running-config aclmgr

ACL
IP ACL

copy running-config startup-config

switch(config)# copy running-config
startup-config

IP ACL

VDC

vDC ACL

config t

show ip access-lists name

Eal A A

copy running-config startup-config

switch to vdc
VvDC

resequence ip access-list name starting-sequence-number increment

config t

switch# config t
switch(config)#

resequence ip access-list name
starting-sequence-number increment

switch(config)# resequence access-list ip
acl-01 100 10

ACL

starting-sequence-number increment

1 4294967295

Cisco NX-OS Security

| oL-12914-01-J
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W paAcL

3 show ip access-lists name IP ACL

switch(config)# show ip access-lists
acl-01

4 copy running-config startup-config

switch(config)# copy running-config
startup-config

ACL IP ACL

IPv4 ACL
N 3
i 3
* VLAN

ACL ACL

ACL
IP ACL p.10-12 IP ACL p.10-13

1. configt
2. interface ethernet slot/port[.number]
interface port-channel channel-number[.number]
interface tunnel tunnel-number
interface vlan vlan-1D
interface mgmt port
ip access-group access-list {in | out}
show running-config aclmgr

5. copy running-config startup-config

Cisco NX-OS Security
[ 10-16 | oL-12914-01-J |
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IP ACL
1 config t
switch# config t
switch(config)#
2 interface ethernet slot/port|[.number] 2 3
switch(config)# interface ethernet 2/3
switch(config-if)#
number
interface port-channel
channel -number| .number]
3
switch(config)# interface port-channel 5
switch(config-if)#
number
interface tunnel tunnel-number
switch(config)# interface tunnel 13
switch(config-if)#
interface vlan vlan-ID VLAN
switch(config)# interface vlan 11
switch(config-if)#
interface mgmt port
switch(config)# interface mgmt 0
switch(config-if)#
3 ip access-group access-list {in | out} IPv4 ACL
3
switch(config-if)# ip access-group acl-120 ACL 1
out
4 show running-config aclmgr ACL
switch(config-if)# show running-config aclmgr
5 copy running-config startup-config
switch(config-if)# copy running-config
startup-config
IPv4 ACL 2
ACL ACL

Cisco NX-OS Security
[ oL-12914-01-J
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W paAcL

ACL
IP ACL p.10-12 IP ACL p.10-13

1. configt

2. interface ethernet slot/port
interface port-channel channel-number
ip port access-group access-list in
show running-config aclmgr

5. copy running-config startup-config

1 config t

switch# config t
switch(config)#

2 interface ethermet slot/port 2 3

switch(config)# interface ethernet 2/3
switch(config-if)#

interface port-channel channel-number

switch(config)# interface port-channel 5
switch(config-if)#

3 ip port access-group access-list in IPv4 ACL
ACL

switch(config-if)# ip port access-group
acl-12-marketing-group in ACL

4 show running-config aclmgr ACL

switch(config-if)# show running-config
aclmgr

5 copy running-config startup-config

switch(config-if)# copy running-config
startup-config

VACL IP ACL

IPACL VACL IPv4 ACL VACL VACL
p.12-5

Cisco NX-OS Security
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IP ACL

IP ACL

IP ACL

IP ACL

IP ACL |

IP ACL

show running-config aclmgr IPACL IPACL
ACL

show ip access-lists IP ACL

show running-config interface ACL

Cisco NX-OS Security Command Reference

IP ACL show ip
access-lists Cisco NX-OS
Security Command Reference
IPv4 ACL
show ip access-lists IPv4 ACL IPv4 ACL  statistics

show ip access-lists

clear ip access-list counters

IPv4 ACL IPv4 ACL

acl-01 IPv4 ACL

ip access-list acl-01

permit ip 192.168.2.0/24 any
interface ethernet 2/1

ip access-group acl-01 in

Cisco NX-OS Security Command Reference

2/1 2

| oL-12914-01-J
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|
IPv4 ACL ACL
. Session Manager p.10-20
e |PV4 p.10-20
o p.10-21
J p.10-22
Session Manager
Session Manager
Session Manager Cisco NX-OS System Management
Guide
IPv4
IPv4
1. configt

object-group ip address name

[sequence-number] {host IPv4-address | IPv4-address network-wildcard | IPv4-address/prefix-len}
no {sequence-number | host IPv4-address | IPv4-address network-wildcard | IPv4-address/prefix-len}
show object-group name

5. copy running-config startup-config

1 config t

switch# config t
switch(config)#

2 object-group ip address name 1Pv4
IPv4

switch(config)# object-group ip address
ipv4-addr-group-13
switch(config-ipaddr-ogroup) #

Cisco NX-OS Security
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3 [sequence-number] {host IPv4-address
IPv4-address network-wildcard |

IPv4-address/prefix-len} host

host
switch(config-ipaddr-ogroup)# host 10.99.32.6

no [sequence-number | host IPv4-address |
IPv4-address network-wildcard |
IPv4-address/prefix-len}

no host

switch(config-ipaddr-ogroup)# no host
10.99.32.6

4 show object-group name

switch(config-ipaddr-ogroup)# show
object-group ipvéd-addr-group-13

5 copy running-config startup-config

switch(config-ipaddr-ogroup)# copy
running-config startup-config

1. configt
2. object-group ip port name
3. [sequence-number] operator port-number [port-number]
no {sequence-number | operator port-number [port-number]}
4. show object-group name

5. copy running-config startup-config

1 config t

switch# config t
switch(config)#

2 object-group ip port name

switch(config)# object-group ip port
NYC-datacenter-ports
switch(config-port-ogroup) #

Cisco NX-OS Security
[ oL-12914-01-J
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3 [sequence-number] operator port-number
[port-number]

1
switch(config-port-ogroup)# eq 80
(] eq
e gt
o |t
* neq
* range
Y
range 2

port-number

no {sequence-number | operator port-number
[port-number] }

no
switch(config-port-ogroup)# no eqg 80

4 show object-group name

switch(config-port-ogroup)# show object-group
NYC-datacenter-ports

5 copy running-config startup-config

switch(config-port-ogroup)# copy
running-config startup-config

IPv4

1. configt

2. no object-group {ip address | ip port} name
3. show object-group

4. copy running-config startup-config

Cisco NX-OS Security
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1 config t

switch# config t
switch(config)#

2 no object-group {ip address | ip port}
name

switch(config)# no object-group ip address
ipvd-addr-group-A7

3 show object-group

switch(config)# show object-group

4 copy running-config startup-config

switch(config)# copy running-config
startup-config

show object-group

show running-config acimgr ACL

Cisco NX-OS Security Command Reference

Cisco NX-OS Security
[ oL-12914-01-J
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o Session Manager p.10-24
. p.10-24

o p.10-25

o p.10-27

. p.10-28

Session Manager

Session Manager

Session Manager Cisco NX-OS System Management Guide
VDC switch to vdc

VvDC ACL VvDC

1. configt

2. time-range name
[sequence-number] periodic weekday time to [weekday] time
[sequence-number] periodic [list-of-weekdays] time to time
[sequence-number] absolute start time date [end time date]
[sequence-number] absolute [start time date] end time date
4. show time-range name

5. copy running-config startup-config

1 config t

switch# config t
switch(config)#

2 time-range name

switch(config)# time-range workday-daytime
switch(config-time-range) #

Cisco NX-OS Security
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3 [ sequence-number] periodic weekday time to
[weekday] time 1

switch(config-time-range) # periodic monday
00:00:00 to friday 23:59:59

[sequence-number] periodic list-of-weekdays
list-of-weekdays time to time

switch(config-time-range)# periodic Hsboﬁmmekdays
weekdays 06:00:00 to 20:00:00

e daily—1
e weekdays —
e weekend —

[sequence-number] absolute start time date |stgrt

d ti dat
[en ime datel end

switch(config-time-range)# absolute start
1:00 15 march 2008

[sequence-number] absolute [start time end

date] end time date
start

switch(config-time-range)# absolute end
23:59:59 31 december 2008

4 show time-range name

switch(config-time-range)# show time-range
workday-daytime

5 copy running-config startup-config

switch(config-time-range)# copy
running-config startup-config

resequence
p.10-28
VvDC switch to vdc
VDC ACL VDC

Cisco NX-OS Security
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1. configt

2. time-range name

3. [sequence-number] periodic weekday time to [weekday] time
[sequence-number] periodic [list-of-weekdays] time to time
[sequence-number] absolute start time date [end time date]
[sequence-number] absolute [start time date] end time date
no {sequence-number | periodic . . . | absolute . . .}

4. show time-range name

copy running-config startup-config

1 config t

switch# config t
switch(config)#

2 time-range name

switch(config)# time-range workday-daytime
switch(config-time-range) #

Cisco NX-OS Security
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3 [ sequence-number] periodic weekday time to
[weekday] time 1

switch(config-time-range) # periodic monday
00:00:00 to friday 23:59:59

[sequence-number] periodic list-of-weekdays
list-of-weekdays time to time

switch(config-time-range)# 100 periodic Hsboﬁmmekdays
weekdays 05:00:00 to 22:00:00

e daily—1
e weekdays —
e weekend —

[sequence-number] absolute start time date |start

d ti dat
[en ime datel end

switch(config-time-range)# absolute start
1:00 15 march 2008

[sequence-number] absolute [start time end

date] end time date
start

switch(config-time-range)# absolute end
23:59:59 31 december 2008

no {sequence-number | periodic arguments.
| absolute arguments. . .}

switch(config-time-range)# no 80

4 show time-range name

switch(config-time-range)# show time-range
workday-daytime

5 copy running-config startup-config

switch(config-time-range)# copy
running-config startup-config

VvDC switch to vdc
VDC ACL VDC

ACL
ACL ACL
ACL
ACL

Cisco NX-OS Security
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IP ACL

config t
no time-range name

show time-range

Eol A A

copy running-config startup-config

1 config t

switch# config t
switch(config)#

2 no time-range name

switch(config)# no time-range
daily-workhours

3 show time-range

switch(config-time-range)# show time-range

4 copy running-config startup-config

switch# copy running-config startup-config

VvDC switch to vdc
VvDC ACL VDC
config t

resequence time-range name starting-sequence-number increment

show time-range name

> 0 nh =

copy running-config startup-config

Jll_ Cisco NX-OS Security
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config t

switch# config t
switch(config)#

resequence time-range name
starting-sequence-number increment

switch(config)# resequence time-range
daily-workhours 100 10
switch(config)#

show time-range name

switch(config)# show time-range
daily-workhours

copy running-config startup-config

switch(config)# copy running-config
startup-config

show time-range

show running-config acimgr

ACL

Cisco NX-OS Security

Cisco NX-OS Security Command Reference

| oL-12914-01-J
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|
10-2 IPACL
10-2 IPACL
IP ACL IP ACL
ACL ACL [p.10-6]
IP ACL
. p.10-30
. p.10-30
VACL VLAN ACL p.12-2
IP ACL Cisco NX-OS Security Command Reference

Cisco NX-OS Security Command Reference

Cisco NX-OS Security Command Reference

Cisco NX-OS Security
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MAC ACL

Media Access ControlMAC; ACL
e MACACL p.11-2
¢ MACACL p.11-2
e MACACL p.11-2
o p.11-2
¢ MACACL p.11-3
e MACACL p.11-9
e MACACL p.11-9
¢ MACACL p.11-9
. p.11-10
. p.11-10

Cisco NX-OS Security
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MAC ACL |
B mAc ACL
MAC ACL
MAC ACL 2
ACL MAC ACL IP
ACL ACL p.10-2
MAC ACL
NX-0S MAC ACL
Cisco NX-OS NX-0S
Cisco NX-OS Licensing Guide
MAC ACL
MAC ACL
e MACACL MAC
e ACL p.10-2
MAC ACL
e MACACL

Jll_ Cisco NX-OS Security
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MAC ACL

MAC ACL

MAC ACL

¢ MACACL p.11-3
e MACACL p.11-4
e MACACL p.11-5
¢ MACACL p.11-6
o ACL MAC ACL p.11-7
e VACL MAC ACL p.11-8
MAC ACL
VvVDC switch to vdc
VvVDC ACL VDC
1. configt
2. mac access-list name
3. {permit | deny} source destination protocol
4. statistics
5. show mac access-lists name
6. copy running-config startup-config
config t
switch# config t
switch(config)#
mac access-list name MAC ACL ACL
switch(config)# mac access-list acl-mac-01
switch(config-mac-acl) #
{permit | deny} source destination MAC ACL
protocol
permit deny
switch(config-mac-acl)# permit . .
00c0.4£f00.0000 0000.00ff.ffff any Cisco NX-OS Security
Command Reference
statistics ACL
switch(config-mac-acl)# statistics

Cisco NX-OS Security
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N wmAc AcL
5 show mac access-lists name MAC ACL
switch(config-mac-acl)# show mac
access-1lists acl-mac-01
6 copy running-config startup-config
switch(config-mac-acl)# copy
running-config startup-config
MAC ACL
MAC ACL
resequence
MAC ACL p.11-6
VvDC switch to vdc
VDC ACL VDC
1. configt
2. mac access-list name
3. [sequence-number] {permit | deny} source destination protocol
4. no {sequence-number | {permit | deny} source destination protocol}
5. [no] statistics
6. show mac access-lists name
7. copy running-config startup-config
1 config t
switch# config t
switch(config)#
2 mac access-list name ACL ACL

switch(config)# mac access-list acl-mac-01
switch(config-mac-acl) #

Jll_ Cisco NX-OS Security
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MAC ACL

MAC ACL

MAC ACL

[ sequence-number] {permit | deny} source
destination protocol

switch(config-mac-acl)# 100 permit mac
00c0.4£00.00 0000.00ff.ffff any

MAC ACL
ACL

permit deny

Cisco NX-OS Security
Command Reference

no {sequence-number | {permit | deny}
source destination protocol}

switch(config-mac-acl)# no 80

MAC ACL

permit deny

Cisco NX-OS Security
Command Reference

[no] statistics

switch(config-mac-acl)# statistics

ACL

no
ACL

show mac access-lists name

switch(config-mac-acl)# show mac
access-lists acl-mac-01

MAC ACL

copy running-config startup-config

switch(config-mac-acl)# copy
running-config startup-config

MAC ACL

VDC

VDC ACL

ACL
ACL ACL

ACL

config t
no mac access-list name

show mac access-lists

> 0 h =

copy running-config startup-config

Cisco NX-OS Security

switch to vdc
VDC

ACL
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W wmAc ACL

1 config t

switch# config t
switch(config)#

2 no mac access-list name MAC ACL

switch(config)# no mac access-list
acl-mac-01
switch(config)#

3 show mac access-lists MAC ACL

switch(config)# show mac access-lists

4 copy running-config startup-config

switch(config)# copy running-config
startup-config

MAC ACL

MAC ACL
ACL
p.10-5

VvVDC switch to vdc
VDC ACL VDC

config t
resequence mac access-list name starting-sequence-number increment

show mac access-lists name

> 0 np

copy running-config startup-config

Cisco NX-OS Security
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ACL

MAC ACL

config t

switch# config t
switch(config)#

resequence mac access-list name ACL
starting-sequence-number increment
switch(config)# resequence mac access-list
acl-mac-01 100 10
show mac access-lists name MAC ACL
switch(config)# show mac access-lists
acl-mac-01
copy running-config startup-config
switch(config)# copy running-config
startup-config
MAC ACL ACL
. 2
L]
L]

ACL

MAC ACL MAC ACL p.11-3

1. configt

2. interface ethernet slot/port
interface port-channel channel-number
mac port access-group access-list

4. show running-config aclmgr

copy running-config startup-config

Cisco NX-OS Security
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W wmAc ACL

1 config t

switch# config t
switch(config)#

2 interface ethernet slot/port 2 3

switch(config)# interface ethernet 2/1
switch(config-if)#

interface port-channel channel-number

switch(config)# interface port-channel 5
switch(config-if)#

3 mac port access-group access-list MAC ACL

switch(config-if)# mac port access-group acl-01

4 show running-config aclmgr ACL

switch(config-if)# show running-config aclmgr

5 copy running-config startup-config

switch(config-if)# copy running-config
startup-config

VACL MAC ACL

MAC ACL VACL MAC ACL VACL
VACL p.12-5

Cisco NX-OS Security
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MAC ACL ||

MAC ACL

MAC ACL
show mac access-lists MAC ACL
show running-config aclmgr MAC ACL ACL
ACL
show running-config interface ACL
Cisco NX-OS Security Command Reference
MAC ACL show ip
access-lists
MAC ACL
show mac access-lists MAC ACL MAC ACL  statistics
show mac access-lists
clear mac access-list counters MAC ACL MAC ACL
Cisco NX-OS Security Command Reference
acl-mac-01 MAC ACL

2/1 2

mac access-list acl-mac-01

permit 00c0.4£00.0000 0000.00ff.ffff any
interface ethernet 2/1

mac access-group acl-mac-01

Cisco NX-OS Security
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|
11-1  MAC ACL
11-1  MAC ACL
MAC ACL MAC ACL
ACL ACL [p.10-6]
MAC ACL
. p.11-10
. p.11-10
ACL ACL p.10-2
MAC ACL Cisco NX-OS Security Command Reference

Cisco NX-OS Security
[ 11-10 | oL-12914-01-J |



CHAPTER 12

VLAN ACL

VLAN ACL
e VLAN ACL p.12-2
e VACL p.12-4
e VACL p.12-4
. p.12-4
e VACL p.12-5
e VACL p.12-8
¢ VACL p.12-8
* VACL p.12-9
o p.12-9
. p.12-9
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W vLAN ACL

VLAN ACL

VLAN ACL VACL Media Access Control MAC; ACL IP ACL
1 VACL VLAN
VLAN VACL
VACL

ACL ACL p.10-2

VACL p.12-2

VACL p.12-2

o p.12-2

e Session Manager p.12-3

o p.12-3

VACL

VACL IP ACL MAC ACL
VACL

VACL

action

e Forward —
¢ Redirect— 1
e Drop—

e Log drop
e Send

VACL 1 VACL VLAN
ACL

VACL

Cisco NX-OS Security
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VLAN ACL
VLAN VACL
VACL
VLAN
VACL
VACL VACL p.12-8
Session Manager
Session Manager VACL ACL
Session Manager Cisco NX-OS System Management Guide
Virtual Device Context VDC; VACL
e ACL VDC VDC ACL VDC
e ACL VvDC ACL VvDC
. ACL VDC

Cisco NX-OS Security
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W vacL
NX-0S VACL Cisco
NX-0S NX-0S
Cisco NX-OS Licensing Guide
VACL
e VACL VLAN
e ACL p.10-2
VACL
e ACL Session Manager ACL

Management Guide
e ACL ACL

Session Manager

p.10-2

Cisco NX-OS System
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VACL

VACL

MAC ACL

¢ VACL p.12-5

e VACL p.12-6

e VLAN VACL p.12-7
VACL VACL
VACL IP ACL MAC ACL

IP ACL
MAC ACL

1. configt

2. vlan access-map map-name

ol

match ip address ip-access-list
match mac address mac-access-list
action {drop | forward | redirect}
[no] statistics

show running-config aclmgr

N o a s

copy running-config startup-config

1P

VACL

MAC ACL

IP ACL
p.11-1

p.10-1

config t

switch# config t
switch(config)#

vlan access-map map-name

switch(config)# vlan access-map
acl-mac-map
switch(config-access-map) #

Cisco NX-OS Security
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W vacL

3 match ip address ip-access-list IPv4 ACL

switch(config-access-map)# match mac
address acl-ip-lab

match mac address mac-access-list MAC ACL

switch(config-access-map)# match mac
address acl-mac-01

4 action {drop | forward | redirect} ACL

switch(config-access-map)# action forward .
action

Cisco
NX-OS Security Command Reference

5 [no] statistics VACL

switch(config-access-map)# statistics

no
VACL

6 show running-config aclmgr ACL

switch(config-access-map)# show
running-config aclmgr

7 copy running-config startup-config

switch(config-access-map)# copy
running-config startup-config

VACL
VACL VLAN

VACL VLAN
VACL VACL VACL VLAN
VACL

config t
no vlan access-map map-name

show running-config aclmgr

> 8 bhp =

copy running-config startup-config

Cisco NX-OS Security
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VACL
1 config t
switch# config t
switch(config)#
2 no vlan access-map map-name VLAN
switch(config)# no vlan access-map
acl-mac-map
3 show running-config aclmgr ACL
switch(config)# show running-config aclmgr
4 copy running-config startup-config
switch(config)# copy running-config
startup-config
VLAN VACL
VACL VLAN
VACL VACL
VACL VACL
p.12-5
VACL VACL VACL
VACL
VACL p.12-8
1. configt
2. [no] vlan filter map-name vlan-list list
3. show running-config aclmgr
4. copy running-config startup-config

Cisco NX-OS Security
[ oL-12914-01-J
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W vacL

1 config t

switch# config t
switch(config)#

2 [no] vlan filter map-name vlan-list Ilist VACL VLAN

no

switch(config)# vlan filter acl-mac-map VACL

vlan-list 1-20,26-30
switch(config)#

VACL

VACL

3 show running-config aclmgr ACL
switch(config)# show running-config aclmgr
4 copy running-config startup-config
switch(config)# copy running-config
startup-config
VACL
show running-config aclmgr VACL ACL
show vlan filter VLAN VACL
show vlan access-map VLAN
Cisco NX-OS Security Command Reference
VACL
show vlan access-list VACL VLAN statistics
show ip access-lists
clear vlan access-list counters VACL VACL

Cisco NX-OS Security Command Reference

Jll_ Cisco NX-OS Security
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VACL
acl-mac-01 MAC ACL VACL
VACL VLANS0 82
conf t
vlan access-map acl-mac-map
match mac address acl-mac-01
action forward
vlan filter acl-mac-map vlan-list 50-82
12-1 VACL
12-1  VACL
VACL IP ACL
ACL ACL [p.10-6]
IP ACL
o p.12-9
o p.12-9
ACL ACL p.10-2
VACL Cisco NX-OS Security Command Reference

Cisco NX-OS Security
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Cisco NX-OS Security
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p.13-7
p.13-7
p.13-7
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p.13-18
MAC p.13-18
p.13-18
p.13-19
p.13-19

CHAPTER

Cisco NX-OS Security
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e 802.1X

MAC
MAC

MAC
2
MAC
MAC
MAC p.13-2
p.13-3
MAC p.13-3
p.13-4
p.13-5
p.13-5
p.13-6
p.13-6
MAC [p.13-3]
MAC
MAC
3
p.13-5
MAC

[p.13-3]

MAC
VLAN
MAC
MAC
p.13-13
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MAC
p.13-14
MAC
NVRAM
MAC
MAC
MAC p.13-13
MAC
0 1440 0
MAC
2
0
MAC
MAC 1
VLAN MAC
MAC
1 MAC
MAC 3
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. — MAC 8192
VLAN
MAC
1
e VLAN — VLAN
MAC VLAN
VLAN
VLAN
VLAN p.13-4
VLAN
MAC
MAC p.13-14
MAC p.13-13

2

. MAC
MAC
VLAN
VLAN 1 5
10
VLAN 1 5 6
VLAN 1
10 11
. MAC
VLAN
Y
MAC
VLAN MAC
MAC

Cisco NX-OS Security
[ 13-4 | oL-12914-01-J |



MAC

errdisable shutdown
no shut down

. — MAC
. _ MAC
MAC
MAC
2
. — 2
VLAN
. — 2
VLAN
VLAN VLAN
s SPAN — SPAN SPAN
2
. — 2
VLAN
. — 2
VLAN
VLAN VLAN
. — 2
3

MAC

Cisco NX-OS Security
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2
802.1X
802.1X
802.1X MAC
1
MAC
802.1X
MAC 802.1X
802.1X MAC
802.1X MAC
802.1X
MAC
MAC
MAC
802.1X
i — 802.1X
802.1X
VDC

o VDC
i MAC VDC
N VDC MAC VDC

802.1X

MAC

802.1X

MAC

MAC

MAC

MAC

VDC

802.1X

Jll_ Cisco NX-OS Security
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NX-0S
Cisco NX-0S
NX-0OS Cisco NX-OS Licensing Guide

. Switched Port
Analyzer SPAN;

. 802.1X 802.1X [p.13-6]

Cisco NX-OS Security
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o p.13-8

p.13-9
. MAC p.13-10
. MAC p.13-11

. MAC
p.13-13

. MAC p.13-14
* MAC p.13-14

. p.13-16

. p.13-17

MAC MAC

VvVDC switch to vdc

config t
[no] feature port-security

show port-security

> L bh =

copy running-config startup-config

1 config t

switch# config t
switch(config)#

2 [no] feature port-security

no

switch(config)# feature port-security

Cisco NX-OS Security
[ 13-8 | oL-12914-01-J |



3 show port-security

switch(config)# show port-security

4 copy running-config startup-config

switch(config)# copy running-config
startup-config

2
2
MAC MAC
p.13-2
S
MAC
MAC
MAC p.13-10
VvDC switch to vdc
p.13-18
p.13-8
config t

interface type slot/port
switchport
[no] switchport port-security

show running-config port-security

I L e

copy running-config startup-config

Cisco NX-OS Security
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1 config t

switch# config t
switch(config)#

2 interface type slot/port

switch(config)# interface ethernet 2/1
switch(config-if)#

3 switchport 2

switch(config-if)# switchport

4 [no] switchport port-security
no

switch(config-if)# switchport
port-security

5 show running-config port-security

switch(config-if)# show running-config
port-security

6 copy running-config startup-config

switch(config-if)# copy running-config
startup-config

MAC

MAC
MAC

MAC

VvVDC switch to vdc

p.13-18
p.13-8
2
p.13-9
1. configt

2. interface type slot/port

Cisco NX-OS Security
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3. switchport
4. [no] switchport port-security mac-address sticky
5. show running-config port-security
6. copy running-config startup-config
config t
switch# config t
switch(config)#
interface type slot/port MAC
switch(config)# interface ethernet 2/1
switch(config-if)#
switchport 2
switch(config-if)# switchport
[no] switchport port-security mac-address MAC
sticky
no
MAC
switch(config-if)# switchport
port-security mac-address sticky
show running-config port-security
switch(config-if)# show running-config
port-security
copy running-config startup-config
switch(config-if)# copy running-config
startup-config
2 MAC
MAC
MAC show
port-security MAC
MAC [p.13-13]
MAC [p.13-14]
MAC
[p.13-14]
VDC switch to vdc

Cisco NX-OS Security
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p.13-18
p.13-8

p.13-9

config t
interface type slot/port
[no] switchport port-security mac-address address [vlan vlan-1D]

show running-config port-security

a & 0 bh -

copy running-config startup-config

1 config t

switch# config t
switch(config)#

2 interface type slot/port

switch(config)# interface ethernet 2/1
switch(config-if)#

3 [no] switchport port-security mac-address
address [vlan vlan-ID]

MAC

switch(config-if)# switchport VLAN vlan
port-security mac-address 0019.D2D0.00AE

4 show running-config port-security

switch(config-if)# show running-config
port-security

5 copy running-config startup-config

switch(config-if)# copy running-config
startup-config

Cisco NX-OS Security
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MAC

2 MAC

VDC switch to vdc

p.13-18
p.13-8

p.13-9

config t
interface type slot/port
no switchport port-security mac-address address [vlan vlan-1D]

show running-config port-security

a 0 bh

copy running-config startup-config

1 config t

switch# config t
switch(config)#

2 interface type slot/port

MAC
switch(config)# interface ethernet 2/1
switch(config-1if)#
3 no switchport port-security mac-address
address MAC

switch(config-if)# no switchport
port-security mac-address 0019.D2D0.00AE

4 show running-config port-security

switch(config-if)# show running-config
port-security

5 copy running-config startup-config

switch(config-if)# copy running-config
startup-config

Cisco NX-OS Security
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|
MAC
MAC
VDC switchto vdc
1. configt
2. clear port-security dynamic {interface ethernet slot/port | address address} [vlan vlan-1D]
3. show port-security address
1 config t
switch# config t
switch(config)#
2 clear port-security dynamic {interface MAC
ethernet slot/port | address address}
[vlan vlan-ID]
interface
switch(config)# clear port-security
dynamic interface ethernet 2/1
address
VLAN
vlan
3 show port-security address MAC
switch(config)# show port-security address
MAC
2 MAC MAC
2 VLAN MAC
4096
Y
MAC p.13-13

shutdown
no shutdown

Cisco NX-OS Security
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MAC
VDC

p.13-18

p.13-8

config t

interface type slot

show running-config port-security

a k0 bh =

copy running-config startup-config

MAC

switch to vdc

[no] switchport port-security maximum number [vlan vlan-1D]

1

VLAN

config t

switch# config t
switch(config)#

interface type slot

switch(config)# interface ethernet 2/1
switch(config-if)#

slot

MAC

[no] switchport port-security maximum
number [vlan vlan-ID]

switch(config-if)# switchport
port-security maximum 425

4096 no
MAC

VLAN

MAC

number

vlan

MAC

show running-config port-security

switch(config-if)# show running-config
port-security

copy running-config startup-config

switch(config-if)# copy running-config
startup-config

Cisco NX-OS Security

| oL-12914-01-J



13

MAC
MAC

VvVDC switch to vdc

p.13-18

p.13-8

config t

interface type slot

[no] switchport port-security aging type {absolute | inactivity}
[no] switchport port-security aging time minutes

show running-config port-security

L S

copy running-config startup-config

1 config t
switch# config t
switch(config)#
2 interface type slot
slot MAC
switch(config)# interface ethernet 2/1
switch(config-if)#
3 [no] switchport port-security aging type MAC
{absolute | inactivity}
no
switch(config-if)# switchport
port-security aging type inactivity
4 [no] switchport port-security aging time MAC
minutes
minutes 1440
switch(config-if)# switchport no
port-security aging time 120 0

Jll_ Cisco NX-OS Security
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show running-config port-security

switch(config-if)# show running-config
port-security

copy running-config startup-config

switch(config-if)# copy running-config
startup-config

VDC

p.13-18

p.13-8

config t

interface type slot/port

show running-config port-security

a > 0 bh =

copy running-config startup-config

switch to vdc

[no] switchport port-security violation {protect | restrict | shutdown}

config t

switch# config t
switch(config)#

interface type slot/port

switch(config)# interface ethernet 2/1
switch(config-if)#

slot

Cisco NX-OS Security
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[no] switchport port-security violation
{protect | restrict | shutdown}

switch(config-if)# switchport
port-security violation restrict

no

show running-config port-security

switch(config-if)# show running-config
port-security

copy running-config startup-config

switch(config-if)# copy running-config
startup-config

show running-config port-security

show port-security

MAC

Cisco NX-OS Security Command Reference

MAC show port-security address

VLAN
2/1
Restrict

feature port-security
interface Ethernet 2/1
switchport
switchport port-security
switchport port-security maximum 10

Cisco NX-OS Security Command Reference

switchport port-security maximum 7 vlan 10
switchport port-security maximum 3 vlan 20
switchport port-security violation restrict

Jll_ Cisco NX-OS Security
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13-1
13-1
MAC
MAC 1
o p.13-19
o p.13-19
e MIB p.13-19
2 Cisco NX-OS Layer 2 Switching Configuration Guide
Cisco NX-OS Security Command Reference
MIB
NX-0S SNMP
MIB MIB
* CISCO-PORT-SECURITY-MIB MIB URL

http://www.cisco.com/nx-os/mibs

Cisco NX-OS Security
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« DHCP
« DHCP
» DHCP

« DHCP
« DHCP
« DHCP
« DHCP
« DHCP
« DHCP

Dynamic Host Configuration Protocol DHCP

p.14-2
p.14-6
p.14-6
p.14-6
p.14-7
p.14-16
p.14-16
p.14-17
p.14-17
p.14-18
p.14-18
p.14-19
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W DpHcP

DHCP

DHCP DHCP
DHCP

. DHCP
» DHCP

. DHCP

Dynamic ARP Inspection DAI; ARP IP DHCP

DHCP VLAN
VLAN 1 VLAN VLAN

o p.14-2

e DHCP p.14-3

e DHCP p.14-3

o p.14-3

e DHCP Option 82 p.14-4

e DHCP p.14-6

DHCP

DHCP

NX-0S

untrusted DHCP
trusted
trusted trusted

DHCP DHCP
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DHCP ||
DHCP
DHCP DHCP
DHCP VLAN
IP
)
DHCP DHCP
DHCP DHCP
DHCPACK
IP
DHCPRELEASE
DHCP MAC
IP VLAN LAN
clear ip dhcp snooping binding
DHCP
p.14-17
DHCP
DHCP NX-0S DHCP
DHCP
IP IP IP
DHCP
DHCP
DHCP giaddr
option82
DHCP option82
DHCP VLAN
DHCP
DHCP
. DHCP DHCPACK DHCPNAK
DHCPOFFER
° MAC DHCP
DHCP
MAC
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W pHCP
« DHCP
DHCPRELEASE DHCPDECLINE
o IP 0.0.0.0 DHCP
DHCP Option 82
DHCP IP
Option 82
MAC LAN
14-1
DHCP IP DHCP
DHCP IP
DHCP
DHCP
14-1 DHCP
A= DHCP
= |
[ |
Nexus 24 v F ;77‘&7\ L1
(DHCP JL— T—ox 2 b)
L A T VLANT0
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: (DHCP mAE E]l (DHCP
\?\7’(7/|*)_i’ _i’77’f7/|‘/),/
NX-0S Option 82
1. DHCP DHCP
2. NX-0S DHCP Option 82
Option 82 MAC ID
vlan-mod-port ID
DHCP IP
Option 82 DHCP DHCP
5. DHCP Option 82
ID ID IP
ID ID
IP DHCP DHCP Option 82
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DHCP ||
6. NX-0S DHCP NX-0OX
NX-0OX ID
ID Option 82
NX-OX Option 82 DHCP
DHCP
14-2
. ID
ID
ID
. ID
ID
ID
14-2 ID ID
NX-0OS DHCP
Option 82 ID
14-2
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W pHcP
DHCP
Virtual Device Context VDC; DHCP
e DHCP VvDC VvDC
VDC DHCP
. VDC
NX-0S DHCP
Cisco NX-0S
NX-0S Cisco NX-OS Licensing Guide
DHCP
e DHCP DHCP
DHCP
e DHCP 2000
e DHCP 1 VLAN DHCP
DHCP
. DHCP DHCP
DHCP
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DHCP | |

DHCP

e DHCP p.14-7

e DHCP p.14-8

e DHCP p.14-8

¢ VLAN DHCP p.14-9

e DHCP MAC p.14-10

e Option 82 p.14-11

. p.14-12

e DHCP p.14-13

e DHCP Option 82 p.14-14
. DHCP p.14-15

DHCP
DHCP

1 DHCP DHCP
p.14-8

DHCP DHCP

2 DHCP DHCP
p.14-8

3 1 VLAN DHCP VLAN
DHCP p.14-9

DHCP VLAN

4 DHCP
p.14-12

5 DHCP DHCP
p.14-13

6 DHCP IP
DHCP p.14-15
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DHCP

DHCP
DHCP

DHCP DHCP
DHCP DHCP DHCP
DHCP
p.14-8

config t
[no] feature dhcp

show running-config dhcp

> L h =

copy running-config startup-config

1 config t

switch# config t
switch(config)#

2 [no] feature dhcp DHCP

no DHCP
switch(config)# feature dhcp DHCP

3 show running-config dhcp DHCP

switch(config)# show running-config dhcp

4 copy running-config startup-config

switch(config)# copy running-config
startup-config

DHCP
DHCP

DHCP

DHCP DHCP
p.14-8

DHCP DECP
DHCP DHCP

Cisco NX-OS Security
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DHCP

config t
[no] ip dhcp snooping

show running-config dhcp

Eol A A

copy running-config startup-config

1 config t

switch# config t
switch(config)#

2 [no] ip dhcp snooping DHCP

no DHCP
switch(config)# feature dhcp

3 show running-config dhcp DHCP

switch(config)# show running-config dhcp

4 copy running-config startup-config

switch(config)# copy running-config
startup-config

VLAN DHCP
1 VLAN DHCP

DHCP VLAN

DHCP DHCP
p.14-8

config t
[no] ip dhcp snooping vlan vian-list

show running-config dhcp

> 0 h =

copy running-config startup-config

Cisco NX-OS Security
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W pHCP
1 config t
switch# config t
switch(config)#
2 [no] ip dhcp snooping vlan vlan-list vlan-list VLAN DHCP
no
switch(config)# ip dhcp snooping vlan VLAN DHCP
100,200,250-252
3 show running-config dhcp DHCP
switch(config)# show running-config dhcp
4 copy running-config startup-config
switch(config)# copy running-config
startup-config
DHCP MAC
DHCP MAC
MAC DHCP
MAC
DHCP DHCP
p.14-8
1. configt
2. [no] ip dhcp snooping verify mac-address
3. show running-config dhcp
4. copy running-config startup-config

1 config t

switch# config t
switch(config)#

Cisco NX-OS Security
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Option 82

DHCP ||
2 [no] ip dhcp snooping verify mac-address DHCP MAC
no

switch(config)# ip dhcp snooping verify MAC

mac-address
3 show running-config dhcp DHCP

switch(config)# show running-config dhcp
4 copy running-config startup-config

switch(config)# copy running-config

startup-config

DHCP DHCP Option 82

Y
Option 82 DHCP
DHCP Option 82
p.14-14
DHCP Option 82
DHCP DHCP
p.14-8

1. configt

2. [no] ip dhcp snooping information option

3. show running-config dhcp

4. copy running-config startup-config
1 config t

switch# config t

switch(config)#
2 [no] ip dhcp snooping information option DHCP Opﬁon 82

no
switch(config)# ip dhcp snooping Ootion 82

information option

Cisco NX-OS Security
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3 show running-config dhcp DHCP

switch(config)# show running-config dhcp

4 copy running-config startup-config

switch(config)# copy running-config
startup-config

DHCP

untrusted

DHCP DHCP
p.14-8

1. configt

2. interface ethernet slot/port
interface port-channel channel-number
[no] ip dhcp snooping trust

4. show running-config dhcp

copy running-config startup-config

1 config t

switch# config t
switch(config)#

2 interface ethernet slot/port

slot/port DHCP

switch(config)# interface ethernet 2/1 trusted untreusted
switch(config-if)# 2

interface port-channel channel-number

slot/port DHCP

switch(config)# interface port-channel 5 trusted untreusted
switch(config-if)# 2

Cisco NX-OS Security
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DHCP

3 [no] ip dhcp snooping trust DHCP

switch(config-if)# ip dhcp snooping trust no

4 show running-config dhcp DHCP

switch(config-if)# show running-config
dhcp

5 copy running-config startup-config

switch(config-if)# copy running-config
startup-config

DHCP
DHCP

DHCP

DHCP DHCP
p.14-8

config t
[no] service dhcp

show running-config dhcp

> 8w bh =

copy running-config startup-config

1 config t

switch# config t
switch(config)#

2 [no] service dhcp DHCP
no DHCP

switch(config)# service dhcp

3 show running-config dhcp DHCP

switch(config)# show running-config dhcp

Cisco NX-OS Security
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W pHcP

4 copy running-config startup-config
switch(config)# copy running-config
startup-config

DHCP Option 82
DHCP Option 82
DHCP DHCP Option 82
DHCP DHCP
p.14-8

1. configt
2. [no] ip dhcp relay information option
3. show running-config dhcp
4. copy running-config startup-config

1 config t
switch# config t
switch(config)#

2 [no] ip dhcp relay information option DHCP

Option 82

switch(config)# ip dhcp relay information no
option

3 show running-config dhcp DHCP
switch(config)# show running-config dhcp

4 copy running-config startup-config
switch(config)# copy running-config
startup-config

Cisco NX-OS Security
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DHCP

DHCP IP
BOOTREQUEST
IP

DHCP IP
DHCP
DHCP IP
DHCP

1. configt

2. interface ethernet slot/port[.number]
interface vlan vlan-id
interface port-channel channel-id
ip dhcp relay address IP-address
show running-config dhcp

copy running-config startup-config

DHCP | |

DHCP

DHCP
p.14-8

config t

switch# config t
switch(config)#

interface ethernet slot/port].number]

switch(config)# interface ethernet 2/3
switch(config-if)#

slot/port DHCP

number

interface vlan vlan-id

switch(config)# interface vlan 13
switch(config-if)#

vlan-id DHCP
VLAN ID

interface port-channel channel-id

switch(config)# interface port-channel 7
switch(config-if)#

channel-id DHCP

Cisco NX-OS Security
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3 ip dhcp relay address IP-address

BOOTREQUEST

switch(config-if)# ip dhcp relay address DHCP IP
10.132.7.120

4 show running-config dhcp DHCP

switch(config-if)# show running-config
dhcp

5 copy running-config startup-config

switch(config-if)# copy running-config
startup-config

DHCP

DHCP
show running-config dhcp DHCP
show ip dhcp snooping DHCP
Cisco NX-OS Security Command Reference
DHCP show ip dhcp snooping binding

Cisco NX-OS Security Command Reference
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DHCP

DHCP

DHCP

DHCP DHCP
p.14-8

1. clear ip dhcp snooping binding
2. show ip dhcp snooping binding

1 clear ip dhcp snooping binding DHCP

switch# clear ip dhcp snooping binding

2 show ip dhcp snooping binding DHCP

switch# ip dhcp snooping binding

DHCP

DHCP show ip dhcp snooping statistics
Cisco NX-OS Security Command Reference
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DHCP

W DpHcP

DHCP

2 VLAN DHCP

feature dhcp
ip dhcp snooping
ip dhcp snooping info option

interface Ethernet2/5

ip dhcp snooping trust
ip dhcp snooping vlan 1
ip dhcp snooping vlan 50

DHCP

DHCP IP 10.132.7.120

feature dhcp
ip dhcp snoop
service dhcp
ip dhcp relay information option

interface Ethernet2/3

ip dhcp relay address 10.132.7.120

14-1 DHCP

14-1 DHCP

Option 82
DHCP

213

DHCP

DHCP

DHCP VLAN

DHCP MAC

DHCP Option-82

DHCP

DHCP

DHCP

DHCP IP
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DHCP

. p.14-19

. p.14-19
IP IP p.16-2
Dynamic ARP Inspection DA, ARP DAI p.15-2
DHCP Cisco NX-OS Security Command Reference
RFC-2131 Dynamic Host Configuration Protocol  http://tools.ietf.org/html/rfc2131
RFC-3046 DHCP Relay Agent Information Option  http:/tools.ietf.org/html/rfc3046
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Dynamic Address Resolution Protocol ARP; Inspection DAL,
ARP

¢ DAI p.15-2

e DAI p.15-6

e DAI p.15-6

. p.15-7

e DAI p.15-8

¢ DAI p.15-15

¢ DAI p.15-15

e DAI p.15-16

e ARPACL p.15-23

¢ ARPACL p.15-27

. p.15-28

o p.15-28
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N pal
e ARP p.15-2
e ARP p.15-2
e DAI ARP p.15-3
. p.15-4
e ARP ACL DHCP p.15-5
e DAI p.15-5
o p.15-6
ARP
ARP IP MAC
2 IP B A
B ARP A MAC
ARP B A
B A IP MAC
ARP A MAC
ARP
ARP ARP ARP
ARP
ARP ARP
2
ARP ARP
15-1 ARP
151 ARP
TRy Y
(1A, MA) (IB. MB)
C

RX b C (man-in-the-middle)
(IC. MC)

111750
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DAI ||
A B C A B C
IP MAC
A IP 1A MAC MA
A B IP A IP 1B
MAC ARP B ARP
IP 1A MAC MA ARP
ARP IP 1A MAC MA
B A IP 1B MAC
MB ARP
C 2 ARP
A B ARP ARP 1
IP IA- MAC MC 1 IP 1B MAC
MC B 1A
MAC MAC MC A
1B MAC MAC MC
C 1A 1B MAC MAC
C A B
man-in-the-middle
DAI ARP
DAI ARP DAI
NX-0OS
o ARP ARP
° IP MAC
ARP
U ARP
DAI DHCP IP MAC
ARP
VLAN DHCP DHCP
ARP
DAI IP ARP Access
Control List ACL; ARP
DAI ARPACL VLAN [p.15-10]
DAI [p.15-5]
DAI IP ARP
ARP MAC
ARP
[p.15-11]
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N pal

DAI
DAI
DAI
e Untrusted —
e Trusted —
ARP
VLAN
2
DAI p.15-9
15-2 A B 1 2 VLAN DAI
1 2 A DHCP
IP A 1 IP MAC
A B
1 ARP B 1 2
15-2 DAI VLAN ARP
DHCP #—/3
y
Ell
L
A B
577&’— k23 H—k 1/457
AR 1 AR Rr2 8
A DAI
1 B ARP

B DAl
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DAI ||
DAI DAI
ARP
DAI
VLAN DAI DAI
e Untrusted — DAI
e Trusted — DAl
DAI DAI
ARP ACL DAI
DAI 3
2 1 DAI p.15-20
Y
VLAN ARP
ARP ACL DHCP
DAI DAI DHCP IP-MAC
DAI
ARP ACL ARP ACL
ARP ARP ACL ARP
ACL ARP DHCP IP-MAC
~
VLAN ACL VACL ARP ACL DHCP
VACL ARPACL VLAN VACL ARP
ARP ACL DHCP VACL
ARP
ARP ACL ARP ACL p.15-23 ARP ACL
DAI ARP ACL VLAN p.15-10
DAI
NX-0S DAI
VLAN IP
MAC
NX-0OS
DAI DAI
p.15-13
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N pal
DAl
DAI
p.15-13
Y

NX-0OS DAI

Virtual Device Context VDC; DAI

e |P-MAC VDC

e ARPACL VDC VDC ACL VDC

e ACL VDC ACL VDC

. ARP ACL VDC
NX-0S DAI Cisco

NX-0OS NX-0S

Cisco NX-OS Licensing Guide

DAI

e ARP

e DHCP
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| |
DAI
e DAI
e DAI DAI
man-in-the-middle 1
2 DAI DAI
DAI
ARP
e DAI ARP ARP IP MAC
DHCP
DAI ARP IP-MAC
DHCP
DAl  ARP IP-MAC
DAI VLAN VLAN DHCP
DHCP
p.14-7
e DHCP DHCP ARP ACL
e DAI
VLAN
o DAI
o DAI
e DAl ARP IP-MAC
DHCP
IP-MAC
DHCP p.14-7
e DAl ARP IP-MAC
DHCP
DHCP [p.14-7]
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N pal

DAI

* VLAN DAI

e DAI
e DAI Error-Disabled

e DAI
e DAI

VLAN DAI
VLAN DAI

DAI
DAl

« DHCP

e DAI

config t

> 0 np

DAl
ARP ACL

p.15-13
p.15-13

VLAN

p.14-8

VLAN

[no] ip arp inspection vlan list
show ip arp inspection vlan list

copy running-config startup-config

p.15-8
p.15-9

VLAN p.15-10
p.15-11

p.15-11

DHCP

1 config t

switch# config t
switch(config)#

2 [no] ip arp inspection vlan list

switch(config)# ip arp inspection vlan 13

VLAN
no
VLAN DAl

DAI

3 show ip arp inspection vlan list

switch(config)# show ip arp inspection

vlian 13

VLAN

DAI

Jll_ Cisco NX-OS Security
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DAI

4 copy running-config startup-config

switch(config)# copy running-config
startup-config

2 DAI
2 DAI

2 ARP

ARP ARP

IP-MAC

DAI
p.15-13

untrusted

DAI DHCP
DHCP p.14-8

config t
interface type slot/number
[no] ip arp inspection trust

show ip arp inspection interface type slot/number

a > 0 bh =

copy running-config startup-config

1 config t

switch# config t
switch(config)#

2 interface type slot/number

switch(config)# interface ethernet 2/1
switch(config-if)#

3 [no] ip arp inspection trust ARP

no
switch(config-if)# ip arp inspection trust

ARP

Cisco NX-OS Security
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4 show ip arp inspection interface type
slot/number

ARP

switch(config-if)# show ip arp inspection
interface ethernet 2/1

5 copy running-config startup-config

switch(config-if)# copy running-config
startup-config

DAI ARP ACL VLAN
1 VLAN  ARP ACL ACL

VLAN ARP ACL

ARP ACL ARP ACL
ARP ACL p.15-23

config t
[no] ip arp inspection filter acl-name vlan list

show ip arp inspection vlan list

> 0 np

copy running-config startup-config

1 config t

switch# config t
switch(config)#

2 [no] ip arp inspection filter acl-name ARP ACL VLAN

vian list no ARP ACL
VLAN

switch(config)# ip arp inspection filter
arp-acl-01 vlan 100

3 show ip arp inspection vlan list VLAN DAI
ARP ACL

switch(config)# show ip arp inspection
vlan 100

4 copy running-config startup-config

switch(config)# copy running-config
startup-config

Cisco NX-OS Security
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DAI Error-Disabled

DAL error-disabled

DAI error-disabled

DAI

1. configt

2. [no] errdisable recovery cause arp-inspection
3. show running-config | include errdisable

4. copy running-config startup-config

config t

switch# config t
switch(config)#

[no] errdisable recovery cause
arp-inspection

switch(config)# errdisable recovery cause
arp-inspection

DAI error-disabled
no
DA error-disabled

show running-config | include errdisable

switch(config)# show running-config |
include errdisable

errdisable

copy running-config startup-config

switch(config)# copy running-config
startup-config

ARP

DAl IP MAC
MAC
MAC

ARP

ARP
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config t
[no] ip arp inspection validate {[src-mac] [dst-mac] [ip]}

show running-config dhcp

Eol A A

copy running-config startup-config

1 config t

switch# config t
switch(config)#

2 [no] ip arp inspection validate {[src-mac] DAI

dst-, i
[dst-mac] [ip]} no

switch(config)# ip arp inspection validate
src-mac dst-mac ip

DAI

3 show running-config dhcp DAI

switch(config)# show running-config dhcp

DHCP

4 copy running-config startup-config

switch(config)# copy running-config
startup-config

e dst-mac — ARP MAC

MAC

ip— ARP 1P
0.0.0.0 255.255.255.255 1P
IP ARP ARP

e src-mac — ARP
MAC

3

. ip arp inspection validate
ip arp inspection validate src -mac
ip arp inspection validate IP
src-mac  dst-mac

MAC

dst-mac

ARP
MAC

IP ARP

ARP
MAC

Jll_ Cisco NX-OS Security
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DAI n
DAI
32
1. configt
2. [no] ip arp inspection log-buffer entries number
3. show running-config dhcp
4. copy running-config startup-config
config t
switch# config t
switch(config)#
[no] ip arp inspection log-buffer entries |DA] no
number
32
switch(config)# ip arp inspection 0 2048
log-buffer entries 64
show running-config dhcp DAI DHCP
switch(config)# show running-config dhcp
copy running-config startup-config
switch(config)# copy running-config
startup-config

DAI
DAI
1. configt
2. [no] ip arp inspection vlan vlan-list logging dhcp-bindings {all | none | permit}
3. show running-config dhcp
4. copy running-config startup-config

Cisco NX-OS Security

| oL-12914-01-J



15 DAI |

N pal

1 config t

switch# config t
switch(config)#

2 [no] ip arp inspection vlan vlan-list DAI no
logging dhcp-bindings {all | none | DAI
permit}

switch(config)# ip arp inspection vlan 100
dhcp-bindings permit

3 show running-config dhcp DAI DHCP

switch(config)# show running-config dhcp

4 copy running-config startup-config

switch(config)# copy running-config
startup-config

DAl

dhcp-bindings all — DHCP
dhcp-bindings none — DHCP
dhcp-bindings permit — DHCP

Cisco NX-OS Security
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DAI

DAI

DAI

DAI

show running-config arp DAl
show ip arp inspection DAI
show ip arp inspection interface ethernet slot/port
ARP
show ip arp inspection vlan vlan-1D VLAN DAI
show arp access-lists ARP ACL
show ip arp inspection log DAI

DAI

Cisco NX-OS Security Command Reference

show ip arp inspection statistics DAI

show arp ethernet slot/port statistics

DAl

clear ip arp inspection statistics DAI

Cisco NX-OS Security Command Reference
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. 1 2 DAI p.15-16
o 1 DAI p.15-20
1 2 DAI
2 DAI 15-2 p.15-4
1 A 2 B
VLAN 1 DAI DHCP
A DHCP IP
A 1 2 B 2
A 2/3 B
1/4
)
e DAI ARP ARP IP MAC
DHCP IP
ARP DHCP
14 DHCP
. DHCP A
. A
213 B 1/4
A
A DAI 2/3
1 A A B
switchA# show cdp neighbors
Capability Codes: R - Router, T - Trans-Bridge, B - Source-Route-Bridge
S - Switch, H - Host, I - IGMP, r - Repeater,
V - VoIP-Phone, D - Remotely-Managed-Device,
s - Supports-STP-Dispute
Device ID Local Intrfce Hldtme Capability Platform Port ID
switchB Ethernet2/3 177 RSI WS-C2960-24TC Ethernetl/4
switchaA#
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VLAN1 DAl

switchA# config t
switchA(config)# ip arp inspection vlan 1
switchA (config)# show ip arp inspection vlan 1

Source Mac Validation : Disabled
Destination Mac Validation : Disabled
IP Address Validation : Disabled
Vlan 1

Configuration : Enabled

Operation State : Active
switchA (config) #

213

switchA (config)# interface ethernet 2/3
switchA(config-if)# ip arp inspection trust

switchA (config-if)# exit

switchA (config) # exit

switchA# show ip arp inspection interface ethernet 2/3

Interface Trust State Rate (pps) Burst Interval

Ethernet2/3 Trusted 15 5

switchA# show ip dhcp snooping binding

MacAddress IpAddress LeaseSec Type VLAN
00:60:0b:00:12:89 10.0.0.1 0 dhcp-snooping 1
switchaA#

DAI

switchA# show ip arp inspection statistics vlan 1

ARP Req Forwarded =
ARP Res Forwarded =
ARP Req Dropped =
ARP Res Dropped =
DHCP Drops =
DHCP Permits =
SMAC Fails-ARP Req =
SMAC Fails-ARP Res =
DMAC Fails-ARP Res =
IP Fails-ARP Reqg =
IP Fails-ARP Res =
switchaA#

O O O O O O O O O o o

Cisco NX-OS Security
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N pal

1 IP 10.0.0.1 MAC 0002.0002.0002 2 ARP

switchA# show ip arp inspection statistics vlan 1

ARP Reqg Forwarded =
ARP Res Forwarded =
ARP Req Dropped =
ARP Res Dropped =
DHCP Drops =
DHCP Permits =
SMAC Fails-ARP Req =
SMAC Fails-ARP Res =
DMAC Fails-ARP Res =
IP Fails-ARP Reg =
IP Fails-ARP Res =

O O O O O NO OO OoON

1 IP 10.0.0.3 ARP

00:12:08: %SW_DAI-4-DHCP_SNOOPING_DENY: 2 Invalid ARPs (Req) on Ethernet2/3, vlan
1.([0002.0002.0002/10.0.0.3/0000.0000.0000/0.0.0.0/02:42:35 UTC Fri Jul 13 2008])

switchA# show ip arp inspection statistics vlan 1
switchaA#

ARP Req Forwarded =
ARP Res Forwarded =
ARP Req Dropped =
ARP Res Dropped =
DHCP Drops =
DHCP Permits =
SMAC Fails-ARP Req =
SMAC Fails-ARP Res =
DMAC Fails-ARP Res =
IP Fails-ARP Req =
IP Fails-ARP Res =
switchA#

O O O O O NNDONONDN

B DAl 1/4

1 B B A

switchB# show cdp neighbors

Capability Codes: R - Router, T - Trans-Bridge, B - Source-Route-Bridge
S - Switch, H - Host, I - IGMP, r - Repeater,
V - VoIP-Phone, D - Remotely-Managed-Device,
s - Supports-STP-Dispute

Device ID Local Intrfce Hldtme Capability Platform Port ID
switchA Ethernetl/4 120 RSI WS-C2960-24TC Ethernet2/3
switchB#

Cisco NX-OS Security
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VLAN1 DAl

switchB# config t
switchB(config)# ip arp inspection vlan 1
switchB(config)# show ip arp inspection vlan 1

Source Mac Validation : Disabled
Destination Mac Validation : Disabled
IP Address Validation : Disabled
Vlan 1

Configuration : Enabled

Operation State : Active
switchB (config) #

1/4

switchB(config)# interface ethernet 1/4
switchB(config-if)# ip arp inspection trust

switchB (config-if)# exit

switchB(config) # exit

switchB# show ip arp inspection interface ethernet 1/4

Interface Trust State Rate (pps) Burst Interval
Ethernetl/4 Trusted 15 5

switchB#

DHCP

witchB# show ip dhcp snooping binding

MacAddress IpAddress LeaseSec Type VLAN
00:01:00:01:00:01 10.0.0.2 4995 dhcp-snooping 1
switchB#

DAI

switchB# show ip arp inspection statistics vlan 1

ARP Reqg Forwarded =
ARP Res Forwarded =
ARP Req Dropped =
ARP Res Dropped =
DHCP Drops =
DHCP Permits =
SMAC Fails-ARP Req =
SMAC Fails-ARP Res =
DMAC Fails-ARP Res =
IP Fails-ARP Reg =
IP Fails-ARP Res =
switchB#

O O O O O O O O o O o

Cisco NX-OS Security
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N pal

2 IP 10.0.0.2 MAC 0001.0001.0001 ARP

switchB# show ip arp inspection statistics vlan 1

ARP Reqg Forwarded =
ARP Res Forwarded =
ARP Req Dropped =
ARP Res Dropped =
DHCP Drops =
DHCP Permits =
SMAC Fails-ARP Req =
SMAC Fails-ARP Res =
DMAC Fails-ARP Res =
IP Fails-ARP Reg =
IP Fails-ARP Res =
switchB#

O OO OO kFr OO o o

2 IP 10.0.0.1 ARP

00:18:08: %$SW_DAI-4-DHCP_SNOOPING_DENY: 1 Invalid ARPs (Req) on Ethernetl/4, vlan
1.([0001.0001.0001/10.0.0.12/0000.0000.0000/0.0.0.0/01:53:21 UTC Fri Jun 13 2008])
switchB#

switchB# show ip arp inspection statistics vlan 1

ARP Reqg Forwarded =
ARP Res Forwarded =
ARP Req Dropped =
ARP Res Dropped =
DHCP Drops =
DHCP Permits =
SMAC Fails-ARP Req =
SMAC Fails-ARP Res =
DMAC Fails-ARP Res =
IP Fails-ARP Reg =
IP Fails-ARP Res =
switchB#

oo oookr PP o o

2 1 DAI

15-2 p.15-4 B DAl DHCP
DAI

B DAI DHCP A
2/3

Cisco NX-OS Security
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DAI n
A 2/3
2 ARP ARP
ACL VLAN 1 2 IP
A ACL
B A
A ARP ACL
IP 10.0.0.1 MAC 0001.0001.0001
switchA# config t
switchA (config)# arp access-list H2
switchA (config-arp-acl)# permit ip host 10.0.0.1 mac host 0001.0001.0001
switchA (config-arp-acl)# exit
switchA (config)# show arp access-lists H2
ARP access list H2
10 permit ip host 1.1.1.1 mac host 0001.0001.0001
switchA (config) #
VLAN1 ACL
switchA (config)# ip arp inspection filter H2 vlan 1
switchA(config)# show ip arp inspection vlan 1
Source Mac Validation : Disabled
Destination Mac Validation : Disabled
IP Address Validation : Disabled
Vlan 200
Configuration : Enabled
Operation State : Active
ACL Match/Static : H2 / No
2/3
N
untrusted
switchA (config)# interface ethernet 2/3
switchA (config-if)# no ip arp inspection trust
switchA (config-if)# exit
switchA# show ip arp inspection interface ethernet 2/3
switchA#
show ip

arp inspection interface

Cisco NX-OS Security
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N pal

2 A 2/3 5 ARP 1
get A

switchA# show ip arp inspection statistics vlan 1

ARP Reqg Forwarded
ARP Res Forwarded
ARP Req Dropped
ARP Res Dropped
DHCP Drops =
DHCP Permits =
SMAC Fails-ARP Req =
SMAC Fails-ARP Res
DMAC Fails-ARP Res
IP Fails-ARP Reg
IP Fails-ARP Res
switcha#

O O O O O O o o oo wu

Cisco NX-OS Security
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ARP ACL

e Session Manager

e ARPACL p.15-23
e ARPACL p.15-24
e ARPACL p.15-26
e ARPACL

Session Manager

Session Manager ARP ACL
ARP ACL
Session Manager

ARP ACL
ARP ACL
VDC
VDC ACL
1. configt

2. arp access-list name

[sequence-number] {permit | deny} ip {any | host sender-1P | sender-I1P sender-IP-mask} mac {any |

ARP ACL

p.15-23

p.15-26

Cisco NX-OS System Management Guide

switch to vdc
VvDC

host sender-MAC | sender-MAC sender-MAC-mask} [log]

[sequence-number] {permit | deny} request ip {any | host sender-IP | sender-1P sender-1P-mask} mac

{any | host sender-MAC | sender-MAC sender-MAC-mask} [log]

[sequence-number] {permit | deny} response ip {any | host sender-1P | sender-IP sender-1P-mask} {any

| host target-1P | target-1P target-1P-mask} mac {any | host sender-MAC |

sender-MAC sender-MAC-mask} [any | host target-MAC | target-MAC target-MAC-mask] [log]

4. show arp access-lists acl-name

5. copy running-config startup-config

| oL-12914-01-J
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W ARP ACL

1 config t

switch# config t
switch(config)#

2 arp access-list name ARP ACL ARP ACL

switch(config)# arp access-list arp-acl-01
switch(config-arp-acl) #

3 [sequence-number] {permit | deny} ip {any | 1P MAC
host sender-IP | sender-IP sender-IP-mask}

mac {any | host sender-MAC | sender-MAC ARP
sender-MAC-mask} [log]
ACL
switch(config-arp-acl)# permit ip
192.168.2.0 0.0.0.255 mac 00C0.4F00.0000
f£££.££00.0000
[sequence-number] {permit | deny} request 1P MAC
ip {any | host sender-IP | sender-IP ARP
sender-IP-mask} mac {any | host sender-MAC
| sender-MAC sender-MAC-mask} [log]
ACL
switch(config-arp-acl)# permit request ip
192.168.102.0 0.0.0.255 mac any
[ sequence-number] {permit | deny} response 1P
ip {an host sender-IP sender-IP
p {any | | MAC

sender-IP-mask} [any | host target-IP |
target-IP target-IP-mask]] mac {any | host ARP
sender-MAC | sender-MAC sender-MAC-mask}
[any | host target-MAC | target-MAC

target-MAC-mask] [log] ACL
switch(config-arp-acl)# permit response ip
host 192.168.202.32 any mac host
00C0.4FA9.BCF3 any
4 show arp access-lists acl-name ARP ACL

switch(config-arp-acl)# show arp
access-lists arp-acl-01

5 copy running-config startup-config

switch(config-arp-acl)# copy running-config
startup-config

ARP ACL
ARP ACL

resequence
ARP ACL p.15-26

Cisco NX-OS Security
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ARP ACL ||

VvDC switch to vdc
VDC ACL VDC
config t

arp access-list name
[sequence-number] {permit | deny} [request | response] ip IP-data mac MAC-data

no {sequence-number | {permit | deny} [request | response] ip IP-data mac MAC-data}

show arp access-lists

U S

copy running-config startup-config

1 config t

switch# config t
switch(config)#

2 arp access-list name ACL ARPACL

switch(config)# arp access-list arp-acl-01
switch(config-acl) #

3 [sequence-number] {permit | deny} [request pernﬂt

response] ip IP-data mac MAC-data

| P I ip deny ARP
ACL p.15-23

switch(config-arp-acl)# 100 permit request

ip 192.168.132.0 0.0.0.255 mac any ACL

4 no {sequence-number | {permit | deny} ARP ACL

[request response] ip IP-data mac .
bt | zesp P permit deny

ARP ACL p.15-23

switch(config-arp-acl)# no 80

5 show arp access-lists ARP ACL

switch(config-arp-acl)# show arp
access-lists

6 copy running-config startup-config

switch(config-arp-acl)# copy
running-config startup-config

Cisco NX-OS Security
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W ARPACL
ARP ACL
ARP ACL
VDC switch to vdc
VvDC ACL VvDC
ACL VLAN
ACL ACL ACL VLAN
ACL
1. configt
2. no arp access-list name
3. show arp access-lists
4. copy running-config startup-config
1 config t
switch# config t
switch(config)#
2 no arp access-list name ARP ACL
switch(config)# no arp access-list
arp-acl-01
3 show arp access-lists ARP ACL
switch(config)# show arp access-lists
4 copy running-config startup-config
switch(config)# copy running-config
startup-config
ARP ACL
ARP ACL
VDC switch to vdc
VvDC ACL VvDC

Cisco NX-OS Security
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ARP ACL
1. configt
2. resequence arp access-list name starting-sequence-number increment
3. show arp access-lists name
4. copy running-config startup-config
1 config t
switch# config t
switch(config)#
2 resequence arp access-list name ACL
starting-sequence-number increment
switch(config)# resequence arp access-list
arp-acl-01 100 10
switch(config)#
3 show arp access-lists name name ACL ARP ACL
switch(config)# show arp access-lists
arp-acl-01
4 copy running-config startup-config
switch(config)# copy running-config
startup-config
ARP ACL
show arp access-lists ARP ACL
show running-config aclmgr ACL

Cisco NX-OS Security Command Reference

Cisco NX-OS Security
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|
15-1 DAl
15-1 DAI
DAI VLAN
untrusted
DHCP ARP ACL |ARP ACL
DAI
ARP
32
5
1
VLAN ARP
DAI
. p.15-28
o p.15-28
DHCP DHCP p.14-2
DAI Cisco NX-OS Security Command Reference
DHCP Cisco NX-OS Security Command Reference
RFC-826 An Ethernet Address Resolution Protocol  http://tools.ietf.org/html/rfc826)

Cisco NX-OS Security
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CHAPTER 16

IP
e IP p.16-2
o IP p.16-3
e IP p.16-3
. p.16-3
e IP p.16-4
« IP p.16-6
e IP p.16-6
o IP p.16-6
o p.16-7
. p.16-7

Cisco NX-OS Security
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P
IP IP MAC IP MAC
2 IP
e DHCP
. IP
IP MAC
IP IP
MAC
DHCP 2 IP
IP
IP
IP
e DHCP DHCP DHCP
e NX-0S IP IP
IP DHCP IP IP
MAC
IP
IP MAC
IP IP show ip dhcp
snooping binding
MacAddress IpAddress LeaseSec Type VLAN Interface
00:02:B3:3F:3B:99 10.5.5.2 6943 dhcp-snooping 10 Ethernet2/3
IP 10552 IP IP
MAC 00:02:B3:3F:3B:99
Virtual Device Context VDC; IP
e |P-MAC VvVDC VvVDC
VvDC IP
e NX-0S VvDC

Jll_ Cisco NX-OS Security
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P
NX-0OS 1P
Cisco NX-0S

NX-0OS Cisco NX-OS Licensing Guide
IP

e IP DHCP

e DHCP DHCP

[p.14-7]

IP

e |IP IP IP-MAC

IP
IP
DHCP IP
IP
e |P DHCP IP-MAC

IP

Cisco NX-OS Security
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IP

p.16-4
. IP p.16-5

DHCP DHCP
p.14-8

config t
interface ethernet slot/port
[no] ip verify source dhcp-snooping-vian

show running-config dhcp

a > 0 bh

copy running-config startup-config

1 config t

switch# config t
switch(config)#

2 interface ethernet slot/port

switch(config)# interface ethernet 2/3
switch(config-if)#

3 [no] ip verify source dhcp-snooping-vlan 1P

no

switch(config-if)# ip verify source IP
dhcp-snooping vlan

4 show running-config dhcp IP DHCP

switch(config-if)# show running-config
dhcp

Cisco NX-OS Security
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4 copy running-config startup-config

5 copy running-config startup-config

switch(config-if)# copy running-config
startup-config

IP

config t
[no] ip source binding IP-address MAC-address vlan vlan-ID interface ethernet slot/port

show ip dhcp snooping binding [interface ethernet slot/port]

> 0w bh =

copy running-config startup-config

1 config t

switch# config t
switch(config)#

2 [no] ip source binding IP-address IP

MAC-address vlan vlan-ID interface P
ethernet slot/port

no

switch(config)# ip source binding
10.5.22.17 001£.28bd.0013 vlan 100
interface ethernet 2/3

3 show ip dhcp snooping binding [interface 1P

ethernet slot/port] IP-MAC

switch(config)# show ip dhcp snooping Type static
binding interface ethernet 2/3

switch(config)# copy running-config
startup-config

| oL-12914-01-J
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IP

IP

show running-config dhcp IP DHCP

show ip dhcp snooping binding IP IP-MAC
Cisco NX-OS Security Command Reference

IP-MAC show ip verify source

IP

IP IP

ip source binding 10.5.22.17 001£.28bd.0013 vlan 100 interface ethernet 2/3
interface ethernet 2/3

no shutdown

ip verify source dhcp-snooping-vlan

Jll_ Cisco NX-OS Security |
OL-12914-01-J



16 IP

16-1 IP
16-1 IP
IP
P IP
IP
IP
. p.16-7
o p.16-7
DHCP p.14-2 Cisco NX-OS Security Configuration Guide
IP Cisco NX-OS Security Command Reference
DHCP Cisco NX-OS Security Command Reference

Cisco NX-OS Security
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Cisco NX-OS Security
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p.17-2

p.17-3
p.17-3
p.17-3
p.17-4
p.17-10
p.17-10
p.17-10

p.17-10

p.17-11
p.17-11

Cisco NX-OS Security

CHAPTER

17
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o p.17-2
. p.17-2

Cisco NX-OS Unicast Routing
Configuration Guide

Virtual Device Context VDC;

i VDC VDC VDC

Cisco NX-OS Security
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VDC

VDC

VDC

NX-0OS

NX-0S

Cisco NX-0OS

Cisco NX-OS Licensing Guide

Cisco NX-OS Security
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. p.17-4
J p.17-5
o p.17-5
o p.17-6
J p.17-8
p.17-5
VDC switch to vdc
1. configt
2. key chain name
3. show key chain name
4. copy running-config startup-config

1 config t

switch# config t
switch(config)#

2 key chain name

switch(config)# key chain glbp-keys
switch(config-keychain) #

3 show key chain name

switch(config-keychain)# show key chain
glbp-keys

4 copy running-config startup-config

switch(config-keychain)# copy
running-config startup-config

Cisco NX-OS Security
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VvVDC switch to vdc

config t
no key chain name

show key chain name

> 0 np

copy running-config startup-config

1 config t

switch# config t
switch(config)#

2 no key chain name

switch(config)# no key chain glbp-keys

3 show key chain name

switch(config-keychain)# show key chain
glbp-keys

4 copy running-config startup-config

switch(config-keychain)# copy
running-config startup-config

p.17-6

Cisco NX-OS Security
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VvVDC switch to vdc
infinite
p.17-8

config t
key chain name
key key-1D

show key chain name

a > w0 bh =

copy running-config startup-config

1 config t

switch# config t
switch(config)#

2 key chain name

switch(config)# key chain glbp-keys
switch(config-keychain) #

3 key key-ID

key-ID 0 65535

switch(config-keychain)# key 13
switch(config-keychain-key) #

4 show key chain name

switch(config-keychain-key)# show key
chain glbp-keys

5 copy running-config startup-config

switch(config-keychain)# copy
running-config startup-config

show key chain NX-0S
show key chain

Cisco NX-OS Security
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VDC

config t

key chain name

key key-1D

key-string [encryption-type] text-string

show key chain name [mode decrypt]

I L e

copy running-config startup-config

switch to vdc

p.17-8

config t

switch# config t
switch(config)#

key chain name

switch(config)# key chain glbp-keys
switch(config-keychain) #

key key-ID

key-1D 0 65535

switch(config-keychain)# key 13
switch(config-keychain-key) #
key-string [encryption-typel
text-stri .
extrstrang text-string
switch(config-keychain-key)# key-string .
0 AS3cureStrlng encryption-type

e 0 text-string

e 7 — text-string

NX-OS

show key chain

Cisco NX-OS Security
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5 show key chain name [mode decrypt]

switch(config-keychain-key)# show key mode decrypt
chain glbp-keys

6 copy running-config startup-config

switch(config-keychain-key)# copy
running-config startup-config

VvDC switch to vdc

config t
key chain name

key key-1D

Eol A A

accept-lifetime [local] start-time [duration duration-value | infinite | end-time]

send-lifetime [local] start-time [duration duration-value | infinite | end-time]

o

show key chain name [mode decrypt]

6. copy running-config startup-config

1 config t

switch# config t
switch(config)#

2 key chain name

switch(config)# key chain glbp-keys
switch(config-keychain) #

Cisco NX-OS Security
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key key-ID

switch(config-keychain)# key 13
switch(config-keychain-key) #

accept-lifetime [local] start-time
duration duration-value | infinite |

; start-time
end-time] .
end-time UTC local
switch(config-keychain-key) #
accept-lifetime 00:00:00 Jun 13 2008
23:59:59 Sep 12 2008
P start-time
e duration duration-value —
2147483646 68
e infinite —
e end-time — end-time
send-lifetime [local] start-time
duration duration-value | infinite | . .
; start-time end-time
end-time]
uTC local
switch(config-keychain-key) #
send-lifetime 00:00:00 Jun 13 2008
23:59:59 Aug 12 2008
g start-time
e duration duration-value —
2147483646 68

¢ infinite —

e end-time — end-time

show key chain name [mode decrypt]

switch(config-keychain-key)# show key
chain glbp-keys

mode decrypt

copy running-config startup-config

switch(config-keychain-key)# copy
running-config startup-config

Cisco NX-OS Security
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show key chain

Cisco NX-OS Security Command Reference

show key chain

Cisco NX-OS Security Command Reference

glbp keys

key chain glbp-keys
key 0
key-string 7 zgdest
accept-lifetime 00:00:00 Jun 01 2008 23:59:59 Sep 12 2008
send-lifetime 00:00:00 Jun 01 2008 23:59:59 Aug 12 2008
key 1
key-string 7 uaeqgdyito
accept-lifetime 00:00:00 Aug 12 2008 23:59:59 Dec 12 2008
send-lifetime 00:00:00 Sep 12 2008 23:59:59 Nov 12 2008
key 2
key-string 7 eekgsdyd
accept-lifetime 00:00:00 Nov 12 2008 23:59:59 Mar 12 2009
send-lifetime 00:00:00 Dec 12 2008 23:59:59 Feb 12 2009

Cisco NX-0S Unicast Routing Configuration
Guide

Cisco NX-OS Security
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17-1

. p.17-11
. p.17-11

Gateway Load Balancing Protocol

Cisco NX-OS Unicast Configuration Guide

Border Gateway Protocol

Cisco NX-OS Unicast Configuration Guide

Cisco NX-OS Security Command Reference

Cisco NX-OS Security
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CHAPTER 18

NX-0S

o p.18-2

. p.18-3
. p.18-4

o p.18-4

. p.18-5

o p.18-6

o p.18-7

. p.18-7

o p.18-7
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LAN

18-1

T5

T4

T2

Tl

18-1

HERLIE
NA R -

>

FN
b

i

Fy R b
Ny D
Cisco NX-0S
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[ )
1
[ )
1
[ ]
1
[ )
1
NX-0S
Embedded Event Management EEM
EEM Cisco NX-OS System Management Configuration
Guide, Release 4.0
Virtual Device Context VDC
VDC Cisco NX-OS Virtual Device Context Configuration Guide, Release 4.0

Cisco NX-OS Security
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18 |

|
NX-0S
Cisco NX-0S
NX-0OS Cisco NX-OS Licensing Guide, Release
4.0
0 100
0 99
100%
0.0%
%
)
Cisco I0S CLI Cisco NX-0S Cisco 10S
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VvVDC switchto vdc

config t

interface {ethernet slot/port | port-channel number}

storm-control {broadcast | multicast | unicast} level percentage[.fraction]
exit

show running-config interface {ethernet slot/port | port-channel number}

L S

copy running-config startup-config

config t

switch# config t
switch(config)#

interface {ethernet slot/port | port-channel
number}

switch# interface ethernet 1/1
switch(config-if)#

storm-control {broadcast | multicast |
unicast} level percentagel.fraction]

switch(config-if)# storm-control unicast level
40

exit

switch(config-if)# exit
switch(config)#

show running-config interface {ethernet
slot/port | port-channel number}

switch(config)# show running-config interface
ethernet 1/1

Cisco NX-OS Security
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6 copy running-config startup-config

switch(config)# copy running-config
startup-config

show interface [ethernet slot/port | port-channel
number] counters storm-control

show running-config interface

Cisco NX-0OS Security Command Reference,
Release 4.0

NX-OS

VvDC switchto vdc

1. show interface [ethernet slot/port | port-channel number] counters storm-control

1 switch# show interface [ethernet slot/port |
port-channel number] counters storm-control

switch# show interface counters storm-control

Cisco NX-0S Security Command Reference, Release
4.0

Cisco NX-OS Security
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interface Ethernetl/1
storm-control broadcast level 40
storm-control multicast level 40
storm-control unicast level 40

18-1
18-1
100
. p.18-7
NX-0S Cisco NX-OS Licensing Guide, Release 4.0
Cisco NX-OS Security Command Reference, Release 4.0

Cisco NX-OS Security
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RPF

NX-0S RPF
. RPF p.19-2
. RPF p.19-4
o p.19-5
. RPF p.19-6
. RPF p.19-7
. RPF p.19-8
. p.19-8
o p.19-8
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u RPF
RPF IP IP
IP
Smurf  Tribal Flood Network  TFN
IP IP
RPF IP
RPF
Forwarding Information Base FIB
~
RPF
RPF FIB
RPF
Y
RPF
FIB RPF RPF
Enhanced IGRP EIGRP IP
. RPF p.19-2
o p.19-3
RPF
RPF
FIB
FIB

. IP
. RPF

Cisco NX-OS Security
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RPF
RPF
BGP
RPF
RPF  ACL NX-0S
1 ACL
2 RFP FIB
3 FIB
4 ACL
5
Cisco NX-0OS
RPF
2
. RPF
. RPF
RPF
RPF
RPF RPF
ACL
ACL RPF

Cisco NX-OS Security
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|
RPF Virtual Device Context VDC VDC
Cisco NX-OS Virtual Device Context Configuration Guide, Release 4.0
NX-0S RPF
Cisco NX-0OS
NX-0S Cisco NX-OS Licensing Guide, Release 4.0

Cisco NX-OS Security
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| 19 RPF

RPF
. RPF
i RPF
RPF
RPF
RPF
RPF
. RPF Generic Routing Encapsulation GRE;
IP
RPF
RPF
. RPF 1
1 1
IP
i RPF
RPF
. RPF 0.0.0.0 255.255.255.255
Bootstrap Protocol BOOTP; DHCP
Y
Cisco 10S CLI Cisco NX-0OS Cisco 10S

Cisco NX-OS Security
[ oL-12914-01-J



19 RPF |

u RPF

RPF

RPF
RPF — RPF  FIB
FIB RPF
RPF
RPF — FIB
FIB 1
FIB
VDC switchto vdc

config t

interface ethernet slot/port

ip verify unicast source reachable-via {any [allow-default] | rx}
exit

show ip interface ethernet slot/port

show running-config interface ethernet slot/port

N o a ke b=

copy running-config startup-config

1 config t

switch# config t
switch(config)#

2 interface ethernet slot/port

switch(config)# interface ethernet 2/3
switch(config-1if)#

Cisco NX-OS Security
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RPF

RPF n

ip verify unicast source reachable-via
{any [allow-default] | rx}

switch(config-if)# ip verify unicast any

source reachable-via any RPF

rx
RPF

RPF

allow-default

exit

switch(config-cmap)# exit
switch(config)#

show ip interface ethernet slot/port

switch(config)# show ip interface ethernet
2/3

show running-config interface ethernet
slot/port

switch(config)# show running-config
interface ethernet 2/3

copy running-config startup-config

switch(config)# copy running-config
startup-config

RPF

RPF

show ip interface ethernet slot/port

show running-config interface ethernet slot/port

show running-config ip [all]

show startup-config interface ethernet slot/port

show startup-config ip

Reference, Release 4.0

Cisco NX-OS Security

Cisco NX-OS Unicast Routing Command

| oL-12914-01-J

g o7 |


http://www.cisco.com/en/US/docs/switches/datacenter/sw/4_0/nx-os/unicast/configuration/guide/l3_nxos-book.html
http://www.cisco.com/en/US/docs/switches/datacenter/sw/4_0/nx-os/unicast/configuration/guide/l3_nxos-book.html

19 RPF |

u RPF

RPF

RPF

interface Ethernet2/30
ip address 172.23.231.240/23
ip verify unicast source reachable-via any

RPF
interface Ethernet2/30

ip address 172.23.231.240/23
ip verify unicast source reachable-via rx

19-1 RPF
19-1 RPF
RPF
RPF
. p.19-8

Cisco NX-OS Licensing Guide, Release 4.0
Cisco NX-OS Security Command Reference, Release 4.0
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NX-0S Control Plane Policing CoPP;
e CoPP p.20-2
. p.20-6
e CoPP p.20-7
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e CoPP p.20-14
e CoPP p.20-15
. p.20-16
. p.20-17
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N copP
CoPP

NX-0S DoS CoPP

3
o — NX-0S
Border Gateway Protocol BGP; OSPF
o — CLI SNMP NX-0S
NX-0S
DoS IP
DoS

Internet Control Message Protocol ICMP;

e |P

e TCPSYN

. CPU

. CPU CLlI

. IP
. p.20-3

e MQC p.20-5

Cisco NX-OS Security
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CoPP ||
N p.20-5
NX-0S
NX-0S

° p20'3
. p.20-3
. p.20-4
. p.20-4
. — 2

MAC 3 IP

Forwarding Information Base FIB;

IP

. — DHCP
Address Resolution Protocol ARP;
. — IP 2 MAC FIB
ARP
NX-0S
CoPP
NX-0S
Hello P

. IP
. IP
. MAC
. MAC
e VLAN
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W coprP

NX-0S
2 1
e Committed information rate CIR;
e PIR Peak Information Rate;
e Committed burst Bc;
e Extended burst Be;
NX-0S NX-0S
CoPP
e strict
e moderate
¢ lenient
* none
strict

CoPP

CoPP none NX-0S DoS

Jll_ Cisco NX-OS Security
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CoPP n
MQC
CoPP Modular QoS Quality of Service CLI MQC MQC  CLI
MQC
CoPP
MQC
1 class-map
2 policy-map
1
CoPP CoPP
3 control-plane service-policy
CoPP Virtual Device Context VDC CoPP NX-0OS
VvDC VvDC Cisco NX-OS Virtual Device
Context Configuration Guide, Release 4.0
CoPP
NX-0OS CoPP Cisco
NX-0OS NX-OS
Cisco NX-OS Licensing Guide, Release 4.0
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CoPP
e CoPP IP IP IP
IP ACL
IP IP CoPP
e CoPP ACL
¢ CoPP
NX-0S
¢ NX-0S CoPP CoPP
CoPP
. Access Control Entry  ACE;
ACL CPU
ACE show access-lists  show policy-map type control-plane
¢ NX-0S CoPP
CoPP
Y
Cisco 10S CLI Cisco NX-0OS Cisco 10S

Cisco NX-OS Security
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CoPP

1

p.20-7
p.20-9
p.20-12

VvDC switchto vdc

ACE IP ACL 10
MAC ACL 11 MAC ACL

config t

class-map type control-plane [match-all | match-any] class-map-name
match access-group name access-list-name

match exception ip icmp redirect

match exception ip icmp unreachable

match exception ip option

match protocol arp

match redirect arp-inspect

match redirect dhcp-snoop

exit

show class-map type control-plane [class-map-name]

copy running-config startup-config

CoPP

IP ACL

config t

switch# config t
switch(config)#

Cisco NX-OS Security
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W coprP

2 class-map type control-plane [match-all |
match-any] class-map-name

switch(config)# class-may type control-plane rnalch-any 64
ClassMapA
switch(config-cmap) #

N

class-default match-all

match-any
3 match access-group name access-list-name IP ACL
IP ACL

switch(config-cmap)# match access-group name

MyAccessList

match exception ip icmp redirect IP ICMP

switch(config-cmap)# match exception ip icmp

redirect

match exception ip icmp unreachable IP ICMP

switch(config-cmap)# match exception ip icmp
unreachable

match exception ip option IP

switch(config-cmap)# match exception ip option

match protocol arp IP ARP

switch(config-cmap)# match protocol arp

match redirect arp-inspect ARP

switch(config-cmap)# match redirect
arp-inspect

match redirect dhcp-snoop DHCP

switch(config-cmap)# match redirect dhcp-snoop

4 exit

switch(config-cmap)# exit
switch(config)#

5 show class-map type control-plane
[class-map-name]

switch(config)# show class-map type
control-plane

6 copy running-config startup-config

switch(config)# copy running-config
startup-config

Cisco NX-OS Security
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CoPP u

CoPP
NX-0S
1 2 2 3
VDC switchto vdc
[p.20-7]

1. configt
2. policy-map type control-plane policy-map-name
3. class {class-map-name [insert-before class-map-name] | class-default}
4. police [cir] cir-rate [bps | gbps | kbps | mbps | pps]

10.
11.

police [cir] cir-rate [bps | gbps | kbps | mbps | pps] [bc] burst-size [bytes | kbytes | mbytes | ms | packets
| us]

police [cir] cir-rate [bps | gbps | kbps | mbps | pps]

conform {drop | set-cos-transmit cos-value | set-dscp-transmit dscp-value | set-prec-transmit
prec-value | transmit} [exceed {drop | set dscp dscp table cir-markdown-map | transmit}] [violate
{drop | set dscp dscp table pir-markdown-map | transmit}]

police [cir] cir-rate [bps | gbps | kbps | mbps | pps]
pir pir-rate [bps | gbps | kbps | mbps | pps] [[be] extended-burst-size [bytes | kbytes | mbytes | ms |
packets | us]]

set cos [inner] cos-value

set dscp [tunnel] {dscp-value | afl1l | af12 | af13 | af21 | af22 | af23 | af31 | af32 | af33 | af4l |
af42 | af43 | csl|cs2|cs3|csd | cs5|csb | cs7 | sf| default}

set precedence [tunnel] prec-value
exit
exit
show policy-map type control-plane [expand] [name policy-map-name]

copy running-config startup-config

| oL-12914-01-J
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W coprP

1 config t

switch# config t
switch(config)#

2 policy-map type control-plane
policy-map-name

switch(config)# policy-may type 64
control-plan ClassMapA
switch(config-pmap) #

3 <class {class-map-name [insert-before
class-map-name2] | class-default}

switch(config-pmap)# class ClassMapA
switch(config-pmap-c)#

A

class-default

Cisco NX-OS Security
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CoPP n
police [cir] {cir-rate [bps | gbps | kbps | [CIR 0
mbps | pps] | percent percent} 80000000000 CIR
bps
switch(config-pmap-c)# police cir 52000
policT [cir]|{cir—rate [bps | gbps | kbps | |CIR Bc CIR
mbps pps] percent percent} [bec]
burst-size [bytes | kbytes | mbytes | ms | 0 80000000000 Bc 0
packets | us] 512000000 CIR bps
Bc byte
switch(config-pmap-c)# police cir 52000 bc
1000
policT [cir]|{cir—rate [bps | gbps | kbps | |CIR CIR
mbps pps] percent percent} conform
{drop | set-cos-transmit cos-value | 0 80000000000
set-dscp-transmit dscp-value | bps cos-value
set-prec-transTit prec-value | transmit} prec-value 0 7
[exceed {drop set dscp dscp table
cir-markdown-map | transmit}] [violate dscp-value 0 63
{drop | set dscp dscp table
pir-markdown-map | transmit}]
e drop—

switch(config-pmap-c)# police cir 52000
conform transmit exceed drop

e set-cos-transmit — CoS
e set-dscp-transmit — DSCP

e set-prec-transmit — IP precedence
e transmit —
e set dscp dscp table cir-markdown-map —

exceed CIR

e set dscp dscp table pir-markdown-map —
violate PIR

A

CIR Bc conform

police [cir] {cir-rate [bps | gbps | kbps |
mbps | pps] | percent percent} pir pir-rate

CIR PIR Peak Information Rate;

[bps | gbps | kbps| mbps] [[be] burst-size CIR 0
[bytes | kbytes | mbytes | ms | packets | 80000000000 PIR 1
us]] 80000000000 Be

Be 1 512000000
switch(config-pmap-c)# police cir 52000 pir CIR bps PIR
78000 be 2000 bps Be

byte
S
CIR Bc conform
PIR
set cos [inner] cos-value 802.1Q CoS Q-in-Q
inner

switch(config-pmap-c)# set cos 1 0 7 0

Cisco NX-OS Security
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W coprP

6 set dscp [tunnel] {dscp-value | afll | afl2 |Pv4 IPv6 DSCP
| af13 | af21 | af22 | af23 | af3l | af32 |
af33 | af4l | af42 | af43 | csl | cs2 | cs3
| cs4 | c¢s5 | cs6 | cs7 | ef | default} tunnel

0 63 0

switch(config-pmap-c)# set dscp 10

7 set precedence [tunnel] {prec-value | IPV4 IPV6 IP precedence
critical | flash | flash-override |
immediate | internmet | network | priority |
routine} tunnel

0o 7 0

switch(config-pmap-c)# set precedence 2

8 exit

switch(config-pmap-c)# exit
switch(config-pmap) #

9 exit

switch(config-pmap)# exit
switch(config)#

10 show policy-map type control-plane [expand]
[name class-map-name]

switch(config)# show policy-map type
control-plane

11 copy running-config startup-config

switch(config)# copy running-config
startup-config

CoPP 1
VvDC switchto vdc

[p.20-9]

1. configt

2. control-plane

3. service-policy input policy-map-name

4. exit

5. show running-config copp [all]

6. copy running-config startup-config

Cisco NX-OS Security
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CoPP ||

1 config t

switch# config t
switch(config)#

2 control-plane

switch(config)# control-plane
switch(config-cp)#

3 service-policy input policy-map-name

switch(config-cp)# service-policy input
PolicyMapA

4 exit

switch(config-cp)# exit
switch(config)#

5 show running-config copp [all] CoPP

switch(config)# show running-config copp

6 copy running-config startup-config

switch(config)# copy running-config
startup-config

CoPP

CoPP

VDC switchto vdc

1. show policy-map interface control-plane

1 show policy-map interface control-plane

switch# show policy-map interface
control-plane

Cisco NX-OS Security Command
Reference, Release 4.0

Cisco NX-OS Security
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20 CoPP

W coprP

CoPP

CoPP

VDC switchto vdc

1. show policy-map interface control-plane

2. clear copp statistics

1 show policy-map interface control-plane

switch# show policy-map interface
control-plane

2 clear copp statistics CoPP

switch# clear copp statistics

CoPP

CoPP

show class-map type control-plane [class-map-name]

show policy-map type control-plane [expand] [name
policy-map-name]

show running-config copp [all] CoPP

show startup-config copp
CoPP

Cisco NX-OS Security Command
Reference, Release 4.0

Cisco NX-OS Security
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| 20 CoPP

CoPP

IPACL MACACL CoPP

config t
ip access-list copp-system-acl-igmp
permit igmp any 10.0.0.0/24

ip access-list copp-system-acl-msdp
permit tcp any any eq 639

mac access-list copp-system-acl-arp
permit any any 0x0806

ip access-list copp-system-acl-tacas
permit udp any any eq 49

ip access-list copp-system-acl-gre
permit 47 any any

ip access-list copp-system-acl-ntp
permit udp any 10.0.1.1/23 eqg 123

ip access-list copp-system-acl-icmp
permit icmp any any

class-map type control-plane match-any copp-system-class-critical
match access-group name copp-system-acl-igmp
match access-group name copp-system-acl-msdp
match access-group name copp-system-acl-arp

class-map type control-plane match-any copp-system-class-important
match access-group name copp-system-acl-tacas
match access-group name copp-system-acl-gre

class-map type control-plane match-any copp-system-class-normal
match access-group name copp-system-acl-icmp

match exception ip icmp redirect

match exception ip icmp unreachable

match exception ip option

match redirect dhcp-snoop

match redirect arp-inspect

policy-map type control-plane copp-system-policy
class copp-system-class-critical

police cir 2000 kbps bc 1500 bytes pir 3000 kbps be 1500 bytes conform transmit exceed

transmit violate drop

class copp-system-class-important

police cir 1000 kbps bc 1500 bytes pir 1500 kbps be 1500 bytes conform transmit exceed

transmit violate drop

class copp-system-class-normal

police cir 400 kbps bc 1500 bytes pir 600 kbps be 1500 bytes conform transmit exceed

transmit violate drop

class class-default

police cir 200 kbps bc 1500 bytes pir 300 kbps be 1500 bytes conform transmit exceed

transmit violate drop

control-plane
service-policy input copp-system-policy

Cisco NX-OS Security

CoPP
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20-1 CoPP

20-1 CoPP

class-map type control-plane match-any copp-system-class-critical
match access-group name copp-system-acl-bgp
match access-group name copp-system-acl-eigrp
match access-group name copp-system-acl-igmp
match access-group name copp-system-acl-msdp
match access-group name copp-system-acl-ospf
match access-group name copp-system-acl-pim
match access-group name copp-system-acl-rip
class-map type control-plane match-any copp-system-class-exception
match exception ip option
match exception ip icmp unreachable
class-map type control-plane match-any copp-system-class-important
match access-group name copp-system-acl-glbp
match access-group name copp-system-acl-hsrp
match access-group name copp-system-acl-vrrp
class-map type control-plane match-any copp-system-class-management
match access-group name copp-system-acl-ftp
match access-group name copp-system-acl-ntp
match access-group name copp-system-acl-radius
match access-group name copp-system-acl-snmp
match access-group name copp-system-acl-ssh
match access-group name copp-system-acl-tacacs
match access-group name copp-system-acl-telnet
match access-group name copp-system-acl-tftp
class-map type control-plane match-any copp-system-class-monitoring
match access-group name copp-system-acl-icmp
match access-group name copp-system-acl-traceroute
class-map type control-plane match-any copp-system-class-normal
match protocol arp
class-map type control-plane match-any copp-system-class-redirect
match redirect dhcp-snoop
match redirect arp-inspect
class-map type control-plane match-any copp-system-class-undesirable
match access-group name copp-system-acl-undesirable
policy-map type control-plane copp-system-policy
class copp-system-class-critical
police cir 40900 kbps bc 250 ms conform transmit violate drop
class copp-system-class-important
police cir 1060 kbps bc 250 ms conform transmit violate drop
class copp-system-class-management
police cir 1580 kbps bc 250 ms conform transmit violate drop
class copp-system-class-normal
police cir 680 kbps bc 250 ms conform transmit violate drop
class copp-system-class-redirect
police cir 280 kbps bc 250 ms conform transmit violate drop
class copp-system-class-monitoring
police cir 100 kbps bc 250 ms conform transmit violate drop
class copp-system-class-exception
police cir 360 kbps bc 250 ms conform transmit violate drop
class copp-system-class-undesirable
police cir 32 kbps bc 250 ms conform drop violate drop
class class-default
police cir 100 kbps bc 250 ms conform transmit violate drop

Cisco NX-OS Security
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CoPP
o p.20-17
. p.20-17

Cisco NX-OS Licensing Guide, Release 4.0

Cisco NX-OS Security Command Reference, Release 4.0

IP ACL IP ACL
MAC ACL MAC ACL
RFC 2698 A Two Rate Three Color Marker
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o p.21-2
. p.21-2
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. p.21-3
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[ |
NX-0OS
pps /

o 2

o 3

. 3 maximum transmission unit; MTU

o 3

o 3

. 3 RPF

. 3 Time-to-Live TTL;

3
Virtual Device Context VDC
NX-0S VDC VvDC Cisco NX-OS
Virtual Device Context Configuration Guide, Release 4.0

NX-0S

Cisco NX-0S NX-0OS
Cisco NX-OS Licensing Guide, Release 4.0

° Control Plane Policing
CoPP 20  CoPP

N

Cisco 10S CLI Cisco NX-OS Cisco I0S
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VvDC switchto vdc

1. configt

2. platform rate-limit access-log-list packets
platform rate-limit copy packets
platform rate-limit layer-2 storm-control packets
platform rate-limit layer-3 control packets
platform rate-limit layer-3 glean packets
platform rate-limit layer-3 mtu packets
platform rate-limit layer-3 multicast {directly-connected | local-groups | rpf-leak} packets
platform rate-limit layer-3 ttl packets
platform rate-limit receive packets
exit
show hardware rate-limit

5. copy running-config startup-config

1 config t

switch# config t
switch(config)#

Cisco NX-OS Security
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platform rate-limit access-list-log packets

switch(config)# platform rate-limit pps
access-list-log 200 1 33554431
100
platform rate-limit copy packets
switch(config)# platform rate-limit copy pps 1
40000 33554431 30000
platform rate-limit layer-2 storm-control pps
ackets
p 1 33554431
0
switch(config)# platform rate-limit control
100
platform rate-limit layer-3 control packets 3 pps
1 33554431
switch(config)# platform rate-limit control 10000
20000
platform rate-limit layer-3 glean packets 3
pps 1
switch(config)# platform rate-limit layer-3 |33554431 100
glean 200
platform rate-limit layer-3 mtu packets 3 MTU
pps
switch(config)# platform rate-limit layer-3 1 33554431
mtu 1000 500
platform rate-limit layer-3 multicast 3
{directly-connected | local-groups | RPF
rpf-leak} packets
pps
1 33554431
switch(config)# platform rate-limit layer-3 10000
multicast local-groups 20000
10000 RPF
500
platform rate-limit layer-3 ttl packets 3TTL
pps
switch(config)# platform rate-limit layer-3 1 33554431
ttl 1000 500
platform rate-limit receive packets
pps
switch(config)# platform rate-limit receive 1 33554431
40000 30000

exit

switch(config)# exit
switch#
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4 show hardware rate-limit [access-list-log
copy | layer-2 storm-control | layer-3
{control | glean | mtu | multicast
{directly-connected | local-groups |
rpf-leak} | ttl} | receive]

switch# show running-config | include
rate-limit

5 copy running-config startup-config

switch# copy running-config startup-config

VDC switchto vdc

1. show hardware rate-limit [access-list-log | copy | layer-2 storm-control | layer-3 {control | glean | mtu
| multicast {directly-connected | local-groups | rpf-leak} | ttl} | receive]

1 show hardware rate-limit [access-list-log | copy |
layer-2 storm-control | layer-3 {control | glean |
mtu | multicast {directly-connected | local-groups
| rpf-leak} | ttl} | receive]

switch# show hardware rate-limit layer-3 glean

Cisco NX-OS Security Command
Reference, Release 4.0
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VDC switchto vdc

1. show hardware rate-limit [access-list-log | copy | layer-2 storm-control | layer-3 {control | glean | mtu
| multicast {directly-connected | local-groups | rpf-leak} | ttl} | receive]

2. clear hardware rate-limit {all | access-list-log | copy | layer-2 storm-control | layer-3 {control | glean
| mtu | multicast {directly-connected | local-groups | rpf-leak} | ttl} | receive}

1 show hardware rate-limit [access-list-log | copy |
layer-2 storm-control | layer-3 {control | glean |
mtu | multicast {directly-connected | local-groups
| rpf-leak} | ttl} | receive]

switch# show hardware rate-limit layer-3 glean

2 clear hardware rate-limiter {all | access-list-log
| copy | layer-2 storm-control | layer-3 {control |
glean | mtu | multicast {directly-connected |
local-groups | rpf-leak} | ttl} | receive}

switch# clear hardware rate-limiter

1. show hardware rate-limit [access-list-log | copy | layer-2
storm-control | layer-3 {control | glean | mtu | multicast
{directly-connected | local-groups | rpf-leak} | ttl} | receive]

Cisco NX-OS Security Command
Reference, Release 4.0
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platform rate-limit layer-3 control 20000
platform rate-limit copy 40000

21-1
211
100 pps
30,000 pps
2 0 pps
3 10,000 pps
3 100 pps
3MTU 500 pps
3 10,000 pps
3 10,000 pps
3 RPF 500 pps
30,000 pps
. p.21-7

Cisco NX-OS Licensing Guide, Release 4.0

Cisco NX-OS Security Command Reference, Release 4.0
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