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* SSH OEFEFEB L O EHE, 3 =
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* SSH # L U Telnet DFRE DHERR, 12 _—

SSH # & U Telnet DL E

SSH H—/\

X7 b (SSH) v ko — EEEZ 35 &, SSH 7 714 7 > h 73 Cisco Nexus
TANAL AWK LT, BF 27 THESLESNTE AL TE 7, SSHITMILKES{LA LT
FREZITUWNE T, CiscoNexus 7 /341 A2 AA > F @O SSH H— 3%, BEDH 5V IPEH O SSH 7 7
AT NEHEALUTEWELE T,

SSH 3% AR — b5 2 —HYFRFEA B = X AIZ1E, RADIUS, TACACS+, B LU E—I/LITkHH S
Nz —H4 L R2AT— P& LRaERNH 0 £7,

SSHUO 5472k

SSHZ 747 MEREIZ, SSH Y1 ha Lz LTEITINDT SV r— 3T, RiFL K=
{bEiTWET, SSHZ 74 T7 v FEHEHTLE. AL v F L, BD Cisco Nexus T /3 AAA
FELESSHY = 2B L TOLMOEE DT A AL & a7 Rl 5L S o & g
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SSH & U Telnet DBE |

TXFET, ZOERIX, BEbanN=T7 U "Ny REgEREEB L ET, FREESick v,
SSHZ 947 M, ExX=2 VT 4{RESNTWRWRy hU—7 ETHE X2 7 RE(E %2 EH
T&EY,

Cisco Nexus 7 /31 AD SSH 7 7 A 7> M, HfEH 5V EpGH O SSH — N L E#fR L CEMEL
9,

SSH H—/\ F—

A

SSH T, CiscoNexus 7 /3 A & D& F o T REEEIT I 2D — N F—NNIETF, SSH
F—lI, DO SSH A 7> a S TE £,

* Rivest, Shamir, and Adelman (RSA) AP —Ki5{bZEH L7~ SSH X— 32
* Digital System Algrorithm (DSA) %#fEH L7 SSH X— =22
SSH —E A% A RX—7/VITT DHAEIC, B/ N— 5 0 SSH —" F— X7 2 [fF L T<

FEW, FHFOSSHZ F5A T F A=V a3 s 0T, SSHY— AR 2 — R7EB4ARELE T,
SSH#—EATiE, SSHARA—V a2 Ik T252LB00F— XTE2HTEET,

cdsad 7> arvaFHTAHE, SSHAN— g 0270 a3 bZxthisd 5 DSA F—~37 R
SNFET,

srsat T arEERHTAE, SSHAA— g2 7Fu haizxtinT b RSA F—27 BN
SNET,
7 7 4V b TiX, Cisco Nexus 7 /34 A% 1024 £ h®D RSA F—%AEpk L E7,
SSH IE, ROLHF—EX A R—FLET,
* OpenSSH
* IETF SSH (SECSH)

TE

tl

SSH ¥ —% 9 _XTCHIRT 2 L, SSHY»—E2&[eTE 8 A,

Telnet H—/\

i CiscoNexus5600 &!) —XNX-0S t¥a T4 a4 Falb—2ar AL FJJ—R1x

Telnet 7’12 k2 /LiE, &R A b & @ TCP/IP #fi 2. LET, Telnet zfEHTHE, HAHA bD
Z—FRBHA F DB T A =N DTCPHERE A LT, AT A TF—R hr—2 2%
DIRY TEET, Telnetld, VE—h YAFADT FLAE LT, IPT FLAELIE R AL 4
BRI ET,

Cisco Nexus 7 /3 ATIL, T 7 4V b T Telnet & — 304 R—T W2l > TWET,
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sshozEzEssosinEE ]

SSH DFEFIRES &K UHIFIEIR

SSH @

| 0L-30921-01-J

SSH |21, ROPEEFHL L OHIRFEERH Y £7°,
* Cisco Nexus 7 /XA A%, SSH/X— 3 2 (SSHv2) 72 &V AR — L CTWE1,

SSHD T2+ I)L FERE

WDFEIZ, SSHXTA—XZ DT 74V "R EERLET,

R1: TITHILED SSHIRS A —4

INT A—% (Parameters) Tk
SSH #— A X =TI
SSH H—/3 F— 1024 £ v h THARL S 4172 RSA F—
RSA F—4kEy MKk 1024
Telnet H—/3 A 3R —T )L
EXTE

SSHH—/\ X—D ARk

X2 U T 4 BHIZESWTSSH b — R F—%4Tc&xEd, T 74/ D SSH H—/3 F—
X, 1024 £ FCHERR SN D RSA F—T7,

Fg
avURFEREETIV3Y |BHW
2Tv 1 switch# configure terminal Ja—nN)ar7 4 ¥al—ay ET— REH
HmLUET,
2Fv T2 switch(config)# ssh key {dsa |SSH 4 —/% — %Ak L £ 3,

[foree] [xsa [bits [forcelly 1 almic1t. F—obmic BT 5 ©y M

BT LET, AZh7cEHIX 768 ~ 2048 T¥, T
7 )V MEIL 1024 TT,
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B v 75y rESSHAMY—0EE

av U RFEEETIV3Y BB
BFOXF—%2E X2 585581, F—7Y— Fforce

2L £,
ATFvT3 switch(config)# exit Ja—N)ar7 4 Xal—iay T— REk
T L/ i ‘g—O
ATy T4 switch# show ssh key EE)
SSH = F—2 KR L E7,
ATvw S5 switch# copy running-config | ({1-i)
startup-config FTar 74 Xal—vark AF—FTv7

Oy 74 Fal—varilat—LE1,

WIT, SSH ¥ —N F—Z BT 202" L ET,

switch# configure terminal

switch (config)# ssh key rsa 2048

switch (config) # exit

switch# show ssh key

switch# copy running-config startup-config

aA—H 7Ho 2 FHSSH AR+ —DEE

SSHABF—%RETDHE, NAT—REERINDZERLS, SSHZ IFA4 7 FEFHLTRH
TALTEET, SSHABF—IT. RO3IFEEOWTHIOTERTHEETXET,

* Open SSH B2
* Internet Engineering Task Force (IETF) SECSH &=

* Privacy Enhanced Mail (PEM) H=D/ARH & —FERHE

Open SSH i [Z & % SSH AFAF—DIETE
22— 7 H U MAICSSH AT SSH A —%2fsETcE £,

FIE
ARV RFERRETI VY B#
Z2Fwv T switch# configure terminal sa—s\)ary7Z 4 FXal—aryET—R
BRI L £,
ATvT2 switch(config)# username SSH JEUT SSH AR F — & E L 77,
username sshkey ssh-key

Cisco Nexus 5600 > ') —X NX-0S ¥ l)FT 4 A>T Fal—>3 > ALK ) )—X1x
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MY

1—57ho rESSHARF—0kEE I

AV RFEERETIa Y Bry

ATFvT3 switch(config)# exit Ja—)L a7 4 Fal— gy EF—K
AT LET,
ATFvw T4 switch# show user-account (L)

2= T AT NOREERRFLET,

RATwSH switch# copy running-config (F£=)
startup-config FEfTar 74 F¥al—rvark, AX—F
Ty arZ74¥al—ygilar—L
£

RIZ, Open SSH 2 C SSH AR ¥ — % fET D62~ L ET,

switch# configure terminal

switch (config)# username Userl sshkey ssh-rsa
AAAAB3NzaClyc2EAAAABIWAAAIEAri3mQy4W1lAVOY2t2hrEWgbUEYzZz
CfTPO5B8LRkedn56BEy2N9ZcdpgE6aqiLZwiZcTFEzZaAAZpIAS86dgBAjsKGs7UxnhGySr8ZELv+DQBsDQH6rZ t0KR+2Da8hJD4Z
XIeccWk0gS1DQUNZ300xstQsYZUtgnxlbvm5NinnOMcNinnOMc=

switch(config)# exit

switch# show user-account

switch# copy running-config startup-config

G¥)

IETF SECSH

| 0L-30921-01-J

EEEOBID username =< 2 RiE, 5T THOICEATINTOETA, B—1T7TT,

BXIZ&k 5D SSH AEF*+—DiEFE
a—H 7 H v NI IETF SECSH EAC SSH AR ¥ — % ETE £,
Flig
av v RFEEEFET7I3y | BM
ATy switch# copy server-file H—/3 5 IETF SECSH JERX D SSH F— % & ie
bootflash: filename Ty ANEHX T a— RNL%EJ, File Transfer
Protocol (FTP) . SCP. SSH File Transfer Protocol
(SFTP) . £ 721 Trivial File Transfer Protocol
(TFTP) Y—"ZFHTXET,
ATvT2 switch# configure terminal Ja—r~ary 74 ¥al—3grF— R
HBLUET,
ATvT3 switch(config)# username SSH BT SSH ABHF — AR E L 7,
username sshkey file filename
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ARV RFERRETIVa Yy

=)

2T T4 switch(config)# exit Jua—)arZ4Xal—varE— ek
TLET,
XTFwTH switch# show user-account EE)
2= T AT NOREERRLET,
ATvT6 switch# copy running-config Cas

startup-config

FTar 74 Xal—Tarvk, AZ—K T v
Far7 4 ¥al—ailar—_LET,

&Iz, IETF SECSH JEZ T SSH ABF— %245 E T 5042 R LE 7,

switch#copy tftp://10.10.1.1/secsh file.pub bootflash:secsh file.pub
switch# configure terminal
switch (config)# username Userl sshkey file bootflash:secsh_file.pub
switch (config) # exit

switch# show user-account

switch# copy running-config startup-config

PEM 74+ —< v MeSn =X —EBHAERRIZ X 5 SSH AFF—DIEE
a—Y T HU L FHICPEM 7 4 —~ v MEENTZABF—FFBHER A T SSH ABF—44E T

TET,
FE
AU RFERETY3Y (BB
ATy I switch# copy server-file P — 305 PEM 7 4 —~ v MES VT AR —
bootflash: filename AL SSH ¥ — kBl 7 7 A VEF T
m— RL%9, FTP, SCP, SFTP, F7-(X TFTP
P—=NEZHHETEET,
ATFv T2 switch# configure terminal FTa—r ) ar7 4 Xal—ay T— N5
HLUET,
ATFvT3 switch# show user-account G-y
22— THU NOREER R LET,
ATvT4 switch# copy running-config G=3)

startup-config

a7 4 Xal—arvk, AFA—r TS
a7 4 FXal—vaizat—LET,
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JE—rFRs2EDSSHEy avnmts [l

WIZ, PEM 7 4 —< v MEENT-ABRF—iEBAER X CTSSHARRX —ZHEET 202~ LE7,

switch# copy tftp://10.10.1.1/cert.pem bootflash:cert.pem
switch# configure terminal

switch# show user-account

switch# copy running-config startup-config

JE—F FTNAREDSSHEY L 3 U DEA
Cisco Nexus 7 /34 A H U E—h TN RZERHTHSSHE Y v a v BB TEET,

FIE

ARV RFERRTIa Y =)

& switch# ssh {hostname | VE— K SFNARELDSSH v a v wEk
username@hostname} [vefvrf-name] | £ 2% hostname \Z1%. IPv4 7 K1 &
IPv6 7 R LA, FIZIFAA MAEFRELET,

SSH RA LDV )T

SCP £721XSFTP #fEH L CH ="MW B 77 A NEF U o— KT 581, v—L{EEED
7% SSH BftR & et L E 9,

FE
aAvY REEIETZYVa Y B#
ATy 1 switch# clear ssh hosts SSHHAEA N By a7 U7 L%
R

SSH H—/\OT 4 —T )Lk

Cisco Nexus 7 /34 A TlX, T 7 4 /b FTSSH — 30 A X =T T/ > TWET,

FIE
ARV RFERRTIYaY |BW
2Ty T switch# configure terminal Jau—s\)ar7 4 Fal—raryE— K%
PaE L £7
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ARV RFERRTO VY

E]:g]

ATFv T2 switch(config)# no feature ssh |SSH - — %25 s E—7NIZLET, T 74
VR TEA =T N> TWET,

ATFvT3 switch(config)# exit Ja—R_)L a7 4 X2l —TaryE—RE
®TLET,

ATy T4 switch# show ssh server GGy
SSH — O E &= # R LET,

ATFwvTH switch# copy running-config G-y

startup-config

FElTar 74 Fal—arkE AX—RT Y
T arZ74xXal—ygAlar’—LE T,

SSH H—/\ X—DHIIFx

SSH H— %7 4 E—7 i Lz, SSH ¥ — 1 F—ZHIfRCTxE 7,

A

GE) SSH # i EA X —7 M2 T B120E, £9, SSHY— N F—2 4T 0ERH D 9,

FIE

AU RFEREETIVa Y

S]]

ATy T

switch# configure terminal

sa—r)ar7 4 Xal—aryE— K%
BisE L E 9,

ATvT2

switch(config)# no feature ssh

SSH #—"%7 4 t—7 /I LET,

ATvT3

switch(config)# no ssh key [dsa |
rsa]

SSH $—/% F—Z2HIR L £,

T 7V hTiE, TXTO SSH F—03 IR &
nFET,

ATv74

switch(config)# exit

Ja—r\)bary 7 4 F¥al—agrE— g
“TLET,

ATwv 5

switch# show ssh key

(&
SSH % — O EZ RN LET,

i CiscoNexus5600 &!) —XNX-0S t¥a T4 a4 Falb—2ar AL FJJ—R1x
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ssityviaransy7 I

AU RFEREETOVa Y

=)

switch# copy running-config
startup-config

ATvT6

(&
FEfrar 7 4 X2l —Yarrd, AX— R T v
Far74¥al—yaricar—LET,

SSHtEy>armnyo)7

Cisco Nexus T34 A6 SSHE Y a2 7 U7 TxFET,

&

ATy T2

ATvT3
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FIE

ARV RFERETIVa Y B
2Ty T1 switch# show users a—HFkyva UEFREFRLET,
2Ty T2 switch# clear line vty-line a—H#SSHE v a w2277 LET,

SSH D&% TE

WIZ, SSH ZiEd 202~ LET,

FIE

SSH ¥— " F—% ARk LE 7,

switch(config) # ssh key rsa
generating rsa key (1024 bits).....

generated rsa key

SSH #— & A X2 —7 /M LET,
switch# configure terminal
switch (config) # feature ssh

G¥) SSH 4—N[IF 7 4V N TA X—TNRDT, ZOFEIILEH) T

}\/o
SSH #—/ F—Z2F R L £7,

switch(config)# show ssh key

rsa Keys generated:Fri May 8 22:09:47 2009
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RTv74

ATy TH

Telnet @
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ssh-rsa
AAAAB3NzaClyc2EAAAABIWAAAIEATi3mQy4W1AVIY2t2hrEWgbUEYzCEfTPOSB8LRkedn56BEY2N9ZcdpgE6aqiLZwEz/
cTFEzaAAZpIAS86dgBA] sKGs7UxnhGySr8ZELv+DOBsDOH6rZt 0KR+2Da8hJD4ZXIeccWk0gS1DQUNZ300xstQsYZUtgnxlbovms/
NinnOMc=

bitcount:1024

fingerprint:
4p:4d:£6:09:42:29:d9:71:3c:bd:09:94:4a:93:ac:ca

R T

could not retrieve dsa key information

R R R

Open SSH FZUZ & 5 SSH AR —%fREL £,

switch(config)# username Userl sshkey ssh-rsa
AAAAB3NzaClyc2EAAAABIWAAAIEAri3mQy4W1AVIY2t2hrEWgbUEYz
C£TPO5B8LRkedn56BEy2N9ZcdpgE6aqJLZwfZcTFEZzaAAZp9AS86dgBAj sKGs7UxnhGySr8ZELv+DQOBsDQH6rZ t OKR+2Da8hJD4Z
XIeccWk0gS1DQUNZ300xstQsYZUtgnx1lbvm5NinnOMcNinnOMc=

RIEERIFLETS

switch (config)# copy running-config startup-config

=JL =2
axX AE

Telnet —/\D T 1« E—TJL1E

[ ] Cisco Nexus 5600 ') —X NX-0S X2 l)T 4 22T F¥al—2a> A4 K Y )—R1x

F 7 40 FTliE, Telnet — 3T A X — T T E I TUVWET, Cisco Nexus 7 734 Z D Telnet
=T 4 B—TICTEET,

FIE
ARV RFERERTO VA Y ]3]
2Ty switch# configure terminal ra—N")ary74FXal—arE— K%
Bt L £ 7,
2Ty T2 switch(config)# feature telnet TelnetV— %5 4 —T /W LET, T 74
VR TIEA =T Mo TWET,
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JE— kTN 2EDTemet ty L 3o I

Telnet Y —/\OHEA *—JIJL1iE

Cisco Nexus 7734 A D Telnet b — 303F 4 B—T /I ENTZHEIT. BHEA X —T I TEE

—é—O
FIE
ARV KRFERETIVaY =]:g]
& switch(config)# feature telnet Telnet — "EZFHEA F—T I LE
‘3—0

JE—F TINARED Telnet 7y < 3 > DFRLE
Telnetz > o 3 VABIMR L TYE— b T/351 RIZEEHGET DRNT, ROVEEEZITOLERH D £,

CUE—F TRAADKA MNEREAEL, NERL, VE—F TS ZAO2—FHHLEEL
9,

* Cisco Nexus 7 /34 A T Telnet — % 4 X —7 /2 LT,
*JE—h FNA A LT Telnet — %A x—T7 VT LET,

FIE

ARV NEEETIYaY | BW

ATy 1 switch# telnet hostname JE— R FN_NA XL DTelnetz v a2 ERLE
T BIE hostname (21X, IPv4 T KLU A IPv6 7
VAL EB3T A AL ERELET,

WIZ, Telnet > a &AL TYE— bk 7351 ATHERET 2027~ LET,

switch# telnet 10.10.1.1
Trying 10.10.1.1...
Connected to 10.10.1.1.
Escape character is '""]'.
switch login:

Telnetvy> a3 >Do )7

Cisco Nexus T /34 A6 Telnet v a %27 V7 T&xE1,
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FIE
ARV RFERRETI Y B &
2Ty F1 switch# show users a—HF g UERERRLET,
2Ty T2 switch# clear line vty-line a—HY Telnettv v a a7 U7 LE
—é—o

SSH £ & U Telnet MR E NDHIEER

SSH B XU Telnet DI A Fom T 2121E. ROWTHNDOIEEEZITVE T,

avwoU R

=)

show ssh key [dsa | rsa]

SSH H—/X F— X7 OIFREZF R L E T,

show running-config security [all]

FITar 7 4 Fal— 3 HNOSSH & o—H
ThHY U NOEREEFRTILET, F—U—FK
al ZfRETH &, SSHB LV 2—HF T h o v
DT T v MEBERRSNET,

show ssh server

SSH Y% — OB EEFR R LET,

show user-account

=Y Th v MEREFTILET,
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