FHERaAvrO—)L YR FDERTE

ZOEONKFIF., ROLEEY TT,

* ACLIZOWT, 1 _—¥

* IP ACL OE, 9 ~—¥

* MAC ACL D&&iE, 18 ~—
* MAC ACL OB EH, 23 ~—
* VLAN ACL O#f2E, 23 ~_—
* VACL OFRIE, 24 _—¥

* VACL OFREFI, 27 ~—¥

s (RARSRERED ACL DR E, 27 ~=—

ACL [ZDINT

T7vAartu—/L U AL (ACL) &iX, NT7 747 D7 4 NH Y 7T DA &
DNL—vEy O L TT, KL—ZiX, Ty 8PL—Z—ET D7Dz ST
RORWEEOEy RBHESNTWET, AA vFiE, HH/y MIxLTHSH ACL %
AT 20 EIpEYETsEEx, FO Yy 2 ACLNOT X TONL—/LOFEMIZHHLTT A b
LET, —HTIFUDBEONAODSTZRE T, Ty R TH0EET 20BN ED E
T, —HITIHEMNAONLRNE AL v FIXEHAAEERT 7 4/ hO— VA2 L7,
TP ST/ MZOWTITEIRF TSN, fEG STy M ke y 7 anEd,

ACLZERT2E, 2y MU=V BLORFEDFA M, RERFN T 7 4 v 7 REELL 2V b
T4 I DRETEE T, Tt xiE, ACLEZMEALC, MEICEX =) T 1 Ri#EINT-R Yy
hT—2 A X —F v BT HyperText Transfer Protocol (HTTP; /A /X— 7 F A Kk T A
Ty Zuaban) NIT7 4y I PRATLHOEEREILTEET, o, FFEOY A ~OHTTP k
T4 7T EHFANTHIELTEET, TOEAIE. 14 FOIP T RLADS, IP ACL (25
ESNTNENE I ML > THIELET,
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B racLossTeER

IPACLD % A T & i

H

FHER v kA—L YR FOBE |

CiscoNexus T/3 At ¥X=2VT7 4 vT7 7497 740 FZ Y 7HIZ, IPv4, IPv6, MAC D
L ACLEZYFR—FLTWET, AA vTF T, KOXRITRTLIIZ, A— FD ACL, VLAN
ACL, BXUNL—ZDACLE, LT, IPT77ERX arue—n UR K (ACL) 2HTXET,

x1:EXa2)7T1 ACLOEA

FIUs— | Y R— T EL0B—TIAR FIR— S HACLDZ AT
vay
AR—k ACLIL, ROWT T L-84&. &~— ACL | IPv4 ACL
ACL ERINET, IPv6 ACL
A=V Xy M A HX—TxAfA MAC ACL
R (/26 SUV N Nl N A O ) P N i e
A
AN—PFACLZ T 7 R—hMNIHEATDHE, =D
ACLIZ, M b7 7 R— kLD ToD VLAN
rFDONT T4 T BT AR T LET,
J—H IPv4 ACL
ACL *VLAN A > X —7 = A A
IPv6 ACL
GE) VLANA v X —T = A AZEETH - .
MlC. VLANA v ¥ —T =g 2% | ) hmcﬁi(MN?\
0= LT R T T B L 7 PR
TN T DT
%D\iTO
., vA4¥3 1
‘WHE3I A L —T (A BT = f ATH
LAV IL PRy b P TS T A R R bEINET) .
CLAFYIA—Y Ry b B—=F F¥ R A
H—T A A
CLAYIAS—F Ry hFE—KFF ¥R Y7o
VH—T A A
s hrxv
CEHALH—T AR
VLAN TI¥v A~y TEFEHMLUTACLEZT 7 3 3 27 | IPvd ACL
ACL VyI—hL, ZOT VA~ 7% VLAN IZi# | MAC ACL
(VACL) | p3 2484, 20 ACL 1% VACL & R ST,
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= R
TIVr— | Y R—+FEH403—T AR HYR—bFHACLDEA T
vav
VTY ACL | VTY IPv4 ACL

IPv6 ACL

1 B
FNL R, Ny DERET DB, ZOR Y FOBRAAEZRELET, FALARET
74w 7T D ACLIZ SR K> TikED £3, T3 AL, RONEFTACL M L F
7,
1 wR— bk ACL
2 AJ1VACL
3 AJir—% ACL
4 HAHL—% ACL
5 71 VACL
JL—IL
TI7R%A VAR a7 4X¥alb—yaryET— RTL—LEERTSI2IE, permit £7-(% deny =
<~V REHFEALET., AA vFiE, FaL— W ESNTEEE—HTDNT 7 4 v 7 5]
L., HEL—HRESNT-EE IO N T 7o v a7y LET, L—WI—ETD
72D N T 7 4y BT SRR O WEHEERET D00 F 7 a UREHEHE SN
Tb\i—g‘o
E{ETEIEE
B— X, V= —BT B T T 4 v I DFETEmeEERIEELET, BETLHEETE
L O%EIZIE, FFEDTRA R, RARDR Y NT—T FI 7N~ HAVIIEEDOE A &
FRCTEET,
JoralL

| oL-27902-01-J

IPv4, IPv6, BLOMAC D ACL CiX, h7 74 v 7 %&7a ha LTl TcxEd, HEDED
FRIZAL< DI, —#o7 e ha/VIL4ARITIRETEET, =& xiX, IPvd ACL Ti, ICMP
EALBICHETEET,

AVHE—Fy F A harFEeEeERTER T e ha v EBETEET, & 21T, Layer2
Tunneling Protocol (L2TP; L' A ¥ 2 b U 2 7o hajn) ZEETHIE, 1S E2FEHLE
7
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TR a2 rA—)L YR FDERFE

BEEDIL—IL

IPACL B X O'MACACL IZIFRERL— AR H 0 9, BEBL— T, FfTar 74 F=2b—Ta
VIR ESN TOEEAN., ACLNOMDONL—LE —F LAWEAICAL Y TFN T T 4 v
Lﬁ%#éw~w(¢o

T _TOD IPv4 ACL (121, ROBEBRODNL—AB3H Y F7,

deny ip any any
ZORERONL—MZE > T, EORFIZE B LRWIP F T 7 4 v 7 I3ER ShE T,

FT_TOD IPv6 ACL 121, ROBEBRODNL— AR H Y F7,
deny ipvé6 any any

TOMD T4 NE) T A Tay

BMoA 7 arz2EHL TN 7 4 v 7 Bl TEE9, IPV4ACLIZIE, ROEMZ 4 42 Y
VAT aryrBHABEINTWET,

LAY 4Ta han

* TCP/UDP 7K— k

*ICMP # A 7E L a—F

*IGMP % A 7

LY

* DiffServ =1— K 7K > k (DSCP) fi&

* ACK. FIN, PSH, RST, SYN, 72X URG t v F#t v b &7z TCP /347 v b
* WL 2 TCP ot

IPV6 ACL 1%, IRDIBIMNT 4 VHZ VT AT arkdR— L THET,
LAY 4Ta han
*FREE~Ny X — 7'm hajy
*ATEMEEFR2 VT 4 N E—F
A u— REHT 7 hal
* 2 b U —Adfil{ElERE 7 7 k=L (SCTP)
*SCTP, TCP, B X UUDP O%&K— h
*ICMP # A 7B L a—F
*IGMP ¥ 1 7
cTm— 7~

* DSCP i
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TR a2 rA—)L YR FDERE

= R

* ACK, FIN, PSH, RST., SYN, &£7//ZURG E' v h»3E > h &7 TCP /X7 » |k
* TENLH A TCP Hife
AT/ P2

MAC ACL I%, IRDEMZ 4 NE VT F T a AR —MLTHWET,
*LA4¥37u han
« VLAN ID
*H—E R 7T A (CoS)

Y= URES

Cisco Nexus 7 /3 AN — N D —4 v AFKGEYVR—FLET, ANTEHTITO/L—IT
=l ABFZENEI L TENFET (=PI L BB Y TELIIT A AL HEEEID Y
T) o V=T UAFFIZEL ST, RO ACLREEENES I/ 7,

CBEFEDONL— IV OMIZHRONL—VEBINTS : =V AR FERETHZ LIZL - T,
ACL N TOFHNL— IV OFASFT 28 E LET, & 2iE, —&S 100 & 110 DRI
LWL — IV EFATOIVNEND DAL, V—7 U AF T 105 285 LUV L—/UZE Y 4T
F9,

=N EHIRT D = U AR S EEM LRWVERIE, A EHIERT 2012, RO LD
(=B AT HMERDH Y £,

switch(config-acl)# no permit tcp 10.0.0.0/8 any

ZDON—IZ 101 FE DY — AB BB TOIUR, Ra~y RETTLU— L EHIBRTX
£,

switch (config-acl) # no 101

N—NEBENTD = U AEREEEHTNE. FU ACL NORZRD5GFTNV—L 2
BT HNENHLHEAIT, FOL—LDat —% L —4 o 2K S TIE LUVALEIZHA L TH
5. TOL—LVEHIRTEET, ZOFECED, FT7 4 v 7 2HEEFIioLr— L 2B
TEET,

V= U ABZ B EEAE TV VB AT D L TN ATFEDN— )V ACL OFHZRIZIEN
L., EON—/VDEFION—NDY—7 VAT EDH 10 REWEFEHV Y TES, &z
X, ACLINDERBEDNL—IL DY —r L AFK SN 225 T, V= AFKsEETETIor—1r a8
IMUT=E. T8 RIFOHFH LVIL— U — v A5 235 280 YT,

Fm. TAALATIE, ACLRNAL—ILDY—F o 2K T2 FHEV YT TExET, V= 2K ZFD
FFEID YTk, ACLNIZ, 100, 101 D X 9T B — 7 U AFZDONL—NLRNHLH5E, i
5O —VORIZ 1 DL EONV— )V EFFAT DB NS 5 & X THER]TT,
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B stfssme A

FHER v kA—L YR FOBE |

MEEREFEREEREI -y b

TCPBLOUDP F5 7 4 v 7D IPACL/L—/LTlE, SRHEEEFAZFH LT, A— FEEICES
ERNTTAU T BT ANE Y T TEET,

CiscoNexus 7 /31 A%, EHAF AT FOMLEDLEZHIEAE2=> + (LOU) LIEIH
HLUTUAZNITKM L, IPACL THE SN TCP B L ONUDP AA— k ECHE (kv kxw, X
D/, FELL W, AEHE) 270V ET,

G¥)

range HE - IIRMEL EH £ T,

INHOLOUNE, T DOERZIT 5 722457 Ternary Content Addressable Memory (TCAM)
T M EERARBICIMAET, RRK2ODLOU %R, A v F—T A ADOF/ERETHHTE £
9, 72E ZIFATIRACLIZ2 2D LOU #fEH L., QoSHEREIX2 2D LOU # il TXx £ 9, ACL
BEEET2 2RV ZL ORINHEBE DN LERGE . &IIO2 >OEENLOUEZEH L, EhoT 7+
A ayvibo— oY RERINET,

TR ANFERF L AT FOMAEDEE LOUICKMT 5008 5 oYM L2 IR L&
T

CHETELIIART R, MO — A THHASN TV AER L 47 ROMALG DT
BB GE. ZOMAE LRI LOU KNI ET,

e Z21E, HEF L AT U RoMAGbE Tgt10) & Tgt1l) X, Bl%IZ LOU D43
x4, lgt10) & Mt10) HRIL TSI E T,

CHHE T L ART U ROMAE LR —IVINDEE TR — b EFEHRAR— DO B EH 5T
AEN5,E, LOU DA GIEICHEEZ 52 £1, RUMAREDEO—TNEETR— b
(2. 3560 — MIRA IZEH SN D581, 2 2OFR CHAEDERR 2 T S
E3 e

el ziX, HHNV—ICL ST, HRERTEANT U ROMAGDLE Tgt10) BEFLA— b
(2. BlON— X > TR CHAADE Tgt10] 23580 R— M@ S o546, W7 ofH
HEDENLOU OIS, FERE LTI OO LOU RN EHIND Z L1272 £
T, Z07H, Tgtl10) ZEHTHL—ABEBINENTH, ZHLLELOUIFEH S ES
oo

HatiEE & ACL

l Cisco Nexus 5500 < ') —XNX-0S tXxal)FqarvIqaxal—arHa K1Y IJ—Z6.0(2)N1(1)

ZODF3A ZEIPVAACL, IPV6 ACL, 3L U'MAC ACL IZFRTE LT /b— D 7 — )Lt 4
RFEFCEET, 1 DOACLBEEDOA v ¥ —7 =4 ATHEA SN D546, V—Afahdld, 2o
ACLBEMSNDTRCOA v =T = A AL —ET 2 (v v bT2) 7y FORFHEDHER
SHET,
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aLosstrzz24 i

A

GE) A B =T 2 A AL~ULD ACL #EH TV R— F S T EFA,

RETH ACL Z L2, 20 ACL OFEHEWZ T A ADHERFT 50 E I EfRETEET, =
AUCED, ACLICED NT 747 TANE Y TRGENE D NG ETACL #igto A4,
FT7ERBECTEET, £/, ACLERED T I NY a—T 4 7T &L B E T,

T8 ZIZIE ACL OB L — L OREHERITHER SN EF A, 72& 2 TXTO IPv4 ACL D
KBTS HWEEROD deny ip any any L—/L & —E T 537 v SOH T MEIT A ATHEFRFS IV E
i, BERL— L OFEHER AR T 28813, BERL— L L[FE UL — L2 E L7~ ACL 25
IRICERET D HLERNH D T,

ACLDS A U REH
WORIZ, ZOWRED T A B ABEHERLET,
B 5S4tV REH
Cisco NX-OS ACLZEMRT 2720127 A B A3 EH Y £
A,
ACL DREIIR &4
IP ACL OHHZESRMIFTRD LB T,
*IPACLZRRETH0IiE, IPT Ry 78L007 a k a)VZB4 5 58 %8 T,

*ACLZRET DAL Z—T 2 A A FATIZTONTOMFBEBLETT,

VACL OHHRSAITTR D LB T,

* VACL |24 2 IP ACL £721X MAC ACL ’MEEL., MBERFIETN T 74w 7 &% 7 4L
HY U TFTHIICHESIN TSI L 2R LET,

ACL DFEEEE L VHINEIE

IP ACL OFEIWCET 2 FEFR EHNERIIRDO LB T,

* ACL O EIZIE Session Manager #1325 Z L 2#HER L £3, ZOMGEZFEHT 5L, ACL
DOREETART, TORTIIHLEEIND ) Y —ARHAAREETHINE Ik, VY —2A
EFITAy T4 X2 —Tailaly MTOANCHER TE Ed, 2 OMAEEIE. £ 1,000 LA
Eor—3EFEN TS ACL I L CRICHEZI T,
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FHER v kA—L YR FOBE |

B ForrtoAcLss

s A A EA T2 ACL ZHAT 5 &, T8 A LFD ACL = b TR & 5 %
PHOBRIERF £ 7213 THRIZCACL = MY 27 v 75— F LET, RFEFPHIC L - THR &
NET 7T —MIRA T 4= NMIOT T A F VT ¢ TEITINET, KEREIEIZ L -
TT v 7T — b EUTE EEITT A A ATRNIEFITEWIBE, T8 AT v 7
T— MR KEOEESEDLZERH Y £,

*IPACL %# VLAN A > Z—7 = A AZ#HT H72D121F, VLANA v X —T = A A% T u—
NONZA X =T NMETBHERH D F9,

MAC ACL O EICT A EEFE EFKNFERIZKRD LB TT,

*MACACLIZA NI 7 4 w7 EFICEHINET,

*DHCP A X — VY FHEREN A X —T /LD & & (21X, ACL OFHIFRIZTVFR—F S EH A,
*Ml v U —X FY2—/LTliL, mac packet-classify =~ > KiZ X > TH— FEB LU VLAN K
U —® MAC ACL 231 X —7 /W70 £

VACL OB EICETAEEFHEITIKRD LB T,

* ACL DX EIZIE Session Manager #3252 L #HELE L £3, ZOMEZHEHT 5L, ACL
DEREERIT, TORTICHLELIND Y V—ARFHAETHINE I nE, VY —2A
EETAT4Falb—alaly FTORNIHER TE X,

*DHCP A X — Ut > JHEREN A X —T7 /LD & Z1T1E, ACL OFEaHERITY R — hSh A,

T4 D ACL EXTE

WDFEIFZ, IPACLXTA—ZDTF 74V " EREEZ Y A FERLTWET,

K2 IPACLDT 74 b IRSA—4

INDA—4 FIAIE

IP ACL F 7 4L D IP ACLIZFEE L EH A

T _TOACLICHFER O L—/ L3 W@H SN E T,

ACL /L—/b

WDFIT, MACACL XT A —2DFT 75 )L hREZ U A MERLTWET,

Fz3: MACACLOD T 7AI k185 A—4

INDA—4 FI+I bk

MAC ACL F7 4L h® MAC ACL IZfEE LEH A,

ACL /L— /L T _TOACLIZEEERO L — L3 E A S vE T,

Cisco Nexus 5500 1) — X NX-0S X a!)F 4 a>T4Xxal—a> HA F 1) 1J—X6.0(2)N1(1)
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TR rA—)L YR FDEE

Pactozz

WDFEIZ, VACL/ ST A—FDF 7 )L hiREX R LET,

R4 TIAILEDVACLIRS »*—4

FI4I bk

F 74V FDIPACLIZEE L EH AL

NTGHA—4
VACL
ACL /L—)Vv

T R_RTOACLICEER O /L— L3 EH SN E T,

IP ACL DER7E

IP ACL D ERK

| oL-27902-01-J

AA < FIT IPv4 £721% IPv6 D ACL Z{ERL L.

FIE

TN — N ZBINTEET,

ARV RFEEETIa Y

S

ATy T

switch# configure terminal

a7 4 F¥alb—var ®B— RERBLET,

ATy T2

switch(config)# {ip | ipv6}
access-list name

IPACLZ/ERR LT, IPACLZ> 7 X a2l —3
VE— REBBLET, name 51E0E 64 SCTFLIN
THRELET,

ATvT3

switch(config-acl)#
[sequence-number] {permit |
deny} protocol source
destination

IP ACL NIZV— V&2 {E LET, ZHD/L—L
PAERRTE £9, sequence-number 51HUZIE, 1~
4294967295 DEHEIETE L £,

permit =~ > Kl deny 2~ > RiZi%, T 71 v
7 & T 7D DHFEPHEINTVE
To FEMIZOUVTIEL, FFED Cisco Nexus 7 /34
A D [ Command Referencell % 2L T 2SN,

ATvT4

switch(config-acl)# statistics

(&)
ACLIZHEINTE N — NI —FT Ay DS
0 — VIR EHE R A AL v TPICREFT A LD
WZHRTELET,

&AL

switch# show {ip | ipv6}
access-lists name

CER=9)
IPACL ODFTEEFRRLET,
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B racoz=E

FHER v kA—L YR FOBE |

aAvURFERIETIVay | BM
ATvT6 switch# show ip access-lists (E=
hame IPACL D% ExFRRLET,
25y T switch# copy running-config (E=
startup-config FTar 74 FXalb—arvkE, A= T v/
a7 4 Fal—Yailar’ —LET,

WIZ, IPv4 ACL Z1ERT B Hl 2R L E7,

switch# configure terminal

switch(config)# ip access-list acl-01
switch (config-acl)# permit ip 192.168.2.0/24 any
switch (config-acl)# statistics

IZ, IPv6 ACL ZAERNT A2~ L ET,

switch# configure terminal
switch(config)# ipv6é access-list acl-01-ipvé
switch (config-ipv6-acl)# permit tcp 2001:0db8:85a3::/48 2001:0db8:be03:2112::/64

IPACLDZEHE

BELED TPv4 ACL F 7-13 IPv6 ACL D /L— L DEINE L O % EITcx £3,
FTEXEH A,

’&I—/i‘j—O

BELE D — L 32

W= IVEEFETDHITIE, ZONL—LEHIERL T, BEEMZ L —V%FE

BEFONL— VORNZH LWL — LB AT D MLERDH 5855 T, BIEO Y — 7 v AFFOZEZR
WTITTRCTEFATERNE XL, resequence 2~ REfEH LTy —7 v AEKSE2HEID Y

TLET,

FIE

AU RFEREET7TIVa Y

EL:)

ATy T

switch# configure terminal

Ay 7 4 F¥al—vary E— REBBLET,

ATvT2

switch(config)# {ip | ipv6}
access-list name

AEICIEELZACLOIPACL2 Y 7 4 Xal—3 3
v E— RERBLET,

ATvT3

switch(config)#ip access-list
name

ZEICHEELIZACLOIPACL2 Y 7 4 Xal—3 3
v E— RERBLET,

ATv74

l Cisco Nexus 5500 < ') —XNX-0S tXxal)FqarvIqaxal—arHa K1Y IJ—Z6.0(2)N1(1)

switch(config-acl)#
[sequence-number] {permit |
deny} protocol source
destination

IPACLINIZV— NV EER LET, v—F v RAE 5%
BETHLE. ACLINOL— LI AIEEEECXE
T, T URAFEERELRNE, L—/LIT ACL
DORJBIZIEBMEINET, sequence-number 551X,
1 ~ 4294967295 DEH A IEE L £,
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[FVROLTCN |

AU REREETIVa Y

E]:g]

permit =~ K& deny 2~ RNiZiX, N7 717
w210 DE < DTHENHE SN THET,
FEMIZ DU TIE, Cisco Nexus 7 /31 AD [ Command

Referencel %ML T 7ZE0,

ATFvTH switch(config-acl)# no UEE)
{sequence-number | {permit | | y=s=1 7= L — L% 1P ACL 705 HIE L4,
deny} protocol source
destination} permit 2~ K& deny 2~ NiZiX, F7 74 v 7
ZANT D720 DE L OFENHE SN TVET,
FEMILZ DU TIE, Cisco Nexus 7 /31 AD [ Command
Referencell #ZH L T 7230,
ATvT6 switch(config-acl)# [no] (F5)
statistics ACLICHE SN —WZ—8T 5/ v by —
PVIRREEHE R Z A A > FRICREFT 5 X 9 IHE
LET,
no A7 a U EIRET H L. ACL D7 1 — VL7
FHERB AL v FRICHRFF SRR £,
RATFvTT switch#show ip access-lists CES=3)
hame IP ACL OFREZFRLET,
ATFw T8 switch# copy running-config | ({-7)
startup-config FiTar 74 Xalb—varkE AFX—RFT v/ 2
Y74 F¥al—variiat—LET,
EErEYD

IPACL ND Y —4r v AT 5O,

IP ACL O HlIB&

2AA v F S IPACL ZHIBRTE £97,
AA T IPACL ZHIBRT DRI, ACLA X —T7 oA AZHHINTWDENE D N EhE

RLTLEE N,

HIFRTZ 2 01%

(12 =2—2)

HEBEHESNTWS ACL 2T, ACLZHIRLTH., £+

DACLBEHAEIN TV, v H—T =2 ADOFRTEITHELZITET AL, AL v T, HiErc%

? ACL %322

| oL-27902-01-J

ETHDHERBRLET,

Cisco Nexus5500 ') —XNX-0S ¥ 1)F4 A T4FXxal—>ar HA4 K1) 1)—X6.0(2)N1(1) [ |



B PALADL -4 RBEOER

FIE

FHER v kA—L YR FOBE |

ARV RFERETI VY

S

ATy T

switch# configure terminal

a7 4 ¥ al—ig s E— REBBLET,

ATy T2

switch(config)# no {ip | ipv6}
access-list name

AETCTHELEZIPACL 2 Ef T2 7 4 ¥ a
L—yarmnbHlRLET,

ATvT3

name

switch(config)# no ip access-list

ZHICHE LI IPACL #EfTa 7 4 ¥ =
L—2a U HHIBR L £,

ATvT4

switch# show running-config

&
ACLORERERFRLET, HIFRIN/ZIPACL
IFFEREINBWTTTT,

ATvT5

switch# copy running-config
startup-config

(&
FTar 74 Xal—yarE, AA—T v
Far7 4 Xal—i g lat’—LET,

IPACLAD L —4 U RBEBEDER

IP ACL NDOL— LA T bzt _RTCD Y — 7V ABRFEBERTE £,

FIE
ARV RFERETI3Y B#
RTwv 1 switch# configure terminal a7 4 Fal—aryET— FEEEBLET,
ATvT2 switch(config)# resequence {ip | | ACL NIZFEIE STV D IL— Ul Y —F v AF =
1pv6}; access-list name AT ET, BBE LTSS — L AR BN
ivtartmg-stequence-number DONL— AT BN ET. BEOK L —IT T,
weremen ERIOAL—L L0 H REVESHIHFT R ET,
FFOMRIY, FEEL-ESICL > TREY 7,
starting-sequence-number 513 & increment 514501%,
1 ~ 4294967295 DEEFTHEE L £7,
ATvT3 switch# show {ip | ipv6} ()
access-lists name IPACL DREEFERLET,
ATFvT4 switch# copy running-config L3

startup-config

FITar74F¥al—vark, AF—F Ty
a7 4 Fal—ariiar—LET,

l Cisco Nexus 5500 < ') —XNX-0S tXxal)FqarvIqaxal—arHa K1Y IJ—Z6.0(2)N1(1)
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QX2 THACLD

=L ==

ax AE

nxvscnactosE I}

BEDODTa Fal T RLAD NG 74w 7 2 Itk 3007 /A ay fa— J &
hEAER CE £9,

FIE

ARV RERERET Y3

~

B8

ATy T

switch# configure terminal

Jau—r)ary7Z 4 Fal—iary EB— REBBLE
‘a‘o

ATvT2

switch(config)# {ip | ipv6}
access-list name

IPACLZ{EEX LT, IPACLZ > 7 4 ¥ a2l — g F—
REBIME L E T, name 515 64 LFELNTHRE LE
R

ATvT3

switch(config-acl)# permit
protocol source destination
log

IPACLNIZ, $sED 7' 1 ha)vdD bF 7 1 v 7 % syslog
77 A MR DV EAERC L £, protocol 51K
DERETRDO LBV T,

*icmp : ICMP

*igmp : IGMP

*ip : IPv4

*ipv6 : IPv6

* tep : TCP

*udp : UDP

*sctp : SCTP (IPv6 D)
source 5|43 & U destination 51 #2i%, v FU—2 U
ANVEH—F (IPv4DH) EIPT FLALIPT FLA
BIOWERY TRy b~A7 RARMT FLVA, £z
MEBEOT RVAZIEET Dany 2 03 H D £, FMl
WZOWTIE, ZHEHDOZZ v b7 4+ —AD [System

Management Configuration Guide)] 35 X O [Security
Command Referencel] S L T 72X 0y,

ATvT4

switch(config-acl)# exit

BEODaLy 7 4 ¥zl — gy F—REKTLET,

| oL-27902-01-J
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FHER v kA—L YR FOBE |

mgmt0 ~® IP-ACL O3

ARV RFEERETIV3 | BW

.

7

AFwT5 | switchconfigh copy | (L)
running-config V7= ML A5 — MRHCETaY 7 4 FaLb—
startup-config VEAS—RT T Ay T 4 Ral—vaicat—L

T, EBEZKRARITRF L ET,

wIZ, BOHDAHEETLTBLUOSENSDIPVATCP T 7 4 v 7 & —HT 5 M) 2T 57-
OO ACL Z1ERT 2B 2 L ET,

switch# configuration terminal

switch (config)# ip access-list tcp_log

switch (config-acl)# permit tcp any any log
switch(config-acl) # exit

switch (config) # copy running-config startup-config

mgmt0 ~ @ IP-ACL 0

l Cisco Nexus 5500 < ') —XNX-0S tXxal)FqarvIqaxal—arHa K1Y IJ—Z6.0(2)N1(1)

BHA X —T x4 A (mgmt0) |ZIPv4 ACL £721X IPv6 ACL i CZ £,

[T L& BHIIC

WHT D ACL BAFEIEL, HIZIS LI N T 70w T4 NZ ) U TRERESNTND I L 2l
BLET,

FIE
ARV RFERFTIVaY E[:0)
ZFw T configure terminal sa—sNLary7 4X¥al—vary E—
RZBAth L £,
I

switch# configure terminal
switch (config) #

ATFv T2 interface mgmt port BHA LA —T A ADA LT 4 F 2l —
varyE'— RERHBLET,

{1

switch (config)# interface mgmtO
switch (config-if) #

2Fwv T3 ip access-group access-list {in | out} IPv4 ACL £ 721Z IPv6 ACL %, ¥cEIFIM D
NI 7497 DLAYIA L H—T A A
i - AL ET, AL~ F ACL % 1

switch (config-if) #ip access-group N N
acl-120 out O@ﬁﬁ‘(%i'ﬁ—o

0L-27902-01-J |
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r—aacLeLcoracLoiEl i

ARV KRFERETI a3 Y B#Y
ATvT4 show running-config aclmgr i)
ACL DRREZFRLET,
fAi
switch (config-if)# show
running-config aclmgr
ATvT5 copy running-config startup-config EE)
Firar74¥al—rark, AX—F
i - Ty ar74Xal—yalat—
switch (config-if)# copy
running-config startup-config L’gzer
B R

*IP ACL DFERK

JL—% ACL & L T® IP ACL D:EF

IPv4 ACL £ 721X IPv6 ACL 1X, KD X A T DA X —T = A ATHEHATEET,

CPELAXYIA LI =T A ABLOY T A U F—T A R

LAY 3IA—YV XY P R—FF RN AL EZ—T 2 ABLIOYV TS L F—T A A
*VLAN £ > Z—T7 = A A

s hrxL

AL H—T AR

INBEDAHE—T 2 A A XA TZHHSI N ACL iZ/V—4# ACL & RZa3nFE 7,

[T L& BHIIC

AT ACL WFEL, BMIZL LN T 747 T4 NE VU TRBREINTVWD Z & &

L ET,

FIE

ATV RFEEET7IIY

E[:)

ATy T

switch# configure terminal

Jao—nR) a7 4 FXal—g
T— FEBBLET,

| oL-27902-01-J
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B rPAcLoOK—RACLELTOER

FHER v kA—L YR FOBE |

ARV RFEREETOVa Y

S]]

ATvF2  (kowWFaroavr FEANLET, [BELEA ¥ —T A A XA T D2
N > 3 N N R Ly
« switch(config)# interface ethernet YZAR2 V=T a T REfnL
slot/port[. number] E3
* switch(config)# interface port-channel
channel-number[. number)
* switch(config)# interface tunnel
tunnel-number
* switch(config)# interface vlan vian-ID
* switch(config)# interface mgmt port
ATY7T3  (koOVWThhrDa~vy REASJLET,  |IPv4 ACL £721X IPv6 ACL %, f5ESH
* switch(config-if)# ip access-group RO 7 77\/( Y7 OVAY3A \/7& -
access-list {in | out} T ATEMALES, AL —
% ACL % 1 Dl T& £,
* switch(config-if)# ipvé traffic-filter
access-list {in | out}
ATy T4 switch(config-if)# show running-config U=
aclmgr ACL OREZRRLET,
ATvT5 switch(config-if)# copy running-config CE=3)

startup-config

Eiftary 74 Xa2lb—Tarmr, A
H— K Ty a7 4FXalb—gv
IZar—L%9,

IPACL D7R— k ACL & L TOEH

IPv4 F£7213IPv6 ® ACL X, WA —V Ry b A v FA—T =2 A AFE TR — FF vy 3RUZH#EHAT

TET,

Y

INHDA L H =T 2 A AFAL FITEHENTZACLIZ, A"— FACL & R7Z2&NE,

GE)
A,

—HENDFRE/NT A —H L, PortChannel {IZHH S TWD L, AN F— FOFRTEITKBE L

l Cisco Nexus 5500 < ') —XNX-0S tXxal)FqarvIqaxal—arHa K1Y IJ—Z6.0(2)N1(1)
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PAacLnEenkER I}

FIE
ARV RFEREETIVa Yy B8

2ATFvT1 switch# configure terminal Ja—)Lary7 4 F¥al—yaryET— K%

BfGE L £,

RATFwT2 switch(config)# interface {ethernet | & E D4 L X —T 24 ADA L X —T = A 2
[chassis/]slotlport | port-channel |~ — , 25 L —2 g0 =— FEZBEBLET,
channel-number}

ATvT3 switch(config-if)# {ip port IPv4 E721XIPv6 ACL & A v & —7 = A A%z
access-group | ipv6 port A= Ry R LET, K b ACL
traffic-filter} access-Iist in TlE. A AT R T4 2 TR

RA—hEINTHWET, 12O F—T AR

IZ12DAR— hACL Z#H T £,
ATFvT4 switch# show running-config UEE)

ACL DR EEZRTLET,

AFwTH switch# copy running-config UEE)
startup-config FfTar7 4 F¥alb—vark, AX—FT v

TarZ4FXal—varviiar—LFET,

IP ACL D% E DR
P ACL BENHA 7T 5 121, KOVTNAOIEEEET LET,

+ switch# show running-config
ACL OF%E (IPACL OFRE & IPACL DA SNAHA v X —T = A R) ZFRRLET,

* switch# show running-config interface

ACL DA INA v 2 —T oA ZADBELF R LFET,

hooa~wry ROMAT 4 —v ROZFEMIZ DWW T, Cisco Nexus 7231 AD [Command
Referencell % ZML T 2&W,

IPACL D#EETIBEHRDE=2) T EH )T

IP ACL IZBHT B HiaHE®R (FL—il—8 L7y hOHe ) #HKRT5I121E, showip
access-lists & 7213 show ipv6 access-list =~ > FZfEfHLEd, Zoa~vr KoM H7 44— KD
FEMEIZ DU TIE, Cisco Nexus 7 /31 AD [ Command Referencel % 2L T 2S00,

Cisco Nexus5500 ') —XNX-0S ¥ 1)F4 A T4FXxal—>ar HA4 K1) 1)—X6.0(2)N1(1)
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B wvacacLoze

A

FHER v kA—L YR FOBE |

G¥) MACT 7 A URA NI, HEIPVABIOIEIPVG N7 7 1 v 7 [ZTICHEHRE T,

« switch# show {ip | ipv6} access-lists name

IPACL OBEELFRRFLET,

IP ACL T statistics =~ > RWFEE SN TV H5ATL. show

ip access-lists 33 X 0" show ipv6 access-list =~ > KO NIZ, FL—nic— L7z 7y bD
BRFRINET,

« switch#show ip access-lists name

IPACL OFTEEFRRLET,

IP ACL (T statistics =~ > R FEE SN TV B 5A1E, show

ip access-lists =~ > FOHAIZ, HEA— W~ L=y FOENFRENET,

* switch# clear {ip | ipv6} access-list counters [access-list-name]

T_TOIPACL., F7-I13HED IP ACL OFEHERZEELET,

+ switch# clear ip access-list counters [access-list-name]
FT_XTOIPACL, EIFFFED IP ACL OFFHEREZMHEEL T,

MAC ACL D& F

MAC ACL D 1ERK

MAC ACL Z1Efk L. #® MAC ACL |2/ — /L& B4 5 FEEL. koEBY) ¢,

FIE

ARV RFERERTI VA Y

E:)

ATy T

switch# configure terminal

a7 4 Xal—vary T— REBEBLET,

ATvT2

switch# mac access-list name

MAC ACL #{EfX L C, ACLZ2> 7 4 ¥ = L —
vay E—REBLET,

ATvT3

switch(config-mac-acl)#
[sequence-number] {permit |
deny} source destination
protocol

MAC ACL WIZ/V— L afERE L3,

permit = 7> 3 L deny A7 =3 LTIL, R
T4y 7 EBNT LT ODL L OFEPHES L
TWET, POV, ZHEMAOTZ v b
7 4 —2 0 [Security Command Referencel % 2
LTL7EEY,

l Cisco Nexus 5500 < ') —XNX-0S tXxal)FqarvIqaxal—arHa K1Y IJ—Z6.0(2)N1(1)
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TR rA—)L YR FDEE

MACACLDZEE

AU RFEREETIYaYy | B#Y
ATFvT4 switch(config-mac-acl)# statistics | ({L-5&)
ACLICHE S —e—8T 537 v b D
70— VIRREHE R E A v FRICRETT 5 X
ITHELET,
ATFvw S5 switch# show mac access-lists EE)
hame MAC ACL DR EZF R LET,
ATvT6 switch# copy running-config G-y

startup-config

ETa L I 4 X2l —varvk AX— | T v
a7 4 FXal—vaicat—LET,

WIZ. MAC ACL #{Ek LC. L— L& BT A6 LET,

switch# configure terminal

switch(config)# mac access-list acl-mac-01

switch (config-mac-acl)# permit 00c0.4£00.0000 0000.00ff.ffff any
switch (config-mac-acl) # statistics

MACACL DZE =

BEfED MAC ACL N T, JL— L OBIMEITEIRAZETTE £,
=V EEETHITIE, FOL—IEZHIBRL TG, BEEZNMZ 72—V EEER LT,

Ao

BAFEONL—VITEFR T E8

WEAF DN — VDRI LW — VBT DRENH D56 T, BUEDO V—7 U AF S5 D2 X IR

WTETRTZHATE RN E ST,

TLET,

MAC ACL #Z %3 % FJEIL,

FIE

resequence X~ > REZHH L Ty —7 U AFSEFED Y

RO EFY TT,

ARV RFERRTI Yy

=)

ATy T

switch# configure terminal

Ay 74X a2l —vary ®T—FERBLET,

ATvT2

switch(config)# mac access-list
name

AATCHELIZACLOACLaZ Y 7 f X2l —3 3
v E— REBBLET,

ATvT3

| oL-27902-01-J

switch(config-mac-acl)#
[sequence-number] {permit |
deny} source destination
protocol

MAC ACL WIZ/V— V& B L ET, v—Fr v A
HGEIRET S &L ACL WD L— LAl AL % 45
ETEET, V=T U AFFERFELRNE, L—
IX ACL OKRRBITEMENE T,
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B wmacaAcLo#iR

FHER v kA—L YR FOBE |

ARV RFERRTI VY

E:)

permit 2~ Rt deny =~ NiZix, FF77 4 v
7 & T 0% OHERHESLTOE
j—o

ATv74

switch(config-mac-acl)# no
{sequence-number |
{permit/deny} source
destination protocol}

(=)

F5E LT=/L—/L % MAC ACL 7S HEIBR L £
permit 2~ > Rt deny =2~ NiZix, N7 74 v
7 H@IT A0 D%L OFEMAESINTWE
‘d‘o

ATvTh

switch(config-mac-acl)# [no]
statistics

(=)

ACLICHES NI V—I—FT B 7y v F
O — L IREEHE R A AL v TFNICREFT5 L 9
HRELET,

no 47 valrERETDHE, ACLDOY m— 3178
HEHERD AL v T IR SN2 R0 F97,

ATvT6

switch# show mac access-lists
name

=)
MAC ACL OREEZF L ET,

ATy IT1

switch# copy running-config
startup-config

CE=9)
a7 4 Xal—rarr, AEX—r TS
a7 4 Fal—YgAlabt’ —LET,

wIZ,

MACACL #ZEH§ A4l - LET,

switch# configure terminal

switch (config)# mac access-list acl-mac-01

switch (config-mac-acl)# 100 permit mac 00c0.4£00.00 0000.00ff.ffff any
switch (config-mac-acl)# statistics

MAC ACL 0 &lIf&

2AA v FH MAC ACL ZHIBR T £,

ACLA VU H—T7 oA AZHEHAEINTNDENE DD EfER L T ZEW,

HIfRCT& 2 Di%, BifE

BWHENTWAACL7ZT T, ACLEZHIRLTYH., TOACLAEH SN WA v —T = A

ADFRIE

l Cisco Nexus 5500 < ') —XNX-0S tXxal)FqarvIqaxal—arHa K1Y IJ—Z6.0(2)N1(1)

BB Z T ERE A, AL v FIE. BRSO ACL 7322

EThHDHERLLET,

0L-27902-01-J |
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MACACLHD L —4 o2 E&2nzE I

FIE
ARV RFERRETI Y =)
2Ty T1 switch# configure terminal ary7 4 X¥al—rvaryE—RNEBLE
—g—O
2Ty T2 switch(config)# no mac access-list | & g CHE L7~ MACACL 2 FEfT722 7 4
name Fal—TarnbHlRLET,
ATFwT3 switch# show mac access-lists ==
MAC ACL DR EE R LET,
ATFw T4 switch# copy running-config =)

startup-config

FErary 7 4 FXFal—rarE, AX—|
Tyl ar74Xal—yglar—1_L
ij‘o

MACACLIAD > —4 U RABEDEHE

MAC ACL N/ — T BT _RTO— o ABZ2EETXET, ACLICL—/L5HF
ATHAVERHAGET, VTV ABENRRELTWVWA L XL, BEIDYTT L LEMNTT,

MACACLND/L— VAT BN T R TOL—F U AFFEEE T HFIHIL, ROEBD TT,

| oL-27902-01-J

FIE
ARV NFEREETIVa Yy )Y
2Ty T1 switch# configure terminal Ay 7 4 X2l —arEB— REMBLET,
ATvT2 switch(config)# resequence mac | ACL FNIZERENTWABIL— LI —A v ZFK
acce;s-list name B & FFT£7, starting-sequence number [ZFFIE L
;tartmg-sequence-number — Ll A E BB DL — T B E
erement T, BHEORA—MTE, BEROL—LED b
REWESPMFIFoNET, FSOMEIZ. f&
ELTEHSIC L > TRED 97,
RTFwvT3 switch# show mac access-lists G-y
hame MAC ACL O EZF R LET,
RTFvw T4 switch# copy running-config (&

startup-config

a7 4 Xal—Yary, AFX—KT oS
a7 4 Fal—Yalat’—LET,

Cisco Nexus5500 ') —XNX-0S ¥ 1)F4 A T4FXxal—>ar HA4 K1) 1)—X6.0(2)N1(1) [ |
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B MACACLOK—  ACL & L TO3EA

EENEYD

=)L, (3 R—)

MACACL DR— k ACL & L TO#EHA

A

MACACL R — K ACL &£ LT, ROWTNDDA v H—T = A XA FTHEHATEET,
A=Y Ry h A H—T AR
* EtherChannel f > % —7 = A A

BWHTA2ACLBAFEELTEY ., ZOBATERENTWDEBVIC NI T4 v 75T 4 V7Y v
TFAHAEICEESNTNAZ EZ2MERLTLIIEEN,

G¥)

l Cisco Nexus 5500 < ') —XNX-0S tXxal)FqarvIqaxal—arHa K1Y IJ—Z6.0(2)N1(1)

—IBOFRIE/NT A —4 %, EtherChannel |ZH ] S TWB L, AL /NFR— FORTEITBI N
FH A,

FIE
ARV RFERERERTIVa Yy EL:Y

ATFwv I switch# configure terminal Jua—\)ary7Z 4 Fal—rarsEw—NK

PR L E T,

ATFv T2 switch(config)# interface {ethernet |#FEdD A —HV Ry h A ¥ —T A ZADA
[chassis/]slot/port | port-channel VH—T 2 A AT (X2 l—g
channel-number} e RAEBMAELET

ATv73 switch(config-if)# mac port MACACL %A v 4 —7 = A AZwH L £
access-group access-list +

XTw T4 switch# show running-config (E=9)

ACL DREEZRRLET,

ATvTh switch# copy running-config GGY=3)

startup-config FTar T4 Xalb—vark, AE— |
Ty arZ 4 X¥al—ralat—L
£75

BErEY Y

IP ACL OfERR, (9 =—)
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macAacL nERE I

MAC ACL % 7 D it 32

MAC ACL R EFHRE FRT HITIEL. ROWTNLDOIEELEZFEITLET,

« switch# show mac access-lists
MAC ACL OFEEFr LET,

+ switch# show running-config
ACL DiE (MACACL & MACACL Ml S oA v 4 —T7 =A ) FmLET,

* switch# show running-config interface

ACLZHA LA v 2 —T =2 ADHBEEFRLET,

MAC ACL #istEE RO TR EEE

MACACLIZEET A EHR (KL —IC—EH L7y NoFR E) #FKr95121%, showmac

access-lists =~ > RZHH L E7,

» switch# show mac access-lists
MAC ACL O E%xFr LEJ, MAC ACL T statistics 2~ > R2MEE SN TWDHEHAIT
show mac access-lists 7~ > RO 2, F/—MZ—EH L=/ v h O %Téi’bi?‘

« switch# clear mac access-list counters
F_NTD MAC ACL, F7-13H5ED MAC ACL OFEFHHHEREZMELET,

MAC ACL O % E I

KIZ, acl-mac-01 &9 A4HiTD MAC ACL Z/ER L C, Ethernet f > % —7 = A X /1 IZ@HT 5
Bz~ L ET,

switch# configure terminal

switch(config)# mac access-list acl-mac-01

switch (config-mac-acl)# permit 00c0.4£00.0000 0000.00ff.ffff any
switch (config-mac-acl) # exit

switch (config) # interface ethernet 1/1

switch (config-if)# mac access-group acl-mac-01

VLAN ACL DI E

| oL-27902-01-J

VLAN ACL (VACL) %, MAC ACL 7213 IP ACL ®#@HBI D 1 >TJ, VACL ZiRE L C.
VLAN N TZ U v PENTNWDLTRTONNT y MIEHTEE7, VACLIE, EX=2U7 ¢
Ty NDOT 4NE ) T EFIERLET, VACLIZM (ATERIEHS) TERESNDZ &
HH A,

Cisco Nexus5500 ') —XNX-0S ¥ 1)F4 A T4FXxal—>ar HA4 K1) 1)—X6.0(2)N1(1) [ |
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B vwerstzr<yT

VACLL 7O R Ty T

VACL TiE, 778 A~y 7 & LT, IPACLE/IIMACACLZY 7 av &7 SHEE
o AA v FIE VACL IZE > THAENTZAT y MIRESNTWDT 7 v a v 23T L%
—éAO

VACLE7 O >ar

TUEANy T arT 4 Xal—varE— T, action =~ FEEALT, KOVThA
DT varvERELET,

T U —K: AL v T OEFOEEZL > TIREINTZBRIC N T 7 4 v 7 B2 RELET,
ey I T74v B Kuy 7 LET,

IEAREE

Cisco Nexus 7734 A%, VACL NDOF L —WZDWNWT, Za— Uit iEiRE R cE £,
VACL 44D VLAN (2 A L7256, RSN — /UEHERIZ. =0 VACL Nl ST
WAEKEA B —T 2 A ALET— (ev b)) LTy oz n £,

N

Gx) Cisco Nexus /51 R, A v & —7 = A AHSLD VACL FEHMEHRIT T AR — F L TWER AL

RETHHEVLAN T 78 A ~ v 7 T8I, VACL OFEHEREZ A A v FNIHEFTFT L2082 00%
FBETEET, ZHUTEYD, VACLICESTIANEZ IV TSN N T T4 v I BE=H Y T
THD, HAWIVLANT VRS v TORED N T TNy a—F 4 T %IT 972912, VACL
MEHEROINED A /A 7 L BIIG U TV LD Z e N TE £,

VACL D% E
VACL DIERLFET-IXE R

VACL ZAERE T2 ITAE TE £9, VACL OERIZIE, IPACL 721X MACACL 2, —E L7 |
ST 4 IICHMATAT 73 arv e T Vo — SR BT7 78X~y POERDPEENE T,

VACL Z1ER FE7213E T4 2 FIH L, ko EBY T,

Cisco Nexus 5500 1) — X NX-0S X a!)F 4 a>T4Xxal—a> HA F 1) 1J—X6.0(2)N1(1)
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vacLouiiz I

FIE
ARV RFEREET7TIVa Y ]3]
2Ty T switch# configure terminal a7 4 Fal—ary ET— REBBLE
TO
2T yT2 switch(config)# vlan access-map |J5E LT /LA v FDT I ER v v
map-name a7 4 Falb—rarE—RERBLE
j—O
ATvT3 switch(config-access-map)# match |~ 7’ IPv4 3 L N IPV6 ACL #F8E L £
ip address ip-access-list +,
2Ty T4 switch(config-access-map)# match |~ -~ MAC ACL #45& L £
mac address mac-access-list
ATvT5 switch(config-access-map)# action | 2 1 » F 73 ACLIZ— L7z h7 7 4 v 71T
{drop | forward} WHT T 7 vavERELET,
ATFvT6 switch(config-access-map)# [no] ==
statistics VACL IZHIE Sz b— e —53 587
~ D 7w — IV IREHE A A A Y TR
o X olimEL £,
no 47 a VEIEETSHE, VACLO v—
FSVIRFREHER D A A v FNIRFF S e <
Y ET,
ATFwTT switch(config-access-map)# show G-y
running-config ACL O EZERRLET,
ATFv T8 switch(config-access-map)# copy =)

running-config startup-config

FEifrary 74 Xalb—rarrd, AX—K"T v
Far7 4 Xal—yaliar—_LET,

VACL D #I R

VACL ZHIFR C&E£7, ZHICTLY, VLANT 7R v v FHHIRENET,

VACL 28 VLAN IZHEH SN T AN E I AR L T 7S,

HIFRTE 2003, BEEH SH

TW5A VACL 7217 T9, VACL ZHIBEL CTH, £ VACL 2358 STV /= VLAN OREILE
BEAZTEEA, AL vFiE, BRSSO VACL N ETHD E R LET,

| oL-27902-01-J
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B vAcLo VAN ~0iER

FIE

FHER v kA—L YR FOBE |

AU RFEREETOVa Y

E:)

ATy T

switch# configure terminal

a7 4 X2 lb—arET—RERBLE
—;—O

ATy T2

map-name

switch(config)# no vlan access-map |J§E 77 7 Zx < 7FDVLANT 7 & &

< v T OFREEHIBRLET,

ATvT3

switch(config)# show running-config| ({T-3%

ACL OB TEEERLET,

ATvT4

startup-config

switch(config)# copy running-config| ({T-i%

ElfTary 74 FXal—arky, AX—Fh
Ty ar74¥al—gAlar—L
iﬁ‘o

VACL 0 VLAN ~ i A

VACL # VLAN IZE T £,

FIE
ARV RFERETI3 Y EL:y
2T w1 switch# configure terminal a7 4 Fal—aryE—RFERBLET,
ATvT2 switch(config)# [no] vlan filter |57 7=V 2 MMZ X >T, VACL % VLAN (Zji
map-name vlan-list [list ALET, no AT 5 L. VACL O o i
FrEET,
vlan-list =~ > N THiE TE %5 VLAN [dsc K 32
8 TI 28, BED vian-list =~ > F &R ETIE
2 fEH%E# A% VLAN ZHEETE 7,
ATFvT3 switch(config)# show (=)
running-config ACL OB E#FRLET,
2Tw T4 switch(config)# copy CE=9)

running-config startup-config

FEfTar 74Xzl —TarvE REA— KT oS
a7 4 FXal—vaicat—LET,

l Cisco Nexus 5500 < ') —XNX-0S tXxal)FqarvIqaxal—arHa K1Y IJ—Z6.0(2)N1(1)
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| 79+€zaviro—LuztomE
vacLozeokz Il

VACL D E% T DFEEE

VACL X EEHEFAT HIZIE, ROWT D OIEXEZFITLET,

* switch# show running-config aclmgr
VACL B DR EZ &Te, ACL ODRELFRLET,

 switch# show vlan filter

VLAN I SN TW5 VACL O A2 F < LET,

* switch# show vlan access-map

VLAN 7 7t 2 < v FIZET A1ERE2 R LET,

VACL #E5HEERDO KRR & HE
VACL #aHE# & R R ETITHET DI, ROWTNDLOFEELETLET,

« switch# show vlan access-list
VACL OFEEZFTR LET, VLAN 77 & X = 7T statistics 2~ RBEEINL TS
& 1%, show vlan access-list =7~ > ROH T, ZEA—Z—E L7z v BOFERFRS
nEd,

 switch# clear vlan access-list counters

4 _T?D VACL., F72138ED VACL O EHEREZEEL £,

VACL 0% 7€ 5l

WIZ, acl-ip-01 LW I ARTDO P ACLIZ K> TIHFAIESNTZ N T 7 4 v 7 Z§5159 5 L 912 VACL
ZHREL, D VACL Z VLAN 50 ~ 82 ICEHT 502~ LET,

switch# configure terminal

switch (config)# vlan access-map acl-ip-map

switch (config-access-map) # match ip address acl-ip-01
switch(config-access-map)# action forward

switch (config-access-map) # exit

switch (config)# wvlan filter acl-ip-map vlan-list 50-82

{28 i K [E#R D ACL DEXTE

AR AR (VTY) EfEE 7272 UR ROT KL A IPvd F 7213 IPv6 O F#EEHE & 350k
ZHIRTBITIE, T4 :!/7/{ Xal—3 3 F— RTaccess-class =~ RZHEHL £,
T 7w ARIRBEMERET DL, Zoa<wr Rone ERXEHEHALET,

VTY [E# T ACLs Z5% ET DHEIIE, ROTA RT7A - TLIEEV,
T RTO VTY [HRMI 22— TX A7, T XTO VTY BIFRIZF CHIR 2% ET D0
ERHY F7,

Cisco Nexus5500 ') —XNX-0S ¥ 1)F4 A T4FXxal—>ar HA4 K1) 1)—X6.0(2)N1(1)
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B rESRESOACLORE

FHER v kA—L YR FOBE |

s b U HENMNOMEERIZ, VTY [BIHRO ACL TiEVR— & EHE A,

[T L& BHIIC

WHTAACLAFEELTEBY, 2O LTI 749w 227 4V F ) 75 L 9ICKE
SNTWAEZ LEMRLTIEIN,

FIE

AU RFEERETIVa Y

B8

ATy T

switch# configure terminal

Ja—nN)L a7 4 F¥al— g
T FEBEBLET,

ATvT2

switch(config)# line vty

{1

switch (config)# line vty
switch (config-line) #

FA v a7 4 Fal—Ta Ly FT—
RZBAR L F9,

ATvT3

switch(config-line)# access-class
access-list-number {in | out}

{51

switch (config-line)# access-class 0zi2
in

switch (config-line) #access-class 0zi3

out

switch (config) #

FEEFFIIRET 7 B AHIREIEEL
9,

ATv74

switch(config-line)# no access-class
access-list-number {in | out}

i -

switch(config-line)# no access-class
ozi2 in

switch (config-line)# no access-class
0zi3 out

switch (config) #

(=3
FEETITIRIET 7 B AHIRZHIBR L
£,

ATy Th

switch(config-line)# exit

i
switch(config-line)# exit
switch#

FA v AT 4 Fal—T gy F—
REKTLET,

ATvT6

switch# show running-config aclmgr

11 -

switch# show running-config aclmgr

=R
AA v FDACLDFE{Ta 7 4K
L—yariaRonrLET,

l Cisco Nexus 5500 < ') —XNX-0S tXxal)FqarvIqaxal—arHa K1Y IJ—Z6.0(2)N1(1)
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TR rA—)L YR FDEE

vivEago acL 0wz i}

ARV RFERET IV a Y Be
ATy ST switch# copy running-config startup-config| ({T-i%)
FiTar74Xalb—varE A
il - . . F— Ty aryr7s¥al—a
e eEE-LET,

Iz, VTY [BI#RD in JF0)IZ access-class 0zi2 D a2~ > RZuHA+T 5027 L E£9,

switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
switch (config)# line vty

switch(config-line)# access-class o0zi2 in

switch (config-line)# exit

switch#

VTY E#20D ACL DFEER

| oL-27902-01-J

VTY [HI#R D ACL 3R E % FRT 5121, ROWTNDDOIEELEZITVE T,

avwvk =)

show running-config aclmgr AA v F THREINIZACLOFETAa LT 4 Falb— g
YEFRLET,

show users ST a—FERRLET,

show access-lists access-list-name T hY BNOFKFEFEREETRLET,

VTY B8 ACL )% E 45

wIZ, 2y — EfE (ttyS0) B ENVTY B (pts/0 38 KW pts/1) OFEfe—VF Dl %4~ L E
T

switch# show users

NAME LINE TIME IDLE PID COMMENT

admin ttysSo Aug 27 20:45 . 14425 *

admin pts/0 Aug 27 20:06 00:46 14176 (172.18.217.82) session=ssh
admin pts/1 Aug 27 20:52 . 14584 (10.55.144.118)

Wiz, 172.18217.82 &, T _XTODOIPVAER A ~D VTY #2779 541 & . 10.55.144.118,
172.18.217.79, 172.18.217.82, 172.18.217.92 Zfr &, X TD IPv4 A b ~D VTY e & 555
B R LET,

* ipv6 access-list 0zi7 2~ K% VTY EHRO in HANZEHT 5 & 3XTD IPv6 R A b ~D
VTY #fe M ESR S ET,

Cisco Nexus5500 ') —XNX-0S ¥ 1)F4 A T4FXxal—>ar HA4 K1) 1)—X6.0(2)N1(1) [ |



FHER v kA—L YR FOBE |
B vivE&oAcL 0% ES

* ipv6 access-list ozip6 =~ > K& VTY EHRD out HFANZHEH T2 &, TX3TD IPv6 ;R A b~
D VTY BT S E T

switch# show running-config aclmgr
!Time: Fri Aug 27 22:01:09 2010
version 5.0 (2)N1 (1)
ip access-list ozi
10 deny ip 172.18.217.82/32 any
20 permit ip any any
ip access-list ozi2
10 permit ip 10.55.144.118/32 any
20 permit ip 172.18.217.79/32 any
30 permit ip 172.18.217.82/32 any
40 permit ip 172.18.217.92/32 any
ipvé access-list ozi7
10 deny tcp any any
ipv6 access-list ozipé6
10 permit tcp any any

line vty
access-class ozi in
access-class o0zi2 out
ipvé access-class o0zi7 in
ipvé access-class ozip6 out

WIZ, ACLOT v kBT OMEHERAE A X —7 WM LT, IPT 7 RZA U X NaHRETHH %R
L/i‘a‘o

switch# conf t

Enter configuration commands, one per line.

End with CNTL/Z.

switch (config)# ip access-list ozi2

switch (config-acl)# statistics per-entry

switch (config-acl)# deny tcp 172.18.217.83/32 any
switch (config-acl) # exit

switch(config)# ip access-list ozi

switch (config-acl)# statistics per-entry
switch(config-acl)# permit ip 172.18.217.20/24 any
switch (config-acl)# exit

switch#

WIZ, in B W out J71ATVTY @ ACL @M+ 268 %2 R LET,

switch(config)# line vty
switch(config-line)# ip access-class ozi in
switch (config-line)# access-class 0zi2 out
switch (config-line)# exit

switch#

WIZ, VTY ERTT 7 & AR ZHIFRT 5012~ LET,

switch# conf t

Enter configuration commands, one per line. End
with CNTL/Z.

switch (config)# line vty

switch(config-line)# no access-class 0zi2 in
switch(config-line)# no ip access-class 0zi2 in
switch (config-line)# exit

switch#

Cisco Nexus 5500 1) — X NX-0S X a!)F 4 a>T4Xxal—a> HA F 1) 1J—X6.0(2)N1(1)
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