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Lizar 7 4Xalb—2a UBZERAL vTF EOBEFEOAL vF a4 a7 4%
L—ya vy EBAE LN ERHEREINET, v—V FovliE, ~—TFERITFaIv b In
TATEITENET, v —VNRRRLIZGAEF=T—NEE SN, T CEBETAIVNENRHD £
j—O
WIENNERIZMFDOAAL v FR ) a— RS, a7 Falb—ra rBRIICEINS &,
=V F 2w, A v T T T ANNDRENEITOAAL v F TRILTHD Z L EHERLE
T, AA v F TR T 7 A NVOENL, v—UVEEL L THRESN, FRITEBETOILERHD £
7,

AAYyFITAT7AINEERLEY I D77 YT
JL—FELUEAOTL—F

i Cisco Nexus 5500 < ') —ZANX-0S VRTLEEaA Y I4XalL—3>y HA K 1J—Z6.0(2)N1(1)

iV V=R X T T L— K15 &, LEIOY UV —ZATEYR—FENTWRWEEFEDO A A v
FTu 7 A NVEHRT LI )ICERINET,

URIOY V=AML T v 77 L— R 556, AL vF 777 A WZ—HOFETa 7 41X
L—yay avwy REBEITLHZ L 28IRTEEY, import 2~ N TIE, BET LA vF
TaT7 AN AT REAVR—FTEET, Ty 77 L—REF, Ny 77 ENERE (23 y
FENTHARY) BHIEEICEITTEET, 2720, 23y FER TV ARVLEEITRDIET,

= =

A v F TaT7 7 A NMIEEND AL vTF D 12T, InService Software Upgrade (ISSU) % 4T
THE, ETNEERETH LD, REORMIIFITTEEHA,
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AAYyF AT 7A4ILDBHREY

AL vF T Ty A IITROBHRSENH 0 £,

* cfsipvd distribute 2~ > FZ AJJ LT, W HFDAA »F Tmgmt0 D IP %4 L 7= Cisco Fabric
Series (CFSoIP) Biffiz A R—7 /MZT 2MENRH D £7,

* config sync =~ > KN & switch-profile =~ > K& AJJ LT, Wi FDOET AA »F Tl UA4HT
BROAAL v F T 7y A NVERETDLERDY £,

* sync-peers destination 2~ > NZ A S LT, EAA v TFEET A v F L LTHELET

AAYF T7AT7AILDFEFES K UFHIFNEIE

AL v F Ta Ty A NVERET D25E1E, ROTEEFEL LOHNFHEELEREL T ZIV,
*mgmt0 A ¥ —7 = A A& L TORFKERPLE A R—T M TEET,

REDFEBNL, mgmt0A > Z—7 = A A& L TETSh, BHSVIZMM L TETTE
FHA,

FICAL v F Ta 77 A NA TR ENTZET ZRETLILERH Y £7,

2A v F Fu Ty A NVERETHEMARR I~ N, REAS v TF a7 7 AL
(config-sync-sp) E— R TETEET,

PR—FENTVWBEAL vF T 77 AL a<wy Rit. vPC a2~ RIZB#E L $9. FCoE
a<y NV AR—hFESNEHEA,

1 ODAA v F TurdrA )y varz—ElETTcEEd, oy g OGs
RAD ERMLET,

ALy FTaTdZrA Ny aryO#EfTHIX, a7 4 X2 b—T g VIEERE— KRB E
fT&lz R —hrEhTnWbavr ROEHEIITrny 7 SivET, AAMvyF Iunrr7 AL
Ty alrNEITLTWALEIL, v 74X a2 —va g RE— b R—FENhT
Wipnawy ROERZTHORNTLIES,

*commit 2~ FE AL, BT AL v FICRERETHDIHAE. REIL. MEFOET AL v

FIZEHINDD, WTHDOAAL vy FICbEHINETAL, a1y FOEENBAE LS
B, av U RiE, A v FTaT7 s ANy 775k 0 4, TS, LEREESY L,
a3y hEERITLET,

VAATHEH, AV H—T A AT 4 X ab—ya URRERSEEZSH L TR Sh
5. §XT D Generic Expansion Module (GEM) £ =—/L3 X W CiscoNexus 77 7 U v 7
T AT U BV 2a— LV TEMTOEY a =0 T A F—TMIT B L 2R LET,

77TV T AT UENRIADAAL v FTHUTA L TRWVATREER S D | ZOREMN
BRI, DAL v FTRIISNS, CiscoNexus 77 7V v ZI AT U R T IT 47/
TIT 47 FPARBYTE, ROTFEFHIIES> T LSV, 2O F U AT, Frirm

Cisco Nexus 5500 1) — X NX-08S R FLEHEOVIJ4XalL—3> HA F 1) 1J—X6.0(2)N1(1)
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24 vF FaTrALOEE |
B < vFIoo7MLOEESESLUHNEE

BV a = T aAR—TILRWEE, 2y MIKRRL, RENT T DAL v FTr—
NNy T ERNET,

AN FXRNANRAAL v F T 77 AV E— REFEHLTRESNLTWDISEE, Fr—n2
a7 4 F¥alb— g (configik) E— FEMH L TRETE A,

N

G¥) —HOR—F FrprLHTavr RE, A, vF Ta7r AL T— RRTH
ETEFERFA, ZNHbDa<vwr i, R—FF¥RXABAAL v TF T 7y A
NE— R TERBLIORESNTWVWDLISEAETH, Z/rn— L a7 X a
L—vay - RTHRETEET,

FezE. oa<wy REla— L ary7 40 X¥al— gy F— RTLM
RETEXEHA,

switchport private-vlan association trunk primary-vian secondary-vian

* shutdown 3B X WM no shutdown [T 7 u— )L a7 4 Xal—ay T— RFELRITAAL v F
a7y A ET— RKRCTRETEET,

KRR FrRIANTa— L ar T 4 Fal—ary B— RTERSNTWAEES, AV
NRAVE—T 2 A ABEGHF vV ITN—TH, Ju—b a7 4 Xal— gy FB—
REfH L TERTA2MERD D £7°,

CAAF TuT AN FT— RTCHREENTZR—F F¥ XTI, AL vF Ta7dZrA1D
ARl & AMRID T T A o R ERFOEENRH D £,

CAAF T FANMIAUNA U E—T oA A% A VR — T DHHEE. AN A F—
T2 A EGLHR—F FXYRXNVEAAL v T 07 7 A VNITFETDILERDY 9,

)T— b, EfER. FEEEERORMILICET HEIRFER

*VPCET U 7 OEEZROFEDRML : €7 Vo 7 ICEENBEAE L E ST DAL ¥
FWEEL TWDEE, B XY AL v FNBVWPCHR—Faev vy NFTLET, 77
TV I ZIJRATUEAA PREY T, AAIAZ7 77 )y R AT AR Z Y A
A vTFhbOlianEd, 774~ Y AL v F TR v F I 77 A NVEMHEH L TREN
EREINTBE AIAT 77 w7 T AT UEARERNCI oY a =0 7SN THRVIR
D, REFEIHXY 2L v TFTRIFANLNERA, REORIELFEHT LA
TRTODAAT 7TV w7 T AT U ERA 7Ty a=r 7352 E2HRLET,

mgmt0 A > ¥ —7 = A AN K DI O EDRYUL : mgmt0 A > ¥ —7 = A4 ADHE
feiskbiv, RELENLERGEIT AL vF Ta 77 A NVEER LT, MDA v F
Y.

DOFRELEFZBHALET, mgmt0Af > F—7 = A A~DOERNETIND E, WHTDAAL v
FRHBAICFEB SN ET,

BEELZ 1 BDOAAL v FIETTEITTH5EE. v—VIF, mgmt0 A ' F—7 = A AW EHE)
L., REMLD AL v FITEHASND EFEITENET,

*ISSUN 1 BDAA v F THEITEZHI., REELEFENET AL v F TITONDHEDOFEDRM
b : vPC hARB Y TIL, BT XA v TFOERELTIL, ISSUBMEDO AL v F TEITSNDH

Cisco Nexus 5500 ') —X NX-08S VA FLEEA D74 Xal—>3> HA K 1J1)—X6.0(2)N1(1)
0L-27903-01-J |



AAYF FAT7AILDHRE

z4vF 7774 0%

BEFASNEE A, WCORW PR YT, RELTIFATSN, 7 v 77 L— FR%E
TTHL, ISSUEZEITLTWAZRAL vFITHLWERELXRB L ET,

AAYF TAITF7AILDERTE

| 0L-27903-01-J

2L v F T T 7 A MIMERB L ORETE XY, a7 Fa2b—va VRASE—F
(config-sync) TC. switch-profile name 2~ > K& AJJ L% T,

(X C&H BRI

AL FIZR LA EFFOAAL v F a7 7 A NVEIER L, A v TFEHWIIET & LTHTE
TAHAVENRSVET, FMUT 7T 47 AL vF 7077 A NVEFOAAL v F B CHEGAMEN S
nNoHE, AAvF a7y A ARRBMEINET,

FIE
ARV RFERETI3 Y B#
ATy T configure terminal Jsoa— L ary7 4 ¥al—i gy T—
N&BRtE L ET,
1) :
switch# configure terminal
switch (config) #
ZFwF2 | cfsipvd distribute EF AL v FHO CFS BE &1 % — 7L
ZLET,
1) :
switch (config)# cfs ipv4 distribute
switch (config) #
ATvT3 config sync 2y T 4 X2 b—va VRBTE— NE A
l./ \32 —g—o
11 :
switch# config sync
switch (config-sync) #
ATy T4 switch-profile name AL v FTaTrANVEREL, AL vF
TuT 7 ANVDARIEREL, AL vTF T
i 7y ANy 7 ¥ — g
s:;ich(conflg—sync)# switch-profile 4%v—liéfﬁﬂﬁél,j£7fo
switch (config-sync-sp) #
XTFwTH sync-peers destination /P-address 7 A vFERELET,
1
switch (config-sync-sp)# sync-peers
destination 10.1.1.1
switch (config-sync-sp) #

Cisco Nexus 5500 1) — X NX-08S R FLEHEOVIJ4XalL—3> HA F 1) 1J—X6.0(2)N1(1) [ ]




24 vF FaTrALOEE |
B < vF Foor710~024 vy F0EM

ARV RFERRTIa Y E]:g]
ATv 6 show switch-profile name status (==
=N AL FDAAL vF TuT7A
I : NBRIOET AL v FiERER R LET,

switch (config-sync-sp)# show
switch-profile abc status
switch (config-sync-sp) #

AT7vI1 exit AL vF FuTr A AT (Ko l—
TaryE—REKT L, EXECE— RIZE
1 D ET,
switch (config-sync-sp)# exit
switch#
XTFw T8 copy running-config startup-config G-y
V7 — b BLOY A — MRRZFE T2
i - TA4Xalb—valEBAX— R NT v ay

switch (config)# copy running-config s > - o 7R
startup-config T4 X alb—varilat—-LT, L%
KRN RAF L E T

WIZ, AL TF a7 7ANEHREL, AAvTF T T 7ANDAT—H ALTRT HH|ZRL
F9,

switch# configuration terminal

switch (config)# cfs ipv4 distribute

switch (config-sync)# switch-profile abc

switch (config-sync-sp)# sync-peers destination 10.1.1.1
switch (config-sync-sp)# show switch-profile abc status
Start-time: 15801 usecs after Mon Aug 23 06:21:08 2010
End-time: 6480 usecs after Mon Aug 23 06:21:13 2010

Profile-Revision: 1
Session-type: Initial-Exchange
Peer-triggered: Yes
Profile-status: Sync Success

Local information:

Status: Commit Success
Error(s):

Peer information:

IP-address: 10.1.1.1
Sync-status: In Sync.
Status: Commit Success
Error(s):

switch (config-sync-sp)# exit
switch#

AAYF TJATF7AIANDARA v FDEN

AA v F TaT 7 AN AT X al— 3 F— KT syne-peers destination destination IP =1~
YREANL, AL v F Ta T s A NVICAL vy FE2BMLET,

Cisco Nexus 5500 ') —X NX-08S VA FLEEA D74 Xal—>3> HA K 1J1)—X6.0(2)N1(1)
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24 yF FO774L~DRA vF0Em [

AA v FEIBMNTH5E8F., WOEEFHEIZIES TLIEEN,
* 24 vFILIP T RLUATHEMSNET,
*SEME IPIZFRIMITAAAL v FDOIP T FLATY,
a3y FENTEAA v F a7 7 AT, BT AL v F THRECRIBVPREIN TS
LA, L Bmankzeres (Fro4ros) RlanEd,
AL F TAT 7 A NMCA N A B =T 2 f A A R R T BEE . AL A o —
T2 AEEGRR—F FY XNV AL T 77 7 A VNICFEETDLERND Y 9,

FC& BRI
H—TINV AL v FTAAL v F T a7 7 A NVEERLIEE, IHICEEND 2HFEDDAL v F %8
MFTBRERH Y £7,
FIE
OV RFERIETIVa Y B
27y T config sync a7 4 ¥z b— g REE— N2 B
LET,
i
switch# config sync
switch (config-sync) #
ATvT2 switch-profile name AAyFTa Ty ANEREL, AL vF
TuT A NDLRERE L, A vF T
il - ‘ . | mT7rALEEa T Fa =g
szézch(conflg—sync)# switch-profile 43“‘fs%fgﬂﬁ5142£7fo
switch (config-sync-sp) #
ATFvT3 sync-peers destination destination IP | 2 A4 v F a7 7 A4 MZAAL v F A2 BIL
\i‘é—(}
151 :

switch (config-sync-sp)# sync-peers
destination 10.1.1.1

switch (config-sync-sp) #

ATvT4 exit A v F TuTdyAar7 4 Xal—
TarE—REKRTLET,

i -
switch (config-sync-sp) # exit
switch#
ATy 5 show switch-profile peer (Ce=s
A v FTOT 7 ANDET OFTEEFR
i - LET,

switch# show switch-profile peer

Cisco Nexus 5500 1) — X NX-08S R FLEHEOVIJ4XalL—3> HA F 1) 1J—X6.0(2)N1(1)
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A4y F FATFALDEE |
B x1vFJourqroavxr FoRmELEEE

ARV RFEEEFTIVa Y EL:Y
ATvT6 copy running-config startup-config =)
FHfTar74F¥al—rvarik, AX—hL
i - TyTar7 4 Xal—vasila—L
switch# copy running-config i_ﬁ.
startup-config o

AAYF TOT7AILDATY FOBME-IIZLEE

A4 v FTaT7rANNDavy REEETHICE, EEINZa~y REALyFTar77 AL
IZEML, commit 2~ FEANLTCa~vwr FEEHAL, 7 A4 v FNBIERRERBEICA
AyF a7 rANVERYLET,

A v FTuT AT~y REBMMEITERT S LS, ROTEFFHEIIUE> TS ZEW,
CEBMEIIAERE SN~ R, commit 2~ REANTLETy 7 7 IS E
j_o

cav NI ANy 77 DU ENEIEFTEITSRE T, FED 3~ FIZIARFORFRER
N ot (T 21X, QoS A Y v —ITHHANIERT D MENH D) | LONAFZ MR
LMENRHYET, O LpneaIy MIRET SRR H YD £97,  show switch-profile
name buffer =~ > K, buffer-delete =~ . N, buffer-move =~ K72 X O=2—F ¢ U7 ¢
av U REMEHLT, Ny 77 2ZBHL, AFHOa~ s ROIEFEZEETEE£T,

L& BHHIIZ

B—HNVBIOET A, v FTAL v F TaT7 7 A VERELTLEDL, A vTF Ta7 7 Al
YR—rEINTWDHavwr REBEML, 23y hTAMERHD 9, 2~ R, commit =
<V REANTDABETCAL v F T 77 A0 Ny 77 |ZBMENET, commit =2~ RiIk%
TWET,

‘mutex Fx vV btvw—V FovrEEHL, F#ZHERLET,
=R T AT TARNT I F X TF v I HRA L FEERLET,
n—IN AL v FBIOET AL vFDar7 o Xalb—arymALET,

ALy F T Ty ANADIEEDAA v FTT TV r—va VEERS L25E1E, TTO
Ay FTr—N Ny 7 2FITLET,

*Frxy I RA MEHIBRLET,

Cisco Nexus 5500 ') —X NX-08S VA FLEEA D74 Xal—>3> HA K 1J1)—X6.0(2)N1(1)
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FIE

Z4vF Fazr4rnavy koemzrEzE I

ARV RFERETI Y

=)

config sync

1 -

switch# config sync
switch (config-sync) #

a7 4 X2 b—y g UEET— FE2RRG
L/i—a—o

ATy T2

switch-profile name

1 -

switch (config-sync) # switch-profile
abc
switch (config-sync-sp) #

Ay F TaT7 7 A NVEREL, AL v
F IR T A NVDARTEREL, AL
FoTudrA )RR X2 L—T 3
v E®— RZRBLET,

ATvT3

command argument

i -

switch (config-sync-sp)# interface
Port-channell00

switch (config-sync-sp-if)# speed
1000

switch (config-sync-sp-if)# interface
Ethernetl/1

switch (config-sync-sp-if)# speed
1000

switch (config-sync-sp-if) #
channel-group 100

A wvF FaTrA N avr REBEN
Li‘j_‘o

ATv74

show switch-profile name buffer

{1

switch (config-sync-sp)# show
switch-profile abc buffer
switch (config-sync-sp) #

==

Ay F TaT7rA N Ny TyNOa
T4 FXal—Yaravry RERERRELE
ER

ATvT5

verify

1 -

switch (config-sync-sp)# verify

Ay F TaT 7 AN Ny T rNOa~
YRR LR

ATvT6

commit

1

switch (config-sync-sp)# commit

2L v F FaTrANMIavw s RERE
L. 7 XA v FLREXFRL FT,

ATy T1

show switch-profile name status

1 -

switch (config-sync-sp)# show
switch-profile abc status
switch (config-sync-sp) #

EE

—W) AL v TFDAL vF Ta7rA
IWDAT—HALET AL v FDAT—
B AERRFLET,

| 0L-27903-01-J
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A4y F FATFALDEE |

AAYF FAT7AILDA ViRk— K

OV RFERETIVaY B#J
ATv78 exit AA F FUT AN AT 4 Fal—
varyE—REKETLET,
A
switch (config-sync-sp)# exit
switch#
ATvT79 copy running-config startup-config ==
FTar 74 Xalb—vark, A¥—|
il - Ty ar74¥al— g lat—
switch# copy running-config LxEEﬁf

startup-config

WIS, AA v F 7a77ANEERLL, 7 AL vTFEEREL, AAfvTF a7y Lilav
v REBINT 562 R LET,

switch# configuration terminal

switch (config)# cfs ipv4 distribute

switch (config-sync) # switch-profile abc

switch (config-sync-sp) # sync-peers destination 10.1.1.1
switch (config-sync-sp) # interface port-channell00
switch (config-sync-sp-if)# speed 1000

switch (config-sync-sp-if)# interface Ethernetl/1
switch (config-sync-sp-if)# speed 1000

switch (config-sync-sp-if)# channel-group 100
switch (config-sync-sp) # verify

switch (config-sync-sp)# commit

switch (config-sync-sp) # exit

switch#

WIZ., BREINTFAAL v TF a7 7 ANARBAFHFEO L 7 4 X2l —a rOfERrLET,
2BDOHIE, AL v F T T A NVIERINZa~ L REBINT52LIE-oT, AL vF
Tu7 AN avy REERTHHEEZRLET,

switch# show running-config
switch-profile abc
interface Ethernetl/1
switchport mode trunk
switchport trunk allowed vlan 1-10

switch# config sync

switch(config-sync) # switch-profile abc

switch (config-sync-sp) # interface Ethernetl/1

switch (config-sync-sp-if)# switchport trunk allowed vlan 5-10
switch(config-sync-sp-if)# commit

switch# show running-config
switch-profile abc
interface Ethernetl/1
switchport mode trunk
switchport trunk allowed vlan 5-10

ARAYF T7AT7AILDA iR— bk

i Cisco Nexus 5500 < ') —ZANX-0S VRTLEEaA Y I4XalL—3>y HA K 1J—Z6.0(2)N1(1)

AR —hrTBavr KOy MZESWTAS vy F I a7y A Ve HR—FTEET, T
T4 X2l —va R E— REEA LT, ROEEEITTWET,
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z24vF Fozranosot—+

CHEINLTma~r REAAL vTF a7 74 NVBNT 5,
AU =T oA AHREINT, VAR—FENnTWbHavy REBENT 5,
CHR—FENTVBVARATF ALY a<wy REBINT 5,

CHR—PFEINDVAT ALY a2 REBINTS WA X —T x4 X avxr K&k

<)

A F TR T rANIaAwy ReEf UR— T84, A4 vyTF T 77 Ay 7 7 RET
HDHMENRH Y £7,

FlLna~y RRA yR— MIZEINESND L, A v F Ia 7 7 A APREFEISNTHRWVWEE
W2, AA v FIIAA v TF a7 7 AN A R—FE—FROEFIZ/R2DET, abort =2~ K
EANLTA VA= REFEILLET, AT T2 7 7 A NVDA R — FOFEMIZ OV TIL,
(A v F T 77 AV AR —hKF—F] ODEEZZHLTIIEE,

FIE

ARV RFEREETI 3y

E:)

&N

config sync

51

switch# config sync
switch (config-sync) #

ary 7 4 Falb—varREME— NEBBLE
R

ATw T2

switch-profile name

1 -

switch (config-sync) #
switch-profile abc
switch (config-sync-sp) #

AA v FTaT7rANERTEL, AL vTF7m
T ANVDELRTERTEL, AL vF TurrA
AEaHZry 74 X¥al—Tary B— RE2HGL
F7,

ATvT3

import {interface port/siot |
running-config [exclude interface
ethernet]}

i

switch (config-sync-sp)# import
ethernet 1/2

switch (config-sync-sp-import) #

A VIR—= T Bavwr REEpL, AL vF 7
07y A A R—kET—RERBLET,

*<CR>: ERN Lo~ FEBMLET,

*interface : {5 E L7 A vV Z—T = A ADY
RAR—hEINndavr REZEMLET,

* running-config : 7 R— XN 5T AT AL
b = REBMLET,

* running-config exclude interface ethernet :
WHA v H—T A A a~vr RERS, &
R—=FENDHVAT AL~ avy Rel
mLE9,

| 0L-27903-01-J
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A4y F FATFALDEE |

AAYF FAT7AILDA ViRk— K

ARV RFERETI3 Y B#
ATvT4 commit avy REAVR—FL, AA v F Tarr7A
MZa~vy RERFLET,
il -
switch (config-sync-sp-import) #
commit
ATv 75 abort (&)
AR—F e xEhIELET,
il -
switch (config-sync-sp-import) #
abort
2Ty T6 exit AL T T Ty A A R— K E— RFE#k
TLET,
il -
switch (config-sync-sp)# exit
switch#
ATvI1 show switch-profile F5)
AAwFTIaTdyrANar7 4 Xalb— g
1 HRRLET,
switch# show switch-profile
ATvT8 copy running-config startup-config | ({1-=&)
FTar74X¥a2lb—rvark, A¥—F T v
i - TarZ4Xal—vailar—LET,
switch# copy running-config
startup-config

RIZ, sp VI AL F TR T 7 ANV A=Y Xy N A F—TxfA R avy FeR, &
R—=RENAVATLLYL awy REAL UR— T 562 R LET,

switch (config-vlan)# conf sync

switch (config-sync)# switch-profile sp
Switch-Profile started, Profile ID is 1

switch (config-sync-sp) # show switch-profile buffer

switch-profile : sp

switch (config-sync-sp)# import running-config exclude interface ethernet
switch (config-sync-sp-import) #
switch (config-sync-sp-import)# show switch-profile buffer

switch-profile : sp

3 vlan 100-299

4 vlan 300

4.1 state suspend

5 vlan 301-345

6 interface port-channell0O0

6.1 spanning-tree port type network
7 interface port-channell05

0L-27903-01-J |
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we rRosTogEn k-~ [l

switch (config-sync-sp-import) #

VWPC FARO D THDEREDNA ik— k

A

2 AL v FVPC FER O THRIERA L HK— FTEXET,

G¥)

A

WDOFNEDOFEMZHOWNWTIE, TOEDEYTIHEASZRL T TEEN,

1 DAL vF T, BCAHIEZRHSAL vTF 7077 A NVERELET,
2 WHDOAAL v FITREEMEBICA VAR—FLET,

GE)

MDA v F T, A v F T 7 7 ANV ESNTRENPR L THL Z L2 LET,
AL TR\, ~—Y F= v 7 DEENEETLILENHD 7,

3 sync-peer destination 2~ RZ AN L TAL v F R ELET,
4 Y72 show 2w REAN LT, AA v F Ia 77 A ARE—-THDHZ L 2R LET,

ARAYF TJAT7AILDAT FDOIEER

| 0L-27903-01-J

Ay F TFuaT7 7 A/ E—RCTverify A~ REANL, AAvF Fard7r A MlEEND 2
~ U REHERTEET,

FE
AU RFERIETIVa Y B#)
ATv I config sync ay7 4 Xab—ya UEEE— RERAL
\i—a—o
151 :
switch# config sync
switch (config-sync) #
2Ty T2 switch-profile name AL 9F TUTFANEREL, AL v F
TuT7 A NDEHEREL, A v TF TR
i - ZrANEAWary T 4 X2 —va 'R
switch (config-sync) #
switch-profile abc %Fﬂ%ﬁébij—"
switch (config-sync-sp) #
ATv7T3 verify ZA v F Fa Ty AN RNy T FHNOIA~
R LET,
i
switch(config-sync-sp)# verify
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AT RFERETIVa Y

B8

ATvT4

exit

51 -

switch (config-sync-sp) # exit
switch#

AA v FTa T AN T 4 X2l —T g
VE—REETLET,

ATy T5

copy running-config startup-config

i -
switch# copy running-config
startup-config

(EE)
Effar 74 Xal—rarr, AX—|K
TySar74xXxal—yalar—LF
_d‘o

E7 XA YFDH

AA v F TuT A NEEET DD
DRz 7 vy 73556, £

T it

LT A v FEGEECEET, O rERIL, RE
IR E%T/\/7a“5 LEIERTEET,

VT AL T EDEETHIZIE. AT a7 s A NVINLAL v TFEEIRL, A vF TrTy
ANWNZET AL v F BT HHLERNH Y 9,

GE)  ROFIEDOFEMIZOWTIE, TOEOEET L2HESZRL T ZEN,

—REICET AL v T ESEET HIZIE. ROFIREZETLET,
1 249 F a7 AN ET 2L v FZ2HIBRLET,

A W

AL F T T 7 ANEERLC, BEE2a
debug =~ R ASTLET,
FlE2 TAA v F a7 7 A IH L TUTo AT EZTICEL, 23y bLET,

v MLET,

5 A4 v F T TrANIET AL v FEBEMLET,

AAYF TAT7A4ILDOHIE

all-config & 7213 local-config 7> 2 U ZIEIR L TAAL v F I'm 7 7 A VEHIFRTE £ 7,
*all-config : i DT AL v FTAL v F T a7 7 A NVEHIBRLET (WGP RERRER

iEl;

o

IOFTvarEHERL, ETO 1 ONBERETHIHGE., a—hL AL vTF

7u774wtiﬂ %éﬂi# all-config 47> a ANIW ST DOET AL v F TAA v F
77y A NVEERICHIBRLET,

*local-config : B —H )V AA v T DEDAAL vF T 77 A )VEHIRLET,

i Cisco Nexus 5500 < ') —ZANX-0S VRTLEEaA Y I4XalL—3>y HA K 1J—Z6.0(2)N1(1)
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FIE

24 vF Forrauncsnzf 7ok [

ARV KRFEEETIa Y

Sl

ATy T

config sync

151 :
switch# config sync
switch (config-sync) #

a7 4 X al—Ya VRE— REBB L E
—a—o

ATy T2

no switch-profile name {all-config |
local-config | profile-only}

i -

switch (config-sync) # no
switch-profile abc local-config
switch (config-sync-sp) #

WOFIEIZHEST, AA v T TurdrA Lk
BB L £,

¢ all-config : B — W /)L A1 v FEBLURET
AA v FDAAL »F TuaT7 7 A )VEHIER
LET, BT AL v FRENEATHEE TR
BaEE, n—AN ALy F TaT7 AN
EIREIBRSNET,

*local-config : A1 v F 717 7 A /LEB L
Re—h ar 74Xz lb—3 g 58
FRLET,

* profile-only : 2 — W LR EE{THRL T
b, A v F T T A NVEHIBRLET,

ATvT3

copy switch-profile-config

i -

switch (config-sync-sp)# copy
switch-profile-config bootflash:
switch (config-sync-sp)#

(EE)

ATv T4

exit

11 :
switch (config-sync-sp)# exit
switch#

a7 4 FXalb—arFElE—REKRTLE
R

ATy T5

copy running-config startup-config

i -
switch# copy running-config
startup-config

(&)
FiTar 74 Xal—varvk, A¥—KT v
Far7 4 ¥al—aricar—_LFET,

AAYF TAT7AILHDEDRA v FDHEIE

AL v F TaT AN AL v TFEHIBETEET,

| 0L-27903-01-J
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ARV RFERRETI Ay

S

config sync

1 -
switch# config sync
switch (config-sync) #

L7 4 ¥ ab— g VEBE— ARG
Li—a—o

ATy T2

switch-profile name

1

switch (config-sync) #
switch-profile abc
switch (config-sync-sp) #

AA v F TR T 7 ANEREL, AL vTF
IR T ANVDARERE L, A yTF T
o7 7 A)NEBIa 7 K2l — g
E— N&ERBLET,

ATvT3

no sync-peers destination destination
1P

15 -

switch (config-sync-sp)# no
sync-peers destination 10.1.1.1
switch (config-sync-sp) #

AA v FTaT A IVNBIBEDAAL v T
ZHIBRL £,

ATv74

exit

1 -

switch (config-sync-sp) # exit
switch#

A wvF TadyrA)arsT 4 Fal—
varyE—REKTLET,

show switch-profile

1

switch# show switch-profile

(E=E)
A wvF TadyrA) a7 4 Fal—
TaruaRRLET,

ATvT6

copy running-config startup-config

1 -

switch# copy running-config
startup-config

(EE)
Efrar74 X2l —rarx, AX—h
Tl arz4¥alb—valar—L_L
*9,

i Cisco Nexus 5500 < ') —ZANX-0S VRTLEEaA Y I4XalL—3>y HA K 1J—Z6.0(2)N1(1)

0L-27903-01-J |



| 2q49vF Joorarnie
24vFFozrannyvrroxrs Il

AAYF TAIT7AILINY T 7DRR

FIE
ARV RFEREETI VA Y ]|
AT switch# configure sync a7 4 FXalb—va U RE— REHBLE
TO
AT972 switch(config-sync) # RESNIEAL v F T a7 7 A ATHKT H A
switch-profile profile-name A FTFuTdrALEMar 7 X2 L — g
YE-RERBLET,
AT973 switch(config-sync-sp) # show | fEE e A v —T = f 2TH DA 2 5 —
switch-profileprofile-name buffer | > . ¢ 2 2 ¢ v F Fu 77 4 LFEW=aL 7 4
Fal—arE— el ET,

WIZ, sp EVVILHDOT—E R T T 7 A INDAL vF TaT 7 AL Ny T 7 OERBIZRL
7.

switch# configure sync

Enter configuration commands, one per line. End with CNTL/Z.
switch (config-sync)# switch-profile sp

Switch-Profile started, Profile ID is 1

switch (config-sync-sp) # show switch-profile sp buffer

1 vlan 101

1.1 ip igmp snooping querier 10.101.1.1

2 mac address-table static 0000.0000.0001 vlan 101 drop
3 interface Ethernetl/2

3.1 switchport mode trunk

3.2 switchport trunk allowed vlan 101

switch (config-sync-sp)# buffer-move 3 1
switch (config-sync-sp)# show switch-profile sp buffer

1 interface Ethernetl/2

1.1 switchport mode trunk

1.2 switchport trunk allowed vlan 101

2 vlan 101

2.1 ip igmp snooping querier 10.101.1.1

3 mac address-table static 0000.0000.0001 vlan 101 drop

switch (config-sync-sp) #

Cisco Nexus 5500 1) — X NX-08S R FLEHEOVIJ4XalL—3> HA F 1) 1J—X6.0(2)N1(1)
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AAYFOY T—rEDaAV T4 X2 L—> 3 DR

AAYFDY) T—rEOOY

it

A4y F FATFALDEE |

J4xXaL— 3> DEE

AT Ta T 7 ANEFALTET AL T THLWEEE 2 I v FHIZ Cisco Nexus 3 U —
RAAL TPV T— T 256, Ve— RRIZET A1 v T 2RMT 2121, ROFIEEFETL

ETO

FIg
ATy 71
XTFv 72  commit =~ RE AT LET,
ATv73

U7 =R T A v F ECEREINHRELZFEHALET,

RENELLBEHENTEBY, MAFOETRRMENTWD Z L 2FERLE T,

AAYF TAT7AILEED show a7 F

&P show 2~ RiZ, AA v F a7 7 A MZETHBFREZEZRLET,

avo kR

B8

show switch-profile name

AA v F TudrA AP0 avy ReEERLET,

show switch-profile name buffer

A wF a4 rFOaly NI TWirnhaw
R, BE)Shiza~r K, Hikshlza~vy REFERLE
TO

show switch-profile name peer
IP-address

V7 AL v FORMAT —Z ANFREINET T,

show switch-profile name session-history

BED2WDAL v F TaTdZrf Ny alDAT—H
ArFRLET,

show switch-profile name status

BT AL vFOar7 4 Xal—ya  FAHRAT—4 2%
FTRLET,

show running-config
expand-port-profile

R—F 7B 77 A VIOV TOFEMPA TR IINET,

show running-config exclude-provision

FT7 A4 THAMT R EY a =0 7 SNTEERTROA
=T 2 ADREZFTFLET,

show running-config switch-profile

O—HNNVAAL v TDAAL v F T a7 7 A NDFITaL T 4
XFal—varya&rLET,

i Cisco Nexus 5500 < ') —ZANX-0S VRTLEEaA Y I4XalL—3>y HA K 1J—Z6.0(2)N1(1)
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z24vF7 774 r0iEs I

avwU kR

S

show startup-config switch-profile

O—HNNWVAAL FDAAL v F T T 7 AINVDAL— KT
Far7 4 Xal—arEFRELET,

Ihboa<y ROMHT7 4 —v ROFERIIZOW T, SHEHAOTZ v 7 4 —2A40 [System
Management Command Referencel] Z &ML T 72 &0,

AAYF TJOT7A4)ILDE

€

A—AILBEIUVET7 R4 YFTORAYF TAT 74 ILDERB

WIZ, B—BLVEBLIOET 24 v FTEBICAA vF Fa7 7 A NVRELIERT M aE R LE
T, ZHUTIE QoS KRY v— (WPCET VI BIOAAL vF 777 A /LHFDVPC) DORENE

ENET,
FIE
ARV REEETIVa Y =]
i)
ATvT1 2= VB LRET AA v F T CFSolP BfE 4 A X —7 ML ET,
i -
switch# configuration terminal
switch (config)# cfs ipv4 distribute
ATvT2 R—HNVBLORET AL v FTAAL v F T 77 A VEERLET,
11 :
switch (config-sync)# switch-profile abc
switch (config-sync-sp) # sync-peers destination 10.1.1.1
AT9T3 | A F TaT77 AN, a—HLBLOET A4 v FTRILTHLZ L&

| 0L-27903-01-J

R L £,

&1 -

switch (config-sync-sp) # show switch-profile abc status

Start-time: 15801 usecs after Mon Aug 23 06:21:08 2010
End-time: 6480 usecs after Mon Aug 23 06:21:13 2010

Profile-Revision: 1
Session-type: Initial-Exchange
Peer-triggered: Yes
Profile-status: Sync Success

Local information:

Status: Commit Success
Error(s):
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Status: Commit Success
Error(s) :

ARV KRFERETI VY =]
9]

Peer information:

IP-address: 10.1.1.1

Sync-status: In Sync.

ATv74
REBmLEd,
FITHEA SN ETS

151 -

switch (config-sync-sp-cmap-qgos) #
switch (config-sync-sp-cmap-qgos) #
switch (config-sync-sp-cmap-qgos) #
switch (config-sync-sp-cmap-gos) #

O—HNV AL FTCAAfA v F TardrA N ary7 4 Fal—ragryavwy
a<vw s RRaly hEhEXIZ, a~wr RRET A( v

switch (config-sync-sp) # class-map type gos cl

match cos 2
class-map type qos c2
match cos 5

policy-map type qos pl

switch (config-sync-sp-pmap-qgos) # class cl
switch (config-sync-sp-pmap-c-qos) # Set qos-group 2
switch (config-sync-sp-pmap-c-gos) # class c2

switch (config-sync-sp-pmap-c-qos) # Set qos-group 3

switch (config-sync-sp-sys—qos) # service-policy type qos input pl
switch (config-sync-sp-sys-qgos) # vlan 1-50
config-sync-sp-vlan)# interface port-channel 100

vpe peer-link

switchport mode trunk

interface port-channel 10

vpe 1

switchport mode trunk

switchport trunk allowed vlan 1, 10-50

(

(

(

(

(

(

(

(

(

switch (config-sync-sp-pmap-c-gos) # SyﬁBHIqOS

(

(

switch (

switch (config-sync-sp-if) #

switch (config-sync-sp-if)#

switch (config-sync-sp-if) #

switch (config-sync-sp-if)#

switch (config-sync-sp-if) #
(

switch (config-sync-sp-if) #

ATy T5

i Cisco Nexus 5500 < ') —ZANX-0S VRTLEEaA Y I4XalL—3>y HA K 1J—Z6.0(2)N1(1)

Ry Ty Yo rlanr-avwy ReRrLET,

i -
switch (config-sync-sp-if)# show switch-profile switch-profile buffer

class—-map type gos match-all cl
.1 match cos 2
class—-map type gos match-all c2
.1 match cos 5
policy-map type gos pl
class cl
.1 set gos-group 2
class c2
.1 set gos-group 3
system gos
.1 service-policy type gos input pl
vlan 2-50
interface port-channell0O0
vpc peer-link
.2 switchport mode trunk
interface port-channellO
.1 vpc 1

NN B

Jy

~NJoooubhbhWWWwWwwNhNDRE R
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E#R T—45 2 DFERH

FIHAR T— % X DFEFEHI

| 0L-27903-01-J

ARV KRFERETI VY =
B
7.2 switchport mode trunk
7.3 switchport trunk allowed vlan 1, 10-50
ATvT6 Ay F FuaTdrANDa~vy REeBiELET,
i :
switch (config-sync-sp-if)# verify
Verification Successful
ATv 71 Ay F FuTdrgAMlavy RE@EH L, a—AVEET 2L v FHOF
ExFHEEET,
11 :
switch (config-sync-sp)# commit
Commit Successful
switch (config-sync) #
WIZ, a=Rn T AL vy FRORAT —Z 2224 5012~ LET,
FIE
OV RFERETIYaY B
AT 71 |show switch-profile switch-profile status =~ > K& AJJ L7,

1 -

switch (config-sync)# show switch-profile switch-profile status

Start-time: 804935 usecs after Mon Aug 23 06:41:10 2010
End-time: 956631 usecs after Mon Aug 23 06:41:20 2010

Profile-Revision: 2
Session-type: Commit
Peer-triggered: No
Profile-status: Sync Success

Local information:
Status: Commit Success
Error(s):

Peer information:
IP-address: 10.1.1.1
Sync-status: In Sync.
Status: Commit Success
Error(s):

switch (config-sync) #
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B =27 FaL—ar0%s

ETa 74X aL—Y a3 DRT

WRIZ, B—ANVAAL v FTAAL v F a7 7 A NVDETA LT 4 X2 b—arbaRfnd H6%
RLUET,

switch# configure sync
switch (config-sync) # show running-config switch-profile
switch-profile sp
sync-peers destination 10.1.1.1
class—-map type gos match-all cl
match cos 2
class—-map type gos match-all c2
match cos 5
policy-map type gos pl
class cl
set gos-group 2
class c2
set gos-group 3
system gos
service-policy type gos input pl
vlan 2-50

interface port-channellO
switchport mode trunk
vpc 1
switchport trunk allowed vlan 1,10-50

interface port-channell0O0
switchport mode trunk
vpc peer-link
switch (config-sync) #

O—AILRAYFEET RAYFRIORAAYyF T7OT 74 ILDOEEHA

DR

i Cisco Nexus 5500 < ') —ZANX-0S VRTLEEaA Y I4XalL—3>y HA K 1J—Z6.0(2)N1(1)

RIZ, 2BDET AL v FDEAT —F A 2FoR" T 502 L ET,
switchl# show switch-profile sp status

Start-time: 491815 usecs after Thu Aug 12 11:54:51 2010
End-time: 449475 usecs after Thu Aug 12 11:54:58 2010

Profile-Revision: 1
Session-type: Initial-Exchange
Peer-triggered: No
Profile-status: Sync Success

Local information:

Status: Commit Success
Error(s):

Peer information:

IP-address: 10.193.194.52
Sync-status: In Sync.
Status: Commit Success
Error(s) :

switchl#
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switch2# show switch-profile sp status

Start-time: 503194 usecs after Thu Aug 12 11:54:51 2010
End-time: 532989 usecs after Thu Aug 12 11:54:58 2010

Profile-Revision: 1
Session-type: Initial-Exchange
Peer-triggered: Yes
Profile-status: Sync Success

Local information:
Status: Commit Success
Error(s) :

Peer information:
IP-address: 10.193.194.51
Sync-status: In Sync.
Status: Commit Success
Error(s):

switch2#

O—AILRAYFEET RAYFTOEREIZTY FORT

RIZ, B—=HNV AL v TFBIRET A, v F CTIEFICHERLE Iy FERET D0 Z2RLET,

switchl# configure sync
Enter configuration commands, one per line. End with CNTL/Z.
switchl (config-sync)# switch-profile sp
Switch-Profile started, Profile ID is 1
switchl (config-sync-sp) # interface ethernetl/1
switchl (config-sync-sp-if) # description foo
switchl (config-sync-sp-if)# verify
Verification Successful
switchl (config-sync-sp)# commit
Commit Successful
switchl (config-sync)# show running-config switch-profile
switch-profile sp

sync-peers destination 10.193.194.52

interface Ethernetl/1

description foo

switchl (config-sync) # show switch-profile sp status

Start-time: 171513 usecs after Wed Aug 11 17:51:28 2010
End-time: 676451 usecs after Wed Aug 11 17:51:43 2010

Profile-Revision: 3
Session-type: Commit
Peer-triggered: No
Profile-status: Sync Success

Local information:

Status: Commit Success
Error(s):

Peer information:

IP-address: 10.193.194.52
Sync-status: In Sync.
Status: Commit Success
Error(s):

switchl (config-sync) #

Cisco Nexus 5500 1) — X NX-08S R FLEHEOVIJ4XalL—3> HA F 1) 1J—X6.0(2)N1(1)
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B Agosmexmon

switch2# show running-config switch-profile
switch-profile sp
sync-peers destination 10.193.194.51
interface Ethernetl/1
description foo
switch2# show switch-profile sp status

Start-time: 265716 usecs after Wed Aug 11 16:51:28 2010
End-time: 734702 usecs after Wed Aug 11 16:51:43 2010

Profile-Revision: 3
Session-type: Commit
Peer-triggered: Yes
Profile-status: Sync Success

Local information:
Status: Commit Success
Error(s):

Peer information:

IP-address: 10.193.194.51
Sync-status: In Sync.
Status: Commit Success
Error(s):

switch2#

RIEAD A Th & KB D

WIZ, BT AL v FTDAAL vF a7 7 A VORBOKEIMEZ R L ET,

switch# show switch-profile abc peer

switch# show switch-profile sp peer 10.193.194.52

Peer-sync-status : In Sync.
Peer-status : Commit Success
Peer-error (s) :

switchl#

WIZ, BIEARARAT X ADETEEA LIZ, BT AL v F TOAL v F 777 A LOREO
PN IR U S I

switch# show switch-profile sp peer 10.193.194.52

Peer-sync-status : Not yet merged. pending-merge:1 received merge:0
Peer-status : Peer not reachable

Peer-error (s) :

switch#

AAYF TAT7AILINYITF7DERTE. NV I7EE. LUy

7 7 DOHI&

i Cisco Nexus 5500 < ') —ZANX-0S VRTLEEaA Y I4XalL—3>y HA K 1J—Z6.0(2)N1(1)

WIZ, AA T TaT 74NNy T77OFRE, Ny 7 7BE), N7 7HIBRERETHHIZRL
iﬁqo

switch# configure sync

Enter configuration commands, one per line. End with CNTL/Z.
switch (config-sync)# switch-profile sp

Switch-Profile started, Profile ID is 1

switch (config-sync-sp)# vlan 101

switch (config-sync-sp-vlan)# ip igmp snooping querier 10.101.1.1
switch (config-sync-sp-vlan)# exit

0L-27903-01-J |
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1 vlan 101

1.1 ip igmp snooping querier 10.101.1.1

2 mac address-table static 0000.0000.0001 vlan 101 drop
3 interface Ethernetl/2

3.1 switchport mode trunk

3.2 switchport trunk allowed vlan 101

switch (config-sync-sp) # buffer-move 3 1
switch (config-sync-sp) # show switch-profile sp buffer

1 interface Ethernetl/2

1.1 switchport mode trunk

1.2 switchport trunk allowed vlan 101

2 vlan 101

2.1 ip igmp snooping querier 10.101.1.1

3 mac address-table static 0000.0000.0001 vlan 101 drop

switch (config-sync-sp) # buffer-delete 1
switch (config-sync-sp)# show switch-profile sp buffer

2 vlan 101
2.1 ip igmp snooping querier 10.101.1.1
3 mac address-table static 0000.0000.0001 vlan 101 drop

switch (config-sync-sp) # buffer-delete all
switch (config-sync-sp)# show switch-profile sp buffer
switch (config-sync-sp) #

BREDA iRk— b

WIZ, A VB =Tz AT 4 Fal—varkf R — T 50%E2RLET,
switch# show running-config interface ethernetl/3

!Command: show running-config interface Ethernetl/3
!Time: Wed Aug 11 18:12:44 2010

version 5.0 (2)N1 (1)

interface Ethernetl/3
switchport mode trunk
switchport trunk allowed vlan 1-100

switch# configure sync

Enter configuration commands, one per line. End with CNTL/Z.
switch (config-sync)# switch-profile sp

Switch-Profile started, Profile ID is 1

switch (config-sync-sp)# import interface Ethernetl/3
switch (config-sync-sp-import)# show switch-profile sp buffer

interface Ethernetl/3
1 switchport mode trunk
.2 switchport trunk allowed vlan 1-100

Cisco Nexus 5500 1) — X NX-08S R FLEHEOVIJ4XalL—3> HA F 1) 1J—X6.0(2)N1(1)
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switch (config-sync-sp-import) # verify
Verification Successful

switch (config-sync-sp-import)# commit
Commit Successful

switch (config-sync) #

WIZ, FfTar7Falb—va Al R—hshda~vy Faef o R— M 25012RLET,

switch (config-sync) # switch-profile sp

Switch-Profile started, Profile ID is 1

switch (config-sync-sp)# import running-config

switch (config-sync-sp-import) # show switch-profile sp buffer

1 logging event link-status default
2 vlan 1

3 port-profile type ethernet ppl
3.1 bandwidth 5000

3.2 bandwidth inherit

3.3 speed 10000

3.4 state enabled

4 interface port-channel3

4.1 switchport mode trunk

4.2 vpc peer-link

4.3 spanning-tree port type network
5 interface port-channel30

5.1 switchport mode trunk

5.2 vpc 30

5.3 switchport trunk allowed vlan 2-10
6 interface port-channel3l

6.1 switchport mode trunk

6.2 vpc 31

6.3 switchport trunk allowed vlan 11-20
7 interface port-channellOl

7.1 switchport mode fex-fabric

7.2 fex associate 101

8 interface port-channell02

8.1 switchport mode fex-fabric

8.2 vpc 102

8.3 fex associate 102

9 interface port-channell03

9.1 switchport mode fex-fabric

9.2 vpc 103

9.3 fex associate 103

10 interface Ethernetl/1

11 interface Ethernetl/2

12 interface Ethernetl/3

13 interface Ethernetl/4

13.1 switchport mode trunk

13.2 channel-group 3

14 interface Ethernetl/5

14.1 switchport mode trunk

14.2 channel-group 3

15 interface Ethernetl/6

15.1 switchport mode trunk

15.2 channel-group 3

16 interface Ethernetl/7

16.1 switchport mode trunk

16.2 channel-group 3

17 interface Ethernetl/8

18 interface Ethernetl/9

18.1 switchport mode trunk

18.2 switchport trunk allowed vlan 11-20
18.3 channel-group 31 mode active

19 interface Ethernetl/10

19.1 switchport mode trunk

19.2 switchport trunk allowed vlan 11-20
19.3 channel-group 31 mode active

20 interface Ethernetl/11

21 interface Ethernetl/12
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45 interface Ethernet2/4

45.1 fex associate 101

45.2 switchport mode fex-fabric
45.3 channel-group 101

46 interface Ethernet2/5

46.1 fex associate 101

46.2 switchport mode fex-fabric
46.3 channel-group 101

47 interface Ethernet2/6

47.1 fex associate 101

47.2 switchport mode fex-fabric
47.3 channel-group 101

48 interface Ethernet2/7

48.1 fex associate 101

48.2 switchport mode fex-fabric
48.3 channel-group 101

49 interface Ethernet2/8

49.1 fex associate 101

89 interface Ethernetl100/1/32
90 interface Ethernet100/1/33
91 interface Ethernetl100/1/34
92 interface Ethernetl100/1/35
93 interface Ethernetl100/1/36
105 interface Ethernetl100/1/48

switch (config-sync-sp-import) #

BEDA VR—k

WIC, BRLIZYR—FShTWda~vy Faef o R— 2012 R LET, &I, 1 R—

FLEYEL TRV 7 4 Fal—valk

T4 F¥al—vary¥RnLET,

switch# show running-config port-profile

!Command: show running-config port-profile
!Time: Thu Aug 12 12:09:11 2010

version 5.0 (2)N1(1)
port-profile type ethernet ppl
bandwidth 5000
bandwidth inherit
speed 10000
state enabled

switch#

switch# configure sync

Enter configuration commands, one per line.

switch (config-sync) # switch-profile sp
Switch-Profile started, Profile ID is 1
switch (config-sync-sp)# import

End with CNTL/Z.

switch (config-sync-sp-import) # port-profile type ethernet ppl
switch (config-sync-sp-import-if)# bandwidth 5000

switch (config-sync-sp-import-if) # speed 10000

switch (config-sync-sp-import-if)# state enabled

(
(
switch (config-sync-sp-import-if)# bandwidth inherit
(
(
(

switch (config-sync-sp-import-if)# show switch-profile sp buffer

port-profile type ethernet ppl
bandwidth 5000
bandwidth inherit
speed 10000
state enabled

=S w N

switch (config-sync-sp-import-if) # verify
Verification Successful

switch (config-sync-sp-import)# commit
Commit Successful

switch (config-sync)# show running-config switch-profile

switch-profile sp

HET B, A— K~ Tr 7 A NLDFEITa
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B impotav s REGEALEY Y TLBG

sync-peers destination 10.193.194.52
port-profile type ethernet ppl
bandwidth 5000
bandwidth inherit
speed 10000
state enabled
switch (config-sync) #

import AT Y FEFERALE-Y U TILBT

277YvyH THATFUS A-A ARODTO Cisco NX-0S Release 5.0(2)N1(1) D& 1T

!l

ATy
ATvT2
ATvT3
ATvT4

ATy TH
ATvT6
ATy 71

ATvT8

W2, 777V w7 =7 AT A-A bR B 2T Cisco NX-OS Release 5.02)N1(1) (2173 5 7=
DIHEHT DX AT 2R LET, XA OFEMICOWVWTIE, ZOBEOEYLTLHEESHL T
él/\o

FIE

RENMFTDOAAL v FTCRILTHDLZ Lo LET,

WTDAA v F T, RCARTZROAA v F TuT7 7 A VERELET,

W} DA A F T import running config =~ > FZ A) L £ 7,

switch-profile namebuffer =~ FZ AJJ L, TRXRTORENDT ST DAA v FTIELLA VR —h
INTWDHIEEHERLET,

Ny 77 T L TARERRELZHIBRL £,

PR OWTIE, Bl AL vy F T T s A NNy T 7 ORE, Ny 77 BE, BLONNY 77D
HibRZ SR L T2 &0,

W HFDAAL »FTeommit 2~ KE AT LET,

DAL v FTET AL v F ZHET HIZIE, sync-peers destination /P-address =~ > K& A7)
LET,

W DAAL v FRER SN TNWD Z L ZEET 521X, switch-profile name status =~ > K% AJ)
LE7,

TJ27TYYDIHORTUOFADR FL— 8 7RO 2 TDCiscoNX-0SRelease5.0(2)N1(1)

DFATH

i Cisco Nexus 5500 < ') —ZANX-0S VRTLEEaA Y I4XalL—3>y HA K 1J—Z6.0(2)N1(1)

wiZ, 777V vy 27 AT X DA K L— M KR\ 2T Cisco NX-OS Release 5.02)N1(1) IZ
BATT 2720IERT X A7 2R LET, XAZOFEMIZONTIE, ZOEOKYT HHEES
L TLSIEEN,
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ATy T
ATy T2
ATvT3

ATvT4

ATy TH

ATvT6

ATy 71

ATv78

| 0L-27903-01-J

impot a<v > Fe@EALEY Y ILBGT I}

FIE

VPC R— b F ¥ KV DFREN, WHFDAA v FTRLTHDZ & afERLET,

W7 DAA v F T, MLARTZFOAAL v F Tu7 7 A VERELET,

W FDAA »FDFTXTD vPC HA— N F ¥ R/LIZ-D T, import interface port-channel x-y,
port-channelz =~ > R&Z A LET,

show switch-profile name buffer 2~ REZ AJJ L, T XTORENHIT DAL »F TIELL A~
A—hSNTWDHZ EEHERLET,

Ny 77 el L CARERBREEZHIRLET,

FANZOWTIE, Bl AL v TF T a T AN RNy T ORTE. Ny 7 rBE, BLOXRy T 7D
HIEZSR LT E &,

W DAL »F T ecommit =2~ > K& ASLET,

W HEDAAL v FTET AL v T ZET HITIE. sync-peers destination [P-address =~ > K& A7)
L\‘i‘g—c

WTDAAL y FREM SN TWD Z & 2R T 2121, show switch-profile name status =~ > N
wANTJLET,
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%4%

ECa—IILOERFITOES I Z VI NDETE

ZOEOAFIL, RO LBV TT,

C BV LOEFTIEE Y a = T AR, 41 R—
* EEFHB LORIRIFEE, 41 =

C EVa— LOFERIT Y g = SO x—T Ik, 42 RX—
C BV a—IOFEFI T Y g = OB, 43 X—

* HEi vV a =S LIEREDOMERR, 4 N—

C Hyi vV a = S ORER], 4 X—T

ECA—I)LOERITOES a =5 IZET A 1B

FRIIREY g = FHERETIR, BV 2 — A ZAEITWMV AT DN, v F—T = A5 H
ANMCERETEET, T, EVa—RNET T R TERIC, FRiTrbeYa =2 Vel
HALC, A7 7940 FVa— DA L F—T oA AREEEFRTEET, FRlcT e ya=r
TINTCEY 2= ANF T4 IhDHE, FERIZT vy a = JORENHEHAINET, O
BRE B SN TG, syslog DWERSIVET, syslog IZIE, ZIF AN SN T
EO—ENFiERINE T,

—EBOABAR— b Fy¥ b (VPC) PRI TIE, REDHYMEEICE VoY a = 723 N%
Y, FRIZTobEYa = I TiE, AT TEHUTA U THlOET TAHE T T A4 ThHA
VH—T A ADFREEFRY I DN TEET,

FARFESLUHNER

FAT7 B EY 2 = VREROEFEFH L HIRFHTIRO LB Y TT,
CEVa—ANTTA TR D e ISRV AT R syslog ICFRRSILET,
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EDa—LDEFIAED I =V I DA R—T Lk

ESa—LOEMIOESa=vI0HE |

cZ2uy hREVa— VARHIZEF e Pa =y ZENTnWT, Ay MIEY2—/LB%
FATHELSIE., EVa2— L BIZA T4 020 FH A,

CHEIYREYa T EANTEA A —T oA AT D MIB YV AR— MIH D FHA,
* Cisco DCNM [ZV R — F &N FEH A,

o oL O S e — » N
EDa—IIDOFEFMIAEDa =T DA —T )Lt
FT7ITA DRV a— VORI BV a = T A 3 —T VI TXET, provision model model
a<vy REEYa—LVER 7o Ya =7 £—RKRTAHNLET,

)

G¥) FHIT R E Y a = T A X—T NI LTk, T THLINDE A =T = A

ERIETE T

FIE

ARV KRFERERETIVaY

S

ATy T

configuration terminal

{5l
switch# config t
switch (config) #

Ja—) a7 4 Xal—g Ly EF—
NZBlia L £,

ATv T2

slot slot

i
switch (config)# slot 101
switch (config-slot) #

Faivmeya=mrrdhAny FEER
L, Aay hary74Fal—v g T—
NZEBIE L ET,

ATvT3

provision model mode!

1 -

switch(config-slot)# provision
model N2K-C2248T

switch (config-slot) #

FHpirmeYam ST HEYa— /L E#
RLFES,

ATv74

exit

fA
switch (config-slot)# exit
switch#

Aoy har74¥al—y g EF—R
T LET,

ATvT5

copy running-config startup-config

i -
switch# copy running-config
startup-config

(EE)
EfTar 74 F¥al—vark, AX—h
Ty ar7 4 Xal—ailar—
L%,

i Cisco Nexus 5500 < ') —ZANX-0S VRTLEEaA Y I4XalL—3>y HA K 1J—Z6.0(2)N1(1)
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| ECa—rosE@iioEsa=viogs

EDA—IILDEBRITOED 3 U5 DHEIRK

Wiz, Ay h 101 BEOIN2K-C2232P E ¥ 2 — VA BN L CH e Y a = 74 345 %

L/\i‘g_(]

switch# configure terminal

switch (config)# slot 101

switch(config-slot)# provision model N2K-C2232P
switch (config-slot)# exit

o

v a

— )LD EH]

o

JAE 3=

> DI

FEiZo b a = FENEEY 2 — VA HIBRTE £,

FIE

ARV KRFEREETI VY

B8

&M

configuration terminal

1 -
switch# config t
switch (config) #

Ja—) a7 4 F¥alb—T gy F—
RZBi L £,

ATy T2

slot slot

1 -
switch(config)# slot 101
switch (config-slot) #

TR EYa T A ATy N EER
L, Aey hary 7 4Fal—y g F—
NZ2BMm L ET,

ATvT3

no provision model model

i -

switch (config-slot)# no provision
model N2K-C2248T

switch (config-slot) #

EVa UL ERIT R E Y a = TR
BrLET

ATvT4

exit

fA
switch(config-slot)# exit
switch#

Ay haryr74¥al—arET—F
BT LET,

ATvT5

copy running-config startup-config

il -
switch# copy running-config
startup-config

EE
FEifrar 74Xzl —rarr, AX—F
Tyl aryr74F¥al—rgilabt’—
LET,

WIZ, Yy —Y Aoy MpbHEAIToEY a =27 LItV 2a— NV EHIBRT 5012~ L ET,

switch(config)# slot 2
switch(config-slot)# no provision model N5K-M1404
switch (config-slot)#

| 0L-27903-01-J
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ERTOES I = S LR EDORER

ESa—LOEMIOESa=vI0HE |

FHM7REDa =V LI-EEDHR

FHRT Y a = LEREEERTDHITE, ROWTNDOIEEEITNET,

avo kR

=)

show provision

FRIZoEa = S LR 2 — L EE R LET,

show module

EFEV 2= UERERTTLET,

show switch-profile

AL v F Ta 7 A NVEREFERLET,

show running-config
exclude-provision

FT7TATHDIETe e am TN F—T A A
FIIEY 2 — AR NWEfTa T 4 X2l —a BN LE
j—o

show provision failed-config

AVE=T A RFINTEY 2= NARBF U T A Nl olo b XIT

RECHEA SN2 -T2, FRi7Febe s aEnf-av R
EFRRLET,

Zoavr NI KL lcavsr FOBRELRRLET,

show provision failed-config
interface

AV B —T 2 A RAELIFTE 22— NABDF L T ozt xIT
WHEN o Tmavwry RERRLET,

FRiTuEYa s S INEREEZ S, ETa 74 X2 b—
arERRILET,

HRi S n Y a s S ENEREE G, AA— T v av
TA4F¥alb—vareR®nrLFEFT,

show running-config

show startup-config

2L —0 > o —_ » N —
FRTOE a2 I DEER
KIZ, CiscoNexus2232P 77 7 U w7 = A5 A DAy 110 CHAi 7o ya = 7 x4

=Tz, A1 =YXy FOVINA LV E—T 2 A AT, HA—Tx2AA AT {Fal—3
vawy REFER e Ya = ST AHE R LET,

switch# configure terminal

switch(config)# slot 110

switch(config-slot)# provision model N2K-C2232P
switch (config-slot)# exit

switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
switch (config)# interface Ethernetl110/1/1

switch (config-if)# description module is preprovisioned
switch(config-if)# show running-config interface Ethernetll10/1/1
Time: Wed Aug 25 21:29:44 2010

version 5.0 (2)N1 (1)

interface Ethernetl110/1/1
description module is preprovisioned

Cisco Nexus 5500 ') —X NX-08S VA FLEEA D74 Xal—>3> HA K 1J1)—X6.0(2)N1(1)
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| ECa—rosE@iioEsa=viogs
ggivoevaz=viozEs [}

WIZ, B 2a—NVINA LT ozt EC@EA SN o lzFgi e ya=rrEniza
< RDOY R FNERRTHHERLET,

switch (config-if-range)# show provision failed-config 101
The following config was not applied for slot 33

interface Ethernetl101/1/1
service-policy input test

interface Ethernetl01/1/2
service-policy input test

interface Ethernet101/1/3
service-policy input test

WIZ, Ay WL EHERI7TrE a7V ENEZT RN TCOEY 22—V EHIRT 62 RLET,

switch (config)# slot 2
switch(config-slot)# no provision model
switch (config-slot)#
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B =sioocEsaz- srosmEs
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CFS M fE

COEONFIZ, WOLEFY TT,

* CFSIZOWT, 47 ~N—

* CFSHLfE, 48 _—v

s TFU s —a D CFS YR— b, 50 ~N—Y
*CFS U—vYay, 53 ~X—v

* IP %41 L7z CFS O IE, 57 ~—

* CFS DT 7 4 /L hiRE, 60 ~_—

CFS [Z2DLVT

Cisco Nexus ¥ U — X A4 v FO—HOMKREIL, EFICEET 720, Fv hT—7 NOMMD A
A v FLOREORMLEZLEL LET, XY NV HNDAAL vF T LIZTFEHHEIZ L > TH
b1 2L, mET, =27 —NRELLT AR ET,

CFSiZx v b —7NOHEREERBLICR L CHEDOA V7 T AN T 7 F v 2t LET, £
oo R U AR— MERE, BRI OMREIC - 2t —e 20ty ME#RMELET, CFSITIX
Ay T =7 HNDCFSKIEAA v F e L, 3 XTO CFS KIS AA v F ORI 2+ %
HEREDM M > TV ET,

CiscoNexus ¥V —RX AL v FIX, 77 AN T ¥ RNVBILRIPvE £721XIPv6 Xy NV —7 %40 L
72CFS A v Ee—VEEA Y AR—FLET, 774NN T ¥ RNV HF— MIAAS v TF RT3 =
VITEINTWALEE, T 74NV NTIE T 7 A X F ¥ RV %EI LI CFSIEA X —7 /LT3, Zhic
%t L. IP 4 L7z CFS I RAICA X —T T BUERH D £,

CFS IZIT DBERED B V) £ 77,
*CFS VA YT IA4T7 v MY —rEBRERL2WETY—ET 7a haji,
C T AN Ty RNVB LIPS £/ IPv6 F v b T —27 %4 L7z CFS A vt —URlE,
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- crs oA |
CFS B2{5

*3ODEMEE— K,
CHFHRIEIZE Xy NT—Z N TWHOTHHHTX AEUEIL 1 751 T,

° HEFRALE « WIRRRE N FETHOSE ZRE . £y P U —27 A TEEOFRRERE 2
EATE £,

° BERIBROIEF LA - BEAFOBIRIMEE 23 H 2582 x v BT — 7 W THEORIRHEL
EAFISNET, EHIROIEHHUAZ I OT X TO X A TORUEF & [FIFFIZFETT
TET,

IP %41 L7z CFS BdfE TlE., ROBWEL Y FR—FSINET,
‘IPRy FU—Z HNLIZEMED 1 DO#PH -
o WyFRELPH  IP * v FU— 7 ERICEME ENE T,

7 743N F % K/ SAN &4 L7 CFS Fif5 Tld, IROMEEN Y R— h S E 7,
*SAN 77 7 U v 7 %40 LT-BUE D 3 DO,

FMEREGPE © VSAN OFEFAN TRUE S ET,

WFRETE - WER N AR DARICEE ShE T,

IR L7 VSAN & v R« —FBOMRETIX. BFED VSAN [l CRREREE L E L L E
T, ZNHDOEERETIX., CFSIZx LT, BEEZFIRT D VSAN Dy hEfgE e $
7,

o

o

o

C T T I DFREEA R M QOIS LTZSAN 7 7 7 U v I BNEEAS T HEA) 1T
WEDFEEZEBT LA e haroPR— |,

CFS EC{Z

CFSECEHEREIX. TAZE Ofisk b I3MEIFRTY, CiscoNexus VU — X AL v FiE, IPBLONT 7
AN F YV EO CFSEUEZY AR — N LET, CFS ZEMATAHEEIL. FAEOEREEFR# L
FH A,

CFS ME{EE—F
CFS TII R 2 EM 2V R — 2572012, 3 20BMEFE— FE2HFR— LT,
* JEt RIS
* AR
* M R oD I W AL AL AE
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| crsoEm
crsEiExr—2 202

WIZ1DOF— FEFZ#EHATE £,

et A EC(E

HHRUREIL, ET7 OO REFES ST AWERERET SN SES, 15
DFEREIZ X L CIEMH AR 20 IAE 238 T & £

thR AR

WIATRIEE X, W AR 1 DOMRERME/S T A TE 9, CFSIX. my & fHHLTI®
Bpex I LET, Xy hT—ZHOWTNOEETE v 7 BREE STV UL, HEIRAE E
B TE EH A, BRI, RO 3 EMTHER SN TWET,

Xy b= vy REFFINET,
CREVEMES, a1y FERET,
Xy hU—7 vyl BERSNVET,
BB IIE, RO 2FENH Y £,
*CFSIC& Db D  BERENITET 2 Z & 72 < BEREZESRITIN U T CFS MBS 2 FT L £,
*HERBIC L D b D ¢ BEFEITEREIC Lo TRAICEHINET,

BARTRLE X, BED AL v F 2 bHEER LOBE A WTRER R ARUE T 2 DI S x4,
ez, K= X227 1 ORETT,

MHRDIHAREIE

HERI RO IEHFRTELE TiZ. BEFOBRELED & 2 5B 1% v MU — 27 W THEHEBORIRHEUE 2
FFa S k3, EGIROIEFHHMES (I OFT~TDO X A TORUE L RIFFICIATTE £75,

CFS ELIER T— 2 A DHE:R

show cfs status =T~ REFEITTBH L, A v T DO CFSEUEART — X ANRFRENET,

switch# show cfs status

Distribution : Enabled

Distribution over IP : Enabled - mode IPv4
IPv4 multicast address : 239.255.70.83
IPv6 multicast address : ffl5::efff:4653
Distribution over Ethernet : Enabled
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CFS DR |
B 77uvr—varocsyk—+t

F7)4r—2 320 CFS Hik— k

CFSO7 7V r—YaviEHl

Fy NT—=THNOFTRTOARAL v TFNCFSIZHISE L TWAHERH Y £9, CESIZXIL LT
WAL o FIIEMEZZETERVWED, Xy NV =V O—8NERESN-EE2ZETE R R
DEF, CFSIZIE, WOBEHRH £,

* CFS OREERA 72 - CES T 7V 7 —3 a O CFSHEX AU TIT H . RELE S
o ZAREBEN, TV r—va B xy NU—TBuvy 7 LET,

RET AR R T A RX—RA X3y FEINTWRVERE R 5 RN
T7 T, T—HA_X—=ANR, Xy hT—=THNOMD AL v F DT —H_— R LRI RIS
B2, 23y FENTWRWEFRIICITEHINERA, LIy hT5H L,
T — A _XR—2Xar 7 4 F¥al—var F—E_—2 QL. T70T7 47 F—H_—
AETNIHHT —H_X—R) & EEXLET,

TV —a VELTA F—T b ETZI1ET 4 B —T Wb E 5 CFS B/ : CFS Bifs =
FT—FrDFTH NS A RX—=TNEFZT =T N) X, TV r—a TR F
T, 77U —2 a3 TCCESOEENT 4 BE—TNMZENTWAES., FOT 7Y r— g
VIIREERBGEET., ERy FU—INOMD A A v F S ORME b ZITANE R A,
CHIRAYZRCFS 2 v bt R¥EDOT 7V r—a Tk, HILWT —F_R—R &y hU—7
WCEELZED Ry NU—7 ay ZEMBR LD 75712, —RHRy 77 NOEEET
TV r—yary T _X=R 2 abt—F 50 R a2y MEERKLETY, a2 Iy M
EZSEZIT LW E, —HFANy 7 7 NOER A SN ERE A,

T7I)r—2a3 2295 CFS DA r—TJ )Lk
TRTOCFS X—RADT 7V r—3arTld, BE#EEZ A 2—TNVERITT =TI TE
F7,
TV =g TR BMEIXT 74V P TA R —T T ERTVET,

T — g U TCEEDHRIINIA R —T I ENTWRWESIEL, CESIZZFDOT U A — g
VORTEEEELEE A

TFINVT—2 3 VB RAI—TADHER
show cfs application =~ > N, CFSIZBU/ERERINTNDT 7Y r—Ta 2R LET, &
WOHT 2L, 77V 5=y a v ANRFRENET, 2FDONTNE, 77V r—raro
FBLERA R—T N THDNT 4B =7V ThLM%EPRFLET (enabled %7213 disabled) ., kD
BT 2E, TSV r—a o OfEHEIPHZ R LE 9 (logical, physical, F721XZ D) ,
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| crsoEm

A

zvto—snovy M

G¥)

show cfs application ==~ > N|&, CFSIZBEHINTWEL T 7 U Fr—3 3 v 2FRT 57217 T
4. CFS 2T AarT 4 at il +—ER . ZhLOH—E203BE L Wit
HAIIREnEHEA,

switch# show cfs application

Application Enabled Scope
ntp No Physical-all
fscm Yes Physical-fc
rscn No Logical
fctimer No Physical-fc
syslogd No Physical-all
callhome No Physical-all
fcdomain Yes Logical
device-alias Yes Physical-fc
Total number of entries = 8

show cfs applicationname =~ > KX, ¥pEDT 7V r—a VOitMlz £ R LET, FrREhd
DI, AFX—TNT A4 =T NV AT —F, CFSIZBEHRINTNWDLX A LT U b, fEAEARETHD
i (fEE OV HR— T LT CFS IZREKSN TV D) | BRORGEHE T,

switch# show cfs application name fscm

Enabled : Yes

Timeout : 100s

Merge Capable : No

Scope : Physical-fc

*y D= mOyy

CESA V7 I7A NI 7 F v &M+ 28E (T 7V r—ay) 200 TCERETIHE. Z0k
BRIZCFSty v a vl L T, xvy hI—2 %2yl LET, Xy b= Bav 7 &l
B AA T VT T =T T, By B REFFL TV AL v TFNEDRZ DBERE~DRTELHE
EITHOZEMTEET, BIOAAL v TFNOEEE~ORELEEZITHOLE,. 2y 7 SRTNDH A
T—HRAEMBEDLA vE—UNR, AL v TFPLRITEINET, FOT TV r—a VITREER
HERETOT —F _X—Z THEFF L 97,

Xy b= 0y 7 BERTAHCES® Yy a  ZRBL, By al 2K TT508En28E
I, BEHERZOR Yy a2 VT TEET, WOTHLRy NI —2%2uv 7 LEFE, 22—
PLIFFHEHB L VAL v TF A — =217 THREEINET, (RAL~v > ET) jloa—+
WEEF AT HZFITLEI>ELTH, ELRINET,

CFSOvy Y XT—5 ADHER

| 0L-27903-01-J

showefslock 2~ K2 FEITd 5L, TV r—va Nk o CTEHAERGESN WA TRTor v
IMFRINET, ZOavr NIEY, 77V r—va TR TV r—varkay s
OREHENRETRINET, 7TV r—Tar vy 7 BPWEEE CREISNLTWAES., 20
~V REAAL Y F WWN, IP7 RL A, 2—HF4 BIOe vy 7iifE0a2—F 24 72 RKRL
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- CFS DR |
ZEOQaI Y b

T, TV =2 g URRBEEHTEREISN TV ARE., Zoavy Riie vy 7 B3 EEGEESh-
VSAN., RAAL U,  IPT RV A, a2—¥4, BLOu v 7iiEEO2—Y ¥4 T2 FK R LET,

switch# show cfs lock

Application: ntp

Scope : Physical

Switch WWN IP Address User Name User Type
20:00:00:05:30:00:6b:9e 10.76.100.167 admin CLI/SNMP v3
Total number of entries =1

Application: port-security

Scope : Logical

VSAN Domain IP Address User Name User Type
1 238 10.76.100.167 admin CLI/SNMP v3
2 211 10.76.100.167 admin CLI/SNMP v3
Total number of entries = 2

show cfslockname =~ Ri%, 8ELET 7V r—ra s THEHAINLTWAD B v 7 OFEMITES %
FrLET,

switch# show cfs lock name ntp

Scope : Physical

“Switch waw TP Address User Name  User Type

120:00:00:05:30:00:6b:9% 10.76.100.167  admin CLI/SNMP v3
Total number of entries =1

EEQOIIv b

a3y MEEICEYD, TRTCOT TV r—ay BT OMBT = RXR—2AZ(FE L, T_XTDA
A oFOay T Rl ET,
a3y MERITEy v a v ERIRLEYA, By a U EZHGT 201X, vy ZHEEZ T T,
L, RELAENZNETIThbL ORI, EZoa 3y MRAEETT, ZOHA. =
Sy MECEY, vyl EFETLTHAEDT —IRXR—ZAEZRETH By a viMTbiuET,
CFSA YV T7IARNT 7 F ¥ HFEHL THEE~DREELTE22I vy FT5E, ROWTNDHDIRE
BT BmmnaE 9,
1O FEFEBOINEAA v FRIEFIRAT —Z A2 WET 256 77V r—va 3k
Hro—h/WZ#EH L, *y NUV—7 vav 7 2L ET,
C FOMNHAA v F bR AT — bEHRE LRV T TV r—2 g I ZDAT— bRk d
LCHE#BL., Ry NU—=FTHRDOEDAAL v FIZHLEFZMA LERA, Xy hT—7 oy
IR SN E A,

commit 2~ REZANTHE, BELIEEOCEE 22 v hTEET,
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| crsoEm
zeoxz W

REEWERBFEFETLE, 7TV r—va 3R OT — 2 X=X % —KIZHEEL, v hU—
JNOB v 7 ERBRLET, FERBIOa v MEEOH T ZHHTEDIX, Fy hT—72
vy 2 RRESRIEAL v FRI T,

abort 2~ FEZ AT 5L, FEELIMREDER ZFEETE £,

X TE DIRTFF

FEEH SN TOWARWERENE ((RET —FRXR—RCEEFEET D) 3FE T2 74 F=2L—v g
NEERENERA, EFEaI Y bTHE, BET—HIR—ANORELEBENELT — 4
R—ZANOFREL LEXLET,

FEOAEANRIT. aIy FLAagE, FETar o XFab—Ta VIRESINERA,

OyoFHREYaADIYT

Py NT—INOEBEDAA v F NS T TV r—arMEFELTnWbay 727 ) 7458,
Ty 7 NEESNTWAIZE D LTRSS T RWIRELSEIETE £, 2 ORI
1X. Admin HEENMVEEIZ/R Y £97,

AR ZOMREZHEAL TRy FY—2AOR v 7 2FRT 25A1. BEFSSLETT, Xy FU—
INDAEEDAA v FOREPRENT 7 v oS, WANRKDILET,

CFS'\)—> 3y

CFS ') —>a v OME

CFS UV —va ik, MEEUSEPAOFTEDEEEE/2IXT 7V r—r a VX T 5 AL v F D2 —
PERZOV 7Y FTT, Ry U= BIRWHEIPHIC M S5E, BEIl Lo TT, WER bk
PRICHEADE, AL v F By MEATORED T 1 7 7 A VORUE Z R £ 72 13HIR T 2 LEED H
WET, CFSYV—Yarzfifldos, *y U= NTREDCFSKREIZT 7 r— =
N, BMEOEET A4 7 RInTEET, CFS Y —va ik, iR EDREEZ x>y hT—I N
DAL v FORFEDY v FETIF TN —TITHIRT D L IRFFSNTWET,
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W oruAin

A

crs oA |

G¥)

S ER]

CFS UV —2 3 v OREIT. WHAAL v F P TITAET, CFS U —2 3 VOREIL. VSAN
TIHT 2 EHE A,

CallHome 7 7' VU /r— a3 Uik, WEEZRIRBL, & D VMTERFEIRAE LRI R v T — 7 FHEIC
TI7— b ERELET, Ry NI BRVHIRIZE D, EHEOxy NU— 7 EFBENL v b

T—IHNDAAL v FDOEZEY Ty MY L TWAHAIE, CallHome 7 7V 77— 3 i, ST
WCBR72 <, T CORy NU—EHEIZT 77— b2kE LET, CallHome 77V 7r—3 3
VA=V T I— b E, BIRLE- Ry NU— I EHEICEET AL, TS —2a D
WGP A P T B 0, VALK ERNHV £F, CFS Y —Yar0FEEZLI-T, 2oy,
UAEFEBETEET,

CFS UV —T a3 0%, 0~200 DEFETHMNENEST, V—Yar 0T 74 bV —varil
TTYHREINTBY, X2y FT—FHNDOTRTOAAL v TFE2EHET, 1 ~200DY — g %
ETEXFET, F7ANN V=g TR A EBRMEEZHERE LT ET,

HERENBEI SIS, DFEVD ., HWESHF LW —U a3 LCE S ToND &, BRED X a—F13%
DY —Va VHIRENET, OTRTOY —V g 0d, BESC~Y—YOoEnbaSnET,
BERE~D Y — Y 2 v OEID Y TiE, BEEICBWTHHoOYEA -7 L0 b ERIRET,
B OMEEORELRET DAL IICCFS Y —Va U ARETEET, 2L, BEDAL vFT
X, —EICREOHBEREAMET DL IICHETELCFS YV —Ya T 1270 T, e
CFS U —>a AZEID Y TIgGE., ZOREZMOCFS UV —a VINIZE(E TE £/ A,

CFS')—> a3 nER

CFS ') —> 3 U DERL

i Cisco Nexus 5500 < ') —ZANX-0S VRTLEEaA Y I4XalL—3>y HA K 1J—Z6.0(2)N1(1)

CFS V—Ya v a9,

FIE
ARV RFERRTIa Y =)
V& WA switch# configure terminal a7 4F¥alb—a Ly E— FNa
MLUET,
25wy T2 switch(config)# cfs region region-id V—Va el LET,
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| crsoEm

csy—varoszr ||

CFS!)—2a A7 r—23a 2 mENY LT
ZA v FTY =V a7 AV r—ar BEO LN TAZ LR TEET,

FIE

ARV RFEERETIa Y

E]:g]

ATy T

switch# configure terminal

OV 74X a2l —vary ®B—FERBLET,

ATvT2

switch(config)# cfs region
region-id

V—=VarafflLET,

ATvT3

switch(config-cfs-region)#
application

V=ya 77V r—varziBMLEd,

GE) V=2 a VAL v F EOEROKDOT
TV r—YarkiBMcEEd, FU
V=2 a ie7 7 r—a e i
EMLE S EF 5L, TApplication already
present in the same region] &9 T T —

Ay —URERINET,

Iz,

switch# configure terminal

switch (config)# cfs region 1

switch (config-cfs-region)# ntp
switch (config-cfs-region)# callhome

V=g 27 P r—a v Z2E B TCABERLET,

AMDCFS ) —2 3 o~ADT7T)r— 3 DBE
BB =T arpROY =Y a VT S v a VEBBITE £,

FIE

ARV RFEEETIa Y

Sl

ATy T

switch# configure

a7 4 F¥alb—var EB—RERBLET,

ATy T2

switch(config)# cfs region
region-id

CFS VU —Y a3y 75— REBB L ET,

ATvT3

| 0L-27903-01-J

switch(config-cfs-region)#
application

HDHV—=TarnbRlDY —Va NIBET LT

TV hr—varEnRLET,

GE) ML —YaricrFY r—ya a8
BEgE L Lo &9 5E. [Application

already present in the same region] &\ 9

T — AvE—UNRRINET,
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CFS DR |

CFS)—CavnER

o~

)—o3 Y

CFs 'J—2

ARV RFEREFTIVaY  BH

Wiz, V=a v LiIZEn Y conTWeT ) r—rarz ) —Ua U2 ICBET 502 5R L
i‘j‘o

switch# configure terminal
switch (config)# cfs region 2
switch (config-cfs-region)# ntp

N7 TYr— 3 DIk

V=g o7 7V r—2 g OB, 77V 75— arvaT 740k V=0 (U —
Tar0) IWRTHELFEILTT, ZCE->T, Xy hI—I BIERT 7V r— a3 Oz
DOFPAIZ/2 0 £,

FE
ARV RFERIETYV3 Y B#Y
2T w1 switch# configure a7 4 Fal—varE—RNehbl
S5
2Ty T2 switch(config)# cfs region region-id |CFS V) — 3 v 7 &— R&BMBL F
R
2T S3 switch(config-cfs-region)# no V=g 2Bl WA T ) Ar—3 g
application CEHIBRLET,

3 U DHIB&

V— g vl V—"a v ERAENCTAZETET, V—"ar2llRTse, U—
TaUNE TN U RENTWABTRTCOT IV r—rarn T 730 V=g VICRED F
—/9)40

FIE

ARV RNFERETIVaY EL:Y
2T w1 switch# configure ar 74 Xal—varye—RNEHBLET,
ATFv T2 switch(config)# no cfs region U—a a2 LES,

region-id

0L-27903-01-J |



| crsoEm
PeaLEcsoBE I

ARV RFEREFTIVa Y E):Y
GE) ['All the applications in the region will
be moved to the default region] &9
BENFIRSNET,

IP %4t L = CFS D& E
IPvd £ 9v L 1= CFS O 1 R — J L1k

IPv4 Z L7 CFS 24 X — 7 NVETIET 4 BE—7 M TE 1,

)

GE) CFSIZFICAA v FH 5 IPvd & IPv6 D F 2 L CITEME TX WA,

FIE
ARV RFEREET7TIVa Y E]:3]
2Ty F1 switch# configure a7 4 X2l —varE—RERBLET,
2Ty T2 switch(config)# cfs ipv4 AA o FDFTRCOT Y r— g3 2%k LT
distribute IPv4 %/ L7- CFS % /' 02—/ 3L CA F—T )L
IZLET,
2Fv T3 switch(config)# no cfs ipv4 =)
distribute AA v FDIPv4 A LT- CFS 25 1 &—7 )L
WZLEST (T 711

IPv6 %9+ L 7= CFS D 1 r— T L1k

IPv6 Z L7= CFS 24 X — 7 NVETIET 4 =7 M TE ET,

)

GE) CFSIIFICAA v FH 5 IPvd & IPv6 D F 2 L CITEME TX FH A,
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CFS DR |

B rEALECSBEORR

IPZAL7T-

IPZsrL7T=

)

FIE
ARV RFEREET7TIVa Y E]:g]
2Ty F1 switch# configure a7 4 FXalb—varE—RERBLET,
2Ty T2 switch(config)# cfs ipv6 AA v FOFTRTOT TV r—va Azt LT
distribute IPv6 % L7 CFS % /' 02— /3L CA F—T )L
IZLET,
2FvTS3 switch(config)# no cfs ipv6 (==
distribute AA v FDIPV6 4t L7z CFS 25 4 E—7 b
WZLES (740 b)

CFS X E DR
Wiz, TP 91 L7z CFS DR T a3 B2 R LE 7, showcfsstatus 2~ N&2FHEHLE9,

switch# show cfs status

Distribution : Enabled

Distribution over IP : Enabled - mode IPv4
IPv4 multicast address : 239.255.70.83
IPv6 multicast address : ffl5::efff:4653

CFSODIPTILFX AL T7 KLADKRTE

MRlO~VTF Xy A KN T RUAZFFOIP 2 L7z CFS (G AL v FOFT XYL, IP Fv hT—
JEN LTI ODCFS R LET, Ry hU—2 bARuPEREEZBRET57-00F—7T7 5
AT AD=ALDE D72 CFS 7'u b a Vs FOREIX, IP~ALTFF¥ AN T RLUAZMEHLT
HHEzEZEFELET,

GE)

TV =gy T—XDOCFSEEFLAA VI h =% v A MR LET,

CFSODIPUTILFXNY A7 KRKLADETE

i Cisco Nexus 5500 < ') —ZANX-0S VRTLEEaA Y I4XalL—3>y HA K 1J—Z6.0(2)N1(1)

IP %A L7ZCFS D IPVA D~ L F %5 A b 7 RLABARETE LT, 7741 hO IPvd~ LT
¥y AR T KL AIE239.255.70.83 TT,
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CFS M

FIE

PEALECSOPTLFE+R 7 ELROBE I

ARV RFEEETIa Y

=)

ATy T

switch# configure

a7 4F¥alb—var E—RERBLET,

ATy T2

switch(config)# cfs ipv4
mcast-address ipv4-address

IPv4 %41 L7= CFS BfE D IPv4 ~ /L FF ¥ A k7
RLRAZRELET, ARRIPvAT KL XD
1% 239.255.0.0 ~ 239.255.255.255 35 1. (8 239.192/16
~ 239.251/16 T,

ATvT3

switch(config)# no cfs ipv4
mcast-address ipv4-address

(=)
IPv4 24 L7 CESBUME DT 7 + /L s D IPv4d < )LF
XY AMNTRLRIZELEY, CFSOT 7 4V k
D IPv4 <~ /LFF ¥ X kb 7 R L A% 239.255.70.83
‘/C‘\ﬁ‘o

CFSOIPV6 T ILFX¥Y A7 KRKLADETE

IP %/ L7 CFS D IPv6 DA F X ¥ A b 7 KL REERETEET, 7744 hDIPv6 < /LF
F ¥ A b T R LA f13:7743:4653 T,

FIE

AU RFERETIVa Y

S

&M

switch# configure

Ay 7 4 F¥alb—vary E— REBBLET,

ATy T2

switch(config)# cfs ipv6
mcast-address ipv4-address

IPv6 %I L7 CFSBUMED IPv6 <~V F F v A h T K
VAZBRELET, A7 IPve 7 K L A O#iFHIX
ff15::/16 (ff15::0000:0000 ~ ff15::fff:ffff) 35 L O
ff18::/16 (ff18::0000:0000 ~ ff18::ffff:ffff) T,

ATvT3

switch(config)# no cfs ipv6
mcast-address ipv4-address

(E=E)

IPv6 # 41 L 7= CFS BMEDF 7 /L kD IPv6 ~ /L F
FY AT RLVARIZELET, P& L7 CFS D
FI7HIRDIPV6 ¥ L FF ¥ A~ T RL A
ff15::efff:4653 T3,

| 0L-27903-01-J
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CFS DR |
B O PEALECSOPILFFrR 7 RLABREDORER

IPZHLI=CFSDIPTILFFXv A+ 7 FLAFREDHRE

W, IPENL7ZCFSDIP</ILFF ¥ A T R AREZHERT 0% LEJ, showecfs status
a<wr REFEHRALET,

switch# show cfs status

Fabric distribution Enabled

IP distribution Enabled mode ipv4

IPv4 multicast address : 10.1.10.100
IPv6 multicast address : ffl13::e244:4754

CFSDT 74 FERTE
WDOFEIZ, CESDOTFT 7+ )LV NREZRLET,

R1: TIAHILELDCFSINT A—4

INT A=A TIAILE

AA > FTO CFS 5 A RX—=T )V

T =B R —REE BRI DOFREETINZ L > THEERIIZ A 12— 7 1k
77— a O TV =y a LI RS

23 v b 7R A 722 8% 3 0 B

IP %4 L7z CFS F4E—T

IPv4d vV FF ¥ A K 7 KL A 239.255.70.83

IPv6 ¥/ FF ¥ A K7 FL2A ff15::efff:4653

CISCO-CFS-MIB |Z (% CFS BHHEFEEE D SNMP X ETEFHA G ENE T, THHOT T v 74+ —24
OMIBY 77 Lo 2HBB LTI,

Cisco Nexus 5500 ') —X NX-08S VA FLEEA D74 Xal—>3> HA K 1J1)—X6.0(2)N1(1)
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%6%

PTP D% 7E

ZDOEONFIL, ROLBYH TT,

* PTPIZPHT 216, 61 ~—
*PTP T NA R XA, 62 _X—V

* PTP 7t X, 63 ~—¥

s sy VB, 63 -V

*PTP DA TRATEVT 1, 64 N—Y
* PTP DT A o AEM, 64 X—

* PTP OyEEFHEEL L OHIKFIHE, 64 N—V
* PTP OF 7 /L FiRkiE, 64 ~<—

* PTP O%E, 65 ~~—

PTP [ZRA9 5 1F#R

| 0L-27903-01-J

PTP 3%y bU—Z 208 LTz ) — ROKLIRM 7 e ha LTy, £ON—FRUu=TDOH A LA
2 UTEEEEIZ, X2y hU—7 XA AT o hajl (NTP) 72 EOMoBZAEH e har ko bE
VIEEEEILET,

PTP > A7 AL, PTP B X OFEPTP 7314 AOMAKOE TR TE 9, PTP 7 /31 AT,
F—=F 4TV ruy s BEBRI/Iay s BXOM IV AT LU My s RngEnEYT,
PTP 7/3A RZIE, BHEDHR Y NT—0 AL v FRN—FREDA T TFTARNT I F ¥ T3 A
NEENET,

PTP L. Y AT DU TNZALPTP 7 0y 7 WNHEICEBT 2 HiEEIEEST 2070 han
Td, IhbDruayZix, Vo9 RvAxA¥x—rnyy (BEaok EESchbsrayr) 2o
v A —/ A L— T RIMBEE ISR S, VAT AR REEA R E L ES, FiL, 213
YR EHEH L CREO~ A2 —ORZNC 7 vy 7 ZfliET DA N—L PTP XA I
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PTP D& E
B rersniqzxsq47

AvE—VERWHTHIEIZL o TEIINET, PTPIX, PTP RA A > & MEN 5 imPREFH N

TEMEL £,

PTIP T/IN\A R XA T

DT vy 7k, —HRER PTP T34 2T,
F—T4FUvnvy

T RARA N EREBKIC, B—OWBAR— MIESW TRy FT—2 LBELET, A—T 4
TV a3 T RvAL—ray 7 & LTEMETE £,

BRI OvY

WE, BHEOYER—IR’HY, FER—NIA—T 4FV 7o v 7 OR— DL ) ITEME
LEY, 7L, ER—bge—r sy r7x2LHL, 7uyr705—4% 2y MIT
TOR— MHETT, &R — MI, HEHR 79 v 7 0Z0MTXTOR— N bAEHATEE
RO Oy ZIZHASNT, fllx ORIEEZ, v AX — (ZHICEFHR SN TV AR — b
ZRIEATS) £IAL—T (XA Y —LAR— MNZRERBT2) e LEd, R
L AL —/ AL —TREBOMSIIET 2 A ve—F, BERV7ey o7 balr ooy
VTHT L, IS ER A,

FSUARFLY NSO YY
BEDAA v FRN—FREDTXTOPIP A v —CRWmRIELETN, AL v FTON
7y D ORI Oy BB R TURST L b a sy 7 Zi@imt B 7 OB LT RERE)
LGB EoTUINNT Yy FOANIR— R DY v 7 BEARELEST, FTo AT L
Movy 23T RvAE— 7 ay 7 ZEMTHHERRNZD, RA— hOREEIZH Y
FH A,
WD2FEED N T AT L 7ay 7 nibo £4,
IVKY—IVK FSURRTZ LY MSOYY

PTP * v — OMEMRMZHE L, PTP X v — Y F - 3BE T Oz 7 4+ a—
ToT Ave—VDBEET 4 — /L RO ZIEL 7,

E7Y—E7 S ARFTLU R 2BYY
PTP * vt — U OMEIFMZIE L, FR—hL, Vo7 2AT 540 /) — FDOFE
CEowcfsnieR— oMo v 7 BEZFHELET, Ny FOBZE, 20

EBIEY 7 OBEIX, PTP A v —VF3BEfM T b7 40 —T v 7 A vk —
COEIET 4 —)v ROHERERIGEN S ET,
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| prrozmE

A

pp 7otz I}

G¥)

PTP 3R 7 vy 7 F— FOATEMELET, A TIEL, AA v FIZER SN, Fi%x
MBELTDHIa v IINEENDIY—NEHEHL T, FI7 0 R~AX—27nmav 7 (GMC) 7 v
TARN)—LERET L EEHELES,

T RY—x2 R N UVAXT Lo b Zuy g E—REETY—ET FT AT LB
Jnayy T—RKiIVR—FZNEEA,

PTP 7O+ X

PTP ut AL, vAX—/AL—THEOMNLE 70y 7 DOREAO2 5O 7 = — X TR INE
ﬁ—o

PTP RAAL VHNTIE, =T 4 F YV 7oy 7 £73ER 7 0y 7 OF{R— B, ROT ok A
ﬁEOTX?‘— ]\%y%fgl_/ij‘o

LT RTD (RRAF— AT —FDOR— ML TEITENT) TTULUAZ A vyE—
VONEEMELET

N~ AR —DTF—H v b (TTIUARAvE—UN) tu—h ray s T, EBEIHE
fL, 7oyl 7T A, BEREEZEELET

CHEDATF — "R RAZ—F TR L —T ONTNTHAINERELET

YAZ—[/AVL—TREPHLEND & 7 ay ZIFRO LD IS E T,
VA —FAL—TIZRAI A vV EEE L, EESNEL R e L X,
CAL—=TRREHPA -V EREL, ZE LKA ZRELET,
AL —TE AL —ITBIEER A vt — U A EE L, HESNEBAERE L ET,
CVAS—TBIEER A vV EZE L, ZAF LR AR L £ T,
CYAS TRV =T IBIINE A v =V ERE L ET,

CAL—TEL, INHDXALAZ T EFER LT, /7ay 7 b~ AX—ORFZNCHEL £
Er

yOvyyEHE

| 0L-27903-01-J

T 7 4V b TiL, CiscoNX-OS DY AT A 70y 7 2 THTH-DICNIP #FEHALES, 7272
L. 20vy5®0O70 3ILOEERPTPICERE SN TWDEA, PTPOVAT A7 0 v 7 ZHH
T&EFET,

PTP 2314 X — 7 /NVDEE . NTP I AT A2 EH LEH A
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PTP DEE |
B rrongs7Ra45EUT«

PTP D/ FRASE!) T4

PTP DAT— 7N U RAZ—= ERHPR—FINTWET, V7= MEERLIFTA == 2
{ v FFA—N—IZ, FFar 74 XaL—a rNEHENET,

PIPOS A REH

PTP IZIZT A BV AIARECTT, TA LR Ry r—JI2E&FNTORVMEEEILZ T T Cisco
NX-OS VAT LA A=V FAVENTEY, BIEMIT AL £ A, CiscoNX-0S 7
A AFROFEMZOWTIL, [Cisco NX-OS Licensing Guide] %2 LT 7ZEW,

PTP DFEEEH LK UHIKEIE
*PTPIIHEN /7 n 7 F— ROATENELES, =V RY—x U REITUAXRT LU Ry
7 ET—RLETY—ET FTUART LN uayl F—REPR—FEnEEA,

*PTPIIa—¥ 5 —% 755 7Fua hajb (UDP) LotakEsR—FLET, 41—V %y b
FoBREIIR—FENEH A,

*PTPII~ /N FFX¥ A MBELTEYFR—FLET, FIdv—FENTz2=F v X MEEIX
PR—FINFHEA,

*PTPIZ Ry hU—Z ZEIZ1OD RAAL VITHIRENFE T,

T RTCOFHA v —VIIPTP A X — TV OR— MRS ET, FHEA v -0
BV HR—bFShTOEEA,

*PTP %, 5548 BLW5596 DS T v F 74 —b AA v F R— FTOIhA X—T NI TEE
T,

*PTPI1ZAA v T R— F TOARETEET, FEXH— D PTP OFEITVHR—F I T
¥ A,

*PTP st — hiE. R— b ETPTP A4 R —7 /U LR WEE . PTP X7 v b Zikie9,
TNy MIHAA DAZ T HEBALEY, Xy b2 U XA L7 FLED LEY
Ao

*PTP T, WHA —V Ry b R—=ZADKR— T THR—FENET,
* VPC BREETIX, PTP 2K/ A U N AR— N TEBNIHRET HLENH Y £17,

PTIP DT J 4L MERTE

WDOFIC, PTPRTA—FZDTF 7+ )V NREZ TR LET,
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| prrozmE

R2:TIAHILELDPIPINS A—4

IR |

INTA—4 T4 b
PTP T 4=
PTP KA A 0

a7 ET RARNEALRXTHEE, PTP 77 A | 255
VT4 1B

0y 7 ET RARE AL RTHEE, PTP 77 A | 255

VT 4 218
PTP 7+ v v A[kE =)
PTP [AI k& oo/

PTIPT T UL A ZALT TR

370 ATE R

PTP fie/ N SE 35K 1

owu 7

PTP VLAN

1

PTP D% E

PTP 45 O—/\)L7

=JL ==

ax AE

TNRAATPTP %7 0 — VWA XA =T NVERIET 4 E—T M T&ET, £, Xy hT—72
NOED7 vy BT T Rv 28— LU TRRSNDEBRNAN D i b s oz HIBS 2 72012,
SESERPIP /0y ) RIRXA—BERETEET,

FIE

ARV RFERETI V3
v

=)

ATy T

switch# configure terminal

Ja—r\ ) ar74X¥al— gy E— REBEBLE
R

ATy T2

| 0L-27903-01-J

switch(config) # [no]
feature ptp

FRA A LETPIP 24 X —7NVE72137 4 B—T7 M
Li—g—o
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B rroso—nunmE

PTP DEE |

ARV RERET OV 3

~

=)

GE) AL v FDOPTP A F—T /WML ThH, &A
VH—=T 2 A ADPTPIIA X—T NIZ D FE
A,

ATvT3

switch(config) # [no] ptp
source ip-address [vrf vrf]

T_XTOPTP X7y hDY—AIPT RLAEZHRELE
ﬁ‘o
ip-address 1213 TPv4 £ 7212 IPv6 B2 TE £7,

ATv74

switch(config) # [no] ptp
domain number

(EE)
oy THERTD AL B FERELET,
PTP RAA VEMFERHTHE, 1Dy NU—27 BT,
BEOMNLLIZPTP /0y X 0 7 T RAAL V&R
TEET,

number OFIFHIL 0 ~ 128 TI,

ATvT5

switch(config) # [no] ptp
priorityl value

(&)
DIy I kT RRNEZALAXTHEXIMEHT S
priorityl DfEZFRELET, ZOEIENA N v A ¥ —
say 7RIROT 74V O (Fay 7 WE, 7
By r 7 I7ARE) A LEEELET, RWENEES
nET,

value DFIPFHIL 0 ~ 255 T,

ATvT6

switch(config) # [no] ptp
priority2 value

(&)

DIy T RRNZAXT5HEEIMEHNT S
priority2 DfEZFRELET, ZOMEIZ. T 74N D
HKETEHRFIZ BT L2207 A A0 L, £
LEBETA0ERDDDIFEHINET, 722
(X, priority2 A EH LT, FFED A A » F AL [F%
DAA v F I BEIEINDLIICTLHZENTEE
R

value O#EPHIL 0 ~ 255 T,

ATy T1

switch(config) # show ptp
brief

(f=&)
PTP D AT —Z A% FKRr LFET,

ATvT8

switch(config) # show ptp
clock

(&)
O—hNuaysoO7TuanT s wTRLET,
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| prPo

%!5
Il

4va—oz42coprrroiE I}

AU RFEEETY Y3  BH

.~

~

AFv79 switch(config)# copy CES=y
running-config U7 —hBEOY AF— FRHCHETa Y 7 4 Fa b—
startup-config VarEAF—T vy ar7 4 ¥al—varila

= LT, BHEEZKGAICHRIELET,

I, TNRAALETPIP 27 2 — LICREL., PTP BIEHOEEICIP T FLAZIEEL, 7
a7 OBV ERETHHERLUET,

switch# configure terminal
switch(config)# feature ptp

switch (config)# ptp source 10.10.10.1
switch (config) # ptp priorityl 1
switch (config) # ptp priority2 1
switch (config)# show ptp brief

PTP port status

switch (config)# show ptp clock

PTP Device Type: Boundary clock

Clock Identity : 0:22:55:ff:ff:79:a4:cl
Clock Domain: 0

Number of PTP ports: 0

Priorityl : 1

Priority2z : 1

Clock Quality:

Class : 248

Accuracy : 254

Offset (log variance) : 65535

Offset From Master : O

Mean Path Delay : O

Steps removed : 0

Local clock time:Sun Jul 3 14:13:24 2011
switch (config) #

A 2B —T 14 RXTDHPIP DELE

PIP %27 a0 — LA X —T/MZ LT, T 74/ FT, PAR—=FENTWVWETRTDA L Z—
T2 A A LETAR—T NI EH Ay PTP A v F— 7 = A ZITEANIA R — T INIHET D4
B £,

[T L& BHIIC

AL vF ETTa— LI PTP A X — 7 /W2 L, PTPEEDERETIP T RLRAEZRELL-Z L
MR L ET,
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B 457142 TOPIPORE

FIE

PTP DEE |

ARV RFERETIVa Yy

S

ATy T

switch# configure terminal

ra—r L a7 4 Xal—i gy E— Reith
L/ij—o

ATy T2

switch(config) # interface
ethernet slot/port

PTP % A R —TNWNITBA L H—T = A AEEE
Lo A F —TxAf A AT 4 FXal—1 3y
F— REBBLET,

ATvT3

switch(config-if) # [no] feature
ptp

A B =T 2 A ATPIP &2 A X—TIVETIET 4
=7z LET,

ATv74

switch(config-if) # [no] ptp
announce {interval log seconds
| timeout count}

(L&

AV H =T A AEDPIPTF I A A yE—Y
MOMBEETZIZZA LTV IBRA L F =T = AR
THAET LH1O PTP MR OEZ R E L £,

PTP 7+ v v AMRROFFHIL 0 ~ 4 # T, [MFED
2A LT NOHIFHIZ2 ~ 10 TT,

ATvT5

switch(config-if) # [no] ptp delay
request minimum interval /og
seconds

(=&
R— F R ZAH — 25— FDOEAIZ PTP EIE T K
A o= TCTHR SN MEEERE L ET,

fRECE %ML -1 ~6 BT,

ATvT6

switch(config-if) # [no] ptp sync
interval log seconds

=&
A B =T 2 A A FEOPTP R A v —TDEE
kg2 E LE T,

ptp sync interval DO#iHIL -3 ~ 1 B TT,

ATvT1

switch(config-if) # [no] ptp vlan
vilan-id

(FE

PTP A X —T /NI TDHA X2 —T A ADVLAN
FREELET, ¥ —T A AD1 25D VLAN
TA R =TI TELDIL, 1 D2DPTPDH T,

B 8HIE 1 ~ 4094 T,

ATvT8

switch(config-if) # show ptp
brief

(=&
PTP DAF— X A% FR LET,

&I

switch(config-if) # show ptp port
interface interface slot/port

=&
PTP R— hDAT—HF AZHKRLET,
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PTP
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PTP OE&TE

rrreoR I

AvURFFEREETIVaY | BH

ZF w710 |switch(config-if)# copy (1)

running-config startup-config | ) > — L3 1Ny 2 F— FERICFETFaL T 4 X2
L=y a VB AYL— Ty T a7 4Fal—

Yalae— LT, BEEKGIICHRTLETS,

W, A v BZ—Tx2AALTPITPA2REL., 7T A, BEER, BIORMA Yy E—0M
aREdT 20E2RLET,

switch# configure terminal

switch (config) # interface ethernet 2/1
switch(config-if)# ptp

switch(config-if)# ptp announce interval 3

switch (config-if)# ptp announce timeout 2
switch(config-if)# ptp delay-request minimum interval 4
switch (config-if) #

switch (config-if)#

PTP port status

ptp sync interval -1
show ptp brief

Eth2/1 Master

switch(config-if)# show ptp port interface ethernet 2/1
PTP Port Dataset: Eth2/1

Port identity: clock identity: 0:22:55:ff:ff:79:a4:cl
Port identity: port number: 1028

PTP version: 2

Port state: Master

Delay request interval (log mean): 4

Announce receipt time out: 2

Peer mean path delay: 0O

Announce interval (log mean): 3

Sync interval (log mean): -1

Delay Mechanism: End to End

Peer delay request interval (log mean): 0

switch (config-if)#

X TE DHERER

REZMERT 22T, KOVWThDa~wy FEERLET,

%= 3: PTPShowaa <> K

avok =)

show ptp brief PTP D AT —H A% FoRr LE7,

show ptp clock n—H)vray7O7anNT 4 (Zay 7 ID
mE) BFRRLET,
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B rreaEorR

PTP DEE |

avyU R

=)

show ptp clocks foreign-masters-record

PTP 7' 1 & A 2iEik L TV DA~ A X — Dk
BERRLET, MB~ARZ—TkiZ, K
2, Z7a v 7 ID, EAWR 7 vy 7 Fax
T4, BILOI ey s BTT U RvRxF—L L
THEHINTWDINE ) PREREINET,

show ptp corrections

B OEMED PTPIELEEFRLET,

show ptp parent

PTPRT LY BRI T R RS =71y
I DT ANRT L 2RI LET,

show ptp port interface ethernet slot/port

ZA v FDPTPAR— F"DAT—Z AZFK R LE
-é—o

show ptp time-property

PTIP 7 v/ XA LDOTaXT 4 5F R LE
-3—0
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%’7$

dA—4% 7Ho 2 k& RBAC DEETE

ZOEONEIL, KO LEY TY,

* 22— T h v bk RBAC OE, 71 ~—

* 2=V T AT FOEEFEE LOHKIFE, 78 X—
C =W THT FORE, 18 N—T

* RBAC O&GE, 80 ~—

© 2—H% T H U & RBAC DREDMR, 85 ~—

* =P THUY PBLORBAC D2—HF TH UL b T 74/ bRE, 86 ~N—Y

aA—4% 7Ho>2 b & RBAC DEEE

CiscoNexus 'V —X A A v FiE, B— A=A 7T/t A ar br—/ (RBAC) #HHL T,
I—PNASL v FIZad A T EEE T NEFOT IV AMOELZ TR LTI,

RBAC TiE, 1 2F-3EE 02—V n— N2 EHRL, Fa2—V o— N EOFHBIELFEITT
EEDERELET, AA v FO2—F THU L b2ERTDEE, TDOTHT Y Mla—H
n—LEBEMITEST, CHICEVELEDZ—FRRAAL v FTITI TN TEXHBENRED £
7,

a—H Aa—)L

| 0L-27903-01-J

a—Y a—ZiF, FOr—LEEH Y Y ToNEa—FNRFETTEIEELERT DL INE
FNTVET, F2—F o MEHBEDONLV— NV EEDDH I ENTE, Fa—FREEOe— L%
FFOZ ENTEET, & ZiE, rolel TIXREBRIE~DOT 7 B AL BFFAI SN TEY | role2
TEHT ARy TEE~DOT 72 AT R SN TWBEE. rolel & role2 Dl FiZ)g+ 52—
I, BREBIEL T Ny JEIEICT 78 ATEET, FFED VSAN, VLAN, BLA ¥ —7 =
ARANDT 7 BAZHIRTHZ L TEET,

AA v FINE, WODT 7V 22— n— L RHEINLTHET,
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1—4FHhYo & RBACHEE |
B >0

network-admin (R —/8\—1—4)

AA v F BRI T DRI AIY L EXIABLDOT 7 A,
Y hIT=9 ARL—4

AA » FNIRT DRI AIY T 7 & A,
san-admin

SNMP 721X CLI 2 L7277 7 1 /N T X /LB L ONFCoE BHLH A 7 ~D5E 725t A B
D LEXALDT V&AM,

GE) B DO — IR T H2—TE, TOR— L THFEAINDITRTOa~vy ROMARHLEEE
fITC&EFEYd, a~r F~DOT7 78 AT, a~vr F~OT7 7B AEEL Y bELRSNET,
FeziE, 2a—YN, ar7 4 FXal—vary avr RaDT7 7 AR ERENT-2—L A
ERFoTWr=ELET, LML, ALa—FRue—BbiL, 20— L Tidar7 X
L—ay avwy RIIT7 78ATELELET, ZO5A, 20axa—FFary7¥al—
Yaryavw N7 7 ATEET,

EREESNI-SAN EEZH1—F O—)L

SAN BRI 2 —H% o — L%, LAN BLOSAN OEFH & 2 7 2458 % X 5 1Ca&k3anr-., e
ARARERFRIEEIN-2—Y 11—/ T, SANEHE2—F o— L 2EY Y Tobnza—Y%
X, TR_RTOA—V Ry b ar 74 Xal—ray FRAT~OFHRLMOERT 78ARH D &
T, BOz—Y o— Lo TEY B TENTWRWES, SAN OFHE2—F|2iX, /1 —H
Fv MEREICHTHEZIAALT 7B ANHF I ENEREA,

SAN B HF 2 —FITiE, IROEREENSFFAIShET,
B —T AR AT 4 K2l — g
T FANRNTF R =T A R R— hORBMERE (BB X OHIBRZ L)
*VSAN DOFRGE (T —FRX—ARRA L RN—2 T )
* FCoE MICHF AT E 4172 VLAN O VSAN ~D~ » B2 7
* = U EIRRE
*SNMP 22X = =7 & SNMP = —H# %[ < SNMP B/ N T A —Z DR GE
DT RTORETKH T DHEAH D HHT 7 &R
*RD XD 72 SAN BERE DR E S L OVEBE ¢
o FC-SP
o FC-PORT-SECURITY
> FCoE
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= R

o FCoE-NPV

o FPORT-CHANNEL-TRUNK
° PORT-TRACK

° FABRIC-BINDING

* KD EXECE— K a~2 FOFRER L OEH
- DEBUG
> FCDOMAIN
o FCPING
o SAN-PORT-CHANNEL
> SHOW
> ZONE
o ZONESET

JL—IL

| 0L-27903-01-J

GE)

SAN BHE T — VT, 77 AN Ty RNV A U F—T 2 AT TR, TXTDOA U H—
Tz AR T TORELXTAILET, FATERINIZ SAN BFHEL—F o —/iL, A —
PRy P A E =T 2 A ARG TRTOA L E—T 2 A A~DT 7B RAZHATHLHIC
HEFENTWET, T, SNMP OEEIZIT S E A,

=X, B— L OREAER T, L—E, TOa— AN —PFEDBRIEDEITEFT AT D
NEEZELET, L—LERONRTA—FZTHATEET,

avwvk
EREHTERIN-a~y FERFa~r K 7 r—7
HEBE
Cisco Nexus 7 /34 A X V2t S HHEREICE H S 4D 2~ K, show role feature =~
VREADTHIE, ZONRTA—=ZITIRETE DA NEREINE T,
HeET IL—T
WEEDT 7 /v b T N—T F 12132 — W EFK /L — 7 show role feature-group =~ > K% A

NTHIE, ZONRTA—ZIIRETEDT 74V OB N —TRERINET,

TIHONT A—21F BEREIKROBEREFERLET, KbERZHIE AT A — 413 command T
T, WOHIE T A —H T feature TT, UL, FOHREIZT VY= — SN TWNWAHTRTH
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1—4FHhYo & RBACHEE |
L—IL

v RERLET, RKEOHIEINT A—2 M, feature group T, FEREZ /L— 71X, BI# 3 2%
BEZ ALY T, HEZJL—7IC2L 0V L— A ZHEICER X £1,

02—V T EITRK 256 DIV— NV ERETEET, A—ABEHINDIEFX, 2—FEEDL—
NEHFTREV ET, L—EFRIECEHASINET, X 120 —LR3 DD/ —L %
FfoTWaIGE, =3 03b—12 XY bEicEM S, —b 2130—0 1 X0 HANIE M
EhET,

SAN EEEO— LEEEDIIL—IL I v E VT

SAN FHEHE v — /VIREAR T, ROv—/#EIL. REFADOT—/LO—ETT, FHAlx
EINT-u—IZid, 5eBRFLBMO T 78 2ZERHY . IROAL—LABEAINET,

R4: SANEBEEI—HFO—)LOO—)LEEEDL—)IL

HEHE MERR

copy ar—B#E o<y RT3 ARY BLOE
ZIAAHER

fabric-binding T TV I AT T~ Rigx

T DAY I LOFZ IARMER

fedomain T AN F v FI AL B~ NSk
T AR 35 L OE X ALHEIR

fefe 77 AN F ¥ RVFEBE a < RICxtd 55
ALY B L OVE X IALMER

fcmgmt T ANTF ¥ FVEHBE a2 RIS D58
FEY B L OVE X IALMER

fens T 7 ANF v RVEES—EAFCNS 2~ K

(R D FEAEY 6 L OE X IABMERR

fcoe Fibre Channel over Ethernet B =t < o NiZx/9-
DAY B L OVE & A LR

fesp Fibre Channel Security Protocol (FCSP) PHifi =~
v RICRT 2 HE AR Y 36 OV & GALHER

fdmi Fabric Device Management Interface (FDMI) B
o NICxHT 25400 36 L O & A4
R

fspf F abric Shortest Path First (FSPF) Bz~ K

(2R D FEAEY 6 L OE X IAZMEIR

0L-27903-01-J |
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= R

Hae HERR

interface A B =T oA ABH o~ RICKkd s
DB IOEZALMER, ZhiZix, 7747
F ¥ RJNA L E—T oA AT TR, T
DA H—=T A ANFEENET,

port-track A— bt M7y rHEa~ s NICkH 284000

BLOEZAHHMER

port-security

Kebr X VT Bhiia~y NICHT BE4

0 36 X OFEEIALHER

rdl Remote Domain Loopback (RDL) B =< K
X9 D at ALY B L OE EIALMER

rmon RMON B =t~ > RIS D @i ) 8 LU
EIASHER

rscn Registered State Change Notification (RSCN) B4
O~ 2 NICRT 25 M0 36 L OEE AL
R

snmp SNMP i =1 = > RICHF 2 FEA MY B L OE
EIAHHER

snmpTargetAddrEntry SNMP 7 v 7 Z—7y M a~ > R34
L0 B L UOE XA LHEIR

snmpTargetParamsEntry SNMP r 7 v Z—4 v h XTF A —HZEH a
~ 2 RICKT 270 B K OFE AL HER

Span SPAN B =< o FIZxT 2Rt M0 B8 L OF
EIAHMER

trapRegEntry SNMP |7 v 7 L2 b B =~ Rk
L0 B L UOE XA LHER

trunk T7ANF ¥y XV AR—K Frx hT7 78
v NICxHT 25400 6 L OFE &A1
R

vsan VSAN B == > NIk 2R A0 B L OFE

E AL HERR
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1—4FHhYo & RBACHEE |
B 5o ®Ry—

HaE YERR

vsanIfvsan FCoE VLAN & VSAN [fl~ v B>/ o< K
Ha<y RIZHT AR 8L OE X ALHMHE
R

wwnm World Wide Name (WWN) B o~ NiZxfd

DAY I L OFEZ AR

zone V= hyEl o= s RIS T 5 5A R B L OE
X IALMER

a—H Aa—J)LFRY—
2—YPNRT I ERATEDEAAL v T VI —REHIBT D02, 2134 F—7 A X, VLAN,
VSAN ~D7T 7 A%=HIRT D201, 2—HF m— L K —%2ERTXET,

a—H o—)L R —f, B MIEZINTWAEL—LTHIIENET, =& z21E. BED
A B =T 2 ANDT VR AEHFATDHA L HZ—T =2 A AR —%EFHLIZEA. interface
a<wy REHFATHav L Rl—Lrzo— LR ELRWE, 22— FIA v F—T = ATV
TEATEETA,

A< R A=A RRFEDY V—A (2 H—T x4 A VLAN, £72ILVSAN) ~DT 7 A%
FALEESE, 2—RZoa—HIClEMT bl —F n— R =l I T2
TH, 2—FIINEDY Y —ZA~DT Vv AZHFAENET,

A—HF T7HO 2 FOEREDFIREEE
ROFETTRIFEHATHY . 2—PREMHEHTE £ A,
* adm
* bin
* daemon
« ftp
* ftpuser
* games
* gdm
* gopher
* halt
. lp

* mail
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| 2—%75%> FERBACORE
a—rizo—roztr W

* mailnull
* man

* mtsuser

* news

* nobody

* shutdown
* sync

* sys

* uucp

o xfs

A

B Cisco Nexus 735 A TlE, T XRTHFO2—H 47 TACACS+ F 721 RADIUS TIER: <41 T
WAHEATH, TR THEFO—TLITIVFR—FENFETA, AAA F—NTEFE T D2 —
P MBI ENTNT, B A VEFICAN LTS, TS RTu A VEREES LET,

A—H NNRAT—KFDEH
CiscoNexus 7 /N4 A /XA T — RITIIRKXF/NLFORMNBH Y, FRFRE T 2G5 LN TEE
9, RAGEE (§) oX—t Yy bl (%) 72 EOFRBRCFITEHATE A,

RAY — K Mags 7246 (EW, S SN0\ ) | CiscoNexus 7 /3 A T/RA U — K&
BLFET, Fa—F ThHTy MBI RAT— RERETHLHIC LT E X, aEA
INAT— KL, ROFEHERHEET,

CRIVIFULETHD
B oK 50T (Tabed) 72 E) EEHEA TN
DR U XFOME L ( Taaabbb) 72 &) ZE ATV
*EFEICH S TV D HEEE G A TR
*EA A Z S TR
C RUFBLWNLTFOmGREEN TN
CHENETENLTND

FRIE 72 S AT — FOFl 2RISR LET,
« [f2CoM18

* 2009AsdfLkj30
* Cb1955S21
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1—4FHhYo & RBACHEE |
B 25759 FOEEBES S UHIHEE

A

GE) X2 U740 FOHENS, 22— RXRATU—=KFar7 4 Falb— a3 77 A VTR RE
WEH A,

A—Y TF7HOU COEEBIELS L UFHIREIE

A=Y TH T PBEIORBACZRET 256, ROEEFEHELIUHKFHEZEZEEL TS

[
*F K256 [HDON— N 2—H o— L BEINTE £,
KA —F o—Eka—F T HU L MIEIVYETEHZENRTEET,
1oDa—F a— LV EEROL—F T AU MIEIVYKTLHZ ENTEET,
* network-admin, network-operator, san-admin 72 & O FFIER Sz 1 —/VITREAR AT,
L=V OEIN, HIBR, fREIE. SAN FHEE Y o — LTI AR — R SR EE A

*f X —T7 x4 A VLAN, F721% VSAN #i[fi% SAN FHEF 22—V n— L CIIEETE E
A,

A

GE) =P THTr M, AR Eb 1 oD —F n— VBT FH AL

A—HYT7hoU LDEE
)

GE) 2= TH U FNORMEICINZAONTEZERIX, FOa—Fna /4 LTHLOVEY Va v
EERT D ETHEIIR D FHA,

FIE
ARV RFEEETV3 Y | BWM
2Fv T switch# configure terminal | /o — )L 2> 7 o L — g2 F— R&BLE
L\i‘jﬂo
RTFw T2 switch(config)# show role ==
ERAMRERA 2 —Y o — LB RRLET, SHBEIIG
CC, hoa—% m— L ZRETEET,

Cisco Nexus 5500 ') —X NX-08S VA FLEEA D74 Xal—>3> HA K 1J1)—X6.0(2)N1(1)
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| 2—%75%> FERBACORE

SAN EIEEEZE1L—H D

| 0L-27903-01-J

sanzsEE1—v0RE I}

ARV RFERRETIVa Yy

=)

ZF w73 |switch(config) # username | =L—F 7y hARE LET,
user-id [password password)| ) o b R
[expire date] [role role-name] |4S€"-19 3 R 28 LFOFETFOA b Y 77Ty
RILF-E/NCFREBNEET,
T 7+ )V KD password IXTEF SN TWER A,
GE) INAY— RERE Lo T ih, 22—
PIEAAL vy FITr 7 A U TERVGEN
&) D \i‘é—(}
expire date 7> 2 > OFAIL, YYYY-MM-DD ©
o T7AN BT, ROAEHY £EA,
25y T4 switch(config) # exit sua—s L ar7 4 Xal—vary T— KT
L/\i—g—o
RATFwvSH switch# show user-account ==
H—/VBREE RN LET,
ATFvT6 switch# copy running-config | ({1

startup-config

FFar74Xal—vark, AF—F Ty
Y74 X2l —vglar—LET,

wiz, 2= T7hU s e

switch# configure terminal
switch (config) # username NewUser password 4Tyl8Rnt
switch(config)# exit

switch# show user-account

RET OB R LET,

O
A% TE
FIE
ARV RFEREETIVa Yy B
2TFv I switch# configure terminal S AT 4 R s B
AR L £
ATvT2 switch(config) # username user-id |¥57¢ 7= 2 — V2% 5 SAN B HE 22—
role san-admin password password | v — )L 7 7 ¥ 2R RE L ET,
ATv7T3 switch(config) # show user-account| ({1-%

O— B EEFR TN LET,

Cisco Nexus 5500 1) — X NX-08S R FLEHEOVIJ4XalL—3> HA F 1) 1J—X6.0(2)N1(1) [ ]



RBAC @

RBAC DF&E

1—4FHhYo & RBACHEE |

ARV RERRTI A Y =)

ATFvT4 switch(config) # show snmp-user €A
SNMP L —H DT & FK R LET,

2Ty T5 switch(config)# copy ()

running-config startup-config U7 — R EBLOY A — NFIZFEfTar 7 4
Fal—raraeRY—hTy7T arry
Fal—variab—L7T, BEEKkED
ZREFELET,

WIZ, SANBFHELZ—VFEZREL, 2—F T H U FBLOSNMP 22—V RTEEERT D6 %
ARLUFET,

switch# configure terminal
switch (config)# username userl role san-admin password xyz123
switch (config)# show user-account
user:admin
this user account has no expiry date
roles:network-admin
user:userl
this user account has no expiry date
roles:san-admin
switch(config) # show snmp user

SNMP USERS
User Auth Priv(enforce) Groups
admin md5 des (no) network-admin
userl md5 des (no) san-admin

NOTIFICATION TARGET USES (configured for sending V3 Inform)

User Auth Priv

switch (config) #

=JL ==

X &

A—5 O0—ILEXVIL—ILDOYERL

i Cisco Nexus 5500 < ') —ZANX-0S VRTLEEaA Y I4XalL—3>y HA K 1J—Z6.0(2)N1(1)

BETHNV—NVEET, #HT LV VOIEFZRDET, L—/VIRECHEHSET, =&
ZIE, 1o —AN3ODNL— L EESTHWAEAS, L—L 3N —12 X0 &ENCEH S 1.
= 23— 1 L0 bRNcEA SN E T,
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| 2—%75%> FERBACORE

FIE

a—so—Lssvti—ror I}

ARV RFERRETO Y

S0

ATy T

switch# configure terminal

rua—r)ar7 4 X¥alb—g Ly FT— Neb
Li‘g‘o

ATy T2

switch(config) # role name
role-name

a—Y o—LEFEEL, a—/L a7 X2l —
vary E'T—REBMBLET,

role-name B 81%. K16 LFEDE I DOREF D A
U 7T, RXF/INCFERRBSVET,

ATvT3

switch(config-role) # rule
number {deny | permit}
command command-string

g R L— L ERELET,

command-string \Z1&, AN—AE L NEHERBLZ S
HOHTENWTEET, =& xIiE,  [interface ethernet
X, TRTOA =Ry AU F—T = A AN
aENET,

MBI — VDT ZDa~<w s RE#RYIRLE

‘g—o

ATv74

switch(config-role)# rule number
{deny | permit} {read |
read-write}

TN TOBRIEOFTALY FEHV— /L E T2 1T FEH I

D/EZIABN—NVERTELET,

ATwv 5

switch(config-role)# rule number
{deny | permit} {read |
read-write} feature
feature-name

FEREIC xR LT, FeA Y SV — LAY b E
ZIAB DN — VTR ELET,

show role feature =~ > K& A3 1UX., #EED Y
A RNBRFREINET,

MBI — NV OEIET ZDa~r REiD iR
R

L%

ATvT6

switch(config-role)# rule number
{deny | permit} {read |
read-write} feature-group
group-name

R 7 N — 71T LT, BB B — L g
HBY & EXALDOL—ANERELET,

show role feature-group =~ > N & 4 1UE, %
BRI N—T DY A NPRERINET,
BRIV OBIEFTZDa~y REY KL E
.ﬁ‘o

ATvT1

switch(config-role)# description
text

(EE)
2—/LOMAEZERELET, BHIITARR—2Y
GEODHLENTEET,

ATvT8

switch(config-role)# end

g—)ary7 4 Xal—aryET—FREKTLE
T,

| 0L-27903-01-J
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B wer L —Jok

1—4FHhYo & RBACHEE |

AR EFERRTIV3Y B#®
ZFvT9 switch# show role (EE)
a—HF r— L OFELRRFLET,
X7 w710 |switch# copy running-config EE)

startup-config

V7= FBLRY XY — MNEEIZFfTar 7 ¥ =
L—yavBAF— R T v 7 ar7 4 ¥al—3
SNabv— LT, BREEZKGEICHRFELET,

Iz, 22— a— L EER L CL— L2 EET A2 R LET,

switch# configure terminal

switch(config)# role
switch (config-role) #
switch (config-role) #
switch (config-role) #
switch (config-role) #
switch (config) # show

WEET IL— T DR

name UserA
rule deny read-write

end
role

rule deny command clear users

description This role does not allow users to use clear commands

FIE
ARV RFEREEFTO2Va Y  BH#M
2TFv 1 switch# configure terminal Ja—nN)ary 4 Xal— g E— NElG
LET,
ATvT2 switch(config) # role 2 v UHRE S L — T HfRE LT, Bk
feature-group group-name B/ N—F a7 4 X¥al— gy F— &k
LET,
group-name X, T K32 LTFOHRBT-OARNY T
T, RXFLPILFNXBISET,
ATFw T3 switch(config) # exit Ja—)L a7 4 Xal— g — REeKT
LET,
RTFw T4 switch# show role (E=E)
feature-group Bt S T R R R L E T
ATFwTH switch# copy running-config | ({1-7)

startup-config

V7 —=bBEIOY AZ— FREIZFETa LT 4 F 2
L= a v A= Ty 7 ar7 4 Xal—a
SNZaE—L T, BHEEKGEITHRIELET,

i Cisco Nexus 5500 < ') —ZANX-0S VRTLEEaA Y I4XalL—3>y HA K 1J—Z6.0(2)N1(1)
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| 2—%75%> FERBACORE
a—4ya—n1va—gz12 K —0zE |}

WIZ, WREZ NV — T AR Dl 2R L E T,

switch# configure terminal

switch(config) # role feature-group groupl
switch(config) # exit

switch# show role feature-group

switch# copy running-config startup-config

switch#

A—HAaA—J)LA R —T A A R)—DER

=P - A H =T 2 A AR —%EHTEHILT, 2—YFRT I ERATEDLA L H—
T oA ALEHIBTEET, 2—ANT I EATERAL L F—T 2 ADY A MNEHEELET, =
N&EVERA B —T 24 ADKIZTRETEET,

FIE
ARV KRFERETIVaY BB
& switch# configure terminal Ja—N)ar7 4 FXFal—ay ET— REH
B LET,
RATFw T2 switch(config) # role name a—HFo—LEZREL, e—)L a7 Fal—
role-name varyE'— RERBLET,
ATFvT3 switch(config-role) # interface | = — )L (L ¥ —T 2 f AR — a7 4 Fa
policy deny L—ya v E— RERBLET,
ATFvT4 switch(config-role-interface) # | — /LN 7 7B ATCXAfL X —T oL ADY A
permit interface interface-list | | 245 1 £,
MBI A L E—T 2 A ZADKIEFZDa~vw s R
MR L ET,
Zoavwy RORE, A= Fy b ¥ =T =
AR, T7ANRNTF YRV A E—T x4 A BB
FOERBT7 7 A RN F N A H—T oA A%
fRETEET,
WA switch(config-role-interface) # |m—) A L X —T =2 f ARV — a7 X =
exit L—yary E—REeKTLET,
ATvT6 switch(config-role) # show role | ({£-i)
n— ViR ExX TR LET,
ATvIT switch(config-role) # copy (EE)
running-config startup-config | z/7o 7 ;¥ L —v g% RF—F T T
a7 4 Xal—valar—LET,

| 0L-27903-01-J
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I—H O0—JLVIANRY —DERE

1—4FHhYo & RBACHEE |

KIS, 2=PRT 7 EATEI A U F =T =A ZEHIRTD720IZ, =Y r— g F—T=
A A RY = BET DR LET,

switch# configure terminal
switch(config)# role name UserB
switch (config-role) # interface policy deny

switch (config-role-interface)# permit

(
switch (config-role-interface)# permit
(
switch (config-role-interface)# permit

A—H4 A—)LVLANRY S—DER

22— a— /L VLANRY O —%2EBEFTHZ LT, 2—FNT 7 ATES VLAN 2[R T& £

i Cisco Nexus 5500 < ') —ZANX-0S VRTLEEaA Y I4XalL—3>y HA K 1J—Z6.0(2)N1(1)

interface ethernet 2/1
interface fc 3/1
interface vfc 30/1

D
FIE
ARV RFEREET7TIV3Y | BM
& A switch# configure terminal Ja—xN)ar7 4 Xal—arE— N2
BLUET,
RARTFwT2 switch(config) # role name a—HYF o—LEFFREL, a—l a7 ¥
role-name L—ygy B— RERKBLET,
2Ty T3 switch(config-role )# vlan policy | 7 — /L VLANR U & — a7 4 F 2L —3 g
deny - RERHLET,
ATFvT4 switch(config-role-vlan# permit| o — /L7237 7 & X TX 3 VLAN O&FZfEE L
vlan vian-list F4,
W22 VLAN OG22 D a~y RE#iR L
i ﬁ‘o
ATv 75 switch(config-role-vlan) # exit | m— /L VLANR U o — a7 4 Fal— 5
E-RFERTLET,
ATvT6 switch# show role UE2)
n—/VREZFRLET,
ATvI1T switch# copy running-config L5

startup-config

V7= hBLWY RZ— MFIZFFTa 7 4 X 2
L—Ya v EAX— R NT vyl ar7 4 F¥alb—
vasilat— LT, EEEKGEMICHRTLE
7,

0L-27903-01-J |



| 2—%75%> FERBACORE

A—H O0—JLVSAN R o—DLEE

2—HP a— /L VSAN KR v —%2EF LT, =2—VPNT 7 A T&5 VSAN ZHI[BRTE F9,

A—Y F7HhHDo> FERBACD

| 0L-27903-01-J

1—vo—nvsaN Ky 2 —0zE |

FIE
ARV RFEREET7TOV3Y BH
2Tv 1 switch# configure terminal Ja—R")Lar7Z 4 Xal—aryE— RNEH
HLET,
ATv T2 switch(config-role) # role name | =~ —4# o — L #$EEL, v—/L a7 4 XK=
role-name L—yaryE— RFalBLET,
ATv73 switch(config-role) # vsan policy | 7 — /)L VSANR Y v — a7 4 Fa b —1 3 >
deny T FEIBLET,
ATvT4 switch(config-role-vsan) # 2—/LI3T 7 ATE % VSAN #iA & 5E L £
permit vsan vsan-list +,
WMEEZR VSAN OIZT, Zoa<y Rafib ik
LET,
2FvySH switch(config-role-vsan) # exit |2 —/L VSANRY > — a7 Fal—i g
£ ]\‘%%87 L/i—a—o
RATv 6 switch# show role U=
n— /L EE R LET,
ATFvT7 switch# copy running-config UEE)

startup-config

U7 —FBLONY AZ— MFIZFE T2 7 4 Fa
L—a VB AX— N7y a7 4 FXalb—
Valatt— LT, BEEZKBAICRE L E
-éAO

EXTE DAEEE

RIE LRSS 2121E, ROWTFRhrDa~y FefHLET,

avyU R

=)

show role [role-name]

A=Y r— LORELFRRLET,

show role feature

EREY A P EFRLET,

Cisco Nexus 5500 1) — X NX-08S R FLEHEOVIJ4XalL—3> HA F 1) 1J—X6.0(2)N1(1) [ ]




A—HF7HIVEEEUVRBACDLI—F THIY b TIA4ILMRE

1—4FHhYo & RBACHEE |

avyU R

=)

show role feature-group

WEE T N—T OFREEFRT LET,

show startup-config security

AH— T T a7 4 Fal—rgrDr—
T NREERRLET,

show running-config security [all]

FEfTary 7 4 Xal—Yaroa—yrhvy
P ExEFRLET, al ¥—U— R&EET
Ll =T HUL NOT T 4V MENFER
ShET,

show user-account

A=Y Th v MEREFIRLET,

A—"YHTF7HH9OFBEURACHDI—HF 7hHhHU kT
T4 )L FERE

WDOEIZ, 2= THT7 L FBLIURRBAC XTA—FDF 7 4 )V FiREEZ TR LET,

i Cisco Nexus 5500 < ') —ZANX-0S VRTLEEaA Y I4XalL—3>y HA K 1J—Z6.0(2)N1(1)

K5 TI+LbOI—Y FTHIY & RBAC/IAT *—4

INS A—4A FI4I bk
Z2—F T HTL N RAT— R RIEFRo
a—W T H T NOFEER 2L,

A F=T A ARY —

FTRTCDOA v HF—T = A AT 7B AHABE,

VLAN /R U ¥ — T _TO VLAN IZT 7 & A A HE,
VFC RV v— 4T O VFC IZ7 7 & A FA[RE,
VETH R VU >— T_TO VETHIZT 7 & ATAHE,

0L-27903-01-J |
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Session Manager D% E

COEONFIZ, WOLEFY TT,

* Session Manager DHE3E, 87 ~RX—
* Session Manager O EF I L O FH, 88 ~—
* Session Manager D% &, 88 ~X—3

* Session Manager #X & DR, 90 ~—3

Session Manager D1 &

Session Manager Z 3 5&, Ny F F— N THELEHEZFIETEET, Session Manager [TIK
D7 =— A THREL £,
ca T 4 Fal—rarykEyviary:ikyalryvRxr—2y F— NCEETLIa<w RO
VA NEERRLET,
*RREE : REOEARN et~ T 4 7 AREEITVET, CiscoNX-0S X, HEDO—H Tk~
T 4T ABRBERRKB LB T —EIRLET,
R BEFON—R T/ 7 MU TRHEEB IO V= RIZHE ST, REEZ KL LT
e LE7, CiscoNX-0S 1&, RENZ DR T = — XA THE LR o Te GBIl 7 — %K
[_/iﬁ‘o
* 23w b Cisco NX-OS (TR EEEZMA L T, T34 AIKTIHEEEZT b v 7 ITFET
LET, =T7—0%4ET5HL, CiscoNX-OSIITTOREIZREY £,

HTHUIY LW TREDEEZWEL T,

EET, A2 aIy PLARAVWTa Y 74 Xab—varbtyia 2K TTEET, 2, =
Y74 Falb—varkyiarBRETHIELTEET,

Cisco Nexus 5500 1) — X NX-08S R FLEHEOVIJ4XalL—3> HA F 1) 1J—X6.0(2)N1(1)
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Session Manager DT |

B Session Manager D;EEEEHE L VHIHEE

Session Manager M;EEFIEHH L UHIHNEIE
Session Manager (213, ROTEEFIHEIS LOHIRFHEAH D £5,
* SessionManager NV AR — b T25D1%, 77E8Aar tu— U XL (ACL) #EE/Z T TT,
B CEBarv4Xal—rvar by a rORKKIT2 T,
*TARTOE Yy a U THRETE DA~ RO KEIE 20,000 TT,

Session Manager D% E

vy aDERK

B CX b ar 7 4Xal—Yaryvyia O RKiTi2 ¢,

FIE
ARV RERRTIYaY | BH
ATv 71 switch# configure session name | =7 X2 L — a2 vy a U EER L,
tyvararzs¥al—rarE—RFxH
HMLET, AANMEEOEETFTA MY 7 TT,
tyaryONKEFRRLET,
ATvT2 switch(config-s)# show (EE)
configuration session [name] |+ o g ONEEFRLET,
ATFvT3 switch(config-s)# save location | ({1-1)
tyvarET s AMIRIFLET, RIFLITIC
1%, bootflash F 721 volatile Z+5E T £,

SJLr=o

w3 >TOHACLDEXTE

a7 4F¥a2l—valrytyialrTACL ZRETEET,

Cisco Nexus 5500 ') —X NX-08S VA FLEEA D74 Xal—>3> HA K 1J1)—X6.0(2)N1(1)
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I Session Manager D%
tvvarvorz I

FE
AU RFERETIVa Y B#Y
2Ty T1 switch# configure session name a7 4 F¥al—varkyvarEEK
L. Byvyvaryary74¥Xalb— 3
T NEBIELET, ARNHEE O ST
ARNY U TTT,
ATvT2 switch(config-s)# ip access-list name | ACL % {Efk L % 9,
2FvTS3 switch(config-s-acl)# permit protocol | ({L-7&)
source destination ACL IZFFRI X AEBIMLET,
ATFw T4 switch(config-s-acl)# interface A E—TxA AL T (X2l —ay
interface-type number ET— RZPBLET,
25w TH switch(config-s-if)# ip port A B =T 2 AIR—=b T IR T )N—
access-group name in TERBEMLUET,
Z2FvT6 switch# show configuration session | ({L-&)
[name] yvarONFERRLET,

w3 DiESR

Yol a UEMRETAICE., By ary B RN TROavy REFRALET,

av Uk =[]
switch(config-s)# verify [verbose] a7 4Fal—varbyvaryoavw R
R LET,

tyarOazv bk
tyviardraly hTARIZE, BEyviaryE—RTROavy REEHLET,

avw Uk B8y

switch(config-s)# commit [verbose] a7 4Falb—rarkyraroavw R
Zaly bLET,

Cisco Nexus 5500 1) — X NX-08S R FLEHEOVIJ4XalL—3> HA F 1) 1J—X6.0(2)N1(1)
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Session Manager DT |
B tvravors

Yy a DORE

Ty a UERRETHICE. By gy BE—RTROa~wy FEFEHLET,

av Uk BHY

switch(config-s)# save location ULE) v arvsd 77 ANMIETFLET,
PRAFEPTIZIZ, bootflash & 7213 volatile % 5 &
TEET,

Ty g DRE

Yy a UEREETLHICE. By ary E—RTROa~wy FEFEHLET,

avU R By

switch(config-s)# abort o< REBEHLAWT, av 7 4 X2l —
varkyvalryQEREELET,

Session Manager D> 7 4 X2 L—3 3 U4l
ZOBITIX, ACL HOBREY v a U EERT 2 HiEEZRLET,

switch# configure session name test2

switch (config-s)# ip access-list acl2

switch (config-s-acl)# permit tcp any any

switch (config-s-acl)# exit

switch (config-s)# interface Ethernet 1/4

switch (config-s-ip)# ip port access-group acl2 in
switch(config-s-ip) # exit

switch (config-s) # verify

switch (config-s)# exit

switch# show configuration session test2

- Y =
Session Manager % & DR
Session Manager D&% ETE M A MR T 2 121F. ROIEEDOWT I EITWET,

avw Uk B8y
show configuration session [name] a7 4 X2l — a7 A IIVONREFRR
LET,

Cisco Nexus 5500 ') —X NX-08S VA FLEEA D74 Xal—>3> HA K 1J1)—X6.0(2)N1(1)
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|  Session Manager D%
Session Manager 5% & D732 B

avw kR B#Y

show configuration session status [name] a7 4F¥al—varktyvalODAT—H
AaFRRLET,

show configuration session summary TRCOary7 4 Fal—rarkvyraro
Y~V —FRLET,

Cisco Nexus 5500 1) — X NX-08S R FLEHEOVIJ4XalL—3> HA F 1) 1J—X6.0(2)N1(1)
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Session Manager DT |
I session Manager = DR
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*T54 UMD ERTE

COEONFIZ, WOLEFY TT,

* F T A UZEZoOWNWT, 93 =
C FTA UBWORE, 96 NX—
C FUTA U UTEX/E@ﬁﬁmLJ, 97 NR—

C FUTAUBMDT 7 L NRIE, 97 R—

., = ~ SN —_
24 2ZIIZONT
T4 ZETIE, AL v T OREREEZIZV By MERIN—RT =27 2R —3 2 &R
L., BEOBERFICIIN— RNy =7 OREEZE=F LET,

Cisco Nexus v U —X A A v FiL, EENFZWIS L O TRERZN 2R — b LET, EFEE2H
WX, VAT AEEEEE Yy NFIZFEITT D, FWEEY T A B I OIEFET A FREER
Er

FATHRFRZWT (N~ R F=H U 720 1I2iE. A v TFO@E OBERHI NNy 7 7T 0 RTHE
T 2IEFWT A SR EENLET,

FCEN T a2

BENEZWIL, A v TFE2L A4 0T HRNICNA— R = 7 OEELZHRTLUET, EFE2E
TlE, A—/3— AL ASIC O DOT— & /RA LHIE SR A O LR LET, KOFEID, A
A v FOREBEFEEZIZ) By MRICETEITENL2HE R LET,

*6: EBHFZH

il &R
PCle PCl express (PCle) 727 A&7 A M LET,

Cisco Nexus 5500 1) — X NX-08S R FLEHEOVIJ4XalL—3> HA F 1) 1J—X6.0(2)N1(1)
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trrsqvHomte |

NILREZRY VTS

A Bz

NVRAM NVRAM (RIEFEIERAM) OO A2 iR L £
ﬁ—o

ARy R E— kR AN RB— R ERA— =R PO T
A RLFET,

FEA— b FHA— 2T A PLET,

AEY DRAM OFEAMEZ MR L F97,

EERFZWIIL, ~ A FT=X Y TR E BT AT AN By P EENFET,

t@ﬁ SWiCIL, A AR— REErX 2 (OBFL) VAT AIEELTHELET, T/, BEE
ZXD LED BER S, W7 A FDOA7— 1 (on, off, pass, 72 fail) ZRLET,

EEZKTT A F &2/, XA F B L HIZCiscoNexus T /3 AZRETHI L, FRTTITCoORE
W T A N EFEIT TR IICRETH I ELTEET,

ANILAR EBEZR VYT EK

i Cisco Nexus 5500 < ') —ZANX-0S VRTLEEaA Y I4XalL—3>y HA K 1J—Z6.0(2)N1(1)

NVAE=Z Y L TBETIE, A v FORRBICET AR 2RI L £, RITHON—F Y =
7T — AEY ZT— VI U=TEE BLXOY YV —ROREERHLET,

ANIVA =X ) BRI STy 7 T T RTEITEN, AT Xy hU—F b
FT7 4T ENHET DAL v T OREEHERLET,

WDOFRIZ, A T DO~NNVAET=H) o TZWERLET,

RT: NLREZRYUTZHTRA L

i SR BA

LED A= FBIR AT LDAT—H A LED &

TR E BIFEBE DALV A AT — R AT LET,

BEYE Y — BEY Y —0HmLrRVEEE=% LET,

FAKNT7v 77 UOHREBIO Ty o0filllET =X LE
KR

WORIZ, VAT LAEEEEE VY MBCLEITINDE~NNR B2 TR RLET,

0L-27903-01-J |



| #rsq1opmons

mErva—zr I}

K8 ANILREZAYUTELVEERZEH TR +

A SR BA

SPROM Ny 7 T —r & ZA—/3— 31 % SPROM D#&
A E R L ET,

Ty TV AA v F 777Uy 7 ASICET A NLET,

Ty 7 Vv r Fm—h 24 v F 777V w7 ASIC LOR— 2T A
FLET,

T35 S s kT Y ASIC 7 A b LET,

Rk v IR— b Bk U ASIC FOR— 2T AR LET,

Al AR — B AR — bk oz R—x> b (PHY BLO
MAC 72 &) %7 A MLET,

MEE D 2 — LB

AA v FOREREE 721XV & v NEOIRBEIREZENCIE. A4 v T OA U —ERYEEE Y 2 —/L
DT ARNNEENET,

BEFOAAL v FIHEE Y 2a— NV EHATLE, BT AN By FREfTENET, ROFK
12, YRR Y 2 — /L OREIZIZ R LET, 2 b0T7 A MI, EEZk L Ecd, i)
BEZWINRI L7-8E . JHEE Y 2 — 3 —ERIREEIZ 0 S8 AL

£9: METED 21— ILOEHBEHELUANILR T2 VT8

A Bl

SPROM Ny FL—2 b Z—r8— 34 H SPROM DI«
AR LE T,

Ty T Y =V ALy F 777 Vw7 ASICETANLET,

T 7 Vw7 R—h AA vF 777V v ASIC EDR—+%ET A
FLET,

[T NP koY ASIC 7 A b LET,

kT Uy F— |k HEET UV ASIC FOR— FE2F A N LET,

| 0L-27903-01-J
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o554 shngE |
B s ozmonE

A Bz
A A — b BimAR— k FoarR—x2 b (PHY BLO

MAC 72 &) 27 A MLET,

ANIVAE=Z Y B, ISIEREEY 2 — LV TEITENET, ROET, HIEEY 2 —/LD~
WA =Y U TZENCEFOBMOT A MZOWTHALET,

F10: HiBEESa—ILDOANILR E=4 ) V52

e B2l

LED A—=FBIO® AT LDAT—H X LED %#F
=2 LET,

BEE o — BEE Y —0HARVEEZE=Z% LET,

., = ~ SN =JL ==
o4 VZDERTE
EART ANty MEETT S LRSS AR ECETET, b LIE, ST 2 — LR
DT R TORBEBEIT 2 k%A SATEXET,

A

GE) EENREA > T A 2l L~ L% complete [ICEXET D 2 L AR L ET, HEERA T A @2
Wiz NASAT D EFfMEREL A,

FIE

AR NEREETI2V3Yy | BW
2Ty T1 switch# configure terminal a7 4 Xal—rarET—RERBLET,

ZFwF2 | switch(config)t diagnostic | 731 A DEBINHC B A BT 5 L 5 HBHIES
bootup level [complete | bypass] Wil ~L A RO L D ICRELET,

* complete : T X TORBIFZH 2 FIT L £,
NN T 7 AV METT,

* bypass : EBEIRFZET A FAT L EHE A,

Cisco Nexus 5500 ') —X NX-08S VA FLEEA D74 Xal—>3> HA K 1J1)—X6.0(2)N1(1)
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oS4 VBB EDHR [ |

AU RFERETIVaYy (BW

ATFwT3 switch# show diagnostic bootup | ({1-3%)

level BUE, A v FTEITIN TV D EBIRFZET L~
) (bypass F721% complete) % ZFKR L £,

WIS, FERRBWEFATT D X O EERZE L~ L e BET B 2R LET,

switch# configure terminal
switch (config) # diagnostic bootup level complete

IS4 VR E DTER

Fo T A R ER R E BRI DI, ROEEEITVET,

av vk B
show diagnostic bootup level EEFFZH L~ L AR R LFET,
show diagnostic result module slot ZWT A PO RAFR R LET,

oS54 EHmOT 74 IL FERTE
WDOFEINE, T IA BN TA—EZDOTFT 74V NREZRLET,

RN: TIAHILEDFAUSA VEWINTA—4

INTG A=A FI4I bk

ELERFZ W L~ complete

Cisco Nexus 5500 1) — X NX-08S R FLEHEOVIJ4XalL—3> HA F 1) 1J—X6.0(2)N1(1)
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-10.

AT LAYvtE— OFXF T NETE

ZOEONEIL, KO LEY TY,

C VAT A AybE—Y aX o SOME 99 N—P

C VAT AL AvE—VuaX DT AT, 101 X—Y

C VAT A Avk—Y aX S OEEFEEL L OHEE, 101 X—
C VAT A Avk—vaX I OT 74V FEE, 101 X—

* VAT A AvE—Y a XU TORE, 102 X—

C VAT A Av—Y uX S OREMR, 113 X—

* ACL B X U 7 OE, 114 X—

~ — o~ > N

VATL AytE—OF T DOHE
VAT A A=y X SRR LU CHAEERIL, VAT A T ANERTHA v E—
VOEKEEZT A NEZ) T TEET, WikkEyary, vl T7rA0 BIXRYVE—F VR
T L ED syslog br—"~Our XU T ERETEET,

VAT A A=Y BFXF U IIRFCIAICHER L TWET, VAT A AYvE—VD T+ —7
FBEOT AL ARERT DA v E—=VDOFHMIZOWTIE,  [Cisco NX-OS System Messages
Referencell #ZH L T 12E 0,

57 )bk TiL, CiscoNexus 7 /3 AFIA v —V&2F—IF vy agr~HALET,
T ETIH, AA VFIEVATE Avb—V%ka s 7y A WCEELET,

WDFEIZ, VAT LA v =V THEASN TWAIEKRELZRLEYT, BERXELZRTTIHE. ¥
AT MIFDOL~YJLLUTORA v =2 LET,

Cisco Nexus 5500 1) — X NX-08S R FLEHEOVIJ4XalL—3> HA F 1) 1J—X6.0(2)N1(1)
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VRATLAYE— OXUTDHRE
. syslog H—/\

R12: DRATLAVvE—CDEKRE

LA SRR

0: B S AT BOME AT

1: 77—Fh HIPRE AL B 708 i B

2: 70T 4V 7 VT 1 AIVIREE

3: =T — — 7 —IRRE

4 8k BERRE

5 ¢ J@E EERENEEZET HIRAE
6 : THH# HRDMHHRA v E—

7T NI TN TRATRFZ D HFR

BEAREO, 1. 77132 OFEEHFO A v E—% 100 8 £ T Nonvolatile RAM  (NVRAM; 7~ 54
RAM) v 7 Zi# LET, NVRAM ~ORr X FIRETEXEHA,

Ay —VEAER L7 7 )T 4 LEREFICESVWTCERETIVAT LA A v E—V2RETE
9,

syslog -—/\
syslog ¥—/3N[%, syslog 7’0 b Z/UZEESWTU AT A A v —UEiFT 2L 2RESNTZY
E—h VATLATBBLES, HK8HDsyslog h— v 7 %E(FT 5 L 5T Cisco Nexus &
V=X A v FEBRETEET,
T77 7V INOTRTDAAL v F Tsyslogh— DA LR EZ VAR — T 572912, CiscoFabric
Services (CFS) #ffiffl L C syslog ¥ — "3 E ZHAi CX £7,

GE) ALy FEHROCIUET 256, Fy hT—2 B30I THH A v B—T D syslog $—
NIZEFEINET,

Cisco Nexus 5500 ') —X NX-08S VA FLEEA D74 Xal—>3> HA K 1J1)—X6.0(2)N1(1)
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| 2276 rve—CoXoyOBE
2FLAvte—vaxvins4t B84 I}

DATLAYvE—oAOAX DA RAER
25 SAtE REH

Cisco NX-OS VAT A A=Y aX I TA4 U RIT
RETT, T4 ANy —VIZEENT
W72 VWVERE T 97X C Cisco NX-08 & A7 A A
A=V RSN TEY, BINnERE—Y)
BELERA, CiscoNX-0S 71 & A HFAD
FEMIZ DWW, [Cisco NX-OS Licensing
Guide] #ZH L T 7E &0,

DATLAYyE—oOX U TNFEFELLUVHIFNEIE

VATFAAyE—IF, FIANNTIY—ABIRe Y T A RIS NE T,

DARATL AyE—OX DT 74 FERE
WDORIZ, VAT A A= 0X o S RNTGA—EDF 74V NREEZTRLET,

RI13: TIAILNMDIVRTFL AyvE—2OF T RS A—4

NS A—4 TIHIE

ayy—paXes HRE2 TARx—T L

F=x uXL s BERE2 T R—T

0y JrAaxs s BERESTAYy =X T h A F2—T b
EVa—uaX BHRKES TAR—T L

TV T X A F—T I

S A DAL T AL g

syslog h—X w7 TAE—T

syslog ¥ —/EE D EAR TAE=TN

Cisco Nexus 5500 1) — X NX-08S R FLEHEOVIJ4XalL—3> HA F 1) 1J—X6.0(2)N1(1)
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B x7Lrve—CoXoyoRE

SRFLAyvE—vaXLIoRE |

VATLAYyE— OX VI DERTE

— ~ ~ — N :¢ » N = =
—IFIL Yy aoADIVARATLAYE—O0FXF D TNDERTE

a2V —)b, Telnet, BLOREFaT7 vzl by a AT rENECLST, AvEe—"%

T DELIAAS v T ERETEET,

FIFNEITIE, F—IF L By varTaXe 3qx—7 17T,

FIE

AR NEERT I Y3

~

S

ATy T

switch# terminal monitor

a Y=L BEDNERY v a T syslog A
-{Z“—y%:[[:o“—l/ijqo

ATy T2

switch# configure terminal

Ay 74 Xal—varyE—RERBLET,

ATvT3

switch(config)# logging
console [severity-level]

BMESNEERE (F7213FNE) g3y
V=)o a DA =D REA R —T
JNZLET EFDNIWVIEINRKREIVERELZRL

F9) , ERKEIZX0~ 7 OHIPHTY,
0 RA
*1: 77—k

*2: 70T 4
‘3T —

04:%&ﬂ:

T TN T

BRENMEEINTWRWEA, T 74/ D273 E
Aanxd,

ATv74

switch(config)# no logging
console [severity-level]

(F=&)
a =~ FX T A=V BT 4 =T
L%,

ATwvTh

i Cisco Nexus 5500 < ') —ZANX-0S VRTLEEaA Y I4XalL—3>y HA K 1J—Z6.0(2)N1(1)

switch(config)# logging
monitor [severity-level]

BEINEZERE (Fixehlllh) TS s=%
ANDA =D E A =T MILET EHEFEN

0L-27903-01-J |
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A—3FLtviarvAn zTLrve—vaxesioiE I

AU RFERETI V3

7

=)

INSWIEDIBREVEKREZRLET) . BHRER
0~ 7 OHFPATY,

*0: RA
*1:77—%

*2: 7 U7 4V

*3:xTT—
4

*5 @A
6 : T

T TRy

HREPHEESNLTORWES. 774V bO22ME
MEhE7,

FHEIL Telnet BLONSSHE v v a A INET,

ATv 6 switch(config)# no logging Gy
monitor [severity-level] Telnet BLUSSHE v 3 v ~DAvE—YOBRF
YT ET 4 =TI LET,
&N | switch# show logging console | ({L-i=
Ay =X TREERRLET,
XTFv T8 switch# show logging Gy
monitor T=F nX O TRECFRLET,
ATV switch# copy running-config| ({T-7%)

startup-config

FIFar 74 Xal—ark, AF—L Ty a
V74 X2l —v gl a—LE T,

| 0L-27903-01-J

iz, avry—roaX 7 Leybhy 3ICRET A A2~ LET,

switch# configure terminal
switch (config)# logging console 3

IZ, 2y —rouaXr S ORELFRTHHZRLET,

switch# show logging console
Logging console: enabled (Severity: error)

Cisco Nexus 5500 1) — X NX-08S R FLEHEOVIJ4XalL—3> HA F 1) 1J—X6.0(2)N1(1) [ ]



SRFLAyvE—vaXLIoRE |

T7ANADVRTL A YyE—S OXF VT DHRTE

Wiz, avry—nroaxX 7T =TT 56 RLET,

switch# configure terminal
switch (config)# no logging console

Wi, Z—3F kv varoaXoF LoLd 4 ICRETHHERLET,

switch# terminal monitor
switch# configure terminal
switch (config)# logging monitor 4

Wi, Z—3IF Lty arouX FORELYEZRTAHEZRLET,

switch# show logging monitor
Logging monitor: enabled (Severity: warning)

WIZ, Z—IF vy aronX e rer o v—T7 VT 502~ LET,

switch# configure terminal
switch (config)# no logging monitor

T7AIADIVATL A vE— AF VT NDERTE

i Cisco Nexus 5500 < ') —ZANX-0S VRTLEEaA Y I4XalL—3>y HA K 1J—Z6.0(2)N1(1)

VAT AR =V T s ANMIRRETDOE I A v TFERETEET, 774NV FTIE VA
T AvE—U1ET 7 AV logimessages | ZREEK S ALE T,

FIE

ARV RFERFRTIVa Y | BH

RFwF1 |switch# configure terminal | = 7 ¢ ¥ oL —v g0 E— KRB LET,

ATwv 72 |switch(config)#logginglogfile| o 25 1\ A v — V2 RFT L OIS o027 7 7
logfile-name severity-level | { L4t & | Gkt % B/ NERIE£FGE L £, (T

Lstze bytes] BCRKRT 7 AV YA RERETEET, 7740
NOBEKELS TT, 77 AV A XX 4194304 T
S
BEREIL 0~ 7 0TI,
0 : BRA
*1:79—Fk

*2:7UT v

3T —
c4 0 EE
* 5 @A
*6: [HH

T TRy

0L-27903-01-J |
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DRATLAYE—D AX VT DERE

EC2-ABEUTFIUT1 Ave—vonxrrngtE I}

ARV FERETIVa V| BW

7 7 A YA XL 4096 ~ 10485760 /XA hTI,

ATFvT3 switch(config)# no logging CE=3)

logfile [logfile-name o/ 7yA~pouXr Tl ET o —T7 M LET,
severity-level [size bytes]] | (p ok 7 7 4 L 44 REAGECTEET, F74
VN DEREILS T, 77 A0 A X1L4194304 T
R

RTFv T4 switch# show logging info Ga=

BXCTREZFFLET, EETHRRT 7 A1 Y
A REHETEET, 774V POEKREITS TY,
77 A A X1 4194304 T,

ATFwTH switch# copy running-config| ({T-3%
startup-config Eiar74¥al—vark, AF—R Ty ar
T4 Xal—variiar—_LET,

WIZ, VAT A A=V aT 7 ANVIREHT DL A v FERET DB 2R LET,

switch# configure terminal
switch (config)# logging logfile my log 6 size 4194304

OB, v FTREDFTTELZRLTHET (RICT L2720, — o ARHIBRSNT
WET) ,

switch# show logging info

Logging console: enabled (Severity: debugging)
Logging monitor: enabled (Severity: debugging)
Logging linecard: enabled (Severity: notifications)
Logging fex: enabled (Severity: notifications)
Logging timestamp: Seconds
Logging server: disabled
Logging logfile: enabled

Name - my log: Severity - informational Size - 4194304
Facility Default Severity Current Session Severity
aaa 3 3
aclmgr 3 3
afm 3 3
altos 3 3
auth 0 0
authpriv 3 3
bootvar 5 5
callhome 2 2
capability 2 2
cdp 2 2
cert_enroll 2 2

—ILBELUVIT7oUT o AyvE—20OFXF I DETE

TV 2 ABIORT 7V TAICESVTRET DA v E—VOERELS LIRS A LRAZ T D
Bz ETEET,

Cisco Nexus 5500 1) — X NX-08S R FLEHEOVIJ4XalL—3> HA F 1) 1J—X6.0(2)N1(1) [ ]



FIE

EVA—ABEUTFVYT A AvE—COAXLTDRE

DRATLAYE—D AX T DERE

AU RFERETI V3
v

B

ATy T

switch# configure terminal

Ay 7 4 FXal—varET—REHRBLET,

ATvT2

switch(config)# logging
module [severity-level]

BESNT-EREELIZENAU EOERETHSHE
Va—nnal Ayvk—VAFX—T7 /I LET, EKXK
FEIX 0~ 7 OFIPH T,

0 BA
*1:77—%h
7 UT I

*3:

*2
77—
4
DA
([FEe

TRy T

5
*5
°6:
° 7

BRENEEINTWRWES, T 74V 8D 5 M i
AEsnEd,

ATvT3

switch(config)# logging level
facility severity-level

BEINTEREFLIIZFNU EOERETHDHEE
D77 VT 4mbouXs S Avke—% 4 % —7
M LET, BEREFO~7 TI,

*0: BRA

s,
77— b
2 UT 4 v

'9

s
oF N\

H
7

TRy T

@
i

°6:

=

*7:

FICEKEZS~TOT 7 U7 BT I,
al 77 VT2 LET, 7740 MEIZOWT
I%. show logging level =~ FZZM L T Z &0,

i Cisco Nexus 5500 < ') —ZANX-0S VRTLEEaA Y I4XalL—3>y HA K 1J—Z6.0(2)N1(1)
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nxvy 446220705 I

AvURFFERETI V3 | BB
b
ATvT4 switch(config)# no logging | (L)
module [severity-level] FEVa—nul Avt—TETF 4 =TI LET,
&AL switch(config)# no logging | (1)
level [facility severity-level] | faiz s -7 72 UV F O XL FERELT 7 4L
Pty hLET, 773U T4 BLUHEHK
ErfRELne, A v FIEZIXTOT772 VT 4
ZF 73Nk LMz Uy hLET,
AT T6 switch# show logging E=E)
module EFEVa— BRI REERRLET,
ATFwT] switch# show logging level | ({T-7)
[acility] Ty )T 4 TEIL, uF S LRLEREB LUV A
TLADT 7 HN b LV EFRRLET, 77T o
ERELRWE, AL v FIIT_XATOT7 7 VT 4D
LRI LET,
ATy 78 | switch# copy ()
running-config FTar 74 Xal—vark, AFX—FTvF av
startup-config T4 ¥al—varicat—LET,
RIZ, TV 2= NVBIOBEDT7 7V )T 4 Ayt —VOERELRET D0 2R LET,

switch# configure terminal
switch (config)# logging module 3
switch (config)# logging level aaa 2

OFX 5 3A LA TDERE

CiscoNexus V' — A AA v FI Lo TR SINDA v E—VDH A LAX T OB EZFRETE

£
FIE
ARV RFERRTI Y S0
RATFv 1 switch# configure terminal a7 4 FKal—gr T— RERBLE
ER
ATvT2 switch(config)# logging timestamp | 0> 7 &% 4 AR X T ZFHE L E T,

seconds}

{microseconds | milliseconds |

77V b TIR, BALIIR T,

| 0L-27903-01-J
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. syslog H—/\DE&E

SRFLAyvE—vaXLIoRE |

ARV RFERRTIVa Yy B8
ATFvT3 switch(config)# no logging timestamp | ({1
{microseconds | milliseconds | DXL B A LNRAE L TEN BT T 41k
seconds} OIIZY y hLET,
ATy T4 switch# show logging timestamp Ca=
WESNTR X T B A LAZ L THLZ
KRLET,
ATvT5 switch# copy running-config =y

startup-config

FTar 74 Xal—Tarkr, AZ—F
Tyl arZ 4 Xal—alar’™—1L
£,

WIZ, A=V DHALAZ TN ERET DR 2R LET,

switch# configure terminal

switch (config) # logging timestamp milliseconds
switch (config)# exit

switch# show logging timestamp

Logging timestamp: Milliseconds

syslog —/\DEEE

TET
FIE
OV FFERETIVa Y | BW
ATy configure terminal Juau—N)ar7 4 F¥al—ary ET— REHBLE
71 R
i -
switch# configure
terminal
switch (config) #
ATY logging server /ost RA MDsyslog A v —VEZETHELIITHEELET,
-2 [severity-level [use-vrf .
vrf-name [facility facility]]] * host 51#%1%. syslog — /N KA hDRA ML ET-IE
IPv4 £721X1Pv6 7 RL A &R LET,
#l ; , , * severity-level 51U %, $87E L7 L~ULIT syslog —
switch (config)# logging . N N
server 172.28.254.254 5 ~NDAyE—vouX 7 EHIRLET, BERET
Tzi;ljgf default facility 0~7DOFPFTT, F12: VAT L A o =D
ERE, (100 X—) #ZHLTIEE,

i Cisco Nexus 5500 < ') —ZANX-0S VRTLEEaA Y I4XalL—3>y HA K 1J—Z6.0(2)N1(1)
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| 0L-27903-01-J

syslog Y—/\DERE [ |

ARV RFEEETIVa Yy

=)

* use vrf vif-name — 7 — R & 5180%, RAELV—T 1
VI B IOHRE (VRF) 4D default ¥ 7213
management fZ 7~ LE 7, FFED VRF BM57E S
724X, management 237 7 4V R CY, 7272
L. management 23 i & SAL TV D & EiX, 2T
74 N TH DI, show running =~ > KD
WCIEFRRSNEEA, FED VRF BARESHLTY
%54, show-running =~ > KO IZIE, %9 —
/XD VRF NFERSNET,

G¥) BIfE CFS FZ1X VRE 27 R— R LT\ &
Hh, CFSEUENA RX—TNVDEE, T
74/ N VRF TRESINTWHr X 7
P— N IEFE VRF & L TR SN ET,

* facility 5#%iL syslog 7 7 v U7 4 XA T HfEELE
T, TIFNVINDORET 72U T 4 1L local? T,
77U 0%, AL T3 CiscoNexus & J — X
V7 b7 Oavr R YTy Ly RICEBINT
b\\i‘g—c

GE) TRy ZIECLI 7 72 VT 4 TTB, 7307
O syslog 1LV — NZEE SN EH A,

ATy no logging server /ost =)
73 RESNERA ROaX 7 b—RZHlRLET,
I -
switch (config)# no
logging server
172.28.254.254 5
ATy show logging server EE)
74 syslog r— "REL KR LET,
£
switch# show logging
server
Z3Fw | copy running-config (H72)
75 startup-config V7= FBEOY 2AF— MFIZF Ta 7 4 Fal— g

i -

switch (config)# copy
running-config
startup-config

VEAL— R NT v a7 4 Falb—v g lat—L
T, BF & KGHIRTFELE T,

WIZ, syslog — &R ET LB 2R LUET,

switch# configure terminal
switch(config)# logging server 172.28.254.254 5

Cisco Nexus 5500 1) — X NX-08S R FLEHEOVIJ4XalL—3> HA F 1) 1J—X6.0(2)N1(1) [ ]



. syslog H—/\DE&E

use-vrf default facility local3

switch# configure terminal

DRATLAYE—D AX T DERE

switch (config) # logging server 172.28.254.254 5 use-vrf management facility local3

UNIX E 7= (X Linux & X 7 LT syslog M

Jete/syslog.conf 7 7 A JWAZIR DT 2B LT, UNIX F720% Linux ¥ A7 A _EIZ syslog Hh—/3 & 3%

ETEET,

facility.level <five tab characters> action

WDFKIZ, REAHER syslog 7 4 —/V RERLET,

% 14 : syslog.conf O syslog 7 « —JL K

J4—JLF

BLL]

Facility

A wv—OEKFE, auth, authpriv, cron,
daemon, kern, lpr, mail, mark, news, syslog,
user, local0 ~ local7 T4, 7 AX U RXZ (*)
AT LHEITNTEBRELET, o0
77U TAREICLY . BETICESNT
A=V EHETE £,

GE) m—)N 77 VT 1 2T DT

WCREEZT =y 7 LET,

Level

Ay —VaREkd D R/ANEKE, debug,
info, notice, warning, err, crit, alert, emerg C
o TAZIV R (*) BEHTDLETTE
FBELET, none fEHTHET7 72U T ¢
BT A4 =T MITEET,

Action

Ay —VD5d%, T AN, BIZT v b
~—7 (@) DWZdRA N4, T~ TRY)
bhlca—HP YR NTT, TAZYR7 (%)
AT HETRTOu A v a—HFEIEEL
£,

FIE

AT 1 Jete/syslog.conf 7 7 A VIR DITEIBIM LT, 7 7 A )V /var/log/myfilelog {Z local7 7 7 > U 7 4 D

TRy T Aye—Ursk L £,

debug.local’ /var/log/myfile.log

i Cisco Nexus 5500 < ') —ZANX-0S VRTLEEaA Y I4XalL—3>y HA K 1J—Z6.0(2)N1(1)
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ATy T2

ATvT3

syslog H

syslog ¥ —/\E% E DERHA D E [ |

Y TurF N TROAav s KA LT, vl Ty A VEERLET,
$ touch /var/log/myfile.log
$ chmod 666 /var/log/myfile.log

KDa<y REANLT, VAT A Ay—yYaXr s F—tr N myfilelogaF =7 LT,
MLWEEZRET 5 9ICLET,

$ kill -HUP ~cat /etc/syslog.pid~

—/INERTE DEMDERTE

Cisco Fabric Services (CFS) A V77 A NZ 7 Fx ZH LT, xRy T —ZNOMDAA » F~
syslog — "\EEA KA TE E T,

syslog 4 —/NREDHAMZ A F—7 W T DL, BMRELZ 2 X v MDA syslog ¥ —/ G E
EEHEL, REPOERLZRRTEET, BANAX—T L THLRY, A1 v FidLsyslog H—
NERENKT DREPOLET MR L ET,

| 0L-27903-01-J

G¥)

AA v T EBEBT D L, HREMEAE VICHRAF I TV D syslog T —"REDOEE T KDILD
ZERBYET,

[FC&H BRI
1 DEATEID syslog V— " ZiHE L THILERH Y 77,

FE
ARV RFERETIVaV | B
ATy T switch# configure terminal | = 7 (X2 1 —3 53> B— NZEIBLET,
ATvT2 switch(config)# logging CFSA v 7F A7 7 F v &MMLT, Xy hU—
distribute 7 AA wF D syslog —"REDOHAME A L —7
MILET, 774/ Tl BT =71
‘(‘\j—O
ATvT3 switch(config)# logging 777V TRNDAAL v F AT D720 syslog
commit P \RECKT DR OERE LIy FLET,
ATvT4 switch(config)# logging abort| syslog — NG E X D2 REFDOEFE 2 F v &
NMLET,
S RWA switch(config)# no logging UEE)
distribute CFSA Y7 7R/ FxaMALT, Xy bU—
7 AA F~D syslog — REDEAZT 4 —

Cisco Nexus 5500 1) — X NX-08S R FLEHEOVIJ4XalL—3> HA F 1) 1J—X6.0(2)N1(1) [ ]



B /o7 om0 7

SRFLAyvE—vaXLIoRE |

ARV RFEREFTI3 2 | BH

T LET, RELENMEEFOEEIL, Blfix
T4 E—T7 M TEERH A, logging commit 35 LK
logging abort =~ > RAZM L T ZEV, T 7+
v N T, BAGIET 0 E—T T,

2Ty T6 switch# show logging (E=E)
pending syslog ' —NEREITH T DRETOER LR R LE
‘é—O
2FvTS7 switch# show logging (EE)
pending-diff syslog —/SFE DR HFOEE I LT, BAED
syslog — "5 iE & DiEVWAE R R LET,
27w T8 switch# show logging (=)
internal info syslog T — AT DBAEDIRTE & I RICEIT L= T
7 v a BT O MERRLET,
ZFvT9 switch# copy running-config| ({L7)

startup-config Firary 74 Xal—vark, AFX— T v T
Y74 Xal—varila—LET,

O J74ILORTEXIVCI YT

07 77 ANLVEBIURNVRAM DA v E—2RR7LEVZ U T LY TXET,

FIE

ARV RFERRTIVa Yy

E:)

ATy T

switch# show logging last
number-lines

aX T Ty A NDOREITEFERRLET,
BRATESIZIE 1 ~ 9999 #4EE T £,

ATvT2

switch# show logging logfile
[start-time yyyy mmm dd
hh:mm:ss] [end-time yyyy mmm
dd hh:mm:ss|

ANENTANCRZ I A DN ARZ T RDHDH R
T T77ANDA =V EFRLET, KTH
Mz AT Lpng | BUEDRFEAEH S ET,
month time 7 —/1/ NIZIE 3 X F% ., year 7 A —
)b R & day time 7 « —/V RIZI3fiE %2 AT L%
R

ATvT3

i Cisco Nexus 5500 < ') —ZANX-0S VRTLEEaA Y I4XalL—3>y HA K 1J—Z6.0(2)N1(1)

switch# show logging nvram [last
number-lines|

NVRAMD A v =% FRLET, RS ivd
THERIRT 21213, T 25K ffkﬁ%é%%ﬂﬁ
TEET, BEATESITIL 1~ 100 ZF57E

e
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DRATLAYE—D AX VT DERE

276 rvte—vnxvrsoneeE I

ARV RFERRTIa Y =)

ZFwF4  |switch# clear logginglogfile |2/ 7 > 4 LOWEE 2 U T LET,

ATy T5 switch# clear logging nvram NVRAM Otk Esni-A vt —C% 27 V7 LE
TO

RIZ, v T7ANDA =V H2RRT D0 2R LET,

switch# show logging last 40
switch# show logging logfile start-time 2007 nov 1 15:10:0
switch# show logging nvram last 10

W2, aZ  T7ANVDA =27 VT T50E2RLET,

switch# clear logging logfile
switch# clear logging nvram

DRATFLAyE— OX S DETHEDR

| 0L-27903-01-J

VAT A A=Y aX S OREBBRERRT DI, ROEEOWNTHNEITWVET,

av U R ]3]

show logging console ayy— L uaX IR EERRLET,

show logging info nX s REERRNLUET,

show logging internal info syslog BTt H 2 &R L £7,

show logging ip access-list cache P778A VAN ¥y azFRLET,

show logging ip access-list cache detail IP7 78R VAN Xy vy |ZBT 2505
W LET,

show logging ip access-list status IP77HA VRN F¥ v aDAT—H A%
HRLET,

show logging last number-lines 0y 77y ANVORENOIEETEEFRLE
‘a‘o

show logging level [facility] 77T u X T ERERELZR RN LE
‘a‘o

show logging logfile [start-time yyyy mmm dd 0y 77 ANDAyE—VEFRLET,

hh:mm:ss] [end-time yyyy mmm dd hh:mm:ss]

Cisco Nexus 5500 1) — X NX-08S R FLEHEOVIJ4XalL—3> HA F 1) 1J—X6.0(2)N1(1) [ ]



SRFLAyvE—vaXLIoRE |
B Aoxsonz

avo kR E:9)

show logging module FVa— NV aX U TREERRLET,

show logging monitor Fo X uX U SRERFR I LET,

show logging nvram [last number-lines] NVRAM B 7 DA vtE—TV%2FRRALET,

show logging pending syslog F— SOREH ORI EEZ TR LET,

show logging pending-diff syslog ¥ —/SDLRE P OB R E DIEN A KR
l_/ \i j‘o

show logging server syslog V— "G EEF R LET,

show logging session nXL Sy alrDAT—H A EERLE
D

show logging status 0¥ AT —H AERRLET,

show logging timestamp DX T A DNAR TN REE TR L E
D

show running-config acllog ACLE ' 77 ANDITa L, 74 X2l — 3
YaEFRLET,

ACLOX >/ DETE
ACL O x> 4 2B 2158,

Tk Aarba—/L JUAL (ACL) X JHREICL D, IPVAACLICE v b T 587 v |
DX TRAREICRVET, B Avk—VFT7e— X—ATERINET, 7u—iF &
BIRIPT RLA, 5% IPT FLA, LA ¥4 bhal, BIOA L Z—T A AZADLA Y4
EEITLAEER— FOMAGEDEEZHFEH L GRS NET, B2 2 ve—I0F, ROEHEZES
WTARRENET,

cHLWTr—RNERSINDEHE (INFO X vE—)
c7u—0/7y FLEVHEIZEE L & & (WARNING A vt&—)

c —TEDOHIROKDVIZ (F74/ MNES) « 77—l y MLy Mgk & i INFO
Avt—  BEFHE)

Cisco Nexus 5500 ') —X NX-08S VA FLEEA D74 Xal—>3> HA K 1J1)—X6.0(2)N1(1)
“. 0L-27903-01-J |



| 2276 rve—CoXoyOBE

| 0L-27903-01-J

IVR=EDPINE Y |

Rz, 7o —#RNEESNZBRERNICLEVEZBZ S &, BEX o —U NI,
Ju—lInXrr ¥y v o llBESnERA,

R DFIZT, Cisco Nexus T 7314 ZADHIFRIZOWTELA L £9,

K15 ACLOX VY HR— &

Hae Cisco Nexus 7 /31 X

Ax Yy HR—+
PACL Yes Ka v 7o
H17J RACL Yes A=A L
A1 RACL No
Hi7) VACL Yes Ry 7D
A1 VACL Yes
RBACL N/A
VTY ACL In/Out Yes =R AN =R
mgmt0 O AJ) RACL Yes EiCI/A =
SNMP ACL
NTP ACL
CTS Yes
Y7 kU =7 ~_—2AZRACL Yes

VTY ACL ZBR< DT TP ACL % THER] ACE=> FUDACL RX o 7 DHHAR—FLE
T, LoL., [A—® ACLIZ vty ACL &M OFRED T F A SN DGENH H7-%,  Ipermit<>
logl CLIIZ7 vy C&FEth, 2L, HBDACLEZD LA L H—T = A AL VLAN IZ
WA Z SR ERERTEECY, Mgmt0 (X, FFrfourX o 7 2R — KL THET,

Cisco Nexus 7 /34 A TlX, CTS VAR — F SN TWRWDT, RBACLIZH AR —FInFEHA,

IPv6 BEL O MACACL ® ACL 2 X 73V R—FENEH A, FEXHIFA VX —T = A A%E
®, PACL, RACL, VACL BEX O VTY i A[E72 T X TDOA v X —T = A THER— M Eh
7,

ACL X 73— MRS ET, ACLICE v b9 537 v MEIT_T, sup X ESNEHE
o L— R U I v X, A v FTEIZ, TXTDOASIC &L TCAM Y —¥ 3 i & E
T, L—FERETH-O, RO CLI RSN ET,

Cisco Nexus 5500 1) — X NX-08S R FLEHEOVIJ4XalL—3> HA F 1) 1J—X6.0(2)N1(1) [ ]
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ACLOX > v v a1DRE

SRFLAyvE—vaXLIoRE |

FIE
ARV RFERRTIYay | BH
25y T switch# configure terminal Jua—N)ar7 4 Xal—3 gy E— N2t
L/ \i ﬂ—o
27w F2 | switch(configilogging ip hy =7 HICH Y v oot dikkn s =0k
access-lisF cache entries ) ?5(75’ %E LET, #PHIE 0~ 1000000 = kU
num_eniries T, F 7L ML 8000 = kU T,
ATy 73 |switch(config)# logging ip n 7 DR OMBERETHRELES, Z DORFH
access-list cache interval ey RYURET 7T 4 TOBRE. v viah
seconds SIS ET, FEET X BHPHIE 5 ~ 86400 £
TY. 774/ MEIE 300 TT,
ATvT4 switch(config)# logging ip T MU BRZICGEERINDETIC T D37 >
access-list cache threshold N AEE L ET, &L 0 ~ 1000000 /<4 v b
rum_packets T, F7A0 MR 0y b T, 5%,
Ny FO—EHEIZ > T X I M) H—&
NEEA,
ATy 75 switch(config)# logging ip syslog [ZEFIL T N—T X TiEREEZDET,
access-list include sgt
ZFwF6 |switch(config)# copy (&

running-config startup-config

V7= BEION) AX—  FIZEf T2 7 4 F =
L—yva B AX— N7y ary7 4 ¥al—g
N — LT, BFEEKGEIICHRTFELET,

Wi, a7 = b OfKREE 5000, MEZ 120, BXLOL X VMEZ 500000 ([Z5%E

TLET,

switch# configure terminal
switch(config) # logging ip access-list cache entries 5000
switch(config)# logging ip access-list cache interval 120

(
switch (config
(

T 5%

# logging ip access-list cache threshold 500000

switch (config)# copy running-config startup-config

124

—J A A~NDACLOF > T DiEH

mgmt0 A > ¥ —7 = A ADHTACL °~ ¥ 7 ZiH T £7,

i Cisco Nexus 5500 < ') —ZANX-0S VRTLEEaA Y I4XalL—3>y HA K 1J—Z6.0(2)N1(1)
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acLoso—sLALosE I

[T L& BHIIC

XU ITHICRESNARLL LB 1ODOT /A av tr— = Y (ACE) TIP T
78R URMEMERLET,

CACLEX 7 v v abFHELET,
*ACLR 7 O—H L~ )NVEFRELET,

FIE
AR FFEERTI VI Y =[]
ATFwT1 switch# configure terminal Ja—nR_) a7 4 ¥ a2 —YarEFE—RE
BaA L £
2Ty T2 switch(config)# interface mgmt0 | mgmt0 o > % — 7 = A& $E L £7,
ATvT3 switch(config-if)# ip access-group | {57E L7z A X —7 = A ADATI N T 7 4 v
name in TACLuX T2 R—=T M LET,
T T4 switch(config-if)# copy CE=Y)
running-config startup-config |y 75— LB LNy 2 & — FRICEfTIL T o
Fal—varaeAF—F T y7ar74¥a
L—va A3 — LT, BEEKKHICIRAT
L/ \32 ﬁ—o

WIZ, TRTOANT 7 4 v 7IZ% LCacll THESNZ2X U ZICmgmt0 A > ¥ —7 = A A
AT 62~ LET,

switch# configure terminal

switch (config)# interface mgmtO

switch(config-if)# ip access-group acll in

switch (config-if)# copy running-config startup-config

ACLOJ D—ELARILDEKRTE

Flig
ATV RFEEETY =EL:g]
ay

25w F1 |switch# configure ra—n_"Lar7 4 Xal—varyE— REGLET,
terminal

Cisco Nexus 5500 1) — X NX-08S R FLEHEOVIJ4XalL—3> HA F 1) 1J—X6.0(2)N1(1)
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B ALoxosoL—ruszviaomE

SRFLAyvE—vaXLIoRE |

av v RFEEIEETY
vav

S]]

ATvT2

switch(config)# acllog
match-log-level number

ACL 17 (acllog) Titdkd 2= MU E—HTH LI

a7 LUV ERE LET, numberi0~7 £ TOETY,

77 4/v Ml 6 TY,

GE) g\ ANTHa T Avye—UTiE, ACLu s
773 UT 4 (acllog) dur L~yplbnas 7y
ANDOuX  TERKEX, ACLuZ0—Hnu
LAULEREL D b RE W, AL TT, FEMI
ONWTI, BV a2a—NABIORT77 U T4 Ay
t—rYorX o roRE, (105 X—Y) BIW
T7ANNDYAT A Ayt—2 BX o 7O
&, (104 X—) Z2ZML T EE0,

ATvT3

switch(config)# copy
running-config
startup-config

(EE)

V77— FBEQNY AZ— MNFIZEf T2y 74 F=2b—T3
VHEAS— R NT T a7 4 Xalb— g qlar—1_L
T, BRE & KEBIRTFLET,

ACLAX>SDL—

MR L))

=L ==

ax AE

v allffkESid, A== ( % (CPU) ITEEENLr IS ND Ty Mk

HIRCT& £
FIE
AR EERRTIVa Y E:g)
ATFwvw I switch# configure terminal Jua—N\)ary7 4 Xalb—gryET—R
ZRMR L E,
ATvT2 hardware rate-limiter access-list-log | num-packets : /X7 v M OfE, HRETE S
packets num-packets f{i[HI% 50 ~ 600000 T, T 7 A /b hiL 100
Ty MRT,

Wiz, 1000 X7y ML — b VI v 2 ERETDHHERLET,

switch# configure terminal
switch (config)# hardware rate-limiter access-list-log packets 1000

i Cisco Nexus 5500 < ') —ZANX-0S VRTLEEaA Y I4XalL—3>y HA K 1J—Z6.0(2)N1(1)
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accososu7r IR

ACLO DY Y)TF

ACLuZ %7 )7 C&%d,

FIg
ARV RFEREETO3 Y B

2Ty I switch# clear logging ip access-list P27 4FX2b—varO7 7R
cache 2N Xy viamtr VT LET,

ACLAX > DER

RIE LRSS 2121E, ROWFnhroa~y FefEHLET,

av vk =[]
show logging ip access-list status ACLLOG DAT —H A ZFRRLET,
show logging ip access-list cache [detail] XrviaNOT M) EEIEROFEMAZ R
/?\‘ L/ i ‘a‘o
show acllog status Ta—havr hBIXOL— MlRER R LET
show acllog flows BAET 7T 4 7len JEHh7un—%2 KR LE
‘g—o

Cisco Nexus 5500 1) — X NX-08S R FLEHEOVIJ4XalL—3> HA F 1) 1J—X6.0(2)N1(1)
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. ACLOX 5 DFER
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- 1T,

Smart Call Home D& 5E

COEONFIZ, WOLEFY TT,

* Smart Call Home (ZB3 2 1f#, 121 ~—

* Smart Call Home O FHIHER L OWHIFIEIE, 131 _X—V

* Smart Call Home O RifESAE, 132 R_X—

* Call Home ®F 7 # /)L Fi%iE, 132 ~_—

* Smart Call Home D% 7E, 133 ~X—

* Smart Call Home #% & DR, 144 ~X—

* TN TFARNEXTO syslog 77— MEEIOF], 145 _—

* XML JEATO syslog 77— Ml OHF], 145 ~—

Smart Call Home [ZB89 215k

| 0L-27903-01-J

Smart Call Home (XfE+ A — /L&A LT, HERI AT L A X b2 LE$, Cisco Nexus
V=X AL T, WENWA =Y Th—~vy FEREMEL, ATy hUL =R
WAL, ETX XML RX—AOHBRNT T 7 ) r—a v bRl B AR TET, 2o
HezFEH LT, *y hT—27 %R — | =2 V=7 X Network Operations Center % FEON £ 97,
F 72, Cisco Smart Call Home —E X &{FH LT, TAC T — A& HEIIZAEKRKTAHZ L H TS
£7

VAL EEY— R EEATO DAL, Smart Call Home V— B AH DT /31 2 & X5k T
% ¥4, Smart Call Home 1%, ZHEHADT /A 25 3E &7~ Smart Call Home A v & —3 %4y
Bri. d"%fﬁ%&%i@?&”%ﬁ%%i\L“C\ VAT AOMBEE IR LE T, BEEE FRET
=25 M, FF1Z GOLD #Z2Wr—= 7 —IZ- 5\ TiL, Cisco Technical Assistance Center (TAC) (Z X~ T
HE—tE 2 V72 hBERESNET,

Smart Call Home (213, RO¥ERENRNH Y £97,
SRR T NA A ASNNVAR BT Z Y T E YT A LOBWET 77— b,
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Smart Call Home D% E |
B smartcall Home OB E

s THHADT NA AN D Smart Call Home A v E— O E . MBS U-HEf—E 2
VxR MOAERT, MEEZFGEICHTRT 27200522 ME®RE & bio, @7 TAC
F— bV —T 4 T ENET,

X2 TR —THREN, THEHOT A ANSERE, 13X U — RAERER
Transport Gateway (TG; F 7 AR — K~ 7 — T = A) ERIKRA U FE2FEH L THThiIvET,
WHEOTSA A THR— FEBBEL LTWDHA, £703EX2 Y 7 ¢ EHORIR T I
DT NA R A o F—Ry MIESEHERH TS RWEAIE, TGENRA > haElTE £,

* Smart Call Home # vt — L #E3REEIH, 9= C® Smart Call Home /34 ZADA X2 k)
BILORRENH,. L O Field Notice, = U TF 4, BLOYR— LT HER~D
Web X—Z2D7T 7t A&,

Smart Call Home DHEE

Smart Call Home Z {72 &, EERA X2 "R T ANA ATRELZGEINTI= T 47 412
WEI T £, Smart Call Home TlX, = —V 565707 7 4 VIR ET HEBOZERICT
T— IR EEESNET,

Smart Call Home (21X, AA v F CHANIERSINL—EOT 7— MR EENE T, INHDT

F—hMITT— " ITN—=TWCTN—=TEIN, TT— TN —T DT F— IR E LT L E(T5HE
775 CLLa~xy RAFID Y THNTWET, AA v FITIE, #5325 S 4172 Smart Call Home A
t—voavr REAREGEERET,

Smart Call Home #$8EIZIZ, RO DOBRH Y £,
*BET S CLI 2~ R OFEITB IR P EELShE T,
CKDE DI, BEDORA -V Tr—~y b AT arB’H0 ET,
cva—hTFXAbL R Ty bV FERITHIRIER D U AR — M2,

CTLTEAL T NHBHBE LTV LS IR T 47y RS A v = OfFRT
TO

° XML : Extensible Markup Language (XML) 35 J: U8 Adaptive Messaging Language (AML)
XML A% —~jEs% (XSD) &M L7c, HErRER Y 4 —~ > FTY, XMLJEAT
I%. Cisco TAC &ilfE TE £,

CHEDRA v — VS A~DRIFFEENAIRE, TNETNOFLET 1 7 7 A ML, ik 50
DEF A =BT FLAZRETEET,

Smart Call Home 3856 707 7 1 JL

Smart Call Home 464527 1 7 7 A1 /LIZiE, IROFERPEENTWVET,

N1 DLUEDOTT—F TN—" T T — FNOFRAERNZ, FED Smart Call Home A v+ —T%
KETHT I DI N—T,

Cisco Nexus 5500 ') —X NX-08S VA FLEEA D74 Xal—>3> HA K 1J1)—X6.0(2)N1(1)
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|  Smart Call Home DB E
Smart Call Home 75—+ ' )L—7 B

1O EOEFA NG ZOmET e T s A NMCEID S THENET T—F T A—T T
K o> TH R & 417~ Smart Call Home A v — DZEHE Y R b,

Ayt —Y 77—~ b :SmartCallHome X v &E—Y D7 4 —~v b (a—hTFA b,
TN THRAN, EFIEXML)

CAvE—VERKE AL v FBRHETA Ty ANVNOTRXTOESFA—I/LT RLARIIXLT
Smart CallHome A v — Y 24T 5 FE T, 77— b9 43N H D Smart Call Home
HERE, 77— b Smart Call Home ERKEMN, 8707 7 A VICRESNTZA vE—
BERELY HEWES, A v FIET7 77— bEERLERA,

EHA v E—a AR, A, ARCEET I VR—F L N T I— NI A—FEFERLTC. &
W2y B—k o N T v 7T — M A —VhHFaTAL9meET R T s A NERETH L
L TEET,

Cisco Nexus A A v Fld, ROEZXHEAIILT 27 7 A NEPR—FLFET,

* CiscoTAC-1 : XML A vt — 74—~ D Cisco-TAC 77— b N —T% VR —FLF
R

* full-text-destination : 7/ 7% A b A vk— 7 —~<v hEYER—FLET,

* short-text-destination : a3 — hF 7F A K A vkt — 7 —<v heVHR—FLET,

Smart Call Home 75—k ¥ J)L—7

7T — K ZN—F1%, 7T O Cisco Nexus 7 734 A THHR— h Z41% Smart Call Home 7 7 — K
DEFREHT Ty NCT, TIT— N ITN—T52ERTL L, EREHLELIIVRAZ 25iET 1
7 7 A NWZEET DD Smart Call Home 77— » #38IK TX 9, Smart Call Home 77— k
WIIT BT 7 AT V= FENTZWNT DT T — bk ZA—TIgdT 556, BLOT
7 — ~C. Smart Call Home A v E—VERKENSEILET 07 7 A MZRESNTNDHA v E—VHE
KELFE U, U ETHL5E5DH, A4 v F X SmartCallHome 77— R &5 71 7 7 A
NDEF A —NVDIFEIITHEE LET,

WDORIZ, YR—FENBETT—h ITN—TFL, TIF—k ZN—7HIZAR 72 Smart Call
Home A v — IZEENET 74/ FDCLI i~ RHE AR LET,

R16: TS5—FTIL—TELUERITENBZaTUFR

Fo5—hkTL—T ZnEA EfTEhsdavr R
Cisco-TAC Smart Call Home 56 CD, o> | 77— ERETHT7 77—
TI—hk TN—TINe0FTX | =TS Cavyr K
TOI VT 4NV TT—h, |FATLET,

Cisco Nexus 5500 1) — X NX-08S R FLEHEOVIJ4XalL—3> HA F 1) 1J—X6.0(2)N1(1)
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Smart CallHome 75—~ ¥ )L—7

Smart Call Home D% E |

7o3—hGL—7

BLL

EiTEsndavrk

2

W Lo TERR S oA~

]\ o

show diagnostic result module all
detail

show moduleshow version

show tech-support platform
callhome

A=R= AP N—=Fy =T

A== NP T 2 — LT
BT 5 A <2 b,

show diagnostic result module all
detail

show moduleshow version

show tech-support platform
callhome

TA A= R =Ko =T

BEEE 713 VT ) D= b
A v F T ETY 2a—)H
DA b,

show diagnostic result module all
detail

show moduleshow version

show tech-support platform
callhome

R BOENZ B U 72 i E M) 221~ | show version
b show module
show running-config all
show startup-config
VAT I EE OBWEIZLE /YY) 7 7 = | show system redundancy status
T VAT AOREEIZL 2 THE | show tech-support
Bl S AT A R b,
BRI wR, 77>, BLONAET | show environment
T — Lig EOBREIIN SR | show logging last 1000
HT A~ b show module show version
show tech-support platform
callhome
P VAN) PENa—L K 77—k L7 | show module

A, E£ZITFRU OB A £
72T AL L 24T 5 T2 B8R
ShbdarviR—xr ks AT —
HA, ZOTT— MNIEET
RNA X RNTHY, IHHRITA
T2 AR LOEHMEICER S
nET,

show version
show license usage
show inventory
show sprom all

show system uptime
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Smart Call Home D 4 v —2 LX) B

Smart Call Home /&, syslog DEKE % syslog "— K~ Z/b—7" 2 »t—TO%tET % Smart Call
Home D & K IZxfi S FE T

BEEDA X 3FEE L. Smart Call Home A v — U % G te show &2 %{E L7262, BN
D CLIshow 2~ > REFATT L7720, BERFEHDT T— s IN—T % NAZ~vA XA TEET,
show =2~ NiE, 7V T7F A MBI XMLSEET R T 7 A VICOHBIMTEES, a—F

TRARNEET BT 7 A VE 12823 FOT F A MIHIREA TN S 7280, IBINOD show =1~
RZzHAR—KrLTWEHEA,

Smart Call Home D A vt —2 LAXJL

Smart CallHome Z 3% &, BEEIZESNWTA Yy E—VE T4 NX Y 7 TEET, K5k
a7 7 AN (ERFLBLIR—YERE) %, SmartCallHome A v — LUL L X VWMEIZT
V= THIENTEET, BETR 77 A LDZDLEVELY &/ SVME % R Smart
CallHome A v tE—01%, AA v FIZL o THEBRINFEH A, SmartCall Home X vt&— L~L
OFPAIZ0 (BAENE/N) ~9 (BBENRRK) TF, 774V MI0OTT (AL vy FIETT
DA E—TEERFELET) &

syslog 77—~ 7 —7|Z%15 &5 Smart Call Home A & — 3 Cld, syslog O H KNS Smart
CallHome D A vt —2 LY~ v BT INET,

| 0L-27903-01-J

G¥)

Smart Call Home |Z, A v&—Y 7% X h Tsyslog A vE—Y LV EETLEHA,

WDFIZ, 4 Smart Call Home A vt — L-ULDF—U— R L syslogh—F 77—k 7 /L—
T OxtET 5 syslog LoL AR L E T,

R17: EXEE syslog LRILDTYELY

Smart CallHome L NJL | F—J— K syslog L X\ )L SR BA

9 Catastrophic 2L Ty U — 7 BRI K
SRR Tl E,

8 Disaster L Py NU—=T ~DEK
TR,

7 Fatal B (0) AT KIERAREE,

6 Critical 77—k (1 70T 4 TR
T, TIEHIST B0
ERbH Y FT,

5 Major 7T 410 (2) AV v —IfRHETT,

4 Minor =5— (3) <A =72 iREE,
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Smart Call Home D& E
. Call Home O * v t— R

Smart Call Home L NJL | F—J— K syslog L X\ )L S BA
3 Warning “uE (4) AR,
2 Notification W@an (5) HORHZ e L OME

WAy Ee—TTT, i
EBMR L2, EEME

DR R T,

1 Normal B (6) BEHERIEICRD Z & &
RIAEREA N T
‘a—o

0 Debugging FR0 7 (7) TNy T A yt—,

CallHome D * v t— K

Call Home TiX, DA vt —Y 74—~ v bR R—FEHET,
*va—hTFAMAvE—Y TF—v v b
*TRTOINTHRARE XML Ay E—VZHEBO7 4 —/L R
R E T IT TR A R b Ay —DITHASND T 4 — B
CAUR=RU P AR N AyE=VDORAT 4=V
c—PRERR LIZT AN A=Y DAT —L R

WDOFRIZ, TRTDOA Y E— XA TDa—h THFANELHRES Va2 RUET,

®K18: a—bTXFRAAVvE—Y TF—I Vb

T—4AIEH E5EA

T3 A 1D BIESNIZT A 24

ARER 2 LB A R NDOXA B AZ T

TIPS A =Y EE A R b OHERHY] (35E)

7T — LRAE VAT LA yE—VIZEHEND L) T —
L~y

WDOFIZ, 7NV THFAPNELIIXML OHET DA X R A =R W CRHRIAL £97,

i Cisco Nexus 5500 < ') —ZANX-0S VRTLEEaA Y I4XalL—3>y HA K 1J—Z6.0(2)N1(1)
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Smart Call Home D& E

K19 TRTODIINTFXFRAREXMLA v E—JITHBEBO T4 —IL K

Call Home O * v t— R

T—RIEE (FL—r TR
b & & U XML)

BB (FL—r TR B &
U XML)

XML %45 (XML D#H)

BANARE LS

[SO MA@ THOA X hDH
e B A0 AR S

YYYY-MM-DD HH:MM:SS
GMT+HH:MM

/aml/header/time

A w—U4

A= D4R, FEEDA
Ry MLIT ERRORICRH,

/aml/header/name

Aov— H AT

VT 0T 7ERIITa Ty
TATREDA T XA
7 D4R,

/aml/header/type

Aov— F—F

syslog72 & D7 77—k 7 —7
O)% _H\-ﬁo

/aml/header/group

| 0L-27903-01-J

FINA ZADIEAT 734 kA1
#w (UDD) , AvyE—YNRTA
A AWK L CHEA TRWEA
. 207 4=V REZEIZTD
VERHY FT, AL,
type@Sid@serial,

‘ppeld, Ny I TL—r

IDPROM 7> 5 O HL L ol

%,

*@ IXXEY 3,

*Sidi¥C T, ¥UTIVID
By —3 VYT NVES
ELTHRELET,

* serial 1%, [Sid] 7 4 —/V
k> THRIE SN 5T

{1 : WS-C6509@C@12345678

HAE A = OEKE, /aml/header/level

=157t ID N—F 4 T DI OfLE % (| /laml/header/source
7

F A A ID Avt—I%4K L= F | /aml/ header/devicelD
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Call Home O * v t— R

Smart Call Home D% E |

T—ARIEB (FL—r T%X
b & & T XML)

BB (TL—r TXFXbE&
U XML)

XML 25 (XML D)

T AH<—1D

R T N o S o
FIEHRZ Ofthod ID I &
NAEF T a v Oa—FRER
RR7 4 —IV R,

/aml/ header/customerID

A& ID

PR—F =R TH
FITEHRCZ O ID I &
NHA7T> a v Oa—FRER
BER T 4 — IV N,

/aml/ header /contractID

¥4 hID

AaNREEE LY 4 M ID %
73R OY R — b —r RIZ
LoTEKDOH DZDOMDT —
AIHENL AT a0
2 —YRRIEFREIR 7 14—V R,

/aml/ header/site]D

#— 1D

TN AMNE A =T NARL
ENIGE, LT A AD
Unique Device Identifier (UDI)
7 x—<v hTY,

U, type@Sid@serial,

“opeld. Ny T L—r
IDPROM 7> & O #L 5L oAl
%O

@ XX T,
*SidiZC T, U7 /ID
Ty — VY TILEE
ELTHEELET,

* serial 1%, [Sid] 7 4 —/V K
IZ X o TRE SN D EF

B : WS-C6509@C@12345678

/aml/header/serverID

A vE— O

T EBT Y- T
%2R,

/aml/body/msgDesc

7, A

AR IBRELIZ ) —F (T
INA ADKRA ML)

/aml/body/sysName
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Call Home O * v t— R

T—ARIEB (FL—r 7%
b & & T XML)

BB (TL—r TXFXbE&
U XML)

XML 25 (XML D)

IR R

AR SRFAE LT — N
OFEIZ SN T WE e 54
“EL,

/aml/body/sysContact

HAG LR A — v

ZDOEBEOHYEEDE L A —V
7T RV A,

/aml/body/sysContactEmail

ZOz=y FOEELTHD A
WM DOEFEE T,

/aml/body/sysContactPhoneNumber

Z O BEE O Return Materials
Authorization (RMA; = 5HFFA])
TR DO E T A2 R DA
gy 74—V R,

/aml/body/sysStreetAddress

EFILL

FRA ZADFT VL BT 7
R UAITEEND BRI 2T
)

/aml/body/chassis/name

T NE

2=y PO —D Y T
&5,

/aml/body/chassis/serialNo

Y=y DM

T — 0 TR TUE
o

/aml/body/chassis/partNo

HEDT F— K I N—T Aubt—DEEDT 4— RiZ, ZZICBAINET,

IDOTTG—F TA—F IR L THEHEDO CLI 2~y RRFETEIND L. RO T 4 —)L KB K

SNLHEENRHY £,

o< N4 FEITE 77 CLI 2= > RO IEFE | /aml/attachments/attachment/name
72447l

WA 7 7 A VOFEEE BEDa~< KK, /aml/attachments/attachment/type

MIME # A 7 TL—r Fx% A FEEIFGR | /aml/attachments/attachment/mime

b2 A7,

o< RHEATFHFA R

HEIIZFITES N3~y Ko
Hi 77,

/aml/attachments/attachment/atdata

| 0L-27903-01-J
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Smart Call Home D% E |
Call Home O * v t— R

WDORIZ, ZFVTHFARERIEIXMLDOIVT 7T 47 A Xk A= RUTHOWTEHAL £
TO

R2: MUHELIIFHHAARF A yvE—JIFEASRE T4 —ILE

T—4EBR (FL—r TF%X
k& LV XML)

HE (FL—Y TR MBE
U XML)

XML#% %5 (XML DH)

YDA R 2T S
vav

T L S
g,

/aml/body/chassis/hwVersion

A== R P E 22— )LD
VAV Ny g G TN

KEMLY 7 D=7 N=Tg
yo

/aml/body/chassis/swVersion

HEDH D FRU 4

AR AvE—UFERT
% B FRU D4 Hil,

/aml/body/fru/name

EEDIH S FRU DY T ILE
=
=

B FRU O U 7 V& 7,

/aml/body/fru/serialNo

T RN=Ta

HREOBH D FRU OEGES | BEOH 5 FRU OffiHE S, | /aml/body/fru/partNo
FRU 21 v |k AR AyB—%4RET | /aml/body/fru/slot

% FRU DA 1y M &,
FRUN—RT =7 "— gy | EEBDOHSFRU O v— 17« | /aml/body/fru/hwVersion

FRU Y7 RU =7 D= 5
NG

B FRU CTH L CW\W5 V7
Fy =27 RN—=T g,

/aml/body/fru/swVersion

WDOFRIZ, ZVTFAPELIIXMLO I R—F2 b A _ b XAy B—VBRATHOWTEHBA L

ij_o

£R21: AVKR—RV P ARV AYyE—DDEAT 1 —ILF

T—RIEB (FL—r TR
b & & T XML)

BB (TL—r TR B &
U XML)

XML%Z 45 (XML D#H)

VXY=V DN—= Ry =T N—
Tarv

VX —TDN— R T N—
g,

/aml/body/chassis/hwVersion

A== NP T 2— /LD
VIR 2T RN—=T g

K ENY 7 b 2T R=Dg
‘/o

/aml/body/chassis/swVersion
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Smart Call Home D& E

SmartCallHome DI EEEH L UHnEE I}

T—ARIEB (FL—r 7%
b & & T XML)

BB (TL—r TXFXbE&
U XML)

XML 25 (XML D)

FRU 4 ARy h Ave—U B4R | /aml/body/fru/name

% BHid FRU D4 i,
FRU s/n FRU U 7 IILFE 5, /aml/body/fru/serialNo
FRU & in &+ FRU OB ihE 5, /aml/body/fru/partNo
FRU A& v b FRU DA E v FEE, /aml/body/fru/slot

FRUN— R =7 RX—T g

FRU O/ N— R =7 /X— g
:/o

/aml/body/fru/hwVersion

FRU Y7 RU =7 D= g
NG

FRUTEBEIL TWAY 7 7=
T RN=Va s,

/aml/body/fru/swVersion

WDFEIZ, ZVTHRAPNMNELITI XML O2—FRER LT A R A o= W CEIH L

=75

R22: A—NERLETRAM AyE—COFBAT—ILR

T—RIEB (FL—r T%X
b & & T XML)

BB (TL—r TR B &
U XML)

XML 25 (XML D)

1t 21D

EA&D7ax 1D,

/aml/body/process/id

at A A5 — |k

/aml/body/process/processState

7' AHHk

B E AT A = — |k,

/aml/body/process/exception

Smart Call Home D;FEFIEHS L UFHIFIFEIE

CIPEEHR N RV A, T a7 s ANV A~DIREV—T 4 T B X O T =T T
(VRF) f Y ABZ LU AZANDA B —T 2 A AWK T LTWAEE . AA » FIiE Smart Call
Home A v EZ—Y 2 EETEEHA,

*fEED SMTP B A —/L S —_TEMEL £7,

| 0L-27903-01-J
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Call Home ®T 7 A+ JL k

Smart Call Home DRI &4

Smart Call Home D I &4

. EE%)( — )L ‘}j‘—*/‘\@%;’f\‘ﬁo

* 3BT b4 (SNMP H— "Off{SE) | EREE S, BLOMEFE#R~DOT 7 E X,

A v F LB A P PO P B,

CRET DT A A OB — R,

=JL ==

axX AE

£R23: TIAI D Call Home /X5 * —4

Smart Call Home D% E |

NS A—=4 FTIHIE
TIVTHARN T —~v hTEET DA v&—|4000000
POSEA v — A X

XML 7 #—~» N CTEETH A vE—T 0% 4000000
A= A X
Ya—bTHRALTH—<y FTERFET DA 4000
=V OREA =Y A X

R— NEARE LR 272356 D SMTP Hh—s3 |25

A—h

a7y ANET T — N T A—T OREES S

TILTFXA LT 77 A NLEBLIRa—
THXANEET BT 7 A NVOGEILT T,
CiscoTAC-1%a%5c7" 1 7 7 A L DA T cisco-tac
TT—hK I N—7,

TA =~y hFAT

XML

CallHome ® X v t&— L~

0 (£rm)
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Smart Call Home D& E

Smart Call Home @)

Smart Call Home ) %%

IZC®H5HIIC
s T D AA v F D SMARTnet ZH1%H 5

=L

aX AE

CEFA—NT FLA

* Cisco.com ID

FIE

Smart Call Home D% E .

ATvF1  7Z UV T, Smart Call Home Web ~—IZBEN L £,
http://www.cisco.com/go/smartcall/

AT w72  [Getting Started] . Smart Call Home & E%FERIZHE- TL 72 E W,

RDIEE

SR ARE L ET,

HIFFRORE

Smart Call Home (213,

B A=V, Eil# T, ETOREMERET DLEPHY £9, 2K

ID, W AX<—1ID, ¥4 FID, BEXOARA v F 774 FV T 4o EWREEETHEETEET,

FIE

ARV KRFERERETY 3y

S

&M

switch# configure terminal

ra—\)Lar7 4 X¥a l—3ay T— NG
L\i‘j’_‘o

ATy T2

switch(config)# snmp-server
contact sys-contact

SNMP sysContact g% E L £77,

ATvT3

switch(config)# callhome

Smart CallHome 2> 7 4 ¥ 2L —Y 3 T— K%
Bt L ¥ 7,

ATvT4

| 0L-27903-01-J

switch(config-callhome)#
email-contact email-address

ZA  FOEEEDEFA—NVT FLUAEZRE L E
R
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B szsmggozmc

Smart Call Home D% E |

ARV RFERETIVa Yy

S

email-address \Z1X., BB A —/ 7T KL ADOEAX T,

K 255 OFFTAEFEHTEET,

GE) EBEOENREF A=V T R AZ{H
T&xEd, T RLARIQL, ZAEZED5
ZEIITEEREA,

ATvT5

switch(config-callhome)#
phone-contact
international-phone-number

T ADOEEEOEFEF S ZEREF T 4 —~ v

NCERELET, international-phone-number 1%, #x

K17 LFOFHFT, HEER 7 +—~ v MTT

HLENRDHY £,

GH) EWEESIE, ZEAEZEOHDLHILIITE
Fth, FEORNZITIZ () I
T4y AEERLET,

ATvT6

switch(config-callhome)#
streetaddress address

2L v FOFHEYEOFEFEZHRELET,

address 121X, Fx K 255 ODFEHFHEH & £1,
ANR—AEFHTEET,

ATy IT1

switch(config-callhome)#
contract-id contract-number

CE=9)
P —E RN DAL v F OB EEREL
\‘i—g—o
contract-number |23 K 255 DFHFTH#HEHTE
‘j‘o

ATvT8

switch(config-callhome)#
customer-id customer-number

(=)
P —ERBHINE DAL v TF O AL~ —F T
RELFET,
customer-number \Z 135 K 255 DT A FEH T £
7,

&I

switch(config-callhome)#
site-id site-number

CE=0)

DAL FOYA NEFERELET,
site-number VL. B K255 LT DI T-H HAML T 4 —
~v FCHRETEET,

ATy 710

switch(config-callhome)#
switch-priority number

(f=&)
CDAAFDAAL v F TITAF )T 4 RELFE
ﬁ‘o
FBETEZAHMITIO~T7 T, 0IFZmEDTTIA A
V7 4%, TIEREKDTIA44F VT 42" LET,
F7 )V M7 TY,

i Cisco Nexus 5500 < ') —ZANX-0S VRTLEEaA Y I4XalL—3>y HA K 1J—Z6.0(2)N1(1)
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EETOT 74 ILDOER

OV FEREIET7YV3y |BEW
ATvINn switch# show callhome o
SmartCallHome 2> 7 4 ¥ 2 L—3 3 O E LR
RLUET,
ATvT12 switch(config)# copy (L5

running-config startup-config

V7 —FBEQRY AF— MFIZE[Ta 7 ¥ =
L—VaVvEAA— R Ty ar7 4 ¥al—g
ar—

LT, KBHEZKGAIHRIFLET,

KIZ, Call Home (ZRHT 2 MEREZRET D02~ L ET,

switch# configuration terminal
switch(config)# snmp-server contact personname@companyname.com
switch (config)# callhome
switch (config-callhome)# email-contact personname@companyname.com

(
(
switch (
(

config-callhome) # phone-contact +1-800-123-4567

switch (config-callhome)# street-address 123 Anystreet St., Anycity, Anywhere

RDEE

g7 n 7 7 A NElER L ET,

BETOT 74 ILDIER

I—PEREDHILE T O T 7 ANVEIER L, LR T O 77 A MRy =Y T —~y b &
RETHHLENH Y F7,

| 0L-27903-01-J

FIE
ARV EFEREETIVa Yy EL:Y
X T w71 |switch# configure terminal ra—r\ a7 4 Xal— g E—
RNz Bt L £,
AT w72 |switch(config)# callhome SmartCallHome 27 4 ¥ =2 L —T 3
ET— FEBLET,
A TFw 73 |switch(config-callhome)# destination-profile |37 L\ 5507w 7 7 A LV Z{EfK L. FD

{ciscoTAC-1 {alert-group group | email-addr
address | http URL | transport-method {email
| http} } | profile-name {alert-group group |
email-addr address | format {XML | full-txt
| short-txt} | http URL | message-level leve! |
message-size size | transport-method {email
| http}} | full-txt-destination {alert-group
group | email-addr address | http URL |
message-level level | message-size size |

TaT7rANDRA Y= T —< v b
ERELET, Tn7 7 A NAIE &K
31 XFOEEFTHETEET,
ZDavy RIZOWTOFEMIE. 77 v
N7+ —LbDa<w R 77 LU AR
BLTZEN,
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Smart Call Home D% E |
B sxJoor L0%E

ARV RFERRTI A Y S]]

transport-method {email | http}} |
short-txt-destination {alert-group group |
email-addr address | http URL | message-level
level | message-size size | transport-method
{email | http}}}

R 74 |switch# show callhome destination-profile =

[profile name] I SRR OFE T R 7 7 A M
TomeRTLET,
X w75 |switch(config)# copy running-config GEa=
startup-config U 7= hBETY R Y — MRS T

T4 X2l —a A X— T v
V74 Fal—vgilar—LT, &
A KGEHNRTE L E T,

KIZ, Smart Call Home D%8%c 7" 1 7 7 A W EAERT D61 %R L ET,

switch# configuration terminal
switch (config)# callhome
switch (config-callhome) # destination-profile Nocl0l format full-text

BETAIT7AILDER

EREHELT P ERDILE T 0 7 7 A VOROBHIELZERE TEET,

BT RVA T I7—bMOEREHRERDIEREDT FLA (M7 U AKR— b A =X LR
LET) .

Ryt—V Txp—<v b : TIT— b EEIMHEHAINDAIA Y E—Y T —~v F (ZVTF
ARM, Ya—hFTFFAX M, F2EXML)

Ay —T L-UL s D57 a7 7 A LD Call Home X v ®B— OEKE,

A=V YA X ZO5IT 0T 7 A NVDEF A=/ T B L AZEE STz Call Home
){ V'{Z%V@E éo

Y

GE) CiscoTAC-1 58570 7 7 A WMIFEF L2 ITHIRTE £/ A,

Cisco Nexus 5500 ') —X NX-08S VA FLEEA D74 Xal—>3> HA K 1J1)—X6.0(2)N1(1)
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FIE

sixTnrrL0zE |}

ARV RFERETIVa Yy

S

ATy T

switch# configure terminal

Jya—r L ar 7 4 ¥ al— gy T— RERth
L\i—gqo

ATy T2

switch(config)# callhome

SmartCallHome 27 4 ¥ =2 L — g3 EF— K%
BEE L F9,

ATvT3

switch(config-callhome)#
destination-profile {name |
full-txt-destination |
short-txt-destination} email-addr
address

L YPEREILERF LD T 1T 7 A T
BIA—NT RLAZRIELET, 5ikTw 7y
AT, TR SO DO T A—/L T R LA ZK
ETEET,

ATvT4

destination-profile {name |
full-txt-destination |
short-txt-destination}
message-level number

Z o7 a7 74 ® CallHome A v E—T D
BEREAFRTE LET, Call Home EREN—EKT
L, FITENULETHDL T 7— DB, ZD
7T 7 A INVOSIEITEGE SIVET . number |Z
FBETZA#MIZI0~9 TY, OIIRAKDODEKRE
AR LET,

ATy T5

switch(config-callhome)#
destination-profile {name |
full-txt-destination |
short-txt-destination}
message-size number

TOBETa T A INVDRRA Yy E— YA X
RE LET, full-txt-destination OEDOEIFHIL 0 ~
5000000 T. 7 7 # /L M 2500000 T,
short-txt-destination O DOHIPHIL 0 ~ 100000 T,
77 4V R X 4000 T3, CiscoTAC-1 TiE, fii
5000000 T, ZAVUIEEARATRETT,

ATvT6

switch# show callhome
destination-profile [profile name]

(=
1 DFEIFEE DT 07 7 A VT D EH
EFRLET,

ATy T1

switch(config)# copy
running-config startup-config

(&

V7 —bhBLWNY A — MNRFIZFEITa 7 4 ¥
L—ya v EAFX— R NT vy ary7 4¥alb—
valabt— LT, BEEZKEANIRFELETS

RIZ, CallHome D707 v A N EEET HH1 %2R LET,

switch# configuration terminal
switch(config)# callhome
switch (config-callhome) # destination-profile full-text-destination email-addr
personf@example.com
switch (config-callhome) # destination-profile full-text-destination message-level 5
switch(config-callhome) # destination-profile full-text-destination message-size 10000
switch (config-callhome) #
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B 7>5-t+7Lr—FemEdnrrqLnryez—ay

RDIEFE

Smart Call Home D% E |

TI—h IN—TF sk Ta 7y A V2TV o— M LET,

TS5— T I—TERETOT7AILDODTYIY I — 30

FIE

AT RFEREETOVa Y

=)

ATy T

switch# configure terminal

Ja—sar7 4 Fal—aryE—F
ZHRE L E7,

ATvT2

switch(config)# callhome

SmartCallHome 2> 7 f ¥ 2 L — 3 &—
FEBIEL F 9,

ATvT3

switch(config-callhome)#
destination-profile name alert-group
{All | Cisco-TAC | Configuration |
Diagnostic | Environmental | Inventory
| License | Linecard-Hardware |
Supervisor-Hardware |
Syslog-group-port | System | Test}

TI—hITN—TH DT T A
WZrYyvxz—hLET, F—TU— NANZfE
LT, 3R_XTOTI—hK I V—T%ZD
i 7y AT Y — Rk LET,

ATv T4

switch# show callhome
destination-profile [profile name]

(Casy=s
1 S>FE IO LT 7 7 A VBT 5
BHwrEFrLET,

ATy T5

switch(config)# copy running-config
startup-config

(CEs=%

V7 —hBEWY AZ— MRRIZF T 7 o
Xal—valEAX—R Ty arry
Fal—igiiar’ — LT, BEZKEEHD
R LET,

WIZ, TX_XTCOTT— bk INA—T%5E5E70 7 7 AV NoclOl IZBHHEAT T 6] 2R L ET,

switch# configuration terminal
switch (config)# callhome

switch (config-callhome) # destination-profile NoclOl alert-group All
switch (config-callhome) #

ROER

f£&E CTshow 2~ R&ET7T I —k ZJA—712BML., SMIPEFA—/V b—R"EHRELET,

i Cisco Nexus 5500 < ') —ZANX-0S VRTLEEaA Y I4XalL—3>y HA K 1J—Z6.0(2)N1(1)
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75—t sn—F~oshowavr roEm [l

75—k JIL—T~®show 27> FDEM

1ODT7 77—k NV —FIZa—PEHKRD CLIshow 2~ RE S5 OETHV LB THI LENTEE

B
FIE
ARV RFEREET7TIVa Y ]3]
2Ty 1 switch# configure terminal Ja—nN)ary7 4 Fal—rvaryE— K%
BAga L E T
ATvT2 switch(config)# callhome Smart CallHome 2> 7 4 ¥ =2 L —T 3 ¥ F—
RZBis L £,
XTFv T3 switch(config-callhome)# alert-group [show =~ > R H%E2, ZO7 75—k 21—
{Configuration | Diagnostic | 2248 S4L7z Call Home A »E— 0B L
Environmental | Inventory | License A7 show T v RIS AV I AR B L
| Linecard-Hardware | ER
Supervisor-Hardware | °
Syslog-group-port | System | Test} | (G¥) CiscoTAC-1 554571 7 7 A JVIZiL,
user-def-cmd show-cmd 2 —YEFKD CLIshow 2~ KB
mTEEHA,
ATFvS4 switch# show callhome (==
user-def-cmds 7T b A=A M E R R T D2 —
EFEshow 2~ > NI O HEFR L ET,
ATFvTH switch(config)# copy running-config| ({1-)

startup-config

V7= FBLNY R¥— MNERZFE T2 7 4
X2l —varrEAY— T v T ar74¥a
L—y g lab— LT, BE&2KEMICRT
LEd,

RIZ, show ip routing =~ > K% Cisco-TAC 77— bk Z —FZBMT 562~ LET,

switch# configuration terminal
switch (config)# callhome

switch (config-callhome) # alert-group Configuration user-def-cmd show ip routing
switch (config-callhome) #

RDIEE

SMTP &+ A —/V Y — N8R9 5 &L D 12 Smart Call Home Z 5% L £ 7,

Cisco Nexus 5500 1) — X NX-08S R FLEHEOVIJ4XalL—3> HA F 1) 1J—X6.0(2)N1(1)
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B E74— LY ORMEORE

BT A~ Y= ORAORE

Call Home BEBEDNENET 2 L 9 SMTP — 7 FLZAZHEL T, EHRETLBIORELEET
A= T RLALRETEET,

FIE

Smart Call Home D% E |

AT RFEREETI VI Y

=)

ATy T

switch# configure terminal

Jua—)LaryZ7 4 FXal—arET— NEH
WBLET,

ATvT2

switch(config)# callhome

Smart CallHome 22> 7 4 ¥ a2l — a3y £— K
ZEE L F 9,

ATvT3

switch(config-callhome)#
transport email smtp-server
ip-address [port number] [use-vrf
vrf-name)

SMTPH%— 3%, KA A F—AHP—s3 (DNS)
4. IPvA T RL A, £770ZIPv6 7 R L ZADWNT
nmeLTHRELET,

portnumber OFIFHIL 1 ~ 65535 T4, T 7+ /L
FDOR— FEFIF 25 T,

Z D SMTP — L BETHEIHEHAT D LD
fEETVRF ZFHECTEET,

ATvT4

switch(config-callhome)#
transport email from
email-address

(EE)
Smart Call Home A vt —Y DE(FILE T A —/L
74— FERELET,

ATvTh

switch(config-callhome)#
transport email reply-to
email-address

()
Smart Call Home A v & — Y DR[EHLE T A —/L
T4V RERELET,

ATvT6

switch# show callhome
transport-email

EE)
Smart Call Home D1 A — /L% EIZ BT 5 1HH
EERRLET,

ATy IT1

switch(config)# copy
running-config startup-config

(=5)

V77— BN AXZ— REFICFEfTa 7 4 F 2
L—ya B AR— Ty T ary7 4¥al—
vailav— LT, BEEKBEIICHRTLE
ﬂ—o

%IZ, Smart CallHome A v —DE A A=V A7V a v ERETDHHZ2RLET,

switch# configuration terminal
switch (config)# callhome
switch (config-callhome)# transport email smtp-server 192.0.2.10 use-vrf Red
switch(config-callhome) # transport email from person@example.com

i Cisco Nexus 5500 < ') —ZANX-0S VRTLEEaA Y I4XalL—3>y HA K 1J—Z6.0(2)N1(1)
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e o~y a0z

switch (config-callhome) # transport email reply-to person@example.com
switch (config-callhome) #

ROIEXE
EMHIRA R N BRMMERELET,

EHARTEA AR M) BRDEETE

N= R 2T DA Xy NUERIZINZ T, 735 A ETBEA X—T MR >TWAHTRTO
V7 M7= = RABLIOFETHOTRTOY 7 v =27 —EZADA o _0 h VIS5
A=V EEYNCEETDOIEICAAL v TFERETETET, AA vF X2 DD Smart Call
Home 1#%1 (EHIMRRE A v —V L EMRA v _U Y Ao —) B2AEKRKLET,

FIE
ARV FFEREETIVa Yy EL:y)
ATFwvT1 switch# configure terminal rJa—)ary 7 4 X2 lb— g F— RaH
BLET,
ATvT2 switch(config)# callhome Smart CallHome 2> 7 4 ¥a L— 3 > F— K
ZBM L ET,
ZFvT3 switch(config-callhome)# EIIA vy N A vb—VRBRELE
periodic-inventory notification |-
[interval days] [timeofday time]
interval days O#iH(X 1 ~ 30 H T,
T 74V MNET HTT,
timeofday time /X HH:MM 7 #—~ > K CT7,
ATFw T4 switch# show callhome UEE)
Smart Call Home (ZBT 2 fF @A R R L £,
25w 75 | switch(config)# copy (%)
running-config startup-config |y > — L35 LNy R & — W ISTaL T P
L=y a ARG — Ty ar7 4 ¥ab—
Yalae—LT, EEZKRICHREF L E
R

WIZ, B aVR—F% 2 F AvbE—VE 20 B ICAERT AL IBRETAHERLET,

switch# configuration terminal

switch(config)# callhome

switch (config-callhome) # periodic-inventory notification interval 20
switch (config-callhome) #

Cisco Nexus 5500 1) — X NX-08S R FLEHEOVIJ4XalL—3> HA F 1) 1J—X6.0(2)N1(1)
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B =4y t—omlnFst—JLt

RDIEFE

HEA =V ET 42— VI LET,

EEA v E—VMBIOT «E—TIL1iE

FLANRY MIOWTEETHIHEBEA v E—VOREHIRTEEST, 774V FTIE, A vTF
EELA N MCOWTEZETHIEBEA v —V0MEFIR L £, 2 BB ORRIRAN TRE S
NEEEEA VOR300 AvE—VEBIDE, AL YFIERLTI— K ZA TOLFED
Ay —VEREELET,

FIE

Smart Call Home D% E |

ARV RFERETI Ay

E:)

&M

switch# configure terminal

Ja—n)ar7 4 FXal—iary ET— K&
B ET,

ATy T2

switch(config)# callhome

Smart CallHome 2> 7 4 ¥ 2L — 3 F— K
ZRE L E T,

ATvT3

switch(config-callhome) # no
duplicate-message throttle

Smart Call Home D EE A v ¥ — %5 1 & —
T LET,

HHEA v E—VWlNET 7 4L b TA =TV
T‘d‘o

ATv74

switch(config)# copy
running-config startup-config

(£E)

V77— hBLONY RZ— RERHIF Ta 7 F =
L=y gV B AZ— Ty a7 4 ¥alb—
vavilav—L T, BEEKENIHRELE
KR

;I BEA v v—VWHE2T 0 =TT D0l aR L E T,

switch# configuration terminal
switch(config)# callhome

switch (config-callhome)# no duplicate-message throttle
switch (config-callhome) #

SLONES

Smart Call Home % 1 *—7 /LI LE T,

i Cisco Nexus 5500 < ') —ZANX-0S VRTLEEaA Y I4XalL—3>y HA K 1J—Z6.0(2)N1(1)
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Smart Call Ho

Smart Call Home O *— I LikE=FF+2—Iutt

me DA +—JILLFE=ITT 4 E—TILiE

FIE
ARV RFERETIaYy |HW
ATFvT1 switch# configure terminal Ja—nN)ar7 4 Xal—aryEF— RRu2H
BLUET,
ATvT2 switch(config)# callhome Smart Call Home =127 4 ¥ 2 L—3 3 v £—F
PR L E T,
ATV7T3 switch(config-callhome) # [n0] | Smart Call Home % % — 7 /VE /2137 1 —7
enable M LET,
Smart Call Home |Z, 77 4 /L h TT 4 E—7 /L
T
27y 74 switch(config)# copy (i
running-config startup-config | ) > — L35 L (NY 2 & — MBFICEfTFaL T 4 X 2
L=y a VB AZ— Ty a7 4Fal—
Yavilav—L T, HEEZKHRICHRETELE
EE

KIZ, Smart Call Home %A F—7 /MZT D 2R LET,
switch# configuration terminal
switch (config)# callhome

switch (config-callhome) # enable
switch (config-callhome) #

RDEE
EETT AR AvE—VEERLET,

Smart Call Home X ED T X k

[T L& BHIIC
T AT 7 ANDA =T LoULR 2L TFICREINTWDS Z & 2R LET,

il SmartCall Home D7 A NI, 3777 A NDA =2 LYULRN 3L EICERESNTH

AN RS S U

| 0L-27903-01-J
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Smart Call Home D% E |

. Smart Call Home % DFER

Smart Call

i Cisco Nexus 5500 < ') —ZANX-0S VRTLEEaA Y I4XalL—3>y HA K 1J—Z6.0(2)N1(1)

FIE
ARV RFEREETIVa Yy B#Y
2ATFvT1 switch# configure terminal JTa—r ) ar7 4 ¥al— gy E— K%
BAtE L E7
ATvT2 switch(config)# callhome Smart Call Home =7 4 ¥ a2 L—3/ 5 E—
NZBia L ET,
ATvT3 switch(config-callhome) # BE SNIZ TR T OSEIEITHRE D Smart Call
callhome send diagnostic Home & % h A vt —InEELET,
ATvTAa switch(config-callhome) # RESNTZT NTOHRICT AR A v =%
callhome test EELET,
2T TS switch(config)# copy ()
running-config startup-config |y 7 — LB Y 2 x— FERCHITaL T o
Xal—valaAF— Ty 7ar7 ¥a
L—ya Al a e — LT, BEEKGEICRAT
LET,

&IZ. Smart Call Home % A F—7 /W T 5%~ LET,

switch# configuration terminal

switch(config)# callhome

switch (config-callhome)# callhome send diagnostic
switch (config-callhome) # callhome test

switch (config-callhome) #

Home %7 D &R

RIEZWHRT 212, KOVWThrD <y FEEHLET,

avwUR B8

switch# show callhome Call Home D AT —X A% FRr LET,

switch# show callhome destination-profile name |1 >F 7~ 3% D Call Home 5557w 7 7 A /L
ARALET,

switch# show callhome pending-diff B8 H D Smart Call Home 5% i€ & 32177 @ Smart
Call Home R EDEWEF L E1,

switch# show callhome status Smart Call Home A7 — % A% FRKx L F7,

0L-27903-01-J |



I Smart Call Home D&
I FER MR TOsyslog 75— FEAOH I

avUFR E]:3)

switch# show callhome transport-email Smart Call Home OE A — /LR ELXFERLE
ﬁ—o

switch# show callhome user-def-cmds EEOT 7—F 7 N—7IZBMENTZCLIa~

Y ReFRRLET,

switch# show running-config [callhome | SmartCallHome D EfTa > 7 4 X2 L — g
callhome-all] AEELET,
switch# show startup-config callhome SmartCallHome DA X — 7 v a7 4 X =

L—yaraERnLET,

switch# show tech-support callhome Smart Call Home D7 7 =h /L ¥ — N H%
FRLET,

JIL TXRX MK TO syslog 75— L@EEIDHI

OB TIL, syslogmR— ks 7T — K Z)V—TBHO7 NV TXFAMEXERLET,

source:MDS9000

Switch Priority:7

Device Id:WS-C6509Q@CE@FGE@07120011

Customer Id:Example.com

Contract Id:123

Site Id:San Jose

Server Id:WS-C6509Q@CEFGE@07120011

Time of Event:2004-10-08T11:10:44

Message Name:SYSLOG ALERT

Message Type:Syslog

Severity Level:2

System Name:10.76.100.177

Contact Name:User Name

Contact Email:person@example.com

Contact Phone:+1-408-555-1212

Street Address:#1234 Any Street, Any City, Any State, 12345
Event Description:2006 Oct 8 11:10:44 10.76.100.177 %PORT-5-IF TRUNK UP:
%SVLAN 1%$ Interface e2/5, vlan 1 is up
syslog facility:PORT

start chassis information:

Affected Chassis:WS-C6509

Affected Chassis Serial Number:FGQ@07120011
Affected Chassis Hardware Version:0.104
Affected Chassis Software Version:3.1 (1)
Affected Chassis Part No:73-8607-01

end chassis information:

XML 2 TD syslog 7 5 — L EEI DB

WOBITIE, syslog R— K~ 77— K~ Z—7@HO XML EXZRLET,

From: example
Sent: Wednesday, April 25, 2007 7:20 AM

Cisco Nexus 5500 1) — X NX-08S R FLEHEOVIJ4XalL—3> HA F 1) 1J—X6.0(2)N1(1)
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Smart Call Home D% E |

XML #2 T D syslog 7 5 — k@010l

To: User (user)

Subject: System Notification From Router - syslog - 2007-04-25 14:19:55
GMT+00:00

<?xml version="1.0" encoding="UTF-8"7?>

<soap-env:Envelope xmlns:soap-env="http://www.w3.0rg/2003/05/soap-envelope">
<soap-env:Header>

<aml-session:Session xmlns:aml-session="http://www.example.com/2004/01/aml-session"
soap-env:mustUnderstand="true" soap-env:role=
"http://www.w3.0rg/2003/05/soap-envelope/role/next">
<aml-session:To>http://tools.example.com/services/DDCEService</aml-session:To>
<aml-session:Path>
<aml-session:Via>http://www.example.com/appliance/uri</aml-session:Via>
</aml-session:Path>
<aml-session:From>http://www.example.com/appliance/uri</aml-session:From>
<aml-session:MessageId>M2:69000101:C9DIE20B</aml-session:MessageId>
</aml-session:Session>

</soap-env:Header>

<soap-env:Body>

<aml-block:Block xmlns:aml-block="http://www.example.com/2004/01/aml-block">
<aml-block:Header>
<aml-block:Type>http://www.example.com/2005/05/callhome/syslog</aml-block:Type>
<aml-block:CreationDate>2007-04-25 14:19:55 GMT+00:00</aml-block:CreationDate>
<aml-block:Builder>

<aml-block:Name>Cat6500</aml-block:Name>
<aml-block:Version>2.0</aml-block:Version>

</aml-block:Builder>

<aml-block:BlockGroup>
<aml-block:GroupId>G3:69000101:C9F9E20C</aml-block:GroupId>
<aml-block:Number>0</aml-block:Number>
<aml-block:IsLast>true</aml-block:IsLast>
<aml-block:IsPrimary>true</aml-block:IsPrimary>
<aml-block:WaitForPrimary>false</aml-block:WaitForPrimary>
</aml-block:BlockGroup>

<aml-block:Severity>2</aml-block:Severity>

</aml-block:Header>

<aml-block:Content>

<ch:Call Home xmlns:ch="http://www.example.com/2005/05/callhome" version="1.0">
<ch:EventTime>2007-04-25 14:19:55 GMT+00:00</ch:EventTime>
<ch:MessageDescription>03:29:29: $CLEAR-5-COUNTERS: Clear counter on all
interfaces by console</ch:MessageDescription>

<ch:Event>

<ch:Type>syslog</ch:Type>

<ch:SubType>

</ch:SubType>

<ch:Brand>Cisco Systems</ch:Brand>

<ch:Series>Catalyst 6500 Series Switches</ch:Series>

</ch:Event>

<ch:CustomerData>

<ch:UserData>

<ch:Email>person@example.com</ch:Email>

</ch:UserData>

<ch:ContractData>

<ch:CustomerId>12345</ch:CustomerId>

<ch:SiteId>building 1</ch:SiteId>
<ch:ContractId>abcdefgl2345</ch:ContractId>
<ch:DeviceId>WS-C6509@CE69000101</ch:Deviceld>

</ch:ContractData>

<ch:SystemInfo>

<ch:Name>Router</ch:Name>

<ch:Contact>

</ch:Contact>

<ch:ContactEmail>user@example.com</ch:ContactEmail>
<ch:ContactPhoneNumber>+1-408-555-1212</ch:ContactPhoneNumber>
<ch:StreetAddress>#1234 Any Street, Any City, Any State, 12345
</ch:StreetAddress>

</ch:SystemInfo>

</ch:CustomerData>

<ch:Device>

<rme:Chassis xmlns:rme="http://www.example.com/rme/4.0">
<rme:Model>WS-C6509</rme:Model>
<rme:HardwareVersion>1.0</rme:HardwareVersion>
<rme:SerialNumber>69000101</rme:SerialNumber>

<rme:AdditionalInformation>
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XML 2= T D syslog 7 5 — k@105 [ |

<rme:AD name="PartNumber" value="73-3438-03 01" />

<rme:AD name="SoftwareVersion" value="4.0(20080421:012711)" />

</rme:AdditionalInformation>

</rme:Chassis>

</ch:Device>

</ch:Call Home>

</aml-block:Content>

<aml-block:Attachments>

<aml-block:Attachment type="inline">

<aml-block:Name>show logging</aml-block:Name>

<aml-block:Data encoding="plain">

<! [CDATA[Syslog logging: enabled (0 messages dropped, 0 messages

rate-limited, 0 flushes, 0 overruns, xml disabled, filtering disabled)

Console logging: level debugging, 53 messages logged, xml disabled,

filtering disabled Monitor logging: level debugging, 0 messages logged,

xml disabled, filtering disabled Buffer logging: level debugging,

53 messages logged, xml disabled, filtering disabled Exception

Logging: size (4096 bytes) Count and timestamp logging messages: disabled

Trap logging: level informational, 72 message lines logged

Log Buffer (8192 bytes):

00:00:54: curr is 0x20000

00:00:54: RP: Currently running ROMMON from F2 region

00:01:05: %SYS-5-CONFIG I: Configured from memory by console

00:01:09: $SYS-5-RESTART: System restarted --Cisco IOS Software,

s72033_rp Software (s72033_rp-ADVENTERPRISEK9 DBG-VM), Experimental

Version 12.2(20070421:012711) Copyright (c) 1986-2007 by Cisco Systems, Inc.

Compiled Thu 26-Apr-07 15:54 by xxx

Firmware compiled 11-Apr-07 03:34 by integ Build [100]00:01:01: $PFREDUN-6-ACTIVE:
Initializing as ACTIVE processor for this switch00:01:01: %SYS-3-LOGGER_FLUSHED:

System was paused for 00:00:00 to ensure console debugging output.00:03:00: SP: SP:
Currently running ROMMON from F1l region00:03:07: %$C6K PLATFORM-SP-4-CONFREG BREAK

_ENABLED: The default factory setting for config register is 0x2102.It is advisable
to retain 1 in 0x2102 as it prevents returning to ROMMON when break is issued.00:03:18:
$SYS-SP-5-RESTART: System restarted --Cisco IOS Software, s72033 sp Software
(s72033_sp-ADVENTERPRISEK9 DBG-VM), Experimental Version 12.2(20070421:012711)Copyright
(c) 1986-2007 by Cisco Systems, Inc.

Compiled Thu 26-Apr-07 18:00 by xxx

00:03:18: $SYS-SP-6-BOOTTIME: Time taken to reboot after reload = 339 seconds

00:03:18: $OIR-SP-6-INSPS: Power supply inserted in slot 1

00:03:18: $C6KPWR-SP-4-PSOK: power supply 1 turned on.

00:03:18: $OIR-SP-6-INSPS: Power supply inserted in slot00:01:09: $SSH-5-ENABLED:
SSH 1.99 has been enabled

00:03:18: $C6KPWR-SP-4-PSOK: power supply 2 turned on.

00:03:18: $C6KPWR-SP-4-PSREDUNDANTMISMATCH: power supplies rated outputs do not match.

00:03:18: $C6KPWR-SP-4-PSREDUNDANTBOTHSUPPLY: in power-redundancy mode, system is
operating on both power supplies.

00:01:10: %CRYPTO—6—ISAKMP_ON_OFF: ISAKMP is OFF

00:01:10: %CRYPTO-6-ISAKMP_ON OFF: ISAKMP is OFF

00:03:20: S$C6KENV-SP-4-FANHIOUTPUT: Version 2 high-output fan-tray is in effect

00:03:22: $C6KPWR-SP-4-PSNOREDUNDANCY: Power supplies are not in full redundancy,
power usage exceeds lower capacity supply

00:03:26: SFABRIC-SP-5-FABRIC MODULE ACTIVE: The Switch Fabric Module in slot 6
became active.

00:03:28: %$DIAG-SP-6-RUN_MINIMUM: Module 6: Running Minimal Diagnostics...

00:03:50: %$DIAG-SP-6-DIAG OK: Module 6: Passed Online Diagnostics

00:03:50: $OIR-SP-6-INSCARD: Card inserted in slot 6, interfaces are now online

00:03:51: %DIAG-SP-6-RUN_MINIMUM: Module 3: Running Minimal Diagnostics...

00:03:51: %$DIAG-SP-6-RUN MINIMUM: Module 7: Running Minimal Diagnostics...

00:03:51: %DIAG-SP-6-RUN_MINIMUM: Module 9: Running Minimal Diagnostics...

00:01:51: SMFIB CONST RP-6-REPLICATION MODE CHANGE: Replication Mode Change Detected.
Current system replication mode is Ingress

00:04:01: %DIAG-SP-6-DIAG_OK: Module 3: Passed Online Diagnostics

00:04:01: $OIR-SP-6-DOWNGRADE: Fabric capable module 3 not at an appropriate hardware
revision level, and can only run in flowthrough mode

00:04:02: $OIR-SP-6-INSCARD: Card inserted in slot 3, interfaces are now online

00:04:11: %DIAG-SP-6-DIAG_OK: Module 7: Passed Online Diagnostics

00:04:14: $OIR-SP-6-INSCARD: Card inserted in slot 7, interfaces are now online

00:04:35: %DIAG-SP-6-DIAG_OK: Module 9: Passed Online Diagnostics

00:04:37: $OIR-SP-6-INSCARD: Card inserted in slot 9, interfaces are now online

00:00:09: DaughterBoard (Distributed Forwarding Card 3)

Firmware compiled 11-Apr-07 03:34 by integ Build [100]

00:00:22: $SYS-DFC4-5-RESTART: System restarted --

Cisco DCOS Software, c6lc2 Software (c61lc2-SPDBG-VM), Experimental Version 4.0

Cisco Nexus 5500 1) — X NX-08S R FLEHEOVIJ4XalL—3> HA F 1) 1J—X6.0(2)N1(1)
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XML #2 T D syslog 7 5 — k@010l

(20080421:012711)Copyright (c) 1986-2008 by Cisco Systems, Inc.

Compiled Thu 26-Apr-08 17:20 by xxx

00:00:23: DFC4: Currently running ROMMON from F2 region

00:00:25: $SYS-DFC2-5-RESTART: System restarted --

Cisco IOS Software, c6slc Software (c6slc-SPDBG-VM), Experimental Version 12.2
(20070421:012711)Copyright (c) 1986-2007 by Cisco Systems, Inc.

Compiled Thu 26-Apr-08 16:40 by usernamel

00:00:26: DFC2: Currently running ROMMON from F2 region

00:04:56: %$DIAG-SP-6-RUN_MINIMUM: Module 4: Running Minimal Diagnostics...
00:00:09: DaughterBoard (Distributed Forwarding Card 3)

Firmware compiled 11-Apr-08 03:34 by integ Build [100]

slot id is 8

00:00:31: $FLASHFS HES-DFC8-3-BADCARD: /bootflash:: The flash card seems to

be corrupted

00:00:31: $SYS-DFC8-5-RESTART: System restarted --

Cisco DCOS Software, c6lc2 Software (c61lc2-SPDBG-VM), Experimental Version 4.0
(20080421:012711)Copyright (c) 1986-2008 by Cisco Systems, Inc.

Compiled Thu 26-Apr-08 17:20 by usernamel

00:00:31: DFC8: Currently running ROMMON from S (Gold) region

00:04:59: %DIAG-SP-6-RUN_MINIMUM: Module 2: Running Minimal Diagnostics...
00:05:12: %DIAG-SP-6-RUN_MINIMUM: Module 8: Running Minimal Diagnostics...
00:05:13: %$DIAG-SP-6-RUN MINIMUM: Module 1: Running Minimal Diagnostics...
00:00:24: $SYS-DFC1-5-RESTART: System restarted --

Cisco DCOS Software, c6slc Software (c6slc-SPDBG-VM), Experimental Version 4.0
(20080421:012711)Copyright (c) 1986-2008 by Cisco Systems, Inc.

Compiled Thu 26-Apr-08 16:40 by usernamel

00:00:25: DFCl: Currently running ROMMON from F2 region

00:05:30: %$DIAG-SP-6-DIAG OK: Module 4: Passed Online Diagnostics

00:05:31: %SPAN—SP—6—SPAN_EGRESS_REPLICATION_MODE_CHANGE : Span Egress HW

Replication Mode Change Detected. Current replication mode for unused asic
session 0 is Centralized

00:05:31: %SPAN—SP—6—SPAN_EGRESS_REPLICATION_MODE_CHANGE : Span Egress HW

Replication Mode Change Detected. Current replication mode for unused asic
session 1 is Centralized

00:05:31: $OIR-SP-6-INSCARD: Card inserted in slot 4, interfaces are now online
00:06:02: %$DIAG-SP-6-DIAG_OK: Module 1: Passed Online Diagnostics

00:06:03: $OIR-SP-6-INSCARD: Card inserted in slot 1, interfaces are now online
00:06:31: %DIAG-SP-6-DIAG_OK: Module 2: Passed Online Diagnostics

00:06:33: $OIR-SP-6-INSCARD: Card inserted in slot 2, interfaces are now online
00:04:30: %$XDR-6-XDRIPCNOTIFY: Message not sent to slot 4/0 (4) because of IPC
error timeout. Disabling linecard. (Expected during linecard OIR)

00:06:59: %$DIAG-SP-6-DIAG_OK: Module 8: Passed Online Diagnostics

00:06:59: %OIR-SP-6-DOWNGRADE EARL: Module 8 DFC installed is not identical to
system PFC and will perform at current system operating mode.

00:07:06: $OIR-SP-6-INSCARD: Card inserted in slot 8, interfaces are now online

Router#]]>

</aml-block:Data>

</aml-block:Attachment>

</aml-block:Attachments>

</aml-block:Block>

</soap-env:Body>

</soap-env:Envelope>
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gy

O—)L/\N\Y T DEERTE

ZOEOAFIT, KD LEBY TT,

* RNy 7 OB, 149 N

* m— LNy 7 OIEEFHEB LORIKIFE, 149 ~—
* Fx v IRA L FOERK, 150 X—

s m— LNy DFEE 151 =T

* I— LNy AT X2 b— g CORMER, 152 X—

A—)L/\v 9 D=

n—L Ny JHSRERET A L, CiscoNX-OS D7 4 Fal—arDAFyFay b
ida—Y Foz v 7 RS bEFHLT, A4y T2V r—KFLa{TH, WOTHLZDaY
T4 Fal—va kAL vy FICHEATEET, HROLLERETONT, F=v s RS
FCRE SN TV DEREIC DWW TEHMAPZRMEN 2 TH, n— Ny JHfEEZFHAL T, 0
FrvIRAL N a7 44X a2l — g AEATEET,

WOTYH, IEDFE(Ta L 74 Fal—arDF v I RAY hab —%2{ERTXF4, Cisco
NX-OSIZZDF = v Z7HRA > hEASCL 7 7 A /L& LTIRIFT DD T, 3k, D7 7 A )V E&1fH
HALT, 72y 74Fal—rarzFov/RA N ary7 o Falb—yaijia—nn\y
JTCEET, BEOTF =y I RA U FEERT DL, FITa20 74 Falb—varO3EIER
N=Ta VERFTEET,

FlTar7 4 Xal—varkn— I N\y 45L&, atomicﬂ*—/b/§/772§j\éﬁiéﬁ5:k75§
T&EE7, atomic #—/b/Ny 7 TiX, =T —=DBRELLNSTZHEICRY . v— "y 7 2 FT
L/ij‘o

O—J)L\Y I DFERIES L UHIHNEIE

=Ly 7B D RGERF O EFE LUK ST, RO LB TT,
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a—LnvsnRE |

Fryv IS4 bDIER

PERTEDF = v I RA v b I E—DRKREIT 10 T,

CHAIAAL T OT = IHRA L N T ANENDAL v TFICHMAT 2 EIETEERA,

Tz I RA N Ty ANADESIE, K75 XFTT,

CFx v IRA L NDT 7 ANADEEE system [T 5 Z EITTEEHA,

CF Vv IRA L DT 7 ANLDIIHEE auto [T HZ LN TEET,

Tz IRA L NDT 7 A NE %, summary F 721X summary DREFEIZT HZ E N TEE T,

*FCOE #A X —TNITDHE, T=v 7 RAY MBIOREDR —/V Ny 7 ORREIZT «
=T £,

*FxyIRA LN, BNy T FRFFE T T A X 2=V a B AZ— T v
VT 4 X2l —var~Dat—EEFCETTE OO, 1 22—V T,

* write erase 35 X W reload =~ REANTTHE, Fov 2 R"A 2 FRHIBRENET, clear
checkpoint database =7~ > RZEHT 5L, T RXTOF = v 7HRA N 77 A VEHIFRTE
\i—g—o

T =TTy aTTFvIARA Y FEER LGS, a— "y 7 OFITRNEFEIT VAT
AaryT74FXal—rarEOEWVIETTET, EERL) tRESNET,

cFxv s KA MIAAL v FIZHK L Cr—H L TT,

* checkpoint 35 X U checkpoint checkpoint name 2~ > R&fH L CTER S NIZTF = v 7R A
NI, TRTCDAAL v FD 1 DODAAL v F A —_"—Zx L THEIELET,

* TR 7Ty alfOT 7 AN ~Dr—/L 3Ny 7L, checkpoint checkpoint name 2~ K%
AL TERSNTE 7 7 AV TOHRYR— FIET, D ASCH XA T D7 7 A L TidH
A= ENEEA,

Ty IRAL NOARNE—BICT HMENRS Y £7, VRN LIETF =y 7R A v &
FCARCEEETLZILITTEEEA,

* CiscoNX-0S =< > RiZ CiscoI0S 2~ > RERRZLEANH Y £1°,

Frv R4 bDOER

i Cisco Nexus 5500 < ') —ZANX-0S VRTLEEaA Y I4XalL—3>y HA K 1J—Z6.0(2)N1(1)

1 EDAAL v FTHERR TE DAL T4 X2l —a DR KRFzy R AL N IT 10 T,

FIE

AR FFERERETIY3ry BB

Z 5 F1 |switch# checkpoint { [ cp-name| o—4 F = v 7 KA > N ETZT 7 A ADNFRD

] [ description descr ] | file WXL T, FETHoary74Xal—yar0Fzy
file-name IRA U NEERLET, FxvZ R A2 MR
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| a—wnvsromE

O—JL/\y o DR

ARV RFERETOVa Y

S0

&1

switch# checkpoint stable

K8 XFDEEDORYTEFEHTEEFI, AX—
ALEDHLITTEERA, FovIRA L "N %
FBELRDoT28E ., CiscoNX-OS 1IF = v 7 iRA v

k4 % user-checkpoint-<number> (X E L 7, 2
“C number /% 1 ~ 10 DfE T,

description (Z1%, A ~—Z {58 TR 80 SCF D FEHK

FEREETEET,
R 72 |switch# no checkpointcp-name | ({1-3&)
checkpoint 2~ > RO no JTEA AT 2L, F= v
fi JRA LV NAEHIBRTEET,
switch# no checkpoint stable
delete =~ > FEZHHL T, F=v IR A L N T774
IEHIBRTEET,
AT w73 |switch# show EE) Fzv IR MOAFERRLET,

checkpointcp-name [ all |

i
switch# show checkpoint
stable

O—JL/\y o DELE

Frv I RAY NVAETFIZT 7 ANCE— LNy 7 B EETXET,

m—/L Ny 7 e G DR

W2, BEOary 74 Falb—varFhirEIN TS ary7 4 Xalb—v g rEER LT
HY—AELEDTF =y IV RA v FEDER PR R TEET,

Y

GE) atomic T —/L Ny JHIZREAERTH E, a—A "y 7 3RRLET,
FIE
ARV RFEERTIVa Y ]3]
AT w71 |show diff rollback-patch {checkpoint src-cp-name| ) — 2 L535eDF = v 7R A > M
| running-config | startup-config | file source-file} | e 237 L £ 4,

| 0L-27903-01-J

startup-config | file dest-file}

{checkpoint dest-cp-name | running-config |
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B v avrsFaL—vavora

a—LnvsnRE |

ARV RFEREETIVa Y

E:g)

&1 -

stable
running-config

switch# show diff rollback-patch checkpoint

X 72 |rollback running-config {checkpoint cp-name | file| = 5 — 3354 U721 T 7T, FEE X

cp-file} atomic

Bl :

stable

switch# rollback running-config checkpoint

- F v IRA L NEETZIZT 7 A
JLA~D atomic 7 —/L /N 7 ZAERK
L/i‘j‘o

WIZ, T2 IRV N 77 ANEERL, KRIZ, 2—% F = v 7R A 2 b ~D atomic 2 —

Ny 7 EFETTHHERLET,

switch# checkpoint stable

switch# rollback running-config checkpoint stable atomic

A—J)L/\yY a4 FaL—2 a3 NS

B—bNy 7 DFREZFRT DITIE, ROWTNNDOIEEZITVET,

avyU kR

B

show checkpoint name [ all]

Frxy I RA L PUONEERRTLET,

show checkpoint all [user | system]

BATO AL v FNOTRTOF = v 7 HRA v FONE
ERFLET, BRSINDTF=v IR,V Mae, 22—
VELFVAT LATERENDG T = v 7 RA 2 MR
ETEET,

show checkpoint summary [user | system]

BWIEDAAL v FHNDOTRTDF =y IJRA L DY A
NeFRLET, EREINDITF=vI/HRA 2 M, 22—
PENIT AT LATERINDST = v 7 RA > MR
ETEET,

show diff rollback-patch {checkpoint
src-cp-name | running-config |
startup-config | file source-file} {checkpoint
dest-cp-name | running-config |
startup-config | file dest-file}

V= ALGEDF =y IRA v MEOEREFR I LE
TO

show rollback log [exec | verify]

n—ANy 7 uTONEFEERRLET,
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| a—wnvsromE
a—unvs avrqxar—vavorz I

A

GE) TRTCOF =y 7 RA L N 77 ANEHIFRT HIZ1X, clear checkpoint database =~ K% {if
ALET,
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DNS D% %E

COEONFIZ, WOLEFY TT,

* DNS 7 747 hOWE, 155 _—v

* DNS 7 74 7 F OuiiRSEt, 156 ~—
*DNS 7 I7A T FDT A& REE, 156 ~—
* T AV NREM, 157 SV

* DNS 7 747 v bORIE, 157 _X—

DNS V547> FOBE

HOTAHIOFI DY TEEFEHEL W2y NU—THNDOTNA R EDOERE, Xy NT—27 7
NAZARKEEETDEEIT DNSZEHA LT, Xy NU—JHTT A RERET H—EDOT A
41%%%@éféh&#fﬁif3m% I, BEAXEEHLT, Xy NUV—2 J— RDR
ARNZEMSLLET, TSV, 2747 M —RERICEDFXYy NT—T DT A D
a— A VHIENAATRE L 720 £, DNST AT AL, T3 ADKA M4 & ZUCBEEA T B vz
IP7 RLAIZEBMLT, Xy NT—2 TNANAL RAERADITDHIENTEET,

A H—=Fy b ED AL T, MO Z A TRGITICES L — kiR y NT—7 DT NV—T
EERITMAMEY ) —0—#Td, FASL4E, VAR () 2KU0 05 sE LCHEALTHE
SN TWET, 7mexiX, vAald, A ¥ —Fy b Tldcom RAA > TCERINDEFHKT
DT, TDRAAL LT ciscocom TT, ZDRKAAL HNOFEDEA M, 722137 7
A NVEEET 1 k3L (FTP) v A7 Al fip.cisco.com Tikhll S E 77,

2—L H—N

— AP = NI RAAL A OEAZE L, BERERRERERES>TND RAL Y U —DH
’\%mfﬂxtwiﬁ; F—h =3, RAAL L VU —DMOES ORI L TV BEE
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DNS D& E

B onsone
HH D FET, CiscoNX-OSHNDIPT RLARIZ AL V& E~ v B 7T DI85, OICEA M
ZRL, ZOHBICFE—L Y —REEEL T, DNSV—ER&Z A X —T /U THBLERH Y £,
CiscoNX-OS TiE, AZT 4 v JIZIPT RLRZ RAAL VA~ B 7 TEEd, £, 19
UEDRAAL Y F—L P —NEFEHLTHEANDOIPT FLRAZR21T5 K5, Cisco NX-OS
ERETHZELTEET,

DNS O &E{E

S Y= NI, T TFTAT 2 R DNS = NZFIT LT, BFEDY — U N TR —HILIERS

NIARA FOREZRO X S IR L £,

CFEIR R — b =L, ZOMERY —ND KA A 4 %KD D DNS 2—HFHREIC, BHO
RANT—=TNARNICH ¥y v o SN AANR= N 2R L OSELES, BaTK
DHENTNDDN, HEDOHERY —WNTHDHN, REHFHRNEESN TR AL 4

DYer. HRRAR— L = NTHIZ, ZOERMNFELRVEREFELET,

CHEMR R — L — R LTHRESN TN R —L =3, LIANCZE LIZRE~DIR(E
MEFy v a2 LIEBEREMEH LT, DNS 2—VREISELE T, VY — OHERR—A
PF—RE L TRESINTZL—FRRWGEER, e — D NVICERINTZA R FERD S DNS

P NAOWEITIE, ERORFIIRESNEEA,

=P —=E, FFED R A A ANIRESNTHEENRNTA—ZB IO I T v T /RT A—X (T
> T, DNS HREITINE L E T (G515 DNS & A ik 3 50, WEHIICAER S 417 DNS IBRE %

fRR L ET)

N FRASEYY T«

CiscoNX-0S1%X, DNSZ A4 7> FDAT—F L AU AHX—EHYR—FLFET,

U7 —bhER

IZA— =N P 2 A FF— =D, CiscoNX-0OS ITE[Ta 7 4 Fal—arrmmAl

£

DNS U 54 7> FDHIIREH

DNS 7 7 A 7 > MITROEHESRERH Y 97,
* Xy U —2 EIZDNS R— A = "SRRE T,

DNS UV SA 7V rDZAEVRAEH

ROEIZ, ZOWREDO T At AEZRLET,
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| DNsmmE

FsornrizEE I

T

A REH

Cisco NX-OS

DNS (ZIZT7 A B RFIAETT, T4 B ANy r—=VIZ@ERTunian
BEBEIZT T Cisco NX-0S ¥ AT L A A—=VIZ/ANY RIS TEY B
EHIF U4 L EH A, CiscoNX-0S 7 A1 &2 2 HFKOFEMIZ OV T,
[ Cisco NX-OS Licensing Guidel Z#=ZM 1L T EE0,

—

TI74I)L FEREE

WDFEIZ, DNS TV TA TV N RNTGA—ZDT 7 )V b RTEERLET,

INGA—A

FI4I bk

DNS 7 747k

A X —T )

DNS V547>

NOE#3

I hU—27 EODNS b—NZfEHTHLH, DNSZ I7A4 7 FERETEET,

[T L& BHIIC

XY NI =T FIZRAAL Y F— L =P HDH T L 2R LET,

FIE

ARV NFERERETIVa Y

B8

ATy T

configuration terminal

1 -

switch# configuration
terminal

switch (config) #

a7 4 FXalb—a VRRTE— REBBLET,

ATvT2

vrf context managment

1

switch (config)# vrf context
management

switch (config) #

WIEREZ: VRF A 28 E L £ 7,

| 0L-27903-01-J
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B onsosq7rromE

DNS OFE |

ARV RFERRETI Y

S]]

ATvT3

ip host name address1 [address?2...

address6]

1 -

switch# ip host cisco-rtp
192.0.2.1
switch (config) #

RARMNFY v 2ll, 6 DFETDOREYT 4 v 7 K
ANZIT RLA o7 H2ERLET,

ATvT4

ip domain name name [use-vrf
vrf-name)

1 -

switch (config)# ip
domain-name myserver.com
switch (config) #

(fEE) Cisco NX-OS NESLMHR A M B BT D

T-OIERT AT 740 8 RAL V F—h =N
EEFRLET, ZORAALAEHEL VRF T
TDRAAL Y F— AP RERRTE VAT,
fEE T, CiscoNX-OSNZ D KA A 2 Fo— L H—
RS DT DIENT S5 VRFEZERTHIEHT
xFET,

CiscoNX-OS iZ. RAAL KNy 7T v FxbT
DHNE, BRI RAA VA EEER VBB PHHEA
NEIWZT 74V b RAAL A ZBIMLET,

ATy T5

ip domain-list name [use-vrf
vrf-name)

il -

switch (config)# ip
domain-1list mycompany.com
switch (config) #

(f£E) Cisco NX-OS NDEESL{FAR A M4 & 582K T 5
TOIEATELEBMD RAL L F— A —R%
TEFELET, ZORAAL L EZRELTZ VRF T2
D RAAL Y F— P —NERTERVGEIT,

£E T, CiscoNX-OSNZ D KA A > F— L H—nN
BT DT DIEHT A2 VRFEZERTHZEH T
xFET,

CiscoNX-OS L RAA > UR MNDOZ=ZY MY Zff
HALT, RAAL Ny 727 v 7 &BGT DR,
SRR RAA VB EEERVHDLPDHEANKIZD
DRAA 4 EEBIMLET, CiscoNX-0S 1. —%
THLDODRROMNDHET, FAL YR FDFZY
FMUICZNZIATLET,

ATvT6

ip name-server server-address |
[server-address?...
server-address6] [use-vrf
vrf-name)

11 :
switch (config)# ip
name-server 192.0.2.22

(EE) K6 ODFR—h b—NEEHZLET,
ERATFREZR 7 KL A%, IPv4 7 KL A E 7213 IPv6
7 KL ATT,
IDR—LHP—NEFRELZVRF CZDOR—L H—
NIZEIFETE 20 AT, EE T, Cisco NX-0S 73
ZDOR—A P —NZHET H7-DITEMHT 5 VRF
BEHRTHILELTEET,

i Cisco Nexus 5500 < ') —ZANX-0S VRTLEEaA Y I4XalL—3>y HA K 1J—Z6.0(2)N1(1)
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| DNsmmE
ons 547> roEE I

ARV RFERRTIa Y Sl

A7 71 |ip domain-lookup (fEE) DNSX—ZD7T KU AEME A F—T T
LET, T74N T, £ =7V TT,

1 -

switch (config)# ip
domain-lookup

AT w78 |show hosts ({EE) DNS IZBEHT A EHREERLET,

B -

switch (config)# show hosts

AFvTS9 exit a7 4Fa2al—YaryE—REKT L, EXEC
ET—RIZEY £,

1 -

switch (config)# exit
switch#

AT w710 |copyrunning-configstartup-config| ({£&) FEf7aL 7 4 X2l —va L EAX—|
Ty FXarZ74Fal—railat’ —LET,
B -

switch# copy running-config
startup-config
switch#

WIZ, T4V RAALBEREL, DNSIVy 7T v T oA X—T VT 561 % R LET,

switch# config t
switch (configqg)
switch (configqg)
switch (config)
switch (configqg)

vrf context management

ip domain-name mycompany.com
ip name-server 172.68.0.10
ip domain-lookup

#
#
#
#
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SNMP )& 5E

ZDOEONFIL, ROLBYH TT,

* SNMP [ZD2W T, 161 ~R_X—¥

* SNMP ® T A & A8 166 ~=—

* SNMP O EFIHEL LOHIFIFIHE, 166 ~<—
* SNMP OF 7 # )V FRiE, 166 ~_—

* SNMP OFE, 167 ~<—

* SNMP ®F 4 &—7 11k, 181 _X—

* SNMP O EDHERS, 181 ~—

SNMP [ZDUNT

o %y hU—27%# 7o b2/ (SNMP) 1Z, SNMP v~ 32—V v L xo—V = v hORIO@EED
A=V T p—~y batd 27V =g @7 e b3 T9, SNMPIX, Xy hU—
THNDTNRA ADFT=H Y 7 BIOEHICHATEREY L — 2T —7 LH@ASHEL R L £
j‘o

SNMP #:eEDHLE

| 0L-27903-01-J

SNMP 7 L— AT —2713 3 DO THERR S E T,
*SNMP~3%—% : SNMPZHH L TRy NU—7 SARAZADT 7T 4 BT 4 ZHIE L, T
=B Y TTHUVART by

*SNMP =—V x> b : TNA RADT —H ZffEFF L, MBS TINGDT — X ZEFH T A
T AIHET S, BB T AL ANOY 7 v =T ariR—3x 2 b, Cisco Nexus 7 /3 A
AFe—V 2 FPBELXUMIBZHAR—KLET, SNMP=—Y = haAf X —T7/WZT 5
i, v~ F =V ¥ b=V FOBREERTILERDH D £7,
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- SNMP Oz |
SNMP 5E%1

*MIB (Management Information Base; & B {F#H-~—2) : SNMP =— = F DEHIZ AT
Tl FOEFY

GE) Cisco NX-OS IZ. £ —H% %~ K MIB ® SNMP v h&H R —KrLEFA,

Cisco Nexus 7 /34 A%, SNMPvl, SNMPv2¢. 3 LN SNMPv3 ZH#4R_— F LEJ., SNMPvl &
SNMPv2c iE., ¢ bhizaIa=T 4 _R—22EROEX2 T 4 ZHFHLET,

Cisco NX-OS [Z IPv6 {2 L 5D SNMP Z# ¥R — K~ L CWET,

SNMP (L, RFC3410 (http:/tools.ietf.org/html/rfc3410) . RFC 3411 (http:/tools.ietf.org/html/rfc3411) |
RFC 3412 (http://tools.ietf.org/html/rfc3412) . RFC 3413 (http://tools.ietf.org/html/rfc3413) . RFC
3414 (http://tools.ietf.org/html/rfc3414) . RFC 3415 (http:/tools.ietf.org/html/rfc3415) . RFC 3416

(http://tools.ietf.org/html/rfc3416) . RFC 3417 (http:/tools.ietf.org/html/rfc3417) . RFC 3418 (http:/
/tools.ietf.org/html/rfc3418) . 35 X OVRFC 3584 (http://tools.ietf.org/html/rfc3584) TEFR I TV E
D

SNMP ;& 4]

SNMP OEBEALMEED 1 DIL, SNMP =—V = v hISEMEZERTEHLZ LT, OO
MTIHE, BRESNMP v~ R —C ¥ DO ETHMNEEH Y A, @I, RERa—VEEEE,
FRECE), HEGEOUIN, B L — & L OB OUIN, ZFOMOE TR AR N ERRALET,

CiscoNX-OS 1%, FT7 v 7 E/3A v 74— L TSNMP @A EERLET, b7 v 7,
T—VxY hDHARA N L= T =TV THRE SN SNMP v 32—V v IZEF S b, FEF
HDOIEMERIGE A v —U T, IREERIZ, SNMP =— = F22 5 SNMP ¥ 32—V ¥ [TiR(E
SNDHIFMIA v =TT, vR—=V X ITZE LI W) HERINED LI TT,

N7y TOEEMEIEA v 7+ — L X0V EF, SNMP v 2 —V v d b7 v 7 E2ZELTSH
Acknowledgment (ACK; fEFISE) ZFELRWVWAGLTT, ZDH, N7 v 7F0N%E I
EIDa ALy TR CE LA, A7+ —LBREZET D SNMP v Rr— T ¥ (L, SNMP
Jt%& Protocol Data Unit (PDU; 7’12 k2L 5 —X 2=y ) TRAy b —VOZEEMRELET,
Cisco Nexus 7 /3 ANNEEZE LRWIGE, AV 74— LBEREFBOHEETEET,

HEOFRA N Ly —NIZBHERET S LD CiscoNX-0O8S iR ETXET,

SNMPv3

SNMPv3 1X, Xy NUY—Z7RRAEAD 7 L—AOFFEE R bLEAGDLELZ LI 2T, T34
A~DEF2T TV EAEFEBRLET, SNMPV3 BT 5% 2V F A HEIZRO LB T
K

*AvE—=VOFEEME Ny PAMEETICHSASN T RN L2 RAEL £ T,
CRHRE A v EB—T DY = ARFRNE S InEHRILET,
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SNMPv1,

| 0L-27903-01-J

snvpv: i

CHEEAL  FFR SN TV ARWNWY =R KR EINRNE I, Xy NORBOART T T
IVEITWVET,

SNMPv3 TlE, E¥=2UT7 4 ETLEEX 2T 4 LAVOEGREEESLTWET, X
V74 T VE, 2=V BIOC2—YRET 20— L E2RET IRAESFRNTT, X227«
L lid, B2 07 4 ST ANTHA SN EXF 2T DLV TT, BX2UT 0 T
TNEEX2 VT 4 LYLOMARDOEIZE D, SNMP N7y MLUEEFIZERA SN Ex =2V

T4 A=A LBRED £77,

SNMPv2, SNMP3 Dt Fa T4 ETILELUVEF2YTa LRI

X2V T 4 LoULE, SNMP A v 2=V E2BRNORETAOIMERHLNE I, BLUA v
TV ERIET DN E QZ))#IJU?I/SE—?— X274 ;E‘T/Vw@éiéifiﬂZ%JJ74 L
WL, RO EBY TT,

° nOAuthNOPriV ntu thEi 7’:_ %"ft%%?ﬁ‘ L/fcﬁl/ \t A"\; o= U 5: /]) I//{/]/o
* authNoPriv : FRAEIZZEITT A0, b2 T L2nWEeX o U7 0 Ll
* authPriv : 3AFE L B 5Ll 2 FE( T4 28X =2 T 4 LU,
SNMPvl, SNMPv2c., B3LNSNMPV3 D3 >DtFx=2VUF 4 EFAEFEHTEXEST, X2

T4 ETINEEF 2T 4 LLOMAAEDLEIZL D, SNMP A v — 0B hIcE@A S5
X2 VT 4 A= XN RFEY £9,

R2U:SNMPEX1) T4 ETILEIUVEF2L)T 1 LN

ETIL LRJL EH st LEES
vl noAuthNoPriv a3Ia2=544 A} |No I 2= 4 A}
N U > 7 OWRA % Af
)Eﬁ L/TDAL ﬂELi
b3‘0
v2c noAuthNoPriv aIa2=5 44 A} |No I 2= 4 Ak
Vs Uy T ORREEAE
HUTIEL £
D
v3 noAuthNoPriv a—HL No 2 —YLDORE %
EAH L CRRREL £
D
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SNMP Oz |
Il s\wwes

ETFIL LARJL SREE EE1E HR

v3 authNoPriv HMAC-MD5 £7- | No Hash-Based

I HMAC-SHA Message
Authentication Code

(HMAC)
Message Digest 5

(MDS; A vt&—
VHEAT AR
5) Ty XA
* 7213 HMAC
Secure Hash
Algorithm (SHA)
T3 XA EE
DV CRREE L &
R

v3 authPriv HMAC-MDS5 % 7- | DES HMAC-MD5 % 7=
% HMAC-SHA IZ HMAC-SHA 7
112= B N - )
WCRBREL £,
T — 2 5 LS

(DES) @ 56
vy MEFE, B
LU E 7y
HEH (CBC) DES

(DES-56) 1Z=H#E|Z
FHAOWTHIEL F
R

A—HFR—ZADtEFxa) T4 ETL
SNMPv3 User-Based Security Model (USM) £ SNMP A v —Y L)L X a U7 4 25 L,
ROV —ERZREEL ET,
A=V DREEME Ay UNRIERFIETERTELITME SN TWRNI LA RFEL
£, o, TH AR, BERET L2608 bEWEETEEIS TRV
EERFEL £,
Ay —URETORGE  XET—FE2RE L= OTAT T 47 4 BHERESNT-Z
EERFEL £,

* A=V OWENE  FRBEAARTTHL L, FRIFIAERI—Y, =T 0T 4, &
TiE7 e ARSIV EERAEL £75,

SNMPV3 1, REFH2—FICLH2EHIEDLEZFH L, SNMP X v —U &S LET,
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| snmPomE
snvpv: i

Cisco NX-OSi%., KD 2 ->?® SNMPv3 ZHiE v h a2 L&A L ET,
* HMAC-MD5-96 #8FE~7" & k =21

* HMAC-SHA-96 #8FE~7" 1 k av

Cisco NX-OS 1%, SNMPv3 X v —UIRES{ LT 74 v — 7o hard1-5& LT, Advanced
Encryption Standard (AES) Z i L. RFC 3826 (ZHHLL £,

priv A7 2 T, SNMP ¥ =2 U7 ¢ 5k e LT, DES £7212 128 £ | AES Z®#R T
EFET, privd ST a A aes-128 h—T U EGFHT L L T4 N — NAT—RIT 128 B
N AES ¥ —DERIHEA INET, AESOT T A "y — AU — Ri3H/h T8 LT TY, /3R
TL—=RX%& 7 V7 THXANTHRET 256, K64 LFEZEETEET, B—HITA4 AR F—
ERERT 556, K130 XFEEETEET,

A

GE) IEBD AAA H— E Al LT SNMPV3 2l 9 54, FMT AAA — O —FFRETT 7 A
Ny — 71 haUZ AES #HRTETAHLERH Y £,

ARVKRIA A0 —T 4R (CL) E&U SNMP 1 —H D EIHA

SNMPv3 = — 4L, Access Authentication and Accounting (AAA) H—/3 L~-ULCHEHFLTE
T, ZORRERFRID—PEHZ LY | Cisco NX-0S @ SNMP =— ¥ = & MM AAA ¥ —/3D
A—PREES —EXZHATE £, 2—FREAESHFES LD & SNMPPDU ORLBEAEST L %
T AAAY — NI —H I —THZOKMIC BN SN ES, SNMPIZZ LV—7 &2/ L T,
A v FTR—IVIHHATE LT 78 A RY o—Fidue—n KU o—2@ALET,

=P I N—TF v, FFRNAT—ROBRENELEIND E. SNMP & AAA DE T DT —
H_R—2AREBIES I ET,

Cisco NX-OS 1Z, KD X o ica—WREZRHL L FE I,

* snmp-server user =~ . K TIEE &N 7- auth X2 7 L— X%, CLI 2—H D/ AT — R|T/
nET,

*username =< R CHEIN72/SA T — RiX, SNMP = —H#® auth 3 X W priv /32 7 L —
RNZ72 0 £,

*SNMP £721Z CLI #fiH L Ca— V2B E /21385 & . SNMP & CLI O T —H
MERLE I3l SN E T,

cax—Wlo—LOXINEBROET L, SNMP & CLI TRk SN E 9,
*CLI»bATo7zua— W (BIRE/ZIZZEE) X, SNMP E[EEAL 9,

A

GE) IRAT L —RAFEFFNNATV - K2 —h 74 ALEF—BLOR S TERELT
NX-OS |2 —HfFH (RAT— K, L—728) ZRMSEEEA,

3

(
N
)

. Cisco
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SNMP D E |
B sweos wozxEH

GI—TR—ZXDOSNMP 79 X
Y

GE) I IEERRRCTHEM ST 2 HEHER) 72 SNMP FI7E 72O C. SNMPIZBIT 5 3] T
la—L) Tl 70— ZFEHLET,

SNMP 7 7 & 2L, 7 —FRNCHR S vE T, SNMPWOD%&/%— X, CLI 4 %%
Ao —LBLTTWET, KT N—T1E3D>DT 7 &AM E3hEd, oF0, FAH
D?ﬁﬁx\%%@%77tx\k;0@ﬂ77%x1¢0%ﬂ%h@?&ﬁx%\%ﬁw~7
TAX—TNELIIT 4 =T NVICRETEET,

2—YPAPMERE L, 2= FOr— A REHEICL > TRESH, 2—¥FRZOr—LITBENS
nTohiE, 2oa—HFEFz—r o MEOBEEHBTEET,

SNMP DS 14 2 AEH

ZOWREICIZ, TA B RTHMEDH Y FHEA, TA B ANy S =DICEER TV RWVEERRIZT
~_T ClscoNX-OS VAT LA A=V FAESNTEY  BINE I U4 L EE A, Cisco
NX-0S 7 A & A HFKOFEMZOWTIX, [ Cisco NX-OS Licensing Guide] %2 LT 72 &0,

SNMP O FESIEHS L UFHIFIEIR

CiscoNX-OS 1Z. £ —H%F*v F MIB ~DHLBVEHT 722y R"—FLET,
PiR— END MIB OFEMIZOWTIE, O URL #2R L TL &0,

http://www.cisco.com/public/sw-center/netmgmt/cmtk/mibs.shtml

SNMP )7 7 #JL FERE

K2 TIAILED SNMP /NS »—4

NG A—43 T4k
T A & A@E A F—T
linkUp/Down 151 % A 7 ietf-extended
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| snmPomE

SNMP 5% FE

SNMP 1. —H D% FE
Y

SNMP %5

(GE)  Cisco NX-OS T SNMP = —H &R ET D7 DI 5 a2~ RiX, CiscoI0S T —H &%
ETHEDIEHSNL O L3R £,
Fg
ARV EFEREFET7IVa Y B
X w71 |configure terminal Jua—nR) a7 4 Xalb—yaryEF—RK%E
BRtA L £,
£
switch# configure terminal
switch (config) #
AT w72 |switch(config)# snmp-server user FHEBIONTSTANL— RFGA—2DH5H
name [auth {mdS | sha} passphrase | gNMP = —# %% E L £,
[auto] [priv [aes-128] passphrase] . N . v
[enginelD id] [localizedkey]] INAT L= R ZIEHRR 64 SLF D5 A ff
TEET, KXFLENLTFEXBILET,
Bl . localizedkey ¥ — U — R HT 55561L, /XA
itch £i - . .
suiten(eonfis) b sompresrver user | i gre b o KA L SR A
abcdefgh 130 LFETHATE LT,
enginelD DI, 124D a1 TRY]-72 10
HEHF T,
AT 3 |switch# show snmp user Gy
1 NF 72134850 SNMP = —H (B84 A 15 # &
I - FrLET,
switch(config) # show snmp user
A5 w74 |copy running-config startup-config | ({£-%)

1 -

switch (config)# copy
running-config startup-config

V77— BEQNY AX— MNFIZEfTa 7«
Xal—Yag 2 AX— T vl a7 4%z
L— g AZab— LT, BHEEZKGEIZRT
LET,

W’OHNEL, SNMP 22—V &% E L £,

switch# config t

Enter configuration commands, one per line.

End with CNTL/Z.

switch (config) # snmp-server user Admin auth sha abcdl234 priv abcdefgh

| 0L-27903-01-J
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SNMP D E |
B swWexvt—UEEtEoER

SNMP A — CHESLDEA

BERESRICGEIEE IR BAL AN EE L 725 K9 SNMP 2R ET& %9, 7 74/ h Tk, SNMP
T—Yxr ME, BIEEREEL72 L TSNMPY3 A v —U 22 F ANET, 7743 —%iH
T 5484, Cisco NX-OS iZ., noAuthNoPriv ¥ 72/3 authNoPriv DWW T IdOtF = V7 4 L~b
RT A —=H ZHH L TWADT_TO SNMPV3 PDU ZRIZH LT, AT —TIn&ELET,

SNMP % vt — VD5 28 ED 2 — I+ 5121k, Ju—Lar 7 4¥al—ray
F— RN TRkOa~vy REFEHALET,

avU R BrI

switch(config)# snmp-server user name enforcePriv | = ;= — 2%} L CSNMP % vt — U245

SNMP 2 vt —Y DO E{bE TR TO2—FITHHTHI121E, Fe— a7 4 Xalb— g
v E— RTHROa<y FEFEHRLET,

av R BrI

switch(config)# snmp-server globalEnforcePriv | 4-~=CoH=—|2% L TSNMP # vt — UHE &
fbx#EH L ET,

SNMPv3 1 —H (233 5EH DO O—ILDE|Y HT
SNMP = —HZERK L72% T, TDO2—F B O —1a2E 0 Y THZ LN TEET,

Y

GE) D2 —Fir— L E2EY B TEHZ ENRTE DHDIL, network-admin 7 —/VIZJFT 5 2 —H72

PR

avo kR E:5)

switch(config)# snmp-server user name group DO SNMP —H LB/ EINFa2—HF a—L
7Yy —hLET,

SNMP OS2 =7 1 D1ERK

SNMPv1 £721Z SNMPv2c @ SNMP =t 3 = =5 (¢ Z/ERTE £7°,
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| snmPomE
ES LSBT |

Jua—r L a7 4 X2 l—vayET—RCSNMP a2 a=7 1 A T &2ERT 5 TFIET
KD ELIBY TT,

avwUR B8

switch(config)# snmp-server community name SNMPZ 2 2=F 4 A MY T E2ERL L9,
group {ro | rw}

SNMP ZKD 74 )LRY) T

TI7¥Aarra—/L UAL (ACL) 23 2=7 4 I2E Y Y TT, FIE SNMP EXRIZ7 4 /v
ZEEATEET, FIV YT ACLICK YV EEER Ay MRFRTESND585E. SNMP (X2 0

FRAZMF L ET, ACLICKXVERNDIETEINDHE, SNMPIZZFOEREZEFREL T, VAT A
Avb—UEREELET,

ACL IR D/RT A —2 TERR L E T,
CEETLIPT KL A
*SESEIP T R L&

*EEITTAR— b
*SESEAR— k
* 7w k=L (UDP %721% TCP)

ACLIX, UDPBLIUTCP ZNT 5 IPv4 B L IPv6e Ol FIZHMA SN ET, ACLEZIER LD
ACL % SNMP 22 2 = =7 (|28 ¥ TET,

Ev b ACL OERRDFEMIZ W TIE, M LT CiscoNexus &V —X Y7 b7 =7 D [NX-OS
Security Configuration Guidell %2 L T I2E W,

ACLZ 2 2= 4IZED Y TTSNMPEREZ 7 4 VX THIZIE, Fa— a7 Falb—
vay E—RTHROa~vy REFEHRALET,

avw Uk B8y

switch(config)# snmp-server community community | ACL % SNMP = X = =5 ¢ |ZH| V) 24T T SNMP

name use-acl acl-name BRAET 4L HZ LET,
Example:

switch (config)# snmp-server community public
use-acl my acl for public

X C®HBHII
SNMP 222 = =7 4 (280 %5 ACL Z1/E L £7,
ACL % SNMP = 3 = =F ¢ |IZE| Y YT FEF,
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SNMP D E |

B sweEaLs—nomE

A3 ~ o E I_|_I
SNMP &51L > —/\DEXRTE
BEDOFREA R LI — 2% LT SNMP i@ % k5 X 9 Cisco NX-0S 2% & T& £,
Ju—sYL a2y 7 4 Fal— a3y T=RTSNMPVI F T v 7DRA N Ly —R"Z@RETEE

‘d‘o
av Uk =LY
switch(config)# snmp-server host ip-address traps | SNMPvl 5 v 7ORA h L — "R ELE
version 1 community [udp_port number] 9. ip-address |3 IPv4 £721LIPv6 7 KL A%

fEFC& 9, community (Z XK 255 DFHL
FThREHATEE£d, UDPAR— MEESOHFMIX
0 ~ 65535 T,

Jra— a7 4 X2l — g F—RKTSNMPV2e T v 7 FE13A 0 T4 —LDKRA N
U RNERETEET,

av vk B

switch(config)# snmp-server host ip-address {traps | SNMPv2c F 7 v £ 7134 > 7 4+ — DR A

| informs} version 2¢ community [udp_port number] | . | — % 2pE L * + . ip-address |Z1Pv4 ¥
7213IPv6 7 U A ZEHTEXE£9, community
(ZIdAK 255 DEBFEEHNTE £, UDP
N— hF 5 OHPAIL 0 ~ 65535 TJ,

Ja—)L a7 4 Fa2lb— gy F—RTSNMPV3 NI v 7S£ 07+ —LDEKEA B L
Ve NRNERETEET,

av vk B

switch(config)# snmp-server host ip-address {traps | SNMPv2c F T v X713 > 7+ — L DR A
|informs} version 3 {auth | noauth | priv} username | 1. | — Z2E L £, ip-address % IPv4 %
[udp_port number] 721X IPv6 7 R A Z{ERHTEX £9, username
(13K 255 DHRBFEEHTE £, UDP
R— FFSOHPHIL 0 ~ 65535 TT,

GE)  SNMP v~ 31— ¥ iL, SNMPv3 * v & — U %385k LK S5 fEbR9 5728, Cisco Nexus 7 /31 A
@ SNMP enginelD (235 < —4 7 L7 v % /L (authKey/PrivKey) % @ik L TV 7221 HiE

Y EE A
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VRE 2EAT 5 snMP Bz L —noBE I}

WIZ. SNMPvl F T v 7DRA N LI —RERETAHEEZRLET,

switch (config) # snmp-server host 192.0.2.1 traps version 1 public

WIZ, SNMPV2 £ > 7 —ALDHRA S LI —RNERETHHZRLET,

switch (config)# snmp-server host 192.0.2.1 informs version 2c public

WIZ, SNMPV3 A > 7 4 —LDKA N LI —RERETHHEZRLET,

switch (config)# snmp-server host 192.0.2.1 informs version 3 auth NMS

VRF #{#H9 5 SNMP@41L > —/\DHTE

N

BRE ST VREF #R A b Lo — 2T 5 £ 912 Cisco NX-08 # 3 ECTX £9, SNMP @Al
L3 —/30D VRF BZEA[REMR LT A VW Z VU 7 A7 a v ERETDHE, SNMPIZL - T
CISCO-SNMP-TARGET-EXT-MIB @ cExtSnmpTargetVrfTable (=2 [ U 28BS E 9,

| 0L-27903-01-J

G¥)

VRF B REMERIZ T AN EZ Y T AT a v ARET AN, RA NEHRTET DMLENRN
HFEI,

FIE

AU RrEEET7TI 3y | BW
& A switch# configure terminal | /7’ o — )L 207 4 X2l —3 3> F— FERLLL
7,

RTwF2 | switch# snmp-server host BrED VREF 2 L TARA b L —RLHET S X
ip-address use-vrf vif_name [ | 5z SNMP ##% & L £3, ip-address I% IPv4 £ 7-1%
udp_port number] IPv6 7 KL AZAEMICX £3, VRF £ICIERA 255
DI FHHEHTEET, UDP A— hMESOHPHIL
0~65535TC9, ZDa~vr RZLoT,
CISCO-SNMP-TARGET-EXT-MB @
ExtSnmpTargetVrfTable (Z=> b U 2B S E T,

AT w73 | switch(config)# copy (E2)

running-config startup-config| 1j > — | 35 L (NY 22— IR ETaL T S X2l —
VarEAFZ— Ty ar74Xalb—ala
E— LT, AEZKRRITHRFLET,

Wiz, IP 7 KL 2 192.0.2.1 ® SNMP —/ N5 A M % [Blue] & WO LREITD VRF Z2EHA45 L)
IR ET D0 2R L ET,

switch# configuration terminal
switch (config)# snmp-server host 192.0.2.1 use-vrf Blue
switch (config)# copy running-config startup-config

Cisco Nexus 5500 1) — X NX-08S R FLEHEOVIJ4XalL—3> HA F 1) 1J—X6.0(2)N1(1) [ ]



SNMP Oz |
B VRFIZESCSNMPEHO T A LB Y LY

VRF [ZED < SNMP BHID T 4 LR ) T

BENDSFEA L7z VRE IZHSW T, CiscoNX-OS B EZ 7 A V2V o 7B LR ETE £ T,

FIE

AT RFERIFTZIaY | B

2Tv 1 switch# configure terminal Ja— ) ary7 4 Xal—arye— NEEIEL

iﬁ‘o
RS2 |switch(config)# snmp-server |Ziiz X7z VRF IZHSWT, AR R b Li—r3n
host ip-address filter-vrf DW@EAE 7 4 NB Y 7 LET, ip-address | IPv4 £

vif_name [udp_port number] |- 4 1pyg 7 N L2 2 TE £, VRF 4ICIEEA
255 DEHTFEFEHTEET, UDP A— FE&ET il
PRI 0 ~ 65535 T,

ZDha~vry NZEo T,
CISCO-SNMP-TARGET-EXT-MB O
ExtSnmpTargetVrfTable |Z=> kU 2B S v E T,

ATw 73 |switch(config)# copy (L)

running-config startup-config| j > — L5 LNy 2 H— FEFICETaY T 4 X2 L—
YaraEAL— Ty T arzZ 4 Fal—ail
IE— LT, BEEZKGICHRFLET,

KIZ. VREIZHEHSWT SNMPSBHID 7 A VB2 Y L P/ ETHHEZ R LET,

switch# configuration terminal
switch (config)# snmp-server host 192.0.2.1 filter-vrf Red
switch (config) # copy running-config startup-config

TARTOHOSNMPERZIEET D-HDERBTA UV F—T 14 ADEE

BENOLEETIP T RLAE LTA v X —T 2 ADIPT KL ZA%HAT AL 5. SNMP 2 7E
TxET, BEMNEREINDIBEE. BETLIPT FLRL, ZOREFHLA L Z—T A AD IP
T RV ARIZESWTWET,

N

GE) BENT TNy NOREEIA LV H—T oA AIPT RLAZEHRETDHE, TXA ANRKFT v
TORBICFRI LA X —T oA ABFHT LI ERIESNER A, EBEILA X —T =1
AP T FLAE, SNMP F 7 v 7ONETIEELT RLAZERL, HA X —T =X
7 R AZEETTE L CERABE £,
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snvpEsionz b Lo—noBE

TR_RTOSNMP HHIZIEET AL IEETA L Z—T oA ZAERETHITIT, WOFIEEZFEITL

ujf

iﬁqo

Fig
AU RFERETIVa Y B

2Tv 1 configure terminal Ja—)ary7 4 Xal—ary E—

Na&Bam L ET,

fA
switch# configure terminal
switch (config) #

ATw 2 |switch(config) # snmp-server SNMPv2c b7 v 7 E I IFIREER A EET
source-interface {traps | informs} if-tpe| 7z 1 532704 L #—T = 4 AEBELE
- umber T, PEMALT, $R— R ERTOSHA

a YH—=T A AT ERELET,
If -

switch(config) # snmp-server
source-interface traps ethernet 2/1

RIZ, SNMPv2c b T v 7 HRET DL IERB A v F— T =2 AEEETHHE R LET,

switch# configure terminal
switch(config) # snmp-server source-interface traps ethernet 2/1

RDEFE

RIE LTCEE A v — T = A ADEHRAZEK T HIZIL, show snmp source-interface =~ > N %
ABLET,

SNMP @XIDHRR b LI —/\DERTE

A

G¥)

| 0L-27903-01-J

ZDaryZ74FXal—rvait, Ju—rEBELAS AT A ADAL T 4 Fal—Tg
VRO HEEESNET,

T_XTOSNMPEHEZZET S, FETA L EZ—T A A LOFRA R LI —REHET HITIL,
WOTFNEEFAT L ET,

FIE
ARV RFFERERTIVa Y =[]
X w71 |configure terminal Jua—ar7 4 Fal—arET—R
PR L £,
i
switch# configure terminal
switch (config) #

Cisco Nexus 5500 1) — X NX-08S R FLEHEOVIJ4XalL—3> HA F 1) 1J—X6.0(2)N1(1) [ ]



SNMP D E |
B RYE7oERDEHD SNMP DFTE

ARV RFEREET7TIVa Y =)z

AT 2 |switch(config) # snmp-server host SNMPv2¢c T v 7 E 7203 A > 7+ —LDR
ip-address source-interface if-type AR LY —NEBRELET, ip-address 1%
if-number [udp_port number] IPvd £ 721X IPVv6 7 KL 2 & TX £,
5l PEEMLT, YAR—FINTNDA v F—

I : o s

switch (config) # snmp-server host TxARAALT 724%‘7/]3 Lij—o
192.0.2.1
source-interface traps ethernet 2/1

WIZ, T_XCTOHSNMP BEIEZET D, BETXA LV F—T = A AR ETHHEZRLET,

switch# config t
switch(config) # snmp-server host 192.0.2.1 source-interface ethernet 2/1

RDOIEZE
RELTZEE I, v ¥ — 7 = A ADE R EZ LK T HIZIL, show snmp source-interface 2~ > R %
ABLET,

AN KR T7OEADTE=HD SNMP D& FE

KDOHEDEFHAL T, £ R 727 EAMHIZSNMP #RETX £,

CaL T XARDRWSNMPV2OfEH : oV T F A NIy BT EINEal =T 4 B
TEFET, ZOHEES. SNMPZ 547> MIaryTFH A MIOWTERHTLILEIIH Y 4
/\Jo

*AVTXARDHD SNMPV2 DR : SNMP 7 74 7> hMEaa=7 ¢, 7z& 2L,
<community>@<context> Z 5 EL T, AT F X MEETLOILENRH Y £,

*SNMP V3 D : TR MEETEET,

FIE
ARV RFERRTIa Y E:g)
2Ty T switch# configuration terminal Jua—sr)ary7 4 F¥al—valE— K%
Bt L £,

ATvT2 switch(config)# snmp-server context | %% ¥ VRF % 7-/%7 7 # /L ; VRF {2 SNMP = >/
context-name vrf vrf-name TXA vV LET, HAX L VRF
P R—-—brSnEzEA,

ZANZIERK 32 DR FEFEATEET,

Cisco Nexus 5500 ') —X NX-08S VA FLEEA D74 Xal—>3> HA K 1J1)—X6.0(2)N1(1)
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SNMP D% E

snvp @z x—Jue [

OV RFERETI3 Y B#Y
2Ty T3 switch(config)# snmp-server SNMPv2¢c 2 X = =7 (4 & SNMP =2 7 F A |
community community-name group | |- — o, v°> 7 L a3 a2 =5 4 NET B L —
group-name TR LUET, ARNTITHRK 32 OEEFE
EHTE £,

ATvT4 switch(config)# snmp-server mib | SNMPv2c =23 = =7 ¢ % SNMP =27 % A |
community-map community-name ||z < < 2 7 UEd, LENCITERK 32 OEE
context context-name FhETE ET,

KD SNMPV2 DX, =227 % A MIsnmpdefault L WO ARFD A I 2 =T 1 2~v v B 7T 5HF
EERLTWET,

switch# config t

Enter configuration commands, one per line. End with CNTL/Z.

switch (config) # snmp-server context def vrf default

switch (config) # snmp-server community snmpdefault group network-admin
switch (config) # snmp-server mib community-map snmpdefault context def
switch (config) #

®D SNMPV2 DFlE, ~ v B Z7E&NT0nWanala=7 4 commZFEL, £ K77+
AT BHIFEERLTHET,

switch# config t

Enter configuration commands, one per line. End with CNTL/Z.
switch(config) # snmp-server context def vrf default

switch (config)# snmp-server community comm group network-admin
switch (config) #

& D SNMPv3 OfliE, v3 2—WFL L X2 T — RE2FHT 55 EEZ L TOET,

switch# config t

Enter configuration commands, one per line. End with CNTL/Z.
switch(config)# snmp-server context def vrf default

switch (config) #

SNMP &1 1 *r— T JL1k

WEEA X —TNERIET 42— NI TEFET, BHLERTE LRV E, Cisco NX-OS (Fi#a
BT RCA R =TI LET,

DY

| 0L-27903-01-J

G¥) snmp-server enable trapsCLI =~ > R T %5 & | BREEHA A~ L —NIZX>TiEL, b
Ty T AT F— LD A F—T NI TEET,

WDFIZ, Cisco NX-OS MIB Ol % A F—T7/WZTDHCLI 2~y RERrLET,

Fz26: SNMPERDA +— I

MIB EEavy K
T _TOEE snmp-server enable traps
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i Cisco Nexus 5500 < ') —ZANX-0S VRTLEEaA Y I4XalL—3>y HA K 1J—Z6.0(2)N1(1)

SNMP B0 1 £ — T L1k

SNMP D E |

MIB BEa<T R
BRIDGE-MIB snmp-server enable traps bridge newroot

snmp-server enable traps bridge topologychange

CISCO-AAA-SERVER-MIB

snmp-server enable traps aaa

ENITY-MIB,

CISCO-ENTITY-FRU-CONTROL-MIB,
CISCO-ENTITY-SENSOR-MIB

snmp-server enable traps entity

snmp-server enable traps entity fru

CISCO-LICENSE-MGR-MIB

snmp-server enable traps license

IF-MIB

snmp-server enable traps link

CISCO-PSM-MIB

snmp-server enable traps port-security

SNMPv2-MIB

snmp-server enable traps snmp

snmp-server enable traps snmp authentication

CISCO-FCC-MIB

snmp-server enable traps fcc

CISCO-DM-MIB

snmp-server enable traps fcdomain

CISCO-NS-MIB

snmp-server enable traps fcns

CISCO-FCS-MIB

snmp-server enable traps fcs discovery-complete

snmp-server enable traps fcs request-reject

CISCO-FDMI-MIB

snmp-server enable traps fdmi

CISCO-FSPF-MIB

snmp-server enable traps fspf

CISCO-PSM-MIB

snmp-server enable traps port-security

CISCO-RSCN-MIB

snmp-server enable traps rscn
snmp-server enable traps rscn els

snmp-server enable traps rscn ils

0L-27903-01-J |



| snmPomE

SNMP E£1D 1 r— T L1k

BEa<vY KR

CISCO-ZS-MIB

snmp-server enable traps zone

snmp-server enable traps zone
default-zone-behavior-change

snmp-server enable traps zone
enhanced-zone-db-change

snmp-server enable traps zone merge-failure
snmp-server enable traps zone merge-success
snmp-server enable traps zone request-reject

snmp-server enable traps zone unsupp-mem

CISCO-CONFIG-MAN-MIB

GE) ccmCLIRunningConfigChanged i &1 &
&, MIBA 7Y =2 haHR—k

LTWEEA,

snmp-server enable traps config

| 0L-27903-01-J

GE)

FA B ABHIX., T 74N N TIEAX—TINTT,

Ja—\)ary 7 4 Xalb—grE— RTREDBEME A X —T7WVZT DI, ROIEEETT

b\iﬁ‘o

avo kR

E:g)

switch(config)# snmp-server enable traps

$_TD SNMP B E A 2 —T M LET,

switch(config)# snmp-server enable traps aaa
[server-state-change]

AAA SNMP it % A *—7 W LET,

switch(config)# snmp-server enable traps entity
[fru]

ENTITY-MIB SNMP i@ %1% A 2 —7 /LI LFE
—é—o

switch(config)# snmp-server enable traps license

FA ¥ ASNMP B E A F—T7 M LET,

switch(config)# snmp-server enable traps
port-security

A—hkEX=2VUF 1 SNMP#f&Z A 12 —7 /L
WZLET,

switch(config)# snmp-server enable traps snmp
[authentication]

SNMP =— = Ml ZE A F—T WM LE
KR
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SNMP D E |
B vroeaons

)2 DBERDERTE

TN ZNZHKE LT, A F—T M T % linkUp/linkDown B %2 ECTE 9, ROXATD
linkUp/linkDown i@ %1% A % — 7 /LT TEET,

* Cisco : Cisco NX-OS iE, A > ¥ —7 = A A|Zxf L T ifLinkUpDownTrapEnable (IF-MIB T/iE
#) DA F—TNOHFEIL, YAEZOEE (CISCO-TF-EXTENSION-MIB.my ® cieLinkUp,
cieLinkDown) 72 Z&{E L E9,

IETF : Cisco NX-OS I%, A % —7 = A A%} L T ifLinkUpDownTrapEnable (IF-MIB T &
) BAX—TNDOEEIX, ERINTNDHEE A RI21T % IETF E&F 0@ (IF-MIB
® linkUp, linkDown) & —##IZEE L ET,

IEFT extended : CiscoNX-OS (%, A v ¥ —7 = A AIZ%} L T ifLinkUpDownTrapEnable (IF-MIB
TEFR) DA F—7NVOEAET, IETF E&FOEH (IF-MIB @ linkUp, linkDown) 721} % %
fELE 7, CiscoNX-OSiE, IF-MIBIZERE SN TWDHEH A > RITIZ, VA2 IZEAD
BEAA L RBEEFELET, BT 740 FORETT,

IEFT Cisco : Cisco NX-OS |%, A % —7 = A A%} L T ifLinkUpDownTrapEnable (IF-MIB
TIERE) DA F—7IOEAIL, IE-MIB IZEFK S 7zi@% (linkUp. linkDown) 3L
CISCO-IF-EXTENSION-MIB.my |Z £ $ S 4172 i@ (cieLinkUp, cieLinkDown) % 53 L £,
CiscoNX-0S 1%, linkUp 35 & O linkDown AN B SN AN A > RETERELET,

IEFT extended Cisco : Cisco NX-OS |¥, 1 > % —7 = A AT} L T ifLinkUpDownTrapEnable

(IF-MIB CTE#) 04 2 —7/VO%E1E, IF-MIB I[ZE# S 7-#@%1 (linkUp, linkDown)
36 L Y CISCO-IF-EXTENSION-MIB.my |Z & # S 4172 %1 (cieLinkUp. cieLinkDown) % i%f5
L £7, CiscoNX-0OS (. linkUp 35 & O linkDown i %10 IF-MIB [ZEF STV D EH A
YRITA, Y AAEFDOEL AL FEEELET,

Fg
OV RFERETIYaY B
2Tv 1 configure terminal rTa— )L a7 4 Xal—3a
v E— FERBLET,
i
switch# configure terminal
switch (config) #
ATFv T2 snmp-server enable traps link [cisco] [ietf | Y7 SNMP EHEI %2 A x— 7 LIZ
ietf-extended] LET,
{1 :

switch (config)# snmp-server enable traps
link cisco

Cisco Nexus 5500 ') —X NX-08S VA FLEEA D74 Xal—>3> HA K 1J1)—X6.0(2)N1(1)
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| snmPomE
COZEPERTRIVPLE T PR |

AE—TTAATDY) VIBMDT 4 E—TILiE

fEBIDA > 2 —7 = A AT linkUp ¥ X O\ linkDown i#851% 7 4 £ —7 /W TEET, 7T v B
A4 —=7xAA (Up & Down DR ZHBEIZHID DL A L Z—T7 =A X) T, ZOHIREH

A TEET,
FIE
ARV KRFERRETY Va3 Y B#Y
ATy T switch# configure terminal a7 4 X2l —ary ET— RNEBEBLE
R
ATvT2 switch(config)# interface type BESTAHAL A —T 2 A AEEELET,
slot/port
ATvT3 switch(config -if)j# no snmp trap | f > % —7 = ZD SNMP U > 7 27— h
link-status NI YT EF 4 =T M LET, T
NV RTIE, A R—=T NV TT,

TCP T® SNMP [Zx{9 5T 3 A LFBRED A +— T IL{E

TCP v g ETSNMPICT AT & A LA A X —T T TEET,

avw UKk B8

switch(config)# snmp-server tcp-session [auth] TCPE v a2 ETCSNMPIZXT AT %A A
mqu%f/rZ 7/1/ Lijﬂ T7j'/l/]\ iT/(
=77,

SNMP X A v F DERES & LIHEDIRHROEIY AT

AA o FOBETFR (A= EEGDT, ZRLLFET) BIORAAS v FOFFTE2EIY 4T
HTEMWMTEET,

Cisco Nexus 5500 1) — X NX-08S R FLEHEOVIJ4XalL—3> HA F 1) 1J—X6.0(2)N1(1)
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SNMP Oz |
| PR ESINE SR EY S e 1 DRIk v

FIE
ARV RFEREETI3Y B#Y
2Ty T switch# configuration terminal AT 4FXal—varyE— RERBL
\i —;_O
AT T2 switch(config)# snmp-server contact| sysContact (SNMP 12435 4,) Z7%E L %
name 7,
257w T3 switch(config)# snmp-server location | sysLocation (SNMP 7% —3 3 ») &% iE
2T T4 switch# show snmp (EE)
1 OEIFEE D5 T 17 7 A VT
DiEMER R LET,
RFvTH switch# copy running-config (=)
startup-config OBREETLRAFLET,

AVTXAMERY N T)— Y T OT A TARBDIVEVTEHTE

7w bhan A AL A VRE REDFEA Y N —7 2T 4T 412X % SNMP =217 %
ARNDY Yy BT ERETEET,

FIE

ARV FFEREETIVa Yy B &

ZFw F1 |switch# configuration terminal a7 4 Fal—vary E—REFBLET,

R w72 |switch(config)# snmp-server context| SNMP 2 7 X A &2 ha/L f VAKX A,
context-name [instance VRF, £ hARu iy B 7 LET, 4l

instance-name] [vrf vrf-name)] 1A 32 DB A Tx £
[topology fopology-name]

R w 73 |switch(config)# snmp-server mib |SNMPv2¢c =3I = =5 1% SNMP 2 5% X M
community-map community-name | < ., v°> 7 LET, ZENCITEK 32 OB TEE

context context-name HRACTxET,

AT w74 |switch(config)# no snmp-server U=
context context-name [instance SNMP LT XA RETFR haj AL AR A,
instance-name] [vrf vrf-name)] VRE. £7-13 hEr UBo~ v By 72N L%

[topology topology-name] Fo AR 32 ORBFEMTE T

Cisco Nexus 5500 ') —X NX-08S VA FLEEA D74 Xal—>3> HA K 1J1)—X6.0(2)N1(1)
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| snmPomE
ssmp o7 —Iuit I}

OV RFEREETIVaY B

GE) aVTHRRA Ny BT EHIBRT S H
BT, £ AX A VRF, 720X b
AaTE AT LN T I,
instance, vrf, F7z(3 topology ¥ — 7 —
KEFEHTHE, avrTFAREER
FAN) MO~y B IRHRES

ET,
— \
SNMP D7« E—7J L1k
FIE
AU RFERIETOIVa Y B
2Tv 1 configure terminal rya—_pary7 4 Fal—arET—
FaBmm L E7,
1 :
switch# configure terminal
switch (config) #
ATvT2 switch(config) # no snmp-server protocol | SNMP %5 1 E—7 M2 LET,
enable . . N
SNMP (X, T 74V N TTF 4 B—7 M
o TWVET,
1) : 57 7
no snmp-server protocol enable
SLee (D FESR
SNMP DExE DHER
SNMP & EHFRAEFRTT HITIE, WOEEEZITVET,
avy kR B#
switch# show snmp SNMP D AT —H A% ForLET,
switch# show snmp community SNMPaZ I a2=5 4 AN U7 E2FRLET,
switch# show snmp enginelD SNMP enginelD # &R~ LE 7,
switch# show snmp group SNMP @ — /L& Fx L ET,

Cisco Nexus 5500 1) — X NX-08S R FLEHEOVIJ4XalL—3> HA F 1) 1J—X6.0(2)N1(1)

| 0L-27903-01-J



SNMP D E |

B snweomzoR:

avw kR B

switch# show snmp sessions SNMP v v araFRrLET,

switch# show snmp trap AR —TINEITT 4 B—T /L Th 5 SNMPH
MEFRRLET,

switch# show snmp user SNMPv3 =—H 2 FE R L E7,

Cisco Nexus 5500 ') —X NX-08S VA FLEEA D74 Xal—>3> HA K 1J1)—X6.0(2)N1(1)
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- 19.

RMON %5

COEONFIZ, WOLEFY TT,

* RMON [Z2W T, 183 ~X—¥

* RMON D% ERFOVEEFHEI L ORI FE, 185 ~—v
* RMON D% e, 185 ~—

* RMON DR EDHER, 187 ~—

* 574/ F® RMON &E, 187 ~—

RMON [2DINT

RMON &, FfORy hU—2 ==V 2 FBLOar Y — /L VAT LARRy NU—2 F=4
Vo7 T —RERBRTEDLLICTDHEODOAL U F—Fy MIHRBRAAEZE S (ETF) EiEE
=% 7fEEETY, Cisco NX-OS %, CiscoNexus 7 /34 A& E=4 U 732572 RMON
TI—hb, AN, BXOe s R—-FLET,

RMON 7 7 — A%, $5E I 7= 8. #5E D MIB (Management Information Base; & FL{# #l~X—
R) ATV baeE=2 )7L, EESNTELEVWVETTY 7—2%258E3E, B0 L X VWHE
Tr7—2%Vky FLET, 77—LERMONA NV M EMMAAEDETHEN L, RMONT 77—
LMFELT-EEizaZ = U F 7213 Simple Network Management Protocol (SNMP; ffi5 =% » b
U—JEH T fhan) wHEARTEET,

Cisco Nexus 73 A TIZRMON IZT 7 #/V b TT 4 =T MR EINTBY, A XV bETZ
X7 7 —AIREESNTVETA, RMONDT 7 —AB LA Xy 2R ETHITIE. CLIE
IZ SNMP #ELO % h U — 7 &R RT— g A L £,

Cisco Nexus 5500 1) — X NX-08S R FLEHEOVIJ4XalL—3> HA F 1) 1J—X6.0(2)N1(1)
| oL-27903-01-J



- RMON 0% |
RMON 7 5— L.

RMON 7 5 — L

SNMP INTEGER % A 7Ok 24T H5fEEDO MIB A7V =7 MIT I —LEZRETCEET, fBE
SINF=AT Vs ME EHEO Ry MiERTE (& x1E, 1.3.6.1.2.1.2.2.1.17 i1 ifOutOctets.17 %
FLET) OBEFEDO SNMPMIB 47 V=7 FTRITIUTARY T8 A,

T I LEERT GG, RONTA—FERELET,
CE=Z VT THLMBAT Y2 B

cH T IR MIBA T2 FOY I NEEINET D DIZ Cisco Nexus T 734 A
fE 9 % kR

cH TN BT MR TNVIEIMIB AT Y 27 MEOBIEO ATy gy REFHL
¥, TAX B UAUTEE L2 o0V AL EFERAL, b D0EEZFHELET,

* EBRL &V ME : CiscoNexus 7 /34 AR ERT 7 — L 52FAEZIED, FEFRT7—2%Y
vy b5 EEDE

* FBREL ZVME : CiscoNexus 7 /34 AR FRT 7 — L E2FKAEZIED, FEFERTI7—2%Y
vy b5 EEDE

ARV N TT—n (EBRBEFITTFIR) OFRAERIZ CiscoNexus 7 /34 ANFEITTHT 7 23
N
)

GEx) healarms 7> a U ZHEHL T, 79—2%2 64 Yy FOBKOMIB A7V =7 MIERELE
ﬁ—o

FexIE, 25— B EMIBA TVl MITAE ZA T LRT I —LaRETEET, =
T—= DR TIVENOMEEBZSE. SNMP @A ZEE L, ERT 7 —4 4 X2 h &R
T DA R NERESELZENTEET, TOLRTI—2E, =F7— BT HXDOTILH
TN TRLUEVMES TS E THERALERA,

)

6= TIRUZWEIZIE, ERLEVEXL Y b/hSREZFEEL TIIESN,

RMON 4 A~ +

BEDA X 2L RMON 7 7 —AIZT Voo —hEEEZENTEET, RMON kDA X
v ZATEYR—FLET,

* SNMP @50 : B L7277 7 — AW 4: L7z & X2, SNMP risingAlarm ¥ 7213 fallingAlarm i
MmaEEELET,

s EELET T —ANEAELZES. RMON 22/ 5—7 Lz b U &L £,

Cisco Nexus 5500 ') —X NX-08S VA FLEEA D74 Xal—>3> HA K 1J1)—X6.0(2)N1(1)
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| RMONOBE
RMON B ozEsEsLvHnEE I}

ST BE LT T — AR LA . SNMPIEAIAEE L, RMON 2 75— 7 /L2
Y &ZEBMLET,

TR 7—2BLOERT 7 — AR DA X FEfRETEET,

RMON O ERFDEEZTIELS K UVOFIFNEIE

RMON (Z1%, WOEEFELLORIREFENDH Y £9°,

*SNMP A X b A FHEHAT D LS5, SNMP 22—V ZlH L o — TR ET D LB
HFEI,

CHMICARDMIBA T V=7 M, RMON 77— A DR R ETEET,

RMON D%

RMON 7 5 — LDERTE
EEOREHD SNMPMIB 472 x 2 MIRMON 7 7 —A&RETEET,
RDONTA—=ZEAEETHRET D2 LB TEET,
* ERBIOTRLULESVEDNREMEZ B -GG IR ESE LA X M5,
*T T ADF—F—,

SNMP o — MR E I, SNMP#HNA X —T L THDHZ L 2R LET,

FIE
ARV RFEREET7TIVa Y ]3]
ATFvT1 switch# configure terminal a7 4 Xal—arFT— REREIEL
\i j—O
2Ty T2 switch(config)# rmon alarm index mib-object RMON 7 5 — A& {EK L £ 3, fHO%
sample-interval {absolute | delta} PHIZ. —2147483647 ~ 2147483647 T3,
rising-threshold value [event-index] T F T EDOER A WY LT
falling-threshold value [event-index] [owner + -
name) °
ATFvT3 switch(config)# rmon hcalarm index RMON B8 ET 7 —AE{ERR LET,
mib-object sample-interval {absolute | delta} | (5 »%i[# |11 —2147483647 ~ 2147483647
rising-threshold-high value TF. AT ORI E A R Y
rising-threshold-low value [event-index] | . &O“C + -
falling-threshold-high value ¢
ARNL—=Y XA TOHEMIT1~5TT,

Cisco Nexus 5500 1) — X NX-08S R FLEHEOVIJ4XalL—3> HA F 1) 1J—X6.0(2)N1(1)
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RMON 0% |

RMON 1 N> DETE

ARV RFEREFTIVaY =)

falling-threshold-low value [event-index]
[owner name] [storagetype type]

ATy T4 switch# show rmon {alarms | hcalarms} ==
RMON7 7 — A FEZIdmBRET 7 — LI
B o iEmaRor Li*ﬂ

ATFvTH switch# copy running-config startup-config (Ei‘
DREEL 2RI LET,

WIZ, RMON 7 7 — L& RET HH &2~ LET,

switch# configure terminal
switch(config)# rmon alarm 1 1.3.6.1.2.1.2.2.1.17.83886080 5 delta rising-threshold 5 1
falling-threshold 0 owner test
switch(config)# exit
switch# show rmon alarms
Alarm 1 is active, owned by test
Monitors 1.3.6.1.2.1.2.2.1.17.83886080 every 5 second(s)
Taking delta samples, last value was 0
Rising threshold is 5, assigned to event 1
Falling threshold is 0, assigned to event 0O
On startup enable rising or falling alarm

RMON 4 R > FDEEE

i Cisco Nexus 5500 < ') —ZANX-0S VRTLEEaA Y I4XalL—3>y HA K 1J—Z6.0(2)N1(1)

RMONT7 7 —A LTV — 4519 RMON ARy FERETEET, #HEDRMONT 77—
LATRICANRY FEFAHATE T,

SNMP 2 —MNEEE S, SNMP lHINA R—T N THDH I L 2R LET,

FIE
ARV RFERFRTIVaY El:)
ATvT1 switch# configure terminal ar 74 FXal—var - RERBL
£
ATYT2 switch(config)# rmon event index RMON A~ F &2 E LET, SO
[description string] [log] [trap] [owner MY 7B LI —F—41T. BT
name)] FTANY T TT,
RATFvT3 switch(config)# show rmon {alarms | | ({L-=
hcalarms} RMON 7 7 — A E - IXERRET 7 — AU
B omaeRrLEd,

0L-27903-01-J |



| RMONOBE
rMoN oEnkR

ARV RFERIETIV3 Y BHY
ATvT4 switch# copy running-config UTE5)
startup-config CORELEERALET

RMON o &% 7 D HEE3

RMON FREFHRE R RT DL, WOWTNDHOIEEEZITNET,

av U R E:9)

switch# show rmon alarms RMON 7 J—ALICHET AHEREZEZRLET,

switch# show rmon events RMON A X MNMZBET AEREF R LET,

switch# show rmon hcalarms RMON && &7 7 —LIZET o fFHae#rn L&
ﬁ—o

switch# show rmon logs RMON = 72T DM a2 R R LET,

T 74 JL @ RMON % 7E

WKDOFIZ, RMON RT A—HZDF 7 )V biREZRLET,

R27: TIAI LD RMON /RS *—4

INTA—4H FI4I bk
7T =1 RERIE,
A X b KRR TE,
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RMON 0% |

B Fo+LroRMONEE
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-10.

SPAN D% E

COEONFIZ, WOLEFY TT,

* SPAN [ZPH¥ 2 1F#H, 190 ~—

* SPAN #£fFJ6, 190 ~X—v

© EEILAR— FORHE, 190 R—Y

* SPAN %G/, 191 ~_X—

© sESEAR— b OREME, 191 N—

* SPAN OVFEEFHE L O FEE, 192 RX—

* SPAN ‘& v ¥ 3 U OFERCE T2 IXHIBR, 192 ~—

* A —H Xy bEHAR— FOFRE, 193 N—T

* SPAN v a2 &dDMTU DU #ETORE, 194 ~—
* SPAN N7 7 4 v 7 O L — MHIRORE, 195 X—

* T AN TF X RV — NOBRE, 195 X—

© EEILR— hORE, 196 X—Y

* EFEILA— R Ty R, VSAN, F721X VLAN OF%E, 197 ~~—
* SPAN & v 3 VOO E, 198 ~—

* SPAN® v a D7 7T 474k, 199 ~_—

* SPAN &v g vo—mHsEl, 199 ~—

* SPAN [HF#HDFER, 200 ~R—
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SPAN D% |
B sPAN IcEY 1R

SPAN [CRA9 515k

AA v F RAR—=HFTFF7A4Y% (SPAN) #E (FA—F I 77—V 7 EBFFR—FE=FV T L
HIFEIND) 1T, xy NI TFITA VKD ONDOT0DR Y NT—T T 7 4 v 7 &8RN
LEY, Fv NU—2 7FF A WL, CiscoSwitchProbe, 7 7 A X F ¥ X)L T F T A%, £
% O Remote Monitoring (RMON; U E— K E=X 1 7)) Fua—7T7,

SPAN =15 7T

SPANEEIC LI, "I 74 v 0 xR ) o T TEDHA A —T x4 AR LET, CiscoNexus
TNA A, SPANEELE LT, /1= Ry b, T AR F v x0, KT 7 A48 Fx 21,
R—hF F¥ x/, SANHKR—F F¥ %/, VSAN, BLWNVLAN 2% HR— kL F*7, VLAN £7=
% VSAN TlE, HE S 72 VLAN £721% VSAN THR— FENTVWEHTRTHOA v X —T = A
AMSPAN XL LTCHEENET, A1 —V Xy b, 774NN F 0, BIOEET 74
T ¥ FNVOERFITLA VF—T A AT, ANFHR, WAOHR, £70E@ O SPAN K77 1
JEERTEET,

CANEET Rx)  ZOEETHAR—FENLTT A AZAD T 7 4 v 7%, SPAN 555t
A—Rlcar—3hFET,
cHEET (Tx)  TOEETR—FEN LTI AL ANLHAE T 7 40 v 71, SPAN %6
ER—Mabv—&ENnE7,

GE) T AN F v )L R—FBIOVSAN AR— MiE, SPANE v a v DANEETLR—FEL
THRETEEH A,

- E — 0_ 1

EETHR— FOFH
EETLHR—F (F=Z ) U ITRBER—KEBMEEIND) 1. XYy bNT—F T T 4 v IO T=
DICE=H NV TTEALF R A HZ =T 2 ATT, AL vFIL. FEBEDOED ATTEET
A—F (A v FTHEHTEXDIRKREOR—F) EEEOEOE(EIC VLAN F 7213 VSAN %
H—hLET,

KRR — FOREIL, RO LB TT,

A =Ry, T AN T xRN T 7 AN F ¥R, R— K F xR, SAN A— K
Fx k)b, VSAN £7/21X VLAN R— k Z A Sl TEE£7,

CHHDOSPAN By g TIIE=Z Y I TExEHA,
* S A— MR ETE A,
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| span T

seansi: [

cE=HTHHM (AN, W1, F721TWG) ZREL T, X ELR— FMERETEET,
VLAN B X ONVSAN EF e ofE, E=4 UV 7 HFEIATOHRTHY | 7 —THNDOT X
TOWHER— MIBEH SN ET, RX & TX DA 7 3 1%, VLAN £7213 VSAN @ SPAN
tyvarTCIIEHRATEEEA,

* 177 SPAN R — M OHIRIZH D FHAN, E=F By a v OFEELR— MIIZ128D F
RdH 0 £,

CHR— KM F ¥ RIABLRSANKR— K Fr mb A B —T = A ZIANEIIHETIEE TR —
FELTRHRETEET,

* BELA— M, [A U VLAN F721% VSAN 7, B VLAN 7213 VSAN IZFRETE F9,

* VLAN %721 VSAN @ SPAN #£{ZTTlL., Y —A VLAN £721X VSAN OFT_XTDOT 7 T 4
T IHR—=INEEILTR— L TEENE T,

SPAN %E 5%

JESE N —

| 0L-27903-01-J

SPAN %G &1, BMETXTA— b2 =XV T BEA L H—T 2 A%FLFET, CiscoNexus &
V=X FTN_A A, SPANSEHE LT, A=V Ry F AL H—T oA AL T 7 AN F ¥R A
VHE—Tx A AP R—FLET,

1£{E 7T SPAN 5E5%t SPAN

S S

T 7 AN Fx FIL T 7 AN TF xRV

T AN F xR A —%x v I (FCoE)
AT 7 A /N F ¢ R L T 7 AN F R
BB 7 AN F 1L A =%+ > b (FCoE)

~ DFFIE

%\m_wzvspANJZ//a/a X, EETLAR— K, VSAN, £/IEXVLANDS R T 7 4 v/ D=

ZET DR —F (FE=F U 7 R—FLbMHIND) NBETT, 5skR— FORE
li\ &@&?SD“C“TO

T«f@%fif~ rATFRETY, HETLA—V X v b, FCoE, BLXOT7 7 A4 R F v 3L
v— MIFESEAR— b ;Té’riﬁ/w

CEETTAR— MTIT N FEE A,
*AR—hF F¥FNVEFLILSAN AR — F¥r /L T NA—TIETEEREA,
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SPAN D% |

SPAN D;FEEEH K UHIFEHIE

*SPAN v a VN7 T 477X, A= 7Y)—IZH&MLERA,

*EEOSPANtE v a2 DY —AVLANIZET 256, EETY A MRS, =4
Vo dEanEwA,

TNT@%”?)Vfﬂ%%ﬁﬁf NOEZERNT T4y 7 Da—%2ELET, S5
— " RA =NV TR T TROGE ., WEEENRAETARRERSH D 5, WEEENEA
Ték 1 DFE BB OBEE TR —FTO N T 7 4 v ZEEICHELE RIFT AR H Y
ij‘o

SPAN OFEEEE L UFHIFNEIE

*SPAN N7 7 4 v 7137 7 4L KT 1Gbps (2L — MIBR S 41572, switchport monitor
rate-limit1IG 1 > ¥ —7 = A X a~< 2 NV R—hEhFEHA, T, T=FIGEBEH L
TT7 4 ~OEBERERET LS00, ROL DT T

°SPAN (£ 8 R—F (1 ASIC) Z &1 5Gbps (IZL— RlBRENE T,

°RX-SPAN (1, H— RO RX k57 4 v 7% 5Gbps ¥z HHAIE, K—FZL120.71
Gbps (2L — MRS ET,

AL wTFIE, 4ODT VT 4 TR SPANEy g EYR—FLTWET, 2202825
SPAN Ey v a Vv ERETDHE, BAD2 0Dy a N7 7T 4 71220 3, EHE
T 7T 4 7ty a VOIEFRHICRY RO 2O508 vy a BT 7T 4 T2k
T3, i BEyvar1l~10&2RELT, 1&2%77747@ﬁn\)7~h%
Wty a9 10037277 4712720 £9, MEE LZEELZ ATREICT 5 2IE, monitor
session session-numbershut 2~ > R&ZHFEH LT, By a3 ~10 2RI —REILLF
75

SPAN v > 3 U DERF 1= IHIBR

i Cisco Nexus 5500 < ') —ZANX-0S VRTLEEaA Y I4XalL—3>y HA K 1J—Z6.0(2)N1(1)

monitorsession 2~ RZHEHL Ty a v BEL2EV Y THLIck-oT, SPANEY Y g~
EERTEET, By a NI TIEETIHE, BFEOY v Y a VS IR EFRINEM

ShEd,
FIE
ARV EFEERETIVa Y El:9)
2Ty switch# configure terminal Ja—/NLary74Xal—vary E— RN
BlAA L £ 9,
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(—4xy tsigt—rome W

ARV RFERRETIVa Yy

=)

ATvT2

switch(config)# monitor session
session-number

F=H a7 4 Fal—3 gy EB— NEHG
LET., ROy a v BHECH LWLVE Y
va UERENBMESET,

WIZ, SPAN E=% vy g aRETAHAHERLET,

switch# configure terminal

switch (configqg)
switch (configqg)

# monitor session 2

A —H5F%y FBEKR— FDERTE

SPAN 5 R —hE L CA—Y Ry b A U F—T oA AERETETET,

)

GE) SPAN %G 5ER— NI, AA v F LOPYHR— MIOBHRETE ET,

FIE

ARV KRFERETI VY

=)

ATy T

switch# configure terminal

Jua—n)ary7 4 Xalb— g F— RNa2BH
HBLET,

ATy T2

switch(config)# interface
ethernet slot/port

HESNARY FER—FTA—H xRy b A
VEHE—T a2 A ADA U HE—T =2 A AT 4
Xl —ary E—FREHBELEST,

ATvT3

switch(config-if)# switchport
monitor

BESNIA—Y Ry b AV H—T =2 ADE
=X E— REMHBLET, F— 23 SPANSES
ELTRESINTWDIEGS, 7944074 7
o —HlETT =7 T,

ATvT4

switch(config-if)# exit

Ja—\)LarZ 4 Xal—ygrE— RIE
Di—g—o

ATy T5

switch(config)# monitor session
session-number

BELESPANEY Y a v DE=F a7 4
Xoal—gryET—RFEHBELET,

ATvT6

switch(config-monitor)#
destination interface ethernet
slot/port

A —H%F > b SPAN SR — bR ELET,

| 0L-27903-01-J
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SPAN D% |

SPAN w3 LD MIUDYIYVIETOHRTE

WIZ, A —%F v b SPAN SR — h e ET D0 2R LET,

switch# configure terminal

switch (config) # interface ethernet 1/3

switch (config-if)# switchport monitor

switch (config-if)# exit

switch (config)# monitor session 2

switch (config-monitor)# destination interface ethernet 1/3
switch (config-monitor) #

SPAN v 3> ZEDOMIUDYIYETHERTE

i Cisco Nexus 5500 < ') —ZANX-0S VRTLEEaA Y I4XalL—3>y HA K 1J—Z6.0(2)N1(1)

SPAN K5 7 ¢ v 7 EIRIEZ I 591213, SPANE v a v OFEE Sy v N THA SN B RN
A4 MIEFRETEET, ZOEIZ. HKREEREAMN (MTU) OO0 TS XLMpEnEd, &
EINTZTA XL HREWVSPAN N v METRT, RESINT=VA XU ETHENET,

FE
av Y RFFERIET7TIV3Y | BW
Z2TFw 1 switch# configure terminal Ja—R_) a7 4 X b—arE— NeBls
LET,
RTFw T2 switch(config) # monitor session | -+ =% = 7 s X2 L —> 32— NEBIE L.
session-number MTU b Y $CTH A R E SH7= SPAN £ v o =
VEREELET,

AFvT3 switch(config-monitor) # [no] [$FE L/-SPANtE v 3D/ %47 v O MTUH] Y
mtu BT A REBRELET, HBECX AR~
1518 /XA K~ T9,

RTFw T4 switch(config-monitor) # show | ({L-7&

monitor session session-number | \fTU PIWBETORERAT—H A, Eyigr L
(2T Y FTHAI SN DR M. MTU 4]
NIETHYFR—FINDETYa2— L EPR—FX
NRWEY 2—LZE@le, SPANtE Yy a DA
T—HAERRLET,

ATvT5 switch(config-monitor) # copy | ({17%)
running-config startup-config EiTar 74 Xal—TarvE, RE— T oS
A7 4Fal—varilatt—LET,

WIZ, SPANEvY T a O MTUBI D B CTEHRTET 202~ LET,

switch# configure terminal

switch(config) # monitor session 3

switch (config-monitor) # mtu

switch (config-monitor) # copy running-config startup-config
switch (config-monitor) #

0L-27903-01-J |



| spaN %
SPAN k571 vooL—reRoEE

SPAN 5249V DL— +HIRDERTE

FT=H By arBIKTSPAN T 7 4 v 7 D L— MHIIRE 1Gbps ICRETHZ & T, T=F &
NEEBB T 74 v 7 ~ORBERRETEET,

Nexus 5500 > U — AT, SPAN N7 7 4 v 7137 7 4/ F T 1Gbps (2L — MRS N5 72
switchport monitor rate-limit 1G 1 > % —7 = A a~< RZ¥R—branFEthi, Fz, =
SRABRFEBMB ST 7 4y 7 ~ OB S0, ROX TR T

*SPAN (£ 8 "—F (1 ASIC) T &1Z5Gbps IZL— MRS E T,

RXSPAN%?L R—=RDRX N7 7 47 5Gbps 2585515, &~— hZ 12 0.71 Gbps
Zl— MRSV E T,

FIE
ARV KRFERETI3Y | BW
ATv 1 switch# configure terminal ra—) ary7 4 Xal—iary — NE#lG
LEd.
ATvT2 switch(config)# interface Ay MEER I UR— MEIZ X 5BRTHRE S
ethernet slot/port A=V Ry h A B —T 2 A AT A HF—T =
A AT 4 X2l —arE—FElBLET,
2Ty T3 switch(config-if)# switchport | L — LIER73 1 Gbps Th 5 Z L AT L 7,
monitor rate-limit 1G _ .
GE) NZ 742713774/ 5T 1Gbps iz
L—RHRSN TS 7D, Zoavy
R1Z Nexus 5500 77 » k7 4+ — AL TlELH
R—hFINFEHA,
RTFvT4 switch(config-if)# exit Ja—N)L a7 4 Fal—ary EF—RIIRED
£

WIZ, A=Y Ry h A F—T x4 A 12 DHIRIEZ 1 Gbps IZHIRT D62~ L ET,

switch (config) # interface ethernet 1/2
switch (config-if)# switchport monitor rate-limit 1G
switch (config-if)#

TJ7A4/N\ F v RILIBETR— FDKRTE
\§

G¥) SPAN %656 — ME, A4 v F LOYBR — MIOHBRETE ET,

Cisco Nexus 5500 1) — X NX-08S R FLEHEOVIJ4XalL—3> HA F 1) 1J—X6.0(2)N1(1)
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REETEA—

= 1 A —

SPAN D% |

NOEF

T AN F ¥R IR— b& SPANSEER— R E L TRETEET,

FIE
ARV NFERETIVa Yy B#)
2Ty switch# configure terminal Ja—n\)ary 7 4 Xalb—y g E— K%
BRtE L E7
2T T2 switch(config)# interface fc 21y MEB LOR— MEIC K 23R THE
slot/port ENEZT AN F YR AL H—T oA A
T AV H—T 2 A AT 4 Fal—s
YE-RERBLET,
ATvT3 switch(config-if)# switchport A4 —7 x4 A% SPAN %54 (SD) £— K
mode SD WZERELET,
ATvT4 switch(config-if)# switchport AU HE—T oA ZAHEZ1000IZHELE T,
speed 1000 HENRE AT Y a A TE £ A,
r & WA switch(config-if)# exit Ja—rvar7 4 Xal—varE— R
RYET,
2FvT6 switch(config)# monitor session | =% 2. 7 (X2 L — g2 F— &L
session-number LET,
2Ty TT switch(config-monitor)# T AN F v FAGEER— M ERELET,
destination interface fc s/ot/port

Wiz, £ —H%F> b SPANFLAR— F 2R ETHH 2R LET,

switch# configure terminal

switch (config)# interface fc 2/4

switch (config-if)# switchport mode SD

switch (config-if)# switchport speed 1000

switch (config-if)# exit

switch (config)# monitor session 2

switch (config-monitor)# destination interface fc 2/4

_J'l,l—'—l

DEXTE
EEITXAR— ME, A=V Ry b, Z7ANFT v 31, FRIEET 7 A4 RXF ¥ RVDR— MM
ETEET,

Cisco Nexus 5500 ') —X NX-08S VA FLEEA D74 Xal—>3> HA K 1J1)—X6.0(2)N1(1)

0L-27903-01-J |



| span T

A5 7T
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R—

#ETA— bk Frru, vsAN, =Evian ozt i

FIE
ARV RFEREET7I2 3y | BH
& A switch# configure terminal Jua—r~)Lary 7 4 ¥al—3gy ET— REElh
]\/\i—g—()
ATFv T2 switch(config) # monitor BELEE=X) vyl arDFE=X a7 4
session session-number Fal—gy T— FEHBLEST,
AFvT3 switch(config-monitor) # source | E(ETLEB L Oy Ve abt' —F A NS5 T 4 v 7K

interface #ype slot/port [rx | tx |
both]

MERELET, 41—y 7743 F ¥ %
vy FRHMERT 7 A NN TF ¥ 2O R — MEGEHE A
NTEET, ab =3B 8774 v T FHME, AT
(rx) . 1 (tx) . E2EW 5 (both) & LTH
ETE&ET, 774/ Midboth T,

WIZ, A =% F v b SPAN KZHAR— b aRET L2 RLET,

switch# configure terminal

switch(config)# monitor session 2
switch (config-monitor)# source interface fc 2/1
switch (config-monitor) #

Wiz, 7 7 A X F ¥ /L SPAN %5 oAR—

switch# configure terminal

switch (config) # monitor session 2
switch (config-monitor)# source interface fc 2/1
switch (config-monitor) #

Wiz, AT 7 A /X F % X)L SPAN IFE o — 2R ETHH 2R LET,

switch# configure terminal

switch(config)# monitor session 2
switch (config-monitor)# source interface vfc 129
switch (config-monitor) #

EHRETHHEERLET,

M F =)L, VSAN., F7=I& VLAN DEE

SPAN E v a VNIEEILET v RNV ERETCEET, INbHOFR— ML, A—F F¥ %/, SAN
A— bk F v/, VSAN, BEIOVLANICRETEET, =XV 7 HFaIAN, W, £7-

FZOWGITRETE, ZV—THNOTXTOYHAR— MIEH S ET,
FIE
AU RFEEETI VI Y E:9)
ATFvT1 switch# configure terminal ra—/Nrary7 4 Xal—varyE—R
B L £,
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SPAN D% |

SPAN v 3 VDERBADIRTE

ARV RFEREFTIVa Y =)y

ATFw T2 switch(config) # monitor session BELESPANEY g v DFE=F a0
session-number T4 X2 L— gy T— FEBEELET,

ATFvT3 switch(config-monitor) # source A— K F¥ R, SAN FB— h F¥ R,
{interface {port-channel | VLAN. 7713 VSANHEoArRELET,
san-port-channel} channel-number [rx VLAN % 7-1% VSAN 22504 . =X
| tx | both] | vlan vian-range | vsan t%; o X
sanranee | SRR T,

WIZ, A= b F¥ RV SPAN RE a2 ET Pz~ L ET,

switch# configure terminal

switch(config)# monitor session 2

switch (config-monitor)# source interface port-channel 1 rx
switch (config-monitor)# source interface port-channel 3 tx
switch (config-monitor)# source interface port-channel 5 both
switch (config-monitor) #

WIZ., SAN AR— k F ¥ %/ SPAN EE 2R ET A2~ LET,

switch (config-monitor) #switch# configure terminal
switch(config)# monitor session 2

switch (config-monitor) # source interface san-port-channel 3 rx
switch (config-monitor) #

KIZ, VLAN @ SPAN X5 a2 ET AHl 2R L ET,

switch# configure terminal
switch(config)# monitor session 2
switch(config-monitor)# source vlan 1
switch (config-monitor) #

switch(config-monitor)# #IZ. VSAN SPAN =5 LR ET A2~ L E T,

switch (config-monitor) #switch# configure terminal
switch(config)# monitor session 2
switch(config-monitor)# source vsan 1

switch (config-monitor) #

SPAN = < 3 > DRBADKRTE

i Cisco Nexus 5500 < ') —ZANX-0S VRTLEEaA Y I4XalL—3>y HA K 1J—Z6.0(2)N1(1)

ZHLLTWVWE ST, SPAN Y g U ChNDRoT WARTZMIT D2 ENTE £,

FIE
ARV RFEEETY a3y =[]
2Ty T switch# configure terminal su—) ar7Z 4 Fal—vay E—
RZaBM L £,
2ATFv T2 switch(config) # monitor session HEE L7 SPANtEy v a v OFE=F a
session-number T4 F2lb—TarET—RERRBLET,
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sPANtvvar07274791t I

ARV RFERRETIVa Yy =)=
ATFvT3 switch(config-monitor) # description |[SPAN = v 3 3 > Db ) 23T WA RTE1E
description ATES

WIZ, SPANt® v a v OFAEZHRETHHE2RLET,

switch# configure terminal

switch(config) # monitor session 2

switch (config-monitor) # description monitoring ports eth2/2-eth2/4
switch (config-monitor) #

SPAN v a7 7471
FT7H/NNTIEH, By var 27— MIshut IZRFFEINFE T, FETLOmIL~ 7y &
=45ty ialrEHE I ENTEET,

FIE
AU RFEREFT7TIVa Y EL:3)
& A switch# configure terminal Jua—\)ary 74 Xal—3igy T
RZzBM L £,
RTFw T2 switch(config) # no monitor session {all | 57 X317~ SPAN & v > a L F 77133~
| session-number} shut THOv vy a 2B LET,

WIZ, SPAN® v a v &7 75 4 72T 502 R LET,

switch# configure terminal
switch(config) # no monitor session 3 shut

SPAN v 3 > D—KEELE

FI7 4 FTiE, By g 25— M shut TY,

Cisco Nexus 5500 1) — X NX-08S R FLEHEOVIJ4XalL—3> HA F 1) 1J—X6.0(2)N1(1)
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B seanfssmoss

A

SPAN D% |

G¥)

CiscoNexus A1 v Fld, 22ODT 77 4 772SPANt® v a &% HR— bk LET, CiscoNexus
5548 AA v FiX, 4ODT VT 4T/ SPANE v a v EHAR—hLET, 220%B X5 SPAN
Ty vavERETLE, RUIDO2O0® Yy a VNT 7T 4 70 4, BEFIZT Y
T4 Ty a VOEFENRSIRY KED2ODY Yy a BT 7T 4 IR0 £,
e ziE, By a1l ~10E2RELTC, 1 L2037 774 7hethh, V7 — Malidtyva
YOLIOMT VT 4TIV ET, fEE LTCEMERZ FEEIZ T 21X, monitor session
session-number shut 2~ > FEEHA LT, By a3~ 10 #HRMIC—RFEEL T,

FIE
AU RFEREFTOVa Y E]:g]
RATFv 1 switch# configure terminal Jra—rLary7 4 F¥al—i gy T
FEPIn L £7,
2772 switch(config) # monitor session {all || }57 & 172 SPAN & v & = > & 213 9=C
session-number} shut DY v —EERLET,

Wiz, SPANt® v a v &2—REIT56%2RLET,

switch# configure terminal
switch (config) # monitor session 3 shut
switch (config) #

SPAN [E¥R D3R~

i Cisco Nexus 5500 < ') —ZANX-0S VRTLEEaA Y I4XalL—3>y HA K 1J—Z6.0(2)N1(1)

FIE
ARV RFEREET7TIVa Y L=

ATFvT1 switch# show monitor [session {all | session-number || SPAN S E A2 FE <L E T,
range session-range} [brief]]

WIZ, SPANt v a v OFEREERT D ZRLET,

switch# show monitor

SESSION STATE REASON DESCRIPTION
2 up The session is up

3 down Session suspended

4 down No hardware resource

WIZ, SPANt v a v OFEMEERT HHZ2RLET,

switch# show monitor session 2
session 2

type : local

0L-27903-01-J |
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state
source intf
rx
tx
both
source VLANs
rx
source VSANs
rx
destination ports

:up

fc3/1
fc3/1
fc3/1

1

: Eth3/1

SPAN 1B DK
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SPAN D% |
B seanfssmoss
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o

ERSPAN )% E

ZOEOAFIL, RO LEBY TT,

* ERSPAN (2B 5 1&F#H, 203 ~—

* ERSPAN O T A & o A8 206 ~<—

* ERSPAN DRi{ESEM:, 206 ~—

* ERSPAN OyFEE I L O FEIE, 206 ~—
* T T4V ERGE, 207 N—Y

* ERSPAN OFXE, 208 ~<—

* ERSPAN OFREH], 214 ~—

* FOMOBEEE, 215 RX—Y

ERSPAN 2R3 A 15%k

ERSPAN X, IP Xy N —7 TCIT7— VT ENTZ N T T4 w7 %L LT, *y NU—FNT
BEDODAAL v FDOVE— TV T EEHRLET, N T 74 v 71E, BHMETNV—FTH TR
MEEh, *y NU—IRZEEINET, Ty MIsEkL—F T 7B ULRER S dL, 56t
AVHE—T x4 RTEEINET,

ERSPAN (X, ERSPAN #f5tk v > a v, N—F 1 >V A[fE/: ERSPAN i8FrL—T 4 v 7 H 7
't (GRE) 7Mbb T 7 4 v 7, BEOERSPAN 5i4ct v o g  THEER I TWET,
HIpDHAA v F TERSPAN REtE vy va v Bl %ty v a v 2 HEBNCREL £,

ERSPAN E{Excty i a >
ERSPAN %20 v v a VT, WICK->TERBENET,

vz ID,
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ERSPAN D&% |
B ==s8%+5749%

Yy a TESZ ESNDHEETLA— M, FEIC VLAN, £7213XE78 VSAN DU R b,

* ERSPAN 7 11— ID,

*IPTOS ° TTL 72 £, GRE =X —F|Zf#+ 547> g VEhk

*SESEDIP T R LA,

RN —T 4 B IR T —T L,
ERSPAN {57t v ¥ 3 » X, ERSPANGRE I 72/ ENTZ N T 7 4 v 7 R E TR — F b
a—LEHA, ERSPANEETE v a2 T8I, HELE LTHR— ., VLAN, £7/21ZVSAN

ERETETET, 2EZL, kDXL 07530)%'”3&75‘25)@ F9, FEMIZOWVWTIL, ERSPANOD
EEHFHB LUHIKFEHZZR L T ZEW,

WODKIL, ERSPAN iR EDFIZR L ET,

X 1: ERSPAN D5

Destination Switch
Switeh D (Data Center)
Routed
GRE-Encapsulated ____
Traffic Probe
(K—;uted

Metwork
Routed
Routed GRE-Encapsulated
GRE-Encapsulated - Traffic
Traffic

B Source Switchies)

Switch A [ -’ Eiteh (Access)

T P

EZAWMERECTT49D
57 4/ s TiZ, ERSPAN /X, v~V F X ¥ A BIOT vy 7o ba)rs—F 2=y b
(BPDU) 7L —2LaZ&lr, T _XCOT T 4 w7 BERLET,
ERSPAN BRE=XTBH NT7 7 4 v 7 OFMIE, ROXIITGERFILCICEI>TIREY 77,

*EEILAR— MZOWTIL, ERSPAN X, AN NT 74w o WM 74w 7 FRIIAN
T 747 BE=2TEET,

* B0 VLAN F 7213381558 VSAN IZ2WTIE, ERSPANIIA NI N T 7 4 v 7 DB ET=H
TEE7,

120377
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| ERSPAN D%
ersPAN xSt [

ERSPAN = {S 7T

NG 7 4 IV EE= R TCEXAE=HF A v Z—T = ADZ L% ERSPAN ¥V — X LIFONE 4, 3%
XTI, BIRTA NI 74w 7 &BEL, SBICAN, BhH, £REHWFERO NT7 7 4 w7 %
I —FAEMEIMEIEELET, ERSPAN EETITIIRO L OB EENE T,

CEETLAR— b BETXAR—NMI. FT T 4 v IOOEDICE=Z ENER— T, £E
D VLAN [ZEE TR — b ERETEET, £72, b7 A—1%&, EFELTFR—1FE LT
WELZY, EFNT U7 IRETR— P ERBESEDLZENTEET,

F(EIC VLAN : 2555 VLANIZ, T 7 4 v 7 T dIiZE=2 EINA e —h/)L =
V7 %y hU—2 (VLAN) T,

EEITCVSAN : iBEIEVSANIX, NI 7 4 v 7 GO0l T =4 SNDHHEEA L —T =
V7 %v hU—2 (VSAN) T,

Y YET % &R % ERSPAN

Y0 ¥Ta2EMT % ERSPAN ] LT, ERSPAN X7 v hOEETHHENE 777V v 7 %
723y hU— I EROEZ B 5T 2 LR TEFET,

T 7 4V FTIREID T ThL e Wad, KA ERSPAN N7y MR ET DAL v T &z
I—21Z, TNOEDORETEL N ry b Ry 7 T508ERH0 £,

A

(3F)  Cisco Catalyst 6000 ¥V — &2 A4 »FIE, THLOUVETCHEASIN 7y haE Rkrv
J 578, %645 ERSPAN /L— & /3 Cisco Catalyst 6000 < U — X A A v F DA, 10 #T a2
9% ERSPAN O#iex A 12— 7 /LI LR TL ZE W,

YILFERSPAN v o 3 >

18 8 ERSPAN £ v o 3 U AERRTX 425, FIEHZFEITTX ADIL 4 >0 ERSPAN £7-13
SPAN v arDHhTY, RMEHADERSPAN Y g i3y vy hE T TEET,
ERSPAN v gD vy hE T AZHONWTIEL, ERSPAN v a DYy v N T U FT-1T
T T 474k, 211 =) ZBRLTLLIEEN,

NA TRAZEY T«

ERSPAN #EEIZ AT — L A U AZ — 2P HR—FLEd, V77— EIZ, FEfTar7 %=
L—ya rpnmEASnET,
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ERSPAN D&% |
B ERSPANODS AU REH

ERSPAND S 1/ R EH

RORIZ, ZOBBEDT A B ABEMZRLET,

&5 SA LU RAEH

Cisco NX-OS ERSPAN|Z(E T A £ RIARETY, FA kv
ANy = VITEENTORWKREIT ST
CiscoONX-OS VAT I A A= RV E i
THY ., BINEMT—UREAELEEA, Cisco
NX-0S DT A & A AX—LDFEMIT.

[ License and Copyright Information for Cisco
NX-0S Software] %#ZHL T3, RO
URL CAFHEETT, http://www.cisco.com/en/

US/docs/switches/datacenter/sw/4 _0/nx-os/
license agreement/nx-ossw_lisns.html

ERSPAN (D HijIZ S

ERSPAN DRITESMIL, RO EEBY TY,

FTED ERSPAN iR EZ VA — T 5121F, FITET A ALTR— b DA —V Ry b 4 ¥ —
T2 A ALERETDHLERNHD 3, FHIOWVWTUEL, BEWVWOT T v b7 4 —LbDA X —
T A a7 4FXal—ary A4 REBBRLTLLEIN,

ERSPAN OFEFEIEH L UHIFNEIE

ERSPAN (Z1E, WOFEFEB LOHNERLAH Y £7°,

*ERSPANEEtt v v a VN FR— SN TWET, sty a g A—hanE
A,

HRR16DT I T 47 yva BN R—FENET, TXTHERSPANE Y 3 Th,
ERSPAN & SPAN v a VOIRETHHED Y XA,

* £ ERSPAN t v ¥ 3 VO RA— F&IZ 128 T

* £t ig 2 ® VLAN O REiE 32 T,

*1>® ERSPAN & v ¥ 3 VIZEEIEA— b, X578 VLAN, B X UE(E5C VSAN Z3% E T
£,

*VLAN A VSAN IZ¥ v 7 ENTWRWR YD | ERSPAN (L, EEXA— M TIEIAS, HA, F
TZIIAEN N T 7 4 v 7 =4 TE, %578 VLAN F72133%{55C VSAN Tid A b 7
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| ERSPAN D%
FsorrrEe [

T4 I DREEFE=SFTEXET, ERSPAN Tid, #EETCVLAN & VSAN FOH A FF 7 1 >
JEEF=ATEEE A,

* EEILAR— M EE{E7C VLAN IZ, [FIU ERSPAN & v & 3 VINICIFETE £,

*ERSPAN T 7 4 w71, LA ¥2A 2 —T A A, LAF¥IA L HZ—T A A, R—h
F ¥ 1)V, F721% FabricPath =27 R— b B A, v F 2K T TEEI,

*UE—bF ALy TFOGEEIP T FLAE, RS —VFy P AR— FETITFEXAR— F&T L
THEETEEH A, ZOWREIIIR—-FSNEEA,

*ERSPAN 57 4 w7 i%. 5i%IP 7 FL A~DOBZEREEMMN L A ¥ 3 ECMP £ 713K — k
F X XNV THIEE, a— KT v 7E3nE¥A, ECMPDEA., ERSPAN N7 7 ¢ v
JIE. B—F FX¥RXNVD1ODR T AR By T N—FERT 1 DDA N—DBRITEES
nFEJ,

*ERSPAN %, #ExEya v OEELR— b LTI 7 AN A =Ry F, FHE Y K
A —H% x>y b, TenGigabitf —¥ v b, BLOR—FF¥ R A F =Tz AEHKR—
FLUET,

*ERSPANa V7 4 X ol —varyavwlr RaEMAL Ty v a v 2R ETHHEAE. Byia
VID bty vary AATIERETEERA, INHEEFETIHIZE, FTarT7 ¥
L—ygrya<wy ROnoX—Va 2L ey a rZHIBRLTHL, Bya s
BRETHLENRD D 7,

*ERSPAN F I 7 4 v 7 3BEDT—Z VT 7 4 v 7 LA TH2HERHY 7,

*ERSPAN k7 7 ¢ v 7 1% QoS class-default > A7 L 7 7 A (qos-group 0) (ZE D ¥ THhF
—g—o

*F—X% N7 7 47 %ERSPAN b7 7 ¢ v 7 IR S 5121, ERSPAN 5664 — h o
class-default ¥ A7 L 7 TG ALV HEREWTTAF VT 4 EZFHRELTQOS VAT LT T A%
TERRC& £9°,

LA¥3xy FU—2TiX, ERSPAN N7 7 ¢ v 7%, ipdsep 2~ R&fEH L THMD
DiffServ =— N 7K1 > b (DSCP) fE C~—2/ C& %4, 574/ TiL, ERSPAN &
7 471, DSCPHEO C~—7 S Ed,

* rate limit =~ FIIfFHTEZ EHA,

—

=1L =
T7A4I) FEXTE
WDOFIZ, ERSPAN XT XA =2 DF 7 3 )V hREZRLET,

F+28: TIOAI LD ERSPAN /XS A —4

INDA—4 FI4ILE

ERSPAN v 3 v ¥ v b AT — FTHERENE T,
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Il esPanomE

ERSPAN D&% |

INTGA—R

FI4I bk

Y10 #5C 9 % ERSPAN

F 4=

ERSPAN D&% 7E

ERSPAN =StV 3 VDHETFE

ERSPAN EE T v avid, =445y a VR ENRNTA—FBLOR— hE7-1L VLAN
ZZTIE, ERSPAN X E vy a v 2R TET A HFIECOWTHALE T,

EERLET,

FIE

ARV KRFEREETIVaY

E:)

ATy T

configuration terminal

1 -
switch# config t
switch (config) #

ra—)Lar7 4 Xalb—3 gy E— REBG
L\i‘j_qo

ATy T2

monitor session
span-session-number type
{erspan-source | local}

fA
switch (config)# monitor

session 1 type erspan-source
switch (config-erspan-src) #

tyrvariDikvyvary XA TEFEHLT
ERSPAN %[5tk v 2 V& EF L, ERSPAN O
FoXEETEYYVay a7 4 Fal— gy
F—RKTavy RERBLET,
span-session-number 513X OHEIPHIL 1 ~ 1024 T,
FILCEy Y a s BFIEBEEHTEEEA,
EETEYyaroky g UIDIEEL S E—N
NWIRID AR—2AWNIZH LT, £y aID
EhEoryvay AR LT a—r30|Z
—E T,

v a U ID (span-session-number 513UZ & - T
RE) BXOE v g A7 (erspan-source
F—U—RIZEoTHRE) 1X. ANRITEETE
F¥A, ByvarDETEYy a2
ZEETHIIE, a2 FOneN—Y g 2l
LTy varyZhllRL TS, il y s
YIDELEFHLWEYyva AT Tav s NE
EHLCEy v a v EEERLET,
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| ERSPAN D%

ERSPAN 22ty ar it I

OV RFERET7TIVa Y =]:g]
ATFv 3 description UEE)
erspan_session_description ERSPAN EELtE v a v O3 EZ AN LET,
il - erspan_session_description 5| 5UZ 1L 5K 240 L4
swj_.tch (config-erspan-src) # {ﬁﬁ\ﬁﬁ T& iﬁ_o 7z L. %%I?i TZIT AR—2
description sourcel fi{jﬁ\ﬁﬁfdé i_&ho
RTFw T4 source interface { ethernet ERSPAN %(Ett v v a VB B EXELFK—F (
slot/chassis number | portchannel |  755) =7 v = — | _UE4,
number }
1 -
switch (config-erspan-src) #
source interface eth 1/1
AT w75 |sourcevlan number ERSPAN ¥%fE 7ttt v ¥ g & =% VLAN (1 ~
4096) (27 Vv =—hLET,
fi
switch (config-erspan-src) #
source vlan 1
ATy 6 |sourcevsan number VSANID BE#EE L £7, fHETX 2L 1
~ 4093 T,
fi
switch (config-erspan-src) #
source vsan 1
AT F1 |destination ip ip-address ERSPAN & v+ a VD5 IP 7 FLAZHRELE
4. ERSPANEEct vy 3 ZTLIZ1 D055
il IP7 RLVADIHNHFR—FZET,
switch (config-erspan-src) #
destination ip 192.0.2.2
AT 78 |erspan-id flow-id ERSPAN 7 0 —Zilln| 3% 70— 1D % E L £
T, FEETE HHPHIZ 1 ~ 1023 TT,
1 -
switch (config-erspan-src) #
erspan-id 5
ATFwT9 vrf {vrf-name | default } Ta—r )V =T 4 T T =T O 0
THVRFZiE LET, FRHIE LI VRE, £/
i 17 7 4#/V h VRF 2T £,
switch (config-erspan-src) #
vrf default
RFw 710 |ip ttl ttl-number =)

il
switch (config-erspan-src)# ip
ttl 5

ERSPAN kT 7 4w ZIND /347w b D 1P 1£#5t Al RE
R (TTL) EARELET. HEheix. 1~
255 T, T 7 # /L MAIX 255 T,

| 0L-27903-01-J
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B Yvi<czERT 2 ERSPAN OB E

ERSPAN D&

ARV KRFERETI VY B
27y 71 |ipdsep dscp_value (55
ERSPAN ~ 7 7 v 7 @73 s @D IPDiffServ =2 —
i - . | RAA b (DSCP) EZRE LT, AIED
sg;‘z;hZ(;;onflq—erspan—src) # ip %ﬁ@i 0~ 63 Vc_j_o 53‘7j‘/l/ ]\1@61 0 ,C_j_
AT w712 |noshut ERSPAN.fE ik v v a v g F—T M LE T,
TI74NETIE, Byvaridvyyy b A7—F
R TR SN E 7,
switch (config-erspan-src)# no
shut
ATwv 713 |exit REXTEH L, ERSPANEE iy vavr a7y
Xal—varyr®T—RaRTLET,
i
switch (config-erspan-src) #
exit
switch (config)# exit
ZF w714 |copy running-config ()

startup-config

i
switch (config-erspan-src) #

copy running-config
startup-config

Efar 74 Xal—vark, A= T v
Ay 7 4 Xal—vala—LET,

1Y ETZEMA I 5 ERSPAN DX TE

ERSPAN X7 v "OEETHHAINDE 777 V) v 7 OBEFZIEFAy MU~ HIRIEOBEZ ST
121X, ERSPAN F 7 7 4 w7 D MTU A XRE&RETEET,

FIE

AR RFEREEFT7TIVa Y

B

ATv 1

A F—=7 0k

1 -

switch> enable

FHEEXECE— R A R—7 /W LET, NAY—
FEANLET (ERshizHae) .

ATwv T2

configure terminal

i -
switch# configure terminal
switch (config) #

Ja—nN\)ar7 4 FXal— gy ®— Ntk
Li‘j—O
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| ERSPAN D%

ERSPAN v 3D vy hEOUFEREFT7I T4 1t

AT RFEREETIVaY

E]:0)

ATvT3

monitor session
erspan_session_number type
{erspan-source | local}

51 -

switch (config)# monitor
session 1 type
erspan-source

switch (config-erspan-src) #

tyiariDekyvary AL TEHERLT
ERSPAN %fEZmt v 3 & EZ L. ERSPAN OF
—HAEETEYy Yy a7 4 Fal—r g F—
KCa<y REBBLET,

span-session-number 5 | O #EFHIL 1 ~ 1024 TH, [F
Ctyvya r BedEkRfFEATEEEA,
EETEYya oy g IDIFFEIC g —
VIR ID AR—2ZANIZH BT, £y a DX
WhDEyary 247 LTTa— Ll —F
‘(“j—(}

w3 3 ID (span-session number 55012 & - Tix
E) BLOE Y3y A7 (erspan-source ¥ —

U—FRIZEoTRE) 1. ANVBRIIEETEEY

o ByvariDEiFEyvar AT EER
THI2E, av ROnoN—va v afHLTEY
YaryEHIBRL TG, HrLnky g ID E
Lk yvar AT TCav s FEFEALT

Ty varEEERLET,

ATv74

mtu mtu-value

151 :
switch (config-erspan-src) # mtu
64

ERSPAN /X7 v kD KAGEHEAL (MTU) OY) v #
THA X ZERLET, ARMEIT. 64 ~ 1518 T
‘é—o

T 75/ T, UIVEBTIA 2= TiEH Y F
A,

ATy TH

exit

i -
switch (config-mon-erspan-src) #
exit

REZHEHF L, ERSPANXEETTE Yy ar a7 g
Xal—TaryET—REKTLET,

ATvT6

copy running-config
startup-config

i -
switch (config)# copy
running-config startup-config

(EE)

V7 —hBELOU RAZ— FFIZHEfTary 7 42
L—ya VB AY— KTy ary7 4F¥al—g
SNZav—1L7T, BEEKBEMIIHRTLET,

ERSPAN v a>Di vy FEOUFERIEZT7Y T4 71k

ERSPAN v arvai vy NI DT 5L BHMEILNDIE~D Ny hOav—aglcx

i‘ﬂ—o

| 0L-27903-01-J

FIRFICFEITCTE D ERSPANE v v a VEUIRESNTWDH =D, bdEyvarwzi vy
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ERSPAN v 3D vy RO UFEREFT7I T4 1t

ERSPAN D&

NE T LTAN— R =T UV —2AZBHT 521k T, Blokty sy nMiRTEL LD
W2 EYd, F74 T, ERSPAN v g gy vy v b 27— FTERENE T,

ERSPAN v v a v A X —T7NWICT D&, EEILNLIE~DNRry hOav—%27 77 47
{ETEET, TTIAX—T IR TNT, BRI Z T OERSPANE v v a & A X —
TCT DL, Z0EyarzZ0noltAyyy RET L ThE, WOTARX—TNMIT D
MERHY FET, ERSPANE Y a U A7 — a2y v MU UVBIOA R—7 T DT,
Ja— VEFIFE= X a7 4 Fal— g EB— ROV a~vy R T £ 1,

FIE

AR RFEREFT7TIVa Y

B

&M

configuration terminal

1
switch# configuration terminal
switch (config) #

Jsa—ar7 4 ¥al—igrE— RNaHl
L ET,

ATy T2

monitor session {session-range | all}
shut

11 :
switch(config)# monitor session
3 shut

FHEDERSPAN v a v &y vy hE UL
T, By ia rO®EMIZ1I~48TT, 774
MR TIE, By varidvyy b AT — M TE
RENET, FRHIFEIT XDy v a id2
D7 TY,

ATvT3

no monitor session {session-range |
all} shut

11 :
switch (config)# no monitor
session 3 shut

FREDERSPAN v ¥ 3 VA B (f x—T7 L

2) LET, By arOfiPHIT1~48 TT,

T4V ITHEH, EyvaFzvryy hAT—

PR SN E T, FRFICETTE oy e

X2 2T T,

GE) FoH Bya B A R —T L TH
TRIRRZ T DG, By va %
AR =T AT DT, AN
monitor session shut =~ > K& 457 L
T7>5., no monitor session shut =<

Y RERT HERD D T,

ATv74

monitor session session-number type
erspan-source

11 :

switch (config)# monitor session
3 type erspan-source

switch (config-erspan-src) #

ERSPAN XE5H4 A T DE=HF a7 4K
L—yaryE—RERBLEST, Lty
arvaryIZ 4 FXal—ax BEOE Y
ararZ4X¥al—a lBENE
R
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| ERSPAN D%

ERSPAN

| 0L-27903-01-J

ERSPAN 3% 7E D FEER

AR RERETO V3 Y

S]]

ATFvTH monitor session session-number type | ERSPAN 565 % 4 7OF=F a7 4 X =2 L —
erspan-destination gy E— FEBBLEST,
i -
switch (config-erspan-src) #
monitor session 3 type
erspan-destination
ATv76 |shut ERSPAN Ey v a vy y N LET,
TI7HNETIEH, By vaidvryy b AT —
i F TR S E T,
switch (config-erspan-src)# shut
RTwv 71  |noshut ERSPANt v a & RX—7 M LET, 7
THINERTIE, By vaiivryy b ATF—h
il TSN xS,
switch (config-erspan-src)# no
shut
ATvT8 show monitor session all (EE)
ERSPAN v g VDAT—H AEFTRLFE
I - T,
switch (config-erspan-src)# show
monitor session all
& WA show running-config monitor (EB=)
ERSPAN DFATa L 7 4 Fa b — 3 VY EFR
i - LT,
switch (config-erspan-src)# show
running-config monitor
AT w710 |show startup-config monitor CGES=3)
ERSPAN DA Z— T w7 a7 4 Fa b —
i VaraERRLET,
switch (config-erspan-src)# show
startup-config monitor
AFw 711 |copyrunning-config startup-config| ({T-7)

i -
switch (config-erspan-src)# copy
running-config startup-config

Fifrary 74 F¥al—yalEkE, AX—KT v
FarZ 4 ¥al—yailar—LET,

X TE DHERR

ERSPAN DR E & F£RT HI21E, ROWTNODOIEEZITWVET,
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ERSPAN 0 3% 7E 3l

ERSPAN D&% |

avyU R

=)

show monitor session {all | session-number | range
session-range}

ERSPAN T v 3 VR EEXFR R LET,

show running-config monitor

ERSPAN D FEfTa 7 4 X a2 b— g U EFR
LET,

show startup-config monitor

ERSPAN DA X — "7 v 7 a7 4 Fa b —
varERRLET,

ERSPAN 0D % 7€ 5

ERSPAN E={Ectv P a3 Vv DETEH

RIZ, ERSPAN i

switch# configure terminal

Enter configuration commands, one per line.

EETEYya v ERETHHERLET,

End with CNTL/Z.

switch (config)# monitor session 1 type erspan-source

switch
switch
switch
switch
switch
switch
switch
switch
switch
switch
switch
switch

config-erspan-src) #
config-erspan-src) #
config-erspan-src) #
config-erspan-src) #
config-erspan-src) #
config-erspan-src) #
config-erspan-src) #
config-erspan-src) #
config-erspan-src) #
config-erspan-src) #
config-erspan-src) #

source vlan 1
source vsan 1
destination
erspan-id 1
vrf default
ip ttl 5

ip dscp 5
no shut
exit

ERSPAN v > 3 D& (E

LELTDIP7

description sourcel
source interface ethernet

1/1

ip 192.0.2.2

config)# copy running-config startup config

L X DEREHI

I, ERSPAN E v g v DEEILE LTIP T RLAEZRETHHE R LET,

switch# configure terminal

switch(config)# monitor erspan origin ip-address 192.0.2.1

switch(config)# exit

switch (config)# copy running-config startup config

Y YETZEA YT % ERSPAN 5% E

I, IV THEH 3 %5 ERSPAN ik &3 502~ L E7,

switch# configure terminal

switch (config)# monitor session 1 type erspan-source

switch (config-erspan-src)# mtu 64
switch (config-mon-erspan-src)# exit
(

switch (config)# copy running-config startup config
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