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e UNIX

$HOME/.cisco_mds9000/bin
DeviceManager.sh

# JVMARGS=$JVMARGS -Dsnmp.localport=9001

Fabric Manager Server

Manager Server

SNMP

Fabric Manager Server

TCP

* server.port = 9099

e server.data.port = 9100

FabricManager.sh

Fabric Manager Client Device Manager  Fabric

TCP 9198

2 Fabric Manager Client

Fabric Manager Client TCP

2-2 Fabric Manager

2-2 Fabric Manager
SSH 22 TCP
Telnet 23 TCP
HTTP 80 TCP
TFTP 69 UDP
Syslog 514 UDP
Fabric Manager Server Performance Manager
SNMP_TRAP 2162 UDP
SNMP SNMP UDP

9198 TCP server.properties

Java RMI 9099 9100 TCP

Fabric Manager Client

Cisco Nexus 5000

Fabric Manager

OL-16598-01-J |



| 2 Cisco Fabric Manager

||
2-2 Fabric Manager
SNMP SNMP UDP
client -Dsnmp.localport
Java RMI 19199 19399 TCP client
-Dclient.portStart -Dclient.portEnd
-Dclient.portStart = 19199 -Dclient.portEnd = 19399
Device Manager
SNMP_TRAP 1163 1170 UDP
SNMP SNMP UDP
9198 TCP server.properties
Windows PC  Fabric Manager
1 Fabric Manager Device Manager
2 > > Cisco MDS 9000 > Uninstall uninstall.bat

UNIX

1 Fabric Manager

$HOME/cisco_mds9000/Uninstall.sh

C:\Program Files\Cisco Systems\MDS 9000

Fabric Manager

Jusr/local/cisco_mds9000/uninstall.sh

MDS 9000

Cisco Nexus 5000

Fabric Manager

[ oL-16598-01-J



2 Cisco Fabric Manager |

Cisco Nexus 5000 Fabric Manager
OL-16598-01-J |



Fabric Manager Server

Fabric Manager Server

e Fabric Manager Server
e Fabric Manager Server
e Fabric Manager Server
e Fabric Manager Server

e Fabric Manager Server

Cisco Nexus 5000

SAN

Fabric Manager Server
p.3-2
p.3-3
p.3-5
p.3-6
p.3-7

Fabric Manager

CHAPTER

Cisco Fabric Manager

[ oL-16598-01-J



3 Fabric Manager Server |

W Fabric Manager Server

Fabric Manager Server

Cisco Fabric Manager Server

SNMP
Cisco Fabric Manager

60 MB Cisco Fabric
Manager Server  Windows 2000 Windows 2003 Windows XP Solaris 8.x Red Hat Linux
Cisco Fabric Manager Server Storage
Area Network SAN; 1 Cisco Fabric Manager
Server 16 Cisco Fabric Manager Server

Cisco Fabric Manager Client
1
Cisco Fabric Manager Server
. — Fabric Manager Server

Fabric Manager Server
Fabric Manager Client

2

Cisco Fabric Manager 1
Open
J — Fabric
Manager Client
o — Fabric Manager Server
N
Fabric Manager Client Fabric Manager Server

Cisco Nexus 5000 Fabric Manager
OL-16598-01-J |



| 3 Fabric Manager Server

Fabric Manager Server ||

Fabric Manager Server

Fabric Manager Server

e Fabric Manager Server p.3-3
e Fabric Manager Server p.3-4
e Fabric Manager Web Sever p.3-4

e Performance Manager p.3-4

Fabric Manager Server

Fabric Manager Fabric Manager Server
Fabric Manager Fabric Manager Server
IP
Fabric Manager Server  IP Options
Fabric Manager Server
localhost
Fabric Manager Fabric Manager Server

Windows PC Fabric Manager Server
Microsoft Windows Fabric Manager Server
Windows PC

Fabric Manager Server Authentication,
Authorization, Accounting AAA, Fabric Manager

p.4-4

Fabric Manager Server

Fabric Manager Fabric Manager Server Fabric
Manager Server p.3-3

Fabric Manager Fabric Manager Client p.5-3

Performance Manager
p.29-5

Fabric Manager Server Fabric Manager
Server p.3-5

Fabric Manager Server 2 4

Fabric Manager Web Sever Fabric Manager Web Sever p.3-4

[ oL-16598-01-J

Cisco Nexus 5000 Fabric Manager |



3 Fabric Manager Server |

W Fabric Manager Server

7 Performance Manager Performance Manager
p.3-4

Fabric Manager Server

Fabric Manager Fabric Manager Server
Performance Manager
Fabric Manager Server

Fabric Manager Server Device
Manager

Fabric Manager Web Sever

Web Performance Manager Fabric Manager Web Server
CD-ROM Fabric Manager Web Server
Cisco MDS 9000 Family Fabric Manager Configuration Guide

Performance Manager

Performance Manager 5
Fabric Manager  Performance Manager > Reports

Fabric Manager Web Server Cisco
MDS 9000 Family Fabric Manager Configuration Guide

Cisco Nexus 5000 Fabric Manager
OL-16598-01-J |



| 3 Fabric Manager Server

Fabric Manager Server u

Fabric Manager Server

Fabric Manager Server

Fabric Manager
Server

Fabric Manager Client Fabric Manager Server
Fabric Manager Client

Fabric Manager

1 Server > Admin

Control Panel Fabrics 3-1

>

Fabrics

3-1 Control Panel Fabrics

® Control Paneél - admin®@vchalita-mal - Fabric Hgnigqr

e Folrnr el R | L T L

rodig L L T FC
e Ll N by T ey | Fresrn i‘H.':I A ey H:- ke E ]
T T ¥
TACACS+

2 Admin

e Manage Continuously — Fabric Manager Server

Unmanage
e Manage — Fabric Manager Fabric

Manager Server
e Unmanage — Fabric Manager Server

3 Apply

Cisco Nexus 5000 Fabric Manager
| oL-16598-01-J



3 Fabric Manager Server |

W Fabric Manager Server

N

Performance Manager
29 Performance
Manager

Fabric Manager Server

Fabric Manager Server MDS 9000\server.properties Fabric Manager Server

Admin Fabric Manager Web Services
GUI

N

server.properties AAA .properties

Fabric Manager Server 6

e GENERAL —
¢ SNMP SPECIFIC — SNMP

¢ SNMP PROXY SERVER SPECIFIC — SNMP
TCP

¢ GLOBAL FABRIC —
e CLIENT SESSION — Fabric Manager Client
e EVENTS — Syslog

e Performance Chart — Performance Manager
¢ EMC CALL HOME — EMS E XML

e EVENT FORWARD SETUP — Cisco Fabric Manager Server E

Cisco MDS SAN-OS Release 3.4

e Display FCoE — Fibre
Channel over Ethernet FCoE /
Nexus 5000 displayFCoE true

A

Display FCoE Fabric Server

Cisco Nexus 5000 Fabric Manager
OL-16598-01-J |



| 3 Fabric Manager Server

Fabric Manager Server

Fabric Manager

e Fabric Manager Server

e Fabric Manager Server

Fabric Manager Server

Fabric Manager Server

p.3-7

p.3-8

Fabric Manager Server

Fabric Manager Server

p.3-8

Fabric Manager

1 Control Panel
Manager

N

Local FM Users

3-1

Fabric

2 New

3-2 FM User

3-2 FM User

@ FM User - Fabric... f;

L Plamm;

Paspwand:

Canlwn Paddesid:
Aol | rsivece b i

(o ] [(oen ]

TRTT4l

Apply

Edit

Fabric Manager Fabric Manager Server

1 Control Panel

Fabric Manager

Cisco Nexus 5000

Local FM Users

Fabric Manager

[ oL-16598-01-J



3 Fabric Manager Server |

W Fabric Manager Server

3 Remove

4 Yes No

Fabric Manager Server

Fabric Manager Client Fabric
Manager Server

Fabric Manager Server

1 Server > Admin
Control Panel Fabrics 3-1

2 Fabric Manager Server
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e Device Manager

Fabric Manager

Fibre Channel Generic Services

Bus Adapter

HBA

Device Management Interface FDMI

ISL

Fabric Manager

CLI

SAN
SNMP
p.28-2
p.28-2
p.28-4
p.28-5
SAN
FC-GS  Fabric Shortest Path First FSPF SCSI-3
Fabric Manager 1
Host
Cisco SAN Fabric
HBA
SNMP
SAN VSAN
Fabric Manager
VSAN ISL
SAN

Device Manager

Fabric Manager

SAN

Fabric Manager

Jl  Cisco Nexus 5000
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Logical Domains

SAN

VSAN
VSAN

SAN

Information
Device Manager

Fabric Manager

Fabric Manager

1 File > Preferences

Fabric Manager preferences

2 Map Automatically Save Layout

28-1

28-1 Fabric Manager

m Prelorencm - Fabric Managsr
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[] Duspisy Uressiected 5AN Mevhen
[¥] msspiary Enal Devices:
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[T e by Dt Manager Each fiens
[£] ket Bvelics ox Link o Tabbs

[ Larpok dieww Denicme Muforesbicadss

Ui Gaick; Liryoul when Swisch hais == 30 Lrd Dervices
[57] rvmaricie Pratinandas lir Moncilaul Lyl

[i] Mooy Savim Ly

] i ety Crweorwirer Viinskirer

st || o || Clse |

!

3 Apply OK

Cisco Nexus 5000

Fabric Manager
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N san

Fabric Manager

FC-GS-3
Fabric Manager
p.5-23
Alias -> Enclosure Information
Alias -> Enclosure
Fabric
Fabric Manager Fabric Manager Server
p.3-5
Fabric Manager  Information
VSAN
Logical Domains VSAN Information Summary
Fabric Manager Fabric Manager Client
p.5-8
Fabric Manager Web Server Inventory
Fabric Manager Web Server Inventory
Fabric Manager Server Inventory
SAN
Fabric Manager Web Server Cisco MDS 9000 Family Fabric

Manager Configuration Guide

Fabric Manager Web Server

1 Fabric Manager Web Server

2 Events Details

Filter

Cisco Nexus 5000 Fabric Manager
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Device Manager
Fabric Manager Server Device Manager
Device Manager Device Manager  Logs > Events > current
Find
Syslog
Syslog PC
Syslog 2
Critical NVRAM

RAM Notice
Fabric Manager Cisco SAN

Online System Health
Management Call Home SNMP

Fabric Manager Device Manager

Fabric Manager Events

topology Fabric Manager Events Fabric Manager
SNMP RMON
Events

Fabric Manager Web Server Report

Fabric Manager Web Server Performance Manager
Fabric Manager Server
Performance Manager > Reports

Web Fabric Manager Server
Events
ISL
SAN
Device Manager
Device Manager  Logs > Events Device Manager

Fabric Manager

Cisco Nexus 5000 Fabric Manager
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Performance Manager

Fabric Manager

e Performance Manager p.29-2
o p.29-5

Cisco Nexus 5000 Fabric Manager
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W performance Manager

Performance Manager

Performance Manager Web

Performance Manager  Cisco Traffic Analyzer

Performance Manager 3
o — Flow Wizard
o — Web Server Performance Collection
. — Fabric Manager Web Server Web

Performance Manager  ISL
Performance Manager
Performance
Manager Storage Area Network SAN;

SAN Performance Manager
5

Performance Manager

Performance Manager

Performance Manager

Performance Manager

Fabric Manager Server Performance Manager
o p.29-3

. p.29-3

. p.29-3

. p.29-4

Cisco Nexus 5000 Fabric Manager
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Performance Manager ||
Performance Manager 1
Performance Manager
2 1 76 KB
Round-Robin Database RRD RRD
110 KB
e § > 600 2 2
e 30 > 700 12.5
o 2 >< 775 50
o 1 > 300
1000 SAN 1 110 MB
SAN 20
2 3 SNMP
100 / SNMP 5
76 KB
N
Performance Manager
FL/NL
Performance Manager Configuration Wizard
2 Fabric
Manager Web Events Critical Warning
Fabric Manager Web Events
2
110%  500% 100% 29-1

Cisco Nexus 5000 Fabric Manager
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W performance Manager

29-1

. AN—=TY bTED2DOD
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w5 2 ® >l ) Fa2m

HEFEZ HE|E (1830% i1 E)
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2 130%

Performance Manager Flow Performance Manager Setup Wizard

Cisco Nexus 5000 Fabric Manager
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2
. VSAN
. VSAN ID
. p.29-5
. p.29-5
1024
29-1 Flow Type

29-1 Performance Manager

Host->Storage

Storage->Host

Both

Fabric Manager

1 End Devices Physical Attributes Flow Statistics

29-2

29-2 Fabric Manager

Cisco Nexus 5000 Fabric Manager
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2 Create

N

Performance Manager

Y

Define Traffic Flows

29-3 Define Traffic Flows

= Flom Cenliquesiinn Wieard

1 of 2: Define Traffic Flows

Denfires Evaffic counbers batvsen grasre arad dactingtion devices in 4
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Tyge: = Hndd-rSieege © SlocegecdSlocmgs O Bl
TF oo ok Mo £ meiedlioeed ptchies
[T Eresle Mo on o cards

Wt = || el |

S8 Fabri om | T2 F20-2H)

29-3
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)

FEr T

VSAN

Type

Fabric Manager

Clear old flows on modified switches

Create flows on all cards

Jl  Cisco Nexus 5000
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7 Next VSAN

Review Traffic Flows 29-4

29-4 Review Traffic Flows

w i Conliguration Warerd - SANIT ahrie we:mesla- 400

of 2 Review Traffic Flows E}'—'
)

Rerrois urnsedsd Mo (Tom fabis Darone g essing Minidgn. Ve
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B4 rawn ) !E
8
9 Finish
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CHAPTER 30

Nexus 5000 FAQ

Cisco Fabric Manager Device Manager FAQ

¢ Nexus 5000
e Fabric Manager

Cisco Nexus 5000 Fabric Manager
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30 Nexus 5000 FAQ |

W Nexus 5000

Nexus 5000

Nexus 5000

e Display FCoE p.30-2

¢ Display FCoE p.30-2

Display FCoE
Fabric Manager  Display FCoE Fabric Manager
Fibre Channel over Ethernet FCoE
/

¢ Virtual Interface Group VIG Virtual Interface

e Physical Attributes VIG

J FCoE

. Nexus 5000

Display FCoE
Fabric Manager  Display FCoE

e server.properties Fabric Manager <installation
directory>/conf

e displayFCoE displayFCoE FCoE

e displayFCoE true

Fabric Manager

# FM Client and Server Attributes

# Display FCoE feature related tree nodes, menu items, toolbar buttons,
topology nodes/links i1f Nexus 5k switches are present in the fabric
displayFCoE = true

Fabric Manager
Fabric Manager FAQ URL Management Software FAQ

http://cisco.com/en/US/docs/storage/san_switches/mds9000/swi/rel_3_x/configuration/guides/fm_3_2/tsfm.html

Cisco Nexus 5000 Fabric Manager
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* ping

e Trace Route fctrace

e show tech support

e CLI

e WWN

e HBA FCID

Cisco Nexus 5000

CHAPTER

p.31-2

p.31-4
p.31-5
p.31-7
fcping  p.31-9

p.31-11
p.31-12
p.31-14
p.31-16
TOV p.31-18
p.31-21

p.31-27

p.31-28
p.31-29
p.31-29

Fabric Manager

p.31-10
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Fabric Manager Server — Cisco Fabric Manager Server

Performance Manager

Device Manager — Fabric Manager Server
Cisco Device Manager

Traffic Analyzer — Fabric Manager Server

Cisco Traffic Analyzer
Logical Unit Number

SAN
SCSI

Protocol Analyzer —
Cisco Protocol Analyzer
Wireshark

Port Analyzer Adapter PAA — Fabric Manager Server

Cisco Traffic Analyzer  Cisco Protocol Analyzer

Device Manager

Cisco Traffic Analyzer
VSAN
LUN

Cisco Traffic Analyzer

Cisco Protocol Analyzer
SCslI

SNMP

Switched Port Analyzer SPAN;

PC

PAA

PAA PC

PC

1
Cisco PAA SPAN
SPAN
IP
PAA
Cisco Traffic Analyzer Cisco Protocol Analyzer SPAN
PAA
Y
Cisco Traffic Analyzer  Cisco PAA 2
Cisco PAA 2

Fabric Manager

Jl  Cisco Nexus 5000
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Cisco Traffic Analyzer

Cisco Traffic Analyzer SPAN

Cisco Protocol Analyzer
Cisco PAA

Cisco Traffic Analyzer

1 SPAN SPAN Cisco Traffic
Analyzer
PC PC
Cisco Traffic Analyzer  Web
SPAN
ISL ntop
Cisco.com Cisco Port Analyzer Adapter
http://www.ntop.org/ntop.html
ntop Microsoft Windows Linux
Cisco Traffic Analyzer
Summary Traffic
SCSI  ELS
SPAN
Cisco Traffic Analyzer VSAN
Domain Traffic Distribution VSAN
FC Traffic Matrix
VSAN
SCsI
SCsSI
/ /

Cisco Protocol Analyzer

Cisco Protocol Analyzer

SCSI

Cisco Protocol Analyzer  VSAN VSAN

Cisco Protocol Analyzer

Cisco Nexus 5000 Fabric Manager

Cisco Traffic Analyzer

[ oL-16598-01-J

g i |



31

Wireshark

SCSI

Cisco Port Analyzer Adapter

http://www.wireshark.org

Windows Solaris

Switch Health

Fabric Manager

Linux

SPAN ISL
Wireshark  Cisco.com
Wireshark

Wireshark Microsoft

1 Tools > Switch Health

Switch Health Analysis

2 Start

Switch Health Analysis

31-1

31-1  Switch Health Analysis

:‘-" Swilch Heallh Knalyi - SANIFabric ow-nols. 720

| s rdeetncn Link Fafurst

Piobleens
Gwich Froksm

uwmn Truni Fallres

Dvescription
s imoie IO esrface Link Falres  edl2dediT)
Lvemoin-2H) \OEer infer face Fnhares foARE

zar | [ petan | [ cew | [ come |
J i) )

Lol Uplated on Pl 2, 2008 0837 P ereen

3 Clear

4 Close

Switch Health Analysis

1XYW

Fabric Manager

Jl  Cisco Nexus 5000
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Fabric Configuration

Fabric Manger  Fabric Configuration

1 Tools > Fabric Configuration

Fabric Configuration Analysis

2
e Policy Switch
. Policy File
* XML
3 Rules Fabric Configuration Analysis
Rules
4 OK
5 Compare
31-2
31-2 Fabric Configuration Analysis
m Fabiic Canllpusslon Knalysk - BSANHakie c-1BS
Ew i 270 | Jrersion [Minvadch 360 M3 ) A
v w220 [] ivsan [Missing YSANISLD, 3, 4, 0, 168, 1253, 1255, 2004, 2006, 20
w3l PR ipaing Ficon WEANx S0
o200 [ hesinn Mt WA o 3001, 400, 1 000
T i :I‘I'I:IL L 'mhM1_m?l
FE | e Chereels. Me memiers |, Chanmel 1
Teaea| || Do Pekoes MiETRlch Sty A Lo mEere | —pel
S o201 IEniorre s M CalHome Sl Sionos Addr Derad
sl ! B ey e 1 L
T Syiog Minvelch caefyskgTermnabrgsevsity Desmwepenoi) |
£ >
oo = ’
) chserapancis bl Th P 82 1512 54 PIT 2008 Iﬁ
Cisco Nexus 5000 Fabric Manager
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6 Resolve

7 Resolve Issues
8 Clear

9 Close

Cisco Nexus 5000 Fabric Manager
OL-16598-01-J |



End to End Connectivity
ping
VSAN

traceroute

Fabric Manager  End to End Connectivity

Tools > End to End Connectivity

End to End Connectivity Analysis

VSAN  VSAN

Ensure that members can communicate
ping

Ensure that redundant paths exist between members

Report errors for

Analyze

End to End Connectivity Analysis

Cisco Nexus 5000 Fabric Manager

ping
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31-3 End to End Connectivity Analysis

& [nd to End Conpectivity &palysis - SAMT abric ¢ 188
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o e ok hanred i Sralng A1 R dwgid 151
[#] Rtz ereoen for:
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Acties [ons Scurce Swich Soeace Pori
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Tores e ABE Emuii
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17T requasis faled Feb 3, 2006 X 1638 W

e Ignoring empty zone —
e Ignoring zone with single member — 1
e Source/Target are unknown —

e Both devices are on the same switch —
¢ No paths exist between the two devices — 2

¢ VSAN does not have an active zone set and the default zone is denied — VSAN

e Average time micro secs —
9 Clear

10 Close

Fabric Manager

Jl  Cisco Nexus 5000
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ping fcping ||

ping fcping

ping

Fabric Manager  ping

1 Tools > Ping

Fabric

Ping
2 Source Switch
3 VSAN VSAN
4 Target Endport

5 Start ping

Ping Results 31-4

314 ping
' FRAN [ mibmiegiecalbmar] ke Manager 1 0[0 145)
fn Yow fws Jam fwieswce e e
cafl 148 +2ENEERN O WEEW ¢ o Bl
e LT LET LT, AR e e W s
: _IH Tt Togal Ty O e OFer  Secomiwy s Secordry s -
i, in  desishie Riserosl Mai  Arslse feioed B P el PR . : E
— g . SE— — — — — "-—11
6 Clear ping Close

Cisco Nexus 5000 Fabric Manager
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W Trace Route fctrace

Trace Route fctrace

Fabric Manager Tools

e Trace Route — Fabric 2

e Device Manager — Fabric Device Manager

e Command Line Interface — Fabric Telnet Secure Shell
SSH;

Fabric Manager  Trace Route

1 Tools > Trace Route
Trace Route
2 Source Switch
3 VSAN VSAN
4 Target Endport
5 Start traceroute

31-5

31-5

:;_:' Irace Roite - SANTabric c-1BS

Ltk Swilth 21 W
WERM | WVEANIEI w
T Fraciiea] | [l (NXE) =l
PO o Port W)
- P Teip Bsstween Soures and Tengsi. (Cliek for Map Bighloghis

Hon Szl
1168

=]l

L1V = 23

1

6 Clear traceroute Close

Cisco Nexus 5000 Fabric Manager
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Zone Zone Merge

Fabric Manager  Zone Merge

1 Zone > Merge Analysis

Zone Merge Analysis

2
3 VSAN
4 3
5 Analyze
Zone Merge Analysis 2
31-6
31-6 Zone Merge Analysis
- Fonn Meipe Analyuis - SANHabaie c- 186
Eheck Tedch 1 o0 | AndSwich 2 Ewinia. o W
Fer Acher Dormsel birge Problems n V2ARME | 11 —_.f1.¢IHG
1m?n|:l..|.w SRR L AELgE FEPULL IRl E=10r ll!l.l.'ﬁ
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WA LD RSrive I T HECgE peELr L[4 £=1E8 ar
=136 has Be ackive foneset en VEAN 10
THAN 11 Aotive Zonesst Necpge B=poct fof c-106 ar
o-lid har e accive zonspec on VHAM 1L
W
= - BEEESES
6 Clear
7 Close
Cisco Nexus 5000 Fabric Manager
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W show tech support

show tech support

show tech support

Fabric Manager 1 show tech support
1 Fabric Manager
Fabric Manager JPG
172.22.94.250.jpg
show tech support zip
zip

Fabric Manager  show tech support

1 Tools > Show Tech Support

Show Tech Support
2
3

30

4 show tech support
5 JPG Save Map
6 zip Compress all files as
7 show tech support OK show tech

support Show Tech Support Close

31-7
Status

show tech support
31-7
show tech support

Cisco Nexus 5000 Fabric Manager
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31

31-7 show tech support
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Fabric Manager show tech support
Fabric Manager

A

Fabric Manager show tech support

TIXT 111.22.33.444.txt

Cisco Nexus 5000 Fabric Manager
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N cu

CLI

1

CLlI
Fabric Manager CLI

Run CLI

Tools > Run CLI Commands

Run CLI Commands

31-8 Run CLI Commands

& P (L0 Cowrmianint - PRAN/Talderic W.1772.22. 31,184

Fha 1| comramasrads: by By umse are e run on el e pesibches. snd Hhes catpak gy o Hres L1
s e i deirand 1o B awerfeed fsibied o COWTTOH RRSE = et
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PO Tent | 0 2 1. 120 secmech
Folder; | £ Cannmetly. dnd Sebtais! e it
Emﬂrﬁln i et e Cap ol . i

il
ol B
mul

Do 71 wcoreh

HEE

2 CLI

31-8

v

CLI

4 Commands(s)
exit

S

Fabric Manager
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cLi ||

5 OK CLI

Run CLI 31-9

31-9 Run CLI Commands

& Hun CLI T AT ahric ¥ AT2

Thee LR sorrndrats brpsd by ol a8 o Py Hhe psieciasd v chs ol e ceitondt up 1 e L]
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L e85 = |

TP Prindls | 10 =71 150 setornds

R | ep——— T Ju————— [
[] Corngreas ol fles o | - \Dovumests ared Set gl e ot FOL I Comrareti. o0 :I
e Pl
ok 1
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il ik
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Earet L3 b0 h
6 Close
2007 3 2 11 1

Fabric Manager  Run CLI
Command(s)

configure
no clock summer-time
clock summer-time daylight_ timezone_name 2 Sunday March 02:00 1 Sunday November 02:00

60

Cisco Nexus 5000 Fabric Manager
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Locate Switches SNMPv2 public
SNMP
. IP FC-GS3FCS

Fabric Manager

1 File > Locate Switches and Devices
Locate Switches

2 Comma Separated Subnets

192.168.199.0
192.168.100.[1-254]

2 192.168.199.0

192.169.100.0

192.168.100.[1-254], 192.169.100.[1-254]
3 Read Community

public

4 Display Cisco Nexus 5000 family Only Nexus 5000
5 Search

Locate Switches 31-10

Cisco Nexus 5000 Fabric Manager
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31-10
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6 Close

Cisco Nexus 5000 Fabric Manager
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| TOV
Timeout
Value TOV
e Distributed Services TOV D_S TOV — 5,000 10,000
5,000
e Error Detect TOV E_D TOV — 1,000 10,000 2,000
¢ Resource Allocation TOV R_A TOV — 5,000 10,000
10,000
)
Fabric Stability TOV F_S TOV
D_S TOV E_D_TOV R_A_TOV VSAN
Fabric Manager
1 Logical Domains SAN VSAN
2 Physical Attributes Switches FC Services Timers & Policies
Information

3 Change Timeouts

Change Timeouts 31-11

31-11 Change Timeouts

l:‘i;"lihlnr,n Tamesuls FE_,

Trenied Yahers il 15 B &snd
adiord ol dalohas wibin e fabric

H_A Mo | s = SO ) e
= =l e j S000 000 s
E_Q WO | 2 10000k 5 _TON ma
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gkt

4 R_A TOV Resource Allocation Timeout Value D_S_TOV Distributed Services Timeout Value
E D _TOV Error Detect Timeout Value

Cisco Nexus 5000 Fabric Manager
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Tov W

5 Apply

6 Close

Device Manager

1 FC > Advanced > Timers/Policies

31-12

31-12 Device Manager

o izols 3200 Timers Palicies

“ Do | s anciss
Sveich | SO0 |
I e—
[ ] e cerDieiemry
[+] TrumiFrotocol

[ ] [ ) ()

(k8 =L ]

3 InOrderDeliver Trunk Protocol

4 Apply

5 Close

VSAN

VSAN fctimer VSAN ToV FC IP
VSAN E D TOV RATOV DS TOV
VSAN

VSAN FC

>

Cisco Nexus 5000 Fabric Manager
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[ | TOV

Fabric Manager VSAN FC

1 Logical Domains VSAN

VSAN VSAN

2 Physical Attributes Switches FC Services Timers & Policies

Information VSAN
3 Change Timeouts

Change Timeouts 31-13

31-13 Fabric Manager VSAN

:;"fhlnnr Tomesuls

el Ve frdal 16 B0 fye'nd
actird ol ealohas willin e el

Rt [ voon| o soon 100000 me
5 ToA7 | SO ] 000 1000 s
E__TOry | 2 1000 0_5_TOf ma

[ ][] 3

4 31-13

5 R_A_TOV Resource Allocation Timeout Value D_S TOV Distributed Services Timeout Value
E D TOV Error Detect Timeout Value

6 Apply

7 Close

Cisco Nexus 5000 Fabric Manager
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Cisco Fabric Analyzer

2
e libpcap — http://www.tcpdump.org
e Wireshark — http://www.wireshark.com
Y
Cisco Fabric Analyzer
Cisco Fabric Analyzer

Cisco Fabric Analyzer 2 31-14
. — Cisco Nexus 5000
e GUI — Windows  Linux libpcap

Cisco Nexus 5000

Cisco Nexus 5000 Fabric Manager
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31-14 Cisco Fabric Analyzer
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10/100 4 =4y + Ao -
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85482
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Wireshark Remote Capture Protocol RPCAP
RPCAP TCP TCP
UDP TCP UDP 2
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RPCAP 2
. — 1
Wireshark
GUI
Wireshark PC

http://www.wireshark.org
Wireshark GUI

Wireshark ~ Web

Wireshark Cisco Nexus 5000
Wireshark

Cisco Fabric Analyzer
Cisco Fabric Analyzer 2

Cisco Fabric Analyzer
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eth2

. Wireshark

rpcap://<ipaddress or switch hostname>/eth2

rpcap://cp-16/eth2
rpcap://17.2.1.1/eth2

Wireshark -i

wireshark -i rpcap://<ipaddress|hostname>[:<port>]/<interface>
wireshark -i rpcap://172.22.1.1/eth2

wireshark -i rpcap://customer-switch.customer.com/eth2

N

Windows 2000

Exchange Link Protocol ELP

Wireshark Web http://www.wireshark.org

. VSAN

mdshdr.vsan == 2

. SW_ILS

fecswils

. F
mdshdr.sof == SOFf

Cisco Nexus 5000 Fabric Manager
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° FSPF

swils.opcode == HLO || swils.opcode == LSU || swils.opcode == LSA
. FLOGI

fcels.opcode == FLOGI
e VSAN1 FLOGI

fcels.opcode == FLOGI && mdshdr.vsan == 2
L]

dns

view GUI
L]
[ ]
L]
L]
[ ]
Y
GUI Wireshark http://www.wireshark.org
F
libpcap Berkeley Packet Filter BPF
Wireshark Web http://www.wireshark.org

. VSAN

vsan = 1
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J F
class_f£
. ELS
els
dns
e SCsI
fcp_cmd
Y
libpcap http://www.tcpdump.org

vsan
src_port_idx

dst_port_idx

sof

r_ctl

d_id

s_id

type

seqg_id

seqg_cnt

ox_id

rx_id

els

swils

fcp_cmd (FCP Command frames only)
fcp_data (FCP data frames only)
fcp_rsp (FCP response frames only)
class_f£

bad_fc

els_cmd

swils_cmd

fecp_lun

fcp_task _mgmt

fcp_scsi_cmd

fcp_status

gs_type (Generic Services type)
gs_subtype (Generic Services subtype)
gs_cmd

gs_reason
gs_reason_expl

dns (name server)

udns (unzoned name server)

fcs (fabric configuration server)

zS zone server)
fc use as fc[x:y] where x is offset and y is length to compare)
els use as els[x:y] similar to fc)

fcp use as fcplx:y] similar to fc)
fcct (use as fecct[x:y] similar to fc)

O 0O O0OO0OO0OO0OO0OO0OO0OO0OO0OO0OO0OO0OO0OO0OO0OO0OO0OO0ODO0OO0OO0ODO0OO0OO0ODO0OO0OOOOOOO OO OOOoOO0OO0

(
(
(
swils (use as swils[x:y] similar to fc)
(
u

Cisco Nexus 5000 Fabric Manager
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WWN

WWN MAC MAC
WWN
ID WWN WWN
WWN
Cisco Nexus 5000 3 Network Address Authority NAA
31-1
31-1 NAA WWN

NAA NAA WWN

IEEE 48 1=0001b |000 0000 0000b 48 MAC

IEEE 2=0010b 48 MAC

IEEE 5=0101b |IEEE ID 24 VSID 36

WWN

WWN
ELP Exchange Fabric Protocol EFP WWN
Cisco SAN-OS

ELP EFP VSAN WWN ELP
. ELP sWWN SWWN

. ELP  VSAN WWN VSAN WWN

Cisco Nexus 5000 Fabric Manager
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| MAC

MAC

MAC
1 Logical Domains SAN VSAN
Information
2 Physical Attributes Switches FC Services WWN Manager
3 Information MAC
31-15
31-15 MAC
' FRAN [ mibmiegiecalbmar] ke Manager 1 0[0 145)
[ Yew fww om Pwieswcs e Gew
e IJ458 BEREER O WiES ¥ = Bt
o LT LETTT, A 1 o WA s
« I Tt Togmt Tl O OB OFer  Secomiwy s Secordry b s
S, e A Raserred Mt Svalaer fowcr Beik By St X £
— Pt SEE— =" —— s =
4 Secondary Mac Base MAC
5 Secondary Mac Range MAC
6 Apply Changes
WWN
WWN
1 Logical Domains SAN VSAN
Information
2 Physical Attributes Switches > FC Services > WWN Manager
SAN VSAN WWN
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HBA FCID ||
Fx N FC ID
FCID Cisco Nexus 5000
HBA FC ID p.31-29
31-2
31-2
CIM
CIM HTTP
D S TOV 5,000
E D_TOV 2,000
R_A TOV 10,000
fc trace 5
fcping 5
TCP
10
FC ID auto

Cisco Nexus 5000

Fabric Manager
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Symbols
24-22
24-16
A
AAA
DHCHAP 23-10
auto
10-5
B
BB_credit
10-7
10-13
10-7
Brocade
interop 22-10
Buffer-to-Buffer credit BB_credit
D
DHCHAP
AAA 23-10
AAA 23-10
FC-SP
23-4
23-7
23-10
23-3 — 23-11
23-9
23-11
23-4
23-6
23-8
23-7

Cisco Nexus 5000

Fabric Manager

INDEX

Diffie-Hellman Challenge Handshake Authentication
Protocol DHCHAP

E
E
FCS 26-2
FSPF 18-2
13-4
25-2
10-7
16-26
E
10-4
10-4
EFMD
25-2
25-4
EISL
14-2

Exchange Fabric Membership Data EFMD
Exchange Link Parameter ELP

F
F
Fx
10-4
F
10-4
10-4

Fabric Configuration Server FCS
Fabric Device Management Interface  FDMI  FDMI

Fabric Shortest Path First FSPF
FCID
FC 16-18
HBA 22-7
11-18, 11-24

[ oL-16598-01-J



H Index

11-17
ID 22-8
11-2, 22-7
fcaliases
16-31
16-18
17-9
16-17
16-30
16-19
fcdomain
CFS 11-13
10-7
11-7
11-3
11-8
11-24
11-5
11-1
RCF 11-6
11-24
ID 11-9
11-4
FCS
Device Manager
26-6
26-4
26-2
26-8
26-3
26-3
FC-SP
DHCHAP
ISL 23-10
23-4
23-1
fctimers
22-5
22-4
FDMI
19-6
Fibre Channel Security Protocol FC-SP
FLOGI
19-1
FSPF
Link State Record 18-4

Fabric Manager

VSAN
VSAN

FSPF

fWWN

FC
Fx
VSAN

HBA

FCID
HBA

interop

18-6
18-5
18-5
18-10
18-7 — 18-12
18-3
18-2
18-9
18-14
18-2
18-5
18-2
22-11
18-5
18-8
18-5
18-19
18-2
18-8
18-2
18-7
18-1, 18-2

18-6

18-13
18-13

16-18

15-4

22-7

FCID 11-21

18-15
15-11

22-10
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ISL

L

22-14
22-10

14-2

Logical Unit Number LUN

M

MAC

McData

NXx

NL

NP
NPV
NPV
NPV
Nx

FCS

P

PLOGI

22-6

interop 22-10

16-2
16-23
16-23
26-2
16-23
12-2
12-5
12-2
12-5

26-2

19-5

Port World Wide Name pWWN

pPWWN
FC

19-4
16-2

Cisco Nexus 5000

16-18

RCF
11-3
11-6
11-7
Registered State Change Notification RSCN

RSCN
19-7
19-11
SW-RSCN
RSCN
19-11
S
SCSI LUN
21-3
21-2
21-4
21-1
SD
10-5
10-4
Small Computer System Interface SCSI
SPAN SD
SWWN
T
TE
FCS 26-2, 26-3
FSPF 18-2
22-11
13-2
16-26
TE
10-4
10-4
Time Out Value TOV
TOV
VSAN 22-3
22-10

Fabric Manager

[ oL-16598-01-J

Index W

RSCN

25-5

19-9

25-2



H Index

13-5 — 13-7

22-14
22-2
\Y
VSAN
DHCHAP 23-4
FCID 152
FCS 26-2
FSPF 185
FSPF 18-2
FSPF 18-4
TE 10-4
15-2
13-2
13-7
15-10
15-6
15-6
15-12
15-1 — 15-4
22-11
15-4
22-3
15-12
ID 11-8
15-3
15-8
132
15-6
19-3
10-7
16-5
15-9
277
15-3
15-6
VSAN ID
VSAN 15-4
13-8
15-6
10-4
15-4

Fabric Manager

W

World Wide Name WWN

WWN

FC
VSAN

22-6
MAC 22-6
10-8
24-17

16-4
16-24

14-4
18-15
15-11
14-4

16-18
15-8
14-14
10-15
10-10, 10-11
10-12
10-16
14-14
14-15
14-14
14-13, 14-14

10-14

16-36
16-34

16-33

16-36
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10-9
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XXiii

FCID 22-8

11-7

10-6

FCID
11-18
11-19
11-18
FCID
11-21
11-20

FSPF 18-9
18-9

18-13

ID 11-10

18-16

18-17
18-16

Cisco Nexus 5000

VSAN 15-4
18-3
11-5
11-5
VSAN 15-4
18-13
16-1
MAC
22-6
interop 1 22-10
VSAN 15-12
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14-4
18-15
15-11
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FC 16-17
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VSAN 15-4
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16-17
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16-1, 16-4
10-7
16-31
16-22
16-33

18-16
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16-18

11-16
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16-2
RCF;
WWN fWWN
23-11
23-1
config
config
DHCHAP 23-4
E 25-2
EFMD 25-2
EFMD
SWWN 25-5
TE 25-2
25-6
25-4
25-11
25-4
25-8
25-8
25-8
25-10
25-3
25-1
25-12
25-13
25-12
25-2
11-3
F
FLOGI
fcdomain 11-2
18-2

16-4
16-24
10-12
VSAN
15-9
15-9
25-9
259 CFS 24-19 — 24-22
DHCHAP 23-4
WWN 24-17
24-3, 24-9
25-10 o1
24-6
24-12
2> 24-10
24-18
24-2
24-2
24-15
24-3
24-12
24-6
24-19
24-26
24-12
24-9
25-2
24-2
24-2
25-2
24-11
24-10
24-23
24-5
24-22
24-22
CFS 24-4
CFS 24-5

Fabric Manager

Jl  Cisco Nexus 5000

OL-16598-01-J |



24-13
24-15
24-2
24-14
24-14

DHCHAP 23-4
14-14
14-15
14-14 FSPF
14-13, 14-14
10-8
14-13
14-7
14-11
14-10
18-16
14-12
14-7
14-21
14-1
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