
 

Cisco Nexus 3000 シリーズ NX-OS セキュリティ 
コマンド リファレンス
リリース 5.0(3)x
初版発行日：2011 年 4 月
最終更新日：2012 年 5 月
Text Part Number: 78-26756-01-J



【注意】シスコ製品をご使用になる前に、安全上の注意
（www.cisco.com/jp/go/safety_warning/）をご確認ください。

本書は、米国シスコ発行ドキュメントの参考和訳です。リンク情報
につきましては、日本語版掲載時点で、英語版にアップデートがあ
り、リンク先のページが移動 / 変更されている場合がありますこと
をご了承ください。
あくまでも参考和訳となりますので、正式な内容については米国サ
イトのドキュメントを参照ください。

また、契約等の記述については、弊社販売パートナー、または、弊
社担当者にご確認ください。
�G�b�Ð�½�×�”�Ý�_0°3U�I�€�Z�8�•�Ù�]�>�|�g0����_6õ�M�•�_���c�
�£�Ì�^�K�_�š�f�I�€�•�G�\�@�6�~�r�M���G�b�Ð�½�×�”�Ý�_0°3U�I�€�Z�8�• /²#'�
�_���
�>�|�g�N�á�¦8o
�c�
�M�m�Z�G&��[�6�•�\*ƒ�<�Z�8�r�M�@�
�Â&g$×�[�6�€;ò&g$×�[�6�€�
�M�)�b�–0É�b2��õ�†2��ƒ�^�8�v�b�\�K�r�M���G�b�Ð�½�×�”�Ý�_0°3U�I �€�Z�8�•0����b�Q#Ý�c�
�M�m
�Z�Ø�î�¨
��b2��õ�_�^�~�r�M��

�P1ß0����b�¯�Ç�º�˜�™�”  �Û�–�­�å�«�>�|�g7H���–0É�c�
 0����_�ç�Ü�I�€�S �� Information Packet���_0°3U�I�€�Z�8�r�M�� �ç�Ü�I�€�Z�8�^�8���œ�_�c�
 �æ#.�Ñ�_�H4�)!�C�T�I�8��

The Cisco implementation of TCP header compression is an adaptation of a program developed by the University of California, Berkeley (UCB) as part of UCB's public
domain version of the UNIX operating system.All rights reserved.Copyright © 1981, Regents of the University of California.

�G�G�_0°3U�I�€�Z�8�•�Ú�b�8�?�^�•�–0É�_�v�|�}�N�
�›&k�b�M�m�Z�b�Ð�½�×�”�Ý�>�|�g�¯�Ç�º�˜�™�”�c�
7€���v�µ�u�Z��#'"g�b�r�r���\�K�Z �f�j�I�€�r�M���©�«�¥�>�|�g
�G�€�}�›&k�c�
�_���ö�b�–0É�
"I��% $×�l�b =�Ð�b�–0É�
�>�|�g�’�<�†�u���K�^�8�G�\�_6õ�M�•�–0É�
�6�•�8�c�v�,4#&ì�
�Q#Ý�
�v�,�Ð/œ�_ �|�W�Z$Î#Õ�M�•�–0É�†�c�L�u
�\�M�•�
�Â&g�I�€�S�r�S�c;ò&g�I�€�S�M�)�b�–0É�b2��õ�†2��ƒ�^�8�v�b�\�K�r�M��

�8�?�^�•���œ�_�>�8�Z�v�
�©�«�¥�>�|�g�Q�b�j)%*…�c�
�G�b�Ð�½�×�”�Ý�b�Q#Ý�r�S�c�Q#Ý�[�A�^�8�G�\�_�|�W�Z$Î#Õ�M�•�<%��b�†�»�x�¹�î�± �b�†
/�†�c�L�u�\�M�•�
6ë�K
$×�
�t#Õ$×�

�$Î$×�
�6�•�8�c"I�f�^�†���_�X�8�Z�
�6�}�z�•�•+��ö�@�©�«�¥�r�S�c�Q�b�j)%*…�_%±�}�I�€�Z�8�Z�v�
�Q�€�}�_�P�M�•2��õ�† �M�)2��ƒ�^�8�v�b�\�K�r�M��

Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its affiliates in the U.S. and other countries. To view a list of Cisco trademarks, go to this
URL: www.cisco.com/go/trademarks. Third-party trademarks mentioned are the property of their respective owners. The use of the word partner does not imply a partnership
relationship between Cisco and any other company. (1110R)

�G�b�Ð�½�×�”�Ý�[�Q#Ý�K�Z�8�•  IP �”�»�Þ�«�>�|�g7Á0ð$��•�c�
��7•�b�”�»�Þ�«�>�|�g7Á0ð$��•�†&g�M�v�b�[�c�6�~�r�O�‡���Ð�½�×�”�Ý
Æ�b�[�
�¥�Ð�å�»���Š�
�¿�µ�º�á�î
�¡  �º�Ï�ß�ª�W�
�>�|�g�Q�b�Ú�b�W�c�
1��Â�b�s�†% $×�\�K�Z�Q#Ý�I�€�Z�8�r�M��1��Â�b�p�_��7•�b�”�»�Þ�«�>�|�g7Á0ð$��•�@�Q#Ý�I�€�Z�8�S�\ �K�Z�v�
�Q�€�c�–�W$×�^�v
�b�[�c�^�C�

�!›�b�M+´�_�|�•�v�b�[�M��

Cisco Nexus 3000 �©�Ü�î�¬  NX-OS �­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»  �Ü�Ç�“�Þ�å�«
© 2011–2012 Cisco Systems, Inc. 
All rights reserved.

Copyright © 2011–2012, �©�«�¥�©�«�¸�Ò�¬�œ� �
&k .
All rights reserved.

www.cisco.com/jp/go/safety_warning/
http://www.cisco.com/go/trademarks


 

C
78-26756-01-J
C O N T E N T S
はじめに ix

対象読者 ix

表記法 ix

関連資料 x

マニュアルの入手方法およびテクニカル サポート xi

新機能および変更された機能に関する情報 xiii

セキュリティ コマンド SEC-1

aaa accounting default SEC-2

aaa authentication login console SEC-3

aaa authentication login default SEC-5

aaa authentication login error-enable SEC-7

aaa authentication login mschap enable SEC-8

aaa authorization commands default SEC-9

aaa authorization config-commands default SEC-11

aaa group server radius SEC-13

aaa user default-role SEC-14

access-class SEC-15

action SEC-17

arp access-list SEC-19

clear access-list counters SEC-20

clear accounting log SEC-21

clear ip arp SEC-22

clear ip arp inspection log SEC-23

clear ip arp inspection statistics vlan SEC-24

clear ip dhcp snooping binding SEC-25

clear ip dhcp snooping statistics SEC-27

deadtime SEC-28

deny（ARP） SEC-30

deny（IPv4） SEC-32

description（ユーザ ロール） SEC-42
iii
isco Nexus 3000 シリーズ NX-OS セキュリティ コマンド リファレンス



 

Contents
enable SEC-43

enable secret SEC-44

feature（ユーザ ロール機能グループ） SEC-46

feature dhcp SEC-47

feature privilege SEC-49

feature tacacs+ SEC-50

hardware profile tcam region SEC-51

hardware profile tcam syslog-threshold SEC-55

interface policy deny SEC-56

ip access-class SEC-57

ip access-group SEC-59

ip access-list SEC-61

ip arp event-history errors SEC-63

ip arp inspection log-buffer SEC-64

ip arp inspection validate SEC-65

ip arp inspection vlan SEC-67

ip arp inspection trust SEC-69

ip dhcp packet strict-validation SEC-70

ip dhcp relay information option SEC-71

ip dhcp smart relay SEC-72

ip dhcp snooping SEC-73

ip dhcp snooping information option SEC-74

ip dhcp snooping trust SEC-75

ip dhcp snooping verify mac-address SEC-77

ip dhcp snooping vlan SEC-78

ip port access-group SEC-79

ip source binding SEC-81

ipv6 address SEC-83

ipv6 access-list SEC-85

ipv6 traffic-filter SEC-86

ipv6 verify unicast source reachable-via SEC-87

ip verify unicast source reachable-via SEC-88

mac port access-group SEC-90

match SEC-92

permit（ARP） SEC-94
iv
Cisco Nexus 3000 シリーズ NX-OS セキュリティ コマンド リファレンス

78-26756-01-J



 

Contents
permit（IPv4） SEC-96

permit interface SEC-106

permit vlan SEC-108

permit vrf SEC-110

permit vsan SEC-111

radius-server deadtime SEC-112

radius-server directed-request SEC-113

radius-server host SEC-114

radius-server key SEC-116

radius-server retransmit SEC-117

radius-server timeout SEC-118

remark SEC-119

resequence SEC-121

role feature-group name SEC-123

role name SEC-124

rule SEC-126

server SEC-128

show aaa accounting SEC-130

show aaa authentication SEC-131

show aaa authorization SEC-132

show aaa groups SEC-133

show aaa user SEC-134

show access-lists SEC-135

show accounting log SEC-136

show arp access-lists SEC-138

show hardware profile tcam region SEC-139

show ip access-lists SEC-141

show ip arp SEC-143

show ip arp inspection SEC-144

show ip arp inspection interfaces SEC-145

show ip arp inspection log SEC-146

show ip arp inspection statistics SEC-147

show ip arp inspection vlan SEC-148

show ip dhcp snooping SEC-149

show ip dhcp snooping binding SEC-150
v
Cisco Nexus 3000 シリーズ NX-OS セキュリティ コマンド リファレンス

78-26756-01-J



 

Contents
show ip dhcp snooping statistics SEC-152

show ipv6 interface SEC-153

show ip verify source SEC-155

show platform afm info tcam SEC-156

show privilege SEC-158

show radius-server SEC-159

show role SEC-161

show role feature SEC-162

show role feature-group SEC-163

show running-config aaa SEC-164

show running-config aclmgr SEC-165

show running-config arp SEC-167

show running-config dhcp SEC-168

show running-config radius SEC-169

show running-config security SEC-170

show ssh key SEC-171

show ssh server SEC-172

show startup-config aaa SEC-173

show startup-config aclmgr SEC-174

show startup-config arp SEC-176

show startup-config dhcp SEC-177

show startup-config radius SEC-178

show startup-config security SEC-179

show tacacs-server SEC-180

show telnet server SEC-182

show user-account SEC-183

show users SEC-184

show vlan access-list SEC-185

show vlan access-map SEC-186

show vlan filter SEC-187

ssh6 SEC-188

ssh SEC-189

ssh key SEC-190

ssh server enable SEC-192

statistics per-entry SEC-193
vi
Cisco Nexus 3000 シリーズ NX-OS セキュリティ コマンド リファレンス

78-26756-01-J



 

Contents
storm-control level SEC-195

tacacs-server deadtime SEC-197

tacacs-server directed-request SEC-199

tacacs-server host SEC-200

tacacs-server key SEC-202

tacacs-server timeout SEC-204

telnet6 SEC-205

telnet SEC-206

telnet server enable SEC-207

use-vrf SEC-208

username SEC-210

vlan access-map SEC-213

vlan filter SEC-215

vlan policy deny SEC-217

vrf policy deny SEC-218

vsan policy deny SEC-219
vii
Cisco Nexus 3000 シリーズ NX-OS セキュリティ コマンド リファレンス

78-26756-01-J



 

Contents
viii
Cisco Nexus 3000 シリーズ NX-OS セキュリティ コマンド リファレンス

78-26756-01-J



 

はじめに

�G�G�[�c�
 �� Cisco Nexus 3000 �©�Ü�î�¬  NX-OS �­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»  �Ü�Ç�“�Þ�å�« ���b�P1ß1�*…�
�S
�B�
�>�|�g/²0°�2�_�X�8�Z1��Â�K�r�M���r�S�
6õ4��Ð�½�×�”�Ý�b
°�m�‰�2�_�X�8�Z�v1��Â�K�r�M��

�G�b�S�i�A�c�
���b8o�[�S�B�I�€�Z�8�r�M��

• ���P1ß1�*…��>&P.ix>'

• ��/²0°�2�� >&P.ix>'

• ��6õ4�2(�q�� >&P.x>'

• ���Ð�½�×�”�Ý�b
°�m�‰�2�>�|�g�¸�¡�½�•�Ý  �§�Ï�î�º�� >&P.xi>'

対象読者
�G�b�Ð�½�×�”�Ý�c�
 Cisco Nexus �©�Ü�î�¬  �«�–�µ�³�b0¿���\�–�ò�†/œ�:)�9‚1Ï�)�^�¿�µ�º�á�î�¡'ö#.*…
�†�P1ß�\�K�Z�8�r�M��

表記法
�¥�Ð�å�»�b1��Â�[�c�
���b/²0°�2�†�Q#Ý�K�Z�8�r�M��

���Š�[�[�c�
���b/²0°�2�†�Q#Ý�K�Z�8�r�M��

表記法 説明

�´�Ð �¥�Ð�å�»�>�|�g�Ÿ�î�á�î�»�c�´�Ð�[&g�K�Z�8�r�M��

�–�±�Ü�µ�¡�/ �Ø�î�¨�@�Í�†�æ���M�•�,�X�c�
�–�±�Ü�µ�¡�/�[&g�K�Z�8�r�M��

[   ] 0…�•�µ�¥�b�p�b0[(ò�c�
%,$��•+��[�M��

[ x | y | z ] �]�€�?  1 �X�†4E�¥�[�A�•%,$��•+��^�Ÿ�î�á�î�»�c�
0…�•�µ�¥�[�V�s�
)ª�¬�[�

�)�W�Z&g�K�Z�8�r�M��

string �,#Ý'¢�†�Ü�E�^�8�M)��b�e�Ð�� string �b�S�‹�_�c�,#Ý'¢�†�Q#Ý�K�r�O�‡���,#Ý
'¢�†�Q#Ý�M�•�\�
�Q�b�,#Ý'¢�v�µ�u�Z  string �\�s�^�I�€�r�M��

screen �Ç�›�å�º �«�–�µ�³�_/²&g�I�€�•'ƒ�Ž�­�µ�©�Ù�å�>�|�g�_���c�
 screen �Ç�›�å�º�[&g�K�Z
�8�r�M��

�´�Ð�b  screen �Ç�›�å
�º

�Ø�î�¨�@
°�Š�K�^�E�€�d�^�}�^�8�_���c�
�´�Ð�b  screen �Ç�›�å�º�[&g�K�Z�8
�r�M��
ix
Cisco Nexus 3000 シリーズ NX-OS セキュリティ コマンド リファレンス

78-26756-01-J



 

はじめに
�G�b�Ð�½�×�”�Ý�[�c�
���b/²0°�2�†�Q#Ý�K�Z�8�r�M��

（注） �� �@5����†�–�á�K�r�M���z'g�X�_���x�
�G�b�Ð�½�×�”�Ý�è�¥�b�g!·2(�q�^�]�†)��Ó�K�Z�8�r�M��

注意 �� 0[�@�–���b�–�á�[�M���µ�þ�b�†
/�r�S�c�¹�î�±�†�»�†�£75�M�•�S�u�b�@�–�¦8o�@0°3Ù�I�€�Z�8�r
�M��

関連資料
Cisco Nexus 3000 �©�Ü�î�¬  �«�–�µ�³�b�Ð�½�×�”�Ý�c�
���b  URL �[
°�m�[�A�r�M��

http://www.cisco.com/en/US/products/ps11541/tsd_products_support_series_home.html

�»�Ÿ�×�Ó�å�¸�î�©�Ù�å  �­�µ�º�c���b�•�¸�¦�Ü�_�(�E�}�€�r�M��

リリース ノート
�Ü�Ü�î�«  �À�î�º�c�
���b  URL �[
°�m�[�A�r�M��

http://www.cisco.com/en/US/products/ps11541/prod_release_notes_list.html

インストレーション ガイドおよびアップグレード ガイド
�–�å�«�º�Þ�î�©�Ù�å  �ž�–�»�\�”�µ�É�¢�Þ�î�»  �ž�–�»�c�
���b  URL �[
°�m�[�A�r�M��

http://www.cisco.com/en/US/products/ps11541/prod_installation_guides_list.html

コマンド リファレンス
�¥�Ð�å�»  �Ü�Ç�“�Þ�å�«�c�
���b  URL �[
°�m�[�A�r�M��

http://www.cisco.com/en/US/products/ps11541/prod_command_reference_list.html

テクニカル リファレンス
�¸�¡�½�•�Ý  �Ü�Ç�“�Þ�å�«�c�
���b  URL �[
°�m�[�A�r�M��

http://www.cisco.com/en/US/products/ps11541/prod_technical_reference_list.html

コンフィギュレーション
�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �ž�–�»�c�
���b  URL �[
°�m�[�A�r�M��

http://www.cisco.com/en/US/products/ps11541/products_installation_and_configuration_guides_list.ht
ml

�–�±�Ü�µ�¡�/�b  
screen �Ç�›�å�º

�Ø�î�¨�@�Í�†�æ���M�•�,�X�c�
�–�±�Ü�µ�¡�/�b  screen �Ç�›�å�º�[&g�K�Z�8�r
�M��

<   > �Ã�«�á�î�»�b�|�:�_���Š�I�€�^�8�e�Ð�c�
�£�•�µ�¥>& < >>'�[�V�‡�[&g�K�Z�8
�r�M��

[   ] �©�«�¸�Ò  �É�ß�å�É�º�_�P�M�•�¹�Ç�›�Ý�º�b�Â'Å�c�
0…�•�µ�¥�[�V�‡�[&g�K�Z
�8�r�M��

! �
 # �¥�î�»�b
›8Œ�_�¤�Ã'¢>& !>'�r�S�c�Ï�å�»0°�•>& #>'�@�6�•���œ�_�c�
�¥�Ó�å�º
/œ�[�6�•�G�\�†&g�K�r�M��
x
Cisco Nexus 3000 シリーズ NX-OS セキュリティ コマンド リファレンス

78-26756-01-J

http://www.cisco.com/en/US/products/ps11541/tsd_products_support_series_home.html
http://www.cisco.com/en/US/products/ps11541/prod_release_notes_list.html
http://www.cisco.com/en/US/products/ps11541/prod_installation_guides_list.html
http://www.cisco.com/en/US/products/ps11541/prod_command_reference_list.html
http://www.cisco.com/en/US/products/ps11541/prod_technical_reference_list.html
http://www.cisco.com/en/US/products/ps11541/products_installation_and_configuration_guides_list.html
http://www.cisco.com/en/US/products/ps11541/products_installation_and_configuration_guides_list.html


 

�c�L�u�_
�š�Û�î  �Ó�µ�­�î�ª�>�|�g�©�«�¸�Ò  �Ó�µ�­�î�ª

�©�«�¸�Ò  �Ó�µ�­�î�ª  �Ü�Ç�“�Þ�å�«  �ž�–�»�c�
���b  URL �[
°�m�[�A�r�M��

http://www.cisco.com/en/US/products/ps11541/products_system_message_guides_list.html

�Ð�½�×�”�Ý�b
°�m�‰�2�>�|�g�¸�¡�½�•�Ý  �§�Ï�î�º
�Ð�½�×�”�Ý�b
°�m�‰�2�
�¸�¡�½�•�Ý  �§�Ï�î�º�
�Q�b�Ú�b�w#Ý�^�_���_�X�8�Z�
���b  URL �[�
�–�v�f�‚
�I�€�•�� What's New in Cisco Product Documentation���†�g!·�K�Z�C�T�I�8���©�«�¥�b�‚0d�>�|�g�50ž
"'�b�•/¡�Ð�½�×�”�Ý�b�M0t�v&g�I�€�Z�8�r�M��

http://www.cisco.com/en/US/docs/general/whatsnew/whatsnew.html

�� What's New in Cisco Product Documentation���c  RSS �Ç�•�î�»�\�K�Z2N1��[�A�r�M���r�S�
�Ü�î�²�î  
�”�É�Ü�£�î�©�Ù�å�†�Q#Ý�K�Z�¥�å�¸�å�¶�@�¹�«�¡�º�µ�É�_%$�K4Ä�™�I�€�•�|�:�_0¿���M�•�G�\�v�[�A�r
�M�� RSS �Ç�•�î�»�c!“�q�b�§�î�Å�«�[�M���©�«�¥�c#'�~�
 RSS �Â�î�ª�Ù�å  2.0 �†�§�Ï�î�º�K�Z�8�r�M��
xi
Cisco Nexus 3000 �©�Ü�î�¬  NX-OS �­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»  �Ü�Ç�“�Þ�å�«

78-26756-01-J



 

�c�L�u�_
xii
Cisco Nexus 3000 �©�Ü�î�¬  NX-OS �­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»  �Ü�Ç�“�Þ�å�«

78-26756-01-J



 

�‚�µ+��>�|�g�š�f�I�€�S�µ+��_6õ�M�•�_��

�G�b'v�[�c�
 �� Cisco Nexus 3000 �©�Ü�î�¬  NX-OS �­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»  �Ü�Ç�“�Þ�å�« ���b�‚�µ+��>�|
�g�š�f�I�€�S�µ+��_6õ�M�•�Ü�Ü�î�«�[�w�b�_���†&g�K�r�M���G�b�Ð�½�×�”�Ý�b�q�‚�Â�î�ª�Ù�å�c�
���b
�©�«�¥  Web �§�–�º�?�}
°�m�[�A�r�M��

http://www.cisco.com/en/US/products/ps11541/tsd_products_support_series_home.html

�G�b  Cisco NX-OS �Ü�Ü�î�«�_6õ�M�•0ò(ý�c�
���b�©�«�¥  Web �§�–�º�[
°�m�[�A�•�� Cisco Nexus 3000 
Series Switch Release Notes���†�g!·�K�Z�C�T�I�8��  

http://www.cisco.com/en/US/products/ps11541/prod_release_notes_list.html 

/² 1 �_�c�
 Cisco NX-OS Release 5.x �[3ã�•�r�S�c�š�f�I�€�S�µ+��b�+0[�\�g!·
›�@0°3U�I�€�Z�8�r
�M��

 
/² 1 �Ü�Ü�î�«  5.x �b�‚�µ+��\�š�f!l

�µ+� 1��Â
�š�f�I�€�S
�Ü�Ü�î�« �g!·
›

�©�«�¸�Ò  �Ü�¯�î�«�_�P
�M�•  syslog �K�A�8�Í

�G�b�µ+��@�_
°�I�€�r�K�S�� 5.0(3)U3(2) hardware profile tcam syslog-threshold

DHCP �Ü�Þ�î �«�º�Ü�å�¢�g�'�_'¢�•�ì�I�€�•  Option 
82 �_���b�§�Ï�î�º�@3ã�•�I�€�r�K�S��

5.0(3)U3(2) ip dhcp relay information option

IPv6 �b�§�Ï�î�º �G�b�µ+��@�_
°�I�€�r�K�S��

hardware profile tcam region �¥�Ð�å
�»�@�f�‚�I�€�r�K�S��

5.0(3)U3(1) hardware profile tcam region

ipv6 access-list

ipv6 address

ipv6 traffic-filter

ipv6 verify unicast source reachable-via

�¥�å�º�ß�î�Ý  �É�Þ�î�å  
�Ï�Ü�©�å�¢>& CoPP>'
�b�”�»�Þ�«0Ž�ô�É�ß�º
�¥�Ý>&ARP>' ACL

CoPP ACL �†�§�Ï�î�º�M�•�|�:�_���b
�¥�Ð�å�»�@3ã�•�I�€�r�K�S��

• arp access-lists

• deny>&ARP>'

• permit>&ARP>'

• show arp access-lists

5.0(3)U2(2) arp access-list

deny>&ARP>'

permit>&ARP>'

show arp access-lists
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�‚�µ+��>�|�g�š�f�I�€�S�µ+��_6õ�M�•�_��
�”�¡�­�«  �¥�å�º�ß�î�Ý  
�Ü�«�º>& ACL>'
Ternary Content 
Addressable Memory

>&TCAM>'8•�æ

ACL Ternary Content Addressable 
Memory>&TCAM>'8•�æ�b�§�–�¬�†�š
�f�M�•�S�u�_�
���b�¥�Ð�å�»�@�_
°�I
�€�r�K�S��

• hardware profile tcam region

• show hardware profile tcam 
region

5.0(3)U2(1) hardware profile tcam region

show hardware profile tcam region

�¥�å�º�ß�î�Ý  �É�Þ�î�å  
�Ï�Ü�©�å�¢>& CoPP>'
�b�”�»�Þ�«0Ž�ô�É�ß�º
�¥�Ý>&ARP>' ACL

CoPP ACL �†�§�Ï�î�º�M�•�|�:�_���b
�¥�Ð�å�»�@�f�‚�I�€�r�K�S��

• deny>&IPv4>'

• permit>&IPv4>'

5.0(3)U2(1) deny>&IPv4>'

permit>&IPv4>'

�”�¡�­�«  �¥�å�º�ß�î�Ý  
�Ü�«�º>& ACL>'

�G�b�µ+��@�_
°�I�€�r�K�S��

%T�™�r�S�c$Î�™�º�Û�Ç�•�µ�¡#Ý�b  ACL 
�†  IPv4 �>�|�g  MAC �”�¡�­�«  �Ü�«�º�

�r�S�c  VLAN ACL �_0¿���[�A�r�M��

5.0(3)U1(1) action

clear access-list counters

deny>&IPv4>'

ip access-group

ip access-list

ip port access-group

mac port access-group

match

permit>&IPv4>'

permit interface

permit vlan

remark

resequence

vlan access-map

vlan filter

show access-lists

show ip access-lists

show running-config aclmgr

show startup-config aclmgr

show vlan access-list

show vlan access-map

show vlan filter

VTY �[�b  ACL �G�b�µ+��@�_
°�I�€�r�K�S��

�ì�•'ƒ�Ž�G)z>& VTY>'�b%T�™�r�S�c$Î
�™�º�Û�Ç�•�µ�¡�†�D7H�M�•�”�¡�­�«  �¡
�Û�«�†0¿���[�A�r�M��

5.0(3)U1(1) access-class

ip access-class

/² 1 �Ü�Ü�î�«  5.x �b�‚�µ+��\�š�f!l  >&)F�A>'

�µ+� 1��Â
�š�f�I�€�S
�Ü�Ü�î�« �g!·
›
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�‚�µ+��>�|�g�š�f�I�€�S�µ+��_6õ�M�•�_��
Dynamic Host 
Configuration Protocol

>&DHCP>'�«�¾�î�Æ�å
�¢

�G�b�µ+��@�_
°�I�€�r�K�S��

DHCP �«�¾�î�Æ�å�¢�c�«�–�µ�³�\  
VLAN �_�P�K�Z0¿���[�A�r�M��

5.0(3)U1(1) clear ip dhcp snooping binding

clear ip dhcp snooping statistics

feature dhcp

ip dhcp packet strict-validation

ip dhcp relay information option

ip dhcp snooping information option

ip dhcp snooping trust

ip dhcp snooping verify mac-address

ip dhcp snooping vlan

ip source binding

show ip dhcp snooping

show ip dhcp snooping binding

show ip dhcp snooping statistics

show running-config dhcp

show startup-config dhcp

Dynamic ARP 
Inspection>&DAI; �²�–
�¼�Ñ�µ�¡  ARP �–�å�«
�Ì�¡�©�Ù�å>'

�G�b�µ+��@�_
°�I�€�r�K�S��

Cisco NX-OS �«�–�µ�³�_�²�–�¼�Ñ�µ�¡  
�”�»�Þ�«0Ž�ô�É�ß�º�¥�Ý>& ARP>'�è��

>&DAI>'�†0¿���[�A�r�M��

5.0(3)U1(1) clear ip arp

clear ip arp inspection log

clear ip arp inspection statistics vlan

ip arp event-history errors

ip arp inspection log-buffer

ip arp inspection validate

ip arp inspection vlan

ip arp inspection trust

show ip arp

show ip arp inspection

show ip arp inspection interfaces

show ip arp inspection log

show ip arp inspection statistics

show ip arp inspection vlan

show running-config arp

show startup-config arp

/² 1 �Ü�Ü�î�«  5.x �b�‚�µ+��\�š�f!l  >&)F�A>'

�µ+� 1��Â
�š�f�I�€�S
�Ü�Ü�î�« �g!·
›
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�‚�µ+��>�|�g�š�f�I�€�S�µ+��_6õ�M�•�_��
�Ü�Ô�î�º1�0É�²�–�Ö�Ý
�–�å  �Ø�î�¨  �§�î�Å�«

>&RADIUS>'

�G�b�µ+��@�_
°�I�€�r�K�S��

RADIUS �§�î�Â  �Ã�Û�Ó�î�±�

¹�w&Î�&
�Ÿ�î�
 RADIUS �§�î�Â�l�b
Ì3æ�™�†/œ
�:�X�†0¿���[�A�r�M��

5.0(3)U1(1) aaa group server radius

deadtime

radius-server deadtime

radius-server directed-request

radius-server host

radius-server key

radius-server retransmit

radius-server timeout

server

show aaa groups

show radius-server

show running-config radius

�­�Ÿ�×�”  �©�™�Ý
>&SSH>' 

�G�b�µ+��@�_
°�I�€�r�K�S��

IPv4 �r�S�c  IPv6 �†�Q#Ý�K�Z SSH �­�µ
�©�Ù�å�†0¿���M�•�G�\�
�r�S�c  SSH 
�§�î�Â  �Ÿ�î�†�8�B�M�•�G�\�@�[�A�r
�M��

5.0(3)U1(1) ssh6

ssh

ssh key

ssh server enable

show running-config security

show ssh key

show ssh server

show startup-config security

Telnet �G�b�µ+��@�_
°�I�€�r�K�S��

IPv4 �r�S�c  IPv6 Telnet �­�µ�©�Ù�å�†
0¿���K�
 Telnet �§�î�Â�†�–�¿�î�È�Ý�_
�[�A�r�M��

5.0(3)U1(1) telnet6

telnet

telnet server enable

show telnet server

/² 1 �Ü�Ü�î�«  5.x �b�‚�µ+��\�š�f!l  >&)F�A>'

�µ+� 1��Â
�š�f�I�€�S
�Ü�Ü�î�« �g!·
›
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�‚�µ+��>�|�g�š�f�I�€�S�µ+��_6õ�M�•�_��
Terminal Access 
Controller 
Access-Control System 
Plus>&TACACS+>'

�G�b�µ+��@�_
°�I�€�r�K�S��

TACACS+ �§�î�Â  �Ã�Û�Ó�î�±�†0¿��
�K�
"I�’�Þ�Ë�Ý�b�©�î�¡�Þ�µ�º  �Ã�«
�á�î�»�†�–�¿�î�È�Ý�_�K�Z�
�Ø�î�¨  �”
�•�˜�å�º�†�8�B�[�A�r�M��

5.0(3)U1(1) deadtime

enable

enable secret

feature privilege

feature tacacs+

server

tacacs-server deadtime

tacacs-server directed-request

tacacs-server host

tacacs-server key

tacacs-server timeout

username

show privilege

show tacacs-server

show user-account

show users

1�0É�
0Á�•�
�”�•�˜�å
�¸�•�å�¢>& AAA >'

�G�b�µ+��@�_
°�I�€�r�K�S��

AAA 1�0É�‰�'�
1��•�‰�'�
�”�•�˜�å
�¸�•�å�¢�‰�'�
 Microsoft �³�Õ�Þ�å�ª  
�Á�å�»�©�™�–�¡1�0É�É�ß�º�¥�Ý

>&MS-CHAP>'1�0É�
�r�S�c  RADIUS 
�§�î�Â  �¢�Ý�î�É�†0¿���[�A�r�M��

5.0(3)U1(1) aaa accounting default

aaa authentication login console

aaa authentication login default

aaa authentication login error-enable

aaa authentication login mschap enable

aaa authorization commands default

aaa authorization config-commands default

aaa group server radius

aaa user default-role

show aaa accounting

show aaa authentication

show aaa authorization

show aaa groups

show aaa user

show access-lists

show accounting log

show running-config aaa

show startup-config aaa

/² 1 �Ü�Ü�î�«  5.x �b�‚�µ+��\�š�f!l  >&)F�A>'

�µ+� 1��Â
�š�f�I�€�S
�Ü�Ü�î�« �g!·
›
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�‚�µ+��>�|�g�š�f�I�€�S�µ+��_6õ�M�•�_��
�Ø�î�¨  �ß�î�Ý �G�b�µ+��@�_
°�I�€�r�K�S��

�Ø�î�¨  �ß�î�Ý�
�Ø�î�¨  �ß�î�Ý�µ+��¢
�Ý�î�É�†�8�B�[�A�r�M��

5.0(3)U1(1) description>&�Ø�î�¨  �ß�î�Ý>'

feature>&�Ø�î�¨  �ß�î�Ý�µ+��¢�Ý�î�É>'

hardware profile tcam syslog-threshold

permit vsan

role feature-group name

role name

rule

vlan policy deny

vsan policy deny

show role

show role feature

show role feature-group

show user-account

show users

�ì�•�Ý�î�¸�•�å�¢�>�|
�g3?3æ>&VRF>'

�G�b�µ+��@�_
°�I�€�r�K�S��

VRF�
 VRF Lite �µ+��>�|�g  VRF �b  IP 
�µ+��†0¿���[�A�r�M��

5.0(3)U1(1) permit vrf

vrf policy deny

use-vrf

�©�«�¸�Ò'ö#. �G�b�µ+��@�_
°�I�€�r�K�S�� 5.0(3)U1(1) show platform afm info tcam

�Ø�½�Ÿ�Õ�«�º  �Ý�î�¸�•
�å�¢

�G�b�µ+��@�_
°�I�€�r�K�S�� 5.0(3)U1(1) ip verify unicast source reachable-via

/² 1 �Ü�Ü�î�«  5.x �b�‚�µ+��\�š�f!l  >&)F�A>'

�µ+� 1��Â
�š�f�I�€�S
�Ü�Ü�î�« �g!·
›
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»

�G�b'v�[�c�
 Cisco Nexus 3000 �©�Ü�î�¬  �«�–�µ�³�[�Q#Ý�[�A�•  Cisco NX-OS �­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
�_�X�8�Z1��Â�K�r�M��
SEC-1
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
aaa accounting default
aaa accounting default
�”�•�˜�å�¸�•�å�¢�b1�0É�
0Á�•�
�”�•�˜�å�¸�•�å�¢>& AAA >'�‰�'�†0¿���M�•�_�c�
 aaa accounting 
default �¥�Ð�å�»�†�Q#Ý�K�r�M���¹�Ç�›�Ý�º0¿���_�`�M�_�c�
�G�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M��

aaa accounting default { group {group-list} | local}

no aaa accounting default { group {group-list} | local}

�S�e�b1��Â

�¥�Ð�å�»  �¹�Ç�›�Ý�º �ß�î�•�Ý  �¹�î�±�Ë�î�«�@�¹�Ç�›�Ý�º�[�M��

�¥�Ð�å�»  �Ô�î�» �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å group group-list �Ó�¯�µ�»�c�
�è�S�_��*O�I�€�S�M4��b  RADIUS �§�î�Â�r�S�c  TACACS+ �§�î�Â�†�g
!·�K�r�M���Í�«�º  �§�î�Â�†0¿���M�•�_�c�
 radius server-host �¥�Ð�å�»�†�Q#Ý�K�r�M���§�î�Â�b�¿�î�Ò
�»  �¢�Ý�î�É�†�8�B�M�•�_�c�
 aaa group server �¥�Ð�å�»�†�Q#Ý�K�r�M��

group �‰�'�r�S�c  local �‰�'�†�æ���K�S���œ�_�Q�b�‰�'�@�»�K�M�•�\�
�”�•�˜�å�¸�•�å�¢1�0É�c�»�K�M
�•�•+��ö�@�6�~�r�M��

�[ ���_�
 AAA �”�•�˜�å�¸�•�å�¢�_�õ�–�b  RADIUS �§�î�Â�†0¿���M�•�[�†&g�K�r�M��

switch# configure terminal
switch(config)# aaa accounting default group
switch(config)#

6õ4��¥�Ð�å�»

group �§�î�Â  �¢�Ý�î�É�†�”�•�˜�å�¸�•�å�¢�[�Q#Ý�M�•�|�:�_�æ���K�r�M��

group-list 1 �X�è�V�b0¿���í�s�b  RADIUS �§�î�Â  �¢�Ý�î�É�†�æ���M�•'5$Ñ�[�
�)�}�€
�S�Ü�«�º�[�M��

local �ß�î�•�Ý  �¹�î�±�Ë�î�«�†�”�•�˜�å�¸�•�å�¢�[�Q#Ý�M�•�|�:�_�æ���K�r�M��

�Ü�Ü�î�« �š�f'à�d

5.0(3)U1(1) �G�b�¥�Ð�å�»�@3ã�•�I�€�r�K�S��  

�¥�Ð�å�» 1��Â

aaa group server 
radius

AAA RADIUS �§�î�Â  �¢�Ý�î�É�†0¿���K�r�M��

radius-server host RADIUS �§�î�Â�†0¿���K�r�M��

show aaa accounting AAA �”�•�˜�å�¸�•�å�¢  �«�¸�î�±�«�_���†/²&g�K�r�M��

tacacs-server host TACACS+ �§�î�Â�†0¿���K�r�M��
SEC-2
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
aaa authentication login console
aaa authentication login console
�¥�å�¯�î�Ý  �ß�¢�–�å�b1�0É�
0Á�•�
�”�•�˜�å�¸�•�å�¢>& AAA >'1�0É�‰�'�†0¿���M�•�_�c�
 aaa 
authentication login console �¥�Ð�å�»�†�Q#Ý�K�r�M���¹�Ç�›�Ý�º0¿���_�`�M�_�c�
�G�b�¥�Ð�å�»�b  no 
�g�'�†�Q#Ý�K�r�M��

aaa authentication login console { group group-list} [ none] | local | none}

no aaa authentication login console { group group-list [none] | local | none}

�S�e�b1��Â

�¥�Ð�å�»  �¹�Ç�›�Ý�º �ß�î�•�Ý  �¹�î�±�Ë�î�«

�¥�Ð�å�»  �Ô�î�» �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å group radius�
 group tacacs+�
�>�|�g  group group-list �b�›�‰�'�c�
�è�S�_��*O�I�€�S�M4��b  
RADIUS �r�S�c  TACACS+ �§�î�Â�†�æ�K�r�M���Í�«�º  �§�î�Â�†0¿���M�•�_�c�
 radius-server host �¥
�Ð�å�»�r�S�c  tacacs-server host �¥�Ð�å�»�†�Q#Ý�K�r�M���§�î�Â�b�¿�î�Ò�»  �¢�Ý�î�É�†�8�B�M�•�_�c�

aaa group server �¥�Ð�å�»�†�Q#Ý�K�r�M��

group �‰�'�r�S�c  local �‰�'�†�æ���K�S���œ�_�Q�b�‰�'�@�»�K�M�•�\�
1�0É�c�»�K�M�•�•+��ö�@�6�~�r
�M�� none �‰�'�†�""‚�r�S�c  group �‰�'�b�‹�•�_�æ���K�S���œ�
1�0É�c�–�_�B�Œ�K�r�M��

�[ ���_�
�¥�å�¯�î�Ý  �ß�¢�–�å�b  AAA 1�0É�‰�'�†0¿���M�•�[�†&g�K�r�M��

switch# configure terminal
switch(config)# aaa authentication login console group radius
switch(config)#

group 1�0É�_�§�î�Â  �¢�Ý�î�É�†�Q#Ý�M�•�|�:�_�æ���K�r�M��

group-list RADIUS �§�î�Â  �¢�Ý�î�É�r�S�c  TACACS+ �§�î�Â  �¢�Ý�î�É�b�«�Ì�î�«�[
�
�)�}�€�S�Ü�«�º�†�æ���K�r�M���Ü�«�º�_�c�
���b�|�:�^�§�î�Â  �¢�Ý�î�É
�†�µ�u�•�G�\�@�[�A�r�M��

• radius>80¿���í�s�b�M�m�Z�b  RADIUS �§�î�Â

• tacacs+>80¿���í�s�b�M�m�Z�b  TACACS+ �§�î�Â

• 0¿���í�s�b�õ�–�b  RADIUS �§�î�Â�r�S�c  TACACS+ �§�î�Â�b�§�î�Â  
�¢�Ý�î�É�¡

none >&�õ�–>'1�0É�_�Ø�î�¨�¡�†�Q#Ý�M�•�|�:�_�æ���K�r�M��

local >&�õ�–>'1�0É�_�ß�î�•�Ý  �¹�î�±�Ë�î�«�†�Q#Ý�M�•�|�:�_�æ���K�r�M��

�Ü�Ü�î�« �š�f'à�d

5.0(3)U1(1) �G�b�¥�Ð�å�»�@3ã�•�I�€�r�K�S��  
SEC-3
Cisco Nexus 3000 �©�Ü�î�¬  NX-OS �­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»  �Ü�Ç�“�Þ�å�«

78-26756-01-J



 

�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
aaa authentication login console
���_�
�¹�Ç�›�Ý�º�b�¥�å�¯�î�Ý  �ß�¢�–�å�b  AAA 1�0É�‰�'�_�`�M�[�†&g�K�r�M��

switch# configure terminal
switch(config)# no aaa authentication login console group radius
switch(config)#

6õ4��¥�Ð�å�» �¥�Ð�å�» 1��Â

aaa group server AAA �§�î�Â  �¢�Ý�î�É�†0¿���K�r�M��

radius-server host RADIUS �§�î�Â�†0¿���K�r�M��

show aaa 
authentication

AAA 1�0É�_���†/²&g�K�r�M��

tacacs-server host TACACS+ �§�î�Â�†0¿���K�r�M��
SEC-4
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
aaa authentication login default
aaa authentication login default
�¹�Ç�›�Ý�º�b1�0É�
0Á�•�
�”�•�˜�å�¸�•�å�¢>& AAA >'1�0É�‰�'�†0¿���M�•�_�c�
 aaa authentication 
login default �¥�Ð�å�»�†�Q#Ý�K�r�M���¹�Ç�›�Ý�º0¿���_�`�M�_�c�
�G�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r
�M��

aaa authentication login default { group group-list} [ none] | local | none}

no aaa authentication login default { group group-list} [ none] | local | none}

�S�e�b1��Â

�¥�Ð�å�»  �¹�Ç�›�Ý�º �ß�î�•�Ý  �¹�î�±�Ë�î�«

�¥�Ð�å�»  �Ô�î�» �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å group radius�
 group tacacs+�
�>�|�g  group group-list �b�›�‰�'�c�
�è�S�_��*O�I�€�S�M4��b  
RADIUS �r�S�c  TACACS+ �§�î�Â�†�æ�K�r�M���Í�«�º  �§�î�Â�†0¿���M�•�_�c�
 radius-server host �¥
�Ð�å�»�r�S�c  tacacs-server host �¥�Ð�å�»�†�Q#Ý�K�r�M���§�î�Â�b�¿�î�Ò�»  �¢�Ý�î�É�†�8�B�M�•�_�c�

aaa group server �¥�Ð�å�»�†�Q#Ý�K�r�M��

group �‰�'�r�S�c  local �‰�'�†�æ���K�S���œ�_�Q�b�‰�'�@�»�K�M�•�\�
1�0É�c�»�K�K�r�M�� none �‰�'
�†�""‚�r�S�c  group �‰�'�b�‹�•�_�æ���K�S���œ�
1�0É�c�–�_�B�Œ�K�r�M��

�[ ���_�
�¥�å�¯�î�Ý  �ß�¢�–�å�b  AAA 1�0É�‰�'�†0¿���M�•�[�†&g�K�r�M��

switch# configure terminal
switch(config)# aaa authentication login default group radius
switch(config)#

group �§�î�Â  �¢�Ý�î�É�†1�0É�[�Q#Ý�M�•�|�:�_�æ���K�r�M��

group-list RADIUS �§�î�Â  �¢�Ý�î�É�r�S�c  TACACS+ �§�î�Â  �¢�Ý�î�É�†�«�Ì�î�«�[
�
�)�W�Z�æ���K�r�M���Ü�«�º�_�c�
���b�|�:�^�§�î�Â  �¢�Ý�î�É�†�µ�u�•�G
�\�@�[�A�r�M��

• radius>80¿���í�s�b�M�m�Z�b  RADIUS �§�î�Â

• tacacs+>80¿���í�s�b�M�m�Z�b  TACACS+ �§�î�Â

• 0¿���í�s�b�õ�–�b  RADIUS �§�î�Â�r�S�c  TACACS+ �§�î�Â�b�§�î�Â  
�¢�Ý�î�É�¡

none >&�õ�–>'�Ø�î�¨�¡�†1�0É�[�Q#Ý�M�•�|�:�_�æ���K�r�M��

local >&�õ�–>'�ß�î�•�Ý  �¹�î�±�Ë�î�«�†1�0É�[�Q#Ý�M�•�|�:�_�æ���K�r�M��

�Ü�Ü�î�« �š�f'à�d

5.0(3)U1(1) �G�b�¥�Ð�å�»�@3ã�•�I�€�r�K�S��  
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
aaa authentication login default
���_�
�¹�Ç�›�Ý�º�b�¥�å�¯�î�Ý  �ß�¢�–�å�b  AAA 1�0É�‰�'�_�`�M�[�†&g�K�r�M��

switch# configure terminal
switch(config)# no aaa authentication login default group radius
switch(config)#

6õ4��¥�Ð�å�» �¥�Ð�å�» 1��Â

aaa group server AAA �§�î�Â  �¢�Ý�î�É�†0¿���K�r�M��

radius-server host RADIUS �§�î�Â�†0¿���K�r�M��

show aaa 
authentication

AAA 1�0É�_���†/²&g�K�r�M��

tacacs-server host TACACS+ �§�î�Â�†0¿���K�r�M��
SEC-6
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
aaa authentication login error-enable
aaa authentication login error-enable
�¥�å�¯�î�Ý�_1�0É�
0Á�•�
�”�•�˜�å�¸�•�å�¢>& AAA >'1�0É�»�K�Ó�µ�­�î�ª�@/²&g�I�€�•�|�:�_0¿���M
�•�_�c�
 aaa authentication login error-enable �¥�Ð�å�»�†�Q#Ý�K�r�M���¹�Ç�›�Ý�º0¿���_�`�M�_�c�

�G�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M��

aaa authentication login error-enable

no aaa authentication login error-enable

�S�e�b1��Â �G�b�¥�Ð�å�»�_�c�
�,�X�r�S�c�Ÿ�î�á�î�»�c�6�~�r�O�‡��

�¥�Ð�å�»  �¹�Ç�›�Ý�º �¹�•�­�î�È�Ý

�¥�Ð�å�»  �Ô�î�» �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å �ß�¢�–�å�ì�_�Ü�Ô�î�º  AAA �§�î�Â�?�}�b�Â'Å�@�^�8���œ�_�c�
�ß�î�•�Ý  �Ø�î�¨  �¹�î�±�Ë�î�«�l�b
�ß�î�Ý�œ�î�Â�î�_�|�W�Z�ß�¢�–�å�@��#.�I�€�r�M���G�b�|�:�^"g�#�[�c�
�ß�¢�–�å�»�K�Ó�µ�­�î�ª�b/²
&g�@�–�¿�î�È�Ý�_0¿���I�€�Z�8�•���œ�
���b�Ó�µ�­�î�ª�@/²&g�I�€�r�M��

Remote AAA servers unreachable; local authentication done.
Remote AAA servers unreachable; local authentication failed.

�[ ���_�
 AAA 1�0É�»�K�Ó�µ�­�î�ª�b�¥�å�¯�î�Ý�l�b/²&g�†�–�¿�î�È�Ý�_�M�•�[�†&g�K�r�M��

switch# configure terminal
switch(config)# aaa authentication login error-enable
switch(config)#

���_�
 AAA 1�0É�»�K�Ó�µ�­�î�ª�b�¥�å�¯�î�Ý�l�b/²&g�†�¹�•�­�î�È�Ý�_�M�•�[�†&g�K�r�M��

switch# configure terminal
switch(config)# no aaa authentication login error-enable
switch(config)#

6õ4��¥�Ð�å�»

�Ü�Ü�î�« �š�f'à�d

5.0(3)U1(1) �G�b�¥�Ð�å�»�@3ã�•�I�€�r�K�S��  

�¥�Ð�å�» 1��Â

show aaa 
authentication

AAA 1�0É�»�K�Ó�µ�­�î�ª/²&g�b�«�¸�î�±�«�†/²&g�K�r�M��
SEC-7
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
aaa authentication login mschap enable
aaa authentication login mschap enable
�ß�¢�–�å�ì�b  Microsoft Challenge Handshake Authentication Protocol>&MS-CHAP; �Ð�–�¡�ß�¯�Ç�º  
�³�Õ�Þ�å�ª  �Á�å�»�©�™�î�¡1�0É�É�ß�º�¥�Ý>'1�0É�†�–�¿�î�È�Ý�_�M�•�_�c�
 aaa authentication login 
mschap enable �¥�Ð�å�»�†�Q#Ý�K�r�M���¹�Ç�›�Ý�º0¿���_�`�M�_�c�
�G�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K
�r�M��

aaa authentication login mschap enable

no aaa authentication login mschap enable

�S�e�b1��Â �G�b�¥�Ð�å�»�_�c�
�,�X�r�S�c�Ÿ�î�á�î�»�c�6�~�r�O�‡��

�¥�Ð�å�»  �¹�Ç�›�Ý�º �¹�•�­�î�È�Ý

�¥�Ð�å�»  �Ô�î�» �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»

�¥�Ð�å�»�š�T

�[ ���_�
 MS-CHAP 1�0É�†�–�¿�î�È�Ý�_�M�•�[�†&g�K�r�M��

switch# configure terminal
switch(config)# aaa authentication login mschap enable
switch(config)#

���_�
 MS-CHAP 1�0É�†�¹�•�­�î�È�Ý�_�M�•�[�†&g�K�r�M��

switch# configure terminal
switch(config)# no aaa authentication login mschap enable
switch(config)#

6õ4��¥�Ð�å�»

�Ü�Ü�î�« �š�f'à�d
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�¥�Ð�å�» 1��Â

show aaa 
authentication

MS-CHAP 1�0É�b�«�¸�î�±�«�†/²&g�K�r�M��
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
aaa authorization commands default
aaa authorization commands default
�M�m�Z�b EXEC �¥�Ð�å�»�[�¹�Ç�›�Ý�º�b1�0É�
0Á�•�
�”�•�˜�å�¸�•�å�¢>& AAA >'1��•�‰�'�†0¿���M�•
�_�c�
 aaa authorization commands default �¥�Ð�å�»�†�Q#Ý�K�r�M���¹�Ç�›�Ý�º0¿���_�`�M�_�c�
�G
�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M��

aaa authorization commands default [group group-list] [ local | none]

no aaa authorization commands default [group group-list] [ local | none]

�S�e�b1��Â

�¥�Ð�å�»  �¹�Ç�›�Ý�º �^�K

�¥�Ð�å�»  �Ô�î�» �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å �G�b�¥�Ð�å�»�†�Q#Ý�M�•�_�c�
 feature tacacs+ �¥�Ð�å�»�†�Q#Ý�K�Z  TACACS+ �µ+��†�–�¿�î�È�Ý�_�M
�•�²0[�@�6�~�r�M��

group tacacs+ �‰�'�>�|�g  group group-list �‰�'�c�
�è�S�_��*O�I�€�S�M4��b  TACACS+ �§�î�Â�†�æ�K
�r�M���Í�«�º  �§�î�Â�†0¿���M�•�_�c�
 tacacs-server host �¥�Ð�å�»�†�Q#Ý�K�r�M���§�î�Â�b�¿�î�Ò�»  �¢
�Ý�î�É�†�8�B�M�•�_�c�
 aaa group server �¥�Ð�å�»�†�Q#Ý�K�r�M���¹�Â�–�«�V�b�§�î�Â  �¢�Ý�î�É�†/²
&g�M�•�_�c�
 show aaa group �¥�Ð�å�»�†�Q#Ý�K�r�M��

0
�X�b�§�î�Â  �¢�Ý�î�É�†�æ���K�S���œ�_�c�
�Ü�«�º�_�æ���K�S8p$��]�>�~�_  Cisco NX-OS �¯�Ç�º�˜�™
�”�@�›�¢�Ý�î�É�†�³�™�µ�¡�K�r�M��0¿���í�s�b�M�m�Z�b�§�î�Â  �¢�Ý�î�É�[�Â'Å�_�»�K�K�
�Ç�›�î�Ý
�Â�µ�¡�‰�'�\�K�Z  local �r�S�c  none �†0¿���í�s�b���œ�
 local �‰�'�r�S�c  none �‰�'�T�E�@�Q#Ý�I�€�r
�M��

group �‰�'�r�S�c  local �‰�'�†�æ���K�S���œ�_�Q�b�‰�'�@�»�K�M�•�\�
1��•�c�»�K�M�•�•+��ö�@�6�~�r
�M�� none �‰�'�†�""‚�r�S�c  group �‰�'�b�‹�•�_�æ���K�S���œ�
1��•�c�–�_�B�Œ�K�r�M��

group >&�õ�–>'1��•�_�§�î�Â  �¢�Ý�î�É�†�Q#Ý�M�•�|�:�_�æ���K�r�M��

group-list �§�î�Â  �¢�Ý�î�É�b�Ü�«�º�[�M��

�Ü�«�º�_�c�
���b�|�:�^�§�î�Â  �¢�Ý�î�É�†�µ�u�•�G�\�@�[�A�r�M��

• tacacs+>80¿���í�s�b�M�m�Z�b  TACACS+ �§�î�Â

• 0¿���í�s�b�õ�–�b  TACACS+ �§�î�Â  �¢�Ý�î�É�¡  

�G�b�¡�S�c�
�§�î�Â  �¢�Ý�î�É�b�«�Ì�î�«�[�
�)�}�€�S�Ü�«�º�[�æ���[�A�

�q�±�e�Ð�X�c  127 �[�M��

local >&�õ�–>'1��•�_�ß�î�•�Ý  �ß�î�Ý�Ë�î�«  �¹�î�±�Ë�î�«�†�Q#Ý�M�•�|�:�_�æ��
�K�r�M��

none >&�õ�–>'1��•�_�¹�î�±�Ë�î�«�†�Q#Ý�K�^�8�|�:�_�æ���K�r�M��

�Ü�Ü�î�« �š�f'à�d
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
aaa authorization commands default
�[ ���_�
 EXEC �¥�Ð�å�»�[�¹�Ç�›�Ý�º  AAA 1��•�‰�'�†0¿���M�•�[�†&g�K�r�M��

switch# configure terminal
switch(config)# aaa authorization commands default group TacGroup local  
switch(config)# 

���_�
 EXEC �¥�Ð�å�»�[�¹�Ç�›�Ý�º  AAA 1��•�‰�'�_�`�M�[�†&g�K�r�M��

switch# configure terminal
switch(config)# no aaa authorization commands default group TacGroup local  
switch(config)# 

6õ4��¥�Ð�å�» �¥�Ð�å�» 1��Â

aaa authorization 
config-commands 
default

�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�[�¹�Ç�›�Ý�º  AAA 1��•�‰�'�†0¿���K�r
�M��

aaa server group AAA �§�î�Â  �¢�Ý�î�É�†0¿���K�r�M��

feature tacacs+ TACACS+ �µ+��†�–�¿�î�È�Ý�_�K�r�M��

show aaa 
authorization

AAA 1��•0¿���†/²&g�K�r�M��

tacacs-server host TACACS+ �§�î�Â�†0¿���K�r�M��
SEC-10
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
aaa authorization config-commands default
aaa authorization config-commands default
�M�m�Z�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�[�¹�Ç�›�Ý�º�b1�0É�
0Á�•�
�”�•�˜�å�¸�•�å�¢>& AAA >'1�
�•�‰�'�†0¿���M�•�_�c�
 aaa authorization config-commands default �¥�Ð�å�»�†�Q#Ý�K�r�M���¹�Ç�›
�Ý�º0¿���_�`�M�_�c�
�G�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M��

aaa authorization config-commands default [group group-list] [ local | none]

no aaa authorization config-commands default [group group-list] [ local | none]

�S�e�b1��Â

�¥�Ð�å�»  �¹�Ç�›�Ý�º �^�K

�¥�Ð�å�»  �Ô�î�» �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å �G�b�¥�Ð�å�»�†�Q#Ý�M�•�_�c�
 feature tacacs+ �¥�Ð�å�»�†�Q#Ý�K�Z  TACACS+ �µ+��†�–�¿�î�È�Ý�_�M
�•�²0[�@�6�~�r�M��

group tacacs+ �‰�'�>�|�g  group group-list �‰�'�c�
�è�S�_��*O�I�€�S�M4��b  TACACS+ �§�î�Â�†�æ�K
�r�M���Í�«�º  �§�î�Â�†0¿���M�•�_�c�
 tacacs-server host �¥�Ð�å�»�†�Q#Ý�K�r�M���§�î�Â�b�¿�î�Ò�»  �¢
�Ý�î�É�†�8�B�M�•�_�c�
 aaa group server �¥�Ð�å�»�†�Q#Ý�K�r�M���¹�Â�–�«�V�b�§�î�Â  �¢�Ý�î�É�†/²
&g�M�•�_�c�
 show aaa group �¥�Ð�å�»�†�Q#Ý�K�r�M��

0
�X�b�§�î�Â  �¢�Ý�î�É�†�æ���K�S���œ�_�c�
�Ü�«�º�_�æ���K�S8p$��]�>�~�_  Cisco NX-OS �¯�Ç�º�˜�™
�”�@�›�¢�Ý�î�É�†�³�™�µ�¡�K�r�M��0¿���í�s�b�M�m�Z�b�§�î�Â  �¢�Ý�î�É�[�Â'Å�_�»�K�K�
�Ç�›�î�Ý
�Â�µ�¡�‰�'�\�K�Z  local �r�S�c  none �†0¿���í�s�b���œ�
 local �‰�'�r�S�c  none �‰�'�T�E�@�Q#Ý�I�€�r
�M��

group �‰�'�r�S�c  local �‰�'�†�æ���K�S���œ�_�Q�b�‰�'�@�»�K�M�•�\�
1��•�c�»�K�M�•�•+��ö�@�6�~�r
�M�� none �‰�'�†�""‚�r�S�c  group �‰�'�b�‹�•�_�æ���K�S���œ�
1��•�c�–�_�B�Œ�K�r�M��

group >&�õ�–>'1��•�_�§�î�Â  �¢�Ý�î�É�†�Q#Ý�M�•�|�:�_�æ���K�r�M��

group-list �§�î�Â  �¢�Ý�î�É�b�Ü�«�º�[�M��

�Ü�«�º�_�c�
���b�|�:�^�§�î�Â  �¢�Ý�î�É�†�µ�u�•�G�\�@�[�A�r�M��

• tacacs+>80¿���í�s�b�M�m�Z�b  TACACS+ �§�î�Â

• 0¿���í�s�b�õ�–�b  TACACS+ �§�î�Â  �¢�Ý�î�É�¡

�G�b�¡�S�c�
�§�î�Â  �¢�Ý�î�É�b�«�Ì�î�«�[�
�)�}�€�S�Ü�«�º�[�æ���[�A�

�q�±�e�Ð�X�c  127 �[�M��

local >&�õ�–>'1��•�_�ß�î�•�Ý  �ß�î�Ý�Ë�î�«  �¹�î�±�Ë�î�«�†�Q#Ý�M�•�|�:�_�æ��
�K�r�M��

none >&�õ�–>'1��•�_�¹�î�±�Ë�î�«�†�Q#Ý�K�^�8�|�:�_�æ���K�r�M��

�Ü�Ü�î�« �š�f'à�d

5.0(3)U1(1) �G�b�¥�Ð�å�»�@3ã�•�I�€�r�K�S��  
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
aaa authorization config-commands default
�[ ���_�
�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�[�¹�Ç�›�Ý�º  AAA 1��•�‰�'�†0¿���M�•�[�†&g�K�r�M��

switch# configure terminal
switch(config)# aaa authorization config-commands default group TacGroup local  
switch(config)# 

���_�
�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�[�¹�Ç�›�Ý�º  AAA 1��•�‰�'�_�`�M�[�†&g�K�r�M��

switch# configure terminal
switch(config)# no aaa authorization config-commands default group TacGroup local  
switch(config)# 

6õ4��¥�Ð�å�» �¥�Ð�å�» 1��Â

aaa authorization 
commands default

EXEC �¥�Ð�å�»�[�¹�Ç�›�Ý�º  AAA 1��•�‰�'�†0¿���K�r�M��

aaa server group AAA �§�î�Â  �¢�Ý�î�É�†0¿���K�r�M��

feature tacacs+ TACACS+ �µ+��†�–�¿�î�È�Ý�_�K�r�M��

show aaa 
authorization

AAA 1��•0¿���†/²&g�K�r�M��

tacacs-server host TACACS+ �§�î�Â�†0¿���K�r�M��
SEC-12
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
aaa group server radius
aaa group server radius
RADIUS �§�î�Â  �¢�Ý�î�É�†�8�B�K�Z�
 RADIUS �§�î�Â  �¢�Ý�î�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä
���M�•�_�c�
 aaa group server radius �¥�Ð�å�»�†�Q#Ý�K�r�M�� RADIUS �§�î�Â  �¢�Ý�î�É�†�P7V�M�•�_
�c�
�G�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M��

aaa group server radius group-name

no aaa group server radius group-name

�S�e�b1��Â

�¥�Ð�å�»  �¹�Ç�›�Ý�º �^�K

�¥�Ð�å�»  �Ô�î�» �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»

�¥�Ð�å�»�š�T

�[ ���_�
 RADIUS �§�î�Â  �¢�Ý�î�É�†�8�B�K�
 RADIUS �§�î�Â  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���M
�•�[�†&g�K�r�M��

switch# configure terminal
switch(config)# aaa group server radius RadServer  
switch(config-radius)#

���_�
 RADIUS �§�î�Â  �¢�Ý�î�É�†�P7V�M�•�[�†&g�K�r�M��

switch# configure terminal
switch(config)# no aaa group server radius RadServer  
switch(config)#

6õ4��¥�Ð�å�»

group-name RADIUS �§�î�Â  �¢�Ý�î�É�¡�[�M��

�Ü�Ü�î�« �š�f'à�d

5.0(3)U1(1) �G�b�¥�Ð�å�»�@3ã�•�I�€�r�K�S��  

�¥�Ð�å�» 1��Â

show aaa groups �§�î�Â  �¢�Ý�î�É�_���†/²&g�K�r�M��
SEC-13
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
aaa user default-role
aaa user default-role
�Ü�Ô�î�º1�0É�b1�0É�
0Á�•�
�”�•�˜�å�¸�•�å�¢>& AAA >'�§�î�Â'ö#.*…�_�|�~�m�~�\�Z�}�€�•�¹�Ç�›�Ý
�º  �ß�î�Ý�†�–�¿�î�È�Ý�_�M�•�_�c�
 aaa user default-role �¥�Ð�å�»�†�Q#Ý�K�r�M���¹�Ç�›�Ý�º  �ß�î�Ý
�†�¹�•�­�î�È�Ý�_�M�•�_�c�
�G�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M��

aaa user default-role

no aaa user default-role

�S�e�b1��Â �G�b�¥�Ð�å�»�_�c�
�,�X�r�S�c�Ÿ�î�á�î�»�c�6�~�r�O�‡��

�¥�Ð�å�»  �¹�Ç�›�Ý�º �–�¿�î�È�Ý

�¥�Ð�å�»  �Ô�î�» �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»

�¥�Ð�å�»�š�T

�[ ���_�
�Ü�Ô�î�º1�0É�b  AAA �§�î�Â'ö#.*…�_�|�~�m�~�\�Z�}�€�•�¹�Ç�›�Ý�º  �ß�î�Ý�†�–�¿�î�È�Ý�_�M�•
�[�†&g�K�r�M��

switch# configure terminal
switch(config)# aaa user default-role  
switch(config)# 

���_�
�Ü�Ô�î�º1�0É�b  AAA �§�î�Â'ö#.*…�_�|�~�m�~�\�Z�}�€�•�¹�Ç�›�Ý�º  �ß�î�Ý�†�¹�•�­�î�È�Ý�_�M
�•�[�†&g�K�r�M��

switch# configure terminal
switch(config)# no aaa user default-role  
switch(config)# 

6õ4��¥�Ð�å�»

�Ü�Ü�î�« �š�f'à�d

5.0(3)U1(1) �G�b�¥�Ð�å�»�@3ã�•�I�€�r�K�S��  

�¥�Ð�å�» 1��Â

show aaa user 
default-role 

�¹�Ç�›�Ý�º  �Ø�î�¨�b�Ü�Ô�î�º1�0É�b�«�¸�î�±�«�†/²&g�K�r�M��

show aaa 
authentication

AAA 1�0É�_���†/²&g�K�r�M��
SEC-14
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
access-class
access-class
"I���b  VTY>&Cisco Nexus 3000 �©�Ü�î�¬  �«�–�µ�³>'�\�”�¡�­�«  �Ü�«�º
Æ�b�”�»�Þ�«6ë�b%T�™�>�|�g
$Î�™�K)F�†�D7H�M�•�_�c�
 access-class �¥�Ð�å�»�†�Q#Ý�K�r�M���”�¡�­�«�D7H�†0Ž7V�M�•�_�c�
�G�b�¥
�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M��

access-class access-list-name { in | out}

no access-class access-list-name { in | out}

�S�e�b1��Â

�¥�Ð�å�»  �¹�Ç�›�Ý�º �^�K

�¥�Ð�å�»  �Ô�î�» �Û�–�å  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å �©�«�¥  �¹�Â�–�«�_�P�M�•  Telnet �r�S�c  SSH �†�w�E
°�€�•�\�
�”�¡�­�«  �¡�Û�«�†  VTY �_�Â�–�å�»�K�Z
�¹�Â�–�«�l�b�”�¡�­�«�†&��–�[�A�r�M��

"I���b'ƒ�Ž�Û�–�å�b�”�¡�­�«  �Ü�«�º�†/²&g�M�•�_�c�
 show line �¥�Ð�å�»�†�Q#Ý�K�r�M��

�[ ���b�[�[�c�
%T�™�Ã�£�µ�º�†�D7H�M�•�S�u�_  VTY �G)z�b�”�¡�­�«  �¡�Û�«�†0¿���M�•�[�†&g�K�r�M��

switch# configure terminal
switch(config)# line vty
switch(config-line)# access-class ozi2 in
switch(config-line)# 

���b�[�[�c�
%T�™�Ã�£�µ�º�†�D7H�M�•�”�¡�­�«  �¡�Û�«�†�P7V�M�•�[�†&g�K�r�M��

switch# configure terminal
switch(config)# line vty
switch(config-line)# no access-class ozi2 in
switch(config-line)# 

access-list-name IPv4 ACL �¡�Û�«�b�¡�S���G�b�¡�S�_�c�q�±  64 �e�Ð�r�[�b,e�X�Ð�†�æ���[
�A�r�M���¡�S�_�c�«�Ì�î�«�r�S�c�,#Ý'¢�†�µ�u�•�G�\�c�[�A�r�O�‡��

in %T�™�K)F�@"I���b Cisco Nexus 3000 �©�Ü�î�¬  �«�–�µ�³�\�”�¡�­�«  �Ü�«�º
�b�”�»�Þ�«6ë�[�D7H�I�€�Z�8�•�G�\�†�æ���K�r�M��

out $Î�™�K)F�@"I���b  Cisco Nexus 3000 �©�Ü�î�¬  �«�–�µ�³�\�”�¡�­�«  �Ü�«�º
�b�”�»�Þ�«6ë�[�D7H�I�€�Z�8�•�G�\�†�æ���K�r�M��

�Ü�Ü�î�« �š�f'à�d

5.0(3)U1(1) �G�b�¥�Ð�å�»�@3ã�•�I�€�r�K�S��  
SEC-15
Cisco Nexus 3000 �©�Ü�î�¬  NX-OS �­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»  �Ü�Ç�“�Þ�å�«

78-26756-01-J



 

�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
access-class
6õ4��¥�Ð�å�» �¥�Ð�å�» 1��Â

ip access-class IPv4 �”�¡�­�«  �¡�Û�«�†0¿���K�r�M��

show access-class �«�–�µ�³�[0¿���I�€�•�”�¡�­�«  �Ü�«�º�†/²&g�K�r�M��

show line "I���b'ƒ�Ž�Û�–�å�b�”�¡�­�«  �Ü�«�º�†/²&g�K�r�M��

show running-config 
aclmgr

ACL �b��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†/²&g�K�r�M��

ssh IPv4 �†�Q#Ý�K�Z SSH �­�µ�©�Ù�å�†6ä���K�r�M��

telnet IPv4 �†�Q#Ý�K�Z Telnet �­�µ�©�Ù�å�†6ä���K�r�M��
SEC-16
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
action
action
�Ã�£�µ�º�@  VLAN �”�¡�­�«  �¥�å�º�ß�î�Ý  �Ü�«�º>& VACL >'�b  permit  �¥�Ð�å�»�\�M+´�K�S���œ�_�«
�–�µ�³�@��/œ�M�•��#.�†�æ���M�•�_�c�
 action �¥�Ð�å�»�†�Q#Ý�K�r�M�� action �¥�Ð�å�»�†�P7V�M�•�_
�c�
�G�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M��

action { drop forward }

no action { drop forward }

�S�e�b1��Â

�¥�Ð�å�»  �¹�Ç�›�Ý�º �^�K

�¥�Ð�å�»  �Ô�î�» VLAN �”�¡�­�«�Ð�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å
�«�–�µ�³  �É�ß�Ç�“�–�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å action �¥�Ð�å�»�[�c�
 match �¥�Ð�å�»�_�|�W�Z�æ���I�€�S  ACL 
Æ�b�²�ó�_�Ã�£�µ�º�@�M+´�K�S���œ
�_�
�¹�Â�–�«�@��/œ�M�•��#.�†�æ���K�r�M��

�[ ���_�
 vlan-map-01 �\�8�:�¡�S�[  VLAN �”�¡�­�«  �Ð�µ�É�†�8�B�K�Z�
�Q�b�Ð�µ�É�_  ip-acl-01 �\�8�:�¡
�S�b  IPv4 ACL �†�m�~�\�Z�
�«�–�µ�³�@  ACL �_�M+´�M�•�Ã�£�µ�º�†3?3æ�M�•�|�:�æ���K�
�Ð�µ�É�_�M
+´�M�•�º�Û�Ç�•�µ�¡�b)+0£�_���†�–�¿�î�È�Ý�_�M�•�[�†&g�K�r�M��

switch# configure terminal
switch(config)# vlan access-map vlan-map-01
switch(config-access-map)# match ip address ip-acl-01
switch(config-access-map)# action forward
switch(config-access-map)# statistics
switch(config-access-map)#

���_�
 vlan-map-03 �\�8�:�¡�S�[�«�–�µ�³  �É�ß�Ç�“�–�Ý�_  VLAN �”�¡�­�«  �Ð�µ�É�†�8�B�K�Z�
�Q�b
�Ð�µ�É�_  ip-acl-03 �\�8�:�¡�S�b  IPv4 ACL �†�m�~�\�Z�
 �«�–�µ�³�@  ACL �_�M+´�M�•�Ã�£�µ�º�†3?3æ�M
�•�|�:�æ���M�•�[�†&g�K�r�M��

switch# configure sync  
Enter configuration commands, one per line.  End with CNTL/Z.
switch(config-sync)# switch-profile s5010
Switch-Profile started, Profile ID is 1
switch(config-sync-sp)# vlan access-map vlan-map-03
switch(config-sync-sp-access-map)# match ip address ip-acl-03

drop �«�–�µ�³�@�Ã�£�µ�º�†�»�ß�µ�É�M�•�|�:�_�æ���K�r�M��

forward �«�–�µ�³�@�Ã�£�µ�º�†�
�Q�b��
›�Ï�î�º�_3?3æ�M�•�|�:�_�æ���K�r�M��

�Ü�Ü�î�« �š�f'à�d

5.0(3)U1(1) �G�b�¥�Ð�å�»�@3ã�•�I�€�r�K�S��  
5.0(3)U2(1) �G�b�¥�Ð�å�»�b�§�Ï�î�º�@�«�–�µ�³  �É�ß�Ç�“�–�Ý�_3ã�•�I�€�r�K�S��
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
action
switch(config-sync-sp-access-map)# action forward
switch(config-sync-sp-access-map)#

6õ4��¥�Ð�å�» �¥�Ð�å�» 1��Â

match VLAN �”�¡�­�«  �Ð�µ�É�_�º�Û�Ç�•�µ�¡  �Ç�•�Ý�±�Ü�å�¢�b  ACL �†�æ���K
�r�M��

show vlan access-map �M�m�Z�b VLAN �”�¡�­�«  �Ð�µ�É�r�S�c  1 �X�b  VLAN �”�¡�­�«  �Ð�µ�É�†
/²&g�K�r�M��

show vlan filter VLAN �”�¡�­�«  �Ð�µ�É�@4:#Ý�I�€�Z�8�•�‰�2�_6õ�M�•�_���†/²&g�K�r
�M��

statistics �”�¡�­�«  �¥�å�º�ß�î�Ý  �Ü�«�º>& ACL>'�r�S�c  VLAN �”�¡�­�«  �Ð�µ�É�b
)+0£�_���†�–�¿�î�È�Ý�_�K�r�M��

vlan access-map VLAN �”�¡�­�«  �Ð�µ�É�†0¿���K�r�M��

vlan filter 1 �X�è�V�b  VLAN �_  VLAN �”�¡�­�«  �Ð�µ�É�†4:#Ý�K�r�M��
SEC-18
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
arp access-list
arp access-list
Address Resolution Protocol>&ARP; �”�»�Þ�«0Ž�ô�É�ß�º�¥�Ý>' ACL �†�8�B�M�•�?�
"I���b  ARP ACL 
�b  ARP �”�¡�­�«  �Ü�«�º  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���M�•�_�c�
 arp access-list �¥�Ð�å�»�†�Q
#Ý�K�r�M�� ARP ACL �†�P7V�M�•�_�c�
�G�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M��

arp access-list access-list-name

no arp access-list access-list-name

�S�e�b1��Â

�¥�Ð�å�»  �¹�Ç�›�Ý�º �^�K

�¥�Ð�å�»  �Ô�î�» �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å �¹�Ç�›�Ý�º�[�c�
 ARP ACL �c��*O�I�€�Z�8�r�O�‡��

�æ���K�S  ACL �@�Ñ�~�K�^�8���œ�c�
�G�b�¥�Ð�å�»�b
°�Š�ì�_�«�–�µ�³�[�‚�K�8  ACL �@�8�B�I�€�r�M��

�[ ���_�
 copp-arp-acl �\�8�:�¡�S�b  ARP ACL �b  ARP �”�¡�­�«  �Ü�«�º  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»
�†6ä���M�•�[�†&g�K�r�M��

switch# configure terminal
switch(config)# arp access-list copp-arp-acl
switch(config-arp-acl)#

6õ4��¥�Ð�å�»

access-list-name ARP ACL �b�¡�S���¡�S�[�c�q�±  64 �e�Ð�r�[�b,e�X�Ð�†�Q#Ý�[�A�
�±�e�Ð
�\�`�e�Ð�@�
�9�I�€�r�M���¡�S�_�c�«�Ì�î�«�r�S�c�,#Ý'¢�†�µ�u�•�G�\�c
�[�A�r�O�‡��

�Ü�Ü�î�« �š�f'à�d

5.0(3)U2(1) �G�b�¥�Ð�å�»�@3ã�•�I�€�r�K�S��  

�¥�Ð�å�» 1��Â

deny>&ARP>' ARP ACL �_�Ä�°>& deny>'�Ý�î�Ý�†0¿���K�r�M��

permit>&ARP>' ARP ACL �b0Á�•�Ý�î�Ý�†0¿���K�r�M��

show arp access-lists �M�m�Z�b ARP ACL �r�S�c"I���b  ARP ACL �†/²&g�K�r�M��
SEC-19
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
clear access-list counters
clear access-list counters
�M�m�Z�r�S�c  1 �X�b  IPv4 �”�¡�­�«  �¥�å�º�ß�î�Ý  �Ü�«�º>& ACL>'�b�•�˜�å�±�†�¡�Ü�”�M�•�_�c�
 clear 
access-list counters �¥�Ð�å�»�†�Q#Ý�K�r�M��

clear access-list counters [access-list-name]

�S�e�b1��Â

�¥�Ð�å�»  �¹�Ç�›�Ý�º �^�K

�¥�Ð�å�»  �Ô�î�» EXEC �Ô�î�»  

�¥�Ð�å�»�š�T

�[ ���_�
�M�m�Z�b  IPv4 ACL �b�•�˜�å�±�†�¡�Ü�”�M�•�[�†&g�K�r�M��

switch# clear access-list counters
switch#

���_�
 acl-ipv4-01 �\�8�:�¡�S�b  IPv4 ACL �b�•�˜�å�±�†�¡�Ü�”�M�•�[�†&g�K�r�M��

switch# clear access-list counters acl-ipv4-01
switch#

6õ4��¥�Ð�å�»

access-list-name >&�õ�–>'�«�–�µ�³�@�Q�b�•�˜�å�±�†�¡�Ü�”�M�•  IPv4 ACL �b�¡�S�[�M���G�b
�¡�S�_�c�q�±  64 �e�Ð�r�[�b,e�X�Ð�†�æ���[�A�r�M��

�Ü�Ü�î�« �š�f'à�d

5.0(3)U1(1) �G�b�¥�Ð�å�»�@3ã�•�I�€�r�K�S��  

�¥�Ð�å�» 1��Â

access-class IPv4 ACL �†  VTY �G)z�_4:#Ý�K�r�M��

ip access-group IPv4 ACL �†�–�å�±�î�Ç�™�–�«�_4:#Ý�K�r�M��

ip access-list IPv4 ACL �†0¿���K�r�M��

show access-lists 1 �X�r�S�c�M�m�Z�b  IPv4 ACL�
 IPv6 ACL�
�>�|�g  MAC ACL �_6õ�M�•
�_���†/²&g�K�r�M��

show ip access-lists 1 �X�r�S�c�M�m�Z�b  IPv4 ACL �_6õ�M�•�_���†/²&g�K�r�M��
SEC-20
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
clear accounting log
clear accounting log
�”�•�˜�å�¸�•�å�¢  �ß�¢�†�¡�Ü�”�M�•�_�c�
 clear accounting log �¥�Ð�å�»�†�Q#Ý�K�r�M��

clear accounting log

�S�e�b1��Â �G�b�¥�Ð�å�»�_�c�
�,�X�r�S�c�Ÿ�î�á�î�»�c�6�~�r�O�‡��

�¥�Ð�å�»  �¹�Ç�›�Ý�º �^�K

�¥�Ð�å�»  �Ô�î�» EXEC �Ô�î�»

�¥�Ð�å�»�š�T

�[ ���_�
�”�•�˜�å�¸�•�å�¢  �ß�¢�†�¡�Ü�”�M�•�[�†&g�K�r�M��

switch# clear accounting log
switch#

6õ4��¥�Ð�å�»

�Ü�Ü�î�« �š�f'à�d

5.0(3)U1(1) �G�b�¥�Ð�å�»�@3ã�•�I�€�r�K�S��  

�¥�Ð�å�» 1��Â

show accounting log �”�•�˜�å�¸�•�å�¢  �ß�¢�†/²&g�K�r�M��
SEC-21
Cisco Nexus 3000 �©�Ü�î�¬  NX-OS �­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»  �Ü�Ç�“�Þ�å�«

78-26756-01-J



 

�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
clear ip arp
clear ip arp
Address Resolution Protocol>&ARP; �”�»�Þ�«0Ž�ô�É�ß�º�¥�Ý>'�¸�î�È�Ý�>�|�g)+0£�_���†�¡�Ü�”�M�•
�_�c�
 clear ip arp �¥�Ð�å�»�†�Q#Ý�K�r�M��

clear ip arp [vlan vlan-id [force-delete | vrf  { vrf-name | all | default | management}]]

�S�e�b1��Â

�¥�Ð�å�»  �¹�Ç�›�Ý�º �^�K

�¥�Ð�å�»  �Ô�î�» �õ�–�b�¥�Ð�å�»  �Ô�î�»

�¥�Ð�å�»�š�T

�[ ���_�
 ARP �¸�î�È�Ý)+0£�_���†�¡�Ü�”�M�•�[�†&g�K�r�M��

switch# clear ip arp 
switch# 

���_�
 VRF vlan-vrf �†�â�X  VLAN 10 �b  ARP �¸�î�È�Ý)+0£�_���†�¡�Ü�”�M�•�[�†&g�K�r�M��

switch# clear ip arp vlan 10 vrf vlan-vrf 
switch# 

6õ4��¥�Ð�å�»

vlan vlan-id >&�õ�–>'�æ���K�S  VLAN �b  ARP �_���†�¡�Ü�”�K�r�M��
Æ4Š�Q#Ý�_�£(Ù�I
�€�Z�8�•  VLAN �†7V�A�
�w� �^(
�V�c  1 >|  4094 &Ê�[�M��

force-delete >&�õ�–>'�f�‚�O�N�_  ARP �¸�î�È�Ý�?�}�š�å�º�Ü�†�¡�Ü�”�K�r�M��

vrf >&�õ�–>' ARP �¸�î�È�Ý�?�}�¡�Ü�”�M�•  Virtual Routing and Forwarding
>&VRF; �ì�•�Ý�î�¸�•�å�¢�>�|�g3?3æ>'�†�æ���K�r�M��

vrf-name VRF �¡���¡�S�c�q�±  32 �e�Ð�b,e�X�Ð�[�
�±�e�Ð�\�`�e�Ð�@�
�9�I�€�r�M��

all ARP �¸�î�È�Ý�?�}�M�m�Z�b  VRF �š�å�º�Ü�@�¡�Ü�”�I�€�•�|�:�æ���K�r�M��

default ARP �¸�î�È�Ý�?�}�¹�Ç�›�Ý�º�b  VRF �š�å�º�Ü�@�¡�Ü�”�I�€�•�|�:�æ���K
�r�M��

management ARP �¸�î�È�Ý�?�}'ö#.  VRF �š�å�º�Ü�@�¡�Ü�”�I�€�•�|�:�æ���K�r�M��

�Ü�Ü�î�« �š�f'à�d

5.0(3)U1(1) �G�b�¥�Ð�å�»�@3ã�•�I�€�r�K�S��  

�¥�Ð�å�» 1��Â

show ip arp ARP 0¿���«�¸�î�±�«�†/²&g�K�r�M��
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
clear ip arp inspection log
clear ip arp inspection log
Dynamic ARP Inspection>&DAI; �²�–�¼�Ñ�µ�¡  ARP �–�å�«�Ì�¡�©�Ù�å>'�ß�¢  �Â�µ�Ç�“�†�¡�Ü�”�M�•�_
�c�
 clear ip arp inspection log �¥�Ð�å�»�†�Q#Ý�K�r�M��

clear ip arp inspection log

�S�e�b1��Â �G�b�¥�Ð�å�»�_�c�
�,�X�r�S�c�Ÿ�î�á�î�»�c�6�~�r�O�‡��

�¥�Ð�å�»  �¹�Ç�›�Ý�º �^�K

�¥�Ð�å�»  �Ô�î�» �õ�–�b�¥�Ð�å�»  �Ô�î�»

�¥�Ð�å�»�š�T

�[ ���_�
 DAI �ß� �å�¢  �Â�µ�Ç�“�†�¡�Ü�”�M�•�[�†&g�K�r�M��

switch# clear ip arp inspection log
switch# 

6õ4��¥�Ð�å�»

�Ü�Ü�î�« �š�f'à�d

5.0(3)U1(1) �G�b�¥�Ð�å�»�@3ã�•�I�€�r�K�S��  

�¥�Ð�å�» 1��Â

ip arp inspection 
log-buffer entries

DAI �b�ß�¢  �Â�µ�Ç�“  �§�–�¬�†0¿���K�r�M��

show ip arp inspection DAI 0¿���«�¸�î�±�«�†/²&g�K�r�M��

show ip arp inspection 
log

DAI �b�ß�¢0¿���†/²&g�K�r�M��

show ip arp inspection 
statistics

DAI )+0£�_���†/²&g�K�r�M��
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
clear ip arp inspection statistics vlan
clear ip arp inspection statistics vlan
�æ���b  VLAN �b�²�–�¼�Ñ�µ�¡  ARP �–�å�«�Ì�¡�©�Ù�å>& DAI>')+0£�_���†�¡�Ü�”�M�•�_�c�
 clear ip 
arp inspection statistics vlan �¥�Ð�å�»�†�Q#Ý�K�r�M��

clear ip arp inspection statistics vlan vlan-list

�S�e�b1��Â

�¥�Ð�å�»  �¹�Ç�›�Ý�º �^�K

�¥�Ð�å�»  �Ô�î�» �õ�–�b�¥�Ð�å�»  �Ô�î�»

�¥�Ð�å�»�š�T

�[ ���_�
 VLAN 2 �b  DAI )+0£�_���†�¡�Ü�”�M�•�[�†&g�K�r�M��

switch# clear ip arp inspection statistics vlan 2
switch# 

���_�
 VLAN 5 >|  12 �b  DAI )+0£�_���†�¡�Ü�”�M�•�[�†&g�K�r�M��

switch# clear ip arp inspection statistics vlan 5-12
switch# 

���_�
 VLAN 2 �>�|�g  VLAN 5 >|  12 �b  DAI )+0£�_���†�¡�Ü�”�M�•�[�†&g�K�r�M��

switch# clear ip arp inspection statistics vlan 2,5-12
switch# 

6õ4��¥�Ð�å�»

vlan vlan-list �G�b�¥�Ð�å�»�_�|�W�Z�Q�b  DAI )+0£�_���@�¡�Ü�”�I�€�•  VLAN �†�æ���K
�r�M�� vlan-list �,�X�c  1 �X�b  VLAN ID �
 VLAN ID �b(
�V�
�•�å�Ð�
�)�~
�b  ID �\(
�V�†�æ���[�A�r�M���w� �^  VLAN ID �c  1 >|  4094 �[�M��
Æ4Š�«
�–�µ�³#Ý�_�£(Ù�I�€�Z�8�•  VLAN �c7V�A�r�M��

�Ü�Ü�î�« �š�f'à�d
5.0(3)U1(1) �G�b�¥�Ð�å�»�@3ã�•�I�€�r�K�S��  

�¥�Ð�å�» 1��Â

clear ip arp inspection 
log

DAI �ß� �å�¢  �Â�µ�Ç�“�†�¡�Ü�”�K�r�M��

ip arp inspection 
log-buffer

DAI �b�ß�¢  �Â�µ�Ç�“  �§�–�¬�†0¿���K�r�M��

show ip arp inspection DAI 0¿���«�¸�î�±�«�†/²&g�K�r�M��

show ip arp inspection 
vlan

VLAN �b�æ���I�€�S�Ü�«�º�b  DAI �«�¸�î�±�«�†/²&g�K�r�M��
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
clear ip dhcp snooping binding
clear ip dhcp snooping binding
�²�–�¼�Ñ�µ�¡  �Í�«�º  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �É�ß�º�¥�Ý>& DHCP>'�«�¾�î�Æ�å�¢  �Â�–�å�¹�•�å�¢  �¹�î
�±�Ë�î�«�†�¡�Ü�”�M�•�_�c�
 clear ip dhcp snooping binding �¥�Ð�å�»�†�Q#Ý�K�r�M��

clear ip dhcp snooping binding [vlan vlan-id [mac mac-address ip ip-address] [ interface 
{ ethernet slot/port | port-channel channel-number}]]

�S�e�b1��Â

�¥�Ð�å�»  �¹�Ç�›�Ý�º �^�K

�¥�Ð�å�»  �Ô�î�» �õ�–�b�¥�Ð�å�»  �Ô�î�»

�¥�Ð�å�»�š�T

�[ ���_�
 DHCP �«�¾�î�Æ�å�¢  �Â�–�å�¹�•�å�¢  �¹�î�±�Ë�î�«�†�¡�Ü�”�M�•�[�†&g�K�r�M��

switch# clear ip dhcp snooping binding
switch# 

���_�
 DHCP �«�¾�î�Æ�å�¢  �Â�–�å�¹�•�å�¢  �¹�î�±�Ë�î�«�b"I���b�š�å�º�Ü�†�¡�Ü�”�M�•�[�†&g�K�r
�M��

switch# clear ip dhcp snooping binding vlan 23 mac 0060.3aeb.54f0 ip 10.34.54.9 interface 
ethernet 2/11
switch# 

vlan vlan-id >&�õ�–>'�¡�Ü�”�M�•  DHCP �«�¾�î�Æ�å�¢  �Â�–�å�¹�•�å�¢  �¹�î�±�Ë�î�«  
�š�å�º�Ü�b  VLAN ID �†�æ���K�r�M���w� �^  VLAN ID �c  1 >|  4094 �[
�M��
Æ4Š�«�–�µ�³#Ý�_�£(Ù�I�€�Z�8�•  VLAN �c7V�A�r�M��

mac-address mac-address >&�õ�–>'�¡�Ü�”�M�•�Â�–�å�¹�•�å�¢  �¹�î�±�Ë�î�«  �š�å�º�Ü�b  MAC �”�»
�Þ�«�†�æ���K�r�M���»�µ�º�Ü�A  16 4
/²0°�[  mac-address �,�X�†
°�Š�K
�r�M��

ip ip-address >&�õ�–>'�¡�Ü�”�M�•�Â�–�å�¹�•�å�¢  �¹�î�±�Ë�î�«  �š�å�º�Ü�b  IPv4 �”�»
�Þ�«�†�æ���K�r�M���»�µ�º�Ü�A  10 4
/²0°�[  ip-address �,�X�†
°�Š�K�r
�M��

interface >&�õ�–>' Ethernet �r�S�c  EtherChannel �–�å�±�î�Ç�™�–�«�†�æ���K�r�M��

ethernet slot/port >&�õ�–>'�¡�Ü�”�M�•�Â�–�å�¹�•�å�¢  �¹�î�±�Ë�î�«  �š�å�º�Ü�b�–�î�§�¿�µ
�º  �–�å�±�î�Ç�™�–�«�†�æ���K�r�M��

port-channel 
channel-number

>&�õ�–>'�¡�Ü�”�M�•�Â�–�å�¹�•�å�¢  �¹�î�±�Ë�î�«  �š�å�º�Ü�b�–�î�§�¿�µ
�º  �Ï�î�º  �³�Õ�¿�Ý�†�æ���K�r�M��

�Ü�Ü�î�« �š�f'à�d

5.0(3)U1(1) �G�b�¥�Ð�å�»�@3ã�•�I�€�r�K�S��  
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
clear ip dhcp snooping binding
6õ4��¥�Ð�å�» �¥�Ð�å�» 1��Â

copy running-config 
startup-config

��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�
�«�±�î�º�”�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å
�_�¥�Æ�î�K�r�M��

show ip dhcp snooping 
binding

�«�±�¸�•�µ�¡  IP �¯�î�«  �š�å�º�Ü�†�µ�u�Z�
 IP-MAC �”�»�Þ�«  �Â�–�å�¹�•
�å�¢�†/²&g�K�r�M��

show running-config 
dhcp

DHCP �«�¾�î�Æ�å�¢0¿���†/²&g�K�r�M��
SEC-26
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
clear ip dhcp snooping statistics
clear ip dhcp snooping statistics
�²�–�¼�Ñ�µ�¡  �Í�«�º  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �É�ß�º�¥�Ý>& DHCP>'�«�¾�î�Æ�å�¢)+0£�_���†�¡�Ü�”�M
�•�_�c�
 clear ip dhcp snooping statistics �¥�Ð�å�»�†�Q#Ý�K�r�M��

clear ip dhcp snooping statistics

�S�e�b1��Â �G�b�¥�Ð�å�»�_�c�
�,�X�r�S�c�Ÿ�î�á�î�»�c�6�~�r�O�‡��

�¥�Ð�å�»  �¹�Ç�›�Ý�º �^�K

�¥�Ð�å�»  �Ô�î�» �õ�–�b�¥�Ð�å�»  �Ô�î�»

�¥�Ð�å�»�š�T

�[ ���_�
 DHCP )+0£�_���†�¡�Ü�”�M�•�[�†&g�K�r�M��

switch# clear ip dhcp snooping statistics
switch# 

6õ4��¥�Ð�å�»

�Ü�Ü�î�« �š�f'à�d

5.0(3)U1(1) �G�b�¥�Ð�å�»�@3ã�•�I�€�r�K�S��  

�¥�Ð�å�» 1��Â

copy running-config 
startup-config

��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�
�«�±�î�º�”�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å
�_�¥�Æ�î�K�r�M��

show ip dhcp snooping 
statistics

DHCP �«�¾�î�Æ�å�¢)+0£�_���†/²&g�K�r�M��

show running-config 
dhcp

DHCP �«�¾�î�Æ�å�¢0¿���†/²&g�K�r�M��
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
deadtime
deadtime
RADIUS �r�S�c  TACACS+ �§�î�Â  �¢�Ý�î�É�b�¹�µ�»  �±�–�Ò6ë7x�†0¿���M�•�_�c�
 deadtime �¥�Ð�å�»
�†�Q#Ý�K�r�M���¹�Ç�›�Ý�º0¿���_�`�M�_�c�
�G�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M��

deadtime minutes

no deadtime minutes

�S�e�b1��Â

�¥�Ð�å�»  �¹�Ç�›�Ý�º 0 �(

�¥�Ð�å�»  �Ô�î�» RADIUS �§�î�Â  �¢�Ý�î�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å
TACACS+ �§�î�Â  �¢�Ý�î�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å TACACS �†0¿���M�•�S�_�
 feature tacacs+ �¥�Ð�å�»�†�Q#Ý�M�•�²0[�@�6�~�r�M��

�[ ���_�
 RADIUS �§�î�Â  �¢�Ý�î�É�b�¹�µ�»  �±�–�Ò6ë7x�†  2 �(�_0¿���M�•�[�†&g�K�r�M��

switch# configure terminal
switch(config)# aaa group server radius RadServer
switch(config-radius)# deadtime 2
switch(config-radius)#

���_�
 TACACS+ �§�î�Â  �¢�Ý�î�É�b�¹�µ�»  �±�–�Ò6ë7x�†  5 �(�_0¿���M�•�[�†&g�K�r�M��

switch# configure terminal
switch(config)# aaa group server tacacs+ TacServer
switch(config-tacacs+)# deadtime 5
switch(config-tacacs+)#

���_�
�¹�µ�»  �±�–�Ò6ë7x�†�¹�Ç�›�Ý�º�Í�_�`�M�[�†&g�K�r�M��

switch# configure terminal
switch(config)# aaa group server tacacs+ TacServer
switch(config-tacacs+)# no deadtime 5
switch(config-tacacs+)#

minutes 6ë7x�b�(�X�[�M���w� �^(
�V�c  0 >|  1440 �(�[�M���¹�µ�»  �±�–�Ò6ë7x�†�®
�ß>&0>'�_0¿���M�•�\�
�±�–�Ð�î�@�¹�•�­�î�È�Ý�_�^�~�r�M��

�Ü�Ü�î�« �š�f'à�d

5.0(3)U1(1) �G�b�¥�Ð�å�»�@3ã�•�I�€�r�K�S��  
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
deadtime
6õ4��¥�Ð�å�» �¥�Ð�å�» 1��Â

aaa group server AAA �§�î�Â  �¢�Ý�î�É�†0¿���K�r�M��

feature tacacs+ TACACS+ �†�–�¿�î�È�Ý�_�K�r�M��

radius-server host RADIUS �§�î�Â�†0¿���K�r�M��

show radius-server 
groups

RADIUS �§�î�Â  �¢�Ý�î�É�_���†/²&g�K�r�M��

show tacacs-server 
groups

TACACS+ �§�î�Â  �¢�Ý�î�É�_���†/²&g�K�r�M��

tacacs-server host TACACS+ �§�î�Â�†0¿���K�r�M��
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
deny >&ARP>'
deny >&ARP>'
�²�ó�_�M+´�M�•  ARP �º�Û�Ç�•�µ�¡�†�Ä�°�M�•  ARP ACL �Ý�î�Ý�†�8�B�M�•�_�c�
 deny �¥�Ð�å�»�†�Q#Ý
�K�r�M���Ý�î�Ý�†�P7V�M�•�_�c�
�G�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M��

�ö�•�S�e

[sequence-number] deny ip { any | host sender-IP | sender-IP sender-IP-mask} mac any

no sequence-number

no deny ip { any | host sender-IP | sender-IP sender-IP-mask} mac any

�S�e�b1��Â

�¥�Ð�å�»  �¹�Ç�›�Ý�º �^�K

�¥�Ð�å�»  �Ô�î�» ARP ACL �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»

sequence-number >&�õ�–>' deny �¥�Ð�å�»�b�©�î�£�å�«$��•���G�b$��•�_�|�~�
�”�¡�­�«  �Ü�«
�º
Æ�b$��•�@�ú�}�€�S���d�_�¹�Â�–�«�@�¥�Ð�å�»�†��
°�K�r�M���©�î�£�å
�«$��•�c�
 ACL 
Æ�[�Ý�î�Ý�b8p�Î�†�–�U�r�M��

�©�î�£�å�«$��•�_�c�
 1 >|  4294967295 �b6ë�b�Z�X�†�æ���[�A�r�M��

�¹�Ç�›�Ý�º�[�c�
 ACL �b�q�6�b�Ý�î�Ý�_�c�
 10 �b�©�î�£�å�«$��•�@�Z�<
�}�€�r�M��

�©�î�£�å�«$��•�†�æ���K�^�8�\�
�¹�Â�–�«�_�|�W�Z�
 ACL �b�q�‹�_�Ý�î�Ý
�@3ã�•�I�€�
 1 �X�S�b�Ý�î�Ý�b�©�î�£�å�«$��•�_  10 �†�•'ì�K�S�Í�@�
�©�î
�£�å�«$��•�\�K�Z�m�~�\�Z�}�€�r�M��

�Ý�î�Ý�b�©�î�£�å�«$��•�†
Ì�m�~�\�Z�M�•�_�c�
 resequence �¥�Ð�å�»�†
�Q#Ý�K�r�M��

ip �Ý�î�Ý�b  IP �”�»�Þ�«4Š�(�†�æ���K�r�M��

any >&�õ�–>'�õ�–�b�Í�«�º�@�Ý�î�Ý�b  any �Ÿ�î�á�î�»�@�µ�r�€�•4Š�(�_�M+´�M
�•�|�:�_�æ���K�r�M�� any �†�Q#Ý�M�•�\�
3æ�™
–  IP �”�»�Þ�«�
��
›  IP �”
�»�Þ�«�
3æ�™
–  MAC �”�»�Þ�«�
�>�|�g��
›  MAC �”�»�Þ�«�†�æ���[�A�r
�M��

host sender-IP >&�õ�–>' ARP �Ã�£�µ�º�b3æ�™
–  IP �”�»�Þ�«�@  sender-IP �,�X�b�Í�_�M+´�M
�•���œ�T�E�
�Ý�î�Ý�@  ARP �Ã�£�µ�º�_�M+´�M�•�|�:�_�æ���K�r�M��
sender-IP �,�X�b�w� �Í�c�
�»�µ�º�Ü�A  10 4
/²0°�b  IPv4 �”�»�Þ�«�[�M��

sender-IP 
sender-IP-mask

>&�õ�–>'�Ã�£�µ�º�b3æ�™
–  IP �”�»�Þ�«�@�M+´�M�•�•+��ö�b�6�•  IPv4 �”�»
�Þ�«�>�|�g  IPv4 �”�»�Þ�«  �­�µ�º�b�Ð�«�¡�� sender-IP �,�X�\  
sender-IP-mask �,�X�c�
�»�µ�º�Ü�A  10 4
/²0°�[�æ���M�•�²0[�@�6�~�r�M��
sender-IP-mask �,�X�_  255.255.255.255 �†�æ���M�•�\�
 host �Ÿ�î�á�î�»�†
�Q#Ý�K�S���œ�\� �L)��Ý�_�^�~�r�M��

mac �Ý�î�Ý�b  MAC �”�»�Þ�«�b4Š�(�†�æ���K�r�M��
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
deny >&ARP>'
�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å

>&�@>' Cisco NX-OS Release 5.0(3)U2(2) �è7F�
 ARP �”�¡�­�«  �Ü�«�º�c�
 Control Plane Policing>&CoPP>'�_
�P�K�Z�T�E�§�Ï�î�º�I�€�r�M�� deny �¥�Ð�å�»�c  CoPP ARP ACL �[�c!“0i�I�€�r�M��

�‚�K�C�8�B�K�S  ARP ACL �_�c�
�Ý�î�Ý�c�µ�r�€�Z�8�r�O�‡��

�©�î�£�å�«$��•�†�æ���K�^�8�\�
�«�–�µ�³�[  ACL �b�q�‹�b�Ý�î�Ý�b�©�î�£�å�«$��•�_  10 �†�•'ì�K�S
�©�î�£�å�«$��•�@�m�~�\�Z�}�€�r�M��

�«�–�µ�³�c�
�Ã�£�µ�º�_  ARP ACL �†4:#Ý�M�•�\�
 ACL 
Æ�b�M�m�Z�b�Ý�î�Ý�_�P�K�Z�Ã�£�µ�º�†0Û�o
�K�r�M���Ã�£�µ�º�@�²�ó�_�M+´�K�S�q�6�b�Ý�î�Ý�@�‹/œ�I�€�r�M��0
�X�b�Ý�î�Ý�b�²�ó�\�M+´�M�•���œ
�c�
�«�–�µ�³�c�©�î�£�å�«$��•�@�q�v�*�8�Ý�î�Ý�†�‹/œ�K�r�M��

�[ ���_�
 copp-arp-acl �\�8�:�¡�S�b  ARP ACL �b  ARP �”�¡�­�«  �Ü�«�º  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»
�†6ä���K�
3æ�™*… 192.0.32.14/24 �§�È�¿�µ�º�?�}�b  ARP �Ã�£�µ�º�†�Ç�•�Ý�±�Ü�å�¢�K�
 copp-arp-acl 
�¡�Û�«�_6õ4��Ü�E�•  ARP 0[�Ó�Ó�µ�­�î�ª�†�Ä�°�M�•�Ý�î�Ý�†3ã�•�M�•�[�†&g�K�r�M��

switch# configure terminal
switch(config)# arp access-list copp-arp-acl
switch(config-arp-acl)# deny ip 192.0.32.14 255.255.255.0 mac any
switch(config-arp-acl)#

6õ4��¥�Ð�å�»

�Ü�Ü�î�« �š�f'à�d

5.0(3)U2(1) �G�b�¥�Ð�å�»�@3ã�•�I�€�r�K�S��  

�¥�Ð�å�» 1��Â

arp access-list ARP ACL �†0¿���K�r�M��

permit>&ARP>' ARP ACL �b0Á�•�Ý�î�Ý�†0¿���K�r�M��

remark ACL �_
�*ƒ�†0¿���K�r�M��

show arp access-list �M�m�Z�b ARP ACL �r�S�c  1 �X�b  ARP ACL �†/²&g�K�r�M��
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
deny >&IPv4>'
deny >&IPv4>'
�²�ó�\�M+´�M�•�º�Û�Ç�•�µ�¡�†�Ä�°�M�•  IPv4 �”�¡�­�«  �¥�å�º�ß�î�Ý  �Ü�«�º>& ACL>'�Ý�î�Ý�†�8�B�M
�•�_�c�
 deny �¥�Ð�å�»�†�Q#Ý�K�r�M���Ý�î�Ý�†�P7V�M�•�_�c�
�G�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M��

�ö�•�S�e

[sequence-number] deny protocol source destination {[ dscp dscp] | [precedence 
precedence]} [ fragments] [ time-range time-range-name]

no deny protocol source destination {[ dscp dscp] | [precedence precedence]} 
[fragments][ time-range time-range-name]

no sequence-number

�–�å�±�î�¿�µ�º�D�š�Ó�µ�­�î�ª  �É�ß�º�¥�Ý

[sequence-number] deny icmp source destination [icmp-message] {[ dscp dscp] | 
[precedence precedence]} [ fragments][ time-range time-range-name]

�–�å�±�î�¿�µ�º  �¢�Ý�î�É'ö#.�É�ß�º�¥�Ý>& IGMP>'

[sequence-number] deny igmp source destination [igmp-message] {[ dscp dscp] | 
[precedence precedence]} [ fragments][ time-range time-range-name]

�–�å�±�î�¿�µ�º  �É�ß�º�¥�Ý  v4>&IPv4>'

[sequence-number] deny ip source destination {[ dscp dscp] | [precedence precedence]} 
[fragments][ time-range time-range-name]

��3æ�D�š�É�ß�º�¥�Ý>& TCP>'

[sequence-number] deny tcp source [operator port [port] | portgroup  portgroup] 
destination [operator port [port] | portgroup  portgroup] {[ dscp dscp] | [precedence 
precedence]} [ fragments][ time-range time-range-name] [ flags] [established]

�Ø�î�¨  �¹�î�±�¢�Û�Ò  �É�ß�º�¥�Ý>& UDP>'

[sequence-number] deny udp source [operator port [port] | portgroup  portgroup] 
destination [operator port [port] | portgroup  portgroup] {[ dscp dscp] | [precedence 
precedence]} [ fragments][ time-range time-range-name]
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
deny >&IPv4>'
�S�e�b1��Â sequence-number >&�õ�–>' deny �¥�Ð�å�»�b�©�î�£�å�«$��•���G�b$��•�_�|�~�
�”�¡�­�«  �Ü�«
�º
Æ�b$��•�@�ú�}�€�S���d�_�«�–�µ�³�@�¥�Ð�å�»�†��
°�K�r�M���©�î�£�å
�«$��•�c�
 ACL 
Æ�[�Ý�î�Ý�b8p�Î�†�–�U�r�M��

�©�î�£�å�«$��•�_�c�
 1 >|  4294967295 �b6ë�b�Z�X�†�æ���[�A�r�M��

�¹�Ç�›�Ý�º�[�c�
 ACL �b�q�6�b�Ý�î�Ý�_�c�
 10 �b�©�î�£�å�«$��•�@�Z�<�}
�€�r�M��

�©�î�£�å�«$��•�†�æ���K�^�8���œ�
�«�–�µ�³�c  ACL �b�q�‹�_�Ý�î�Ý�†3ã�•
�K�
�S�b�Ý�î�Ý�b�©�î�£�å�«$��•�|�~  10 �±�A�8�©�î�£�å�«$��•�†�m�~�\�Z
�r�M��

�Ý�î�Ý�b�©�î�£�å�«$��•�†
Ì�m�~�\�Z�M�•�_�c�
 resequence �¥�Ð�å�»�†�Q
#Ý�K�r�M��

protocol �Ý�î�Ý�[�M+´�I�O�•�Ã�£�µ�º�b�É�ß�º�¥�Ý�b�¡�S�r�S�c$��•���w� �^$��•
�c�
 0 >|  255 �[�M���w� �^�É�ß�º�¥�Ý�¡�c�
���b�Ÿ�î�á�î�»�[�M��

• ahp>8�Ý�î�Ý�†1�0É�Ê�µ�²�î  �É�ß�º�¥�Ý>& AHP>'�º�Û�Ç�•�µ�¡�T�E�_
4:#Ý�K�r�M��

• eigrp>8�Ý�î�Ý�†  Enhanced Interior Gateway Routing Protocol
>&EIGRP>'�º�Û�Ç�•�µ�¡�T�E�_4:#Ý�K�r�M��

• esp>8�Ý�î�Ý�†  IP �/�•�Ì�–�ß�î�»>& ESP>'�º�Û�Ç�•�µ�¡�T�E�_4:#Ý�M�•
�|�:�_�æ���K�r�M��

• icmp>8�Ý�î�Ý�†  ICMP �º�Û�Ç�•�µ�¡�T�E�_4:#Ý�M�•�|�:�_�æ���K�r
�M���G�b�Ÿ�î�á�î�»�†�Q#Ý�M�•�\�
 protocol �,�X�b�M�m�Z�b�w� �Í�_
�Q#Ý�[�A�•�Ÿ�î�á�î�»�_�•�<�
 icmp-message �,�X�†�Q#Ý�[�A�r�M��

• igmp>8�Ý�î�Ý�†  IGMP �º�Û�Ç�•�µ�¡�T�E�_4:#Ý�M�•�|�:�_�æ���K�r
�M���G�b�Ÿ�î�á�î�»�†�Q#Ý�M�•�\�
 protocol �,�X�b�M�m�Z�b�w� �Í�_
�Q#Ý�[�A�•�Ÿ�î�á�î�»�_�•�<�
 igmp-type �,�X�†�Q#Ý�[�A�r�M��

• ip>8�Ý�î�Ý�†�M�m�Z�b  IPv4 �º�Û�Ç�•�µ�¡�_4:#Ý�M�•�|�:�_�æ���K�r
�M���G�b�Ÿ�î�á�î�»�†�Q#Ý�M�•���œ�c�
�M�m�Z�b  IPv4 �É�ß�º�¥�Ý�_4:
#Ý�I�€�•�Ú�b�Ÿ�î�á�î�»�>�|�g�,�X�T�E�†�Q#Ý�[�A�r�M���Q#Ý�[�A�•
�Ÿ�î�á�î�»�_�c���b�v�b�@�6�~�r�M��

– dscp

– fragments

– log

– precedence

– time-range

• nos>8�Ý�î�Ý�†  IP over IP �•�É�­�Ý�ì>& KA9Q/NOS �«�n>'�º�Û�Ç�•�µ
�¡�T�E�_4:#Ý�M�•�|�:�_�æ���K�r�M��

• ospf>8�Ý�î�Ý�†  Open Shortest Path First>&OSPF>'�Ý�î�¸�•�å�¢  �É�ß�º
�¥�Ý�b�º�Û�Ç�•�µ�¡�T�E�_4:#Ý�M�•�|�:�_�æ���K�r�M��

• pcp>8�Ý�î�Ý�†  IP �Ì�–�ß�î�»�})°�É�ß�º�¥�Ý>& IPComp>'�º�Û�Ç�•�µ�¡
�T�E�_4:#Ý�M�•�|�:�_�æ���K�r�M��

• pim>8�Ý�î�Ý�†  IPv4 �É�ß�º�¥�Ý"‚'g�º�Ð�Ý�³�Ÿ�Õ�«�º>& PIM>'�º�Û
�Ç�•�µ�¡�T�E�_4:#Ý�M�•�|�:�_�æ���K�r�M��
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
deny >&IPv4>'
• tcp>8�Ý�î�Ý�†  TCP �º�Û�Ç�•�µ�¡�T�E�_4:#Ý�M�•�|�:�_�æ���K�r�M��
�G�b�Ÿ�î�á�î�»�†�Q#Ý�M�•�\�
 protocol �,�X�b�M�m�Z�b�w� �Í�_�Q#Ý
�[�A�•�Ÿ�î�á�î�»�_�•�<�
 flags �,�X�>�|�g  operator �,�X�
 portgroup  
�Ÿ�î�á�î�»�>�|�g  established �Ÿ�î�á�î�»�†�Q#Ý�[�A�r�M��

• udp>8�Ý�î�Ý�†  UDP �º�Û�Ç�•�µ�¡�T�E�_4:#Ý�M�•�|�:�_�æ���K�r�M��
�G�b�Ÿ�î�á�î�»�†�Q#Ý�M�•�\�
 protocol �,�X�b�M�m�Z�b�w� �Í�_�Q#Ý
�[�A�•�Ÿ�î�á�î�»�_�•�<�
 operator �,�X�>�|�g  portgroup  �Ÿ�î�á�î�»
�†�Q#Ý�[�A�r�M��

source �Ý�î�Ý�[�M+´�I�O�•3æ�™
–  IPv4 �”�»�Þ�«���G�b�,�X�b�æ���‰�2�b0ò(ý�_�X
�8�Z�c�
 ���Q#Ý�V�b�ž�–�»�Û�–�å���b��3æ�™
–�\��
›���b1��Â�†�g!·�K�Z�C
�T�I�8��

destination �Ý�î�Ý�[�M+´�I�O�•��
›  IPv4 �”�»�Þ�«���G�b�,�X�b�æ���‰�2�b0ò(ý�_�X�8
�Z�c�
 ���Q#Ý�V�b�ž�–�»�Û�–�å���b��3æ�™
–�\��
›���b1��Â�†�g!·�K�Z�C�T
�I�8��

dscp dscp >&�õ�–>' IP �Ê�µ�²�î�b  DSCP �Ç�•�î�Ý�»�_"I���b  6 �Å�µ�º  diffserv>&�¹�•
�Ç�“�Þ�å�©�š�î�¸�µ�»  �§�î�Å�«>'�Í�@0¿���I�€�Z�8�•�Ã�£�µ�º�T�E�†�Ý�î
�Ý�\�M+´�I�O�•�|�:�_�æ���K�r�M�� dscp �,�X�_�c�
���b�X�Í�r�S�c�Ÿ�î
�á�î�»�b�8�N�€�?�†�æ���K�r�M��

• 0 >|  63>8DSCP �Ç�•�î�Ý�»�b  6 �Å�µ�º�\� '¼�b  10 4
�X���S�\�<�d  10 
�†�æ���K�S���œ�
�Ý�î�Ý�c  DSCP �Ç�•�î�Ý�»�b�Å�µ�º�@  001010 �[�6
�•�Ã�£�µ�º�T�E�_�M+´�K�r�M��

• af11>8Assured Forwarding>&AF>'�¡�Û�«  1�
�*�8�ë� &�"á>& 001010>'

• af12>8AF �¡�Û�«  1�
�p&ì�Ø�b�ë� &�"á>& 001100>'

• af13>8AF �¡�Û�«  1�
9×�8�ë� &�"á>& 001110>'

• af21>8AF �¡�Û�«  2�
�*�8�ë� &�"á>& 010010>'

• af22>8AF �¡�Û�«  2�
�p&ì�Ø�b�ë� &�"á>& 010100>'

• af23>8AF �¡�Û�«  2�
9×�8�ë� &�"á>& 010110>'

• af31>8AF �¡�Û�«  3�
�*�8�ë� &�"á>& 011010>'

• af32>8AF �¡�Û�«  3�
�p&ì�Ø�b�ë� &�"á>& 011100>'

• af33>8AF �¡�Û�«  3�
9×�8�ë� &�"á>& 011110>'

• af41>8AF �¡�Û�«  4�
�*�8�ë� &�"á>& 100010>'

• af42>8AF �¡�Û�«  4�
�p&ì�Ø�b�ë� &�"á>& 100100>'

• af43>8AF �¡�Û�«  4�
9×�8�ë� &�"á>& 100110>'

• cs1>8Class-selector>&CS>' 1�

ƒ
›8p�)  1>&001000>'

• cs2>8CS2�

ƒ
›8p�)  2>&010000>'

• cs3>8CS3�

ƒ
›8p�)  3>&011000>'

• cs4>8CS4�

ƒ
›8p�)  4>&100000>'

• cs5>8CS5�

ƒ
›8p�)  5>&101000>'

• cs6>8CS6�

ƒ
›8p�)  6>&110000>'

• cs7>8CS7�

ƒ
›8p�)  7>&111000>'

• default>8�¹�Ç�›�Ý�º�b  DSCP �Í>& 000000>'

• ef>8Expedited Forwarding>&EF; )m�ô3?3æ>'>&101110>'
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
deny >&IPv4>'
precedence precedence>&�õ�–>' precedence �,�X�[�æ���I�€�S�Í�@  IP Precedence �Ç�•�î�Ý�»�_0¿��
�I�€�Z�8�•�Ã�£�µ�º�T�E�†�Ý�î�Ý�\�M+´�I�O�•�|�:�_�æ���K�r�M��
precedence �,�X�_�c�
���b�X�Í�r�S�c�Ÿ�î�á�î�»�†�æ���K�r�M��

• 0 >|  7>8IP Precedence �Ç�•�î�Ý�»�b  3 �Å�µ�º�\� '¼�b  10 4
�X���S�\�<
�d�
 3 �†�æ���K�S���œ�
 DSCP �Ç�•�î�Ý�»�_���b�Å�µ�º�@0¿���I�€�Z�8
�•�Ã�£�µ�º�T�E�@�Ý�î�Ý�\�M+´�K�r�M>8 011

• critical >8
ƒ
›8p�)  5>&101>'

• flash>8
ƒ
›8p�)  3>&011>'

• flash-override>8
ƒ
›8p�)  4>&100>'

• immediate>8
ƒ
›8p�)  2>&010>'

• internet>8
ƒ
›8p�)  6>&110>'

• network>8
ƒ
›8p�)  7>&111>'

• priority >8
ƒ
›8p�)  1>&001>'

• routine>8
ƒ
›8p�)  0>&000>'

fragments >&�õ�–>'8��6�‡�Ç�Û�¢�Ó�å�º�[�6�•�Ã�£�µ�º�T�E�†�Ý�î�Ý�\�M+´�I�O�•�|�:
�_�æ���K�r�M���G�b�Ÿ�î�á�î�»�c�
 TCP �Ï�î�º$��•�^�]�b�Þ�–�Ö  4 �œ�É
�©�Ù�å�†�æ���K�S�Ý�î�Ý�_�c�æ���[�A�r�O�‡���G�€�}�b�œ�É�©�Ù�å�†�«
�–�µ�³�@0Û�o�M�•�S�u�_�²0[�^�_���c�
�6�‡�Ç�Û�¢�Ó�å�º�T�E�_�µ�r�€�Z
�8�•�?�}�[�M��

time-range 
time-range-name

>&�@>' �G�b�Ÿ�î�á�î�»�c�
�«�–�µ�³  �É�ß�Ç�“�–�Ý�b�Ä�°>& deny>'�Ý�î�Ý
�_4:#Ý�I�€�r�O�‡��

>&�õ�–>'�G�b�Ý�î�Ý�_4:#Ý�M�•�ì6ë(
�V�†�æ���K�r�M�� time-range �¥�Ð�å
�»�†�Q#Ý�K�Z�ì6ë(
�V�†0¿���[�A�r�M��

icmp-message >&�õ�–>8IGMP 7H��>'�æ���K�S  ICMP �Ó�µ�­�î�ª  �±�–�É�b�Ã�£�µ�º�T�E�_�P
�K�Z�M+´�M�•�Ý�î�Ý�[�M���G�b�,�X�_�c�
 0 >|  255 �b�Z�X�
�r�S�c���Q#Ý
�V�b�ž�–�»�Û�–�å���b�� ICMP �Ó�µ�­�î�ª  �±�–�É���_�Ü�«�º�I�€�Z�8�•
�Ÿ�î�á�î�»�b  1 �X�†�æ���K�r�M��

igmp-message >&�õ�–>8IGMP 7H��>'�æ���K�S  IGMP �Ó�µ�­�î�ª  �±�–�É�b�Ã�£�µ�º�T�E�_
�P�K�Z�M+´�M�•�Ý�î�Ý�[�M�� igmp-message �,�X�_�c�
 0 >|  15 �b�Z�X�[�6
�•  IGMP �Ó�µ�­�î�ª$��•�†�æ���K�r�M���r�S�
���b�8�N�€�?�b�Ÿ�î�á�î�»
�†�æ���[�A�r�M��

• dvmrp>8Distance Vector Multicast Routing Protocol>&DVMRP; �¹�•�«
�±�å�«  �Ë�¡�º�Ý  �Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�¸�•�å�¢  �É�ß�º�¥�Ý>'

• host-query>8�Í�«�º  �¡�š�Ü�î

• host-report>8�Í�«�º  �Þ�Ï�î�º

• pim>8Protocol Independent Multicast>&PIM>'

• trace>8�Ð�Ý�³�Ÿ�Õ�«�º  �º�Þ�î�«
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
deny >&IPv4>'
�¥�Ð�å�»  �¹�Ç�›�Ý�º �‚�K�C�8�B�K�S  IPv4 ACL �_�c�
�Ý�î�Ý�c�µ�r�€�Z�8�r�O�‡��

�©�î�£�å�«$��•�†�æ���K�^�8���œ�c�
�«�–�µ�³�_�|�W�Z  ACL �b�q�‹�b�Ý�î�Ý�b�©�î�£�å�«$��•�|�~�v  
10 �±�A�8$��•�@�Ý�î�Ý�_�m�~�\�Z�}�€�r�M��

operator port [port] >&�õ�–>8TCP �>�|�g  UDP 7H��>' operator �,�X�>�|�g  port �,�X�b�²�ó�\�M+´
�M�•3æ�™
–�Ï�î�º�?�}3æ�™�I�€�S�Ã�£�µ�º�
�r�S�c�M+´�M�•��
›�Ï�î�º�_
3æ�™�I�€�S�Ã�£�µ�º�T�E�†�
�Ý�î�Ý�\�M+´�I�O�r�M���G�€�}�b�,�X�@3æ�™

–�Ï�î�º�r�S�c��
›�Ï�î�º�b�]�U�}�_4:#Ý�I�€�•�?�c�
 source �,�X�r�S�c  
destination �,�X�b�]�U�}�b�‹�_�æ���K�S�?�_�|�W�Z$��^�~�r�M��

port �,�X�_�c�
 TCP �r�S�c  UDP �Ï�î�º�b�¡�S�r�S�c$��•�†�æ���K�r�M��
�w� �^$��•�c  0 >|  65535 �b�Z�X�[�M���w� �^�Ï�î�º�¡�b�Ü�«�º�c�
 ���Q#Ý�V
�b�ž�–�»�Û�–�å���b�� TCP �Ï�î�º�¡���>�|�g�� UDP �Ï�î�º�¡���†�g!·�K�Z
�C�T�I�8��

2 $�% �b  port �,�X�c�
 operator �,�X�@(
�V�[�6�•���œ�T�E�²0[�[�M��

operator �,�X�_�c�
���b�8�N�€�?�b�Ÿ�î�á�î�»�†�æ���M�•�²0[�@�6�~�r�M��

• eq>8�Ã�£�µ�º�b�Ï�î�º�@  port �,�X�\� '¼�[�6�•���œ�T�E�M+´�K�r�M��

• gt>8�Ã�£�µ�º�b�Ï�î�º�@  port �,�X�|�~�±�A�8���œ�T�E�M+´�K�r�M��

• lt >8�Ã�£�µ�º�b�Ï�î�º�@  port �,�X�|�~�`�I�8���œ�T�E�M+´�K�r�M��

• neq>8�Ã�£�µ�º�b�Ï�î�º�@  port �,�X�\� '¼�[�c�^�8���œ�T�E�M+´�K�r
�M��

• range>82 �X�b  port �,�X�@�²0[�[�M���Ã�£�µ�º�b�Ï�î�º�@�q�6�b  port 
�,�X�è�V�[�
 2 $�% �b  port �,�X�è�W�[�6�•���œ�T�E�M+´�K�r�M��

portgroup  portgroup >&�õ�–>8TCP �>�|�g  UDP 7H��>' portgroup �,�X�[�æ���I�€�S  IP �Ï�î�º  �¢
�Ý�î�É  �œ�È�ª�™�¡�º�b�Ó�å�Â�[�6�•3æ�™
–�Ï�î�º�?�}3æ�™�I�€�S�Ã�£�µ�º�

�r�S�c�Ó�å�Â�[�6�•��
›�Ï�î�º�_3æ�™�I�€�S�Ã�£�µ�º�T�E�†�
�Ý�î�Ý�\�M
+´�I�O�•�|�:�_�æ���K�r�M���Ï�î�º  �¢�Ý�î�É  �œ�È�ª�™�¡�º�@3æ�™
–�Ï�î�º
�r�S�c��
›�Ï�î�º�b�]�U�}�_4:#Ý�I�€�•�?�c�
 source �,�X�r�S�c  
destination �,�X�b�]�U�}�b�‹�_�æ���K�S�?�_�|�W�Z$��^�~�r�M��

IP �Ï�î�º  �¢�Ý�î�É  �œ�È�ª�™�¡�º�†�8�B�>�|�g�š�f�M�•�_�c�
 object-group 
ip port  �¥�Ð�å�»�†�Q#Ý�K�r�M��

flags >&�õ�–>8TCP 7H��>'"I���b  TCP �¥�å�º�ß�î�Ý  �Å�µ�º  �Ç�Û�¢�@�œ�å�_0¿���I
�€�S�Ã�£�µ�º�T�E�†�
�Ý�î�Ý�\�M+´�I�O�r�M�� flags �,�X�b�Í�_�c�
���b  1 
�X�è�V�b�Ÿ�î�á�î�»�†�æ���M�•�²0[�@�6�~�r�M��

• ack

• fin

• psh

• rst

• syn

• urg

established >&�õ�–>8TCP 7H��>'&�'g�I�€�S  TCP �K)F�_�“�M�•�Ã�£�µ�º�T�E�†�Ý�î�Ý�\
�M+´�I�O�•�|�:�_�æ���K�r�M���«�–�µ�³�c�
 ACK �r�S�c  RST �Å�µ�º�@0¿
���I�€�Z�8�•  TCP �Ã�£�µ�º�@�
&�'g�I�€�S�K)F�_�“�K�Z�8�•�\0b�^�K�r
�M��
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
deny >&IPv4>'
�¥�Ð�å�»  �Ô�î�» IPv4 ACL �¥�å�Ç�•� �×�Þ�î�©�Ù�å
�«�–�µ�³  �É�ß�Ç�“�–�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[�b  IPv4 ACL

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å �«�–�µ�³�c�
�Ã�£�µ�º�_  IPv4 ACL �†4:#Ý�M�•�\�
 ACL 
Æ�b�M�m�Z�b�Ý�î�Ý�_�P�K�Z�Ã�£�µ�º�†0Û�o
�K�r�M���«�–�µ�³�[�
�Ã�£�µ�º�@�²�ó�_�M+´�K�S�q�6�b�Ý�î�Ý�@�‹/œ�I�€�r�M��0
�X�b�Ý�î�Ý�b�²�ó�\
�M+´�M�•���œ�c�
�«�–�µ�³�c�©�î�£�å�«$��•�@�q�v�*�8�Ý�î�Ý�†�‹/œ�K�r�M��

3æ�™
–�\��
›

source �,�X�>�|�g  destination �,�X�c�
���b�8�N�€�?�b�‰�2�[�æ���[�A�r�M���›�Ý�î�Ý�[�c�
�G�€�}�b
�,�X�b  1 �X�†�æ���M�•7•�_�Q#Ý�K�S�‰�2�@�
�Ú�b�,�X�b�æ���‰�2�_�s8j�†�Z�<�•�G�\�c�6�~�r�O�‡��
�Ý�î�Ý�b0¿���ì�_�Q#Ý�[�A�•  source �,�X�>�|�g  destination �,�X�b�æ���‰�2�c�
���b�\�>�~�[�M��

• �”�»�Þ�«�>�|�g�¿�µ�º�á�î�¡  �á�–�Ý�»�•�î�»>8 IPv4 �”�»�Þ�«�>�|�g�¿�µ�º�á�î�¡  �á�–�Ý�»�•�î�»
�†�Q#Ý�K�Z�
3æ�™
–�r�S�c��
›�\�M�•�Í�«�º�r�S�c�¿�µ�º�á�î�¡�†�æ���[�A�r�M���S�e�c���b�\�>
�~�[�M��

IPv4-address network-wildcard  

���_�
 192.168.67.0 �§�È�¿�µ�º�b  IPv4 �”�»�Þ�«�>�|�g�¿�µ�º�á�î�¡  �á�–�Ý�»�•�î�»�†�Q#Ý�K�Z�

source �,�X�†�æ���M�•�[�†&g�K�r�M��

switch(config-acl)# deny tcp 192.168.67.0 0.0.0.255 any  

• �”�»�Þ�«�>�|�g  Variable-Length Subnet Mask>&VLSM; �•�š6×�§�È�¿�µ�º  �Ð�«�¡>' >8IPv4 �”�»�Þ�«
�>�|�g  VLSM �†�Q#Ý�K�Z�
3æ�™
–�r�S�c��
›�\�M�•�Í�«�º�r�S�c�¿�µ�º�á�î�¡�†�æ���[�A�r�M��
�S�e�c���b�\�>�~�[�M��

IPv4-address/prefix-len  

���_�
 192.168.67.0 �§�È�¿�µ�º�b  IPv4 �”�»�Þ�«�>�|�g  VLSM �†�Q#Ý�K�Z�
 source �,�X�†�æ���M�•
�[�†&g�K�r�M��

switch(config-acl)# deny udp 192.168.67.0/24 any  

• �Í�«�º  �”�»�Þ�«>8 host �Ÿ�î�á�î�»�>�|�g  IPv4 �”�»�Þ�«�†�Q#Ý�K�Z�
3æ�™
–�r�S�c��
›�\�M�•�Í�«
�º�†�æ���[�A�r�M���S�e�c���b�\�>�~�[�M��

host  IPv4-address  

�G�b�S�e�c�
 IPv4-address/32 �>�|�g  IPv4-address 0.0.0.0 �\� �L�[�M��

���_�
 host �Ÿ�î�á�î�»�>�|�g  192.168.67.132 IPv4 �”�»�Þ�«�†�Q#Ý�K�Z�
 source �,�X�†�æ���M�•�[
�†&g�K�r�M��

switch(config-acl)# deny icmp host 192.168.67.132 any  

�Ü�Ü�î�« �š�f'à�d

5.0(3)U1(1) �G�b�¥�Ð�å�»�@3ã�•�I�€�r�K�S��  
5.0(3)U2(1) �G�b�¥�Ð�å�»�b�§�Ï�î�º�@�«�–�µ�³  �É�ß�Ç�“�–�Ý�_3ã�•�I�€�r�K�S��

IPv4 deny ip ACL �_ �õ�– �r�S�c �Í�«�º �b3æ�™
–�”�»�Þ�«�†�P1ß�\�M�•�§
�Ï�î�º�@�_
°�I�€�r�K�S��

�É�ß�º�¥�Ý  ahp�
 eigrp�
 esp�
 nos�
 ospf�
 pcp�
 pim �l�b�§�Ï�î�º�@3ã�•
�I�€�r�K�S��
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
deny >&IPv4>'
• �õ�–�b�”�»�Þ�«>8 any �Ÿ�î�á�î�»�†�Q#Ý�K�Z�
3æ�™
–�r�S�c��
›�\�K�Z�õ�–�b  IPv4 �”�»�Þ�«�†�æ
���[�A�r�M�� any �Ÿ�î�á�î�»�b�Q#Ý�[�c�
�G�b�­�¡�©�Ù�å�b�[�†�g!·�K�Z�C�T�I�8���›�[�_�
 any 
�Ÿ�î�á�î�»�†�Q#Ý�K�S3æ�™
–�r�S�c��
›�b�æ���‰�2�@&g�I�€�Z�8�r�M��

ICMP �Ó�µ�­�î�ª  �±�–�É

igmp-message �,�X�_�c�
 0 >|  255 �b�Z�X�[�6�•  ICMP �Ó�µ�­�î�ª$��•�†�æ���[�A�r�M���r�S�
���b�8
�N�€�?�b�Ÿ�î�á�î�»�†�æ���[�A�r�M��

• administratively-prohibited >8'ö#.�V�b&—�F

• alternate-address>8�æ�p�”�»�Þ�«

• conversion-error>8�¹�î�±�¢�Û�Ò�š�n

• dod-host-prohibited>8�Í�«�º&—�F

• dod-net-prohibited>8�¿�µ�º&—�F

• echo>8�š�¥�î>& ping>'

• echo-reply>8�š�¥�î�Â'Å

• general-parameter-problem>8�Ã�Û�Ó�î�±�b�e8Ÿ

• host-isolated>8�Í�«�º�(7³

• host-precedence-unreachable>8
ƒ
›8p�)�b�Í�«�º�?4)�Y+�

• host-redirect>8�Í�«�º  �Ü�²�–�Þ�¡�º

• host-tos-redirect>8ToS �Í�«�º  �Ü�²�–�Þ�¡�º

• host-tos-unreachable>8ToS �Í�«�º�?4)�Y+�

• host-unknown>8�Í�«�º�•%±

• host-unreachable>8�Í�«�º�?4)�Y+�

• information-reply >8�_���Â'Å

• information-request>8�_��0[�Ó

• mask-reply>8�Ð�«�¡�Â'Å

• mask-request>8�Ð�«�¡0[�Ó

• mobile-redirect>8�Ô�Â�–�Ý �Í�«�º  �Ü�²�–�Þ�¡�º

• net-redirect>8�¿�µ�º�á�î�¡  �Ü�²�–�Þ�¡�º

• net-tos-redirect>8ToS �¿�µ�º  �Ü�²�–�Þ�¡�º

• net-tos-unreachable>8ToS �¿�µ�º�?4)�Y+�

• net-unreachable>8�¿�µ�º�?4)�Y+�

• network-unknown>8�¿�µ�º�á�î�¡�•%±

• no-room-for-option>8�Ã�Û�Ó�î�±�@�²0[�T�@'5�A�^�K

• option-missing>8�Ã�Û�Ó�î�±�@�²0[�T�@�Ñ�~�K�^�8

• packet-too-big>8�Ç�Û�¢�Ó�å�¸�î�©�Ù�å�@�²0[�
 DF 0¿��

• parameter-problem>8�M�m�Z�b�Ã�Û�Ó�î�±�b�e8Ÿ

• port-unreachable>8�Ï�î�º�?4)�Y+�

• precedence-unreachable>8
ƒ
›8p�)�•�µ�º�œ�Ç

• protocol-unreachable>8�É�ß�º�¥�Ý�?4)�Y+�
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
deny >&IPv4>'
• reassembly-timeout>8
Ì�S�B�±�–�Ò�”�˜�º

• redirect>8�M�m�Z�b�Ü�²�–�Þ�¡�º

• router-advertisement>8�Ý�î�±  �¹�•�«�•�Â�Ü  �”�»�Â�±�–�¬�Ó�å�º

• router-solicitation>8�Ý�î�±  �¹�•�«�•�Â�Ü0[�Ó

• source-quench>83æ�™
–�š�D

• source-route-failed>83æ�™
–�Ý�î�º7€��

• time-exceeded>8�M�m�Z�b�ì6ë2x4#�Ó�µ�­�î�ª

• timestamp-reply>8�±�–�Ò �«�±�å�É�Ü�A�b�Â'Å

• timestamp-request>8�±�–�Ò �«�±�å�É�Ü�A�b0[�Ó

• traceroute>8�º�Þ�î�«�Ý�î�º

• ttl-exceeded>8TTL 2x4#

• unreachable>8�M�m�Z�b�?4)�Y+�

TCP �Ï�î�º�¡
protocol �,�X�_  tcp �†�æ���K�S���œ�
 port �,�X�\�K�Z  0 >|  65535 �b�Z�X�[�6�•  TCP �Ï�î�º$��•�†�æ��
�[�A�r�M���r�S�
���b�8�N�€�?�b�Ÿ�î�á�î�»�†�æ���[�A�r�M��

• bgp>8�Î�î�²�î  �¤�î�º�˜�™�–  �É�ß�º�¥�Ý>& BGP>'>&179>'

• chargen>8�Ÿ�Õ�Û�¡�±  �ª�™�¿�Þ�î�±>& 19>'

• cmd>8�Ü�Ô�î�º  �¥�Ð�å�»>& rcmd�
 514>'

• daytime>8�¹�–�±�–�Ò>& 13>'

• discard>8�ë� >& 9>'

• domain>8�»�Ó�–�å  �¿�î�Ò  �§�î�Å�«>& DNS>'>&53>'

• drip>8Dynamic Routing Information Protocol>&DRIP; �²�–�¼�Ñ�µ�¡  �Ý�î�¸�•�å�¢�_���É�ß�º�¥�Ý>'
>&3949>'

• echo>8�š�¥�î>& 7>'

• exec>8EXEC>&rsh�
 512>'

• finger>8�Ç�•�å�ž�î>& 79>'

• ftp>8�Ç�“�–�Ý3?3æ�É�ß�º�¥�Ý>& 21>'

• ftp-data>8FTP �¹�î�±�K)F>& 2>'

• gopher>8Gopher>&7>'

• hostname>8NIC �Í�«�º�¿�î�Ò  �§�î�Â>& 11>'

• ident>8Ident �É�ß�º�¥�Ý>& 113>'

• irc>8Internet Relay Chat>&IRC; �–�å�±�î�¿�µ�º  �Ü�Þ�î  �³�Õ�µ�º>' >&194>'

• klogin>8Kerberos �ß�¢�–�å>& 543>'

• kshell>8Kerberos �©�™�Ý>&544>'

• login>8�ß�¢�–�å>& rlogin�
 513>'

• lpd>8�É�Ü�å�±  �§�î�Å�«>& 515>'

• nntp>8Network News Transport Protocol>&NNTP>'>&119>'

• pim-auto-rp >8PIM Auto-RP>&496>'
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
deny >&IPv4>'
• pop2>8Post Office Protocol v2>&POP2>'>&19>'

• pop3>8Post Office Protocol v3>&POP3>'>&11>'

• smtp>8Simple Mail Transport Protocol>&SMTP; �©�å�É�Ý  �Ó�î�Ý3?3æ�É�ß�º�¥�Ý>' >&25>'

• sunrpc>8Sun Remote Procedure Call>&RPC; �Ü�Ô�î�º  �É�ß�©�î�ª�Õ  �¥�î�Ý>' >&111>'

• tacacs>8TAC Access Control System>&49>'

• talk>8Talk>&517>'

• telnet>8Telnet>&23>'

• time>8Time>&37>'

• uucp>8UNIX-to-UNIX Copy Program>&UUCP; UNIX 6ë�¥�Æ�î  �É�ß�¢�Û�Ò>'>&54>'

• whois>8WHOIS/NICNAME>&43>'

• www>8World Wide Web>&HTTP�
 8>'

UDP �Ï�î�º�¡
protocol �,�X�_  udp �†�æ���K�S���œ�
 port �,�X�\�K�Z  0 >|  65535 �b�Z�X�[�6�•  UDP �Ï�î�º$��•�†�æ
���[�A�r�M���r�S�
���b�8�N�€�?�b�Ÿ�î�á�î�»�†�æ���[�A�r�M��

• biff >8BIFF>&�Ó�î�Ý3û%±�
comsat�
 512>'

• bootpc>8Bootstrap Protocol>&BOOTP; �È�î�º�«�º�Û�µ�É  �É�ß�º�¥�Ý>'�¡�Û�–�”�å�º>& 68>'

• bootps>8�È�î�º�«�º�Û�µ�É  �É�ß�º�¥�Ý>& BOOTP>'�§�î�Â>& 67>'

• discard>8�ë� >& 9>'

• dnsix>8DNSIX �­�Ÿ�×�Ü�¸�•  �É�ß�º�¥�Ý%���>& 195>'

• domain>8�»�Ó�–�å  �¿�î�Ò  �§�î�Å�«>& DNS>'>&53>'

• echo>8�š�¥�î>& 7>'

• isakmp>8Internet Security Association and Key Management Protocol>&ISAKMP>'>&5>'

• mobile-ip>8�Ô�Â�–�Ý IP �Þ�ª�«�º�Þ�î�©�Ù�å>& 434>'

• nameserver>8IEN116 �¿�î�Ò  �§�î�Å�«>&�§�'�
 42>'

• netbios-dgm>8NetBIOS �¹�î�±�¢�Û�Ò  �§�î�Å�«>& 138>'

• netbios-ns>8NetBIOS �¿�î�Ò  �§�î�Å�«>& 137>'

• netbios-ss>8NetBIOS �­�µ�©�Ù�å  �§�î�Å�«>& 139>'

• non500-isakmp>8Internet Security Association and Key Management Protocol>&ISAKMP>'>&45>'

• ntp>8�¿�µ�º�á�î�¡  �±�–�Ò  �É�ß�º�¥�Ý>& 123>'

• pim-auto-rp >8PIM Auto-RP>&496>'

• rip >8Routing Information Protocol>&RIP>'>&�Ý�î�±�
 in.routed�
 52>'

• snmp>8(F�Æ�¿�µ�º�á�î�¡'ö#.�É�ß�º�¥�Ý>& 161>'

• snmptrap>8SNMP �º�Û�µ�É>& 162>'

• sunrpc>8Sun Remote Procedure Call>&RPC; �Ü�Ô�î�º  �É�ß�©�î�ª�Õ  �¥�î�Ý>' >&111>'

• syslog>8�©�«�¸�Ò  �ß� �å�¢>& 514>'

• tacacs>8TAC Access Control System>&49>'

• talk>8Talk>&517>'

• tftp >8Trivial File Transfer Protocol>&TFTP; (F�Æ�Ç�“�–�Ý3?3æ�É�ß�º�¥�Ý>' >&69>'
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
deny >&IPv4>'
• time>8Time>&37>'

• who>8Who �§�î�Å�«>& rwho�
 513>'

• xdmcp>8X Display Manager Control Protocol>&XDMCP>'>&177>'

�[ ���_�
 10.23.0.0 �>�|�g  192.168.37.0 �¿�µ�º�á�î�¡�?�}  10.176.0.0 �¿�µ�º�á�î�¡�l�b�M�m�Z�b  TCP �\  
UDP �b�º�Û�Ç�•�µ�¡�†�Ä�°�M�•�Ý�î�Ý�
�>�|�g�Q�b�Ú�b�M�m�Z�b  IPv4 �º�Û�Ç�•�µ�¡�†0Á�•�M�•�q�‹�b
�Ý�î�Ý�†�â�X�
 acl-lab-01 �\�8�:�¡�S�b  IPv4 ACL �†0¿���M�•�[�†&g�K�r�M��

switch# configure terminal
switch(config)# ip access-list acl-lab-01
switch(config-acl)# deny tcp 10.23.0.0/16 10.176.0.0/16
switch(config-acl)# deny udp 10.23.0.0/16 10.176.0.0/16
switch(config-acl)# deny tcp 192.168.37.0/16 10.176.0.0/16
switch(config-acl)# deny udp 192.168.37.0/16 10.176.0.0/16
switch(config-acl)# permit ip any any
switch(config-acl)#

���_�
 10.20.0.0 �>�|�g  192.168.36.0 �¿�µ�º�á�î�¡�?�}  10.172.0.0 �¿�µ�º�á�î�¡�l�b�M�m�Z�b  AHP �\  
OSPF �b�º�Û�Ç�•�µ�¡�†�Ä�°�M�•�Ý�î�Ý�
�>�|�g�Q�b�Ú�b�M�m�Z�b  IPv4 �º�Û�Ç�•�µ�¡�†0Á�•�M�•�q�‹
�b�Ý�î�Ý�†�â�X�
 sp-acl �\�8�:�¡�S�b  IPv4 ACL �†0¿���M�•�[�†&g�K�r�M��

switch# configure sync
Enter configuration commands, one per line. End with CNTL/Z.
switch(config-sync)# switch-profile s5010
Switch-Profile started, Profile ID is 1
switch(config-sync-sp)# ip access-list sp-acl
switch(config-sync-sp-acl)# deny ahp 10.20.0.0/16 10.172.0.0/16
switch(config-sync-sp-acl)# deny ospf 10.20.0.0/16 10.172.0.0/16
switch(config-sync-sp-acl)# deny ahp 192.168.36.0/16 10.172.0.0/16
switch(config-sync-sp-acl)# deny ospf 192.168.36.0/16 10.172.0.0/16
switch(config-sync-sp-acl)# permit ip any any
switch(config-sync-sp-acl)#

6õ4��¥�Ð�å�» �¥�Ð�å�» 1��Â

ip access-list IPv4 ACL �†0¿���K�r�M��

permit>&IPv4>' IPv4 ACL �_0Á�•>&permit>'�Ý�î�Ý�†0¿���K�r�M��

remark IPv4 ACL �[�Ü�Ð�î�¡�†0¿���K�r�M��

show ip access-list �M�m�Z�b IPv4 ACL �r�S�c  1 �X�b  IPv4 ACL �†/²&g�K�r�M��

show switch-profile �«�–�µ�³  �É�ß�Ç�“�–�Ý�>�|�g�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ü�Å�ª�Ù�å�_6õ�M�•
�_���†/²&g�K�r�M��

switch-profile �«�–�µ�³  �É�ß�Ç�“�–�Ý�†�8�B�>�|�g0¿���K�r�M��
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
description >&�Ø�î�¨  �ß�î�Ý>'
description >&�Ø�î�¨  �ß�î�Ý>'
�Ø�î�¨  �ß�î�Ý�b1��Â�†0¿���M�•�_�c�
 description �¥�Ð�å�»�†�Q#Ý�K�r�M���¹�Ç�›�Ý�º0¿���_�`�M�_
�c�
�G�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M��

description text

no description

�S�e�b1��Â

�¥�Ð�å�»  �¹�Ç�›�Ý�º �^�K

�¥�Ð�å�»  �Ô�î�» �Ø�î�¨  �ß�î�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å �Ø�î�¨  �ß�î�Ý�b1��Â�¸�Ÿ�«�º�_�c�
'5$Ñ�«�Ì�î�«�†�Q#Ý�[�A�r�M��

�[ ���_�
�Ø�î�¨  �ß�î�Ý�b1��Â�†0¿���M�•�[�†&g�K�r�M��

switch# configure terminal
switch(config)# role name MyRole
switch(config-role)# description User role for my user account.
switch(config-role)#

���_�
�Ø�î�¨  �ß�î�Ý�?�}1��Â�†�P7V�M�•�[�†&g�K�r�M��

switch# configure terminal
switch(config)# role name MyRole
switch(config-role)# no description
switch(config-role)#

6õ4��¥�Ð�å�»

text �Ø�î�¨  �ß�î�Ý�_�X�8�Z1��Â�M�•�¸�Ÿ�«�º�e�Ð�4���q�±  128 �b,e�X�Ð�r�[�æ
���•+��[�M��

�Ü�Ü�î�« �š�f'à�d

5.0(3)U1(1) �G�b�¥�Ð�å�»�@3ã�•�I�€�r�K�S��  

�¥�Ð�å�» 1��Â

show role �Ø�î�¨  �ß�î�Ý0¿���_6õ�M�•�_���†/²&g�K�r�M��
SEC-42
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
enable
enable
�Ø�î�¨�@�©�î�¡�Þ�µ�º  �Ã�«�á�î�»�b
°�Š�†�Ó�u�}�€�S�‹�_�
9×�8�’7H�Þ�Ë�Ý�_&ã/œ�[�A�•�|�:�_�M�•
�_�c�
 enable �¥�Ð�å�»�†�Q#Ý�K�r�M��

enable level

�S�e�b1��Â

�¥�Ð�å�»  �¹�Ç�›�Ý�º �’7H�Þ�Ë�Ý  15

�¥�Ð�å�»  �Ô�î�» EXEC �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å �G�b�¥�Ð�å�»�†�Q#Ý�M�•�_�c�
 feature privilege �¥�Ð�å�»�†�Q#Ý�K�Z�
 TACACS+ �§�î�Â�[�b�¥�Ð�å�»
1��•�_�ß�î�Ý�b(ü'��’7H�†�–�¿�î�È�Ý�_�M�•�²0[�@�6�~�r�M��

�[ ���_�
�Ø�î�¨�@�©�î�¡�Þ�µ�º  �Ã�«�á�î�»�b
°�Š�†�Ó�u�}�€�S�‹�_�
9×�8�’7H�Þ�Ë�Ý�_&ã/œ�[�A�•�|�:
�_�M�•�[�†&g�K�r�M��

switch# enable 15
switch# 

6õ4��¥�Ð�å�»

level �Ø�î�¨�@�ß�¢�–�å�M�•�²0[�@�6�•�’7H�Þ�Ë�Ý���æ���[�A�•�Þ�Ë�Ý�c  15 �T�E
�[�M��

�Ü�Ü�î�« �š�f'à�d

5.0(3)U1(1) �G�b�¥�Ð�å�»�@3ã�•�I�€�r�K�S��  

�¥�Ð�å�» 1��Â

enable secret "I���b�’7H�Þ�Ë�Ý�b�©�î�¡�Þ�µ�º  �Ã�«�á�î�»�†�–�¿�î�È�Ý�_�K�r�M��

feature privilege TACACS+ �§�î�Â�[�b�¥�Ð�å�»1��•�_�P�M�•�ß�î�Ý�b(ü'��’7H�†�–�¿�î�È
�Ý�_�K�r�M��

show privilege #'�~�b"I�’�Þ�Ë�Ý�
�Ø�î�¨�¡�
�>�|�g(ü'��’7H�§�Ï�î�º�b�«�¸�î�±�«�†/²
&g�K�r�M��

username �Ø�î�¨�@1��•�_�’7H�Þ�Ë�Ý�†�Q#Ý�[�A�•�|�:�_�K�r�M��
SEC-43
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
enable secret
enable secret
"I���b�’7H�Þ�Ë�Ý�b�©�î�¡�Þ�µ�º  �Ã�«�á�î�»�†�–�¿�î�È�Ý�_�M�•�_�c�
 enable secret �¥�Ð�å�»�†�Q#Ý
�K�r�M���Ã�«�á�î�»�†�¹�•�­�î�È�Ý�_�M�•�_�c�
�G�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M��

enable secret [0 | 5] password [all | priv-lvl  priv-level]

no enable secret [0 | 5] password [all | priv-lvl  priv-level]

�S�e�b1��Â

�¥�Ð�å�»  �¹�Ç�›�Ý�º �¹�•�­�î�È�Ý

�¥�Ð�å�»  �Ô�î�» �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å �G�b�¥�Ð�å�»�†�Q#Ý�M�•�_�c�
 feature privilege �¥�Ð�å�»�†�Q#Ý�K�Z�
 TACACS+ �§�î�Â�[�b�¥�Ð�å�»
1��•�_�ß�î�Ý�b(ü'��’7H�†�–�¿�î�È�Ý�_�M�•�²0[�@�6�~�r�M��

�[ ���_�
"I���b�’7H�Þ�Ë�Ý�b�©�î�¡�Þ�µ�º  �Ã�«�á�î�»�†�–�¿�î�È�Ý�_�M�•�[�†&g�K�r�M��

switch# configure terminal
switch(config)# feature privilege
switch(config)# enable secret 5 def456 priv-lvl 15
switch(config)# username user2 priv-lvl 15
switch(config)#

6õ4��¥�Ð�å�»

0 >&�õ�–>'�Ã�«�á�î�»�@�¡�Ü�”  �¸�Ÿ�«�º�[�6�•�G�\�æ���K�r�M��

5 >&�õ�–>'�Ã�«�á�î�»�@�/�•�ì�g�'�[�6�•�G�\�æ���K�r�M��

password �Ø�î�¨�’7H�š�«�•�Þ�î�©�Ù�å#Ý�b�Ã�«�á�î�»���q�±�[  64 �e�Ð�b,e�X�Ð�†�Q#Ý�[
�A�
�±�e�Ð�\�`�e�Ð�@�
�9�I�€�r�M��

all >&�õ�–>'�M�m�Z�b�’7H�Þ�Ë�Ý�b�©�î�¡�Þ�µ�º�†3ã�•�r�S�c�P7V�K�r�M��

priv-lvl  priv-level >&�õ�–>'�©�î�¡�Þ�µ�º�@�“�M�•�’7H�Þ�Ë�Ý���æ���[�A�•(
�V�c  1 >|  15 �[�M��

�Ü�Ü�î�« �š�f'à�d

5.0(3)U1(1) �G�b�¥�Ð�å�»�@3ã�•�I�€�r�K�S��  

�¥�Ð�å�» 1��Â

enable �Ø�î�¨�@�©�î�¡�Þ�µ�º  �Ã�«�á�î�»�b
°�Š�†�Ó�u�}�€�S�‹�_�
9×�8�’7H�Þ�Ë
�Ý�_&ã/œ�[�A�•�|�:�_�K�r�M��

feature privilege TACACS+ �§�î�Â�[�b�¥�Ð�å�»1��•�_�P�M�•�ß�î�Ý�b(ü'��’7H�†�–�¿�î�È
�Ý�_�K�r�M��
SEC-44
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
enable secret
show privilege #'�~�b"I�’�Þ�Ë�Ý�
�Ø�î�¨�¡�
�>�|�g(ü'��’7H�§�Ï�î�º�b�«�¸�î�±�«�†/²
&g�K�r�M��

username �Ø�î�¨�@1��•�_�’7H�Þ�Ë�Ý�†�Q#Ý�[�A�•�|�:�_�K�r�M��

�¥�Ð�å�» 1��Â
SEC-45
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
feature >&�Ø�î�¨  �ß�î�Ý�µ+��¢�Ý�î�É>'
feature >&�Ø�î�¨  �ß�î�Ý�µ+��¢�Ý�î�É>'
�Ø�î�¨  �ß�î�Ý�µ+��¢�Ý�î�É�_�µ+��†0¿���M�•�_�c�
 feature �¥�Ð�å�»�†�Q#Ý�K�r�M���Ø�î�¨  �ß�î�Ý�µ+�
�¢�Ý�î�É�?�}�µ+��†�P7V�M�•�_�c�
�G�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M��

feature feature-name

no feature feature-name

�S�e�b1��Â

�¥�Ð�å�»  �¹�Ç�›�Ý�º �^�K

�¥�Ð�å�»  �Ô�î�» �Ø�î�¨  �ß�î�Ý�µ+��¢�Ý�î�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å �G�b�¥�Ð�å�»�[�Q#Ý�[�A�•�w� �^�µ+��¡�†/²&g�M�•�_�c�
 show role feature �¥�Ð�å�»�†�Q#Ý�K�r�M��

�[ ���_�
�Ø�î�¨  �ß�î�Ý�µ+��¢�Ý�î�É�_�µ+��†3ã�•�M�•�[�†&g�K�r�M��

switch# configure terminal
switch(config)# role feature-group name SecGroup  
switch(config-role-featuregrp)# feature aaa  
switch(config-role-featuregrp)# feature radius  
switch(config-role-featuregrp)# feature tacacs  
switch(config-role-featuregrp)#

���_�
�Ø�î�¨  �ß�î�Ý�µ+��¢�Ý�î�É�?�}�µ+��†�P7V�M�•�[�†&g�K�r�M��

switch# configure terminal
switch(config)# role feature-group name MyGroup  
switch(config-role-featuregrp)# no feature callhome  
switch(config-role-featuregrp)#

6õ4��¥�Ð�å�»

feature-name show role feature �¥�Ð�å�»�b���Š�_/²&g�I�€�•�«�–�µ�³�µ+��¡��

�Ü�Ü�î�« �š�f'à�d

5.0(3)U1(1) �G�b�¥�Ð�å�»�@3ã�•�I�€�r�K�S��  

�¥�Ð�å�» 1��Â

role feature-group 
name

�Ø�î�¨  �ß�î�Ý�µ+��¢�Ý�î�É�†�8�B�r�S�c0¿���K�r�M��

show role 
feature-group

�Ø�î�¨  �ß�î�Ý�µ+��¢�Ý�î�É�†/²&g�K�r�M��
SEC-46
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
feature dhcp
feature dhcp
�¹�Â�–�«�b�²�–�¼�Ñ�µ�¡  �Í�«�º  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �É�ß�º�¥�Ý>& DHCP>'�«�¾�î�Æ�å�¢�µ+��†�–
�¿�î�È�Ý�_�M�•�_�c�
 feature dhcp �¥�Ð�å�»�†�Q#Ý�K�r�M�� DHCP �«�¾�î�Æ�å�¢�µ+��†�¹�•�­�î�È�Ý
�K�Z  DHCP �«�¾�î�Æ�å�¢�_6õ4��M�•�M�m�Z�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�P7V�M�•�_�c�
�G�b�¥�Ð�å�»
�b  no �g�'�†�Q#Ý�K�r�M��

feature dhcp

no feature dhcp

�S�e�b1��Â �G�b�¥�Ð�å�»�_�c�
�,�X�r�S�c�Ÿ�î�á�î�»�c�6�~�r�O�‡��

�¥�Ð�å�»  �¹�Ç�›�Ý�º �¹�•�­�î�È�Ý

�¥�Ð�å�»  �Ô�î�» �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å DHCP �«�¾�î�Æ�å�¢�µ+��c�
�¹�Ç�›�Ý�º�[�c�¹�•�­�î�È�Ý�[�M�� DHCP �«�¾�î�Æ�å�¢�M�•�c�
 VLAN 
�b�–�¿�î�È�Ý�r�S�c�¹�•�­�î�È�Ý�_�[�A�r�M��

DHCP �«�¾�î�Æ�å�¢�µ+��†�–�¿�î�È�Ý�_�K�^�8�\�
 DHCP �«�¾�î�Æ�å�¢�b6õ4��¥�Ð�å�»�†�Q#Ý�[�A�r
�O�‡��

�²�–�¼�Ñ�µ�¡  ARP �–�å�«�Ì�¡�©�Ù�å�c�
 DHCP �«�¾�î�Æ�å�¢�µ+��_�k�Ñ�K�r�M��

DHCP �«�¾�î�Æ�å�¢�µ+��†�¹�•�­�î�È�Ý�_�M�•�\�
���b�µ+��†�µ�t�
 DHCP �«�¾�î�Æ�å�¢0¿���_6õ4�
�M�•�¹�Â�–�«�V�b�M�m�Z�b0¿���@�ë� �I�€�r�M��

• DHCP �«�¾�î�Æ�å�¢

• DHCP �Ü�Þ�î

• Dynamic ARP Inspection>&DAI; �²�–�¼�Ñ�µ�¡  ARP �–�å�«�Ì�¡�©�Ù�å>'

DHCP �«�¾�î�Æ�å�¢0¿���†�–�â�K�S�r�r�
 DHCP �«�¾�î�Æ�å�¢�µ+��†�œ�Ç�_�K�S�8���œ�_�c�
 no ip 
dhcp snooping �¥�Ð�å�»�†�Q#Ý�K�Z�
 DHCP �«�¾�î�Æ�å�¢�†�¢�ß�î�Â�Ý�_�¹�•�­�î�È�Ý�_�K�r�M��

DHCP �«�¾�î�Æ�å�¢�µ+��@�–�¿�î�È�Ý�b�\�A�_�c�
�”�¡�­�«  �¥�å�º�ß�î�Ý  �Ü�«�º>& ACL>'�b)+0£�_��
�c�§�Ï�î�º�I�€�r�O�‡��

�[ ���b�[�[�c�
 DHCP �«�¾�î�Æ�å�¢�†�–�¿�î�È�Ý�_�M�•�‰�2�†&g�K�r�M��

switch# configure terminal
switch(config)# feature dhcp
switch(config)# 

�Ü�Ü�î�« �š�f'à�d

5.0(3)U1(1) �G�b�¥�Ð�å�»�@3ã�•�I�€�r�K�S��  
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
feature dhcp
���b�[�[�c�
 DHCP �«�¾�î�Æ�å�¢�†�¹�•�­�î�È�Ý�_�M�•�‰�2�†&g�K�r�M��

switch# configure terminal
switch(config)# no feature dhcp  
switch(config)# 

6õ4��¥�Ð�å�» �¥�Ð�å�» 1��Â

copy running-config 
startup-config

��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�
�«�±�î�º�”�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å
�_�¥�Æ�î�K�r�M��

ip dhcp snooping �¹�Â�–�«�b  DHCP �«�¾�î�Æ�å�¢�†�¢�ß�î�Â�Ý�_�–�¿�î�È�Ý�_�K�r�M��

show running-config 
dhcp

DHCP �«�¾�î�Æ�å�¢0¿���†/²&g�K�r�M��
SEC-48
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
feature privilege
feature privilege
RADIUS �§�î�Â�\  TACACS+ �§�î�Â�[�b�¥�Ð�å�»1��•�_�P�M�•�ß�î�Ý�b(ü'��’7H�†�–�¿�î�È�Ý�_�M�•
�_�c�
 feature privilege �¥�Ð�å�»�†�Q#Ý�K�r�M���ß�î�Ý�b(ü'��’7H�†�¹�•�­�î�È�Ý�_�M�•�_�c�
�G�b�¥
�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M��

feature privilege

no feature privilege

�S�e�b1��Â �G�b�¥�Ð�å�»�_�c�
�,�X�r�S�c�Ÿ�î�á�î�»�c�6�~�r�O�‡��

�¥�Ð�å�»  �¹�Ç�›�Ý�º �¹�•�­�î�È�Ý

�¥�Ð�å�»  �Ô�î�» �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å feature privilege �¥�Ð�å�»�†�–�¿�î�È�Ý�_�M�•�\�
�’7H�ß�î�Ý�c�*�8�Þ�Ë�Ý�b�’7H�ß�î�Ý�b�’7H�†)E�Ž
�K�r�M��

�[ ���_�
�ß�î�Ý�b(ü'��’7H�†�–�¿�î�È�Ý�_�M�•�[�†&g�K�r�M��

switch# configure terminal
switch(config)# feature privilege
switch(config)# 

���_�
�ß�î�Ý�b(ü'��’7H�†�¹�•�­�î�È�Ý�_�M�•�[�†&g�K�r�M��

switch# configure terminal
switch(config)# no feature privilege
switch(config)# 

6õ4��¥�Ð�å�»

�Ü�Ü�î�« �š�f'à�d

5.0(3)U1(1) �G�b�¥�Ð�å�»�@3ã�•�I�€�r�K�S��  

�¥�Ð�å�» 1��Â

enable �V�)�b"I�’�Þ�Ë�Ý�l�b�Ø�î�¨�b�¼�A�†�–�¿�î�È�Ý�_�K�r�M��

enable secret priv-lvl "I���b�’7H�Þ�Ë�Ý�b�©�î�¡�Þ�µ�º  �Ã�«�á�î�»�†�–�¿�î�È�Ý�_�K�r�M��

show feature �«�–�µ�³�[�–�¿�î�È�Ý�r�S�c�¹�•�­�î�È�Ý�[�6�•�µ+��†/²&g�K�r�M��
show privilege #'�~�b"I�’�Þ�Ë�Ý�
�Ø�î�¨�¡�
�>�|�g(ü'��’7H�§�Ï�î�º�b�«�¸�î�±�«�†/²

&g�K�r�M��

username �Ø�î�¨�@1��•�_�’7H�Þ�Ë�Ý�†�Q#Ý�[�A�•�|�:�_�K�r�M��
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
feature tacacs+
feature tacacs+
TACACS+ �†�–�¿�î�È�Ý�_�M�•�_�c�
 feature tacacs+ �¥�Ð�å�»�†�Q#Ý�K�r�M�� TACACS+ �†�¹�•�­�î
�È�Ý�_�M�•�_�c�
�G�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M��

feature tacacs+

no feature tacacs+

�S�e�b1��Â �G�b�¥�Ð�å�»�_�c�
�,�X�r�S�c�Ÿ�î�á�î�»�c�6�~�r�O�‡��

�¥�Ð�å�»  �¹�Ç�›�Ý�º �¹�•�­�î�È�Ý

�¥�Ð�å�»  �Ô�î�» �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å TACACS+ �†0¿���M�•�S�_�
 feature tacacs+ �¥�Ð�å�»�†�Q#Ý�M�•�²0[�@�6�~�r�M��

>&�@>' TACACS+ �†�¹�•�­�î�È�Ý�_�M�•�\�
 Cisco NX-OS �¯�Ç�º�˜�™�”�_�|�~  TACACS+ 0¿���@�P7V�I�€�r
�M��

�[ ���_�
 TACACS+ �†�–�¿�î�È�Ý�_�M�•�[�†&g�K�r�M��

switch# configure terminal
switch(config)# feature tacacs+  
switch(config)#

���_�
 TACACS+ �†�¹�•�­�î�È�Ý�_�M�•�[�†&g�K�r�M��

switch# configure terminal
switch(config)# no feature tacacs+
switch(config)#

6õ4��¥�Ð�å�»

�Ü�Ü�î�« �š�f'à�d

5.0(3)U1(1) �G�b�¥�Ð�å�»�@3ã�•�I�€�r�K�S��  

�¥�Ð�å�» 1��Â

show tacacs+ TACACS+ �_���†/²&g�K�r�M��

show feature TACACS+ �@�«�–�µ�³�[�–�¿�î�È�Ý�_�^�W�Z�8�•�?�]�:�?�†/²&g�K�r�M��
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
hardware profile tcam region
hardware profile tcam region
�Á�î�»�˜�™�”�b�”�¡�­�«  �¥�å�º�ß�î�Ý  �Ü�«�º>& ACL>'�b  Ternary Content Addressable Memory

>&TCAM>'�Ü�î�ª�Ù�å�b�§�–�¬�†�š�f�M�•�_�c�
 hardware profile tcam region �¥�Ð�å�»�†�Q#Ý�K�r�M��
�¹�Ç�›�Ý�º�b  ACL TCAM �§�–�¬�_�`�M�_�c�
�G�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M��

hardware profile tcam region { arpacl | e-racl | e-vacl | ifacl | ipsg | ipv6-e-racl | ipv6-qos 
| ipv6-racl | ipv6-sup |qos | qoslbl | racl | vacl} tcam_size

no hardware profile tcam region { arpacl | e-racl | e-vacl | ifacl | ipsg | ipv6-e-racl | 
ipv6-qos | ipv6-racl | ipv6-sup |qos | qoslbl | racl | vacl} tcam_size

�S�e�b1��Â

�¥�Ð�å�»  �¹�Ç�›�Ý�º �^�K

�¥�Ð�å�»  �Ô�î�» �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»
�«�–�µ�³  �É�ß�Ç�“�–�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»

�¥�Ð�å�»�š�T

arpacl �”�»�Þ�«0Ž�ô�É�ß�º�¥�Ý>& ARP>'�b  ACL>&ARPACL>' TCAM �Ü�î�ª�Ù�å
�b�§�–�¬�†0¿���K�r�M��

e-racl ���Š�Ý�î�±  ACL>&ERACL>' TCAM �Ü�î�ª�Ù�å�b�§�–�¬�†0¿���K�r�M��

e-vacl ���Š�b  VLAN ACL >&EVACL>' TCAM �Ü�î�ª�Ù�å�b�§�–�¬�†0¿���K�r�M��

ifacl �–�å�±�î�Ç�™�–�«  ACL>&ifacl>' TCAM �Ü�î�ª�Ù�å�b�§�–�¬�†0¿���K�r�M��

ipsg IP �¯�î�«  �ž�î�»>& IPSG>' TCAM �Ü�î�ª�Ù�å�b�§�–�¬�†0¿���K�r�M��

ipv6-e-racl IPv6 �b���Š�Ý�î�±  ACL>&ERACL>' TCAM �Ü�î�ª�Ù�å�b�§�–�¬�†0¿���K
�r�M��

ipv6-qos IPv6 �b  Quality of Service>&QoS>' TCAM �Ü�î�ª�Ù�å�b�§�–�¬�†0¿���K�r
�M��

ipv6-racl IPv6 �b�Ý�î�±  ACL>&ERACL>' TCAM �Ü�î�ª�Ù�å�b�§�–�¬�†0¿���K�r�M��

ipv6-sup IPv6 �b�«�î�Ã�î�Â�–�¨  TCAM �Ü�î�ª�Ù�å�b�§�–�¬�†0¿���K�r�M��

qos Quality of Service>&QoS>' TCAM �Ü�î�ª�Ù�å�b�§�–�¬�†0¿���K�r�M��

qoslbl QoS �Û�Ë�Ý>&qoslbl>' TCAM �Ü�î�ª�Ù�å�b�§�–�¬�†0¿���K�r�M��

racl �Ý�î�±�b  ACL>&RACL>' TCAM �Ü�î�ª�Ù�å�b�§�–�¬�†0¿���K�r�M��

vacl VLAN ACL >&VACL>' TCAM �Ü�î�ª�Ù�å�b�§�–�¬�†0¿���K�r�M��

tcam_size TCAM �§�–�¬���w� �^(
�V�c  0 >|  2,14,74,83,647 �š�å�º�Ü�[�M��

�Ü�Ü�î�« �š�f'à�d

5.0(3)U3(1) �G�b�¥�Ð�å�»�b  no �g�'�@3ã�•�I�€�r�K�S��

5.0(3)U2(1) �G�b�¥�Ð�å�»�@3ã�•�I�€�r�K�S��  
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
hardware profile tcam region
�Q#Ý�V�b�ž�–�»�Û�–�å TCAM �§�–�¬�†�š�f�M�•�\�
�‚�K�8  TCAM �b�§�–�¬�@��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�_�–�Ñ�I�€�r�M��
�‚�K�8  TCAM �§�–�¬�†4:#Ý�M�•�_�c�
�«�±�î�º�”�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_�«�–�µ�³�b
��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�¥�Æ�î�K�Z�?�}>& copy running-config startup-config �¥�Ð�å�»>' �
�«
�–�µ�³�†�Ü�ß�î�»�K�r�M>& reload �¥�Ð�å�»>' ��

>&�@>' VACL �>�|�g  EVACL �§�–�¬�c�
� �L�Í�_0¿���K�Z�C�T�I�8��

/² 1-1 �_�
�›  ACL �Ü�î�ª�Ù�å�b�¹�Ç�›�Ý�º  TCAM �§�–�¬�†&g�K�r�M��

1ARPACL �@�¹�•�­�î�È�Ý�_�^�W�Z�8�•���œ�
 128�
 ARPACL �@�–�¿�î�È�Ý�b
���œ�
 256��

>&�@>' ARPACL TCAM �b�¹�Ç�›�Ý�º  �§�–�¬�c�®�ß�[�M���¥�å�º�ß�î�Ý  �É�Þ�î�å  �Ï�Ü�©�å�¢>& CoPP>'�Ï�Ü
�©�î�[  ARP ACL �†�Q#Ý�M�•�S�_�
�®�ß�è�¥�b�§�–�¬�_�G�b  TCAM �b�§�–�¬�†0¿���K�r�M��

�[ ���_�
 RACL TCAM �Ü�î�ª�Ù�å�b�§�–�¬�†�š�f�M�•�[�†&g�K�r�M��

switch# configure terminal
switch(config)# hardware profile tcam region racl 256
[SUCCESS] New tcam size will be applicable only at boot time.
You need to 'copy run start' and 'reload'
switch#

switch(config)# copy running-config startup-config
switch(config)# reload
WARNING: This command will reboot the system
Do you want to continue? (y/n) [n] y

/² 1-1 ACL TCAM �Ü�î�ª�Ù�å�b�¹�Ç�›�Ý�º�
�q�`�>�|�g�q�±�§�–�¬

TCAM �Ü�î�ª�Ù�å
�¹�Ç�›�Ý�º  �§
�–�¬ �q�` �Q�( �q�±

ARPCL 0 0 128 128

PACL 384 128 �r�S�c  2561 256 �œ0£ 1664

VACL 512 0 256

RACL 512 256 256

QOS 256 256 256

RACL_IPV6 0 0 256X2

QOS_IPV6 0 0 256X2 �œ0£ 1024

E-VACL 512 0 256

E-RACL_IPV6 0 0 256X2

QOSLBL 256 256 256 �œ0£ 1024

IPSG 256 256 256

SUP_IPV6 256X2 256X2 —
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
hardware profile tcam region
���_�
 0 �r�S�c  128 �è�¥�b�Í�_  ARP ACL TCAM �Í�†0¿���K�S�\�A�_/²&g�I�€�•�š�Û�î  �Ó�µ�­�î�ª�†
&g�K�r�M���r�S�
 ARP ACL TCAM �Ü�î�ª�Ù�å�b�§�–�¬�†�š�f�K�
�Q�b�š�f�†&�1��M�•�‰�2�†&g�K�r
�M��

switch# configure terminal
switch(config)# hardware profile tcam region arpacl 200
ARPACL size can be either 0 or 128

switch(config)# hardware profile tcam region arpacl 128
To start using ARPACL tcam, IFACL tcam size needs to be changed. Changing IFACL
tcam size to 256
[SUCCESS] New tcam size will be applicable only at boot time.
You need to 'copy run start' and 'reload'

switch(config)# show hardware profile tcam region
sup size =  128

        vacl size =  512
       ifacl size =  384
         qos size =  256
       rbacl size =    0
        span size =  128
        racl size =  512
      e-racl size =  512
      e-vacl size =  512
      qoslbl size =  256
        ipsg size =  256
      arpacl size =    0
   ipv6-racl size =    0
 ipv6-e-racl size =    0
    ipv6-sup size =  256
    ipv6-qos size =    0

switch(config)# 

���_�
�«�–�µ�³  �É�ß�Ç�“�–�Ý�[  TCAM VLAN ACL �†0¿���M�•�[�†&g�K�r�M��

switch# configure sync
Enter configuration commands, one per line. End with CNTL/Z.
switch(config-sync)# switch-profile s5010
Switch-Profile started, Profile ID is 1
switch(config-sync-sp)# hardware profile tcam region vacl 512
switch(config-sync-sp)# hardware profile tcam region e-vacl 512
switch(config-sync-sp)# 

���_�
�¹�Ç�›�Ý�º�b  ACL TCAM �§�–�¬�_�`�M�[�†&g�K�r�M��

switch (config)# no hardware profile tcam region arpacl 128
To stop using ARPACL tcam, IFACL tcam size needs to be changed. Changing IFACL tcam size 
to 384
[SUCCESS] New tcam size will be applicable only at boot time.
You need to 'copy run start' and 'reload'

switch(config)#

6õ4��¥�Ð�å�» �¥�Ð�å�» 1��Â

copy running-config 
startup-config

��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�«�±�î�º�”�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  
�Ç�“�–�Ý�_�¥�Æ�î�K�r�M��

reload �«�–�µ�³�†�Ü�ß�î�»�K�r�M��

show hardware profile 
tcam region

�«�–�µ�³�[���b�Ü�ß�î�»�ì�_4:#Ý�I�€�•  TCAM �§�–�¬�†/²&g�K�r�M��
SEC-53
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
hardware profile tcam region
show running-config ��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�_���†/²&g�K�r�M��

write erase �Ì)F�Ó�Ô�Ü�b0¿���†�˜�d�K�r�M��

�¥�Ð�å�» 1��Â
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
hardware profile tcam syslog-threshold
hardware profile tcam syslog-threshold
TCAM ��5��@�d���b�Ã�î�­�å�¸�î�ª�_4)�M�•�\  syslog �Ó�µ�­�î�ª�@#Õ�B�I�€�•�|�:�_�
 ACL TCAM 
�_�P�M�•  Syslog �b�K�A�8�Í�†0¿���M�•�_�c�
 hardware profile tcam syslog-threshold �¥�Ð�å�»�†�Q#Ý
�K�r�M���Í�†�¹�Ç�›�Ý�º�_�Ü�­�µ�º�M�•�_�c�
�G�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M��

hardware profile tcam syslog-threshold percentage

no hardware profile tcam syslog-threshold

�S�e�b1��Â

�¹�Ç�›�Ý�º ACL TCAM �K�A�8�Í�c  90 % �[�M��

�¥�Ð�å�»  �Ô�î�» �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å �G�b�¥�Ð�å�»�_�c�
�Û�–�­�å�«�c�²0[�6�~�r�O�‡��

�[ ���_�
 ACL TCAM �b  syslog �b�K�A�8�Í�†  20 % �_0¿���M�•�[�†&g�K�r�M��

switch# configure terminal  
switch(config)# hardware profile tcam syslog-threshold 20
switch(config)# 

6õ4��¥�Ð�å�»

percentage TCAM ��5��b�Ã�î�­�å�¸�î�ª��(
�V�c  1 >|  100 �[�M���¹�Ç�›�Ý�º�Í�c  90 % �[
�M��

�Ü�Ü�î�« �š�f'à�d

5.0(3)U3(2) �G�b�¥�Ð�å�»�@3ã�•�I�€�r�K�S��  

�¥�Ð�å�» 1��Â

copy running-config 
startup config

��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�«�±�î�º�”�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  
�Ç�“�–�Ý�_�¥�Æ�î�K�r�M��

show running-config ��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�_���†/²&g�K�r�M��
SEC-55
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
interface policy deny
interface policy deny
�Ø�î�¨  �ß�î�Ý�_�P�K�Z�–�å�±�î�Ç�™�–�«  �Ï�Ü�©�î  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���M�•�_�c�

interface policy deny �¥�Ð�å�»�†�Q#Ý�K�r�M���Ø�î�¨  �ß�î�Ý�b�–�å�±�î�Ç�™�–�«  �Ï�Ü�©�î�†�¹�Ç�›�Ý
�º0¿���_�`�M�_�c�
�G�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M��

interface policy deny

no interface policy deny

�S�e�b1��Â �G�b�¥�Ð�å�»�_�c�
�,�X�r�S�c�Ÿ�î�á�î�»�c�6�~�r�O�‡��

�¥�Ð�å�»  �¹�Ç�›�Ý�º �M�m�Z�b�–�å�±�î�Ç�™�–�«

�¥�Ð�å�»  �Ô�î�» �Ø�î�¨  �ß�î�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»

�¥�Ð�å�»�š�T

�[ ���_�
�Ø�î�¨  �ß�î�Ý�b�–�å�±�î�Ç�™�–�«  �Ï�Ü�©�î  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���M�•�[�†&g�K
�r�M��

switch# configure terminal
switch(config)# role name MyRole  
switch(config-role)# interface policy deny  
switch(config-role-interface)# 

���_�
�Ø�î�¨  �ß�î�Ý�b�–�å�±�î�Ç�™�–�«  �Ï�Ü�©�î�†�¹�Ç�›�Ý�º0¿���_�`�M�[�†&g�K�r�M��

switch# configure terminal
switch(config)# role name MyRole  
switch(config-role)# no interface policy deny  
switch(config-role)#

6õ4��¥�Ð�å�»

�Ü�Ü�î�« �š�f'à�d

5.0(3)U1(1) �G�b�¥�Ð�å�»�@3ã�•�I�€�r�K�S��  

�¥�Ð�å�» 1��Â

role name �Ø�î�¨  �ß�î�Ý�†�8�B�r�S�c�æ���K�Z�
�Ø�î�¨  �ß�î�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù
�å  �Ô�î�»�†6ä���K�r�M��

show role �Ø�î�¨  �ß�î�Ý�b�_���†/²&g�K�r�M��
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
ip access-class
ip access-class
�ì�•'ƒ�Ž�G)z>& VTY>'�b%T�™�r�S�c$Î�™�º�Û�Ç�•�µ�¡�†�D7H�M�•�S�u�_  IPv4 �”�¡�­�«  �¡�Û�«�†�8�B�r
�S�c0¿���M�•�_�c�
 ip access-class �¥�Ð�å�»�†�Q#Ý�K�r�M���”�¡�­�«  �¡�Û�«�†�P7V�M�•�_�c�
�G�b�¥
�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M��

ip access-class access-list-name { in | out}

no ip access-class access-list-name { in | out}

�S�e�b1��Â

�¥�Ð�å�»  �¹�Ç�›�Ý�º �^�K

�¥�Ð�å�»  �Ô�î�» �Û�–�å  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»

�¥�Ð�å�»�š�T

�[ ���b�[�[�c�
%T�™�Ã�£�µ�º�†�D7H�M�•�S�u�_  VTY �G)z�b  IP �”�¡�­�«  �¡�Û�«�†0¿���M�•�[�†&g�K�r�M��

switch# configure terminal
switch(config)# line vty
switch(config-line)# ip access-class VTY_ACCESS in
switch(config-line)# 

���b�[�[�c�
%T�™�Ã�£�µ�º�†�D7H�M�•  IP �”�¡�­�«  �¡�Û�«�†�P7V�M�•�[�†&g�K�r�M��

switch(config)# line vty
switch(config-line)# no ip access-class VTY_ACCESS in
switch(config-line)# 

6õ4��¥�Ð�å�»

access-list-name IPv4 ACL �¡�Û�«�b�¡�S���¡�S�c�
�q�±  64 �e�Ð�r�[�æ���[�A�r�M���¡�S�_
�c�
�e�Ð�
�X�Ð�
�Á�–�Ç�å�
�>�|�g�W)z�†�Q#Ý�[�A�r�M���¡�S�_�c�«�Ì�î
�«�r�S�c�,#Ý'¢�†�µ�u�•�G�\�c�[�A�r�O�‡��

in %T�™�K)F�@"I���b Cisco Nexus 3000 �©�Ü�î�¬  �«�–�µ�³�\�”�¡�­�«  �Ü�«�º
�b�”�»�Þ�«6ë�[�D7H�I�€�Z�8�•�G�\�†�æ���K�r�M��

out $Î�™�K)F�@"I���b  Cisco Nexus 3000 �©�Ü�î�¬  �«�–�µ�³�\�”�¡�­�«  �Ü�«�º
�b�”�»�Þ�«6ë�[�D7H�I�€�Z�8�•�G�\�†�æ���K�r�M��

�Ü�Ü�î�« �š�f'à�d
5.0(3)U1(1) �G�b�¥�Ð�å�»�@3ã�•�I�€�r�K�S��  

�¥�Ð�å�» 1��Â
access-class VTY �b�”�¡�­�«  �¡�Û�«�†0¿���K�r�M��

copy running-config 
startup-config

��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�«�±�î�º�”�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  
�Ç�“�–�Ý�_�¥�Æ�î�K�r�M��

show line "I���b'ƒ�Ž�Û�–�å�b�”�¡�­�«  �Ü�«�º�†/²&g�K�r�M��
SEC-57
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
ip access-class
show running-config 
aclmgr

ACL �b��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†/²&g�K�r�M��

show startup-config 
aclmgr

ACL �b�«�±�î�º�”�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†/²&g�K�r�M��

ssh IPv4 �†�Q#Ý�K�Z SSH �­�µ�©�Ù�å�†6ä���K�r�M��

telnet IPv4 �†�Q#Ý�K�Z Telnet �­�µ�©�Ù�å�†6ä���K�r�M��

�¥�Ð�å�» 1��Â
SEC-58
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
ip access-group
ip access-group
�Ý�î�±�b  ACL �\�K�Z�Þ�–�Ö  3 �–�å�±�î�Ç�™�–�«�_  IPv4 �”�¡�­�«  �¥�å�º�ß�î�Ý  �Ü�«�º>& ACL>'�†4:#Ý
�M�•�_�c�
 ip access-group �¥�Ð�å�»�†�Q#Ý�K�r�M���–�å�±�î�Ç�™�–�«�?�}  IPv4 ACL �†�P7V�M�•�_�c�

�G�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M��

ip access-group access-list-name { in | out}

no ip access-group access-list-name { in | out}

�S�e�b1��Â

�¥�Ð�å�»  �¹�Ç�›�Ý�º �^�K

�¥�Ð�å�»  �Ô�î�» �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»
�§�È�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å �¹�Ç�›�Ý�º�[�c�
 IPv4 ACL �c�Þ�–�Ö  3 �Ý�î�¸�µ�»  �–�å�±�î�Ç�™�–�«�_�c4:#Ý�I�€�r�O�‡��

ip access-group �¥�Ð�å�»�†�Q#Ý�M�•�G�\�_�|�~�
���b�–�å�±�î�Ç�™�–�«  �±�–�É�_�P�K�Z�
 IPv4 ACL 
�†�Ý�î�±  ACL �\�K�Z4:#Ý�[�A�r�M��

• VLAN �–�å�±�î�Ç�™�–�«

• �Þ�–�Ö  3 �–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«

• �Þ�–�Ö  3 �–�î�§�¿�µ�º  �§�È�–�å�±�î�Ç�™�–�«

• �Þ�–�Ö  3 �–�î�§�¿�µ�º  �Ï�î�º  �³�Õ�¿�Ý  �–�å�±�î�Ç�™�–�«�>�|�g�§�È�–�å�±�î�Ç�™�–�«

• �Ý�î�É�Â�µ�¡  �–�å�±�î�Ç�™�–�«

• 'ö#.�–�å�±�î�Ç�™�–�«

�r�S�
 ip access-group �¥�Ð�å�»�†�Q#Ý�M�•�G�\�_�|�~�
���b�–�å�±�î�Ç�™�–�«  �±�–�É�_�P�K�Z�
 IPv4 
ACL �†�Ý�î�±  ACL �\�K�Z4:#Ý�[�A�r�M��

• �Þ�–�Ö  2 �–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«

• �Þ�–�Ö  2 �–�î�§�¿�µ�º  �Ï�î�º  �³�Õ�¿�Ý  �–�å�±�î�Ç�™�–�«

�S�T�K�
 ip access-group �¥�Ð�å�»�†�Q#Ý�K�Z�Þ�–�Ö  2 �_4:#Ý�K�S  ACL �c�
�Ï�î�º  �Ô�î�»�†�Ý�î�¸�µ
�»>&�Þ�–�Ö 3>'�Ô�î�»�_�š�f�K�^�87H�~�
�”�¡�¸�•�È�_�^�~�r�O�‡��

access-list-name IPv4 ACL �b�¡�S���q�±  64 �e�Ð�[�
�±�e�Ð�\�`�e�Ð�†�
�9�K�S,e�X�Ð�[�æ
���K�r�M��

in ACL �†%T�™�º�Û�Ç�•�µ�¡�_4:#Ý�M�•�|�:�_�æ���K�r�M��

out ACL �†$Î�™�º�Û�Ç�•�µ�¡�_4:#Ý�M�•�|�:�_�æ���K�r�M��

�Ü�Ü�î�« �š�f'à�d

5.0(3)U1(1) �G�b�¥�Ð�å�»�@3ã�•�I�€�r�K�S��  
SEC-59
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
ip access-group
�¹�Â�–�«�?�}"I���b  ACL �†�P7V�K�S���œ�
�–�å�±�î�Ç�™�–�«�?�}�Q�b  ACL �†�P7V�K�^�C�Z�v�
�P7V
�K�S  ACL �c�–�å�±�î�Ç�™�–�«�V�b�º�Û�Ç�•�µ�¡�_�c�s8j�K�r�O�‡��

�G�b�¥�Ð�å�»�_�c�
�Û�–�­�å�«�c�²0[�6�~�r�O�‡��

�[ ���_�
�Þ�–�Ö  3 �–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«  1/2 �_�P�K�Z�
 ip-acl-01 �\�8�:  IPv4 ACL �†4:#Ý�M�•
�[�†&g�K�r�M��

switch# configure terminal
switch(config)# interface ethernet 2/1
switch(config-if)# no switchport
switch(config-if)# ip access-group ip-acl-01 in
switch(config-if)#

���_�
�–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«  2/1 �?�}�
 ip-acl-01 �\�8�:  IPv4 ACL �†�P7V�M�•�[�†&g�K�r�M��

switch# configure terminal
switch(config)# interface ethernet 2/1
switch(config-if)# no switchport
switch(config-if)# ip access-group ip-acl-01 in
switch(config-if)# no ip access-group ip-acl-01 in
switch(config-if)#

6õ4��¥�Ð�å�» �¥�Ð�å�» 1��Â
ip access-list IPv4 ACL �†0¿���K�r�M��

show access-lists �M�m�Z�b ACL �†/²&g�K�r�M��

show ip access-lists "I���b  IPv4 ACL �r�S�c�M�m�Z�b  IPv4 ACL �†/²&g�K�r�M��

show running-config 
interface

�M�m�Z�b�–�å�±�î�Ç�™�–�«�r�S�c"I���b�–�å�±�î�Ç�™�–�«�b��/œ�¥�å�Ç�•
� �×�Þ�î�©�Ù�å�†/²&g�K�r�M��
SEC-60
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
ip access-list
ip access-list
IPv4 �”�¡�­�«  �¥�å�º�ß�î�Ý  �Ü�«�º>& ACL>'�†�8�B�K�Z�
"I���b  ACL �b  IP �”�¡�­�«  �Ü�«�º  �¥�å�Ç�•
� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���M�•�_�c�
 ip access-list �¥�Ð�å�»�†�Q#Ý�K�r�M�� IPv4 ACL �†�P7V�M�•�_
�c�
�G�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M��

ip access-list access-list-name

no ip access-list access-list-name

�S�e�b1��Â

�¥�Ð�å�»  �¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�[�c�
 IPv4 ACL �c��*O�I�€�r�O�‡��

�¥�Ð�å�»  �Ô�î�» �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»
�«�–�µ�³  �É�ß�Ç�“�–�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å IPv4 �º�Û�Ç�•�µ�¡�†�Ç�•�Ý�±�Ü�å�¢�M�•�_�c�
 IPv4 ACL �†�Q#Ý�K�r�M��

ip access-list �¥�Ð�å�»�†�Q#Ý�M�•�\�
�«�–�µ�³�[  IP �”�¡�­�«  �Ü�«�º  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»
�@6ä���I�€�r�M���G�b�Ô�î�»�[�
 IPv4 deny �¥�Ð�å�»�>�|�g  permit  �¥�Ð�å�»�†�Q#Ý�K�
 ACL �b�Ý�î�Ý
�†0¿���K�r�M���æ���K�S  ACL �@�Ñ�~�K�^�8���œ�
�G�b�¥�Ð�å�»�b
°�Š�ì�_�«�–�µ�³�[�‚�K�8  ACL �@
�8�B�I�€�r�M��

ACL �†�–�å�±�î�Ç�™�–�«�_4:#Ý�M�•�_�c�
 ip access-group �¥�Ð�å�»�†�Q#Ý�K�r�M��

�M�m�Z�b IPv4 ACL �c�
�q)
�Ý�î�Ý�\�K�Z�
���b�/;ò�Ý�î�Ý�@0¿���I�€�r�M��

deny ip any any  

�G�b�/;ò�b�Ý�î�Ý�_�|�W�Z�
�]�b�²�ó�_�v�M+´�K�^�8  IP �º�Û�Ç�•�µ�¡�c�Ä�°�I�€�r�M��

IPv4 ACL �_�c�
�¿�–�Â�î�H(ô�É�ß�­�«�†�–�¿�î�È�Ý�_�M�•�/;ò�Ý�î�Ý�c3ã�•�I�€�r�O�‡�� IPv4 �[�c�

IPv6 �¿�–�Â�î�H(ô�É�ß�­�«�\� '¼�b  Address Resolution Protocol>&ARP; �”�»�Þ�«0Ž�ô�É�ß�º�¥�Ý>'
�c�
�9�b�¹�î�±�Ü�å�¡�™�É�ß�º�¥�Ý�†�Q#Ý�K�r�M���¹�Ç�›�Ý�º�[�c�
 IPv4 ACL �c�
�–�å�±�î�Ç�™�–�«
�V�[�b  ARP �Ã�£�µ�º�b3æ�w�™�†�/;ò�[0Á�•�K�r�M��

CPU �†)�#ä�M�•�M�m�Z�b%T�™�>�|�g$Î�™�º�Û�Ç�•�µ�¡�_  match-local-traffic  �œ�É�©�Ù�å�†�Q#Ý�K�r
�M��

access-list-name IPv4 ACL �b�¡�S�[�
�q�±  64 �b,e�X�Ð�[�M���¡�S�_�c�«�Ì�î�«�r�S�c�,#Ý
'¢�†�µ�u�•�G�\�c�[�A�r�O�‡��

�Ü�Ü�î�« �š�f'à�d

5.0(3)U1(1) �G�b�¥�Ð�å�»�@3ã�•�I�€�r�K�S��  
5.0(3)U2(1) �«�–�µ�³  �É�ß�Ç�“�–�Ý�_  IP �µ+��†0¿���M�•�§�Ï�î�º�@3ã�•�I�€�r�K�S��
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
ip access-list
�[ ���_�
 ip-acl-01 �\�8�:  IPv4 ACL �b  IP �”�¡�­�«  �Ü�«�º  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���M�•�[
�†&g�K�r�M��

switch# configure terminal
switch(config)# ip access-list ip-acl-01  
switch(config-acl)#

���_�
�«�–�µ�³  �É�ß�Ç�“�–�Ý�[  sp-acl �\�8�:  IPv4 ACL �b  IP �”�¡�­�«  �Ü�«�º  �¥�å�Ç�•� �×�Þ�î�©�Ù
�å  �Ô�î�»�†6ä���M�•�[�†&g�K�r�M��

switch# configure sync
Enter configuration commands, one per line. End with CNTL/Z.
switch(config-sync)# switch-profile s5010
Switch-Profile started, Profile ID is 1
switch(config-sync-sp)# ip access-list sp-acl  
switch(config-sync-sp-acl)#

6õ4��¥�Ð�å�» �¥�Ð�å�» 1��Â

access-class IPv4 ACL �†  VTY �G)z�_4:#Ý�K�r�M��

deny>&IPv4>' IPv4 ACL �_�Ä�°>& deny>'�Ý�î�Ý�†0¿���K�r�M��

ip access-group IPv4 ACL �†�–�å�±�î�Ç�™�–�«�_4:#Ý�K�r�M��

permit>&IPv4>' IPv4 ACL �_0Á�•>&permit>'�Ý�î�Ý�†0¿���K�r�M��

show ip access-lists �M�m�Z�b IPv4 ACL �r�S�c"I���b  IPv4 ACL �†/²&g�K�r�M��

show switch-profile �«�–�µ�³  �É�ß�Ç�“�–�Ý�>�|�g�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ü�Å�ª�Ù�å�_6õ�M�•
�_���†/²&g�K�r�M��

switch-profile �«�–�µ�³  �É�ß�Ç�“�–�Ý�†�8�B�>�|�g0¿���K�r�M��
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
ip arp event-history errors
ip arp event-history errors
�–�Ë�å�º�š�T�Â�µ�Ç�“�_�”�»�Þ�«0Ž�ô�É�ß�º�¥�Ý>& ARP>'�b�¹�Â�µ�¢  �–�Ë�å�º�†�ß�¢�_0°6��M�•�_�c�

ip arp event-history errors �¥�Ð�å�»�†�Q#Ý�K�r�M��

ip arp event-history errors size { disabled | large | medium | small}

no ip arp event-history errors size { disabled | large | medium | small}

�S�e�b1��Â

�¥�Ð�å�»  �¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�[�c�
�–�Ë�å�º�š�T�Â�µ�Ç�“�c�`�_�^�~�r�M��

�¥�Ð�å�»  �Ô�î�» �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»

�¥�Ð�å�»�š�T

�[ ���_�
�§�–�¬�@���p���b  ARP �–�Ë�å�º�š�T�Â�µ�Ç�“�†0¿���M�•�[�†&g�K�r�M��

switch# configure terminal
switch(config)# ip arp event-history errors size medium
switch(config)#

���_�
 ARP �–�Ë�å�º�š�T�Â�µ�Ç�“�†�¹�Ç�›�Ý�º�_0¿���M�•�[�†&g�K�r�M��

switch# configure terminal
switch(config)# no ip arp event-history errors size medium
switch(config)#

6õ4��¥�Ð�å�»

size �–�Ë�å�º�š�T�Â�µ�Ç�“  �§�–�¬�†0¿���M�•�|�:�_�æ���K�r�M��

disabled �–�Ë�å�º�š�T�Â�µ�Ç�“  �§�–�¬�†�¹�•�­�î�È�Ý�_�æ���K�r�M��

large �–�Ë�å�º�š�T�Â�µ�Ç�“  �§�–�¬�@�±�[�6�•�G�\�†�æ���K�r�M��

medium �–�Ë�å�º�š�T�Â�µ�Ç�“  �§�–�¬�@�p�[�6�•�G�\�†�æ���K�r�M��

small �–�Ë�å�º�š�T�Â�µ�Ç�“  �§�–�¬�@�`�[�6�•�G�\�†�æ���K�r�M���G�€�@�¹�Ç�›
�Ý�º�b�Â�µ�Ç�“  �§�–�¬�[�M��

�Ü�Ü�î�« �š�f'à�d

5.0(3)U1(1) �G�b�¥�Ð�å�»�@3ã�•�I�€�r�K�S��  

�¥�Ð�å�» 1��Â

show running-config 
arp all

�¹�Ç�›�Ý�º0¿���†�µ�t  ARP 0¿���†/²&g�K�r�M��
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
ip arp inspection log-buffer
ip arp inspection log-buffer
�²�–�¼�Ñ�µ�¡  ARP �–�å�«�Ì�¡�©�Ù�å>& DAI>'�ß� �å�¢  �Â�µ�Ç�“  �§�–�¬�†0¿���M�•�_�c�
 ip arp 
inspection log-buffer �¥�Ð�å�»�†�Q#Ý�K�r�M�� DAI �ß� �å�¢  �Â�µ�Ç�“�†�¹�Ç�›�Ý�º�b�§�–�¬�_�`�M�_
�c�
�G�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M��

ip arp inspection log-buffer entries number

no ip arp inspection log-buffer entries number

�S�e�b1��Â

�¥�Ð�å�»  �¹�Ç�›�Ý�º �^�K

�¥�Ð�å�»  �Ô�î�» �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å �G�b�¥�Ð�å�»�†�Q#Ý�M�•�S�_�
 feature dhcp �¥�Ð�å�»�†�Q#Ý�K�Z�
�²�–�¼�Ñ�µ�¡  �Í�«�º  �¥�å�Ç�•� �×
�Þ�î�©�Ù�å  �É�ß�º�¥�Ý>& DHCP>'�«�¾�î�Æ�å�¢�†�–�¿�î�È�Ý�_�K�Z�C�T�I�8��

DAI �ß� �å�¢  �Â�µ�Ç�“�b�¹�Ç�›�Ý�º�b�§�–�¬�c�
 32 �Ó�µ�­�î�ª�[�M��

�[ ���_�
 DAI �ß� �å�¢  �Â�µ�Ç�“�b�§�–�¬�†0¿���M�•�[�†&g�K�r�M��

switch# configure terminal
switch(config)# ip arp inspection log-buffer entries 64
switch(config)# 

6õ4��¥�Ð�å�»

entries number 1 >|  1024 �Ó�µ�­�î�ª�b(
�V�[�
�Â�µ�Ç�“  �§�–�¬�†�æ���K�r�M��

�Ü�Ü�î�« �š�f'à�d

5.0(3)U1(1) �G�b�¥�Ð�å�»�@3ã�•�I�€�r�K�S��  

�¥�Ð�å�» 1��Â

clear ip arp inspection 
log

DAI �ß� �å�¢  �Â�µ�Ç�“�†�¡�Ü�”�K�r�M��

feature dhcp DHCP �«�¾�î�Æ�å�¢�†�–�¿�î�È�Ý�_�K�r�M��

show ip arp inspection 
log

DAI �b�ß�¢0¿���†/²&g�K�r�M��

show running-config 
dhcp

DAI 0¿���†�µ�t�
 DHCP �«�¾�î�Æ�å�¢0¿���†/²&g�K�r�M��
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
ip arp inspection validate
ip arp inspection validate
3ã�•�b  Dynamic ARP Inspection>&DAI>'�è0É�†�–�¿�î�È�Ý�_�M�•�_�c�
 ip arp inspection validate �¥
�Ð�å�»�†�Q#Ý�K�r�M��3ã�•�b  DAI �†�¹�•�­�î�È�Ý�_�M�•�_�c�
�G�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M��

ip arp inspection validate { dst-mac [ip] [src-mac]}

ip arp inspection validate { ip [dst-mac] [src-mac]}

ip arp inspection validate { src-mac [dst-mac] [ ip]}

no ip arp inspection validate { dst-mac [ip] [src-mac]}

no ip arp inspection validate { ip [dst-mac] [src-mac]}

no ip arp inspection validate { src-mac [dst-mac] [ ip]}

�S�e�b1��Â

�¥�Ð�å�»  �¹�Ç�›�Ý�º �^�K

�¥�Ð�å�»  �Ô�î�» �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å �G�b�¥�Ð�å�»�†�Q#Ý�M�•�S�_�
 feature dhcp �¥�Ð�å�»�†�Q#Ý�K�Z�
�²�–�¼�Ñ�µ�¡  �Í�«�º  �¥�å�Ç�•� �×
�Þ�î�©�Ù�å  �É�ß�º�¥�Ý>& DHCP>'�«�¾�î�Æ�å�¢�†�–�¿�î�È�Ý�_�K�Z�C�T�I�8��

�q�`7H�
 1 �X�b�Ÿ�î�á�î�»�†�æ���M�•�²0[�@�6�~�r�M��0
�X�b�Ÿ�î�á�î�»�†�æ���M�•���œ�
8p�Î�c�s8j
�K�r�O�‡��

3æ�™
– MAC �è0É�†�–�¿�î�È�Ý�_�M�•�\�
 ARP �Ã�£�µ�º�c�Ã�£�µ�º�•�/�b3æ�™
��–�î�§�¿�µ�º  �”�»�Þ
�«�@ ARP �Ç�Þ�î�Ò  �Ê�µ�²�î�b3æ�™
��–�î�§�¿�µ�º  �”�»�Þ�«�\� �L�[�6�•���œ�_�T�E�w� �\0b�^�I�€�r
�M����
›  MAC �è0É�†�–�¿�î�È�Ý�_�M�•�\�
 ARP 0[�Ó�Ç�Þ�î�Ò�c�±�î�¤�µ�º  �–�î�§�¿�µ�º  �”�»�Þ�«�@  
ARP �Ç�Þ�î�Ò  �Ê�µ�²�î�b��
›�–�î�§�¿�µ�º  �”�»�Þ�«�\� �L�[�6�•���œ�_�T�E�w� �\0b�^�I�€�r�M��

dst-mac >&�õ�–>'�–�î�§�¿�µ�º  �Ê�µ�²�î�b��
›  MAC �”�»�Þ�«�†�
 ARP �Â'Å�b  ARP 
�•�e�_�6�•�±�î�¤�µ�º  MAC �”�»�Þ�«�\!·�œ�K�r�M�� MAC �”�»�Þ�«�@�M+´
�K�Z�8�^�8�Ã�£�µ�º�c!“� �\�K�Z�(8®�I�€�
�»�ß�µ�É�I�€�r�M��

ip >&�õ�–>' ARP �•�e�@�w� �[�
�£�‡�I�€�S  IP �”�»�Þ�«�?�]�:�?�†�è0É�K�r�M��
�”�»�Þ�«�_�c  0.0.0.0�
 255.255.255.255�
�>�|�g�M�m�Z�b  IP �Ð�Ý�³�Ÿ�Õ�«
�º  �”�»�Þ�«�@�µ�r�€�r�M�� �M�m�Z�b ARP 0[�Ó�\  ARP �Â'Å�[3æ�™*… IP �”�»
�Þ�«�†�è���K�
 ARP �Â'Å�[�±�î�¤�µ�º  IP �”�»�Þ�«�b�s�†�è���K�r�M��

src-mac >&�õ�–>'�–�î�§�¿�µ�º  �Ê�µ�²�î�b3æ�™
–  MAC �”�»�Þ�«�†�
 ARP 0[�Ó�>�|
�g�Â'Å�b  ARP �•�e�_�6�•3æ�™
�  MAC �”�»�Þ�«�\!·�œ�K�r�M�� MAC �”�»
�Þ�«�@�M+´�K�Z�8�^�8�Ã�£�µ�º�c!“� �\�K�Z�(8®�I�€�
�»�ß�µ�É�I�€�r�M��

�Ü�Ü�î�« �š�f'à�d

5.0(3)U1(1) �G�b�¥�Ð�å�»�@3ã�•�I�€�r�K�S��  
SEC-65
Cisco Nexus 3000 �©�Ü�î�¬  NX-OS �­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»  �Ü�Ç�“�Þ�å�«

78-26756-01-J



 

�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
ip arp inspection validate
�[ ���_�
3ã�•�b  DAI �è0É�†�–�¿�î�È�Ý�_�M�•�[�†&g�K�r�M��

switch# configure terminal  
switch(config)# ip arp inspection validate src-mac dst-mac ip
switch(config)# 

���_�
3ã�•�b  DAI �è0É�†�¹�•�­�î�È�Ý�_�M�•�[�†&g�K�r�M��

switch# configure terminal
switch(config)# no ip arp inspection validate src-mac dst-mac ip
switch(config)# 

6õ4��¥�Ð�å�» �¥�Ð�å�» 1��Â

feature dhcp DHCP �«�¾�î�Æ�å�¢�†�–�¿�î�È�Ý�_�K�r�M��

show ip arp inspection DAI 0¿���«�¸�î�±�«�†/²&g�K�r�M��

show running-config 
dhcp

DAI 0¿���†�µ�u�Z�
 DHCP �«�¾�î�Æ�å�¢0¿���†/²&g�K�r�M��
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
ip arp inspection vlan
ip arp inspection vlan
VLAN �Ü�«�º�_�P�K�Z  Dynamic ARP Inspection>&DAI >'�†�–�¿�î�È�Ý�_�M�•�_�c�
 ip arp inspection 
vlan �¥�Ð�å�»�†�Q#Ý�K�r�M�� VLAN �Ü�«�º�b  DAI �†�¹�•�­�î�È�Ý�_�M�•�_�c�
�G�b�¥�Ð�å�»�b  no �g
�'�†�Q#Ý�K�r�M��

ip arp inspection vlan vlan-list [logging dhcp-bindings { permit  | all | none}]

no ip arp inspection vlan vlan-list [logging dhcp-bindings {permit  | all | none}]

�S�e�b1��Â

�¥�Ð�å�»  �¹�Ç�›�Ý�º �»�ß�µ�É�I�€�S�Ã�£�µ�º�b�ß� �å�¢

�¥�Ð�å�»  �Ô�î�» �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å �¹�Ç�›�Ý�º�[�c�
�¹�Â�–�«�c  DAI �_�|�W�Z�è���I�€�
�»�ß�µ�É�I�€�S�Ã�£�µ�º�†�ß� �å�¢�K�r�M��

�G�b�¥�Ð�å�»�_�c�
�Û�–�­�å�«�c�²0[�6�~�r�O�‡��

�[ ���_�
 VLAN 13�
 15�
�>�|�g  17 >|  23 �[  DAI �†�–�¿�î�È�Ý�_�M�•�[�†&g�K�r�M��

switch# configure terminal  
switch(config)# ip arp inspection vlan 13,15,17-23  
switch(config)# 

vlan-list DAI �†�”�¡�¸�•�È�_�M�•  VLAN �� vlan-list �,�X�c  1 �X�b  VLAN ID �

VLAN ID �b(
�V�
�•�å�Ð�
�)�~�b  ID �\(
�V�†�æ���[�A�r�M>& ���[���†�g
!·>' ���w� �^  VLAN ID �c�
 1 >|  4096 �[�M��

logging >&�õ�–>'�æ���K�S  VLAN �b  DAI �ß� �å�¢�†�–�¿�î�È�Ý�_�K�r�M��

• all>8�²�–�¼�Ñ�µ�¡  �Í�«�º  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �É�ß�º�¥�Ý
>&DHCP>'�Â�–�å�¹�•�å�¢�\�M+´�M�•�M�m�Z�b�Ã�£�µ�º�†�ß� �å�¢�K�r
�M��

• none>8DHCP �Â�–�å�¹�•�å�¢  �Ã�£�µ�º�†�ß� �å�¢�K�r�O�‡>&�G�b�œ
�É�©�Ù�å�c�
�ß� �å�¢�†�¹�•�­�î�È�Ý�_�M�•���œ�_�Q#Ý�K�r�M>' ��

• permit>8DHCP �Â�–�å�¹�•�å�¢�[0Á�•�I�€�S�Ã�£�µ�º�†�ß� �å�¢�K�r
�M��

dhcp-bindings DHCP �Â�–�å�¹�•�å�¢�b�M+´�_�ö�Y�C�ß� �å�¢�†�–�¿�î�È�Ý�_�K�r�M��

permit DHCP �Â�–�å�¹�•�å�¢�M+´�_�|�•0Á�•�Ã�£�µ�º�b�ß� �å�¢�†�–�¿�î�È�Ý�_
�K�r�M��

all �M�m�Z�b�Ã�£�µ�º�b�ß� �å�¢�†�–�¿�î�È�Ý�_�K�r�M��

none �ß� �å�¢�†�¹�•�­�î�È�Ý�_�K�r�M��

�Ü�Ü�î�« �š�f'à�d

5.0(3)U1(1) �G�b�¥�Ð�å�»�@3ã�•�I�€�r�K�S��  
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
ip arp inspection vlan
6õ4��¥�Ð�å�» �¥�Ð�å�» 1��Â

ip arp inspection 
validate

3ã�•�b  DAI �è0É�†�–�¿�î�È�Ý�_�K�r�M��

show ip arp inspection DAI 0¿���«�¸�î�±�«�†/²&g�K�r�M��

show ip arp inspection 
vlan

VLAN �b�æ���I�€�S�Ü�«�º�b  DAI �«�¸�î�±�«�†/²&g�K�r�M��

show running-config 
dhcp

DAI 0¿���†�µ�u�Z�
 DHCP �«�¾�î�Æ�å�¢0¿���†/²&g�K�r�M��
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
ip arp inspection trust
ip arp inspection trust
�Þ�–�Ö  2 �–�å�±�î�Ç�™�–�«�†�™8—�[�A�•  ARP �–�å�±�î�Ç�™�–�«�\�K�Z0¿���M�•�_�c�
 ip arp 
inspection trust �¥�Ð�å�»�†�Q#Ý�K�r�M���Þ�–�Ö  2 �–�å�±�î�Ç�™�–�«�†�™8—�[�A�^�8  ARP �–�å�±�î
�Ç�™�–�«�\�K�Z0¿���M�•�_�c�
�G�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M��

ip arp inspection trust

no ip arp inspection trust

�S�e�b1��Â �G�b�¥�Ð�å�»�_�c�
�,�X�r�S�c�Ÿ�î�á�î�»�c�6�~�r�O�‡��

�¥�Ð�å�»  �¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�[�c�
�M�m�Z�b�–�å�±�î�Ç�™�–�«�@�™8—�[�A�^�8  ARP �–�å�±�î�Ç�™�–�«�[�M��

�¥�Ð�å�»  �Ô�î�» �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å �™8—�[�A�• ARP �–�å�±�î�Ç�™�–�«�\�K�Z0¿���[�A�•�b�c�
�Þ�–�Ö  2 �–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�T
�E�[�M��

�G�b�¥�Ð�å�»�_�c�
�Û�–�­�å�«�c�²0[�6�~�r�O�‡��

�[ ���_�
�Þ�–�Ö  2 �–�å�±�î�Ç�™�–�«�†�™8—�[�A�•  ARP �–�å�±�î�Ç�™�–�«�\�K�Z0¿���M�•�[�†&g�K�r�M��

switch# configure terminal  
switch(config)# interface ethernet 2/1  
switch(config-if)# ip arp inspection trust  
switch(config-if)# 

6õ4��¥�Ð�å�»

�Ü�Ü�î�« �š�f'à�d

5.0(3)U1(1) �G�b�¥�Ð�å�»�@3ã�•�I�€�r�K�S��  

�¥�Ð�å�» 1��Â

show ip arp inspection Dynamic ARP Inspection>&DAI>'�b0¿���«�¸�î�±�«�†/²&g�K�r�M��

show ip arp inspection 
interface

�æ���I�€�S�–�å�±�î�Ç�™�–�«�b�™8—"g�Â�>�|�g  ARP �Ã�£�µ�º  �Þ�î�º�†/²
&g�K�r�M��

show running-config 
dhcp

DAI 0¿���†�µ�u�Z�
 DHCP �«�¾�î�Æ�å�¢0¿���†/²&g�K�r�M��
SEC-69
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
ip dhcp packet strict-validation
ip dhcp packet strict-validation
DHCP �«�¾�î�Æ�å�¢�µ+��_�|�•�²�–�¼�Ñ�µ�¡  �Í�«�º  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �É�ß�º�¥�Ý>& DHCP>'�Ã
�£�µ�º�b�]�&�^�è0É�†�–�¿�î�È�Ý�_�M�•�_�c�
 ip dhcp packet strict-validation  �¥�Ð�å�»�†�Q#Ý�K�r
�M�� DHCP �Ã�£�µ�º�b�]�&�^�è0É�†�¹�•�­�î�È�Ý�_�M�•�_�c�
�G�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M��

ip dhcp packet strict-validation

no ip dhcp packet strict-validation

�S�e�b1��Â �G�b�¥�Ð�å�»�_�c�
�,�X�r�S�c�Ÿ�î�á�î�»�c�6�~�r�O�‡��

�¥�Ð�å�»  �¹�Ç�›�Ý�º �^�K

�¥�Ð�å�»  �Ô�î�» �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å ip dhcp packet strict-validation �¥�Ð�å�»�†�Q#Ý�M�•�S�_�
 DHCP �«�¾�î�Æ�å�¢�†�–�¿�î�È�Ý�_�M�•�²
0[�@�6�~�r�M��

DHCP �Ã�£�µ�º�b�]�&�^�è0É�[�c�
 DHCP �Ã�£�µ�º�b  DHCP �œ�É�©�Ù�å �Ç�•�î�Ý�»�b
›8Œ  4 �Â�–�º�b
�� magic cookie���Í�†�µ�u�
�G�b�œ�É�©�Ù�å  �Ç�•�î�Ý�»�@�w� �[�6�•�?�†�³�™�µ�¡�K�r�M�� DHCP �Ã
�£�µ�º�b�]�&�^�è0É�@�–�¿�î�È�Ý�_�I�€�Z�8�•���œ�
�¹�Â�–�«�c�è0É�_�»�K�K�S  DHCP �Ã�£�µ�º�†�»
�ß�µ�É�K�r�M��

�[ ���_�
 DHCP �Ã�£�µ�º�b�]�&�^�è0É�†�–�¿�î�È�Ý�_�M�•�[�†&g�K�r�M��

switch# configure terminal
switch(config)# ip dhcp packet strict-validation
switch(config)# 

6õ4��¥�Ð�å�»

�Ü�Ü�î�« �š�f'à�d

5.0(3)U1(1) �G�b�¥�Ð�å�»�@3ã�•�I�€�r�K�S��  

�¥�Ð�å�» 1��Â

feature dhcp �«�–�µ�³�†�«�¾�î�Æ�å�¢�M�•  DHCP �†�–�¿�î�È�Ý�_�K�r�M��

show ip dhcp snooping DHCP �«�¾�î�Æ�å�¢�_6õ�M�•�M+á$×�^�_���†/²&g�K�r�M��

show running-config 
dhcp

#'�~�b  DHCP 0¿���†/²&g�K�r�M��
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
ip dhcp relay information option
ip dhcp relay information option
�Ü�Þ�î  �š�î�ª�™�å�º�_�|�W�Z3?3æ�I�€�S  DHCP �Ã�£�µ�º�[�b  Option 82 �_���b��
°�>�|�g�P7V�†�–
�¿�î�È�Ý�_�M�•�_�c�
 ip dhcp relay information option �¥�Ð�å�»�†�Q#Ý�K�r�M���¢�ß�î�Â�Ý�_�G�b�µ
+��†�¹�•�­�î�È�Ý�_�M�•�_�c�
�G�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M��

ip dhcp relay information option

no ip dhcp relay information option

�S�e�b1��Â

�¥�Ð�å�»  �¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�[�c�
 Option 82 �_���b��
°�>�|�g�P7V�c�¢�ß�î�Â�Ý�_�¹�•�­�î�È�Ý�[�M��

�¥�Ð�å�»  �Ô�î�» �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å �G�b�¥�Ð�å�»�†�Q#Ý�M�•�_�c�
 feature dhcp �¥�Ð�å�»�†�Q#Ý�K�Z  DHCP �«�¾�î�Æ�å�¢�µ+��†�–�¿�î�È
�Ý�_�M�•�²0[�@�6�~�r�M��

no ip dhcp snooping �¥�Ð�å�»�†�Q#Ý�K�Z  DHCP �«�¾�î�Æ�å�¢�†�¹�•�­�î�È�Ý�_�M�•�\�
�¹�Â�–�«�b  
DHCP �«�¾�î�Æ�å�¢0¿���@�–�â�I�€�r�M��

�[ ���_�
�¢�ß�î�Â�Ý�_  DHCP �Ü�Þ�î�_���†�–�¿�î�È�Ý�_�K�Z�
'¢�•�ì�e�Ð�4�g�'�†�æ���M�•�[�†&g�K�r
�M��

switch# configure terminal
switch(config)# ip dhcp relay information option circuit-id format-type string
switch(config)# 

6õ4��¥�Ð�å�»

circuit-id 
format-type 
string

�¹�Ç�›�Ý�º�b�Â�–�¼�Ü  ifIndex �g�'�b  Option 82 �b�æ�ƒ�~�_'¢�•�ì�I�€�S�«�º�Ü
�å�¢�g�'�†�Q#Ý�M�•�|�:�_�æ���K�r�M��

�Ü�Ü�î�« �š�f'à�d

5.0(3)U1(1) �G�b�¥�Ð�å�»�@3ã�•�I�€�r�K�S��  
5.0(3)U3(2) �«�º�Ü�å�¢�g�'�_'¢�•�ì�I�€�•  Option 82 �_���b�§�Ï�î�º�@3ã�•�I�€�r�K

�S��

�¥�Ð�å�» 1��Â

feature dhcp �¹�Â�–�«�b  DHCP �«�¾�î�Æ�å�¢�µ+��†�–�¿�î�È�Ý�_�K�r�M��

ip dhcp smart realy DHCP �«�Ð�î�º  �Ü�Þ�î�†�¢�ß�î�Â�Ý�_�–�¿�î�È�Ý�_�K�r�M��

show running-config 
dhcp

DHCP �«�¾�î�Æ�å�¢0¿���†/²&g�K�r�M��
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
ip dhcp smart relay
ip dhcp smart relay
DHCP �«�Ð�î�º  �Ü�Þ�î�†�¢�ß�î�Â�Ý�_�–�¿�î�È�Ý�_�M�•�_�c�
 ip dhcp smart relay �¥�Ð�å�»�†�Q#Ý�K
�r�M���¢�ß�î�Â�Ý�_�G�b�µ+��†�¹�•�­�î�È�Ý�_�M�•�_�c�
�G�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M��

ip dhcp smart relay

no ip dhcp smart relay

�S�e�b1��Â �G�b�¥�Ð�å�»�_�c�
�,�X�r�S�c�Ÿ�î�á�î�»�c�6�~�r�O�‡��

�¥�Ð�å�»  �¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�[�c�
�G�b�µ+��c�¢�ß�î�Â�Ý�_�¹�•�­�î�È�Ý�[�M��

�¥�Ð�å�»  �Ô�î�» �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å �G�b�¥�Ð�å�»�†�Q#Ý�M�•�_�c�
 feature dhcp �¥�Ð�å�»�†�Q#Ý�K�Z  DHCP �«�¾�î�Æ�å�¢�µ+��†�–�¿�î�È
�Ý�_�M�•�²0[�@�6�~�r�M��

no ip dhcp snooping �¥�Ð�å�»�†�Q#Ý�K�Z  DHCP �«�¾�î�Æ�å�¢�†�¹�•�­�î�È�Ý�_�M�•�\�
�¹�Â�–�«�b  
DHCP �«�¾�î�Æ�å�¢0¿���@�–�â�I�€�r�M��

�[ ���_�
�¢�ß�î�Â�Ý�_  DHCP �«�Ð�î�º  �Ü�Þ�î�†�–�¿�î�È�Ý�_�M�•�[�†&g�K�r�M��

switch# configure terminal
switch(config)# ip dhcp smart relay
switch(config)# 

6õ4��¥�Ð�å�»

�Ü�Ü�î�« �š�f'à�d

5.0(3)U1(1) �G�b�¥�Ð�å�»�@3ã�•�I�€�r�K�S��  

�¥�Ð�å�» 1��Â

feature dhcp �¹�Â�–�«�b  DHCP �«�¾�î�Æ�å�¢�µ+��†�–�¿�î�È�Ý�_�K�r�M��

show ip dhcp relay IP DHCP �«�Ð�î�º  �Ü�Þ�î0¿���†/²&g�K�r�M��

show running-config 
dhcp

DHCP �«�¾�î�Æ�å�¢0¿���†/²&g�K�r�M��
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
ip dhcp snooping
ip dhcp snooping
�¹�Â�–�«�[�²�–�¼�Ñ�µ�¡  �Í�«�º  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �É�ß�º�¥�Ý>& DHCP>'�«�¾�î�Æ�å�¢�†�¢�ß�î
�Â�Ý�_�–�¿�î�È�Ý�_�M�•�_�c�
 ip dhcp snooping �¥�Ð�å�»�†�Q#Ý�K�r�M�� DHCP �«�¾�î�Æ�å�¢�†�¢
�ß�î�Â�Ý�[�¹�•�­�î�È�Ý�_�M�•�_�c�
�G�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M��

ip dhcp snooping

no ip dhcp snooping

�S�e�b1��Â �G�b�¥�Ð�å�»�_�c�
�,�X�r�S�c�Ÿ�î�á�î�»�c�6�~�r�O�‡��

�¥�Ð�å�»  �¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�[�c�
 DHCP �«�¾�î�Æ�å�¢�c�¢�ß�î�Â�Ý�_�¹�•�­�î�È�Ý�[�M��

�¥�Ð�å�»  �Ô�î�» �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å �G�b�¥�Ð�å�»�†�Q#Ý�M�•�_�c�
 feature dhcp �¥�Ð�å�»�†�Q#Ý�K�Z  DHCP �«�¾�î�Æ�å�¢�µ+��†�–�¿�î�È
�Ý�_�M�•�²0[�@�6�~�r�M��

no ip dhcp snooping �¥�Ð�å�»�†�Q#Ý�K�Z  DHCP �«�¾�î�Æ�å�¢�†�¹�•�­�î�È�Ý�_�M�•�\�
�¹�Â�–�«�b  
DHCP �«�¾�î�Æ�å�¢0¿���@�–�â�I�€�r�M��

�[ ���_�
 DHCP �«�¾�î�Æ�å�¢�†�¢�ß�î�Â�Ý�_�–�¿�î�È�Ý�_�M�•�[�†&g�K�r�M��

switch# configure terminal
switch(config)# ip dhcp snooping
switch(config)# 

6õ4��¥�Ð�å�»

�Ü�Ü�î�« �š�f'à�d

5.0(3)U1(1) �G�b�¥�Ð�å�»�@3ã�•�I�€�r�K�S��  

�¥�Ð�å�» 1��Â

feature dhcp �¹�Â�–�«�b  DHCP �«�¾�î�Æ�å�¢�µ+��†�–�¿�î�È�Ý�_�K�r�M��

ip dhcp snooping 
information option

DHCP �Ü�Þ�î  �š�î�ª�™�å�º�†�Q#Ý�K�^�8�[3?3æ�I�€�S  DHCP �Ã�£�µ�º�[
�b  option-82 �_���b��
°�>�|�g�P7V�†�–�¿�î�È�Ý�_�K�r�M��

ip dhcp snooping trust �–�å�±�î�Ç�™�–�«�†�
 DHCP �Ó�µ�­�î�ª�b�™8—�[�A�•3æ�™
–�\�K�Z0¿���K
�r�M��

ip dhcp snooping vlan "I���b  VLAN �V�[  DHCP �«�¾�î�Æ�å�¢�†�–�¿�î�È�Ý�_�K�r�M��

show ip dhcp snooping DHCP �«�¾�î�Æ�å�¢�_6õ�M�•�M+á$×�^�_���†/²&g�K�r�M��

show running-config 
dhcp

DHCP �«�¾�î�Æ�å�¢0¿���†/²&g�K�r�M��
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
ip dhcp snooping information option
ip dhcp snooping information option
�²�–�¼�Ñ�µ�¡  �Í�«�º  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �É�ß�º�¥�Ý>& DHCP>'�Ã�£�µ�º�b  option-82 �_���b��
°
�>�|�g�P7V�†�–�¿�î�È�Ý�_�M�•�_�c�
 ip dhcp snooping information option  �¥�Ð�å�»�†�Q#Ý�K�r�M��
option-82 �_���b��
°�>�|�g�P7V�†�¹�•�­�î�È�Ý�_�M�•�_�c�
�G�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M��

ip dhcp snooping information option

no ip dhcp snooping information option

�S�e�b1��Â �G�b�¥�Ð�å�»�_�c�
�,�X�r�S�c�Ÿ�î�á�î�»�c�6�~�r�O�‡��

�¥�Ð�å�»  �¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�[�c�
 option-82 �_���b��
°�>�|�g�P7V�c��/œ�I�€�r�O�‡��

�¥�Ð�å�»  �Ô�î�» �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å �G�b�¥�Ð�å�»�†�Q#Ý�M�•�_�c�
 feature dhcp �¥�Ð�å�»�†�Q#Ý�K�Z  DHCP �«�¾�î�Æ�å�¢�µ+��†�–�¿�î�È
�Ý�_�M�•�²0[�@�6�~�r�M��

�[ ���_�
 DHCP �«�¾�î�Æ�å�¢�†�¢�ß�î�Â�Ý�_�–�¿�î�È�Ý�_�M�•�[�†&g�K�r�M��

switch# configure terminal
switch(config)# ip dhcp snooping information option
switch(config)# 

6õ4��¥�Ð�å�»

�Ü�Ü�î�« �š�f'à�d

5.0(3)U1(1) �G�b�¥�Ð�å�»�@3ã�•�I�€�r�K�S��  

�¥�Ð�å�» 1��Â

feature dhcp �¹�Â�–�«�b  DHCP �«�¾�î�Æ�å�¢�µ+��†�–�¿�î�È�Ý�_�K�r�M��

ip dhcp snooping �¹�Â�–�«�b  DHCP �«�¾�î�Æ�å�¢�†�¢�ß�î�Â�Ý�_�–�¿�î�È�Ý�_�K�r�M��

ip dhcp snooping trust �–�å�±�î�Ç�™�–�«�†�
 DHCP �Ó�µ�­�î�ª�b�™8—�[�A�•3æ�™
–�\�K�Z0¿���K
�r�M��

ip dhcp snooping vlan "I���b  VLAN �V�[  DHCP �«�¾�î�Æ�å�¢�†�–�¿�î�È�Ý�_�K�r�M��

show ip dhcp snooping DHCP �«�¾�î�Æ�å�¢�_6õ�M�•�M+á$×�^�_���†/²&g�K�r�M��

show running-config 
dhcp

DHCP �«�¾�î�Æ�å�¢0¿���†/²&g�K�r�M��
SEC-74
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
ip dhcp snooping trust
ip dhcp snooping trust
�²�–�¼�Ñ�µ�¡  �Í�«�º  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �É�ß�º�¥�Ý>& DHCP>'�Ó�µ�­�î�ª�b�™8—�[�A�•3æ�™
–�\
�K�Z�–�å�±�î�Ç�™�–�«�†0¿���M�•�_�c�
 ip dhcp snooping trust �¥�Ð�å�»�†�Q#Ý�K�r�M���–�å�±�î�Ç�™
�–�«�†  DHCP �Ó�µ�­�î�ª�b�™8—�[�A�^�83æ�™
–�\�K�Z0¿���M�•�_�c�
�G�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K
�r�M��

ip dhcp snooping trust

no ip dhcp snooping trust

�S�e�b1��Â �G�b�¥�Ð�å�»�_�c�
�,�X�r�S�c�Ÿ�î�á�î�»�c�6�~�r�O�‡��

�¥�Ð�å�»  �¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�[�c�
 DHCP �Ó�µ�­�î�ª�b�™8—�[�A�•3æ�™
–�\�K�Z0¿���I�€�•�–�å�±�î�Ç�™�–�«�c�6�~�r
�O�‡��

�¥�Ð�å�»  �Ô�î�» �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å �G�b�¥�Ð�å�»�†�Q#Ý�M�•�_�c�
 DHCP �«�¾�î�Æ�å�¢�µ+��†�–�¿�î�È�Ý�_�M�•�²0[�@�6�~�r�M>& feature 
dhcp �¥�Ð�å�»�†�g!·>' ��

DHCP �b�™8—"g�Â�c�
���b�±�–�É�b�–�å�±�î�Ç�™�–�«�_0¿���[�A�r�M��

• �Þ�–�Ö  3 �–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�>�|�g�§�È�–�å�±�î�Ç�™�–�«

• �Þ�–�Ö  2 �–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«

• �É�Û�–�Ë�î�º  VLAN �–�å�±�î�Ç�™�–�«

�[ ���_�
�–�å�±�î�Ç�™�–�«�†  DHCP �Ó�µ�­�î�ª�b�™8—�[�A�•3æ�™
–�\�K�Z0¿���M�•�[�†&g�K�r�M��

switch# configure terminal
switch(config)# interface ethernet 2/1
switch(config-if)# ip dhcp snooping trust
switch(config-if)# 

6õ4��¥�Ð�å�»

�Ü�Ü�î�« �š�f'à�d

5.0(3)U1(1) �G�b�¥�Ð�å�»�@3ã�•�I�€�r�K�S��  

�¥�Ð�å�» 1��Â

ip dhcp snooping �¹�Â�–�«�b  DHCP �«�¾�î�Æ�å�¢�†�¢�ß�î�Â�Ý�_�–�¿�î�È�Ý�_�K�r�M��

ip dhcp snooping vlan "I���b  VLAN �V�[  DHCP �«�¾�î�Æ�å�¢�†�–�¿�î�È�Ý�_�K�r�M��
SEC-75
Cisco Nexus 3000 �©�Ü�î�¬  NX-OS �­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»  �Ü�Ç�“�Þ�å�«

78-26756-01-J



 

�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
ip dhcp snooping trust
show ip dhcp snooping DHCP �«�¾�î�Æ�å�¢�_6õ�M�•�M+á$×�^�_���†/²&g�K�r�M��

show running-config 
dhcp

DHCP �«�¾�î�Æ�å�¢0¿���†/²&g�K�r�M��

�¥�Ð�å�» 1��Â
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
ip dhcp snooping verify mac-address
ip dhcp snooping verify mac-address
MAC �”�»�Þ�«�è0É�b�²�–�¼�Ñ�µ�¡  �Í�«�º  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �É�ß�º�¥�Ý>& DHCP>'�«�¾�î�Æ�å
�¢�†�–�¿�î�È�Ý�_�M�•�_�c  ip dhcp snooping verify mac-address �¥�Ð�å�»�†�Q#Ý�K�r�M�� DHCP �«
�¾�î�Æ�å�¢�b  MAC �”�»�Þ�«�è0É�†�¹�•�­�î�È�Ý�_�M�•�_�c�
�G�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M��

ip dhcp snooping verify mac-address

no ip dhcp snooping verify mac-address

�S�e�b1��Â �G�b�¥�Ð�å�»�_�c�
�,�X�r�S�c�Ÿ�î�á�î�»�c�6�~�r�O�‡��

�¥�Ð�å�»  �¹�Ç�›�Ý�º �^�K

�¥�Ð�å�»  �Ô�î�» �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å �¹�Ç�›�Ý�º�[�c�
 DHCP �«�¾�î�Æ�å�¢�[�b  MAC �”�»�Þ�«�è0É�c�¹�•�­�î�È�Ý�[�M��

�G�b�¥�Ð�å�»�†�Q#Ý�M�•�_�c�
 feature dhcp �¥�Ð�å�»�†�Q#Ý�K�Z  DHCP �«�¾�î�Æ�å�¢�µ+��†�–�¿�î�È
�Ý�_�M�•�²0[�@�6�~�r�M��

�™8—�[�A�^�8�–�å�±�î�Ç�™�–�«�?�}�Ã�£�µ�º�†�w�™�K�
�G�b3æ�™
–  MAC �”�»�Þ�«�\  DHCP �¡�Û�–�”
�å�º  �Á�î�»�˜�™�”  �”�»�Þ�«�@�M+´�K�^�8���œ�
�”�»�Þ�«�è0É�_�|�W�Z�¹�Â�–�«�c�Ã�£�µ�º�†�»�ß�µ�É
�K�r�M��

�[ ���b�[�[�c�
 DHCP �«�¾�î�Æ�å�¢�†  MAC �”�»�Þ�«�è0É�[�–�¿�î�È�Ý�_�M�•�‰�2�†&g�K�r�M��

switch# configure terminal
switch(config)# ip dhcp snooping verify mac-address 
switch(config)# 

6õ4��¥�Ð�å�»

�Ü�Ü�î�« �š�f'à�d

5.0(3)U1(1) �G�b�¥�Ð�å�»�@3ã�•�I�€�r�K�S��  

�¥�Ð�å�» 1��Â

feature dhcp �«�–�µ�³�†�«�¾�î�Æ�å�¢�M�•  DHCP �†�–�¿�î�È�Ý�_�K�r�M��

show running-config 
dhcp

DHCP �«�¾�î�Æ�å�¢�b0¿���†/²&g�K�r�M��
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
ip dhcp snooping vlan
ip dhcp snooping vlan
1 �X�è�V�b  VLAN �[�²�–�¼�Ñ�µ�¡  �Í�«�º  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �É�ß�º�¥�Ý>& DHCP>'�«�¾�î�Æ�å�¢
�†�–�¿�î�È�Ý�_�M�•�_�c  ip dhcp snooping vlan �¥�Ð�å�»�†�Q#Ý�K�r�M�� 1 �X�r�S�c0
�X�b  VLAN �V�[  
DHCP �«�¾�î�Æ�å�¢�†�¹�•�­�î�È�Ý�_�M�•�_�c�
�G�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M��

ip dhcp snooping vlan vlan-list

no ip dhcp snooping vlan vlan-list

�S�e�b1��Â

�¥�Ð�å�»  �¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�[�c�
�M�m�Z�b  VLAN �V�[  DHCP �«�¾�î�Æ�å�¢�c�¹�•�­�î�È�Ý�[�M��

�¥�Ð�å�»  �Ô�î�» �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å �G�b�¥�Ð�å�»�†�Q#Ý�M�•�_�c�
 feature dhcp �¥�Ð�å�»�†�Q#Ý�K�Z  DHCP �«�¾�î�Æ�å�¢�µ+��†�–�¿�î�È
�Ý�_�M�•�²0[�@�6�~�r�M��

�[ ���_�
 VLAN 100�
 200�
�>�|�g  250 >|  252 �[  DHCP �«�¾�î�Æ�å�¢�†�–�¿�î�È�Ý�_�M�•�[�†&g�K�r�M��

switch# configure terminal
switch(config)# ip dhcp snooping vlan 100,200,250-252
switch(config)# 

6õ4��¥�Ð�å�»

vlan-list DHCP �«�¾�î�Æ�å�¢�†�–�¿�î�È�Ý�_�M�•  VLAN (
�V�� vlan-list �,�X�c  1 �X�b  
VLAN ID �
 VLAN ID �b(
�V�
�•�å�Ð�
�)�~�b  ID �\(
�V�†�æ���[�A�r�M���w� 
�^  VLAN ID �c  1 >|  4094 �[�M��
Æ4Š#Ý�_�£(Ù�I�€�Z�8�•  VLAN �c7V�A�r�M��

�Á�–�Ç�å>& ->'�†�Q#Ý�K�Z�
 VLAN ID �b(
�V�b6ä��  ID �\)
�¢  ID �†�
�9�K�r�M
>&�S�\�<�d�
 70-100>'��

�•�å�Ð>& ,>'�†�Q#Ý�K�Z�
�›  VLAN ID �>�|�g  VLAN ID �b(
�V�†�
�9�K�r�M>&�S
�\�<�d�
 20,70-100,142>'��

�Ü�Ü�î�« �š�f'à�d
5.0(3)U1(1) �G�b�¥�Ð�å�»�@3ã�•�I�€�r�K�S��  

�¥�Ð�å�» 1��Â

feature dhcp �«�–�µ�³�†�«�¾�î�Æ�å�¢�M�•  DHCP �†�–�¿�î�È�Ý�_�K�r�M��

show ip dhcp snooping DHCP �«�¾�î�Æ�å�¢�_6õ�M�•�M+á$×�^�_���†/²&g�K�r�M��

show running-config 
dhcp

DHCP �«�¾�î�Æ�å�¢0¿���†/²&g�K�r�M��
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
ip port access-group
ip port access-group
IPv4 �”�¡�­�«  �¥�å�º�ß�î�Ý  �Ü�«�º>& ACL>'�†�–�å�±�î�Ç�™�–�«�b�Ï�î�º  ACL �\�K�Z4:#Ý�M�•�_�c�

ip port access-group �¥�Ð�å�»�†�Q#Ý�K�r�M���–�å�±�î�Ç�™�–�«�?�}  IPv4 ACL �†�P7V�M�•�_�c�
�G�b
�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M��

ip port access-group access-list-name in

no ip port access-group access-list-name in

�S�e�b1��Â

�¥�Ð�å�»  �¹�Ç�›�Ý�º �^�K

�¥�Ð�å�»  �Ô�î�» �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å �¹�Ç�›�Ý�º�[�c�
�–�å�±�î�Ç�™�–�«�_  IPv4 ACL �c4:#Ý�I�€�r�O�‡��

ip port access-group �¥�Ð�å�»�†�Q#Ý�M�•�G�\�_�|�~�
���b�–�å�±�î�Ç�™�–�«  �±�–�É�_�P�K�Z�
 IPv4 
ACL �†�Ï�î�º  ACL �\�K�Z4:#Ý�[�A�r�M��

• �Þ�–�Ö  2 �–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«

• �Þ�–�Ö  2 EtherChannel �–�å�±�î�Ç�™�–�«

IPv4 ACL �†  VLAN ACL �\�K�Z4:#Ý�M�•�G�\�v�[�A�r�M��0ò(ý�_�X�8�Z�c�
 match �¥�Ð�å�»�†�g!·�K
�Z�C�T�I�8��

�«�–�µ�³�[�Ï�î�º  ACL �@4:#Ý�I�€�•�b�c�
%T�™�º�Û�Ç�•�µ�¡�T�E�[�M��%T�™�Ã�£�µ�º�c�
�«�–�µ�³�V
�[  ACL �b�Ý�î�Ý�_�P�K�Z�³�™�µ�¡�I�€�r�M���q�6�b�M+´�Ý�î�Ý�_�|�W�Z�Ã�£�µ�º�@0Á�•�I�€�•�\�
�Q
�b�Ã�£�µ�º�c�«�–�µ�³�[�,�A)F�A��#.�I�€�r�M���q�6�b�M+´�Ý�î�Ý�_�|�W�Z�Ã�£�µ�º�@�Ä�°�I�€�•�\�

�Q�b�Ã�£�µ�º�c�«�–�µ�³�[�ë� �I�€�
 ICMP �Í�«�º�?4)�Y+��Ó�µ�­�î�ª�@�`�I�€�r�M��

�«�–�µ�³�?�}"I���b  ACL �†�P7V�K�S���œ�
�–�å�±�î�Ç�™�–�«�?�}�Q�b  ACL �†�P7V�K�^�C�Z�v�
�P7V
�K�S  ACL �c�–�å�±�î�Ç�™�–�«�V�b�º�Û�Ç�•�µ�¡�_�c�s8j�K�r�O�‡��

�[ ���_�
�–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«  1/2 �_�P�K�Z�
 ip-acl-01 �\�8�:  IPv4 ACL �†�Ï�î�º  ACL �\�K�Z
4:#Ý�M�•�[�†&g�K�r�M��

switch# configure terminal
switch(config)# interface ethernet 1/2  
switch(config-if)# ip port access-group ip-acl-01 in  
switch(config-if)#

access-list-name IPv4 ACL �b�¡�S���q�±  64 �e�Ð�[�
�±�e�Ð�\�`�e�Ð�†�
�9�K�S,e�X�Ð�[�æ
���K�r�M��

in ACL �†%T�™�º�Û�Ç�•�µ�¡�_4:#Ý�M�•�|�:�_�æ���K�r�M��

�Ü�Ü�î�« �š�f'à�d

5.0(3)U1(1) �G�b�¥�Ð�å�»�@3ã�•�I�€�r�K�S��  
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
ip port access-group
���_�
�–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«  1/2 �?�}�
 ip-acl-01 �\�8�:  IPv4 ACL �†�P7V�M�•�[�†&g�K�r�M��

switch# configure terminal
switch(config)# interface ethernet 1/2  
switch(config-if)# no ip port access-group ip-acl-01 in
switch(config-if)#

6õ4��¥�Ð�å�» �¥�Ð�å�» 1��Â

ip access-list IPv4 ACL �†0¿���K�r�M��

show access-lists �M�m�Z�b ACL �†/²&g�K�r�M��

show ip access-lists "I���b  IPv4 ACL �r�S�c�M�m�Z�b  IPv4 ACL �†/²&g�K�r�M��

show running-config 
interface

�M�m�Z�b�–�å�±�î�Ç�™�–�«�r�S�c"I���b�–�å�±�î�Ç�™�–�«�b��/œ�¥�å�Ç�•
� �×�Þ�î�©�Ù�å�†/²&g�K�r�M��
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
ip source binding
ip source binding
�Þ�–�Ö  2 �–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«#Ý�b�[��  IP �¯�î�«  �š�å�º�Ü�†�8�B�M�•�_�c�
 ip source 
binding �¥�Ð�å�»�†�Q#Ý�K�r�M���[��  IP �¯�î�«  �š�å�º�Ü�†�¹�•�­�î�È�Ý�_�M�•�_�c�
�G�b�¥�Ð�å�»�b  
no �g�'�†�Q#Ý�K�r�M��

ip source binding IP-address MAC-address vlan vlan-id { interface ethernet slot/port | 
port-channel channel-no}

no ip source binding IP-address MAC-address vlan vlan-id { interface ethernet slot/port | 
port-channel channel-no}

�S�e�b1��Â

�¥�Ð�å�»  �¹�Ç�›�Ý�º �^�K

�¥�Ð�å�»  �Ô�î�» �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å �¹�Ç�›�Ý�º�[�c�
�[��  IP �¯�î�«  �š�å�º�Ü�c�8�B�I�€�r�O�‡��

�G�b�¥�Ð�å�»�†�Q#Ý�M�•�_�c�
 feature dhcp �¥�Ð�å�»�†�Q#Ý�K�Z�²�–�¼�Ñ�µ�¡  �Í�«�º  �¥�å�Ç�•� �×
�Þ�î�©�Ù�å  �É�ß�º�¥�Ý>& DHCP>'�«�¾�î�Æ�å�¢�µ+��†�–�¿�î�È�Ý�_�M�•�²0[�@�6�~�r�M��

�[ ���_�
�–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«  2/3 �V�_�
 VLAN 100 �_6õ4��Ü�E�•�[��  IP �¯�î�«  �š�å�º�Ü�†�8
�B�M�•�[�†&g�K�r�M��

switch# configure terminal  
switch(config)# ip source binding 10.5.22.7 001f.28bd.0013 vlan 100 interface ethernet 2/3  
switch(config)# 

IP-address "I���b�–�å�±�î�Ç�™�–�«�V�[�Q#Ý�M�•  IPv4 �”�»�Þ�«���w� �^�š�å�º�Ü�c�
�»�µ
�º�Ü�A  10 4
/²0°�[�M��

MAC-address "I���b�–�å�±�î�Ç�™�–�«�V�[�Q#Ý�M�•  MAC �”�»�Þ�«���w� �^�š�å�º�Ü�c�
�»�µ
�º�Ü�A  16 4
/²0°�[�M��

vlan vlan-id IP �¯�î�«  �š�å�º�Ü�_6õ4��Ü�E�•  VLAN �†�æ���K�r�M��

interface ethernet 
slot/port

�[��  IP �š�å�º�Ü�_6õ4��Ü�E�•�Þ�–�Ö  2 �–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�†�æ���K
�r�M���«�ß�µ�º$��•�_�c  1 >|  255�
�Ï�î�º$��•�_�c  1 >|  128 �†�æ���[�A�r�M��

port-channel 
channel-no

EtherChannel �–�å�±�î�Ç�™�–�«�†�æ���K�r�M��$��•�c�
 1 >|  4096 �[�M��

�Ü�Ü�î�« �š�f'à�d
5.0(3)U1(1) �G�b�¥�Ð�å�»�@3ã�•�I�€�r�K�S��  
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
ip source binding
6õ4��¥�Ð�å�» �¥�Ð�å�» 1��Â

feature dhcp �«�–�µ�³�†�«�¾�î�Æ�å�¢�M�•  DHCP �†�–�¿�î�È�Ý�_�K�r�M��

show ip verify source IP �\  MAC �”�»�Þ�«�b�Â�–�å�¹�•�å�¢�†/²&g�K�r�M��

show interface �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†/²&g�K�r�M��

show running-config 
dhcp

DHCP �«�¾�î�Æ�å�¢0¿���_���†/²&g�K�r�M��
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
ipv6 address
ipv6 address
�–�å�±�î�Ç�™�–�«�_  IPv6 �”�»�Þ�«�†0¿���M�•�_�c�
 ipv6 address �¥�Ð�å�»�†�Q#Ý�K�r�M�� IPv6 �”�»�Þ
�«0¿���†�P7V�M�•�_�c�
�G�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M��

ipv6 address {ipv6-address [eui64] [ route-preference preference] [secondary] [tag 
tag-id]} { use-link-local-only} 

no ipv6 address {ipv6-address [eui64] [ route-preference preference] [secondary] [tag 
tag-id]} { use-link-local-only}

�S�e�b1��Â

�¹�Ç�›�Ý�º �^�K

�¥�Ð�å�»  �Ô�î�» �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å �–�å�±�î�Ç�™�–�«�_  IPv6 �b�”�»�Þ�«�r�S�c�­�•�å�²�Ü  �”�»�Þ�«�†0¿���M�•�_�c�
 ipv6 address �¥�Ð�å
�»�†�Q#Ý�K�r�M��

�G�b�¥�Ð�å�»�_�c�
�Û�–�­�å�«�c�²0[�6�~�r�O�‡��

�[ ���_�
�–�å�±�î�Ç�™�–�«�V�[  IPv6 �”�»�Þ�«�†0¿���M�•�[�†&g�K�r�M��

switch# configure terminal
switch(config)# interface ethernet 1/5
switch(config-if)# no switchport
switch(config-if)#  ipv6 address 2001:0DB8::1/8  
switch(config-if)#

���_�
 IPv6 �”�»�Þ�«0¿���†�P7V�M�•�[�†&g�K�r�M��

switch(config-if)#  no ipv6 address 2001:0DB8::1/8

ipv6-address IPv6 �”�»�Þ�«���g�'�c  A:B::C:D/length �[�M�� length �b(
�V�c  1 >|  128 �[
�M��

eui64 >&�õ�–>'�”�»�Þ�«�b�W�)  64 �Å�µ�º�_  Extended Unique Identifier>&EUI64>'
�†0¿���K�r�M��

route-preference 
preference

>&�õ�–>'�ß�î�•�Ý  �Ý�î�º�r�S�c%$�K�Ý�î�º�b�Ý�î�º  �É�Ü�Ç�“�Þ�å�«�†0¿��
�K�r�M���w� �^(
�V�c  0 >|  255 �[�M��

secondary >&�õ�–>'�­�•�å�²�Ü  IPv6 �”�»�Þ�«�†�8�B�K�r�M��

tag tag-id >&�õ�–>'�ß�î�•�Ý  �Ý�î�º�r�S�c%$�K�Ý�î�º�b�Ý�î�º  �±�¢�Í�†0¿���K�r�M��

use-link-local-only �"�M�b�Ü�å�¡�ß�î�•�Ý�b�s�†�Q#Ý�K�Z�8�•�–�å�±�î�Ç�™�–�«�_�
 IPv6 �†�æ
���K�r�M��

�Ü�Ü�î�« �š�f'à�d

5.0(3)U3(1) �G�b�¥�Ð�å�»�@3ã�•�I�€�r�K�S��   
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
ipv6 address
6õ4��¥�Ð�å�» �¥�Ð�å�» 1��Â

show ipv6 interface �–�å�±�î�Ç�™�–�«�b  IPv6 �_���†/²&g�K�r�M��
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
ipv6 access-list
ipv6 access-list
IPv6 �”�¡�­�«  �¥�å�º�ß�î�Ý  �Ü�«�º>& ACL>'�†0¿���M�•�?�
�r�S�c"I���b  ACL �b  IPv6 �”�¡�­�«  �Ü�«
�º  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���M�•�_�c�
 ipv6 access-list �¥�Ð�å�»�†�Q#Ý�K�r�M�� IPv6 
ACL 0¿���†�P7V�M�•�_�c�
�G�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M��

ipv6 access-list { acl-name | match-local-traffic }

no ip6 access-list { acl-name | match-local-traffic }

�S�e�b1��Â

�¹�Ç�›�Ý�º �^�K

�¥�Ð�å�»  �Ô�î�» ACL �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å �G�b�¥�Ð�å�»�_�c�
�Û�–�­�å�«�c�²0[�6�~�r�O�‡��

�[ ���_�
 IPv6 ACL �†0¿���M�•�[�†&g�K�r�M��

switch# configure terminal
switch(config)# ipv6 access-list ACL-1-IPv6

���_�
 IPv6 ACL 0¿���†�P7V�M�•�[�†&g�K�r�M��

switch(config)# no ipv6 access-list ACL-01-IPv6

6õ4��¥�Ð�å�»

acl-name IPv6 ACL �b�¡�S�� ACL �¡�_�c�q�±  64 �b,e�X�Ð�†�Q#Ý�[�A�r�M���¡�S�_
�c�«�Ì�î�«�r�S�c�,#Ý'¢�†�µ�u�•�G�\�c�[�A�r�O�‡��

match-local-traffic ACL �–�¿�î�È�Ý�_�K�Z�
 CPU �†)�#ä�M�•�M�m�Z�b%T�™�>�|�g$Î�™�º�Û
�Ç�•�µ�¡�†!·�œ�K�r�M��

�Ü�Ü�î�« �š�f'à�d

5.0(3)U3(1) �G�b�¥�Ð�å�»�@3ã�•�I�€�r�K�S��   

�¥�Ð�å�» 1��Â

ipv6 traffic-filter IPv6 �Ã�£�µ�º�_�P�M�•�”�¡�­�«  �¥�å�º�ß�î�Ý�†0¿���K�r�M��
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
ipv6 traffic-filter
ipv6 traffic-filter
IPv6 �Ã�£�µ�º�_�”�¡�­�«  �¥�å�º�ß�î�Ý�†0¿���M�•�_�c�
 ipv6 traffic-filter  �¥�Ð�å�»�†�Q#Ý�K�r�M���”
�¡�­�«  �¥�å�º�ß�î�Ý0¿���†�P7V�M�•�_�c�
�G�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M��

ipv6 traffic-filter acl-name [in | out]

no ipv6 traffic-filter acl-name [in | out]

�S�e�b1��Â

�¹�Ç�›�Ý�º �^�K

�¥�Ð�å�»  �Ô�î�» �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å �G�b�¥�Ð�å�»�_�c�
�Û�–�­�å�«�c�²0[�6�~�r�O�‡��

�[ ���_�
 IPv6 �Ã�£�µ�º�b  ACL �†0¿���M�•�[�†&g�K�r�M��

switch# configure terminal
switch(config)# ipv6 access-list ACL-1-IPv6
switch(config-ipv6-acl)# permit tcp 2001:0db8:85a3::/48 2001:0db8:be03:2112::/64
switch(config-ipv6-acl)# permit udp 2001:0db8:85a3::/48 2001:0db8:be03:2112::/64
switch(config-ipv6-acl)# permit tcp 2001:0db8:69f2::/48 2001:0db8:be03:2112::/64
switch(config-ipv6-acl)# permit udp 2001:0db8:69f2::/48 2001:0db8:be03:2112::/64
switch(config-ipv6-acl)# interface ethernet 1/4
switch(config-if)# ipv6 traffic-filter  ACL-1-IPv6 in

���_�
 IPv6 �”�¡�­�«  �¥�å�º�ß�î�Ý0¿���†�P7V�M�•�[�†&g�K�r�M��

switch(config-if)# no ipv6 traffic-filter ACL-1-IPv6 in
switch(config-if)#

6õ4��¥�Ð�å�»

acl-name �”�¡�­�«  �¥�å�º�ß�î�Ý  �Ü�«�º>& ACL>'�b�¡�S�� ACL �¡�_�c�q�±  64 �b,e
�X�Ð�†�Q#Ý�[�A�r�M��

in >&�õ�–>'%T�™�Ã�£�µ�º�†�æ���K�r�M��

out >&�õ�–>'$Î�™�Ã�£�µ�º�†�æ���K�r�M��

�Ü�Ü�î�« �š�f'à�d

5.0(3)U3(1) �G�b�¥�Ð�å�»�@3ã�•�I�€�r�K�S��   

�¥�Ð�å�» 1��Â

ipv6 access-list IPv6 �”�¡�­�«  �¥�å�º�ß�î�Ý  �Ü�«�º>& ACL>'�†0¿���M�•�?�
 IPv6 ACL �¥
�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
ipv6 verify unicast source reachable-via
ipv6 verify unicast source reachable-via
IPv6 #Ý�–�å�±�î�Ç�™�–�«�_�Ø�½�Ÿ�Õ�«�º  �Ü�Â�î�«  �Ã�«3?3æ>&�Ø�½�Ÿ�Õ�«�º RPF>'�†0¿���M�•�_�c�

ipv6 verify unicast source reachable-via �¥�Ð�å�»�†�Q#Ý�K�r�M��

ipv6 verify unicast source reachable-via { any | rx}

�S�e�b1��Â

�¹�Ç�›�Ý�º �^�K

�¥�Ð�å�»  �Ô�î�» �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å �G�b�¥�Ð�å�»�_�c�
�Û�–�­�å�«�c�²0[�6�~�r�O�‡��

�[ ���_�
 IPv6 �Ã�£�µ�º�_�Ý�î�¬  �Ø�½�Ÿ�Õ�«�º  RPF �†0¿���M�•�[�†&g�K�r�M��

switch# configure terminal
switch(config)#  interface Ethernet 2/1
switch(config-if)# ipv6 address 2001:0DB8:c18:1::3/64
switch(config-if)# ipv6 verify unicast source reachable-via any

���_�
 IPv6 �Ã�£�µ�º�_�«�º�Ü�¡�º  �Ø�½�Ÿ�Õ�«�º  RPF �†0¿���M�•�[�†&g�K�r�M��

switch(config)#  interface Ethernet 2/1
switch(config-if)# ipv6 address 2001:0DB8:c18:1::3/64
switch(config-if)# ipv6 verify unicast source reachable-via rx

6õ4��¥�Ð�å�»

any �Ý�î�¬  �Ø�½�Ÿ�Õ�«�º  RPF �†�æ���K�r�M��

rx �«�º�Ü�¡�º  �Ø�½�Ÿ�Õ�«�º  RPF �†�æ���K�r�M��

�Ü�Ü�î�« �š�f'à�d

5.0(3)U3(1) �G�b�¥�Ð�å�»�@3ã�•�I�€�r�K�S��   

�¥�Ð�å�» 1��Â

ipv6 address �–�å�±�î�Ç�™�–�«�[  IPv6 �”�»�Þ�«�†0¿���K�r�M��
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
ip verify unicast source reachable-via
ip verify unicast source reachable-via
�–�å�±�î�Ç�™�–�«�V�[�Ø�½�Ÿ�Õ�«�º  �Ü�Â�î�«  �Ã�«3?3æ>&�Ø�½�Ÿ�Õ�«�º RPF>'�†0¿���M�•�_�c�
 ip 
verify unicast source reachable-via �¥�Ð�å�»�†�Q#Ý�K�r�M���–�å�±�î�Ç�™�–�«�?�}�Ø�½�Ÿ�Õ�«�º  RPF 
�†�P7V�M�•�_�c�
�G�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M��

ip verify unicast source reachable-via { any [allow-default] | rx }

no ip verify unicast source reachable-via { any [allow-default] | rx }

�S�e�b1��Â

�¥�Ð�å�»  �¹�Ç�›�Ý�º �^�K

�¥�Ð�å�»  �Ô�î�» �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å 
°�Š�–�å�±�î�Ç�™�–�«�_���b�8�N�€�?�b�Ø�½�Ÿ�Õ�«�º  RPF �Ô�î�»�†0¿���[�A�r�M��

• �«�º�Ü�¡�º  �Ø�½�Ÿ�Õ�«�º  RPF �Ô�î�»>8�«�º�Ü�¡�º  �Ô�î�»  �³�™�µ�¡�c�
���b�M+´�@�è���I�€�S���œ
�_�B�Œ�K�r�M��

– �Ø�½�Ÿ�Õ�«�º  RPF �@�
 Forwarding Information Base>&FIB; 3?3æ�_���Ë�î�«>'�[�Ã�£�µ�º3æ�™

–�”�»�Þ�«�b�M+´�†�è����

– �Ã�£�µ�º�†�w�™�K�S
°�Š
��–�å�±�î�Ç�™�–�«�@�
 FIB �M+´�b�Ø�½�Ÿ�Õ�«�º  PRF �–�å�±�î�Ç�™
�–�«�b  1 �X�\�M+´��

�G�€�}�b�³�™�µ�¡�_�»�K�M�•�\�
�Ã�£�µ�º�c�ë� �I�€�r�M���G�b�±�–�É�b�Ø�½�Ÿ�Õ�«�º  RPF 
�³�™�µ�¡�c�
�Ã�£�µ�º  �Ç�ß�î�@�P&à�[�6�•�\�£�•�I�€�•���œ�_�Q#Ý�[�A�r�M��

• �Ý�î�¬  �Ø�½�Ÿ�Õ�«�º  RPF �Ô�î�»>8�Ý�î�¬  �Ô�î�»  �³�™�µ�¡�c�
 FIB �[�b�Ã�£�µ�º3æ�™
–�”�»�Þ�«�b
�è(ô�@�M+´�K�
�q�*  1 �X�b���–�å�±�î�Ç�™�–�«�†)�#ä�K�Z3æ�™
–�_�?4)�•+��[�6�•�\�8�:  FIB )�
�Ý�@&g�I�€�S���œ�_�B�Œ�K�r�M���Ã�£�µ�º�†�w�™�K�S
°�Š�–�å�±�î�Ç�™�–�«�@  FIB 
Æ�b�–�å�±�î
�Ç�™�–�«�b�8�N�€�?�\�M+´�M�•�²0[�c�6�~�r�O�‡��

�G�b�¥�Ð�å�»�_�c�
�Û�–�­�å�«�c�²0[�6�~�r�O�‡��

�[ ���_�
�–�å�±�î�Ç�™�–�«�V�_�Ý�î�¬  �Ø�½�Ÿ�Õ�«�º  RPF �³�™�µ�¡�†0¿���M�•�[�†&g�K�r�M��

switch# configure terminal
switch(config)# interface ethernet 2/3

any �Ý�î�¬  �³�™�µ�¡�†�æ���K�r�M��

allow-default >&�õ�–>'"I���b�–�å�±�î�Ç�™�–�«�V�[�Q#Ý�M�•  MAC �”�»�Þ�«�†�æ���K�r
�M��

rx �«�º�Ü�¡�º  �³�™�µ�¡�†�æ���K�r�M��

�Ü�Ü�î�« �š�f'à�d

5.0(3)U1(1) �G�b�¥�Ð�å�»�@3ã�•�I�€�r�K�S��  
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
ip verify unicast source reachable-via
switch(config-if)# no switchport
switch(config-if)# ip verify unicast source reachable-via any
switch(config-if)#

���_�
�–�å�±�î�Ç�™�–�«�V�_�«�º�Ü�¡�º  �Ø�½�Ÿ�Õ�«�º  RPF �³�™�µ�¡�†0¿���M�•�[�†&g�K�r�M��

switch# configure terminal
switch(config)# interface ethernet 2/3
switch(config-if)# ip verify unicast source reachable-via rx
switch(config-if)#

6õ4��¥�Ð�å�» �¥�Ð�å�» 1��Â

show ip interface 
ethernet

�–�å�±�î�Ç�™�–�«�b  IP 6õ4��_���†/²&g�K�r�M��

show running-config 
interface ethernet

��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å
Æ�b�–�å�±�î�Ç�™�–�«�b0¿���†/²&g�K�r�M��

show running-config 
ip

��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�b  IP 0¿���†/²&g�K�r�M��
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
mac port access-group
mac port access-group
MAC �”�¡�­�«  �¥�å�º�ß�î�Ý  �Ü�«�º>& ACL>'�†�–�å�±�î�Ç�™�–�«�_4:#Ý�M�•�_�c�
 mac port 
access-group �¥�Ð�å�»�†�Q#Ý�K�r�M���–�å�±�î�Ç�™�–�«�?�}  MAC ACL �†�P7V�M�•�_�c�
�G�b�¥�Ð�å
�»�b  no �g�'�†�Q#Ý�K�r�M��

mac port access-group access-list-name

no mac port access-group access-list-name

�S�e�b1��Â

�¥�Ð�å�»  �¹�Ç�›�Ý�º �^�K

�¥�Ð�å�»  �Ô�î�» �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å �¹�Ç�›�Ý�º�[�c�
�–�å�±�î�Ç�™�–�«�_  MAC ACL �c4:#Ý�I�€�r�O�‡��

MAC ACL �†8�  IP �º�Û�Ç�•�µ�¡�_4:#Ý�K�r�M��

mac port access-group �¥�Ð�å�»�†�Q#Ý�M�•�G�\�_�|�~�
���b�–�å�±�î�Ç�™�–�«  �±�–�É�_�P�K�Z�

MAC ACL �†�Ï�î�º  ACL �\�K�Z4:#Ý�[�A�r�M��

• �Þ�–�Ö  2 �–�å�±�î�Ç�™�–�«

• �Þ�–�Ö  2 EtherChannel �–�å�±�î�Ç�™�–�«

MAC ACL �†  VLAN ACL �\�K�Z4:#Ý�M�•�G�\�v�[�A�r�M��0ò(ý�_�X�8�Z�c�
 match �¥�Ð�å�»�†�g!·
�K�Z�C�T�I�8��

�«�–�µ�³�[  MAC ACL �@4:#Ý�I�€�•�b�c�
%T�™�º�Û�Ç�•�µ�¡�T�E�[�M���«�–�µ�³�c�
 MAC ACL �†4:
#Ý�M�•�\�
�Ã�£�µ�º�†  ACL �b�Ý�î�Ý�_�P�K�Z�³�™�µ�¡�K�r�M���q�6�b�M+´�Ý�î�Ý�_�|�W�Z�Ã�£�µ�º�@
0Á�•�I�€�•�\�
�Q�b�Ã�£�µ�º�c�«�–�µ�³�[�,�A)F�A��#.�I�€�r�M���q�6�b�M+´�Ý�î�Ý�_�|�W�Z�Ã�£�µ�º
�@�Ä�°�I�€�•�\�
�Q�b�Ã�£�µ�º�c�«�–�µ�³�[�ë� �I�€�
 ICMP �Í�«�º�?4)�Y+��Ó�µ�­�î�ª�@�`�I�€�r
�M��

�«�–�µ�³�?�}"I���b  ACL �†�P7V�K�S���œ�
�–�å�±�î�Ç�™�–�«�?�}�Q�b  ACL �†�P7V�K�^�C�Z�v�
�P7V
�K�S  ACL �c�–�å�±�î�Ç�™�–�«�V�b�º�Û�Ç�•�µ�¡�_�c�s8j�K�r�O�‡��

�[ ���_�
�–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«  1/2 �_�P�K�Z�
 mac-acl-01 �\�8�:  MAC ACL �†4:#Ý�M�•�[�†&g
�K�r�M��

switch# configure terminal
switch(config)# interface ethernet 1/2  

access-list-name MAC ACL �b�¡�S���q�±  64 �e�Ð�[�
�±�e�Ð�\�`�e�Ð�†�
�9�K�S,e�X�Ð�[�æ
���K�r�M��

�Ü�Ü�î�« �š�f'à�d

5.0(3)U1(1) �G�b�¥�Ð�å�»�@3ã�•�I�€�r�K�S��  
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
mac port access-group
switch(config-if)# mac port access-group mac-acl-01  
switch(config-if)#

���_�
�–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«  1/2 �?�}�
 mac-acl-01 �\�8�:  MAC ACL �†�P7V�M�•�[�†&g�K�r
�M��

switch# configure terminal
switch(config)# interface ethernet 1/2  
switch(config-if)# no mac port access-group mac-acl-01
switch(config-if)#

6õ4��¥�Ð�å�» �¥�Ð�å�» 1��Â

show access-lists �M�m�Z�b ACL �†/²&g�K�r�M��

show running-config 
interface

�M�m�Z�b�–�å�±�î�Ç�™�–�«�r�S�c"I���b�–�å�±�î�Ç�™�–�«�b��/œ�¥�å�Ç�•
� �×�Þ�î�©�Ù�å�†/²&g�K�r�M��
SEC-91
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
match
match
VLAN �”�¡�­�«  �Ð�µ�É
Æ�b�º�Û�Ç�•�µ�¡  �Ç�•�Ý�±�Ü�å�¢#Ý�\�K�Z�”�¡�­�«  �¥�å�º�ß�î�Ý  �Ü�«�º

>&ACL>'�†�æ���M�•�_�c�
 match �¥�Ð�å�»�†�Q#Ý�K�r�M�� VLAN �”�¡�­�«  �Ð�µ�É�?�}  match �¥�Ð�å�»
�†�P7V�M�•�_�c�
�G�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M��

match { ip | mac} address access-list-name

no match { ip | mac} address access-list-name

�S�e�b1��Â

�¥�Ð�å�»  �¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�[�c�
�«�–�µ�³�_�|�~�º�Û�Ç�•�µ�¡�@�(8®�I�€�
 IPv4 �º�Û�Ç�•�µ�¡�_�c  IPv4 ACL �@�
�Q
�b�Ú�b�M�m�Z�b�º�Û�Ç�•�µ�¡�_�c  MAC ACL �@4:#Ý�I�€�r�M��

�¥�Ð�å�»  �Ô�î�» VLAN �”�¡�­�«�Ð�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»
�«�–�µ�³  �É�ß�Ç�“�–�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å �æ���[�A�•  match �¥�Ð�å�»�c�
�”�¡�­�«  �Ð�µ�É�H�\�_  1 �X�T�E�[�M��

>&�@>' ipv6 �>�|�g  mac �b�Ÿ�î�á�î�»�c�
�«�–�µ�³  �É�ß�Ç�“�–�Ý�_0¿���I�€�S  VLAN �”�¡�­�«  �Ð�µ�É�_�c4:
#Ý�I�€�r�O�‡��

�[ ���_�
 vlan-map-01 �\�8�:�¡�S�[  VLAN �”�¡�­�«  �Ð�µ�É�†�8�B�K�Z�
�Q�b�Ð�µ�É�_  ip-acl-01 �\�8�:�¡
�S�b  IPv4 ACL �†�m�~�\�Z�
�«�–�µ�³�@  ACL �_�M+´�M�•�Ã�£�µ�º�†3?3æ�M�•�|�:�æ���K�
�Ð�µ�É�_�M
+´�M�•�º�Û�Ç�•�µ�¡�b)+0£�_���†�–�¿�î�È�Ý�_�M�•�[�†&g�K�r�M��

switch# configure terminal
switch(config)# vlan access-map vlan-map-01  
switch(config-access-map)# match ip address ip-acl-01  
switch(config-access-map)# action forward  
switch(config-access-map)# statistics  
switch(config-access-map)# 

ip IPv4 ACL �†�æ���K�r�M��

mac MAC ACL �†�æ���K�r�M��

address 
access-list-name

IPv4 �”�»�Þ�«�
 IPv6 �”�»�Þ�«�
�r�S�c  MAC �”�»�Þ�«�
�>�|�g�”�¡�­�«  �Ü
�«�º�¡�†�æ���K�r�M���¡�S�[�c�q�±  64 �e�Ð�r�[�b,e�X�Ð�†�Q#Ý�[�A�
�±�e
�Ð�\�`�e�Ð�@�
�9�I�€�r�M��

�Ü�Ü�î�« �š�f'à�d

5.0(3)U1(1) �G�b�¥�Ð�å�»�@3ã�•�I�€�r�K�S��  
5.0(3)U2(1) �G�b�¥�Ð�å�»�b�§�Ï�î�º�@�«�–�µ�³  �É�ß�Ç�“�–�Ý�_3ã�•�I�€�r�K�S��
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
match
���_�
�«�–�µ�³  �É�ß�Ç�“�–�Ý�[  vlan-map-03 �\�8�:�¡�S�b  VLAN �”�¡�­�«  �Ð�µ�É�†�8�B�K�
�Q�b�Ð�µ
�É�_  ip-acl-03 �\�8�:�¡�S�b  IPv4 ACL �†�m�~�\�Z�•�[�†&g�K�r�M��

switch# configure sync  
Enter configuration commands, one per line.  End with CNTL/Z.
switch(config-sync)# switch-profile s5010  
Switch-Profile started, Profile ID is 1
switch(config-sync-sp)# vlan access-map vlan-map-03
switch(config-sync-sp-access-map)# match ip address ip-acl-03
switch(config-sync-sp-access-map)#

6õ4��¥�Ð�å�» �¥�Ð�å�» 1��Â

action VLAN �”�¡�­�«  �Ð�µ�É�_�º�Û�Ç�•�µ�¡  �Ç�•�Ý�±�Ü�å�¢�b�”�¡�©�Ù�å�†�æ
���K�r�M��

show vlan access-map �M�m�Z�b VLAN �”�¡�­�«  �Ð�µ�É�r�S�c  1 �X�b  VLAN �”�¡�­�«  �Ð�µ�É�†/²
&g�K�r�M��

show vlan filter VLAN �”�¡�­�«  �Ð�µ�É�@4:#Ý�I�€�Z�8�•�‰�2�_6õ�M�•�_���†/²&g�K�r�M��

vlan access-map VLAN �”�¡�­�«  �Ð�µ�É�†0¿���K�r�M��

vlan filter 1 �X�è�V�b  VLAN �_  VLAN �”�¡�­�«  �Ð�µ�É�†4:#Ý�K�r�M��

show running-config 
switch-profile

�«�–�µ�³  �É�ß�Ç�“�–�Ý�b��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†/²&g�K�r�M��
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
permit >&ARP>'
permit >&ARP>'
�²�ó�\�M+´�M�•  ARP �º�Û�Ç�•�µ�¡�†0Á�•�M�•  ARP ACL �Ý�î�Ý�†�8�B�M�•�_�c�
 permit  �¥�Ð�å�»�†�Q
#Ý�K�r�M���Ý�î�Ý�†�P7V�M�•�_�c�
�G�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M��

�ö�•�S�e

[sequence-number] permit  ip { any | host sender-IP | sender-IP sender-IP-mask} mac any

no sequence-number

no permit ip { any | host sender-IP | sender-IP sender-IP-mask} mac any

�S�e�b1��Â

�¥�Ð�å�»  �¹�Ç�›�Ý�º �^�K

�¥�Ð�å�»  �Ô�î�» ARP ACL �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»

�¥�Ð�å�»�š�T

sequence-number >&�õ�–>' permit  �¥�Ð�å�»�b�©�î�£�å�«$��•���¹�Â�–�«�_�|�W�Z�”�¡�­�«  �Ü�«�º
�b0ñ�\$��•�b�)*(�_�¥�Ð�å�»�@��
°�I�€�r�M���©�î�£�å�«$��•�c�
 ACL 
Æ�[
�Ý�î�Ý�b8p�Î�†�–�U�r�M��

�©�î�£�å�«$��•�_�c�
 1 >|  4294967295 �b6ë�b�Z�X�†�æ���[�A�r�M��

�¹�Ç�›�Ý�º�[�c�
 ACL �b�q�6�b�Ý�î�Ý�_�c�
 10 �b�©�î�£�å�«$��•�@�Z�<�}�€
�r�M��

�©�î�£�å�«$��•�†�æ���K�^�8�\�
�¹�Â�–�«�_�|�W�Z�
 ACL �b�q�‹�_�Ý�î�Ý�@
3ã�•�I�€�
 1 �X�S�b�Ý�î�Ý�b�©�î�£�å�«$��•�_  10 �†�•'ì�K�S�Í�@�
�©�î�£�å�«
$��•�\�K�Z�m�~�\�Z�}�€�r�M��

�Ý�î�Ý�b�©�î�£�å�«$��•�†
Ì�m�~�\�Z�M�•�_�c�
 resequence �¥�Ð�å�»�†�Q#Ý
�K�r�M��

ip �Ý�î�Ý�b  IP �”�»�Þ�«4Š�(�†�æ���K�r�M��

any �õ�–�b�Í�«�º�@�
�Ý�î�Ý�b  any �Ÿ�î�á�î�»�†�µ�t4Š�(�\�M+´�M�•�|�:�_�æ���K
�r�M��3æ�™
–  IP �”�»�Þ�«�
��
›  IP �”�»�Þ�«�
3æ�™
–  MAC �”�»�Þ�«�
�>�|�g
��
›  MAC �”�»�Þ�«�b�æ���_�
 any �†�Q#Ý�[�A�r�M��

host sender-IP ARP �Ã�£�µ�º�b3æ�™
–  IP �”�»�Þ�«�@  sender-IP �,�X�b�Í�\�M+´�M�•���œ�T�E�

�Ã�£�µ�º�†�M+´�I�O�•�Ý�î�Ý�†�æ���K�r�M�� sender-IP �,�X�b�w� �Í�c�
�»�µ
�º�Ü�A  10 4
/²0°�b  IPv4 �”�»�Þ�«�[�M��

sender-IP 
sender-IP-mask

�Ã�£�µ�º�b3æ�™
–  IP �”�»�Þ�«�\�M+´�I�O�•  IPv4 �”�»�Þ�«  �­�µ�º�b  IPv4 �”�»
�Þ�«�>�|�g�Ð�«�¡�� sender-IP �,�X�>�|�g  sender-IP-mask �,�X�c�
�»�µ�º�Ü�A  
10 4
/²0°�[�æ���M�•�²0[�@�6�~�r�M�� sender-IP-mask �,�X�_  255.255.255.255 
�†�æ���M�•�\�
 host �Ÿ�î�á�î�»�†�Q#Ý�K�S���œ�\� �L)��Ý�_�^�~�r�M��

mac �Ý�î�Ý�b  MAC �”�»�Þ�«�b4Š�(�†�æ���K�r�M��

�Ü�Ü�î�« �š�f'à�d

5.0(3)U2(1) �G�b�¥�Ð�å�»�@3ã�•�I�€�r�K�S��  
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
permit >&ARP>'
�Q#Ý�V�b�ž�–�»�Û�–�å

>&�@>' Cisco NX-OS Release 5.0(3)U2(2) �è7F�
 ARP �”�¡�­�«  �Ü�«�º�c�
 Control Plane Policing>&CoPP>'�_
�P�K�Z�T�E�§�Ï�î�º�I�€�r�M�� permit  �¥�Ð�å�»�c  CoPP ARP ACL �[�c!“0i�I�€�r�M��

�‚�K�C�8�B�K�S  ARP ACL �_�c�
�Ý�î�Ý�c�µ�r�€�Z�8�r�O�‡��

�©�î�£�å�«$��•�†�æ���K�^�8�\�
�¹�Â�–�«�c  ACL �b�q�‹�b�Ý�î�Ý�b�©�î�£�å�«$��•�_  10 �†�•'ì�K�S
�©�î�£�å�«$��•�†�m�~�\�Z�r�M��

�Ã�£�µ�º�_  ARP ACL �@4:#Ý�I�€�•�\�
 ACL 
Æ�b�M�m�Z�b�Ý�î�Ý�_�P�K�Z�Ã�£�µ�º�@0Û�o�I�€�r�M��
�Ã�£�µ�º�@�²�ó�_�M+´�K�S�q�6�b�Ý�î�Ý�@�‹/œ�I�€�r�M��0
�X�b�Ý�î�Ý�b�²�ó�\�M+´�M�•���œ�c�
�¹�Â
�–�«�c�©�î�£�å�«$��•�@�q�v�*�8�Ý�î�Ý�†�‹/œ�K�r�M��

�[ ���_�
 copp-arp-acl �\�8�:�¡�S�b  ARP ACL �b  ARP �”�¡�­�«  �Ü�«�º  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»
�†6ä���K�
3æ�™*… 192.0.32.14/24 �§�È�¿�µ�º�?�}�b  ARP �Ã�£�µ�º�†�Ç�•�Ý�±�Ü�å�¢�K�
 copp-arp-acl 
�¡�Û�«�_6õ4��Ü�E�•  ARP 0[�Ó�Ó�µ�­�î�ª�†0Á�•�M�•�Ý�î�Ý�†3ã�•�M�•�[�†&g�K�r�M��

switch# configure terminal
switch(config)# arp access-list copp-arp-acl
switch(config-arp-acl)# permit ip 192.0.32.14 255.255.255.0 mac any
switch(config-arp-acl)#

6õ4��¥�Ð�å�» �¥�Ð�å�» 1��Â

deny>&ARP>' ARP ACL �_�Ä�°>& deny>'�Ý�î�Ý�†0¿���K�r�M��

arp access-list ARP ACL �†0¿���K�r�M��

remark ACL �_
�*ƒ�†0¿���K�r�M��

show arp access-lists �M�m�Z�b ARP ACL �r�S�c  1 �X�b  ARP ACL �†/²&g�K�r�M��
SEC-95
Cisco Nexus 3000 �©�Ü�î�¬  NX-OS �­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»  �Ü�Ç�“�Þ�å�«

78-26756-01-J



 

�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
permit >&IPv4>'
permit >&IPv4>'
�²�ó�\�M+´�M�•�º�Û�Ç�•�µ�¡�†0Á�•�M�•  IPv4 �”�¡�­�«  �¥�å�º�ß�î�Ý  �Ü�«�º>& ACL>'�Ý�î�Ý�†�8�B�M
�•�_�c�
 permit  �¥�Ð�å�»�†�Q#Ý�K�r�M���Ý�î�Ý�†�P7V�M�•�_�c�
�G�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r
�M��

�ö�•�S�e

[sequence-number] permit  protocol source destination {[ dscp dscp] | [precedence 
precedence]} [ fragments][ time-range time-range-name]

no permit protocol source destination {[ dscp dscp] | [precedence precedence]} 
[fragments][ time-range time-range-name]

no sequence-number

�–�å�±�î�¿�µ�º�D�š�Ó�µ�­�î�ª  �É�ß�º�¥�Ý

[sequence-number] permit  icmp source destination [icmp-message] {[ dscp dscp] | 
[precedence precedence]} [ fragments][ time-range time-range-name]

�–�å�±�î�¿�µ�º  �¢�Ý�î�É'ö#.�É�ß�º�¥�Ý>& IGMP>'

[sequence-number] permit  igmp source destination [igmp-message] {[ dscp dscp] | 
[precedence precedence]} [ fragments][ time-range time-range-name]

�–�å�±�î�¿�µ�º  �É�ß�º�¥�Ý  v4>&IPv4>'

[sequence-number] permit  ip source destination {[ dscp dscp] | [precedence precedence]} 
[fragments][ time-range time-range-name]

��3æ�D�š�É�ß�º�¥�Ý>& TCP>'

[sequence-number] permit  tcp source [operator port [port] | portgroup  portgroup] 
destination [operator port [port] | portgroup  portgroup] {[ dscp dscp] | [precedence 
precedence]} [ fragments][ time-range time-range-name] [ flags] [established]

�Ø�î�¨  �¹�î�±�¢�Û�Ò  �É�ß�º�¥�Ý>& UDP>'

[sequence-number] permit  udp source [operator port [port] | portgroup  portgroup] 
destination [operator port [port] | portgroup  portgroup] {[ dscp dscp] | [precedence 
precedence]} [ fragments][ time-range time-range-name]
SEC-96
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
permit >&IPv4>'
�S�e�b1��Â sequence-number >&�õ�–>' permit  �¥�Ð�å�»�b�©�î�£�å�«$��•���«�–�µ�³�_�|�W�Z�”�¡�­�«  �Ü
�«�º�b0ñ�\$��•�b�)*(�_�¥�Ð�å�»�@��
°�I�€�r�M���©�î�£�å�«$��•�c�

ACL 
Æ�[�Ý�î�Ý�b8p�Î�†�–�U�r�M��

�©�î�£�å�«$��•�_�c�
 1 >|  4294967295 �b6ë�b�Z�X�†�æ���[�A�r�M��

�¹�Ç�›�Ý�º�[�c�
 ACL �b�q�6�b�Ý�î�Ý�_�c�
 10 �b�©�î�£�å�«$��•�@�Z�<�}
�€�r�M��

�©�î�£�å�«$��•�†�æ���K�^�8���œ�
�«�–�µ�³�c  ACL �b�q�‹�_�Ý�î�Ý�†3ã�•
�K�
�S�b�Ý�î�Ý�b�©�î�£�å�«$��•�|�~  10 �±�A�8�©�î�£�å�«$��•�†�m�~�\�Z
�r�M��

�Ý�î�Ý�b�©�î�£�å�«$��•�†
Ì�m�~�\�Z�M�•�_�c�
 resequence �¥�Ð�å�»�†�Q
#Ý�K�r�M��

protocol �Ý�î�Ý�[�M+´�I�O�•�Ã�£�µ�º�b�É�ß�º�¥�Ý�b�¡�S�r�S�c$��•���w� �^$��•
�c�
 0 >|  255 �[�M���w� �^�É�ß�º�¥�Ý�¡�c�
���b�Ÿ�î�á�î�»�[�M��

• ahp>8�Ý�î�Ý�†1�0É�Ê�µ�²�î  �É�ß�º�¥�Ý>& AHP>'�º�Û�Ç�•�µ�¡�T�E�_
4:#Ý�K�r�M��

• eigrp>8�Ý�î�Ý�†  Enhanced Interior Gateway Routing Protocol
>&EIGRP>'�º�Û�Ç�•�µ�¡�T�E�_4:#Ý�K�r�M��

• esp>8�Ý�î�Ý�†  IP �/�•�Ì�–�ß�î�»>& ESP>'�º�Û�Ç�•�µ�¡�T�E�_4:#Ý�M�•
�|�:�_�æ���K�r�M��

• icmp>8�Ý�î�Ý�†  ICMP �º�Û�Ç�•�µ�¡�T�E�_4:#Ý�M�•�|�:�_�æ���K�r
�M���G�b�Ÿ�î�á�î�»�†�Q#Ý�M�•�\�
 protocol �,�X�b�M�m�Z�b�w� �Í�_
�Q#Ý�[�A�•�Ÿ�î�á�î�»�_�•�<�
 icmp-message �,�X�†�Q#Ý�[�A�r�M��

• igmp>8�Ý�î�Ý�†  IGMP �º�Û�Ç�•�µ�¡�T�E�_4:#Ý�M�•�|�:�_�æ���K�r
�M���G�b�Ÿ�î�á�î�»�†�Q#Ý�M�•�\�
 protocol �,�X�b�M�m�Z�b�w� �Í�_
�Q#Ý�[�A�•�Ÿ�î�á�î�»�_�•�<�
 igmp-type �,�X�†�Q#Ý�[�A�r�M��

• ip>8�Ý�î�Ý�†�M�m�Z�b  IPv4 �º�Û�Ç�•�µ�¡�_4:#Ý�M�•�|�:�_�æ���K�r
�M���G�b�Ÿ�î�á�î�»�†�Q#Ý�M�•���œ�c�
�M�m�Z�b  IPv4 �É�ß�º�¥�Ý�_4:
#Ý�I�€�•�Ú�b�Ÿ�î�á�î�»�>�|�g�,�X�T�E�†�Q#Ý�[�A�r�M���Q#Ý�[�A�•
�Ÿ�î�á�î�»�_�c���b�v�b�@�6�~�r�M��

– dscp

– fragments

– log

– precedence

– time-range

• nos>8�Ý�î�Ý�†  IP over IP �•�É�­�Ý�ì>& KA9Q/NOS �«�n>'�º�Û�Ç�•�µ
�¡�T�E�_4:#Ý�M�•�|�:�_�æ���K�r�M��

• ospf - �Ý�î�Ý�†  Open Shortest Path First>&OSPF>'�Ý�î�¸�•�å�¢  �É�ß�º
�¥�Ý�b�º�Û�Ç�•�µ�¡�T�E�_4:#Ý�M�•�|�:�_�æ���K�r�M��

• pcp>8�Ý�î�Ý�†  IP �Ì�–�ß�î�»�})°�É�ß�º�¥�Ý>& IPComp>'�º�Û�Ç�•�µ�¡
�T�E�_4:#Ý�M�•�|�:�_�æ���K�r�M��

• pim>8�Ý�î�Ý�†  IPv4 �É�ß�º�¥�Ý"‚'g�º�Ð�Ý�³�Ÿ�Õ�«�º>& PIM>'�º�Û
�Ç�•�µ�¡�T�E�_4:#Ý�M�•�|�:�_�æ���K�r�M��
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
permit >&IPv4>'
• tcp>8�Ý�î�Ý�†  TCP �º�Û�Ç�•�µ�¡�T�E�_4:#Ý�M�•�|�:�_�æ���K�r�M��
�G�b�Ÿ�î�á�î�»�†�Q#Ý�M�•�\�
 protocol �,�X�b�M�m�Z�b�w� �Í�_�Q#Ý
�[�A�•�Ÿ�î�á�î�»�_�•�<�
 flags �,�X�>�|�g  operator �,�X�
 portgroup  
�Ÿ�î�á�î�»�>�|�g  established �Ÿ�î�á�î�»�†�Q#Ý�[�A�r�M��

• udp>8�Ý�î�Ý�†  UDP �º�Û�Ç�•�µ�¡�T�E�_4:#Ý�M�•�|�:�_�æ���K�r�M��
�G�b�Ÿ�î�á�î�»�†�Q#Ý�M�•�\�
 protocol �,�X�b�M�m�Z�b�w� �Í�_�Q#Ý
�[�A�•�Ÿ�î�á�î�»�_�•�<�
 operator �,�X�>�|�g  portgroup  �Ÿ�î�á�î�»
�†�Q#Ý�[�A�r�M��

source �Ý�î�Ý�[�M+´�I�O�•3æ�™
–  IPv4 �”�»�Þ�«���G�b�,�X�b�æ���‰�2�b0ò(ý�_�X
�8�Z�c�
 ���Q#Ý�V�b�ž�–�»�Û�–�å���b��3æ�™
–�\��
›���b1��Â�†�g!·�K�Z�C
�T�I�8��

destination �Ý�î�Ý�[�M+´�I�O�•��
›  IPv4 �”�»�Þ�«���G�b�,�X�b�æ���‰�2�b0ò(ý�_�X�8
�Z�c�
 ���Q#Ý�V�b�ž�–�»�Û�–�å���b��3æ�™
–�\��
›���b1��Â�†�g!·�K�Z�C�T
�I�8��

dscp dscp >&�õ�–>' IP �Ê�µ�²�î�b  DSCP �Ç�•�î�Ý�»�_"I���b  6 �Å�µ�º  diffserv>&�¹�•
�Ç�“�Þ�å�©�š�î�¸�µ�»  �§�î�Å�«>'�Í�@0¿���I�€�Z�8�•�Ã�£�µ�º�T�E�†�Ý�î
�Ý�\�M+´�I�O�•�|�:�_�æ���K�r�M�� dscp �,�X�_�c�
���b�X�Í�r�S�c�Ÿ�î
�á�î�»�b�8�N�€�?�†�æ���K�r�M��

• 0 >|  63>8DSCP �Ç�•�î�Ý�»�b  6 �Å�µ�º�\� '¼�b  10 4
�X���S�\�<�d  10 
�†�æ���K�S���œ�
�Ý�î�Ý�c  DSCP �Ç�•�î�Ý�»�b�Å�µ�º�@  001010 �[�6
�•�Ã�£�µ�º�T�E�_�M+´�K�r�M��

• af11>8Assured Forwarding>&AF>'�¡�Û�«  1�
�*�8�ë� &�"á>& 001010>'

• af12>8AF �¡�Û�«  1�
�p&ì�Ø�b�ë� &�"á>& 001100>'

• af13>8AF �¡�Û�«  1�
9×�8�ë� &�"á>& 001110>'

• af21>8AF �¡�Û�«  2�
�*�8�ë� &�"á>& 010010>'

• af22>8AF �¡�Û�«  2�
�p&ì�Ø�b�ë� &�"á>& 010100>'

• af23>8AF �¡�Û�«  2�
9×�8�ë� &�"á>& 010110>'

• af31>8AF �¡�Û�«  3�
�*�8�ë� &�"á>& 011010>'

• af32>8AF �¡�Û�«  3�
�p&ì�Ø�b�ë� &�"á>& 011100>'

• af33>8AF �¡�Û�«  3�
9×�8�ë� &�"á>& 011110>'

• af41>8AF �¡�Û�«  4�
�*�8�ë� &�"á>& 100010>'

• af42>8AF �¡�Û�«  4�
�p&ì�Ø�b�ë� &�"á>& 100100>'

• af43>8AF �¡�Û�«  4�
9×�8�ë� &�"á>& 100110>'

• cs1>8Class-selector>&CS>' 1�

ƒ
›8p�)  1>&001000>'

• cs2>8CS2�

ƒ
›8p�)  2>&010000>'

• cs3>8CS3�

ƒ
›8p�)  3>&011000>'

• cs4>8CS4�

ƒ
›8p�)  4>&100000>'

• cs5>8CS5�

ƒ
›8p�)  5>&101000>'

• cs6>8CS6�

ƒ
›8p�)  6>&110000>'

• cs7>8CS7�

ƒ
›8p�)  7>&111000>'

• default>8�¹�Ç�›�Ý�º�b  DSCP �Í>& 000000>'

• ef>8Expedited Forwarding>&EF; )m�ô3?3æ>'>&101110>'
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
permit >&IPv4>'
precedence precedence>&�õ�–>' precedence �,�X�[�æ���I�€�S�Í�@  IP Precedence �Ç�•�î�Ý�»�_0¿��
�I�€�Z�8�•�Ã�£�µ�º�T�E�†�Ý�î�Ý�\�M+´�I�O�•�|�:�_�æ���K�r�M��
precedence �,�X�_�c�
���b�X�Í�r�S�c�Ÿ�î�á�î�»�†�æ���K�r�M��

• 0 >|  7>8IP Precedence �Ç�•�î�Ý�»�b  3 �Å�µ�º�\� '¼�b  10 4
�X���S�\�<
�d�
 3 �†�æ���K�S���œ�
 DSCP �Ç�•�î�Ý�»�_���b�Å�µ�º�@0¿���I�€�Z�8
�•�Ã�£�µ�º�T�E�@�Ý�î�Ý�\�M+´�K�r�M>8 011

• critical >8
ƒ
›8p�)  5>&101>'

• flash>8
ƒ
›8p�)  3>&011>'

• flash-override>8
ƒ
›8p�)  4>&100>'

• immediate>8
ƒ
›8p�)  2>&010>'

• internet>8
ƒ
›8p�)  6>&110>'

• network>8
ƒ
›8p�)  7>&111>'

• priority >8
ƒ
›8p�)  1>&001>'

• routine>8
ƒ
›8p�)  0>&000>'

fragments >&�õ�–>'8��6�‡�Ç�Û�¢�Ó�å�º�[�6�•�Ã�£�µ�º�T�E�†�Ý�î�Ý�\�M+´�I�O�•�|�:
�_�æ���K�r�M���G�b�Ÿ�î�á�î�»�c�
 TCP �Ï�î�º$��•�^�]�b�Þ�–�Ö  4 �œ�É
�©�Ù�å�†�æ���K�S�Ý�î�Ý�_�c�æ���[�A�r�O�‡���G�€�}�b�œ�É�©�Ù�å�†�«
�–�µ�³�@0Û�o�M�•�S�u�_�²0[�^�_���c�
�6�‡�Ç�Û�¢�Ó�å�º�T�E�_�µ�r�€�Z
�8�•�?�}�[�M��

time-range 
time-range-name

>&�õ�–>'�G�b�Ý�î�Ý�_4:#Ý�M�•�ì6ë(
�V�†�æ���K�r�M�� time-range �¥�Ð�å
�»�†�Q#Ý�K�Z�ì6ë(
�V�†0¿���[�A�r�M��

icmp-message >&�õ�–>8IGMP 7H��>'�æ���K�S  ICMP �Ó�µ�­�î�ª  �±�–�É�b�Ã�£�µ�º�T�E�_�P
�K�Z�M+´�M�•�Ý�î�Ý�[�M���G�b�,�X�_�c�
 0 >|  255 �b�Z�X�
�r�S�c���Q#Ý
�V�b�ž�–�»�Û�–�å���b�� ICMP �Ó�µ�­�î�ª  �±�–�É���_�Ü�«�º�I�€�Z�8�•
�Ÿ�î�á�î�»�b  1 �X�†�æ���K�r�M��

igmp-message >&�õ�–>8IGMP 7H��>'�æ���K�S  IGMP �Ó�µ�­�î�ª  �±�–�É�b�Ã�£�µ�º�T�E�_
�P�K�Z�M+´�M�•�Ý�î�Ý�[�M�� igmp-message �,�X�_�c�
 0 >|  15 �b�Z�X�[�6
�•  IGMP �Ó�µ�­�î�ª$��•�†�æ���K�r�M���r�S�
���b�8�N�€�?�b�Ÿ�î�á�î�»
�†�æ���[�A�r�M��

• dvmrp>8Distance Vector Multicast Routing Protocol>&DVMRP; �¹�•�«
�±�å�«  �Ë�¡�º�Ý  �Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�¸�•�å�¢  �É�ß�º�¥�Ý>'

• host-query>8�Í�«�º  �¡�š�Ü�î

• host-report>8�Í�«�º  �Þ�Ï�î�º

• pim>8Protocol Independent Multicast>&PIM>'

• trace>8�Ð�Ý�³�Ÿ�Õ�«�º  �º�Þ�î�«
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
permit >&IPv4>'
�¥�Ð�å�»  �¹�Ç�›�Ý�º �‚�K�C�8�B�K�S  IPv4 ACL �_�c�
�Ý�î�Ý�c�µ�r�€�Z�8�r�O�‡��

�©�î�£�å�«$��•�†�æ���K�^�8�\�
�¹�Â�–�«�c  ACL �b�q�‹�b�Ý�î�Ý�b�©�î�£�å�«$��•�_  10 �†�•'ì�K�S
�©�î�£�å�«$��•�†�m�~�\�Z�r�M��

operator port [port] >&�õ�–>8TCP �>�|�g  UDP 7H��>' operator �,�X�>�|�g  port �,�X�b�²�ó�\�M+´
�M�•3æ�™
–�Ï�î�º�?�}3æ�™�I�€�S�Ã�£�µ�º�
�r�S�c�M+´�M�•��
›�Ï�î�º�_
3æ�™�I�€�S�Ã�£�µ�º�T�E�†�
�Ý�î�Ý�\�M+´�I�O�r�M���G�€�}�b�,�X�@3æ�™

–�Ï�î�º�r�S�c��
›�Ï�î�º�b�]�U�}�_4:#Ý�I�€�•�?�c�
 source �,�X�r�S�c  
destination �,�X�b�]�U�}�b�‹�_�æ���K�S�?�_�|�W�Z$��^�~�r�M��

port �,�X�_�c�
 TCP �r�S�c  UDP �Ï�î�º�b�¡�S�r�S�c$��•�†�æ���K�r�M��
�w� �^$��•�c  0 >|  65535 �b�Z�X�[�M���w� �^�Ï�î�º�¡�b�Ü�«�º�c�
 ���Q#Ý�V
�b�ž�–�»�Û�–�å���b�� TCP �Ï�î�º�¡���>�|�g�� UDP �Ï�î�º�¡���†�g!·�K�Z
�C�T�I�8��

2 $�% �b  port �,�X�c�
 operator �,�X�@(
�V�[�6�•���œ�T�E�²0[�[�M��

operator �,�X�_�c�
���b�8�N�€�?�b�Ÿ�î�á�î�»�†�æ���M�•�²0[�@�6�~�r�M��

• eq>8�Ã�£�µ�º�b�Ï�î�º�@  port �,�X�\� '¼�[�6�•���œ�T�E�M+´�K�r�M��

• gt>8�Ã�£�µ�º�b�Ï�î�º�@  port �,�X�|�~�±�A�8���œ�T�E�M+´�K�r�M��

• lt >8�Ã�£�µ�º�b�Ï�î�º�@  port �,�X�|�~�`�I�8���œ�T�E�M+´�K�r�M��

• neq>8�Ã�£�µ�º�b�Ï�î�º�@  port �,�X�\� '¼�[�c�^�8���œ�T�E�M+´�K�r
�M��

• range>82 �X�b  port �,�X�@�²0[�[�M���Ã�£�µ�º�b�Ï�î�º�@�q�6�b  port 
�,�X�è�V�[�
 2 $�% �b  port �,�X�è�W�[�6�•���œ�T�E�M+´�K�r�M��

portgroup  portgroup >&�õ�–>8TCP �>�|�g  UDP 7H��>' portgroup �,�X�[�æ���I�€�S  IP �Ï�î�º  �¢
�Ý�î�É  �œ�È�ª�™�¡�º�b�Ó�å�Â�[�6�•3æ�™
–�Ï�î�º�?�}3æ�™�I�€�S�Ã�£�µ�º�

�r�S�c�Ó�å�Â�[�6�•��
›�Ï�î�º�_3æ�™�I�€�S�Ã�£�µ�º�T�E�†�
�Ý�î�Ý�\�M
+´�I�O�•�|�:�_�æ���K�r�M���Ï�î�º  �¢�Ý�î�É  �œ�È�ª�™�¡�º�@3æ�™
–�Ï�î�º
�r�S�c��
›�Ï�î�º�b�]�U�}�_4:#Ý�I�€�•�?�c�
 source �,�X�r�S�c  
destination �,�X�b�]�U�}�b�‹�_�æ���K�S�?�_�|�W�Z$��^�~�r�M��

IP �Ï�î�º  �¢�Ý�î�É  �œ�È�ª�™�¡�º�†�8�B�>�|�g�š�f�M�•�_�c�
 object-group 
ip port  �¥�Ð�å�»�†�Q#Ý�K�r�M��

flags >&�õ�–>8TCP 7H��>'"I���b  TCP �¥�å�º�ß�î�Ý  �Å�µ�º  �Ç�Û�¢�@�œ�å�_0¿���I
�€�S�Ã�£�µ�º�T�E�†�
�Ý�î�Ý�\�M+´�I�O�r�M�� flags �,�X�b�Í�_�c�
���b  1 
�X�è�V�b�Ÿ�î�á�î�»�†�æ���M�•�²0[�@�6�~�r�M��

• ack

• fin

• psh

• rst

• syn

• urg

established >&�õ�–>8TCP 7H��>'&�'g�I�€�S  TCP �K)F�_�“�M�•�Ã�£�µ�º�T�E�†�Ý�î�Ý�\
�M+´�I�O�•�|�:�_�æ���K�r�M���«�–�µ�³�c�
 ACK �r�S�c  RST �Å�µ�º�@0¿
���I�€�Z�8�•  TCP �Ã�£�µ�º�@�
&�'g�I�€�S�K)F�_�“�K�Z�8�•�\0b�^�K�r
�M��
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
permit >&IPv4>'
�¥�Ð�å�»  �Ô�î�» IPv4 ACL �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»
�«�–�µ�³  �É�ß�Ç�“�–�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[�b  IPv4 ACL

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å �«�–�µ�³�c�
�Ã�£�µ�º�_  IPv4 ACL �†4:#Ý�M�•�\�
 ACL 
Æ�b�M�m�Z�b�Ý�î�Ý�_�P�K�Z�Ã�£�µ�º�†0Û�o
�K�r�M���«�–�µ�³�[�
�Ã�£�µ�º�@�²�ó�_�M+´�K�S�q�6�b�Ý�î�Ý�@�‹/œ�I�€�r�M��0
�X�b�Ý�î�Ý�b�²�ó�\
�M+´�M�•���œ�c�
�«�–�µ�³�c�©�î�£�å�«$��•�@�q�v�*�8�Ý�î�Ý�†�‹/œ�K�r�M��

3æ�™
–�\��
›

source �,�X�>�|�g  destination �,�X�c�
���b�8�N�€�?�b�‰�2�[�æ���[�A�r�M���›�Ý�î�Ý�[�c�
�G�€�}�b
�,�X�b  1 �X�†�æ���M�•7•�_�Q#Ý�K�S�‰�2�@�
�Ú�b�,�X�b�æ���‰�2�_�s8j�†�Z�<�•�G�\�c�6�~�r�O�‡��
�Ý�î�Ý�b0¿���ì�_�Q#Ý�[�A�•  source �,�X�>�|�g  destination �,�X�b�æ���‰�2�c�
���b�\�>�~�[�M��

• �”�»�Þ�«�>�|�g�¿�µ�º�á�î�¡  �á�–�Ý�»�•�î�»>8 IPv4 �”�»�Þ�«�>�|�g�¿�µ�º�á�î�¡  �á�–�Ý�»�•�î�»
�†�Q#Ý�K�Z�
3æ�™
–�r�S�c��
›�\�M�•�Í�«�º�r�S�c�¿�µ�º�á�î�¡�†�æ���[�A�r�M���S�e�c���b�\�>
�~�[�M��

IPv4-address network-wildcard  

���_�
 192.168.67.0 �§�È�¿�µ�º�b  IPv4 �”�»�Þ�«�>�|�g�¿�µ�º�á�î�¡  �á�–�Ý�»�•�î�»�†�Q#Ý�K�Z�

source �,�X�†�æ���M�•�[�†&g�K�r�M��

switch(config-acl)# permit tcp 192.168.67.0 0.0.0.255 any  

• �”�»�Þ�«�>�|�g  Variable-Length Subnet Mask>&VLSM; �•�š6×�§�È�¿�µ�º  �Ð�«�¡>' >8IPv4 �”�»�Þ�«
�>�|�g  VLSM �†�Q#Ý�K�Z�
3æ�™
–�r�S�c��
›�\�M�•�Í�«�º�r�S�c�¿�µ�º�á�î�¡�†�æ���[�A�r�M��
�S�e�c���b�\�>�~�[�M��

IPv4-address/prefix-len  

���_�
 192.168.67.0 �§�È�¿�µ�º�b  IPv4 �”�»�Þ�«�>�|�g  VLSM �†�Q#Ý�K�Z�
 source �,�X�†�æ���M�•
�[�†&g�K�r�M��

switch(config-acl)# permit udp 192.168.67.0/24 any  

• �Í�«�º  �”�»�Þ�«>8 host �Ÿ�î�á�î�»�>�|�g  IPv4 �”�»�Þ�«�†�Q#Ý�K�Z�
3æ�™
–�r�S�c��
›�\�M�•�Í�«
�º�†�æ���[�A�r�M���S�e�c���b�\�>�~�[�M��

host  IPv4-address  

�G�b�S�e�c�
 IPv4-address/32 �>�|�g  IPv4-address 0.0.0.0 �\� �L�[�M��

���_�
 host �Ÿ�î�á�î�»�>�|�g  192.168.0.132 IPv4 �”�»�Þ�«�†�Q#Ý�K�Z�
 source �,�X�†�æ���M�•�[
�†&g�K�r�M��

switch(config-acl)# permit icmp host 192.168.0.132 any  

�Ü�Ü�î�« �š�f'à�d

5.0(3)U1(1) �G�b�¥�Ð�å�»�@3ã�•�I�€�r�K�S��  
5.0(3)U2(1) �G�b�¥�Ð�å�»�b�§�Ï�î�º�@�«�–�µ�³  �É�ß�Ç�“�–�Ý�_3ã�•�I�€�r�K�S��

IPv4 permit ip  ACL �_ �õ�– �r�S�c �Í�«�º �b3æ�™
–�”�»�Þ�«�†�P1ß�\�M�•�§
�Ï�î�º�@�_
°�I�€�r�K�S��

�É�ß�º�¥�Ý  ahp�
 eigrp�
 esp�
 nos�
 ospf�
 pcp�
�>�|�g  pim �l�b�§�Ï�î�º
�@3ã�•�I�€�r�K�S��
SEC-101
Cisco Nexus 3000 �©�Ü�î�¬  NX-OS �­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»  �Ü�Ç�“�Þ�å�«

78-26756-01-J



 

�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
permit >&IPv4>'
• �õ�–�b�”�»�Þ�«>8 any �Ÿ�î�á�î�»�†�Q#Ý�K�Z�
3æ�™
–�r�S�c��
›�\�K�Z�õ�–�b  IPv4 �”�»�Þ�«�†�æ
���[�A�r�M�� any �Ÿ�î�á�î�»�b�Q#Ý�[�c�
�G�b�­�¡�©�Ù�å�b�[�†�g!·�K�Z�C�T�I�8���›�[�_�
 any 
�Ÿ�î�á�î�»�†�Q#Ý�K�S3æ�™
–�r�S�c��
›�b�æ���‰�2�@&g�I�€�Z�8�r�M��

ICMP �Ó�µ�­�î�ª  �±�–�É

igmp-message �,�X�_�c�
 0 >|  255 �b�Z�X�[�6�•  ICMP �Ó�µ�­�î�ª$��•�†�æ���[�A�r�M���r�S�
���b�8
�N�€�?�b�Ÿ�î�á�î�»�†�æ���[�A�r�M��

• administratively-prohibited >8'ö#.�V�b&—�F

• alternate-address>8�æ�p�”�»�Þ�«

• conversion-error>8�¹�î�±�¢�Û�Ò�š�n

• dod-host-prohibited>8�Í�«�º&—�F

• dod-net-prohibited>8�¿�µ�º&—�F

• echo>8�š�¥�î>& ping>'

• echo-reply>8�š�¥�î�Â'Å

• general-parameter-problem>8�Ã�Û�Ó�î�±�b�e8Ÿ

• host-isolated>8�Í�«�º�(7³

• host-precedence-unreachable>8
ƒ
›8p�)�b�Í�«�º�?4)�Y+�

• host-redirect>8�Í�«�º  �Ü�²�–�Þ�¡�º

• host-tos-redirect>8ToS �Í�«�º  �Ü�²�–�Þ�¡�º

• host-tos-unreachable>8ToS �Í�«�º�?4)�Y+�

• host-unknown>8�Í�«�º�•%±

• host-unreachable>8�Í�«�º�?4)�Y+�

• information-reply >8�_���Â'Å

• information-request>8�_��0[�Ó

• mask-reply>8�Ð�«�¡�Â'Å

• mask-request>8�Ð�«�¡0[�Ó

• mobile-redirect>8�Ô�Â�–�Ý �Í�«�º  �Ü�²�–�Þ�¡�º

• net-redirect>8�¿�µ�º�á�î�¡  �Ü�²�–�Þ�¡�º

• net-tos-redirect>8ToS �¿�µ�º  �Ü�²�–�Þ�¡�º

• net-tos-unreachable>8ToS �¿�µ�º�?4)�Y+�

• net-unreachable>8�¿�µ�º�?4)�Y+�

• network-unknown>8�¿�µ�º�á�î�¡�•%±

• no-room-for-option>8�Ã�Û�Ó�î�±�@�²0[�T�@'5�A�^�K

• option-missing>8�Ã�Û�Ó�î�±�@�²0[�T�@�Ñ�~�K�^�8

• packet-too-big>8�Ç�Û�¢�Ó�å�¸�î�©�Ù�å�@�²0[�
 DF 0¿��

• parameter-problem>8�M�m�Z�b�Ã�Û�Ó�î�±�b�e8Ÿ

• port-unreachable>8�Ï�î�º�?4)�Y+�

• precedence-unreachable>8
ƒ
›8p�)�•�µ�º�œ�Ç

• protocol-unreachable>8�É�ß�º�¥�Ý�?4)�Y+�
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
permit >&IPv4>'
• reassembly-timeout>8
Ì�S�B�±�–�Ò�”�˜�º

• redirect>8�M�m�Z�b�Ü�²�–�Þ�¡�º

• router-advertisement>8�Ý�î�±  �¹�•�«�•�Â�Ü  �”�»�Â�±�–�¬�Ó�å�º

• router-solicitation>8�Ý�î�±  �¹�•�«�•�Â�Ü0[�Ó

• source-quench>83æ�™
–�š�D

• source-route-failed>83æ�™
–�Ý�î�º7€��

• time-exceeded>8�M�m�Z�b�ì6ë2x4#�Ó�µ�­�î�ª

• timestamp-reply>8�±�–�Ò �«�±�å�É�Ü�A�b�Â'Å

• timestamp-request>8�±�–�Ò �«�±�å�É�Ü�A�b0[�Ó

• traceroute>8�º�Þ�î�«�Ý�î�º

• ttl-exceeded>8TTL 2x4#

• unreachable>8�M�m�Z�b�?4)�Y+�

TCP �Ï�î�º�¡
protocol �,�X�_  tcp �†�æ���K�S���œ�
 port �,�X�\�K�Z  0 >|  65535 �b�Z�X�[�6�•  TCP �Ï�î�º$��•�†�æ��
�[�A�r�M���r�S�
���b�8�N�€�?�b�Ÿ�î�á�î�»�†�æ���[�A�r�M��

• bgp>8�Î�î�²�î  �¤�î�º�˜�™�–  �É�ß�º�¥�Ý>& BGP>'>&179>'

• chargen>8�Ÿ�Õ�Û�¡�±  �ª�™�¿�Þ�î�±>& 19>'

• cmd>8�Ü�Ô�î�º  �¥�Ð�å�»>& rcmd�
 514>'

• daytime>8�¹�–�±�–�Ò>& 13>'

• discard>8�ë� >& 9>'

• domain>8�»�Ó�–�å  �¿�î�Ò  �§�î�Å�«>& DNS>'>&53>'

• drip>8Dynamic Routing Information Protocol>&DRIP; �²�–�¼�Ñ�µ�¡  �Ý�î�¸�•�å�¢�_���É�ß�º�¥�Ý>'
>&3949>'

• echo>8�š�¥�î>& 7>'

• exec>8EXEC>&rsh�
 512>'

• finger>8�Ç�•�å�ž�î>& 79>'

• ftp>8�Ç�“�–�Ý3?3æ�É�ß�º�¥�Ý>& 21>'

• ftp-data>8FTP �¹�î�±�K)F>& 2>'

• gopher>8Gopher>&7>'

• hostname>8NIC �Í�«�º�¿�î�Ò  �§�î�Â>& 11>'

• ident>8Ident �É�ß�º�¥�Ý>& 113>'

• irc>8Internet Relay Chat>&IRC; �–�å�±�î�¿�µ�º  �Ü�Þ�î  �³�Õ�µ�º>' >&194>'

• klogin>8Kerberos �ß�¢�–�å>& 543>'

• kshell>8Kerberos �©�™�Ý>&544>'

• login>8�ß�¢�–�å>& rlogin�
 513>'

• lpd>8�É�Ü�å�±  �§�î�Å�«>& 515>'

• nntp>8Network News Transport Protocol>&NNTP>'>&119>'

• pim-auto-rp >8PIM Auto-RP>&496>'
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
permit >&IPv4>'
• pop2>8Post Office Protocol v2>&POP2>'>&19>'

• pop3>8Post Office Protocol v3>&POP3>'>&11>'

• smtp>8Simple Mail Transport Protocol>&SMTP; �©�å�É�Ý  �Ó�î�Ý3?3æ�É�ß�º�¥�Ý>' >&25>'

• sunrpc>8Sun Remote Procedure Call>&RPC; �Ü�Ô�î�º  �É�ß�©�î�ª�Õ  �¥�î�Ý>' >&111>'

• tacacs>8TAC Access Control System>&49>'

• talk>8Talk>&517>'

• telnet>8Telnet>&23>'

• time>8Time>&37>'

• uucp>8UNIX-to-UNIX Copy Program>&UUCP; UNIX 6ë�¥�Æ�î  �É�ß�¢�Û�Ò>'>&54>'

• whois>8WHOIS/NICNAME>&43>'

• www>8World Wide Web>&HTTP�
 8>'

UDP �Ï�î�º�¡
protocol �,�X�_  udp �†�æ���K�S���œ�
 port �,�X�\�K�Z  0 >|  65535 �b�Z�X�[�6�•  UDP �Ï�î�º$��•�†�æ
���[�A�r�M���r�S�
���b�8�N�€�?�b�Ÿ�î�á�î�»�†�æ���[�A�r�M��

• biff >8BIFF>&�Ó�î�Ý3û%±�
comsat�
 512>'

• bootpc>8Bootstrap Protocol>&BOOTP; �È�î�º�«�º�Û�µ�É  �É�ß�º�¥�Ý>'�¡�Û�–�”�å�º>& 68>'

• bootps>8�È�î�º�«�º�Û�µ�É  �É�ß�º�¥�Ý>& BOOTP>'�§�î�Â>& 67>'

• discard>8�ë� >& 9>'

• dnsix>8DNSIX �­�Ÿ�×�Ü�¸�•  �É�ß�º�¥�Ý%���>& 195>'

• domain>8�»�Ó�–�å  �¿�î�Ò  �§�î�Å�«>& DNS>'>&53>'

• echo>8�š�¥�î>& 7>'

• isakmp>8Internet Security Association and Key Management Protocol>&ISAKMP>'>&5>'

• mobile-ip>8�Ô�Â�–�Ý IP �Þ�ª�«�º�Þ�î�©�Ù�å>& 434>'

• nameserver>8IEN116 �¿�î�Ò  �§�î�Å�«>&�§�'�
 42>'

• netbios-dgm>8NetBIOS �¹�î�±�¢�Û�Ò  �§�î�Å�«>& 138>'

• netbios-ns>8NetBIOS �¿�î�Ò  �§�î�Å�«>& 137>'

• netbios-ss>8NetBIOS �­�µ�©�Ù�å  �§�î�Å�«>& 139>'

• non500-isakmp>8Internet Security Association and Key Management Protocol>&ISAKMP>'>&45>'

• ntp>8�¿�µ�º�á�î�¡  �±�–�Ò  �É�ß�º�¥�Ý>& 123>'

• pim-auto-rp >8PIM Auto-RP>&496>'

• rip >8Routing Information Protocol>&RIP>'>&�Ý�î�±�
 in.routed�
 52>'

• snmp>8(F�Æ�¿�µ�º�á�î�¡'ö#.�É�ß�º�¥�Ý>& 161>'

• snmptrap>8SNMP �º�Û�µ�É>& 162>'

• sunrpc>8Sun Remote Procedure Call>&RPC; �Ü�Ô�î�º  �É�ß�©�î�ª�Õ  �¥�î�Ý>' >&111>'

• syslog>8�©�«�¸�Ò  �ß� �å�¢>& 514>'

• tacacs>8TAC Access Control System>&49>'

• talk>8Talk>&517>'

• tftp >8Trivial File Transfer Protocol>&TFTP; (F�Æ�Ç�“�–�Ý3?3æ�É�ß�º�¥�Ý>' >&69>'
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
permit >&IPv4>'
• time>8Time>&37>'

• who>8Who �§�î�Å�«>& rwho�
 513>'

• xdmcp>8X Display Manager Control Protocol>&XDMCP>'>&177>'

�[ ���_�
 acl-lab-01 �\�8�:  IPv4 ACL �†�8�B�K�
 10.23.0.0 �>�|�g  192.168.37.0 �¿�µ�º�á�î�¡�?�}  
10.176.0.0 �¿�µ�º�á�î�¡�l�b�M�m�Z�b  TCP �>�|�g  UDP �º�Û�Ç�•�µ�¡�†0Á�•�M�•�Ý�î�Ý�†0¿���M�•�[�†
&g�K�r�M��

switch# configure terminal
switch(config)# ip access-list acl-lab-01  
switch(config-acl)# permit ip any host 10.176.0.0/16  
switch(config-acl)# permit tcp 10.23.0.0/16 10.176.0.0/16  
switch(config-acl)# permit udp 10.23.0.0/16 10.176.0.0/16  
switch(config-acl)# permit tcp 192.168.37.0/16 10.176.0.0/16  
switch(config-acl)# permit udp 192.168.37.0/16 10.176.0.0/16  
switch(config-acl)#

���_�
�«�–�µ�³  �É�ß�Ç�“�–�Ý�[  sp-acl �\�8�:  IPv4 ACL �†�8�B�K�
 10.20.0.0 �>�|�g  192.168.36.0 �¿�µ
�º�á�î�¡�?�}  10.172.0.0 �¿�µ�º�á�î�¡�l�b�M�m�Z�b  AHP �>�|�g  OSPF �º�Û�Ç�•�µ�¡�†0Á�•�M�•�Ý�î�Ý
�†0¿���M�•�[�†&g�K�r�M��

switch# configure sync
Enter configuration commands, one per line. End with CNTL/Z.
switch(config-sync)# switch-profile s5010
Switch-Profile started, Profile ID is 1
switch(config-sync-sp)# ip access-list sp-acl  
switch(config-sync-sp-acl)# permit ahp 10.20.0.0/16 10.172.0.0/16  
switch(config-sync-sp-acl)# permit ospf 10.20.0.0/16 10.172.0.0/16  
switch(config-sync-sp-acl)# permit ahp 192.168.36.0/16 10.172.0.0/16  
switch(config-sync-sp-acl)# permit ospf 192.168.36.0/16 10.172.0.0/16  
switch(config-sync-sp-acl)# 

6õ4��¥�Ð�å�» �¥�Ð�å�» 1��Â

deny>&IPv4>' IPv4 ACL �_�Ä�°>& deny>'�Ý�î�Ý�†0¿���K�r�M��

ip access-list IPv4 ACL �†0¿���K�r�M��

remark ACL �_
�*ƒ�†0¿���K�r�M��

show ip access-lists �M�m�Z�b IPv4 ACL �r�S�c  1 �X�b  IPv4 ACL �†/²&g�K�r�M��

show switch-profile �«�–�µ�³  �É�ß�Ç�“�–�Ý�>�|�g�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ü�Å�ª�Ù�å�_6õ�M�•
�_���†/²&g�K�r�M��

switch-profile �«�–�µ�³  �É�ß�Ç�“�–�Ý�†�8�B�>�|�g0¿���K�r�M��
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
permit interface
permit interface
�Ø�î�¨  �ß�î�Ý  �–�å�±�î�Ç�™�–�«  �Ï�Ü�©�î�[�–�å�±�î�Ç�™�–�«�†3ã�•�M�•�_�c�
 permit interface �¥�Ð
�å�»�†�Q#Ý�K�r�M���–�å�±�î�Ç�™�–�«�†�P7V�M�•�_�c�
�G�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M��

permit interface interface-list

no permit interface

�S�e�b1��Â

�¥�Ð�å�»  �¹�Ç�›�Ý�º �M�m�Z�b�–�å�±�î�Ç�™�–�«

�¥�Ð�å�»  �Ô�î�» �–�å�±�î�Ç�™�–�«  �Ï�Ü�©�î  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å permit interface �«�¸�î�º�Ó�å�º�†�µ+��I�O�•�_�c�
���b�[�b�|�:�_�
�¥�Ð�å�»  �Ý�î�Ý�†0¿���K�Z�–�å
�±�î�Ç�™�–�«  �”�¡�­�«�†0Á�•�M�•�²0[�@�6�~�r�M��

switch(config-role)# rule number  permit command configure terminal  ; interface  * 

�[ ���_�
�Ø�î�¨  �ß�î�Ý  �–�å�±�î�Ç�™�–�«  �Ï�Ü�©�î�[�–�å�±�î�Ç�™�–�«(
�V�†0¿���M�•�[�†&g�K�r�M��

switch# configure terminal
switch(config)# role name MyRole  
switch(config-role)# interface policy deny  
switch(config-role-interface)# permit interface ethernet 1/2 - 8  
switch(config-role-interface)#

���_�
�Ø�î�¨  �ß�î�Ý  �–�å�±�î�Ç�™�–�«  �Ï�Ü�©�î�[�–�å�±�î�Ç�™�–�«�b�Ü�«�º�†0¿���M�•�[�†&g�K�r
�M��

switch# configure terminal
switch(config)# role name MyRole  
switch(config-role)# interface policy deny  
switch(config-role-interface)# permit interface ethernet 1/1, ethernet 1/3, ethernet 1/5  
switch(config-role-interface)#

���_�
�Ø�î�¨  �ß�î�Ý  �–�å�±�î�Ç�™�–�«  �Ï�Ü�©�î�?�}�–�å�±�î�Ç�™�–�«�†�P7V�M�•�[�†&g�K�r�M��

switch# configure terminal
switch(config)# role name MyRole  
switch(config-role)# interface policy deny  
switch(config-role-interface)# no permit interface ethernet 1/2  
switch(config-role-interface)#

interface-list �Ø�î�¨  �ß�î�Ý�@�”�¡�­�«�†0Á�•�I�€�Z�8�•�–�å�±�î�Ç�™�–�«�b�Ü�«�º�[�M��

�Ü�Ü�î�« �š�f'à�d

5.0(3)U1(1) �G�b�¥�Ð�å�»�@3ã�•�I�€�r�K�S��  
SEC-106
Cisco Nexus 3000 �©�Ü�î�¬  NX-OS �­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»  �Ü�Ç�“�Þ�å�«

78-26756-01-J



 

�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
permit interface
6õ4��¥�Ð�å�» �¥�Ð�å�» 1��Â

interface policy deny �Ø�î�¨  �ß�î�Ý�b�–�å�±�î�Ç�™�–�«  �Ï�Ü�©�î  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î
�»�†6ä���K�r�M��

role name �Ø�î�¨  �ß�î�Ý�†�8�B�r�S�c�æ���K�Z�
�Ø�î�¨  �ß�î�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù
�å  �Ô�î�»�†6ä���K�r�M��

show role �Ø�î�¨  �ß�î�Ý�b�_���†/²&g�K�r�M��
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
permit vlan
permit vlan
�Ø�î�¨  �ß�î�Ý  VLAN �Ï�Ü�©�î�[  VLAN �†3ã�•�M�•�_�c�
 permit vlan �¥�Ð�å�»�†�Q#Ý�K�r�M�� VLAN 
�†�P7V�M�•�_�c�
�G�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M��

permit vlan vlan-list

no permit vlan

�S�e�b1��Â

�¥�Ð�å�»  �¹�Ç�›�Ý�º �M�m�Z�b VLAN

�¥�Ð�å�»  �Ô�î�» VLAN �Ï�Ü�©�î  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å permit vlan �«�¸�î�º�Ó�å�º�†�µ+��I�O�•�_�c�
���b�[�b�|�:�_�
�¥�Ð�å�»  rule �†0¿���K�Z  VLAN �”
�¡�­�«�†0Á�•�M�•�²0[�@�6�~�r�M��

switch(config-role)# rule number  permit command configure terminal ; vlan *  

�[ ���_�
�Ø�î�¨  �ß�î�Ý  VLAN �Ï�Ü�©�î�[  VLAN �b(
�V�†0¿���M�•�[�†&g�K�r�M��

switch# configure terminal
switch(config)# role name MyRole  
switch(config-role)# vlan policy deny  
switch(config-role-vlan)# permit vlan 1-8  
switch(config-role-vlan)#

���_�
�Ø�î�¨  �ß�î�Ý  VLAN �Ï�Ü�©�î�[  VLAN �b�Ü�«�º�†0¿���M�•�[�†&g�K�r�M��

switch# configure terminal
switch(config)# role name MyRole  
switch(config-role)# vlan policy deny  
switch(config-role-vlan)# permit vlan 1, 10, 12, 20  
switch(config-role-vlan)#

���_�
�Ø�î�¨  �ß�î�Ý  VLAN �Ï�Ü�©�î�?�}  VLAN �†�P7V�M�•�[�†&g�K�r�M��

switch# configure terminal
switch(config)# role name MyRole  
switch(config-role)# vlan policy deny  
switch(config-role-vlan)# no permit vlan 2  
switch(config-role-vlan)#

vlan-list �Ø�î�¨  �ß�î�Ý�@�”�¡�­�«�†0Á�•�I�€�Z�8�•  VLAN �b�Ü�«�º�[�M��

�Ü�Ü�î�« �š�f'à�d

5.0(3)U1(1) �G�b�¥�Ð�å�»�@3ã�•�I�€�r�K�S��  
SEC-108
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
permit vlan
6õ4��¥�Ð�å�» �¥�Ð�å�» 1��Â

vlan policy deny �Ø�î�¨  �ß�î�Ý�b  VLAN �Ï�Ü�©�î  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K
�r�M��

role name �Ø�î�¨  �ß�î�Ý�†�8�B�r�S�c�æ���K�Z�
�Ø�î�¨  �ß�î�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù
�å  �Ô�î�»�†6ä���K�r�M��

show role �Ø�î�¨  �ß�î�Ý�b�_���†/²&g�K�r�M��
SEC-109
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
permit vrf
permit vrf
�Ø�î�¨  �ß�î�Ý  VRF �Ï�Ü�©�î�[�
 Virtual Routing and Forwarding>&VRF; �ì�•�Ý�î�¸�•�å�¢�>�|�g3?3æ>'
�–�å�«�±�å�«�†3ã�•�M�•�_�c�
 permit vrf  �¥�Ð�å�»�†�Q#Ý�K�r�M�� VRF �†�P7V�M�•�_�c�
�G�b�¥�Ð�å
�»�b  no �g�'�†�Q#Ý�K�r�M��

permit vrf  vrf-list

no permit vrf

�S�e�b1��Â

�¥�Ð�å�»  �¹�Ç�›�Ý�º �M�m�Z�b VRF

�¥�Ð�å�»  �Ô�î�» VRF �Ï�Ü�©�î  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»

�¥�Ð�å�»�š�T

�[ ���_�
�Ø�î�¨  �ß�î�Ý  VRF �Ï�Ü�©�î�[  VRF �b(
�V�†0¿���M�•�[�†&g�K�r�M��

switch# configure terminal
switch(config)# role name MyRole
switch(config-role)# vrf policy deny
switch(config-role-vrf)# permit vrf management
switch(config-role-vrf)#

6õ4��¥�Ð�å�»

vrf-list �Ø�î�¨  �ß�î�Ý�@�”�¡�­�«�†0Á�•�I�€�Z�8�•  VRF �b�Ü�«�º�[�M��

�Ü�Ü�î�« �š�f'à�d

5.0(3)U1(1) �G�b�¥�Ð�å�»�@3ã�•�I�€�r�K�S��  

�¥�Ð�å�» 1��Â

vrf policy deny �Ø�î�¨  �ß�î�Ý�b  VRF �Ï�Ü�©�î  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r
�M��

role name �Ø�î�¨  �ß�î�Ý�†�8�B�r�S�c�æ���K�Z�
�Ø�î�¨  �ß�î�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù
�å  �Ô�î�»�†6ä���K�r�M��

show role �Ø�î�¨  �ß�î�Ý�b�_���†/²&g�K�r�M��
SEC-110
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
permit vsan
permit vsan
�Ø�î�¨  �ß�î�Ý�_  VSAN �Ï�Ü�©�î�l�b�”�¡�­�«�†0Á�•�M�•�_�c�
 permit vsan �¥�Ð�å�»�†�Q#Ý�K�r�M��
�Ø�î�¨  �ß�î�Ý�b�¹�Ç�›�Ý�º�b  VSAN �Ï�Ü�©�î0¿���_�`�M�_�c�
�G�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M��

permit vsan vsan-list

no permit vsan vsan-list

�S�e�b1��Â

�¥�Ð�å�»  �¹�Ç�›�Ý�º �^�K

�¥�Ð�å�»  �Ô�î�» �Ø�î�¨  �ß�î�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å �G�b�¥�Ð�å�»�c�
 vsan policy deny �¥�Ð�å�»�†�Q#Ý�K�Z  VSAN �Ï�Ü�©�î�†�Ä�°�K�S�‹�_�b�s�–�¿�î�È
�Ý�_�^�~�r�M��

�[ ���_�
�Ø�î�¨  �ß�î�Ý�_  VSAN �Ï�Ü�©�î�l�b�”�¡�­�«�†0Á�•�M�•�[�†&g�K�r�M��

switch# configure terminal
switch(config)# role name MyRole  
switch(config-role)# vsan policy deny  
switch(config-role-vsan)# permit vsan 10, 12, 100-104  
switch(config-role-vsan)# 

6õ4��¥�Ð�å�»

vsan-list �Ø�î�¨  �ß�î�Ý�@�”�¡�­�«�[�A�•  VSAN �b(
�V�[�M���w� �^(
�V�c  1 >|  
4093 �[�M��

���b�
�)�~0°�•�†�Q#Ý�K�Z(
�V�†�
�)�•�G�\�@�[�A�r�M��

• , �c�
 1-5, 10, 12, 100-201 �b�|�:�_0
�X�b(
�V�†�
�)�•0°�•�[�M��

• - �c�
 101-201 �b�|�:�_(
�V�†�
�)�•0°�•�[�M��

�Ü�Ü�î�« �š�f'à�d

5.0(3)U1(1) �G�b�¥�Ð�å�»�@3ã�•�I�€�r�K�S��  

�¥�Ð�å�» 1��Â

vsan policy deny �Ø�î�¨�b  VSAN �Ï�Ü�©�î�l�b�”�¡�­�«�†�Ä�°�K�r�M��

role name �Ø�î�¨  �ß�î�Ý�†�8�B�r�S�c�æ���K�Z�
�Ø�î�¨  �ß�î�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

show role �Ø�î�¨  �ß�î�Ý�b�_���†/²&g�K�r�M��
SEC-111
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
radius-server deadtime
radius-server deadtime
 Cisco Nexus 3000 �©�Ü�î�¬  �«�–�µ�³�_�M�m�Z�b  RADIUS �§�î�Â�b�¹�µ�»  �±�–�Ò6ë7x�†0¿���M�•�_�c�

radius-server deadtime �¥�Ð�å�»�†�Q#Ý�K�r�M���¹�Ç�›�Ý�º0¿���_�`�M�_�c�
�G�b�¥�Ð�å�»�b  no �g�'
�†�Q#Ý�K�r�M��

radius-server deadtime minutes

no radius-server deadtime minutes

�S�e�b1��Â

�¥�Ð�å�»  �¹�Ç�›�Ý�º 0 �(

�¥�Ð�å�»  �Ô�î�» �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å �¹�µ�»  �±�–�Ò6ë7x�c�
�Â'Å�b�^�?�W�S  RADIUS �§�î�Â�†�«�–�µ�³�@&�1��M�•�r�[�b�(�X�[�M��

>&�@>' �”�–�»�Ý  �±�–�Ò  �–�å�±�î�Â�Ý�@  0 �(�b���œ�
 RADIUS �§�î�Â�b���‡$×�^�Ô�½�±�Ü�å�¢�c��/œ�I�€�r�O
�‡��

�[ ���_�
�M�m�Z�b  RADIUS �§�î�Â�b���‡$×�^�Ô�½�±�Ü�å�¢�†��/œ�M�•�¢�ß�î�Â�Ý  �¹�µ�»  �±�–�Ò6ë7x�†0¿
���M�•�[�†&g�K�r�M��

switch# configure terminal
switch(config)# radius-server deadtime 5  
switch(config)#

���_�
�M�m�Z�b  RADIUS �§�î�Â�b�¢�ß�î�Â�Ý  �¹�µ�»  �±�–�Ò6ë7x�†�¹�Ç�›�Ý�º�_�`�K�Z�
�§�î�Â�b���‡
$×�^�Ô�½�±�Ü�å�¢�†�¹�•�­�î�È�Ý�_�M�•�[�†&g�K�r�M��

switch# configure terminal
switch(config)# no radius-server deadtime 5  
switch(config)#

6õ4��¥�Ð�å�»

minutes �¹�µ�»  �±�–�Ò6ë7x�b�(�X���w� �^(
�V�c  1 >|  1440 �(�[�M��

�Ü�Ü�î�« �š�f'à�d

5.0(3)U1(1) �G�b�¥�Ð�å�»�@3ã�•�I�€�r�K�S��  

�¥�Ð�å�» 1��Â

show radius-server RADIUS �§�î�Â�_���†/²&g�K�r�M��
SEC-112
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
radius-server directed-request
radius-server directed-request
�ß�¢�–�å�ì�_�Ø�î�¨�@1�0É0[�Ó�†"I���b  RADIUS �§�î�Â�_3æ�™�[�A�•�|�:�_�M�•�_�c�
 radius-server 
directed-request �¥�Ð�å�»�†�Q#Ý�K�r�M���¹�Ç�›�Ý�º0¿���_�`�M�_�c�
�G�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý
�K�r�M��

radius-server directed-request

no radius-server directed-request

�S�e�b1��Â �G�b�¥�Ð�å�»�_�c�
�,�X�r�S�c�Ÿ�î�á�î�»�c�6�~�r�O�‡��

�¥�Ð�å�»  �¹�Ç�›�Ý�º 0¿���K�S  RADIUS �§�î�Â  �¢�Ý�î�É�_1�0É0[�Ó�†3æ�™�K�r�M��

�¥�Ð�å�»  �Ô�î�» �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å �ß�¢�–�å�ì�
 username@vrfname:hostname �†�æ���[�A�r�M�� vrfname �c�Q#Ý�M�•  VRF�
 hostname �c
0¿���K�S  RADIUS �§�î�Â�¡�[�M���Ø�î�¨�¡�@1�0É#Ý�_  RADIUS �§�î�Â�_3æ�™�I�€�r�M��

�[ ���_�
�ß�¢�–�å�ì�_�Ø�î�¨�@1�0É0[�Ó�†"I���b  RADIUS �§�î�Â�_3æ�™�[�A�•�|�:�_�M�•�[�†&g�K�r�M��

switch# configure terminal
switch(config)# radius-server directed-request  
switch(config)#

���_�
�ß�¢�–�å�ì�_�Ø�î�¨�@1�0É0[�Ó�†"I���b  RADIUS �§�î�Â�_3æ�™�[�A�^�8�|�:�_�M�•�[�†&g�K�r
�M��

switch# configure terminal
switch(config)# no radius-server directed-request  
switch(config)#

6õ4��¥�Ð�å�»

�Ü�Ü�î�« �š�f'à�d

5.0(3)U1(1) �G�b�¥�Ð�å�»�@3ã�•�I�€�r�K�S��  

�¥�Ð�å�» 1��Â

show radius-server 
directed-request

�æ��0[�Ó  RADIUS �§�î�Â0¿���†/²&g�K�r�M��
SEC-113
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
radius-server host
radius-server host 
RADIUS �§�î�Â  �Ã�Û�Ó�î�±�†0¿���M�•�_�c�
 radius-server host �¥�Ð�å�»�†�Q#Ý�K�r�M���¹�Ç�›�Ý�º
0¿���_�`�M�_�c�
�G�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M��

radius-server host { hostname | ipv4-address | ipv6-address} [ key [0 | 7] shared-secret 
[pac]] [ accounting] [acct-port port-number] [auth-port  port-number] 
[authentication] [ retransmit  count] [ test { idle-time time | password password | 
username name}] [ timeout seconds [retransmit  count]]

no radius-server host { hostname | ipv4-address | pv6-address} [ key [0 | 7] shared-secret 
[pac]] [ accounting] [acct-port port-number] [auth-port  port-number] 
[authentication] [ retransmit  count] [ test { idle-time time | password password | 
username name}] [ timeout seconds [retransmit  count]]

�S�e�b1��Â hostname RADIUS �§�î�Â�b  Domain Name Server>&DNS; �»�Ó�–�å  �¿�î�Ò  �§�î�Â>'
�¡���¡�S�c�
,e�X�Ð�[�æ���K�r�M���±�e�Ð�\�`�e�Ð�@�
�9�I�€�
�q�±�e�Ð
�X�c  256 �[�M��

ipv4-address A.B.C.D �g�'�b  RADIUS �§�î�Â�b  IPv4 �”�»�Þ�«��

ipv6-address A:B::C:D �g�'�b  RADIUS �§�î�Â�b  IPv6 �”�»�Þ�«��

key >&�õ�–>' RADIUS �§�î�Â�¦�S
¹�w&Î�&�Ÿ�î�†0¿���K�r�M��

0 >&�õ�–>' RADIUS �¡�Û�–�”�å�º�\�§�î�Â6ë�b3û�™�†1�0É�M�•�
�¡�Ü�”  �¸�Ÿ
�«�º�[�æ���I�€�S�¦�S
¹�w�Ÿ�î�†0¿���K�r�M���G�€�c�¹�Ç�›�Ý�º�[�M��

7 >&�õ�–>' RADIUS �¡�Û�–�”�å�º�\�§�î�Â6ë�b3û�™�†1�0É�M�•�
�/�•�e�[�æ��
�I�€�S�¦�S
¹�w�Ÿ�î>& 7 �[/²&g>'�†0¿���K�r�M��

shared-secret RADIUS �¡�Û�–�”�å�º�\�§�î�Â6ë�b3û�™�†1�0É�M�•�¦�S
¹�w�Ÿ�î���¦�S
¹
�w�Ÿ�î�_�c�
���Š�•+��^  ASCII �e�Ð�b�Q#Ý�@�•+��[�M>&'5$Ñ�e�Ð�c�Q#Ý�[
�A�r�O�‡>' ���±�e�Ð�\�`�e�Ð�@�
�9�I�€�
�q�±�e�Ð�X�c  63 �[�M��

pac >&�õ�–>'Cisco TrustSec �\4��·�I�O�•�S�u�_�
 RADIUS Cisco ACS �§�î�Â�[  
Protected Access Credentials>&PAC>'�b#Õ�B�†�–�¿�î�È�Ý�_�K�r�M��

accounting >&�õ�–>'�”�•�˜�å�¸�•�å�¢�†0¿���K�r�M��

acct-port port-number >&�õ�–>'�”�•�˜�å�¸�•�å�¢#Ý�b  RADIUS �§�î�Â�b�Ï�î�º�†0¿���K�r�M���æ
���[�A�•(
�V�c  0 >|  65535 �[�M��

auth-port port-number >&�õ�–>'1�0É#Ý�b  RADIUS �§�î�Â�b�Ï�î�º�†0¿���K�r�M���æ���[�A�•(
�V
�c  0 >|  65535 �[�M��

authentication >&�õ�–>'1�0É�†0¿���K�r�M��

retransmit count >&�õ�–>'�«�–�µ�³�@�ß�î�•�Ý1�0É�_�`�•�S�_  RADIUS �§�î�Â�l�b�K)F0è/œ
�†/œ�:�G�X�†0¿���K�r�M���w� �^(
�V�c  1 >|  5 �G�[�
�¹�Ç�›�Ý�º�c  1 �G�[
�M��

test >&�õ�–>'�¸�«�º  �Ã�£�µ�º�†  RADIUS �§�î�Â�_3æ�™�M�•�|�:�_�Ã�Û�Ó�î�±�†
0¿���K�r�M��

idle-time time �§�î�Â�†�Ô�½�±�Ü�å�¢�M�•�S�u�b�ì6ë6ë7x�†�(�[�æ���K�r�M���w� �^(
�V
�c  1 >|  1440 �(�[�M��

password password �¸�«�º  �Ã�£�µ�º
Æ�b�Ø�î�¨  �Ã�«�á�î�»�†�æ���K�r�M���Ã�«�á�î�»�c�
,e�X
�Ð�[�æ���K�r�M���±�e�Ð�\�`�e�Ð�@�
�9�I�€�
�q�±�e�Ð�X�c  32 �[�M��
SEC-114
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
radius-server host
�¥�Ð�å�»  �¹�Ç�›�Ý�º �”�•�˜�å�¸�•�å�¢  �Ï�î�º>8 1813

1�0É�Ï�î�º>8 1812

�”�•�˜�å�¸�•�å�¢>8�–�¿�î�È�Ý

1�0É>8�–�¿�î�È�Ý


Ì3æ�™�X>81

�”�–�»�Ý�ì6ë>8 0

�§�î�Â  �Ô�½�±�Ü�å�¢>8�¹�•�­�î�È�Ý

�±�–�Ò�”�˜�º>8 5 &Ê

�¸�«�º  �Ø�î�¨�¡>8 test 

�¸�«�º  �Ã�«�á�î�»>8 test

�¥�Ð�å�»  �Ô�î�» �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å �”�–�»�Ý  �±�–�Ò  �–�å�±�î�Â�Ý�@  0 �(�b���œ�
 RADIUS �§�î�Â�b���‡$×�^�Ô�½�±�Ü�å�¢�c��/œ�I�€�r�O
�‡��

�[ ���_�
 RADIUS �§�î�Â�b1�0É�\�”�•�˜�å�¸�•�å�¢�b�Ã�Û�Ó�î�±�†0¿���M�•�[�†&g�K�r�M��

switch# configure terminal
switch(config)# radius-server host 192.168.2.3 key HostKey
switch(config)# radius-s erver host 192.168.2.3 auth-port 2003
switch(config)# radius-server host 192.168.2.3 acct-port 2004
switch(config)# radius-server host 192.168.2.3 accounting
switch(config)# radius-server host radius2 key 0 abcd
switch(config)# radius-server host radius3 key 7 1234
switch(config)# radius-server host 192.168.2.3 test idle-time 10
switch(config)# radius-server host 192.168.2.3 test username tester
switch(config)# radius-server host 192.168.2.3 test password 2B9ka5
switch(config)#

6õ4��¥�Ð�å�»

username name �¸�«�º  �Ã�£�µ�º
Æ�b�Ø�î�¨�¡�†�æ���K�r�M���Ø�î�¨�¡�c�
,e�X�Ð�[�æ���K
�r�M���±�e�Ð�\�`�e�Ð�b�
�9�@�^�C�
�q�±�e�Ð�X�c  32 �[�M��

timeout seconds RADIUS �§�î�Â�l�b
Ì3æ�™�±�–�Ò�”�˜�º>&&Ê�"�)>'�†�æ���K�r�M���¹�Ç�›
�Ý�º�c  1 &Ê�[�M���w� �^(
�V�c  1 >|  60 &Ê�[�M��

�Ü�Ü�î�« �š�f'à�d

5.0(3)U1(1) �G�b�¥�Ð�å�»�@3ã�•�I�€�r�K�S��  

�¥�Ð�å�» 1��Â
show radius-server RADIUS �§�î�Â�_���†/²&g�K�r�M��
SEC-115
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
radius-server key
radius-server key
RADIUS 
¹�w&Î�&�Ÿ�î�†0¿���M�•�_�c�
 radius-server key �¥�Ð�å�»�†�Q#Ý�K�r�M��0¿���K�S
¹�w&Î�&
�Ÿ�î�†�P7V�M�•�_�c�
�G�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M��

radius-server key [0 | 7] shared-secret

no radius-server key [0 | 7] shared-secret

�S�e�b1��Â

�¥�Ð�å�»  �¹�Ç�›�Ý�º �¡�Ü�”  �¸�Ÿ�«�º1�0É

�¥�Ð�å�»  �Ô�î�» �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å RADIUS �¦�S
¹�w�Ÿ�î�†0¿���K�Z�
 RADIUS �§�î�Â�_�P�K�Z�«�–�µ�³�†1�0É�M�•�²0[�@�6�~�r�M��
�Ÿ�î�b6×�I�c  65 �e�Ð�[�
���Š�•+��^�õ�–�b  ASCII �e�Ð�†�µ�u�•�G�\�@�[�A�r�M>&�«�Ì�î�«�c�Q#Ý�[�A
�r�O�‡>' ���¢�ß�î�Â�Ý  �Ÿ�î�c�
�«�–�µ�³�_�6�•�M�m�Z�b  RADIUS �§�î�Â  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�[�Q
#Ý�M�•�|�:0¿���[�A�r�M�� radius-server host �¥�Ð�å�»�[  key �Ÿ�î�á�î�»�†�Q#Ý�M�•�G�\�[�G�b�¢�ß�î
�Â�Ý  �Ÿ�î�b�m�~�\�Z�†�V�i�A�[�A�r�M��

�[ ���_�
 RADIUS 1�0É�†0¿���M�•�›'��b�©�¼�Ü�œ�†�f�j�M�•�[�†&g�K�r�M��

switch# configure terminal
switch(config)# radius-server key AnyWord  
switch(config)# radius-server key 0 AnyWord  
switch(config)# radius-server key 7 public pac  
switch(config)#

6õ4��¥�Ð�å�»

0 >&�õ�–>' RADIUS �¡�Û�–�”�å�º�\�§�î�Â6ë�b3û�™�†1�0É�M�•�
�¡�Ü�”  �¸�Ÿ
�«�º�[�æ���I�€�S�¦�S
¹�w�Ÿ�î�†0¿���K�r�M��

7 >&�õ�–>' RADIUS �¡�Û�–�”�å�º�\�§�î�Â6ë�b3û�™�†1�0É�M�•�
�/�•�e�[�æ��
�I�€�S�¦�S
¹�w�Ÿ�î�†0¿���K�r�M��

shared-secret RADIUS �¡�Û�–�”�å�º�\�§�î�Â6ë�b3û�™�†1�0É�M�•�S�u�_�Q#Ý�I�€�•�¦�S

¹�w�Ÿ�î���¦�S
¹�w�Ÿ�î�_�c�
���Š�•+��^  ASCII �e�Ð�b�Q#Ý�@�•+��[�M

>&'5$Ñ�e�Ð�c�Q#Ý�[�A�r�O�‡>' ���±�e�Ð�\�`�e�Ð�@�
�9�I�€�
�q�±�e�Ð�X�c  
63 �[�M��

�Ü�Ü�î�« �š�f'à�d
5.0(3)U1(1) �G�b�¥�Ð�å�»�@3ã�•�I�€�r�K�S��  

�¥�Ð�å�» 1��Â

show radius-server RADIUS �§�î�Â�_���†/²&g�K�r�M��
SEC-116
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
radius-server retransmit
radius-server retransmit 
�«�–�µ�³�@  RADIUS �§�î�Â�[0[�Ó�†0è/œ�M�•�G�X�†�æ���M�•�_�c�
 radius-server retransmit �¥�Ð�å
�»�†�Q#Ý�M�•�²0[�@�6�~�r�M���¹�Ç�›�Ý�º0¿���_�`�M�_�c�
�G�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M��

radius-server retransmit count

no radius-server retransmit count

�S�e�b1��Â

�¥�Ð�å�»  �¹�Ç�›�Ý�º 
Ì3æ�™ 1 �G

�¥�Ð�å�»  �Ô�î�» �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»

�¥�Ð�å�»�š�T

�[ ���_�
 RADIUS �§�î�Â�_
Ì3æ�™�G�X�†0¿���M�•�[�†&g�K�r�M��

switch# configure terminal
switch(config)# radius-server retransmit 3  
switch(config)#

���_�
 RADIUS �§�î�Â�_
Ì3æ�™�b�¹�Ç�›�Ý�º�X�†0¿���M�•�[�†&g�K�r�M��

switch# configure terminal
switch(config)# no radius-server retransmit 3  
switch(config)#

6õ4��¥�Ð�å�»

count �«�–�µ�³�@�ß�î�•�Ý1�0É�_�`�•�S�_  RADIUS �§�î�Â�l�b�K)F0è/œ�†/œ�:�G
�X���w� �^(
�V�c  1 >|  5 �G�[�M��

�Ü�Ü�î�« �š�f'à�d

5.0(3)U1(1) �G�b�¥�Ð�å�»�@3ã�•�I�€�r�K�S��  

�¥�Ð�å�» 1��Â

show radius-server RADIUS �§�î�Â�_���†/²&g�K�r�M��
SEC-117
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
radius-server timeout
radius-server timeout
RADIUS �§�î�Â�l�b
Ì3æ�™6ë7x�†�æ���M�•�_�c�
 radius-server timeout �¥�Ð�å�»�†�Q#Ý�K�r�M���¹
�Ç�›�Ý�º0¿���_�`�M�_�c�
�G�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M��

radius-server timeout seconds

no radius-server timeout seconds

�S�e�b1��Â

�¥�Ð�å�»  �¹�Ç�›�Ý�º 1 &Ê

�¥�Ð�å�»  �Ô�î�» �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»

�¥�Ð�å�»�š�T

�[ ���_�
�±�–�Ò�”�˜�º6ë7x�†0¿���M�•�[�†&g�K�r�M��

switch# configure terminal
switch(config)# radius-server timeout 30  
switch(config)#

���_�
�¹�Ç�›�Ý�º�b6ë7x�_�`�M�[�†&g�K�r�M��

switch# configure terminal
switch(config)# no radius-server timeout 30  
switch(config)#

6õ4��¥�Ð�å�»

seconds RADIUS �§�î�Â�l�b
Ì3æ�™6ë7x�b&Ê�X���w� �^(
�V�c  1 >|  60 &Ê�[�M��

�Ü�Ü�î�« �š�f'à�d

5.0(3)U1(1) �G�b�¥�Ð�å�»�@3ã�•�I�€�r�K�S��  

�¥�Ð�å�» 1��Â

show radius-server RADIUS �§�î�Â�_���†/²&g�K�r�M��
SEC-118
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
remark
remark
IPv4 �r�S�c  MAC �”�¡�­�«  �¥�å�º�ß�î�Ý  �Ü�«�º>& ACL>'�_�¥�Ó�å�º�†
°�Š�M�•�_�c�
 remark  �¥�Ð�å
�»�†�Q#Ý�K�r�M�� remark  �¥�Ð�å�»�†�P7V�M�•�_�c�
�G�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M��

[sequence-number] remark  remark

no { sequence-number | remark  remark}

�S�e�b1��Â

�¥�Ð�å�»  �¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�[�c�
 ACL �_�Ü�Ð�î�¡�@�µ�r�€�r�O�‡��

�¥�Ð�å�»  �Ô�î�» ARP ACL �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»
IPv4 ACL �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»
�«�–�µ�³  �É�ß�Ç�“�–�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[�b  IPv4 ACL
MAC ACL �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å remark �,�X�_�c�
�q�±  100 �e�Ð�†�æ���[�A�r�M�� remark �,�X�_  100 �†2x�<�•�e�Ð�†
°�Š�M�•�\�
�«
�–�µ�³�c�q�6�b  100 �e�Ð�†�w�E
°�€�
�‹�b�e�Ð�†�ë� �K�r�M��

�[ ���_�
 IPv4 ACL �_�Ü�Ð�î�¡�†�8�B�K�Z�
)��Ý�†/²&g�M�•�[�†&g�K�r�M��

switch# configure terminal
switch(config)# ip access-list acl-ipv4-01  
switch(config-acl)# 100 remark this ACL denies the marketing department access to the lab  
switch(config-acl)# show access-list acl-ipv4-01  

sequence-number >&�õ�–>' remark  �¥�Ð�å�»�b�©�î�£�å�«$��•���G�€�_�|�~�
�«�–�µ�³�c�”�¡
�­�«  �Ü�«�º�b$��•�@�æ���I�€�S�)*(�_�¥�Ð�å�»�†��
°�K�r�M���©�î�£�å�«
$��•�c�
 ACL 
Æ�[�Ý�î�Ý�b8p�Î�†�–�U�r�M��

�©�î�£�å�«$��•�_�c�
 1 >|  4294967295 �b6ë�b�Z�X�†�æ���[�A�r�M��

�¹�Ç�›�Ý�º�[�c�
 ACL �b�q�6�b�Ý�î�Ý�_�c�
 10 �b�©�î�£�å�«$��•�@�Z�<�}
�€�r�M��

�©�î�£�å�«$��•�†�æ���K�^�8���œ�
�«�–�µ�³�c  ACL �b�q�‹�_�Ý�î�Ý�†3ã�•
�K�
�S�b�Ý�î�Ý�b�©�î�£�å�«$��•�|�~  10 �±�A�8�©�î�£�å�«$��•�†�m�~�\�Z
�r�M��

resequence �¥�Ð�å�»�†�Q#Ý�K�Z�
�©�î�£�å�«$��•�†�Ü�Ð�î�¡�\�Ý�î�Ý�_
Ì
�Ø�m�~�\�Z�r�M��

remark �Ü�Ð�î�¡�b�¸�Ÿ�«�º���,�X�_�Q#Ý�[�A�•�e�Ð�X�c�q�±  100 �e�Ð�[�M��

�Ü�Ü�î�« �š�f'à�d

5.0(3)U1(1) �G�b�¥�Ð�å�»�@3ã�•�I�€�r�K�S��  
5.0(3)U2(1) �«�–�µ�³  �É�ß�Ç�“�–�Ý�b  IPv4 ACL�
�>�|�g�”�»�Þ�«0Ž�ô�É�ß�º�¥�Ý

>&ARP>' ACL �b�§�Ï�î�º�@�Ñ�G�I�€�r�K�S��
SEC-119
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
remark
switch(config-acl)#

���_�
�«�–�µ�³  �É�ß�Ç�“�–�Ý�[  IPv4 ACL �_�Ü�Ð�î�¡�†�8�B�M�•�[�†&g�K�r�M��

switch# configure sync
Enter configuration commands, one per line. End with CNTL/Z.
switch(config-sync)# switch-profile s5010
Switch-Profile started, Profile ID is 1
switch(config-sync-sp)# ip access-list sp-acl  
switch(config-sync-sp-acl)# 30 remark this ACL permits TCP access to the Accounting team  
switch(config-sync-sp-acl)# 

6õ4��¥�Ð�å�» �¥�Ð�å�» 1��Â

arp access-list ARP ACL �†0¿���K�r�M��

ip access-list IPv4 ACL �†0¿���K�r�M��

show access-list �M�m�Z�b ACL �r�S�c  1 �X�b  ACL �†/²&g�K�r�M��

show switch-profile �«�–�µ�³  �É�ß�Ç�“�–�Ý�>�|�g�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ü�Å�ª�Ù�å�_6õ�M�•
�_���†/²&g�K�r�M��

switch-profile �«�–�µ�³  �É�ß�Ç�“�–�Ý�†�8�B�>�|�g0¿���K�r�M��
SEC-120
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
resequence
resequence
�”�¡�­�«  �¥�å�º�ß�î�Ý  �Ü�«�º>& ACL>'�b�M�m�Z�b�Ý�î�Ý�r�S�c�ì6ë�b(
�V�_�©�î�£�å�«$��•�†
Ì�Ø�m
�~�\�Z�•�_�c�
 resequence �¥�Ð�å�»�†�Q#Ý�K�r�M��

resequence access-list-type access-list access-list-name starting-number increment

resequence time-range time-range-name starting-number increment

�S�e�b1��Â

�¥�Ð�å�»  �¹�Ç�›�Ý�º �^�K

�¥�Ð�å�»  �Ô�î�» �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»
�«�–�µ�³  �É�ß�Ç�“�–�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å resequence �¥�Ð�å�»�†�Q#Ý�M�•�\�
 ACL �b�Ý�î�Ý�r�S�c�ì6ë�b(
�V�_�©�î�£�å�«$��•�†
Ì�Ø�m�~�\�Z
�•�G�\�@�[�A�r�M���q�6�b�Ý�î�Ý�b�‚�K�8�©�î�£�å�«$��•�c�
 starting-number �,�X�_�|�W�Z�ô�r�~�r
�M���Q�b�Ú�b�›�Ý�î�Ý�c�
 increment �,�X�_�|�W�Z�ô�r�•�‚�K�8�©�î�£�å�«$��•�†�w�E�v�~�r�M���q�±
�©�î�£�å�«$��•�@�©�î�£�å�«$��•�b0Á���q�±�Í�†2x�<�•�\�
�©�î�£�å�«�@��/œ�I�€�N�
���b�Ó�µ�­�î�ª
�@/²&g�I�€�r�M��

ERROR: Exceeded maximum sequence number.

�q�±�©�î�£�å�«$��•�c�
 4294967295 �[�M��

access-list-type ACL �b�±�–�É���G�b�,�X�b�w� �Í�c�
���b�Ÿ�î�á�î�»�[�M��

• arp

>&�@>' �G�b  ACL �±�–�É�c�«�–�µ�³  �É�ß�Ç�“�–�Ý�_4:#Ý�I�€�r�O�‡��

• ip

• mac

access-list 
access-list-name

ACL �b�¡�S�†�æ���K�r�M���G�b  ACL �b�¡�S�_�c�q�±  64 �e�Ð�r�[�b,e�X�Ð
�†�æ���[�A�r�M��

time-range 
time-range-name

�ì6ë(
�V�b�¡�S�†�æ���K�r�M��

>&�@>' �G�b�Ÿ�î�á�î�»�c�
�«�–�µ�³  �É�ß�Ç�“�–�Ý�_4:#Ý�I�€�r�O�‡��

starting-number ACL �b�q�6�b�Ý�î�Ý�r�S�c�ì6ë�b(
�V�b�©�î�£�å�«$��•���æ���[�A�•(
�V
�c  1 >|  4294967295 �[�M��

increment �«�–�µ�³�@�‹)F�b�›�©�î�£�å�«$��•�_3ã�•�M�•�X���æ���[�A�•(
�V�c  1 >|  
4294967295 �[�M��

�Ü�Ü�î�« �š�f'à�d

5.0(3)U1(1) �G�b�¥�Ð�å�»�@3ã�•�I�€�r�K�S��  
5.0(3)U2(1) �G�b�¥�Ð�å�»�b�§�Ï�î�º�@�«�–�µ�³  �É�ß�Ç�“�–�Ý�_3ã�•�I�€�r�K�S��
SEC-121
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
resequence
�[ ���_�
 show ip access-lists �¥�Ð�å�»�†�Q#Ý�K�Z�
 100 �b�©�î�£�å�«$��•�[6ä���K�
 10 �N�X�Q�<�•  
ip-acl-01 �\�8�:�¡�S�b  IPv4 ACL �b�©�î�£�å�«�†
Ì�Ø��/œ�K�
 resequence �¥�Ð�å�»�b�Q#Ý�b�S�‹�b
�©�î�£�å�«$��•�†&�1��M�•�[�†&g�K�r�M��

switch# configure terminal
switch(config)# show ip access-lists ip-acl-01  

IP access list ip-acl-01 
        7 permit tcp 128.0.0/16 any eq www 
        10 permit udp 128.0.0/16 any 
        13 permit icmp 128.0.0/16 any eq echo 
        17 deny igmp any any 
switch(config)# resequence ip access-list ip-acl-01 100 10  
switch(config)# show ip access-lists ip-acl-01  

IP access list ip-acl-01 
        100 permit tcp 128.0.0/16 any eq www 
        110 permit udp 128.0.0/16 any 
        120 permit icmp 128.0.0/16 any eq echo 
        130 deny igmp any any 
switch(config)#

���_�
�«�–�µ�³  �É�ß�Ç�“�–�Ý�[  sp-acl �\�8�:�¡�S�b  IPv4 ACL �_�
 30 �?�}6ä���K�Z  5 �N�X�Q�x�K�^�@
�}�©�î�£�å�«$��•�†
Ì�m�~�\�Z�M�•�[�†&g�K�r�M��

switch# configure sync
Enter configuration commands, one per line. End with CNTL/Z.
switch(config-sync)# switch-profile s5010
Switch-Profile started, Profile ID is 1
switch(config-sync-sp)# resequence ip access-list sp-acl 30 5
switch(config-sync-sp)# 

6õ4��¥�Ð�å�» �¥�Ð�å�» 1��Â

arp access-list ARP ACL �†0¿���K�r�M��

ip access-list IPv4 ACL �†0¿���K�r�M��

show access-lists �M�m�Z�b ACL �r�S�c"I���b  ACL �†/²&g�K�r�M��
SEC-122
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
role feature-group name
role feature-group name
�Ø�î�¨  �ß�î�Ý�µ+��¢�Ý�î�É�†�8�B�r�S�c�æ���K�
�Ø�î�¨  �ß�î�Ý�µ+��¢�Ý�î�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  
�Ô�î�»�†6ä���M�•�_�c�
 role feature-group name �¥�Ð�å�»�†�Q#Ý�K�r�M���Ø�î�¨  �ß�î�Ý�µ+��¢�Ý�î�É
�†�P7V�M�•�_�c�
�G�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M��

role feature-group name group-name

no role feature-group name group-name

�S�e�b1��Â

�¥�Ð�å�»  �¹�Ç�›�Ý�º �^�K

�¥�Ð�å�»  �Ô�î�» �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»

�¥�Ð�å�»�š�T

�[ ���_�
�Ø�î�¨  �ß�î�Ý�µ+��¢�Ý�î�É�†�8�B�K�Z�
�Ø�î�¨  �ß�î�Ý�µ+��¢�Ý�î�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  
�Ô�î�»�†6ä���M�•�[�†&g�K�r�M��

switch# configure terminal
switch(config)# role feature-group name MyGroup  
switch(config-role-featuregrp)# 

���_�
�Ø�î�¨  �ß�î�Ý�µ+��¢�Ý�î�É�†�P7V�M�•�[�†&g�K�r�M��

switch# configure terminal
switch(config)# no role feature-group name MyGroup  
switch(config)#

6õ4��¥�Ð�å�»

group-name �Ø�î�¨  �ß�î�Ý�µ+��¢�Ý�î�É�¡�� group-name �b�q�±�e�Ð�X�c  32 �[�
�±�e�Ð
�\�`�e�Ð�@�
�9�I�€�
,e�X�Ð�e�Ð�4�[�æ���K�r�M��

�Ü�Ü�î�« �š�f'à�d

5.0(3)U1(1) �G�b�¥�Ð�å�»�@3ã�•�I�€�r�K�S��  

�¥�Ð�å�» 1��Â
feature-group name �Ø�î�¨  �ß�î�Ý�µ+��¢�Ý�î�É�†�æ���r�S�c�8�B�K�Z�
�Ø�î�¨  �ß�î�Ý�µ+��¢

�Ý�î�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

show role 
feature-group

�Ø�î�¨  �ß�î�Ý�µ+��¢�Ý�î�É�†/²&g�K�r�M��
SEC-123
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
role name
role name
�Ø�î�¨  �ß�î�Ý�†�8�B�r�S�c�æ���K�
�Ø�î�¨  �ß�î�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���M�•�_�c�

role name �¥�Ð�å�»�†�Q#Ý�K�r�M���Ø�î�¨  �ß�î�Ý�†�P7V�M�•�_�c�
�G�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r
�M��

role name { role-name | default-role | privilege-role}

no role name { role-name | default-role | privilege-role}

�S�e�b1��Â

�¥�Ð�å�»  �¹�Ç�›�Ý�º �^�K

�¥�Ð�å�»  �Ô�î�» �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»

�¥�Ð�å�»�š�T

role-name �Ø�î�¨  �ß�î�Ý�¡�� role-name �b�q�±�e�Ð�X�c  16 �[�
�±�e�Ð�\�`�e�Ð�@�
�9
�I�€�
,e�X�Ð�e�Ð�4�[�æ���K�r�M��

default-role �¹�Ç�›�Ý�º�b�Ø�î�¨  �ß�î�Ý�¡�†�æ���K�r�M��

privilege-role "I�’�b�6�•�Ø�î�¨  �ß�î�Ý�����b�8�N�€�?�b�Í�_�^�~�r�M��

• priv-0

• priv-1

• priv-2

• priv-3

• priv-4

• priv-5

• priv-6

• priv-7

• priv-8

• priv-9

• priv-10

• priv-11

• priv-12

• priv-13

�Ü�Ü�î�« �š�f'à�d

5.0(3)U1(1) �G�b�¥�Ð�å�»�@3ã�•�I�€�r�K�S��  
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
role name
�Q#Ý�V�b�ž�–�»�Û�–�å Cisco Nexus 3000 �©�Ü�î�¬  �«�–�µ�³�_�c�
���b�¹�Ç�›�Ý�º�b�Ø�î�¨  �ß�î�Ý�@�6�~�r�M��

• �¿�µ�º�á�î�¡'ö#.*…>8�«�–�µ�³
²�/�b1��s�v�~�>�|�g�i�A3¸�s�”�¡�­�«�†�ö�¢�K�r�M��

• �«�–�µ�³
²�/�b1��s�v�~�”�¡�­�«�†�ö�¢�K�r�M��

�¹�Ç�›�Ý�º�b�Ø�î�¨  �ß�î�Ý�c�š�f�r�S�c�P7V�[�A�r�O�‡��

"I�’�Þ�Ë�Ý�b�ß�î�Ý�†/²&g�M�•�_�c�
 feature privilege �¥�Ð�å�»�†�Q#Ý�K�Z  TACACS+ �§�î�Â�[�b�¥
�Ð�å�»1��•�_�ß�î�Ý�b(ü'��’7H�†�–�¿�î�È�Ý�_�M�•�²0[�@�6�~�r�M���’7H�ß�î�Ý�c�
�Þ�Ë�Ý�@�*�8�‰�b
�’7H�ß�î�Ý�b�’7H�†)E�Ž�K�r�M��

�[ ���_�
�Ø�î�¨  �ß�î�Ý�†�8�B�K�Z�
�Ø�î�¨  �ß�î�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���M�•�[�†&g�K�r
�M��

switch# configure terminal
switch(config)# role name MyRole  
switch(config-role)# 

���_�
"I�’�Þ�Ë�Ý  1 �b�Ø�î�¨  �ß�î�Ý�†�8�B�K�Z�
�Ø�î�¨  �ß�î�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä��
�M�•�[�†&g�K�r�M��

switch# configure terminal
switch(config)# role name priv-1  
switch(config-role)#

���_�
�Ø�î�¨  �ß�î�Ý�†�P7V�M�•�[�†&g�K�r�M��

switch# configure terminal
switch(config)# no role name MyRole  
switch(config)#

6õ4��¥�Ð�å�» �¥�Ð�å�» 1��Â

feature privilege TACACS+ �§�î�Â�[�b�¥�Ð�å�»1��•�_�P�M�•�ß�î�Ý�b(ü'��’7H�†�–�¿�î�È
�Ý�_�K�r�M��

rule �Ø�î�¨  �ß�î�Ý�b�Ý�î�Ý�†0¿���K�r�M��

show role �Ø�î�¨  �ß�î�Ý�†/²&g�K�r�M��
SEC-125
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
rule
rule
�Ø�î�¨  �ß�î�Ý�b�Ý�î�Ý�†0¿���M�•�_�c�
 rule �¥�Ð�å�»�†�Q#Ý�K�r�M���Ý�î�Ý�†�P7V�M�•�_�c�
�G�b�¥
�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M��

rule number { deny | permit } { command command-string | {read | read-write} [ feature 
feature-name | feature-group group-name]}

no rule number

�S�e�b1��Â

�¥�Ð�å�»  �¹�Ç�›�Ý�º �^�K

�¥�Ð�å�»  �Ô�î�» �Ø�î�¨  �ß�î�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å �ß�î�Ý�H�\�_�q�±  256 �b�Ý�î�Ý�†0¿���[�A�r�M��

�æ���M�•�Ý�î�Ý$��•�c�
4:#Ý�K�S�Ý�î�Ý�b8p�Î�†�ô�u�r�M���Ý�î�Ý�c7F8p�[4:#Ý�I�€�r�M���S�\�<�d�

�ß�î�Ý�_  3 �X�b�Ý�î�Ý�@�6�•���œ�
�Ý�î�Ý  3�
�Ý�î�Ý  2�
�Ý�î�Ý  1 �b8p�_4:#Ý�I�€�r�M��

�Ä�°>&deny>'�Ý�î�Ý�c�
�]�b�’7H�ß�î�Ý�_�v3ã�•�[�A�r�O�‡>&"I�’�Þ�Ë�Ý  0>&priv-0>'�b�ß�î�Ý�†7V�A
�r�M>'��

�[ ���_�
�Ø�î�¨  �ß�î�Ý�_�Ý�î�Ý�†3ã�•�M�•�[�†&g�K�r�M��

switch# configure terminal
switch(config)# role name MyRole  
switch(config-role)# rule 1 deny command clear users  
switch(config-role)# rule 1 permit read-write feature-group L3  

number �Ý�î�Ý�b�©�î�£�å�«$��•���«�–�µ�³�c�
�q�6�_�q�±�Í�†�Q#Ý�K�Z�Ý�î�Ý�†
4:#Ý�K�
�è7F�c7F8p�[4:#Ý�I�€�r�M��

deny �¥�Ð�å�»�r�S�c�µ+��l�b�”�¡�­�«�†�Ä�°�K�r�M��

permit �¥�Ð�å�»�r�S�c�µ+��l�b�”�¡�­�«�†0Á�•�K�r�M��

command 
command-string

�¥�Ð�å�»  �«�º�Ü�å�¢�†�æ���K�r�M���¥�Ð�å�»�e�Ð�4�c�q�±  128 �e�Ð�[�
�«
�Ì�î�«�†�µ�u�•�G�\�@�[�A�r�M��

read 1��s�v�~�”�¡�­�«�†�æ���K�r�M��

read-write 1��s�v�~�>�|�g�i�A3¸�s�”�¡�­�«�†�æ���K�r�M��

feature feature-name >&�õ�–>'�µ+��¡�†�æ���K�r�M���«�–�µ�³�b�µ+��¡�†/²&g�M�•�_�c�
 show 
role feature �¥�Ð�å�»�†�Q#Ý�K�r�M��

feature-group 
group-name

>&�õ�–>'�µ+��¢�Ý�î�É�†�æ���K�r�M��

�Ü�Ü�î�« �š�f'à�d

5.0(3)U1(1) �G�b�¥�Ð�å�»�@3ã�•�I�€�r�K�S��  
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
rule
switch(config-role)#

���_�
"I�’�Þ�Ë�Ý  0 �b�Ø�î�¨  �ß�î�Ý�_�Ý�î�Ý�†3ã�•�M�•�[�†&g�K�r�M��

switch# configure terminal
switch(config)# role name priv-0  
switch(config-role)# rule 1 deny command clear users  
switch(config-role)# 

���_�
�Ø�î�¨  �ß�î�Ý�?�}�Ý�î�Ý�†�P7V�M�•�[�†&g�K�r�M��

switch# configure terminal
switch(config)# role MyRole  
switch(config-role)# no rule 10  
switch(config-role)#

6õ4��¥�Ð�å�» �¥�Ð�å�» 1��Â

role name �Ø�î�¨  �ß�î�Ý�¡�†�8�B�r�S�c�æ���K�Z�
�Ø�î�¨  �ß�î�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

show role �Ø�î�¨  �ß�î�Ý�†/²&g�K�r�M��
SEC-127
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
server
server
RADIUS �§�î�Â  �¢�Ý�î�É�r�S�c  TACACS+ �§�î�Â  �¢�Ý�î�É�_�§�î�Â�†3ã�•�M�•�_�c�
 server �¥�Ð�å
�»�†�Q#Ý�K�r�M���§�î�Â  �¢�Ý�î�É�?�}�§�î�Â�†�P7V�M�•�_�c�
�G�b�¥�Ð�å�»�b  no �g�'�†�Q#Ý�K�r�M��

server { ipv4-address | hostname}

no server { ipv4-address | hostname}

�S�e�b1��Â

�¥�Ð�å�»  �¹�Ç�›�Ý�º �^�K

�¥�Ð�å�»  �Ô�î�» RADIUS �§�î�Â  �¢�Ý�î�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»
TACACS+ �§�î�Â  �¢�Ý�î�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å �§�î�Â  �¢�Ý�î�É�_�c�
�q�±  64 �b�§�î�Â�†0¿���[�A�r�M��

RADIUS �§�î�Â  �¢�Ý�î�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���M�•�_�c�
 aaa group server radius 
�¥�Ð�å�»�†�Q#Ý�K�r�M�� TACACS+ �§�î�Â  �¢�Ý�î�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���M�•�_�c�

aaa group server tacacs+ �¥�Ð�å�»�†�Q#Ý�K�r�M��

�§�î�Â�†�è(ô�[�A�^�?�W�S���œ�
 radius-server host �¥�Ð�å�»�r�S�c  tacacs-server host �¥�Ð�å�»�†�Q
#Ý�K�Z�§�î�Â�†0¿���K�r�M��

>&�@>' TACACS+ �†0¿���M�•�S�_�
 feature tacacs+ �¥�Ð�å�»�†�Q#Ý�M�•�²0[�@�6�~�r�M��

�[ ���_�
 RADIUS �§�î�Â  �¢�Ý�î�É�_�§�î�Â�†3ã�•�M�•�[�†&g�K�r�M��

switch# configure terminal
switch(config)# aaa group server radius RadServer  
switch(config-radius)# server 192. 168.1.1  
switch(config-radius)#

���_�
 RADIUS �§�î�Â  �¢�Ý�î�É�?�}�§�î�Â�†�P7V�M�•�[�†&g�K�r�M��

switch# configure terminal
switch(config)# aaa group server radius RadServer  
switch(config-radius)# no server 192.168.1.1  
switch(config-radius)#

ipv4-address A.B.C.D �g�'�b�§�î�Â�b  IPv4 �”�»�Þ�«

ipv6-address X:X:X::X �g�'�b�§�î�Â�b  IPv6 �”�»�Þ�«

hostname �§�î�Â�¡���¡�S�c�
,e�X�Ð�[�æ���K�r�M���±�e�Ð�\�`�e�Ð�@�
�9�I�€�
�q
�±�e�Ð�X�c  256 �[�M��

�Ü�Ü�î�« �š�f'à�d

5.0(3)U1(1) �G�b�¥�Ð�å�»�@3ã�•�I�€�r�K�S��  
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
server
���_�
 TACACS+ �§�î�Â  �¢�Ý�î�É�_�§�î�Â�†3ã�•�M�•�[�†&g�K�r�M��

switch# configure terminal
switch(config)# feature tacacs+  
switch(config)# aaa group server tacacs+ TacServer  
switch(config-tacacs+)# server 192. 168.2.2  
switch(config-tacacs+)#

���_�
 TACACS+ �§�î�Â  �¢�Ý�î�É�?�}�§�î�Â�†�P7V�M�•�[�†&g�K�r�M��

switch# configure terminal
switch(config)# feature tacacs+  
switch(config)# aaa group server tacacs+ TacServer  
switch(config-tacacs+)# no server 192.168.2.2  
switch(config-tacacs+)#

6õ4��¥�Ð�å�» �¥�Ð�å�» 1��Â

aaa group server AAA �§�î�Â  �¢�Ý�î�É�†0¿���K�r�M��

feature tacacs+ TACACS+ �†�–�¿�î�È�Ý�_�K�r�M��

radius-server host RADIUS �§�î�Â�†0¿���K�r�M��

show radius-server 
groups

RADIUS �§�î�Â  �¢�Ý�î�É�_���†/²&g�K�r�M��

show tacacs-server 
groups

TACACS+ �§�î�Â  �¢�Ý�î�É�_���†/²&g�K�r�M��

tacacs-server host TACACS+ �§�î�Â�†0¿���K�r�M��
SEC-129
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
show aaa accounting
show aaa accounting
1�0É�
0Á�•�
�”�•�˜�å�¸�•�å�¢>& AAA >'�”�•�˜�å�¸�•�å�¢0¿���†/²&g�M�•�_�c�
 show aaa accounting 
�¥�Ð�å�»�†�Q#Ý�K�r�M��

show aaa accounting

�S�e�b1��Â �G�b�¥�Ð�å�»�_�c�
�,�X�r�S�c�Ÿ�î�á�î�»�c�6�~�r�O�‡��

�¥�Ð�å�»  �¹�Ç�›�Ý�º �^�K

�¥�Ð�å�»  �Ô�î�» EXEC �Ô�î�»

�¥�Ð�å�»�š�T

�[ ���_�
�”�•�˜�å�¸�•�å�¢  �ß�¢�b0¿���†/²&g�M�•�[�†&g�K�r�M��

switch# show aaa accounting  

6õ4��¥�Ð�å�»

�Ü�Ü�î�« �š�f'à�d

5.0(3)U1(1) �G�b�¥�Ð�å�»�@3ã�•�I�€�r�K�S��  

�¥�Ð�å�» 1��Â

aaa accounting default �”�•�˜�å�¸�•�å�¢�b  AAA �‰�'�†0¿���K�r�M��
SEC-130
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
show aaa authentication
show aaa authentication
1�0É�
0Á�•�
�”�•�˜�å�¸�•�å�¢>& AAA >'�b1�0É0¿���_���†/²&g�M�•�_�c�
 show aaa authentication �¥
�Ð�å�»�†�Q#Ý�K�r�M��

show aaa authentication login [error-enable | mschap]

�S�e�b1��Â

�¥�Ð�å�»  �¹�Ç�›�Ý�º �^�K

�¥�Ð�å�»  �Ô�î�» EXEC �Ô�î�»

�¥�Ð�å�»�š�T

�[ ���_�
0¿���I�€�S1�0É�Ã�Û�Ó�î�±�†/²&g�M�•�[�†&g�K�r�M��

switch# show aaa authentication  

���_�
1�0É�ß�¢�–�å  �š�Û�î  �–�¿�î�È�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†/²&g�M�•�[�†&g�K�r�M��

switch# show aaa authentication login error-enable  

���_�
1�0É�ß�¢�–�å  MS-CHAP �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†/²&g�M�•�[�†&g�K�r�M��

switch# show aaa authentication login mschap  

6õ4��¥�Ð�å�»

login �ß�¢�–�å1�0É�_���†/²&g�K�r�M��

error-enable >&�õ�–>'1�0É�ß�¢�–�å  �š�Û�î  �Ó�µ�­�î�ª  �–�¿�î�È�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù
�å�†/²&g�K�r�M��

mschap >&�õ�–>'1�0É�ß�¢�–�å  �Ð�–�¡�ß�¯�Ç�º  �³�Õ�Þ�å�ª  �Á�å�»�©�™�î�¡1�0É�É�ß
�º�¥�Ý>& MS-CHAP>'�–�¿�î�È�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†/²&g�K�r�M��

�Ü�Ü�î�« �š�f'à�d

5.0(3)U1(1) �G�b�¥�Ð�å�»�@3ã�•�I�€�r�K�S��  

�¥�Ð�å�» 1��Â

aaa authentication AAA 1�0É�‰�'�†0¿���K�r�M��
SEC-131
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
show aaa authorization
show aaa authorization
AAA 1��•0¿���_���†/²&g�M�•�_�c�
 show aaa authorization �¥�Ð�å�»�†�Q#Ý�K�r�M��

show aaa authorization [all]

�S�e�b1��Â

�¥�Ð�å�»  �¹�Ç�›�Ý�º �^�K

�¥�Ð�å�»  �Ô�î�» EXEC �Ô�î�»

�¥�Ð�å�»�š�T

�[ ���_�
0¿���I�€�Z�8�•1��•�‰�'�†/²&g�M�•�[�†&g�K�r�M��

switch# show aaa authorization 

6õ4��¥�Ð�å�»

all >&�õ�–>'0¿���I�€�Z�8�•�Í�\�¹�Ç�›�Ý�º�b�Í�†/²&g�K�r�M��

�Ü�Ü�î�« �š�f'à�d

5.0(3)U1(1) �G�b�¥�Ð�å�»�@3ã�•�I�€�r�K�S��  

�¥�Ð�å�» 1��Â

aaa authorization 
commands default

EXEC �¥�Ð�å�»�[�¹�Ç�›�Ý�º  AAA 1��•�‰�'�†0¿���K�r�M��

aaa authorization 
config-commands 
default

�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�[�¹�Ç�›�Ý�º  AAA 1��•�‰�'�†0¿���K�r
�M��
SEC-132
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
show aaa groups
show aaa groups
1�0É�
0Á�•�
�”�•�˜�å�¸�•�å�¢>& AAA >'�§�î�Â  �¢�Ý�î�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†/²&g�M�•�_�c�

show aaa groups �¥�Ð�å�»�†�Q#Ý�K�r�M��

show aaa groups

�S�e�b1��Â �G�b�¥�Ð�å�»�_�c�
�,�X�r�S�c�Ÿ�î�á�î�»�c�6�~�r�O�‡��

�¥�Ð�å�»  �¹�Ç�›�Ý�º �^�K

�¥�Ð�å�»  �Ô�î�» EXEC �Ô�î�»

�¥�Ð�å�»�š�T

�[ ���_�
 AAA �¢�Ý�î�É�_���†/²&g�M�•�[�†&g�K�r�M��

switch# show aaa groups

6õ4��¥�Ð�å�»

�Ü�Ü�î�« �š�f'à�d

5.0(3)U1(1) �G�b�¥�Ð�å�»�@3ã�•�I�€�r�K�S��  

�¥�Ð�å�» 1��Â

aaa group server 
radius

RADIUS �§�î�Â  �¢�Ý�î�É�†�8�B�K�r�M��
SEC-133
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
show aaa user
show aaa user
�Ü�Ô�î�º1�0É�b1�0É�
0Á�•�
�”�•�˜�å�¸�•�å�¢>& AAA >'�§�î�Â'ö#.*…�_�|�~�m�~�\�Z�}�€�•�¹�Ç�›�Ý
�º  �ß�î�Ý�b�«�¸�î�±�«�†/²&g�M�•�_�c�
 show aaa user �¥�Ð�å�»�†�Q#Ý�K�r�M��

show aaa user default-role

�S�e�b1��Â

�¥�Ð�å�»  �¹�Ç�›�Ý�º �^�K

�¥�Ð�å�»  �Ô�î�» EXEC �Ô�î�»

�¥�Ð�å�»�š�T

�[ ���_�
�Ü�Ô�î�º1�0É�b  AAA �§�î�Â'ö#.*…�_�|�~�m�~�\�Z�}�€�•�¹�Ç�›�Ý�º  �ß�î�Ý�b�«�¸�î�±�«�†/²&g
�M�•�[�†&g�K�r�M��

switch# show aaa user default-role

6õ4��¥�Ð�å�»

default-role �¹�Ç�›�Ý�º  AAA �ß�î�Ý�b�«�¸�î�±�«�†/²&g�K�r�M��

�Ü�Ü�î�« �š�f'à�d

5.0(3)U1(1) �G�b�¥�Ð�å�»�@3ã�•�I�€�r�K�S��  

�¥�Ð�å�» 1��Â

aaa user default-role �Ü�Ô�î�º1�0É�b�¹�Ç�›�Ý�º  �Ø�î�¨�†0¿���K�r�M��

show aaa 
authentication

AAA 1�0É�_���†/²&g�K�r�M��
SEC-134
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
show access-lists
show access-lists
�M�m�Z�b IPv4 �”�¡�­�«  �¥�å�º�ß�î�Ý  �Ü�«�º>& ACL>'�>�|�g  MAC ACL�
�r�S�c"I���b  ACL �†/²&g�M
�•�_�c�
 show access-lists �¥�Ð�å�»�†�Q#Ý�K�r�M��

show access-lists [access-list-name]

�S�e�b1��Â

�¥�Ð�å�»  �¹�Ç�›�Ý�º access-list-name �,�X�†�Q#Ý�K�Z  ACL �†�æ���M�•���œ�†7V�8�Z�
�«�–�µ�³�c�M�m�Z�b  ACL �†/²&g�K�r
�M��

�¥�Ð�å�»  �Ô�î�» EXEC �Ô�î�»

�¥�Ð�å�»�š�T

�[ ���_�
 Cisco NX-OS Release 5.0(3)U2(1) �†��/œ�M�•�«�–�µ�³�V�b�M�m�Z�b  IPv4 �>�|�g  MAC ACL �†
/²&g�M�•�[�†&g�K�r�M��

switch# show access-lists  

IP access list copp-system-acl-icmp
        10 permit icmp any any
IP access list copp-system-acl-igmp
        10 permit igmp any any
IP access list copp-system-acl-ntp
        10 permit udp any any eq ntp
        20 permit udp any eq ntp any
IP access list copp-system-acl-ping
        10 permit icmp any any echo
        20 permit icmp any any echo-reply
IP access list copp-system-acl-routingproto1
        10 permit tcp any gt 1024 any eq bgp
        20 permit tcp any eq bgp any gt 1024
        30 permit udp any any eq rip
        40 permit tcp any gt 1024 any eq 639
        50 permit tcp any eq 639 any gt 1024
        60 permit eigrp any any
<--Output truncated-->
switch#

6õ4��¥�Ð�å�»

access-list-name >&�õ�–>' ACL �b�¡�S���¡�S�[�c�q�±�[  64 �e�Ð�b,e�X�Ð�†�Q#Ý�[�A�
�±�e�Ð
�\�`�e�Ð�@�
�9�I�€�r�M��

�Ü�Ü�î�« �š�f'à�d

5.0(3)U1(1) �G�b�¥�Ð�å�»�@3ã�•�I�€�r�K�S��  

�¥�Ð�å�» 1��Â

ip access-list IPv4 ACL �†0¿���K�r�M��

show ip access-lists �M�m�Z�b IPv4 ACL �r�S�c"I���b  IPv4 ACL �†/²&g�K�r�M��
SEC-135
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
show accounting log
show accounting log
�”�•�˜�å�¸�•�å�¢�b�ß�¢
Æ���†/²&g�M�•�_�c�
 show accounting log �¥�Ð�å�»�†�Q#Ý�K�r�M��

show accounting log [size] [start-time year month day HH:MM:SS] [end-time year month 
day HH:MM:SS]

�S�e�b1��Â

�¥�Ð�å�»  �¹�Ç�›�Ý�º �^�K

�¥�Ð�å�»  �Ô�î�» EXEC �Ô�î�»

�¥�Ð�å�»�š�T

�[ ���_�
 Cisco NX-OS Release 5.0(3)U2(1) �†��/œ�K�Z�8�•�«�–�µ�³�V�b�”�•�˜�å�¸�•�å�¢  �ß�¢
²�/�†/²
&g�M�•�[�†&g�K�r�M��

switch# show accounting log

Thu Aug  4 04:57:42 2011:type=update:id=console0:user=admin:cmd=configure termin
al ; interface Ethernet1/9 ; shutdown (REDIRECT)
Thu Aug  4 04:57:42 2011:type=update:id=console0:user=admin:cmd=configure termin
al ; interface Ethernet1/9 ; shutdown (SUCCESS)
Thu Aug  4 04:57:42 2011:type=update:id=console0:user=admin:cmd=configure termin
al ; interface Ethernet1/9 ; shutdown (SUCCESS)
Thu Aug  4 04:57:42 2011:type=update:id=console0:user=admin:cmd=configure termin
al ; interface Ethernet1/9 ; no shutdown (REDIRECT)
Thu Aug  4 04:57:42 2011:type=update:id=console0:user=admin:cmd=configure termin
al ; interface Ethernet1/9 ; no shutdown (SUCCESS)
Thu Aug  4 04:57:42 2011:type=update:id=console0:user=admin:cmd=configure termin
al ; interface Ethernet1/9 ; no shutdown (SUCCESS)
Thu Aug  4 04:57:42 2011:type=update:id=console0:user=admin:cmd=configure termin
al ; interface Ethernet1/9 ; shutdown (REDIRECT)
Thu Aug  4 04:57:42 2011:type=update:id=console0:user=admin:cmd=configure termin
al ; interface Ethernet1/9 ; shutdown (SUCCESS)
<--Output truncated-->
switch#

size >&�õ�–>'/²&g�M�•�ß�¢�b5�>&�Â�–�º�"�)>' ���w� �^(
�V�c  0 >|  250000 �[�M��

start-time year month 
day HH:MM:SS

>&�õ�–>'6ä���ì�I�†�æ���K�r�M�� year �,�X�c�
 yyyy �g�'�[�M�� month �,�X
�c�
 3 �e�Ð�b,e1��b$�1��[�M�� day �,�X�b(
�V�c  1 >|  31 �[�M�� HH:MM:SS 
�,�X�c�
�† =  24 �ì6ë�g�'�[�M��

end-time year month 
day HH:MM:SS

>&�õ�–>')
�¢�ì�I�†�æ���K�r�M�� year �,�X�c�
 yyyy �g�'�[�M�� month �,�X
�c�
 3 �e�Ð�b,e1��b$�1��[�M�� day �,�X�b(
�V�c  1 >|  31 �[�M�� HH:MM:SS 
�,�X�c�
�† =  24 �ì6ë�g�'�[�M��

�Ü�Ü�î�« �š�f'à�d

5.0(3)U1(1) �G�b�¥�Ð�å�»�@3ã�•�I�€�r�K�S��  
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
show accounting log
���_�
 Cisco NX-OS Release 5.0(3)U2(1) �†��/œ�K�Z�8�•�«�–�µ�³�V�b�”�•�˜�å�¸�•�å�¢  �ß�¢�b  400 �Â
�–�º�†/²&g�M�•�[�†&g�K�r�M��

switch# show accounting log 400  
BLR-QSP-4(config-sync-sp)# show accounting log 400

Mon Aug  8 09:03:22 2011:type=update:id=console0:user=admin:cmd=setup (SUCCESS)
Tue Aug  9 06:19:03 2011:type=start:id=72.163.138.89@pts/0:user=admin:cmd=
Tue Aug  9 08:16:37 2011:type=start:id=console0:user=admin:cmd=
Tue Aug  9 08:17:21 2011:type=update:id=console0:user=admin:cmd=configure sync (
SUCCESS)
Tue Aug  9 08:17:25 2011:type=update:id=console0:user=admin:cmd=configure sync ;
 switch-profile s1 ; switch-profile s1 (SUCCESS)
switch#

���_�
 2011 �º  8 �º  4 �¥  16:00:00 �_6ä���M�•�”�•�˜�å�¸�•�å�¢  �ß�¢�†/²&g�M�•�[�†&g�K�r�M��

switch# show accounting log start-time 2011 Aug 4 16:00:00  

Fri Aug  5 04:03:55 2011:type=start:id=10.22.27.55@pts/3:user=admin:cmd=
Fri Aug  5 05:01:28 2011:type=stop:id=10.22.27.55@pts/3:user=admin:cmd=shell ter
minated because of telnet closed
Fri Aug  5 06:07:32 2011:type=start:id=console0:user=admin:cmd=
Fri Aug  5 06:11:27 2011:type=update:id=console0:user=admin:cmd=Erasing startup
configuration.
Fri Aug  5 06:11:27 2011:type=update:id=console0:user=admin:cmd=write erase (SUC
CESS)
Mon Aug  8 06:02:20 2011:type=update:id=console0:user=root:cmd=enabled (null)
Mon Aug  8 06:02:20 2011:type=update:id=console0:user=root:cmd=configure termina
l ; password strength-check (SUCCESS)
Mon Aug  8 06:02:20 2011:type=update:id=console0:user=root:cmd=updated v3 user :
 admin
Mon Aug  8 06:02:20 2011:type=update:id=console0:user=root:cmd=configure termina
l ; username admin password ******** role network-admin (SUCCESS)
Mon Aug  8 06:03:20 2011:type=update:id=console0:user=root:cmd=community public
set to read-only
<--Output truncated-->
switch#

���_�
 2008 �º  2 �v  1 �¥  15:59:59 �_6ä���K�
 2008 �º  2 �v  29 �¥  16:00:00 �_)
�¢�M�•�”�•�˜�å�¸�•�å�¢  
�ß�¢�†/²&g�M�•�[�†&g�K�r�M��

switch# show accounting log start-time 2008 Feb 1 15:59:59 end-time 2008 Feb 29 16:00:00  

6õ4��¥�Ð�å�» �¥�Ð�å�» 1��Â

clear accounting log �”�•�˜�å�¸�•�å�¢  �ß�¢�†�˜�d�K�r�M��
SEC-137
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
show arp access-lists
show arp access-lists
�M�m�Z�b ARP Access Control List>&ACL>'�r�S�c"I���b  ARP ACL �†/²&g�M�•�_�c�
 show arp 
access-lists �¥�Ð�å�»�†�Q#Ý�K�r�M��

show arp access-lists [access-list-name]

�S�e�b1��Â

�¥�Ð�å�»  �¹�Ç�›�Ý�º �^�K

�¥�Ð�å�»  �Ô�î�» �õ�–�b�¥�Ð�å�»  �Ô�î�»

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å access-list-name �,�X�†�Q#Ý�K�Z  ACL �†�æ���M�•���œ�†7V�8�Z�
�¹�Â�–�«�c�M�m�Z�b  ARP ACL �†/²
&g�K�r�M��

�G�b�¥�Ð�å�»�_�c�
�Û�–�­�å�«�c�²0[�6�~�r�O�‡��

�[ ���_�
�«�–�µ�³�V�b�M�m�Z�b  ARP ACL �†/²&g�M�•�[�†&g�K�r�M��

switch# show arp access-lists

ARP access list copp-arp-acl
10 deny ip 192.0.32.14 255.255.255.0 mac any
20 permit ip 192.0.1.1 255.255.255.0 mac any
30 permit ip any mac any
40 permit ip host 192.0.32.14 mac any
switch#

���_�
 arp-permit-all �\�8�:�¡�S�b  ARP ACL �†/²&g�M�•�[�†&g�K�r�M��

switch# show arp access-lists arp-permit-all

6õ4��¥�Ð�å�»

access-list-name >&�õ�–>' ARP ACL �b�¡�S���¡�S�[�c�q�±�[  64 �e�Ð�b,e�X�Ð�†�Q#Ý�[�A�
�±�e�Ð
�\�`�e�Ð�@�
�9�I�€�r�M��

�Ü�Ü�î�« �š�f'à�d

5.0(3)U2(1) �G�b�¥�Ð�å�»�@3ã�•�I�€�r�K�S��  

�¥�Ð�å�» 1��Â
arp access-list ARP ACL �†0¿���K�r�M��
SEC-138
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
show hardware profile tcam region
show hardware profile tcam region
�«�–�µ�³�b�Ü�ß�î�»�‹�_4:#Ý�I�€�•�”�¡�­�«  �¥�å�º�ß�î�Ý  �Ü�«�º>& ACL>'�b  Ternary Content 
Addressable Memory>&TCAM>'�b�§�–�¬�†/²&g�M�•�_�c�
 show hardware profile tcam region �¥�Ð
�å�»�†�Q#Ý�K�r�M��

show hardware profile tcam region

�S�e�b1��Â �G�b�¥�Ð�å�»�_�c�
�,�X�r�S�c�Ÿ�î�á�î�»�c�6�~�r�O�‡��

�¥�Ð�å�»  �¹�Ç�›�Ý�º �^�K

�¥�Ð�å�»  �Ô�î�» EXEC �Ô�î�»

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å �G�b�¥�Ð�å�»�c�
 Region �¥�Ð�å�»  �«�–�µ�³�b�Ü�ß�î�»�‹�_4:#Ý�I�€�•  hardware profile tcam region 
�¥�Ð�å�»�†�Q#Ý�K�Z�
�«�–�µ�³�_0¿���K�S�‚�K�8  TCAM �§�–�¬�†&�1��M�•�S�u�_�Q#Ý�K�r�M��

�«�–�µ�³�_0¿���I�€�Z�8�•#'�~�b  ACL TCAM �§�–�¬�†/²&g�M�•�_�c�
 show platform afm info tcam 
asic-id region {arpacl | e-racl | e-vacl | ifacl | qos | racl | rbacl | span | sup | vacl} �¥�Ð�å�»�†�Q#Ý�K�r
�M��

�[ ���_�
�‚�K�8  TCAM �š�å�º�Ü�†/²&g�M�•�[�†&g�K�r�M��

switch# show hardware profile tcam region
   sup size =  128
  vacl size =  256
 ifacl size =  384
   qos size =  256
 rbacl size =    0
  span size =  128
  racl size =  256
e-racl size =  512
e-vacl size =  512
qoslbl size =  512
  ipsg size =  512
arpacl size =    0

switch#

�Ü�Ü�î�« �š�f'à�d

5.0(3)U2(1) �G�b�¥�Ð�å�»�@3ã�•�I�€�r�K�S��  
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
show hardware profile tcam region
6õ4��¥�Ð�å�» �¥�Ð�å�» 1��Â

show platform afm 
info tcam

#'�~�b  TCAM �_���†/²&g�K�r�M��

hardware profile tcam 
region

TCAM �š�å�º�Ü�b�§�–�¬�†0¿���K�r�M��
SEC-140
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
show ip access-lists
show ip access-lists
�M�m�Z�b IPv4 �”�¡�­�«  �¥�å�º�ß�î�Ý  �Ü�«�º>& ACL>'�r�S�c"I���b  IPv4 ACL �†/²&g�M�•�_�c�
 show 
ip access-lists �¥�Ð�å�»�†�Q#Ý�K�r�M��

show ip access-lists [access-list-name]

�S�e�b1��Â

�¥�Ð�å�»  �¹�Ç�›�Ý�º access-list-name �,�X�†�Q#Ý�K�Z  ACL �†�æ���M�•���œ�†7V�8�Z�
�«�–�µ�³�c�M�m�Z�b  IPv4 ACL �†/²
&g�K�r�M��

�¥�Ð�å�»  �Ô�î�» EXEC �Ô�î�»

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å �¹�Ç�›�Ý�º�[�c�
�G�b�¥�Ð�å�»�c�«�–�µ�³�b  IPv4 ACL 0¿���†/²&g�K�r�M���G�b�¥�Ð�å�»�c�
 IPv4 
ACL �@'ö#.>&mgmt0>'�–�å�±�î�Ç�™�–�«�_�m�~�\�Z�}�€�Z�8�•���œ�_7H�~�
 IPv4 ACL �b)+0£�_���†
/²&g�K�r�M�� ACL �@�«�–�µ�³�ì�•�–�å�±�î�Ç�™�–�«>& SVI>'�r�S�c  QoS �¡�Û�«  �Ð�µ�É
Æ�_�m�~�\�Z�}
�€�Z�8�•���œ�
�G�b�¥�Ð�å�»�_�|�~/²&g�I�€�•)+0£�_���c�6�~�r�O�‡��

�[ ���_�
 Cisco NX-OS Release 5.0(3)U2(1) �†��/œ�M�•�«�–�µ�³�V�b�M�m�Z�b  IPv4 ACL �†/²&g�M�•�[�†
&g�K�r�M��

switch# show ip access-lists

IP access list copp-system-acl-icmp
        10 permit icmp any any
IP access list copp-system-acl-igmp
        10 permit igmp any any
IP access list copp-system-acl-ntp
        10 permit udp any any eq ntp
        20 permit udp any eq ntp any
IP access list copp-system-acl-ping
        10 permit icmp any any echo
        20 permit icmp any any echo-reply
IP access list copp-system-acl-routingproto1
        10 permit tcp any gt 1024 any eq bgp
        20 permit tcp any eq bgp any gt 1024
        30 permit udp any any eq rip
        40 permit tcp any gt 1024 any eq 639
        50 permit tcp any eq 639 any gt 1024
        60 permit eigrp any any
<--Output truncated-->
switch#

access-list-name >&�õ�–>' IPv4 ACL �b�¡�S���¡�S�[�c�q�±�[  64 �e�Ð�b,e�X�Ð�†�Q#Ý�[�A�
�±
�e�Ð�\�`�e�Ð�@�
�9�I�€�r�M��

�Ü�Ü�î�« �š�f'à�d

5.0(3)U1(1) �G�b�¥�Ð�å�»�@3ã�•�I�€�r�K�S��  
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
show ip access-lists
6õ4��¥�Ð�å�» �¥�Ð�å�» 1��Â

ip access-list IPv4 ACL �†0¿���K�r�M��

show access-lists �M�m�Z�b ACL �r�S�c"I���b  ACL �†/²&g�K�r�M��
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
show ip arp
show ip arp
Address Resolution Protocol>&ARP; �”�»�Þ�«0Ž�ô�É�ß�º�¥�Ý>'�¸�î�È�Ý)+0£�_���†/²&g�M�•�_�c�

show ip arp �¥�Ð�å�»�†�Q#Ý�K�r�M��

show ip arp [detail | vlan vlan-id [vrf  { vrf-name | all | default | management}]]

�S�e�b1��Â

�¥�Ð�å�»  �¹�Ç�›�Ý�º �^�K

�¥�Ð�å�»  �Ô�î�» EXEC �Ô�î�»

�¥�Ð�å�»�š�T

�[ ���_�
 ARP �¸�î�È�Ý�†/²&g�M�•�[�†&g�K�r�M��

switch# show ip arp  

���_�
0ò(ý�^  ARP �¸�î�È�Ý�†/²&g�M�•�[�†&g�K�r�M��

switch# show ip arp detail  

���_�
 VLAN 10 �>�|�g�M�m�Z�b  VRF �b  ARP �¸�î�È�Ý�†/²&g�M�•�[�†&g�K�r�M��

switch# show ip arp vlan 10 vrf all 

6õ4��¥�Ð�å�»

detail >&�õ�–>'0ò(ý�^  ARP �_���†/²&g�K�r�M��

vlan vlan-id >&�õ�–>'�æ���K�S  VLAN �b0ò(ý�^  ARP �_���†/²&g�K�r�M��
Æ4Š�Q#Ý�_�£
(Ù�I�€�Z�8�•  VLAN �†7V�A�
�w� �^(
�V�c  1 >|  4094 &Ê�[�M��

vrf >&�õ�–>'�Q#Ý�M�•  Virtual Routing and Forwarding>&VRF; �ì�•�Ý�î�¸�•�å�¢
�>�|�g3?3æ>'�†�æ���K�r�M��

vrf-name VRF �¡���¡�S�c�q�±  32 �e�Ð�b,e�X�Ð�[�
�±�e�Ð�\�`�e�Ð�@�
�9�I�€�r�M��

all ARP �¸�î�È�Ý
Æ�b�æ���I�€�S  VLAN �b�M�m�Z�b  VRF �š�å�º�Ü�†/²&g�K�r
�M��

default �æ���I�€�S  VLAN �b�¹�Ç�›�Ý�º  VRF �š�å�º�Ü�†/²&g�K�r�M��

management �æ���I�€�S  VLAN �b'ö#.  VRF �š�å�º�Ü�†/²&g�K�r�M��

�Ü�Ü�î�« �š�f'à�d

5.0(3)U1(1) �G�b�¥�Ð�å�»�@3ã�•�I�€�r�K�S��  

�¥�Ð�å�» 1��Â

clear ip arp ARP �Ÿ�Õ�µ�©�×�>�|�g  ARP �¸�î�È�Ý�†�¡�Ü�”�K�r�M��

show running-config 
arp

��/œ  ARP �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†/²&g�K�r�M��
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
show ip arp inspection
show ip arp inspection
Dynamic ARP Inspection>&DAI; �²�–�¼�Ñ�µ�¡  ARP �–�å�«�Ì�¡�©�Ù�å>'0¿���«�¸�î�±�«�†/²&g�M�•�_
�c�
 show ip arp inspection �¥�Ð�å�»�†�Q#Ý�K�r�M��

show ip arp inspection

�S�e�b1��Â �G�b�¥�Ð�å�»�_�c�
�,�X�r�S�c�Ÿ�î�á�î�»�c�6�~�r�O�‡��

�¥�Ð�å�»  �¹�Ç�›�Ý�º �^�K

�¥�Ð�å�»  �Ô�î�» �õ�–�b�¥�Ð�å�»  �Ô�î�»

�¥�Ð�å�»�š�T

�[ ���_�
 DAI 0¿���b�«�¸�î�±�«�†/²&g�M�•�[�†&g�K�r�M��

switch# show ip arp inspection  

6õ4��¥�Ð�å�»

�Ü�Ü�î�« �š�f'à�d

5.0(3)U1(1) �G�b�¥�Ð�å�»�@3ã�•�I�€�r�K�S��  

�¥�Ð�å�» 1��Â

ip arp inspection vlan VLAN �b�æ���I�€�S�Ü�«�º�b  DAI �†�–�¿�î�È�Ý�_�K�r�M��

show ip arp inspection 
interface

�æ���I�€�S�–�å�±�î�Ç�™�–�«�b�™8—"g�Â�>�|�g  ARP �Ã�£�µ�º  �Þ�î�º
�†/²&g�K�r�M��

show ip arp inspection log DAI �b�ß�¢0¿���†/²&g�K�r�M��

show ip arp inspection 
statistics

DAI )+0£�_���†/²&g�K�r�M��

show ip arp inspection vlan VLAN �b�æ���I�€�S�Ü�«�º�b  DAI �«�¸�î�±�«�†/²&g�K�r�M��

show running-config dhcp DAI 0¿���†�µ�t�
 DHCP �«�¾�î�Æ�å�¢0¿���†/²&g�K�r�M��
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
show ip arp inspection interfaces
show ip arp inspection interfaces
�æ���I�€�S�–�å�±�î�Ç�™�–�«�b�™8—"g�Â�†/²&g�M�•�_�c�
 show ip arp inspection interfaces �¥�Ð�å�»
�†�Q#Ý�K�r�M��

show ip arp inspection interfaces { ethernet slot/port | port-channel channel-number}

�S�e�b1��Â

�¥�Ð�å�»  �¹�Ç�›�Ý�º �^�K

�¥�Ð�å�»  �Ô�î�» �õ�–�b�¥�Ð�å�»  �Ô�î�»

�¥�Ð�å�»�š�T

�[ ���_�
�™8—�[�A�•�–�å�±�î�Ç�™�–�«�b�™8—"g�Â�†/²&g�M�•�[�†&g�K�r�M��

switch# show ip arp inspection interfaces ethernet 2/1  

6õ4��¥�Ð�å�»

ethernet slot/port >&�õ�–>'���Š�@�–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«#Ý�_�^�•�|�:�_�æ���K�r�M��

port-channel 
channel-number

>&�õ�–>'���Š�@�Ï�î�º�³�Õ�¿�Ý  �–�å�±�î�Ç�™�–�«#Ý�_�^�•�|�:�_�æ���K�r
�M���w� �^�Ï�î�º�³�Õ�¿�Ý$��•�c�
 1 >|  4096 �[�M��

�Ü�Ü�î�« �š�f'à�d

5.0(3)U1(1) �G�b�¥�Ð�å�»�@3ã�•�I�€�r�K�S��  

�¥�Ð�å�» 1��Â

ip arp inspection vlan VLAN �b�æ���I�€�S�Ü�«�º�b  Dynamic ARP Inspection>&DAI; �²�–�¼
�Ñ�µ�¡  ARP �–�å�«�Ì�¡�©�Ù�å>'�†�–�¿�î�È�Ý�_�K�r�M��

show ip arp inspection DAI 0¿���«�¸�î�±�«�†/²&g�K�r�M��

show ip arp inspection vlan VLAN �b�æ���I�€�S�Ü�«�º�b  DAI �«�¸�î�±�«�†/²&g�K�r�M��

show running-config dhcp DAI 0¿���†�µ�t�
 DHCP �«�¾�î�Æ�å�¢0¿���†/²&g�K�r�M��
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
show ip arp inspection log
show ip arp inspection log
Dynamic ARP Inspection>&DAI >'�ß�¢0¿���†/²&g�M�•�_�c�
 show ip arp inspection log �¥�Ð�å�»�†�Q
#Ý�K�r�M��

show ip arp inspection log

�S�e�b1��Â �G�b�¥�Ð�å�»�_�c�
�,�X�r�S�c�Ÿ�î�á�î�»�c�6�~�r�O�‡��

�¥�Ð�å�»  �¹�Ç�›�Ý�º �^�K

�¥�Ð�å�»  �Ô�î�» �õ�–�b�¥�Ð�å�»  �Ô�î�»

�¥�Ð�å�»�š�T

�[ ���_�
 DAI �ß�¢0¿���†/²&g�M�•�[�†&g�K�r�M��

switch# show ip arp inspection log  

6õ4��¥�Ð�å�»

�Ü�Ü�î�« �š�f'à�d

5.0(3)U1(1) �G�b�¥�Ð�å�»�@3ã�•�I�€�r�K�S��  

�¥�Ð�å�» 1��Â

clear ip arp inspection log DAI �ß� �å�¢  �Â�µ�Ç�“�†�¡�Ü�”�K�r�M��

ip arp inspection log-buffer DAI �b�ß�¢  �Â�µ�Ç�“  �§�–�¬�†0¿���K�r�M��

show ip arp inspection DAI 0¿���«�¸�î�±�«�†/²&g�K�r�M��

show running-config dhcp DAI 0¿���†�µ�t�
 DHCP �«�¾�î�Æ�å�¢0¿���†/²&g�K�r�M��
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
show ip arp inspection statistics
show ip arp inspection statistics
�²�–�¼�Ñ�µ�¡  ARP �–�å�«�Ì�¡�©�Ù�å>& DAI>')+0£�_���†/²&g�M�•�_�c�
 show ip arp inspection 
statistics �¥�Ð�å�»�†�Q#Ý�K�r�M��

show ip arp inspection statistics [vlan vlan-list]

�S�e�b1��Â

�¥�Ð�å�»  �¹�Ç�›�Ý�º �^�K

�¥�Ð�å�»  �Ô�î�» �õ�–�b�¥�Ð�å�»  �Ô�î�»

�¥�Ð�å�»�š�T

�[ ���_�
 VLAN 1 �b  DAI )+0£�_���†/²&g�M�•�[�†&g�K�r�M��

switch# show ip arp inspection statistics vlan 1  

6õ4��¥�Ð�å�»

vlan vlan-list >&�õ�–>' DAI )+0£�_���†/²&g�M�•  VLAN �b�Ü�«�º�†�æ���K�r�M���æ���[�A�•  
VLAN ID �c  1 >|  4094 �[�M�� 1 �X�b  VLAN �r�S�c  VLAN �b(
�V�†�æ���[�A�r
�M��

�Ü�Ü�î�« �š�f'à�d
5.0(3)U1(1) �G�b�¥�Ð�å�»�@3ã�•�I�€�r�K�S��  

�¥�Ð�å�» 1��Â

clear ip arp inspection 
statistics vlan

�æ���I�€�S  VLAN �b  DAI )+0£�_���†�˜�d�K�r�M��

show ip arp inspection log DAI �b�ß�¢0¿���†/²&g�K�r�M��

show running-config dhcp DAI 0¿���†�µ�t�
 DHCP �«�¾�î�Æ�å�¢0¿���†/²&g�K�r�M��
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
show ip arp inspection vlan
show ip arp inspection vlan
VLAN �b�æ���I�€�S�Ü�«�º�b�²�–�¼�Ñ�µ�¡  ARP �–�å�«�Ì�¡�©�Ù�å>& DAI>'�«�¸�î�±�«�†/²&g�M�•�_
�c�
 show ip arp inspection vlan �¥�Ð�å�»�†�Q#Ý�K�r�M��

show ip arp inspection vlan vlan-list

�S�e�b1��Â

�¥�Ð�å�»  �¹�Ç�›�Ý�º �^�K

�¥�Ð�å�»  �Ô�î�» �õ�–�b�¥�Ð�å�»  �Ô�î�»

�¥�Ð�å�»�š�T

�[ ���_�
 VLAN 1 �b  DAI �«�¸�î�±�«�†/²&g�M�•�[�†&g�K�r�M��

switch# show ip arp inspection vlan 1

6õ4��¥�Ð�å�»

vlan-list DAI �«�¸�î�±�«�@�6�•  VLAN �b�Ü�«�º�� vlan-list �,�X�c  1 �X�b  VLAN ID �

VLAN ID �b(
�V�
�•�å�Ð�
�)�~�b  ID �\(
�V�†�æ���[�A�r�M���æ���[�A�•  
VLAN ID �c  1 >|  4094 �[�M��

�Ü�Ü�î�« �š�f'à�d
5.0(3)U1(1) �G�b�¥�Ð�å�»�@3ã�•�I�€�r�K�S��  

�¥�Ð�å�» 1��Â

clear ip arp inspection 
statistics vlan

�æ���I�€�S  VLAN �b  DAI )+0£�_���†�˜�d�K�r�M��

ip arp inspection vlan VLAN �b�æ���I�€�S�Ü�«�º�b  DAI �†�–�¿�î�È�Ý�_�K�r�M��

show ip arp inspection DAI 0¿���«�¸�î�±�«�†/²&g�K�r�M��

show ip arp inspection 
interface

�æ���I�€�S�–�å�±�î�Ç�™�–�«�b�™8—"g�Â�>�|�g  ARP �Ã�£�µ�º  �Þ�î�º�†/²
&g�K�r�M��

show running-config 
dhcp

DAI 0¿���†�µ�t�
 DHCP �«�¾�î�Æ�å�¢0¿���†/²&g�K�r�M��
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
show ip dhcp snooping
show ip dhcp snooping
�²�–�¼�Ñ�µ�¡  �Í�«�º  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �É�ß�º�¥�Ý>& DHCP>'�«�¾�î�Æ�å�¢�b�M+á$×�^�«�¸�î�±
�«�_���†/²&g�M�•�_�c�
 show ip dhcp snooping �¥�Ð�å�»�†�Q#Ý�K�r�M��

show ip dhcp snooping

�S�e�b1��Â �G�b�¥�Ð�å�»�_�c�
�,�X�r�S�c�Ÿ�î�á�î�»�c�6�~�r�O�‡��

�¥�Ð�å�»  �¹�Ç�›�Ý�º �^�K

�¥�Ð�å�»  �Ô�î�» �õ�–�b�¥�Ð�å�»  �Ô�î�»

�¥�Ð�å�»�š�T

�[ ���_�
 DHCP �«�¾�î�Æ�å�¢�_6õ�M�•�M+á�«�¸�î�±�«�_���†/²&g�M�•�[�†&g�K�r�M��

switch# show ip dhcp snooping

6õ4��¥�Ð�å�»

�Ü�Ü�î�« �š�f'à�d

5.0(3)U1(1) �G�b�¥�Ð�å�»�@3ã�•�I�€�r�K�S��  

�¥�Ð�å�» 1��Â

copy running-config 
startup-config

��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�
�«�±�î�º�”�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å
�_�¥�Æ�î�K�r�M��

ip dhcp snooping �¹�Â�–�«�b  DHCP �«�¾�î�Æ�å�¢�†�¢�ß�î�Â�Ý�_�–�¿�î�È�Ý�_�K�r�M��

show ip dhcp snooping 
statistics

DHCP �«�¾�î�Æ�å�¢)+0£�_���†/²&g�K�r�M��

show running-config 
dhcp

DHCP �«�¾�î�Æ�å�¢0¿���†/²&g�K�r�M��
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
show ip dhcp snooping binding
show ip dhcp snooping binding
�M�m�Z�b�–�å�±�î�Ç�™�–�«�r�S�c"I���b�–�å�±�î�Ç�™�–�«�b  IP-to-MAC �”�»�Þ�«  �Â�–�å�¹�•�å�¢�†/²
&g�M�•�_�c�
 show ip dhcp snooping binding �¥�Ð�å�»�†�Q#Ý�K�r�M��

show ip dhcp snooping binding [IP-address] [MAC-address] [ interface ethernet slot/port] 
[vlan vlan-id]

show ip dhcp snooping binding [dynamic]

show ip dhcp snooping binding [static]

�S�e�b1��Â

�¥�Ð�å�»  �¹�Ç�›�Ý�º �^�K

�¥�Ð�å�»  �Ô�î�» �õ�–�b�¥�Ð�å�»  �Ô�î�»

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å �Â�–�å�¹�•�å�¢  �–�å�±�î�Ç�™�–�«�_�c�
�«�±�¸�•�µ�¡  IP �¯�î�«  �š�å�º�Ü�@�µ�r�€�r�M���«�±�¸�•�µ�¡  
�š�å�º�Ü�c�
 Type �4�_�� static���\/²&g�I�€�r�M��

IP-address >&�õ�–>'/²&g�I�€�•�Â�–�å�¹�•�å�¢�_�µ�u�•  IPv4 �”�»�Þ�«���w� 
�^�š�å�º�Ü�c�
�»�µ�º�Ü�A  10 4
/²0°�[�M��

MAC-address >&�õ�–>'/²&g�I�€�•�Â�–�å�¹�•�å�¢�_�µ�u�•  MAC �”�»�Þ�«���w� 
�^�š�å�º�Ü�c�
�»�µ�º�Ü�A  16 4
/²0°�[�M��

interface ethernet 
slot/port

>&�õ�–>'/²&g�I�€�•�Â�–�å�¹�•�å�¢�_6õ4��Ü�E�•�–�î�§�¿�µ�º  �–�å
�±�î�Ç�™�–�«�†�æ���K�r�M���«�ß�µ�º$��•�c  1 >|  255�
�Ï�î�º$��•
�c  1 >|  128 �[�M��

vlan vlan-id >&�õ�–>'/²&g�I�€�•�Â�–�å�¹�•�å�¢�_6õ4��Ü�E�•  VLAN ID �†�æ��
�K�r�M���w� �^  VLAN ID �c  1 >|  4094 �[�M��
Æ4Š#Ý�_�£(Ù�I�€�Z
�8�•  VLAN �c7V�A�r�M��

�Á�–�Ç�å>& ->'�†�Q#Ý�K�Z�
 VLAN ID �b(
�V�b6ä��  ID �\)
�¢  ID 
�†�
�9�K�r�M>&�S�\�<�d�
 70-100>'��

�•�å�Ð>& ,>'�†�Q#Ý�K�Z�
�›  VLAN ID �>�|�g  VLAN ID �b(
�V�†�

�9�K�r�M>&�S�\�<�d�
 20,70-100,142>'��

dynamic >&�õ�–>'�M�m�Z�b�²�–�¼�Ñ�µ�¡  IP-MAC �”�»�Þ�«  �Â�–�å�¹�•�å�¢
�_���Š�†�D7H�K�r�M��

static >&�õ�–>'�M�m�Z�b�«�±�¸�•�µ�¡  IP-MAC �”�»�Þ�«  �Â�–�å�¹�•�å�¢
�_���Š�†�D7H�K�r�M��

�Ü�Ü�î�« �š�f'à�d

5.0(3)U1(1) �G�b�¥�Ð�å�»�@3ã�•�I�€�r�K�S��  
SEC-150
Cisco Nexus 3000 �©�Ü�î�¬  NX-OS �­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»  �Ü�Ç�“�Þ�å�«

78-26756-01-J



 

�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
show ip dhcp snooping binding
�[ ���_�
�M�m�Z�b�Â�–�å�¹�•�å�¢�†/²&g�M�•�[�†&g�K�r�M��

switch# show ip dhcp snooping binding

6õ4��¥�Ð�å�» �¥�Ð�å�» 1��Â

clear ip dhcp snooping 
binding

DHCP �«�¾�î�Æ�å�¢  �Â�–�å�¹�•�å�¢  �¹�î�±�Ë�î�«�†�˜�d�K�r�M��

copy running-config 
startup-config

��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�
�«�±�î�º�”�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å
�_�¥�Æ�î�K�r�M��

ip dhcp snooping �¹�Â�–�«�b  DHCP �«�¾�î�Æ�å�¢�†�¢�ß�î�Â�Ý�_�–�¿�î�È�Ý�_�K�r�M��

ip source binding �Þ�–�Ö  2 �–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�b�«�±�¸�•�µ�¡  IP �¯�î�«  �š�å�º
�Ü�†�8�B�K�r�M��

show ip dhcp snooping 
statistics

DHCP �«�¾�î�Æ�å�¢)+0£�_���†/²&g�K�r�M��

show running-config 
dhcp

DHCP �«�¾�î�Æ�å�¢0¿���†/²&g�K�r�M��
SEC-151
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
show ip dhcp snooping statistics
show ip dhcp snooping statistics
�²�–�¼�Ñ�µ�¡  �Í�«�º  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �É�ß�º�¥�Ý>& DHCP>'�«�¾�î�Æ�å�¢)+0£�_���†/²&g�M�•
�_�c�
 show ip dhcp snooping statistics �¥�Ð�å�»�†�Q#Ý�K�r�M��

show ip dhcp snooping statistics

�S�e�b1��Â �G�b�¥�Ð�å�»�_�c�
�,�X�r�S�c�Ÿ�î�á�î�»�c�6�~�r�O�‡��

�¥�Ð�å�»  �¹�Ç�›�Ý�º �^�K

�¥�Ð�å�»  �Ô�î�» �õ�–�b�¥�Ð�å�»  �Ô�î�»

�¥�Ð�å�»�š�T

�[ ���_�
 DHCP �«�¾�î�Æ�å�¢)+0£�_���†/²&g�M�•�[�†&g�K�r�M��

switch# show ip dhcp snooping statistics

6õ4��¥�Ð�å�»

�Ü�Ü�î�« �š�f'à�d

5.0(3)U1(1) �G�b�¥�Ð�å�»�@3ã�•�I�€�r�K�S��  

�¥�Ð�å�» 1��Â

copy running-config 
startup-config

��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�
�«�±�î�º�”�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å
�_�¥�Æ�î�K�r�M��

ip dhcp snooping �¹�Â�–�«�b  DHCP �«�¾�î�Æ�å�¢�†�¢�ß�î�Â�Ý�_�–�¿�î�È�Ý�_�K�r�M��

show running-config 
dhcp

DHCP �«�¾�î�Æ�å�¢0¿���†/²&g�K�r�M��
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
show ipv6 interface
show ipv6 interface
�–�å�±�î�Ç�™�–�«�b  IPv6 �–�å�±�î�Ç�™�–�«�_���†/²&g�M�•�_�c�
 show ipv6 interface �¥�Ð�å�»�†�Q#Ý
�K�r�M��

show ipv6 interface [ipv6-address | brief | detail | ethernet | loopback | mgmt | 
port-channel | vrf ]

�S�e�b1��Â

�¹�Ç�›�Ý�º �^�K

�¥�Ð�å�»  �Ô�î�» �õ�–�b�¥�Ð�å�»  �Ô�î�»

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å �G�b�¥�Ð�å�»�_�c�
�Û�–�­�å�«�c�²0[�6�~�r�O�‡��

�[ ���_�
�–�å�±�î�Ç�™�–�«�b  IPv6 �_���†/²&g�M�•�[�†&g�K�r�M��

switch# show ipv6 interface
IPv6 Interface Status for VRF "default"
Ethernet1/8, Interface status: protocol-down/link-down/admin-up, iod: 14
  IPv6 address: 2001:db8:c18:1::3
  IPv6 subnet:  2001:db8:c18:1::/64
  IPv6 link-local address: fe80::205:73ff:feff:64ef (default)
  IPv6 virtual addresses configured: none
  IPv6 multicast routing: disabled
  IPv6 report link local: disabled
  IPv6 multicast groups locally joined:
      ff02::1:ff00:3  ff02::2  ff02::1  ff02::1:ffff:64ef
  IPv6 multicast (S,G) entries joined: none
  IPv6 MTU: 1500 (using link MTU)
  IPv6 unicast reverse path forwarding: none
  IPv6 load sharing: none

ipv6-address >&�õ�–>' IPv6 �”�»�Þ�«���g�'�c  A:B::C:D/length �[�M�� length �b(
�V�c  1 
>|  128 �[�M��

brief >&�õ�–>' IPv6 �«�¸�î�±�«�\0¿���b�+0[�†/²&g�K�r�M��

detail >&�õ�–>'0ò(ý�^  IPv6 �–�å�±�î�Ç�™�–�«�_���†/²&g�K�r�M��

ethernet >&�õ�–>'�–�î�§�¿�µ�º  IEEE 802.3z �†/²&g�K�r�M��

loopback >&�õ�–>'�Ý�î�É�Â�µ�¡  �–�å�±�î�Ç�™�–�«�†/²&g�K�r�M��

mgmt >&�õ�–>''ö#.�–�å�±�î�Ç�™�–�«�†/²&g�K�r�M��

port-channel >&�õ�–>'�Ï�î�º  �³�Õ�¿�Ý  �–�å�±�î�Ç�™�–�«�†/²&g�K�r�M��

vrf >&�õ�–>'�›�ì�•�Ý�î�¸�•�å�¢�>�|�g3?3æ>& VRF>'�–�å�«�±�å�«�b�_���†/²
&g�K�r�M��

�Ü�Ü�î�« �š�f'à�d

5.0(3)U3(1) �G�b�¥�Ð�å�»�@3ã�•�I�€�r�K�S��   
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
show ipv6 interface
  IPv6 interface statistics last reset: never
  IPv6 interface RP-traffic statistics: (forwarded/originated/consumed)
    Unicast packets:      0/0/0
    Unicast bytes:        0/0/0
    Multicast packets:    0/0/0
    Multicast bytes:      0/0/0
switch(config-if)#

6õ4��¥�Ð�å�» �¥�Ð�å�» 1��Â
show ip interface �–�å�±�î�Ç�™�–�«�b  IP �_���†/²&g�K�r�M��
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�­�Ÿ�×�Ü�¸�•  �¥�Ð�å�»
show ip verify source
show ip verify source
IP-to-MAC �”�»�Þ�«  �Â�–�å�¹�•�å�¢�†/²&g�M�•�_�c�
 show ip verify source �¥�Ð�å�»�†�Q#Ý�K�r�M��

show ip verify source [interface {ethernet slot/port | port-channel channel-number}]

�S�e�b1��Â

�¥�Ð�å�»  �¹�Ç�›�Ý�º �^�K

�¥�Ð�å�»  �Ô�î�» �õ�–�b�¥�Ð�å�»  �Ô�î�»

�¥�Ð�å�»�š�T

�[ ���_�
�«�–�µ�³�b  IP-to-MAC �”�»�Þ�«  �Â�–�å�¹�•�å�¢�†/²&g�M�•�[�†&g�K�r�M��

switch# show ip verify source  

6õ4��¥�Ð�å�»

interface >&�õ�–>'���Š�@"I���b�–�å�±�î�Ç�™�–�«�b  IP-to-MAC �”�»�Þ�«  �Â�–�å�¹�•
�å�¢�_�D7H�I�€�•�|�:�_�æ���K�r�M��

ethernet slot/port >&�õ�–>'���Š�@�d���b�–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�b�Â�–�å�¹�•�å�¢�_�D
7H�I�€�•�|�:�_�æ���K�r�M���«�ß�µ�º$��•�c  1 >|  255�
�Ï�î�º$��•�c  1 >|  
128 �[�M��

port-channel 
channel-number

>&�õ�–>'���Š�@�d���b�Ï�î�º�³�Õ�¿�Ý  �–�å�±�î�Ç�™�–�«�b�Â�–�å�¹�•�å�¢�_
�D7H�I�€�•�|�:�_�æ���K�r�M���w� �^�Ï�î�º�³�Õ�¿�Ý$��•�c�
 1 >|  4096 �[
�M��

�Ü�Ü�î�« �š�f'à�d

5.0(3)U2(1) �G�b�¥�Ð�å�»�@3ã�•�I�€�r�K�S��  

�¥�Ð�å�» 1��Â

ip source binding �æ���K�S�–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�b�«�±�¸�•�µ�¡  IP �¯�î�«  �š�å�º
�Ü�†�8�B�K�r�M��

show running-config 
dhcp

DHCP �«�¾�î�Æ�å�¢0¿���†/²&g�K�r�M��
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