B4+ ARP A VARG 3 UNRTE

ZOFETIX, CiscoNexus3000 >V —XAA v FIZHAFT I v 7 T RUAfRRT 1 h 2L (ARP)
A A7 gy (DAD ZRET DITECOWTEHP L LT,
ZOEZ, WONETHRINLTWET,

* DAl O#FZE, 1 ~—

* DAIDOT A B ABf 5 _—

* DAI ORI#RSEME, 6 ~—¥

* DAl DIEEHFE L HIKFEE, 6 X—

* DALOF 7 4 )V hRE, 7 ~—

* DAl OEE, 7 ~—¥

* DAl OB EDHER, 12 ~X—

* DAl OFEFHERDOE=FV 7 L7 VT, 13 X—=V

* DAI OFRERH], 13 _—

DAl D Z

ARP
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ARP TIX,. IP7T RLAEZMACT RL AL 7+52LT, LA ¥27e—KEy AL K
AALLHNOIPBELZEHRLET, 77L21F. RAFBRERAMARIEREZEELLY & LT,
BRARB®DARP % v 2lZHEARADMACT RLUARZRWNEWI A, ARP OHFETIE,
RARNBWNEREE., RAMAFY—F Y MR F9,

AAFNBIZ, "AMADIP T FLRIZEEMNT NI MACT RLAZRSGT A0, 207
T—REFy A bh FASLVHNORRA M LTI 2 —REXxy A M Ay —V2FELET, 7
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BL4F29 ARPA VARSI L avDBRE |
B ARPRT—T o onE

O— XY AN RALSUHNORERA MIZOARPERZZEL, IS LTHAANA TR
DODMACT RLZAZIRLET,

ARP R T—TJ 4 VI RE

ARP Tld, 72 & Z ARPELRAZZEL TR TH, RA ML OIRENAIREZ2 DT, ARP A 7' —
T4 THEL ARP X ¥ v Vo A A=V I REAETHRREMENRH Y £3°, WEAHMBIND
L WBEZTIETANAADLDOTRTO NI 7 4 v 71k, WBEOa L E2—F %l L TL—
B.ALvF, FIIRA MIEEINLE LR FT,

ARPAT —7 4 VT, 73y MIERHR SN TNDT S ADARPF v v ¥ =240 Off
WAEEETDHZLICEY, LAFY2Ry N ICHHRENTWDRA M, A vF, L—ZIT
L RIFTAREMER BV £9, ARPF ¥ v =2 080 DIFMAERET A LA ARPF v v =
KA RX=v 7 b vnET, ATS—TRETE, V7 3y FEOMOFRA MNIKHT BT T 47
DORATZAE B AHETT,

WOENZ, ARP ¥ ¥ v o IRA A= 7 Ofl &R LET,
K1: ARPxvviaiRAX=2Y

Host A # B Host B

i1A, MA) (1B, ME)

Haost C (marin-the-middle)
(c, MC)

111730

AARA, B, Cl&, #NFNA L H—T7 = ZAA, B, CENLTT A ATHHRINTWET,
AANIE—Y 732y MZBELET, DyaWNid, FFARDIPBLIOUMACT FLAZRLE
T, ImExE, FARNAIFTIPT RLRAIA, BEUOMACT FLAMAZEHLET, A KA
MDAEANBIZIP T — 22 EETOMERND LGS, AANAIKIP Y FLRIBICEEMT LT
MAC 7 RLA%ZR$HDH ARP EREZ 7 — R¥x¥y A MLET, T4 AEAKRA L BIXI D ARP
FREZETDHEIPT RLAIABLIOPIMACT RLAMA ZF25HK A KD ARP XA VT
Tw, TNENDARP ¥ v v v aNIZEZIAARET, 22X IPT RLAIAIZIMAC T R
AMAIIZARAL Y RENET, RANBBSETDLE, XA ALARARNAIF, IPT FLAIBE
KFOMAC 7 RLVAMB #FFORA NDNSA T 4 U T, ZNEND ARP F v v ¥ aNICESX
ABFET,

RABRCIE, XA T 4T HEED 2ODBEEARP IWE A2 70— REF Y A T 52 L1CE0, 7
INAA, RABFA, BWARNBDARP v v ahihA A= 7 TEET, (4 ARPILED 1 D
X, IP7T FLRAIA L MACT RLAMC 2#EHORZ PO, 9 12lZIPT FL A IB & MAC
7 RLAMC #EORA FOISETT, ZHUCED., A RB EFAL AT, IA 2540 ET 5
N7 747D MACT RLAL LT, MACT RLAMC ZEALET, 2%V, AAFC
MWZDNTT7 4y 7 BRITZETHZ L0 ET, AR, FANA T /31 XX, IB %1
HeTHRNT T 4w 7 DFIEMACT RLZE L TMACT RLAMC 2 LET,
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DAl 5L UARP R T—T ¢ v uE I}

BHANCIHIABIOIBIZEEEM T HNZAMO MACT RLAZH > TNDH72H, 1IELV MAC
TRV RAZGESEE L THERTAZET, MRITZELE NI 74 v 722 NHDOFRA MIERETE
F9, ZOMREYTIEHE, FAMCIHEH, FANADPSBFEARB~ND NI 74 v 7 AN —24H
WCBHEZEDIAEETWET, T, man-in-the-middle Y8 O MBI 725 T3,

DAl BLUARP R 77— 4 U %

DAl Zf 422 & T, A% ARPERBLOISERETNY L—&ENnb X 52720 £9, DAI
A F—T A2 0 EENZERE SIVTW D 5EA . Cisco NX-0S 731 RIRDT V7 4 BT 4 %
FITLE T,
CEHETEXRWVWR— FERBA LT TO ARP ERB L WARP IE 2 RITZELET,
ATZIE LB/ P, IPT KL AL MACT RLADEFERARAL T 4 T REoZ
CHEMERR LT D, B—UI)VARP ¥ v 22 BT 50, Eo3@E skl Ny b e
ik L ¥4,
RN/ ARP X7y MI Ra vy LET,

DALIZ X5 TARP N7 v N DOFEMWEZHIWT 5 & & DFEHE L 72 51572 IP-to-MAC /N1 T 4
7%, Dynamic Host Configuration Protocol (DHCP) AX—V 7 A T 4 F T —H_X—RX|T
BFESNTHET, ZOFT—H =L, VLAN &5 /34 A ETDHCP A X —E 2 73 A F—

LIZENTWAEHAIC, DHCP AX—E U 2o THlEINE T, £, ZOT—HX—2Z(Z
F2 =V ERTD2AET 4 v 7 = P BIREFETEET, ARPNT » FEEHTEDL A v H—
T2AALETZELEESIT. T ATy M aiEEPicizkt LET, [EETE0
AUH—=T o2 ALETIE, T30 RAIEIMEEHRTET Ty NETEEELET,

DALl Tlt. X7y "D IP 7 L ARERRPEIC ARP Xy v a2 Fa v 7500, £720%
ARP /X7 FARIKO MAC 7 RVARA —H Ry h Ny X —IZHRESINTZT FLALE—EH LW
AW ARP Xy hE Ry T 500ERETEET,

A=A ADEEREERY M= X2 )T+«
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DALIX, T/A ADKA 2 —T oA AMFHREZBHE T EF, BETEXHM 0 ¥—T A
A ETEAZ SN/ v ME. DAL DT X COFMEREZ SA SA LT, B TERNA
VH =T 2 A A ETERAFZEINTZ/Nr v ML, DAL OAMERE M T E T,

— R Ry U — 7R TIE, WOBEBEFEIZNESTA v ¥ —T = ADOGHEREEZHRE L £
j—o

EEE TS
RA NI TWDA U H—T oA A

fEETES
T ACHEHEENTOBA V¥ —T =4 %
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AVEA—T A RADEBEBRELERY FT—Y X2 YT«

ZORETIE, 7/ AnbRy hU—ZIZRESNDARP AT » MITNT, BF 2V T 11
BEENA/NALET, VLANA, 72i3xy PV =27 NOZOMOGHTCIE, otz 73
LMETH Y A,

FRREBOFREIX, HEIZEHL TEIW, EHITAREASN X —T oA ZAZEFHETE R0
A B =T 2 A AL LTRHRETDE., HRNEKONDIGEENHY £7,

ROKTIE, TXAAABIRT AL ABOWGR, AA M IBIOAR 2 ZINETH VLAN
FECDAIZFEITLTWAEHRELET, FAMIBIOEARN 2D, T3 A AR INT
W5 DHCP =35 IP 7 RLRAZRET S L, TN ZAATZTNRAA N1 OIPIMAC 7 KL
AL RLET, TXAAALTNNA ABMDA v H—T = A ANMEFATE WAL, &
ARN1IMBEDARP N MEIT AL ABTIX Ry 7 &, AAMIBIOKR R 2 OO
eI E 7,

X 2: DAI%ZA *—TJILIZLT= VLAN TD ARP /X4y M&EE

DHCP server

A B

ﬁ Part 2/3 Port 1/4

I .
2
8

Host 1 Host 2

EHTERNA LA —T 2 AEEHTE DA =T 2 A AL LTHEETDIE, Xy bU—7
X2V T 0 R—RAECDAEERH Y £T, 7T/34 X A2 DAl ZF(T L T RITHUR,
BFARNET RAABDARP ¥+ v ¥ a Zf{HICKA A= FTEET (TAA AEO Y 70
BHEHTEALDLE L TRESNTVASEEITAZ M2 bFEEE) . ZOWREIE. 7354 2 B 3 DAI
EEITLTVWAHATHLERID ZET,

DAI X, DAI B9 57 A AR EINTWDHAA N (BHETE WA ¥ —T7 24 A L)
NEy FT—=THNOMDEARDARPF ¥ v 22 hRA A= 7 LIRWEYITHRFELET, 7272
L. DALBEIT 5T /S ATHER SN TWDHERA DXy v 2 lX Ry MU —7 OMOERS D
BRANMIESTHRAR= T ENDLOERSZEIFTEERA,

VLAN ND—EDT /34 A TDAI BB L., DT /34 ZATIEBE L T2 WiGAIE, DAL A
BLTWDETANAALDA L H—T 2 A4 ADGHREZROEBFHICE > TRELET,

EFETELL
ARA B, FIEDAI ZFIT L TCWVRWNWT NS RSN TWNWDAS VH—T oA A
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pal iz y roaxys I

EEETES
DALl ZFATLTWAT AL AR INTWNDAL X —T = A A
DAL 23BHE) L TWRWNT A ZINS DN s SDRA T 4 v T2l 51213, DAL 2558 L

TWNWDHTFNA AZARPACLEZHRELE T, A T 4 v T OFMEZ W TE 2 0IEEA 1L, DAL
BEE L TWAT A 2% DAL DB L THRWT S A0S LAY 3 TIREEL £,

GE)

Py FU—7 OREICL > TIE, VLAN NDO—E DT /34 AT ARP X7 v M EHBFIETE 20
BELHY ET,

DAl /X4y kDX Y

A

Cisco NX-OS ITHLBL Z 7= DAI N7 v MizHoWCona s/ = M DOy 7 7 H#ERFE L TOET,
KLua s x> b2k, ZEMOVLAN, FA— &S, BETBLOSEEIPT FL X, #ExTB X
VIBHEMAC T RL AL Wo -7 a—ERRAEENE T,

O CRET ANy FDA A TEEETHIELTEET, T 740 FTIE, Cisco NX-0S 5
NARIDAIB Ry P L=y M2 2o 7 Citgk L7,

BT RNy T rRnbsSibhE TAL ATRGEWDAI RS = MY A LWy R TREEE
LET., Ny 77HNORRTY P BERETE L7,

G¥)

Cisco NX-OS I, v ZIZftek S D DAL N7 MIET ALV AT A A v —U AR L8
/\Jo

DAIDS A U REH
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WKDOFIZ, DAIOT A 2o 282 Rk LET,

e 5S4ty REH

Cisco NX-OS DALIZIZZ A B A IV EH Y EHEAL, TA4F
VAR = VITEHEENTVRVEREIZ TN T
CiscoNX-0OS VAT L A A=V RV S
Tky, BINEMTI-URELEE A, Cisco
NX-08 D7 A & o ZFHFARDFEMZ DN TIL,
[ Cisco NX-OS Licensing Guidell %2R LT 72
S0,
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B oaowsiess

DAl DRIESH

*DHCP ZiRET D21, FOHNI DAIEEEL A 2 —T NWIZTHXLERNH Y £,

DAl OEEFHE L HIFIFIR

DAL IZBAT 2 EFHE L H#INFRITKRDO LBV T,
*DAIIZATI X2 U T 4HRETH Y . HABEIIITVETA,

*DAIIE, DAI ZH AR — k LARWT A A £33 2 OBEEN A 2 —T7 M SN TV RN T A
AN SN TWAR A M LT, 18R H D FH A, man-in-the-middle ZE (L 1 D
DLAY¥27 80— RXx AN AL NIRESNDT2D, DAIBEZR KA A % DAIR
FITENZWVWRAAL LUV EETMENRH Y £9, ZHUTEYD ., DAIRNER R RAAL N
DFEARDARP ¥ ¥ v akbtXxa T A RETEET,

*DAITiX, DHCPAX—E LI NRA T 4 v T T —EZRXR—=ZANOxT M) 2R LT, &EE
ARPERB L NARPIGENDIPT FLAEMACT RLADANA 5T 4 7R LET,
DAL 73 ARP X7 v s OFMEZ KT D DICAZT 4 v 7 IP-MAC T RLA XA T 4
TERMHT DX IICRET DA, DHCP A X —E U Z OFREIIA 2 — T T T D720 TH
HET, DAL ARP X7 v EOFNMEZHET 20X A F I v 7 IP-MAC T RLA A
VT4 T EHHAT D L OICERET AEAIE. DAL % L72 VLAN & [F U VLAN (2 DHCP
AX—=V U T ERETHMLEND Y 77,

* feature dhep =~ o RZ&ffi ] L T DHCP #E % A R— 7 /VIZ T 5 &, /O E Y =—/L7)5 DHCP
AR D0, £721% DAL O ERNCHK 30 P ORBIENFA L ET, T OFELMEIX, DHCP #
RENT 4 B—T Ml > 23 EN D, DHCP HEREN A R —T Wi o R EICE T T 5720
AT % i%%&<%$bi¢ el 2, m— Ny 7 BEREZ ] LT, DHCP
FHE % A R — T W #é&i;%bt Gy B— ANy 7 ESET L THhHR30#%ZICT0E
¥ a2 —/V)3 DHCP & DAl RE %215 Liﬁ“o

*DALIX, 77&®AFR—F, hF 7 F—F, F—FF¥rxVEK—bF BIOTFTAX—}
VLAN "— K THHR—F N FE T,

*AR—k F¥ 3 MIxT D DALl DFHEBREIC L > T, TOR—F F v 2 UIZE Y BT
TOYER— FOEERENRED T, L2, HOIWHFR— M EEHETELA X —
T AL LTHREL, BEHTERWA L H—T 2 ATHDLE— b F ¥ XU OYH
N— RN ZBIMLESA. TOWER— MIEFE T R2VIRIBICAR Y 17,

CHR— b T XANLYHEAR— N EHERE LSS, FOMEAR— IR — b T RO DAI
EHREOERELRFELERA,

CR— h F v RIVDOEFREZLEET D L. T, RIFDOF ¥ RNV ERRT DT TOYHE
WL, BrLVWEEREEZRE L T,

*ARP N7 I E O MEHIET HT-OIZ DAl TAZT 4 v 7 IP-MAC 7 KL Z A

VT4 T AT A L IICERET BEEIL. DHCP A X —E U I A R —T /72> T
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pan7Fo+LrEE

Bl  BEOARZTF AV IP-MACT RLANRAL VT AU T HRBELTWAE I L ARERL
*7,

*ARP X7 v AN E D MEHIET B72DIZ DALl TEAF I v 7 IP-MAC 7 KL A A
VT4 T EGERAT AL IICERET DHEEIL. DHCP A X —E 2 I3 A F—T /LT3 5TV
DI EEMHERLET,

—d E I_l_I
DAl DT 7 # )L FEETE
WDOFIZ, DAINTA—FZ DT 7 )V FREZRLET,

R1: TIHILEDDAIINS A—4A

NS A—4 FIAIbE

DAI F_TD VLAN CF 4 &—7 1,

A B =T = ADIFHEINAE FTR_RTDOA X —7 = A AL untrusted,

B BEIIFEITINERA,

arz Ny 7y DAl Z A X —7 T L= ak. ERE7-135E
FEIXNT-TXTD ARP X7y MG N E
7,

n7NOxT > b UHIT 32 T,

VAT A A=V, BRSOIZHIBR I
F9,

oX o L—h AU E—rLL, 1 BT,

VLAN BEfioo ¥ 7 HEEFERII Ry 7 ENTZT_RTOARP N
FvFRER I NE T,

DAl D% TE

VLAN TODAI DA +~—T )Lt ET 1 t—TILiE

VLANIZX LTDALZA R—TFNEHITTFT 4 E—T N BN TEES, S 740 FTIE,
DALIZT_T® VLAN TF 4 E—7 /LT,
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B L r2 8T/ RO DAEEREDHRE

[ C&BHIC

DAl %A X — 7 WICT HEEIE, ROREHER LTI I,
* DHCP #BES A F—T N THDHZ L 2R L ET,
*DAI & A X —7 /W2 % VLAN R E STV 5D,

FE
=V N3 il = Ay = B
ZFwv T configure terminal Jra—r)ary7 4 FXal—TgrF—FR
B L E T,
1 -
switch# configure terminal
switch (config) #
ATvT2 [no] ip arp inspection vlan /ist VLAN Q85D U A MMZxt LT DAL % A
F—=T W LET, noAd Y a rEEHT
Bl : %5 &, $5E L= VLAN D DAIRTF 4 &—7
switch(config)# ip arp inspection -
vlan 13 /]/@_72 D i‘j—o
ATvF3 show ip arp inspection vlan /ist (F-5)
VLAN OF5E U A F DDAl AT —H X &3
1&“ : ZT_\‘ l/ i ‘j‘o
switch (config)# show ip arp
inspection vlan 13
ATw T4 copy running-config startup-config (=)
FTar74Xal—vark, A¥—L
i Ty ar7 4 Xal—ailar—1_L
switch(config)# copy running-config ji?f
startup-config °

LANY2A4 23— x4 RDDAI{EERENEZTE

LAY2A4 0 BZ—T 2 ZADDAIA v Z—7 = A AEEIRELZHRETEET, T 74/ FTIL,
TRTCDOA LV EZ—T oA ZHEETEEEA,

FONA AL, BEHTEDLLAY2A X —T 2 A4 A LETE(ELTZARP X7 v M Z#RE L £33,
BTV ER A

BHETERNA VX —T =2 A LETIE, T3 AT TO ARP ERE LW ARP JHE 21T
BLET, A RF, v— IV Xy vrarT v7T7— LT, RITZE Ly b &i#Y)
PREESEICHRE T DS, TD/X7 y D IP-MACT RV A NNAL T 4V IREHTHD Z L %2
FELET, ZONRT Yy NONSL T 4 U PNEHTHD LHWT DL, T RIEDRT v b
ZRry 7L, XV TOREIE->Ta ZIZGEEk L ET,
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[T L& BHIIC

BMBEOA *—IneErETF 22—t

DAl %A X —7 I T 58615, DHCPHSEENA R —7 LV ThHhH I L MR L ET,

FIE

ARV RFERETIVa Y

E:)

ATy T

configure terminal

{1 -

switch# configure terminal
switch (config) #

JTa—r ) ar7 4 Xal—vgrE—K
ML ET,

ATy T2

interface type number / slot

1

switch(config)# interface ethernet
2/1
switch (config-if) #

Ao B —T A AALT 4 X2l — g
T— FEBHEBLET,

ATvT3

[no] ip arp inspection trust

i -
switch(config-if)# ip arp
inspection trust

AE =T oA A%, [GTEDHARP A
=Tz AL LTHELET, no 7
VariifToL, E0oAf L EF—T oA
AVHMEFATERWVARPA VX —T = A A L
LTRHESNET,

ATv74

show ip arp inspection interface 7pe
number | slot

{1 -

switch(config-if)# show ip arp
inspection interface ethernet 2/1

(&
BEBDA v X —7 = A ADEFREL L)
ARP X7 v h L—hERRLET,

ATy T5

copy running-config startup-config

{1 -

switch (config-if)# copy
running-config startup-config

L=
FEiTary 7 4 FXa2lb—rak, AX—]
TS a7 4 Xal—railar—_L
i‘a‘o

BIRIEEDA *—TIVIEELITT 42— ILE

ARP N7y N OBNIMEGEE A X —T NVETLILT 4 B—T7 M TEET, 774 /L FTIHEL, ARP/Y
7y NOBIRRGEIXA X — 7 720 £ A, BIRRGEDNKE STV WA, ARP/YT > K
DIPMAC A VT 47 = hY EWRAETHEEITMACT RLABLOEEILIP T RLAD
Frxv ik, A=V Fy FEFETLTMACT KL A (ARPIEEEDMACT R L ATIEZR) & ARP
EEHFOIPT RLAZMH L TIEITanEd,
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B engEosx—JuibErET =Tt

P

DAILIZ, IPT7 KL A& MAC T RL R LD IS, T ¢ 0 T hEFD ARP N7 v N 2 {0T%
2. 306k, BROFEIELET, SHEMACT FL A, EETBIOSHLIPT FL A, ¥EETMAC
T RLRICK L, BIRAEE A R—T N T D ENTEET,

IBIRRE A 53595 121X, ip arp inspection validate =~ > N TR DF—U— R&EFEH L £,
dst-mac
ARPIEEDA —H 2y b~y ¥ —HNDFEHEMACT L A%, ARP AKKD X —% >~ F MAC

T RLVALHEBELTHBRAELET, A X—7 2T 2DE, BRDZMACT RLAZEO/RTr
MIESh N ry B L THEEESN., BEINET,

ip
ARP AL %ZF = v 7 LT, BNRIPT RLARLTHILZRWIP T RLABRRWN AR L E
. 7 KL ARIZ1%0.0.0.0, 255255.255.255, BLOTRTOIP v LFFr A~ T RLAR
EENFET, FETLIP T FLRTTRTO ARP ERBIWEENTT = v 7 I, %65
IP7 RLUARIZARP JEENTORT = v 7 SHET,

Src-mac

ARP ER L IEEDA —H Ry h ~ov X —NOFEETLMAC T KL 2%, ARP K{EDIEEE
MAC 7 FLALHEBELTHELET, A 3=l TDHE, 8D MACT RLAZFED
Ry NI Ny P L THOESN., BEINET,

BIKGEE A 2 — 7 WIZT DEEE. ROAIZEELTLEE,

7 EHL 1 ODOXF—U—RERETHSLERHV T, HETDHF—TY— I, 1 >T
H, 22OTH, 3DOTRTTHLEMNFENER A,

* % ip arp inspection validate 2~ > NIZ XV | ZNETIHRE LT3~ FORENE SR L
HALE T, ip arp inspection validate =~ > N{Z J 5 T src -mac 35 L O dst-mac fRGEZ A 1 —
TN L, 22O ip arp inspection validate =~ > K CTIP MiE% A % — 7 /WIZ L7z 5HE 1,
20D a~vy K& AJ) LTRERT sre-mac & dst-mac DFRRENT 4 E—7 /W27 £,

FIE
ARV RFERRETO Y B8
ZFw T configure terminal sa—sN)Lary74X¥al—var E—
FZBath L £,
i

switch# configure terminal
switch (config) #

2Ty T2 [no] ip arp inspection validate {[src-mac] | i/l DAI MZE% A F— 7 M L E T,
[dst-mac] [ip]} HHWNE, ne ATy a v EMEHLT, B
o DAL #GEEZ T 1 £ —7 M LE T,

1 -

switch(config)# ip arp inspection
validate src-mac dst-mac ip
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DAIOOS Ny 77 4 XDERTE

ARV RFEREETIVa Yy =)=y
ATvT3 show running-config dhcp Caay=x
DAIDFESH EH T, DHCP AX—E 7
i REZFRRLET,
switch (config)# show running-config
dhcp
ATvT4 copy running-config startup-config =

FITar 74X al—vark, AF¥—|

i : Tl ar7 4 ¥al— gl ab—

switch (config)# copy running-config L/§E7f
o

startup-config

DAlDOG /Ny 77 A XANKTE

DAIOV T Ny T 7 YA REHRETEFET, TIFNV IOy T 7 A XE32 A vE—TT

| oL-27795-01-J

D
FiE
aAv U RFERET7TIVa Y B
ATFvT1 configure terminal Jua—\)ary 74 ¥al—gy ET—R
B LET,
{5
switch# configure terminal
switch (config) #
RATFw T2 [no] ip arp inspection log-buffer DAlOu 7 Ny 757 YA XEZELET,
entries number no A7 arEHERTAEE. T4 RD
Ny T7 AKX R AvE—) IR E
th( i , |, BETEDNY T 7 A KL 0~2048
switch (config ip arp inspection S
log-buffer entries 64 Ay —UTY,
ATvT3 show running-config dhcp L)
DAIDRRE L E ¥ T, DHCP AX —E /3%
i ErERRLET,
switch (config)# show
running-config dhcp
T T4 copy running-config startup-config (E=E=)
ETar74F¥alb—rvarrk, AX—Fh
Bl ToFar7 4 Fal—valiatr—1L
switch (config)# copy 357f
running-config startup-config °
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DAIDORY T4 ILRY VT DERE

DAlOBY J4I)LA Y T DEE

DAL /N7 MEFLERT BN E I D& T NA AW T2 FEERETEET, 7 74/ FTIL
FSNRA AT Ry 7EN5 DAl Xy o ZICiEiEE L £,

54F 29 ARP A YRARY L 3 Y DBRE

FlE
ARV KRFERETI a3 Y B#
X w 71 |configure terminal Jao—Nary7 4 Fal—grE—R
ZhRE L E7,
A
switch# configure terminal
switch (config) #
ATY T2 [ROWTprDa~vy REANLET, KROXHICLT, DAInS 74V 2 ) o7
EAT=—g °2 N
« ip arp inspection vlan vian-list ERUEL = ﬁ:o no 7‘1—7]/‘5 /%@ HT%
logging dhcp-bindings all ; DAL 17 7 g v 2 ) > 7 HHIR S E
« ip arp inspection vlan vian-list ’
logging dhcp-bindings none *DHCP A VT 4 V' TIZ—ET 5T
* ip arp inspection vlan vian-list TOAT Y haRskLET,
logging dhcp-bindingspermit *DHCP A VT 4 v ZIe—F$ A%
* no ip arp inspection vlan vian-list Ty bRk L EE A,
LoegrgI:;;g}dhcp-bmdmgs {all | none | *DHCP /SA 5 4 o 717 o CH] &
D7y itk L ET,
*DAIR Y 742V v 7KL E
WJ : ﬁ‘o
switch(config)# ip arp inspection vlan
100 dhcp-bindings permit
A w 73 |show running-config dhcp (E=
DAL DFRE HHH T, DHCP AX—E 7
i WREZFRRLET,
switch(config)# show running-config
dhcp
X 74 |copy running-config startup-config =

{1 -

switch(config)# copy running-config
startup-config

Effary 74 Xal—YarrE, AX—|K
Ty ar74Xal—alar’—1L
i‘é—o

DAl @

DAI O T

[l Cisco Nexus 3000 > ) —XNX-08 ') 'J—R503)U41)EXa)F4avTaFXxal—>arHAKR

H

X TE DHERR

=3

WAEFRTHITIE, ROWTDLDIEEEZITWVET,
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| %1453 99ARPAURRY L3V OBRE
pAlo#stEmoE=4 5507 IR

av vk B#Y

show running-config arp DAI DX EZE R R LET,

show ip arp inspection DAl DAT —X A %R LET,

show ip arp inspection interface ethernet FREDA v H#—T = A4 ADIEHIRRES L NARP

N7y b b— EFRRLET,

show ip arp inspection vlan FED VLAN O DAl X EZ KR LET,
show arp access-lists ARPACL #&K <L ET,
show ip arp inspection log DAl Du JRELAZFR R LET,

DAl D#fEHERDE=2 ) T &V T

DAL DFEFHERDE=Z £721327 UV 7 2175 121E, RORIIRTa~vr FEEHLET, b
D~y ROFEMIZOWTIX,  [Cisco Nexus 7000 Series NX-OS Security Command Referencell % %
LT EEN,

avUFR E:5)

show ip arp inspection statistics DAI OfEatHEz 2R L E 7,

show ip arp ethernet A B —T = A AEA DDAl DREFEHR A £
L/ i TO

clear ip arp inspection statistics DAL #atHEHmAE 27 V7 LET,

DAl 0% 7E 5

Bl1:220FT/ 14 ANDAl ZHHR— T 355

2 ODT A AN DAL YR — b T D850 DAL OF%E FIRZRIR L ET,

WOz, ZOBIOFRy NT—7iERERLET, RABNET A ZAAIL, RAR21ET A
ABIZENETNER SN TWET, BWHOT A AL, ZHHDOKRA FRENILTV S VLAN 1
ETDAIZFATLTWET, DHCPH— NIET A RAICER SN TWET, W ORA ML,

[l—® DHCP %— "B IP 7 RLAEFRIGLET, T A AIFKRA M IBIOEAR R 202

Cisco Nexus 3000 1) — X NX-08 1) J—X50Q3)04(1) tXa) T4 aAvT74FXal—av HA K
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B 51250731 DAl EYH— b T BBE

AT AT ERFEL, TALABIEIARA R 2O T 4 VT aFHET, TAAAADA—
I M AVE—T A A2B31E. TAABDA—YFy b A F—T oA A 1AITHERFEENT
b\\i‘é—o

3:DAIEHYR—bFT52DO0DT/N(1R

DHCP server

ﬁ Port 2/3 Port 1/4

g
Hest 1 Hast 2 8
DAITiZ, DHCP AX—VE > T AT 4 T T—H_X—=ANOx > b Z{HH LT, %55 ARP
FRBLWARP JGEHNDIP T KL AE MACT RLADNRA, T 4 o 7R LET, IPT R
LV AGZENIIIZEI Y Y THNT ARP X7y R EFFRIT 512X, DHCP A X — VY 7% A R —7 LT
THMENRDY 97,

* ZORERLIZ, DHCP — 0T 34 2 A DSRIOGATICBEI SN b LHEEL 8 A,

ORI Lo TEX 2 U T A BBV EDICTBHIZE, T AADA —HFF v b
A B =T 2 A A28, BERTF AL ZABDOA—HY Xy h A Z—T =R 1/4%, [EET
XAf L H—T A AL LTCEELET,

TINA XA ADETE

ATy

Jll Cisco Nexus 3000 2 !) —XNX-08 ) )—R50@8041) ¥ T1 A>T FalL—a> AAF

TNAAATDALZA F—T VL, £ =Ry b AU F—T oA A2BEEFETEHA L F—
Tz A AL LTHEET HITIE, ROEEEITVET,

FIE

TNAAAWZRT AL LT, T/ AA LT A ZXB OO &R L ET,
switchA# show cdp neighbors
Capability Codes: R - Router, T - Trans-Bridge, B - Source-Route-Bridge

S - Switch, H - Host, I - IGMP, r - Repeater,

V - VoIP-Phone, D - Remotely-Managed-Device,

s - Supports-STP-Dispute

Device ID Local Intrfce Hldtme Capability Platform Port ID
switchB Ethernet2/3 177 RS I WS-C2960-24TC Ethernetl/4
switchA#

0L-27795-01-J |



| %4339 ARPA2RRY L3 VOBE

ATy T2

ATvT3

ATv74

ATy TH

| oL-27795-01-J

B11: 2207134 2 DAl E9R— T 355 I

VLAN 1 CDAl %A X —7 ML, REZHALET,
switchA# config t

switchA (config)# ip arp inspection vlan 1

switchA (config)# show ip arp inspection vlan 1

Source Mac Validation : Disabled
Destination Mac Validation : Disabled
IP Address Validation : Disabled
Vlan : 1

Configuration : Enabled

Operation State : Active
switchA (config) #

A=YRy b A H =T x A X233 %, FHTEDA L H =T oA AL LTRELET,
switchA (config)# interface ethernet 2/3
switchA (config-if)# ip arp inspection trust
switchA (config-if) # exit
switchA (config) # exit
switchA# show ip arp inspection interface ethernet 2/3
Interface Trust State Rate (pps) Burst Interval
Ethernet2/3 Trusted 15 5
NA T 4 T EMERLET,
switchA# show ip dhcp snooping binding
MacAddress IpAddress LeaseSec Type VLAN Interface
00:60:0b:00:12:89 10.0.0.1 0 dhcp-snooping 1 Ethernet2/3

switchA#

DAL 337 v b & T 501, BE U & OMFHERZTH~E T,
switchA# show ip arp inspection statistics vlan 1

Vlian : 1

ARP Req Forwarded =
ARP Res Forwarded =
ARP Reqg Dropped =
ARP Res Dropped =
DHCP Drops =
DHCP Permits =
SMAC Fails-ARP Req =
SMAC Fails-ARP Res =
DMAC Fails-ARP Res =
IP Fails-ARP Req =
IP Fails-ARP Res =
switchA#

O O O O O O O o o o o

ARARLIAIP 7 FLA10.0.0.1 3 X0 MAC 77 R L2 0002.0002.0002 % 55
ByoE. MAOERPFFAESNET, ThE, ROFEFHEFHR THEB TS X

switchA# show ip arp inspection statistics vlan 1
Vlian : 1

Cisco Nexus 3000 ') —X NX-0S ') ') — X 503)U4(1) X1V F4 2> T4FXal—>
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B 51250731 DAl EYH— b T BBE

ARP Reqg Forwarded
ARP Res Forwarded
ARP Reqg Dropped
ARP Res Dropped
DHCP Drops =
DHCP Permits =
SMAC Fails-ARP Reqg
SMAC Fails-ARP Res
DMAC Fails-ARP Res
IP Fails-ARP Req
IP Fails-ARP Res

O O O O O N O O O o N

ARANID, IPT FLA10.003 ZF2>ARPERZEXELELH I ETHE, ZOXFy MIFkry
FTEN, TT— AvbE—IRu SRk ESNE T,

00:12:08: %SW_DAI-4-DHCP SNOOPING DENY: 2 Invalid ARPs (Req) on Ethernet2/3, vlan
1.([0002.0002.0002/10.0.0.3/0000.0000.0000/0.0.0.0/02:42:35 UTC Fri Jul 13 2008]

ZOHEBIFTRENDMEHEBRITRDO L D120 £,

switchA# show ip arp inspection statistics vlan 1
switchA#

Vlian : 1

ARP Reqg Forwarded =
ARP Res Forwarded =
ARP Reqg Dropped =
ARP Res Dropped =
DHCP Drops =
DHCP Permits =
SMAC Fails-ARP Req =
SMAC Fails-ARP Res =
DMAC Fails-ARP Res =
IP Fails-ARP Req =
IP Fails-ARP Res =
switchA#

O O O O O NN o N o N

TINA X BDEHETE
FNRAABTDAIZA X —T ML, A—H Ry b A B —T oA A NVAZEETCEXHL L H—
Tz A AL LTHET HITIE, WOEEEITVET,

FIE

RTYT1 FAARABIZRIA VLT, T/LABET A XA DROEEGA R LET,
switchB# show cdp neighbors
Capability Codes: R - Router, T - Trans-Bridge, B - Source-Route-Bridge
S - Switch, H - Host, I - IGMP, r - Repeater,
V - VoIP-Phone, D - Remotely-Managed-Device,

Cisco Nexus 3000 ') — X NX-0S ') J—R 503)U4(1) XU FTs avT4F¥xal—>3r A4 K
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BI1: 22D F /N4 AN DAl 2HR— T B15E

s - Supports-STP-Dispute

Device ID Local Intrfce Hldtme Capability Platform Port ID
switchA Ethernetl/4 120 RSTI WS-C2960-24TC Ethernet2/3
switchB#

VLAN 1 CDAl %A x—7 ML, REZHRLET,
switchB# config t

switchB(config)# ip arp inspection vlan 1
switchB(config)# show ip arp inspection vlan 1

Source Mac Validation : Disabled
Destination Mac Validation : Disabled
IP Address Validation : Disabled
Vlan : 1

Configuration : Enabled

Operation State : Active
switchB (confiqg) #

A—=YRy b A H =T x A A VA%, FHTEDA L H =T oA AL LTRELET,
switchB(config)# interface ethernet 1/4

switchB(config-if)# ip arp inspection trust

switchB (config-if) # exit

switchB(config) # exit

switchB# show ip arp inspection interface ethernet 1/4

Interface Trust State Rate (pps) Burst Interval
Ethernetl/4 Trusted 15 5
switchB#

DHCP AX =V 7 NA T 4 7DV A iR LET,
switchB# show ip dhcp snooping binding

MacAddress IpAddress LeaseSec Type VLAN Interface
00:01:00:01:00:01 10.0.0.2 4995 dhcp-snooping 1 Ethernetl/4
switchB#

DAL 23/37 v N &Y ST, B L OH & OREHFRZHR~E 7,
switchB# show ip arp inspection statistics vlan 1

Vlian : 1

ARP Reqg Forwarded =
ARP Res Forwarded =
ARP Reg Dropped =
ARP Res Dropped =
DHCP Drops =
DHCP Permits =
SMAC Fails-ARP Req
SMAC Fails-ARP Res
DMAC Fails-ARP Res
IP Fails-ARP Req
IP Fails-ARP Res
switchB#

O O O O O O O O o o o
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ARAR22, IPT FLZ10.0.02 B3LUMAC 7 K1 2 0001.0001.0001 % #i-> ARP ZER #2457

HL. ZoNTy MIERESHL, BEHERAEH SN ET,

switchB# show ip arp inspection statistics vlan 1
Vlian : 1

ARP Reqg Forwarded =
ARP Res Forwarded =
ARP Reqg Dropped =
ARP Res Dropped =
DHCP Drops =
DHCP Permits =
SMAC Fails-ARP Req =
SMAC Fails-ARP Res =
DMAC Fails-ARP Res =
IP Fails-ARP Req =
IP Fails-ARP Res =
switchB#

o O O O O O O O O =

BRAR2MNIPT FLA210.00.1 ZFFDOARP ERAZXHEFELLIETHE, ZDERIIFr v X

I, VAT A AyE—URn sl s kT,

00:18:08: $SW_DAI-4-DHCP_SNOOPING DENY: 1 Invalid ARPs (Req) on Ethernetl/4, vlan
1.([0001.0001.0001/10.0.0.1/0000.0000.0000/0.0.0.0/01:53:21 UTC Fri Jun 13 2008]

ZOHEAIEIR SN DFMAHERITKR O X 512720 £7,

switchB# show ip arp inspection statistics vlan 1
Vlan : 1

ARP Reqg Forwarded
ARP Res Forwarded
ARP Reqg Dropped
ARP Res Dropped =
DHCP Drops =
DHCP Permits =
SMAC Fails-ARP Reqg
SMAC Fails-ARP Res
DMAC Fails-ARP Res
IP Fails-ARP Req
IP Fails-ARP Res
switchB#

o Il
O O 0O 0 O Rr KFE O R o
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